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Intrusion detection systems (IDSs) are valuable tools for fighting against those who want to intrude on the network and steal
sensitive information for any reason. These tools, however, have difficulties in their essence. The generated alerts are in textual
format, and extracting the exact information from the textual files needs lots of time and scrutiny. Also, not all alerts are accurate,
and these tools suffer a setback named false-positive alerts, meaning that although no attack occurs, they may log some alerts. It is
almost impossible to detect the penetration according to the discussed conditions. Information visualization is a method that
transforms information into a visual representation for a better and quicker understanding. Indeed, the more the visualization is
representative and straightforward, the more information it can transfer and the more worthy it is. This paper proposes a new
paradigm for visualizing IDS alerts named nesting circles. We keep simplicity by using circles as the primary mark and the size and
color as the only used channels. This makes the visualization easy to read and intuitive to understand. Furthermore, nesting circles
provide a complete visualization of explicit and implicit information to the admin, and the previous approaches lacked this vital
feature. The efficiency of nesting circles is examined through the VAST challenge case study, and it is shown to be effective in

finding hidden attacks in the logs.

1. Introduction

Networks are in constant danger of various attack types. From
port scanning to message flooding and from attacks to MAC
and the network layer to application layer attacks, many dif-
ferent attack types may threaten network security [1]. An
attacker can reach private and precious information by in-
truding on the network. Firewalls and IDSs are tools for
battling against attackers. In contrast to firewalls that prevent
unauthorized access to the network and act as an active de-
fense, IDSs do passive protection and just report the malicious
packets to the administrator [2]. When the IDS detects an event
that matches a known attack pattern or deviates from the
normal behavior, it generates an alert to notify the security
personnel of a potential security incident. The alert may include
information such as the source and destination IP addresses,
the type of attack, and the severity of the threat.

IDSs can be categorized into two main types: network-
based IDSs (NIDSs) and host-based IDSs (HIDSs). NIDSs
monitor network traffic and analyze packets flowing through
the network, while HIDSs monitor the activity of individual
hosts and analyze logs and system activity on the host itself.
Moreover, based on how the IDS detects an attack, IDSs can
be classified as signature-based or anomaly-based IDSs.
Signature-based IDSs work by matching patterns of known
attacks, or “signatures,” with the traffic that is being mon-
itored. The IDS maintains a database of known attack sig-
natures and compares the traffic it is analyzing against this
database. If the traffic matches a known signature, the IDS
generates an alert. Signature-based IDSs are effective in
detecting known attacks, but they are less effective at
detecting new or unknown attacks that do not match any
known signatures. Anomaly-based IDSs work by estab-
lishing a baseline of normal network activity and comparing
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it to the current traffic. Anomaly-based IDSs analyze net-
work traffic to detect deviations from the normal behavior.
These deviations, or “anomalies,” may be indicative of
a security threat [3].

Since the patterns of the attacks are not definable with
the exact and complete details (in the case of signature-based
IDSs) and the system may make a mistake in detecting an
attack (in the case of anomaly-based IDSs), there are nu-
merous situations that the IDS incorrectly alerts for an
existing attack or a suspicious packet while the Internet
traffic resembles an attack pattern but no attack is happening
[4]. These alerts are called false-positive alerts, and the
problem they raise is called the false-positive alerts problem.
Another issue with IDSs is that the reported alerts are in
textual format. Considering the fact that the number of
reported alerts is huge, it raises a serious problem [5] because
a careful study of this number of alerts is difficult and time
consuming. Also, on the grounds of having the false-positive
problem and knowing the fact that not all of the alerts are
correct, it makes it almost impossible to perceive useful
information from the textual logs of IDSs.

To overcome the abovementioned setbacks, some ma-
chine learning (ML) and artificial intelligence (AI) ap-
proaches were proposed [6-19]. In general, the idea behind
all references is to train a model and then use it in the future.
In spite of this, there are several challenges and limitations
associated with Al approaches for IDS, which are outlined in
the following [20-23]:

(i) Data quality: Al requires large amounts of data to
learn and make accurate predictions. If the data
used to train the AI is not representative of real-
world scenarios, it can lead to incorrect predictions
and ineffective detection of attacks.

(ii) Adversarial attacks: attackers can use techniques
such as adversarial attacks to bypass Al-based IDS.
These attacks involve manipulating data inputs to
deceive the system into making incorrect decisions.

(iii) Complexity: Al-based IDS can be complex to
configure and manage. They require skilled per-
sonnel to deploy and maintain them, which can be
a challenge for organizations with limited resources.

(iv) Cost: Al-based IDS can be expensive to implement
and maintain, requiring significant investment in
hardware, software, and personnel.

(v) Lack of transparency: the inner workings of Al-
based IDS can be opaque, making it difficult to
understand how they arrive at their decisions. This
lack of transparency can make it difficult to audit
and verify the effectiveness of the system.

Information visualization is another potential solution to
deal with this kind of large volume of data [24, 25]. By using
the human vision system, instead of exploring alerts one by
one, the network administrators can understand a large
amount of information at a glance. Likewise, by interacting
with data, they can see existing attack patterns. Marks and
channels are the main tools in visualization. Marks are the
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basic geometric elements that depict items and show links,
and channels control the appearance of the marks [26]. As
information visualization techniques do not pose the
abovementioned challenges, they are preferred over ML and
Al-based approaches.

As recent visualization techniques developed for visu-
alizing IDS logs, we can refer to references [27-35]. There are
several shortcomings associated with these paradigms that
make them less effective. One of the significant challenges is
the use of multiple marks and channels, which can be
complicated for the user to interpret. Moreover, current
visualization techniques lack the ability to present both
implicit and explicit information simultaneously, which can
lead to misinterpretation of alerts. By explicit information,
we refer to those directly reported in the log. For instance, if
an alert reports that attacker “A” has attacked the target “B”
at the time “t,” we name “A,” “B,” and “t” explicit in-
formation. However, some information cannot be grasped
from the logs explicitly. Information such as “How many
attack types there are in the log file?,” “How many times
a specific attacker has been reported in the log file?,” and “How
many attack types a specific attacker was involved?” and
suchlike are not explicitly reported in the log file. We refer to
them as implicit information.

In addition to the abovementioned shortcomings, the
lack of interactive visualization techniques in references
[30-32] makes it challenging to explore the alerts thor-
oughly, making it difficult to identify patterns and anom-
alies. Furthermore, the visualization techniques used in
intrusion detection systems often fail to provide context,
making it difficult to determine the severity of the alerts and
prioritize actions accordingly. These setbacks highlight the
need for a new visualization technique that is intuitive,
interactive, and provide comprehensive information to help
users make informed decisions.

In this paper, inspired by circle packing [36], we provide
a visualization paradigm named nesting circles to visualize
the generated alerts of IDSs. Of course, the more the vi-
sualization is simple, the more information it transfers and
the more intuitive it is. Since using different visualization
marks and channels will reduce the effectiveness of the work
[26, 37], we keep the simplicity and representativity of the
nesting circles by using the circle as the only mark and the
size and color as the only channels. While illustrating
a simple picture, we represent all the explicitly reported
information in the logs. Also, the implicit information
contained will be depicted with appropriate features.

In general, we can name the main contributions of the
papers as follows:

(1) We present a new visualization paradigm for IDS
alerts named “nesting circles” to overcome the false-
positive and textual report format setbacks of IDSs.

(2) Nesting circles demonstrates all the information ex-
plicitly reported in the logs. At the same time, it ag-
gregates the implicit information hidden in the logs and
shows it to the network’s admin. Therefore, the net-
work’s admin can percept the network status at a glance.



Security and Communication Networks

(3) We keep nesting circles as a simple and represen-
tative paradigm by using the circle as the only mark
and the size and color as the only channels.

(4) On account of the fact that intractability is an es-
sential feature in information visualization [38-40],
by adding this feature to nesting circles, we have tried
to minimize the need for the network’s admin to
refer to the generated text files of the intrusion
detection system.

(5) In order to demonstrate the time relation of the logs,
we propose using chronological rings. Although
chronological rings are not something new and
previously were used in [27], the main contribution
here is the proposed two-level normalizations for
adjusting the sizes of the circles.

(6) The ability of nesting circles to extract useful in-
formation and find the hidden attacks on the logs is
proven via using a case study.

The rest of the paper is organized as follows: we in-
vestigate related information visualization and IDS papers in
Section 2. In Section 3, the nesting circles paradigm for
visualization of IDS alerts is explained and scrutinized. In
Section 4, the efficiency and effectiveness of nesting circles
are analyzed through a case study. Eventually, we conclude
the paper in Section 5.

2. Related Works

We divide this section into three subsections. In the first
subsection, we briefly review recently developed ML and Al-
based techniques for network security purposes. We con-
tinue by reviewing visualization and its uses in different
areas. Especially those works that use radial and circular
visualizations as their main mark are reviewed. In the last
subsection, we discuss the previous methods of visualizing
IDS alerts.

2.1. The Use of Machine Learning and Artificial Intelligence in
the Network Security. Reference [6] employed Pearson’s
correlation coefficient to select an optimal feature subset to
minimize the input dimension. Following that, they trained
a neural network using a directed RNN consisting of
a forward LSTM gate and a backward GRU gate. The authors
in [7] proposed a host-based IDS using the consolidated tree
construction (CTC) technique that performs well in an
environment with imbalanced data. They developed an
enhanced version of the random sampling mechanism re-
ferred to as supervised relative random sampling (SRRS) to
obtain a balanced sample from an unbalanced dataset. They
also created an enhanced multiclass feature selection method
as a filter to provide perfect features for efficient intrusion
detection. The authors in [8] suggested a technique for
detecting anomalies in cloud environments. They employed
ensemble learning for binary anomaly classification and
a convolutional neural network long short-term memory
(CNN-LSTM) for multiclass anomaly categorization in their
suggested technique. The authors in reference [9] proposed

a hybrid model, containing an RNN and ensemble learning
for smart contract vulnerability detection. The authors in
[10] proposed an ad hoc fog within the vehicular federation
technique for effective intrusion detection. They used a ge-
netic algorithm to create optimum offloading options that
reduced energy usage and execution time while increasing
clustering fog endurance.

The authors in reference [11] proposed a federated
learning-based scheme for IoT intrusion detection. The
authors in [12] proposed an ensemble algorithm for
detecting anomalies in IoT environments. Initially, they used
borderline SMOTE to relieve the imbalance problem. The
authors further adopted a dynamic weighting strategy for
base classifiers in order to improve the ensemble model’s
processing efficiency and anomaly detection accuracy. The
authors in reference [13] developed reinforcement learning
and federated learning which adopt dynamic changes in the
environment for cyborg applications. The authors in ref-
erence [14] proposed a scheme for interdevice authentica-
tion using elliptic curve cryptography. The authors in [19]
developed a dynamic ensemble classification technique for
data streams in the green IoT. In order to improve classi-
fication performance, they designed an ensemble learning
framework. Then, they designed a dynamic incremental
ensemble classifier to solve the model performance degra-
dation problem caused by data distribution changes in the
green IoT environment.

2.2. Information Visualization. There are debates about the
exact amount of information humans percept from their vi-
sions, but there is a certainty that most of the information is
perceived from our visions [41]. It is the reason information
visualization techniques have grown at this rapid pace recently
[42]. Among the information we percept from our visions, each
requires a different minimum amount of focus. For example,
when you read a text, you need to focus completely on the text.
However, you can see a motion from the edge of your sight.
This is the reason why it is preferred to read visualization
instead of reading textual files. In the following, we investigate
related works in the information visualization area.

The authors in [26, 38, 39, 43, 44] provided general
guidelines for visualizing any information. The annual IEEE
visualization conferences bring a great opportunity to discuss
the new trends in visualization. For example, in [45], the
authors proposed composition and configuration for multiple-
view (MV) visualizations. MV visualization is a design that
presents a large number of attributes and features in a single
illustration. In their method, composition quantifies view
types, and configuration defines the arrangement of views.
Reference [46] is another proposed method from the same
conference where the authors proposed a system to solve
exploratory visual analysis issues named ChartSeer. By utilizing
deep learning techniques, ChartSeer characterizes analyst-
created data charts. These charts generate visual summaries
for further exploration based on user interactions.

Among the previous related works using circular and
radial patterns as the primary mark, we can mention [47],
which is a survey on techniques using the mentioned marks



for visualizations. The authors in [48] proposed a radial
approach for visualizing event-based networks. They em-
phasized the temporal and relational aspects of the data.
Additionally, by adding interactivity to the proposed
method, they provide multiple ways for users to slice the
network based on their tasks and interests. RedViz [49] is
a projection-based multivariate visualization technique that
arranges variables in radial layouts. Pagliosa and Telea in
RedViz++ [50] enhanced RedViz visualization by adding
a set of techniques for interactive exploration of high-
dimensional data such as aggregation, separation, and fil-
tering variables.

2.3. IDS Visualization Methods. Here, we investigate other
visualization techniques which are used for presenting IDS
logs. Interactive three-dimensional visualization of network
intrusion detection data for machine learning [28] involves
eight stages to give a 3D visualization of the IDS alerts.
Opverall, it first uses principal component analysis (PCA) to
map the high-dimensional IDS dataset to a 3D space and
then uses a machine learning method to classify the mapped
data. Likewise, an anomaly-based intrusion detection system
in the presence of benign outliers with visualization capa-
bilities [29] uses a self-organizing map [51] to map the alerts
to a 2D visualization and a machine learning method for
classifying attacks. These methods highly depend on their
mapping systems and machine learning methods; so, they
are not pure tools for visualization.

In another 3D visualization method named hierarchical
visualization of network intrusion detection data [30], the
authors used a hierarchical model for displaying network
systems. In their paradigm, every system in the network is
represented as a small square. In order to create a hierar-
chical form, network systems are grouped according to their
IP addresses. The most valuable byte of the address identifies
the first hierarchy, the second and third bytes identify the
second and third hierarchy, respectively, and the fourth byte
identifies the system itself. As a result, four-stage visuali-
zation is created, which displays the target infrastructure.
After the classification of each system, the total of recorded
events as the source or target of the alerts is calculated and
shown as the node’s height. However, 3D visualizations are
very hard to read, and 2D pictures are more comfortable to
understand and preferred [26]. The authors of the VisAlert
[31] emphasized answering three questions, what, when, and
where. They place where attributes at the center of the
display, enclosed within the finite circle of when and what
attributes. According to their pattern, the IDS alerts are
shown as an edge that connects p (what, when) — (angle,
radial) from the outer section to ¢ (where) — (x, y) from
the inner section, as p and ¢ are general projections. The
major disadvantage of this visualization is the lack of display
of the attacker’s systems.

Unlike VisAlert, the authors in AlertWheel [32] display
attackers and types of attacks. In their visualization, a graph
with two parts is used: the attackers are shown in the outer
section of the graph, and the attack types are shown in the
inner section of it. The alerts are the edges of the graph,

Security and Communication Networks

connecting each attacker to its type. Furthermore, to add
simplicity and understandability to the visualization, two
kinds of bundling are used. However, in this method, unlike
VisAlert, although attackers are displayed, no information
about the target of the attacks is presented to the user.
SnortView [33] visualization is composed of three frames:
attacker’s frame, alert’s frame, and attacker-destination
matrix frame. In this visualization, different symbols are
used to display alert types. The color parameter is used to
display different priorities. By clicking on any symbol of
attack, a line displays the source and the target of the attack.
Nonetheless, it should be noted that this method is not
scalable and useful for a large number of reports.

The IDSRadar [34] method presents a useful framework
for visualizing IDS logs by using radial visualization. Among
the features of this visualization, we can mention displaying
servers and workstations, attack types, time, details of at-
tacks, and interaction with the user. Since this method uses
numerous marks and channels, it has a complicated
structure, and comprehending information from that pic-
ture is quite tricky. Inspired by the planets Earth and Saturn,
IDSPlanet [27] proposes a method for visualizing the IDS
alerts. The picture presented by this method reveals com-
binations of chronological rings showing the time of the
reported alerts. It surrounds a planet consisting of conti-
nents of alert types. Each continent is made up of the re-
ported IPs of its alert type. Additionally, an interactive core
displays the correlation between the different continents. In
this way, the implicit information is presented. However, the
explicit information in the alert is not depicted. NViZ [35] is
another method that provides a basic pie chart for visual-
izing alerts with different priority types.

We bring Table 1 to compare nesting circles to previous
paradigms for the visualization of IDS alerts. This table re-
ports the number of used marks and channels for each
method. Moreover, explicit and implicit information columns
show whether the method has a way of visualizing explicit and
implicit information or not. Also, the usage of an auxiliary
method (e.g., machine learning methods) is investigated in
the pure visualization column. As it is evident from the table,
nesting circles uses the least combined marks and channels
for the visualization of IDS alerts. It makes it easier to un-
derstand compared to the other methods. Additionally, it is
the only method that visualizes both explicit and implicit
information. Furthermore, by providing interactivity and
a 2D visualization, it brings ease for the usage of the user.

3. Nesting Circles

As discussed previously, IDSs have the task of monitoring
the input and output packets of the network. The main
drawback of these systems is the number of false-positive
alerts recorded in their reports. Additionally, the IDS’s re-
ports are in textual format. It has been proved that according
to acceptable assumptions, if the number of false positives
generated by the systems is high, intrusion detection for the
administrator will be almost impossible [52]. For more
experienced administrators, it is possible to configure their
network IDS to reduce the number of false-positive alerts.
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TaBLE 1: Comparison of considered paradigms.
Numbers Numbers Explicit Implicit . Pure 2D/3D

Methods of used . . . . Interactive . L. . o

of used marks information information visualization  visualization

channels

[28] 1 >2 v X v X 3D
[29] 2 2 v X v X 3D
[30] 2 2 v X X 4 3D
VisAlert [31] 2 2 v X X V4 2D
AlertWheel
3] 2 2 v X X v 2D
SnortView [33] >2 >2 v X v v 2D
IDSRadar [34] >2 >2 V4 X v v 2D
IDSPlanet [27] 2 2 X v v v 2D
NViZ [35] >2 >2 4 X v v 2D
Nesting circles 1 2 v v v v 2D

However, not all administrators have enough experience to
do so. Also, it does not solve textual format setbacks of IDSs,
and still, it will be difficult to detect intrusions from text files.
Furthermore, aggregating implicit information from logs is
a time-consuming task. Therefore, visualization for in-
trusion detection systems alerts is an excellent help for the
network administrator to overcome the abovementioned
problems. In the following subsection, we describe features
and attributes that are visualized in nesting circles.

3.1. Information to be Visualized. 1DSs are diverse, and each
produces different attributes according to its type, but all of
these systems share some standard features [53]. In Table 2,
we list the top five of the most important features which are
common among all the IDSs that we use in our visualization:

In the proposed visualization, in addition to the
abovementioned information that is explicitly reported, we
visualize aggregated implicit information. The aggregated
implicit information includes the following:

(i) The number of reported attack types

(ii) The number of alerts reported for each attack type
(iii) The number of reported alerts for each attacker
(iv) Types of attacks reported from each attacker

(v) The number of alerts reported to each target
computer

(vi) The time relation of reporting alerts.

Our proposed paradigm visualizes all the attributes of
alerts, including the type of attack, source and target IP
addresses, time, and priority of the alert. Additionally, it
presents a complete demonstration of explicit and implicit
information with a simple and understandable picture. We
strongly claim that no other work in this area has done such
a work that simultaneously covers both explicit and implicit
information. In the following subsections, we elaborate on
the structure of nesting circles.

3.2. Visualization Design. Figure 1 shows a general view of
the nesting circles paradigm. As it is evident from Figure 1, it
has three different layers for visualizing IDS logs which will

be fully elaborated on in the following subsections. As
previously discussed, to provide a representative and in-
tuitive visualization, we use circles as the only employed
mark in the visualization. By using the color channel, the
circles have become distinct and separable. Over and above
that, we use color to pass additional information on to the
user at each layer. Furthermore, the size channel is used to
convey the magnitude of the number of reported items in
each circle. In order to have a better understanding of
nesting circles, we provide Figure 2, which shows the order
of different layers in the visualization.

3.2.1. First Layer: The Attack Type Circle Layer. We start
with the outermost layer, which represents the attack types.
In the proposed paradigm, a separate circle is considered for
visualizing each type of attack. We assign each circle a color
that represents the attack type. The size of each attack type
circle represents the number of reported alerts from that
specific alert type. Therefore, an administrator can be aware
of the number of each attack type reports at a glance. For
example, in the reports of Table 3, two types of attacks are
reported. Therefore, in the visualization of this report in
Figure 3, two attack-type circles are drawn. The number of
reports of type 1 is more than type 2 reports. As a result, the
size of type 1 circle is larger than circle 2 in the visualization.

3.2.2. Second Layer: The Source Circle Layer. After drawing
the attack-type circles in the nesting circles, we draw the
source circles as the second layer. In this layer, within the
circle of each attack type, there will be circles drawn in order
to show the attackers involved in that attack type. Thus, the
number of circles indicates the number of attackers of that
specific attack type. The size of the circles also represents the
report counts of each attacker. Therefore, an administrator
can know the number of attackers. In addition to that, the
attacker who has the most attack reports is easy to find as it
has the most prominent circle within the attack type. The
color of each source circle represents the number of attack
types the source is reported in. We use achromatic colors for
this purpose. The darker the color of the source is, the more
significant the number of attack types it participates in. The
white background color means this source has participated
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TABLE 2: Reported features of IDSs.

Features Descriptions
. This attribute shows the time that IDS detects and reports a suspicious packet on the
Alert time
network
Alert type Specifies which of the network rules are violated by that suspicious packet
Source IP Specifies the source IP address of the suspicious packet
Specifies the destination IP address of the suspicious packet. Attacks on critical
Target IP network systems such as web or mail servers are more dangerous and require more
investigation
Priority Priorities assigned to alerts indicate how much an alert may be dangerous and how

fast each alert should be addressed

Chronological

Source Circle

Target

Circle

FIGURE 1: Our proposed nesting circles in a general view.

1* layer:
Attack type
circles

General View

2"]ayer:
Source circles

3d]ayer:
Target circles

FIGURE 2: The order of layers in nesting circles.

TaBLE 3: An example report for attack type circles.

Alert types Report counts Colors
Type 1 18 I
Type 2 10 I

in just one attack type and the darkest background shows the
most attack type involved. Sources performing more attacks
or more attack types can be more serious options for further

consideration. We bring Table 4 to demonstrate the
employed colors for source circles.

Figure 4 shows an example of source circles for the
reported alerts in Table 5. In Figure 4, three sources of the
same attack type are reported. Consequently, for each of
these sources, a circle is drawn, and according to the number
of reports, their sizes are adjusted. Since “20.30.40.50” is
reported in just one attack type (i.e., attack types
involved = 1), its background color is white in the figure. As
“10.200.150.201” and “10.200.150.202” participated in two
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FIGURE 3: An example of attack type circles.

TaBLE 4: Employed colors for source circles.

Numbers of attack
types involved

1

Employed colors for
source circle

ARG

10.200. 10.200.

150.202

150.201

FIGURE 4: An example of source circles.

TaBLE 5: An example report for sources circles.

IP addresses Report counts Attack types involved

“10.20.150.201” 7 2
“10.20.150.202” 7 2
“20.30.40.50” 4 1

attack types (i.e., attack types involved =2), their color is
darker in comparison to “20.30.40.50.” Additionally, since
the report count of “10.200.150.201” and “10.200.150.202” is
greater than “20.30.40.50,” their circle sizes are greater.

3.2.3. Third Layer: The Target Circle Layer. After demon-
strating the attack type and the attacker, it is time to depict
the targets at the last layer of nesting circles. For every target
of a source attacker of a specific attack type, we draw a circle
within the source circle of that attack type. Like the previous

two layers, the size of each circle represents the number of
times that the target was attacked by the source. Since servers
of a network are more important targets for attackers, a black
border is drawn around their circles to make them easily
recognizable. The color of each target circle is defined
according to the priorities that are reported. As is evident
from Table 6, red shows the priority of five, orange is the
priority of four, yellow is the priority of three, green is the
priority of two, and finally, blue is the priority indicator of
one. For priorities higher than five, we use maroon. The
employed coloring has three benefits. First of all, since
reddish colors convey danger and bluish colors convey less
attention [54], it is intuitive to understand the priority of
consideration. Second, it creates a distinct contrast with the
used achromatic colors from the previous layer (i.e., source
circles), and as a result, it makes the visualization easier to
read. Finally, using the abovementioned chromatic colors
makes the black border for indicating servers easily recog-
nizable. Nevertheless, since it is possible that all the attacks of
a source on a target are not of the same priority, the target
computer’s color may be a combination of several colors, by
which, in that case, the area of each color represents the
percentage of priority reports of that color.

Figure 5 exhibits an illustration of target circles for the
reported alerts in Table 7. In Figure 5, we assume that the
attack type of all alerts is identical. In this figure, there are
two attackers with the following IP addresses:
“10.200.150.201” and “10.200.150.202.” Accordingly, there
are two circles at layer two (i.e., source circles). Additionally,
two targets for each attacker are reported. Consequently,
there are two circles within each source circle at layer three
(i.e., target circles). We take the source with IP address
“10.200.150.201” for consideration. The priority of in-
vestigation to “192.168.52.114” is five, and the priority of
“192.168.2.115” is four. As a result, the color of the first target
is red and the second one is orange. Also, in this example,
given that the “192.168.2.102” and “192.168.2.103” addresses
are network servers, the circles for indicating these systems
are drawn with a black border. Notice that since the targets
of “10.200.150.201” are not servers, they do not have the
border on their circles. Here, the size channel conveys the
same meaning as the previous two layers, so we do not
elaborate on it.

3.2.4. Chronological Rings. Inspired by IDSPlanet [27], we
place a ring of separate circles at the perimeter of each attack
type indicating the number of reported attacks within dif-
ferent periods of time. We call these circles chronological
rings. Taking Figure 6, which is a visualization of reported
alerts in Table 8, as an example, we draw chronological rings
for the 12:00-13:59 time range. Here, we consider
a 30 minutes time interval; therefore, we have four time
periods within that time range. The report count shows the
number of reported alerts within each specific time interval.
A circle indicating the size of the report count is placed for
each time interval.

The logging interval can be changed from a minute to an
hour (according to the need) by the network administrator.



TaBLE 6: Employed colors for target circles.

Employed colors for

Priorities ;
target circles

AR

10.200.150.
201 10.200.150.
202

192.168. 192.168.

2.103 | 2.115

FIGURE 5: An example of target circles.

TaBLE 7: An example report for target circles.

Sources Targets Servers Report Priorities
ounts
“10.200.150.201”  “192.168.2.102” v/ 3 5
“10.200.150.201”  “192.168.2.103” v/ 3 4
“10.200.150.202” “192.168.2.114” X 2 5
“10.200.150.202” “192.168.2.115” X 2 4

Larger timescales provide a more general view of the report,
and the smaller intervals indicate more details, but they need
more time to be reviewed. The maximum time range of
chronological rings is 24 hours. In that case, the first half of
the circle perimeter (i.e., 12 o’clock to 6 o’clock) indicates
before midday, and the second part (i.e., 6 o’clock to 12
o’clock) shows after midday as is depicted in Figure 7(a).
Also, as it is evident from Figure 7(b), we can also use
a 12 hour time range for chronological rings in which each
circle is placed at its normal position in a normal clock,
indicating the number of reports within that time range.
Two types of normalization are used to draw the
chronological ring circles: In the general view (a view in
which all the attack-type circles are drawn), we have the first
normalization that the number of alerts for each time in-
terval is divided by the maximum number of alerts for all
time periods of all types. Thus, the size of the largest circle of
the chronological rings is equal to one, and the size of the
other circles is proportional to the largest one. The second
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type of normalization occurs when an administrator views
a specific attack type. For this type of normalization, the
number of alerts for each time interval is divided by the
maximum number of alerts for all time periods of that
specific attack type. Figure 8 shows the normalization
flowchart. Chronological rings are drawn on the source and
destination circles too, which will be elucidated in the user
interaction subsection.

3.2.5. Interactivity. One of the essential features of a good
visualization is its ability to interact with the user [38-40].
The users must be able to obtain any information they need
from visualization without referring to the text file. Our
paradigm provides this need. In the general view, the ad-
ministrators can click on each attack type circle and gain
more details about the reports of that specific attack type. In
that case, the visualization will switch from the general view
to the selected attack type view as is depicted in Figure 2. By
doing so, they can observe the IP address of attackers shown
on their circles. Also, a chronological ring with the second
type of normalization for the attack type is drawn.

By clicking on the circle of an attacker, the visualization
will switch to the second layer (i.e., source circles layer), and
the admin can observe the targets of the selected source with
their IP addresses on their circles. Additionally, the chro-
nological ring for the attacks that this source has done will be
drawn around the attacker’s circle. The size of these circles
represents the number of recorded reports, and their colors
indicate the type of attacks being recorded, which is matched
with the colors of attack type circles at the first layer. It is
possible that in some intervals, a source may be involved in
different attack types. In that case, the chronological ring
circle is presented by a combination of different colors, and
the ratio of each color represents the ratio of recorded re-
ports. In addition to the abovementioned interactivities, by
clicking on the target circles and switching to the third layer,
the chronological rings for attacks reported to the selected
target will be drawn.

Furthermore, by placing the mouse cursor on any of the
chronological ring circles, the time and number of reports
will be shown (Figure 9(a)). By placing the mouse cursor on
the circle of each attack type, the number of reported alerts
and attackers from the specific type will be shown
(Figure 9(b)); and by placing the mouse cursor on any of
attackers’ circles, the number of attack types involved and
their IP address will be revealed (Figure 9(c)).

4. Case Study and Analysis

In this section, the power and efficiency of the proposed
method will be examined through a case study. The data set
consists of snort alerts that are provided by the IEEE VAST
Challenge [55]. Visual Analytics Science and Technology
(VAST) is an annual competition to improve visualization
techniques through competition. In the year 2011, this
competition’s subject was visualizing IDS alerts. IDS logs of
this competition are about the snort alerts of a hypothetical
shipping company, which includes about 20000 records. The
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FIGURE 6: An example of chronological rings.
TaBLE 8: An example report for chronological rings.

Particle IDs Time spans Alert types Report counts
P1 12:00~12:29 Type 1 2

P2 12:30~12:59 Type 1 4

P3 13:00~13:29 Type 1 5

P4 13:30~13:59 Type 1 7

6:00

(a)

00:00 am/pm

09:00 am/pm

03:00 am/pm

06:00 am/pm

(b

FiGure 7: Illustration of chronological rings circles placement. (a) 24 hours time range. (b) 12 hours time range.

dataset was designed to be realistic and included both the
normal and abnormal network activity. The challenge was to
design visual analytics techniques for supporting situational
awareness in the context of cyber security.

Figure 10 displays the general view of the visualization of
these alerts using the nesting circles paradigm. On the alerts
of the 13th of April, we can see seven attack types. Therefore,
in the figure, there are seven attack-type circles differentiated
by the color channel from each other. By analyzing the
general view of the visualization of the alerts, it can be
realized that the window scale option attack type (yellow
circle), TCP port scan attack type (red circle), and TCP port
sweep attack type (green circle) have the most dominant

number of reports among all the reported alerts. Hence,
these are the most important nominees for investigation. For
the drawing of chronological rings in Figure 10, we used
5 minutes time intervals. As discussed in the previous sec-
tion about chronological rings, two types of normalization
are used to draw circles of these rings. The first type of
normalization is presented in the general view. Here, we can
see that under consideration of the first type of normali-
zation for chronological rings, three report time intervals are
visible for the yellow attack type (approximately placed at 2
o’clock), while chronological rings of other attacks do not
show any reports. Furthermore, the yellow attack type circle
is the largest circle among all attack types circles, which
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FIGURE 8: The normalization flowchart of chronological rings.

Attack Type: Type 1
Number of Reports: 18
Number of Attackers: 3

Time Interval: 4
Time: 13:30 ~ 13:59
Number of Reports: 7

FiGgure 9: Continued.
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Number of Attack Types Involved: 2
Attacks Involved: e 1, Type 2

(c)

FIGURE 9: User interaction for (a) chronological rings, (b) attack type, and (c) attack source.
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Figure 10: IEEE VAST Challenge dataset: a general view of the 13th of April.

means it has the most alert reports. Therefore, we can
conclude that most reports of this log are reported in three-
time intervals. That is a crucial issue to take care of. However,
from another point of view, most of the target circles in red
and green attack types have borders that imply attacks on the
servers of the network. Consequently, these two attack types
also have the required features for further investigations.
By selecting red or green attack-type circles, their
chronological rings will be drawn with the second type of
normalization (Figures 11(a) and 11(b), respectively).
According to the figure, since the circles of chronological
rings are drawn all over the perimeter of the attack type
circles, we can conclude that alerts of these two kinds have
been reported in continuous time and almost in all time
intervals. As it is mentioned in reference [56], with a high
possibility, these kinds of alerts are false-positive reports.

The targets of almost all of the attacks are servers of the
network; however, the number of reports of each of the alerts
(the size of the target circle) compared to the number of
reports of the yellow-type targets is neglectable. According
to these two points, we can say that reports of these two
attack types are most likely false positives, which are the
result of inappropriate rules, and IDS has considered
a normal connection between workstations and servers as
a threat.

In the following part, we study the TCP window scale
option attack type (yellow circle). As shown in Figure 12, all
reported alerts of this type refer to three-time intervals,
which means a burst attack on the network at specific times.
Within the attack type circle, there are three source circles,
which mean the sources of all reported attacks are only three
systems. The size of all three circles represents an equal value,
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(b)

FIGURE 11: Investigating (a) TCP port scan and (b) TCP port sweep reports.
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FIGURE 12: Investigating TCP window scale option reports.

meaning all three sources attacked their targets a similar
number of times. Within each of the three source circles, the
number of target circles is identical (128 targets within each
of the three sources), and by studying the targets of each of
the three sources, we realize that the targets of the three
attackers are also identical. Likewise, the size of all the target
circles is the same, which means an equal number of attacks
on each target. According to all the explanations given, we
can draw a conclusion of a structured pattern for attacking
the network. As a result, by using the proposed visualization
scheme, the network administrator can quickly notify the
existence of an attack on their network.

Figure 13 shows two other visualizations of the IEEE
VAST Challenge dataset using IDSRadar [34] and IDSPlanet
[27] paradigms. Comparing nesting circles visualization in
Figure 10 with IDSRadar and IDSPlanet visualizations in
Figure 13 shows how much reducing the number of
employed marks and channels helped nesting circles to be
more intuitive to understand. Furthermore, due to the fact
that none of the previous works reported explicit and im-
plicit information at the same time (as is also reported in
Table 1), nesting circles has made an improvement over the
previous works in this field.

The authors in reference [56] provided a framework for
information visualization in IDSs. Table 9 shows a part of
their research about visualization needs that should be
provided to the network’s administrator. This will enable the
administrator to do the required tasks for monitoring and
analyzing IDS alerts. As can be deduced from this table, an
overview of the alert data, simple displays, support for
pattern and anomaly recognition, flexibility, and speed of
processing are essential for a visualization that enables
monitoring of all attack alerts and identifying potentially
suspicious alerts during the monitoring phase. To begin
with, as previously presented in Figure 2 and shown in
Figure 10, our proposed method offers an overview (the
general view) of alerts. Additionally, as can be seen in Ta-
ble 1, the number of marks and channels used by the
proposed method is significantly less than competitive
methods. This makes the visualization simple and intuitive
to understand. Moreover, as discussed in this section, the
visualization provides support for pattern and anomaly
recognition. In Section 3.2.5, we described the interactivity
of the nesting circles which makes the visualization flexible
to work with.

As part of providing analysis needs for IDS alerts, as
described in Sections 3.2.1-3.2.5, nesting circles offers
multiple views of IDS alerts. This makes zoom, drill down,
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Figure 13: IEEE VAST Challenge dataset: 13th of April visualizations using (a) IDSRadar [34] and (b) IDSPlanet [27].

TaBLE 9: IDS tasks and information visualization needs according to [56].

Phases Analyst tasks Visualization needs

(i) An overview of the alert data
o (i) Monitoring all attack alerts 11) Simple displays -,
Monitoring (ii) Identifying potentially suspicious alerts iii) Support for pattern and anomaly recognition
sP ¥ suspiciou iv) Flexibility
v) Speed of processing
(i) Analyzing alert data i) Multiple views, zoom, drill down, and focus + context solutions
Analysis (ii) Analyzing other related data ii) Correlation between displays and linked views

(iii) Diagnosing attack

iii) Filtering and data selection

TaBLE 10: Comparison between nesting circles and competitive paradigms regarding the requirements provided in [56].

. Speed . . Filtering

Methods Overview S¥mple Patte.rp Flexibility of Ml.ﬂnp le Ll.nkEd and data
display recognition . views views .

processing selection
[28] v X v X X X X X
[29] X X v X X X X v
[30] v X v X v X X v
VisAlert [31] v X v X v v v v

AlertWheel

(32] v X v 4 v v 4 v
?;’;rmew v X v v v X X v
IDSRadar [34] v X v 4 4 v X 4
IDSPlanet [27] v X v v v v X v
NViZ [35] X X X X v v X v
Nesting circles v v v v v v v v

and focus available. Moreover, as can be seen in the
abovementioned sections and Figure 2, all the layers of
nesting circles are linked. Consequently, the displays are
correlated. Finally, filtering and data selection are provided
using the two chronological rings normalizations with the
aid of the other interactions mentioned earlier. Conse-
quently, the provided visualization technique can help the
network administrator analyze alerts and related data and
perform attack diagnosis tasks.

Table 10 provides a comparison between nesting circles
and competitive methods regarding the criteria outlined in

Table 9. As outlined previously, nesting circles provides all the
visualizations a network administrator needs to perform
monitoring and analysis tasks. Due to the use of multiple
marks and channels, the competitors do not offer a simple
display. We strongly believe that a simple and intuitive display
helps the user to recognize the pattern of attacks more easily.
However, since pattern recognition is also available in some
competitive methods (even though at a more difficult level
compared to nesting circles), we mark this feature for other
techniques. To investigate the speed of processing, we con-
sidered the references that use pure visualization to be faster
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than the references that use the combination of visualization
and artificial intelligence. The rest of the features are self-
explanatory, and the results are listed in Table 10.

As can be inferred from Table 10, nesting circles are the
only proposed paradigm that provides all the needs of the
user to perform monitoring and analyzing tasks. Addi-
tionally, as can be seen from Table 1, nesting circles are the
only work that demonstrates both explicit and implicit in-
formation at once. The combination of Tables 1 and 10
shows the superiority of nesting circles to their competitors.

5. Conclusion and Future Works

In this paper, we presented a new paradigm named nesting
circles for visualizing IDS alerts to overcome the false-positive
alerts and textual data format setbacks of these tools. Nesting
circles paradigm is composed of three main layers, namely, the
attack-type, source, and target layers. In order to keep nesting
circles simple and intuitive to understand, we use circles as the
primary mark and color and size as the main channels. In
addition to these three main layers, we use chronological rings
and interactivity to bring additional information to the user.
The proposed paradigm presents all explicit information re-
ported in the logs. At the same time, the implicit information is
aggregated and presented to the user. In order to measure the
performance of nesting circles, we used the VAST Challenge
dataset. By visualizing the dataset through nesting circles, the
power of our proposed paradigm in demonstrating network
attacks has been proven. Our future work will focus on making
nesting circles more user-centric. This can enhance inter-
activity and allow users to customize colors in accordance with
their preferences. Additionally, by utilizing multimodal visu-
alization [57], we can use sound to convey the severity of an
attack, while touch could provide haptic feedback about the
location and the type of attack.

As another goal of our future works, we are planning to
make nesting circles more useful for colorblind people.
Colorblindness affects a significant portion of the pop-
ulation, making it challenging for them to interpret in-
formation presented in color. Thus, it is crucial to consider
the needs of colorblind individuals when designing visual-
izations. In our future works, we plan to focus on making
our nesting circles approach more accessible for people with
color vision deficiencies. We aim to use color palettes that
are more colorblind-friendly and provide alternative text
descriptions for all visual elements to improve the overall
accessibility of the visualization. We believe that by
implementing these improvements, our nesting circles ap-
proach will be more useful and accessible to a broader range
of users, including those with color vision deficiencies.
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