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,is paper analyzes the overall organic network system integrated by subnetworks, analyzes the network evolution process of the
overall system of the Internet of ,ings (IoT) organization mode network, and analyzes the network through the network scale
measurement, the node growth measurement, the node distribution measurement, and the node association measurement. We
analyze the coordination mode of hardware resources, information resources, financial resources, human resources, organi-
zations, and customer resources from the perspective of resource elements. And we analyze the vertical and horizontal work
collaboration mode from the perspective of work activities. From the perspective of equity, two types of equity-based synergy and
four types of contract-based synergy are proposed. It is proposed that the network stage of the IoTorganization model is different
from the previous stage of the important collaboration model, the platform-based collaborative model, which is analyzed from the
coordination manager software platform and the IoTorganization model infrastructure hardware platform. We use relevant data
to construct a SIM model to measure the synergy of the development of the IoT industry system to quantify the overall col-
laborative development status of the IoT industry system. At the same time, the gray correlation analysis model GM (1, N) is used
to correlate the complex system subsystems.,e research results show that the development of the IoT industry has gone through
a U-shaped development process from the uncoordinated stage to the coordinated development of the industrial system. Each
subsystem has self-development capabilities and exhibits different interaction relationships with each other.

1. Introduction

,e Internet of ,ings (IoT) is based on communication
networks such as the Internet and mobile communication
networks [1]. According to the application needs of different
industries, it uses the perception, communication, and
computing capabilities of agents to automatically obtain
real-world information and connect all physical objects with
independent addressing capabilities, so as to build an in-
telligent information service system that connects people
and things and things and things. ,e IoT in specific ap-
plication areas (smart agriculture, smart cities, etc.) still
mainly stays in the links of environmental information
perception, data transmission, and monitoring [2]. Al-
though sensor technology is used, most of the collected data

are used for display or statistical analysis, and there is no
information linkage with related control equipment. In fact,
scientific decision-making and intelligent control are not
realized. ,e more common applications are perception
without decision-making or decision-making without
control. ,ese applications are single-step applications,
which have not yet constituted the “closed loop” of the entire
link of “sensing-decision-control,” which greatly weakens
the IoT technology [3].

Under the new economic form, there are new devel-
opment forms of the IoT organization model and devel-
opment needs of the IoT organization model. Scholars
supplement and improve the theoretical system of the or-
ganization model of the IoT, combine the current economic
development status and trends, make new interpretations
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and more in-depth studies, and propose the network system
planning and operation methods of the organization model
of the IoT on this basis [4, 5]. It is of great theoretical
significance to enrich and develop the theoretical system of
the subject of the organizational model of the IoT. ,e
network construction optimization model studied in this
paper, as well as the network coordination operation mode
and coordination mechanism, realizes the dynamic sharing
of information and resources of the main body of each
dimension in the network, the coordination and integration
of operation processes, and better specialization and inte-
gration of services for regional economic industries. It is
expected to provide scientific methods and basis for the
Chinese government and enterprises in the IoTorganization
model planning, promote the development of the IoT or-
ganization model industry cluster, optimize the overall
operating performance of the network system, reduce the
overall operating cost of the IoTorganizationmodel network
system, optimize IoT organization model network resource
allocation, reduce process links and time-consuming, im-
prove the degree of cooperation and coordination of the IoT
organizationmodel network system, promote the increase of
the value of the IoT organization model, and have practical
guidance for promoting the development of the IoT orga-
nization model industry significance [6].

Coordinating managers can exist stably and effectively
promote collaborative management work and must pass a
series of institutional guarantees and government support.
First, the establishment of a coordinated management or-
ganization needs to be led by relevant government de-
partments, with the participation of key IoT organizations
and park management committees. ,en, it is responsible
for formulating and implementing the system’s task coor-
dination execution mechanism, information sharing
mechanism, collaborative incentive mechanism, and col-
laborative behavior. ,e supervision data are obtained by
means of information, and the reward and punishment
results and early warning information are output through
the established mechanism model to assist in the imple-
mentation of the mechanism. Based on the measurement of
the degree and status of the development of the IoT in-
dustrial system, a gray dynamic correlation analysis model of
the synergy among the various subsystems within the IoT
industrial system, namely, the GM (1, N) model, is con-
structed according to the gray system theory. At present,
each subsystem has the ability to develop itself. Among
them, the fusion subsystem and the technological innovation
subsystem have a one-way weak synergy relationship.

1.1. RelatedWork. ,e IoT is a very complex heterogeneous
network, which builds a bridge between the physical world
and the virtual world [7]. ,e ultimate goal of all IoT ap-
plications is to provide seamless services without human
intervention. ,e IoT is considered to be the next logical
revolution, which can provide a wide range of services in
smart cities, manufacturing, smart agriculture, smart
healthcare, and smart homes [8, 9]. Autonomous IoT sys-
tems are very important, but there are still many challenges

to be solved. Stankovic mentioned in the inaugural IEEE
“Journal of the IoT” that the IoT should be an important
infrastructure that can run multiple applications and ser-
vices and has integration capabilities [10]. Scholars proposed
a kind of cognitive IoT, including how to deal with het-
erogeneous data and high-dimensional data of the IoT, the
discovery of the semantics of the IoT, and the interpretation
of related technical issues such as the intelligent decision-
making of the IoT and in-depth research on the intelligent
services of the IoT. ,e IoT has quietly entered multiple
smart industries. In today’s advocacy of energy conservation
and environmental protection, the optimization of the re-
source allocation of the IoT has become an urgent problem
to be solved [11]. ,ere are many artificial intelligence al-
gorithms for resource scheduling, but most of them are
developed for specific applications and have certain limi-
tations, which are not suitable for solving the IoT service
problems studied in this paper [12]. As the IoT is a service,
this paper will treat its entire layout as a service system. ,e
solution of the resource optimization allocation problem of
service-oriented networked collaborative equipment is a
very complex problem, which belongs to the typical NP-hard
combinatorial optimization problem [13]. ,e question
studied in this paper is how to reduce resource consumption
and shorten service time, in other words, how to select
multiple optimal services from a large set of candidate
services to meet the above goals. ,is will be a challenging
multiobjective optimization problem.

Many researchers try to solve the multiobjective service
selection problem in Web services [14]. Scholars proposed
the first approximation of multiobjective quality-driven
service selection [15]. Related scholars have carried out
research on multiobjective optimization of service quality.
,ey introduced the Pareto set model for service compo-
sition with service quality perception. Related scholars have
proposed a method to support decision-makers to use
clustering to find robust and QoS-optimized service com-
binations [16]. In our previous research work, we imple-
mented an adaptive Web service composition inspired by
the neuroendocrine-immune system. However, the above-
mentioned research work mainly focuses on Web service
composition based on service quality. IoT services is dif-
ferent from Web services in that they are characterized by
large-scale, heterogeneous, unreliable, and dynamic nature.
An important challenge that needs to be solved in the field of
IoT service composition (also known as service integration)
is to develop efficient service selection algorithms in order to
optimize management of energy consumption and service
quality. In a large-scale IoT environment consisting of
thousands of distributed entities, this issue becomes critical.
Relevant scholars use probabilistic discovery methods to
efficiently find an approximate service set that satisfies a
given request to meet the goals of rapid service discovery and
minimize resource consumption [17]. Related scholars
pointed out that the IoT is a paradigm, in which physical
things in the real world can be connected to the Internet and
provide services through additional computing devices.
Researchers have proposed a three-tier service quality
scheduling model for the service-oriented IoT. Perception as
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a service model is expected to be built on IoT infrastructure
and services. ,en, the service is allocated to the interface
with heterogeneous resources, and the optimal solution is
generated for this NP-hard problem [18].

,e large-scale IoT environment is composed of thou-
sands of distributed entities. Once a service request is de-
tected, it is necessary to immediately calculate and select
multiple (request-service) services with the optimal com-
bination of request-service pair from a large number of
candidate sets to provide the service.,e IoTshould not only
provide services for dynamic concurrent requests but also
reduce energy consumption, reduce service time, and im-
prove information accuracy. In addition, service availability,
bandwidth allocation, and reliability should also be con-
sidered, especially in resource-constrained environments
[19]. ,erefore, service selection is a multiobjective opti-
mization problem. However, the development of effective
service selection algorithms is still challenging and has not
been extensively studied. Recent research results, such as the
use of novel decomposition strategies, heuristic caching
strategies, and heuristic multitask scheduling algorithms, are
applied to the IoT service selection problem, but they have
not been in-depth from the perspective of multiobjective
optimization [20]. ,e optimization of IoT service portfolio
based on resource and QoS awareness and the optimization
of IoT service portfolio based on energy consumption and
QoS achieve dual-objective optimization, but the dynamic
characteristics of the service are not considered [21, 22].
,erefore, the purpose of this paper is to achieve global
combination and multiobjective optimization of ubiquitous
services in a dynamic IoT environment.

2. Core Technology for Decision-
Making Collaboration

2.1. 'e Process of Decision-Making Coordination. ,e ul-
timate goal of autonomous decision-making is to better
conduct penetration testing, that is, detection, intrusion, and
information theft of the target system. After obtaining
important information, it is necessary to use the same
channel and encryptionmethod as legal data for information
transmission through controlled distributed clients and
disguised applications, concealing itself while avoiding se-
curity audits and anomaly detection mechanisms.

Effective and reasonable attack decision-making will
realize the migration of multiple objects. ,erefore, au-
tonomous decision-making needs to have a clear recipient
object and target (including attack range, target effective
value, attack time limit, and damage degree) at specific
stages, the system type, defense mechanism, and security
equipment deployed are comprehensively planned, and the
data collected in the information collection phase are dy-
namically adjusted during the simulation attack phase to
achieve the optimal attack effect, transfer to the next object,
and finally achieve the target system penetration effect.

,is paper mainly involves the decision-making system
and collaboration system, as well as the later development of
the penetration test module. ,e whole working process is
shown in Figure 1.

,e whole system includes three stages: decision-making
stage, collaboration stage, and penetration testing stage. ,e
decision-making stage includes four main functional
modules, namely, authentication module, node selection
module, task expression, and task segmentation. ,e col-
laboration stage is divided into functional modules such as
task distribution, idling, communication, and exit according
to the inherent needs of the collaborative system and the
process of collaborative processing.

2.2. Task Segmentation. In order to increase the effectiveness
of decision-making, the task constraint conditions set up are
expressed with the constrained object as the center. For
example, in the decision-making authentication stage, there
are restrictions on authentication information, including
key/certificate information, version information, and so on.
,e target object usually includes constraints such as op-
erating system, network environment, and application en-
vironment. It is necessary to divide the task into basic
executable tasks. When the task is a compound task, the
“task segmentation and scheduling” must be completed
before the task is executed.

In order to achieve the balance of the system and simplify
the algorithm, it mainly examines the hardware conditions
of the node such as CPU, disk, and memory, as well as the
network information and operating system version of the
node. ,ese characteristics are combined to make node
selection. Different nodes are selected for the decision tasks
of different target hosts. For example, when sniffing and
scanning the hosts in the same local area network, it requires
less resources, but higher requirements are placed on the
network of the node. At this time, the network information
and other parameters of the node are mainly used as the
basis for selection. When the task becomes a password
cracking that requires more hardware resources such as CPU
and memory, the node’s choice of focus is converted to the
node’s hardware as the main reference basis. ,is is because
password cracking attacks often require a lot of local re-
sources. Of course, network resources have also been im-
proved. ,erefore, when designing the node selection
algorithm, we need to combine tasks for node selection. For
this, you can refer to the task type after task segmentation in
the previous section to set the corresponding selection
coefficient.

2.3. Cooperative Communication. ,e design of the coop-
erative communication module is for the communication
between cooperative nodes and between cooperative nodes
and cooperative controllers. ,e protocol interaction
method involves the communication between the two ends
of the C/S. Channel is used to maintain the “channel” in-
formation, including the SOCKET (abstract description) of
the communication and the option information of the
SOCKET. ,e design is based on the support of multiple
operating system platforms. By maintaining the attribute
information corresponding to the socket handle, using
Channel can facilitate other modules to modify these at-
tributes and increase these interfaces. After combining the
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data management, the corresponding implementation re-
sults should meet the model diagram shown in Figure 2.

3. Decisions on the Collaborative Operation
Mechanism of the Network System of the
Multidimensional IoT Organization Model

3.1. 'e Principle and Process of the Orderly Cooperative
Operation Mechanism of Each Subsystem. ,e collaborative
operation of the IoTorganizationmode network is a series of
IoT organization mode activities that are oriented to cus-
tomer needs and revolve around the customer’s IoT orga-
nization mode service tasks. In the IoT organization model
network system, through the coordination management
platform, m customer tasks are accepted and decomposed
into n IoT organization model operations, and the paths of
these operations are optimized and integrated. You collect k
IoT organization model service providers that can provide
service resources through the network IoT organization
model platform and evaluate and match operation re-
sources. From the overall perspective of the system, you
call the resources in the network system, select the optimal
configuration of the resources, and work together to
complete the tasks of the IoT organization mode by the
division of labor selected by these preferred resources.
,is collaborative operation mechanism is based on
customer needs. ,e mechanism enables the resource
distribution of the IoT organization model service pro-
vider to be guided by the overall operation requirements
of the system, continuously optimizing the distribution
and migration and realizing the optimization of the
overall system operation.

,e collaborative operation mechanism of the IoT or-
ganization model network is the core of all other collabo-
rative mechanisms. Node members can carry out
collaborative behaviors such as division of labor and co-
operation in accordance with the rules of the collaborative
operation mechanism and then can further implement the

incentive and supervision mechanism of collaborative be-
havior on this basis. ,e collaborative operation mechanism
studies how to integrate operations and achieve economies
of scale and distance economic effects and how to match
resources to give full play to the respective advantages of the
IoT organization model service providers, reduce vicious
competition, and reduce the return load rate, thereby re-
ducing the overall cost of the network. ,is process mainly
includes the three processes of job grouping, job integration,
and resource matching execution. ,e rules involved in the
three stages include main job sorting rules, job integration
rules, and resource matching selection rules, as shown in
Figure 3.

In the node operation, the operations of the same lo-
cation and the same type are integrated. ,e integration of
transportation operations is more complicated. If the scale
effect is not considered, each operation chooses to take the
shortest path between the starting point and the end point,
but it may lose the opportunity to integrate with other
operations. It is not necessarily the overall best choice. In the
same group of transportation operations, according to the
evaluation of the main operations from high to low, the
shortest paths of the operations are found in turn, and the
nonmain operations are integrated into the path of the main
operations in order to achieve economies of scale.,e step is
to list the shortest path of each job. ,e Dijkstra algorithm
can be used, and the number of iterations is set to K; that
is, K shortest path solutions are listed. ,e second step is to
integrate the operation path and determine which opera-
tions can be integrated into the main operation path. If the
cost saved by the scale effect can offset the detour cost and
transshipment cost, then integrate; if the increased cost
cannot be offset, then do not integrate.

We match the integrated work according to the re-
sources of the nodes and lines and find the resources in the
path according to the previous path plan. According to the
resource situation of the service provider, it can be com-
pleted by a single service provider or multiple service
providers. ,is process is effective recombination of the
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service resources of the distributed IoT organization model.
It is the redesign of the organization model network of the
IoT organization model to quickly respond to market de-
mand for its own process and organization.

According to the published service requirements, the
resource search is performed according to the search con-
ditions, and the information of the candidate companies that
match the conditions is displayed in feedback. You give
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Figure 3: ,e collaborative work process of the IoT organizational model network.
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priority to the resources and success history of the service
provider and then judge whether the resources can complete
the task. When the working capacity Ai of the preferred
service provider is sufficient, the job Ti of the node or the line
can be completed independently. When the existing re-
sources of the service provider cannot meet the demand, the
suboptimal service provider is selected in turn to subcontract
to complete the operation. If the total resources of the service
provider at this point (route) are still insufficient, you apply
to call the idle resources of the service provider of other
nodes (routes).

3.2. Establishment of an Orderly Collaborative Operation
Mechanism Model for Each Subsystem. Suppose that the
network graph of the IoTorganization model is composed of
points and edges, G= (V, L), where V is the set of nodes,m is
the total of points, and L is the set of edges. G becomes the
abstraction of the nodes and traffic connections of the IoT
organization model in the geographic map. Due to the
limitation of transportation capacity of service providers,
each service provider can only transport part of the road
sections in the transportation network. ,erefore, the net-
work diagram of the IoTorganization mode is a mixed road
network diagram, and the side variable Y (vi, vj) = Sk (k= 1,
2, . . ., K), where Sk represents the service provider, indi-
cating that the edge (vi, vj) is the transportation route of the
service provider Sk (k= 1, 2, . . ., K), and the point variable B
(vi) = Sk (k= 1, 2, . . ., K), indicating that vertex vi is the job
node of the service provider Sk. Rij is the number of service
providers between points i and j. Sijk is the k-th service
provider between points i and j.

Suppose that there are N jobs in the network to form job
set Z; Zn (n, Va, Vb, qn, Tmax, Cmax, type) means that the

starting point of the nth job Zn is Va, the end point is Vb,
and the amount of work is qn. For time requirements, Cmax
is the cost budget of the customer; that is, the time for
customer satisfaction cannot exceed Tmax, and the cost
cannot exceed Cmax. Type represents the job type and is used
for the group number of the job.

Suppose that there are a total of K service providers in
the network to form a service provider set S. Sk means that
the operation capacity of the k-th service provider Sk be-
tween the service range Vi to Vj is Aij, the total amount of
work undertaken isQij, ijn the ability to undertake the service
is evaluated as Dij, the service price Cn represents the price
required to complete the transportation operation of Zn, Cn

′
represents the price required to complete the node operation
Zn, Tn represents the completion of the transportation
operation, Tn

′ represents the time required to complete the
node job Zn, and type is the resource type of the service
provider, which matches the type grouping in the job
variable.

Qijk � 
N−1

n�0
ynijk(Rn)•qn−1,

Cn � qn−1•Lij•Cij•Qij,

Cn
′ � qn−1•Cij

′•Qij.

(1)

Among them, Cij(Qij) is the price per unit of distance
per unit of work, which is a descending function or a
segmented discount function. ,e larger the total amount of
work undertaken by the service provider Sk in this segment,
the lower the price per unit of work, which reflects the effect
of scale.

Cij Qij  �

α1cij, Qij > b,

α2 1 − cij , a<Qij < b,

cij, 1<Qij < a,

Tn �
Lij − 1 

Vij




, Tn
′ �

qn − 1( 

Vij
′




.

⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

(2)

3.3. 'e Process of Solving the Orderly Coordination Mecha-
nism of Each Subsystem. ,e two-layer iterative method is
used to solve the problem, and the solving process is shown
in Figure 4. ,e solution is divided into two levels. ,e first
level is job reorganization. First, the main job-based job
boarding method is used for integration and optimization,
so that resource matching is guided by system optimization,
and the service provider selection is the second level
problem. ,e suboptimization problem of the problem can
be solved by using the neighborhood search method.

3.4. Establishment of an Incentive Mechanism Model for
OrderlyCoordinatedBehavior of EachSubsystem. ,e idea of
this mechanism model is mainly to further improve on the

basis of the price management mechanism model and carry
out collaborative gain distribution. ,e synergy gain is the
difference between the system’s optimal return Etotal ∗
and the noncooperative total return Etotal ∗ ∗ . It is as-
sumed that a part of the gain will be distributed to all
members of the IoT organization model service provider
participating in the collaboration, and the other part will
be rewarded to the IoT organization model service pro-
vider with excellent service and active network con-
struction behavior. ,at is to say, the income of the service
provider is divided into the basic subcontracting income
plus the reward income.

Suppose that there are K IoTorganization model service
providers in the IoTorganization model network system, the
annual subcontracting operation volume of the kth IoT
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organization model service provider is qk, and the operation
execution result is Uk� (uk1, uk2, uk3)T. Among them, uk1
is the basic IoT organization mode operation assessment,
including on-time arrival rate and customer service evalu-
ation. uk2 is the information construction index of the
organization model of the IoT, such as the timely rate of
information online, the coding rate of equipment stan-
dardized information, and the investment in information
construction such as EDI. uk3 is the coordination and co-
operation index with other IoT organization model service
providers, such as the completion rate of loading and
unloading preparation and the timely rate of vehicle
preparation; before the arrival of the downstream sub-
contractor’s transport vehicle, we prepare for shipment.
,ese three types of evaluation indicators are integrated
into the 360-degree inspection method; that is, the com-
pany itself, customers, the coordinator of the IoT organi-
zation model platform, and the upstream and downstream
cooperative companies jointly evaluate. Most of the eval-
uation information is automatically entered into the cal-
culation method based on objective work conditions to
reduce management costs brought by incentives. ,e
subcontract of the service provider to improve the orga-
nization model of the IoT is

Sk Uk(  � 

2

i�0
qk•αki uki − uki0


•pk−1, k � 1, 2, . . . , n.

(3)

Among them, the first item is incentive payment, and the
second item is fixed standard payment. uki0 is the up-to-
standard value of each index, and αki is the incentive co-
efficient of each index, which is also the decision variable to
be solved in this section. pk is the fixed payment for com-
pleting the job task and meets the Pi interval range of the
previous section; set

uk1 � ek1 − εk1


,

uk2 � ek2 − εk2


,

uk3 � ek3 − εk3


.

⎧⎪⎪⎪⎨

⎪⎪⎪⎩

(4)

Among them, εki (i� 1, 2, 3) represents the effort spent
by the k-th IoT organization model service provider in the
i-th type indicator. εki (i� 1, 2, 3) represents the external
objective factors that affect the completion of the i-th type
index of the k-th IoT organization model service provider.
,e external objective factors that affect the operation index
of the IoT organization model include weather conditions,
traffic conditions, and natural disasters; external objective
factors that affect information sharing include the service
conditions of public telecommunication operators and the
information network construction of the IoT organization
model network platform.

Suppose that the benefits brought by the j-th IoT or-
ganization model service provider to the IoT organization
model network system are

Hk Uk(  � 
2

i�0
qk−1•uki•βki. (5)

Among them, βki reflects the contribution of the i-th
index to the system revenue. ,e first category of indicators
is the completion of the organization model of the IoT, the
second category of indicators is the status of information
construction and sharing, and the third category of indi-
cators is the status of coordination and cooperation.

Suppose that the coordination cost between the network
platform coordinator of the IoTorganization model and the
k-th IoT organization model service provider is

Ck �
1
k

• 
2

i�0
e
2
ki. (6)

Main job selection

Take k (k = 1, 2, ..., n) the shortest
path as the path taken by the

operation in turn

Do you take
homework k?

All assignments are completed

Sub-job division

Iterative selection of
service providers

Find the best entry and
exit points

Assign homework according
to certain rules

Has the number of
iterations been

reached?

Output minimum cost

Record path and allocation
Has the number of 

iterations been 
reached?

Take the k shortest path of the
main job as the total cost of

the main job path

Take the path with the
smallest total cost as the final
path selected for the main job

Compare the above two

End

Yes

Yes Yes
Parameter i is

incremented by
1

Start

No
No

No

Figure 4: Overall solution process of orderly coordination mechanism of various subsystems.
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,erefore, the total benefits of all IoTorganizationmodel
service providers in the IoT organization model network
system to the coordinator are

G � 
K−1

k�0
qk−1• Sk + Ck − Hk


. (7)

4. Evaluation and Analysis of the Synergy
Degree of the IoT Industry System

4.1. Determination of Indicator Weights. ,e degree of in-
fluence of each subsystem in the evaluation index system on
the overall system is not the same, which requires the
corresponding weight to be assigned to each evaluation
index. ,is paper uses the correlation matrix weighting
method to determine the indicator weights. ,e correlation
coefficient reflects the degree of interaction between indi-
cators. ,e larger its absolute value, the closer the rela-
tionship between the indicators. ,e deeper the impact, the
lower the converse. If the overall correlation between an
indicator and other indicators in the evaluation system is
relatively high, it means that this indicator has a greater
impact on the development and changes of other indicators;
that is, it has a greater role in the system. Assuming that the
index system contains n indicators, the correlation matrix
between the indicators is represented by R; let

Rj � 

n−1

i�0
1 − rij , i � 0, 1, . . . n − 1. (8)

,en Ri represents the total impact of the i-th indicator
on other n − 1 indicators in the indicator system. ,e larger
Ri, the greater the impact of the i-th indicator in the in-
dicator system and the greater its weight. ,e corresponding
index weight can be obtained by normalizing Ri; namely,

λi �
Ri


n−1
i�0 Ri

, i � 0, 1, . . . , n − 1. (9)

,e calculated weight of each evaluation index and the
proportion of each index are shown in Figure 5.

4.2. Measurement and Evaluation of the Synergy Degree of the
IoT Industry System. ,e coordination degree of each
subsystem of the IoT industrial system and the coordination
degree of the IoT industrial system are calculated. ,e
weights of the four subsystems are all set to 0.25 when
calculating the coordination degree of the composite system.
,e estimated results are shown in Figure 6.

Figure 7 shows the degree of synergy among the various
subsystems of the IoT industry system. It can be seen from
the figure that the coordination status of each subsystem is
more complicated. ,e degree of synergy of the fusion
subsystem is rising in volatility, and after reaching the peak,
it shows a downward trend to the lowest point. ,e decline
in the degree of synergy of the fusion mechanism shows that
the industrial barriers have not been eliminated, and it is still
hindering the coordinated development of the IoT industry.

After that, it showed a trend of picking up again, indicating
that industrial integration has gradually developed slowly
after experiencing a process of disorderly development. ,e
reason is that the IoT industry chain is long, and the dif-
ferences between different industries have hindered product
interaction to a certain extent. Effective communication
between the information collected by different industries in
this layer is different, so the available sensors are different.
For example, the sensors used for soil monitoring and the
sensors used for environmental monitoring are not uni-
versal. ,e same is true at the information processing level.
,e content they need to analyze and make decisions about
is different from each other. In the current period of de-
velopment, due to the diversified nature and strong cus-
tomization of the industry chain including industries, it is
difficult for IoT technology and industry growth to form a
centralized leapfrog development. After reaching the peak
point, the organizational mechanism synergy showed a
downward trend, indicating that the organizational mech-
anism that can lead the development of the IoT industry has
not yet been perfected.

,e growth synergy degree of the IoT industry system is
shown in Figure 8. From the perspective of the degree of
synergy of the growth system of the IoT industry, the de-
velopment and growth of the IoT industry have gone
through a wave-shaped development process from the
uncoordinated development of the current industrial sys-
tem. IoT-related companies are generally small in scale and
weaker in resisting risks and are more affected by the fi-
nancial crisis. On the other hand, since the development of
the IoT was proposed, it has brought opportunities and
problems to the development of the IoT. With regard to the
IoT, scientific research institutions and local governments
have begun to rush to get a share of government investment.
,is has caused a serious situation of low-level redundant
construction.,e future development of the IoT has a broad
space, but it is separated by many different application
scenarios, forming a large number of small markets with
limited capacity, which has caused a phenomenon that

26%

18%5%

51%

Fusion mechanism
Technological innovation mechanism
Structural adjustment mechanism
Organization mechanism

Figure 5: Proportion of the evaluation index of the synergy degree
of the IoT industry system.
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diversified application scenarios limit the development of
industrialization. ,is phenomenon is mainly manifested in
two aspects. On the one hand, in the initial stage of the
development of the IoT, the technology application and
product development are not yet mature, and some of the
IoT technologies are relatively high-end, and they lack

advantages in price, which cannot satisfy the market’s de-
mand for product functions. It is difficult to obtain product
promotion and large-scale development due to the re-
quirements of sex and price; on the other hand, some of the
current technologies cannot be used to create value and
function by realizing productization. Now they only stay at
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Figure 6: Estimation of the degree of synergy in the IoT industry system.
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Figure 7: Changes in the degree of synergy among the various subsystems of the IoT industry.
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Figure 8: ,e degree of synergy in the growth of the IoT industry system.
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the level of laboratory and simulation, which is difficult to
form. Large-scale applications cannot promote the im-
provement of the industrialization level. For example, based
on the application of sensors and sensor networks, the
conflict between application scale and industrialization is
very obvious. For example, the country does not have the
ability to produce sensors for detecting soil and water
quality. From the comparison of the order degree of the four
subsystems, it can be seen that the organizational mecha-
nism changes more frequently and the order degree shows a
downward trend, which is the main reason why the IoT
industry cannot develop in a coordinated manner. ,e
development of industrial system synergy has contributed a
lot.

4.3. Evaluation of theCollaborativeDevelopmentRelationship
of theVarious Subsystems of the IoT Industry. On the basis of
the overall collaborative measurement analysis of the IoT
industrial system, a dynamic correlation analysis model of
the synergy of the various subsystems within the IoT in-
dustrial system is constructed according to the gray system
theory, namely, the GM (1, N) model.

4.3.1. Establishment of the Basic Data Sequence of Gray
Evaluation of the Industrial System of the IoT. Based on the
index data of the four subsystems of the IoT industrial
system, this paper establishes the basic index data column of
the gray system dynamic evaluation model. Based on the
calculation of the index weights above, the dimensionless
development sequence values of the four subsystems are
calculated. ,is is the basic data column of the model.
According to the basic data sequence method of establishing
the gray dynamic evaluation model, the basic data sequence
of the development of each subsystem of the IoT industry is
obtained, as shown in Figure 9.

4.3.2. Analysis of the Development Capability of Each Sub-
system of the IoT Industry. ,e coefficients a11, a22, a33,
and a44 are the self-development coefficients of the inte-
gration, technological innovation, structural adjustment,
and organizational mechanism of the IoT industrial system.
Among them, the self-development coefficient of the fusion
subsystem a11> 0 indicates that the fusion subsystem has
the ability of self-development. ,e main reason is that the
basic data of the fusion subsystem is showing a gentle

2000 2002 2004 2006 2008 2010 2012 2014 2016 2018 2020
0

0.2

0.4

0.6

0.8

1

Year

D
yn

am
ic

 d
ev

elo
pm

en
t o

f b
as

ic
 v

al
ue

s

Technological innovation subsystem
Organizational mechanism subsystem

Structural adjustment subsystem
Fusion subsystem

Figure 9: ,e basic data sequence of the dynamic development of each subsystem of the IoT industry.
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Figure 10: Gray model coefficients of various subsystems of the IoT industry.
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upward trend, which also verifies the upward trend of the
orderliness of the fusion subsystem. ,e self-development
coefficient of the technological innovation subsystem a22> 0
indicates that the subsystem has a good self-development
ability, which verifies the rapid development trend of the
technological innovation subsystem’s orderliness, and the
development level of the system’s orderliness is higher than
the other three subsystems. ,e order of science and
technology expenditure and the order parameters of in-
tangible assets has shown a rapid upward trend, mainly due
to the continuous development of technological innovation
in the IoT. ,e self-development coefficient of the structural
adjustment mechanism subsystem a33> 0 indicates that the
structural adjustment mechanism subsystem has the ability
to develop itself, but this ability is relatively weak. ,e or-
ganization mechanism subsystem a44> 0 indicates that the
organization mechanism subsystem currently has the ability
to develop itself, and the order of system development is
gradually improving. ,e gray model coefficients of each
subsystem of the IoT industry are shown in Figure 10.

5. Conclusion

After establishing various mechanism models and solving
them, this paper puts forward the conclusions of various
mechanisms and application countermeasures based on the
results of the solution and specially introduces a coordi-
nation manager who asks for the remaining system coor-
dination gains to be responsible for the implementation of
this series of coordination mechanisms. ,e system coor-
dination manager should allocate the synergy gain to the
members scientifically and induce the members to help each
other through the incentive mechanism. At the same time,
behavior supervision and information sharing supervision
mechanisms are also needed. If the lack of supervision
mechanism leads to poor service quality, customers will not
choose the service provider of the network system but
choose other IoTorganizationmodel enterprise services, and
the operational stability of the IoT organization model
network system will also be affected. After the orderliness of
the structural adjustment mechanism reached its lowest
point, it began to rise gradually. In the structural adjustment
mechanism, the labor structure has the largest impact,
followed by the technical structure. ,en increasing the
introduction of talents and expanding intellectual support
will play a role in improving the orderliness of the structural
adjustment mechanism. ,e orderliness of the organiza-
tional mechanism shows a downward trend after reaching
the peak, indicating that the organizational mechanism that
can lead the development of the IoT industry is not yet
perfect. Improving the performance of industrial organi-
zations and improving profitability have a greater effect on
the orderliness of organizational mechanisms. We analyze
the development capabilities of the subsystems themselves
and the relationship between them through the gray dy-
namic correlation analysis model. At present, each sub-
system has the self-development capability, and the fusion
subsystem and the technological innovation subsystem have
a unidirectional weak synergy relationship.
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