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Blockchain, the underlying technology of Bitcoin, has been deeply studied in various ﬁelds after its development in recent years.
As a typical decentralized distributed data storage system, consensus reached among all participants in a blockchain system
requires a consensus mechanism to be realized. In order to make blockchain applicable to diﬀerent application scenarios, diﬀerent
consensus mechanisms have been proposed. With the further development of blockchain applications, more and more studies
have been conducted on the consensus mechanism. However, some existing consensus mechanisms still have some problems in
various aspects. Therefore, this paper proposes a trade deal algorithm based on the blockchain mechanism of consensus. First of
all, according to PBFT, the lack of a dynamic problem in the VPBFT voting mechanism was introduced. The node system is
divided into four types with diﬀerent responsibilities and gives the number of relations between nodes. When the number of nodes
is changed, it can be calculated according to the quantity relation, ensuring dynamic. Second, a data anonymous transaction and
authentication protocol is designed. In the protocol, when the seller sells data, the mapping relationship between the real identity
and the false identity of the data owner is blinded and sent to the buyer. When the buyer wants to verify their identity, the seller’s
identity can only be veriﬁed with the authentication of the blockchain. The proposed algorithm is superior to the current
consensus in terms of time and energy consumption, throughput, and fault tolerance methods, which is proven through experimental tests and simulation analysis.

1. Introduction
Blockchain [1] is a decentralized distributed database characterized by decentralization [2], immutability [3], anonymity
[4], autonomy [5], consensus, and other characteristics. It is a
new technology that has the potential to change social interaction and trading methods. This technology’s main beneﬁt is
its ability to exchange transactions without relying on trusted
third-party entities in any way. Data integrity, built-in authenticity, and user transparency are all features it can provide.
Blockchain is a decentralized distributed computing paradigm,
not a technological innovation. The data structure it adopts is a
series of data blocks formed in a chain in time sequence. It
involves various technologies of cryptography and integrates
technologies such as smart contracts [6], P2P networks [7], and
consensus mechanisms. Cryptography is used to ensure that
data blocks in the chain of ownership and right of privacy, due

to the data block in the chain is electronic data. It is not easy to
prove to belong to source and transparent data. As a result, we
will need to include some information in the data signature to
indicate the data and sources as well as some cryptography
technology to ensure privacy and prevent data leaking. Smart
contracts, which are programs or scripts that can be automatically triggered and executed, ensure that bookkeeping
participants conduct transactions and bookkeeping in accordance with certain rules [8]. They use algorithmic scripts to
implement some commercial logic rules and regulations, ensuring that blockchain can be used in more systems. To ensure
the consistency of the generated data across the entire distributed system, a consensus mechanism is used. Because
blockchain is a distributed and open network, there is no or
little trust between the transaction’s two parties. In order to
reach a consensus on a speciﬁc topic, the consensus mechanism
is critical.
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Consensus [9] has always been a hot topic in the ﬁeld of
distributed systems research. As people’s cognition has
deepened and blockchain research has advanced, relevant
research on the consensus mechanism to solve the consensus
problem has become a hot research topic in recent years. In a
distributed system, the so-called consensus problem occurs
when all participants have the same status. The distributed
system is maintained, checked, and maintained by each
participant in the same way. As a result, a consensus
mechanism ensures that all participants in a distributed
system can trust one another and reach an accurate consensus on a proposal that needs to be conﬁrmed. This paper
further studies the PBFT consensus mechanism and its
existing improved consensus mechanism and then proposes
a new, improved PBFT mechanism: “Byzantine fault-tolerant consensus mechanism based on machine learning.” A
logical regression algorithm is used to predict whether the
request is passed or not [10]. Data blocks are produced in
advance and cached when the prediction is passed to wait for
validation and reduce the delay. Then, the nodes in the
system are dynamically classiﬁed by K-means clustering
algorithm to ensure the regular operation of the anonymous
trade transaction system.
The main contributions of this paper are as follows:
(1) In this paper, a data transaction and authentication
protocol for anonymous data are being developed.
The mapping relationship between the real identity
and the false identity of the data owner is blinded and
sent to the buyer when the seller sells the data. When
a buyer wants to verify the seller’s identity, the only
way to do so is through blockchain authentication.
(2) In this paper, a machine learning-based Byzantine
fault-tolerant consensus mechanism is proposed. All
nodes in the system are initially classiﬁed into different types using K-means clustering and then
reclassiﬁed as the number of nodes changes to ensure
dynamic performance. A logistics regression algorithm is also used to predict validation results ahead
of time, make full use of node idle waiting time, and
reduce delay and resource waste.
The remainder of the paper is organized in the following
manner. The background work is examined ﬁrst in Section 2,
followed by methodology in Section 3. The results and
discussion are then presented in detail in Section 4. Finally,
Section 5 concludes the paper.

2. Background
This section discusses the related work in the context of
blockchain technology and anonymous storage transaction
technology.
2.1. Blockchain Technology. Blockchain technology is proposed to solve the long-standing Byzantine general problem
and the problem of double cost. In recent years, it has
developed rapidly, and various kinds of digital currencies

have emerged in an endless stream. For example, inspired by
Bitcoin, a programmer at Google launched an improved
version of the digital currency, Litecoin. The technical
principle is the same as Bitcoin, but Litecoin is produced and
traded on a diﬀerent principle. In addition, Miers et al. [11]
proposed the concept of Zerocoin based on the zeroknowledge proof cryptography principle. So far, there have
been dozens of digital cryptocurrencies. In the future, not
only in the ﬁeld of digital cryptography but also in other
ﬁelds blockchain will be fully developed.
So far, blockchain has proven to be successful not only in
theory but also in practice. Vitalik proposed Ethereum, a
single blockchain that allows for reprogramming to achieve
arbitrarily complex computing functions, in 2013. Simply
put, Ethereum is a smart contract-enabled public blockchain
platform. More than 30 companies announced the Hyperledger Consortium Project in 2015, led by the world’s largest
open-source organization, the Linux Foundation. The goal
of the project is to advance the development of blockchain
and distributed ledger protocols. SuperLedger is a collaborative project that consists of subprojects for various
purposes and scenarios, with a modular design, code
readability, and long-term evolution path in mind. The
SuperLedger community now includes over 140 businesses
and organizations.

2.2. Anonymous Storage Transaction Technology. With the
continued growth of the Internet, the number of terminal
devices, servers, and users on the network is increasing. The
amount of data produced is also on the rise. The question of
how to protect these data and the data owner has become a
focus of data security research. Furthermore, blockchain
technology has cryptographic properties that allow one’s
identity to be protected without being revealed. As a result,
current research is focusing on the combination of blockchain with anonymous storage and anonymous transactions.
In terms of anonymous storage, Do and Ng [12] proposed a
secure distributed data storage system with a keyword search
service based on blockchain technology [13–15]. RSA [16]
and the discrete logarithm hypothesis allow clients to upload
data to cloud nodes in ciphertext form [17, 18]. While
ensuring the availability of data, it also provides the data
owner with the ability to grant others the right to search their
data. Lu et al. [19] proposed a blockchain-based anonymous
reputation system (BARS) to break the linkability between
real identity and public key to protect privacy. Finally,
Shafagh et al. [20] proposed a blockchain-based distributed
access control and data management system for the Internet
of Things, customized for IoT data traﬃc, and can achieve
secure data sharing. Using blockchain as the storage layer,
secure and ﬂexible access control management is realized.
In terms of anonymous transactions, Heilman et al.
proposed a solution to anonymity for transactions on and oﬀ
the blockchain of Bitcoin. They have used an untrusted third
party to issue anonymous credentials, which users can exchange into Bitcoin. The simultaneous use of blind signatures [21] and smart contracts ensures anonymity and
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fairness during the exchange of Bitcoin certiﬁcates [22].
Aitzhan and Svetinovic [23] do not rely on certiﬁcates but
trusted third parties in distributed smart grid energy trading
transaction security problems. They use blockchain technology, multiple signatures, and anonymous to encrypt the
message ﬂow to realize the concept of decentralized energy
trading system validation. It allows peers to negotiate
anonymous energy prices and trade safely. Wang et al. [24]
introduced a blockchain-based mutual authentication and
key agreement protocol for edge computing-based smart
grid systems. Using blockchain, the protocol can support
eﬀective conditional anonymity and key management
without the need for other complex cryptographic
primitives.

3. Methodology

3
blockchain to realize direct transactions between the
two parties without the intervention of a third party.
Meanwhile, all transaction records are searchable on
the blockchain and cannot be tampered.
(4) Bank: when the seller and the buyer make a formal
transaction, the buyer will issue a cheque. After
receiving the cheque, the seller will send it to the
bank. The bank will complete the transfer through
the corresponding accounts of the seller and the
buyer on the cheque.
The agreement is divided into the following stages:
(1) Peripheral device registration stage: peripheral device, as the seller, needs to register with the blockchain before selling data to obtain the right to trade
with the buyer.

In this section, the following subsections attention-based
graph convolution, third-order hourglass networks, and
residual dense module are discussed in detail.

(2) Check generation stage: this stage mainly includes
the buyer sending a transaction request to the
blockchain. The seller agrees to trade with the buyer
and obtains the check.

3.1. Data Anonymous Transaction and Authentication
Protocol. After the edge device encrypts the data and stores
the address on the blockchain, it makes a transaction request
when a user demands the stored data. At this time, the edge
device serves as the seller, and the user serves as the buyer.
The protocol uses the elliptic curve public-key encryption
system to ensure the anonymity of the transaction. The
corresponding relationship between the real identity and the
false identity mapping is blinded by the improved blind
signature and sent to the buyer. Under normal circumstances, the buyer cannot know the corresponding real
identity and can only obtain its real identity by blinddecoding it during arbitration, as shown in Figure 1.
There are four actors in this agreement: buyer, seller,
blockchain, and bank. Each has diﬀerent responsibilities and
functions.

(3) Data transaction stage: after the seller gets the cheque
signed by the buyer, he/she initiates a transfer request to the bank. The bank veriﬁes his/her identity
and transfers the corresponding amount of the
buyer’s account to the seller’s account. After successful transfer, the bank informs the seller, and the
seller sends the corresponding data to the buyer.

(1) Buyer: a buyer is a user who is interested in speciﬁc
data and has the need to purchase data. When the
buyer wants to purchase a certain type of data, the
buyer will issue a transaction on the blockchain
network. The labeled type of data that the buyer
wants to purchase is declared. The amount used to
purchase data is valid. In addition, the buyer’s public
key, PK_Buyer, and the parameter, eq_b, are used to
prove his identity.
(2) Seller: in this agreement, the edge device as the seller
transacts data with the buyer. Before the transaction,
the seller will check the transaction request issued by
the buyer in the blockchain network. Suppose the
seller is willing to transact with one of the buyers. In
that case, it will publish a transaction in the blockchain, claiming that it is willing to transact with the
buyer. The seller can show the data type LABEL of
the data he owns.
(3) Blockchain: as a trading platform for buyers and
sellers, blockchain releases transactions on the

(4) Certiﬁcation stage: the buyer thinks that the seller’s
selling data is wrong and requests the arbitrator for
arbitration. Under the supervision of the arbitrator,
authentication is carried out.
3.2. Consensus Mechanism Based on Machine Learning.
This paper proposes a practical Byzantine fault tolerance
based on machine learning [25–29] (MLPBFT). To begin,
the mechanism divides the nodes in the system into three
nodes with diﬀerent responsibilities: customer node,
master node, and supervision node, using the K-means
clustering algorithm [30]. The client node is also the data
block producer and request initiator in MLPBFT. The
transit node, or master node, preprocesses and forwards the
request initiated by the client node to the supervising node.
The monitor node primarily veriﬁes and conﬁrms the
messages it receives and then replies to conﬁrm the message once the veriﬁcation is complete. Finally, after the
client node sends the request, the waiting time will be used
to predict the probability of the request passing through the
logistic regression algorithm [31]. Then, based on the
prediction result, decide whether to produce the block
ahead of time. In addition, the consensus process will be
suspended when the number of nodes in the system
changes, to ensure the system’s dynamism. The data pairs of
multiple groups of diﬀerent classiﬁcation types caused by a
change in the total number of nodes will be calculated using
the K-means clustering algorithm, and the appropriate
classiﬁcation will be chosen.
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Figure 1: Model of the proposed protocol.

3.2.1. K-Means Algorithm. K-means is usually used to solve
clustering problems and is a form of unsupervised learning
[32, 33]. It is a clustering algorithm based on the distance
between data. The distance between two data points is used
as a criterion to judge whether the data is similar. The closer
the distance is, the more similar the two data points are. The
implementation steps are as follows:
(1) Suppose D � d1 , d2 , ..., dn  is the training sample
data, where di � Xi , Yi , 1 ≤ i ≤ n. Select K data from
D as the initial K cluster centers, K < n. Set the selected K initial cluster centers as (X1 , Y1 ),
(X2 , Y2 ), ..., (XK , YK )}. Then, the remaining data is
recorded
as
(XK+1 , YK+1 ), (XK+2 , YK+2 ), ...,
(Xn , Yn )}.
(2) Use the Euclidean distance method to calculate the
distance r1 , r2 , · · · , rK  from each data in the dataset
to each cluster center and record it. The calculation
equation is as follows:
������������������
2
2
(1)
ri � X − Xi  + Y − Yi  , 1 ≤ i ≤ K.
(3) According to the recorded and calculated distance,
select
the
smallest
distance,
namely,
minr1 , r2 , · · · , rK , and classify the data and the
corresponding initial cluster center into the same
category.
(4) When all the data are divided, there are K clusters of
the data set. All the data in each category are
recalculated to calculate the new clustering center.
The calculation method is generally to select the
arithmetic mean of each dimension of all the data in
this cluster.
(5) Go to step 2 and continue to calculate and iterate
until the iteration ends when the relationship between the initial cluster center and the new cluster
center meets the preset threshold.
3.2.2. Consensus Mechanism. A PBFT improvement scheme
using a logistic regression algorithm is proposed in this

paper. The K-means clustering algorithm can easily manage
with a faster convergence speed before the data changes are
easier to update the model characteristics. The diﬀerences
between clusters produce a better result, and all that is required is to adjust the number of clusters in the K MLPBFT
scheme. The MLPBFT consensus mechanism divides the
network’s nodes into three categories: client node, master
node, and supervision node, using a K-means clustering
algorithm. Nodes fall into various categories, each with its
own set of responsibilities. The consensus process is completed through two stages: the preparation stage and the
veriﬁcation stage. On this basis, MLPBFT will use the logistic
regression algorithm to predict the veriﬁcation result of the
request made by the customer node, while the customer
node is waiting for the reply message, and complete the
production of the data block in advance, when the predicted
result is passed. Moreover, the K-means clustering algorithm
will be started again when the nodes change. The nodes in
the system will be reclassiﬁed to ensure the system’s dynamic. In addition to the characteristics of dynamic and
security, MLPBFT also has certain advantages compared
with the consensus in terms of time and energy consumption, throughput, fault tolerance, and communication
times.
3.2.3. Consensus Process. The MLPBFT is similar to the
VPBFT consensus process. Instead of the PBFT’s “threephase” model, the MLPBFT adopts a “two-phase” model,
consisting of a preparation phase and a validation phase, as
shown in Figure 2.
The customer node initiates the request for the production data block. The request message is Request:
<Bcontent, Tc, Sc>, where Bcontent is the data block to be
produced, Tc is the timestamp of the request message sent by
the customer node, and Sc is the signature of the customer
node. The data block is divided into two parts, the block and
the data. The block contains the relevant information of the
previous data block. If the block is a creative block, the
information of the block only identiﬁes the block as a
creative block.

Scientiﬁc Programming

5

Request

Ready

Verification

Reply

Client node

Master node

Supervising node

Supervising node

Supervising node

Figure 2: The consensus process of MLPBFT.

After the master node receives the request message, it ﬁrst
numbers the message and then extracts the message’s important information. A summarized message is appended to
the request message, then adds the timestamp and signature to
form a query message, and then broadcasts the query message
to all the supervising nodes. The query message is Query: <D,
Tm, Sm>, where Num is the number, D is the abstract, Tm is
the primary node’s timestamp, and Sm is the primary node’s
signature. This stage is the preparation stage.
Monitoring nodes after receiving the master node to send
over the query message, ﬁrst veriﬁcation, validation message
contained within the request’s speciﬁc content, and information are consistent. The master node is correct. Add validation
results to Y; otherwise, add validation results to N. The valid
form contains information of veriﬁcation results. Supervisor
nodes will broadcast valid messages to other monitoring nodes
for mutual conﬁrmation and veriﬁcation. Valid:< ID, Num,
Bcontent, Tc, Sc, D, Tm, Sm, Y/N>, where ID is the number of
the monitor node itself. This phase is the validation phase.
When the supervisory node receives at least 1 + Ns/2 (Ns
is the number of supervisory nodes). A valid message with Y
will reply to a conﬁrmation message to the client node. The
conﬁrmation message is Commit: <ID, Num, Bcontent, Tc,
Sc, D, Tm, Sm, Y/N, Ts, Ss>, where Ts is the timestamp added
by the supervisory node and Ss is the signature of the supervisory node.
If the client node receives at least 1 + Ns/2 Commit
messages containing Y, it will be considered that the request
was passed. The client node will directly chain the data block
produced in advance according to the predicted result or
produce the corresponding data block and chain it. Otherwise, the request was not approved. Discard the request
and restart the request.
3.2.4. Dynamic Classiﬁcation Based on K-Means. To conduct the initial type division of nodes in the system, the

K-means clustering algorithm was started before the consensus process. The K-means clustering algorithm is triggered again when the total number of nodes in the system
changes, automatically classifying all nodes in the system.
They ensure that the system can continue to function
without restarting after the number of nodes changes. The
K-means clustering algorithm was chosen for two reasons.
To begin, nodes in the MLPBFT consensus mechanism must
be divided into three types, each with diﬀerent responsibilities. The number of nodes of diﬀerent types must be
redivided when nodes join or leave. Second, the K-means
clustering method is a more widely used clustering method,
mainly used to complete data aggregation and classiﬁcation.
The algorithm is easy to understand and implement.

4. Experiments and Results
This section discusses experimental setup, data sets, evaluation methods, and experimental results discussed in detail.
4.1. Consensus Time-Consuming Analysis. Among the consensus mechanisms such as PBFT, VPBFT, K-PBFT, and
MLPBFT, the consensus process is the most important. This
experiment will simulate the consensus process of each
consensus mechanism using a Python program in a network
environment with ﬁxed network bandwidth in order to
compare the time consumed in the consensus process of
these several consensus mechanisms. The consensus process,
which is used in the experimentation process, starts with a
consensus process and progresses over time. This time, all
messages sent are serial transmissions, with the same data
transmission resources and message size. At the same time,
all consensus mechanisms are the same, with the same node
number, data processing speed, and processing time. Figure 3 depicts the results of 10 experiments that were
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Figure 3: Time-consuming comparison results of the consensus process.
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Figure 4: Comparison results of the bandwidth consumed by the consensus process.

conducted after simulating a consensus process of a consensus mechanism using Python and the program of the
node itself.

As can be seen from Figure 3, under the same network
environment and the same nodes, the time consumed by a
consensus process of 1VB and PBFT is less than that of
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Figure 5: Comparative experiment results of throughput.

PBFT, VPBFT, and K-PBFT. For example, after calculating
the average time of 10 experiments of each consensus
mechanism, the average time of one consensus for MLPBFT
was about 308.5 ms. In contrast, the average time of one
consensus for PBFT, VPBFT, and K-PBFT was 484.8 ms,
409.4 ms, and 357.2 ms, respectively.
4.2. Bandwidth Usage Analysis. In the improvement scheme
MLPBFT proposed in this paper, the consensus process is
divided into a preparation phase and a veriﬁcation phase. In
the preparation phase, the master node needs to broadcast
the entire network to send the query message to the supervisory node. The supervisory node needs to broadcast the
valid message to other supervisory nodes for mutual conﬁrmation and veriﬁcation in the veriﬁcation phase. Thus, it
can be seen that the total network bandwidth required for
the entire consensus process is twice the bandwidth.
It can be seen from Figure 4 that the network bandwidth
consumed by the MLPBFT in the consensus process is lower
than that of PBFT, K-PBFT, and VPBFT, which proves the
superiority of this algorithm.
4.3. Throughput Analysis. One of the most important indicators for evaluating the beneﬁts and drawbacks of the
consensus mechanism is throughput. It is measured in
transactions per second (TPS) and has the following calculation equation:
TPS �

SUM(transactions)
,
T

(2)

where T is the time interval from when a transaction is
issued to when a consensus is reached to generate a block,
and SUM (transactions) is the total number of transactions
included in the block generated in this time interval.
Figure 5 shows that the average throughput of MLPBFT
is around 702.1 per second for the same number of nodes. It
has a throughput of 194.12 per second, 175.64 per second,
and 253.11 per second, respectively, which is higher than
PBFT, VPBFT, and K-PBFT.

5. Conclusion
For some existing consensus mechanisms, there are still
some problems in various aspects. This paper proposes a
trade transaction protocol algorithm based on the blockchain consensus mechanism. First, in response to the lack of
dynamics of PBFT, we proposed to introduce a voting
mechanism in VPBFT. This mechanism divides the nodes
into four types with diﬀerent responsibilities and gives the
number relationship between the nodes. When the number
of nodes changes, it can be calculated according to the
number relationship to ensure dynamicity. Second, a data
anonymous transaction and authentication protocol is
designed. In the agreement, when the seller sells the data, the
mapping relationship between the real identity and the
pseudoidentity of the data owner is blinded and sent to the
buyer. When the buyer wants to verify the identity, the
seller’s identity can only be veriﬁed under the authentication
of the blockchain. After experimental testing and simulation
analysis, the algorithm in this paper is superior to existing
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methods in terms of consensus time-consuming, energy
consumption, throughput, and fault tolerance.
[13]
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