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In today’s increasingly severe network security situation, network security situational awareness provides a more comprehensive
and feasible new idea for the inadequacy of various single solutions and is currently a research hotspot in the field of network
security. At present, there are still gaps or room for improvement in network security situational awareness in terms of model
scheme improvement, comprehensive and integrated consideration, algorithm design optimization, etc. A lot of scientific research
investments and results are still needed to improve the form of network security in a long and solid way. In this paper, we propose
a network security posture assessment model based on time-varying evidence theory for the existing multisource information
fusion technology that lacks consideration of the problem of threat occurrence support rate over time and make the threat
information reflect the law of time change by introducing a time parameter in the basic probability assignment value. /us, the
existing hierarchical threat posture quantitative assessment technique is improved and a hierarchical multisource network
security threat posture assessment model based on time-varying evidence theory is proposed. Finally, the superiority of the
proposed model is verified through experiments.

1. Introduction

With the popularity and development of computer and
network technology, various network systems have been
deeply embedded in the daily production and life of society
and individuals [1]. In recent years, network attacks, in-
formation leakage, and other ongoing security incidents
have exposed the serious problems facing network security
[2]. /ere are many factors that cause the deterioration of
the form of network security, both internal and external
causes [3]. /e first and foremost of the internal causes is the
construction level of the network system, which varies with
the level of practitioners, the complexity of the system, and
whether financial services are involved [4]. For example, in
January, the user names and passwords of many network
service companies, such as Tianya Community, were made
public in clear text, leading to the leakage of a large number
of user password habits and e-mail addresses [5–10]. Various

security loopholes, such as cross-site attacks, injection,
hijacking, and other problems are rife in the network ser-
vices, and even strong international companies are not
immune [11]. In addition to the problems arising from the
construction of the network system, deeper problems come
from the system platform and some important service
programs have been found to have major security vulner-
abilities one after another. Use to the use of third-party
operating systems or service programs (such as servers and a
series of service software), system builders usually cannot
and do not have the ability to discover all potential problems
and can only rely on software providers or even open source
organizations [12–16].

Not to mention that some open source organizations are
slow to respond to security and slow to update. Even the
system vulnerabilities released by Microsoft are threatened
by “zero-day attacks.” Many attackers use the time interval
between vulnerability releases and system updates to
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successfully implement a large number of attacks. Various
sources of threats make various network systems, whether
corporate intranet or public network services, full of risks
[17]. Globally, the Internet is frequently attacked, network
paralysis occurs from time to time, and the security of
network systems is constantly under serious threat; in China,
the types and numbers of various network attacks continue
to grow, especially the proliferation of Trojan horses is the
most serious [18]. Network theft, network economic crimes,
and large-scale network attacks have posed serious security
threats to China’s network infrastructure and important
network systems, greatly restricting national economic de-
velopment and even endangering social stability and na-
tional security. Network Security Situation Evaluation
(NSSE) is a key technology in network security situational
awareness, and the processed security situational elements
data will be entered into the network security situational
evaluation model for comprehensive evaluation. /e eval-
uation needs to consider comprehensiveness, multiple
granularity, and so on [19].

However, due to technical limitations, market expecta-
tions, funding, and other issues, most products can solve a
single threat or in some cases have better results against
certain attacks. But overall there is no unified management
and scheduling mechanism and they are unable to cooperate
with each other, unable to communicate effectively, and
unable to track multiple data sources. /is cannot cope with
more complex attacks or long-term, potential, and gradual
infiltration attacks that cannot be captured. Some interre-
lated attacks are lost in the tens of thousands of management
logs of different products, and a large number of “false
positives” have made administrators numb and ignore
valuable information./erefore, the industry has produced a
more secure and effective global grasp of the theory of cyber
security conditions, and tools are urgently needed. It is
hoped that by integrating all aspects of safety information,
the current qualitative and safety information can be
extracted and calculated. It even quantifies the value of
network security status to help administrators take timely
remedial and preventive measures. /e time decay function
is used in the model to solve the dynamic problem of trust,
and the stability and scalability of the model are enhanced
through the trust prediction mechanism. Finally, the model
is applied to the protocol, and the experimental simulation is
carried out. /e result verifies the safety and effectiveness of
the model. /e research in this area has also become a hot
concern direction, and this paper has done a lot of research
work based on this and achieved certain results.

2. Related Work

Here, we present some related work, which combines both
external information of monitoring devices and network
system environment information to form a situational value
that can reflect the network system. It is a comprehensive
technology with high requirements for both mathematical
method application and network model. At present, the
general assessment methods mainly include the following
analysis methods: gray evaluation method, fuzzy analysis

method, hierarchical analysis method, Delphi expert
method, and so on [20]. In another work, based on a large
amount of past data information, researchers used the
connectivity between them to predict the future security
trends in a certain period of time [21]. Just as network at-
tacks follow certain steps and patterns, the same situation
exists for network security situations [22]. In addition,
scientific methods are used to discover links and laws, ac-
curately predict various network attacks, protect network
system security management, achieve a reasonable level of
security control before security incidents occur, and conduct
targeted preprocessing [23]. Situation prediction techniques
mainly include the gray theory prediction method, Bayesian
inference-based prediction, autoregressive moving average
model prediction, machine learning algorithm prediction,
and neural network prediction.

In another case, researchers are mainly to facilitate
network administrators to intuitively understand the op-
erating status and development trend of the entire network
and to give people a more intuitive feeling [24]. It uses
computer graphics and image processing technology to
convert static data into dynamic images. /e graphics are
displayed on the computer screen to realize the interactive
connection between the maintenance personnel of the
network system and the security data behind. For example,
the NGSOC situational awareness platform released by
domestic 360 security company and the Cloud Shield sit-
uational awareness released by AliCloud provide good ex-
amples of network security situational visualization [25].

A network security situational awareness framework is a
macro representation of the whole picture of situational
awareness. It expresses the functional tasks of each aspect of
situational awareness in abstract and general semantics,
which helps to show the flow and development of the whole
security posture. A good situational awareness framework
not only carries the whole process of technology pointing
but also shows a clear outline for the next step of devel-
opment. According to the situational awareness foundation
model, a more comprehensive reference model for network
security situational awareness currently combines different
aspects and types of security systems such as network
firewalls, intrusion detection systems, and security audit
systems.

2.1. Network Security Posture Framework System. From the
collection of information elements, data preprocessing can
understand the current network security situation and, at the
same time, analyze and predict the future trend of network
security changes. /e rational analysis of the security situ-
ation combines system equipment and resources to achieve
effective control, thereby bringing an intuitive and com-
prehensive response to decision makers. A typical NSSA
framework is shown in Figure 1.

In this framework, the NSSA implementation is com-
posed of five levels (stages), starting with security infor-
mation collection work, understanding events through
subsequent processing steps, in which the system provides
real-time control feedback, and finally visualizing and
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analyzing the security posture based on human-computer
interaction. Five of these processing levels are as follows:

Level 0 (data preprocessing): it includes a large amount
of unstructured data, optional preprocessing levels for
structured data and agile data, and obtains necessary
data by obtaining contextual elements; it will become a
part of nonuniform data preprocessing operations, such
as data desensitization, cleaning, and impurity filtration.
Level 1 (event extraction): after obtaining the relevant
element information, the information is extracted to
form standardized events, as well as the rules and
features of unified events.
Level 2 (situation assessment): correlation and data
fusion operations are performed on the collected
multisource data, and information events are under-
stood using existing assessment algorithms to form a
comprehensive security situational analysis report,
which provides supplementary information for sub-
sequent managers.
Level 3 (impact assessment): according to the previous
period of the situation, analyze the possible future
trends of change, combine the full range of resources
and control of the network system, introduce expert
experience into the decision, and give an evaluation
strategy for the impact of future changes in the
situation.
Level 4 (resource management, process control, and
optimization): selecting objects for system monitoring,

real-time scheduling and allocation of occurring situ-
ation events, rational use of system resources, and
maximizing efficiency.

2.2. Network Security Posture Indicator Construction
Principles. Security posture indicator construction is an
indispensable and fundamental part of the NSSA process,
which is an indicative sign reflecting the security attributes
of the perceived object and provides the basis for mea-
surement and assessment for network security posture
understanding and prediction. /ere are numerous indi-
cators that can have an impact on the network posture, and
screening out the posture indicators with typical data forms
the data source for subsequent posture sessions and can
provide reliable data support for the next step of assessment
and prediction. /e network security posture indicator
system is a collection of indicators that can fully reflect the
characteristics of network security, and the indicators are
intrinsically linked to each other and play a complementary
role, which is the basis for forming standardized objective
quantitative analysis conclusions on network security
evaluation, and it can reflect the basic appearance, quality,
and level of network security of the perceived object.
/erefore, the construction of network security posture
indicators is of great significance for network security
posture perception./e construction of the indicator system
needs to refer to certain principles, specifically the con-
struction of the network security posture indicator system
from different dimensions.
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Figure 1: Typical NSSA framework.
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(1) Hierarchical classification principle: network secu-
rity posture indicators are hierarchical (some are for
the local network and some are for the large-scale
network); these indicators have their different
meanings in different environments, and the pro-
cessing process varies, so they should be considered
in a hierarchical classification.

(2) Similarity principle: in a large macronetwork, there
are many influencing factors to be considered, but
there is no lack of similarity and cross-measurement
data. For example, the distribution of data packets,
the distribution size of data packets, and similar
indicators should all be taken into consideration.

(3) /e principle of the combination of dynamic and
static: because the index itself has its own charac-
teristics, such as the distribution of network assets
and equipment within a certain period of time, the
network topology is not easy to change, while the
network traffic information is always required to be
processed, filtered, and collected.

/erefore, the indicators of these two categories should
be treated differently and combined with the indicators’ own
characteristics for the corresponding combination. In a
comprehensive consideration of network security, the na-
ture of three aspects is usually used to describe the network
security posture, specifically: network base operation, net-
work vulnerability, and network threat level, as shown in
Figure 2. When the computing device factor is in the locked
state, it is determined that all secure data can be decrypted by
any one or more applications located on the computing
device.When the computing device is in the locked state, if it
is determined in the determining step, there is at least some
secure data. If it can be decrypted by at least one or more
applications, the first indicator is displayed. /ese three
aspects represent three dimensions, which basically cover all
parts of the entity constituting the information network and
can reflect the security posture of the network in a more
comprehensive way, and many researchers and commercial
organizations currently use this approach.

2.3. Network Security Prediction under Fuzzy Logic 1eory.
/ere are a large number of fuzzy phenomena in nature, that
is, there are things that are not so easy to make distinctions,
for example, young and old, fat and thin, tall and short, and
long and short; there will be a certain degree of fuzziness
among these concepts. For these fuzzy concepts and phe-
nomena, in recent years, with the development of the field of
mathematics, gradually formed a modern applied mathe-
matical science to solve fuzzy problems: fuzzy mathematics.
/is theory was proposed by Professor L. Zadeh of the
University of California, a famous American scholar. Fuzzy
logic is the key part of fuzzy mathematical theory, which uses
the affiliation function instead of the classical Boolean truth-
value logic, abandoning the traditional deterministic two-
valued truth proposition in the tradition and generalizing
this problem to affiliation, which will be more conducive to
making innovations in uncertain and fuzzy problems. And

fuzzy logic has been widely used in related scientific fields
and brings new directions for industrial development. A
fuzzy set is defined as follows: for a general set U, any
mapping µÃ from U to the interval [0, 1] can determine a
fuzzy subset of U, called a fuzzy set Ã on U, where the
mapping µÃ is called the affiliation function of the fuzzy set
Ã, and for an element x onU, µÃ (x) is called the affiliation of
x to the fuzzy set Ã, which can also be written as Ã (x).

μA: U⇒ [0, 1] forx �
1
μA

(x), (1)

where U is called the theoretical domain of the fuzzy set A,
μA is the affiliation function of this fuzzy set, any element x
on U no longer has only two cases of belonging to A and not
belonging toA, and each element x has an affiliation μA for A
(x). /e degree of affiliation μA represents the degree, and a
higher value of it indicates a higher degree of x belonging to
A, while the opposite indicates a lower degree of x belonging
to A. /e fuzzy set is transformed into a normal set when the
μA value domain takes the two endpoints of the closed
interval [0, 1].

If the theoretical domain U� {x1, x2, · · · , xn}, then the
fuzzy set Ã on U can be expressed as

A �


n
i�0 μA aii( 

qij + pij

, (2)

where µÃ (xi) (i� 1, 2, ... n) is the affiliation degree and xi is
an element in the domain of the argument. When the af-
filiation degree is 0, the item can be omitted. When the
theoretical domainU is a continuous set, then the fuzzy setÃ
on U can be expressed as

A � 
n

i�0
∯

i�0,j�1
μA xij . (3)

It should be noted that summation and integration here
are not in the original sense and are special representations
of fuzzy sets. If the affiliation of all elements on the domain
of the argument is given, it can be represented in a similar
way to the classical mathematical set, also called here as the
sequential pair representation.

A �

������
∩iqXII



xi

, (4)

where each sequential pair consists of an element x and its
corresponding affiliation µÃ (x) and the fuzzy set Ã contains
all combinations thereof.

Since the fuzzy set and its affiliation function form a one-
to-one correspondence, the operation of the fuzzy set is also
inscribed and represented by the operation of the affiliation
function.

Empty set: it is the set whose affiliation function is 0 for
all elements x, denoted as ∅, i.e.,

AxII
� 

q

i�1
χii⇔ μA(x) � 0. (5)
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Equal sets: consider two fuzzy sets Ã, B̃; if their affiliation
functions are equal for all elements x, then Ã̃̃̃, B̃ are also
equal, i.e.,

A � B � 

q

i�1
μii(x)⇔ μA(x) � 0. (6)

Subsets: in the fuzzy sets Ã, B̃, Ã being a subset of B̃ or Ã
being contained in B̃means that for all elements x, there is µÃ
(x)≤ µB(̃x), denoted as Ã ⊆ B̃, i.e.,

A ∈ B⇔ μA(x)> 0. (7)

Concatenation: for the concatenation set C of the fuzzy
sets A, B, the affiliation function can be expressed as µc̃ (x)�

max [µÃ (x), µB(̃x)], i.e.,

Q � A∪ B⇔ μA(x) � max ϖA(x)( > 0. (8)

Of course, the basic properties of fuzzy set operations
(such as ordinary sets and fuzzy sets) also satisfy the power
law, the exchange law, the union law, the absorption law, the
distribution law, and the Morgan theorem. Ordinary set
relations can only indicate that two factors are either related
or unrelated, while fuzzy relations introduce uncertain
quantities such as close relations, defined as follows: the
direct product space X×Y� {(x, y), x ∈X ∈Y} of fuzzy

relations is a fuzzy set R on X×Y, and the affiliation function
R̃ of R̃ (x, Ry) represents the degree of relationship between
element x on X and element y on Y. /e above fuzzy relation
is also the simplest binary fuzzy relation, but of course it can
be extended to form an n-element fuzzy relation. 50 counters
are randomly distributed in an area of 1000×1000, of which
10% are malicious binary. /e converter uses a mobile
model. /e router’s communication has a range of 250m.
/e data source generator sends 4 cBR streams with a size of
512 B per second, the network bandwidth is 2Mbps, and the
simulation time is 300 s. If R (x, y) takes the value of 0 or 1
special point, the fuzzy relation also degenerates to the
ordinary set relation, as shown in Figure 3.

2.4. Neural Networks Predict Cybersecurity. Artificial neu-
rons are the basic information processing units for ANN
operation. Figure 4 represents the schematic diagram of the
composition of ANN neuron, which has three main com-
ponents: weighted adder, linear dynamic system, and
nonlinear mapping function. xi denotes the input from other
neurons, u (-) denotes the adjustable network connection
weight, θ is the offset signal as the threshold, yi denotes the
output of the neuron, (-) represents the basis function, which
is a multiple-input single-output function, and f (-) repre-
sents the activation function, which is a nonlinear mapping
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of the output signal u of the basis function and is trans-
formed into the specified range.

Sigmoid function: this function, also called S-shaped
function, is most widely used in the ANN field. It is a strictly
monotonic increasing function with smoothness and as-
ymptotic characteristics. Its function expression is

fij(x) �

e
dQi/dt− dQj/dt( 

,
dQi

dt
<
dQj

dt
,

e
dQ∗/dt− dQj/dt( 

,
dQ
∗

dt
<
dQj

dt
.

⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

(9)

Among them, the parameter λ is the gain of the sigmoid
function, which controls the slope of the function curve;
generally, the larger the value of λ, the steeper the function

curve, and the function value domain is (0, 1), which is often
applied to the binary classification problem; however, this
function also has the disadvantage that it is easy to over-
saturate and produce the gradient disappearance phenom-
enon, which cannot complete the deep network training.
Secondly, the mean value of the output of the function is not
0, which affects the operation efficiency of gradient descent.

Bipolar sigmoid function: the tanh function solves the
problem of the existence of some unipolar S-shaped func-
tions; it will transform the function value domain from (0, 1)
to (−1, 1); compared with the original function, the con-
vergence speed is faster, and the output average value is 0, as
shown in Figure 5. Its function expression is

y � f(x) �
exp μA(x) + μB(x)( 

exp μA(x) − μB(x)( 
. (10)

Neural networks are composed of neurons as the basic
unit. If a large number of neurons are connected in a to-
pological structure according to certain rules to form a
parallel distributed computing structure, the structure of
neural networks as we know it in daily life is formed. In the
following, several typical structures of neural networks are
introduced according to the neural network connection
pattern.

(1) Single-layer perceptron: the single-layer perceptron
is one of the simplest neural networks proposed by
Frank Rosenblatt in 1957 and is mainly a structural
model for binary classification problems. /e
function and mechanism of the single-layer per-
ceptron is very simple and can be used to model
simple logic functions with relatively few applica-
tions. /e input layer as the perception layer in the
figure has n neuron nodes, which are only respon-
sible for the collection of external information but
have no information processing capabilities. /e
input layer has n input signals, which constitute the
input column vector X. /e output layer, called the
processing layer, is more specific in that each neural
unit has information processing capability and the
output constitutes the column vector Y. /e con-
nection weights between the input signals and the
processing units are represented by the column
vector Wj.

(2) Feedforward network: feedforward neural network is
the most widely used neural network structure
model. It has the typical characteristics of the uni-
versal neural network structure; this network con-
sists of three layers, which are the input layer, hidden
layer, and output layer. In this network, the input
signal is transmitted in one direction from the input
layer to the output layer, the neurons in each layer
are only connected to the neurons in the previous
layer, there is no connection between the neurons in
the same layer, and the whole network has no
feedback, as shown in Figure 6.

(3) Feedback-type network: feedback-type neural net-
work establishes another connection between input
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and output, that is, the signal of the output layer of
the network is re-entered into the input layer
through a feedback loop. Compared with the feed-
forward neural network, this network has stronger
computational ability and associative memory abil-
ity. /is type of network can be used in real-time
signal processing, system control, and other sce-
narios that require real-time adjustment according to
the system state. Feedback-type neural networks can
be further divided into full-feedback networks and
partial-feedback networks.

/e learning of neural networks also refers to the
training process of the network structure parameters,
through continuous learning to adjust and correct the pa-
rameters of the network in time to optimize its own per-
formance and efficiency, so as to achieve the equilibrium
conditions to adapt to the changes in the external envi-
ronment. /e learning methods of neural networks can be

divided into supervised learning and unsupervised learning.
/e training of neural networks mainly consists of forward
propagation training and backward propagation training.
Forward propagation training refers to the entire process
from the input layer of the neural network, multiple hidden
layers, and then the output layer to the output signal; the
backward propagation mainly refers to the process of
passing the error signal obtained from the output layer to the
input layer in reverse order from back to front. Back-
propagation mainly uses the gradient descent and error
backpropagation (EBP) algorithms to adjust the weights of
the network. In turn, the system error is obtained by
comparing the output signal with the desired output signal,
and the error of the latter layer is propagated forward layer
by layer using chain derivatives to obtain the error signal of
each layer, according to which the training network struc-
ture is adjusted, and the whole process of continuous cyclic
training is the process of neural network learning. /e
training process can be terminated by artificially setting the
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termination conditions, either by setting the maximum
number of iterations or by selecting the network conver-
gence to a certain degree. If the number of iterations set is
too small, as shown in Figure 7, it may cause the function to
not converge well and the neural network to not fit well; if
the number of iterations set is too large, it is easy to cause the
function to overfit, resulting in insufficient generalization.

3. Analysis of Experimental Results

In order to verify the convergence efficiency of the PSO-
LSTM prediction algorithm, the RNN prediction algorithm
and LSTM prediction algorithm are combined here to train
on the same test set and check their error convergence
performance. /e difference between the three algorithms is
depicted in Figure 8. It can be found that the RNN has a large
initial error, a large fluctuation in error convergence, and a
long convergence time to the optimal error value during the
training process, requiring more than 250 iterations. /e
LSTM algorithm with more hidden layers has a smaller
initial MSE and faster convergence than RNN, requiring
150–200 iterations, but with more parameters, it is easy to
fall into the problem of local optimum, and the error per-
formance is only better than that of RNN overall. In contrast,
the PSO-LSTM algorithm starts with a smaller error, and the
subsequent convergence speed is significantly better than the
previous two, with faster convergence time and higher
stability. /erefore, it can be judged that introducing the
particle swarm optimization algorithm into the LSTM
neural network can indeed improve the convergence per-
formance of the network.

In order to verify the prediction accuracy of the PSO-
LSTM prediction algorithm, the three prediction methods
are also analyzed and compared here, and Figure 9 shows the
normalized posture prediction curves of the three for the
next 50 days. /e physical signal strength of the observation
group decreases with time, while the control group is op-
posite and increases accordingly./rough the comparison, it
is found that all three prediction algorithms have better
prediction effect on the security posture in the future period,
but PSO-LSTM can better track and analyze the security
posture trend, overcoming the problem that the original
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algorithm itself is easy to fall into local optimum, which is
mainly due to the fast global search ability of PSO algorithm
in parameter search and the fastest speed to select the best
parameters.

/e actual prediction of the three prediction algorithms
is tested in detail here. For the RNN network, the test points
on the training set are selected, and the RNN residual
distribution is drawn as in Figure 10. After the analysis, it can
be found that the first 200 training sample data can show the
horizontal band pattern of the residuals well, but the cor-
responding error’s allowed range is floating between −1 and
1. /is is due to the “forgetting” problem of the RNN
prediction algorithm over a long period of time, and the
overall error is found to be relatively large under RNN
training. In terms of NSSP, a network security posture
prediction algorithm based on PSO-LSTM neural network is
proposed to address the problems of poor applicability and
low accuracy of traditional network security posture pre-
diction algorithms. Firstly, the recurrent neural network
(RNN) is used to predict the security situation, and the
LSTM neural network with “gating” structure is adopted to
address the problems of insufficient memory of RNN, easy
“forgetting” and gradient disappearance during the training
process. /e gradient disappearance was solved by rea-
sonably controlling the ratio of input information to current
memory information, and the training prediction results
were significantly improved. However, it is difficult to select
the parameters of the LSTM network during the training
process, and it is easy to fall into the local optimum, so the
particle swarm optimization algorithm is introduced to
achieve the global optimum quickly, reduce the training
time, and improve the efficiency. /e accuracy and effec-
tiveness of the PSO-LSTM prediction algorithm proposed in
this paper are demonstrated through experimental analysis
and comparison.

After the training of the PSO-LSTM neural network
prediction algorithm, it was tested on the test set individually
and the relative error of each sample was obtained. It is
found that the accuracy of the proposed prediction algo-
rithm in the test set is slightly lower than that in the training
set, but the overall prediction accuracy is still acceptable, and
the average relative error is stable at about 5.07% (only 30
samples are listed here). At the same time, the security

posture prediction curves on the test set are plotted, and the
real values of the posture are compared with the predicted
values of the PSO-LSTM algorithm, and the results show
that the prediction algorithm proposed in this paper can
predict the network security posture in the future period
better. In terms of NSSE, a hierarchical situational assess-
ment model based on alert verification and fuzzy inference is
proposed to address the problem that the current network
security situational assessment model only uses a large
amount of IDS alert information without effectively com-
bining the target system configuration information, asset
value information, and vulnerability information. And the
evaluation system indicators suitable for this model are
determined; secondly, the alarm verification process based
onmultilayer fuzzy mathematical evaluation is implemented
to reduce the influence of false alarms, make each alarm
message more targeted, and obtain alarm success rate in-
formation; then, the fuzzy inference process is applied to
achieve a nonlinear mapping of the three alarm elements to
synthesize the alarm posture values; then, the alarm posture
values are obtained through different levels at the service
level; finally, the security posture values are quantitatively
calculated at service level, host level, and network system
level through different levels, and the threat status at each
level is displayed in a hierarchical manner. /e assessment
model can obtain more comprehensive assessment infor-
mation and more accurate assessment results than tradi-
tional methods.

4. Conclusion

In this paper, we focus on network security situation pre-
diction and propose a PSO-LSTM neural network-based
network security situation prediction algorithm. Particle
swarm optimization (PSO) is an evolutionary computation
technology (evolutionary computation). /e basic idea of
particle swarm optimization algorithm is to find the optimal
solution through collaboration and information sharing
between individuals in the group. In order to solve the
problem of insufficient memory and the disappearance of
the gradient of the recurrent neural network (RNN); the
LSTM neural network with gating structure is used to
reasonably control the ratio of input information to current
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Figure 10: RNN residual distribution.
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memory information, and the gradient disappears. LSTM
(long short-term memory) is specially designed to solve
long-term problems. All RNNs have a chain form of re-
peating neural network modules. In a standard RNN, this
repeated structural module has only a very simple structure,
such as a tanh layer. In order to solve the problem of difficult
parameter selection of LSTM network and easy to fall into
local optimum, particle swarm optimization algorithm is
added in the network training to achieve global optimum
quickly, reduce the training time, and improve the efficiency.
Finally, the three prediction algorithms are compared by
experimental analysis, which proves the accuracy and ef-
fectiveness of the PSO-LSTM prediction algorithm proposed
in this paper, and its application in the field of situational
prediction has good results.
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