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,e log analysis-based system fault diagnosis method can help engineers analyze the fault events generated by the system. ,e K-
means algorithm can perform log analysis well and does not require a lot of prior knowledge, but the K-means-based system fault
diagnosis method needs to be improved in both efficiency and accuracy. To solve this problem, we propose a system fault diagnosis
method based on a reclustering algorithm. First, we propose a log vectorization method based on the PV-DM language model to
obtain low-dimensional log vectors which can provide effective data support for the subsequent fault diagnosis; then, we improve
the K-means algorithm and make the effect of K-means algorithm based log clustering; finally, we propose a reclustering method
based on keywords’ extraction to improve the accuracy of fault diagnosis. We use system log data generated by two super-
computers to verify our method.,e experimental results show that compared with the traditional K-means method, our method
can improve the accuracy of fault diagnosis while ensuring the efficiency of fault diagnosis.

1. Introduction

It is inevitable that the system fails during operation [1], and
it is necessary to quickly detect and diagnose system failures.
Since the system log records relevant information about
hardware, software, and system problems during system
operation [2], the system fault diagnosis method based on
log analysis is a common and effective method.

When the existing system fault diagnosis methods
vectorize system logs, most of them dig out the text features
between logs (such as text similarity), mainly including the
following: Lin et al. [3] use the TF-IDF method to vectorize
logs and use the agglomerative hierarchical clustering
method for system anomaly detection; Fu et al. [4] use log
types and the finite state machine algorithm to generate a
workflow model for anomaly detection; LouJG and Yang [5]
propose a parser based on the log variable mining method,
and the variable path in the message constructs a linear log
feature sequence for fault diagnosis; Xu et al. [6] combine
source code analysis with the log information retrieval to
build composite features of the log and use machine learning

methods to analyze the features and perform fault diagnosis.
Shang et al. [7] extract Hadoop logs and parse them into log
sequences and compare the execution sequences of two
different deployments for fault identification. Chen et al. [8]
use the machine learning algorithm and data mining
methods to generate decision trees for fault diagnosis by
recording the runtime attributes of the Internet requests.
Reidemeister et al. [9] establish a log model by mining
frequent log sequences and use a decision tree classifier to
learn and classify system failures. Yuan et al. [10] use sta-
tistical learning methods to classify system call sequences
based on log data which records system behavior infor-
mation and use fault injection to evaluate the method. ,e
above studies are all fault diagnosis methods based on log
text feature mining.

Since the log statements that did not produce a failure
(that is, normal logs) usually have a high text similarity and
the log statements that have a failure (abnormal logs) have a
low text similarity between the log statements which have
not produced a failure, we can identify and diagnose system
faults by mining the text features or other features between
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the abnormal logs and normal logs, and clustering these
features [11]. However, the implementation of this method
faces the following challenges:

(1) ,e challenge of obtaining low-dimensional log
vectors: due to the complexity of the cluster system,
there are usually a large number of parallel services in
the system. If the traditional text vectorization
methods are used, such as the TF-IDF method, to
vectorize a large number of different types of logs
generated by the service, the dimension of the log
vector is equal to the number of word types that
appear in the logs, which may cause feature explo-
sion problems.

(2) ,e challenge of distinguishing log data with similar
text but different semantics: there may be a certain
textual similarity between abnormal logs and normal
logs, that is, logs with similar text may have a large
semantic gap. As shown in Table 1, log messages
refer to the content description part of the log data
(Section 2.1). Logmessage 1 and log message 2 have a
strong text similarity, but log message 1 indicates
that the system has no failure, and log message 2
indicates that the system has a failure. Traditional log
text mining methods cannot identify these kinds of
characteristics well.

(3) ,e challenge of low accuracy of fault diagnosis
methods based on clustering algorithm: frequent
logs with similar system failures (log statements after
preprocessing are called logs) are not necessarily
strongly correlated with the types of failures, that is,
logs clustered into one type are not necessarily all of
the same type of failure, or all even must not indicate
failure events.

Aiming at the above problems, this paper proposes a
system fault diagnosis method based on the clustering al-
gorithm. Firstly, we use PV-DM language model to generate
low-dimensional log vectors; then, we improve the tradi-
tional K-means algorithm and propose a reclustering
method based on keyword extraction to deal with the
previous clustering results to improve the accuracy of fault
diagnosis. ,e main contributions of this method are as
follows:

(1) Aiming at the high-dimensional characteristics of
traditional log vectors, we use the PV-DM language
model to generate low-dimensional log vectors to
provide effective data support for fault diagnosis

(2) Aiming at the problem that the log clustering effect
based on the traditional K-means algorithm is poor,
we improve the K-means from two aspects of k-value
selection and center point merging to improve the
clustering effect of traditional K-means

(3) Aiming at the problem of low accuracy of log fault
diagnosis based onK-means algorithm, we propose a
reclustering method based on keyword extraction to
improve the accuracy of system fault diagnosis with
log analysis

2. Our Method

In this paper, a fault diagnosis method based on reclustering
algorithm is proposed, which mainly includes three parts:
log vectorization, improvement of K-means, and fault di-
agnosis method based on reclustering.

,e acquisition of log vectorization mainly describes
how we process the original log data and identify the log
event. After preprocessing, the log data is trained by the PV-
DM language model to get the semantic feature expression
vector of logs, which completes the log vectorization. ,en,
we improve the traditionalK-means from the selection of the
K value and the merging of center points and use the im-
proved k-means algorithm to cluster the logs. Finally, we
combine the clustering results with the TF-IDF method to
extract the keywords of each cluster and recluster the log
data according to the keywords. ,e log fault diagnosis is
completed according to the results of the reclustering.

2.1. Log Vectorization

2.1.1. &e Structure of Log Data. ,e system logs record the
relevant information of hardware, software, and system
problems during the system operation, such as network
access request, file read-write operation, and service stop and
start [12]. Although the log information is complex and
changeable, it usually has the following parts:

(1) Time stamp: time stamp indicates when the log
message was generated

(2) Event ID: event ID indicates the record sequence
number of a service or operation event during system
operation

(3) Location: location indicates the location or node
where the log message was generated

(4) Content description: content description is the de-
scription of specific events recorded in the log

With the execution of the system, the time stamp, event
ID, and other contents will change. We call the information
in the log message that changes with the system execution
process as the message variable, and the unchanged part of
the log message is called the message constant or log event
template. ,e purpose of preprocessing of the log data is to
extract the log event template from the original logs, which
mainly includes two parts:

(1) Replacement of Message Variables. Because our method
does not need the variable parts in log data, the message
variable in the original logmessage is replaced with wildcard.
We use “[]” to replace variables (such as time stamp,
memory address, and file path) in log messages.

Table 1: ,e example of similar logs with different semantics.

Log lines Description of log messages
Log message1 Instruction cache parity error corrected
Log message2 Instruction cache parity error uncorrected
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(2) &e Identification of the Log Event. After the part of the
message variable in the log is replaced by the wildcard, the
log messages describing the same log event will have strong
similarity. ,erefore, we extract the log event template and
the log message line number in the log message to form the
identification of the log event.

2.1.2. Log Vectorization Based on the PV-DM. ,e Dis-
tributed Memory model of Paragraph Vectors (PV-DM)
model is a neural network language model for training
paragraph vectors [13, 14]. It takes three-layer (input layer,
mapping layer, and output layer) neural network as its
framework. ,e structural framework is shown in Figure 1.
,e model uses a simple three-layer neural network; in the
input layer, each paragraph is mapped as a vector, as the
column vector of matrix D, and each word is mapped as a
vector, as the column vector of matrix W. ,e output layer is
the word vector corresponding to the feature word. ,e goal
of the model is to find the probability of the word that should
appear in the current context window. In the training
process of a document, the document ID remains un-
changed, sharing the same paragraph vector, so the model
uses the semantics of the whole sentence when predicting the
probability of words. ,erefore, the semantic similarity
between words or sentences can be obtained by calculating
the distance between sentence vectors.

By studying the characteristics of the log data, after
determining the size of the context window, each log and
word in the window is initialized as a random k-dimensional
vector as input. According to equation (1), the input of the
hidden layer is calculated, where C is the number of context
words, x is the input vector, and W is the weight matrix:

h �
1
C

W · 
C

i�1
xi

⎛⎝ ⎞⎠. (1)

,en, the input of each node in the output layer is
calculated according to equation (2), where v′Twj is the jth
column of the hidden layer output matrix W′:

uj � v
′T
wj · h. (2)

Finally, we calculate the output of the output layer
according to equation (3), in which yc,j represents the
output value of the jth neuron node on the neuron com-
bination of the cth context word in the output layer, that is,
the probability:

yc,j � p wy,j|w1, . . . , wj  �
e

uj


V
j�1 e

uj
. (3)

In the process of learning the weight matrix W and W′,
we assign a random value to the weight to initialize the
weight matrix. ,en, we train the samples in order, and
calculate the gradient of the error between the output value
and the true value one by one to adjust the weight matrix in
the gradient direction.

,e weight update equation is shown in equation (4), in
which ej is the prediction error of the output layer and η is

the learning rate of the gradient descent algorithm. ,e
vector update equation is shown in equation (5). Vw and Vw

′
are two representations of the word w, and Vw is a row of
matrix W, which is the weight matrix from the input layer to
the hidden layer. Vw

′ is a column of matrix W′, which is the
weight value matrix from the hidden layer to the output
layer:

wij
′ ≔ wij
′ − η · ej · h, (4)

Vwj
′ ≔ Vwj
′ − η · ej · h. (5)

After the training process, all log vectors are obtained.

2.2. &e Improvement of K-Means. After vectorizing the log
data, we use the K-means algorithm to cluster the log
vectors.

,e general steps of the K-means clustering algorithm
are as follows. First, K data points should be randomly
selected as the initial cluster centers. ,en, we calculate the
distance between each data point and the cluster centers and
assign each data point to the cluster center closest to it. ,e
cluster centers and the data points assigned to them rep-
resent a cluster. Once all the data are allocated, the center
point of each cluster will be recalculated and updated based
on the existing data samples in the cluster. ,is process will
be repeated until a certain termination condition is met [15].

In the K-means algorithm, the selection of the k value
and the initial center point sample will have a certain impact
on the clustering results, so we made two improvements to
the K-means algorithm.

2.2.1. Selection of k Value. Since the number of clusters will
have a greater impact on the clustering effect, when ini-
tializing the K value, that is, specifying the number of
clusters, we does not directly select a fixed K value manually,
but according to the clustering cost function, as shown in
equation (6). D(xi) represents the distance between the ith
data point with its nearest cluster center, and is the total
number of data points. ,is equation represents the sum of
squared distances of data points under different K values. If
the number of clusters is reasonable, the data points in the
cluster will be more compact, and S(K) will be smaller.
Conversely, if the number of clusters is unreasonable, the
data points within the cluster will be more scattered, and
S(K) will be larger. ,erefore, when the descending speed of
S(K) is less than a certain threshold, the corresponding K
value is a suitable result:

S(K) � 
N

i�1
D

2
xi( . (6)

2.2.2. &e Selection of the Initial Center Point. Because the
initial clustering centers are randomly selected, some data
points which belong to the same cluster may be divided into
different clusters. ,erefore, if the distance between the
center points of two clusters is less than a certain threshold,
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we will merge the two clusters, that is, the number of the final
generated clusters is not necessarily K.

Algorithm 1 gives the pseudocode of the improved K-
means clustering algorithm. In the fourth line of the algo-
rithm, if the clustering cost is less than the threshold, the
number of clusters is set as the current K value. In line 11,
when an iteration is completed if the center distance of two
clusters is less than the threshold, the two clusters will be
merged.

2.3. Log Fault Diagnosis Based on Reclustering. When clus-
tering logs, the distance between some log vectors is at a
boundary value, so some logs cannot be effectively clustered.
In addition, frequent log sequences related to fault events are
not necessarily strongly related to fault event types, that is,
the same frequent event sequence may be related to multiple
fault events or nonfault events. ,erefore, we need to
recluster the initial clustering results to make the log data in
the same cluster as similar as possible. ,e fault diagnosis
method based on the reclustering method mainly includes
the following three steps.

2.3.1. Building a Corpus. After obtaining the log clustering
results, we calculate the clusters with the log vector’s average
distance, and then, we look for the original log messages
according to each log event vector identifier (described in
Section 2.1). In all clusters, the original log messages are
obtained, and all the words in these log messages form the
corpus of this cluster.

2.3.2. Reclustering Based on Keyword Extraction. Since a
robust system is in a normal state in most cases, the number
of log messages that produce failures usually accounts for a
relatively low percentage of the entire log file. ,erefore,
words that appear frequently may not be important, so we
use the TF-IDF method to extract keywords from the log
data.

According to equation (7), we calculate the IDF value of
each word in the log message, namely, IDF(x), where N
represents the total number of words in the corpus and N(x)
represents the total number of texts containing the word x in
the corpus:

IDF(x) � log
N

N(x)
. (7)

After obtaining IDF(x), we calculate TF-IDF(x):

TF − IDF(x) � TF(x) · IDF(x). (8)

We sort the TF-IDF value of each word in the log
message. ,e word with the largest TF-IDF value in each log
message is selected as the key word for the current log
message, and we store it in keyword list w[i] (i is the se-
quence number in the cluster).

We select the top K (K value is the same as the number of
clusters) keywords from the keyword list of each cluster as
the cluster’s topic word set. We check the keywords of each
log and recluster the logs with the same keywords into the
same cluster.

2.3.3. Fault Diagnosis. After reclustering the log data, we
recalculate the centroids of all clusters. Since the calculated
centroid may not correspond to the sample points in the
cluster, we obtain the vector closest to the centroid as the
center point of this cluster, which is also the feature log of
this cluster.

,e feature log data of each cluster is checked, and if the
feature log indicates a system failure, we mark the sample in
the corresponding cluster as a failure to complete the fault
diagnosis.

3. Experiment

3.1. Log Data. We use system log data generated by two
supercomputers, BlueGene/L and,underbird, to verify our
proposed method. BlueGene/L is a supercomputer devel-
oped by IBM, and it ranked first in the world’s TOP500
supercomputer rankings. ,underbird is located in the
Sandia National Laboratory in the United States. ,e system
is manufactured by Dell and ranked sixth in the Top500
supercomputing competition in November 2006. ,e log
data used in this article comes from the public log dataset,
which can be found in https://www.usenix.org/cfdr-data.

In BlueGene/L, logs are managed through the Machine
Management Control System (MMCS). ,e computer chip
first stores the log message locally, and when it is polled, it
sends the log message to the DB2 database [16]. In ,un-
derbird, logs are generated by syslog-ng on each local
machine, stored in /var/log/ and then sent to the log server
[17]. More detail information about the two log data is
shown in Table 2.

Output layer

Mapping layer Paragraph matrixSum

D

wt

wt + cwt – c wt – c + 2wt – c + 1 Paragraph IDInput layer

Figure 1: ,e structural framework of the PV-DM model.
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3.2. Experimental Results and Analysis. ,e experimental
machine used in this paper is configured with Intel® Cor-
eTM i7-4790 CPU @ 3.60GHz, 8.0GB RAM. Algorithm
evaluation indexes are accuracy, recall, and detection time.

Experiment 1. In the system log data of Bluegene/L, we
selected the log data with a time span of 7months. We
randomly select different amounts of log data, input them
into the PV-DM language model described in Section 2.2.2
for training, and then use K-means clustering algorithm
clusters the log vectors generated by the model. Finally, we
recluster the initial clustering results and extract the char-
acteristic log events. Samples in the cluster are marked
according to the types of the characteristic log events to
complete the log fault diagnosis.

Figure 2 shows the accuracy, recall, and time con-
sumption of fault detection when the number of log records
used in training is 200000, 400000, 600000, 800000, and
1000000. As can be seen from the figure, with the increase of
the number of logs used in training, the accuracy rates are
94.1%, 96.2%, 97.3%, 98.7%, and 99.0%, the recall rates are
88.5%, 89.7%, 90.2%, 90.9%, and 91.1%, and the diagnosis
time is 5.3 minutes, 8.1 minutes, 12.5 minutes, 23.6 minutes,
and 31.2 minutes, respectively.

Experiment 2. In ,underbird, the log data with a time
span of 6months was selected. ,e preprocessing operation
of log data is the same as experiment 1, and the detection
results are shown in Figure 3. ,e number of log records

used for training is 200000, 400000, 600000, 800000, and
1000000 lines, respectively. As shown in Figure 3, with the
increase of the number of logs used in the training set, the
accuracy rates are 89.8%, 93.7%, 96.3%, 97.2%, and 97.9%,
the recall rates are 87.4%, 88.6%, 89.7%, 90.2%, and 90.3%,
respectively, and the detection time is 6.4 minutes, 9.2
minutes, 15.7 minutes, 24.6 minutes, and 33.0 minutes,
respectively.

Comparing the experimental results of the two system
logs, we can find that, with the increase of the number of
training logs, the accuracy and recall rate are gradually
increasing. Because the PV-DM language model predicts the
current words through the context, the context information
will have a certain impact on the effect of the model. When
the log data is small, the vocabulary size is small, and the
difference of context information is small, so the accuracy
and recall rate are low. When the number of logs increases,
the size of vocabulary becomes larger, and the difference of
context information becomes larger, then the accuracy and
recall rate will be improved.When the number of log records
reaches 1 million lines, the parameters of the model have no
change after many iterations, so the accuracy and recall rate
tend to be a fixed value. Although our algorithm performs
better on ,underbird dataset than Bluegene/L, both of
them can achieve detection accuracy of more than 97% and
recall rate of more than 90%, and the consumption of time is
basically the same.

Require: the initial training set C � c1, c2, . . . , cn , ci is the ith log message in C; maximum number of clusters max_k; the
threshold of the sum of squares of distance between data point and cluster center min_dist; the distance threshold between two
cluster centers center_list.

Ensure: log vector matrix D
(1) function Improvement K-means (C, max k, min dist, center list)

(2) for i←max k do
(3) if sum(pow(c d dist[i], 2)) − sum(pow(c d dist[i + 1], 2))≤min dist then
(4) set K� i
(5) end if
(6) end for
(7) centers � random(C)

(8) While centers do
(9) for k←K do
(10) divide ci int the closest cluster cluster[k]
(11) end for
(12) end for
(13) if dist[center[k], center[k + 1]]≤ center dist then
(14) merge center[k] and center[k + 1]

(15) end if
(16) end while
(17) return D
(18) end function

ALGORITHM 1: ,e improvement of K-means.

Table 2: Log data.

Systems Size Log lines Number of anomalies System type
BGL 1.207G 4747963 949024 Supercomputer
,underbird 27.367G 211212192 43,087,287 Supercomputer
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Experiment 3. System fault diagnosis algorithm based on
text feature mining usually uses the TF-IDF method for
vectorization and then uses the clustering method to cluster
log vectors for fault diagnosis. ,e algorithm proposed in
this paper mines log semantic information for log vectori-
zation, so we compare it with the TF-IDF-based system fault
diagnosis algorithm. ,e vectorization method described in
Section 2.1 of this paper is changed to the TF-IDF method,
and then, fault diagnosis is carried out. ,e experimental
results are shown in Figure 4.

Figure 4 shows the comparison results of the accuracy
between the two algorithms when the number of log records
is 200,000, 400,000, 600,000, 800,000, and 1 million rows. It
can be seen that the accuracy of the algorithm of our method
is better than the fault diagnosis method based on TF-IDF, in
the case of different amounts of log data.

Figure 5 shows the comparison results of recall rates of
the two algorithms when the number of log records is
200,000, 400,000, 600,000, 800,000, and 1 million rows. It
can be seen that the recall rate of our method is better than
the fault diagnosis algorithm based on TF-IDF, in the case of
different amounts of log data.

Figure 6 shows the comparison results of the detection
time of the two algorithms when the number of log records is

200,000, 400,000, 600,000, 800,000 and 1 million rows. It can
be seen that the time consumed by the algorithm with our
method is less than that of the fault diagnosis algorithm with
TF-IDF under different amounts of log data. Moreover,
compared with traditional log vectorization methods, the
language model used in this paper can directly vectorize log
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events after training, so when processing new log input, the
detection time of the algorithm proposed in this paper will
be significantly reduced.

4. Conclusions

Due to the large-scale of log data and that many log data
cannot provide sufficient prior knowledge, the K-means
algorithm can analyze log data well without much prior
knowledge. However, log fault diagnosis based on traditional
K-means algorithm needs to be improved in both efficiency
and accuracy.,erefore, we propose a system fault diagnosis
method based on reclustering algorithm. ,is method first
uses the PV-DM language model to train the input log data
to obtain a lower-dimensional log vector; then, we improve
the K-means algorithm from two aspects: the selection of k
value and the merging of the initial center points, and use the
improved K-means to cluster the log vectors; finally, we
propose a reclustering method with the keyword extraction
technology to reorganize the previous clustering results and
complete the log fault diagnosis based on the new clustering
results after the reorganization. We use the system log data

generated by the BlueGene/L and ,underbird supercom-
puters to verify our method. ,e experimental results show
that our method can not only accurately mine log semantic
information and perform fault diagnosis but also balance the
accuracy and time of fault diagnosis. However, how to adapt
the semantic similarity threshold according to the log
characteristics in the clustering stage is the main content of
the next research.
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