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As more andmore surveillance cameras are deployed in the Internet of,ings, it takes more andmore work to ensure the cameras
are not occluded. An algorithm of detecting whether the surveillance camera is occluded is proposed by comparing the similarity
of the images in this paper. Firstly, the background modeling method based on frame difference is improved. ,e combination
method of the background difference and frame difference is proposed, and the experimental results showed that the combination
algorithm can extract the background image of the video more quickly and accurately. Secondly, the LBP (Local Binary Patterns)
algorithm is used to compare the similarity between the background image and the reference image. By changing the window size
of the LBP algorithm and setting an appropriate threshold, the actual demands can be satisfied. So, the algorithms proposed in this
paper have high application value and practical significance.

1. Introduction

In the context of the Internet of ,ings and communication
technology being ever-changing, from smart home to smart
city, the coverage of the Internet of ,ings is getting wider
and wider. ,ere are more and more surveillance cameras
deployed in the Internet of ,ings. ,ese surveillance
cameras are closely related to many fields of our life and
work. ,e surveillance cameras have many functions, such
as live watching, video watching, and abnormal warning,
which are very important for maintaining personal and
social security. However, the camera will be occluded due to
various accidents or human factors. For example, some
criminals and suspicious people deliberately occlude the
cameras in order to avoid being caught [1, 2]. ,erefore, it
has very important application value and practical signifi-
cance to ensure the surveillance camera is not occluded.

At present, the methods detecting whether the surveil-
lance camera is occluded are mainly based on the difference
between frames [3, 4]. ,is kind of method is aimed at the
monitoring image changing significantly in a short time
when the camera is occluded, so it can detect whether the
camera is occluded by comparing the difference between
frames. But any error will lead to an inaccurate detection

result; the rates of false negatives and false positives are high
and the application range is small.

In actual application, the scene monitored by the same
camera is unchanged, so the monitoring image can be di-
vided into two parts: the unchanged background image and
the changed foreground image. Based on this feature, the
methods [5, 6] that determine whether the camera is oc-
cluded or not are proposed bymany scholars.,esemethods
mainly measure the difference between the current frame
image and the reference image by using some appropriate
image feature vectors. However, the presence of foreground
in the current frame image would have a certain impact on
the detection results.

In view of the above methods’ shortcoming, the existing
background modeling method based on frame difference is
improved in this paper by combining the background dif-
ference. ,is improved method can be used to extract the
background image of the video more quickly and accurately.
Compared with other image features, LBP (Local Binary
Patterns) feature is easier to extract, the calculation of the
LBP feature is simpler, and the accuracy of the LBP feature is
higher. ,erefore, the LBP feature is used to construct a
feature vector to measure the similarity between the back-
ground image and the reference image in this paper. And
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whether the surveillance camera is occluded can be deter-
mined according to the similarity. ,e calculation of oc-
clusion detection based on comparison of image similarity is
simple, so it is easy to be implemented. Occlusion detection
based on comparison of image similarity not only effectively
eliminates the influence of foreground but also is robust to
illumination.

2. Materials and Methods

2.1.%ePrincipleof theBackgroundModelingAlgorithmBased
on Background Difference and Frame Difference. In machine
vision, backgroundmodeling is the basic technology of video
processing. In recent years, a large number of background
modeling methods have been proposed by many experts and
scholars. Currently, the widely used background modeling
methods mainly include median background modeling
method [7], mean background modeling method, Gaussian
distribution background modeling method [8], and ViBe
algorithm [9]. Not only do these algorithms require a large
number of video frames for background modeling but also
the calculation is complex and requires a long time to extract
the video background, which is difficult to meet the real-time
requirements when detecting whether the surveillance
camera is occluded.

,e frame difference method is the most primitive and
the simplest background modeling method. ,e frame
difference method can be implemented quickly and it has a
wide range of applications. In literature [10], an improved
frame difference method is proposed for background
modeling of video. Combined with the idea of time series
statistics, the background model is established by counting
the number of continuous frames. If the gray value of a pixel
changes little for several continuous frames, the gray value is
considered as the gray value of the background at the point.
If the gray value of a pixel changes a lot between two adjacent
frames, the gray value is considered as the gray value of the
foreground. ,e gray value of the two adjacent frames will
continue to be compared until the gray value of the back-
ground at this point can be determined. For the background
point whose gray value cannot be determined for a long
time, the gray value of the pixel point in the last frame is
taken as the gray value of the background point. Because the
area is small, it has little influence on the background model.

,e above-improved frame difference method still needs
a certain number of video frames for background modeling.
So the real-time requirements still cannot be satisfied when
detecting whether the surveillance camera is occluded. In
this paper, the background modeling method is further
improved by combining the background difference method.
,e gray value of the current frame is compared with the
gray value of the reference image at the same pixel point. If
the difference is small, the gray value of the current frame is
considered as the gray value of the background at this point.
If the difference is large, the improved frame difference

method in literature [10] is used to determine the gray value
of the background at this point.

In the improved frame difference method in literature
[10], determining whether the gray value of every pixel
point is the gray value of the background at this point needs
at least Thread2 frames (Thread2 is an adaptive threshold).
In the background modeling algorithm based on back-
ground difference and frame difference, determining
whether the gray value of every pixel point is the gray value
of the background at this point only needs at least 1 frame.
So, the background modeling algorithm based on back-
ground difference and frame difference is easier to meet the
real-time requirements.

2.2.%e Process of the BackgroundModeling Algorithm Based
on BackgroundDifference and FrameDifference. ,e specific
process of the background modeling algorithm based on
background difference and frame difference is shown in
Figure 1.

Img1 is the previous frame image, Img2 is the current
frame image, BImg is the background image which needs to
be built, RImg is the reference image extracted from an
unoccluded surveillance video, BimgFlag is the number of
continuous frames whose gray value change little at the same
pixel point, Flag is the number of pixels whose gray value is
not determined in the background image. In the background
modeling algorithm based on background difference and
frame difference, there are three adaptive thresholds
Thread1, Thread2, and Thread3: Thread1 is the difference
threshold of two frames, Thread2 is the number threshold of
continuous frames whose gray value changes little at the
same pixel point, and Thread3 is the number threshold of
pixels whose gray value is not determined in the background
image. ,e specific process is as follows:

(1) Initialize: ,e first frame image Img1 and the ref-
erence image RImg are loaded, and both the values of
BImgand BimgFlag are set as the full-zero matrix.
,e value of Flag is set as the number of pixels in the
image Img1.

(2) Judge the number threshold of continuous frames: a
new frame image Img2 is loaded. For every pixel
point in Img2, if BimgFlag (x)< Thread2, let
DiffImg (x) � |Img2 (x) − RImg (x)| and turn to
Step 3. Otherwise, Step 2 will be performed to
continue the iteration.

(3) Judge the difference threshold between the current
frame and the reference image: for each pixel that
meets the condition in Step 2, if
DiffImg (x)<Thread1, let BimgFlag (x) � Thread2,
BImg(x)� Img2(x), Flag � Flag − 1, and turn to
Step 5. Otherwise, let DiffImg (x) � |Img2 (x)−

Img1 (x)| and turn to Step 4.
(4) Judge the difference threshold between the current

frame and the previous frame: for each pixel that
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Figure 1: ,e specific process of the background modeling algorithm.
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meets the condition in Step 3, if
DiffImg (x)<Thread1, let BimgFlag (x) �

BimgFlag (x) + 1. Otherwise, let BimgFlag (x) � 0.
If BimgFlag (x) � Thread2, let BImg (x)� Img2 (x),
Flag � Flag − 1.

(5) Judge the iterative condition: When Flag<Thread3,
it shows that the constructed background image has
met the requirements. ,en, the gray value of the
pixel points which meet BimgFlag<Thread2 in the
background image will be set. Otherwise, let Img1 �

Img2 and turn to Step 2, and the iteration is done.

In the background modeling algorithm based on
background difference and frame difference, the threshold
Thread1 is the key factor to determine the gray value of the
background pixel point. Its value depends on the difference
in the gray value between the background and the fore-
ground.,e threshold Thread2mainly depends on the speed
of the object moving in the video. ,e slower the object
moves, the larger the value should be.,e threshold Thread3
is the condition of iteration, its value is related to the
micromovements in the video. ,e value of Thread3 affects
the number of iterations and the quality of training. By
setting the thresholds, the noise interference can be removed
to a large extent and the background image can be obtained
more ideal.

2.3.%e Principle of LBPAlgorithm. ,ere are many features
that can be used to measure the differences between different
images, including gray histogram, edge histogram, color
histogram, corner feature, and scale invariant feature [11].
,rough the analysis and study, it is found that there is a
certain difference in texture features of the background
between the occluded video and the unoccluded video.
,erefore, the LBP algorithm (local binary mode) is selected
to measure the difference of different background images in
this paper. ,e LBP algorithm is widely used in face rec-
ognition [12], facial expression recognition [13], image re-
trieval [14], image classification [15], and other fields, and it
has achieved good results. Compared with other simple
methods of feature extraction, the recognition accuracy of
the LBP algorithm is higher. Compared with other methods
with high recognition accuracy, the calculation of the LBP
algorithm is more simple and the LBP feature is easier to
extract. Based on the above characteristics, the requirements
of real-time and accuracy can be better met by using the LBP
algorithm when detecting whether the surveillance camera is
occluded.

,e LBP algorithm is not only a nonparameter algorithm
to describe the difference of the gray value between the
center pixel and its neighborhood pixels in the image, but
also an efficient algorithm that describes local texture fea-
tures. ,e original LBP operator takes the gray value of the
central pixel point as the threshold in the window of 3 × 3.
,e gray values of eight neighborhood pixel points are

compared with the threshold. If the gray value of the
neighborhood pixel point is greater than the threshold, the
coding value of the neighborhood point is 1. Otherwise, the
coding value of the neighborhood point is 0. ,en, the
coding value of each neighborhood pixel point is assigned
weight 2i, i � 0, 2, . . . , 7. ,rough the above coding, the
coding values of the eight neighborhood pixel points can
form into an eight-bit binary. ,e decimal value represented
by the binary is the LBP value that we want to find. ,e LBP
value can effectively reflect the texture information in the
window and it will be used to replace the gray value of the
original center pixel points.

As shown in Figure 2, in the window of 3 × 3, it is as-
sumed that the gray value of the center pixel is pc and the
gray values of eight neighborhood pixels are pi, i ∈ [0, 7]. If
pi >pc, the coding value of pi is 1. Otherwise, the coding
value of pi is 0. ,e calculation process of LBP value is as
follows:

LBPP,R � 

p−1

i�0
s pi − pc( 2i

. (1)

In formula (1), P is the number of neighborhood pixel
points, its value is 8. s is the symbolic function:

s(x) �
1, x≥ 0,

0, x< 0.
 (2)

,e LBP algorithm only subtracts the gray values of the
central pixel points and the neighborhood pixel points in the
selected window. It can simply and quickly extract the local
texture feature of the image without a complex learning
process. So, the calculation of the LBP algorithm is simple
and the range of LBP algorithm’s applications is wide.

2.4. %e Algorithm of Occlusion Detection for the Surveillance
Camera. First, the improved frame difference method in
literature [10] is used to extract the reference image by using
an unoccluded surveillance video. ,en, the background
modeling method based on background difference and
frame difference is used to extract the background image of
the video which needs to be detected. ,e LBP algorithm is
used to dispose the reference image and the background
image, respectively, and the image disposed by the LBP
algorithm is called mapping. In practical application, the
blocked histogram of the mapping is used to construct the
feature vectors. ,e feature vectors are compared by using
the nonparametric method to measure the difference be-
tween images. ,ere are many nonparametric methods that
can be used to compare the difference of two histograms,
such as Euclidean distance, chi-square statistics, Histogram
Intersection, and logarithmic likelihood statistical method.
,e chi-square statistics is used to measure the difference of
two histograms in this paper, and the formula of chi-square
statistics is shown as
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In formula (3), S and M are two different feature vectors
and Si and Mi are the values of the same location in the
different vectors S and M.

Figure 3 shows the specific process of the algorithm that
detects whether the surveillance camera is occluded. ,e
process that the background modeling method based on
background difference and frame difference and the LBP
algorithm are used to detect whether the surveillance camera
is occluded is as follows:

(1) Firstly, a surveillance video which is not occluded is
used to extract the reference image. ,en, the LBP
algorithm is used to dispose the reference image and
obtain the texture mapping. Finally, the blocked
histogram of the mapping is calculated to construct
the feature vectors. ,e feature vectors will be stored
and it will be called the reference feature vectors.

(2) Firstly, the video sequence which will be detected is
loaded and the background modeling method based
on background difference and frame difference is
used to extract the background image. ,en, the LBP
algorithm is used to dispose the background image
and obtain the mapping. Next, the blocked histo-
gram of the mapping is calculated to obtain the
feature vectors. Finally, the chi-square statistic is
used to measure the similarity between the feature
vector and the reference feature vector. And whether
the video is occluded at this moment will be de-
termined according to the similarity. ,e higher the
similarity is, the less likely the video is occluded; and
the lower the similarity is, the larger the area of the
video is occluded.

(3) If the last frame of the video has not been read, Step 2
will continue to be performed. Otherwise, according
to the continuous number that the video is detected
as occlusion, whether the surveillance camera is
occluded will be output. ,e more the continuous
number is, the more serious the surveillance camera
is occluded.

3. Results and Discussion

3.1. %e Background Modeling Algorithm Based on Back-
ground Difference and Frame Difference. Set Thread1 is 8,
Thread2 is 10, and Thread3 is 10. ,e background image of
surveillance video is extracted by using the improved frame
difference method in literature [10] and the background
modeling method based on background difference and
frame difference proposed in this paper. Figure 4 shows the
background images extracted from two different videos.

From Figure 4, it can be found that the background
modeling algorithm based on background difference and
frame difference can extract a better background image with
fewer video frames. By comparing the background images
extracted from the two videos, it can be found that the
background modeling algorithm based on background
difference and frame difference has more obvious advan-
tages compared with the original method when the fore-
ground objects whose movement speed is slow exist in the
video.

In order to further verify the effectiveness of the back-
ground modeling algorithm based on background difference
and frame difference, the videos with different occluded
areas are shot by using mobile phones. ,e above two
background modeling methods are used to extract the
background image of the videos, respectively. Figure 5 shows
the results.

From Figure 5 it can be seen that fewer video frames will
be used when the background modeling algorithm based on
background difference and frame difference is used to

p7 p0 p1

p6 pc p2

p5 p4 p3

Figure 2: ,e window of the LBP algorithm.

The video sequence 
which will be 

detected is loaded

The background 
image is extracted

The texture mapping 
of the background
image is extracted

The feature vector 
is constructed

The reference 
image is extracted

A surveillance 
video which is not 
occluded is loaded

The texture mapping 
of the reference 

image is extracted

The reference feature 
vector is constructed

The similarity 
is compared

Whether the 
surveillance camera is 

occluded is output

Figure 3: ,e process of occlusion detection for the surveillance
camera.
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extract the background image for the videos with different
occluded areas. By comparing the background images
extracted by the two algorithms, it can be found that the
background image extracted by the background modeling
algorithm based on background difference and frame dif-
ference is more effective.

In order to quantitatively compare the improved frame
difference method in literature [10] and the background
modeling algorithm based on background difference and
frame difference, the same videos with different occluded
areas are disposed. Each video is 13 seconds long and
consists of 400 frames. Using the background modeling

Some frames in the video

�e background images 
extracted by the 

algorithm in paper [10]
(235 frames are used)

�e background images 
extracted by the improved 

algorithm in the paper
(86 frames are used)

(a)

Some frames in the video

�e background images 
extracted by the 

algorithm in paper [10]
(73 frames are used)

�e background images 
extracted by the improved 

algorithm in the paper
(33 frames are used)

(b)

Figure 4: ,e background images extracted by two different algorithms. (a) ,e background images extracted from the video whose
surveillance scene is the hallway. (b) ,e background images extracted from the video whose surveillance scene is the highway.

39 frames are used

36 frames are used

34 frames are used

62 frames are used

59 frames are used

85 frames are used

�e background images 
extracted by the algorithm 

in paper [10]

�e background images 
extracted by the improved 

algorithm in the paper

39 frames are used

29 frames are used

35 frames are used

66 frames are used

52 frames are used

54 frames are used

�e background images 
extracted by the algorithm 

in paper [10]

�e background images 
extracted by the improved 

algorithm in the paper

Figure 5: ,e background images extracted from the videos with different occluded areas.

6 Scientific Programming



algorithm based on background difference and frame dif-
ference can extract 87 background images and the success
rate of background modeling is 82.76%. Using the improved
frame differencemethod in literature [10] only can extract 48
background images and the success rate of background
modeling is 77.08%. So, the background modeling algorithm
based on background difference and frame difference is
better than the improved frame difference method in lit-
erature [10].

3.2. %e Algorithm of Occlusion Detection for the Surveillance
Camera. ,e similarity between the background images
with different occluded areas and the reference image is
calculated by the original LBP algorithm, and the results are
shown in Figure 6. Because the occluded areas are a white
wall and there is little texture information in it, the texture
information in the background image will not change sig-
nificantly when a small area of the white wall is occluded. For
example, the similarity between the background image and
the reference image is 0.34 when a small area of the white
wall is occluded in the background image. ,e similarity
between the background image which is not occluded and
the reference image is 0.14. So, whether the surveillance
camera is occluded cannot be easily determined according to
the similarity. Only when the similarity gradually increases
with the occluded area increase, whether the surveillance
camera is occluded can be determined according to the
similarity.

After analysis, it is found that this problem can be solved
by expanding the window size of the LBP algorithm. Al-
though there is no difference in gray between the white wall

and the white wall, there is a difference in gray between the
white wall and the ground. So, the texture features can be
extracted according to the difference in gray between the
white wall and the ground by adjusting the window size.
When the area of the white wall is occluded, the difference in
gray between the white wall and the ground will change. So,
the texture information extracted will be obviously different.
,en, whether the surveillance camera is occluded can be
determined according to the similarity between the back-
ground image and the reference image. Figure 7 shows the
result that the similarity between the background image and
the reference image gradually increases with the occluded
area increase when the window size is 41 × 41 in the LBP
algorithm. According to the result, the similarity threshold
should be preliminarily set at around 1.0. When the simi-
larity between the background image and the reference
image is greater than the threshold, it can be determined that
the surveillance camera is occluded, and the larger the
similarity is, the larger the occluded area will be.

In order to further verify the effectiveness of occlusion
detection for the surveillance camera based on a comparison
of image similarity, the videos with different occluded areas
are disposed. Whether the camera is occluded is determined
according to the similarity between the background image
and the reference image. Each video is 13 seconds long and
consists of 400 frames. When set Thread1 is 8, Thread2 is 10,
and Thread3 is 10, about 10 background images can be
extracted from each video. It means whether the camera is
occluded can be determined every 1.3 seconds. 87 back-
ground images are extracted from all videos, and when the
similarity threshold is set as 0.8,0.9,1.0,1.1, and 1.2, the

(a) (b) (c) (d)

Figure 6: When the size of the window is 3 × 3, the similarity of the background image with different occluded areas and the reference
image. (a) No area occluded 0.14. (b) A small area occluded 0.34. (c) A large area occluded 1.70. (d) A large area occluded 1.83.

(a) (b) (c) (d)

Figure 7: When the size of the window is 3 × 3, the similarity of the background image with different occluded areas and the reference
image. (a) No area occluded 0.16. (b) A small area occluded 1.09. (c) A large area occluded 2.82. (d) A large area occluded 2.89.

Scientific Programming 7



accuracy rate of recognition, the false positives rate, and the
false negatives rate are shown in Table 1.

From Table 1, it can be seen that the accuracy rate of
recognition, the false positives rate, and the false negatives
rate are better when the similarity threshold is set as 1.0.

4. Conclusions

Considering previous background modeling methods have
the disadvantages that the calculation is complex and
constructing the background image takes a long time, the
background modeling method based on frame difference is
improved in this paper. Combining the background dif-
ference, a new background modeling method based on
background difference and frame difference is proposed.,e
simulation results show that fewer video frames are used
when the background modeling algorithm based on back-
ground difference and frame difference is used to extract the
background image, and the background image extracted is
better. ,e above advantages are a good foundation that
whether the camera is occluded can be determined by
comparing the similarity of the background image and the
reference image because the real-time requirements will be
satisfied. In the algorithm of occlusion detection for the
surveillance camera based on comparison of image simi-
larity, the LBP algorithm is used to compare the similarity
between the background image and the reference image. By
setting an appropriate similarity threshold, the actual de-
mand can be well met and the application value is very high.
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