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Hard Lattice problems are assumed to be one of the most promising problems for generating cryptosystems that are secure in
quantum computing. +e shortest vector problem (SVP) is one of the most famous lattice problems. In this paper, we present
three improvements on GPU-based parallel algorithms for solving SVP using the classical enumeration and pruned enumeration.
+ere are two improvements for preprocessing: we use a combination of randomization and the Gaussian heuristic to expect a
better basis that leads rapidly to a shortest vector and we expect the level on which the exchanging data between CPU and GPU is
optimized. In the third improvement, we improve GPU-based implementation by generating some points in GPU rather than in
CPU. We used NVIDIA GeForce GPUs of type GTX 1060 6G. We achieved a significant improvement upon Hermans’s im-
provement. +e improvements speed up the pruned enumeration by a factor of almost 2.5 using a single GPU. Additionally, we
provided an implementation for multi-GPUs by using two GPUs. +e results showed that our algorithm of enumeration is
scalable since the speedups achieved using two GPUs are almost faster than Hermans’s improvement by a factor of almost 5. +e
improvements also provided a high speedup for the classical enumeration. +e speedup achieved using our improvements and
two GPUs on a challenge of dimension 60 is almost faster by factor 2 than Correia’s parallel implementation using a dual-socket
machine with 16 physical cores and simultaneous multithreading technology.

1. Introduction

A lattice L is the set of all integer combination of n linearly
independent vectors b1, b2, . . . , bn in Rm. +ese vectors are
known as a basis of the lattice. +e most famous computational
problems involving lattices are the shortest vector problem
(SVP) and closet vector problem (CVP). Concretely, in SVP,
given a basis b1, b2, . . . , bn, one is asked to output the shortest
nonzero vector in the lattice, and in CVP, given a basis
b1, b2, . . . , bn and a target t ∈ Rm, one is asked to output a
lattice vector closest to t. SVP and CVP are NP-hard problems
on the worst case [1, 2].

Due to the hardness of SVP and CVP, they are widely used
in cryptography and other mathematical applications. More
precisely, they are employed for creating public key crypto-
systems that are known as lattice-based cryptosystems. Lattice-
based cryptosystems have advantages over the earlier crypto-
system in terms of speed and hardness, where lattice-based

cryptosystems can be implemented more faster than RSA and
ECC cryptosystems at an equivalent security level [3, 4].
Moreover, lattice problems are known to be postquantum
problems [5]. +e most known lattice-based cryptosystems are
GGH [6], NTRU [7], and recently LWE-based cryptosystems
[8, 9]. Furthermore, the theory of lattices hasmore investigation
in cryptography beyond creating new cryptosystems such as
breaking some public key cryptosystems such as RSA and ECC.

+e currently known algorithms for SVP and CVP can
be classified into two categories:

(1) Approximation algorithms which return an ap-
proximation solution to either SVP or CVP: the first
polynomial-time approximation algorithm for SVP
was the celebrated Lenstra, Lenstra, and Lovász
(LLL) basis reduction algorithm [10] which achieves
an approximation factor 2O(m) exponential in the
dimension m. +en, the idea of blockwise reduction
appeared and several blockwise lattice reduction
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algorithms [11–14] were proposed successively.
Currently, the most used approximation algorithm
for SVP is Blockwise Korkine–Zolotarev (BKZ)
developed by Schnorr and Euchner [14]. LLL and
BKZ are mainly used to reduce a basis in order to
enhance the basis quality. In approximation algo-
rithms, they are usually used along with a pruned
enumeration [15]. Pruned enumeration is based on
deleting subtrees that are unlikely to lead to a
solution.

(2) Exact algorithms which return an exact solution for
either SVP or CVP: they are based on the exhaustive
search. Consequently, they are expensive in terms of
running time, which is at least an exponential of the
dimension of the lattice. Exact algorithms include
classical enumeration [16], otherwise known as
ENUM; also Voronoi cell [17] is known for SVP and
CVP and Sieving [18] for SVP. +ere is no Sieving
algorithm known to solve CVP instances.

Both categories are important and in fact are combined.
First, lattice reduction approximation algorithms cannot
output shortest vectors in high-dimensional lattices. +ey
are used to find vectors that are sufficiently short to ensure
an enumeration process to work efficiently. Second, the
running time of enumeration algorithms depends on the
quality of the input basis. So, preprocessing the input lattice
basis using a lattice reduction approximation algorithm is an
essential part of enumeration algorithms.

In this paper, we focus our work to the parallel lattice
enumeration algorithms for solving SVP on Graphics
Processing Unit (GPU). +e classical algorithms for lattice
enumeration were first proposed by Kannan [16] and by
Fincke and Pohst [19]. +erefore, the enumeration is
sometimes referred to as KFP algorithm. A distinguishing
feature of these algorithms is that they require a polynomial-
space complexity. Moreover, they have good asymptotic
runtime, with the best theoretical algorithm (due to Kannan
[16]), and further analyzed in [20], achieving 2O(mlogm)

worst-case time complexity, where m is the dimension of the
lattice. Based on the enumeration algorithms presented by
Kannan [16] and by Fincke and Pohst [19], Schnorr and
Euchner [14] proposed another popular polynomial-space
enumeration algorithm to search for the shortest vector of a
lattice, which runs in exponential time, and the cost is no
more than 2O(m2) in the lattice dimension m. Although the
complexity of the Schnorr–Euchner enumeration seems
higher than that of Kannan’s; it is in fact a widely used
practical method. For example, it is a fundamental tool in the
popular mathematical libraries NTL [21] and fpLLL [22].

Enumeration algorithms for solving SVP can be viewed
as a depth-first search in a tree structure, going over all
vectors in a specified search region deterministically. Typ-
ically, a basis reduction such as BKZ is performed first to
improve the basis to one likely to yield a short vector via
enumeration. +e enumeration tree (conducted by classical
enumeration algorithms) for solving SVP grows largely due
to the large number of subtrees, which makes the researchers
looking for an alternative approach to speed up the

enumeration. Schnorr and Euchner [14] proposed a new
strategy called the pruned enumeration. +e main idea of the
pruned enumeration is to prune subtrees of the search tree in
which the probability of finding an exact solution is too small
[23]. By using the pruned enumeration, exhaustive search is
restricted to only a subset of the set of all possible solutions.
Although, this may lead to some probability of missing the
exact solution, but it gives a significant improvement in
terms of the execution time. In [23], Gama et al. proposed
the extreme pruning approach to solving SVP and ap-
proximate SVP and showed that it is possible to speed up the
enumeration exponentially by randomizing the algorithm.

1.1. Previous Works. Dealing with SVP using parallel com-
puting architecture is not a new trend. +ere are much works
for that either for approximation algorithms such as LLL and
BKZ or for exact algorithms such as Enumeration [16] and
Sieving [18]. Backes and Wetzel [24] presented the first parallel
implementation of LLL on multicores computer architecture.
+ey have shown an improvement of about 3.2 timesmore than
that in the traditional nonparallel algorithm. Afterward, the
same authors introduced numbers of modifications [25] that
increase the speedup of the algorithm in [24] by a factor 1.25.
+e enumeration for the shortest vector was considered in [26],
achieving its improvement by making use of Field Program-
mable Gate Arrays (FPGAs). Dagdelen and Schnieder [27] have
implemented a new parallel algorithm based on the modified
version of KFP enumeration algorithm by a new algorithm
invented by Schnorr and Euchner [14]. Dagdelen and
Schnieder’s parallel algorithm has achieved using multicores
CPU a significant speedup of reaching up to factor 14 compared
to the currently best sequential public implementation (fpLLL
implementation [22]). Hermans et al. [28] presented a GPU
implementation of enumeration using Nvidia GeForce GTX
280 GPU. It is notable that the authors with this cheap and
simple specification of GPU compared to the current available
GPUs could achieve an implementation five times faster than
that in a single core of an Intel Core 2 Extreme QX9650 at
3GHz. +e enumeration algorithm with embedding the ex-
treme pruning approach is exploited on cloud computing
service providers in [29].+e cloud computing service provider
has allowed the authors to test the shortest vectors of height
dimensions, for example, 114 and 120 dimensions, providing
them by many high-performance NVIDIA GPUs. Subse-
quently, Correia et al. [30] showed that the search tree of the
enumeration-based CVP contains many symmetric branched.
+ey proposed to avoid the redundant computation by ex-
ploring only one of the symmetric branches, which reduces the
number of branches that are computed. In addition, they
proposed another strategy that balances the workload among
threads on multicores. +ese strategies are implemented on
multicores improving the implementation of [27] by a factor of
35% to 60%.

1.2. Our Contribution. In this paper, we present an im-
proved parallel version of the pruned enumeration algo-
rithm (approximation algorithm) of [14] that finds a
shortest, nonzero vector in a lattice. In addition, we show
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that the proposed improvements are efficient for the classical
enumeration (exact algorithm). We use the CUDA frame-
work of NVIDIA for implementing the algorithm on GPU.
+e results showed that our strategies improve Hermans’s
implementation [28] based on pruned enumeration by a
factor of almost 5 using two GPUs. For classical enumer-
ation, we compare our implementation to Correia’s
implementation [30]. +e experimental results by solving a
challenge of dimension 60 showed that our strategies based
on two GPUs is twice faster than Correia’s implementation
based on 16 physical cores and simultaneous multithreading
technology.

+e GPU is considered as one of the most promising
technology in the parallel computing field due to its in-
tensive computation power. It speeded up the performance
of many problems such as [31, 32]. A single GPU contains
thousands of cores. Besides, GPU is developed with speeds
far exceeding the development rate of CPUs. GPU from the
hardware view is classified as a heterogeneous model, and it
works along with the CPU; the input data must pass first
through the CPU and then copied to the GPU. +is oper-
ation is considered as the main factor which reduces the
performance of the parallel computing on GPU. +e fre-
quent transmitting of data between CPU and GPU might
affect the performance of our parallel computing. To avoid
that we have to copy only the data that cannot be generated
easily on GPU. In other words, GPU has a powerful com-
putation, so generating data computationally might cost less
than copying them. However, in some cases, the operation of
generating data causes slowness in the execution time. +e
trade-off between the cost of copying data and generating
data must be treated carefully as one of the important factors
for improving the parallel computing in GPU.

In order to speed up the computation of solving SVP
using the enumeration, we can make use of GPU, dividing
the search tree of SVP to thousands of subtrees that can run
independently. +e search tree is divided into two parts: the
first part runs on CPU and the second part runs on GPU.
+ose two parts are separated by a level α on which the
subtrees are generated and sent to GPU to run. Each subtree
is assigned to a thread in GPU. Actually, there are millions of
subtrees that cannot be sent at once to GPU, so we may need
many trips to GPU in order to cover all subtrees generated
on level α.

+e technical core of our contribution is proposing three
strategies for speeding up the running time of the classical
enumeration and pruned enumeration. +e first strategy is
based on randomizing the basis. We perform randomization
to get set of basis, for example, 100 basis. And then, we
measure the quality of each basis by estimating the nodes of
the enumeration tree of each basis. As suggested by Hanrot
and Stehlé [20], the nodes of an enumeration tree can be
estimated using the Gaussian heuristic. +e basis that leads
to fewer nodes is selected as the best basis. +e second
strategy is based on expecting the best level α on which the
cost of transferring the data between CPU and GPU is very
low, while the third strategy is based on gaining the im-
provement based on GPU, which can be carried out by
generating some subtrees in GPU rather than in CPU. +e

main idea of the third strategy is similar to another one used
for improving BDD Enumeration [33].

1.3. Our Results. Our work shows that we can improve
Hermans et al.’s implementation [28] for pruned enumer-
ation and Correia et al.’s implementation [30] for classical
enumeration by applying some improvements such as
starting with a better basis and choosing a good level for
exchanging the data between GPU and CPU. Additionally,
we propose to generate some subtrees with specific prop-
erties on GPU rather than CPU.

1.4. Roadmap. +e rest of the paper is organized as follows.
In Section 2, we introduce a background on lattice basis
reduction. In Section 3, we show the classical enumeration
algorithm for solving SVP. In Section 4, we describe the
pruned enumeration algorithm for solving SVP. Section 5 is
dedicated to show our contribution for improving the
current parallel algorithm for solving SVP using GPU. In
Section 6, we show the experimental results. Finally, con-
clusions and future work are shown in Section 7.

2. Preliminaries

In this section, we first define the lattice followed by a brief
review of the needed background on lattice and lattice basis
reduction.

Let Rm be the Euclidean m-dimensional space and B �

b1, b2, . . . , bn  be a set of linearly independent vectors in
Rm. +e lattice generated by B is the set

L(B) � a1b1 + · · · + anbn, ai ∈ Z  (1)

of all linear integral combinations of B. +e set B is called a
basis for the lattice L(B). +e integers m and n are called the
dimension and rank of the lattice, respectively. If n � m, then
L(B) is called a full rank lattice. A lattice L is said to be
integral if it is contained in Zm, namely, any basis for L only
consists of integer vectors. In this paper, we assume that the
basis vectors b1, b2, . . . , bn  for the lattice L have integer
entries, which is the usual case in the lattice-based
cryptography.

Usually, for simplicity, a basis B � b1, b2, . . . , bn  is
represented by a m × n matrix, with columns consisting
of the vectors of a basis of lattice L. We define the deter-
minant or volume of lattice L, denoted by det(L), as
det(L) �

��������
det(BTB)


. Since we search for a shortest vector,

we must be aware that the basis of lattice is not unique. For
any two distinct basis matrices B and C, we say that L(B) �

L(C) if and only if B and C are related by unimodular
matrix, i.e., C � UB, where U is an m × m matrix with in-
teger entries and determinant det(U) � ±1.

Such transformation of a unimodular matrix enables us
to generate a new basis that is better than the original basis.
Consequently, the question comes up is when a basis is
“better” or more convenient than another. We can say that a
basis for a lattice that is “as close to orthogonal as it can be” is
the convenient one [34]; as a result, we can say that a closer
basis to orthogonal is better. So, the initial step for getting a
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shorter vector as a basis for a lattice is to generate an or-
thogonal basis; then, based on the orthogonal basis as well as
what is so-called lattice reduction, we can generate a better
basis.+e lattice basis reduction is the procedure of finding a
basis with vectors as short and nearly orthogonal. A famous
method for generating an orthogonal basis for a lattice L is
the Gram–Schmidt orthogonalization method.

+e Gram–Schmidt orthogonalizationmethod is applied
by transforming any set of vectors to another set of vectors
which are pairwise orthogonal, and they span the same space
in addition.

For a given lattice basis b1, b2, . . . , bn , we define the
corresponding Gram–Schmidt orthogonalization basis
b∗1 , b∗2 , . . . , b∗n  as follows:

b
∗
1 � b1,

b
∗
i � bi − 

i− 1

j�1
μi,jb
∗
j ,

where μi,j �
〈bi, b
∗
j 〉

b
∗
j

�����

�����
2 ,

(2)

where 〈, 〉 denotes the inner production and denotes Eu-
clidean norm.

+e Gram–Schmidt orthogonal basis vectors
b∗1 , b∗2 , . . . , b∗n  may seem to be the best reduced basis
vectors, but that is not true because they are not necessarily
in the lattice. If the basis b1, b2, . . . , bn  consists of integer
vectors, then the Gram–Schmidt orthogonal basis vectors
b∗1 , b∗2 , . . . , b∗n  and the coefficients μi,j are rational [14].
However, the Gram–Schmidt orthogonal basis is helpful in
the lattice reduction process; the lattice reduction can be
computed easily if one has basis which is orthogonal or
sufficiently close to orthogonal basis [34]. In 1982, Lenstra
et al. [10] proposed a notion called LLL reduction and a
polynomial-time reduction algorithm that compute an LLL-
reduced basis from arbitrary basis of the same lattice. LLL
algorithm is based on Gram–Schmidt orthogonal, and it
aims to generate a new basis of lattice which is as close as
possible to Gram–Schmidt orthogonal basis. Nowadays, the
algorithm used for lattice reduction in practice is the BKZ
algorithm. In this paper, we use the BKZ implementation in
the NTL library of Shoup [21] to perform BKZ reduction.

3. Classical Enumeration Algorithm

In order to solve SVP, enumeration algorithms are usually
employed, since they are the most efficient algorithms for
currently realistic dimensions. +e standard enumeration
algorithm usually attributed to [16] and by Fincke and Pohst
[19]. In [14], Schnorr and Euchner presented a zig-zag
strategy for enumerating the lattice vectors to make the al-
gorithm have a better performance in practice.+is algorithm
(pseudocode can be found inAlgorithm 1) can be described as
follows: given as input a basis B � b1, b2, . . . , bn , the
Gram–Schmidt coefficients μi,j, 1≤ i, j≤ n, the quadratic
norm of the Gram–Schmidt orthogonalization ‖b∗1 ‖2, ‖b∗2 ‖2,

. . ., ‖b∗n ‖2 of B, and an initial bound A ∈ R > 0, and its goal is
to find a coefficient vector u ∈ Zn satisfying the equation



n

i�1
ui · bi

���������

���������
� min

x∈Zn


n

i�1
xi · bi

���������

���������
. (3)

+e search space of the original enumeration algorithm
is the set of all coefficients vectors u ∈ Zn that satisfy
‖ 

n
i�1 ui · bi‖≤A. +ose linear combination are organized in

a tree structure. Leafs of the tree contain full linear com-
binations, whereas inner nodes contain partly filled vectors.
+e search for the tree leaf that determines a nonzero
shortest vector is performed in a depth-first search order
[16]. +e most important part of the enumeration is cutting
off parts of the tree, i.e., the strategy in which the subtrees are
explored and subtrees that do not lead to a shorter vector are
eliminated. +is strategy is based on the computation of an
intermediate squared norm lk, where k is a level of the tree.
+e following lemma shows how it is computed.

Lemma 1 (see [34]). Let b1, b2, . . . , bn be a basis for the
lattice L, b∗1 , b∗2 , . . . , b∗n be Gram–Schmidt orthogonal basis
and μi,j be the Gram–Schmidt coefficients for 1≤ i, j≤ n. Let
A ∈ R > 0 be an upper bound for the Euclidean norm of the
lattice L. Let v � 

n
i�1 bivi ∈ L such that ‖v‖2 ≤A; then, for

1≤ k≤ n,



n

i�k

vi + 

n

j�i+1
μj,ivj

⎛⎝ ⎞⎠

2

b
∗
i

����
����
2 ≤A. (4)

Let lk � 
n
i�k (vi + 

n
j�i+1 μj,ivj)

2‖b∗i ‖2 and
ck � 

n
j�k+1 μj,kvj. Consequently, the inequality can be re-

duced to the following formula:

lk � lk+1 + vk + ck( 
2

b
∗
k

����
����
2 ≤A. (5)

4. Pruned Enumeration Algorithm

In order to decrease the execution time of Schnorr and
Euchner’s algorithm, Schnorr and Hörner suggested a modi-
fication to enumeration in 1995 [15], called pruning. +e
pruned enumeration is based on deleting subtrees that are
unlikely to lead to a solution. +e main idea of the pruned
enumeration is to prune subtrees of the search tree in which the
probability of finding an exact solution is too small [23]. By
using the pruned enumeration, exhaustive search is restricted to
only a subset of the set of all possible solutions. Although, this
may lead to some probability ofmissing the exact solution, but it
gives a significant improvement in terms of the execution time.
In 2010, Gama et al. proposed the enumeration with extreme
pruning [23], which prunes a much higher number of nodes of
the enumeration tree, thus significantly reducing the execution
time of the algorithm. Although the extreme pruning speeds up
significantly the search tree, the probability of missing the
solution is very high. +e probability to find a solution is only
0.1%. However, according to Gama et al., the probability can be
increased to reach more than 90% if we perform the enu-
meration almost 1000 times on different bases. In this paper, we
focus on the pruned enumeration and propose an efficient
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approach for speeding up the search using the pruned
enumeration.

+e pruned enumeration is based on using a bound Ak

for each level k rather than using the bound A for all levels.
Mathematically, in the pruned enumeration, we replace the
inequality lk <A, at each level k by lk <Ak, where Ak is the
bound at level k. +e bound Ak at level k is driven from the
bound A using a function called a bounding function. A
well-chosen bounding function helps significantly in enu-
merating rapidly the tree and at the same time leads to a
solution. Actually, there are many bounding functions; the
famous one is the linear bounding function proposed by
Schooner and Euchner [14], which is
Ak � A · min(1, (1.05)k/n). +e pruned enumeration algo-
rithm is similar to Algorithm 1 except that we compute Ak

before Step 3 and replace A by Ak in Step 6 of Algorithm 1.

5. The Proposed GPU-Based
Pruned Enumeration

In this section, we propose a GPU-based pruned enumer-
ation algorithm (Algorithm 4) that searches for the shortest
vector in a lattice. +is algorithm is an improved version of
the GPU algorithm described by Hermans et al. [28], which
is in turn based on the enumeration algorithm ENUM
proposed by Schnorr and Euchner [14]. GPU-based pruned
enumeration algorithm can be easily adapted to be a GPU-
based classical enumeration algorithm just by eliminating
the pruning condition. +e improvements are done by in-
troducing three strategies for speeding up the running time
of the pruned enumeration Algorithm 2. +e first strategy,
presented in Section 5.1.1, is used to improve the quality of
the lattice basis by finding a better basis that speeds up the
enumeration. +e second strategy is based on expecting the
best level α on which the cost of transferring the data be-
tween CPU and GPU is very low and is presented in Section
5.1.2. +e third strategy, presented in Section 5.2, is based on
gaining the improvement based on GPU, which can be
carried out by generating some subtrees in GPU rather than
in CPU.

+e pseudocode of the proposed GPU-based pruned
enumeration algorithm is shown in Algorithm 4. It consists
of three different phases: the preprocessing (Steps 3 and 4),
sequential part (Steps 6–14 and Steps 30–34), and parallel
part (Steps 15–29). In Step 3, we call Algorithm 2 to apply the
strategy for choosing the better basis. In Step 4, we apply the
second strategy by choosing a good level α for exchanging
the data between GPU and CPU. +e sequential part is
executed on CPU. It works as follows: first, we generate
GPU-points on CPU using Algorithm 3; then, the generated
GPU points are sent to run on GPU. Once the execution of
GPU points on GPU is terminated, Algorithm 3 is used again
to generate another GPU point for the next launch of GPU.
+e parallel part runs on GPU. +is part processes in the
same way as the parallel part of the parallel algorithm in [28],
except that when a subtree enumeration is terminated (Step
16), its adjacent subtree corresponding to a neighbor point is
generated on GPU to run on the same thread. If the current
neighbor point is cut off just as it is generated (Step 21), the

subtree enumeration is canceled and a new start point is
assigned to the current thread (Step 26). GPU points in the
set G complete their subtree enumerations on threads in
GPU. In the same way as in [28], a subtree enumeration in
GPU is performed in a zig-zag pattern and depth-first search
order, starting at level α moving towards the leaf level (at
level 0).

5.1. Preprocessing Strategies. In this section, we propose two
preprocessing strategies for choosing a better basis and a
better level α in Algorithm 4. We use a combination of
randomization and the Gaussian heuristic in Section 5.1.1
to expect a better basis that leads rapidly to a shortest
vector; also, in Section 5.1.2, we expect the level on which
the exchanging data between CPU and GPU is optimized.
In [23], Gama et al. used randomization to increase the
success probability of finding a shorter vector by generating
many different basis for a lattice L, while our strategy in
Section 5.1.1 aims to reducing the number of branches of
search tree by finding a basis that is corresponding to a
smaller search tree, i.e., the search tree that has a fewer
branches.

+e Gaussian Heuristic provides an estimate on the
number of lattice points inside a nice enough set. More
specifically, it says that, for a given lattice L and a set S, the
number of points in S∩L is approximately |vol(S)/det(L)|.
In [20], Hanrot Stehlé noticed (and verified in [23]) that the
number of nodes at depth k could be estimated from the
Gaussian heuristic as follows:

Hk �
1
2

·
Vk(A)


n
i�n+1− k b

∗
i

����
����

�
1
2

·
Vk(A)

vol πk(L)( 
, (6)

where Vk(A) denotes the volume of the k-dimensional ball
with radius A.

Recall that the volume of the k-dimensional ball can be
calculated by

Vk(A) � A
k

·
πk/2

Γ((k/2) + 1)
, (7)

where Γ denotes the gamma function [35].
From equation (7) and the volume of a unit sphere in

dimension n, we can heuristically bound the number of
nodes at depth k in the Schnorr–Euchner Algorithm 2 by
setting an initial bound A of the lattice L as follows:

A �
Γ(n/2 + 1)

1/n

��
π

√ · det(L)
1/n

. (8)

5.1.1. Strategy for Selecting Better Lattice Basis. A basis is
better if it leads more rapidly to the solution, i.e., if the
number of nodes of the search tree corresponding to a basis
is smaller; we propose to find a better basis by generating
many basis using a randomization strategy which is carried
out by multiplying the original basis by a random small
unimodular matrix as shown in [6]. +en, we calculate the
corresponding nodes for each basis using the Gaussian
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heuristic as in equation (6). Algorithm 2 describes this
strategy, where the variable rand refers to the number of
generated basis.

5.1.2. Strategy for Determining Level α. Choosing the level α
can be considered a challenging task for implementing the
enumeration algorithm efficiently on GPU because the level

(1) Input: the basis b1, b2, . . . , bn

(2) rand � 1, h � H � 0, and c1, c2, . . . , cn

(3) Compute a bound A using equation (8)
(4) while rand≤ 100 do
(5) Randomize the basis b1, b2, . . . , bn

(6) Reduce the basis b1, b2, . . . , bn using pruned BKZ
(7) R⟵ theminimumnormof the reduced basis of b1, b2, . . . , bn

(8) if R<A then
(9) A⟵ R

(10) end if
(11) Compute H using the bound A and equation (6) ⊳H is the number of nodes
(12) if rand �� 1 then
(13) h⟵H + 1
(14) end if
(15) if H< h then
(16) for i⟵ 1 to n do
(17) ci⟵ bi

(18) end for
(19) h⟵H

(20) end if
(21) rand⟵ rand + 1
(22) end while
(23) Output: the basis c1, c2, . . . , cn

ALGORITHM 2: Generation of a better basis.

(1) Input: Gram–Shmidt Coefficients μi,j, for 1≤ i, j≤ n, ‖b∗1 ‖2, ‖b∗2 ‖2, . . . , ‖b∗n ‖2 and A

(2) v⟵ (1, 0, . . . , 0), l⟵ (0, 0, . . . , 0), c⟵ (0, 0, . . . , 0), Δ⟵ (0, 0, . . . , 0), δ⟵ (1, 0, . . . , 0), u⟵ (1, 0, . . . , 0), s � 1 and
vmin⟵ (1, 0, . . . , 0)

(3) k � 1
(4) While k≤ ndo
(5) lk � lk+1 + (vk + ck)2‖b∗k ‖2

(6) if lk <A then
(7) if k> 1 then
(8) k � k − 1
(9) ck � 

n
i�k+1 viμi,k, vk � uk � − ck, Δk � 0

(10) if vk > − ck then
(11) δk � − 1
(12) else
(13) δk � 1
(14) end if
(15) else
(16) A⟵ lk, vmin⟵ vk

(17) end if
(18) else
(19) k � k + 1, s: � max(s, k)

(20) if k< s then Δk � − Δk

(21) if Δkδk ≥ 0 then vk � uk + Δk

(22) end if
(23) end while
(24) Output: vmin such that v � 

n
i�1 vibi is the shortest vector

ALGORITHM 1: Schnorr and Euchner’s algorithm of enumeration [14].
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α that is very close to the root increases the computation load
on GPU. However, it reduces the possible points on that
level. On the contrary, the level α that is very far from the
root mitigates the computation load on GPU, but it increases
massively the number of possible points sent to GPU, which
means that the number of communications between GPU
and CPU would be increased substantially. Consequently,
the main challenge is how to strike a balance between the
computation load on GPU and the number of communi-
cations between CPU and GPU. In other words, the chal-
lenge is how we can determine the best choice of level α that
combines the two objectives of mitigating the computation
load and the number of communications between CPU and
GPU at the same time. In this section, we propose a strategy
for this challenge. +e strategy we use is based on using
Gaussian heuristic to compute the expected nodes on the
candidate levels. And then by approximating time taken for
running a node on GPU, we can expect the execution time
for implementing all nodes of enumeration for each level by
multiplying the number of nodes by the time approximate
for running a node on GPU. Finally, we choose the best

choice for level α which is corresponding to the smallest
expected execution time. For example, assume that we have a
lattice L of dimension 100 and ten candidate levels from α �

31 to α � 40. Firstly, we calculate the expected number of
nodes Hα on each level α using equation (6). +en, we run
the GPU’s kernel for each candidate level for a short time,
and by using a CUDA utility called nvprof, we can get the
average time taken for executing GPU’s kernel. +en, by
dividing this time by the number of nodes per GPU’s kernel,
we get an approximate execution time for a node. Assume
that the execution times for a node are Time31, . . ., Time40,
corresponding to levels α � 31, . . ., α � 40, respectively.
Now, we can expect the execution time for a level α by
multiplying the approximate time taken for executing a node
by the number of nodes for this level. More precisely, let
T31, . . . , T40 denote the expected executions times for all
nodes on levels α � 31, . . ., α � 40, respectively. +en,
T31, . . . , T40 are computed as follows: T31 � H∗31Time31, . . .,
T40 � H∗40Time40. +e level corresponding to the smallest
value among T31, . . ., T40 is selected as the best level for
generating the GPU points.

(1) Input: Gram–Shmidt coefficients μi,j for 1≤ i, j≤ n, ‖b∗1 ‖2, ‖b∗2 ‖2, . . . , ‖b∗n ‖2 and A

(2) v⟵ (1, 0, . . . , 0), l⟵ (0, 0, . . . , 0), c⟵ (0, 0, . . . , 0), Δ⟵ (0, 0, . . . , 0), δ⟵ (1, 0, . . . , 0), u⟵ (1, 0, . . . , 0), s � 1,
vmin⟵ (1, 0, . . . , 0), α and N

(3) SV � ∅, SΔ � ∅
(4) t� n
(5) while t≤ n do
(6) lt � lt+1 + (vt + ct)

2‖b∗t ‖2

(7) if lt ≤A then
(8) if t �� α then
(9) SV � SV∪ vα, vbeta+1, . . . , vn 

(10) SΔ � SΔ∪ Δα,Δbeta+1, . . . ,Δn 

(11) if |SV|≥N then
(12) return
(13) end if
(14) while lt <A do
(15) update Δt and vt

(16) lt � lt + (vt + ct)
2‖b∗t ‖2

(17) end while
(18) else
(19) if t> 1 then
(20) t � t − 1
(21) ct � 

n
i�t+1 viμi,t, vt � ut � − ct, Δt � 0

(22) if vt > − ct then
(23) δt � − 1
(24) else
(25) δt � 1
(26) end if
(27) else
(28) A⟵ lt, vmin⟵ vt

(29) end if
(30) end if
(31) else
(32) select vt new value using zig-zag pattern
(33) end if
(34) end while
(35) Output: the sets of GPU points SV and SΔ

ALGORITHM 3: Generation of GPU points.
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5.2. Strategy for Improving Uses of GPU. +e overhead of
transmitting data between the CPU and GPU can be
mitigated by decreasing the number of GPU points sent to
GPU. In order to achieve that we propose to classify the GPU
points into two types such that the transferring operation is
needed only for the first types, while for the second type, the
GPU points are generated on GPU rather than CPU. Let us
call the first type of GPU points the start points and the
second types of GPU points the neighbor points (Figure 1).
Start points represent GPU points that cannot be generated
depending on its adjacent point without moving subse-
quently up in the tree. While neighbor points are GPU
points that can be easily expected based on the values of their
adjacent points without having to move in the tree. For
example, assume that we have five points p1, p2, p3, p4, and
p5 on the level α. Let lp1α, lp2α, lp3α, lp4α, and lp5α be the
corresponding values of p1, p2, p3, p4, and p5, respectively.
+e point p1 is sent to GPU if the inequality lp1α≤A holds,
otherwise it is cut off. As depicted in Figure 1, since lp1α≤A,
then the next value of Δα can be calculated easily (Step 20 of
Algorithm 1). Subsequently, as in Step 21 of Algorithm 1, the
factor vp2α is calculated, so we can say that the point p2 is a

neighbor point since it is generated just by using the integers
Δα and vα of its adjacent point p1. Similarly, we can generate
the neighbor point p3. Now, we are at the point p4, and since
lp4α>A, then the enumeration algorithm moves up, so the
factor vp5α of the point p5 will be calculated using Step 9 of
Algorithm 1, which depends on the values of vk for
n≤ k≤ α − 1. Consequently, point p5 cannot be generated
without revealing those values of vk. In other words, from
point p4, we have to move in the tree until we reach the point
p5 and then those values will be revealed. +us, we can say
that the point p5 is a start point.

5.2.1. Generating GPU-Point Algorithm. +e improvement
of strategy in Section 5.2 is mainly applied in Steps 7–18 of
Algorithm 3 and Steps 16–21 of Algorithm 4.We showed the
workflow of Algorithm 4. Now, we will show how Algo-
rithm 3 is implemented. Algorithm 3 is implemented in CPU
in the same way as in [28]. It starts by initializing the value of
v at the root level by (1, 0, 0, . . . , 0) (Step 2). At the root level
(top level), the only revealed value is vn � 1; the other values
vn− 1, . . . , vα will be revealed during traversing the tree in the

(1) Input: basis b1, b2, . . . , bn, GSIZE and a small integer q ≈ 5000
(2) Compute the quadratic norm of the Gram–Schmidt orthogonalization basis and coefficients ‖b∗1 ‖2, ‖b∗2 ‖2, . . . , ‖b∗n ‖2 and μi,j for

1≤ i, j≤ n

(3) Generate a better basis using Algorithm 2
(4) Determine the best choice of level α using the strategy shown in Section 5.1.2, G � ∅ andR � ∅
(5) while true do
(6) T � GSIZE − |R| ⊳ denotes the number of elements
(7) Generate T GPU-points p1, . . . , pN on level α using Algorithm 3
(8) G � G∪ p1, . . . , pN 

(9) if |G|≤ q then
(10) Enumerate the GPU-points in G on CPU
(11) break;
(12) end if
(13) Copy G to GPU memories
(14) Start the GPU stage
(15) for each thread inGPU do
(16) if the current enumeration corresponding to a start-point p is cut off or reaches level α then
(17) Produce a g neighbor-point of the start-point p

(18) Calculate lα for the neighbor-point g

(19) if lα ≤A then
(20) +e enumeration corresponding to g is launched on the current thread
(21) else
(22) if this start-point p is the last point in G then
(23) Stop enumeration on GPU and return to CPU
(24) end if
(25) Set a flag that indicates that the start-point p terminates its corresponding enumeration
(26) Select a new start-point and launch its corresponding enumeration on the current thread
(27) end if
(28) end if
(29) end for each
(30) Stop the GPU stage
(31) Copy start points that terminate their enumerations in GPU to R

(32) G � G − R

(33) end while
(34) Output: a shorter vector v � (v1, v2, . . . , vn)

ALGORITHM 4: +e proposed GPU-based pruned enumeration.
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zig-zag pattern and depth-first search order towards the level
α. When the enumeration reaches the level α, the search
order is changed to be a breadth-first search order as long as
lα ≤A. +e difference between our Algorithm 3 and the
algorithm for generating GPU points in [28] is that we
generate only the start points. In fact, for each GPU point p

at level α, we have two cases:

(1) lα ≤A (Step 7): in this case, the GPU point p is
accepted and added to the set G (the set of GPU point
sent subsequently to GPU); then, the tree is enu-
merated in the breadth-first search order for re-
vealing the next point. However, in this case, the next
point is considered as the neighbor point, so there is
no need to be added to G, and it can be generated
easily afterward in GPU using Steps 16–18 of Al-
gorithm 4. For each GPU point p ∈ G, we store the
values (vα, vα+1, . . . , vn) and (Δα,Δα+1, . . . ,Δn), and
these values are used to initialize the data of the GPU
point in GPU.

(2) lα >A, in this case, the subtree corresponding to the
point p is cut off and the enumeration moves up to
the parent point using the zig-zag pattern (Steps
20–26 of Algorithm 3). +us, the enumeration al-
gorithm continues moving up and down in the
depth-first search order until it returns back to the
level α with a new value lα <A. +en, the corre-
sponding point is taken as a new GPU point, and we
use the same procedure as in case (1).

6. Experimental Results

In this section, we present the results obtained by imple-
menting the proposed strategies. In addition, some analysis
were conducted to show the high performance of GPU
achieved by using improvements of Sections 5.1.2 and 5.2.
Our implementations of pruned enumeration and classical
enumeration are compared to Hermans’s pruned enumer-
ation [28] and Correia’s enumeration [30], respectively. +is
section is organized as follows. In Section 6.1, we present the

platform specification and the dataset of our implementa-
tion. In Section 6.2, we describe in detail the implementation
results showing the execution time achieved by using each
proposed strategy for pruned enumeration, and we also
compare our implementation results to Hermans’s imple-
mentation results. In Section 6.3, we show the imple-
mentation results for classical enumeration using the
proposed strategies. +en, we compare our GPU execution
time to CPU multicores execution time of Correia’s
implementation.

6.1. Platform Specification and Dataset. In order to examine
our algorithm’s improvements, we use two Nvidia GeForce
GTX 1060 GPUs for the parallel execution with a CPU of
Intel Core 2 Quad at 2.83GHz for the sequential execution
such that each GPU runs along with a separated core of
CPU. +e used software is CUDA 9.1 platform installed on
Ubuntu Linux 16.10. Regarding dataset of our imple-
mentation, we distinguish between two types of dataset: the
dataset for pruned enumeration and the dataset for classical
enumeration. +e dataset for pruned enumeration is gen-
erated using the NTL package, which is considered as one of
the famous available mathematical packages for lattice. +e
use of NTL package allows us to generate more samples for
each dimension and to conduct more examinations on our
improvements. We generate five samples for each dimen-
sion, where a sample is a basis of a matrix of n columns; the
bit size of each element of each row is set to 64 bits. +e
dataset for classical enumeration is a single sample provided
from SVP-Challenge (http://www.latticechallenge.org/svp-
challenge/)for dimension 60. +e dimension n of the lat-
tice is set to be varied between 80 and 110 for the pruned
enumeration, while it is set to 60 for the classical enu-
meration. Level α on which we create the GPU points is set
depending on the second strategy. In general, it ranges from
n − 20 to n − 42 for the pruned enumeration, and it is set to
n − 14 for the classical enumeration. +e transferring GPU
points from CPU to GPU for each launch of GPU’s kernel
are around 393,216 GPU points. Occupancy in GPU is
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Figure 1: Our parallel enumeration.
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considered one of the main factors for obtaining full use of
GPU, so we must set carefully the number of threads per
block which plays an important role in boosting the im-
plantation process of GPU. Our implementation tests show
that the thread block of size 128may be a good choice for our
Nvidia card, and it yields to high computational
performance.

+e traditional procedure for improving the quality of
the lattice basis is to use a reduction method before
implementing the enumeration algorithm, e.g., LLL or BKZ
reduction. Actually, we use BKZ reduction in our imple-
mentation. For pruned enumeration, we set BKZ block size
to 30, 35, 35, and 45 for dimensions 80, 90, 100, and 110,
respectively, while for classical enumeration, we set BKZ
block size to 20 for dimension 60. +ere are two libraries
available for lattice reduction: the NTL library of Shoup [21]
and fpLLL library of Albrecht et al. [22]. +e fpLLL library
does not offer BKZ. +erefore, for our experiments, we use
the NTL library.

6.2. Implementation of Pruned Enumeration. In this section,
we present in detail the implementation process and the
results obtained by implementing each of our proposed
strategies for pruned enumeration. We compare our pruned
enumeration implementation results to Hermans’s pruned
enumeration. For each dimension, we run our code and
Hermans’s code on the same five samples:

(1) +e implementation of the strategy based on gen-
erating GPU points on GPU (Section 5.2): for ex-
amining this strategy, we compare our parallel GPU-
based implementation against Hermans’s parallel
GPU-based implementation [28], where the plat-
form specification and the dataset used in the two
implementations are the same. According to the
experimental results in Table 1, the improvement
gained by using this strategy is around 1.3.

(2) +e implementation of the strategy based on opti-
mizing the selection of level α: for each sample in
dimension n, we compute the expected nodes on
each level based on equation (6), and then by cal-
culating the approximate time taken for executing
GPU’s kernel for nodes as illustrated in Section 5.1.2,
we calculate the expected execution time. Finally, we
select the best one among the candidate levels. For
example, for a sample of dimension n� 100, as in
Table 2, we can see that level 34 is expected to op-
timize the execution time. While in Table 3, level 32
is expected to optimize the execution time for n� 90.

(3) +e implementation of the strategy based on
boosting the basis quality using the randomization
(Section 5.1.1): for each dimension n, we randomize
the original basis 100 times; in each time, we conduct
a BKZ reduction and using a Gaussian heuristic to
obtain the expected nodes for each randomization.
+e result obtained is corresponding to the basis of
fewer nodes. +is strategy speeds up the execution
time by a factor of almost 1.5, as shown in Table 1.

+e results of Table 1 and Figure 2 show that a com-
bination of the three strategies improves the execution time
of Hermans’s pruned enumeration by a factor of almost 2.5.

Finally, we show the scalability of our implementation of
the strategies by using two GPUs.+e results of Table 4 show
that the achieved improvements using two GPUs are almost
twice faster than the improvements of a single GPU. More
precisely, two GPUs speed up the execution time of Her-
mans’s pruned enumeration by a factor of almost 5
(Figure 2).

6.3. Implementation of Classical Enumeration. In this sec-
tion, we present the results of implementing our strategies
on classical enumeration. We compared our implementa-
tion results to Correia’s implementation results [30]. For
dimension 60, we used a single sample obtained from SVP
challenge. We got the execution time of Correia’s imple-
mentation from [30].

+e results depicted in Figure 3 show that the proposed
strategies are also efficient for classical enumeration. A
challenge of dimension 60 can be solved in 45 seconds and
24 seconds using a single GPU and two GPUs, respectively.
While a dual-socket machine with 16 physical cores and
simultaneous multithreading technology [30] solved the
same challenge of dimension 60 in 47 seconds. +us, our
improvements with two GPUs are twice faster than 16
physical cores provided by simultaneous multithreading
technology for the challenge of dimension 60.

6.4. GPU Performance Analysis. Improvements by using
some features of GPU have already been applied in Hermans
et al. [28] such as using registers and shared memory [36].
Although they improved the execution time by reducing the
latency, they affected the occupancy [36] since the sizes of
registers and shared memory are very limited. In general,
using of registers and shared memory achieves improve-
ments of the GPU performance. We also improved the
efficiency of accessing the global memory by applying co-
alescing access of the global memory [36].

In this section, we analyze the performance of our
strategies using GPU factors. +e known factors of GPU
for evaluating the performance are [36] occupancy, di-
vergence, global load efficiency, and global store effi-
ciency. +e last two factors measure the efficiency of

Table 1: Average execution time in seconds for our imple-
mentations and Hermans’s implementation [28].

Hermans et al. [28] with
Dimension

80 90 100 110
I1: Sections 5.2, 5.1.1, and 5.1.2 287 1450 4876 30,726
I2: Sections 5.2 and 5.1.1 365 2177 6305 40,836
I3: Sections 5.2 242 1764 9360 59,482
I4: — 297 2398 12,125 77,982
Speedup of I1 compared to I4 1.03 1.65 2.49 2.54
Speedup of I2 compared to I4 0.81 1.1 1.92 1.91
Speedup of I2 compared to I3 0.66 0.81 1.48 1.46
Speedup of I3 compared to I4 1.23 1.36 1.30 1.31
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using the global memory: the reading and writing effi-
ciencies. We show that our strategies based on GPU likes
“selecting better level α” and “generating GPU points on

Table 2: An example of selecting level α on which GPU points are generated, for dimension n � 100.

Level Expected nodes Execution time for 393,216 nodes Expected time Real time
27 52,967,138 312 42,027 31,209
. . . . . . . . . . . . . . .

31 121,978,431 58 17,992 7,966
32 35,750,903 45 4,091 6,603
33 167,652,863 30 12,850 5,657
34 46,247,260 25 2,940 4,895
35 216,875,236 20 11,030 4,746
36 625,052,451 12 20,092 4508
37 3,663,833,922 9.86 91,871 5,233
38 1,044,016,727 4.15 11,620 5,384
39 5,351,034,447 2,42 32,932 5,872

Table 3: An example of selecting level α on which GPU points are generated, for dimension n � 90.

Level Expected nodes Execution time for 393,216 nodes Expected time Real time
27 367,594,493 14.32 13,386 850
28 159,673,404 8.17 3,317 495
29 946,459,138 4.27 10,277 493
30 330,757,526 2.46 2,069 489
31 1,727,309,500 1.66 7,292 504
32 535,645,634 1.16 1,081 497
33 2,659,143,869 0.865 5,849 613
34 1,085,745,445 0.526 1,725 722
35 27,763,817,440 0.301 21,252 885

Table 4: Average execution time in seconds of our improvements using a single GPU and two GPUs.

Hermans et al. [28] with Sections 5.2, 5.1.1, and 5.1.2 using
Dimensions

80 90 100 110
Single GPU 287 1450 4876 30,726
Two GPUs 143 684 2469 15512
Speedup of two GPUs compared to a single GPU 2.01 2.12 1.97 1.98
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Figure 2: Average execution time in seconds for Hermans et al.
[28] and our improvements.
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Figure 3: Average execution time in seconds for our imple-
mentations using 1 GPU and 2 GPUs and Correia’s imple-
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GPU” improve significantly the performance of GPU. As
in Table 5, “selecting of level α” plays a key role for
improving the performance of GPU. It reduces sub-
stantially the number of lunching GPU’s kernel. How-
ever, it affects some factors of GPU performance, for
example, global store efficiency and branch efficiency. As
in Table 5, global store efficiency decreases as level α
moves up because when level αmoves up, more variables
are needed to be stored in registers. Since the registers are
very limited, additional data are split over to a free space
on the global memory. As a result, the global store ef-
ficiency is affected.

Table 6 shows that the strategy of “generating GPU
points on GPU” decreases the time consumed for launching
GPU’s kernel and transferring data between CPU and GPU.
However, with this strategy, we may lose coalescing access to
some data, and that is the reason why the global store ef-
ficiency decreases. Additionally, in order to generate GPU
points on GPU, we need to add some branches to our
implementation. Consequently, the branch efficiency is
affected.

7. Conclusions and Future Work

In this paper, we proposed three strategies for improving the
pruned enumeration for solving SVP. A strategy based on
generating GPU points on GPU, a strategy based on im-
proving the quality of basis by using a randomization ap-
proach, and a strategy based on expecting the best level on
which we generate the GPU points. We showed that a
significant speeding up could be gained by using those
strategies altogether. +e experimental results showed that a
speeding up by a factor of almost 2.5 and 5 was achieved
using a single GPU and two GPUs, respectively. Addi-
tionally, we showed that two GPUs are twice faster than 16

physical cores provided by simultaneous multithreading
technology. For future work, we plan to implement these
strategies using multi-GPUs with multicores.
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Branch efficiency (%) 78 81 87 92
Occupancy (%) 25 25 25 25
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