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�is article proposes a computer network security defense system model based on multisource big data, which makes the security
of computer networks more complete because of the shortage of current computer network security defense systems. �e current
network security situation is analyzed, and the problems faced in the �eld of network security are pointed out; then, multisource
big data is introduced, and the characteristics of the multisource big data model are analyzed.�is article proposes an information
system network security model, which formally describes the relationship between network behavior among nodes, security
threats, network attacks, and defense capability of security devices in an information system. After that, a network security defense
systemmeasurement scheme is constructed based on hierarchical analysis, and quantitative indicators of defense e�ectiveness are
de�ned in two dimensions: risk severity of security threats and defense response actions of security devices, which enables
quantitative evaluation of the security defense system, and then identi�es omissions and defects of the network security defense
system. A defense system measurement and optimization system is designed based on the proposed network security system
measurement and optimization scheme.�e application analysis of the project is combined with the actual scenarios.�rough the
evaluation and optimization of the security defense system in the natural methods, it is proved that the network security defense
system evaluation and optimization scheme proposed in this article has reasonableness and e�ectiveness in the actual application.

1. Introduction

Since the development of computer networks, the Internet
has rapidly spread to all corners of life; e-commerce, social
networking, and other services have become part of life. In
the era of cloud computing and mobile Internet, we have
long been inseparable from the convenience brought by
computer networks. By analyzing and integrating data from
di�erent sources, multisource big data can yield more
comprehensive and accurate conclusions than traditional
data analysis, and thus has been e�ectively applied in many
�elds such as intelligence analysis, image fusion, cyber se-
curity, and information retrieval. Still, at the same time,
many network security problems also came. In this context,
the demand for people who can master computer networks
increases day by day. We hope to use computer networks to
bring us the most excellent convenience and avoid the

security risks it gets as much as possible [1]. In the current
network environment, hacking behavior is more hidden and
systematic. Network attacks have developed in the direction
of complexity, customization, multistep, etc., and targeted
cyber-attacks (Targeted Cyber Attack) represented by APT
have brought substantial economic losses and data leakage,
and other network security threats to governments, enter-
prises, and institutions, especially with the smart grid, in-
dustrial Internet, etc. With the development of critical
infrastructure applications, various traditional single detec-
tion technologies are highly systematic in the overall dis-
covery, and the targeted malicious behavior is no longer ideal
and practical. Targeted cyber-attacks have become the most
critical factor a�ecting current network security [2].

With the continuous development of social informati-
zation, many new industries such as Internet �nance, online
shopping, and electronic banking have emerged.�is change
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has changed people’s traditional way of life and made them
more and more dependent on the Internet [3]. Computer
networksbringgreat convenience topeople’s livesand improve
office efficiency; at the same time, because of their inherent
characteristics of sharing and openness. Computer networks
are exposed to many security threats, including malicious
codes, hacker attacks, software vulnerabilities, and protocol
vulnerabilities, ,whichmaycausedifferentdegreesofdamageto
computers. Computer network security vulnerabilities are
time-sensitive, and as long as the computer is running, new
vulnerabilities will be created continuously. A symmetric en-
cryption algorithm uses the same key for encryption and de-
cryption operations, which is fast and suitable for encrypting a
large amount of data, but there is a risk of being cracked; an
asymmetric encryption algorithm uses a public key for en-
cryption and a private key for decryption, which is slow and
highly secure. In this context, this article focuses on studying
active defense-based network security technology; that is,
honeypot technology is anemergingdynamicnetwork security
defense technology,mainly by deploying some resources in the
network to the attacker [4]. )ese arranged resources seem to
have some value but are monitored by the system. When
hackers interact with these “valuable” resources, the system
collects attack information from the attacker and analyzes and
processes the attacker’s behavior to understand the attacker’s
attack tools and methods and promptly deduce the attacker’s
motive and purpose. on the results provided by the honeypot
system, network administrators can effectively prevent and
avoid attacks and avoid further attacks on the natural method
by the attackers.

Multisource big data can obtain more comprehensive
and accurate conclusions than traditional data analysis by
analyzing and integrating different sources [5]. It has been
effectively applied in many fields such as intelligence
analysis, image fusion, network security, and information
retrieval. In image retrieval, the fusion of image-related
information can obtain more image annotation information
and increase the richness of image annotation [6]. In
contrast, the fusion of image annotation information and the
image itself can improve the accuracy of image annotation.
)e development of artificial intelligence has driven the
rapid growth of image recognition. From the tentative ap-
pearance of image recognition using deep learning in the
early ImageNet competition to the most advanced image
recognition models using such technology, deep learning
technology continues to refresh the accuracy of machine
recognition of images. High-level semantic annotation of
images using deep learning can further improve the effec-
tiveness of image retrieval [7]. It is of great significance and
application value how to integrate deep knowledge, data
fusion, digital image processing, and other techniques to
perform rich high-level semantic annotation on images and
use rich image annotation to make image retrieval results
more complete to enhance the user’s retrieval experience.

2. Related Works

Since 2013, the number of security vulnerabilities included
in the information security vulnerability sharing platform

has increased each year, with an average growth rate of
21.6% [8]. Computer network security vulnerabilities are
time-sensitive, and if computers are running, new vulner-
abilities will be created continuously. )e overall effective-
ness of IP randomization is being studied, but no previous
research has thoroughly examined its usefulness and limi-
tations in terms of unpredictability, adaptability, and de-
ployment. In it, researchers propose a technique that allows
host IP addresses to be randomized, thereby disrupting both
external and internal scanning. A symmetric encryption
algorithm uses the same key to encrypt and decrypt oper-
ations, which is fast and suitable for encrypting a large
amount of data, but there is a risk of being cracked; an
asymmetric encryption algorithm uses the public key to
encrypt and the private key to decrypt, which is slow and
highly secure. )e use of a single encryption algorithm al-
ways has certain limitations [9]. Hu et al. improved the
Vigenere encryption algorithm and combined it with the
basic algorithm to form a hybrid encryption algorithm,
which significantly improved the security of the encryption
algorithm. Intrusion detection technology is real-time
monitoring of network behavior. )e data collected are
analyzed by misuse detection technology and anomaly de-
tection technology to see whether the network behavior
violates the predefined security policy without affecting the
network performance [10]. Snort is a lightweight network
intrusion detection system for detecting various attacks and
responding to untrusted events. Harsha et al. propose a
design idea of combining Snort with NTOP and imple-
menting and verifying the system [11]. Finally, experiments
show that by combining Snort and NTOP, detection can be
performed more effectively. In the face of the changing work
environment, researchers also focus on intelligent intrusion
detection techniques. Dong et al. use machine learning in
network intrusion detection and genetic algorithms and
decision trees to generate rules for network behavior de-
tection [12].

Recent work has provided a general theory of moving
target defense using IP address randomization. Among
them, the SDNA architecture inserts a hypervisor between
each network node so that the host appearance is dynamic
for observers and transparent to the operating system, ap-
plications, and end-users. )e main drawback of the SDNA
architecture is the overhead of reconfiguring the hypervisor
for each network host [13]. Some scholars have also in-
vestigated the use of IP randomization to resist honeypot
mapping attacks, which aim to “live” and monitor IPs and
block the IPs detected to be under attack. Mahdianpari et al.
apply network layer moving target defense to IPv6 and
demonstrate that finding a specific host with a change in
IPv6 address is a complex problem using standard network
scanning procedures [14]. However, none of these tech-
niques provide a transparent scheme that can be carried out
for addressing randomization. Do not exploit the full po-
tential of IP address randomization to achieve high un-
predictability, do not provide adversary awareness,
minimize the overhead required reconfiguration, and have
low address translation rates. In addition, while the overall
effectiveness of IP randomization is studied, no previous
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study has thoroughly examined its usefulness and limita-
tions in terms of unpredictability, adaptability, and de-
ployment. Researchers propose a technique in which host IP
addresses can be randomized, thereby disrupting both
external and internal scanning. )e method is transparent
to end hosts, but the randomization is uniform, does not
consider adversary behavior, and has no practical
implementation.

)e purpose of building a security defense system is to
reduce or eliminate the security threats that exist in infor-
mation systems and analyzing threats can help improve
system security and reduce the risks faced by information
systems. Some scholars have carried out research work re-
lated to threat modeling. Sanden and Neideck divided the
threat model into four parts: component, threat, impact, and
security control [15]. )e piece is the target to which the
threat model is oriented; for example, to build a threat model
for a server, component means server; the threat is the type
of threat to which the component is exposed; impact is the
hazard to the component from a specific threat, and security
control is the mitigation measure for a particular type of
threat. )e model extends the pure threat model by intro-
ducing the concept of defense. Most studies also focus on
decomposing targets in specific application scenarios to
determine security threat types and define them as threat
models. Zhang et al. divide intelligent home networks into
sensing, network, and application and service layers and step
by step determine the possible risks faced by each layer as a
risk model in intelligent home network scenarios. Su et al.
also use scenario decomposition to divide the IoT network
into an end-node, network, service, and application layer for
threat modeling [16]. )is threat modeling approach re-
quires different decomposition levels of the target in dif-
ferent scenarios, and the threat model is no longer valid and
general after the scenario transformation.

3. Design of a Computer Network Security
Defense System Based on Multisource
Big Data

3.1.MultisourceBigDataModelBuilding. )emain objective
of the data preparation platform for multisource big data is
to give users knowledge about the structure of data and other
aspects through a unified view and then improve the data
preparation process flexibility by increasing the interactivity
of the data preparation process multisource big data. To
achieve the goal of establishing a unified view, it needs to
obtain information about the structure of data sources and
target views; to achieve the purpose of improving the
flexibility of the data preparation process, it needs to provide
an editing page where users can select data preparation
process components and edit component attributes in the
data preparation process editing interface, and then build a
data preparation process for multisource big data, and
provide process file upload and generation functions [17].
After the procedure is made, the process needs to be mapped
and modeled, and then, it can be used to execute the user-
defined strategy. When running the user-defined data

preparation process, the implementation of each step in the
process should be efficient and flexible. It is necessary to
optimize the missing data processing algorithm andmethod.
)e platform functional analysis system process is shown in
Figure 1.

)e data source may be a particular or multisource big
data in the data preparation phase. When the data source is
multisource big data, it is necessary to connect it to the
system and establish a unified view of multisource big data.
)ere are three main functions to develop the unified theory
of multisource big data. )e first is to select the data source,
the second is to establish the unified view, and the third is to
update the unified theory.

(1) Data source selection: by selecting different data
sources to obtain the corresponding data, the system
will record the corresponding data table name and
table metadata information. )e table in the same
data source lights a specific correlation, to ensure
that there may also be different data sources between
tables with a specific correlation. According to the
table fields and other information to analyze the
relationship between the tables, with the help of the
unified view algorithm, the relationship between the
tables contained in the data source is displayed so
that users have a more intuitive understanding of the
data.

(2) Unified view establishment: according to the rela-
tionship between the data source tables, establish the
unified view of the accessed data sources. When the
selection of data sources is completed, you can an-
alyze these data sources and show a unified view of
these significant data sources.

(3) Unified view update: the data source in the access
system to the next time before re-execution may
change, resulting in the initial establishment of a
unified view of the data, and the actual situation is
different, so the need for active or passive view
update before re-execution. A database view is a
virtual table formed by a series of association, se-
lection, and other operations in the target database of
interest to the user. )e database does not store the
corresponding data, only the definition of the view.
)e database system will automatically query the
corresponding basic table when operating on the
data in the view, thus improving the flexibility of the
database application and generating a data model
that better fits the user’s needs than the primary
table. Most of the mainstream database systems
support the creation of views based on this database
engine. Still, different database systems do not have
the same degree of support for view creation. Each
database system only supports the creation of views
based on this system, which is not universal, so when
the need to create views of basic tables in different
databases, or even with nondatabase table data, the
current database system cannot help. )erefore, a
new way of thinking is needed to build a unified view
based on multiple sources of big data [18]. )e main
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problem of establishing a unified view is that data
preparation data may come from the same database
or different heterogeneous databases. )ere are
many data redundancies in these databases, which
describe the same things but lead to significant
differences in the design of the data tables due to
different business requirements, causing inconve-
nience to users who want to obtain unified data. )e
flowchart of multisource big data is shown in Fig-
ure 2. Further aggregated analysis of multisource
security events generates anomaly alerts with secu-
rity semantics; anomaly alerts contain only low-level
security information, and there are false alarms that
will mislead the attack analysis process; other se-
mantic security data generated by security devices
(e.g., IDS, antivirus software, and firewalls) also
provide attack-related information, and correlation
analysis will connect these dots into a more signif-
icant attack scenario.

)e research on data integration and unified logical view
in the heterogeneous environment has produced many ar-
chitectures and technical solutions, such as the earlier Me-
diator/Wrapper architecture, XML (Extensible Markup
Language)-based middleware method, improved ontology
and XML-based middleware method, and other solutions. In
the Mediator/Wrapper architecture by deploying a wrapper
Wrapper for the database, a mediator on the wrapper is
deployed to build a star structure, and the mediator is used as
an interface to access different databases. And playing a great
help in solving the interaction of heterogeneous data re-
sources, but providing no relevant solution to the problem of
semantic differences; while the middleware method based on
ontology and XML, using ontology as a data source

conceptual model explicit the ontology-based and XML-
based middleware approaches use ontologies as a precise
formal specification of the conceptual model of data sources,
which helps to solve the problem of semantic differences
between heterogeneous data sources. )e single ontology
approach uses a global ontology. All data sources are asso-
ciated and mapped, which can visually reflect how data are
obtained from data sources in the mapping relationship. )e
advantage of the multi-ontology approach, where each data
source has a local ontology that describes the information of
this data source and does not need to be related to other data
sources, is that it has a high degree of modularity and good
scalability. Still, it is difficult to interact with other data sources
due to the absence of a global ontology. In the ontology-based
data integration approach, ontologies are used in three ways:
single, multi-ontology, and hybrid. All data sources are as-
sociated and mapped, which can intuitively reflect how to
obtain data from data sources in the mapping relationship.
)e advantage of the multi-ontology approach, where each
data source has a local ontology that describes the information
of this data source and does not need to be related to other
data sources, is that it has a high degree of modularity and
good scalability. Still, it is difficult to interact with other data
sources due to the absence of a global ontology.

3.2. ComputerNetwork SecurityDefines SystemModelDesign.
)e quantitative assessment of defense systems in the design
phase is to help security staff understand the defense coverage
of security threats at the time of design of the defense system,
that is, which threats the defense system is designed to defend
against, and to identify the shortcomings of the defense
system, that is,, which threats the defense system is designed
to lack the ability to protect against.
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(1) Establish a network security model for the mea-
surement target and determine the security threats.
According to the proposed information system
network security model, the network topology in-
formation of the information system is modeled.)e
security threats each device node faces in the in-
formation system that must be protected are
determined.

(2) )e risk severity of security threats is used as an
evaluation factor in the design phase. )e hierar-
chical analysis method is applied to quantify the risk
severity of security threats. Security threats are po-
tential factors that may cause damage to information
systems. When the threats are transformed into
attacks that pose risks to information systems, se-
curity staff defends against attacks by deploying
security devices to reduce or eliminate the risks.
)erefore, the severity of the risk faced by the in-
formation system can be used as a quantitative in-
dicator to measure the defense capability of the
defense system [19].)e impact of threat type on risk
severity can be viewed as a decision problem, so this
article applies hierarchical analysis to quantify the
risk severity of threats. Attackers translate threats
into specific attacks and achieve attack goals through
attack behaviors to bring risks to target assets. Se-
curity risks include privilege elevation, data leakage,

information collection, data tampering, and service
unavailability. Different threats generate different
security risks and possess different risk severity for a
security threat T at a device node in an information
system. )e SDNA architecture inserts a hypervisor
between each network node, making the host ap-
pearance dynamic for observers while transparent to
the operating system, applications, and end-users:


i�1

tw(n − 1) �

�����
n − 1

√

n + 1
. (1)

(3) Use the network security model to determine the
defense of security devices in the information system
against threats to the device nodes. Assuming
that the device node is device1 there is a security
threat T, the network threat of device1 is addr1,
the attacker’s network address is, addr2, the de-
fense result of the security device in the defense
system, devicej against the threat T is denoted by
DTj � (dj1, dj2, . . . djn), dji with ti one-to-one
correspondence. While using computer infor-
mation systems, users will operate them for a long
time and frequently. In computer systems,
managers often start with an exemplary config-
uration of the system’s security, which protects
the computer information system:
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S � 
n

i�1
ri + twi−1(  − TWT

. (2)

(4) Calculate the overall defense effectiveness of the
defense system. Assuming that there are m assets in
the information system, the actual economic value
of the assets is used to measure their importance
AW � (aw1, . . . aw2) as the asset importance
weight, where aw1: aw2: . . . : awm � v1: v2:

. . . : vm, v is the true monetary value of each pur-
chase, where j�1awj, and finally, the formula for
calculating the defense effect of the defense system
on the whole information system is obtained:

S1 � 
m

j�1
awj + 

i�1
twi. (3)

For the defense results R of the defense system against the
threats faced by a single asset, if r� 0, it means that the defense
system is designed to lack the defense range to reach the
support and have the security equipment to defend against
the threats, and the security staff needs to add the related
security equipment at the appropriate location in the network
to protect the asset from the risks ti brought by the threats. By
analogy, by analyzing the defense results of each purchase in
the information system, the security shortcomings of the
entire network security defense system can be obtained,
guiding the security staff to improve the defense system in a
targeted manner. Building a security defense system aims to
reduce or eliminate security threats to information systems.
Analyzing the threats helps improve system security and
reduce the risk to information systems.)is article categorizes
security risks into permission elevation, data leakage, infor-
mation collection, data tampering, and service unavailability
5 categories. With the development of network security
technology, differences in specific application scenarios, and
different criteria for defining security risks, the security risk
classification in this scheme can be adjusted as needed to suit
actual needs. After the data flow reaches the destination
address addr1, the defense results of all the entire defense
systems against threats tidevice1 on the assets can be obtained,
and the calculation formula is as follows:

St1
� 

k�1
rek · rw. (4)

After there is a threat to get the defense system on the T

defense results R � (r1, . . . , rn), the defense system’s effec-
tiveness is calculated by the following formula:

St−1 �

������
ri · twi

√

R · tw
t . (5)

)e security defense system can identify data sources,
detect them, and make appropriate processing based on data
matching results.)e design of the security defense system is
shown in Figure 3. )e defense mechanism consists of a

training module, a detection module, a verification module,
and a database storage system. In the training module, the
system will first collect a large amount of data
T1, T2, . . . , TN  and preprocess the data, put the pre-
processed data into the training set database, then use the
neural net to train the preprocessed training set, and put the
introduced features into the feature library.

Finally, two variables in the scenario are analyzed for
their practical significance. )e first one is RE the complete
response result of the defense system against the threats ti

that device1 exists in the assets; re1 � 0 indicates that the
defense range in the defense system can cover device1. None
of the security devices can detect the danger ti corresponding
attacks; it means that none of the security devices that the
defense system covered device1 can block the attacks cor-
responding to the threats; it means that none of ti, re3 � 0
the security devices that the defense system can the attacks ti

corresponding to the threats. If all four values device1 are
present, it means that no security device can defend against
the threat ti, re4 � 0. )e second one is Bij, Bij , the response
result of the security devices to protect against the dangers
device1 in the assets.)emeaning of each value device1 is RE
like the other, but the difference is Bij , the actual response
result of the individual security devices to the threats.

4. Analysis of Results

4.1. Multisource Extensive Data Model Analysis. Starting
from the demand of data preparation in the process of
multisource extensive data analysis and the order of data
preparation in the task of data centralization management,
the system optimizes and expands the standard data prep-
aration process and unifies management, solving the
problems of data preparation in the process of multisource
significant data unification [20]. It solves the problems of
establishing the view, defining, and organizing the data
preparation process components. Computer networks bring
great convenience to people’s lives and improve office ef-
ficiency; at the same time, because of their inherent char-
acteristics of sharing and openness, computer networks face
many security threats, including malicious codes, hacker
attacks, software vulnerabilities, and protocol vulnerabilities,
which may cause different degrees of damage to computers.
It saves the data preparation results from realizing the
platform for multisource human data and supports data
analysis and centralized data management tasks. )e plat-
form includes a multisource human data access function,
editing process management, and process execution, which
unifies the management of multisource big data from access
and processing to output and displays. It saves it in the form
of a data preparation process to improve the flexibility of
multisource big data, and facilitate subsequent tasks.

)e weakest attack link poses a more significant obstacle
to the attacker, and the attack perpetrator must generate
events throughout the attack chain to accomplish the task.
However, attack independence shows that the probability of
attack chain-related events is low under nonattack conditions,
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so it can be assumed that the co-occurrence of attack chain
events is considered accidental, and the association be-
tween multiple occasions in the attack chain can help
analysts reconstruct the attack scenario, and the association
analysis based on various source events is also the main idea
of this article. From the above analysis, research based on
network attack chains has unique advantages in describing
attack scenarios and helping to understand them; in ad-
dition, through forwarding mapping and reverse reasoning
of attack chains, critical steps in the attack implementation
process can be discovered and quickly intercepted in the
attack defense. Due to the lagging nature of defense means,
the correlation analysis and detection of APT often lag the
actual attack. From the perspective of the dynamic security
model, the time of attack discovery may be longer than
the time of attack success: Et � Dt + Rt − Pt> 0. Only
Pt>Dt + Rt. )e security of the system can be ensured.
Applying the MCKC network attack chain model can
shorten the attack discovery time, thus ensuring the sys-
tem’s security. It is a keyword in the relationship de-
scription, and n(t, R) is the number of occurrences in R, and
the calculation of P(t|θees) is given in the following
equation. To achieve the goal of establishing a unified view,
it needs to obtain information on the structure of the data
source and target views; to achieve the purpose of im-
proving the flexibility of the data preparation process, it
needs to provide an editing page where users can select data
preparation process components and edit component
properties in the data preparation process editing interface,
and then build a data preparation process for multiple
sources of big data, while providing process file upload and
generation functions:

P
θ
t

  �
1

d + 1

t�1

p
t − 1
θ

 . (6)

)e MCKC model outperforms previous approaches in
most metrics. As a lightweight model, the model simplifies
the attack process into five stages and retains the repre-
sentation of the lateral movement of the internal network in
a recursive structure, where the bidirectional analysis
method supports metadata analysis and cyclic iterative
analysis, which is closer to the human analytical cognition.
)e advantage of the proposed MCKC model is that by
fusing data information frommultiple sources and offering a
human analyst-like reasoning process, it reduces the cog-
nitive burden of analysts in understanding and analyzing
complex attack events in large enterprise networks. Subse-
quently, it allows adding more attack processes and novel
probes in typical network environments to address the
scalability of the analysis method [21]. However, the MCKC
model is deficient in quantitative analysis, an essential issue
in APTattack research. Attack activities need to conceal their
activities to avoid detection by defenders. Business and
probabilistic anomalies are often inconsistent in data per-
formance, making the metric anomaly problem challenging
to solve. Our future research uses the CAPEC-CVE model
for attack metrics and risk assessment. )e results of the
CAPEC-CVE correlation are shown in Figure 4.

)e purpose of the forward analysis is to discover
progressively all possible impacts that depend on the starting
point of the attack by evaluating the effects of an APTattack,
starting from one attack entry point. )e network attack
chain represents the penetration process between nodes in
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the network. It is possible that an attack did not occur per se
or that part of the attack has occurred but was not detected.
)e attack scenario cascades the chain of attacks between
nodes into a new chain, with the intermediate nodes acting
as a dabbling link for another network attack chain
implementation. )e forward analysis process relies heavily
on classification mapping algorithms. After preprocessing,
the raw data are represented as formatted events and stored
centrally, where different data sources correspond to dif-
ferent phases of the attack. Database view is a virtual table
formed by a series of association, selection, and other op-
erations of the table of interest to the user in the target
database; the database does not store the corresponding data
but only the definition of the view, and the database system
will automatically query the corresponding basic table when
operating on the data in the view, thus improving the
flexibility of the database application and producing a data
model that better fits the user’s needs than the primary table.
Previous studies show that the number of security events and
the relationship of events in the raw logs is not precise.
)erefore, it is necessary to aggregate further and analyze
multisource security events to generate anomaly alerts with
security semantics; the anomaly alerts contain only low-level
security information, and there are false alerts that will
mislead the attack analysis process; other semantic security
data generated by security devices (e.g., IDS, antivirus
software, and firewalls) also provide attack-related infor-
mation, and correlation analysis will connect these points
into a more significant attack scenario [22]. With the
guidance and intervention of expert knowledge, security
alerts can be mapped to different attack phases, and even-
tually, attack scenarios can be reconstructed using attack
chains. To verify the role of the knowledge graph-based
correlation entity recommendation algorithm in entity as-
sociation, the analysis of attack category recommendation
and prediction accuracy is performed. )ree dimensions of
prediction accuracy (precision), recall (recall), and F1 value
are selected in this article to compare the association results

of different attack types. )e comparison of recommenda-
tion algorithm results is shown in Figure 5.

Provide data sources for a data preparation platform
oriented to multiple sources of big data. By accessing data
from different data sources, the correlation between the
algorithm lookup tables is established using a unified view
and displayed to give users a more intuitive understanding of
the data. )is step realizes the function of accessing sig-
nificant data sources, setting a unified view among the
accessed data sources, and updating the idea according to
certain conditions. )e visualized components represent the
atomic steps in the data preparation process. In image re-
trieval, the fusion of image-related information can be used
to obtain more image annotation information and increase
the richness of image annotation. )e fusion of image an-
notation information and image information itself can
improve the accuracy of image annotation. )e data prep-
aration process is established by dragging and dropping
elements and creating lines between them to indicate the
sequence of nuclear step execution. You can open the
established process file and re-edit it or execute it directly to
reuse the process file by uploading the process file. )e
visualized process components are converted into corre-
sponding data structures, the data flow is set according to the
relationship between members, and the model is checked for
completeness and correctness. )is step realizes the func-
tions of generating process files, developing process models,
and saving process execution results.

4.2. Computer Network Security Defines System
Implementation. Security defense systems include access
control, identification, authentication, and encryption
methods. Management is the process of using a given set of
security resources to achieve a goal. Security defense system
management includes risk assessment, planning, system and
service acquisition, authentication, maintenance, policies,
standards, and procedures. People are a critical part of the
information assurance program, and security defense sys-
tems include security personnel and personnel security.
When designing, using, and managing security defenses,
people need to be security-aware, educated, and trained in
safety. Some attacks are caused internally by computer
managers, so it is essential to be aware of security defense
systems. Users will operate computer information systems
for long periods and frequently use them. In computer
systems, managers often start with an exemplary configu-
ration of the system’s security, which protects the computer
information system to some extent. )e computer system
cannot effectively identify and stop the user’s improper
operation, malicious attacks, sending spam, and SQL in-
jection. )ese malicious operations bring a significant
challenge to system management. We do detailed expla-
nation and analysis from four aspects: user behavior analysis,
access address, spamming, and SQL injection. )e variation
in user accuracy is shown in Figure 6.

Comparative tests were carried out on the experimental
data in terms of the change in the accuracy of the training set
with the number of iterations, the difference in the accuracy
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Figure 4: CAPEC-CVE correlation results.
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of the validation set with the number of iterations, the
change in the value of the loss function of the training set
with the number of iterations, and the change in the value of
the loss function of the validation set with the number of
iterations. )e accuracy, recall, and f1-score of various
classifications in each data are also tested and analyzed.
Experiments are performed to compare and try the tradi-
tional classificationmethodmultilayer perceptron, recurrent
neural network, and simple Bayesian methods. For the
training of the convolutional neural network on user be-
havior text data, the dimension of the word vector is set as
20, the length of the word sequence is 300 set as, the number
of classifications is set as 9 class, the size of each convolu-
tional kernel is selected 5280 as the vocabulary size is 100 set
as, the number of fully connected layer neurons is set as 128,
the dropout retention ratio is 0.5 set as, the learning rate is
specified as 0.001, and training is performed 5 times. After
five times of subtraining, the experimental test environment
is shown in Table 1.

By measuring the security defense system in the actual
scenario, the results are obtained from the calculation, the
defense effectiveness score in the design phase is 0.5244, and
the actual defense effectiveness score in the deployment
phase is 0.4013. For example, the defense system can only
detect, alert and record detailed logs of attacks for denial-of-
service attacks, and cannot block denial-of-service attacks,
so it is necessary to add security devices that can block
denial-of-service attacks in the defense system. Intrusion
detection technology is real-time monitoring of network
behavior. )e data collected are analyzed by misuse de-
tection technology and anomaly detection technology to see
whether the network behavior violates the predefined se-
curity policy without affecting the network performance. In
the design-phase evaluation, we analyzed the intermediate

variable defense result R.)e threats that the current defense
system cannot defend include privilege elevation, authen-
tication function defects, weak passwords, network sniffing,
privilege misuse, buffer overflow, and process hijacking. In
the deployment-phase evaluation, the analysis of the in-
termediate variables defense result R allows us to obtain the
following defects of the existing security devices in the
current defense system: (1) unable to block denial-of-service
attacks; (2) unable to defend against cross-site request
forgery; (3) unable to defend against API exploitation; (4)
unable to secure request and response tampering; (5) unable
to warn against access control defects; (6) unable to stop
brute force cracking; and (7) unable to detect, caution
against, and record redirection attacks. )e identification
statistics of the security defense system are shown in
Figure 7.

By traversing the deployment methods of existing se-
curity devices through eight improvement rules, the number
of intermediate results in the first phase of the algorithm is
reduced by 1798, the number of intermediate results in the
second phase by 976, and the number of developments in the
third phase by 24, which significantly reduces the space
explosion of the algorithm results and finally generates a
total of 24 effective deployment methods. )e evaluation of
the 24 deployment methods was conducted by applying for
the defense system evaluation program. )e evaluation re-
sults were compared to obtain two optimal deployment
methods. )e defense effectiveness rating was 0.6392 in the
design phase, and the actual effectiveness rating was 0.5067
in the deployment phase. Compared with the original de-
ployment method, the network antivirus device and web
application firewall are moved to the entrance of the in-
formation system network so that some threats to the Web
server, DNS server, and office system can be defended. )e
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Figure 6: Accuracy of user behavior.

Table 1: Experimental test environment.

Software/
Hardware Versions Operability Safety

TensorFlow 4.00.0-28-
generic

)e client does not need to install special
programs

Support web browser can be used, with simple operation
and interaction interface is simple

Python 1.10–4 )e interface and operation can be very rich, but
usually requires the installation

Can be deployed directly on the WAN to control user
access through permission control management the

advantage of greater interactivity
Architecture 3.6–6 Safety performance can be easily guaranteed Speed is often slower than C/S architecture

MEM x86–128 Wide applicability Generally, use private protocols for interaction the
advantage of faster response time

Cores 16G
Narrow application area, most of them only
support some models and require specific

network conditions

Simple and easy to develop and maintain, easy to expand
business

Operating
system 8G High development and maintenance costs )e advantage of greater interactivity

Linux version Ubuntu-16 )e advantage of faster response time Defense system against denial-of-service attacks
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defense effect of the defense system on the above three
business devices is improved, thus improving the defense
effect of the defense system on the information system. )e
weakest attack link poses a more significant obstacle to the
attacker, and the attack perpetrator must generate events
throughout the attack chain to accomplish the task. How-
ever, attack independence shows that the probability of
attack chain-related events is low under nonattack condi-
tions, so it can be assumed that the co-occurrence of attack
chain events is considered accidental, and the correlation
between multiple occasions in the attack chain can help
analysts reconstruct the attack scenario, and the correlation
analysis based on various source events is also the main idea
of this article. Finally, by differential optimization, the de-
fense effectiveness of the defense system is evaluated by
removing one security device at a time, and the differential
evaluation results of seven security devices are compared.
Removing the intrusion detection system at location L10 in
the deployment does not reduce the quantitative value of the
overall defense effectiveness of the defense system, indi-
cating that the defense range of the L9 intrusion detection
system includes the defense range of the intrusion detection
system at L10, which the intrusion detection system at L10
can be removed to save resources. A comparison of the
security defense system analysis results is shown in Figure 8.

A general description of the construction of the virtual
machine experimental platform for the defense system is
given. )e installation of the virtual machine and the
configuration of related software are discussed in detail to
build the required practical environment for the experi-
ments of the active defense system. )e stability and ef-
fectiveness of the active defense system were tested in the
built LAN environment, and the experimental results

showed that the network hosts of several representative
operation types protected by the dynamic defense system
could generally communicate without any sense of trans-
parency and with minimal impact on the performance of the
original network system. When an attacker scans the LAN
protected by the active defense system and tries to detect the
network topology, he cannot watch the actual IP address
information of the LAN hosts. )e dynamic defense system
can effectively resist the attacker’s scanning probes and
increase the attacker’s attack cost.

5. Conclusion

)e advent of the Internet era has made network security
more and more critical, and quantitative assessment of
network security has gradually received attention from all
walks of life. Traditional quantitative assessment techniques
for network security have failed to meet the actual needs.
Based on the analysis of today’s demand for cybersecurity
modeling and quantitative assessment and existing methods,
this article first outlines the development and research
overview of cybersecurity and quantitative evaluation, then
introduces the research status of cybersecurity modeling and
quantitative assessment, and finally analyzes the short-
comings in existing research. )e results of the corre-
sponding work are detailed for information system network
security modeling, network security defense system mea-
surement, and optimization techniques, and are validated by
applying the solutions proposed in this article to practical
scenarios. To solve the problem of optimization and im-
provement of defense systems in network security, this
article first designs a rule-based algorithm for traversing the
deployment mode of security devices in defense systems to
vary the deployment mode of security devices. On this basis,
a differentiated optimization and security device importance
analysis method is designed. )en, a network security
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defense system optimization scheme is constructed to give
the optimal deployment method of the defense system in
combination with the measurement scheme to solve the
problem of repeated stacking of security device functions
and ineffective deployment.)is article applies the proposed
network security defense system measurement and opti-
mization scheme to design an efficient defense system
measurement and optimization system. )e system consists
of a data entry module, defense system evaluation module,
deployment method traversal module, and defense system
optimization module four. )e system can provide users
with defense system evaluation and optimization services.
)e proposed network security defense systemmeasurement
and optimization scheme are also applied with the actual
scenario. )e effectiveness of the network security defense
system scheme proposed in this article is proved by ana-
lyzing the measurement and optimization results.
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