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�e tremendous development in mobile technology attracts users’ attention. �us, the users are shifting from traditional
computational devices to smartphones and tablets, and because of that, mobile devices have anticipated most of the global IP
tra�c. However, mobile device’s resource-constrained behaviour cannot handle the heavy computational load. Mobile cloud
computing (MCC) mitigates resource-constrained issues by enabling computing resources with minimal e�ort. However,
providing security inMCC is an obstacle due to users’ uncertain and dynamic behaviour and the explosion of online computerized
data. Providing security, con�dentiality, and authentication is not enough in MCC; therefore, the users need authorization. �us,
the paper designs an access control mechanism by computing the trust based on the user’s uncertain behaviour. �is mechanism
mitigates the malicious actions caused by authenticated users. Performance results indicate that the access control mechanism
accurately detects and mitigates malicious users from the MCC environment.

1. Introduction

In the early, computing takes place through desktops, but
nowadays, users prefer mobile devices, like smartphones and
tablets. According to a recent review [1], the IP channel is
occupied with the utilization of mobile devices, and users are
interested in computing through mobile devices. Still,
computing over mobile devices fails to provide good per-
formance due to its constrained nature. �is constraint issue
in mobile devices can be mitigated by depicting the cloud
services in mobile devices and is referred to as mobile cloud
computing (MCC). Cloud contains services like software,
platform, and infrastructure, and it has di�erent types like
public, private, and hybrid. �e main goal of the cloud is to
provide a pool of resources and a computing environment to

all users. So, incorporating the cloud into mobile solves the
constrained resources [2]. Cloud service utilization reduces
costs, processing time, and resource management [3]. Due to
the elasticity behavior of the cloud, many users can par-
ticipate and use the services. Cloud computing also provides
a database-as-a-service for users to store its sensitive in-
formation and access it remotely. �ese services are con-
veniently o�ered to users by cloud service providers known
as CSPs. Besides infrastructure, CSP provides deployment
and delivery capabilities to users through the internet [4, 5].
�e cloud enables impressive changes in our daily lives, from
evolutions in health care centres to entertainment organi-
zations. With the support of the cloud, local business be-
comes a global business and breaks the language barriers
locally and internationally. Doctors can attend to the

Hindawi
Scientific Programming
Volume 2022, Article ID 9995023, 10 pages
https://doi.org/10.1155/2022/9995023

mailto:vpatloll@gitam.edu
mailto:kannaiya.raja@ambou.edu.et
https://orcid.org/0000-0002-8188-3807
https://orcid.org/0000-0003-3257-4474
https://orcid.org/0000-0003-0724-4334
https://orcid.org/0000-0001-9197-9469
https://orcid.org/0000-0002-5871-890X
https://orcid.org/0000-0002-4302-8252
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2022/9995023


patients from anywhere at any time. Scientists can predict
natural disasters with accuracy. Education reaches your
doorsteps more conveniently, from cities to villages.

Nowadays, the utilization of smartphones is rapidly
growing, and desktops are rapidly shrinking because of
increasing wireless technology. Flexible and convenient
features of wireless technology occupy the global IP traffic
and encourage to use of mobile devices. It becomes the user’s
first choice and part of daily life for working and enter-
tainment. Computing multiple tasks over a mobile device
become overhead due to limited dynamic nature, various
network fluctuations, signal problem, low storage, security
and confidentiality, limited power, and limited computing
ability. ,ese challenges can be overcome by combining a
ubiquitous mobile network through cloud computing,
which generates a new computing method, MCC. MCC is
the integration of cloud computing and mobile computing,
which can resolve complications by supplying a pool of
services to resource-constrained devices. Mobile cloud
computing fills the limitations of mobile resource gaps, such
as utilization cost of bandwidth, network connectivity, en-
ergy consumption, storage capacity, computational speed,
power, and security. Also, mobile device applications run in
a cloud environment without computation overhead. With
cloud computing support, MCC enhances mobile devices’
performance [6, 7]. MCC can deploy privately, publicly, and
hybrid.

Hybrid is a combination of private + public MCC. Pri-
vate MCC deploys only by private organizations, and they
will own all resources and not share with unauthenticated
users. Public MCC deploys on the internet, and anyone can
freely access all resources, including software, hardware,
platforms, and infrastructure, in pay-per-usage mode [8, 9].
Private MCC is more secure than public MCC because only
authenticated users can access the services of MCC. Apart
from all facilities of MCC, one of the main challenges is the
dynamic behavior of authenticated users. Systems face the
challenge of identifying users’ dynamic, uncertain behavior
in MCC due to mobility, and more utilization of mobile
devices. Access control and confidentiality, along with au-
thentication, are to control and address the users’ uncertain
behavior [10].

In a recent survey [11], many technologies propose
confidentiality by encrypting the outsourced data to assure
security. ,e encryption method will be able to secure the
data, but by enabling security, it cannot recognize the
changing behavior of the user. Insider attacks, DOS attacks,
and man-in-the-middle attacks are more likely to happen
due to the dynamic behavior of the users.,us, the proposed
paper aims to design an access control mechanism by
computing the trust based on the user’s uncertain behavior,
which mitigates the malicious activities of authenticated
users through trust and role-based access control.

,e remainder of the paper is organized as follows.
Section 2 talks about the survey of various methodologies,
Section 3 gives information regarding the proposed work,
Section 4 discusses the computing part of the trust, Section 5
shows the result, and the further paper concludes with the
proposed work.

2. Literature Survey

,e MCC environment involves many resources and users
using unique sources to perform various tasks through
various end devices. Due to more users in the MCC, the
resource load can increase and decrease the system’s effi-
ciency.,e utilization of more resources by any user can lead
to security issues. To increase the efficiency and security in
MCC, it is necessary to restrict the users. So, the initial step is
to prove user’s identity for MCC administration.

Protecting data and resources against losing secrecy,
modifications, and unavailability from adversaries. Users
will not reduce the usage of resources by showing their
identification. Using various resources in MCC without
restriction leads to resource misuse because of users’
changing nature. ,ere is a need for a method to capture the
user’s nature and prevent the wrongful use of resources. In
the recent survey, research on access control takes excellent
attention because it is the method to control the behavior of
the users. Access control determines what resource, user,
how, and when to access the resources. ,ere are different
classes of access control models, and based on user re-
quirements, these models are used. ,ese access control
models are DAC, MAC, RBAC, and ABAC.

Discretionary access control is based on object and
subject, where subjects are owners, users, and objects are
resources. DAC mechanism identifies the objects to be
prevented from subjects by maintaining an access matrix
[12, 13]. ,is approach is used to determine the objects to
protect and identify which subject has the permissions (read
or write or execute) to access the objects. Each subject has
permission to access one object or more than one object.

Table 1 shows Access Matrix (A) in the form of privileges
to subjects (S) on objects (O). ,e object owner has all
permissions and control over the object(s). Generally, the
owner can perform primitive operations like creating the
object, assigning the object to subject, removing the object
from the subject, deleting the object, changing the per-
missions to subject, and destroying the object. ,ese six
primitive operations are executed through commands by the
object’s creator. Read, write, execute commands referred to
as rwx; each object is associated with the owner, user, and
group. User1 has control over file1 as rwxrwxrwx, file2 as
---r-----, and file 3 as ----w---. User2 has control over file1
as---r-----, over file2 as rwxrwxrwx, and over file3 as
----w----. User3 has control over file1 as ---r-----, over file2
as rwxrwxrwx, and over file3 as rwxrwxrwx. It has significant
advantages for small-scale organizations like user-friendly,

Table 1: ASO of DAC.

Subject
Object

File 1 File 2 File 3

User 1 Write, read,
execute Read Write

User 2 Read Write, read,
execute Read

User 3 Read Write, read,
execute Write, read, execute
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flexible, and less administrative effort, but it is not suitable
for large enterprises and is also less secure.

Mandatory access control (MAC) is introduced by Bell
and LaPadula [14]. MAC addresses the issue of a large
organization but contains excessive security because it
provides security in a hierarchical pattern from a lower level
to a higher level. MAC administrator decides access per-
missions on an object, not by subject. It defines mainly as a
security framework because of its hierarchy, and here, MAC
contains a set of security levels from higher-level order to
lower-level order. If L � L1L2L3L4 . . . . . . Ln is a set of se-
curity levels, then Li > Lj, where Li is higher-level security
order and Lj is lower-level security order. Top-order has the
highest security than the low cader security. MAC contains
two security level policies: (1) simple policy and (2) restricted
policy. Simple policy allows subject S to perform primitive
operations like read r on object O when the security level of
Lo > Ls. Restricted policy allows subject S to perform
primitive operations like write w on object O when the
security level of Lo � Ls.

Figure 1 shows the hierarchical structure of mandatory
access control, where the root level has the highest security
than the base level Lrootlevel > Lf irstlevel >Lsecondlevel > Lbaselevel.
,e overall system is controlled by an administrator [15].
,e role-based access control model (RBAC) is introduced
to set the roles of users on resources and deal with the
security issues [16]. Based on RBAC [16], many models have
been proposed, like RBAC96 [17], ARBAC97 [18],
ARBAC99 [18], ARBAC02 [19], and NIST RBAC [20]. Here,
users operate the resources based on their assigned roles in the
organization, and these roles can be varied accordingly [21].
RBAC administrator is engaged in keeping track and giving
the roles to the users but cannot verify the user’s role viola-
tions.,ispaperdesigns anovel approach to identifyingusers’
actions by calculating their activities by incorporating trust
and RBAC, namely, TRBAC.,is access control mitigates the
malicious actions caused by authenticated users.

,e paper designs an access control mechanism by
computing the trust based on the user’s uncertain behavior.
In literature, various mechanisms are designed to enable
access control mechanisms. Still, they fail to prevent the
uncertain activities caused by authenticated users [22], as

one cannot predict the behavior of mobile computing users.
,e proposed work mitigates the malicious actions caused
by authenticated users by considering users’ dynamic, un-
certain behavior, and roles.

3. TRBAC Approach for Mobile Cloud System

Mobile cloud computing architecture comprises the client,
users, and cloud service provider (CSP). CSP provides
storage services to clients with minimum managemental
efforts [23]. ,e client has data and stores it in the cloud in a
secure manner by encrypting it. Consider the client who
stored the n data files in the cloud in an encrypted manner,
say F1, F2 . . . . . . . . . . . . .. Fn. Users can retrieve data files
from the cloud by proper authentication with the cloud.
Further, the stored files are categorized according to their
sensitivity, and users are assigned roles [24]. File access per-
mission to users is decided based on their roles. However, the
behaviorof theusers in theMCCenvironment isuncertainand
leads to denial of service [25].,us, the paper aims tomitigate
theunsteadybehavior of the authenticatedusers by computing
trust and monitoring the behavior of the users [26].

3.1. Process of Access Control inMCC. ,e user who wants to
access the files from the cloud must authenticate himself
with the cloud by providing user credentials. After verifying
his submitted credentials, the user can access cloud services,
like file access, request, and upload. Further, the user can
access the files according to his assigned role [27]. To ac-
complish this, the cloud maintains a user behavior database,
which consists of information about resource access per-
missions to users (i.e., users’ roles and their access per-
missions) [28]. Cloud administrators are responsible for
deciding the roles of individual cloud users according to
their positions in the organization and assigning the re-
sources according to their roles. If the user is authenticated
and has appropriate access permissions to access the
requested file, then he gets permission to access the files [29].

Further, users’ uncertain behavior is continuously
monitored by the system. If it finds uncertainty in the be-
havior, it removes the access permission to the users. ,e
users’ uncertain behavior is computed by the module called
trust computing [30].

,e architecture of the proposed system is shown in
Figure 2, which takes the authenticated user request as input
and processes the request through the trust module. ,e
trust module consists of a user behavior database, trust
computing, user’s trust value, and trust updating. ,e user
behavior database maps the user role with access permission
[31]. ,e trust computing module computes the user’s trust
by continuously monitoring the users. ,e trust value is
calculated by user actions (i.e., how many activities are
correctly attempted to howmany are incorrectly attempted).

Further, trust computation is evaluated based on four
parameters: duplicate uploads, repeated dummy requests,
malicious program uploads, and role violation. Trust value is
updated for every user’s calculated trust. Based on the trust
value, the system decides whether the user is permitted to

 Organization/
Administrative 

President Chancellor 

Vice-Chancellor ProVice-Chancellor 

Director Asso. Director 

Staff Other 

Figure 1: Hierarchical structure of mandatory access control.
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access the cloud or forbidden. If the user’s computed trust is
more than the specific level (threshold), the system decides
the user is malicious. ,e system may occasionally choose
the user as malicious due to its accidental uncertain actions.
,en, the user must revoke the permission by approaching
the client. Trust computing parameter values are retrieved
from user’s actions and explained.

3.1.1. Repeated Requests Rate (RRR). ,ework computes the
request rate of the users by (1) to determine the uncertain
behavior of the user. Usually, the user sends the query to the
cloud to access the files stored in the cloud and gets re-
sponses from the query. If the user sends the repeated re-
quests in a short time interval, this causes unusual traffic at
the channel and creates a denial-of-service attack. ,us, the
uncertain behavior of the user needs to be identified; oth-
erwise, it demeans the system’s performance.

RRR �


n
r�1(RepeatedRequest)t

TotalReques
, (1)

where t � time, r � request, and n � number of times the
same request is repeated.

If an authentic user usually behaves according to their
role, for example, in one ms of the period, users send ten
unique requests, RRR� 1/10. If the user acts uncertainly, for
example, in one ms of the period, users send ten identical
requests; then, the RRR� 10/10. ,e range of RRR is from 0
to 1, where the RRR value toward the one indicates malicious
behavior and the RRR value toward zero means the au-
thorized behavior.

3.1.2. Duplicate Uploads Rate (DUR). Usually, the user
uploads the files to the cloud. If the user tries to upload the

same file repeatedly, the cloud responds that the same file is
already available, which causes unnecessary traffic. ,us, the
work computes the duplicate upload rate of the users by

DUR �


n
f�1 

m
u�1 RepeatedUploads( 

Total Request
, (2)

where f � f ile,n � numberof timessamefile isuploaded,u �

user,andm � numberof timesthesameuser isrepeated.

If an authenticated user usually behaves indeed and
uploads individual files, for example, the user uploads the
ten individual files, then DUR� (1∗ 1)/10. If the user is
malicious and uploads the same file ten times, then
DUR� (10∗1)/10.

3.1.3. Role Violation Rate (RVR). Users are assigned roles,
and access permissions are assigned to them according to
their roles. If the user tries to access the files without per-
mission, it is said to be a role violation and impacts system
performance. ,is uncertain behavior of the user can be
computed by

RVR �


n
d�1 

m
u�1 Unautorized attempts( 

total access
, (3)

where d � unauthorized service, n � number of attempts
to access the service, u � user, andm � number of times the
same user is access

3.1.4. Malicious Program Upload Rate. ,e uncertain user
can upload malicious codes or files to the cloud, affecting the
system performance according to the malicious code. ,e
following equation can compute these malicious actions of
the users:

Authenticated User Request

Parameters

Filter and
Punishment of

Malicious Users

Trust Computing

Users Trust Value

Trust Updating

Client

Users Behavior
Database

Trust Module

Figure 2: Architecture of TRBAC.
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MPR �


n
f�1(malicious programs uploads)

total Request
, (4)

where f � malicious file and n � number ofmalicious files.
Cloud scans the files before uploading the files to the

cloud database regarding malicious codes.

4. Trust Computing Criteria

One can predict the user behavior either reputed or mali-
cious based on computed trust values.,e trust value of each
user is computed in each predefined period; the user
accessing behavior may change the status from the past to
the current period. Trust value varies between 0 and 1, where
1 is completely trusted and 0 indicates completely malicious.

To monitor the user’s behavior, the cloud service pro-
vider must maintain a log file to capture the actions on each
parameter. ,e parameters may not have the same potential
to affect an organization’s security, as they are computed
based on the user’s different uncertain behavior. So, each
parameter needs to assign weights, which are initially de-
cided by the organization based on the security requirement.
Figure 3 shows the trust value computation process by
maintaining the user’s behavior database based on the
computed trust parameters with assigned weights. Due to
users’ dynamic behavior, all parameters initially assigned
with weights need to be dynamically reassigned with dif-
ferent weights based on their usage by users. ,e following
equation is used to compute the user’s trust:

wipi; i � 1 to 4, (5)

where w �weightof parameter,p1 � repeatedrequestsrate
(RRR),p2 � duplicateuploadsrate(DUR),p3 �roleviolation
rate(RVR),andp4 �maliciousprogramsuploadrate(MPR).

If the users behave according to their assigned role, the
RRR, DUR RVR, andMPR values will not change, and their
values will equal zero. We have used the frequency of usage
to dynamically update the weight values. And it is com-
puted by pi. However, the values of w1, w2, w3, w4 are not
going to change as users behave according to their assigned
roles. If the user does not behave according to their
assigned role (in worst case), the values of RRR, DUR, RVR,
and MPR become one. Further, the values of
w1, w2, w3, w4will change as users are not behaving
according to their assigned roles. According to the value of
pi, value is computed.

,e efficiency of a system depends on the users, who
behave according to their role among the total number of
users.

Eff iciency�
Reputedusers

Totalnumberof users − Malicioususers
∗100.

(6)

Equation (6) is used to identify and remove malicious
users, which increases the system’s efficiency.

,e equations are used for evaluating the overall trust
value (OTV) of a user, and the average trust value (ATV) of
an individual user is shown below.

4.1. Overall Trust Value (OTV). We compute the perfor-
mance of each user accessing the cloud services based on
their attempts on each parameter in a unit time interval. ,e
OTV is computed by using

Overall Trustvalue(OTV) � 1 − w1 ∗RRR + w2 ∗DUR(

+ w3 ∗RVR + w4 ∗MPR),

(7)

where w1, w2, w3, and w4 are positive weights of the trust
parameters such that

w1 + w2 + w3 + w4 � 1. (8)

Each weighted parameter value is varied between 0 and
1. ,e sum of all parameter weights must be equal to one.
Initially, the weights of each parameter need to be decided by
the organization; the organization has assigned each pa-
rameter with equal trust priority. Later, these parameter
values are updated based on the parameter usability. ,e
usability of each parameter is calculated by using

Usabilityof pi �
 pi

N
, (9)

where i � 1, 2, 3, 4.  pi is the number of times parameter pi

accessed andN is the total number of parameters accessed by
the users.

Initial weights of the parameters are decided based on
the following criteria. ,e weighted parameter w1 associated
with RRR, that is, repeated request rate, and w2 associated
with DUR, that is, duplicate request rate, security point of
view, both parameters are used to launch the denial-of-
service attack. ,e weighted parameter w3 associated with
RVR, that is, role violation rate, and it is used to launch
fabrication attacks. ,e weighted parameter w4 is associated
with MPR, that is, malicious program upload rate, and it is
used to launch modification attacks and further impact data

RRR
Parameters

Trust Computing

Trust Value

∑wi pi
; i = 1 to 4

w1 w2 w3 w4

User behavior database/Logfile

DUR RVR MPR

Figure 3: Trust computation criteria.
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integrity. ,us, organizations need to assign the weights to
each parameter initially. Further, we compute the user’s
average trust value (ATV) based on the exponential moving
average method.

4.2. Average Trust Value (ATV). Let tn and tn− 1be the time
interval for the current time and previous time,
respectively.

ATV � CV∗ (OTV)tn +(1 − CV)∗ (ATV)tn− 1. (10)

,e user is considered malicious if his computed average
trust value is less than the predefined threshold value. If his
computed average trust value exceeds the predefined
threshold value, then the user is considered a reputed user.
,e work considered the threshold value as 0.5, and it may
vary according to the application and organizational sen-
sitivity. ,e system finds that the user is malicious and filters
those users. Unintentional user actions may cause him to be
malicious, so he must contact the client, get verified, and
revoke the permission.

4.3. Access Control Algorithm. Algorithm 1 explains the
procedure to compute the user behavior regarding access
control. ,e algorithm takes trust computing parameters
and associated weights as input and provides the output as
malicious or reputed users.

4.4. Trust Calculation. Initially, the client authenticates the
user and CSP. ,en, communication is established between
users and CSP. ,e system has 100 users with reputed and
malicious behaviors, one client, and one CSP. A user’s re-
puted behavior signifies one, and a user’s malicious behavior
signifies zero. Based on this, significance threshold value is
considered to be 0.5. ,e user is considered malicious if his
computed average trust value is less than the predefined
threshold value. If his computed average trust value exceeds
the predefined threshold value, the user is considered a
reputed user. ,e utilization of each parameter correctly
considers reputed users, otherwise malicious users.

α � count of user’s reputed actions

β � count of user’smalicious actions. (11)

Initially, α � 0 and β � 0, and trust (OTV) � 1, and
w1 � 0.25, w2 � 0.25, w3 � .025, w4 � 0.25. ,e system has
no new user record and cannot describe the user as malicious
and reputed. ,erefore, the system considers the threshold
value as the basis for new users. ,us, we consider CV� 0.5.

Case 1. Initially, when user behaves according to their
assigned role, that is, α � 1 and β � 0, then wipi � 0.

Overall Trust value(OTV) � 1

− w1 ∗RRR + w2 ∗DUR + w3 ∗RVR + w4 ∗MPR( 

Overall Trust value(OTV) � 1 − 0 � 1,

ATV � CV∗ (OTV)tn +(1 − CV)∗ (ATV)tn− 1.

(12)

No previous history, (ATV)tn− 1 � 0.

ATV � 0.5∗ 1 +(1 − 0.5)∗ 0,

ATV � 0.5 + 0,

ATV � 0.5.

(13)

Case 2. Again, in the following action, user behaves
according to their assigned role, which is α � 2 and β � 0;
then wipi � 0:

Overall Trust value(OTV) � 1,

ATV � 0.5∗ 1 +(1 − 0.5)∗ 0.5,

ATV � 0.5 + 0.25,

ATV � 0.75.

(14)

Case 3. User behaves against their assigned role; then the
count ofα remains the same, i.e., α � 2, but the count of β
increases, i.e., β � 1, considered equal weight, i.e., 0.25.

,en, wipi � 0.25∗ 1 � 0.25.

Step 1: the organization sets the trust threshold value, i.e., 0.5, and the initial weights are w1 � 0.25, w2 � 0.25, w3 � 0.025, and
w4 � 0.25.
Step 2: initially, all the users are assigned with trust equal to one. ,at is, all the users are completely trustworthy.
Step 3: compute each user’s overall trust value OTV. Overall Trustvalue(OTV) � 1 − (w1 ∗RRR + w2 ∗DUR + w3 ∗
RVR + w4 ∗MPR).
Step 4: compute the usability of each parameter to assign priority.
Usability of   pi �  pi/ pi .

Update the weight values as wi � pi.
Step 5: compute the average trust value (ATV) by using an exponential weighted moving average method with previous trust and
current computed trust.
ATV � CV∗ (OTV)tn + (1 − CV)∗ (ATV)tn− 1.

Step 6: compare the ATV of each user with the threshold value, i.e., ATV≤ 0.5.
Step 7: if ATV< 0.5, then the malicious user or ATV≥ 0.5 reputed user.
Step 8: return a malicious or a reputed user.

ALGORITHM 1: User Behaviour.
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OverallTrustvalue(OTV)�1 − (0.25∗1+0.25∗0

+0.25∗0+0.25∗0)

�1 − (0.25∗1)�0.75,

ATV�0.5∗0.75+(1 − 0.5)∗0.75,

ATV�0.375+0.37,ATV�0.75.

(15)

Case 4. User behaves against their assigned role, and then
the count ofα remains the same, i.e., α � 2, but the count of β
increases, i.e., β � 2.

,en,  wipi �� 0.25∗ 2 � 0.5.

Overall Trustv alue(OTV) � 0.5,

ATV � 0.5∗ 0.5 +(1 − 0.5)∗ 0.75,

ATV � 0.25 + 0.375, ATV � 0.625.

(16)

Case 5. User behaves against their assigned role, and then
the count ofα remains the same, i.e., α � 2 but the count of β
increases, i.e., β � 3.

then  wipi � 0.75,

Overall Trustvalue(OTV) � 0.25,

ATV � 0.4375.

(17)

4.5. Access Control Flowchart. Figure 4 shows the procedure
to verify and monitor user behavior. Initially, reputed users
who are authorized and authenticated by the client request
the services from the cloud. ,en, CSP monitors their be-
havior and continues to provide users with the best-effort
service. Computing a user’s trust value helps the CSP decide
whether the user is reputed or malicious.

START

Authenticated & Authorized User

User Request Services from CSP

CSP monitor user behaviour and compute trust

Malicious User

Reject

No Yes

Request for another service

Continues to use service

Reputed User

If ATV ≥ .5

Figure 4: Flowchart for verifying the reputed user.
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5. Result Analysis

,e efficiency analysis of the proposed work has been done
on software platforms such as JDK 1.7, NetBeans-IDE, and
Oracle 11 g. ,e efficiency analysis environment comprises
the client, CSP, and 100 users, of which 95 are reputed and
five are malicious. ,e client consists of files and uploads
them to the cloud in an encrypted form. To access the files
from the cloud, the user needs to authenticate themself with
CSP. Further authenticated users can access the files
according to their access permissions. ,e malicious user
violates their roles and behaves uncertainly. Uncertain be-
havior of the users includes sending the same request re-
peatedly, uploading the same document frequently, and
uploading malicious documents. Users’ uncertain activities
and role violations negatively impact the system’s perfor-
mance in terms of the availability of resources.

,e proposed work mitigates the uncertain user’s be-
havior and role violation by computing the users’ average
trust value (ATV) regarding their activities. User activities
are continuously monitored and stored in a log file. ,e
computed average trust value is compared with the
threshold trust value and decides whether the user is reputed
or malicious. ,e trust computing procedure is explained in
the previous section.,e weighted parameters considered to
compute the trust value are w1, w2, w3, and w4. ,e initial
value of these parameters is decided based on the sensitivity
of the uncertain action.

Figure 5 shows the computed trust value for reputed
action and uncertain action.,e uncertain actions’ trust value
is below 0.5. ,us, we have taken the threshold value as 0.5.

Figure 6 shows the comparison results between the trust-
based, role-based, and proposed access control mechanisms.
,e system efficiency for the role-based access control
mechanism is 20%, as it cannot prevent the role volition
users.,e system efficiency for the trust-based access control
mechanism is 75%, as it can avoid the role volition users but
fail to mitigate uncertain actions of users. ,e proposed
system performance is greatly improved compared to the
role and trust-based access control mechanisms as it miti-
gates both role volition and uncertain actions of users.
Figure 6 shows the overall efficiency performance com-
parison, indicating that the proposed work’s efficiency
outperforms. RBAC mechanism performance is low, as it
cannot prevent uncertain activities, which are actually
malicious actions of the authenticated and authorized users.
TBACmechanism performance is also low, showing that in a
cloud environment, only uncertain behavior mitigation is
not enough but also needs to consider role violation.

If the system operates based on only trust, it means no
role is assigned to users. Users can access any parameter,
which means efficiency decreases. If the system operates
based on role, it means no trust between users and the
system. But system restricts users and forces them to behave
according to their assigned roles. If the user acts against the
role, then the system cannot identify the user as malicious.
,ese actions of users reduce efficiency. Figure 7 shows the
result of a combination of trust and a role-based hybrid
approach (TRBAC), which improves the system’s efficiency.

Figure 8 shows the comparison between reputed users
and malicious users; here 0 is considered as not malicious,
and one is malicious. If the system considers all users are
reputed users, then it equals 0 ratios, and if all users are
malicious users, then it equals one ratio. Good utilization of
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resources depends on the maximum number of reputed
users. As shown in Figure 8, if the system consists only role,
utilization of resources decreases 100 to 60 percent at only 20
percent of malicious users in the system. If the malicious
users are increased to 80 percent, utilization of available
resources is only 20 percent. Similarly, if the system consists
only of trust, which is better than the alone role, utilization of
resources decreases 100 to 70 percent at only 20 percent of
malicious users in the system. If the malicious users are
increased to 80 percent, utilization of available resources is
50 percent. Compared to the role and trust proposed work,
TRBAC has better resource utilization, which means this
work restricted malicious users from getting into the system.
,is approach consists of minimum malicious activities and
maximum utilization of resources if the system consists of

TRBAC, maximum utilization of resources (i.e., 93 percent
at only 20 percent of malicious users in the system).

Figure 9 discusses resource availability on the number of
tasks performed by the system. Task 1 is a set of 100 tasks,
and task 2 is a group of 200, task 3 is a group of 300, and so
on. If the tasks are increasing, availability of resources is
reduced. ,ree scenarios are mentioned in Figure 9—role,
trust, and TRBAC. If the system uses a role-based access
control, then for 100 jobs, the availability of resources is 70
percent, whereas in trust-based one, 82% in the proposed
work (i.e., TRBAC 93%). Compared with role-based and
trust-based schemes proposed work; that is, the TRBAC
scheme restricts the malicious users and maximizes the
utilization of resources among reputed users. If the number
of malicious users increased, it minimized the utilization of
resource availability.

6. Conclusion

Authorization is one of the developing aims to implement
security, authentication, and confidentiality. ,e only au-
thentication is insufficient to provide security, as reputed
users may behave maliciously. Access control among the
users is required to mitigate malicious activities. Further, the
mobile users’ uncertain behavior enforces designing suitable
access control mechanisms in MCC with less computational
overhead.

,e chapter designed the access control mechanism by
calculating the trust to minimize the malicious activities
caused by reputed users. Further, performance results in-
dicate that the system’s efficiency increases compared to
trust and role-based access control mechanisms.

Data Availability
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