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With the rapid development of Internet technology, mankind has entered the era of big data. Te Internet records all kinds of
information, and the amount of information generated in the future is in a state of explosive growth. With the development of
enterprises, the data of accounting information have grown, and its security has also been threatened. Once the accounting
information is leaked, it will have a great impact on the company.Terefore, it is very necessary to protect accounting information
data. Tis paper aims to study how to protect accounting information data based on big data and cloud computing. Based on this,
this paper proposes an attribute-based encryption method based on big data and cloud computing and analyzes the ABE scheme
of a single authority and multiple authorities. Te multiauthority ABE scheme can efectively solve the problems of low
computational efciency, poor security performance, and high time overhead in the single-authority ABE scheme. Te ex-
perimental results of this paper show that, under the single-authority ABE scheme in the information data protection of enterprise
A, the confdentiality of data is 54% at the highest and 46% at the lowest, which is generally not very high. In the information data
protection of the multiauthority ABE scheme in enterprise A, the highest data confdentiality is 86% and the lowest is 79%. Te
highest is 32% more than the single-authority ABE scheme. Te lowest is also 33% more than that. Generally speaking, the
confdentiality of its data is very high. In terms of reliability, integrity, and efectiveness, the single-authority ABE scheme is not as
good as the multiauthority ABE scheme. It shows that the multiauthority ABE scheme proposed in this paper has a powerful
information data security protection function and can be efectively applied to accounting information data protection.

1. Introduction

In this new century, in which the Internet and human
culture are highly integrated, the rapid development of the
Internet is setting of a new revolution in human beings as
a whole. Te Internet is infltrating people’s lives at a speed
that people can barely perceive. Under the environment of
network and e-commerce, the network of accounting in-
formation enables the operation of enterprises to transcend
the limitations of time and space. In the management mode,
it abandons the traditional accounting management mode
and realizes business collaboration, remote processing,
online management, and other modes. Online ofce, remote
ofce, and mobile ofce are supported; in terms of in-
formation provision, remote reporting, remote accounting,
and online information query are realized. However, due to

the openness and sharing of the Internet, there are many
unsafe factors in the network itself, which makes the en-
terprise accounting information in the network face the risk
of interception, tampering, and leakage at any time.

Cloud computing is a type of distributed computing,
which refers to decomposing huge data computing pro-
cessing programs into countless small programs through the
network “cloud.” Due to the economics of cloud computing,
more and more individuals and enterprises begin to deliver
data storage and platform construction to the cloud,
benefting from the massive storage space and high con-
current computing power of cloud computing. Te com-
bination of big data and cloud platforms is becoming more
common, which puts forward new security requirements for
accounting information data in cloud computing, and the
previous access control technology has problems such as
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high consumption, low efciency, and difcult management.
Attribute-based encryption technology is an efective
method to solve the security problem of cloud storage
systems. Te innovation of this paper is that it not only
proposes an attribute-based encryption scheme based on
cloud computing but also proposes a multiauthority ci-
phertext strategy. Te problems of low calculation efciency
and high storage consumption of policy updates are im-
proved, thus ensuring the security of enterprise accounting
information data.

2. Related Works

With the in-depth development of the socialist market
economy with Chinese characteristics, the security of ac-
counting information and data has attracted more and more
attention from the state and society. Te rapid development
of information technology and its application in accounting
practice has endangered the security of accounting data
circulating in cyberspace. Te purpose of Popivniak’s re-
search was to determine how to solve the security problems
that arise in accounting information, how to identify cyber
threats in the feld of accounting information use, and how
to identify ways to prevent information theft and damage
[1]. Lapitkaia found that, under the conditions of modern
economic digitization, traditional accounting needs to make
signifcant changes in the use of new information tools in
order to continue to develop healthily. Tese new in-
formation technologies include cloud technology [2].
Pecheniuk confrmed the necessity of forming an efective
information security system for enterprises. He emphasized
that when designing information policies, companies must
organize information security measures to be commensurate
with their values, and he identifed the main threats to the
possible destruction of confdential information [3].
Rasheed and Kouser argued that the legal and governance
environment in emerging markets is often weaker, and weak
investor execution leads to a poor information environment.
A corporate governance mechanism should be established in
a timely manner [4]. Xing et al. raised a question whether the
quality of accounting information afects capital, which has
been a controversial issue. By linking the quality of ac-
counting information with systemic risk, he found that the
quality of accounting information is signifcantly negatively
correlated with systemic risk [5]. Scholars agree that only
when accounting information is properly protected can an
enterprise develop healthily. If the information is leaked, it
will not only lead to the loss of the company’s economy but
also cause the company to be maliciously competed against
or even be unable to operate. Te viewpoints put forward by
scholars are indeed in line with the problems of enterprises
in reality, but they only put forward the importance of
information security and do not mention how to solve the
security problem of information data.

With the rapid development of digitization and Internet
technology, the amount of data on the Internet shows a trend
of rapid increase. As a result, the Internet’s data processing
function is relatively insufcient, and many security prob-
lems have also appeared. Based on this, scholars have

proposed attribute-based encryption algorithms. Francois
et al. described a symmetric encryption algorithm based on
a bit arrangement. Te main advantage of this cryptosystem
is that it can securely encrypt bit sequences and ensure the
indistinguishability of the cipher.Tey applied the algorithm
to image encryption that treats pure images as binary se-
quences [6]. Wang et al. proposed a new image encryption
algorithm. Using his proposed pixel-swapping model to
change the position of the pixels, the efect of scrambled
images can be achieved.Te simulation results show that the
algorithm proposed by him has the characteristics of a large
key space, high key sensitivity, and high security [7]. Hsiao
proposed a neural network-based secure communication
design method in multidelay systems in order to obtain
double encryption through elliptic curve cryptography
(ECC) synchronization. Its security strength depends on the
difculty of solving the elliptic curve discrete logarithm
problem [8]. Luo et al. found that asymmetric, switchable,
and reversible encryption is achieved by algorithmic en-
cryption, which occupies an important position in en-
cryption technology [9]. Tese scholars put forward
encryption algorithms for security issues, which are con-
sistent with the attribute-based encryption algorithm pro-
posed in this paper, both to ensure the security of
information. Tese scholars apply encryption algorithms to
information encryption in various felds to ensure the se-
curity of data, which is worthy of reference in this paper.

3. Protection of Accounting Information by
Attribute Encryption Algorithm Based on
Cloud Computing

3.1. Network Accounting Information Security Issues

3.1.1. Te Hidden Danger of Computer System. Computer
hardware and its operating environment are important
foundations to ensure the normal operation of network
accounting information, and their security directly afects
the security of accounting information. Te security of the
computer operating system is the basis of network in-
formation security. All information and security measures
depend on the operating system. Te vulnerability or im-
proper confguration of the operating systemmay lead to the
collapse of the entire security system. In order to achieve
high reliability of application programs and information
consistency, confdentiality, availability, and controllability
on various operating systems, the system software foun-
dation provided by the operating system must be relied on.
But the security of the current operating system is not
enough. Te unreasonable design of computer operating
system, insufcient access control, the existence of super
users, and constantly discovered security holes are some of
the fatal problems of the operating system.

3.1.2. Network Risks. Information plays an increasingly
important role in modern economic life and has become an
important means of market competition. Information has
become the most important resource of an enterprise.
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Whoever possesses more information and has accurate
information will have a chance to win. In particular, the
commercial secrets about the fnancial data of the enterprise
are directly related to the success or failure of the enterprise.

Under illegal competition with interests and mali-
ciousness, it is not allowed to illegally invade the accounting
information systems of enterprises, and criminals who steal
corporate secrets often exist. Te types of malicious attacks
that will appear in the information data are shown in
Figure 1.

As shown in Figure 1, the current security situation of
accounting information is not optimistic, the number of
malicious programs is increasing year by year, and various
loophole utilization technologies are constantly emerging,
which would cause serious threats to the information se-
curity of network accounting. Due to the openness of In-
ternet technology, the development of network accounting is
bound to be restricted by the security of accounting in-
formation. It can be predicted that threats from all aspects of
the network would gradually become the main factor af-
fecting the security of corporate accounting information,
and various high-tech network technologies would become
the main force to maintain the security of corporate ac-
counting information.

3.1.3. Risks Brought by Data Sharing. Te data-sharing
method can solve the inconvenience caused by traditional
accounting work, save the cost of personal and enterprise
software and hardware, and promote the centralized man-
agement, preservation, and sharing of data. However, in the
open cloud environment, there are difcult security issues
such as data confdentiality, privacy protection, and access
permission control. Data sharing is shown in Figure 2.

As shown in Figure 2, faced with such problems, various
technologies emerge in an endless stream, such as the tra-
ditional access layer control technology (ACL). Te tradi-
tional access control technology is mainly completed
through network equipment access switches, two-layer
semiaccess switches, multilayer switches, and routers.
However, there are several major defects in PKI technology.
One is that it brings a huge user management burden to the
data sender; another is that it causes data redundancy, and
the encryption time is proportional to the number of data
recipients. It brings about problems such as encryption time
and communication consumption. Terefore, traditional
encryption and access technologies are not suitable for this
new cloud data-sharing model.

3.2. Attribute Encryption Algorithm Based on Cloud
Computing

3.2.1. Te Algorithm Proposed in the Basic Text of Attribute
Encryption. In order to solve the shortcomings of traditional
KPIs, technology based on attribute-based encryption (ABE)
has been proposed and implemented by scholars. Te
attribute-based encryption technology realizes one-to-many
encryption, and the data only need to be encrypted once
[10]. Attribute-based encryption encrypts messages

according to attributes without paying attention to the
identity of the receiver, which ensures the confdentiality of
the data. At the same time, the data sender does not need to
manage the data user. Terefore, the time and storage
overhead brought on by encryption will be reduced, and the
privacy of data users will be protected [11]. Te attribute
encryption algorithm is shown in Figure 3.

As shown in Figure 3, attribute-based encryption
technology solves the system bottleneck and data re-
dundancy problems caused by traditional technology. In the
attribute encryption mechanism, users and data can be
identifed by some attribute information. Both the user’s
decryption key and the encrypted ciphertext are associated
with a series of properties. Te encryption of attributes
reduces the burden of user management of encryption
functions and has the characteristics of fexible control,
strong security, and protection of user privacy [12]. By
associating attribute sets with access resources, data users
can access ciphertext information according to their own
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Figure 1: Types of malicious attacks.
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authorization attributes. Tis technology is suitable for ac-
cess applications such as private data sharing.

A fnite feld is a feld containing only a fnite number of
elements. Compared with the rational number feld and the
real number feld, it has many diferent properties.

Elliptic curve encryption in cryptography uses elliptic
curves over fnite felds. An elliptic curve over a fnite feld
means that the curve equation is defned as follows:

b
2

� a
3

+ ax + y. (1)

All coefcients are elements of some fnite feld Eq (q is
a large prime number). Te most common of these are

Eq(a, b): b
2

� a
3

+ ax + y(mod q). (2)

Te attribute-based encryption (ABE) mechanism only
supports simple threshold control, and neither the data
sender nor the data user can specify fexible access control
policies [13]. Te logic threshold control strategy is fast,
simple, stable, and reliable, with strong practicability, high
vehicle control computing efciency, and less physical
memory occupation of the controller. When the number of
ciphertext attribute sets intersecting with the user attribute
set is not less than the threshold set by the authority, the data
user can be decrypted correctly.

Te authority initially sets the threshold value d and
generates the master key as follows:

MSK � b, ti ti ∈ Zq

􏼌􏼌􏼌􏼌􏼌􏼚 􏼛∀i∈A􏼒 􏼓. (3)

Te authority generates the key of user u and randomly
generates a polynomial, and the user key is

SK � Di � g
p(i)

􏽮 􏽯. (4)

Te data sender encrypts the message with the ciphertext
attribute set, and the ciphertext is as follows:

CT � AC, E � ·B
S
, Ei � T

s
i􏼈 􏼉∀i∈AC

􏼐 􏼑. (5)

Te multiauthority scheme also supports key policies.
Each authority generates an access tree for the attribute set
and generates key components for each leaf node according
to the top-down method. Te user’s fnal access policy
structure is as follows:

T � T1∧ . . .∧TN. (6)

In the encryption algorithm, if the key is modifed by an
unauthorized illegal user, the encrypted data cannot be
restored to the correct original information through the
corresponding decryption process. In the decryption pro-
cess, each TN value is obtained in a bottom-up manner, and
fnally the plaintextm can be calculated and the data user can
decrypt the ciphertext.

3.2.2. Key Policy Encryption Scheme. In the key-policy
scheme, the data user generates an access control policy
with his own attribute set, the authority calculates the user
key according to the control policy, and the data sender uses
the attribute set to encrypt the ciphertext [14]. When the
ciphertext attribute set satisfes the access control policy, the
user can decrypt it. Te control strategy is constructed into
a tree structure, as shown in Figure 4.

As shown in Figure 4, the various tree diagrams in the
classical data structure have a typical tree structure. A tree
can be simply represented as the root, the left subtree, and
the right subtree. Te left and right subtrees have their own
subtrees. Te leaf node of the access control tree T is
L(T) � A, and the ciphertext is related to the attribute set
Act. When Act satisfes T, the ciphertext can be decrypted.
Access control tree: internal nodes represent a threshold;
each internal node has a threshold value; and leaf nodes
represent attributes [15].

A property set is set; the root node of the access tree T is
R; and the access operation of the set to the access tree Tnode
is defned as

Ta(A) �
1, attr(a) ∈ A,

0, Otherwise.
􏼨 (7)

When Ta(A) � 1, the set satisfes the access tree T, otherwise
it does not.

Te diference between the ciphertext strategy ABE and
the basic ABE mechanism lies in the KeyGen and Decrypt
steps. KeyGen: a polynomial is randomly generated for each
node of T from top to bottom, and

Pa(0) �
b, a � R,

pparent(a)(inde x(a)), othrewise.
⎧⎨

⎩ (8)

Decrypt is a bottom-up recursive process, and when a is
a leaf node,

Fa � 􏽙
z∈s∗

F
∆i,s

Z . (9)

Sender A Receiver B

key

server

encryption decrypt

data transmission data transmission

Figure 3: Attribute encryption algorithm.
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3.2.3. Ciphertext Strategy Encryption Scheme. Te outer and
inner layers of a tree structure have similar structures, so this
structure can be represented recursively. In the ciphertext
strategy scheme, the access control strategy T is specifed by
the data sender, the control strategy adopts a tree structure
similar to the key strategy scheme, and its leaf node is
L(T) � Act; the user key is related to the attribute set. Te
authorization authority generates user keys according to the
attribute set, and the ciphertext policy ABE is diferent from
the above encryption scheme [16].

Te authorized agency selects a random number and
calculates the master key as

MSK � g
α
, β( 􏼁. (10)

Te authority generates the key of user u, selects
a random number for each user attribute i ∈ Act, and cal-
culates the key as

SK � D � g
(α+r)/β

􏼐 􏼑. (11)

Te data sender selects a random number and constructs
an access control policy T according to the ciphertext at-
tributes. A polynomial is randomly generated for each node
a of T from top to bottom as follows:

pa(0) �
s, a � R,

pparent(a)(inde x(a)), othrewise.
⎧⎨

⎩ (12)

Decryption is a bottom-up recursive process, as shown
below:

Fa �
e Di,1, Ei,1􏼐 􏼑

e Di,2, Ei,2􏼐 􏼑
. (13)

3.3. Attribute Encryption Scheme for Multiple Authorities.
Te abovementioned ABE models are all single-
authorization agencies, and these models have the prob-
lem of high management cost of authorization agencies.

Some scholars proposed a multiauthority attribute en-
cryption scheme (MA-ABE) [17]. Te scheme introduces
GID as the user’s identifcation in the system and introduces
the central agency to manage all authorized agencies. GID is
a general-purpose, adaptable, and user-friendly GUI for
geometric simulation, data entry, model transformation,
meshing, and visualization of results.

Te MA-ABE scheme includes four algorithms: Setup,
KeyGen, Encrypt, and Decrypt. Suppose that there are N
authorities in the system. Setup means that each authority k
chooses Bk ∈ Zq as follows:

Bk � e(g, g)
bk . (14)

Announce Bk to other authorized institutions, negotiate
secretly with authorized institution j, randomly select ran-
dom numbers, and defne the pseudorandom function with
the authorized institution as

PRFk,j(u) � g
akaj/ sk,j+u( 􏼁( 􏼁

. (15)

Each authorized institution k randomly selects N− 1
random numbers and issues them to user u through an
anonymous distribution protocol. Te data user u obtains
the following key components as follows:

Dk,j �

g
Rk,j · PRF(u), k≻j,

g
Rk,j

PRF(u)
, k≺j.

⎧⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

(16)

Te data sender encrypts the plaintext m, selects the
ciphertext attribute from each authority k, and calculates the
ciphertext as follows:

CT � E0 � m · B
S
, E1 � g

s
􏼐 􏼑. (17)

MA-ABE ensures the privacy of data by means of public
key encryption primitives and realizes one-to-many and
fne-grained access control, so it can efciently and securely
share data in cloud environment [18]. Fine-grained is
a computer programming term. Te fne-grained model, in
layman’s terms, is to subdivide the objects in the business
model to obtain a more scientifc and reasonable object model.
Intuitively, it is meant to divide many objects, but it has certain
shortcomings. Since, in most MA-ABE schemes, the compu-
tational overhead of encryption and decryption is linearly
related to the number of attributes it contains, users need to
deal with a large amount of computational load, which is not
good for resource-constrained devices [19]. At the same time,
when the user’s encrypted data in the cloud need to update the
access policy, the traditional methods such as downloading and
decrypting and then reencrypting and uploading are unrealistic
because this will consume a lot of communication and com-
puting resources, as shown in Figure 5.

As shown in Figure 5, in order to reduce the compu-
tational burden of resource-constrained clients and achieve
rapid policy update, this paper proposes an outsourced
multiauthority ciphertext policy attribute encryption
scheme. Most of the existing attribute-based encryption

A1 A2

A

A3 A4

A5 A6 A7 A8

Figure 4: Access control tree.

Scientifc Programming 5



schemes are based on a single authority. Once a single
authority is attacked, the data security of the entire
system cannot be guaranteed. In order to improve the
security of the entire system, the multiauthority ci-
phertext strategy attribute encryption scheme appears.
Te system supports encryption, decryption, and out-
sourcing of policy updates on the client side. Under the
premise of not revealing data sensitive information, most
of the computing work of encryption, decryption, and
policy update is outsourced to a third-party service agent,
thereby greatly reducing the amount of local work.
Terefore, MA-ABE is made suitable for resource-
constrained devices [20, 21].

4. Results and Discussion

4.1. Test of Ciphertext TimeOverhead. Te symmetric elliptic
curve of type A is used in the simulation experiment, which
is based on a fnite feld of 512 bits and tested. Mainly, each
step (initialization, key generation, encryption, decryption,
ciphertext update, and key update) is analyzed and com-
pared theoretically, and simulation data are analyzed and
compared.

Te experimental environment is built on Cygwin,
which simulates a Linux environment under a Windows
system. Te processor is Pentium CPUG620, and the
memory capacity is 4GB.Teir implementation is on a fnite
feld of 512 bits. Te experimental code is written based on
the cpabe-0.11 library and the kpabe library. For the key-
policy attribute encryption algorithm, the time consumption
mainly comes from linear calculation.Terefore, for the time
consumption of each step, only the calculation results are
counted.Te performance comparison of the two schemes is
shown in Table 1.

As shown in Table 1, both single-authority ABE
and multiauthority ABE are based on the ABE
algorithm. Table 1 shows that, in terms of initialization,
key generation, encryption, and decryption time, multi-
authority ABEs take signifcantly less time than single-
authority ABEs. Tis is because the multiauthority ABE
has a linear relationship with the number of authorized
institutions.

In the simulation experiment, the fxed number of au-
thorized institutions participating is 20, the number of at-
tributes is increased in turn, and all attributes participate in
the above six steps, as shown in Figure 6.

As shown in Figure 6, in the encryption and decryption
time of ciphertext, there is almost no diference in the time
between the two at the beginning. But, as the data increase,
multiauthority ABEs begin to outperform single-authority
ABEs. Tis is because the single-authority ABE is linearly
related to the number of attributes.

4.2. Test of Key Time Overhead. In order to verify the au-
thenticity of the experiment, the single-authority ABE and
the multiauthority ABE are tested in terms of key time
overhead, and 5000 pieces of enterprise data are used for
experimental analysis, as shown in Tables 2 and 3.

As shown in Tables 2 and 3, in terms of key time
overhead, the single-authority ABE scheme takes more time
than the multiauthority ABE scheme and its security level is
not high.When the amount of data is 1000, the time spent by
the single-authority ABE scheme is 5.4 seconds, while the
time spent by the multiauthority ABE scheme is 2.1 seconds,
which is 3.3 seconds more; when the amount of data is 5000,
the single-authority ABE scheme takes 6.2 seconds, while the
multiauthority ABE scheme takes 3.2 seconds. Although the
time overhead of both schemes increases with the increase of
the amount of data, the multiauthority ABE scheme does not
change much on the whole.

4.3. Test of Algorithm Efciency. Te above is the analysis of
the algorithm overhead, and then this paper analyzes the
efciency of the algorithm. Among them, due to the low
efciency of the attribute encryption algorithm, it was
necessary to prove that the key generation time, encryption
time, and decryption time of the test scheme in this paper are
less in diferent environments. Tis article used the multi-
authority ABE scheme to encrypt two text fles (5MB and
10MB). Te result is shown in Figure 7.

Table 1: Performance comparison of the two schemes.

Steps Single
authority ABE (s) Multiauthority ABE (s)

Initialization 3.8 1.7
Key generation 2.7 1.3
Encryption 3.2 1.0
Decrypt 3.5 1.5
Key update 3.6 0.9
Ciphertext update 4.0 1.1

Authorized body

data
owner data user

encryption server encryption
server

PK PK

CT CT

A A

Figure 5: Multiauthority policy update outsourcing model.
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As is shown in Figure 7, the key generation time and the
number of attributes have a linear relationship. With a fle
size of 5MB, the multiauthority ABE scheme takes less than
2 seconds. In the case of a fle size of 10MB, although the
time spent by the multiauthority ABE scheme has increased,
the magnitude of the change is not large. Terefore, it can be
seen that the time cost of the multiauthority ABE scheme is
more advantageous.

For the encryption algorithm, the running time changes
with the change of the leaf nodes in the access structure tree.
Te encryption efciency of multiauthority ABE is obviously
better than that of single-authority ABE because when

single-authority ABE performs one exponentiation opera-
tion, single-authority ABE needs to perform two operations,
as shown in Figure 8.

As shown in Figure 8, for the decryption algorithm, the
efciency of the modifed scheme is higher than the original
scheme because, when the multiauthority ABE performs
a bilinear mapping once, the single-authority ABE performs
a quadratic bilinear mapping. In addition, the sizes of the
plaintext fle and the ciphertext fle are not much diferent.
For simple access structures, the storage overhead can be
ignored in this scheme. Trough the analysis of the above
execution and storage costs, the multiauthority ABE scheme
is much more efcient in encryption, decryption, and key
generation than the single-authority ABE scheme.

4.4. Testing of Safety Performance. Te attribute encryption
algorithm is a new type of encryption algorithm. Its biggest
advantage is that it can use the user’s identity as a key to
achieve encryption.Tere is no longer a need to encrypt data
for each decryptor like symmetric encryption, nor are there
complex key management systems like public key encryp-
tion. In the ABE algorithm, the encryptor does not need to
know who the decryptor is, and the decryption rules are
contained in the ciphertext. Te attribute encryption algo-
rithm is more suitable for application in the cloud com-
puting environment.

At present, user enterprises regard accounting in-
formation security as the main problem. Among security
issues, users are most concerned about data security, in-
cluding data confdentiality, reliability, integration, and

1.9

2.8

3.6

5.8

7.9

1.6
1.9 2 2.1

2.4

0

1

2

3

4

5

6

7

8

9

Ti
m

e (
s)

8 12 16 204
Number of attributes

Single Authority ABE
Multi-authority ABE

(a)

2.3

3.2

5.6

6.7

8.0

1.8
2.2

2.5
3 3.2

0

1

2

3

4

5

6

7

8

9

Ti
m

e (
s)

8 12 16 204
Number of attributes

Single Authority ABE
Multi-authority ABE

(b)

Figure 6: Two algorithms in ciphertext encryption and decryption time. (a) Comparison of ciphertext encryption time. (b) Comparison of
ciphertext decryption time.

Table 2: Key time overhead of single-authority ABE scheme.

Test data Time spent Efciency (%) Degree of protection
1000 5.4 36 Generally
2000 6.8 50 Poor
3000 5.5 48 Generally
4000 5.9 39 Better
5000 6.2 45 Poor

Table 3: Key time overhead of multiauthority ABE scheme.

Test data Time spent Efciency (%) Degree of protection
1000 2.1 36 Strong
2000 2.5 50 Strong
3000 2.9 48 Generally
4000 3.0 39 Strong
5000 3.2 45 Strong
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efectiveness. Tis paper selects 5000 pieces of accounting
information data of enterprise A and frst compares whether
the two algorithms are powerful in accounting information
data protection, as shown in Tables 4 and 5.

As shown in Tables 4 and 5, in the information data
protection of the single-authority ABE scheme in enterprise
A, the confdentiality, reliability, integrity, and validity of the
data are the highest at 54%, 55%, 63%, and 58%, respectively.
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Figure 7: Performance comparison of multiauthority ABE schemes under diferent fles. (a) Performance of multiauthority ABE scheme
under 5MB fle. (b) Performance of multiauthority ABE scheme under 10MB fle.
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Figure 8: Comparison of decryption efciency of schemes.
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Te lowest are 46%, 45%, 59%, and 46%, respectively, and
with the increase of information data to be protected, its
protection function is getting worse and worse. Te conf-
dentiality, reliability, integrity, and efectiveness of the
multiauthority ABE scheme in enterprise information data
protection are 86%, 89%, 85%, and 87%, respectively. Te
lowest are 79%, 82%, 77%, and 75%, respectively. With the
increase of information data to be protected, its protection
function is not only better than that of the single-authority
ABE scheme but also the security function is getting
stronger.

In order to verify that the security performance of
the multiauthority ABE scheme is higher, this paper
compares and analyzes the security performance of the

single-authority ABE scheme. Te two algorithms are
encrypted, and then attacked by attack software, and the
security index before and after the attack is compared, as
shown in Figure 9.

As shown in Figure 9, the security index of the two
schemes before the attack is not very diferent, but after the
attack, the security index of the single-authority ABE scheme
decreases signifcantly. However, the security index of the
multiauthority ABE scheme has not changed much. It shows
that the security index of the multiauthority ABE scheme is
more stable. Although the scheme proposed in this paper
can improve the efciency of key generation, encryption,
and decryption, the public parameters and master key of the
algorithm will increase linearly with the increase of attribute

Table 4: Information and data protection of the single-authority ABE scheme in the enterprise.

Test data Confdentiality (%) Reliability (%) Integrity (%) Validity (%)
1000 54 55 63 58
2000 53 54 62 55
3000 52 50 60 50
4000 48 46 61 47
5000 46 45 59 46

Table 5: Information and data protection of multiauthority ABE schemes in enterprises.

Test data Confdentiality (%) Reliability (%) Integrity (%) Validity (%)
1000 79 82 77 75
2000 80 83 79 78
3000 82 85 81 83
4000 84 87 82 85
5000 86 89 85 87
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Figure 9: Te security index before and after the attack of the two schemes. (a) Te security index of the two schemes before the attack. (b)
Te security index of the two schemes after the attack.
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sets. Terefore, the algorithm proposed in this paper can
only be used in the case where the attribute set is small.

5. Conclusions

With the development of network informatization, the
problem of accounting information security is becoming
more and more serious. Once the accounting information
is leaked, it will cause irreversible losses to the enterprise.
Tis paper frst analyzed the security problems in the
current accounting information and then described the
attribute encryption algorithm. Firstly, the algorithm
proposed in the basic text of attribute encryption was
introduced, and the shortcomings of the single-authority
ABE scheme were put forward, thus the multiauthority
ABE scheme was described. It was applied to the solution
of the accounting information security problem. In order
to prove that the proposed scheme was more secure, this
paper compared it with the single-authority ABE scheme
in various aspects in the experimental part and conducted
experiments in terms of time overhead, algorithm ef-
ciency and security performance, respectively. Finally, it
is concluded that the proposed scheme has less time
overhead, higher algorithm efciency, and stronger se-
curity performance than the single-authority ABE
scheme. Terefore, it can be applied to the protection of
accounting information data. However, the algorithm
proposed in this paper is implemented under the random
oracle model, and the scope of application of the algo-
rithm proposed in this paper is very limited, so the data
obtained will have certain diferences. It will be very
meaningful work to construct more attribute encryption
schemes with ciphertext strategies in the future.
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