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5G wireless networks are expected to support massive user
connections and exponentially increasing wireless services,
which makes information security unprecedentedly impor-
tant. As an emerging network security solution, physical layer
security (PLS) takes advantage of the intrinsic characteristics
of wireless channels, such as noise, interference, and fading,
to degrade the received signal qualities at the malicious users,
and achieves keyless secure transmission via signal design
and signal processing approaches. In the past few years, the
research on PLS has generated a large body of literature, with
the topics ranging from information-theoretical studies to
practical scheme design. However, it is still challenging to
develop PLS solutions that well match the unique features
of 5G networks. The aim of this special issue is to provide a
venue to publish recent research achievements that address
the challenges faced by 5G security.

In this special issue, eight papers were selected based on
our rigorous peer review by qualified experts. The topics of
the accepted manuscripts mainly include (a) advanced signal
design for enhanced security, (b) cooperation based PLS
techniques, (c) security provisioning for NOMA, (d) attack
detection and countermeasures in 5G networks, and (e) PLS
for 5G enabled Internet-of-Things. All accepted papers are
briefly introduced as below.

The paper titled “Provoking the Adversary by Detecting
Eavesdropping and Jamming Attacks: A Game-Theoretical
Framework”, by A. Salem et al., developed a mechanism
to detect the jamming and eavesdropping attacks launched

by an adversary and analyzed the interactions between the
legitimate user and the adversary using the stochastic game
theory. Numerical results validated the efficiency of the
proposed games.

In the paper “AdaptiveOFDM-IM for Enhancing Physical
Layer Security and Spectral Efficiency of Future Wireless
Networks”, H. M. Furqan et al. proposed three approaches
to enhance the physical layer security and improve the
spectral efficiency of OFDM systems with IndexModulation.
In the proposed schemes, different activation ratios and/or
constellation modulation orders are selected adaptively for
each subblock based on the legitimate user’s channel, such
that a high error floor is created at the eavesdropper.

In the paper “Precoding-Aided Spatial Modulation for
the Wiretap Channel with Relay Selection and Cooperative
Jamming”, Z. Bouida et al. proposed a PLS scheme for dual-
hop cooperative networks with an external eavesdropper. In
the proposed scheme, precoding-aided spatial modulation
(PSM) and relay selection techniques are combined such that
both hops are secured. The authors also analyzed the system
performance in terms of the ergodic secrecy rate and secrecy
outage probability.

The impact of masquerading attack on the outage and
capacity performance of cooperative relaying networks was
investigated in “On the Performance of the DNPS-Based
Relay Networks under Masquerading Attack”, authored by
W. Chang. In this paper, multiple masquerade relays with
random masquerading behavior were taken into account,
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and the geographical effect of the network topology was
considered as well. This paper can be recognized as a first
step to inspire the investigation of the masquerading attack
for relay networks.

The paper entitled “Impact of Antenna Selection on
Physical-Layer Security of NOMA Networks”, by D. Deng
et al., studied the impact of antenna selection algorithms
on decode-and-forward (DF) cooperative non-orthogonal
multiple access (NOMA) networks, where the signal trans-
mitted from the relay can be overheard by an eavesdropper. It
was revealed that the system security performance is highly
dependent on the system parameters such as the number of
antennas at the relay, SNR, and main-to-eavesdropper ratio
(MER).

Z. Xiang et al. proposed to exploit NOMA technique
to enhance the uplink security performance in 5G-enabled
Internet-of-Things (IoT) in their paper “Exploiting Uplink
NOMA to Improve Sum Secrecy Throughput in IoT Net-
works”. The authors derived the closed-form expressions
for joint connection outage probability, joint secrecy outage
probability, and sum secrecy throughput. Based on the
theoretical results, the condition that NOMA outperforms
OMA was presented.

In the paper titled “On Secrecy Outage Probability and
Average Secrecy Rate of Large-Scale Cellular Networks”, L.
Tao et al. investigated the secrecy performance in large-scale
cellular networks, where both base stations and eavesdrop-
pers follow independent and different homogeneous Poisson
point processes (PPPs).The exact expressions for the secrecy
outage probability and average secrecy rate at the typical user
were presented by using the tool of stochastic geometry.

The paper entitled “Probabilistic Caching Placement in
the Presence of Multiple Eavesdroppers”, by F. Shi et al.,
studied the physical-layer security for the caching aided net-
works. In this work, the authors designed, analyzed, and opti-
mized the probabilistic caching placement in the presence of
multiple eavesdroppers. Simulation results were provided to
exhibit the superiority of the proposed probabilistic caching
placement compared to the competing solutions.
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This paper investigates the secrecy and reliability of a communication where the user is assisting an Intrusion Detection System
(IDS) in detecting the adversary’s attack. The adversary is assumed to be sophisticated such that it can conduct eavesdropping and
jamming attacks.The IDS is equipped with the capability of detecting both of those attacks. Two scenarios were considered; the first
scenario is that the user is trying to detect the adversary by assisting the IDS, and the second scenario is that the user is equipped
with a silent time slot in its communication protocol besides assisting the IDS, in order to provoke the adversary into jamming the
channel, thus detecting it with a higher probability. Interestingly, adding the capability of detecting eavesdropping attacks pushed
the adversary into conducting jamming attacks much more, thus aiding in detecting the adversary earlier. All of that was modeled
by means of stochastic game theory, in order to analyze and study the behavior and the interactions between the user and the
adversary. Results show a major improvement in the first scenario by 188% and an improvement by 294% in the second scenario in
the game value when the probability of detecting eavesdropping attacks was 0.3, which represents the payoff that the user gains in
terms of secrecy and reliability.

1. Introduction

The problem of ensuring a secure and reliable wireless
communication is challenging due to several reasons. On
one hand, the broadcast nature of wireless channels makes
it difficult to shield transmitted signals from unintended
recipients. On the other hand, possible interference from
other transmitters may degrade the received signals at the
receiver. An adversarymay exploit this weakness to its benefit
and behave either as a passive eavesdropper who tries to
intercept signals from ongoing transmissions without being
detected [1, 2] or as a malicious user (jammer), which
transmits jamming signals to the intended receiver. Thus,
studies on security and reliability of wireless communications
are of great importance for the design of next generation
networks.

Lots of techniques were adopted in securing wireless
systems, such as relaying [3–6], caching [7], and game
theory, which models the conflict and cooperation between

intelligent rational selfish decision-makers, as it has been
recognized as a promising method to model the interplay
between the legitimate user and the adversary in the network
[8]. Assuming a network with one source-destination pair
and an adversary, the source node aims to transmit the
information securely/reliably to the destination, while the
adversary attempts to wiretap/jam the signal. Thus, there
is a conflict of benefits between the source node and the
adversary. This can be modeled as a two-player game and
the source node and the adversary act as two players of the
game [9, 10]. Based on the types of the adversary (i.e., an
eavesdropper, a jammer, and an active adversary), the game
can be divided into three categories.

For networks with a jammer, the source node and the
jammer will act as two players. The authors in [11] studied
a network where the timing channel was exploited at the
nodes to achieve resilience to the jamming attacks. They
modeled the interactions between the nodes and the jammer
based on game theory and the Nash equilibrium was studied.
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Furthermore, the investigation was conducted with perfect
and imperfect knowledge of the jammer’s utility function. In
[12], the authors considered a network where a user is trying
to ensure a reliable communication with the existence of a
reactive jammer.The authors solved the gameby investigating
Stackelberg equilibrium. In [13], the authors investigated
an antijamming problem by using Stackelberg game model,
where they followed it by using Hierarchical Power Control
Algorithm (HPCA) to obtain Stackelberg equilibrium. In [1],
the authors considered two kinds of jammers, a random
jammer and a sophisticated jammer. The random jammer
was equipped with the capability of employing a silent mode
besides the capability of employing a jamming mode. The
sophisticated jammer was equipped with two capabilities:
(a) communicating as a law-obedient user, by acting as a
relay, and (b) conducting a jamming attack and acting as
a malicious user. They constructed optimal antijamming
transmission strategies and a stochastic game was used in
modeling the game between the user and the adversary. In
this work, a silent mode was employed to the user to assist an
IDS in detecting the adversary.

For networks with an active eavesdropper, the source
node and the active eavesdropper will act as two players
[14, 15]. In [14], the authors studied a network, where a
user is transmitting to a destination with the existence of an
active eavesdropper. That eavesdropper imposes a jamming
signal to facilitate its eavesdropping, with the existence of
its own residual self-interference. The authors established a
game-theoretical framework, where closed-form strategies
were obtained. Moreover, they analyzed the secrecy outage
probability for the legitimate link in that hostile situation. In
[15], the interactions were formulated by using a hierarchical
game framework, where the eavesdropper acts as the leader
and the user acts as the follower. Thus obtaining the optimal
transmission strategy that maximizes the secrecy rate.

For networks with an active adversary who can act as
either a passive eavesdropper or an active jammer, the game
should consider these differences while being designed. In
[16], the authors investigated a Multiple-Input Multiple-
Output (MIMO) wiretap channel with an active adversary.
They examined the legitimate transmitter and the adversary
by modeling their interactions as a two-person zero-sum
game and derived equilibrium strategies for the extensive
form of the game under scenarios with perfect and imperfect
information. In [8], a game theoretic approach was followed
in dealing with a network, where a number of users are
transmitting their message via several relays in the existence
of an active adversary, who is capable of launching eavesdrop-
ping and jamming attacks. A fictitious play-based algorithm
was proposed to assist in reaching the mixed strategy Nash
equilibrium, and results show that an improvement can be
achieved in the average expected utility per user up to 49.4%.
Moreover, eavesdropping and jamming attacks on mobile
Cyber-Physical Systems (CPSs) were studied in [17], where
a Stackelberg game was used to maximize the secrecy rate
between sensors and controllers. Recently, a new approach
that considers a more sophisticated adversary with dual
capability of conducting either eavesdropping or jamming
attack has been proposed in [9]. In [9], a stochastic game was

used in modeling the game between a user and an adversary.
Two games were proposed, the two games assumed that the
adversary can conduct an eavesdropping or a jamming attack.
The user was assisting an IDS by exploiting the usage of
a silent mode, which provokes the adversary into jamming
the communication to facilitate the detection process. In the
first game, the IDS can only detect jamming attacks, and
in the second game, a time slot was incorporated in the
transmission protocol, where the user will be silent, in order
to provoke the adversary into conducting a jamming attack,
and, therefore, the adversary can be easily detected. In [1, 9],
an OFDM systemwas applied tomodel the channels between
the user, the adversary, and the destination, where the game-
theoretical techniques were applied to study and analyze the
behavior of a user and an adversary in a network. In [18], the
authors studied the secure communication while satisfying
the throughput requirements needed by the higher-layer
services. They investigated a fair strategy, which satisfies the
two objectives (i.e., ensure secrecy and sufficient throughput),
such that security and throughput performances can be
finally modeled.

These works demonstrated that game theory is a promis-
ing approach that can be used in modeling the interplay
between the legitimate user and the adversary. It is notable,
however, that all the aforementioned works targeted the
security or reliability performances of the network without
any help of an IDS which can detect eavesdropping and
jamming attacks. In our previous work, we propose a new
paradigm where the IDS is equipped with the capability of
detecting passive eavesdropping and jamming attacks [19],
and the adversary is equipped with the capability of con-
ducting passive eavesdropping and jamming attacks.We have
proved that, by adopting the IDS in the system, the security
and reliability performances can be greatly improved. As an
extended work of our previous study, we aim to explore in
this paper the reliability and security of a system with one
source-destination pair and an adversary with the capabilities
of both eavesdropping and jamming. The IDS is adopted in
the system and we consider a silent mode at the source node.
The contributions of this paper can be summarized as follows:

(i) Propose two new games: the basic game and the
extended game, to model the interactions between
the source node and the adversary. This is achieved
by using stochastic game modeling techniques. In
the basic game, the silent mode is unavailable at the
source node, and the silent mode is available at the
source node in the extended game

(ii) Derive the optimal probabilities and game values for
the user and the adversary for the proposed basic
game and extended game

(iii) Conduct extensive numerical analysis to validate the
efficiency of the proposed games in terms of game
values, and results show that our proposed games can
assist in the detecting of the adversary by provoking
it into conducting a jamming attack. We also made
comparisons between our proposed games and the
conventional game to demonstrate the performance
improvements achieved by our proposed games in
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terms of the security and the ability of provoking the
adversary. It is observed that a major improvement
was achieved for the basic game by 188% and by 294%
for the extended game when we set the probability of
detecting eavesdropping attacks as 0.3.

The remainder of this paper is organized as follows. In
Section 2, we introduce the system model and present the
abilities of the IDS to protect the user (Alice) from the
adversary (Eve) while providing the needed mathematical
formulations and assumptions. In Section 3, we formulate
and solve the stochastic game between Alice and Eve. In
Section 4, we investigate and present our model when a silent
time slot is added to the communication protocol besides
the capability of the IDS in detecting eavesdropping and
jamming attacks. In Section 5, we present the results derived
and analyze themeaning behind them thoroughly. Finally, we
conclude this paper in Section 6.

2. System Model and Problem Formulation

Our proposed network consists of a source (Alice), a destina-
tion (Bob), and an eavesdropper (Eve). The communication
between Alice and Bob needs to be secured against attacks
that exploit the link’s own secrecy and reliability. Eve acts as an
active adversary that is capable of conducting eavesdropping
and jamming attacks. In PHY security, the figure of merit is
the secrecy rate, which is defined as the difference between
the transmission rate of the source-destination link and that
of the source-eavesdropper link [20]. For a Gaussian channel,
the achievable secrecy rate equals the difference between the
mutual information accumulated at the destination and that
accumulated at the eavesdropper, which is not less than zero
[21]. This leads us to derive the secrecy capacity under an
eavesdropping attack as follows: U𝑠𝑐(P) = max{U(P, 0) −
U𝑒(P), 0}, in which U𝑠𝑐(P) is the secrecy capacity achieved
under an eavesdropping attack, U(P, 0) is the transmission
capacity when no attacks are being conducted, and U𝑒(P) is
the receiving capacity achieved by Eve while conducting an
eavesdropping attack.

Detecting passive eavesdropping attacks relies heavily
on detecting the Local Oscillator (LO) leakage power that
receivers/eavesdroppers emit from their antennas [22, 23].
The leakage power that is being emitted is an inevitable
reverse leakage that couples back through the input port
and radiates out of the receiver’s/eavesdropper’s antenna
[24], which is represented as being the signal E that aids
in detecting passive eavesdropping attacks. Unfortunately,
detecting this leakage power directly is impractical for two
reasons [25]. Firstly, it would be difficult for the receive
circuitry to detect the LO leakage over larger distances.
In [25], it was shown that a distance of 20m would take
the order of seconds to detect the LO leakage with a high
probability. The detection in practical systems will need to
be made in the order of milliseconds at worst. The second
reason is that it would be impractical to detect the LO
leakage directly because its very variable, and it depends
on the receiver/eavesdropper circuitry, model, and year of
manufacture. Hence, we assumed that the IDS is capable

of performing its operations as a cognitive node. Hence,
cognitive radios tend to have a higher probability in detecting
the passive receivers/eavesdroppers successfully [23–25].

Alice is always transmitting the signal P, and Eve is
always transmitting either the signal E or the signal J when
an eavesdropping or a jamming attack is being conducted,
respectively. The signal E represents the LO leakage that
radiates inevitably from the eavesdropper’s antenna. Alice’s
IDS is capable of detecting passive eavesdropping and jam-
ming attacks that are being conducted by Eve. Note that the
reliability of the channel is neither affected nor compromised
by the signal E.

If Eve is eavesdropping, the signalEwill be inevitably sent
while Eve is acting as a receiver for what Alice is sending,
which will exploit the secrecy of the communication, and
leads Alice to conduct her best response by sending the signal𝑃𝑒, which will increase the secrecy capacity and satisfy the
following inequality:

U (P,E) ≤ U (𝑃𝑒,E) , (1)

where U(P,E) is the resulting transmission capacity when
Alice is transmitting the signalP to Bob andEve is conducting
an eavesdropping attack (i.e., emits the signalE), andU(𝑃𝑒,E)
is the transmission capacity when Alice is transmitting her
best response signal𝑃𝑒 against an eavesdropping attack, while
Eve is eavesdropping. Note that, U represents the payoff,
which is the value of the game when Alice wins if the payoff is
positive. Hence, the transmission capacity can be considered
as the payoff that Alice wins or losses depending on the
payoff ’s value andwhether it is positive, zero, or negative.This
yields an equilibrium/saddle point, in whichU(𝑃𝑒,E) will be
the payoff to Alice [26].

On the other hand, if Eve was conducting a jamming
attack by sending J, then, as a countermeasure, Alice’s best
response will be conducted by sending the signal 𝑃𝑗. This will
lead to the following inequality:

U (P, J) ≤ U (𝑃𝑗, J) , (2)

where U(P, J) is the transmission capacity when Alice is
transmitting P and Eve is conducting a jamming attack,
and U(𝑃𝑗, J) is the transmission capacity when Alice is
transmitting her best response signal𝑃𝑗while Eve is jamming.
In that case, an equilibrium will be reached, which will make
U(𝑃𝑗, J) be the payoff that Alice will obtain.

An OFDM system is being used in this paper with 𝑛
separate channels, in which those channels are modeled
as Additive White Gaussian Noise (AWGN) channels. The
channel coefficients between Alice and Bob, Alice and Eve,
and Eve and Bob are denoted as ℎ𝐴,𝐵, ℎ𝐴,𝐸, and ℎ𝐽, respec-
tively. Reducing the reliability could be attained through
jamming attacks that Eve transmits to Bob through the
channel ℎ𝐽. Guaranteeing the secrecy of the channel was done
by following the assumption ℎ𝐴,𝐸 ≤ ℎ𝐴,𝐵 [27]. The signal
strategy vector for Alice is P, where P = (𝑃1, 𝑃2, . . . , 𝑃𝑛).
Eve is associated with a jamming signal strategy vector J,
where J = (𝐽1, 𝐽2, . . . , 𝐽𝑛). Hence, as a conclusion on what was
mentioned before regarding signal E, it is not considered as a
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Figure 1: The first malicious state of the game Γ𝐸𝐽.
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Figure 2: The second safe secure state of the game Γ𝐸𝐽.
threat on the reliability of the communication. As a result, the
signal E was not associated with its own channel coefficient.
According to [9], the following expressions can be calculated
as follows:

U (P, J) = 𝑛∑
𝑖=1

ln(1 + ℎ𝐴,𝐵𝑃𝑖ℎ𝐽𝐽𝑖 + 𝜎2) , (3)

U𝑒 (P) = 𝑛∑
𝑖=1

ln(1 + ℎ𝐴,𝐸𝑃𝑖𝜎2𝐸 ) , and (4)

U𝑠𝑐 (P) = 𝑛∑
𝑖=1

(ln(1 + ℎ𝐴,𝐵𝑃𝑖𝜎2 ) − ln(1 + ℎ𝐴,𝐸𝑃𝑖𝜎2𝐸 )) , (5)

where 𝑃𝑖 is the signal transmitted by Alice through channel𝑖 and 𝐽𝑖 is the jamming signal transmitted by Eve through
channel 𝑖. The variances of the noises in the channels of
Alice → Bob and Alice → Eve are denoted by 𝜎 and 𝜎𝐸,
respectively.

3. The Basic Stochastic Game

3.1. Introduction. In this game, Eve is provided with the
capability of performing two kinds of actions (i.e., attacks).
The first action is conducting a passive eavesdropping attack
and the second action is performing a jamming attack. Eve
can choosewhich attack she prefer to perform. Eve is assumed
to choose only one attack at a time. Obviously, Eve will be
cautious about choosing which kind of attack to conduct,
due to the capability of Alice’s IDS in detecting both kinds of
attacks. Hence, Alice and Eve are defined to be rational and
selfish.

3.2. The Game Modeling. We model the game as a two-state
stochastic game as shown in Figures 1 and 2. This model is
inspired from the study in [9], where Alice assists an IDS in
detecting only jamming attacks. We propose a new scenario,
in whichAlice’s IDS can detect passive eavesdropping attacks,
besides detecting jamming attacks.

This game consists of two states. The first state is the
malicious state, which the game always begins with, and
the second state is the safe secure state, which happens
when Eve is detected and removed from the game. Each

entry in a state corresponds to a specific action pair that is
being performed by Alice and Eve, respectively. Each action
pair entry consists of two triangles, the upper left triangle
represents the instantaneous payoff (current transmission
rate) of Alice in the game, while the lower right triangle
gives the probability distribution associated with the future
states. As an example, in the first state, in Figure 1, the first
block, which is associated with the action pair (E, E), the
instantaneous payoff for Alice is shown to be U(𝑃𝑒, 𝐸𝑒), and
the probability that the next state is state 1 or state 2 is assigned
by the probabilities 𝛽 and (1-𝛽), respectively.
3.3. The Probability Distribution. Eve’s detection in both
kinds of attacks is represented by a probability distribution.
The probability distribution is divided into two probabilities,
first, the probability of a missed detection and second, the
detection probability. The probability of missed detection
is assigned to be 𝛽 and 𝛾 for eavesdropping and jamming
attacks, respectively. The missed detection probability also
represents the probability of repeating the first state. The
detection probability is (1-𝛽) and (1-𝛾) for eavesdropping
and jamming attacks, respectively. The detection probability
represents the probability of moving to the second state. We
assumed that the probability of a missed detection and the
probability of a successful detection are the same in both of
the transmission modes of Alice while Eve is performing a
specific kind of attack.

3.4. The Epoch Progression. As the epoch progresses, there
will be a discount that is being performed on the payoffs,
which is modeled by the discount factor 𝛿. The purpose
of using a discount factor 𝛿, is to ensure the following: (1)
the game will eventually end, (2) the probability of infinite
playing will be zero, and (3) all the expected payoffs will
be finite [28]. The discount factor 𝛿 can be interpreted as a
measure of urgency in communications: 𝛿 = 0 corresponds
to the highest urgency and the transmission must be done
in the current time slot. When the urgency is at its peak
(i.e., 𝛿 = 0), the security will be low as such precautions
related to performing the best responses will be missed. If𝛿 was assigned to a high value, this means that a delay can
be introduced and the current transmission can be done in
other time slots, not necessarily the current one, and this will
improve the security.

3.5. Successful and Missed Detection. If Eve was not detected,
the game will move to the next time slot and it will be played
recursively with a discount factor 𝛿.

If Eve was detected, then Alice will move from the
malicious state (i.e., state 1) to the safe secure state (i.e., state
2), and Eve will be removed from the game. In the safe secure
state, Alice will send her optimal signal that is designed for
the casewhere there are no threats in the communication (i.e.,𝑃0 = argmaxPU(P, 0)).
3.6. Shapley-Bellmann Equation. We denote the game played
in state 1 as Γ𝐸𝐽 and the game played in state 2 as Γ𝐸𝑁𝐷. In
state 2, Eve was already detected and Alice can transmit with
rate U, and the total discounted payoff in state 2 is equal to
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(1 + 𝛿 + 𝛿2 + ⋅ ⋅ ⋅ )U = U/(1 − 𝛿). Studying the malicious state
will require modeling the stochastic game Γ𝐸𝐽 as in (6).

Γ𝐸𝐽 =
𝐸 𝐽𝐸𝐽 (U (𝑃𝑒,E) + 𝛽𝛿Γ𝐸𝐽 + U𝛿 (1 − 𝛽)1 − 𝛿 U (𝑃𝑒, J) + 𝛾𝛿Γ𝐸𝐽 + U𝛿 (1 − 𝛾)1 − 𝛿

U (𝑃𝑗,E) + 𝛽𝛿Γ𝐸J + U𝛿 (1 − 𝛽)1 − 𝛿 U (𝑃𝑗, J) + 𝛾𝛿Γ𝐸𝐽 + U𝛿 (1 − 𝛾)1 − 𝛿 ) (6)

The notations used in (6) are clarified in [28, 29]. The
game is modeled as a two-player zero-sum game, in which
what one player wins, the other player loses. A zero-sum
game models the payoff of the second player (i.e., Eve) as
the negative of the payoff of the first player (i.e., Alice). This
leads to assigning the second component (i.e., Eve’s payoff)
of the payoff vector as the negative of the first component
(i.e., Alice’s payoff) [29]. In a nutshell, what Alice wins, Eve
loses.

Equation (6) is a mathematical representation of the two
states in the stochastic game shown in Figures 1 and 2.
Equation (6) has four entries that represent the four action
pairs that the game consists of. For example, we consider
the first entry that represents the action pair (E, E), which
is U(𝑃𝑒,E) + 𝛽𝛿Γ𝐸𝐽 + U𝛿(1 − 𝛽)/(1 − 𝛿). The first term
U(𝑃𝑒,E) represents the instantaneous payoff gained by Alice
from being in that mode (i.e., (E, E)). The second term 𝛽𝛿Γ𝐸𝐽
highlights the fact that failing in detecting an eavesdropping
attack, which consequentlywill lead to repeating the first state
(i.e., Γ𝐸𝐽), follows a probability distribution (i.e., 𝛽 in that
case). A discount factor 𝛿was also added to that part to ensure
that the game will eventually end. Note that the discount
factor 𝛿 is understood as ameasure of urgency for thewireless
communication in this work. Finally, the last part, which is
U𝛿(1 − 𝛽)/(1 − 𝛿), represents the probability distribution of

transferring into the next state (i.e., (1−𝛽)) with the discount
factor 𝛿 and the total discounted payoffU/(1 − 𝛿) in state 2.

A stationary strategymaps each single state into an action.
Stationary strategies are strategies that are independent of the
history of previous plays and the current time of the game,
which led us to solve this game by using them.This game has
an equilibrium in stationary strategies as it is a discounted
game.The solution of this game could be given as a solution to
the Shapley-Bellmann equation. Shapley-Bellmann equation
defines the value of each state recursively in terms of every
other state. The Shapley-Bellmann equation for the game Γ𝐸𝐽
is as follows:

V

= V𝑎𝑙(V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿
V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿 ) , (7)

in whichV is the value of the game. Note that, according to
the minimax theorem, for every finite two-player zero-sum
game, there is a game value V. If V is zero, then we say the
game is fair. If V is positive, we say the game favors player I
(i.e., Alice), and ifV is negative, we say the game favors player
II (i.e., Eve) [28].

V = max
𝑥

min
𝑦
(𝑥𝑒𝑥𝑗)𝑇(V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿

V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿 )(𝑦𝑒𝑦𝑗) (8)

By incorporating the probabilities of the mixed strategies
in solving this game, we will have (8), in which 𝑥𝑒 and 𝑥𝑗
are the probabilities of Alice in using the actions E and J,
respectively. The probabilities 𝑦𝑒 and 𝑦𝑗 are the probabilities
that Eve will conduct the actions of E and J, respectively.
Hence, 𝑥𝑒+𝑥𝑗 = 1 and 𝑦𝑒+𝑦𝑗 = 1.The payoffsV𝑒𝑒,V𝑒𝑗,V𝑗𝑒,
andV𝑗𝑗 are defined as follows:

V𝑒𝑒 = U (𝑃𝑒,E) ,
V𝑒𝑗 = U (𝑃𝑒, J) ,
V𝑗𝑒 = U (𝑃𝑗,E) , and

V𝑗𝑗 = U (𝑃𝑗, J) .
(9)

Referring to II-8 in [28] shows that calculating the average
payoff depends on the probability of conducting the actions
by the two participating players in a 2x2 game. Calculating
the average payoff can use the mixed strategy 𝑃 (i.e., 𝑥𝑒 and𝑥𝑗 for Alice) and𝑄 (i.e., 𝑦𝑒 and 𝑦𝑗 for Eve) for the first and the
second players in conducting their actions, respectively. The
average payoff to player 1 will be 𝑃𝑇𝐴𝑄 = ∑𝑚𝑖=1∑𝑛𝑗=1 𝑝𝑖𝑎𝑖𝑗𝑞𝑗,
where 𝐴 is the game matrix. Note that 𝑖 and 𝑗 represents the
row’s and the column’s index, respectively. In a nutshell, (8)
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calculates the average payoff (i.e., the game value V) in the
case of mixed strategies by incorporating the probabilities of
conducting the actions of interest into the equation.

For every two-player zero-sum game, there is a value
for the game and a mixed strategy for player I (i.e., Alice)
and player II (i.e., Eve). Alice’s average gain is at least V no
matter what Eve does, and Eve’s average loss is at most V
no matter what Alice does. This is called minimax theorem,
which investigatesV in three cases, which are as follows. (1)
If V is zero, then the game is fair. (2) If V is positive, then
the game favors Alice. (3) If V is negative, then the game
favors Eve.Themain justification for these assumptions came
from utility theory. Since this game is a two-player zero-sum
game, then max𝑥min𝑦 coincides with min𝑦max𝑥 as in (8).
Assuming that 𝑃𝑒 ̸= 𝑃𝑗 will lead to the following inequalities:

V𝑒𝑒 >V𝑗𝑒 and

V𝑗𝑗 >V𝑒𝑗. (10)

3.7. Choosing Pure Equilibrium Strategies. This game has four
strategies, which are (E, E), (E, J), (J, E), and (J, J). Choosing
which strategy can be a pure equilibrium strategy depending
on whether the strategy of interest can be a saddle point
or not. The strategy can be considered to be a saddle point
when it provides the maximum payoff in its column and the
minimum payoff in its row in the game’s matrix. In this game,
if an equilibrium cannot be reached in pure strategies, then it
can be found in mixed strategies. We start by inspecting each
single strategy whether it can satisfy the conditions of being
a saddle point (pure equilibrium strategy) or not.

3.7.1. Strategy (E, E). In order for strategy (E, E) to be a pure
equilibrium, it must satisfy the following two conditions:

(1) V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽)𝛿U/(1 − 𝛿) >V𝑗𝑒 + 𝛽𝛿V + (1 −𝛽)𝛿U/(1 − 𝛿)
(2) V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽)𝛿U/(1 − 𝛿) <V𝑒𝑗 + 𝛾𝛿V + (1 −𝛾)𝛿U/(1 − 𝛿)

Strategy (E, E) satisfies both of those conditions asV𝑒𝑒 >V𝑗𝑒,
which makes it a pure equilibrium strategy. After this step
we proceed to calculate its expected payoff, which can be
calculated as follows:

V = (𝑥𝑒𝑥𝑗)𝑇(V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 00 0)(𝑦𝑒𝑦𝑗) (11)

As this strategy is (E, E), the 𝑥𝑒 and 𝑦𝑒 will be equal to 1. The
expected payoff will be equal to

V = (1 − 𝛿)V𝑒𝑒 + (1 − 𝛽) 𝛿U(1 − 𝛿) (1 − 𝛽𝛿) . (12)

3.7.2. Strategy (E, J). In order for strategy (E, J) to be a pure
equilibrium, it must satisfy the following two conditions:

(1) V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾)𝛿U/(1 − 𝛿) > V𝑗𝑗 + 𝛾𝛿V + (1 −𝛾)𝛿U/(1 − 𝛿)
(2) V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾)𝛿U/(1 − 𝛿) <V𝑒𝑒 + 𝛽𝛿V + (1 −𝛽)𝛿U/(1 − 𝛿)

The second condition is satisfied in some circumstances,
but the first condition will never be satisfied, due to the
assumption that V𝑗𝑗 > V𝑒𝑗. This means that strategy (E, J)
is not a pure equilibrium strategy.

3.7.3. Strategy (J, E). In order for strategy (J, E) to be a pure
equilibrium, it must satisfy the following two conditions:

(1) V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽)𝛿U/(1 − 𝛿) >V𝑒𝑒 + 𝛽𝛿V + (1 −𝛽)𝛿U/(1 − 𝛿)
(2) V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽)𝛿U/(1 − 𝛿) <V𝑗𝑗 + 𝛾𝛿V + (1 −𝛾)𝛿U/(1 − 𝛿)

The second condition is satisfied in some circumstances,
but the first condition will never be satisfied, due to the
assumption that V𝑒𝑒 > V𝑗𝑒. This means that strategy (J, E)
is not a pure equilibrium strategy.

3.7.4. Strategy (J, J). In order for strategy (J, J) to be a pure
equilibrium, it must satisfy the following two conditions:

(1) V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾)𝛿U/(1 − 𝛿) > V𝑒𝑗 + 𝛾𝛿V + (1 −𝛾)𝛿U/(1 − 𝛿)
(2) V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾)𝛿U/(1 − 𝛿) <V𝑗𝑒 + 𝛽𝛿V + (1 −𝛽)𝛿U/(1 − 𝛿)

Strategy (J, J) satisfies both of those conditions asV𝑗𝑗 >V𝑒𝑗,
which makes it a pure equilibrium strategy. After this step
we proceed to calculate its expected payoff, which can be
calculated as follows:

V = (𝑥𝑒𝑥𝑗)𝑇(0 00 V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿 )(𝑦𝑒𝑦𝑗) (13)

As this strategy is (J, J), 𝑥𝑗 and 𝑦𝑗 will be equal to 1. The
expected payoff will be equal to

V = (1 − 𝛿)V𝑗𝑗 + (1 − 𝛾) 𝛿U(1 − 𝛿) (1 − 𝛾𝛿) . (14)

3.8. Evaluating Equilibrium in Mixed Strategies. By referring
to (7), we can consider the game value to be as follows:

V = V𝑎𝑙 (𝐴 𝐵𝐷 𝐶) . (15)

Then consequently, 𝐴, 𝐵, 𝐶, and𝐷 will be as follows:𝐴 =V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 , (16)

𝐵 =V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿 , (17)
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𝐶 =V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿 , and (18)

𝐷 =V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 . (19)

Now all the needed terms are written compactly, which will
aid in the next mathematical evaluations. Evaluating the
mixed stationary equilibrium for 𝑋𝑒, 𝑌𝑒, the game value V
will be as follows: 𝑋𝑒 = 𝐶 − 𝐷𝐴 − 𝐵 + 𝐶 − 𝐷, (20)

𝑌𝑒 = 𝐶 − 𝐵𝐴 − 𝐵 + 𝐶 − 𝐷, (21)

V = 𝐴𝐶 − 𝐵𝐷𝐴 − 𝐵 + 𝐶 − 𝐷. (22)

We follow the same setting as in a previous study in [9]:V𝑒𝑒 =1.3,V𝑒𝑗 = 0.1,V𝑗𝑒 = 0.5,V𝑗𝑗 = 0.5, andU = 3. The mixed
stationary equilibrium for 𝑋𝑒, 𝑌𝑒, and the game valueV will
be as follows:𝑋𝑒 = −5𝛿 (𝛽 − 𝛾) (𝛿V −V + 3)6 (𝛿 − 1) , (23)

𝑌𝑒 = 13 , (24)

V = − (15𝛿 − 6𝛽𝛿 − 12𝛿𝛾 + 3)(6𝛿 + 2𝛽𝛿 + 4𝛿𝛾 − 2𝛽𝛿2 − 4𝛿2𝛾 − 6) . (25)

Needless to say, before evaluating 𝑋𝑒 and 𝑌𝑒, the game value
Vmust be evaluated first. Note that 𝛿 is a discount factor and
it takes values from0.1 to 0.9, and𝛽 and 𝛾 are probabilities and
they take values from 0.1 to 0.9.

3.9. The Game’s Operation. After substituting the value of
V and evaluating the conditions for stationary equilibrium
strategies in a closed form for equilibrium in pure and mixed
strategies, the following conditions are investigated, in order
to decide whether the equilibrium will be in pure or mixed
strategies, and thereby obtaining the optimal probabilities for
Alice and Eve (i.e., 𝑥𝑒, 𝑥𝑗, 𝑦𝑒, and 𝑦𝑗), and the game values
and these conditions are as follows.

3.9.1. Condition 1. If (V𝑒𝑒+𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿)) < (V𝑒𝑗+𝛾𝛿V+(1−𝛾)𝛿U/(1−𝛿)) and (V𝑒𝑒+𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿)) >(V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽)𝛿U/(1 − 𝛿)), then the action (E, E) is a
saddle point, which will make 𝑥𝑒 and 𝑦𝑒 equal to one, and the
game value for this case will be equal to (12).

3.9.2. Condition 2. If (V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾)𝛿U/(1 − 𝛿)) <(V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽)𝛿U/(1 − 𝛿)) and (V𝑗𝑗 + 𝛾𝛿V + (1 −𝛾)𝛿U/(1 − 𝛿)) > (V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾)𝛿U/(1 − 𝛿)), then the
action (J, J) is a saddle point, which will make 𝑥𝑗 and 𝑦𝑗 equal
to one, and the game value for this case will be equal to (14).
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Figure 3: The first malicious state of the game Γ𝐸𝐽𝑆.
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Figure 4: The second safe secure state of the game Γ𝐸𝐽𝑆.
3.9.3. Condition 3. If both conditions 1 and 2 were not satis-
fied, then a mixed stationary equilibrium arises. Calculating
equilibrium inmixed strategies can be done by following (15)-
(19), which will lead to (23)-(25).

4. The Extended Stochastic Game

4.1. Introduction. In this game, Alice is aiding an IDS in
detecting eavesdropping and jamming attacks. Alice is pro-
vided by an additional mode, where she keeps silent, in order
to provoke Eve into performing a jamming attack. Strategic
allocation of that silent mode is crucial for the successful and
effective operation of this mode, where the benefits can be
flourished and the secrecy of communication can thrive. A
stochastic game has been modeled, in order to tackle this
problem and, therefore, the actions of Alice and Eve can
be analyzed and investigated even further. It is shown that
adding a silent time slot into the transmission protocol can
improve the secrecy. Indeed some problems might arise like
the delay that such amode introduces to the communication,
but the analysis shows that the benefits and gains can exceed
the drawbacks.

4.2. The Game Modeling. As the previous game, we model
this game as a two-state stochastic game as shown in Figures
3 and 4. The first state is assumed to be the malicious
state, where the communication is being eavesdropped upon
or being jammed. It is always assumed that the game is
beginning with that state. The second state is the safe secure
one. In the stochastic game, remaining in the same state
(i.e., state 1) or transferring to the other state (i.e., state 2)
depends on a probability distribution. In Figures 3 and 4, the
game table for our extended stochastic game is presented.The
payoffs for the silent mode are zero; however, Alice will use
that mode as it allows her to detect Eve early and remove her
from the game and, consequently, she can transmit efficiently
without worrying about eavesdropping or jamming attacks.

Figure 3 is the first malicious state, where the probability𝛾𝑠 is being introduced, as it represents the probability of a
missed detection of a jamming attack while Alice is silent.We
assumed that 𝛾𝑠 is less than 𝛾, which means that detecting
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jamming attacks launched by Eve while Alice is silent is
more effective than detecting jamming attacks while Alice is
transmitting [9].Note that the IDS is responsible for detecting
Eve whether she is eavesdropping or jamming; however,
detecting jamming attacks while being silent is far more
efficient and successful. Figure 4 is the second safe secure
state that Alice wants to reach. Note that the instantaneous
payoffs for the action pairs (S, E) and (S, J) are zero, due to
the delay that the silent mode introduces to the communica-
tion.

4.3. The Probability Distribution. Detecting Eve is being rep-
resented by a probability distribution. If Eve was successfully
detected, the game will move to the second state. If Eve was
missed, then the cycle will repeat itself until Eve gets detected.
The behavior of the game regarding 𝛾 and 𝛽 is the same as
the last game. However, some changes are being introduced
to this game regarding 𝛾𝑠. The probability of a successful
detection of a jamming attack while Alice is in the silent
mode is (1- 𝛾𝑠), and the probability of a missed detection of
a jamming attack while Alice is in the silent mode is 𝛾𝑠. The
probability 𝛾𝑠 was designed to be less than 𝛾, which highlights
the effectiveness of detecting Eve’s jamming attacks while
being silent.

In the case where Alice is silent and Eve is eavesdropping
(i.e., the (S, E) action pair), the probability distribution is
(𝛽, 1-𝛽), as, in that case, Eve can get provoked to launch a
jamming attack especially when the probability of detecting
eavesdropping attacks gets higher, and the payoff is zero, due

to the delay that the communication will suffer while Alice is
being silent.

4.4. The Epoch Progression. The epoch progression in this
extended stochastic game is the same as the one that was
introduced in the basic stochastic game without any change
in its definition or operation.

4.5. Successful and Missed Detection. If Eve was not detected,
the game will move to the next time slot and it will be played
recursively with a discount factor 𝛿, the same as in the basic
game.

If Eve was detected, then Alice will move from the
malicious state (i.e., state 1) to the safe secure state (i.e., state
2), the same as in the basic game, adding to that the higher
probability in detecting Eve’s jamming attacks, especially
when Alice is silent as (1 - 𝛾𝑠) > (1 - 𝛾).
4.6. Shapley-Bellmann Equation. Wedenote the game in state
1 as Γ𝐸𝐽𝑆 and the game played in state 2 as Γ𝐸𝑁𝐷. In state 2,
Eve was already detected and Alice can transmit with rate
U, which is the most efficient way in communication as no
eavesdropping or jamming attacks are being expected.

The extended stochastic proposed game can be presented
by (26). The notations have the same meaning and operation
as the ones used in the basic stochastic game.The action pairs
(S, E) and (S, J) are shown too in (26), where there are no
payoffs for both of these actions, but there is a probability
distribution assigned to each one of them.

Γ𝐸𝐽𝑆 =
𝐸 𝐽

𝐸𝐽𝑆 ((
(

U (𝑃𝑒,E) + 𝛽𝛿Γ𝐸𝐽𝑆 + U𝛿 (1 − 𝛽)1 − 𝛿 U (𝑃𝑒, J) + 𝛾𝛿Γ𝐸𝐽𝑆 + U𝛿 (1 − 𝛾)1 − 𝛿
U (𝑃𝑗,E) + 𝛽𝛿Γ𝐸𝐽𝑆 + U𝛿 (1 − 𝛽)1 − 𝛿 U (𝑃𝑗, J) + 𝛾𝛿Γ𝐸𝐽𝑆 + U𝛿 (1 − 𝛾)1 − 𝛿𝛽𝛿Γ𝐸𝐽𝑆 + U𝛿 (1 − 𝛽)1 − 𝛿 𝛾𝑠𝛿Γ𝐸𝐽𝑆 + U𝛿 (1 − 𝛾𝑠)1 − 𝛿

))
)

(26)

The action pair (S, E) is represented as 𝛽𝛿Γ𝐸𝐽𝑆 + U𝛿(1 −𝛽)/(1 − 𝛿). The first part 𝛽𝛿Γ𝐸𝐽𝑆 represents the probability
distribution regarding the case of a missed detection of an
eavesdropping attack that can happen with a probability
of 𝛽 and consequently will lead to the repetition of the
first state (i.e., Γ𝐸𝐽𝑆), adding to that a discount factor 𝛿 to
ensure that the game will eventually end. The second part
U𝛿(1 − 𝛽)/(1 − 𝛿) represents the probability distribution
of transferring into the second state, which can happen
with a probability of (1 − 𝛽), adding to that the total

discounted payoff U/(1 − 𝛿) along with the discount factor𝛿.
The action pair (S, J) is represented as 𝛾𝑠𝛿Γ𝐸𝐽𝑆 + U𝛿(1 −𝛾𝑠)/(1 − 𝛿). The first part 𝛾𝑠𝛿Γ𝐸𝐽𝑆 represents the probability

distribution regarding the case of a missed detection of a
jamming attack that can happen with a probability of 𝛾𝑠 and
consequently will lead to the repetition of the first state (i.e.,Γ𝐸𝐽𝑆). The second part U𝛿(1 − 𝛾𝑠)/(1 − 𝛿) represents the
probability distribution of transferring into the second state,
which can happen with a probability of (1−𝛾𝑠), adding to that
the total discounted payoffU/(1 − 𝛿).

V = max
𝑥

min
𝑦
(𝑥𝑒𝑥𝑗𝑥𝑠)

𝑇((
(

V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿
V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 𝛾𝑠𝛿V + (1 − 𝛾𝑠) 𝛿U1 − 𝛿

))
)

(𝑦𝑒𝑦𝑗) (27)
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Equation (27) shows the assignment to the optimal
probabilities for each action that Alice and Eve can do
during the operation of that system. It is shown that there
are three actions for Alice in that game, which are being
in the eavesdropping mode, jamming mode, or the silent
mode. This makes the optimal probabilities be as follows:𝑥𝑒 + 𝑥𝑗 + 𝑥𝑠 = 1. Similarly for Eve, as she is equipped with
the action of eavesdropping or jamming, which makes her

optimal probabilities for this game be as follows: 𝑦𝑒 + 𝑦𝑗 = 1.
Furthermore, by referring to II-8 in [28], it is shown that
the average payoff to player 1 is 𝑃𝑇𝐴𝑄 = ∑𝑚𝑖=1∑𝑛𝑗=1 𝑝𝑖𝑎𝑖𝑗𝑞𝑗
in the case of mixed strategies. Thus by incorporating the
probabilities of conducting the actions of interest into the
equation, we get (27).

The Shapley-Bellmann equation, where equilibrium
strategies can be studied and investigated, is shown in

V = V𝑎𝑙((
(

V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿
V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 𝛾𝑠𝛿V + (1 − 𝛾𝑠) 𝛿U1 − 𝛿

))
)

, (28)

in which V is the value of the game. This game is a two-
player zero-sum game. By referring to (26), we follow the
same assumptions as in the basic stochastic game such that𝑃𝑒 ̸= 𝑃𝑗, which leads to the following inequalities:

V𝑒𝑒 >V𝑗𝑒 and
V𝑗𝑗 >V𝑒𝑗. (29)

4.7. Choosing Pure Equilibrium Strategies. This game has six
strategies, which are (E, E), (E, J), (J, E), (J, J), (S, E), and (S,
J). Now we start testing which of those strategies can be a
saddle point, in which pure equilibrium can be reached. As
the equations are quite lengthy, we used the same setting as in
[9], in whichV𝑒𝑒 = 1.3,V𝑒𝑗 = 0.3,V𝑗𝑒 = 0.8,V𝑗𝑗 = 0.5,U =5, and 𝛾 = 0.8. We assume that our proposed parameters 𝛽
and 𝛾𝑠 are equal to 0.8 and 0.5, respectively. Searching for the
pure equilibrium strategieswill be based on those parameters.

4.7.1. Strategy (E, E). In order for strategy (E, E) to be a pure
equilibrium, it must satisfy the following conditions:

(1) V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽)𝛿U/(1 − 𝛿) <V𝑒𝑗 + 𝛾𝛿V + (1 −𝛾)𝛿U/(1 − 𝛿)
(2) V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽)𝛿U/(1 − 𝛿) >V𝑗𝑒 + 𝛽𝛿V + (1 −𝛽)𝛿U/(1 − 𝛿)
(3) V𝑒𝑒+𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿) > 𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿)

Strategy (E, E) will not be a pure equilibrium strategy as the
first condition will never be satisfied, unlike the other two
conditions, which are always satisfied.

4.7.2. Strategy (E, J). In order for strategy (E, J) to be a pure
equilibrium, it must satisfy the following conditions:

(1) V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾)𝛿U/(1 − 𝛿) <V𝑒𝑒 + 𝛽𝛿V + (1 −𝛽)𝛿U/(1 − 𝛿)
(2) V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾)𝛿U/(1 − 𝛿) > V𝑗𝑗 + 𝛾𝛿V + (1 −𝛾)𝛿U/(1 − 𝛿)
(3) V𝑒𝑗+𝛾𝛿V+(1−𝛾)𝛿U/(1−𝛿) > 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿)

Strategy (E, J) will not be a pure equilibrium strategy as
the second condition will never be satisfied, unlike the first
condition, which is always satisfied, and the third condition,
which is sometimes satisfied based on the parameters.

4.7.3. Strategy (J, E). In order for strategy (J, E) to be a pure
equilibrium, it must satisfy the following conditions:

(1) V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽)𝛿U/(1 − 𝛿) <V𝑗𝑗 + 𝛾𝛿V + (1 −𝛾)𝛿U/(1 − 𝛿)
(2) V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽)𝛿U/(1 − 𝛿) >V𝑒𝑒 + 𝛽𝛿V + (1 −𝛽)𝛿U/(1 − 𝛿)
(3) V𝑗𝑒+𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿) > 𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿)
Strategy (J, E) will not be a pure equilibrium strategy as

the first and second conditions will never be satisfied, unlike
the third condition, which is always satisfied.

4.7.4. Strategy (J, J). In order for strategy (J, J) to be a pure
equilibrium, it must satisfy the following conditions:

(1) V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾)𝛿U/(1 − 𝛿) <V𝑗𝑒 + 𝛽𝛿V + (1 −𝛽)𝛿U/(1 − 𝛿)
(2) V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾)𝛿U/(1 − 𝛿) > V𝑒𝑗 + 𝛾𝛿V + (1 −𝛾)𝛿U/(1 − 𝛿)
(3) V𝑗𝑗+𝛾𝛿V+(1−𝛾)𝛿U/(1−𝛿) > 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿)

Strategy (J, J) is a pure equilibrium strategy as all the
conditions are satisfied. Specifically, the first two conditions
are always satisfied, and the third condition depends on the
parameters. The expected payoff can be calculated as follows:

V

= (𝑥𝑒𝑥𝑗𝑥𝑠)
𝑇(0 00 V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿0 0 )(𝑦𝑒𝑦𝑗) (30)
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Needless to say, as the considered strategy is (J, J), this
means that 𝑥𝑒 = 0, 𝑥𝑗 = 1, and 𝑥𝑠 = 0. The same applies for 𝑦
as 𝑦𝑒 = 0 and 𝑦𝑗 = 1. According to that, the game value will
be as follows:

V𝑗𝑗 + (1 − 𝛾) 𝛿U/ (1 − 𝛿)1 − 𝛾𝛿 . (31)

4.7.5. Strategy (S, E). In order for strategy (S, E) to be a pure
equilibrium, it must satisfy the following conditions:

(1) 𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿) < 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿)
(2) 𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿) >V𝑒𝑒+𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿)
(3) 𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿) >V𝑗𝑒+𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿)
Strategy (S, E) will not be a pure equilibrium strategy as

the second and third conditions will never be satisfied, unlike
the first condition, which is always satisfied.

4.7.6. Strategy (S, J). In order for strategy (S, J) to be a pure
equilibrium, it must satisfy the following conditions:

(1) 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿) < 𝛽𝛿V+(1−𝛽)𝛿U/(1−𝛿)
(2) 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿) >V𝑒𝑗+𝛾𝛿V+(1−𝛾)𝛿U/(1−𝛿)
(3) 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿) >V𝑗𝑗+𝛾𝛿V+(1−𝛾)𝛿U/(1−𝛿)
Strategy (S, J) will not be a pure equilibrium strategy as

the first condition will never be satisfied, unlike the other two
conditions, which can be satisfied based on the parameters.

4.8. Evaluating Equilibrium in Mixed Strategies. By referring
to (28), we can consider the game value to be as follows:

V = V𝑎𝑙(𝐴 𝐵𝐷 𝐶𝐸 𝐹) . (32)

Consequently, 𝐴, 𝐵, 𝐶,𝐷, 𝐸, and 𝐹 will be as follows:𝐴 =V𝑒𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 , (33)

𝐵 =V𝑒𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿 , (34)

𝐶 =V𝑗𝑗 + 𝛾𝛿V + (1 − 𝛾) 𝛿U1 − 𝛿 , (35)

𝐷 =V𝑗𝑒 + 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 , (36)

𝐸 = 𝛽𝛿V + (1 − 𝛽) 𝛿U1 − 𝛿 , (37)

𝐹 = 𝛾𝑠𝛿V + (1 − 𝛾𝑠) 𝛿U1 − 𝛿 . (38)

The extended game has three equilibria in mixed strategies,
which are 𝐸𝐽, 𝐸𝑆, and 𝐽𝑆.

Equilibrium in mixed strategies for 𝐸𝐽 can be evaluated
by using (20), (21), and (22) with (33), (34), (35), and (36).

The mixed stationary equilibrium for 𝐸𝑆 can be obtained
by evaluating𝑋𝑒𝑠, 𝑌𝑒𝑠, andV𝑒𝑠 as follows:𝑋𝑒𝑠 = 𝐹 − 𝐸𝐴 − 𝐵 + 𝐹 − 𝐸, (39)

𝑌𝑒𝑠 = 𝐹 − 𝐵𝐴 − 𝐵 + 𝐹 − 𝐸, (40)

V𝑒𝑠 = 𝐴𝐹 − 𝐵𝐸𝐴 − 𝐵 + 𝐹 − 𝐸. (41)

For the sake of brevity, we omitted evaluating those equations
as the obtained equations were so lengthy.

The mixed stationary equilibrium for 𝐽𝑆 can be obtained
by evaluating𝑋𝑗𝑠, 𝑌𝑗𝑠, andV𝑗𝑠 as follows:𝑋𝑗𝑠 = 𝐹 − 𝐸𝐷 − 𝐶 + 𝐹 − 𝐸, (42)

𝑌𝑗𝑠 = 𝐹 − 𝐶𝐷 − 𝐶 + 𝐹 − 𝐸, (43)

V𝑗𝑠 = 𝐷𝐹 − 𝐶𝐸𝐷 − 𝐶 + 𝐹 − 𝐸. (44)

For the sake of brevity, we omitted evaluating those equations
too as the obtained equations were so lengthy.

4.9. The Game’s Operation. In the extended game, there
will be six conditions that game might be residing in. The
conditions are as follows.

4.9.1. Condition 1. IfV𝑗𝑗+𝛾𝛿V+(1−𝛾)𝛿U/(1−𝛿) > 𝛾𝑠𝛿V+(1 − 𝛾𝑠)𝛿U/(1 − 𝛿), then a pure equilibrium in (J, J) arises.
The probabilities 𝑥𝑒, 𝑥𝑠, and 𝑦𝑒 will be equal to zero, and the
probabilities 𝑥𝑗 and 𝑦𝑗 will be equal to 1. The game value will
be as in equation (31).

4.9.2. Condition 2. If 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿) >V𝑗𝑗+𝛾𝛿V+(1−𝛾)𝛿U/(1−𝛿) andV𝑒𝑠 >V𝑗𝑠, then the game value will be
equal to V𝑒𝑠, and the optimal probabilities will be as in (39)
and (40).

4.9.3. Condition 3. If 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿) >V𝑗𝑗+𝛾𝛿V+(1−𝛾)𝛿U/(1−𝛿) andV𝑗𝑠 >V𝑒𝑠, then the game value will be
equal to V𝑗𝑠, and the optimal probabilities will be as in (42)
and (43).

4.9.4. Condition 4. If 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿) <V𝑗𝑗+𝛾𝛿V+(1−𝛾)𝛿U/(1−𝛿) andV𝑒𝑗 <V𝑒𝑠, then the game value will be
equal to V𝑒𝑠, and the optimal probabilities will be as in (39)
and (40).

4.9.5. Condition 5. If 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿) <V𝑗𝑗+𝛾𝛿V+(1−𝛾)𝛿U/(1−𝛿) andV𝑒𝑗 >V𝑒𝑠, then the game value will be
equal to V𝑒𝑗, and the optimal probabilities will be as in (20)
and (21) while considering the assumptions and parameters
for the extended game.
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Table 1: Optimal probabilities for each specified game valueV.

Game valueV 𝑋𝑒 𝑋𝑗 𝑋𝑠 𝑌𝑒 𝑌𝑗
V𝑗𝑗 0 1 0 0 1
V𝑒𝑗 𝑋𝑒𝑗 1-𝑋𝑒𝑗 0 𝑌𝑒𝑗 1-𝑌𝑒𝑗
V𝑒𝑠 𝑋𝑒𝑠 0 1-𝑋𝑒𝑠 𝑌𝑒𝑠 1-𝑌𝑒𝑠
V𝑗𝑠 0 𝑋𝑗𝑠 1-𝑋𝑗𝑠 𝑌𝑗𝑠 1-𝑌𝑗𝑠
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Figure 5:𝑋𝑒 for the basic game.

4.9.6. Condition 6. If 𝛾𝑠𝛿V+(1−𝛾𝑠)𝛿U/(1−𝛿) <V𝑒𝑗+𝛾𝛿V+(1 − 𝛾)𝛿U/(1 − 𝛿), then the game value will be equal to V𝑒𝑗
and the optimal probabilities will be as in (20) and (21).

While considering these conditions, Alice will have three
probabilities for the actions that she might consider and the
same goes for Eve regarding her two actions. In Table 1, the
probabilities are clarified in accordance with each game value
that was chosen based on the aforementioned conditions.

5. Results and Analysis

In this section, the optimal probabilities for Alice and Eve
and the game value obtained from our proposed games will
be presented and investigated. Moreover, we compare our
results with the existing work in the literature, in order to
validate and verify the effectiveness of our proposed games
in providing a better secrecy and reliability to the wireless
communication between Alice and Eve.

5.1. Results from the Basic Game. Considering the same
setting as the previous study [9], V𝑒𝑒 = 1.3, V𝑒𝑗 = 0.1,
V𝑗𝑒 = 0.5, V𝑗𝑗 = 0.5, and U = 3. We fixed 𝛾 as 0.5
and we show the optimal probabilities of our basic game for
the source Alice to be in the eavesdropping mode and the
adversary to be eavesdropping, for 𝛽 = 1, 0.7, 0.8, and 0.9, in
Figures 5 and 6, respectively. It is worth noting that as 𝛽 = 1
our basic scheme will be the same as the conventional game
[9].

From Figures 5 and 6, we can see that, as the discount
factor 𝛿 increases, the optimal probabilities in our basic
game and the available game in [9] will increase. This is
due to the reason that 𝛿 represents the urgency of the
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Figure 6: 𝑌𝑒 for the basic game.

communication and the larger the 𝛿 is, the lower the urgency
of the communication is. Thus, as 𝛿 increases, the urgency
of the communication decreases and Alice and Eve will go
slower toward being in the jamming mode.

Another observation from Figures 5 and 6 indicates
that differences between the optimal probabilities in Figures
5 and 6 become more clear when 𝛿 takes higher values
(higher values of 𝛿 means lower communication urgency),
thus giving more opportunities for Alice and Eve to take
precautions to achieve their goal, i.e., to transmit securely and
reliably (Alice’s goal) or to eavesdrop or jam the signal (Eve’s
goal).

Moreover, the results in Figures 5 and 6 indicate that,
as the probability of a missed detection of an eavesdropping
attack (i.e., 𝛽) decreases, the game value of being in the
eavesdropping mode increases and Alice and Eve thus start
shifting into the jamming mode. This occurs due to the
improvement in detecting eavesdropping attacks, which will
lead Eve into jamming the signal and consequently; Alice will
follow that by being in the jamming mode.

We then illustrate how the overall game values vary with
the discount factor 𝛿 in Figure 7, from which we can find
that the game values increase as 𝛿 increases. This is due to
the same reason as that for Figures 5 and 6. We can also see
from Figure 7 that the game value increases as 𝛽 decreases.
This is because as the probability of detecting eavesdropping
attacks increases, the probability of a secure transmission of
the information increases and thus the security performance
of the system is being improved. Moreover, Figure 7 shows
that a noticeable improvement can occur to the game value,
especially when 𝛿 takes values higher than 0.6. Actually, an
improvement of 188% is noticed in the game value after
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Figure 7: The game value for the basic game with 𝛽 = 0.9, 𝛽 = 0.8,
and 𝛽 = 0.7, and for the game in [9] with 𝛽 = 1.
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Figure 8:𝑋𝑒 for the extended game.

adding the capability of detecting eavesdropping attacks
(even though the capability is low) based on the results in
Figure 7.

5.2. Results from the Extended Game. In this proposed
extended game, we follow the same setting as the previous
study [9]: V𝑒𝑒 = 1.3, V𝑒𝑗 = 0.3, V𝑗𝑒 = 0.8, V𝑗𝑗 = 0.5,
and U = 5. We fixed 𝛾 as 0.8 and we show the optimal
probabilities of our extended gamewhen the sourceAlice is in
the eavesdropping, jamming, and silentmodes, and when the
adversary Eve is eavesdropping and jamming, for 𝛽 = 1, 0.8,
and 0.7, in Figures 8, 9, 10, 11, and 12, respectively. It is worth
noting that, as 𝛽 = 1, our basic scheme will be the same as the
conventional game [9].

Figures 8 and 11 show that, as the discount factor 𝛿
increases, the optimal probability toward being in the eaves-
dropping mode for Alice or conducting an eavesdropping
attack for Eve will increase for both of them.The figures high-
light that, as 𝛽 decrease, the incentives toward being in the
eavesdroppingmode for Alice or launching an eavesdropping
attack for Eve will decrease, as both of themwill move toward
jamming. Eve will conduct jamming attacks, which will make
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Figure 9:𝑋𝑠 for the extended game.
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Figure 10:𝑋𝑗 for the extended game.

Alice alter her strategy into being in the jamming or the silent
mode.

Figures 9 and 10 integrate with Figure 8. An observation
from those two figures must be captured and it is as follows:
as 𝛽 decreases, both of those figures act in an opposite
way. In Figure 9, as 𝛽 decreases, the probability of being
in the jamming mode decreases too, but, in Figure 10, as 𝛽
decreases, the optimal probability of being in the silent mode
increases. This means that, as the detection of eavesdropping
attacks improves, Evewill start jamming attacks, which in this
extended game will result in Alice utilizing her silent mode to
increase the probability of detecting Evewhile jamming, thus,
removing Eve from the game and improving the security of
the communication.

Figures 11 and 12 integrate with each other because they
represent the actions that Eve can take. As 𝛿 increases,
Eve becomes more cautious and avoids getting detected
so she just launch eavesdropping attacks. The opposite is
captured by Figure 12, where Eve conducts jamming attacks
with low values of 𝛿. Decreasing the value of 𝛽 did not
have a remarkable effect on Eve’s actions; however, as shown
before, it affected Alice’s actions in a noticeable way and,
consequently, it will affect the game value resulting from this
game as shown in Figure 13.
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Figure 11: 𝑌𝑒 for the extended game.
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Figure 12: 𝑌𝑗 for the extended game.

In Figure 13, the game value is shown, and as 𝛿 increases,
the game value increases too, for the same reasonsmentioned
before. Interestingly, when 𝛽 decreases and becomes 0.8 or
0.7, a huge improvement can be noticed in the game value
by 294%. Improvements at high values of 𝛽 occurs due to
embracing the eavesdroppingmode by Alice and Eve, as both
of thembecome cautious about choosing the strategy that will
generate the highest payoff.

6. Conclusion

This paper studies the secrecy and reliability of a system
with one source-destination pair and a sophisticated adver-
sary who conducts eavesdropping and jamming attacks.
To analyze and study the behavior and the interactions
between the user and the adversary, stochastic game theory
is adopted and different games are proposed for different
network scenarios. Based on results of the theoreticalmodels,
extensive numerical results are then conducted to validate the
efficiency of the proposed games. Results show that adding
the capability of detecting eavesdropping attacks can push
the adversary into jamming the channel much more, which,
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Figure 13: The game value for the extended game with 𝛽 = 0.8 and𝛽 = 0.7 and for the game in [9] with 𝛽 = 1.
on one side, might compromise the reliability of the channel
and, on the other side, can aid in detecting the adversary
more earlier with an improvement of 188% in the game
value. Moreover, when the silent mode is incorporated into
the communication protocol of the user, massive payoffs are
gained with a huge improvement of 294% in game value. Our
work in this paper is of great importance since it can provide
theoretical models for the security and reliability study of
networks against eavesdropping and jamming attacks, which
offers a guideline for the design of future networks.
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In this paper, we propose algorithms for enhancing physical layer security and spectral efficiency of Orthogonal Frequency
Division Multiplexing (OFDM) with Index Modulation (IM) systems. Particularly, different activation ratios and/or Constellation
Modulation orders are selected adaptively for each subblock based on the channel quality of the legitimate receiver.More specifically,
three approaches named as (1)OFDMwith Adaptive IndexModulation and Fixed ConstellationModulation (OFDM-AIM-FCM),(2) OFDM with Adaptive Index Modulation and Adaptive Constellation Modulation (OFDM-AIM-ACM), and (3) OFDM with
Variable Index Modulation and Variable ConstellationModulation (OFDM-VIM-VCM) are proposed for enhancing physical layer
security and spectral efficiency. Simulation results are presented to investigate the effectiveness of the proposed algorithms.

1. Introduction

The inherent broadcast characteristic of wireless commu-
nication makes it vulnerable to the passive eavesdropping.
Conventionally, security techniques in the upper layers, such
as cryptography based techniques, have been employed for
secure transmission. However, such security techniques may
not be adequate for future decentralized networks due to
their high complexity in implementation and computation
[1]. Furthermore, the emergence of powerful computing
devices makes these techniques vulnerable to sophisticated
adversaries. In order to cope upwith these problems, Physical
Layer Security (PLS) techniques have attracted a lot of
attentions [2]. PLS techniques exploit the dynamic features
of wireless communications, such as channel randomness,
interference, and noise, to prevent the eavesdropper from
decoding data while ensuring that the legitimate user can
decode it successfully [1]. In the literature, practical signal
processing based PLS techniques are proposed in order to
secure communication between legitimate parties [3, 4].

On the other hand, Index Modulation (IM) is an emerg-
ing technique for future wireless networks because of its
higher energy efficiency (EE) and controllable spectral effi-
ciency (SE) [5]. Spatial Modulation (SM) and OFDM-IM

are two well-known applications. OFDM-IM especially, has
been studied intensively in the literature [5, 6]. Unlike
conventional OFDM, which sends data via M-ary signal
constellation, in OFDM-IM, data is sent by bothM-ary signal
constellation and indices of the subcarriers. Due to high EE
and adjustable SE, it is considered not only for Machine
Type Communication (MTC) but also for high speedwireless
communication systems [5, 7]. There are a lot of interesting
works for enhancing spectral efficiency of SM and OFDM-
IM. In [8], precoding based technique is proposed in which
spatial modulation works in both the in-phase and quadra-
ture parts of the received signals, thus conveying additional
information bits compared with conventional generalized
precoding-aided spatial modulation. In [9], information
is conveyed through multiple distinguishable modes and
their full permutations. Authors proposed frequency Index
Modulation technique and a joint code-frequency Index
Modulation techniques for enhancing energy and spectral
efficiency in [10, 11], respectively. The proposed techniques
are simple and can reduce PAPRwithout sacrificing data rate.
In [12], authors proposed a scheme to enhance the spectral
and energy efficiency by using initial conditions to generate
different chaotic sequences that can convey extra bits per
transmission.
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In the following, we will first explain some of the related
and popular PLS techniques for OFDM and then for SM and
finally for OFDM-IM. In the literature, many promising PLS
techniques have been proposed for OFDM. In [13], secret
key generation based techniques are proposed for OFDM
system.The basic idea is to extract random sequence from the
wireless channel. Motivated by the effectiveness of Artificial
Noise (AN) for providing PLS, authors in [14] added AN
signal on top of OFDM data signal in such a way that when
the AN passes through the channel it gets accumulated in
Cyclic Prefix (CP) at the legitimate receiver only. Thus, it
causes no interference at the legitimate receiver but degrades
the performance of Eve. In [15], signal feature suppression
based PLS technique was proposed. In this technique certain
signal features are suppressed to avoid eavesdropping, such
as CP periodicity feature concealing. Furthermore, adapta-
tion based security techniques are also very popular PLS
techniques in which transmitter parameters are adjusted in
order to fulfill the quality of service (QoS) requirement of
the legitimate receiver only, for example, adaptivemodulation
and coding with Automatic Repeat Request (ARQ) [16],
fading based subcarrier activation technique [17], optimal
power allocation based techniques [18], channel shortening
[19], OFDM-subcarrier index selection for enhancing PLS
[20], etc. It may be noted that adaptation based techniques,
such as adaptive modulation and coding, can jointly enhance
the security and spectral efficiency of wireless systems [18].

Now moving from PLS techniques for OFDM to PLS
for IM, there are a few interesting PLS techniques proposed
in the literature for SM in MIMO systems [21–25]. In [21],
authors proposed transmit precoding based PLS techniques
for SM. Moreover, jamming signal based PLS techniques are
presented in [22]. In [23], authors proposed PLS techniques
based on exploiting the channel reciprocity of Time Division
Duplex (TDD) system to redefine the transmit antenna
indices. However, the proposed technique cannot secure data
symbol modulation. In order to solve this deficiency, the
authors in [24] proposed a technique in which the rotation
of both the indices of transmit antennas and constellation
symbols based on the channel state information of the
legitimate receiver are exploited, thus, securing both Index
Modulation and data symbol modulation. To the best of
the authors’ knowledge, the first work related to PLS in
OFDM-IM has recently been introduced in [25].The authors
investigate the randomized mapping rules based on channel
reciprocity in TDDmode in order to secure both data symbol
modulation and Index Modulation but in that work spectral
efficiency is not taken into account.

In the literature, the majority of the works related to PLS
are focused on the enhancement of security, but only a few
works are reported to focus on the joint consideration of both
spectral efficiency and security. Moreover, there are some
techniques in which security is achieved at the cost of loss
in resources.

Inspired by the need for joint consideration of secu-
rity and SE, in this paper, we propose algorithms for the
enhancement of PLS of OFDM-IM and for the quality of
service (QoS) based communication in order to enhance
SE of OFDM-IM. The proposed algorithms are based on

adaptive subcarrier switching and adaptivemodulation.More
specifically, three approaches are proposed, namely, OFDM
with Adaptive Index Modulation and Fixed Constellation
Modulation (OFDM-AIM-FCM) for enhancing PLS and SE,
OFDMwith Adaptive Index Modulation, and Adaptive Con-
stellation Modulation (OFDM-AIM-ACM) for enhancing
PLS and SE and OFDM with Variable Index Modulation and
Variable Constellation Modulation (OFDM-VIM-VCM) for
QoS based communication in order to enhance SE. In par-
ticular, the first two approaches are based on channel based
adaptation of subcarrier activation ratios and Constellation
Modulation orders of subblocks in OFDM-IM by utilizing
channel reciprocity concept in TDD mode while the third
approach is based on QoS based adaptation. The works in
[8, 9] focus on spectral efficiency alone without considering
security concerns while first two proposed schemes provide
security with some enhancement in spectral efficiency. The
scheme in [9] and our third proposed algorithm both target
enhanced SE. However, our proposed technique keeps the
benefits of OFDM-IM in terms of low ICI and high EE,
whereas the scheme presented in [9] does not keep these
benefits.

The rest of the paper is organized as follows. The basic
system model is presented in Section 2. The details of basic
adaptive OFDM-IM are described in Section 3.1. The details
of the developed algorithms are revealed in Section 3.2.
The throughput of the proposed algorithms is presented in
Section 4.1 while the theoretical BER performance analysis of
the adaptive OFDM-IM (OFDM-ACM-FIM) is discussed in
Section 4.2. Computer simulation results are exhibited and
discussed in Section 5. Finally, the paper is concluded in
Section 6.

Bold, lowercase, and capital letters are used for column
vectors and matrices, respectively. rank (A) and det (A)
denote the rank and determinant of A, respectively. 𝜆𝑖(𝐴)
is the 𝑖𝑡ℎ eigenvalue of A. The expectation of an event is
denoted by 𝐸{⋅} and 𝑃(⋅) stands for probability of an event.
S denotes the complex signal constellation of size 𝑀. ⌊⋅⌋
is the floor function and 𝑄(⋅) denotes the tail probability
of the standard Gaussian distribution.CN(0, 𝜎2𝑋) represents
the distribution of a circularly symmetric complex Gaussian
random variable 𝑋 with variance 𝜎2𝑋. (⋅)𝐻 and (⋅)𝑇 denote
Hermitian transposition and transposition, respectively.

2. System Model and Preliminaries

In this work, we consider a Single Input Single Output (SISO)
OFDM-IM system. The basic system model consists of a
legitimate transmitter (Tx), Alice, that wants to communicate
securely with a legitimate receiver (Rx), Bob, in the presence
of an illegitimate node, Eve, as shown in Figure 1, where
TDD is considered as an operational mode. The notations
h𝑎𝑏(h𝑏)∈[1×𝐿] and h𝑎𝑒(h𝑒)∈[1×𝐿] denote the slow varying mul-
tipath Rayleigh fading exponentially decaying channel from
Alice to Bob and Alice to Eve, respectively, where 𝐿 is the
length of the channel. In this work, Eve is considered to be
passive, and hence there is no knowledge of Eve’s channel
at Alice. Moreover, it is also assumed that Eve is not very
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Figure 1: System model.

close to Bob such that Bob and Eve will have independent
channel realizations [20]. In addition, the property of channel
reciprocity is also adopted in this work, where the channel
from Alice to Bob (h𝑎𝑏) can be estimated from the channel of
Bob to Alice (h𝑏𝑎) in TDD.

3. Adaptive OFDM-IM Model and Proposed
Algorithms

In this Section, basic concepts related to OFDM-IM with
respect to adaptivity as well as proposed algorithms for
enhancing PLS and SE are presented.

3.1. Adaptive OFDM-IM Model. In this subsection, OFDM-
IM model [5, 6] with respect to channel based adaptation
(CBA) is explained. In this system, we employ a simplified
OFDM-IM model as presented in Figures 2 and 3, where
Figure 2 presents the OFDM-IM transmitter (Tx) while
Figure 3 presents the OFDM-IM receiver (Rx), respec-
tively. Let us suppose that 𝑚𝑖 number of information bits,
corresponding to 𝑖𝑡ℎ block, enters the OFDM-IM for the
transmission, where the value of 𝑚𝑖 is different for different
OFDM-IM blocks due to CBA and will be explained in
Section 3.2. These 𝑚𝑖 bits are split into 𝐺 groups, such that
each group contains 𝑝𝑗 bits, where 𝑗 ∈ {1, . . . , 𝐺}. The𝑝𝑗 may be different for different groups based on CBA.
The total number of bits in 𝑖𝑡ℎ block can be represented as
follows:

𝑚𝑖 = 𝐺∑
𝑗=1

𝑝𝑗 (1)

In OFDM-IM, the subcarriers are also divided into 𝐺
subblocks. The number of subcarriers in any subblock, 𝛽, is𝑛, where 𝑛 = 𝑁/𝐺 and 𝑁 is the total number of subcarriers
in any OFDM-IM block. After that, 𝑝𝑗 bits of each group are
mapped to corresponding subblock, 𝛽. This mapping is done
by means of symbols and by the indices of subcarriers based
on CBA.

The 𝑝𝑗 bits of each group are divided into 𝑝1𝑗 and 𝑝2𝑗 bits,
where 𝑝1𝑗 bits are carried by indices and 𝑝2𝑗 bits are carried
by symbols. More specifically, in each OFDM subblock,𝑘𝑗 out of 𝑛 subcarriers are active and selected by index

Table 1: Lookup table for SAR values of {1/4, 2/4, 3/4}.
(a) SAR: [1/4]

Bits Subcarrier indices
00 1
01 2
10 3
11 4

(b) SAR: [2/4]

Bits Subcarrier indices
00 1, 2
01 2, 3
10 3, 4
11 1, 4

(c) SAR: [3/4]

Bits Subcarrier indices
00 1, 2, 3
01 1, 2, 4
10 1, 3, 4
11 2, 3, 4

selector based on 𝑝1𝑗 bits while the symbols corresponding
to inactive subcarriers are set to zero. In the proposed work,
each subblockmay have different Subcarrier Activation Ratio
(SAR), 𝑘𝑗/𝑛, andConstellationModulation (CM) order based
on CBA. In this work, we consider four cases for SAR that are1/4, 2/4, 3/4, and 4/4 and four cases of CM that are 2, 4, 8,
and 16. The index selector of OFDM-IM uses a predefined
lookup table for each subblock based on its SAR. Table 1
presents lookup tables for SARs of 1/4, 2/4, and 3/4, while
the case of SAR value of 4/4 does not require any lookup
table because no information is sent by indices (Classical
OFDM).The remaining 𝑝2𝑗 bits aremapped on toM-ary data
symbols, based on subblock CM, that modulates the active
subcarriers. In this way, the information is conveyed by both
indices of subcarriers and M-ary symbols that modulate the
active subcarriers.

The selected indices are given by 𝐼𝛽 = {𝑖𝛽,1, . . . , 𝑖𝛽,𝑘𝑗},
where 𝛽 ∈ {1, . . . , 𝐺}, 𝑖𝛽,𝛾 ∈ {1, . . . , 𝑛}, and 𝛾 ∈ {1, . . . , 𝑘𝑗}.
Therefore, the total number of bits carried by the indices of
all 𝐺 groups in the 𝑖𝑡ℎ block is given by

𝑚1𝑖 = 𝐺∑
𝑗=1

𝑝1𝑗, (2)

𝑝1𝑗 = ⌊log2(𝑛𝑘𝑗)⌋ . (3)
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Hence, 𝐼𝛽 has 𝑐 = 2𝑝1𝑗 possible realizations. On the other
hand, the total number of information bits carried by M-ary
signal constellations is given by

𝑚2𝑖 = 𝐺∑
𝑗=1

𝑝2𝑗, (4)

𝑝2𝑗 = 𝑘𝑗 log2𝑀𝑗, (5)

where 𝑀𝑗 is the modulation order and 𝑘𝑗 is the number of
active subcarriers in each subblock. In this scheme, the total
number of active subcarriers in each OFDM block is given as𝐾 = ∑𝐺

𝑗=1 𝑘𝑗. The output of M-ary modulator is given as

s𝛽 = [𝑠𝛽 (1) , . . . , 𝑠𝛽 (𝑘𝑗)] , (6)

where 𝑠𝛽(𝛾) ∈ S. It should also be noted that the signal
constellation is normalized to have unit average power.
Finally, the OFDM block creator uses 𝐼𝛽 and s𝛽 to create all
of subblocks and then forms𝑁×1main OFDM-IM block by
concatenation of 𝐺 subblocks and is given by

x = [𝑥1, 𝑥2, . . . , 𝑥𝑁]𝑇 . (7)

where 𝑥(𝛼) ∈ {0,S}, 𝛼 ∈ {1, . . . , 𝑁}. After this point, the
block x is passed through 𝐺 × 𝑁 interleaver to ensure that
the subcarriers in each subblocks are affected by uncorrelated
wireless fading channels.

The resultant OFDM block after interleaver, x̃, is then
passed through IFFT process, (𝑁/√𝐾)𝐼𝐹𝐹𝑇{x̃}, which maps

the frequency domain data symbols to time domain points
represented as follows:

q̃ = [𝑞1, 𝑞2, . . . , 𝑞𝑁]𝑇 (8)

In order to avoid ISI, a CP of length (𝐿𝑐𝑝) is added at the
beginning of each block, where 𝐿𝑐𝑝 is assumed to be equal to
or greater than the channel delay spread. Finally, the resultant
signal q̃ ∈ 𝐶[𝑁+𝐿×1] is transmitted through the Rayleigh
fading channel, which is assumed to be constant during the
transmission of each OFDM block and reaches both Bob and
Eve. The baseband signal received at Bob can be represented
as

y𝑏 = h𝑏 ∗ q̃ + z𝑏, (9)

where h𝑏 is the channel impulse response seen by Bob and
z𝑏 represents additive white Gaussian noise (AWGN) at Bob
with distribution of CN(0,𝑁0,𝑇). Similarly, the baseband
signal received at Eve is given by

y𝑒 = h𝑒 ∗ q̃ + z𝑒, (10)

where h𝑒 is the channel impulse response seen by Eve and z𝑒
represents AWGN at Eve with distribution ofCN(0,𝑁0,𝑇𝐸).

The basic block diagram of the receiver is presented in
Figure 3. The receiver (both Bob and Eve) first removes
the CP and then applies FFT on the received time domain
signal y𝑑 with normalization factor of 𝐾/√𝑁 and finally
deinterleaves the resultant signal to get the received signal,
y𝑓𝑑 = [𝑦𝑓𝑑(1), 𝑦𝑓𝑑(2), . . . , 𝑦𝑓𝑑(𝑁)]𝑇, in frequency domain,
where 𝑑 can be Bob or Eve.

The receiver task is to detect the indices of active sub-
carriers and corresponding symbols by processing, 𝑦𝑓𝑑(𝛼),
where 𝛼 = {1, . . . , 𝑁}. In our algorithm, we use lookup
table basedmodified Log-likelihood-Ratio (LLR) detector for
detection of active indices for each subblock [6]. First of all,
LLR values of frequency domain symbols corresponding to
each subcarrier are calculated as follows:

𝜆 (𝛼) = ln(∑𝑀
𝜒=1 𝑃 (𝑥 (𝛼) = 𝑠𝜒 | 𝑦𝑓𝑑 (𝛼))𝑃 (𝑥 (𝛼) = 0 | 𝑦𝑓𝑑 (𝛼)) ) (11)
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The above equation can be further simplified by using Bayes’
formula as𝜆 (𝛼)

= ln (𝑘) − ln (𝑛 − 𝑘) + 𝑦𝑓𝑑 (𝛼)
2

𝑁0,𝑓

+ ln( 𝑀∑
𝜒=1

exp(− 1𝑁0,𝑓

𝑦𝑓𝑑 (𝛼) − ℎ𝐹 (𝛼) 𝑠𝜒2))
(12)

where𝑁0,𝑓 is the noise variance in frequency domain (𝑁0,𝑓 =(𝐾/𝑁)𝑁0,𝑇). In (12), numerical overflow can be prevented by
using the Jacobian logarithm [27]. For example, for 𝑀 = 2
and 𝑘𝑗 = 𝑛/2, (12) simplifies to

𝜆 (𝛼) = max (𝑎, 𝑏) + ln (1 + exp (− |𝑏 − 𝑎|))
+ 𝑦𝑓𝑑 (𝛼)

2

𝑁0,𝑓

(13)

where 𝑏 = −|𝑦𝑓𝑑(𝛼) + ℎ𝑓(𝛼)|2/𝑁0,𝑓 and 𝑎 = −|𝑦𝑓𝑑(𝛼) −ℎ𝑓(𝛼)|2/𝑁0,𝑓. In our work, we also use higher order mod-
ulation and use the following identity: ln(𝑒𝑎1 + 𝑒𝑎1 +⋅ ⋅ ⋅ + 𝑒𝑎𝑀) = (𝑓𝑚𝑎𝑥(𝑓𝑚𝑎𝑥(. . . 𝑓𝑚𝑎𝑥(𝑓𝑚𝑎𝑥(𝑎1, 𝑎2), 𝑎3), . . .), 𝑎𝑀)),
where𝑓𝑚𝑎𝑥(𝑎, 𝑏) = ln(𝑒𝑎1+𝑒𝑎1) = 𝑚𝑎𝑥(𝑎1, 𝑎2)+ln(1+𝑒−|𝑎1−𝑎2|).

In order to detect the active indices, LLR value corre-
sponding to each subcarrier is calculated using (12). After-
wards, the receiver calculates the sum of LLRs corresponding
to each combination of the subcarriers in the lookup table
with respect to subblock based SAR as follows:

𝑑𝑤𝛽 =
𝑘𝑗∑
𝛾=1

𝜆 (𝑛 (𝛽 − 1) + 𝑖𝑤𝛽,𝛾) (14)

where𝑤 = 1, . . . , 𝑐 and 𝑐 is the total number of combinations
of subcarriers in the lookup tablewith respect to any SAR.The
receiver makes a decision of set of active indices by selecting
the set with maximum value of sum of LLRs as follows:

𝑤 = argmax
𝑤
𝑑𝑤𝛽 (15)

After selecting the set with maximum LLR, the receiver gets
the set of active indices corresponding to SAR. After the
detection of active subcarrier, the information is then passed
to index demapper based on lookup table to estimate𝑚1𝑖 bits.
After determination of active indices, the demodulation of
the constellation symbols (M-ary symbols) is carried out and
finally we get𝑚2𝑖 bits.

3.2. Proposed Algorithms for OFDM-IM. In this subsection,
proposed algorithms for enhancing PLS and spectral effi-
ciency are presented.

3.2.1. OFDM-AIM-FCM. In OFDM-AIM-FCM, SAR for
each subblock is changed adaptively while fixed CM is used
for all subblocks. The basic idea of OFDM-AIM-FCM is
presented in Figure 4. The basic steps for OFDM-AIM-FCM
algorithm are as follows:
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Figure 4: Proposed: OFDM-IM-AIM-FCM.

(i) In the first step, the channel is estimated at all nodes.
In order to do that, Alice and Bob send a reference
signal to each other (within coherence time). After
channel estimation, they take FFT to convert the
channel coefficient vector into frequency domain
vector, h𝑓

(ii) Afterwards, the vector h𝑓 at each node is divided into𝐺 subblocks with 𝑛 elements in each of, 𝛽, subblock,
where 𝑛 = 𝑁/𝐺

(iii) In the next step, the average, 𝑎V(𝛽), of absolute values
of subblock’s elements is calculated as follows:

𝑎V (𝛽) = ∑𝑛
𝑟=1

ℎ𝑠𝛽,𝑟𝑛 , (16)

where ℎ𝑠𝛽,𝑟 is the 𝑟𝑡ℎ element of 𝛽 subblock
(iv) After finding the average value, 𝑎V(𝛽), for each of 𝐺

subblocks, they are divided into four groups based
on their 𝑎V(𝛽). More specifically, find the mean, 𝑚𝑒,
of ak, where ak is a vector containing average values
for all subblocks. Afterwards, divide the subblocks
into two groups, g1 and g2, by comparing their
corresponding 𝑎V(𝛽) values with 𝑚𝑒. The subgroup
g1 contains those subblocks whose 𝑎V(𝛽) values are
greater than or equal to 𝑚𝑒 while g2 contains those
subblocks whose values of 𝑎V(𝛽) are less than 𝑚𝑒.
Afterwards, both g1 and g2 are further divided into
two subgroups by using mean method as explained
above. As a result, 𝐺 subblocks are divided into four
groups such as g11, g22, g33, and g44. The resultant
groups are sorted in descending order in terms of
average channel magnitude such that g11 contains
those subblocks that have the highest values of 𝑎V(𝛽)
while g44 contains subblocks with the lowest values of𝑎V(𝛽)

(v) Finally, higher SAR values are selected for those
groups that have higher values of 𝑎V(𝛽) while lower
values of SAR are selected for those groups that have
lower values of 𝑎V(𝛽), such that SAR values of 4/4,3/4, 2/4, and 1/4 are selected for groups g11, g22, g33,
and g44, respectively, as presented in Table 2
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Table 2: OFDM-AIM-FCM.

𝐺𝑟𝑜𝑢𝑝 SAR
g11 4/4
g22 3/4
g33 2/4
g44 1/4
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Figure 5: Proposed: OFDM-AIM-ACM.

Based on the above algorithm (OFDM-AIM-FCM), Alice
determines SAR for each subblock and the total number
of bits, 𝑚𝑖, for 𝑖𝑡ℎ block. Afterwards, data is loaded to the
indices and the symbols based on adaptive SAR and fixed CM
and a block is generated using adaptive OFDM-IM model
explained in Section 3.1. Finally, the resultant signal q̃ ∈𝐶[𝑁+𝐿×1] is transmitted through the Rayleigh fading channel
and reaches both Bob and Eve.

Bob and Eve will then detect the active subcarriers
based on SAR values of subblocks with respect to OFDM-
AIM-FCM. The resultant information is passed to the index
demapper that provides the information carried by indices.
After determination of active indices, constellation symbols
are demodulated.

Thanks to channel decorrelation assumptions, Bob and
Eve will have differences in their determined subblock based
SAR values. Due to channel reciprocity employment, the
SAR values for different subblocks determined by Bob are
similar to that of Alice’s while they are different at Eve. This
dissimilarity in SAR values for different subblocks at Eve
leads to wrong detection of bits at Eve. Hence, there is a
performance gap at Bob and Eve, which enables the secure
communication between Alice and Bob.

3.2.2. OFDM-AIM-ACM. In OFDM-AIM-ACM both the
SAR and CM order are adaptively varied based on channel
of legitimate node in order to enhance PLS and SE.The basic
concept of OFDM-AIM-ACM is presented in Figure 5.

(i) First four steps of OFDM-AIM-ACM are similar to
that of OFDM-AIM-FCM. Specifically, h𝑓 vector is
divided into 𝐺 subblocks. The resultant 𝐺 subblocks
are grouped into four groups such as g11, g22, g33, and
g44 using mean method as explained earlier

Table 3: OFDM-AIM-ACM.

𝐺𝑟𝑜𝑢𝑝 SAR 𝑀
g11 4/4 16
g22 3/4 8
g33 2/4 4
g44 1/4 2

(ii) The basic difference in OFDM-AIM-ACM as com-
pared to OFDM-AIM-FCM is that both the SAR and
CMorder are varied adaptively for each subblock in it.
In OFDM-AIM-ACM, higher SAR with higher order
CMare selected for those groups that have high values
of 𝑎V(𝛽) while lower values of SAR with lower order
CM are selected for those groups that have lower
values of 𝑎V(𝛽). Based on OFDM-AIM-ACM, SAR
value of 4/4 is selected with𝑀 = 16, 3/4 with 8, 2/4
with 4, and 1/4with 2 for groups g11, g22, g33, and g44,
respectively, as presented in Table 3

Based on the above-mentioned algorithm (OFDM-AIM-
ACM), Alice determines SAR and CM order for each
subblock and the total number of bits, 𝑚𝑖, for 𝑖𝑡ℎ block.
Afterwards, data is loaded to the indices and symbols based
on adaptive SAR and adaptive CM and finally a block is
generated using adaptive OFDM-IM model explained in
Section 3.1. Finally, the resultant signal q̃ ∈ 𝐶[𝑁+𝐿×1] is
transmitted through the Rayleigh fading channel and reaches
both Bob and Eve.

Bob and Eve will first detect active subcarriers based on
subblock-SAR values with respect to OFDM-AIM-ACM.The
resultant information is then passed to the index demapper
which provides the information carried by indices. After
determination of active indices, constellation symbols are
demodulated based on subblock CM order with respect to
OFDM-AIM-ACM.

Due to the channel decorrelation, the SAR values and
CM orders of different subblocks determined by Bob and Eve
based on OFDM-AIM-ACM are different. The SAR values
and CM orders of different subblock determined by Bob are
similar to that of Alice’s due to channel reciprocity, while
it is different at Eve as compared to Alice. This difference
in subblock based SAR values as well as CM order at Eve
compared to Alice will cause errors in the detection of data
carried by indices and symbols. Hence, there is a significant
performance gap between Bob and Eve. This performance
gap will ensure secure communication between Alice and
Bob. It should also be noted that OFDM-AIM-ACM is more
difficult to be attacked as compared to OFDM-AIM-FCM
because in the latter case only subblock based SAR is varied
adaptively, while in the former both the SAR and CM are
varied adaptively.

3.2.3. OFDM-VIM-VCM for QoS. In OFDM-VIM-VCM, the
IM and CM order are varied for QoS based communication
in order to maximize the spectral efficiency. The basic moti-
vation behind this approach is that, instead of using complex
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optimization based approaches for maximizing spectral effi-
ciency, simple simulation based approach is proposed for this
purpose. The basic concept is to vary the SAR and CM with
the change in average SNR tomaximize the spectral efficiency
while fulfilling certainQoS requirement.The basic procedure
can be summarized as follows:

(i) First, OFDM-IM is implemented with different mod-
ulation order for each SAR. Afterwards, BER and
throughput curves are simulated for each of SAR
value with higher order modulation; for example, in
this work, we are considering SAR values of 1/4, 2/4,3/4, and 4/4 and CM order of 2, 4, 8, and 16

(ii) Then, all BER curves are merged in one figure and all
throughput curves in another figure

(iii) In the next step, certain BER curves are selected
based on their performance gap and throughput
values. More specifically, among the BER curves that
have similar performance, select a curve that has
maximum value of throughput. From the selected
curves in the former step, select those curves that
have a performance gap between them. Afterwards,
the throughput curves corresponding to selected BER
curves are also selected

(iv) Finally, switching table is constructed based on QoS
requirement. The table depicts the values of different
SAR and CM of system for different average SNR
ranges to maximize the spectral efficiency while
fulfilling QoS requirements

(v) After construction of switching table, this table is then
used for QoS based communication for maximizing
spectral efficiency

4. Performance Analysis of Adaptive OFDM-
IM Scheme

4.1.Throughput of Adaptive OFDM-IM. This section presents
the details related to the throughput of the adaptive OFDM-
IM.The throughput for adaptive OFDM-IM can be given as

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 = ∑𝐺
𝑗=1 𝑝1𝑗 + ∑𝐺

𝑗=1 𝑝2𝑗𝑁 +𝑁𝐶𝑃

(17)

where 𝑝1𝑗 = ⌊log2 ( 𝑛𝑘𝑗 )⌋ and 𝑝2𝑗 = 𝑘𝑗 log2𝑀𝑗. The basic
difference between conventional OFDM-IM and adaptive
OFDM-IM is in 𝑘𝑗 and 𝑀𝑗 which are fixed in the former
but vary adaptively in the latter. In case of OFDM-ACM-
FCM, 𝑘𝑗 is different for different subblocks and 𝑀𝑗 is the
same for all subblockswhile in case ofOFDM-ACM-AIMand
OFDM-VIM-VCM both 𝑘𝑗 and𝑀𝑗 are different for different
subblocks.

4.2. Performance Analysis of Adaptive OFDM-IM Scheme.
This section presents the analytical evaluation for the upper
bound of the average bit error probability (ABEP) of the
adaptive OFDM-IM scheme (OFDM-AIM-FCM with 𝑀 =2) based on pairwise error probability (PEP). In this analysis,

ML detector with a lookup table is considered whose results
are equal to and applicable to themodified LLRdetector (near
ML) with a lookup table. This is because of the fact that the
error performance of ML detector is almost similar to that of
modified LLR detector as explained in [6].

In the conventional OFDM-IM, the same SAR values
are used in all subblocks while in case of OFDM-AIM-FCM
different SARs values are used in different subblocks. As
explained earlier, there are𝑁 subcarriers that are divided into𝐺 subblocks with 𝑛 subcarriers in each subblock. In OFDM-
AIM-FCM, the subblocks are divided into four groups, g44,
g33, g22, and g11, with SAR values of 1/4, 2/4, 3/4, and 4/4,
respectively, used in them. In order to simplify the analysis,
we can assume that the size of each of the above-mentioned
groups in OFDM-AIM-FCM is the same. It should be noted
that the PEP event is similar in the subblocks corresponding
to the same group and is different for subblocks that belong
to different groups.

In the first step, the average bit error probability (ABEP)
of first subblock of first group is calculated and then the
results are extended to include subblocks of other groups.
Afterwards, we will find average ABEP for each group and
finally find the ABEP of adaptive OFDM-IM subblock.

The input-output relationship in frequency domain for
the first subblock of first group is given as follows:

y = Xh + w. (18)

where X is an 𝑛 × 𝑛 diagonal matrix containing[𝑥(1), 𝑥(2), . . . , 𝑥(𝑛)]𝑇 as diagonal data elements,
y is the received signal subvector containing[𝑦𝑓𝑑(1), 𝑦𝑓𝑑(2), . . . , 𝑦𝑓𝑑(𝑛)]𝑇, h is the channel subvector
containing [ℎ𝑓(1), ℎ𝑓(2), . . . , ℎ𝑓(𝑛)]𝑇, and w is the noise
subvector containing [𝑤(1), 𝑤(2), . . . , 𝑤(𝑛)]𝑇. Let us assume
that Kn = 𝐸[hh𝐻] is a covariance submatrix of rank 𝑟1
(𝑟1 = rank(Kn)). This matrix is valid for all subblocks.
Moreover, the concatenation of these small covariance
submatrices givesKmatrix which is the covariance matrix of
h𝑓.

Let us suppose that X signal is transmitted through
channel and received as erroneous signal X̂. The receiver
can make decision error in both constellation symbols and
indices.One of the bestways to analyse these errors is in terms
of PEP. In [28], an expression for conditional pairwise error
probability (CPEP) is presented for the model of (18) and is
given as

𝑃 (X → X̂ | h) = 𝑄(√ 𝛿2𝑁0,𝑓

) , (19)

where 𝛿 = hHAh and theAmatrix equals to (X−X̂)𝐻(X−X̂).
In order to find the unconditional pairwise error probability
(UPEP), the expectation of CPEP is taken with respect to the
channel and is given as follows: 𝑃(X → X̂) = 𝐸ℎ{𝑄(𝑥)}.
Based on [29], we can define an orthogonal matrix F where
FHF = I. The covariance submatrix and channel can be
simplified as Kn = FDFH and h = Fu, respectively. Here,
D is a diagonal matrix and is equal toD = 𝐸[uuH] = D and u
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is eigen vector. Using the probability density function (p.d.f.)
of u [6] and simplification of 𝑄(𝑥) and 𝛿, the unconditional
pairwise error probability (UPEP) can be written as

𝑃 (X → X̂) = 1/12
det (In + 𝑞1B) +

1/4
det (In + 𝑞2B) , (20)

where In is an identity matrix, B = AKn, 𝑞1 = 1/(4𝑁0,𝑓), and𝑞2 = 1/(3𝑁0,𝑓). The above equation can be further simplified
as follows:

𝑃 (X → X̂) = (12𝑞𝑟1 𝑟∏
𝜉=1

𝜆𝜉 (𝐵))
−1

+ (4𝑞𝑟2 𝑟∏
𝜉=1

𝜆𝜉 (𝐵))
−1

(21)

where 𝑟 ≤ min{𝑟1, 𝑟2} and 𝑟2 = rank(𝐴). For different SAR, 𝑟2
will be different, so (21) is still applicable to any SAR.

The overall average bit error probability of 𝜏𝑡ℎ subblock of
any group can be calculated by using UPEP as follows:

𝑃𝜏𝑏 (𝐸) ≈ 1𝑝𝜏𝑛𝜏𝑥∑X𝜏 ∑̂X𝜏𝑃 (X
𝜏 → X̂𝜏) 𝑒 (X𝜏, X̂𝜏) , (22)

where 𝑝𝜏 is the number of information bits in 𝜏𝑡ℎ subblock of
any group, 𝑛𝜏𝑥 represents the number of realizations ofX𝜏, and𝑒(X𝜏, X̂𝜏) is the number of information bit errors committed
by choosing X̂𝜏 instead of X𝜏. Using (22), the ABEP for Υ𝑡ℎ
group can be calculated as follows:

𝑃Υ𝑏 (𝐸) ≈ 1ϝ (
ϝ∑
𝜏=1

𝑃𝜏𝑏 (𝐸)) (23)

where ϝ is the number of subblocks in any group and ϝ = 8
in our case. Equation (23) can be rewritten as follows:

𝑃Υ𝑏 (𝐸)
≈ 1ϝ

ϝ∑
𝜏=1

( 1𝑝𝜏𝑛𝜏𝑥∑X𝜏 ∑̂X𝜏𝑃 (X
𝜏 → X̂𝜏) 𝑒 (X𝜏, X̂𝜏)) (24)

Finally, ABEP for the OFDM-IM block can be calculated as
follows:

𝑃𝑏 (𝐸) ≈ 1Ω
Ω∑
Υ=1

𝑃Υ𝑏 (𝐸) ≈ 1Ω (𝑃1𝑏 + 𝑃2𝑏 + 𝑃3𝑏 + 𝑃4𝑏 ) (25)

where Ω is the number of groups and in this case Ω = 4. The
theoretical BER curve will be presented in Section 5.

5. Simulation Result

This section presents the simulation results to evaluate the
effectiveness of the proposed algorithms, named as OFDM-
AIM-FCM, OFDM-AIM-ACM, and OFDM-VIM-VCM by
using bit error rate (BER) and throughput as performance
metrics.

Table 4: System parameters.

Channel Multipath Rayleigh fading channel
Channel length 10
OFDM frame size (N) 128
Length of subblock 4
Detector Modified LLR based detector

In this work, we consider an OFDM-IM system with𝑁 = 128 subcarriers and a CP of length 10. As explained
in Section 3.1, OFDM-IM block is divided into 𝐺 = 𝑁/𝑛 =128/4 = 32 subblocks, where 𝑛 = 4 is the number of subcar-
riers in each subblock.ThemultipathRayleigh fading channel
is considered for both Bob and Eve with equal number of
channel taps (𝐿 = 10). The basic simulation parameters
are presented in Table 4. In this work, lookup table based
special LLR detector is employed at receiver, as explained in
Section 3.1, to determine the active indices and corresponding
constellation symbols based on the proposed algorithms.
Additionally, we also consider that Eve knows our security
algorithms. For simplicity and without loss of generality, CP
is not considered in the throughput calculation.

It should be noted that the proposed scheme is a type of
scheme which does not cause much difference in the SNR
between Bob and Eve, but still Eve cannot decode, while
Bob can decode (this case is somehow similar to the case of
interleaver or precoder based security techniques [20, 30]).
In such cases, BER can be used as ametric tomeasure secrecy
instead of secrecy capacity and secrecy outage probability
as reported in [20, 30, 31]. Therefore, in this work, we
use BER-based secrecy gap metric [20] to evaluate the
secrecy. Furthermore, in this work we are targeting quality of
service (QoS) based security [16, 32]. The basic idea behind
QoS based security is to secure different services (voice,
video, etc.) instead of focusing on providing perfect secrecy.
More specifically, it should be noted that perfect secrecy is
not always needed to provide a perfectly secure service. In
reality, each service has different QoS requirements than the
others, and if we ensure that Eve is operating below these
requirements, then practical secrecy can be guaranteed. So,
in this work we target to provide security for services such as
voice and video andmake sure that error rate at Eve is greater
than minimum required error rate criteria to use that service
[16]. For example, voice and video can be made secure at Bob
by making sure that PER (corresponding to BER) at Bob is
less than minimum required PER (corresponding to BER) in
order to use that servicewhile PER at Eve ismade greater than
minimum required PER.TheminimumPER requirement for
different services is presented inTable 5 [26].Hence, although
the throughput is nonzero, the proposed scheme can still
provide QoS based security (it should be noted that PER can
be calculated from BER as follows: 𝑃𝐸𝑅 = 1 − (1 − 𝐵𝐸𝑅)𝑛),
where 𝑛 is the block size [33]).

In the first phase, OFDM-IM is simulated for different
SAR values, such as 1/4, 2/4, 3/4, and 4/4 based on lookup
tables presented in Table 1 with FCM (M=2). Afterwards, we
simulate OFDM-AIM-FCM for BPSK (𝑀 = 2) for PLS and



Wireless Communications and Mobile Computing 9

Table 5: QoS lookup table [26].

𝑆𝑒𝑟V𝑖𝑐𝑒 𝑃𝐸𝑅
Voice 10−2
Video 10−3
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Figure 6: BER performance for OFDM-IM (𝑛 = 4, 𝑘 = {1, 2, 3, 4}).

also extend it for higher order modulation such as 𝑀 = 4,𝑀 = 8, and𝑀 = 16. Then, OFDM-AIM-FCM is extended
to OFDM-AIM-ACM for providing another stronger PLS
technique. Finally, we implement OFDM-VIM-VCM for QoS
based communication in order to maximize the spectral
efficiency.

5.1. OFDM-AIM-FCM. Figure 6 presents the BER plots for
OFDM-IM with different SAR values, such as 1/4, 2/4, 3/4,
and 4/4 for 𝑀 = 2. It should be noted from Figure 6
that the BER performance for lower values of SAR is better
than the case of higher values of SAR; for example, the BER
performance of 1/4 case is the best while BER performance
of 4/4 is the worst. The reason for the better performance of
BER at lower SAR is due to the fact that in case of lower SAR
there will be less noise in the frequency domain.

Figure 7 presents throughput for OFDM-IM with dif-
ferent SAR values for 𝑀 = 2. It should be noted that the
throughput for the system improves as the activation ratio
increases except for the case with SAR value of 3/4 which
outperforms 4/4 case.The reason is that each subblock carries4 bits in case of SAR value of 4/4 while each block carries 5
bits in case of 3/4.

Figure 8 presents a comparison of BER performances
among the proposed OFDM-AIM-FCM scheme, the scheme
presented in [24], and OFDM-IM (𝑛 = 4, 𝑘 = 2) (Ref.
(Ref. means the reference scheme to which we compare our
proposed algorithm)). It is observed from Figure 8 that the
BER performances of OFDM-AIM-FCM and OFDM-IM [6]
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Figure 7: Throughput performance for OFDM-IM (𝑛 = 4, 𝑘 ={1, 2, 3, 4}).
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Figure 8: BER performance for OFDM-AIM-FCM, Secure SM [24]
and OFDM-IM (𝑛 = 4, 𝑘 = 2).

are similar for the case of Bob but the scheme presented in
[24] has the worst performance as compared to others. It
is also observed that the performance of Eve is the worst
for all values of SNR for the proposed OFDM-AIM-FCM
technique and the scheme presented in [24] while her
performance is similar to that of Bob for the cases of OFDM-
IM [6]. Hence, the proposed technique and the technique
presented in [24] are secure as compared to OFDM-IM
[6]. Figure 8 also presents the theoretical upper bound BER
performance of OFDM-AIM-FCM based on (25). It should
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be noted that theoretical curve becomes tight at higher SNR
with the simulation curve.

Figure 9 shows the comparison of throughput perfor-
mances among the proposed OFDM-AIM-FCM scheme, the
scheme presented in [24], and OFDM-IM (𝑛 = 4, 𝑘 = 2) [6]
with𝑀 = 2. It is observed that the throughput performances
of all of these schemes for Bob are approximately similar at
higher values of SNR. At equivalent BER we can notice that
the throughput of the proposed OFDM-AIM-FCM scheme
outperforms the OFDM-IM (2/4) [6] at lower values of
SNR. Moreover, the proposed scheme (OFDM-AIM-FCM)
also outperforms in terms of throughput as compared to
the scheme presented [24] at lower values of SNR. It is
also observed that the throughput performance of Eve is the
worst for the proposed OFDM-AIM-FCM technique and the
scheme presented in [24] while her performance is similar
to that of Bob for the case of OFDM-IM [6] scheme.

5.2. OFDM-AIM-ACM. Figure 10 presents the BER perfor-
mance of Bob and Eve for OFDM-AIM-FCM for 𝑀 = 2,𝑀 = 4, 𝑀 = 8, and 𝑀 = 16. It should be noted from
the figure that as the modulation order increases the BER
performance degrades. The performance of Eve for OFDM-
AIM-FCM is the worst for all cases of CM such as 𝑀 = 2,𝑀 = 4,𝑀 = 8, and𝑀 = 16. Figure 10 also presents the BER
performance of Bob and Eve for the proposed OFDM-AIM-
ACM. It is observed fromFigure 10 that the BER performance
of OFDM-AIM-AIM is approximately the same as the case of
OFDM-AIM-FCM for 𝑀 = 8, while the BER performance
of Eve is the worst for all values of SNR. Hence, OFDM-
AIM-ACMcan provide secure communication betweenAlice
and Bob. Figure 11 presents throughput performance of Bob
and Eve for OFDM-AIM-FCM with 𝑀 = 2, 𝑀 = 4,
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Figure 10: BER performance for OFDM-AIM-FCM and OFDM-
AIM-ACM.
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OFDM-AIM-ACM.

𝑀 = 8, and 𝑀 = 16. Similarly, Figure 11 also presents the
throughput results of our proposedOFDM-AIM-ACMbased
PLS technique for Bob and Eve. It is clear from Figure 11
that the throughput of OFDM-AIM-ACM is approximately
similar to the case of OFDM-AIM-FCM with𝑀 = 8 while
throughput of Eve is the worst for all the values of SNR.
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Figure 12: BER comparison of OFDM-IM (𝑛 = 4, 𝑘 = 2), OFDM-
AIM-ACM, and OFDM-FIM-ACM (𝑛 = 4, 𝑘 = 2).
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Figure 12 presents a comparison of BER performances
between the proposed OFDM-AIM-ACM scheme and
OFDM-IM (𝑛 = 4, 𝑘 = 2) (Ref.) with CM order of{2, 4, 8, 16}. It is observed from Figure 12 that the BER
performance of OFDM-AIM-ACM is similar to the case
of OFDM-IM (𝑛 = 4, 𝑘 = 2) (Ref.) with 𝑀 = 8. At
equivalent BER, it is also noticed that the throughput of the

proposed OFDM-AIM-ACM outperforms the OFDM-IM
(𝑛 = 4, 𝑘 = 2) (Ref.) with 𝑀 = 8 at all values of SNR as
presented in Figure 13. It is also observed from Figures
12 and 13 that the BER and throughput performances of
Eve are the worst at all values of SNR for the proposed
OFDM-AIM-ACM scheme while her BER and throughput
performances are similar to that of Bob for the cases of
OFDM-IM (𝑛 = 4, 𝑘 = 2) (Ref.). Hence, the proposed
scheme can enhance security and spectral efficiency jointly.

Moreover, Figures 12 and 13, respectively, also compare
the BER and throughput performances of the OFDM-AIM-
ACM scheme with the OFDM-FIM-ACM (𝑛 = 4, 𝑘 =2) based on [34]. It is observed from the figures that at
approximately equivalent BER the proposed OFDM-AIM-
ACM outperforms OFDM-FIM-ACM (𝑛 = 4, 𝑘 = 2) in terms
of throughput. It is also observed from Figures 12 and 13 that
OFDM-FIM-ACM (𝑛 = 4, 𝑘 = 2) can also provide security.
Note that OFDM-AIM-ACM is more secure as compared to
OFDM-AIM-FCM because in the case of OFDM-AIM-ACM
both SAR and CM are varied adaptively while in case of
OFDM-AIM-FCM only SAR is varied.

The below subsections present the effect of imperfect
channel estimation and effect of channel correlation between
Bob’s channel and Eve’s channel on the performances of
OFDM-AIM-FCM and OFDM-AIM-ACM.

5.2.1. Security Algorithms under Imperfect Channel Estima-
tion. In order to evaluate the robustness of the proposed
security algorithms against imperfect channel estimation,
intentional error is added at both the transmitter and receiver
(Δh𝑇/𝑅) to the true channel (h𝑏) to obtain new erroneous
channels given by h̃𝑏 = h𝑏 + Δh [20, 35]. The intentional
error (Δh) is modeled as an independent complex Gaussian
noise with zero mean and variance (𝜎2 = 𝑚𝑠𝑒 × 10−𝑆𝑁𝑅𝑑𝐵/10),
where 𝑚𝑠𝑒 is a variable related to mean square of estimator’s
quality. Figures 14 and 15, respectively, present the BER
performances for OFDM-AIM-FCM andOFDM-AIM-ACM
under different estimation qualities with 𝑚𝑠𝑒 = 0 (perfect
estimation), 𝑚𝑠𝑒 = 0.02, 𝑚𝑠𝑒 = 0.05, and 𝑚𝑠𝑒 =0.1. It is shown that imperfect channel estimation leads to
small degradation in the BER performance. However, this
degradation can be overcome by increasing the length or
power of the training sequence. Moreover, there are some
interesting algorithms proposed in the literature that can
minimize the channel estimation error, such as in [1]

5.2.2. Effect of Eve’s Channel Correlation with Bob’s Channel.
This subsection presents the effect of the correlation between
the channel of legitimate receiver and Eve and evaluate the
performance in terms of BER as a security metric. Firstly,
the assumption of channel decorrelation requires that Bob
and Eve be located at more than one-half wavelength away
from Alice. This is a practical assumption in many realistic
scenarios and is assumed inmany prominent works in the lit-
erature (such as [21, 23, 24]). We have performed additional
new simulations to show the effect of the correlation between
the channels of legitimate receiver and eavesdropper on the
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Figure 14: BER comparison of OFDM-AIM-FCM (𝑚𝑠𝑒 =0, 0.02, 0.05, 0.1).
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Figure 15: BER comparison of OFDM-AIM-ACM (𝑚𝑠𝑒 =0, 0.02, 0.05, 0.1).

secrecy performance that is measured in terms of BER as a
security metric as explained above.

Figures 16 and 17, respectively, present the BER perfor-
mances for OFDM-AIM-FCM and OFDM-AIM-ACMwhen
Eve’s channel is correlated to Bob’s one.Themodel for channel
correlation between the channels of legitimate receiver and
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Figure 16: BER comparison of Bob (OFDM-AIM-FCM) and Eve
with correlation coefficient (𝜌 = 0, 0.80, 0.90, 0.95, 0.99).
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Figure 17: BER comparison of Bob (OFDM-AIM-ACM) and Eve
with correlation coefficient (𝜌 = 0, 0.80, 0.90, 0.95, 0.99).

eavesdropper assumed in this work is similar to the one
presented in [24] and is given as follows:

h𝑒 = 𝜌h𝑏 + (1 − 𝜌)E (26)

where 𝐸 represents an independent channel while 𝜌 is the
correlation factor. We present BER performance for the
correlation values of (𝜌 = 0, 0.80, 0.90, 0.95, 0.99). It should
be noted that even with correlation between Bob’s and Eve’s
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(c) BER versus SNR (SAR=3/4)
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(e) Throughput versus SNR (SAR=2/4).
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Figure 18: OFDM-IM with SAR values of (1/4, 2/4, 3/4) and CM orders of (2, 4, 8, and 16).

channels, the proposed algorithms can still provide some
level of QoS based security.

5.3. OFDM-VIM-VCM. Figures 18 and 19 present the exten-
sive simulations related to OFDM-VIM-VCM scheme for
QoS based communication in order to maximize the spectral
efficiency. Note that the system model for this technique is
the same as explained in Section 2, except the Eve link, which
is not considered in this case. The basic concept is to vary
the SAR and CM with the increase in SNR to maximize the
spectral efficiency while fulfilling certain QoS requirement.
In this approach, BER and throughput curves for four types
of CM order, such as𝑀 = 2,𝑀 = 4,𝑀 = 8, and𝑀 = 16, are
implemented for each of SAR types, such as 1/4, 2/4, 3/4, and4/4, and presented in Figures 18, 19(a), and 19(d). Afterwards,
certain curves are selected based on OFDM-VIM-VCM for
QoS based communication.

In Figure 19(b), we merge the BER curves of SAR values
of 1/4, 2/4, 3/4, and 4/4 for CM order of 𝑀 = 2, 𝑀 = 4,𝑀 = 8, and𝑀 = 16. Similarly, in Figure 19(e), throughput

curves of SAR values of 1/4, 2/4, 3/4, and 4/4 for CM order
of𝑀 = 2,𝑀 = 4,𝑀 = 8, and𝑀 = 16 are also merged.

Afterwards, among the BER curves of Figure 19(b) that
have similar performance, we select a curve that has maxi-
mum value of throughput. From the selected curves in the
former step, we select those curves that have a performance
gap among them. Finally, the resultant curves are presented
in Figure 19(c). Afterwards, the corresponding throughput
curves of Figure 19(e) related to selected BER curves in
Figure 19(c) are also selected and presented in Figure 19(f).

Based on Figures 19(c) and 19(f), we develop a switching
tables for QoS based communication in order to maximize
the throughput. In this work, as an example, switching among
different modulation types based on the SNR for the case
of 𝐵𝐸𝑅 < 10−3 and 𝐵𝐸𝑅 < 10−4 is presented in Table 6.
The table depicts different SAR and CM values of system
for different SNR ranges to maximize the spectral efficiency
while fulfilling different QoS requirements. Afterwards, this
table can be used for different QoS based communication
services for maximizing spectral efficiency in a similar way
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Figure 19: OFDM-IMwith SAR value of (4/4) andCMorders of (2,M = 4,M = 8, andM = 16),merged curves for different cases of OFDM-IM
and selected curves for different cases of OFDM-IM for QoS based communication.

as performed in [16]. The result of OFDM-VIM-VCM for the
case of 𝐵𝐸𝑅 < 10−3 is presented in Figure 19(f).

6. Conclusion

In this work, effective algorithms that change SAR and/or CM
adaptively in each subblock of the OFDM-IM scheme based

on the channel characteristics of the legitimate receiver are
proposed for enhancing PLS and SE. Particularly, the first two
algorithms named as OFDM-AIM-FCM and OFDM-AIM-
ACM are designed for enhancing PLS and SE, while the third
algorithm named as OFDM-VIM-VCM is designed for QoS
based communication for enhancing SE. Simulation results
show that the first two algorithms can provide significant
security enhancement whereas the third algorithm ensures
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Table 6: Switching table for OFDM-VIM-VCM.

(a) BER < 10−3

BER < 10−3

Eb/NO (E) M SAR
17.6<E<19.9 2 1/4
19.9<E<22.4 2 2/4
22.4<E<24.8 4 3/4
24.8<E<27.4 8 3/4
27.4<E 16 4/4

(b) BER < 10−4

BER < 10−4

Eb/NO (E) M SAR
25.3<E<28.6 2 1/4
28.6<E<32 2 2/4
32<E<35.3 4 3/4
35.3<E<37.3 8 3/4
37.3<E 16 4/4

QoS based communication aiming to maximize spectral
efficiency.
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We propose in this paper a physical-layer security (PLS) scheme for dual-hop cooperative networks in an effort to enhance
the communications secrecy. The underlying model comprises a transmitting node (Alice), a legitimate node (Bob), and an
eavesdropper (Eve). It is assumed that there is no direct link between Alice and Bob, and the communication between them is
done through trusted relays over two phases. In the first phase, precoding-aided spatial modulation (PSM) is employed, owing to
its low interception probability, while simultaneously transmitting a jamming signal from Bob. In the second phase, the selected
relay detects and transmits the intended signal, whereas the remaining relays transmit the jamming signal received from Bob.
We analyze the performance of the proposed scheme in terms of the ergodic secrecy capacity (ESC), the secrecy outage probability
(SOP), and the bit error rate (BER) at Bob and Eve.We obtain closed-form expressions for the ESC and SOP andwe derive very tight
upper-bounds for the BER. We also optimize the performance with respect to the power allocation among the participating relays
in the second phase. We provide examples with numerical and simulation results through which we demonstrate the effectiveness
of the proposed scheme.

1. Introduction

Due to the broadcast nature of the wireless propagation
environment, information transmission security has been
considered as prominent frontier inwireless communications
[1]. In this context, physical-layer security (PLS) has been
introduced in order to ensure confidential communication
by applying communication techniques in the physical layer
by exploiting the spatiotemporal characteristics of wireless
channels [2]. The key idea behind PLS is to exploit different
characteristics of both the main and the eavesdropper’s
channels [3]. The pioneering work on wiretap channel [4]
has shown that perfect secrecy can be achieved if the eaves-
dropper’s channel is a degraded version of the main channel.

Later in [5], it has been shown that perfect secrecy can be
achieved even if the eavesdropper’s channel is on average
better than the main channel, by exploiting the channel
fading.

Due to the importance of physical-layer security, research
work on this topic is gaining more and more interest in
the context of next generation networks. In particular, infor-
mation security is becoming very important in 5G systems
wheremassive user connections and exponentially increasing
wireless services are supported as investigated in [6, 7] and
references therein. In this context, several techniques have
been used in order to safeguard 5G systems. Focusing on
precoding-aided spatial modulation and cooperative jam-
ming, we provide in what follows themotivation behind each
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of these techniques and how it contributes to 5G systems
safeguarding.

In light of the above, a plethora of works has appeared
in the literature, addressing different aspects of physical-layer
security. Based on the concept of spatial modulation (SM)
[8, 9] and owing to its spatial focusing property and its non-
deterministic precoding algorithm, precoding-aided spatial
modulation (PSM) has been presented as a suitable precoding
technique to realize PLS [10–13]. In PSM, two types of modu-
lations, namely, a variation of space shift keying (SSK) [14, 15]
and conventional amplitude-phase modulation (APM), are
jointly used to convey information. Specifically, Pre-SSK is
implemented using the indices of receiver antennas rather
than transmit antennas, with the aid of zero forcing precoding
(ZFP) [16]. In this context, PSM employs two distinctive
advantages: (i) additional information transmission in space
domain and (ii) low-complexity detection [17]. Due to the
several advantages of SM in terms of error performance,
energy efficiency, and complexity (and PSM for all these
advantages with additional security), it becomes a promising
candidate for 5G systems [18, 19]. Therefore, using PSM for
the security of 5G results from the combination of SM with
additional security features.

While PSM has gained attention in the literature as a
solution to enhance the secrecy performance of wiretap
channels, this technique has not been studied in the context of
cooperative communications where the secrecy performance
can be further improved and fit more in 5G systems. Indeed,
relays can be used to enhance the secrecy of the system by
increasing the capacity of the main channel while reducing
the capacity of the eavesdropper channel [20]. In this context,
an appropriate relay selection is used in [21] to enhance
the secrecy performance by taking eavesdroppers’ links into
consideration. In [22], relay selection with destination-based
jamming under a total power constraint is proposed. While
this technique enhances the secrecy performance, it assumes
that Eve has no direct link with Alice and thus puts a
limitation on the location of Eve. Moreover, it requires the
channel state information (CSI) at the relays in order to select
the best relay to the destination.

Considering a dual-hop cooperative scenario, we propose
a PSM-based scheme aimed at enhancing the communication
secrecy between Alice and Bob in the presence of a passive
Eve. Assuming that Alice and Bob can only communicate
through the help of a number of trusted relays, we use
different techniques to enhance the secrecy communication
between these nodes without putting any constraint on the
location of Eve with respect to Alice and Bob. In this context,
using PSM at Alice while simultaneously transmitting a
jamming signal from Bob guarantees the secrecy during the
first phase. In the second phase, the secrecy performance
is enhanced through the use of jamming from multiple
relays. Specifically, the relay selected by PSM detects and
forwards the useful signal while other relays contribute to
the jamming of the eavesdropper. In this paper, we analyze
the performance of the proposed scheme in terms of the
ergodic secrecy capacity (ESC) and secrecy outage probability
(SOP) where we obtain closed-form expressions for those
metrics.We also optimize the performancewith respect to the

power allocation among the participating relays in the second
phase. We provide examples with numerical and simulations
results throughwhich we demonstrate the effectiveness of the
proposed scheme.

In light of the above, the main contributions behind the
work proposed in this paper can be summarized as follows:

(i) Taking advantage of its low probability of intercep-
tion, PSM is extended in this paper to the cooperative
communication scenario where Alice and Bob com-
municate through the help of𝑁𝑅 trusted relays.

(ii) While the secrecy performance for the first phase is
enhanced using PSM, a cooperative jamming from
multiple relays is considered to improve the secrecy
performance during the second phase.

(iii) The ESC and SOP are derived in closed-form expres-
sions and the results are confirmed for accuracy using
Monte-Carlo simulations. Power allocation optimiza-
tion is also given by simulation to further enhance the
secrecy performance of the proposed scheme.

(iv) The ABEP upper-bound expressions at Bob and Eve
are derived and the results are confirmed for accu-
racy using Monte-Carlo simulations. These results
show the advantages of PSM and multirelay jamming
during the first and the second phase, respectively.
Indeed, the proposed techniques enhance the ABEP
performance at Bob while degrading that of Eve.

The remainder of this paper is organized as follows.
Section 2 defines the system and channel models and the
mode of operation of the proposed PSM-based technique.
Section 3 analyzes the secrecy performance in terms of the
ESC and the OSC. Section 4 confirms this performance via
selected numerical results. Section 5 concludes the paper.

Notation. In this paper, we use boldface uppercase and
lowercase letters to, respectively, denotematrices and vectors.
The Hermitian transpose, inverse, and trace of a matrix A
are, respectively, represented by A𝐻, A−1, and 𝑡𝑟(A). The 𝑁-
dimensional identity matrix is denoted by I𝑁. The Euclidean
norm, Frobenius norm, absolute value, and real part are,
respectively, represented by ‖ ⋅ ‖, ‖ ⋅ ‖F, | ⋅ |, and R{⋅}. C𝑖×𝑗

stands for a set of complex matrices of 𝑖 × 𝑗 dimensions.

2. System and Channel Models

2.1. System Model. In Figure 1, we consider a secure dual-
hop communication system between Alice and Bob through
the help of 𝑁𝑟 single-antenna trusted relays in the presence
of an eavesdropper, Eve, where Alice has no direct link to
Bob. The number of antennas of Alice, Bob, and Eve are
denoted as𝑁𝑎,𝑁𝑏, and𝑁𝑒, respectively.Thepractical number
of antennas at these nodes depends on the used wireless and
antenna technologies. Indeed, while current LTE devices can
accommodate a maximum of four antennas, future 5G user
equipment will accommodate a larger number of antennas
thanks to the use ofmillimeter-wave andmassiveMIMO[23].
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Figure 1: System model.

Table 1: Precoded SSKmapper rule example for𝑁𝑟 = 4; i.e., 𝑘1 = 2.𝑘1 bits Relay activated e𝑖[0 0] 1 [1 0 0 0]𝑇[0 1] 2 [0 1 0 0]𝑇[1 0] 3 [0 0 1 0]𝑇[1 1] 4 [0 0 0 1]𝑇
In this work, we use a PSM-based relay-selection scheme

in order to take advantage of the low probability of intercep-
tion (LPI) of PSM. Following the principles of PSM [16, 17],
we assume that 𝑁𝑎 > 𝑁𝑟 and that 𝑁𝑟 = 2𝑘1 , where 𝑘1 is a
positive integer to be able to use PSM. Hence, in PSM, relays’
indices can be used by Alice to convey 𝑘1 bits per symbol
information following SSK principles. Therefore, the relay
intended by reception is selected based on the 𝑘1 incoming
bits. In addition to SSK, we assume that Alice also exploits
a conventional𝑀(= 2𝑘2)-ary APM. Thus, each PSM symbol
to be transmitted consists of 𝑘 = 𝑘1 + 𝑘2 bits, which is first
divided into two subsymbols, a 𝑘1-bit SSK symbol and a 𝑘2-
bit APM symbol.The 𝑘1-bit SSK symbol ismapped to a vector
e𝑖, which is the 𝑖th column of an identity matrix I𝑁𝑟 , and the
subscript 𝑖 is determined by the decimal value of the 𝑘1-bit
SSK symbol. The 𝑘2-bit APM symbol is mapped to a unit-
power symbol 𝑏𝑗 chosen from the constellation according
to the decimal value of the 𝑘2-bit APM symbol. Then, the
PSM symbol is formed as s𝑗𝑖 = e𝑖𝑏𝑗. After precoding, this
signal is transmitted via the 𝑁𝑎 transmit antennas of Alice.
An example of relay selected based on the 𝑘1 incoming bits is
given in Table 1.

2.2. Channel Models. In this work, we consider Rayleigh
block fading channels and we denote by ℎ𝑖𝑗 the channel
coefficient between nodes 𝑖 and 𝑗. These coefficients have a
complex Gaussian distribution with zero-mean and variance𝑑−𝛼𝑖𝑗 , i.e., CN(0, 𝑑−𝛼𝑖𝑗 ), where 𝑑𝑖𝑗 is the distance between

nodes 𝑖 and 𝑗, and 𝛼 is the path-loss exponent of wireless
channels. Let H𝐴𝑅 = [h𝐴𝑅1 , h𝐴𝑅2 , . . . , h𝐴𝑅𝑁𝑟 ]𝑇 be the channel
matrix between Alice and different relays, where h𝐴𝑅𝑖 ∈
C1×𝑁𝑟 is the channel vector between Alice and the 𝑖th relay
having CN(0, 𝑑−𝛼𝐴𝑅𝑖) distributed components, where 𝑑𝐴𝑅𝑖 is
the distance between Alice and the 𝑖th relay.

3. Performance Analysis

3.1. Received Signals. During the first phase, Alice transmits
symbol s𝑗𝑖 via its 𝑁𝑎 antennas. Assuming that the channel
state information to all relays is known to Alice, let P =[p1, p2, . . . , p𝑁𝑟] be a𝑁𝑎 ×𝑁𝑟 precoding matrix used by Alice
in order to send information to one of the relays. Then, the
received signal from Alice at the relays is expressed as

y𝑅 = H𝐴𝑅Ps
𝑗
𝑖 + 𝜂𝑅, (1)

where 𝜂𝑅 ∈ C𝑁𝑟×1 is the additive white Gaussian noise
(AWGN) experienced by different relays, having com-
plex Gaussian distributions of CN(0, 𝜎2𝑟 ). All channels are
assumed to experience a block Rayleigh fading. While Alice
knows theCSI of Alice-Relays channels, it is unable to acquire
the CSI of Eve because this latter is assumed to be a passive
eavesdropper.

Using the zero forcing precoder, the precoding matrix
used by Alice can be expressed similar to [16] as

P = 𝛽H𝐻
𝐴𝑅 (H𝐴𝑅H

𝐻
𝐴𝑅)−1 , (2)

where

𝛽 = √ ((1 − 𝛿1) 𝑃/2)𝑡𝑟 [(H𝐴𝑅H𝐻
𝐴𝑅)−1] (3)

is a power normalization factor to achieve the power con-
straint of 𝑡𝑟(PP𝐻) = (1 − 𝛿1)𝑃/2, 𝑃 denotes the total
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transmitted power during the two phases, and 𝛿1 is a power
allocation factor, 𝛿1 ∈ (0, 1]. In the proposed scheme, the
total power𝑃 is divided equally between the two transmission
phases.Thus,𝑃/2 is used in the first phasewhile being divided
between the useful signal from Alice and the jamming signal
fromBob.This division happens through the use of the power
allocation factor 𝛿1; i.e., (1−𝛿1)𝑃/2 is used byAlice and 𝛿1𝑃/2
is used by Bob.During the second phase, the remaining𝑃/2 is
shared among all relays using the power allocation factor 𝛿2 ∈(0, 1] as follows: (i) 𝑃𝑠 = 𝛿2𝑃/2 is used by the selected relay to
transmit the useful signal and (ii) 𝑃𝐽 = (1 − 𝛿2)𝑃/(2(𝑁𝑟 − 1))
is used by each of the remaining 𝑁𝑟 − 1 relays to send the
jamming signal received from Bob.

Thanks to the use of ZFP, the signal is only received by the𝑖th relay and this can be seen by substituting (2) in (1). Thus,
the received signal from Alice at different relays is given by𝑦𝑅𝑖 = 𝛽𝑏𝑗 + 𝜂𝑅𝑖,𝑦𝑅𝑘 = 𝜂𝑅𝑘, ∀𝑘 ̸= 𝑖. (4)

In this first phase, Bob also cooperates by broadcasting a
jamming signal 𝐽𝐵. Thus, the received signals from Alice and
Bob during this phase at all relays is given by

𝑦𝑅𝑖 = 𝛽𝑏𝑗 + √𝛿1𝑃2 h𝐵𝑅𝑖𝐽𝐵 + 𝜂𝑅𝑖,
𝑦𝑅𝑘 = √𝛿1𝑃2 h𝐵𝑅𝑘𝐽𝐵 + 𝜂𝑅𝑘, ∀𝑘 ̸= 𝑖, (5)

where h𝐵𝑅𝑘 ∈ C𝑁𝑏×1 is the channel vector between Bob and
the 𝑘th relay 𝑅𝑘. To simplify the detection of Alice’s signal at
the relays, the jamming signal is assumed to have a complex
Gaussian distribution with zero-mean and variance 𝜎2𝐽 ; i.e.,𝐽𝐵 ∼ CN(0, 𝜎2𝐽 ). Thus, the received signal at different relays
can be reformulated as𝑦𝑅𝑖 = 𝛽𝑏𝑗 + �̃�𝑅𝑖,𝑦𝑅𝑘 = �̃�𝑅𝑘, ∀𝑘 ̸= 𝑖, (6)

where �̃�𝑅𝑘 has a complex Gaussian distribution with zero-
mean and variance �̃�2 = 𝛿1𝑃/2‖h𝐵𝑅𝑘‖2F𝜎2𝐽 + 𝜎𝑟2.

Similar to [24], we assume that the relays communicate
via a backhaul-link (this link can be established through
control channels and does not necessary imply that the used
channels are dedicated). Thus, taking into consideration the
received CSI at the relays from Bob, we can employ the
following centralized low-complexity Maximum Likelihood
(ML) detector:[̂𝑖, �̂�] = argmin

𝑖,𝑗

y𝑅 − 𝛽s𝑗𝑖 
= argmin

𝑖,𝑗

𝛽 𝑏𝑗2 − 2R {𝑦∗𝑅𝑖𝑏𝑗} . (7)

The use of the ML detector in (7) ensures that a single relay
is activated during the second transmission phase. In this

context, the relay intended by the PSM selection is used at the
second phase to transmit the decoded APM signal 𝑏𝑗 using
power 𝑃𝑠 and the remaining 𝑁𝑟 − 1 relays send the perfectly
estimated jamming signal received from Bob during the first
phase each using a power 𝑃𝐽 = (𝑃/2−𝑃𝑠)/(𝑁𝑟 −1). When the
relayed signals are received by Bob, this latter can employ self-
interference subtraction as it knows the jamming signal 𝐽𝐵
and it has received channel estimations with all relays. Thus,
the received signal at Bob is given by

y𝐵 = √𝑃𝑠𝑏𝑗h𝑅𝑖𝐵 + 𝜂𝐵, (8)

where 𝜂𝐵 is the CN(0, 𝜎2𝑏) AWGN at Bob and h𝑅𝑖𝐵 is the
channel coefficient between the 𝑖th relay 𝑅𝑖 and Bob.

During the first phase, the received signal from Alice and
Bob at Eve is expressed as

y𝐸,1 = H𝐴𝐸Ps
𝑗
𝑖 + √𝛿1𝑃2 H𝐵𝐸𝐽𝐵 + 𝜂𝐸,1, (9)

where 𝜂𝐸,1 ∈ C𝑁𝑒×1 is the AWGN experienced by Eve during
the first phase, having complex Gaussian distribution of
CN(0, 𝜎2𝑒 I𝑁𝑒). H𝐴𝐸 ∈ C𝑁𝑒×𝑁𝑎 is the channel matrix between
Alice and Eve having CN(0, 𝑑−𝛼𝐴𝐸) distributed components.
H𝐵𝐸 ∈ C𝑁𝑒×𝑁𝑏 is the channel matrix between Bob and Eve
havingCN(0, 𝑑−𝛼𝐵𝐸) distributed components.

The received signal at Eve for the second phase is given by

y𝐸,2 = √𝑃𝑠𝑏𝑗h𝑅𝑖𝐸 + √𝑃𝐽∑
𝑘 ̸=𝑖

h𝑅𝑘𝐸𝐽𝐵 + 𝜂𝐸,2, (10)

where 𝜂𝐸,2 ∈ C𝑁𝑒×1 is the CN(0, 𝜎2𝑒 ) AWGN experienced by
Eve during the second phase.

3.2. Ergodic Secrecy Capacity. Using the received signal
expression in (8), the signal-to-noise ratio (SNR) at Bob can
be expressed as

Γ𝐵 = 𝑃𝑠𝜎2
𝑏

h𝑅𝑖𝐵2F . (11)

The SNRs at Eve for both the first and second phases are
derived using (9) and (10), respectively, as follows:

𝛾𝐸,1 = H𝐴𝐸P
2F𝛿1 (𝑃/2) H𝐵𝐸
2F 𝜎2𝑔 + 𝜎2𝑒 (12)

and

𝛾𝐸,2 = 𝑃𝑠 h𝑅𝑖𝐸2F𝑃𝐽∑𝑘 ̸=𝑖

h𝑅𝑘𝐸2F 𝜎2𝑔 + 𝜎2𝑒 . (13)

Similar to [22], the ergodic secrecy capacity for the consid-
ered dual-hop scheme can be given as

𝐶𝑠 = E{[12 log2 (1 + Γ𝐵1 + Γ𝐸)]+} , (14)
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where Γ𝐸 = max(𝛾𝐸,1, 𝛾𝐸,2) in order to account for the worst-
case scenario.

In this paper, we take advantage of the low probability
of interception of PSM to guarantee the secrecy of the
transmission during the first phase and thus assume that Γ𝐸 =𝛾𝐸,2. Indeed, as discussed in [11], if the Alice-Relays channels
vary fast enough, the transmission from Alice to each relay is
more or less a “one-time pad” cryptographic scheme, which is
rendered absolutely secure. In this scenario, Eve cannot detect
any information sent from Alice to Bob due to the one-time
pad effect. When the Alice-Bob channels vary sufficiently
slow, Eve is still incapable of detecting the SSK symbol 𝑖, as
Eve is unable to estimate the precoding matrix P separately.
Consequently, Eve needs to have both its CSI of H𝐴,𝐸 and
the perfect knowledge of P to successfully eavesdrop s𝑗𝑖 .Thus,
we assume that Eve is not able to get any useful information
during the first phase. In order to confirm this assumption,
we show in Figure 2 that 𝛾𝐸,2 exceeds 𝛾𝐸,1 almost surely for
different simulation scenarios and parameters.

Due to intractability of (14), we can derive a lower bound
on the ESC as follows:

𝐶𝑠 ≥ 𝐶𝑠𝑙𝑏
= [E{12 log2 (1 + Γ𝐵1 + Γ𝐸)}]+= 12 ln 2 [E {ln (1 + Γ𝐵)} − E {ln (1 + Γ𝐸)}]+ .

(15)

Assuming that all noise variances are equal to 𝜎2, we define
the average SNRs 𝜌 = 𝑃/(2𝜎2) and 𝜌𝑠 = 𝑃𝑠/𝜎2. Thus, the
received SNR at Bob can be written as

Γ𝐵 = 𝜌𝑠 𝑁𝑏∑
𝑘=1

ℎ𝑅𝑖𝐵𝑘 2 , (16)

and the cumulative distribution function (CDF) of Γ𝐵 is given
by

𝐹Γ𝐵 (𝛾𝑏) = 1 − 𝑁𝑏−1∑
𝑘=0

1𝑘! ( 𝛾𝑏𝛾𝑏𝜌𝑠)
𝑘 𝑒−𝛾𝑏/𝜌𝑠𝛾𝑏 , (17)

where 𝛾𝑏 = 𝑑−𝛼𝑅,𝐵.
Using the CDF approach, the first part of the ergodic

secrecy capacity lower bound is given in closed-form by

E {ln (1 + Γ𝐵)} = ∫∞

0

1 − 𝐹Γ𝐵 (𝛾𝑏)1 + 𝛾𝑏 𝑑𝛾𝑏
= 𝑁𝑏−1∑

𝑘=0

1𝑘!𝛾𝑏𝑘𝜌𝑠𝑘 ∫∞

0

𝛾𝑘𝑏1 + 𝛾𝑏 𝑒−𝛾𝑏/𝜌𝑠𝛾𝑏𝑑𝛾𝑏
= 𝑁𝑏−1∑

𝑘=0

1𝛾𝑏𝑘𝜌𝑠𝑘Ψ(𝑘 + 1, 𝑘 + 1; 1𝜌𝑠𝛾𝑏) ,
(18)

where Ψ(⋅, ⋅; ⋅) is the Confluent Hypergeometric function of
the second kind [25, equation (9.211.4)]. Similarly, using (13),

the CDF of Eve’s SNR is given by

𝐹𝛾𝐸,2 (𝛾𝑒) = ∫∞

0
𝐹𝑋 ( 1𝜌𝑠 (𝑃𝐽𝑦 + 1) 𝛾𝑒)𝑓𝑌 (𝑦) 𝑑𝑦, (19)

where 𝐹𝑋(⋅) is the CDF of the random variable 𝑋 = ‖h𝑅𝑖𝐸‖2F
and 𝑓𝑌(⋅) is the probability density function (PDF) of the RV𝑌 = ∑𝑘 ̸=𝑖 ‖h𝑅𝑘𝐸‖2F representing in this case the summation of𝑁 = 𝑁𝑒(𝑁𝑟 − 1) exponential random variables.

Using the CDF approach, similar to (18), the second part
of the ergodic secrecy capacity lower bound can be obtained:

E {ln (1 + Γ𝐸)} = ∫∞

0

1 − 𝐹Γ𝐸 (𝛾𝑒)1 + 𝛾𝑒 𝑑𝛾𝑒
= 𝑁𝑒−1∑

𝑘=0

𝑘∑
𝑗=0

(𝑁 + 𝑗 − 1)!𝑃𝑗𝐽𝜌𝑠𝑁+𝑗−𝑘𝑗! (𝑘 − 𝑗)! (𝑁 − 1)!𝛾𝑘−𝑗𝑒

× ∫∞

0

𝛾𝑘𝑒(𝛾𝑒 + 1) (𝑃𝐽𝛾𝑒 + 𝜌𝑠)𝑁+𝑗
𝑒−𝛾𝑒/𝛾𝑒𝜌𝑠𝑑𝛾𝑒,

(20)

where 𝛾𝑒 = 𝑑−𝛼𝑅𝑖 ,𝐸.
3.3. Secrecy Outage Probability. The secrecy outage probabil-
ity is defined as the probability of the secrecy capacity 𝐶𝑠

being less than a predetermined secrecy rate R𝑠 [5] and it is
given by

𝑃out (R𝑠) = Pr [𝐶𝑠 ≤R𝑠]= Pr [Γ𝐵 ≤ 2R𝑠 (1 + Γ𝐸) − 1]
= ∫∞

0
𝐹Γ𝐵 (2R𝑠 (1 + 𝛾𝑒) − 1) 𝑓Γ𝐸 (𝛾𝑒) 𝑑𝛾𝑒

= 1 − 𝑁𝑏−1∑
𝑙=0

𝑃𝑁𝐽𝑙!𝛾𝑏𝑙𝜌𝑠𝑙
𝑁𝑒−1∑
𝑘=0

𝑘∑
𝑗=0

(𝑁 + 𝑗 − 1)!𝜌𝑠𝑁+𝑗−𝑘𝑗! (𝑘 − 𝑗)! (𝑁 − 1)!𝛾𝑘−𝑗𝑒

× 𝑙∑
𝑚=0

𝑚∑
𝑛=0

( 𝑙𝑚)(𝑚𝑛) (−1)𝑙−𝑚 2𝑚R𝑠𝑒−2R𝑠−1/𝜌𝑠𝛾𝑒
× ∫∞

0
( 1𝜌𝑠𝛾𝑒 𝛾2𝑒 + (𝑁 + 𝑗 − 𝑘 + 1𝑃𝐽𝛾𝑒)𝛾𝑒 − 𝑘 𝜌𝑠𝑃𝐽)

× 𝛾𝑛+𝑘−1𝑒(𝛾𝑒 + 𝜌𝑠/𝑃𝐽)𝑁+𝑗+1
𝑒−(2R𝑠+1)𝛾𝑒/𝜌𝑠𝛾𝑒𝑑𝛾𝑒.

(21)

Using change of variables and Binomial expansion, the
outage probability can be obtained in closed-form in (22)
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where 𝑎 = (2R𝑠 + 1)/𝑃𝐽𝛾𝑒, 𝑏 = 𝜌𝑠/𝑃𝐽, and Γ(⋅, ⋅) is the upper
incomplete Gamma function:

𝑃out (R𝑠) = 1 − 𝑁𝑏−1∑
𝑙=0

𝑃𝑁𝐽𝑙!𝛾𝑏𝑙𝜌𝑠𝑙
⋅ 𝑁𝑒−1∑
𝑘=0

𝑘∑
𝑗=0

(𝑁 + 𝑗 − 1)!𝜌𝑠𝑁+𝑗−𝑘𝑗! (𝑘 − 𝑗)! (𝑁 − 1)!𝛾𝑘−𝑗𝑒

⋅ 𝑙∑
𝑚=0

𝑚∑
𝑛=0

( 𝑙𝑚)(𝑚𝑛) (−1)𝑙−𝑚 2𝑚R𝑠𝑒−2R𝑠−1/𝜌𝑠𝛾𝑒
× { 1𝜌𝑠𝛾𝑒 𝑛+𝑘+1∑

𝑝=0

(𝑛 + 𝑘 + 1𝑝 ) (−𝑏)𝑛+𝑘+1−𝑝 (𝑏𝑎)𝑝+1
⋅ Γ (𝑝 − 𝑁 − 𝑗, 𝑎) + (𝑁 + 𝑗 − 𝑘 + 1𝑃𝐽𝛾𝑒)
⋅ 𝑛+𝑘∑
𝑞=0

(𝑛 + 𝑘𝑞 ) × (−𝑏)𝑛+𝑘−𝑞 (𝑏𝑎)𝑞+1 Γ (𝑞 − 𝑁 − 𝑗, 𝑎)
− 𝑘𝑏𝑛+𝑘−1∑

𝑟=0

(𝑛 + 𝑘 − 1𝑟 ) (−𝑏)𝑛+𝑘−1−𝑟 Γ (𝑟 − 𝑁 − 𝑗, 𝑎)
⋅ (𝑏𝑎)𝑟+1}𝑒−𝑎/𝑏.

(22)

3.4. Average Bit Error Probability

3.4.1. ABEP of Bob. In this part, the theoretical ABEP of Bob
is derived. Based on the analysis of [26, 27], the end-to-end
ABEP is expressed as𝑃Bob (𝛾1, 𝛾2) = 𝑃1 (𝛾1) + 𝑃2 (𝛾2) − 𝑃1 (𝛾1) 𝑃2 (𝛾2) . (23)

Here, 𝑃1(𝛾1) is the ABEP between Alice and the RN, during
the first time slot, for a given transmit SJNR 𝛾1 and 𝑃2(𝛾2)
is the ABEP between the RN and Bob, during the second
slot, for a given transmit SNR 𝛾2. Hence the evaluation of the
ABEP of Bob requires the evaluation of 𝑃1(𝛾1) and 𝑃2(𝛾2).

During the first slot, assuming ZF precoding at Alice with

P = H𝐻
AR (HARH

𝐻
AR)−1 , (24)

the received signal at the RN is given as

yR = √𝑃𝐴𝑑−𝛼ARDx + w̃. (25)

Here, it holds that HAR = √𝑑−𝛼ARH̃AR, with H̃AR ∼ CN(0, I).
In (25), 𝑃𝐴 denotes Alice’s transmit power and w̃ is a vector
denoting the composite effect of noise plus jamming from
Bob. Also, D is the 𝑁𝑟 × 𝑁𝑟 diagonal normalization matrix
defined as D = √𝑑−𝑎ARdiag(𝑑1, . . . , 𝑑𝑁𝑟), where

𝑑𝑖 = √ 1[(H̃ARH̃
𝐻

AR)−1]
𝑖,𝑖

. (26)

Here, we note that the ZF precoder defined in (24)
is equivalent to the one defined in (2). We use the new
definition only for analytical tractability and for the sake of
the simplicity of the derived ABEP results. This also enriches
the paper by giving two different ways of defining the ZF
precoder used at Alice under the same assumptions.

Since jamming is treated as noise at the RN, the detector
at the RN is given as

(x) = argminx
yR −Dx22 . (27)

In particular, (27) is the ML detector of PSM. Therefore,𝑃1(𝛾1) is the ABEP of PSM with the jamming effect. Hence,
the ABEP during the first hop at the RN is given as

𝑃1 (𝛾1) ≤ 1𝑀𝑘𝑡∑x ∑x ̸=x̂
𝑑 (x → x̂) 𝑃R−SM (x → x̂) , (28)

where 𝑑(x → x̂) is the Hamming distance between the bit
sequences represented by x and x̂. 𝑘𝑡 = (𝑘1 + 𝑘2)/2 is equal to
the total number of bits transmitted per symbol period. We
note that 𝑘1 + 𝑘2 is divided by two because the transmitted
bitstream requires two symbol periods to reach Bob. Also,𝑃R−SM(x → x̂) is the PEP of transmitting x at Alice and
erroneously detecting x̂ at the relay nodes.

Based on the analysis presented in [28, Section IV], the
instantaneous PEP is given as

𝑃R−SM (x → x̂, 𝛾1 | D2) = 𝑄(√ c𝐻D2c2 𝑃𝐴𝑑−𝑎AR𝛾1) , (29)

where c = x − x̂. Considering the following upper bound of
the 𝑄-function [29]:

𝑄 (𝑥) ≤ 3∑
𝑖=1

𝛽𝑖𝑒−𝜇𝑖𝑥2 , (30)

in (29) and averaging over all possible realizations of the
Alice-RN channel, the average PEP of PSM is expressed as
[28, Section IV]

𝑃R−SM (x → x̂) ≤ 3∑
𝑖=1

𝛽𝑖 [∏𝑁
𝑙=1 (𝛼1/𝛼𝑙)𝐿]2 (𝜇𝑖𝛼1𝑃𝐴𝑑−𝑎AR𝛾 + 1)𝐿

× +∞∑
𝑘=0

𝛿𝑘 (𝜇𝑖𝛼1𝑃𝐴𝑑−𝑎AR𝛾 + 1)−𝑘 . (31)

Here, it holds that 𝛽1 = 1/2, 𝛽2 = 1/12, 𝛽3 = 1/4,𝜇1 = 2, 𝜇2 = 1, and 𝜇3 = 1/2. Furthermore, for a given
pair of x𝑖 and x̂𝑖, 𝑁 is the number of nonzero elements of c.
Also, 𝛼𝑙, 𝑙 = 1, . . . , 𝑁, stand for the eigenvalues of A = BR
in ascending order. Here, B is a diagonal matrix, defined as
B = diag(𝑏1, . . . , 𝑏𝑁), where 𝑏𝑙, 𝑙 = 1, . . . , 𝑁, is the absolute
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value of the 𝑙th nonzero element of c𝑖. In addition,R is a𝑁×𝑁
matrix given as shown in (33).𝛿𝑘+1
= {{{{{{{{{{{{{

1, 𝑘 = −1,𝑘𝑘 + 1 𝑘+1∑
𝑖=1

[[
𝑁∑
𝑗=1

(1 − 𝛼1𝛼𝑗)𝑖]]𝛿𝑘+1−𝑖, 𝑘 = 0, 1, 2, . . . . (32)

R = [[[[[[[[[

1 √𝜌𝑐 ⋅ ⋅ ⋅ √𝜌𝑐√𝜌𝑐 d d
...... d d √𝜌𝑐√𝜌𝑐 ⋅ ⋅ ⋅ √𝜌𝑐 1
]]]]]]]]]
. (33)

In (33), 𝜌𝑐 denotes the Pearson product-moment corre-
lation coefficient between any pair of two different random
variables (RVs) 𝑑21, . . . , 𝑑2𝑅. Moreover, 𝛿𝑘, 𝑘 = 0, 1, 2, . . ., are
given in (32). Finally, it holds that 𝐿 = 𝑁𝑡 − 𝑁𝑟 + 1.

During the second hop, the received signal at Bob is
expressed as

yB = √𝑃𝑅HRBx + wB, (34)

after the ideal removal of the jamming signal. In (34), it holds
that HRB = √𝑑−𝑎RBH̃RB, with H̃RB ∼ CN(0, I). Also, 𝑃𝑅 is
the transmission power at the RN. Note that the value of𝑃𝑅 is selected such that the transmitted signal at the RN is
normalized. As the RN retransmits binary information by
using SM, Bob can deploy the following ML detector [8]:

(x̆) = argminx
yB − √𝑃𝐵𝑑−𝑎RBH̃RBx

22 . (35)

Therefore, the ABEP of the second hop is given as

𝑃2 (𝛾2) ≤ 1𝑀𝑘𝑡∑x ∑x ̸=x̂
𝑑 (x → x̂) ,

𝑃SM (x → x̂) , (36)

where 𝑃SM(x → x̂) is the average PEP of transmitting x
at the RN, while the detector of Bob decides in favor of x̂.
Considering the statistical characteristics of the noise at Bob,
it can be shown that the instantaneous PEP is given as𝑃SM (x → x̂, 𝛾2 | H̃RB)

= 𝑄(√ H̃RBc
222 𝑃𝑅𝑑−𝑎RB𝛾2). (37)

In (37), it is shown that the RV𝑋 = ‖H̃RBc‖22 follows an Erlang
distribution with the following PDF [30]:

𝑓𝑋 (𝑥) = 1‖c‖2𝑁𝑟2 Γ (𝑁𝑟)𝑥𝑁𝑟𝑒𝑥/‖c‖22𝐻0 (𝑥) , (38)

where 𝐻0(𝑥) is the Heaviside step function defined as𝐻0(𝑥) = 0 for 𝑥 < 0 and 𝐻0(𝑥) = 1 for 𝑥 ≥ 0. Considering
(30) and (38) in (37), the average PEP of the second hop is
given as

𝑃SM (x → x̂) ≤ 3∑
𝑖=1

𝛽𝑖‖c‖2𝑁𝑟2 Γ (N𝑟)
× ∫+∞

0
𝑥𝑁𝑟−1𝑒−(𝑃𝑅𝑑−𝑎RB𝜇𝑖𝛾2+1/‖c‖22)𝑥d𝑥, (39)

by averaging over possible realizations of the RV𝑋. From [25,
p.346, 3.381, 4], it holds that

∫+∞

0
𝑥]−1𝑒−𝜇𝑥𝑑𝑥 = 𝜇−]Γ (]) . (40)

The use of (30) and (40) into (39), after a straightforward
elaboration, results in

𝑃SM (x → x̂) ≤ 3∑
𝑖=1

𝛽𝑖 (‖c‖22 𝜇𝑖𝑃𝑅𝑑−𝑎RB𝛾2 + 1)−𝑁𝑟 . (41)

In this way, the ABEP of Bob is computed via (23) by using
(28), (31), (36), and (41).

3.4.2. ABEP of Eve. In this part, the theoretical ABEP of Eve
is derived. As previously shown in Figure 2, the Signal-to-
Jamming-Plus-Noise Ratio at Eve during the second phase is
much higher than the SJNRduring the first phase for different
simulation scenarios and parameters. Thus, the ABEP of Eve
during the first phase is much worse than the ABEP during
the second phase. Accounting for the worst-case scenario
(i.e., taking the highest SNR at Eve and assuming perfect
detection at the relays during the first phase), the SJNR at Eve
when the 𝑖th relay is used during the second phase is given by

𝛾𝐸 = 𝑃𝑠 h𝑅𝑖𝐸2F𝑃𝐽∑𝑘 ̸=𝑖

h𝑅𝑘𝐸2F 𝜎2𝑔 + 𝜎2𝑒 . (42)

In light of the above, the asymptotic performance bound of
the ABEP at Eve with optimal detection is derived using the
union bound as

𝑃𝐸 ≤ 𝑀∑
𝑞=1

𝑀∑̂
𝑞=1

𝑁𝑟𝑁(𝑞, �̂�)𝑀 𝑃(𝑥𝑗𝑞 → 𝑥̂
𝑗𝑞
) , (43)

where 𝑁(𝑞, �̂�) is the number of bits in error between the
symbol 𝑥𝑞 and 𝑥𝑞, and 𝑃(𝑥𝑗𝑞 → 𝑥̂

𝑗𝑞
) denotes the PEP

of deciding on the constellation vector 𝑥̂
𝑗𝑞

given that 𝑥𝑗𝑞 is
transmitted and can be formulated as𝑃(𝑥𝑗𝑞 → 𝑥̂

𝑗𝑞
) = ∫∞

V=0
𝑄 (√V) 𝑓𝜅 (V) 𝑑V, (44)

where 𝑓𝜅(⋅) is the PDF and is a chi-squared random variable
with 2𝑁𝑒 degrees of freedom given by [31, p. 41] as

𝑓𝜅 (V) = V𝑁𝑒−1exp (−V/ (2𝛼2))(2𝛼2)𝑁𝑒 (𝑁𝑒 − 1)! , (45)
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where

𝛼2 = 𝛿2𝜌(1 − 𝛿2) 𝜌 + 1 (
𝑥𝑞2 + 𝑥𝑞24 ) . (46)

Thus, the PEP in (44) is obtained in closed-form as

𝑃(𝑥𝑗𝑞 → 𝑥̂
𝑗𝑞
) = 𝛾𝑁𝑒𝑁𝑒−1∑

𝑤=0

(𝑁𝑒 + 𝑤 − 1𝑤 ) (1 − 𝛾)𝑤 , (47)

where

𝛾 = 12 (1 − √ 𝛼21 + 𝛼2) . (48)

Finally, plugging in (47) in (43), the ABEP at Eve is obtained
as

𝑃𝐸 ≤ 𝑀∑
𝑞=1

𝑀∑̂
𝑞=1

𝑁𝑟𝑁(𝑞, �̂�) 𝛾𝑁𝑒 ∑𝑁𝑒−1
𝑤=0 (𝑁𝑒+𝑤−1𝑤 ) (1 − 𝛾)𝑤𝑀 . (49)

4. Numerical Results

In this section, we present selected numerical examples to
confirm the ergodic secrecy capacity and the secrecy outage
probability results derived in the previous section. We also
present the bit error rate (BER) comparison for Bob and Eve
by simulations. In these results, we assume that the secrecy
during the first phase is guaranteed thanks to the use of PSM
[10]. Indeed, the received SNR at Eve during the second phase
exceeds that of the first phase with very high probability as
discussed in Section 3.2 and shown in Figure 2.

As discussed earlier, the total power is allocated during
the first and second phases using the power allocation factors𝛿1 and 𝛿2, respectively. While both power allocation factors
have effect on the performance of the proposed scheme,𝛿2 has more weight and affects the BER performance more
than 𝛿1. Indeed, the beamforming used at Alice during the
first phase maximizes the received SNR at the intended relay
which reduces the effect of the power allocation factor 𝛿1. In
what follows, we study the effect of 𝛿2 and show that it has
moreweight and affects the performancemore than𝛿1. In this
context, Figure 3 presents the effect of the power allocation
coefficient 𝛿2 during the second phase on the secrecy outage
probability. We can see from this figure that the value of the
optimal power allocation coefficient 𝛿∗2 depends on different
parameters including the number of antennas at different
nodes. For instance, while 𝛿∗2 is equal to 0.3 for 𝑁𝑏 = 4 and𝑁𝑒 = 2, it is equal to 0.45 for 𝑁𝑏 = 4 and 𝑁𝑒 = 16. The
exact values for the optimal power allocation coefficient can
be mathematically derived by optimizing the SOP expression
in (22). It can also be obtained through the asymptotic outage
secrecy performance and we look at addressing this as a
future extension to this work in order to further enhance
the performance of the proposed scheme. In the following
results, we use the optimal power allocation coefficient values
obtained by simulations when generating the SOP curves.
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Figure 2: Probability that 𝛾𝐸,2 exceeds 𝛾𝐸,1 as a function of the
average SNR with different 𝑁𝑎 and 𝑁𝑏 for 𝑁𝑟 = 𝑁𝑒 = 4 and𝛿1 = 𝛿2 = 0.5.
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Figure 3: Effect of the power allocation at the second phase on the
SOP with different 𝑁𝑏 and 𝑁𝑟, for N𝑒 = 4, 𝜌 = 20 dB, R𝑠 = 1, and𝛿1 = 0.5.

In Figure 4, we present the secrecy outage probability as
a function of the average received SNR with both simulation
and analysis. This figure is given for a secrecy rate threshold
R𝑠 = 1 bits/s/Hz, 𝑁𝑟 = 4, 𝑁𝑒 = 4, and for different number
of antennas at Bob. The power allocation coefficient 𝛿2 is
selected as discussed above and is equal to 𝛿∗2 corresponding
to each number of antennas at Bob. Figure 4 also compares
the performance of the proposed scheme to the case where a
single relay participates in transmitting the jamming signal at
the second phase. We can clearly see the advantage of using
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Figure 5: ESC with different number of antennas at Bob and Eve,
for𝑁𝑎 = 4,𝑁𝑟 = 4, 𝛿1 = 0.5, and 𝛿2 = 0.75.
multiple relays for jamming as it enhances the secrecy outage
probability by further degrading the received SNR at Eve.

Figure 5 presents the ESC in bits/s/Hz as a function of the
average SNR 𝜌 = 𝑃/(2𝜎2) with different number of antennas
at Bob and Eve, for𝑁𝑎 = 4,𝑁𝑟 = 4, 𝛿1 = 0.5, and 𝛿2 = 0.75.
These results show the accuracy of the analytical derivations
presented in the previous section. We can also see from this
figure the effect of different parameters on the ESC. In this
context, we can confirm the improvement of the secrecy rate
through increasing the number of antennas at Bob and its
degradation by increasing the number of antennas at Eve.
We can also see that, for high average SNRs, the number of
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Figure 6: BER comparison at Bob and Eve for different power
allocations during the second phase, for 𝑁𝑎 = 4, 𝑁𝑟 = 4, 𝑁𝑏 = 4,𝑁𝑒 = 4, and 𝛿1 = 0.5.
antennas at Eve has less effect of the ESC performance and
the curves for𝑁𝑒 = 1 and𝑁𝑒 = 4 converge.

Figure 6 depicts the BER at Bob and Eve as a function of 𝜌
for different power allocation coefficients 𝛿2. This figure con-
firms the tightness of the ABEP bounds derived in the previ-
ous section.Themain goal of the proposed scheme is tomake
sure that Eve is not able to detect the information exchanged
between Alice and Bob. To this end, we use precoding-aided
spatialmodulation and cooperative jamming.Thanks to these
techniques, the SNR at Eve becomes very low and, thus, the
error performance degrades. The simulation results shown
in Figure 6 confirm the improvement of the BER at Bob
compared to the BER at Eve thanks to the use of themultirelay
jamming. From this figure, we can also see that the BER at
both Bob and Eve improves when more power is allocated
for the relay selected by PSM (i.e., the relay transmitting
the message). On the other hand, the BER at both receivers
degrades when more power is allocated to the jamming
relays.

In Figure 7, we study the effect of the number of receive
antennas on the BER at Bob and Eve as a function of 𝜌
for 𝑁𝑎 = 4, 𝑁𝑟 = 4, 𝛿1 = 0.5, and 𝛿2 = 0.7. These
simulation results show the improvement of the BER at Bob
and Eve for higher number of receive antennas at each of
these nodes. From this figure, we can also confirm that the
use of multirelay jamming comes with improved BER at Bob
compared to the BER at Eve. Indeed, Eve experiences much
worse detection performance thanks to the use of PSM and
jamming from Bob in the first phase and the use of jamming
from𝑁𝑟 − 1 relays in the second phase.

In the above results, we note that we used a fixed number
of relays, equal to four, only to simplify the simulations.
However, we need to highlight that the performance of the
proposed scheme depends on the number of available relays.
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Figure 7: BER comparison at Bob and Eve for different number of
receive antennas, for𝑁𝑎 = 4,𝑁𝑟 = 4, 𝛿1 = 0.5, and 𝛿2 = 0.7.
Indeed, in the proposed work, while increasing the number
of relays enhances the spectral efficiency as a property of
precoding-aided spatial modulation, it causes a degradation
in the BER performance [32]. Indeed, the increase in 𝑁𝑟 is
equivalent to increasing the constellation size of the index
modulation used during the second phase while keeping
the same transmit power. This case will generate more
errors at the ML detector as the distance between different
constellation points shrinks with a higher𝑁𝑟 and a constant
transmit power, divided between all relays using the power
allocation factor 𝛿2.
5. Conclusion

In this paper, we have studied the physical-layer security
of a wiretap channel using a PSM-based relay-selection
scheme with multiple relays’ jamming. The performance of
the proposed system is evaluated in terms of the ergodic
secrecy capacity, secrecy outage probability, and bit error
rate performances. Numerical results, confirmed by analysis,
show an enhanced secrecy performance when compared to
selected schemes. Using simulations, we use power allocation
optimization in order to divide the power between the relay
transmitting the useful information and the jamming relays,
and thus we further improve the secrecy performance of
the proposed scheme. In this paper, we have also provided
closed-form expressions for the ESC and SOP and we derive
very tight upper-bounds for the BER. These results confirm
the ESC, SOP, and BER performance improvements at Bob
and its degradation at Eve, which confirms the high secrecy
performance of the proposed scheme.
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In the relay networks, two typical issues of physical layer security are selfishness and garbling. As amatter of fact, a certain nontypical
but severely harmful misbehavior can also remove the cooperative diversity gain. Here, we coin themasquerading attack to indicate
this kind of misbehavior. Amasquerade relay can always pretend to be the best one to forward signals and, in consequence, deprive
the others of the opportunities to cooperate. To the best of our knowledge, the impact of the masquerading attack has not yet been
fully investigated. In this paper, multiple masquerade relays with randommasquerading behavior are taken into account. Also, the
complete channel effects, including the effects of the flat Rayleigh fading, log-normal shadowing, and path loss, are considered such
that the geographical effects of the network topology can be completely captured. At last, the impact of the masquerade relays are
evaluated in terms of the outage probability and end-to-end capacity.

1. Introduction

Nowadays, the hyperdense heterogeneous network (HetNet)
has been widely recognized as a necessity to boost data rate
for future generation of wireless communication systems [1–
3]. With hyperdense deployment, the cooperative commu-
nication technologies can effectively extend system cover-
age and enhance quality of service (QoS). One important
paradigm to accomplish these tasks is the cooperative relay
networks [4–7]. In the literature, many aspects of the relay
networks have been investigated, including the relay selection
scheme, network code design, and power allocation. How-
ever, one important issue about the physical layer security in
the relay networks is still not being completely inspected, i.e.,
the masquerading attack.

In the relay networks, two typical issues of physical
layer security are the selfishness and garbling [8, 9]. In the
selfishness scenarios, the hypocritical relays may forward
signals using minimum transmission power or, even worse,
refuse to transmit any in-transit messages [10–12]. On the
other hand, the in-transit messages may also be garbled [10,
13]. To unmask the hypocritical relays, some specific tracing
symbols can be added to the informative messages [10, 13];
otherwise, the malicious detection can also be conducted

blindly, based on the characteristics of hybrid automatic
repeat request [11], the credit-based incentive transmission
scheme [12], or the received signal’s correlation [14].

In addition to the selfishness and garbling, we find that
a certain nontypical but severely harmful misbehavior can
also deprive the relay networks of cooperative diversity gain.
It is well-known that a cooperative relay can be opportunis-
tically selected to forward signals based on the distributed
network path selection (DNPS) protocol [15]. In DNPS, each
candidate relay can set a timer according to channel gain; and
the best cooperative relay can then be distributedly decided
once its timer expires earlier than the others. However, in
this scenario, it is highly possible that a hypocritical relay
can maliciously set a timer which can always expire earliest,
even though it owns the worst channel gain. Although the
signals are forwarded, the degree of freedom (DoF) as well
as the cooperative diversity gain can be seriously weakened
[16]. As a result, the advantage of deploying the hyperdense
relay networks can be seriously diluted. To clearly indicate
this problem, we pioneeringly coin masquerading attack to
describe this kind of misbehavior.

To the best of our knowledge, the masquerading attack
has not yet been fully investigated. Although its impact
has been analyzed in [16], only single masquerade relay
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was considered. Likewise, it neglected the complete channel
effects; i.e., only the Rayleigh fading with different variances
was included. In consequence, the geographical effects of the
network topologies can not be completely characterized by
the analytical results. Here, to capture the complete effects
of fading environment, including the effects of flat Rayleigh
fading, log-normal shadowing, and path loss, the composite
exponential log-normal (CELN) distributed channel gain is
considered [17]. Furthermore, multiple masquerade relays
with randommasquerading behavior are taken into account,
i.e., the probability of a relay to become a masquerade relay
and probability of a masquerade relay to become active.
Then, the impact of the masquerading attack is evaluated
in terms of the outage probability and end-to-end capacity.
Note that part of this work has been presented in IEEE
Wireless Communications and Networking Conference 2017
[18]. However, herein, some important related works are
surveyed, and all the details of the mathematical derivations
are provided. Furthermore, additional topologies of relay
networks (as shown in Figures 2(b) and 5) are considered to
investigate the influence of the masquerading attack on the
device-to-device (D2D) and cellular networks.

The rest of this paper is organized as follows. In Section 2,
the system model of the DNPS-based relay network is intro-
duced. Also, the problem description is expounded therein.
Section 3mathematically describes the masquerading behav-
iors. Then, the outage probability and end-to-end capacity
are derived in Section 4. Simulation results and conclusion
remarks, including some suggestions for future works, are
given in Sections 5 and 6, respectively.

2. System Model

Assume that 𝑁 relays are deployed to assist the data trans-
missions between the source 𝑆 and destination 𝐷. The
decode-and-forward protocol is applied for relay-assisted
transmissions. That is, during Phase I’s transmission period,
the 𝑖-th node 𝑅𝑖 can be included into the decodable setD(𝑆)
when its normalized capacity 𝐶𝐼

𝑖 is larger than the predefined
threshold 𝐶𝑡ℎ as

𝐶𝐼
𝑖 = log2 (1 + ℎ𝑆𝑅𝑖 2 𝛾𝑆) ≥ 𝐶𝑡ℎ, (1)

where 𝛾𝑆 = 𝑃𝑆/𝑁0 is the transmitting signal-to-noise ratio
(SNR) at the source; 𝑃𝑆 is the source’s transmission power;𝑁0
is the power spectrum density of the additive white Gaussian
noise; |ℎ𝑆𝑅𝑖 | is the channel gain of the link between 𝑆 and𝑅𝑖. To capture the complete effects of fading environment,
including the effects of flat Rayleigh fading, log-normal
shadowing and path loss, the CELN distributed channel gain
are considered [17]. Thus, the probability density function(𝑝𝑑𝑓) of | ℎ𝑆𝑅𝑖 |2 can be modeled by

𝑓𝐼
𝑖 (𝜁) = 𝜉√2𝜋�̂�𝜁exp[[−

(𝜉 ln 𝜁 − 𝜇𝐼
𝑖 )22�̂�2

]] , 𝜁 > 0, (2)

where 𝜇𝐼
𝑖 = 𝜇𝐼

𝑖 − 𝜉𝜅; �̂� = √𝜎 + 5.572; and 𝜅 ≈ 0.577 is Euler’s
constant; 𝜇𝐼

𝑖 and 𝜎 are the mean and standard deviation

(std.) of the log-normal shadowing in the dB domain during
Phase I’s transmission period; 𝜉 = 10/ ln 10. Note that the
mean of |ℎ𝑆𝑅𝑖 |2 is distance-dependent. Thus, a superscription
is needed to distinguish 𝜇𝐼

𝑖 and 𝜇𝐼
𝑖 during Phase I from

those during Phase II, i.e., 𝜇𝐼𝐼
𝑖 and 𝜇𝐼𝐼

𝑖 . Specifically, the 𝜇𝐼𝐼
𝑖

and 𝜇𝐼𝐼
𝑖 are associated with |ℎ𝑅𝑖𝐷|2, where ℎ𝑅𝑖𝐷 stands for

the channel gain of the link between 𝑅𝑖 and 𝐷. Since only
one hop is required for the transmissions via the direct
link, no superscription is needed for 𝜇𝑑 and 𝜇𝑑 (which are
associatedwith |ℎ𝑆𝐷|2). Similarly, there is no superscription to
distinguish �̂� and 𝜎 during Phase I from those during Phase
II because the same environment is assumed for both Phases I
and II. Moreover, the cumulative distribution function (𝑐𝑑𝑓)
of the CELN distribution can be obtained by integrating (2)
as follows:

𝐹𝐼
𝑖 (𝜁) = ∫𝜁

0
𝑓𝐼
𝑖 (𝜂) 𝑑𝜂 = 𝑄(𝜇𝐼

𝑖 − 𝜉 ln 𝜁�̂� ) . (3)

During Phase II’s transmission period, one of the candi-
date nodes inD(𝑆) is selected to forward data packets to the
destination 𝐷 using the DNPS protocol [15] (will be briefly
introduced in the latter). Finally, at the destination, the signal
directly from 𝑆 and that from the selected relay are combined
according to themaximal ratio combining (MRC) rule, which
gives the effective end-to-end capacity as

𝐶𝐼𝐼
𝑖 = 12 log2 (1 + ℎ𝑆𝐷2 𝛾𝑆 + ℎ𝑅𝑖𝐷2 𝛾𝑅) , (4)

where 𝛾𝑅 = 𝑃𝑅/𝑁0 is the transmitting SNR at the relay; 𝑃𝑅 is
relay’s transmission power; ℎ𝑆𝐷 represents the channel gain of
the direct link. Note that whenD(𝑆) is empty, only the signal
received via the direct link, i.e., from 𝑆 to 𝐷, is used for the
demodulation process. In this case, the end-to-end capacity𝐶𝑆 can be expressed as

𝐶𝑆 = log2 (1 + ℎ𝑆𝐷2 𝛾𝑆) . (5)

2.1. DNPS Relay Selection. Generally speaking, the DNPS
protocol is an efficient distributed algorithm for relay selec-
tion. In theDNPS protocol, each candidate relay𝑅𝑖 belonging
to D(𝑆) sets a timer 𝑇𝑖 whose expiry period is set inversely
proportional to its channel gain of the link towards the
destination 𝐷, i.e., |ℎ𝑅𝑖𝐷| ∀𝑖 = 1, . . . , 𝑁. In other words, a
relay with the largest channel gain in Phase II can expire
earliest. Once a timer expires, the associated relay broadcasts
a flag signal to inform the neighboring relays so that it can
solely occupy the channel for delivering packets in Phase II.
More details about the DNPS protocol can be found in [15].

2.2. Problem Description. To begin with, the “masquerader”
and “nonmasquerader” are defined as the “masquerade” and
“ordinary” relays, respectively. Now, it is assumed that the
masqueraders attack the relay-assisted networks by mimick-
ing virus’ behavior so that it can be violent and untrace-
able. Specifically, it can be contagious; and the infected
relays can be asymptomatic carrier or explicitly symptomatic.
To well describe this kind of masquerading attack, 𝑃𝛼 is
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Figure 1: (a) Outage probability and (b) average end-to-end capacity with respect to 𝑃𝛽 for the infected relay-assisted cellular network under
the exponential and CELN channel environments, where 𝑃𝛼 = 0.5. Also, 𝑁 = 9 relays are fixed at middles of the sector as illustrated in
Figure 5(a). Therein, the radius of the cell is 𝑅𝑐𝑒𝑙𝑙 = 1000 m, and the location of the mobile station (MS) is uniformly distributed over the
sector’s coverage area, while the minimum distance between theMS and base-station (BS) is 50 m.The transmission power of the source (i.e.,
the MS) 𝑃𝑆 is set so that the thermal noise outage (𝑂𝑁) at the destination (i.e., the BS) can be 0.2 as the MS is at the cell edge [19]. Similarly,
the transmission power of each relay 𝑃𝑅 is set so that 𝑂𝑁 = 0.2 can be achieved at the BS. The required SNR corresponding to 𝑂𝑁 = 0.2 is
defined as 0 dB, whereas, for the purpose of evaluating the outage probability, the SNR threshold is set at 8 dB. The results are obtained by
averaging over 200,000 simulation rounds.

defined as the probability for an ordinary relay to become
a masquerader. Moreover, a masquerader can be active
(i.e., explicitly symptomatic in other words) and attack with
probability 𝑃𝛽. Note that this kind of masquerading attack
was ignored in the conventional counterpart [16]. Moreover,
solely the Rayleigh fading with different variances (i.e., the
exponential channel model) was considered therein. Figure 1
demonstrates the performance degradation for the infected
relay-assisted cellular network under the exponential and
CELN channel environments. Apparently, the masquerading
attack can cause serious performance degradation.Moreover,
the performance differences between the cases under the
exponential and CELN channel environments are significant.
Thus, one can tell that it is necessary and important to
investigate the impact of the random masquerading attack
by taking the CELN environment into account. Note that
the larger dynamic range of the channel gain incurred
by log-normal shadowing results in the higher diversity
gain, which explains the better performance for the CELN
environment.

3. Analytical Characteristics of Masquerader

The impact of masquerading attack will be evaluated in
terms of the outage probability and end-to-end capacity in
Section 4. To this end, two scenarios of the decodable set
D(𝑆) are firstly analyzed in this section, i.e., at least one
masquerader inD(𝑆) and no masqueraders in the nonempty
D(𝑆).
3.1. At Least One Masquerader in D(𝑆). In this scenario,
the impact of the ordinary relays belonging to D(𝑆) can be
ignored. This is because once an active masquerader exists
in the decodable set D(𝑆), the ordinary relays can never be

selected to forward packets during Phase II. To facilitate the
presentation, some terminologies are defined as follows.

(1) M(𝑛): the relay set which includes all possible combi-
nations (subsets in other words) of 𝑛 masqueraders,
where 1 ≤ 𝑛 ≤ 𝑁. Specifically, that means 𝑛 out of
the 𝑁 relays belonging to N become masqueraders.
Therefore, in this case, there are (𝑁

𝑛 ) subsets inM(𝑛),
which are denoted byM(𝑛, 𝑖) ∀𝑖 = 1, . . . , (𝑁

𝑛 ).
(2) M𝑑(𝑚): under the condition of 𝑛 masqueraders, this

relay set includes all possible combinations of 𝑚
decodable masqueraders, where 1 ≤ 𝑚 ≤ 𝑛 ≤ 𝑁. In
other words, 𝑚 out of the 𝑛 masqueraders belonging
to M(𝑛, 𝑖) are decodable. Therefore, given M(𝑛, 𝑖),
there are ( 𝑛

𝑚 ) subsets in M𝑑(𝑚), which are denoted
byM𝑑(𝑚, 𝑗) ⊆ M(𝑛, 𝑖), ∀𝑗 = 1, . . . , ( 𝑛

𝑚 ).
(3) M𝑎(ℓ): under the conditions of 𝑛 masqueraders and𝑚 decodable masqueraders, this relay set includes

all possible combinations of ℓ active-and-decodable
masqueraders, where 1 ≤ ℓ ≤ 𝑚 ≤ 𝑛 ≤ 𝑁.Thatmeansℓ out of the 𝑚 masqueraders belonging to M𝑑(𝑚, 𝑗)
are decodable. In this case, there are (𝑚ℓ ) subsets in
M𝑎(ℓ), which are denoted by M𝑎(ℓ, 𝑘) ⊆ M𝑑(𝑚, 𝑗) ⊆
M(𝑛, 𝑖), ∀𝑘 = 1, . . . , (𝑚ℓ ).

Consider a masquerader being selected from a particular
subset M𝑎(ℓ, 𝑘). Since M𝑎(ℓ, 𝑘) ⊆ M𝑑(𝑚, 𝑗) ⊆ M(𝑛, 𝑖), the
joint probability for this case can be expressed as (6).

𝑃 [M𝑎 (ℓ, 𝑘) ,M𝑑 (𝑚, 𝑗) ,M (𝑛, 𝑖)]
= 𝑃 [M𝑎 (ℓ, 𝑘) | M𝑑 (𝑚, 𝑗) ,M (𝑛, 𝑖)]
⋅ 𝑃 [M𝑑 (𝑚, 𝑗) | M (𝑛, 𝑖)] 𝑃 [M (𝑛, 𝑖)]

(6)
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Apparently, we can have

𝑃 [M (𝑛, 𝑖)] = (𝑃𝛼)𝑛 (1 − 𝑃𝛼)𝑁−𝑛 . (7)

Also, the conditional probability 𝑃[M𝑑(𝑚, 𝑗) | M(𝑛, 𝑖)] can
be expressed as

𝑃 [M𝑑 (𝑚, 𝑗) | M (𝑛, 𝑖)]
= 𝑚∏

𝑘∈M𝑑(𝑚,𝑗)
𝑃 [𝐶𝐼

𝑘 > 𝐶𝑡ℎ]
× 𝑛−𝑚∏

𝑘∈(M(𝑛,𝑖)/M𝑑(𝑚,𝑗))
𝑃 [𝐶𝐼

𝑘 ≤ 𝐶𝑡ℎ] ,
(8)

where A/B is the set-operator to remove set B from set A;

𝑃 [𝐶𝐼
𝑘 ≤ 𝐶𝑡ℎ] = 𝑃[ℎ𝑆𝑅𝑘 2 < 2𝐶𝑡ℎ − 1𝛾𝑆 ]

= 𝑄(𝜇𝐼
𝑘 − 𝜉 ln 𝜆𝑡ℎ�̂� ) ,

(9)

where 𝜆𝑡ℎ = (2𝐶𝑡ℎ − 1)/𝛾𝑆. Since
𝑄(𝜉 ln 𝜆𝑡ℎ − 𝜇𝐼

𝑘�̂� ) + 𝑄(𝜇𝐼
𝑘 − 𝜉 ln 𝜆𝑡ℎ�̂� ) = 1, (10)

we can have

𝑃 [𝐶𝐼
𝑘 > 𝐶𝑡ℎ] = 𝑄(𝜉 ln 𝜆𝑡ℎ − 𝜇𝐼

𝑘�̂� ) . (11)

Moreover, it is intuitional to obtain

𝑃 [M𝑎 (ℓ, 𝑘) | M𝑑 (𝑚, 𝑗) ,M (𝑛, 𝑖)]
= (𝑃𝛽)ℓ (1 − 𝑃𝛽)(𝑚−ℓ) . (12)

At last, multiplying (7), (8), and (12) gives (6). It should be
noticed that, with ℓ ≥ 2, the following performance metric
(i.e., the outage probability and capacity in Section 4) should
be averaged over the ℓ cases. This is because each of the ℓ
masquerade relays individually sets a timer such that it can
expire earliest. Then, the relay selection in Phase II becomes
a random selection approach, which means each of them can
be selected with probability 1/ℓ.
3.2. No Active Masqueraders in the Nonempty D(𝑆). As
implied by the name, this scenario means that all the relays
belonging to D(𝑆) are ordinary ones. Thus, it includes three
cases, i.e., (1)CaseA: no relays become themasqueraders; (2)
CaseB: no masqueraders are decodable; and (3) CaseC: no
decodable masqueraders are active. Some terminologies are
defined as follows:

(1) O(𝑛): the relay set includes all possible combinations
of 𝑛 nonmasqueraders, where 1 ≤ 𝑛 ≤ 𝑁. Thus,
there are (𝑁

𝑛 ) subsets in O(𝑛), which are denoted by
O(𝑛, 𝑖) ∀𝑖 = 1, . . . , (𝑁

𝑛 ).

(2) O𝑑(𝑚): under the condition of 𝑛 nonmasqueraders,
this relay set includes all possible combinations of𝑚 decodable nonmasqueraders, where 1 ≤ 𝑚 ≤𝑛 ≤ 𝑁. That means given O(𝑛), there are ( 𝑛

𝑚 )
subsets inO𝑑(𝑚), which are denoted byO𝑑(𝑚, 𝑖) ∀𝑖 =1, . . . , ( 𝑛

𝑚 ).
(3) M𝑑(𝑛, 𝑖): the relay set consists of the same masquer-

aders as M(𝑛, 𝑖). However, all of the 𝑛 masqueraders
are nondecodable. By definition, we can haveM𝑑(𝑛) =
M𝑑(𝑛, 1) ∪M𝑑(𝑛, 2) ⋅ ⋅ ⋅ ∪M𝑑(𝑛, (𝑁

𝑛 )).
(4) M𝑎(𝑚, 𝑗): the relay set consists of the same mas-

queraders asM𝑑(𝑚, 𝑗). However, all the 𝑚 decodable
masqueraders are inactive. Given M𝑑(𝑛, 𝑖), we can
haveM𝑎(𝑚) = M𝑎(𝑚, 1)∪M𝑎(𝑚, 2) ⋅ ⋅ ⋅∪M𝑎(𝑚, ( 𝑛

𝑚 )).
(1) Case A: No Relays Become the Masqueraders. Firstly,

all the relays are well-behaved with probability

𝑃 [O (𝑁)] = (1 − 𝑃𝛼)𝑁 ; (13)

and the conditional probability 𝑃[O𝑑(𝑛, 𝑖) | O(𝑁)] can be
obtained by replacingM𝑑(𝑚, 𝑗),M(𝑛, 𝑖), 𝑛, and𝑚 in (8) with
O𝑑(𝑛, 𝑖),O(𝑁),𝑁, and 𝑛, respectively.

(2) Case B: No Masqueraders Are Decodable. Consider
that M𝑑(𝑛, 𝑖) occurs on a given condition of M(𝑛, 𝑖). The
conditional probability 𝑃[M𝑑(𝑛, 𝑖) | M(𝑛, 𝑖)] can be written
as

𝑃 [M𝑑 (𝑛, 𝑖) | M (𝑛, 𝑖)] = 𝑛∏
𝑘∈M𝑑(𝑛,𝑖)

𝑄(𝜇𝐼
𝑘 − 𝜉 ln 𝜆𝑡ℎ�̂� )

= 𝑛∏
𝑘∈M(𝑛,𝑖)

𝑄(𝜇𝐼
𝑘 − 𝜉 ln 𝜆𝑡ℎ�̂� ) .

(14)

Assume that𝑚 out of the rest𝑁−𝑛 nonmasqueraders belong-
ing toN/M𝑑(𝑛, 𝑖) are decodable. LetO𝑑(𝑚, 𝑗) represent these𝑚 decodable nonmasqueraders. Then, replacing M𝑑(𝑚, 𝑗),
M(𝑛, 𝑖), and 𝑛 in (8) with O𝑑(𝑚, 𝑗), N/M𝑑(𝑛, 𝑖), and 𝑁 − 𝑛
gives 𝑃[O𝑑(𝑚, 𝑗) | M𝑑(𝑛, 𝑖),M(𝑛, 𝑖)].

(3) Case C: No Decodable Masqueraders Are Active.
Consider that M𝑎(𝑚, 𝑗) occurs on the given conditions
of M𝑑(𝑚, 𝑗) and M(𝑛, 𝑖). Then, it leads to the conditional
probability as

𝑃 [M𝑎 (𝑚, 𝑗) | M𝑑 (𝑚, 𝑗) ,M (𝑛, 𝑖)] = (1 − 𝑃𝛽)𝑚 . (15)

Assume that ℓ out of the remaining 𝑁 − 𝑛 nonmasquer-
aders belonging to N/M(𝑛, 𝑖) are decodable. Let O𝑑(ℓ, 𝑘)
represent these ℓ decodable nonmasqueraders; and then
we can have the conditional probability 𝑃[O𝑑(ℓ, 𝑘) |
M𝑎(𝑚, 𝑗),M𝑑(𝑚, 𝑗),M(𝑛, 𝑖)] by replacing M𝑑(𝑚, 𝑗), M(𝑛, 𝑖),𝑛, and 𝑚 in (8) with O𝑑(ℓ, 𝑘), N/M(𝑛, 𝑖), 𝑁 − 𝑛, and ℓ,
respectively.

4. Performance Analysis

Let the 𝑧-th relay be selected to forward packets during Phase
II.Therefore, 𝑧must belong to a particular subset ofM𝑎(ℓ) or
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O𝑑(𝑛), e.g., the aforementioned M𝑎(ℓ, 𝑘), O𝑑(𝑛, 𝑖), O𝑑(𝑚, 𝑗),
or O𝑑(ℓ, 𝑘) in Section 3. To ease the presentation, let 𝑥 =|ℎ𝑅𝑧𝐷|2; and then 𝜇𝑥 stands for the mean of 𝑥 in the dB
domain, which leads to 𝜇𝑥 = 𝜇𝑥 − 𝜉𝜅. Moreover, 𝐹𝑋(𝑥) and𝑓𝑋(𝑥) represent the 𝑐𝑑𝑓 and 𝑝𝑑𝑓 of 𝑥, respectively. Similarly,
let 𝑦 = |ℎ𝑆𝐷|2; and, in consequence, we can have 𝜇𝑦 to
represent the mean of 𝑦 in the dB domain, which leads to𝜇𝑦 = 𝜇𝑦 − 𝜉𝜅. Likewise, 𝐹𝑌(𝑦) and 𝑓𝑌(𝑦) stand for the 𝑐𝑑𝑓
and 𝑝𝑑𝑓 of 𝑦.

Denote 𝑃𝑜𝑢𝑡(𝑀) and 𝑃𝑜𝑢𝑡(𝑂) as the outage probability for
the cases of 𝑧 belonging to a subset ofM𝑎(ℓ) orO𝑑(𝑛), respec-
tively, while 𝑃𝑜𝑢𝑡(0) denotes that with an empty decodable set
D(𝑆). Also, let 𝐶𝑒𝑛𝑑(𝑀), 𝐶𝑒𝑛𝑑(𝑂), and 𝐶𝑒𝑛𝑑(0) represent the
corresponding average end-to-end capacity. Since 𝑃𝑜𝑢𝑡(𝑀),𝑃𝑜𝑢𝑡(𝑂), and 𝑃𝑜𝑢𝑡(0) are mutually exclusive, the overall outage
probability can be expressed as

𝑃𝑜𝑢𝑡 = 𝑃𝑜𝑢𝑡 (𝑀) + 𝑃𝑜𝑢𝑡 (𝑂) + 𝑃𝑜𝑢𝑡 (0) . (16)

Similarly, we can have

𝐶𝑒𝑛𝑑 = 𝐶𝑒𝑛𝑑 (𝑀) + 𝐶𝑒𝑛𝑑 (𝑂) + 𝐶𝑒𝑛𝑑 (0) . (17)

In the following, we derive the mathematical expressions of𝑃𝑜𝑢𝑡(𝑀), 𝑃𝑜𝑢𝑡(𝑂), and 𝑃𝑜𝑢𝑡(0). The closed form expressions of𝐶𝑒𝑛𝑑(𝑀), 𝐶𝑒𝑛𝑑(𝑂), and 𝐶𝑒𝑛𝑑(0) will be derived as well.

4.1. At Least One Masquerader in D(𝑆). To facilitate the
presentation, denote 𝑃𝑀(𝑧 | ℓ, 𝑚, 𝑛, 𝑘, 𝑗, 𝑖) as the probability
of the selected 𝑧-th relay belonging to the subset M𝑎(ℓ, 𝑘).
Then, it gives

𝑃𝑀 (𝑧 | ℓ, 𝑚, 𝑛, 𝑘, 𝑗, 𝑖)
= 𝑃 [M𝑎 (ℓ, 𝑘) ,M𝑑 (𝑚, 𝑗) ,M (𝑛, 𝑖)] . (18)

Let 𝑃𝑜u𝑡(𝑀 | 𝑧) and 𝐶𝑒𝑛𝑑(𝑀 | 𝑧) represent the conditional
outage probability and end-to-end capacity. Given ℓ, 𝑚, and𝑛, it follows that
𝑃𝑜𝑢𝑡 (𝑀 | ℓ,𝑚, 𝑛)

= (𝑁𝑛 )∑
𝑖=1

( 𝑛
𝑚 )∑
𝑗=1

(𝑚ℓ )∑
𝑘=1

𝑃𝑜𝑢𝑡 (𝑀 | 𝑧) 𝑃𝑀 (𝑧 | ℓ, 𝑚, 𝑛, 𝑘, 𝑗, 𝑖) (19)

and

𝐶𝑒𝑛𝑑 (𝑀 | ℓ,𝑚, 𝑛)
= (𝑁𝑛 )∑

𝑖=1

( 𝑛
𝑚 )∑
𝑗=1

(𝑚ℓ )∑
𝑘=1

𝐶𝑒𝑛𝑑 (𝑀 | 𝑧) 𝑃𝑀 (𝑧 | ℓ, 𝑚, 𝑛, 𝑘, 𝑗, 𝑖) , (20)

respectively. Finally, the overall outage probability and end-
to-end capacity for the case with at least one masquerader in
D(𝑆) can be expressed as

𝑃𝑜𝑢𝑡 (𝑀) = 𝑁∑
𝑛=1

𝑛∑
𝑚=1

𝑚∑
ℓ=1
𝑃𝑜𝑢𝑡 (𝑀 | ℓ,𝑚, 𝑛) (21)

and

𝐶𝑒𝑛𝑑 (𝑀) = 𝑁∑
𝑛=1

𝑛∑
𝑚=1

𝑚∑
ℓ=1
𝐶𝑒𝑛𝑑 (𝑀 | ℓ,𝑚, 𝑛) . (22)

𝑃𝑜𝑢𝑡(𝑀 | 𝑧) and 𝐶𝑒𝑛𝑑(𝑀 | 𝑧) are derived as follows.
(1) . Recall that there are ℓ active-and-decodable mas-

queraders in the subset M𝑎(ℓ, 𝑘), ∀𝑘 = 1, . . . , (𝑚ℓ ). Whenℓ > 1, one of the ℓ active-and-decodable masqueraders
is randomly selected to forward packets during Phase II’s
transmission period.Thus, the conditional outage probability
should be averaged over these ℓ cases. Then, 𝑃𝑜𝑢𝑡(𝑀 | 𝑧) can
be expressed as

𝑃𝑜𝑢𝑡 (𝑀 | 𝑧) = 1ℓ ∑
𝑧∈M𝑎(ℓ,𝑘)

𝑃 [𝐶𝐼𝐼
𝑧 < 𝐶𝑡ℎ]

= 1ℓ ∑
𝑧∈M𝑎(ℓ,𝑘)

𝑃 [12 log2 (1 + 𝑦𝛾𝑆 + 𝑥𝛾𝑅) < 𝐶𝑡ℎ]
= 1ℓ ∑

𝑧∈M𝑎(ℓ,𝑘)
𝑃 [(𝑥𝛾𝑅 + 𝑦𝛾𝑆) < 𝜆

𝑡ℎ]
= 1ℓ ∑

𝑧∈M𝑎(ℓ,𝑘)
𝑃[𝑥 < 𝜆

𝑡ℎ − 𝑦𝛾𝑆𝛾𝑅 ] ,

(23)

where 𝜆
𝑡ℎ = 22𝐶𝑡ℎ − 1. Substituting (2) and (3) into (23) gives

𝑃𝑜𝑢𝑡 (𝑀 | 𝑧) = 1ℓ ∑
𝑧∈M𝑎(ℓ,𝑘)

∫𝜆𝑡ℎ/𝛾𝑆

0
𝐹𝑋(𝜆

𝑡ℎ − 𝑦𝛾𝑆𝛾𝑅 )𝑓𝑌 (𝑦) 𝑑𝑦 (24)

𝑃𝑜𝑢𝑡 (𝑀 | 𝑧) = 1ℓ
⋅ ∑
𝑧∈M𝑎(ℓ,𝑘)

∫𝜆𝑡ℎ/𝛾𝑆

0
∫(𝜆𝑡ℎ−𝑦𝛾𝑆)/𝛾𝑅

0

𝜉√2𝜋�̂�𝑥exp(−(𝜉 ln𝑥 − 𝜇𝑥)
2

2�̂�2 )

⋅ 𝜉√2𝜋�̂�𝑦exp(−(𝜉 ln𝑦 − 𝜇𝑦)
2

2�̂�2 )𝑑𝑥𝑑𝑦
(25)

Let 𝑢 = (𝜉 ln𝑥−𝜇𝑥)/�̂� and V = (𝜉 ln𝑦−𝜇𝑦)/�̂�. Then, (25) can
be rewritten as

𝑃𝑜𝑢𝑡 (𝑀 | 𝑧) = 1ℓ
⋅ ∑
𝑧∈M𝑎(ℓ,𝑘)

∫(𝜉ln(𝜆𝑡ℎ/𝛾𝑆)−𝜇𝑦)/𝜎

−∞
∫(𝜉 ln𝑦−𝜇𝑥)/𝜎

−∞

1√2𝜋 exp(−𝑢22 ) 1√2𝜋
⋅ exp(−V22 )𝑑𝑢 𝑑V

(26)

where

𝑦 = (𝜆
𝑡ℎ − 𝛾𝑆 exp ((V�̂� + 𝜇𝑦) /𝜉)𝛾𝑅 ) . (27)
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Since there is no closed form expression for (26), it can only
be reduced to

𝑃𝑜𝑢𝑡 (𝑀 | 𝑧) = 1ℓ
⋅ ∑
𝑧∈M𝑎(ℓ,𝑘)

∫(𝜉 ln(𝜆𝑡ℎ/𝛾𝑆)−𝜇𝑦)/𝜎

−∞
𝑄(𝜇𝑥 − 𝜉 ln𝑦

�̂� ) 1√2𝜋
⋅ exp(−V22 )𝑑V.

(28)

(2) . Similar to (23), 𝐶𝑒𝑛𝑑(𝑀 | 𝑧) can be expressed as

𝐶𝑒𝑛𝑑 (𝑀 | 𝑧) = 1ℓ ∑
𝑧∈M𝑎(ℓ,𝑘)

𝐸 [12 log2 (1 + 𝑥𝛾𝑅 + 𝑦𝛾𝑆)] , (29)

where𝐸[⋅] is the operator to take expectation. Substituting (2)
into (29) renders (30).

𝐶𝑒𝑛𝑑 (𝑀 | 𝑧) = 1ℓ
⋅ ∑
𝑧∈M𝑎(ℓ,𝑘)

∫∞

0
∫∞

0

12 log2 (1 + 𝑥𝛾𝑅 + 𝑦𝛾𝑆)
⋅ 𝜉√2𝜋�̂�𝑥 exp(−(𝜉 ln𝑥 − 𝜇𝑥)22�̂�2 )
× 𝜉√2𝜋�̂�𝑦 exp(−(𝜉 ln𝑦 − 𝜇𝑦)22�̂�2 )𝑑𝑥𝑑𝑦

(30)

Let 𝑢 = (𝜉 ln𝑥−𝜇𝑥)/(√2�̂�) and V = (𝜉 ln𝑦−𝜇𝑦)/(√2�̂�)which
leads to

𝐶𝑒𝑛𝑑 (𝑀 | 𝑧) = 1ℓ ∑
𝑧∈M𝑎(ℓ,𝑘)

∫∞

−∞
∫∞

−∞

12 log2 [1 + 𝛾𝑅 exp(√2�̂�𝑢 + 𝜇𝑥𝜉 ) + 𝛾𝑆 exp(√2�̂�V + 𝜇𝑦𝜉 )] × 1𝜋𝑒−V2𝑒−𝑢2𝑑𝑢 𝑑V. (31)

It is known that the Hermite polynomial approach can be
applied to calculate the following integration:

∫∞

−∞
𝑓 (𝑥) 𝑒−𝑥2𝑑𝑥 = 𝑁𝐻∑

𝜂=1
𝜔𝜂𝑓 (𝑡𝜂) , (32)

where 𝑡𝜂 and 𝜔𝜂 are the abscissas and the weight factor of
the Hermite polynomials with order 𝑁𝐻, respectively [20].
Applying (32) into (31) renders

𝐶𝑒𝑛𝑑 (𝑀 | 𝑧) ≅ 1ℓ ∑
𝑧∈M𝑎(ℓ,𝑘)

𝑁𝐻∑
𝜂=1

𝑁𝐻∑
𝜅=1

𝜔𝜂𝜔𝜅2 log2 [1
+ 𝛾𝑅 exp(√2�̂�𝑡𝜂 + 𝜇𝑥𝜉 )
+ 𝛾𝑆 exp(√2�̂�𝑡𝜅 + 𝜇𝑦𝜉 )] .

(33)

4.2. No Active Masqueraders in the NonemptyD(𝑆). Accord-
ing to Section 3.2, three cases should be considered in
this scenario; i.e., the 𝑧-th relay is selected from O𝑑(𝑛, 𝑖),
O𝑑(𝑚, 𝑗), or O𝑑(ℓ, 𝑘). Similar to Section 4.1, let 𝑃A

𝑜𝑢𝑡(𝑂),𝑃B
𝑜𝑢𝑡(𝑂), and 𝑃C

𝑜𝑢𝑡(𝑂) denote the outage probability for these
cases. Also, 𝐶A

𝑒𝑛𝑑, 𝐶B
𝑒𝑛𝑑, and 𝐶C

𝑒𝑛𝑑 are the corresponding end-
to-end capacity, respectively. Then, we can have

𝑃𝑜𝑢𝑡 (𝑂) = 𝑃A
𝑜𝑢𝑡 (𝑂) + 𝑃B

𝑜𝑢𝑡 (𝑂) + 𝑃C
𝑜𝑢𝑡 (𝑂) (34)

and

𝐶𝑒𝑛𝑑 (𝑂) = 𝐶A
𝑒𝑛𝑑 (𝑂) + 𝐶B

𝑒𝑛𝑑 (𝑂) + 𝐶C
𝑒𝑛𝑑 (𝑂) . (35)

(1) Case A: No Relays Become the Masqueraders. Denote𝑃A
𝑜𝑢𝑡(𝑂 | 𝑧) and 𝐶A

𝑒𝑛𝑑(𝑂 | 𝑧) the outage probability and end-
to-end capacity when the 𝑧-th relay is selected from O𝑑(𝑛, 𝑖)
under the condition of O(𝑁). Similar to the procedures of
deriving (21) and (22), the average outage probability and
end-to-end capacity can be expressed as

𝑃A
𝑜𝑢𝑡 (𝑂)
= 𝑁∑

𝑛=1

(𝑁𝑛 )∑
𝑖=1

𝑃A
𝑜𝑢𝑡 (𝑂 | 𝑧) 𝑃 [O𝑑 (𝑛, 𝑖) | O (𝑁)] 𝑃 [O (𝑁)] (36)

and

𝐶A
𝑒𝑛𝑑 (𝑂) = 𝑁∑

𝑛=1

(𝑁𝑛 )∑
𝑖=1

𝐶A
𝑒𝑛𝑑 (𝑂 | 𝑧) 𝑃 [O𝑑 (𝑛, 𝑖) | O (𝑁)]

⋅ 𝑃 [O (𝑁)] ,
(37)

respectively.
(a) . Regardless of which relay is selected from O𝑑(𝑛, 𝑖)

in Phase II, an outage event can occur when the end-to-end
capacity of all the relays belonging to O𝑑(𝑛, 𝑖) is below the
target value, i.e., 𝐶𝐼𝐼

𝑧 < 𝐶𝑡ℎ ∀𝑧 ∈ O𝑑(𝑛, 𝑖). Let 𝐹𝑋(𝜁) denote
the 𝑐𝑑𝑓 of this case. Referring to (3), the outage probability
with a given 𝑦 can be written as

𝐹𝑋(𝜆
𝑡ℎ − 𝑦𝛾𝑆𝛾𝑅 )

= ∏
𝑧∈O𝑑(𝑛,𝑖)

𝑄(𝜇𝑥 − 𝜉 ln ((𝜆
𝑡ℎ − 𝑦𝛾𝑆) /𝛾𝑅)�̂� ) .

(38)
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Then, similar to (24), the outage probability in this case can
be expressed as

𝑃A
𝑜𝑢𝑡 (𝑂 | 𝑧) = ∫𝜆𝑡ℎ/𝛾𝑆

0
𝐹𝑋(𝜆

𝑡ℎ − 𝑦𝛾𝑆𝛾𝑅 )𝑓𝑌 (𝑦) 𝑑𝑦
= ∫𝜆𝑡ℎ/𝛾𝑆

0
∏

𝑧∈O𝑑(𝑛,𝑖)
𝑄(𝜇𝑥 − 𝜉 ln ((𝜆

𝑡ℎ − 𝑦𝛾𝑆) /𝛾𝑅)�̂� )
⋅ 𝑓𝑌 (𝑦) 𝑑𝑦

(39)

Applying the same procedures of deriving (28) gives

𝑃A
𝑜𝑢𝑡 (𝑂 | 𝑧)
= ∫(𝜉 ln(𝜆𝑡ℎ/𝛾𝑆)−𝜇𝑦)/𝜎

−∞
∏

𝑧∈O𝑑(𝑛,𝑖)
𝑄(𝜇𝑥 − 𝜉 ln𝑦

�̂� )
⋅ 1√2𝜋 exp(−V22 )𝑑V,

(40)

where 𝑦 is the same as that in (27).
(b) . In this case, the end-to-end capacity can be written

as

𝐶A
𝑒𝑛𝑑 (𝑂 | 𝑧) = ∫∞

0
∫∞

0

12 log2 (1 + 𝑥𝛾𝑅 + 𝑦𝛾𝑆)
× 𝑓𝑌 (𝑦) 𝑓𝑋 (𝑥) 𝑑𝑥 𝑑𝑦,

(41)

where 𝑓𝑋(𝜁) represents the corresponding 𝑝𝑑𝑓 of (38).
Taking derivation of (38) gives

𝑓𝑋 (𝜁) = ∑
𝑧∈O𝑑(𝑛,𝑖)

𝜉√2𝜋�̂�𝜁 exp(−(𝜉 ln 𝜁 − 𝜇𝑥)
2

2�̂�2 )
× ∏

𝑧∈O𝑑(𝑛,𝑖),𝑧 ̸=𝑧
𝑄(𝜇𝑥 − 𝜉 ln 𝜁�̂� ) ,

(42)

where 𝜇𝑥 associated with the 𝑧-th relay inO𝑑(𝑛, 𝑖) is similar
to 𝜇𝑥 associated with the 𝑧-th relay in O𝑑(𝑛, 𝑖). Then, the
average end-to-end capacity can be expressed as

𝐶A
𝑒𝑛𝑑 (𝑂 | 𝑧) = ∑

𝑧∈O𝑑(𝑛,𝑖)
∫∞

0
∫∞

0

12 log2 (1 + 𝑥𝛾𝑅 + 𝑦𝛾𝑆)
⋅ 𝜉√2𝜋�̂�𝑥 exp(−(𝜉 ln𝑥 − 𝜇𝑥)22�̂�2 )
⋅ ∏
𝑧∈O𝑑(𝑛,𝑖),𝑧 ̸=𝑧

𝑄(𝜇𝑥 − 𝜉 ln𝑥�̂� )

× 𝜉√2𝜋�̂�𝑦 exp(−(𝜉 ln𝑦 − 𝜇𝑦)22�̂�2 )𝑑𝑥𝑑𝑦

(43)

Letting 𝑢 = (𝜉 ln𝑥 − 𝜇𝑥)/(√2�̂�) and V = (𝜉 ln𝑦 − 𝜇𝑦)/(√2�̂�)
gives

𝐶A
𝑒𝑛𝑑 (𝑂 | 𝑧) = ∑

𝑧∈O𝑑(𝑛,𝑖)
∫∞

−∞
∫∞

−∞

12 log2 [1 + 𝛾𝑅 exp(√2�̂�𝑢 + 𝜇𝑥𝜉 ) + 𝛾𝑆 exp(√2�̂�V + 𝜇𝑦𝜉 )]
× ∏

𝑧∈O𝑑(𝑛,𝑖),𝑧 ̸=𝑧
𝑄(𝜇𝑥 − 𝜇𝑥 − 𝑢√2�̂��̂� ) 1𝜋𝑒−V2𝑒−𝑢2𝑑𝑢 𝑑V

(44)

Applying theHermite polynomial approach into (44) renders

𝐶A
𝑒𝑛𝑑 (𝑂 | 𝑧) ≅ 𝑁𝐻∑

𝜂=1

𝑁𝐻∑
𝜅=1

∑
𝑧∈O𝑑(𝑛,𝑖)

𝜔𝜂𝜔𝜅2 log2 [1 + 𝛾𝑅 exp(√2�̂�𝑡𝜂 + 𝜇𝑥𝜉 ) + 𝛾𝑆 exp(√2�̂�𝑡𝜅 + 𝜇𝑦𝜉 )]
× ∏

𝑧∈O𝑑(𝑛,𝑖),𝑧 ̸=𝑧
𝑄(𝜇𝑥 − 𝜇𝑥 − 𝑡𝜂√2�̂��̂� ) .

(45)

(2) CaseB: No Masqueraders Are Decodable. Denote by𝑃B
𝑜𝑢𝑡(𝑂 | 𝑧) and 𝐶B

𝑒𝑛𝑑(𝑂 | 𝑧) the conditional outage proba-
bility and end-to-end capacity when the 𝑧-th relay is selected

from O𝑑(𝑚, 𝑗) under the conditions of M𝑑(𝑛, 𝑖) and M(𝑛, 𝑖).
Then, the outage probability and end-to-end capacity can be
expressed as (46) and (47), respectively.
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𝑃B
𝑜𝑢𝑡 (𝑂) = 𝑁∑

𝑛=1

(𝑁𝑛 )∑
𝑖=1

𝑁−𝑛∑
𝑚=1

(𝑁−𝑛
𝑚 )∑
𝑗=1

𝑃B
𝑜𝑢𝑡 (𝑂 | 𝑧) 𝑃 [O𝑑 (𝑚, 𝑗) | M𝑑 (𝑛, 𝑖) ,M (𝑛, 𝑖)] 𝑃 [M𝑑 (𝑛, 𝑖) | M (𝑛, 𝑖)] 𝑃 [M (𝑛, 𝑖)] . (46)

𝐶B
𝑒𝑛𝑑 (𝑂) = 𝑁∑

𝑛=1

(𝑁𝑛 )∑
𝑖=1

𝑁−𝑛∑
𝑚=1

(𝑁−𝑛
𝑚 )∑
𝑗=1

𝐶B
𝑒𝑛𝑑 (𝑂 | 𝑧) 𝑃 [O𝑑 (𝑚, 𝑗) | M𝑑 (𝑛, 𝑖) ,M (𝑛, 𝑖)] 𝑃 [M𝑑 (𝑛, 𝑖) | M (𝑛, 𝑖)] 𝑃 [M (𝑛, 𝑖)] . (47)

Applying the same procedures as mentioned in Case A by
replacing O𝑑(𝑛, 𝑖) in (40) and (45) with O𝑑(𝑚, 𝑗) gives the
conditional outage probability 𝑃B

𝑜𝑢𝑡(𝑂 | 𝑧) and end-to-end
capacity 𝐶B

𝑒𝑛𝑑(𝑂 | 𝑧) for this case.
(3) Case C: No Decodable Masqueraders Are Active.

Similar to Cases A and B, let 𝑃C
𝑜𝑢𝑡(𝑂 | 𝑧) and 𝐶C

𝑒𝑛𝑑(𝑂 | 𝑧)

represent the conditional outage probability and end-
to-end capacity when the 𝑧-th relay is selected from
O𝑑(ℓ, 𝑘) under the conditions of M𝑎(𝑚, 𝑗), M𝑑(𝑚, 𝑗), and
M(𝑛, 𝑖). Moreover, the outage probability and end-to-end
capacity can be expressed as (48) and (49), respective-
ly.

𝑃C
𝑜𝑢𝑡 (𝑂) = 𝑁∑

𝑛=1

𝑛∑
𝑚=1

𝑁−𝑛∑
ℓ=1

(𝑁𝑛 )∑
𝑖=1

( 𝑛
𝑚 )∑
𝑗=1

(𝑁−𝑛
ℓ )∑
𝑘=1

𝑃C
𝑜𝑢𝑡 (𝑂 | 𝑧) 𝑃 [O𝑑 (ℓ, 𝑘) | M𝑎 (𝑚, 𝑗) ,M𝑑 (𝑚, 𝑗) ,M (𝑛, 𝑖)]

× 𝑃 [M𝑎 (𝑚, 𝑗) | M𝑑 (𝑚, 𝑗) ,M (𝑛, 𝑖)] 𝑃 [M𝑑 (𝑚, 𝑗) | M (𝑛, 𝑖)] 𝑃 [M (𝑛, 𝑖)] .
(48)

𝐶C
𝑒𝑛𝑑 (𝑂) = 𝑁∑

𝑛=1

𝑛∑
𝑚=1

𝑁−𝑛∑
ℓ=1

(𝑁𝑛 )∑
𝑖=1

( 𝑛
𝑚 )∑
𝑗=1

(𝑁−𝑛
ℓ )∑

𝑘=1
𝐶C

𝑒𝑛𝑑 (𝑂 | 𝑧) 𝑃 [O𝑑 (ℓ, 𝑘) | M𝑎 (𝑚, 𝑗) ,M𝑑 (𝑚, 𝑗) ,M (𝑛, 𝑖)]
× 𝑃 [M𝑎 (𝑚, 𝑗) | M𝑑 (𝑚, 𝑗) ,M (𝑛, 𝑖)] 𝑃 [M𝑑 (𝑚, 𝑗) | M (𝑛, 𝑖)] 𝑃 [M (𝑛, 𝑖)] .

(49)

At last, replacingO𝑑(𝑛, 𝑖) in (40) and (45) withO𝑑(ℓ, 𝑘) gives𝑃C
𝑜𝑢𝑡(𝑂 | 𝑧) and 𝐶C

𝑒𝑛𝑑(𝑂 | 𝑧).
4.3. Empty Decodable Set D(𝑆). Denote by D(𝑆) = 0
the empty decodable set. Then, we can have the occurring
probability for this case as

𝑃 [D (𝑆) = 0] = ∏
𝜂∈N

𝑄(𝜇𝐼𝐼
𝜂 − 𝜉 ln 𝜆𝑡ℎ�̂� ) . (50)

(1) . With D(𝑆) = 0, the outage probability can be ex-
pressed as

𝑃𝑜𝑢𝑡 (0) = 𝑃 [𝐶𝑆 < 𝐶𝑡ℎ | D (𝑆) = 0] 𝑃 [D (𝑆) = 0] , (51)

where 𝑃[𝐶𝑆 < 𝐶𝑡ℎ | D(𝑆) = 0] can also be derived as

𝑃 [𝐶𝑆 < 𝐶𝑡ℎ | D (𝑆) = 0]
= 𝑃 [log2 (1 + 𝑦𝛾𝑆) < 𝐶𝑡ℎ | D (𝑆) = 0]
= 𝑃 [𝑦 < 𝜆𝑡ℎ | D (𝑆) = 0] = 𝑄(𝜇𝑦 − 𝜉 ln 𝜆𝑡ℎ�̂� ) ,

(52)

where 𝜆𝑡ℎ = (2𝐶𝑡ℎ − 1)/𝛾𝑆.

(2) . The capacity can be expressed as

𝐶𝑒𝑛𝑑 (0)
= 𝐸 [log2 (1 + 𝑦𝛾𝑆) | D (𝑆) = 0] 𝑃 [D (𝑆) = 0] , (53)

where 𝐸[log2 (1 + 𝑦𝛾𝑆) | D(𝑆) = 0] can be expressed as

𝐸 [log2 (1 + 𝑦𝛾𝑆) | D (𝑆) = 0] = ∫∞

0
log2 (1 + 𝑦𝛾𝑆)

⋅ 𝜉√2𝜋�̂�𝑦 exp(−(𝜉 ln𝑦 − 𝜇𝑆)22�̂�2 )𝑑𝑥 (54)

Following the procedure of deriving (33), we can have the
numerical expression of (54) as

𝐸 [log2 (1 + 𝑦𝛾𝑆) | D (𝑆) = 0]
≅ 𝑁𝐻∑

𝜂=1
𝜔𝜂log2 [1 + 𝛾𝑆exp(√2�̂�𝑡𝜂 + 𝜇𝑦𝜉 )] . (55)

5. Numerical Results

In this section, the relay-assisted D2D and cellular networks
are considered to evaluate the exactness of the analytical
model and investigate the performance degradation caused
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(a) Vertically deployed relays (b) Horizontally deployed relays

Figure 2: Relay-assisted D2D network with𝑁 (a) vertically and (b) horizontally deployed relays.

by the masquerading attack. In either scenario, the unit-
variance Rayleigh fading is assumed. Also, the path loss
exponent is 3.5 and the standard deviation of the Log-Normal
shadowing is 6 in the dB domain. All the simulation results
are obtained by averaging over 200,000 rounds.

5.1. D2D Network. Here, the vertical deployment of the
relay network (as shown in Figure 2(a)) is firstly applied
for investigating the impact of the masquerading attack.
Then, the horizontal deployment of Figure 2(b) is used to
quantitatively investigate the effect of the location of a single
designatedmasquerader. As shown in the figures, the distance
between 𝑆 and 𝐷 is 𝑑𝐷𝑆 = 1000 m; and that between two
neighboring relays is 𝑑𝑅 = 50 m. The transmission power
of the source 𝑃𝑆 is set so that the thermal noise outage (𝑂𝑁)
at the destination can be 0.2 [19]. Similarly, the transmission
power of each relay 𝑃𝑅 is set so that 𝑂𝑁 = 0.2 can be
achieved by the central relay (e.g., 𝑅2 with 𝑁 = 3 or 𝑅3
with 𝑁 = 5). Note that the required SNR corresponding to𝑂𝑁 = 0.2 is defined as 0 dB, whereas, for the purpose of
evaluating the outage probability, the SNR threshold is 8 dB.
Also, the capacity threshold 𝐶𝑡ℎ in Sections 2, 3, and 4 can
be obtained by substituting the SNR threshold into the well-
known equation of Shannon capacity.

Figure 6 shows the (a) outage probability and (b) average
end-to-end capacity with respect to 𝑃𝛽 for the relay-assisted
D2D network under the CELN channel environment, where𝑃𝛼 = 0.5; 𝑁 = 3, 𝑁 = 5, and 𝑁 = 9 relays are
placed according to the vertical deployment as illustrated in
Figure 2(a). Apparently, the analytic and simulation results
match with each other quite well. Most importantly, as
demonstrated in the figures, the masquerading attack can
cause significant performance degradation. For example, as
the 𝑃𝛽 increases from 0 to 0.4, the outage probability for
the case with 𝑁 = 5 can increase from 0.03 to 0.16. In
addition, it can lead to 16% capacity loss (from 2.95 to 2.49
bps/Hz). Moreover, as 𝑃𝛽 keeps growing, its impact becomes
marginal. It should be noticed that the equivalent activity of
the masquerading behavior for each relay is 𝑃𝛼 × 𝑃𝛽, whereas
the overall masquerading behavior across the whole network
is 𝑁 × 𝑃𝛼 × 𝑃𝛽. Thus, with 𝑁 = 5, 𝑃𝛼 = 0.5, and 𝑃𝛽 = 0.2,
solely 𝑃𝛼 × 𝑃𝛽 = 0.5 × 0.2 = 10% (or overall 5 × 0.5 × 0.2 =

50%) equivalent activity of the masqueraders can cause 9.2%
capacity loss (from 2.95 to 2.68), while the outage probability
can increase from 0.03 to 0.1. When the equivalent activity
becomes 𝑃𝛼×𝑃𝛽 = 0.5×1 = 50% (or overall𝑁×𝑃𝛼×𝑃𝛽 = 5×0.5×1 = 250%), it ends in 25%capacity loss and unacceptably
high outage probability of 0.23 (667% rise).

This phenomenon can become deteriorated when the
number of relays increases. For example, comparing the curve
of 𝑁 = 5 at 𝑃𝛽 = 0.4, using 𝑁 = 9 relays can result
in additional 6% capacity loss (from 2.49 to 2.34 bps/Hz),
and higher outage probability (increasing from 0.16 to 0.21).
Moreover, as 𝑃𝛽 grows to one, 34% capacity loss can be
resulted; and the outage probability can be extremely risen by
6310%. It should be noticed that, in general, usingmore relays
can contribute to a better system performance. However, the
masqueraders seriously dilute the diversity gain. Thus, how
to tackle the issue of masqueraders could be an important
issue for the future generation of hyperdense relay networks.
Figure 3 shows the (a) outage probability and (b) average
end-to-end capacity with respect to 𝑃𝛽 for the relay-assisted
D2D network under the CELN channel environment, where𝑃𝛼 = 0.5; 𝑁 = 3, 𝑁 = 5, and 𝑁 = 9 relays are
placed according to the vertical deployment as illustrated in
Figure 2(a).

Figure 4 shows the (a) outage probability and (b) average
end-to-end capacity for the relay-assisted D2D network
under the CELN environment with a single designated
masquerader according to the horizontal deployment as
illustrated in Figure 2(b), where 𝑁 = 7 and 𝑃𝛽 = 1. Note
that the cases without masquerader mean that all the 𝑁 = 7
relays are ordinary ones, whereas the cases withmasquerader
mean that there is only one masquerader indicated by the
horizontal axis. In addition to the similar phenomenon
observed from Figure 6 (i.e., the significant performance
degradation caused by the masquerader), one can also find
that the masquerader located farther from the destination
can cause severer performance degradation.This explains the
lowest capacity and highest outage probability for the case
of the first relay (i.e., 𝑅1) being the designated masquerader.
Therefore, it can be expected that a masquerader can possibly
incur a serious bottleneck effect on the multihop transmis-
sions in the future generation of wireless communication
systems.
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Figure 3: (a) Outage probability and (b) average end-to-end capacity with respect to 𝑃𝛽 for the relay-assisted D2D network under the CELN
channel environment, where 𝑃𝛼 = 0.5; 𝑁 = 3, 𝑁 = 5, and 𝑁 = 9 relays are placed according to the vertical deployment as illustrated in
Figure 2(a).
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Figure 4: (a) Outage probability and (b) average end-to-end capacity for the relay-assisted D2D network under the CELN environment with
a single designated masquerader according to the horizontal deployment as illustrated in Figure 2(b), where𝑁 = 7 and 𝑃𝛽 = 1.

5.2. Cellular Network. In the cellular scenario, one cell with
three 120∘ sectors is considered. As per the parameter setting
in Figure 1, the simulation is conducted for the network
topologies illustrated in Figures 5(a) and 5(b).Therein,𝑁 = 3
and 9 relays are fixed at the middles or uniformly distributed
over its coverage area, respectively. In the latter case, the
minimum distance between a relay and BS is 100 m. Also, in
both cases, the location of MS is uniformly spread over the
sector. Since the analytical results are obtained by averaging
over 100 randomly generated network topologies, the time
required to calculate all the cases discussed in Sections 3 and
4 can be prohibitively prolonged when 𝑁 ≥ 7. Thus, only𝑁 = 3 is considered for generating the analytical results.
Firstly, the exactness of the analytical results can still be
verified. Secondly, as observed in the D2D network, more

stringent performance degradation can be incurred by the
larger amount of relays. Thirdly, the masquerading attack
can cause more significant performance degradation for the
cases with uniformly distributed relays. For the example with𝑁 = 9 uniformly distributed relays, serious masquerading
attack can cause 30% capacity loss (from 4.93 to 3.46 bps/Hz).
However, the loss becomes 18% (from 3.71 to 3.05 bps/Hz)
when the relays are fixed at the middles of the sector. Note
that the larger diversity gain can be obtained when the relays
are “not fixed” at themiddles of the sector (which explains the
better performance for the cases with uniformly distributed
relays as well). However, the masquerading attack dilutes
the achievable diversity gain and causes larger performance
degradation for the cases with larger diversity gain (as
aforementioned).
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(a) A sector with fixed relays (b) A sector with uniformly distributed relays

Figure 5: A cellular sector with𝑁 (a) fixed relays and (b) uniformly distributed relays.
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Figure 6: (a) Outage probability and (b) average end-to-end capacity with respect to 𝑃𝛽 for the cellular networks with fixed and uniformly
distributed relays under the CELN channel environment, where 𝑃𝛼 = 0.5; the numbers of relays are𝑁 = 3 and𝑁 = 9.

6. Conclusions

In this paper, we have defined the masquerading attack for
the relay-assisted networks. For the purpose of numerically
characterizing the masquerading attack, the mathematical
expressions for the end-to-end capacity and outage prob-
ability have been derived. To make the discussions more
complete, the CELN channel model was taken into account
such that the geographic effects of the network topology can
be captured. Moreover, the random masquerading behavior
was considered as well, including the probability of a relay
to become a masquerader and probability of a masquerader
to become active. Via the analytical and simulation results, it
was found that the masquerading attack can cause 34% and30% capacity loss for considered D2D and cellular networks.
Also, the corresponding outage probability can be extremely
risen.

Nowadays, the necessity of relay-assisted transmission
scheme for the next generation of wireless communication
networks has been widely recognized. With the aid of relay,
the performance of secondary users in the cognitive network
can be improved [21]; the physical layer security in the large-
scale fifth-generation network can be strengthened [22]; the
energy efficiency and link reliability for the vehicular ad hoc
networks can be enhanced [23]; the cellular coverage area can
be extended via multihop D2D communications [6, 7, 24],
especially for themillimeter-wave-based systems [25–27] and
Internet-of-Things [28]; the high quality transmissions for
the sensor network can be achieved [29] as well. However,
based on the finding of this paper, the achievable diversity
gain via relay transmissions will be seriously diluted under
the masquerading attack. De facto, in addition to the DNPS
protocol, any arbitrary relay networks (especially for the
ones operating in the distributed mode) can encounter this
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kind of threat, which hypocritically forwards packets and
removes the diversity gain in silence. Thus, how to evaluate
and alleviate the impact of the masqueraders could be a
critical issue to fully utilize the advantages of relay-assisted
transmissions. This paper can be recognized as a first step to
inspire the investigation of the masquerading attack for the
relay networks.
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This paper studies the impacts of antenna selection algorithms in decode-and-forward (DF) cooperative nonorthogonal multiple
access (NOMA) networks, where the secure information from the relay can be overheard by an eavesdropper in the networks. In
order to ensure the secure transmission, an optimal antenna selection algorithm is proposed to choose one best relay’s antenna to
assist the secure transmission. We study the impact of antenna selection on the system secure communication through deriving
the analytical expression of the secrecy outage probability along with the asymptotic expression in the high regime of signal-to-
noise ratio (SNR) and main-to-eavesdropper ratio (MER). From the analytical and asymptotic expressions, we find that the system
secure performance is highly dependent on the system parameters such as the number of antennas at the relay, SNR, and MER. In
particular, the secrecy diversity order of the system is equal to the antenna number, when the interference from the second user is
limited.

1. Introduction

In recent years, the wireless data rate has been explosively
increasing [1–4], and many wireless services have been
emerging, which requires the rapid development of wireless
transmission [5–8]. As one of themost promising techniques,
nonorthogonal multiple access (NOMA) provides superhigh
data rate over the orthogonal multiple access, and hence it
has been recognized as one candidate for the next-generation
wireless communication networks [9, 10].

Moreover, NOMA has been demonstrated to be com-
patible with other emerging technologies [11–14]. In partic-
ular, the impact of imperfect self-interference cancellation
for full-duplex cooperative NOMA is investigated in [12],
while authors in [13] study the combination of NOMA and
relay selection and results show that the proposed strategy
can provide maximal diversity gain. Considering multiple
sources, relay sharing scheme is proposed in [14] and results
show that the proposed scheme outperforms OMA under
perfect or imperfect SIC.

Due to the broadcast nature of wireless transmission, it
is of vital importance to guarantee the transmission security
from the application layer [15–19] to physical layer [20, 21].
The authors in [22] provided the framework of wiretap
channels, which gives a general way to analyze and design the
secure physical-layer security. In general, the performances of
secure communications is affected by many wireless channel
parameters, such as the channel correlation [23–25] and
fading characteristics [26–28]. Recently, researchers turned to
study the physical-layer security for NOMA communication
systems. In [29], the authors proposed the transmission
antenna selection forNOMAsystemswithmultiple antennas,
in order to ensure the secure communication.The authors in
[30] optimized the secrecy sum rate ofmultiple users, in order
to optimize the system design. Moreover, the authors in [31]
investigated the downlink NOMA communication systems
and proposed a secure beamforming algorithm to enhance
the physical-layer security.

To further enhance the physical-layer security of NOMA
systems, researchers proposed the spatial selection, such as
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antenna selection or relay selection [32]. The authors in
[33] extended this work into amplify-and-forward (AF) and
decode-and-forward (DF) modes and devised a novel relay
selection scheme which consists of two stages. The analytical
results in this paper depicted that the proposed scheme
outperformed the conventional relay selection schemes. The
authors in [34] studied the NOMA system over Nakagami-
m fading channels and verified that relay selection could
enhance the wireless security for the fixed-gain relaying
mode. In [13], the authors applied the relay selection
technique into NOMA systems with multiple relays and
demonstrated that the proposed scheme could achieve the
maximum secrecy diversity gain. Moreover, the authors in
[14] studied the NOMA systems with multiple sources, and
devised a relay sharing scheme which was demonstrated to
outperform the conventional OMA with either perfect or
imperfect SIC. In [35], the authors studied the NOMA com-
munication systems with AF relay, and derived the analytical
outage expression for the cooperative NOMA networks.

However, as to the best of our knowledge, there are no
literatures on the effects of the antenna selection algorithms
on the secrecy outage probability for cooperative NOMA.
Motivated by that, based on the optimal antenna selection
algorithm, this paper studies the secrecy outage performance
for decode-and-forward (DF) cooperative NOMA networks.
(DF relay can decode the wireless signal before forwarding
to the destination note, which can improve the link quality.
While amplify-and-forward (AF) relay only amplifies its
received signal and the link quality can not be improved.
Considering the advantages of DF relay scheme compared
with AF scheme, only DF cooperative network is studied
in this paper.) By using NOMA protocol and with the help
of the relay station, the source station transfers messages to
two destinations simultaneously. The best antenna of relay is
selected to assist the secure transmission from the source to
the destinations.The impact of the system parameters is ana-
lyzed through deriving the exact analytical expressions on the
secrecy outage performance as well as the asymptotic results
with large SNR and main-to-eavesdropper ratio (MER). We
find that the system secure performance is highly dependent
on the system parameters such as the number of antennas at
the relay, SNR, and MER. Specifically, the secrecy diversity
order of the system is equal to the antenna number, when the
interference from the second user is limited. Furthermore,
simulation results are provided to validate the theoretical
analysis.

The main contributions of this paper are summarized as
follows:

(1) An optimal antenna selection for cooperative NOMA
networks is proposed and the closed-form exact
expressions and the asymptotic expressions on the
secrecy outage performance are derived.

(2) According to the asymptotic analysis, the impacts
of the system parameters on the secrecy outage
probability are revealed. We find that, in the case of
limited interference, the secrecy diversity order of the
system is equal to the antenna number









Figure 1: Secure antenna selection for cooperative NOMA net-
works.

Notations.We use the notations log2(⋅) and ln(⋅) to represent
the logarithms with the base of 2 and natural, respectively.
Moreover, we use notations 𝑓𝑋(𝑥) and 𝐹𝑋(𝑥) to represent
the probability density function and cumulative distribution
function of the random variable 𝑋, respectively. Notation
E(𝑋) returns the expectation result of a random event 𝑋. In
addition, 𝑥 ∼ CN(𝜇, 𝜎2) indicates that the random variable𝑥 follows a circularly symmetric complex-valued Gaussian
distribution of the mean 𝜇 and variance 𝜎2. We use the
notation 𝑅-𝐷 to denote the link from 𝑅 to 𝐷.

2. System Model and Selection Algorithm

The system model of two-slot decode-and-forward (DF)
cooperative NOMA networks is given in Figure 1. The con-
sidered system consists of one source station, a DF relay with𝑁 antennas, two destinations, and one passive eavesdropper,
denoted as 𝑆,𝑅, {𝐷1, 𝐷2}, and𝐸, respectively.The relay station
is equipped with 𝑁 antennas, and we use {𝑅𝑛, 𝑛 ∈ [1,𝑁]}
to denote the 𝑛-th antenna of 𝑅. It is assumed that perfect
channel status information (CSI) of ℎ𝑆𝑅𝑛 , ℎ𝑅𝑛𝐷1 , and ℎ𝑅𝑛𝐷1 can
be obtained by the relay station through dedicated feedback
channel [36–39]. Since the eavesdropper does not transmit
any signal all the time [40], the relay cannot obtain the CSI of
the eavesdropping links. Due to the long distance or severe
shadow fading [41–43], there exists no direct link between
the source and the destinations.Then with the assistant of the
relay station, the source station can transfer messages to two
destinations by using the NOMA protocol. Meanwhile, the
wireless signal from the relay station may be intercepted by
the eavesdropper. Both 𝑆 and 𝐷 are assumed to be equipped
with a single antenna and operate in the half-duplex time-
division mode. To reduce the information leakage to the
eavesdropper, the best antenna in 𝑅 is selected to decode
the signal and forward to the destinations. As mentioned
before, the destinations share the wireless channel through
NOMA protocol. In addition, all of the wireless channels
are assumed to be quasi-static Rayleigh block fading and
statistically independent of each other.

In the first slot, a mixture signal is transmitted from
the source station to the selected relay’s antenna. Thus, the
received signal at 𝑛-th antenna of 𝑅 can be expressed as

𝑟𝑅𝑛 = ℎ𝑆𝑅𝑛 (√𝛼1𝑃𝑆𝑥1 + √𝛼2𝑃𝑆𝑥2) + 𝑛𝑅𝑛 , (1)
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where 𝑥1, 𝑥2 are the messages transmitted from 𝑆 to 𝐷1 and𝐷2, respectively. 𝑛𝑅𝑛 ∼ CN(0,𝑁0) is the additive white
Gaussian noise (AWGN) received at 𝑅𝑛. We use 𝑃𝑆 to denote
the total transmission power of the source station and useℎ𝑆𝑅𝑛 ∼ CN(0, 𝜆0) to represent the instantaneous channel
fading coefficient between 𝑆 and 𝑅𝑛. The power allocation
factors for 𝑥1 and 𝑥2 are denoted by 𝛼1, 𝛼2, respectively.
According to the NOMA protocol [13], low rate and urgent
traffic are carried by the first data stream, while the second
data stream 𝑥2 is used for opportunistic communications
with long time tasks. To satisfy the total power requirement,𝛼1 and 𝛼2 meet the following constraint: 𝛼1 + 𝛼2 = 1 and𝛼1 > 𝛼2.

In this paper, we assume that perfect successive interfer-
ence cancellation (SIC) receiver [44, 45] is used at 𝑅𝑛. Thus,𝑥2 is treated as interference before 𝑥1 is decoded. Therefore,
the SINRs for 𝑥1 and 𝑥2 at 𝑅𝑛 can be obtained as

SINR(1)𝑅𝑛 = 𝛼1𝑃𝑆V𝑛𝛼2𝑃𝑆V𝑛 + 𝜎2 , (2)

and

SINR(2)𝑅𝑛 = 𝛼2𝑃𝑆V𝑛𝜎2 , (3)

respectively, where V𝑛 = |ℎ𝑆𝑅𝑛 |2 is used to denote the channel
fading gain between 𝑆 and 𝑅𝑛.

Consequently, the achievable rate for 𝑥1 and 𝑥2 at 𝑅𝑛 can
be expressed as follows:

𝐶(1)𝑅𝑛 = 12 log2 (1 + SINR(1)𝑅𝑛 )
= 12 log2 (1 + 𝛼1V𝑛𝛼2V𝑛 + 1/𝜌𝑆) , (4)

and

𝐶(2)𝑅𝑛 = 12 log2 (1 + SINR(2)𝑅𝑛 ) = 12 log2 (1 + 𝛼2𝜌𝑆V𝑛) , (5)

where 𝜌𝑆 = 𝑃𝑆/𝑁0.
Both of the data streams, i.e., 𝑥1 and 𝑥2, are decoded by

the selected antenna in the second slot and forwarded to the
destinations. Meanwhile, the wireless signal from the relay
may be overheard by the passive eavesdropper. Given that 𝑅𝑛
is selected and the received signal at𝐷2 and 𝐸 can be given as

𝑟𝐷2 = ℎ𝑅𝑛𝐷2 (√𝛼1𝑃𝑅𝑥1 + √𝛼2𝑃𝑅𝑥2) + 𝑛𝐷2 , (6)

𝑟𝐸 = ℎ𝑅𝑛𝐸 (√𝛼1𝑃𝑅𝑥1 + √𝛼2𝑃𝑅𝑥2) + 𝑛𝐸, (7)

where ℎ𝑅𝑛𝐷2 ∼ CN(0, 𝜆2), ℎ𝑅𝑛𝐸 ∼ CN(0, 𝜆𝐸) are the in-
stantaneous channel fading coefficient of 𝑅𝑛-𝐷2 and 𝑅𝑛-𝐸
links, respectively, 𝑃𝑅 is the transmission power of 𝑅𝑛, 𝑛𝐷2 ∼
CN(0,𝑁0), and 𝑛𝐸 ∼ CN(0,𝑁0) denote theAWGNreceived
at 𝐷2 and 𝐸, respectively.

Moreover, it is assumed that SIC receiver is used at both𝐷2 and 𝐸. That is, 𝑥2 is treated as noise when they are trying

to decode 𝑥1. Thus, the achievable rates of 𝑥1 at𝐷2 and 𝐸 are
given as (4)

𝐶(1)𝐷2 = 12 log2 (1 + SINR(1)𝐷2)
= 12 log2 (1 + 𝛼1𝑢𝑛𝛼2𝑢𝑛 + 1/𝜌𝑅) , (8)

𝐶(1)𝐸 = 12 log2 (1 + SINR(1)𝐸 )
= 12 log2 (1 + 𝛼1𝑔𝑛𝛼2𝑔𝑛 + 1/𝜌𝑅) , (9)

where 𝑢𝑛 = |ℎ𝑅𝑛𝐷2 |2 and 𝑔𝑛 = |ℎ𝑅𝑛𝐸|2 denote the channel
fading gain of links 𝑅𝑛-𝐷2 and 𝑅𝑛-𝐸, respectively, and 𝜌𝑅 =𝑃𝑅/𝑁0.

Conditioned on that 𝑥1 is decoded successfully, then the
achievable rates of 𝑥2 at 𝐷2 and 𝐸 can be expressed as

𝐶(2)𝐷2 = 12 log2 (1 + SINR(2)𝐷2) = 12 log2 (1 + 𝛼2𝜌𝑅𝑢𝑛) , (10)

and

𝐶(2)𝐸 = 12 log2 (1 + SINR(2)𝐸 ) = 12 log2 (1 + 𝛼2𝜌𝑅𝑔𝑛) . (11)

Thus, the secrecy capacity of the relaying system can be
written as [46]

𝐶𝑆 = [𝐶(2)𝐷2 − 𝐶(2)𝐸 ]+ , (12)

where [𝑥]+ = max{𝑥, 0}.
Based on the theoretical analysis on the secrecy capacity,

in order to minimize the secrecy outage probability of
cooperative NOMA system, an optimal antenna selection
algorithm is proposed in the following section.

The correctly decoding antenna subset is defined in the
first step of the proposed algorithm as follows:

𝑆𝐷 = {𝑛 : 𝑛 ∈ [1,𝑁] , SINR(1)𝑅𝑛 ≥ 𝛾1, SINR(2)𝑅𝑛 ≥ 𝛾2} , (13)

with

𝛾1 = 22𝑅1 − 1,
𝛾2 = 22𝑅2 − 1, (14)

where 𝑅1 and 𝑅2 denote the minimum rate requirements for𝑥1 and 𝑥2, respectively.
It is easy to prove that both 𝐶(1)𝐷2 and 𝐶(2)𝐷2 are monotone

increasing functions with respect to 𝑢𝑛. In the second step
of the selection algorithm, since the relay has no CSI of the
eavesdropper, the optimal antenna selection algorithm can be
performed as follows:

𝑛∗ = argmax
𝑛∈𝑆𝐷

{𝑢𝑛} . (15)
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3. Performance Analysis

In this section, the theoretical analysis on the secrecy outage
probability for the cooperative NOMA networks will be
derived, as well as the asymptotic results. From the analysis, a
deep insight on the effects of the system parameters, such as
the antenna number and the power allocation factors, on the
outage performance is present.

3.1. Exact Expression on Secrecy Outage Probability. In this
section, the outage probability of the first step in (13) is
analyzed. Given that relay antenna 𝑅𝑛 is randomly selected,𝐻𝑛 is defined as the probability that 𝑅𝑛 belongs to the
decoding antenna subset 𝑆𝐷. By substituting (4) and (5) into
(13), we have

𝐻𝑛 = Pr [𝑅𝑛 ∈ 𝑆𝐷] = Pr [SINR(1)𝑅𝑛 ≥ 𝛾1, SINR(2)𝑅𝑛 ≥ 𝛾2]
= 𝑒−𝑐3/𝜌𝑆𝜆0 , (16)

with

𝑐1 = 𝛾1𝛼1 − 𝛼2𝛾1 ,
𝑐2 = 𝛾2𝛼2 ,
𝑐3 = max {𝑐1, 𝑐2} .

(17)

Note that when 𝛾1 ≥ 𝛼1/𝛼2, no antenna can decode 𝑥1
correctly, and the outage occurs definitely.Thus, we only need
to consider the case that 𝛾1 < 𝛼1/𝛼2.

We use |𝑆𝐷| to denote the size of subset 𝑆𝐷. Because of the
statistical independence between 𝑆−𝑅𝑛 links, the probability
that |𝑆𝐷| equals 𝑀 can be written as

Pr {𝑆𝐷 = 𝑀} = (𝑁
𝑀)(𝐻𝑛)𝑀 (1 − 𝐻𝑛)𝑁−𝑀

= (𝑁
𝑀)(𝑒−𝑐3/𝜌𝑆𝜆0)𝑀 (1 − 𝑒−𝑐3/𝜌𝑆𝜆0)𝑁−𝑀 .

(18)

In particular, the outage probability that the size of 𝑆𝐷
equals zero can be given as

Pr [𝑆𝐷 = 0] = (1 − 𝑒−𝛾𝑚/𝛾𝑠𝛽)𝑁 . (19)

We turn to consider the performance of the second
step in (15), given that 𝑅𝑛 is selected. The scenarios of
successful secrecy transmission can be divided into two cases
as follows. The first case is that both 𝐷2 and 𝐸 can decode𝑥1 successfully, and the secrecy capacity is better than the
minimum requirement simultaneously.The probability of the
first case can be given as

𝑃𝑛,1 = Pr [𝐶(1)𝐷2 ≥ 𝑅1, 𝐶(1)𝐸 ≥ 𝑅1, 𝐶𝑆 ≥ 𝑅𝑆]
= Pr [𝐶(1)𝐷2 ≥ 𝑅1, 𝐶(1)𝐸 ≥ 𝑅1, 𝐶(2)𝐷2 − 𝐶(2)𝐸 ≥ 𝑅𝑆] . (20)

By applying necessary mathematical derivation and sub-
stituting (8), (9), (10), and (11) into (20), we obtain

𝑃𝑛,1 = Pr [𝑢𝑛 ≥ 𝑔𝑛𝛾𝑆 + 𝑐4𝜌𝑅 , 𝑔𝑛 ≥
𝑐1𝜌𝑅] , (21)

where 𝛾𝑆 = 22𝑅𝑆 and 𝑐4 = (𝛾𝑆 − 1)/𝛼2.
The second case is that 𝐸 cannot decode 𝑥1 correctly, but𝐷2 can. In this case, the secrecy capacity equals the achievable

rate of 𝑥2 at 𝐷2. The probability of the second case can be
written as

𝑃𝑛,2 = Pr [𝐶(1)𝐷2 ≥ 𝑅1, 𝐶(1)𝐸 < 𝑅1, 𝐶(2)𝐷2 ≥ 𝑅𝑆] . (22)

Similarly, substituting (8), (9), and (10) into (22), we obtain

𝑃𝑛,2 = Pr [𝑢𝑛 ≥ 𝑐5𝜌𝑅 , 𝑔𝑛 <
𝑐1𝜌𝑅] . (23)

Using the full probability formula, the outage probability
of this step can be calculated as

𝑃𝑂,𝑛,𝑀 = [1 − 𝑃𝑛,1 − 𝑃𝑛,2] , (24)

where 𝑀 > 0 is the size of the decoding antenna subset.
Thus, the secrecy outage probability of the cooperative

NOMA system for 𝑅𝑛 is
𝑃𝑂,𝑛 = Pr [𝑆𝐷 = 0] + 𝑁∑

𝑀=1

Pr [𝑆𝐷 = 𝑀]𝑃𝑂,𝑛,𝑀. (25)

According to the order statistics [47], the CDF of 𝑢𝑛∗ can
be expressed as

𝐹𝑢𝑛∗ (𝑥) = Pr {𝑢𝑛∗ < 𝑥} = Pr {𝑢𝑛 < 𝑥, 𝑛 ∈ 𝑆𝐷} . (26)

Due to the independence of channel fading gains 𝑢𝑛, the
cumulative distribution function can be rewritten as

𝐹𝑢𝑛∗ (𝑥) = 𝑀∏
𝑛=1

Pr {𝑢𝑛 < 𝑥} = (1 − 𝑒−𝑥/𝜆2)𝑀 . (27)

By using the binomial theorem on (27), we obtain

𝐹𝑢𝑛∗ (𝑥) = 1 − 𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−1 𝑒−𝑘𝑥/𝜆2 . (28)

Using the analysis result in (28), the probability density
function of 𝑢𝑛∗ can be expressed as

𝑓𝑢𝑛∗ (𝑥) = 𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−1 𝑘𝜆2 𝑒−𝑘𝑥/𝜆2 . (29)

Since 𝑢𝑛 is independent of 𝑔𝑛, the PDF of 𝑔𝑛∗ remains the
same with that of 𝑔𝑛; i.e.,

𝑓𝑔𝑛∗ (𝑥) = 𝑓𝑔𝑛 (𝑥) = 1𝜆𝐸 𝑒−𝑥/𝜆𝐸 . (30)
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By applying (29) and (30) on (21) and (23), we have

𝑃𝑛∗,1 = 𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−1𝑐6,𝑘𝜆𝐸 𝑒−𝑐7,𝑘/𝜌𝑅 , (31)

with

𝑐6,𝑘 = 1𝜆𝐸 + 𝑘𝛾𝑆𝜆2 ,
𝑐7,𝑘 = 𝑐1𝑐6,𝑘 + 𝑘𝑐4𝜆2 ,

(32)

and

𝑃𝑛∗ ,2 = (1 − 𝑒−𝑐1/𝜌𝑅𝜆𝐸) 𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−1 𝑒−𝑘𝑐3/𝜌𝑅𝜆2 . (33)

Using (31) and (33), 𝑃𝑂,𝑛∗ ,𝑀 in (24) and the secrecy outage
probability in (25) for the optimal antenna selection can be
expressed as in (34).

𝑃𝑂,𝑛∗ = Pr {𝑆𝐷 = 0} + 𝑁∑
𝑀=1

Pr {𝑆𝐷 = 𝑀}𝑃𝑂,𝑛∗,𝑀
= Pr {𝑆𝐷 = 0} + 𝑁∑

𝑀=1

Pr {𝑆𝐷 = 𝑀} ⋅ {1

− [𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−1𝑐6,𝑘𝜆𝐸 𝑒−𝑐7,𝑘/𝜌𝑅]

− [(1 − 𝑒−𝑐1/𝜌𝑅𝜆𝐸) 𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−1 𝑒−𝑘𝑐3/𝜌𝑅𝜆2]} .

(34)

The details about the numerical computation and associated
analysis can be found in the literature, such as the works [48–
52] or [53–56].

3.2. Asymptotic Outage Probability Analysis. We present the
asymptotic analysis in this section to reveal a deep insight on
the effects of the system parameters on the outage probability.
The asymptotic analysis focuses on the system behavior
when the noise can be neglected. In this case, the main
contribution or the bottleneck of the system performance
can be revealed. Based on the asymptotic analysis, we can
propose the optimization scheme on the system parameters.
According to the asymptotic results, we can show behavior of
the outage performance when both the transmission and the
main-to-eavesdropper ratio (MER) are large enough.

Firstly, we give the definition of MER, which denotes the
ratio of average fading power of ℎ𝑅𝑛𝐷2 to that of ℎ𝑅𝑛𝐸; i.e.,

𝜇 = 𝜆2𝜆𝐸 . (35)

Lemma 1. Given the definition of function 𝐺(𝑀, 𝑘) =∑𝑀𝑚=1 (𝑀𝑚 ) (−1)𝑚𝑚𝑘, we have the following equation:
𝐺 (𝑀, 𝑘) = 0, ∀𝑘 = 1, 2, . . . , (𝑀 − 1) . (36)

Proof. See Appendix A.

Lemma 2. Given the definition of function 𝐴𝑁 =∑𝑁𝑘=0 (𝑁𝑘 ) ((−1)𝑘/(1 + 𝑘𝛿)), if 𝛿 → 0, we have the following
approximation result:

𝐴𝑁 ≈ (−𝛿)𝑁𝐺 (𝑁,𝑁) . (37)

Proof. See Appendix B.

Consider the asymptotic expression of 𝑃𝑛∗ ,1 in (31). By
using the approximation that 𝑒𝑥 = 1 + 𝑥, we have

�̂�𝑛∗,1 = 1 − 𝑃𝑛∗,1 ≈ 1 − 𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−1𝑐6,𝑘𝜆𝐸 (1 − 𝑐7,𝑘𝜌𝑅 )

= 1 − 𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−11 + 𝑘 (𝛾𝑆𝜆𝐸/𝜆2) (1 − 𝑐7,𝑘𝜌𝑅 ) .

(38)

Then, by using Lemma 2, we obtain

�̂�𝑛∗,1 = 1 − 𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−11 + 𝑘 (𝛾𝑆𝜆𝐸/𝜆2) (1 − 𝑐7,𝑘𝜌𝑅 )

= (−𝛾𝑆𝜇 )𝑀𝐺 (𝑀,𝑀)
+ 𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘1 + 𝑘 (𝛾𝑆/𝜇)

𝑐7,𝑘𝜌𝑅
= (−𝛾𝑆𝜇 )𝑀𝐺 (𝑀,𝑀) + 𝑐1𝜌𝑅𝛾𝐸 .

(39)

Similarly, consider the asymptotic expression of 𝑃𝑛∗,2 in
(33), and using the approximation 1 − 𝑒−𝑥 = 𝑥 yields

𝑃𝑛∗ ,2 ≈ 𝑐1𝜌𝑅𝜆𝐸
𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−1 𝑒−𝑘𝑐3/𝜌𝑅𝜆2

≈ ( 𝑐1𝜌𝑅𝜆𝐸)
𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−1 (1 − 𝑘𝑐3𝜌𝑅𝜆2)

≈ 𝑐1𝜌𝑅𝜆𝐸
𝑀∑
𝑘=1

(𝑀
𝑘 ) (−1)𝑘−1 = 𝑐1𝜌𝑅𝜆𝐸 .

(40)

When 𝜌𝑆 → ∞, the asymptotic result of (18) can be given
as

Pr {𝑆𝐷 = 𝑀} ≈ (𝑁
𝑀)(𝑒−𝑐3/𝜌𝑆𝜆0)𝑀 ( 𝑐3𝜌𝑆𝜆0)

𝑁−𝑀

≈ (𝑁
𝑀)( 𝑐3𝜌𝑆𝜆0)

𝑁−𝑀 .
(41)

Specifically, when 𝑀 = 0, we have
Pr {𝑆𝐷 = 0} ≈ ( 𝑐3𝜌𝑆𝜆0)

𝑁 . (42)
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By substituting (39), (40), and (41) into (34), we can get
the asymptotic expression on the outage probability

𝑃𝑂,𝑛∗
= ( 𝑐3𝜌𝑆𝜆0)

𝑁

+ 𝑁∑
𝑀=1

(𝑁
𝑀)( 𝑐3𝜌𝑆𝜆0)

𝑁−𝑀 (−𝛾𝑆𝜇 )𝑀𝐺 (𝑀,𝑀) .
(43)

Particularly, when the system is interference limited, i.e.,𝑁0 = 0, we get
𝑃𝑂,𝑛∗ ≈ 𝑁∑

𝑀=1

(𝑁
𝑀)( 𝑐3𝜌𝑆𝜆0)

𝑁−𝑀 (−𝛾𝑆𝜇 )𝑀𝐺 (𝑀,𝑀)

≈ (−𝛾𝑆𝜇 )𝑁𝐺 (𝑁,𝑁) .
(44)

From the asymptotic expression in (43) and (44), we can
have the following remarks. (a) The asymptotic expression of
the secrecy outage probability is jointly determined by the
SNR, MER, and the antenna number. (b) For the interfer-
ence limited system, the secrecy outage probability is only
determined by theMER, and the diversity order of the outage
probability equals the number of the antennas.

4. Simulation Results

In this section, we provide numerical results to verify the
theoretical analysis, which shows the impacts of the system
parameters, such as MER (𝜇), the number of antennas (𝑁),
the power allocation factor (𝛼1), and the rate requirement
(𝑅𝑆, 𝑅2) on the secrecy outage probability as well as the
asymptotic results. The Rayleigh fading channels are used
in our simulation cases for all links in the NOMA relaying
networks. Without loss of generality, in all simulation cases,
we set that the transmission power of the relay is the same as
that of the source station.

As a function of SNR (𝜌𝑆), the effects of 𝑁 on the outage
probability is shown in Figure 2 with 𝜇 = 24dB. We set𝛾𝑆 = 60dB, 𝑅1 = 𝑅2 = 1bps/Hz, 𝑅𝑆 = 0.1bps/Hz, and𝜆0 = 10, and the antenna number changes from 1 to 3.
From this figure, we can see that large 𝑁 can introduce extra
freedom the wireless fading channels, which can improve the
outage probability with low SNR region. Also, when SNR
grows to be large enough, an error floor occurs for the outage
probability, which is determined by theMER and the antenna
number. The reason is that when SNR approaches infinity,
the bottleneck of the system performance is the interference
introduced by NOMA protocol.

Figure 3 shows the effects of 𝜆0 on the outage probability
as a function of SNR. The value of 𝜆0 changes from 1, 5 to 10.
From this figure, we find that large 𝜆0 means that the average
fading power of the first slot is large, which can obviously
enlarge the size of the decoding antenna subset 𝑆𝐷. Thus, the
secrecy outage probability can be reduced.
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Figure 2: Secrecy outage probability versus SNR 𝜌𝑆 with different𝑁.
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Figure 3: Secrecy outage probability versus SNR 𝜌𝑆 with different𝜆0.

Figure 4 shows the effects of power allocation factor 𝛼1
on the outage probability as a function of SNR. The value
of 𝛼1 changes as 0.8, 0.9, and 0.95. Under this configuration,
we can see that small 𝛼1 can get better system performance.
The reason is that, in this case, the bottleneck is the capacity
of data stream 𝑥2. Small 𝛼1 means more power can be
allocated for 𝑥2, which can improve the secrecy outage
probability.

The effects of 𝑅2 on the outage probability are depicted in
Figure 5 with 𝑅𝑆 = 0.1bps/Hz as a function of SNR.The value
of 𝑅2 changes from 1.0 and 1.5 to 2.0 bps/Hz. Since small 𝑅2
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Figure 4: Secrecy outage probability versus SNR 𝜌𝑆 with different𝛼1.
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Figure 5: Secrecy outage probability versus SNR 𝜌𝑆 with different𝑅2.

can enlarge the size of 𝑆𝐷, large freedom for the second hop
can be obtained to improve the secure performance.Thus, we
can see from the figure that small𝑅2 can significantly improve
the outage performance.

As a function of MER 𝜇, the analytical SOP in (34) and
(44) for cooperative NOMA system is present in Figure 6.
Considering the interference limited scenarios, we set 𝛾𝑆 =60dB, 𝑅1 = 𝑅2 = 1bps/Hz, 𝑅𝑆 = 0.1bps/Hz, and 𝜆0 = 10,
and the number of antennas 𝑁 increases from 1 to 3. From
this figure, it is seen that the analytical SOP curves match the
simulation SOP curves well in all regions, while, in the high
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Figure 6: Secrecy outage probability versus MER 𝜇.
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Figure 7: Secrecy outage probability versus SNR 𝜌𝑆 with different 𝜇.

SNR region, the simulation SOP curves converge to that of
the asymptotic line. The accuracy of the theoretical analysis
can be verified in all the simulation cases. Furthermore, we
find that the diversity order of the outage probability is equal
to the number of the antennas.

The effects of 𝜇 on the outage probability with 𝑁 = 2
is shown in Figure 7. We can see that, in high SNR region,
all lines approach an error floor, and small 𝜇 results in worse
outage performance.The reason is that 𝜇 denotes the average
fading power of the main-to-eavesdropper ration, and large𝜇 can lower the outage probability of the system.
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Figure 8: Secrecy outage probability versus SNR 𝜌𝑆 with different𝑅𝑆.

Figure 8 shows the effects of 𝑅𝑆 on the outage probability
with 𝜇 = 24dB as a function of SNR. The other parameters
are set as the same as Figure 7. The value of 𝑅𝑆 is set
as 0.1 and 0.4. We can see from the figure that small 𝑅𝑆
can lower the outage probability, which is consistent with
intuition.

5. Conclusion

In this paper, we propose an optimal antenna selection
algorithm to enhance the secure performance for DF coop-
erative NOMA networks. The exact analytical expressions
on the secrecy outage performance are derived, as well
as the asymptotic results in the high regime of signal-to-
noise ratio (SNR) and main-to-eavesdropper ratio (MER).
From the analytical and asymptotic expressions, we find
that the system secure performance is highly dependent on
the system parameters such as the number of antennas at
the relay, SNR, and MER. Specifically, the secrecy diversity
order of the system is equal to the antenna number, when
the interference from the second user is limited. In the
future works, we will incorporate other wireless transmission
techniques such as the works in [57–61], in order to further
enhance the system performance and ensure the secure
communications.

Appendix

A. Proof of Lemma 1

Considering the definition of 𝐺(𝑀, 𝑘), by using the binomial
theorem, we can easily find that 𝐺(𝑀, 0) = −1. Applying
variable substitution on 𝐺(𝑀, 1), we have

𝐺 (𝑀, 1) = 𝑀∑
𝑚=1

(𝑀
𝑚) (−1)𝑚𝑚

= −𝑀 𝑀∑
𝑚=1

(𝑀 − 1
𝑚 − 1) (−1)𝑚−1

= −𝑀𝑀−1∑
𝑚=0

(𝑀 − 1
𝑚 ) (−1)𝑚 = 0.

(A.1)

Similarly, we can prove 𝐺(𝑀, 2) = 0.
Generally, consider the definition of𝐺(𝑀, 𝑘), andwehave

𝐺 (𝑀, 𝑘) = 𝑀∑
𝑚=1

(𝑀
𝑚) (−1)𝑚𝑚𝑘

= −𝑀 𝑀∑
𝑚=1

(𝑀 − 1
𝑚 − 1) (−1)𝑚−1𝑚𝑘−1

= −𝑀 𝑀∑
𝑚=1

(𝑀 − 1
𝑚 − 1) (−1)𝑚−1 (𝑚 − 1 + 1)𝑘−1 .

(A.2)

By applying binomial theorem on 𝐺(𝑀, 𝑘), we have
𝐺 (𝑀, 𝑘)
= −𝑀 𝑀∑

𝑚=1

(𝑀 − 1
𝑚 − 1) (−1)𝑚−1

⋅ [
[
1 + 𝑘−1∑
𝑗=1

(𝑘 − 1
𝑗 ) (𝑚 − 1)𝑗]

]
= −𝑀𝑀−1∑

𝑚=0

(𝑀 − 1
𝑚 ) (−1)𝑚 [

[
1 + 𝑘−1∑
𝑗=1

(𝑘 − 1
𝑗 ) (𝑚)𝑗]

]
= −𝑀𝑀−1∑

𝑚=0

(𝑀 − 1
𝑚 ) (−1)𝑚 𝑘−1∑

𝑗=1

(𝑘 − 1
𝑗 ) (𝑚)𝑗

= −𝑀𝑘−1∑
𝑗=1

𝑀−1∑
𝑚=1

(𝑀 − 1
𝑚 ) (−1)𝑚 (𝑘 − 1

𝑗 )𝑚𝑗

= −𝑀𝑘−1∑
𝑗=1

(𝑘 − 1
𝑗 )𝐺 (𝑀 − 1, 𝑗) .

(A.3)

Since 𝐺(𝑀, 1) = 𝐺(𝑀, 2) = 0, according to (A.3), we
obtain 𝐺(𝑀, 3) = 0. Furthermore, with mathematical induc-
tion, we can prove that 𝐺(𝑀, 𝑘) = 0, ∀𝑘 = 1, 2, . . . , (𝑀 − 1).

Lemma 1 is proved.



Wireless Communications and Mobile Computing 9

B. Proof of Lemma 2

Proof. For 𝑥 → 0, using the series expansion equation that1/(1 + 𝑥) = ∑∞𝑚=0(−1)𝑚𝑥𝑚, we have
𝐴𝑁 = 𝑁∑

𝑘=0

(𝑁
𝑘) (−1)𝑘1 + 𝑘𝛿

= 𝑁∑
𝑘=0

(𝑁
𝑘) (−1)𝑘 ∞∑

𝑚=0

(−1)𝑚 (𝑘𝛿)𝑚

= ∞∑
𝑚=0

(−𝛿)𝑚 𝑁∑
𝑘=0

(𝑁
𝑘) (−1)𝑘 𝑘𝑚.

(B.1)

By using Lemma 1, we have

𝐴𝑁 = ∞∑
𝑚=0

(−𝛿)𝑚 𝑁∑
𝑘=1

(𝑁
𝑘) (−1)𝑘 𝑘𝑚

= ∞∑
𝑚=0

(−𝛿)𝑚 𝐺 (𝑁,𝑚) .
(B.2)

Since 𝛿 → 0, we can ignore the high order items. Thus, 𝐴𝑁
can be rewritten as

𝐴𝑁 ≈ (−𝛿)𝑁𝐺 (𝑁,𝑁) . (B.3)

Lemma 2 is proved.
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This paper exploits nonorthogonal multiple access (NOMA) to enhance the uplink secure transmission in Internet ofThings (IoT)
networks. Considering the different intercept ability of eavesdroppers (Eve), secrecy performances of both strong and weak Eve
wiretap scenarios have been investigated. In strong Eve wiretap scenario (SWS), Eve is assumed to be powerful enough to decode
message without interference and, in weak Evewiretap scenario (WWS), Eve is assumed to have significant demodulation capability
constraint.Thenew closed-form expressions of joint connection outage probability (JCOP), joint secrecy outage probability (JSOP),
and sum secrecy throughput (SST) are derived in these two scenarios to indicate the impact of parameters, i.e., transmit power,
codeword rate, and the placement of devices, on security performance. In order to demonstrate the superiority of NOMA, we also
investigate the secrecy performance of orthogonal multiple access (OMA) system as a benchmark. Analysis results show that the
performance in WWS is always better than that in SWS and, in low signal-to-noise ratio (SNR) or high codeword rate region, the
performances of these two scenarios are close. In addition, we present the condition that NOMAoutperformsOMA in terms of SST.
Moreover, the placements of devices are significant to the SST performance of NOMA system. The suboptimal device placement
scheme has been designed tomaximize SST. Analysis results demonstrate that when Eve is far away from legal users, the suboptimal
results tend to optimal.

1. Introduction

Internet of Things (IoT) offers a challenging notion of
creating a world where all the things are connected via
smart devices [1]. Various scenarios can be served by IoT
networks, many of them concerning confidential or privacy
information, such as Mobile Payment and Smart Health-
care. Due to the openness of the wireless medium, wireless
communication networks are particularly susceptible to be
eavesdropped [2]. The security of wireless IoT networks is a
critical issue [3, 4]. Furthermore, the nodes in IoT networks
are comprised of large number of machine-type commu-
nication (MTC) devices with power constraint and limited
signal processing capability [5]. Consequently, traditional
cryptography requiring high computing complexity is not
practical for IoT systems when the devices’ communication
resources are constrained.

Physical layer security (PLS) technologymay be a promis-
ing solution for securing the IoT transmission. Compared

with cryptography, it is a simple, lightweight, and efficient
security scheme [6]. Various physical layer techniques have
been proposed for improving security, such as relay selec-
tion transmission [7, 8] and artificial noise/jamming and
beamforming [9, 10]. In particular, in resource-constrained
system, [11] adopted energy harvesting to improve secrecy
energy efficiency in physical layer. The study [12] improved
secure spectrum efficiency and energy efficiency tradeoff
by optimizing system parameters. The works [13] and [14]
designed a lightweight secure modulation scheme and an on-
off transmission scheme, respectively. And [15] introduced
an opportunistic jamming scheme to enhance transmission
security for low complexity devices. Recently, in IoT net-
works, PLS has become a popular technique for secure trans-
mission. The study [5] provided some promising lightweight
and low complexity PLS techniques for IoT. And [16] pro-
posed a new compressed sensing security transmissionmodel
in IoT systems. Secrecy performance was analyzed in IoT
networks under eavesdropper collusion [17]. The work [18]
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focused on designing a transmission scheme for securing
relay communications in IoT networks.

On the other hand, nonorthogonal multiple access
(NOMA) has been presented as a promising solution to
increase connectivity inmassive IoT applications [19–21].The
study [20] designed a new multiple-input multiple-output
NOMA scheme severing two users with different quality of
service (QoS) demand, which share the same nonorthogonal
resources by adopting NOMA protocol. An uplink NOMA-
based multiple access strategy for cellular massive IoT was
proposed in [21], in which multiple devices share the same
subband and base station performs successive interference
cancellation (SIC) to distinguish the messages from different
devices. By adopting NOMA concept, the strict limitations
of the amount of resources can be broken and enabling
more devices to be supported in IoT networks. Furthermore,
NOMA can be introduced as a low complexity solution to
enhance secure downlink transmission [22–29]. Specifically,
[27] demonstrated that the secrecy rate of a multiple-input
single-output (MISO) NOMA system is higher than that of
orthogonal multiple access (OMA) system. In addition, in a
NOMA assisted multicast-unicast scheme, security unicast-
ing rate achieved by NOMA is larger than or equal to that
of OMA [28]. Moreover, [29] studied the performance gain
of NOMA over OMA and indicated that the NOMA scheme
always outperforms OMA scheme. However, to the best of
our knowledge, there is no published work that studies the
PLS in NOMA-based IoT networks.

NOMA can be applied in both uplink and downlink
[30]. By using SIC, the receiver can detect the intended
information from superposition signals [24, 28]. However,
the process of SIC increases the signal processing complexity
and imposes a high demandof detection capability at receiver.
Notably, [24–29] all assumed that the SIC is performed
ideally. It is overoptimistic, especially when the receivers
have significant communication resources constraint. When
adopting NOMA concept at uplink, the devices do not need
to use SIC, which reduces its signal processing complexity.
In addition, it becomes reasonable to assume that the SIC is
applied perfectly, because the receiver is usually a base station
or an access point with powerful detection capability in
IoT networks. Significantly, it is a multiuser communication
scenario which makes the analysis of PLS different from that
in downlink NOMA systems. As far as we know, the PLS
performance of uplink NOMA in IoT networks has not been
investigated.The secure communication of uplink NOMA in
IoT networks is worthy of our attention.Then, a fundamental
question arises to be addressed: Can NOMA enhance the
secrecy performance in IoT networks?

Because various scenarios are served by IoT networks, the
wiretapping scenario also can be in variety. In this paper, two
scenarios, i.e., strong eavesdropper (Eve) wiretap scenario
(SWS) andweak Evewiretap scenario (WWS), are considered
according to the detection capability of Eve. In addition,
we introduce uplink NOMA to enhance secure transmission
of IoT networks in these two scenarios. Moreover, a low
complexity device placement scheme is proposed to further
enhance the security of uplink NOMA-based IoT networks.
Our principal contributions are summarized as follows:

(i) We first exploit uplink NOMA to improve security
performance in IoT networks. The new closed-form
expressions of joint connection outage probability
(JCOP), joint secrecy outage probability (JSOP), and
sum secrecy throughput (SST) are derived both in
SWS and WWS. The impact of different detection
capability of Eve on secrecy performance is inves-
tigated. Analysis results show that the transmission
in WWS is always securer than that in SWS and, in
low signal-to-noise ratio (SNR) or high codeword rate
region, secrecy performances in WWS and SWS are
close.

(ii) The performance of OMA-based benchmark system
is analyzed. We present the condition that NOMA
outperforms OMA in terms of SST, which shows that
in high SNR or low codeword rate region NOMA is
likely outperforming OMA and when channel states
(CS) of devices are very different, NOMA tends to get
a high performance gain on OMA.

(iii) We introduce a device placement method and for-
mulate it as an optimization problem for further
improving SST. However, it is a multiparameter and
nonconvex optimization problem which is challeng-
ing for results derivation. A practical scheme is
provided and we propose an upper bound of the SST.
In SWS, we can only obtain the suboptimal results.
However, in WWS, optimal results are available in
some cases. Analysis results show that when Eve is far
away from legal users, SST obtained from our device
placement scheme becomes close to its upper bound
tightly, which indicates that the suboptimal results
tend to be optimal.

(iv) By simulation, we confirm the accuracy of our
analysis including security performance and device
placement method. In addition, simulation results
show that there is an optimal desired transmission
SNR or codeword rate whichmaximizes the SST both
in WWS and in SWS. Moreover, in low SNR region
or high codeword rate region, results from our device
placement scheme are also close to their upper bound
tightly.

The rest of the paper is organized as follows. The uplink
NOMA-based IoT networks and channel model are intro-
duced in Section 2. In Section 3, we derive a set of closed-
form expressions of secrecy performance in three scenarios.
Section 4 introduces a security enhancing methods. We
formulate the optimization problem of this method and
give the suboptimal solutions. The security performance and
optimal solutions are verified by numerical and simulation
results in Section 5. Finally, Section 6 concludes the paper.

2. Network Model

In this paper, we consider an uplink NOMA-based IoT net-
work. Considering a passive wiretap scenario, the detection
capability of Eve is unknown. In addition, various scenarios
served by IoT networks result in the variety kinds of Eve.
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Figure 1: Network model for uplink NOMA IoT system.

For simplifying the analysis, we consider two extremewiretap
scenarios, i.e., strong Eve wiretap scenario and weak Eve
wiretap scenario, according to the detection capability of Eve.
Uplink NOMA scheme enables one receiver to servemultiple
devices simultaneously. It is worth noticing that two users’
scheme was selected for performing NOMA in 3GPP LTE
Advanced [31]. We also consider a two users’ uplink power-
domain NOMA scheme in IoT networks. These two users
denoted as device 𝑛 and device𝑚 are grouped as a device pair.
As shown in Figure 1, the pair devices transmit confidential
message to a base station under the malicious attempt of the
Eve. The received signal at base station (BS) and Eve can be
expressed as

𝑦𝐵 = ℎ𝑛𝑠𝑛√𝐿 (𝑑𝑛) 𝑃𝑛 + ℎ𝑚𝑠𝑚√𝐿 (𝑑𝑚) 𝑃𝑚 + 𝑛𝐵, (1)

𝑦𝑒 = ℎ𝑒𝑛𝑠𝑛√𝐿 (𝑑𝑒𝑛) 𝑃𝑛 + ℎ𝑒𝑚𝑠𝑚√𝐿 (𝑑𝑒𝑚) 𝑃𝑚 + 𝑛𝑒, (2)

respectively, where 𝑃𝑚 and 𝑃𝑛 denote the transmit power
of device 𝑚 and device 𝑛 and 𝑠𝑚, 𝑠𝑛 are the normalized
message for device𝑚 and device 𝑛, respectively. 𝑛𝐵, 𝑛𝑒 denote
the zero-mean additive white Gaussian noise (AWGN) at
base station and Eve, which are assumed to have the same
variance 𝜎2𝑛 . 𝑑𝑚, 𝑑𝑛 are the distance between devices and BS,
respectively, and 𝑑𝑒𝑚, 𝑑𝑒𝑛 are the distance between devices
and Eve. 𝐿(𝑥) = 1/𝑥𝛼 is the path loss with fading exponent𝛼. ℎ𝑚, ℎ𝑛, ℎ𝑒𝑚, ℎ𝑒𝑛 are small-scale fading coefficients, which
are supposed to obey independent and identical complex
Gaussian distribution with zeromean and variance is 𝜎2 [24].
We assume that transmit power of devices is fixed and equal;
i.e., 𝑃𝑛 = 𝑃𝑚 = 𝑃.
2.1. Channel Capacity of Base Station. According to the
protocol of NOMA, device𝑚 and device 𝑛 transmit message
to the BS at the same time and frequency.The nonorthogonal
messages are overlapped and interfered by each other. In
order to distinguish the mixing messages, SIC is widely

adopted. Based on the principle of SIC, the message with
stronger power is demodulated first under the interference
fromanother device. And, then, remodulate the demodulated
message and deduct it from the overlapping signal. In an ideal
situation, the remained message is pure for another device
[24]. The impact of the path loss is generally more dominant
than small scaling fading effects. In addition, transmit powers
of the two devices are assumed to be the same. Hence, the
decoding order is dependent on the distances between the
devices and BS. Without loss of generality, we assume that
the location of device 𝑚 is closer to BS and demodulated
first. According to the Shannon channel capacity formula,
the channel capacity of device 𝑚 and device 𝑛 at BS can be
expressed as

𝐶𝑚 = log2(1 + 𝜌𝐿 (𝑑𝑚) ℎ𝑚2𝜌𝐿 (𝑑𝑛) ℎ𝑛2 + 1) , (3)

𝐶𝑛 = log2 (1 + 𝜌𝐿 (𝑑𝑛) ℎ𝑛2) , (4)

respectively, where 𝜌 = 𝑃/𝜎2𝑛 denotes transmit SNR. Because
device𝑚 is interfered by device 𝑛, when𝜌 tends to infinite,𝐶𝑚
tends to a finite value, however with 𝐶𝑛 tending to infinite.
2.2. Channel Capacity of Strong Eve. We consider a strong
Eve which has equal or superior capability of BS. By applying
powerful multiuser detection techniques, the overlapping
messages from devices can be distinguished by the Eve
perfectly [24]. In SWS, the channel capacity of devices𝑚 and𝑛 can be written as

𝐶𝑠𝑒𝑚 = log2 (1 + 𝜌𝐿 (𝑑𝑒𝑚) ℎ𝑒𝑚2) , (5)

𝐶𝑠𝑒𝑛 = log2 (1 + 𝜌𝐿 (𝑑𝑒𝑛) ℎ𝑒𝑛2) , (6)

respectively. For an infinite transmission SNR 𝜌, both the
channel capacities of device𝑚 and device 𝑛 at Eve are infinite
value for SWS. Based on (3), when 𝜌 tends to be infinite,
the capacity of device 𝑚 in legal channel is a finite value. It
demonstrates that SWS is really a detrimental scenario for
secure transmission.

2.3. Channel Capacity of Weak Eve. In WWS, the Eve has
significant demodulation capability constraint, which can
also be seen as a malignant device [28]. Because of limited
demodulation capability, the interference from each other
cannot be eliminated. Consequently, in WWS, the channel
capacity of devices𝑚 and 𝑛 at Eve can be expressed as

𝐶𝑤𝑒𝑚 = log2(1 + 𝜌𝐿 (𝑑𝑒𝑚) ℎ𝑒𝑚2𝜌𝐿 (𝑑𝑒𝑛) ℎ𝑒𝑛2 + 1) , (7)

𝐶𝑤𝑒𝑛 = log2(1 + 𝜌𝐿 (𝑑𝑒𝑛) ℎ𝑒𝑛2𝜌𝐿 (𝑑𝑒𝑚) ℎ𝑒𝑚2 + 1) , (8)

respectively. Both the capacities of device 𝑚 and device𝑛 at Eve are limited by the interference from each other.
Comparing with (3) and (4), the interference in WWS
deteriorates the illegal channel more seriously than that in
SWS. It shows thatWWS is a relative secure wiretap scenario.
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3. Secrecy Performance Analysis

In this section, wewill study the secrecy performance in SWS,
WWS, and OMA-based benchmark system. Considering the
limitation of devices’ ability, we assume a fix transmission
rate situation. Based on the well-known Wyner wiretap code
theorem [32], codeword rates and confidential information
rates are fixed. We suppose that the statistic channel state
information (CSI) of legal and illegal channel is available by
legal devices. By the way, this assumption is adopted by many
literatures [24, 28, 29]. Under these assumptions, we first ana-
lyze the reliability performance in NOMA system. And, then,
the secrecy performance is studied inWWS, SWS, andOMA-
based benchmark system. Finally, we compare the security
performance between NOMA and OMA in terms of SST.

3.1. Reliability Performance of NOMA. Connection outage
probability (COP) is a popular metric for reliability per-
formance, which denotes the probability of legal channel
capacity dropping below to the codeword rate [11]. We define
the joint connection outage probability for the device pair as
that of either the device 𝑛 or device 𝑚 outage. JCOP can be
expressed in the following equation:

𝑃𝑐𝑜 (𝑅𝑛,𝑡, 𝑅𝑚,𝑡) = 1 − Pr [𝐶𝑛 > 𝑅𝑛,𝑡, 𝐶𝑚 > 𝑅𝑚,𝑡] , (9)

where 𝑅𝑚,𝑡 and 𝑅𝑛,𝑡 are codeword rate of device 𝑚 and deice𝑛, respectively.The closed-form expression of JCOP is written
as

𝑃𝑐𝑜 (𝜃𝑛,𝑡, 𝜃𝑚,𝑡)
= 1 − 11 + 𝜃𝑚,𝑡𝑘𝑡 𝑒−(𝜃𝑛,𝑡/𝑘𝑡𝜌𝜎

2𝐿(𝑑𝑚)+𝜃𝑚,𝑡(1+𝜃𝑛,𝑡)/𝜌𝜎
2𝐿(𝑑𝑚)), (10)

where 𝜃𝑚,𝑡 = 2𝑅𝑚,𝑡 − 1, 𝜃𝑛,𝑡 = 2𝑅𝑛,𝑡 − 1, and 𝑘𝑡 = 𝐿(𝑑𝑛)/𝐿(𝑑𝑚)
which denotes the path loss ratio of device 𝑛 to device 𝑚 at
BS.

Proof. Substituting (3) and (4) into (9), we can obtain

𝑃𝑐𝑜 (𝑅𝑛,𝑡, 𝑅𝑚,𝑡) = 1 − Pr[log(1 + 𝜌𝐿 (𝑑𝑚) ℎ𝑚2𝜌𝐿 (𝑑𝑛) ℎ𝑛2 + 1)
≥ 𝑅𝑚,𝑡, log (1 + 𝜌𝐿 (𝑑𝑛) ℎ𝑛2) ≥ 𝑅𝑛,𝑡] ,

= 1 − Pr[ 𝜌𝐿 (𝑑𝑚) ℎ𝑚2𝜌𝐿 (𝑑𝑛) ℎ𝑛2 + 1 ≥ 𝜃𝑚,𝑡, 𝜌𝐿 (𝑑𝑛)
ℎ𝑛2

≥ 𝜃𝑛,𝑡] ,
= 1 − ∫∞

𝜃𝑚(1+𝜃𝑛)
∫𝑥/𝜃𝑚−1
𝜃𝑛

𝑒−(𝑥/𝜌𝜎2𝐿(𝑑𝑚)+𝑦/𝜌𝜎2𝐿(𝑑𝑛))(𝜌𝜎2)2 𝐿 (𝑑𝑚) 𝐿 (𝑑𝑛) 𝑑𝑦𝑑𝑥.

(11)

After some mathematical manipulations, the desired result
can be easily derived.

From (10) we can find that when 𝜌 tends to be infinite, 𝑃𝑐𝑜
tends to 1−1/(1+𝜃𝑚,𝑡𝑘𝑡) instead of zero. It demonstrates that
the effect of𝜌 is limited for improving reliability performance.
In addition, when 𝑘𝑡 tends to zero, i.e., device 𝑛 far away from
BS, JCOP tends to 1, because COP of device 𝑛 is always one.
Due to the fact that (10) is not a monotonic function with 𝑘𝑡,
there may exist an optimal 𝑘𝑡 for maximizing the reliability
performance.

3.2. Secrecy Performance in SWS. Secrecy outage probability
(SOP) is widely used to evaluate the secrecy performance,
which denotes the probability of illegal channel capacity
growing up to the redundancy rate [11]. We define the joint
secrecy outage probability for the device pair as that of either
the device 𝑛 or device 𝑚 outage, which is similar to the
definition in [24]. Based onWyner wiretap code theorem, the
JSOP of device pair in SWS can be written as follows:

𝑃𝑠𝑠𝑜 (𝑅𝑛,𝑡, 𝑅𝑛,𝑠, 𝑅𝑚,𝑡, 𝑅𝑚,𝑠)
= 1 − Pr [𝐶𝑤𝑒𝑛 < 𝑅𝑛,𝑡 − 𝑅𝑛,𝑠, 𝐶𝑤𝑒𝑚 < 𝑅𝑚,𝑡 − 𝑅𝑚,𝑠] , (12)

where 𝑅𝑚,𝑠, 𝑅𝑛,𝑠 are secrecy rate of device 𝑚 and device 𝑛,
respectively. 𝑅𝑛,𝑡 − 𝑅𝑛,𝑠 and 𝑅𝑚,𝑡 − 𝑅𝑚,𝑠 are redundancy rate.
The closed-form expression of 𝑃𝑠𝑠𝑜 can be written as

𝑃𝑠𝑠𝑜 (𝜃𝑛,𝑠, 𝜃𝑚,𝑠) = 1 − (1 − 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾) (1 − 𝑒−𝜃𝑚,𝑠/𝛾) , (13)

where 𝜃𝑛,𝑠 = 2𝑅𝑛,𝑡−𝑅𝑛,𝑠 − 1, 𝜃𝑚,𝑠 = 2𝑅𝑚,𝑡−𝑅𝑚,𝑠 − 1, 𝛾 = 𝜌𝜎2𝐿(𝑑𝑒𝑚),
and 𝑘𝑠 = 𝐿(𝑑𝑒𝑛)/𝐿(𝑑𝑒𝑚). 𝛾 denotes the average receiving SNR
of device 𝑚 at Eve and 𝑘𝑠 represents the path loss ratio of
device 𝑛 to device𝑚 at Eve.

Proof. Substituting (5) and (6) into (12), we can obtain

𝑃𝑠𝑠𝑜 (𝜃𝑛,𝑠, 𝜃𝑚,𝑠) = 1 − Pr [𝜌𝐿 (𝑑𝑒𝑛) ℎ𝑒𝑛2
< 𝜃𝑛,𝑠, 𝜌𝐿 (𝑑𝑒𝑚) ℎ𝑒𝑚2 < 𝜃𝑚,𝑠] . (14)

Because of the independence between |ℎ𝑒𝑛|2 and |ℎ𝑒𝑚|2,𝑃𝑠𝑠𝑜(𝜃𝑛,𝑠, 𝜃𝑚,𝑠) can be written as

𝑃𝑠𝑠𝑜 (𝜃𝑛,𝑠, 𝜃𝑚,𝑠) = 1 − Pr [𝜌𝐿 (𝑑𝑒𝑛) ℎ𝑒𝑛2 < 𝜃𝑛,𝑠]
⋅ Pr [𝜌𝐿 (𝑑𝑒𝑚) ℎ𝑒𝑚2 < 𝜃𝑚,𝑠] (15)

After some mathematical manipulations, (13) is obtained.
Obviously, (13) shows that 𝑃𝑠𝑠𝑜 is a monotonic increasing

function with 𝛾 and when 𝛾 tends to be infinite, 𝑃𝑠𝑠𝑜 tends to
unity. It indicates that high average receiving SNR at Eve is
detrimental for secure transmitting. When 𝑘𝑠 tends to zero,
i.e., device 𝑛 far away from Eve, JSOP tends to 𝑒−𝜃𝑚,𝑠/𝛾 which
is SOP of device𝑚. It demonstrates that the transmit security
of device 𝑛 is guaranteed and JSOP is only determined by the
SOP of device𝑚.

JCOP denotes the reliability performance and JSOP
represents the secrecy performance, which are inadequate to
evaluate the efficiency performance of NOMA. However, in
our definition, we consider these two devices as an entirety



Wireless Communications and Mobile Computing 5

and investigate the joint secrecy performance. Nonzero SST
can not be obtained when any one of devices undergo outage.
Joint secrecy performance ismore interesting when these two
devices are related and sum secrecy throughput is adopted as
themetric for device pair, which represents sum transmission
rate of device pair under the constraints of joint reliability and
security. SST can be expressed as

𝜂𝑠 = (1 − 𝑃𝑐𝑜) (1 − 𝑃s
𝑠𝑜) (𝑅𝑚,𝑠 + 𝑅𝑛,𝑠) . (16)

From the analysis above, we can find that𝑃𝑐𝑜 and𝑃𝑠𝑠𝑜 are inde-
pendent. The product of (1 − 𝑃𝑐𝑜) and (1 − 𝑃𝑠𝑠𝑜) represents the
reliable and secure connection probability. 𝑅𝑚,𝑠 + 𝑅𝑛,𝑠 is sum
secrecy rate. Under the above definition, nonzero SST can not
be obtained when any one of the devices undergo outage.

After substituting (10) and (13) into (16), the closed-form
expression of 𝜂𝑠 can be written as

𝜂𝑠 = (𝑅𝑚,𝑠 + 𝑅𝑛,𝑠)1 + 𝜃𝑚,𝑡𝑘𝑡 (1 − 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾) (1 − 𝑒−𝜃𝑚,𝑠/𝛾)
× 𝑒−(𝜃𝑛,𝑡/𝑘𝑡𝜌𝜎2𝐿(𝑑𝑚)+𝜃𝑚,𝑡(1+𝜃𝑛,𝑡)/𝜌𝜎2𝐿(𝑑𝑚)). (17)

Equation (17) shows that SST is jointly determined by JCOP
and JSOP. JCOP is a decrease function about transmit
power. However, JSOP is an increase function about transmit
power. Thus, SST may not be a monotonous function about
transmit power, which means an optimal transmit power
existed for maximizing SST. In addition, SST is also not a
monotonous function about 𝑅𝑚,𝑠 or 𝑅𝑛,𝑠 and the secrecy
rate can be optimized can be optimized for achieving better
performance. Furthermore, due to the interference between
devices, the location of device 𝑛 which is determined by 𝑘𝑡
and 𝑘𝑠 has significant impact on network performance which
will be further studied in the next section.

3.3. Secrecy Performance in WWS. Similarly, the JSOP in
WWS can be written as

𝑃𝑤𝑠𝑜 (𝑅𝑛,𝑡, 𝑅𝑛,𝑠, 𝑅𝑚,𝑡, 𝑅𝑚,𝑠)
= 1 − Pr [𝐶𝑤𝑒𝑛 < 𝑅𝑛,𝑡 − 𝑅𝑛,𝑠, 𝐶𝑤𝑒𝑚 < 𝑅𝑚,𝑡 − 𝑅𝑚,𝑠] . (18)

The closed-form expression of 𝑃𝑤𝑠𝑜 is
𝑃𝑤𝑠𝑜 (𝜃𝑛,𝑠, 𝜃𝑚,𝑠)

= {{{{{{{{{

𝑘𝑠𝑘𝑠 + 𝜃𝑛,𝑠 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾 + 11 + 𝑘𝑠𝜃𝑚,𝑠 𝑒−𝜃𝑚,𝑠/𝛾 𝜃𝑚,𝑠𝜃𝑛,𝑠 ≥ 1
𝑘𝑠𝑘𝑠 + 𝜃𝑛,𝑠 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾 + 11 + 𝑘𝑠𝜃𝑚,𝑠 𝑒−𝜃𝑚,𝑠/𝛾 −

𝑘𝑠 (1 − 𝜃𝑚,𝑠𝜃𝑛,𝑠)(1 + 𝑘𝑠𝜃𝑚,𝑠) (𝑘𝑠 + 𝜃𝑛,𝑠) 𝑒−(𝑘𝑠𝜃𝑚,𝑠(1+𝜃𝑛,𝑠)+𝜃𝑛,𝑠(1+𝜃𝑚,𝑠))/𝑘𝑠𝛾(1−𝜃𝑚,𝑠𝜃𝑛,𝑠) 𝜃𝑚,𝑠𝜃𝑛,𝑠 < 1.
(19)

Proof. See Appendix A.

Based on (19), there are two different results when
transmit power tends to be infinite. When 𝜃𝑚,𝑠𝜃𝑛,𝑠 < 1 JSOP
tends to 1 and when 𝜃𝑚,𝑠𝜃𝑛,𝑠 ≥ 1 JSOP tends to 𝑘𝑠/(𝑘𝑠 + 𝜃𝑛,𝑠) +1/(1 + 𝑘𝑠𝜃𝑚,𝑠). This is because higher codeword redundancy
rates can increase secrecy performance. Furthermore, when𝑘𝑠 tends to zero, i.e., device 𝑛 far away from Eve, JSOP tends

to 𝑒−𝜃𝑚,𝑠/𝛾. It demonstrates that when 𝑘𝑠 tends to zero, SOP of
device𝑚 is the only parameter affecting JSOP.

Similar to (16), the SST in WWS can be expressed as

𝜂𝑤 = (1 − 𝑃𝑐𝑜) (1 − 𝑃𝑤𝑠𝑜) (𝑅𝑚,𝑠 + 𝑅𝑛,𝑠) . (20)

By substituting (10) and (19) into (20), the closed-form
expression of 𝜂𝑤 can be directly derived as

𝜂𝑤

=
{{{{{{{{{{{{{{{{{{{

(1 − 𝑘𝑠𝑘𝑠 + 𝜃𝑛,𝑠 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾 − 11 + 𝑘𝑠𝜃𝑚,𝑠 𝑒−𝜃𝑚,𝑠/𝛾)
(𝑅𝑚,𝑠 + 𝑅𝑛,𝑠)1 + 𝜃𝑚,𝑡𝑘𝑡 𝑒−(𝜃𝑛,𝑡/𝑘𝑡𝜌𝜎

2𝐿(𝑑𝑚)+𝜃𝑚,𝑡(1+𝜃𝑛,𝑡)/𝜌𝜎
2𝐿(𝑑𝑚)) 𝜃𝑚,𝑠𝜃𝑛,𝑠 ≥ 1

(1 − 𝑘𝑠𝑘𝑠 + 𝜃𝑛,𝑠 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾 − 11 + 𝑘𝑠𝜃𝑚,𝑠 𝑒−𝜃𝑚,𝑠/𝛾 +
𝑘𝑠 (1 − 𝜃𝑚,𝑠𝜃𝑛,𝑠)(1 + 𝑘𝑠𝜃𝑚,𝑠) (𝑘𝑠 + 𝜃𝑛,𝑠) 𝑒−(𝑘𝑠𝜃𝑚,𝑠(1+𝜃𝑛,𝑠)+𝜃𝑛,𝑠(1+𝜃𝑚,𝑠))/𝑘𝑠𝛾(1−𝜃𝑚,𝑠𝜃𝑛,𝑠))

×(𝑅𝑚,𝑠 + 𝑅𝑛,𝑠)1 + 𝜃𝑚,𝑡𝑘𝑡 𝑒−(𝜃𝑛,𝑡/𝑘𝑡𝜌𝜎
2𝐿(𝑑𝑚)+𝜃𝑚,𝑡(1+𝜃𝑛,𝑡)/𝜌𝜎

2𝐿(𝑑𝑚)) 𝜃𝑚,𝑠𝜃𝑛,𝑠 < 1.
(21)

Similar to SWS, SST inWWS also is jointly determined by
JCOP and JSOP and an optimal transmit power 𝑅𝑚,𝑠, 𝑅𝑛,𝑠 or
location of device 𝑛 may be found to maximize SST. The ex-
pression of SST is rather complicated and the further insights
will be investigated by numerical results and simulations.

Remark 1. Comparing (5) with (7) and (6) with (8), we can
find that the capacity of illegal channel in SWS is always
bigger than that in WWS. It demonstrates that the message
in WWS is securer than that in SWS. In (17) and (21),
we can also find the impacts of parameters, i.e., transmit
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power, codeword rate, and the placements of devices, on SST
performance. Among them, the placements of devices are
special for NOMA system, determined by 𝑘𝑠 and 𝑘𝑡. SST can
be enhanced by optimizing 𝑘𝑠 and 𝑘𝑡 andwe propose a further
researching in Section 4.

3.4. Secrecy Performance in OMA-Based Benchmark System.
In OMA system, different orthogonal resources are allocated
to different devices. In order to get a fairness and reasonable
comparison, we consider a two users’ situation and they are
also named as device 𝑚 and device 𝑛. The sum secrecy rate
can be expressed as

𝑅𝑠 = 𝜏1𝑅𝑛,𝑠 + 𝜏2𝑅𝑚,𝑠, (22)

where 𝜏1 and 𝜏2 are resource allocation coefficients and𝜏1 + 𝜏2 = 1. For time-division multiple access (TDMA)
system, the resource is transmission time. However, for
frequency-division multiple access (FDMA), the resource is
bandwidth. Without loss of generality, we consider a TDMA
system as OMA-based benchmark system. Specifically, the
conventional TDMA scheme with equal time sharing is
adopted by many studies [29]. In this paper, we also adopt
equal time sharing scheme for convenience; i.e., 𝜏1 = 𝜏2 =1/2. The other system parameters are the same as NOMA
system.

In OMA system, there is no interference between devices.
The channel capacity of device 𝑚 and device 𝑛 at BS can be
written as

𝐶𝑜𝑚 = 12 log2 (1 + 𝜌𝐿 (𝑑𝑚) ℎ𝑚2) , (23)

𝐶𝑜𝑛 = 12 log2 (1 + 𝜌𝐿 (𝑑𝑛) ℎ𝑛2) , (24)

respectively. In an equal time sharing scheme, half of trans-
mitting time is used by every device. Consequently, the
average channel capacity is half of that in NOMA. Similar to
NOMA system, JCOP in OMA system can be expressed as

𝑃𝑜𝑐𝑜 (𝑅𝑛,𝑡, 𝑅𝑚,𝑡) = 1 − Pr [𝐶𝑜𝑛 ≥ 12𝑅𝑛,𝑡, 𝐶𝑜𝑚 ≥ 12𝑅𝑚,𝑡] . (25)

Because the resources are equal and orthogonally used by
devices, the codeword rate is half of that in NOMA system.
The expression of 𝑃𝑜𝑐𝑜 can be easily derived as follows:

𝑃𝑜𝑐𝑜 (𝜃𝑛,𝑡, 𝜃𝑚,𝑡) = 1 − 𝑒−(𝜃𝑛,𝑡/𝑘𝑡𝜌𝜎2𝐿(𝑑𝑚)+𝜃𝑚,𝑡/𝜌𝜎2𝐿(𝑑𝑚)). (26)

Because of no interference between devices, when 𝜌 tends to
be infinite, 𝑃𝑜𝑐𝑜 tends to zero. It demonstrates that the effect
of 𝜌 is not limited for improving reliability performance in
OMA system.

In illegal channel, derivation of JSOP in OMA system is
the same as the derivation of 𝑃𝑠𝑐𝑜. The expression of JSOP in
OMA can be directly written as

𝑃𝑜𝑠𝑜 (𝜃𝑛,𝑠, 𝜃𝑚,𝑠) = 1 − (1 − 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾) (1 − 𝑒−𝜃𝑚,𝑠/𝛾) . (27)

Obviously, when 𝛾 tends to be infinite, 𝑃𝑜𝑠𝑜 tends to unity,
which is the same as one-user OMA system.

According to the definition of SST in NOMA system, the
SST in OMA can be expressed as

𝜂𝑜 = 12 (1 − 𝑃𝑜𝑐𝑜) (1 − 𝑃𝑜𝑠𝑜) (𝑅𝑚,𝑠 + 𝑅𝑛,𝑠) . (28)

Because resources are equally shared by devices in OMA
system, the SST is half when compared with NOMA system.
After substituting (26) and (27) into (28), 𝜂𝑜 can be finally
expressed as

𝜂𝑜 = (𝑅𝑚,𝑠 + 𝑅𝑛,𝑠)2 (1 − 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾) (1 − 𝑒−𝜃𝑚,𝑠/𝛾)
× 𝑒−(𝜃𝑛,𝑡/𝑘𝑡𝜌𝜎2𝐿(𝑑𝑚)+𝜃𝑚,𝑡/𝜌𝜎2𝐿(𝑑𝑚)).

(29)

In two users’ OMA system, 𝑘𝑠 and 𝑘𝑡 are also important
parameters for SST. In (29), 𝜂𝑜 is a decrease function about𝑘𝑠 and increase function about 𝑘𝑡, which show that being far
away from Eve and close to BS can enhance performance.
This conclusion is also the same as that in traditional one-
user OMA system.

3.5. Secrecy Performance Comparison Between NOMA and
OMA System. NOMA allows two devices to transmit mes-
sage with nonorthogonal resources, which increases connec-
tivity and also gives more chances to Eve for wiretapping.
The performance comparison between NOMA and OMA is
not straightforward. According to the analysis of Remark 1,
the message in WWS is securer than that in SWS. Thus, it
is reasonable to take the performance in SWS as benchmark
to compare it with that in OMA scheme. Moreover, due to
NOMA enabling massive connectivity supported in network,
more devices can transmit credential message at the same
time. Therefore, SST may be an appropriate comparison
metric. Based on (17) and (29), the condition of NOMA
outperforming OMA is directly given as follows:

1𝜃𝑚,𝑡𝑘𝑡 + 1𝑒−𝜃𝑚,𝑡𝜃𝑛,𝑡/𝜌𝜎
2𝐿(𝑑𝑚) > 12 . (30)

In (30), the expression in the left part of the inequality is
a decrease function about 𝜃𝑚,𝑡 and 𝜃𝑛,𝑡. It shows that lower
codeword rate makes NOMA more likely to outperform
OMA. In addition, it is an increase function about 𝜌 and𝐿(𝑑𝑚). It indicates that increasing average receiving SNR
makes NOMA tend to be superior than OMA. Especially,
when 𝑘𝑡 is small, i.e., the channel conditions of pair devices
are very different, NOMA will likely obtain better perfor-
mance than OMA.

4. Enhancing Security by Device Placement

In this section, a low complexity device placement method is
proposed for uplinkNOMA to enhance security performance
in IoT networks. It is wort pointing out that this secrecy
enhancementmethod does not increase the signal processing
complexity and power consumption, which is suitable for
the low cost IoT applications [5]. We have assumed that
the statistic CSI of legal and illegal channel are available
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by legal devices. Because multiple devices are served in
uplink NOMA system, the statistic CSI of Eve is available by
more than one device. Consequently, the location of Eve is
also available. We assume a scenario where the locations of
Eve and device 𝑚 are fixed but the placement of device 𝑛
which is determined by path loss ratios 𝑘𝑠 and 𝑘𝑡 is chosen
under security constraint. Therefore, the optimal placement
of device 𝑛 can be obtained by optimizing 𝑘𝑠 and 𝑘𝑡.
4.1. Optimization Problem of Device Placement. As it is ana-
lyzed in Section 3, optimization problem can be formulated
as follows:

(𝑘𝑠, 𝑘𝑡)∗
= argmax
0<𝑘𝑠 ,0<𝑘𝑡 ,(𝑘

−1/𝛼
𝑠 𝑑𝑒𝑚+𝑘

−1/𝛼
𝑡 𝑑𝑚)/𝑑𝐵𝐸≥1,|𝑘

−1/𝛼
𝑠 𝑑𝑒𝑚−𝑘

−1/𝛼
𝑡 𝑑𝑚|/𝑑𝐵𝐸≤1

𝜂 (𝑘𝑠,
𝑘𝑡) ,

(31)

where𝑑𝐵𝐸 is the distance betweenBS andEve and 𝜂 ∈ {𝜂𝑠, 𝜂𝑤}.
Because the location of device 𝑛 is determined by 𝑘𝑠 and𝑘𝑡, they have to satisfy the constraint of triangle inequality
which is described in the shade area of Figure 2. Equation
(31) is a two parameters’ optimization problem. In addition,
because of the constraint, it is a nonconvex problem in nature.
For these reasons, solving the optimization problem is chal-
lenging. Naturally, it is more practicable when optimizing 𝑘𝑡
and 𝑘𝑠 separately. However, because of the triangle inequality

constraint between 𝑘𝑡 and 𝑘𝑠, the optimal results may not be
obtained.

4.2. Suboptimal Scheme of Device Placement. We introduce
an easy-to-accomplish scheme to simplify problem (31). From
(16) and (20), we can find that 𝑃𝑐𝑜 and 𝑃𝑠𝑜 have independent
expression in 𝜂. Inspired by this, we separate (31) into
two parts and each part is a single-parameter optimization
problem. The scheme is expressed as follows:

𝑘∗𝑡 = argmin
0<𝑘𝑡

𝑃𝑐𝑜 (𝑘𝑡) , (32)

𝑘∗𝑠= argmin
0<𝑘𝑠 ,(𝑘

−1/𝛼
𝑠 𝑑𝑒𝑚+(𝑘

∗
𝑡 )
−1/𝛼𝑑𝑚)/𝑑𝐵𝐸≥1,|𝑘

−1/𝛼
𝑠 𝑑𝑒𝑚−(𝑘

∗
𝑡 )
−1/𝛼𝑑𝑚|/𝑑𝐵𝐸≤1

𝑃𝑠𝑜 (𝑘𝑠) , (33)

where 𝑃𝑠𝑜 ∈ {𝑃𝑠𝑠𝑜, 𝑃𝑤𝑠𝑜}. In this scheme, 𝑘𝑡 is priority optimized
without triangle inequality constraint, and 𝑘𝑠 is optimized
with triangle inequality constraint. Therefore, 𝑘∗𝑡 and 𝑘∗𝑠 can
determine the location of device 𝑛. However, this scheme
is a suboptimal method. It should be pointed out that this
scheme is appropriate for the scenario where legal channels
are stronger than wiretap channels and we will prove that the
results obtained from this scheme tend to be optimal when
Eve stays far away from legal channel.

Problem (32) can be solved directly and the following
lemma gives a preliminary result of problem (33).

Lemma 2. If 𝑃𝑠𝑜(𝑘𝑠) has at most one stationary point, 𝑘∗𝑠 is
formulated as

𝑘∗𝑠 =

{{{{{{{{{{{{{{{{{{{{{{{{{{{{{

(𝑑𝐵𝐸 + 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼 , (𝑘𝑜𝑝𝑡𝑠 )−1/𝛼 > (𝑑𝐵𝐸 + 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )
(𝑑𝑚 (𝑘∗𝑡 )−1/𝛼 − 𝑑𝐵𝐸𝑑𝑒𝑚 )−𝛼 , (𝑘𝑜𝑝𝑡𝑠 )−1/𝛼 < (𝑑𝑚 (𝑘∗𝑡 )−1/𝛼 − 𝑑𝐵𝐸𝑑𝑒𝑚 )
(𝑑𝐵𝐸 − 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼 , (𝑘𝑜𝑝𝑡𝑠 )−1/𝛼 < (𝑑𝐵𝐸 − 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )
𝑘𝑜𝑝𝑡𝑠 , 𝑒𝑙𝑠𝑒,

(34)

Where 𝑘𝑜𝑝𝑡𝑠 is the result of the following problem:

𝑘𝑜𝑝𝑡𝑠 = argmax
0<𝑘𝑠

𝑃𝑠𝑜 (𝑘𝑠) . (35)

If (𝑘∗𝑡 , 𝑘𝑜𝑝𝑡𝑠 ) locates in feasible region 1 showed in Figure 2, the
results from this scheme are optimal. However, the results are
suboptimal when locating in other regions, i.e., regions 2, 3, and
4.

Proof. See Appendix B.

Remark 3. When Eve is far away from legal channel, i.e.,𝑑𝑒𝑚 → ∞, we can find that 𝛾 → 0. Based on (13)
and (19), 𝑃𝑠𝑜 tends to be zero. Consequently, problem (31)

degrades to problem (32) which is optimized in our scheme.
It demonstrates that the suboptimal results from our device
placement scheme tend to be optimal. Significantly, the
results from the proposed method are lower bound of SST
and this is useful for robust secrecy design.

4.2.1. Optimization of 𝑘𝑡. The following lemma provides the
closed-form expression of 𝑘∗𝑡 .
Lemma 4. According to the scheme, 𝑘∗𝑡 is given by

𝑘∗𝑡 = 𝜃𝑚,𝑡𝜃𝑛,𝑡 + √(𝜃𝑚,𝑡𝜃𝑛,𝑡)
2 + 4𝜌𝜎2𝜃𝑚,𝑡𝜃𝑛,𝑡𝐿 (𝑑𝑚)2𝜌𝜎2𝜃𝑚,𝑡𝐿 (𝑑𝑚) . (36)
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Figure 2: Feasible region for 𝑘𝑠 and 𝑘𝑡.

Proof. The first-order partial derivative of 𝑃𝑐𝑜 with respect to𝑘𝑡 can be written as

𝜕𝑃𝑐𝑜𝜕𝑘𝑡 = 𝑒−(𝜃𝑛,𝑡/𝑘𝑡𝜌𝜎
2𝐿(𝑑𝑚)+𝜃𝑚,𝑡(1+𝜃𝑛,𝑡)/𝜌𝜎

2𝐿(𝑑𝑚))

× (𝜌𝜎2𝜃𝑚,𝑡𝐿 (𝑑𝑚) 𝑘2𝑡 − 𝜃𝑚,𝑡𝜃𝑛,𝑡𝑘𝑡 − 𝜃𝑛,𝑡𝑘2𝑡 (𝜃𝑚,𝑡𝑘𝑡 + 1)2 𝜌𝜎2𝐿 (𝑑𝑚) ) . (37)

By setting 𝜕𝑃𝑐𝑜/𝜕𝑘𝑡 = 0, we can obtain only one result in
feasible region which is showed in (36). Furthermore, when𝑘𝑡 → 0, 𝜕𝑃𝑐𝑜/𝜕𝑘𝑡 < 0 and when 𝑘𝑡 → ∞, 𝜕𝑃𝑐𝑜/𝜕𝑘𝑡 >0. Therefore, 𝑃𝑐𝑜(𝑘∗𝑡 ) is the minimum of 𝑃𝑐𝑜. The proof is
completed.

The result of (32) is applicable for both SWS and WWS,
because they have the identical expression of 𝑃𝑐𝑜. However,
the results of problem (33) are different in SWS and WWS.

4.2.2. Optimization of 𝑘𝑠 in SWS. The optimal result of 𝑘𝑠 in
SWS is given in following lemma.

Lemma 5. The result of problem (33) in SWS is expressed as

𝑘∗𝑠 = (𝑑𝐵𝐸 + 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼 . (38)

Proof. The first-order partial derivative of 𝑃𝑠𝑠𝑜 with respect to𝑘𝑠 can be written as

𝜕𝑃𝑠𝑠𝑜𝜕𝑘𝑠 =
𝜃𝑛,𝑠𝛾𝑘2𝑠 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾 (1 − 𝑒−𝜃𝑚,𝑠/𝛾) . (39)

We can find that 𝜕𝑃𝑠𝑠𝑜/𝜕𝑘𝑠 > 0 for all 𝑘𝑠. It shows that𝑃𝑠𝑠𝑜(𝑘𝑠) is an increase function, and 𝑘𝑜𝑝𝑡𝑠 = 0. According to
Lemma 2, Lemma 5 can be obtained and the results are always
suboptimal.

4.2.3. Optimization of 𝑘𝑠 in WWS. To derive the result of
problem (33) inWWS, we first give the result of a special case
in the following lemma.

Lemma 6. Assuming a specific situation where 𝜃𝑛,𝑠 = 𝜃𝑚,𝑠 = 𝜃
and 𝜃 ≥ 1, the result of problem (33) in WWS is given by

𝑘∗𝑠 =

{{{{{{{{{{{{{{{{{{{{{{{{{{{{{

(𝑑𝐵𝐸 + 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼 , (𝑘𝑜𝑝𝑡𝑠 )−1/𝛼 > (𝑑𝐵𝐸 + 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )
(𝑑𝑚 (𝑘∗𝑡 )−1/𝛼 − 𝑑𝐵𝐸𝑑𝑒𝑚 )−𝛼 , (𝑘𝑜𝑝𝑡𝑠 )−1/𝛼 < (𝑑𝑚 (𝑘∗𝑡 )−1/𝛼 − 𝑑𝐵𝐸𝑑𝑒𝑚 )
(𝑑𝐵𝐸 − 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼 , (𝑘𝑜𝑝𝑡𝑠 )−1/𝛼 < (𝑑𝐵𝐸 − 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )
𝑘𝑜𝑝𝑡𝑠 , 𝑒𝑙𝑠𝑒,

(40)
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where 𝑘𝑜𝑝𝑡𝑠 is the result of the following equation:

( 1𝑘𝑜𝑝𝑡𝑠 𝛾 (𝑘𝑜𝑝𝑡𝑠 + 𝜃) + 1
(𝑘𝑜𝑝𝑡𝑠 + 𝜃)2)𝑒−1/𝑘𝑜𝑝𝑡𝑠 𝛾

= 1
(1 + 𝑘𝑜𝑝𝑡𝑠 𝜃)2 𝑒

−1/𝛾.
(41)

Proof. See Appendix C.

The key to problem (33) is the derivation of 𝑘𝑜𝑝𝑡𝑠 . When0 < 𝜃 < 1 or 𝜃𝑛,𝑠 ̸= 𝜃𝑚,𝑠, solving problem (35) in WWS
is quite challenging. Instead, we investigate 𝑘𝑜𝑝𝑡𝑠 by detailed
simulations and numerical calculations repeatedly in differ-
ent parameters and find that 𝑘𝑜𝑝𝑡𝑠 can be obtained by solving
the following equation:

𝜕𝑃𝑤𝑠𝑜𝜕𝑘𝑠 = 0. (42)

Although it does not formally identify the globally optimal
solution, it identifies a locally optimal solution [33]. Combin-
ing with (40), we can get a suboptimal result.

4.3. Upper Bound of Optimization Problem. To show the
performance of our scheme, the benchmark is required.
However, getting the result of problem (31) needs a two-
dimension searching method, which is complicated and
time-consuming. We introduce an easy-to-implement upper
bound of problem (31), which is formulated as follows:

(𝑘𝑠, 𝑘𝑡)∗ = argmax
0<𝑘𝑠 ,0<𝑘𝑡

𝜂 (𝑘𝑠, 𝑘𝑡) . (43)

It is the form of problem (31) without triangle constraint.
Thus, the feasible region of 𝑘𝑠 and 𝑘𝑡 is the sum area of
regions 1 to 4 showed in Figure 2. It demonstrates that the
SST achieved by (43) is always equal to or bigger than that
achieved by (31).

Problem (43) can be equally separated into two parts.
They are formulated as follows:

𝑘∗𝑡 = argmin
0<𝑘𝑡

𝑃𝑐𝑜 (𝑘𝑡) , (44)

𝑘∗𝑠 = argmin
0<𝑘𝑠

𝑃𝑠𝑜 (𝑘𝑠) . (45)

We can find that (44) is equal to (32) and they have the
same result expressed in (36). For (45), in SWS, according
to Lemma 5, 𝑘∗𝑠 = 0. Besides, in WWS, based on Lemma 6,𝑘∗𝑠 = 𝑘𝑜𝑝𝑡𝑠 . Because 𝑘∗𝑡 and 𝑘∗𝑠 are obtained without triangle
constraint, the location of device 𝑛 can not be determined by𝑘∗𝑡 and 𝑘∗𝑠 . Although it is not practical, we can regard the SST
obtained from (43) as a benchmark to show the performance
of our suboptimal device placement scheme.

According to the definition, 𝑘∗𝑡 and 𝑘∗𝑠 represent the path
loss ratio, which denotes the distance relationship of devices
to BS and devices to Eve, respectively. The locations of device

Table 1: Table of parameters.

Parameters values
Monte Carlo simulation repeated 106 times
The distance between BS and device𝑚 𝑑𝑚 = 5𝑚
The distance between BS and Eve 𝑑𝐵𝐸 = 15𝑚
Rayleigh fading variance 𝜎2 = 1
The path loss exponent 𝛼 = 2.7
Expected secrecy rate 𝑅𝑛,𝑠 = 𝑅𝑚,𝑠 = 0.2BPCU
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Figure 3: 𝑃𝑐𝑜 and 𝑃𝑠𝑜 versus 𝜌 with 𝑘𝑡 = 0.15, 𝑘𝑠 = 0.55, 𝑑𝑒𝑚 = 20𝑚,
and 𝑅𝑡 = 0.6BPCU.
𝑚 and Eve are assumed to be known by BS. According to 𝑘∗𝑡
and 𝑘∗𝑠 , the location of device 𝑛 can be determined. If the
result is optimal, there may be one or two optimal locations
for device 𝑛. However, there only exists one location for
device 𝑛 when the result is suboptimal.

5. Numerical Results

In this section, we present the numerical results for verifying
our analysis. Unless otherwise stated, some of the simulation
parameters are in Table 1. We introduce bit per channel
use (BPCU) as the unit of transmitting rate. The distances
between each other are set to be small values, which do not
lose the generality, and also adopted in [24, 30].

Figure 3 plots 𝑃𝑐𝑜 and 𝑃𝑠𝑜 versus 𝜌 with 𝑘𝑡 = 0.15, 𝑘𝑠 =0.55, 𝑑𝑒𝑚 = 20𝑚, and 𝑅𝑡 = 0.6BPCU (𝑅𝑡 = 𝑅𝑛,𝑡 = 𝑅𝑚,𝑡). The
analysis curves of 𝑃𝑐𝑜 are calculated from (10) and (26) and
theoretic results of 𝑃𝑠𝑜 are calculated from (13), (19), and (27).
In this figure, we first observe that the simulations precisely
match the theoretic curves, which validates our analysis. And,
then,we observe that the curves of𝑃𝑐𝑜 decrease and the curves
of 𝑃𝑠𝑜 increase as the increasing of 𝜌. In addition, the curve of𝑃𝑐𝑜 in SWS is the same as that in WWS and 𝑃𝑠𝑜 of strong Eve
and OMA system are also the same, which correspond to our
analysis. Moreover, due to no interference in OMA system,
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Figure 4: The SST versus 𝜌 with 𝑘𝑡 = 0.15, 𝑘𝑠 = 0.55, and 𝑑𝑒𝑚 =20𝑚.

it has lower COP than NOMA and as, with the increasing
of 𝜌, COP of OMA tends to zero. In particular, 𝑃𝑠𝑜 in WWS
is always lower than that in SWS and OMA system because
ability limited Eve is interfered by devices in WWS.

Figure 4 plots the SST of NOMA andOMA system versus
transmit SNR 𝜌 with 𝑘𝑡 = 0.15, 𝑘𝑠 = 0.55, and 𝑑𝑒𝑚 = 20𝑚
for 𝑅𝑡 = 1.2, 0.8BPCU. The analysis curves are obtained
from (17), (21), and (29). Significantly, we find that the Monte
Carlo simulation points match precisely with the analytical
curves, which certifies to the accuracy of our analysis.We first
observe that for both NOMA and OMA system the curves
of SST first increase and then decrease as the increasing of𝜌. 𝜌 can be optimized for maximizing SST, however, which
is beyond the scope of this work. Secondly, we can find
that NOMA system is outperforming OMA system in high
SNR region, which is correspond to the analysis of (30). In
addition, SST is always bigger in WWS than that in SWS,
which confirms the analysis in Section 4. We also find that at
low 𝜌 region the SST is nearly equal in SWS and WWS. This
is because, at low SNR region, the effect of interference at Eve
is negligible, so the security performance in SWS is close to
that in WWS.

Figure 5 plots the SST versus 𝑅𝑡 with 𝑘𝑡 = 0.15, 𝑘𝑠 = 0.55,
and 𝑑𝑒𝑚 = 20𝑚 for 𝜌 = 30dB and 25dB. Firstly, we observe
that the curves of SST first increase and then decrease with
the increasing of 𝑅𝑡 for different 𝜌. There may also exist an
optimal 𝑅𝑡 which makes the system achieve maximum SST.
There are many literatures about finding the optimal 𝑅𝑡 [33]
and this work is beyond the scope of this paper. In addition,
when 𝑅𝑡 is bigger enough, the gap of SST betweenWWS and
SWS tends to be zero. This is due to the fact that increasing𝑅𝑡 enhances the ability of resisting wiretapping. When 𝑅𝑡 is
bigger enough, 𝑃𝑠𝑜 is negligible; the key restriction of SST is𝑃𝑐𝑜 which is the same in WWS and SWS. Moreover, we give
a performance comparison between 𝜌 = 35dB and 30dB,
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Figure 5: The SST versus 𝑅𝑡 with 𝑘𝑡 = 0.15, 𝑘𝑠 = 0.55, and 𝑑𝑒𝑚 =20𝑚.
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Figure 6: 𝑃𝑐𝑜 versus 𝑘𝑡 with 𝑅𝑡 = 0.6BPCU and 𝑑𝑒𝑚 = 20𝑚.
which shows the similar trends as the increasing of 𝑅𝑡. By
the way, we can get the similar characteristics when SST is
versus 𝑅𝑛,𝑡 or 𝑅𝑚,𝑡. Ultimately, we can find that when 𝑅𝑡
is high enough, the security performance of OMA system
outperforms that in NOMA system, which is proved by (30).

Figure 6 plots 𝑃𝑐𝑜 versus 𝑘𝑡 with 𝑅𝑡 = 0.6BPCU, for 𝜌 =35, 30 and 25dB. Firstly, we can observe that 𝑃𝑐𝑜 of NOMA
system first decrease and then increase as the increasing of𝑘𝑡 for different 𝜌. However, 𝑃𝑐𝑜 in OMA system is a decrease
function about 𝑘𝑡. This is because in NOMA system when
device 𝑛 becomes close to device 𝑚, the CS of device 𝑛 is
improved but deteriorating the CS of device 𝑚; however, it
only improves the CS of device 𝑛 in OMA system. Besides,𝑘∗𝑡 , obtained from (36), always stand for the minimum point
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Figure 7: SST versus 𝑘𝑠 with 𝑘𝑡 = 𝑘∗𝑡 , 𝜌 = 35dB, and 𝑅𝑡 = 1.5BPCU.

of 𝑃𝑐𝑜 in NOMA system precisely which verifies Lemma 4.
Moreover, as the increasing of 𝜌, 𝑃𝑐𝑜 is decreasing, which
corresponds to Figure 3. In addition, as the increasing of 𝜌,𝑘∗𝑡 also decreases, because far away from device𝑚 can reduce
its interference. Ultimately, When 𝑘𝑡 is small, 𝑃𝑐𝑜 of OMA
and that of NOMA system are close. It verifies that pairing
users whose CS are very different achieves high transmission
efficiency gain on OMA.

Figure 7 plots SST versus 𝑘𝑠 with 𝑘𝑡 = 𝑘∗𝑡 , 𝜌 = 35dB,
and 𝑅𝑡 = 1.5BPCU for different 𝑑𝑒𝑚 in their feasible region.
We first observe that 𝑘∗𝑠 always stand for the maximum point
of SST in NOMA system in their feasible region, which
verifies Lemma 2. In addition, 𝑘∗𝑠 are always standing for
the suboptimal results in SWS for different 𝑑𝑒𝑚, which is
proved by Lemma 5. In WWS, when 𝑑𝑒𝑚 = 20𝑚, (𝑘∗𝑡 , 𝑘𝑜𝑝𝑡𝑠 ) is
located in region 2, 𝑘∗𝑠 is suboptimal result; when 𝑑𝑒𝑚 = 15𝑚,(𝑘∗𝑡 , 𝑘𝑜𝑝𝑡𝑠 ) is located in region 1, we can observe that 𝑘∗𝑠 is
optimal result.

Figures 8 and 9 plot SST versus 𝜌 and 𝑅𝑡, respectively,
with 𝑘𝑡 = 𝑘∗𝑡 and 𝑘𝑠 = 𝑘∗𝑠 . In these figures, 𝑘𝑠 and 𝑘𝑡 are
adaptively changed due to the increasing of 𝜌 or 𝑅𝑡 according
to Lemmas 2 and 4, respectively. In Figure 8, we find that, in
low SNR region, our results are very close to the upper bound.
In Figure 9, we observe that, in high 𝑅𝑡 region, our results are
also close to their upper bounds tightly. As both in low SNR
region and in high𝑅𝑡 region, the security outage performance
can be ensured and SST is restricted by 𝑃𝑐𝑜 principally which
is optimized in our method. Consequently, the results from
our method tend to be optimal. Both Figures 8 and 9 show
that the curves of WWS are closer to their upper bounds
than that of SWS since by our scheme only suboptimal result
can be obtained in SWS. In particular, when Eve is away
from legal channel, i.e., increasing 𝑑𝐵𝐸 and 𝑑𝑒𝑚, our results
approach their upper bounds closer in both Figures 8 and 9.
It certificates our analysis in Remark 3.
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Figure 8:TheSSTversus𝜌with 𝑘𝑡 = 𝑘∗𝑡 , 𝑘𝑠 = 𝑘∗𝑠 , and𝑅𝑡 = 0.8BPCU.
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Figure 9: The SST versus 𝑅𝑡 with 𝑘𝑡 = 𝑘∗𝑡 , 𝑘𝑠 = 𝑘∗𝑠 , and 𝜌 = 30dB.

6. Conclusion

In this paper, we have first exploited uplink NOMA to
enhance PLS in IoT networks. The closed-form expressions
of JCOP, JSOP, and SST are derived in SWS and WWS.
Analysis results show that the secrecy performance in WWS
is always better than that in SWS and the two scenarios have
similar performance in low SNR region or high 𝑅𝑡 region.
In addition, we also have studied the security performance
of TDMA system as a benchmark to show superiority of
NOMA. The condition that NOMA outperforms OMA in
terms of SST is provided. Moreover, we formulate an easy-
to-implement scheme of device placement. Although the
scheme obtains optimal results only in some cases, when
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Eve is far away from legal users, the suboptimal results tend
to be optimal. In addition, simulation results show that, in
low SNR region and high 𝑅𝑡 region, our results also tend to
be optimal. Besides, by simulation, we find that there exists
an optimal desired transmission power or codeword rate,
which maximizes the SST both in SWS and in WWS. The
optimization of those parameters may be a future research
direction. Furthermore, we assume that statistic CSI of Eve is
available by legal users. In reality, it is impractical especially
for a totally passive Eve. Moreover, the massive devices
are randomly distributed in IoT networks. Using stochastic
geometry approach for modeling the positions of devices and
Eve may be another promising research direction.

Appendix

A. The Proof of (19)

To derive 𝑃𝑤𝑠𝑜, based on (18), we can formulate

𝑃𝑤𝑠𝑜 (𝜃𝑚,𝑠, 𝜃𝑛,𝑠) = 1 − Pr[ 𝜌𝐿 (𝑑𝑒𝑚) ℎ𝑒𝑚2𝜌𝐿 (𝑑𝑒𝑛) ℎ𝑒𝑛2 + 1
< 𝜃𝑚,𝑠, 𝜌𝐿 (𝑑𝑒𝑛) ℎ𝑒𝑛2𝜌𝐿 (𝑑𝑒𝑚) ℎ𝑒𝑚2 + 1 < 𝜃𝑛,𝑠] = 1
− Pr[𝜆𝑘𝑠 ℎ𝑒𝑛2𝜃𝑛,𝑠 − 1 < 𝜆 ℎ𝑒𝑚2

< 𝜃𝑚,𝑠 (𝜆𝑘𝑠 ℎ𝑒𝑛2 + 1)] ,

(A.1)

where 𝜆 = 𝜌𝐿(𝑑𝑒𝑚). For obtaining a practical value, we let
𝜆𝑘𝑠 ℎ𝑒𝑛2𝜃𝑛,𝑠 − 1 < 𝜃𝑚,𝑠 (𝜆𝑘𝑠 ℎ𝑒𝑛2 + 1) . (A.2)

After some simplification manipulations, we can obtain

1 − 𝜃𝑛,𝑠𝜃𝑚,𝑠𝜃𝑛,𝑠 𝜆𝑘𝑠 ℎ𝑒𝑛2 < 𝜃𝑚,𝑠 + 1. (A.3)

When 𝜃𝑛,𝑠𝜃𝑚,𝑠 ≥ 1, we can formulate

𝑃𝑤𝑠𝑜 (𝜃𝑚,𝑠, 𝜃𝑛,𝑠)
= 1 − ∫𝜃𝑛,𝑠

0
∫𝜃𝑚,𝑠(1+𝑦)
0

1𝑘𝑠𝛾2 𝑒−(𝑥/𝛾+𝑦/𝑘𝑠𝛾)𝑑𝑥𝑑𝑦
− ∫∞
𝜃𝑛,𝑠

∫𝜃𝑚,𝑠(1+𝑦)
𝑦/𝜃𝑛,𝑠−1

1𝑘𝑠𝛾2 𝑒−(𝑥/𝛾+𝑦/𝑘𝑠𝛾)𝑑𝑥𝑑𝑦,
(A.4)

where 𝛾 = 𝜆𝜎2. After some mathematical manipulations, we
can obtain

𝑃𝑤𝑠𝑜 (𝜃𝑚,𝑠, 𝜃𝑛,𝑠) = 𝑘𝑠𝑘𝑠 + 𝜃𝑛,𝑠 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾
+ 11 + 𝑘𝑠𝜃𝑚,𝑠 𝑒−𝜃𝑚,𝑠/𝛾.

(A.5)

When 𝜃𝑛,𝑠𝜃𝑚,𝑠 < 1, we can formulate

𝑃𝑤𝑠𝑜 (𝜃𝑚,𝑠, 𝜃𝑛,𝑠) = 1 − ∫𝜃𝑛,𝑠
0

∫𝜃𝑚,𝑠(1+𝑦)
0

1𝑘𝑠𝛾2 𝑒−(𝑥/𝛾+𝑦/𝑘𝑠𝛾)𝑑𝑥𝑑𝑦
− ∫𝜃𝑛,𝑠(1+𝜃𝑚,𝑠)/(1−𝜃𝑛,𝑠𝜃𝑚,𝑠)
𝜃𝑛,𝑠

∫𝜃𝑚,𝑠(1+𝑦)
𝑦/𝜃𝑛,𝑠−1

1𝑘𝑠𝛾2 𝑒−(𝑥/𝛾+𝑦/𝑘𝑠𝛾)𝑑𝑥𝑑𝑦.
(A.6)

After some mathematical manipulations, we can obtain

𝑃𝑤𝑠𝑜 (𝜃𝑚,𝑠, 𝜃𝑛,𝑠) = 𝑘𝑠𝑘𝑠 + 𝜃𝑛,𝑠 𝑒−𝜃𝑛,𝑠/𝑘𝑠𝛾 + 11 + 𝑘𝑠𝜃𝑚,𝑠
⋅ 𝑒−𝜃𝑚,𝑠/𝛾 − 𝑘𝑠 (1 − 𝜃𝑚,𝑠𝜃𝑛,𝑠)(1 + 𝑘𝑠𝜃𝑚,𝑠) (𝑘𝑠 + 𝜃𝑛,𝑠)
⋅ 𝑒−𝑘𝑠𝜃𝑚,𝑠(1+𝜃𝑛,𝑠)+𝜃𝑛,𝑠(1+𝜃𝑚,𝑠)/𝑘𝑠𝛾(1−𝜃𝑚,𝑠𝜃𝑛,𝑠).

(A.7)

Above all, (19) is derived.

B. The Proof of Lemma 2

In order to find the optimal 𝑘𝑠, the general idea is inves-
tigating the monotonicity of target function in its feasible
region which is determined by its extreme point. When the
considered target function has at most one stationary point,
the problem becomes explicit. If the extreme point is located
in the feasible region, the optimal point is the extreme point.
If the extreme point is located in the sides of the feasible
region, the target function is a monotonic function and the
optimal point locates at the boundary of the feasible region.
According to Figure 2 and the value of 𝑘∗𝑡 , four cases based on
the location of extreme point should be considered to discuss
the result of optimal 𝑘𝑠.

We first obtain 𝑘∗𝑡 and 𝑘𝑜𝑝𝑡𝑠 , where 𝑘∗𝑡 = argmin0<𝑘𝑡𝑃𝑐𝑜(𝑘𝑡)
and 𝑘𝑜𝑝𝑡𝑠 = argmin0<𝑘𝑠𝑃𝑠𝑜(𝑘𝑠). Thus, 𝑘𝑜𝑝𝑡𝑠 is the extreme point
of 𝑃𝑠𝑜(𝑘𝑠). In addition, we assume that 𝑃𝑠𝑜(𝑘𝑠) has at most one
stationary point. Thus, when 𝑘𝑠 < 𝑘𝑜𝑝𝑡𝑠 , 𝑃𝑠𝑜(𝑘𝑠) is monotonic
decrease function about 𝑘𝑠 and when 𝑘𝑠 > 𝑘𝑜𝑝𝑡𝑠 , 𝑃𝑠𝑜(𝑘𝑠) is
monotonic increase function about 𝑘𝑠. The four cases are
discussed as follows.

If (𝑘∗𝑡 , 𝑘𝑜𝑝𝑡𝑠 ) locates in region 1, i.e.,

𝑘−1/𝛼𝑠 𝑑𝑒𝑚 + (𝑘∗𝑡 )−1/𝛼 𝑑𝑚𝑑𝐵𝐸 ≥ 1, (B.1)

and 𝑘−1/𝛼𝑠 𝑑𝑒𝑚 − (𝑘∗𝑡 )−1/𝛼 𝑑𝑚𝑑𝐵𝐸 ≤ 1, (B.2)

𝑘𝑜𝑝𝑡𝑠 satisfies the triangle inequality constraint. 𝑘∗𝑠 = 𝑘𝑜𝑝𝑡𝑠 and
the result is optimal. However, when (𝑘∗𝑡 , 𝑘𝑜𝑝𝑡𝑠 ) does not locate
in region 1, i.e., 𝑘𝑜𝑝𝑡𝑠 does not satisfy the triangle inequality
constraint, 𝑘∗𝑠 ̸= 𝑘𝑜𝑝𝑡𝑠 and the results are suboptimal.

If (𝑘∗𝑡 , 𝑘𝑜𝑝𝑡𝑠 ) is located in region 2, i.e.,

𝑑𝐵𝐸 − 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼 > 0, (B.3)
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and

(𝑑𝐵𝐸 + 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼 > 𝑘𝑜𝑝𝑡𝑠 , (B.4)

𝑃𝑠𝑜(𝑘𝑠) is monotonic increase function about 𝑘𝑠 and the
feasible region is expressed as

𝑘𝑠 ∈ [[(
𝑑𝐵𝐸 + 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼 ,

(𝑑𝐵𝐸 − 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼]] .
(B.5)

Therefore 𝑘∗𝑠 = ((𝑑𝐵𝐸 + 𝑑𝑚(𝑘∗𝑡 )−1/𝛼)/𝑑𝑒𝑚)−𝛼.
If (𝑘∗𝑡 , 𝑘𝑜𝑝𝑡𝑠 ) is located in region 3, i.e.,

𝑑𝐵𝐸 − 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼 > 0, (B.6)

and

(𝑑𝐵𝐸 − 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼 < 𝑘𝑜𝑝𝑡𝑠 , (B.7)

𝑃𝑠𝑜(𝑘𝑠) is monotonic decrease function about 𝑘𝑠 and the
feasible region can be written as

𝑘𝑠 ∈ [[(
𝑑𝐵𝐸 + 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼 ,

(𝑑𝐵𝐸 − 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼]] .
(B.8)

Therefore, 𝑘∗𝑠 = ((𝑑𝐵𝐸 − 𝑑𝑚(𝑘∗𝑡 )−1/𝛼)/𝑑𝑒𝑚)−𝛼.
If (𝑘∗𝑡 , 𝑘𝑜𝑝𝑡𝑠 ) is located in region 4, i.e.,

𝑑𝑚 (𝑘∗𝑡 )−1/𝛼 − 𝑑𝐵𝐸 > 0, (B.9)

and

(𝑑𝑚 (𝑘∗𝑡 )−1/𝛼 − 𝑑𝐵𝐸𝑑𝑒𝑚 )−𝛼 < 𝑘𝑜𝑝𝑡𝑠 . (B.10)

𝑃𝑠𝑜(𝑘𝑠) is monotonic decrease function about 𝑘𝑠 and the
feasible region is expressed as

𝑘𝑠 ∈ [[(
𝑑𝐵𝐸 + 𝑑𝑚 (𝑘∗𝑡 )−1/𝛼𝑑𝑒𝑚 )−𝛼 ,

(𝑑𝑚 (𝑘∗𝑡 )−1/𝛼 − 𝑑𝐵𝐸𝑑𝑒𝑚 )−𝛼]] .
(B.11)

Therefore, 𝑘∗𝑠 = ((𝑑𝑚(𝑘∗𝑡 )−1/𝛼 − 𝑑𝐵𝐸)/𝑑𝑒𝑚)−𝛼.
Combining the above four cases, we obtain Lemma 2.

C. The Proof of Lemma 6

When 𝜃𝑚,𝑠 = 𝜃𝑛,𝑠 = 𝜃, and 𝜃 ≥ 1, based on (19), 𝑃𝑤𝑠𝑜 can be
expressed as

𝑃𝑤𝑠𝑜 = 𝑘𝑠𝑘𝑠 + 𝜃𝑒−𝜃/𝑘𝑠𝛾 + 11 + 𝑘𝑠𝜃𝑒−𝜃/𝛾. (C.1)

The first-order partial derivative of 𝑃𝑤𝑠𝑜 with respect to 𝑘𝑠 can
be written as

𝜕𝑃𝑤𝑠𝑜𝜕𝑘𝑠 = ( 𝜃𝑘𝑠𝛾 (𝑘𝑠 + 𝜃) + 𝜃(𝑘𝑠 + 𝜃)2)⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
Ξ1

𝑒−𝜃/𝑘𝑠𝛾

− 𝜃(1 + 𝑘𝑠𝜃)2 𝑒−𝜃/𝛾.
(C.2)

From (C.2), we can find that when 𝑘𝑠 tends to be zero,𝜕𝑃𝑤𝑠𝑜/𝜕𝑘𝑠 < 0; when 𝑘𝑠 = 1, 𝜕𝑃𝑤𝑠𝑜/𝜕𝑘𝑠 > 0. So at least existing
one 𝑘𝑠 make 𝜕𝑃𝑤𝑠𝑜/𝜕𝑘𝑠 = 0. If there is only one 𝑘𝑠 indicated
as 𝑘𝑜𝑝𝑡𝑠 , it is the optimal result of (35). We will prove that only
one 𝑘𝑠 makes 𝜕𝑃𝑤𝑠𝑜/𝜕𝑘𝑠 = 0 below.

The second-order partial derivative of 𝑃𝑤𝑠𝑜 with respect to𝑘𝑠 can be expressed as

𝜕2𝑃𝑤𝑠𝑜𝜕𝑘2𝑠 = 2𝜃2(1 + 𝑘𝑠𝜃)3 𝑒−𝜃/𝛾

+ ( 𝜃2𝑘3𝑠𝛾2 (𝑘𝑠 + 𝜃) − 2𝜃𝑘𝑠𝛾 (𝑘𝑠 + 𝜃)2 −
2𝜃(𝑘𝑠 + 𝜃)3)

⋅ 𝑒−𝜃/𝑘𝑠𝛾.
(C.3)

When 𝑘𝑠 tends to zero, 𝜕2𝑃𝑤𝑠𝑜/𝜕𝑘2𝑠 > 0. It shows that, with
the increasing of 𝑘𝑠, 𝜕𝑃𝑤𝑠𝑜/𝜕𝑘𝑠 first increases. When 𝜕𝑃𝑤𝑠𝑜/𝜕𝑘𝑠
begins to decrease, i.e., 𝜕2𝑃𝑤𝑠𝑜/𝜕𝑘2𝑠 < 0, which can be further
expressed as

𝜕2𝑃𝑤𝑠𝑜𝜕𝑘2𝑠
= ( 𝜃2𝑘3𝑠𝛾2 (𝑘𝑠 + 𝜃) − 2𝜃𝑘𝑠𝛾 (𝑘𝑠 + 𝜃)2 −

2𝜃(𝑘𝑠 + 𝜃)3)
⋅ 𝑒−𝜃/𝑘𝑠𝛾 + 2𝜃2(1 + 𝑘𝑠𝜃)3 𝑒−𝜃/𝛾 < 0.

(C.4)

After some calculations, we can obtain

(1 + 𝑘𝑠𝜃)2𝑘3𝑠𝛾3 (𝑘𝑠 + 𝜃)3 (2𝛾2𝑘2𝑠 (𝑘𝑠 + 𝜃) − 𝜃𝛾 (𝑘𝑠 + 𝜃)
2 + 2𝛾3𝑘3𝑠)⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟

Ξ2

𝑒−𝜃/𝑘𝑠𝛾

− 𝜃(1 + 𝑘𝑠𝜃)2 𝑒−𝜃/𝛾 > 0.
(C.5)
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We investigate the result of Ξ1 − Ξ2, i.e.,
Ξ1 − Ξ2 = 12𝑘3𝑠𝛾3 (𝑘𝑠 + 𝜃)3 {2𝜃𝑘2𝑠𝛾2 (𝑘𝑠 + 𝜃)

2

+ 2𝜃𝑘3𝑠𝛾3 (𝑘𝑠 + 𝜃) + (1 + 𝑘𝑠𝜃)
⋅ (𝜃𝛾 (𝑘𝑠 + 𝜃)2 − 2𝛾2𝑘2𝑠 (𝑘𝑠 + 𝜃) − 2𝛾3𝑘3𝑠)}
= 12𝑘3𝑠𝛾2 (𝑘𝑠 + 𝜃)3 {2𝑘3𝑠 (𝜃 (𝑘𝑠 + 𝜃) − (1 + 𝑘𝑠𝜃))
⋅ 𝛾2 + 2𝑘2𝑠 (𝑘𝑠 + 𝜃) (𝜃 (𝑘𝑠 + 𝜃) − (1 + 𝑘𝑠𝜃)) 𝛾
+ 𝜃 (1 + 𝑘𝑠𝜃) (𝑘𝑠 + 𝜃)2} .

(C.6)

Introducing a function

𝐹 (𝛾)
= 2𝑘3𝑠 (𝜃 (𝑘𝑠 + 𝜃) − (1 + 𝑘𝑠𝜃)) 𝛾2
+ 𝜃 (𝑘𝑠 + 𝜃)2 (1 + 𝑘𝑠𝜃)
+ (2𝜃𝑘2𝑠 (𝑘𝑠 + 𝜃)2 − 2𝑘2𝑠 (𝑘𝑠 + 𝜃) (1 + 𝑘𝑠𝜃)) 𝛾,

(C.7)

we find that

𝜕𝐹 (𝛾)𝜕𝛾 = (𝜃2 − 1) (4𝑘3𝑠𝛾 + 2 (𝑘𝑠 + 𝜃) 𝑘2𝑠) ≥ 0. (C.8)

Thus, we can obtain

𝐹min (𝛾) = 𝐹min (0) = 𝜃 (𝑘𝑠 + 𝜃)2 (1 + 𝑘𝑠𝜃) > 0. (C.9)

So,

Ξ1𝑒−𝜃/𝑘𝑠𝛾 − 𝜃(1 + 𝑘𝑠𝜃)2 𝑒−𝜃/𝛾
> Ξ2𝑒−𝜃/𝑘𝑠𝛾 − 𝜃(1 + 𝑘𝑠𝜃)2 𝑒−𝜃/𝛾 > 0.

(C.10)

The result shows that when 𝜕2𝑃𝑤𝑠𝑜/𝜕𝑘2𝑠 < 0, 𝜕𝑃𝑤𝑠𝑜/𝜕𝑘𝑠 > 0.
Based on the above two results, 𝜕𝑃𝑤𝑠𝑜/𝜕𝑘𝑠 first increases and
when it begins to decrease it always stays positive value. It
further demonstrates that 𝜕𝑃𝑤𝑠𝑜/𝜕𝑘𝑠 = 0 have only one result𝑘𝑜𝑝𝑡𝑠 which is expressed in (41).

Based on (34), Lemma 6 is obtained.
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We investigate the secrecy performance in large-scale cellular networks, where both Base Stations (BSs) and eavesdroppers
follow independent and different homogeneous Poisson point processes (PPPs). Based on the distances between the BS and
user, the intended user selects the nearest BS as serving BS to transmit the confidential information. We first derive closed-
formed expressions of secrecy outage probability and average secrecy rate of a single-antenna system for both noncooperative
and cooperative eavesdroppers scenarios. Then, to further improve the secrecy performance through additional spatial degrees
of freedom, the above analyses generalize to the multiantenna scenario, where BSs employ the transmit antenna selection (TAS)
scheme. Finally, the results show the small-scale fading has a considerable effect on the secrecy performance in certain density
of eavesdroppers and small path loss exponent environment, and when the interference caused by BS is considered, the secrecy
performance will be reduced. Moreover, the gap of secrecy performance between noncooperative and cooperative eavesdroppers
cases is nearly invariable as the number of antennas increases.

1. Introduction

Due to the broadcast nature of physical propagation channel,
wireless communication networks are particularly vulnerable
to be wiretapped and attacked by malicious users. Tradi-
tionally, protecting the secret information transmission relies
heavily on cryptographic encryption and decryption tech-
nologies. However, because of the high complexity caused by
key distribution and management, cryptographic technolo-
gies may not be suitable for large-scale wireless networks.
Against this background, physical layer security (PLS), which
takes advantage of the inherent randomness of wireless
channels, including noise, channel fading, and interference
to achieve secure transmission for wireless networks, has
arousedwide attention after Shannon andWyner’s pioneering
works [1, 2].

1.1. Background. A significant amount of PLS techniques
in wireless networks, such as artificial-noise-aided security
[3], security-oriented beamforming [4], cooperation based
secure transmission [5], and power control and resource

allocation [6], has been developed by researchers. An impor-
tant information conveyed by [7, 8] is that PLS techniques
have enormous potential in future 5th-generation (5G)
secure communications. However, most of these works are
based on point-to-point communications, where the node
locations and topology of networks are determined and
static.Moreover, theseworks only consider small-scale fading
in the process of information transmission. However, in
reality, the uncertain node locations has significant impact on
the secure communication, especially in future 5G wireless
networks where the node locations and topological structure
are becoming more and more randomized and dynamic.
The difficulty of researching the secrecy performance in
such wireless networks is how to model the random loca-
tions distribution of nodes accurately. Fortunately, stochastic
geometry has provided a powerful tool to address this
difficulty and achieved great success in ad hoc networks
[9, 10], random cognitive radio networks [11, 12], and large-
scale cellular networks [13–19].

Stochastic geometry has facilitated the investigation of
the influence of randomly located eavesdroppers on secrecy
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performance. Specially, for describing the locations distribu-
tion of unknown eavesdroppers, the Poisson point process
(PPP) is an efficient model. In [13], the authors derived the
secrecy outage probability in the scenario where a transmitter
transmits confidential information to an intended receiver
in the presence of PPP distributed eavesdroppers. In order
to further enhance physical layer security of networks, the
researchers exploited various signal processing technologies,
e.g., beamforming [14], transmit antenna selection (TAS)
[15], regularized channel inversion linear precoding [16], and
artificial noise (AN) [17], and designed different transmission
schemes, e.g., on-off transmission [18] and secrecy guard zone
[19]. It is worth noting that [14, 15] simultaneously considered
the noncooperative and cooperative eavesdroppers cases and
analyzed the secrecy performance under various network
factors. Comparing the two different eavesdropping cases, it
can be concluded that cooperative eavesdroppers had more
serious damage to the security of networks.The recently work
[20] investigated the secrecy outage probability in random
wireless networks, and the authors utilized TAS to enhance
secrecy performance and proposed two metrics to order the
users.

The aforementioned papers only take the single cell
into account. Considering the mobility of users, users may
communicate with different BSs in different locations. Hence,
in order to conform to more realistic scenes, it is necessary
to consider the impacts caused by the multiple cells in large-
scale cellular networks.Due to the uneven distribution of BSs,
particularly in remote areas, the cellular structure presents
the irregular features. It has proved that the BSs modeled
as PPP can track in real deployment as accurately as the
traditional grid model [21]. Based on [21], the placement of
BSs and eavesdropperswasmodeled asmutually independent
PPPs in [22, 23]. The authors in [23] specially evaluated the
secrecy rate in large-scale cellular networks where BSs can
exchange partial or complete information according to the
eavesdroppers’ location information.This workwas extended
to [24, 25] which proposed a regularized channel inversion
linear precoding approach to improve the average secrecy
rate. Furthermore, [26] considered the PLS in heterogeneous
cellular networks where the BSs in every tier are spatially
distributed according to a homogeneous PPP with different
density.

1.2. Motivation. In large-scale cellular networks where BSs
and eavesdroppers are random distribution [22, 23], only the
large-scale fading is considered. In fact, small-scale fading
caused by multipath components produces the harmful
or even fatal impact for wireless communications. Hence,
considering small-scale fading is more practical for analyzing
secrecy performance. On the other hand, when the density of
BSs is large enough, the distance between BSs and user will
become small. For this short distance transmission, small-
scale fading may be the main factor that affects the secrecy
performance.Therefore, it is significant to research the effects
on secrecy performance caused by the small-scale fading
in addition to the large-scale fading in large-scale cellular
networks. This work has been studied partly in our prior

work [27]. However, the system that it considered is a single-
antenna system, and the interference caused by BS has been
ignored. In this paper, the influence of interference has been
considered in single-antenna scenario. In addition, in future
cellular networks, the BS may equip multiple antennas to
enhance information transmission. Therefore, we extend the
research to multiantenna scenario.

TAS technology with low-cost and low-computational
can effectively enhance secrecy performance, and it achieves
full diversity while maintaining low feedback overhead and
requiringminimal transceiver circuitry. Although it has been
applied in [15], it is important to know that [15] considered
such a scenario where a transmitter communicated with
an intended user in the presence of randomly distributed
eavesdroppers. However, we focus on a more realistic and
complex cellular network where BSs and eavesdroppers
both are randomly distributed. It is significant to study
how the network parameters, i.e., node density, the number
of antennas, and path loss exponent, affect the secrecy
performance, especially the performance difference between
noncooperative and cooperative eavesdroppers cases, and
these are beneficial for understanding and designing such
wireless networks.

1.3. Contributions. In this paper, we investigate the secrecy
outage probability and average secrecy rate of large-scale
cellular networks subject to Rayleigh fading, coexisting with
PPP distributed BSs and eavesdroppers. Comparing the work
with [23], we consider both large-scale and small-scale fading
simultaneously in the process of transmitting confidential
information.Hence, our results in this paper aremore general
and realistic. In addition, through analyzing the secrecy
performance in the large-scale cellular networks, we find
that the results of [23] can be regarded as the bound of our
results, and it can be concluded that the small-scale fading
has a considerable effect on secrecy performance in certain
density of eavesdroppers and small path loss exponent. And
the impact on secrecy performance caused by the small-
scale fading will decrease with the increasing of path loss
exponent.

Especially, on the basis of considering the small-scale
fading, we consider the interference caused by BS in
the single-antenna scenario. In such case, the closed-form
expressions of the secrecy outage probability and average
secrecy rate are derived and the numerical results are
also given in simulation section. On the other hand, we
consider both noncooperative and cooperative eavesdrop-
pers cases and derive an accurate expression as well as a
closed-form bound on secrecy performance for the non-
cooperative eavesdroppers case and a closed-form solu-
tion for the cooperative eavesdroppers case, respectively.
In the simulations section, the effects on secrecy perfor-
mance in various network parameters have been given,
which can help us design and optimize the network per-
formance. An interesting finding is that increasing of
the number of antennas has a little effect on the differ-
ence between noncooperative and cooperative eavesdroppers
cases.
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Figure 1: Illustration of Poisson distributed BSs cell boundaries.
A typical user chooses the nearest BS to be the serving BS. BSs
and eavesdroppers (respectively, represented by red five-pointed
star and green squares) are distributed according to homogeneous
PPPs.

2. System and Channel Model

As shown in Figure 1, we consider a downlink secure
transmission in large-scale cellular networks, where one of
stochastic distributed BSs is chosen to serve an intended
mobile user in the presence of multiple malicious eaves-
droppers. Without loss of generality, the intended mobile
user is located at the origin in R2 as the typical user by
Slivnyak theorem [28]. In this paper, both the locations
of BSs and eavesdroppers are modeled as independent
homogeneous PPPs Φ𝑏 and Φ𝑒 of intensity 𝜆𝑏 and 𝜆𝑒,
respectively. First of all, we assume the BSs, the typical user,
and eavesdroppers are equipped with a single antenna each.
Furthermore, in Section 5, we extend to the multiantenna
scenario where BSs are equipped with multiple antennas
and use TAS technology to further enhance the secrecy
performance.

We consider both large-scale and small-scale fading for
the wireless channels. For the large-scale fading, we adopt
the standard path loss model 𝑙−𝛼𝑥𝑦 , where 𝑙𝑥𝑦 denotes the
distance between transmitter 𝑥 and receiver 𝑦, and 𝛼 >2 is path loss exponent. Small-scale fading is caused by
the coherent superposition of a great number of multi-
path components at the receiver. It heavily leads to the
fragility of wireless communication. For the small-scale
fading, a quasi-static Rayleigh fading is assumed, which is
ignored by prior research in this research field [23]. And
in the scenario of passive eavesdroppers, it is difficult to
obtain the instantaneous channel state information (CSI)
and locations of eavesdroppers. Nevertheless, we assume
that their small-scale channel distributions are available.
Let ℎ𝑖𝑗 represent the Rayleigh fading coefficient between

node 𝑖 and node 𝑗 in the cellular network. Meanwhile, we
assume that the Rayleigh fading coefficient follows a zero-
mean complex Gaussian distribution with unit variance, i.e.,
CN(0, 1).

Similar to [15, 23], in order to reduce feedback and
computational complexity, we select the serving BS for the
intended user only depending on the large-scale fading, i.e.,𝑙−𝛼𝐵𝑖𝑈. For a given𝛼 and channelmodel, servingBS is equivalent
as the nearest BS. Hence the serving BS can be selected
as 𝐵∗ = argmin𝐵𝑖∈Φ𝑏(𝑙𝐵𝑖𝑈). Based on [29], the probability
density function (PDF) of 𝑙𝐵∗𝑈 is 𝑓𝑙𝐵∗𝑈(𝑙) = 2𝜋𝜆𝑏𝑙𝑒−𝜋𝜆𝑏𝑙2 ,
where 𝑙𝐵∗𝑈 is the distance between the serving BS and the
typical user.

In this work, we adopt two assumptions; one is that
the downlink receiver has no in-band interference [23].
It is justifiable when the interfering BSs are far away
from the serving BS, so that a carefully planned frequency
reuse pattern can be adopted. Moreover, the constant noise
power can comprise interference of networks. Another
assumption is that the interference caused by BS is con-
sidered in the process of information transmission [24,
25].

3. Secrecy Performance of
Single-Antenna System

In this section, we investigate the secrecy outage probability
and average secrecy rate at the typical user under the
assumption that all nodes are equipped with a single antenna.
The received signal-noise-ratio (SNR) at the typical user can
be expressed as 𝛾𝐵∗𝑈 = 𝑃𝐵𝑆|ℎ𝐵∗𝑈|2𝑙−𝛼𝐵∗𝑈/𝜎2, and the SNR of an
arbitrary eavesdropper 𝑒 is 𝛾𝐵∗𝑒 = 𝑃𝐵𝑆|ℎ𝐵∗𝑒|2𝑙−𝛼𝐵∗𝑒/𝜎2, where 𝜎2
is the variance of zero-mean Additive White Gaussian Noise
(AWGN) at each receiver, and𝑃𝐵𝑆 is the transmit power of the
serving BS.

3.1. Noncooperative Eavesdroppers. In this subsection, con-
sidering that there is no cooperation among eavesdroppers
and each eavesdropper decodes information independently,
in such case, we evaluate the secrecy outage probability
and average secrecy rate of the intended user in cellular
networks.

3.1.1. Secrecy Outage Probability. The secrecy outage prob-
ability is defined as the probability that the achievable
secrecy rate is less than a given secrecy code rate which is
nonnegative.

Based on themodel described above, the channel capacity
of the serving BS to the typical user can be written as

𝐶𝐵∗𝑈 = log2 (1 + 𝛾𝐵∗𝑈)
= log2(1 + 𝑃𝐵𝑆 ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈𝜎2 ) . (1)
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In order to design the optimal network parameters to
achieve the maximum level of security in the presence
of multiple noncooperative eavesdroppers, we consider the
most detrimental eavesdropper which has the worst impact
on secrecy performance of networks. The channel capacity
at the most detrimental eavesdropper can be expressed
as

𝐶𝐵∗𝑒 = log2 (1 +max
𝑒∈Φ𝑒

(𝛾𝐵∗𝑒))
= log2(1 +max

𝑒∈Φ𝑒
(𝑃𝐵𝑆 ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒𝜎2 )) .

(2)

The achievable maximum secrecy rate at the typical user
is given by 𝑅𝑠 = [𝐶𝐵∗𝑈 − 𝐶𝐵∗𝑒]+, so the secrecy outage
probability can be given as

𝑃𝑁𝐶
𝑠𝑜 (𝑅0) = P (𝑅𝑠 < 𝑅0) = P (𝐶𝐵∗𝑈 − 𝐶𝐵∗𝑒 < 𝑅0)
= P(log2( 1 + 𝑃𝐵𝑆 ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈/𝜎21 +max𝑒∈Φ𝑒 (𝑃𝐵𝑆 ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒/𝜎2))

< 𝑅0) 𝑎≃ P( ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈
max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2

𝑅0) ,
(3)

where [𝑋]+ = max(0, 𝑥) and 𝑅0 ≥ 0 denotes the secrecy
rate threshold. Step (a) is based on that the typical user
and eavesdroppers operate in moderate-to-high SNR regime
[18, 23].

Proposition 1. The secrecy outage probability for the scenario
of noncooperative eavesdroppers can be expressed as

𝑃𝑁𝐶
𝑠𝑜 (𝑅0)
≃ ∞∑

𝑘=1

( −𝜆𝑏𝛼2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)
𝑘−1 Γ ( 2𝛼 (𝑘 − 1) + 1) .

(4)

Proof. According to the definition of the secrecy outage
probability in (3), we can derive the secrecy outage probability
as

𝑃𝑁𝐶
𝑠𝑜 (𝑅0) ≃ P( ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈

max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0)

= EΦ𝑏,Φ𝑒
(P(max

𝑒∈Φ𝑒
(ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) > ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈2𝑅0 | Φ𝑏,

Φ𝑒)) = 1 − EΦ𝑏,Φ𝑒
(∏
𝑒∈Φ𝑒

P(ℎ𝐵∗𝑒2

< ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈2𝑅0 𝑙𝛼𝐵∗𝑒 | Φ𝑏, Φ𝑒)) 𝑎= 1
− EΦ𝑏

(exp(−𝜆𝑒 ∫2𝜋
0
∫∞
0
𝑒(|ℎ𝐵∗𝑈|2𝑙−𝛼𝐵∗𝑈/2𝑅0 )𝑟𝛼𝑟𝑑𝑟𝑑𝜃) |

Φ𝑏) 𝑏= 1 − EΦ𝑏 (exp(− 2𝜋𝜆𝑒2𝑅0𝛼 ℎ𝐵∗𝑈2/𝛼 𝑙−2𝐵∗𝑈Γ (
2𝛼)) |

Φ𝑏) = 1

− E|ℎ𝐵∗𝑈|2 (∫∞
0

exp(− 2𝜋𝜆𝑒 (2𝑅0)2/𝛼𝛼 ℎ𝐵∗𝑈2/𝛼 𝑙−2𝐵∗𝑈 × Γ (
2𝛼))

⋅ 𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙 | ℎ𝐵∗𝑈2)

c= ∫∞
0
( 2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼 𝑒−𝑥𝜆𝑏𝛼𝑥2/𝛼 + 2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)𝑑𝑥

𝑑= ∞∑
𝑘=1

(− 𝜆𝑏𝛼2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)
𝑘−1 Γ ( 2𝛼 (𝑘 − 1) + 1) ,

(5)

where step (a) is based on the probability generating func-
tional (PGFL) of PPPs Φ𝑏 and Φ𝑒 [30], and step (b) holds
by using [31, eq. (3.326.2)]. In addition, step (c) is based
on the exponential distribution of channel gain |ℎ𝐵∗𝑈|2
and the PDF of 𝑙𝐵∗𝑈, and step (d) follows polynomial
expansion [31, eq. (1.112.1)] and integral formula [31, eq.
(3.326.2)].

From (4), we know that if the density of eavesdrop-
pers increases or the density of BSs decreases, the secrecy
outage probability will increase. Additionally, the secrecy
outage probability increases as the threshold value 𝑅0 or 𝛼
increases. In order to make the result easy to analyze, we
derive the lower bound of the secrecy outage probability
as

𝑃𝑁𝐶
𝑠𝑜 (𝑅0) ≥ 𝑃𝑁𝐶−𝑙𝑜𝑤𝑒𝑟

𝑠𝑜 (𝑅0) = 𝜆𝑒 (2𝑅0)2/𝛼𝜆𝑏 + 𝜆𝑒 (2𝑅0)2/𝛼 (6)

Proof. Beginning with the basic definition of the secrecy
outage probability, it can be derived as follows:
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𝑃𝑁𝐶
𝑠𝑜 (𝑅0) = EΦ𝑏,Φ𝑒

(P(𝑙𝐵∗𝑈 > ( ℎ𝐵∗𝑈2
max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) ×

12𝑅0)
1/𝛼 | Φ𝑏, Φ𝑒))

𝑎≥ E𝑙𝐵∗𝑈,𝑙𝐵∗e
(P(𝑙𝐵∗𝑈 > (E|ℎ𝐵∗𝑈|

2 ,|ℎ𝐵∗𝑒|
2 ( 12𝑅0 ×

ℎ𝐵∗𝑈2
max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) |

ℎ𝐵∗𝑈2 , ℎ𝐵∗𝑒2))
1/𝛼) | 𝑙𝐵∗𝑈,𝑙𝐵∗𝑒)

= E𝑙𝐵∗𝑈,𝑙𝐵∗𝑒
(P(𝑙𝐵∗𝑈 > 1

max𝑒∈Φ𝑒 (𝑙−𝛼𝐵∗𝑒) (2𝑅0)1/𝛼) | 𝑙𝐵∗𝑈,𝑙𝐵∗𝑒)
= E𝑙𝐵∗𝑈,𝑙𝐵∗𝑒

(P(min
𝑒∈Φ𝑒

(𝑙𝐵∗𝑒) < (2𝑅0)1/𝛼 𝑙𝐵∗𝑈) | 𝑙𝐵∗𝑈,𝑙𝐵∗𝑒) 𝑏= 1 − ∫∞
0

exp(−𝜋𝜆𝑒 (2𝑅0)2/𝛼 𝑦2)𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙
= 𝜆𝑒 (2𝑅0)2/𝛼𝜆𝑏 + 𝜆𝑒 (2𝑅0)2/𝛼 ,

(7)

where step (a) is derived by employing the Jensen inequality𝐸(𝜑(𝑥)) ≥ 𝜑(𝐸(𝑥)), and step (b) follows the PPPs void
probability and the PDF of 𝑙𝐵∗U.
Remark 2. It should be noticed that the result in (6) can be
compared with scenario 1 in [23] where mobile users to be
served by the nearest BS and the full location information of
eavesdroppers can be obtained by BS. In that paper, it gave the
complementary cumulative distribution function (CCDF) of𝑅𝑠 as 𝐹𝑅𝑠(𝑅0) = P (𝑅𝑠 > 𝑅0) without considering the
impact of the small-scale fading. We can find that the result
in [23] is the same as the lower bound in essence. Therefore,
it provides a bound for our result. Because we take the small-
scale fading into account, the result presented in this paper is
more realistic and general.

3.1.2. Average Secrecy Rate. In the following, we study the
average secrecy rate𝑅𝑠 of the cellular network in the presence
of noncooperative eavesdroppers. By calculating the expecta-
tion of secrecy rate, we can derive the expression of average
secrecy rate as

𝑅𝑠 = ∫∞
0
𝑅𝑠𝑓 (𝑅𝑠) 𝑑𝑅𝑠 = ∫∞

0
(∫𝑅𝑠

0
𝑑𝑦)𝑓 (𝑅𝑠) 𝑑𝑅𝑠

= ∫∞
0
∫∞
𝑦
𝑓 (𝑅𝑠) 𝑑𝑅𝑠𝑑𝑦 = ∫∞

0
(1 − 𝐹 (𝑅𝑠)) 𝑑𝑦,

(8)

where 𝑓(𝑅𝑠) and 𝐹(𝑅𝑠) are the PDF and the cumulative
distribution function (CDF) of 𝑅𝑠, respectively. And, the
secrecy outage probability can be regarded as the distribution
function of the achievable maximum secrecy rate 𝑅𝑠. There-
fore, based on Proposition 1, we can derive the expression of
average secrecy rate as 𝑅𝑠 = ∫∞0 (1 − 𝑃𝑠o(𝑅0))𝑑𝑅0.
Corollary 3. The average secrecy rate is provided by

𝑅𝑁𝐶

𝑠 = ∞∑
𝑘=1

(−1)𝑘+1 𝛼2𝑘 ln 2 ( 𝛼𝜆𝑏2𝜆𝑒Γ (2/𝛼))
𝑘 Γ ( 2𝛼𝑘 + 1) (9)

Proof. From Proposition 1 and the definition of 𝑅𝑠, the
average secrecy rate can be expressed as

𝑅𝑁𝐶

𝑠 = ∫∞
0
∫∞
0
( 𝜆𝑏𝛼𝑥2/𝛼𝑒−𝑥𝜆𝑏𝛼𝑥2/𝛼 + 2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)𝑑𝑥𝑑𝑅0

𝑎= ∫∞
0

𝑒−𝑥
ln (22/𝛼) [ln( exp (ln (22/𝛼) 𝑅0)𝜆𝑏𝛼𝑥2/𝛼 + 2𝜆𝑒Γ (2/𝛼) × 𝜆𝑏𝛼𝑥2/𝛼

exp (ln (22/𝛼) 𝑅0))]
∞

0

𝑑𝑥
= ∫∞

0
( 𝛼𝑒−𝑥2 ln 2 ln(1 + 𝛼𝜆𝑏𝑥2/𝛼2𝜆𝑒Γ (2/𝛼)))𝑑𝑥 𝑏= 𝛼2𝜆𝑏4 ln 2𝜆𝑒Γ (2/𝛼) ∫

∞

0

𝑒−𝑡2/𝛼1 + (𝛼𝜆𝑏/2𝜆𝑒Γ (2/𝛼)) 𝑡𝑑𝑡
𝑐= ∞∑
𝑘=1

(−1)𝑘+1
ln 2 ( 𝛼𝜆𝑏2𝜆𝑒Γ (2/𝛼))

𝑘 Γ(2𝑘𝛼 + 1) ,

(10)
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where step (a) follows the integral result based on the
integrand herein [32, eq. (5.1.2.4.2)], and step (b) is based on
the integration by parts. In addition, step (c) uses the power
of binomials [31, eq. (1.112.1)].

From (9), the average secrecy rate 𝑅𝑠 at the typical
user decreases when the value 𝜆𝑒 increases. Also, with the
increasing of path loss exponent 𝛼, the average secrecy rate
increases. So the large path loss exponent has a positive
impact on the average secrecy rate.

Remark 4. Utilizing the lower bound of secrecy outage
probability in Proposition 1, the upper bound of the average
secrecy rate is written as

𝑅𝑁𝐶

𝑠 ≤ 𝑅𝑁𝐶−𝑢𝑝𝑝𝑒𝑟

𝑠 = ∫∞
0
(1 − 𝑃𝑁𝐶−𝑙𝑜𝑤𝑒𝑟

𝑠𝑜 (𝑅0)) 𝑑𝑅0
= 𝛼2 ln 2 ln(1 + 𝜆𝑏𝜆𝑒 ) .

(11)

We can find that the upper bound of the average secrecy
rate is the same with the result in [23] where it considered
a noncooperative eavesdroppers case and only taken lager-
scale fading into account but ignored the effect caused by the
small-scale fading. From (11), it is obvious that the large 𝛼 and𝜆𝑏/𝜆𝑒 are beneficial to improve the secrecy performance in
the large-scale cellular network.

3.1.3. Security Outage Probability When Considering Interfer-
ence. In this section, we consider the typical user will be
interfered by the other BSs except the serving BS. In addition,
the secrecy indeed becomes better when the eavesdropping
channel is degraded under the effect of interference. In this
paper, we focus on the worst-case scenario of eavesdropping,
where all the eavesdroppers can mitigate the interference. In
fact, eavesdroppers are usually assumed to have strong ability,
and they may cooperate to cancel the interference, as seen in
[33]. In this scenario, the security outage probability at the
typical user is written as

𝑃𝐼𝑠𝑜 (𝑅0) = P (𝐶𝑠 < 𝑅0) = P (𝐶𝐵∗𝑈 − 𝐶𝐵∗𝑒 < 𝑅0)
= P(log2 1 + 𝛾𝐵∗𝑈1 + 𝛾𝐵∗𝑒 < 𝑅0) ≃ P(𝛾𝐵∗𝑈𝛾𝐵∗𝑒 < 𝛽)
= ∫∞

0
∫𝛽𝛾𝐵∗𝑒
0

𝑓𝛾𝐵∗𝑈 (𝑥) 𝑓𝛾𝐵∗𝑒 (𝑦) 𝑑𝑥𝑑𝑦
= ∫∞

0
𝐹𝛾𝐵∗𝑈 (𝛽𝑦) 𝑓𝛾𝐵∗𝑒 (𝑦) 𝑑𝑦,

(12)

where 𝛽 = 2𝑅0 .
The CDF of 𝛾𝐵∗𝑈 is derived as

𝐹𝛾𝐵∗𝑈 (𝑥) = P (𝛾𝐵∗𝑈 < 𝑥)
= P( 𝑃𝐵𝑆ℎ𝐵∗𝑈𝑙−𝛼𝐵∗𝑈∑𝑖∈Φ𝑏/{𝑠}

𝑃𝐵𝑆ℎ𝐵𝑖𝑈𝑙−𝛼𝐵𝑖𝑈 + 𝜎2 < 𝑥)
= P(𝑃𝐵𝑆ℎ𝐵∗𝑈𝑙−𝛼𝐵∗𝑈𝐼 + 𝜎2 < 𝑥)
𝑎≈ P(𝑃𝐵𝑆ℎ𝐵∗𝑈𝑙−𝛼𝐵∗𝑈𝐼 < 𝑥) = 1 − EΦ𝑏 (𝑒−(𝑥𝐼/𝑃𝐵𝑆)𝑙−𝛼𝐵∗𝑈)
= 1 − 𝐿𝐼 (𝑙𝛼𝐵∗𝑈𝑥𝑃𝐵𝑆 )
𝑏= 1 − exp(−𝜋𝑙2𝐵∗𝑈𝜆𝑏Γ (1 + 2𝛼) Γ (1 − 2𝛼)𝑥2/𝛼) ,

(13)

where 𝐼 = ∑𝑖∈Φ𝑏/{𝑠}
𝑃𝐵𝑆ℎ𝐵𝑖𝑈𝑙−𝛼𝐵𝑖𝑈. Step (a) is based on the the

assumption that this is an interference limited system, and
step (b) follows the Laplace transform of 𝐼 [34].

Next, we can give the CDF of 𝛾𝐵∗𝑒 as
𝐹𝛾𝐵∗𝑒 (𝑥) = P (𝛾𝐵∗𝑒 < 𝑥) = P(max

𝑒∈Φ𝑒
𝑃ℎ𝐵∗𝑒𝑙−𝛼𝐵∗𝑒 < 𝑥)

= EΦ𝑒
(∏(𝑃(ℎ𝐵∗𝑒 < 𝑥𝑙𝛼𝐵∗𝑒𝑃 )))

= exp(−2𝜋𝜆𝑒 ∫∞
0
𝑒−𝑥𝑟𝛼/𝑃𝑟𝑑𝑟)

= exp(−2𝜋𝜆𝑒 Γ (2/𝛼) 𝑃2/𝛼𝛼𝑥2/𝛼 ) ,

(14)

where 𝑃 = 𝑃𝐵𝑆/𝜎2. Then, the PDF is

𝑓𝛾𝐵∗𝑒 (𝑥) = −4𝜋𝜆𝑒Γ (2/𝛼) 𝑃2/𝛼𝛼2 𝑥−2/𝛼−1
⋅ exp(−2𝜋𝜆𝑒 Γ (2/𝛼) 𝑃2/𝛼𝛼𝑥2/𝛼 ) , (15)

Submit (15) and (13) to (12), we can get the expression of
secrecy outage probability

𝑃𝐼𝑠𝑜 (𝑅0) ≃ ∫∞
0
1 − exp(−𝜋𝑙20𝜆𝑏Γ (1 + 2𝛼) Γ (1 − 2𝛼) (𝛽y)2/𝛼) × 𝑓𝛾𝐵∗𝑒 (𝑦) 𝑑𝑦

= ∫∞
0
∫∞
0
(1 − exp(−𝜋𝑙20𝜆𝑏Γ (1 + 2𝛼) Γ (1 − 2𝛼) (𝛽y)2/𝛼)) × 2𝜋𝜆𝑏𝑙0𝑒−𝜋𝜆𝑏𝑙20𝑑𝑙0𝑓𝛾𝑒 (𝑦)𝑑𝑦

= ∫∞
0
(1 − 2𝜋𝜆𝑏𝑙0𝑒−𝜋𝜆𝑏𝑙20−𝜋𝑙20𝜆𝑏Γ(1+2/𝛼)Γ(1−2/𝛼)(𝛽y)2/𝛼) 𝑑𝑙0𝑓𝛾𝑒 (𝑦) 𝑑𝑦
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= 1 − ∫∞
0
( 11 + (𝛽y)2/𝛼 Γ (1 + 2/𝛼) Γ (1 − 2/𝛼))𝑓𝛾𝑒 (𝑦) 𝑑𝑦

= 1 + 𝐶1 ∫∞
0

11 + 𝐶2𝑦2/𝛼 × 1𝑦2/𝛼+1 exp (−𝐶3𝑦−2/𝛼) 𝑑𝑦,
(16)

where 𝐶1 = 4𝜋𝜆𝑒Γ(2/𝛼)𝑃2/𝛼/𝛼2, 𝐶2 = 𝛽2/𝛼Γ(1 + 2/𝛼)Γ(1 −2/𝛼), and 𝐶3 = 2𝜋𝜆𝑒(Γ(2/𝛼)𝑃2/𝛼/𝛼).
Using the approach of equivalent substitution, the expres-

sion can be simplified as

𝑃𝐼𝑠𝑜 (𝑅0) = 1 + 𝐶1 ∫∞
0

11 + 𝐶2𝑡
× 1𝑡1+2/𝛼 exp (−𝐶3𝑡−1) 𝑑𝑡(2/𝛼) (𝑡)1−𝛼/2 = 1 + 𝛼2
⋅ 𝐶1 ∫∞

0

11 + 𝐶2𝑡 1𝑡2 exp (−𝐶3𝑡−1) 𝑑𝑡 = 1 − 𝛼2
⋅ 𝐶1 ∫∞

0

𝑥
x + 𝐶2 exp (−𝐶3𝑥) 𝑑𝑥 𝑎= 1 − 𝛼2

⋅ 𝐶1𝐶2𝑒𝐶2𝐶3Γ (2) Γ (−1, 𝐶2𝐶3) ,

(17)

where Γ(𝛼, 𝑥) is the incomplete gamma function and step (a)
is based on [31, eq. (3.381.10)].

3.1.4. Average Secrecy RateWhen Considering Interference. In
this section, the average secrecy rates are derived when the
interference caused by BSs is considered. According to the
expression of average secrecy rate 𝑅𝑠 = ∫∞0 (1 − 𝑃𝑠𝑜(𝑅0))𝑑𝑅0,
the average secrecy rate can be calculated as follows:

𝑅𝐼𝑠 = ∫∞
0
(𝛼2𝐶1𝐶2𝑒𝐶2𝐶3Γ (2) Γ (−1, 𝐶2𝐶3)) 𝑑𝑅0

= 𝛼Γ (2)2 𝐶4𝐶1 ∫∞
0
(𝛽2/𝛼𝑒𝛽2/𝛼𝐶0Γ (−1, 𝛽2/𝛼𝐶0)) 𝑑𝑅0

= 𝛼Γ (2)2 ln 2 𝐶4𝐶1 ∫
∞

0
(𝛽2/𝛼−1𝑒𝛽2/𝛼𝐶0Γ (−1, 𝛽2/𝛼𝐶0)) 𝑑𝛽

𝑎= 𝛼2Γ (2)4 ln 2 𝐶4𝐶1 ∫
∞

0
𝑒𝐶0𝑡Γ (−1, 𝐶0𝑡) 𝑑𝑡

= 𝛼2Γ (2)4 ln 2 𝐶4𝐶1𝐹 (𝐶0) ,

(18)

where 𝐶0 = (2𝜋𝜆𝑒Γ(2/𝛼)𝑃2/𝛼/𝛼)Γ(1 + 2/𝛼)Γ(1 − 2/𝛼), 𝐶4 =Γ(1 + 2/𝛼)Γ(1 − 2/𝛼), and 𝐹(𝑥) = ∫∞
0
𝑒𝑥𝑡Γ(−1, 𝑥𝑡)𝑑𝑡. Step (a)

is based on the variable substitution.

3.2. Cooperative Eavesdroppers. In this subsection, for a
strongly robust analysis, we consider the worst case that all
eavesdroppers can share the message with each other, and
eavesdroppers are capable of combining their signals in an
optimal manner to decode confidential information.

3.2.1. Secrecy Outage Probability. It is easy to know that the
main channel capacity 𝐶𝐵∗𝑈 is the same as the scenario of
noncooperative eavesdroppers. In cooperative eavesdroppers
case, multiple eavesdroppers can be regarded as a single
eavesdropper with multiple distributed antennas. Consid-
ering that the maximal ratio combining (MRC) scheme is
employed, the equivalent eavesdropping channel capacity can
be derived as

𝐶𝐵∗𝑒 = log2(1 + ∑
𝑒∈Φ𝑒

(𝛾𝐵∗𝑒))
= log2(1 + ∑

𝑒∈Φ𝑒

(𝑃𝐵𝑆 ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒𝜎2 )) .
(19)

The secrecy outage probability 𝑃𝐶𝑠𝑜(𝑅0) in the presence of
multiple cooperative eavesdroppers can be calculated by

𝑃𝐶𝑠𝑜 (𝑅0) = P (𝐶𝐵∗𝑈 − 𝐶𝐵∗𝑒 < 𝑅0)
= P(log2( 1 + 𝑃𝐵𝑆 ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈/𝜎21 + ∑𝑒∈Φ𝑒

(𝑃𝐵𝑆 ℎ𝐵∗e2 𝑙−𝛼𝐵∗𝑒/𝜎2))
< 𝑅0) ≃ P( ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈∑𝑒∈Φ𝑒

(ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0)

(20)

Proposition 5. The secrecy outage probability for the scenario
of cooperative eavesdroppers can be given as

𝑃𝐶𝑠𝑜 (𝑅0) ≃ 2𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼)𝛼𝜆𝑏 + 2𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼) (21)

Proof. Based on the definition of the secrecy outage proba-
bility (10) of the cooperative eavesdroppers case, the secrecy
outage probability can be obtained as follows:
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𝑃𝐶𝑠𝑜 (𝑅0) ≃ P( ℎ𝐵∗𝑈2 𝑙−𝛼𝐵∗𝑈Σ𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0)

𝑎= ∫∞
0

EΦ𝑒
(P (ℎ𝐵∗𝑈2 < 2𝑅0 𝑙𝛼𝐵∗𝑈𝑍Φ𝑒

| Φ𝑒))
⋅ 𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙 = ∫∞

0
EΦ𝑒

(1
− exp (−2𝑅0 𝑙𝛼𝐵∗𝑈𝑍Φ𝑒

)) 𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙 𝑏= 1
− ∫∞

0
exp(−2𝜋𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼)𝛼

⋅ 𝑙2𝐵∗𝑈)𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙
𝑐= 2𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼)𝛼𝜆𝑏 + 2𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼)

(22)

where 𝑍Φ𝑒
= Σ𝑒∈Φ𝑒 |ℎ𝐵∗𝑒|2𝑙−𝛼𝐵∗𝑒. Step (a) is derived based

on the independence between Φ𝑏 and Φ𝑒, and step (b)
is the Laplace transform of 𝑍Φ𝑒

given by EΦ𝑒
(𝑒−𝑠𝑍Φ𝑒 ) =

exp(−2𝜋𝜆𝑒𝑠2/𝛼Γ(1 − 2/𝛼)Γ(2/𝛼)/𝛼) [34]. Step (c) utilizes the
integral of exponential functions [31, eq. (3.326.2)].

From (21), it is easy to know that, with the increasing of
the density of eavesdroppers, the secrecy outage probability
increases, and the secrecy outage probability increases as the
threshold 𝑅0 increases.
3.2.2. Average Secrecy Rate. In the scenario of cooperative
eavesdroppers, the average secrecy rate at the typical user𝑅𝐶𝑠 can also be calculated by the integral over all possible
values of 𝑅𝑠 as stated in Proposition 5. Thus, we obtain 𝑅𝐶𝑠 =∫∞
0
(1 − 𝑃𝐶𝑠𝑜(R0))𝑑𝑅0.

Corollary 6. The average secrecy rate at the typical user is
provided by

𝑅𝐶𝑠 = ∫∞
0

𝛼𝜆𝑏𝛼𝜆𝑏 + 2𝜆𝑒 (2𝑅0)2/𝛼 Γ (1 − 2/𝛼) Γ (2/𝛼)𝑑𝑅0
= ∫∞

0

𝛼𝜆𝛼𝜆𝑏 + 2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑒(2 ln 2/𝛼)𝑅0 𝑑𝑅0
𝑎= 𝛼2 ln 2 ⋅ ln(1 + 𝛼𝜆𝑏2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼)) ,

(23)

where step (a) follows the integral result for the form of
integrand herein, which can be found in [32, eq. (5.1.2.4.2)].

When 𝛼 increases, the typical user will achieve a larger
average secrecy rate from formula (23). It is the same as
the scenario of noncooperative eavesdropping. And the large
density of eavesdroppers can reduce the average secrecy rate.

4. Secrecy Performance of
Multiantenna System

In this section, comparing with the single-antenna system,
we assume that the BS are equipped with multiple antennas
and the typical user and each eavesdropper are equippedwith
a single antenna. Furthermore, we assume that the serving
BS employs the TAS scheme to enhance secrecy performance
in the cellular network. In this case, the typical user first
gives feedback to the index of the antenna that maximizes
its SNR. Then, the serving BS uses the selected antenna to
broadcast the signal. Therefore, the selected 𝑠𝑡ℎ antenna can
be expressed as

𝑠 = arg max
𝑘∈[1,𝐿]

(ℎ𝐵∗𝑘𝑈2) , (24)

where ℎ𝐵∗
𝑘
𝑈 is the channel between the 𝑘𝑡ℎ antenna at the

serving BS and the typical user [35].
We consider that all the channels undergo independent

Rayleigh fading channels. Thus, the PDF of |ℎ𝐵∗
𝑘
𝑈|2 follows

the form of exponential distribution, i.e.,

𝑓|ℎ𝐵∗
𝑘
𝑈|
2 (𝑥) = 1𝛾 exp(−𝑥𝛾) , (25)

where 𝛾 = E[|ℎ𝐵∗
𝑘
𝑈|2]. Furthermore, we can derive the CDF

of |ℎ𝐵∗
𝑘
𝑈|2 as

𝐹|ℎ𝐵∗
𝑘
𝑈|
2 (𝑥) = 1 − exp(−𝑥𝛾) . (26)

According to the relationship given in (24), the CDF of|ℎ𝐵∗𝑠 𝑈|2 can be found using order statistics, i.e., 𝐹|ℎ𝐵∗𝑠 𝑈|2(𝑥) =[𝐹|ℎ𝐵∗
𝑘
𝑈|
2(𝑥)]𝐿, which can be derived by (26) Relying on the

binomial theorem, followed by some algebraic manipula-
tions; the CDF of |ℎ𝐵∗𝑠 𝑈|2 can be reexpressed as

𝐹|ℎ𝐵∗𝑠 𝑈|2 (𝑥) =
𝐿∑
𝑛=0

(−1)𝑛 (𝐿𝑛) exp(−𝑛𝑥𝛾 ) . (27)

Hence, the PDF of |ℎ𝐵∗𝑠 𝑈|2 can be calculated as

𝑓|ℎ𝐵∗𝑠 𝑈|2 (𝑥) =
𝐿∑
𝑛=0

(−1)𝑛+1 𝑛𝛾 (𝐿𝑛) exp(−𝑛𝑥𝛾 ) . (28)

In the following analysis, we assume 𝛾 = 1 to simplify
calculation.

4.1. Noncooperative Eavesdroppers. In this section, we still
use two secrecy performance metrics, i.e., the secrecy outage
probability and average secrecy rate, to evaluate the security
of cellular network.

4.1.1. Secrecy Outage Probability. The secrecy outage proba-
bility under the TAS scheme can be calculated by
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𝑃𝑁𝐶
𝑠𝑜 (𝑅0) = P( ℎ𝐵∗𝑠 𝑈2 𝑙−𝛼𝐵∗𝑈

max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0) (29)

Proposition 7. The secrecy outage probability for the scenario
of noncooperative eavesdroppers can be expressed as

𝑃𝑁𝐶
𝑠𝑜 (𝑅0)
≃ 𝐿∑

𝑛=0

∞∑
𝑘=1

(−1)𝑛+1 ( 𝐿𝑛 ) Γ ((2/𝛼) (𝑘 − 1) + 1)𝑛(2/𝛼)(𝑘−1)
× ( −𝜆𝑏𝛼2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)

𝑘−1

(30)

Proof. Based on the definition of the secrecy outage probabil-
ity, the secrecy outage probability can be obtained as follows:

𝑃𝑁𝐶
𝑠𝑜 (𝑅0) ≃ P( ℎ𝐵∗𝑠 𝑈2 𝑙−𝛼𝐵∗𝑈

max𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0) = 1

− EΦ𝑏,Φ𝑒
(∏

𝑒∈Φ𝑒

(ℎ𝐵∗𝑒2

< ℎ𝐵∗𝑠 𝑈2 𝑙−𝛼𝐵∗𝑈2𝑅0 𝑙𝛼𝐵∗𝑒 | Φ𝑏, Φ𝑒)) 𝑎= 1
− EΦ𝑏 (exp(− 2𝜋𝜆𝑒2𝑅0𝛼 ℎ𝐵∗𝑈2/𝛼 𝑙−2𝐵∗𝑈Γ (

2𝛼)) | Φ𝑏)
= 1
− E|ℎ𝐵∗𝑈|2 (∫∞

0
exp(− 2𝜋𝜆𝑒 (2𝑅0)2/𝛼𝛼 ℎ𝐵∗𝑈2/𝛼 𝑙−2𝐵∗𝑈 × Γ (

2𝛼))

⋅ 𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙 | ℎ𝐵∗𝑈2) 𝑏= 𝐿∑
𝑛=0

(−1)𝑛+1

⋅ 𝑛 ( 𝐿𝑛 )
⋅ ∫∞

0
( 2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼 𝑒−𝑛𝑥𝜆𝑏𝛼𝑥2/𝛼 + 2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)𝑑𝑥

𝑐= 𝐿∑
𝑛=0

∞∑
𝑘=1

( 𝐿𝑛)(−1)−𝑛+1
⋅ Γ ((2/𝛼) (𝑘 − 1) + 1)𝑛(2/𝛼)(𝑘−1) ( −𝜆𝑏𝛼2𝜆𝑒Γ (2/𝛼) (2𝑅0)2/𝛼)

𝑘−1 ,

(31)

where step (a) is based on the PGFL of PPPsΦ𝑒, and step (b)
follows the PDF of 𝑙𝐵∗𝑈 and |ℎ𝐵∗𝑠 𝑈|2. Step (c) is derived by the
exponential function [31, eq. (1.211.1)].

4.1.2. Average Secrecy Rate. Based on the 𝑃𝑁𝐶
𝑠𝑜 (𝑅0) in Propo-

sition 7, the average secrecy rate at the typical user can be
derived by 𝑅𝑁𝐶

𝑠 = ∫∞
0
(1 − 𝑃𝑁𝐶

𝑠𝑜 (𝑅0))𝑑𝑅0.
Corollary 8. The average secrecy rate is provided by

𝑅𝑁𝐶

𝑠

= 𝐿∑
𝑛=0

∞∑
𝑘=1

( 𝐿𝑛 ) (−1)𝑛+𝑘𝑛2𝑘/𝛼−1 ln 2 ( 𝛼𝜆𝑏2𝜆𝑒Γ (2/𝛼))
𝑘 Γ(2𝑘𝛼 )

(32)

Proof. With the help of (25), the desired results can be easily
derived by following the similar procedures as the single-
antenna scenario.

4.2. Cooperative Eavesdroppers. In this subsection, the effect
of cooperative eavesdroppers on secrecy performance under
different network parameters is given for the multiantenna
scenario.

4.2.1. Secrecy Outage Probability. Similar to (20), the secrecy
outage probability 𝑃𝐶𝑠𝑜(𝑅0) under the TAS scheme can be
calculated by

𝑃𝐶𝑠𝑜 (𝑅0) = P( ℎ𝐵∗𝑠 𝑈2 𝑙−𝛼𝐵∗𝑈∑𝑒∈Φ𝑒
(ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2

𝑅0) (33)

Proposition 9. The secrecy outage probability for the scenario
of cooperative eavesdroppers can be given as

𝑃𝐶𝑠𝑜 (𝑅0) ≃ 𝐿∑
𝑛=0

(( 𝐿𝑛 ) (−1)𝑛

× 𝛼𝜆𝑏𝛼𝜆𝑏 + 2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼 (2𝑅0)2/𝛼)
(34)

Proof. Inmultiantenna system, the secrecy outage probability
can be expressed as (21). From the definition, we can derive
the secrecy outage probability as follows:

𝑃𝐶𝑠𝑜 (𝑅0) ≃ P( ℎ𝐵∗𝑠 𝑈2 𝑙−𝛼𝐵∗𝑈Σ𝑒∈Φ𝑒 (ℎ𝐵∗𝑒2 𝑙−𝛼𝐵∗𝑒) < 2
𝑅0)

= ∫∞
0

EΦ𝑒
(P (ℎ𝐵∗𝑠 𝑈2 < 2𝑅0 𝑙𝛼𝐵∗𝑈𝑍Φ𝑒

| Φ𝑒))
⋅ 𝑓𝑙𝐵∗𝑈 (𝑙) 𝑑𝑙 𝑎= EΦ𝑒

(1 − 𝑒−2𝑅0 𝑙𝛼𝐵∗𝑈𝑍Φ𝑒)𝐿
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𝑏= 𝐿∑
𝑛=0

(𝐿𝑛) (−1)𝑛 EΦ𝑒
(𝑒−2𝑅0 𝑙𝛼𝐵∗𝑈𝑍Φ𝑒𝑛)

𝑐= 𝐿∑
𝑛=0

(𝐿𝑛) (−1)𝑛
⋅ 𝛼𝜆𝑏𝛼𝜆𝑏 + 2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼 (2𝑅0)2/𝛼

(35)

where𝑍Φ𝑒
= Σ𝑒∈Φ𝑒 |ℎ𝐵∗𝑒|2𝑙−𝛼𝐵∗𝑒. Step (a) is derived based on the

CDF of |ℎ𝐵∗𝑠 𝑈|2, and according to the polynomial expansion
[32, eq. (1.1.10)], step (b) can be obtained. In addition, step (c)
is the Laplace transform of 𝑍Φ𝑒

[34].

4.2.2. Average Secrecy Rate. Combining Proposition 9 and
the integral formula in [32, eq. (5.1.2.4.2)], we can obtain the
average secrecy rate at the typical user as follows.

Corollary 10. The average secrecy rate is provided by

𝑅𝐶𝑠 = 𝐿∑
𝑛=1

(𝐿𝑛)
⋅ (−1)𝑛+1 𝛼2 ln 2 ln(1 + 𝛼𝜆𝑏2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼)

(36)

Proof. Using the definition of the average secrecy rate, we can
obtain the expression as follows:

𝑅𝐶𝑠 = ∫∞
0

𝐿∑
𝑛=0

(−1)𝑛 ( 𝐿𝑛) 𝛼𝜆𝑏𝛼𝜆𝑏 + 2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼 (2𝑅0)2/𝛼 𝑑𝑅0
= 𝐿∑

𝑛=0

( 𝐿𝑛)(−1)−𝑛
⋅ ∫∞

0

𝛼𝜆𝑏𝑑𝑅0𝛼𝜆𝑏 + 2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼 (2𝑅0)2/𝛼 𝑒(2 ln 2/𝛼)𝑅0
𝑎= 𝐿∑
𝑛=0

( 𝐿𝑛 ) (−1)
𝑛+1 𝛼2 ln 2

⋅ ln(1 + 𝛼𝜆𝑏2𝜆𝑒Γ (1 − 2/𝛼) Γ (2/𝛼) 𝑛2/𝛼)

(37)

where step (a) is based on the integral formula in [32, eq.
(5.1.2.4.2)].

For the secrecy outage probability, we find that 𝑃𝑁𝐶
𝑠𝑜 and𝑃𝐶𝑠𝑜 are a function of various factors, e.g., 𝐿, 𝜆𝑒, 𝜆𝑏, 𝑅0, 𝛼. For

any given 𝐿, 𝜆𝑏, 𝑅0, 𝛼, the secrecy outage probability solely
depends on eavesdroppers’ density. And a large 𝛼 and 𝐿 can
decrease the secrecy outage probability in both cooperative
and noncooperative eavesdroppers. As to the average secrecy
rates 𝑅𝑁𝐶

𝑆 and 𝑅𝐶𝑆 , the more number of antennas 𝐿 and large
path loss exponent 𝛼 is also beneficial for improving the aver-
age secure transmission rate. Detailed analysis on the impacts
of these factors to the security can be seen in Section 5.

Th
e S

ec
re

cy
 O

ut
ag

e P
ro

ba
bi

lit
y

0 2 4 6 8 10
The Ratio of Density of Eavesdroppers to BSs

Tractable Result (NC) 
Tractable Result (NC-lower) 
Tractable Result (C) 
Tractable Result (NC-Interference) 
Simulation Result 

0.0104 

0.0102 

0.01 

0.672 0.673 0.674 0.675 

10
0

10
−1

10
−2

10
−3

10
−4

10
−5

×10
−2

×10
−2

Figure 2: The secrecy outage probability as a function of 𝜆𝑒/𝜆𝑏.

5. Numerical Results and Discussion

In this section, we provide simulation results to verify our
analyses for different scenarios as mentioned above.We show
the secrecy outage probability and the average secrecy rate as
functions of 𝜆𝑒/𝜆𝑏, 𝛼, 𝑅0, and 𝐿. In the simulation analysis,
we assume the transmit SNR 𝑃𝐵𝑆/𝜎2 = 20𝑑𝐵. In the following
figures, NC and C denote the noncooperative eavesdroppers
and cooperative eavesdroppers, respectively. In addition, the
NC-lower and NC-upper corresponded, respectively, to the
lower bound of the secrecy outage probability and the upper
bound of the average secrecy rate under the noncooperative
eavesdroppers scenarios, and NC-Interference is the secrecy
performance in the noncooperative eavesdropping case with
considering interference.

Figure 2 verifies the secrecy outage probability for two
different scenarios as a function of 𝜆𝑒/𝜆𝑏. We observe
that the secrecy outage probability increases as the density
of eavesdroppers increases. This is because large 𝜆𝑒 can
reduce the distance between eavesdropper and BS. When the
interference is considered, the secrecy outage probability has
a large increase comparing to the noninterference case in
noncooperative eavesdropping scenario. This indicates that
the interference has an important effect for the secrecy perfor-
mance in such a scenario.Moreover, with the increasing of𝜆𝑒,
the lower bound of the secrecy outage probability is different
from the performance of the exact analytical expression
in (4). This difference shows that the impact of small-
scale fading is considerable in certain 𝜆𝑒 regime. And the
secrecy outage probability of the scenario of noncooperative
eavesdroppers is always lower than that of cooperative eaves-
droppers, because sharing information among eavesdroppers
makes it easier to decode the confidential message.
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Figure 3: The secrecy outage probability as a function of 𝛼.
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Figure 4: The secrecy outage probability as a function of 𝑅0.
Figures 3 and 4 demonstrate the secrecy outage proba-

bility as a function of path loss exponent 𝛼 and threshold𝑅0, respectively. It is easy to find that the secrecy outage
probability decreases with the increasing of 𝛼 and increases
with the increasing of 𝑅0. This is because larger path loss
exponent indicates worse signal condition for both eaves-
droppers and the typical user, whereas the impact on the
former is turned out to be more influential on the secrecy
outage probability. And the large threshold 𝑅0 requires larger
channel difference between legal and illegal links, so it is
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Figure 5: The average secrecy rate as a function of 𝜆𝑒/𝜆𝑏 for two
different scenarios.

more likely to be easily interrupted for the transmission.
Another fact is that the large value of 𝛼makes the difference
on secrecy performance between the lower bound and the
exact analytical expression become small. This explains that
the effect of secrecy performance caused by small-scale fading
cannot be ignored in small 𝛼 environment. In addition, when
the interference caused by BSs is considered, the secrecy
performance is the worst in these scenarios.

Figure 5 shows the average secrecy rate as a function
of 𝜆𝑒/𝜆𝑏 under various path loss exponents 𝛼. The result
shows that the average secrecy rate decreases as the density
of eavesdroppers 𝜆𝑒/𝜆𝑏 increases. For a given 𝜆𝑒/𝜆𝑏, the large
path loss exponent 𝛼 can improve the average secrecy rate.
And the average secrecy rate is the lowest when interference
is considered. This is because the interference reduces the
channel capacity of legal link. At the same time, we can
observe that the gap of the average secrecy rate between the
scenarios of noncooperative eavesdroppers and cooperative
eavesdroppers is becoming narrower with the increasing of𝜆𝑒/𝜆𝑏, especially the gap between the upper bound of the
average secrecy rate with the exact analytical expression in
(9). The reason is that the large-scale fading is gradually
becoming themain cause on secrecy performance.Moreover,
because eavesdroppers can exchange information with each
other in the scenario of cooperative eavesdroppers, the
secrecy performance is always worse than the scenario of
noncooperative eavesdroppers.

Figure 6 illustrates the secrecy outage probability as a
function of the number of antennas 𝐿. We can know that a
slight increase of 𝐿 effectively decreases the secrecy outage
probability. This is because more antennas make BS transmit
message in a better channel quality with a large probability.
When 𝜆𝑒 becomes very small or large, the gap of secrecy
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Figure 6:The secrecy outage probability as a function of 𝐿with 𝜆𝑒 =0.01, 𝜆𝑒 = 0.1.

outage probability between the scenarios of noncooperative
and cooperative eavesdroppers will become narrower. This
can be explained as follows: a smaller 𝜆𝑒 decreases the
average number of eavesdroppers in a certain area, which
naturally makes fewer eavesdroppers share information. In
addition, a larger 𝜆𝑒 means eavesdroppers are closer to
BSs, which leads to the worst eavesdropper being capable
enough of intercepting the information transmission. In
this case, whether or not eavesdroppers can cooperate has
no significant effect on secrecy performance. Moreover, an
interesting finding is that the gap between cooperative and
noncooperative eavesdroppers does not change obviously
as 𝐿 increases. When the density of eavesdroppers is large,
increasing the number of antennas has litter improvement on
the secrecy outage probability. This is because the number
of eavesdroppers has become the main influence factor to
damage the secrecy performance.

In Figure 7, the average secrecy rate 𝑅𝑁𝐶

𝑆 in (32) and𝑅𝐶𝑆 in (36) versus the number of antennas 𝐿 with different
path loss exponent 𝛼 is presented. Both average secrecy rate
in noncooperative and cooperative eavesdroppers scenarios
monotonically increase with the increasing of 𝐿, with the
benefit being brought by multiple antennas. But there is no
obvious change in the gap between 𝑅𝑁𝐶

𝑆 and 𝑅𝐶𝑆 for 𝛼 = 4
and 𝛼 = 2.5 with an increasing of 𝐿, which indicates that
multiple antenna has equal effects on the improvement of the
secrecy rate in noncooperative and cooperative eavesdrop-
pers scenarios. We also find that the average secrecy rate is
smaller than that with 𝛼 = 4, which is the same as shown
in Figure 4. Comparing to a small 𝛼 = 2.5, the average
secrecy rate 𝑅𝑁𝐶

𝑆 is closer to 𝑅𝐶𝑆 when 𝛼 = 4. In other
words, the cooperative eavesdroppers provides less additional
degradation on the secrecy performance compared with the
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Figure 7: The average secrecy rate as a function of 𝐿 with 𝛼 = 2.5,𝛼 = 4.

noncooperative eavesdroppers when 𝛼 becomes larger. The
reason is that more severe path loss makes the influence
of the worst eavesdroppers more significant compared with
other eavesdroppers, which has weakened the impact of
eavesdroppers’ cooperation.

6. Conclusion

In this paper, the exact expressions for the secrecy outage
probability and average secrecy rate at the typical user are pre-
sented by using the tool of stochastic geometry in large-scale
cellular networks. These results are represented by numerical
simulations. Our results show that, with the increasing of
density ratio of eavesdroppers to BSs, the secrecy perfor-
mance decreases in both scenarios of noncooperative and
cooperative eavesdroppers, and the typical user can achieve
better secrecy performance in the environment with large
path loss exponent. Furthermore, the secrecy performance in
the scenario of noncooperative eavesdroppers is always better
than that of cooperative eavesdroppers, and the interference
caused byBSwill damage the secrecy performance.Moreover,
we give more accurate results than predecessors, because of
considering both of the large-scale and small-scale fading. At
the same time, we know that the small-scale fading cannot
be ignored in eavesdroppers with certain density regime and
small loss path exponent environment. Finally, using the TAS
technology can effectively enhance the secrecy performance
compared to single-antenna system, but it cannot obviously
improve the difference on secrecy performance between the
scenarios of noncooperative and cooperative eavesdroppers.
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The wireless caching has attracted a lot of attention in recent years, since it can reduce the backhaul cost significantly and improve
the user-perceived experience. The existing works on the wireless caching and transmission mainly focus on the communication
scenarios without eavesdroppers. When the eavesdroppers appear, it is of vital importance to investigate the physical-layer security
for the wireless caching aided networks. In this paper, a caching network is studied in the presence of multiple eavesdroppers,
which can overhear the secure information transmission. We model the locations of eavesdroppers by a homogeneous Poisson
Point Process (PPP), and the eavesdroppers jointly receive and decode contents through the maximum ratio combining (MRC)
reception which yields the worst case of wiretap. Moreover, the main performance metric is measured by the average probability
of successful transmission, which is the probability of finding and successfully transmitting all the requested files within a radius𝑅. We study the system secure transmission performance by deriving a single integral result, which is significantly affected by the
probability of caching each file. Therefore, we extend to build the optimization problem of the probability of caching each file,
in order to optimize the system secure transmission performance. This optimization problem is nonconvex, and we turn to use
the genetic algorithm (GA) to solve the problem. Finally, simulation and numerical results are provided to validate the proposed
studies.

1. Introduction

The arrival of big data era has led to a growing communica-
tion business, and the demand for wireless data rates becomes
higher and higher. In order to reduce the transmission load
and capacity crunch, caching is emerging as an important
technology in the next generating wireless networks. The
main idea behind caching is to store parts of the popular
contents in caching helpers’ memory and leverage the locally
stored content to reduce transmission links, thereby reducing
the transmission load and speeding up the transmission of
requested content. And the different cache strategies have
been well studied [1–9]. Specifically in [1], the authors con-
sidered a cluster-centric small-cell networks with combined
design of cooperative caching and transmission policy and
proposed a combined caching scheme to increase the local

content diversity.The distributed caching placement has been
studied in [2, 3], and in [3], the authors proposed to combine
two recent schemes, distributed caching of content in small
cells and cooperative transmissions from nearby base sta-
tions/BSs to achieve unprecedented content delivery speeds
while reducing backhaul cost and delay. The probabilistic
caching placement was studied in [4–7]. Departing from
the conventional cache hit optimization in cache-enabled
wireless networks, the authors in [4] considered an alter-
native optimization approach for the probabilistic caching
placement in stochastic wireless D2D caching networks,
proposed the cache-aided throughput, and provided a closed-
form approximation of cache-aided throughput. Different
from [4], the authors in [5] studied a probabilistic small-
cell caching strategy and considered two kinds of network
architectures: the small-cell base stations (SBSs) are always
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active and the SBSs are activated on demand by mobile
users (MUs). The authors in [6, 7] proposed to use different
optimization strategies to optimize the probabilistic caching
placement. In addition, in paper [8], the analysis, design, and
optimization of geographic caching were presented; and in
paper [9], a hybrid caching scheme was studied which was
jointly optimized with the transmission schemes to achieve
a fine balance between the signal cooperation gain and the
caching diversity gain.

The emergence of cache and wireless devices has solved
a lot of problems, such as reducing transmission load,
traffic, and energy consumption of the backhaul.The existing
works on the wireless caching and transmission mainly focus
on the communication scenarios without eavesdroppers,
for instance, [4–9]. But when the eavesdroppers appear,
it is of vital importance to investigate the physical-layer
security for the wireless caching aided networks. In recent
years, some researchers also have took into account the
problem of secure caching, such as [10–13]. Specially, in
[10], the problem of secure caching in the presence of an
external wiretapper for both centralized and decentralized
cache placement was analyzed. In [11], unmanned aerial
vehicles assisted secure transmission for scalable videos in
hyperdense networks via caching was studied. The authors
in [12] studied a cooperative network with caching relays
to reduce the transmission links overheard by the eaves-
dropper. Moreover, a novel hybrid cache placement was
proposed to cache the popular contents, and the closed
expressions of the secrecy outage probability and average
secrecy capacity were obtained. The authors in [13] studied a
framework of communication, caching, and computing- (3C-
) oriented small-cell networks with interference alignment,
in which caching and computing are exploited to simplify
the network topology, improve the throughput, reduce the
backhaul load, and guarantee the quality of experience of
users.

The works about the physical-layer security have been
studied such as the works in [14–16]. In [14], Wyner
proved that the secure communication is feasible with-
out cryptography technology as long as the eavesdropper’s
instantaneous channel is worse than the legitimate user’s
instantaneous channel. Based on Wyner’s wiretap chan-
nel model, the authors in [15] studied the secrecy capac-
ity over Gaussian channel. And the knowledge about the
wireless information-theoretic security has been studied
in [16]. In addition, the secrecy performance of wireless
communication has been studied in [17–19]. Specifically
in [17], the impact of cochannel interference and wire-
tap on the security performance of multiple amplify-and-
forward (AF) relaying networks has been studied. In [18],
the physical-layer security of a multiantenna transmission
system in the presence of Poisson distributed eavesdroppers
was analyzed, and the two different cases including the
eavesdroppers being colluding and noncolluding were also
analyzed in the paper. The relaying techniques for enhanc-
ing the physical-layer security have been studied in [19–
26].

According to the above analysis, the main idea of this
paper is to design, analyze, and optimize the probabilistic

caching placement based on the security of transmission.
Without loss of generality, the locations of relays are mod-
eled by a homogeneous PPP. Moreover, considering the
randomness of eavesdroppers’ positions, we also model the
locations of eavesdroppers by a homogeneous PPP, and the
eavesdroppers jointly receive and decode contents through
MRC reception which yields the worst case of wiretap. In
addition, the main performance metric is measured by the
average probability of successful transmission; the analytical
result and analytical lower bound of the average probability
of successful transmission are presented in the performance
analysis. Due to the nonconvex nature and the complication
of the average probability of successful transmission, it is
too complicated to get a closed-form solution. Therefore,
the GA is used to find the optimal solution instead of
deriving a closed-form solution. And in order to better
evaluate the proposed caching placement, we use the most
popular content (MPC) caching placement as a standard for
comparison, where the method ofMPC caching placement is
to cache the most popular contents in all relays. Finally, the
numerical and simulation results are provided to validate the
proposed studies.

The novelties andmain contributions of this paper can be
summarized as follows:

(i) Based on the security of transmission, the probabilis-
tic caching placement is designed in the presence
of multiple eavesdroppers which follow the homoge-
neous PPP.

(ii) The main performance metric is measured by the
average probability of successful transmission, and
both the analytical result and the analytical lower
bound of the average probability of successful trans-
mission are presented. Moreover, GA is used to
optimize the average probability of successful trans-
mission to maximize the system performance.

(iii) The simulation results are provided to demonstrate
the studies that the optimized probabilistic caching
placement is superior to theMPC caching placement,
and the system secure performance can be improved
by increasing the transmit power, the cache size, and
the intensity of relays but will deteriorate with larger
intensity of eavesdroppers.

The rest of this paper is organized as follows. In Section 2,
we introduce the system model and study the probabilistic
caching placement and the file transmission. In Section 3,
the system performance is analyzed. And the optimization of
probabilistic caching placement is presented in Section 4.The
numerical and simulation results are provided in Section 5.
The conclusions are presented in Section 6.

Notations. In this paper, we use 𝑃find
𝑖 and 𝑃suc

𝑖 to represent the
probability of finding the requested file 𝑖 and the successful
probability of transmitting the file 𝑖, respectively. Moreover,
we use 𝑃suc to represent the average probability of successful
transmission and use 𝑃suc

low to represent the lower bound of
average probability of successful transmission.
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2. System Model

Figure 1 depicts the system model of a wireless caching
network, which comprises a cellular base station (BS), a
random legitimate user (𝐷), multiple DF relays {𝑅𝑘 | 𝑘 =1, 2, . . . , 𝐾} with cache capacity, and multiple eavesdroppers{𝐸𝑙 | 𝑙 = 1, 2, . . . , 𝐿} which can overhear messages and bring
out the issue of information security [27–30]. Without loss of
generality, the locations of relays are modeled by the homo-
geneous PPP Φ𝑟 with intensity 𝜆𝑟 and the eavesdroppers’
positions also follow the homogeneous PPPΦ𝑒 with intensity𝜆𝑒.

In this system model, we consider BS has no direct
link with 𝐷 and eavesdroppers [31–33], the transmission
is performed only via relays [34–36], and all relays can
successfully send the files in their local cache to 𝐷 within
radius 𝑅. For legitimate 𝐷, if the requested file can be found
in relays, the nearest relay directly transfers the file to 𝐷;
otherwise, the file will be transmitted from BS to the nearest
base station and then transmitted to𝐷. Moreover, all wireless
links are subjected to Rayleigh flat fading channel with a path
loss governed by the exponent 𝛼 > 2 [37–39].
2.1. Cache Placement. We assume that there are 𝑁 files that
have been requested to 𝐷, which all have the same size. The
case of unequal size will not be considered in this paper,
but we can always assume that any file can be divided into
blocks of the same size, so the similar analysis also can still
be applied. In this paper, the files are characterized by their
popularity, namely, the probability that a file is requested by
the user.The request probability follows the Zipf distribution,
which has been widely used in the literature [1–9]; that is, the
request probability of 𝑖th file is

𝑓𝑖 = 𝑖−𝛾
∑𝑁
𝑗=1 𝑗−𝛾 , (1)

where 𝛾 is the Zipf parameter with the popularity skewness.
According to the request probability, we can find that 𝑓1 ≥𝑓2 ≥ ⋅ ⋅ ⋅ ≥ 𝑓𝑁 and ∑𝑁

𝑖=1 𝑓𝑖 = 1.
In this paper, we consider each relay has the same cache

memory size 𝐶𝑅 (𝐶𝑅 < 𝑁) and the unit of storage/size is file.

Because relays cannot store all files (𝐾𝐶𝑅 < 𝑁), relays need
to judiciously choose which files to store. Thus, we apply the
probabilistic caching placement to the file’s cache placement
and by optimizing the cache placement to prove the system
performance.

In the probabilisticmodel, the contents are independently
placed in the cache memories of different relays, according to
the same distribution. Therefore, if each relay caches 𝑖th file
with a certain probability 𝑞𝑖 (0 ≤ 𝑞𝑖 ≤ 1) independently, we
denote by q = [𝑞1, . . . , 𝑞𝑁] the caching probabilities of file𝑖 ∈ [1,𝑁], and due to the cache storage limit, we have

𝑁∑
𝑖=1

𝑞𝑖 ≤ 𝐶𝑅. (2)

In this paper, in order to alleviate the traffic and decline
the transmission links, our goal is to find an optimal
local caching strategy to optimize the system performance.
Therefore, we only consider the secure transmission in local
devices.

2.2. File Transmission. When a file request occurs, and there
is at least one relay that stored the requested file within the
radius 𝑟, the request would be satisfied and the relay would
directly transmit the file to 𝐷. If there is more than one relay
which has the requested file, the file will be transmitted from
the nearest one. In the case where the requested file can not be
found in relays, the filemust be forwarded from core network
to 𝐷 assisted by nearest relay. Because we only consider the
secure transmission in local devices, in the following, we will
only analyze the local transmission.

We assume the channel state information (CSI) is known
to 𝐷; therefore, when 𝐷 sends the request, the nearest relay𝑅𝑘 (𝑘 ∈ 𝐾) which has cached the requested file directly
transmits the file to 𝐷. According to [18], the received SNR

at𝐷 can be shown as follows:

SNR
𝐷 = 𝜌𝜂𝑑, (3)

where 𝜌 = 𝑝𝑟/𝜎2, 𝑝𝑟 is the transmit power at relay, 𝜎2 is the
noise power, 𝜂𝑑 ≜ |ℎ𝑅𝑘 ,𝐷|2𝑟−𝛼𝑅𝑘,𝐷 is the channel gains for 𝐷,ℎ𝑅𝑘 ,𝐷 denotes the channel parameters of 𝑅𝑘 → 𝐷, and 𝑟𝑅𝑘 ,𝐷
represents the distance from𝐷 to the nearest relay 𝑅𝑘.
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The received SNR at a random eavesdropper 𝐸𝑙 is given
by

SNR
𝐸𝑙 = 𝜌𝜂𝑒𝑙 , (4)

where 𝜂𝑒𝑙 ≜ |ℎ𝑅𝑘 ,𝐸𝑙 |2𝑟−𝛼𝑅𝑘,𝐸𝑙 , ℎ𝑅𝑘 ,𝐸𝑙 denotes the channel parame-
ters of 𝑅𝑘 → 𝐸, and 𝑟𝑅𝑘 ,𝐸𝑙 represents the distance from 𝑅𝑘 to𝐸𝑙.
3. Performance Analysis

In this section, we will analyze the cache hit probability and
the average probability of successful transmission, and the
average probability of successful transmission is defined as
the main performance metric. Moreover, the analytical result
and the analytical lower bound of the average probability of
successful transmission are presented in this section.

3.1. Cache Hit Probability. In this paper, we define the cache
hit probability as a probability that the user 𝐷 successfully
finds the requested file in a given area. From the system
model, we know that relays are modeled by a PPP Φ𝑟 with
intensity 𝜆𝑟, so the relays caching the 𝑖th file also follow a
PPP with density 𝑞𝑖𝜆𝑟. According to the notion of stochastic
geometry, in a given area within the radius 𝑟, the expected
number of relays caching the 𝑖th file can be calculated as

𝐸 [𝐾] = 𝑞𝑖𝜆𝑟𝜋𝑟2. (5)

And from [3–7], we find that, for a PPP distribution with
density 𝜆, the probability that there are 𝑛 nodes in an area
within the radius 𝑟 is

𝐹 (𝑛, 𝑟, 𝜆) = (𝜋𝑟2𝜆)𝑛
𝑛! 𝑒−𝜋𝑟2𝜆. (6)

Therefore, if we assume user 𝐷 is located at the origin
and find the requested file in an area within the radius 𝑅,
the probability of finding at least one relay caching the 𝑖th file
within a radius 𝑅 is

𝑃find
𝑖 = 1 − 𝐹 (0, 𝑅, 𝑞𝑖𝜆𝑟) = 1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2 . (7)

3.2. Probability of Successful Transmission. In this paper,
we define the probability of successful transmission as the
probability of finding and then successfully transmitting
the requested file within a radius 𝑅. In order to analyze
the probability of successful transmission, we firstly analyze
the secrecy capacity which is the difference between the
capacities of the legitimate channel 𝐶𝐷 and the equivalent
wiretap channel 𝐶𝐸. Based on the system model, the secrecy
capacity can be expressed as [40–43]

𝐶𝑠 = [log2 (1 + SNR
𝐷) − log2 (1 + SNR

𝐸)]+ , (8)

where [𝑥]+ returns max(0, 𝑥), SNR𝐸 = 𝜌𝜂𝑒, and 𝜂𝑒 =∑𝐸𝑙∈Φ𝑒
𝜂𝑒𝑙 is equivalent wiretap channel gain.

Therefore, when the 𝑖th file is requested by 𝐷, we use𝑟𝑖 to represent the distance to the nearest relay which has

cached 𝑖th file.The probability of successful transmission can
be shown as follows [44–47]:
𝑃suc
𝑖

= Pr {[log2 (1 + SNR
𝐷) − log2 (1 + SNR

𝐸)] > 𝑅𝑠}
= Pr {𝜂𝑑 > 𝑀 + 𝜏𝜂𝑒}
= 𝐸𝑟𝑖 [∫

∞

0
∫∞

𝑀+𝜏𝑦
𝑓𝜂𝑑 (𝑥) 𝑓𝜂𝑒 (𝑦) 𝑑 (𝑥) 𝑑 (𝑦)] ,

(9)

where 𝑅𝑠 is the target secrecy rate,𝑀 = (2𝑅𝑠 − 1)/𝜌, 𝜏 = 2𝑅𝑠 ,
and 𝑓𝜂𝑒 and 𝑓𝜂𝑑 are the probability distribution function
(PDF) of 𝜂𝑒 and 𝜂𝑑, respectively.

Because eavesdroppers jointly receive and decode con-
tents with MRC reception, we have 𝜂𝑒 = ∑𝐸𝑙∈Φ𝑒

𝜂𝑒𝑙 . But since
the randomness of eavesdroppers’ positions, the exact closed-
form expression for the PDF of 𝜂𝑒 is difficult to obtain.
However, by using the result from [48] and applying the PDF
of 𝜂𝑑 as 𝑓𝜂𝑑(𝑥) = 𝑟𝛼𝑖 𝑒−𝑟𝛼𝑖 𝑥, we can calculate the successful
probability of transmitting 𝑖th file 𝑃suc

𝑖 as follows:

𝑃suc
𝑖 = 𝐸𝑟𝑖 [𝑒−𝑟𝛼𝑖 𝑀∫∞

0
𝑒−𝑟𝛼𝑖 𝜏𝑦𝑓𝜂𝑒 (𝑦) 𝑑𝑦]

= 𝐸𝑟𝑖 [𝑒−𝑟𝛼𝑖 𝑀L𝜂𝑒
(𝑠)] = ∫∞

0
𝑒−𝑟𝛼𝑖 𝑀L𝜂𝑒

(𝑠) 𝑓𝑟𝑖𝑑𝑟𝑖 ,
(10)

where 𝑠 = 𝑟𝛼𝑖 𝜏 and L𝜂𝑒
(𝑠) is the Laplace transform of 𝜂𝑒.

According to [48], we have

L𝜂𝑒
(𝑠) = 𝐸Φ𝑒 [𝑒−𝑠𝜂𝑒] = 𝐸Φ𝑒 [exp(−𝑠 ∑

𝑒𝑙∈Φ𝑒

𝜂𝑒𝑙)]

= 𝐸Φ𝑒 [∏
𝑒𝑙∈Φ𝑒

𝐸|ℎ𝑒𝑙 | (exp (−𝑠 ℎ𝑒𝑙 2 𝑟−𝛼𝑒𝑙 ))]
(𝑎)= exp{−𝐸|ℎ𝑒𝑙 | (∫

∞

0
𝜆𝑒 (1 − exp (−𝑠 ℎ𝑒𝑙 2 𝑟−𝛼𝑒𝑙 )) 2𝜋𝑟𝑒𝑙𝑑𝑟𝑒𝑙)}

(𝑏)= exp(−𝜆𝑒𝜋𝐸ℎ𝑒𝑙 [ℎ𝑒𝑙 4/𝛼] Γ (1 − 2𝛼) 𝑠2/𝛼) ,

(11)

where step (𝑎) holds for the probability generating functional
lemma (PGFL) over PPP [48], step (𝑏) holds for the integra-
tion formula ∫∞

0
𝑥𝑚 exp(−𝛽𝑥𝑛)𝑑𝑥 = Γ(𝛾)/(𝑛𝛽𝛾), 𝛾 = (𝑚 +

1)/𝑛, 𝐸ℎ𝑒𝑙 [|ℎ𝑒𝑙 |4/𝛼] can be calculated as

𝐸ℎ𝑒𝑙 [ℎ𝑒𝑙 4/𝛼] = ∫∞

0
𝑥2/𝛼𝑓|ℎ𝑒𝑙 |2 (𝑥) 𝑑𝑥 = Γ (1 + 2𝛼) , (12)

and𝑓|ℎ𝑒𝑙 |2(𝑥) = 𝑒−𝑥 is the PDF of wiretap channel gain |ℎ𝑅𝑘 ,𝐸𝑙 |.
Therefore, substitute

L𝜂𝑒
(𝑠) = exp (−𝛽𝑠2/𝛼) , (13)

where 𝛽 = 𝜆𝑒𝜋Γ(1 + 2/𝛼)Γ(1 − 2/𝛼). In this paper, we assume
conditioning on 𝑟𝑖 ≤ 𝑅 as a result of the maximum distance,
and the PDF of 𝑟𝑖 is given by

𝑓𝑟𝑖 = {{{
2𝜋𝑞𝑖𝜆𝑟𝑟𝑖1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2 𝑒−𝜋𝑞𝑖𝜆𝑟𝑟

2

𝑖 0 ≤ 𝑟𝑖 ≤ 𝑅
0 𝑟𝑖 > 𝑅. (14)
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Substituting (13) and (14) in (10), the successful probability of
transmitting the file 𝑖 is given by

𝑃suc
𝑖 = ∫∞

0
exp (−𝑟𝛼𝑖 𝑀− 𝛽𝜏2/𝛼𝑟2𝑖 )

× 2𝜋𝑞𝑖𝜆𝑟𝑟𝑖1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2 exp (−𝜋𝑞𝑖𝜆𝑟𝑟2𝑖 ) 𝑑𝑟𝑖 .
(15)

3.3.TheAverage Probability of Successful Transmission. In this
paper, we define the average probability of successful trans-
mission as the probability of finding and then successfully
transmitting all the requested files within a radius 𝑅. There-
fore, based on the above analysis, the average probability of
successful transmission is given by

𝑃suc = 𝑁∑
𝑖=1

𝑓𝑖𝑃find
𝑖 𝑃suc

𝑖 = 𝑁∑
𝑖=1

𝑓𝑖 (1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2)
× ∫∞

0
exp (−𝑟𝛼𝑖 𝑀− 𝛽𝜏2/𝛼𝑟2𝑖 )

× 2𝜋𝑞𝑖𝜆𝑟𝑟𝑖1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2 exp (−𝜋𝑞𝑖𝜆𝑟𝑟2𝑖 ) 𝑑𝑟𝑖 ,
(16)

following constraints

𝑁∑
𝑖=1

𝑞𝑖 ≤ 𝐶𝑅,
𝑞𝑖 ∈ [0, 1] , 𝑖 ∈ [1,𝑁] .

(17)

From (16), we can find 𝑃suc is a function of various
factors, for example, 𝑟𝑖, 𝛼, 𝑅𝑠, 𝑞𝑖, 𝑅, 𝜆𝑟 as well as 𝜆𝑒. For
any given 𝑟𝑖, 𝛼, 𝑅𝑠, 𝑅, 𝜆𝑟, and 𝜆𝑒, 𝑃suc solely depends on
the caching probability 𝑞𝑖. But since the complication of𝑃suc, it is complicated to obtain a closed-form expression for𝑃suc. Thus, in this subsection, we derive its analytical lower
bound. The analytical lower bound presents a conservative
estimation of 𝑃suc. If the lower bound is higher than the
success threshold, the exact 𝑃suc can be definitely guaranteed.
The details about the analytical lower bound are shown as
follows. We rewrite (10) as

𝑃suc
𝑖 = 𝐸𝑟𝑖 [exp (−𝑟𝛼𝑖 𝑀) exp (−𝛽𝜏2/𝛼𝑟2𝑖 )]

= 𝐸𝑟𝑖 [exp (−𝑟𝛼𝑖 𝑀)]𝐸𝑟𝑖 [exp (−𝛽𝜏2/𝛼𝑟2𝑖 )] .
(18)

According to Jensen’s inequality, we have

𝑃suc
𝑖 ≥ exp (−𝑀𝐸𝑟𝑖 [𝑟𝛼𝑖 ]) exp (−𝛽𝜏2/𝛼𝐸𝑟𝑖 [𝑟2𝑖 ]) . (19)

Based on the PDF of 𝑟𝑖 in (14), 𝐸𝑟𝑖[𝑟𝛼𝑖 ] can be calculated as

𝐸𝑟𝑖 [𝑟𝛼𝑖 ] = ∫∞

0
𝑟𝛼𝑖 2𝜋𝑞𝑖𝜆𝑟𝑟𝑖1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2 exp (−𝜋𝑞𝑖𝜆𝑟𝑟2𝑖 ) 𝑑𝑟𝑖

= 𝜋𝑞𝑖𝜆𝑟1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2 ×
Γ (1 + 𝛼/2)
(𝜋𝑞𝑖𝜆𝑟)1+𝛼/2 .

(20)

𝐸𝑟𝑖[𝑟2𝑖 ] can be calculated as

𝐸𝑟𝑖 [𝑟2𝑖 ] = ∫∞

0
𝑟2𝑖 2𝜋𝑞𝑖𝜆𝑟𝑟𝑖1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2 exp (−𝜋𝑞𝑖𝜆𝑟𝑟2𝑖 ) 𝑑𝑟𝑖

= Γ (2)
𝜋𝑞𝑖𝜆𝑟 (1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2) .

(21)

Substituting (20) and (21) in (19), we can obtain the closed-
form expression of the lower bound 𝑃suc

𝑖low
as

𝑃suc
𝑖low

= exp(− 𝑀𝜋𝑞𝑖𝜆𝑟1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2 ×
Γ (1 + 𝛼/2)
(𝜋𝑞𝑖𝜆𝑟)1+𝛼/2)

× exp(− 𝛽𝜏𝛼/2Γ (2)
𝜋𝑞𝑖𝜆𝑟 (1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2)) .

(22)

Therefore, the closed-form expression of the lower bound𝑃suc
low is given by

𝑃suc
low = 𝑁∑

𝑖=1

𝑓𝑖𝑃find
𝑖 𝑃suc

𝑖low

= 𝑁∑
𝑖=1

𝑓𝑖 (1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2)

× exp(− 𝑀𝜋𝑞𝑖𝜆𝑟1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2 ×
Γ (1 + 𝛼/2)
(𝜋𝑞𝑖𝜆𝑟)1+𝛼/2)

× exp(− 𝛽𝜏2/𝛼Γ (2)
𝜋𝑞𝑖𝜆𝑟 (1 − 𝑒−𝜋𝑞𝑖𝜆𝑟𝑅2)) .

(23)

4. Optimization of Probabilistic
Caching Placement

From the performance analysis, it can be seen that the
caching parameter 𝑞𝑖 affects the system secure performance
significantly. Therefore, in this section, the optimization of
probabilistic caching placement is to find the optimal caching
probability 𝑞∗𝑖 (𝑖 ∈ [1,𝑁]). But due to the nonconvex nature
and the complication of 𝑃suc, it is too complicated to get
a closed-form solution of 𝑞∗𝑖 . Based on the above consid-
erations, we utilize the GA to find the optimal solution of𝑞∗𝑖 instead of deriving a closed-form solution. The details
about the optimization of genetic algorithm are shown in
Algorithm 1.

Notation.𝑁 denotes the number of total files, 𝜆𝑟 denotes the
intensity of relays, 𝜆𝑒 denotes the intensity of eavesdroppers,𝑝𝑟 denotes the transmit power at relay, and 𝑝𝑟min

and 𝑝𝑟max
represent theminimum of transmit power and themaximum
of transmit power, respectively. In addition, 𝑞∗ represents the
optimal caching probability of the 𝑖th file, 𝑃∗suc represents the
average probability of all files successful transmission, and
LB and UB represent the lower bound and upper bound of
variables, respectively.
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Input: input parameters𝑁, 𝜆𝑟, 𝜆𝑒, 𝑝𝑟, 𝑝𝑟min
, 𝑝𝑟max

Output: output the optimal caching probability q∗ = [𝑞∗1 , . . . , 𝑞∗𝑁]
and the average probability of success transmission 𝑃∗suc
(1) Initialize 𝑃suc = 𝑧𝑒𝑟𝑜𝑠(0)
(2) 𝑗 = 1
(3) for 𝑝𝑟 = 𝑝𝑟min

: 𝑝𝑟max
do

(4) [x, 𝑓V𝑎𝑙] = 𝑔𝑎 𝑚𝑎𝑖𝑛(𝑁, 𝜆𝑟, 𝜆𝑒, 𝑝𝑟)
(5) q∗(𝑗, :) = x(𝑒𝑛𝑑 − 3)
(6) P∗suc(𝑗) = −𝑓V𝑎𝑙
(7) 𝑗 = 𝑗 + 1
(8) end for
(9) function 𝑔𝑎 𝑚𝑎𝑖𝑛(𝑁, 𝜆𝑟, 𝜆𝑒, 𝑝𝑟)
(10) ObjectiveFunction=@𝑔𝑎 𝑓𝑖𝑡𝑛𝑒𝑠𝑠
(11) 𝑛V𝑎𝑟𝑠 = 𝑁 + 3
(12) Initialize 𝐿𝐵 and 𝑈𝐵
(13) ConstraintFunction=@𝑔𝑎 𝑐𝑜𝑛𝑠𝑡𝑟𝑎𝑖𝑛𝑡
(14) [𝑞∗𝑖 , 𝑓V𝑎𝑙] =𝑔𝑎(𝑂𝑏𝑗𝑒𝑐𝑡𝑖V𝑒𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛, 𝑛V𝑎𝑟𝑠,[ ],[ ],[ ],[ ],𝐿𝐵,𝑈𝐵, . . .,𝐶𝑜𝑛𝑠𝑡𝑟𝑎𝑖𝑛𝑡𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛, 𝑜𝑝𝑡𝑖𝑜𝑛𝑠)
(15) return [𝑞∗𝑖 , 𝑓V𝑎𝑙]
(16) end function
(17) function 𝑔𝑎 𝑓𝑖𝑡𝑛𝑒𝑠𝑠(x)
(18) q∗𝑖 = x(1 : 𝑒𝑛𝑑 − 3)
(19) 𝑝𝑟 = x(𝑒𝑛𝑑)
(20) calculate 𝑓𝑖, 𝑃find

𝑖 , 𝑃suc
𝑖

(21) 𝑃∗suc = ∑𝑁
𝑖=1 𝑓𝑖𝑃find

𝑖 𝑃suc
𝑖

(22) 𝑦 = −𝑃∗suc
(23) return 𝑦
(24) end function

Algorithm 1: Optimization of probabilistic caching placement.

In Algorithm 1, the function 𝑔𝑎 𝑚𝑎𝑖𝑛 (lines (9)–(16))
is the calling function of GA. The main intension of the
function 𝑔𝑎 𝑚𝑎𝑖𝑛 is to define the number of variables (line
(11)), initialize lower bound and upper bound (line (12)), and
call the fitness function and constraint function of GA to
return the optimal 𝑞∗𝑖 and the minimum 𝑓V𝑎𝑙 (line (14)). The
fitness function of GA is presented from lines (17) to (24).The
main ideas of the fitness function are to take one input vector
x, where x has as many elements as number of variables, then
compute the value of the function, and return that scalar
value in its one return argument 𝑦. It is worth noting that
all variables consist of the caching probability of 𝑁 files, the
intensity of relays 𝜆𝑟, the intensity of eavesdroppers 𝜆𝑒, and
the transmit power of relays 𝑝𝑟, so the length of x is equal
to 𝑁 + 3, where x is the vector of all variables. But because
there are only 𝑁 files, we can get that the length of q should
be equal to 𝑙𝑒𝑛𝑔𝑡ℎ(x) − 3. Moreover, because the function
of GA is to find the minimum value, we define argument 𝑦
as the negative of 𝑃∗suc. Similarly, the GA function assumes
the constraint function will take one input x, where x has
as many elements as number of variables in the problem.
Furthermore, the constraint function computes the values of
all the inequality and equality constraints and designs two
vectors 𝑐 and 𝑐𝑒𝑞, respectively, where 𝑐 = sum(x(1 : 𝑒𝑛𝑑 −3)) − 𝐶𝑅 and 𝑐𝑒𝑞 = [ ]. The details about the algorithm

optimization and the associated analysis can be found in the
literature, such as the works [49–52].

5. Numerical and Simulation Results

In this section, the numerical and simulation results are
presented to verify the system secure performance in the
presence of multiple eavesdroppers and illustrate the effect of
key system parameters. In addition, the system performances
are compared with the traditional MPC caching placement.
Without loss of generality, the secrecy data rate 𝑅𝑠 is set to
0.1 bps/Hz, and the noise power is set to one.

As shown in Figure 2, this figure depicts the effect of the
number of files 𝑁 on the average probability of successful
transmission, where 𝑝𝑟 = 30 dB, 𝐶𝑅 = 5, 𝛼 = 2.1, 𝛾 = 0.5,𝑅 = 100, 𝜆𝑟 = 4 × 10−3, and 𝜆𝑒 = 1 × 10−5. From this
figure, we can see that the average probability of successful
transmission decreases as𝑁 increases. Andwhen the number
of files𝑁 is equal to 𝐶𝑅, the average probability of successful
transmission of MPC caching placement is equal to the
analytical result of probabilistic caching placement and the
analytical lower bound of probabilistic caching placement.
However, when 𝑁 is larger than 𝐶𝑅, the performance of
probabilistic caching placement is better than MPC caching
placement, and with increasing 𝑁, MPC caching placement
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Figure 2: Effect of 𝑁 on the average probability of successful
transmission.
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Figure 3: Effect of 𝐶𝑅 on the average probability of successful
transmission.

deteriorates more rapidly than the probabilistic caching
placement. The reason is that the MPC caching placement
combines all signals to exploit the signal cooperation gain, but
the proposed probabilistic caching placement achieves the
balance between the signal cooperation gain and the caching
diversity gain.

Figure 3 shows the effect of the cache size of relay 𝐶𝑅
on the average probability of successful transmission, where𝑁 = 12, 𝑝𝑟 = 30 dB, 𝛾 = 0.5, 𝑅 = 100, 𝛼 = 2.1,𝜆𝑟 = 4 × 10−3, and 𝜆𝑒 = 1 × 10−5. As observed from
the figure, the average probability of successful transmission
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Figure 4: Impact of 𝜆𝑟 and 𝜆𝑒 on the average probability of
successful transmission.

becomes better as 𝐶𝑅 increases, and it is also obvious that
the performance of probabilistic caching placement is always
higher than MPC caching placement. Moreover, from the
picture, we can see that as 𝐶𝑅 increases, the analytical result
of probabilistic caching placement and the analytical lower
bound of probabilistic caching placement are quite closer.
And the average probability of successful transmission of
probabilistic caching placement andMPC caching placement
becomes closer as the value of 𝐶𝑅 increases.

Figure 4 shows the effect of the intensity of relays 𝜆𝑟 and
the intensity of eavesdroppers 𝜆𝑒 on the average probability
of successful transmission, where 𝑁 = 10, 𝑝𝑟 = 30 dB,𝐶𝑅 = 5, 𝛼 = 2.1, 𝛾 = 0.5, and 𝑅 = 100. As observed from
the figure, the average probability of successful transmission
becomes better as 𝜆𝑟 increases, and the average probability
of successful transmission with 𝜆𝑒 = 1 × 10−5 is higher than
that with 𝜆𝑒 = 1 × 10−4. Thus, we can find when the value of𝜆𝑒 increases, the average probability of successful transmis-
sion will decrease. In addition, from the figure, we also can
find that the analytical result and analytical lower bound
of probabilistic caching placement are quite closer with
increasing 𝜆𝑟. And when 𝜆𝑒 = 1 × 10−4, the difference
between the analytical result and analytical lower bound
is more obvious than 𝜆𝑒 = 1 × 10−5. Moreover, when𝜆𝑒 = 1 × 10−5, the analytical result and analytical lower
bound of probabilistic caching placement are both higher
than MPC caching placement. However when 𝜆𝑒 = 1 ×10−4, the analytical lower bound of probabilistic caching
placement is lower than MPC. But we also can find the
difference between the analytical result and the analytical
lower bound of probabilistic caching placement becomes
quite closer with increasing 𝜆𝑟. It is worth noting that the
performance without considering security is superior to the
performance of considering secure transmission, but in the
actual situation, eavesdroppers exist, and we cannot just
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Figure 5: Impact of𝑝𝑟 and 𝛼 on the average probability of successful
transmission.

consider the performance of main channel, and we also need
to consider the eavesdropper’s channel.

Figure 5 shows the effect of the transmit power at relay 𝑝𝑟
and the path loss 𝛼 on the average probability of successful
transmission, where𝑁 = 10, 𝐶𝑅 = 5, 𝛾 = 0.5, 𝑅 = 100, 𝜆𝑟 =4× 10−3, and 𝜆𝑒 = 1× 10−5. From this figure, we can find that
the average probability of successful transmission increases as𝑝𝑟 increases.Moreover, the analytical result and the analytical
lower bound of probabilistic caching placement is quite
closer with increasing 𝑝𝑟. In addition, the analytical result
of probabilistic caching placement is always higher than
MPC caching placement. And for the probabilistic caching
placement, with 𝛼 = 2.1, the associated average probability
of successful transmission is better than that with 𝛼 = 3,
so we can obtain that the average probability of successful
transmission deteriorates with larger 𝛼. Furthermore, when𝛼 = 3 and 𝑝𝑟 ≤ 12 dB, the average probability of successful
transmission of probabilistic caching placement is almost
equal to MPC caching placement. But when 𝑝𝑟 ≥ 12 dB, the
average probability of successful transmission of probabilistic
caching placement is always higher than MPC caching
placement.The reason is that increasing the value of transmit
power 𝑝𝑟 can exploit the signal cooperation gain and the
caching diversity gain, but the MPC caching placement only
can utilize the signal cooperation gain, and the probabilistic
caching placement can exploit both the signal cooperation
gain and the caching diversity gain.

6. Conclusions

In this paper, we designed, analyzed, and optimized the
probabilistic caching placement in the presence of multiple
eavesdroppers. And the average probability of successful
transmission was defined as the main performance metric,

which is the probability of finding and then successfully
transmitting all the requested files within a radius 𝑅. More-
over, the analytical result and the analytical lower bound of
average probability of successful transmission were both pre-
sented. But due to the nonconvex nature and the complication
of average probability of successful transmission, the GA was
used to find the optimal solution instead of deriving a closed-
form solution. Finally, simulation results were provided to
support the studies that the proposed probabilistic caching
placement is superior to the MPC caching placement. In
addition, the system secure performance can be improved by
increasing the value of𝑝𝑟,𝐶𝑅, and 𝜆𝑟 but will deteriorate with
larger𝑁 and 𝜆𝑒.
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