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While research and development in the area of energy-
efficient communications are now mature, energy-efficient
solutions for emerging Internet of Things (IoT) are far from
being explored. IoT systems are envisioned to revolutionize
the telecommunication paradigm by allowing direct integra-
tion between the physical world and machine-based systems.
IoT systems allow everything (household items, vehicles,
sensors, and wearables) to be connected, remotely accessed,
sensed, and collaboratively communicate over the Internet.
All IoT devices are supposed to be equipped with additional
sensory and communication add-ons and in turn consume
extra energy to sense the world and communicate with each
other. As such, new energy harvesting technologies, ambient
backscattering, and energy-aware learning and cryptography
techniques are of immediate relevance.

After a critical review process, we selected five articles
for this special issue that elaborates the performance of some
of the aforementioned techniques and in turn contribute to
green IoT technology. An interesting contribution “Perfor-
mance Analysis of RF-Powered Cognitive Radio Networks
with IntegratedAmbient Backscatter Communications” from
L. Xu et al. utilizes backscatter communication for the
activation of low power devices. Stochastic geometry tools
have been used to evaluate the overall cognitive IoT network
performance. Simple energy storage and reusingmechanisms
have been designed to improve utilization of harvested
energy. Another important contribution by M. Ozturk et
al. is “Energy-Aware Smart Connectivity for IoT Networks:

Enabling Smart Ports”. This work is focused on provid-
ing a novel approach for energy-aware and context-aware
IoT connectivity that jointly optimizes the energy, security,
computational power, and response time of the connection.
The proposed scheme employs reinforcement learning and
manages to achieve a holistic gain of up to 283.54% compared
to deterministic routes.

Another interesting research work “Mobility-Centric
Analysis of Communication Offloading for Heterogeneous
Internet of Things Devices” presented by D. Kozyrev et al.
developed a framework to understand the network con-
nectivity of wearable IoT devices such as smart watches
and heart rate monitors. These devices are mobile and are
connected via D2D-link to another device, usually a smart
phone, which is connected to a base station. An aerial access
point is assumed to provide a control link to the D2D pairs
located in its coverage area, for offloading the cellular network
load, whenever possible. Such an offloading scheme helps in
reducing the overall energy consumed by the network.

Cooperative spectrum sensing in cognitive vehicular net-
works (CVNs) is investigated in the paper titled “Robust and
Low-Complexity Cooperative Spectrum Sensing via Low-
Rank Matrix Recovery in Cognitive Vehicular Networks” by
X. Liu et al. Robust cooperative spectrum sensing using low-
rank matrix recovery is proposed to address the uncertainty
of the quality of potentially corrupted sensing data. The tech-
nique exploits the low-rank and joint-sparse structure of the
real spectrum occupancy matrix and corrupted data matrix.
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The technique is extended to dense cognitive vehicular
networks using weighted low-rank matrix recovery to reduce
the complexity. Clearly, reduced complexity of spectrum
sensing in cognitive vehicular networks results in energy-
efficient architecture and resource management solutions for
green IoT.

Another work “Cryptographic Algorithm Invocation
Based on Software-Defined Everything in IPsec” by X.
Yang et al. proposes a simple and flexible method to add
and switch between various cryptographic algorithms in
Internet Protocol Security (IPsec) suite in IPv6. This is
very important since IoT requires the support of IPv6 to
provide enough IP addresses for IoT devices. However, the
existing cryptographic algorithms in IPsec suite may not
afford enough network security for specific IoT applications,
or the default algorithms in IPsec may not be applicable in
specific situations. Thus, addition and timely switching of
customized algorithms are important in IPsec. Unfortunately,
doing this in current IPsec is quite complicated. Thus, this
work is important in remedying this situation. Such efficient
security methods help to reduce energy consumption of the
IoT devices.

This special issue opens newdirections for the research on
green IoT and highlights the benefits of ambient backscatter-
ing, energy-aware learning, energy-efficient spectrum sens-
ing, and computational offloading in emerging IoT networks.
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Today, the number of interconnected Internet ofThings (IoT) devices is growing tremendously followed by an increase in the density
of cellular base stations. This trend has an adverse effect on the power efficiency of communication, since each new infrastructure
node requires a significant amount of energy. Numerous enablers are already in place to offload the scarce cellular spectrum, thus
allowing utilization of more energy-efficient short-range radio technologies for user content dissemination, such as moving relay
stations and network-assisted direct connectivity. In this work, we contribute a new mathematical framework aimed at analyzing
the impact of network offloading on the probabilistic characteristics related to the quality of service and thus helping relieve the
energy burden on infrastructure network deployments.

1. Introduction and Motivation

The uncontrollable growth in the numbers of interconnected
Internet of Things (IoT) devices has a tremendously adverse
effect on the existing wireless networks [1]. It has been
recently shown that there are more than four million base
stations (BSs) each consuming an average of 2.3MWh per
month [2], and the volume of newly deployed BSs is growing
exponentially, especially in the developing counties. Such an
extreme energy consumption burden has its influence on the
energy costs, greenhouse effect, and global impact on climate
in general [3].

One of the ways to control the increase in the numbers of
newly deployed BSs is to efficiently utilize the existing system
infrastructure [4] by, e.g., attempting to switch between the
radio technologies instead of “densifying” the deployment
area [5]. This paradigm is known as heterogeneous network-
ing [6] as part of the next-generation (5G) systems and
beyond. However, seamless implementation of this approach
is associated with many practical difficulties, e.g., when

the existing infrastructure is owned by different service
providers.

Another potential enabler of green communication is
device-to-device (D2D) connectivity [7, 8]. This technique
allows reducing power consumption and improving network
capacity and throughput by utilizing, e.g., unlicensed wireless
spectrum controlled by the operator [9]. Basically, a mobile
device equipped with two or more radio interfaces has an
opportunity to utilize short-range wireless links to communi-
cate with its neighboring nodes by reaching common goals,
like data caching, edge computing, coverage extension, etc.
[10]. As cellular spectrum remains expensive in terms of
capacity and energy, it could be freed with D2D offloading,
thus enabling green communication [11]. In this regime,
the cellular network is only responsible for controlling the
connection between the user equipment (UE) devices.

One more way to improve the communication quality is
based on the use of unmanned aerial vehicles (UAVs). Histor-
ically, UAVs have already demonstrated their applicability for
weather monitoring, forest fire detection, traffic control, etc.
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Figure 1: Joint operation of conventional and aerial cells serving D2D links.

[12, 13]. Among the many applications, the use of UAVs for
achieving high data-rate wireless communication is expected
to play an essential role in future wireless systems. In fact,
UAV-aided wireless communication becomes a promising
solution to provide wireless connectivity for devices without
infrastructure coverage [14]. There has been recent interest
in utilizing aerial access points (AAPs) mounted on drones,
which could be utilized for offering on-demand connectivity
in cases of imminent network overload. Further, AAPs may
also be utilized to support the scenarios of Public Protection
andDisaster Relief (PPDR)where the connectivity is unavail-
able due to an unpredictable situation [15].

In addition, a recent exciting trend that overtakes the
market is a broad penetration of wearable devices, such as
AR-glasses, smart watches, heart rate monitors, and many
others. The functions of those are mostly related to human
condition monitoring. Note that wearable devices typically
have smaller form-factors and thus are limited in terms of
computation and energy, which substantiates a natural step
of employing one of the devices as a gateway for delivering
wearables-generated data to the cloud. Most commonly, a
smartphone is utilized as this more powerful node [16].

In this paper, we assess the architecture of (beyond-)
5G systems where a mobile user is equipped with many
wearable devices that are continuously exchanging data with
the surrounding nodes aswell as the cloud via a gateway node.
For this purpose, the conventional cellular infrastructure is
typically employed, augmented with a D2D-based caching-
enabled relay or utilizing other heterogeneous networking
solutions. In our scenario, an AAP is further used together
with D2D communication to achieve the ultimate goal of
offloading the existing cellular network as much as possible.
Here, the AAP is expected to provide a control link to the
D2Dpairs located within the overloaded area of interest, thus
relieving the limited cellular spectrum to some extent. This
work proposes a new mathematical model to evaluate the
probabilistic characteristics of the proposed system architec-
ture.

The rest of the paper is organized as follows. Our system
model of the considered scenario is introduced in Section 2.
This model is solved for the performance metrics of interest
in Section 3. An example illustrating the applicability of the
proposed approach is offered in Section 4. The last section
concludes the paper.

2. System Model

2.1. Deployment Model. Consider a city square with a mass
event (e.g., a concert) in progress, which is shown in Figure 1.
The area of interest has a certain number of heterogeneous
UEs acting as gateways for their proximate wearable devices
and is partially covered by the AAP’s connectivity providing
aid in communication offloading via D2D link management.
Newmobile UE can arrive in the cell according to a stochastic
process and leave it after a certain random time due to user
mobility. All objects in the cell can disseminate their content
of interest by utilizing the D2D links.

Since the AAP coverage within the area of interest is lim-
ited and potentially provided by the event holders, wireless
connectivity outside of this zone is only available through
the conventional infrastructure links. The primary goal of
the network in the considered scenario is to offload as many
communication sessions as possible onto the direct links,
thus enabling more power efficient content dissemination.
Note that the D2D capacity regarding the quality of service
is constrained due to a limited number of channels in
one collision domain; i.e., one can estimate the number of
D2D pairs that can operate simultaneously under the AAP
coverage for a given application.

Since the conventional metrics in such a scenario are well
studied in numerous works [17, 18], the primary focus of this
paper is set on less popular performance indicators. First, we
consider connection unavailability, i.e., a situation where one
of UE nodes intends to connect to another UE over a D2D
link but that second UE is already occupied or a certain UE
attempts to reach another device outside of the cell but there
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Figure 2: Proposed queuing model.

are nomore available D2D links. Another metric of interest is
the probability of a connection to be discarded, i.e., when one
of the UE nodes leaves the AAP coverage while still having an
active connection with another UE inside the same cell.

2.2. Mobility Model. We assume that the initial UE positions
follow a Poisson point process (PPP) in R2 with the spatial
density of 𝜆𝑈. Let 𝜆𝐴 = lim𝑡→0𝑝𝐴(0, 𝑡)/𝑡, where 𝑝𝐴(𝑡) is the
probability of a session initiation over the interval (0, 𝑡). It
is the temporal intensity of the arrival process from a single
UE. Using the superposition property of the point processes,
we note that the session arrival process is Poisson with the
intensity of 𝜆𝐴𝜆𝑈𝑆𝐴 sessions per second [19], where 𝑆𝐴 is the
area of the zone of interest. The choice of the UE that initiates
a session is random. Hence, the geometric locations of users
associated with a session are distributed uniformly within the
AAP’s coverage area [20].

To capture the mobility behavior, we assume that humans
move according to a random direction model (RDM, [21]),
since it characterizes the essentials of random movement
while still allowing for a tractable analysis. According to
the RDM formulation, the UE first chooses its direction of
movement uniformly within (0, 2𝜋) and then travels in the
selected direction for an exponential amount of time with the
parameter ] at the constant speed of V.

2.3. Model Formalization. We assess the AAP service process
by utilizing a queuing system model illustrated in Figure 2.
We assume that 𝑙 sessions exist in the system, while there is
a certain external flow of impatient heterogeneous sessions,
which arrive from the outside of the system according to a
Poisson process. Consider that the regular users can connect
directly over D2D, while the external users may employ both
the infrastructure and the D2D connections.

We also assume that the AAP-served UE arrivals follow a
marked point process:𝑍 = {𝑍𝑛 = (𝜉𝑛,𝑀𝑛) , 𝑛 = 1, 2, . . .} , (1)

where 𝜉𝑛 is the arrival time of 𝑛𝑡ℎ user and𝑀𝑛 is the UE type,𝑀𝑛 = 𝑖 ∈ {1, 2, . . . 𝑙}. The service times of type-𝑖 UE, i.e.,

the duration of an active session initiated by the 𝑖-th UE, and𝐵𝑖 are all random variables with the cumulative distribution
function (CDF):𝐵𝑖 (𝑡) = P {𝐵𝑖 ≤ 𝑡} (𝑖 = 1, 2, . . . , 𝑙) . (2)

Each external session requires exactly one server. The
duration of time spent by the 𝑖-th user in the D2D service
zone is a random variable 𝐺𝑖 with the CDF:𝐺𝑖 (𝑡) = P {𝐺𝑖 ≤ 𝑡} (𝑖, 𝑗 = 1, 2, . . . , 𝑙) . (3)

A session is lost during service if the corresponding UE
leaves the cell before this session is completed. An arriving
session is lost when there are no vacant servers (channels)
at the time of its arrival. Finally, a session can be lost if the
distance between the communicating users becomes higher
than a specified value. We remind that, for the introduced
model, we are interested in the performance metrics that
characterize the reliability of the system. Primarily, we derive
the following parameters: session loss probability, system
unavailability, and reliability of a connection.

3. Performance Analysis

In this section, we analyze the proposed system. First, we
follow a stochastic geometry approach to characterize the
input parameters.Then, we proceed by assessing the specified
queuing system for the performance metrics of interest.

3.1. System Parametrization. To completely parametrize our
model, we need to provide the following input parameters: (i)
distribution of the time interval between UE entries into the
D2D service zone, (ii) distribution of the time spent in the
D2D service area, (iii) probability that UE having an active
D2D session is going to leave theD2Dzone before this session
ends.

Following [22], the time distribution between the cases
when the UEmoving according to the RDMmodel and being
initially distributed uniformly in a certain area of interest hits
a certain subspace follows an exponential distribution. Note
that this result holds when the mean run length in the RDM
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model, V/], is at least 1/4 of the zone of interest; see [22] for
more details. Recall that the stationary distribution of UEs
moving in a certain zone is uniform [21].

To determine the parameter of an exponential distribu-
tion, we consider an area increment of the D2D service zoneΔ𝑆 that corresponds to the unit speed V. Assuming a circularly
shaped D2D service zone and recalling that the direction
of the UE movement is distributed uniformly in (0, 2𝜋), we
have the following approximation for the temporal intensity
of users entering the D2D service zone:𝜆 = 12𝜆𝑈 (𝜋 (𝑟 + V)2 − 𝜋𝑟2) = 12𝜆𝑈𝜋V (2𝑟 + V) , (4)

where 𝜆𝑈 is the spatial intensity of UE in the area of interest
and 𝑟 is the radius of the D2D service zone. Observe that the
factor 1/2 accounts for a fraction of UEs moving towards the
D2D service zone.

The exact distribution of time spent by the UE moving
according to the RDM in a certain enclosed subspace is
unknown even for simple configurations of the subspace [23].
In this case, the common procedure is to use a diffusion
approximation with a suitable diffusion coefficient [24].
However, taking into account our assumptions regarding the
mean run length and the diameter of the D2D service zone,
we observe that in most cases the UE crosses the D2D service
zone without changes in its direction. The length of a random
chord,𝐿, which specifies the distance traveledwithin theD2D
service zone, is given by [25]𝑓𝐿 (𝑥) = 2𝜋√4𝑟2 − 𝑥2 , 0 < 𝑥 < 2𝑟, (5)

with the mean value of 𝐸[𝐿] = 4𝑟/𝜋, where 𝑟 is the radius of
the D2D service zone. The distribution of time spent in the
D2D service zone is obtained by scaling the pdf 𝑓𝐿(𝑥) by the
movement speed V [26], which leads to𝑓𝑇 (𝑥) = 2V𝜋√4𝑟2 − (𝑥V)2 , 0 < 𝑥 < 2𝑟

V
, (6)

where 𝑇 is the time spent in the D2D service zone.
Finally, we require the probability that the UE leaves the

D2D service zone before its active session expires. We have
two cases to consider: (i) the session has been initiated before
entering the D2D service area and (ii) the session has been
initiated when the UE is already in the service area. In the
former case, owning to the memoryless property, we do not
need to track the backward recurrence time of the session
and the sought probability is 𝑝1 = P{𝑇 − 𝐷 > 0}, where 𝐷
is the service duration. Since 𝑇 and 𝐷 are independent, by
employing a convolution we obtain𝑝1 = ∫∞

0
∫𝑡
0
𝑓𝑇 (𝑡) 𝑓𝐷 (𝑡 − 𝑥) 𝑑𝑡𝑑𝑥= ∫2𝑟/V

0
∫𝑡
0

2V𝜋√4𝑟2 − (𝑥V)2𝜆𝑒−𝜆(𝑡−𝑥)𝑑𝑡𝑑𝑥, (7)

which can be produced with a numerical integration.

Let us now determine the probability that the UE leaves
the D2D service zone before its session is completed given
that it was initiated after entering the zone, 𝑝2. Observe
that since a session is assumed to be initiated randomly and
should progress over the time the UE spends in the D2D
service zone, it is distributed uniformly over 𝑇. Then, the
forward recurrent time that the UE spends in the zone once
its session was initiated at the time instant 𝑥 is [26]𝑓𝑇 (𝑡 + 𝑥 | 𝑥) = 𝑓𝑇 (𝑡 + 𝑥)1 − 𝐹𝑇 (𝑥) , (8)

where 𝐹𝑇(𝑥) is the CDF of time spent by the UE in the D2D
service zone, which is given by𝐹𝑇 (𝑥) = 1𝜋2V tan−1 ( 𝑥√4𝑟2V2 − 𝑥2) , 0 < 𝑥 < 2𝑟V. (9)

Substituting (9) into (8), we obtain

𝑓𝑇 (𝑡 + 𝑥 | 𝑥) = 2 (4𝑟2 − (𝑡 + 𝑥)2 /V2)−1/22V tan−1 (𝑥/V√𝜋 − 4𝑟2 − 𝑥2/V2) . (10)

The unconditional pdf of time that the UE spends in the
D2D coverage zone after initiating its session is given by𝑓𝑇𝑅 (𝑡) = ∫∞

0
𝑓𝑇 (𝑡 + 𝑥 | 𝑥) 𝑓𝑇 (𝑥) 𝑑𝑥. (11)

Further, the sought probability is given by𝑝2 = ∫∞
0
∫𝑡
0
𝑓𝑇𝑅 (𝑡) 𝑓𝐷 (𝑡 − 𝑥) 𝑑𝑡𝑑𝑥, (12)

which can be produced with a numerical integration.

3.2. Problem Setting. To solve the problem formulated above,
we introduce the system state space 𝐸. Let us denote the
system state by the following triplet:𝑥 = (𝑘, 𝑖, →𝑑) , (13)

where 𝑘 = 0, 1, 2, . . . is the number of infrastructure
controlled UEs, 𝑖 (0 ≤ 𝑖 ≤ min{𝑐, 𝑘 + [𝑙/2]}) is the number of
occupied channels, and

→𝑑 = (𝑑1, . . . 𝑑𝑙) is the vector of states
of the UE. The value of 𝑑𝑗 is set according to the following
rules: (i) 𝑑𝑗 = 0when the 𝑗-th user does not have any ongoing
sessions; (ii) 𝑑𝑗 = 𝑖 when the 𝑗-th UE is currently connected
to the 𝑖-th UE directly; and (iii) 𝑑𝑗 = ⋆ when the 𝑗-th UE
utilizes one of the infrastructure links.

The overall state space𝐸 is then defined as a set of triplets:𝐸 = {𝑥 = (𝑘, 𝑖, →𝑑) : 𝑘 ∈ Z, 𝑖 ∈ Z, →𝑑 = (𝑑1, . . . 𝑑𝑙)}.
We introduce a random process 𝑋(𝑡) = {𝐾(𝑡)𝐼(𝑡), →𝐷(𝑡), 𝑡 ∈𝑅+} evolving over 𝐸, which enters the state 𝑥 ∈ 𝐸 if the
system at time 𝑡 is in the state 𝑥. We also introduce the state
probabilities of the system 𝜋(𝑥, 𝑡) = P{𝑋(𝑡) = 𝑥} and the
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Figure 3: Transition graph of the process𝑋.
steady-state probabilities lim𝑡→∞𝜋(𝑥, 𝑡) = 𝜋(𝑥). The steady-
state distribution of this process →𝜋 is characterized by linear
equations in the following form:→𝑄→𝜋 = →0 T,→𝜋T→𝑒 = 1, (14)

where →𝑒 is the vector of ones of the appropriate size and 𝑄 is
the infinitesimal generator of the Markov process. One may
solve it by using the conventional techniques; see, e.g., [27].

4. A Numerical Example

To demonstrate the applicability of the proposed model,
consider the simplest case without the pure infrastructure
connected UEs, when

(i) the users arrive into the system according to a Poisson
flow of intensity 𝛼;

(ii) the distribution of the sojourn time of any user in the
cell is exponential with the parameter 𝛽:𝐵 (𝑡) = 𝛽𝑒−𝛽𝑡; (15)

(iii) the process of contacts between the users is also
Poisson with the intensity of 𝜆;

(iv) the duration of the user sessions 𝐺 has an exponential
distribution with the parameter 𝜇:𝐺 (𝑡) = 𝜇𝑒−𝜇𝑡; (16)

(v) only 𝑐 = 3 infrastructure links are available for the
connections.

We also assume full control of the D2D links as managed
by the network operator. To characterize the system behavior,
consider a two-dimensional stochastic process 𝑋 = {𝑋(𝑡) =(𝐾(𝑡), 𝐼(𝑡)), 𝑡 ∈ 𝑅+} with the state space:𝐸 = ⋃

𝑘≥0

𝐸𝑘, with 𝐸𝑘 = {𝑥 = (𝑘, 𝑖) : 𝑖 = 0, 3} , (17)

where 𝑘 is the number of users in the system and 𝑖 is the
number of occupied D2D links.The state space of the process

𝑋 is demonstrated in Figure 3 together with its transition
graph.

The subsets 𝐸0 = {(0, 0)} and 𝐸1 = {(1, 0)} represent
a single state, the subsets 𝐸2 = {(2, 0), (2, 1)} and 𝐸3 ={(3, 0), (3, 1)} contain two states, the subsets 𝐸4 = {(4, 0), (4,1), (4, 2)} and 𝐸5 = {(5, 0), (5, 1) (5, 2)} contain three states,
and only for 𝑘 ≥ 6 the number of states is equal to four. Note
that in case where the servers and/or users are heterogeneous,
to describe the system behavior with a Markov process, the
subsets of states 𝐸𝑘 with a fixed number 𝑘 of users in the
system should be detailed in order to show the configura-
tion of the busy servers. With the help of the constructed
stochastic process 𝑋(𝑡), we will study the quality-of-service
(QoS)metrics in the considered system, i.e., the probability of
a connection loss (when a user with no ongoing session leaves
the service area), the probability of connection unavailability
(when there are no vacant channels in the system), and the
average number of busy channels.

Under the given assumptions, the process 𝑋(𝑡) may be
considered as Markov, and its transition intensities have the
following forms:

(1) 𝛼𝑘 is the transition intensity from the state (𝑘, 𝑖) to the
state (𝑘 + 1, 𝑖), which occurs when a user enters the
system.

(2) 𝛽(𝑘,𝑖) is the transition intensity from the state (𝑘, 𝑖) to
the state (𝑘 − 1, 𝑖), which occurs when a user with no
ongoing session leaves the system.

(3) 𝛽−(𝑘,𝑖) is the transition intensity from the state (𝑘, 𝑖) to
the state (𝑘 − 1, 𝑖 − 1), which occurs when a user with
an ongoing session leaves the system.

(4) 𝜆(𝑘,𝑖) is the transition intensity from the state (𝑘, 𝑖) to
the state (𝑘, 𝑖 + 1), which occurs when a user with no
ongoing session initiates a session.

(5) 𝜇(𝑘,𝑖) is the transition intensity from the state (𝑘, 𝑖) to
the state (𝑘, 𝑖 − 1), which occurs when a user with an
ongoing session ends this session.

Consider the state (𝑘, 𝑖). Since 𝑖 channels are occupied
by exactly 2𝑖 users (2 users are connected via a single D2D
link), the number of users with no ongoing session is 𝑘 − 2𝑖,
the number of users with an ongoing session is 2𝑖, and the
number of possible ways to choose a pair of users out of𝑘 − 2𝑖 nonbusy users to initiate a session is ( 𝑘−2𝑖2 ). Therefore,
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we arrive at the following expressions for the transition
intensities: 𝛼𝑘 = 𝛼,𝛽(𝑘,𝑖) = (𝑘 − 2𝑖) 𝛽,𝛽−(𝑘,𝑖) = 2𝑖𝛽,𝜆(𝑘,𝑖) = (𝑘 − 2𝑖2 )𝜆,𝜇(𝑘,𝑖) = 2𝑖𝜇,

(18)

where 𝑖 = 0 for 𝑘 = 0, 1, 𝑖 = 0, 1 for 𝑘 = 2, 3, 𝑖 = 0, 1, 2 for𝑘 = 4, 5, and 𝑖 = 0, 1, 2, 3 for 𝑘 ≥ 6.

The process transition intensity matrix has the following
blockwise structure

𝑄 =(𝐵0 𝐶0 0 0 0 . . .𝐴1 𝐵1 𝐶1 0 0 . . .0 𝐴2 𝐵2 𝐶2 0 . . .... ... ... ... ... d

), (19)

where the 𝑘-th blockwise row corresponds to the subset 𝐸𝑘 of
states forwhich 𝑘users are present in the system,𝐴𝑘 describes
the output from this subset to the subset with 𝑘 − 1 users in
the system, 𝐵𝑘 describes the transitions inside the subset with𝑘 users in the system, and 𝐶𝑘 contains the output intensities
from the subset 𝐸𝑘 to the subset 𝐸𝑘+1. Transition matrices for
the considered example are as follows:𝐵0 = −𝛼,𝐶0 = 𝛼. (20)𝐴1 = 𝛽,𝐵1 = − (𝛼 + 𝛽) ,𝐶1 = (𝛼 0) . (21)

𝐴2 = (2𝛽2𝛽) ,𝐶2 = (𝛼 00 𝛼) . (22)

𝐵2 = (− (𝛼 + 2𝛽 + 𝜆) 𝜆2𝜇 − (𝛼 + 2𝛽 + 2𝜇)) . (23)

𝐴3 = (3𝛽 02𝛽 𝛽) ,𝐶3 = (𝛼 0 00 𝛼 0) . (24)

𝐵3 = (− (𝛼 + 3𝛽 + 3𝜆) 3𝜆2𝜇 − (𝛼 + 3𝛽 + 2𝜇)) . (25)

𝐴4 = (4𝛽 02𝛽 2𝛽0 4𝛽) ,
𝐶4 = (𝛼 0 0 00 𝛼 0 00 0 𝛼 0) . (26)

𝐵4 = (−(𝛼 + 4𝛽 + 6𝜆) 6𝜆 02𝜇 − (𝛼 + 4𝛽 + 2𝜆 + 2𝜇) 2𝜆0 2𝜇 − (𝛼 + 2𝜇 + 4𝛽)) . (27)
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𝐴5 = (5𝛽 0 02𝛽 3𝛽 00 4𝛽 𝛽) ,
𝐶5 = (𝛼 0 0 00 𝛼 0 00 0 𝛼 0) . (28)

𝐵5 = (− (𝛼 + 5𝛽 + 10𝜆) 10𝜆 02𝜇 − (𝛼 + 5𝛽 + 3𝜆 + 2𝜇) 3𝜆0 4𝜇 − (𝛼 + 4𝜇 + 5𝛽)) . (29)

Further, for 𝑘 ≥ 6, the matrices have the form

𝐴𝑘 =(𝑘𝛽 0 0 02𝛽 (𝑘 − 2) 𝛽 0 00 4𝛽 (𝑘 − 4) 𝛽 00 0 6𝛽 (𝑘 − 6) 𝛽) ,
𝐶𝑘 =(𝛼 0 0 00 𝛼 0 00 0 𝛼 00 0 0 𝛼).

(30)

𝐵𝑘 =(((((
(

−𝑏(𝑘,0) (𝑘2)𝜆 0 02𝜇 −𝑏(𝑘,1) (𝑘 − 22 )𝜆 00 4𝜇 −𝑏(𝑘,2) (𝑘 − 42 )𝜆0 0 6𝜇 −𝑏(𝑘,3)
)))))
)

, (31)

where the diagonal elements are

𝑏𝑘,0 = (𝛼 + 𝑘𝛽 + (𝑘2)𝜆) ,𝑏𝑘,1 = (𝛼 + 𝑘𝛽 + (𝑘 − 22 )𝜆 + 2𝜇) , (32)

𝑏𝑘,2 = (𝛼 + (𝑘 − 42 )𝜆 + 4𝜇 + 𝑘𝛽) ,𝑏𝑘,3 = (𝛼 + 6𝜇 + 𝑘𝛽) . (33)

The blockwise form of the matrix 𝑄 represents the
steady-state probability (s.s.p.) vector in the blockwise
form of the appropriate dimensions that provides →𝜋T =

(𝜋0, 𝜋1, →𝜋 2, . . . , →𝜋 𝑘, . . .). Hence, the balance equations may be
represented as0 = −𝛼𝜋0 + 𝛽𝜋1,0 = 𝛼𝜋0 − (𝛼 + 𝛽) 𝜋1 + 2𝛽 (𝜋 (2, 0) + 𝜋 (2, 1)) ,0 = 𝜋1𝐶1 + →𝜋T

2𝐵2 + →𝜋T

3𝐴3,0 = →𝜋T

𝑘−1𝐶𝑘−1 + →𝜋T

𝑘𝐵𝑘 + →𝜋T

𝑘+1𝐴𝑘+1, 𝑘 ≥ 3
(34)

with the normalizing condition𝜋0 + 𝜋1 + ∞∑
𝑘=2

→𝜋T

𝑘

→1 = 1, (35)

where →1 is a column-vector, while its components are equal
to 1.

By using 𝐴𝑘, 𝐵𝑘, 𝐶𝑘 for 𝑘 ≥ 3, we arrive at𝐴𝑘−1→1 = (𝑘 − 1) 𝛽→1 ,𝐵𝑘→1 = − (𝛼 + 𝑘𝛽)→1 ,𝐶𝑘+1→1 = 𝛼→1 . (36)

Further, we multiply (34) by →1 as𝜋𝑘 = →𝜋T

𝑘

→1 , (37)

with the following birth-and-death s.s.p. equation:𝛼𝜋𝑘−1 − (𝛼 + 𝑘𝛽)𝜋𝑘 + (𝑘 + 1) 𝛽𝜋𝑘+1 = 0. (38)

For 𝑘 ≥ 3, this gives us𝛼𝜋𝑘−1𝑘𝛽𝜋𝑘 = 𝛼𝜋𝑘 (𝑘 + 1) 𝛽𝜋𝑘+1. (39)

However, the same equalities can be obtained from (34),
thus confirming it for 𝑘 ≤ 3:0 = 𝛼𝜋0𝛽𝜋1 = 𝛼𝜋12𝛽𝜋2 = 𝛼𝜋𝑘 (𝑘 + 1) 𝛽𝜋𝑘+1. (40)



8 Wireless Communications and Mobile Computing

The solution to this system of equations for all 𝑘 ≥ 0 with
the normalizing condition (35) and with 𝜌 = 𝛼/𝛽 is

𝜋𝑘 = 𝛼𝑘𝛽𝜋𝑘−1 = 𝜌𝑘𝑘! 𝜋0 = 𝜌𝑘𝑘! 𝑒−𝜌, (41)

which is a Poisson distribution of the number of users in the
system.

In order to calculate the probabilities of interest, there
is a need to evaluate 𝜋(𝑘,𝑖), which requires a more detailed
analysis. To achieve this goal, the process 𝑋 on the sep-
arate subset of states should be considered as 𝐸𝑘 ={(𝑘, 0); (𝑘, 1); (𝑘, 2); (𝑘, 3)}. Taking into account 𝑋 and its
transition graph (see Figure 3), it is clear that each of the sub-
sets 𝐸0, 𝐸1 contains only one state; hence, the corresponding
probabilities are given with (41) as𝜋0 = 𝑒−𝜌,𝜋1 = 𝜌𝑒−𝜌. (42)

For the subsets 𝐸𝑘, the process𝑋 is a birth-death process
with the birth 𝜆(𝑘,𝑖) = ( 𝑘−2𝑖2 ) 𝜆 and death 𝜇(𝑘,𝑖) = 2𝑖𝜇
(see Figure 3) intensities. Therefore, the detailed balance
equations may be utilized to establish the results for 𝑘 = 2, 3:

(𝑘2)𝜆𝜋(𝑘,0) = 2𝜇𝜋(𝑘,1), (43)

additionally for 𝑘 = 4, 5
(𝑘 − 22 )𝜆𝜋(𝑘,1) = 4𝜇𝜋(𝑘,2), (44)

at least for all 𝑘 ≥ 6, and
(𝑘 − 42 )𝜆𝜋(𝑘,2) = 6𝜇𝜋(𝑘,3). (45)

For the probabilities of the subsets 𝐸𝑘, by taking into
account (41) and using the notation 𝛾 = 𝜆/𝜇, the following
expressions for the probabilities𝜋(𝑘,𝑖) for 𝑘 ≥ 2 can be derived:

𝜋(2,0) = 11 + 𝛾/2 𝜌22! 𝑒−𝜌,𝜋(2,1) = 𝛾/21 + 𝛾/2 𝜌22! 𝑒−𝜌, (46)

𝜋(3,0) = 11 + (3/2) 𝛾 𝜌33! 𝑒−𝜌,𝜋(3,1) = (3/2) 𝛾1 + (3/2) 𝛾 𝜌33! 𝑒−𝜌, (47)

𝜋(4,0) = 11 + 3𝛾 (1 + (1/4) 𝛾) 𝜌44! 𝑒−𝜌,𝜋(4,1) = 3𝛾1 + 3𝛾 (1 + (1/4) 𝛾) 𝜌44! 𝑒−𝜌,𝜋(4,2) = (3/4) 𝛾21 + 3𝛾 (1 + (1/4) 𝛾) 𝜌44! 𝑒−𝜌,
(48)

𝜋(5,0) = 11 + 5𝛾 (1 + (3/4) 𝛾) 𝜌55! 𝑒−𝜌,𝜋(5,1) = 5𝛾1 + 5𝛾 (1 + (3/4) 𝛾) 𝜌55! 𝑒−𝜌,𝜋(5,2) = (15/4) 𝛾21 + 5𝛾 (1 + (3/4) 𝛾) 𝜌55! 𝑒−𝜌.
(49)

For 𝑘 ≥ 6, the following holds:
𝜋(𝑘,0) = 𝑐𝑘𝜌𝑘𝑘! 𝑒−𝜌,𝜋(𝑘,1) = 𝑐𝑘 𝑘 (𝑘 − 1)4 𝛾𝜌𝑘𝑘! 𝑒−𝜌,𝜋(𝑘,2) = 𝑐𝑘 𝑘 (𝑘 − 1)4 𝛾 (1 + (𝑘 − 2) (𝑘 − 3)8 𝛾) 𝜌𝑘𝑘! 𝑒−𝜌,𝜋(𝑘,3) = 𝑐𝑘 𝑘 (𝑘 − 1)4⋅ 𝛾 (1 + (𝑘 − 2) (𝑘 − 3)8 𝛾(1 + (𝑘 − 4) (𝑘 − 5)12 𝛾))
⋅ 𝜌𝑘𝑘! 𝑒−𝜌,

(50)

where

𝑐𝑘 = [1 + (𝑘 (𝑘 − 1)4 𝛾 (3
+ (𝑘 − 2) (𝑘 − 3)8 𝛾(2 + (𝑘 − 4) (𝑘 − 5)12 𝛾)))]−1 . (51)

Based on the above set of probabilities, it is possible
to calculate the sought QoS characteristics, such as the
following.

(1) Probability of a connection loss 𝜋loss due to leaving
the AAP coverage area by one of the users: Here, a
loss of connection occurs in case where the process
transitions from the state (𝑘, 𝑖) to the state (𝑘−1, 𝑖−1),
which is only possible for the states (𝑘, 𝑖) with 𝑖 > 0
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Figure 4: Probability 𝜋loss versus different values of 𝛾 and 𝜌.
and 𝑘 ≥ 2. Hence, the connection loss may be derived
as𝜋loss = 𝜋(2,1) 2𝛽𝛼 + 2𝛽 + 2𝜇 + 𝜋(3,1) 2𝛽𝛼 + 𝛽 + 2𝜇 + 2𝛽+ 𝜋(4,1) 2𝛽𝛼 + 4𝛽 + 𝜆 + 2𝜇 + 𝜋(4,2) 4𝛽𝛼 + 4𝛽 + 2𝜇+ 𝜋(5,1) 2𝛽𝛼 + 5𝛽 + 3𝜆 + 2𝜇 + 𝜋(5,2) 4𝛽𝛼 + 5𝛽 + 4𝜇+ ∑
𝑘≥6

(𝜋(𝑘,1) 2𝛽𝛼 + 𝑘𝛽 + ( 𝑘−22 ) 𝜆 + 2𝜇+ 𝜋(𝑘,2) 4𝛽𝛼 + 𝑘𝛽 + ( 𝑘−42 ) 𝜆 + 4𝜇+ 𝜋(𝑘,3) 6𝛽𝛼 + 𝑘𝛽 + 6𝜇) .

(52)

The plots of the loss probabilities 𝜋loss versus the
parameters 𝜌 and 𝛾 are given in Figure 4. Since the
parameter 𝛾 is defined as a ratio between the session
initiation intensity 𝜆 and the intensity of the session
termination flow 𝜇, the physical meaning of this
parameter is the channel load.The parameter 𝜌 = 𝛼/𝛽
is the system load factor (or traffic load), which can be
interpreted as a relative rate of populating the cell by
the outside users.
Then, it is obvious that, at the zero level of 𝜌, i.e.,
when no users are entering the cell, the connection
loss probability 𝜋loss remains zero for any value of
the parameter 𝛾. However, as the system load factor𝜌 increases, the probability 𝜋loss also grows, as it
can be observed in Figure 4: the higher the value
of the parameter 𝛾 is, the steeper the curve of 𝜋loss
on 𝛾 becomes. This behavior is easily explained by
the fact that both parameters affect the occupation
intensity for the free channels, which are limited in
their number, by the users entering the cell. Since

the users leave the cell regardless of whether they
occupy the server (channel) or not, the probability of
a connection loss increases with the growth of either
parameter.

(2) Probability that 𝑖 D2D channels are currently occu-
pied is 𝜋𝑖,busy = ∑

𝑘≥2

𝜋(𝑘,𝑖), (53)

while the mean number of busy channels is𝜋busy-mean = ∑
1≤𝑖≤3

𝑖𝜋𝑖,busy , (54)

and the connection unavailability intensity is𝛽𝜋busy-mean.
(3) Probability of a connection unavailability state is

possible to derive only if the number of users is not
less than 6. Hence, the probability of a connection
unavailability becomes𝜋unav = ∑

𝑥:𝑖=3

𝜋 (𝑥) = ∑
𝑘≥6

𝜋(𝑘,3), (55)

while the intensity of unavailable connections is𝜆𝜋unav.
The plots for the unavailability probabilities 𝜋unav versus

the parameters 𝜌 and 𝛾 are displayed in Figure 5.The behavior
of the curves of the connection unavailability probability𝜋unav is similar in many ways to that of 𝜋loss, as 𝜋unav
directly correlates with the parameters 𝛾 and 𝜌. If the value
of any of the associated parameters is zero, the probability
of a connection unavailability is also zero, since either the
system lacks users (parameter 𝜌), or there are no users
willing to initiate a connection session, i.e., zero loads on the
channels (parameter 𝛾). As each of these parameters grows,
the probability to have an available unoccupied channel for
establishing another connection between the activating users
decreases.
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Figure 5: Probability 𝜋unav versus different values of 𝛾 and 𝜌.
The considered model admits useful generalizations that

may include different types of heterogeneous users, different
types of input processes for the outside users, and different
mechanisms of their service.

5. Conclusion

In today’s wireless networks, multiple enablers are available
to offload the expensive cellular spectrum, thus allowing
utilization of more efficient short-range radio technologies
for user content dissemination. This work proposed a novel
mathematical framework that enables assessing the impact of
network offloading on the probabilistic characteristics related
to the quality of service. We demonstrated that our developed
modelmay be employedwhen an aerial access point conducts
D2D link management based on the channel and system
loads. The results reported useful knowledge of connection
unavailability and connection loss probabilities.
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IPsec was initially developed for IPv6 to ensure the communication security. With the development of Internet of Things (IoT)
and the mounting importance of network security, increasing numbers of applications require IPsec to support the customized
definition of cryptographic algorithms and to provide flexible invocation of these algorithms. To address this issue, an invocation
mechanism for cryptographic algorithms is proposed in this paper and applied to IPsec, entitled Free to Add (FTA), based on
the concept of software-defined everything. Using the idea of interface opening, the addition of a new cryptographic algorithm
and updating of the existing algorithms in the algorithm library both can be achieved through the opening interfaces provided by
FTA. Switching the cryptographic algorithm to be used in the FTA framework can avoid the unnecessary consumption. Besides,
using the subalgorithm interface and algorithm-control interface designed here, FTA provides several software-defined invocation
modes (e.g., combination and switching according to the control instruction sent by the control program) to implement hybrid
encryptions or change the cryptographic algorithms for communication. Finally, the feasibility and availability of the proposed
FTA mechanism are evaluated by StrongSwan.

1. Introduction

With the maturity of technologies like software-defined net-
working, big data, and cloud computing, the Internet of
Things (IoT) affects people's lives in many areas. Software-
defined mobile network (SDMN) is presented as a promising
solution for IoT and works on improving wireless network-
ing, resource management, performance, and scalability [1,
2]. However, these technologies also raise the risk of privacy
leakage when creating more convenient conditions [3], and
the IoT security becomes more and more prominent and
severe.The development of the IoT needs the support of IPv6
technology [4–6], which provides sufficient IP addresses for
IoT devices and guarantees the security of communication
links through Internet protocol security (IPsec). On the basis
of an IoT security architecture, IPsec can provide data secu-
rity and authentication during the communication process
and enhance the security of IoT [7].

Following the evolution of IPv6 in IoT and its support
for IPsec, the number of applications of IPsec is constantly

increasing [8–10]. Based on the open framework provided by
IPsec, users can choose appropriate cryptographic algorithms
for communication security [11]. However, the various public
cryptographic algorithms that IPsec supports by default are
not applicable in certain specialized fields. Besides, due to the
increasing awareness of network security [1, 12], applications
are emerging that require the addition and timely switching
of customized cryptographic algorithms in IPsec to ensure
higher security and confidentiality for the IPv6 networks and
especially for the IoT [12].

Theoptional and flexible use of a cryptographic algorithm
can efficiently improve the performance of IPsec and reduce
the consumption of the IoT employing IPsec when the key is
long enough. In recent years, the flexibility and scalability of
IPsec have becomemorecritical than before, following the rise
of the concept of software-defined everything [13–15]. Mean-
while, the method of changing the cryptographic algorithms
applying in IPsec for different application scenarios is becom-
ing inefficient and complicated. At present, relevant work
is mostly focused on adding IPsec cryptographic algorithms,
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establishing a security gateway for network communication,
and the impacts of IPsec on network applications [16–18].
However, to the best of our knowledge, there is little research
on the simplification and flexibility of algorithm invocation
in IPsec.

To address this issue, in this paper, we propose an algo-
rithm invocation mechanism applied to IPsec, entitled Free
to Add (FTA), by introducing the idea of software-defined
everything. The contributions of this paper are as follows:

(i) To employ two opening interfaces that are first de-
signed in FTA, introducing the concept of software-
defined everything: the control program can be seen
as a part of the controller in the software-defined net-
work (SDN), and the instructions are sent to the FTA
module by employing the opening interfaces

(ii) To improve the implementation of adding and switch-
ing cryptographic algorithms avoiding the unnec-
essary consumption caused by the traditional IPsec
processes

(iii) To provide a software-defined way of invoking multi-
ple cryptographic algorithms by constructing a com-
bined-policy and performing a hybrid encryption
process based on the combined-policy: the policy is
combined in a similarmanner to an entry of flow table
in the OpenFlow switch in SDN.

The remainder of this paper is organized as follows. Section 2
describes the issue addressed in this paper. Section 3 presents
the details of the mechanism of FTA. Section 4 explains the
implementation of the FTA module and compares the per-
formance of FTA-based IPsec with traditional IPsec. Finally,
this paper concludes with Section 5.

2. Description of Problem

IPsec is a compute-intensive work which consumes more re-
sources and requires high-performance IoT devices. None-
theless, if the security architecture of IoT is sufficiently
improved, proper invocations of low-strength cryptographic
algorithms canprovide sufficient securitywith lower resource
consumption. That is to say, it is crucial and efficient for the
IoT security to add appropriate customized cryptographic
algorithms in IPsec and reasonably invoke these algorithms.

IPsec encryption consists of two processes: Internet key
exchange (IKE) and the subsequent encryption in session
(ES) carried out in the kernel [18, 19]. As shown in Figure 1,
the IKE process establishes an IKE security association (SA)
and negotiates the key and algorithm required for the IPsec
SAs of the ES process using the IKE SA, which is performed
mostly in the user layer. Then, in the ES process, the kernel
establishes IPsec SAs with the negotiated key and algorithm
and achieves encrypted end-to-end communication. As the
cryptographic algorithms used in the two processes are
implemented in different locations and provide security ser-
vices in different phases, the addition of new cryptographic
algorithms to IKE SA and IPsec SAs is also considered in
terms of two separate cases.

Because the Linux kernel supports IPsec, mainstream
IPsec virtual private networks (VPNs), such as StrongSwan
and OpenSwan mainly implement the IKE process, pass the
key and algorithm to the kernel, and establish IPsec SAs in
the kernel layer.Thus, the addition of a new algorithm for the
IKE SA can be implemented efficiently simply by adding it to
the IPsec VPN.

Unfortunately, when adding an algorithm to IPsec SA, the
identifier of the algorithm is required in both the IPsec VPN
and the kernel for negotiation and identification, and a mod-
ule for performing the algorithm is also needed for the kernel
or encrypted card, requiring recompilation of all related ker-
nelmodules.Moreover, the IPsecVPN typically adopts a con-
figuration file to invoke cryptographic algorithms and uses
them in an inflexible and nonuniversal way, making the addi-
tion of cryptographic algorithms more difficult (note that the
analysis and design of our work are mainly based on Strong-
Swan [20] since it is a widely used and mature open-source
IPsec VPN with proper maintenance of version updates).

To guarantee the stability of cryptographic communica-
tion, the IPsecVPNmust add the cryptographic algorithms to
be used in the configuration file in advance, and then it recog-
nizes the selected algorithm by reading the file. Nevertheless,
the use of algorithms in this way is inflexible; for instance,
if attackers can identify the cryptographic algorithm, they
can decrypt the communication data quickly and efficiently
with the relevant methods, especially when the algorithm is
public.That is to say, updating the algorithmsmore frequently
can make attacks harder and more costly, thus increasing the
strength of security. A mechanism that implements flexible
and extensible addition and invocation of an algorithm is
therefore crucial for IPsec.

Furthermore, because IPsec can be a part of the security
architecture of IoT, it will help the security architecture of
IoT to be in control of the overall system security and energy
consumption if the cryptographic algorithms in IPsec can
be invoked using a more flexible and low-cost mechanism.
The communication efficiency will be improved well while
the cryptographic algorithms can be adaptively switched and
changed according to the complex environment. However,
the asymmetric cryptographic algorithms with high strength
are often employed to ensure the security of keys in the IKE
process; it means that more resources will be required. More-
over, the frequent execution of IKE process also increases the
resource consumption.

It is vital and crucial for wireless networks to provide
secure communicationswith flexible and customized encryp-
tion schemes in a wide variety of situations, especially, the
secure communication between base stations and the core
network. Therefore, our work in this paper is to study and at-
tain an invocationmechanism providing flexible and expand-
able addition and switching of IPsec cryptographic algo-
rithms with low resource consumption.

3. Invocation Mechanism for
Cryptographic Algorithms

At its core, encrypted communication relies on cryptographic
keys and algorithms. To enable the addition and switching
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Figure 1: Communication encryption processes in IPsec.

of cryptographic algorithms on demand during an IPsec SA
negotiation, an invocation mechanism of cryptographic algo-
rithms called FTA is presented in this section. In FTA,
the concepts of opening interface and combined-policy are
introduced, in order to reduce the complexity of adding and
switching cryptographic algorithms and the resource con-
sumption on the basis of software-definedeverything.Thecom-
bined cryptographic algorithms are multigrained, and can be
flexibly invoked to meet the demand for applications with a
higher level of security.

3.1. Invocation Mechanism: FTA

3.1.1. Basic Introduction of the FTA Process. In the tradi-
tional IPsec, the process of algorithm identification, module
addition, and recompilation of related modules is repeatedly
carried out when adding a new algorithm. As shown in
Figure 1, the encryption policy is fetched by an IPsec daemon
(a program running as a background process) during the
ES process from the security policy database (SPD) in the
kernel.The IPsec daemon then invokes the algorithm module
according to the corresponding algorithm identifier in the
policy to perform encryption or decryption.

The process is the same as that of traditional IPsec
before invoking the FTAmodule. The FTAmechanismmakes
some modifications on the basis of traditional invocation
mechanism in IPsec, and the IPsec kernel directly invokes
the FTA module rather than the implementing modules of
algorithms. In FTA, the algorithms can be switched by the
control program, with no need for reading the configuration
file and negotiating again on the IPsec layer. Besides, IKE
process regularly negotiates long-enough keys and no longer
involves the algorithm renegotiation, which can eliminate the

consumption of the duplication of IKE process caused by
algorithm renegotiation.

Furthermore, the FTA mechanism simplifies the pro-
cess of algorithm addition using the opening interfaces
and combined-policies to enhance the flexibility of IPsec.
Based on the inputting policy ID from the control program,
FTA invokes a combined-policy which provides the specific
encryption mode including the algorithm(s) and the location
of encryption. All these are done in the kernel layer and more
secure and time-effective than the process in IPsec that
implements encryption by invoking Crypto API using af-alg
in the user layer. As the encryption module in IPsec, af-alg
is invoked in the user layer, but the encryption process of
af-alg is executed in the kernel layer. In contrast, in FTA,
all the operations are executed in the kernel layer, and the
synchronizing signal is sent into the kernel by the control pro-
gram using the algorithm-control interface without affecting
the execution efficiency of the kernel.

Based on the existing IPsec workflow, the FTA mecha-
nism just needs to add an algorithm-control interface and a
subalgorithm interface to the last-invoked kernel module of
a cryptographic algorithm; this is convenient and flexible for
the addition and invocation of cryptographic algorithms.

3.1.2. Features of the FTA Mechanism. Compared with the
method of adding algorithms in the convenient IPsec
(Figure 2(a)), the FTA mechanism (Figure 2(b)) introduces
certain changes, mainly in terms of the addition and invoca-
tion of cryptographic algorithms through opening interfaces.

(i) The FTA mechanism changes the invocation mode
for the specific cryptographic algorithm; it does not
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Figure 2: Algorithm addition in (a) traditional IPsec and (b) FTA-based IPsec with additive opening interfaces.

invoke the cryptographic module Algo.ko directly but
invokes the FTA module FTA.ko including a crypto-
graphic instruction and subalgorithm invocation in
order to perform encryption. Then, the FTA module
invokes the module of a specific cryptographic algo-
rithm to perform encryption or decryption.

(ii) Alg choice is a control message sent from the control
program by employing opening interfaces. The con-
trol program can be seen as a part of the SDN con-
troller.

(iii) A cryptographic instruction, given from the exter-
nal control program through the algorithm-control
interface, is either a single specific cryptographic algo-
rithm or an ordered combination of multiple crypto-
graphic algorithms, e.g., Alg1 and Alg2, through the
subalgorithm interface of FTA.ko.

(iv) Based on the cryptographic instruction, the sender
invokes the relevant cryptographic algorithm to en-
crypt the communication data in order, and the re-
ceiver implements the decryption in reverse. The im-
plementation of these algorithms can be seen an en-
cryption device controlled by the control program.

(v) The cryptographic algorithm library may be com-
posed of multiple algorithm modules in the kernel or
may be performed using a unified subalgorithm li-
brary.

It is possible to substitute and synchronize the cryptographic
algorithm through the algorithm-control interface.The com-
bined cryptographic algorithm for an encryption/decryption
operation can also be defined by adding a combined-policy
of encryption algorithms or more flexible policy interfaces
to the FTAmodule.This software-defined mechanism makes
the invocation of cryptographic algorithms in IPsec more
scalable and flexible.

3.2. Adding a Cryptographic Algorithm Based on FTA. In the
FTA mechanism, after obtaining the encryption information
from the SPD, a specific cryptographic algorithm from the

algorithm library is not directly invoked by the kernelmodule
but by the FTA module according to predefined encryption
instructions. While there are more algorithms to be added to
IPsec, only the implement modules of these algorithms need
to be inserted into the FTAmodule and to be invoked through
the algorithm-control interface (see Figure 3). In the same
way as a plug-in device, a new cryptographic algorithm must
conform to a unified interface standard, which is the only re-
quirement for the cryptographic algorithmadded or switched
in the FTA mechanism. Thus, in subsequent processes, the
new algorithm can be invoked through the external control
program of FTA via the algorithm-control interface and
policy definition. Synchronizing with the algorithm-control
interface, FTA can also invoke other cryptographic algo-
rithms without the IKE process.

Compared with the traditional method, the proposed
FTAmechanismno longer has to repeatedly add the identifier
of a new algorithm to the IPsec VPN, recompile pfkey, xfrm,
or other modules, and modify the configuration file. The
addition of the algorithm identifier and the invocation of the
algorithm can be performed by using the software devel-
opment method in the FTA module, thus simplifying the
process of adding cryptographic algorithms without the IKE
process. This approach also avoids some system-level errors
caused by maloperation of the related kernel modules.

3.3. Software-Defined Invocation of Cryptographic Algorithms.
The FTA mechanism invokes the combined-policy and the
subalgorithms through the algorithm-control and subalgo-
rithm interfaces, respectively; the cryptographic instructions
for algorithm invocation can be software-defined using these
interfaces.

3.3.1. Combining Cryptographic Algorithms. Since the flexible
combination of algorithms (i.e., a combined-policy) and
multiple encryptions supported by the subalgorithm and
algorithm-control interfaces are possible in FTA, a subal-
gorithm invoking hybrid encryption can be implemented.
First, two or more related algorithms are integrated into a
combined-policy which is to be added to the FTA module.
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Then, when the control program defines an alg choice, one
or more of these combined-policies is chosen through the
algorithm-control interface, and data is encrypted or decrypt-
ed by invoking the corresponding algorithms through the
subalgorithm interface. There are various methods to form
and invoke a combined-policy. The policy can be predefined
and stored in the FTA module and directly invoked based on
its ID. It can also be defined using a specific format and sent to
the FTA module by the control program. The following is an
example of a combined-policy in JavaScript object notation
(JSON), which is similar to an entry of the flow table in a
OpenFlow switch in SDN:

{ “match”: {“src”:“IP”, “dst”:“IP”, “porto”:“http”},
“actions”:
[
{ “action”:“DES”,
“params”:
{ “fragment”: {“start”:0,“end”:“63” }}

},
{ “action”: “3DES”,
“params”:
{ “fragment”: {“start”:64,“end”:“127” }}

},
{ “action”:“AES128”
“params”:
{ “fragment”: {“start”:0,“end”:“127” }}

},

{ “action”:“out” }
]
}

Corresponding to Figure 3, the combined-policy defined
above means a process of 128-bit data encryption in IPsec
with following steps.

Step 1. Match the information of data (e.g., the IP addresses)
to the corresponding field; if there is no match, go to Step 4.

Step 2. Encrypt the first and last 64 bits using DES and 3DES,
respectively.

Step 3. Encrypt the 128-bit data again using the AES algo-
rithm.

Step 4. Output the data and exit.

Step 5. Operate the data using the default encryption algo-
rithm.

The process can be implemented in sequence or parallel.
The decryption based on the policy is implemented in
the reverse process. This method can refine the usage of
cryptographic algorithms and createmore flexible encryption
schemes. Compared with the traditional approach to IPsec,
the FTA mechanism can implement the customized invoca-
tion more easily without certain convenient customized pro-
cesses such as rewriting the algorithm module and updating
the configuration file.

Although the algorithm combination scheme creates ex-
tra resource overheads and decreases the efficiency of the
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cryptographic processes, it can enhance the confidentiality
and security of cryptographic algorithms, and the cracking
and attacks using a single specific decryption algorithm are
mitigated.

3.3.2. Switching Cryptographic Algorithms. FTA switches the
algorithms to be used in the IPsec SAby resending the crypto-
graphic instruction through the reserved algorithm-control
interface. There is no need to design a new cryptographic
algorithm or to implement the workflow of traditional IPsec,
i.e., to update the configuration file of IPsec and then restart
IPsec. Since the FTA module supports the policy group,
algorithm switching can be achieved simply by switching the
corresponding combined-policies instead of the algorithms
themselves, through the algorithm-control interface; that is
to say, a combined-policy can be regarded as a specific cryp-
tographic algorithm. For instance, in Figure 3, Combined-
Policy 0 can be defined as an encryption method of AES128
in the following pattern, and it will be invoked through the
algorithm-control interface:

{

“match”: {“src”:“IP”,“dst”:“IP”},
“actions”:
[
{“action”:“AES128”
“params”:
{ “fragment”: {“start”:0, “end”:“127” }}

},
{ “action”:“out” }
]
}

Algorithm switching ismore flexible in FTA-based IPsec than
in traditional IPsec and does not require interrupting IPsec
session and updating IPsec SAs. If the system should switch
the cryptographic algorithm being used for data encryption
to be another algorithm according to the encryption demand,
the only thing the control program needs to do is update
the algorithm name and the corresponding parameters in
the combined-policy. Algorithms are reencapsulated in the
combined-policy and synchronized as the FTA module syn-
chronizes the policy. The attacker cannot decrypt the crypto-
graphic algorithm to be replaced in the FTA, even if its identi-
fier can be obtained, and the FTAmechanism thereforemakes
attacks costlier and more difficult.

3.4. Discussion on the Complexity of FTA. The complexity
of the FTA mechanism mainly includes the space and time
complexity. The space complexity primarily depends on the
space requirements of combined-policies and subalgorithm
library. Because the execution of the cryptographic algorithm
is not implemented in the FTA module, the time complexity
associated with FTA is affected by the scheme of policy query
and algorithm invocation. In FTA, the invocation process
is finished by only three steps and the time complexity of

each step is O(1), which means the time complexity of the
algorithm invocation can be negligible. Therefore, the policy
query is becoming the dominant factor.

Because the data being processed by IPsec is not fine-
grained, the FTA mechanism does not take up much storage
space for policies and subalgorithm library and the time for
searching a policy.Here, the time of policy query is decided by
the volume of the policies stored in the FTA module. In the
work of this paper, the policies are stored in a simple linear
list, and the time complexity is mainly related to the number
of policies n.Themaximum value is O (n).The query method
also affects the time of policy query. Several techniques, such
as tree matching and parallel processing, can be used to
improve the query efficiency, but we have not considered the
issue yet.

As a note, in our work, we assume that the security of the
network devices is ensured. In the circumstance, the custo-
mization of cryptographic algorithms is implemented by the
network administrator in a software-defined manner.That is,
the network operating environment applying the FTA mech-
anism would not be worse than that of traditional IPsec.

4. Experiment and Evaluation

4.1. Experimental Environment. In this work, the experi-
mental environment is built on a virtual machine with an
Ubuntu installation, to evaluate the performance of the FTA
mechanism. The network topology and corresponding simu-
lation environment are shown in Figure 4 and Table 1, respec-
tively. New cryptographic algorithms and the control module
developed here were installed in advance on terminals A and
B.

4.2. Adding FTAModule. Asmentioned in Section 2, the FTA
module is added to IPsec as a new algorithm, using the tradi-
tional method in IPsec.Theopen architectures of StrongSwan
and Linux make it straightforward to add new IPsec algo-
rithms. Each functionality is inserted into StrongSwan as a
plug-in, and the Linux kernel also provides some operations
for newmodules, e.g., registration, insertion, and invocation.

Furthermore, the IPsec VPN and the kernel manage to
add the identifier of the FTA module. The corresponding
modules need to be inserted into the kernel or encrypted
card, so that the IPsec SA can negotiate the key and algorithm
with the IPsec VPN and implement encryption and decryp-
tion in the kernel. Here, we give an example to illustrate this
process. A modification was made to the configuration file
ipsec.conf (as shown in Figure 5(a)) after the new algorithm
fta (i.e., the FTAmodule) was added to IPsec. Its correspond-
ing kernel module FTA.ko was also inserted and connected
to IPsec. The results, as displayed in Figure 5(b), show that
the IPsec connectionwas successfully established and that the
FTA module was added to IPsec as a new algorithm.

Since StrongSwan supports the complete implementation
of the IKE process without involving the kernel of the
operating system, the addition of new algorithms into IKE is
easy and convenient. Furthermore, IKE is seldom employed,
and algorithm switching is seldom required in IKE. In this
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Eth0:2001::2/64

Eth0:2001::1/64

Terminal A Terminal B 

Figure 4: Topology of the testing network.

Table 1: Simulation software and hardware.

Device Configuration

PC CPU: Intel(R) Core(TM) i5-4200H @ 2.80 GHz
memory: 16 GB, hard disk: SSD 250 GB, OS: Win10 64 bits

Virtual software VMwareWorkstation 12.1.0

Virtual machine OS: Ubuntu 14.04.3, CPU: 1∗2, memory: 2 GB,
hard disk: SSD 30 GB

IPsec VPN StrongSwan 5.4.0

paper, we therefore do not consider the ways of switching the
algorithm in IKE.

4.3. Feasibility of the FTA Mechanism. In the FTA mecha-
nism, there are two methods for adding a new cryptographic
subalgorithm: one is to add this directly into the subcrypto-
graphic library, and the other is to insert the relevant imple-
mentation module of the algorithm into the FTA module.
For example, algorithms AES128, DES, and 3DES are inserted
into the FTA module FTA.ko using the second method,
and Table 2 lists the combined-policies based on these three
algorithms.

Figure 6 shows the two communication terminals (the
Receiver and Controller) establishing an IPsec encrypted
tunnel based on StrongSwan 5.4.0, in which new algorithms
have been successfully added. The Server and Client of
the control program communicate based on TCP, and the
security of the sessions between them is also ensured, due
to the existing encrypted channel. To control the algorithms
synchronously, the Server and Client communicate with the
FTAmodule through netlink, amechanism that implements a
certain type of datagram socket for communication between
the kernel and the user space.

After establishing an IPsec SA using the FTAmechanism,
cryptographic algorithm switching can be performed by
the control program. This uses 0, 1, and 2 as the policy
group IDs for switching the FTA encryption policies, where
each number corresponds to a combined-policy group. As
shown inFigure 7, these combined-policies performwell, and
combinations can easily be switched.The results indicate that
(1) it is feasible to add a new algorithm for IPsec via the
FTA subalgorithm interface; (2) the encrypted policies can
be switched flexibly via the algorithm-control interface; and
(3) a hybrid encryption can be implemented when invoking a
policy group consisting of multiple cryptographic algorithms
in FTA.

4.4. Availability of the FTA Mechanism. Compared with the
conventional method, the invocation of the cryptographic
algorithm in the FTA mechanism is somewhat complicated
and requires greater consumption of resources. The perfor-
mance of both FTA and the traditional IPsec invocation for
cryptographic algorithms AES128, DES, and 3DES is tested
on the simple network given in Figure 4. This experiment
evaluates the performance in terms of Ping response time and
CPU occupancy rate via tools ping, iperf3, and top, and the
results are shown in Figures 8 and 9 and Table 3, respectively.

Figure 8 shows the average Ping response time of 20
crypto-operations. From the results, it is evident that the Ping
response time of the FTA mechanism is slightly longer than
that of the traditional IPsec in the three cases due to the
additional operations brought by FTA (e.g., the selection and
switching of algorithms), but the fluctuations are all within a
reasonable range. For theAES128 case, the difference between
the Ping response time of the FTAmechanism and that of the
traditional approach is only 0.0072 ms, which is the largest
one of the three cases.

Based on the testing network given in Figure 4, we test the
impact on the CPU occupancy of communication terminals
when translating TCP traffic at a constant rate. Only the CPU
occupancy of the sending endA is collected, since the sending
end A has to consumemore resources for not only generating
but also sending data.

The results depicted in Figure 9 indicate that each mech-
anism causes the CPU occupancy rate to be increased with
increasing data volume, and the trend of change is almost the
same in the six cases. Even though different cryptographic
algorithms, e.g., AES128, DES, and 3DES, are invoked for
encryption, the CPU occupancy rates of the traditional and
FTA-based IPsec scenarios are approximated. Integrating the
results depicted in the three subfigures of Figure 9, the type of
cryptographic algorithm has a primary influence on the CPU
occupancy, while the FTA mechanism which modifies and
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Table 2: Examples of combined-policies.

Policy ID Cryptographic algorithm Combined-policy description
0 AES128 Encrypt 128 bits of data using AES128.

1 DES, 3DES Encrypt the first 64 bits and the last 64 bits of data using DES and
3DES, respectively.

2 AES128, DES, 3DES
Encrypt the first 64 bits and the last 64 bits of data using DES and
3DES, respectively, and then encrypt the 128 bits of data again using

AES128.

Table 3: Average processing rate under full-load CPU (Mbps).

Method Cryptographic algorithm
AES128 DES 3DES

Traditional IPsec 270 182 123
FTA-based IPsec 263 180 120

(a) (b)

Figure 5: Modification to (a) the configuration file for adding a new algorithm and (b) the established IPsec connection.

Receiver Controller

Server StrongSwan

IPsecFTA.ko

User Layer

Kernel Layer

StrongSwan Client

FTA.koIPsec

User Layer

Kernel Layer

IPsec Tunnel

Figure 6: Frame of the designed control program for switching the combined-policies.
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(a) (b)

Figure 7: Results of switching the policies of combined algorithms: (a) controlling program for switching; (b) policy switching records in the
log file.
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Figure 8: Average Ping response time during 20 seconds.

improves the IPsec algorithm invocation had no noticeable
impact on the CPU occupancy.

Moreover, the results listed in Table 3 indicate that the
average processing rate when applying the FTA-based IPsec
is 97.4% of that in traditional IPsec when the CPU is at full
load. Here, the data processing consists of packet generation
via iperf3, encryption using IPsec, and forwarding to the link,
and the average processing rate stands for the amount of data
processed per second.

5. Conclusions

To ensure high security and confidentiality for IPv6 networks
and especially for the IoT under diverse application environ-
ments, in this paper, we proposed an algorithm invocation

mechanism FTA with simplified processes of the invocation
of customized cryptographic algorithms in IPsec, avoiding
the unnecessary consumption caused by traditional IPsec
processes. In the verification experiment, FTAmade the addi-
tion and switching of cryptographic algorithms and hybrid
encryption in IPsec more convenient, and the algorithm
invocation is more flexible. The results indicated that the de-
finition and invocation of policy were software-defined and
configurable. Furthermore, the availability of the FTA mech-
anism was also proven. The use of the FTA mechanism had
no noticeable impact on the system performance regarding
Ping response time and CPU occupancy rate.

Based on a quantitative analysis of the candidate cryp-
tographic algorithms and the construction of a parameter-
ized module, further work will examine the methods of
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Figure 9: Trend of CPU occupancy rate influenced by data volume of traditional IPsec and FTA-based IPsec using (a) AES128, (b) DES, and
(c) 3DES.

automatically generating the policy group after the standard
of encryption policy is imported via the algorithm-control
interface. We will also study the optimized scheme of policy
query and storage in the future.
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ITA 2015, pp. 219–224, Glyndŵr University, Wrexham, North
Wales, UK, September 2015.

[5] X. w.Wu, E. H. Yang, and J.Wang, “Lightweight security proto-
cols for the Internet of Things,” in Proceedings of the 2017 IEEE
28th Annual International Symposium on Personal, Indoor, and
Mobile Radio Communications (PIMRC), pp. 1–7, Montreal,
Canada, October 2017.

[6] A. J. Stankovic, “Research directions for the internet of things,”
IEEE Internet of Things Journal, vol. 1, no. 1, pp. 3–9, 2014.

[7] M. Irshad, “A Systematic Review of Information Security Frame-
works in the Internet of Things (IoT),” in Proceedings of the
2016 IEEE 18th International Conference on High Performance
Computing and Communications; IEEE 14th International Con-
ference on Smart City; IEEE 2nd International Conference on
Data Science and Systems (HPCC/SmartCity/DSS), pp. 1270–
1275, Sydney, Australia, December 2016.

[8] M. Rao, J. Coleman, and T. Newe, “An FPGA based reconfigur-
able IPSec ESP core suitable for IoT applications,” in Proceedings
of the 2016 10th International Conference on Sensing Technology
(ICST), pp. 1–5, Nanjing, China, November 2016.

[9] S. K. Majhi and S. K. Dhal, “Placement of security devices in
cloud data centre network: analysis and implementation,” Pro-
cedia Computer Science, vol. 78, pp. 33–39, 2016.

[10] S. Namal, I. Ahmad, A. Gurtov, andM. Ylianttila, “Enabling se-
cure mobility with OpenFlow,” in Proceedings of the 2013 Work-
shop on Software Defined Networks for Future Networks and
Services, SDN4FNS 2013, pp. 1–5, Trento, Italy, November 2013.

[11] B. C. V. Camilo, R. S. Couto, and L. H. M. K. Costa, “Assessing
the impacts of IPsec cryptographic algorithms on a virtual net-
work embedding problem,”Computers & Electrical Engineering,
July 2017.

[12] Y. Zhang, R. Yu, S. Xie,W. Yao, Y. Xiao, andM. Guizani, “Home
M2M networks: Architectures, standards, and QoS improve-
ment,” IEEE Communications Magazine, vol. 49, no. 4, pp. 44–
52, 2011.

[13] A. Gupta, E. Katz-Bassett, L. Vanbever et al., “SDX: a software
defined internet exchange,” ACM SIGCOMM Computer Com-
munication Review, vol. 44, no. 4, pp. 579-580, 2014.

[14] J. Esch, “Software-defined networking: A comprehensive sur-
vey,” Proceedings of the IEEE, vol. 103, no. 1, pp. 10–13, 2015.

[15] IEEE 5G, “IEEE 5G and beyond technology roadmap white
paper,” IEEE, https://5g.ieee.org/images/files/pdf/ieee-5g-road-
map-white-paper.pdf.

[16] V. H. F. Tafreshi, E. Ghazisaeedi, H. Cruickshank, and Z. Sun,
“Integrating IPsec within OpenFlow architecture for secure
group communication,”ZTECommunications, vol. 12, no. 2, pp.
41–49, 2014.

[17] S. Samoui, I. El Bouabidi,M. S.Obaidat, F. Zarai, K. F.Hsiao, and
L. Kamoun, “Improved IPSec tunnel establishment for 3GPP-
WLAN interworking,” International Journal of Communication
Systems, vol. 28, no. 6, pp. 1180–1199, 2015.

[18] A. A. Al-Khatib and R. Hassan, “Impact of IPSec protocol on
the performance of network real-time applications: a review,”
International Journal of Network Security, vol. 19, pp. 800–808,
2017.

[19] C. Kaufman, P. Hoffman, Y. Nir, and P. Eronen, “Internet key
exchange protocol Version 2 (IKEv2) RFC 7296,” 2014, https://
tools.ietf.org/html/rfc7296.

[20] StrongSwan, https://www.strongswan.org/.

https://5g.ieee.org/images/files/pdf/ieee-5g-roadmap-white-paper.pdf
https://5g.ieee.org/images/files/pdf/ieee-5g-roadmap-white-paper.pdf
https://tools.ietf.org/html/rfc7296
https://tools.ietf.org/html/rfc7296
https://www.strongswan.org/


Research Article
Energy-Aware Smart Connectivity for IoT Networks:
Enabling Smart Ports

Metin Ozturk ,1 Mona Jaber ,2 andMuhammad A. Imran 1

1School of Engineering, University of Glasgow, Glasgow G12 8QQ, UK
2Fujitsu Laboratories of Europe, Hayes UB4 8FE, UK

Correspondence should be addressed to Muhammad A. Imran; muhammad.imran@glasgow.ac.uk

Received 7 March 2018; Revised 5 June 2018; Accepted 10 June 2018; Published 28 June 2018

Academic Editor: Manuel Fernandez-Veiga

Copyright © 2018 Metin Ozturk et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

The Internet of Things (IoT) is spreading much faster than the speed at which the supporting technology is maturing. Today,
there are tens of wireless technologies competing for IoT and a myriad of IoT devices with disparate capabilities and constraints.
Moreover, each of many verticals employing IoT networks dictates distinctive and differential network qualities. In this work, we
present a context-aware framework that jointly optimises the connectivity and computational speed of the IoT network to deliver
the qualities required by each vertical. Based on a smart port application, we identify energy efficiency, security, and response time
as essential quality features and consider a wireless realisation of IoT connectivity using short range and long-range technologies.
We propose a reinforcement learning technique and demonstrate significant reduction in energy consumption while meeting the
quality requirements of all related applications.

1. Introduction

The Internet of Things (IoT) is today’s buzzword, often cou-
pled with Big Data and Artificial Intelligence (AI). However,
there is a lot of ambiguity of what is meant by that and
scepticism about the actual value generated by the IoT. IoT
devices have become pervasive but cover a broad range
of technologies and standards. Wireless technology is key
to connect these devices through gateways or aggregation
points; but, similarly, a wide range of wireless protocols and
standards are available and competing [1]. Once these devices
are connected, they start reporting the sensed or measured
data to the platform. Again, multiple choices are possible in
this aspect with different strengths and weaknesses. Report-
ing raw data to the cloud is very costly as every bit gets
charged and may also exhaust the battery of the device;
this results in massive data. On the other hand, running
scripts locally in the device and reporting the resulting events
to the cloud reduce the cloud service cost but limits the
visibility to the actual data; this still results in big data.
Moreover, local scripts result is real-time actions and do not
expose the privacy of the data, whereas cloud computing

incurs latency due to the transmission network and requires
stringent security measures to protect the data.

An environment, which is rich in IoT devices that are
connected to a platform, qualifies as digitised, and often as
intelligent. Analytics, which uses AI, is the added layer that
transforms such an environment into a smart one.Thedefault
application of AI is to draw actionable insights from the data
in order to generate value to the given vertical. In this work,
we argue that IoT solutions should not be addressed through
a layered perspective but, instead, a holistic optimisation
approach is needed to generate the desired added value effi-
ciently. In such a holistic approach, AI, among other machine
learning tools, is employed in every stage of the solution
including connectivity, storage, computing, and analytics.

Since there are many use-cases of the IoT paradigm
[2], it should be approached from a given vertical per-
spective, e.g., smart health, smart cities, smart manufac-
turing (Industry 4.0), smart transport, etc. Each of these
verticals comprises multiple IoT-based applications with
various requirements. In [3], for example, signalling mea-
surements and modelling are performed for both static
and vehicular machine-to-machine (M2M) applications, as
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both have different signalling overhead characteristics. As
another example, remote monitoring in smart cities requires
full compliance with privacy regulations, whereas security-
related applications rank response time highest among all key
performance indicators (KPI).

In this article, we adopt the smart port use-case to
demonstrate the context-aware smart connectivity, since it
includes various types of applications and has a determined
need for monetisation (as opposed to smart cities that are
primary developed for the well-being and productivity of the
society). According to figures from the World Trade Orga-
nization, 80% of worldwide freight is transported through
ports (https://www.wto.org/). The smart port concept entails
the use of technologies to transform the different public
services at ports into interactive systems with the purpose
of meeting the needs of port users with a greater level
of efficiency, transparency, and value. European smart port
initiatives include the following among many others:

(i) The port of Rotterdam where IoT-sensors are used
to generate a digital twin and enable augmented
intelligence.

(ii) The port of Hamburg which exploits 5G networks to
enable virtual reality for vital infrastructure monitor-
ing.

(iii) The port of Antwerp employs blockchain technology
to enable a secure transfer of rights to be exchanged
between often competing parties.

(iv) The port of Seville through the Tecnoport 2025 project
uses mobile network technology for traffic and goods
tracking on port and their logistical transfer on land.

Smart ports present a particular challenge due to the
necessity of information exchange among competing stake-
holders including port authorities, port operators, terminal
operators, logistics companies, shipping companies, etc. It
is then likely that multiple IoT networks would coexist and
would consist of partly private and partly public or shared
infrastructure. As described in [4], there are various commu-
nication standards, with different strengths and weaknesses,
which may be used for connecting IoT networks in the
context of smart ports. Mobile IoT, i.e., connectivity over
licensed mobile wireless networks, is often the preferred
solution for handling private data, since it is reliable, end-
to-end secure (owing to the eSIM card), scalable, ubiquitous,
and mature. Two main technologies have been introduced
by mobile networks to connect IoT devices: eMTC and NB-
IoT [5]. Both of these technologies are compatible with LTE
(state-of-the-art commercial mobile network technology)
which means that a software update suffices to deploy the
IoT options. The former is geared towards higher rates (> 1
Mbps) and supports VoIP (Voice over IP based on ITUH.323
protocol (https://www.itu.int/rec/T-REC-H.323/e)) and flex-
ile mobility. The latter is designed for low data rates (20
kbps) and long range (100 km) but with limited mobil-
ity. The NB-IoT technology consists of restricting the
energy of an LTE normal carrier in a narrow band, hence
allowing a maximum coupling loss that is 20 dB higher
(164 dB) than LTE [6]. Mobile IoT is a public service

enabled by telecom carriers and may be used by any party
who subscribes to it. Other long-range and low-power
solutions, such as LoRa(https://www.lora-alliance.org/) and
Sigfox(https://www.sigfox.com/en), are unlicensed and can
reach similar coverage and data rates as NB-IoT and eMTC.
These may be privately owned but require the usage of a
gateway to connect to the Internet and are often considered
less secure. Many short range unlicensed wireless connec-
tivity solutions are available, such as WiFi (IEEE 802.11𝑔),
Bluetooth, ZigBee, etc., as described in [7], and may be
shared, public, or private.

In the presence of multiple wireless technologies, dis-
parate IoT applications, competing parties, and a broad range
of static and moving IoT devices with multiple connectivity
options, it is of key importance to identify the best way to
collect, store, cache, and process the IoT data. What qualifies
as the best way depends on the device capabilities (e.g., con-
nectivity options, available battery); the wireless conditions;
the security requirements; the processing complexity and
availability; the cost of storage/caching/uploading, etc.

2. Related Work

As the energy consumption is one of the challenges for IoT
networks [8], recent works, such as [9, 10], study the trade-off
between local and cloud computing in terms of device energy
consumption. The former proposes an analytical framework
that minimises the energy consumption by optimising the
offloading decision of multiple user devices. The latter elab-
orates a theoretical framework for establishing trade-offs
in the energy consumption and IoT infrastructure billing
comprising cloud computing. Mobile wireless networks are
a prime contender in the race to connect IoT networks owing
to their well-established and ubiquitous coverage and secure
communication based on the subscriber identity module
(eSIM card). In [11], authors investigate the connectivity of
NB-IoT and LoRa in terms of both area and population
coverage in order to highlight the importance of the network
deployments. In [12], big data analytics based user-centric
smart connectivity is argued by providing corresponding
research challenges.

Although data aggregation seems a promising solution
to ease the signalling overhead, it is one of the causes of
the transmission delay. In [13], authors discuss the trade-
off between delay and signalling overhead in order to
demonstrate the impacts of data aggregation. Authors in
[14] analyse the joint optimisation of caching and task
offloading in such networks with mobile edge computing.
They present an efficient online algorithmbased on Lyapunov
optimisation and Gibbs sampling that succeeds in reducing
computation latency while keeping the energy consumption
low. In [15], a recommendation system is proposed to address
the challenge of link selection in a cloud radio access network.
A data-driven scheme is introduced that results in optimised
classification of link strengths between remote radio heads
and IoT devices.

A deep learning algorithm for edge computing is intro-
duced in [16] to boost the learning performance in IoT
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networks. They also attempt to increase the amount of edge
tasks by considering the edge capacity constraints. An open-
source database is designed in [17] for the edge computation
of Industrial IoT (IIoT) networks. The authors use a time-
series analysis for predicting conditions of IIoT machines
in order to decrease the amount of condition reports to
be sent to the cloud. A holistic view of communication,
computation, and caching is presented in [18] using graph-
based representations as learning methods for innovative
resource allocation techniques.The performance of the edge-
caching as well as the energy efficiency and delivery time is
investigated in [19] with quality of service (QoS) constraints.

In this work, we employ machine learning techniques,
based on reinforcement learning, in order tomanagemultiple
optimisation objectives jointly and to dynamically identify
the best connection and route for each device. We identify
four key quality features that dominate IoT applications in
general and smart ports in particular: security, energy, latency,
and cost. This work is the first to address these multiple IoT
optimisation objectives jointly using reinforcement learning.
We compare our novel approach to the state-of-the-art
connectivity solutions and demonstrate significant gains in
all aspects (ranging from 95.9% to 283.54%). Moreover, our
approach is the only one that is able to meet the context-
aware requirements fully, while minimising the cost and the
energy consumption. The advantage of the machine learning
scheme adopted is primarily its low complexity and its ability
to optimise in a dynamic environment such as a smart port.

The rest of the paper is organised as follows. In Section 3
we define the system model of our research. In Section 4,
we present our novel machine-learning-based solution for
solving the multiobjective problem. Section 5 elaborates the
results and analysis, and in Section 6 we conclude the article.

3. System Model

The energy-aware smart connectivity novel approach pro-
posed in this work applies to any IoT network with diverse
options of connectivity and processing. For the sake of clarity
in the presentation, we build the system model around a
smart port scenario such as the one shown in Figure 1. All IoT
devices are battery operated and have different battery lives.
They all have some processing power to perform basic tasks
and can either offload the task to the gateway (or fog), i.e., the
WiFi access point or to the evolved node B (eNB or cloud).

Differently from the state-of-the-art research, we propose
to decide simultaneously on the best connectivity and the best
location for processing the tasks by jointly optimising energy,
response time, security, and cost. A two-stage approach,
which describes the decision and optimisation processes, is
presented in Figure 2. It is assumed that every IoT device is
controlled by a given application and they jointly determine
the context-aware constraints. Each combination of connec-
tivity option and processing location offers specific charac-
teristics and limitations. Stage 1 consists of optimising these
decisions based on the context-aware constraints, while Stage
2 refines the trade-off between energy consumption and cost.
In the following paragraphs, we describe the models adopted

Figure 1: Smart port diagram with two overlapping networks: NB-
IoT and WiFi. WiFi access points use LTE for backhauling. All IoT
devices are capable of both wireless technologies.

to capture the propagation loss, energy consumption, and
response time for the proposed system. Table 1 lists all the
parameters that are pertinent to our simulations.

3.1. Propagation Model. There are three wireless connections
that require modelling: (a) Device-to-Gateway (WiFi), (b)
Device-to-eNB (NB-IoT), and (c) Gateway-to-eNB (LTE).
Connections (a) and (c) are often interference limited, as
the employed spectrum is likely to be shared by other
neighbouring connections. Connections of type (b) are,
however, considered to be noise limited, as we assume that
there are no other eNB in the surrounding employing NB-
IoT technology. The objective of the propagation modelling
is to determine the transmission power required to cater
for each of the wireless connection types. Accordingly, the
energy consumption will be calculated. We start with the
propagation loss 𝐿 which is modelled as a function of two
technology-specific parameters, the propagation constant 𝐾
and the propagation exponent 𝛼, and the distance of the
wireless hop 𝛿measured in 𝑘𝑚, as shown below:

𝐿 = 𝐾 ⋅ 𝛿𝛼. (1)

Moreover, the probability of having line of sight between the
device and the gateway is much higher than in the case of the
other types of wireless connections; hence the propagation
loss per decade is less [20]. On the other hand, NB-IoT
connections suffer the same propagation loss per decade as
LTE links, however, are successfully received with 20 dB less
power (threshold receiver sensitivity is −141 dBm). For all
types of links, the received power at a distance 𝑑𝑥 from the
transmitting device can be expressed as 𝑃𝑟 = 𝑃𝑡/𝐿 in mWatt.
Next, we calculate the required received power 𝑃𝑟 (in mWatt)
in order to achieve the target data transmission𝐷 in bits:

𝐷 = 𝑇 ⋅ 𝐵 ⋅ log2 (1 + 𝑃𝑟𝑃𝐼 + 𝑁0 ⋅ 𝐵) , (2)

where 𝑇 is the time period, 𝐵 is the channel bandwidth, and𝑃𝐼 is the cumulative interference power on the given channel
during time period 𝑇. Please note that 𝑃𝐼 is null for wireless
connections of type (b). Using (2) and solving for 𝑃𝑟, we get

𝑃𝑟 = (2𝐷/(𝑇⋅𝐵) − 1) × (𝑃𝐼 + 𝑁0 ⋅ 𝐵) . (3)
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Figure 3: Uplink delay model capturing the factors affecting both processing and transmission delays over any hop in our system.

3.2. Energy Consumption Model. There are two major pro-
cesses that consume energy in an IoT network: wireless
transmission and task computation.The energy consumption
of the former is 𝐸𝑡 and the latter is 𝐸𝑝; thus the total energy
consumption is the sum of both. Depending on the route of
communication taken by the device, the energy consumed
due to transmission power can be a result of either one hop
using NB-IoT (𝐸𝑡𝑏) or two hops using WiFi for the first link
and LTE for the second (𝐸𝑡𝑎 + 𝐸𝑡𝑐). The energy consumed for
processing the task is a function of the data rate requirement
of device 𝑑, 𝜃𝑑, and the computational power of the processor,𝐸𝑝𝑖 ∀𝑖 = {𝑑, 𝑓, 𝑐} (see Table 1), and is expressed as𝐸𝑝 = 𝜃⋅𝐸𝑝𝑖 .
3.3. Response Time Model. The response time perceived by
the IoT device is the combination of the uplink and downlink
delays between the IoT device and the server. In this work,
the uplink delay is modelled, while the downlink delay is
assumed the same for all devices.

The uplink delay is caused by two phenomena: task
processing (processing delay, 𝑡𝑝) and data transmission
(transmission delay, 𝑡𝑡). The processing delay depends on the
processor’s computational power, which is measured in the
number of computational cycle per data element (𝜂); i.e., the
higher 𝜂, the less computational power. Naturally, a server has
higher computational power than a small gateway and much
higher than a simple IoT device (𝜂𝑐 < 𝜂𝑓 < 𝜂𝑑). Thus, in

this work, 𝑡𝑝 is modelled based on the computational powers
of the processing locations: 𝑡𝑝𝑑 = 10 × 𝑡𝑝𝑓 = 100 × 𝑡𝑝𝑐 . In
addition, while the input to the task processing stage is large
raw data, the output is compressed data with comparably less
volume. To that end, the compression rate between the input
and output data volumes is given as𝐶;𝐷𝑟 = 𝐶 ⋅𝐷𝑝, where𝐷𝑟
and 𝐷𝑝 are the volumes of raw and processed (compressed)
data, respectively.

The transmission delay is affected by the type of radio
access technology and the volume of data to be transmitted.
SinceWiFi access employs the unlicensed frequency bands, it
often suffers from higher retransmission rates, which results
in increased transmission delays, due to frequent collisions.
Therefore, in this work, this effect is captured by the factor𝐹 > 1 whereby the delay incurred for transmitting the same
volume of data overWiFi is𝐹 times higher than that over LTE
or NB-IoT; 𝑡𝑡,𝑎 = 𝐹 ⋅ 𝑡𝑡,𝑏 = 𝐹 ⋅ 𝑡𝑡,𝑐. This model is represented in
Figure 3, in which the source could be either the IoT device
or the gateway, and the recipient could be either the gateway
or the cloud.

Consequently, the overall response time for each action is
calculated for 𝐶 = 200 and 𝐹 = 2 as follows:

𝑅 = 𝑡𝑝 +
𝑁ℎ∑
𝑖=1

𝑡𝑡𝑖 ⋅ 𝐷𝑖, (4)
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Table 1: System model parameters and simulation values.

Parameter Value Description
𝑟𝑛 200 m eNB cell radius
𝑟𝑤 30 m WiFi cell radius
𝑁𝐺 10 Number of IoT devices per gateway
𝜒𝑑 30 Kbps Computational capacity (device)
𝜒𝑓 102 Kbps Computational capacity (fog)
𝜒𝑐 103 Kbps Computational capacity (cloud)
𝜖 5 × 10−9 Joule Energy consumption per computational cycle
𝜂𝑑 102 Required amount of computational cycle per data element (device)
𝜂𝑓 10 Required amount of computational cycle per data element (fog)
𝜂𝑐 1 Required amount of computational cycle per data element (cloud)
𝑁0 -204 dBW/Hz Noise density
𝐵 180 kHz Bandwidth
𝑃𝑡,𝑑 10−8W Average transmit power of the IoT devices in the gateways #2, #3, #4, and #5
𝑇 1 s Time period
𝜆 0.5 𝑄-table update parameter
𝜙 0.9 𝑄-table update parameter
𝜀1 0.8 Action selection parameter for Stage 1
𝜀2 104 Action selection parameter for Stage 2
𝜌 0.8 Decaying rate for 𝜀1 and 𝜀2
S 8 Number of bits in each data element
𝜗 103/𝑆 Conversion of kbps data rates to number of data elements
𝐸𝑝𝑑 𝜖 ⋅ 𝜂𝑑 ⋅ 𝜆 Data processing energy consumption per data rate in kbps (device)
𝐸𝑝𝑓 𝜖 ⋅ 𝜂𝑓 ⋅ 𝜆 Data processing energy consumption per data rate in kbps (fog)
𝐸𝑝𝑐 𝜖 ⋅ 𝜂𝑐 ⋅ 𝜆 Data processing energy consumption per data rate in kbps (cloud)
Γ𝑑 10−4 Cost of processing per kbps (device)
Γ𝑓 10−1 Cost of processing per kbps (fog)
Γ𝑐 1 Cost of processing per kbps (cloud)
b 20 Budget
𝛽1 102 Constant coefficient for penalty comparison.
𝛽2 1012 Constant coefficient for penalty comparison.
𝐾𝑤 = 𝐾𝑙 = 𝐾𝑛 128.1 dB Propagation loss constant for all wireless connection types (a, b, and c).
𝛼𝑙 = 𝛼𝑛 3.76 Propagation loss exponent for NB-IoT and LTE wireless connection types (b and c).
𝛼𝑤 3 Propagation loss exponent for Wi-Fi (802.11g) wireless connection type (a).

where 𝑁ℎ = {1, 2} is the number of hops and 𝐷 = {𝐷𝑟, 𝐷𝑝}.
Besides, 𝑡𝑡𝑖 and 𝐷𝑖 represent the values of 𝑡𝑡 and 𝐷 for the 𝑖𝑡ℎ
hop, respectively.Then, the calculated values populate Table 2
after the application of feature scaling into the range of [0, 1]
using the function given as

𝑓 (𝑥) = 𝑥 −min (𝑋)
max (𝑋) −min (𝑋) , (5)

where 𝑋 is the set of 𝑥. Note that both (a) and (b) type
connections constitute the first hop, while the connection
type (c) is the second hop.

4. Machine Learning-Based Solution

In this work, we propose to employ reinforcement learning
(RL), a machine learning technique based on a goal-seeking

approach. It is a trial and error approach in which the agent
(or learning device) learns to take the correct action by
interacting with its surroundings and being rewarded or
penalised in each iteration. RL is selected in this work due to
its great applicability to the presented problem. For example,
IoT devices need to interact with its environment in order
to assess the circumstances and to take subsequent actions,
which is determination of the connection type and the data
processing location. Therefore, RL maps to this requirement
very well, since it allows optimisation with environmental
interactions.

Being one of the most prominent reinforcement learning
techniques, 𝑄-learning aims to find the optimum policy for
a given problem, that is, the best action to take at any given
state. To do this, the agent takes an action and evaluates the
subsequent reward/cost of taking that action given that it was
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Table 2: Stage one action list.

Action Connection Processor Tuple
𝐴1 Wi-Fi Device 𝐴1 = [0.004, 1, 𝜒𝑑, (𝐸𝑡𝑎 + 𝐸𝑡𝑐 + 𝐸𝑝𝑑 ⋅ 𝜃), Γ𝑑]𝐴2 Wi-Fi Fog 𝐴2 = [0.62, 1, 𝜒𝑓, (𝐸𝑡𝑎 + 𝐸𝑡𝑐 + 𝐸𝑝𝑓 ⋅ 𝜃), Γ𝑓]𝐴3 Wi-Fi Cloud 𝐴3 = [1, 1, 𝜒𝑐, (𝐸𝑡𝑎 + 𝐸𝑡𝑐 + 𝐸𝑝𝑐 ⋅ 𝜃), Γ𝑐]𝐴4 NB-IoT Device 𝐴4 = [0, 0, 𝜒𝑑, (𝐸𝑡𝑏 + 𝐸𝑝𝑑 ⋅ 𝜃), Γ𝑑]𝐴5 NB-IoT Cloud 𝐴5 = [0.2, 0, 𝜒𝑐, (𝐸𝑡𝑏 + 𝐸𝑝𝑐 ⋅ 𝜃), Γ𝑐]

in a certain state. This reward/cost is then used to update a
look-up-table known as the𝑄-table, which is later utilised by
the agent to select the best action. Further, the agent calculates
the 𝑄-value for every possible state/action pair. Therefore, a
simple implementation can result in the agent learning online
the best actions, regardless of the policy.

Moreover, 𝑄-learning offers two key features which
enable an efficient solution to our problem. First, as it is
a model-free learning approach [21, 22], it is (1) capable
of operating in dynamically changing environments, (2) a
low-complexity algorithm which does not require a lot of
power, thus reducing the energy consumption of the IoT
network. Second, 𝑄-learning is known to converge in most
cases [23], which has also been demonstrated in multiagent
noncooperative environments [24], as are IoT networks.

We propose a two-stage approach to solve the energy-
aware smart IoT connectivity where each of the stages
employs 𝑄-learning.
4.1. First Stage Learning. Stage 1 consists of learning the
best combination of connectivity and processing location
in view of the device and application requirements and the
limitations offered by each of these options. Thus, there are
five possible actions that may be taken by each device as
described in Table 2. As a side note, all the variables in
Table 2 are the feature scaled values (into the range of [0,
1]) calculated through (5). The tuples shown represent the
limitations of each action, e.g., 𝐴 𝑖 = [𝑅, Σ, 𝜒𝑙, 𝐸𝑡 + 𝐸𝑝, Γ𝑙],
where 𝑅 and 𝐸𝑡 + 𝐸𝑝 are described in Sections 3.3 and
3.2, respectively, 𝜒𝑙 is the available processing capacity, andΓ𝑙 is the processing cost where 𝑙 = {𝑑, 𝑓, 𝑐} as defined in
Table 1. The parameter Σ = {1, 2} refers to the level of
data security offered by the wireless technology, whereby, the
value 1 indicates eSIM protection (only provided by NB-IoT)
and 2 the absence of that. Moreover, each device may be
in four different states, as shown in Table 3, depending on
the context-aware constraints defined jointly by the device
and application. These constraints are 𝑅, Σ, and 𝜒 which
represent the response time, security level, and computational
power requirements, respectively.

4.1.1. Penalty Function Determination. Each device will esti-
mate the penalty function associated with each possible
action it is able to take, following the system shown in Table 3,
where𝜑𝑝 = {𝑅−𝑅, Σ−Σ, 𝜒−𝜒 | 𝑝 = 1, 2, 3} is the difference
between the available and required characteristics.The fourth
penalty is 𝜑4 = 𝜒 ⋅ 𝐴(5)𝑖 − 𝑏, where 𝐴(5)𝑖 is the fifth index of 𝑖𝑡ℎ
action and the parameter 𝑏 is the available budget.

The penalty function determination policy aims to satisfy
the optimisation objective by including the elements that are
desired to be minimised. As seen from Table 3, the penalty
functions consist of three main elements: constant term,
dissatisfaction level, and energy consumption. The constant
value is the cost of being in the states and it decreases while
the level of state increases. This element compels the agent
try to achieve the highest possible level of states, as it is one
of the objectives of the optimisation problem. The element
of dissatisfaction level, as a supportive of the constant value,
incurs cost for not satisfying the device requirements in
order to improve the satisfaction levels. Lastly, the energy
consumption element provides minimisation in the end-to-
end energy consumption (connection and data processing).
The parameter 0 ≤ ] ≤ 1 is the battery level, where 0
represents an empty battery and 1 represents the full charge.
In the expressions in Table 3, the parameter 𝜍 specifies the
priority level of the energy consumption. For instance, low
values of 𝜍 prioritise the energy consumption once the battery
level, ], is very low (e.g., 5%), while high values prioritise the
energy consumption even when the battery level is high (e.g.,
50%).

In addition to all these, normally, the algorithm tends to
select an option with a cloud processing, as it is the most
energy efficient one. However, some amount of data will
not be offloaded due to budget constraints, and will then
be processed locally, which is the most energy consuming
option. Note that this amount is evaluated by the second stage
learning. Thus, the selected option by the first stage would
be more energy consuming than the fog processing-included
option, as the processing will be the combination of the cloud
and device. Therefore, the last parts of the penalty functions
(inside the square brackets) prevent the algorithm from
making blind decisions, which ignores the budget availability,
by including an average energy consumption of the actions
with the device processing. The reason of taking the average
value is that the final action is yet to be taken during the
learning process. The coefficients of these three elements
are determined empirically. However, they can be used to
prioritise any element that is desired to be minimised more.

The𝑄-table entries are then updated according to the fol-
lowing expression, where 𝑠, 𝑠, 𝑃, and 𝑎 are the current state,
next state, penalty function, and action under evaluation:

𝑄 (𝑠, 𝑎) ← 𝑄 (𝑠, 𝑎)
+ 𝜆 (𝑃 (𝑠) + 𝜙min (𝑄 (𝑠, 𝑎)) − 𝑄 (𝑠, 𝑎)) . (6)
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Table 3: List of possible states of each device in Stage one and corresponding penalty calculation.

State Description Penalty function (𝑃)

𝜎1 None of the constraints are satisfied 104 + ∑
𝑝={1−3}

𝜑𝑝 + 10𝜍/] ⋅ 𝛽1 ⋅ 𝐴(4)𝑖 ⋅ [(1 − 𝜑4𝜒 ⋅ 𝐴(5)𝑖 ) +
𝜑4 ⋅ ((𝐴(4)1 + 𝐴(4)4 ) /2)

𝜒 ⋅ 𝐴(5)𝑖 ]
𝜎2 One constraint is satisfied 5 × 103 + 0.8 ∑

𝑝={1−3}

𝜑𝑝 + 10𝜍/] ⋅ 𝛽1 ⋅ 𝐴(4)𝑖 ⋅ [(1 − 𝜑4𝜒 ⋅ 𝐴(5)𝑖 ) + 𝜑4 ⋅ ((𝐴(4)1 + 𝐴(4)4 ) /2)
𝜒 ⋅ 𝐴(5)𝑖 ]

𝜎3 Two constraints are satisfied 2 × 103 + 0.6 ∑
𝑝={1−3}

𝜑𝑝 + 10𝜍/] ⋅ 𝛽1 ⋅ 𝐴(4)𝑖 ⋅ [(1 − 𝜑4𝜒 ⋅ 𝐴(5)𝑖 ) +
𝜑4 ⋅ ((𝐴(4)1 + 𝐴(4)4 ) /2)

𝜒 ⋅ 𝐴(5)𝑖 ]
𝜎4 Three constraints are satisfied 0.8 ∑

𝑝={1−2}

𝜑𝑝 + 𝜑3 + 10𝜍/] ⋅ 𝛽1 ⋅ 𝐴(4)𝑖 ⋅ [(1 − 𝜑4𝜒 ⋅ 𝐴(5)𝑖 ) +
𝜑4 ⋅ ((𝐴(4)1 + 𝐴(4)4 ) /2)

𝜒 ⋅ 𝐴(5)𝑖 ]

Table 4: List of possible states of each device in Stage two and corresponding penalty calculation.

State Description Penalty function
�̈�1 No availability in cloud or fog for 𝜒 103 + 𝛽2 (𝐴(4)𝑖 ⋅ (1 − �̈� 𝑖) + 𝜒 ⋅ �̈� 𝑖 ⋅ 𝐴(5)𝑖 )�̈�2 Enough availability in cloud or fog but no budget for 𝜒 103 + 𝛽2 (𝐴(4)𝑖 ⋅ (1 − �̈� 𝑖) + 𝜒 ⋅ �̈� 𝑖 ⋅ 𝐴(5)𝑖 )�̈�3 Enough availability and budget for 𝜒 𝛽2 (𝐴(4)𝑖 ⋅ (1 − �̈� 𝑖) + 𝜒 ⋅ �̈� 𝑖 ⋅ 𝐴(5)𝑖 )

4.2. Second Stage Learning. The second stage aims to find the
best policy for task offloading by considering the budget and
availability of the fog or cloud. To this end, the second stage
is activated only when the action taken in Stage 1 does not
result in local processing (i.e., 𝐴1 and 𝐴4). In Stage 2, 𝑄-
learning is also employed with 21 possible actions = [0 :0.05 : 1], and the constraints are the available budget 𝑏 and
the availability of the fog and/or cloud. The resulting states
and penalty functions for this stage are listed in Table 4.

4.2.1. Penalty Function Determination. The penalty function
of this stage is determined with a similar procedure to the
first stage; hence, there are three cost elements: constant term,
energy consumption, and monetary cost. Similar to the first
stage, the constant value ensures ending up with the highest
possible level of state. Having the energy consumption and
monetary cost elements simultaneously provides finding the
best trade-off between the two. However, unlike the first
stage, these elements are calculated for a piece of data that
is planned to be transferred, as specifying the best amount is
the objective of this stage learning. Similarly, the coefficients
are obtained empirically.

The interaction between Stage 1 and Stage 2 in the learning
process is depicted in Algorithms 1 and 2, respectively.

5. Results and Analysis

In this section, we implement the proposed reinforcement
learning approach in a simulation environment, as shown in
Figure 4, using the parameter values defined in Table 1. We
consider that half of the IoT devices connect with NB-IoT in
view of the data privacy and related security requirements;
these represent Group A. The remaining devices connect to
the eNB through the WiFi gateway, hence over two wireless
hops, and represent Group B. Consequently, there are six
possible fixed scenarios that may be formed by selecting the
processing location of each group of devices; these are listed

in Table 6. A total of 100 iterations is conducted and, in each,
random battery levels are allocated to each of the devices.

We compare the results obtained with our method to
the six listed scenarios in terms of five different parameters:
energy, cost, dissatisfaction, number of out of budget devices,
and joint penalty. First, energy represents the end-to-end
energy consumption caused from both connection and data
processing. Second, cost is the overall monetary cost incurred
by the use of the data processing locations, such as fog and
cloud. Third, dissatisfaction is a measure of the total number
of device requirements that are not satisfied. Fourth, number
of out of budget devices reflects the count of devices that
exceed their available monetary budgets during performing
their tasks. Finally, the joint penalty indicates the cumulative
combination of previous four parameters (energy, cost, dissat-
isfaction, and number of out of budget devices).

The results in terms of gain (positive values) and loss
(negative values) are shown in Figure 5. Note that the values
for parameters energy, cost, dissatisfaction, and joint penalty
are obtained as follows:

𝑔 (𝑥) = 𝑝𝑠 − 𝑝𝑞𝑝𝑞 × 100, (7)

where 𝑝𝑠 and 𝑝𝑞 are the values from Table 5 for Scenarios A-F
and 𝑄-learning, respectively.

On the other hand, the gain/loss values for the parameter
of number of out of budget devices in Figure 5 is calculated
using the function given as

𝑜 (𝑥) = #𝑂𝑢𝑡 𝑜𝑓 𝐵𝑢𝑑𝑔𝑒𝑡 𝐷𝑒V𝑖𝑐𝑒𝑠𝑁𝐺 × 100. (8)

It is worth noting that the results provided in Figure 5 are
evaluated using the average values given in Table 5 along with
95% confidence intervals. Moreover, the joint cost parameter
in Table 5 is calculated by summing them. However, before
the summation, other four parameters (energy consumption,
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Data: Context-aware constraints, available computational capacity in gateway and eNB, budget
Result: Combination of connectivity route and processing venue

1 initialization;
2 for all IoT devices do
3 Determine the current state using Table 3;
4 Evaluate all the actions;
5 Calculate the penalty using Table 3;
6 Select the best action;
7 Jump to the next state;
8 Update the 𝑄-table;
9 if the selected action includes fog(gateway) or

cloud (eNB) processing then
10 go to Algorithm 2
11 end
12 end

Algorithm 1: First stage learning.

Data: Action selected by the first stage, available computational capacity in gateway and eNB, budget
Result: Share of data to be offloaded
13 initialization;
14 for all IoT devices do
15 Determine the current state using Table 4;
16 Evaluate all the actions;
17 Calculate the penalty using Table 4;
18 Select the best action;
19 Jump to the next state;
20 Update the 𝑄-table;
21 end

Algorithm 2: Second stage learning.
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Figure 4: Sample snapshot of the simulation environment. IoT
devices are located randomly, while positions of the gateways are
fixed.

cost, dissatisfaction, and number of out of budget devices) are
feature scaled into the range of [0, 1] using the function in (5)
in order to keep their impacts in the same scale.

Our method outperforms any fixed combination when
examining the joint or holistic gain, with values ranging
from 95.9% to 283.54%. Similarly, the reinforcement learning
technique results in better matching between the context-
aware constraint and the availability of the IoT network
compare to any other scenario, with gains varying from183.33% to 344.44%. Although the processing cost of our
proposed method is higher than that of Scenario A, the
resulting gain in energy saving is even more important as
well as the context-aware constraint compliance. The closest
contender to reinforcement learning, with respect to the
generated results, is Scenario C, in which the processing of
Group A IoT devices is locally conducted while that of Group
B occurs in the gateway. Nonetheless, the reinforcement
learning allows for a device-driven context-aware connectiv-
ity that improves the compliance criteria by more than two
times while saving 43.22% of energy, resulting in a holistic
gain of 58.52%. Scenario D manages to reduce the energy
consumption more than our proposed approach at the same
total cost; however, 30.3% of the devices are out of budget
resulting in incomplete or interrupted computational tasks.
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Table 5: Results on various metrics for 𝑄-learning and the scenarios.

Energy Consumption (mJ) Cost Dissatisfaction #Out of Budget Devices Joint Cost
Q-Learning 5.69 ± 0.322 96.77 ± 4.01 1.8 ± 0.291 0 ± 0 0.7822
Scenario A 14.88 ± 0.385 0.24 ± 6.15𝑒−3 5.1 ± 0.28 0 ± 0 1.5323
Scenario B 7.55 ± 0.24 118.57 ± 4.49 5.29 ± 0.181 3.03 ± 0.217 2.0679
Scenario C 8.16 ± 0.284 12.07 ± 0.383 5.81 ± 0.208 0 ± 0 1.2399
Scenario D 0.83 ± 0.025 130.41 ± 4.54 6 ± 0 3.03 ± 0.217 1.7756
Scenario E 7.48 ± 0.281 119.68 ± 3.83 7.81 ± 0.208 2.97 ± 0.213 2.4643
Scenario F 0.15 ± 4.59𝑒−3 238.02 ± 6.16 8 ± 0 6 ± 0.339 3.0000

Table 6: List of fixed scenarios with connection types and locations
of data processing.

Scenario Group A Group B
A Device Device
B Cloud Device
C Device Fog
D Cloud Fog
E Device Cloud
F Cloud Cloud
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Figure 5: Summary of results for 𝜍 = 0.1. Positive and negative
values reflect gain and loss, respectively. Gain/loss occurs when the𝑄-learning/scenarios is better than the scenarios/𝑄-learning.

Moreover, in this scenario, connected devices are more than
two times more likely to be dissatisfied with one or more of
the context-aware requirements.

Next, we examine the impact of the battery priority factor,𝜍, on the energy efficiency. As shown in Figure 6, low values
of 𝜍 result in almost neglecting the battery life of the device in
the optimisation process until it drops below 10%. Very high
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Figure 6: Impact of energy prioritisation factor 𝜍.

values of 𝜍 prioritise the reduction of energy consumption for
all devices except those that have higher than 70%battery life.
To this end, it is possible to tune this parameter depending
on the scenario at hand and in a device-specific manner. For
instance, some devices may be part of a moving vehicle with
the possibility of agile and low cost battery replenishment.
Such devices may benefit from low settings of 𝜍 to allow
more flexibility in meeting the remaining constraints. Other
devices may be in hard-to-reach places and would require
skilled force, special equipment, and hence high cost to
replace the dead battery. In this case, higher settings of 𝜍 are
more suitable and would result in better cost to quality ratio.

The simulation results achieved in this work are very
promising, as they indicate a large margin for improvement
that is not possible in fixed connection schemes. The pro-
posed reinforcement learning method relies on centralised
intelligence, which has access to all the constraints and
requirements of all devices, gateways, and connections.
Hence, the 𝑄-learning-based method selects the best action
(connection type/processing location pair in the first stage,
and amount of data to be transmitted in the second stage)
after the convergence. We appreciate that such a deployment
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is not realistic and propose to explore the feasibility and
corresponding gains of multiagent and distributed reinforce-
ment learning, as adopted in [24], in our future work.
Nonetheless, this work is undoubtedly the first to highlight
the importance of context-aware connectivity in the IoT con-
text that addresses jointly security, energy, and computational
power as well as cost. We present a new application, Smart
Ports, and quantify the potential margin for improvement by
employing the novel scheme and highlight its effects on the
application.

6. Conclusion

In this work, we have presented novel approach for energy-
aware and context-aware IoT connectivity that jointly
optimises the energy, security, computational power, and
response time of the connection. The proposed scheme
employs reinforcement learning and manages to achieve a
holistic gain of up to 283.54% compared to deterministic
routes. Although some deterministic scenarios may result
in lower computational cost or lower energy consumption,
none is able to meet the holistic context-aware performance
target. In addition, we presented an analysis of the impact
of the energy prioritisation factor in which we demonstrated
the importance of tuning this parameter in a device-centric
manner in order to achieve better optimisation of the whole
system.
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In cognitive vehicular networks (CVNs), many envisioned applications related to safety require highly reliable connectivity. This
paper investigates the issue of robust and efficient cooperative spectrum sensing in CVNs.We propose robust cooperative spectrum
sensing via low-rank matrix recovery (LRMR-RCSS) in cognitive vehicular networks to address the uncertainty of the quality
of potentially corrupted sensing data by utilizing the real spectrum occupancy matrix and corrupted data matrix, which have a
simultaneously low-rank and joint-sparse structure. Considering that the sensing data from crowd cognitive vehicles would be
vast, we extend our robust cooperative spectrum sensing algorithm to dense cognitive vehicular networks via weighted low-rank
matrix recovery (WLRMR-RCSS) to reduce the complexity of cooperative spectrum sensing. In the WLRMR-RCSS algorithm,
we propose a correlation-aware selection and weight assignment scheme to take advantage of secondary user (SU) diversity and
reduce the cooperation overhead. Extensive simulation results demonstrate that the proposed LRMR-RCSS and WLRMR-RCSS
algorithms have good performance in resisting malicious SU behavior. Moreover, the simulations demonstrate that the proposed
WLRMR-RCSS algorithm could be successfully applied to a dense traffic environment.

1. Introduction

Social problems of road accidents, traffic congestion, and
air pollution are becoming increasingly severe with the
increasing number of vehicles worldwide. According to a
report published by the World Health Organization (WHO),
approximately 1.25 million people die each year because of
road traffic collisions [1]. Vehicular networks are envisioned
to revolutionize the lifestyle of human beings within the next
few years, with the aim of reducing the number of traffic
collisions and providing entertainment services. According
to the current standard for Wireless Access in Vehicular
Environments (WAVE) [2, 3], multiple channels with one
control channel (CCH) and six service channels (SCHs) for
data exchange are permitted to support safety-related ser-
vices (e.g., lane change assistance, and intersection collision
warning) and non-safety-related services (e.g., commercial
infotainment, multimedia downloads).

However, both theoretical analysis and simulation results
indicate that the currently allocated bandwidth is not

sufficient to provide reliable safety-related services under
certain heavy traffic conditions [4–7]. The generation rate of
a typical basic safety message (BSM) is from 2 to 10 mes-
sages per second to support many safety-related applications
[6]. The high probability of an increased BSM generation
rate in a heavy traffic environment will lead to the CCH
becoming congested due to an increased number of packet
collisions. This congestion will decrease the reliability of
vehicular communication. Moreover, certain studies have
demonstrated that non-safety-related services of the allocated
band might also have to be severely restricted in high-
density traffic. Reference [7] proved that a large share of non-
safety-related services only appropriates in low or moderate
traffic conditions. Additionally, only 10% of the bandwidth
would remain for non-safety-related applications in order to
guarantee 95% of the reliability of transmissions for safety-
related applications in a high traffic environment.

Cognitive radio (CR) technology is a feasible measure
that has been used to solve the spectrum scarcity problems in
vehicular networks (see, e.g., the recent overviews in [8, 9]).
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In cognitive vehicular networks (CVNs), as unlicensed users,
the vehicles equipped with CR can detect and use other idle
licensed spectrums when the primary user (PU) is absent.
Cooperative spectrum sensing (CSS) has been extensively
investigated in efforts to improve the detection performance
via the diversity gain of cooperative secondary users (SUs) in
CVNs [10–14].These papers have shown that CSS can achieve
spatial diversity gains under the assumption that the collabo-
rative SUs are proactive. However, none of these studies have
considered that SU sensing data may be unreliable due to
either certain malicious behaviors or unexpected equipment
failures. Many envisioned applications in vehicular networks
that are related to safety would need high reliable connectiv-
ity. Therefore, some preliminary work in [15–20] has focused
on increasing the robustness of cooperative spectrum sensing
in cognitive vehicular networks. However, it is hard to imple-
ment these methods in practical CVNs environment due to
their complexity, especially under heavy traffic conditions.
While moving on the road, it is difficult to detect a malicious
vehicle that may be transmitting untrustworthy spectrum
sensing data during a sensing period. One challenge in CSS
is the uncertainty of the sensing data quality, which may be
corrupted by unreliable vehicles. This uncertainty motivated
us to investigate the issue of efficient and robust CSS inCVNs.
We formulate an optimization problem as a low-rank and
sparse recovery by utilizing the real spectrum occupancy
matrix and corrupted data matrix, which have a simultane-
ously low-rank and joint-sparse structure. In our previous
work [21], our model simply assumed that cognitive vehicles
carried out low-speed and single movement on a highway.
But this assumption, apparently, is not always conformed
with the real case, considering that, in CVNs, vehicle density
reveals sparse and dense fluctuations with the space and time.
As there are few users participating in cooperative sensing
with sparse traffic flows, it is impossible to improve the
detection probability of cooperative spectrum sensing.When
the vehicles are dense, it has a large number of cooperative
users, which makes the algorithm more expensive. In view
of the above problems, this study is focused on establishing
different algorithms for actual nondense and dense traffic
environment. Firstly, LRMR-RCSS algorithm in this paper is
established to recover the real data from noisy and corrupted
data for improving the spectrum sensing data quality and
CSS performance, which is applicable to low traffic density
environments. The low-rank matrix X is directly recovered
by the ALM algorithm. At the same time, we extend our
robust cooperative spectrum sensing algorithm WLRMR-
RCSS algorithm into dense cognitive vehicular networks by
considering the reliability of cooperative cognitive vehicles.
Different from [21], this study concentrates on the adapt-
ability of the WLRMR-RCSS algorithm with the change of
traffic density. In this paper, we analyze the improvement
of algorithm performance in traffic density from the sparse
to dense state and the changes in the number of selected
cooperative users under different traffic density. In the
simulation process, VISSIM, the software of traffic flow, is
used to generate the traffic flow in this article. We demon-
strate that our proposed LRMR-RCSS and WLRMR-RCSS
algorithms are secure and more efficient in CVNs, and the

WLRMR-RCSS algorithm is particularly robust against traffic
density changes.

1.1. Related Work. In traditional CSS, many defense methods
have been proposed in the literature in order to mitigate the
negative effect of false spectrum sensing data.These methods
could be classified into SUweighting schemes and SUfiltering
schemes. In SU weighting schemes, all the spectrum sensing
data take part in the cooperation and smaller weights are
assigned to the data of lower quality. In SU filtering schemes,
it is to take out the “detected malicious SUs,” and only utilize
the remaining spectrum sensing data from the “detected
honest SUs” for cooperation.

In the context of SU weighting schemes in CVNs, paper
[15] proposed to apply Belief Propagation (BP) in order to
establish the belief on the existence of primary users to
its neighbors. In this paper, the spatial correlation between
neighboring vehicles is exploited by message passing. In
[16], an entropy-based voting algorithm was proposed to
decide whether a channel is available with its one-hop
neighbor vehicles. In [10], a weighting function based on
the distance between the vehicle and its neighbor is estab-
lished for the sake of evaluating neighbors’ credibility with
reference to the aggregated spectrum sensing decisions. In
fact, the distance may not actually be in accordance with the
neighbors’ credibility. Due to fading of the communication
links, environmental obstacles, or transmission errors, each
neighbor’s credibility can potentially be distinct based on the
vehicular environment. In addition, many security threats
have been raised as a result of the openness of low-layer
protocol stacks in cognitive vehicular networks [17]. The
malicious cognitive vehicles can introduce false data to
confuse the cooperated vehicles. At this point, CSS would be
distorted by malicious cognitive vehicles. For example, when
the false data is introduced, the CSS result might conclude
in the presence of PU, on the contrary. By doing so, these
malicious cognitive vehicles can use the PU channels selfishly.
References [18, 19] introduced CSS with trust assistance to
solve the security issue that was introduced by a spectrum
sensing data falsification (SSDF) attack in CVNs. Despite
few SU filtering schemes in CVNs, data recovery algorithm
provides a new approach. In [20], in order to mitigate the
influence of abnormal data on the performance of CSS,
a robust cooperative spectrum sensing has been studied
for a wireless sensor networks environment. Nuclear norm
minimization is adopted to recover the real spectrum sensing
data in this paper.

The aforementioned methods [15–19] have played a vital
role in fostering new strategies for robust spectrum sensing
in CVNs. However, many of the methods in these papers are
trust-based, which utilize historical information onmalicious
vehicles’ behavior. Responsible reputation information is
not invariably available because well-established historical
statistics would be too expensive or even unrealistic in fast
changing CVNs. In addition, as [22] notes, intelligent mali-
cious users can send random false values that are close to the
real values. In this case, it is more of a challenge to recognize
the malicious users than the types that always send very
high or very low values.The aforementioned low-rankmatrix
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recovery-based CSS method [20] focuses on improving sens-
ing data quality without considering high data transmission
cost in CSS networks. These above methods are complex
to implement in practical CVNs due to their complexity or
hardware facility. In CVNs, the network topology changes
quickly with diverse vehicles taking part in the cooperation
at different times. The cost of transmission from cognitive
vehicles to the fusion center (FC) is high as all the collected
cognitive vehicles’ spectrum sensing data are transmitted to
an FC, which is inefficient or even unaffordable. Therefore,
a robust cooperative spectrum detection algorithm with low
complexity in CVNs is strongly needed but challenging to
achieve.

1.2. Our Contribution. In this paper, our contribution com-
prises three parts.

(i) We develop a robust cooperative spectrum sensing
algorithm LRMR-RCSS in CVNs, with a view to
guaranteeing sensing data quality.We recover the real
spectrum sensing data from the noisy and abnormal
data to improve the quality of the sensing data by tak-
ing advantage of the real spectrum occupancymatrix,
and the corrupted data matrix has a simultaneously
low-rank and joint-sparse structure.

(ii) By extending our LRMR-RCSS algorithm to dense
CVNs, we propose aWLRMR-RCSS algorithm. In the
WLRMR-RCSS algorithm, we establish a correlation-
aware selection and weight assignment scheme for
cooperative SUs in heavy traffic environments. A
certain number of cognitive vehicles are chosen by
considering the correlation between the SUs. Based
on this scheme, ourWLRMR-RCSS algorithmobtains
cooperative SU diversity and reduces cooperative
overhead. The complexity of the cooperative spec-
trum sensing in the CVNs is reduced.

(iii) The simulations demonstrate that the LRMR-RCSS
and WLRMR-RCSS algorithms can effectively miti-
gate the adverse effects of corrupted data introduced
by the malicious behaviors of SUs. Moreover, the pro-
posed WLRMR-RCSS algorithm can be successfully
applied in a dense traffic environment.

The remainder of this paper is organized as follows.
In Section 2, we construct the system model and problem
formulation. In Section 3, we provide details of our proposed
LRMR-RCSS and WLRMR-RCSS algorithms. In Section 4,
we present the simulation results and demonstrate the cor-
rectness of the theoretical analysis and make comparisons
with other algorithms under low and high traffic density envi-
ronments. Finally, we provide our conclusions in Section 5.
Table 1 shows the notations.

2. System Model and Problem Formulation

2.1. System Model. A typical cognitive vehicular network
communications scenario is shown in Figure 1. For simplicity,
we consider a cognitive vehicular network scenario of a
road that consists of a primary network and a secondary

Table 1: Notations.

Variables Explanation
PU Primary user
SU Secondary user
CVNs Cognitive vehicular networks
CSS Cooperative spectrum sensing
FC Fusion center
ED Energy detection
SSDF spectrum sensing data falsification
EGC Equal Gain Combining
ADMM The proximal alternating direction method of multipliers𝑃𝑑 The detection probability𝑃𝑓 The false alarm probability𝑟𝑚 the received signal at the𝑚th SU in one subband𝑇ℎ The preset threshold at the FC𝑦𝑚 The detected energy at the𝑚th SU𝑌𝑛 The detected energy calculated by EGC𝜎2

𝑠,𝑚 The received primary signal power at the𝑚th SU𝜎2
𝑛 The noise powerℎ𝑚 The channel response𝑑𝑐𝑜𝑟𝑟 The decorrelation function𝑅(⋅, ⋅) The correlation function between two nodes𝑑𝑖𝑗 The distance between the node 𝑖 and 𝑗Ω The set of vehicles𝑁 The number of subband𝑁𝑠𝑎𝑚 The number of samples in each subband𝜆 The tradeoff parameter𝜇 A constant (> 0)𝑀 The number of cooperative vehicles𝜌 A constant (> 1)𝑠𝑡(⋅) The shrinkage operator

Y The sensing data matrix at the FC
R The energy matrix
O The real occupancy state matrix
A The energy detector output matrix
V The noise matrix
A The corrupted data matrix
W The weighting matrix
U The unitary matrix
Σ The positive semi-definite diagonal matrix
Q The unitary matrix
G The Lagrangian multiplier matrix

network that is colocated in a geographical area.ThePUowns
several licensed wideband channels that are divided into𝑁 subbands. According to the existing spectrum measure-
ments in [24–26], the licensed subbands are underutilized;
namely, the spectrum occupancy rate of these 𝑁 subbands
is relatively low. The secondary network is an infrastructure-
based network that contains several SUs and a fusion center.
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There are many vehicles traveling along the road, and they
are equipped with spectrum sensing-enabled terminals and
Global Positioning System (GPS) devices.𝑀 SUs participate
in the cooperative sensing process. Furthermore, the SUs
are supposed to be randomly distributed along the road.
Each SU first performs energy detection (ED) to detect the
presence of a PU in each subband, either concurrently [27] or
sequentially [28], and then reports the measurement results
to the FC at the end of the sensing period. In the case of
sequential sensing, each SU has to report the measurements
to the FC which should collect the measurements from
all SUs. This process may take time, especially under high
traffic environment. By the time the FC took the decision,
the SU might have a different observation. Therefore, we
adopt the pattern of [27] in this paper. After fusing the
collected sensing data, the FC makes a decision regarding
the occupancy state of the 𝑁 subbands as either present
(𝐻1) or absent (𝐻0). It is further noticed that some of the
Sus would send corrupted values to the FC, such as 𝑆𝑈1,𝑆𝑈4, and 𝑆𝑈𝑀, as labeled in Figure 1. Because some SUs
may experience deep fading or shadowing in CVNs, they
may always send very low power values to the FC regardless
of the spectrum occupancies. On the other hand, some
SUs may show malicious behaviors in order to use the PU
channels selfishly. These malicious vehicles appear randomly
to corrupt a random number of channels at random loca-
tions.

Assume that the PU state remains unchanged during each
spectrum sensing period. We adopt ED; then, the received
signal 𝑟𝑚 at the 𝑚th SU in one subband under the two
hypotheses is expressed as

𝑟𝑚 (𝑘) = {{{
𝑛𝑚 (𝑘) , 𝐻0ℎ𝑚𝑠𝑚 (𝑘) + 𝑛𝑚 (𝑘) , 𝐻1,𝑘 = 0, 1, . . . , 𝑁𝑠𝑎𝑚 − 1 (1)

where𝑁𝑠𝑎𝑚 is the number of samples in each subband, 𝑛𝑚 is
additive white Gaussian noise (AWGN) with zero mean and
variance 𝜎2

𝑛 , ℎ𝑚 is the channel response related to the location
of the SU, and 𝑠𝑚 denotes the transmitted signal of the PU.The
detected energy 𝑦𝑚 at the𝑚th SU is

𝑦𝑚 = 1𝑁𝑠𝑎𝑚

𝑁𝑠𝑎𝑚−1∑
𝑘=0

𝑟𝑚 (𝑘)2 (2)

According to the Central LimitTheorem, 𝑦𝑚 can approx-
imate the Gaussian distribution as

𝑦𝑚 ∼ {{{{{{{{{{{{{
𝑁(𝜎2

𝑛 , 2𝜎4
𝑛𝑁𝑠𝑎𝑚

) 𝐻0

𝑁((𝜎2
𝑛 + 𝜎2

𝑠,𝑚) , 2 (𝜎2
𝑛 + 𝜎2

𝑠,𝑚)2𝑁𝑠𝑎𝑚

) 𝐻1

(3)

where 𝜎2
𝑠,𝑚 is the received primary signal power and 𝜎2

𝑛 is the
noise power.
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Figure 1: Network model of cooperative spectrum sensing in CVNs
with malicious users.

After performing local spectrum sensing, SUs send their
local ED results directly to the FC. For the soft-decision
schemes [29] considered in this paper, the FC employs the
equal gain combining (EGC) rule and calculates the ED
results𝑌𝑤. According to (2) and (3),𝑌𝑤 obeys the distribution

𝑌𝑤

∼ {{{{{{{{{{{{{
𝑁(𝑀𝜎2

𝑛 , 2𝑀𝜎4
𝑛𝑁𝑠𝑎𝑚

) 𝐻0

𝑁( 𝑀∑
𝑚=1

(𝜎2
𝑛 + 𝜎2

𝑠,𝑚) , 𝑀∑
𝑚=1

2 (𝜎2
𝑛 + 𝜎2

𝑠,𝑚)2𝑁𝑠𝑎𝑚

) 𝐻1

(4)

Then, the detection probability 𝑃𝑑 and false alarm proba-
bility 𝑃𝑓 can be expressed as

𝑃𝑑 = 𝑃 (𝑌𝑤 > 𝑇ℎ | 𝐻1)
= 𝑄( 𝑇ℎ − ∑𝑀

𝑚=1 (𝜎2
𝑛 + 𝜎2

𝑠,𝑚)√∑𝑀
𝑚=1 (2 (𝜎2

𝑛 + 𝜎2
𝑠,𝑚)2 /𝑁𝑠𝑎𝑚))

(5)

𝑃𝑓 = 𝑃 (𝑌𝑤 > 𝑇ℎ | 𝐻0) = 𝑄( 𝑇ℎ − 𝜎2
𝑛√2𝜎4

𝑛/𝑁𝑠𝑎𝑚

) (6)
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where 𝑄(𝑥) is the complementary distribution function, and𝑄(𝑥) = (1/√2𝜋) ∫+∞

𝑥
exp(−𝑥2/2)𝑑𝑥.𝑇ℎ represents the preset

threshold in the FC,

𝑇ℎ = √ 2𝜎4
𝑛𝑁𝑠𝑎𝑚

𝑄−1 (𝑃𝑓) + 𝜎2
𝑛

(7)

where 𝑄−1(⋅) is the inverse 𝑄-function.
Note that the distance between SUs and a PU is a

crucial parameter for spectrum sensing in CVNs because the
distance determines whether a PU is inside the sensing range
of SUs or not. Because cognitive vehicle is mobile, the PU
may fall within or outside the sensing range of the cognitive
vehicle after a certain time. Whether or how long the PU in
CVNs can fall within the SUs’ sensing range is determined
by the speed and direction of the cognitive vehicle. Different
from other mobile ad hoc networks, cognitive vehicles in
CVNs move in same direction or opposite directions based
on the road structure. It has demonstrated that whether a PU
is inside the sensing range of SUs would be related to velocity
of SUs, sensing range of SU, and transmission range of PU
[30, 31].

2.2. Problem Formulation. Although cooperation can signif-
icantly exploit the spectrum sensing in CVNs, it also intro-
duces a security hole for various malicious attackers. Some
studies have recently considered an attack model known as
SSDF [32–34], which is a fatal threat to CSS.There are several
typical attack patterns under the SSDF model, which are
known as always opposite (AO), always busy (AB), always
free (AF), and random disguising. In these attack models,
AO attacks always send opposite decisions. AB attacks always
report that the PU is present, whereas AF attacks always
declare that the PU is absent. The random disguising attack
may not always transmit false spectrum sensing data.

Notably, all of these attack patterns introduce corrupted
spectrum sensing data for CSS. Figure 2 shows an example of
a corrupted data distribution in CVNs. Some vehicles may
nonrandomly transmit fake spectrum sensing data as 𝑆𝑈4

(which always exhibit malicious behavior). Some vehicles
may sporadically send unreliable data, such as 𝑆𝑈1 and 𝑆𝑈𝑀.
As in the above discussion, both nonrandom and random
abnormal data have an adverse influence on the certainty of
the spectrum sensing result. These events occur only occa-
sionally in practice. In other words, the abnormal data are
randomly and sparsely distributed.Thematrix constructed by
the received signals exhibits a low-rank property, as indicated
in [35–37].

In this paper, we consider the case that every cognitive
vehicle could sporadically and randomly contribute with
abnormal data, due to either accidental equipment failures or
random malicious behaviors, which makes the cooperative
spectrum sensing inaccurate. Let O𝑁×𝑁 fl [𝑂𝑛,𝑛], Y𝑀×𝑁 fl[𝑦𝑚,𝑛], R𝑀×𝑁 fl [𝑟𝑚,𝑛], V𝑀×𝑁 fl [V𝑚,𝑛], and A𝑀×𝑁 fl[𝑎𝑚,𝑛] denote the real occupancy state matrix, the sensing
data matrix at the FC, the energy matrix for 𝑀 Sus, the

SUs

SU1

SU2

SU3

SU4

SUM

1 10 0 0 0 0 0 0 1 Subbands

Abnormal

H1

H0

Figure 2: Example of a corrupted data distribution [21].

noisematrix, and the corrupted datamatrix, respectively.The
sensing data matrix Y at the FC can be expressed as

Y𝑀×𝑁 = R𝑀×𝑁O𝑁×𝑁 + V𝑀×𝑁 + A𝑀×𝑁 (8)

Diagonal matrix O satisfies rank(O) < 𝑁 due to the un-
derutilization of licensed bands. Therefore, matrix O is
low-rank. Considering the random malicious behaviors in
CVNs, nonzero entries in the matrix A are supposed to
be randomly and sparsely distributed. So the matrix A has
sparsity property. Our goal is to recover the real spectrum
occupancy state matrix O from the noisy and corrupted
observations Y by taking advantage of the low-rank property
of O and the sparsity property of A.

In static environment, malicious SUs would have domi-
nated the location reliability for the fixed Region. However,
in CVNs, the malicious cognitive vehicles distributed across
all the road over time. On the other hand, mobile honest
cognitive vehicles help to train location reliability of each
road segment. As a result, the reports generated from a road
segment at different times are from different vehicles. As
malicious users are full of sparse characteristics, spectrum
sensing data polluted in the report should also possess sparse
features.

3. Proposed Algorithms

3.1. Robust Cooperative Spectrum Sensing via Low-Rank
Matrix Recovery in CVNs (LRMR-RCSS). Here, we introduce
a matrix X𝑀×𝑁 fl R𝑀×𝑁O𝑁×𝑁 that represents the energy
detector output matrix. Matrix X is also low-rank because
rank(X) ≤ min(rank(R), rank(O)). In such a CSS network,
we must reconstruct the real energy matrix from the sensing
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data matrix at the FC by a low-rank matrix recovery tech-
nique [38–41]. The goal of recovering the spectrum occu-
pancy statematrixO translates into approximately recovering
matrix X because it is difficult to recover O directly.

According to the current low-rank matrix recovery the-
ory, to recover the low-rank matrix X from the sensing data
matrix Y, it can be formulated as

min
X,A

rank (X) + 𝜆 ‖A‖0
s.t. Y = X + A + V

(9)

where rank(⋅) is the rank of thematrix, and ‖⋅‖0 is the number
of nonzero entries in the matrix. 𝜆 is a positive rank-sparsity
controlling parameter which represents a tradeoff parameter
to balance matrix X and matrix A.

According to previous research [39–41], we introduce
a matrix G of the Lagrangian multiplier; then, model (9)
could be transferred to minimizing the following augmented
Lagrangian functionL:

L (X,A,G, 𝜇) = ‖X‖∗ + 𝜆 ‖A‖1 + ⟨G,Y − X − A⟩
+ 𝜇2 ‖Y − X − A‖2𝐹 (10)

where ‖⋅‖∗ is the sumof the singular values and represents the
nuclear norm of a matrix, ‖ ⋅ ‖1 is the 𝑙1-norm which denotes
the sum of the absolute values of matrix entries, ‖ ⋅ ‖𝐹 is the
Frobenius norm ‖A‖𝐹 = √𝑡𝑟AA𝑇, ⟨A,B⟩ ≡ tr(ATB). Then,
the optimal solution to the original problem can be obtained
by iterating the following two steps until convergence for
some 𝜌 > 1:(X𝑘+1,A𝑘+1) ← min

X,A
L (X,A,G𝑘, 𝜇𝑘)

𝜇𝑘+1 ← 𝜌𝜇𝑘

G𝑘+1 ← G𝑘 + 𝜇𝑘 (Y − X𝑘+1 − A𝑘+1)
(11)

where 𝜇 > 0 denotes the penalty for infeasible points.
According to [38], update the X and A in order to search for
the optimal X and A alternately and iteratively as follows:

X𝑘+1 = arg
X
min (X𝑘,A𝑘,G𝑘, 𝜇)

= arg
X
min ‖X‖∗ + 𝜇𝑘2 ‖Y − X − A‖2𝐹

− 𝑇𝑟 ((G𝑘)𝑇 X)
(12)

A𝑘+1 = arg
A
min 𝜆 ‖A‖∗ + 𝜇𝑘2 Y − X𝑘+1 − A2𝐹

− 𝑇𝑟 ((G𝑘)𝑇 A) (13)

Then the optimization problems in (11) can be solved as
follows [41]:

X𝑘+1 ← U𝑘s𝜇−1
𝑘
[Σ𝑘]QT

𝑘

A𝑘+1 ← 𝑠𝜆𝜇−1
𝑘
[Y − X𝑘+1 + 𝜇−1

𝑘 G𝑘]
G𝑘+1 ← G𝑘 + 𝜇𝑘 [Y − X𝑘+1 − A𝑘+1]

(14)

Initialization: G1 = 0, A1 = 0, 𝜇1 = 0.1, 𝜌 = 1.1, 𝑘 = 1, 𝜆 > 0
Output: X, A, 𝑌𝑛

1: Given X fl [𝑥𝑚,𝑛];
2: while not converged do
3: (U𝑘,Σ𝑘,V𝑘) ← 𝑠V𝑑(Y − A𝑘 + 𝜇−1

𝑘 G𝑘);
4: update X𝑘+1 ← U𝑘s𝜇−1

𝑘
[Σ𝑘]VT

𝑘 ;
5: update A𝑘+1 ← 𝑠𝜆𝜇−1

𝑘
[Y − X𝑘+1 + 𝜇−1

𝑘 G𝑘];
6: update G𝑘+1 ← G𝑘 + 𝜇𝑘[Y − X𝑘+1 − A𝑘+1];
7: update 𝜇𝑘+1 ← 𝜌𝜇𝑘;
8: 𝑘 = 𝑘 + 1;
9: end while
10: for 𝑛 = 1, . . . 𝑁, X𝑀×𝑁 fl [𝑥𝑚,𝑛] do

11: 𝑌𝑛 = 𝑀∑
𝑚=1

𝑥𝑚,𝑛 ⋛ 𝑇ℎ;
12: end for
13: Return X, A, 𝑌𝑛;

Algorithm 1: Robust cooperative spectrum sensing via low rank
matrix recovery in CVNs (LRMR-RCSS).

where 𝑠𝑡(⋅) is shrinkage operator, which is defined as 𝑠𝑡(𝑥) =
sign(𝑥) ⋅ max(|𝑥| − 𝑡, 0), and (U𝑘,Σ𝑘,Q𝑘) ≡ 𝑠V𝑑(Y − A𝑘 +𝜇−1
𝑘 G𝑘). We obtain the real sensing data X based on these

steps. Next, we perform spectrum sensing by data fusion.
The main steps of our proposed LRMR-RCSS are outlined in
Algorithm 1.

Computational Complexity Analysis. The primary compu-
tational cost of the LRMR-RCSS algorithm is the singular
value decomposition (SVD) of an 𝑀 × 𝑁 matrix in the
process of updating X when using the augmented Lagrangian
multiplier (ALM) approach. Its computational complexity
is 𝑂(𝑀𝑁min(𝑀,𝑁)). On the other hand, the number of
iterations taken by the LRMR-RCSS algorithm to optimality
is less vulnerable to changes in dimension, which has a worst-
case complexity result of 𝑂(𝑘−2).
3.2. Extension to Robust Cooperative Spectrum Sensing
via Weighted Low-Rank Matrix Recovery in Dense CVNs
(WLRMR-RCSS). In general, the calculation to solve the low-
rank model is very large when faced with a large matrix
problem. Reference [40] proposed an algorithm to reduce the
complexity, but this algorithm must dynamically predict the
value of the rank. Therefore, it suffers from high computa-
tional cost when𝑀 is large during dense traffic in vehicular
networks. In this part, we focus on solving the problem of
robust CSS in a dense vehicular network environment. Cog-
nitive vehicles experience different environmental conditions
and contribute to spatial diversity based on their distribution.
The sensing data could be combined based on the reliability
factor of an SU, which is considered its weight. Therefore, we
propose a novelweighted low-rankmatrix recoverymodel for
spectrum sensing as follows:

min
X,A

rank (X) + 𝜆 ‖A‖0
s.t. W ∘ Y = W ∘ X + V + A

(15)
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Initialization: 𝑆 = 𝜙, 𝜓 = 𝜙, G1 = 0, A1 = 0, 𝜇1 = 0.1, 𝜌 = 1.1, 𝑘 = 1, 𝜆 > 0, X fl [𝑥𝑚,𝑛];
Output: W, X, A, 𝑌𝑛;
1: Randomly select 𝑠𝑘, do
2: 𝑆 ← {𝑠𝑘}, 𝜑 ← Ω − {𝑠𝑘}, 𝑐ℎ𝑜𝑜𝑠𝑒𝑑 ← 𝑠𝑘;
3: while 𝜓 = 𝜙 do
4: for 𝑠𝑞 ∈ 𝜑 do
5: if 𝑅{𝑐ℎ𝑜𝑜𝑠𝑒𝑑, 𝑠𝑞} < 𝜏 then
6: 𝜑 ← 𝜑 − {𝑠𝑞};
7: end if
8: end for
9: find 𝑠𝑞 ∈ 𝜑, 𝑅(𝑠𝑞, 𝑐ℎ𝑜𝑜𝑠𝑒𝑑) = max𝑅(𝑠𝑞, 𝑐ℎ𝑜𝑜𝑠𝑒𝑑)𝑆 ← 𝑠𝑞, 𝜑 ← Ω − {𝑠𝑞} then
10: 𝑐ℎ𝑜𝑜𝑠𝑒𝑑 ← 𝑠𝑞;
11: end while
12: for each SU, 𝑠𝑖, 𝑠𝑗, 𝑠𝑝 ∈ 𝑆 do

13: 𝜔𝑖 = 1 − ∑𝑠𝑖∈𝑆
𝑅 (𝑠𝑖, 𝑠𝑗)∑𝑠𝑝∈𝑆

∑𝑠𝑗∈𝑆
𝑅 (𝑠𝑝, 𝑠𝑗)

14: end for
15: for 𝑅max = max{𝑅(𝑠𝑖, 𝑠𝑗), ∀𝑠𝑖, 𝑠𝑗 ∈ 𝑆} do
16: choose 𝑠𝑝 = argmax𝜔𝑖 ∀𝑠𝑖 ∈ 𝑆;
17: 𝑆 = 𝑆 − {𝑠𝑝};
18: end for
19: for 𝑠𝑗 do

20: 𝜔𝑗 = 𝜔𝑗 ⋅ (1 − 𝑅 (𝑠𝑝, 𝑠𝑗)𝑅max
);

21: end for until 𝑆 = 𝜙
22: for each SU do
23: 𝜔𝑗 = 𝜔𝑗∑𝑠𝑖∈𝑆

𝜔𝑖

;

24: end for
25: while not converged do
26: (U𝑘,Σ𝑘,V𝑘) ← 𝑠V𝑑(W ∘ Y − A𝑘 + 𝜇−1

𝑘 G𝑘);
27: update X𝑘+1 ← U𝑘s𝜇−1

𝑘
[Σ𝑘]VT

𝑘 ;
28: update A𝑘+1 ← 𝑠𝜆𝜇−1

𝑘
[W ∘ (Y − X𝑘+1) + 𝜇−1

𝑘 G𝑘];
29: update G𝑘+1 ← G𝑘 + 𝜇𝑘[W ∘ (Y − X𝑘+1) − A𝑘+1];
30: update 𝜇𝑘+1 ← 𝜌𝜇𝑘;
31: 𝑘 = 𝑘 + 1;
32: end while
33: for 𝑛 = 1, . . . 𝑁, X𝑀×𝑁 fl [𝑥𝑚,𝑛] do

34: 𝑌𝑛 = 𝑀∑
𝑚=1

𝑥𝑚,𝑛 ⋛ 𝑇ℎ;
35: end for
36: Return W, X, A, 𝑌𝑛;

Algorithm 2: Robust cooperative spectrum sensing via weighted low rank matrix recovery in CVNs (WLRMR-RCSS).

where ∘ denotes the element-wise multiplication of two
matrices and W is the weighting matrix which we will
introduce in the following section. To address the afore-
mentioned issues, the problem could typically be relaxed by
tractable convex optimization, and it can be efficiently solved
by the proximal alternating direction method of multipliers
(ADMM) [38]. rank(⋅) and 𝑙0-norm are typically convex
relaxed by the nuclear norm and 𝑙1-norm.

min
X,A

‖X‖∗ + 𝜆 ‖A‖1
s.t. W ∘ Y = W ∘ X + V + A

(16)

Our model extends the classic matrix recovery model by
considering the reliability of cooperative cognitive vehicles.
Next we describe our proposed algorithm WLRMR-RCSS
whose main steps are outlined in Algorithm 2.

3.2.1. The Weighted Matrix𝑊 Establishment

Step I (correlation-aware SU selection). First, we define the
set Ω as all the vehicles in the road segment. We randomly
selected 𝑠𝑘 among the set of vehiclesΩ.The set 𝜑 is defined as
the set of the remaining vehicles Ω − {𝑠𝑘}. According to [36],
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FC

SU3

SU1

SU4 SU2

Figure 3: Example Scenario for Choosing Cooperative SUs (figure
adapted from [21].).

we calculate the correlation function between 𝑠𝑘 and the other
vehicles in set 𝜑:

𝑅 (𝑠𝑘, 𝑠𝑞) = 𝑒−(𝑑𝑘𝑞/𝑑𝑐𝑜𝑟𝑟)⋅ln 2 (17)

where 𝑑𝑘𝑞 is the distance between the samples 𝑠𝑘 and 𝑠𝑞 and𝑑𝑐𝑜𝑟𝑟 is the decorrelation function. We set the decorrelation
function to 20 m for urban environments as in [37]. We
choose vehicle 𝑠𝑞, which satisfies 𝑅(𝑠𝑘, 𝑠𝑞), as the maximum
among the vehicles in set 𝜑. The vehicles with a correlation
function smaller than a certain threshold 𝜏 are removed
from set 𝜑. Then, 𝑠𝑞 performs the steps presented above.
This scheme is repeated until 𝜑 ∈ 𝜙. This correlation-aware
SU selection scheme discards the correlated SU and selects
the uncorrelated SUs among the remaining users. Finally, we
denote the set of uncorrelated SUs with 𝑆. An example is
shown in Figure 3.The subset 𝑆which contains 𝑆𝑈1, 𝑆𝑈2, 𝑆𝑈3,
and 𝑆𝑈4 is established.

Step II (weight assignment). First, we calculate the weight 𝜔𝑖

of 𝑠𝑖 in set 𝑆.
𝜔𝑖 = 1 − ∑𝑠𝑖∈𝑆

𝑅 (𝑠𝑖, 𝑠𝑗)∑𝑠𝑝∈𝑆
∑𝑠𝑗∈𝑆

𝑅 (𝑠𝑝, 𝑠𝑗) (18)

We choose 𝑠𝑝 to satisfy 𝑠𝑝 = argmax𝜔𝑖. Then, we recalculate
the weight of the remaining SUs using the equation 𝜔

𝑗 =𝜔𝑗 ⋅ (1 − 𝑅(𝑠𝑝, 𝑠𝑗)/𝑅max), where 𝑅max = max𝑅(𝑠𝑖, 𝑠𝑗). These
steps are repeated for all 𝑠𝑗 in the set 𝑆. Finally, we normalize
the weight 𝜔𝑗 = 𝜔𝑗/∑𝑠𝑖∈𝑆

𝜔𝑖. Now, all of the cooperative SUs
are assigned weights. To establish the weighting matrix W
of cooperative SUs, we employ location to characterize the
correlation function between the SUs and then establish a
weight assignment scheme to transfer to a weighting matrix
W. We divide this step into two phases to construct the
weighting matrix; the weighted matrix W could be expressed
as

W = [[[[[
𝜔1 ⋅ ⋅ ⋅ 𝜔𝑁... ⋅ ⋅ ⋅ ...𝜔1 ⋅ ⋅ ⋅ 𝜔𝑁

]]]]]𝑀×𝑁

(19)

3.2.2. Robust Spectrum Sensing via Weighted Low-Rank
Matrix Recovery. The authors of [20] proposed robust CSS
with a crowd of low-end personal spectrum sensors. This
paper assumed that all sensing data (both the normal data
and the nonabnormal data) would be exploited for spectrum
sensing to gain full diversity. As expressed in (15), our
model extends theWLRMR-CSS to dense cognitive vehicular
networks by taking the effect of correlation on aggregating
the samples of SUs into consideration. The weighting matrix
W assigns smaller weights to the corrupted data matrix in
the sensing data matrix Y; the 𝑙1-norm of the corresponding
vectors in the recovered sparse matrix A is inclined to be
small. Thus, recovering the low-rank matrix X from Y can
be highlighted more effectively.

Then, we focus on recovering the low-rankmatrixX from
Y. According to previous research [39–41], we introduce a
matrix G of the Lagrangian multiplier; then, the solver of
model (16) could instead be

L (X,A,G, 𝜇) = ‖X‖∗ + 𝜆 ‖A‖1+ ⟨G,W ∘ (Y − X) − A⟩
+ 𝜇2 ‖W ∘ (Y − X) − A‖2𝐹 (20)

Then, we can get the solutions as follows:

X𝑘+1 ← U𝑘s𝜇−1
𝑘
[Σ𝑘]QT

𝑘

A𝑘+1 ← 𝑠𝜆𝜇−1
𝑘
[W ∘ (Y − X𝑘+1) + 𝜇−1

𝑘 G𝑘]
G𝑘+1 ← G𝑘 + 𝜇𝑘 [W ∘ (Y − X𝑘+1) − A𝑘+1]

(21)

where (U𝑘,Σ𝑘,Q𝑘) ≡ 𝑠V𝑑(W ∘Y−A𝑘+𝜇−1
𝑘 G𝑘). We obtain the

real sensing data X based on these steps. Next, we perform
spectrum sensing by data fusion.

Remark 1. The set Ω is not fixed a priori but changes with
the current vehicles within the road segment. The number
of selected cognitive vehicles in the WLRMR-RCSS is able
to adapt different traffic densities and different network
topologies.

Remark 2. The proposed WLRMR-RCSS algorithm is cen-
tralized, and the FC handles the selection. This mechanism
in the WLRMR-RCSS does not require explicit coordination
communications among the SUs, thus limiting the communi-
cation overhead. During the selection process, the cognitive
vehicles inΩ are all equippedwithGPS devices.The FC could
readily collect their location information.

Remark 3. The nonzero abnormal data might be generated
by either accidental equipment failure or malicious behavior.
The style of malicious behaviors could contain AO, AB, AF,
or random disguising as previously discussed. The sparsity
of these abnormal data is random during the process of
spectrum sensing.

Remark 4. To recover all sensing data (both the normal
data and the nonabnormal data) is time-consuming and
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complicated. In our Algorithm 2, both the normal sensing
data and the nonabnormal sensing data of cooperated SUs
will be separated. Meanwhile, the diversity of SUs is exploited
for spectrum sensing.

Computational Complexity Analysis.The proposedWLRMR-
RCSS algorithm chooses 𝑀 noncorrelated vehicles with
lower correlation coefficients and higher sensing reliability
out of the total SUs. In this part, it needs 𝑂(𝑀2) com-
putational complexity. On the other hand, the reporting
overhead will decline vastly without an obvious loss of
performance with the SUs selection. For the part of robust
spectrum sensing via weighted low-rank matrix recovery,
its computational complexity is 𝑂(𝑀𝑁min(𝑀,𝑁)). On the
other hand, the WLRMR-RCSS algorithm has a worst-case
complexity result of 𝑂(𝑘−2), as is the case in LRMR-RCSS
algorithm. The computational cost of the WLRMR-RCSS
algorithm is not as high as [20] after the correlation-aware
SUs selection step in our algorithm. Thus, our algorithm
is efficient. BP-CSS in [15] must calculate the 𝑘 iterations
of the exchange of information between vehicles, and its
computational cost is 𝑂(𝑀𝑘). The overhead of the Blind-
CSS [42] is mainly from the transmissions made by all
vehicles performing sensing of spectrum availability to all
nearby RSUs. In ADMM-CSS [20], matrix Y is all of the
spectrum sensing data of the SUs. As such, its computational
complexity is more than that of our WLRMR-RCSS algo-
rithm.

4. Performance Evaluation

Considering the actual vehicular environment, we analyze
our algorithm in low and high traffic density environment
scenarios. Our proposed algorithm simulation environment
is shown in Figure 4. All of the mobility models in our
simulations are generated using the software VISSIM [43].
We now evaluate our proposed schemes by comparing the
ADMM-CSS algorithm [20], the BP-CSS algorithms in [15]
(suitable for low traffic density), and the Blind-CSS algorithm
[42] (suitable for high traffic density), as these schemes are all
designed for robust cooperative spectrum sensing.

4.1. Performance Analysis and Comparison

Case I (low traffic density environment). To investigate our
algorithm in a low traffic density environment, we consider
a cognitive vehicular network on a highway, as shown in
Figure 5. Detailed parameters are given in Table 2. We
simulated 1000 m of a freeway. A primary transmitter is
assumed in the middle, and crowd vehicles are randomly
distributed. The Propagation Model computes the power
received as in [10]. The rate of SUs that contribute abnormal
data in all cooperated SUs is defined as 𝑅𝑚𝑎𝑙. The 𝜌V𝑒𝑙 is the
traffic density, whichmeans the number of vehicles per meter
per lane (veh/m/l).

Figure 6 focuses on the influence of 𝑅𝑚𝑎𝑙. A higher value
of 𝑅𝑚𝑎𝑙 indicates a higher scale of corrupted data. In this
figure, although the sensing performance worsens with an
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Figure 4: Our proposed algorithm simulation environment.
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Figure 5: A cognitive vehicular network on a highway.
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Figure 6: Sensing performance of various schemes under various
abnormal data rates 𝑅𝑚𝑎𝑙 for LRMR-RCSS [21].

increasing fraction of SUs that introduce corrupted data, our
proposed LRMR-RCSS algorithm could achieve satisfactory
performance in the case of a high number of malicious SUs.

As shown in Figure 7, to evaluate the performance of
the proposed algorithm, we plot the complementary receiver
operating characteristic (ROC) curve when 𝑅𝑚𝑎𝑙 = 0.1. The
simulation results in Figure 7(a) show that our proposed
LRMR-RCSS algorithm has good performance in sparse
traffic flow (𝜌V𝑒𝑙 = 0.05). We find that LRMR-RCSS and
WLRMR-RCSS algorithms both outperform the trust based
among neighboring vehicles in BP-CSS, whether in a sparse
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Figure 7: Comparison of the proposed LRMR-RCSS and WLRMR-RCSS algorithms with BP-CSS and ADMM-CSS algorithms at different
traffic densities 𝜌V𝑒𝑙.

Table 2: Simulation parameters.

Parameter Value
Road length (Highway) 1000 m
Road length W-E: 1000 m
(Road intersection in Urban) N-S: 800 m
Lanes (Highway) 4-lanes
Lanes (Road intersection in Urban) 4-lanes
Traffic light timing cycle = 100 s
(Road intersection in Urban) red = 50 s, green = 50 s
Traffic flow (Highway) 0-3000 veh/h
Traffic flow NS-SS: 0-1800 veh/h
(Road intersection in Urban) ES-WS: 0-2700 veh/h
Speed limit (Highway) 50 m/s (180 km/h)
Speed limit (Urban) 20 m/s (72 km/h)
SU mobility model Wiedemann model [23]
Number of subbands𝑁 20
Bandwidth of each subband BW 200 kHz
Single/noise power 27dBm/-110dBm𝑁𝑠𝑎𝑚 100
Sample time 0.1ms
The path-loss exponent 2-6
shadowing dB-spread 2-20 dB
Simulation step for VISSIM 0.1s

or a moderate traffic flow environment. The traditional trust
based cooperative spectrum sensing in cognitive vehicular
networks is unable to determine the style of malicious SU
behavior. For example, the malicious SUs may be considered

w

S

E

N

0 m 10 m

Figure 8: A cognitive vehicular network at a road intersection in an
urban environment.

trustworthy when PU appears as if its form is AB attack.
The inaccuracy due to inaccurate spectrum sensing data
introduced by malicious SUs reduces the precision in BP-
CSS. From sparse to moderate, with an increase in the
number of cooperative SUs, the performances of the three
algorithms all increase due to the diversity effect of the
cooperative SUs. The simulation results in Figure 7(b) show
that our proposedWLRMR-RCSS algorithm could effectively
eliminate the unreliable data component from the corrupted
sensing data in moderate traffic densities.

Case II (high traffic density environment). To investigate our
algorithm in a high traffic density environment, we consider a
cognitive vehicular network at a road intersection with traffic
lights in an urban area, as described in Figure 8. All vehicles
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Figure 9: Comparison of the proposed WLRMR-RCSS algorithm
with Blind-CSS and ADMM-CSS algorithms with different 𝑅𝑚𝑎𝑙

values.

could repeatedly move from one end to the other three ends.
For example, among the vehicles departing from the left end,
vehicles in the middle lane will turn left (toward the top
end) at the intersection and vehicles in the right lane will go
straight (toward the right end) at the intersection. The dense
vehicle traffic at the road intersection in the urban area obeys
the Wiedemann model generated by VISSIM.

As shown in Figure 9, our proposed WLRMR-RCSS
algorithm has high performance in accordance with the
ADMM-CSS algorithm when the value 𝑅𝑚𝑎𝑙 is small. The
Blind-CSS algorithm for vehicular networks is to be used
for sharing with the surrounding vehicles. The choice of
vehicles to perform the sensing operation is determined
by vehicle speed. The Blind-CSS algorithm also has good
performance because the SUs received few abnormal data.
With the increase of the rate of abnormal data in all
cooperating SUs sensing data, our algorithm is better than
the ADMM-CSS algorithm because the weighting matrix
in our algorithm assigns smaller weights to the corrupted
data matrix in the sensing data matrix; then the corre-
sponding vectors in the recovered real data matrix are
inclined to be small. Our recovery of the real data matrix
from the corrupted data matrix becomes more effective.
The experimental results show that our WLRMR-RCSS
algorithm is effective along with an increase in 𝑅𝑚𝑎𝑙. The
performance of the traditional blind cooperative sensing
scheme as in Blind-CSS in CVNs would be influenced
significantly.
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Figure 10: Comparison of the proposed LRMR-RCSS andWLRMR-
RCSS algorithms with Blind-CSS and ADMM-CSS algorithms at
different traffic densities.

Figure 10 presents the performances of the four spectrum
sensing algorithms as a function of the vehicle density at
a road intersection in an urban environment. The traffic
density is set to 0.1, 0.2, 0.3, and 0.4 veh/m/l, denoting
moderate, high, very high, and severe congestion traffic
conditions, respectively. After a period of observation, it
shows that the performance of our proposed WLRMR-RCSS
algorithm remains stable under different traffic conditions.
Our proposed WLRMR-RCSS algorithm outperforms the
algorithms Blind-CSS and ADMM-CSS in the dense traf-
fic environment. It is observed that our proposed LRMR-
RCSS algorithm is more suitable for sparse or even mod-
erate traffic conditions. The performance of our proposed
WLRMR-RCSS algorithm increases slightly from moderate
traffic conditions to high traffic conditions. The improved
SU diversity introduces this slight increase because of the
increased number of cooperative vehicles. Of course, the
diversity would not continually increase. This fact has been
verified under the senior traffic condition, as the detection
probability is not higher. When traffic is congested, our
proposed algorithm is not affected. In such a scenario, the
detection performance of ADMM-CSS algorithms would be
reduced due to the increase of SUs. This indicates that our
proposed WLRMR-RCSS algorithm is appropriate for dense
vehicular environments.

According to Figure 11, we record the number of the
selected cooperative SUs for WLRMR-RCSS at different
traffic densities during our simulation process. We find
that the number varies. This indicates that the proposed
WLRMR-RCSS algorithm can adapt to various traffic den-
sities as the number of cooperative users in the dense
vehicular environment is not fixed but rather is altered
according to the spatial distribution of vehicles. The num-
ber of selected cooperative SUs is not high in the high
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Figure 11: Number of the selected cooperative SUs for WLRMR-
RCSS at different traffic densities.

traffic density environment. That means that the selec-
tion of cooperative SUs in the WLRMR-RCSS algorithm
could reduce the overhead in dense cognitive vehicular
networks.

5. Conclusions

This work investigates the issue of robust and effective
cooperative spectrum sensing in cognitive vehicular net-
works. We establish a robust spectrum sensing algorithm,
LRMR-RCSS, to eliminate the negative impact of corrupted
sensing data. In addition, we extend our robust cooperative
spectrum sensing algorithm WLRMR-RCSS while utilizing
cooperative diversity into denseCVNs. In theWLRMR-RCSS
algorithm, we introduce a correlation-aware SU selection
and weight assignment scheme to reduce the overhead
of cooperative vehicles. The WLRMR-RCSS algorithm has
realized cooperative SU diversity, and the historical informa-
tion on vehicle reputation is not needed. Simulation results
demonstrate that the proposed robust sensing WLRMR-
RCSS algorithm can achieve stable and competitive perfor-
mance. The complexity of WLRMR-RCSS is not high. In
practice, the cognitive vehicles are often caught in traffic
jams due to road accidents or morning and evening peak
traffic times. Our proposed WLRMR-RCSS algorithm could
specifically be applied to dense traffic environments. These
algorithms are performed by the vehicles which allows to
discover white channels accurately. As a consequence, a
greater number of vehicles are allowed to communicate
safety and nonsafety information, which can prove diversified
applications in areas that normally experience heavy traf-
fic.
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Integrating ambient backscatter communications into RF-powered cognitive radio networks has been shown to be a promising
method for achieving energy and spectrum efficient communications, which is very attractive for low-power or no-power
communications. In such scenarios, a secondary user (SU) can operate in either transmission mode or backscatter mode.
Specifically, an SU can directly transmit data if sufficient energy has been harvested (i.e., transmission mode). Or an SU can
backscatter ambient signals to transmit data (i.e., backscatter mode). In this paper, we investigate the performance of such systems.
Specifically, channel inversion power control and an energy store-and-reusemechanism for secondary users are adopted for efficient
use of harvested energy. We apply stochastic geometry to analyze coverage probability and achievable rates for both primary and
secondary users considering both communication modes. Analytical tractable expressions are obtained. Extensive simulations are
performed and the numerical results show the validity of our analysis. Furthermore, the results indicate that the performance
of secondary systems can be improved with the integration of both communication modes with only limited impact on the
performance of primary systems.

1. Introduction

In recent years, the demand for smart systems (e.g., on-body
sensing for e-Healthy) is growing fast. For such systems,
the deployed sensors usually need to work continuously and
transmit collected data for upper layer applications. Since
most sensors have limited battery and limited spectrum re-
sources, energy-efficient and spectrum efficientwireless com-
munications are required.

Several techniques have been developed for achieving
low-power or even no-power communications in a spectrum
efficient manner, among which ambient backscatter commu-
nications and radio-frequency (RF) powered cognitive com-
munications are two remarkable ones. In [1], authors investi-
gate practical backscatter for on-body sensors by using the
signals from Wi-Fi or Bluetooth. Such a backscatter sys-
tem based onWi-Fi is referred to asWi-Fi backscatter [2]. Be
different from RF identification (RFID) which needs a dedi-
cated signal emitter (RFID reader) [3],Wi-Fi backscatter does
not need dedicated reader. However, it does not perform well

in outdoor environment.While ambient backscatter commu-
nication [4] is also a type of passive communication which
utilizes ambient RF signals (e.g., TV signals) to transmit data,
no dedicated signal source is required, which makes no-
power wireless communications possible. However, the com-
munications are vulnerable since backscattered signals are
usually weak and volatile.

Another technique, harvesting energy from ambient RF
signals, has been proposed to support energy-efficient com-
munications [5–7]. Besides, RF-powered cognitive radio net-
work (CRN) offers a method to utilize primary transmitter
(PTs) signals as the energy source for secondary transmitters
(STs). A main problem is that the transmission opportunities
of RF-powered STs are limited by the harvested energy and
channel availability.

In this work, we consider the integration of ambient back-
scatter communications into RF-powered cognitive radio
networks in a similar way to [8]. In this case, these two tech-
niques could complement each other to jointly achieve the
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advantages while overcoming the individual shortcomings.
Specifically, in such scenarios, the secondary transmitters
can operate in two modes, that is, transmission mode and
backscatter mode. In transmission mode, an ST can directly
transmit data to its receiver if sufficient energy has been har-
vested and the channel is available.When the channel is busy,
an ST can switch to backscatter mode which backscatters the
ambient signals to transmit its own data.

In other words, in our cognitive radio network, the trans-
mission of secondary transmitters falls into interweave para-
digm to utilize white spaces of specific channels [9], and the
needed energy is harvested from existing signals. As for back-
scatter communication, in some extent it falls into overlay
paradigm since the backscattered signals from secondary
transmitters to primary receivers can be ignored which will
be stated in more detail in the following [9–11]. As for the
primary user activity model, which has a vital influence on
cognitive users’ performance, that is, directly determining
spectrum access time of cognitive users, in this paper follows
a simplified ON/OFF model [12] wherein total active (ON)
duration and inactive (OFF) duration of a primary user are
fixed. Besides, the details of spectrum sensing are omitted in
this paper. Other complex and widely used primary user acti-
vity models and spectrum analysis can be found in [12–15].

Note that several existing works have been done for the
integration of backscatter communications with cognitive
radio networks or cellular networks. In [16], authors give an
overview of backscatter assisted wireless powered communi-
cations and introduce a multiple access scheme in cognitive
radio networks. The tradeoff analysis in RF-powered back-
scatter CRNs is provided in [17]. However, only one single
cell is considered and no performance analysis is provided.
In [18], the integration of backscatter communications with
heterogeneous cellular networks is proposed and analyzed.
In [19], a backscatter network is analyzed by using stochastic
geometry, but dedicated power beacons are deployed to
support the communication, while, in [20, 21], a single
hybrid transmitter harvests energy from multiple ambient
transmitters, transmits its own signal, or backscatters existing
signals to a hybrid receiver, and its performance is analyzed.

In this paper, we investigate the performance of ambient
backscatter communications in RF-powered cognitive radio
network. Specifically, we propose an analytical framework
based on stochastic geometry [22–24], with which the tract-
able expressions for coverage probability and achievable rates
for both primary and secondary users considering both
communication modes are obtained. We perform extensive
simulations and the numerical results demonstrate the valid-
ity of the theoretical analysis. Also, the results indicate that
secondary systems can achieve improved performance while
having only limited impact on the primary systems, which
show the effectiveness of integration.

The rest of the paper is organized as follows: Section 2
presents the comprehensive systemmodel. Section 3 presents
channel inversion power control and energy storage and reus-
ing. Analytical expressions are given in Section 4. In Sec-
tion 5, numerical results fromanalysis and simulations are de-
scribed. Finally, Section 6 draws the conclusions.

2. System Model

2.1. NetworkModel. We consider a cognitive cellular network
in which macro base stations (MBSs, i.e., PTs, 𝑌) serve pri-
mary cellular users (PRs,𝑈) in the downlinkwhile overlaid by
cognitive secondary users. Each PR will connect to the near-
est MBS. Besides, there are secondary transmitters (STs, 𝑋)
equipped with energy storage and secondary receivers (SRs,𝑍). An ST can communicate with an SR by either backscat-
tering signals or emitting its own signals. Since backscattered
signal is weak, the distance frombackscattering node (i.e., ST)
to receiving node (i.e., SR) is limited. It is shown in [4] that, for
achieving 1 kbps information rate in outdoor environment,
2.5 feet is the maximum distance.Therefore, in this paper, for
ease of analysis, we assume that an SR is at a constant small
distance 𝑑 to its associated ST in an isotropic direction [19].

MBSs and PRs are modeled by homogeneous Poisson
point processes (HPPP) Φ and Φ̃𝑈 with intensities 𝜆 and �̃�𝑈,
respectively. STs are uniformly distributed in annular regions
with radii 𝑅𝑚 and 𝑅𝑀 centered at each MBS. Each ST can be
loosely seen as a result of random and independent displace-
ment of the MBS. In each annular region, the number of STs
is 𝑁ST ∼ 𝜋(Λ), where 𝜋(Λ) is the Poisson distribution with
parameterΛ.Thedistributionmodel of STs then is similar to a
Matern cluster process whereΦ is the parent process [25]. An
inner radius 𝑅𝑚 > 0 of the annular region is considered for
avoiding singularity of integral in the derivation process and
the outer radius 𝑅𝑀 is related to circuit power constraint
described in the following part.

We assume each PR is associated with its nearest MBS.
The probability density function (pdf) of distance 𝑟 from a
PR to its nearest MBS is [23]

𝑓 (𝑟) = 2𝜋𝜆𝑟𝑒−𝜋𝜆𝑟2 . (1)

If a point is uniformly distributedwithin a circle with radius𝑅
and 𝑟 is the distance to the center, the pdf of 𝑟 is𝑓𝑜(𝑟) = 2𝑟/𝑅2
[26]. By using conditional probability, we can get the pdf of
distance 𝑟 from an ST to its MBS as

𝐹 (𝑅 | 𝑟 ≥ 𝑅𝑚) = 𝑃 (𝑅𝑚 ≤ 𝑟 ≤ 𝑅)𝑃 (𝑟 ≥ 𝑅𝑚) = 𝑅2 − 𝑅2𝑚𝑅2𝑀 − 𝑅2𝑚 ,
𝑓≥𝑅𝑚 (𝑟) ≜ 𝑓 (𝑟 | 𝑟 ≥ 𝑅𝑚) = d𝐹 (𝑅 | 𝑟 ≥ 𝑅2𝑚)

d𝑟
= 2𝑟𝑅2𝑀 − 𝑅2𝑚 .

(2)

Without loss of generality, according to Slivnyak’s theo-
rem [27], we analyze a typical PR (𝑈0) and a typical SR (𝑍0)
located at the origin. The typical SR’s corresponding ST and
MBS are also similarly typical ST (𝑋0) and typical MBS (𝑌0),
respectively. Figure 1 illustrates randomly generated positions
of MBSs, PRs, and STs. Figure 2 shows the system model.

2.2. Channel Model. All MBSs share the same available chan-
nel set C = {𝑐1, 𝑐2, . . . , 𝑐|C|}, where |C| = 𝑁ch is the number
of channels. We assume �̃�𝑈 ≫ 𝜆 and there is one and only
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Figure 1: Network composition illustration. Centers of dual-circles
(annular regions), red dots, and blue triangles represent MBSs, pri-
mary receivers, and secondary transmitters, respectively. To ensure
visibility, only one ST is showed in an annular region and all SRs are
omitted. (Radii of annular regions in the illustration are enlarged.)

one active PR in each channel of a cell, so active PRs in a
generic channel form an HPPP Φ𝑈 with intensity 𝜆𝑈 = 𝜆
by independent thinning.

We also assume that STs in each cell have equal probabil-
ities to access a channel when it is idle, and no two STs share
the same channel.However, STs in different cellsmaynot have
equal probabilities since numbers of STs in different cells may
differ from each other. This means the thinned processes are
not HPPPs. But for ease of analysis, in this paper, similar to
the assumptions in [6, 28–30], we assume STs in different
cells in a generic channel constitute an HPPP by random
displacement and thinning.

Besides, if there are 𝑁ST STs in one annular region, the
probability that a channel in C is used by an ST is 𝑁ST/𝑁ch,
while if𝑁ST > 𝑁ch, the probability is 1. Since𝑁ST ∼ 𝜋(Λ), the
probability that a channel is used averaged over 𝑁ST is

𝑝ch = 𝑁ch∑
𝑘=0

P [𝑁ST = 𝑘] 𝑘𝑁ch
+ ∞∑
𝑘=𝑁ch+1

P [𝑁ST = 𝑘] ⋅ 1

= 1 + (Λ − 𝑁ch) Γ (𝑁ch, Λ) − 𝑒−ΛΛ𝑁ch

Γ (1 + 𝑁ch) ,
(3)

where Γ(𝑧) = ∫∞
0

𝑡𝑧−1𝑒−𝑡d𝑡 is the Gamma function andΓ(𝑧, 𝑎) = ∫∞
𝑎

𝑡𝑧−1𝑒−𝑡d𝑡 is the upper incomplete Gamma func-
tion. So STs in a generic channel form an HPPP ΦST with
intensity 𝜆ST = 𝑝ch𝜆 by independent thinning and random
displacement. And 𝑝ch is termed channel in use probability.

An extreme case is that Λ is high enough and 𝑝ch = 1
holds. This equals the setting that only one channel is con-
sidered in the network and channels of all cells are used. In

this case, besides 𝑝ch, other details of the network remain
unchanged, so does the analysis.

We assume that each channel experiences a constant noise
power𝑊 and exponential path-loss ℓ(𝑟) = 𝑟−𝛼 (or ℓ(𝑋−𝑌) =‖𝑋 − 𝑌‖−𝛼) with a uniform exponent 𝛼 > 2, where 𝑟 is a
distance, 𝑋,𝑌 ∈ R are two points, and ‖ ⋅ ‖ is the Euclidean
norm. Independent Rayleigh fading is considered which
remains constant within one time slot. The fading from a
PR/ST to its corresponding MBS is ℎ ∼ exp(𝜇ℎ), fading from
an ST to its SR is 𝑞 ∼ exp(𝜇𝑞), and interference fading from
an MBS/PR/ST to a PR/SR is 𝑔 ∼ exp(𝜇𝑔). Moreover, for
convenience we set a time slot duration to be a unit time.

2.3. Communication Model. When an MBS serves a PR, it
may turn into busy or idle mode during each time slot. We
further divide each time slot into 𝑀 minislots [19] and all
minislots are synchronized among MBSs. In addition, we
assume that each MBS randomly and independently turns
into idle mode in one of the minislots. With such assump-
tions, when the MBS is transmitting, we consider that an ST
performs energy harvesting (EH) and ambient backscatter
communication (BC) in 𝐷𝐸 and 𝐷𝐵 minislots, respectively,
andwehave𝐷𝐸+𝐷𝐵+1 = 𝑀.Minislots for EHandBCof each
ST are also randomly and independently selected with equal
probability. Besides, the ST performs traditional information
transmission (IT) using the harvested energy when the MBS
is idle. In the following, these two communication modes are
termed BC mode and IT mode, respectively. An example of
minislots assignment and selection when 𝑀 = 7 is given in
Figure 3.

In a generic minislot, STs performing energy harvesting
form an HPPP Φeh with intensity 𝜆eh = (𝐷𝐸/𝑀)𝜆ST, which
can be seen as the thinning ofΦST since each STmay work in
EHmodewithin aminislot with probability𝐷𝐸/𝑀. Similarly,
STs in BC mode and IT mode form HPPPs Φbc and Φ̃it with
intensities 𝜆bc = (𝐷𝐵/𝑀)𝜆ST and �̃�it = 𝜆ST/𝑀, respectively.
Moreover, MBSs in busy mode also form an HPPP Φbs with
intensity 𝜆bs = (1 − 1/𝑀)𝜆.

We further assume that the SR knows about its ST’s work
mode so as to perform corresponding decoding. Saturation
condition is also assumed where a data packet is always ready
for transmission.

Besides, we assume that when an ST performs BC, a por-
tion 𝛽 of the received power is used for BC, and the back-
scatter efficiency is 𝜂𝑏. So the backscatter power of a generic
ST is

𝑃bc = 𝛽𝜂𝑏 ‖𝑋 − 𝑌‖−𝛼 ℎ, (4)

where ‖𝑋 − 𝑌‖ is the distance from the MBS to the ST, while
the remaining portion 1−𝛽 is stored as energy [19] along with
received power in EHmode. And the conversion efficiency is𝜂. In this case, the harvested energy within a time slot is

𝐸𝐻 = 𝜂 (𝐷𝐸𝑀 + (1 − 𝛽) 𝐷𝐵𝑀 )𝑟−𝛼ℎ = 𝐷ebℎ𝑀𝑟𝛼 , (5)

where 𝐷eb = 𝜂(𝐷𝐸 + (1 − 𝛽)𝐷𝐵).
In order to perform IT, an ST must satisfy the circuit

power constraint that 𝐸𝐻 is more than that consumed 𝐸𝐶 by
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Figure 3: An example of minislots assignment and selection for different mode when number of minislots is 7.

the circuit, while the remaining power 𝐸𝐻 − 𝐸𝐶 is used for
data transmission. Since a time slot lasts a unit time, we will
also describe 𝐸𝐻 and 𝐸𝐶 as the power. The average harvested
energy can be obtained as

Eℎ [𝐸𝐻] = ∫∞
0

𝜇ℎ𝑒−𝜇ℎℎ𝐷ebℎ𝑀𝑟𝛼 dℎ = 𝐷eb𝜇ℎ𝑀𝑟𝛼 , (6)

and the limitation of distance 𝑟 from an ST to an MBS, that
is, 𝑅𝑀, can be derived as

Eℎ [𝐸𝐻] − 𝐸𝐶 > 0 ⇐⇒ 𝑟 < 𝑅𝑀 ≜ ( 𝐷eb𝜇ℎ𝑀𝐸𝐶)1/𝛼 , (7)

where 𝑅𝑀 is based on the setting that STs distributed in the
annular region should satisfy the circuit power constraint.

When fading is considered, the probability that harvested
energy 𝐸𝐻 is above demand is

𝐺 (𝑥) ≜ P [𝐸𝐻 > 𝑥] = P [𝐷ebℎ𝑀𝑟𝛼 > 𝑥]
= ∫𝑅𝑀

𝑅𝑚

∫∞
𝑀𝑟𝛼𝑥/𝐷eb

𝑓≥𝑅𝑚 (𝑟) ⋅ 𝑓 (ℎ) dℎ d𝑟
= 2 (𝐻 (𝑥, 𝑅𝑚) − 𝐻 (𝑥, 𝑅𝑀))𝛼 (𝑅2𝑀 − 𝑅2𝑚) ,

(8)

where 𝑥 is a parameter representing energy demand, 𝑟 is the
distance from an ST to its MBS, 𝑓≥𝑅𝑚(𝑟) is the pdf given in
(2), ℎ is the fading, and
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𝐻(𝑥, 𝑦) = 𝑦2𝐸(𝛼 − 2𝛼 , 𝐽 (𝑥) 𝑦𝛼) ,
𝐽 (𝑥) = 𝑥𝜇ℎ𝑀𝐷eb

,
𝐸 (𝑛, 𝑧) = ∫∞

1
𝑒−𝑧𝑡𝑡−𝑛d𝑡 (exponential integral) ,

(9)

where 𝛼, 𝜇ℎ, 𝑀, and 𝐷eb have been presented. Therefore, the
constraint satisfaction probability 𝑝sat of an ST is

𝑝sat ≜ P [𝐸𝐻 − 𝐸𝐶 > 0] = 𝐺 (𝐸𝐶) . (10)

In the following, 𝑝sat will also be termed power satisfaction
probability. Taking this probability into account, STs in IT
mode that have enough energy form an HPPP Φit with
intensity 𝜆it = 𝑝sat�̃�it = 𝑝sat𝜆ST/𝑀. In the following, these
STs are called working STs.

When performing IT, the available energy is 𝐸𝐻−𝐸𝐶, but
for ease of analysis, in this paper we adopt the setting that a
portion 𝜉 of the harvested energy 𝐸𝐻 can be used for active
information transmission [31] and energy not used is ignored
in different time slots. So the transmit power of a generic ST
is

𝑃it = 𝜉𝐸𝐻1/𝑀 = 𝜉𝐷eb ‖𝑋 − 𝑌‖−𝛼 ℎ, (11)

where ‖𝑋 − 𝑌‖ is the distance from the MBS to the ST.

2.4. Interference Model. In [32], authors mentioned interfer-
ence regeneration that a backscatter node reflects all incident
signals which leads to a square number of interference com-
ponents for each SR. One effective solution is to adopt spread
spectrum techniques. In this paper, we simplify this problem
and assume that an ST backscatters only the signal from its
corresponding MBS.

2.4.1. Backscattered Signal to an SR in ITMode. Backscattered
signal from an ST to an SR in IT mode is considered as an
extra path. We assume an SR in IT mode has the ability to
eliminate multipath effect like PRs [4], so such interference is
ignored.

2.4.2. Transmitted Signal to an SR in BCMode. Since an SR in
BCmode senses and decodes backscattered signal by sensing
changes in the signal caused by backscattering [4], we also
ignore such interference.

2.4.3. Backscattered Interference to an SR in BC Mode. Such
interference comes from other STs (𝑋𝑖) in BC mode whose
corresponding MBSs (𝑌𝑖) are in busy mode. Interfering STs
come fromΦbc \ {𝑋0}. Such interference is firstly transmitted
from anMBS to its ST, encountering path-loss ℓ(𝑋𝑖 −𝑌𝑖) and
Rayleigh fading ℎ ∼ exp(𝜇ℎ), then it is backscattered from an
ST to the typical SR, encountering path-loss ℓ(𝑋𝑖 − 𝑍0) and
Rayleigh fading 𝑔 ∼ exp(𝜇𝑔). The interference is denoted as

𝐼bc = ∑
𝑋𝑖∈Φbc\{𝑋0}

𝑃bc𝑖 𝑋𝑖 − 𝑍0−𝛼 𝑔𝑖, (12)

where𝑃bc𝑖 is the backscatter power of an ST in BCmode given
in (4).

2.4.4. Transmitted Interference to an SR in IT Mode. Such
interference comes from otherMBSs in busy mode and other
STs in IT mode whose correspondingMBSs are in idle mode.
Interfering MBSs come from Φbs \ {𝑌0}. Such interference
is transmitted from an MBS to the typical SR, encountering
path-loss ℓ(𝑌𝑖 − 𝑍0) and Rayleigh fading 𝑔 ∼ exp(𝜇𝑔). Inter-
fering STs come from Φit\{𝑋0}. Such interference is firstly
transmitted from an MBS to its ST, encountering path-lossℓ(𝑋𝑖 − 𝑌𝑖) and Rayleigh fading ℎ ∼ exp(𝜇ℎ), then it is
backscattered from the ST to the SR, encountering path-lossℓ(𝑋𝑖 −𝑍0) and Rayleigh fading 𝑔 ∼ exp(𝜇𝑔). The interference
is denoted as

𝐼sum = 𝐼it + 𝐼bs
= ∑
𝑋𝑖∈Φit\{𝑋0}

𝑃it𝑖 𝑋𝑖 − 𝑍0−𝛼 𝑔𝑖
+ ∑
𝑌𝑖∈Φbs\{𝑌0}

𝑌𝑖 − 𝑍0−𝛼 𝑔𝑖,
(13)

where 𝐼it, 𝐼bs represent two interference components, respec-
tively, and𝑃it𝑖 is the transmit power of an ST in ITmode given
in (11).

2.4.5. Transmitted Interference to a PR. All interference to a
PR is identical to the interference to an SR in ITmode.Wewill
analyze performance of a PR located at the origin encounter-
ing no interference from STs to make a comparison to reveal
the effect on PRs.

2.5. RateModel for Backscatter Link. In [4], the bit rate (alter-
nating sequence of ones and zeros) of the ambient backscatter
prototype is related to the setting of circuit elements. Similar
settings are also used in [8, 17, 18] and will be used in this
paper, too. Besides, we assume if the signal-to-interference-
plus-noise-ratio (SINR) of backscatter communication is
above a threshold, the predesigned rate can be achieved [20].

Notations used in this paper are listed in the Notations.

3. Channel Inversion Power Control and
Energy Storage and Reusing

Since energy is precious for secondary users, the harvested
energy should be used more efficiently. So in this section we
apply channel inversion power control to ST’s active informa-
tion transmission to avoid poor signal transmitted from STs.
Moreover, since power control is applied, there is a higher
probability that secondary users do not use up its energy.
Therefore, we also propose a simple energy storage and reus-
ing mechanism, to improve the utilization of harvested ener-
gy.

3.1. Channel Inversion Power Control. In this part, we use
channel inversion power control to let STs make less inter-
ference to primary users and conserve energy, while keeping
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their active transmission reliable. To be specific, an ST in IT
mode will not use up its energy but transmit at a power to
invert the path-loss to make sure that the average received
power at its SR is equal to an SR’s sensitivity 𝜌 in ITmode [33].
Specifically, if the available energy is enough to support chan-
nel inversion power control, the ST will transmit at power𝜌𝑑𝛼, where 𝑑 is the distance between a secondary pair. So𝜌 will highly impact the performance of STs in IT mode.
Besides, if the available energy cannot support the power con-
trol to achieve the SR’s sensitivity, the ST will not transmit. So
an ST’s transmit power using channel inversion power control
is

𝑃𝜌 = {{{{{{{
𝜌𝑑𝛼, 𝐸𝐻 − 𝐸𝐶1/𝑀 > 𝜌𝑑𝛼,
0, 𝐸𝐻 − 𝐸𝐶1/𝑀 ≤ 𝜌𝑑𝛼, (14)

which can be rewritten as

𝑃𝜌 = {{{{{{{
𝜌𝑑𝛼, 𝐸𝐻 > 𝜌𝑑𝛼𝑀 + 𝐸𝐶,
0, 𝐸𝐻 ≤ 𝜌𝑑𝛼𝑀 + 𝐸𝐶. (15)

The probability that an ST transmits at power 𝑃𝜌, which takes
circuit power constraint into account, is

𝑝𝜌 = P [𝐸𝐻 ≥ 𝜌𝑑𝛼𝑀 + 𝐸𝐶] = 𝐺(𝜌𝑑𝛼𝑀 + 𝐸𝐶) , (16)

where𝐺(⋅) is given in (8). For convenience,𝐸𝐻 > 𝜌𝑑𝛼/𝑀+𝐸𝐶
is termed power constraint with sensitivity and 𝑝𝜌 is termed
sensitivity satisfaction probability. Since STs are independent
from each other, working STs in ITmode adopting the power
control form an HPPP Φ𝜌 with intensity 𝜆𝜌 = 𝑝𝜌�̃�it =𝑝𝜌𝜆ST/𝑀. Any working ST will transmit at power 𝑃𝜌 and the
remaining energy is ignored.

In the following, for convenience, when we analyze STs
and PRs under power control, we still use notations which
exist in normal settings, but with a slight difference when
the notations involve STs in IT mode. For example, 𝐼it under
power control equals ∑𝑋𝑖∈Φ𝜌\{𝑋0} 𝑃𝜌‖𝑋𝑖 − 𝑍0‖−𝛼𝑔𝑖.
3.2. Energy Storage and Reusing. As described above, an ST
has a probability to get enough energy for transmitting in IT
mode. If it does not get enough, in our previous settings, the
unused energy is ignored and cannot be used in other time
slots. Here we consider the setting that the energy can be
stored, for a potential reusing. And we assume an ST has an
energy storage component with capacity 𝐸𝑀. Besides, energy
storage follows channel inversion power control, and the re-
maining energy when an ST can perform active transmission
is also stored.

If the energy demand for active transmission is 𝐸𝐷,
herein 𝐸𝐷 = 𝜌𝑑𝛼/𝑀 + 𝐸𝐶, where 𝐸𝐶 is the circuit power
consumption, the stored energy in a time slot is

𝐸𝑆 = {{{
𝐸𝐻 − 𝐸𝐷, 𝐸𝐻 > 𝐸𝐷,
𝐸𝐻, 𝐸𝐻 ≤ 𝐸𝐷. (17)

Note that we assume an ST can detect whether the harvested
energy is enough for active transmission before trying to
transmit. If not enough, the ST will not work and cost no
energy. Besides, the energy consumption for detection is
ignored, so the harvest energy is 𝐸𝐻 and we do not consider
the case that𝐸𝐻 < 𝐸𝐶. From (8) we know the sensitivity satis-
faction probability is 𝐺(𝐸𝐷); hence the expectation of stored
energy is

𝐸𝑆 = E [𝐸𝑆]
= 𝐺 (𝐸𝐷) ⋅ (E [𝐸𝐻] − 𝐸𝐷) + (1 − 𝐺 (𝐸𝐷)) ⋅ E [𝐸𝐻]
= E [𝐸𝐻] − 𝐺 (𝐸𝐷) ⋅ 𝐸𝐷.

(18)

For ease of analysis, we assume once an ST has stored
enough energy for active transmission before a time slot, it
will use that energy in the slot. But the unused part and har-
vested energy in that slot are ignored.Therefore, the expecta-
tion of stored energy after𝑁𝑆 = ⌈𝐸𝐷/𝐸𝑆⌉ time slots is enough
for another active transmission. So in the next time slot, an ST
certainly has enough energy for active transmission, and the
sensitivity satisfaction probability of the𝑁𝑆+1 slots increases
to (𝑁𝑆𝐺(𝐸𝐷) + 1)/(𝑁𝑆 + 1). For simplicity we consider only
the next time slot, so the increase of sensitivity satisfaction
probability is

𝑝Δ𝜌 = (𝑁𝑆𝐺 (𝐸𝐷) + 1𝑁𝑆 + 1 − 𝐺 (𝐸𝐷)) (1 − 𝐺 (𝐸𝐷))
= (𝐺 (𝐸𝐷) − 1)2𝑁𝑆 + 1 ,

(19)

where 1 − 𝐺(𝐸𝐷) is the dissatisfaction probability, and this
part means the improvement works only when harvested
energy is not enough.

Although the reusing mechanism of stored energy is
rough, it provides a view of reusing stored energy and in-
creases the chance of active transmission.

Some point processes (p.p.) described in the paper, along
with their descriptions, intensities (inten.), and values are
listed in Table 1 to provide a clear view.

4. Coverage Probability and Achievable Rate

We analyze the coverage probabilities and average achievable
rates of an SR in different communication modes and a PR,
by using Shannon formula. The average rate is

E [log2 (1 + SINR)] = E [ln (1 + SINR)]
ln (2) . (20)

Besides, since SINR ≥ 0, it is easy to derive
E [ln (1 + SINR)] = ∫∞

0

11 + 𝑇P [SINR > 𝑇] d𝑇, (21)

where 𝑇 is the SINR threshold. So in the following, we will
derive the coverage probability of the typical SR or PR in form

P [SINR > 𝑇] = P [ 𝑆𝐼 + 𝑊 > 𝑇] , (22)
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Table 1: Some point processes and their descriptions.

p.p. Description Inten. ValueΦ𝑈 Primary users in a generic channel 𝜆𝑈 𝜆ΦST STs in a generic channel 𝜆ST 𝑝ch𝜆Φeh STs in EH mode 𝜆eh (𝐷𝐸/𝑀)𝜆STΦbc STs in BC mode 𝜆bc (𝐷𝐵/𝑀)𝜆STΦbs Busy MBSs 𝜆bs (1 − 1/𝑀)𝜆Φ̃it STs in IT mode �̃�it 𝜆ST/𝑀Φit Working STs in IT mode 𝜆it 𝑝sat�̃�itΦ𝜌 Working STs (power control) 𝜆𝜌 𝑝𝜌�̃�it

where 𝑆 is the desired signal, 𝐼 is the interference, and𝑊 is the
noise. After deriving the coverage probabilities, average rates
can be easily obtained.

Firstly, we show some properties of the derivation pro-
cesses which will be used for the following analysis and
theorems.

Property 1. If the pdf of distance 𝑟 from an MBS to an ST is𝑓≥𝑅𝑚(𝑟) in (2), the following expectation of 𝑟 can be derived
easily:

E [𝑟−2] = ∫𝑅𝑀
𝑟≥𝑅𝑚

𝑟−2 2𝑟𝑅2𝑀 − 𝑅2𝑚 d𝑟 = 2 ln (𝑅𝑀/𝑅𝑚)𝑅2𝑀 − 𝑅2𝑚 . (23)

Property 2. If fading ℎ ∼ exp(𝜇ℎ), the following expectation
of ℎ can be derived easily:

E [ℎ2/𝛼] = ∫∞
0

𝜇ℎ𝑒−𝜇ℎℎℎ2/𝛼dℎ = 𝜇−2/𝛼ℎ Γ ( 2𝛼 + 1) , (24)

where 𝛼 is the path-loss exponent and Γ(𝑧) = ∫∞
0

𝑡𝑧−1𝑒−𝑡d𝑡 is
the Gamma function.

Property 3. If 𝑦 is a random variable, the following integral of𝑦 can be represented in nonintegral form:

𝐾 (𝛼) = ∫∞
0

𝑦1 + 𝑦𝛼 d𝑦 = 𝜋𝛼 sin (2𝜋/𝛼) , (25)

where 𝛼 is the path-loss exponent. Be similar to [26], we
denoted the result in (25) as 𝐾(𝛼) with some differences.

Property 4. Given the Laplace transformL𝑋(𝑠) of a continu-
ous random variable 𝑋, the pdf 𝑓𝑋(𝑥) of 𝑋 can be recovered
by inverse Laplace transform as [21]

𝑓𝑋 (𝑥) = L
−1 {L𝑋 (𝑠)} (𝑥) . (26)

Note that, in this paper, we focus on a generic channel,
a typical primary receiver, and a typical secondary receiver.
Unless otherwise stated, the following analyzed coverage
probabilities and average rates are analyzed under the setting
that the receivers exist already.

4.1. Coverage Probability of an SR in BC Mode. Here we
analyze the coverage probability of the typical secondary

receiver working in backscatter mode; that is, its secondary
transmitter backscatters signals for data transmission. The
desired signal power is given in (4) and the interference is
analyzed in Section 2.4.

Theorem 5. The coverage probability of an SR in BC mode
located at the origin is

𝑝𝑏𝑐𝑐 = ∫𝑅𝑀
𝑟≥𝑅𝑚

∫∞
𝑞>0

𝜇𝑞 exp (𝐴𝑏𝑐 − 𝐵𝑏𝑐𝐶) d𝑞𝑓≥𝑅𝑚 (𝑟) d𝑟, (27)

where

𝐴𝑏𝑐 = −𝜇𝑞𝑞 − 𝜇ℎ𝛽𝜂𝑏𝑞𝑇𝑊𝑑𝛼𝑟𝛼,
𝐵𝑏𝑐 = 𝜆𝑏𝑐 (𝜇ℎ𝑇𝜇𝑔𝑞)2/𝛼 𝑑2,
𝐶 = 2𝜋𝑟2E [𝑅−2]E [ℎ2/𝛼]𝐾 (𝛼) ,

(28)

andE[𝑅−2],E[ℎ2/𝛼], and𝐾(𝛼) are given in (23), (24), and (25),
respectively, where 𝑅 is the distance from a generic interfering
ST to its MBS having the same pdf given in (2).

Proof. See Appendix.

4.2. Coverage Probability of an SR in IT Mode. Here we ana-
lyze the coverage probability of the typical secondary receiver
working in information transmission mode, that is, receiving
signals transmitted by its secondary transmitter. The desired
signal power is given in (11) and the interference is analyzed
in Section 2.4.

Note that the typical ST in IT mode also has a probability
of satisfying circuit power constraint, so the average coverage
probability of the typical SR is

𝑝it
𝑐 = {{{

P [SINRit > 𝑇] , 𝐸𝐻 ≥ 𝐸𝐶,
0, 𝐸𝐻 < 𝐸𝐶, (29)

which can be further written as

𝑝it
𝑐 = 𝑝satP [SINRit > 𝑇] . (30)

Since 𝑝sat has been analyzed, in the following, we mainly
derive 𝑝it

𝑐 = P[SINRit > 𝑇] under the assumption that the
typical ST satisfies the circuit power constraint, and coverage
probability refers to 𝑝it

𝑐 for convenience.
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Theorem 6. The coverage probability of an SR in IT mode lo-
cated at the origin is

𝑝it
𝑐

= ∫𝑅𝑀
𝑟≥𝑅𝑚

∫∞
𝑞>0

𝜇𝑞 exp (𝐴 it − 𝐵it𝐶 − 𝐷it) d𝑞𝑓≥𝑅𝑚 (𝑟) d𝑟, (31)

where

𝐴 it = −𝜇𝑞𝑞 − 𝜇ℎ𝑇𝑊𝜉𝐷eb𝑞 𝑑𝛼𝑟𝛼,
𝐵it = 𝜆it (𝜇ℎ𝑇𝜇𝑔𝑞 )2/𝛼 𝑑2,
𝐷it = 2𝜋𝜆bs ( 𝜇ℎ𝑇𝜇𝑔𝜉𝐷eb𝑞)2/𝛼 𝑑2𝑟2𝐾 (𝛼) ,

(32)

and 𝐶 is given in (28).

Proof. See Appendix.

4.3. Coverage Probability of a PR. Here we analyze the
coverage probability of the typical primary receiver with
regard to interference from STs in IT mode. The desired
signal comes from its MBS, and the interference is analyzed
in Section 2.4.

Theorem 7. The coverage probability of a PR located at the
origin is

𝑝𝑝𝑟𝑐 = ∫∞
𝑟>0

exp (𝐴𝑝𝑟 − 𝐵𝑝𝑟𝐶 − 𝐷𝑝𝑟) 𝑓 (𝑟) d𝑟, (33)

where𝐴𝑝𝑟 = −𝜇ℎ𝑇𝑊𝑟𝛼,
𝐵𝑝𝑟 = 𝜆𝑖𝑡 (𝜉𝐷𝑒𝑏𝜇ℎ𝑇𝜇𝑔 )2/𝛼 ,
𝐷𝑝𝑟 = 2𝜋𝜆𝑏𝑠 (𝜇ℎ𝑇𝜇𝑔 )2/𝛼 𝑟2 ∫∞

(𝜇𝑔/(𝜇ℎ𝑇))
1/𝛼

𝑦1 + 𝑦𝛼 d𝑦,
(34)

and 𝐶 is given in (28).

Proof. See Appendix.

4.4. Coverage Probability of a PR without Interference from
STs. Here we analyze the coverage probability of the typical
primary receiver without interference from STs in IT mode.
The desired signal still comes from the MBS and the primary
receiver suffers only interference from other MBSs.

Theorem 8. The coverage probability of a PR considering no
interference from STs is

𝑝𝑝𝑟𝑐 = ∫∞
𝑟>0

exp (𝐴𝑝𝑟 − 𝐷𝑝𝑟) 𝑓 (𝑟) d𝑟, (35)

where 𝐴𝑝𝑟 and 𝐷𝑝𝑟 are given in (34).

Proof. See Appendix.

4.5. Coverage Probability of an SR in IT Mode under Power
Control. Here we analyze the coverage probability of the typ-
ical secondary receiver working in information transmission
mode and adopting power control. The main differences are
the transmit power of STs and their constraint satisfaction
probability from 𝑝sat to 𝑝𝜌.

Similarly to Section 4.2, coverage probability averaged
over constraint satisfaction probability is

𝑝it
𝑐,𝜌 = 𝑝𝜌P [SINR𝜌it > 𝑇] , (36)

and in the following, coverage probability refers to 𝑝it
𝑐,𝜌 =

P[SINR𝜌it > 𝑇] under the assumption that the typical ST satis-
fies the power constraint with sensitivity.

Theorem 9. The coverage probability of an SR in IT mode
under power control is

𝑝𝑖𝑡𝑐,𝜌 = exp (𝐴𝜌𝑖𝑡 − 𝜆𝜌𝐷𝜌𝑖𝑡 − 𝜆𝑏𝑠𝑃−2/𝛼𝜌 𝐷𝜌𝑖𝑡) , (37)

where

𝐴𝜌𝑖𝑡 = −𝜇𝑞𝑇𝑊
𝑃𝜌 𝑑𝛼,

𝐷𝜌𝑖𝑡 = 2𝜋(𝜇𝑞𝑇𝜇𝑔 )2/𝛼 𝑑2𝐾 (𝛼) .
(38)

Proof. See Appendix.

4.6. Coverage Probability of a PR under Power Control

Theorem 10. The coverage probability of a PR suffering inter-
ference from STs in IT mode under power control is

𝑝𝑝𝑟𝑐,𝜌 = ∫∞
𝑟>0

exp (𝐴𝑝𝑟 − 𝐵𝜌𝑝𝑟 − 𝐷𝑝𝑟) 𝑓 (𝑟) d𝑟, (39)

where 𝐴𝑝𝑟, 𝐷𝑝𝑟 are given in (34), and

𝐵𝜌𝑝𝑟 = 2𝜋𝜆𝜌 (𝜇ℎ𝑇𝜇𝑔 )2/𝛼 𝑟2𝑃2/𝛼𝜌 𝐾 (𝛼) . (40)

Proof. See Appendix.

5. Numerical Results

We evaluate our analytical results by simulations. The sim-
ulation region is a square with side length of 10 km. The
simulation results are obtained by averaging over 1000 runs.
Unless otherwise stated, parameter values are listed inTable 2.
To generate uniformly distributed points in an annular
region, we use a native method of generating a random point
within a circle with radius 𝑅𝑀, and if the random value is
smaller than the inner radius 𝑅𝑚, the point will be generated
repeatedly until it is in the annular region. A mathematical
method is to use inverse transform sampling.
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Table 2: Parameter value list.

Parameter Value
Inner radius of annular regions 𝑅𝑚 5
Constant distance from an SR to its ST 𝑑 10
MBS density 𝜆 5/km2

Poisson distribution parameter Λ 3
Number of channels 𝑁ch 4
Minislot number 𝑀 7
BC minislot number 𝐷𝐵 3 (i.e., 𝐷𝐸 = 3)
Path-loss exponent 𝛼 4
Fading parameters 𝜇ℎ, 𝜇𝑔, 𝜇𝑞 1
Noise 𝑊 −90 dBm
EH efficiency 𝜂 0.6
BC portion 𝛽 0.3
BC efficiency 𝜂𝑏 0.6
IT portion 𝜉 0.5
Circuit energy consumption 𝐸𝐶 −30 dBm
SR’s sensitivity in IT mode −60 dBm
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Figure 4: Channel in use probability versus Poisson distribution
parameter (i.e., average number of STs clusters around an MBS).

5.1. Channel in Use Probability. Figure 4 shows the chan-
nel in use probability 𝑝ch given in (3). The simulation of
channel selection is performed by random selection from
all possible combinations. STs clustering around an MBS
select idle channels using the method in Section 2.2; that is,
they randomly select idle channels. We focus on the typical
channel (numbered 1) and count how many typical channels
are selected by STs clustering around all MBSs.The analytical
and simulation curves overlap since the channel selection is
simple, and the results are almost identical.

5.2. Power Satisfaction Probability and Sensitivity Satisfaction
Probability. Figure 5 shows the power satisfaction probability𝑝sat given in (10), of an ST. As circuit power consumption𝐸𝐶 increases from −40 dBm (0.1 𝜇W) to −10 dBm (0.1mW),
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Figure 5: Power satisfaction probability of an ST.
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Figure 6: Sensitivity satisfaction probabilities of an ST under power
control.

the probability decreases, but not much. The reason is that a
larger 𝐸𝐶makes STs closer toMBSs, and STs then can harvest
more energy to support a high satisfaction probability.

Figure 6 shows the sensitivity satisfaction probability 𝑝𝜌
given in (16), of an ST under power control. As SRs’ sensitivity𝜌 increases from −70 dBm to −50 dBm, 𝑝𝜌 decreases sharply.
The reason is that 𝜌 does not change 𝑅𝑀, but requires more
energy. And when 𝜌 decreases further, the probability is
already very low, so the change of satisfaction probability is
small. The difference between these two figures also reveals
the importance of 𝑅𝑀. Moreover, 𝑝𝜌 is affected by circuit
power constraint as well, which further affects the energy
demand to transmit at 𝑃𝜌.
5.3. Coverage Probabilities. Figure 7 shows the analytical and
simulated coverage probabilities of an ST in BC mode, IT
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Figure 7: Analytical coverage probability of an ST in BCmode (bc),
IT mode (it), and IT mode under power control (it𝜌).

mode, and ITmode under power control. Since distance from
an ST to its MBS and distance from an SR to its ST are both
very short, signals decay not much. Besides, as described in
Section 2.4, transmitted signals from MBSs and STs in IT
modemake no interference to an SR in BCmode, so coverage
probability of BC mode is much higher, while coverage
probability of IT mode (under power control) is lower.
Moreover, there is an intersection of curves of probabilities
of IT mode and IT mode under power control. This happens
since an SR in normal IT mode receives varied-power signals
related to the ST’s harvested energy. This means an ST may
transmit at a high power, resulting in a high SINR, and may
transmit at a low power, resulting in a low SINR. So the
SINRs of SRs in normal IT mode range widely. On the other
hand, an SR in IT mode under power control always receives
constant-power (equals its sensitivity) signals from its ST, if
fading is not considered.Thismeans, there are few SRs having
(extremely) low SINRs or high SINRs, whichmakes the curve
shrink horizontally.

Note that these probabilities are not averaged over 𝑝sat or𝑝𝜌; that is, we assume the typical ST has already satisfied the
constraints.

Figure 8 shows the analytical and simulated coverage
probabilities of a PR. The probabilities of a PR interfered or
not by STs in IT mode change too little to be observed, so
the figure shows that only two curves represent analytical and
simulated results. Since an ST transmits by using harvested
energy, the transmit power is relatively lower to the power of
MBSs. Besides, only STs whose MBSs are idle can transmit,
and the idle ratio is low (1/7 in our settings), so the number
of interfering STs to a PR is small. These are the two main
reasons why STs’ interference to a PR is so low. As for an SR in
IT mode, since it is very close to its ST, it still gets high SINR
even when the ST transmits at low power.
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Figure 9: Analytical distribution of interference caused by STs in IT
mode.

5.4. Distributions of Interference Caused by STs in IT Mode
and under Power Control. As interference caused by STs in
IT mode (and under power control) to a PR has quite limited
effect on the PR’s SINR, herewe give the distributions of inter-
ference caused by STs. Following (26) in Property 4, (B.3) in
Appendix, and (E.3) in Appendix, the analytical interference
distributions caused by STs in IT mode and STs under power
control are drawn in Figures 9 and 10, respectively.

5.5. Effect of Minislots Assignment on Coverage Probabilities.
The different assignments of minislots, that is, different 𝐷𝐵
and 𝐷𝐸, result into different numbers of STs in backscatter
mode and energy harvestingmode, that is, intensities 𝜆bc and𝜆eh of Φbc and Φeh, respectively. The intensity 𝜆bc does not
affect backscatter power of an ST, because backscattering
is instantaneous. But 𝜆bc affects interference power since it
changes number of STs in backscatter mode. However, as
described in previous subsection, SINR of an SR in BCmode
is much higher, which means change of interference power
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Figure 10: Analytical distribution of interference caused by STs in
IT mode (under power control).

makes little effect on the SINR, where noise 𝑊 affects. So
in both analytical and simulated results, when 𝐷𝐵 changes
from 1 to 5, 𝑝bc

𝑐 varies quite little (less than 3%) when 5 dB is
selected as the SINR threshold.

As for coverage probabilities of an SR in other modes,
they change quite little, too (less than 1% and 4% in analytical
and simulated results, resp.). The reason is that when 𝐷𝐵
decreases, all STs harvest more energy (on average), so their
transmit powers increase together. On the other hand, since
we assume each MBS turns into idle in only one minislot,
the minislots assignment does not affect number of STs in IT
mode. Therefore, 𝐷𝐵 makes little change on their SINRs. As
for PR, since STs’ impact of it is very limited as shown in the
previous subsection, its SINR changes little (less than 1% and3% in analytical and simulated results, resp.) when𝐷𝐵 varies.
5.6. Coverage Probabilities When Channels Are Fully Used.
When considering special case fully used channels, 𝑝ch =1 holds and other settings remained. The analytical and
simulated results of coverage probabilities in this case are very
close to the above probabilities under normal settings. The
analytical average changes over different SINR thresholds are0.11%, 0.01%, 0.01%, 0%, 0%, and 0.01% corresponding to
BCmode, ITmode, ITmode under power control, a PR, a PR
without STs, and a PR (STs under power control), respectively.
And the simulated average changes are 0.90%, 1.81%, 0.83%,0.83%, 0.47%, and 0.83%, respectively. So when 𝑁ch = 4
and Λ changes from 3 to a high enough value, the coverage
probabilities change little.

5.7. Average Rates of STs in IT Mode. Figure 11 shows average
rates of an ST in IT mode versus circuit power consumption𝐸𝐶, with differentΛ. As𝐸𝐶 increases, the rate becomes higher,
too. This reason is that 𝐸𝐶 affects 𝑅𝑀 given in (7). A smaller𝐸𝐶means a smaller𝑅𝑀 since STs have to be distributed closer
to MBSs to get enough energy. However, since we assume
a portion of the harvested energy can be used to perform
information transmission, the power of the desired signal
increases as well, resulting in a higher rate. Figure 12 shows
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Figure 11: Average rates of an ST in IT mode versus circuit power
consumption.
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Figure 12: Average rates of an ST in IT mode under power control
versus sensitivity.

average rates of an ST in ITmode under power control versus
SRs’ sensitivity 𝜌, with different Λ. As 𝜌 increases, an SR
receives a higher SINR because the desired signal is stronger,
and there are less interfering STs.

Note that the rates are averaged over 𝑝ch which represents
the utility ratio of a channel by STs. Besides, since it is
observed that STs in IT mode have limited interference to
PRs, rates of a PR are omitted.

5.8. Average Stored Energy and Reusing. A larger circuit
power consumption 𝐸𝐶 or SRs’ sensitivity 𝜌 makes energy
demand 𝐸𝐷 higher, 𝐺(𝐸𝐷) lower, 𝑅𝑀 smaller, and 𝐸𝐻 higher.
So the impact on average stored energy in a time slot 𝐸𝑆
cannot be observed directly from (18). Figures 13 and 14 show
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Figure 13: Average stored energy of an ST versus circuit power con-
sumption.

Analysis
Simulation

×10−7

×10−5

0.2 0.4 0.6 0.8 10
ST’s sensitivity (W)

2

2.1

2.2

2.3

2.4

2.5

2.6

Av
er

ag
ed

 st
or

ed
 en

er
gy

 in
 a 

tim
e s

lo
t (

W
)

Figure 14: Average stored energy of an ST versus sensitivity.

the analytical and simulated results of 𝐸𝑆 versus 𝐸𝐶 and 𝜌,
respectively.

Figures 15 and 16 show the sensitivity satisfaction prob-
ability increase 𝑝Δ𝜌 given in (19). These results are computed
using (19), and the simulation data needed are obtained from
simulations. Besides, analytical results are computed in small
granularity (about 100 data points in both figures), while a
spot of simulated data points is drawn in circles. Under our
parameter settings, when 𝐸𝐶 increases, 𝑝Δ𝜌 decreases sharply
with a slow increase after that. But when 𝜌 increases, 𝑝Δ𝜌
varies like a staircase function and decreases overall after the
beginning increase. The staircase follows 𝑁𝑆 which contains
a ceiling function. Once the energy demand is large enough
or averaged stored energy is less enough, 𝑁𝑆 increases by 1,
and the satisfaction probability drops down.
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Figure 15: Average stored energy of an ST versus circuit power con-
sumption.
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Figure 16: Average stored energy of an ST versus sensitivity.

6. Conclusions

In this work, we have analyzed the performance of ambient
backscatter communications in RF-powered cognitive radio
networks based on stochastic geometry. Besides, we have
applied channel inversion power control to active informa-
tion of secondary users. After that, a simple energy storage
and reusing mechanism has been designed and analyzed to
improve utilization of harvested energy. Analytical results
for constraint satisfaction probabilities and coverage prob-
abilities of secondary users and of primary users consid-
ering both communication modes of secondary users have
been obtained. Besides, average rates of secondary users
have been obtained based on coverage probability. As for
energy reusing, we have analyzed average stored energy
during a time slot and the increase of constraint satisfaction
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probability when power control is applied. The numerical
results validate our theoretical analysis. Also, the results show
performance improvement of secondary systems with only
limited impact on the performance of primary systems. The
analytical results and simulations demonstrate that integrat-
ing ambient backscatter communications into RF-powered
cognitive radio network is a promising way to achieve energy
and spectrum efficient wireless communications, which is
suitable for certain Internet of things (IoT) applications.

Appendix

A. Proof of Theorem 5

By definition of coverage probability with SINR threshold 𝑇,
we can start as

𝑝bc
𝑐 ≜ P [SINRbc > 𝑇] = P [𝑃bc𝑑−𝛼𝑞𝐼bc + 𝑊 > 𝑇]
= P [𝛽𝜂𝑏𝑟−𝛼ℎ𝑑−𝛼𝑞𝐼bc + 𝑊 > 𝑇] = ∫𝑅𝑀

𝑟≥𝑅𝑚

∫∞
𝑞>0

𝜇𝑞𝑒−𝜇𝑞𝑞
⋅ P [ℎ > 1𝛽𝜂𝑏𝑞𝑇 (𝐼bc + 𝑊)𝑑𝛼𝑟𝛼] d𝑞
⋅ 𝑓≥𝑅𝑚 (𝑟) d𝑟,

(A.1)

where 𝑃bc is the backscatter power of the typical ST given
in (4), 𝑟 is the distance from the typical MBS to the typical
ST, and 𝑑 is the constant distance from the typical ST to the
typical SR. The inner probability can be derived as

P [ℎ > 1𝛽𝜂𝑏𝑞𝑇 (𝐼bc + 𝑊)𝑑𝛼𝑟𝛼]
= ∫∞

𝑖>0
P [ℎ > 1𝛽𝜂𝑏𝑞𝑇 (𝐼bc + 𝑊)𝑑𝛼𝑟𝛼]𝑓𝐼 (𝑖) d𝑖

= exp(− 𝜇ℎ𝛽𝜂𝑏𝑞𝑇𝑊𝑑𝛼𝑟𝛼)L𝐼 ( 𝜇ℎ𝛽𝜂𝑏𝑞𝑇𝑑𝛼𝑟𝛼)
= exp (−𝑠𝑊)L𝐼bc

(𝑠) ,

(A.2)

where 𝑠 = (𝜇ℎ/(𝛽𝜂𝑏𝑞))𝑇𝑑𝛼𝑟𝛼 andL𝐼bc
(𝑠) is the Laplace trans-

form of 𝐼bc and can be derived as

L𝐼bc
(𝑠) = E [exp (−𝑠𝐼bc)]

= EΦbc
E𝑃bc𝑖E𝑔𝑖

[
[exp(−𝑠 ∑

𝑋𝑖∈Φbc\{𝑋0}

𝑃bc𝑖 𝑋𝑖 − 𝑍0−𝛼 𝑔𝑖)]
]

= EΦbc
∏

𝑋𝑖∈Φbc\{𝑋0}

E𝑃bc𝑖E𝑔𝑖 [exp (−𝑠𝑃bc𝑖 𝑋𝑖 − 𝑍0−𝛼 𝑔𝑖)]
= exp(−2𝜋𝜆bc ∫∞

0
(1 − E𝑃bcE𝑔 [exp (−𝑠𝑃bc𝑥−𝛼𝑔)]) 𝑥 d𝑥) ,

(A.3)

where the last step follows from the probability generating
functional of PPP [23].The lower limit 0 follows from the fact
that ST’s positions are independent from each other, and SRs

are in isotropic directions, so it could happen that another ST
is close enough to an SR.

The inner expectation of 𝑔 is

E𝑔 [exp (−𝑠𝑃bc𝑥−𝛼𝑔)]
= ∫∞

0
𝜇𝑔𝑒−𝜇𝑔𝑔 exp (−𝑠𝑃bc𝑥−𝛼𝑔) d𝑔

= ∫∞
0

𝜇𝑔 exp (− (𝜇𝑔 + 𝑠𝑃bc𝑥−𝛼) 𝑔) d𝑔
= 11 + 𝜇−1𝑔 𝑠𝑃bc𝑥−𝛼 .

(A.4)

Plugging (A.4) into (A.3) gives

L𝐼bc
(𝑠)

= exp(−2𝜋𝜆bc ∫∞
0

E𝑃bc [[
11 + 1/ (𝜇−1𝑔 𝑠𝑃bc𝑥−𝛼)]

]
⋅ 𝑥 d𝑥) .

(A.5)

By changing the variable 𝑥 = (𝜇−1𝑔 𝑠𝑃bc)1/𝛼𝑦,L𝐼bc
(𝑠) is further

simplified as

L𝐼bc
(𝑠)

= exp(−2𝜋𝜆bc (𝜇−1𝑔 𝑠)2/𝛼 E [𝑃2/𝛼bs ] ∫∞
0

𝑦1 + 𝑦𝛼 d𝑦) , (A.6)

where

E [𝑃2/𝛼bs ] = (𝛽𝜂𝑏)2/𝛼 E [𝑅−2]E [ℎ2/𝛼] , (A.7)

where 𝑅 is the distance from an interfering ST to its corre-
sponding MBS with pdf 𝑓≥𝑅𝑚(𝑅), which means E[𝑅−2] can
be derived as (23). Besides, plugging 𝑠, E[𝑃2/𝛼bs ], and (25) into
L𝐼bc

(𝑠) gives
L𝐼bc

(𝑠)
= exp(−2𝜋𝜆bc (𝜇ℎ𝑇𝜇𝑔𝑞 )2/𝛼 𝑑2𝑟2E [𝑅−2]E [ℎ2/𝛼]𝐾 (𝛼)) . (A.8)

And plugging intermediate results into former equations will
complete the proof.

Note that 𝑠 here has no specific physical meaning, so for
convenience, in other proofs, we still use the notation 𝑠 with
different values when we derive Laplace transforms.

B. Proof of Theorem 6

Here we show parts of the proof since it is similar to Appen-
dix.
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By definition of coverage probability,

𝑝it
𝑐 ≜ P [SINRit > 𝑇] = P [ 𝑃it𝑑−𝛼𝑞𝐼sum + 𝑊 > 𝑇]
= P [𝜉𝐷eb𝑟−𝛼ℎ𝑑−𝛼𝑞𝐼sum + 𝑊 > 𝑇] = ∫𝑅𝑀

𝑟≥𝑅𝑚

∫∞
𝑞>0

𝜇𝑞𝑒−𝜇𝑞𝑞

⋅ P[ℎ > 𝑇 (𝐼sum + 𝑊)𝑑𝛼𝑟𝛼𝜉𝐷eb𝑞 ] d𝑞𝑓≥𝑅𝑚 (𝑟) d𝑟,
(B.1)

where 𝑃it is the transmit power of the typical ST in (11) and 𝑟
and 𝑑 are given in (A.1). By using the method in Appendix, it
is easy to derive the inner probability as

P[ℎ > 𝑇 (𝐼sum + 𝑊)𝑑𝛼𝑟𝛼𝜉𝐷eb𝑞 ] = exp (−𝑠𝑊)L𝐼sum
(𝑠) , (B.2)

where 𝑠 = 𝜇ℎ𝑇𝑑𝛼𝑟𝛼/(𝜉𝐷eb𝑞). Since 𝐼sum = 𝐼it + 𝐼bs, we can
get L𝐼sum

(𝑠) = L𝐼it
(𝑠) ⋅ L𝐼bs

(𝑠). Continually following the
steps in Appendix, we can derive the two Laplace transform
components as

L𝐼it
(𝑠)

= EΦit
E𝑃it𝑖E𝑔𝑖

[
[exp(−𝑠 ∑

𝑋𝑖∈Φit\{𝑋0}

𝑃it𝑖 𝑋𝑖 − 𝑍0−𝛼 𝑔𝑖)]
]

= exp(−2𝜋𝜆it (𝜇−1𝑔 𝑠)2/𝛼 E [𝑃2/𝛼it ]𝐾 (𝛼)) ,
(B.3)

where

E [𝑃2/𝛼it ] = (𝜉𝐷eb)2/𝛼 E [𝑅−2]E [ℎ2/𝛼] , (B.4)

L𝐼bs
(𝑠)

= EΦbs
E𝑔𝑖 [[exp(−𝑠 ∑

𝑌𝑖∈Φbs\{𝑌0}

𝑌𝑖 − 𝑍0−𝛼 𝑔𝑖)]
]

= exp (−2𝜋𝜆bs (𝜇−1𝑔 𝑠)2/𝛼𝐾 (𝛼)) .
(B.5)

Note that MBSs transmit at unit power, so there is no power
notation before ‖𝑌𝑖−𝑍0‖. Finally, we can get the desired result
by substituting intermediate results.

C. Proof of Theorem 7

Here we also give parts of the proof starting from definition
of coverage probability:

𝑝pr
𝑐 ≜ P [SINRpr > 𝑇] = P [ 𝑟−𝛼ℎ𝐼sum + 𝑊 > 𝑇]

= ∫∞
𝑟>0

P [ℎ > 𝑇 (Isum + 𝑊) 𝑟𝛼] 𝑓 (𝑟) d𝑟,
(C.1)

where 𝑟 is the distance from the typical MBS to the typical
PR, 𝑓(𝑟) is given in (1), and 𝐼sum is given in (13). The inner
probability is

P [ℎ > 𝑇 (𝐼sum + 𝑊) 𝑟𝛼] = exp (−𝑠𝑊)L𝐼sum
(𝑠) , (C.2)

where 𝑠 = 𝜇ℎ𝑇𝑟𝛼. The first component of the Laplace trans-
formL𝐼it

(𝑠) is the same as (B.3) except the specific value of 𝑠.
The second component can be derived as

L𝐼bs
(𝑠)

= EΦbs
E𝑔𝑖 [[exp(−𝑠 ∑

𝑌𝑖∈Φbs\{𝑌0}

𝑌𝑖 − 𝑈0−𝛼 𝑔𝑖)]
]

= exp(−2𝜋𝜆bs ∫∞
𝑟

(1 − E𝑔 [exp (−𝑠𝑥−𝛼𝑔)]) 𝑥 d𝑥)
= exp(−2𝜋𝜆bs (𝜇−1𝑔 𝑠)2/𝛼 ∫∞

𝑟(𝜇−1𝑔 𝑠)
−1/𝛼

𝑦1 + 𝑦𝛼 d𝑦) ,

(C.3)

where the main difference is the lower limit 𝑟 in the second
equality, which follows from the fact that each PR is associ-
ated with its nearest MBS. The proof is similar to Appendix,
so the remaining parts are omitted.

D. Proof of Theorem 8

Since the proof can be seen as parts of Appendix, we give only
the definition of this coverage probability:

𝑝pr
𝑐 ≜ P [SINRpr > 𝑇] = P [ 𝑟−𝛼ℎ𝐼bs + 𝑊 > 𝑇] , (D.1)

where 𝐼bs is given in (13). The result follows from removing
the part of interference of STs in Appendix and proof details
are omitted.

E. Proof of Theorem 9

When adopting power control, the desired signal power and
interfering power from other STs in IT mode both change,
so these two components are the main differences when
compared to 𝑝it

𝑐 in Appendix.
By definition of coverage probability,

𝑝it
𝑐,𝜌 ≜ P [SINRit > 𝑇] = P[ 𝑃𝜌𝑑−𝛼𝑞𝐼sum + 𝑊 > 𝑇]

= P[𝑞 > 𝑇 (𝐼sum + 𝑊)𝑑𝛼𝑃𝜌 ] ,
(E.1)

where 𝑃𝜌 is the transmit power of the typical ST and 𝑑 is the
constant distance from the typical ST to the typical SR. Dif-
ferent from Appendix, since the transmit power is constant,
the derivation will be much simpler as the following:

P[𝑞 > 𝑇 (𝐼sum + 𝑊)𝑑𝛼𝑃𝜌 ]
= ∫∞

𝑖>0
P[𝑞 > 𝑇 (𝐼sum + 𝑊)𝑑𝛼𝑃𝜌 ]𝑓𝐼 (𝑖) d𝑖

= exp (−𝑠𝑊)L𝐼sum
(𝑠) ,

(E.2)
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where 𝑠 = 𝜇𝑞𝑇𝑑𝛼/𝑃𝜌. Similarly L𝐼sum
(𝑠) = L𝐼

𝜌
it
(𝑠) ⋅ L𝐼bs

(𝑠),
and the two Laplace transform components can be derived as

L𝐼
𝜌
it
(𝑠)

= EΦ𝜌E𝑔𝑖 [[exp(−𝑠 ∑
𝑋𝑖∈Φ𝜌\{𝑋0}

𝑃𝜌 𝑋𝑖 − 𝑍0−𝛼 𝑔𝑖)]
]

= exp(−2𝜋𝜆𝜌 (𝜇−1𝑔 𝑠)2/𝛼 𝑃2/𝛼𝜌 𝐾 (𝛼)) ,
(E.3)

andL𝐼bs
(𝑠) is the same as (B.5) except the specific value of 𝑠.

Substituting intermediate results will finish the proof.

F. Proof of Theorem 10

Since interfering power from other STs to a PR is the sole
difference when STs adopt power control, onlyL𝐼it

(𝑠) differs
from that inAppendix.Moreover, it is the same as (E.3) except
the specific value of 𝑠, and 𝑠 is the same as that in Appendix.
So we omit the proof details.

Notations

𝛼: Path-loss exponent𝛽: Backscatter portion in BC mode𝜂, 𝜂𝑏: Signal to DC efficiency and backscatter
efficiency𝜆: Intensity of a point process𝜇: Parameter of an exponential distribution
(fading)𝜉: Available portion of harvested energy 𝐸𝐻Φ: A Poisson point processℎ: Fading of signal from an MBS to its ST or
its PR𝑔: Fading of any interference signal𝑞: Fading of signal from an ST to its SR𝑝𝑐: Coverage probability𝑝ch: Probability that a channel of a cell is used
by an ST𝑝sat: Circuit power constraint satisfaction
probability𝑝𝜌: Probability that an ST transmits at power𝑃𝜌𝑃, 𝑆, 𝐼,𝑊: Transmit, desired signal, interference, and
noise power𝑅𝑚, 𝑅𝑀: Inner and outer radii of the annular region

L𝐴(𝑠): Laplace transform of r.v. 𝐴
C, 𝑐: Channel set and a channel𝑀: Minislot number of a time slot𝐷𝐵, 𝐷𝐸: Backscatter and energy harvesting

minislot number𝐸𝐻, 𝐸𝐶: Harvested energy and circuit power
consumption𝑇: SINRThreshold𝑌,𝑈,𝑋, 𝑍: An MBS, a PR, an ST, and an SR (or their
positions)𝜌: Sensitivity of an SR in IT mode𝑃𝜌: Transmit power considering power control

⋅bs or ⋅bs: Notations about busy MBSs⋅bc or ⋅bc: Notations about STs in BC mode⋅it or ⋅it: Notations about STs in IT mode or
working STs⋅0: The typical entities (⋅ can be MBS, PR, ST,
or SR).
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