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With the increasing demand for higher performance and
higher safety and reliability standards, fault diagnosis (FD)
for modern control systems has become an active field of
research over the past decades. FD is a theory and technology
that can utilize the analytical redundancy relationship of the
control system and provide the whole system with accurate
information of the fault that occurred by using the input
and output of the system. Both theoretical challenge and
practical application demands of many kinds of real-time
control systems motivate the investigation of FD. A typical
FD process consists of a fault detection unit, a fault isolation
strategy, and a fault estimation technique. The task of fault
detection problem is to construct a residual signal which
is then compared with a predefined threshold. When the
residual exceeds the threshold, an alarm is generated. The
scope of the fault isolation problem is to locate the true fault
from all possible faults. The objective of the fault estimation
problem is to determine the fault amplitude as well as the
emergence time of the fault.The precise understanding of the
fault that occurred by using FD technology is a prerequisite
for the next fault accommodation process and thus is very
important for system safety.

The existing FD techniques can be generally divided
into two main categories: the model-based method and the
data-driven approach. In the case where a mathematical
model can be obtained for an objective system, a model-
based FDmethod can provide exact decoupling ormaximum
attenuation to the factors except the target fault. On the other
hand, when it is hard to obtain a mathematical model but
enough historical data of a system can be obtained, the data-
driven approach is more applicable and may get a better FD

result. Recently, analytical-based FD techniques for modern
systems have received more and more attention and there
have been an increasing number of results reported in the
literature for the topics of FD.This special issue aims to bring
together some typical recent developments in fault diagnosis
technology and its application to modern systems. We have
solicited submissions to this special issue from scholars from
all over the world and have got 26 submissions. After rigorous
peer-review processes, 9 papers have been selected to be
published in this special issue.

Some works in this special issue focus on the model-
based FD and Fault-Tolerant Control (FTC) techniques.
In the paper entitled “Detection of Intermittent Fault for
Discrete-Time Systems with Output Dead-Zone: A Variant
Tobit Kalman Filtering Approach” by J. Huang and X. He,
a fault detection method for discrete-time systems with
output dead-zone is proposed. Most of the present research
on fault diagnosis focuses on input dead-zone instead of
output dead-zone, where the dead-zone is usually treated as
an unknown input. The Tobit Kalman filtering approach is
employed in the design of the residual generator. Compared
with the traditional Kalman filter, the Tobit Kalman filter
avoids the estimation bias that is brought about by ignoring
the correlation between the state and the measurement
noise in the dead-zone. Due to the obvious discontinuity
occurring in thresholds of the dead-zone, the gradient does
not exist, which makes the Extended Kalman filter hard to
apply. Also, when the output dead-zone is located between
the sigma points, there will be a bias in the measurement
noise covariance that causes a bias in the estimation using
Unscented Kalman filter. By contrast, the above conditions
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can be averted by utilizing the Tobit Kalman filter that
provides the optimal estimation with minimum variance
when the output dead-zone appears. Even though the particle
filter can give an accurate estimation in the output dead-
zone, the Tobit Kalman filter has similar computational
expenses to the traditional Kalman filter to avoid the collapse
that may well happen in applying a particle filter in the
high dimensional systems. Therefore, the fault detection
method proposed in this paper has higher practicability in
modern control systems, especially the ones with limited
computational power, like embedded systems. Meanwhile,
the Tobit Kalman filter performs well in tracking so that the
residual generator in this paper is capable of quickly and
accurately detecting the appearance and disappearance of
faults.

In the paper entitled “Fault-Tolerant Control of a Nonlin-
ear System Actuator Fault Based on Sliding Mode Control”
by J. He et al., a fault-tolerant control scheme is presented
for a class of nonlinear systems with actuator faults and
unknown input disturbances.The slidingmode control law is
designed based on the reaching law method.Then, in view of
the unpredictable state variables and unknown information
in the control law, the original system is transformed into
two subsystems through a coordinate transformation. One
subsystem only has actuator faults, and the other subsystem
has both actuator faults and disturbances. A sliding mode
observer is designed for the two subsystems, respectively,
and the equivalence principle of the sliding mode variable
structure is used to realize the accurate reconstruction of
the actuator faults and disturbances. The observation value
and the reconstruction value are used to carry out an online
adjustment to the designed sliding mode control law, and
fault-tolerant control of the system is realized. Simulation
results show the effectiveness of the proposed method.

Some works in this special issue pay attention to data-
driven FD. Traditional data-driven fault diagnosis techniques
are not applicable in the case with big data generated from the
modern complicated industry process. In the paper entitled
“A Novel Multimode Fault Classification Method Based on
Deep Learning” by F. Zhou et al., a fault diagnosis method
based on a hierarchical deep neural network is proposed.The
hierarchical deep neural network consists of three hierarchies
(each one is a traditional unsupervised multilayer neural
network), which are utilized to calculate the running mode,
to identify the fault component, and to classify the fault level
of the research object, respectively. This method guarantees
the accuracy of fault diagnosis.The proposed neural network
has been applied to real sampled data generated by the Case
Western Reserve University Bearing Data Center and the
results demonstrate its efficiency compared with those of the
hierarchical back propagation neural network, the support
vector machine, and the deep neural network. Furthermore,
the proposed algorithm is robust for its ability to handle both
the big data and the sample in small scale, which overmatches
the deep neural network for data in big scale.

Due to the complexity of the industrial process, the
fault data usually has time-correlated characteristic and its
distribution law is hard to obtain.This renders the traditional
back propagation single-hidden-layer neural network unable

to guarantee the accuracy of the fault classification. To
solve this problem, in the paper entitled “Research on Fault
Diagnosis Method Based on Rule Base Neural Network” by
Z. Ni et al., a neural network fault diagnosis method based on
rule base is proposed. It utilizes the known factors causing the
faults to regularize the experts’ experience by fuzzy logic and
applies its rule base to themulti-hidden-layer neural network.
This treatment can make full use of a priori knowledge,
so it can guarantee the accuracy of neural network based
fault diagnosis techniques. The proposed algorithm is robust
to the size of the test data and is also applicable in the
case where only data in small scale can be obtained. It can
extract the effective samples without the assumption of the
large-scale samples with identical distribution.The proposed
algorithm not only is able to isolate a single fault but also
can hold composite faults. By applying fuzzy logic, uncertain
information is processed effectually. Thus, compared with
other neural network based fault diagnosis approaches, the
proposedmethod in this paper can obtain amore precise fault
rule base and a higher classification accuracy.

As a widely used computing service method for large-
scale resource scheduling, cloud computing has gained
momentum recently. In order to assess the reliability of cloud
computing accurately and effectively, in the paper entitled
“Reliability Assessment of Cloud Computing Platform Based
on Semiquantitative Information and Evidential Reasoning”
by H. Wei and P.-L. Qiao, a novel assessment approach for
the cloud computing platform is presented. A new model
of the reliability assessment based on ER rule is proposed,
which can combine both of the qualitative knowledge and the
quantitative data. In particular, the quantitative data include
the Mean Time to Failures (MTTF), frequency of network
attack, fault-tolerant rate of cloud computing platform, and
Mean Time to Repair (MTTR) of service, and qualitative
knowledge is associated with the subjective quality of a
situation or phenomenon, such as scalability of cloud system,
controllability of access terminal, completeness of service,
and stability of service. A four-level reliability attributes struc-
ture of cloud computing platform is established, including
“excellent,” “good,” “common,” and “bad.” In addition, the
reliability of the cloud computing platform is categorized in
four distinct aspects, that is, network reliability, hardware
reliability, software reliability, and service reliability. A case
study for assessing the reliability of an actual cloud computing
platform is given, and its good performance on assessing the
reliability of a real cloud computing platform sheds light on
the effectiveness and rationality of the proposed method.

Considering that the partial least squares (PLS) model is
based on the assumption of a single operating mode, in the
paper entitled “An Efficient Quality-Related Fault Diagnosis
Method for Real-Time Multimode Industrial Process” by
K. Peng et al., a novel multimode PLS model is developed
using the well-known Gaussian mixture model and PLS
quality-related process monitoring problem is investigated
for the multimode process based on finite Gaussian mixture
models and PLS method. The advantage of original PLS is
subsequently followed to achieve the quality-related moni-
toring goals. A Gaussian mixture model is implemented for
training data to conduct themultimode division and estimate
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the model parameter set. Then, posterior probabilities of
each monitored sample belonging to all Gaussian modes are
calculated through the Bayesian inference strategy. Based on
the posterior probabilities, a comprehensive statistics index
is defined and a combined index was developed for the
fault detection purpose. Finally, a new index named gradient
contribution rate is proposed to measure the contribution to
the combined index andfindout the variable that should be in
charge of fault in quality. Performances of thewhole proposed
scheme are verified in a real industrial hot strip mill process
compared with some existing methods.

In practical industry applications, the collected process
variables always have different units. In order to obtain a
consistent result, traditional Principal Component Analysis
(PCA) methods need to normalize the collected data to
zero mean and unit variance first, which actually neglects
some useful information between different variables. To
shorten such a gap, in the paper entitled “Fault Diagnosis
Method Based on Information Entropy and Relative Prin-
cipal Component Analysis” by X. Xu and C. Wen, relative-
transformation PCA is implemented based on informa-
tion entropy instead of prior information to form a new
fault diagnosis method called information-entropy relative-
transformation PCA. The algorithm calculates the informa-
tion entropy for each characteristic variable in the original
dataset based on the information gain algorithm. According
to the information entropy, it allocates the weight for each
standardized characteristic variable. Relative-transformation
PCA is utilized to obtain the features for fault diagnosis.
Simulation experiments based onTennessee Eastman process
and Wine datasets demonstrate the feasibility and effective-
ness of the new method.

Some works focus on the application of FD techniques
for some specific real-time systems. For example, in the
paper entitled “Neural Network Based Fault Detection and
Diagnosis System forThree-Phase Inverter in Variable Speed
Drive with Induction Motor” by F. Asghar et al., the fault
detection and isolation problem is considered for three-phase
inverters based on features extraction and neural networks.
Six different single switching device open faults and six
different double switching device open faults are considered.
In order to present decorrelation between different kinds
of faults, Clarke transformation is used to extract the main
features of output currents of a three-phase inverter.Then, the
extracted features are used to diagnose faults by using artifi-
cial neural networks. The proposed method is able to detect
and isolate both single faults and multiple faults. Compared
with the previous approaches, more accurate fault diagnosis
results can be obtained by using the proposed method due to
the application of feature extraction. Finally, simulations and
experimental results demonstrate the effectiveness of the fault
diagnosis scheme. The main novelty of the paper lies in the
application of the Clarke transformation and the conduction
of the experiment.

In the paper entitled “Intelligent Vehicle Embedded Sen-
sors Fault Detection and Isolation Using Analytical Redun-
dancy and Nonlinear Transformations” by N. Pous, a fault
detection and isolation scheme is proposed with intelligent
vehicle embedded sensors based on analytical redundancy

and nonlinear transformations. Four kinds of faults, that is,
additive and stuck odometric distance faults and multiple
and stuck odometric velocity faults, are considered. The
analytical redundancy models of the foregoing sensors are
developed. A measure estimation method is proposed by
using a measurement, which is sensitive to fault. By using the
estimated measurements and the real-time measurements,
the residual is designed based on a nonsymmetrical Gaus-
sian transformation. Then, fault detection and isolation can
be achieved by comparing the residuals and a predefined
threshold. Experimental results illustrate the effectiveness of
the fault diagnosis scheme.

Xiao He
Zidong Wang

Gang Li
Zhijie Zhou

Youqing Wang
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Due to the problem of load varying or environment changing, machinery equipment often operates in multimode.The data feature
involved in the observation often varies with mode changing. Mode partition is a fundamental step before fault classification. This
paper proposes a multimode classification method based on deep learning by constructing a hierarchical DNN model with the
first hierarchy specially devised for the purpose of mode partition. In the second hierarchy , different DNN classification models
are constructed for each mode to get more accurate fault classification result. For the purpose of providing helpful information for
predictive maintenance, an additional DNN is constructed in the third hierarchy to further classify a certain fault in a given mode
into several classes with different fault severity. The application to multimode fault classification of rolling bearing fault shows the
effectiveness of the proposed method.

1. Introduction

Rolling bearing is a very pivotal component in rotating
machines, which are widely used in large-scale automated
industrial equipment. Mechanical failure caused by rolling
bearings may cause abnormality of the rotating machinery
system, resulting in huge economic losses, and even cause
some unnecessary casualties [1–5]. Therefore, timely and
precisely classification is critical for bearing monitoring.

The methods for mechanical equipment fault classifica-
tion can be divided into qualitative model based method,
quantitative model based method, and data-driven based
method [6, 7]. Qualitative model and quantitative model
based methods require precise mathematical model or a
large amount of expert knowledge of the system, which will
inevitably limit its application in fault classification field. In
the recent two decades, data-driven method is widely used
in fault detection of complex system. Instead of much more
prior knowledge, data-driven approach can detect fault only
through the measured data of the complex system [8–11].The
most common used data-driven fault classification methods
are statistical feature extraction based methods and machine

learning based methods. However, the method based on sta-
tistical feature extraction can only realize fault detection and
it is unable to realize fault classification. For fault classifica-
tion, we had better use machine learning method such as
Support VectorMachine (SVM) and artificial neural network
(ANN).

In the field of mechanical system fault classification,
because of the sensitivity of vibration spectrum to equipment
failure, vibration signals are usually used as the data source for
fault classification ofmechanical equipment. Due tomechan-
ical equipment’s characteristics of being nonstable, nonlinear,
large-scale, high-dimensional, and noise polluted, it is usually
very difficult for precise fault feature extraction which is the
most critical factor of the accuracy of mechanical equipment
monitoring [12–14]. Some scholars have put forward some
feature extraction methods that combine signal processing
technology with machine learning method for fault classifi-
cation of mechanical equipment. Widodo and Yang extract
the frequency-domain feature as the data source of SVM to
detect the machinery fault [13]. When the number of samples
is small and the signals are nonstationary, Yu et al. proposed
a bearing fault classification method by combining SVM
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and Empirical Mode Decomposition (EMD) [10]. Hu et al.
extracted the energy of each wavelet packet transform (WPT)
node as the preextracted feature to develop a combined
WPT-SVM based method for more accurate bearing fault
classification [15]. Wang et al. also used WPT to extract
nonstationary characteristics of the bearing’s vibration signal
as the preextracted feature of ANN [16].Themethod uses the
nonlinear learning classification ability and self-organizing
ability of ANN to classify and diagnose bearing faults. Yang
and Tang proposed a method combining expert system and
back propagation neural network (BPNN) [17]. This method
makes full use of the advantages of expert system andANN to
successfully detect the bearing failure. Since bearing vibration
signals are susceptible to Gaussian noise, Jiang et al. used
high level statistics as the feature vector of BPNN to improve
the performance of BPNN in bearing fault classification
[18]. However, SVM and BPNN share the shortcomings
of shallow learning method: SVM is an algorithm of two
classifiers, and it is inefficient in multiclassification especially
in the case when the sample number of observation is very
large. Selecting the appropriate kernel function and scale
parameter usually needs a wealth of experience. ANN also
suffers from many defects, such as the following: (1) ANN
has a slow convergence rate and can easily converge to
the local optimum and (2) ANN is ineffective in feature
learning of complex nonlinear data and usually results in
poor classification accuracy. In summary, SVM and BPNN as
the shallow learning methods could not well extract the data
feature involved in the high-dimensional unsteady data [19].
With the load varying, bearing can work in different steady
state, which is called “multimode” phenomenon. Current
research work on machine learning based classification did
not take multimode problem into account.

For multimode process, the data feature of each mode is
different [20], but current research on bearing fault classifi-
cation usually regards it as a single mode for simplicity of
data processing which will result in inaccurate classification
result since feature extracted is inaccurate [21–23].Therefore,
mode partition should be implemented before fault feature
extraction of a separate mode for accurate feature extraction.
Zhang et al. proposed an improved 𝑘-means clustering
algorithm based on existing modal partition method [20].
Song et al. studied the issue to distinguish stability mode
from transition mode without the number of modes known
in advance [24]. Zhao et al. separated multiple modalities
according to the diversity analysis in operational phases and
established online monitoring method along multiple batch
directions [25]. Zhang et al. used modal subspace separation
method to deal with multimode monitoring problems [26].
By using various characteristics of the subspace, different
mode can well be separated, which can provide chance for
more accurate multimode fault classification.

Unfortunately, mode partition and corresponding fault
monitoringmethod for certainmultimode processes are only
specially developed for a specific industrial process [20, 24–
27]. It is required to develop a more universal method.
Deep learning is a promising ubiquitous feature extraction
tool which has attracted wide attention by scholars from
various fields [21, 28–30]. Comparing to shallow learning,

deep learning can well process the feature extraction and
the issue of nonlinear big data by constructing a deep
network [31, 32]. Through the unsupervised layer-by-layer
greedy training algorithm and BP-based global parameter
fine-tuning, deep neural network (DNN) can not only avoid
the local optimization problem, but also solve the problem of
limitation in number of labeled samples and the limitation
in generalization ability. Deep learning method was firstly
proposed by Hinton and Salakhutdinov in 2006 [22]. In
view of its excellent feature extraction capabilities, it also
attracts the attention of fault classification experts. Lu et
al. successfully used the better feature extraction ability of
deep neural network to diagnose the bearing fault [33].
The proposed method overcomes the shortcomings that the
traditional feature extraction method could not discover the
unknown type fault timely and effectively. Jia et al. used
deep neural network to monitor the failure of bearings [34].
Gan et al. proposed a fault classification method based on
hierarchical neural network [11]. By constructing a two-
layer neural network, the method not only could locate the
position of bearing fault but also effectively mines the fault
size of the bearing in the same position. Deep learning, as one
of the most popular machine learning methods, has brought
a subversive revolution to the field of artificial intelligence.
However, application about the deep learning is still in
infancy, during the application process; there are also many
issues demanding improvement. For example, the data in
[11] are derived from a single mode, without considering
the multimode observation caused by load varying problem.
Therefore, it cannot fully extract the fault feature involved in
the observation of different mode which is essential for the
accuracy of multimode fault classification.

To solve the above-mentioned problems, this paper
presents a multimode fault classification method based on
deep learning. First, a DNN model is constructed, and the
trained network is used to mode partition; then, a new set of
DNNs are constructed for observation data of eachmode, and
the trained networks are used to determinewhich component
fails to implement fault location recognition; finally, for a
certain fault in a given mode, another DNN is constructed
to classify those observation data with different fault size.

The remainder of this paper is as follows: Section 2
overviews the theory of deep learning. Section 3 develops
a multimode fault classification method based on DNN by
hierarchically constructing DNN models with different pur-
pose. In Section 4, effectiveness of the proposed multimode
fault classification method is demonstrated by experiments
analysis. Section 5 concludes this paper.

2. Theory of Deep Learning

Deep learning is a method based on unsupervised feature
learning. We use deep learning theory to construct DNN.
DNN training process consists of two steps: (1) using the
unsupervised learning algorithm to pretrain the network
layer by layer, which is helpful for DNN to efficiently mine
features from raw data; (2) using the back propagation
algorithm to fine-tune the parameters of the whole network,
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Figure 1: The model of AutoEncoder.

optimizing the performance of DNN to mine raw feature. In
this paper, DNN is pretrained by multistacking AutoEncoder
(AE).

2.1. AutoEncoder. AutoEncoder is an unsupervised machine
learning structure, and it can be viewed as a three-layer for-
ward artificial neural network, as shown in Figure 1. It consists
of the input layer, the hidden layer, and the output layer.
AutoEncoder is a very special neural network with single
hidden layer, whose output is equal to the input. AutoEncoder
network parameters can be adjusted by repeated training
process, such that the reconstructed output is an approx-
imation with high accuracy of the input. AutoEncoder is
composed of two parts: encoder and decoder. The encoder
network encodes the input data from the high-dimensional
space into low-dimensional space; then the low-dimensional
space data is mapped into high-dimensional space through
decoder network which realized the reconstruction process
from output to input. Therefore, the low-dimensional space
data can be used as the characteristic representation of the
input data.

Given an unlabeled dataset {𝑥𝑛𝑚}, (𝑛 = 1, 2, . . . , 𝑁; 𝑚 =1, 2, . . . ,𝑀) consisting of𝑁 observation features or variables,
each observation variable has 𝑀 samples. The encoder
network encodes the sample 𝑥𝑚 = [𝑥1𝑚, 𝑥2𝑚, . . . , 𝑥𝑁𝑚]𝑇 to
the hidden activate value ℎ with an activation function 𝑓𝜃.
The encoder process is described as follows:

ℎ = 𝑓𝜃 (𝑥𝑚) = 𝜎 (𝑊𝑥𝑚 + 𝑏) , (1)

where 𝑓𝜃 is the encoder function, Sigmoid function 𝜎 is
usually taken as the activation function in the encoder
process,𝑊 is the weight matrix of the network between input
layer and the hidden layer, 𝑏 is the bias vector generated by the
encoder network, and 𝜃 = {𝑊, 𝑏} is the connection parameter
between the input layer and the hidden layer. The Sigmoid
function can be depicted via

𝜎 (𝑥) = 1[1 + exp (−𝑥)] . (2)

Similarly, for the decoder network, the feature matrix ℎ
obtained from encoder network is used to reconstruct 𝑦𝑚

through the decoder network such that the reconstructed 𝑦𝑚
is equal to the input 𝑥𝑚. The decoder process is described as
follows:

𝑦𝑚 = 𝑔𝜃𝑇 (ℎ) = 𝜎 (𝑊𝑇ℎ + 𝑑) , (3)

where 𝑔𝜃𝑇 is the decoder function,𝜎 is the activation function
of the decoder process, 𝑊𝑇 represents the weight matrix
between the hidden layer and the output layer of the network,
and 𝑑 is the bias vector generated by the decoder process.

The essence of AE training process is to optimize the
network parameters 𝜃 and 𝜃𝑇. In order to make the output𝑦𝑚 as close as possible to the input 𝑥𝑚, we characterize
the degree of approximation between input and output by
minimizing the reconstruction error 𝐽(𝜃,𝜃𝑇)(𝑥, 𝑦;𝑊, 𝑏). The
optimization process is described below:

𝐽(𝜃,𝜃𝑇) (𝑥, 𝑦;𝑊, 𝑏) = 1𝑚 𝑦 − 𝑥2 . (4)

In each training process, the gradient descent method is
used to update the training parameters 𝜃 and 𝜃𝑇 of the AE
network. The processes of network parameter update are as
follows:

𝑊𝑙 = 𝑊𝑙 − 𝛼 𝜕𝜕𝑊𝑙 𝐽(𝜃,𝜃𝑇) (𝑥, 𝑦;𝑊, 𝑏) , 𝑙 = 1, 2,
𝑏𝑙 = 𝑏𝑙 − 𝛼 𝜕𝜕𝑏𝑙 𝐽(𝜃,𝜃𝑇) (𝑥, 𝑦;𝑊, 𝑏) , 𝑙 = 1, 2,

(5)

where 𝛼 represents the learning rate and partial derivatives(𝜕/𝜕𝑊𝑙)𝐽(𝜃,𝜃𝑇)(𝑥, 𝑦;𝑊, 𝑏) and (𝜕/𝜕𝑏𝑙)𝐽(𝜃,𝜃𝑇)(𝑥, 𝑦;𝑊, 𝑏) can be
calculated with back propagation algorithm.

DNN can be simply viewed as a multihidden layers
neural network formed by stacking many AutoEncoders.
This model uses the bottom-up method of unsupervised
learning, extracting the features layer by layer. Then super-
vised learning method is applied to fine-tune the whole
network parameters, which can extract the most essential
characteristics from original signals. The structure of DNN
is shown in Figure 2.

First of all, pretrain the DNN by using the unsupervised
layer-by-layer greedy training algorithm. Firstly, the first
AutoEncoder AE1 is trained by giving an unlabeled dataset𝑥 as the input of encoder network. The encoded feature ℎ1
is the hidden layer of AE1. The training parameter 𝜃1 is
obtained by designing the unique 𝑥 as the output of AE1.
Then, use ℎ1 as the input of the second AutoEncoder (AE2)
and train AE2 to acquire the network training parameter 𝜃2.ℎ2 is the hidden layer of AE2 which can be viewed as the
characteristics of AE2. After that, choose ℎ2 as the input of
the third AutoEncoder (AE3). Repeat the process to get the
hidden layer features ℎ𝑁 of the 𝑁th AutoEncoder (AE 𝑁)
and the corresponding network training parameter 𝜃𝑁.

Secondly, a classifier is added in the top layer ofDNN.The
feature information is extracted by using the unsupervised
learning method in the pretraining process of DNN. How-
ever, DNN does not have the ability of classifying; a classifier
should be added in the top of DNN. In this paper, Softmax
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classifier is used as the output layer of DNN. We suppose
the training dataset is {𝑥𝑚} (𝑚 = 1, 2, . . . ,𝑀), the label is𝑢𝑚 ∈ {1, 2, . . . , 𝑘}, and the probability 𝑝(𝑢 = 𝑖 | 𝑥) for each
category 𝑖 (𝑖 = 1, 2, . . . , 𝑘) can be calculated via the following
hypothesis function:

ℎ𝜃 (𝑥𝑚) =
[[[[[[
[

𝑝 (𝑢𝑚 = 1 | 𝑥𝑚; 𝜃)𝑝 (𝑢𝑚 = 2 | 𝑥𝑚; 𝜃)...
𝑝 (𝑢𝑚 = 𝑘 | 𝑥𝑚; 𝜃)

]]]]]]
]

= 1
∑𝑘𝑖=1 𝑒𝜃𝑇𝑖 𝑥𝑚

[[[[[[[[
[

𝑒𝜃𝑇1 𝑥𝑚
𝑒𝜃𝑇2 𝑥𝑚
...

𝑒𝜃𝑇𝑘 𝑥𝑚

]]]]]]]]
]
,

(6)

where 𝜃 is the model parameter of Softmax. Similarly to
the AE model, in order to guarantee the performance of
the classifier, the classifier model parameter is trained by
minimizing the cost function 𝐽𝜃.The cost function of Softmax
training process is shown in (7), where the top network
parameter 𝜃𝑁+1 is obtained from minimizing 𝐽𝜃(𝑥𝑚).

𝐽𝜃 (𝑥𝑚) = − 1𝑀 [ 𝑀∑
𝑚=1

𝑘∑
𝑖=1

1 {𝑢𝑚 = 𝑖} log 𝑒𝜃𝑇𝑖 𝑥𝑚
∑𝑘𝑖=1 𝑒𝜃𝑇𝑖 𝑥𝑚 ] . (7)

Finally, fine-tune. In order to guarantee the accuracy
of feature extraction and the classification effectiveness of
output layer, the whole DNN training parameters are fine-
tuned by using a supervise algorithm of back propagation

with some limited number of sample labels. The process of
fine-tuning is completed by minimizing the reconstruction
error 𝐸(𝜃). The procedures for parameter update are as
follows:

𝐸 (𝜃) = 1𝑀 ∑𝐽𝜃 (𝑌𝑚, 𝑢𝑚; 𝜃) ,
𝜃 = 𝜃 − 𝛼𝜕𝐸 (𝜃)𝜕𝜃 ,

(8)

where 𝑌𝑚 represents the actual output value, 𝜃 is a param-
eter set generated from the whole network training, 𝜃 ={𝜃1, 𝜃2, . . . , 𝜃𝑁, 𝜃𝑁+1}, back propagation algorithm is used to
update the network parameter 𝜃, and 𝛼 is the learning rate in
the process of deep learning.The fine-tuning process uses the
labeled data to improve the performance of DNN.

2.2. DNN-Based Classification. In order to accurately extract
the essential characteristics of the mechanical equipment
health conditions by DNN modeling, the following steps
are required. Firstly, the original vibration signals should
be preprocessed. Since frequency-domain signals are more
sensitive to mechanical equipment faults, the original time-
domain signals are converted into frequency-domain signals
in the first step. Secondly, use the preprocessed data as the
input of the DNN model to extract features of mechanical
equipment health conditions with unsupervised layer-by-
layer pretraining. Last but not least, the whole network
parameter 𝜃 can be updated by using the back propagation
algorithm to fine-tune the DNN structure when limited
number of labeled samples is available. In this way we can
get an effective feature extraction result for fault classification.
The preprocessed datasets are divided into training data
and testing data. The training data is used to construct
DNN model to obtain the training parameter 𝜃, and the
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testing network initialized with training parameter 𝜃 is used
to verify its effectiveness. Misclassification rate is used as
an accuracy indicator of the DNN-based fault classification
method. Detailed steps of DNN for mechanical system fault
classification are shown in Figure 3.

3. Multimode Fault Classification Model
Based on Deep Learning

There are a number of multimode processes in practical sys-
tem. For multimode process, the potential feature extracted
from the observation of each steady mode also varies. So it is
necessary to separate the observation into several operation
modes for accuracy data feature extraction.

Therefore, mode partition is a fundamental step before
fault classification. In this paper, this problem is solved
by constructing a hierarchical DNN model with the first
hierarchy specially devised for the purpose ofmode partition.
By this means, it can make an effective mode partition
for multimode process, which can increase the accuracy of
DNN-based fault classification. Framework of three-layer
DNN is shown in Figure 4.

The detailed steps formultimode fault classification are as
follows.

Step 1 (mode partition). In this step, we focus on building
a DNN model to determine the mode label of each sample.
The whole datasets are used as the input of the multimode
classification model. The mode partition process can be
illustrated in detail as follows.

(1) Construct a new DNN1 with 𝑁 hidden layers AE
descripted in (9), and initialize the training parameters of
DNN1.

[Net1,Tr1]
= Feedforward (𝜃11; 𝐻11, 𝐻12, . . . , 𝐻1𝑁; 𝑆1) , (9)

where 𝜃11 = {𝑊1, 𝑏1}, where 𝑊1 is the weight matrix and 𝑏1 is
the bias vector.𝐻11, 𝐻12, . . . , 𝐻1𝑁 are the numbers of hidden
layer neurons in DNN1. The network configuration can be
represented by Tr1. 𝑆1 denotes the training dataset. We use𝑀11 in (10) to represent the number of neurons in the input
layer of DNN1.

𝑀11 = size (𝑆1) . (10)

The parameters of DNN1 can be initialized via

𝑊1 = rand (𝐻11,𝑀11) ,
𝑏1 = zeros (𝐻11, 1) . (11)

(2) Training of DNN1 to obtain the net parameter 𝜃1.
Unsupervised layer-by-layer feature extraction based on the
training dataset 𝑆1 is implemented to the𝑁-level AE defined
in (9).

ℎ1 = 𝑓𝜃
11

(𝑆1) = 𝜎 (𝑊1 ⋅ 𝑆1 + 𝑏1) ,
ℎ𝑁 = 𝑓𝜃

1𝑁

(ℎ𝑁−1) . (12)

Add a Softmax classifier on the top of DNN1. Limited
number of training labels sets 𝜌1 is used to fine-tune DNN1
and update the training parameter 𝜃1 via

𝐸 (𝜃1) = min 1𝑚 ∑𝐽𝜃
1

(𝑌1, 𝜌1; 𝜃1) ,
𝜃1 = 𝜃1 − 𝛼1 𝜕𝐸 (𝜃


1)𝜕𝜃1 ,

(13)

where 𝜃1 = {𝜃11, 𝜃12, . . . , 𝜃1𝑁, 𝜃1(𝑁+1)}, with 𝜃1(𝑁+1) calculated
by (6)-(7), and 𝑚 is the number of samples. 𝑌1 denotes
the output of DNN1, and 𝛼1 is learning rate in fine-tuning
process.

(3) Mode partition uses the trained DNN1. Once test
sample 𝑆1 is obtained, compute the probability of each test
sample via the trained Net1. Then use (14) to divide the test
sample into different modes:

Mode (𝑚)
= argmax

𝑏
𝑃 (𝑌1 (𝑚) = 𝑏 | 𝑆1 (𝑚) ; 𝜃1;Tr1) , (14)

where 𝑚 = 1, 2, . . . ,𝑀 and 𝑏 (𝑏 = 1, 2, . . . , 𝐵) is the mode
type of sample. Mode(𝑚) denotes the mode label of the 𝑚th
test sample.
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Compare the mode partition label Mode(𝑚) with the
actualmode label Label(𝑚) to determine themisclassification
number as

𝑒1 = size (𝑆_miss) , (15)

where size is the operation to characterize the size of a set and𝑆_miss is the misclassification set defined by

𝑆_miss = {𝑥𝑚 | arg
𝑥𝑚

Mode (𝑚) ̸= Label (𝑚)} . (16)

Step 2 (fault source location). For a certain mode partitioned
in Step 1, We can further locate the fault source. The
procedure in Step 2 is analogous to Step 1, which is described
below.

(1) According to the mode partition result, we build the
second hierarchy of the model which comprises a set of 𝐵
DNNs, and 𝑆2;𝑏 (𝑏 = 1, 2, . . . , 𝐵) denotes the training dataset
in DNN2.

[Net2;𝑏,Tr2;𝑏]
= Feedforward (𝜃2;𝑏1; 𝐻2;𝑏1, 𝐻2;𝑏2, . . . , 𝐻2;𝑏𝑁; 𝑆2;𝑏) . (17)

Parameter initialization mechanism of DNN2 is the same as
Step 1.

(2) Train DNN2 to obtain the net parameters 𝜃2;𝑏.
Similarly, for detailed calculation process, one can refer to
(12)–(13).

(3) Determine the fault location by the trained Net2;𝑏.
The test dataset 𝑆2;𝑏 is used to predict the unknown fault

locations based trained Net2;𝑏. Assume that each mode has𝑐 (𝑐 = 1, 2, . . . , 𝐶) different fault locations; fault location label
for the 𝑚th sample of the 𝑏th mode can be calculated with
prediction formula via

Location2;𝑏 (𝑚)
= arg
𝑐
max𝑃 (𝑌2;𝑏 (𝑚) = 𝑐 | 𝑆2;𝑏 (𝑚) ; 𝜃2;𝑏;Tr2;𝑏) . (18)

Compute the misclassification number 𝑒2;𝑏 (𝑏 = 1, 2, . . . ,𝐵) of the 𝑏th mode. And then the misclassification of this
classification step can be computed via

𝑒2 = 𝐵∑
𝑏=1

𝑒2;𝑏. (19)

Step 3 (fault severity recognition). In order to identify the
fault severity, the third hierarchy is devised with the intention
to distinguish the fault severity. Construct the third deep
network Net3;𝑏;𝑐, 𝑆3;𝑏;𝑐 is the training dataset in DNN3, and𝑆3;𝑏;𝑐 is the test dataset. Parameter training process is similar

to Step 2. The severity classification label of the 𝑚th sample
in 𝑆3;𝑏;𝑐 can be determined by

[Net3;𝑏;𝑐,Tr3;𝑏;𝑐] = Feedforward (𝜃3;𝑏;𝑐1; 𝐻3;𝑏;𝑐1, 𝐻3;𝑏;𝑐2,
. . . , 𝐻3;𝑏;𝑐𝑁; 𝑆3;𝑏;𝑐) (20)

Severity3;𝑏;𝑐 (𝑚)
= arg
𝑑

max𝑃 (𝑌3 (𝑚) = 𝑑 | 𝑆3;𝑏;𝑐 (𝑚) ; 𝜃3;𝑏;𝑐;Tr3;𝑏;𝑐) . (21)

Themisclassification number for a given fault in a certain
mode can be computed via

𝑒3;𝑐 = 𝐵∑
𝑏=1

𝑒3;𝑏;𝑐,

𝑒3 = 𝐵𝐶∑
𝑐=1

𝑒3;𝑐,
(22)

where 𝑒3;𝑏;𝑐 is the misclassification number of the 𝑐th fault
location in the 𝑏th mode, 𝑒3;𝑐 is the misclassification number
of all 𝐶modes, and 𝑒3 is the misclassification number in this
step.

Step 4 (accuracy computation of the whole multimode clas-
sification network). In this paper, the classification accuracy
of the hierarchical DNN is measured by the numbers of
misclassifications.The final accuracy is calculated by the ratio
of the total number of the misclassifications to the total
number of samples.The procedure of calculation is as follows:

Correct_rate = (1 − 𝑒3𝑀) × 100%. (23)

Combining (21) with (22), the final accuracy of the
proposed multimode fault classification based on DNN can
be formulated as

Correct_rate = (1 − ∑𝐵𝑏=1∑𝐶𝑐=1 𝑒3;𝑏;𝑐𝑀 ) × 100%, (24)

where 𝑁 is the number of total samples, and the flow chart
of the proposed multimode fault classification method based
on three-layer DNN is depicted in Figure 5.

4. Application to Rolling Bearing
Fault Classification

Rolling bearings play an important role for rotating machin-
ery. The health condition of the bearing directly affects the
reliability and stability in thewhole system. Rolling bearing as
the experimental platform is used to verify the effectiveness of
the hierarchical DNNmultimode fault classification method,
and the performance of the proposed method is compared
with the traditional method such as DNN, BPNN, SVM,
hierarchical BPNN, and hierarchical SVM, which is listed in
detail in Section 4.3.
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Table 1: Four modes of rolling bearing.

Mode Load (hp) Rotating speed (rpm)
Mode 1 0 1797
Mode 2 1 1772
Mode 3 2 1750
Mode 4 3 1730

Table 2: Data description of in dataset for a given mode.

Dataset for different fault
location

Dataset for different fault
severity

Sample number
More/fewer Fault type Fault size /mm

200/100 Normal (N) 0.000

𝑆𝑏;1
𝑆𝑏;1;1 200/100 Inner race fault (IF) 0.007
𝑆𝑏;1;2 200/100 Inner race fault (IF) 0.014
𝑆𝑏;1;3 200/100 Inner race fault (IF) 0.021

𝑆𝑏;2
𝑆𝑏;2;1 200/100 Outer race fault (OF) 0.007
𝑆𝑏;2;2 200/100 Outer race fault (OF) 0.014
𝑆𝑏;2;3 200/100 Outer race fault (OF) 0.021

𝑆𝑏;3
𝑆𝑏;3;1 200/100 Roller fault (RF) 0.007
𝑆𝑏;3;2 200/100 Roller fault (RF) 0.014
𝑆𝑏;3;3 200/100 Roller fault (RF) 0.021

Figure 6: Experimental platform for acquiring the vibration signals
of rolling bearing.

4.1. Experimental Platform. The experimental datasets are
obtained from the Case Western Reserve University Bearing
Data Center in the United States [35]. The experimental
platform is shown in Figure 6. It can be seen that the
experimental platform consists of a 2 hp motor, a power
meter, an electronic controller, a torque sensor, and a load
motor. The vibration signals of the drive end of the motor
are collected by the acceleration sensor as the experimental
datasets for bearing fault classification. In this experiment,
we use acceleration sensor to collect the vibration signals
with the load of 0 hp, 1 hp, 2 hp, and 3 hp, respectively, and
the sampling frequency is 48 kHz. There are four types of
bearing health condition: (1) normal condition; (2) inner
race fault; (3) outer race fault; (4) roller fault. The sizes of
the bearing fault were 0.007mm, 0.014mm, and 0.021mm,
respectively.

4.2. Data Description. In this case, we collect the vibration
signals of the bearing drive end at different loading. The
dataset collected contains 4 kinds of modes; the motor load
is 0 hp, 1 hp, 2 hp, and 3 hp, respectively, and 4 modes are
shown in Table 1. In each mode, there are four states of
inner race fault, outer race fault, roller fault, and normal,
with 3 different fault sizes in each fault state, that is to say
10 different fault types in a single mode. This paper selects
200 samples in each fault type; each sample contains 2048
observation points. 100 samples are randomly selected as the
training data, and the other 100 samples as the testing data.
We use Fast Fourier Transform (FFT) for each sample to get
2048 Fourier coefficients. Because of the symmetry of the
Fourier coefficients, we take the first 1024 coefficients as the
new samples; that is to say the dataset contains 8000 samples.
In order to compare the proposed method of hierarchical
network with single-layer network and explore the effect of
different sample numbers on network, for a given mode, the
sample number of each DNN is listed in Table 2. In addition,
we present the original time-domainwaveforms of the 10 fault
types in mode 1 under A, as shown in Figure 7.

4.3. Results of Fault Classification. The proposed hierarchical
DNN structure is applied to bearing fault classification; there
are 8000 samples, 4 different modes, 4 fault positions in
each mode, and totally 40 health conditions in dataset A.
The health conditions of rotating machinery system under
multimode,multicondition,multifault type, and large sample
data are simulatedwhich demonstrated the performancewith
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Table 3: DNN model parameters.

Training parameter DNN1 DNN2;𝑏 DNN3;𝑏;𝑐
Hidden layers 5 4 3
Number of neurons 512/400/300/200/100 512/400/200/100 512/256/100
Max number of epochs 500 300 300

Table 4: Accuracy of classification in time domain and frequency domain.

Method Time domain data Frequency domain data
HDNN 80.65 99.96

Table 5: Fault severity classification result comparison after mode partition.

Method Accuracy of fault
classification

Accuracy of fault severity
recognition

HDNN 99.79 99.52
DNN 97.06 96.38
HSVM 82.82 77.00
SVM 65.74 58.40
HBPNN 81.28 71.68
BPNN 68.11 62.42

the proposedmethod. To reduce the effect of randomness, the
experiment was repeated 20 times. In this paper, the initial-
ized parameters in theDNNpretraining process are shown in
Table 3.

The network training uses stochastic gradient descent
method; on each hierarchicy the maximum number of
iterations of DNN is 500, 300, and 300, respectively. Simu-
lation of three tradition methods, BPNN, SVM, and DNN,
is compared with simulation of the proposed multimode
fault classification approach to verify its effectiveness. In
addition, hierarchical BPNN (HBPNN) and hierarchical
SVM (HSVM) are also compared with hierarchical DNN
(HDNN). BPNN uses the gradient descent method to update
the network weights and bias parameter; one-to-one training
mechanism is used to train a SVM with radial basis. The
training mechanism of HBPNN and HSVM is the same as
HDNN.

Table 4 compares the fault classification accuracies in time
domain and frequency domain. It can be seen from Table 4
that rotation machinery fault is more sensitive in frequency
domain. So we use FFT as a tool to preprocess the original
data.

Table 5 compares the fault classification results after
mode partition. It can be seen from line 2 and line 3 that
HDNNcan obtainmore accurate classification either for fault
source location or for fault severity recognition which tells
us that mode partition is a critical step in multimode fault
classification.

The hierarchical model for the case of BPNN and
SVM also confirms this conclusion. Comparing line 2

Table 6: The classification results by the second hierarchical of the
proposed model.

Method Mode partition
HDNN 99.96
HBPNN 90.45
HSVM 89.73

with line 4 and line 6, we can see that HDNN is sig-
nificantly superior to other hierarchical machine learning
models because of the fact that HDNN can get better
mode partition accuracy which is shown in Table 6. On
the other hand, we can draw another conclusion that the
performance of traditional BPNN method is superior to
the traditional SVM method in the large sample case, but
the accuracy of HSVM is higher than that of HBPNN
due to the fact that SVM does well in small sample
learning.

In order to demonstrate the performance of the pro-
posed multimode classification method, the hierarchical
machine learning methods are employed in this paper. As
can be seen from Table 6, the accuracy of mode par-
tition with proposed HDNN method can reach 99.96%,
and we can naturally find that the performance of HDNN
is superior to HBPNN and HSVM in mode partition
procedure.

In view of the excellent performance of the proposedmul-
timode classificationmethod, we found that the performance
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Figure 7: Observation of original signals corresponding to 10 fault types.

of classificationwas influenced by accurate feature extraction.
In order to verify the effectiveness of HDNN based feature
extraction method, scatter plots of the feature extracted are
demonstrated in Figures 8–10. As shown in Table 3, in each
training process, the number of neurons in the last hidden
layer is 100; that is to say, the feature dimension is 100, which
is too large to be visualized. Therefore, PCA is used as a
data compression tool to reduce the feature dimension. In
this paper, we use the first three key principal components
to plot the scatter chart of the fault source location feature
extracted by HDNN, as shown in Figure 8. Figure 8 is the
scatter plots for fault feature extracted by HDNN after mode
partition, while Figure 9 shows the scatter plots for fault
feature extracted by DNN without mode partition. From
Figures 9 and 10, we can see that some fault features are over-
lapped, which result in an unsatisfactory fault classification
result.

Figure 10 is the scatter plot of the feature extracted for
different modes. We can see from Figure 10 that HDNN
does well in multimode fault feature extraction which will
greatly affect the accuracy of the successive fault classifi-
cation.

In summary, the proposed multimode classification
method can accurately extract the different fault features
based on its strong nonlinear characterization ability.

In general, efficiency of the fault classification method is
affected by sample number of the train data. Figure 11 displays
the fault classification accuracy of DNN and HDNN in two
cases. Red line denotes the classification accuracy of the case
when more samples are used as the training data. Black line
denotes the classification accuracy of the case when fewer
samples (only 1/2 of the first case) are used as the training
data. In addition, the line with “∗” is the simulation result
of HDNN and the line with “◻” is the simulation result of
traditional DNN.

From Figure 11, it can be clearly seen that (1) fault
classification accuracy of HDNN does not vary much for the
two cases, while the fault classification accuracy of DNN is
greatly affected by the number of training data used and (2)
in both cases fault classification accuracy of HDNN is much
better than DNN. So we can come to the conclusion that
HDNN is a more robust fault classification for multimode
bearing fault classification in the case when fewer number of
training data are available.
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Figure 8: Scatter plots of principal components for the feature of fault classification; (a)–(d) represent four modes: corresponding to Mode
1, Mode 2, Mode 3, and Mode 4, respectively.
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Figure 10: Scatter plots of principal components formode partition features; (a)–(c) representmode partition result corresponding toHDNN,
HBPNN, and HSVM, respectively.

5. Conclusions

In this paper, a novel multimode fault classification method
based on DNN is developed. The main idea is to con-
struct a hierarchical DNN model with the first hierarchy
specially devised for the purpose of mode partition. The
second hierarchical model comprising a set of DNNs is
devised to extract feature separately of different modes and
precisely diagnose the fault source. Another set of DNNs
is devised to distinguish the severity of a certain fault
in a given mode, which is helpful for predictive mainte-
nance of the machinery equipment. Rolling bearing is the

experiment platform to verify the efficiency of the proposed
method.
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Focusing on quality-related complex industrial process performance monitoring, a novel multimode process monitoring method
is proposed in this paper. Firstly, principal component space clustering is implemented under the guidance of quality variables.
Through extraction of model tags, clustering information of original training data can be acquired. Secondly, according to
multimode characteristics of process data, the monitoring model integrated Gaussian mixture model with total projection to latent
structures is effective after building the covariance description form.The multimode total projection to latent structures (MTPLS)
model is the foundation of problem solving about quality-related monitoring for multimode processes. Then, a comprehensive
statistics index is defined which is based on the posterior probability of the monitored samples belonging to each Gaussian
component in the Bayesian theory. After that, a combined index is constructed for process monitoring. Finally, motivated by the
application of traditional contribution plot in fault diagnosis, a gradient contribution rate is applied for analyzing the variation of
variable contribution rate along samples. Our method can ensure the implementation of online fault monitoring and diagnosis for
multimode processes. Performances of the whole proposed scheme are verified in a real industrial, hot strip mill process (HSMP)
compared with some existing methods.

1. Introduction

With modern industrial processes getting increasingly com-
plex and large, prevention monitoring and fault diagnosis
have become the key to ensure safe operation, improve
product quality, and gain economic benefits. Due to the
complex operation mechanism, sheer size, complex condi-
tions, chaotic environment, and vague boundary conditions
in complex industrial systems, it is quite tough to implement
effective process monitoring. As a result, the data-driven pro-
cess monitoring technology has become one of the research
hotspots in the field of fault diagnosis. The core idea of this
technique is to establish the data model by means of using
historical data, mining useful information, and getting the
features of normal and fault operation mode, so as to realize
process monitoring. In the last decades, basic multivariate
statistical monitoring techniques, such as principal compo-
nent analysis (PCA) and partial least squares (PLS), have been
established and successfully applied in practice [1].

However, PCA or PLS model is established with data
which follow the basis hypothesis of data subject to stable
single Gaussian mode. Due to the reasons of fluctuation of
raw materials, product specifications, and differences among
batches, process data show the characteristic of multimode
in actual industrial processes especially for batch processes.
Considering the problems existing in the multimode pro-
cess, traditional fault detection methods and their improved
algorithms are difficult to be applied directly; otherwise, the
performance of data model in process monitoring will be
reduced.

Many scholars have studied a lot andmade some progress
on those problems [1]. Hwang andHan proposed a hierarchi-
cal clustering based on the PCAmodelingmethod [2]. Lane et
al. proposed a pooled principal component analysis method
[3]. However, the ensemble modeling methods, in which
the common feature of subspace in each mode is extracted
as a unified model, are unable to fully or accurately depict
all operation models. Particularly, when there are many
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differences among variousmodes, themodel characterization
in their methods is often biased. Chen and Liu used the
heuristic smoothing clustering algorithm to classify data
automatically, which can get multiple operating modes [4].
Zhao et al. applied multiple PCA and multiple PLS method
to fault monitoring for multimode processes [5], in which
the similarity index between different operating models was
established and used to analyze the shift between the models.
In view of stage division, Doan and Srinivasan modeled dif-
ferent stages of the process, respectively, for fault monitoring
[6]. Dealing with the multimode problem of the process,
the former divided the process data using the clustering
method and then established independent models, so as to
make fault monitoring more targeted. However, the above
independentmodelingmethods are often complex, have large
calculating quantity, and are usually based on the experience
of mode division. Whether the division is reasonable or
not will directly affect the quality of monitoring results.
All the above increase the difficulties of online monitor-
ing.

Considering the unique advantages in dealing with non-
Gaussian data, the Gaussian mixture model (GMM) has
not been explored in multimode process monitoring until
recently. Choi et al. integrated PCA and DA with GMM to
detect and isolate the faults in a process with nonlinearity,
multistates, or dynamics [7]. Yoo et al. applied a similar stra-
tegy intomultiway PCA tomonitor biological batch processes
[8]. However, these methods ignore the possibility that the
monitored sample may come from other Gaussian com-
ponents of lower posterior probabilities, which may lead
to biased monitoring results. Yu and Qin proposed a new
method that combines finite mixture Gaussian models with
Bayesian inference to characterize different operation modes
through Gaussian components and then realized fault detec-
tion [9]. In recent years, many scholars had proposed differ-
ent methods to solve multimode monitoring [9].

The main contribution of this paper is summarized as
follows. (1)An efficient method for multimode process mon-
itoring based on finite Gaussian mixture models is proposed.(2) A gradient contribution rate is proposed to measure the
contribution to the combined index and find out the variable
which should be in charge of the fault in quality.This rate can
better show the changes of variables contribution rate over
time after fault occurrence.

The remainder of this paper is organized as follows. In
Section 2, the descriptions of traditional PCAandPLSmodels
in covariance form are provided, and then the covariance
description form of the total projection to latent structures
(TPLS)model is derived.Multimode information is extracted
from the principal component space by GMM and a new
multimode total projection to potential structure (MTPLS)
model is established in Section 3. A unified monitoring
framework based on MTPLS in combination with Bayesian
inference is constructed and quality-related fault monitoring
is implemented using a combined index in Section 4. In
Section 5, a hot strip mill process is taken as an example to
verify the superiority of our new method in fault monitoring
and diagnosis over traditional methods.The conclusions and
future works are given in Section 6.

2. Multivariate Statistical Theory

2.1. PCA and Covariance Description Form. Principal com-
ponent analysis model is one of the most basic projection
models in multivariate statistical analysis. Let X ∈ R𝑁∗𝑚
be the dataset of 𝑚-dimensional process variables, where 𝑁
stands for the number of samples. Matrix X can be decom-
posed into a scorematrix and a loadingmatrix as follows [10]:

X = X̂ + E = TP𝑇 + E,
T = XP, (1)

where T ∈ R𝑁∗𝐴 and P ∈ R𝑚∗𝐴 stand for score matrix and
loadingmatrix, respectively, and𝐴 is the number of principal
components. The covariance matrix of normalized data can
be defined as follows:

ΣX ≈ 1𝑁 − 1X𝑇X. (2)

The PCA loading matrix P can be obtained by eigenvalue
decomposition on the covariance matrix ΣX.

Based on the projection model, monitoring statistics
indexes 𝑇2 and SPE can be constructed. Let xnew ∈ 𝑅𝑚; the
indexes can be designed as follows:

𝑇2 = x𝑇newPΛ
−1P𝑇xnew ≤ 𝑇2𝛼 ,

SPE = (I − PP𝑇) xnew2 ≤ 𝛿2𝛼, (3)

where Λ denotes the principal component covariance matrix
and 𝑇2𝛼 and 𝛿2𝛼 are the control limit with the confidence level
of 𝛼.

When the residual error is subject to normal distribution,
Jackson andMudholkar pointed out that the control limit can
be calculated as follows:

𝛿2𝛼 = 𝜃1(𝑐𝛼√2𝜃2ℎ20𝜃1 + 1 + 𝜃2ℎ0 (ℎ0 − 1)𝜃21 )
1/ℎ0 , (4)

where ℎ0 = 1 − 2𝜃1𝜃3/3𝜃21 , 𝜃𝑖 = ∑𝑚𝑗=𝐴+1 𝜆𝑖𝑗 (𝑖 = 1, 2, 3),𝑐𝛼 represents the threshold of standard normal distribution
under the confidence level of 𝛼, and 𝜆𝑗 represents the
eigenvalue of covariance matrix ΣX.

Similarly, in order to apply the sample covariance infor-
mation into the monitoring index, the principal component
covariance matrix can be expressed as

Λ = 1𝑁 − 1T𝑇T = 1𝑁 − 1P𝑇X𝑇XP = P𝑇ΣXP. (5)

2.2. PLS and Covariance Description Form. In the actual
industrial production, the changes of quality variables Y are
of more concern, especially for the faults which can cause
the change of quality variables. PLS model uses the quality
variables to guide the decomposition of sample space.
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PLS decomposition of X and Y results in the following:

X = TP𝑇 + E,
Y = TQ𝑇 + F, (6)

where X ∈ R𝑁∗𝑚, Y ∈ R𝑁∗𝑙, and score matrix T can be
formulated with X as T = XR.

ParametermatrixR can be obtained by the loadingmatrix
P and weight matrix W in PLS iterative calculation, R =
W(P𝑇W)−1.

According to the iterative process of the PLS model,
Peng et al. proposed a model construction method using
data covariance information [11], in which the covariance
matrix of data was introduced into the iterative process, and
model parameter matrices can be obtained at the same time.
Compared with conventional PLS, the model construction
methodusing data covariance information reduced the calcu-
lation amount although the intrinsic properties essence was
not changed.

Different from the PCA projection model, the decompo-
sition structure of space X in PLS is defined by two matrices
P and R, and an oblique projection structure is induced in
input space. It is the quality that guides the decomposition
of sample space, so that the principal component space is
changed. The covariance matrix of the principal component
space can be expressed as

Λ = 1𝑁 − 1T𝑇T = 1𝑁 − 1R𝑇X𝑇XR = R𝑇ΣXR. (7)

Similar to PCA model monitoring, the monitoring sam-
ple statistics can be constructed by using the covariance
matrix of the above formula as follows:𝑇2 = x𝑇newRΛ

−1R𝑇xnew ≤ 𝑇2𝛼 ,
𝑄 = (I − PR𝑇) xnew2 ≤ 𝛿2𝛼. (8)

The control limit of the residual statistic can be calculated
as follows:

𝛿2𝛼 = 𝑔𝜒2ℎ,𝛼, (9)

where 𝑔 = 𝑆/2𝜇, ℎ = 2𝜇2/𝑆, 𝜇 represents the sample mean
of residual statistic 𝑄, 𝑆 represents the sample variance of 𝑄,
and 𝑔𝜒2ℎ,𝛼 is the threshold of 𝜒2 variables with scale factor 𝑔
and free degree ℎ.
3. TPLS Monitoring Model

3.1. TPLS. PLS algorithmuses two variable spaces to describe
process change. However, the main component of samples
contains the part which is orthogonal to Y, and this part
cannot reflect the variations related to Y. On the other hand,
PLS decomposition structure makes the residual inX remain
very large, which is not suitable to be monitored by index 𝑄.
Therefore, Li et al. proposed a kind of total projection algo-
rithm [12], which is based on traditional PLS decomposition.
The original latent variable space is decomposed into one

subspace relevant to quality variables directly and another
subspace orthogonal to quality variables. At the same time,
the residual space is decomposed into subspaces with large
variance and residual subspace containing noise only, using
the PCA orthogonal projection technique.

By further decomposition, we can model X and Y as
follows:

X = X𝑦 + X𝑜 + X𝑟 + E𝑟,
Y = T𝑦Q

𝑇
𝑦 + F, (10)

where X𝑦 = T𝑦P𝑇𝑦 , X𝑜 = T𝑜P𝑇𝑜 , and X𝑟 = T𝑟P𝑇𝑟 . X𝑦 stands for
the part which is relevant to Y directly in X̂,X𝑜 stands for the
part which is orthogonal to Y in X̂, andX𝑟 stands for the part
with large variance component in E.

At the same time, based on the structure of PLS projec-
tion, Li et al. also performed a detailed analysis of the space
structure of TPLS and drew a good conclusion [12]. Similar
to PLS, TPLS also exhibits an oblique projection, but TPLS
projects x to four different spaces, which reflect different
relationship among quality variables.

For a new measurement of sample xnew, the correspond-
ing score and residual part can be calculated as follows [12]:

t𝑦new = Q𝑇𝑦QR
𝑇xnew,

t𝑜new = P𝑇𝑜 (PR𝑇 − P𝑦R
𝑇
𝑦) xnew,

t𝑟new = P𝑇𝑟 (I − PR𝑇) xnew,
x𝑟𝑟new = (I − P𝑟P

𝑇
𝑟 ) (I − PR𝑇) xnew.

(11)

Compared with PLS, TPLS model is easy to be explained
and suitable for process monitoring. Similar to PLS in
monitoring strategy, TPLS uses two statistic indexes𝑇2 and𝑄
in process monitoring. In TPLS,X𝑦,X𝑜, andX𝑟 represent the
main variation in the process, and thus they are suitable for𝑇2 statistic, and E𝑟 represents the residual part of the process
which is suitable to be monitored by using statistic 𝑄.
3.2. The Covariance Description of TPLS. The four spaces in
TPLS can get a more detailed description of the different
relationships betweenX and quality variablesY. Based on the
covariance matrix of the PLS model, the parameter matrices
P, Q, and W will be obtained. Then, parameter matrix R is
calculated by R = W(P𝑇W)−1.

Combining with the covariance description form of PCA
and PLS model, we can do space decomposition in the
following form.

In PCA decomposition of Ŷ, characteristic vectors of the
covariance matrix ΣŶ are extracted to construct Q𝑦. ΣŶ can
be expressed as

ΣŶ = 1𝑁 − 1 Ŷ𝑇Ŷ = QR𝑇ΣXRQ
𝑇. (12)

Similarly, in PCA decomposition of X̂𝑜 and E, we can
extract characteristic vectors of each covariance matrix to
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form a loading matrix in corresponding space. Covariance
matrices can be expressed as

ΣX̂𝑜 = 1𝑁 − 1 (X̂ − T𝑦P
𝑇
𝑦)𝑇 (X̂ − T𝑦P

𝑇
𝑦)

= ΣX̂ − ΣX̂ŶQ𝑦P𝑇𝑦 − P𝑦Q
𝑇
𝑦ΣŶX̂ + P𝑦Q

𝑇
𝑦ΣŶQ𝑦P

𝑇
𝑦 ,

ΣE = 1𝑁 − 1 (X − X̂)𝑇 (X − X̂)
= ΣX − ΣXRP𝑇 − ΡR𝑇ΣX + ΣX̂,

(13)

where

ΣX̂ = PR𝑇ΣXRP
𝑇,

ΣX̂Ŷ = PR𝑇ΣXRQ
𝑇,

ΣŶX̂ = QR𝑇ΣXRΡ
𝑇.

(14)

According to the score and the residual structure model
of new measurement samples, let

R𝑇𝑦 = Q𝑇𝑦QR
𝑇,

R𝑇𝑜 = P𝑇𝑜 (PR𝑇 − P𝑦R
𝑇
𝑦) ,

R𝑇𝑟 = P𝑇𝑟 (I − PR𝑇) .
(15)

It can be easily proved that this form is equivalent to the
standard one.

The following part shows the calculation process of TPLS
model using covariance information.

Covariance Description Form of TPLS Algorithm. Obtain ΣX
and ΣXY:

(1) Use GMM-PLS algorithm, and obtain parameter
matrix: P = [p1, . . . , p𝐴] ∈ 𝑅𝑚∗𝐴,W = [𝑤1, . . . , 𝑤𝐴] ∈𝑅𝑚∗𝐴,Q = [q1, . . . , q𝐴] ∈ 𝑅𝑙∗𝐴, R = W(P𝑇W)−1.

(2) Calculate PCA decomposition of Ŷ: do an eigenvalue
decomposition onΣŶ; obtain the loadingmatrixQ𝑦 =[q𝑦1, . . . , q𝑦𝐴𝑦] ∈ 𝑅𝑚∗𝐴𝑦 and principal component
number: 𝐴𝑦 = rank(Q).

(3) P𝑇𝑦 = (Q𝑇𝑦ΣŶQ𝑦)−1Q𝑇𝑦ΣŶX̂.
(4) Calculate PCAdecomposition of X̂𝑜: do an eigenvalue

decomposition onΣX̂𝑜 ; obtain the loadingmatrixP𝑜 =[p𝑜1, . . . , p𝑜𝐴𝑜] ∈ 𝑅𝑚∗𝐴𝑜 and principal component
number: 𝐴𝑜 = 𝐴 − 𝐴𝑦.

(5) Calculate PCA decomposition of E = X − X̂: do
an eigenvalue decomposition on ΣE; obtain loading
matrix P𝑟 = [p𝑟1, . . . , p𝑟𝐴𝑟] ∈ 𝑅𝑚∗𝐴𝑟 and principal
component number 𝐴𝑟: based on the PCA method.

4. Multimode Process Monitoring and
Fault Diagnosis

4.1. Mode Division of Principal Components. According to
industrial process data with the characters of multimode, we
need to determine a mixed model based on historical data
firstly and then design amonitoring framework. Considering
covariance information required for the statistical model,
multimode modeling data can be processed by GMM. It is
the assumption that data are made up of different Gaussian
distributions. That is, for any sample data x, it is possible
to take a certain probability from 𝐾 different Gaussian
distributions. As a result, global probability distribution can
be expressed by themixedmodel of the𝐾Gaussian elements.
It can be expressed as

𝑝 (x | 𝜃) = 𝐾∑
𝑖=1

𝑤𝑖𝑝 (x | 𝜃𝑖) , (16)

where 𝐾 is the number of mixture components, 𝑤𝑖 denotes
the weight of the 𝑖th Gaussian component, and ∑𝐾𝑖=1 𝑤𝑖 = 1,
𝜃𝑖 = {𝜇𝑖,Σ𝑖} represents the statistical parameters. Parameters
estimation usually adopts EM iterative algorithm. The corre-
sponding multivariate Gaussian density function for the 𝑖th
component is given by

𝑝 (x | 𝜃𝑖)
= 1(2𝜋)𝑚/2 Σ𝑖1/2 exp [−12 (x − 𝜇𝑖)𝑇 Σ𝑖−1 (x − 𝜇𝑖)] . (17)

According to the rule of Bayes inference, the posterior
probability of x belonging to the 𝑖th Gaussian component is

𝑝 (𝜃𝑖 | x) = 𝑤𝑖𝑝 (x | 𝜃𝑖)∑𝐾𝑘=1 𝑤𝑘𝑝 (x | 𝜃𝑘) . (18)

However, due to factors such as production flow, batch,
and specification, the quality variables of the final products
have some certain degree of difference in real production
processes. It may be the root cause that process data is with
multimode and multistage features. Therefore, considering
that the PLS algorithm is with the space decomposition under
guidance of quality variables, this paper first performs mode
division with principal component space T and acquires
the mode label 𝐶𝑘 of t𝑖. This method carried out with the
projection of training data can highlight the influence of
quality variables better.

Based on advantages of GMM in processing multimode
problems, we deal with principal components matrix T with
GMM for acquiring∑𝐾𝑖=1 𝑤𝑡𝑖 = 1 and 𝜃𝑡𝑖 = {𝜇𝑡𝑖,Σ𝑡𝑖}. The total
number of estimated parameters is𝐾((1/2)𝐴2+(3/2)𝐴+1)−1,
where 𝐴 is the number of the principal components. Usually,𝐴 is far less than process variables number 𝑚, which can
reduce the number of estimated parameters greatly and speed
up the calculation.

After mode division, principal component space model
based on GMM is established, where each Gauss component
corresponds to different mode characteristics. For training
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samples, x𝑖 can be divided into the modes whose principal
variable belongs to

𝐶𝑘 = 𝑃 (𝜃𝑡𝑘 | t𝑖) = 𝑤𝑡𝑘𝑝 (t𝑖 | 𝜃𝑡𝑘)∑𝐾𝑖=1 𝑤𝑡𝑖𝑝 (t𝑖 | 𝜃𝑡𝑖) . (19)

Taking process variables 𝑥 ∈ 𝑅𝑚 and output variables y ∈
R𝑙 into account, we construct a new vector zwhich stands for
the process information as follows:

z = [x
y
] ∈ R(𝑚+𝑙). (20)

Assuming that variable z is satisfied with mixed Gauss
distribution, the distribution parameters 𝜃𝑖 = {𝜇𝑖,Σ𝑖} can be
acquired by mean(z) and cov(z) directly; prior probabilities𝜔𝑖 are the same as principal space distribution 𝜔𝑡𝑖.
ΘGMM = {{𝑤1,𝜇(1)𝑧 ,Σ(1)𝑧 } , . . . , {𝑤𝐾,𝜇(𝐾)𝑧 ,Σ(𝐾)𝑧 }} . (21)

Divide 𝜇(𝑘)𝑧 and Σ(𝑘)𝑧 into the forms of [11]

𝜇(𝑘)𝑧 = [[
𝜇(𝑘)𝑥

𝜇(𝑘)𝑦

]] ,
Σ(𝑘)𝑧 = [[

Σ(𝑘)𝑥 Σ
(𝑘)
𝑥𝑦

Σ(𝑘)𝑦𝑥 Σ
(𝑘)
𝑦

]] .
(22)

As above, it can be noted that mode classification will be
under the guidance of quality variables. Then, because the
number of principal components is far less than that of pro-
cess variables, this has a great advantage in the treatment of
estimated parameters calculation. In addition, after the mode
division of original training data, multimode information
such as covariance matrices can be directly calculated, which
reduce the amount of calculation and improve calculation
accuracy.

4.2. Multimode TPLS Based Fault Detection. According to
the principle of building PLS and TPLS, the essence is to
use data information, variance, and covariance to represent
process characteristics. As far as PLS is concerned, the
modeling process is to maximize the covariance of linear
combinations of process variables and quality variables, so
the modeling process can be converted into a covariance
form through the initial data X and Y. Therefore, in order
to adapt to the multimode characteristic of industrial process
data better, we can extend multivariate statistical methods to
multimode scope by covariance strategy which will improve
the performance of the monitoring model.

Based on the above analysis, we can make a rational
division of training data to obtain themultimode information
in the process of fault monitoring. When the sample is
collected and is ready for being monitored, it can be divided
into corresponding models with the probability, using Bayes
classification ability under the data pretreatment. Then, we
can calculate the monitoring statistic of the sample to justify

whichmode it belongs to.We treat the posterior probability of
the monitoring sample belonging to each Gauss component
as the membership degree of the corresponding model.

By using data information of probability 𝑤𝑖 and parame-
ters 𝜃 to monitor the process, the comprehensive monitoring
index is constructed, which can be used to monitor the fault
reasonably.

For a new monitoring sample xnew ∈ R𝑚, the probability
of sample data belonging to different modes is 𝑃(𝜃𝑘 | xnew).
4.3. Comprehensive Monitoring Index. According to PCA
decomposition of Ŷ in TPLS, T𝑦 = ŶQ𝑦, the covariance
matrix of principal components in spaceX𝑦 can be expressed
as [13]

Λ𝑦 = 1𝑁 − 1T𝑇𝑦T𝑦 = 1𝑁 − 1Q𝑇𝑦Ŷ𝑇ŶQ𝑦 = Q𝑇𝑦ΣŶQ𝑦. (23)

Available by Ŷ = TQ𝑇 and T = XR,

Λ𝑦 = Q𝑇𝑦QR
𝑇ΣXRQ

𝑇Q𝑦 = R𝑇𝑦ΣXR𝑦. (24)

In the same way, the covariance matrices of principal
components in spaces X𝑜 and X𝑟 can be done as in the above
proof:

Λ𝑜 = R𝑇𝑜ΣXR𝑜,
Λ𝑟 = R𝑇𝑟 ΣXR𝑟. (25)

In order to realize the multimode fault monitoring, the
monitoring index based on the MTPLS model is obtained by
using the probability information and Bayesian inference:𝑇2𝑦new(𝑘)

= (xnew − 𝜇(𝑘)𝑥 )𝑇R𝑦(𝑘)Λ−1𝑦(𝑘)R𝑇𝑦(𝑘) (xnew − 𝜇(𝑘)𝑥 ) ,
𝑄𝑟new(𝑘) = x𝑟𝑟new2

= (I − P𝑟(𝑘)P
𝑇
𝑟(𝑘)) (I − P(𝑘)R

𝑇
(𝑘)) (xnew − 𝜇(𝑘)𝑥 )2 .

(26)

Similarly,𝑇2𝑜new(𝑘)
= (xnew − 𝜇(𝑘)𝑥 )𝑇R𝑜(𝑘)Λ−1𝑜(𝑘)R𝑇𝑜(𝑘) (xnew − 𝜇(𝑘)𝑥 ) ,

𝑇2𝑟new(𝑘)
= (xnew − 𝜇(𝑘)𝑥 )𝑇R𝑟(𝑘)Λ−1𝑟(𝑘)R𝑇𝑟(𝑘) (xnew − 𝜇(𝑘)𝑥 ) .

(27)

The threshold can be inferred by the setting in standard
TPLS.

In summary, we make use of covariance information
mainly to calculate and then to achieve process monitoring
in MTPLS. Compared with standard TPLS, the covariance
model is more suitable for monitoring multimode processes
and making full use of data information in the process of
model construction and fault monitoring. Avoiding direct
classification on data, the covariancemodel reduces the effect
of classification on the final performance monitoring of the
process.
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4.4. Quality-Related Combined Index. In TPLS based process
monitoring, space X𝑦 represents the change part related to
quality variable, while space E𝑟 represents the uncertain parts
related to quality variable. They reflect two different kinds of
quality-related faults.Therefore, it is necessary to observe two
subspaces at the same time. In practice, a unified monitoring
index is more popular than the two separate ones. In PCA
based fault detection, Yue and Qin proposed a combined
index [14]. Li et al. proposed a combined one for TPLS based
process monitoring [12]. Similarly, a combined index which
incorporates 𝑇2𝑦 and 𝑄𝑟 is proposed in a way as follows:

𝜑𝑦 = 𝑇2𝑦𝛿𝑦 + 𝑄𝑟𝛿𝑟𝑟 = x𝑇Φx, (28)

where

Φ = R𝑦Λ−1𝑦 R𝑇𝑦𝛿𝑦 + (I − RP𝑇) (I − P𝑟P𝑇𝑟 ) (I − PR𝑇)𝛿𝑟𝑟 . (29)

𝜁2 is the threshold of this combined index which can be
obtained by approximate distribution 𝜁2 = 𝑔𝜒2ℎ,𝛼. It is
supposed that there is no fault in the process when the
monitoring result is 𝜑𝑦 < 𝜁2.

Scale factor 𝑔 and free degree ℎ are calculated in

𝑔 = tr (SΦ)2
tr (SΦ) ,

ℎ = [tr (SΦ)]2
tr (SΦ)2 ,

(30)

where S = cov(x) = ΣX, which is the covariance matrix
of process variable x. Using this combined index, we can
simultaneously monitor the anomalies in the two subspaces
and thus monitor the faults associated with the quality
variables Y.

4.5. Gradient Contribution Rate for Fault Diagnosis. It is
necessary to isolate the faulty variables after a fault is detected.
As a common fault separation method, the contribution plot
assumes that the variables which have greater contribution
to the monitoring statistics are very likely to be faulty vari-
ables. According to the description framework of complete
decomposition of contribution proposed by Alcala and Qin,
contribution to the combined index can be described as the
following form [15]:

con t𝑖 = (𝛾𝑖x)2 = (𝜉𝑇𝑖 Φ1/2x)2 ,
index = Φ1/2x2 = 𝑚∑

𝑖=1

con t𝑖, (31)

where 𝛾𝑖 represents the 𝑖th row of matrix Φ1/2, 𝜉𝑖 represents
the 𝑖th row of identity matrix, and 𝑚 represents the number
of variables in one sample.

Traditional contribution plot method is used for analyz-
ing a specific sample when the fault is detected, which shows

the contribution value of each variable to one monitoring
index in bar chart. After that, the variables with greater con-
tribution will be selected as the possible cause of fault.
Westerhuis et al. put forward a generalized contribution to
statistics form and a method of obtaining the control limits
for variable contributions [16]. Choi et al. proposed specific
statistical methods to set the upper limit of the variable
contribution to the four monitoring statistics [7]. Li et al.
proposed a kind of contribution plot based on TPLS, which
describes the contribution of all variables tomonitoring index𝑇2𝑦 and 𝑄𝑟 in a unified way [12].

For the fault diagnosis method based on traditional con-
tribution figure for one single sample after fault occurrence,
there are some flaws that cannot well describe fault source
and the change of other malfunction variables caused by fault
source. In order to combine the idea of analyzing the con-
tribution rate of faulty variables along the time coordinates
with the change of the variable itself, reducing the impact of
variable magnitude of value on the contribution rate, we refer
to the gradient contribution rate to solve the fault variable
analysis.

First, we introduce a mathematical symbol ⊙ and a scale
factor vector k = [V1, . . . , V𝑚]𝑇, where ⊙ indicates element
product. x⊙k = [x1V1, . . . , x𝑖V𝑖, . . . , x𝑚V𝑚]𝑇, and x𝑖V𝑖 indicates
the change of variable x𝑖. As can be segmented, if V𝑖 > 1, then|x𝑖V𝑖| > |x𝑖|; if V𝑖 = 1, then x𝑖V𝑖 = x𝑖; if V𝑖 < 1, then |x𝑖V𝑖| < |x𝑖|.
So, equation 𝜑(k ⊙ x)|k=1𝑚 = 𝜑(x) can be established.

It can be seen from the first-order Taylor series expansion
of 𝜑(k ⊙ x) near k = 1𝑚 that

𝜑 (x ⊙ k) ≈ 𝜑 (x) + 𝑚∑
𝑖=1

𝜕𝜑 (x ⊙ k)𝜕V𝑖
k=1𝑚 (V𝑖 − 1) . (32)

Based on the above conclusion, the contribution rate may
be defined as follows.

For amonitoring sample x,𝐶(x, 𝑖) ≜ |(𝜕𝜑(x⊙k)/𝜕V𝑖)|k=1𝑚 |
indicates the contribution rate of the 𝑖th variable to index 𝜑.

As described above, the contribution rate represents
the gradient of each variable to detection index under the
same abnormal changes. Variables which are with great
contribution will be considered with great influence to index𝜑, the same to quality variable.

For a new monitoring sample xnew, the contribution rate
of the 𝑖th variable can be calculated as 𝜕𝜑 (xnew ⊙ k)𝜕V𝑖

k=1𝑚
 . (33)

As a result, the gradient contribution rate based on
comprehensive monitoring index 𝜑𝑦 can be expressed as
follows:

𝐶 (xnew, 𝑖) =

𝜕 (𝜉𝑇𝑖 Φ1/2 (xnew ⊙ k))2𝜕V𝑖

k=1𝑚
= 2𝜉𝑇𝑖 Φ1/2xnewxnew,𝑖 ,

(34)

where xnew,𝑖 represents the value of the 𝑖th variable in moni-
toring sample xnew.
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Figure 1: Schematic diagram of the proposed PLS-MTPLS and Bayesian-based process monitoring and diagnosis method.

Due to the diffusion effect of fault, the method of setting
absolute control limits using absolute value of variable contri-
bution for fault diagnosis is not with good effect. Therefore,
we use relative contribution rate; namely,

𝐶𝑟 (xnew, 𝑖) = 𝐶 (xnew, 𝑖)∑𝑚𝑖=1 𝐶 (xnew, 𝑖) , (35)

where relative contribution rate satisfies
𝑚∑
𝑖=1

𝐶𝑟 (xnew, 𝑖) = 1. (36)

As described above, in index 𝜑𝑦 based quality-related
fault diagnosis, the contribution rate can reflect contribution
gradients of variables to the monitoring index. Therefore,
those variables which have a larger contribution rate are able
to affect combined index and quality variables significantly.

4.6. Framework of Fault Detection and Diagnosis. The sche-
matic diagram of the proposed process monitoring and diag-
nosis is shown in Figure 1. Detailed procedures formultimode
process detection can be summarized below:

(1) Collect a set of historical training data under all
possible operating modes and determine the number
of modes.

(2) Use EM algorithm to learn the Gaussian mixture
model of principal component space and estimate the
model parameter setΘT based on the iterative steps.

(3) Do multimode division and multimode information
acquisition of process data according to 𝐶𝑘. Then, for
each monitored sample xnew, compute its posterior
probabilities belonging to all Gaussian components
through Bayesian inference strategy.

(4) Calculate local monitoring statistics for the moni-
tored sample xnew within each Gaussian component
and integrate them into the comprehensive indexwith
probabilities.

(5) Integrate the quality-relatedmonitoring statistics into
a quality-related combined index 𝜑𝑦.

(6) Specify a confidence level (1−𝛼)100%for determining
control threshold 𝜁2 and generate themonitoring plot
for all the monitored samples.

(7) Detect the abnormal operating condition at the mon-
itored samples satisfying 𝜑𝑦 > 𝜁2 which is helpful for
fault diagnosis.

(8) Calculate the relative contribution rate of variables to
the combined index 𝜑𝑦 before and after fault occur-
rence and generate the contribution rate plot for fault
diagnosis analysis.

5. Application to HSMP

5.1. Hot Strip Mill Process. HSMP (hot strip mill process)
is an extremely complex industrial production process. In
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Figure 2: The schematic of HSMP.
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Figure 3: The structure of mill stand.

the process of production, improving the quality of products
can bring about higher economic and social benefits for
the factory. Typical HSM machine production line is mainly
composed of reheating furnace, roughing mill, transfer table,
crop shear, finishing mill group, run-out table cooling, and
coiler. Figure 2 shows the whole process flow chart. The
reheating furnace can ensure the temperature of the strip
reaches 1200 degrees Celsius before roughing mill. A slab of
thickness of 100∼200mm is sent to the roughing mill group
after cutting off the scales, eventually forming 28∼45mm
thick middle slab through several times of rolling. Through
the transport of transfer table and in turn with insulation
cover, crop shear, and high pressure water descaling, the slab
runs into seven stands of finishing mill group. In order to
enhance the performance of the final product, the steel plate
needs to go through laminar cooling. This paper focuses on
fault monitoring in the part of finishing mill process (FMP).

As shown in Figure 2, FMP consists of seven stands. Every
stand contains two working rolls and backup rolls, which are
driven by their own power drive units. The distance between
two working rolls is called roll gap, which can be adjusted
by the hydraulic device. A detailed structure diagram of the
finishing roll is shown in Figure 3. This means that the strip

will go through all the seven stands during the finishing mill
process.

In whole FMP, it is noted that the stands are actually not
working independently but are coupled with each other by
different control schemes. The thickness in the exit of the
last stand is the key factor which directly affects the quality
of products. Whole finishing mill process is controlled by
automatic thickness control system. It can be seen that there is
an obvious hysteresis control of the exit thickness. Not until
the abnormal value of the exit thickness is detected, caused
by some fault of front stands, can the thickness control system
be started.Therefore, establishing real-time acquisition of the
relationship between the process variables and exit thickness
and then monitoring the thickness by real-time measuring
process variables become very meaningful [14].

5.2. Fault Detection Simulation Analysis. Production speci-
fication can be determined by different thicknesses of the
steel strip in HSMP which should meet different industrial
demands. We select the steel plate data of two specifications
for modeling: one is the thickness of 2.70mm and the other is
3.95mm. The sampling interval for the variable is 0.01 s and
4000 samples are used for training modeling.

In the actual finishing mill process, we can collect the
data information including roll gap, milling force between
working rolls, and bending force in every stand. Generally
speaking, the exit thickness has more relationships with roll
gap andmilling force thanwith bending force. Using data col-
lected under normal operating conditions, GMM iterative
learning is performed in principal component space which
is under the guidance of quality variables. With the model
division result, the process of multimode parameters calcu-
lation of the original data is carried out. Figure 4 shows the
clustering distribution of two kinds of normal production. In
this part, the clustering numbers are 𝐾1 = 3 and 𝐾2 = 5
which are fixed according to Yu et al.The𝐾-means algorithm
is applied to roughly calculate 𝜇𝑘𝑖 . Randomly initialize the
value ofΣ𝑘𝑖 before GMM iterative learning.Then, we establish
the proposed PLS-MTPLS model. Variables concerned in
FMP are as follows.

Process Variables

x1 ∼ x7: average gap of 𝐹𝑖 stand, 𝑖 = 1, . . . , 7, 𝜇m
x8 ∼ x14: the force between supporting and working
roll in 𝐹𝑖 stand, 𝑖 = 1, . . . , 7, KN



Journal of Control Science and Engineering 9

−0.02
0

0.02
0.04

−0.04
0

0.04
0.08

−0.08
−0.04

0
0.04
0.08

pc1
pc2

pc
3

(a) 𝐾1 = 3

−0.04
−0.02

0
0.02

0.04

−0.04
−0.02

0
0.02

0.04

0

−0.08

−0.04

0.04

pc1pc2

pc
3

(b) 𝐾2 = 5

Figure 4: Principal components clustering distribution where 𝐾1 = 3 and 𝐾2 = 5 (pc: principal component).
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x15 ∼ x20: the bending force in the working roll of 𝐹𝑖
stand, 𝑖 = 1, . . . , 7, KN

Quality Variable

y: thickness of strip at the exit of FMP, mm

For different types of faults that may occur in FMP, we
select three encountered faults as a detected object in this
section which are shown in Table 1.

According to the exit thickness value of the strip steel
under three types of fault condition, it is obvious that fault
1 and fault 3 are quality-related, while fault 2 is quality-
unrelated. As Figures 6 and 9 show, themethod based onPLS-
MTPLS gives a higher fault detection rate for fault 1 and fault
3. And for the quality-unrelated fault 2, PLS-MTPLS inherits
the effect of space division in traditional TPLS method,
making the monitoring index 𝑇𝑦2 which is directly related to
the quality have a relatively low rate of false alarm.

To examine the advantages of our proposed approach,
a comparison research has been done using two evaluating
indexes: FDR and FAR.
FAR

= Number of samples (𝜑𝑦 > 𝜁2 | quality is normal)
total fault − free samples

,
FDR

= Number of samples (𝜑𝑦 > 𝜁2 | quality is faulty)
total faulty samples

.
(37)

False detection rates and false alarm rates are counted for
three types of fault and statistical results are shown in Table 2.
It shows that PLS-MTPLS method performs better.

Fault 1 represents the failure of hydraulic roll gap control
structure. Fault occurs at about 20 s, namely, the 2000th
monitoring sample. The values of roll gap x4 in the fourth
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Figure 6: Detection result of fault 1.

Table 1: Faults that occurred in FMP.

Fault number Fault description Duration Type
1 Malfunction of gap control loop in 𝐹4 stand 20 s–30 s Quality-related
2 Fault of roll bending force measuring sensor in 𝐹5 stand 10 s–20 s Quality-unrelated
3 10% stiction of the cooling valve between 𝐹2 and 𝐹3 stands 10 s–20 s Quality-related
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Figure 7: Diagnosis result of fault 1.

stand are directly affected, and then the sampling values of
milling force x11 in the fourth stand have also been affected.

Because of the influence of feedback control system, roll gaps
and milling forces will be changed in the following stands,
and then finally the exit thickness is affected. As shown in
Figure 5, there is a delay for change of exit thickness value,
namely, quality variables with respect to fault occurrence. But
for fault detection results, as shown in Figure 6, there is almost
no delay. From the point of view of this analysis, detection
results can be a good reference for field staffs, in order to take
response measurements timely.

Figure 7 gives the observation of change of relative
contribution rate for fault 1. As is shown, we can clearly
see that many contribution rate values of related variables
have changed since the 2000thmonitoring sample.When the
fault is detected, according to the observation of relative con-
tribution rate, variable x4 which has the largest relative con-
tribution rate is diagnosed firstly. As a result, we can conclude
that roll gap of 𝐹4 stand is the source of fault. At the same
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Table 2: Detection performance comparison.

Fault number Type MPLS (𝑇2) TPLS (𝜑𝑦) MTPLS (𝑇𝑦2) MTPLS (𝜑𝑦) PLS-MTPLS (𝑇𝑦2) PLS-MTPLS (𝜑𝑦)
1 FDR 0.7968 0.8977 0.8620 0.9995 0.9435 0.9995
2 FAR 0.3357 0.4335 0.1335 0.2610 0.0080 0.2605
3 FDR 0.7780 0.8510 0.8848 0.9729 0.9092 0.9735
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Figure 8: Detection result of fault 2.

time, variables x11 and x5 ∼ x7 are subsequently diagnosed
which are affected by the fault source, thereby causing fault
propagation. Figure 7 shows curves of variables change in real
data of fault source variable and variables affected. The diag-
nostic analysis is in accordancewith the actual production sit-
uation. As a result, the relative contribution rate can not only

diagnose fault variables, but also show the order of fault vari-
ables transmission. Then, it can help in finding out the real
source of fault with causal relationship among these variables.

Fault 2 represents the fault of sampling value of bending
force in 𝐹5 stand, which is a kind of step transition. When
the fault occurs, the value of variable x18 will increase greatly.
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Figure 10: Diagnosis result of fault 3.

Then, with feedback regulation of automatic control system,
the bending force value in 𝐹6 and 𝐹7 stands will be changed
correspondingly. But this kind of fault will only cause the
change of strip plate, not thickness as shown in Figure 8.

Fault 3 is a kind of fault in cooling valve between 𝐹2 and𝐹3 stands, which is usual in the process of finishing mill. It
will make the rolling force and roll gap in stands following𝐹3 stand be changed. Based on the monitoring results of
comprehensive index, fault 3 can be detected timely as shown
in Figure 9. The change of relative contribution rate is shown
in Figure 10. It can be noted that variable x3 is affected firstly,
followed by variable x10 and others. From the above analysis,
we can draw a conclusion that the fault diagnosis method
based on the relative contribution rate can be applied to FMP
effectively.

In this section, we focus on the research of exit thickness
of the strip. Twenty variables among measured variables in
FMP were selected for building PLS-MTPLS model. Based
on it, a kind of comprehensive monitoring index and a
kind of relative contribution rate were established for fault
monitoring and diagnosis, respectively, for three common
faults. Results of monitoring and diagnosis verified that

PLS-MTPLS has higher FDR and lower FAR than traditional
multivariate statistics methods shown in Table 2. In addition,
compared with MTPLS which clusters with original data
directly, this method is with better monitoring effects in
statistics 𝑇𝑦2 of principal component which can be seen in
Table 2.

6. Conclusion

In this paper, a new PLS-MTPLS method is proposed on the
basis of covariance descriptions of PCA and PLS algorithm
for multimode process monitoring. After mode division of
quality-related principal components, multimode informa-
tion is embedded into the monitoring model by integrating
GMM with TPLS, which avoids the direct use of process
training data for modeling. Based on the quality-related
multimode monitoring model PLS-MTPLS, a kind of com-
prehensive monitoring index is applied to execute real-time
online monitoring. Then, a combined index is constructed
for improving monitoring efficiency and extended to fault
diagnosis by relative gradient contribution rate calculation.

The efficiency and superiority of PLS-MTPLS are demon-
strated through application to the monitoring of HSMP. As
can be seen from the comparison and analysis, the proposed
approach can reduce computational complexity and be more
suitable for multimode processes.
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This paper presents a fault-tolerant control scheme for a class of nonlinear systems with actuator faults and unknown input
disturbances. First, the slidingmode control law is designed based on the reaching lawmethod.Then, in view of unpredictable state
variables and unknown information in the control law, the original system is transformed into two subsystems through a coordinate
transformation. One subsystem only has actuator faults, and the other subsystem has both actuator faults and disturbances. A
sliding mode observer is designed for the two subsystems, respectively, and the equivalence principle of the sliding mode variable
structure is used to realize the accurate reconstruction of the actuator faults and disturbances. Finally, the observation value and
the reconstruction value are used to carry out an online adjustment to the designed sliding mode control law, and fault-tolerant
control of the system is realized. The simulation results are presented to demonstrate the approach.

1. Introduction

In recent years, theoretical research in fault-tolerant control
has made great progress in the practical applications [1–
8]. Fault-tolerant control scheme is widely studied in lin-
ear systems. Tao and Xu studied the fault-tolerant control
of known and unknown parameters of high-speed train
dynamics model [9, 10]. Yu and Jiang proposed an innovative
strategy for compensating the actuator faults to optimize
system performance [11]. Shen et al. presented an integrated
design method of adaptive robust control for a linear system
with adaptive fault identification [12]. And Zhao et al. studied
an adaptive sliding mode control for damage problems [13].
However, most of the actual objects are nonlinear, and some
of the working points in the linear systems will enter the
nonlinear region when it has a fault. For systems of actuator
with random failures and uncertain parameters, Fan et al.
studied its stabilization and tracking problem, but they did
not consider the disturbance of unknown inputs [14]. Yin et
al. presented a fault-tolerant control system scheme for real-
time performance optimization, but they did not consider the
effect of actuator faults [15]. In view of uncertain overdrive

systems, Zhang et al. proposed a robust control allocation
algorithm based on pseudoinverse, which is compensated for
the negative influence of the failure and stuck fault [16]. Hu
et al. presented an adaptive terminal sliding mode control
method, found the finite time control of the attitude tracking,
and solved the problem of actuator control input saturation
[17]. However, these two methods did not obtain accurate
fault values.

The concept of sliding mode variable structure control is
to design the switching hyperplane of the system according
to the expected dynamic characteristics of the system. The
variable structure controller is used to drive the system state
from the initial state to the switching hyperplane in a finite
time and then maintain its state at the switching hyperplane.
Once the system state reaches the switching hyperplane, the
control function will ensure that the system travels along the
switching hyperplane to reach the origin of the system. The
system characteristics and parameters are entirely dependent
on the designed switching hyperplane but are unrelated
to external disturbances. Hence, the sliding mode variable
structure control is extremely robust and has been widely
applied in studies of nonlinear systems.
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Based on the work of Zhao et al. about the adaptive
sliding mode control in the literature [13], considering a
class of nonlinear systems with actuator faults and unknown
input disturbances, this paper innovatively presents precisely
a fault-tolerant control method with disturbance and fault
reconstruction. To fulfill the above scheme, a fault-tolerant
control law with sliding mode control is first proposed here.
A fault diagnosis and reconstruction method is used to carry
out accurate reconstruction of unknown information, and
finally the observation value and the reconstruction value are
used to carry out the corresponding adjustment of the control
law. The simulation results show that the proposed control
method can meet the requirements of control accurately and
reliably.

The remainder of the paper is organized as follows.
Section 2 describes themathematical model of nonlinear sys-
tems with actuator faults and unknown input disturbances.
Section 3 presents a fault-tolerant control law based on the
sliding mode control. The design of observer is discussed in
Section 4. Then the fault reconstruction and the disturbance
estimation are discussed in Section 5. Section 6 presents an
online adjustment of the fault-tolerant control law. Simula-
tion results are presented in Section 7, and conclusion is in
Section 8.

2. Problem Description

We have an uncertain nonlinear system affected by actuator
faults and unknown disturbances:

�̇� (𝑡) = 𝐴𝑥 (𝑡) + Φ (𝑥, 𝑢) + 𝐸𝑓𝑎 (𝑡) + 𝐷𝑑 (𝑡) + 𝐵𝑢 (𝑡) ,
𝑦 (𝑡) = 𝐶𝑥 (𝑡) , (1)

where𝑥 ∈ 𝑅𝑛 is the state variables,𝑢 ∈ 𝑅𝑟 is the system inputs,
and 𝑦 ∈ 𝑅𝑝 is the outputs. Assume the nonlinear continuous
term Φ(𝑥, 𝑢) ∈ 𝑅𝑛 is known. The unknown nonlinear term𝑑(𝑡) ∈ 𝑅𝑞 models the lumped uncertainties and disturbances
experienced by the system, which is assumed to be bounded;
that is, a positive constant 𝛾1 exists such that ‖𝑑(𝑡)‖ ≤ 𝛾1.
The unknown nonlinear term𝑓𝑎(𝑡) ∈ 𝑅𝑞 represents actuator
faults, supposed to be norm bounded; that is, there exists a
constant 𝛾2 such that ‖𝑓𝑎(𝑡)‖ ≤ 𝛾2. 𝐴 ∈ 𝑅𝑛×𝑛, 𝐵 ∈ 𝑅𝑛×𝑟,𝐶 ∈ 𝑅𝑝×𝑛, 𝐷 ∈ 𝑅𝑛×𝑞, and 𝐸 ∈ 𝑅𝑛×𝑞 are known constant
matrices with 𝑛 > 𝑝 > 𝑞.
3. A Fault-Tolerant Control Law

The active fault-tolerant control for faulty system (1) can be
described as follows: If there is no fault, that is, 𝑓𝑎(𝑡) = 0, it
is considered to be a nominal system; any appropriate control
law is designed to achieve the gradual stability of the nominal
system. If there is a fault, that is, 𝑓𝑎(𝑡) ̸= 0, an additional
control law 𝑢𝑓 is designed to address and fix the fault. Thus,
for a faulty system, the control law can be designed:

𝑢 (𝑡) = 𝑢𝑛 (𝑡) + 𝑢𝑓 (𝑡) , (2)

where 𝑢𝑛(𝑡) is the nominal control law for the corresponding
fault-free system.

If the specified system state command is defined as 𝑟(𝑡),𝑟(𝑡) ∈ 𝑅𝑛, the system error can be represented as

𝑒𝑥 = 𝑟 (𝑡) − 𝑥 (𝑡) . (3)

Therefore, the sliding mode surface is represented as

𝑠0 = 𝐺𝑒𝑥, (4)

where 𝐺 is a matrix that will be designed.
From (4), the following equation can be obtained:

̇𝑠0 = 𝐺 ̇𝑒𝑥 = 𝐺 ( ̇𝑟 − �̇�)
= 𝐺 ̇𝑟
− 𝐺 (𝐴𝑥 (𝑡) + Φ (𝑥, 𝑢) + 𝐸𝑓𝑎 (𝑡) + 𝐷𝑑 (𝑡) + 𝐵𝑢 (𝑡)) .

(5)

The control law is designed as

𝑢 = (𝐺𝐵)∗ (𝐺 ̇𝑟 − 𝐺𝐴𝑥 − 𝐺Φ (𝑥, 𝑢) − 𝐺𝐸𝑓𝑎 (𝑡)
− 𝐺𝐷𝑑 (𝑡) + 𝑘𝑠0 + 𝜀 sgn (𝑠0)) , (6)

where parameters 𝑘 and 𝜀 are constant to be designed and(𝐺𝐵)∗ is the generalized inverse matrix of (𝐺𝐵). If there is no
fault, that is, 𝑓𝑎(𝑡) = 0, the control law of the nominal system
is
𝑢𝑛 (𝑡) = (𝐺𝐵)∗ (𝐺 ̇𝑟 − 𝐺𝐴𝑥 − 𝐺Φ (𝑥, 𝑢) − 𝐺𝐷𝑑 (𝑡) + 𝑘𝑠0
+ 𝜀 sgn (𝑠0)) . (7)

If there is a fault, that is, 𝑓𝑎(𝑡) ̸= 0, the additional control law𝑢𝑓 is
𝑢𝑓 (𝑡) = (𝐺𝐵)∗ (−𝐺𝐸𝑓𝑎 (𝑡)) . (8)

Lemma 1. For the nonlinear system described in (1), the
designed fault-tolerant control is shown in (6). When 𝑘 > 0
and 𝜀 > 0, the system is in the stability condition of a sliding
mode.

Proof. Consider the following Lyapunov function:

𝑉0 = 12𝑠02. (9)

The time derivative of 𝑉0, along with (5), is

�̇�0 = 𝑠0 ̇𝑠0 = 𝑠 (𝐺 ̇𝑟 − 𝐺 (𝐴𝑥 (𝑡) + Φ (𝑥, 𝑢) + 𝐸𝑓𝑎 (𝑡)
+ 𝐷𝑑 (𝑡) + 𝐵𝑢 (𝑡))) . (10)

The following equation can be obtained by taking the substi-
tution of (6) into (10):

�̇�0 = −𝑘𝑠02 − 𝜀 𝑠0 . (11)

When 𝑘 > 0 and 𝜀 > 0, the following equation can be
obtained:

�̇�0 ≤ 0. (12)

This completes the proof.

It can be seen from the above analysis that the system can
satisfy the asymptotic stability requirement; namely, it will be
driven to the corresponding sliding mode surface in a finite
period of time.
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4. Observer Design

Equation (6) contains the system state variable 𝑥, the distur-
bance 𝑑, and the actuator fault 𝑓𝑎, where these variables are
often unknown in control law. Therefore, we carry out the
system state observations𝑥 through themethod of “designing
observer,” where the disturbance 𝑑 and actuator fault 𝑓𝑎 are
reconstructed accurately again on this basis to obtain the
corresponding state observation value �̂� and reconstruction
values �̂� and �̂�𝑎 of the disturbance and fault, which are
substituted into (6) to determine the control.

Assumption 2. 𝐷 is a column full rank matrix and
rank(𝐶𝐷) = rank(𝐷).
Remark 3. If the disturbance distribution matrix 𝐷 is not a
column full rankmatrix, for example, rank(𝐷) = 𝑞1 < 𝑞, then
a rank decomposition𝐷 = 𝐷1𝐷2 could be applied, where𝐷1
is a column full rank matrix and 𝑑1(𝑡) = 𝐷2𝑑2(𝑡) could be
considered as a new unknown disturbance [18].

Assumption 4. Thematrix pair (𝐴, 𝐶) is observable.
The matrix is partitioned for (1) to obtain the following

equation:

�̇� (𝑡) = [�̇�1 (𝑡)�̇�2 (𝑡)]

= [𝐴11𝐴12𝐴21𝐴22] [𝑥1 (𝑡)𝑥2 (𝑡)] + [
Φ1 (𝑥, 𝑢)Φ2 (𝑥, 𝑢)]

+ [𝐸1𝐸2]𝑓 (𝑡) + [
𝐷1𝐷2]𝑑 (𝑡) + [

𝐵1𝐵2] 𝑢 (𝑡) ,

(13)

where 𝑥1(𝑡) ∈ 𝑅𝑛−𝑞, 𝑥2(𝑡) ∈ 𝑅𝑞, 𝐴11 ∈ 𝑅(𝑛−𝑞)×(𝑛−𝑞), 𝐴12 ∈𝑅(𝑛−𝑞)×𝑞, 𝐴21 ∈ 𝑅𝑞×(𝑛−𝑞), 𝐴22 ∈ 𝑅𝑞×𝑞, Φ1(𝑥, 𝑢) ∈ 𝑅𝑛−𝑞, Φ2(𝑥,𝑢) ∈ 𝑅𝑞, 𝐸1 ∈ 𝑅𝑛−𝑞, 𝐸2 ∈ 𝑅𝑞, 𝐷1 ∈ 𝑅(𝑛−𝑞)×𝑞, and 𝐷2 ∈ 𝑅𝑞×𝑞 is
a nonsingular matrix.

Based on Assumption 2, two transformation matrices,
namely, 𝑇 and 𝑆, exist [19] such that

𝑥 (𝑡) = 𝑇−1𝑧 (𝑡) = 𝑇−1 [𝑧1 (𝑡)𝑧2 (𝑡)] 𝑦 (𝑡) = 𝑆
−1 [V1 (𝑡)

V2 (𝑡)] . (14)

Therefore, (1) could be converted as follows:

�̇� (𝑡) = [�̇�1 (𝑡)�̇�2 (𝑡)]
= 𝑇𝐴𝑇−1𝑧 (𝑡) + 𝑇Φ (𝑧, 𝑢) + 𝑇𝐸𝑓𝑎 (𝑡) + 𝑇𝐷𝑑 (𝑡)
+ 𝑇𝐵𝑢 (𝑡) ,

V (𝑡) = [V1 (𝑡)
V2 (𝑡)] = 𝑆𝐶𝑇

−1𝑧 (𝑡) ,

(15)

where

𝑆𝐶𝑇−1 = [𝐶11 0
0 𝐶22] (16)

and 𝐶22 is a nonsingular matrix.
The following nonsingular transformation matrix 𝑇 is

then constructed [19]:

𝑇 = [𝐼𝑛−𝑞 − 𝐷1𝐷−12 0𝐼𝑞] . (17)

Therefore, the coefficient matrices in (15) are as follows:

𝑇𝐴𝑇−1 = 𝐴 = [𝐴11𝐴12𝐴21𝐴22] ,
𝑇𝐵 = 𝐵 = [𝐵1𝐵2] ,

𝑇𝐷 = 𝐷 = [ 0𝐷2] ,

𝑇𝐸 = 𝐸 = [𝐸1𝐸2] ,

𝑇Φ (𝑥, 𝑢) = Φ (𝑥, 𝑢) = [Φ1 (𝑥, 𝑢)Φ2 (𝑥, 𝑢)] ,

(18)

where 𝐴11 = 𝐴11 − 𝐷1𝐷−12 𝐴21, 𝐴12 = (𝐴11 −𝐷1𝐷−12 𝐴21)𝐷1𝐷−12 + 𝐴12 − 𝐷1𝐷−12 𝐴22, 𝐴21 = 𝐴21, 𝐴22 =𝐴21𝐷1𝐷−12 + 𝐴22, Φ1(𝑥, 𝑢) = Φ1(𝑥, 𝑢) − 𝐷1𝐷−12 Φ2(𝑥, 𝑢),Φ2(𝑥, 𝑢) = Φ2(𝑥, 𝑢), 𝐸1 = 𝐸1 − 𝐷1𝐷−12 𝐸2, 𝐸2 = 𝐸2, 𝐷2 = 𝐷2,𝐵1 = 𝐵1 − 𝐷1𝐷−12 𝐵2, 𝐵2 = 𝐵2, 𝑧1(𝑡) ∈ 𝑅𝑛−𝑞, 𝑧2(𝑡) ∈ 𝑅𝑞,𝐴11 ∈ 𝑅(𝑛−𝑞)×(𝑛−𝑞), 𝐴12 ∈ 𝑅(𝑛−𝑞)×𝑞, 𝐴21 ∈ 𝑅𝑞×(𝑛−𝑞), 𝐴22 ∈ 𝑅𝑞×𝑞,Φ1(𝑥, 𝑢) ∈ 𝑅𝑛−𝑞, Φ2(𝑥, 𝑢) ∈ 𝑅𝑞, 𝐸1 ∈ 𝑅𝑛−𝑞, 𝐸2 ∈ 𝑅𝑞, 𝐷2 ∈ 𝑅𝑞,𝐶11 ∈ 𝑅(𝑝−𝑞)×(𝑛−𝑞), 𝐶22 ∈ 𝑅𝑞×𝑞, V1 ∈ 𝑅𝑝−𝑞, and V2 ∈ 𝑅𝑞.
System (15) is then transformed into the following sub-

systems:

�̇�1 (𝑡) = 𝐴11𝑧1 (𝑡) + 𝐴12𝑧2 (𝑡) + Φ1 (𝑥, 𝑢) + 𝐸1𝑓𝑎 (𝑡)
+ 𝐵1𝑢 (𝑡) ,

V1 (𝑡) = 𝐶11𝑧1 (𝑡) ,
(19)

�̇�2 (𝑡) = 𝐴21𝑧1 (𝑡) + 𝐴22𝑧2 (𝑡) + Φ2 (𝑥, 𝑢) + 𝐸2𝑓𝑎 (𝑡)
+ 𝐷2𝑑 (𝑡) + 𝐵2𝑢 (𝑡) , (20)

V2 (𝑡) = 𝐶22𝑧2 (𝑡) . (21)

Two subsystems, (19) and (20), could be obtained from
system (1) by matrix transformation. Subsystem (19) is free
from any uncertainties but is subjected to system actuator
faults; subsystem (20) has actuator faults and uncertainties.
The detail design of two sliding mode observers correspond-
ing to the above subsystems will be presented as follows.

Assumption 5. (𝐴11, 𝐶11) and (𝐴22, 𝐶22) are observable.
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Assumption 6. The nonlinear functions Φ1 and Φ2 are
assumed to be known and satisfied the Lipschitz conditions,
such that

Φ1 (𝑥, 𝑢) − Φ1 (�̂�, 𝑢) ≤ 𝛾3 ‖𝑥 − �̂�‖
= 𝛾3 𝑇−1 ‖𝑧 − �̂�‖ = 𝛾3 ‖𝑧 − �̂�‖ ,Φ2 (𝑥, 𝑢) − Φ2 (�̂�, 𝑢) ≤ 𝛾4 ‖𝑥 − �̂�‖
= 𝛾4 𝑇−1 ‖𝑧 − �̂�‖ = 𝛾4 ‖𝑧 − �̂�‖ ,

(22)

where 𝛾3 and 𝛾4 are known Lipschitz positive constants.
Based on the transformed systems (19) and (20), the

present study proposes the following two sliding mode
observers:

̇̂𝑧1 (𝑡) = 𝐴11�̂�1 (𝑡) + 𝐴12�̂�2 (𝑡) + Φ1 (�̂�, 𝑢) + 𝐸1𝑟1 (𝑡)
+ 𝐵1𝑢 (𝑡) + 𝐿1 (V1 (𝑡) − V̂1 (𝑡)) ,

V̂1 (𝑡) = 𝐶11�̂�1 (𝑡) ,
̇̂𝑧2 (𝑡) = 𝐴21�̂�1 (𝑡) + 𝐴22�̂�2 (𝑡) + Φ2 (�̂�, 𝑢) + 𝐸2𝑟2 (𝑡)

+ 𝐵2𝑢 (𝑡) + 𝐿2 (V2 (𝑡) − V̂2 (𝑡)) ,
V̂2 (𝑡) = 𝐶22�̂�2 (𝑡) ,

(23)

where superscript “̂” indicates an estimated value and 𝑟1(𝑡)
and 𝑟2(𝑡) represent the input signals of the sliding mode
observers:

𝑟1 (𝑡) = {−𝜌1 𝐹1 (V̂1 (𝑡) − V1 (𝑡))𝐹1 (V̂1 (𝑡) − V1 (𝑡)) if V̂1 (𝑡) − V1 (𝑡)
̸= 00if V̂1 (𝑡) − V1 (𝑡) = 0,

𝑟2 (𝑡) = {−𝜌2 𝐹2 (V̂2 (𝑡) − V2 (𝑡))𝐹2 (V̂2 (𝑡) − V2 (𝑡)) if V̂2 (𝑡) − V2 (𝑡)
̸= 00if V̂2 (𝑡) − V2 (𝑡) = 0,

(24)

where 𝐹1 and 𝐹2 are the observer gains and 𝜌1 and 𝜌2 are
positive scalars that will be designed.

Assumption 7. The existing arbitrary matrices 𝐹1 and 𝐹2 and
symmetric positive definite matrices 𝑃1 and 𝑃2 will satisfy the
following equations:

𝑃1𝐸1 = 𝐶𝑇11𝐹𝑇1 ,
𝑃2𝐸2 = 𝐶𝑇22𝐹𝑇2 . (25)

From Assumption 5 we know that the existing matrices𝐿1 and 𝐿2 will make 𝐴10 and 𝐴20 become stable matrices:

𝐴11 − 𝐿1𝐶11 = 𝐴10,
𝐴22 − 𝐿2𝐶22 = 𝐴20. (26)

If the state estimation errors are defined as 𝑒1 = 𝑧1(𝑡) − �̂�1(𝑡),𝑒2 = 𝑧2(𝑡)− �̂�2(𝑡), and 𝑒 = (𝑒1 𝑒2)𝑇 and the output estimation
errors are defined as 𝑒V1 = V1(𝑡) − V̂1(𝑡) = 𝐶11𝑒1(𝑡) and 𝑒V2 =
V2(𝑡) − V̂2(𝑡) = 𝐶22𝑒2(𝑡), then, from (19), (20), and (23), the
state estimation errors dynamical systems are described by

̇𝑒1 (𝑡) = (𝐴11 − 𝐿1𝐶11) 𝑒1 (𝑡) + 𝐴12𝑒2 (𝑡) + Φ1 (𝑧, 𝑢)
− Φ2 (�̂�, 𝑢) + 𝐸1 (𝑓𝑎 (𝑡) − 𝑟1 (𝑡)) , (27)

̇𝑒2 (𝑡) = (𝐴22 − 𝐿2𝐶22) 𝑒1 (𝑡) + 𝐴21𝑒1 (𝑡) + Φ2 (𝑧, 𝑢)
− Φ2 (�̂�, 𝑢) + 𝐸2 (𝑓𝑎 (𝑡) − 𝑟2 (𝑡))
+ 𝐷2𝑑 (𝑡) .

(28)

Lemma 8. Considering the error dynamics system (27) and
(28) and Assumptions 6 and 7, if the following LMI is satisfied

[[[[[[
[

𝐴𝑇10𝑃1 + 𝑃1𝐴10 + 𝜉𝛾2𝐼𝑛−𝑞 𝐴𝑇21𝑃2 + 𝑃1𝐴12 𝑃1 0
𝐴𝑇12𝑃1 + 𝑃2𝐴21 𝐴𝑇20𝑃2 + 𝑃2𝐴20 + 𝜉𝛾2𝐼𝑞 0 𝑃2𝑃1 0 −𝜉𝐼𝑛−𝑞 0

0 𝑃2 0 −𝜉𝐼𝑞

]]]]]]
]
< 0 (29)

and the parameters 𝜌1 and 𝜌2 satisfy
𝜌1 > 𝛾2,
𝜌2 > 𝛾4 +

𝐷2𝐸2 𝛾1
(30)

then 𝑒1 and 𝑒2 are asymptotically convergent; that is,
lim
𝑡→∞

𝑒1 (𝑡) = 0,
lim
𝑡→∞

𝑒2 (𝑡) = 0, (31)

where 𝜉 is a positive constant and 𝐼𝑞 is a q-dimensional identity
matrix.
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Proof. Consider the following Lyapunov function:

𝑉1 = 𝑒𝑇1𝑃1𝑒1 + 𝑒𝑇2𝑃2𝑒2. (32)

The derivative of𝑉 alongwith the error dynamic systems (27)
and (28) is

�̇�1 = 𝑒𝑇1 (𝐴𝑇10𝑃1 + 𝑃1𝐴10) 𝑒1 + 2𝑒𝑇1𝑃1 (𝐴12𝑒2
+ Φ1 (𝑧, 𝑢) − Φ1 (�̂�, 𝑢) + 𝐸1𝑓𝑎 (𝑡) − 𝐸1𝑟1 (𝑡))
+ 𝑒𝑇2 (𝐴𝑇20𝑃2 + 𝑃2𝐴20) 𝑒2 + 2𝑒𝑇2𝑃2 (𝐴21𝑒1
+ Φ2 (𝑧, 𝑢) − Φ2 (�̂�, 𝑢) + 𝐸2𝑓𝑎 (𝑡) + 𝐷2𝑑 (𝑡)
− 𝐸2𝑟2 (𝑡)) .

(33)

Let

𝐴 = [𝐴11 − 𝐿1𝐶11𝐴12𝐴21𝐴22 − 𝐿2𝐶22] ,
𝑃 = [𝑃100𝑃2] ; (34)

then

�̇�1 = 𝑒𝑇 (𝐴𝑇𝑃 + 𝑃𝐴) 𝑒 + 2𝑒𝑇𝑃 (Φ (𝑧, 𝑢) − Φ (�̂�, 𝑢))
+ 2𝑒𝑇1𝑃1 (𝐸1𝑓𝑎 (𝑡) − 𝐸1𝑟1 (𝑡))
+ 2𝑒𝑇2𝑃2 (𝐸2𝑓𝑎 (𝑡) + 𝐷2𝑑 (𝑡) − 𝐸2𝑟2 (𝑡)) .

(35)

Since the inequality 2𝑋𝑇𝑌 ≤ (1/𝜉)𝑋𝑇𝑋+𝜉𝑌𝑇𝑌 is true for any
scalar 𝜉 > 0, then

2𝑒𝑇𝑃 (Φ (𝑧, 𝑢) − Φ (�̂�, 𝑢))
≤ 1𝜉 𝑒𝑇𝑃2𝑒

+ 𝜉 (Φ (𝑧, 𝑢) − Φ (�̂�, 𝑢))𝑇 (Φ (𝑧, 𝑢) − Φ (�̂�, 𝑢))
≤ 1𝜉 𝑒𝑇𝑃2𝑒 + 𝜉𝛾2 ‖𝑒‖2 .

(36)

From Assumption 7, the following equation can be obtained:

2𝑒𝑇1𝑃1𝐸1𝑓𝑎 (𝑡) − 2𝑒𝑇1𝑃1𝐸1𝑟1 (𝑡)
= 2𝑒𝑇1𝑃1𝐸1𝑓𝑎 (𝑡) − 2𝜌1𝑒𝑇1𝑃1𝐸1 𝐹1𝐶11𝑒1𝐹1𝐶11𝑒1
≤ 2 𝐹1𝐶11 𝑒1 (𝛾2 − 𝜌1) ≤ 0,

2𝑒𝑇2𝑃2𝐸2𝑓𝑎 (𝑡) + 2𝑒𝑇2𝑃2𝐷2𝑑 (𝑡) − 2𝑒𝑇2𝑃2𝐸2𝑟2 (𝑡)
= 2𝑒𝑇2𝑃2𝐸2𝑓𝑎 (𝑡) + 2𝑒𝑇2𝑃2𝐷2𝑑 (𝑡)
− 2𝜌2𝑒𝑇2𝑃2𝐸2 𝐹2𝐶22𝑒2𝐹2𝐶22𝑒2

≤ 2 𝐹2𝐶22 𝑒2(𝛾2 +
𝐷2𝐸2 𝛾1 − 𝜌2) ≤ 0.

(37)

Equations (36) to (37) are substituted into (33) to obtain

�̇�1 ≤ 𝑒𝑇 (𝐴𝑇𝑃 + 𝑃𝐴 + 1𝜉𝑃2 + 𝜉𝛾2𝐼𝑛) 𝑒. (38)

�̇�1 turns out to be negative definite by imposing

𝐴𝑇𝑃 + 𝑃𝐴 + 1𝜉𝑃2 + 𝜉𝛾2𝐼𝑛 < 0. (39)

The linear matrix inequality is satisfied

[𝐴𝑇𝑃 + 𝑃𝐴 + 𝜉𝛾2𝐼𝑛𝑃𝑃 − 𝜉𝐼𝑛] < 0 (40)

such that

[[[[[[
[

𝐴𝑇10𝑃1 + 𝑃1𝐴10 + 𝜉𝛾2𝐼𝑛−𝑞 𝐴𝑇21𝑃2 + 𝑃1𝐴12 𝑃1 0
𝐴𝑇12𝑃1 + 𝑃2𝐴21 𝐴𝑇20𝑃2 + 𝑃2𝐴20 + 𝜉𝛾2𝐼𝑞 0 𝑃2𝑃1 0 −𝜉𝐼𝑛−𝑞 0

0 𝑃2 0 −𝜉𝐼𝑞

]]]]]]
]
< 0, (41)

so that 𝑒(𝑡)willmake a global asymptotic convergence to zero;
that is,

lim
𝑡→∞

𝑒1 (𝑡) = 0,
lim
𝑡→∞

𝑒2 (𝑡) = 0.
(42)

This completes the proof.

Remark 9. Lemma 8 implies that 𝑒1 and 𝑒2 are bounded; that
is, 𝑡0 will exist if 𝑡 > 𝑡0 𝑒1 ≤ 𝛿1,𝑒2 ≤ 𝛿2,

‖𝑒‖ ≤ 𝛿,
(43)

where 𝛿1, 𝛿2, and 𝛿 are three finite positive scalars.
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Lemma 10. Choose the sliding mode surfaces 𝑠1 = 𝐹1𝑒V1 and𝑠2 = 𝐹2𝑒V2. Suppose Assumptions 6 and 7 and inequality
(43) hold; besides, 𝜌𝑖 (𝑖 = 1, 2) is chosen sufficiently large to
satisfy

𝜌1 ≥ (
𝐴11 − 𝐿1𝐶11 + 𝛾3) 𝛿1 + (𝐴12 + 𝛾3) 𝛿2 + 𝐸1 𝛾2 + 𝐾1

𝜆min (𝐸𝑇1𝑃1𝐸1) ,

𝜌2 ≥
𝐹2𝐶22 ((𝐴22 − 𝐿2𝐶22 + 𝛾4) 𝛿2 + (𝐴21 + 𝛾4) 𝛿1 + 𝐸2 𝛾2 + 𝐷2 𝛾1) + 𝐾2

𝜆min (𝐸𝑇2𝑃2𝐸2) .
(44)

Then the error system (27) and (28) will be driven to the
corresponding sliding mode surface 𝑠𝑖 = 0 (𝑖 = 1, 2) in finite
time. 𝐾1 and 𝐾2 are positive constants.
Proof. (1) We select the Lyapunov function as follows:

𝑉2 = 12𝑠𝑇1 𝑠1. (45)

The time derivative of𝑉2 along the trajectories of system (27)
is given by

�̇�2 = 𝑠𝑇1 (𝐹1𝐶11 ̇𝑒1) = 𝑠𝑇1𝐹1𝐶11 ((𝐴11 − 𝐿1𝐶11) 𝑒1 (𝑡)
+ 𝐴12𝑒2 (𝑡) + Φ1 (𝑧, 𝑢) − Φ1 (�̂�, 𝑢) + 𝐸1𝑓𝑎 (𝑡)
− 𝐸1𝑟1 (𝑡)) = 𝑠𝑇1 (𝐹1𝐶11 ̇𝑒1)
= 𝑠𝑇1𝐹1𝐶11 ((𝐴11 − 𝐿1𝐶11) 𝑒1 (𝑡) + 𝐴12𝑒2 (𝑡)
+ Φ1 (𝑧, 𝑢) − Φ1 (�̂�, 𝑢) + 𝐸1𝑓𝑎 (𝑡)) − 𝐹1𝐶11𝐸1𝑟1 (𝑡)
= 𝑠𝑇1𝐹1𝐶11 ((𝐴11 − 𝐿1𝐶11) 𝑒1 (𝑡) + 𝐴12𝑒2 (𝑡)
+ Φ1 (𝑧, 𝑢) − Φ1 (�̂�, 𝑢) + 𝐸1𝑓𝑎 (𝑡)) − 𝜌1𝑠𝑇1𝐸𝑇1𝑃1𝐸1
⋅ 𝑠1𝑠1 .

(46)

From 𝜆min(𝐸𝑇1𝑃1𝐸1)‖𝑠1‖2 ≤ 𝑠𝑇1𝐸𝑇1𝑃1𝐸1𝑠1 and (43), it follows
that

�̇�2 ≤ 𝑠𝑇1𝐹1𝐶11 ((𝐴11 − 𝐿1𝐶11) 𝑒1 (𝑡) + 𝐴12𝑒2 (𝑡)
+ Φ1 (𝑧, 𝑢) − Φ1 (�̂�, 𝑢) + 𝐸1𝑓𝑎 (𝑡))
− 𝜌1𝜆min (𝐸𝑇1𝑃1𝐸1) 𝑠1 ≤ 𝑠1 (𝐹1𝐶11
⋅ ((𝐴11 − 𝐿1𝐶11 + 𝛾3) 𝛿1 + (𝐴12 + 𝛾3) 𝛿2
+ 𝐸1 𝛾2) − 𝜌1𝜆min (𝐸𝑇1𝑃1𝐸1)) .

(47)

We design 𝜌1 which satisfies
𝜌1
≥ (

𝐴11 − 𝐿1𝐶11 + 𝛾3) 𝛿1 + (𝐴12 + 𝛾3) 𝛿2 + 𝐸1 𝛾2 + 𝐾1
𝜆min (𝐸𝑇1𝑃1𝐸1) ; (48)

then

�̇�2 ≤ −𝐾1 𝑠1 . (49)

(2) Consider a Lyapunov function candidate

𝑉3 = 12𝑠𝑇2 𝑠2. (50)

The time derivative of𝑉3 along the trajectories of system (28)
is given by

�̇�3 = (𝐹2𝐶22𝑒2)𝑇 (𝐹2𝐶22 ̇𝑒2) = (𝐹2𝐶22𝑒2)𝑇
⋅ 𝐹2𝐶22 ((𝐴22 − 𝐿2𝐶22) 𝑒2 (𝑡) + 𝐴21𝑒1 (𝑡)
+ Φ2 (𝑧, 𝑢) − Φ2 (�̂�, 𝑢) + 𝐸2𝑓𝑎 (𝑡) + 𝐷2𝑑 (𝑡)
− 𝐸2𝑟2 (𝑡)) = 𝑠𝑇2𝐹2𝐶22 ((𝐴22 − 𝐿2𝐶22) 𝑒2 (𝑡)
+ 𝐴21𝑒1 (𝑡) + Φ2 (𝑧, 𝑢) − Φ2 (�̂�, 𝑢) + 𝐸2𝑓𝑎 (𝑡)
+ 𝐷2𝑑 (𝑡)) − 𝜌2𝑠𝑇2𝐸𝑇2𝑃2𝐸2 𝑠2𝑠2 .

(51)

By the same reasoning as in the proof of the previous
steps, it follows that

�̇�3 ≤ 𝑠𝑇2𝐹2𝐶22 ((𝐴22 − 𝐿2𝐶22) 𝑒2 (𝑡) + 𝐴21𝑒1 (𝑡)
+ Φ2 (𝑧, 𝑢) − Φ2 (�̂�, 𝑢) + 𝐸2𝑓𝑎 (𝑡) + 𝐷2𝑑 (𝑡))
− 𝜌2𝜆min (𝐸𝑇2𝑃2𝐸2) 𝑠2 ≤ 𝑠2 (𝐹2𝐶22
⋅ ((𝐴22 − 𝐿2𝐶22 + 𝛾4) 𝛿2 + (𝐴21 + 𝛾4) 𝛿1
+ 𝐸2 𝛾2 + 𝐷2 𝛾1) − 𝜌2𝜆min (𝐸𝑇2𝑃2𝐸2)) .

(52)
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We design 𝜌2 which satisfies

𝜌2 ≥
𝐹2𝐶22 ((𝐴22 − 𝐿2𝐶22 + 𝛾4) 𝛿2 + (𝐴21 + 𝛾4) 𝛿1 + 𝐸2 𝛾2 + 𝐷2 𝛾1) + 𝐾2

𝜆min (𝐸𝑇2𝑃2𝐸2) ; (53)

then

�̇�3 ≤ −𝐾2 𝑠2 . (54)

This completes the proof.

This result shows that the sliding mode reachability
condition is satisfied. As a consequence, based on the sliding
mode equivalent principle, an ideal sliding motion will take
place on the surface 𝑠𝑖 = 0 (𝑖 = 1, 2) and after some finite
time.

5. Fault Reconstruction and
Disturbance Estimation

When the system reaches the sliding mode surface, 𝑠𝑖 = ̇𝑠𝑖 =0 (𝑖 = 1, 2) according to the slidingmode equivalent principle
[20]. The following equations are obtained:

𝐹1𝑒V1 = 𝐹1 ̇𝑒V1 = 𝐹1𝐶11 ̇𝑒1 = 0, (55)

𝐹2𝑒V2 = 𝐹2 ̇𝑒V2 = 𝐹2𝐶22 ̇𝑒2 = 0. (56)

5.1.The Reconstruction of Actuator Fault 𝑓𝑎(𝑡). From (55), we
obtain the following:

𝐹1𝐶11 ((𝐴11 − 𝐿1𝐶11) 𝑒1 (𝑡) + 𝐴12𝑒2 (𝑡) + Φ1 (𝑧, 𝑢)
− Φ1 (�̂�, 𝑢) + 𝐸1𝑓𝑎 (𝑡) − 𝐸1𝑟1 (𝑡)) = 0. (57)

From (42), it follows that

𝑓𝑎 (𝑡) ≈ 𝑟1 (𝑡) = 𝜌1sgn (𝐹1𝑒V1) . (58)

The sigmoid function was used to replace sgn(𝑠) to weaken
the chattering problem of the sliding mode, where the
reconstructed value of the actuator fault is

�̂�𝑎 = 𝜌1 ( 21 + 𝑒−𝑎1𝐹1𝑒V1 − 1) , (59)

where 𝑎1 is a positive constant to be designed.
5.2. The Estimation of the Unknown Input Disturbance 𝑑(𝑡).
From (56), we obtain the following:

𝐹2𝐶22 ((𝐴22 − 𝐿2𝐶22) 𝑒2 (𝑡) + 𝐴21𝑒1 (𝑡) + Φ2 (𝑥, 𝑢)
− Φ2 (�̂�, 𝑢) + 𝐸2𝑓𝑎 (𝑡) − 𝐸2𝑟2 (𝑡) + 𝐷2𝑑 (𝑡)) = 0. (60)

From (42), it follows that

𝑑 (𝑡) ≈ 𝐷−12 (𝐸2𝑟2 (𝑡) − 𝐸2𝑓𝑎 (𝑡))
= 𝐷−12 𝐸2 (𝜌2sgn (𝐹2𝑒V2) − 𝜌1sgn (𝐹1𝑒V1)) .

(61)

The sigmoid function was used to replace sgn(𝑠) to weaken
the chattering problem of the sliding mode, where the
reconstruction value of the disturbance is

�̂� (𝑡) = 𝐷−12 𝐸2 (𝜌2 ( 21 + 𝑒−𝑎2𝐹2𝑒V2 − 1)
− 𝜌1 ( 21 + 𝑒−𝑎1𝐹1𝑒V1 − 1)) ,

(62)

where 𝑎2 is a positive constant to be designed.
6. Adjustment of the Fault-Tolerant
Control Law

In view of the control law 𝑢 designed for the faulted system in
(1), the observed value �̂� of the system state, the reconstructed
values �̂� from (62), and �̂�𝑎 from (59) of the disturbance
and fault, respectively, were substituted into (6).The adjusted
control law becomes

𝑢 = (𝐺𝐵)∗ (𝐺 ̇𝑟 − 𝐺𝐴�̂� − 𝐺Φ (�̂�, 𝑢) − 𝐺𝐸�̂�𝑎 (𝑡)
− 𝐺𝐷�̂� (𝑡) + 𝑘𝑠0 + 𝜀 sgn (𝑠0)) . (63)

At this point, the control law in (7) adjusted to a nominal
system is

𝑢𝑛 (𝑡) = (𝐺𝐵)∗ (𝐺 ̇𝑟 − 𝐺𝐴�̂� − 𝐺Φ (�̂�, 𝑢) + 𝑘𝑠0
+ 𝜀 sgn (𝑠0) − 𝐺𝐷�̂� (𝑡)) . (64)

The additional control law in (8) is adjusted to

𝑢𝑓 (𝑡) = (𝐺𝐵) (−𝐺𝐸�̂�𝑎 (𝑡)) . (65)

Stability analysis is as follows.
Consider the following Lyapunov function:

𝑉4 = 12𝑠02. (66)

The time derivative of 𝑉4 along with (5) and (63) is

�̇�4 = 𝑠0 ̇𝑠0 = 𝑠0 (𝐺 ̇𝑟 − 𝐺𝐴𝑥 − 𝐺𝐷𝑑 − 𝐺𝐸𝑓𝑎
− 𝐺Φ (𝑥, 𝑢) − 𝐺𝐵 (𝐺𝐵)∗ (𝐺 ̇𝑟 − 𝐺𝐴�̂� − 𝐺Φ (�̂�, 𝑢)
− 𝐺𝐸�̂�𝑎 (𝑡) − 𝐺𝐷�̂� (𝑡) + 𝑘𝑠0 + 𝜀 sgn (𝑠0)))
= 𝑠0 [−𝑘𝑠0 − 𝜀 sgn (𝑠0) − 𝐺𝐴 (𝑥 − �̂�) − 𝐺 (Φ (𝑥, 𝑢)
− Φ (�̂�, 𝑢)) − 𝐺𝐸 (𝑓𝑎 − �̂�𝑎) − 𝐺𝐷(𝑑 − �̂�)]
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= 𝑠0 [−𝑘𝑠0 − 𝜀 sgn (𝑠0) − 𝐺𝐴𝑇−1𝑒 − 𝐺 (Φ (𝑥, 𝑢)
− Φ (�̂�, 𝑢)) − 𝐺𝐸 (𝑓𝑎 − �̂�𝑎) − 𝐺𝐷(𝑑 − �̂�)] .

(67)

It follows from (43) that

�̇�4 ≤ −𝑘𝑠02 − 𝜀 𝑠0 + 𝑠0 (𝐺𝐴𝑇−1𝛿
+ 𝐺𝐷𝐷−12 𝐸2 (𝜌2 + 𝜌1) + 𝐺𝐸𝜌1 + 𝐺𝛾𝛿) .

(68)

Finally, if the positive constant 𝜀 is chosen such that

𝜀 ≥ 𝛿 𝐺𝐴𝑇−1 + (𝜌2 + 𝜌1) 𝐺𝐷𝐷−12 𝐸2 + 𝜌1 ‖𝐺𝐸‖
+ 𝛾𝛿 ‖𝐺‖ (69)

we obtain

�̇�4 ≤ −𝑘𝑠02. (70)

It can be seen from the above analysis that the system can
satisfy the asymptotic stability.

7. Simulation Example

Consider a robot arm whose motion equation is as follows
[21]:

𝑀(𝑞) �̈� + 𝐵 (𝑞, �̇�) �̇� + 𝐺 (𝑞) = 𝑢,
𝑀 (𝑞) = [𝐽100𝐽𝑚] ,
𝐵 (𝑞, �̇�) = [𝐹𝑛00𝐹𝑚] ,
𝐺 (𝑞) = [𝑚𝑔𝑙 sin (𝑞1) + 𝑎 (𝑞1 − 𝑞2) − 𝑎 (𝑞1 − 𝑞2)] ,

(71)

where 𝑞1 and 𝑞2 are the link displacement and the rotor
displacement, respectively. The link inertia 𝐽1, motor rotor
inertia 𝐽𝑚, elastic constant 𝑎, link mass 𝑚, gravity 𝑔, con-
necting rod length l, and viscous friction coefficients 𝐹𝑛 and𝐹𝑚 are all positive constant parameters. The control 𝑢 is the
torque delivered by the motor.The robot parameters are 𝐹𝑛 =0.5Nm/(rad/s), 𝐽𝑚 = 1Nm2, 𝑘 = 2Nm/rad, 𝐹𝑚 = 1, 𝐽1 =2Nm2,𝑚 = 0.15 kg, 𝑔 = 9.8m/s2, and 𝑙 = 0.3m.

From (1), the parameter matrixes are

𝐴 =
[[[[[[[[
[

0 1 0 0
−𝑘𝐽1

−𝐹1𝐽1
𝑘𝐽1 0

0 0 0 1
𝑘𝐽𝑚 0 −𝑘𝐽𝑚

−𝐹𝑚𝐽𝑚

]]]]]]]]
]

= [[[[[
[

0 1 0 0
−1 −0.25 1 0
0 0 0 1
2 0 −2 −1

]]]]]
]
,

𝑓 (𝑥, 𝑢, 𝑡) = [[[[[
[

0
−0.2205 sin𝑥10

0

]]]]]
]
,

𝐸 = [00240021] ,
𝐷 = [10001002] ,
𝐵 = [00100001] ,

𝐶 = [[[[[
[

1 0 0 0
0 0 1 0
0 1 0 1
0 0 0 1

]]]]]
]
.

(72)

The transformational matrix 𝑇 is

𝑇 = [[[[[
[

1 0 −1 0
0 1 0 0
0 0 1 0
0 0 0 1

]]]]]
]
. (73)

The transformational matrix 𝑆 is

𝑆 = [[[[[
[

1 −1 0 0
0 0 1 −1
0 1 0 0
0 0 0 1

]]]]]
]
. (74)

Set the matrices as

𝑃1 = [2001] ,
𝑃2 = [1001] ,
𝐹1 = [0204] ,
𝐹2 = [0201] ,
𝐿1 = [3 − 123.25] ,
𝐿2 = [4 − 12 − 1] ,
𝐺 = [5 1 0 0

0 0 5 1] .

(75)

In the control law of (63), the constants are taken to be𝑘 = 5 and 𝜀 = 2. The robotic arm system (71) is a dual input
system,where the input signal 1 is 𝑟1 = 2 cos(𝜋𝑡) and the input
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Figure 1: Actual value 𝑥1 and tracking state of input signal 1.
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Figure 2: Tracking error 𝑒1 of input signal 1.

signal 2 is 𝑟2 = 5 sin(𝜋𝑡). Two square signals were chosen as
the “unknown” input disturbance, where one had a period of
1 s and an amplitude of 1 and the other had a period of 2 s
with an amplitude of 2. The initial values of the system state
variable 𝑥(𝑡)were taken as 0.6, 0.3, −1.5, and 0.5, respectively.
For faultless systems, the simulated experimental results are
as follows.

Figures 1 and 3 show two states of 𝑥1 and 𝑥3 used to
separately track the two input signals in the case of different
initial values; the given input valueswere reached quickly, and
they remained stable.The errors, 𝑒1 and 𝑒2, shown in Figures 2
and 4, prove the point that the tracking effect is good. Figures
5 and 6 are two output signals of the control law, respectively.

Whena system contains an actuator fault, a sinusoidal sig-
nal and a cosine signal were chosen to, respectively, simulate
the fault: for example, 𝑓𝑎1(𝑡) = sin(5𝑡) and 𝑓𝑎2(𝑡) = cos(5𝑡).
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Figure 4: Tracking error 𝑒2 of input signal 2.
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Figure 5: Control input signal 𝑢1.
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Figure 6: Control input signal 𝑢2.
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Figure 7: Actual value 𝑥1 and tracking state of input signal 1.
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Figure 8: Tracking error 𝑒1 of input signal 1.
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Figure 9: Actual value 𝑥3 and tracking state of input signal 2.
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Figure 10: Tracking error 𝑒2 of input signal 2.

Thus the fault-tolerant control was not carried out; namely,
the additional control law 𝑢𝑓 was not added at this point.
Figures 7 and 9 show the result of two input signals tracking,
and Figures 8 and 10 show the result of two tracking errors.

It can be seen from Figures 7, 8, 9, and 10 that the input
signals cannot be accurately tracked, and the tracking errors
converge to 0. When the additional control law 𝑢𝑓 is added
for fault-tolerant control, the input signal tracking results are
shown in Figures 15 and 17, and the results of two tracking
errors are shown in Figures 16 and 18. The reconstruction
results are shown in Figures 11, 12, 13, and 14.

Figures 11 and 12 display the unknown disturbances 𝑑1
and 𝑑2 and their estimated values, respectively. Meanwhile,
Figures 13 and 14 show the actuator faults 𝑓𝑎1 and 𝑓𝑎2
and their reconstruction values separately. The simulation
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Figure 11: Unknown input disturbance 𝑑1 and its estimation value.
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Figure 12: Unknown input disturbance 𝑑2 and its estimation value.

results indicate that the method can estimate the unknown
disturbances and reconstruct the actuator faults accurately.
And the tracking effect is good.

Compared with Figures 7, 8, 9, and 10, it can be seen
from Figures 15, 16, 17, and 18 that the input signals can be
accurately tracked after the additional control law𝑢𝑓 is added,
and the tracking errors can converge to 0. Figures 19 and 20
are two output signals of the control law, respectively.
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Figure 13: Actuator fault 𝑓𝑎1 and its reconstruction value.
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Figure 14: Actuator fault 𝑓𝑎2 and its reconstruction value.

8. Conclusions

In this paper, we proposed a fault-tolerant control scheme
based on fault reconstruction for a class of nonlinear systems
with actuator faults and unknown input disturbances. It can
obtain information from the unknown system state and can
restrain the influence of the fault and disturbance. Therefore,
this method has very strong engineering practicability. From
the simulated experimental results applied on a mechanical
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Figure 15: Actual value 𝑥1 and tracking state of input signal 1.
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Figure 16: Tracking error 𝑒1 of input signal 1.

are, our method can maintain the system asymptotic stability
and can achieve a precise control purpose when it contains
an actuator fault and an unknown input disturbance, which
demonstrates that our proposed method provides a new
way to control nonlinear systems with actuator faults and
unknown disturbances in practical engineering applications.
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In traditional principle component analysis (PCA), because of the neglect of the dimensions influence between different variables in
the system, the selected principal components (PCs) often fail to be representative.While the relative transformation PCA is able to
solve the above problem, it is not easy to calculate the weight for each characteristic variable. In order to solve it, this paper proposes
a kind of fault diagnosis method based on information entropy and Relative Principle Component Analysis. Firstly, the algorithm
calculates the information entropy for each characteristic variable in the original dataset based on the information gain algorithm.
Secondly, it standardizes every variable’s dimension in the dataset. And, then, according to the information entropy, it allocates
the weight for each standardized characteristic variable. Finally, it utilizes the relative-principal-components model established for
fault diagnosis. Furthermore, the simulation experiments based on Tennessee Eastman process andWine datasets demonstrate the
feasibility and effectiveness of the new method.

1. Introduction

In the process of the industry manufacturing, there is a large
amount of variables that is highly correlative; these variables
contain the essential information that would be helpful to
judge the status of the system. As a result, it is an important
problem to find and predict the fault through this informa-
tion to ensure that the equipment always works in a safe and
reliable way [1, 2].

However, during the industry manufacturing, the col-
lected characteristic variables have different units; this raises
a problem that wemay come out with the different result only
due to the unit difference; hence, we have to standardize the
unit. What is more, after the standardization, it is inevitable
to lose the diversity among different variables and present
the property of distribution uniformity in the perspective of
geometry which makes it hard to extract the principle com-
ponent for compression and diagnosis. As to overcome these
problem, some methods have been proposed recently [3–8].
Shi et al. use the Mahalanobis distance for relative transfor-
mation to reduce the effect of the dimension standardization

[4]. Tang et al. propose a relative transformation principal
component analysis to reduce the data noise for the transfor-
mation oil breakdown voltage prediction [5]. Yi et al. intro-
duce a relative transformation operator to change the original
variables in the spatial distribution and eigenvalues of the
covariance matrix in the feature space [6]. Wen et al. propose
a method called Relative Principle Component Analysis
(RPCA); it introduces weighting for each variable based on
the prior information of the system to eliminate the false
information due to standardizing the variable units [7, 8], but
the shortage of this method is that it needs a large amount of
prior information from the system which is hard to gain in
real engineering application.

In order to solve the problem, this paper introduces the
concept of information entropy and proposes a new fault
diagnosis method that combines the information entropy
and relative transformation PCA which is called information
entropy relative transformationPCA (InEnRPCA).The infor-
mation entropy is put forward by Shannon in 1948 [9]; it indi-
cates that the redundancy exists among any information and
can bemeasured based on the symbol in the information such
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Figure 1: InEnRPCA algorithm process.

as the number, alphabet, and words.With the development of
the information theory, the information entropy has become
an effective method to measure the degree of importance for
each feature in the sample and achieved a wide application
in many areas. For instance, while using the decision-making
tree for classification, Hu et al. use the information entropy
to calculate the significance for each feature and then prune
the decision-making tree and reduce the false alarm [10]. Y. Y.
Chen andY.M. Chen use the information entropy tomeasure
the uncertainty on the data in the attribute reduction algo-
rithm [11].Wang et al. use the information entropy to balance
the weight of each sememe in the area of natural language
processing [12].

As to the problem we are facing, we start in the per-
spective of information theory and use the information gain
algorithm to extract information entropy as the heuristic
knowledge from the original dataset, then use it to calculate
the relative transformation factor and allocate the weight for
each standardized characteristic variable, and, finally, use the
corresponding RPCA method for fault diagnosis.

The rest of this paper is organized as follows: in Section 2,
we review the information entropy and information gain
definition and algorithm.Theoriginal relative transformation
PCA method is given in Section 3. Our simulation experi-
ments on Tennessee Eastman process and the Wine dataset
from UCI are stated in Section 4, where we make a com-
parisons between PCA, USPCA, and improved InEnRPCA
with thirteen datasets to demonstrate the effectiveness of the
new method. Finally, Section 5 gives conclusions and some
discussions.

2. Overview of Our Approach

A brief overview of our fault diagnosis approach is given in
this section. As the framework in Figure 1 shows, the pro-
posed approach consists of two parts: calculating the relative

transformation operators based on information entropy and
fault diagnosis based on RPCA-kNN.

In the part for calculating the relative transformation
operators, information entropy and information gain algo-
rithm are applied on train data to get the relative transfor-
mation operators. Then, the operators are combined with the
original data to get the relative transformation matrix.

In fault diagnosis part, the RPCA are used to deal with
processed data for dimension reduction, and kNN are used
for classification training. After the above process, a model is
built for further fault diagnosis.

3. Information Entropies

In the subject of the information theory, probability, and
statistics, entropy is used to describe the uncertainty of ran-
dom variable and can be used to show the reduced degree of
the information uncertainty for set 𝑌 after getting the char-
acter𝑋.

3.1. The Definition of the Information Entropy and
Information Gain

Theorem 1 (information entropy). Assume 𝑀 is Lebesgue
measure set generated by measurable set 𝑆 with algebra 𝜎 and
measure 𝜇 where 𝜇(𝑀) = 1, also𝑀 can be shown in the form
of the incompatible sets with 𝐴 = 𝐴 𝑖, that is,𝑀 = 𝑈𝑛𝑖=1𝐴 𝑖 and𝐴 𝑖 ∪ 𝐴𝑗 = Φ, ∀𝑖 ̸= 𝑗 [13]. Then, we can come to a conclusion:

𝐻(𝐴) = −
𝑛

∑
𝑖=0

𝜇 (𝐴 𝑖) log 𝜇 (𝐴 𝑖) , (1)

where 𝜇(𝐴 𝑖) is the measure for 𝐴 𝑖.
Theorem 2 (information gain). Given the train set𝐷 and the
corresponding feature𝐴, the empirical entropy𝐻(𝐷)means the
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uncertainty level to classify set𝐷, and the conditional empirical
entropy 𝐻(𝐷 | 𝐴) means the uncertainty level to classify
feature𝐴 in the condition of set𝐷.Then, the difference between
them is the information gain which stands for the reduced level
of the uncertainty to classify the set𝐷 by given feature 𝐴.

Obviously, as to the dataset 𝐷, the information gain
depends on the features and different features have different
information gain, the bigger the information gain, the stronger
the ability it has for classifying.

3.2. The Information Gain Algorithm. Assume the train data-
set is 𝐷; |𝐷| denotes the sample capacity which is equal to
the number of the samples. There are 𝐾 classes in set 𝐷
with each name being 𝐶𝑘 (𝑘 = 1, 2, . . . , 𝐾) and |𝐶𝑘| is equal
to the number of the samples which belongs to 𝐶𝑘; that is,∑𝐾𝑘=1 |𝐶𝑘| = |𝐷|. Also, assume there are 𝑛 values in feature 𝐴
called {𝑎1, 𝑎2, . . . , 𝑎𝑛} and then divide set 𝐷 into 𝑛 parts with
each name being 𝐷𝑖 (𝑖 = 1, 2, . . . , 𝑛) and |𝐷𝑖| is equal to the
number of the samples that belongs to𝐷𝑖; that is, ∑𝑛𝑖=1 |𝐷𝑖| =|𝐷|. Based on the above, define the set𝐷𝑖𝑘 as the intersection
of class 𝐶𝑘 and subset 𝐷𝑖, that is, 𝐷𝑖𝑘 = 𝐷𝑖 ∀𝐷𝑘, and |𝐷𝑖𝑘| is
the number of𝐷𝑖𝑘 [14].Then, the information gain algorithm
can be shown as follows: input: train dataset𝐷 and feature𝐴;
output: the information gain of set 𝐷 by feature 𝐴 defined as
𝑔(𝐷,𝐴).
Step 1. Calculate the empirical entropy of dataset𝐻(𝐷):

𝐻(𝐷) = −
𝐾

∑
𝑘=1

𝐶𝑘
|𝐷| log2

𝐶𝑘
|𝐷| . (2)

Step 2. Calculate the empirical entropy of the feature𝐴 in the
condition of set𝐷:

𝐻(𝐷 | 𝐴) =
𝑛

∑
𝑖=1

𝐷𝑖
|𝐷| 𝐻 (𝐷𝑖)

= −
𝑛

∑
𝑖=1

𝐷𝑖
|𝐷|
𝐾

∑
𝑘=1

𝐷𝑖𝑘𝐷𝑖 log2
𝐷𝑖𝑘𝐷𝑖 .

(3)

Step 3. Calculate the information gain which is also the
relative transformation operator𝑀𝐴:

𝑔 (𝐷,𝐴) = 𝐻 (𝐷) − 𝐻 (𝐷 | 𝐴) ,
𝑀𝐴 = 𝑔 (𝐷,𝐴) .

(4)

Step 4. Repeat the above processes from Steps 1 to 3 for each
feature 𝑖 in the sample and get the relative transformation
operator with each feature:

𝑀𝑖 = 𝑔 (𝐷, 𝑖) . (5)

4. Relative Transformation Principle
Component Analysis

After the standardization for the data dimensions by the tra-
ditional PCAmethod, it may bring in some fake information
to the principle element due to the uniform distribution.

Therefore, we use the relative transformation PCA method
to solve the problem [15]. Below is the brief RPCA process.

Assume𝑋 ∈ 𝑅𝑎×𝑏, where 𝑎 corresponds to the number of
the samples and 𝑏 is the number of features.

Step 1. Transfer the original data to the standardized data
with mean zero and variance one.

The mean for each column is

𝑚 = 1𝑎 (𝑥
0)𝑇 𝑙𝑎, (6)

where 𝑙𝑎 = [1, 1, . . . , 1]𝑇 ∈ 𝑅𝑎; then,
𝑋 = (𝑋0 − 𝑙𝑎𝑚𝑇) Σ−1, (7)

where Σ𝑖 (𝑖 = 1, . . . , 𝑏) is the standard deviation for each
column.

We set the relative transformation:

𝑋𝑅 = 𝑋𝑀

=
[[[[[[
[

𝑥1 (1) 𝑥1 (2) ⋅ ⋅ ⋅ 𝑥1 (𝑁)
𝑥2 (1) 𝑥2 (2) ⋅ ⋅ ⋅ 𝑥2 (𝑁)
... ... d

...
𝑥𝑛 (1) 𝑥𝑛 (2) ⋅ ⋅ ⋅ 𝑥𝑛 (𝑁)

]]]]]]
]

×
[[[[[[
[

𝑀1 0 ⋅ ⋅ ⋅ 0
0 𝑀2 ⋅ ⋅ ⋅ 0
... ... d

...
0 0 ⋅ ⋅ ⋅ 𝑀𝑛

]]]]]]
]

=
[[[[[[[
[

𝑥𝑅1 (1) 𝑥𝑅1 (2) ⋅ ⋅ ⋅ 𝑥𝑅1 (𝑁)
𝑥𝑅2 (1) 𝑥𝑅2 (2) ⋅ ⋅ ⋅ 𝑥𝑅2 (𝑁)
... ... d

...
𝑥𝑅𝑛 (1) 𝑥𝑅𝑛 (2) ⋅ ⋅ ⋅ 𝑥𝑅𝑛 (𝑁)

]]]]]]]
]

,

(8)

where 𝑋𝑅 is relative transformation matrix from 𝑋 and 𝑀
is a diagonal matrix in which each of the variables𝑀𝑖 is the
relative transformation operator that can be achieved from
Section 3.2.

Step 2. Compute the covariance matrix 𝑅𝑋𝑅 from𝑋𝑅:

𝑅𝑋𝑅 = 𝑋
𝑇𝑋
𝑎 − 1 . (9)

Step 3. Compute the eigenvalue 𝜆 and the corresponding
eigenvector of the covariance matrix 𝑅𝑋𝑅 . Assume all eigen-
values satisfy 𝜆1 ≥ 𝜆2 ≥ ⋅ ⋅ ⋅ , where 𝜆𝑖 stands for the 𝑖
eigenvalue and 𝑝𝑖 is the corresponding eigenvector to 𝜆𝑖.

𝜆𝐼 − 𝑅𝑋𝑅  = 0,
𝜆𝑖𝐼 − 𝑅𝑋𝑅  𝑝𝑖 = 0; 𝑖 = 1, 2, . . . , 𝑏. (10)
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Table 1: The datasets descriptions and parameter constitution.

Dataset Numbers Dimensions Classes
Train Test

TE (1–4) 800 400 52 4
TE (5–8) 800 400 52 4
TE (9–12) 800 400 52 4
TE (13–16) 800 400 52 4
TE (17–20) 800 400 52 4
TE (1–3) 600 300 52 3
TE (4–6) 600 300 52 3
TE (7–9) 600 300 52 3
TE (10–12) 600 300 52 3
TE (13–15) 600 300 52 3
TE (16–18) 600 300 52 3
TE (19–21) 600 300 52 3
Wine 148 30 14 3

Step 4. Select the number of the relative principle element
based on the accumulative contribution rate:

∑𝑖1 𝜆𝑖
∑𝑛1 𝜆𝑖 > 85%.

(11)

Step 5. Use kNN for classifying.

5. Application Experiments

In order to verify the universal applicability and effectiveness
of the new method, firstly, we test it by thirteen experiments
based on Tennessee Eastman process dataset and the Wine
dataset [16] which are different in numbers of samples 𝑁,
dimensions 𝐷, and classes 𝐶; in addition, we divide all the
classes in three or four classes in sequence to avoid the delib-
erate choosing; secondly, experiments are also performed
on original PCA and traditional DPPCA, respectively. The
datasets descriptions and experimental settings are shown in
Table 1.

5.1. TE Process Example. We use the Tennessee Eastman
process data as the testing samples which are obtained from
the document. The dataset includes twenty-one classes and
each class in the experiment has two hundred train samples
and one hundred test samples; besides, each sample has 52
features.The different types in TE process are overlapped and
difficult to classify in observed space.

After the data preprocessing, the number of the principle
elements is determined by the sum of elements being more
than 85%. For the twelve experiments based on Tennessee
Eastman process, we choose one of the experiments based
on TE classes 5, 6, 7, and 8 labeled by F1, F2, F3, and F4,
respectively, for detail introduction and demonstration. Its
relative transformation operator for each feature to the TE
process can be seen in Table 2 and the experimental results
with the three approaches are shown in Figures 2(a)–2(c).

As we can see from the figures, PCA and DSPCA have
poor performance in pattern classification where four classes
are overlapped. In Table 4, their classification accuracy is
31.5% and 75.3%, respectively. Compared with them, the
information entropy RPCA can help identify each class
higher and its classification accuracy is 82.3%. Clearly, the
InEnRPCA is a suitable feature extraction and classification
method for fault diagnosis.

5.2.WineDataset. We select theWine data from themachine
learning database UCI, which includes three classes with the
number of the each class being 59, 61, and 58; besides, each
of the samples has fourteen features. The types in Wine are
overlapped and difficult to classify in observed space.

The relative transformation operator for each feature in
theWine dataset can be seen in Table 3 and the experimental
results with the three approaches are shown in Figures 3(a)–
3(c).

From Figure 2(b) and Table 2, we can see that PCA and
DSPCA do not have a perfect performance in pattern classifi-
cationwith the accuracy rate is 66.7%and 96.7%, respectively.
Compared with them, the InEnRPCA can identify each class
accurately, and the testing data can also be classified obvi-
ously, and its classification accuracy rate is 100%.

5.3. Discussion. From the experiments above, it is obvious
that the proposed methods can successfully distinguish dif-
ferent fault types and implement fault pattern recognition and
diagnosis in most times, via utilizing information entropy
to calculate relative transformation operator for each feature
and combining with relative PCA approach.

Meanwhile, we also find that although the proposed
method can improve the fault classification performance in
most times (nearly 80%), the method is sometimes inferior
to DSPCA; the reason may be due to the overfitting for the
train set and the dissimilarity between the train set and test
set; however, we can make sure that utilizing the information
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Table 2: Weight for each feature in the TE dataset.

Feature Weight
1 1.26
2 0.83
3 1.16
4 1.06
5 1.15
6 0.82
7 1.25
8 0.94
9 0.89
10 1.29
11 1.25
12 0.96
13 1.26
14 1.12
15 0.90
16 1.23
17 0.80
18 1.06
19 1.37
20 1.35
21 1.14
22 1.23
23 1.27
24 0.78
25 1.25
26 0.58
27 0.67
28 1.27
29 1.32
30 0.94
31 1.30
32 0.54
33 0.67
34 1.31
35 1.23
36 1.23
37 0.59
38 1.30
39 0.60
40 0.65
41 0.78
42 1.17
43 1.25
44 1.26
45 1.53
46 1.34
47 1.31
48 0.96

Table 2: Continued.

Feature Weight
49 0.90
50 1.37
51 1.22
52 1.41

Table 3: Weight for each feature in the Wine dataset.

Feature Weight
1 0.53
2 0.28
3 0.13
4 0.28
5 0.20
6 0.42
7 0.71
8 0.17
9 0.28
10 0.59
11 0.43
12 0.57
13 0.59
14 1.56

Table 4: The classifying accuracy rate for each method.

Dataset PCA (%) DSPCA (%) InEnRPCA (%)
TE (1–4) 50.5 95.8 97.3
TE (5–8) 31.5 75.3 82.3
TE (9–12) 34.0 41.8 47.5
TE (13–16) 38.3 54.5 53.8
TE (17–20) 47.3 77.0 78.0
TE (1–3) 68.7 100.0 100.0
TE (4–6) 62.0 64.0 59.0
TE (7–9) 47.0 73.3 77.3
TE (10–12) 45.7 58.7 59.3
TE (13–15) 49.0 59.3 38.3
TE (16–18) 62.0 83.3 85.0
TE (19–21) 32.7 55.3 59.3
Wine 66.7 96.7 100

entropy to calculate the weight for each feature to avoid
distribution equally between different features is reasonable;
we will continue in-depth research for better fault diagnosis.

6. Conclusion

This paper has analyzed the PCA method in the perspective
of information theory and proposed a kind of fault diagnosis
research based on information entropy and Relative Principle
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Figure 2: Feature extraction to TE process: (a) PCA. (b) DSPCA. (c) InEnRPCA.

Component Analysis. This proposed method can solve the
following problems effectively: (1) the different result only
due to calculating in different perspective of dimensions; (2)
being uniformly distributed between the characteristic vari-
ables after dimension standardization; (3) how to calculate
the weight for each variable. Both theoretical analysis and
simulation experiments on Tennessee Eastman process and
the Wine dataset from UCI demonstrate the feasibility and
effectiveness of the new approach.

It is worth noting that the idea of using the information
entropy to determine the certainty of the features is not new.
However, the idea of combining information entropy with
RPCA for faulty detection, to our knowledge, should have no
previous publication. The proposed method should be seen

as an alternative fault diagnosis method. It is not superior to
the other methods in all cases.

There is some interesting future work:

(i) To exploit the way to make the energy conservation
the same before and after the relative transformation:
in the perspective of the energy conservation, the
system energy before and after the relative trans-
formation may usually not be the same. If we can
consider the energy conservation during the relative
transformation, the effect may be much better.

(ii) To apply the relative transformation by information
entropy as data preprocessing in other methods: the
proposed method is not limited to RPCA method; it
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Figure 3: Feature extraction to Wine dataset: (a) PCA. (b) DSPCA. (c) InEnRPCA.

is an effective data preprocessing way that can also be
applied to other fault diagnosis methods.
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This paper is concerned with the intermittent fault detection problem for a class of discrete-time linear systems with output dead-
zone. Dead-zone phenomenon exists in many real practical systems due to the employment of low-cost commercial off-the-shelf
sensors. Two Bernoulli random variables are utilized tomodel the dead-zone effect and a variant formation of Tobit Kalman filter is
brought forward to generate a residual that can indicate the occurrence of an intermittent fault. A numerical example is presented to
demonstrate the effectiveness and applicability of the proposed technique.The statistical performance of the technique is illustrated
as well.

1. Introduction

Due to the uncertainties in the external environment or the
abrupt changes in signals, there may exist different kinds
of faults yielding unacceptable or intolerable behaviors for
the whole system. Since a fault can lead to bad influences
or even disastrous consequences on the performance of
systems, an accurate fault detection plays a significant role
in designing a safe and reliable system. For the past years,
many researchers have been investigating this problem and
they have established numerous methods, including the
model-free fault detection approaches [1–7] andmodel-based
fault detection approaches [8]. Since system mathematical
mode indicating evaluation of the system state can be
acquired, model-based fault detection approaches occupy
an important place in the practical application of diagnosis
technology. The mode-based fault detection approaches can
be further classified as observer-based approaches [9–13],
parity equations approaches [14, 15], and parameter esti-
mation methods [16, 17]. For the model-based approaches,
a fault detection observer or filter is designed to detect
the fault signal through generating a residual signal and
then comparing the residual signal with a threshold [18–
20]. The Kalman filter [21] is frequently used for residual

signal generation by estimating the states to study the differ-
ences between predicted measurements and actual measure-
ments.

At present, most researchers focus on detection of per-
manent faults and transient faults. Nevertheless, as the elec-
tronic technology and computer science have been rapidly
developing, a special kind of faults, intermittent faults, comes
into sight. Compared with permanent faults, the occurrence
of intermittent faults is periodic, intermittent, and recurrent.
Differed from transient faults, the intermittent faults can
recur in the same component and disappear after changing
component. With the cumulative effect, intermittent faults
will turn to permanent faults, which are menaces for system
performance and equipment safety [22]. There are a few
literatures using quantitative analysis methods to investigate
the detection problem of intermittent faults. Reference [23]
considered the detection of scalar intermittent faults in
continuous linear stochastic dynamic systems. Reference [24]
looked into the intermittent fault detection problem for
networked systems with unknown input and multiple state
delays. In [25], a robust fault detection method was proposed
to detect intermittent faults for linear stochastic systems in
the presence of time-varying parametric perturbations and
noises.
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In real control systems, especially those making use of
low-cost commercial sensors with poor calibration, dead-
zone is one of the common sources of measurement nonlin-
earity. It can seriously limit the performance of systems and
bring challenges to engineers. The model of dead-zone with
input V(𝑡) and output 𝑤(𝑡) can be described by

𝑤 (𝑡) = 𝐷 (V (𝑡)) = {{{{{{{{{
ℎ𝑟 (V (𝑡) − 𝜏𝑟) , V (𝑡) ≥ 𝜏𝑟,0, 𝜏𝑙 < V (𝑡) < 𝜏𝑟,ℎ𝑙 (V (𝑡) − 𝜏𝑙) , V (𝑡) ≤ 𝜏𝑙,

(1)

where ℎ𝑙 and ℎ𝑟 are the left and right slopes with ℎ𝑙 > 0 andℎ𝑟 > 0; 𝜏𝑙 and 𝜏𝑟 are the left and right break points with 𝜏𝑙 < 0
and 𝜏𝑟 > 0. The researches on the approaches to control the
dead-zone can be traced back to Tao and Kokotovic [26] who
constructed a continuous-time adaptive dead-zone inverse.
Then, they extended it to a discrete-time formulation for
linear systems with measurable dead-zone output [27]. After
that, [28] presented an asymptotically adaptive elimination of
an unknown dead-zone whose input and output are available.
Around the beginning of the 21st century, a fuzzy dead-zone
precompensator was established in [29] and neural network
was applied to the construction of a precompensator in [30].

The Tobit model was first coming forward in [31] as
a hybrid of probit analysis and multiple regression for
household expenditure with censoring data. Although this
model has been widely used in the fields of economics and
medicine, it has not been well concerned in control engi-
neering. Reference [32] presented a formulation of Kalman
filter, named Tobit Kalman filter, which provided an efficient
method to tackle the system with censoring data. In [32], a
new definition of innovation was introduced by employing
the Tobit regression.

A lot of methods have been proposed for estimation of
nonlinear systems with censoring measurements. The exten-
ded Kalman filter (EKF) is a commonly used substitution of
the Kalman filter when the nonlinear systems are encoun-
tered. However, when EKF is not convergent, its performance
will deteriorate and become unstable [33]. The unscented
Kalman filter (UKF) was devised to be an alternative of the
EKF by improving convergence and linearization. Never-
theless, while data are censored, discontinuities will locate
between the sigma points resulting in the biased measure-
ment noise covariance [33]. Among those approaches, the
particle filter in [34] is accurate but alsomost computationally
expensive. It can cause difficulty in implement of the systems
with limitations on computational power, like embedded
systems [32]. Another defect is that the posterior weights
will go to “collapse” as the particle filter is employed in some
very large scale systems [35]. Somemethods on fault-tolerant
control of systems with dead-zone have been proposed
recently [36, 37]. Compared with the aforementioned meth-
ods, the Tobit Kalman filter not only has less computational
burden, but also has good performancewhile operating in the
nonlinear system, which makes it more practical. This paper
considers the fault detection for the discrete-time systems

with output dead-zone. Since the dead-zone model does not
fall under the category of Tobitmodel types, the Tobit Kalman
filter here is a variant formulation which still maintains the
performance of the original one. This variant Tobit Kalman
filter will be used for designing the fault detection filter.

So far, there exist fairly rare researches on fault detec-
tion, especially the intermittent fault detection, for systems
with output dead-zone. This paper has first proposed an
intermittent fault detection method for a class of discrete-
time systems with output dead-zone via the Tobit Kalman
filtering approach, which has less computational expense and
higher practicability. Also, the statistical performance will be
illustrated in this paper. The remainder of this paper will
be divided into five sections. Section 2 states the problem
under consideration and the preliminaries of Tobit regression
for the data with dead-zone. In Section 3, the variant Tobit
Kalmanfilterwill be derived. Section 4 is the part of designing
the fault detection filter. Section 5 presents the simulation
results and statistical performance. Finally, the conclusion is
drawn in Section 6.

2. Problem Formulation and Preliminaries

2.1. Problem Formulation. The discrete-time system with
faults to be detected is described as

𝑥𝑘+1 = 𝐴𝑥𝑘 + 𝑤𝑘 + 𝐵𝑓𝑘,
𝑦∗𝑘 = 𝐶𝑥𝑘 + V𝑘,
𝑦𝑘 = 𝐷 (𝑦∗𝑘 ) ,

(2)

where 𝑥𝑘 ∈ R𝑛 is the state vector; 𝑦∗𝑘 ∈ R𝑚 is the latent
measurement vector; 𝑦𝑘 ∈ R𝑚 is the observed measurement
vector with a dead-zone; 𝑓𝑘 ∈ R𝑝 is the fault vector; 𝑤𝑘 ∈ R𝑛
and V𝑘 ∈ R𝑚 represent the Gaussian random vectors with
zero mean and covariance 𝑄 and 𝑅 = 𝜎2, respectively. The
system matrices 𝐴, 𝐵, and 𝐶 are constant and deterministic
with proper dimensions.

The measurement with dead-zone is to be defined as

𝑦𝑘 = 𝐷 (𝑦∗𝑘 )

=
{{{{{{{{{{{

ℎ𝑟 (𝑦∗𝑘 − 𝑇𝑟) = ℎ𝑟 (𝐶𝑥𝑘 + V𝑘 − 𝑇𝑟) , 𝑦∗𝑘 ≥ 𝑇𝑟,
0, 𝑇𝑙 < 𝑦∗𝑘 < 𝑇𝑟,
ℎ𝑙 (𝑦∗𝑘 − 𝑇𝑙) = ℎ𝑙 (𝐶𝑥𝑘 + V𝑘 − 𝑇𝑙) , 𝑦∗𝑘 ≤ 𝑇𝑙,

(3)

where 𝑇𝑙 ∈ R𝑚 is a negative vector with elements 𝜏𝑙(𝑖)s,
representing the left breakpoint; 𝑇𝑟 ∈ R𝑚 is a positive vector
with elements 𝜏𝑟(𝑖)s, representing the right breakpoint; ℎ𝑙
and ℎ𝑟 are positive constants, representing the left and right
slopes, separately. As the statement in [26], the above dead-
zone model is a static simplification of different physical
phenomena with ignorable fast dynamics.
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In order to model the occurrence of dead-zone, two
Bernoulli random variables are introduced.

𝛾𝑘 (𝑖) = {{{
1, 𝑦∗𝑘 (𝑖) ≥ 𝜏𝑟 (𝑖) ,0, 𝑦∗𝑘 (𝑖) < 𝜏𝑟 (𝑖) ,

𝜂𝑘 (𝑖) = {{{
1, 𝑦∗𝑘 (𝑖) ≤ 𝜏𝑙 (𝑖) ,0, 𝑦∗𝑘 (𝑖) > 𝜏𝑙 (𝑖) .

(4)

At any time step, the measurement 𝑦𝑘 can be expressed
as a combination of 𝐶𝑥𝑘(𝑖) + V𝑘(𝑖) with probability 𝐸(𝛾𝑘(𝑖))
or 𝐸(𝜂𝑘(𝑖)). When 𝛾𝑘(𝑖) = 1 or 𝜂𝑘(𝑖) = 1, the latent
measurements can be observed. When 𝛾𝑘(𝑖) = 0 and 𝜂𝑘(𝑖) =0, the data become latent values. Here, 𝑖 is the index of
elements in the measurement vector, where 𝑖 = 1, 2, . . . , 𝑚.

It should be noticed that the Bernoulli random matrices
should be diagonal; that is, Γ𝑘, 𝐻𝑘 ∈ R𝑚×𝑚.

Consequently, the measurements can be rewritten as

𝑦𝑘 = Γ𝑘 (ℎ𝑟 (𝐶𝑥𝑘 + V𝑘 − 𝜏𝑟)) + 𝐻𝑘 (ℎ𝑙 (𝐶𝑥𝑘 + V𝑘 − 𝜏𝑙)) . (5)

2.2. Preliminaries. The fault detection filter in this paper is
designed by using a variant Tobit Kalman filter. One of the
significant points of the Tobit Kalman filter is introducing
the innovation through the Tobit regression. As the Tobit
regression is used for reference in the design of the fault
detection filter with output dead-zone, some preliminaries
will be introduced in this section.Notice that all the equations
and values are scalars in this section.

Let Φ(𝑦) represent the value of cumulative probability
density function of unit-normal distribution at 𝑦.

Suppose that the values of (𝐶𝑥𝑘 + V𝑘) and the limits 𝜏𝑟, 𝜏𝑙
are known, and V𝑘 follows the normal distribution with zero
mean and standard deviation, 𝜎; then

Pr (𝑦𝑘 > 𝑦 > 0) = Pr (ℎ𝑟 (𝐶𝑥𝑘 + V𝑘 − 𝜏𝑟) > 𝑦)
= Pr (ℎ𝑟V𝑘 > 𝑦 − ℎ𝑟 (𝐶𝑥𝑘 − 𝜏𝑟))
= Φ(ℎ𝑟 (𝐶𝑥𝑘 − 𝜏𝑟) − 𝑦ℎ𝑟𝜎 ) ,

Pr (𝑦𝑘 = 0) = Pr (𝜏𝑙 < 𝑦∗𝑘 < 𝜏𝑟)
= Pr (𝜏𝑙 − 𝐶𝑥𝑘 < V𝑘 < 𝜏𝑟 − 𝐶𝑥𝑘)
= Φ(𝜏𝑟 − 𝐶𝑥𝑘𝜎 ) − Φ(𝜏𝑙 − 𝐶𝑥𝑘𝜎 ) ,

Pr (𝑦𝑘 < 𝑦 < 0) = Pr (ℎ𝑙 (𝐶𝑥𝑘 + V𝑘 − 𝜏𝑙) < 𝑦)
= Pr (ℎ𝑙V𝑘 < 𝑦 − ℎ𝑙 (𝐶𝑥𝑘 − 𝜏𝑙))
= Φ(𝑦 − ℎ𝑙 (𝐶𝑥𝑘 − 𝜏𝑙)ℎ𝑙𝜎 ) .

(6)

The cumulative density function of 𝑦𝑘 can be obtained
according to (6):

𝐹 (𝑦𝑘) =
{{{{{{{{{{{{{{{{{{{{{

Φ(ℎ𝑟 (𝐶𝑥𝑘 − 𝜏𝑟) − 𝑦𝑘ℎ𝑟𝜎 ) , 𝑦𝑘 > 0,
Φ(𝜏𝑟 − 𝐶𝑥𝑘𝜎 ) − Φ(𝜏𝑙 − 𝐶𝑥𝑘𝜎 ) , 𝑦𝑘 = 0,
Φ(𝑦𝑘 − ℎ𝑙 (𝐶𝑥𝑘 − 𝜏𝑙)ℎ𝑙𝜎 ) , 𝑦𝑘 < 0.

(7)

The corresponding probability density function is

𝑓 (𝑦𝑘) =
{{{{{{{{{{{

1ℎ𝑟𝜎𝜙(ℎ𝑟 (𝐶𝑥𝑘 − 𝜏𝑟) − 𝑦𝑘ℎ𝑟𝜎 ) , 𝑦𝑘 > 0,
1ℎ𝑙𝜎𝜙(𝑦𝑘 − ℎ𝑙 (𝐶𝑥𝑘 − 𝜏𝑙)ℎ𝑙𝜎 ) , 𝑦𝑘 < 0,

(8)

where 𝜙(𝑦) is the value of probability density function at 𝑦.
The expected value of 𝑦𝑘 with a dead-zone is

𝐸 (𝑦𝑘) = ∫+∞
0

𝑦ℎ𝑟𝜎𝜙(ℎ𝑟 (𝐶𝑥𝑘 − 𝜏𝑟) − 𝑦ℎ𝑟𝜎 )𝑑𝑦
+ ∫0
−∞

𝑦ℎ𝑙𝜎𝜙(𝑦 − ℎ𝑙 (𝐶𝑥𝑘 − 𝜏𝑙)ℎ𝑙𝜎 )𝑑𝑦
= ℎ𝑟 (𝐶𝑥𝑘 − 𝜏𝑟)Φ(𝐶𝑥𝑘 − 𝜏𝑟𝜎 )
+ ℎ𝑟𝜎𝜙(𝐶𝑥𝑘 − 𝜏𝑟𝜎 )
+ ℎ𝑙 (𝐶𝑥𝑘 − 𝜏𝑙)Φ(𝜏𝑙 − 𝐶𝑥𝑘𝜎 )
− ℎ𝑙𝜎𝜙(𝜏𝑙 − 𝐶𝑥𝑘𝜎 ) .

(9)

The variance of 𝑦𝑘 with a dead-zone is

Var (𝑦𝑘) = 𝐸 (𝑦2) − (𝐸 (𝑦))2 = 𝜎2 (ℎ2𝑟Ψ(𝐶𝑥𝑘 − 𝜏𝑟𝜎 )
+ ℎ2𝑙Ψ(𝜏𝑙 − 𝐶𝑥𝑘𝜎 )
+ 2ℎ𝑟ℎ𝑙𝜒(𝐶𝑥𝑘 − 𝜏𝑟𝜎 , 𝜏𝑙 − 𝐶𝑥𝑘𝜎 )) ,

(10)

where

Ψ (𝛼) = 𝛼2 (Φ (𝛼) (1 − Φ (𝛼)))
+ 𝛼 (𝜙 (𝛼) (1 − 2Φ (𝛼))) + Φ (𝛼)
− 𝜙 (𝛼)2 ,

𝜒 (𝛼, 𝛽) = 𝛼𝛽Φ (𝛼)Φ (𝛽) + 𝛼Φ (𝛼) 𝜙 (𝛽)
+ 𝛽Φ (𝛽) 𝜙 (𝛼) + 𝜙 (𝛼) 𝜙 (𝛽) .

(11)
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3. Variant Tobit Kalman Filter

3.1. Time Update. With the updating of the time indices, the
estimation of state before 𝑦𝑘 taken into account is expressed
as

𝑥𝑘|𝑘−1 = 𝐸 (𝑥𝑘 | 𝑦1:𝑘−1) = 𝐸 ((𝐴𝑥𝑘−1 + 𝑤𝑘−1) | 𝑦1:𝑘−1)
= 𝐴𝑥𝑘−1|𝑘−1, (12)

where 𝑥𝑘−1|𝑘−1 is the estimate of state at time 𝑘−1with all the
measurements up to time 𝑘 − 1 being given.

The state error covariance matrix can be written as

𝑃𝑘|𝑘−1 = cov (𝑥𝑘 − 𝑥𝑘|𝑘−1)
= cov (𝐴𝑥𝑘−1 + 𝑤𝑘−1 − 𝐴𝑥𝑘−1|𝑘−1)
= cov (𝐴 (𝑥𝑘−1 − 𝑥𝑘−1|𝑘−1) + 𝑤𝑘−1)
= 𝐴𝑃𝑘−1|𝑘−1𝐴𝑇 + 𝑄,

(13)

where 𝑃𝑘−1|𝑘−1 is corresponding state error covariance matrix
of 𝑥𝑘−1|𝑘−1 and 𝑥𝑘 is the true value of the state at time 𝑘.
3.2. Measurement Update. The stage of measurement update
is to rectify the estimate of state using the new information.
As all measurements up to time 𝑘 are given, the equation of
the state is written as

𝑥𝑘|𝑘 = 𝑥𝑘|𝑘−1 + 𝐾𝑘 (𝑦𝑘 − 𝐸 (𝑦𝑘 | 𝑥𝑘|𝑘−1)) . (14)

The state error covariance matrix is

𝑃𝑘|𝑘 = cov (𝑥𝑘 − 𝑥𝑘|𝑘)
= cov (𝑥𝑘 − 𝑥𝑘|𝑘−1 − 𝐾𝑘 (𝑦𝑘 − 𝐸 (𝑦𝑘 | 𝑥𝑘|𝑘−1))) , (15)

where 𝐸(𝑦𝑘 | 𝑥𝑘|𝑘−1) is the expectation of measurement at
time 𝑘, whose scalar value can be calculated by (8). In the
rest of this paper, 𝐸(𝑦𝑘 | 𝑥𝑘|𝑘−1) will be denoted as 𝐸(𝑦𝑘) for
convenience.

The state error covariance matrix can be written by
substituting (5) into (15).

𝑃𝑘|𝑘 = cov (𝑥𝑘 − 𝑥𝑘|𝑘−1 − 𝐾𝑘 (Γ𝑘 (ℎ𝑟 (𝐶𝑥𝑘 + V𝑘 − 𝑇𝑟))
+ 𝐻𝑘 (ℎ𝑙 (𝐶𝑥𝑘 + V𝑘 − 𝑇𝑙)) − 𝐸 (𝑦𝑘))) = 𝐸 ((𝑥𝑘
− 𝑥𝑘|𝑘−1 − 𝐾𝑘�̃�𝑘) (𝑥𝑘 − 𝑥𝑘|𝑘−1 − 𝐾𝑘�̃�𝑘)𝑇) = 𝑃𝑘|𝑘−1
− 𝑅�̃��̃�

𝑘
𝐾𝑇𝑘 − 𝐾𝑘𝑅�̃��̃�𝑘 + 𝐾𝑘𝑅�̃��̃�𝑘𝐾𝑇𝑘 ,

(16)

where

�̃�𝑘 = 𝑦𝑘 − 𝐸 (𝑦𝑘)
= Γ𝑘 (ℎ𝑟 (𝐶𝑥𝑘 + V𝑘 − 𝑇𝑟))
+ 𝐻𝑘 (ℎ𝑙 (𝐶𝑥𝑘 + V𝑘 − 𝑇𝑙)) − 𝐸 (𝑦𝑘) ,

(17)

𝑅�̃��̃�
𝑘
= 𝐸 ((𝑥𝑘 − 𝑥𝑘|𝑘−1) �̃�𝑇𝑘 ) , (18)

𝑅�̃��̃�
𝑘
= 𝐸 (�̃�𝑘�̃�𝑇𝑘 ) . (19)

Take the trace of the state error covariance matrix
described in (16) and then set the deviation of the trace equal
to zero. Then, the optimal Kalman gain can be found so as to
minimize the state error covariance.

𝑑tr (𝑃𝑘|𝑘)𝑑𝐾𝑘 = −2𝑅�̃��̃�
𝑘
+ 2𝐾𝑘𝑅�̃��̃�

𝑘
= 0, (20)

𝐾𝑘 = 𝑅�̃��̃�
𝑘
𝑅−1�̃��̃�
𝑘

. (21)

Substituting (17) into (18) leads to

𝑅�̃��̃�
𝑘
= 𝐸 ((𝑥𝑘 − 𝑥𝑘|𝑘−1) �̃�𝑇𝑘 ) = 𝐸 ((𝑥𝑘 − 𝑥𝑘|𝑘−1)

⋅ (Γ𝑘 (ℎ𝑟 (𝐶𝑥𝑘 + V𝑘 − 𝑇𝑟))
+ 𝐻𝑘 (ℎ𝑙 (𝐶𝑥𝑘 + V𝑘 − 𝑇𝑙)) − 𝐸 (𝑦𝑘))𝑇)
= 𝐸 (𝑥𝑘(𝐶𝑥𝑘 + V𝑘)𝑇 ℎ𝑟Γ𝑘 − 𝑥𝑘𝑇𝑇𝑟 ℎ𝑟Γ𝑘 + 𝑥𝑘 (𝐶𝑥𝑘
+ V𝑘)𝑇 ℎ𝑙𝐻𝑘 − 𝑥𝑘𝑇𝑇𝑙 ℎ𝑙𝐻𝑘 − 𝑥𝑘|𝑘−1 (𝐶𝑥𝑘 + V𝑘)𝑇 ℎ𝑟Γ𝑘
+ 𝑥𝑘|𝑘−1𝑇𝑇𝑟 ℎ𝑟Γ𝑘 − 𝑥𝑘|𝑘−1 (𝐶𝑥𝑘 + V𝑘)𝑇 ℎ𝑙𝐻𝑘
+ 𝑥𝑘|𝑘−1𝑇𝑇𝑙 ℎ𝑙𝐻𝑘) .

(22)

Since the expected value of a Bernoulli random variable
equals success probability, then

𝐸 (𝛾𝑘 (𝑖, 𝑖)) = Pr (𝑦∗𝑘 (𝑖) ≥ 𝜏𝑟 (𝑖))
= Φ(𝐶𝑥𝑘 (𝑖) − 𝜏𝑟 (𝑖)𝜎 (𝑖) ) ,

𝐸 (𝜂𝑘 (𝑖, 𝑖)) = Pr (𝑦∗𝑘 (𝑖) ≤ 𝜏𝑙 (𝑖))
= Φ(𝜏𝑙 (𝑖) − 𝐶𝑥𝑘 (𝑖)𝜎 (𝑖) ) .

(23)

In principle, the value of true state should be applied in
the calculation.The assumptions in [32]will be used to reduce
the constraints.

Assumption 1 (see [32]). For small estimation errors, the
prediction of state can be used to obtain a sufficiently accurate
estimate of the success probability; that is,

𝐸 (𝛾𝑘 (𝑖, 𝑖)) = Φ(𝐶𝑥𝑘 (𝑖) − 𝜏𝑟 (𝑖)𝜎 (𝑖) )
≈ Φ(𝐶𝑥𝑘|𝑘−1 (𝑖) − 𝜏𝑟 (𝑖)𝜎 (𝑖) ) ,

𝐸 (𝜂𝑘 (𝑖, 𝑖)) = Φ(𝜏𝑙 (𝑖) − 𝐶𝑥𝑘 (𝑖)𝜎 (𝑖) )
≈ Φ(𝜏𝑙 (𝑖) − 𝐶𝑥𝑘|𝑘−1 (𝑖)𝜎 (𝑖) ) .

(24)

Remark 2. As Assumption 1 holds true, the state 𝑥𝑘 can be
considered as independent of the Bernoulli variables Γ𝑘 and𝐻𝑘.
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Assumption 3 (see [32]). In most applications, the 𝑅matrices
are diagonal, which means that the measurement noise is
independent in the measurements.

According to the assumptions above,

𝐸 (Γ𝑘) = diag(Φ(𝐶𝑥𝑘|𝑘−1 (1) − 𝜏𝑟 (1)𝜎 (1) ) ,
Φ(𝐶𝑥𝑘|𝑘−1 (2) − 𝜏𝑟 (2)𝜎 (2) ) , . . . ,
Φ(𝐶𝑥𝑘|𝑘−1 (𝑚) − 𝜏𝑟 (𝑚)𝜎 (𝑚) )) ,

(25)

𝐸 (𝑇𝑘) = diag(Φ(𝜏𝑙 (1) − 𝐶𝑥𝑘|𝑘−1 (1)𝜎 (1) ) ,
Φ(𝜏𝑙 (2) − 𝐶𝑥𝑘|𝑘−1 (2)𝜎 (2) ) , . . . ,
Φ(𝜏𝑙 (𝑚) − 𝐶𝑥𝑘|𝑘−1 (𝑚)𝜎 (𝑚) )) .

(26)

𝑅�̃��̃�
𝑘
can be written in terms of Assumption 1:

𝑅�̃��̃�
𝑘
= 𝐸 (𝑥𝑘𝑥𝑇𝑘 ) 𝐶𝑇ℎ𝑟𝐸 (Γ𝑘) + 𝐸 (𝑥𝑘) ℎ𝑟𝐸 (V𝑘Γ𝑘)
− 𝐸 (𝑥𝑘) 𝑇𝑇𝑟 ℎ𝑟𝐸 (Γ𝑘) + 𝐸 (𝑥𝑘𝑥𝑇𝑘 ) 𝐶𝑇ℎ𝑙𝐸 (𝐻𝑘)
+ 𝐸 (𝑥𝑘) ℎ𝑙𝐸 (V𝑘𝐻𝑘) − 𝐸 (𝑥𝑘) 𝑇𝑇𝑙 ℎ𝑙𝐸 (𝐻𝑘)
− 𝑥𝑘|𝑘−1𝐸 (𝑥𝑇𝑘 ) 𝐶𝑇ℎ𝑟𝐸 (Γ𝑘) − 𝑥𝑘|𝑘−1ℎ𝑟𝐸 (V𝑘Γ𝑘)
+ 𝑥𝑘|𝑘−1𝑇𝑇𝑟 ℎ𝑟𝐸 (Γ𝑘)
− 𝑥𝑘|𝑘−1𝐸 (𝑥𝑇𝑘 ) 𝐶𝑇ℎ𝑙𝐸 (𝐻𝑘)
− 𝑥𝑘|𝑘−1ℎ𝑙𝐸 (V𝑘𝐻𝑘) + 𝑥𝑘|𝑘−1𝑇𝑇𝑙 ℎ𝑙𝐸 (𝐻𝑘)

= 𝑃𝑘|𝑘−1𝐶𝑇ℎ𝑟𝐸 (Γ𝑘) + 𝑃𝑘|𝑘−1𝐶𝑇ℎ𝑙𝐸 (𝐻𝑘) .

(27)

Compute 𝑅�̃��̃�
𝑘
by Assumptions 1 and 3.

𝑅�̃��̃�
𝑘
= 𝐸 (Γ𝑘) ℎ𝑟𝐶𝑃𝑘|𝑘−1𝐶𝑇ℎ𝑟𝐸 (Γ𝑘)
+ 𝐸 (Γ𝑘) ℎ𝑟𝐶𝑃𝑘|𝑘−1𝐶𝑇ℎ𝑙𝐸 (𝐻𝑘)
+ 𝐸 (𝐻𝑘) ℎ𝑙𝐶𝑃𝑘|𝑘−1𝐶𝑇ℎ𝑙𝐸 (𝐻𝑘)
+ 𝐸 (𝐻𝑘) ℎ𝑙𝐶𝑃𝑘|𝑘−1𝐶𝑇ℎ𝑟𝐸 (Γ𝑘) + Var (𝑦𝑘) ,

(28)

where

Var (𝑦𝑘) = diag (Var (𝑦𝑘 (1)) ,Var (𝑦𝑘 (2)) , . . . ,
Var (𝑦𝑘 (𝑚))) . (29)

Substituting (27), (28), and (21) into (16) yields

𝑃𝑘|𝑘 = (𝐼 − 𝐾𝑘 (𝐸 (Γ𝑘) ℎ𝑟 + 𝐸 (𝐻𝑘) ℎ𝑙) 𝐶) 𝑃𝑘|𝑘−1. (30)

The full view of the variant Tobit Kalman filter is

𝑥𝑘|𝑘−1 = 𝐴𝑥𝑘−1|𝑘−1,
𝑃𝑘|𝑘−1 = 𝐴𝑃𝑘−1|𝑘−1𝐴𝑇 + 𝑄,
𝐾𝑘 = 𝑅�̃��̃�

𝑘
𝑅−1�̃��̃�
𝑘

,
𝑥𝑘|𝑘 = 𝑥𝑘|𝑘−1 + 𝐾𝑘 (𝑦𝑘 − 𝐸 (𝑦𝑘)) ,
𝑃𝑘|𝑘 = (𝐼 − 𝐾𝑘 (𝐸 (Γ𝑘) ℎ𝑟 + 𝐸 (𝐻𝑘) ℎ𝑙) 𝐶) 𝑃𝑘|𝑘−1,

(31)

where 𝑅�̃��̃�
𝑘
, 𝑅�̃��̃�

𝑘
, 𝐸(𝛾𝑘), and 𝐸(𝜂𝑘) are defined as (27), (28),

(25), and (26), respectively.

4. Fault Detection

In the fault detection, it is expected that the reconstructed
process variables derived by the filter will follow the cor-
responding real values of the fault-free operating states. To
get information on whether a fault occurs, the measured
variables will be compared with their estimates delivered
by the filter. The difference between the measurements and
their estimates is defined as a residual. Therefore, a residual
generation is the most significant procedure for a successful
fault detection [8].

After the estimation of the states, the estimates of outputs�̂�𝑘 are created as shown in

�̂�𝑘 = 𝐷 (�̂�∗𝑘 )
= {{{{{{{{{

ℎ𝑟 (�̂�∗𝑘 − 𝑇𝑟) = ℎ𝑟 (𝐶𝑥𝑘|𝑘−1 − 𝑇𝑟) , �̂�∗𝑘 ≥ 𝑇𝑟,0, 𝑇𝑙 < �̂�∗𝑘 < 𝑇𝑟,ℎ𝑙 (�̂�∗𝑘 − 𝑇𝑙) = ℎ𝑙 (𝐶𝑥𝑘|𝑘−1 − 𝑇𝑙) , �̂�∗𝑘 ≤ 𝑇𝑙.
(32)

Then, the residual vector is built as the difference between
the measurements and their estimates:

𝑟𝑘 = �̂�𝑘 − 𝑦𝑘. (33)

The residual evaluation function is used for differen-
tiating the fault from disturbance and uncertainties. This
procedure of postprocessing the residuals takes out the
information about the fault of interest from the residual
signals. After calculating the residual vector, substitute it into
the specified evaluation function and compare the evaluation
value with the preset threshold. If the residual evaluation
value is larger than the threshold, an alarm of fault will be
built.

Consider the time-windowed root-mean-square (RMS)
norm as the evaluation function:

𝑟𝑘𝑒 = √ 1𝑁
𝑁−1∑
𝑗=0

𝑟𝑇𝑘−𝑗𝑟𝑘−𝑗. (34)

Then, choose a threshold of the following form:

𝐽th = sup
𝑓𝑘=0

E [𝑟𝑘𝑒] . (35)
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Remark 4. In the practical applications, the threshold is
considered as the maximum value of the residual evaluation
function in the fault-free case through the Monte Carlo
method.

Remark 5. Making choice of the threshold should be compro-
mised based on the actual situation. As the value of threshold
is increasing, the false alarm rate will reduce whereas the
missing alarm rate will rise up. With the decrease of the
threshold value, the false alarm rate will go up but themissing
alarm rate will be lower. Hence, to choose a threshold needs
to consider overall interests.

The relationship between the value of residual evaluation
function and the threshold should be satisfied as𝑟𝑘𝑒 > 𝐽th ⇒ fault detected,𝑟𝑘𝑒 ≤ 𝐽th ⇒ no faults. (36)

The algorithm of the fault detection filter is summarized
as follows.

Algorithm 6 (fault detection using a variant Kalman filter).
The initial conditions 𝑥0|0 and 𝑃0|0 are given.
Step 1. Compute 𝑥𝑘|𝑘−1 and 𝑃𝑘|𝑘−1 using (12) and (13).
Step 2. Compute 𝐸(Γ𝑘), 𝐸(𝐻𝑘), 𝐸(𝑦𝑘), and Var(𝑦𝑘) using (25),
(26), (9), and (10).
Step 3. Compute 𝑅�̃��̃�

𝑘
and 𝑅�̃��̃�

𝑘
using (27) and (28).

Step 4. Compute𝐾𝑘 using (21).
Step 5. Compute 𝑥𝑘|𝑘 and 𝑃𝑘|𝑘 using (14) and (30).
Step 6. Compute �̂�𝑘 using (32) and then obtain 𝑟𝑘 through
(33).
Step 7. Evaluate 𝑟𝑘 using (34) and then compare it with the
threshold using the rule (36).
Step 8. Return to Step 1.

5. Simulation Results

In this section, the simulation result will illustrate the appli-
cability of the fault detection filter using the variant Tobit
Kalman filtering.

Consider the tracking system of ballistic roll rates
explored in [32], which has the dynamic model of (2) with
the state-space matrices:

𝐴 = 𝛼[cos (𝜔) −sin (𝜔)
sin (𝜔) cos (𝜔) ] ,

𝐶 = [1 0] .
(37)

In this example, 𝛼 = 1; the frequency 𝜔 = 0.005 × 2𝜋; the
standard deviation of process noise𝑤𝑘 is 0.05; the variance of
measurement noise V𝑘 is 1.

The dead-zone of measurement is given as

𝑦𝑘 = 𝐷 (𝑦∗𝑘 ) =
{{{{{{{{{
0.2 (𝐶𝑥𝑘 + V𝑘 − 3) , 𝑦∗𝑘 ≥ 3,0, −6 < 𝑦∗𝑘 < 3,0.3 (𝐶𝑥𝑘 + V𝑘 + 6) , 𝑦∗𝑘 ≤ −6;

(38)

that is, ℎ𝑟 = 0.2, ℎ𝑙 = 0.3, 𝑇𝑟 = 3, and 𝑇𝑙 = −6.

Measurements
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Figure 1: Observed measurements of system.

The initial conditions are set as

𝑥0 = [50] ,
𝑃0 = [1 00 1] .

(39)

Then, an intermittent fault is added to the system, which
is described as follows:

𝑓𝑘 =
{{{{{{{{{{{{{{{

1, 500 ≤ 𝑘 ≤ 600,
1.2, 880 ≤ 𝑘 ≤ 1000,
1, 1600 ≤ 𝑘 ≤ 1700,
0, otherwise,

(40)

with coefficient matrix

𝐵 = [−0.10.2 ] . (41)

The simulation results are shown in Figures 1, 2, and 3.
Figure 1 is the figure of the measurements with the dead-

zone. It can be seen that some parts of measurements have
distortion or cannot be observed because of the dead-zone.
Figure 2 presents the estimates of the processing states. The
blue curve represents the true states and the red dash curve
represents the estimates of states using the variant Kalman
filter. Even though the data are absent or distorted, the
estimation values of states using the variant Tobit Kalman
filter can closely track the true states in fault-free case. When
the faults occur, the difference between the true states and
their estimates is obvious. Accordingly, the outputs of the
variant Tobit Kalman filter provide accurate estimation of the
measurements to generate the residual signal.

Figure 3 illustrates 𝑓𝑘, residual response, and residual
evaluation function response varying with time 𝑘. The
faults occur in the time intervals [500, 600], [880, 1000],
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Figure 3: 𝑓𝑘, residual response and residual evaluation.

and [1600, 1700] with the magnitude and coefficient matrix
defined as (40) and (41). In the figure of residual evaluation,
the blue curve is the response of faulty systems and the red
dash line represents the preset threshold. Figure 3 indicates
that the response raises an alarm opportunely when the faults
happen at time 𝑘 = 500, 𝑘 = 880, and 𝑘 = 1600. When the
faults disappear at times 𝑘 = 600, 𝑘 = 1000, and 𝑘 = 1700, the
alarms go down rapidly.These simulation results demonstrate
that the residual can detect the intermittent faults accurately.

The Monte Carlo method is applied to obtain the statisti-
cal performance of the fault detection method proposed in
this paper. The statistical performance is shown in Table 1.
Fault detection time (FDT) represents the time when the
occurrence of fault is detected and the alarm raises. False
alarm rate (FAR) is the probability of false detection and

Table 1: Statistical performance.

Threshold 0.1846 0.2144 0.2223 0.2625 0.3492
FDT 688 694 699 718 761
FAR (%) 61.67 13 9 1.67 0
MAR (%) 3.67 5.67 7.67 8.67 42

missing alarm rate (MAR) is the probability of missing
detection. It can be seen that the value of threshold can
influence a lot the FDT, FAR, and MAR. As the value of
threshold is becoming larger, it takes more time to detect
the fault and raise alarm. The smaller threshold can reduce
the MAR. However, the FAR is increasing at the same time.
When threshold is chosen as a large value, although there will
be less or even no false alarms, more faults will be failed to
detect. Therefore, it is significant to choose a proper value
of threshold and make a tradeoff among the FDT, FAR, and
MAR.

6. Conclusion

In this paper, we have investigated the problem of fault
detection for the discrete-time systems with output dead-
zone. Two Bernoulli random variables are introduced to
describe the dead-zone of measurements. The variant Tobit
Kalman filter is utilized for designing a recursive fault detec-
tion filter under the situation of dead-zone measurements.
A simulation example of the occurrence of intermittent
faults is provided. The simulation results have illustrated that
the performance of fault detection filter is satisfied, where
the fault can be recognized quickly and accurately. Also,
the statistical performance of the fault detection method
illustrated the relationship of threshold, FDT, FAR, and
MAR. The dead-zone is a common issue arising in the
engineering applications. The fault detection filter using the
variant Tobit Kalman filter shows its practical value, with
the good performance and lower computational expense.
Furthermore, it can be extended to the fault detection for two-
dimension systems like vision-based systems with occlusion
region.
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This work proposes a fault detection architecture for vehicle embedded sensors, allowing to deal with both system nonlinearity and
environmental disturbances and degradations. The proposed method uses analytical redundancy and a nonlinear transformation
to generate the residual value allowing the fault detection. A strategy dedicated to the optimization of the detection parameters
choice is also developed.

1. Introduction

Safety in intelligent vehicle is a key issue. In order to
insure driver safety, it is of a high importance that all the
information given by embedded sensors is more reliable.
Indeed, a large number of applications are based on data
fusion of information coming from several sensors, especially
in vehicle localization application, as depicted in [1–3].

In the aerospace domain, physical redundancy and a vot-
ing system are often used, consisting in the direct comparison
of the information provided by at least three identical sensors
or systems and then the validation of the recorder data.

However, in industrial fields as the automotive industry,
duplicating sensors correspond to a loss of profit and so solu-
tions permitting the verification of the sensors confidence
without any supplementary sensors have to be developed.

A large number of fault detectors have been developed
during the past decades, to deal with complex systems [4–14].
A large number of them are based on system model [15–
17] consisting in the comparison of the predicted behavior
of the system and the information generated by the sensors,
allowing to determine the system current state. This kind of
method needs a perfect knowledge and model of the system
behavior to work efficiently. In the studied case, the vehicle
manoeuvers could present strong nonlinearity whichwill add

complexity to the system modelling. Some solutions have
been proposed to deal with this problems [18–20] but in the
case of an automobile application strong and unpredictable
environmental interaction could be added to behavior non-
linearity, and model-based solutions will be less efficient.

Considering this context, a solution using analytical
redundancy seems a valuable alternative. Analytical redun-
dancy allows comparing the estimation of a chosen metric
from sensors of different types in order to detect and identify
deviant comportment [21]. Huang and Su have proposed
such a solution in [22] with the use of a set of extended
Kalman filters to compare the estimated state of an ego-
vehicle from different parallel filters, but this solution still
needs to determine a system model to work optimally.

Our proposed solution is based on analytical redundancy
using nonlinear transformations to generate residual signals
in order to detect sensors faults. The use of nonlinear
transformations allows improving detection robustness. The
paper will be shared in five parts: first, the presentation of
the architecture and some generalities are found in Section 2
and then the nonlinear transformation usedwill be studied in
Section 3 and finally the decision process will be discussed in
the fourth part. Some simulation results will be presented in
Section 5 and, finally, Section 6 will conclude this paper and
will provide some future works.
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2. Generalities and Architecture

2.1. Architecture. The proposed architecture (Figure 1) is
divided into two consecutive transformations which are
dedicated to the generation of the residual signal 𝑆. The first
transformation allows obtaining a common measurement
and the nonlinear transformation (TNL), giving the residual
quantity. The second transformation consists in the decision
process.The architecture can so be generalized for any type of
sensor, according to a measurement under test 𝑆, which has
to be estimated from every sensor.

The 𝐶 values correspond to the decision for each sensor,
taken into account in the global value estimation. 𝐶 = 1
means a sensor presents a faulty behavior (𝐶 = 0 corre-
sponding to a nominal behavior). The first necessary step to
apply this method is to define the measurements used and
apply the transformation to ensure the analytical redundancy.
If more than one measurement is chosen to complete the
fault detection, this architecture will be applied on every
measurement used in the fault detection, and a sensor will be
considered faulty if at least one of its corresponding decision
value is 1.

𝐶𝑆 = 𝐶𝑠,1 ∙ 𝐶𝑠,2 ∙ ⋅ ⋅ ⋅ 𝐶𝑠,𝑀, (1)

where 𝐶𝑠,𝑚 represents the Boolean decision values for the
measurement m and the sensor 𝑠. It is so primordial to
define which measurements have to be tested according to
the monitored sensors. Measurements have to be generated
by at least three different sensors or sets of sensors and need
to ensure the faults observability. These two requirements
will be discussed in the two following sections for a specific
example.

2.2. Analytical Redundancy. In order to implement this
method, we need, in the first time, to determine the mea-
surements which will allow us to make the comparison in
order to study the tested sensor. In our case, we chose to
study proprioceptive sensors, usually used to predict an ego-
vehicle positioning state, to get inertial information from the

Z

Y

X

Yaw

Pitch

Roll

Figure 2: Vehicle axes presentation.

Inertial Navigation System (INS) and to provide odometric
data needed to get vehicle speed (longitudinal or wheel
speed). Odometers permit us to measure each wheel speed
and distance travelled, when the INS will be used to measure
vehicle acceleration and yaw rates on the 3 axes (see Figure 2).

Using only this set of sensors, it is possible to determine
vehicle yaw rate and longitudinal acceleration, respectively,
named𝑉𝜃 and𝐴𝑐𝑐𝑥. This information is directly given by the
INS sensor, when it has to be deduced from the odometric
speed and distance. Using each left-right pair of odometers
independently, it is possible to determine bothmeasurements
with the front and back couples of sensors. The longitudinal
acceleration is then given by the following when the yaw rate
is given by (5):

𝐴𝑐𝑐𝑥 (𝑡) = 𝑑𝑉veh (𝑡)𝑑𝑡 = 𝑉veh (𝑡) − 𝑉veh (𝑡 − 𝑇)𝑇 , (2)

where 𝑉veh is the vehicle speed determined with (3) with𝑉𝑂 𝐿 and𝑉𝑂 𝑅 being, respectively, the left and right odometric
speeds, and 𝑇 is a sampling period.

𝑉veh (𝑡) = 𝑉𝑂 𝑅 (𝑡) − 𝑉𝑂 𝐿 (𝑡)2 . (3)
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Now using the odometric distances 𝐷𝑂 𝐿 and 𝐷𝑂 𝑅, it is
possible to approximate the yaw rate by calculating the
differential distance, 𝐷Diff , which can be approximate as the
difference between the right and left distances. In Figure 3,
R represents the distance between the two wheels, usually
known, depending on the vehicle characteristics.

It is then possible to determine the angle 𝜃 using (4) and
then the yaw rate (5).

𝜃 (𝑡) = 𝐷𝑂 𝑅 − 𝐷𝑂 𝐿𝑅 = 𝐷Diff (𝑡)𝑅 , (4)

𝑉𝜃𝑧 (𝑡) = 𝑑𝜃 (𝑡)𝑑𝑡 = 𝜃 (𝑡)𝑇 . (5)

2.3. Observability. In order to be efficient, the transformation
stage has to ensure that fault on one sensor can still be noticed
on the transformed measurement. Basically, it consists in
verifying that the measurement during a faulty behavior 𝑆𝐹 is
different than the nominal behavior 𝑆NF. In order to analyze
the observability capability, we use faults models presented in
Qi et al. [23], which consider that sensors noises and errors
can be classified in four categories:

(i) An additive bias:

𝑦𝐹 (𝑡) = 𝑦NF (𝑡) + Δ. (6)

(ii) A scale factor:

𝑦𝐹 (𝑡) = 𝛼 ∗ 𝑦NF (𝑡) . (7)

(iii) An aberrant error:

𝑦𝐹 (𝑡) = 𝑦NF (𝑡) + 𝑎𝛿 (𝑡 − 𝑡0) . (8)

(iv) A total loss, which corresponds to an output value of
the sensor stuck at 0 or registering only a stochastic
process.

Knowing these four faults levels and the transformation
applied on the sensors data, it is nowpossible to determine the
efficiency of the proposed architecture. Concerning the INS,
every type of fault is observable as there is no transformation,
but it has to be determined for the odometers.

First, a bias applied on only one odometric distance
(or speed) will be mostly masked by the estimation of the
acceleration. If the bias is a constant value, then it will gen-
erate no acceleration. However, during the appearance of the
fault, there will be a large instantaneous acceleration which
can be seen as a Dirac impulsion. The bias on odometric
speed will so generate an abnormal aberrant behavior on the

acceleration. It will also generate a bias on the yaw rate V𝜃z
(positive or negative depending on the affected odometer)
which is easier to detect. Here, the bias is applied on the right
odometer measurement. Knowing these four faults nature
and the transformation used, it is now possible to determine
the efficiency of the proposed architecture. Concerning the
INS, every kind of fault is observable as there is no trans-
formation, but it has to be determined for the odometers.
In the following equations, the nonfaulty measurements will
be noted as V𝜃zNF and AccxNF when the faulty measurements
will be V𝜃zF and AccxF, respectively, for the yaw rate and the
longitudinal acceleration. Our objective here is to extract the
nonfaulty value and observe the deviation introduced by the
injected fault.

𝑉𝜃𝑧𝐹 (𝑡) = (𝐷𝑂𝑅 + Δ) − 𝐷𝑂𝐿𝑅 ∗ 𝑇 = Δ𝑅 ∗ 𝑇 + 𝑉𝜃𝑧NF (𝑡) . (9)

Now applying a scale factor to the right odometric speed,
the acceleration will be affected (10), but the resulting fault
appears as a gain and a bias which is depending on the
nonfaulty value from the other odometer. The yaw rate will
be affected in the same manner (11).
𝐴𝑐𝑐𝑥𝐹 (𝑡)
= (𝛼𝑉𝑂 𝑅 (𝑡) + 𝑉𝑂 𝐿 (𝑡)) − (𝛼𝑉𝑂 𝑅 (𝑡 − 𝑇) + 𝑉𝑂 𝐿 (𝑡 − 𝑇))2𝑇
𝐴𝑐𝑐𝑥𝐹 (𝑡)
= 𝛼𝐴𝑐𝑐𝑥NF (𝑡) − (𝛼 − 1) (𝑉𝑂 𝐿 (𝑡) − 𝑉𝑂 𝐿 (𝑡 − 𝑇))2𝑇

(10)

𝑉𝜃𝑧𝐹 (𝑡) = 𝛼𝑉𝜃𝑧NF (𝑡) + (𝛼 − 1)𝐷𝑂 𝐿 (𝑡)𝑅𝑇 (11)

A total loss, usually represented by the sensor’s output stuck
at 0, can be noticed on both acceleration (12) and yaw rate
(13).

𝐴𝑐𝑐𝑥𝐹 (𝑡) = (0 + 𝑉𝑂 𝐿 (𝑡)) − (0 + 𝑉𝑂 𝐿 (𝑡 − 𝑇))2𝑇 ,
𝐴𝑐𝑐𝑥𝐹 (𝑡) = 𝐴𝑐𝑐𝑥NF (𝑡) − 𝑉𝑅 (𝑡) − 𝑉𝑅 (𝑡 − 𝑇)2𝑇 .

(12)

Here, the acceleration obtains an additive term correspond-
ing to the real acceleration of the affected wheel divided by
two (𝑉𝑅(𝑡) representing the real right wheel speed). The yaw
rate will also be affected by an additive term proportional
to the real distance travelled by the affected wheel, 𝐷𝑅, as
follows:

𝑉𝜃𝑧𝐹 (𝑡) = 0 − 𝐷𝑂 𝐿𝑅 ∗ 𝑇 = 𝑉𝜃𝑧NF (𝑡) − 𝐷𝑅𝑅 ∗ 𝑇. (13)

An aberrant error will also lead to an aberrant error on
bothmeasurements, whichmeans highmeasurements values
during a brave time delay.

3. Nonlinear Transformation

Once the first transformation is done, it is possible to generate
the residual value 𝑆 using a nonlinear transformation. The
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Figure 4: Nonlinear transformation (TNL) example.

attributes of a residual value are generally as described in [24],
zero-centered during a nominal behavior, and presenting a
noncentered distribution with the appearance of a fault on
the corresponding measurement. In order to distinguish the
faulty source efficiently, the residual has to be insensitive
to fault appearance on other measurements. The chosen
transformation (Figure 4) consists in a nonsymmetrical
Gaussian transformation, centered on an estimation of the
measurement global value, 𝑆GV. The 𝜎 value permits the
adjustment of the sensitivity of the transformation.

𝑆 = 1 − [( 1
0.4 ∗ (2 ∗ 𝑝𝑖)0.5) ∗ exp−0.5∗((𝑆−𝑆GV)/𝜎)

2]
for 𝑆 ∈ [𝑆GV,∞[ ,

𝑆 = [( 1
0.4 ∗ (2 ∗ 𝑝𝑖)0.5) ∗ exp−0.5∗((𝑆−𝑆GV)/𝜎)

2] − 1
for 𝑆 ∈ ]−∞, 𝑆GV] .

(14)

In order to estimate the measurement global value, we need
to develop an estimationmethod, whichwill use all the inputs
measurements but has to be insensitive to fault. The chosen
method consists in a weighted mean value (15), where each
normalized weight𝑊𝑖 depends on the previous variation, as
described in (16) to (19). The 𝑆𝑖 value corresponds to the
measurement for the sensor 𝑖.

𝑆GV (𝑡) = 𝑁∑
𝑖=1

𝑊𝑖 (𝑡) ∗ 𝑆𝑖 (𝑡) , (15)

𝑊𝑖 = 𝑊𝑜𝑖 ∗ 1
∑𝑁𝑗=1𝑊𝑜𝑗 , (16)

where 𝑁 is the total number of measurements. The normal-
ization is done to obtain a sum of weights equal to 1. The
original weight𝑊𝑜 is calculated using a parameter 𝑟 reflecting

the past and the current deviation between the connected
measurement and the estimated global value.

𝑊𝑜𝑖 = 1𝑟𝑖 , (17)

𝑟𝑖 (𝑡) = 𝑔 ∗ [𝑟𝑖 (𝑡 − 1)] + (1 − 𝑔)
∗ [√(𝑆 (𝑡) − 𝑆GV (𝑡 − 1))2] , (18)

where 𝑔 is a coefficient allowing giving more importance to
the past values rather than the current deviation from the
global value. Replacing√(𝑆(𝑡) − 𝑆GV(𝑡 − 1))2 in the equation
by the term 𝜀, it is possible to generalize the calculation using
the initial deviation 𝑟init.

𝑟𝑖 (𝑡) = 𝑔𝑁+1𝑟init + 𝑁∑
𝑖=0

[𝑔𝑖 (1 − 𝑔) ∗ 𝜀 (𝑡 − 𝑖)] . (19)

This estimation method will be evaluated and compared to
two others estimations in the simulation section.The residual
generation will also be evaluated in Section 5.

4. Decision Process

The decision process is done by comparison with a threshold
which has to be defined. Usually it is possible to optimally
determine the threshold value by using statistical tools [25,
26], knowing information about signals characteristics, a
priori probabilities, and so forth, but the currently studied
case does not allow knowing all the information needed.
Some alternative solutions such as the Neyman-Pearson
criterion have been developed to deal with only one part of
the information [27] but it still does not allow optimizing
decisions considering several faults natures.

Also the sensitivity of the nonlinear transformation will
need to be adjusted in order to optimize the detection. The
quality of detection is usually determined using the false
alarm and the missed detection rates, but other parameters
can be used to evaluate the test. For instance, the maximum
error during amissed detection or the cost depending on that
value and the probability of appearance can also be used as
quality criteria. In order to optimize the decision process, we
need in the first time to run simulations representing nominal
behavior. Then, failures have to be virtually added according
to the descriptionmade in Section 2.1.The simulation process
will be presented in the next section.

Using this database, the detection process will be done
(described in Figure 5), varying both sensitivity and threshold
in order to compare results for different cases (faults nature
and importance, sensor affected. . .). Then using quality cri-
teria, the parameters determination will be possible. The
developed method to optimize the decision process consists
in the choice of a first priority criterion. This criterion will
be adjusted by the user. Then every configuration allowing
encountering this criterion is determined and every other
configuration is removed.The second stage consists of choos-
ing a second criterion for which the optimal value will be
found and so the optimal parameters set can be defined.
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For example, it is possible to limit the false alarm rate
to 5% as a first priority constraint and optimize the missed
detection rate, and then we obtain the optimal parameter set
for the chosen constraints.Thismethod is so dependent of the
chosen strategy, and different cases will be presented during
the simulation section.

5. Simulations Tests,
Evaluation, and Validation

5.1. Transformations Stages. Simulations have been run in
two steps. First, vehicle and sensors nominal behaviors have
been simulated using industrial version of pro-SiVIC simu-
lation platform, allowing the generation of driving scenarios
on different tracks, with speed and direction variations, to get
feedback on the vehicle state taking into account its dynamic.
The research version of pro-SiVIC has already been used in
the development of different ADAS systems.

This software also models the sensors behavior. In order
to validate the proposed method, it is primordial to ensure
the failure detection function whatever the vehicle dynamic
is, so the proposed scenario will present a complex trajectory
with various dynamic cases, with speed changes both in
curves and straight lines and also constant speed periods; all
these driving conditions and dynamic states will allow having
results representative of a classic driving scenario involving
only one vehicle. Aswe focus on longitudinal acceleration and
yaw rate, both of them are represented in the Figure 6 for the
complete scenario.

As the method is working identically for both measure-
ments, we will focus in the first time on the acceleration.
First of all, we will evaluate the proposed global value esti-
mation.The results will be compared to two other estimation
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methods: a simple arithmeticalmean value calculation (called
method 1 in the results of Figure 7) and an estimation by
Kalman filtering (method 2). The proposed approach will be
referred to as method 3. First, the global value is directly
estimated from the three (INS and both front and back
odometers) measurements using the real acceleration as a
reference (Figure 7).

The three estimationmethods seem to work efficiently on
a nominal case of study.The next step is to virtually add faults
on measurements. Figure 8 represents estimations with one
of the three measurements directly affected by a bias (left), a
scale factor (center), and a punctual loss, represented by the
measurement blocked at the previous registered value (right).
The time interval affected by the default is highlighted in
orange.

The estimation is visibly affected by injected errors, but
this perturbation will depend on fault nature and value.
Table 1 is presenting the mean quadratic error value during
the exposure time for the three types of errors and for a set of
both bias and gain fault values.

Except for a small scale factor, the proposed method
(method 3) consisting in a weightedmean value calculation is
always equal to or better than the two others studied method.
Once the estimation method is validated, the nonlinear
transformation will be evaluated.
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Table 1: Mean quadratic error value for different fault characteristics depending on the estimation method.

Simulation parameters Method 1 Method 2 Method 3
No faults 3 ∗ 10−4 4 ∗ 10−4 4 ∗ 10−4

Bias, 0.1m/s2 on one measurement 1 ∗ 10−3 6 ∗ 10−4 6 ∗ 10−4

Bias, 0.3m/s2 1 ∗ 10−2 1 ∗ 10−3 8 ∗ 10−4

Bias, 0.5m/s2 3 ∗ 10−2 2 ∗ 10−3 1 ∗ 10−3

Scale factor, 0.9 0.9 ∗ 10−3 1.02 ∗ 10−3 1.02 ∗ 10−3
Scale factor, 0.7 2.4 ∗ 10−3 1.1 ∗ 10−3 1.05 ∗ 10−3
Scale factor, 0.5 5.2 ∗ 10−3 1.3 ∗ 10−3 1.2 ∗ 10−3
Stuck at the last recorded value 2 ∗ 10−2 1 ∗ 10−3 1 ∗ 10−3
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Figure 8: Impact of a fault on the global value estimation.
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Figure 9: TNL results for different sensitivity values, without fault.

Using pro-SiVIC data presented earlier, we compute in
the first time the nonlinear transformation on the three
measurements as described in Section 2, in a nominal
behavior, for two different 𝜎 values, 0.1 and 0.2. We are sup-
posed to observe zero-centered signal for each measurement
presenting a standard deviation depending on the noise level
and the configured sensitivity.

Results obtained represent perfectly the expected behav-
ior (Figure 9). The sigma value has to be set in order to make
the method more robust, keeping in mind that it has to be
small in order to detect the smallest fault values. All the faults
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Figure 10: TNL result with the injection of a bias.

models presented in Section 2 have been virtually added to
measurements in order to observe their impacts on the TNL
results and are presented in Figures 10–13. In all the figures,
the appearance of a fault is represented by an orange line and
the disappearance by a green line on the related sensor.When
a bias is added on the odometers, it is added on the speed
measurement and not directly on the acceleration estimation.
The aberrant error is simulated here by the addition of an
impulsion presenting an important value (at least ten times
the current measurement value) during one sampling period
when a total loss is simulated by a blocked value at zero.
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Figure 11: TNL result with the injection of a scale factor.
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Figure 12: TNL result with the injection of aberrant errors.

Figures 10, 11, 12, and 13 present, respectively, results obtained
with the addition of bias, scale factor, aberrant error, and total
loss on measurements.

As expected for a bias or a scale factor on the odometric
measurement, the acceleration measurement shows a punc-
tual perturbation during the appearance (and disappearance)
event but a nonprominent one for the duration of the
disturbance.The yaw ratemeasurement will bemore effective
for this type of fault.

An aberrant error will generate a high intensity perturba-
tion on the nonlinear transformation.

These simulations allow visual validation of the impact
of each kind of fault on the nonlinear transformation, but
it is also possible to generalize the results, considering a
perturbation Δ𝑆 whatever the fault nature is, virtually added
to the measurement under test.

𝑆𝐹 (𝑡) = 𝑆NF (𝑡) + Δ𝑆, (20)

where 𝑆𝐹 and 𝑆NF are, respectively, the faulty and nonfaulty
measurements. Considering the same constant value as an
input for all the three measurements with the addition of
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Figure 13: TNL result with the injection of a total loss.
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noncorrelated stochastic processes on each of them in order
to simulate measure noises, we compute in the first time the
TNL, which will present the behavior observed in Figure 9.
Then, the exact same conditions are used with the addition of
a fault on one measurement. The simulation is repeated with
different sensitivities and fault values. Then, we compute for
each configuration the residual mean value 𝑆 and subtract
the nonfaulty mean value from the faulty one (𝑆𝐹 − 𝑆NF).
The resulting value can be seen as the transformation output
sensitivity to a fault according to the 𝜎 value. Figure 14
illustrates the obtained results according to fault and 𝜎 values.
As expected, the highest output sensitivity is observed for the
smallest 𝜎 values and the strongest faults.

Knowing that the proposed transformations are working
efficiently, the focus is now put on the decision process
optimization.

5.2. Decision Process. As depicted earlier, the decision is
made by comparison between the residual and a threshold.
The sensor is depicted as faulty if the absolute value of
the corresponding residual is higher than the threshold.
The sensor is still tested after the initial decision, but the
corresponding measurement will not be used in the global
value estimation as long as the residual is higher than the
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Table 2: Colors meaning on the ROC curves.

Color Bias value (m/s2)
Blue 0.02
Green 0.2
Yellow 0.4
Black 0.6
Red 0.8

threshold. A recovery is still possible as the sensor remains
under test, and if its behavior leads its residual to decrease
below the threshold value, the decision value 𝐶 will return to
the initial state 0.

Following this strategy, in order to optimize the decision
process, it is required, in the first time, to run simulation
using previous results for faulty and nonfaulty measurements
and applying the decision, varying both TNL sensitivity and
threshold values to establish ROC curves.

ROC curves (Receiver Operating Characteristic) allow
evaluating hypothesis test quality by comparing good deci-
sions (𝑃𝐷) to false alarm (𝑃𝐹) rates [28]. An example of
representation is given in Figure 15 and Table 2 for a bias
on the INS acceleration measurement. The different colors
correspond to the injected fault value, to which will depend
the decision results. As the sensitivity has also an important
role to play in the decision process, the results are presented
for three different 𝜎 values.

The simulation is done for every kind of fault, varying
threshold, sensitivity, and fault values. In order to simplify,
the example of acceleration measurement for the INS sensor
is presented, but the proposed method can be easily applied
on every sensor and measurement. As the acceleration
measurement presents a large amount of values around 0,
scale factor and total loss represented by a stuck at zero
measurement will present a high missed detection rate, as
the faulty measurement will present values similar to the real
values. This kind of error does not present a high risk for the
system function, as perturbedmeasurements will be the same
as the real measurement value.

With the obtained information, the optimal parameter
can be determined.The decision process optimization objec-
tives are to determine the sensitivity and threshold values
allowing obtaining the best performances according to the
chosen criteria. As described in Section 4, a method has been
developed to choose these two parameters. As the false alarm
and missed detection (𝑃𝑀, 𝑃𝑀 = 1 − 𝑃𝐷) rates have been
determined for each parameters couple, and also themaximal
measurement error resulting from eachmissed detection, the
optimization process can be realized. It is possible in the first
time to choose characteristics allowing the lowest error rate,
but considering the current situation, it is more important
to limit the encountered maximum error due to a wrong
decision. So different strategies results can be compared to
evaluate the best solution.

First chosen strategy is as follows: 1st priority, false
alarm rate limited to 5%, 2nd priority, and maximum
error minimization.

In order to realize this optimization strategy, the deter-
mination of the maximum error is needed. So, for every
wrong decision, the error absolute value between the faulty
measurement and the realmeasurement has to be determined
(21); then the maximum error value is connected to each
configuration and then the optimization method can be
applied.

Er (𝑡) = √𝑆𝑖 (𝑡) − 𝑆real (𝑡). (21)

As the simulation is realized for every kind of fault, the error
will be determined for each fault nature. As only one set of
parameters has to be configured, the error corresponding to
each couple sensitivity/threshold can be assimilated as the
mean maximum error value.

ErG = ErBias + ErSFactor + ErTLoss3 . (22)

Using these two criterion, the results mentioned in Tables 3
and 4 are obtained, taking into account every nature of fault
with the same occurrence probability.
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Table 3: Obtained results for the first chosen strategy.

Maximum false alarm rate specified 0.05
Minimum error value in the remaining parameters set 0.0928
Threshold 0.47
Sensitivity 0.06
Corresponding false alarm rate 0.0496
Corresponding missed detection rate 0.551

Table 4: Obtained results for the second chosen strategy.

Maximum error accepted 0.05
Minimum false alarm rate in the remaining parameters set 0.169
Threshold 0.78
Sensitivity 0.02
Corresponding maximum observed error 0.0494
Corresponding missed detection rate 0.5121

The missed detection rate is high, as predicted, but the
maximal error encountered is lower than 0.1m/s2.

Second strategy is as follows: 1st priority, Maximum
acceptable error set at 0.05m/s2, 2nd priority, false
error rate minimization.

This second strategy takes into account the same parameters
but changing the priorities. In a system where we want the
smallest error possible between themeasurement and the real
value, this will probably be the best alternative.

Here the false alarm rate is higher (around 17%) mean-
ing sensors will frequently be isolated. In a system where
measurements can be analytically generated with the help of
other sensors, the temporary isolation does not present an
important inconvenience.This remains a strategical choice to
be made by the user, depending on wanted characteristics.

6. Conclusion

In order to deal with strong system nonlinearity and environ-
mental perturbations, a sensors fault detection algorithm has
been developed, using analytical redundancy and nonlinear
transformation. After the concept and architecture presen-
tation, the residual generation consisting of the comparison
of a common measurement nonlinear transformation (TNL)
has been depicted, duringwhich a global value estimation has
been proposed in order to remove themeasurement common
part. A strategy tomake the decision process optimization has
then been discussed.

The different part of the proposed algorithm has then
been evaluated through different simulations, using data
from pro-SiVIC software, allowing the simulation of a vehicle
dynamic behavior and the embedded sensor responses. In
the first time, the global value estimation has been com-
pared to two other estimation methods and shows better
results than them for almost all the configuration tested.
Then the behavior of the nonlinear transformation has been
studied, according to different fault nature and sensitivity
configuration. Then, as this parameter and the threshold

value have to be determined in order to ensure a quality
decision, the proposed method for the parameter choices has
been evaluated. In this last part, two different strategies have
been compared, according to the user preferences, allowing
limiting or reducing test results characteristics.

Competing Interests

The authors declare that they have no competing interests.

Acknowledgments

This work is part of CooPerCom, a 3-year international
research project (Canada-France). The authors would like
to thank the National Science and Engineering Research
Council (NSERC) of Canada and the Agence Nationale de la
Recherche (ANR) in France for supporting the Project STP
397739-10.This work is done in the LIV research group (Lab-
oratory of Intelligent Vehicles), in the Electrical and Com-
puter Engineering Department of Sherbrooke University,
(http://www.gel.usherbrooke.ca/LIV/public/). The authors
want to thank the other researchers of the LIV for their
cooperation.

References

[1] C. Bai-Gen, W. Jian, Y. Qin, and L. Jiang, “A GNSS based slide
and slip detection method for train positioning,” in Proceedings
of the Asia-Pacific Conference on Information Processing (APCIP
’09), pp. 450–453, July 2009.

[2] S.-B. Kim, J.-C. Bazin, H.-K. Lee, K.-H. Choi, and S.-Y. Park,
“Ground vehicle navigation in harsh urban conditions by inte-
grating inertial navigation system, global positioning system,
odometer and vision data,” IET Radar, Sonar & Navigation, vol.
5, no. 8, pp. 814–823, 2011.

[3] A. Bak, D. Gruyer, S. Bouchafa, and D. Aubert, “Multi-sensor
localization—visual odometry as a low cost proprioceptive
sensor,” in Proceedings of the 15th International IEEE Conference
on Intelligent Transportation Systems (ITSC ’12), pp. 1365–1370,
IEEE, Anchorage, Alaska, USA, September 2012.

[4] R. J. Patton, J. Chen, and H. Y. Zhang, “Modelling methods for
improving robustness in fault diagnosis of jet engine system,” in
Proceedings of the 31st IEEE Conference on Decision and Control,
vol. 2, pp. 2330–2335, Tucson, Ariz, USA, December 1992.

[5] J. Chen and R. J. Patton, “Robust fault diagnosis of stochastic
systems with unknown disturbances,” in Proceedings of the
International Conference on (CONTROL ’94). Part 2 (of 2), pp.
1340–1345, March 1994.

[6] R. J. Patton, J. Chen, and G. P. Liu, “Robust fault detection
of dynamic systems via genetic algorithms,” in Proceedings
of the 1st International Conference on Genetic Algorithms in
Engineering Systems: Innovations and Applications (GALESIA
’95), pp. 511–516, Sheffield, UK, September 1995.

[7] M. Saif and Y. Guan, “A new approach to robust fault detection
and identification,” IEEE Transactions on Aerospace and Elec-
tronic Systems, vol. 29, no. 3, pp. 685–695, 1993.

[8] Y. Zhongming andW. Bin, “A review on inductionmotor online
fault diagnosis,” in Proceedings of the 3rd International Power
Electronics and Motion Control Conference (IPEMC ’00), vol. 3,
pp. 1353–1358, Beijing, China, 2000.

http://www.gel.usherbrooke.ca/LIV/public/


10 Journal of Control Science and Engineering

[9] G. Heredia, B. V. Remu, and A. Ollero, “Actuator fault detection
in autonomous helicopters,” in Proceedings of the 5th IFAC
Symposium on Intelligent Autonomous Vehicles (IAV ’04), pp. 1–
6, Lisbon, Portugal, 2004.

[10] G. Heredia, F. Caballero, I. Maza, L. Merino, A. Viguria, and
A. Ollero, “Multi-Unmanned Aerial Vehicle (UAV) coopera-
tive fault detection employing Differential Global Positioning
(DGPS), inertial and vision sensors,” Sensors, vol. 9, no. 9, pp.
7566–7579, 2009.

[11] G. Heredia, A. Ollero, M. Bejar, and R. Mahtani, “Sensor
and actuator fault detection in small autonomous helicopters,”
Mechatronics, vol. 18, no. 2, pp. 90–99, 2008.

[12] G. Heredia and A. Ollero, “Detection of sensor faults in small
helicopter UAVs using Observer/Kalman filter identification,”
Mathematical Problems in Engineering, vol. 2011, Article ID
174618, 20 pages, 2011.

[13] G. Heredia, A. Ollero, R. Mahtani, M. Béjar, V. Remuss, and M.
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The relationship between fault phenomenon and fault cause is always nonlinear, which influences the accuracy of fault location. And
neural network is effective in dealing with nonlinear problem. In order to improve the efficiency of uncertain fault diagnosis based
on neural network, a neural network fault diagnosis method based on rule base is put forward. At first, the structure of BP neural
network is built and the learning rule is given. Then, the rule base is built by fuzzy theory. An improved fuzzy neural construction
model is designed, in which the calculated methods of node function and membership function are also given. Simulation results
confirm the effectiveness of this method.

1. Introduction

In recent years, with the increasing development of science
technology and automation, weapon equipment systems have
been updated constantly. The fault occurrence probability is
higher with the development tendency of large scale, com-
plexity, and nonlinearity. The complexity of weapon system
and the nonlinearity between fault cause and fault phe-
nomenon reduce the diagnosis sensitivity of weapon system
and improve the error report ratio, which increase the
difficulty of fault diagnosis [1–4].

The BP neural network is the most extensive used neural
networkmodel. It not only has strong self-learning ability and
self-organization, but also can process nonlinear problem.
So BP neural network has a great superiority in processing
nonlinear fault. Reference [5] uses the method of [6] to
improve the BP algorithmof three-layer perceptron and apply
it to the fault diagnosis of steam turbine, which optimizes the
network step by step and accelerates the convergence speed of
the net by this method. Reference [7] applies BP neural net-
work into the fault diagnosis of gear in vehicle transmissions.
Reference [8] constructs the fault diagnosis method of solid
rocketmotor based on fuzzy neural network, which combines
BP network and fuzzy inference. Reference [9] synthesizes

rule base, Bayesian belief network, and neural network into
integrated software while fault prognosis. Reference [10]
promotes an intelligent fault diagnosis expert system based
on rule base, which merges together with fuzzy theory and
enhances the transparence of fault diagnosis.

While ensuring learning samples, traditional rule base
relies on expert experience and knowledge mainly and
manifests by IF-THEN formation. A formal produced rule
canmanifest the fault whose causality is distinct, but it cannot
manifest the fault whose causality is not distinct and relation-
ship between phenomenon and reason is nonlinear. Fuzzy
theory has the ability to process unsure and inexact informa-
tion well. So this paper combines fuzzy theory with neural
network, applies fuzzy logic into the description of high-rise
logic frame, and uses neural network to process data, which
enhances the accuracy of fault ruling base and acquires exact
training samples.The efficiency of fault diagnosis is improved
by applying the method to fault diagnosis.

2. Problem Description

On the basis of known data and fault model, the neural
network can acquire mapping relationship between data and
fault model by the studying of samples. Neural network can
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acquire complete and precise message from the incomplete
and unsafe ones and realize the analogue to human thinking
model in aspect of signal processing and learning ability [9].

In the reality procedure, mean square error can be
approximated by 𝐺(𝑥):

𝐺 (𝑥) = (𝑡 − 𝑎)𝑇 (𝑡 − 𝑎) . (1)

Among these, 𝑥 is weighted value 𝑊 or biasing 𝑏, 𝑡 is
target output, and 𝑎 is realistic output.

The essence of the neural network training process is an
adjusting process of weights𝑊 and bias 𝑏 constantly. In order
to guarantee the convergence of nervous system, the steepest
method is usually used to adjust the weights𝑊 and bias 𝑏:

𝑊𝑚 (𝑘 + 1) = 𝑊𝑚 (𝑘) − 𝛼 (𝑘) × 𝜕𝐺 (𝑥)𝜕𝑊𝑚

= 𝑊𝑚 (𝑘) − 𝛼 (𝑘) × 𝜕𝐺 (𝑥)𝜕𝑛𝑚 × (𝑎𝑚−1)𝑇 ,

𝑏𝑚 (𝑘 + 1) = 𝑏𝑚 (𝑘) − 𝛼 (𝑘) × 𝜕𝐺 (𝑥)𝜕𝑏𝑚

= 𝑏𝑚 (𝑘) − 𝛼 (𝑘) × 𝜕𝐺 (𝑥)𝜕𝑛𝑚 ,

(2)

where 𝑘 is the number of iterations and 𝛼 is velocity of
learning.
𝐺(𝑥) is minimum or its value is small to a certain value

𝜀 through continuous recursion and iteration. Due to the
existence of the iterative process, the influence of original
samples uncertainty to the final result of the fault diagnosis
is enhanced. It also leads to the following problems in the
process of application of neural network:

(1) The difficulty of acquiring samples: neural network
needs a lot of samples training before fault diagnosis,
but the presence of sample cannot be ensured and the
sample distribution whether equal or not cannot be
judged because of the random. It can hardly guarantee
the training effect and the accuracy. At the same
time, in actual engineering equipment, abundant
and distributed equally fault samples are difficult to
acquire [11].

(2) The underutilization of experienced knowledge: in
the territory of fault diagnosis, the using of experi-
enced knowledge is important. Some faults can be
found the fault reasons by experienced knowledge.
But neural network acquires experienced knowledge
from learning samples and this experienced knowl-
edge has great boundedness. So, the learning method
of neural network reduces the accuracy of fault
diagnosis.

We can see that the accuracy of fault diagnosis has an
intimate relationship with the quality of training sample.
Under the condition of unsure message, the paper applies
fuzzy theory into neural network to deal with the related
fault better and acquire more typical samples, which makes
advantages of known experienced knowledge to realize a
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Figure 1: The structure of BP neural network.

precise location. Fuzzy theory is used to process unsure
message to acquire a more objective fault rule base. Then
the improved neural network is used to diagnose fault. The
accuracy of fault diagnosis is improved.

3. The Design of BP Neural Network Fault
Diagnosis Model Based on Rule-Learning

The general steps of fault diagnosis based on neural network
include confirming network structure, then having learning
training to network based on known fault phenomenon and
reason, adjusting weight and threshold, and finally acquiring
result of diagnosis using trained network and input fault
phenomenon. So, the fault diagnosis method based on neural
network can be divided into two main parts: BP neural
network training and BP neural network fault diagnosis.

In order to improve the accuracy of fault diagnosis based
on neural network, the belief rule base which is constructed
by the fuzzy theory in the basis of existent experience
knowledge is used to preprocess original samples before the
neural network training. The processed samples are used to
train the neural network. Finally, the trained neural network
can be used to diagnose fault and obtain the fault diagnosis
results. So the key to improve the neural network fault
diagnosis is how to construct belief rule based on the fuzzy
theory.

3.1. Structure of Classical Neural Network. From the angle of
mapping, the procedure of diagnosis can be seen as amapping
from fault eigenvectors set to fault set. So the fault diagnosis
is to find the mapping relationship between fault sign and
reason. The neural network is to construct the fault mapping
relationship through neural network structure. Continuous
function of random closed interval can be approximated by
three-layer BP neural networks, which include input layer,
hidden layer, and output layer. The hidden layer can contain
one or more layers [12]. The classical BP neural network’s
structure is shown in Figure 1.
𝑉 and 𝑊 are linking weighted matrices. Input layer

mainly takes charge of receiving various fault messages, and
every unit manifests a fault characteristic parameter. The
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main functions of hidden layer are learning the fault message
of input layer and saving threshold and linking weighted
value which make network approximation. Output layer
mainly exports the result of diagnosis, which uses Sigmoid
or hard-approximation function usually and the number of
neurons is decided by the kinds of faults [13].

3.2. Establishment of the Belief Rule Base. Suppose 𝑈 = {𝑈𝑖;
𝑖 = 1, 2, . . . , 𝑇} is the set of rule premise attribute, and 𝐴 𝑖 =
{𝐴 𝑖𝑗; 𝑗 = 1, 2, . . . , 𝐽𝑖 = |𝐴 𝑖|} (𝑖 = 1, 2, . . . , 𝑇) is the reference
value set of the premise attribute 𝑈𝑖; then, the form of belief
rule is as follows.

If 𝑈1 is 𝐴1𝑛1 and 𝑈2 is 𝐴2𝑛2 and so on and is 𝐴𝑇𝑛𝑇 , then

𝑈𝑇 ⋅ ⋅ ⋅ {(𝐷1, 𝛽1𝑘) (𝐷2, 𝛽2𝑘) , . . . , (𝐷𝑁, 𝛽𝑁𝑘)} ,

(𝑘 = 1, 2, . . . , 𝐿) ,
(3)

where 𝐴 𝑖𝑛𝑖 ∈ 𝐴 𝑖 (𝑛𝑖 = 1, 2, . . . , 𝐽𝑖) is the reference value 𝑖,
𝛽𝑖𝑘 (𝑖 = 1, 2, . . . , 𝑁) is the result, the degree of confidence
belonging to the output reference value𝐷𝑖meets∑𝑁𝑖=1 𝛽𝑖𝑘 ≤ 1,
and 𝐿 is the number of rules in rule base.

The activated weight of rule 𝐾 is

𝜔𝑘 =
𝜃𝑘𝛼𝑘

∑𝐿𝑖=1 𝜃𝑖𝛼𝑖
,

𝛼𝑘 =
𝑇𝑘

∏
𝑖=1

(𝛼𝑖𝑘)
𝛿𝑘𝑖 ,

𝛿𝑘𝑖 =
𝛿𝑘𝑖

max𝑖=1,2,...,𝑇𝑘 {𝛿𝑘𝑖}
,

(4)

where 𝜃𝑘 is the relative weight of rule 𝑘, 𝛼𝑖𝑘 is thematch degree
of input 𝑖 to reference value set 𝐴 𝑖 in rule 𝑘, 𝛿𝑘𝑖 is the relative
weight of 𝑖 in rule 𝑘, 𝑎𝑖 is the overall compatibility of input
variable relative to the premise attribute 𝑈 in rule 𝑖, and 𝜃𝑖 is
the weight of rule 𝑖.

If 𝜔𝑘 > 0, the rule 𝑘 is activated, otherwise not activated.
Because the belief degree, weight, promise attribute, and

reference value are given by initial expert knowledge, the
error is easy to be produced. So the generation processes
of the rule base need to be optimized. The processes are as
follows.

Step 1. Determine the rule belief degree, weight, premise
attribute, and output result based on initial expert knowledge,
and establish the initial belief rule base.

Step 2. Convert the input data into distributed form.

Step 3. Forward inference to get the simulation output based
on the belief rule base and input data, and then calculate the
error.

Step 4. If the error is within the allowable range, end the
training optimization. Otherwise, turn to Step 5.

Step 5. According to the training data, use the FMINCON
function in the MATLAB to achieve the optimization of the
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Figure 2: The structure of fuzzy neural network.

training parameters, save the optimization results, update the
belief rule base, and then turn to Step 3.

3.3. Structure of Improved Fuzzy Neural Network. In order
to take advantage of existing experienced knowledge, we use
fuzzy logic to reform neural network. The construct fuzzy
neural network is constructed according to expert language
rule. A 4-layer fuzzy neural network is formed by input layer,
fuzzy layer, rule layer, and output layer.The structure is shown
in Figure 2.

The description of every node’s function is as follows.

(1) Input Layer. Input variable is original fault sign one,
and the number of nodes is the number of sign
variable.

(2) Fuzzy Layer. The number of nodes is the sum of all
fuzzy intervals of sign variable. The number of fuzzy
logic and initial membership functions is defined
according to the distribution condition of every fuzzy
variable and the significance of each fuzzy variable
to system. Then the normalized difference variable is
translated to many fuzzy sets. Then each neuron of
every layer is correspondence to a fuzzy set. Its output
manifests the membership to this fuzzy set.

(3) Rule Layer. Every node corresponds to a fuzzy control
rule, the prerequisite of completing a fuzzy logic rule
is matching operation, and the input is membership
and the output is matching degree.

(4) Output Layer. According to the sum of value of fuzzy
logic value and linking weight, the output is acquired.

There are three kinds of adjustable variables: one is the
weighted coefficient of third and fourth layer, which mani-
fests rule parameter; the second and third aremean value and
standard deviation of the function.

3.4. Confirmation of Improved Neutral Network Training
Parameters. The training and learning of neural network are
mainly adjustment of interlayer linking weighted value and
the core and width of affiliate function.
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Table 1: Training samples table.

Series number Model 𝐸30 𝐸31 𝐸32 𝐸33 𝐸34 𝐸35 𝐸36 𝐸37 �̂�3 �̂�4
1

Imbalance

0.0509 0.522 0.450 0.538 0.036 0.505 0.169 0.152 0.231 0.572
2 0.727 0.643 0.639 0.780 0.057 0.602 0.113 0.021 0.154 0.263
3 0.318 0.358 0.278 0.415 0.028 0.334 0.084 0.245 0.125 0.241
4 0.857 0.533 0.538 0.757 0.066 0.549 0.100 0.364 0.265 0.452
5

Misaligned

0.293 0.185 0.147 0.155 0.018 0.182 0.380 0.285 0.341 0.214
6 0.533 0.520 0.370 0.487 0.052 0.548 0.924 0.214 0.741 0.285
7 0.166 0.171 0.131 0.172 0.020 0.189 0.298 0.623 0.321 0.241
8 0.467 0.247 0.143 0.272 0.042 0.277 0.653 0.214 0.854 0.365
9

Looseness

0.304 0.058 0.051 0.136 0.062 0.156 0.072 0.247 0.280 0.157
10 0.617 0.124 0.197 0.257 0.107 0.222 0.090 0.352 0.264 0.514
11 0.302 0.042 0.077 0.114 0.058 0.110 0.046 0.452 0.153 0.214
12 0.667 0.075 0.127 0.214 0.106 0.161 0.059 0.632 0.352 0.241
13

Rub-impact

0.108 0.286 0.245 0.161 0.053 0.211 0.020 0.214 0.152 0.741
14 0.302 0.806 0.595 0.614 0.095 0.732 0.102 0.145 0.215 0.541
15 0.120 0.428 0.246 0.352 0.045 0.402 0.063 0.362 0.384 0.562
16 0.297 0.001 0.023 0.076 0.053 0.057 0.026 0.264 0.274 0.247

Table 2: Testing samples.

Serial number 𝐸30 𝐸31 𝐸32 𝐸33 𝐸34 𝐸35 𝐸36 𝐸37 �̂�3 �̂�4
1 1.181 0.821 0.708 0.881 0.068 0.955 0.228 0.245 0.365 0.241
2 0.9 0.461 0.357 0.341 0.040 0.44 1.055 0.258 0.241 0.854
3 0.798 0.238 0.209 0.364 0.188 0.382 0.159 0.218 0.368 0.247
4 0.309 0.547 0.465 0.292 0.107 0.401 0.026 0.285 0.421 0.548

Table 3: Output result.

Serial number 𝑑1 𝑑2 𝑑3 𝑑4 Expected output
1 1.0021 0.0035 0.0106 0.0202 1000
2 0.0180 1.0142 0.0240 0.0012 0100
3 0.0028 0.0032 1.0421 0.0507 0010
4 0.0109 0.0207 0.0253 1.0437 0001

(1) Linking Weighted Value. Between fuzzy layer and rule
layer, the value is 1 while linking and 0 while not
linking. We only train the linking weighted value
between rule layer and output layer.

(2) Confirmation of Affiliate Function. The input data
need to be normalized difference because of the char-
acteristic of neural network and themainly transform
function. While BP network is applied into solving
problem, the condition of convergence slow or little
always appears. A good way to normalize difference
can have an improvement on the property of network.
In this paper, fuzzy membership normalized differ-
ence is used. Because the relationship between fault
and sign is fuzzy, whether fault exists does not have
distinct bounds and the fault obeys the distribution
of some membership function. In a word, the kind
of membership we choose is as follows: the value of
membership function increases in somemethod with

the increase of independent variable. The expression
is

𝜇 (𝑥) = 𝑘𝑥2
1 + 𝑘𝑥2 .

(5)

And ensured self-Cauchymembership function satis-
fies the above demand.

(3) Learning Velocity (Step-Size) 𝑙𝑟. Set the initial value as
0.01, and it can be satisfied according to the following
formula:

𝑙𝑟 =
{{{{
{{{{
{

1.05𝑙𝑟, 𝐸 (𝑘) < 𝐸 (𝑘 − 1) ,
0.7𝑙𝑟, 𝐸 (𝑘) > 𝐸 (𝑘 − 1) ⋅ 1.04,
𝑙𝑟, others.

(6)

(4) MomentumFactor𝑚𝑐. Set the initial value as 0.95, and
it can be satisfied according to the following formula:

𝑙𝑟 =
{{{{
{{{{
{

0, 𝐸 (𝑘) < 𝐸 (𝑘 − 1) ,
0.95, 𝐸 (𝑘) > 𝐸 (𝑘 − 1) ⋅ 1.04,
mc, others.

(7)

(5) Error. It is a very small number and can be ascertained
according to specific condition.
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Table 4: Two-mixed fault training.

Serial number 𝐸30 𝐸31 𝐸32 𝐸33 𝐸34 𝐸35 𝐸36 𝐸37 �̂�3 �̂�4
1 0.0809 0.622 0.550 0.468 0.236 0.305 0.469 0.352 0.431 0.672
2 0.127 0.543 0.439 0.560 0.347 0.302 0.513 0.421 0.514 0.663
5 0.523 0.432 0.642 0.334 0.676 0.184 0.295 0.693 0.073 0.114
6 0.518 0.398 0.579 0.299 0.702 0.165 0.249 0.703 0.081 0.125

Table 5: Training result.

Serial number 𝑑1 𝑑2 𝑑3 𝑑4 Expected output Model
1 1.0034 0.9924 0.0305 0.0043 1100 Imbalance and misaligned fault
2 1.0200 1.0324 0.0130 0.0031 1100
3 0.0028 0.0032 1.0421 0.9507 0011 Looseness and rub-impact fault
4 0.0098 0.0110 1.0136 0.9473 0011
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Figure 3: Procedure of rule-learning base BP neural network fault diagnosis.
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(6) Maximum Number of Network’s Training Processes. It
is one of the end conditions of the network training.
Stop it when it does not converge until maximum
number, which manifests that the property of con-
vergence is bad or the maximum number of training
processes is too small.

3.5. The Procedure of BP Neural Network Fault Diagnosis
Based on Rule-Learning

Step 1. Classify samples into training samples and test (new)
samples.

Step 2. Construct initial fuzzy neural network training sys-
tem based on Section 3.4 and form improved fuzzy neural
network diagnosis system after several training processes.

Step 3. Diagnosis is done by the test samples of trained BP
neural network diagnosis system, and judge whether the fault
is a new fault or not. A new sample is formed if it is a new
fault. We train the improved BP neural network and realize
the function of self-learning.

4. Simulation and Test

4.1. Description of Problem. Weput rolling bearing as the fault
diagnosis target and draw its vibration signal. The inputs are
the 8 frequencies of time and frequency territory’s power and
sharpness, which manifest by 𝑆1–𝑆10. The 10 characteristics
are condition attributes 𝐶 = {𝑆1, 𝑆2, . . . , 𝑆10}. The rolling
bearing has five states: formal, imbalance,misalignment, rub-
impact, and looseness, which are manifested by (0, 0, 0, 0),
(1, 0, 0, 0), (0, 1, 0, 0), (0, 0, 1, 0), and (0, 0, 0, 1).

4.2. Sole Fault Simulation. It is done through the experiment
bench to sample and denoise the signal as shown in Figure 4.

The training samples are shown in Table 1 after analysing
and drawing.

Goal value
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Figure 5: Procedure of training.

The BP neural network has 10 input nodes, 4 output
nodes, and 21 hidden nodes. It uses the learning algorithm of
Section 3.4.Themaximum training processes number is 1000.
The precision of training is 1𝑒 − 8 and learning efficiency is
0.01.The 16 groups of Table 1 are used to train.The procedure
is shown in Figure 5.

We can see from Figure 5 that the error request after 450
steps is good and the convergence effect is very good.

In order to test the effect of BP neural network fault
diagnosis system after 16 samples training, we acquire 4 test
samples in Table 2. The test results are shown in Table 3.

We can conclude from Table 3 that the outputs of 4 test
samples coincide with expected value.The accuracy of model
is tested.

4.3. Mixed Fault Simulation. The mixed fault is common in
the real fault. We set two manual mixed faults as in Table 4.

The samples of Table 4 cannot be distinguished by the BP
neural network fault diagnosis system trained by Table 1. But
it can acquire the result of Table 5 by the belief rule base of
Figure 3.

We train the BP neural network again by using the data
of Table 5 as a new training sample. Comparing the expected
output and the actual output in Table 5, it can be found
that the neural network trained by belief rule base has the
diagnosis ability to these two kinds of mixed fault.

5. Conclusion

Because of the distribution of training sample, the veracity of
training result of neural network is hard to ensure by only
using neural network to diagnose fault. A neural network
fault diagnosis based on rule base is promoted, which
transfers expert’s experience to rule by fuzzy process and
then applies to neural network. This method ensures that
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the training sample can respond and the veracity of neural
network fault diagnosis is improved.
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Recently, electrical drives generally associate inverter and induction machine.Therefore, inverter must be taken into consideration
along with induction motor in order to provide a relevant and efficient diagnosis of these systems. Various faults in inverter may
influence the system operation by unexpected maintenance, which increases the cost factor and reduces overall efficiency. In
this paper, fault detection and diagnosis based on features extraction and neural network technique for three-phase inverter is
presented. Basic purpose of this fault detection and diagnosis system is to detect single or multiple faults efficiently. Several features
are extracted from the Clarke transformed output current and used in neural network as input for fault detection and diagnosis.
Hence, some simulation study as well as hardware implementation and experimentation is carried out to verify the feasibility of the
proposed scheme. Results show that the designed system not only detects faults easily, but also can effectively differentiate between
multiple faults. These results prove the credibility and show the satisfactory performance of designed system. Results prove the
supremacy of designed system over previous feature extraction fault systems as it can detect and diagnose faults in a single cycle as
compared to previous multicycles detection with high accuracy.

1. Introduction

In recent years, inductionmotors are predominantly fed from
pulse width modulation voltage source inverter (PWM-VSI)
for variable speed operation in various industrial applica-
tions. Indeed, the most common drive in industry is that
with a VSI and induction motor. Recently, industry has
begun to demand high power ratings. Inverter drive systems
have become a solution for high power applications as these
systems are more reliable than those supplied directly online.
There are several types of fault such as controller faults,
current sensor faults, switching device faults, motor faults,
and dc bus faults [1, 2]. However, the use of inverters has some
drawbacks as the introduction of power electronic converters
came with an increased possibility of component failures
mainly switching devices faults such as IGBT, MOSFET, and
BJT.

These switching devices faults can be classified into open
switch fault and short switch fault. A short switch fault not
only generates an abnormal overcurrent in the power con-
version system and generator but also causes some secondary
problems like the demagnetization of synchronous generator.
In this case, entire system should be shut down immediately
for safety purpose, whereas an open switch fault does not
require halting operation, but noise and vibrations can be
induced in the system. Furthermore, the overcurrent flow in
healthy switches can cause additional faults in these switches.
Hence, open switch fault needs to be handled immediately.
High costs due to standstill and repair, as well as general need
to improve reliability, have led to research in fault detection
systems [3–5].

Regarding diagnostics of these open switch faults, some
of the previously researched approaches are mentioned here.
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Figure 1: Fault detection and diagnosis system.

Peuget et al. suggested two methods for fault detection
based on analysis of current vector trajectory and instanta-
neous frequency but technique using this frequency cannot
detect faulty switches [6]. Khomfoi and Tolbert proposed a
fault diagnostic technique to detect and identify fault location
in multilevel inverter using neural network. However, this
technique require computational effort [7]. Zidani et al. pro-
posed a fuzzy based technique which detects faulty switches
in PWM inverter for induction motor using Concordia
pattern but this method was applied to single phase inverter
[8]. Also Ko and Lee tried to propose fuzzy logic based fault
diagnosis system but this technique is applicable only for
single fault because fuzzy logic cannot differentiate between
single andmultiple faults angle as they overlap each other [9].

In this paper, neural network based fault detection and
diagnosis method [10, 11] for three-phase inverter feeding an
induction motor is designed to detect and localize failures in
a set inverter-inductionmotor without the need of additional
sensors or computational effort as shown in Figure 1. This
technique can detect single or multiple switching device
faults in three-phase inverter system by analyzing the stator
current patterns and features extraction from that output
current and then using these features in neural network
method. Hardware implementation of simulation model is
also carried out to confirm the feasibility of proposed scheme.
Results proved that the designed fault detection and diagnosis
system is more robust, accurate, systematic, effectual, and
dynamic in detecting both single and multiple faults. This
proposed technique ismuch better in comparison to previous
techniques [7–10] as it can detect even multiple faults with

100% accuracy because of efficient feature extraction system
as compared to 95% or lower accuracy of those techniques,
and also it can detect single and multiple faults faster even
in single current cycle. These simulated and hardware based
system results prove the credibility and show the satisfactory
performance of system.

2. Structure of Fault Detection and
Diagnosis System

Performance diagnosis and status monitoring for variable
speed AC drives are a need, more or less depending on
its applications. Fault detection and diagnosis can avoid
unplanned maintenance and standstill, to make it possible to
run an emergency operation in case of faults. We discussed
two fault situations in this paper:

(i) Single fault
(ii) Multiple faults

2.1. Feature Extraction System. Feature extraction system
must be determined as a system that can provide neural net-
work adequate significant details in pattern set so that highest
accuracy in neural network performance can be achieved.
Feature extraction system should be universal for different
speed references by normalized functions. Also localiza-
tion of each pattern class should be in limits defined by
threshold. In previous research studies, different researchers
also try to use feature extraction system for fault detection
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and diagnosis for three-phase inverters and induction
motors.

Ko and Lee tried to use feature extractor for his fault
diagnosis system for inverter in wind turbine system [9]. He
considered current angle and diameter as features with fuzzy
logic technique for single fault detection only. This research
work is not applicable for multiple faults as fuzzy logic will
be unable to differentiate between single and multiple fault
angles as they are overlapping each other. Therefore, further
improvement is required to make this technique applicable
for multiple faults detection.

Likewise, Zidani et al. [8] use the same angle and diameter
difference in their research work along with fuzzy logic for
fault detection.This approach is also applicable for only single
fault detection.

Kadri et al. [10] also tried to use feature extraction for fault
detection and diagnosis. But in their case, feature extractor is
extracting only one feature as shown in

𝑆𝛼,𝛽 =
∑𝑁𝑖=1 𝐼𝑠𝛼,𝛽 (𝑖)

length (𝐼𝑠𝛼,𝛽) ∗max (𝐼𝑠𝛼,𝛽)
. (1)

This technique is acceptable only for constant speed
environment; also they themselves mentioned that feature
extraction system needs to be improved for better classifica-
tion performance. System accuracy is notmuch high as single
feature value can create false detections in case of multiple
faults, that is, two or three faults at a same time.

In our proposed system, we used four different features
along with neural network system for fault detection and
diagnosis system which makes our system more accurate
and efficient and separates it from previous techniques. High
number of features play a vital role in differentiating single
and multiple faults.

We used the belowmentionedmathematical equations to
calculate our four features for both Simulink and hardware
environment separately. To get the features in faulty condi-
tions, we generate faults in inverter systemmanually for every
possible scenario. This process is repeated several times to
consider every possible change in features values because of
noise and other uncertainties in real time environment. Data
range of each feature in every fault condition is determined
based on repetitive process results in next step to utilize
best possible data for neural network training. Then neural
network is trained by this data for further process.

As shown in flow chart in Figure 1, designing ANN based
on fault detection and diagnosis system consists of fourmajor
steps.

Initially the measured output current data is transformed
from three-phase to two-phase using Clarke transformation.
This transformation is performed to evaluate the stator
current pattern evolution when open circuit power switches
fault occur in the inverter as shown in Figure 2. Also, in
Figure 3, fault diagnosis space for each switch fault is shown.
In healthy and normal conditions, stator current pattern in 𝛼-
𝛽 reference frame is a circle whereas, in case of fault, current
pattern is biased towards the direction of faulty switch.

In feature extraction system, the significant assignment
which is an analysis of the current is performed for detecting

Stator current pattern
in healthy conditions

dF dH

T1

T4

T5

T2

T3

T6

Is𝛽

Is𝛼

Figure 2: Current patterns in healthy and faulty modes.

I𝛽

I𝛼

T5
T3

T4

T2
T6

T1

Figure 3: Fault detection and diagnosis space.

faulty switches. As mentioned before, transformation to
stationary frame is done and various features from current
pattern such as mean, surface, and angle are extracted.

During the fault detection step, faulty switches can be
detected and identified using attributes obtained from the
previous step. Output of this step will be 1 or 0 in which 0
represents off and 1 represent on to the respective state of
switch.

Current means across both axes (𝛼 and 𝛽) can be
calculated using the following equations:

𝐼𝛼 =
𝑁

∑
𝑖=1

𝐼𝛼 (𝑖)
length (𝐼𝛼) ,

𝐼𝛽 =
𝑁

∑
𝑖=1

𝐼𝛽 (𝑖)
length (𝐼𝛽) ,

(2)
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𝜃

Figure 4: Definition of 𝐸𝑠 and 𝐼𝜃.

where 𝑁 defines the number of samples. Third feature angle
to the current pattern (𝐼𝜃) can be calculated as

𝐼𝜃 = tan−1 (𝐼𝛽𝐼𝛼) , (3)

where 𝐼𝛽 is center of the 𝛽-frame and 𝐼𝛼 is the center of 𝛼 =
frame. 𝐼𝜃 can be calculated by an angle between the origin and
center of mass as shown in Figure 4.

Fourth feature surface difference of the current patterns
between healthy and faulty condition shown in Figure 4 can
be calculated as

𝐸𝑠 = 𝑆ℎ − 𝑆𝑓, (4)

where 𝑆ℎ is current vector surface in healthy mode and 𝑆𝑓 is
current vector surface in faulty mode.

Extracted features data shows that this block output gives
an appropriate decorrelation between different kinds of single
and multiple faults.

2.2. Artificial Neural Network System. Artificial neural net-
works (ANNs) are a family of models inspired by biological
neural networks which are used to estimate or approximate
functions that can depend on a large number of inputs and
are generally unknown as shown in Figure 5.

Architecture of the designed fault detection and diagnosis
neural network is a feed forward network as the input data
contain continuous features. Our neural network is based
on one input layer with four neurons each for one of four
extracted features (𝐼𝛼 (mean), 𝐼𝛽 (mean), angle, and surface
difference), one hidden layer with 15 neurons, and one output
layer with 13 neurons referring to the number of faults we
want to detect. Sigmoid activation function is used for hidden
and output layers. Target output of system is binary (1 or 0).

Initially, neural network training is required with normal
and faulty data. Then this trained neural network is used for

fault detection system. Target output for normal case will be
as follows:

Target Output

= [1 0 0 0 0 0 0 0 0 0 0 0 0] , (5)

where 1 represents the normal condition and 0’s represent
that currently there is no fault. Output will be 1 in case of
respective fault such as for fault T1; output will be like as
shown in

Target Output

= [0 1 0 0 0 0 0 0 0 0 0 0 0] . (6)

3. Simulation Studies

Neural network based fault detection and diagnosis system
for three-phase inverter with induction motor is briefly
described in Section 2. Now the Matlab/Simulink simulation
study is examined in this section to confirm its reliability.

3.1. Fault Generation. In our system, we generate fault in
three-phase inverter system externally to check the perfor-
mance of our proposed system in faulty conditions. We
generate single and multiple faults by opening the IGBTs of
inverter so that system can receive the input signal without
respective phases. In case of double faults, usually there is
high possibility of fault in two gates used in same phase like
T1&T2, T5&T6, and so forth. Complete phase missing can be
noticed in case of faults like short circuit or line to line fault.
But being on the safe side, we trained our neural network for
every possible scenario in two gate switch faults. Some of the
generated faults are T1, T2, T3, T1&T2, T2&T3, T4&T6, and
so on.

3.2. Feature Data for Training Neural Network. In the start,
we need to train neural network to work in efficient way



Journal of Control Science and Engineering 5

Input layer

Input

1

2

3

4

1

12

23

34

45

56

67

78

89

910

1011

1112

1213

1314

15

Angle

Surface
difference

Hidden layer Output layer

Output
binary

(0 or 1)

(0 or 1)

(0 or 1)

(0 or 1)

(0 or 1)

(0 or 1)

(0 or 1)

(0 or 1)

(0 or 1)

(0 or 1)

(0 or 1)

(0 or 1)

(0 or 1)

I𝛼 (mean)

I𝛽 (mean)

Figure 5: Basic architecture of artificial neural network.

according to desired environment. System requires normal
and faulty feature data for training purposes as shown in
Table 1.

After training neural network with the above-mentioned
data, we can use this neural network system to detect faults
in three-phase inverter feeding an induction motor. This
system even works in case that extracted features in real time
environment are not exactly the same as for training the
network.

3.3. Simulation Results. Designed neural network based fault
detection and diagnosis system for three-phase inverter in a
variable speed drive is tested in case of single and multiple
faults at a time. Simulink based system diagram can be seen
in Figure 6.

In the simulation test sets, system shows satisfactory
classification performance in both single and multiple faults
cases.

Internal configuration of feature extraction block in
normal mode can be seen in Figures 7 and 8.

In Figure 7, we can see that artificial neural network
block output is indicating that system is currently running
in normal condition. Likewise, in Figure 8, 𝛼-𝛽 transformed
current pattern graph shows circle which indicates system
normal condition.

Designed system response can be seen in Figure 9 as it
shows that system is working efficiently in both single and
multiple switch fault modes.

Figures 10 and 11 show 𝛼-𝛽 transformed current pattern
graph when system is operating in single fault whereas
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Figure 12 shows 𝛼-𝛽 transformed current pattern graph
during system operating in multiple faults, respectively.

3.4. Comparative Studies. Asmentioned in Table 2 according
to reference number of fault detection techniques, different
researchers [6–10, 12] proposed fault detection and diagno-
sis techniques for inverters in the past. Some researchers
designed their techniques for single phase inverters only.

Comparison of our technique with some of those meth-
ods shows that proposed fault detection is more robust
and efficient than previously researched methods in both
factors: accuracy and response time. As highest accuracy for

above-mentioned previous fault detection methods is 95% at
its best even most of these fault detection methods are for
single fault, whereas, in our case, we are getting 100% accu-
racy even in multiple faults. Also proposed fault detection
method can detect fault even in single current/voltage cycle
whereas previous techniques need at least two cycles for fault
detection.

4. Hardware Implementation

Proposed neural network based fault detection and diagnosis
technique require hardware experimentation to prove their
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Table 1: Feature data for training neural network.

System condition Feature data for training
States 𝐼𝛼 (mean) 𝐼𝛽 (mean) Angle Surface
Normal 0.25 0 0 0
T1 −7.32 −3.89 207 12.33
T2 7.09 −4.19 300 12.73
T3 0.08 8.36 89 11.43
T4 7.3 3.95 28 11.26
T5 −6.91 4.37 122 11.6
T6 −0.02 −8.15 269 13.09
T1&T2 −1.27 −9.03 262 37.66
T1&T3 3 5.15 126 36.66
T2&T3 8.45 3.4 22 36.55
T4&T6 7.31 −5.68 308 37.19
T5&T6 −8.15 −3.26 202 38.77
T4&T5 1.76 9.12 79 38.80

accuracy and authenticity. Therefore, three-phase inverter is
used to implement our proposed technique to compare the
results with Simulink designed system output as shown in
Figure 14. Three-phase inverter output voltages are used for
feature extraction and further process.

SPWM inverter [13] is designed by using dsPIC30F4011
digital signal processing chip to generate switching pulses
along with Lab-Volt (8134-20). .NET (C#) based programing
environment and monitoring system is used to design fea-
tures extractor, artificial neural network (ANN), fault detec-
tion, and monitoring system. NI DAQ X-Series USB-6343
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Figure 8: 𝛼-𝛽 transformed current pattern graph for system in
normal mode.

is used to acquire three-phase voltage signals from Lab-Volt
output. System block diagram is shown in Figure 13.

4.1. SPWM Inverter Designing and Data Acquisition.
dsPIC30F4011 is a high speed digital signal processing
chip capable of generating high frequency PWM signals.
Therefore, we use this chip to generate the gate pulses for
three-phase inverter. Generated gate switching signals to
three-phase inverter IGBTs are shown in Figure 15.

Lab-Volt is a training system with multipurpose modules
that can be attachedwith various systems for experimentation
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Figure 10: 𝛼-𝛽 transformed current pattern graph for system in
single fault mode T1.

such as battery charging/discharging, data acquisition, Power
MOSFETs and IGBTs, AC power interface, wind turbine
emulator, and different types of loads such as resistive, capac-
itive, and inductive. Hence, Lab-Volt along with different
modules is used to make three-phase inverter connected to
RL load.

NI DAQ X-Series USB-6343 for USB, PCI express, and
PXI express is one of the advanced data acquisition devices
ever designed by National Instruments. Main features of
NI DAQ X-Series USB are onboard timing, triggering, and
optimization for use with multicore PCs. This device inte-
grates high performance analog, digital, and counter/timer
functionality onto a single device, making them well suited
for a broad range of applications, from basic data logging
to control and test automation. We are using this device to
acquire three-phase output from Lab-Volt.

Current pattern in fault T6
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Figure 11: 𝛼-𝛽 transformed current pattern graph for system in
single fault mode T6.

4.2. Designing of .NET Based Fault Detection and Diagnosis
System. Microsoft visual studio is an integrated development
environment used to develop computer programs as well as
web applications and services. This IDE program supports
different programming languages and allows the code editor
to support almost every programming language. Built-in
languages include C, C++, and C++/CLI, .NET, C#, and F#.

Three-phase voltage signal is being read in C# program
and then converted into two-phase using Clark Transforma-
tion (𝛼, 𝛽-axis). Various features are extracted from this two-
phase signal such as 𝐼𝛼 (mean), 𝐼𝛽 (mean), pattern angle, and
surface difference.

These four features are used to train artificial neural net-
work in Matlab environment. Then trained artificial neural
network is used in C# program to detect single or multiple
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Figure 14: Experimental setup.
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faults. Six DIP switches are connected to input of three-
phase inverter gate signals to add faults externally. Designed
fault detection and diagnosis monitoring system are shown
in Figure 16.

This figure shows that, in fault detection monitoring sys-
tem, there are several options for better monitoring purposes
such as loading three-phase output signal along with Clarke
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Table 2: Comparison table between different methods.

Fault detection Accuracy Response time Inverter type
Technique Single Multiple
Reference [6] 100% <80% Slow 3-phase
Reference [7] 100% 90% Fast 3-phase
Reference [8] 100% Not applicable Medium 3-phase
Reference [9] 100% Not applicable Fast 3-phase
Reference [10] 95% 95% Medium 3-phase
Reference [12] 100% 95% Slow 3-phase
Proposed method 100% 100% Fast 3-phase

Figure 16: Artificial neural network based fault detection and
diagnosis system.

transformed two-phase signal. Receive signal parameter and
timing configuration setting are also available. Extracted
features values can be monitored continuously.

4.3. Experimentation Results. Experimental setup as shown
in Figure 14 is used to perform experiments with three-
phase inverter system running in various conditions such as
normal, single fault, andmultiple faults. Lab-Volt based three-
phase inverter can be seen connected with dsPIC30F4011
for gate switching signals, NI DAQ USB for output voltage
acquisition, power supply, oscilloscope, and PC system for
further processing. Inverter output voltages and frequency
are constant, that is, 20Vp-p and 50Hz. Output voltage across
load is acquired using NI DAQ in .NET based fault detection
and diagnosis system. System response is shown in Figures
17, 18, and 19.

Figure 17 shows that three-phase inverter system is
working in normal condition as we can see complete three-
phase voltage and circle in two-phase graph and normal
condition is on in ANN output.

On the other hand, in Figure 18, system is indicating T5
fault as we generate T5 gate signal fault externally and also
we can see the faulty condition in three-phase and two-phase
voltage graph. Figure 19 shows that system is running with
double fault at switches T4&T6 simultaneously.

Experimentation results verified that proposed system is
robust and accurate. Also it can detect and diagnose single
and multiple faults efficiently.

Figure 17: System operating in normal condition.

Figure 18: System operating in single fault (T5) condition.

Performance table for proposed neural network based
fault detection and diagnosis system is also shown.

Simulation and hardware experimentation has been per-
formed with every fault condition a number of times to verify
the system accuracy. Data with respect to system condition is
shown in Table 3.

5. Conclusion

In this research work, neural network based fault detection
and diagnosis system for field oriented induction motor
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Table 3: Performance table for ANN based fault detection and diagnosis system.

Target Actual output Performance%
States Neural network Simulation Experiment
Normal 1 0 0 0 0 0 0 0 0 0 0 0 100% 100%
T1 0 1 0 0 0 0 0 0 0 0 0 0 100% 100%
T2 0 0 1 0 0 0 0 0 0 0 0 0 100% 100%
T3 0 0 0 1 0 0 0 0 0 0 0 0 100% 100%
T4 0 0 0 0 1 0 0 0 0 0 0 0 100% 100%
T5 0 0 0 0 0 1 0 0 0 0 0 0 100% 100%
T6 0 0 0 0 0 0 1 0 0 0 0 0 100% 100%
T1&T2 0 0 0 0 0 0 0 1 0 0 0 0 100% 100%
T1&T3 0 0 0 0 0 0 0 0 1 0 0 0 100% 100%
T2&T3 0 0 0 0 0 0 0 0 0 1 0 0 100% 100%
T4&T6 0 0 0 0 0 0 0 0 0 0 1 0 100% 100%
T5&T6 0 0 0 0 0 0 0 0 0 0 0 1 100% 100%

Figure 19: System operating in multiple faults (T4&T6) condition.

drive have been designed and tested in both simulation and
hardware environment. Considered fault types for system are
switching device open faults. Feature extraction system based
on current means, surface difference, and angle to current
pattern is also discussed here. Extracted features play a vital
role in fault detection and localization. A robust algorithm
is needed for getting the correct angle because inaccurate
value can lead to incorrect results. No additional sensors and
complicated calculations are required for designed system.
Additionally, faulty switch detection and identification can
be performed even in every single current or voltage cycle
with high accuracy which proves that system performance
is much better than previous fault detection systems [6–
10, 12] as they take two or more cycles for fault detection.
Simulated as well as hardware experimentation results as
shown above prove the credibility and show the satisfactory
performance of designed fault detection anddiagnosis system
for three-phase inverter feeding an inductionmotor.Multiple
features extraction from three-phase current/voltage output
signal plays a key role in proving proposed system supremacy
over previous fault detection techniques. As shown in results,

proposed system is fast, efficient, and 100% accurate for single
or multiple faults.
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A reliability assessment method based on evidential reasoning (ER) rule and semiquantitative information is proposed in this
paper, where a new reliability assessment architecture including four aspects with both quantitative data and qualitative knowledge
is established. The assessment architecture is more objective in describing complex dynamic cloud computing environment than
that in traditional method. In addition, the ER rule which has good performance for multiple attribute decision making problem
is employed to integrate different types of the attributes in assessment architecture, which can obtain more accurate assessment
results. The assessment results of the case study in an actual cloud computing platform verify the effectiveness and the advantage
of the proposed method.

1. Introduction

Cloud computing, as the Pay-Per-Use computing service
model which has the capacity for large-scale resource
scheduling, is attracting more and more attention. Currently,
scheduling strategy of cloud computing can be divided
into 3 types: performance-driven scheduling strategy [1, 2],
profit-driven scheduling strategy [3, 4], and reliability-driven
scheduling strategy [5, 6]. With the upsurge of commercial
operation, the requirements for the cloud computing systems
reliability are more stringent than ever.The cloud systems are
more dangerous because the data, services, and computing
resource are highly clustered, which is more easily to be
broken by the outside hackers or internal users with unsta-
ble operation. Recently, the failure events of cloud service
frequently occurred. For instance, Azure cloud services of
Microsoft had two times interrupt service due to the system
failure in March 2015, which affected most parts of the
central and eastern United States service areas. In Apple
Cloud Services, about 11 iCloud-related features had expe-
rienced serious technical issues on May 20, 2015, including
iCloud Account and iCloud mail, by which 2 million iCloud
users were affected. Therefore, the first 2 strategies are not

practicable because the reliability is not considered. Thus,
as one of the significant factors of the task scheduling, the
reliability assessment should be deeply considered in the
cloud computing platforms [7].

Current assessment methods for cloud computing relia-
bility mainly focus on the security assessment method [8],
the risk assessment method [9], and the service assessment
method [10]. But these approaches make the reliability
assessment only in a narrow aspect point of view. The
cloud computing system with huge computing process and
complex structure is hard to establish the comprehensive
assessment model because of the high heterogeneity in the
infrastructure nodes. In cloud computing platform, a large
number of reliability factors need to be considered, and
the information between these factors is closely linked and
mutually restricted. More intractably, most reliability factors
include uncertainty information,which increase the difficulty
for reliability assessment [11].

The essence of reliability assessment is to obtain a reason-
able security state through the rational integration of multi-
attributes [12]. But in actual cloud computing operation, the
available knowledge is incomplete and uncertain due to the
limitation of information acquisition and resolution. Thus,
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the corresponding assessmentmodelsmust have capability to
deal with this uncertain information in assessment process.
The current methods of reliability assessment include factor
analysis [13], utility theory analysis [14], analytic hierarchy
process [15, 16], Bayesian inference [17, 18], fuzzy logic
reasoning [9, 19], hybrid method [20], and artificial intelli-
gence reasoning [21–23]. The factor analysis can express the
relationship between multiple attributes by a few weighted
factors, which aims to reflect the comprehensive information
of the system. But this method has a strict standard on
the testing data. The utility theory analysis establishes the
utility maximum function by analysis various factors. But
the capability of information analysis is not good, and the
solution of the utility function is too complicated to deal
with a large amount of attributes. The analytic hierarchy
process can effectively use the combination knowledge which
includes both qualitative and quantitative information. After
the quantification of the qualitative attributes, the weight
vectors are determined to make corresponding assessment.
But this method could not give the appropriate results when
dealing with the incomplete information. Bayesian inference
is a classical method of probabilistic reasoning, which can
deal with uncertain problems. A statistical conclusion is
obtained by using prior knowledge and sample information,
but a large number of repeated trials are needed to obtain the
probabilities; thus the training difficulty is increased. Fuzzy
logic reasoning has a significant effect on the processing of
a large number of inaccurate data, and it is suitable for the
complex fuzzy systems. However, the precise membership
function is hard to establish, which would produce large
deviation of the results. Hybrid method is the combination
of two or more computational approaches which can provide
better advantages than single approaches. But it is hard
to solve the conflict of the attributes in cloud computing
systems, because of its parameter adjustment mode. D-S
theory [24, 25] not only can deal with both qualitative
knowledge and quantitative data very well, but also can
deal with various types of uncertain information. Compared
with Bayesian inference, the D-S theory can deal with the
uncertainty due to the limitation of expert abilities or prior
knowledge. After that, Wang et al. [26, 27] proposed eviden-
tial reasoning (ER) rule in late 1990s. ER rule is developed
as a multicriteria decision analysis (MCDA) approach on the
basis of belief decision and D-S theory [28, 29]. It has been
widely employed in different fields [30, 31]. Compared to the
D-S theory of evidence, the calculation process of the ER
rule is linear, which reduces the computational complexity
[32]. Moreover, the most important thing is that it can deal
with the conflict of evidence attributes which cannot be
solved by using D-S theory [33]. The conflict of evidence
refers to the basic probability assignment of the two empty
focal elements when the evidence is synthesized. The relia-
bility assessment of cloud computing has different types of
information needed to be integrated, which is the advantage
of ER rule.

According to above description, the innovations of this
paper are shown: (1) ER rule is first employed to establish the
reliability assessmentmodel of the cloud computing platform
in this paper; (2) a new reliability assessment architecture

including four aspects is proposed. A case study is given in
the last section, and it demonstrates the good performance on
assessing the reliability of a real cloud computing platform by
using the proposed method.

The paper is organized as follows. In Section 2, the
principle of ER rule is described. In Section 3, the reliability
assessment of cloud computing platform is described, and
the new reliability assessment architecture is proposed. In
Section 4, a case study for assessing the reliability of an actual
cloud computing platform is given, and the simulation results
are analyzed. Finally, this paper is concluded in Section 5.

2. The Evidential Reasoning Rule: Basics

As mentioned above, ER rule can integrate different types
of information, which include qualitative knowledge and
quantitative data. It can also express various types of uncer-
tainties such as fuzzy uncertainty, probabilistic uncertainty,
and ignorance uncertainty [34].The basic principle of the ER
rule is introduced in this section.

Assume that there are 𝑀 basic attributes {𝑟1, 𝑟2, . . . ,𝑟𝑖, . . . , 𝑟𝑀} of a general attribute 𝑅 in a two-level hierarchy,
and {𝑤1, 𝑤2, . . . , 𝑤𝑖, . . . , 𝑤𝑀} denotes the weights of the basic
attributes, where 0 ≤ 𝑤𝑖 ≤ 1. There are𝑁 assessment grades;
then the basic step of the ER rule can be concluded as follows.(1)The belief degree should be converted into the basic
probability mass. The process is shown as follows:

𝑃𝑖,𝑗 = 𝑤𝑖𝛽𝑖,𝑗, (1)

𝑃𝑖,Θ = 1 − 𝑤𝑖 𝑁∑
𝑗=1

𝛽𝑖,𝑗, (2)

𝑃𝑖,Θ = 1 − 𝑤𝑖, (3)

�̃�𝑖,Θ = 𝑤𝑖(1 − 𝑁∑
𝑗=1

𝛽𝑖,𝑗) , (4)

where 𝑃𝑖,𝑗 denotes the basic probability mass which refers to
the degree of the 𝑖th basic attribute supporting the hypothesis
that the attribute is assessed to the 𝑗th grade. 𝑃𝑖,Θ denotes the
rest of probability mass which has not been assigned to any
consequent according to the 𝑖th basic attribute. 𝑃𝑖,Θ denotes
the unassigned basic probability mass which refers to the
unimportant degree of the 𝑖th basic attribute. �̃�𝑖,Θ denotes
the unassigned basic probability mass which refers to the
incomplete degree of the 𝑖th basic attribute.(2) ER rule is used to combine the first 𝑖 basic attributes;
the detailed process is described as follows:

𝑃𝐼(𝑖+1),𝑗
= 𝐾𝐼(𝑖+1) [𝑃𝐼(𝑖),𝑗𝑃𝑖+1,𝑗 + 𝑃𝐼(𝑖),𝑗𝑃𝑖+1,Θ + 𝑃𝐼(𝑖),Θ𝑃𝑖+1,𝑗] ,
𝑃𝐼(𝑖),Θ = 𝑃𝐼(𝑖),Θ + �̃�𝐼(𝑖),Θ,
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�̃�𝐼(𝑖+1),Θ
= 𝐾𝐼(𝑖+1) [�̃�𝐼(𝑖),Θ�̃�𝑖+1,Θ + �̃�𝐼(𝑖),Θ𝑃𝑖+1,Θ + 𝑃𝐼(𝑖),Θ�̃�𝑖+1,Θ] ,
𝑃𝐼(𝑖+1),Θ = 𝐾𝐼(𝑖+1) [𝑃𝐼(𝑖),Θ𝑃𝑖+1,Θ] ,

(5)

where 𝑃𝐼(𝑖),𝑗 denotes the probability mass which refers to the
degree of the first 𝑖 basic attributes supporting the hypothesis
that the attribute is assessed to the 𝑗th grade. 𝐾𝐼(𝑖+1) can be
calculated as

𝐾𝐼(𝑖+1) = 11 − ∑𝑁𝑘=1∑𝑁𝑗=1,𝑧 ̸=𝑘 𝑃𝐼(𝑖),𝑘𝑃𝑖+1,𝑗 . (6)

(3)Thus, the final belief degree to the 𝑗th consequent and
the remaining belief degree can be calculated as

�̂�𝑗 = 𝑃𝐼(𝑀),𝑗1 − 𝑃𝐼(𝑀),Θ (𝑗 = 1, 2, . . . , 𝑁) ,
�̂�Θ = �̃�𝐼(𝑀),Θ1 − 𝑃𝐼(𝑀),Θ .

(7)

3. Reliability Assessment of Cloud Computing
Platform with ER Rule

3.1. Problem Formulation. In this section, the assessment
attributes can be divided into 2 categories: quantitative data
and qualitative knowledge. The quantitative data represents
the data that can be expressed as certain quantity, amount,
or range, such as Mean Time to Failures (MTTF) of central
units, frequency of network attack, fault tolerant rate of cloud
computing platform, and Mean Time to Repair (MTTR)
of service. These attributes can be collected by the data
monitoring systems. However, the qualitative knowledge is
associated with the subjective quality of a situation or phe-
nomenon, such as scalability of cloud system, controllability
of access terminal, completeness of service, and stability of
service. Qualitative knowledge is abstract and it either does
not require measurement or cannot be measured because the
reality they represent can only be approximated. Thus the
decisionmakingmay be associated with uncertainty. Because
the knowledge of these aspects is gained through observation
combined with interpretative understanding, the uncertainty
usually occurs because information is not clearly described
or only described by partial and imprecise evidence, such
as ability of personalized service and capability of disaster
recovery [35]. ER rules can make full use of qualitative
knowledge and quantitative data and can also express various
types of uncertainties. In this section, a new reliability
assessment architecture including four aspects is established,
and then the ER rule is used to assess the reliability of the
cloud computing platform.

3.2. The Basic Attributes of Cloud Computing Platform Reli-
ability. A four-level reliability attributes structure of cloud

computing platform is established, including both quantita-
tive data and qualitative knowledge. Reliability of cloud com-
puting platform is categorized in 4 distinct aspects: network
reliability, hardware reliability, software reliability, and service
reliability. For each attribute, the symbol “𝑟” is numerically
labeled according to the hierarchy, while the symbol “𝑤” is
valued as theweight which is one of the important parameters
in the process of ER rule. In the aspect of the network
reliability, all the attributes are measured as the quantitative
data. In particular, considering the significance of network
attack frequency in assessing the network reliability, the 4th
level attributes are added. In the aspect of hardware reliability,
most attributes are scalability of the cloud system and fault
tolerance rate of the cloud platform. Scalability is the ability
of cloud system to continue to run well when it is changed
in volume in order to meet a requirement.The controllability
of access terminal is the only qualitative attributes which is
defined as an ability of access terminal in aspect of software
reliability. Service reliability is an assessment for the Quality
of Service (QoS); thus most of attributes are defined as
qualitative knowledge. In this paper, we introduce 4-grade
assessment levels as the frame of discernment of the reliability
assessment model. The basic attributes of cloud computing
platform reliability are shown in Table 1.

3.3. The Assessment Grades of the Attributes. In this paper,
the assessment grades of the attributes of cloud computing
platform are established. For the quantitative attributes, the
data range is divided into 4 grades, determined as “excellent,
good, common, and bad.” The setting up of the interval of
quantitative attributes is obtained by the expert experience
and practical investigation, which ensure the data precision
and traceability. For the qualitative attributes, the grade
of assessment can be determined by experts according to
the experience or investigation. The assessment rules can
be established through the assessment grades, as shown in
Table 2.

3.4. The Belief Degree of the Attributes. When the value of an
attribute of the assessment is determined, the corresponding
belief degree should be calculated in order to obtain the basic
probability mass in ((2)-(1)), as shown in the following:

𝛽𝑖,𝑗 = 𝑅𝑖,𝑗+1 − 𝑈 (𝑟𝑖)𝑅𝑖,𝑗+1 − 𝑅𝑖,𝑗 (𝑅𝑖,𝑗 ≤ 𝑈 (𝑟𝑖) ≤ 𝑅𝑖,𝑗+1) ,
𝛽𝑖,𝑗+1 = 1 − 𝛽𝑖,𝑗,
𝛽𝑖,𝑘 = 0 (𝑘 = 1, . . . , 𝑁, 𝑘 ̸= 𝑗, 𝑗 + 1) ,

(8)

where 𝑈(𝑟𝑖) denotes the value of the attribute 𝑟𝑖 and 𝑅𝑖,𝑗
denotes the reference value of the 𝑗th grade for attribute 𝑟𝑖.
4. Case Study

In order to illustrate the detailed process of the reliability
assessment, a case which uses the proposed reliability assess-
ment architecture and ER rule to assess the reliability of an
actual cloud computing platform is studied in this section.
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Table 2: The reference values of the assessment grades.

E G C B𝑟111 90/kh 60/kh 30/kh 0/kh𝑟112 60/kh 40/kh 20/kh 0/kh𝑟1211 0 times/h 10 times/h 20 times/h 30 times/h𝑟1212 0 times/h 10 times/h 20 times/h 30 times/h𝑟1213 0 times/h 10 times/h 20 times/h 30 times/h𝑟1214 0 times/h 10 times/h 20 times/h 30 times/h𝑟122 0 times/mon 50 times/mon 100 times/mon 150 times/mon𝑟211 30/kh 20/kh 10/kh 0/kh𝑟212 15/kh 10/kh 5/kh 0/kh𝑟213 Given by experts𝑟221 9/kh 6/kh 3/kh 0/kh𝑟222 Given by experts𝑟311 0/fit 20/fit 40/fit 60/fit𝑟312 Given by experts𝑟321 9/kh 6/kh 3/kh 0/kh𝑟322 0 times/mon 200 times/mon 400 times/mon 600 times/mon𝑟411 Given by experts𝑟412 0/ms 100/ms 200/ms 300/ms𝑟413 0/fit 30/fit 60/fit 90/fit𝑟414 0/h 10/h 20/h 30/h𝑟421 Given by experts𝑟422 100% 90% 80% 70%𝑟423 Given by experts𝑟431 Given by experts𝑟432 Given by experts𝑟433 Given by experts

4.1. The Actual Cloud Computing Platform. In this case,
a cloud computing platform of Innovation Lab in HUST
is investigated. The architecture of the platform can be
divided into 4 layers and 2 centers. The layers consist of
cloud infrastructure layer, cloud platform layer, cloud bus
layer, and cloud application layer. The centers include cloud
management center and cloud data center. The cloud infras-
tructure layer consists of hardware level and virtual level,
including computers, servers, storage units, and network
units. Employing technology of virtualization, the virtual
level is a solution of IaaS service, which forms a virtual cluster
from underlying hardware resources. The cloud platform
layer includes service level and computing level. The purpose
of the service layer is to provide the basic data or information
to the upper layer through the processing of the form of
service. The computing level includes distributed computing
engine, concurrent computing engine, and utility computing
engine. The cloud bus design includes service adapter level,
bus level, and application adapter level. The service adapter
provides an adapter for the service and bus communication in
the cloud platform.The cloud bus is a kind of basic structure
that interacts with the service through the service adapter.
The application adapter provides an adapter for application
software and bus communication in the cloud platform. The
cloud application layer can be categorized into three types,

such as inner application, external application, and platform
of secondary development interface.

The cloud management center includes supercomput-
ing center and security center. The supercomputing center
can achieve rapid deployment, automation installation, and
upgrade. The security center is responsible for user registra-
tion, user authentication, access control, and so forth. The
cloud data center is in charge of processing and storage of
data in the cloud platform. The architecture of the platform
is shown in Figure 1.
4.2.TheProcess of the Reliability Assessment. Thecorrespond-
ing attributes described in Table 1 are collected from the cloud
computing platformdescribed above. Taking the frequency of
network attack (𝑟121) as an example, assume that Dos attack𝑟1211 = 2 times/h, Probe attack 𝑟1212 = 13 times/h, U2R attack𝑟1213 = 8 times/h, andR2L attack 𝑟1214 = 21 times/h.Thus, the
belief degrees of these attributes which are assessed to a grade
can be calculated by (8):

𝛽1211,1 = 0.8,
𝛽1211,2 = 0.2,
𝛽1211,3 = 0,
𝛽1211,4 = 0,
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Figure 1: The architecture of the cloud platform.

𝛽1212,1 = 0.7,
𝛽1212,2 = 0.3,
𝛽1212,3 = 0,
𝛽1212,4 = 0,
𝛽1213,1 = 0.2,
𝛽1213,2 = 0.8,
𝛽1213,3 = 0,
𝛽1213,4 = 0,
𝛽1214,1 = 0.9,
𝛽1214,2 = 0.1,
𝛽1214,3 = 0,
𝛽1214,4 = 0.

(9)

The above belief degrees should be converted into the
basic probability mass by (1)–(4) and the corresponding
weights given in Table 1:

𝑃1211,1 = 0.32,
𝑃1211,2 = 0.08,
𝑃1211,3 = 0,
𝑃1211,4 = 0,
𝑃1211,Θ = 0.6,
𝑃1211,Θ = 0.6,
�̃�1211,Θ = 0,
𝑃1212,1 = 0.21,
𝑃1212,2 = 0.09,
𝑃1212,3 = 0,
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𝑃1212,4 = 0,
𝑃1212,Θ = 0.7,
𝑃1212,Θ = 0.7,
�̃�1212,Θ = 0,
𝑃1213,1 = 0.04,
𝑃1213,2 = 0.16,
𝑃1213,3 = 0,
𝑃1213,4 = 0,
𝑃1213,Θ = 0.8,
𝑃1213,Θ = 0.8,
�̃�1213,Θ = 0,
𝑃1214,1 = 0.09,
𝑃1214,2 = 0.01,
𝑃1214,3 = 0,
𝑃1214,4 = 0,
𝑃1214,Θ = 0.9,
𝑃1214,Θ = 0.9,
�̃�1214,Θ = 0.

(10)

Then, in order to integrate the above probability masses
and get the upper attribute, 𝐾𝐼(𝑖+1) = 𝐾𝐼(1212) should be
calculated at first:

𝐾𝐼(1212) = 11 − ∑𝑁𝑘=1∑𝑁𝑗=1,𝑗 ̸=𝑘 𝑃𝐼(1211),𝑘𝑃1212,𝑗
= 11 − 0.32 × 0.09 + 0.08 × 0.21 = 1.0478.

(11)

Thus, the integration masses can be obtained by (5):

𝑃𝐼(1212),1 = 𝐾𝐼(1212) [𝑃𝐼(1211),1𝑃1212,1 + 𝑃𝐼(1211),1𝑃1212,Θ
+ 𝑃𝐼(1211),Θ𝑃1212,1] = 1.0478 × [0.32 × 0.21 + 0.32
× 0.7 + 0.6 × 0.21] = 0.4371,

𝑃𝐼(1212),2 = 𝐾𝐼(1212) [𝑃𝐼(1211),2𝑃1212,2 + 𝑃𝐼(1211),2𝑃1212,Θ
+ 𝑃𝐼(1211),Θ𝑃1212,2] = 1.0478 × [0.08 × 0.09 + 0.08
× 0.7 + 0.6 × 0.09] = 0.1228,

𝑃𝐼(1212),3 = 𝐾𝐼(1212) [𝑃𝐼(1211),3𝑃1212,3 + 𝑃𝐼(1211),3𝑃1212,Θ
+ 𝑃𝐼(1211),Θ𝑃1212,3] = 1.0478 × [0 × 0 + 0 × 0.7
+ 0.6 × 0] = 0,

𝑃𝐼(1212),4 = 𝐾𝐼(1212) [𝑃𝐼(1211),4𝑃1212,4 + 𝑃𝐼(1211),4𝑃1212,Θ
+ 𝑃𝐼(1211),Θ𝑃1212,4] = 1.0478 × [0 × 0 + 0 × 0.7
+ 0.6 × 0] = 0,

�̃�𝐼(1212),Θ = 𝐾𝐼(1212) [�̃�𝐼(1211),Θ�̃�1212,Θ
+ �̃�𝐼(1211),Θ𝑃1212,Θ + 𝑃𝐼(1211),Θ�̃�1212,Θ] = 1.0478
× [0 × 0 + 0 × 0.7 + 0.6 × 0] = 0,

𝑃𝐼(1212),Θ = 𝐾𝐼(1212) [𝑃𝐼(1211),Θ𝑃1212,Θ] = 1.0478
× [0.6 × 0.7] = 0.4401,

𝑃𝐼(1212),Θ = 𝑃𝐼(1212),Θ + �̃�𝐼(1212),Θ = 0.4401.
(12)

Next, in order to integrate the third probability mass,𝐾𝐼(1213) should be calculated:

𝐾𝐼(1213) = 11 − ∑𝑁𝑘=1∑𝑁𝑗=1,𝑗 ̸=𝑘 𝑃𝐼(1212),𝑘𝑃1213,𝑗
= 11 − 0.4371 × 0.16 + 0.1228 × 0.04
= 1.0809.

(13)

Then, the new integration masses can be obtained:

𝑃𝐼(1213),1 = 𝐾𝐼(1213) [𝑃𝐼(1212),1𝑃1213,1 + 𝑃𝐼(1212),1𝑃1213,Θ
+ 𝑃𝐼(1212),Θ𝑃1213,1] = 1.0809 × [0.4371 × 0.04
+ 0.4371 × 0.8 + 0.4401 × 0.04] = 0.4159,

𝑃𝐼(1213),2 = 𝐾𝐼(1213) [𝑃𝐼(1212),2𝑃1213,2 + 𝑃𝐼(1212),2𝑃1213,Θ
+ 𝑃𝐼(1212),Θ𝑃1213,2] = 1.0809 × [0.1228 × 0.16
+ 0.1228 × 0.8 + 0.4401 × 0.16] = 0.2035,

𝑃𝐼(1213),3 = 𝐾𝐼(1213) [𝑃𝐼(1212),3𝑃1213,3 + 𝑃𝐼(1212),3𝑃1213,Θ
+ 𝑃𝐼(1212),Θ𝑃1213,3] = 1.0809 × [0 × 0 + 0 × 0.8
+ 0.4401 × 0] = 0,

𝑃𝐼(1213),4 = 𝐾𝐼(1213) [𝑃𝐼(1212),4𝑃1213,4 + 𝑃𝐼(1212),4𝑃1213,Θ
+ 𝑃𝐼(1212),Θ𝑃1213,4] = 1.0809 × [0 × 0 + 0 × 0.8
+ 0.4401 × 0] = 0,
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�̃�𝐼(1213),Θ = 𝐾𝐼(1213) [�̃�𝐼(1212),Θ�̃�1213,Θ
+ �̃�𝐼(1212),Θ𝑃1213,Θ + 𝑃𝐼(1212),Θ�̃�1213,Θ] = 1.0809
× [0 × 0 + 0 × 0.8 + 0.4401 × 0] = 0,

𝑃𝐼(1213),Θ = 𝐾𝐼(1213) [𝑃𝐼(1212),Θ𝑃1213,Θ] = 1.0809
× [0.4401 × 0.8] = 0.3806,

𝑃𝐼(1213),Θ = 𝑃𝐼(1212),Θ + �̃�𝐼(1212),Θ = 0.3806.
(14)

Then,𝐾𝐼(1214) should be calculated:

𝐾𝐼(1214) = 11 − ∑𝑁𝑘=1∑𝑁𝑗=1,𝑗 ̸=𝑘 𝑃𝐼(1213),𝑘𝑃1214,𝑗
= 11 − 0.4159 × 0.01 + 0.2035 × 0.09
= 1.0230.

(15)

Thus, the new integration masses can be obtained:

𝑃𝐼(1214),1 = 𝐾𝐼(1214) [𝑃𝐼(1213),1𝑃1214,1 + 𝑃𝐼(1213),1𝑃1214,Θ
+ 𝑃𝐼(1213),Θ𝑃1214,1] = 1.0230 × [0.4159 × 0.09
+ 0.4159 × 0.9 + 0.3806 × 0.09] = 0.4563,

𝑃𝐼(1214),2 = 𝐾𝐼(1214) [𝑃𝐼(1213),2𝑃1214,2 + 𝑃𝐼(1213),2𝑃1214,Θ
+ 𝑃𝐼(1213),Θ𝑃1214,2] = 1.0230 × [0.2035 × 0.01
+ 0.2035 × 0.9 + 0.3806 × 0.01] = 0.1933,

𝑃𝐼(1214),3 = 𝐾𝐼(1214) [𝑃𝐼(1213),3𝑃1214,3 + 𝑃𝐼(1213),3𝑃1214,Θ
+ 𝑃𝐼(1213),Θ𝑃1214,3] = 1.0230 × [0 × 0 + 0 × 0.9
+ 0.3806 × 0] = 0,

𝑃𝐼(1214),4 = 𝐾𝐼(1214) [𝑃𝐼(1213),4𝑃1214,4 + 𝑃𝐼(1213),4𝑃1214,Θ
+ 𝑃𝐼(1213),Θ𝑃1214,4] = 1.0230 × [0 × 0 + 0 × 0.9
+ 0.3806 × 0] = 0,

�̃�𝐼(1214),Θ = 𝐾𝐼(1214) [�̃�𝐼(1213),Θ�̃�1214,Θ
+ �̃�𝐼(1213),Θ𝑃1214,Θ + 𝑃𝐼(1213),Θ�̃�1214,Θ] = 1.0230
× [0 × 0 + 0 × 0.9 + 0.3806 × 0] = 0,

𝑃𝐼(1214),Θ = 𝐾𝐼(1214) [𝑃𝐼(1213),Θ𝑃1214,Θ] = 1.0230
× [0.3806 × 0.9] = 0.3504,

𝑃𝐼(1212),Θ = 𝑃𝐼(1212),Θ + �̃�𝐼(1212),Θ = 0.3504.

(16)

Finally, the belief degrees of frequency of network attack
(𝑟121) can be calculated by (7):

�̂�1 = 𝑃𝐼(1214),11 − 𝑃𝐼(1214),Θ =
0.45631 − 0.3504 = 0.45630.6496 = 0.7024,

�̂�2 = 𝑃𝐼(1214),21 − 𝑃𝐼(1214),Θ =
0.19331 − 0.3504 = 0.19330.6496 = 0.2976,

�̂�3 = 𝑃𝐼(1214),31 − 𝑃𝐼(1214),Θ =
01 − 0.3504 = 0,

�̂�4 = 𝑃𝐼(1214),41 − 𝑃𝐼(1214),Θ =
01 − 0.3504 = 0,

�̂�Θ = �̃�𝐼(1214),Θ1 − 𝑃𝐼(1214),Θ =
01 − 0.3504 = 0.

(17)

Through the above conclusions, when 𝑟1211 = 2 times/h,𝑟1212 = 13 times/h, 𝑟1213 = 8 times/h, and 𝑟1214 = 21 times/h,
the final belief degrees of 𝑟121 can be expressed by {𝐸(70.24%),𝐺(29.76%), 𝐶(0%), 𝐵(0%)}, which means that the frequency
of network attack (𝑟121) can be considered as “good.”

The other attributes in Table 1 can be integrated by the
method described in above process, and the final conclusion
of reliability assessment of cloud computing platform can be
obtained.

5. Conclusion

Considering the complex attributes, this paper first employed
ER rule to make a comprehensive assessment for the reli-
ability of cloud computing platform. ER rule has a good
performance in multiple attribute decision making. It can
process the evidence with high conflict and complete conflict
and then make a more accurate assessment result. Moreover,
a new reliability assessment structure of cloud computing for
multiple attribute decision making is proposed in this paper.
The 4-level reliability attributes mainly include four aspects,
where the views of cloud computing servers and users are
both taken into account, and the actual situation of reliability
in cloud computing platform can be completely expressed. In
conclusion, the innovation points of this paper can be con-
cluded: (1) ER rule is first employed to establish the reliability
assessment model of the cloud computing platform in this
paper; (2) a new reliability assessment architecture including
four aspects is proposed. Thus, the above two innovative
researches cause a good result for reliability assessment in the
complex dynamic cloud computing platform.
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