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The present Industry 4.0 revolution, as well as advances in IoT
and Sensors Technologies, has made human life easier and
more convenient. Controlling, monitoring, and analyzing
real-time systems for a range of applications, including the
COVID-19 pandemic, health monitoring, and smart homes,
have become possible because of smart antennas, intelligent
sensor communication, and computing-based networks.
Smart antennas and intelligent sensor-based systems offer a
variety of applications in multiuser communication, particu-
larly in unpredictable and unforeseen conditions [1]. Smart
antennas have been widely employed in adaptive beamform-
ing, in which the main beam must be focused in a certain
direction and nulls must be handled in unwanted directions
[2]. The integration of smart antennas and intelligent-based
sensor networks allows for the development of various algo-
rithms that may be utilized for environmental decision-mak-
ing, sensing, and monitoring [3–5]. For contactless epidemic
illness monitoring, breathing difficulties detection, and
COVID-19 forbidden activities recognition, smart antenna
and intelligent sensors are a key area of research.

The main focus of this special issue is to give a broad
perspective on current research in the fields of smart anten-
nas and intelligent-based sensor networks in order to enable
new technologies and applications.

We strongly encouraged specific academics to submit
studies on intelligent sensors and smart antenna-based

devices. As a result, this special issue highlights the most
up-to-date research in this field.

The paper “A Novel Deceptive Jamming Approach for
Hiding Actual Target and Generating False Targets”
describes a new method for hiding the actual target while
simultaneously producing several false targets against FDA
radar. The modified FDA radar is expected to be mounted
aboard the actual aircraft for this purpose. To take advantage
of FDA radar’s range-dependent pattern nulling capabilities,
it intercepts the opponent’s radar signals and broadcasts
back to place nulls in the radiation pattern at the required
range and direction. To deceive the opponent’s radar system,
the proposed deceptive jammer creates delayed versions of
received signals to create bogus targets with varied ranges.

The paper “On the Performance of Self-Concatenated
Coding for Wireless Mobile Video Transmission Using
DSTS-SP-Assisted Smart Antenna System” describes a novel
approach to the concept of self-concatenated convolutional
coding (SECCC) with sphere packing (SP) modulation using
DSTS-based smart antennas. For the Rayleigh fading chan-
nel, the suggested DSTS-SP SECCC scheme is tested. With
the help of an interleaver, the SECCC structure is created
using the recursive systematic convolutional (RSC) code.
Extrinsic Information Transfer (EXIT) curves are used to
study the proposed system’s convergence behavior. The sug-
gested system’s performance is measured using the H.264
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standard video codec. The DSTS-SP SECCC’s perceived
video quality is determined to be much superior than the
DSTS-SP RSC’s.

The study “On the Performance of Wireless Video Com-
munication Using Iterative Joint Source Channel Decoding
and Transmitter Diversity Gain Technique” described a
wireless video communication system based on iterative
joint source channel decoding (IJSCD). The sphere packing
(SP) modulation assisted differential space-time spreading
(DSTS) multiple input-multiple output (MIMO) technique
is used in the projected transmission system. By maintaining
the maximum possible Euclidean distance between the mod-
ulated symbols, the SP modulation-aided DSTS transmission
mechanism achieves substantial diversity gain. Furthermore,
because no channel estimation mechanism is used, the sug-
gested DSTS system results in a low-complexity MIMO
scheme. Various combinations of IJSCD error protection
schemes helped by source bit coding (SBC) have been uti-
lized, all with the same total bit rate budget.

The paper “Dimensionality Reduction for the Internet
of Things Using the Cuckoo Search Algorithm: Reduced
Implications of Mesh Sensor Technologies” highlights a
problem in the Internet of Things network and presents
a unique cuckoo search-based outdoor data management
system. The feature extraction approach is used to extract
useful information from unstructured and high-
dimensional data. After the cuckoo search-based feature
extraction is implemented, a few test benchmarks are pro-
vided to assess the performance of mutant cuckoo search
algorithms. As a result of the low-dimensional data, classi-
fication accuracy is improved, while complexity and
expense are lowered.

The study “A Comparative Analysis of Different Outlier
Detection Techniques in Cognitive Radio Networks with
Malicious Users” presents a new type of malicious user, the
lazy malicious user (LMU), which has two phases of opera-
tion: awake and asleep. Statistical analysis is used to detect
anomalous user behavior and mitigate its negative conse-
quences. In the presence of the LMU and opposing types
of malevolent users, results for various hard combination
techniques are obtained. The results of simulations for error
probability, detection probability, and false alarm at various
levels of SNRs and varying contributions of the LMUs and
OMUs indicated that the median test outperforms the other
outlier detection techniques in MU detection.

The study “Nonorthogonal Multiple Access for Next-
Generation Mobile Networks: A Technical Aspect for
Research Direction” reviews and compares the basic princi-
ple of NOMA with other orthogonal multiple access tech-
nologies (OMA). In the most recent NOMA plan, a
complete survey is offered. The design principles of NOMA
schemes are covered, as well as recent deployments. Further-
more, the bit error rate, system capacity, and energy effi-
ciency of the systems are compared. NOMA can meet the
required goals in terms of user data rate, system capacity,
interference cancellation technique, and reception complex-
ity, according to the performance findings.

The study “Bodacious-Instance Coverage Mechanism for
Wireless Sensor Network” suggested a Bodacious-instance

Coverage Mechanism (BiCM) based on instance (node)
redeployment. In the coverage region, the suggested tech-
nique creates new instance positions. It has two stages: in
the first, it uses the Dissimilitude Enhancement Scheme
(DES) to locate the intended instance position and move
the instance to a new location, and in the second, it uses
the depuration to reduce the moving distance between the
initial and intended instance positions. Furthermore, the
optimal parameters for several BiCM characteristics such
as loudness, pulse emission rate, maximum frequency, grid
points, and sensing radius have been discovered.

A new notion of CLC to IBC heterogeneous generalized
signcryption is presented in the publication “A Lightweight
Nature Heterogeneous Generalized Signcryption (HGSC)
Scheme for Named Data Networking-Enabled Internet of
Things.” The proposed method delivers security features
based on situational requirements while being compliant
with NDN’s structural policy. Given the resource constraints
of IoT, a lightweight elliptic curve cryptosystem called the
hyperelliptic curve cryptosystem is utilized, which provides
the same level of security as bilinear pairing and an elliptic
curve cryptosystem with a small key size.

Game theory was applied to develop the performance of
intrusion detection systems in the study “Intrusion Detec-
tion into Cloud-Fog-Based IoT Networks Using Game The-
ory.” The infiltration mode of the attacker and the behavior
of the intrusion detection system are examined as a two-
player nonparticipatory dynamic game, with Nash equilib-
rium solutions employed to generate specific subgames. Var-
ious parameters were investigated during the simulations
utilizing game theory and Nash equilibrium definitions to
extract the parameters with the most accurate detection
findings. The results of the suggested method’s simulation
demonstrated that using intrusion detection systems based
on cloud-fog in the Internet of Things can be extremely
effective in recognizing attacks with the least number of
errors in this network.

An intelligent moth flame optimization-based clustering
(IMOC) for a drone-assisted vehicular network is presented
in the paper “IMOC: Optimization Technique for Drone-
Assisted VANET (DAV) Based on Moth Flame Optimiza-
tion.” This method is utilized to give maximum coverage
for the vehicular node while using the fewest cluster heads
(CHs) possible. The key topic addressed in this article is
delivering optimal route by offering end-to-end connectivity
with minimal overhead. The performance indicators used
for comparison study are node density, grid size, and trans-
mission ranges. These parameters were adjusted for each
algorithm during simulations, and the results were recorded.
Ant colony optimization, comprehensive learning particle
swarm optimization, and gray wolf optimization were used
to compare state-of-the-art clustering techniques for
routing.

The study “IoT-Based Healthcare Support System for
Alzheimer’s Patients” employed a variety of communication
protocols between sensors and smartwatch, including Mes-
sage Queue Telemetry Transport (MQTT) and WebSocket
(with authentication and auto closing of connection). Doc-
tors, patients, and ambulances may all be tracked using the
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secure backend admin panel. These protocols are established
with security in mind to preserve patients’ privacy.

In the work “A New Computing Paradigm for Off-Grid
Direction of Arrival Estimation Using Compressive Sens-
ing,” a method for solving grid mismatch or off-grid target
for direction of arrival (DOA) estimation using compressive
sensing (CS) methodology is offered. The sources are located
at a few angles in comparison to the full angle domain, i.e.,
they are spatially sparse sources, and their position can be
estimated using CS approaches that can achieve super reso-
lution and estimation with a lesser amount of samples. The
source energy is spread among the adjacent grids due to grid
mismatch in CS approaches, and a fitness function based on
the difference of the source energy among the adjacent grids
is introduced.

The paper “Management of Load-Balancing Data Stream
in Interposer-Based Network-on-Chip Using Specific Vir-
tual Channels” describes a strategy for avoiding the afore-
mentioned interference by designing two different virtual
channels and several links that control which memory block
is accessed. When employing the interposer layer, our
method uses the destination address to determine which
channel and link should be used. When compared to typical
load-balancing and unbalanced systems, simulation results
demonstrate that the suggested mechanism reduces latency
by 32% and 14%, respectively.

The goal of the study “Presenting an Effective Method to
Detect and Track the Broken Path in VANET Utilizing
UAVs” is to simulate a VANET in an urban area using cloud
computing infrastructure and unmanned aerial vehicles
(UAV) to prevent the negative impact of packet delivery
and routing barriers. To assess the proposed method, it is
compared to the ClouDiV basic protocol. The proposed
technique outperforms other methods with varying densities
and variable times in terms of efficiency and performance,
according to Ns-2 simulation findings.

The study “Support Vector Machine-Based Classifica-
tion of Malicious Users in Cognitive Radio Networks” pro-
poses a support vector machine (SVM)-based machine
learning approach to categorize valid SUs and MUs in the
CRN. Both classification and regression are accomplished
using the proposed SVM-based approach. By drawing a
hyperplane on the base of greatest margin, it clearly classifies
authentic SUs and MUs. The sensing data from the valid
SUs are integrated at the FC using Dempster-Shafer (DS)
evidence theory after successful classification. Simulations
are used to demonstrate the effectiveness of the proposed
SVM-based classification technique when compared to
existing systems.
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Deceptive jamming is a popular electronic countermeasure (ECM) technique that generates false targets to confuse opponent
surveillance radars. This work presents a novel approach for hiding the actual target while producing multiple false targets at the
same time against frequency diverse array (FDA) radar. For this purpose, the modified FDA radar is assumed to be mounted on
the actual aircraft. It intercepts the opponent’s radar signals and transmits back to place nulls in the radiation pattern at the
desired range and direction to exploit FDA radar’s range-dependent pattern nulling capability. The proposed deceptive jammer
produces delayed versions of the intercepted signals to create false targets with multiple ranges to confuse the opponent’s radar
system. The novel mathematical model is proposed whose effectiveness is verified through several simulation results for different
numbers of ranges, directions, and antenna elements.

1. Introduction

Modern warfare is information and electronic based, which is
evidently replacing the conventional platforms [1]. It
requires no further confrontation between soldier to soldier,
trench to trench, platoon to platoon, and platform to plat-
form; rather, it relies on nonlinear and nonsymmetric war
between system to system [2]. As the 21st century unfolds,
the concept of electronic information warfare has become
center of the gravity in which the radar system constitutes
the key components that provide early warning capabilities
[3]. Radar works as an early warning system and bestows
extra time space to react against imminent threat. The prin-
ciple of the radar to detect the desired target is transmitting
radio waves towards the target and calculates round-trip time
of the reflected waves after striking with the target [3]. To
counter enemy radars, ECM techniques (also known as radar
jamming techniques) were introduced [4]. These techniques
are used to deny the important information about the desired

aircrafts (direction of arrival, range, velocity, etc.) that any
foe radar seeks [4]. In the presence of strong electronic coun-
ter measure (radar jammers) systems, it is difficult to detect
the target aircraft; but there are many electronic counter-
countermeasure (ECCM) techniques available in literature
to counter radar jammer and to locate correctly the target
[5, 6]. Some ECCM (which are also known as antijamming)
systems steer nulls towards strong interfering signals to
secure own functioning.

Mainly, there are two types of radar jamming techniques:
mechanical methods (passive jamming) and electrical
methods (active jamming) [3]. In mechanical methods, phys-
ical means like chaffs, decoys, corner reflectors, and stealth are
used in securing the desired aircrafts’ flights and to deceive
enemy radars [4]. These physical means of radar jamming
are traditional techniques which are not so effective. Electrical
methods of radar jamming are effective and still in use [1, 2].
These methods can be categorized in two types: barrage jam-
ming (also known as noise jamming) and deceptive jamming
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[4]. Barrage jamming methods use radar jammers to put huge
powers across the desired spectrum of the frequencies which
blankets the radar’s display to interrupt its normal functioning
[7]. There are two main reasons of the ineffectiveness of this
type which is huge power losses for longer periods of times,
and even it cannot cover the entire frequency spectrum at
the same time [8]. The deceptive jamming mode is used to
deceive the enemy radars by showing them multiple very sim-
ilar fake targets with different aircraft attitudes (range, direc-
tion, velocity, acceleration, etc.) [9].

This paper focuses only on the deception jamming,
because this is the most effective way to secure the flight of
the desired aircraft from the enemy radars by showing con-
gruent false targets [10]. Therefore, implementing effective
and efficient deceptive jamming (DJ) techniques has become
a hotspot area of research in radar electronic countermea-
sures [11, 12]. Many methods have been developed in the
modern literature [13–15]. In pursuit of deceptive radar jam-
ming, the simplest way to generate multiple false targets is to
hold enemy radar signals and after doing time-modulation
transmit those signals back to the enemy radar [16]. When
the enemy radar receives these signals, it will perceive multi-
ple false targets with different ranges, but with the same
direction along with the actual target. A modest contribution
has been made using target pose and motion information to
generate false targets in [17]. To deceive the opponent radar
with a number of fake targets, another effort has been made
in [18] using micromotion characteristics, but both have
the same issue of computation complexity.

Multiple false targets also have been achieved using electro-
magnetic properties (EM model modulation) and translation
modulation in [19]. By exploiting the concept of sub-Nyquist
sampling theorem, a series of multiple fake targets have pro-
posed in [20, 21]. Another remarkable approach has been
defended to produce multiple false targets using product mod-
ulation in which an offline deceptive signal template is pro-
duced and then multiplied with enemy radar signal in [22].
Interrupted-sampling repeater jamming (ISRJ) establishes a
novel approach to generate deception jamming by allowing
the single radar antenna jammer to sample periodically and
iterating a fraction of the intercepted enemy radar signal [23].
Inappropriately, high complexity and large computation is the
main drawback of inefficiency of the above deceptive tech-
niques in the field of electronic countermeasures. Further, these
techniques are also unable to hide real target.

A recent effort has been exercised to achieve the goal by
adding escort-free flight jammer drone ahead of the actual
aircraft based on periodic the 0-π phase modulation which
neutralizes the effectiveness of the enemy radar by displaying
its multiple verisimilar false targets [24]. The escort-free
flight jammer intercepts enemy radar signals and after doing
phase modulation in the periodic 0-π sequence, these signals
are retransmitted towards the actual target, whereby these are
scattered towards the enemy radar and present multiple false
targets with different ranges [24], but it considers the sce-
nario where a separate escorting drone jammer is required
which is not feasible in most practical situations.

Against to the only angle-dependent beam scanning tech-
niques, FDA is an efficient beam scanning array used for

phased array radars which has recently got tremendous atten-
tion in literature due to its greater achievement of wide angle
coverage [25–28]. The radiation pattern of the phase array
radar (PAR) depends only upon the direction while FDA radi-
ation pattern depends upon the direction and range, due to its
diversity in frequency across the array elements. Hence, FDA
radiation pattern is capable of null steering to the particular
range and direction. FDA is implemented by applying small
increment in frequencies across array elements to achieve
range angle-dependent beam scanning transmission [29, 30].
Hence, it enables beam scanning without need of any phase
shifters and physical steering [31–33].

A good effort in field of deceptive jamming is explored in
[34] which utilizes frequency diverse array. It produces mul-
tiple fake targets at different distances across the slant range
but at the same azimuthal range aligned with the actual tar-
get. The technique is unable to draw false targets at different
azimuthal ranges other than azimuthal range of the actual
target. A novel approach in the field of deceptive jamming
has been introduced in [35] with wave scattering using
FDA for space-borne synthetic aperture radar (SAR). This
approach considers the scenario where we offer deceptive
jamming to the opponent radar for securing our valuable tar-
gets in its own territory with the help of placing deceptive
reflectors. But this technique provides no solution to tackle
the opponent radar operating from its own territory without
the help of any ground-based situated wave scattering reflec-
tors. Further, this method is also unable to hide its own target
from the enemy foresight.

Although a modest effort has been made in [36] to intro-
duce the deceptive jamming approach through frequency
diversity, there are a few shortcomings in the proposed tech-
nique. These include (a) that deceptive jammer should be
synchronized/attached or working in collaboration with a
friendly GPS satellite system, (b) deceptive jammer must
have prior knowledge of the location in space of the oppo-
nent radar, (c) the method is slow because it is using FFT
and IFFT to convert signals from time domain to frequency
domain and then back to previous domain, which makes it
performance slow, and (d) it does not give any solution if
the foe radar is also an FDA radar.

Paper in the reference [37] presented a deception jamming
method which generates multiple scenes (multiple false tar-
gets) using FDA radar antenna, where number of false targets
depend on the number of antenna array elements. The tech-
nique in reference [38] uses the simplest way to generate nulls
towards the desired direction and range in order to suppress
the offered range-angle dependent interference jamming, but
this technique is unable to offer deceptive jamming to confuse
the opponent radar, and it also does not hide its own target
from the vision of the opponent radar. Further, as we know
that FDA is time, angle, and range-dependent, but in this tech-
nique, the time-dependency factor of the FDA radar is dimin-
ished by considering it as zero (t = 0), which is not an
appropriate for the practical scenarios [38].

Until now, best to the authors’ knowledge, available
deceptive jamming techniques in the present literature are
not dealing with the hiding of the actual target along the gen-
eration of false targets using FDA radars. Present literature
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also does not offer deceptive jamming for the opponent
radars which work on FDA radar principle. The proposed
study would investigate these limitations in depth and subse-
quently would present a probable solution against it. The
main contribution of the work is summarized below.

(i) This research produces a novel deceptive jamming
approach in the field of ECM

(ii) The algorithm works against the opponent FDA
radar and hides the actual target from it

(iii) For this purpose, enemy radar pulse is captured by
the target FDA radar, and null is placed at the radar
range to hide its own target alongside after its time
modulation

(iv) It is equally effective to tackle ground-based oppo-
nent FDA radar in its own territory

(v) The proposed technique efficiently works without
help of ground-based wave-scattering reflectors or
advance escort-free-drone jammers

(vi) The proposed algorithm also confuses the opponent
FDA radar by multiple false targets at different user-
defined ranges

The remaining part of the paper is organized in the fol-
lowing way. Sections 2 and 3 introduce mathematical back-
ground of the FDA radar and comparison with existing
techniques, respectively. Section 4 depicts the proposed
method to secure the flight of the actual aircraft in the enemy
territory by neutralizing the dangers of enemy radars, while
Section 5 shows the effectiveness and correctness of the pro-
posed techniques via simulations in three dimensions and in
two dimensions for four different cases. Finally, conclusion of
the paper has been presented in Section 6.

2. Data Model for the FDA Radar

FDA radar uses small increment in frequency of each ele-
ment over the antenna array. Radiation pattern of the FDA
radar is a function of range, angle, and time [25–28]. FDA
radar implements waveform diversity among the radiating
elements which brings more functionality [29, 30]. Figure 1
depicts an FDA that consists of uniform linear array (ULA)
having n-isotropic radiating elements. The distance d
between any two adjacent elements is taken same with the
uniform current distribution. The carrier frequency of each
element is incremented by a small constant frequency offset
[31]. The simplest monochromatic signal is assumed to be
transmitted from the nth element of the array, and it can be
mathematically expressed as [32]

sn tð Þ = exp j2πf ntð Þ, ð1Þ

where f n is the frequency of the nth element as f n = f0 + ðn −
1ÞΔf for n = 1,⋯:,N. Similarly, f0 , Δf , and N represent car-
rier frequency, a small constant frequency increment, and total
number of elements, respectively, in the FDA array.When signal

of the nth element reaches at a far-field location after time t0
with rangeR1 (reference to the first element in the array) and azi-
muth direction θ, its radiating beam can be represented as [31]

sn t − t0ð Þ = exp j2πf n t − t0ð Þf g: ð2Þ

For t0 = Rn/c, (2) can be expressed as

sn t −
Rn

c

� �
= exp j2πf n t −

Rn

c

� �� �
, ð3Þ

where c stands for the speed of light and Rn = R1 − ðn − 1Þdsin
ðθÞ shows the distance from the nth element of the array to
the target location. The array factor (AF) for FDA can be written
as [32]

AF = 〠
N−1

n=0
exp j2πf n t −

Rn

c

� �� �
: ð4Þ

After placing values of f n and Rn, (4) becomes as

AF = exp jψ0f g 〠
N−1

n=0
exp j

2πn
c

Φ

� �
, ð5Þ

where Φ = cΔf t − Δf R + df 0sinθ + nΔf dsinθ.

AF ≅ exp jψ1f g sin Nπ/cð ÞΦ½ �
sin π/cð ÞΦ½ � , ð6Þ

where ψ0 stands for 2πf0 ðt − R1/cÞ and ψ1 stands for ψ0 + πð
N − 1Þ½Δf R1/c − ðdf0 sinθÞ/c−Δf dsinθ/c�, while n2 of the
fourth term (n2ðΔf d sin θ/cÞ) has been replaced by n in the
fourth term ðnðΔf d sin θ/cÞÞ of the last expression of the AF
to achieve closed form expression. So, the problem in hand is
how to hide actual aircraft target from the effectiveness of the
opponent FDA radar along with generation of multiple fake
deceptive targets at different ranges in the direction of actual air-
craft using the ULA-based FDA radar.

3. Comparison with Existing Techniques

The three deceptive jamming techniques [34–36] are selected
for comparison. All of these techniques use frequency diverse
arrays to generate multiple false targets. A deceptive jamming
technique which is explored in [34] utilizes frequency diverse
array. It generates multiple false targets at various distances
across the slant range but at the same azimuthal range which
aligned with the actual target as shown in the simulation
(Figure 2). A good effort [35] has been made in the field of
deception jamming using FDA which generates multiple fake
targets at different positions in the slant range and azimuthal
range to confuse the opponent radar.

Four elements array with adjacent distance of half wave-
length were used in FDA with frequency offset 500 kHz, and
its simulation of [35] is shown in Figure 3, which reflects
actual target at slant range 7500m and azimuthal range 0m
along with four false targets which are situated at slant ranges
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7300m, 7395m, 7615m, and 7750m with azimuthal range at
100m. Figure 4 shows the effectiveness of the technique [36]
by considering the jammer at the middle of the scene
(7500m, 0m); this algorithm generates four false targets at
different locations. Algorithm assumes FDA array of eight
elements with frequency offset 300 kHz. It is evident from
Figures 2–4 that although all three techniques [34–36] are
big achievement in the field of deception jamming using
frequency diverse array, none is able to hide actual target
alongside generating multiple false targets.

4. Proposed Method

The key idea behind this research is to interrupt enemy radar
signals and then using these signals (after proposed modifica-
tions), we hide our object (aircraft) along with generating
multiple fake targets. We assumed that the proposed (modi-
fied FDA) radar is mounted on the target aircraft, and the
opponent radar is placed on the ground as shown in scenario
Figure 5. In purpose of hiding its own target aircraft, the
interrupted signal of the opponent radar will be transmitted
back after desired changes to place null at the range and the
direction of the foe radar receiver. In the current scenario,
it is assumed that the opponent radar is capable of transmit-
ting and receiving FDA radiation patterns. In order to

deceive the enemy radar with multiple fake targets, time-
delayed replicas of the received signal will be sent towards
the enemy radar. The graphical abstract of the proposed
method is shown in Figure 6

4.1. Actual Target Hiding. In this section, the mathematical
model is formulated to hide the actual target. Let the radiated
signal from the nth element of the enemy FDA radar which is
given as

sn tð Þ = exp j2πf ntf g, 0 ≤ t ≤ T , ð7Þ

where t is the time indexing within the radar pulse width T .
We assume that the enemy radar is situated at distance r and
at direction θ from the target. The enemy radar transmitted
signal from nth element is received atmth element of the tar-
get FDA radar that can be expressed as

ym,n t − τm,nð Þ = exp j2πf n t − τm,nð Þ� �
, m = 1, 2⋯N ,

ð8Þ

where τm,n = ½ r − ðn − 1Þd sin θ + dðm − 1Þ sin θ � 1/c. Gen-
erally, (8) can be given as

R
1 R
2

R
3

f1 f2

f
n
 = f1 + (n – 1)Δf,

f
N–1

R
N

–1

R
N

f
N
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𝜃

f3

𝜃

d d d

Figure 1: Geometry of the FDA radar uniformly linearly polarized with n elements.

7300 7400 7500 7600 7700 7800
Range (m)

–200

–100

0

100

200

300

Cr
os

s-
ra

ng
e (

m
)

Figure 2: Actual target at (7500, 0) and false targets at {(7300, 0), (7395, 0), (7615, 0), and (7750, 0)} [34].
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Figure 3: Actual target at (7500, 0) and false targets at {(7300, 100),(7395, 100),(7615, 100),and (7750, 100)} [35].
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Figure 4: Actual target at (7500, 0) and false targets at {(7400, -100),(7400, 100),(7600, -100),and (7600, 100)} [36].
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Figure 5: Proposed and adopted scenario.
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ym = 〠
N

n=1
exp j2πf n t − τm,nð Þ� �

: ð9Þ

Hence the received signal can be decomposed after process-
ing through matched filtering with exp∗fj2πf ntg as proc-
essed below.

y′m,n = exp j2πf n t − τm,nð Þ� �
× exp∗ j2πf ntf g,

= exp j2πf nt − j2πf nτm,n − j2πf nt
� �

,

= exp −j2πf nτm,n
� �

: ð10Þ

After placing values of τm,n and f n, the expression becomes

ym,n′ = exp −j2π f0 + n − 1ð ÞΔfð Þ r − n − 1ð Þd sin θ + d m − 1ð Þ sin θ½ � 1
c

� �� �
,

ð11Þ

= exp −j2π

f0r
c

−
f0 n − 1ð Þd sin θ

c
+
f0 m − 1ð Þd sin θ

c
+

n − 1ð ÞΔf r
c

−
n − 1ð Þ2Δf d sin θ

c
+

n − 1ð Þ m − 1ð ÞΔf d sin θ

c

2
664

3
775

8>><
>>:

9>>=
>>;:

ð12Þ
Last two terms are insignificant; so these, terms are ignored.

y′m,n′ = exp −j2π
f0r
c

� �
× exp j2π

f0 n − 1ð Þd sin θ

c

� �

× exp −j2π
f0 m − 1ð Þd sin θ

c

� �

× exp −j2π
n − 1ð ÞΔf r

c

� �
,

= exp −j2π
r
λ0

� �
× exp j2π n − 1ð Þd sin θ

λ0

� �

× exp −j2π
m − 1ð Þd sin θ

λ0

� �

× exp −j2π
n − 1ð ÞΔf r

c

� �
,

= exp −j2π
r
λ0

� �
〠
N

n=1
exp −j2π

Δf
c

n − 1ð Þr
� �

exp

� j2π
d
λ0

n − 1ð Þ sin θ

� �

exp −j2π
d
λ0

m − 1ð Þ sin θ

� �
: ð13Þ

For simplicity, outside factor is eliminated.

ym,n′′′ = exp −j2π
Δf
c

n − 1ð Þr
� �

exp j2π
d
λ0

n − 1ð Þ sin θ

� �
exp

� −j2π
d
λ0

m − 1ð Þ sin θ

� �
:

ð14Þ

Alternatively,

ym′′′ = 〠
N

n=1
exp −j2π

Δf
c

n − 1ð Þr
� �

exp j2π
d
λ0

n − 1ð Þ sin θ

� �
exp

� −j2π
d
λ0

m − 1ð Þ sin θ

� �
,

ð15Þ

where the first factor of the above expression dictates phase
shift caused by the target range, and rest factors reflect phase
shifts caused by the direction and different wave paths due to
physical displacement diversity of the target and the source
array elements. Now, the expression ym,n′′′ can be recomposed
into these factors in this form.

ym,n = an rð Þan θð Þbm θð Þ, ð16Þ

where anðrÞ = exp f−j2πðΔf /cÞðn − 1Þrg,

an θð Þ = exp j2π
d
λ0

n − 1ð Þ sin θ

� �
,

bm θð Þ = exp −j2π
d
λ0

m − 1ð Þ sin θ

� �
: ð17Þ

Now, we can transform the above received snapshot expres-
sion into vector form as

Ys = y11, y12,⋯, y1N , y21, y22,⋯, y2N ,⋯⋯ ⋯ , yN1, yN2 ⋯ , yNN½ �T ,

= b θð Þ ⊗ a r, θð Þ, ð18Þ

where Ys ∈ℂN2×1, bðθÞ ∈ℂN×1, and aðr, θÞ ∈ℂN×1. The
superscript T and ⨂ reflect transpose and Kronecker
product operators, respectively. The vector aðr, θÞ can be
decomposed further in this way

a r, θð Þ = ar rð Þ⨀aθ θð Þ, ð19Þ

where arðrÞ ∈ℂN×1 and aθðθÞ ∈ℂN×1 are the range and angu-
lar steering vectors, respectively. The ⨀ is called Hadamard
product operator which reflects element-wise product
between vectors. After applying DOA (direction of arrival)
and range algorithms, one can find direction and range of
the enemy radar, but this is beyond the scope of our research.

Now, in order to hide our target from the enemy radar,
we have to transmit back the processed received signal
towards the enemy radar carrying the desired information
of range and direction of the enemy radar, but without con-
sidering the 3rd factor, which is not part of the deceptive jam-
ming transmission propagation. Hence, the desired signal
structure will become as follows:

yn = exp −j2π
Δf
c

n − 1ð ÞR0

� �
exp j2π

d
λ0

n − 1ð Þ sin θ0

� �
,

ð20Þ
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where θ0&R0 are direction and range of the enemy radar,
respectively. We can simplify it further in this way.

Yt = 〠
N

n=1
exp j n − 1ð Þ 2π

c
f 0dsinθ0 − Δf R0ð Þ

� 	� �
: ð21Þ

Now, first we will verify the above result using simpler way,
and then we will place null in the desired radiation pattern
at a certain direction and range to cover our target. The gen-
eralized phase difference between any two elements of the
FDA radar is found as

Δφn−1,n =
2πd sin θ

λ0
−
2πΔf R1

c
+

2n − 3ð Þ2πΔf d sin θ

c
:

ð22Þ

In (22) the 3rd term which is insignificant, it can be ignored.

Δφn−1,n R1, θð Þ = 2πd sin θ

λ0
−
2πΔf R1

c
=
2π
c

f0d sin θ − Δf R1ð Þ:

ð23Þ

The AF at range R1 and direction θ from the radar can be
expressed as

AF = 〠
N

n=1
exp j n − 1ð Þ 2π

c
f 0dsinθ − Δf R1ð Þ

� 	� �
: ð24Þ

It is considered that the enemy radar is situated at range R0 and
angle θ0 from the target. Then, we assume that the interrupted
waveform with carrier frequency f0 can be expressed as below.

AF R0, θ0ð Þ = 〠
N

n=1
exp j n − 1ð Þ 2π

c
f 0dsinθ0 − Δf R0ð Þ

� 	� �
:

ð25Þ

Now, this is the desired expression, and it is the same equation
that we have concluded before. Hence, the expression of the
derived AF is same to the signal which is meant for transmis-
sion towards the enemy radar. Using this AF, a null will be
placed at desired range and direction to hide its own target
from the vision of the enemy radar. At the end of this section,
the above AF will be factorized in order to find weights for
placing null at R0&θ0. Now, we will explain how to generate
null at R0 by considering the simplest case. From the above
expression, it is evident that the interelement phase difference
is the same for the whole array between all adjacent elements;
so, we can rewrite the above expression of the phase difference
in the following way. After getting knowledge of above expres-
sions, AF of the diverse frequency array can be modeled in the
following way.

AF = 〠
N

n=1
zn−1, ð26Þ

where z = exp ðjψÞ, ψ = α + β + γ, α = 2πf0d sin θ0/c, and γ

= −2πΔf R0/c. Extra term βwas added into the AF to get scan-
ning capabilities. In standard practices, usually, β is added in
the desired AF to steer the radiation patter of the desired
communication.

The above expression is the simplest form of the AF for
the FDA antenna arrays, which has fix the main beam direc-
tion and null directions. Steering of the beam pattern for such
an array is not possible. In other words, to get control over
the nulls of the radiation pattern, we need to plug in and
update weights of the expression. Now, to steer the beam pat-
tern (main beam and nulls) of the frequency diverse array,
appropriate weights are necessary. Further, above AF must
be put to equal to zero for the calculation of the appropriate
weights to steer the beam pattern towards the desired direc-
tions.

AF = 〠
N

n=1
An−1z

n−1 = 0: ð27Þ

In determining of the weights, we considered the simplest
case to avoid complexity of the proposed method. To find
weights of the desired radiation pattern, we will follow this
procedure.

AF = z − r0ð Þ 〠
N−1

n=1
zn−1

 !
= 0, ð28Þ

where r0 = ejðα0+βs+γ0Þ is the desired null. Here, α0 = ð2π/cÞf1
d sin θ0, γ0 = −Δf R0, βs = ð2π/cÞf1d sin θs, and θs are direc-
tions of the main beam. Then, the desired expression with
updated weights will be as follows.

AF = 〠
N

n=1
An−1z

n−1, ð29Þ

where A0 = −r0, Ai = 1 − r0, i = 1, 2,⋯,N − 2, and AN−1 = 1.
After applying these weights into the AF, we will be able to
steer the null towards its desired direction θ0 and range R0.
By following the above mechanism, our proposed method
is capable of camouflaging its own target from the lethalness
of the enemy radar.

4.2. Displaying Multiple Fake Targets. In second part of the
proposed method, we will display multiple false targets to
the enemy radar. For the purpose of multiple fake deceptive
targets, we will process the received signal with two steps:
first, the received signal will be time modulated with appro-
priate delays, and then power will be maximized and trans-
mitted towards the enemy radar. We assume that the signal
transmitted from the nth element of the enemy radar and
received at the mth element of the false target generator
(FTG) which is located at target that is

yj,m,n tð Þ = exp j2πf n t − τj,m,n

 �� �

, ð30Þ
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where

τj,m,n = τj − τj,n + τj,m,

= r j − n − 1ð Þd sin θj + m − 1ð Þd sin θj
� 

1/c
= r j + m − nð Þd sin θj
� 

1/c:
ð31Þ

We suppose that the locally generated adjustable oscillator
frequency is f FTG; the receiving and processing time delay
of the enemy radar signal is τFTG. Thus, the received signal
can be down converted as follows.

yj,m,n = exp j2πf n t − τj,m,n

 �� �

× exp −j2πf FTG t − τFTGð Þf g:
ð32Þ

As we know that our FTG is working on the principle of the fre-
quency diverse array radar, so we can reflect that f FTG = f n.
After this change, the expression can be simplified in this way.

yj,m,n = exp j2πf n t − τj,m,n

 �� �

× exp −j2πf n t − τFTGð Þf g,
= exp j2πf n τFTG − τj,m,n


 �� �
:

ð33Þ

In order to generate multiple fake targets, signal will pass
through the process of time modulation. Different time delays
are made as follows.

Δτft,i =
2Δrft,i
c

, i = 1, 2,⋯⋯ , k = number of false targets,

ð34Þ

where Δrft,i = rft,i − r j or rft,i = r j + Δrft,i, while Δτft,i, Δrft,i, rft,i,
and r j represent new deceptive time delay increment, deceptive
range increment relative to FTG, range of false targets relative to
enemy radar, and reference range between enemy radar and

jammer, respectively. Hence, the new updated signal will
become as follows.

yft,i = exp j2πf n τFTG − τj,m,n − Δτft,i

 �� �

: ð35Þ

Before the transmission of the signal towards the enemy radar,
it must undergo carrier modulation with locally generated
adjustable carrier frequency. After modulation, signal will be
thrown to the enemy radar.

yft,i tð Þ = exp j2πf n τFTG − τj,m,n − Δτft,i

 �� �

× exp j2πf n t − Δτft,ið Þ� �
,

= exp j2πf n τFTG − τj,m,n − Δτft,i + t − Δτft,i

 �� �

,

= exp j2πf n t + τFTG − τj,m,n − 2Δτft,i

 �� �

: ð36Þ

The signal received by the enemy radar is

yft,i,m,n t − τj,m,n

 �

= exp j2πf n t + τFTG − τj,m,n − 2Δτft,i − τj,m,n

 �� �

,

= exp j2πf n t + τFTG − 2τj,m,n − 2Δτft,i

 �� �

: ð37Þ

After passing this signal through the matched filter, we get

yft,i,m,n = exp j2πf n t + τFTG − 2τj,m,n − 2Δτft,i

 �� �

× exp −j2πf ntf g,

= exp j2πf n τFTG − 2τj,m,n − 2Δτft,i

 �� �

: ð38Þ

Now, place values of τj,m,n andΔτft,i, and the received signal will
become as

yft,i,m,n = exp j2πf n τFTG − 2 τj − τj,n + τj,m
� 

− 2
2Δrft,i
c

� �� �
,

= exp j2πf n τFTG −
2
c

r j − n − 1ð Þd sin θ j
���

+ m − 1ð Þd sin θj

−
4
c

rft,i − r j
� Þg: ð39Þ

As we know that f n = f0 + ðn − 1ÞΔf ,

yft,i,m,n = exp j2π f0 + n − 1ð ÞΔfð Þ
τFTG −

2rj
c

+
2 n − 1ð Þd sin θj

c

−
2 m − 1ð Þd sin θj

c
−
4rft,i
c

+
4r j
c

2
664

3
775

8>><
>>:

9>>=
>>;,

= exp j2π f0 + n − 1ð ÞΔfð Þ τFTG +
2rj
c

+
2 n − 1ð Þdsinθj

c
−
2 m − 1ð Þdsinθj

c
−
4rft,i
c

� 	� �
,

= exp j2π

f0τFTG + f0
2rj
c

+
2 n − 1ð Þf0d sin θj

c
−
2 m − 1ð Þf0d sin θj

c

−
4f0rft,i

c
+ n − 1ð ÞΔf τFTG +

2 n − 1ð ÞΔf rj
c

+
2 n − 1ð Þ2Δf d sin θj

c

−
2 n − 1ð Þ m − 1ð ÞΔf d sin θj

c
−
4 n − 1ð ÞΔf rft,i

c

2
66666664

3
77777775

8>>>>>>><
>>>>>>>:

9>>>>>>>=
>>>>>>>;
:

ð40Þ
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Terms I and II will be taken outside, while terms VI, VIII, and
IX will be ignored due to their insignificance.

yft,i,m = exp j2πf0τFTGf g × exp j4π
f0rj
c

� �
〠
N

n=1
exp j2π

2 n − 1ð Þf0d sin θj
c

−

2 m − 1ð Þf0d sin θj
c

−
4f0rft,i

c
+

2 n − 1ð ÞΔf rj
c

−
4 n − 1ð ÞΔf rft,i

c

2
66666664

3
77777775

8>>>>>>><
>>>>>>>:

9>>>>>>>=
>>>>>>>;
,

= Aφ 〠
N

n=1
exp

j4π
c

n − 1ð Þf0d sin θj − m − 1ð Þf0d sin θj

−2f0rft,i + n − 1ð ÞΔf rj − 2 n − 1ð ÞΔf rft,i

" #( )
,

ð41Þ

where Aφ = exp fj2πf0τFTGg × exp fj4πð f0rj/cÞg represents
the phase change due to the enemy radar to jammer reference
distance and time due to signal interception and processing
time delay. For simplicity, we can ignore Aφ.

yft,i,m,n = exp j4π

n − 1ð Þf0d sin θj
c

−
m − 1ð Þf0d sin θj

c

−
2f0rft,i

c
+

n − 1ð ÞΔf rj
c

−
2 n − 1ð ÞΔf rft,i

c

2
664

3
775

8>><
>>:

9>>=
>>;:

ð42Þ

Now, we can deform above result into two factors: direction
and range.

yft,i,m,n = exp −j4π

n − 1ð Þf0d sin θj
c

−
m − 1ð Þf0d sin θj

c

� �

×
2f0rft,i

c
+
2 n − 1ð ÞΔf rft,i

c
−

n − 1ð ÞΔf rj
c

� �
2
6664

3
7775

8>>><
>>>:

9>>>=
>>>;
:

ð43Þ

For the sake of simplicity, we can ignore the 1st factor which
represents radiation pattern due to direction, and we con-
sider only the 2nd factor here which is our current area of dis-
cussion.

yft,i,m,n = exp −j4π
2f0rft,i

c
+
2 n − 1ð ÞΔf rft,i

c
−

n − 1ð ÞΔf rj
c

� 	� �
:

ð44Þ

Now, we have these three terms which are range-dependent
and playing important role of determining the radiation pat-
tern of the desired signal. It is evident that first and second
terms are representing fake target ranges while third term is
representing actual target range. Third term is the most insig-
nificant term as relative to other contributing terms, and due
to this reason, its effect will be overcome by other terms, or it
can be simply ignored.

yft,i,m,n = exp −j4π
2f0rft,i

c
+
2 n − 1ð ÞΔf rft,i

c

� 	� �
: ð45Þ

Hence, the enemy radar will observe the fake targets rather
than observing the actual target.

5. Simulations

Our objective in this simulation is to offer deception jamming
to the enemy radars. Consider the proposed scenario as shown
in Figure 5 which is based on the surface to the air signal model.
The actual aircraft is situated in air far-zone field while the
opponent FDA radar is located at the surface. The proposed
deceptive jammer is mounted on the actual aircraft. Both rivals
are working onW-band ð f0 = 100GHzÞ of the FDA radar hav-
ing N number of isotropic antenna elements with equal intere-
lement spacing λ/2 and uniform current distribution along the
whole linear array geometry configuration. The frequency
increment of the FDA radars is keptΔf = 0:3KHz.

Our proposed deceptive jammer works in passive search-
ing mode that means it does not transmit and receive own sig-
nals to scan opponent radar. It instead utilizes the opponent
radar signals to trace the desired parameters. But as quick as
the computational system at the target finds direction of
arrival (DOA), range, and pulse repetition interval (PRI) of
the opponent radar, our proposed method can send deceptive
echoes towards the opponent radar. These deceptive-echoes
carry radiation pattern with appropriate null linked to the
desired range and direction. They will be transmitted back in
synchronous with actual target echoes to hide the actual target
and delayed versions of false echoes to generate multiple false
targets. Afterwards, in result of the proposed algorithm, the
opponent radar will not be able to navigate the actual aircraft.
So, track mode of the opponent radar will not work here.

To avoid any waveform time-dependent periodicity and
mutual interference between the array element pulse width
of the echo that is kept ≤30μs and for the sake of simplicity,
the PRI is taken 0:5ms. Four different simulation cases have
been considered. In each case, one true target is assumed, and
the proposed deceptive jammer is mounted on it. The tech-
nique hides the actual aircraft along with generating four
false targets in each test case with the parameters given in
Table 1. For 3-D simulations, ten radiating antenna elements
are considered, but for the 2-D simulations, we have taken
N = 10, 20, 30, 40, 50 isotropic antenna elements, in the
ULA-based FDA radar for each case.

6. Case-I

In first case, we assume that the actual target aircraft is situ-
ated at distance 50 km and direction 50 degrees. Frequency

Table 1: Parameters of actual and false targets.

Case# Parameter Actual target FT 1 FT 2 FT 3 FT 4

1
Range (km) 50 30 40 60 70

Angle (degrees) 50 50 50 50 50

2
Range (km) 40 30 50 60 70

Angle (degrees) 10 10 10 10 10

3
Range (km) 70 40 50 60 80

Angle (degrees) 40 40 40 40 40

4
Range (km) 60 40 50 70 80

Angle (degrees) 20 20 20 20 20
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of the first element in the array is taken 100GHz, while incre-
mental frequency is assumed 0.3 kHz. Figure 7 shows 3-D
simulation of the case where null has been placed at the real
target aircraft location in order to hide it from the enemy
radar. We have considered different numbers of antenna-
elements in the array of ULA-based FDA radar for 2-D
simulations.

Instead of showing results like Figures 7, 11, 15, and 19 in
3-D, we have plotted the results in more simplified way using

only output power in Figures 10, 14, 18, and 22, respectively.
These figures (10, 14, 18, and 22) simply further elaborate the
results of Figures 7, 11, 15, and 19, respectively. These figures
show two scenarios. In the first scenario, it hides the actual
target by simulating equation (29), whereas eq. (29) places
null in the received signal at the opponent radar’s location
by means when the opponent receives this signals, he will
perceive min. power at the target location. In the second sce-
nario, it generates false targets at certain ranges and angles by

Novel
deceptive
jamming
technique

Scenario-based signal
model formulation 

Multiple fake targetsHide actual target

Problem

Generate multiple
false targets

Modeling

Initialize program

Initialize tool

Initialize program

Initialize tool

Receive & process
impinging signals

Intercept opponent FDA radar
signals

Proposed results

Simulations & results 

Hide actual target

Interrupt foe FDA radar
signals

Receive & process
impinging signals

Direction & range of
foe-radar is known

Formulate modified
FDA AF

Plugin desired range
& direction

Move the null at
desired location

Add null-steering
capability

Transmit back the
signal

Formulate modified
FDA AF

Calculate multi-
deceptive ranges

Transmit back the
signal

Calculate multi-
deceptive time-delays

PRI of foe-radar is
known

Direction & range of
foe-radar is known

Figure 6: Proposed model.
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Figure 7: Actual target hides at distance 50 km and direction 50°.
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Figure 8: Null’s placement at opponent radar’s range with different numbers of antenna elements.
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Figure 9: Null’s placement at opponent radar’s direction with different numbers of antenna elements.
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Figure 11: Actual target hides at distance 40 km and direction 10°.
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Figure 12: Null’s placement at opponent radar’s range with different numbers of antenna elements.
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evaluating equation (45) which will offer maximum power at
different ranges.

Figure 8 reflects 2-D results of the null position at the
range of the actual aircraft to camouflage it, while Figure 9
also verifies our results of null position at the desired direc-
tion of the real target to cover it. The proposed method also
generates four fake targets along the same direction of the
actual target and at different ranges of 30 km, 40 km, 60 km,
and 70 km. This has been proved in Figure 10 where the

desired target is hidden along with fake targets at their
respective ranges.

7. Case-II

For this case, we have assumed that the real-target aircraft is
located at range 40 km and direction 10 degree. Carrier fre-
quency and incremental frequency, f0 and Δf , are considered
100GHz and 0.3 kHz, respectively. Figure 11 represents a 3-
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Figure 13: Null’s placement at opponent radar’s direction with different numbers of antenna elements.
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D simulation where the desired null has been placed at the
real target aircraft location to hide it from the opponent
radar. Two-dimensional results of the null position at the
desired range (40 km) of the actual-aircraft are shown in
Figure 12. In another graph, we have proved that the null

has been placed at the desired direction of the actual target
aircraft reflected in Figure 13. Further, our technique also
generates four false targets along the direction 10 degrees
but at ranges of 30 km, 50 km, 60 km, and 70 km as shown
in Figure 14.
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Figure 15: Actual target hides at distance 70 km and direction 40°.
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Figure 16: Null’s placement at opponent radar’s range with different numbers of antenna elements.
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8. Case-III

In 3rd case, we have assumed that the real target is positioned
at range of 70 km from the opponent radar along the direc-
tion 40 degrees. Our proposed technique can verify the
results in Figure 15 by showing that the desired null has been
place effectively at the actual target location. Its two-
dimensional counterpart graphs are shown in Figures 16
and 17 to validate its correctness in the desired range and

direction, respectively. Figure 18 shows multiple fake targets
in the direction of the real target but at distances 40 km,
50 km, 60 km, and 80 km away from the opponent radar.

9. Case-IV

In the last case, we have taken the actual target aircraft at dis-
tance 60 km away from the foe radar and at direction 20
degrees. The proposed model draws a null at its location to

N = 10
N = 20
N = 30

N = 40
N = 50

–100 –80 –60 –40 –20 0 20 40 60 80 100
Direction (degree)

–60

–50

–40

–30

–20

–10

0

N
or

m
al

iz
ed

 p
ow

er
 (d

B)

Direction = 400

Figure 17: Null’s placement at opponent radar’s direction with different numbers of antenna elements.
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Figure 18: Actual target hides at 70 km, and false targets appear at {40, 50, 60, 80} km.
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hide the aircraft from the vision of the opponent radar, and it
is evident from its 3-D simulation in Figure 19. Further
exploration of the method has been disclosed in Figures 20
and 21, whereby 2-dimensional graphs have been drawn to
show the placement of the null at the desired range and direc-

tion, respectively. Vertical axis shows power in dB for differ-
ent numbers of radiating antenna elements in the array.
Lastly, to generate multiple fake targets at range 40 km,
50 km, 70 km, and 80 km along the same direction of the tar-
get aircraft, the proposed method calculates appropriate time
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Figure 19: Actual target hides at distance 60 km and direction 20°.
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delays. The deceptive jammer sends echoes back with these
time delays to confuse the enemy radar by showing him mul-
tiple false targets at desired ranges as shown in Figure 22.

10. Conclusion and Future Directions

A novel approach in the field of deception jamming has been
developed in this research which hides actual target and dis-
plays multiple fake targets at different arbitrary ranges along

the same direction to the enemy radar. This method has been
developed to neutralize the effectiveness and dangers of the
enemy radar which ultimately guarantees the safe penetra-
tion of the actual aircraft into the enemy territory. Moreover,
a number of time modulations are performed for intercepted
signal to display multiple deceptive jammer false targets at
different ranges but along the same direction. It is assumed
that the enemy radar has the capability of range angle-
dependent radiation pattern characteristics. FDA radar’s
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Figure 21: Null’s placement at opponent radar’s direction with different numbers of antenna elements.
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Figure 22: Actual target hides at 60 km, and false targets appear at {40, 50, 70, 80} km.
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radiation pattern is also time-dependent for larger pulse
width. This effect has been covered by considering narrow
radar pulse width. Hence, in this way, time dependency will
not affect the radiation pattern of the FDA radar.

One of the other emerging area of research is how to
counter deception jamming (anti-jamming) using FDA-
MIMO radars in the field of ECCM techniques, because
in the FDA-MIMO radar, we synthesize features of both
radars (FDA and MIMO), and we achieve frequency
diversity due to the FDA radar as well as waveform diver-
sity due to the MIMO radar. We will try to investigate
their relation with the presented method as well. We will
also explore that how we can use FDA-MIMO radars to
hide the actual aircraft target from the ground-based
FDA opponent radar without the help of wave-scattering
reflectors or advance escort-free-drone jammer. This
research can give notion towards production of airborne
deceptive jammers in the future.

Finally, the effectiveness and correctness of the proposed
research have been verified by doing theoretical analysis and
simulations by considering different cases with a number of
distinct ranges of the actual target and fake deceptive targets.
To put the research in the simplest form, the FDA radar is
considered with the uniform linear array configuration.
Moreover, the passage of time hardware computational and
accuracy capabilities increases tremendously. Hence, limita-
tions in implementing the algorithms due to hardware will
be overcome; one can implement the proposed work through
hardware with the collaboration of any national/interna-
tional research organization.
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In the current age of advanced technologies, there is an escalating demand for reliable wireless systems, catering to the high data
rates of mobile multimedia applications. This article presents a novel approach to the concept of Self-Concatenated
Convolutional Coding (SECCC) with Sphere Packing (SP) modulation via Differential Space-Time Spreading- (DSTS-) based
smart antennas. The two transmitters provide transmit diversity which is capable of recuperating the signal from the effects of
fading, even with a single receiving antenna. The proposed DSTS-SP SECCC scheme is probed for the Rayleigh fading channel.
The SECCC structure is developed using the Recursive Systematic Convolutional (RSC) code with the aid of an interleaver.
Interleaving generates randomness in exchange for extrinsic information between the constituent decoders. Iterative decoding is
invoked at the receiving side to enhance the output performance by attaining fruitful convergence. The convergence behaviour
of the proposed system is investigated using EXtrinsic Information Transfer (EXIT) curves. The performance of the proposed
system is ascertained with the H.264 standard video codec. The perceived video quality of DSTS-SP SECCC is found to be
significantly better than that of the DSTS-SP RSC. To be more precise, the proposed DSTS-SP SECCC system exhibits an Eb/N0
gain of 8 dB at the PSNR degradation point of 1 dB, relative to the equivalent rate DSTS-SP RSC. Similarly, an Eb/N0 gain of
10 dB exists for the DSTS-SP SECCC system at 1 dB degradation point when compared with the SECCC scheme dispensing
with the DSTS-SP approach.

1. Introduction

The recent developments in wireless technologies have
resulted in the expansion of higher data rates of cellular sys-
tems with diverse applications, severely limiting the available
bandwidth [1]. The existing wireless communication systems
provide a backbone for the hugely utilized internet in the pres-
ent era. It is estimated that the evolution of next-generation

applications and the advancements in the Internet of Things
(IoTs) will remarkably add to the increasing data capacity
needs by 30-40% per year [2]. The fifth-generation (5G) wire-
less technology has very specific aims of further increasing the
data rate and catering for the ascents in wireless services, by
efficient utilization of the available bandwidth [3].

Ever since the pioneering work of Shannon in 1948 [4],
researchers started investing efforts to design fast, efficient,
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and high-quality transceivers attaining high bit-rate commu-
nication with the least Bit-Error Rate (BER). Standing on the
shoulders of giants, researchers and scientists paved the way
for wireless and digital communication. In a typical wireless
communication model, transmission of voice, image, video,
or any other type of multimedia content is assisted by the
source and channel coding techniques. In order to success-
fully transmit information, a reliable and an efficient com-
munication system is needed. The information from any
source is forwarded to the transmitter for its operation and
conversion into the transmission signal. The signal is then
disseminated with the aid of a transmitting antenna, such
that it propagates through the channel. It should be noted
that the effects of the channel are mostly not beneficial for
the signal. The channel offers several impingements, such
as addition of noise, interference, and fading, leading to error
formation and reduction in the system’s performance. These
effects are mitigated at the receiver side, resulting in reliable
data transfer to the destination for end users.

In the recent proliferation of multimedia services, source
coding has become an important topic for researchers to
delve into. The main purpose of source coding is to compress
the original data meant to be transmitted via wireless tech-
nology. Multimedia data are extensively compressed with
the help of source coding techniques. Hence, several video
coding techniques were put forward by scientists, for encod-
ing different types of multimedia content. Most of the video
coding techniques deploy the hybrid coding mechanism
[5]. Hybrid coding makes use of the transform coding with
motion-compensated prediction. In this treatise, we will be
considering the Advanced Video Coding (AVC) standard,
also referred to as H.264 video codec, as our source coding
technique. H.264 is considered to be the best standard for
achieving the requirements of fast next-generation efficient
and ubiquitous communication [6]. The reliable transmis-
sion of multimedia contents becomes a very demanding task
when dealing with high-compression and efficient multime-
dia standards. Due to the employment of hybrid and com-
pression efficient techniques, error propagation occurs in
the standard video stream [7]. Therefore, there must be a
way forward to tackle such errors. One popular channel cod-
ing technique, known as Forward Error Correction (FEC), is
very much beneficial to protect the compressed stream from
errors. Hence, it is plausible that for reliable transmission of
multimedia contents over nonideal channels, it is necessary
to perform source coding and channel coding [7–9]. With
this, the terminology of Joint Source-Channel Decoding
(JSCD) is coined, as explained for H.264 in [10]. The reason
for the large use of the H.264 standard lies in the fact that
some of its intriguing features are so favourable that they
are retained in the modern standards as well [11].

It is very much clear from the discussion above that chan-
nel coding is an integral part of the wireless communication
paradigm. The inimical effects of the addition of noise, signal
distortion, interferences, and fading render wireless commu-
nication more prone to unreliability than wireline communi-
cation [12]. To overcome the errors and hence to decrease the
BER, the idea of redundancy was introduced [4]. The opera-
tion of redundancy incorporates additional (parity) bits

before the data is transmitted, making it possible to detect
and tackle any arising error and mismatch at the receiver.
This recovery process greatly improves the performance of
a wireless system by reducing the BER [13]. The overall pro-
cess of incorporating redundancy is termed as Shannon Cod-
ing, which is elucidated in [4]. Different channel coding
techniques have been presented and implemented in the
recent years. Some of them include optimal code design for
enhanced performance and security [14] and optical orthog-
onal coding for cable communication [15] and for the wire-
less scenario including Hamming codes [16–18], Polar
codes [19], and Bose-Chaudhuri-Hocquenghem (BCH) and
convolutional codes [20]. There is a capacity associated with
each type of channel. The maximum throughput at which
any channel can reliably and correctly transmit information
to the receiver is called channel capacity. The popular Shan-
non capacity is attributed to the great work presented by the
father of information theory, Claude Shannon, in [4]. Many
researchers persistently continued to hone their findings,
resulting in the feasible designs of systems approaching
Shannon’s capacity limit [21–23].

Forney presented the concept of concatenated coding
[24], though not given much attention by researchers in the
early days. Soon after the proposition of turbo codes, based
on the concatenated convolutional philosophy [25], scientists
avidly started to peruse the concepts of concatenated coding.
In [26], the three main categories of concatenated coding are
discussed. These include the Parallel Concatenated Convolu-
tional (PCC), Serial Concatenated Convolutional (SCC), and
Self-Concatenated Convolutional (SeCC) codes. The constit-
uent encoders in a PCC coding are linked in a parallel fash-
ion, mutually sharing information via an interleaver (П). In
SCC coding, the N number of component encoders is serially
interconnected with the help of N − 1 interleavers. Finally,
the only encoder of SeCC coding requires the functionality
of an interleaver to convert the input data to an interleaved
version and simultaneously feeding to the encoder. For the
convolutional codes, it is worthy to mention that they are
vastly adopted in modern wireless standards and satellite
communications. These intuitive codes are covered in detail
in [27], and several decoding approaches for such codes are
mathematically discussed in [28, 29].

Moving to the advanced topic of Differential Space-Time
Spreading (DSTS), we briefly discuss how they evolved.
Space-Time Block Codes (STBCs) constitute an important
family of Multiple-Input Multiple-Output (MIMO) systems.
STBC offers a simpler approach to encoding and spreading
with reasonably good performance [30, 31]. Inspired by the
concept of STBC, authors in [32] proposed Space-Time
Spreading (STS). The technique of coherent detection was
common in all of the STBCs and STS systems. For coherent
detection to be possible, there is a stringent requirement of
accurate and complete channel knowledge at the receiving
side. This Channel State Information (CSI) renders the sys-
tem more complex and expensive. In quest of efficient sys-
tems, yet mitigating the complex requirements of CSI,
Tarokh et al. proposed Differential Space-Time Block Coding
(DSTBC) using two transmitters, later demonstrated for a
larger number of transmitters as well [33, 34]. The aim of
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low-complexity system design was achieved, although the
only snag was a little performance loss. The DSTS technique
can be integrated with several modulation schemes like
Phase-Shift Keying (PSK), Quadrature Amplitude Modula-
tion (QAM), and Sphere Packing (SP), requiring no channel
estimation [35]. SP modulation is widely becoming popular
in the construction of error correction codes. Su et al. intro-
duced the merger of transmit diversity techniques with SP
modulation, evincing that the SP-aided STBC surpassed in
performance the conventional STBC counterpart [35]. Mini-
mum Euclidean distance was deemed to be an appropriate
metric for evaluating the attainable gain of orthogonal trans-
mit diversity schemes [35]. SP modulation assures the best
possible minimum Euclidean distance between the modu-
lated symbols and enhances the error resilience property of
the system. Regarding Euclidean distance, it is simply the
length of a straight line between any two points in the Euclid-
ean space. The DSTS-SP approach was adopted by several
authors to attain prolific performance in turbo detection
[35], cooperative communication [36], adaptive multirate
wideband speech coding [37], and iteratively decoded irregu-
lar variable length coding [38]. Until now, the literature has
been silent on the incorporation of DSTS-SP in SeCC codes.
As SeCC coding offers significant performance with little
complexity, hence, further exploration needs to be carried
out in this regard.

Keeping in view the above background, we aim to
introduce a novel methodology of SElf-Concatenated Con-
volutional Coding (SECCC), with iteratively detected SP
modulation-assisted DSTS-based smart antennas. This
article is somehow an extension of the work presented in
[8]. We build upon the system proposed in [8] such that
the beneficial feature of DSTS-SP is incorporated for an
enhanced performance. The iteratively decoded DSTS-SP
SECCC proposition will be analyzed via the EXtrinsic
Information Transfer (EXIT) chart curves. The rationale
of the research work presented in this article is summa-
rized as follows:

(i) Introduction to the novel concept of DSTS-SP
SECCC and its performance comparison with other
schemes

(ii) Utilization of the double antennas for the sake of
attaining a rich transmit diversity gain, supporting
profitable performance using a simple receiving
antenna requiring no CSI

(iii) Provision to the understanding of video performance
of the proposed system using the H.264/AVC
standard

The rest of the paper is organized as follows. The pro-
posed DSTS-SP SECCC system is made plain in Section 2.
Further description of the proposed system and parameter
settings follow in Section 3. Section 4 presents the EXIT chart
analysis and highlights some of the linked terminologies used
in this expedition. Section 5 articulately covers the simulation
results. Finally, Section 6 succinctly concludes the paper with
future research description.

2. DSTS-SP SECCC System Overview

The block diagram of the proposed system is depicted in
Figure 1. It can be seen that the information bits are initially
passed through the block of source coding, employing
H.264/AVC. The technique of slice structuring is adopted,
resulting in the partitioning of each video frame into inde-
pendently coded multiple slices. Furthermore, we have also
subsumed the approach of Data Partitioning (DP). DP helps
in generating different streams of the source coded video per
slice, on the basis of important coding elements and param-
eters. We arrange each type of stream with several occur-
rences in each frame and concatenate the three resultant
partitions, represented as A, B, and C into a single stream
xi. The overall source coding operation compresses the data
and might put a contrary effect on the reliability of the orig-
inal data. For this, channel coding block serves the purpose.
The SECCC channel encoder is used in our designed system.
Modulation is done with the aid of SP to shift the spectrum of
channel coded signal to a form suitable for wireless transmis-
sion over the Rayleigh channel. Transmission of a signal over
wireless or radio channel is often associated with reflection,
diffraction, and scattering experiences. One of the effects pro-
duced as a result of these experiences is the multipath phe-
nomenon [39]. Due to the multipath effect, the transmitted
signal splits into multiple versions based on the power and
fading distributions. Therefore, it becomes crucial to pre-
cisely predict the channel model for wireless systems [39].
The Rayleigh fading channel is deemed to be a useful propa-
gation channel in the scenario of a multipath environment
for wireless systems [40]. The Rayleigh probability density
function is given by

p rð Þ = r
σ2

e−r
2/2σ2 , r ≥ 0: ð1Þ

Here, σ2 = E½r2� is the variance of the circularly symmet-
ric complex random variable r, having real and imaginary
parts. The term E½∗� denotes statistical averaging. The SP
modulated signal is passed through the DSTS block for incor-
porating the beneficial feature of transmit diversity gain and
transmitted via two transmit antennas (Txs). At the receiving
side, we consider the use of one receive antenna (Rx1) for the
sake of simplicity and without any loss of generality. The
received signal is passed through the DSTS decoder, and
then, it is demodulated back to its original form. It is notable
that the DSTS decoder is a suboptimum one, operating with a
simpler way of accepting successively received interdepen-
dent signals. The potential discrepancy in the receiving data
is detected and overcome by the SECCC decoder. The sche-
matics of the SECCC decoder are explained below. The resul-
tant LðyiÞ signal is processed by the SECCC decoder to yield
the overall reconstructed signal, which is deconcatenated and
then MUltipleXed (MUX). Eventually, the source decoder
outputs the bits to end users.

The architectural design of the DSTS encoder is illus-
trated in Figure 2. Its major subcomponent blocks are the dif-
ferential encoder and STS encoder. The modulated signal is
differentially encoded till the refined output q is ready to be
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provided to the STS encoder. There is a delay component
between the differential and STS encoders. This delay is usu-
ally provided by the interleaver. The reason for introducing
this delay component is to make the output q from the differ-
ential encoder highly uncorrelated and differential. The
simultaneous feedback to the differential encoder is invoked
till the set value of delay, attaining enhanced q. The STS
encoder spreads the data via the technique of Walsh codes.
Walsh coding renders the overall process of encoding and
resultant code longer, providing lower throughput per
antenna. The differentially spread data is divided into two
substreams, each transmitted via a separate antenna. These
antennas with certain transmit power values assist the final
signal to propel over the channel.

Moving to the details about SECCC, the various stages
involved are highlighted in Figure 3. SECCC is somehow
similar to PCC coding in the sense that constituent encoders
of PCC are replaced with a single code, involving an even-
odd number of interleavers, as specified in [41]. The intrigu-
ing feature of SECCC is the simplicity of its structure. SECCC
systems essentially contain a single encoder and decoder as
shown in Figure 3. The SECCC encoder maneuvers by
accepting the source coded bits and simultaneously converts
them to interleaved bits. The interleaver makes the bits
profusely uncorrelated. The Parallel-to-Serial (P/S) converter
receives both the direct source coded stream xi and its
interleaved version xi′. The serial output is fed to rate R1
RSC encoder via the Generator Polynomial (GP) of
ðG0,G1,G2 = 13,15,17Þ8, represented in octal format, where
the first term G0 represents the feedback polynomial [42].
Generally, the number of bits get increased due to the RSC

encoding. After the RSC encoding stage, there is an interlea-
ver to randomize the encoded bits. The next stage is of punc-
turing at rate R2. In order to maximize the bandwidth
efficiency, puncturer obliterates some bits from transmission.
For instance, a rate a/b puncturer will stop b − a bits from
transmission. Resultantly, the number of bits gets reduced
after the puncturer. It is obvious that by a mere alteration
in the values of R1 and R2, various rates of SECCC could be
invoked. For the present case, we will be using the values of
R1 and R2 to be 1/2 each. Finally, the overall rate R of the
SECCC encoder is as given in [43] and computes to 1/2 for
the specified values of R1 and R2:

R = R1
2 ∗ R2

: ð2Þ

The SECCC decoder consists of a single SISO Maximum
A Posteriori (MAP) decoder. The MAP decoder is hypothet-
ically divided into two component decoders, for better
understanding of the exchange of extrinsic information.
The output from the SP demapper is fed to the depuncturer,
inserting zeros (if required) in the places of bits which were
punctured. The two component decoders mutually share soft
extrinsic information until the specified number of iterations.
With the help of interleavers and deinteleavers, the output
knowledge of the one component decoder is presented as a
priori input to the other component decoder. The two hypo-
thetical component decoders iterate until there is no further
improvement attainable after feedback. Upon reaching this
point, the maximum iterative performance gain is achieved,
and it is known as the point of convergence. In view of the
two component decoders, the single SECCC decoder can be
viewed as a PCC decoder. This way, the iterations are also
self-iterations of the MAP decoder. Lastly, the output bits
from the SECCC decoder are Serial-to-Parallel (S/P) con-
verted and forwarded to the source decoder accordingly.

3. Proposed System Description

The proposed design is simulated using the IT++ signal
processing and communication library. The results were
generated using the parametric setting as stated in Table 1.
The constituent inner and outer rates of the error protection
schemes are stated in Table 2. It should be noted that in
the precursor paper [8], we utilized the RSC-coded
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benchmarker. But for the work presented here, we will be
employing the DSTS-SP RSC and SECCC scheme dispensing
with the DSTS-SP for comparison. The SECCC scheme of [8]
employs QPSK modulation whereas the other schemes of
Table 2 use the DSTS-SP transmission mechanism. The
Quarter Common Intermediate Format (QCIF) Akiyo
sequence in (176 × 144) pixels or 99Macroblocks (MBs) each
of size (16 × 16)-pixel resolution using the H.264 encoder at

64 kbps and 15 frames-per-second (fps) is deployed. The 99
MBs per frame improve the efficiency of the iterative decod-
ing and reinforce the use of longer interleavers, without caus-
ing any unnecessary delay in the system. To counterbalance
the effect of error propagation, the approach of intraframe
coded MB updates and predicted “P” frames is employed.
Hence, there are 3 intraframe MBs per QCIF frame and 44
“P” frames after each intra “I” frame, with a time lag of 3 sec-
onds between two successive “I” frames. Furthermore, the
complexity of the source encoder is kept realistic by avoiding
the bidirectionally predicted frames and turning off the
robust Flexible MB Ordering (FMO). FMO offers a small
advantage in low-motion sequences, although the computa-
tional complexity increases by many folds [44].

With the intention of boosting confidence in our results,
the 45-frame video sequence test is repeated 250 times with
26 system iterations, and the average value is used in the
results. The technique ofWalsh coding is utilized as a spread-
ing code. Walsh codes are specifically employed to enhance
BER performance with relatively lower computational

Iterations

Π

Π

ΠΠ

xi
yi

xi′

P/S RSC encoder R1

SECCC encoder

Puncturer R2

L (yi)
SECCC Decoder

Component decoder 1

Π−1Π−1

Component decoder 2

xî

Figure 3: Block diagram of SECCC using iterative decoding.

Table 1: DSTS-SP SECCC system parameters.

Parameters Value Parameters Value

Source code H.264/AVC Channel Rayleigh fading

Source bit-rate 64 kbps Tx antennas 2

Video sequence QCIF Akiyo Rx antennas 1

Frame rate 15 fps RSC generator G0,G1,G2 = 13,15,17ð Þ8
Slices per frame 9 Interleaving bits 10000

Number of MBs per slice 11 Normalised Doppler frequency 0.01

Intraframe MB update 3 Modulation scheme SP

MIMO scheme DSTS Spreading code Walsh code

Table 2: Inner and outer rates of the error protection schemes.

Error protection
scheme

Rate
Outer code Inner code Overall

DSTS-SP SECCC
R1 = 1/2
RSC

R2 = 1/2
puncturer

R = 1
2

DSTS-SP RSC RSC = 1
4 Puncturer = 1

2 R = 1
2

SECCC scheme of [8]
R1 = 1/2
RSC

R2 = 1/2
puncturer

R = 1
2
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complexity [45]. The Signal-to-Noise Ratio (SNR) of the
system improves greatly as the length of the Walsh code
is increased, but the flip side is a reduction in data rates
[46]. For higher rates, the transmitter is allocated with a
large number of codes [45]. Walsh functions form the basis
of such codes. Each bit is spread by a separate Walsh func-
tion, and all of the functions are fully uncorrelated. Hence,
all of the Walsh functions and codes are orthogonal and are
generated using the Hadamard matrix, a square matrix
containing one row of all zeros and remaining with an
equal number of zeros and ones [47]. Such codes are flexi-
ble enough to be concatenated with other codes, like for
synchronized multiuser systems because of its orthogonal
features [46, 48].

4. Linked Terminologies and EXIT
Chart Analysis

The iterative decoding schemes are mainly deployed to
achieve an enhanced BER performance. EXIT charts are
useful to predict the convergence pattern of an iteratively
decoded system [49, 50]. Proposed by ten Brink, EXIT
charts are based on the exchange of mutual information
between the constituent Soft-Input Soft-Output (SISO)
decoders [42]. EXIT analysis is convenient in the sense
that it expeditiously predicts the SNR value where an
infinitesimal BER occurs, without performing the tiresome
bit-by-bit decoding [50, 51]. The EXIT chart relies on two
major assumptions for accuracy; firstly, the a priori
logarithmic-likelihood ratio (LLR) information should be
uncorrelated, and secondly, its probability density function
(PDF) must be Gaussian distributed. These two require-
ments are generally fulfilled by employing higher interlea-
ver lengths [52]. The following basic relations govern the
EXIT curves for a generalized wireless system, as discussed
in [50, 53]:

0 ≤ IA ≤ 1, ð3Þ

0 ≤ IE ≤ 1, ð4Þ

IE = T IA,
Eb

No

� �
, ð5Þ

T 0ð Þ ≤ IE ≤ T 1ð Þ: ð6Þ
In Equations (3) and (4), IA refers to the a priori

information, whereas IE denotes extrinsic information. IA
is the intrinsic information about the bit, known even
before the decoding process begins. IE is generated when
we subtract IA from the first output of the constituent
decoder. Interleaving renders IE to serve as IA for the
other decoders. The a posteriori information is the output
of any decoder accepting the channel’s input and IA [53].
The symbol T in Equation (5) represents the transfer
function, converting IA to IE at the specified Eb/N0 value.
The inverse of this transfer function exists on the range
specified in Equation (6). It is notable that different values
of Eb/N0 result in distinct EXIT curves. The greater value

(maximum upto 1) of IA signifies that the greater number
of bits becomes known, due to which the value of IE also
increases. As a general rule, the closer the value of IA/IE to
1, the better the decoding [53].

Interleavers are particularly useful for introducing time
diversity and delay in any communication system. It ren-
ders the data highly uncorrelated such that it can be con-
structively exploited in the EXIT visualization [53]. It was
demonstrated in [54] that a system with a higher number
of interleaving bits will significantly reduce the number of
iterations required to reach the point of convergence. This
is because of the fact that the higher value of interleaving
bits renders the distribution more close to Gaussian,
resulting in a performance close to Shannon’s limit. The
logarithmic-likelihood ratios (LLRs) or L values symbolize
the logarithm of the ratio of probability of any bit. The
concept of L values is adopted in many systems involving
iterative decoding and was initially studied by Robertson
[54], as presented in

L dkð Þ≔ ln P uk = +1ð Þ
P uk = −1ð Þ

� �
, ð7Þ

where LðdkÞ represents the L value of bit dk and PðukÞ
is the probability of bit uk for its two legitimate values of
+1 and -1.

For a specific Eb/N0 value, an infinitesimally lower BER is
achieved only if the EXIT curves meet the (1,1) point of per-
fect convergence [53]. If the curves converge at the point of
perfect convergence, there must be an open tunnel in
between the (0,0) and (1,1) points, commonly known as the
convergence tunnel. The EXIT curves for the advocated sys-
tem of DSTS-SP SECCC at several Eb/N0 values are depicted
in Figure 4. The two EXIT curves corresponding to the two
hypothetical decoders are essentially a mirror of each other
along the 45-degree diagonal line. This corroborates our
claim that the SECCC decoder consists of a single SISO
MAP decoder. Monte-Carlo simulation-based stair-shaped
trajectories at various Eb/N0 values are also shown in
Figure 4, iterating between the EXIT curves. We can visualize
the convergence tunnels and hence the convergence patterns
for different values of Eb/N0. The EXIT curves of the DSTS-
SP SECCC do not succeed to reach the point of perfect con-
vergence at the Eb/N0 value of -2 dB, as the curves intersect
prior to the (1,1) point, providing no open tunnel. However,
the curves provide the required tunnel for convergence at
Eb/N0 of -1 dB or greater values as seen in Figure 4. The cor-
responding trajectories confirm this claim by iterating
between the component EXIT curves to attain the highest
value of extrinsic information. Furthermore, it is worth men-
tioning that the DSTS-SP SECCC offers a fruitful approach
by converging at considerably lower Eb/N0 than the solely
SECCC scheme of [8].

5. Simulation Results

Figure 5 depicts the BER performance of the proposed sys-
tem in comparison with the identical rate DSTS-SP RSC
and SECCC scheme as in Table 2. As expected, the
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incorporation of DSTS-SP results in significantly lower BER,
achieving higher bandwidth efficiency. For the proposed
DSTS-SP SECCC system, the 10−4 value of BER is achieved
at a lower Eb/N0 value in comparison with the other similar
rate schemes. More precisely, there is an Eb/N0 gain of 8 dB

at the BER degradation point of 10−4 when considering the
DSTS-SP SECCC system relative to the DSTS-SP RSC. More-
over, the proposed DSTS-SP SECCC outperforms the
SECCC scheme dispensing with the DSTS-SP by 11 dB at
the BER degradation point of 10−4. Thus, the BER perfor-
mance metric advocates the proposed system.

Figure 6 provides the Peak Signal-to-Noise Ratio
(PSNR) performance of the error protection schemes given
in Table 2. PSNR, an objective video quality metric, pro-
vides an insight into the strength of the signal by comput-
ing the ratio between the original signal strength and noise
of the related channel. An accurate estimate of the percep-
tual video or image quality is provided with the PSNR
when the content, codec, and transmission system remain
fixed [55]. It becomes obvious from Figure 6 that the
PSNR performance of the proposed DSTS-SP SECCC sys-
tem is better across the entire region of Eb/N0. Explicitly,
an Eb/N0 gain of 8 dB and 10dB is recorded at the PSNR
degradation point of 1 dB, considering the proposed sys-
tem over the identical rate DSTS-SP RSC and SECCC
scheme, respectively.

Finally, the subjective video quality performance indica-
tor of the proposed system is compared with the DSTS-SP
RSC and can be visualized via Figure 7. The frames of
Figure 7 were averaged 30 times prior to its presented form
after the transmission of both luminance and chrominance
parts of Akiyo sequence. It is plainly visible that the incorpo-
ration of DSTS-SP to SECCC has a substantial impact on the
perceived video quality with reference to the DSTS-SP RSC.
At 4 dB, there is a major difference in the performance of
both schemes as the perceived quality of the advocated sys-
tem is far better than that of the DSTS-SP RSC (annoying
perceptual video distortions).
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6. Conclusion

This article presents the SECCC iterative channel decoding
system for the H.264 video standard over the Rayleigh chan-
nel using DSTS-SP-based smart antennas. The presented
setup is designed with a motive to operate the system close
to channel capacity for wireless video communication. The
DSTS-SP approach profusely improves the performance of
SECCC in terms of BER and PSNR. The presented system
productively exploits the diversity gain resulting from the
two transmit antennas, without imploring any computa-
tional complexity at the single receiving antenna. Likewise,
EXIT curves confirm the usefulness of the advocated system,
as it shows fruitful convergence behaviour for deployment in
efficient and flexible transceivers. Furthermore, the subjective
video quality of the proposed system is found to be
significantly better than that of the DSTS-SP RSC. To be
more precise, the developed system exhibits an Eb/N0 gain
of 8 dB over the identical rate DSTS-SP RSC at the PSNR deg-
radation point of 1 dB. Similarly, there exists an Eb/N0 gain of
10 dB for the proposed system at 1 dB degradation point
when compared with the SECCC scheme avoiding DSTS-
SP. We aim to extend the approach of DSTS to be generally
invoked with other modulation techniques and supported
for transmission over dispersive channels. Finally, another
promising topic of research would be to propose efficient
interleaver designs helpful in overcoming or mitigating the
detrimental effects of correlation due to channel and differ-
ential encoding.
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In this research work, we have presented an iterative joint source channel decoding- (IJSCD-) based wireless video communication
system. The anticipated transmission system is using the sphere packing (SP) modulation assisted differential space-time spreading
(DSTS) multiple input-multiple output (MIMO) scheme. SP modulation-aided DSTS transmission mechanism results in achieving
high diversity gain by keeping the maximum possible Euclidean distance between the modulated symbols. Furthermore, the
proposed DSTS scheme results in a low-complexity MIMO scheme, due to nonemployment of any channel estimation
mechanism. Various combinations of source bit coding- (SBC-) aided IJSCD error protection scheme has been used, while
considering their identical overall bit rate budget. Artificial redundancy is incorporated in the source-coded stream for the
proposed SBC scheme. The motive of adding artificial redundancy is to increase the iterative decoding performance. The
performance of diverse SBC schemes is investigated for identical overall code rate. SBC schemes are employed with different
combinations of inner recursive systematic convolutional (RSC) codes and outer SBC codes. Furthermore, the convergence
behaviour of the employed error protection schemes is investigated using extrinsic information transfer (EXIT) charts. The
results of experiments show that our proposed Rate − 2/3 SBC-assisted error protection scheme with high redundancy
incorporation and convergence capability gives better performance. The proposed Rate − 2/3 SBC gives about 1.5 dB Eb/N0 gain
at the PSNR degradation point of 1 dB as compared to Rate − 6/7 SBC-assisted error protection scheme, while sustaining the
overall bit rate budget. Furthermore, it is also concluded that the proposed Rate − 2/3 SBC-assisted scheme results in Eb/N0 gain
of 24 dB at the PSNR degradation point of 1 dB with reference to Rate − 1 SBC benchmarker scheme.

1. Introduction

Generally, multimedia communication systems require high
data rate, which also results in high demand for transmission
power and available bandwidth. Therefore, to transmit
wireless multimedia information over limited available
bandwidth, high compression efficiency is required. The
H.264/AVC codec is a predominant wireless multimedia
compression standard because of high compression capabil-
ities required for heterogeneous communication networks

and applications [1]. Predictive coding technique and
variable-length coding (VLC) increase the H.264/AVC codec
compression efficiency required for transmission system, but
it also makes the transmitted bitstream more prone to the
error [2]. Even a single error in the received bitstream
reduces the decoding ability to recover the correct codeword.
The predictive coding technique also results in propagating
the channel error to its next neighbour video frame. In a
wireless system, because of limited bandwidth and varying
behaviour of the channel, it makes the video transmission
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a difficult task. Layered video coding using unequal equal
protection (UEP) technique is used in the H.264 codec for
robust video transmission [3]. H.264/AVC with the cross-
layered architecture gives better error resilience capability,
when used with medium access control (MAC) as discussed
in [4]. A transmission system with reversible variable-length
codes (RVLC) using irregular convolutional codes (IRCC)
that helps in compressing and protecting video codec and
uses maximum a posteriori (MAP) algorithm for decoding
is discussed in [5]. In [6], the authors discussed convolu-
tional codes with different modulation schemes. Maximum
slope (MS) convolutional code is used along with hard and
soft decision Viterbi algorithm for decoding. The codeword
was mapped to quadrature amplitude modulation (QAM)
symbols and quadrature phase shift keying (QPSK) modula-
tion using the additive white Gaussian noise (AWGN) chan-
nel. The simulation results of the paper conclude that
binary convolutional codes give better results when they
were used as inner code in the broadcast channel. Similarly,
in [7], the authors have discussed the decrease in energy
cost for the communication systems over the wireless chan-
nel through an orthogonal coding scheme. Transmission is
carried out over the AWGN channel using the differential
phase shift keying (DPSK) modulation techniques. The
results show a substantial improvement in BER by the use
of orthogonal coding and efficient use of transmission sig-
nal energy. Furthermore, in [8], the authors have discussed
the improvement in concatenated codes. The transmission
system employs in its inner code the convolutional code
while the outer code comprises of the Hamming code.
Block interleaver is used to disperse burst error. The
simulation results show better results in BER, when the
Hamming code is used as an outer code. The use of
space-time coding (STC) to enhance the robustness of data
transmission over the wireless channels is investigated in
[9]. STC has different coding matrix for multiple input-
multiple output (MIMO) transmission, but STBC4
algorithm due to maximum clock transmission steps gives
a better peak signal-to-noise ratio (PSNR) and bit error rate
(BER). In [10], the authors have presented an H.264/AVC-
coded video transmission system using iterative source and
channel decoding (ISCD). A novel source bit coding (SBC)
and recursive systematic convolutional (RSC) code-assisted
IJSCD approach is proposed. The data-partitioned-coded
bitstream of H.264/AVC is transmitted with the help of
SP-assisted DSTS [10]. The employed SBC scheme
improves the performance of our proposed transmission
system in the presence of ISCD.

The research paper is organized as fallows. In section 2,
we have presented the related works, and section 3 gives
details about the H.264/AVC data partitioning. In section
4, we have provided information related to the transmis-
sion mechanism of the proposed experimental setup.
Section 5 provides the system overview. Furthermore, iter-
ative source and channel decoding are explained in section
6. Details about the EXIT charts are analysed in Section 7,
and system performance and results of the paper are
presented in Section 8. The conclusion of the paper is pre-
sented in section 9.

2. Related Works

Abdullah et al. in [11] debate that H.264/AVC wireless video
transmission has problems such as need of higher data net-
works and error proneness. The study gets its motivation
from the use of ultrawide bands for usage of audio-visual
signals. The simulations of various scenarios explain the
importance of hierarchical and adaptive modulation schemes
in various combinations for better video reconstruction. The
results from the simulations show a 15dB increase in PSNR
and an increase of 20 dB when added with the various wire-
less channel adaptive modulation techniques. Nasruminallah
et al. in [12] compare three different bandwidth efficient and
flexible transceivers for video transmission system using
iterative decoding and the simulated Rayleigh channel. The
considered three schemes include self-concatenated convolu-
tional, convergent serial concatenated coding, and noncon-
vergent serial concatenated schemes. Extrinsic information
transfer (EXIT) charts show that the SECCC scheme exceeds
in performance as compared to the CSCOC and NCSCOC
schemes. The BER and PSNR curves also demonstrate that
the SECCC scheme performs better for video transmission
using iterative decoding. Kadhim et al. in [13] discuss real-
time high-quality video transmission with reliability and
delay constraints. The typical error protection techniques
for example forward error correction and also the automatic
repeat request result in the degradation of the video. This
paper introduces a partial reliability-based real-time stream-
ing (PERES) technique which is a solution to the application
layer that executes partial reliable transfer. The proposed
technique consists of acknowledgement and negative
acknowledgment system for video transmission and schedul-
ing algorithms with network adaptive algorithms and
reliability adaption. Jiyan et al. in [14] propose the design
of the H.264 video transmission medium for stationary or
mobile user, using the JM tool packet employing the optimi-
zation, error protection, and adaptation techniques along the
way. The system uses both standard-definition television
(SDTV) and high-definition television (HDTV) to input
format videos. A complete simulation model with encoder,
channel, and decoder is developed. The BER and PSNR
values are analysed with varying schemes as GOP, QP, refer-
ence frames, and subpixel motion estimation, and the results
are shown as graphs. Hadi et al. in [15] present the joint
photographic expert group (JPEG2000) image transmission
using unequal error protection (UEP) in the presence of
polar codes. The proposed transmission scheme achieved
better results by using the polarization property of channel
codes without significant modification in the overall system.
They proposed a joint source channel decoding by using
the belief propagation algorithm. The proposed scheme takes
the error-resilience tool advantage of the JPEG2000 decoder,
which reduces the complexity of system. The experimental
results manifest that our designed system has better results
as compared to the conventional equal error protection for
polar codes. Mhamdi et al. in [16] propose the JPEG2000
image transmission for ISCD using concatenated codes. In
this scheme, flexibly UEP is deployed to split the data into
several layers so that important source information gets more
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protection as compared to less important information. This
technique provides better protection along with better decod-
ing performance. The good performance of the designed sys-
tem is evaluated in the term of a PSNR gain of 10 dB and
better subjective quality. The author also presented an
adaptive rate allocation scheme which gives better result as
compared to static strategy. Hosany suggests in [17] the gen-
eralized framework for UEP to evaluate the error perfor-
mance for rate-compatible puncture convolutional (RCPC)
codes and the concatenated Reed-Solomon codes. The trans-
mission system uses 8 PSK modulation schemes in the exis-
tence of the Rayleigh fading noise. The designed system
uses the MATLAB Simulink and provides better perfor-
mance with 5 dB difference but increases the overall compu-
tational complexity of the system. Chaoui et al. present in
[18] the image transmission using joint source channel
decoding scheme with arithmetic coding (AC) and resilience
technique. The AC technique is very useful in detecting any
error occurred in wireless transmission. In the proposed
scheme, the JSCD combines the error-detection information
feedback of AC decoder with error-free information feedback
of the AC decoder. In case of erroneous segment, bit reliabil-
ities are calculated in performing bit back tracking. Bitstream
of AC decoder is input to the iterative MPA algorithm, and
the result shows 4 to 8 dB better performance as compared
to separate source channel model. Balsa proposes [19] the
analog JSCD system designed for still images transmission.
The proposed system results are compared with digital
images such as JPEG and JPEG without entropy. The
designed systems show better performance from its alterna-
tives on the basis of the structure similarity (SSIM) index
and time required for image transmission. This system does
not need to transmit the metadata information, and at the
receiver end, analog data is always processed. The proposed
analog scheme confirms computational capabilities, low
power consumption, and a negligible delay.

3. H.264/AVC

Multimedia transmissions require high compression effi-
ciency owing to limited bandwidth and battery power con-
straint of wireless systems. Every multimedia application
has specific stipulations in terms of compression efficiency,
video quality, computational complexity, error resilience,
and delay [20]. The H.264/AVC coding scheme is a best
solution for such broad-ranged multimedia applications.
H.264/AVC is originated as a results of combined efforts of
the ITU-T video-coding expert group (VCEG) and Interna-
tional Organization for Standardization (ISO) moving pic-
ture experts group (MPEG).The first draft of H.264/AVC
was presented in 1999 and after changes in design new draft
of this standard was finalized in 2003, which is used for all
multimedia application ranging from HD video storage to
mobile services. The main goal of introducing this standard
is to design a low bit rate and network-friendly video codec
that could support a large number of multimedia applica-
tions. H.264/AVC delivers better results in terms of robust-
ness in transmission, coding efficiency, and rate distortion
efficiency as compared to the predecessor video codecs.

H.264/AVC is an efficient video codec design that provides
the best performance in real-time communication applica-
tions like video conferencing and nonreal-time communica-
tion applications like digital television broadcast and video
streaming [2].

3.1. H.264/AVC Data Partitioning (DP). Every slice of a mac-
roblock is further subdivided into three partitions based on
the importance of data transmission. Data partitioning (DP)
is one of the H.264/AVC error resilience techniques in which
instead of transmitting the entire video bitstream as a single
block video slice, the coded bitstream is partitioned into three
slices [2]. The coded information of a macroblock (MB) may
be encoded into different video streams called partitions. Each
partition has a different sensitivity level. The H.264/AVC
video codec supports three different partitions that are types
A, B, and C which are discussed below.

(i) Type A partitions contain the header information,
motion vectors, MB types, and quantization param-
eters. This partition contains the most sensitive and
vulnerable information coded video. If the partition
A is corrupted, then B and C are not useful, and
the entire partition is counted as a corrupted slice.
In such cases, the decoder uses an error concealment
technique by using a previously decoded frame of
the corresponding video segment [21]

(ii) Type B partition carries MB coefficients and MB
coded block patterns (CBP) bits of intraframe and
represents the chunk of nonzero transform coded
coefficients within the block. Bitstream is recovered
from errors in the intraframe encoding image regions
for certain MBs by switching off interframe predic-
tion. In intraframe coding, the encoding rate is few
fractions of MBs, so that is why in this partition, each
slice encodes the fewest number of bits [21]

(iii) Type C partition holds the interframe motion-
compensated error residual (MCER), interframe
CBP bits, and uses motion-compensated prediction
for encoding MBs bits. In H.264/AVC, the intra-
frame prediction mode is used for intraframe CBP
and intraframe MCER bits for encoding MBs [21].

In the H.264/AVC video codec, partition A is the most
vital and essential chunk of video bitstream. In the absence
of partition A, it is not possible to decode partitions B and
C. Intraframe macroblock information is added in the pres-
ence of partition B, with partition A to reconstruct the slice.
Similarly, in the presence of partition C with partition A,
the reconstructed MCER slice is attached to the motion-
compensated slice [21].

4. Transmission Mechanism

The proposed transmission mechanism comprising sphere
packing (SP) modulation and differential space-time spread-
ing (DSTS) channel diversity gain technique is presented as
follows.
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4.1. Sphere Packing (SP). Sphere packing (SP) modulation
is used for modulated symbols to keep the maximum pos-
sible Euclidean distance between the modulated symbols.
Space-time block code- (STBC-) based orthogonal design
of size (2 x 2) for two transmitted antennas are represented
as follows.

G2 x1, x2ð Þ =
x1 x2

x2′ x1′

" #
, ð1Þ

where x1′ represents the complex conjugate of x1 while column
and rows of the above equation represents the spatial dimen-
sions and temporal dimension for two consecutive time slots
of two antennas .This scheme consists of two complex modu-
lated symbols ðx1, x2Þ that are examined by SP modulation-
based orthogonal design for transmission in T = 2 time slots
from two antennas. The signal is transmitted with L precise
space-time signal in consecutive T = 2 time slots from the
two antennas ðx1,l, x2,lÞ, l = 0, 1, 2⋯ :L − 1, where the SP-
modulated symbol is represented by L. The aim of jointly
designed x1 ∧ x2 in SP modulation is to enhance the error
resilience feature of the system by producing the best mini-
mum Euclidean distance to the remaining L − 1 permissible
transmitted space-time signals [22].

4.2. Differential Space-Time Spreading (DSTS). The space-
time coding (STC) scheme is used to exploit the autonomous
fading of the signal of two antennas and create an effectual
diversity technique to mitigate the shortcomings of wireless
channel. The aim of the STC scheme is to attain a significant
power gain and diversity as compared to the single input-
single output (SISO) scheme. Space-time block codes (STBC)
are a type of STC, proposed by Alamouti [23]. STBC works
on a block of data and provides better diversity gain. The
STBC technique requires channel estimation and uses coher-
ent detection. Due to the channel estimation technique, the
ch4annel experiences an increase in the complexity and cost
of the receiver. During transmission, high transmission
power is required due to the overhead of fast fading, which
increases the number of training symbols. In comparison to
this scheme, differential space-time spreading (DSTS) is con-
stituted, which does not require any channel estimation tech-
nique. DSTS is a specific scheme for the low-complexity
MIMO system by using a noncoherent detection method.

The DSTS system gives low complexity, with a trade-off
around 3dB performance loss, as compared to the complex
coherent receivers. DSTS consists of two main components
that are differential encoder and space-time spreading
encoder. In DSTS encoder, the mapped symbols are differen-
tially encoded first and subsequently using STS; they are
spread as shown in Figure 1 [23, 24].

At time t = 0, the arbitrary dummy reference symbols v10
and v20 are passed to the STS encoder from where these are
transmitted via two antennas to the receiver side. Equations
(2) and (3) show that the symbols v1t and v2t are differentially
encoded as follows [25].

v1t =
x1 × v1t−1 + x2 × v2∗t−1
�
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
v1t−1
�� ��2 + v2t−1

�� ��2� �r , ð2Þ

v2t =
x1 × v2t−1 − x2 × v1∗t−1
�
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
v1t−1
�� ��2 + v2t−1

�� ��2� �r : ð3Þ

The differentially encoded symbols are passed to the STS
encoder, where symbols are spread assisted by spreading
codes c1 and c2 and forwarded to antenna for transmission
as shown in Figure 2. The spreading code ensures that after
using the code concatenation rules, both spreading codes c1
and c2 are orthogonal as represented in Equation (4) and (5).

cT1 = c c½ �, ð4Þ

cT2 = c − c½ �: ð5Þ
The differentially encoded symbols split into two

substreams, and the two successive symbols are subsequently
spread to both antennas for transmission as shown in
Figure 2 and represented in Equations (6) and (7).

y1t = c1 × v1t + c2 × v2∗t , ð6Þ

y2t = c1 × v2t − c2 × v1∗t : ð7Þ
The received signal at a single-receiver antenna is to be

denoted by rt as shown in Equation (8). The nondispersive
complex-valued channel impulse response for first and
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Figure 1: DSTS Encoder.
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second antennas is represented by h1 and h2. The AWGN
channel with a variance of σ2n is denoted by nt .

rt = h1 × y1t + h2 × y2t + nt: ð8Þ

In Equations (9) and (10), codes c1 and c2 are correlated
with received signal rt , and two data symbols denoted by d1t
and d2t are received. H represents the Hermitian matrix.

d1t = rt × cH1 = h1 × v1t + h2 × v2t + cH1 × nt , ð9Þ

d2t = rt × cH2 = h1 × v2∗t − h2 × v1∗t + cH2 × nt: ð10Þ
Differential decoding is achieved by using received data

symbols of successive time slots as shown in Equations (11)
and (12). The Gaussian random variables having zero mean

complex value are denoted by N1 and N2 having a variance
of σ2N .

d1t × d1∗t−1 + d2∗t × d2t−1 = h1j j2 + h2j j2� �
×

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
v1t−1
�� ��2 + v2t−1

�� ��2q
× x1 +N1,

ð11Þ

d1t × d2∗t−1 − d2∗t × d1t−1 = h1j j2 + h2j j2� �
×

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
v1t−1
�� ��2 + v2t−1

�� ��2q
× x2 +N2:

ð12Þ
The above equation shows that signal fading (h1 and h2)

independently works in each transmitter. The proposed tech-
nique assures to obtain a diversity gain by the use of a low-
complexity algorithm. The space-time spreading operation
requires no extra spreading code for transmitting symbols
from two antennas in the same time slot.

5. System Overview

In our experimental setup, 300 frames of the H.264-encoded
“Akiyo” video sequence are considered for simulation. The
diagram of our designed video transmission scheme is
presented in Figure 3. The H.264/AVC codec is employed
for encoding the video pattern at the transmitter side as
shown in Figure 3. The input video sequence has been frag-
mented by the demultiplexer into three bitstreams, namely
Stream A, Stream B, and Stream C. Each stream output con-
tains partition A, B, and C bitstreams in a sequential
concatenated manner of all slices of each frame. The output
bitstream xa, xb, and xc from demultiplexer are mapped by
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using a source bit coding (SBC) scheme into bit strings. Here,
B = ba + bb + bc, and a = 1, 2, ::ba, b = 1, 2, ::bb, c = 1, 2, ::bc.
The bit interleaver Π is used after SBC encoder to interleave
the mapped bitstreams and results into x́a, x́b, and x́c. The
interleaver within each partition does not affect and extend
the video sequence, but it improves the performance of the
iterative decoder. Then, the bit strings are encoded with
different code rates by the RSC codes, while output streams
after channel encoding are represented by ya, yb, and yc.
The bitstreams after encoding through RSC error protection
codes are multiplexed and concatenated into a single bit
steam yi. The SP mapper is used to transmit the H.624/AVC
bitstream with the DSTS encoder using two transmitter
antennas. The SP mapper maps the bitstreams to the SP sym-
bol streams represented by sj as shown in Figure 3. The DSTS
provides diversity gain to achieve the coding advantage with
low complexity. This process does not need any information
of channel estimation, which results in decreasing the BER
and improves the subjective video quality. At the receiver
end, the DSTS decoder decodes the received signal from the
receiving antenna, and the soft information from the DSTS
module is forwarded to the SP demapper. Then, the demulti-
plexer is used to pass the information to the RSC decoder
towards its corresponding partition. Each RSC decoder
exchanges the extrinsic information with its SBC decoder in
the presence of deinterleaver. The deinterleaver helps the
SBC decoder module to utilize the residual redundancy. The
SBC decoding uses a zero-orderMarkovmodel for generating
extrinsic information as shown in Equation (13).

P ŷ n,kð Þ ∣ y n,kð Þ
h i

=
Yn
i=1

P ŷ ið Þ n,kð Þ ∣ y n,kð Þ
h i

: ð13Þ

Received nth bit of the kth symbol is represented by ŷðn,kÞ,

and P½ŷ½ext�ðn,kÞ ∣ y
½ext�
ðn,kÞ� expresses the extrinsic channel output

information as represented in Equation (14).

P ŷ ext½ �
n,kð Þ ∣ y

ext½ �
n,kð Þ

h i
=

Yn
i=0,i≠λ

P ŷ ið Þ n,kð Þ ∣ y n,kð Þ
h i

: ð14Þ

The channel output information and a priori information
of the kth symbol give the values of resultant extrinsic LLR as
represented in Equation (15).

LLR y λð Þ n,kð Þ
h i

= log
∑

y
ext½ �
n,kð Þ
P y ext½ �

n,kð Þ ∣ y λð Þ n,kð Þ = +1
� �

:P ŷ ið Þ n,kð Þ ∣ y n,kð Þ
h

∑
y
ext½ �
n,kð Þ
P y ext½ �

n,kð Þ ∣ y λð Þ n,kð Þ = −1
� �

:P ŷ ið Þ n,kð Þ ∣ y n,kð Þ
h

2
64

3
75:

ð15Þ

6. Iterative Joint Source and Channel Decoding

The main goal of iterative joint source and channel decoding
(IJSD) is to aid inner and outer decoders in iterative manner
to find the maximum possible extrinsic information. SBC
uses the residual and artificial redundancy from the encoded
bit pattern of video for extraction of extrinsic information.
Rate − 1 SBC is not capable to achieve better performance
gain due to limited redundancy of encoded bitstream. In
the H.264/AVC video, to achieve better performance gain
in the presence of IJSCD, we add redundant source-coded
bits of video, and the method is referred to as the source bit
coding (SBC). The SBC scheme is a new approach created
on extracting the property of extrinsic information transfer
(EXIT) charts. Low BER can be attained by using the iterative
decoding method in which there is an EXIT curve in the form
of an open tunnel between the inner and outer decoder. To
achieve convergence when there exists open tunnel between
the inner and outer EXIT curves, they intersect at the
upper-right corner of EXIT chart where ðIA, IBÞ = ð1, 1Þ.
Kliewer in [26] discusses the satisfying condition of perfect
iterative convergence which is the minimum Hamming dis-
tance dH = 2 between the codeword. This encourages the
development of an innovative SBC technique where all code-
words of SBC have code rate < 1. This can be searched in
finding the code table in which necessary condition is dH =
2. This SBC mapping table guarantees that the outer EXIT
curve of the SBC outer code will reach with perfect conver-
gence to point ðIA, IBÞ = ð1, 1Þ. SBC achieves low BER with
perfect convergence curve, and its theoretical justification
is discussed above. Here, SBC performance analysis is
demonstrated with an example in which optimized SBC
mapping with Rate − 2/3, 3/4, 4/5, 6/7 (as presented in

Table 1: Different SBC schemes with corresponding symbols and dðH,minÞ.

SBC type Symbols in decimal d

Rate − 1 SBC {0,1} 1

Rate − 2/3
SBC

{0,3,5,6} 2

Rate − 3/4
SBC

{0,3,5,6,10,12,15} 2

Rate − 4/5
SBC

{0,3,5,6,10,12,15,17,18,20,23,24,27,29,30} 2

Rate − 5/6
SBC

{0,3,5,6,10,12,15,17,18,20,23,24,27,29,30,33,34,36,39,40,43,45,46,48,51,53,54,57,58,60,63} 2

Rate − 6/7
SBC

{0, 3, 5, 6, 10, 12, 15, 17, 18, 20, 23, 24, 27, 29, 30, 33, 34, 36, 39, 40, 43, 45, 46, 48, 51, 53, 54, 57, 58, 60 63, 65, 66, 68, 71, 72,
75, 77, 78, 80, 83, 85, 86, 89, 90, 92, 95, 96, 99, 101, 102, 105, 106, 108, 111, 113, 114, 116, 119, 120, 123, 125, 126}

2
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Table 1), which is discussed with reference to their EXIT
outer curves (as presented in Figure 4). Firstly, it can be
observed from the bit mapping presented in Table 1 that
all the considered SBC codes of Table 2 ensure the
minimum Hamming distance, i.e., dH = 2. As a result, the
presented optimized mapping of m to n bit symbols are
capable to reach point ðIA, IBÞ = ð1, 1Þ of the perfect conver-
gence of the EXIT charts.

7. EXIT Chart Analysis

The inner EXIT characteristic curves of SBC scheme with R
ate − 1, 2/3, 3/4, 4/5, 6/7 of Table 1 are presented in
Figure 4. Figure 4 shows that the EXIT curve for the SBC
scheme having code rate < 1 meets at the top-right corner

ðIA, IBÞ = ð1, 1Þ of the perfect convergence of the EXIT
chart. Contrary to this, the Rate − 1 SBC scheme falls short
of reaching the perfect convergence point. It is important to
note that both rate < 1 and Rate − 1 SBC scheme maintain
an identical bit rate budget for all the employed combina-
tions of outer SBC and inner RSC codes of Table 2. This
convergence property of the SBC scheme with rate < 1 is
due to the incorporation of artificial residual redundancy
in the SBC coding process. Therefore, logically it is clear
that rate < 1 SBC is potentially capable to take the maxi-
mum advantage of the iterative decoding mechanism by
exchanging the beneficial mutual information to achieve
lower BER. On the other hand, EXIT curves for SBC
scheme with Rate − 1 fail to reach and meet at the top-
right corner and are not capable to gain any advantage of

Figure 4: EXIT outer characteristics of different rate SBC coding schemes.

Table 2: Code rate of the different proposed error protection schemes.

S. No. Outer code (code rate) Inner code (code rate) Overall system (code rate)

1 SBC Rate − 1 RSC Rate − 1/2 Rate − 1/2
2 SBC Rate − 2/3 RSC Rate − 3/4 Rate − 1/2
3 SBC Rate − 3/4 RSC Rate − 2/3 Rate − 1/2
4 SBC Rate − 4/5 RSC Rate − 5/8 Rate − 1/2
5 SBC Rate − 5/6 RSC Rate − 3/5 Rate − 1/2
6 SBC Rate − 6/7 RSC Rate − 7/12 Rate − 1/2
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Figure 5: EXIT characteristics curves with Rate − 2/3 SBC outer code and Rate − 3/4 RSC inner code.

Figure 6: EXIT characteristics curves with Rate − 3/4 SBC outer code and Rate − 2/3 RSC inner code.
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Figure 7: EXIT characteristics curves with Rate − 4/5 SBC outer code and Rate − 5/8 RSC inner code.

Figure 8: EXIT characteristics curves with Rate − 5/6 SBC outer code and Rate − 3/5 RSC inner code.
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the iterative decoding procedure. With reference to the
EXIT outer curves of Figure 4, generated for the different
SBC schemes of Table 1, their EXIT characteristic curves
along with the corresponding inner RSC curves are pre-
sented in Figures 5–9. The presented EXIT characteristic
curve shows that the open EXIT tunnel approaches closer
to point ðIA, IBÞ = ð1, 1Þ of the perfect convergence while
employing lower rate SBC as compared to the relatively
high rate SBC scheme for the same Eb/N0 value. More spe-
cifically, considering an Eb/N0 value of 4 dB, the open EXIT
tunnel for Rate − 2/3 SBC with Rate − 3/4 RSC reaches to
point ðIA, IBÞ = ð0:72,0:85Þ as presented in Figure 5. Simi-
larly, the EXIT tunnels for Rate − 3/4, 4/5, 5/6, 6/7 SBC with
corresponding RSC code Rate − 2/3, 5/8, 3/5, 7/12 of
Table 2 reach to points ðIA, IBÞ = ð0:6,0:85Þ, ð0:47,0:8Þ, and
ð0:38,0:8Þ, respectively. Hence, it can be concluded that
the open EXIT tunnel feature of the SBC as the outer
decoder and RSC as the inner decoder is more promising
while considering a lower rate SBC of Table 2.

8. System Performance and Results

This part of the paper deals with the explanation of the per-
formance outcome for the suggested schema. The “Akiyo”
video pattern [1] contains a quarter common intermediate
format (QCIF) of 45 frames, and each frame is 176x144
pixels. The video uses the H.264/AVC JM 19 video codec
for encryption, and it is encoded with 64 kbps bit rate for
our test sequence at 15 frames per second. Every single QCIF

frame is divided into nine segments, and every segment con-
sists of a row of 11 MBs within each QCIF frame. The resul-
tant video sequence contains an intracoded “I” frame, and
then 44 predicted frames “P” are placed such that the IPPP

Figure 9: EXIT characteristics curves withRate − 6/7 SBC outer code and Rate − 7/12 RSC inner code.

Table 3: Systems parameters.

Systems parameters Value

Source coding H.264/AVC

Frame rate (fps) 15

Bit rate (kbps) 64

No. of MB’s/slice 11

No. of slices/frame 9

Intraframe MB update/frame 3

Channel coding RSC

Overall code rate ½

MIMO scheme DSTS

Modulation scheme SP (L = 16)
Number of transmitters 2

Number of receivers 1

Spreading code Walsh code

Spreading factor 8

Number of users 4

Channel Correlated Rayleigh fading

Normalized Doppler frequency 0.01
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Figure 10: EXIT chart and simulated decoding trajectory of Rate − 2/3 SBC scheme of Table 2.

Figure 11: EXIT chart and simulated decoding trajectory of Rate − 3/4 SBC scheme of Table 2.
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Figure 12: EXIT chart and simulated decoding trajectory of Rate − 4/5 SBC scheme of Table 2.

Figure 13: EXIT chart and simulated decoding trajectory of Rate − 5/6 SBC scheme of Table 2.
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Figure 14: EXIT chart and simulated decoding trajectory of Rate − 6/7 SBC scheme of Table 2.

Figure 15: BER performance curves of the coding scheme presented in Table 2.
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PP… frame sequence is considered in which the “I” frame is
repeated after 45 frames within a 3-second duration at 15
frames per second. The intracoded frame has additional
benefits in controlling error propagation, so that is why
our considered video sequence has a special pattern of “I”
and “P” frames. Details about the system parameters of this
proposed experimental scheme are presented in Table 3.
Flexible macroblock ordering (FMO) and various reference
frames utilization, employed for the interframe motion com-
pensation, with additional computational complexity do not
have processing performance in a low bit rate video tele-
phony video sequence. Therefore, they were not considered
for our H.264/AVC-coded video stream. Source bitstream
contains limited residual redundancy. The Monte Carlo sim-
ulations were carried out using 45 frames of the “Akiyo”
video sequence; experiments were repeated for 260 times,
and the average results are considered. SBC with Rate − 1
mapping has limited residual redundancy in the coded
stream, and therefore, the number of iterations is limited to
I = 3. For SBC with rate < 1, as presented in Table 1, the map-
ping obeys the necessary and sufficient condition to reach the
upper-right corner of the EXIT chart, and hence, the number
of iterations is fixed to I = 5. The performance of the various
error protection schemes with diverse SBC coding rate was
evaluated with the overall same video rate and code rate.

From the perspective of H.264/AVC coding, it is pertinent
to know that when the frames of low-motion video clips are
corrupted due to loss of partition A, the corresponding parti-
tions B and C are not usable, and hence, they are also
dropped and the previously decoded frame is used for con-
cealment. A mechanism of motion-compensated prediction
is utilized to conceal the lost segment of the future frames.
However, a scenario where partition A is received correctly,
with loss of partition B of the corresponding video segment,
will result in loss of intraframe-coded MB information con-
tained in partition B and hence will result in loss of quality
of the corresponding video sequence. The decoding trajecto-
ries for the Rate − 2/3, 3/4, 4/5, 6/7 SBC schemes of Table 2
are recorded at Eb/N0 = 4 dB as shown in Figures 10–14. Per-
formance analysis of the designed systems using the SBC
mapping Rate − 2/3, 3/4, 4/5, 6/7 and Rate − 1 on the basis
of achievable BER and PSNR is shown in Figures 15 and 16,
respectively. The SBC Rate − 2/3 scheme, with highest redun-
dancy incorporation capability, results in the best BER perfor-
mance as compared to the other coding schemes of Table 2.
Furthermore, it is also observed that the Rate − 1 SBC scheme
along with Rate − 1/2 RSC as inner coding scheme results in
worst BER performance, due to its nonconvergence capa-
bility in the iterative decoding process. Moreover, it is4
also observed that owing to best BER performance of the
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Figure 16: PSNR performance curves of the coding scheme presented in Table 2.
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Rate − 2/3 SBC coding scheme, it results in its best PSNR
performance, relative to the counterpart coding schemes
of Table 2, as shown in Figure 16. More specifically, the R
ate − 2/3 SBC scheme results in Eb/N0 gain of 1.5 dB at
the PSNR degradation point of 1 dB as compared to the R
ate − 6/7 SBC scheme having an equivalent overall bit rate.
Furthermore, it is also observed from Figure 15 that the pro-
posed Rate − 2/3 SBC scheme results in Eb/N0 gain of 24 dB,
with reference to the benchmarker Rate − 1 SBC coding
scheme, at the PSNR degradation point of 1 dB. Furthermore,
it is important to note that both the Rate − 2/3 and Rate − 1
SBC coding schemes are having an identical overall code rate.

9. Conclusion

In this research work, data-partitioned H.264/AVC video
bitstream is transmitted using the iterative joint source and
channel decoding (IJSCD) scheme. The performance of
different diverse-rated SBC outer-coding schemes was inves-
tigated in combination with RSC inner codes, while keeping
the overall bit rate budget constant. The source- and
channel-coded video stream is SPmodulated and transmitted
using the DSTS-assisted transceiver. It was demonstrated that
the designed IJSCD scheme using the Rate − 2/3 SBC scheme
gives better BER performance due to incorporation of high
level of redundancy in the source bitstream. The convergence
behaviour of the presented IJSCD error protection schemes is
investigated with the aid of the EXIT charts. The experimental
result shows that ourRate − 2/3 SBC-assisted error protection
scheme with high redundancy incorporation capability gives
better results with about 1.5 dB Eb/N0 gain at the PSNR
degradation point of 1 dB as compared to Rate − 6/7 SBC-
assisted error protection scheme while maintaining the over-
all bit rate budget constant. Furthermore, it is also concluded
that the proposed Rate − 2/3 SBC-assisted scheme results in
Eb/N0 gain of 24 dB at Eb/N0 degradation point of 1 dB with
reference to the Rate − 1 SBC benchmarker scheme.
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The internet of things is used as a demonstrative keyword for evolution of the internet and physical realms, by means of pervasive
distributed commodities with embedded identification, sensing, and actuation abilities. Imminent intellectual technologies are
subsidizing internet of things for information transmission within physical and autonomous digital entities to provide amended
services, leading towards a new communication era. Substantial amounts of heterogeneous hardware devices, e.g., radio
frequency identification (RFID) tags, sensors, and various network protocols are exploited to support object identification and
network communication. Data generated by these digital objects is termed as “Big Data” and incorporates high dimensional
space with noisy, irrelevant, and redundant features. Direct execution of mining techniques onto such kind of high
dimensionality attribute space can increase cost and complexity. Data analytic mechanisms are embedded into internet of things
to permit intelligent decision-making capabilities. These notions have raised new challenges regarding internet of things from a
data and algorithm perspective. The proposed study identifies the problem in the internet of things network and proposes a
novel cuckoo search-based outdoor data management. The technique of the feature extraction is used for the extraction of
expedient information from raw and high-dimensional data. After the implementation for the cuckoo search-based feature
extraction, few test benchmarks are introduced to evaluate the performance of mutated cuckoo search algorithms. The
consequential low-dimensional data optimizes classification accuracy along with reduced complexity and cost.

1. Introduction

The next generation of internet and computers will decline
the conventional approach of the internet, reaching to the
end-users by promoting the model of interconnecting
“smart” objects. It will not replace the internet but will be
an addition to (internet) as an infrastructure by integration
of physical objects with processing and transmission technol-
ogies delivering immense range of services and applications

in a more reliable, fast, and accessible way. Such revolution
leads towards ubiquitous computing in which every object
is embedded with microprocessors and communicate profi-
ciently [1]. It will make physical objects “smart” and let them
integrate with worldwide cyber physical frameworks. This
trend will pave a way for new openings and innovations in
information and communication technologies (ICT), offer-
ing new services and applications by connecting physical
and virtual objects. It is emerging as a trend in which most
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of the surrounding objects will be on network in various
forms. This is a shift from conventional internet approaches
to the internet for connecting physical objects that interact
with each other and humans [2].

The scope of this research work is limited to the applica-
tion of the cuckoo search algorithm for dimensionality
reduction issues in data mining for internet of things applica-
tion. This work is more related to feature extraction as com-
pared to the feature selection. The further scope of this
research work is based on transformation of existing features
by using cuckoo search algorithms for data mining. Among
indoor and outdoor data service, our focus would be on out-
door data services. The outdoor data could be of many types,
e.g., text, images, hypertext, audio, and video, but we are only
considering textual or numerical regression of our data for
the proposed model [3].

The internet of things enables us to connect with anyone,
anytime, and at any place. Technological realms are construct-
ing societies, where everything will be connected. Things have
capability to be identified uniquely, operating in smart envi-
ronments with the help of intellectual interfaces to connect
and communicate within the physical world. Interconnected
smart objects are heterogeneous and equipped with smart
devices (sensors and actuators). Data sensed/captured by these
objects is huge in amount and can be termed as “big data” [4].
Knowledge discovery and data mining techniques (classifica-
tion, clustering, and pattern analysis) are proposed for the
internet of things (IoT) by researchers to provide a suitable
environment and quality services to people. The extensive
volume of data (big data) produced by smart commodities
with high dimensions, noisy, irrelevant, and redundant attri-
butes generate a huge search space. If mining techniques are
applied on such rough and fuzzy data, it can reduce perfor-
mance, increase cost, and computation of mining algorithms.
Therefore, preprocessing techniques are required to map the
original datasets onto new reduced attribute subset, which
can represent the original space with high accuracy [5].

In the current era, scope of real time networks and appli-
cations is not limited to social and enterprise activities. They
are emerging as an extensive discipline to provide advanced
and competitive environments for diverse activities including
health, home, and business processes. To maintain network
robustness and accessibility of proficient services, data ana-
lytic techniques are crucial. Data purification to reduce com-
putational complexity of preprocessing and mining models is
mandatory. Existing techniques are complex, thus involve
large computations [6]. These facts introduce research gap,
and formulation of the proposed research work is based on
the following objectives:

(i) Outlining untaken challenges concerned to deal with
big data analysis for the internet of things and with
performance analysis and limitations of existing
techniques

(ii) Signifying importance of preliminary processing
paradigms for self-organized networks to reduce
complexity and enhance performance of mining
techniques

(iii) Presenting a framework to reduce curse of dimen-
sionality for the internet of things, based on a non-
linear metaheuristic approach, i.e., cuckoo search
algorithm

(iv) Investigating a proposed framework performance

The conducted research work identifies challenges for the
outdoor data management in the internet of things and the
purpose of feature extraction to extract expedient informa-
tion from raw and high-dimensional data by the technique
of the cuckoo search algorithm [7]. The consequential low-
dimensional data optimizes classification accuracy along
with reduced complexity and cost [8]. The presented work
is fundamentally focused to propose a suitable preprocessing
framework for internet of things to outdoor data services [9].
Moreover, the proposed technique is only related to single
objective optimization, and it can be expanded for multiob-
jective nonlinear optimization [10]. Implementation within
this document only covers the basic concept of the proposed
technique and explicitly for the internet of things’ outdoor
data services [11]. Dataset used in this research is based on
the results of virtual hardware devices and may contain some
ambitious attributes as well [12].

1.1. Dimensionality Reduction. In an IoT network, data col-
lected by various sensing entities (e.g., sensors and RFIDs)
includes redundant, irrelevant, and noisy information about
a dataset. The improved performance and effectiveness of
IoT services are achieved by applying frequent mining
techniques. Data is collected in unwavering speed which
increases the complexity of mining algorithm classifiers due
to high data dimensions [13]. Data dimension depicts the
several aspects or features to describe an input dataset.

L = f ni=1f gf → LD = n
� � ð1Þ

Here, D is the dimension, and f i represents the n features
describing the dataset L.

As already mentioned, the accuracy of mining techniques
can be affected by high dimensional datasets. So, some pre-
processing strategies are necessitated for the transformation
of high-dimensional data into lower dimensions (see
Figure 1). Data with low dimensionality will optimize classi-
fication accuracy along with reduced complexity and cost.
Mining the data for IoT is dissimilar to conventional data
approaches [14].

In IoT, mining problems occur due to traditional data
mining algorithms and hence, they need to be revised for
handling scalability and big data issues [15]. Classification
problems symbolize many challenges and issues in mining
and machine learning research areas [16]. From the IoT
point of view, the aim is to classify each object falling into
big data according to the characteristics illustrated by its fea-
tures [17]. Appropriate data representations are needed to
describe the physical world data [18], and it is problematic
to distinguish the advantageous features. Noisy, redundant,
irrelevant, and distorted data can reduce the performance,
diminish the classification accuracy, increase cost, and
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computation of mining algorithms [19]. Eliminating these
factors, data mining techniques can benefit and work more
efficiently [20]. According to the work proposed in [21],
reducing data dimensions (dimensionality reduction) can
handle this problem by the selection of relevant and mean-
ingful features only.

If L is a dataset with dimension D, such that L = f f ni=1g
∈ℝD, then dimensionality reduction is implied, such that
there will be a dataset M having fewer dimensions d, D,
and M = f f ni=1g ∈ℝd , where d≪D in such a way that M
represents the dataset L with fewer feature subset or
dimensions d.

The reduced set of data can expand the performance and
speed of mining algorithms, which leads towards optimal
classification results and better network performance.
Dimensionality reduction is a complicated challenge due to
a large search space as the size of data increases exponentially
based on its attributes. An attribute may become relevant or
redundant in various scenarios according to properties spec-
ified by its dimensions. So, optimal search techniques are
indispensable for exhaustive search, which is impossible
when a search space is indefinite. An inclusive range of
searching techniques has been proposed (e.g., sequential for-
ward/backward selection) to select profound attributes to
reduce data dimensions which can represent the data in the
most appropriate form for classification and other mining
strategies. Despite these approaches, attribute reduction
practices are undermined from data and algorithm perspec-
tives and going through challenges for dynamic local opti-
mum, exceeding cost and computational complexity [22].

1.2. Techniques for Dimensionality Reduction. Reducing the
number of dimensions from the extensive search space is a
challenging and demanding call for current networks and
computing technologies. Figure 2 describes an abstract pro-
cess for knowledge discovery and dimensionality reduction.
Feature selection (FS) and feature extraction (FE) are two
approaches for dimensionality reduction and will be dis-
cussed in following sections [23].

Dimensionality reduction (branch of statistics and
machine learning) is emerging as a new realm in the solu-
tion domain for big data issues to map an original feature
space onto a new space This process minimizes the num-
ber of random variables (attributes) under consideration
and transforms data from high dimensions to low dimen-
sions. Two approaches for mapping can either be choosing
a subset of the original feature space (feature selection) or
by forming a new space using a transformation function
(feature extraction). Feature selection (or feature subset
selection) from available datasets is considered more effi-
cient to represent original data comparatively [24].

1.2.1. Feature Selection. Preprocessing techniques are indis-
pensable for data mining to reduce complexity, processing,
storage, and cost of classifiers. In IoT, input datasets on data
collection layers are represented by high dimension variables
and raise the processing complexity of mining algorithms.
Feature selection outlines the problem of selecting a feature
subset from available candidate features representing origi-
nally measured datasets [25]. Feature selection and extrac-
tion are also used extensively in image processing and
computer vision field of research [26].

A more technical work on the local manifold repre-
sentation with usage of affinity matrix in the field of
dimensionality reduction in hyperspectral imagery [27].
In the field of hyperspectral dimensionality reduction for
remote senting data, machine learning models are also
extensively used for labeling the graphs along with learning
features [28].

Let input to a mining or training classifier is a set of n
datasets. Each dataset L can be a set of N features describing
the original set of features. The instance L is a tuple including
D dimensions as given below.

L = F1 Lð Þ, F2 Lð Þ, F3 Lð Þ,⋯⋯ , Fi Lð Þf g, L ∈RD

∣L∣ =N ,→ N =Dð Þ
ð2Þ
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Figure 1: High-dimensional data to low dimensionality showing maximum dimensions of data in (a) 3D (XYZ) plane while graph 2D (XY)
on (b) shows data represented by fewer dimensions.
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where Fi is the domain of the ith feature, and cardinality of L
is N , having dimensions D. Let n represents the selected
dimensions d in M,M ⊆ L.

M = f i Mð Þ, f i+1 Mð Þf g→M ⊆ L ⊆RD, ð3Þ

∣M∣ = n→ n = dð Þ: ð4Þ
Equations (3) and (4) define a new subset of L which is

smaller than the original set and belong to the same search
space that is M ⊆ L ⊆RD, where number of features d in M
is equal to n. The process of feature selection is shown in
Figure 3 which is based on two phases. The first part of the
process selects subset from original spaces, and the second
section evaluates the newly generated subset. Let L be the rep-
resentation vector and PðMÞ be the selection criteria for opti-
mal subset M. Formally, feature selection maps the high-
dimensional space to low dimension by finding a subset M
⊆ L where jMj = d .

P Mð Þ =maxK⊆L,d≪DP Kð Þ: ð5Þ

According to equation (5), the higher value of PðMÞ sig-
nifies an improved feature subset. The selected subset per-

forms as a best input to the classifiers and expands the
accuracy rate. It is given by the feature selection criterion that
only a subset is selected that forms a large set of variables to
represent datasets and does not incorporate any transforma-
tion and mapping to extract new information from existing
high-dimensional datasets.

1.2.2. Feature Extraction. Feature extraction, an imperative
data preprocessing technique, adds value to the mining tech-
niques as a performance enhancer for IoT networks to trans-
form existing high-dimensional datasets, i.e., uploading high
accuracy data representation model for the original feature
space [29].

X = x1, x2, x3, x4,⋯⋯ ⋯ , xnf g,
Xi ∈R

d ⇒ Yi ∈R
p∣ p≪ dð Þ:

ð6Þ

The existence of inappropriate and redundant facts in
original datasets demand a prerequisite process (feature
extraction). The feature extraction process undermines two
research issues: search technique and evaluation measures.
The search space includes complete and feature subset,
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Figure 2: Knowledge discovery and dimensionality reduction for internet of things representing techniques of feature selection or feature
extraction to reduce the number of original dimensions for outdoor data in internet of things introduced on the network layer.
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and feature extraction transforms existing features to find
optimal solution set [30].

〠
D

f

= O
D

f

 !
= 1 + 1ð ÞD = 2D: ð7Þ

In equation (7), D represents dimension, and f denotes
the recent feature subset size. Various evaluation techniques
have emerged for the optimal subset selection. Searching for
an optimal feature subset is termed as a nondeterministic
polynomial- (NP-) hard problem. Traditional searching
algorithms are not efficient to handle the high-dimensional
search space. Evolutionary computing (EC) algorithms are
prominent for their optimal global search competency
[31]. Dimensionality reduction is a fact-based problem that
determines two basic reasons including reduction of the fea-
ture space and to enlarge the accuracy of mining strategies
which are demonstrated in Figure 4.

1.3. Heuristic and Metaheuristic Search Methods. Internet of
things requires abstract data representation with relatively
less number of features, which is a fundamental to data
analysis and decision-making tasks. Optimization tools are
necessarily a way to find an optimal solution driven by
dynamic optimal parameters [32] in a live network like IoT.
The dynamically attuned algorithms are applicable when
optimization is multiobjective, e.g., maximizing a search
optima parallel to another network optimization goal. In
such a dynamic network environment, where the data
streams are fluent, repititive, and continuous, optimization
becomes a dynamic functional requirement and hence, the
passive- and problem-specific algorithms do not offer sus-
tainable search optimization for uninterrupted service deliv-
ery. The heuristic techniques are problem-dependent and

implicitly deliver an approximate solution for a particular sit-
uation without an exact accuracy level. The combinatory and
low-rank representations based on the heuristic search algo-
rithm in [33] provide an evidence in favour of heuristic tech-
niques but this is only applicable when the objective function
is not dependent or followed by another global minima or
maxima function.

The studies presented in [34, 35] propose optimization
algorithms to get an optimal solution which also ensures
the quality and efficiency of the solution with some proving
statements.

Metaheuristics are problem-independent techniques that
can be applied to a broad range of problems. A heuristic is,
for example, choosing a random element for pivoting in
Quicksort. A metaheuristic knows nothing about the prob-
lem it will be applied, but it can treat functions as black
boxes. As a general distribution, the algorithms are defined
by two representative categories: (i) deterministic and (ii)
stochastic algorithms. In contrast to stochastic algorithms,
deterministic techniques are linear, where initial variables
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Figure 4: Feature extraction-based dimensionality reduction: data
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for reducing dimensions to get a reduced feature subset M which
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control and determine the output with no random variables,
hence, does not need to be adapted for random optimization
problems. In stochastic algorithms, random output could be
the end outcome of same or random input parameters
depending on the triggered operations. The Stochastic algo-
rithm can further be classified by two types of algorithms:
evolutionary and metaheuristic algorithms. As given in
[36], metaheuristics are naturally and biologically inspired
algorithms, offering their applications in various global opti-
mization and real-time problems. Some of these are ant col-
ony optimization [37], particle swarm optimization (PSO),
and state transition algorithms (STA) [38, 39]. In spite of
the extensive optimum nature, these algorithms have some
degree of randomness; it means they reduce the global
search ability and easily fall into local optima. To address
this, a mutated cuckoo search algorithm is proposed which
establishes a solution space as a global function.

1.4. Cuckoo Search Optimization. Cuckoo search (CS) is a
metaheuristic optimization technique, proposed in 2009
[40], inspired by some successful characteristics (e.g., breed-
ing) of cuckoo’s biological behavior. The growth of this
algorithm depends on two terminologies: randomization
(random walk) and stochastic search. The algorithm begins
to explore the local search space (Rn) for local optima. More-
over, the algorithm is not bounded by local optima; instead, it
expands as the problem becomes global and offers a global
optimal solution [41]. Though the originally proposed algo-
rithm is tuned to have relatively less number of parameters
and dedicatedly targets local optimization, but according to
the revised and enhanced CS algorithms in [32], it can be tai-
lored as a dynamic and global optimization algorithm to
amend its performance boundary by adjusting the step size
and parametric values.

1.4.1. Cuckoo’s Living Behavior. Cuckoo is an obligate and
brood parasitic organism which depends on other host birds
for their reproduction and to grow its offspring [42]. The
cuckoo search (CS) is instigated by the influence of cuckoo’s
genetic activities, e.g., foraging (search for food) [43]. Cuckoo
lays its egg in the nest of host birds where eggs hatch and off-
spring seeks for host attention to get food [44]. Moreover, it
also imitates some exterior attributes of host eggs. It is based
on two approaches: exploration and exploitation. CS makes
use of levy flights to generate a new solution. Cuckoo may
throw the eggs of a host bird to raise the hatching probability
of its own egg [45].

1.4.2. Algorithm Constraints

(a) Each cuckoo lays one egg at a time and pitches it in a
randomly chosen nest

(b) The nest with the best eggs will grow as a next
generation

(c) The number of nests is fixed. There is a probability
Pað0, 1Þ that alien eggs can be identified by the host
bird. If it happens, then the host bird either discards
eggs or leaves the nest and builds a new one

1.4.3. Algorithm Formulation. Cuckoo selects a nest and
dumps its egg into it that is owned by some host bird.
The selection of nests depends on the random walk. The
randomization is depicted by the foraging and flight
behavior of a cuckoo. Each egg laid by a cuckoo represents
a new solution Vt+1.

vt+1 = ACS vt , P tð Þ� �
, ð8Þ

where ACS is a nonlinear cuckoo search algorithm that
maps existing IoT d-dimensional vector vt with parame-
ters PðtÞ to a relatively new vector vt+1. According to sev-
eral observations, it is deduced that the natural flying
pattern of a cuckoo and the characteristics of a levy distri-
bution are quite similar. These random walks are not iso-
tropic, i.e., vary in directions and magnitude.

1.4.4. Random walk. The formulation of the CS algorithm is
an equilibrium consolidation of local and global random
walk. Hence, it does not only optimize outdoor IoT data
but can also converge to local optima when required. A ran-
dom walk is a sequence of successive random or stochastic
processes.

Xi t + 1ð Þ = Xi tð Þ + step size ⊕L βð Þ, ð9Þ

where L indicates levy flights and ⊕ denotes sequenced
multiplication for each new step, which is then added to the
previous candidate solutions. In each new iteration, a solu-
tion is generated through levy flight, and steps for search
are taken from the levy distribution bound to heavy-tailed
distribution. As compared to the normal distribution, the
heavy-tailed distribution is not exponentially bound, and
most of the values during generation meet the criteria of
the fitness value (objective function) [46]. A random walk is
shown in Error! Reference source not found. For 10,000 steps
taken at a time t to choose a better position than the previous
one, levy flight is preferable when the search space is expo-
nentially unbounded and continuously expands in any
dimension and size. Cuckoo search is highly recommendable
because of its levy flights to handle network data for global
optimization [47].

In information and communication technology, require-
ments for fast and self-organizing algorithms are indispens-
able when data is huge in amount and various data analytic
activities that are initialized to improve network perfor-
mance. Metaheuristic algorithms are one of the global opti-
mization techniques that are designed to sort out current
global optimization problems. Among several metaheuristics
algorithms such as harmony search and bat algorithm,
cuckoo search is a newly developed algorithm that can best
fit the future smart IoT networks and their continuous out-
door data to provide valuable services with improved
machine learning techniques [48]. Figure 5 shows a random
walk graph with 10,000 steps starting from 0, where the x
-axis represents the time lapse t, while the y-axis shows the
position of movement.
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1.4.5. Parameter Tuning. The Cuckoo Search Strategy (CSS),
in its originated form, is optimal for local search optimiza-
tion but its algorithmic constraint can be tuned to broaden
its applications for global search optimization problems. In
order to achieve the best performance, a number of param-
eters in the cuckoo search algorithm need to be tuned,
namely, the nest size, the elitism probability (probabilistic
selection of fittest candidates), and the repetition [49]. Sim-
ilar to many nature-inspired algorithms, the algorithm starts
with random parameters. On each step of the iteration, the
parameters are tuned with varying step size. The selection
of the step size is important to convergence or divergence
of the algorithm. Based on different applications, the step
size can be increased or decreased for speedy convergence
or performance requirements.

1.4.6. Efficiency. Cuckoo search is a metaheuristic algorithm
which is nature-inspired and is now among the most
widely used algorithms for optimization. It has many
advantages over conventional algorithms due to the inher-
ent randomness in its approach. Metaheuristic algorithms
are very diverse, including genetic algorithms, simulated
annealing, differential evolution, ant and bee algorithms,
bat algorithm, particle swarm optimization, harmony search,
firefly algorithm, and cuckoo search [50]. These algorithms
are nature-inspired and work without any central computing
paradigm. Most of the parameters are tuned with neighbour-
ing nodes interacting with each other. The interconnection
among peers makes them as nonexponentially complex.

1.4.7. Limitations. The performance of the cuckoo search
algorithm is compromised if the problem is discrete and mul-
tiobjective though it performs well for continuous optimiza-
tion problems. Therefore, the algorithm has limited scope
when processing some real-time problems; it demands fur-
ther study to overcome its limitations. Other than the contin-
uous problems, there has been much development in terms

of the step size, parameter adjustment, intercoupling with
other algorithms, and other factors used to improve the
performance-related markers. Meanwhile, this algorithm
also has problems in adaptability and getting the best possible
search results, and its algorithmic ability to solve complex
problems is inadequate for real-world applications. Future
research should be focused towards studying and exploration
of new methods and strategies to improve high coupling
functions between variables [51].

1.5. Motivation. In wireless sensor networks and IoT-based
system, data is generated in enormous volume. This enor-
mous volume is cumbersome to analyze for any fruitful
analysis of data. We have to clean this data in any of the
phases before the analysis of results is generated from data.
Sometimes, this huge volume of data is cleaned during the
nonoperational time of data processing, and existing data
is updated with removed redundant data. This is also possi-
ble that data is cleaned before any analytical processing dur-
ing runtime [52]. Both approaches have its own pros and
cons. With reduced dimensions on scientific and mathemat-
ical basis, the data is safe with less volume. The reduced
amount of data based on less dimension is always a hot
topic of research with diverse implementation of IoT-
based systems [53].

The tricky difference between selection and reduction is
compromises on selecting the features required during run
time execution in feature selection and dropping the unde-
sired and unimportant features during the data cleansing
phase. In many real-time applications, searching the huge
amount of data with the high-dimensional search space is
not practically feasible. The existence of unimportant fea-
tures causes interferences due to redundancy, irrelevancy,
and triviality of the data search space. Many of the evolution-
ary algorithms lack this inherent attribute for accurate selec-
tion of features for deletion and reduction of the attributes.
The results in the paper show that cuckoo search outper-
forms many of the existing and applied algorithms for
dimensionality reduction phenomenon [54].

2. Proposed Technique and Implementation

In any IoT network, data from the physical world is highly
nonlinear as its environment changes dynamically depend-
ing on local or global activities. So, to manage data, prepro-
cessing to mining and decision-making purification is
needed for accurate classification and reduced cost. Objects
can leave or join the network from time to time, which will
need to restart the mining algorithms to deal with immedi-
ate and abrupt changes. To reduce the huge search space,
selection of reduced attribute subset, and minimizing the
cost of mining algorithms, feature extraction (FE) can be
an essential strategy to enhance the performance of classi-
fiers and other mining techniques. Moreover, novel algo-
rithms are needed to overcome shortcomings of traditional
approaches [55].

2.1. IoT Vectors and Dimensions. The exhaustive search space
ℝd consisting of enormous dimensionsD is reduced through
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Figure 5: Random walk: a graph showing a random walk of 10,000
steps starting from 0, where y-axis represents the current position
and x-axis represents time t.
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feature extraction before any further tasks relevant to data
analytics involving data mining techniques. The resultant
moderated vectors will increase prediction accuracy with
least complexity and cost.

2.1.1. Problem Description.Data gathered by sensors is stored
in a database as a combination of rows and columns. Each
row represents a distinct vector vi or dataset and each column
C with its corresponding dimensions dj. A schema for IoT
databases including dimensions and vectors is given in
Table 1.

Suppose all distinctive objects in IoT are represented in
vector setV ,where each vector vi stores data of a single object
with several dimensions (attributes) dj ∈D, then the number
of vectors in V is equal to the number of tuples in the data-
base, so that 1 ≤V ≤ n: A set of n vectors can be demon-
strated as a column matrix given below:

V =

v1

v2

v3

⋮
vn−1

vn

2
66666666664

3
77777777775
, ∀v1 V ∈ℝn, ð10Þ

where each vector vi can be represented along with its dimen-
sions as a single row matrix.

vi = d1 d2 d3 ⋯ dm−1 dm½ �,∀ ∈ℝD: ð11Þ

If we replace each vector with its dimensions, then we get
a m × n matrix.

Vm×n =

v1

v2

v3

⋮

vn

2
666666664

3
777777775
=

d11 d12 d13 ⋯ d1m

d21 d22 d23 ⋯ d2m

d31 d32 d33 ⋯

⋮ ⋮ ⋮ ⋮ ⋮

dm1 dm2 dm3 ⋯ dmn

2
666666664

3
777777775
,∀Vm×n ∈ℝ

m×n:

ð12Þ

With respect to vector vi and its dimensions, ½d1 d2 d3
⋯ dm−1 dm� transforms the existing features that belong to
the original dimension space ℝD into reduced and trans-
formed vector vi′and spaceℝd such that

If vi = d1 d2 d3 ⋯ dm−1 dm½ �, ∀v1 ∈ℝD:

ThenT við Þ = T d1 d2 d3 ⋯ dm−1 dm½ �,
= >T við Þ = vi′= d1′ , d2′ , d3′⋯⋯⋯ , dm′

h i
:

ð13Þ

Before we formulate the algorithm for feature extraction,
a brief description for used terms is given in Table 2.

2.2. Feature Extraction. The component V is an original vec-
tors’ set of dimension n, and vi is a distinct untransformed
vector of dimension m. We can illustrate vi′ as a trans-
formed vector of dimension m′ such that vi′∈ℝd ≪ℝD.
The task of feature extraction is divided into the following
steps:

(i) Feature construction (FC) or feature transformation
(FT)

(ii) Features’ subset selection (searching technique)

(iii) Result efficiency

Depending on these tasks the algorithm for feature
extraction can be formulated to maintain a general proce-
dure for meaningful and efficient feature extraction. An
algorithm for extraction of high-quality features from the
original space is given below.

2.3. Feature Construction. The feature extraction is a tech-
nique for transformation of a vast range of features or dimen-
sions into a reduced set of features for various data analytics
tasks. Transformation of original features needs some
parameters and technique to construct new features from
the existing one. These techniques can vary depending on
the type of attributes to be constructed. In the following sec-
tions, algorithms are presented for nominal and numeric
attributes. It will reduce dimensionality of data to enhance
search optimization for any machine learning task, e.g.,
classification and data mining to target the suitable data for
further processing in IoT networks. A vector with compre-
hensive and well-constructed attributes can benefit to achieve
high prediction accuracy. Construction of nominal and
numeric attributes required different operators and opera-
tions to identify hidden information which can be beneficial
to data analytics for decision-making [56].

2.3.1. Algorithm for Numeric Attributes. The IoT database
includes various dimensions, and each dimension can be
represented as a numeric value or combination of characters
and strings. In both cases, a set of operators are changed to
construct features accordingly. Algorithm given below
specifies the steps to construct new features for numeric

Table 1: Two dimensional data for internet of things:
representation for datasets vi ∈V and their corresponding
dimensions dj ∈D.

V = vi
D = dj

dj=1 dj=2 dj=3 ⋯ dj=m

vi=1 d11 d12 d13 ⋯ d1m
vi=2 ⋱ d22 d23 ⋯ d2m
vi=3 d31 ⋱ d33 ⋯ d3m
⋮ ⋮ ⋮ ⋮ ⋮ ⋮

vi=n dn1 dn2 dn3 ⋯ dnm
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attributes based on arithmetic operators (+,/, -). Figure 6
gives the tree representation for feature construction with
various mathematical operations performed for dimensions
di. Here, the selection of the operators depends on the prob-
lem and desired outcome [57].

Algorithm starts with initial input vectors v~i , where each
distinctive vector is a collection of characters or strings. First
loop selects dimensions of an untransformed vector v~i and
copies each feature dj to a new vectorvi. After construction
of selected attributes, original attributes are discarded to
avoid duplication of similar attributes. Internal two loops
choose attributes from a new vector vi and select operators
from a list of arithmetic operators. Last loop selects each vec-
tor one by one and adds all constructed features from j = 1,
2, 3,⋯,m for each vector vi, i = 1, 2, 3,⋯:, n.

2.3.2. Algorithm for Nominal Attributes. Other than arith-
metic operations, concatenation of strings or characters is
used to generate new features, if the type of attributes is not
numeric. Algorithm for construction of nominal attributes
is described below.

Nominal attributes are concatenated to construct new
features by making various pairs among all fields in a
dataset v~i . First loop copies values from the original vector
to a new vector vi.

Last two loops select each dimension from a new array vi
and select each vector sequentially to construct features for
all vectors vi, i = 1, 2, 3,⋯:, n. Figure 7 gives the Heaviside
function θðpa − σÞ a representing dimension scaling factor
at time t.

The local random walk for local optimum solution is iso-
tropic and can be represented as follows:

vt+1i = vti + ψs⨂ θ pa − σð Þ⨂ vji tð Þ
�

− vjk tð Þ, ð14Þ

where vjiðtÞ and vjkðtÞ represent two distinctive vectors ði ∧ kÞ
with the jth d dimension at time ðtÞ. ψ is a scaling factor for
size transformation to control the search space in IoT.

θ pa − σð Þ =
0, pa > σ

0:5, pa − σ

1, pa < σ

8>><
>>: ,

vji t + 1ð Þ = vji tð Þ + ψ⨂L s, λð Þ,
L ~u = s−λ 1 <L ≤ 3ð Þ,u ~ 0, 1ð Þ,

ψ⨂L = ψ ∩L : ∀ψ > 0,∀1 <L ≤ 3, ψ ∩L ≠ 0f g:
ð15Þ

Here, λ is taken from a uniform distribution, and each
step in levy flight is taken from a heavy-tailed distribution.
The levy distribution based on the heavy-tailed distribution
increases the probability for selection of each dimension dj

in vector vi.

2.4. Mutated Cuckoo Search=Based Feature Extraction
(CSFE) Algorithm. The improved version of CS is used to
extract old and new dimensions along with reduction of
overall existing dimensions. Algorithm starts with the step
of constructing new features based on original input vectors
and selects enhanced attributes for each vector that is given
in Table 3 [58].

The maximum optimization is achieved when in each
iteration dimensions dj at extensive distance are chosen to
identify how they are compatible to each other in one vector
vi. This task is based on the dimension section (DS) per-
formed according to the rule inspired by cuckoos’ strategy
of laying eggs in habitat. The DS for each new transformed
vector can be calculated as

DS=ψ Number of current dimensions in vi Total
Number of dimensions × ðdm − diÞ.

Algorithm input parameters are as follows:
Dataset environment: V = fvi, i = 1, 2, 3,⋯, ng
Number of datasets in V : n
Discarding probability: p
Scaling factor: ψ
Number of dimensions: D = fdj, j = 1, 2, 3,⋯,mg
Number of iterations: T
Output: globally optimized V ′
Auxiliary parameters are as follows: fitness vector vi with

dimensions m′, global fitness G , and local fitness L.
The algorithm for the cuckoo search-based feature

extraction is provided in the following section where the
objective function is chosen according to the cited problem
of outdoor IoT data. The algorithm will generate a feature
subset in each iteration and continue this procedure until
an optimized cost or performance is achieved.

2.4.1. End Procedure_CSFE. The mutated cuckoo search-
based feature extraction (CSFE) algorithm includes three
procedures demonstrated as procedure_1 for construction
of numeric attributes, procedure_2 for nominal attributes
construction, and last is procedure_3 for apply global selec-
tion strategy onto constructed features to find more appro-
priate features which describe each vector vi to improve
prediction exactness. Procedure_3 starts with two fitness

Table 2: List of variables and their representation for Internet of
Things.

Term Representation

Dataset/vector in IoT V = vif g
Number of vectors n vi, i = 1, 2, 3,⋯::, nf g
Features/dimensions of vector D = dj

� �
Number of dimensions m dj, j = 1, 2, 3,⋯::,m

� �
Feature space ℝD

Vector space ℝn

Reduced feature space ℝd
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functions FV for global optimization and Lvi
to evaluate

each vector for local optimization, initially sets the existing
n vectors ðvi, i = 1, 2, 3,⋯:, n) as an input to procedure_3.
First loop calculates fitness LðviÞ for original n vectors
sequentially before selection through CS. The next loops
select each dimension from ðviÞ at time T until it is not equal
to the length of tuples in original vectors space and select
dimensions randomly through levy flight and generate a
new vector vi′ including optimal dimensions m′. In the next

step, fitness for new vector vi′ is calculated. If the fitness of
the reduced vector is maximum than the existing one, then
the replacement is conducted and abandons the worst vector,
assembles all best fitted vectors vi′ to V ′, and finds fitness to
compare with the existing one and replace if necessary. Last,
IF statement finds efficiency for newly built vector space to
decide whether it should be discarded or placed for further
processing.

Input to the algorithm is the original feature set, and con-
struction of features is performed according to the identified
type of input features (numeric or nominal). After the con-
struction, updated space is relocated to cuckoo search for
selection of appropriate features through random walk and
levy flight. The output is a new and enhanced feature subset
for each vector v.

2.5. Dataset Generation. The internet of things has evolved as
a preeminent and exquisite source to provide valuable ser-
vices to consumers, business analysts, and industries in their
daily professional and personal lives where things can con-
nect themselves to the internet and serve without any delay.
Despite this rapid evolution, familiarity and adeptness to
the IoT network are quite gradual. Only few highly recogniz-
able industries are providing valued services to their con-
sumers. In literature, most of the work regarding IoT only
demonstrates the fundamental concepts and architectural
aspects. In the current era when technological advancement
is more beyond than the internet, the real-time networks
are facing challenges to accommodate continuous and abrupt
amount of collected data for various mining and machine
learning tasks to accomplish the goal of smart and intelligent
networks with self-continuation ability without human
intervention.

The internet of things maintains data collected by the
entities that are part of it. These entities are computing
devices (scanner, thermostat) that can communicate over
the internet to share their information and services. These
smart objects are distinct, and the EPC of each object can
be stored as a primary key in the database to maintain its
record. The organizations with advancement of IoT are not
willing to share their private data publicly for security and
confidentiality. That is why in literature and over the internet
dataset relevant to IoT networks are quite unavailable. To
apply proposed solutions (CSFE) for dimensionality

Input initial vectors set V ~ with original features D ~
For (∀vi ∈ V ~ ðt − 1Þ, i = 1, 2, 3,⋯:, n) do

Construct new features Fn for each vi (transformation)
Update each vector vi and add it to new vectors set Vc

VcðtÞ = C ðVðt − 1ÞÞ = Fc − vi
Select subset of constructed features from V through Cuckoo Search

FðVcðtÞÞ = ðVðtÞÞ→ CSV ′ðtÞ
Generate optimized vectors set V ′ with reduced dimensions D′
End Procedure_1

Algorithm 1: Initiate procedure_1.

–

d3

d1

d2

/

d4⁎

Figure 6: Representation for feature construction: various
mathematical operations are performed for dimensions di.

IF (attributes ! = numeric attributes) Then
Go to procedure_2 for Nominal Attributes

Else Start Procedure _1 for Numeric Attributes
Input vector v~i , a set of nominal attributes
dj ∈ v~i , single feature in each vector
V ~ = ft1, t2, t3,⋯:,tng , sequence of n tuples
VcðtÞ =∅, set of newly constructed features
A : set of arithmetic operators
For each ðdj ∈ v~i Þdo

vi =v~i − dj (Prevent duplication of a feature)
Forð∀dj ∈ viÞ

Forð∀a ∈ AÞ
Forð∀vi ∈VÞ

Fc =∑m
i=1ð dj, dj+1Þ

VcðtÞ = Fc ∪VcðtÞ
End Procedure_2

Algorithm 2: Initiate procedure_2.
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reduction onto outdoor IoT data, an appropriate and rele-
vant dataset is required. It will facilitate to produce appropri-
ate results through implementation of suggested technique in
MATLAB for reduction of the overall extensive search space
ℝn and feature spaceℝD.

IoTify is a web-based platform for simulation to develop
IoT applications by using virtual hardware devices, e.g., sen-
sors. It facilitates a virtual lab and enables the creation and
building of virtual IoT devices in JavaScript. The IoTify data-
base is generated using JavaScript object naming (JSON) with
extension JSON. Table 4 demonstrates the dataset that is
used to accomplish results and for analysis of proposed algo-
rithms (CSFE). IoT-based devices can extract specific and
required facts from a patient’s blood and will share the gen-
erated report to the doctor when an alarming situation arises.
Figure 8 outlies a flowchart for the mutated cuckoo search-
based feature extraction including procedures for nominal
and numerical attributes with generation of final reduced fea-
ture subset.

Reduction of original dimensions for outdoor IoT data is
performed through the task of feature extraction. Here, the
task of feature extraction as subtasks of feature construction
and selection from newly constructed features is introduced.
Selection from the extensive new search space is done using
the cuckoo search-based optimization technique. To evaluate
the results for suggested research techniques, an IoT-based
dataset is used. This technique will lessen the exhaustive
search space and generate a new organized search space that
will improve the accuracy of machine learning tasks or min-
ing classifiers.

2.6. Algorithm Result Analysis and Visualization. The
mutated cuckoo search-based feature extraction is the pro-
posed algorithm implemented in MATLAB, and results are
visualized with graphs, plots, distributions, and statistical
operation (mean, minimum, and maximum). Figure 9 repre-
sents the plots for newly generated space V ′ including n rows
and m′ reduced dimensions. Plots are relatively at distance
and scattered that indicates that dimensions are chosen from
the extensive search space. Subplot shows the number of iter-
ations for random generations, and residuals are calculated
for each dimension to check its weightage for selection. The
dimension selection is constructed through levy flight ðλÞ
and step size scaling factor ψ, and the steps are chosen ran-
domly from the levy distribution.

Selection through CSFE searches through the extensive
search space ℝn andℝd . Search is exponentially increasing
as new objects enter the IoT and need an algorithm to modify
itself to adjust for immediate changes, since data generated
by IoT is continuous and needs a global optimization solu-
tion to enhance network efficiency.

Figure 10 shows the heavy-tailed distribution for CSFE
produced for the input dataset of IoT-based Patients’ CBC

IF (attributes ! =Nominal attributes) Then
Go to procedure_1 for Nominal Attributes

Else Start Procedure_2 for Numeric Attributes
Input vector v~i , a set of nominal attributes
dj ∈ v~i , single feature in each vector
V ~ = ft1, t2, t3,⋯:,tng, sequence of n tuples
VcðtÞ =∅, set of newly constructed features
cℴn (): concatenate features in v~i
For each ðdj ∈ v~i Þdo

vi =v~i − dj (Prevent duplication of a feature)
Forð∀dj ∈ viÞ

Forð∀vi ∈ VÞ
Fc = cℴnðdj, dj+1Þ

VcðtÞ = Fc ∪VcðtÞ
End Procedure_3

Algorithm 3: Start procedure_3.

(𝜌a > 𝜎)

(𝜌a = 𝜎)

(𝜌a < 𝜎)
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Figure 7: Heaviside function: θ ðpa − σ), representing dimension
scaling factor at time t.

Table 3: List of parameters and their symbolic representation in
the cuckoo search-based feature extraction algorithm for
dimensionality reduction.

Parameters Algorithmic representation

Dataset environment V

Fitness function F xð Þ
Number of datasets N

Feature/dimension in ith vector j

Vector in dataset environment i

jth dimension in ith vector vji

Probability of discarding a vector pi

Levy flight L λð Þ
Number of iterations T

Time instance T

Step size S

Step size scaling factor ψ > 0
Normal distribution u (0,1)
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results. The highest peak represents the global optimization
solution for IoT data as tail is exponentially increasing
and consistently provides best fitness. The best selection
is estimated trough DS and coherence estimation factorπ
. Area under the curve is not exponentially bounded, that
means that as data becomes extinct, it increases the num-
ber of fitness values more close to best optimum. In
Figure 11, the size of bars shows that most of the fitness
values were globally best.

The term “Internet of Things” is considered to represent
innovation that relies on both the resulting network by the
integration of smart objects along with developed internet
technologies and a variety of supporting devices, equipment,
and machines that are important to ensure this technological
evolution. Applications and services are developed to take
advantage of these technologies for new business trends
and offering daily life conveniences. IoT is an infrastructure
based on networked smart objects and integrated networks
as a supplement to internet services by ensuring availability
for all kinds of services anytime and anywhere to anyone. It
is emerging as a trend in which most of the objects in our sur-

roundings will be on network in various forms. This shifts
from conventional internet approaches to the internet for
connecting physical objects that interact with each other
and humans. These kinds of technologies are producing
immense amounts of data, and it becomes critical when ana-
lytics and machine learning techniques are applied to make
them intelligent with self-organizing capabilities.

2.7. Performance Comparison and Evaluation. Many stan-
dards are given in literature to test the efficiency, modality,
or validity of any new optimization algorithm. After imple-
mentation of the CSFE algorithm, results are analyzed
through global optimization test functions.

2.7.1. Rastrigin’s Function. Rastrigin’s function is a nonlinear
optimization function introduced by Rastrigin as a 2-
dimensional and extended by Mühlenbein et al. For a D
dimensional space, this function can be illustrated as

Ras V ′
� �

= Ad + 〠
m

j=1
vj − A cos 2πvj

� �� �
, ð16Þ

where A = 10 and range for this function are vj ∈ ½−5:12,5:12�.
Figure 12 shows results for Rastrigin’s function for the D
dimensional space with individual dimensions di. As com-
pared to the cuckoo search-based feature extraction, the scat-
tered plots show that the dimension space is still extensive,
and each selected dimension is similar to previous selected
which is not good to represent the whole data.

IF (Attributes ! =Nominal A ttributes) Then
Go to Procedure_1 for Numeric Attributes
Else Start Procedure_2 for Numeric Attributes
Start Procedure_3 for Optimal Subset Selection
FV = n/execution timeðVÞ − execution timeðV ′Þ
Lvi

=m −m′/execution timeðvi′Þ
Global Fit= ðGÞ = FV
Local Fitness = Lvi

= max_ fitness
Initiate Population of n vectors in V
For each vector við∀i, i = 1, 2, 3,⋯:,nÞ

Calculate fitness for current vector LðviÞ
For each dimension djð∀j, j = 1, 2, 3,⋯:,mÞ in

While (T ≠ n) at time instance t, do
Find vi′ through levy flight for vi in which ðvi ≠ 0Þ

vjiðt + 1Þ = vjiðtÞ + ψ⨂L ðs, λ
Compute fitness for vi′: Lðvi′Þ
If (L ððvi′Þ >LðviÞÞ Then

Max_ fitness = Lðvi′Þ∧ discard worst vector LðviÞ
Else max_ fitness = LðviÞ∧ discard worst vector Lðvi′Þ

Set best fitted vector vji as a new reduced vector to V ′
Ifð Fv′ > FVÞ Then

Set V ′ as a new solution with reduced dimensions
Else build new vectors to get required fitness

Algorithm 4: Start procedure_CSFE.

Table 4: Representation for number of vectors and dimensions for
each vector in dataset: internet of things-based patients’ CBC
results.

Dataset name IoT-based patients’ CBC results

Number of vectors 498

Number of dimensions 59

12 Wireless Communications and Mobile Computing



Start procedure
CS_FE

Attributes are

Initiate population

Start procedure_2 for 
nominal attributes

Start Procedure_1 for 
Nominal Attributes

Generate Vt (t)

Start procedure_3
CS

High dimension vector Vt (t)

Get new vector 
Viʹ(t+1) by levy 

flight 

Calculate fitness of Viʹ(t+1)

F(Viʹ) better

Set F(Viʹ) as
maximum fitness

Abandon worst vector F(Vi)

Cost min or

Discard (no) 
F(Viʹ)

Sort best fitted 
dataset

End procedure

Yes

No

Yes

No

YesNo numeric

newly constructed
vectors

Vt (t)

iteration max

than F(Vi)

Figure 8: Flowchart for the mutated cuckoo search-based feature extraction including procedures for nominal and numerical attributes while
generation of final reduced feature subset through the cuckoo search-based feature extraction.
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2.7.2. Mccormick’s Function. Mccormick’s function is a
benchmark to test an optimization algorithm. It is defined
as given below:

Mck V ′
� �

=Mck vji
� �

= sin i + jð Þ + i − jð Þ2 − 1:5i + 2:5j + 1,

ð17Þ

where i and j are vector number and dimension number
sequentially. Searching range function is −1:5 ≤ i ≤ 4 and −3
≤ j ≤ 4 .

2.7.3. Cross-in-Tray Function. The cross-in-tray function is a
continuous and multimodal test standard based on two-
dimensional space initially and extended later on. The equa-
tion for this function takes the following form:

CIT V ′
� �

= CIT vji
� �

− 0:0001 sin ið Þ sin jð Þ exp
�����
"

� 100 −
ffiffiffiffiffiffiffiffiffiffiffiffi
i2 + j2

p
π

�����
�����

 !����� + 1
#0:1

,

ð18Þ

where V ′ is a D dimensional space and domain range for the
cross-in-tray function that is ði, jÞϵ½−10, 10�.
2.7.4. Rosenbrock Function. The Rosenbrock function is a
nonlinear benchmark to test the performance of optimiza-
tion problems, introduced by Howard H. Rosenbrock in
1960. It is also termed as Rosenbrock’s Valley or Rosen-
brock’s banana function.

The mathematical definition for Rosenbrock is men-
tioned below:

Ros vji
� �

= 1 − ið Þ2 + 100 j − ið Þ2, ð19Þ

subjected to ði − 1Þ3 − j + 1 and x + y − 2 < 0:
Range for the Rosenbrock function is i ∈ ½−1:5,1:5�

and j ∈ ½−0:5,2:5�. Figure 13 represents the fitness perfor-
mance for these functions. Local maximum and global min-
imum for Rosenbrock are shown in Figure 14.

2.7.5. Easom Function. Easom is a multimodal and nonscal-
able test function to find the global minimum for a search
space. It is defined as a following mathematical equation:

Easom vji
� �

= − cos ið Þ cos jð Þ exp − i − πð Þ2 + j − πð Þ2� �� �
:

ð20Þ

Search domain for the Eason function is −100 ≤ i, j ≤ 100.
These test functions are used for the comparison of CSFE
with particle swarm optimization and harmony search opti-
mization algorithms.

Figure 15 displays the fitness curve for both local and
global optimization. For N generations, global fitness is
achieved at the early stage that indicates that the running
time for the cuckoo search-based feature extraction will be
minimal. Figure 16 provides a graph for the best cost value
through harmony search (HS). Minimum cost for the firefly
algorithm (FFA) is shown in Figure 17. As compared to
HS, PSO, and FFA, CSFE gives the minimum cost value in
minimum iteration and less elapsed time.

Table 5 provides an overview for the assessment of CSFE
against PSO and HS. Performance is measured according to
the minimum cost and elapsed time corresponding to each
algorithm for maximum generations to calculate the best fit-
ness value (cost). Here, CSFE is compared with few global
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Figure 9: Scattering plot for the cuckoo search-based feature
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compressed amount of dimension extracted by CSFE.
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optimization techniques. Particle swarm optimization intro-
duced by Kennedy and Eberhart in 1995 provides best muta-
tion results but it is not suitable for complex tasks as it is slow
due to its complex structure and mutation.

As compared to CSFE, the peak and tail for the normal
distribution are narrow and exponentially bounded from
which the fitness values for PSO are generated. It means that
local optimization points available through PSO are relatively
rare. All global optimization techniques can provide the best
possible solution for continuous data generated by the inter-
net of things for a given problem of interest. Algorithms
other than CSFE took more time to run and provide mini-
mum cost in more number of iterations.

Another optimization technique is the firefly algorithm
introduced by Xin-She Yang in 2008 inspired by the flashing
behavior of fireflies. The random numbers for FA are drawn
from the uniform distribution ½0, 1� with constant probabil-
ity. Because of constant probability, this optimization tech-

nique is not appropriate for continuous and multiobjective
optimization problems. In Table 6, PSO and CSFE are com-
pared after 1000 runs for abovementioned test functions.
Figure 18 shows the normal distribution u ð0, 1Þ for particle
swarm optimization, where maximum height of tail shows
that only best values are limited to this small area.

After the evolution of PSO and its limitations, harmony
search (HS) was developed by Geem et al. in 2001 based on
the concepts of music composition. In Table 7, mutated
CSFE is compared with HS. After implementing CSFE
and harmony search in MATLAB, the algorithms are com-
pared according to their results generated by almost 1000
iterations.

After comparison, it is analyzed that CSFE has given
more accuracy and global fitness for fewmentioned test func-
tions. Performance for both algorithms is measured corre-
sponding to each test function as a pair of mean and
standard deviation while the accuracy rate is given as
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percentage. CSFE has given more success rate as compared to
PSO and HS due to randomization and exploration. CSFE
can converge to a global maximum state when required.

In literature, many test benchmarks are introduced to
evaluate the performance of any new optimization technique.
In this section, few test functions have been used to assess the
functionality of the proposed cuckoo search-based feature
extraction technique. CSFE is evaluated individually, and
performance comparison is established using few global opti-
mization techniques. At last, the accuracy rate delivered by
CSFE is more stable and consistent than PSO and HS for
global optimization.

2.8. Contribution. The major contribution of this paper is
analysis of different aspects regarding dimensionality reduc-
tion and discussion of evolutionary approach with a special
focus on cuckoo search algorithms. We have given the
detailed discussion on existing dimensionality reduction
techniques outlining feature selection and extraction. A com-
parison of heuristic and metaheuristic search methods are
described in this paper. Cuckoo search is an optimization
technique which is widely used in resource allocations in
operations research, and here, we have used it for finding
the attributes in data which may be dropped without affect-
ing the meaning and information coherently in the database.
The cuckoo living behavior is analyzed with reference to our
own problem formulation. This algorithm also possesses
some inherent features which limits its working for dimen-
sionality reduction scenario in IoT and discussed in this
paper. An algorithm corresponding to the problem of dimen-
sionality reduction in internet of things scenario is formu-
lated to further investigate the performance measures of the
cuckoo search optimization algorithm.

We have transformed our problem into IoT vectors hav-
ing distinct dimensions and explained the feature selection
phenomenon. An algorithm is used for feature construction

with numeric and nominal attributes. We have specially
introduced mutated cuckoo search-based feature extraction
algorithms to work with the generated dataset. We have
analyzed the result of application of the cuckoo search algo-
rithm on dimensionality reduction and compared its perfor-
mance. This cuckoo search optimization algorithm proved
to be very effective in feature selection and dimensionality
reduction techniques and can be used in similar kinds of
future applications.

3. Recommendation and Future Work

In information and communication technology, a number of
innovative trends have emerged to facilitate humans, busi-
nesses, and industries with improved and efficient services.
These next generation technologies manifest new challenges
and complexities. Homogenize objects, wireless, and sensor
networks, addressing schemes, and visualization build a mul-
tiplex structure of IoT. Data storage and analytics is one of
the most important elements that formulate the network
and emphasize dealing with unpredictable amounts of raw
data collected by smart objects. Requirement for cost, time,
and energy is directly proportional to an incredibly increas-
ing amount of data. In the coming era, scientists are intro-
ducing “Green Computing Devices and Networks” with
reduced cost, least time, and minimum energy resources.

3.1. Energy Proficient Algorithm for Green Internet of Things
(GIoTs). The fundamental aim for IoT is to empower the
smart world without greenhouse influences. To interact with
real-world objects, these kinds of networks are equipped with
numerous sensors, protocols, and communication technolo-
gies with high amounts of energy, sufficient cost, and com-
plexity. Efficient algorithms are required for IoT services
and applications to reduce the existing greenhouse effects
or to build a new with minimum energy consumption. The
proposed technique can be used to get maximum accuracy
for any machine learning task with minimum cost without
complex computation.

Cuckoo search-based techniques are suitable to build
future GIoT with maximum accuracy and lower complexity.
Cuckoo search is a global optimization technique and pro-
vides global maximum solutions for real-time systems (IoT)
who generate continuous and high amounts of data with
massive dimensionalities. The reason for this recommenda-
tion is that CS does not implicate a lot of mathematical com-
putation which will definitely decrease the overall complexity
of the system.

3.2. Future Internet of Things for Patient’s Monitoring. In
medical scenarios, patients are monitored manually, e.g.,
patient’s history, current disease, and their daily health
report. Individual files with distinct patient numbers are
maintained including some health parameters such as heart
rate, blood pressure temperature, and blood samples. These
records are assessed by the concerned doctor for further
treatment. Instead of all these manual procedures, a smart
health monitoring IoT device can perform these actions
smartly without extensive human intervention.
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The architecture in Figure 19 demonstrates an abstract
layout for a complete health care system (CHCS) based on
an intelligent IoT device to monitor health of patients. The
patient’s record managed and handled by smart IoT devices
is available to concerned doctors and for users as well. A sit-
uation handled by an IoT device for patient’s monitoring can
be a complete blood count (CBC) report of the patient. A
continuous blood report will be generated by this intelligent
IoT device and whenever there is an alarming situation some
action would be triggered.

In spite of tremendous efforts made regarding ICT, there
is a need to execute the emerging and evolutionary trends
without negative environmental effects to compensate for
the increasing amount of data with a smaller amount of
energy and computations. Indispensable measurements are
required to minimize negative technological effects on the
health and society. It is concluded that the mutated cuckoo
search-based feature extraction can be an advantageous
approach towards the recent internet of things and for
future green internet of things as well. Moreover, it can be
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utilized to enhance the performance for future IoT devices
for uninterrupted monitoring of patients. As a brief
description, cuckoo search optimization is a metaheuristic
approach and applicable to situations where the system is
in the local state or will grow up towards a global phenom-
enon in future.
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Table 5: Summarized performance table for HS, PSO, CSFE, and
firefly algorithm: analysis of metaheuristic global optimization
algorithms with respect to minimum cost and elapsed time.

Algorithm
Best cost
value

Elapsed
time

Cuckoo search-based feature extraction 4.0788e-26 11.228997 s

Particle swarm optimization 14.375e-4 42.284616 s

Harmony search 7.9050e-06 12.435746 s

Firefly algorithm 7.2753e-06 21.244669 s

Table 6: Comparison of particle swarm optimization and cuckoo
search-based feature extraction.

Algorithm Particle swarm optimization
Cuckoo search-based
feature extraction

Rastrigin 4112 ± 279 (93%) 1025 ± 103 (97%)
Mccormick 7877 ± 503 (97%) 3421 ± 209 (100%)
Cross-in-tray 13901 ± 2131 (95%) 4239 ± 276 (100%)
Rosenbrock 90571 ± 3036 (100%) 42330 ± 9211 (100%)
Easom 55491 ± 4023 (97%) 78901 ± 1043 (98%)
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Figure 18: Normal distribution u ð0, 1Þ for particle swarm
optimization, where maximum height of tail shows that only best
values are limited to this small area.

Table 7: Comparison of harmony search and cuckoo search-based
feature extraction.

Test functions Harmony search
Cuckoo search-based
feature extraction

Rastrigin 54412 ± 2301 (94%) 1025 ± 103 (97%)
Mccormick 60925 ± 3324 (87%) 3421 ± 209 (100%)
Cross-in-tray 70215 ± 1051 (100%) 4239 ± 276 (100%)
Rosenbrock 39571 ± 3036 (100%) 42330 ± 9211 (100%)
Easom 10033 ± 4023 (97%) 78901 ± 1043 (98%)
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4. Conclusion

Although IoT networks have emerged and performing exact-
ing tasks competitively but to stable their performance,
enhancement for future challenges is mandatory. It becomes
possible when networks are not only fast with preeminent
servers but also smart enough to cope with unpredictable cir-
cumstances. Introducing efficient and global optimization
algorithms can help to achieve this target. In this research,
a metaheuristic global optimization algorithm is established
to reduce dimensions of outdoor data for IoT. The cuckoo
search-based feature extraction is a mutated algorithm that
organizes itself according to the unpredictable amount of
data and produces a new and an enhanced feature space.
The newly generated feature space and proposed algorithm
benefit for improving the accuracy for classifiers and mining
algorithms. It also makes the algorithm computationally fea-
sible, flexible, and efficient for obtaining the target of conver-
gence. This mutated algorithm is further generalizable to IoT
indoor activities as the need of near future. The scenario to
train the IoT network for future challenges and increase
sphere of knowledge is also discussed. Among all abovemen-
tioned facts, CSFE can perform all activities with minimum
cost and less time as evaluated. This algorithm can be further
improved for multiobjective optimization problems. It can
provide tremendous support to build an IoT-based smart
world with no negative impacts and minimum resources.

Data Availability

Dataset is generated through IoTify. This is a web-based plat-
form for simulation to develop IoT application by using vir-
tual hardware devices, e.g., sensors. It facilitates like a virtual
lab and enables to create a virtual IoT device in JavaScript.
The IoTify database is generated using JavaScript object
naming (JSON) with extension.
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In a cognitive radio (CR), opportunistic secondary users (SUs) periodically sense the primary user’s (PU’s) existence in the network.
Spectrum sensing of a single SU is not precise due to wireless channels and hidden terminal issues. One promising solution is
cooperative spectrum sensing (CSS) that allows multiple SUs’ cooperation to sense the PU’s activity. In CSS, the misdetection of
the PU signal by the SU causes system inefficiency that increases the interference to the system. This paper introduces a new
category of a malicious user (MU), i.e., a lazy malicious user (LMU) with two operating modes such as an awakened mode and
sleeping mode. In the awakened mode, the LMU reports accurately the PU activity like other normal cooperative users, while in
the sleeping mode, it randomly reports abnormal sensing data similar to an always yes malicious user (AYMU) or always no
malicious user (ANMU). In this paper, statistical analysis is carried out to detect the behavior of different abnormal users and
mitigate their harmful effects. Results are collected for the different hard combination schemes in the presence of the LMU and
opposite categories of malicious users (OMUs). Simulation results collected for the error probability, detection probability, and
false alarm at different levels of the signal-to-noise ratios (SNRs) and various contributions of the LMUs and OMUs confirmed
that out of the many outlier detection tests, the median test performs better in MU detection by producing minimum error
probability results in the CSS. The results are further compared by keeping minimum SNR values with the mean test, quartile
test, Grubbs test, and generalized extreme studentized deviate (GESD) test. Similarly, performance gain of the median test is
examined further separately in the AND, OR, and voting schemes that show minimum error probability results of the proposed
test as compared with all other outlier detection tests in discarding abnormal sensing reports.

1. Introduction

Radio spectrum is considered the backbone for wireless com-
munication. The unique characteristic of the wireless sensor
networks (WSNs) makes it distinguishable from the tradi-
tional networks [1]. In WSNs, a number of small sensor
devices distributed spatially are allowed to cooperatively
sense environmental and physical conditions. The WSN
nodes have limited resources in terms of power, computa-
tional complexity, and memory [2]. Recently, the WSNs are
employed in civilian applications, such as home appliance
control, traffic control, checking environmental conditions,

Internet of things (IoT), and robotic games [2]. The fre-
quency spectrum assigned to the WSNs and other communi-
cation devices is not efficiently utilized that results in
spectrum scarceness issues. The CR network (CRN) is a
promising technology in the field of WSNs to tackle the spec-
trum scarcity [3].

The idea of CRN was presented for the first time by
Mitola in [4]. As demand to the frequency spectrum
resources is increasing with the increased number of wireless
devices, therefore, static spectrum allocation (SSA) policy is
considered to have limitations to meet these requirements
[5]. The 300GHz bandwidth that once seems to be sufficient
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is now becoming congested [6–9]. CRN is an intelligent wire-
less communication technology that has the ability to sense
the radio environment and act accordingly. The CRN has
two main objectives: reliable communication at any time
and place and efficient use of the radio spectrum [10]. As
static spectrum allocation is not the solution to meet with
the increasing number of wireless communication devices,
therefore to overcome this challenging problem, dynamic
spectrum access (DSA) has been widely proposed as one of
the most promising technologies to increase spectral effi-
ciency [11]. The CRN is considered a feasible intelligent tech-
nology for 4G wireless networks or self-organization
networks. In the CRN, unlicensed users or secondary users
(SUs) periodically sense the spectrum band of the PU net-
work. The SUs utilize vacant channels in the VHF and
UHF frequency bands, allocated to TV broadcasting between
54 and 862MHz frequency range [12]. The PU spectrum
availability is inspected by applying various spectrum sensing
techniques [6]. The SU performs local sensing by adopting
sensing techniques such as energy detector (ED), matched fil-
ter detector (MFD), and cyclostationary [7]. When statistics
of the PU are not available, then the ED technique is more
suitable that requires only power of the PU channel. The
received energy of PU is compared with a fixed threshold
value in the ED technique. In case the received energy is
greater than the threshold, the presence of PU is confirmed;
otherwise, the absence of the PU signal is declared [7, 8]. In
the proposed work, we will follow the ED technique to sense
the spectrum of the PU channel.

In CRN, individual SU is not sensitive enough to detect
PU channel weak signals. The single SU sensing performance
is further deteriorated by the multipath fading and shadow-
ing effects as in [13]. In order to tackle individual user sens-
ing issues, CSS is used to solve this problem. This allows
local sensing users to forward their sensing results to the
fusion center (FC), where the final decision is made about
the PU status [14].

1.1. Related Work and Contribution. Information reported to
the FC by the SUs through local sensing is divided into two
major categories: hard decision fusion (HDF) and soft deci-
sion fusion (SDF). In the HDF, the SUs convert the sensing
reports into binary decision to represent a PU signal. The
HDF schemes not only reduce communication cost but also
reduce the implementation complexity [15]. In the SDF
scheme, the reports are in the form of energy values of the
PU signal forwarded to the FC. There are many SDF schemes
suggested in the literature, where soft energy information is
reported to the FC [16]. Similarly, in the Bayesian model,
users report probabilities to represent the confidence level
of the users’ local decision [17]. The FC then takes a global
decision by combining all these probabilities. An SDF model
proposed in [17] reports two-bit information to state the free
and occupied status of the PU channel. The SDF scheme
known as the likelihood ratio test (LRT) has attained a signif-
icant attention. In [12], a linear test statistic is applied based
on an LRT detector at several PU conditions. In [18], the
focus is on maximum eigenvalue-based LRT against different
noise behaviors of the PU signal. In [19], the authors have

investigated a distributed LRT detector for sensing the spec-
trum of the PU spectrum where the channels are considered
having random and Nakagami-lognormal mixture distribu-
tion. Similarly, in [20], some inspections against frequency-
selective Nakagami channels using correlation in the fre-
quency domain are investigated. In [21], authors have pre-
sented a collusion pattern of the attackers. These attackers
usually form a collusive group that can boost the spectrum
sensing data falsification (SSDF) attack power, resulting in
falsification of the spectrum sensing data. These attackers
are prevented by applying a trust mechanism technique, in
which the reports of the SUs are examined by their historical
sensing behaviors [22]. The less trusted SUs are given low
weights, or even their reports are deleted during final deci-
sion. The collusive attackers are riskier as they improve their
trust value, which results in increasing their attack power.
The main contributions of this paper are as follows.

(i) In this paper, a new behavior of MU, i.e., a lazy mali-
cious user (LMU), is introduced in the CSS environ-
ment. The LMU reports PU information to the FC in
two operating modes, i.e., an awakened phase and
sleeping phase. The user acts as normal SU during
the awakened phase with accurate sensing reports
in this phase, while in the sleeping phase, the LU acts
maliciously by reporting false sensing data randomly
selected as AYMU and ANMU probabilistically. The
OMU category of MUs senses the PU channel and
repots sensing data to the FC that negate the channel
actual status

(ii) The proposed techniques in the paper detect LMUs
and OMUs by applying outlier detection tests while
reporting to the FC. During the sleeping phase of
the LMUs, received sensing reports are detected as
abnormal and discarded while making global deci-
sion at the FC. Similarly, as the awakened phase
sensing reports of the LMUs are accurate, therefore,
the outlier detection tests declare their sensing
reports as normal and suggest for consideration in
the global decision

(iii) Simulation verifies that, out of the many outlier
detection tests, the median test shows better detec-
tion results of MUs in CSS and produces minimum
error probability. The results are further compared
at low SNR values with those of the mean test, quar-
tile test, Grubbs test, and generalized extreme stu-
dentized deviate (GESD) test

The proposed work limitation lies in the parameter selec-
tion of statistical tests. It is noticeable that whenever univar-
iate data samples are selected less than a certain limit, outlier
values near the upper and lower fence of the data distribution
cannot be detected reliably. Hence, the number of SUs should
be sufficient enough to get better sensing results.

The rest of the paper is organized as follows: Section 2
presents the system model. Section 3 gives a detailed descrip-
tion of the proposedMU detection model. Section 4 discusses
the simulation results. The paper is concluded in Section 5.
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2. System Model

All the participating SUs sense the PU status and report their
decisions to the FC. The SUs decide the PU activity locally
and inform FC about their binary decision findings for mak-
ing a global decision. FC collects individual hard binary deci-
sions of the cooperative users and employs HDF schemes to
recommend the final decision about licensed user activity as
shown in Figure 1.

The binary hypothesis about the presence and the
absence of the PU channel is given as

xj lð Þ =
H0 : nj lð Þ
H1 : hjs lð Þ + nj lð Þ

( )
, ð1Þ

where xjðlÞ denotes the energy received by the jth SU in the lth

time slot. H0 and H1 represent the absence and presence
hypothesis of the PU signal. njðlÞ is the AWGN and hj is
the channel gain between the PU and the jth SU. sðlÞ is the
PU transmission at the lth time slot [23, 24]. The energy sta-
tistic of the PU received by the jth SU in the ith time interval is
given as

Wj ið Þ =
〠

li+ b−1ð Þ

i=li
nj lð Þ
�� ��2, H0

〠
li+ b−1ð Þ

i=li
hjs lð Þ + nj lð Þ
�� ��2, H1

8>>>>>><
>>>>>>:

9>>>>>>=
>>>>>>;
, ð2Þ

In (2), b is the number of samples at the ith time interval.
The central limit theorem (CLT) shows that for binary
hypothesis and large sample size, the energy reported by
the participating SUs resembles Gaussian random variables.
The normalized energy is written as

Wj ∼
N μ0 = b, σ2

0 = 2b
� �

, H0

N μ1 = b nj + 1
� �

, σ2
1 = 2b nj + 1

� �� �
, H1

( )
:

ð3Þ

In (3), nj represents the noise received by the jth SU. The
mean and variance of the energy statistics are μ0 and σ20,
respectively, for the hypothesis H0. Similarly, for H1, the
mean and variance of the energy statistics are μ1 and σ21.
The energy statistics collected at each SU locally decide the
existence of the PU status. These statistics are further com-
pared with the predefined threshold value to send the hard
decisions 1 or 0 to the FC [15] as

Zj ið Þ =
1, Wj ið Þ ≥ γj

0, otherwise

( )
, ð4Þ

where WjðiÞ is the energy statistic of the PU received by the

jth SU in the ith interval. γ j denotes the threshold value for the

jth reporting user.

2.1. Proposed MU Detection Model. A flow chart of the pro-
posed CSS model is shown in Figure 2, where multiple SUs
sense a spectrum band of the PU and report their observa-
tions to the FC. In the flow chart, simple AND, OR, and
majority voting are the schemes where outlier tests are not
applied and reports are collected from all SUs about PU
activity. Similarly, the modified AND, OR, and majority vot-
ing are those schemes where outlier tests were used for the
MU identification based on all users’ reported information.
The global decision is calculated under both simple HDF
and modified HDF schemes separately, and results are
compared.

Pseudocode 1 of the proposed Algorithm 1 is shown in
Section 3.

3. Pseudocode 1 of Algorithm 1

A pseudocode of the proposed algorithm to solve the given
problem in a stepwise manner is shown. Here, the users take
their hard binary decisions and report the same information
as 1 or 0 to the FC. FC tries to collect and stores user reports
during the N sensing intervals and stores the same in its local
database in Z. The FC takes its final decision normally using
hard decision schemes before collection of enough reports
from the sensing users. At the end of a required number of
iterations, the results in Z are accumulated by finding each
user total sensing data to form vector z. The algorithm calls
statistical outlier detection tests to detect any abnormality
in z results as outlier or malicious data. After the identifica-
tion of MUs, modified HDF schemes are allowed to take deci-
sion based on the sensing reports of the normally declared
users in the subsequent sensing intervals.

3.1. Hard Decision Schemes. A centralized CSS allows SUs to
forward their local sensing results to a central unit where the
final decision of the PU activity is made based on sensing
reports. To categorize the information provided to the FC,
local sensing schemes are divided into HDF and SDF. In
HDF, the SUs convert the sensing reports into binary digits
1 and 0 that represent the PU signal. HDF schemes reduce
both the communication cost and implementation complex-
ity of the system. In the SDF scheme, reports are in the form
of energy values of the PU signal that are forwarded to the
FC. LRT has attained a significant attention out of the differ-
ent SDF schemes.

3.1.1. AND Scheme. In the AND scheme, all SUs have to be
consistent about the reports of PU:

Gd =
H1 : 〠

n

j=1
Zj ið Þ = n

H0 : otherwise

8><
>:

9>=
>;, ð5Þ

ZjðiÞ consists of reports in the ith interval by the SUs. The
channel is declared occupied when all SUs reports the PU
availability where H1 is generated by the FC as a global deci-
sion Gd; otherwise, decision H0 is declared.
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3.1.2. OR Scheme. In the OR scheme, if any SU detects the PU
signal, then FC takes it as a global decision and generates H1;
otherwise, the global decision is H0:

Gd =
H1 :  〠

n

j=1
Zj ið Þ ≥ 1

H0 :  otherwise

8><
>:

9>=
>;: ð6Þ

3.1.3. Majority Voting Scheme. The majority voting scheme is
based on the voting of SUs. If majority users declare the PU
availability, the decision is made in favor of majority voters:

Gd =
H1 : 〠

n

j=1
Zj ið Þ ≥ k

H0 : otherwise

8><
>:

9>=
>;, ð7Þ

where k is the number of SUs, declaring that PU has occupied
the channel, and n is the total number of participating SUs.
The majority voting scheme is the special case of global deci-
sion when k = n/2. The FC applies statistical analysis by com-
bining the reports of all participating users to remove the
nasty data from MUs in the local sensing.

3.2. Statistical Outlier Tests. The outliers in the data are dis-
similar values to the rest of the data set. They are generated
through different mechanisms in the CSS [25]. The outliers
can also be defined as those observations that deviate from
their members in the data sample [26]. In this work, the
reports of the MUs are outliers because from the definition,
outliers are the data samples generated by another

PU

SU

MU

SU

SU

MU

Global Decision
H0/H1 

Figure 1: System model.

PU

Local decisions about PU

Simple AND Simple OR Simple majority voting 

H0/H1

Modified
AND

Modified OR Modified majority
voting 

Yes

No

Identify abnormally reporting users as MUs

SU SUMU

Global decision about 
PU activity

Combining the normal user data 

i<sensing 
limit

Figure 2: Flow chart for the proposed methodology.
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mechanism; hence, the reports from the MUs deviate from
those reports which are generated by normal SUs [27].

In the proposed model, SUs sense the PU channel and
report their hard binary findings to the FC, where it stores
n SU sensing data reported in N sensing iterations to form
matrix Z as shown in

Z =

z11 z12 ⋯ z1n

z21 z22 ⋯ z2n

⋮ ⋮ ⋯ :

⋮ ⋮ ⋯ :

zN1 zN2 ⋯ zNn

2
666666664

3
777777775
: ð8Þ

At the end of the required number of iterations, each user
contribution in sensing is determined by adding total hard
decisions of the SUs to form vector z as given in

Z = 〠
N

i=1
Zj ið Þ
� �

, i ∈ 1,⋯,N: ð9Þ

Outlier detection techniques are called by giving the
result in equation (9) as an argument to declare the users as
normal or abnormal using various detection tests:

Z = z1 z2 ⋯ zn½ �, ð10Þ

Finally, the detected outlier is declared as malicious and

(1) For i= 1 to total iterations
(2) Forj=1 to total SUs
(3) if PU is available
(4) j th user sensing in i th interval Eði, jÞ
(5) if Eði, jÞ> threshold
(6) local decision Zði, jÞ = 1 (Reporting 1 as hard decision),
(7) else
(8) local decision Zði, jÞ = 0 (Reporting 0 as hard decision)
(9) end
(10) end
(11) end
(12) if i < Sensing limit
(13) Compile the results for simple HDF schemes
(14) Simple AND
(15) Simple OR
(16) Simple Majority voting
(17) else
(18) Identifyz
(19) Run Outlier Tests using zto detect outliers
(20) Compile results for Modified HDF schemes
(21) end
(22) if ∑n

j=1
j≠MU

ZjðiÞ = n

(23) AND global Decision as H1
(24) else
(25) AND global Decision as H0
(26) end
(27) Compile results for Modified HDF schemes if ∑n

j=1
j≠MU

ZjðiÞ ≥ 1

(28) OR global Decision as H1
(29) else
(30) OR global Decision as H0
(31) end
(32) if ∑n

j=1
j≠MU

ZjðiÞ ≥ n/2

(33) Voting global Decision as H1
(34) else
(35) Voting global Decision as H0
(36) end
(37) end of iterations

Pseudocode 1
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taken out of the hard combination scheme in the following
sensing intervals.

3.2.1. Proposed Outlier Median Test Scheme. This outlier
detection scheme searches for anomaly in the normally dis-
tributed sensing data as in [28]. In the case of univariate data,
the median absolute deviation (MAD) is the robust disper-
sion measure against outliers [28]. Therefore, outlier pres-
ence in the data needs to be properly detected and
removed. Automatic analysis for the detection of these
anomalies in the normally distributed data is mandatory.
The traditional method of the mean plus-minus 3 test based
on the standard deviation of the data follows normal distri-
bution of the data, where 99.87% of the data type occurs
within this range. Similarly, taking decision to remove the
values occurring in 0.13% of all cases is not too conservative
[28]. There are three problems when the mean is considered
the central tendency in the data set. First, the data set has to
be normally distributed when outliers are included. Secondly,
the outliers in the data have a strong impact on the mean and
standard deviation. At last, for any small data sample values,
the outlier detection is not guaranteed. Due to these draw-
backs, the mean test failed to detect outliers in data distribu-
tions when the data sample is limited in size.

Therefore, Miller proposed an outlier indication test
using the median of the data set. This outlier test detects
anomaly for the value of c: it is most conservative when c is
3, medium conservative when c is 2.5, and less conservative
when c is 2 [29]. The constant value of 3 is used in this work.
The limiting point against the users’ total sensing reports in
the z vector is determined in

M − c ×MADð Þ < zi <M + c ×MADð Þ: ð11Þ

The result in (11) is written in a more simplified form as

zi −M
MAD ≥ ±3j j: ð12Þ

The results of the median test are compared further with
those of other outlier tests such as the Grubbs test, GESD test,
and quartile test such as the box and whisker plot and mean
plus-minus 3 test.

3.2.2. Grubbs Test. Frank Grubbs in 1969 proposed an outlier
test to verify some univariate data [30]. The Grubbs test is
used to detect a single outlier in sampled data. This test ana-
lyzes the minimum/maximum values of the sample data and
applies statistics to search outliers. The test statistic is

G = max value −Mj j
σ

, ð13Þ

where M is the sample mean and σ is the standard deviation
given by

σ =
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
∑ zi − �zð Þ2

S − 1

r
: ð14Þ

In (14), S is the number of data values, zi is the maximum
value of the row vector, and �z is the mean value of the vector z
. The following steps are used in the Grubs test to detect sus-
picious report as an outlier.

(i) Find the G test statistics using (13) for the users’
sensing reports in z

(ii) State the null and alternative hypotheses about the
existence of outliers in z

(iii) Find the G critical value from the table and select the
confidence level. The default confidence level is 95%

(iv) Compare the tested G statistic with the G critical
value

(v) The maximum value in z is an outlier if the test sta-
tistics are greater than the critical value

The Grubbs tests can be used to detect and remove outlier
values from the minimum values of the data sample as given
in

G = M −min valuej j
σ

: ð15Þ

3.2.3. Generalized Extreme Studentized Deviate (GESD) Test.
GESD is an iterative hypothesis test proposed by Rosner in
1983. It can spot one or more outliers in a data set. In this
test, the upper bound or the total number of outlier values
is given in the null hypothesis. After that, a separate test is
performed by using the Grubbs statistics as given in [31]

Tk =
max zi −Mj j

σ
, ð16Þ

where M and σ denote the mean and standard deviations in
the data. The observation corresponding to max jzi −Mj is
removed using Grubbs statistics, and T2 is computed from
the remaining sample. A sample mean and standard devia-
tion are computed for the remaining n − 1 data values. This
process is repeated until Tk is determined for a prespecified
k. Here, k represents the number of outliers in the data set
known as the upper bound specified in the null hypothesis
[32].

3.2.4. Mean Test. This method is based on the characteristics
of normal distribution of data. It is necessary for the outlier
test to detect the presence of the outlier’s data. In [33], the
mean plus-minus 3 standard deviation scheme is formulated
as

�z − a × σð Þ < zi < �z + a × σð Þ, ð17Þ

where �z denotes the sample mean and σ denotes the standard
deviation of z. The constant parameter a is carefully selected
which is 3 here to produce accurate results. The value zi is an
outlier in the z if it exceeds the upper boundary of the data
sample such as zi < �z + ða × σÞ or if the data value exceeds
the lower boundary, i.e., �z − ða × σÞ < zi [28]. It is guiding
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the outlier detection test where the indicator itself is altered
by the existence of outlying values in the data.

3.2.5. Quartile and Percentile Test (Box-Whisker Plot). Tukey
in 1977 proposed a graphical outlier indication test to iden-
tify the skewness and unusual data points in the data distri-
bution [34]. It can detect one or more outlier values in the
data set and can also detect outliers in the upper and lower
boundaries of the data samples [35]. The following are the
steps of the quartile and percentile test.

(i) Determine the first quartile of the data as the 25th

percentile (Q1) in z
(ii) Identify the third quartile of the data as the 75th per-

centile (Q3) in z
(iii) Determine the interquartile range (IQR) of the z vec-

tor as

IQR =Q3 −Q1: ð18Þ

(iv) A data value is considered an outlier in the lower
fence if it exceeds the results in

Q1 − 1:5 IQRð Þ: ð19Þ

(v) Similarly, a value is considered an outlier in the upper
fence of the data set if it exceeds the results in

Q3 + 1:5 IQRð Þ: ð20Þ

Figure 3 shows the diagram of the box-whisker plot. All
parameters are indicated in the figure.

3.3. Modified HDF Schemes. After detecting the reports of
MUs at the FC, global decision is made by FC in the modified
form in the subsequent sensing intervals. In the modified
AND scheme, sensing reports of the normally declared coop-
erative users are considered in the global decision. Similarly,
the reports received from the detected outliers such as MUs
are deleted in this combination. Hence, the modified equa-
tion of the AND decision scheme now takes the following
form:

Gd =
H1 : 〠

n

j=1
j≠MU

Zj ið Þ = nModified

H0 : otherwise

8>>>><
>>>>:

9>>>>=
>>>>;
: ð21Þ

In the modified AND scheme, only normal SU nModified
sensing reports about the presence of PU are considered,
whereas the reports of OMUs and LMUs are discarded.

The criteria for the decision of the OR scheme are modi-
fied as

Gd =
H1 : 〠

n

j=1
j≠MU

Zj ið Þ ≥ 1

H0 : otherwise

8>>>><
>>>>:

9>>>>=
>>>>;
: ð22Þ

The modified majority voting scheme takes its global
decision based on the reports of normally declared users.
After the filtration and elimination of the MUs, the modified
majority voting scheme decision is given as

Gd =
H1 : 〠

n

j=1
j≠MU

Zj ið Þ ≥ kModified

H0 : otherwise

8>>>><
>>>>:

9>>>>=
>>>>;
, ð23Þ

where kModified is the number of sensing reports received from
the normal SUs that declare the presence and absence of the
PU signal by H1 andH0, respectively.

4. Simulation Results

In this section, we present simulation results of the proposed
outlier detection-based HDF schemes and compared them
with other statistical outlier schemes. In the simulation, the
number of MUs varied in the cooperating environment to
investigate the overall effect in the CSS. The simulation
parameters are defined in Table 1.

4.1. Case 1: Median Test Results. In case 1, the results for the
median test are plotted using HDF schemes. The median test
results in Figures 4 and 5 are compared with those of the sim-
ple HDF schemes. Figure 4 shows the simulation results
when there are no MUs in the cooperative environment. It
is observed that when the proposed median test is applied,
the error probability reduces than when the traditional
HDF scheme is applied. In Figure 4, an increase in SNR from
-30dB to -15 dB results in an abrupt change in the error
probability for proposed OR and AND schemes, where error
probability reduces from 0.47 to 0.25 for the OR scheme. In
the AND decision scheme, error probability starts at 0.50 that
gradually reduces to 0.23 when SNR exceeds from -30 dB to
-10 dB for the proposed outlier test. Similarly, the proposed
majority voting error probability is reduced from 0.26 to
0.25, when SNR is increased from -40 dB to -10 dB. The pro-
posed HDF schemes show better sensing results with mini-
mum error probabilities, while the simple HDF schemes
result in maximum error probability.

In Figure 5, the number of LMUs is increased to five with
one OMU reporting with normal SUs. In this case, error
probability remains high for the traditional HDF schemes
while the proposed test has a reduced error probability. It
can be observed that for the simple HDF schemes when the
number of MUs is increased, the error probability remains
high at all SNR values, i.e., 0.53 approximately for the simple
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OR scheme and 0.5 for the simple AND scheme. Similarly,
for the simple majority voting scheme, the error probabil-
ity starts at 0.28 approximately and gradually reduces to
0.26. The proposed AND scheme has an error probability
of 0.5 at the SNR value of -40 dB that sharply reduces to
0.26 when SNR is increased from -25 dB to -10 dB. The
proposed OR scheme has an error probability of 0.48 at
the SNR value of -40 dB that reduces to 0.25 at the SNR
value of -10 dB. Similarly, in the case of the proposed
majority voting scheme, error probability starts at 0.26
approximately and remains lower than that in the simple
majority voting scheme.

The results of percent decrease in error probability of
the modified and traditional HDF schemes at different
SNRs values are illustrated in Table 2 in the presence of
LMUs and OMU. The table result shows that when
SNRs = −26 dB, the proposed voting scheme results in bet-
ter sensing performance with 9.1% minimum sensing
error probability compared with the simple voting
scheme. Similarly, the proposed OR scheme obtained
8.9% reduction in error probability as compared with
the simple OR scheme, while the proposed AND decision
scheme has 0.4% reduction in the error probability results
compared with the simple AND combination scheme. As
the SNRs are increased to -10 dB, the percent decrease in
error probability of the proposed HDF schemes is further
improved for the proposed voting (9.8%), proposed OR
(1.7%), and proposed AND (47.1%) schemes compared
with the simple voting, simple OR, and simple AND deci-
sion schemes.

4.2. Case 2: Performance Comparison of the Proposed Scheme
with Other Statistical Outlier Test Schemes. In this case, we
present the performance comparison of the proposed median
test with the other statistical outlier tests in Figures 6–11.
HDF schemes are plotted separately and compared with out-
lier tests. The comparison is made for HDF schemes in the
following scenario in CSS.

(1) When no MU exists in the network

(2) When five LMUs and one OMU exist in the network

4.2.1. Scenario 1: OR Scheme. A global decision of the OR
scheme is made when a single SU detects the presence of a
PU signal; hence, there is a chance of error in the sensing
report. In Figures 6 and 7, the results for the OR scheme is
investigated for all outlier tests along with the results of the
simple HDF (OR) scheme in the global decision. These fig-
ures show that the proposed test scheme is outperforming
other statistical outlier test schemes, when there is no MU
in the network. The SNR varies from -40 dB to -10 dB. In
the simple OR scheme, error probability starts at 0.51 that
reduces after -20 dB and reaches a value of 0.38 approxi-
mately at -10 dB. All the statistical outlier test schemes have
a starting error probability of 0.49 which is lower than that
of the simple HDF OR scheme and abruptly reduces after
-30 dB. The mean test results are with maximum error prob-
ability among all other outlier detection tests as SNR ranges
from -30db to -10 dB which is followed by the GESD,
Grubbs, and quartile tests. The proposed median outlier test
scheme has minimum error probability from -30 dB to
-10 dB.

In Figure 7, there are five LMUs with one OMU and 34
normal SUs reporting to FC for a global decision. The simple
HDF scheme has an error probability of 0.51 approximately
at -40 dB that is slightly reduced to 0.49 at -10 dB. Similarly,
all the statistical outlier tests have the same probability of
error up to -25 dB which is slightly reduced to 0.47 approxi-
mately for the mean test. For the GESD test, the Pe is 0.45 at
-10 dB, and for the Grubbs test, the Pe is 0.43 approximately
at -10 dB. These results further reduce to 0.26 approximately
for the quartile test at the SNR value of -10 dB. Similarly,
when the SNR value exceeds -25 dB, the proposed test
scheme curve is skewed down to the error probability of

Minimum value

Median

1st quartile
Q1

3rd quartile
Q3

Maximum value

The width of the box shows the
interquartile range

Whisker Whisker

Figure 3: Box-whisker plot.

Table 1: Simulation parameters.

Parameter Value

Total number of users 40

Malicious users 2

SNR range -40 dB to -10 dB

Number of samples in each interval 270

Sensing iterations 1000

Iteration range for simple HDF 1-500

Iteration range for modified HDF 501-1000

Time consumption 1msec
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0.25 at -10 dB, which is the minimum error probability of all
outlier tests.

The results in Table 3 illustrate the percent decrease in
the error probability of the proposed median test-based OR
HDF combination scheme as compared with other outlier
detection tests in the presence of LMUs and OMU at various
SNRs. The table shows that at -26 dB, the proposed OR HDF
scheme results in better sensing performance with 1.67%
reduction in sensing error probability compared with the
mean OR, GESD OR, Grubbs OR, and quartile OR test
schemes. Similarly, as SNRs are increased to -10 dB, the per-
cent decrease in error probability of the proposed OR HDF
scheme is further improved as compared with that of the
mean OR (91.4%), GESD OR (81.7%), Grubs OR (72.7%),
and quartile OR (4.87%) test schemes.

4.2.2. Scenario 2: AND Scheme.When all the SUs confirm the
presence of the PU signal, a global decision is made in favor
of the AND scheme. This scheme is tested at the same SNR

values of -40 dB to -10 dB. In Figure 8, no MUs are included
in sensing. Therefore, the simple HDF scheme performed
moderately with an error probability of 0.50 which proceeded
to 0.37 approximately at -10 dB. Similarly, other outlier tests
have minimum error probabilities compared with the simple
HDF scheme at -10 dB. The mean test has Pe = 0:36, the
GESD test has Pe = 0:3, and the Grubbs test, quartile test,
and proposed test have Pe = 0:27 approximately. It is
observed that for the SNR values between -30 dB and
-15 dB, the proposed median test scheme has the best perfor-
mance with minimum error probability.

The simple HDF scheme has poor sensing performance
whenMUs appear in sensing with constant Pe = 0:52 approx-
imately from -10 dB to -40 dB as observed in Figure 9. The
same maximum Pe of 0.52 is observed for all outlier tests
from -40 dB to -20 dB. These results are followed by the mean
test that has Pe = 0:46, Grubbs and GESD tests with Pe = 0:45
, and quartile test with Pe = 0:34 approximately at -10 dB.
The proposed median test has Pe = 0:28 at -10 dB, which is

Table 2: Percent decrease in the error probabilities for modified HDF schemes.

Decision schemes
SNR values

-26 dB -22 dB -18 dB -14 dB -10 dB

Simple vs. proposed voting 9.1% 9.1% 9.1% 9.1% 9.8%

Simple vs. proposed OR 8.9% 11% 21.3% 38.7% 51.7%

Simple vs. proposed AND 0.4% 2.6% 14% 32.2% 47.1%
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Figure 6: No MUs with 40 normal SUs in the network.
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lowest in all the outlier test schemes. The proposed median
test surpasses all other outlier tests at SNR values from
-15 dB to-10 dB with the minimum Pe of 0.28 at -10 dB.

Table 4 shows the performance gain in terms of percent
decrease in error probabilities at different SNR values for
the proposed outlier detection test using the AND HDF
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Figure 7: Five LMUs and one OMU with 34 normal SUs in the network.
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scheme containing LMUs and OMU. The table shows that at
-26 dB, the proposed ANDHDF scheme results in better per-
formance gain with 0.19% decrease in sensing error probabil-
ity compared with the mean AND, GESD AND, Grubbs

AND, and quartile AND schemes. Similarly, as the SNRs
are increased to -10 dB, the percent decrease in error proba-
bility of the proposed ANDHDF scheme is further improved
as compared with the mean AND (64.7%), GESD AND
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Figure 9: Five LMUs and one OMU with 34 normal SUs in the network.
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(59.7%), Grubbs AND (60.8%), and quartile AND (22%)
schemes.

4.2.3. Scenario 3: Majority Voting Scheme. For simulation
purposes, k = n/2 is selected for the majority voting scheme,
where more than one SU has to declare the PU channel avail-
able to make its decision about the presence and absence of
PU; otherwise, PU absence is declared. Figure 10 shows the
results without any misbehaving users. The simple voting
scheme has maximum Pe with a starting value of 0.51 at the

SNR value of -40 dB and reduces to a value of 0.26 at the
SNR value of -10 dB. All outlier tests give similar Pe results
at all SNR levels. The proposed median test results are
slightly improved giving low Pe values from SNR values of
-35 dB to -20 dB which are significantly lower than those of
the simple HDF of the majority voting scheme.

The value of Pe is increased for the simple majority voting
scheme when MUs transfer reports in the sensing interval.
From Figure 11, it is observed that Pe of the simple majority
voting scheme is 0.51 approximately at -40 dB and after
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Figure 11: Five LMUs and one OMU with 34 normal SUs in the network.

Table 3: Percent decrease in the error probabilities for the proposed OR HDF scheme.

Decision schemes
SNR values

-26 dB -22 dB -18 dB -14 dB -10 dB

Proposed OR vs. mean OR 1.67% 5.8% 23.2% 53.1% 91.4%

Proposed OR vs. GESD OR 1.67% 5.8% 23.2% 51.5% 81.7%

Proposed OR vs. Grubbs OR 1.67% 5.8% 23.2% 48.4% 72.7%

Proposed OR vs. quartile OR 1.67% 3.47% 16.6% 7.27% 4.87%

Table 4: Percent decrease in the error probabilities for the proposed AND HDF scheme.

Decision schemes
SNR values

-26 dB -22 dB -18 dB -14 dB -10 dB

Proposed AND vs. mean AND 0.19% 5.71% 24.2% 49.7% 64.7%

Proposed AND vs. GESD AND 0.19% 5.71% 23.5% 46.7% 59.7%

Proposed AND vs. Grubbs AND 0.19% 5.5% 24.2% 48.5% 60.8%

Proposed AND vs. quartile AND 0.19% 5.7% 22.5% 32.9% 22%
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-30 dB it reduces further to 0.26. Outlier test schemes show
that Pe is between -35 dB and -15 dB and is minimized
slightly compared with that of the simple majority voting
scheme. On the other hand, the proposed median test scheme
shows significance upon all outlier test schemes from SNR
values of -35 dB to -15 dB. It is observable from the simula-
tion results that the outlier test scheme detects falsifying
reports of MUs and removes them in the final decision that
decreases the error probability.

The overall performance gain of the voting scheme is bet-
ter than that of the AND HDF and OR HDF schemes by
establishing minimum error probability. Table 5 illustrates
the results of percent decrease in the error probabilities
obtained by the proposed outlier detection test using the vot-
ing scheme in the presence of LMUs and OMU at different
SNR values. At -26 dB, the proposed voting scheme results
in better sensing performance with 16.7% decrease in sensing
error probability compared with the mean voting scheme,
16.4% decrease compared with the GESD voting and Grubbs
voting schemes, and 15% improvement compared with the
quartile voting scheme. As the SNRs are i5ncreased to
-10 dB, the percent decrease in error probability of the pro-

posed voting scheme is 0.4% as compared with that of mean
voting, GESD voting, Grubs voting, and quartile voting
schemes.

The receiver operating characteristics (ROC) with proba-
bility of detection Pd vs. probability of false alarm Pf are col-
lected in the presence of LMUs and OMUs in Figures 12–15.
In Figure 12, the results are plotted for simple HDF and pro-
posed (modified) HDF schemes. The simple OR HDF results
are highly deteriorated by producing high Pf values with the
contributions of MUs, whereas the proposed (modified) OR
decision scheme gives better detection results. Similarly,
AND combination scheme detection probability with the
employment of the proposed median test has better detection
results with minimum false alarm than the detection proba-
bility of the traditional AND decision scheme. Likewise,
detection results of the proposed voting scheme remain supe-
rior and surpass those of all other HDF schemes in Figure 12.

The modified scheme ROC results are further compared
with those of the other outlier detection tests to investigate
the proposed test superiority. Figure 13 shows the result illus-
trations for the OR HDF scheme which was compared with
the other outlier detection tests. It is observable from the

Table 5: Percent decrease in the error probabilities of the proposed voting scheme.

Decision schemes
SNR values

-26 dB -22 dB -18 dB -14 dB -10 dB

Proposed voting vs. mean voting 16.7% 17.4% 13.3% 5.5% 0.4%

Proposed voting vs. GESD voting 16.4% 17.4% 11.8% 3.9% 0.4%

Proposed voting vs. Grubbs voting 16.4% 17.4% 13.3% 5.5% 0.4%

Proposed voting vs. quartile voting 15% 13.3% 7.6% 1.6% 0.4%
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Figure 12: Probability of detection (Pd) vs. probability of false alarm (Pf ) for the simple and modified HDF schemes with normal SUs and
MUs.
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results in Figure 13 that the proposed median outlier test has
attained maximum detection probability, whereas the simple
OR HDF scheme shows minimum detection probability. The
median test performance is next followed by the quartile and

corresponding Grubbs tests. The mean and GESD tests pro-
duce similar detection results with their detection probabili-
ties comparatively limited as compared with the detection
probability of the proposed test.

0 0.05 0.1 0.15 0.2 0.25

Probability of false alarm (Pf)

0.4

0.5

0.6

0.7

0.8

0.9

1

Pr
ob

ab
ili

ty
 o

f d
et

ec
tio

n 
(P

e)

Simple OR
Mean OR
GESD OR

Grubbs OR
Quartile OR
Proposed OR

Figure 13: Probability of detection (Pd) vs. probability of false alarm (Pf ) of the OR HDF schemes with the normal SUs and MUs.
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Figure 14: Probability of detection (Pd) vs. probability of false alarm (Pf ) of the AND HDF schemes with the normal SUs and MUs.
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In Figure 14, it is noticeable that the proposed median
test-based AND HDF scheme has high detection probability
with minimum false alarm probability in comparison with
the other outlier-based detection results. The proposed
median test-based ROC results are followed by the quartile
test, GESD test, and Grubbs test. The mean test has the min-
imum detection probability as compared with all other out-
lier detection tests.

The voting HDF scheme ROC results are shown in
Figure 15 to compare the proposed and various outlier detec-
tion tests. In Figure 15, all other outlier detection tests give
similar detection results, while the proposed median test is
able to achieve significant improvement over all other outlier
detection tests.

5. Conclusion

The CSS is reliable in detecting the presence and absence of
the PU signal; however, the participation of the MUs in the
CSS results in false report collection at the FC. This research
work considered the involvement of the MUs in the CSS. An
improved statistical analysis is employed for spectrum sens-
ing in the CRN. The focus in this research work is to boost
the performance of the traditional HDF schemes with some
statistical analysis. The false reports of the MUs can be effi-
ciently detected using different outlier tests. The results of
the four outlier tests are compared and concluded that the
median plus-minus 3 test outperforms other statistical out-
lier detection tests. The proposed outlier test is accurately
detecting the behavior of the LMU and OMU in the CSS.

For future work, it is recommended that these outlier sta-
tistics should be further investigated by applying them to

detect the MU behavior of always yes, always no, and random
opposite categories of the MUs. Similarly, other categories of
outlier detection techniques such as density-based, depth-
based, and cluster-based schemes can be employed.
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5G mobile communications offer several benefits, which include providing extremely low latency, very high data rates, significant
improvement in the number of users, and increase in base station capacity and perceived quality of service. This may be achieved at
the cost of an increased receiver complexity by nonorthogonal access of users. Nonorthogonal multiple access (NOMA) is one of
the capable contenders to achieve the vision of 5G wireless communications. Supporting a higher number of users than available
orthogonal resources is the key feather of NOMA. In this article, the basic principle of NOMA has been reviewed and compared
with other orthogonal multiple access (OMA). A comprehensive survey is presented in the latest NOMA scheme. The
distinguished NOMA schemes design principle features, and recent deployments are discussed. Furthermore, the performance is
compared in terms of the bit error rate, system capacity, and energy efficiency. The performance results show that NOMA can
achieve the required goals, in terms of the user data rate, system capacity, interference cancellation scheme, and reception
complexity.

1. Introduction

Multiple access schemes have been a landmark technology
from 1G to 4G for the growth of mobile communications.
As a design aspect, these multiple access technologies are
mostly from the orthogonal multiple access (OMA) category;
they are in the time domain, code domain, frequency
domain, and time-frequency domain. OMA can easily detect
the user information signal by utilizing a simple receiver.
However, the entire number of users that the system can
accommodate is firmly restricted by the number of available
orthogonal resources. Also, the system requirements for syn-
chronization are highly limited in order to guarantee the
orthogonality of resource allocation among users. Therefore,
it is very difficult for OMA to meet the data rate and other
requirements of the next-generation mobile network. The
5G structure demands an innovative multiple access scheme
to counter this challenge and recently proposed nonorthogo-

nal multiple access (NOMA) technology which is accepted as
a 5G multiple access scheme [1, 2].

Within the common physical layer using the code domain
or power domain multiple access, NOMA permits numerous
users to utilize frequency and time resources [3]. In recent
times, various NOMA topologies have received a lot of atten-
tion due to attractive features.We can generally categorize into
two types. These types are code domain multiple access and
the power domain multiple access. NOMA achieved its goals
by a combination of multiple access techniques like sparse
code multiple access (SCMA) [4], multiuser shared access
(MUSA) [5] with Low-Density Spreading (LDS) [6], and Pat-
tern Division Multiple Access (PDMA) [7].

1.1. Motivation. In September 2014, the 3rd generation part-
nership project (3GPP) started the study on NOMA in
Release 14 (Rel-14). NOMA may be combined with upcom-
ing wireless communication systems in order to achieve the
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requirements, including massive connectivity, high spectral
and energy efficiency, significant achievable data rate, low
latency, exceptional user fairness, large throughput, ultrahigh
reliability, and upholding different quality of services (QoS).

Some previous impressive survey work on NOMA is
followed. In [8], the transceiver block diagram of each cate-
gory of NOMA is explained by the authors, regarding
detailed key features, basic principles, and algorithms of the
transmission-reception. In [9], characteristics and working
principles of different NOMA schemes are summarized by
the authors. In [10], NOMA schemes are compared and ana-
lysed by the authors. The authors focus on the future research
directions of NOMA, prototype development, recent prog-
ress, standardization, and challenges. In [11], some promis-
ing nonorthogonal schemes were discussed which include
sparse code multiple access (SCMA), Power Domain Non-
orthogonal Multiple Access (PD-NOMA), Pattern Division
Multiple Access (PDMA), multiuser shared access (MUSA),
and some key modern waveforms including Generalized Fre-
quency Division Multiplexing (GFDM), Universal Filtered
Multicarrier (UFMC), and filter bank-based multicarrier
(FBMC). The authors provided a future research path for
5G waveform and multiple access schemes by comparing
and analysing the characteristics of these technologies.

However, in [8], achievable sum rate performance was
presented, based on average mutual information rather than
actual theoretical analysis. In [9], without mathematical jus-
tification, the performance of the NOMA schemes is
assessed. In [10, 11], performance evaluation has not been
examined by the authors. Furthermore, most of the previous
work may just focus on one scheme, and no comprehensive
work has been published to examine the performance of
major NOMA schemes.

The objective of this research is to fill in the gap by pre-
senting the basic principles, key features, and recent applica-
tion of major categories of NOMA. Moreover, we present
actual theoretical analysis and mathematical justification of
the NOMA schemes. The major contributions are summa-
rized as follows.

1.2. Contribution. In this article, a comprehensive and com-
parative survey on NOMA is presented.

(i) The survey includes different popular categories of
NOMA, their basic model, working principles, tech-
nical aspect, key performance indicators (KPIs),
advantages, and disadvantages

(ii) The article presents the state-of-the-art review of
NOMA in enabling the 5G network, the applicability
aspect of each category of the NOMA scheme, and
the associated enablers

(iii) Moreover, in this article, we present important and
recent deployments, potential challenges, and future
trend work for researchers in the field of NOMA

(iv) The survey also includes the performance compari-
son of major categories of NOMA prototype in
terms of achievable data rate, system capacity,

energy efficiency, and bit error rate with mathemat-
ical justifications

Furthermore, this article is planned as follows: Section 2
is a recall history of mobile communication and their tech-
nology aspect. Section3 explains and investigates important
nonorthogonal multiple access schemes with their principle
of implementation, followed by a review of every scheme’s
key features and advantages and disadvantages. A summary
of the NOMA scheme is presented in Section 4, and discus-
sion of the results is presented in Section 5. Section 6 presents
a review of recent developments in NOMA schemes, Section
7 presents the future research challenges of NOMA, and in
Section 8, a conclusion is made.

2. Background

In the third generation mobile system, the Wideband Code
Division Multiple Access (WCDMA) scheme was launched.
As a result, movies can be transmitted due to improved speed
of data communication. Furthermore, 3G presented an
improved technology, i.e., High-Speed Packet Access
(HSPA) and HSPA+ (3.5G), with which the user data experi-
ence was improved. However, in comparison to Wi-Fi and
wireless LANs, high data rate applications like streaming of
moving images were slower. Today, network operators pro-
vide services of 4G networks based on Long-Term Evolution
(LTE). The achievable communication speed rises up to 5 to
6 times in comparison to 3G, and data throughput is also
expressively enhanced in LTE than HSPA+. In LTE-
Advanced (LTE-A), the available bandwidth is twice as
LTE; therefore, several 4G network service providers are also
transferred to LTE-Advanced (4.5G). With LTE and LTE-
Advanced, communication technology has improved, at a
level close to Wi-Fi with respect to user data experience. 4G
network and LTE and LTE-A technology are saturated in
terms of further improvement. The wireless data require-
ment is increasing day by day. Therefore, there is a need for
new technology to speed up data access. However, for wire-
less communication, improvement in the data capacity and
the data transmission rate is essential. Therefore, for the
mobile Internet extension and modernization, researchers
all over the world started investigating ways to improve data
capacity and data transfer rates.

Meanwhile, from the beginning of digital communica-
tions in the 1990s, cellular phone technology has been on
the track in terms of progress, focused on increasing the data
rate and capacity. In the current world communication
trends, mobile Internet and video calling have become a real-
ity, and its new version has been launched, i.e., 5G mobile
communication. Now, at any emergency condition such as
online medical imaging or smart vehicles in congestion, more
data needs to be delivered to the specific user. Thus, 5G net-
works will respond accordingly. Researchers also recognize
5G as an opportunity to redefine not only the network enable
connecting a wide variety of new devices but also the net-
works that realize exceptional data rates. The next version
of 5G wireless mobile technology is 6G, which means 6th
generation wireless mobile technology. Satellite networks

2 Wireless Communications and Mobile Computing



for global coverage will be efficiently used in 6G which was
not used before [12]. The 6G wireless mobile technology
maximizes data throughput and improves system perfor-
mance. The 6G technology is responsible for more data
transfer and data security. It also increases data configuration
choices. In 6G technology, devices connected to the Internet
by using wireless broadband receive 10GB or even more data
speed. 6G is a satellite-based network; roaming and handover
from one satellite to another satellite are still an issue which
will be solved soon. The combination of fiber optics and the
latest radio technology is used in 6G, to provide a very fast
data experience. The 6G wireless mobile technology will
change the way of thinking about wireless communication
and will perform beyond the expectation of the users [12].
Moreover, this performance depends on technology use in
next-generation networks.

Numerous proposals have been presented by researchers
to establish the performance of NOMA in both downlink and
uplink. The basic principle of downlink NOMA is presented
in [13], power division is used for multiple user access at BS,
and SIC is used for signal detection at the receiver. In [14],
researchers proposed a two-user model for NOMA.
Researchers presented link-level simulations and system-
level simulations for the NOMA downlink system. Results
provided in [14] showed that NOMA performance is better
than OMA in terms of overall system throughput and indi-
vidual user throughputs. The authors in [14] derived the
closed-form expressions for outage probability and ergodic
sum rate for the NOMA downlink system. In [15], to find
the effect of user pairing for the two-user model of the
NOMA system, the authors employed statistically allocated
transmit powers among NOMA users. Moreover, the authors
proposed fixed and opportunistic user pairing schemes. In
[16], the authors consider the consequence of power alloca-
tion on fairness. To ensure that users are getting an equal
share of system resources, the fairness index should be close
to 1. The authors proposed a power allocation scheme to
maintain the fairness index. In [17], the authors used the
concept of user pairing; the authors paired strong channel
users along with weak channel users for the cooperative
NOMA system through imperfect CSI and perfect CSI feed-
back. The authors in [18] presented NOMA-aided precoded
spatial modulation (NOMA-PSM) in which researchers
combined NOMA with Multiple Input Multiple Output
(MIMO). Researchers also presented a comparison with
OMA in terms of implementation cost, multiuser interfer-
ence, spectral efficiency, and performance gain of the system.
In [19], the authors proposed full-duplex NOMA relaying-
based Device-to-Device (D2D) communication. The authors
in [19] proposed the solution for the D2D power allocating
problem by presenting a linear fractional programming-
based power allocation scheme.

The basic principle of uplink NOMA is presented in [20],
the SIC signal detection scheme is utilized at BS, and the
power control scheme is used at the user side. The authors
investigated the challenges of joint power allocation and sub-
carrier assignment, and the authors designed a suboptimal
solution to increase the sum rate of the NOMA cluster. In
[21], the researchers derived the closed-form expressions

for outage probability and system capacity for the two-user
model of the NOMA uplink system. The researchers investi-
gated the static powers for several users and recognized that a
user could be in outage without proper selection of the
required data rate. In [22], for the uplink PD-NOMA system,
the authors presented an adaptive power control scheme
which is based on Evolutionary Game Theory (EGT). To
enhance users’ throughput or payoffs, the proposed power
control scheme allows users to adaptively adjust their trans-
mit power level. SIC is used for signal detection at the
receiver. In [23], researchers provided the advantages and
challenges of NOMA as a contender scheme in dense net-
works. The authors compared the performance of NOMA
in UL systems. To compare the performance of WSMA-
based NOMA and MU-MIMO, researchers presented link-
level evaluation results. In [24], the authors provided a foun-
dation to investigate multicell uplink NOMA systems. The
authors considered the coverage probability of a NOMA user
with high interference at the BS due to a large number of
cochannel NOMA transmitting users. The authors in [24]
provided closed-form expression of the rate of coverage by
characterizing the Laplace transform of the intercluster inter-
ference in different SIC scenarios. Afterward, the authors
characterized the Laplace transform of the intercluster
interference through distance distribution from geometric
probability. To evaluate the benefits of NOMA, in 2018,
3GPP considered NOMA as a research icon and provided
guidelines to support NOMA, in comparison to the OMA
[25]. Table 1 summarizes the review of nonorthogonal
multiple access.

3. Nonorthogonal Multiple Access

NOMA is a diverse multiple user access scheme with respect
to other established and existing multiple access schemes, i.e.,
orthogonal multiple access. At the transmitter side, NOMA
deliberately introduces intercell and/or intracell interference;
therefore, it can utilize nonorthogonal transmission. At the
receiver side, successive interference cancellation (SIC) tech-
nique is used to decode the desired signal. In comparison
with orthogonal multiple access, the complexity of the
receiver is increased, but better spectral efficiency can be
achieved. Therefore, the fundamental concept of nonortho-
gonal access is to utilize a receiver with a complex design in
trade-off for high spectral efficiency. Therefore, the enhance-
ment in chip processing technology makes the nonorthogo-
nal access scheme possible.

3.1. Power DomainMultiple Access. The NOMA scheme con-
sists of two key technologies. One is power domain NOMA
(PD-NOMA), which utilizes efficiently the SIC scheme in
order to perform multiuser detection. SIC is a famous phys-
ical layer interference cancellation scheme which is used to
receive two or more users’ signals simultaneously [46]. SIC
is sufficiently used in comparison to the existing scheme
which causes degradation of the signal. In the SIC scheme,
the strongest signals are subtracted from the received com-
bined signal one after another by the SIC receiver; finally,
the SIC receiver extracts the desired signal. It is a gradual
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Table 1: State-of-the-art review of nonorthogonal multiple access.

Ref. Objective Solution approach Category Tech.

[26]

Improve reliable detection,
maximum diversity gain,

and reduce system
complexity.

The highest diversity gain with minimum
outage probability achieved by cooperative

PD-NOMA. User pairing is used as a
promising solution to reduce

system complexity.

Single carrier power
domain

Co-PD-NOMA

[27]

Achieve the fairness performance
of the NOMA scheme better than

TDMA under perfect
and average CSI.

Investigated power allocation techniques
that ensure fairness by formulating the

research problems as nonconvex
optimization.

Single carrier power
domain

PD-NOMA

[28]
Further improve the outage

performance of MIMO-NOMA.

Improvement achieved by implementing
detection and precoding matrices

for MIMO-NOMA.

Single carrier power
domain

MIMO-NOMA

[29]

Resource allocation algorithm
design

for multicarrier NOMA systems.
Multiple half-duplex uplink and
downlink users simultaneously

served by a full-duplex
base station.

An algorithm is designed for multiple
half-duplex uplink and downlink users
simultaneously served by a full-duplex

base station. Used weighted sum
system throughput maximization
from the solution of a nonconvex

optimization problem.

Multicarrier power domain MC-NOMA

[30]

For the downlink NOMA system,
optimized power allocation and

subchannel assignment to increase
energy efficiency.

For subchannel multiplexed users,
a low-complexity suboptimal algorithm
is presented, which comprises power
proportional factor determination
and energy-efficient subchannel

assignment.

Single carrier power
domain

PD-NOMA

[31]
Improve the link-level performance
of SCMA in highly overloaded

scenarios.

Proposed an iterative multiuser SCMA
receiver by employing channel coding

which uses the coding gain
and diversity gain.

Multicarrier code domain SCMA

[32]
Maximize the mutual information

in sparse code multiple
access (SCMA).

Maximize the mutual information between
continuous output and discrete input

using an iterative codebook
optimization algorithm.

Multicarrier code domain SCMA

[33]
Substantially minimize the hurdles
of the message passing algorithm

(MPA) scheme.

For uplink SCMA systems, a shuffled-message
passing algorithm (S-MPA) scheme is
proposed, based on a serial message

update strategy.

Multicarrier code domain S-MPA

[34]
Reduce the decoding hurdles of the
current message passing algorithm.

Based on list sphere decoding (LSD), a
low-complexity decoding algorithm is

proposed. The LSD only works with signals
inside a hypersphere by evading the extensive

search for all possible hypotheses.

Multicarrier code domain LDS

[35]
Minimizing the hurdles
of the SCMA decoding.

Proposed a Monte Carlo Markov
Chain- (MCMC-) based SCMA decoder.
Benefiting from the linearly increasing
complexity of the MCMC method.

Multicarrier code domain MCMC

[36]
Maximize the sum rate subject to
QoS and system-level constraints

like power constraints.

Multiple users utilized the same SCMA
codebook,

and for user signal nonorthogonality,
the PD-NOMA scheme is utilized.

Power & code domain PD-SCMA

[37]
For random signature selection,
allowed grant-free transmission
to achieve high overloading.

Introduced a blind multiple user detection
for MUSA systems by using a special

blind detection algorithm.
Single carrier code domain MUSA

[38]
For the paired users, optimized the

modulated symbol mapping.

Performance of MUSA with SIC has been
considered by using mirror constellation

bit error ratio (BER).
Single carrier code domain MUSA
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interference elimination strategy. This type of technique is
also used in CDMA to eliminate Multiple Access Interfer-
ence (MAI). First, the MAI introduced by the user might
be eliminated with the help of a signal amplitude recovery
process by subtracting the individual user’s amplitude one
at a time from the received signal. The same process is car-
ried out repetitively to subtract remaining users and to
decode the desired signal [47]. Secondly, the PD-NOMA
multiplexing scheme uses the power domain technology,
that is, power domain multiple access (PDM), which was
not used efficiently in previous schemes as used in the PD-
NOMA scheme. In the power domain, multiplexing non-
orthogonality is deliberately introduced. In fact, power dis-
similarity among paired users and implementation of SIC
within the power domain ensure that user demultiplexing
is concurrent. It is different from the other common
methods used previously to control power. Also, an algo-
rithm is needed to be used for power distribution at the base
station [48].

Figure 1 illustrates the PD-NOMA system with an SIC
computation unit. User Equipment (UE) is uniformly distrib-
uted in every cell. With different transmitted power of multi-

ple users in each subband, the base station (BS) performed
downlink transmission for multiple users simultaneously.

Multiple single users can be scheduled at the same time
for the same subband by implementing the Proportional Fair
(PF) scheduling scheme at BS in the PD-NOMA system. The
scheduling procedures for users are described in Figure 2
[49]. First, the BS selects a set of users known as the “NOMA
candidate user sets,” in which total users cannot exceed Nmax.
The selected user set is prepared by using the total number of
possible combinations of users within one single cell. Sec-
ondly, for every user set, BS allocates the transmission power
by using a power allocation scheme. The scheduling metric
for the corresponding user set is estimated on behalf of power
assignment ratios. Thirdly, with the help of the maximum
scheduling metric, the scheduler decides the candidate user
sets on each subband for data transmission. Finally, for every
allocated subband, the scheduler estimates equivalent signal-
to-interference-plus-noise ratios (SINRs) for every single
scheduled user. The Coding and Modulation Scheme
(CMS) determines the SNR for each user [49].

In PD-NOMA, the total transmit power “P” is divided
among multiple users. Let a group of “k” user equipment

Table 1: Continued.

Ref. Objective Solution approach Category Tech.

[39]

A family of short length complex
sequences is selected to permit
an easy multiuser interference

cancellation.

Successive/parallel interference cancellation
with minimum mean square error

(MMSE-SIC/PIC) has been investigated
for appropriate MUSA receivers.

Single carrier code domain
MMSE-
SIC/PIC

[40]
Increase user overloading and
minimize multiuser interference.

Enlarge the pool of the spreading
sequences by using nonorthogonal

dense spreading sequence to increase
user overloading and reduce

multiuser interference.

Single carrier code domain MUSA

[41]
To further enlarge the coverage
area and improve transmission

reliability.

With forward relay and half-duplex
decode, an uplink cooperative PDMA
(co-PDMA) scheme is suggested.

Single carrier code domain Co-PDMA

[42]
Increase the performance of PDMA
uplink system by using diversity
gains and coding potentials.

By using diversity gains and coding
potentials, an iterative detection and

decoding (IDD) algorithm is
developed for an advanced

PDMA receiver.

Single carrier code domain IDD

[43]
Using the cyclic redundancy check

(CRC) to avoid the error
propagation.

Based on the MMSE channel decoding
and detection, a novel iterative

decoding and detection algorithm is
proposed, called the SIC iterative

processing algorithm.

Single carrier code domain SIC-MMSE

[44]
Proposed the power allocation
and pattern assignment in the
downlink PDMA system.

To optimize the overall throughput
of total users based on the optimum

Iterative Water-Filling (IWF)
algorithm, a joint pattern assignment

and power allocation (JPPA)
scheme is offered.

Single carrier code domain JPPA & IWF

[45]
Improve security by changing

the signal’s identity.

Physical layer security system is
suggested based on constellation

scrambling (CS) and multiple parameter
weighted fractional Fourier
transform (MP-WFRFT).

Single carrier code domain MP-WFRFT
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(UE) be located under the same base station (BS). Therefore,
the fraction of power allocated to the kth user by BS is pk,
where pk +∑k−1

i=1 pi = P. A typical NOMA system model is
shown in Figure 1. The received signal at the kth receiver
can be written as

yk = sk
ffiffiffiffiffi
pk

p
gk + 〠

k−1

i=1

ffiffiffiffi
pi

p
gk, ð1Þ

where sk
ffiffiffiffiffi
pk

p
gk is the received vector of the kth user and

∑k−1
i=1

ffiffiffiffi
pi

p
gk is the interference due to other users.

For PD-NOMA of the downlink system [50], the SINR of
the kth user can be written as

SINRk =
pk gkj j2

N0W +∑k−1
i=1 pi gkj j2

: ð2Þ

Also, throughput for the kth user can be written as

Rk =W log2 1 + pk gkj j2
N0W +∑k−1

i=1 pi gkj j2
 !

, ð3Þ

where pk and pi are power allocated to the kth and ith users, gk
is the channel gain coefficient of the kth user, N0 is the noise
density, and W is the bandwidth.

3.2. Sparse Code Multiple Access. By means of a typical
NOMA technology, SCMA is conceived as the most promis-
ing next-generation multiple access scheme for communica-
tion networks. SCMA combines Low-Density Spreading
(LDS) and multidimensional modulation (MDM) through
the SCMA encoding process [51]. In MDM, the numbers of
propagating modes have been scaled to the number of avail-
able carrier dimensions, as it is considered coded modula-
tion. For a small set of subcarriers, each user spreads its
data via a distinguished LDS. Therefore, more than one user
can share each subcarrier because there is no exclusivity in
the subcarrier allocation. Compared to the total number of
users at every subcarrier, a user will have a relatively small
number of interferes [52]. In SCMA uplink scenarios, code-

book sets are assigned to every user and users select the ran-
dom codewords from the dedicated codebook sets. All of the
users’ codewords are multiplexed and shared at the same
orthogonal medium, that is, the OFDM subcarrier, illustrated
in Figure 3 [53]. Therefore, the multidimensional codebook
plays a crucial role in SCMA systems.

In the SCMA systemmodel, a map is defined as an SCMA
encoder in which from log2ðMÞ to M bits of K-dimensional
complex codebooks are available. K represents the spreading
factor of the system, which is the length of an SCMA code-
word. Sparse vectors are a value of NðN < KÞ which is the
nonzero entries of K-dimensional complex codewords from
the codebook. If N = 2, two-dimension constellation points
can be mapped over k > 2 resources. A user could be config-
ured with a codebook by using a contention-based multiple
access scheme for uplink transmission [54]. A K-dimen-
sional codeword is carefully chosen from the codebook which
is used for mapping a user’s data bits for transmission on K
radio resources (Figure 4 [55]) which are subcarriers of the
OFDMA scheme. Each block of SCMA is carried over K num-
ber of OFDMA tones.

Let an SCMA uplink system with “M” numbers of users
or codebooks, where “K” is the length of the codeword and
“N” number of the nonzero elements are present in each
codeword. “dm” is the distance between mth user “Um” and
BS. Over K subcarriers, M users are multiplexed. The
received signal over all subcarriers y = ½y1, y2, y3,⋯,yk�T at
BS can be written as

y = 〠
M

m=1

ffiffiffiffiffiffi
pm
N

r
diag f mð Þ diag hmð Þxm +w, ð4Þ

where “Pm” is the transmission power of user Um. xm =
½xm1, xm2, xm3,⋯,xmk�T is the codeword or transmit symbols
of user Um. The channel coefficient vector for user Um is
hm = ½hm1, hm2, hm3,⋯,hmk�T .

For the SCMA uplink system [56], the average SNR can
be written as

SNR = 〠
M

m=1

f mkpm gmkj j2
N dαm

: ð5Þ

For the SCMA uplink system [56], the average sum rate
can be written as

R = 〠
K

k=1
E log2 1 + 〠

M

m=1

f mkpm gmkj j2
N dαm

 ! !
, ð6Þ

where α is the path loss exponent, gmk is the channel gain for
themth user on the kth subcarrier, f mk is the subcarrier index,
and pm is the power of the mth user.

3.3. Multiuser Shared Access. Multiuser shared access
(MUSA) uses the advanced successive interference cancella-
tion (A-SIC) scheme and the advantages of good spreading
sequences (SS). In SS, the data bit sequence is encoded per
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Figure 1: PD-NOMA system with SIC.
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codeword. Therefore, at the same time, the identical number
of codewords could be encoded by utilizing the encoder.
Afterward, the coded bits are permuted (arranged in all pos-
sible ways) through random interleaving patterns. If a large
number of interleaving patterns are used, the permuted
sequence would be statistically independent. The coded

sequence is distributed to each subcarrier after modulation
on the quadrature amplitude modulation scheme [57].

MUSA uses special spreading sequences, for spreading
multiple users’ individual data. After that, the user’s spread
data is overlapped and transmitted. For recovering and
demodulating the data of individual users at reception,
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Figure 2: Scheduling algorithm for PD-NOMA.
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MUSA uses A-SIC receiver. The basic idea is illustrated in
Figure 5 [58]. To allow grant-free transmission and maintain
a higher overloading factor of users, the nonbinary complex
spreading codes at the SIC receiver can be used.

The SIC algorithm is chosen by the SIC receiver to
achieve the nonorthogonality between users. It is designed
to reduce the power, delay, and complexity if there is large
user overloading, and a requirement arises by short spread-
ing codes. A good choice is to use one of the types of the Mul-
ticode Complex Domain (MCCD). Due to the design
flexibility with the imaginary part and real part, the length
of multi-MCCD could be shortened. The sequence with
component ± 1 is a type of complex spreading code that
might be created as shown in Figure 6 [58]. Moreover,
Figure 6 shows the real and imaginary parts of the code for
M = 2 and M = 3. Therefore, before normalization, all ele-
ments of the complex spreading codes are just elements of
the set f1 − i,−1 − i,−1 + i, 1 + ig because the values of the
imaginary part and real part contain 1 and -1. The maximum
number of existing codes is 4L for the code length L. In the
current scenario, the maximum existing code is 256 for the
code length of 4, which is not sufficient. Therefore, the exist-
ing elements of the set which include the imaginary part and
real part need to increase, to improve the number of existing
codes, which should be M-ary with M > 2.

A preferred selected value of M is 3; the sequence with
components 0 and ±1 is a type of complex spreading code
that might be created as shown in Figure 6. Therefore,
before normalization, all elements of the complex spread-
ing codes are just elements of the set f−1 + i,−1 + 0i,−1 −
i, 0 − i, 1 − i, 0 + 0i, 1 + 0i, 1 + i, 0 + ig because the values of
the imaginary part and real part contain 0, 1, and -1, that
is, a 3-ary [58]. With the help of the new set, 9L codes
could be created, which bring considerable improvement
in the number of user access.

For multiuser detection at the receiver, SIC is used in
MUSA. Linear conjunction of the received signal detects
symbols of multiple users. For the linear system, MMSE is
used for detecting users. The received signal can be written as

y = hx + n,
~x = h−1y − ~n,

ð7Þ

where “x” is the composite transmitted signal, “h” is the
channel coefficient matrix, and “n” is a complex noise sample
of Gaussian noise with zero mean and variance “σ.”

To detect the signal of each user at the receiver, compute
the inverse of channel matrix “h−1”; by this inverse, we get the
estimated signal “~x.” The MMSE weight matrix can be writ-
ten as

WMMSE = hHh + σ2I
� �−1

hH , ð8Þ

where “I” is the identity matrix. Now, we get

~x =WMMSE y: ð9Þ

The SINR at the ith antenna of the MUSA uplink system
[59] can be formulated as

SINRi =
Ex wihij j2

Ex∑l≠i wihlj j + σ wij j2 : ð10Þ
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Also, throughput at the ith antenna can be written as

Ri = log2 1 + Ex wihij j2
Ex∑l≠i wihlj j + σ wij j2

 !
, ð11Þ

where Ex is the transmitted signal energy, i is the number of
transmitted antennas, hi is the ith column of the channel
matrix, and wi is the ith row of the weight matrix. The weight
matrix is constructed by using MMSE technique.

3.4. Pattern Division Multiple Access. Pattern Division Multi-
ple Access (PDMA) is well known as an emerging nonortho-
gonal multiple access technique based on SIC Amenable
Multiple Access (SAMA) technology [60]. PDMA utilizes
Low Complexity Quasi-ML (LCQ-ML) SIC detection [61]
at the reception and holistic/combined scheme of SIC-
Amenable (SIC-A) pattern at the transmission side. An
example of the PDMA pattern with resource mapping is
shown in Figure 7 [62]. On four resource elements (REs),
six users are multiplexed. First of all, the single PDMA pat-
tern is allotted to a single user. All four REs in the cluster

are used for user1’s data mapping, the first three REs are used
for user2, the first and third REs are used for user3, the sec-
ond and fourth REs are used for user4, the third RE is used
for user5, and the fourth RE is used for user6. For all six users,
the order of transmission diversity is 4, 3, 2, 2, 1, and 1 [62].

Different users in PDMA are separated at the transmitter
through a nonorthogonal character of pattern with various
domains, for example, code, space, and power domain. Par-
ticularly, at the receiver side, multiple users consist of an
irregular diversity degree in order to perform SIC amenable
detection. After SIC amenable detection, users can acquire
an equivalent diversity degree (Figure 8 [62]). Therefore, in
PDMA, steadiness between multiplexing and diversity degree
can be achieved [62].

At the receiver side, BS receive signal of “N” resource
blocks. The received signal at the mth antenna of BS is ym =
½x1,m, x2,m, x3,m,⋯,xN ,m�T . At the mth antenna, the received
signal of the nth resource block can be written as

yn,m = 〠
K

k=1
HPDMA n, kð Þhnk,m

ffiffiffiffiffiffiffi
Pnk

p
xk +wn,m, ð12Þ
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Figure 7: PDMA pattern for 4 REs used by 6 users.
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where “HPDMA” is the PDMA pattern matrix, “Pnk” is the
transmitted power of the kth user at the nth resource block,
and “xk” is the transmitted signal from the kth user to BS.
“wn,m” is complex additive white Gaussian noise at the nth
resource block in mth receiving antenna.

Using [63], the SINR at the mth receiving antenna in nth
resource block of the kth user for the PDMA system can be
written as

SINRnk,r =
PnkHPDMA n,kð Þ hnk,r

�� ��2
σ2 +∑K

j≠kPnjHPDMA n,jð Þ hnj,r
�� ��2 : ð13Þ

Also, throughput for kth user can be written as

Rk = 〠
Nr

r=1
〠
N

n=1
log2 1 +

PnkHPDMA n,kð Þ hnk,r
�� ��2

σ2 +∑K
j≠kPnjHPDMA n,jð Þ hnj,r

�� ��2
 !

, ð14Þ

where Pnk is the power of kth user in nth resource block, H is
the PDMA pattern matrix,Nr indicates the number of receiv-
ing antennas, hnk,r is the channel gain coefficient, and σ2 is
the AWGN density. Moreover, Table 2 highlighted the main
key features, advantages, and disadvantages of major catego-
ries of NOMA schemes.

4. Summary

PD-NOMA utilizes nonorthogonal transmission among the
users as compared to CDMA and OFDMA. PD-NOMA does
not have apparent near-far problem compared to 3G. Simi-
larly, the MAI complications are not challenging in PD-
NOMA. PD-NOMA has a simple way to respond to multiple
links and changing conditions of link by applying Adaptive
Modulation and Coding (AMC) particularly in high-speed
mobile environments [65]. Therefore, PD-NOMA does not
need a highly accurate feedback signal or channel state infor-
mation (CSI) from the user end. In PD-NOMA, multiple
users share the same channel; therefore, spectral efficiency
is increased at the unchanged transmission rate compared
to 4G [66, 67]. In contrast, from a technical implementation
aspect, PD-NOMA is still facing several challenges. Initially,
implementation needs enhancement in chip technology from
signal processing aspect because the nonorthogonal decoder
is complex in design. Furthermore, the power domain multi-
plexing scheme is under the research phase and has a long
way to go [64]. Technologies used in different types of non-
orthogonal access schemes are presented in Table 3.

As an innovative multiple-access modulation technique,
SCMA offered several improvements, for example, multidi-
mensional constellation shaping gain along with benefits of
CDMA and LDS. The link-level performance of SCMA in

Table 2: Feature of different NOMA schemes.

Type Advantage Disadvantage Key feature

PD-NOMA

(i) Is not affected by apparent near-far
(ii) 20% uplink spectral

efficiency increase
(iii) 30% downlink throughput

increase [64]

(i) High receiver complexity
needs improvement in chip
technology

(ii) Power domain multiplexing
is in the research phase

(iii) SIC increases the system
signalling overhead

(i) For user multiplexing, PD-NOMA utilized
the power domain multiple access

(ii) At receiver, SIC scheme is used
(iii) Take advantage of different channel

conditions

SCMA

(i) Three times increase in spectral
efficiency

(ii) 2.8 times uplink system capacity
upgrade

(iii) 8% and 5% increase in coverage
gain and downlink throughput,
respectively [64]

(i) Optimization and design of
the code are difficult

(ii) Increased interference
between users

(iii) High-dimensional
modulation (HDM)
required

(i) SCMA utilizes sparse spreading sequence,
based on LDS-OFDM

(ii) Spreading with low-density signatures and
bit-to-constellation mapping are combined in
SCMA

(iii) Codebooks are created by multidimensional
constellation. Users’ codewords are taken
from codebooks

MUSA

(i) Block Error Rate (BLER) is low
(ii) Huge number of users’ access is

supported
(iii) Spectral efficiency increased by 1.5

times [64]

(i) Interuser interference is
increased

(ii) Spread symbol design is
challenging

(i) MUSA is an upgraded scheme of CDMA via
code domain multiplexing

(ii) At the transmitter, MUSA achieved higher
overloading through low-correlation
spreading sequences

(iii) SIC is performed at the receiver side, to
decode superimposed symbols

PDMA

(i) 2-3 times uplink system capacity
increased

(ii) 1.5 times spectral efficiency increase
in downlink system

(i) The pattern optimization
and design are challenging

(ii) Increase interference
between users

(i) Nonorthogonal patterns are used in PDMA
(ii) Multiplexing is achieved in space domain,

power domain, code domain, and their
composite domain

(iii) Code domain multiplexing is similar to
SCMA

(iv) Low Complexity Quasi-ML SIC detection is
utilized in PDMA
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highly overloaded scenarios can be achieved by employing
channel coding which uses the coding gain and diversity
gain. Although the structure of the code is well defined, opti-
mization and design of the code are problematic [64]. To
reduce the decoding hurdles of the message passing algo-
rithm, LSD based on a low-complexity decoding algorithm
is used in SCMA, in which the LSD only works with signals
inside a hypersphere by evading the extensive search for all
possible hypotheses.

Uplink access in MUSA utilizes an advanced complex
multidomain code structure and multiuser decoding on the
basis of SIC. In order to confirm that unlimited reliable access
at the same frequency-time slot for multiple users, MUSA
makes the procedure of resource allocation simpler in the
access scheme. So that MUSA significantly cuts the access
time, makes the system implementation simpler, and mini-
mizes energy utilization. MUSA downlink access utilizes
superposition symbol expansion and superposition coding
scheme, to offer better capacity as compared to downlink
transmission provided by the OMA. Also, uplink access in
MUSA offers to decrease the energy consumption and make
the implementation of user terminal simpler which is the
same as MUSA downlink [64].

PDMA can increase the performance of the spectrum uti-
lization for the downlink system by 1.5 times and increases
capacity in the uplink system by 2-3 times [68]. To improve
the security in the PDMA system, constellation scrambling
with MP-WFRFT is utilized. To avoid error propagation,
MMSE channel decoding and detection-based SIC iterative
processing is used in the PDMA system. Cooperative PDMA
is used with forward relay and half-duplex decode in order to
further enlarge the coverage area and improve transmission
reliability. On the other side, PDMA needs to encounter
some important challenges to be resolved in upcoming appli-
cations. These include designing simpler receivers, design
patterns at the transmission end to discriminate users with-
out difficulty, and combine MIMO with PDMA in order to
develop space domain coding design, etc.

5. Discussion

System sum rate performance versus the total number of
users of PD-NOMA, SCMA, MUSA, and PDMA is illus-
trated in Figure 9 from [69]. SCMA has been confirmed by
theory and in lab tests that SCMA has a better sum rate
among all major four categories while the complexity of

SCMA is bigger than the PD-NOMA due to the code
domain. SCMA is capable of achieving coding gains and
improved shaping. SCMA allows a fixed number of resource
blocks to each user while PDMA allows a changeable number
of resource blocks to each user, since, in PDMA, the user data
rate is different, which results in degradation of the system
sum rate. PD-NOMA and MUSA both utilized SIC, but
PD-NOMA utilized power domain multiple access and
MUSA utilized a special spread sequence to spread the user’s
data symbols. Therefore, MUSA has a better sum rate than
PD-NOMA.

A comparison of the average aggregate energy efficiency
of PD-NOMA and SCMA schemes against the number of
its users is illustrated in Figure 10 from [70]. SCMA outper-
forms its counterparts due to nonorthogonality with high
overloading. Therefore, in SCMA, further access of users is
achieved with low energy consumption. PD-NOMA also uti-
lized nonorthogonal access; more users can be employed on
less numbers of resources, but due to power domain access,
overloading cannot be achieved. On the other hand, OFDMA
underperforms because OFDMA is an orthogonal scheme in
which users are restricted by orthogonal resources.

Figure 11 illustrated the bit error rate of PD-NOMA,
SCMA, PDMA, and MUSA uplink systems in the Rayleigh
fading channel from [71]. For performance comparison of
the PDMA and SCMA, the same factor graph is used with
QPSK modulation. The number of orthogonal resources is
4, and the number of symbols which are transmitted is 6.
Therefore, the resulting overloading factor becomes 150%.
With the help of [72], the codebooks are designed in SCMA.
Pseudorandom sequences whose image and real values are
obtained from set {-1, 0, 1} are used to generate spreading
sequences for MUSA, and nonorthogonal patterns are
designed accordingly [73] for PDMA.

The SCMA uplink system has high-quality BER perfor-
mance among all code domains, as shown in Figure 11. How-
ever, the BER performance of MUSA and PDMA is very
similar and lesser than SCMA. The effect of error propaga-
tion of the SIC receiver on the system performance is the
main reason for performance degradation of MUSA and
PDMA. Nevertheless, when PDMA utilized the unchanged
factor graph as used in SCMA, SCMA still has better BER
performance than PDMA. The reason for this performance
improvement is because of the near-optimal strategy of
sparse codewords. On the other hand, the code domain
NOMA scheme achieves a better system sum rate than the
power domain NOMA scheme; therefore, PD-NOMA man-
aged poor performance among all.

6. Recent Development

The race for developing 5G technology has integrated
NOMA with different communication technologies, such as
NOMA-based communication for the Tactile Internet,
NOMA for D2D communication, cognitive radio nonortho-
gonal multiple access, and SWIPT-NOMA-based HetNets. A
brief review of recent developments in NOMA is as follows.

The authors in [74] presented NOMA-based application-
specific communication for the Tactile Internet, by which

Table 3: Technology used by NOMA.

Type PD-NOMA SCMA MUSA PDMA

PDM ●
SIC ● ● ●
LDS ●
HDM ●
MPA ●
MCCD ●
MLD ●
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heterogeneity can be achieved in 5G networks. Tactile Inter-
net allows nonorthogonal resource sharing from a pool of
massive machine-type communications (mMTC), ultrareli-
able low latency communications (URLLC), enhanced
mobile broadband (eMBB), and critical machine-type com-
munication (cMTC) devices to a shared the same base sta-
tion. The authors in [74] summarized many different types
of NOMA and their appropriateness for low latency Tactile
Internet-based applications. Additionally, the authors in
[74] presented a sample case of a healthcare-based network
and explained how in the healthcare domain NOMA-based
architecture can be utilized for low latency networks.

In [75], the authors used NOMA at the D2D transmitter
to improve the spectral efficiency of the network. The authors
proposed in [75] the Tactile Internet Driven Delay Assess-
ment for D2D communication (DIYA) scheme to resolve
the issue of interference and delay from the neighboring
nodes in two-hop transmission. In the first phase at relays
(intermediate nodes), a full duplex communication is used
for the first and second hop transmission concurrently, at
the same time interval. Afterward, at D2D transmitter trans-
mission rate is improved using Tactile Internet-based com-
munication. In the second phase, to reduce the cochannel
interference and increase the throughput of the cell edge
users, pricing-based 3D matching is proposed by authors.
Furthermore, authors in [75] used successive convex approx-
imation (SCA) with less complexity in order to optimize the
power of the D2D transmitter. SCA converts the nonconvex

optimization problem of power control and subchannel allo-
cation into the convex problem.

In [76], to improve the sum rate of the femtocell users,
researchers proposed a joint power control and channel allo-
cation algorithm by utilizing cognitive radio nonorthogonal
multiple access (CR-NOMA) at the femtobase station. The
authors used the channel gain difference among weak and
strong users’ pairs in the proposed algorithm. This reduces
the interference between NOMA users and improves chan-
nel utilization. Furthermore, to provide the QoS for weak
users, the authors differentiated the odd and even numbers
of users in a femtocell. The aforementioned scheme, OMA,
is utilized to obtain a preset data rate by a greedy channel
allocation algorithm.

The authors in [77] presented a subchannel assignment
scheme for SWIPT-NOMA-based HetNets with imperfect
CSI for the downlink system. Furthermore, the many-to-
many matching theory is presented by authors to formulate
the subchannel assignment. Considering imperfect CSI, the
authors in [77] presented the energy-efficient subchannel
assignment as a nonconvex probabilistic optimization prob-
lem. The many-to-many matching theory is utilized by
authors to deal with this problem. The authors used SWIPT
and NOMA with macrousers and pico-/femtobase station,
in which multiple users served by NOMA simultaneously
and SWIPT harvest energy from the radio frequency sig-
nals. Both techniques increase the energy efficiency of the
network.

100

Bi
t e

rr
or

 ra
te

10–4

20 4 6 8 1210
Signal to noise ratio

1614 18 20

BER vs. SNR
PD-NOMA
MUSA
PDMA
SCMA

10–1

10–2

10–3

Figure 11: BER performance of different non-orthogonal schemes.

13Wireless Communications and Mobile Computing



In [78], to maximize the sum rate and spectral efficiency of
femtousers with guaranteed QoS, the authors investigated the
NOMA transmission with 5G enabled cognitive femtocell. To
reduce the NOMA interference among multiple femtousers, a
pairing algorithm between weak and strong users has been
presented by authors. The authors also calculated the sum rate
for an even/odd number of femtousers in order to achieve a
higher data rate.

7. Research Challenges

In this article, we investigated major categories of NOMA,
contributions of NOMA in enabling the 5G network, integra-
tion with different communication technologies, and recent
research trends. Conversely, there are still many challenges
which should be solved further to improve the performance
of NOMA systems. We present various significant challenges
of NOMA and specify potential research.

7.1. Imperfect SIC Cancellation. In practical circumstances
during SIC processing, some residual interference left; the
successive interference cancellation is mostly imperfect.
Therefore, in theoretical analysis, we have to consider this
imperfect cancellation aspect. Furthermore, error propaga-
tion in SIC is also a major problem. This indicates that when
the higher-order user has been decoded erroneously, the
error will sequentially propagate to lower-order users.

7.2. Imperfect CSI. The current research works on NOMA
presume a perfect CSI to implement multiuser interference
cancellation at the user receiver or resource allocation at
BS. However, perfect CSI is impossible in practical scenar-
ios. Therefore, real-time NOMA systems work with chan-
nel estimation errors. In theoretical analysis of NOMA,
there is a need to consider channel estimation errors and
imperfect CSI.

7.3. Design of Spreading Sequences or Codebooks. In SCMA,
codebook design is still an issue particularly for outsized
higher-dimensional codebooks. For further performance
improvement of SCMA, the joint design of the factor graph
matrix and constellation construction is required. For this,
advance multidimension constellation is needed. Further-
more, to improve link adaptation, the design scheme for the
case that all the overloaded users have different codebook
sizes (transmission rate) needs to be investigated. Moreover,
to determine the performance and capacity under practical
scenarios, researchers have to consider error propagation in
codebook allocation in theoretical analysis.

7.4. Receiver Complexity. As compared to OMA schemes, in
NOMA, SIC needs additional implementation complexity,
because the SIC receiver has to detect and cancel other users’
signals prior to detecting its own signal. Moreover, as the
number of users in the cell increases, the receiving complex-
ity also increases. Therefore, a high-performance nonlinear
detection algorithm is required at each stage of SIC for
error-free propagation.

7.5. Heterogeneous Networks. A wireless network containing
nodes with different coverage sizes and transmission powers
is known as a heterogeneous network (HetNet). The HetNet
has capability in terms of coverage and capacity with reduced
energy consumption for future wireless networks. Real-time
NOMA allows sharing of resources for different types of net-
works. To improve system throughput of heterogeneous net-
works, heterogeneous collaborative communication schemes
with NOMA can be investigated.

7.6. Further Challenges. Several further challenges of NOMA
systems must also be addressed, including signal design and
channel estimation, maintaining system scalability, for multi-
carrier NOMA the reduction of the PAPR, the difficulties of
channel-quality feedback design, and flexible configuration
of multiple access schemes. It is accepted by researchers that
by addressing these challenges NOMA will further improve.

7.7. Future Trends. As the expected new round of develop-
ments, NOMA has received huge attention and active
input from researchers, and its development is very rapid.
Some future research trends are NOMA in large-scale het-
erogeneous networks, full-/half-duplex user relaying in
NOMA systems, NOMA for wireless powered IoT net-
works, NOMA-based massive MTC networks, adaptive
NOMA/OMA mode-switching, NOMA systems over κ‐μ
shadowed fading channels, in large-scale underlay cogni-
tive radio networks, and NOMA with spatial modulation.

8. Conclusion

Currently, nonorthogonal awareness has been significantly
useful in the modern developments in the 5G multiple access
scheme. Herein, favorable nonorthogonal multiple access
technique for 5G mobile communications is reassessed and
compared on the basis of their advantages, disadvantages,
and key features and their future development. Furthermore,
we considered the performance of significant NOMA
schemes, i.e., PD-NOMA, SCMA, MUSA, and PDMA in
Rayleigh fading channels. This comparison research reveals
the performance of different NOMA schemes. With the in-
depth review of their basic working principle, system model,
and performance, 5G key multiple access technique will be
progressively understood, enabling us to arrive at the essen-
tial stage of formulation and standardization.
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Due to unavoidable environmental factors, wireless sensor networks are facing numerous tribulations regarding network coverage.
These arose due to the uncouth deployment of the sensor nodes in the wireless coverage area that ultimately degrades the
performance and confines the coverage range. In order to enhance the network coverage range, an instance (node)
redeployment-based Bodacious-instance Coverage Mechanism (BiCM) is proposed. The proposed mechanism creates new
instance positions in the coverage area. It operates in two stages; in the first stage, it locates the intended instance position
through the Dissimilitude Enhancement Scheme (DES) and moves the instance to a new position, while the second stage is
called the depuration, when the moving distance between the initial and intended instance positions is sagaciously reduced.
Further, the variations of various parameters of BiCM such as loudness, pulse emission rate, maximum frequency, grid points,
and sensing radius have been explored, and the optimized parameters are identified. The performance metric has been
meticulously analyzed through simulation results and is compared with the state-of-the-art Fruit Fly Optimization Algorithm
(FOA) and, one step above, the tuned BiCM algorithm in terms of mean coverage rate, computation time, and standard
deviation. The coverage range curve for various numbers of iterations and sensor nodes is also presented for the tuned
Bodacious-instance Coverage Mechanism (tuned BiCM), BiCM, and FOA. The performance metrics generated by the
simulation have vouched for the effectiveness of tuned BiCM as it achieved more coverage range than BiCM and FOA.

1. Introduction

Wireless sensor networks (WSNs) have been widely consid-
ered as one of the most important technologies for the
twenty-first century. The sensor nodes are deployed to
observe the surrounding events for some phenomenon of
interest and thereby process the sensed data and transmit it.
These sensor nodes are typically smaller in size with inbuilt
microcontrollers and radio transceivers. The fundamental
issue in observing such an environment is the area coverage
that reflects how well the region is being monitored. Cover-

age is usually defined as a measure of how well and how long
the sensors are able to observe the physical space. The quality
of coverage in static sensors is significantly affected by the
initial deployment location of the sensor nodes [1]. Unfortu-
nately, sensor deployment cannot be performed manually in
most applications, for instance, the deployment in disaster
areas, harsh environments, and toxic regions. Thus, sensors
are usually deployed by scattering them from an aircraft;
however, the actual landing position cannot be uniform due
to the existence of obstacles like buildings, trees, and wind
causing some areas of the sensing region to be denser than
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others. Therefore, even if a large number of redundant nodes
are deployed, the desired level of coverage still cannot be
achieved [2]. Therefore, it is essential to make use of sagacious
sensors that can move iteratively to a better location and can
achieve the substantial coverage. In order to address the sens-
ing coverage area, it is important to understand the attributes
of the sensor node mobility control mechanism. Indeed, the
sensor nodes have two types of mobility control attributes,
i.e., centralized and distributed. For the centralized attribute,
the bunch of nodes is centrally monitored by a sink node that
overhears the sensing data from neighboring nodes, while in
distributed networks, the sensors are self-controlled [3].

All sensor nodes have limited sensing and communication
abilities whichmake the sensor nodes unable to obtain the entire
network information. Due to that, sensors are being deployed
randomly and allowed to move and communicate with respec-
tive neighbors by exchanging information among them. Minia-
turized robotics has overcome some hurdles regarding sensor
mobility. Thereby, mobile sensors have the same sensing capa-
bility as static sensors and can move freely to correct locations
for providing the required coverage [4], but on the other hand,
it is not a cost-effective solution. Considering all aforementioned
challenges, we were motivated to design a sagacious sensor node
deployment strategy which should enhance the coverage area by
consuming the confine energy metrics. Considering the pattern
of a hybrid sensor network [5], which has the dual mechanism
of mobile and static sensors, we have proposed a Bodacious-
instance Coverage Mechanism (BiCM) for wireless sensor net-
works. For this purpose, a BiCM algorithm has been designed
which focuses on how to redeploy the sensor nodes to improve
the network coverage area in the hybridWSN environment. It is
indeed a cost-effective solution for improving the coverage of
unevenly deployed sensor nodes.

Initially, the proposed algorithm presages where the sen-
sor nodes should be moved to while incurring the trivial
moving cost. This will only result in a confined moving cost
including the accumulated moving distance, total number
of moves, and communication rounds. This algorithm can
maintain a balance between coverage and resource consump-
tion during the node redeployment process. The BiCM func-
tions in two stages: In the first stage, the intended target
positions of the instance (sensor node) are being computed
through the Dissimilitude Enhancement Scheme (DES) [6].
The second stage is called the depuration [7], where the
instance moving distance is sagaciously reduced; thereby,
the final positions are attainable.

The strenuous contributions in regard to the objective of
this study are given below.

(1) The proposed BiCM algorithm tends to overcome
related issues with the network coverage range by
shifting already deployed sensor nodes from previous
to new positions

(2) In some cases, it makes substitutions of nodes to
adjust the coverage hole

(3) The unnecessary sensor movement is also being moni-
tored to reduce the movement distance between nodes
which prevents the wastage of the energy resource

(4) The simulation results generated through MATLAB
have vouched for the succulent performance of BiCM
and tuned BiCM when compared with previous work
such as FOA

(5) The proposed mechanism accomplished the opera-
tion in two junctures: During the first juncture, the
intended target positions of the sensor node are com-
puted through the Dissimilitude Enhancement
Scheme (DES). The second juncture is referred to as
depuration, where the moving distance between
nodes is sagaciously reduced; thereby, the target posi-
tions are achieved

The rest of the findings are structured as follows: The pre-
vious work has been rummaged out in Section 2 and the pro-
posed methodology has been explained in Section 3, while
Section 4 renders the output performance and the discussion.
Finally, overall achievements have been summarized in the
form of a conclusion in Section 5.

2. Literature Review

Usually, the sensor nodes are deployed to cover the area
between distinct boundaries; however, selection of the most
suitable area has remained an ever present challenge. In order
to achieve the sufficient coverage area, the distributed deploy-
ment strategy is commonly used to improve the coverage
interest by moving the sensor nodes from one location to
another. For this purpose, the distributed movement algo-
rithms [8] are being used wherein the coverage area is allo-
cated in multiple segments. If any sensor node was unable
to detect the event happenings within the deployed segment,
no other sensor node can detect it. Eventually, the monitor-
ing of each segment area for the coverage gap (hole) [9]
and calculation of a new instance location are the prime lia-
bilities of the deployed sensor node.

All distributed movement algorithms are facing numer-
ous tribulations regarding new instance calculations within
the segment area while relocating the new location. No
researcher could ever address overcoming the instance real-
location challenge in a hybrid environment. Therefore, no
wireless network having coverage holes can successfully carry
out its monitoring operation [10]. The researcher tried to
incorporate more iterations in their designed model to
address the new allocation issue, but it drastically increases
the implications and causes higher energy consumption [11].

To some extent, numerous researchers have made sub-
stantial contributions to avoid such issues, for example, the
motion capability of sensor nodes with relocation ability
and dealing with sensor failure have been identified by Zhang
and Fok [12]; they suggested a two-phase sensor relocation
solution. The redundant sensors are first identified and then
relocated to the target location. They proposed a grid-
quorum solution to locate the closest redundant sensor and
then use the cascaded movement to relocate the redundant
sensors. In fact, the suggested model could not control the
exorbitant energy drainage, and thereby, the entire network
might die after the few transmission rounds. On the other
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hand, Storn and Price [13] tried to address the coverage and
load balancing issues by minimizing the moving distance and
argued for a centralized movement solution, based on the
Hungarian method. However, the centralized movement
technique revealed that those sensor nodes already have

appropriate positions when impelled to leave the position
creating energy holes.

Wang et al. [14] proposed three different distributed
movement-assisted sensor deployment algorithms, VEC,
VOR, and Minimax, to improve the total area coverage.

Table 1: Comparative analysis among various algorithms with the proposed BiCM.

Algorithm Working ground Expediency Impairments
Comparison with proposed

BiCM

Genetic
algorithm
(GA)

Stochastic search
methodology through generic
system: within a population, it
impels the recombination and

mutation.

It is faster and has the ability
to find the best quality
solution in trivial time,

possesses parallel capabilities,
and easily discovers the global

optimum.

It never guarantees an
optimal solution. It is hard to

choose parameters like
number of generations and

population size. It is
expensive.

It functions in a hybrid
environment and ensures
relocation of the intended
instance position within the
coverage area; therefore,

energy consumption remains
confined.

Particle
swarm
optimization
(PSO)

Inspired by bird flocking and
fish schooling: the particles
move in a multidimensional
search space, and the single
intersection of all dimensions

forms a particle.

It can overcome the
unconstrained minimization

issue. Providing the
derivative-free technique, it is

less sensitive and less
dependent on a set of initial
points. It can generate high-

quality solutions.

It can easily fall into the local
optimum in high-

dimensional space and has a
low convergence rate in the
iterative process. It is difficult
to adopt the best topology.

At the beginning, it
rummages where the sensor
nodes should be moved;

therefore, local minima can
easily be avoided.

Tabu search
(TS)

It works on the principle of
adaptive memory and
responsive exploration.

It has simple implementation
and provides robust solution

for complex issues.

It vanishes in a local
minimum, requires large

computing time, and cannot
give an upper bound for the

computation time

Within a trivial period, it
maintains the network

coverage range.

Bacterial
foraging
algorithm
(BFA)

It works on search and
optimal foraging decision-

making capabilities; problems
and movement take place
either in clockwise or

counterclockwise direction.

It is used for unconstrained
numerical optimization,

having dual movement, i.e.,
swimming and tumbling

called chemotaxis.

It has a weak ability to
perceive the environment

and is vulnerable to
perception of the local

extreme; it is hard to deal
with complex optimization

problems.

As it operates in two stages,
thereupon, no vulnerabilities

can slow down the
performance, and each stage
performs independently.

Ant colony
optimization
(ACO)

Based on social behaviour of
the insects, the optimization

process is initialized by
random solutions.

It allows rapid discovery of
good solutions with

guaranteed convergence.

It has dependent sequences of
random decisions, a

complicated theoretical
analysis, and uncertain time

to convergence.

The depuration technique in
second stage reduces the

moving distance, and there
exists no uncertainty.

Harmony
search (HS)

It is based on musical
instrument harmony and is a
process for better harmony

movement.

No setting value is required; it
can deal with discrete and

continuous variables and can
ignore the local optima.

It encounters a high-
dimensional multimodal
issue, causes unproductive

iterations, and has poor local
search.

Due to the hybrid
environment, the local search
is free of being followed by
factors; thus, there are no

impeaching hurdles.

Artificial bee
colony
(ABC)

Search optimization consists
of three essential

components: employed and
unemployed foraging bees

and food sources.

It minimizes the expense of
deploying nodes inside the

monitoring region, deals with
local solution, and has broad
applicability and complex

functions.

It has a low process and a
higher number of objective
function evaluations; number
of dimensions might change.

It maintains the network
dimension by reducing the
moving distance between

instance nodes.

Jenga-
inspired
optimization
algorithm
(JOA)

Based on greedy fast
convergence, it selects the
minimum cost node subset
through the roulette method
and is a bridge between the
optimal solution and a short

computation time.

It addresses the energy-
efficient coverage issues,

having stochastic approach to
conduct random exploration;
if a sensor node cannot cover
an area, the other node will

avail of the chance.

The detection probability
decreases exponentially as the
distance becomes greater.

It has shrewd control over the
moving distance; therefore,
no uncouth movement can

degrade the overall
communication.
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Thereby, they used the Voronoi diagram to partition the
monitoring area into n convex polygons where every polygon
enclosed one sensor node only. This method utilizes the
local polygon information [15], to calculate the new instance
location to move the sensor node. The VEC approach uses
virtual force between two nodes to push them away from
each other at a certain distance. Minimax and VOR algo-
rithms are greedy and try to fix the largest coverage hole
by moving the sensor node towards the farthest polygon ver-
tex. The nodes approaching the polygon do not need to
move towards the farthest vertex. As a result, this movement
may not reduce the coverage hole but might increase the
complications.

The identification of a new instance location and its rela-
tive computation has been calculated through four local dis-
placement conditions byMahboubi and Aghdam [16], taking
into account the circles having a centered position within the
respective polygons. Some centers might lie out of the poly-
gon, and thereby, sensor nodes locating around those circles
may not have movement. Consequently, this issue demands
more rounds to overcome the coverage tribulation. The more
the rounds it demands, the more the resources are being con-
sumed; as a result, the sensor nodes will cause the network to
confine the lifespan before the specified time.

In order to increase the coverage rate of sensor nodes,
various researchers have proposed different optimization

Range

Instance node

Pi1

Pi0(si)

(a) Instance sensor node movement

Pi0(si) Pj0(sj)

d1 d2

Pi1Pj1

(b) Instance sensor node movement toward intended position

Pi0(si) Pj0(sj)

Pj1

d4d3

Pi1

(c) Instance sensor node movement achieving intended position

Network coverage area A

Pj0(sj)

Pj1

Pi0(si)

d2

(d) Moving distance reduction in coverage range A

Network coverage area B

Pj0(sj)

Pj1

Pi0(si)

d3

(e) Moving distance reduction achieved in coverage range B

Figure 1: Instance sensor node movements.
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techniques. A sensing and perception-based Fruit Fly Opti-
mization Algorithm (FOA) [17] was applied by Das et al. to
address the position issue of the sensor node which is aimed
at enhancing the coverage matter in ideal and obstacle envi-
ronments. As the fruit flies can reach the food source by
using their smell and vision organs, initially, they use osphr-
esis organs to find all kinds of scents in the air. Then, they fly
toward the food. When they get close to the food, they use
their vision organs to get closer. Similar action is adopted
for relocating the sensor positions. Despite its advantages,
there are critical issues, for instance, the first pointing loca-
tion remains poor. Further, the algorithm significantly traps
into the local optimum, and the update strategy is limited.

In pursuit of a better coverage technique, a majority of
scholars have tried to use intelligent algorithms, like Genetic
Algorithm (GA) [18] and Particle Swarm Optimization
(PSO) [19], to solve the issue. Though the Fruit Fly Optimi-
zation Algorithm is more simple and practicable than GA
and PSO, but due to unavoidable limitations, the researchers
are still exerting their efforts to develop a shrewder algorithm.
Keeping the coverage phenomenon at a high level, Huang
et al. [20] introduced a Multiworking Set Alternate Coverage
(MWSAC) mechanism that claims to achieve a continuous
partial coverage range. The author has achieved a maximum
number of working sets by applying a distributed algorithm.
The sleep and awakening mechanisms of nodes are adopted
which separate the number of active and inactive nodes and
keep them synchronous from time to time. Through this
method, the nodes appear to work in shifts because the work-
load has been greatly reduced and the consumption of energy
becomes trivial. The authors have however not addressed the
false detection occurring in multiworking wireless sensor
networks. Table 1 exhibits various comparisons among such
algorithms and shows a significant improvement by the pro-
posed algorithm.

3. Coverage Model

A coverage model explains the possible coverage range by the
sensor nodes in a coverage area [21]. All sensor nodes have
various coverage ranges characterized by area [22], where
these sensors are being deployed, the accuracy, the environ-

ment factors, and the resolution. The coverage area depends
on various factors such as the signal strength generated from
the source, distance between the sensor node and the source,
and the rate of attenuation in propagation [23]. For example,
for an acoustic sensor network establishing the coverage
range to detect the mobile vehicles, the sensor nearer to a
vehicle can detect higher acoustic signal strength than the
one farther away from the vehicle due to signal attenuation,
and as a result, there is higher confidence of detecting vehi-
cles [24].

3.1. Problem Formulation. For the proposed coverage model,
a two-dimensional coverage area [25] has been considered.
Further, the coverage area is divided into various segments
each having unit size. When n number of sensor nodes have
been deployed in the targeted area m, a full couplet of the
sensor node can be defined as given in

S = S1, S2,⋯::Snf g: ð1Þ

The position of the ith node is defined as Si = ðxi, yiÞ
where i = ð1, 2,⋯nÞ. The coverage range of sensor Si can be
expressed as a circle centered at its coordinates ðxi, yiÞ with
the radius of the sensing range Rs. Let Ei, be a random vari-
able for an event where a sensor node Si covers an area of seg-
ment AðxA, yAÞ. The presage factor for event Ei can be
written as PfEig which is equal to the coverage presage, i.e.,
PðSi, xA, yAÞ. Thereupon, the happening of a presage event
can be defined by the discrete coverage model expressed in

P Si, xA, yAð Þ =
1, d Si, xA, yAð Þ, ≤Rs,
0, other case:

(
ð2Þ

The Euclidean distance [26] of the ith sensor node from
segment area Aðx, yÞ can be computed by

P Si, xA, yAð Þ =
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
x − xið Þ2 + y − yið Þ2

q
: ð3Þ

All coverage pints within the coverage range are mea-
sured as unity covered by the particular sensor, whereas the
points outside of this coverage range are regarded as 0. The
shrewd objective of the coverage optimization issue is to pro-
vide a sufficient coverage range (CR) [27], by using less num-
ber of sensor nodes. The CR is used to estimate the
performance of the sensor network. Generally, it is assumed
that the segment area point can be covered by any sensor
node only once.

3.2. BiCM Model. At present, among all optimization algo-
rithms, the DES is considered as the fastest optimization
scheme; therefore, we found it sagacious and were motivated
to take full advantage of it for our proposed BiCM algorithm.
Thus, the coverage range tribulations in WSN are being
resolved by redeployment of sensor nodes through DES strat-
egies, and therefore, the stages of the BiCM design model are
explained one by one.

Table 2: Simulation parameters for BiCM.

Parameter identifiers Values

Deployment area 60 × 60m2

Number of sensor nodes 60

Grid point 0:4m ∗ 0:4m
Group size 20

Sensing radius 5m

Maximum iterations 25

Loudness 0.5

Pulse emission rate 0.5

fmin 0

fmax 2
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3.2.1. Stage 1: Locating Intended Target Positions of the
Instance. The Bodacious-instance Coverage Mechanism
(BiCM) is an investigative search technique that utilizes the
shrewd coverage mechanism. It exploits the instance of
potential solutions and individuals, to probe the search
range. It initializes the parameters while addressing the cov-
erage area issue as depicted in

Xi = xi1,⋯, xii,⋯, xiDð Þ, ð4Þ

considering 1 ≤ i, as the area range and xii ∈ ½ai, bi�, where
ai and bi denote the lower and upper bounds of the ith node,
respectively, and D represents the diameter of the sensor

range accompanied with surrounding positions [28]. After
every transmission round t, the corresponding reallocation
round presages the new expected position of the bodacious
instance node which is expressed as

Vi t + 1ð Þ = Xbodacious + F Xr2 tð Þ − Xr3 tð Þð Þ + F Xr4 tð Þ − Xr5 tð Þð Þ:
ð5Þ

The Xbodacious indicates the appropriate position of the
instance while r represents the transmission round and F
points to a scaling factor that is a distance control parameter
between the initial and the new instance position. To increase
the sensing range, the position parameter Vi ðt + 1Þ
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Figure 2: (a) The initial and (b) the final FOA sensor node deployment.
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Figure 3: (a) The initial and (b) the final deployment of sensor nodes by BiCM.
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incorporates the value of predicted instance XiðtÞ, thereby
yielding a temporal position Qi ðt + 1Þ as expressed in

Qi,j t + 1ð Þ = Vi,j t + 1ð Þ, if rand 0, 1½ � < CR or j = Jrandð Þ�
Xi, j tð Þ, for other case:

ð6Þ

The rand (0,1) represents a uniformly distributed ran-
dom positions, while jrand exhibits randomly predicted posi-
tions within the range ½1,D�. The CR came up as a fractional
control parameter ∈½0, 1�, which shows the inherited charac-
ters of previous instance position.

Proceeding towards the final position, the temporal posi-
tion Qiðt + 1Þ is being compared with predicted instance Xi
ðtÞ. The newly generated position that possessed a greater fit-
ness metric among the rest of the positions is our intended
position of the instance given in

Xi t + 1ð Þ =
Qi t + 1ð Þ, if f Qi t + 1ð Þð Þ ≥ f Xi tð Þð Þð Þ,
Xi tð Þ, other case,

(

ð7Þ

Here, f ðXÞ represents the intended target position of the
instance. In fact, the sensor network performs the virtual

movement, and as long as it achieves the intended position
of the instance sensor in accordance to the Equation (7),
physical displacement has been performed accordingly.

3.2.2. Stage 2: Depuration Process. The depuration process is
performed to reduce the moving distance of the instance.
This will reduce the number of instances (sensor nodes) that
need to move, as well as reduce the average moving distance;
however, it does not affect the network coverage. The moving
distance reduction strategy can be understood as the follow-
ing: consider the initial positions of an ith instance node si is
Pi0ðxi0, yi0Þ and the jth instance node sj have Pj0ðxj0, yj0Þ. The
length of the distance is defined as d1 = jpi0pi1j and d2 =
jpj0pj1j and so on. The BiCM algorithm searches the new
intended positions of all instance nodes in the coverage area
and systematically reduces the number of instance nodes that
are needed to be moved. The instance-sensing range may
even fully overlap with other instance nodes [29]; these nodes
are called redundant nodes and are illustrated in Figure 1(a).
The instance sensor node si displaces from pi0 to pi1; thereby,
the coverage rate RareaðSÞ shows that no substantial change
has been recorded which confirms that no movement is
required by the si instance node. Therefore, the substantial
instance nodes can be removed from the queue which even-
tually decreases the distance.

The position of the instance nodes is being updated by
changing the distance position of si and sj that is d1 + d2
before and after the displacement has been occurred, and it
will be updated to d3 + d4 accordingly as given in

Table 3: Influence of pulse emission rate on coverage rate.

Pulse emission rate
(r)

Initial coverage rate
(%)

Final coverage rate
(%)

0.1 0.8 0.8929

0.2 0.8124 0.905

0.3 0.787 0.9077

0.4 0.8281 0.9041

0.5 0.8097 0.908

0.6 0.8202 0.9025

0.7 0.8208 0.9218

0.8 0.8167 0.9108

0.9 0.8537 0.9354

1 0.8314 0.9153

Table 4: Effect of loudness on coverage rate.

Loudness, Ao
(db)

Initial coverage rate
(%)

Final coverage rate
(%)

0.1 0.8052 0.8931

0.2 0.8375 0.9291

0.3 0.8491 0.9056

0.4 0.8281 0.9107

0.5 0.8276 0.9167

0.6 0.828 0.9219

0.7 0.8273 0.9048

0.8 0.8308 0.9259

0.9 0.8343 0.9281

1 0.8169 0.9179

Table 5: Effect of fmax on coverage rate.

fmax (f ) Initial coverage rate (%) Final coverage rate (%)

0.1 0.8492 0.8698

0.2 0.819 0.8433

0.3 0.8135 0.8359

0.4 0.8115 0.8327

0.5 0.831 0.8602

0.6 0.8186 0.8507

0.7 0.8196 0.8414

0.8 0.8211 0.8417

0.9 0.8499 0.8712

1 0.8369 0.8549

1.1 0.8298 0.8888

1.2 0.822 0.9053

1.3 0.8134 0.9331

1.4 0.7965 0.898

1.5 0.8116 0.91

1.6 0.8367 0.9279

1.7 0.8145 0.9169

1.8 0.8267 0.9132

1.9 0.8296 0.9147

2 0.8127 0.9078
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Figure 1(b). It is worth mentioning that d1 + d2 > d3 + d4;
therefore, achieving the intended positions, the moving dis-
tance of si and sj can be confined but no change will occur
in the coverage area, but the coverage area distance rate will
be extended. The instance nodes that are eager to update
their moving position will be substituted with the moving
position of the nodes which are stationary and do not require
further movement. This step can prevent the instance nodes
frommaking unnecessary and longer movement. In this case,
the instance node does not possess sufficient energy while
reaching the intended position; thereby, other surrounding
nodes will surrogate the liability. We should consider
Figure 1(c), where instance node si does not plan to leave
its position while at the same time instance node sj is eager
to shift its position from Pj0 to Pj1. Therefore, the instance
node si is displaced from Pi0 to Pj1 but sj remains in hiatus.
The coverage range B ≥ A and 3 < d2, instead of sensor node
sj, and the algorithm smartly shifts the instance node si to the
intended new position of node sj while keeping the sj node
stationary. This change will not affect the coverage range of

the network and does not impel the rest of the instance nodes
to move in the queue. Eventually, an average moving distance
of the instance node is reduced which enhances the coverage
area distance rate. This moving distance reduction is illus-
trated in Figures 1(d) and 1(e).

4. Simulation Results and Discussion

In order to validate the efficiency of node deployment based
on BiCM, the simulation trials are conducted using MATA-
LAB R2016a [30]. The performance among BiCM, tuned
BiCM, and FOA is carried out using the simulation setup
parameters given in Table 2. To observe the performance of
the aforementioned algorithms, nearabout 60 sensor nodes
were deployed randomly in the monitoring area of size 60
× 60m2. To demonstrate the performances of FOA, BiCM,
and tuned BiCM, the initial and final node deployments are
presented in Figures 2 and 3.

These Figures 2 and 3 signify the initial and final node
deployments after executing the FOA and BiCM algorithms.
Thereupon, it can be clearly understood that node deploy-
ment based on BiCM has minimum redundancy and is most
uniform compared to node deployment by the FOA mecha-
nism. Table 3 signifies the influence of pulse emission rate (r)
on the coverage of sensor nodes. The value of r changes from
0.1 to 1 whereas the value of other instance mechanism
parameters such as loudness, maximum frequency, and sens-
ing radius is kept constant to 0.5, 2, and 5, respectively. To
beat the effect of arbitrariness [31], the instance mechanism
is simulated 50 times, and greatest value of coverage is picked
every time. The maximum value of coverage after performing
BiCM is attained as 93.54% at a pulse emission rate of 0.9. As
instances move towards their respective target (grid points),
they emit a greater number of pulses [32]; therefore, the pulse
emission rate will be high when sensor nodes move close to
the grid points [33]. Thereupon, the value of the pulse emis-
sion rate is kept at 0.9. Further, to see the effect of the loud-
ness parameter of the instance mechanism on the coverage
rate of sensor nodes, the value of loudness (Ao) is varied from
0.1 to 1 while the pulse emission rate (r) is set to 0.9 and the
value of other parameters is 0.5; the sensing radius (rs) is
fixed at 5meters. Table 4 shows the variations of loudness
and initial and final coverage rates of nodes after implement-
ing BiCM. The BiCM is run 50 times, and the best value of
the initial and final coverage rates is selected. The coverage
rate after executing BiCM is obtained as the highest at about
93.1% at the 0.2 value of loudness. When sensor nodes
(instance) get near to the grid point, the intensity of emitted
pulses is low; therefore, the loudness parameter should be
kept low [34]. Thereupon, the value of the loudness parame-
ter is fixed at 0.2.

In addition to this, Table 5 demonstrates the effect of
maximum frequency (fmax) [35], on coverage; its value has
been changed from 0.1 to 2. The constraints of the instance
mechanism for instance pulse emission rate, loudness, and
sensing radius are kept constant to 0.9, 0.2, and 5, respec-
tively. For each variation of maximum frequency, the
instance mechanism has been executed 50 times and
supreme values of coverage before and after the execution

Table 6: Influence of grid points on coverage rate.

Grid points
(m ∗m)

Initial coverage rate
(%)

Final coverage rate
(%)

0:1 ∗ 0:1 0.8306 0.9203

0:2 ∗ 0:2 0.7975 0.9006

0:3 ∗ 0:3 0.8006 0.9106

0:4 ∗ 0:4 0.8342 0.9132

0:5 ∗ 0:5 0.8012 0.9056

0:6 ∗ 0:6 0.8451 0.9341

0:7 ∗ 0:7 0.8052 0.9125

0:8 ∗ 0:8 0.8135 0.9181

0:9 ∗ 0:9 0.8142 0.9200

1 ∗ 1 0.8240 0.9212
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Figure 4: Coverage rate for varying sensing radii of sensor nodes by
BiCM.
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of the instance mechanism have been chosen. The best value
of coverage after implementing BiCM is 93.31% when fmax is
1.3. Thus, the value of fmax is set to 1.3. To observe the impact

of grid points on the coverage rate of nodes, the value of the
grid point has varied from 0:1m ∗ 0:1m to 1m ∗ 1m. The
various simulation factors such as pulse emission rate,
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Figure 5: (a) Initial deployment of sensor nodes for tuned BiCM; (b) final deployment of sensor nodes by tuned BiCM.
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Figure 6: Coverage rate analysis by FOA, BiCM, and tuned BiCM.

Table 7: Deployment results for FOA, BiCM and Tuned BiCM.

Algorithms FOA BiCM Tuned BiCM

Parameters
Initial
results

Final results after
execution

Initial
results

Final results after
execution

Initial
results

Final results after
execution

Average coverage
rate

75.56% 85.16% 82.72% 91.91% 91.54% 98.29%

Standard deviation 0.0286 0.0251 0.0187 0.0126 0.0126 0.0055

Best coverage value 78.92% 87.49% 87.10% 94.30% 93.45% 99.46%

Worst coverage
value

68.40% 78.20% 79.38% 90.02% 89.55% 97.31%
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maximum frequency, sensing radius, and loudness are kept
constant at 0.9, 1.3, 5, and 0.2, respectively. In Table 6, every
value of grid point BiCM runs 50 times and the uppermost
values of the coverage rate have been taken. The highest value
of the coverage rate at about 93% is obtained after running
the BiCM when grid points were set to 0:6m ∗ 0:6m. Fur-
ther, the sensing radius is varied from 1m to 10m. Figure 4
signifies the variations of the coverage rate after applying
BiCM w.r.t. changes in the sensing radius of the node. The
parameters of BiCM, for example, grid points, loudness,
pulse emission rate, and maximum frequency, are set as 0:6
m ∗ 0:6m, 0.2, 0.9, and 1.3, respectively. It is clear from
Figure 4, as the sensing radius has increased, that the cover-
age rate of sensor nodes is also increased, and its value is
100% when the sensing radius is increased beyond 7m. But
there is a trade-off between the sensing radius and cost: while
the sensing radius of the node is increased, the cost of sensor
nodes also increased.

The tuned values of various constraints of BiCM such as
loudness, maximum frequency, sensing radius, pulse emis-
sion rate, and grid points are 0.2, 1.3, 6, 0.9, and 0:6m ∗ 0:6
m, respectively. To validate the performance of node deploy-
ment based on BiCM after setting the above constraint
values, the initial and final node deployments after executing
the tuned BiCM are shown in Figure 5. Thereupon, it can be
obviously seen that node deployment based on tuned BiCM
has the lowest redundancy compared with BiCM and FOA.
To further demonstrate the effectiveness of tuned BiCM, the
coverage rates for the tuned BiCM, BiCM, and FOA for vari-
ous iterations are shown in Figure 6. The iterations are varied
from 0 to 500. The convergence speed of the tuned BiCM is
more compared to FOA. The tuned BiCM converged around
150 iterations, whereas FOA converges around 350 iterations
due to exploitation characteristics of the instances.

The tuned BiCM has achieved a higher coverage rate at
about 99.46% compared to 93.37% and 88.33% of BiCM
and FOA, respectively. In order to overwhelm the effect of
randomness of tuned BiCM, instance mechanism optimiza-
tion and Fruit Fly Optimization Algorithms are run 15 times.
The deployment results in terms of average coverage rate,
standard deviation, and best and worst coverage values for
tuned BiCM and FOA are represented in Table 7. It can be
obviously seen from Table 7 that tuned BiCM has achieved
the average coverage rate of about 98.29% compared to
91.91% and 85.16% of BiCM and the Fruit Fly Optimization
Algorithm. Further, the standard deviation for node deploy-
ment based on tuned BiCM is lowest, so tuned BiCM is more
stable compared to FOA and BiCM. The best and worst cov-
erage values for tuned BiCM are 99.46% and 97.31% com-
pared to 94.30% and 90.02% and 87.49% and 78.20% for
the BiCM- and FOA-based node deployments, respectively.

Further, the comparison of tuned BiCM, BiCM, and FOA
in terms of computation time is represented in Table 8. The

computation time for tuned BiCM is less, i.e., 0.016 seconds,
compared to 0.019 seconds and 0.28 seconds for BiCM and
FOA, respectively. The tuned BiCM and BiCM converge at
25 iterations whereas FOA converged at 500 iterations; there-
fore, the speeds of tuned BiCM and BiCM are more and con-
verge faster at an earlier stage because of their exploitation
feature compared to the Fruit Fly Optimization Algorithm.

5. Conclusion

In order to enhance the coverage rate of the sensor nodes, an
innovative sensor deployment technique based on
Bodacious-instance Coverage Mechanism (BiCM) has been
purposed that accomplished the desired goal with limited
energy consumption. The analysis of various factors of BiCM
such as loudness, grid points, emission rate and radius of
nodes, and frequency has been identified, and shrewd values
of the above parameters are discovered. Node deployment
based on tuned BiCM and BiCM shows that both algorithms
converge at an earlier stage compared to the Fruit Fly Opti-
mization Algorithm. The simulation results demonstrate that
tuned BiCM has attained a mean coverage rate of about
98.29% which is higher compared to FOA and BiCM. Fur-
ther, various simulations have been done by varying the
number of sensor nodes and iterations, and a coverage rate
curve is plotted for tuned BiCM, BiCM, and FOA. The com-
parison of the computation time is also represented in this
paper. Tuned BiCM has a high coverage rate and less compu-
tation time compared to FOA and BiCM. In the future, the
various evolutionary optimization algorithms can be applied
to the node deployment problem to increase the coverage
rate of sensor nodes.
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Internet of Things (IoT) is the collection of different types of smart objects like mobile phones, sensors, cars, smart cities, smart
buildings, and healthcare, which can provide a quality life to humans around the globe. These smart objects sense and produce a
huge amount of data for distribution. The current hostcentric networking paradigm is not that scalable to provide a suitable
solution to the idea of IoT. For scalable connectivity and efficient distribution, Named Data Networking (NDN) has been
envisioned as a promising solution for future internet architecture. On the other hand, the significant issues regarding the
adaptation of NDN with IoT possess security concerns such as authentication, confidentiality, integrity, and forward secrecy. As
IoT is a heterogeneous environment, it demands a different type of security, according to the environmental situation such as
public key infrastructure (PKI), identity-based cryptosystem (IBC), and certificateless cryptosystem (CLC). This paper presents a
new concept of CLC to IBC heterogeneous generalized signcryption for the first time to fulfil the prime security requirements of
NDN-based IoT. The proposed scheme provides the security properties according to situational needs without disturbing the
structural policy of NDN. Considering the resource-constrained nature of IoT, we used a lightweight type of elliptic curve called
the hyperelliptic curve cryptosystem which offers the same level of security as that of bilinear pairing and an elliptic curve
cryptosystem using a minimum key size. Further, we compare the proposed scheme with recently proposed identity-based as
well as certificateless generalized signcryption schemes, and the results give satisfactory outputs in terms of computational and
communication resources. Furthermore, we simulate the proposed scheme with Automated Validation of Internet Security
Protocols and Applications (AVISPA), and the results show that our scheme is valid and safe. Additionally, we provide a
practical scenario of the proposed on NDN with an IoT-based smart city.

1. Introduction

Nowadays, Internet of Things (IoT) is deployed in almost
every environmental domain, such as smart grid, smart

homes, smart cities, smart building, healthcare, and smart
agriculture, by connecting and controlling a large number
of objects [1]. The increasing numbers of smart applications
and their heterogeneity raise some challenges regarding their
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connectivity, communication, scalability, mobility, and
amount of generating data [2]. To address these challenges,
Named Data Networking (NDN) has been projected as a
future internet architecture [3]. In general, NDN deals with
two packets: the interest packet and the data packet. The
communication of the NDN is based on the altercation on
interest packets that carry the request. Further, the NDN
node maintains three types of data structures that are the
Content Store (CS), which stores the copy of the contents
with itself in the CS for future use; Pending Interest Table
(PIT), which enlists all the requests of the incoming inter-
faces in the PIT table; and Forwarding Information Base
(FIB), which forwards the requests from one node to another
based on routing protocols [4]. Security is instigated on each
packet, so the authenticity can be achieved at a time inside
the network [5]. Whenever a consumer sends an interest
packet for some specific contents, the NDN router performs
CS lookup; if the requested contents are available, then the
router simply forwards the contents directly from its CS to
the requested consumer [6]. If the requested contents are
not available in the CS, then the NDN router checks its PIT
table for that requested content; if the contents have been
requested before, then the PIT table updates with an entry
of that specific interface in the PIT table. If the contents are
being requested for the first time, then the PIT table marks
up an entry of that interface and forwards the request to
the next router based on FIB as shown in Figure 1. The mon-
umental features of NDN like in-network caching, scalability,
name-based routing, and mobility are a suitable option for
fulfilling the demands of IoT applications.

However, security is considered to be the fundamental
need for NDN-based IoT devices. Additionally, the NDN-
based IoT environment requires different types of security
properties such as authentication, confidentiality, and integ-
rity, which can be achieved from a digital signature, encryp-
tion, or signcryption according to the environmental
situation. Moreover, IoT is a heterogeneous environment
where the sender and receivers may come from different
types of environments. Here, the concept of heterogeneous
signcryption is a suitable option that makes use of two differ-
ent types of cryptosystems in a single algorithm [7]. On the
other hand, the IoT devices may demand a digital signature,
encryption, or signcryption, separately or in combination.
For this type of situation, the heterogeneous signcryption
becomes effortless due to its nongeneralized nature such as
providing signcryption only. Here, the concept of generalized
signcryption may be able to provide a digital signature,
encryption, or signcryption using a single algorithm [8].
Likewise, the generalized signcryption cannot fulfill the
requirement of IoT devices due to its homogeneity.

Generally, the security and efficiency of the aforemen-
tioned schemes are based on computationally hard problems
like RSA, bilinear pairing, and elliptic curve cryptosystem.
The RSA provides a solution using a 1024-bit large key which
is firmly based on large factorization [9–11]. However, due to
the limited processing capabilities of IoT devices, the 1024-
bit key is not an efficient solution. On the other hand, bilinear
pairing suffers from the issue of high pairing operations and
is 12.93 times worse than RSA [12]. Hence, to tackle the

weaknesses of both RSA and bilinear pairing, a new type of
cryptosystem was introduced [13] called the elliptic curve
cryptosystem. Unlike RSA and bilinear pairing, the security
difficulty of the elliptic curve cryptosystem is based on a small
key size of 160 bits. However, the 160-bit key is still not
appropriate for resource-limited IoT devices [14]. Hence, in
[15], a new type of cryptosystem was introduced, called the
hyperelliptic curve cryptosystem, which suits the resource-
limited nature of IoT devices by using a small key of 80 bits
[16, 17].

The above discussion motivates us to contribute a new
concept of heterogeneous generalized signcryption for
NDN-based IoT which will combine the idea of heteroge-
neous signcryption with generalized signcryption to fulfill
the conditional demands of IoT. The features of this new
concept are mentioned as follows:

(1) First, we introduced a new concept of CLC to IBC
heterogeneous generalized signcryption

(2) We provide the proper syntax of our proposed
scheme

(3) We also provide a proper algorithm for the proposed
scheme on the basis of the hyperelliptic curve crypto-
system which is suited for the IoT environment

(4) We prove the security properties such as authentica-
tion, confidentiality, unforgeability, forward secrecy,
and integrity of the proposed scheme

(5) We also compared our proposed scheme with recently
published CLC and IBC generalized signcryption
schemes, and the results give satisfactory outputs in
terms of computational and communication resources

(6) We also validate the security of our scheme through
AVISPA, and the results show that our proposed
scheme is valid and safe

(7) We practically deployed our scheme on the NDN-
based smart city

1.1. Paper Organization. The organization of the paper is
shown in Figure 2.

2. Related Work

Here, we divided the related work into three parts such as
identity-based generalized signcryption, certificateless gener-
alized signcryption, and heterogeneous generalized
signcryption.

2.1. Identity-Based Generalized Signcryption Schemes. Lal and
Kushwah in 2008 [18] introduced the concept of an identity-
based generalized signcryption (ID-BGS) scheme for the first
time to solve the certificate management issues of PKI-based
generalized signcryption. In 2010, the concept was used by
Liang et al. [19] for key management issues in mobile ad
hoc networks (MANET). The proposed scheme saves mem-
ory storage of users and minimizes computational and com-
munication resources. Kushwah and Lal in 2011 [20]
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proposed an efficient ID-BGS scheme for wireless sensor net-
works (WSN). The authors used bilinear pairing and proved
the security of the proposed scheme under the random oracle
model (ROM). Wei et al. [21] proposed an efficient ID-BGS
for obtaining the confidentiality and authenticity of big data.
Mishra and Singh in 2014 [22] surveyed the existing identity
and certificateless generalized signcryption schemes. Based
on security limitations in the existing schemes, the authors
proposed two schemes to improve the limitations. Shen
et al. in 2017 [23] improve the security of existing IBGS
schemes which is suitable for low storage devices. Waheed
et al. in 2019 [24] proved that the security of the Wei et al.
[21] scheme is susceptible to attack and insecure. In the pro-
posed cryptanalysis, the authors launched a security attack
on the Wei et al. [21] scheme and found that the master
secret key of the proposed scheme can be easily
compromised.

However, the schemes [18–23] suffer from a heavy pairing
operation due to the use of bilinear pairing. In [24], the authors
did not provide any sort of solution to the proposed claims.

2.2. Certificateless Generalized Signcryption Schemes.Huifang
et al. in 2010 [25] defined the notion of certificateless gener-

alized signcryption (CGS) to solve the key escrow problem of
IBGS. Later, Kushwah and Lal in 2012 [26] improved the
security flaws of Huifang et al. [25] and proposed a new
CGS scheme which is unforgeable against insider attacks. In
2014, Zhou et al. [27] proposed a provable CGS scheme for
resource-constrained environment devices. The scheme pro-
vides security against malicious, but passive, key generation
centre attacks. Zhang et al. in 2016 [28] proposed a CGS
scheme for mobile health (M-Health). The scheme reduces
the computation and communication costs by the use of
the elliptic curve cryptosystem. Zhou et al. in 2017 [29] pro-
posed a GSC scheme for security insurance in cloud storage.
Zhang et al. in 2018 [30] proposed an efficient CGS scheme
that is suitable for low power and low processor devices due
to the use of the elliptic curve cryptosystem. Further, the
scheme provides security against ciphertext attacks. In
2019, Zhou [31] improved the scheme of Zhang et al. [30]
and proposed a new scheme for the mobile health system that
can monitor the human body status in real time. Waheed
et al. in 2019 [32] analyzed the proposed scheme of Zhou
et al. [29] and proved that the scheme of Zhou et al. [29] is
insecure against ciphertext indistinguishability under adap-
tive chosen-ciphertext attacks (IND-CCA2). Further, the
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author proposed a new and improved scheme at the same
cost which is secure against the aforementioned attacks. Kar-
ati et al. in 2019 [33] proposed a new CGS for resource-
constrained IoT devices.

However, the schemes [25–33] suffer from heavy compu-
tation and communication costs due to the use of bilinear
pairing and an elliptic curve cryptosystem.

2.3. Heterogeneous Signcryption Schemes. In 2011, Huang
et al. [7] introduced the concept of heterogeneous signcryp-
tion (HS) which uses two different types of cryptosystem
such as IBC at the sender side and CBC at the receiver side.
The proposed scheme was suitable for the practical scenario
of IoT where the sender and receiver belonged to different
environments. Li et al. in 2016 [34] proposed a multireceiver
heterogeneous signcryption scheme for wireless area network
applications. The authors used CLC on the sender side and
IBC on the receiver side (CLC-IBC). Raveendranath and
Aneesh in 2016 [35] proposed a multireceiver HS scheme
by using the elliptic curve cryptosystem to reduce the compu-
tation and communication costs of the existing HS scheme.
Niu et al. in 2017 [36] proposed a CLC to IBC HS scheme
by using bilinear pairings in the random oracle model. In
the same year, Niu et al. [37] proposed a hybrid IBC to
CLC scheme for multimessage and multireceiver. Li et al. in
2017 [38] proposed a PKI to IBC HS scheme for vehicle ad
hoc networks. Niu et al. in 2017 [39] proposed a CLC to
IBC HS scheme for the privacy-preserving multiparty aggre-
gate scheme. Saeed et al. in 2017 [40] proposed a CLC to PKI
online/offline HS scheme for IoT. Furthermore, the authors
practically deployed the scheme on healthcare and the smart
grid. Wang et al. in 2017 [41] proposed a PKI to IBC HS
scheme for broadcast communication in ad hoc networks.
Jin et al. in 2018 [42] proposed an IBC to PKI HS scheme
for secure communication in the smart grid. Liu et al. in
2018 [43] proposed two HS schemes, such as PKI to CLC
and CLC to PKI for secure communications between 5G net-
work slicing. Liu and Ma in 2018 [44] proposed a cross
domain of the PKI and IBC HS scheme for the medical infor-
mation system. The authors use an elliptic curve cryptosys-
tem to reduce computation and communication resources.
Omala et al. in 2018 [45] proposed a CLC to IBC heteroge-
neous access control scheme for body area networks. Zhou
et al. in 2019 [46] proposed a PKI to IBC HS scheme for
vehicular ad hoc networks.

The aforementioned schemes [7], [34–46] suffer from
heavy computation and communication costs due to the
use of bilinear pairing and an elliptic curve cryptosystem.
Moreover, these schemes are not suitable for NDN-based
IoT due to its nongeneralized nature.

3. Preliminaries and Construction of
HGSC Scheme

In this section, we will discuss the background of the hyper-
elliptic curve, threat model, and construction of our pro-
posed HGSC scheme.

3.1. Hyperelliptic Curve (HEC). First, we will define the basic
mathematics of hyperelliptic curves (HEC). Let d be a finite
set and G be a genus of HEC with an order G ≥ 2. Suppose (u
), f ðuÞ ε d ½u� and deg ðHðuÞÞ ≤G, and f ðuÞ is a monic poly-
nomial possessing deg ð f ðuÞÞ = 2d + 1 [47]. Furthermore,
HEC of genus G ≥ 2 over d is a set of points (u), d ∗ d as in
the mentioned equation:

HEC : y2 + uð Þy = f uð Þ: ð1Þ

Note: the point of HEC is not the same as elliptic curves
[48]. It forms a divisor (D) that is the formal sum of finite
integers such as D =∑ϰiʑi where ϰi ε d and ʑi εHEC. Addi-
tionally, HEC over the Jacobian group JHEC has the brief
order mentioned in the following equation:

uτ−1ð Þ2G ≤ JHEC dð Þ ≤ uτ+1ð Þ2G: ð2Þ

3.1.1. Hyperelliptic Curve Discrete Logarithm Problem.
Assume D is a divisor, which is publicly known to everyone,
and ℓ is a private number that is randomly chosen from d

where finding ℓ from d ℓ =D is known to be an HEC discrete
logarithm problem.

3.2. Syntax of Proposed Heterogeneous Generalized
Signcryption Scheme. Here, we first explain different nota-
tions in Table 1, which can be used in the syntax and our pro-
posed HGSC algorithms.

The syntax proposed scheme consists of 10 algorithms
such as setup, generate secrete value, generate public key,
generate partial private key, generate full private key, con-
sumer private key generation, signcryption, unsigncryption,
signature, and signature verification.

(1) Setup: the Key Generation Centre (KGC) executes
this algorithm by taking the security parameter k
to generate the master secret key W , master public
key X , and public parameter set φ, then publishes
φ and X openly in the network.

(2) Generate secret value (GSVL): the producer takes ð
k, φÞ and generates a secret value ∂.

(3) Generate public key (GPK): in this algorithm, the
producer then takes ðk, φ, ∂Þ and generates a public
key Bp.

(4) Generate partial private key (GPPK): in this algo-
rithm, the KGC takes ðk, φ, ΙDp,W ,BpÞ and gen-
erates a partial private key ðN , J Þ.

(5) Generate full private key (GFPTK): in this algorithm,
the producer takes ðk, φ, ΙDp,N , J , ∂Þ as an input
and generates his own full private key ðApÞ.

(6) Consumer private key generation (CPKG): in this
algorithm, the KGC takes ðΙDc,W Þ as an input by
using IBS and a produces private key ðA cÞ and a
public key (Bc) for the consumer.
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(7) Signcryption: in this algorithm, the producer takes
ðΙDc,Bc,Ap,m,XÞ and generates a signcrypted
content/messageΨ and sends it to consumers.

(8) Unsigncryption: in this algorithm, the consumer
unsigncrypts the Ψ by using ðΙDc,Bc,A c,C , μ, SÞ.

(9) Signature: in this algorithm, the producer takes ð
Ap,mÞ and generates a content/message sign Φ

and sends it to the consumer.

(10) Signature verification: in this algorithm, the con-
sumer verifies Φ by using ðΙDc,Bc,A c,C , μ, SÞ.

3.3. Threat Model. In our proposed HGSC scheme, we con-
sider the Dolev-Yao (DY) [49] threat model. According to
DY, the communication between two or more entities is
not reliable and secure, as the attacker has full commands
to reveal the contents of the ciphertext and inject a false sign-
cryption/signature text to the network. The NDN-based IoT
environment possesses different types of estimated security
threats; it means that the adversaries can easily modify or
delete the user’s sensitive information. To maintain the secu-
rity and authentication of NDN-based IoT devices, it is nec-
essary to perform authentic and secure communication
among entities in the NDN-based environment. The basic

security requirements used in HGSC scheme are as follows:
(1) Confidentiality: it means to keep the information secret
from unauthorized users. The attackers can break the confi-
dentiality of the HGSC scheme if he/she gets access to the
encryption of decryption keys. The attacker here cannot
access the original content in the message without having
the encryption or decryption keys which are called confiden-
tiality. (2) Unforgeability: it means that the signature could
not be reproduced by any other party. Here, the attacker
can generate a forged signature if he/she gets access to the
digital signature generation secret key. If the attacker fails
to do so, then it is called unforgeability. (3) Forward secrecy:
forward secrecy means that if one of the session keys gets
compromised by any malicious user, the data from the other
session could not be affected. Here, the attacker cannot get
access to the encryption or decryption keys even if the
attacker got access to the sender private key. If the attacker
is not able to access the encryption/decryption key of the
user, it is called forward secrecy. (4) Antireplay attack: an
antireplay attack means the attacker can resend a copy of
an authenticated message again. Here, the attacker cannot
reply to the existing message again if the sender and receiver
use nonce and time stamping techniques for the freshness of
a message.

3.4. Proposed Network Model. Here, we explain the workflow
of our proposed HGSC scheme for NDN-enabled IoT. In our
proposed scheme, we consider four entities such as the pro-
ducer, consumer, NDN node, and Key Generation Centre
(KGC) as shown in Figure 3. Here, we consider that the con-
sumer belongs from IBC while the producer belongs from
CLC. For registration of consumers and producers with
KGC, the KGC announces the public parameter set and mas-
ter public key.

3.4.1. Role of KGC. In the producer registration phase, the
producer generates its public key from the public parame-
ter set and sends it to the KGC. The KGC then generates
a partial private key for the producer and sends it to the
producer in reverse order using a secure network. After
receiving the partial private key, the producer generates
its full private key.

In the consumer registration phase, the consumer sends
its identities to the KGC. The KGC after receiving the identi-
ties of the consumer generates private as well as public keys
for the consumer and sends them back to the consumer using
a secured network.

3.4.2. Role of Consumer. Suppose a consumer sends an inter-
est for some content/message in the NDN-based IoT envi-
ronment to any producer.

3.4.3. Role of Producer. After receiving the interest, the pro-
ducer then signs/signcrypts the content using its private key
and sends it back to the requested consumer. However, the
NDN node will store the copy content/message in their CS
according to the caching policies of NDN. After receiving
the content/message, the consumer verifies the signature or
unsigncrypts the respective content/message.

Table 1: Abbreviations used in these algorithms.

Abbreviation Definition

KGC Key generation centre

W Master secret key

k Security parameter

X Master public key

φ Public parameter set

D Divisor of the hyperelliptic curve

∂ Secret value

Bp Producer public key

ΙDp Producer identity

N, J Partial private key

Ap Producer full private key

ΙDc Consumer identity

L Random number

Bc Consumer public key

Ac Consumer private key

m Message

S Producer digital signature

H1 Hash

C Content

Ψ Singcrypted message/content

C Fresh nonce

Φ Sign message/content
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3.5. Proposed Heterogeneous Generalized Signcryption
Algorithms. The proposed HGSC consists of the following
eight steps.

3.5.1. Algorithm 1. In this step, the KGC generates a master
public key, master secret key, and public parameter as shown
in Algorithm 1.

3.5.2. Algorithm 2. In this step, the producer generates secrete
value as shown in Algorithm 2.

3.5.3. Algorithm 3. In this step, the KGC generates a partial
private key for the producer as shown in Algorithm 3.

3.5.4. Algorithm 4. In this step, the producer generates its full
private key as shown in Algorithm 4.

3.5.5. Algorithm 5. In this step, the KGC public as well as the
private key for the consumer are shown in Algorithm 5.

3.5.6. Algorithm 6. In this step, the producer sign/signcrypts
the requested contents as shown in Algorithm 6.

3.5.7. Algorithm 7. In this step, the consumer verifies the sign
contents or unsigncrypts the signcrypted contents as shown
in Algorithm 7.

4. Security and Cost Analyses

In this section, we briefly discuss the informal analysis and
computation and communication cost analyses of our pro-
posed scheme.

4.1. Informal Analysis. This section describes the contribu-
tion in upholding the security properties of confidentiality,
unforgeability, forward secrecy, and antireplay attack.

4.1.1. Confidentiality. Confidentiality means to keep the con-
tents secret; the attacker (ζ) cannot calculate the plaintext
from signcrypted ciphertext. Let the ζ want to break the con-
fidentiality of our proposed scheme and generate the plain-
text from signcrypted ciphertext Ψ = ðC , μ, SÞ. For this
purpose, the ζ needs to calculate C from Ψ = ðC , μ, SÞ,
and to do so, ζ needs δ, β, and α from K =H3ðδ, α, β, ΙDc,
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Figure 3: Proposed network model.

Setup:It is processed by KGC
Input: Security parameter k
Output:Master secret key W , master public key X , and public parameter setφ = fX ,D, G ≥ 2, HEC,H 1,H2,H3,H4g.
Process: KGC first produces public parameter setφ, then after randomly pick a master secret keyW ⋳f1, 2, 3,⋯, z − 1g where z = 280,
computes a master public keyX =W :D, where D is a divisor of the hyperelliptic curve.
Publishing KGC published φ and X openly in the network.

Algorithm 1: Setup.
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Generate full private key (GFPTK):It is executed by the producer
Input: ðk, φ, ΙDp,N , J , ∂Þ
Output:Full private key ðApÞ
Process: Producer computes Ap = ð J , ∂Þ.

Algorithm 4: Partial private key generation.

Consumer private key generation (CPKG):It is executed by KGC and note that KGC acts like a private key generator in an identity-
based cryptosystem
Input: ðΙDc,W Þ
Output:Private key ðA cÞ, public key (Bc)
Process: KGC randomly picks a number L⋳f1, 2, 3,⋯, z − 1g, computes Bc =L ·D, computes A c =L +W ·H 1ðΙDc,L ,BcÞ
mod z, and sends ðA c,BcÞ to the consumer by using a secured network.

Algorithm 5: Consumer’s key generation.

Heterogeneous generalized signcryption (HGSN):It is executed by producer
Input: ðΙDc,Bc,Ap,m,XÞ
Output:Signcryption Ψ
Process: Producer randomly picks a number ℛ⋳f1, 2, 3,⋯, z − 1g,
If ðC =mÞ
{
(1) Select a fresh nonce T
(2) Compute μ =H 2ðT ,mÞ
(3) Compute S =R + μðJ + ∂Þ and go to step 11
}
Else
{
(4) Compute δ =R ·D
(5) Compute Υ =H 3ðΙDc,Bc,XÞ
(6) Compute α=Bc +X · Y
(7) compute β = α ·D
(8) compute K =H 4ðδ, α, β, ΙDc,BcÞ
(9) Repeat step 1 and compute C =EKðT ,mÞ
(10) Repeat steps 2 and 3 and go to step 11
}
(11) Send Ψ = ðC , μ, S , δÞ to the consumer by using an open network

Algorithm 6: Signcryption and signature generation.

Generate secret value (GSVL):It is run by producer
Input: ðk, φÞ
Output:Secret value ∂
Process: Producer randomly picks a secret value ∂⋳f1, 2, 3,⋯, z − 1g

Algorithm 2: Secret value generation.

Generate partial private key (GPPK):It is executed by KGC
Input: ðk, φ, ΙDp,W ,BpÞ
Output:Partial private key ðN , J Þ
Process:KGC randomly picks a numberQ⋳f1, 2, 3,⋯, z − 1g, computeN =Q ·D, compute J=Q +W ·H 1ðΙDp,Q,BpÞ mod z, and
send ðN , J Þ to the producer by using secured network.

Algorithm 3: Partial private key generation.
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BcÞ. Here, δ =R ·D, β = α ·D, and α =Bc +X · Y where
R and α are discrete logarithm problems over the hyperellip-
tic curve cryptosystem which is not possible to calculate.
Thus, our proposed scheme provides the property of
confidentiality.

4.1.2. Unforgeability. Unforgeability means that no one can
sign the content, except the valid provider. To forge the sig-
nature, ζ needs to calculateR, μ, and J + ∂. Here,R is a pri-
vate number, and for calculating μ =H 2ðT ,mÞ, ζ needs to
calculate a private number T from μ =H 2ðT ,mÞ. Further,
ζ needs to J + ∂ where J is a fresh nonce and ∂ is a private
number, so to forge the signature S , ζ needs to calculate 3
private numbers R, T , and ∂ with a fresh nonce J which
is not possible to calculate. So, our proposed scheme provides
the property of unforgeability.

4.1.3. Forward Secrecy. Forward secrecy means if the private
key of the signer is compromised, still it could not affect the
respective contents, because the content is encrypted via a
session secret key. Here, in our scheme, to break forward
secrecy, ζ needs to calculateK =H 3ðδ, α, β, ΙDc,BcÞ which
requires δwhere δ = R ·D. So, for this purpose, ζ needs to cal-
culate R, which is a private number, and δ is a discrete loga-
rithm problem over the hyperelliptic curve, which is
infeasible for ζ to break.

4.1.4. Antireplay Attack. In our proposed scheme, before
communication, the provider generates a T and stores it
in his memory. Then after, it sends the encrypted text as
C =EKðT ,mÞ to the consumer. After receiving the FNs,
the consumer, by using secret key K , performs the decryp-
tion process on the received ciphertext. Once the T is
recovered, the consumer verifies the freshness, and if it is

fresh, then the ciphertext is new. However, ζ cannot replay
the old messages because he/she needs fresh FNs for every
new session.

4.2. Cost Analysis. In this section, we compare the proposed
scheme with existing certificateless generalized signcryption
(CGS) and identity-based generalized signcryption (ID-
BGS) schemes in terms of computation and communication
costs.

4.2.1. Computation Cost. Here, we compare our proposed
scheme with existing CGS and ID-BGS schemes in terms of
expansive mathematical operations such as single pairing-
based point multiplication (SPBPM), single bilinear pairing
(SBP), single exponential (SEXP), single elliptic curve point
multiplication (SEPM), and hyperelliptic curve point multi-
plication (SHEDM). Moreover, operations like addition,
division, subtraction, encryption, decryption, and hash are
neglected, due to its minimal consumption time during the
computation.

Furthermore, we compare our scheme with the existing
CGS and ID-BGS schemes in milliseconds (ms) by using
the above major operation, according to the experiments per-
formed in [50] with the following hardware and software
specifications:

(i) Intel Core i7-4510U CPU

(ii) 2GHz processor

(iii) 8GB RAM

(iv) Windows 7, 64 bits

(v) Multiprecision integer and rational arithmetic C
library

Heterogeneous generalized unsigncryption (HGUSN)It is executed by consumer
Input: ðΙDc,Bc,A c,C , μ, S , δÞ
Output and verifications:ðT ,mÞ and μ′≟μ
Process: (1) Consumer computes β =δ ·A c
(2) Calculates K =H 4ðδ, α, β, ΙDc,BcÞ
(3) Perform decryption ðT ,mÞ =DKðCÞ
(4) Compute μ′ =H 2ðT ,mÞ′
(5) Compare μ′≟μ; if it holds, then accept; otherwise, reject

Algorithm 7. Unsigncryption and signature verification.

Table 2: Comparative analysis in terms of major operations with CGS schemes.

Schemes Signcryption Unsigncryption Total

Zhang et al. [28] 4 SEPM 5 SEPM 9 SEPM

Zhou et al. [29] 7 SEPM 8 SEPM 15 SEPM

Zhang et al. [30] 5 SEPM 4 SEPM 9 SEPM

Zhou [31] 5 SEPM 7 SEPM 12 SEPM

Waheed et al. [32] 1 SBP + 5 SPBPM 3 SBP + 1 SPBPM 4 SBP + 6 SPBPM
Karati et al. [33] 3 SPBPM + 3 SEXP 2 SPBPM + 2 SBP + 5 SEXP 5 SPBPM + 2 SBP + 8 SEXP
Proposed scheme 2 SHEDM 2 SHEDM 4 SHEDM
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According to [50], an SPBPM will take 4.32ms, a single
SBP will take 14.90ms, SEXP will take 1.25ms, and SEPM
will take 0.97ms. Based on the experiments performed in
[51, 52], we consider that a SHEDM will take 0.48ms. On
the bases of the above expansive mathematical operations,
we conduct the computation cost comparison of our pro-
posed scheme with existing CGS schemes which are Zhang
et al. [28], Zhou et al. [29], Zhang et al. [30], Zhou [31],
Waheed et al. [32], and Karati et al. [33] as shown in
Tables 2 and 3. Further, the computation cost comparison
of our proposed scheme with existing ID-BGS schemes
which are Wei et al. [21] and Shen et al. [23] is shown in
Tables 4 and 5. Moreover, a clear computation reduction is
shown in Figures 4 and 5.

(1) Computation Cost Reduction of Our Scheme from CGS
Schemes. The following formula will be used to calculate cost
reduction

existing scheme − our scheme
existing scheme

� �
∗ 100: ð3Þ

(i) Computation cost reduction from Zhang et al. [28]:

9 SEPM − 4 SHEDM
9 SEPM

� �
∗ 100

= 8:73 − 1:92
8:73

� �
∗ 100 = 78:09%

ð4Þ

(ii) Computation cost reduction from Zhou et al. [29]:

15 SEPM − 4 SHEDM
15 SEPM

� �
∗ 100

= 14:55 − 1:92
14:55

� �
∗ 100 = 86:80%

ð5Þ

(iii) Computation cost reduction from Zhang et al. [30]:

9 SEPM − 4 SHEDM
9 SEPM

� �
∗ 100

= 8:73 − 1:92
8:73

� �
∗ 100 = 78:09%

ð6Þ

(iv) Computation cost reduction from Zhou [31]:

12 SEPM − 4 SHEDM
12 SEPM

� �
∗ 100

= 11:64 − 1:92
11:64

� �
∗ 100 = 83:50%

ð7Þ

(v) Computation reduction from Waheed et al. [32]:

4 SBP + 6 SPBPM − 4 SHEDM
4 SBP + 6 SPBPM

� �
∗ 100

= 85:52 − 1:92
85:52

� �
∗ 100 = 97:75%

ð8Þ

(vi) Computation cost reduction from Karati et al. [33]:

5 SPBPM + 2 SBP + 8 SEXP − 4 SHEDM
5 SPBPM + 2 SBP + 8 SEXP

� �
∗ 100

= 61:4 − 1:92
61:4

� �
∗ 100 = 96:87%

ð9Þ

(2) Computation Cost Reduction of Our Scheme from ID-BGS
Schemes.

(i) Our Computation Cost Reduction from Wei et al.
[21]:

8 SEXP + 5 SBP − 4 SHEDM
8 SEXP + 5 SBP

� �
∗ 100

= 84:5 − 1:92
84:5

� �
∗ 100 = 97:84%

ð10Þ

Table 4: Comparative analysis in terms of major operations with
ID-BGS.

Schemes Signcryption Unsigncryption Total

Wei et al. [21] 6 SEXP 2 SEXP + 5 SBP 8 SEXP + 5 SBP
Shen et al. [23] 5 SEXP + 1 SBP 3 SBP 5 SEXP + 4 SBP
Proposed 2 SHEDM 2 SHEDM 4 SHEDM

Table 5: Computation cost comparison (ID-BGS) in ms.

Schemes Signcryption Unsigncryption Total

Wei et al. [21] 7.5 77 84.5

Shen et al. [23] 14.90 29.8 44.7

Proposed 0.96 0.96 1.92

Table 3: Computation cost comparison (CGS) in ms.

Schemes Signcryption Unsigncryption Total

Zhang et al. [28] 3.88 4.85 8.73

Zhou et al. [29] 6.79 7.76 14.55

Zhang et al. [30] 4.85 3.88 8.73

Zhou [31] 4.85 6.79 11.64

Waheed et al. [32] 36.5 49.02 85.52

Karati et al. [33] 16.71 44.69 61.4

Proposed scheme 0.96 0.96 1.92
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(ii) Our computation cost reduction from Shen et al.
[23]:

5 SEXP + 4 SBP − 4 SHEDM
5 SEXP + 4 SBP

� �
∗ 100

= 44:7 − 1:92
44:7

� �
∗ 100 = 95:70%

ð11Þ

4.2.2. Communication Cost. In this section, we compare our
proposed scheme with existing CGS and ID-BGS schemes
in terms of bits. For this purpose, we suppose elliptic
curve ∣Q ∣ = 160 bits, bilinear pairing ∣G ∣ = 1024 bits,
hyperelliptic curve ∣N ∣ = 80 bits, and message ∣M ∣ = 100
bits. According to our suppositions, for CGS schemes,
the communication cost of the Zhang et al. [28] scheme
is 1 ∣m ∣ +3∣Q∣, of the Zhou et al. [29] scheme is 1 ∣m ∣ +
3∣Q∣, of the Zhang et al. [30] scheme is 1 ∣m ∣ +2∣Q∣, of
the Zhou [31] scheme is 1 ∣m ∣ +3∣Q∣, of the Waheed
et al. [32] scheme is 1 ∣m ∣ +3∣G∣, and of the Karati et al.
[33] scheme is 1 ∣m ∣ +4∣G∣, and the communication cost
of our proposed scheme is 1 ∣m ∣ +3∣N∣. Furthermore,
Table 6 shows the efficiency of our scheme from Zhang
et al. [28], Zhou et al. [29], Zhang et al. [30], Zhou [31],
Waheed et al. [32], and Karati et al. [33]. Moreover, a
clear communicational cost reduction is shown in
Figure 6.

Furthermore, for the ID-BGS schemes, the communica-
tion cost of the Wei et al. [21] scheme is 1 ∣m ∣ +4 ∣Q ∣ and
of the Shen et al. [23] scheme is 1 ∣m ∣ +7 ∣Q ∣ . Furthermore,
Table 7 shows the efficiency of our scheme from Wei et al.
[21] and Shen et al. [23]. Additionally, a clear communica-
tional cost reduction is shown in Figure 7.

(1) Communication Cost Reduction of Our Scheme from CGS
Schemes. The following formula can be used to calculate the
cost reduction.

existing scheme − our scheme
existing scheme

� �
∗ 100: ð12Þ

(i) Our communication cost reduction from Zhang
et al. [28]:

1 ∣m∣+3 ∣Q∣−1 ∣m∣+3 ∣N ∣
1 ∣m∣+3 ∣Q ∣

� �
∗ 100

= 1 100j j + 3 160j j − 1 100j j + 3 80j j
1 100j j + 3 160j j

� �
∗ 100

= 640 bits − 340 bits
640 bits

� �
∗ 100 = 46:87%

ð13Þ

(ii) Our communication cost reduction from Zhou et al.
[29]:

1 ∣m∣+3 ∣Q∣−1 ∣m∣+3 ∣N ∣
1 ∣m∣+3 ∣Q ∣

� �
∗ 100

= 1 1OOj j + 3 160j j − 1 100j j + 3 80j j
1 100j j + 3 160j j

� �
∗ 100

= 640 bits − 340 bits
640 bits

� �
∗ 100 = 46:87%

ð14Þ

(i) Our communication cost reduction from Zhang
et al. [30]:

1 ∣m∣+2 ∣Q∣−1 ∣m∣+3 ∣N ∣
1 ∣m∣+2 ∣Q ∣

� �
∗ 100

= 1 1OOj j + 2 160j j − 1 1OOj j + 3 80j j
1 1OOj j + 3 160j j

� �
∗ 100

= 460 bits − 340 bits
460 bits

� �
∗ 100 = 21:73%

ð15Þ

Table 6: Communication cost comparison with CGS schemes.

Schemes Communication cost Ciphertext size

Zhang et al. [28] 1 ∣m ∣ +3 ∣Q ∣ = 1∣100∣ + 3∣160∣ = 100 + 540 640 bits

Zhou et al. [29] 1 ∣m ∣ +3 ∣Q ∣ = 1∣100∣ + 3∣160∣ = 100 + 540 640 bits

Zhang et al. [30] 1 ∣m ∣ +2 ∣Q ∣ = 1∣100∣ + 2∣160∣ = 100 + 360 460 bits

Zhou [31] 1 ∣m ∣ +3 ∣Q ∣ = 1∣100∣ + 3∣160∣ = 100 + 540 640 bits

Waheed et al. [32] 1 ∣m ∣ +3 ∣G ∣ = 1∣100∣ + 3∣1024∣ = 100 + 3072 3172 bits

Karati et al. [33] 1 ∣m ∣ +4 ∣G ∣ = 1∣100∣ + 4∣1024∣ = 100 + 4096 4196 bits

Proposed 1 ∣m ∣ +3 ∣N ∣ = 1∣100∣ + 3∣80∣ = 100 + 240 340 bits
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Table 7: Communication cost comparison with CGS schemes.

Schemes Communication cost Ciphertext size

Wei et al. [21] 1 ∣m ∣ +4 ∣Q ∣ = 1∣100∣ + 4∣160∣ = 100 + 640 740 bits

Shen et al. [23] 1 ∣m ∣ +7 ∣Q ∣ = 1∣100∣ + 7∣160∣ = 100 + 1120 1220 bits

Proposed 1 ∣m ∣ +3 ∣N ∣ = 1∣100∣ + 3∣80∣ = 100 + 240 340 bits
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(ii) Our communication cost reduction from Zhou [31]:

1 ∣m∣+3 ∣Q∣−1 ∣m∣+3 ∣N ∣
1 ∣m∣+3 ∣Q ∣

� �
∗ 100

= 1 1OOj j + 3 160j j − 1 1OOj j + 3 80j j
1 1OOj j + 3 160j j

� �
∗ 100

= 640 bits − 340 bits
640 bits

� �
∗ 100 = 46:87%

ð16Þ

(iii) Our communication cost reduction from Waheed
et al. [32]:

1 ∣m∣+3 ∣G∣−1 ∣m∣+3 ∣N ∣
1 ∣m∣+3 ∣G ∣

� �
∗ 100

= 1 1OOj j + 3 1024j j − 1 1OOj j + 3 80j j
1 1OOj j + 3 1024j j

� �
∗ 100

= 3172 bits − 340 bits
3172 bits

� �
∗ 100 = 89:28%

ð17Þ

(iv) Our communication cost reduction from Karati
et al. [33]:

1 ∣m∣+4 ∣G∣−1 ∣m∣+3 ∣N ∣
1 ∣m∣+4 ∣G ∣

� �
∗ 100

= 1 1OOj j + 4 1024j j − 1 1OOj j + 3 80j j
1 1OOj j + 4 1024j j

� �
∗ 100

= 4196 bits − 340 bits
4196 bits

� �
∗ 100 = 91:89%

ð18Þ

(2) Communication Cost Reduction of Our Scheme from ID-
BGS Schemes.

(i) Our communication cost reduction from Wei et al.
[21]:

1 ∣m∣+4 ∣Q∣−1 ∣m∣+3 ∣N ∣
1 ∣m∣+4 ∣Q ∣

� �
∗ 100

= 1 100j j + 4 160j j − 1 1OOj j + 3 80j j
1 100j j + 4 160j j

� �
∗ 100

= 740 bits − 340 bits
740 bits

� �
∗ 100 = 54:05%

ð19Þ

(ii) Our communication cost reduction from Shen et al.
[23]:

1 ∣m∣+7 ∣Q∣−1 ∣m∣+3 ∣N ∣
1 ∣m∣+7 ∣Q ∣

� �
∗ 100

= 1 1OOj j + 7 160j j − 1 1OOj j + 3 80j j
1 1OOj j + 7 160j j

� �
∗ 100

= 1220 bits − 340 bits
1220 bits

� �
∗ 100 = 72:13%

ð20Þ

5. Practical Scenario on NDN-Based Smart City

Assume an NDN-based smart city, where the number of sen-
sors deployed for monitoring environmental conditions is
shown in Figure 8. The sensors can monitor some emergency
parameters such as fire, leakage of water, and vehicle acci-
dent, which require authentication as well as confidentiality.
Furthermore, these sensors can sense some normal parame-
ters (e.g., temperature, humidity, and energy consumption)
which require authentication only.

These sensed parameters are forwarded through NDN
routers using the following transmission modes.

(1) Pull-based mode: in this mode, a consumer sends an
interest in some content/message. The sensor nodes
provide the requested contents according to given
interest.

(2) Push-based mode: in this mode, the sensor nodes
intermittently forward content/message without
receiving any interests of the consumer. This mode
better suits the secure transfer of emergency con-
tents/messages to a specific destination in run time.

Our deployment consists of entities such as KGC (autho-
rization provider), content/message producer (sensors and

Fire bridge Bank

Home
Hospital

Tower

Tower

Figure 8: Deployment in smart city.
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NDN router), and consumer (mobile user, fire centre, hospi-
tal, etc.).

The overall process is discussed below.

5.1. Registration and Key Generation Phase. In Figure 9, we
explain the registration and key generation of consumers
and providers. In step 1, the KGC takes security parameters
k as input and produces public parameter set φ for generat-
ing master secret key W ⋳f1, 2, 3,⋯, z − 1g and master pub-
lic key X =W ·D. Then, publish φ and X in the entire
network. In step 2, the producer takes ðk, φÞ as an input
and generates a secret value ∂⋳f1, 2, 3,⋯,z − 1g.

In step 3, the producer then takes the parameters ðk, φ,
∂Þ as input and computes its public key Bp = ∂ ·D. After
computingBp, the producer sends it alongside with his iden-
tity ΙDp to the KGC. In step 4, after receiving theBp and ΙDp,
the KGC takes ðk, φ, ΙDp,W ,BpÞ as input and randomly
picks a number from Q⋳f1, 2, 3,⋯, z − 1g,
computesN =Q ·D and J =Q +W ·H 1ðΙDp,Q,BpÞ, and
generates a partial private key ðN , J Þ for the producer.
The KGC then sends ðN , J Þ to the producer using a secure
network. In step 5, upon receiving ðN , J Þ, the producer

takes ðk, φ, ΙDp,N , J , ∂Þ as an input and computes its
own full private key ðApÞ.

In step 6, the consumer sends the identity ΙDc to KGC for
registration. In step 7, upon receiving the ΙDc, the KGC takes
ðΙDc,W Þ as input and randomly picks a number from L⋳f
1, 2, 3,⋯,z − 1g to calculate the public key ðBcÞ and private
key ðA cÞ for the consumer. The KGC then sends ðBc, AcÞ to
the consumer using a secure channel.

5.2. Communication Phase. In Figure 10, we explain the
secure communication of the consumer and provider after
a successful registration and key generation phase. If the con-
sumer wants the signed/signcrypted contents from the pro-
ducer or the producer wants to deliver signed/signcrypted
contents to the consumer securely, first, for the signcrypted
content, the producer takes content (m)
andðΙDc,Bc,Ap,XÞ with a randomly picked number from
R⋳f1, 2, 3,⋯, z − 1g; computes the secret value δ, hash of ð
ΙDc,Bc,XÞ, a fresh nonce T , encrypted contents C =EKð
T ,mÞ, and a hash of the encrypted contents μ =H 2ðT ,m
Þ; and applies signature S =R + μðJ + ∂Þ on it. Finally, gen-
erate the signcrypted contentsΨ = ðC , μ, S , δÞ and send it to

(i) In first KGC, take security parameter h as input
(ii) Produce public parameter set 𝜑 = {}, then randomly pick a

master secret key W⋳ {1,2,3, ... , z − 1} where z = 280

and compute a master public key X = W·D where D is a
divisor of the hyper elliptic curve

(iii) Finally, publish 𝜑 and X openly in the network

Key generation centre (KGC)

Consumer

Send its idendity IDc to KGC

Producer

(i) Take h and 𝜑 as the input
to calculate a secret value
𝜕 ⋳ {1,2,3, ... , z − 1}

(i) Take h, 𝜑, and 𝜕 as the input
and calculate its public key
Bp where Bp = 𝜕·D

(ii) Send Bp to KGC with its
identity IDp

(i) Take h, 𝜑, IDp, N, and
(J, 𝜕) as input and calculate
its own Ap full private key
where Ap = (J, 𝜕)

(i) Take h, 𝜑, IDp, W, Bp as the input 
(ii) Randomly pick a number Q ⋳ {1,2,3, ... , z − 1},

then compute N = Q·D and J = Q +
W·H1 (IDp, Q, Bp) mod z

(iii) Finally, KGC calculates the partial private key
(N, J) for producer and sends it by using a secure
network

(i) Take IDc and W as input to calculate public 
(Bc) and private keys (Ac) and for the
consumer

(ii) First, randomly pick a number L ⋳ 
{1,2,3, ... , z − 1}, then compute Bc = L·D and
Ac = L + W·H1 (IDc, L, Bc) mod z

(iii) Send (Ac, Bc) to the consumer by using a secured
network

IDc

Ac, Bc

6

1

4

5

3

2

7

𝜑, X

Bp, IDp

(N, J)

Figure 9: Registration and key generation process.
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(KGC)

Consumer Consumer interest for content/message to producer or
producer wants to send content/message to consumer

Producer

(i) To generate sign or signcrypted content (C)/message (m)
(ii) Producer takes the C/m, idendity (IDc), and public key (Bc) of the

consumer and master public key X as an input, then
(i) Randomly pick a number R⋳ {1, 2, 3, ... , z − 1}
(ii) Select a fresh nonce T

(iii) Take hash 𝜇 = H2 (T, m)
(iv) Compute signature S = R + 𝜇 (J + 𝜕)

1

Unsigncryption

Signcryption Signature

Signature verification

(i) After receiving the signcrypted contents/message (𝜓)
consumer unsigncrypted by taking 
IDc, Bc, Ac, and (m/C, 𝜇, S, 𝛿) as input, then·

(i) Compute 𝛽 = 𝛿Ac

(ii) Calculate K = H3 (𝛿, 𝛼, 𝛽, IDc, Bc)
(iii) Decrypt the content/message (T, m) = Dk(C) and

verify the signatures by hash 𝜇´ = H2 (T, m)´
(ii) If 𝜇´ ≟ 𝜇 holds, then accept; otherwise, reject

(i) After receiving the sign
contents/message 𝛷 = (m, 𝜇, S)

(ii) Take IDc, Bc, Ac, and (m, 𝜇, S,) as input
(iii) Verify signature and hash of content

𝜇´ = H2 (T, m)´
(iv) If 𝜇´ ≟ 𝜇 holds, then accept;

otherwise, reject

(i) First, take a C/m then pick a
private number
R⋳ {1, 2, 3, ... , z − 1} then

(i) Select a fresh nonce T
(ii) Take hash

𝜇 = H2 (T, m/C) and sign
by using signature
S = R + 𝜇 (J + 𝜕)

(iii) Finally, generate sign
content/message
𝛷 = (m, 𝜇, S) and send
to consumer

(i) First compute private numbers
(i) 𝛿 = R·D,
(ii) 𝛼 = Bc + X·Y,
(iii) 𝛽 = 𝛼·D
(iv) K = H3 (𝛿, 𝛼, 𝛽, IDc, Bc)
(v) Select a fresh nonce T

(ii) Encrypt the C = 𝜀k (T, m/C)
and take hash 𝜇 = H2 (T, m), then
digitally sign the encrypted

(iii) Finally, generate signcrypted
content/message
𝜓 = (C/m, 𝜇, S, 𝛿) and send to
consumer by using an open network

2
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6

, 𝜇, S, 𝛿𝜓 = C
m

, 𝜇, S𝛷 = m
C

Figure 10: Communication process of the proposed scheme.
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Figure 11: Workflow process of the proposed scheme in NDN architecture.
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the consumer. For signed contents, the producer takes con-
tent (m) with randomly picked numbers from R⋳f1, 2, 3,
⋯, z − 1g and selects a fresh nonce T , takes hash of μ =H 2
ðT ,mÞ, and applies signature S =R + μðJ + ∂Þ. Finally, it
generates signed contents Φ = ðm, μ, S , δÞ and sends it to
the consumer.

After receiving the signcrypted contentsΨ, the consumer
unsigncrypts the contents by taking ðΙDc,Bc,A c,C , μ, S ,Þ
as an input and computing β = δ ·A c, calculates the hash of
signature K =H 3ðδ, α, β, ΙDc,BcÞ, decrypts the content ðT
,mÞ =DKðCÞ, and computes the hash of the content μ′ =
H 2ðT ,mÞ′; if μ′≟μ holds, then the contents are accepted;
otherwise, they are rejected. In the case of signed contents
Φ, the consumer takes ðΙDc,Bc,A c,C , μ, S , δÞ as input
and calculates hash μ′ =H2ðT ,mÞ′; if μ′≟μ holds, then
the contents are accepted; otherwise, they are rejected.

5.3. The Workflow in NDN Architecture. NDN provides in-
network caching, which means that the router of NDN
will store and forward every message. Here, we divide
the overall scenario into two types such as emergency sit-
uation and routine-based situation. In case of an emer-
gency situation (fire, leakage of water, vehicle accident,
etc.) that requires signcryption (confidentiality and
authentication) for successful delivery to the intended des-
tination in run time, the signcryption algorithm will exe-
cute and the NDN routers must not store these messages
in the CS as shown in step 1 (Figure 11). The storage of
emergency messages in CS does not facilitate any con-
sumer later with the expense of latency.

In the routine-based situation, some parameters like, e.g.,
temperature, humidity, energy consumption, and video
streaming, require authentication only and facilitate a num-
ber of consumers at a time. For this type of situation, the sig-
nature algorithm will execute and the NDN routers will store
the copy of these contents/messages in its CS for future use as
shown in step 2.

6. Conclusion

In this paper, we introduce the concept of lightweight in a
natural heterogeneous generalized signcryption for the
NDN-based Internet of Things (IoT). The proposed scheme
provides the security properties of unforgeability, confidenti-
ality, forward secrecy, and antireplay attack. We did the com-
putation and communication cost comparisons with existing
schemes, and the results give a satisfactory output due to the
use of the hyperelliptic curve. So, our scheme reduced the
computation cost of certificateless generalized signcryption
(CGS) schemes from 78.09 to 97.23% and the communica-
tion from 21.73 to 91.89%. Furthermore, our scheme reduced
the computation cost of identity-based generalized signcryp-
tion (ID-BGS) schemes from 95.70 to 97.84% and the com-
munication cost from 54.05 to 72.13%. In addition, we
practically deployed our scheme in the NDN-based smart
city. Additionally, the scheme is validated through a security
verification tool called AVISPA. The simulation results show
that our scheme is valid and safe under the back-end proto-
cols (OFMC, ATSE) of AVISPA.

Appendix

In this section, we discuss the simulation and validation
of our proposed scheme in AVISPA. The simulation
tool, code, and results are shown in the subsection
below.

A. Automated Validation of Internet Security
Protocols and Applications (AVISPA)

Automated Validation of Internet Security Protocols and
Applications (AVISPA) is a security simulation tool used
to check the validity of cryptographic schemes [39]. The
AVISPA tools work under two states such as “safe” if
the scheme resists against security threats and “unsafe”
if the scheme cannot resist against security threats.
AVISPA uses a role-oriented language called a high-level
protocol specification language (HLPSL) for a specifica-
tion of a cryptographic scheme. For checking the security,
the user needs to convert the pseudocode of the proposed
algorithm into the HLPSL. Then, the HLPSL2IF translator
translates it to the intermediate format (IF). HLPSL2IF
then verifies the security of the proposed scheme under
four back-end tools called on-the-fly model checker
(OFMC), CL-based attack searcher (CL-AtSe), SAT-
based model checker (SATMC), and tree-automata-based
protocol analyzer (TA4SP). According to the requirement
of the scheme, each backed tool has its own functionality
as further discussed in [40, 41], as shown in Figure 12.

B. Simulation Code

Here, we divide the simulation code according to the entities
that participate in our scheme such as the producer and con-
sumer. Note: for simulation of the proposed algorithm, the
pseudocode of the proposed algorithm needs to be changed
for the HLPSL library. Moreover, the notation used in the
proposed algorithm is different as compared to the notation
used in HLPSL. Further, the simulation code is shown in
Pseudocodes B.1 and B.2.

C. Simulation Results

This section contains the simulation results of the proposed
scheme according to the back-end protocols of the AVISPA
tool such as OFMC and ATSE.

C.1. OFMC. The results of the proposed scheme after apply-
ing the OFMC protocol show that our scheme is safe against
malicious attacks as shown in Figure 13.

C.2. ATSE. The results of the proposed scheme after applying
the ATSE protocol show that our scheme is safe against mali-
cious attacks as shown in Figure 14.
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Figure 12: AVISPA workflow.

role role_Producer(Producer:agent, Consumer:agent, Bp:public_key, Bc:public_key, SND, RCV:channel(dy))
played_by Producer
def=

local
State:nat, T:text, Plus:hash_func, R:text, U:text, Mmm:text, Encryptionnn:hash_func, Kk:symmetric_key

init
State := 0

transition
1. State=0 /\ RCV(start) = |> State’:=1 /\ SND(Producer.Consumer)
2. State=1 /\ RCV(Consumer.{T’}_Bc) = |> State’:=2 /\ U’:=new() /\ R’:=new() /\ Kk’:=new() /\ Mmm’:=new() /\ SND(Produ-

cer.{Encryptionnn(Mmm’)}_Kk’.{Plus(R’.U’)}_inv(Bp))
end role

Pseudocode B.1: HLPSL code for producer role.

role role_Consumer(Producer:agent, Consumer:agent, Bp:public_key, Bc:public_key, SND, RCV:channel(dy))
played_by Consumer
def=

local
State:nat, T:text, Plus:hash_func, R:text, U:text, Mmm:text, Encryptionnn:hash_func, Kk:symmetric_key
init

State := 0
transition

1. State=0 /\ RCV(Producer.Consumer) = |> State’:=1 /\ T’:=new() /\ SND(Consumer.{T’}_Bc)
6. State=1 /\ RCV(Producer.{Encryptionnn(Mmm’)}_Kk’.{Plus(R’.U’)}_inv(Bp)) = |> State’:=2

end role

Pseudocode B.2: HLPSL code for consumer role.
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The Internet of Things is an emerging technology that integrates the Internet and physical smart objects. This technology currently
is used in many areas of human life, including education, agriculture, medicine, military and industrial processes, and trade.
Integrating real-world objects with the Internet can pose security threats to many of our day-to-day activities. Intrusion
detection systems (IDS) can be used in this technology as one of the security methods. In intrusion detection systems, early and
correct detection (with high accuracy) of intrusions is considered very important. In this research, game theory is used to
develop the performance of intrusion detection systems. In the proposed method, the attacker infiltration mode and the
behavior of the intrusion detection system as a two-player and nonparticipatory dynamic game are completely analyzed and
Nash equilibrium solution is used to create specific subgames. During the simulation performed using MATLAB software,
various parameters were examined using the definitions of game theory and Nash equilibrium to extract the parameters that
had the most accurate detection results. The results obtained from the simulation of the proposed method showed that the use
of intrusion detection systems in the Internet of Things based on cloud-fog can be very effective in identifying attacks with the
least amount of errors in this network.

1. Introduction

Advances in various technologies like sensors, wireless com-
munications, hidden computing, automatic detection and
tracking, extensive Internet access, and distributed services
enhance the potential for the integration of intelligent things
in our daily lives through the Internet. The convergence of
the Internet and intelligent things that can communicate
and interact with each other is defined as the Internet of
Things (IoT). [1].

However, integrating real-world smart objects with the
Internet may pose security threats in many of our daily activ-
ities, too [2].

Given the wide range of standards and communication
stacks, limited computing power, and the large number of
interconnected devices, common security measures against

threats cannot effectively operate in Internet of Things
(IoT) systems. Accordingly, it is essential to develop certain
security solutions by means of mathematical methods and
statistical points for the IoT, to make it possible for the users
of organizations to carefully analyze and detect all the weak-
nesses of the system in this way [3].

Due to widespread communication standards and stacks,
limited computing power, and a high number of intercon-
nected devices, common security measures against threats
cannot be effective in IoT systems. For this reason, it is nec-
essary to develop specific security solutions for the IoT, to
allow users of organizations to identify all the weaknesses of
the system [3].

Some of the ongoing projects to improve the security of
the IoT include methods providing confidentiality of data
and authentication, access control within the IoT network,
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privacy, and trust between users and things, as well as the
implementation of security and privacy policies [Sicari,
et al., 2010]. Nevertheless, even with these methods, IoT net-
works are vulnerable to multiple attacks designed to disrupt
and destroy these networks. Thus, one of the required
defense methods is to design methods detecting attackers.
Intrusion detection systems are for this purpose.

Security concepts are being considered with the rapid
growth of IoT technology applications. Concerns are raised
about intrusion, privacy, and people’s inability to control
their personal lives. If people’s daily activities are monitored
and they produce information outputs, political, economic,
and social activities will be affected. The benefits of IoT tech-
nology will diminish in case of security breaches, attacks, or
malfunctions [4].

Given the security challenges in the virtual world and the
emerging technology of the IoT and due to the challenges of
infiltrating these systems, it is significant to provide an opti-
mal way to detect intrusion and maintain security in these
systems.

Therefore, to deal with intruders and attackers on com-
puter systems and networks, several methods have been
developed called intrusion detection methods, responsible
for monitoring the events occurring in a computer system
or network. In the current study, the following sections are
considered to achieve the objectives and provide an efficient
mathematical model in intrusion detection systems. The
research background is presented in the second section, and
the statement of the problem is given in the third section.
Modeling and definition of game parameters, information,
and the used data are stated in the fourth section. The fifth
and sixth sections present the results using the findings
obtained, while analyzing, evaluating, and implementing;
ultimately, the effective suggestions are presented in the sev-
enth section.

2. Related Works

Over recent years, various papers and methods based on
game theory in the field of computer network security have
been published to model, analyze, and optimize the perfor-
mance and efficiency of intrusion detection systems in IoT-
related technologies like ad hoc mobile networks ([5]; Mishra
et al., 2014), wireless sensor networks (Buton et al., 2016; [6]),
cloud computing [7], and physical cyber systems [8].

The report by Moudi et al. [7] provided a variety of intru-
sions affecting accessibility, confidentiality, and integration
in cloud computing. The authors of this reference have
divided the intrusion detection system technology used in
cloud into three categories: host-based, network-based, and
hyper-based systems (virtual machine monitor). Moreover,
they have discussed the pros and cons of each protocol and
identified challenges to make cloud computing a reliable plat-
form for providing IoT services.

The results of a study by Midi et al. [9] reveal that an
intrusion detection system is able to monitor and control
multiple communication protocols, a combination of signa-
ture rules, and anomaly detection processes.

Buton et al. [10] performed an extensive study of intru-
sion detection systems in wireless sensor networks and made
a comparative analysis between the intrusion detection sys-
tems provided for wireless sensor networks given the net-
work architecture and detection methods.

Granjal et al. [11] presented a comprehensive security
analysis of several Internet protocols. More specifically, they
checked IEEE802.15.4 security issues on low-power wireless
regional networks (6LoWPAN), IPv6 routing protocols for
low-power and lossy networks (RPL), Datagram Transport
Layer Security (DTLS), and constrained application proto-
cols (CoAP).

Goa et al. (2016) addressed a two-step hybrid approach
first examining the initial diagnosis of whether or not the
data is invasive using the K-means cluster and then, at the
second stage, finally diagnosing the closest neighbor using
the K algorithm.

Kumar and Dota [5] have examined the intrusion detec-
tion methods provided for mobile ad hoc networks through
focusing on their detection algorithms. They have introduced
a tree classification for intrusion detection methods based on
the nature of the processing method used in the detection
method.

Walgren et al. (2017) have provided an intrusion detec-
tion system for LOWPAN-RPL6 networks able to detect
Sinkhole, Sybil, and Selective attacks using a hybrid approach
connecting various parameters.

Atli and Jung [12] have developed an intrusion detection
system based on the characteristics of the supervisor as well
as the use of the leading neural network. Their paper gives
a brief overview on ISCX-IDS 2012 and CIC Android. To
perform the phase, SVM feature selection has been used with
incremental learning; the rankings selected 20 features with
the highest ranking out of 43 features in the data set, and then
using the neural network, the final diagnosis was 94% to
98.7% accurate.

Shen et al. [13] have provided an optimal framework for
demonstrating the potential and practical application of mal-
ware repression to protect the privacy of smart things on IoT
networks through an intrusion detection system with theo-
retical calculation of the Bayesian game.

Pagitus et al. (2019) have investigated the security of the
IoT, its challenges, threats, and its solutions. After reviewing
and assessing the potential threats and determining security
measures and requirements in the field of IoT, they have per-
formed a quantitative and qualitative risk analysis examining
security threats at each layer.

In their study titled “A Game Theoretic Approach to
Decision and Analysis in Network Intrusion Detection,”
Susan and Rayford (2019) have developed a model for IDS
distributed with a network of sensors, in addition to suggest-
ing two plans independent from the flexible platform based
on game theory techniques. In the presented plan, through
implementing participatory game theory, Shapley values
have been especially used for analysis and configuration;
Nash equilibrium solutions have been obtained by means of
analysis method and analyzed for the defined game security.

In their review paper, Hajiheidari et al. (2019) have com-
prehensively investigated the IDSS in IoT networks. The
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research systematically investigates IDSS with a precise clas-
sification, considering the common features of IoT tools,
analyzes the advantages and disadvantages of these mecha-
nisms and guidelines, and finally presents future trends.

In their study entitled “Deep Learning Approaches for
Anomaly- based Intrusion Detection Systems,” Arwa et al.
(2020) discussed on the efficiency and effectiveness of the
proposed methods through analyzing the solutions and
experimental studies and by employing the role of deep
learning in detecting the intrusion. Deep-learning-based
guidelines and identifiers are recommended by identifying
the challenges of past research.

Wenjua et al. (2019) have designed a participatory block-
chain signature-based intrusion detection model that can be
used as a general framework for signature-based IDS for
security sharing and reliable database building.

Research efforts on intrusion detection devices for the
IoT have started and accelerated. Considering the provided
research backgrounds, it is worth noting that the proposed
solutions have not investigated the strengths and weaknesses
of each method of diagnosis and strategy in depth. Most
authors have focused on a few types of IoT attacks and tech-
nologies. Ultimately, very simple accreditation strategies
have provided the basis for reproducing other proposed
approaches.

3. Problem Definition

In fact, intrusion detection is the process of identifying
intruders and attackers into information systems. Known as
infiltration, these measures are taken aiming at unauthorized
access to computer systems. Intruders may be internal or
external users. Internal intruders are in fact network users
with varying degrees of access trying to increase the level of
access and privileges to exploit unauthorized privileges.
External intruders are actually users outside the target net-
work trying to gain unauthorized access to system
information.

The intrusion detection system includes sensors, an ana-
lytical engine, and a reporting system. The sensors are
located in different locations or hosts of the network. Their
function is to collect network or host data such as traffic sta-
tistics, packet headers, and service requests, besides operating
system calls, placed in different locations according to net-
work architecture. Sensors send the collected data to the ana-
lytical engine, which is responsible for investigating the
collected data and detecting the ongoing infiltration with var-
ious signature-based, anomaly-based, feature-based, and
combination-based approaches. When the analytical engine
detects an intrusion, it will equip the reporting system with
infiltration information, including intruder detection, intru-
sion location, and intrusion time and type, and the system
will generate an alert for the network manager [Shen &
Huang, 2019].

Classified into three strategies: centralized, distributed,
and hybrid, in IoT networks, the intrusion detection systems
may be placed in different strategies, in one or more specific
hosts, or in any physical thing.

In centralized mode, intrusion detection system’s agents
are deployed in a centralized component, for example, a bor-
der router or a dedicated host. However, due to the need for
intrusion detection system’s agents to collect many data from
smart things, this mode establishes a connection between
smart things and the border router. In distributed locating
strategy mode, intrusion detection systems are placed on
each physical thing, which can obviously decline the above
connection while increasing the capacity to consume limited
resources of smart things. Nevertheless, unlike the two men-
tioned modes, infiltration detection system’s hybrid agents
are deployed in nodes or monitoring nodes, for instance,
the guard nodes to take the advantage of centralized and dis-
tributed strategies and prevent their weaknesses. This strat-
egy may reduce the requirements for communication
between smart things and the boundary router and meet
more processing capacity [Shen & Huang, 2019].

Figure 1 shows the independent layers, hardware, and
software of the agent, as well as how to deploy and influence
intrusion detection systems, indicating that intrusion detec-
tion systems in cloud fog-based IoT can be located on a bor-
der router in one or more dedicated hosts, or in any physical
thing [13].

Today, various measures have been taken to establish
security, communications, and information exchange in
cyberspace, including data encryption, secure protocol
design, and the use of firewalls, tracking systems, and intru-
sion detection prevention systems. In some network security
methods like intrusion tracking systems or firewalls, a
decision-making process based on certain data is required
to set a specific security policy on the network. Various math-
ematical tools have been used so far to perform such pro-
cesses in network security systems and optimize them, such
as statistical methods of hypothesis testing, decision theory,
pattern identification method, machine learning, graph the-
ory, and control theory.

However, since in many security incidents on the net-
work, the attacker is a human being or a smart program, a
method is needed that can decide how a smart attacker can
make decisions in order to appropriately change the strategy
of his attackers in proportion to the precautionary and model
countermeasures. Accordingly, in recent decades, some
efforts have been made to apply the game theory to network
security.

Since game theory was originally created to model and
optimize decision-making in situations where a number of
smart factors compete or interact with each other, it is a good
tool to be used in many issues related to network security.
This theory has been so far used in issues like the optimal
allocation of resources, the safe design of network topology,
and the optimal configuration of intrusion tracking systems,
as well as firewalls.

Given the large volume of data faced by an intrusion
detection system, the application of a powerful tool able to
enable an intrusion detection system to achieve the desired
result by exploring the vast amount of network data is inevi-
table. The use of game-theory-based systems is one of the
powerful tools. Game theory has gained great success in solv-
ing the optimization of resources and costs in the economic
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field. Accordingly, in recent years, it has been considered by
researchers in other fields, too [14].

Game theory is based on the behavior of each player, and
it can be based on cooperation or noncooperation in a partic-
ipatory game [14].

In recent years, the provision of mathematical inferences
for wireless networks has become very popular by means of
game theory methods. Since game theory is a natural and
flexible tool for studying the intelligent and decision-
making users, the interaction and cooperation of automated
users in wireless networks may be examined with this tool
[Pavlidou & Pavlidov, 2010]. Hence, if the issue of security
and intrusion detection is investigated from the perspective
of game theory, common points between this issue and the
models may be gained in this theory.

Detection tools and placement strategy are among
important specifications of intrusion detection systems. The
studied and analyzed papers point to a general consensus
indicating that the game theory and finding the best solution
through Nash equilibrium are the most important tools to
detect attacks against intrusion detection systems in IoT.
However, although the game models proposed to detect IoT
intrusion attacks have many similarities, they fundamentally
differ from each other in the scope of attack detection.
Despite lots of potential attacks against IoT networks, the
proposed game model for the intrusion detection system is
capable of detecting more attacks simultaneously.

In the proposed model, a mathematical pattern is pre-
sented to detect more classes of attacks and correct detection
rate and to minimize incorrect detection rate using game
theory.

Considering research gap in other studies, in the pro-
posed model, we put emphasis on the lowest amount of error
and it can be observed that by considering the dissemination
rate parameter and the possibility of the next infraction for a
smart object, which is an effective indicator on a smart object
behavior, the error and time problem is significantly taken

into account and resolved. This way, the smart sensor series
detect the attacking smart object faster and more accurately
and avoid malware dissemination in the IoT network layers.

In the present study, we aimed to model the interactions
between attackers and the intrusion detection system as a
dynamic two-player game. In game theory, nonparticipatory
game is a game in which players may not exchange or nego-
tiate with each other and reach an agreement or form a coa-
lition in any way.

The selection and use of nonparticipatory game are due
to the nature of the interactions between the intrusion detec-
tion system and the IoT network subsystems. These interac-
tions are indeed a dynamic game with complete information,
in which the intrusion detection system is uncertain about
the type of player’s performance.

4. Information and Data

The main elements in game theory include players, actions,
profits, and information, all of which are known as the rules
of the game.

The objective in modeling using game theory is to design
a situation based on the rules of the game in order to deter-
mine what will happen in a specific situation. Game theory
is based on the behavior of each player, and players strive
to increase their profits in the game and make decisions
called strategies [Behounek, 2016]. Accordingly, game theory
may be defined as the science of modeling and investigating
decision-making systems.

In the current study, dynamic game modeling is defined
based on time, completely and strategically according to the
information, and the following two conditions have been
observed and considered in the proposed model:

(1) Players are fully aware of all the parameters and rules
of the game
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Figure 1: Infrastructures of intrusion detection system for cloud fog-based IoT networks.
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(2) At least one of the players is unaware of the strategy
of the other player; hence, the first player first makes
his move, then the second player chooses his move
when he is aware of the selected move (operator) of
the first player

Defining the players and determining their preferences
through the profit function are two of the key elements in
describing the game. In the proposed game model, the player
is a potential attacker and the other player, the defender of
the intrusion detection system.

(i) Players: N = fpossible attacker, intrusion detection
systemg

(ii) First player strategy: S1 = fattack, no attackg
(iii) Second player

strategy:S2 = falert by detection, no alertg
Given the provided definitions, we consider the intrusion

detection system with the network of sensors S = fS1, S2,⋯
, Spg, where the sensors are defined as an operating software,
reporting the possible attacks in the large subsystem of IoT
using a variety of signature-based, anomaly-based, feature-
based, and hybrid-based approaches. Alerts reported by the
intrusion detection system may be displayed as a set of sub-
systems, including computer programs or network compo-
nents, as well as the independent processes distributed
across multiple hosts as A = fa1, a2,⋯, aM g which are the
target of an attacker. We define the set T = ft1, t2,⋯, tKg as
a set of recorded recognizable threats that each member of
the set represents a possible intrusion. The properties of
one of the T elements can be described by assigning it to
one or more classes of the function between fF1, F2,⋯g that
each class of the function F represents a common property of
its members.

In order to be able to detect more than one intrusion by
the sensors, by mapping from the S set to the T ∪ f0g set,
the sensor output vector d = fd1, d2,⋯, dLg is defined, so
that L ≥ P. The element i, the output vector associated with
the sjϵS sensor, in the form of d1ðsjÞ, is equal to one, if the
sensor has detected the possible intrusion of Tk ϵ T ; other-
wise, d1ðsjÞ = 0.

Given the above argument and since each smart sensor
may report a maximum of one of any possible intrusions,
we will have

di skð Þ ≠ dj skð Þ, ⊥i, j, k > 0skϵS, ð1Þ

Unless, d1 skð Þ ≠ dj skð Þ: ð2Þ

Now, using the definitions and hypotheses of the game,
the matrix of the M system is defined by describing the rela-
tionship between the output vector of the sensor j and the
subsystem i as the matrix (3):

Mi,j =
1, if the sensor j alerts for intrusion i,

0, if the sensor j does not alert for intrusion i:

(

ð3Þ

In Figure 2, the parameters t1, t2, and t3 are as threat tar-
gets of subsystems 1, 2, and 3 by the attacker; nt1 and nt2
identify the operator of not attacking by the attacker; a1, a2,
and a3 warnings show the intrusion detection system alerts
for relevant subsystems; and na1 and na2 indicate an alert
from the intrusion detection system.

The tree modeled in Figure 2, representing an example of
the proposed game with two information sets and three sub-
systems, may be studied by a reversible method. In the first
set of information, where the threat t1 defined by the attacker
targets the first subsystem, or does nothing (nt1), the whole
applications of the intrusion detection system are an alert
report for the first subsystem with a1 identifier or not sending
an alert with a2 identifier. Consequently, using the game tree,
Figure 2 and definitions may be employed to show the matrix
of 2 × 2 games and how the strategies work in Table 1.

Always α, β ≥ 0.
The parametersQIDS andQAttack defined in Table 1 repre-

sent the values of the profit function of each player and sim-
ilar rows and columns like the matrix, performance, strategy
spaces of the players, the intrusion detection, and attack sys-
tem. The −αh value is the gain of the intrusion detection sys-
tem for the target detection alert report. On the other hand,
αf and αm indicate the costs of the detection system for false
alarms and attack loss. The cost of βh shows the penalty for
the attacker, and −βs shows the gain of an undetected
intrusion.

As a result, strategies of the player’s intrusion detection
system depend on the relative values of αf and αm and false
alerts and the cost of losing an attack and threat. If αf > αm,
then the intrusion detection system will not have an alert
(nα identifier), and in the other case, if αf > αm, then the
intrusion detection system will always specify an alert (α
identifier).

5. Finding the Best Response and Analyzing the
Nash of the Game

The study of Nash equilibrium existence in a game has two
advantages. First, if we have a game with Nash equilibrium
assumptions, we can hope that the attempt to find balance
will be successful. The second and the more important is that
the existence of equilibrium indicates that the game is com-
patible with the mode-space solution. Moreover, the equilib-
rium existence for a family of games allows us to study their
properties without finding them explicitly or being faced with
the risk of studying an empty collection.

The presence of Nash equilibrium in the QIDS matrix is
investigated. We develop the results by considering strategies
similar to those players defined in the form of probability dis-
tributions on the space of certain strategies. It is supposed
that P1 and 1 − P1 are the probabilities of the t1 and nt1 strat-
egies of the attacking player and that q1 and 1 − q1 are the
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probabilities of the strategies a1 and na1 of the intrusion
detection system. Pair ðP∗, q∗Þ proposes a noncooperative
Nash equilibrium solution for 2 × 2 matrix game operator ð
QAttack,QIDSÞ provided that the inequalities (4) and (5) hold
true given the fundamental theorem of Nash equilibrium.

p∗1 βhq
∗
1 − βs 1 − q∗1ð Þð Þ ≤ p1 βhq

∗
1 − βs 1 − q∗1ð Þð Þ, ð4Þ

p∗1am + q∗1 af − af + ah + am
� �

p∗1
� �

≤ p∗1am + qi af − af + ah + am
� �

p∗
� �

,

ð5Þ
where 0 ≤ p1, q1 ≤ 1. The only solution for the set of

inequalities presented as the parameters of the best response
is to form a unique Nash equilibrium of the game obtained
through

p∗1 =
af

af + ah + am
, ð6Þ

p∗1 =
Bs

Bh + Bs
: ð7Þ

In addition, the equilibrium costs of the attacker Q∗
Attack

and the intrusion detection systemQ∗
IDS for the designed sub-

system matrix of Table 1 are obtained from

Q∗
Attack = p∗1 1 − p∗1ð Þ½ �QAttack q

∗
1 1 − q∗1ð Þ½ �T , ð8Þ

Q∗
IDS = p∗1 1 − p∗1ð Þ½ �QIDS q

∗
1 1 − q∗1ð Þ½ �T : ð9Þ

Given the Nash equilibrium equations (6) and (7) and the
best response parameters of the (8) and (9) equations, the
likelihood that the attacker will attack and target the first sub-
system at the Nash equilibrium point is reduced by a decrease
in af since the lower the cost of not reporting an alert to the

intrusion detection system, the more likely it is to set an alert
and trap the attacker. Then, of course, increasing an and am
plays a key role for the attacker, and −βs the likelihood that
the intrusion detection system will detect an alert is affected
by the attacker’s gain from successful intrusion.

The parametric analysis for the second set of information
is examined by establishing a relationship between costs in
subsystems two and three and in the form of a 2 × 2 matrix
in Table 2.

In Table 2 αd and −βd are the deception costs for the
intrusion detection system and attack. It can be assumed that
αd > αm and βd > −βs since the lack of alert of the intrusion
detection system is much more costly than the lack of attack,
and the attacker disrupts the security mechanisms by deceiv-
ing the intrusion detection system. Let us assume that �p1, �p2,
and 1 − �p1 − �p2 are the probabilities of t2, t3, and nt2 strate-
gies of the attacker, and assume that �q1, �q2, and 1 − �q1 − �q2
are the probabilities of the a1, a2, and na2 strategies. The
intrusion detection systems’ operating strategy is presented
with relative values such as

�p∗1 = �p∗2 =
af

2af + 2am + ah−ad
, ð10Þ

�q∗1 = �q∗2 =
βf

2βs + βh − βd
, ð11Þ

if βd < βhβd<βh
and ad < 2af + 2am + ahad<2af +2am+ah . Finally,

the Nash equilibrium strategy of the intrusion detection sys-
tem may be presented in the form of

a1 with probability q∗1
na1 with probability q∗2

, InfoSet 1,

a2 with probability �q∗1
a3 with probability �q∗2
na1 with probability 1 − �q∗1 − �q∗2

, InfoSet 2:

8>>>>>>><
>>>>>>>:

ð12Þ

Attacker

InfoSet 1 InfoSet 2

t1

a1 na1 a1

a2 a3 na2 ... ...
na1

t2 t3nt1
nt2

Figure 2: The extended form of the game with 2 information sets and 3 subsystems.

Table 1: Parametric description of similar strategies of the first
database.

t1 βh −βs t1 −ah αm

QAttack nt1 0 0 QIDS nt1 af 0

a1 na1 a1 na1
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6. Evaluation and Validation of the Proposed
Game Model

Today’s intrusion detection system’s architecture is a passive
information-processing model.

Nevertheless, with the abundance and complexity of
security attacks, intrusion detection systems cannot distin-
guish between the real intentions and target of the attackers.
To correctly identify and detect the target of an attack, intru-
sion detection systems must be able to process the attack
information in the text. Through establishing a network of
sensors in the system and by a theoretical analysis of the
game’s sensor output data, the attacker’s behavior, intention,
and target may be modeled. In addition, due to the flexibility
of the proposed game model, not only attacks targeting the
specific parts of the network but also single targets such as
processes distributed across multiple physical subsystems
may be detected. Besides modeling the attacker’s behavior
and intention, the game’s theoretical framework may be
employed in order to analyze and model the response process
of the intrusion detection system through calculating the
relationship between security succession and statistical
points. The response and reaction of the intrusion detection
system vary from a simple alert setting to a high-cost recon-
figuration of the system, including shutting down relatively
less important services in the system.

In this section, the theoretical framework of the proposed
game is first validated by performing numerical experiments
in MATLAB software environment and augmentation, and
to investigate and explain the Nash equilibrium of the
numerical samples, in mixed and behavioral strategies, the
attacker’s vector with application of t1, t2, t3, nt1nt2 and the
intrusion detection system’s vector with application of ½a1,
a2, a3, na1na2� were related; and the Nash equilibrium was
calculated according to equations (6), (7), (10), and (11).
Then, by entering the proposed game model into the IoT
using cloud-fog-based IDSaaS, a potential application is
presented.

As the intrusion detection system and the potential
attacker interact and play in several different strategies in
the proposed game model, the game results are observed

and recorded at each stage. We present and calculate some
statistical points from these results.

The optimal smart thing rate criteria as an attacker have
been considered by choosing release and the possibility of
subsequent infection. The reason for choosing this criterion
may determine the effective parameters on the behavior of
a smart thing in the network, as well as the principles of
timely judgment about whether the attacker’s smart thing is
infected or not.

The parameters of various game strategies have been spe-
cifically evaluated in software experimentation, although if
the values of these parameters are logically changed, similar
trends towards statistical points can be reached. Thus, given
the parameters of different strategies, it is believed that the
following numerical results are helpful for showing the char-
acteristics of the proposed game model and they can be easily
reproduced for more specific situations.

The parameters used to evaluate the proposed method in
this research are time, correct detection rate, reporting rate,
and emission rate of the infected smart object. The faster
intelligent sensors can detect and report an attacking smart
object, the faster the propagation rate converges over time t
, which prevents malware (attacker) from spreading across
layers of the Internet of Things.

Obviously, a higher detection rate and a higher reporting
rate (alert) allow IDSaaS to more easily trap an attacking
smart object, which in turn, as shown in Figure 3, causes
the malware in attacking smart object makes less effort to
propagate, which reduces the propagation rate.

In addition, lower reporting rates mean that attacker
detection rates are reduced and the privacy of IoT networks
cannot be adequately protected for research purposes, so it
can be concluded that an attacker is a smart object. Release
at a higher rate means that the intrusion detection system is
less likely to detect that attacker. As expected, the actual
implementation trends in Figure 3 confirm the analysis
presented.

However, different factors have different impacts on the
players in the proposed game model, affecting the rate of dif-
ferent detection strategies and the release rate.

Table 2: Parametric description of similar strategies of the second
information set.

t2 βh βd βs

QAttack

t3 −βd −βh −βs

nt2 0 0 0

a2 a3 na2
t2 −αh αd αm

QIDS

t3 αd −αh αm

nt2 αf αf 0

a2 a3 na2

Always α, β ≥ 0.
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Figure 3: Release rate of an aggressive smart object based on the
parameters of detection rate and reporting rate.
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Table 3 includes a comparison of the proposed model
with the three models in other articles.

7. Conclusions

In the present study, a strategic, dynamic, and complete game
model has been defined to detect the intrusion of attacks in
IoT networks in the distributed intrusion detection system.
An analytical research of the game in the form of 2 × 2matrix
subgames and finding the best response parameters in Nash
equilibrium bring valuable insights for the attacker and the
behavior of intrusion detection. Furthermore, the simple
assumptions proposed to achieve analytical results may be
easily expanded to achieve more realistic scenarios, and
smart intrusion detection system, defined as a software agent,
reports attacks on the large subsystems of IoT using a variety
of signature-based, anomaly-based, feature-based, and
hybrid approaches.

Thus, it can be stated that given the equilibrium solutions
and costs of each subgame in the presented matrices, the
intrusion and attack detection systems specify the perfor-
mance of their strategies. Furthermore, compared to a related
work, the distinguishing feature and the used innovation are
the presentation of a game model to detect attacks on the IoT
between sensor’s nodes and the platform server used to detect
more attacks, correct detection rates, and minimize wrong
detection rate.

Consequently, it is important to note that other common
security measures, as well as the implementation of privacy,
cannot be directly applied to IoT technologies. Therefore,
the development of specific security solutions such as intru-
sion detection systems is essential to allow users and organi-
zations to identify and repair all weaknesses and attacks in
their system. Further, this method has been used in smart
systems efficiently in the future in real-time applications.
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Technology advancement in the field of vehicular ad hoc networks (VANETs) improves smart transportation along with its many
other applications. Routing in VANETs is difficult as compared to mobile ad hoc networks (MANETs); topological constraints such
as high mobility, node density, and frequent path failure make the VANET routing more challenging. To scale complex routing
problems, where static and dynamic routings do not work well, AI-based clustering techniques are introduced. Evolutionary
algorithm-based clustering techniques are used to solve such routing problems; moth flame optimization is one of them. In this
work, an intelligent moth flame optimization-based clustering (IMOC) for a drone-assisted vehicular network is proposed. This
technique is used to provide maximum coverage for the vehicular node with minimum cluster heads (CHs) required for routing.
Delivering optimal route by providing end-to-end connectivity with minimum overhead is the core issue addressed in this
article. Node density, grid size, and transmission ranges are the performance metrics used for comparative analysis. These
parameters were varied during simulations for each algorithm, and the results were recorded. A comparison was done with
state-of-the-art clustering algorithms for routing such as Ant Colony Optimization (ACO), Comprehensive Learning Particle
Swarm Optimization (CLPSO), and Gray Wolf Optimization (GWO). Experimental outcomes for IMOC consistently
outperformed the state-of-the-art techniques for each scenario. A framework is also proposed with the support of a commercial
Unmanned Aerial Vehicle (UAV) to improve routing by minimizing path creation overhead in VANETs. UAV support for
clustering improved end-to-end connectivity by keeping the routing cost constant for intercluster communication in the same grid.

1. Introduction

Vehicular ad hoc networks (VANETs) are different from
mobile ad hoc networks (MANETs); therefore, clustering
algorithms designed for MANETs cannot be applied to
VANETs. In traditional VANETs, infrastructure, like road-
side units (RSUs), is used to provide network services to
vehicular nodes, selecting the optimal paths and transmitting
data. This infrastructure provides road safety information,
road congestion, alternative routes, along with weather con-
ditions to drivers. In urban areas where RSU support is avail-
able, VANETs work efficiently, but in those areas where
infrastructure is not available, VANETs do not perform well
[1]. On the other hand, scalability is one of the challenges in
VANETs. Clustering is used to solve the scalability issue, but
in the high-speed environment on highways where the vehi-
cle speed is relatively much faster than in urban areas, the

clustering does not work well, resulting in degraded network
performance due to the higher rate of reclustering [2]. Exist-
ing VANET routing and clustering algorithms are computa-
tionally expansive, so we need to build a heterogeneous
routing algorithm (for flying ad hoc network- (FANET-)
assisted VANET) with low routing overhead, efficient utiliza-
tion of computational resources, and high overall network
throughput [3]. The addition of UAVs in existing VANETs
is a challenging task because they have very distinct features
as compared with ground nodes/vehicle. Another challenge
is the efficient utilization of flight time of UAVs because
UAVs carry limited energy resources [4]. In VANET, partial
infrastructure support is available through RSUs; replacing
the RSUs with UAVs to form a fully ad hoc network is
another challenge to be addressed.

The current traffic system has many problems like road
congestion, accident risks, mobility, node energy, node
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Table 1: VANET routing challenge.

Topology-based routing Geography-based routing

Performance at stake in rural areas Performance on stake in urban areas

Transmission can be delayed Transmission of data for longer distances

Higher routing overhead Incorrect GPS coordinates for a node

Higher packet drop ration Inherent loops can occur

Routes are broken more frequently Network partitioning more frequently

Table 2: UAV classification.

UAV type Weight (kg) Altitude (m) Hovering time (hrs) Range (km)

Micro <5 250 1 <10
Mini 150 150-300 <2 <10
Close range 150 3000 2-4 10-30

Short range 200 3000 3-6 30-70

Medium range 1250 5000 6-10 70-200

Medium-range endurance 1250 8000 10-18 >500
Low-altitude deep penetration 350 50-9000 0.5-1 >250
Low-altitude-long-endurance <30 3000 >24 >500
Medium-altitude-long-endurance 1500 14000 24-48 >700
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Figure 1: FANET routing classification.
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physical condition, and received signal strength of node [5].
If nodes are participating in path construction and path
maintenance phase, then the route will be considered as reli-
able [6]. The reliable route improves packet delivery ratio,
reliability, and packet delays and achieves low overhead dur-
ing transmission of data. Route reliability is essential and
robust for application such as disaster management and
audio and video conferencing. If the route is lost, then the
packet takes a lot of time to reach a destination with higher
travelling cost. So, to solve these issues, FANET assistance
will provide a better solution to solve irregularities in tradi-
tional VANETs.

Genetic algorithms/programming, evolutionary strate-
gies, and learning classifier systems are some types evolution-
ary algorithms [7, 8]. Evolutionary algorithms offer a decent
solution for the problems that cannot be solved with other
techniques. In situations where we must find a solution for
unsolvable problems, evolutionary techniques are widely
accepted. EA might be computationally expensive, but find-
ing a near-optimal solution for unsolvable problems is
acceptable. In FANETs and VANETs for a continuous node
clustering problem, the choice of evolutionary algorithms is
effective [9].

The natural evolution model of biological evolution is the
base for evolutionary algorithms [10]. An environment will
be generated in which possible solutions will be evolved to
find a solution for the problem. For problem factors with

regard to constructed surroundings, it is possible to get the
best possible solution through evolution. To solve the scal-
ability issue, nodes are grouped and they share the same geo-
graphical coordinates [11] [12]. To provide solutions for
network scalability, clustering is one of the methods [13].
The clustering solution ensures the effective utilization of
resources with load balancing in each cluster. A moth flame
optimizer is one of the finest clustering techniques to provide
an optimal number of clusters. Moths are the insects like but-
terflies. About 16000 species of moths are identified to date.
Like other insects, moth larvae convert into cocoons in adult-
hood. The moths navigate at night-time and follow moon-
light. The traverse orientation method is used for traveling
by moths. During traveling, moths follow moonlight by
keeping a fixed angle toward the moon. Their going after
moonlight with a fixed angle keeps them in a straight line.
Humans adopted the same method for traveling in a straight
line at night [14, 15]. For example, at night, if a man wants to
walk toward the west, the moon position must be on the
northern side of the sky. By keeping the moon on the right
side, a man can easily travel in straight line. With regard to
the efficacy of transverse alignment, often, moths are tricked
by nonnatural light and are inclined to fly spirally towards
nonnatural light. If the light source is far away, then the same
behavior for transverse orientation performs well.

Once artificial light comes across a straight path that is
being followed, moths try to keep the angle toward the
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Creating cluster
matrix with random
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Fitness calculation
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Figure 2: Flow chart of proposed IMOC algorithm.
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artificial light source. Deadly paths for moths occur when the
artificial light source is too close to moths, because moths
must converge toward the light. This convergence property
of moths can be exploited mathematically as a moth flame
optimizer (MFO) algorithm [16]. In this research, we pro-
posed an intelligent moth flame clustering optimization for
VANET (IMOC) to optimize the clustering problem in
VANETs with air assistance of FANETs.

1.1. Vehicular Ad Hoc Network. The moving vehicles are
equipped with advanced communication capabilities to form
a wireless network referred to as VANETs. VANETs offer
intelligent transportation services including road conditions,
traffic density, alternative routes, vehicle conditions, nearby
rest areas, and weather updates to drivers. Intelligent trans-
portation integrated information systems, communication
sensors, advanced mathematical methods, and high technol-

ogies to traditional transportation infrastructure. Traffi-
matics is the term used in intelligent transportation system
(ITS) where moving vehicles act as network nodes for trans-
ceiving and routing packets in a network [17]. To ensure a
safe and secure route for vehicles is the main application of
ITS. Information including unseen traffic, road conditions,
weather information, traffic density, and infotainment is
broadcast to make the trip safer for drivers and passengers.
To provide short wireless networks between vehicles, radio
devices and onboard units (OBUs) are installed on the vehi-
cle. These devices are used to provide communication
between OBU and RSU to form VANETs [18].

To get an accurate geographical position of moving
nodes, vehicles are equipped with a global positioning system
(GPS) and a differential global positioning system (D-GPS).
RSUs serve as a cellular base transceiver system and act as a
backbone to provide communication between vehicles in

1. START
2. Define grid size
3. In the 2d grid random deployment of vehicular nodes
4. Broadcasted position of each node in the search space
5. Node IDs as vertex, mesh topology is formed
6. Assignment of values to edges in the mesh network by distance calculation of each node
7. Create search space of m × n order, initialized moth position
8. When i = 1, loop from i the total maximum number of search agents. FOR j to the total number of dimensions where j starts
from 1
9. Position of each moth updated by moth position (i, j) = upperbound minus lowerbound both starts from I divided by node
position in the grid plus lower-bound
10. End loop
11. If simulation stalled or ended (20 iterations)
12. FOR moth i to flame size and i starts from 1
13. Calculation of fitness of moth_position (MP) as moth fitness = fitness_function (); fitness moth_position (MP)
calculated
14. WHILE node list NOT empty for clustering nodes
15. Allocation of the best solution to moth with cluster fitness of each moth less than the finest result
16. END_WHILE
17. END_FOR
18. Sorted_fitness (), sorting fitness values of all moths
19. Population_sorted () w.r.t sorted_fitness () population is sorted
20. Among the updated fame position, the best obtained till now
21. Best flame_score = sorted_fitness (1);
22. Best flame_position = population_sorted (1, :)
23. Update moth position-based on the corresponding flame
24. FOR i from one to maximum search_agents
25. FOR j from one to total dimensions
26. Compute distance for ith-moth for jth-flame; equivalent to absolute (population_sorted (i, j) − MP (i, j));
27. Moth location update
28. END_FOR
29. END_FOR
30. IF convergence_curve = convergence_curve iteration no 131. stall iteration++;
32. ELSE
33. stall_iteration =0;
34. END_IF
35. Iteration++;
36. END loop
37. Best solution from search is equal to total number of
38. END

Algorithm 1: Intelligent moth flame clustering optimization for VANETs.
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VANETs [19]. The mobility model is not random as vehicles
follow the road trajectory, but speed is relatively high as com-
pared with MANETs. The energy is not a critical issue
because transceivers utilize engine power to establish com-
munication in VANETs. The number of RSUs in VANETs
depends on the communication protocol. The communica-
tion in VANETs might be intervehicle, vehicle to RSU, and
routing-based communication [20]. The information needs
to be broadcast efficiently in VANETs for effective informa-
tion interchange during communication between nodes. To
provide such capability, there is a need to have efficient rout-
ing protocols. The proactive (table-driven) and reactive (on-
demand) are two main classifications for routing protocols.

In proactive routing protocols, the routing information is
available every time in its packet header. Optimized link-state
routing (OLSR) and fishy state routing (FSR) are types of
proactive protocols. FSR minimizes the overhead because it
does not broadcast; it only exchanges topological change with
its neighboring nodes [21]. OLSR uses multipoint relays to
the optimized broadcasting process of the control message
to keep the routing table updated. Hello and topology control
message are used to discover and disseminate link-state
information. Nodes share topological change to their neigh-
boring subset as nodes have limited repetitions for broadcast-
ing [22]. In reactive protocols, the route is not stored
permanently which helps in minimizing communication
overhead and routes are established on-demand. In the route
construction process, the control message is broadcasted
through flooding to look up participating nodes for commu-
nication. Ad hoc on-demand distance vector (AODV),
dynamic source routing (DSR), and temporally ordered rout-

ing algorithm (TORA) are examples of reactive routing.
AODV apply route discovery by hop count and sequence
number. Destination sequenced number is checked in the
route construction process based on the route request/route
reply messages [23]. DSR routing information is attached to
the data packet header from the source. Route recovery or
maintenance is the limitation of DSR [24]. The temporally
ordered routing protocol (TORA) is based on a three-level
route construction, route maintenance, and erasing route
by using query (QRY), update (UPD), and clear (CLR) mes-
sages. Topological change does not have an effect on routing
information until a complete path from source to destination
has been lost [25]. To provide fast message data delivery
along curved roads overlays the node selection based on opti-
mal position and exponent partition range [26].

Geographic or position-based routing protocols used
GPS to pick exact coordinates of nodes and used their current
location for routing data [27]. GPSR, geographic source rout-
ing (GSR), and greedy perimeter coordinator routing
(GPCR) are some of the examples of position-based routing
protocols. A greedy perimeter stateless routing protocol
works on greedy approval for transmission of data between
the sender and receiver. The locations of the transmitting
node and the destination are used to find other nodes to con-
struct a route [28]. In GSR, the shortest path is calculated
between the sender and receiver based on their locations
[29]. GPCR coordinating nodes are given preference with
noncoordinating nodes. Communication is established
between the sender and the receiver on their geographical
locations and road conditions [30]. Anchor-based street
traffic-aware routing (A-STAR) is the best route established

Table 3: Parameters for simulation.

Parameters IMOC CLPSO GWO ACO

Total population size 100 100 100 100

Maximum number iteration 150 150 150 150

Total runs 10 10 10 10

Weight for inertia 0.90 0.694 0.694 —

Rate of evaporation — — — 0.5

C1 2 2 2 2

C2 2 2 2 2

Grid size for simulation
500m2, 1000m2,
1500m2, 2000m2

500m2, 1000m2,
1500m2, 2000m2

500m2, 1000m2,
1500m2, 2000m2

500m2, 1000m2,
1500m2, 2000m2

Number of vehicles 10 to 100 10 to 100 10 to 100 10 to 100

Interval between vehicles +20 +20 +20 +20

Transmission ranges 25m to 200m 25m to 200m 25m to 200m 25m to 200m

Vehicle position Fixed Fixed Fixed Fixed

Minimum_distance between
vehicles

1.5m 1.5m 1.5m 1.5m

Maximum_distance between
vehicles

5m 5m 5m 5m

W1 (1st objective function’s
weight)

0.5 0.5 0.5 0.5

W2 (2nd objective function’s
weight)

0.5 0.5 0.5 0.5
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on information gathered from nodes including their location
and trust. The anchor path is computed with Dijkstra’s least
weight path [31]. Table 1 presents the routing challenges for
topology-based and geographical-based routing protocols in
VANET.

1.2. Flying Ad Hoc Network. Availability of low-cost Wi-Fi
radio interfaces, GPS, micro-embedded systems, high-
resolution cameras, and sensors raised a path for developing
intelligent flying vehicles or UAVs [32]. These UAVs created
a relatively new era of networks known as FANETs. To inte-
grate drones with an existing vehicular network to improve
overall network performance is known as a drone-assisted
vehicular network (DAVN) [33]. The UAV-assisted applica-
tions have their unique features, competitive advantages, and
characteristics [34]. The fundamental operation in Internet
of Things (IoT) application is data aggregation. It can be seen
in distributed internet-based industrial computing and con-
trol systems [35]. The FANET applications can be found
everywhere from civilian to military use [36]. Such applica-
tions are traffic monitoring, disaster monitoring, providing
coordination between rescue teams, crop monitoring, fire
monitoring where human access is difficult, infotainment,
autonomous tracking, and border surveillance [37, 38]. Two
types of applications for FANET can be classified on the
deployment of an aerial node in topology: one is a single
aerial node application and the second is multiaerial node
applications. In the single aerial node application, only one
aerial node (AN) is deployed in the middle of base stations
localized on the ground; the AN serves as a router between
multiple base stations, whereas in multi-UAV application, a
team of ANs works together to provide services [39].

Table 2 shows the classification for UAV type, coverage
range, weight, climb rate, and endurance time in the air.
FANETs are considered as a subclass of MANETs; UAV
routing becomes more complex as AN characteristics vary
from other ad hoc networks. The characteristics, including
mobility rate, number of ANs, transmission range, weather
conditions, and residual energy, need to be critically
addressed for designing a routing scheme. Under these limi-
tations, higher communication failures can result in high
dynamic movements of ANs. In FANETs, effective routing
will support to keep services and applications stable and
available all the time. The FANET is an additional support
to enhance the effectiveness of existing technologies such as
VANETs andMANETs [40]. The ANs can be placed and dis-
patched in multiple scenarios to improve VANET and
MANET applications to provide end-to-end connectivity
between ground nodes.

Figure 1 presents the classification for FANET routing
protocols. The classification for topological-based protocols
can be divided as proactive, reactive, and hybrid. The
position-based routing protocols are classified as single path
schemes and multipath schemes. The swarm-based protocols
are listed for FANET routing. The parameters for FANET-
routing protocols are node density, link information between
ANs, residual energy, coverage area, and mobility pattern.

The concept of FANET-assisted VANETs is the focus of
researchers these days. Various approaches were proposed
where drones/UAVs were used to assist VANETs. One of
the initial approaches is a multi-UAV-aided network [41].
This approach proposed two-layer networking, i.e., aerial
networking and ground networking where the former is
responsible for air-to-air communication and the latter is a
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Figure 3: Grid_size 500m × 500m, nodes 10 to 100.
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VANET which transfers the data among vehicles. A special
channel is established between these two channels for trans-
ferring information such as road conditions. A UAV-assisted
VANET routing protocol (UVAR) is a delay tolerant proto-
col [3] in which UAVs are used which have global knowledge
of the network. UAR has two subcomponents: UVAR-G is
responsible for transferring packets among connected vehi-
cles by considering traffic density, whereas UVAR-S works
by forwarding packets to the UAV. UVAR-S is an on-
demand routing protocol that considers multipath toward
UAVs and selects the most connected one as the preferred
path.

To get reliable data delivery and guarantee robust paths,
the flooding-based techniques are used in providing efficient
routing solutions. The existing UAVs cooperate in an ad hoc
fashion with vehicles [42]. The U2RV routing protocol is
proposed in [43]. U2RV is a four-phase process. In the first

phase, various paths are discovered; the paths can include
any path established through the UAV; based on source
and destination, a suitable path is selected from the set of
paths discovered in the first phase. This is followed by the
actual data delivery in the third phase. The final phase deals
with the discovery of an alternative path which is necessary
as the routes in VANETs are dynamic. UAVs are proposed
to be used in VANETs [44] for help in finding the discon-
nected segments and work as relay nodes in VANET infra-
structure. A central ground station is at the heart of the
scheme which sends instructions to UAVs for storing and
forwards the data and dispatches it towards disconnected
segments. Disconnected segments are identified through the
exchange of hello messages between vehicles and ground
stations.

UADD, a protocol for smart transportation networks, is
proposed in [45]. To provide communication between UAVs
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and vehicles, an opportunistic virtual interaction scheme was
introduced. The crux of this research work is forwarding the
data on the optimal intersection to the UAV when the
vehicle-to-vehicle communication is not possible. Like the
previous scheme, the UAV is used to store and forward
packets to the other vehicle. The use of UAV mitigates the
effects of jamming in VANETs [46]. It has been observed that
hackers observe the traffic pattern between OBUs and vehi-
cles, so they launch a jamming attack. Authors have pro-
posed to use UAVs to shield against this threat. A
technique based on reinforcement learning was used to
achieve an optimal relay policy adopted by UAVs to avoid
the aforementioned attack.

One of the fundamental aspects of any ad hoc network is
its mobility model. In [47], the authors proposed a mobility
model for UAV- and VANET-based communication. In the
proposed model, UAVs follow the movements of vehicles
on the road. To maintain the connectivity, the received signal
strength (RSSI) from the vehicle is used. The UAV selects the
vehicle with the lowest RSSI value and tries to improve the
RSSI, so that packets can be delivered successfully to the said
vehicle.

To improve communication performance of VANETs
between ongoing OBUs and UAVs against smart jammers,
the UAVs are used to induce a specific strategy according
to the jammer attack [48]. To enhance the network life time
and mitigate the “hot spot” problem, a new algorithm is pro-
posed, an asynchronous clustering and mobile data gathering
based on timer mechanism (ACMDGTM) [49]. In the
curved road scenario which overlays the node selection
method, adaptive relay-node selection (ARNS) is used to
redefine the optimal position of the node while considering
obstacle distribution. The broadcasting characteristics of
ARNS are used to classify the road structure [50].

2. IMOC-Proposed Methodology

The flow of the proposed IMOC algorithm is shown in
Figure 2. During the initialization phase in solution space
(m × n), the random position assigned to each moth and
moth array is equipped with fitness values. For flames, a sim-
ilar ordered matrix and array are generated. The best value
for the moth found so far is stored in the flame matrix. It is
an iterative process, so the optimal number of flames in
search space with the best moth against its flame is attained
during each iteration, After each best find, it updates the
moth position. A moth travels in the solution space until they
have found an optimal solution or the searching operation is
terminated.

In order of them × n solution space, the random position
assigned to each moth during the initialization phase and
moth array is stored as fitness values. Similarly, the flame
matrix and corresponding array are generated. The moth’s
best value found so far is stored in the flame matrix. To find
an optimal solution or terminate the search operation, moths
are moved in a solution space.

This operation used the dimension of lowerbound-
upperbound of the search space. Further, it is used to evaluate
the fitness value of each moth based on their location in the
search space. The creation of a fitness matrix is an iterative
process; updated values are stored in the matrix in ascending
order. For each moth, the lower fitness value is provided by
the fitness matrix. The optimal best score for the flame is cal-
culated by combining the position of the moth and its fitness
value and is used to update the moth position in the search
space. For optimal solution, a linear decreasing factor “x”
was used for convergence. For effective communication, the
minimal number of clusters required is also obtained by
using the same convergence technique.
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Figure 5: Grid_size 1000m × 1000m, nodes 10 to 100.

12 Wireless Communications and Mobile Computing



After creating clusters, selection of the cluster head (CH)
is the next phase. Multiple parameters like grid size, node
density, node connectivity, load balance factor, and transmis-
sion range are the parameters used in the CH selection pro-
cess. These parameters are passed to fitness function with
assigned weights. An important part of IMOC is to carry
selection using a fitness function. Cluster lifetime increased
by selecting the best CH resulting in minimizing network
energy and limiting unnecessary broadcast overhead. The
following equation (1) is used to calculate the fitness value
for the IMOC algorithm:

Fitness = W1 × Energy_Resi
W2 × avg_disð Þ W3 × delta_diffð Þ : ð1Þ

The residual energy of the vehicular node is denoted by
Energy_Resi, the average distance between neighboring

nodes is avg_dis, and the load balancing factor (LBF) is con-
sidered by delta_diff. Weight for energy is W1, the average
distance is W2, and the delta difference is W3. Achieving
an equal number of cluster members only results in an ideal
scenario. In a real scenario, it is difficult to achieve as vehic-
ular nodes change their positions and other parameters.
The ideal node degree deviation of movement from its neigh-
bors is computed by

Delta Diff = ABS Ideal Degree −NodeDegreeð Þ: ð2Þ

Inappropriate selection of CH might result if selection
criteria for CH are static and a single parameter might
bias the fitness function [21–23, 38]. Depending on the
scenario, weight is assigned to parameters dynamically by
IMOC to counter the biasing problem and negatively
impact the fitness values. In the first step, each value for
the parameter normalized between the range of 0 and
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10. In equation (3), each parameter deviation is calculated
based on negative impact.

Dev pð Þ = ABS mean − parameter pð Þð Þ: ð3Þ

Penalized outlier parameters are used in equation (3),
to add penalty on weirdness from their mean, and are
used to compute updated values for parameters. To penal-
ize the outlier penalty, another equation is used with

w pð Þ = 1
dev pð Þ : ð4Þ

The aggregated total of all weight essentially is equiva-
lent to “1.” Fitness for each node can be calculated for all
parameters by equation (1).

3. Experimental Results and Analysis

Table 3 shows the parameter setting for simulation; the total
population for each algorithm set is to be 100 and 150, and
the maximum iteration for each solution is set to ten,
depending on the nature of the algorithms, inertia, weight,
and evaporation rate used. Inertia is set as CLPSO 0.694,
GWO 0.694, and IMOC 0.90, and evaporation rate is set as
0.5 for ACO. Four grid sizes are used to perform simulations
500m × 500m, 1000m × 1000m, 1500m × 1500m, and
2000m × 2000m. The vehicle maintains a minimum dis-
tance of 1.5m in the simulations; the interval between vehi-
cles is set to be 2m. Transmission ranges for all simulations
are considered from 25m to 200m and node density from
10 to 100. An assumption is considered wherein vehicle

mobility remains fixed or is moved with constant velocity.
IMOC experimentations were compared with ACO, GWO,
and CLPSO which are some the state-of-the-art evolutionary
clustering protocols.

4. Results and Discussion

To measure the efficiency of the proposed IMOC algorithm
with CLPSO, ACO, and GWO, numerous experimentations
were performed. Their performance is presented in the fol-
lowing figures. To check the efficacy of IMOC, node density
in the grid and transmission ranges for nodes were evalu-
ated in multiple scenarios. IMOC maintained its supremacy
and flexibility in the results. In Figure 3, transmission
ranges for nodes were set from 25m to 200m keeping the
grid size to 500m × 500m, and 10 to 100 vehicular nodes
were deployed. In Figure 3(b) where the node density is
40 and the transmission size is 25m, clusters created by
CLPSO = 29, GWO= 27, and ACO = 23, but IMOC created
only 19. When the transmission range was increased to
100m, IMOC created only six clusters, in comparison to
ACO 14, GWO 18, and CLPSO 21. The proposed tech-
nique showed consistent performance measure compared
with the existing techniques. When the transmission range
for the nodes was increased, few numbers of clusters were
created. IMOC results outperformed other algorithms when
nodes increased from 20, 40, 60, 80, to 100. IMOC created
an optimal number of clusters for all sets of experimenta-
tion in the 500m × 500m grid size.

Figure 4 shows the optimal performance of IMOC in
comparison with existing techniques. To strengthen this
matter, an additional set of experimentation is performed,
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Figure 7: Grid_size 1500m × 1500m, nodes 10 to 100.
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Figure 8: Continued.
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where nodes were fixed to 50m and the cluster creation for
grid size 500m × 500m was checked by varying node density
from 10 to 100 nodes (Figure 4(a)). In these experiments, the
tested transmission ranges were 50m, 100m, 150m, and
200m for node density from 10 to 100 nodes in Figure 4.
With varying transmission ranges, it is noticed that IMOC
performance was equally good and consistent; results for all
instances produced were better, and ACO results were the
closest to IMOC results in these settings. It was noticed that
IMOC performance was also the best even if the grid size

increased to 1 km × 1 km. Figure 5 depicts results for this sce-
nario. The experimental setting was updated, and results for
node density 50 for the 75m transmission range show that
IMOC created 18 clusters in comparison with 31, 36, and
23, respectively, for GWO, CLPSO, and ACO in
Figure 5(a). The minimum number of clusters was created
by IMOC. In Figure 5(e), to check the results, the accuracy
for node density was increased to 100 and the transmission
range to 125m; GWO created 33 clusters, CLPSO 45, and
ACO 23. In comparison, IMOC created only 18 clusters.
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Figure 8: Grid_size 1500m × 1500m, transmission_ranges 50 to 200.
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These results ensured that for any combination of nodes and
transmission range for the same grid size, IMOC creates a
minimum number of clusters in which its results optimized
the said routing problem. The creation of a few clusters
directly depends on the transmission size. The number of
clusters increased with a short transmission range.

To analyze the IMOC performance with an existing algo-
rithm, experimentations were performed with different
transmission ranges. Experimentations were performed
against transmission ranges of 50m, 100m, 150m, and
200m for node density from 10 to 100 nodes. Figure 6 dis-
plays the result that IMOC gives an optimal number of clus-
ters within the 1000m × 1000m grid size. Simulation was
performed to strengthen the results of the proposed algo-
rithm by increasing the grid size to 1500m × 1500m.
Figure 7 presents results for the subjected scenario for multi-
ple nodes and transmission ranges. Figure 8(b) shows that
when the transmission range is 100 and the node size 80, sim-
ilar improved results for IMOC are presented.

IMOC generated only 15 clusters in comparison with
ACO 18, GWO 36, and CLPSO 49. In Figure 7, it can be visu-
alized that for lower transmission range and higher transmis-
sion range, IMOC resulted in an optimal number of clusters
in comparison to ACO, GWO, and CLPSO. Results have
shown that IMOC performance improves for an increasing
number of nodes in the grid. The efficiency and performance
of IMOC remain optimal for any number of nodes and trans-
mission range. IMOC produced 36 and 7 clusters at the
transmission range of 25 m and 200 m respectively for 60
nodes, whileACO genrates 41 and 9 clusters for the same
transmission ranges and number of node. ACO remains the
closest minimal cluster producer for the problem under
observation.

In Figure 8, the performance of the proposed algorithm
was tested against multiple transmission ranges by changing
node densities. On each point, IMOC performance shows
better results. We can conclude that the higher the transmis-
sion range, the lesser the number of clusters; Figure 8(d) sec-
onds this statement. It shows that our proposed technique
generates 4 clusters at the transmission range of 200 m for
10 nodes, while for 100 nodes, it produces only 6 clusters.
The efficiency of our proposed technique IMOC increases
with the node density as compared to ACO, GWO, and
CLPSO. Figure 8(d) shows that when we set a transmission
range of 200m for 10 and 100 nodes, IMOC produced only
four clusters for ten number of nodes and only six for 100
nodes in Figure 9, when the grid size was increased to 2000
m × 2000m, similar behavior of IMOC was observed by gen-
erating an optimal number of clusters. It can be seen that for
extreme parameter settings for lower and higher nodes and
transmission ranges, IMOC performance seems optimal.
For 100 nodes and transmission range of 200 in Figure 9(e),
IMOC created only 8, ACO 11, GWO 21, and CLPSO 24.
Simulation results prove that IMOC for any given parameter
setting creates an ideal number of clusters.

Efficient results were produced by IMOC compared with
ACO, GWO, and CLPSO. Figure 10 depicts the optimal
number of clusters by increasing the node density and keep-
ing transmission ranges at 50m, 100m, 150m, and 200m.
For any given parameter setting, IMOC performed best in
producing an optimal number of clusters. In simulations, it
can be observed that IMOC provided the best solution for
any given scenario by creating a minimal number of clusters.
To justify the performance of IMOC clustering in a more
realistic scenario, in Figures 11 and 12, results are presented
in the 3D grid by keeping the simulation setting as
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Figure 9: Grid_size 2000m × 2000m, nodes 10 to 100.
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transmission ranges of 50m, 100m, 150m, and 200m and
node density at 40 and 80 nodes for all sets of grid sizes from
500m × 500m to 2000m × 2000m.

Figure 11 depicts the results for node 40, and Figure 12
presents the results for node 80. The result justifies the per-
formance of IMOC as optimal at any point for any scenario.
The optimal number of clusters produced by IMOC for all

grid sizes from 500m × 500m, 1000m × 1000m, 1500m ×
1500m, and 2000m × 20000m.

4.1. Load Balance Factor. It is unrealistic to have an equal
number of clusters for simulation. In some scenarios, one
CH might be overloaded with a maximum number of cluster
members in comparison to the cluster with a smaller number
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Figure 10: Grid_size 2000m × 2000m, transmission_ranges 50 to 200.
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of nodes. To mitigate the overloading of clusters, the load
balance factor for each CH calculated by using

Load balance factor = 1
nc ×∑i xi − uð Þ2 : ð5Þ

In equation (5), nc represents the total number of Xi
which is the cluster cardinality, and an average number of

CH neighbor is −u. Figure 13 and 14 are for nodes 20 and
80 with varying transmission ranges from 25m to 200m
for all grid sizes. IMOC performance is good in the case when
the CH neighbor’s number reached a threshold in terms of
LBF.

A framework proposed to improve the routing efficiency
of IMOC with support of UAV. In Figure 15, where grid size
is 500m × 500m for node 60, IMOC created 19 clusters. CH
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and their associated members are depicted in Figure 15. Two
kinds of communication existed between CH and cluster
members (CM). Intercluster communication and intracluster
communication can exist. To limit the overhead, CM cannot
broadcast the message into the entire topology. Clustering
ensured that CM can only send a request to its CH. In
intra-cluster communication, the sender and receiver both
are the members of the same CH. CM sends a request to
CH to manage all services for cluster members. CH acts as

a link between the sender and receiver to provide communi-
cation services. During inter-cluster communication, the
sender and receiver both are not members of the same clus-
ter. Conventionally, the sender node sends a request to its
CH, and CH broadcasts this message into the entire topology.
CHs receive this message and reply against the request, for
path creation between destinations by connecting CHs. The
path must be live and keep track of CHs for communication
between the sender and receiver. In this scenario, hop count
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for multiple transmission varies from 1 to 18, depending
upon the CH involved in communication. This will add addi-
tional computational complexity in routing. We proposed a
solution to keep constant the hop count for all communica-
tions. Figures 16 and Figures 17 show that in the center of a
topology-deployed AN (drone).

The complete grid is in the range of AN. All CHs are in
the range of AN and listed. To reduce the intercluster com-
munication problem and path construction and maintain it

during communication are overhead between the sender
and receiver. Considering conventional path construction
based on broadcast request messages from the sender to its
neighboring nodes, node reply to this request is the path
members. In this problem, if the sender wants to send data
outside the cluster, CH sends a request to AN, and AN sends
a message to all CHs. Destination CH responds against AN
request. The path will be established between the sender’s
CH to AN to destination CH. For all nodes, the hop count
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will be constant as two hop counts. As a result, unnecessary
broadcast overhead is reduced for intercluster communica-
tion. This also improves the efficiency of the network. Clus-
tering provides an optimal number of clusters to minimize
broadcasting for intracluster communication. Additionally,
AN with the IMOC clustering solution limits unnecessary
broadcasting and improves network performance for inter-
cluster communication.

5. Conclusion

To solve the VANET routing problem, IMOC solution pre-
sented an evolutionary algorithm based on cluster optimiza-
tion. The MFO technique is used to find near-optimal
solutions in search space. The IMOC algorithms work itera-
tively to find solutions from search spaces. The IMOC is an
efficient algorithm for VANETs as a minimal number of clus-
ters are achieved. It reduced unnecessary broadcasting and
helped in minimizing the routing cost. The routing cost
decreased as the near-optimal number of clusters was
obtained from the search space. The FANET support in clus-
tering also improved routing performance, by restricting
unnecessary broadcasts and keeping the hop count constant
for all communications. The proposed IMOC algorithm’s
efficiency was evaluated by performing a diverse set of simu-
lations while varying topological parameters. To validate the
optimization results, simulations were performed and moni-
tored with multiple node densities in the search space with
variable transmission ranges of vehicular nodes. In the said
topological constraints, IMOC presented near-optimal solu-
tions and creates a minimal number of clusters in the search
space. Result comparison of renowned evolutionary algo-
rithms, GWO, CLPSO, and ACO with IMOC shows that
the proposed algorithm is the best solution for the problems
under observation.
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In the last decade, the Internet of Things (IoT) has become a new technology that aims to facilitate life and help people in all aspects
of their lives. This technology is used for smart homes, smart grid stations, smart agriculture, health systems, transport services,
smart cities, etc. The number of sensors and IoT devices along with applications is used for monitoring the health condition of
patients. These devices will monitor the movement of targeted patients at home or out of their homes. Based on their behavior
and movement, the treatment will be provided to Alzheimer’s patients. The data will be collected from multiple sensors installed
at patient’s homes and smartwatches for checking their blood pressure level and temperature, which is too important in the
current Corona Virus Disease (COVID-19) pandemic for these types of patients. On the other hand, due to the diminishing
mobility of people around the world, increasing environmental pollution and stress which is caused by modern machine life and
various brain and neurological diseases including Alzheimer’s, Parkinson, etc. are widespread among people all over the world.
The different types of communication protocols such as Message Queue Telemetry Transport (MQTT) and WebSocket (with
authentication and autoclosing of connection) for sensors and the smartwatch have been used. The secure backend admin panel
is used for tracing the location of doctors, patients, and ambulance. These protocols are implemented with security to protect
the privacy of patients also.

1. Introduction

IoT technology has a huge impact on human life in all aspects
like medicine, health, industry, transportation, education,
and agriculture from the last decade. This technology uses
sensors or actuators to understand the state of the surround-
ing environment. Most of them connected via these commu-
nication technologies such as WiFi and Global System for
Mobile (GSM) to communicate with control centers and
send data collected from the environment and to help for
making decisions at remote control centers. Smart homes
[1] are currently being developed with great acceptance by
people around the world.

In this paper, the focus is on patients of Alzheimer’s dis-
ease, which is the most common neurological disorder in the
last decade. It is a type of dementia that occurs for most
elderly people. In this type of illness, a person becomes obliv-
ious as he/she is not able to perform his/her daily tasks inde-

pendently and needs to have a person in the family always
care for their behaviors and health. Therefore, for families
with Alzheimer’s patients, the cost of hiring a nurse or con-
tinuing care of this patient is high. However, it is expected
that we will be able to remotely monitor the behaviors and
health status of these patients using the facilities that the
Internet of Things can provide, as to decrease the extra
expenses and timely response to these patients. The IoT can
play a vital role in this current COVID-19 pandemic situa-
tion. Different types of smartwatches, sensors, and actuators
are installed at the home of these patients. These IoT devices
are used to collect the data regarding their temperature, med-
icine intake timings, and movement. The different types of
sensors and actuators have been used for their secure data
transfer that the existing protocols have been used. These
protocols have been used under the umbrella of Web of
Things (WoT) like MQTT, WebSocket, and HTTP. The data
collected from these IoT devices have been secured during
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communication and as it is stored at the cloud servers. Sev-
eral methods have been performed for monitoring the health
conditions of patients. One of them is neural networks and
Bayesian [2] for monitoring the skin in real-time with the
help of IoT.

The research is organized in five sections. In the second
part, we will review the background of researches which is
done related to the use of the Internet of Things in the care
of neurological patients, especially Alzheimer’s patients. Sec-
tion 3 briefly examines Alzheimer’s disease medically and
explains the symptoms, the causes of this disease, and the
care needed for these patients. In the fourth section, we will
introduce the Internet of Things technology and discuss the
user of its facilities to help Alzheimer’s patients who are liv-
ing in smart homes. Finally, in Section 5, we will present
the conclusions.

2. Related Words

The authors [3] have surveyed different types of sensors
based on their potential benefits for the healthcare system.
They have listed known sensors for observing physiology,
health condition, intellectual, and full of feeling parts of indi-
viduals. Alzheimer’s disease is named for the first time with
the name of a doctor who first described it (Alzheimer) [4].
There are numerous researches which are done on Alzhei-
mer’s disease. However, in this part, we will discuss a few of
these researches. The authors [5, 6] have primary scientific
categorization; to be specific, the scientific classification of
related work on the IoT of real-time monitoring health con-
dition in telemedicine applications was introduced and con-
siders the identification with the IoT issues that were
examined and talked about in customer and server sides.
The security impediment in portraying or understanding
the components of real-time health systems observed
prompted the examination of an extrascientific categoriza-
tion layer and improved the security level.

Dieckmann and colleagues [7] investigated the tool that
is used for Alzheimer’s disease knowledge test (ADKT).
The metrics used for these tests ADKT by these researchers
showed that five important metrics for measuring the out-
comes of caring of Alzheimer’s patients have been proposed
by different researchers: [8] ADKT, UAB-ADKT for health
professionals [9], DQ [10], KAML-C [11, 12], and ADKS.

Karlin and Dalley [13] conducted a study on the relation-
ship between people’s concerns about dementia and Alzhei-
mer’s disease, the likelihood of doing tests and screenings,
and applying methods to detect changes in cognitive status
or patient performance, to detect the disease early. They
made a descriptive study using data from Porter Novelli’s
SummerStyles 2013 online survey. They used chi squares
with case-level weighting used for analyzing data of the
6,105 people over the age of 18 who were surveyed; 4033
(66% of all of these people who are selected) responded to
the surveys.

The results of this study showed that 13% of survey
respondents were very concerned about Alzheimer’s disease.
Women were more concerned about the disease than men.
Those who looked after Alzheimer’s patients were more con-

cerned about the disease than others. Women were also more
welcomed thanmen by tests to assess their probability of Alz-
heimer’s. The information gained from screening can be use-
ful in developing communication strategies to address public
concerns about Alzheimer’s disease and increase the likeli-
hood of early detection of the disease.

Brian researched the detection of Alzheimer’s disease
[14]. The results of this study showed that the biggest chal-
lenge in this area is the lack of knowledge needed for the early
diagnosis of this disease, not the mistake of diagnosis.

Jagadeeswari and colleagues [15] attempted to provide
preliminary evidence for the acceptance, validation of new
knowledge of the Alzheimer’s Disease Knowledge Scale
(ADKS), content updating, and psychometric testing to test
knowledge of Alzheimer’s disease of doctors and nurses.
They used traditional scale development methods to create
items and evaluate the psychometric properties of various
types of collected samples. Finally, 30 items were selected
for use in the diagnosis of the disease, which can be com-
pleted in just 5 to 10 minutes by the survey participants,
and the results of their analysis can be used to diagnose, eval-
uate, and understand symptoms, course of the disease, its
impact on the patient’s life, the care and treatment, and the
management of all stages of diagnosis until treatment. Pre-
liminary results show that the ADKS has high reliability (in
test phase) and reliability (in content, predictability, etc.).
Finally, the ADKS can be designed for use in research and
practice and can be used to increase knowledge of Alzhei-
mer’s disease and to help patients and their caregivers and
physicians.

Srimathi et al. [16] conducted studies on cloud comput-
ing, fog computing, big data analytics, IoT, and mobile-
based applications and emerging technologies in the field of
personalized medical care systems. The researchers looked
at the challenges of better designing a healthcare system for
the early detection of diseases and explored possible solutions
for delivering health-related care electronically and safely.
This study emphasizes the need for developing high quality
and precision electronic healthcare systems.

Smyth and colleagues [17] proposed a new idea to modify
the existing access control system to detect medical condi-
tions associated with the brain and receive a timely response
from physicians in the time of medical emergencies. The idea
is to improve the quality of medical services available to peo-
ple around the world. In the follow-up to the study, the
researchers developed a simple device that could help physi-
cians to find brain abnormalities as quickly as possible in
humans. The device can also be highly effective in the care
of these patients remotely using IoT technology.

Hoe and colleagues [18] discussed on the physicians’ and
clinicians’ level of knowledge and information about Alzhei-
mer’s disease or ADKS of physicians and clinicians across
Australia. These researchers asked from 360 doctors and
therapists some questions about their level of knowledge of
Alzheimer’s disease and the history of the practical care that
they provided to their Alzheimer’s patients, by emailing these
questions to them. Results from the responses provided by
these 360 individuals indicated that most of them had mod-
erate information on the factors influencing Alzheimer’s
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disease, and only those who specialized in neuroscience or
had practically encountered patients and those who attended
the relevant workshops had relatively good information
about this disease.

Yao and colleagues [19] conducted a study on the preva-
lence of Alzheimer’s disease in the United Kingdom (UK).
This study highlights the UK’s top priority for tackling Alz-
heimer’s disease, which is expected to become a major chal-
lenge for the world in 2020. There are more than 800,000
people in the UK with this disease. Since the disease has a
huge impact on the lives of affected people and their families
and need costs of £26 billion in a year to care for these
patients in the UK and there is no cure for the definitive
treatment of the disease, by 2050, nearly two million people
in the UK are expected to have Alzheimer’s disease. The main
goals of this research are to develop and evaluate Mainte-
nance Cognitive Stimulation Therapy (MCST) for Alzhei-
mer’s patients. A follow-up plan for the care of these
patients Carer Supporter Program (CSP) was then proposed,
and the effectiveness of this program was compared with the
usual care provided to patients. Finally, a home treatment
package (HTP) was developed for Alzheimer’s patients, and
the trial of this package was practically tested. The results
showed that MCST can improve people’s quality of life and
reduce the cost of caring for sick people. Studies of CST
implementation also show that many employees receive
CST training over a one-day training period. This training
course increases the capacity of medical staff to care for Alz-
heimer’s patients. Management of care for Alzheimer’s
patients has also shown that it reduces long-term care for
these patients and reduces their behavioral problems, creat-
ing an easy-to-use home user guide to help caregivers of these
patients at home and also prevent hospitalization for demen-
tia patients. Finally, the researchers point out that, due to the
huge financial burden, they have not been able to fully put
their proposed steps into practice.

Shaikh and colleagues [20] conducted a study to evaluate
the knowledge, attitude, and approaches to care of Alzhei-
mer’s patients by Chinese medical professionals since China
has the largest population in the world. A cross-sectional
study was conducted on 450 randomly selected health profes-
sionals from Changsha, China. A questionnaire was sent to
each of them for asking questions about their knowledge of
Alzheimer’s disease and their suggested ways to care for Alz-
heimer’s patients and so on. 390 specialized out of a total of
450 selected one responded to this questionnaire, and the
results of analyzing their responses showed that 87% of them
had very poor knowledge of Alzheimer’s disease and their
knowledge was directly related to their experience of caring
for Alzheimer’s patients. Further, most of them were reluc-
tant to provide practical care for Alzheimer’s patients.
Finally, in this study, the researchers suggested that a multi-
level approach, including providing training courses for the
community of health professionals and formulating policies
and resources to meet the demands related to the delivery
of Alzheimer’s care services in China, is urgently necessary.

As in an early work, a lot of focus is on privacy and secu-
rity issues of IoT related to healthcare systems. Instead, the
solutions are also provided for the security of IoT devices

and sensors from security breaches and privacy issues
regarding patient information. To fill this gap in this paper,
secure communication between IoT devices, sensors, and
IoT apps along with the security of that information is stored.
This is implemented with the help of WoT security standards
and unique identification number also created for each
installed device a client-side.

3. Overview of Alzheimer’s Disease

Alzheimer’s disease (AD), in 60-70% of cases, leads to
dementia. The word dementia refers to a set of symptoms
that can include memory loss and difficulty in thinking, for-
getting words and stuttering, or delaying speech when
speaking.

From a scientific perspective, Alzheimer’s is a chronic
neurological disorder that usually starts slowly and worsens
over time. The most common primary symptom of this dis-
ease is difficulty in remembering recent events (so-called
short-term memory loss). Alzheimer’s is a progressive dis-
ease that affects the brain. This means that over time, more
parts of the brain are damaged. Currently, it affects about
6% of people who are in 65 years of age and older, and unfor-
tunately, no definitive treatment has been offered so far [21].

In other words, Alzheimer’s is a type of memory disorder
which occurred by brain cell death. Therefore, dementia
patients are unable to continue their normal social lives.
The disease can be controlled if it is diagnosed at an early
stage. Therefore, early detection of Alzheimer’s is essential
for the treatment of patients. Usually, people living with the
patient can diagnose Alzheimer’s due to changes that are
happening in the patient’s behaviors and cognitive impair-
ment (loss of cognitive abilities). However, it is difficult to
diagnose Alzheimer’s in the early stages of the elderly people
who are living alone [22]. The Journal of the American Med-
ical Association has acknowledged that Alzheimer’s is diag-
nosed only when the patient’s memory and cognitive
function are severely affected and impair the individual’s
ability to perform daily tasks.

Alzheimer’s patients often do the same task repeatedly,
make the same gesture, say the same words, or ask the same
question over and over again [23]. Repetition of previous
actions and words in Alzheimer’s is common due to memory
loss and general behavioral changes. One may repeat daily
tasks such as shaving or may be tempted to move home
appliances [24]. Alzheimer’s patients often see changes in
their sleep patterns. For example, 20 minutes of sleep per
day may increase to several hours in a day [25].

Due to the gradual loss of memory, one of the biggest
threats to those suffering from Alzheimer’s disease is being
confused about what to do. The most common symptoms
of Alzheimer’s disease include increased daytime sleepiness,
nocturnal confusion, confusion, and anxiety. All of these
behavioral abnormalities caused by Alzheimer’s disease are
called “Sunset”.

More recently, in 2019, a comprehensive study of Alzhei-
mer’s disease has been conducted in the United States for
finding the most common cause of dementia [26], with
details on how to diagnose the disease, the prevalence of
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the disease, its mortality rates, and how to present it. Primary
care for patients, the cost of maintaining these patients, and
how to provide long-term care to patients at home and in
the hospital are discussed in this research.

Alzheimer’s disease is a type of brain disease. It is also a
degenerative disease which means it worsens over time. Alz-
heimer’s disease is thought to become hidden for 20 years or
more, and the patient cannot detect minor changes in the
patient’s behavior. Over the years, people have noticed symp-
toms such as memory loss and speech problems. The cause of
these symptoms is that nerve cells are damaged or destroyed
in areas of the brain that are involved in thinking, learning,
and memory (cognitive function). In the advanced stages of
the disease, one loses the ability to perform daily activities
and is said to be suffering from dementia or Alzheimer’s dis-
ease. The brain of a healthy adult has about 100 billion neu-
rons, each with long and branching branches. These
branches enable individual neurons to communicate with
other neurons. Such connections are called synapses. The
brain has about 100 trillion synapses. They allow signals to
move quickly in the neural circuits of the brain, which is
related to emotional and emotional messages, memories,
thoughts, movements, and skills. Beta-amyloid protein frag-
ment accumulation (also known as beta-amyloid plaque)
outside the neurons and accumulation of abnormal tau pro-
tein (called tau tangles) in the neurons are two of the changes
caused by Alzheimer’s disease. Beta-amyloid plaques may
interfere with the neuronal communication of neurons in
synapses, leading to cell death, while the tau tangles block
the transport of nutrients and other essential molecules into
the neurons. By increasing the amount of beta-amyloid, we
reach a stage where tau is abnormally distributed throughout
the brain [27].

3.1. Symptoms of Alzheimer’s Disease. The main symptoms of
Alzheimer’s disease include the following [27]:

(i) Loss of memory that disrupts human daily life

(ii) Occurring problems in planning or solving
problems

(iii) Difficulties in doing chores at home and work

(iv) Confusion on choosing a time or place

(v) Difficulties in understanding visual images and
spatial relations

(vi) Difficulties in using new words in conversation or
writing

(vii) Missing objects and being unable to retrieve those
objects

(viii) Decreasing decision-making power in work or
social activities

(ix) Changes in the patient’s mood and personality

3.2. How to Diagnose Alzheimer’s Disease. It is also possible to
diagnose Alzheimer’s disease by a general practitioner. The

steps to identify this disease by a general practitioner (GP)
are as follows [27]:

(i) The doctor examines the patient’s family and medi-
cal history (such as history of psychology and cogni-
tive and behavioral changes)

(ii) In the next step, the physician will obtain informa-
tion about his or her mood through a close relative
of the patient

(iii) Next, the physician will perform cognitive tests,
physical exams, or neurological tests

(iv) Then, the physician may request that the person be
subjected to magnetic resonance imaging. Magnetic
resonance imaging can help identify brain abnor-
malities such as the presence of a tumor or evidence
of a stroke or brain attack

3.3. Important Factors in Alzheimer’s Disease. The factors
affecting Alzheimer’s disease include the following:

(i) Family history: people with one of their parents,
brothers, or sisters with Alzheimer’s disease are at
greater risk of developing the disease in comparison
to people with no prior history of relatives [28].
Even people who have more than one member of
their first-degree family have been at increased risk
of developing the disease [29]. When the disease
develops in the family, it can be due to genetic, envi-
ronmental or lifestyle factors, or a combination of
them. Alzheimer’s disease may be one of the hered-
itary causes of the inheritance of the ε4 Apolipopro-
tein E (APOE) gene

(ii) APOE ε4 gene: this gene provides a blueprint for a
protein that carries cholesterol into the blood-
stream. Each individual inherits a form of the APOE
gene—ε2, ε3, or ε4 from each parent. The ε3 form
the most common gene transmitted between indi-
viduals of a family [30], which inherits approxi-
mately 60% of the US population ε3 from both
parents [31]. The forms of ε2 and ε4 are much less
common. It is believed that having ε3 form does
not increase or decrease the risk of AD, while having
ε2 may reduce the risk of Alzheimer’s disease. How-
ever, the ε4 form increases the risk of AD at a young
age. Those who inherit the two ε4 genes have a
much higher risk of developing Alzheimer’s disease.
Researchers estimate that between 40 and 65 per-
cent of people with AD have one or two copies of
the APOE ε4 gene [32–34]. However, the inheri-
tance of the APOE ε4 gene does not guarantee that
a person will have AD. It is believed that many non-
genetic factors are involved in the development of
AD

(iii) MCI (Mild Cognitive Impairment): this is a condi-
tion in which a person has mild but observable
changes in his or her intellectual abilities that are
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understood by the affected person and their family
members and friends, but it does not affect the per-
son’s ability to perform daily activities. People with
MCI who have memory problems are more likely
to develop Alzheimer’s disease than those without
MCI [35, 36]. However, MCI does not always lead
to dementia and may be due to the use of a particu-
lar drug and can be resolved after a short time

(iv) Cardiovascular disease risk factors: much evidence
suggests that brain health is closely linked to overall
cardiovascular health [27]. The brain is nourished
by one of the largest networks of blood vessels in
the body. A healthy heart helps to get enough blood
through the blood vessels to the brain, and healthy
blood vessels ensure that the brain receives oxygen-
ated and nutrient-rich blood for its normal func-
tion. Many factors (such as smoking [37, 38],
obesity (especially in middle age) [39, 40], diabetes
[41, 42], high cholesterol in adolescence [42], and
hypertension in adolescence [43, 44]) can increase
the risk of AD. Also, new evidence suggests that
having a proper diet, such as a diet with a vegetable
meal and vegetable oil use, may reduce AD and the
risk of dementia

(v) Education: uneducated or illiterate people are at a
higher risk of developing Alzheimer’s and dementia
compared to those with higher education [45–47].
Some researchers believe that when a person is edu-
cated for many years, a cognitive reserve is created
in his/her brain that enables him/her to largely neu-
tralize the changes that lead to Alzheimer’s disease
[48–50]. According to cognitive storage, having
years of training enhances the communication
between neurons in the brain and enables the brain
to compensate very early brain changes that are
happening due to Alzheimer’s by using alternate
pathways to complete a cognitive task

(vi) Social and cognitive engagement: many studies have
shown that having social interactions can reduce
Alzheimer’s disease [51, 52]. Being socially and cog-
nitively active may help to create a cognitive reserve,
but the precise mechanism of this fact is unknown.
Fewer studies have been conducted on the relation-
ship between social and cognitive interactions and
the likelihood of AD and dementia, and more
research currently is necessary to be done to fully
understand how social and cognitive interactions
with biological processes reduce the risk of Alzhei-
mer’s disease

(vii) Traumatic brain injury (TBI): moderate or severe
brain injury can increase the risk of Alzheimer’s dis-
ease [53]. TBI is a disorder of the normal function-
ing of the brain caused by blows on head or skull
injuries. Not all blows to the head cause impaired
brain function. TBI is caused by a brain injury that
results in loss of consciousness or forgetfulness for
more than 30 minutes. If the loss of consciousness

or posttraumatic forgetfulness lasts more than 24
hours, severe injury is considered. Half of all moder-
ate or severe TBIs are caused by motor vehicle acci-
dents [54]. Moderate TBI, on average, doubles the
risk of AD, but if TBI is severe it can increase the
risk of AD by 4.5 times [55]. Groups that suffer from
repeated injuries, such as boxers, soccer players, and
warriors, are at a higher risk of developing demen-
tia, cognitive impairment, and neurological illnesses
than others [56, 57]

3.4. Nursing Care for Alzheimer’s Patients. In general, the care
of Alzheimer’s patients is classified into two types.

3.4.1. Pharmacological Treatment. Pharmacological treat-
ments are treatments that prescribe medications to stop the
disease or treat its symptoms. There is currently no drug that
can stop the death and neuronal defects in the brain which
are caused by Alzheimer’s disease. Several drugs have been
introduced to reduce or stop brain cell death, but only 5 of
them have been approved by the US Food and Drug Admin-
istration. These drugs improve the symptoms of Alzheimer’s
by increasing the number of chemicals called neurotransmit-
ters in the brain [58].

3.4.2. Nonpharmacological Treatment. Nonpharmacological
therapies are methods in which some methods such as cogni-
tive training and behavioral interventions are used to treat
patients. The nonpharmacological treatment cannot reduce
the amount of neuronal death and defect in the brain which
is caused by Alzheimer’s disease. In general, the goals of non-
therapeutic approaches include the following:

(i) The goal of some of them is to compensate for
abnormalities to maintain cognitive function or help
the brain

(ii) The goal of some nonpharmacological approaches is
to improve the quality of life of patients

(iii) Other goals of nontherapeutic approaches include
reducing behavioral symptoms such as depression,
anorexia, wandering, sleep disorders, anxiety, and
aggression

Previous studies have shown that few nonpharmacologi-
cal therapy methods may improve or stabilize cognitive func-
tion, daily activities, behavior, mood, and quality of life of
Alzheimer’s patients [59].

4. IoT Technology

The Internet of Things (IoT) provides how intelligent objects
can be interconnected in computing environments every-
where [60]. Internet infrastructure as a global platform plays
an important role in the formation of the Internet of Things
and enabling it to communicate between physical objects.
Innovations in the IoT are accomplished by incorporating
sensors into the objects that make them intelligent and allow-
ing physical infrastructures to be integrated around the world
and able to connect using communication technologies.
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The overall architecture of the Internet of Things is illus-
trated in Figure 1.

The term “Internet of Things” refers to an Internet-based
architecture that facilitates the exchange of services, informa-
tion, and data between billions of predominantly intelligent
objects. The idea of the Internet of Things was first proposed
by Kevin Ashton in 1998 and has been the focus of many uni-
versities and industries in the short term [61].

In some literature and research, the Internet of Things by
the name of the Internet which has been mentioned every-
where and at all times provides a link between all of these
objects to facilitate and make life easier for people in all
situations.

From Figure 1, we can see that hardware and software
solutions work together to create an Internet of Things
object. The Internet of Things must be able to communicate
between billions or trillions of nonhomogenous devices over
the Internet, so there is a critical need to create a layered
architecture for flexible Internet of Things.

The IoT domain covers a wide range of standard or non-
standard technologies, software platforms, and applications.
Therefore, a reference architecture alone cannot be used as
a blueprint for all possible implementations. In Figure 1, we
define the architecture of the Internet of Things as a frame-
work in which objects, people, and cloud services interact
to facilitate the delivery of functional tasks. Therefore,
Figure 1 can be considered as a reference model for IoT [60].

According to the Institute of Electrical and Electronics
Engineers (IEEE) definitions and standards, an IoT system
is a network of networks that typically connect a large num-
ber of objects/sensors/devices through information commu-
nications and infrastructures to process value-added
services and services through processing. Smart to provide
data and various application managements.

IoT is a computational concept that envisions a future in
which physical objects will be connected to the Internet and
able to identify themselves to other devices. It was first intro-
duced with RFID technology as a communication method,
and subsequently, sensor technologies and other wireless
technologies were added to ICT.

According to the Internet of Things European Research
Cluster (IERC) definition, the Internet of Things is a dynamic
global network infrastructure with capabilities for self-
regulation based on collaboration standards and communi-
cation protocols, as physical and virtual objects and physical
properties and virtual characters can be identified and uti-
lized intelligent interfaces and integrated seamlessly into
information networks [62].

IoT technology has been developed in the last decade.
By using different sensors, we can understand the environ-
ment and communicate with different objects in remote
environments with the help of one of the communication
technologies (such as WiFi and GSM). In the case of Alz-
heimer’s patients, by installing sensors in various locations
of the smart home, we can fully monitor the movements
and activities of these patients indoors. We can also mon-
itor the movement of these patients anywhere outside the
home by installing sensors on the clothing or body of
patients.

By analyzing the data collected by these sensors, which
are sent to embedded control centers through one of the
communication technologies (such as WiFi), we will be able
to extract useful information and this information can be
used by physicians and health professional to be effective in
making appropriate decisions in the care or treatment of
these patients [63].

4.1. Application of Internet of Things inMedicine. Some of the
applications of IoT technology in the field of healthcare
include tracking objects, staff, and patients; identifying and
authenticating individuals; and collecting data of patients’
physical health automatically [64].

Remote patient status monitoring systems are used by
physicians and medical staff to control blood pressure, tem-
perature, heart rate, respiratory rate, etc. It has been the focus
of many medical centers in recent years. Other uses of the
Internet of Things in the health and medical world include
identification and authentication including unique patient
identification to reduce sudden and harmful events for that
patient, comprehensive electronic medical record-keeping,
identification of neonatal vital signs, and identifying them
in hospitals to prevent them from coordinating their delivery
to their parents.

Automated data collection and transfer are mainly used
to reduce form processing time, automation, automated care,
rapid audit, and inventory management in medical centers.
The sensors are capable of focusing on patients, in particular
detecting the condition of the patient, providing real-time
information to the patient and their companions to improve
patients’ health indicators. Other applications include tele-
medicine, monitoring compliance of patients’ prescriptions
with their current conditions, and alerting patients when crit-
ical health status and vital signs are present.

It is noteworthy that the Internet of Things (IoT) uses
communication technologies (such as RFID, NFC, WSN,
Wi-Fi, and Bluetooth) to communicate between different
objects in the medical world. To continuously monitor
patients’ vital functions (such as body temperature, blood
pressure, heart rate, cholesterol levels, and blood sugar), sen-
sors send data to doctors or physicians from long distance.

The dependence on using IoT to provide health andmed-
ical care to patients is increasing day by day. This is due to the
low cost of patient care and the high quality of services that
are provided by IoT [64]. Based on the unique biological,
behavioral, social, and cultural characteristics of each patient,
the integrated function of providing comfort and well-being
healthcare and protecting each patient from a critical situa-
tion is defined as personal healthcare. Such care allows phy-
sicians and nurses to follow the principle of primary care,
“delivering the right care for the right person at the right
time,” resulting in better outcomes and higher satisfaction
for patients and their families. In other words, in this way,
the provision of health and medical care at a much lower cost
is provided and the primary pathological diagnosis is made
by providing preventive services to worsen the patient’s
condition.

An appropriate service refers to the prevention, early
detection of disease and primary pathology, and home care
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rather than hospitalization and very expensive care in the
clinic by checking patients’ status to ensure their total health
status. It is expected that using the Internet of Things (IoT)
will be able to manage personalized care services and create
a digital ID for each person. Various tools are used in health
centers, they can communicate with each other and provide
system-to-system communication services in any location,
and it will have a significant impact on early identification
and easier treatment of patients. The classification of IoT-
based personalized healthcare systems is summarized in
two categories including clinical care and remote monitoring,
which are briefly described below [65].

4.2. Clinical Care. IoT-based surveillance systems are used
for hospitalized patients whose physiological status requires
ongoing attention. These surveillance systems use sensors
to collect patients’ physiological information, which is ana-
lyzed using gateways and applications in cloud computing,
and ultimately, the results are stored on the cloud server. This
information is then transmitted wirelessly to professionals
for analysis on a digital basis. It is unnecessary to control
the vital signs of patients at regular intervals by a health pro-
fessional using the Internet of Things. In other words, the
Internet of Things creates an automatic, continuous flow of
health information and vital signs for patients. Thus, the
quality of medical care is enhanced through continuous
attention, which reduces the cost of care and eliminates the
need to permanently monitor the patient [64].

4.3. Remote Monitoring. Lack of easy access to effective health
surveillance systems can lead to many risks to patients’ health
or some illnesses remain unknown for long periods which
causes disease progression, which is currently one of the
problems in the health field all around the world. Some small
but powerful wireless devices that interconnect via IoT and
monitor patients’ health status are currently being developed
as a viable solution to this problem. An example of a patient
remote control system using the Internet of Things is shown
in Figure 2.

As can be seen in Figure 2, patients’ health data can be
safely collected using these solutions. Various types of
sophisticated sensors and algorithms are used to analyze data

and then to share data and results through wireless commu-
nications. Medical professionals can remotely provide
patients the necessary recommendations to maintain their
health.

4.4. Health and Treatment Networks in the Internet of Things.
The IoT Health Network or the IoT Network for Health and
treatment (abbreviated as IoThNet) is one of the essential ele-
ments of the IoT Health Internet. This network provides
access to the IoT backbone and provides access to
healthcare-related communications.

4.5. Application of Internet of Things to Improve the Quality
of Life of Alzheimer’s Patients. Three conditions can be attrib-
uted to Alzheimer’s disease: wandering, dementia, and severe
memory loss. Several types of research have been done by
various researchers about IoT application in improving the
life of Alzheimer’s patients. In this section, we discuss some
of these researches.

Ashfaq and colleagues [4] proposed a mobile-based sys-
tem for Alzheimer’s patients. They used the smartphone
app to guide Alzheimer’s patients and assist them in their
daily activities. IoT technology can play a major role in help-
ing Alzheimer’s patients. This researcher developed a special
Android application to help relatives and guide Alzheimer’s
patients. The program has various games and competitions
to enhance the patient’s brain functions and display progress
reports. It also provides tips on where to place different
objects and daily reminders of the food and medicine to Alz-
heimer’s patients. It also utilizes GPS location capabilities to
provide location care for Alzheimer’s patients. IoT technol-
ogy is used to measure patient status using wireless commu-
nication technology. The main purpose of the system is to
create an environment for patient care at home and reduce
the costs of patient healthcare.

Sindhu and colleagues [66] provided information to fam-
ily members conducting Alzheimer’s care in homes that are
equipped with smart home automation. They were offered
a solution to take care of their patients full-time. People
who care for Alzheimer’s patients in nursing homes can also
use this system. The results of the proposed solutions by the

IoT enabling technologies
(hardware)

IoT software platform

IoT applications

IoT

Cloud services

Things People

Figure 1: Architecture of the Internet of Things architecture [60].
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researchers showed that, by applying the proposed solutions,
the patients’ quality of life has been improved.

Haruka and colleagues [67] proposed a low-cost GPS
tracking system for Alzheimer’s patients that could track
and locate these patients in real-time. The main focus of this
study is one of the uses of health monitoring technology by
caregivers of Alzheimer’s patients. According to reports
released by this research group, some dementia symptoms
are unfortunately often seen by doctors and patients’ families
as signs of aging, so care does not start on time. It is also
reported that the number of Alzheimer’s patients in India
in 2010 was approximately 3.7 million, which is expected to
increase to 6 million by 2040. Therefore, it is necessary to
adopt methods for accurate identification of these patients
in the early stages of the disease.

Haruka and colleagues [68] have introduced a system
using the machine-to-machine (M2M)/IoT platform to help
Alzheimer’s patients who are living alone. For this purpose,
the researchers installed sensors in the patients’ homes that
can detect early signs of behavior change andmental disorder
and dementia. Data from these sensors are also used to ana-
lyze the behaviors of Alzheimer’s patients. Also, a question-

naire was developed and distributed among these patients.
The results of these questionnaires were used as data for their
characteristics. Then, analyzing this data and comparing it
with the data collected by the sensors can determine the pres-
ence or absence of dementia.

Enshaeifar and colleagues [69] developed a localized
product for controlling the activities of Alzheimer’s patients
using real-time image processing that is capable of monitor-
ing patient activities and managing emergencies. The pur-
pose of this product is to help patients to maintain their
independence while reducing the demand for the physical
presence of physicians and health professionals to check their
health status. In this study, a safety assistant was called the
Path Tracking and Fall Detection System (PTFaD) wander-
ing tracking system, a smartphone-based system that can
monitor patients in and out of the home and make alert noti-
fications in emergency time to medical services. To effectively
detect Alzheimer’s patients, PTFaD uses a smartphone cam-
era to take pictures of the patient while s/he is moving. The
photos will be delivered to the cloud computing system along
with the time they were taken and the GPS location informa-
tion. If needed, doctors or carers can use that data to quickly

Pill camera
Implantable
transceiver

Internet of things

Physician

Figure 2: Telecommunications of patient care system using IoT [64].

Communication
protocols

IoT devices Gateway

Intercommunication

mongoDB

MySQL

WebSockets

MQTT
protocol

MQTT

Backend server

S

Figure 3: Proposed system diagram for improving Alzheimer patients.
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find a way to help the patient. The study also suggested a
method for detecting the time when a patient falls; in that
case, a message would be sent to the caregiver or physician,
and if the response was not received within the specified
timeframe from this caregiver or physician, then a message

would be sent to the emergency departments in the city of
the emergency health center of a hospital.

Enshaeifar and colleagues [69] investigated a technical
design called Integrated Health Management Technology
(TIHM). TIHM generates notifications about patients’ health

let server = net.createServer(function (connection) {
console.log('Client connected');
connection.on('data', function (data) {

cdata = data.toString();
parts = cdata.split(";");
imei_number = parts[1];
dbConnecct();
if (!empty(imei_number)) {
if (checkDeviceRegistered(imei_number)) { // Checking the device already registered in DB
// True
//Do something if device already registered
logDeviceConnection(imei_number); // Save the request in the file

} else {
// False
//If device is not registerd this code will execite
registerDevice(imei_number); // Registering/storing device information in System/DB
logNewDevice(imei_number); // Save the new device connection is file
notifySystemAdmin(imei_number); // Notifying sytem admin about device connection

}
connection.write("Device connection establised");

} else {
connection.write("Device did not recognised");

}
});

connection.on('end', function () {
console.log('Client disconnected');

});
});
server.timeout =0;
server.listen(port, function () {
console.log('Server is now listening on ' + port);

});
server.on('error', function (err) { console.log(err);
});
function dbConnecct() {
con.connect(function (err) {

if (err) throw err;
});

}
function checkDeviceRegistered(imei_number) {
con.query("SELECT ∗ FROM devices WHERE imei=" + imei_number, function (err, result, fields) {

if (err) throw err;
if (result) {
return true;

} else
return false;

});
}
function logDeviceConnection() {
}
function registerDevice() { // Registering/storing device information in System/DB
}
function logNewDevice() { // Save the new device connection is file
}

Algorithm 1: The WebSocket connection function
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using the Internet of Things, IoT devices and solutions and
interoperable standards, a set of machine learning algo-
rithms, and data analysis. This information is monitored
continually by a team of physicians at the healthcare center
who make appropriate decisions about how best to care for
Alzheimer’s patients, based on the data collected and the
warnings generated. This research discusses the technical
design of TIHM and explains why the combination of
patient-centered design and human experience should be
an integral part of technology design.

5. Proposed Research Methodology

The IoT instead of existing security challenges and privacy issues
has played a vital role in a different area of daily life, such as
transportation, smart homes, smart agriculture, smart grid sta-
tions, and healthcare systems. In this research paper, the pro-
posed solution is for mentally ill persons. This system as
shown in Figure 3 will help tomonitor activities of these persons,

health conditions, and movements and will be responded as
quickly as possible in case of emergency by concerned hospitals.

In the above system, different types of devices are used like
sensors, smart stickers on cloths of those peoples, smart-
watches, smart cameras, and smartphone apps. As the hetero-
geneous devices are being used so that all have different ways
of communication, some of them are using Message Queuing
Telemetry Transport (MQTT), HyperText Transfer Protocol
(HTTP), orWebSockets for fetching the required information.
All the methods are developed in NodeJS for communication
between these IoT devices. The smartwatches are used for the
fetching of heartbeat blood pressure, temperature level, and
diabetes level information into the proposed system. Based
on the defined thrash hold for each mentioned disease, the
alert will be generated to concerned persons against the
patient’s identification number and name.

The Nginx web server is used as a reverse proxy for the
NodeJS program which communicates locally at the Ubuntu
server for the security and protection of user privacy infor-
mation. This web server is used for the public face domain

<?php
$data = json_decode(file_get_contents("php://input"));
if (isset($data) && !empty($data)){
deviceConnection($data);

}
echo json_encode(array('success' =>1, 'response' => 'Device connection establised'));
function deviceConnection($data)
{
$imei = isset($data['imei']) ? $data['imei'] : “; // Getting the imei number from request
if (!empty($imei)) {

if ($this->checkDeviceRegistered($imei)) { // Checking the device already registered in DB
// True
//Do something if device already registered
$this->logDeviceConnection($imei); // Save the request in the file

} else { // False
//If device is not registerd this code will execite
$this->registerDevice($imei); // Registering/storing device information in System/DB
$this->logNewDevice($imei); // Save the new device connection is file
$this->notifySystemAdmin($imei); // Notifying sytem admin about device connection
}
echo json_encode(array('success' =>1, 'response' => 'Device connection establised'));

} else {
echo json_encode(array('status' =>0, 'response' => 'Device did not recognised'));

}
}
function checkDeviceRegistered($imei)
{
$res = $this->db->from('devices')->where(array('imei' => $imei))->get()->row(); // Checking/Fetching in DB
if (!empty($res))

return false;
else

return true;
}
function registerDevice($imei)
{
$this->db->insert('devices', array('imei' => $imei)); // Adding/Inserting new entery to DB

}

Algorithm 2: HTTP RestAPI for device connection
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also for the management dashboard and showing publically
viewable information. The MySQL database server is used
for storing the information of users for the data analysis
regarding mental issues and disease records for future use.
For real-time data storage, mongoDB has been used and this
server is hosted at a cloud.

5.1. Method for IoT Device Communication Protocols. As the
various devices are in use for tracking and monitoring the
healthcare of Alzheimer patients at the same time, these are
supporting different types of communication protocols. To
fulfill those requirements, the communication method for
devices has been developed in NodeJS for the MQTT,
HTTPS, and WebSockets protocols, as it is depicted in
Algorithm 1.

This method will first look into the communication
method or request type from devices. In that condition, the
communication protocol will be selected from this method,
which can be MQTT, HTTP, or WebSocket protocol for
gathering the information from Alzheimer monitoring IoT
devices that are connected with this network via WiFi or data
network from respective country cellular network company.
As in the above function, we have developed a method for
the WebSocket connection with sensors or with other IoT
devices. This method has been created for database connec-
tion and store required information into it. For the security
of patient’s information and to avoid fake devices, this
method will look into the database also for the registration
of these devices. It is providing the functionality of data anal-
ysis and activities of patients to the system administrators or
concerned authorities for the development of more facilities
for them. The same type of method is also developed for
the MQTT protocol-supported device for communication.

In Algorithm 2, the RestAPI method is developed for the
communication over HTTP-supported devices and smart-
phone apps. This function also creates a database connection
and looks for registered devices and apps. This function
mainly proposes it to provide the service of transportation
to Alzheimer patients as they need it. And it will be used
for the delivery of medical facilities to them at the doorstep,
and they can be registered via this app with simple steps.

These two methods are described here just for the proof of
concept to our improved solution for these patients, and
some information has not been shared here due to the pri-
vacy of users.

6. Results and Discussions

In this paper, the different types of sensors, smartwatches,
actuators, and IoT applications are used for the monitoring
movement of Alzheimer patients. The various types of IoT
devices are used for the health monitoring of these patients
for the accuracy of information regarding their health. Due
to the COVID-19 pandemic, it is very hard to take care of
Alzheimer patients because there is a need for social distance.
The communication between these devices has been made
secure by implementing existing IoT protocols under the
umbrella of WoT. To overcome the unavailability of authen-
tication in WebSocket, it is managed via programming for
each device authentication token that has been stored in the
database at a cloud. This is implemented for the security of
a patient’s privacy and data collected from these IoT devices.
By following, these authors [70] recommended a method
against device forging at the physical layer and security of
data at transit or rest. Due to this system, it will be easy for
the health department of any country to locate these patients
or any other patients with different diseases. The better ser-
vice can be provided via ambulant or doctor advise remotely.
As already mentioned, security or privacy issues in their sur-
vey by authors [4] have been fixed in this research paper.

6.1. Tracking and Management Dashboard. The critical part
of any application or Alzheimer patients is monitoring, as
the activities are monitoring and stored in the database that
can be used for analysis and develop a good treatment solu-
tion for these patients. At the same time, these improved ser-
vices can be utilized for the old people at the doorstep with
the help of IoT. By this, any government body for health ser-
vices or any private company can get information regarding
those patient’s area which is affected by this disease, so that
medical facilities can be provided in that location and more
transportation in that area. The tracking of vehicles and

Figure 4: Live locations of Alzheimer patients.
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locations of these patients is shown in Figure 4. These loca-
tions are dummy currently as per our testing of the developed
application with the help of NodeJS and other tools.

The test of different events has been done on real Alzhei-
mer patients as depicted in Figure 5. These events are related
to the ambulance services to them in an emergency and also
in normal routine for their medical checkup. These events are
processed on the bases of alerts generated by those sensors or
smartwatches. But we have not displayed those events here
due to the privacy protection of patients suffering from this
disease. The resulting ratio of this improved solution is 95%
accurate in the shape of alerts generated by installed sensors,
stickers on cloths, or smartwatches.

The list of alert rules has been designed which can be defined
by the administrator. These rules are based on real issues faced
by Alzheimer patients and categorized on that condition. Few
rules are shown in Figure 6. These are categorized with added
trackers as per respective area and medical service providers.

Another main section of this solution is the status of
devices installed at the client-side. We have tried our best to
get useful information as much as possible for the betterment
of these patients and easiness for them. In this status section,
the device name, IMEI number, charging status, battery sta-
tus, and active or not are as shown in Figure 7.

7. Conclusions

One of the greatest human problems is the development of a
variety of diseases, including Alzheimer’s, in the old age of
people all around the world. In the last decade, for unknown
reasons, the number of people with this disease has been ris-
ing worldwide. Numerous studies have been conducted by
researchers around the world, but the real reasons which
cause the disease are still unknown. On the other hand,
despite the pharmacological and nonpharmacological treat-
ments which are suggested by physicians and researchers to
help these patients, virtually none of those treatments can
completely prevent the disease from progressing. Since car-
ing for these patients is needed at all times (24 hours per
day), it takes a lot of patience for the family and ultimately
is economically costly. On the other hand, the Internet of
Things (IoT) has rapidly received popularity throughout
the world in the last decade. This technology can continu-
ously monitor Alzheimer’s patient’s behaviors at home and
abroad and inform the geographical location and occurrence
of the accident and critical conditions to family members and
healthcare personnel. In this paper, we have proposed a novel
solution for tracking activities and monitoring the health
condition of patients with the help of IoT devices. This

Figure 5: List of events processed.

Figure 6: Alert rules defined.

Figure 7: Status devices at patient’s area.
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devices’ communication has been secured with the recom-
mended standards for the MQTT, WebSocket, and HTTP
for the IoT application. The data has been collected from dif-
ferent types of devices and sensors to get accurate informa-
tion regarding the patient’s health condition. To keep in
view the security and privacy issues of data, it is secured dur-
ing transit and at rest. With this solution, transportation and
medical facilities can be provided to them. The state-of-the-
art administration dashboard has been developed for moni-
toring, device status alert generation rules, and live tracking
of patients and vehicles for them with the help of Google
maps. Our proposed system has a 95% accuracy ratio for
the emergency alerts and condition of patients regarding
their blood pressure, heartbeat, or sugar level. This will help
health departments of any country to provide health facilities
rapidly and perfectly to their patients.
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In this paper, a method for solving grid mismatch or off-grid target is presented for direction of arrival (DOA) estimation problem
using compressive sensing (CS) technique. Location of the sources are at few angles as compare to the entire angle domain, i.e.,
spatially sparse sources, and their location can be estimated using CS methods with ability of achieving super resolution and
estimation with a smaller number of samples. Due to grid mismatch in CS techniques, the source energy is distributed among
the adjacent grids. Therefore, a fitness function is introduced which is based on the difference of the source energy among the
adjacent grids. This function provides the best discretization value for the grid through iterative grid refinement. The
effectiveness of the proposed scheme is verified through extensive simulations for different number of sources.

1. Introduction

The direction of arrival (DOA) has been under investigation
for a long time [1–3], and with the advancement in wireless
communications, it has applications in a variety of fields like
radar, acoustic signal processing, medical imaging, and seis-
mology. The goal of DOA is to estimate the location of the
closely spaced sources in the presence of a noise. It is com-
mon to use antenna arrays with different structure [4, 5],
and there are many algorithms for estimation of the DOA
[6, 7]. The performance of these algorithms depends upon
the number of the samples and signal-to-noise ratio (SNR).
These algorithms can be divided in to three main categories
[8], conventional beamforming, subspace techniques, and
maximum likelihood technique. The most notable algo-
rithms used for DOA are multiple signal classification
(MUSIC) algorithm, estimation of signal parameter via a

rotational variant technique (ESPIRIT), and CAPON. These
algorithms require the sampling to be on the Nyquist rate,
i.e., sampling frequency should be at least twice the highest
frequency present in the signal.

Compressive sensing (CS) has gained a lot of attention
over the years because of its ability to exploit the concept of
sparsity [9, 10]. The CS has applications in the fields like
radars [11], image reconstruction and restoration [12, 13],
blind source separation [14, 15], beamforming, and source
localization [16–18]. A signal can be reconstructed only from
a small number of linear measurements if it is sparse in cer-
tain domain. It means that the information rate of the signal
is much smaller than the suggested signal bandwidth. As
most of the real-time signals are sparse, therefore, the signal
can be reconstructed using a system of equations such that
the smaller number of samples is used. It is important that
it satisfies the restricted isometric property (RIP). A recursive
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weighted minimum norm with focal underdetermined sys-
tem solver (FOCUSS) is used to achieve sparsity in the prob-
lem of source localization [19]. In [20], a hardware has been
developed for spectral estimation using CS framework.

Normally, in the CS, we are required to find a sparse sig-
nal using an overcomplete dictionary. This concept can also
be applied to source localization problem where spatial spar-
sity is exploited; the source is sparse in the spatial domain
means that if it is not present at every angle, hence, the con-
cept of CS can be applied due to the sparsity of source. The
source localization can be done using single or multiple mea-
surements to achieve super resolution. For multiple measure-
ments, the computational complexity increases with the
amount of data growing in a system. Different methods are
present for solving multiple measurement problems.

One of the main issues with the source localization using
CS is to define the resolution of the grid [21]. It is assumed
that the location of the sources falls on the resolution of the
grid defined. However, this is not always possible or practical.
There may be a scenario when the location of the source does
not coincide with the resolution of the grid defined. This cre-
ates a grid mismatch or off-grid targets. There are different
methods available to solve this problem; one of them is iter-
ative grid refinement. In iterative grid refinement, the grid
resolution is changed until the dense grid mitigates the grid
mismatch. One of the main drawbacks of using iterative grid
refinement is that decreasing the grid resolution may not
comply with the RIP condition. The other approach to
resolve grid mismatch problem is off-grid sparse method
[22]. In this process, initial grid resolution is still defined.
The DOA of the sources is not restricted to the grid. A bias
is added to the signal model using first order approximation
of the manifold matrix. The new model may be nonconvex
and difficult to solve. Iterative grid refinement is one of the
most used methods. However, it requires a method to best
select the discretization value for the grid. Therefore, in this
paper, a method based on the distribution of the source
energy due to grid mismatch is presented to calculate the dis-
cretization value for the grid. The main contributions of the
paper are summarized as follows.

(i) A novel framework for solving grid mismatch or off-
grid target is presented for DOA estimation problem
using CS technique

(ii) A fitness function is introduced based on the differ-
ence of source energy between adjacent grids due to
grid mismatch in DOA estimation

(iii) An approach for finding the best discretization value
using the designed objective function is presented
for iterative grid refinement

(iv) The proposed scheme is viably tested for multiple
sources with different energy and spatial resolution-
based scenarios in DOA estimation

The rest of the article is organized as follows. The math-
ematical background for DOA estimation using MUSIC
algorithm is presented in Section 2, while in Section 3, com-
pressive framework for DOA estimation is presented. In Sec-
tion 4, the proposed algorithm is provided, and results along
with necessary discussion are presented in Section 5. The
concluding remarks are given in Section 6.

2. DOA Estimation

In this section, a general model for direction of arrival (DOA)
estimation based on a subspace technique for DOA estima-
tion is presented. Let us consider a uniform linear array
(ULA) as shown in Figure 1 with N number of antenna ele-
ments, and the distance between the antenna element is λ/2,
while there are P number of far field sources at different
angles, θl. Then, the received signal at them

th antenna element
is given as

ym tð Þ = 〠
P

i=1
si tð Þej m−1ð Þkd sin θi , ð1Þ

where si is the amplitude of the signal that is received. k and d
are wave number and distance between the antenna elements.

Then, Equation (1) can be written as

y =As: ð2Þ

In the presence of noise, the received signal is updated as

y =As + n, ð3Þ

where n is the Gaussian noise, A is the steering vector, and y
is the received vector. As mentioned earlier, there are number
of ways to solve Equation (3) like MUSIC and MVDR. If it
satisfies the Nyquist sampling rate, the correlation of the
received matrix is given as

R = E yyH
� �

,

R = E As + nð Þ As + nð ÞH� �
,

ð4Þ

Far field sources 1,2,... P

0 1 n

d

𝜃l 𝜃l 𝜃l 𝜃l

ilililil

N-1

Figure 1: Signal model for uniform linear array.
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which is

R =ARsAH + Rn: ð5Þ

Then, accordingly, the spatial spectrum is given as

p θð Þ = 1
aH θð ÞeneHn a θð Þ , ð6Þ

where en is the eigen vector orthogonal to the steering vector.
The performance of the MUSIC algorithm degrades with the
reduction in the number of the samples and presence of a
noise. In the next section, we will look at the CS approach
to the DOA estimation.

3. Compressive Sensing

The concept and mathematical development of compressive
sensing for DOA estimation are briefly presented in this sec-
tion. In CS framework, a sparse representation of the signal
can be reconstructed only from a small number of samples.
Let us consider a signal s, a discrete signal which is sparse
in certain domain sεℂN×1 and y is the received signal of
dimension M such that yεℂM×1. Then, received signal with-
out noise is given as

y =As: ð7Þ

Here, A is a sensing matrix of dimension AεℂM×N , where
M≪N . We count the number of nonzeros elements in a sig-
nal s, which is given by ksk0 also known as l0—norm. This
leads to a nonlinear programming (NP) hard problem. To
solve NP problem, many approximation methods have been
developed. One of the methods is to use l1 or lp relaxation. If
the unknown signal s is considered sparse, then the optimiza-
tion problem can be mathematically represented as

s =min sk kps:ty =As, ð8Þ

considering p = 0, then the above equation will be an NP
hard problem. While considering p = 1, we can recast it
as an l1—norm problem and solve it using Equation (9).

s =min y −Ask k22 + λ sk kp: ð9Þ

In practical scenario, there is always a noise. Now, if
the received signal is contaminated with a noise n, then,
(7) is rewritten as

y =As + n, ð10Þ

and the optimization problem becomes

min sk k1s:t y −Ask k22 < ε, ð11Þ

where ε is a parameter that specifies how much noise is
allowed. To formulate the problem in the CS framework,
consider Figure 2 [23], where the spacing between the
antenna elements is d which is λ/2. As the goal is to find
the location of the sources, we consider a ULA with nar-
row band signal for K number of sources and M number
of antenna elements. The received signal is given in (1).
As seen in Figure 2, to cast this in the sparse representa-
tion problem, an overcomplete dictionary of array steering
vector A is introduced, where A = ½θ1, θ2,⋯, θN �, N is the
sampling of the grid. The N will be much higher than K .
Therefore, the matrix A is given as

A =

1 1 : : : 1
ejkd sin θ1 ejk sin θ2 : : : ejk sin θN

: : : : : :

: : : : : :

: : : : : :

ej m−1ð Þkd sin θ1 ej m−1ð Þkd sin θ2 : : : ej m−1ð Þkd sin θN

2
666666666664

3
777777777775

:

ð12Þ

One of the main issues with application of CS in the
DOA problem is definition of the grid resolution. The res-
olution depends upon the sampling grid formulation, and
the sampling grid is uniform. If the grid size is defined
very fine, it increases the computational requirements. If
the size of the sampling grid is large, then the resolution
decreases, and close targets cannot be detected.

4. Proposed Methodology

In this section, we propose a methodology for the selection
of discretization value for the grid. Considering Figure 3,
the upper grid represents the resolution of the grid with dis-
cretization value of r = θn+1 − θn, while θL represents the
location of the source.

The first step is to estimate the vector s using the over-
complete dictionary defined for the iteration

si =min y −Ais
�� ��2

2 + λ sk k1: ð13Þ

Z

X

𝜃

N

#M#2#1

1
2

Figure 2: DOA model for CS.
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Due to grid mismatch, the energy of the source is distrib-
uted among the adjacent grids as shown in Figure 4. The dis-
cretized grid resolution is 1° defined, and the location of the
source is 60.4°. The energy of the source distributed among
the adjacent grids is mathematically presented as

Ei = EθK
− EθK+1

�� ��: ð14Þ

SetInitial grid resolution of 1°

Calculate the over complete dictionary
Select fitness function equal zero
Estimate regularization term λ using GCV

While (Fi ≥ Fi+1)
Estimate si according to Equation (13)
Calculate Fi according to Equation (15)
Change grid resolution
Calculate dictionary Ai+1

Estimate si+1
Calculate Fi+1

end while
Output:ri

Algorithm 1: Proposed Algorithm.
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Figure 5: DOA estimation using MUSIC.
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Let i be the iteration index in which the discretization
value is ri. The peaks in the vector s are detected, and the dif-
ference is taken as in Equation (14).

Fi = Ei: ð15Þ

Then, the process is repeated with i + 1th iteration with
finer grid discretized value and with dictionary defined with
new discretization value. The fitness function is calculated as

Fi+1 = Ei+1: ð16Þ

A termination criterion is defined asset as

Fi ≥ Fi+1: ð17Þ

If it satisfies the termination criteria, then the discretiza-
tion value in the ith iteration is the best value for the grid to
discretize at. For the case of multiple sources, Equation (14)
can be generalized for sum of the difference of adjacent peaks
and sum of individual peaks if there is no adjacent peak. As
mentioned, i is the iteration number. In each iteration, the
discretization value is reduced. It is selected by the user. In

our simulations, we have selected a discretization value of 1,
0.5, 0.1, and 0.01. The main steps involved in the proposed
algorithm are given as follows.

The regularization term λ in (13) plays important role for
the accuracy of the solution and must be estimated. It is a
compromise between finding a solution that is sparse as pos-
sible and has lower error as possible. Two methods for esti-
mating the regularization term are L curve and generalized
cross validation (GCV). In GCV, it is more convenient as
compared to L curve where we must find the corner [24]. It
can be computed using the following relations.

GCV λð Þ = Asλ − yk k2
trace I −AA#� �2 ,A# = ATA + λI

� �−1AT , sλ =A#y:

ð18Þ

The GCV estimate is variant of the above equation which
is obtained by applying necessary calculation and results in
GCV function [25]. This technique estimates λ by assuming
that the optimum value of λ should be chosen to minimize
GCV value.

Table 1: Grid mismatch case for two sources.

Amplitude and location Grid resolution 1° Grid resolution 0.5° Grid resolution 0.1°

Amplitude

Source # 1 = 2
A1 0.7830

A1 1.999 A1 1.998
A2 1.3208

Source # 2 = 1
A3 0.4061

A2 0.999 A2 0.998
A4 0.4905

Location

40.5°
θ1 40°

θ1 40.5° θ1 40.5°
θ2 41°

43.5°
θ3 43°

θ2 43.5° θ2 43.5°
θ4 44°

Fitness F1 = 0:6221 F2 = 2:999 F3 = 2:998
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Figure 8: Three sources of grid mismatch case.
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5. Simulation Results

We start our simulations with MUSIC algorithm. In Figure 5,
the results of the two sources based on DOA estimation are
presented that are at an angle of 20° and°. The received signal
SNR is 20 dB, and the number of antenna elements is 10. We
consider the performance of the algorithm for different num-
ber of samples. The number of samples is 50 and 3. It is
observed that as the number of the samples decreases, the
detection performance degrades, and the targets are not
distinguishable.

Next, we consider CS techniques for solving the DOA
problem. Considering a single sample at T = 1, we create an

overcomplete dictionary having a resolution of 1°. The loca-
tion of the targets can be resolved by solving Equation (9)
with the help of linear programming. We use convex optimi-
zation toolbox for solving this problem. For simplicity, we
consider a noiseless case. It is shown in Figure 6 that two tar-
gets with amplitude of 2 and 1 on normal scale at location 20°

and 23° are resolved.
Next, we consider a scenario in which the target locations

are not aligned with the grid resolution. Considering two tar-
gets, one is at 40.5° with amplitude 2, and the other is at 43.5°

with amplitude 1. In Figure 7, it is shown that the four targets
are detected. This creates ambiguity about the location of the
targets and the number of the targets. However, it is observed

Table 2: Grid mismatch case for two sources with finer resolution.

Amplitude and location Grid resolution 1°
Grid resolution

0.5°
Grid resolution

0.1°
Grid resolution

0.01°

Amplitude

Source # 1 = 2
A1 0.9797 A1 0.3381

A1 1.9988 A1 1.9916
A2 1.1367 A2 1.6696

Source # 2 = 1
A3 0.5718 A3 0.5718

A2 0.9987 A2 0.991
A4 0.3312 A4 0.3122

Location

40.4°
θ1 40° θ1 40°

θ1 40.4° θ1 40.4°
θ2 41° θ2 40.5°

43.3°
θ3 43° θ3 43°

θ2 43.3° θ2 43.3°
θ4 44° θ4 43.5°

Fitness F1 = 0:4167 F2 = 1:4934 F3 = 2:9975 F4 = 2:9827

Table 3: Grid mismatch case for four sources.

Amplitude and location Grid resolution 1°
Grid resolution

0.5°
Grid resolution

0.1°
Grid resolution

0.01°

Amplitude

Source # 1 = 2
A1 1.1805 A1 0.3951

A1 1.9998 A1 1.9991
A2 0.8286 A2 1.6061

Source # 2 = 2
A3 1.2950 A3 0.7604

A2 1.9997 A2 1.9977
A4 0.7080 A4 1.2409

Source # 3 = 2
A5 0.7446

A5 1.9054 A3 1.9990 A3 1.9923
A6 1.2663

Source # 4 = 2
A7 0.2037 A6 1.0556

A4 1.9951 A4 1.9631
A8 1.7768 A7 0.9408

Location

30.4°
θ1 30° θ1 30°

θ1 30.4° θ1 30.4°
θ2 31° θ2 30.5°

43.3°
θ3 43° θ3 43°

θ2 43.3° θ2 43.3°
θ4 44° θ4 43.5°

60.5°
θ5 60°

θ5 60.5° θ3 60.5° θ3 60.5°
θ6 61°

80.7°
θ7 80° θ6 80.5°

θ4 80.7° θ4 80.7°
θ8 81° θ7 81°

Fitness F1 = 3.0338 F2 = 3.7118 F 3 = 7.9938 F4 = 7.9523
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that the amplitude of the received signal is distributed in the
adjacent grid. To solve this, the proposed algorithm is used.

The fitness function is calculated for the pair of adjacent
peaks. Then, the grid resolution is changed and again solved
with the new dictionary elements, and the fitness function is
calculated. The new fitness function calculated is compared
with the previous one. If the fitness function increases, the
steps are repeated; otherwise, we conclude that the optimized
value has been reached, and the true location of the targets
have been estimated as shown in Table 1.

Next, we consider a scenario for three and four numbers
of sources in the DOA estimation problem. Initially, the grid
resolution is taken to be 1°. It is assumed that the targets are
not aligned with the grid resolution which again creates
ambiguity about the number of the sources as shown in
Figures 8 and 9. Table 1 shows the iterations for solving the
grid mismatch problem using the proposed algorithm.

Next, we consider a different case, where finer resolution
is required to detect the sources. Two sources are considered

with locations at 40.4° and 43.3° and amplitude of 2 and 1
shown in Table 2. Similarly, four off-grid sources are consid-
ered in Table 3, where we present the results for a scenario of
four sources at locations 30.4°, 43.3°, 60.5°, and 80.7°. The
results show that the location of the sources is accurately esti-
mated using the proposed algorithm.

As shown in the tables with the help of the fitness func-
tion, best discretization value for the grid is calculated. As
mentioned, to address the basis mismatch, off-grid sparse
method is also used. The signal model for the off-grid target
with bias is given in [26, 27]. The minimization problem
can be written as

min
s,δ

y − A + BΔð Þsk k22 + λ sk k, ð19Þ

where B = ½bðθ1Þ,⋯, bðθNÞ� and bðθnkÞ is the derivative of a
ðθkÞ with respect to θnk. Δ = diag ðδÞ = ½δ1,⋯, δN �T . δ is the
difference between the nearest grid point and the direction
of the kth signal.

In Figure 10, we consider two targets located at 30:5° and
60:5°. The regularization parameter for each SNR level is cal-
culated using the GCV method. The mean square error
(MSE) of the DOA estimation of the proposed method is
compared with Cramer Rao lower bound (CRLB) for DOA
estimation and off-grid method with bias. For a greater
SNR-based scenario, the proposed algorithm is reasonable
accurate. Additionally, the proposed approach is simpler
and requires less computations.

In Figure 11, we compare the iterations for grid refine-
ment with MSE. We consider two targets at 30.5° and 60.5°,
where the grid is refined in each iteration. The resolution of
the grid for each iteration is 1°, 0.5°, and 0.1°. It is observed
that the MSE is the lowest for 0.5° grid resolution. Although
the targets are detected for grid resolution of 0.1°, the MSE
increases due to the RIP condition.

In Figure 12, we show the overall process flow structured
diagram of the proposed study.

6. Conclusion

Compressive sensing is an interesting technique for finding
the location of the sources using sensor array. However, the
definition of the grid is a challenge. If the location of the tar-
get coincides with the grid resolution, it is detected, whereas
if not, then the signal power of the source is distributed
among the adjacent grids. This creates ambiguity about the
location of the target. In this paper, we presented an iterative
grid refinement mechanism based on a fitness function. The
fitness function governs the extent of the grid refinement.
When the maximum value of the fitness function is reached,
we conclude further refinement of the grid is not required,
and the ambiguity about the location of the target is removed.
Thus, the best discretization value for the grid is calculated.
In the future work, this technique can be applied for multiple
input multiple output radar system [28].
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Figure 12: Graphical abstract of the proposed study.
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The interaction between cores and memory blocks, in multiprocessor chips and smart systems, has always been a concern as it
affects network latency, memory capacity, and power consumption. A new 2.5-dimensional architecture has been introduced in
which the communication between the processing elements and the memory blocks is provided through a layer called the
interposer. If the core wants to connect to another, it uses the top layer, and if it wants to interact with the memory blocks, it
uses the interposer layer. In a case that coherence traffic at the processing layer increases to the extent that congestion occurs, a
part of this traffic may be transferred to the interposer network under a mechanism called load balancing. When coherence
traffic is moved to the interposer layer, as an alternative way, this may interfere with memory traffic. This paper introduces a
mechanism in which the aforementioned interference may be avoided by defining two different virtual channels and using
multiple links which specifically determines which memory block is going to be accessed. Our method is based on the
destination address to recognize which channel and link should be selected while using the interposer layer. The simulation
results show that the proposed mechanism has improved by 32% and 14% latency compared to the traditional load-balancing
and unbalanced mechanisms, respectively.

1. Introduction

With the silicon interposer-based technology, a new architec-
ture called 2.5D has been introduced in which an increasing
number of memory blocks may be merged throughout mul-
tiprocessor chips [1]. What spotlights this architecture is that
it increases the amount of memory, which is horizontally
located around the processing chip. Unlike the 3D NoC,
which the capacity of memory in a package is banned by
the size of a processor chip [1–4], in 2.5D technology, the size
of the interposer layer determines how much memory blocks
are able to be integrated [1]. Figure 1 shows a 2.5D stacking
technology with four DRAM stacks on the interposer. Plac-
ing on the two horizontal sides, more memory stacks are
integrated through the silicon interposer area. For this rea-
son, higher capacities and higher bandwidth are achievable

compared to 3D technology [5–7]. In this figure, the differ-
ences between 2.5D and 3D technologies have been shown.

In 2.5D architecture, there are two layers: the conven-
tional processing layer, including processing elements,
routers, and links, which is located on top layer, and a newly
emerged layer called interposer placed below it. The connec-
tion between processing cores are regularly established on the
top layer; in the case that a core wants to interact with a
memory block, it may use the interposer layer to send/receive
its packet [8].

In Figure 1(a), it may be seen that memory blocks are
located on the silicon interposer and connected with the
interposer layer through interface nodes. There are also two
disparate types of traffic: the first one is the core-to-core
traffic associated with the interaction between cores and the
second is the core-to-memory traffic, which is responsible
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for transferring packets between memory blocks and cores
[1, 6]. Core-to-core traffic, which is known for coherence
traffic, should be distributed across all the networks in order
to avoid protocol-level deadlock [1]. Each of aforementioned
types of traffic has its own characteristics [1]. Coherence
traffic is established based on peer to peer communication
patterns while core-to-memory traffic generates a many-
to-few traffic pattern [1]. As each of these traffic patterns
is utilized for different purposes, they should be segregated
from each other. Figure 2 shows another view of the 2.5D
network-on-chip that memory blocks are just presented
on the right side of the processing layer.

One of the characteristics of the interposer layer is the
support of different heterogeneous integrations and struc-
tures [9–11].

As it may be seen in Figure 3, disparate components with
different functions may be integrated through the interposer
layer. Internet of Things may be a favorable heterogeneous
utilization in which multifunctional and compact devices
with high performance and low energy consumption are
needed. Figure 4 demonstrates two disparate traffics in two
different paths. In a conventional 2D network-on-chip, a
processing core may send its packet to another processing
core using blue routers; similarly, a processing core may
interact with a memory block through green routers. The
internal structure of a tile, containing an element and a router
alongside cache memories, is also presented in Figure 4.

Considering the upper layer, when the volume of core-to-
core coherence traffic is exceedingly increasing, congestion is
potentially created due to heavy workload while the lower
layer seems to be underutilized [1]. As a result, the perfor-
mance will be weak [8]. When the congestion occurred in

the processing layer, nodes cannot potentially send/receive
their packets easily and there are lots of time to be wasted
as the routers. This will spoil the performance of routing
and switching since some packets are stuck to some routers
and there is no way to go ahead. Latency is the most valuable
parameter which is negatively affected due to this phe-
nomenon. At this time, a mechanism called load balancing
has been proposed to alleviate the congestion and related
problems [8].

What the load-balancing mechanism does is to balance
loads of traffic on the existing network layers and enhance
the utilization of available resources [8]. With regard to the
volume of traffic between memory-core and intercore com-
munication, it seems logical that the number of packets
streamed across the cores is higher than the memory traffic.
This means that the data from one processing node to
another similar one flowed more frequently than the request
of reaching memory blocks [1]. This is the reason why con-
gestion is supposed to be seen in the processing layer while
the interposer layer does hardly face congestion, if not at
all. In order to recognize whether the load-balancing method
should be utilized or not, the volume of the coherence traffic
at the top layer is supposed to size up. Some methods have
been proposed to achieve the congestion information which
may be categorized into two different groups: buffer-aware
and latency-aware. In the former method, according to the
filling capacity of each neighbor router, the information of
congestion may be detected, which is not globally reliable
because of the locality [12]. So, the buffer-aware strategy is
not appropriate in 2.5D NoC. In a study proposed by Chen
et al. [8], known as a dynamic latency-aware load balancing
(DLL), the latency of congestion packets may be properly
recorded. This is mainly because this information is tracked
by the clock in every router until it arrives at the destination
nodes. We use the DLL congestion detection method to rec-
ognize when the load-balancing mechanism should be used
according to the congestion data; this strategy is designed
based on latency-aware architecture.

In the load-balancing method, after detecting congestion
in the upper layer, it is possible to send some packets ran-
domly to the interposer layer so as to move and reach their
destinations. Actually, they use the interposer layer as an
alternative way to escape from the heavy workload they are
confronted with at the top layer. As mentioned earlier, the

Processing layer
DRAM memory blocks

Silicon
interposer

Communication
infrastructure

Figure 2: 3D view of 2.5D network-on-chip.

Stacked DRAM

Silicon interposer Multi-core chip

(a) 2.5D architecture (b) 3D architecture

Figure 1: 2.5D technology vs. 3D technology.

2 Wireless Communications and Mobile Computing



interposer layer is targeted to use for core-to-memory traffic,
so by sending the core-to-core traffic to the lower layer, these
two types of packets are susceptible to interfere. In this paper,
we aim to propose a way in which the load-balancing
mechanism does not result in conflict. This happens due to
the separation of traffics by utilizing virtual channels and
multiple links.

First, we want to explain that the communication
between the different components is managed differently in
our work. Core-to-core communication is different from
core-memory communication. Communication between
core-to-core occurs via routers. The router is provided with
an entry in the form of a kernel message or whatever adjacent
components. The router is partitioned into two layers, i.e.,
the packet layer and the circuit layer. By the type and the size
of the data to be transferred via the routers, the router layer is
used. A packet-switched NoC is used to transfer small
amounts of data and in a synchronized communication,
whereas to transfer data transfers such as multimedia and

big data applications, the circuit-switched router (NoC) is
used, which is flexible and configures all combinatorial cable
connections, resulting in less latency and better energy effi-
ciency. The core-memory communication is done via the
memory pipeline access ports dedicated by a wired connec-
tion. All memory is shared and accessible by pipeline from
all cores within clusters.

The rest of the paper is arranged as follows: Section 2
tends to represent related work. In section 3, we attempt to
assume a target structure and show how our proposed
method may effectively manage and control the load-
balancing mechanism. Experimental results are drawn in
Section 4, and finally, Section 5 presents the conclusion.

1.1. RelatedWork. In order to take advantage of 3D die stack-
ing, several papers have been recently published [13–16].
However, traffic has not been differentiated in many of the
proposed methods [1], which means traffic from any types
may be passed through each of the layers. Xu et al. [17] pro-
posed that long links may be utilized to customize every 3D
layer and this also depletes the hop counts for all traffics. Dis-
parate physical layers have been proposed in [18] in which
virtual channels are used to categorize coherence traffic types
to hinder protocol-level deadlock. Furthermore, 3D NoC
architecture faces some issues, namely, thermal and cooling
troubles, the lack of EDA tools, and many problems related
to the test [19]; for this reason, 2.5D NoC, which is based
on silicon stacking, has recently been popular [5, 20]. That
is, many design tools [1, 6, 7, 21] support 2.5D stacking archi-
tecture and likewise, many use it for further GPU designs [1,
22]. It is worth mentioning that this newly emerged technol-
ogy is already seen in many commercial products [1, 23, 24].
Jerger et al. and Li et al. were the pioneers to conduct research
and investigate the effect of the interposer in 2.5D NoC in
favor of space [1, 8]. Their work first focused on how differ-
ent topologies may affect the load-balancing strategy in 2.5D
interposer-based architecture and then illustrated the desti-
nation latency-aware method as an effective way of detecting
information related to the congestion [1]. In the aforemen-
tioned work, packets are sent through the paths and received
by other paths, and as a result, an unsustainable congestion
detection method was used for network selection [8].
Figure 5 shows an example of an interleaved-based system,
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including four 16-core processing possibilities, an intercon-
nect replica, and a quartet of HBM DRAM stacks located
along the left and right sides of the processors.

For recognizing the area related to the congestion,
another suitable strategy called Dynamic Latency-aware
Load-balancing (DLL) mechanism [8] was proposed. Like
Enright’s work, the DLL method has used the latency-aware
strategy, and it is implemented into different stages: detecting
and collecting congestion data and distributing it towards
source nodes. Apart from topologies evaluated in [1], other
topologies in 2.5D network-on-chip have been proposed
such as [25]. The topology named ClusCross used in [25]
defines any small chip as a cluster and utilizes long links to
easily have access to memory blocks, which boost the bisec-
tion bandwidth and deplete average hop count.

Other works like [26] has addressed some issues which
results in avoiding bottleneck by looking into the new inter-
poser design space of passive and active interposer technolo-
gies, its topologies, and clocking schemes to determine the
cost-optimal interposer architectures. The work in [27] has
proposed a method called EIRs (Equivalent Injection
Routers) which transforms the few-to-many traffic pattern
to many-to-many pattern along with the interposer links.
EIR scheme solves the bottleneck problem as well as enhanc-
ing throughput among manycore processors.

The load-balancing method has been introduced by
Jerger et al. to be used in the 2.5D interposer network-on-
chip, but this is not controlled and managed. In our previous
paper, we have introduced a limited method called CLBM
(Controlled Load-Balancing Mechanism) which controls
the load-balancing method by defining a forbidden area
[28]. Furthermore, in the aforementioned paper, a multicast
ring has been introduced to propagate the latency packet
across the source nodes. Although in our previous work we
have controlled the load-balancing mechanism, it yet does
not separate various types of traffic and just prevents the edge
grids from being the hotspot. In this paper, we try to use the
interposer layer as a second option, when congestion is
detected in the processing layer, through a manageable and
controllable way that ensures there is no conflict and interfer-
ence between coherence and core-memory traffic.

2. Proposed Method

In this section, we introduce our 2.5D target structure and
the conventional load-balancing strategy. Then, the potential
challenges in relation with the load-balancing strategy on

interposer-based NoC are explored and we explain how
using virtual channels may manage and control traffic
interference.

2.1. Target Structure. Our target structure, in this paper, is
based on a 64-core processing unit and 4 stacked memory
blocks integrated on the 2.5D network-on-chip architecture.
Our processing layer is designed by the mesh topology,
containing all the processing cores, while the lower layer
embodies the interposer routers which are responsible for
memory interaction. TSVs (Through Silicon Via) and
μbumps connect these two layers. Because μbumps take a
heavy toll on the network [29], the concentrated mesh has
been proposed to be used for the interposer routers and this
decreases the count of routers. According to the concentrated
mesh, every four processing cores are attached to an inter-
poser router. The memory blocks are placed on the horizon-
tal sides of the interposer layer.

Figure 6 illustrates all the routers in a view. There are
some yellow nodes known as memory interface nodes, which
make a connection between edge interposer routers and the
memory blocks.

As mentioned earlier, we may divide the traffic into two
different categories: the first one is related to the interaction
between processing cores with each other and we know them
as CtC. The other is about the connection between processing
cores and memory blocks known as CtM in this paper.

2.2. Load-Balancing Mechanism. As usual, in the interposer-
based network-on-chip, CtC packets go through the CPU
layer and the interposer layer is utilized for CtM traffic [1].
The volume of CtC traffic sometimes appears to be exceeding
from a specific threshold, whereas a less number of cores
have a request for interacting with memory [1, 8]. In such a
scenario, congestion is going to happen on the processing
network, meaning that the workload of CtC is more than
the CtM traffic. Detecting congestion in the CPU layer is syn-
onymous with the use of the load-balancing mechanism. In

3D DRAM

16-core chip

Silicon interposer

3D DRAM

3D DRAM

3D DRAM

Figure 5: 64-core system composed with DRAM [25].

Memory interface

Routers in upper layer
Routers in lower layer Memory blocks

Figure 6: The view of the processing layer and the interposer layer
topology.
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this method, some CtC-related packets may choose the inter-
poser layer to move and route. When they approach the near-
est node of their destination, they tend to be transferred to
the upper layer again and reach their destination node.
Figure 7 illustrates how the load-balancing mechanism
works. According to this figure, source and destination nodes
want to communicate with each other and both of them as a
part of CtC traffic are located on the processing layer. Con-
ventionally, all CtC packets are supposed to be routed on
the CPU layer in purple links through eight hops. Given the
fact that congestion has occurred in the upper layer, the
source node sends its packet to the interposer router attached
to it. This packet is routed in the interposer layer and after
crossing six hops back to the top layer and reach its destina-
tion. Even though the length of links has increased, the num-
ber of hops has reduced.

We empirically consider 10 cycles as a basic threshold to
recognize congestion for interlayer networks. There are still
other criteria established when traffic is permitted to move
across the second network [30]. The nodes in the interposer
layer have been called grids. In the load-balancing mecha-
nism, the CtC traffic in the upper layer is passed through
the interposer layer and this will interfere with CtM which
is basically associated with the interposer layer. This interfer-
ence not only may disturb the process of having access to
memory blocks for CtM but also may create undesirable
and mixed congestion in the lower layer. This paper is aimed
at segregating these two types of traffic when a load-
balancing mechanism is used.

2.3. Proposed Strategy. This paper is aimed at separating CtC
traffic from CtM ones when both try to use the interposer
layer as a network to reach their destination. Our strategy is
implemented on the routers associated with the interposer
layer so as to recognize how to send each individual packet.
As mentioned earlier, routers in the interposer layers are
known as grids which are numbered as shown in Figure 8.

Every four routers from the processing layer are connected
to one specific router from the lower layer, so the number of
interposer routers is one-quarter of the processing layer.
Figure 9 shows routing mechanism of our proposed method.

We propose that using virtual channels at the interposer
layer may be an effective solution to allocate two different

paths for each type of traffic. In Figure 10, it is clearly
presented.

When a core wants to send a packet from the processing
layer to the interposer layer in the light of the load-balancing
mechanism, in a grid attached to that core, it is decided
which virtual channel should be selected to go through. This
may be possible just by considering the address of destination
which that packet carries. Since we have 64 cores in the upper
layer, if the destination address is more than 63, this is syn-
onymous with the proof that the packet is CtC and should
be transmitted throughout VC1 in the interposer layer.
This channel segregation in the interposer layer in which
two different types of traffic may be differentiated is the
solution to avoid the possible conflict as well as potential
congestion.

An appropriate channel is initially chosen based on arbi-
tration and switching mechanism [29]. As it can be seen in
Figure 9, if we look at a tile in detail, first, according to the
destination grid address, it is decided in arbitration block
which virtual channel should be selected. Then, in switching
part, through input/output ports, the coming packet goes
ahead through the ideal virtual channel which is either VC1
associated to CtC or VC2 connected to CtM. This selection
happens once the packet is sent from the upper layer to the
lower layer.

Figure 11 demonstrates our proposed method with an
example. Considering the CtC traffic, node 21 aims to send
its packet to node 49. In the case of using the load-
balancing mechanism, after detecting congestion in the pro-
cessing layer, this packet should be sent to grid 6 connected
to node 21 in the interposer layer. Once it reaches to grid 6,
according to its destination address which is less than 63, this
packet is associated to the CtC traffic. This means that it is
supposed to go back to the upper layer to node 49, its desti-
nation, after crossing grids 5, 4, 8, and 12, respectively, on
the light blue path.

At the same time, node 26 wants to send its packet to a
memory block located in the west-south corner. Indeed, it
should be gone to node 82 which is an interface node con-
nected to the memory block. As it may be seen, its destination
address is higher than 63 so it comes from a CtM traffic and
uses the interposer layer anyway. The packet belongs to node
26 which goes through grids 5, 4, 8, and 12, respectively, on
the dark blue path. Using VCs in the interposer layer pro-
vides different types of traffics not to meddle with each other.
This will improve the network latency when packets are less
when waiting to reach their destination either through the
processing core or memory block.

After dedicating a specific virtual channel to the CtM traf-
fic, it is proposed that memory-related packets may be sepa-
rated as well according to the memory block numbers they
want to interact with. We propose multiple links in the inter-
poser layer for the virtual channel allocated to the CtM traffic.
For deciding on what link is the best to choose for CtM
packets, we number memory blocks as shown in Figure 12.

The reason for this numbering is related to our proposed
way shown in Figure 13. This is actually a demultiplexing
method. In Table 1, grids connected to memory interface
have been presented alongside the number of memory blocks

Source

DestinationProcessing layer

Interposer layer Mem
ory 

blocks

Figure 7: An illustration of load balancing.
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related to each of them both in a decimal format (Table 1(a))
and a binary format (Table 1(b)). In the binary format, there
is a relationship between grid numbers and memory block
numbers which we numbered accordingly. As it may be seen
in Table 1(b), if we put the first and the last bit of grid numbers
together, this will build the memory block numbers. That is,
when a packet reaches to an interposer router and go along with
its specific virtual channel, it may be decided on a specific link to
go through to a particular memory block. This parallel transfer-
ring enables CtM packets to reach their memory block without
any conflict with other packets either CtC or other CtM ones.

This is implemented by a demultiplexer whose selection
links are the first and the last bits of destination grid address
as shown in Figure 13. For example, consider a CtM-related
packet with the destination grid ID of 11, which is supposed

Memory interface

Routers in upper layer
Routers in lower layer Memory blocksM

12 13 14

8 9 10 11

4 5 6 7

0 1 2 3

15

M

M

M

M

Figure 8: Illustration of grid numbers.

VC state

VC ld1

VC V

Input port P

Crossbar

Output
1–p

Switch allocator

Virtual channel
allocation

Routing computation

Figure 9: Proposed routing mechanism.

VC 1
(CtC)

Interposer routers

Processing routers

VC 2
(CtM)

Figure 10: Using specific virtual channels in order to separate
different types of traffic.
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49

26
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Figure 11: An example of how specific virtual channels may lead to
the traffic segregation.
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to transfer through the interposer layer, anyway, reaches to the
VC2 (allocated to CtM traffic). In this step, the first bit and the
last bit of 11 in the binary format shown in Table 1 determine
which link is the best to move. In this example, it is link 3. The
function of demultiplexer may be implemented in two differ-
ent ways: (1) put a physical demultiplexer beside CtM virtual
channel or (2) manage the function of division by controlling
the time throughout each packet that wants to move to reach
its specific memory block. In this paper, in order to diminish
overhead, we consider the latter strategy.

We describe our proposed method in a pseudocode form
as shown in Figure 14.

3. Experiments

To perform our evaluation, we used a cycle accurate inter-
connection network simulator, BookSim [31]. In order to
simulate our proposed structure, we altered some character-
istics of this simulator like workload trace and the file related
to the network. A broad range of workloads have been uti-
lized so as to size up our strategy and other methods such
as the traditional load-balancing method and a scenario in
which there is no load-balancing strategy. Table 2 contains
the basic parameters related to the simulation.

3.1. Coherence and Memory Traffic Analysis. In order to eval-
uate the influence of different types of traffic, we simulated var-
ious proportions of memory traffic and processing layer ones.

For this, disparate injection rates have been used so as to
yield better results. The results are shown in Figure 15;

We evaluated five various distributions among memory
and processing cores. As it may be seen in Figure 15, when
the percentage of the memory traffic increases, the latency
of the network rises accordingly. There is also an increase

VC 2
(CtM)

Link 0

Link 1

Link 2

Link 3

Destination grid ID

Figure 13: The demultiplexing of memory-related packets.

Table 1: The connection between grids and memory blocks in (a)
decimal and (b) binary format. Figure (b) presents the relationship
between grids’ numbers and related memory block numbers.

(a)

Grid (Connected to Memory
Intereface) Numbers

Related Memory Block
Numbers

0 0

3 1

4 0

7 1

8 2

11 3

12 2

15 3

(b)

Link
Edge Grid

numbers in Bin
Memory block numbers in Bin

Link 0
0 0 0 0 00

0 1 0 0 00

Link 1
0 0 1 1 01

0 1 1 1 01

Link 2
1 0 0 0 10

1 1 0 0 10

Link 3
1 0 1 1 11

1 1 1 1 11

G13 G14

0

2

1

3

G0 G1 G2 G3

G4 G5 G6 G7

G8 G9 G10 G11

G12 G15

Figure 12: Allocating specific numbers to each group of memory
blocks.

Total_Latency = Packets numbers × Latency for
one Packet
If (Total_Latency ≥ Threshold)
{

Phase 1: Packet ejected from upper router =>
connected grid
In connected grid:
1) Arbitration: evaluation of the header flit
including the final destination
If (destination address ≤ 63) then i = 0
else i = 1;
2) Switching: choose the VCi

3) Routing function: XY-based routing
Phase 2: case VC2 with

Link 0 if Grid ID = 0,4;
Link 1 if Grid ID = 3,7;
Link 2 if Grid ID = 8,12;
Link 3 if Grid ID = 11,15;

Figure 14: The pseudocode related to our method.
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in the amount of latency when the rate of injection increases.
The highest overall average latency is associated with the
highest CtM traffic (60%), and the highest injection rate
which is 0.1.

3.2. Performance Comparison. In this paper, we try to simu-
late various percentages of both the coherence traffic and
the memory traffic. Four different states have been consid-
ered as shown in Figure 15: (a) 25% CtM and 75% CtC traffic,
(b) 35% CtM and 65% CtC traffic, (c) 45% CtM and 55% CtC
traffic, and (d) 55% CtM and 45% CtC.

First, the results bring about that the more proportion of
traffic dedicated to memory, the more network latency is
expected.

Second, in a scenario that there is no load-balancing
mechanism, the overall average latency is the highest in four
states. This is rational because coherence traffic is only trans-
mitted on the processing layer and not allowed to use another
alternative layer to move (the interposer layer); likewise, the
lower layer is merely devoted to memory-related traffic. This
is not flexible, and once the coherence traffic exceeds from a
certain threshold, this is susceptible to be a bottleneck due to

the potential congestion. Finally, as the packets injected to
the network tend to increase, either CtM or CtC, the overall
average network latency rises.

According to what was explained above and considering
Figure 15, our proposed method, which uses virtual channels
and multiple links to hinder the interference brought by the
load-balancing mechanism, improves the latency compared
to the unbalancing and conventional load-balancing mecha-
nisms. Figure 16 demonstrates how the aforementioned sce-
narios affect the overall network latency with three different
cases of memory traffic. We also analyzed our proposed strat-
egy on the other types of traffic such as uniform, randperm,
hotspot, and neighbor.

As it can be observed in Figure 17, the hotspot traffic pat-
tern has far more latency in comparison with other types of
traffic. The rationale behind this is that when this traffic pat-
tern is distributed upon the processing layer, some nodes will
be susceptible to face bottleneck. This, therefore, makes these
nodes to be saturated for some instances which affects the
overall latency and culminates in the load-balancing strategy
as well. Primarily, due to the fact that specific virtual channels
provide packets with disparate links as soon as they reach
their connected grid at the interposer layer, they are sup-
posed to go through their unique path which is different from
the paths of other types of traffic use. This is synonymous
with no conflict and no interference although accompanied
by a little overhead. Using virtual channels and multiple links
at the lower layer, the interposer routers face the physical
overhead which may be downplayed by a considerable
latency improvement. Supplementary to this, as virtual chan-
nels are the internal feature of routers, using them are not
even considered an overhead.

3.3. Network Utilization and Efficiency.When using the load-
balancing mechanism in 2.5D-based network-on-chip, the
underutilized resources, namely, routers at the interposer
layer are effectively utilized. Simply put, we have two network
layers: the processing layer and the interposer layer. If con-
gestion occurs at the top layer, most of the upper routers
involve in the process of data stream are exploited, whereas
the interposer routers have little function to do. This, there-
fore, culminates in network utilization in the light of the
load-balancing method. Likewise, our proposed method
enhances efficiency and network utilization at the interposer
layer throughout using the load-balancing mechanism.
Packets sent from the processing layer to the interposer layer
are managed and controlled in our method, which enables
the network not to be overwhelmed with different types of
traffic. We have specified two kinds of virtual channels to
avoid data conflict arising from various traffic flows, which
are CtC and CtM. As well as this, multiple links at the inter-
poser layer facilitate the way of distributing CtM packets to
their particular memory which focuses mainly on the inter-
poser network utilization and its efficiency.

Integrated multicore microprocessor with 2.5D silicon
interposer, memory, and accelerator, which offers the advan-
tages of flexibility of system integration and energy efficiency
in terms of network utilization.
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Each bar represents latencies of different injection rates.

Table 2: Simulation parameters.

Primary factors

Injection rate 0.01, 0.5, and 0.1

Processing die topology Mesh 8 × 8
Interposer topology Mesh 4 × 6

Coherence traffic
Uniform, neighbor, randperm, and

hotspot

The size of packet 5 flits

Memory traffic
percentages

25%, 30%, 40%, and 50%

Percentages of traffics

1: 25% memory traffic, 75% CPU traffic
2: 35% memory traffic, 65% CPU traffic
3: 45% memory traffic, 55% CPU traffic
4: 55% memory traffic, 45% CPU traffic

Virtual channels for the
interposer layer

2 VCs
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4. Conclusions

In order to manage and control interference and conflict
caused by the load-balancing strategy in the interposer-
based network-on-chip, we proposed a method. When
coherence traffic packets are moved from up to down, based
on the load-balancing method, a conflict with CtM traffic is
expected. The virtual channel-based mechanism proposed

in this paper separates the core-to-core traffic from the
core-to-memory traffic in the interposer routers and results
in no collision between CtM and CtC traffic. The CtM-
related virtual channel is also proposed to use multiple links
with the aim of classification of memory blocks in parallel.
Our proposed strategy has improved the overall average net-
work latency by 32% and 14% in comparison with the case
that there are no load-balancing method and conventional
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Figure 17: Overall average network latency for three methods: the lack of load balancing, conventional load balancing, and proposed strategy.
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load-balancing mechanism, respectively. This method has
been used in smart systems efficiently, and in the future, it
will improve real-time applications functionality as well.
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The routing process in vehicular ad hoc networks (VANETs) is a challenging task in urban areas which is due to the high mobility
of vehicles, repetitive defects of the communication path, and the various barriers that may affect the reliability of data transmission
and routing. Accordingly, the connectivity in vehicular communications has received the researchers’ attention, so different
geographic routing protocols have been proposed in this respect. Unmanned aerial vehicles (UAVs) are useful for overcoming
routing constraints. Cloud computing has also been defined as a new infrastructure for VANET which is made up of a
significant number of computing nodes including stable data centers as well as a set of mobile computing devices embedded on
vehicles. The aim of this research is to simulate a VANET in an urban area using cloud computing infrastructure and applying
unmanned aerial vehicles (UAV) so that the negative influence of barriers in packet delivery and routing is avoided. To evaluate,
the proposed method is compared with the basic protocol ClouDiV. Ns-2 simulation results show that the proposed method
outperforms with different densities and variable times in terms of efficiency and performance.

1. Introduction

Vehicular ad hoc network (VANET) is a kind of Ad hoc net-
works that provide the communication among the adjacent
vehicles, as well as the fixed equipment and vehicles that
are usually installed along the roads. The analysis of connec-
tions in these networks is important in a way that in VANET,
due to the high mobility over other ad hoc networks and fre-
quent changes in the network topology, the path break may
occur frequently. The previous researches are more about
the relationship between the vehicles’ connectivity and dis-
tance which have been studied in terms of the speed effect,
vehicle density, different mobility patterns, radio broadcast
range, node rank, connection duration, etc. All of these
analyses are effective in the selection of the next hop in
routing in order to prevent the path breakage [1]. The
routing protocols for VANETs are the main issue of this
technology due to the high dynamic nature of the nodes.

Since the effective and reliable dissemination is a major
challenge in VANET, the geographical routing protocols are
flexible for most ITS applications. The characteristics of urban
traffic environment differentiate it from the highway traffic
area [2]. The weather conditions also have a significant impact
on this traffic environment. In urban spaces, the buildings
have blocked the direct communication between two vehicles
as barriers. This prevents vehicles from exchanging messages
even when they are within the same transmission range. The
ClouDiV protocol has been proposed as a geographic proto-
col for message dissemination in vehicular networks based
on the cloud computing infrastructure which has recently
been implemented in the field of cloud computing to deal
with vehicular network issues [3]. The broken paths in
VANET will be caused due to the loss of connection or
the presence of network gaps and by the use of UAVs or
unmanned aerial vehicles (also referred to as remotely con-
trolled bird objects) in the communication systems can
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detect these paths and share the connection information
among vehicles.

In this paper, the proposed scheme is based on the Clou-
DiV protocol. In the proposed method, by making changes
in the structure of the ClouDiV algorithm, we hope that this
modified protocol accompanied with the UAVs in the sky
improves the routing performance even with the presence of
barriers. The proposed method is evaluated and compared to
detect and trace the broken communication paths in VANETs
based on the ClouDiV protocol. The evaluations are performed
in terms of some criteria such as packet delivery rate, end-to-
end latency, throughput, and the number of lost packets.

The organization of this paper is as follows: In Section 2,
the background and related works are given. In Section 3, the
details of the proposed method are described with the given
goals. Section 4 presents the evaluation of the proposed
method by analyzing the information and giving the sim-
ulation results. Finally, Section 5 gives the conclusion and
future works.

2. Related Works

By introducing VANETs and increasing the capabilities of
VANET, the consumer applications have been enabled, and
the subject of connection analysis has attracted more atten-
tion from research communities [4]–[9]. In the following
sections, while studying the connection analysis in the
VANETs, we are going to discuss the recent works on cloud
computing and UAV performance in communications and
interconnections of these networks.

2.1. Analysis of Connections and Communication in VANET.
Recently, connectivity has attracted the attention of
researchers in vehicular communications, and various rout-
ing protocols have been proposed in this field. To reflect
the high dynamics of the connection due to different patterns
of mobility, the effects of speed [4, 6, 9], vehicle density [4,
10], radio broadcasting range [6, 9, 10], node rank [11], and
connection duration [12] have been studied.

In [13], Wu has modeled the probability of accurately
connecting two nodes with distance L over a linear network
by the Poisson point process. In [14], the authors have stud-
ied the data dissemination approaches for highway scenarios
in vehicular networks using roadside units in order to achieve
a communicative coverage among vehicles that can be
extended at some levels of their connection where this
method is also useful for critical time data dissemination.
In [15], a modeling method has been studied in uplink v2v
communications for highways and rural, urban, and subur-
ban environments [15]. To analyze the interconnection of
wireless vehicular networks, the authors in [16] have exam-
ined the maximum number of hops in a multiple-hop path
from the source to the destination and the minimum trans-
mission power used to ensure the connection of the vehicles
from the physical layer’s viewpoint. The test modeling of the
vehicle-to-vehicle lost path in urban, suburban, and high-
ways at 5.8GHz [17] has been carried out by the definition
of free space, where the results are similar to the previous
values. In [1], Zarei et al. has presented a scheme to analyze

the connection for the dynamic motion of wireless vehicular
networks that accurately calculated the connection distance
for a one-way highway path and proposed a new formula
for the time-dependent probability density function (pdf).
Also, an analysis of the v2v connection for wireless vehicular
networks has been done using mathematical models [18]. In
[19], the authors have presented a combined HRAR route-
aware routing protocol in urban and highway environments
based on a two-level hierarchical routing in terms of road
communications in VANETs. An iCAR-ll infrastructure-
based and connection aware routing protocol has been pro-
posed in [20]. This protocol consists of a number of algo-
rithms to be run by vehicles, and it has been applied to
predict the local network connection and update local servers
with real-time network information in order to build a global
network topology. In [21], the authors have proposed the
Fast MF to extend the Internet access for vehicular nodes
and get access to these nodes from any remote server for
the connected vehicles under information-based architec-
tures. A cluster-based file transfer scheme for Highway
VANETs (CFT) has been presented in [22]. With CFT, when
the requested file cannot be successfully transmitted from the
source to the destination, a cluster is created under a direct
v2v connection and the file is transmitted in several hops.
In these researches, three models have been confirmed to
study the problem of file transfer in VANETs: (1) high mobil-
ity of vehicles, (2) connection time prediction, and (3) v2v
communications. In [23], in order to disseminate the connec-
tion aware information by estimating the ability of node
transmission in nearly connected VANETs (CADDs), first,
the connection specifications are examined theoretically
and then CADD is presented to improve data dissemination.
A connection aware routing protocol of the road network has
been presented for wireless vehicular networks in [24]. The
protocol tries to avoid the clustering phenomenon under
the influence of traffic lights and to select the road section
by disseminating information among more vehicles. Li et al.
[25] have presented multihop transmission latency and con-
nection probability in the analysis of multihop links from the
5G enabled vehicular networks. In [26], the authors have
proposed a reliable IP-based routing in VAENT with net-
work gaps based on road segments and virtual nodes that
can form routing paths without network gaps (the network
gap occurs when the distance between two nonadjacent vehi-
cles is more than the transmission radius).

For vehicular communications in 700MHz and 5.9GHz,
under the LOS and NLOS conditions, a simple dissemination
model suitable for VAENT simulations has been proposed to
evaluate the protocol and system setting in [27], where the
lost path has been detected by narrow channel measurement.
Liu et al. [28] have performed the path-loss modeling for v2v
communications on an uplink path using low-height anten-
nas at downhill and uphill in different scenarios. In [29],
the authors have presented the next hop selection scheme
based on the remaining lifetime of the link for wireless vehic-
ular networks and proposed an algorithm to predict the
remaining link lifetime in VANETs using a Kalman filter
based on the prediction technique. [30] have presented a sta-
ble path and decision-making scheme to send a data packet
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in a highway which allows the prediction of the path’s life-
time and remaining time for data packet transmission and
removes the path’s failure message, since the source vehicle
knows the time when the path would be broken. In this
scheme, the packet delivery rate is reduced by increasing
the network density which is due to this fact that yet no
method has been presented to restore the lost data packets.

All these studies and analyses are effective in selecting the
next hop to prevent the breakage of the communication path.
Also, the strategies of path repair [26], packet broadcast ver-
ification [30], and using guards have been proposed to help
the process of restoring the lost paths when the network
failed [18].

2.2. Cloud Computing in VANET Communication. Recently,
some researches have proposed cloud computing to over-
come the vehicular network problems [3]. Among them, a
new routing scheme, called VehiCloud [31], has been built
to overcome the unreliable v2v communications and it
develops the constrained computing capabilities of vehicular
devices by using cloud computing architecture. This method
has suggested that each vehicle predicts its future successes
by generating point messages which is the description of
vehicle’s trajectory. In [32], the integrated Internet access is
another issue that has been solved by the cloud computing
infrastructure. The vehicular network literature has men-
tioned another vehicular scheme which is based on cloud,
called vehicular cloud model (VC) [33]. It has been defined
as a new mobile cloud computing model. The VC simulation
study shows that the increased network density leads to lower
latency in dissemination. In [34], three main cloud entities are
proposed: vehicular cloud (VC), vehicles using cloud (VuC),
and hybrid cloud (HC). A new approach of using RSU as a
cloud server has been proposed in [35]. To provide safe and
unsafe services in the vehicular applications, the vehicular
cloud (VCR) has been proposed for roadside scenario in [36].

Bitam and Mellouk [3] have presented cloud computing-
based message dissemination protocol for wireless vehicular
networks to ensure reliable connections. ClouDiV has been
considered a geographical protocol which will disseminate
messages through a connection process based on cloud
data centers. To evaluate the performance of this protocol,
an extensive experimental study has been done in terms of
average point to point latency, packet delivery rate, and
normalized overhead, and the obtained results have been
compared with RIVER protocol.

2.3. UAVs on VANET Connections. Recently, extensive
researches have been performed in the field of routing and
tracing the communication path between two vehicles in a
VANET to disseminate data packets; however, most of them
have not considered UAVs to solve the problem of discon-
nection, frequently occurring in urban areas, and only a
number of them have used UAV to overcome the obstacle-
based disconnection in urban areas. The authors in [37] have
proposed a newmechanism inmobile ad hoc networks that is
the usage of UAVs to increase the connection. The major
drawback of this proposed protocol is that UAVs have not
used GPS information and trajectory (path) measurement

during path detection and data transmission. The traffic con-
gestion aware routing based on connection using UAVs for
VANETs (CRUV) [38] is a new routing method for VANETs
that is able to detect the shortest connected path at any time
to effectively send packets to their destinations by combining
the real-time traffic congestion in terms of periodic exchange
of Hello Messages and Dijkstra algorithm in order to deter-
mine the shortest path from the source to the destination.
UVAR (VANET routing protocol by UAV) [39] is a new
routing protocol in collaboration with the unmanned vehi-
cles in sky to give a general view on the connected segments
and improve the routing process. To prevent the previous
limitations, UVAR protocol considers the real distribution
of the vehicles in the selected parts of the road which not only
provides the accurate calculation of the vehicle connection
but also solves the current barriers that manipulate the calcu-
lations. Despite the use of the general rule as in [40] to send
data packets in earth, UVAR has completely abused UAVs,
so that the barriers in the sky would not occur anymore.

Data delivery has been optimized by using this combi-
nation of communications between the vehicles and UAVs
which would help to reduce the loss of packets and deliv-
ery latency.

3. An Effective Way to Detect and Trace the
Broken Paths in VANET Using UAVs

The main goal of this paper is to prevent the negative impact
of barriers in packet delivery and routing in urban areas by
using cloud computing infrastructure and UAVs and to
detect these paths by using ClouDiV protocol in those parts
of the road that the communicative paths are broken and to
share the connection information among vehicles by using
UAVs (unmanned aerial vehicles) as well as to find the bro-
ken paths so that at last the reliable and stable paths can be
created. The ClouDiV protocol performs rebroadcast action
for data dissemination in some cases, such as disconnection
of the communication path that imposes an overhead on
the network. The use of unmanned aerial vehicles for routing
with ClouDiV will cause the disconnected communication
paths to be identified and repaired prior to the data dissemi-
nation, and there is no need for a broadcasting operation, so
the overhead of this protocol will decrease and the through-
put will increase.

In this proposed scheme in some parts and structure of
the ClouDiV protocol will be modified so that this protocol
would have a general view on the connected parts with the
UAVs in the sky and even with the presence of barriers
(buildings, high trees, etc.), the routing would be improved.
In this method, UAVs share the connection information for
all VANET nodes and data centers and help updating the
routing tables of data centers, and they are applied in the
parts of the road where there is a problem of barriers to send
data packets as other VANET nodes. In the proposed
scheme, the packet delivery will be improved by decreasing
the delivery latency and packet loss.

Nodes in VANET make traffic and motion and have high
dynamicity; for this, the connection path between the source
and destination nodes is frequently disconnected. In a
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VANET, the mere existence of a multihop path from
source to destination cannot always ensure that linkage
from source to destination is successful, since the wireless
vehicular challenges are failure prone. To ensure the reli-
able information dissemination in a critical time, the net-
work connection must be guaranteed. Due to the fact that
in VANETs, the mobility with high speed will lead to the
frequent changes in the network topology, these changes
will increase the rate of frequent disconnection and packet
loss during dissemination and furthermore; the packet loss
is inevitable due to the network gaps. Therefore, the detec-
tion of the disconnected path in VANETs could be used to
reduce the rate of packet loss and transmission delay in the
geographical routing.

Due to the variable speed of moving vehicles and vehi-
cle movements that are limited by roads and traffic lights,
the main goals to be considered are maintaining the created
connection, preventing the failure of the link, which hap-
pens frequently and reducing the process of disconnection
and reconnection of the node through a new path to
increase the network performance, reduce packet loss rates,
and improve connectivity as well as reduce the loss of com-
munication path in VANET by detecting the broken com-
munication path in the geographical routing process. Also,
the consideration of the characteristics of the urban traffic
environment is aimed at reducing the negative impact of
urban barriers on routing protocols. Finally, the ultimate

goals for this study include reducing the road accidents
and damages caused by them, improving roads and streets’
safety, and improving the environmental conditions. We
also hope that this project will be used and exploited by
the ministry of roads and urban development and automo-
bile companies accompanied with road transportation
authority.

In order to outline the proposed method, we will first
provide the architecture, and then, along with a review of
the ClouDiV protocol, the changes that made to this protocol
will be explained.

3.1. The Proposed System Architecture. As shown in Figure 1,
this system consists of a set of vehicles, UAVs, roadside units,
and data centers distributed over the network. In this hybrid
communicative system, the IEEE 802.11P MAC protocol has
been confirmed for v2v communications, UAV-to-vehicle
communications, and VANET node communications (vehi-
cle, UAV, and RSU) with data center. Five types of wireless
communications are used in this system:

Communications include vehicle to vehicle (V2V), vehicle
to roadside units (V2R), vehicle to UAV (V2U), unmanned
aerial vehicles to unmanned aerial vehicles (U2U) [39], and
VANET node with data center (Vn2DC). Data centers are
considered the fixed nodes of cloud computing, as cloud
servers, and have wireless communication with VANET
nodes. However, the data center communication is wired.

Wireless
communication

V2V
V2R
V2U
U2U
Va2DC

Figure 1: Vehicle and UAV communication.
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3.2. Overview on ClouDiV Protocol Performance. ClouDiV
[3] is a message dissemination protocol for vehicular net-
works based on cloud computing architecture which is con-
sidered a geographical protocol. ClouDiV has combined a
fixed cloud computing infrastructure (e.g., data centers) and
a flexible cloud structure based on computers embedded on
the vehicles.

In this protocol, it is assumed that the vehicular network
consists of a number of different VANET nodes (e.g., vehicles
and roadside units); also, different cloud servers such as data
centers are placed in the traffic environment. ClouDiV is
considered a hybrid message dissemination protocol where
a proactive approach is applied by each data center in order
to detect new and updated paths of each node. In addition,
a reactive approach is defined to be performed by each vehi-
cle with the aim of finding the nearest data center as an inter-
mediate node. Also, two types of routing tables are proposed:
data center routing table and VANET node routing table.
Each points out to using a particular type of a routing pro-
cess. Beaconing phase with the aim of ensuring the routing
tables’ updating by Beacon packets transmitted periodically.
In path detection phase, to detect a path, two complement
processes are applied: proactive routing and reactive routing.

3.3. The Proposed Method. Some parts of the ClouDiV proto-
col have been modified to reach the given goals (Figure 2).
The data center can send its request to the UAVs at the trans-
fer range to update its routing table in the proactive routing
when the control packet of requesting the path information
(RI-REQ) with the aim of collecting different information
of routing reaches to a node that could not respond to its
requested information; in other words, it cannot find a node
in its neighboring area over the earth. Since in this protocol,
the routing information among VANET nodes can be stored
and updated without cloud computing structure (beaconing
phase); in this method, the VANET node can collect infor-

mation from the neighbor nodes to prevent recording invalid
connections and to cause packet failure by using UAVs. In
other words, if it cannot receive the information from its
neighbor node in a given time period, it can perform this
action by UAVs. Also, in this scheme, in the phase of detect-
ing a path in the reactive routing, the RREQ packet can be
sent to the UAV placed within the given range instead of
broadcasting the route request control packet (RREQ) by
the source node which helps to significantly reduce the rout-
ing overhead.

The routing tables of the proposed method are the
same as the ClouDiV protocol as well as the data center
routing table and VANET node routing table. The Clou-
DiV routing process will be performed in the path detec-
tion phase which will be performed with slight changes
in the proposed method.

3.3.1. Proactive Approach. The proactive routing process in
this approach is performed by each data center in the net-
work with the aim of tracing all paths from this data center
toward each node in the network (known as a future destina-
tion) [3]. If the node does not receive the information from
the neighbor nodes (VANET nodes on the earth) in a given
time interval, a process as beaconing phase (Figure 3) is per-
formed in the broken path detection and broadcasting it by
UAV, and then, each node receiving RI-REQ generates a
RI-REP so that to make communication, it sends its updated
routing information to DC1. After receiving all RI-REPs, DC
updates it routing table and directs the input paths toward
different destinations.

3.3.2. Reactive Approach. The reactive approach is performed
by each vehicle and UAV with the aim of finding the nearest
data center as an intermediate node; each one tries to provide
a new path for the given destination. In the reactive routing
process, a path request packet (RREQ) is generated based

Start

Proactive approachYes

No

Yes

Route discovery phase

Beaconing phase
No

No

Yes

YesNo

Vehicles, DCs,
RSUs, UAVs

Routing tables for
DCs and vanet nodes

(Update
routing
tables)
is DC 

Reactive approach

Node desires
to disseminate
messages to a
destination

Is route in
routing table

Disseminate messages
to destination node

Link is marked
as invalid in a
routing table

Forward RI-REQ
or RREQ to UAV

Figure 2: The proposed method flowchart.
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on the request of the source node V1 to disseminate messages
to a destination node V2 (Figure 4). In the proposed method,
the RREQ is sent to the UAV within the transmission range
by the source node instead of randomly broadcasted by the
source node among the neighbors at that moment. The
UAV node checks its routing table, and if there is a data cen-
ter in its routing table, then it generates a routing response
packet (RREP) and sends it to the source node; otherwise,
the RREQ packet is broadcasted by UAV to the neighbor
nodes within its range randomly. Here, it is assumed that
the vehicles V3 and V4 have received the RREQ packet.
The first data center, like DC1, has been detected by V3. As
the packet has received to DC1, this data center generates a
RREP and sends it to V1 across the opposite direction; there-

fore, the response packet will be sent to the source node along
the same path by the generated node. Similarly, the RREP
packet records the next hop’s node in the routing table of
each visited node so that the sender represents it until it
reaches the source node. As a result, the source node can
begin to disseminate data packets to detect the data center
through the next hop’s node, which has been found by the
reactive routing process. Then, the DC1 data center will send
these data packets to the final destination, the V2 node from
(DC1-DC2-V2) path detected by the last proactive routing
process.

3.3.3. Beaconing Phase. In this step, the active connections
between each VANET node and data center will be updated

Figure 3: Disconnection of vehicles.

Wireless link
Wired link
RREQ

RREP
Data center

Figure 4: The reactive routing process of the proposed scheme.
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by loading and updating different transmission parameters,
such as measured available bandwidth and end-to-end
latency. Also, the routing information among VANET nodes
will also be stored and updated to perform a common routing
(e.g., without the help of the cloud computing structure) in
the absence of data centers [3] (Figure 5).

The main function of beaconing phase is described
below.

(1) Detecting the Broken Paths. During an update, if an inva-
lid connection is marked on a routing table, that is, one node
does not receive information from neighboring nodes
(VANET nodes on Earth) in a given time internal, instead
of broadcasting an unavailable connection by other nodes
using the error package, in the proposed scheme, accord-
ing to the scenario shown in Figure 3, there is less vehic-
ular density and the network is sparse (V3 and V4); and
also, there are high buildings, which break the connection
between V2 and V1, as well as V2 and V3; in such cases
the earth nodes (e.g., V2) will send the path delivery infor-
mation to the UAV node within the given range. The
UAV node first sends the connection information to the
given node in the packet response format according to
its routing table, and then, the UAV will send the path
error packet to the nearest data center (DC) in order to
inform the data center about disconnection, so that finally,
the data center will be able to replace the new paths in
that range by updating its routing table. Therefore, if a
request is sent to the UAV, it indicates a disconnection
that should be solved by replacing the new route.

4. Evaluation

To evaluate the proposed method, its overall structure is pre-
sented to simulate and examine the parameters and related
criteria as follows:

This scheme consists of a cloud computing infrastruc-
ture for the VANET, including a set of fixed computing
nodes such as data centers and flexible computing nodes,

computers embedded on vehicles, and UAVs. In general,
in this method, it is assumed that the vehicular networks
are located in the traffic environment by different VANET
nodes (such as vehicles, roadside units, and UAVs), as well
as different cloud servers (e.g., data centers). To evaluate
this scheme, network simulators such as ns2 and green-
cloud are used on urban scenarios.

To simulate this system and parameter settings, using
a modified ClouDiV protocol, a moving pattern represents
the region of an assumptive 1 ∗ 1 km2 city with several
intersections (Figure 6). In the studied network, two sce-
narios are considered; in both scenarios, there are a num-
ber of nodes moving between 20 and 160 where the
vehicles are moving at speeds of 1 to 50 km/h. Also, a
number of RSUs are distributed uniformly and a data cen-
ter is used in the center of the studied area with a 1000m
transmission range. According to IEEE 802.11p standard,
wireless accessibility in the vehicular space has been pro-
posed for VANETs. Each vehicle has a long Wi-Fi inter-
face of about 250m to communicate with other vehicles
over the same street. However, there cannot be any com-
munication among the vehicles located on different streets
due to the presence of barriers. These scenarios are simu-
lated at variable times of 200 to 1000ms. The traffic flow
in this simulation is CBR (UDP), and only in one of these
two scenarios, a number of UAVs with 1000m communi-
cation range and 40 to 90 km/h rate are considered. The
first scenario is simulated without UAVs and with Clou-
DiV protocol, and the second scenario that is the pro-
posed scheme of this article is simulated with UAVs and
the modified ClouDiV protocol, in which despite the dis-
connection caused by barriers and sparsity in some parts
of the road, in both scenarios, to evaluate the performance
of the proposed scheme, the parameters of the package
delivery rate, end-to-end latency, throughput, and the
number of the lost packets can be compared.

4.1. Evaluation Criteria. Four criteria are considered in the
evaluation process:

Areas without
data center

Figure 5: Updating routing information among VANET nodes.
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Package delivery ratio: in VANETs, packets are usually
sent hop-by-hop or via multiple hops. The delivery ratio of
such network is calculated by

PDR = Number of sent packet
Number of received packet

� �
∗ 100: ð1Þ

Lost packets: packet loss in VANET networks will
occur for various reasons; for example, the sent packets
in the network fail to reach the destination node, or they
will be lost due to a bit error or hardware failures. The
presence of noise in the network can also cause the loss
of packets. The loss of a number of packets in the mobile
ad hoc networks can be caused by the attacks existing in
such networks. This parameter usually is represented by
percentage:

Lost packets = Sent packet − Received packetð Þ
Sent packet : ð2Þ

According to (2), the number of the lost packets can
be obtained in the VANET network.

End-to-end latency: in VANETs, a time interval in which
information packets are transmitted over the network from
the source node to the destination node is called an end-to-
end latency. This latency ends up as long as packets are trans-
mitted from the source node to the destination node
throughout the network. This parameter is represented in
milliseconds.

Throughput: the reason for measuring throughput in
networks is that people often tend to know the maximum
data throughput in a communication link or network
access. The common method for measuring this parameter
is to transfer a large file from one system to another and
calculate the required time to complete file transmission
or copy. Then, the throughput will be achieved by dividing
the file size at that time, in Mbit/s, Kbit/s, or bytes per
second. The following equation calculates the throughput
in a network:

X = C
T
: ð3Þ

In (3), X represents the throughput, C represents the
number of requests completed by the system, and T is
the total time in which the system has been monitored.

4.2. Simulation Result Analysis. In this section, we will study
and compare the data and information obtained from the
proposed scheme and the ClouDiV protocol, which are based
on the cloud computing structure. These data have been
obtained based on the simulation by the NS-2 simulator,
which is the best simulator for ad hoc networks for its flexi-
bility and software efficiency, and it is considered a very pow-
erful simulator for wireless vehicular networks.

At each simulation, one can change a number of param-
eters, such as simulation time, and evaluate the simulation
results. Initially, evaluations are performed under various
vehicle densities, with vehicle densities between 20 and 160
where UAV has also been taken into account as a VANET

Data center

Sp
ar

se

RSU

UAV

Figure 6: District map of the assumptive city.
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node but with three-dimensional coordinates due to its
height. Then, we have performed the tests and evaluations
through simulations at different times, where we have con-
sidered the time intervals between 200 and 1000 millisec-
onds. The simulation results are presented as follows:

(i) Packet delivery ratio: in this section, we compare the
packet delivery ratio under different vehicle densities
and at variable times for the proposed method and
the evaluated ClouDiV protocol. As shown in
Figure 7, the simulation results show that the delivery
ratio in the proposed method is higher than ClouDiV
which is due to the usage of paths with ultraband-
width provided by cloud-based infrastructures.

Also, according to Figure 8, it can be seen that the pro-
posed model has a better performance in terms of a packet
delivery ratio at different times. However, ClouDiV only uses
a broadcasting method to find the route to the destination
node, which will be time-consuming, and the packet delivery
rate will be lower than the proposed method.

(ii) End-to-end latency: Figure 9 shows that the end-to-
end latency of different vehicle densities is lower for
the proposed method compared to the evaluated pro-
tocol. This is due to the use of UAVs in the range,
which has led to the selection of reliable paths. There-
fore, short distances and optimal paths through
which data packets are transmitted to the destination
significantly reduce the end-to-end latency while
ClouDiV adds additional time when buffering the
packet according to the path detection process before
delivering the packet to the destination.

And, according to Figure 10, the end-to-end latency at
variable times for the proposed model is better than the Clou-
DiV protocol. In the proposed scheme, the packets are deliv-
ered more quickly, since UAVs occasionally choose a shorter
distance to deliver the packet to the destination, while in
ClouDiV, it is possible that the requested path cannot be
detected by the source node in the path detection process.

(iii) Throughput: Figures 11 and 12 show that the pro-
posed method has a better performance. We have
obtained the throughput with different number of
nodes at different times. However, the proposed
model represents that at different times and vehicle
densities, the proposed method has a better perfor-
mance in comparison with the ClouDiV protocol.
According to this fact that in the proposed model,
the path detection processes, especially in the Reac-
tive routing process, are carried out through a num-
ber of UAVs, so more requests are completed, which
is better than ClouDiV protocol that needs to pro-
duce routing packets while delivering data packets,
and requests require more time to be completed.

(iv) The number of lost packets: Figure 13 shows that the
number of lost packets is reduced in the proposed
method. Since in the proposed method the packets
have a greater chance of reaching destinations, as
sometimes, the unmanned aerial vehicles (UAVs)
select a shorter distance and a reliable path to deliver
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the packet to the destination, even when the network
is dispersed or there is not any node in the neighbor-
hood of the source, while in ClouDiV, it is possible
that the requested path by the source node has not

yet been found in the path detection process, or the
route to the destination has more hops, so it is more
likely that the packet is lost

However, according to Figure 14, the proposed model has
acceptable results at different times which is due to this fact
that in ClouDiV protocol, when the communication path is
broken at any time for any reason from the source to the des-
tination, it is likely that the data packets are lost, while in the
proposedmethod, by detecting the disconnected paths before
data dissemination, the probability of losing data packets is
reduced significantly and this implication reflects the better
performance of the proposed model.

5. Conclusion and Future Works

In this paper, first, the connections in VANETs have been
presented, and the use of cloud computing and UAVs in
VANET communications has been given to deal with the
problems of the vehicular network. Then, the proposed
method has been proposed by modifying the ClouDiV proto-
col and, in fact, using the cloud computing infrastructure
with utilization unmanned aerial vehicle (UAV) in urban
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areas. The simulation results show that the proposed
method has better performance and efficiency in terms of
improving packet delivery ratio, throughput, end-to-end
latency, and the number of lost packets. However, UAVs
can prevent the generation of additional routing packets,
thus reducing network overhead. Also, in the proposed
method, the UAVs will share connection information for
VANET nodes on the earth and on data centers when
there is no node in their neighborhood or for any reason
they cannot communicate with each other. Therefore, the
unmanned aerial vehicles (UAVs) will be able to be
applied in the detection of broken paths.

The proposed method in this paper can be used to
improve work in future researches on other geographic rout-
ing protocols in VANET networks or to be adapted to other
environments such as highways and rural areas. The pro-
posed method can also be improved on the security issue in
VANET networks so that the broken connections can be bet-
ter detected by examining the most important attacks on
such network during routing.
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Cognitive radio is an intelligent radio network that has advancement over the traditional radio. The difference between the
traditional and cognitive radio is that all the unused frequency spectrum is utilized to the best of available resources in the
cognitive setup unlike the traditional radio. The main role of cognitive radio is spectrum sensing, in which the secondary users
(SUs) opportunistically access the spectrum while avoiding interference to the primary user (PU) channel. Various aspect of the
spectrum sensing problem are studied from cognitive radio perspective. Cooperative spectrum sensing in cognitive radio has a
promising performance compared to the individual sensing. However, the existence of the malicious users (MUs) highly
degrades the performance of the cognitive radio network (CRN) by sending falsified results to the fusion center (FC). In this
paper, we proposed a machine learning algorithm called support vector machine (SVM) to classify normal SUs and MUs in the
network. SVM is used for both classification and regression, but mostly it is used for classification problems. SVM clearly
classify both normal and MUs by drawing hyper plane on the base of maximal margin. The results of the legitimate SUs are
combined at the FC by utilizing Dempster-Shafer (DS) evidence theory. The effectiveness of the proposed scheme is
demonstrated through simulation by comparing with the other existing schemes.
Cognitive radio is an intelligent radio network that has advancement over traditional radio. The difference between the traditional
radio and the cognitive radio is that all the unused frequency spectrum can be utilized to the best of available resources in the
cognitive radio unlike the traditional radio. The core technology of cognitive radio is spectrum sensing, in which secondary
users (SUs) opportunistically access the spectrum while avoiding interference to primary user (PU) channels. Various aspects of
the spectrum sensing have been studied from the perspective of cognitive radio. Cooperative spectrum sensing (CSS) technique
provides a promising performance, compared with individual sensing techniques. However, the existence of malicious users
(MUs) highly degrades the performance of cognitive radio network (CRN) by sending falsified results to a fusion center (FC). In
this paper, we propose a machine learning algorithm based on support vector machine (SVM) to classify legitimate SUs and
MUs in the CRN. The proposed SVM-based algorithm is used for both classification and regression. It clearly classifies
legitimate SUs and MUs by drawing a hyperplane on the base of maximal margin. After successful classification, the sensing
results from the legitimate SUs are combined at the FC by utilizing Dempster-Shafer (DS) evidence theory. The effectiveness of
the proposed SVM-based classification algorithm is demonstrated through simulations, compared with existing schemes.
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1. Introduction

With burgeoning wireless technologies, the demand of
spectrum is increasing consistently, which yields scarcity in
spectrum resource. Previous assumptions on crisis of spec-
trum availability result in misconception. By the federal com-
munication commission (FCC), it has been resolved that
underutilization of licensed spectrum bands in either tempo-
ral or spatial is a principal reason of the spectrum scarcity [1].
To efficiently utilize the spectrum resource, cognitive radio
(CR) with adaptive intelligence is fascinating researchers
and developers to break through a spectrum congestion
bottleneck [2]. CR is an intelligent wireless communication
technology with efficient spectrum utilization, trying to
learn environments and adjust its parameters properly [2].
Licensed primary users (PUs) can transmit at any time with
no restrictions, while secondary users (SUs) in CR networks
(CRNs) obtain the benefit of spectrum access when the PUs
do not use the corresponding spectrum [3].

Spectrum sensing is one of the important parts of CRN.
Such far, various sensing techniques such as cyclo-stationary-
based sensing, waveform-based sensing, and energy detection-
based sensing were proposed and utilized for spectrum sensing
[4]. Among these techniques, the energy detection is the most
efficient technique when no prior information of the PU is
available. Individual sensing at each SU is often inaccurate
due to multipath fading, shadowing, and hidden terminal
problems in wireless environments [5]. These are able to cause
incorrect detections in PU activity, which result in false alarm
and thus reduce the SUs’ opportunities to access the spectrum.
Similarly, any misdetection of the occupied PU channel in
CRN can produce interference to the licensed PUs. To over-
come these issues, cooperative spectrum sensing (CSS) was
proposed. It significantly improves the accuracy of detection
of PU activity and helps to increase the performance of
secondary communication systems [6–8]. The CSS is able to
be implemented in either distributed or centralized manner.
In distributed spectrum sensing, each SU individually senses
the spectrum and decides whether the spectrum is available
or not. In centralized spectrum sensing, a number of SUs form
a network and send their local sensing results (either 0 or 1) to
the fusion center (FC) in order to decide the existence of PUs.
The final decision regarding the existence of PUs is made
based on the information received from all the SUs by using
AND, OR, and majority rules [9].

However, CSS is also vulnerable to security threats. Secu-
rity for CRN is an important part to ensure secure operations
of underlying network infrastructure [10]. Various attacks,
which highly degrade the performance of network, have been
studied in the literature. Two most common attacks in CRN
are primary user emulation attack (PUEA) and spectrum
sensing data falsification (SSDF) attacks [11, 12]. In PUEA,
some outliers try to mimic data transmission of the PU to
disturb sensing operations of SUs. The presence of PUEA
makes the FC decide that the spectrum band under consider-
ation is unavailable, and SUs hold their processes for oppor-
tunistic spectrum access. In SSDF attacks, false information is
sent to the FC that leads an incorrect global decision on the
PU channel activity. In [13], six types of SSDF attacks are

elaborated. In always yes MU (AYMU) attack, the SU always
sends “1” to the FC whatever a local result is determined.
Hence, this attack denies the SU to access the spectrum. On
the contrary, in always no MU (ANMU) attack, the SU
always sends “0” to the FC. Thus, it causes interference to
the PU channel. In always opposite MU (AOMU) attack,
the MU sends the inverse of the local sensing result. It is
the most dangerous attack. In random yes MU (RYMU)
attack, the MU randomly sends “1” to the FC, regardless of
the local sensing results. In random no MU (RNMU) attack,
the MU randomly sends “0” to the FC, regardless of the local
sensing results. In random opposite MU (ROMU), the MU
randomly sends the inverse of the local sensing result to the
FC. To mitigate the effect of these attacks, several different
schemes were proposed [14–16].

Some heuristic approaches in CSS can lead to an optimal
global decision. Among them, a genetic algorithm (GA), a
class of computational algorithm motivated by evolution, is
a good candidate to find the optimal solution by applying
bioinspired approaches to given problems [17, 18]. On the
other hand, a machine learning (ML) technique is another
good candidate by learning surrounding environments. The
heuristic nature of ML technique encourages employing in
CRN as well. Moreover, these techniques can provide
sufficiently good performance in spectrum sensing classifica-
tion [19].

As representative ML-based classification and regression
algorithms, there are k-nearest neighbor, decision tree, naive
Bayes, logistic regression, support vector machine (SVM), k
-means clustering neural networks, and so on [20, 21]. In
general, the SVM-based classifier outperforms the other
techniques in practical problems due to kernel function trick
[22–24]. In the SVM-based classifier, the problems that are
not properly classifiable in a feature space are transformed
to a high-dimensional space where classification is possible
using a linear hyperplane.

In this paper, we employ an SVM-based classifier in order
to classify the spectrum sensing results into legitimate SU and
MU categories. In addition, an energy detection technique is
utilized for sensing environments. Once the sensing is per-
formed, the proposed SVM-based algorithm is employed
on the data set and, it finds the maximal margin between
the legitimate SUs and MUs. After the classification of
legitimate SUs and MUs at the FC, the FC employs the DS
evidence theory to measure the performance of the proposed
SVM-based algorithm. The proposed scheme is verified in
terms of false sensing probability when there exists either
AYMUs, ANMUs, or randomMUs (RMUs) in CSS environ-
ments. The AYMU sends higher energy statistics of the
channel than actual status, and thus, it increases false alarm
probability. The ANMU forwards lower energy statistics
than actual status. Therefore, it results in misdetection and
induces interference to the PUs. The RMUs randomly
behaves in between both classes with probability 1‐p. The
effectiveness of the proposed scheme is evaluated through
simulations in comparison with other existing schemes.

The rest of this paper is organized as follows. In Section 2,
the systemmodel considered through this paper is presented.
In Section 3, the proposed SVM-based algorithm to classify
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legitimate SUs and MUs in CRN is presented. Numerical
results are shown through simulations in Section 4. Finally,
the paper is concluded in Section 5.

2. System Model

In this paper, we consider a CRN with N SUs and M MUs,
where M <N as shown in Figure 1. Initially, all the SUs
including MUs perform spectrum sensing to determine the
status of the PU in the network.

As in Figure 1, the SUs cooperate to sense the activity of
the PU channel and inform the FC on their sensing informa-
tion. The received information from the AYMU gives a
higher energy signal which implies busy status of the PU
channel. Similarly, the ANMU provides a low energy signal
to the FC. The FC makes a global decision on the existence
of the PUs in the network.

Each SU performs local sensing and sends its local result,
either H0 or H1 for the absence or presence of PUs, respec-
tively. The binary hypotheses test at the jth SU is expressed
as follows:

xj tð Þ =
H0 nj tð Þ,
H1 hjs tð Þ + nj tð Þ,

(
ð1Þ

where H0 corresponds to the absence of the PU, H1 corre-
sponds to the presence of the PU, xjðtÞ is the received signal

at the jth SU, njðtÞ is the additive white Gaussian noise

(AWGN), hj is the channel gain between the PU and the jth

SU, and sðtÞ is the signal transmitted by the PU.

Energy detection technique is very popular in CSS due to
its ease of implementation and no requirement of prior infor-
mation for the PU signal [25]. In this paper, we consider the
energy detection for sensing the PU signals in the network.

The received signal test statistics of the PU channel by the
jth SU is given by

Ej ið Þ =
〠

ti+K−1

t=ti
nj tð Þ
�� ��2, H0,

〠
ti+K−1

t=ti
hjs tð Þ + nj tð Þ
�� ��2, H1,

8>>>>><
>>>>>:

ð2Þ

where K is the number of samples in the ith sensing interval.
According to the central limit theorem (CLT), the number of
samples needs to be large enough so that the energy reported
by each SU becomes similar to a Gaussian random variable
under both H0 and H1 as in [25]:

N μ0 = K , σ20 = 2K
� �

,H0,

N μ1 = K γj + 1
� �

, σ21 = 2K γj + 1
� �� �

,H1,

8<
: ð3Þ

where γj is the signal to noise ratio (SNR) between the PU

and the jth SU. Similarly, ðμ0, σ20Þ and ðμ1, σ21Þ are the mean
and variance values of the reported signals under H0 and
H1 hypotheses, respectively.

SU2

SU3

SU4

SUN

MU1

MU2

MUM

SU1

Fusion center

SU: secondary users
MU: malicious users

Figure 1: CSS system model.
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3. Proposed Support Vector Machine-Based MU
Classification Algorithm

ML provides a computational machine with the ability to
learn without being explicitly programmed. ML methods
are very effective when the data set is large, diverse, and fast
changing. These algorithms give deep and predictive analysis
of data, and they are classified into two big groups: supervised
learning (classification and regression) and unsupervised
learning (clustering techniques) [26, 27]. Our objective is to
classify legitimate SUs and MUs among all the SUs available
in the environment. SVM is a highly competitive learning
method which is popular in many fields based on statistical
learning theory [28].

In this paper, we proposed an SVM-based classification
algorithm in CRN to classify legitimate SUs and MUs. The
SVM can be used both for classification and regression prob-
lems. However, it is mostly used for classification [26]. It
works on the basis of a hyperplane, which divides the differ-
ent classes of data well. A hyperplane is a classifier that may
be a dot, a line, or a plane depending upon the data scattered.
The dimension of the hyperplane is less than the dimension
of the data, i.e., if data is three dimensional, the hyperplane
has to be a plane of two dimensions, and if the data is two
dimensional, the hyperplane can be a line as shown in
Figure 2.

The hyperplane is a point for one dimensional data. The
concept of maximal margin decides the optimal hyperplane,
whereas the margin is the distance between two support vec-
tors. The support vectors are the data points nearest to the
hyperplane, and these points are called critical points. If these
points are moved, the position of hyperplane can be altered.
Whenever test data is added, its position is decided as one
of the classes.

As an application of SVM classification in CRN, we
consider an environment in which N legitimate SUs and M
MUs exist.

The notation of the data set is expressed as

D = x j, y j
� �

∣ x j ∈ℝn, y j ∈ −1, 1f g
n on

j=1
, ð4Þ

where x j is the energy vector of N SUs, y j is the class vector,
and class “1” and “-1” represent legitimate SUs and MUs,
respectively.

Once the sensing is done, the sensing results are fed into
the SVM. The main objective of the proposed SVM-based
scheme is to precisely classify legitimate SUs and MUs. First
of all, we trace the support vectors and then draw two
support hyperplanes. The optimal forms that define support
hyperplanes to classify the legitimate SUs and MUs are
given by

w:x + b = δ, ð5Þ

w:x + b = −δ, ð6Þ
where w is the weight vector obtained in training phase, b
is a threshold value, and δ is an arbitrary constant. In the
training phase, the distance between these two hyperplanes
is called margin, and there are no data points in the
margin. The margin can be clearly visualized by the fol-
lowing formula:

Yi w:xi + bð Þ ≤ δ: ð7Þ

The overlap region formed by (7) is the margin. At
last step, we classify the given data by the hyperplane.
The linearly nonseparable patterns are mapped onto a
higher dimensional space such that the classification is
possible using a linear hyperplane.

The overall flow chart of the proposed SVM-based
scheme is shown in Figure 3.

The proposed SVM-based MU classification algorithm
are shown in Algorithm 1. The algorithm consists of three
phases of data generation, sensing, and classification.

Once the classification is done through the proposed
SVM-based algorithm, the FC utilizes the DS evidence theory
to combine the evidence values of H0 and H1 to make a
global decision for the existence of the PU in the network.

In the DS evidence theory, the frame of discernment can
be defined as Fr = fH1,H0,Ωg where Ω is the ignorance
hypothesis, which describes whether hypotheses are true or
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Figure 2: A hyperplane in Rn is an n‐1 dimensional space [29].
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not. After each SUmeasures the basic probability assignment
(BPA), mðH0Þ and mðH1Þ, under hypotheses H0 and H1,
respectively. The BPA measures are defined in the form of
cumulative distribution function as follows [30]:

mj H0ð Þ =
ð+∞
Ej

1ffiffiffiffiffiffi
2π

p
σ0 j

exp −
X j − μ0j

� �2

2σ20j

0
B@

1
CAdx, ð8Þ

mj H1ð Þ =
ðEj

−∞

1ffiffiffiffiffiffi
2π

p
σ1j

exp −
X j − μ1j

� �2

2σ2
1j

0
B@

1
CAdx, ð9Þ

where mjðH1Þ, mjðH0Þ, and mjðΩÞ are the BPA hypotheses

of jth SU, respectively. These values are sent to the FC by

SUs, and the FC makes a global decision on the existence of
the PU by using these measures.

According to the DS evidence theory, the BPA can be
combined based on the following equations [30]:

mj H0ð Þ = 〠
Fr1∩Fr2⋯Frn=H0

Yn
j=1

mj Frj
� �

/ 1 − kð Þ, ð10Þ

mj H1ð Þ = 〠
Fr1∩Fr2⋯Frn=H1

Yn
j=1

mj Frj
� �

/ 1 − kð Þ, ð11Þ

where k =∑Fr1∩Fr2⋯Frn=∅
Qn

j=1mjðFrjÞ, and Frj is an element

of the set fH1,H0,Ωg.

Hyperplane

FC apply DS evidence
theory to declare global

decision

Send legitimate SUs
to FC

Classification of
legitimate SUs &

MUs

Support vector machine (SVM) scheme

H0/H1

Sensing H0/H1

Maximal margin

Data set

MUM

MU1SUNSU2

SU1

Environment

Figure 3: Proposed flowchart.
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Finally, a simple decision strategy is chosen at the FC to
declare the global decision as

f d =
H1 ;

m H1ð Þ
m H0ð Þ > λ,

H0 ;
m H1ð Þ
m H0ð Þ ≤ λ:

8>>><
>>>:

ð12Þ

4. Numerical Results and Evaluation

To evaluate the effectiveness of the proposed SVM-based
scheme, we conduct extensive simulations by using MATLAB

tool. In our simulation, we consider a CRN with M = 10 SUs.
Among the total number of SUs, six SUs are selected as
legitimate SUs, and four are randomly selected as MUs.
According to IEEE 802.22 standards, it is assumed that the
used bandwidth is 6MHz, and the PU activity is 0.5. The
detailed simulation parameters are listed in Table 1.

We perform the simulation in two parts. In the first part,
we simulate the proposed SVM-based scheme when no MUs
exist in the network, AYMUs exist in the network, ANMUs
exist in the network, and RMUs exist in the network. In the
second part, we compare the performance of the proposed
SVM-based scheme with those of the other existing schemes.

First of all, we show the results when only legitimate SUs
exist in the network, ANMUs exist in the network, AYMUs
exist in the network, and when RMUs exist in the network.
In Figures 4–7, the random generation of legitimate SUs
and MUs is shown, and the classification of legitimate SUs
and MUs is clearly presented by employing the proposed
SVM-based scheme. The AYMU is the one which always
feeds the local sensing result as the PU absence. The ANMU
is the one which always feeds it as the PU presence. The RMU
is the most difficult attack to classify, since in this attack, the

Table 1: Simulation parameters.

Parameters Values

Number of SUs 10

Probability of PU 0.5

Number of MUs 4

Number of iterations 100

A. Generation of Data
Initialization of parameters such as number of iteration, number of Sus.
Generate random MUs with Gaussian distribution.
Generate normal SUs.
Generate the indices on which MUs attack.
Generate indices for position of normal SUs.
B. Sensing the data

For n = 1 to Sensing Interval
For i = 1 to N

Energy reported by the jth SUs.
End
For i = 1 to M

Energy reported by the MUs.
End

End sensing interval
C. Support Vector Machine Algorithm

1. Data Processing
i. Combining the data
ii. Input the data
iii. Train the data
iv. Find the number of examples and attributes used in the data.
v. Extract the attribute matrix X and the label vect Y.

2. Support Vector
i. Finding the support vectors (Corner points)
ii. Draw the upper and lower hyperplanes.
iii. Finding the maximal margin by the upper and lower hyperplane.

3. Classification
i. Linear

Finding weights
Y1 = −ðw1:x1 + bÞ/w2

ii. Drawing the hyperplane to classify the data.
D. Plotting

i. Normal data plotting.
ii. Malicious data plotting.
iii. Plotting of hyperplane.

Algorithm 1. Proposed SVM-based MU classfication algorithm.
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MUs sometime behave like AYMU and sometime like
ANMU with probability 1‐p.

Figure 4 shows the normal data generation by legitimate
SUs. The range of sensing energies at the legitimate SUs lies
on the range of 90-108. From Figure 4, it can be observed that
the legitimate SUs send different energies with different
probabilities and different number of iterations. None of
the number of iterations is out of the range of the defined
energy range (i.e., 90-108). Thus, for all the number of itera-
tions, the data of the legitimate SUs are represented.

Figure 5 shows the classification result of the legitimate
SUs and ANMUs by employing the proposed SVM-based
scheme. The SVM works on the concept of hyperplane. A

hyperplane is an n-dimensional line used to classify different
classes of the data by maximummargin. In Figure 5, the legit-
imate SUs are denoted by blue circles, while MUs are denoted
by red circles. The result shows that when the ANMU attack
where MUs always produce lower energies than actual status
exist in the network, it is well-classified by the proposed
SVM-based algorithm.

Figure 6 shows the classification of legitimate SUs and
MU, when AYMUs exist in the networks. The AYMU always
sends higher energies than actual status to the FC, which
results in the existence of the PU in the network. The AYMU
degrades the system performance in terms of the opportunity
of channel access by the SUs. It is shown that the proposed
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Figure 5: Classification of legitimate SUs and MUs, when ANMUs exist.
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SVM-based algorithm efficiently classifies the legitimate SUs
from the MUs in the network.

Figure 7 shows the classification of legitimate SUs and
MUs, when RMUs, who sometimes behave like AYMUs
and sometimes like ANMUs, exist in the networks. The
legitimate SUs are in the range of 90-108 energy level.
The AYMUs have energy level higher than 108, and the
ANMUs have the energy level less than 90. The RMUs
are the most difficult attack to classify, since the SUs
behave randomly with probability 1‐p. Through the pro-

posed SVM scheme, the legitimate SUs and the RMUs
can be efficiently classified.

In this part of the simulation, we compare the perfor-
mance of the proposed SVM-based scheme with the other
existing schemes. Through Figures 8–10, we show the perfor-
mance of the proposed SVM-based scheme when ANMUs,
AYMUs, and RMUs attackers are in the network, compared
to the existing schemes.

Figure 8 shows the region of convergence (ROC) curve of
the proposed SVM-based scheme in comparison with other
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Figure 6: Classification of legitimate SUs and MUs, when AYMUs exist.
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Figure 7: Classification of legitimate SUs and MUs, when RMUs exist.
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existing schemes, when ANMUs exist in the network. It is
shown through simulation results that the proposed SVM-
based scheme efficiently classifies the legitimate SUs and
ANMUs. Once the legitimate SUs and ANMUs classified,
the ROC of the proposed SVM-based scheme is plotted in

comparison with those of the existing schemes. It is observed
that the proposed SVM-based scheme outperforms the other
existing schemes.

Figure 9 shows the ROC curve of the proposed SVM-
based scheme in comparison with other existing schemes,
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Figure 8: ROC curve of proposed scheme with other schemes, when ANMUs exist.
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Figure 9: ROC curve of proposed scheme with other schemes, when AYMUs exist.
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when AYMU exist in the network. It is shown through
simulation that the proposed SVM-based scheme efficiently
classifies the legitimate SUs and AYMUs. The ROC curve
shows that the proposed SVM-based scheme has better
performance than the other existing schemes.

Figure 10 shows the ROC curve of the proposed SVM
scheme in comparison with other schemes, when RMUs exist
in the network. It is shown that proposed SVM-based scheme
efficiently classifies the legitimate SUs and RMUs. The ROC
shows that the proposed SVM-based scheme also outper-
forms the other existing schemes even when RMUs exist.

It is clear that based on the SVM-based classification, the
proposed SVM-based scheme can optimize to classify legiti-
mate SUs from MUs efficiently. The risk of considering the
MUs in CSS is significantly removed with the proposed
SVM-based scheme. Consequently, the proposed SVM-
based scheme is able to identify and classify the MUs and
provide the reliable sensing results in CSS-based CRNs.

5. Conclusions

Recently, machine learning has attracted attentions in spec-
trum sensing. The main reason of the attraction is that it is
a heuristic approach without requiring the prior information
about surrounding environments. Cooperative spectrum
sensing (CSS) improves the performance of cognitive radio
networks (CRNs). However, the performance of CSS severely
degrades by attacks from malicious users (MUs). In this
paper, we proposed a support vector machine- (SVM-) based
algorithm to classify legitimate secondary users (SUs) and
MUs. Once the legitimate SUs and MUs are classified
through the proposed SVM-based algorithm, a fusion center

(FC) combines the diversified sensing reports received from
the legitimate SUs based on the DS evidence theory in order
to make a global decision on the existence of primary users
(PUs) in the network. The numerical results verified the
superiority and the authenticity of the proposed SVM-
based classification of the legitimate SUs and MUs.
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