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Network security situation assessment (NSSA) is an important and effective active defense technology in the field of network
security situation awareness. By analyzing the historical network security situation awareness data, NSSA can evaluate the
network security threat and analyze the network attack stage, thus fully grasping the overall network security situation. With
the rapid development of 5G, cloud computing, and Internet of things, the network environment is increasingly complex,
resulting in diversity and randomness of network threats, which directly determine the accuracy and the universality of NSSA
methods. Meanwhile, the indicator data is characterized by large scale and heterogeneity, which seriously affect the efficiency of
the NSSA methods. In this paper, we design a new NSSA method based on the autoencoder (AE) and parsimonious memory
unit (PMU). In our novel method, we first utilize an AE-based data dimensionality reduction method to process the original
indicator data, thus effectively removing the redundant part of the indicator data. Subsequently, we adopt a PMU deep neural
network to achieve accurate and efficient NSSA. The experimental results demonstrate that the accuracy and efficiency of our

novel method are both greatly improved.

1. Introduction

Network security situation assessment (NSSA) technology is
one of the most effective active defense technologies to eval-
uate the threats of network security, by which the network
administrators not only can comprehensively understand
the security risk situation but also can understand the secu-
rity threats which are faced by the current network and infor-
mation system. Hence, the network administrators can
manage the dynamic network security situation and judge
the development trend of the network security situation [1,
2]. As a result, NSSA attracts increasing attention.
Nowadays, plenty of NSSA methods have been pro-
posed, while there still exist many inherent deficiencies in
the existing methods, resulting in a lot of severe challenges
that need to be solved solidly. Firstly, most of the existing

NSSA methods pay too much attention to subjective judg-
ment and prior knowledge. Meanwhile, they ignore plenty
of other external factors and the time sequence property of
the indicator data. As a result, they are not suitable for the
long-term assessment over the network security situation.
Secondly, the existing NSSA methods are not efficiency
attractive. Specifically, the current indicator data is charac-
terized by large scale, multifeature, heterogeneity, high
dimensionality, and nonlinearity. Hence, the existing NSSA
methods need to pay very expensive computational over-
head to process these indicator data before evaluating the
network security situation. Last but not least, some existing
NSSA methods only consider part of the network security
threats and attacks. However, the current network threats
and attacks are characterized by diversity and randomness,
resulting in very low accuracy in some existing methods.
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Therefore, how to design a novel method to effectively and
accurately achieve NSSA has become one of the most impor-
tant problems in the field of network security.

1.1. Contributions. We study an essential but challenging
problem in this paper, i.e., accurate and efficient NSSA in
large-scale network environment. Then, we design a novel
NSSA method based on the autoencoder (AE) and parsimo-
nious memory unit (PMU), which can efficiently and accu-
rately achieve NSSA. Therefore, the main contributions of
this paper can be described as the following two aspects.

(1) In the current large-scale network environment, the
indicator data is characterized by heterogeneity,
large scale, multifeature, high dimensionality, and
nonlinearity. Therefore, we design an AE-based data
dimensionality reduction method to process the
original indicator data, thus reducing the dimensions
of the indicator data. Subsequently, we can efficiently
extract the situation assessment elements on the pre-
mise of guaranteeing the integrity of the data
features

(2) We adopt PMU to design a novel NSSA method for
the current large-scale network environment, in
which PMU is utilized for feature representation
and time-varying learning of situation assessment
elements. Meanwhile, we offer the theoretical com-
putational complexity comparison. Finally, we
implement our novel method and provide the per-
formance evaluation, which can intuitively demon-
strate the high efficiency and accuracy of our novel
method

1.2. Related Work. NSSA has been extensively studied in
both academia and industry, resulting in a rich body of solu-
tions. Generally speaking, the existing NSSA methods can be
summarized into three categories: mathematical statistics-
based assessment method, knowledge reasoning-based
assessment method [3], and machine learning-based assess-
ment method [4, 5].

Woang et al. [6] designed a hierarchical NSSA method
based on an analytic hierarchy process (AHP), which used
the hierarchical cyber threat situation assessment (CSA)
indicator system constructed by AHP to decide the network
threat weight values. Wang et al. [7] proposed an AHP-
based NSSA and quantification method, which utilized the
AHP and hierarchical situation assessment model to sim-
plify the NSSA problem. Li et al. [8] adopted fuzzy optimal
clustering criteria combined with c-means clustering to pro-
cess the indicator data, thus getting the number of clusters
and the optimal clustering center. Then, they got the final
NSSA results by utilizing AHP to construct an assessment
model. Zhang et al. [9] presented a distributed denial of ser-
vice (DDoS) attack NSSA model based on fuzzy clustering
algorithm fusion features, which can effectively evaluate
the security status of DDoS attack. Although the above
methods can effectively implement NSSA, they not only
need a lot of subjective judgments but also are not conducive
to long-term assessment.
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Yi et al. [10] designed a NSSA method based on fuzzy
theory. Their method used fuzzy theory to weaken the index
factors with low credibility and eliminate the uncertainty,
thus making the assessment results more accurate. Liu
et al. [11] utilized D-S evidence theory to fuse the measured
indexes for obtaining the device threat value. Then, they uti-
lized AHP to calculate the weights for different devices and
finally obtained the network threat situation value by the
weighting method. Codetta-Raiteri et al. [12] designed a
NSSA method based on decision networks (DN), which
can achieve a reasonable tradeoff between computational
complexity and analysis efficiency. To quantitatively assess
the network security risk, Wang et al. [13] designed a NSSA
model based on the Bayesian approach. Fan et al. [14] pre-
sented a security evaluation method based on a software-
defined network (SDN), which used multiple observation
hidden Markov model (HMM) to obtain the security evalu-
ation value of SDN, by quantifying the network state. To
more completely describe the network security situation,
Liao et al. [15] designed a NSSA method based on the
extended HMM. Although the above knowledge reasoning-
based methods can improve the NSSA accuracy, they rely
on too much prior knowledge and have no advantages in
efficiency.

Nowadays, the support vector machine (SVM) [16] and
neural network [17, 18] are also widely used in NSSA. Chen
et al. [19] adopted the SVM and gravitational search algo-
rithm (GSA) to design a NSSA method, which has a better
global optimization function. Qiang et al. [20] utilized an
optimized cuckoo search back propagation neural network
(BPNN) to design a new NSSA method. In their method,
they used a cuckoo search (CS) algorithm based on conju-
gate gradient to optimize the initial parameters of BPNN
and increase the training efficiency of the neural network.
Shi and Chen [21] utilized a dual-SVM model for data learn-
ing and parameter estimation in command information sys-
tem security situation samples, thus evaluating the
command information system security situation. Gao et al.
[22] designed the SVM information system security risk
assessment model, which was optimized by an artificial fish
swarm algorithm (AFSA). In their method, the AFSA was
used to optimize the SVM, resulting in great accuracy and
fast convergence. Han et al. [23] adopted convolutional neu-
ral networks (CNN) to design a quantitative network secu-
rity situation evaluation method for an intelligent robot
cluster under the wireless connection. Yang et al. [24]
adopted a deep autoencoder (DAE) and deep neural net-
works (DNN) to study NSSA. Subsequently, they designed
a new method to improve the network attack identification
accuracy and the NSSA flexibility. Although the above
methods can improve the accuracy, they cannot learn the
correlation of time series. Therefore, they cannot be suitable
for the NSSA over the indicator data which is characterized
by the time sequence.

1.3. Organization. The rest of the structure of this paper is as
follows. In Section 2, we describe the AE and PMU. In Sec-
tion 3, we adopt AE and PMU to propose a novel NSSA
method. Then, we implement the proposed method and
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provide the experiment results in Section 4. Finally, we sim-
ply summarize this paper in Section 5.

2. Preliminaries

2.1. Autoencoder. An autoencoder (AE) [25, 26] is a com-
mon unsupervised learning algorithm, which utilizes the
original input data as a reference for self-supervised learning
to reduce dimension. AE generates information elements
with more obvious features and lower dimensions than the
original data element. AE maps the original data to the
encoding layer to achieve encoding, then maps the encoded
data to the decoding layer for decoding, and takes the final

decoded data as the output data (see Figure 1).

We utilize X=[X,,X,, X, €eR*' and W,=
W, w ... Wg”)]T € R™! to represent the input data
and the weight of the encoder, respectively. At the same

time, we denote by h, = [A{V, h{, ..., hé”)]T € R™! the out-
put of the encoding layer. Then, we could utilize W, =
[W((jl), W;z), . W;")]T € R™! to represent the weight of the
decoder. The output result can be expressed as X' =
[Xi,X;, -'-,XﬂT € R where | represents the data dimen-

sions. Note that the AE requires that the final input result

is almost equal to the output result, that is, X = X'.
The encoding process of the AE can be expressed as fol-
lows:

he = (WX +b%), (1)

where the bias of the encoding part can be represented as
b° and the activation function of the encoding part can be
represented as f°.

The decoding process of the AE decoding layer can be
expressed as follows:

X' = fd(Wdhe + hd>, (2)

where the bias of the decoding part can be represented as b*
and the activation function of the decoding part can be rep-
resented as f°.

The MSE loss function is usually used in AE training,
and it can be expressed as

(o) g (5ex). o

where X represents the input variable, X' represents the out-

put variable, L(X,X") represents the loss function, and k
represents the number of samples.

2.2. Parsimonious Memory Unit. A parsimonious memory
unit (PMU) is a new recurrent neural network, which can
be viewed as an improved version of a gated recurrent unit
(GRU) [27]. PMU is characterized by better managing the
latent relations between short- and long-term dependencies

[28]. Note that there are two gate structures in the GRU
model, i.e,, reset gate and update gate. However, there is only
one gate structure in PMU, i.e., unit gate, as seen in Figure 2.
Specifically, PMU integrates the update gate and the reset
gate of GRU into a new unit gate, resulting in fewer param-
eters in PMU. Moreover, due to the fact that the PMU can
better manage the latent relations between short- and long-
term dependencies, PMU has better convergence and speed
in training.

In Figure 2, we utilize U, to represent the unit gate,
which is used to control the learning of long-term correla-
tion and short-term correlation of the data. When U, is 1,
PMU learns the long-term dependence of the data, while
when U, is 0, PMU learns the short-term dependence of
the data. The learning mode of PMU can be described as
follows.

Firstly, the state of the unit gate is obtained by the eval-
uation state h,_; transmitted from the previous node and the
input x, of the current node:

Uy=0(Wyelh_x,]) (4)

Secondly, the state of the current time memorized on the
current candidate set /1, can be expressed as

h, = tanh (Wje[U, % by, x,]). (5)

Thirdly, in the stage of updating memory, PMU updates
h, through the following formula:

hy=(1-U;)xh_ +h,. (6)
Finally, the output of forward propagation is
¥, = softmax(W eh,). (7)

In the forward propagation process of PMU, we need to
learn the following three parameters: W,, W;, and W,
where

Wu = Wux + Wuh’
Wi = Wiy + Wi (8)
W, =W,

Then, the output y, is the network domain security situ-
ation score value.

3. Method

In this section, we initially describe the system structure.
Then, we introduce our AE-PMU-based NSSA method in
detail.

3.1. System Structure. With the rapid development of mod-
ern network technology, the complexity of the current net-
work environment is continuously increasing. In particular,
with the development of cloud computing [29-31] and
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FiGURE 1: Basic structure of AE.

(1)

FiGURE 2: The construction of PMU.

Internet of things [32, 33], the modern network is character-
ized by new features, such as dynamic virtualized manage-
ment methods and multilevel service models. As a result,
the network threats have the characteristics of diversity
and randomness. Meanwhile, the indicator data is large-
scale and has heterogeneity, resulting in plenty of new prob-
lems in NSSA. Specifically, the large volume of indicator
data seriously affects the efficiency of the assessment
method. Moreover, the diversity and randomness of network
threats directly determine the accuracy and the universality
of the assessment method. To handle the above challenges,
we propose a novel NSSA method (as seen in Figure 3),
which is mainly composed of AE-based data dimensionality
reduction and PMU-based assessment method. Specifically,
we first adopt AE to process the original indicator data to
achieve data dimension reduction. Then, we extract the situ-
ation assessment elements efficiently. By taking AE, our
method can greatly improve the efficiency and reduce the
data loss. Then, we adopt PMU to design an efficient NSSA
method. Compared with other deep neural networks (e.g.,
GRU), PMU is more suitable for managing the latent rela-

tions between short- and long-term dependencies. Mean-
while, our PMU-based assessment method is more efficient
than the GRU-based assessment method.

3.2. AE-PMU-Based NSSA Method. In this part, we provide
the detailed description of our proposed AE-PMU-based
NSSA method. The algorithm pseudocode is shown in
Algorithm 1.

As described in Algorithm 1, M represents the dimen-
sion of data dimensionality reduction, # represents the train-
ing period, and C represents the situation value after the
evaluation of the test set. The main processes are as follows.

(1) Initialize the data dimension reduction dimension M
and the number of training period »n

(2) Use AE to extract the situation assessment elements
from the initialized overall indicator dataset to
achieve data dimensionality reduction

(3) Input the situation assessment elements of the train-
ing set into the PMU-based NSSA training model to
implement the model training

(4) Input the situation assessment elements of the test-
ing set into the PMU-based NSSA model to get the
situation value C

4. Time Complexity Analysis and Experiment

We initially analyze the time complexity in this section.
Then, we implement our AE-PMU-based NSSA method
and provide the experimental results, including the preci-
sion, the efficiency, and the fit between the assessed indicator
value and the real indicator value.

4.1. Time Complexity Analysis. Time complexity is a signifi-
cant index to judge the merits of the algorithm. We will
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FIGURE 3: The system model.

Output: evaluation results.
Initialize the size of M and n.
X «—— AutoEncoder(X — train, M)
Y «— AutoEncoder(Y — test, M)
fori = Otondo
PMU «—— PMU,(X)
end for
C— PMU(Y)
return result «—C

O N QN U W

Input: X-train dataset, Y-test dataset, Real-label, M-dimension, n-number of epoch.

ALGORITHM 1: AE-PMU-based NSSA method.

analyze and compare the forward propagation time com-
plexity of the GRU-based NSSA method and the PMU-
based NSSA method.

We can assume that the dimension of the data input is m
and the number of PMU hidden units is #. Firstly, according
to formula (4), the number of operations for U, can be rep-
resented as T(nx m+ n*+n). Secondly, according to for-
mula (5), the number of operations for calculating the
current state candidate set is T(n x m + 2 x n* + n). Thirdly,
according to formula (6), the number of operations in the
memory update phase is T(n* +2x n). Finally, the total
number of operations of PMU is T(2xnxm+4xn®+4
x n). Overall, the time complexity is O(n?).

Compared with PMU, GRU has one more gate structure,
which has the same number of operations as the U, gate of
PMU. In addition, the memory update phase of the GRU
is different from that of PMU. GRU uses Z, to control
whether the candidate set state is added to the memory
update phase in this state. Therefore, the number of opera-
tions in the memory update phase of the GRU is T(2 x n?
+ n). The operation time of other parts of GRU is the same
as that of PMU. Therefore, the total number of GRU opera-
tions is T(3 X nx m + 6 x n* + 4 x n). In summary, the time
complexity is O(n?).

As shown in Table 1, in general, although the time com-
plexity of PMU is the same as that of the GRU, the total

number of operations in PMU is much less than that in
GRU. Therefore, the PMU-based NSSA is much more
efficient.

4.2. Experimental Settings

4.2.1. Experimental Environment and Dataset. In our simu-
lation experiment, the public dataset UNSW-NB15 is uti-
lized as the experimental dataset [34, 35]. In UNSW-NBI15,
there are 9 different modern attacks. Meanwhile, every data
record contains 43 elements and a corresponding label.
UNSW-NBI15 is divided into 4 different Comma-Separated
Values (CSV) files, which contain a total of 2540044 data
records. Moreover, there are 300000 abnormal traffic data
records, as shown in Table 2.

As shown in Table 2, the dataset covers 9 different attack
categories; the detailed categories are as follows:

(1) Analysis: an intrusion method that penetrates web
applications through email, web scripts, ports, etc.

(2) Backdoors: an intrusion method that bypasses the
system security mechanism through technical secrets
to evaluate the computer or its data

(3) DoS: a method of deliberately attacking the imple-
mentation defects of the network protocol or directly
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TaBLE 1: PMU and GRU time complexity. TaBLE 3: Confusion matrix.
Total number of operations Time complexity Positive Negative
PMU T(2xnxm+4xn’+4xn) o(n?) True TP FP
GRU T(3xnxm+6xn*+4xn) o(n?) False FN TN
T 5 UNWS-NBL5 dataset data t 4.2.2. Experimental Criteria. In this experiment, Accuracy,
ABLE 2: ; alaset data type. Precision, Recall, and F1_score are used to evaluate the effec-
Type Quantity tiveness of our NSSA method and some of these concepts are
defined as follows.
Normal 2218761 i o,
Analvei True positive (TP): TP means that the positive samples
nalysts 2677 are evaluated as positive samples
Backdoors 2329 False positive (FP): FP means that the negative samples
DoS§ 16353 are evaluated as positive samples
Exploits 44525 True negative (TN): TN means that the negative samples
Fuzzers 24246 are evaluated as negative samples
Generic 215481 False negative (FN): FN means that the positive samples
. are evaluated as negative samples
R 13987 . .
S;Cﬁnnjwsance 1511 We use a confusion matrix to represent TP, FP, TN, and
ericode FN, as shown in Table 3.
Worms 174

using brute force to exhaust the resources of the
attacked object, so as to achieve an attack that makes
the target network unable to use services or resources

(4) Exploits: a type of attack that exploits the attacker’s
knowledge of security vulnerabilities in the operating
system or software

(5) Fuzzers: an attack type in which an attacker provides
a large number of random numbers to the program
or the network to make it down

(6) Generic: use hash functions for conflicts regardless
of password configuration

(7) Reconnaissance: attacks used to collect computer
information, also called probes

(8) Shellcode: the attacker uses shell commands and a
small amount of code to control the attack mode of
the attacked host

(9) Worms: worm attack, a virus attack that can repli-
cate itself to the control host without any operation

For the convenience of experiment, we make statistics
every ten minutes according to the time stamp in all the
extracted dataset. A total of 144 sample data composed
of the situation value is generated; among them, 100 are
intercepted as the training set and 44 as the testing set.
In addition, the network security situation value is 0-10.
In the process of establishing the situation risk level, we
will denote the situation value of 0-2 as safe, the situation
value of 3-4 as low risk, and the situation value of 5-6 as
medium risk. The situation value of 7-8 indicates a high
risk, and the situation value of 9-10 indicates an
emergency.

Then, the Accuracy, Precision, Recall, and F1_score are
defined as follows:

Accuracy = TN+ TP ,
TP+ TN+ FP + FN
TP
FP + TP’
TP
FN + TP’
Precision X Recall

Precision =
Recall =

F1

score Precision + Recall -

Accuracy represents the proportion of the number of
correctly identified samples in the total sample. Precision
represents the proportion of actual positive samples among
the number of positive samples identified. Recall represents
the percentage of positive examples in the sample that are
predicted to be correct. However, it is unreasonable to eval-
uate the performance of the model only from Precision or
Recall. To make the evaluation be more convincing, except
for Precision and Recall, it is generally necessary to use F1_
score as the model evaluation standard.

4.3. Evaluation Experimental Result. In this part, we evaluate
the proposed AE-PMU-based assessment method, the
PMU-based assessment method, the GRU-based assessment
method, and BPNN-based assessment method from the
points of effectiveness, fitting degree, and efficiency.

4.3.1. Effectiveness Evaluation. We compare the effectiveness
of our AE-PMU-based assessment method, PMU-based
assessment method, GRU-based assessment method, and
BPNN-based assessment method, as shown in Figure 4.
Figure 4 measures the effectiveness of four different
assessment methods from the Accuracy rate, Precision rate,
Recall rate, and Fl_score. Among them, the AE-PMU-
based assessment method has the best performance. This is
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FIGURE 4: Comparison of evaluation effectiveness of different algorithms.
because BPNN-based assessment method does not consider 7 1 !
the time sequence of the indicator data; thus, it could not i |
evaluate the indicator data better. Although the GRU- ¢ |
based assessment method can consider the timing of the 5 | f}
indicator data, compared with the PMU-based assessment 2 h
method, GRU cannot effectively manage gates based on the S 4 !%
latent relation between short- and long-term dependencies, g ’%
so its effectiveness is inferior to that of the PMU-based g 3 g
assessment method. Because the data after AE dimensional- @ 5 | i -
ity reduction removes the redundant part, the effectiveness {1
of the AE-PMU-based assessment method is better than that 1 0
of the PMU-based assessment method. This shows that the
AE-based dimensionality reduction data fully retains the 04 © = e
effectiveness of the indicator data, and the effectiveness of 0 10 20 30 40
the PMU-based assessment method is better than that of Sample number
the GRU-based assessment method. —— Real ---- GRU
---- AE+PMU BPNN
---- PMU

4.3.2. Goodness of Fit. We utilize a polyline graph to intui-
tively show the comparison of the fit between the assessment
value and the real value, as shown in Figure 5.

From Figure 5, we can see that when the sample num-
bers are 3, 13, 31, and 33, the network situation value fluctu-
ates significantly, indicating that the network threats are
relatively strong at these moments. In the third sample, a
warning of “medium-risk” level appeared, indicating that
the network is being threatened by a higher level attack,
and security defense countermeasures should be taken. The
“high-risk” level warnings appeared in the samples no. 13
and no. 31, indicating that the network suffers from
extremely great security threats, and timely protection or
rescue is required. According to the two fitting curves of
the real value and the assessment value, it can be seen that
the situation assessment result obtained by the proposed
method basically fits the real security situation. Except for
sample no. 31, which misjudged “high risk” as “safety,” all
other samples were correctly judged, which can more accu-
rately fit the real security situation of the current network.

FiGure 5: The fitted polyline of the assessment value and the real
value.

Among other methods, the PMU-based assessment method
makes a mistake once, the GRU-based assessment method
makes a mistake twice, and the BPNN-based assessment
method makes a mistake three times.

Our analysis of the reasons is consistent with the above
“effectiveness evaluation” reasons. According to the above
experimental results, it can be shown that the AE-PMU-
based NSSA method can adapt to the NSSA under the mod-
ern network environment and can more accurately fit the
real network security situation changes.

4.3.3. Performance Evaluation. Among the above four
methods, although the network structure of BPNN is simple,
it is rarely used in practical applications because it cannot
fully characterize the data characteristics by using the time
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FiGure 6: Efficiency comparison of different methods.

sequence of the data. Therefore, here we only compare the
performance (assessment time) of NSSA methods based on
PMU, GRU, and AE+PMU, as seen in Figure 6.

We can see from Figure 6 that the running time of the
AE-PMU-based assessment method is the smallest, the run-
ning time of the PMU-based assessment method is the sec-
ond, and the running time of the GRU-based assessment
method is the longest. This is because the GRU has two gate
structures. The reset gate helps the GRU decide which past
information needs to be forgotten, and the update gate helps
the GRU decide which past information needs to be passed
to the future. However, PMU uses a gate to complete the cal-
culation tasks of the GRU update gate and reset gate, thus
reducing the amount of calculation. Meanwhile, AE reduces
the dimension of the original indicator data. Hence, the
computational efficiency of the AE-PMU-based assessment
method is the best.

5. Conclusions

In large-scale network environment, the diversity of network
threats and the high dimensionality of indicator data make
the NSSA become more difficult. In this paper, we studied
the NSSA in large-scale network environment and then pro-
posed a novel NSSA method based on AE and PMU. Specif-
ically, we first used AE for data dimensionality reduction to
remove the redundant data. Then, we utilized PMU to
achieve NSSA. By taking the advantage of PMU, the pro-
posed method can effectively improve the performance of
the model. Finally, we implemented the proposed method
and provided the performance evaluation. The experimental
results can show that compared with the existing methods,
our method had significant advantages in efficiency, accu-
racy, and fit degree.

Data Availability

The dataset UNSW-NBI15 can be got by sending e-mail to
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research.unsw.edu.au/projects/unsw-nb15-dataset.
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The Internet of Things (IoT) contains a large amount of data, which attracts various types of network attacks that lead to
privacy leaks. With the upgrading of network attacks and the increase in network security data, traditional machine
learning methods are no longer suitable for network threat detection. At the same time, data analysis techniques and deep
learning algorithms have developed rapidly and have been successfully applied to a variety of tasks for privacy protection.
Convolutional neural networks (CNNs) are typical deep learning models that can learn and reconstruct features accurately
and efficiently. Therefore, in this paper, we propose a group CNN models that is based on feature correlations to learn
features and reconstruct security data. First, feature correlation coefficients are computed to measure the relationships
among the features. Then, we sort the correlation coefficients in descending order and group the data by columns. Second,
a 1D group CNN model with multiple 1D convolution kernels and 1D pooling filters is built to address the grouped data
for feature learning and reconstruction. Third, the reconstructed features are input to shadow machine learning models for
network threat prediction. The experimental results show that features reconstructed by the group CNN can reduce the
dimensions and achieve the best performance compared to the other present dimension reduction algorithms. At the same
time, the group CNN can decrease the floating point of operations (FLOP), parameters, and running time compared to
the basic 1D CNN.

1. Introduction

Application scenarios for the IoT are becoming increasingly
mature, which brings people to a new digital lifestyle by con-
necting everything [1]. However, as the IoT scope and scale
continue to expand, the threat of network intrusion has
become more serious than ever before [2, 3]. Malicious soft-
ware, DDoS attacks, vulnerability attacks, and other attacks
always occur in the IoT cyberspace, which inevitably leads
to privacy leaks [4-6]. These attacks harm not only physical
terminal equipment but also people’s lives and property [7].

In the IoT, there are three major security and privacy chal-
lenges: terminal authentication, network attack prevention,
and personal data protection [8, 9]. In terms of privacy chal-
lenges, blockchain-enabled technology using encryption
algorithm will not cause privacy data leakage [10-12]. In
terms of network attack prevention, network threat detection
technology is required to find network intrusions and meet
the demand of IoT assurance. In this situation, intrusion
detection [13], malicious code detection [14], malware detec-
tion [15], malicious URL detection [16], and vulnerability
mining [17] based on machine learning algorithms are
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considered to be effective network threat behavior detection
measures. With the upgrading of attacks and the increase in
network security data, traditional machine learning methods
are no longer suitable. At the same time, data analysis tech-
niques and deep learning algorithms have developed rapidly
and have been successfully applied to natural language pro-
cessing, image recognition, and video detection [18, 19]. In
the field of network security, many research studies have used
deep learning technology to detect network threats and have
garnered many achievements [13, 20].

Big data analysis techniques include oversampling imbal-
anced datasets, dimension reduction of high-dimensional
data, and correlation analysis between features [21]. Correla-
tion analysis studies the correlation coefficients among two
or more random variables [22]. In probability theory, the cor-
relation coefficient can reflect that there is a close relationship
between variables. The range of the correlation coefficient is |
-1, 1]. The closer the absolute value of the correlation coeffi-
cient is to 1, the closer the linear relationship between the
two variables is. In contrast, the closer the absolute value of
the correlation coeficient approaches to 0, the weaker the lin-
ear relationship between the two variables will be. Therefore,
we use a correlation coefficient matrix to measure the relation-
ships among the column vectors in the data matrix.

Machine learning algorithms are divided into shallow
learning and deep learning [13, 22, 23]. Shallow learning is
treated as a traditional machine learning technique that
achieves desirable effects to address a small amount of data.
Shallow learning algorithms, including support vector
machines (SVMs), random forests (RFs), decision trees
(DTs), and K-means algorithms, have been employed to dis-
tinguish abnormal data from network activities [13, 20].
Comparing rule-based intrusion detection systems (IDSs),
shallow learning methods do not rely on the domain knowl-
edge and can extend their generalization ability to detect the
attack variants and unknown attacks. However, shallow
learning is no longer suitable to address the complexity of
the dataset and the diversity of the features [13]. In this situ-
ation, it emerges that deep learning is required.

Deep learning, also known as deep neural networks
(DNN:s), is designed from hierarchical structures composed
of multiple neural layers [24]. Deep learning can extract
and learn information to generate the reconstruction features
from the input raw data through layer-by-layer neural pro-
cessing. Benefitting from their feature reconstruction charac-
teristics, deep learning algorithms, including CNNs,
recurrent neural network (RNNs), and generative adversarial
networks (GANSs) [25-31] have been widely used not only for
visual recognition and language understanding but also for
network threat detection. Studies in [32] show that deep
learning algorithm-based methods can achieve better perfor-
mance when working on reconstructed features.

CNN, as one of the typical DNN models, was first pro-
posed to solve the problem of 2D image recognition. 2D
CNNs have been successfully used to learn and reconstruct
features from raw data and have developed into the domi-
nant approach for accomplishing recognition and detection
tasks of image and speech analysis [33]. Due to the good
characteristics of CNN learning, 1D CNN has been proposed
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to address 1D signals based on 2D CNN and has achieved
superior performance with high efficiency [34, 35]. To adapt
to the data characteristics of 1D signals, comparing 2D
CNNes, the hierarchical architecture of 1D CNNs is simplified
[36]. For example, in the structure of 1D CNN, the data of the
convolution kernels and pooling filters are 1D. In the struc-
ture of 2D CNN, the data of the convolution kernels and
pooling filters are 2D. Therefore, in the structure and run-
ning process, 1D CNN is simpler than 2D CNN [34]. There-
fore, we build a 1D CNN for analyzing network security data.

However, with the deepening of the network layers, the
number of parameters increases exponentially [37]. For exam-
ple, in a traditional basic 2D CNN, if the size of the input image
feature is C * H * W, the number of convolution kernels is N,
the size of each convolution kernel is K * K, and the size of
the feature map is M s M. The total number of parameters in
all convolution layers is C#* N (K% K+1)* (M * M).
Obviously, the number of parameters is large. To reduce the
number of parameters and improve the efficiency of the
CNN, a group CNN is proposed to group the convolution ker-
nels separately [38]. Suppose that the convolution kernels are
divided into T groups, the number of convolution kernels in
each group is N/T, the size of each convolution kernel is K’

+ K', and the size of the feature map is M’ * M'. The total
number of parameters in the convolution layers is C % (N/T)
# (K'+K'+1) % (M' + M"). When grouping, the sizes of
the convolution kernel and the feature maps are considered to
be smaller, and the total number of parameters of all of the con-
volution layers is reduced. At the same time, the performance of
the algorithm is improved. Therefore, we use a group CNN to
address the big network data.

When analyzing the security data for network threat
detection, we determined that each threat behavior had 1D
characteristics, which makes the threats similar to 1D signals.
Additionally, the group CNN can improve the efficiency.
Therefore, learning from the successful experience of using
1D CNN to process 1D signals, we build a 1D group CNN
model to perform feature learning and reconstruction of the
security dataset. In this paper, we combine shadow learning
and deep learning algorithms to build a network threat detec-
tion model. First, correlation coeflicients are computed to
measure the relationships of the features. Then, we sort the
correlation coeflicients in descending order and group the data
by the columns. Second, a 1D group CNN model with multi-
ple 1D convolution kernels and 1D pooling filters is built for
feature learning and reconstruction. In each convolution layer
and pooling layer, the convolution kernels and pooling filters
are grouped. Third, the reconstructed features are input to
the shadow learning models for threat prediction.

The proposed method includes the following advantages:

(1) Compared with the traditional basic 1D CNN, the
proposed group CNN model with grouped convolu-
tion kernels and pooling filters reconstructs the fea-
tures layer by layer and reduces the FLOP,
parameters, and running time

(2) The proposed data grouping, which is based on cor-
relation coefficients between the features, can
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enhance the structural information used by group
CNN to address the data

(3) The proposed group CNN model can reduce the
dimensions by generating fewer reconstructed fea-
tures and can achieve high performance

(4) The FLOP and parameter counts of the group CNN
are calculated and are less than those of the basic
1D CNN

The remainder of this paper is organized as follows. Sec-
tion 2 discusses the related work using shallow learning algo-
rithms and deep learning technology in network threat
detection. A description of the 1D group CNN model is pro-
vided in Section 3. Experimental results and analysis are pre-
sented in Section 4. The work is concluded in Section 5.

2. Related Work

Machine learning techniques, including shallow learning and
deep learning algorithms, have been used for anomaly detec-
tion since the early 2000s and can automatically mine hidden
information on the differences between normal and
malicious behaviors.

Shallow learning algorithms, such as traditional machine
learning algorithms, were previously applied to analyze sys-
tem logs, malicious software, and network traffic and to out-
put the predicted labels of the input data. By comparing the
predicted labels with the true labels, the performance of the
shallow learning algorithms can be achieved. The most
widely used algorithms include SVM, DT, NB, and K-
means [39, 40]. Buczak et al. [39] provided a summary as a
survey to describe some machine learning and data mining
methods, such as DT, SVM, RF, and NB, which were used
for cybersecurity intrusion detection. Kruczkowski and Szyn-
kiewicz [41] used SVM with kernels to build a malware
detection model. The results revealed that SVM was a robust
and efficient method for data analysis and it increased the
efficiency of malware detection. Bilge et al. [42] presented
the EXPOSURE system to analyze large-scale and passive
domain name service (DNS) data. The classifier is built by
J48 DT. The experimental results suggested that the mini-
mum error was achieved by a decision tree. Aung and Min
[43] used K-means and classification and regression tree
(CART) algorithms to mine the KDD’99 dataset for intrusion
detection. The experimental results showed that the hybrid
data mining method could achieve good accuracy in perfor-
mance analysis with time complexity. Mo et al. [44] discussed
three data clustering algorithms, including K-means, fuzzy C
means (FCM), and expectation maximization (EM), to cap-
ture abnormal behavior in communication networks. The
experimental results showed that FCM was more accurate.

More recently, deep learning technology is developing
rapidly and has been successfully been applied to a variety
of tasks, such as natural language processing, image recogni-
tion, and computer vision [45]. CNNs, as typical DNN
models, have feedforward neural networks with convolution
calculations and deep structures, which can learn and recon-
struct features more accurately and efficiently. According to

the type of raw data, 1D CNN and 2D CNN models should
be built. A 1D CNN is constructed to process one-
dimensional sequence signal data and natural language, and
a 2D CNN is constructed to address two-dimensional image
and video data [36]. Because the CNN can learn and recon-
struct features, both 1D CNN and 2D CNN are used for net-
work threat detection.

Xiao et al. [46] proposed a network intrusion detection
model based on a CNN. The original traffic data were
reduced in dimensions through principal component analy-
sis (PCA) and an autoencoder (AE), and then, the data were
converted into a 2D image format. Next, the 2D data were
input to the CNN model to evaluate the performance. Wang
et al. [47] proposed a method that represented raw flow data
as an image and used the CNN for classification and identifi-
cation without manually selecting and extracting features.
Experimental results showed that this method had high avail-
ability and high accuracy in malicious traffic identification.
Zhang et al. [48] proposed a feature-hybrid malware variant
detection approach based on 2D CNN and 1D BPNN. A
2D CNN was designed to compute the dot product and com-
press the dimension of the PCA-initialized opcode matrix.
Experimental results showed that the method achieved more
than 95% malware detection accuracy. Zhang et al. [49] pro-
posed converting opcodes into a 2D matrix and adopted the
CNN to train the 2D opcode matrix for malware recognition.
Experimental results showed that their approach could sig-
nificantly improve the detection accuracy by 15%. Yan et al.
[50] proposed converting Android opcode into 2D gray
images with fixed size and adopted a CNN to train and detect
Android malware. Through the above literature, we can
determine that the input data of the 2D CNN model must
be converted into 2D data first.

Ma et al. [51] proposed a hybrid neural network com-
prised of 1D CNN and DNN to learn the characteristics of
high-dimension network flows for network anomaly detec-
tion. Experimental results showed that the proposed method
was better than those of other algorithms on the comprehen-
sive performances. Azizjon et al. [52] proposed a 1D CNN
model to serialize the TCP/IP packets in a predetermined
time range as an invasion Internet traffic model for the IDS.
Experimental results showed that 1D CNN and its variant
architectures had the capability to extract high-level feature
representations and outperformed the traditional machine
learning classifiers. Wei et al. [53] proposed a 1D CNN-
based model to identify phishing websites on a URL address
text, which was converted to one-hot character-level repre-
sentation. This mode liked the 1D CNN to analyze natural
language. Experimental results showed that the method was
faster to detect zero-day attacks. Zhang et al. [54] designed
a flow-based intrusion detection model called SGM-CNN,
which first integrated SMOTE and GMM to make an imbal-
anced class process and used 1D CNN to detect the network
traffic data with high accuracy. Experimental results showed
that SGM-CNN was superior to the state-of-the-art methods,
and effective for large-scale imbalanced intrusion detection.

The group convolution was first proposed and used in
AlexNet by Krizhevsky et al. [37] for distributing the model
over two GPUs to handle the memory insufficient issue.
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AlexNet was designed as a the group convolution method
could increase the diagonal correlations between the convo-
lution kernels, reduce the training parameters, and be not
easy to overfit. Zhang et al. [38] proposed interleaved group
CNNss called IGCNets, which contained a pair of successive
interleaved group convolutions, i.e., the primary group con-
volution and the secondary group convolution. IGCNets
was wider than a regular convolution. Experimental results
demonstrated that IGCNets was more efficient in parameters
and computation complexity. Xie and Girshick [55] pro-
posed a simple, highly modularized network architecture
named ResNeXt, which was based on AlexNet and con-
structed by repeating a building block. The idea of ResNeXt
was consistent of group convolutions. Without increasing
the complexity of the parameters, the accuracy of the model
could be improved, and the number of super parameters
could be reduced. Lu et al. [39] proposed a novel repeated
group convolutional kernel (RGC) to remove the filter’s
redundancy from group extent. SRGC-Nets worked well in
not only reducing the model size and computational com-
plexity, but also decreasing the testing and training running
time.

In the 2D CNN-based model, the input data are con-
verted to the image format. In the 1D CNN-based model,
the input data are treated as timing serial signals, similar to
natural language. Compared with a 2D CNN, the structure
of a 1D CNN is simpler, which makes the computational
complexity lower. Therefore, we intend to learn from the
experience of applying the 1D CNN to address the data and
to construct a network threat detection model for feature
learning and reconstruction.

3. Proposed Solution

The architecture of the proposed network threat detection
model, which combines the 1D group CNN algorithm and
machine learning classification methods, is shown in
Figure 1. First, correlation coefficients are computed to mea-
sure the relationships between the features. Then, we sort the
correlation coeflicients in descending order and group the
data. Second, a group CNN model with multiple groups of

convolution kernels and pooling filters is built for feature
learning and reconstruction. In the group CNN model, the
input data are divided into multiple groups. Similarly, convo-
lution kernels and pooling filters in each layer are divided
into multiple groups. Each group of data is computed by each
convolution kernel and is then computed by each pooling
filter.

Finally, a concatenating layer is used to concatenate mul-
tiple groups of data to form one group of reconstructed data.
Third, the reconstructed data are input to the shadow
machine learning model for threat prediction. In the shadow
machine learning model, traditional machine learning algo-
rithms are used to identify normal or abnormal samples from
reconstruction data. Then, the accuracy, precision, recall, and
F1, which are the detection performance indicators, are com-
puted according to the statistics of the confusion matrix.

3.1. Group Convolutional Neural Network for Feature
Reconstruction. The convolutional neural network (CNN) is
one of the representative algorithms for deep learning. It is
a type of deep feed forward neural network that has convolu-
tion calculations [56]. CNN's have the capability of represen-
tation learning to generate reconstruction features. At the
same time, by the convolution operation and pooling opera-
tion, a CNN can achieve the purpose of reducing the dimen-
sions of the input data [57]. Additionally, grouped
convolution kernels and pooling filters can reduce the num-
ber of parameters and improve the performance [39]. There-
fore, we use 1D group convolution kernels to build a 1D
group CNN model in this work.

The 1D group CNN includes multiple convolutional
layers, multiple pooling layers, a full connection layer, a
concatenating layer, and an output layer. In each convolu-
tional layer, the convolutional kernels are divided into multi-
ple groups. At the same time, in each pooling layer, the
pooling filters are divided into multiple groups. The fully
connected layer determines the dimensions of the recon-
struction features of each group. The concatenating layer is
used to concatenate the reconstruction features of each group
to form the final results. The combination of multiple layers
makes the group CNN output the low-dimensional
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reconstruction features, which can not only strengthen the
original data’s features but also relatively reduce the
dimension.

3.2. Feature Correlation. In this work, we assume that the

input  data are X =(x,%, 5%, Xy), X, =
(1> Xz -+ Xpp) > 1= (1,2, -+, N), containing N indepen-
dent D-dimensional samples. Usually, the malicious samples
have some similar values of the same features and so are the
benign samples. Thus, there are certain correlations between
the futures and the labels. We calculate the correlations between
the data features and labels based on the correlation coefficients.

First, we calculate the correlations between the data fea-
tures and labels based on the correlation coeflicients to form
a correlation coefficient matrix R. Then, we randomly select
one row vector R; and rank the correlation elements in
descending order. Furthermore, we divide the data into T
groups by columns equally according to the descending cor-
relations. Usually, each group has the same number of fea-
tures, which is D/T. The input data in the tth (0<t<T)
group are expressed as X, = (x| ;, X, >+ X, =Xy, ). SO the
correlation coeflicients of the first group data are the biggest,
and that of the last group data are the smallest.

3.3. Group CNN. After the data are grouped, we start to estab-
lish the group CNN model, which contains L convolution
layers, L pooling layers, a full connection layer, a concatenat-
ing layer, and an output layer. Like the group counts of the
input data, the convolution kernels and pooling filters in each
layer are also divided into T groups. Further, there are M
convolution kernels in each group.

Suppose that the mth (0 < m < M) convolution kernel in
the tth (0 <t<T) group of the Ith (0 <I<L) convolution
layer is expressed as K]™'. Convolution operations are con-
ducted between the grouped data X, and the convolution ker-
nel, or the output R of the previous pooling layer. Then,
activation function is working to generate the feature maps.
Suppose the feature map in the tth group of the /th convolu-
tion layer by the mth convolution kernel is S/, which is
expressed as follows:

o= { Re LU (conv1D(K}™, X,) + b;’“), I=1,

Re LU (conv1D(K™, R[™) + b*"), 1<I<L,

(1)

where Re LU(-) is the nonlinear activation function. convlD
() is the 1D convolution function. R™ is the output of the
mth pooling filter in tth group of the (I —1)th pooling layer.
b™ is the bias of the tth group in the Ith convolution layer.
After the convolution layer, a pooling layer not only
reduces the dimensions of feature maps from the upper con-
volution layer to reduce the computational cost but also pro-
vides basic translation invariance. The Ith pooling layer is
immediately after the /th convolution layer. Suppose the m
th pooling filter of the tth group in the /th pooling layer is
P**. The input data of the Ith pooling layer is the output of
the Ith convolution layer, and the output data of the tth group

in the Ith pooling layer is R, which is expressed as follows:
R™ =Re LU (max pooling(S}*', P"")), (2)

where max pooling(-) is the pooling function. The max pool-
ing is adopted in this paper.

After the last pooling layer is the full connection layer.
Last pooling layer is connected to a fully connected layer.
After the convolution operations and pooling operations,
the original data is converted into the feature maps. In
the full connection layer, the tth feature map is mapped
to the group reconstruction features X," by a global con-
volution operation:

X, =Re LU (Z (convID(KG, Rf™) + bz”’t)> ., (3

m

where K}L’;] is the convolution kernel of the full connec-

tion layer. b}*" is the bias of the full connection layer.

Further, the fully connected layer is connected to the
concatenating layer. The T groups of the reconstructed fea-
tures X,’ are concatenated to form the final reconstructed
features X':

X' = concatenate (X t') , (4)

where concatenate(-) is the reconstruction features’
concatenated function.

The size of X' is N x D'. When D' is less than D, it means
that the dimension of D' is less than that of D. In other
words, 1D CNN realizes the generation of reconstruction fea-

tures and the dimension reduction of features.

3.4. Floating Point of Operations and Parameters. Floating
point of operations (FLOP) is used to calculate the times of
multiplications and additions, which are related to the overall
running time of the model [58]. In this section, we want to
calculate the FLOP and parameter counts of the group
CNN. However, the group CNN is proposed on the basic
1D CNN. So, we first calculate the FLOP and parameter
counts of the basic 1D CNN. Then, we calculate the FLOP
and parameter counts of the group CNN based on that of
the basic 1D CNN.

3.4.1. FLOP and Parameter Counts of the Basic 1D CNN. Sup-
pose that the basic 1D CNN with fully connected layers is
used for feature reconstructed. First, FLOP is computed.
We assume that the input data are X, containing N indepen-
dent D-dimensional samples. In the basic 1D CNN, the num-
ber of the input convolution channels is C,,, the number of
the convolution kernels is M', and the size of the convolution
kernels is 1 * W;. The size of the feature map of the convolu-
tion operation is 1 * W), The numbers of the output convo-
lution channels are C,,. The FLOP performed by a



convolution layer is as follows:
N#+C, M % (1 i Wi+l) * Wox M' « W)+ Cop (5)

where (1 % W] + 1) means that a multiplication is performed
by one convolutional kernel sampling the input data. (+1) is
to add the bias.

* W), means the number of multiplications performed by
one convolutional kernel to get the feature maps of the out-
put convolution operation. The definition of W} is W)= (D
+2padding — W)/stride + 1, where padding = 0, stride = 1.

+*M' means multiple convolutional kernels computing in
the operation.

«M' * W| means the number of addition from the fea-
ture map of the convolution operation to the output feature
map of the convolution layer.

It is noted that the operations of Re LU(-) and the pool-
ing layers do not contain multiplication and addition opera-
tions. Therefore, the FLOP does not consider the operations
of Re LU(+) and the pooling layers.

*C; and *C_, means repeating calculation in multiple
input channels and output channels.

*N means repeating calculation of all the samples.

Basic 1D CNN has L convolution layers, so the FLOP of
the basic 1D CNN model equals the sum of the FLOP of each
convolution layer, which can be computed as follows:

L
ZN * Cpyy * Ml/* (1 * M,l + 1) * Wl,z * Ml'* W’L1 * Cpoue
=1

(6)

Then, the bias term is ignored and the FLOP calculation
formula (6) is written as follows:

L
o <ZN * Cl,in * M,12 * W’lz,l * W’l,2 * Cl,out) . (7)
I=1

It can be seen that FLOP is determined by the number of
the samples, the number of the convolutional layers, the
number of the convolutional kernels per layer, the size of
each convolutional kernel, the length of the feature map of
the convolution operation, and the number of the input
and output convolution channels.

Next, we computed the parameter count of basic 1D
CNN. The parameter count is to get the statistics of the
parameters during the basic 1D CNN operating, containing
weighting parameters and bias parameters, which appear in
the running process of the model. In the above basic 1D
CNN, in the case of a single channel and a single convolution
kernel, the number of the parameters is (W + 1). When the
number of the convolution kernels is M' and the number of
the convolution layers is L, the parameter count of each layer

is Y1 N * Ciin * My % (W), + 1) * C; .. Then, the bias term
is ignored and the parameter count calculation formula is
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written as follows:

L
o <ZN * Cl,in * Ml,>l< Wl,l * Cl,out> . (8)

=1

It can be seen that the parameter count is determined by
the number of the samples, the number of the convolutional
layers, the number of the convolutional kernels per layer, the
size of each convolutional kernel, and the number of the
input and output convolution channels.

3.4.2. FLOP and Parameter Counts of the Group CNN. Like
basic 1D CNN, the FLOP and parameter count of group
CNN can be computed. Suppose that the input data is X,
containing N independent D-dimensional samples, which
are grouped to T groups. It means that the dimension of each
group data is D/T. The numbers of the input and output con-
volution channels are C;, and C,,. The structure of group
CNN contains L convolution layers and L pooling layers.
There are T group convolution kernels in each convolution
layer. The pooling layer is the same. There are M convolution
kernels in each group convolution kernels. The size of each
convolution kernel is 1 = W . The size of the feature map of
the convolution operation is 1 #+ W,. Therefore, the FLOP
of each group is

N*Cin*M*(l*W1+1)*W2*M*W1*Cout’ (9)
where W, = ((D/T) + 2 padding — W )/stride + 1,
padding = 0, stride = 1.

Total FLOP of the model equals the sum of the FLOP of
each convolution layer, which can be computed as follows:

where

Nk Gy # My s (1 Wiy +1) % Wy« My,

M=
M=

]
—_
-

I
—

* Wl,t,l * Cl,t,out'
(10)

Then, the bias term is ignored and the FLOP in formula
(6) is optimized as follows:

L T
0(2 ZN # Clpin * Mlz,t * le,t,l * Wi * Cl,z,out>- (11)
I=1 t=1
Similarly, the parameter count of group CNN can be
computed as follows:

L T
O<Z ZN * Cl,t,in * Ml,t * Wl,t,l * Cl,t,out) . (12)

I=1 t=1

It can be seen that the FLOP and parameter count are
determined not only by the number of the samples, the num-
ber of the convolutional layers, the number of the convolu-
tional kernels per layer, the size of each convolutional
kernel, and the number of the input and output convolution
channels, but also by the number of groups.



Wireless Communications and Mobile Computing

Now, let us compare the FLOP and parameter count of
group CNN with that of basic 1D CNN. From formula (7),
formula (8), formula (11), and formula (12), we can find that
there are many parameters to decide the FLOP and parame-
ter count. We cannot compare them directly. But we can
assume some comparison conditions. Because the length of
input data in group CNN to that of basic 1D CNN is 1/T,
we assume that the length of convolutional kernels in each
layer of group CNN to that of basic 1D CNN is 1/T, that is,
Wi =T % W,. Similarly, W)= T % W,. According to the
comparison of formula (7) and formula (11), it can roughly
be seen that the FLOP of group CNN is smaller than that of
1D CNN. Similarly, according to the comparison of formula
(8) and formula (12), it can roughly be seen that the param-
eter count of group CNN is smaller than that of 1D CNN.
Actually, in experiments, we set completely different values
of the parameters for the two models to achieve the best fea-
ture representation effect. More specifically, a comparison of
the results are seen in Section 4.3.5.

3.5. Shallow Machine Learning Classifier. Shallow machine
learning has good performance and high efficiency. There-
fore, in this work, we use SVM as a shallow machine learning
algorithm to build the classification model and identify the
malicious samples in the dataset.

Shallow machine learning is consisted of two stages:
training stage and testing stage [59]. In the training stage,
the high-dimensional original dataset is reconstructed to
the low-dimensional features by the training of the group
CNN. Then, the dataset containing low-dimensional recon-
struction features is input to the shallow machine learning
classifier to train and obtain the optimal model structure.
In the testing stage, the high-dimensional original testing
dataset is input to the trained group CNN model to obtain
the low-dimensional reconstructed features [60, 61]. Then,
the dataset containing low-dimensional reconstructed fea-
tures is input to the trained shallow machine learning classi-
fier to get the labels of the predicted testing data.

In the experiment, the true labels of the testing dataset
have been known, so the performance of the shallow machine
learning models, such as accuracy, precision, recall, and F1,
can be obtained by comparing the true labels with the pre-
dicted labels and calculating the confusion matrix.

The confusion matrix for binary classification includes
four index items, such as true positive (TP), false negative
(FN), false positive (FP), and true negative (TN). Then, other
evaluation metrics as performance are defined as follows:

A TP + TN
ccuracy = ,
Y TP+EN+FP+ 1IN

(13)

TP
Precision= — -, 14
recision =z (14)
TP
Recall = (15)

TP + FN’

TaBLE 1: Details of the datasets.

Dataset Number of Number of samples
features (normal/abnormal)

KDDCUP99 41 10200 (5000/5200)

1C319CMalDr°1d2020' 139 3795 (1795/2100)

CICMalDroid2020- 470 3795 (1795/2100)

470

1 + %) x precision x recall 2x TP
- () : .
2 x TP + FN + FP

8% x precision + recall
(16)
4. Experiments

4.1. Dataset. The data come from the public datasets in
cyberspace and contain the data of the network threat behav-
ior. The details of the datasets are shown in Table 1.

KDDCUP99 [61] is the most famous and frequently cited
dataset on intrusion detection. The whole dataset is very big
and classified to 5 classes. In our work, we just randomly
extract a small part, and only use them in 2 classes consisting
of the normal and abnormal samples. The data set contains
41 features, which are divided into 4 categories: 9 basic fea-
tures of the TCP, 13 content features of the TCP, 9 statistical
features of the traffic based on time, and 10 statistical features
of the traffic based on host.

CICMalDroid2020 [62] is downloaded from the website
of Canadian Institute for Cybersecurity datasets. The original
dataset contains 5 categories of Android samples. In our
work, we just use the whole banking datase, which contains
2100 malware samples, and the whole benign datase, which
contains 1795 benign samples. CICMalDroid2020-139
consists of 139 extracted features including the frequencies
of system calls. CICMalDroid2020-470 consists of 470
extracted features including the frequencies of system calls,
binders, and composite behaviors.

For most machine learning-based classification tasks,
imbalanced datasets could cause the classification surfaces
of the classifiers bias to the majority class, which leads to
the misclassification of the minority class. Generally, the net-
work threat data is treated as the minority class. Therefore, in
our experiment, the ratios of “Normal” and “Abnormal”
instances in all the three datasets are close to 1, which can
void the imbalanced problem.

4.2. Machine Learning Classifiers. There are many shallow
machine learning classifiers, e.g., NB, RF, and LR. Through
our previous experimental results and analysis of the existing
literature, we find that SVM is the most commonly used
classifier.

SVM has many advantages: (1) It has good stability,
which in many cases can maintain good classification perfor-
mance. (2) It can deal with the noise and outlier data well by
introducing relaxation variable. (3) It can effectively solve the
problem of nonlinear and high-dimensional data. (4) It can
keep good classification efficiency and effect for small data
sets.
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F1GURE 2: The performance of the reconstruct features at different ratios.

To sum up, combined with the characteristics of our
dataset, which is high-dimensional and small, we choose
SVM as the classifier in our experiment.

All experiments are performed in JetBrains PyCharm
2017 with Python 3.6 interpreter on a laptop Intel CORE
i5-6200U 2.3 GHz with 8 GB RAM running the Windows
10 OS.

4.3. Experiment Results and Discussion

4.3.1. Comparison of the Reconstructed Features. In this sec-
tion, the performances of the reconstructed features at differ-
ent ratios are compared. According to the output size of the
fully connected layer, the dimensions of the reconstructed
features are different. In this section, to identify the perfor-
mance of the reconstructed features, the lengths of the recon-
structed features are set according to different situations.
Specifically, the ratios of the reconstructed feature length to
the original data length are set to 5%, 10%, 15%, 20%, 25%,

and 30%. First, the original data are input to group CNN
models to generate the reconstructed features. Second, the
data composed of reconstructed features are input to SVM,
and then, the accuracy, precision, recall, and F1 are com-
puted to evaluate the performance of the reconstructed fea-
tures. The performances of the reconstructed features at
different ratios are plotted in Figure 2. In addition, it should
be noted that the number of iterations of the group CNN
algorithms is 1000. The recorded results are the average of
5 experiments.

According to the curve of the performance of the recon-
structed features at different ratios in Figure 2, including the
accuracy, precision, recall, and F1, we can obtain some con-
clusions. First, the performances of the reconstructed feature
data at some low ratios are better than those of the original
data, whose ratio is 100%. In particular, the performances
of the KDDCUP99 dataset are more obvious. Therefore, it
is necessary to reduce the data dimensions by using the group
CNN to reconstruct the features, which cannot reduce the



1 I 1

1 ! !
6000°0 60000 60000

C € 0

S i4 €

apas

sdnoig jo junop

arex Jururea

s1a4e] Surjood ayj jo Juno)

SI9Ae] WOTINJOAUOD 1]} JO JUNOY)

T ! !
14 4 4
60000 60000 60000
4 ¢ 0
S 14 ¢
0£¥-020ZPIOIATRINDID 6€1-020ZPIOIARINDID 66aMI
NAD dnoin

0£¥-020CPIOIABINDIO 6€1-020CPIOIdIEINOID 66ddX

NNO dr 21seq

Wireless Communications and Mobile Computing

'S2INJONIIS YIoMIaUu NND (I1 d1seq pue NND dnoid jo siojowered oy, iz a19v],



10 Wireless Communications and Mobile Computing
TaBLE 3: Accuracy of group CNN and basic 1D CNN.
(a) Accuracy of basic 1D CNN

Accuracy
Datasets 5% 10% 15% 20% 25% 30% 100%
KDD99 0.9605 0.9566 0.9599 0.9627 0.9667 0.9548 0.8788
CICMalDroid2020-139 0.7760 0.7854 0.7721 0.7587 0.7733 0.7724 0.7094
CICMalDroid2020-470 0.6783 0.7065 0.6808 0.6320 0.6127 0.6246 0.7171

(b) Accuracy of group CNN

Accuracy
Datasets 5% 10% 15% 20% 25% 30% 100%
KDD99 0.9612 0.9717 0.9724 0.9764 0.9696 0.9692 0.8788
CICMalDroid2020-139 0.7681 0.7988 0.8091 0.7945 0.7967 0.7891 0.7094
CICMalDroid2020-470 0.8111 0.8058 0.7937 0.8108 0.7985 0.7983 0.7171

data quality. Second, the higher the dimension of the original
data is, the lower the ratio of the reconstruction features with
better performance.

For example, KDDCUP99 is a low-dimension dataset,
whose  highest accuracy and F1 are at 15%.
CICMalDroid2020-139 is a middle-high-dimensional data-
set, whose highest accuracy and F1 are at 10%. Meanwhile,
CICMalDroid2020-470 is a high-dimensional dataset, whose
highest accuracy and F1 are at 5%. To sum up, we can con-
clude that reconstructed features are helpful to reduce the
data dimensions and improve the performance.

4.3.2. Comparison of the Group CNN and the Basic 1D CNN.
Both the group CNN and the basic 1D CNN can reconstruct
features. In this part, we compare the performance of the
reconstructed features by these two methods. First, the orig-
inal data are input to group CNN and basic 1D CNN models,
respectively. Different ratios from 5% to 30% of the recon-
structed features are generated. Second, the data composed
of reconstructed features are input to SVM, and the accuracy
are computed to evaluate the performance of the recon-
structed features. The parameters of their network structures
are shown in Table 2. The performance of different ratios of
the reconstructed features are recorded in Table 3. In addi-
tion, it should be noted that the number of iterations of the
CNN algorithms is 1000. The recorded results are the average
of 5 experiments.

The original data are directly input to SVM, and the accu-
racy is recorded in the last column of Tables 3(a) and 3(b). By
contrast, the accuracy at different ratios from 5% to 30% of
the reconstructed features are recorded in other columns.
Comparing the results in Table 3(a), we find that in some sit-
uations the accuracy of the reconstructed features by the
basic 1D CNN is higher than that of the original data.
KDDCUP99 achieves the highest accuracy at 25%.
CICMalDroid2020-139 achieves the highest accuracy at
10%. And CICMalDroid2020-470 achieves the highest accu-
racy with the original data. Comparing the results in
Table 3(b), we find the accuracy of the reconstructed features

by the group CNN is higher than that of the original data.
KDDCUP99 achieves the highest accuracy 0.9764 at 15%.
CICMalDroid2020-139 achieves the highest accuracy
0.8091 at 10%. And CICMalDroid2020-470 achieves the
highest accuracy 0.8111 at 5%. Comparing the results in
Table 3(a) with that in Table 3(b), we find that the accuracy
by the group CNN is generally higher than that by the basic
1D CNN. And the highest accuracy of each dataset in
Table 3(b) by group CNN is higher than that in Table 3(a)
by the basic 1D CNN. Furthermore, the datasets get the high-
est accuracy by the group CNN at the lower ratios. For exam-
ple, KDDCUP99 gets the highest accuracy by the group CNN
at 15%, but gets the highest accuracy by basic 1D CNN at
25%. Finally, we can conclude that the performance of the
group CNN is better than that of basic 1D CNN mainly
because grouped data based on the feature correlation helps
to improve the inside stickiness of the data of each group.

4.3.3. Training Loss of the Group CNN. During training stage,
the training loss is achieved based on the cross entropy loss
function to compare the probability that the predicted labels
of the reconstructed features are close to the real labels. The
smaller the training loss is, the closer the predicted labels to
the true labels of each data. In this section, we study the trend
of the training loss of the group CNN. KDDCUP99 and
CICMalDroid2020-139 are grouped to two groups, while
CICMalDroid2020-470 is grouped to four groups. The
grouped data are separately input to the group CNN to train
the models. Then, different ratios from 5% to 30% of the
reconstructed features are generated. During the training of
the group CNN, the loss of each iteration is recorded and
plotted in Figure 3. The number of iterations in the training
stage is 1000.

From the curves in Figure 3, on the one hand, we find that
some training loss curves of the grouped data are closer to
each other and approaching to 0. For example, in
Figure 3(a), the training loss curves of 20% reconstructed fea-
ture data of KDDCUP99, which are grouped to two groups,
are closer. So are the training loss curves of 15%
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FiGure 3: Continued.
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F1GURE 3: Training loss of group CNN.

reconstructed feature data of CICMalDroid2020-139 in
Figure 3(b), and the training loss curves of 5% reconstructed
feature data of CICMalDroid2020-470 in Figure 3(c).

Furthermore, the ratios of the closer training loss curves
in Figure 3 are the same as that of the highest accuracy in
Table 3(a). On the other hand, we find that when the curves
converge, the training loss curve of group 1 is under that of
group 2 in Figures 3(a) and 3(b), and the loss curves are the
same in Figure 3(c), where the loss curve of group 1 is at
the bottom and the loss curve of group 4 is on the top. That
is because the data are grouped based on the feature correla-
tion. We first calculate the correlations between features, and
rank the correlations in descending order. Then, we divide
the data into several groups equally according to the descend-
ing correlation coefficients. So, the correlation coefficients of
the first group are biggest, and that of the last group are smal-
lest. Therefore, the loss of reconstructed features are smaller
when the correlation coefficients are larger.

4.3.4. Comparison of the Dimension Reduction Algorithms.
The group CNN can reconstruct features and reduce the
dimensions of the features. Therefore, the group CNN can
be seen as a dimension reduction algorithm. At present, there
are many dimension reduction algorithms, such as PCA, FA,
ICA, and SVD. In this section, we choose PCA and SVD to

compare with the basic 1D CNN and the group CNN. Like
in Section 4.3.1, first, the dimensions of the original data by
the dimension reduction algorithms are reduced to 5%,
10%, 15%, 20%, 25%, and 30%, separately. Then, the dimen-
sion reduction data are input to SVM. Accuracy and F1 are
calculated to evaluate the performance of the low-
dimensional data. The accuracy and F1 of the dimension
reduction algorithms are recorded in Figure 4. In addition,
it should be noted that the number of iterations of the basic
1D CNN and the group CNN algorithms are 1000. The
recorded results are the average of 5 experiments.
According to the accuracy and F1 of different dimension
reduction algorithms in Figure 4, we can obtain some conclu-
sions. First, for the low-dimensional dataset, such as
KDDCUPY9, the ratios of the highest accuracy and F1 are
high. For the high-dimensional dataset, the ratios of the high-
est accuracy and F1 are low, such as CICMalDroid2020-470.
Furthermore, the highest accuracy and F1 at the low ratios
are even higher than that of the original data. Therefore, we
think that it is quite necessary to reduce the data dimensions
by the dimension reduction algorithms. Second, the accuracy
and F1 of different ratios by the group CNN are the highest.
Therefore, we can obtain that the group CNN is the best
dimension reduction algorithm. At the same time, the accu-
racy and F1 of the basic 1D CNN are less than that of the
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FI1GURE 4: The accuracy and F1 of the dimension reduction algorithms.
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TaBLE 4: The structures, FLOP, parameter counts, and running time of the basic 1D CNN and the group CNN.

(a) The structures, FLOP, parameter counts, and running time of the basic 1D CNN

Datasets Structures of the basic 1D CNN FLOP Parameter counts Running time (S)
Layers: 3
KDD9o Layer 1: C,, = 1, C,y, = 40, M' = 40, W| =10, W} =32 163 x 10° 15700 c02.68
Layer 2: C,, =40, C,, =40, M' =40, W/ =8, W, =25 . :
Layer 3: C,, =40, C,,, =80, M' =80, W, =8, W, =18
Layers: 4
. Layer 1: C;, = 1, C,,, = 30, M' =30, W} =20, W, =128
ggCMalDrOIdZOZO- Layer 2: C,, =30, C,,, =20, M’ =20, W| =20, W,=109  6.69 * 10° 86798 852.84
Layer 3: C,, = 20, C,,, = 40, M' =40, W} = 10, W} =100
Layer 4: C,, =40, C,, =20, M' =20, W} =10, W} =91
Layers: 5
Layer 1: C, = 1, C,, =249, M' =249, W| = 10, W), = 461
i _ layer2: C,, =249, C,,, = 100, M' = 100, W} = 40, W), = 422
CICMalDroid2020 YRS Sin out . 2 1480.39 + 10° 3768915 48213.86

470 Layer 3: C,, = 100, C,,, =50, M' =50, W, =80, W, =343
Layer 4: C,, =50, C,,, =20, M' =20, W, =40, W, =304
Layer 5: C,, =20, C =20, M' =20, W, =20, W, =285

(b) The structures, FLOP, parameter counts, and running time of the group CNN

Datasets Structures of the group CNN FLOP Parameter counts  Running time (S)
Groups: 2; layers: 3
KDD99 Layer 1: Gy = 1, Coy =20, M 220, Wy =5, Wo=16 0 13994 595.77
Layer 2: C;, =20, C,, =20, M' =20, W, =4, W;=13 el :
Layer 3: C,, =20, C,,, =40, M' =40, W, =4, W, =10
Groups: 2; layers: 4
Layer 1: C;, = 1, Cyy = 15, M' = 15, W| = 10, W}, = 60
CICMalDroid2020-139  Layer 2: C,, = 15, C,, =10, M' =10, W; =10, W, =51  4.90 = 10° 61180 484.02
Layer 3: C,, = 10, C,, =20, M' =20, W, =5, W, =47
Layer 4: C;, =20, C,,, =10, M' =10, W| =5, W} =43
Groups: 4; layers: 5
Layer 1: C;, = 1, C,, = 63, M' =63, W, =3, W,=115
. Layer 2: C,, = 63, C =25, M' =25, W, =10, W} =106 o
CICMalDroid2020-470 23.52 % 10 98976 3237.18

Layer 3: C,, =25, C,, = 12, M' =12, Wi =20, Wé =87
Layer 4: C;, =12, C,, =5, M' =5, W; =10, W,=78
Layer 5: Cy, =5, Coy =5 M' =5, W =5 W,=74

group CNN, but higher than that of PCA and SVD, which are The basic 1D CNN and the group CNN have similar

traditional methods. Furthermore, we can conclude that the
results of the deep learning methods are better than that of
the traditional methods. Therefore, we suggest to apply deep
learning algorithms to reduce the dimensions.

4.3.5. Comparison of Running Time. In theory, we have
already proved that the parameter counts and FLOP of the
group CNN are smaller than that of basic 1D CNN. In this
section, we compare the values of FLOP, parameter counts,
and running time between the basic 1D CNN and the group
CNN. The basic 1D CNN and the group CNN are built with
different structures to analyze the datasets. In particular, the
numbers of layers and the parameters of each layer are shown
in Table 4.

structures, when dealing with the same dataset. It should be
noted that the count of convolutional kernels in each layer
of the basic 1D CNN is equal to that of the group CNN,
which means that the count of convolutional kernels in each
layer of the basic 1D CNN is equal to the numbers of the
groups multiplied by the counts of convolutional kernels in
each group. When the models are operating to analyze the
data, running time is recorded. At the same time, FLOP
and parameters are computed. The results are shown in
Table 4.

Table 4 shows the structures, FLOP, parameters, and run-
ning time of the basic 1D CNN and the group CNN. It is easy
to find that the more layers of the structures have, the larger
the FLOP, parameters, and running time in Table 4(a) and
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Table 4(b). Furthermore, the FLOP, parameters, and running
time of the group CNN in Table 4(b) are less than that of the
basic 1D CNN in Table 4(a), when these two CNN models
deal with the same datasets.

In particular, more FLOP, parameter counts, and run-
ning time of the group CNN on CICMalDroid2020-470
decrease, compared to that of the group CNN on KDD99
and CICMalDroid2020-139. Maybe, we can infer that the
larger the group count is, the more FLOP, parameter counts,
and running time reduce. It should be noted that the struc-
tures of the basic 1D CNN and the group CNN in this section
are set to compare the running time, which are not used in
other sections. On the contrary, in other sections, the struc-
tures of basic 1D CNN and group CNN are set to obtain
the highest performance, which are totally different from that
in this section.

5. Conclusions

In this paper, we present a 1D group CNN model to recon-
struct the features and reduce the dimensionality. The main
characteristic is that grouped data are based on feature corre-
lations, which means that the data are grouped by column.
CNN model grouping occurs in convolution kernel group-
ing. In summary, first, compared to all features, our group
CNN can achieve the best performance with fewer features.
Second, compared to the basic 1D CNN, the group CNN out-
performs the basic 1D CNN on the features at different ratios.
Third, compared to the dimension reduction algorithms, the
accuracies and F1 of the group CNN are the highest. Fourth,
compared to the basic 1D CNN, the FLOP, parameters, and
running time of the group CNN are lower. Therefore, from
the evaluations of all of the aspects, the group CNN spends
less time but achieves better performance with fewer features.
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Adoption of the Internet of Things (IoT) in education brings many benefits. However, the poor implementation of access control of
educational data produced by the IoT devices has brought students’ and teachers’ privacy into danger. Attackers can access
educational data that they are not permitted to access and even erase the records during access. To tackle this problem, we
employ blockchain technology to guarantee the integrity of access control rules and trace the records of access events. In this
paper, we propose a blockchain-based access control scheme for the data produced by IoT devices. The scheme consists of three
components: (1) a well-implemented data collection module that is deployed in smart classrooms, which collects and uploads
data about the real-time situation inside the smart classroom to the data center; (2) a MongoDB-based data center and its
control module that makes access control decisions based on the verification of the permissions of visitors, where the
permissions are managed by blockchain; and (3) a customized blockchain system that stores and keeps security policy updates
of the role-based access control module and records access events in a trusted way. Our analysis indicates that the proposed
access control scheme guarantees the correctness of the access control process and makes the access of collected educational
data auditable and responsible. Our system collectively analyzes the context of the smart classroom and is capable of detecting
multiple scenarios such as absence, lateness, and gunshot. We show how the scheme preserves students’ and teachers’ privacy by
carrying out extensive experimental studies. The results indicate that the proposed data management system can give correct

responses as quickly as a traditional data server does while preserving privacy.

1. Introduction

With the rapid development of Internet of Things (IoT), cit-
ies around the world are becoming smarter and smarter. One
of the most widespread application scenarios of smart city is
smart education, where educational big data is collected
through multiple IoT devices deployed in smart campuses
and smart classrooms and stored for a variety of data pro-
cessing and analysis tasks.

Adoption of IoT in education has been widely studied.
Marquez et al. [1] proposed a model to integrate objects to
Virtual Academic Communities (VAC). Their results indi-
cate that the adoption of IoT yields a more engaging learning
environment for learners, and the instructors can obtain
more information about the learning process, which in turn

enhances the pedagogical process. Moreira et al. [2] conducted
a study to provide personalized education to learners by using
the data collected through 10T, cloud computing, and learning
analytical tools. It is indicated that this approach is able to pro-
vide personalized curricula that depend on the abilities of each
student. Last but not least, Bagheri and Movahed [3] showed
that the use of IoT in education is not limited to teaching
and learning. Their study indicated that IoT in education
can be used to (1) manage energy and monitor ecosystem;
(2) implement secure campus and classroom access control;
and (3) monitor student’s health. In one word, adoption of
IoT in education brings many benefits.

However, the access of the educational data produced
during the work flow of these applications is not carefully
controlled. Particularly, the privacy of the involved teachers
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and students is in danger of being violated. There exist many
instances demonstrating the severity. Here are a couple of
examples. InBloom was a nonprofit educational technology
company, which developed educational technology products
to provide students with personalized learning services. But
inBloom survived only 15 months. The main reason lies in
that the information collected by the company involves too
much privacy of students, and the company shared these data
with other companies. Eventually, public protests and pres-
sure from public opinion caused the company to apologize
and shut down [4]. In September 2016, a high school student
in Tianjin broadcasted the scenes of her classmates’ learning,
breaks, outdoor activities, etc., on a live broadcast platform,
without the attention of her classmates. There were hundreds
of people viewing the live broadcast, and some of them
posted explicit information and messages, which include
the personal information of the students [5].

As more and more schools are in progress of having
smart campuses and smart classrooms, more and more IoT
devices are used by students and teachers to interact. The
involved privacy problems brought by IoT urge to be solved,
which can be summarized as follows:

(1) The uses of the sensors and the data produced by the
sensors are unlimited. Access control schemes of the
educational data are not well implemented. Attackers
can cross the access restrictions by tampering with
the access rules using methods such as SQL injection

(2) The access of the data is not auditable. Attackers can
erase the records of their visits using simple methods

To address these issues, we propose a blockchain-based
access control scheme to ensure that the probability at which
an adversary successfully accesses the data is a negligible prob-
ability. Our scheme consists of (1) a well implemented data
collection module that is deployed in smart classrooms to col-
lect and upload data to the data center; (2) a MongoDB-based
data center and its control module that checks permissions on
the blockchain and implements the results of the permissions;
and (3) a role-based access control module maintained by a
customized blockchain system that manages the access per-
missions and records access events in a trusted way.

The contributions of this paper are summarized as
follows:

(1) We propose an educational data access control
scheme to support trustworthy educational data
management. We use blockchain as a trusted, distrib-
uted database to store and keep the updates of the
security policies involved in the role-based access
control scheme, thus achieving secure and trusted
data management. We illustrate that our scheme is
effective to preserve privacy for IoT-assisted educa-
tional big data management. By using blockchain to
record the visit events of educational data, we make
the access of educational data auditable

(2) We fully implement an educational data collection
and access control system. The system includes a data
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collection module deployed in a smart classroom, a
MongoDB-based data center and its control module,
and a role-based access control module running on
top of a customized blockchain system. Our system
collectively analyzes the context of the smart class-
room and can detect multiple scenarios such as
absence, lateness, and gunshot

(3) We test the correctness and performance of our sys-
tem. The results indicate that our system gives correct
responses to users in less than one second, which is
an acceptable performance for most application
scenarios

The paper is organized as follows. Background and related
works are presented in Section 2. Our blockchain-enabled
access control scheme for educational data is proposed in Sec-
tion 3. Experimental studies are reported in Section 4, and the
paper is concluded in Section 5 with a discussion.

2. Previous Knowledge and Related Work

2.1. Previous Knowledge. Here, we introduce the key technol-
ogies and their related concepts used in our work.

2.1.1. Role-Based Access Control. We use the role-based
access control (RBAC) model to represent and manage access
privileges of the educational data. Role-based access con-
trol is a policy-neutral access-control mechanism defined
around roles and privileges. Within an organization, users
are grouped into different roles. The permissions to access
certain series of data or to perform certain operations are
assigned to specific roles rather than specific users. RBAC
play a role as the bridge between users and permissions. A
role represents a set of users and takes place of the users to
be assigned permissions to, for simplification, clearance,
and performance. In fact, there exist many other access con-
trol schemes such as attribute-based access control (ABAC),
access control matrix (ACM), access control list (ACL), and
capability-based access control (CapBAC). RBAC is proved
to be equivalent to ACM with respect to the policies they
can represent. Besides, RBAC is one of the most wide-
spread, clear, and easy-to-develop access control models.
The components of RBAC such as role-permission, user-
role, and role-role relationships make it simple to perform
user assignments, especially for user assignments on block-
chain, because role-permissions, user-role, and role-role
relationships are highly isomorphic with transactions on
blockchain. And by maintaining RBAC with a blockchain
system, we can guarantee that all access privileges are cor-
rectly stored and cannot be tampered with.

2.1.2. Blockchain. In our scheme, role-based access control is
maintained by a blockchain system. Blockchain has served as
a trustworthy environment for many different applications,
ranging from secure transactions to trusted verifiable com-
puting. Generally, blockchain can be regarded as a distrib-
uted ledger, which is kept by a series of computers called
blockchain nodes. To make sure that every blockchain node
keeps the same ledger, blockchain systems use consensus
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algorithms. There are many kinds of consensus algorithms
such as Proof-of-Work (PoW), Proof-of-Stake (PoS), and
Delegated Proof-of-Stake (DPoS). Practical Byzantine Fault
Tolerance (PBFT) represents the consensus algorithms from
the Byzantine Fault Tolerance (BFT) consensus family.
Although BFT consensus algorithms are well studied, their
performance and scalability are still restricting their applica-
tions. In this paper, we choose PoW to be the consensus algo-
rithm of our blockchain system. We make this choice for two
reasons. On the one hand, PoW is the consensus algorithm
for the first blockchain: bitcoin blockchain [6]. On the other
hand, PoW is the most widely adopted consensus algorithm
in blockchain community.

In blockchain, events recorded on the ledger are called
transactions, and transactions are packed into blocks to be
added to the end of the blockchain. In PoW, nodes compete
to get the right of packing blocks. To get this right, nodes
need to find a nonce, by appending the nonce to the block
and calculating its hash; the outcome hash is smaller than a
predefined threshold. This process is called mining. As the
outcome of the hash process can be seen as completely ran-
dom, the only way to find such a nonce is to guess and try.
Then, we can expect that nodes need to try many times to
find a valid nonce and add the block to the blockchain. In
our experiment, the difficulty of finding a valid nonce was
decreased to make the blockchain system run faster.

2.2. Related Work. Before cloud computing becomes preva-
lent, most information and data are stored locally in users’
computers. As cloud computing and mobile network prevail,
educational programs, applications, and data are stored in
clouds, and users do not know the specific storage location
of personal data. In [7], Madeth raised awareness of privacy

issues in E-learning that implicate user tracking and personal
data usage for instructional purposes. In response to these
privacy problems, a widely adopted method is to evaluate
privacy-preserving technology of educational technology
products. In fact, many schools and districts in the United
States conducted privacy technology reviews on commonly
used educational technology products with the help of tech-
nology review organizations [8]. The results indicate that
most educational technology products cannot protect pri-
vacy. To solve the privacy problem fundamentally, a secure
and trusted data management system is needed.

In fact, people have been trying to protect education pri-
vacy. Specifically, the main practices of American society to
protect student privacy include three aspects: (1) publishing
education privacy laws and regulations [9], (2) setting dedi-
cated student privacy protection position at education
departments [10], and (3) carrying out technical privacy
reviews for educational products. At the technical level, pre-
serving IoT data privacy in crowdsourcing with blockchain
was studied by [11, 12]. Blockchain-based privacy preserving
schemes on data uploading, trading, and sharing were
explored by [13-15]. Blockchain systems addressing wireless
challenges such as channel variation and adversarial jam-
ming under IoT settings were thoroughly studied in [16,
17]. A cloud-enabled blockchain to support IoT applications
taking advantage of the advances such as remote direct mem-
ory access and shared memory technology was presented in
[18]. Trust extension from on-chain to off-chain and
ground-truth data collection to blockchain were, respectively,
investigated by [19, 20]. To the best of our knowledge, there
is a lack of decentralized, trusted, automated access control
solution to protect educational privacy, which is what this
paper intends to address.
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{ {
"record_hash": "7e9c27b43a09c6elab..." "record_hash": "b8ed724fae%9aa3a099...",
"time": 1619856317, "action_type": "check-in",
"value": 23, "RFID": "D1 D7 51 @2",
"location": "location 2", "username": "teacher2",
"GPS": { "role": "teacher",
"x": 36.363, "time": 1619856326,
"y": 120.690 "location": "location 1",
} "GPS": {
} "x": 36.363,
"y": 120.689
}
}
(a) A sound record (b) A check-in record
{
"record_hash": "5bldal@@ba8fb7281b...",
"time": 1619856317,
"value": "c217cab6aldf62a762b58ble...",
"location": "location 2",
"GPS": {
"x": 36.363,
"y'": 120.690
}
}

(c) A photo record

FiGURE 2: Data stored in data center.

3. Blockchain-Based Access Control of
Educational Data

In this section, we describe the details of our blockchain-
based access control scheme of educational data. As illus-
trated in Figure 1, our scheme consists of a smart classroom
with IoT devices, a data center, and a role-based access con-
trol module running on a blockchain system.

3.1. Smart Classroom. IoT devices continuously monitor and
collect data in smart classrooms. The collected data is
uploaded to the data center for further processing and analy-
sis. In this paper, our IoT devices include sound sensors,
RFID sensors, and cameras. Sound sensors can be used to
monitor whether most students are studying attentively or
just chatting with each other. They can also be used as gun-
shot detectors, to set up alarm and notify the police when
gunshot is detected. RFID sensors can be used to record
attendance of teachers and students, by giving each teacher
and student an RFID card. Cameras can take photos and
videos of the interior of the classroom. They can be very use-
ful, because based on Artificial Intelligence and Computer
Vision technologies, photos and videos can be used to recog-
nize human faces, analyze students’ focus and emotion, and
extract many other useful information.

For privacy concern, we use a sound detection module as
the sound sensor. It only senses the sound intensity of the
environment without collecting detailed sound information
such as the timbre, frequency, phase or, any other informa-
tion about the waveform. So, the content of conversations
in the classroom is not recognized. The sound detection
module outputs a value between 0 and 1023 representing

the current sound intensity in the environment. A larger out-
put value means a louder environment. Particularly, as our
experiment shows in Section 4, the output value ranges
between 21 and 24 in a relatively quiet environment, and goes
up to between 30 and 50 when a loud sound is detected.
Most schools, companies, and organizations use RFID
sensors to take check-in and check-out records for their
members. We do not explain how RFID sensors work here
in detail, as it does not affect the design of our system. But
we introduce how we use RFID sensors to collect important
data. When a check-in action is detected (someone has
tapped his/her RFID card or RFID tag at the RFID sensor),
the user’s RFID (usually a 4-byte array), the type of action
(check-in or check-out), user’s name, role, and the time and
location of the action are collected. Besides, we calculate the
SHA256 hash [21] of a record as its digest. Formally,

Hash = SHA256(action + RFID + name + role
+ time + location + GPS).

(1)

Using hash, we can setup a trusted digest to the activity,
verify the integrity of data, and increase difficulty for
attackers to tamper with the records.

All the collected data including sound, RFID records, and
photos are uploaded and stored in the data center, for further
processing and analysis.

3.2. Data Center. Collected educational data are stored in the
data center. Teachers, parents of students, education man-
agers, or someone else may need to access these data for dif-
ferent reasons, such as making educational decisions,
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the MongoDB database and get an object db.
2: /] verify the permission of an access request
3: function VERIFY (uid, hash, sig)

role = bc.getRole(uid)
9: tags = be.getTags(hash)
10: for tag in tags do

11: if be.findState(role, tag) == false then
12: return false

13: end if

14: end for

15: for tag in tags do

16: if be.findState(role, tag) == true then
17: return true

18: end if

19: end for

20: return false

21: end function
22: function RUNSERVER
23: while true do

24: uid, hash, sig, addrFrom = getRequestParams()
25: if verify(uid, hash, sig) == false then

26: sendMessage("Authorization failed.")

27: else

28: sendMessage("Authorization suceed.")

29: data = db.getData(hash)

30: sendData(addrFrom, data)

31: end if

32: end while

33: end function

1: Initialization: Synchronize the blockchain object bc with blockchain nodes to get the newest state of the access model. Connect to

4: /1 check if the user is offering correct signature to be identified as user uid
5: if be.verifySignature(uid, sig) == false then

6: return false

7: end if

8:

AvrcoriTHM 1: Data center control utilities.

TaBLE 1: Access control rules in our experiment.

Sound Check-in & check-out Camera
Students v X X
Parents v v X
Teachers v v v
Education managers v v v
Unauthorized people X X X

guarding safety of the school, and teaching enrichment. In
our scheme, these educational data are stored in a MongoDB
database.

MongoDB is a popular NoSQL, nonrelational database
for modern app development [22]. When compared to rela-
tional databases, NoSQL databases are often more scalable
and can provide superior performance. SQL databases are
most often implemented in a scale-up architecture, which is
based on larger computers with more CPUs and more mem-
ory to improve performance, while NoSQL databases are cre-
ated in Internet and cloud computing eras that make it
possible to more easily implement a scale-out architecture.
In addition, the flexibility and ease of use of their data models

can speed up development in comparison to the relational
model, especially in IoT and cloud computing environments.

In our design, the database stores three kinds of data:
sound records, check-in and check-out records, and photo
records. For a sound record, we store 5 fields: record hash,
time, value, location, GPS: a check-in and check-out record
contains 8 fields: record hash, action type, RFID, user’s name,
user’s role, time, location, and GPS. And a photo record con-
tains 5 fields: record hash, time, value, location, and GPS.
Figure 2 shows one example of each kind of data.

We attach each record of data its hash as its index in both
the data center and the blockchain. To protect privacy of stu-
dents and teachers, access of these data should be under con-
trol. Data center should only allow authenticated access of
designated data. In our access control scheme, we adopt the
role-based access control model and deploy it on a custom-
ized blockchain system. When a visitor requests to access
some data, the data center checks on the blockchain whether
the visitor’s role is allowed to access the requested data. If so,
the data center grants to the visitor the access right to the
data. Otherwise, the data center refuses the visitor’s request.
Based on this principle, we propose a control module of the
data center to process visitors’ access requests and verify
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FIGURE 3: Data collection module deployment.
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FIGURE 4: Average block time under different difficulty settings.

the permissions of visitors’ access on the blockchain. Specif-
ically, the control module is programmed to synchronize
the state of RBAC module as a blockchain node and makes
access control decisions based on the state of the RBAC mod-
ule. Algorithm 1 shows the main frame of the control mod-
ule’s workflow.

In our implementation, the main thread of the control
module runs the runServer function, which continuously
waits for access requests. When receiving a request, runServer
parses parameters of the request and verifies whether it is
permitted or not, using the core part of the control module,
verify function.

The verify function first checks the signature to make sure
that the access request is sent by the corresponding user uid.
Then, it extracts the tags of the data and examines the role of
uid. Following that are two for loops, with the first one check-
ing if the role of uid has been banned from some tag of the
data and returns false if it is true and the second one checking
if the role of uid has been authorized to access the data and
returns true if it is true.

3.3. RBAC Blockchain System. As mentioned earlier, role-
based access control (RBAC) is a policy-neutral access-
control mechanism defined around roles and privileges.
The components of RBAC such as role-permission, user-role,
and role-role relationships make it simple to perform user
assignments. A study by NIST has demonstrated that RBAC
addresses many needs of commercial and government orga-
nizations. RBAC can be used to facilitate administration of
security in large organizations with hundreds of users and
thousands of permissions. Although RBAC is different from
mandatory access control (MAC) and discretionary access
control (DAC) frameworks, it can enforce these policies
without any complication. Under the role-based access con-
trol model, users are grouped into several roles. Access
actions of users are permitted or refused based on their roles.

For example, in our experiment described in Section 4,
the roles and access control rules are designated as Table 1
shows. There are 5 roles in total: students, students’ parents,
teachers, education managers, and unauthorized people.

In our access control scheme, we use a blockchain sys-
tem to implement the RBAC model. We authenticate user
identities using SHA256 signatures and public cryptogra-
phy schemes. The identities are registered on the block-
chain via an authenticated trusted blockchain node. After
registration, a public-private key pair is generated for each
user, and the trusted node broadcasts a user-registration
transaction on the blockchain. The transaction includes
designated role for the user, and the public-private key
pair can be used to verify whether the role in the transac-
tion is designated to the user by verifying the SHA256 sig-
nature. To achieve role-based access control features, we
implement 4 transaction types:

(i) User-registration: as described above, we use user-
registration transactions to register an identity for a
user. The format of a user-registration transaction
is {user — reg, pk,;;, role}, in which uid is the user’s
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36°21'48"N A
36°21'47.5"N A
Location 2: o
5c2bf8... check-in
d283f1... check-in
36°21'47"'N + - - - 2 5 1 736393... check-in
Location 1: 937516... check-out
* | 1c8f6e... check-in d67513... check-out
£e0879... check-in affebb... check-out
ee9bfd... check-out
36°21'46.5"N 1 c0d131... check-out
10 m
50 ft Esri, HERE, Garmin, USGS
120°4Il'24"E
Ficure 5: Check-in record.
TaBLE 2: RFID record.
Record hash Action RFID Name Role Time Location GPS
1c8f6e... Check-in E10D 2D 21 Teacherl Teacher 08:05:17 Location 1 36.363, 120.689
fe0879... Check-in D1 D7 51 02 Teacher2 Teacher 08:05:26 Location 1 36.363, 120.689
5c2bf8... Check-in 06 7F FB AD Studentl Student 08:25:38 Location 2 36.363, 120.690
d283f1... Check-in 82 3F B1 58 Student3 Student 08:25:43 Location 2 36.363, 120.690
736393... Check-in 6D B6 6B 4A Student2 Student 08:25:49 Location 2 36.363, 120.690
937516... Check-out 6D B6 6B 4A Student2 Student 17:01:23 Location 2 36.363, 120.690
d67513... Check-out 06 7F FB AD Studentl Student 17:01:48 Location 2 36.363, 120.690
affebb... Check-out 82 3F BI1 58 Student3 Student 17:01:59 Location 2 36.363, 120.690
ee9bfd... Check-out E1 0D 2D 21 Teacherl Teacher 18:00:16 Location 1 36.363, 120.689
c0d131... Check-out D1 D7 5102 Teacher2 Teacher 18:00:29 Location 1 36.363, 120.689

id, pk,;; is the public key generated for the user, and
role is the designated role for the user

(ii) Role-registration: like user-registration transactions,

role-registration transactions are used to register a
new role for the system. For a role-registration trans-
action {role — reg, role}, role is the name of the role
being registered

(iii) Rule-edit: we use rule-edit transactions to create or

edit role-based access control rules. For example,
transaction {rule — edit, role, tag, truel/false} cre-
ates or edits a rule to allow/forbid users of role role
to access data with tag tag

(iv) Access-result: the blockchain system employs access-

result transactions to respond to the data center’s
query about whether a user can access some data.
Transaction {result, uid, tag, t, true/false} means
the user of id uid can or cannot access the data of
tag tag, where t is the timestamp of the request

action. Access-result transactions play the role of an
immutable access log and make the request action
auditable and responsible

The main benefit of running an RBAC model on a block-
chain lies in that as all transactions are confirmed by all
blockchain nodes, and no adversary can change any user’s
role at its own will.

4. Experiment

In this section, we report the evaluation results of our system
in a practical scenario. We implemented the blockchain-
based educational data access control system and used the
system to perform the whole process of the educational data
from collection, storage, to controlled access.

4.1. Setup. As shown in Figure 3, we used a data collection
module to simulate the IoT devices in a smart classroom.
The data collection module was implemented on an Arduino



40

Sound sensor output
(98] W
o T

38}
w

20 -

0 50 100 150 200 250 300
Time (s)

(a) Quiet
40

Wireless Communications and Mobile Computing

40
- 35
=
&
5
2
—
g 30
&
2
b=l
=4
3
2 25

20

0 50 100 150 200 250 300
Time (s)
(b) Noisy

35 1

30 -

Sound sensor output

25 1

m
20 A

U

0 50 100

150 200 250 300
Time (s)

(¢) Gunshot

FIGURE 6: Sound monitoring.

UNO, which was connected to several sensor modules,
including the following:

(1) OV7670, a camera module
(2) SY-M213, a sound sensor module
(3) RFID-RC522, an RFID module

At the Arduino UNO, we develop and assemble the
drivers of the camera module, sound sensor module, and
RFID module in C language. The Arduino UNO board was
a microcontroller board based on the ATmega328P, which
supports USB connection with a computer [23]. At every sec-
ond, the camera module uploaded a 320 * 240-sized grayscale
image and the sound sensor module uploaded its output (it
measures the sound intensity of the environment). The RFID
module uploaded a record each time an action was detected.

All the collected data were uploaded to a Lenovo G580
PC running Windows 10 Professional 20H2 through serial
port. We developed a Python program to display the data
read from serial port. It ran on the Lenovo G580 PC and
uploaded data to the data center while displaying the col-
lected data.

For the data center, we developed a control module using
Python to process visitors’ access requests and verify the

authentication of visitors™ access permissions on the block-
chain. This module operated as both a server and a block-
chain node. It read role-based access control information in
on-chain transactions. If a visitor’s access permission was
authenticated, the control module would fetch data from
the MongoDB database and send the data to the visitor by
writing the data into the response body of the HTTPS con-
nection. The control module and MongoDB ran on a 16-
inch 2019 MacBook Pro with 8-Core Intel i9 @ 2.4 GHz
and 16 GB memory that operated on macOS 11.3.

We developed our own blockchain system using Golang
for the best flexibility of customization. Golang is a popular
programming language in blockchain community and has
become a go-to language for developing decentralized sys-
tems [24]. We used PoW consensus algorithm, which has
practically the best performance and scalability. The PoW
difficulty was reduced to 16 leading zero bits as we did not
have as much computing power as the bitcoin network has
to produce blocks in an acceptable time. That is, mining
nodes needed to find a nonce that by appending the nonce
to the block data, the produced SHA256 hash had 16 zero bits
in the front. So, the expected try times of different nonces for
mining a block were 2'® = 65536. We ran the blockchain sys-
tem on three computers, with each having 8-Core Intel i7-
9700 CPU @ 3GHz and 16GB memory and running
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(c) Empty classroom

FIGURE 7: Camera recording.

Windows 10 Professional 20H2. One blockchain node ran
on each of the three computers. Figure 4 shows the aver-
age time the blockchain network takes to mine a block,
under different difficulty settings. In our implementation
(targetBits = 16), the difficulty-reduced PoW blockchain net-
work takes 526 ms to produce a block in average.

4.2. Evaluation

4.2.1. Data Collection. Using the RFID module, we recorded
check-in and check-out actions at two different locations
(shown in Figure 5). Each time a teacher or a student checks
in (swipes his/her RFID card at the RFID sensor), informa-
tion of his/her identity and the check-in and check-out action
including time, location, and hash are collected and uploaded
by the RFID module. In our experiment, location 1 is the
office of the teacher, and location 2 is the classroom where
the students study. Details of these actions are shown in
Table 2.

In this experiment, we monitored the environment sound
intensity in a classroom with the sound sensor module. As
shown in Figure 6, three patterns of environment sound
intensity were recorded. In the first pattern (Figure 6(a)),
the classroom was relatively quiet, and the uploaded value
from the sound sensor module was ranged from 21 to 24.
In the second pattern (Figure 6(b)), the classroom was noisy,
so the sound sensor module uploaded value higher than 25
with a high frequency. In the third pattern (Figure 6(c)), we
simulated a gunshot scene with a loud speaker. From the
110 seconds to the 200 seconds, we used the speaker to a play

gunshot sound at the entrance of the classroom. After the
sound was played, from the 200 seconds, students in the
classroom began to scream; then, the classroom became as
noisy as it was in the second pattern.

We also used the camera module to take photos of the
interior of the classroom. Limited by the performance of
the OV7670 camera module, only one photo per second
was taken. Figure 7 shows three representative scenes in the
classroom: students studying in the classroom (Figure 7(a)),
students leaving the classroom when the class was over while
several students chose to stay for discussions (Figure 7(b)),
and an empty classroom (Figure 7(c)).

These educational data were all uploaded and stored in
the MongoDB database. Further analysis and data process
can be done after access control.

4.2.2. Access Control of Collected Data. For simplicity and
convenience, we ran the three nodes of the blockchain sys-
tem, the data center, and the data collection module in the
same local area network. This resulted in low network
latency. By sending role-registration transactions and user-
registration transactions, we registered 8 users of 5 roles: 3
students, 2 parents, 1 teacher, 1 education manager, and 1
unauthorized person. By sending rule-edit transactions, we
created the following role-based access control rules:

(i) Students can access the sound monitor data, to get
noticed when gunshot is detected

(ii) Parents can access the check-in records of their chil-
dren and the sound monitor data, to see if their
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children have gone to school after leaving home and
to be aware of students’ study environment

(iii) The teacher and the education manager can access
all the educational data, for teaching evaluation
and enrichment, educational decision making,
school safety guarding, etc.

(iv) The unauthorized person cannot access any data, as
he or she is not authorized

Then, we tested our educational data access control sys-
tem. We used different uid-sk,;; pairs to simulate different
users and sent requests to the data center to access the data
collected from the smart classroom. We sent 100 requests,
50 of them were good ones that should be accepted, while
the other 50 were bad that should be refused. As a result,
our access control system worked correctly. That is, for all
the 50 good requests, the data center sent data to the user,
and for all the 50 bad ones, the data center refused to offer
data to the requester. Besides, the result of each request was
logged on the blockchain in the form of an access-result
transaction. We also analyzed the performance of our access
control system. In our observation, it costs the user 13 ms in
average to get a refuse message (Figure 8(a)) or 157 ms in
average to get the requested data (Figure 8(b)), counting
from sending a request to the data center. It can be concluded
that the response time of our educational data access control
system under local area network is acceptable.

5. Conclusions

In this paper, we proposed a scheme to preserve privacy in
educational application of IoT. We achieved our privacy
preservation goal by implementing a blockchain-based access
control system. We implemented the full system including
the components of collecting educational data, storing the
data in a data center, and maintaining a role-based access
control on educational data. Our scheme consists of a data
collection module, a MongoDB-based data center, and the
role-based access control module running on top of a block-
chain system. Our educational data access control system

guarantees correct execution of the access control rules and
makes the access events of educational data auditable and
responsible. Our experiment results indicate that our access
control system gives a correct response as quickly as a tradi-
tional data server. What is more, our access control system
was designed to be relatively general-purpose. So, it can be
easily extended to other application fields, by including nec-
essary IoT devices and implementing drivers for them.
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Hackers on the Internet usually send attacking packets using compromised hosts, called stepping-stones, in order to avoid being
detected and caught. With stepping-stone attacks, an intruder remotely logins these stepping-stones using programs like SSH or
telnet, uses a chain of Internet hosts as relay machines, and then sends the attacking packets. A great number of detection
approaches have been developed for stepping-stone intrusion (SSI) in the literature. Many of these existing detection methods
worked effectively only when session manipulation by intruders is not present. When the session is manipulated by attackers,
there are few known effective detection methods for SSI. It is important to know whether a detection algorithm for SSI is
resistant on session manipulation by attackers. For session manipulation with chaff perturbation, software tools such as Scapy
can be used to inject meaningless packets into a data stream. However, to the best of our knowledge, there are no existing
effective tools or efficient algorithms to produce time-jittered network traffic that can be used to test whether an SSI detection
method is resistant on intruders’ time-jittering manipulation. In this paper, we propose a framework to test resistency of
detection algorithms for SSI on time-jittering manipulation. Our proposed framework can be used to test whether an existing or

new SSI detection method is resistant on session manipulation by intruders with time-jittering.

1. Introduction

Hackers on the Internet usually send attacking packets using
compromised hosts, called stepping-stones, in order to avoid
being detected and caught. With stepping-stone attacks, an
intruder remotely logins these stepping-stones using pro-
grams like SSH or telnet, uses a chain of Internet hosts as
relay machines, and then sends the attacking packets. To
launch a stepping-stone attack, the intruder enters the attack-
ing commands on his/her local machine which are relayed
through the stepping-stone machines until the attacking
packets arrive at the final target machine. It is well-known
that every such TCP session between a server and a client is
independent of one another even if they are relayed sessions.
Such a nature of the TCP protocol makes it much more chal-
lenging to know the attacker’s geographical location while
accessing a remote machine via multiple relayed TCP ses-
sions. The final target machine can only see the TCP packets
from the last hub of the connection chain. Therefore, a target

machine can hardly learn any information regarding the
origin of the intrusion.

To launch a stepping-stone attack, the intruder could use
a remote login program (SSH, telnet, or rlogin) and create a
connection chain as shown in Figure 1. In this figure, Host
0 is the intruder’s machine, Host N is the final target host,
and Host1,Host2,--,and Host N -1 are the stepping-
stone machines. With stepping-stone intrusion detection
(SSID), the detection program can be installed at any of the
stepping-stones. The stepping-stone host with the detection
program installed is called a detecting sensor. In Figure 1,
we assume that Host i is the (detecting) sensor. The purpose
of SSID is to know if the detecting sensor Host i is employed
as a stepping-stone machine. Two important concepts
related to a detecting sensor of a connection chain are the
incoming and outgoing connections. The connection from
Host i — 1 to Host i is called an incoming connection to Host
i, and the connection from Host i to Host i + 1 is called an
outgoing connection from Host i. If the detecting sensor Host
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FIGURE 1: A sample connection chain.

i is employed as a stepping-stone machine, then, there exists
at least one matched pair between all of its incoming connec-
tions and all of its outgoing connections.

1.1. Definitions of Send/Echo Packets. The definitions of Send
and Echo packets will be illustrated using Figure 1. Assuming
that Host i is the detecting sensor. First, let us look at its
incoming connection. Send packets are those TCP packets
with the flag bit TCP.Flag.PSH set to TRUE that are sent
from Host i — 1 to Host i; Echo packets are those TCP packets
with the flag bit TCP.Flag. PSH set to TRUE that are sent
from Host back to Host i — 1. Now, let us look at the outgoing
connection. Send packets of the outgoing connection from
Host i are those TCP packets with the flag bit TCP.Flag. PSH
set to TRUE that are sent from Host i to Host i+ 1; Echo
packets are those TCP packets with the flag bit TCP.Flag.PSH
set to TRUE that are sent from Host i + 1 back to Host i.

Which Send packet is matched with which Echo packet?
Let us answer this question by using an example on the
command line. If an attacker enters the command “ps” on a
command line in a terminal, the command could be sent to
the target machine with one or two TCP packets. For simplic-
ity, we assume that the command “ps” is delivered to the
target host with two different TCP packets, one for “p” and
the other one for “s.” When the attacker types “p” on the
command line, its packet is delivered to the target host. After
this Send packet is echoed, an Echo packet is sent back to the
attacker’s machine, and then the letter “p” is visible on the
screen of the attacker’s host. The Send packet associated with
the command “p” and its Echo packet are referred to as a
matched pair, or sometimes called a relayed pair. Based on
the TCP protocol design, an Echo packet may echo more
than one Send packets. Similarly, a Send packet may be
echoed by more than one Echo packets.

1.2. The Distribution of Packets’ RTTs for a Connection
Chain. In a TCP connection, a packet RTT is the sum of four
delays including queuing delay, transmission delay, process-
ing delay, and propagation delay. For connection chain-
based SSI detection, packet RTTs can be used to estimate a
connection chain length. The network traffic can be repre-
sented by the RTTs calculated from the matched pairs of a
Send packet and an Echo packet. In the work [1] by Yang
et al., the authors proved that a connection chain length is
the same as the number of clusters that are generated by
employing the RTTs calculated from the connection chain.
The work [2] by Paxson and Floyd discovered that the
packet RTTs calculated from a connection chain follow the
Poisson distribution. This important discovery can be
employed to match TCP packets as well as calculate a con-

nection chain length. Figure 2 shows that the packet RTTs
obtained from a connection chain follow the Poisson distri-
bution. In this figure, the RTTs were obtained from the
TCP packets collected from a connection chain whose length
is four. Based on this experiment in a connection chain with
four connections, most RTT values are very close to the aver-
age p which is 138,500 (microsecond) of all the RTT values.
Clearly, at least 95% of the RTTs are larger than 137,000
(microsecond) as well as less than 141,000 (microsecond).

If a random variable X obeys the Poisson distribution, its
mean and standard deviation are represented by y and o,
respectively. It is well-known that

|X —ul <20. (1)

According to the above inequality, the majority values of
the random variable X should be around its mean value p.
The absolute value of the difference between X and y is at
most 20. Therefore, the packet RTT values calculated from
captured network traffic from a TCP connection chain follow
the Poisson distribution. That is, most values of the packet
RTTs calculated from a connection chain of fixed length
must be close to its mean value which is inside a circle
centered at X of radius 2¢.

1.3. Session Manipulation by Intruders Using Chaff-
Perturbation or Time-]Jittering. A great number of detection
approaches for SSI have been developed in the literature
[2-12]. However, malicious attackers never stop developing
new session manipulation approaches to evade detection.
The two most popular such techniques used by attackers
are time-jittering and chaff perturbation. Time-jittering is
a method that an attacker’s host does not transmit packets
immediately. Instead, every packet will be hold for a
random period of time, and then it will be released. The
timestamp of each packet will be jittered. Therefore, if the
network traffic is manipulated by intruders using the time-
jittering technique, the timestamp of every packet is modi-
fied. As a result, all the existing approaches for time-based
SSID do not work anymore.

Chaff perturbation is a session manipulation approach
with which attackers can create some meaningless packets
and then insert them into a normal network traffic. Due to
the injection of these meaningless packets into a normal
network traffic, the total number of packets is changed, so
are the time gaps between the normal packets. Therefore, if
the network traffic is manipulated by intruders using chaff
perturbation technique, the total number of packets and
the time gaps of packets are all modified. As a result, those
existing approaches (SSID) that are based on the amount
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of network traffic or time gaps of packets do not work
anymore. Therefore, it is very important to know whether
an existing or new SSID method is resistant to intruders’
session manipulation.

For chaff perturbation, software tools such as Scapy have
been developed to inject meaningless packets into data
streams. These software tools can be used to test whether a
SSID algorithm is effective in resisting intruders’ session
manipulation with chaft perturbation. Scapy is a software
for packet manipulation in computer networks. Its first ver-
sion was implemented in Python. It can create or decode
packets and then send them to the Internet. It can also capture
the packets and match an Echo packet with its corresponding
Send packet. Moreover, scanning, tracerouting, attacks, and
network probing and discovery can all be done using Scapy.

However, to the best of our knowledge, there are no exist-
ing software tools or effective algorithms to test resistency of
SSID algorithms on session manipulation with time-jittering.
In this paper, we propose a framework to test resistency of
detection approaches for SSI on time-jittering manipulation.
Our proposed framework can be used to test whether an
existing or new SSID method is resistant on session manipu-
lation by intruders with time-jittering. The output file gener-
ated by our proposed algorithm satisfies the following
properties: (1) it remains a valid list of captured TCP
packets as for each Send packet with jittered timestamp,
and its timestamp is still less than that of every following
Echo packet; (2) only the timestamps of a given percentage
of the Send packets will be jittered; (3) those Send packets
whose timestamps will be jittered are randomly selected;
and (4) for every Send packet whose timestamp will be jit-
tered, the increment of its timestamp is a random and
independent value.

Table 1 lists all the notations used in this paper to help
readers for easy referencing.

The remaining of this paper is organized as follows. In
Section 2, we give literature review on many existing and
significant SSID methods. In Section 3, we present a frame-
work to test resistency of detection algorithms for SSI on
time-jittering manipulation by intruders. This paper will be
summarized in Section 4, and the funding information of this
research work will be provided in Acknowledgments.

2. Literature Review on SSID

Network security experts and researchers have proposed
many SSID approaches since Staniford-Chen and Heberlein
published their seminar work in SSID in 1995 [7]. In this
section, we will conduct a literature review on SSID methods
since 1995. There are two different types of SSID
approaches: host-based SSID and network-based SSID. A
host-based SSID approach is to detect stepping-stone intru-
sion by comparing all the outgoing connections with all the
incoming connections of a single host (that is, the detecting
sensor) to see if there exists a matched pair in these two
connections. A network-based SSID is to estimate the length
of the connection chain (the number of connections in the
connection chain).

Let us begin with reviews on host-based SSID. Staniford-
Chen and Heberlein [7] proposed a content-thumbprint
method to find a matched pair on a single machine by com-
paring all the outgoing connections with all the incoming
connections of the host. As law content of packets is used
for the comparison, this content-thumbprint method does
not work if the network traffic is encrypted. In order to over-
come the problem of this content-thumbprint method,
Zhang and Paxson [12] proposed a time-thumbprint method
for SSID. As the timestamps of packets are usually not
encrypted, this time-thumbprint method could work effec-
tively if the network traffic is encrypted. If intruders send
encrypted attacking packets to launch attacks by using SSH,
for example, it makes the detection process of SSID much
more challenging. Furthermore, if intruders use session
manipulation techniques such as chaff perturbation and/or
time-jittering to evade detection, it will make the SSID pro-
cess even more challenging.

There are quite a few SSID methods have been proposed
for network traffic with session manipulation by attackers
using chaff perturbation and/or time-jittering to evade detec-
tion. He and Tong [9] proposed the packet counting approach
aimed at addressing such challenges caused by intruders’
session manipulation. The authors of [9] assumed that
network traffic is encrypted, and the session is manipulated
by intruders using the time-jittering and chaft perturbation
techniques. Furthermore, an attacker can inject chaff packets
into an attacking stream. This paper developed two detection
algorithms for SSID that deal with the time-jittering and chaff
perturbation manipulation. Donoho et al. [4] employed a
gateway router as the detecting sensor and proposed detection
algorithms for SSID. This paper considered that a stepping-
stone host maybe a single machine on the Internet or a whole
network associated with the gateway router.

As we mentioned earlier, Zhang and Paxson [12] pro-
posed detection algorithms for SSID that work for encrypted
network traffic. However, those approached proposed in [12]
have problems when the session is manipulated by attackers
using time-jittering and chaft perturbation. The detection
algorithms for SSID developed in [12] depend on accurate
timestamps of network packets; otherwise, these SSID
approaches do not work effectively, even if packets’ time-
stamps are slightly jittering. Yoda and Etoh [13] proposed a
better approach to address this issue. This method for SSID



4 Wireless Communications and Mobile Computing
TasLE 1: All notations used in this paper.

X A random variable

U Mean of a random variable

o Standard derivation

p Percentage of which timestamps of Send packets will be jittered

N Total number of Send packets in the input file

M Largest integer less than or equal to pN

1_packets A list of all the packets in the input file

1_Send A list of all Send packets in the input file

1_random An increasing list of M random numbers in the range 0~N — 1

is called a deviation-based approach as the deviations
between an existing intruder stream and all other concurrent
data streams in the network are computed. This method tries
to discover a set of data streams that could match the stream
sent from the intruder. He and Tong [9] proposed a better
way to resist attackers’” session manipulation using chaff per-
turbation. The detection algorithms work effectively when
the network traffic having meaningless packets chaffed into
the data stream. These algorithms for SSID still work if the
number of chaffed packets is proportional to the total num-
ber of packets sent from the attacker’s machine. Yang et al.
[14] used random walks to design a method for SSID to
handle intruders’ manipulation using chaff perturbation eva-
sion. In this paper, the difference between the number of
responses and the number of requests is modelled as a ran-
dom walk. Yang and Zhang [15] proposed a better way of
using random walks to design detection algorithms for SSID.
The method used in [15] is referred to as an RTT-based ran-
dom walk approach. The key idea of this paper is to decide if
an outgoing connection and an incoming connection are a
matched pair by applying the number of RTTs in a connec-
tion as well as the idea of random walks. The detection algo-
rithms proposed in [15] work effectively when the network
traffic is manipulated by attackers using time-jittering and/or
chaff perturbation evasion.

Ding et al. [16] took a different approach that detected
SSI at the target victim machine. This paper used and consid-
ered the time delay between the attacker completing typing
an attacking command and the time when the next letter is
entered. Later, Huang et al. [17] improved the detection algo-
rithm for SSID proposed in [16]. The authors in [16, 17]
assumed that cross-over packets must be present in a long
connection chain. Huang et al. [17] discovered that a longer
connection chain should produce more cross-over packets.
Wang and Reeves [18] proposed a watermark-based method
for SSID. This paper assumed that a unique watermark is
injected into the network traffic. The matching between an
incoming connection and an outgoing connection is based
on the injected watermark.

Yang et al. [6] developed a computer program to inject
TCP/IP packets into network traffic. The program developed
in this paper could help network security researchers better
understand how session manipulation works and design
more innovative detection algorithms for SSID that are resis-

tant to time-jittering and/or chaff perturbation manipula-
tions by intruders.

Because stepping-stones may be employed by legal appli-
cations for remote access, host-based SSID approaches could
produce high false positive errors. To avoid the problem
caused by host-based detection methods, network-based
detection approaches were proposed. This type of detection
method for SSID is to calculate the length of a connection
chain. It is well-known that most hosts access a remote server
using at most three stepping-stones. If a host uses more than
three stepping-stones to access a remote server, it is most
likely an intrusion. This is the rationale of all network-
based detection approaches.

Next, we present the literature review on network-based
detection approaches for SSI. The first known detection
algorithm via the network-based approach was presented
in [19] in 2002. The key idea of this paper is to compute
the RTT of a Send packet and then attempt to match this
Send packet with its corresponding acknowledgment
(ACK) packet transmitted from the next adjacent host in
the connection chain. The method proposed in [18] reduced
the false positive error a little bit. However, this method for
SSID produces high false negative error as the ACK packet
from the next adjacent host instead of the actual Echo packet
was used for the matching. The problem with the work pre-
sented in [19] was that the way to set up the connection
chain was not proper.

To overcome the problem caused by the improper con-
nection chain setup in the paper [19], a step-function detec-
tion method was developed to calculate the length of a
connection chain in [20] in 2004. The step-function method
developed in this paper reduced both the false positive and
false negative errors in the case of local area networks
(LANSs). The connection chain was properly created in [20]
so that the corresponding Echo packet of a Send packet can
be used for the matching. In this paper, a Send packet was
matched with its corresponding Echo packet, and then the
packet RTTs was calculated using the step-functions. The
drawback of this detection approach presented in [20] is that
this method works effectively only in LANS, but it does not
work well in the context of the Internet. The conservative
and greedy packet matching method for SSI detection
presented in [21] worked effectively in the context of the
Internet, but this detection method can only match very



Wireless Communications and Mobile Computing

few TCP packets, and thus, it is not practical in SSID for
computer networks connected with the Internet.

The data mining approach with clustering and partition-
ing proposed in [5] is a very effective connection chain-based
detection approach SSIL In this work, the packet RTTs are
obtained by applying the maximum-minimum distance
(MMD) clustering method, and all the possible packets were
checked during packet matching. The clusters’ number out-
putted by the MMD algorithm gives the length of the connec-
tion chain. Also, the detection method based on MMD
reduced largely the false negative errors as well as the false
positive. A drawback of this detection algorithm for SSI is
that a large number of TCP packets must be captured and
analyzed. Therefore, the detection method based on MMD
presented in [5] is not efficient in terms of processing time.
A SSID method using the k-means clustering approach was
developed in [22] in order to overcome the weakness of the
MMD-based SSID algorithm proposed in [5]. This k
-means-based detection algorithm is very efficient as it did
not require to capture and analyze a large number of TCP
packets. It is well-known that packet RTTs cluster around a
number of levels [5, 20]. In general, the k-means data mining
algorithm has been widely used to put data-set items into
groups of related observations without none of the prior
knowledge regarding their relationships. As long as most of
the RTT outliers are removed from the captured RTTs in
the input file, the k-means-based SSID algorithm proposed
[22] works effectively in LANGs.

It is worth mentioning some recent significant results
that are related to network security. Using a combination
of social relationship and nonsensitive attributes, Cai et al.
[23] investigated how social networks are exploited and an
inference attack is launched. With differential privacy, Cai
et al. [24] proposed a mechanism that employed a sampling
approach to generate rough counting results. In theory,
these counting results are verified to satisfy privacy guaran-
tee as well as unbiasedness. An innovative method to
upload data in smart cyber-physical systems was proposed
in [25]. The method proposed in this paper considered pri-
vacy preservation as well as energy conservation. A frame-
work to mimic the behaviors of stepping-stones was
proposed in [3]. The proposed framework in [3] contains
tools for evasion and some other tools that can be used
for evaluating detection rates of existing SSID approaches.
With industrial Internet of Things, a privacy-preserved data
sharing scheme was proposed in [26] where competing
customers can coexist in different stages of the IoT system.
Gamarra et al. [27] developed a model that describes the
propagation of SSI attacks in the IoT systems using a
vulnerability graph whose topology is fixed as well as
switching. The model can be expanded to a more realistic
scenario when the vulnerability graph changes because the
attack is discovered or the intrusion detection system of
the IoT is trigged. Liu et al. [28] proposed an adaptive
intrusion detection approach using the fuzzy rough set
theory and a new pattern learning. Using a greedy
approach, the authors of [28] introduced a Gaussian mix-
ture model clustering method aiming at obtaining the
intrinsic structure of instances of computer networks.

3. A Framework to Test Resistency of SSID
Methods on Time-Jittering Manipulation

In this section, we first propose a framework to test resistency
of detection algorithms for SSI on time-jittering manipula-
tion. Our proposed framework can be used to test whether
an existing or new SSID method is resistant on session
manipulation by intruders with time-jittering. Then, we pres-
ent the properties of the output generated by our proposed
algorithm with jittered timestamps. Finally, the significance
of our proposed framework is discussed.

3.1. An Algorithm to Test Resistency of SSID Methods on
Time-Jittering. The algorithm for testing resistency of SSID
methods on time-jittering manipulation is described in
Algorithm 1.

Next, we explain the above Algorithm 1 for testing resis-
tency of SSID methods on time-jittering manipulation.

Both the input file input.txt and the output file output.txt
contain two columns: one lists packet timestamp and the
other column lists the packet type for each packet. The input
file is obtained from a PCAP file captured in the Internet
environment. The output file contains jittered timestamps
in the first column and the same packet type in the second
column as in the input file, and the only timestamps of a
given percentage of the Send packets will be jittered.

The algorithm begins with copying the content of
input.txt into output.txt. Let p denote the percentage with
which of Send packets’ time stamps will be jittered, N the
total number of Send packets in the file input.txt, and M
the largest integer less than or equal to pN. Clearly, M is
the number of Send packets that will be jittered.

Then, we generate M random numbers in the range
0~N -1, sort them in an increasing order, and store them
in a list 1 random. These random numbers are the indices
of the Send packets in the list |_Send whose timestamps will
be jittered, where 1_Send represents the list of all the Send
packets in the file input.txt.

After that, the for loop iterates each Send packet in the list
1_Send. For each Send packet in I_Send, if its index belongs to
the list 1_random, then its timestamp will be jittered. The
increment will be a random value between zero and diff,
where diff represents the timestamp difference between this
Send and the first following Echo packet in the list I_packets.
Finally, update this Send’s timestamp in the file output.txt by
adding the increment to its original timestamp.

3.2. Properties of the Output Generated by the Above
Algorithm 1 with Jittered Timestamps. Clearly, the output file
output.txt generated by the above Algorithm 1 satisfies the
following important properties:

(1) It remains a valid list of captured TCP packets as for
each Send packet with jittered timestamp, its time-
stamp is still less than that of every following Echo
packet

(2) Only the timestamps of a given percentage of the
Send packets will be jittered
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tured in the Internet environment

percentage of Send packets have been jittered
copy the file input.txt into the file output.txt

N = total number of Send packets in the file input.txt;
M = largest integer less than or equal to pN;

/+ number of Send packets that will be jittered =/
1_packets = a list of all the packets in the file input.txt
1_Send = a list of all Send packets in the file input.txt

for each Send packet in the list 1_Send, do
if its index equals a number in the list 1_random
/* jitter its timestamp */

incr = a random number in the range 0~diff
increase the timestamp of this Send packet by incr
update this Send’s timestamp in the file output.txt

Input: a TXT file input.txt with two columns (including packet timestamps and the packet type) obtained from the packets cap-

Output: a TXT file output.txt with two columns (including packet timestamps and the packet type) and the timestamps of a given

p = percentage; /* timestamps of this percentage of Send packets will be jittered =/

1_random = an increasing list of M random numbers in the range 0~N-1
/* the Send packets in the list |_Send with these indices in I_random will be jittered =/

diff = timestamp difference between this Send and the first following Echo packet in the list |_packets

ALGoriTHM 1: An efficient algorithm for testing resistency of SSID methods on time-jittering.

(3) Those Send packets whose timestamps will be jittered
are randomly selected

(4) For every Send packet whose timestamp will be jit-
tered, the increment of its timestamp is a random
and independent value

3.3. Significance of the Proposed Framework. Stepping-stones
have been widely used by hackers to launch their attacks,
especially after the emerging of the Internet. Network secu-
rity researchers have been proposing approaches for SSID
during the last two decades since Staniford-Chen and Heber-
lein published their seminar work [7] in 1995. However,
intruders have also been developing new techniques to evade
our detection. When SSI attacks are launched, intruders tend
to use session manipulation techniques to evade detection.
By far, the most two popular session manipulation tech-
niques used by intruders for evasion are time-jittering and
chaff perturbation. All the known SSID methods to handle
intruders’ time-jittering and/or chaft perturbation for detect-
ing intruder’s evasion either are not feasible to implement or
do not work effectively. Some of such methods can only
detect an intruder’s evasion with very limited capacity.
Therefore, newly proposed SSID methods should be resistant
to intruders’ session manipulation so that they can be used to
protect practical computer networks against SSI attacks.

For chaff perturbation, software tools such as Scapy have
been developed to inject meaningless packets into data
streams. These software tools can be used to test whether a
SSID algorithm is effective in resisting intruders’ session
manipulation with chaft perturbation. Currently, there are
no existing software tools or effective algorithms to test resis-
tency of SSID algorithms on session manipulation with time-
jittering. Our proposed framework in this paper can be used
by network security researchers to test whether their pro-

posed SSID algorithms are resistant on session manipulation
by intruders with time-jittering.

4., Conclusion

In this paper, we developed a framework to test resistency of
detection approaches for SSI on time-jittering manipulation
by intruders. Network security researchers have been propos-
ing approaches for SSID during the last two decades. How-
ever, intruders have also been developing new techniques to
evade our detection. When SSI attacks are launched,
intruders tend to use session manipulation techniques to
evade detection. Therefore, newly proposed SSID methods
should be resistant to intruders’ session manipulation so that
they can be used to protect practical computer networks
against SSI attacks. Currently, there are no existing software
tools or effective algorithms to test resistency of SSID algo-
rithms on session manipulation with time-jittering. Our pro-
posed framework in this paper can be used by network
security researchers to test whether their proposed SSID
algorithms are resistant on session manipulation by intruders
with time-jittering.

As a future research direction, we will develop new effec-
tive methods for SSID that are efficient and resistant to
intruders’ evasion manipulation using time-jittering and/or
chaff perturbation. Our proposed framework can be used to
verify the resistency of the proposed SSID methods on
time-jittering manipulation by intruders.
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With the rapid development of Internet social platforms, buyer shows (such as comment text) have become an important basis for
consumers to understand products and purchase decisions. The early sentiment analysis methods were mainly text-level and
sentence-level, which believed that a text had only one sentiment. This phenomenon will cover up the details, and it is difficult
to reflect people’s fine-grained and comprehensive sentiments fully, leading to people’s wrong decisions. Obviously, aspect-level
sentiment analysis can obtain a more comprehensive sentiment classification by mining the sentiment tendencies of different
aspects in the comment text. However, the existing aspect-level sentiment analysis methods mainly focus on attention
mechanism and recurrent neural network. They lack emotional sensitivity to the position of aspect words and tend to ignore
long-term dependencies. In order to solve this problem, on the basis of Bidirectional Encoder Representations from
Transformers (BERT), this paper proposes an effective aspect-level sentiment analysis approach (ALM-BERT) by constructing
an aspect feature location model. Specifically, we use the pretrained BERT model first to mine more aspect-level auxiliary
information from the comment context. Secondly, for the sake of learning the expression features of aspect words and the
interactive information of aspect words’ context, we construct an aspect-based sentiment feature extraction method. Finally, we
construct evaluation experiments on three benchmark datasets. The experimental results show that the aspect-level sentiment
analysis performance of the ALM-BERT approach proposed in this paper is significantly better than other comparison methods.

1. Introduction

E-commerce is a thriving industry with increasing impor-
tance to the global economy. Particularly with the rapid
development of social media, more and more users begin to
express their sentiments on various online platforms. These
comments reflect the sentiments of users and consumers
and provide sellers and governments with a lot of valuable
feedback on the quality of goods or services [1-3]. For exam-
ple, before purchasing a product, the users can browse a large
number of comments about the product on the e-commerce
platform to determine whether the product is worth buying.
Similarly, governments and companies can collect a large
number of public comments directly from the Internet and
analyze users’ opinions and satisfaction from them, so as to
meet their needs. Therefore, as a basic and key work of natu-

ral language processing (NLP), sentiment analysis has
attracted widespread attention from the theoretical and prac-
tical circles [4]. However, the classic sentiment analysis task
can only determine the users’ sentiment polarities (e.g., pos-
itive, negative, and neutral) of the product or event from the
entire sentences and cannot determine the sentiment polarity
of a particular aspect of the sentence, let alone identify the
multiple sentiments existing in a single sentence. In contrast,
aspect-based sentiment analysis is a more fine-grained classi-
fication task, which can identify the sentiment polarities of
multiple aspects in a sentence. Specifically, this scene is
shown in Figure 1, where a sentence as a whole has an overall
sentiment, and there are also multiple aspect-level senti-
ments. We can observe from the comment text: in the “It
didn’t come with any software installed outside of windows
media, but for the price, I was very pleased with the condition
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i | Itdidn't come with any software installed outside of
| windows media, but for the piece, I was very pleased @
| with the condition and the overall product.

Negative

Neutral

Positive

Positive

FIGURE 1: An example of consumer review with three aspect terms. Black represents sentence level sentiment analysis, while red, green, and
blue represent the sentiment of corresponding aspect word, respectively.

and the overall product,” the emotional polarity of “software”
is negative, “Windows Media” is neutral, and “price” and
“very satisfied” are positive. Among them, these different
sentiment words are called aspect words.

In recent years, researchers have proposed various
methods to complete aspect-level sentiment analysis. Among
them, the supervised machine learning algorithm has the best
effect [5-7]. However, such statistical-based methods rely on
carefully designed manual features on large-scale datasets,
resulting in a lot of waste of manpower and time [8, 9]. The
neural network model can automatically learn the low-
dimensional representation of reviews without relying on
artificial feature engineering. This feature allows neural net-
works to be used for aspect-level sentiment analysis tasks
and has attracted the attention of researchers [10, 11].

Unfortunately, the existing methods mainly use recurrent
neural network (RNN) [12] or convolutional neural network
(CNN) [6] to mine the semantic information of aspect word
and its context, which is easy to ignore the fact that they are
insensitive to the location of key components [10, 13].
Researchers have proved that the emotional polarity of the
aspect word is highly correlated with the word order of the
aspect word information [4], which means that the emotional
polarity of aspect words is more easily affected by the con-
text of aspect words with similar distance [14]. Besides,
the neural network is difficult to capture long-term depen-
dencies between aspect words and context, which causes a
loss of valuable information. Even if the attention mecha-
nism [15] can be positioned in the right context to allevi-
ate this problem, but the problem still remains and limits
their performance.

For the sake of solving the aforementioned problems, on
the basis of Bidirectional Encoder Representations from
Transformers (BERT) [16], this paper establishes an aspect-
level sentiment analysis approach based on BERT and aspect
feature location model (i.e., ALM-BERT). The core idea of
the ALM-BERT approach is to recognize the emotion of dif-
ferent aspect words in the text, consider the contextual inter-
action information of aspect words, and reduce the
interference of irrelevant words, thus forming an effective
aspect-based sentiment analysis framework. The main con-
tributions of this paper are as follows:

(i) Based on the pretrained general model BERT, we
have constructed a multiangle text vectorization
mechanism that can obtain high-quality contextual

information representation and aspect information
representation. In addition, we also construct an
aspect-based sentiment feature extraction method.
This method utilizes an encoder based on the multi-
head attention mechanism to learn the expression
features of the aspect words and the interactive
information of the aspect word context, which can
effectively distinguish different sentences and differ-
ent contributions of different aspect words

(ii) We construct an aspect feature location model to
capture the aspect information when modeling sen-
tences and integrate the complete information of the
aspect words into the interaction semantics. This
model can effectively reduce the influence of noise
words that have nothing to do with aspect words
and improve the integrity of aspect word information

(iii) We conduct aspect-level sentiment analysis evalua-
tion experiments on three benchmark datasets. The
experimental results show that the accuracy and
macro-F1 score of our proposed model (i.e., ALM-
BERT) on the Restaurant dataset are 13.66% and
29.76% higher than those of the baseline MGAN
models, respectively. At the same time, the accuracy
of the ALM-BERT model on comment texts of dif-
ferent lengths is also better than other comparison
methods. This shows that the ALM-BERT approach
can better mine the users’ aspect-level sentiments

We organize the remainder of this paper as follows: in
Section 2, we introduce some related works on aspect-based
sentiment analysis task briefly, the problem formulation is
described in Section 3, we present the proposed model and
its training process in detail in Section 4, experimental evalu-
ation and result analysis are given in Section 5, and we con-
clude the paper and briefly discuss the future work in
Section 6.

2. Related Works

The core goal of aspect-based sentiment analysis is to recog-
nize the sentiment polarity of different aspect words in a
given text, which means that it can mine more fine-grained
sentiments, so it has become a research hotspot in the current
sentiment analysis field. Currently, aspect-based sentiment
analysis methods are mainly divided into two categories:
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classic aspect-based sentiment analysis methods and neural
network-based sentiment analysis methods.

2.1. Classical Aspect-Based Sentiment Analysis Methods. In
the field of aspect-based sentiment analysis, early research
mainly focused on traditional machine learning methods,
including rule-based methods [17] and statistical-based
methods [18]. These studies generally relied on laborious
manual annotation and feature engineering and then
employed traditional machine learning to establish a senti-
ment classifier [19]. For example, Qiu et al. [20] analyzed
the relationship between aspect words and sentiment polarity
according to the grammatical features. Analogously, Liu et al.
[21] proposed a word alignment model to identify aspect
words and sentiment polarity based on grammatical infor-
mation. Subrahmanian and Reforgiato [22] proposed a com-
prehensive framework that fully considered the information
of adjectives, verbs, and adverbs. Jing et al. [23] presented a
topic modeling method and utilized grammatical features
to help separate aspect words and sentiment words. Wu
et al. [24] introduced the concept of phrase dependency pars-
ing and took phrase fragments as an important part of iden-
tified polarity of sentiment. Zhao et al. [19] proposed a novel
method, which decided the sentiment polarity of aspect
words according to the grammatical features of the words
related to aspect words. Kiritchenko et al. [25] adopted a sup-
port vector machine algorithm based on n-gram features,
parse features, and lexical features.

Although these methods have achieved certain results,
they rely too much on manual annotation and feature engi-
neering, which means that there are performance bottlenecks
that are difficult to break through.

2.2. Neural Network-Based Sentiment Analysis Methods. Dif-
ferent from the traditional methods mentioned above, the
neural network can automatically learn continuous and
low-dimensional representation features from the text with-
out relying on manual feature engineering. In other words,
the neural network can effectively solve the problems of
excessive dependence on manual annotation and feature
engineering in the above-mentioned traditional methods.
Therefore, more and more researchers have constructed a
series of aspect-based sentiment analysis methods based on
neural networks. Tang et al. [26] constructed a Target-
Dependent Long Short-Term Memory (TD-LSTM) model
based on two LSTM networks, which concatenates the left
context representation and right context representation of
the aspect as the final context representation for predicting
the sentiment. Moreover, neural network models based on
attention mechanism, which was proposed in machine
translation task, have been successfully applied in aspect-
based sentiment analysis. Wang et al. [27] designed an
LSTM model based on the attention mechanism, which
can focus on the important parts related to aspect words in
a sentence. Chen et al. [28] utilized a bidirectional LSTM
and multiple attention mechanism to pick up important fea-
tures to predict the final sentiment. Ma et al. [29] employed
an interactive attention mechanism to obtain the context
representation and aspect word representation. Ou et al.

[4] established a neural network with an attention-over-
attention model based on LSTM. The neural network
models aspect words and context at the same time, which
can mine important auxiliary information in aspect words
and context.

Recently, the pretraining model BERT, which can not
rely on labeled data, has attracted the attention of academia
and industry. Specifically, the BERT model can train a gen-
eral model with preliminary natural language features only
by using a large amount of unlabeled text [16]. Of course,
the BERT model needs to be further fine-tuned using labeled
data to complete the training of the predictor. For instance,
Song et al. [30] regarded the BERT model as the embedding
layer to obtain the vector representation of context and have
achieved good results. Qui et al. [31] proposed a novel aux-
iliary sentence construction method and transformed
aspect-based sentiment classification task into a sentence-
pair classification task. Gao et al. [32] constructed a BERT-
based encoder to determine the sentiment polarity of aspect
words.

The above-mentioned research has made some prog-
ress, but there are still many problems. For example, the
standard BERT model only provides local context informa-
tion [33], ignoring the differences in the emotional polarity
and importance of words in different aspects. In addition,
most of these existing studies do not explicitly model the
complete information of the aspect words in a sentence.
However, other researchers have indicated that the irrele-
vant information to aspect words would severely degrade
the performance of the model [18]. Therefore, it remains
a challenging task to identifying the sentiment polarity of
different aspects.

3. Problem Formulation

Aspect-based sentiment analysis refers to the process of out-
putting the sentiment polarity of each aspect word in a sen-
tence with a sentence and some predefined aspect words as
input data. We will utilize some real comment examples to
illustrate aspect-level sentiment analysis tasks.

Obviously, as shown in Table 1, each example sentence
contains two aspect terms, and each aspect term has four dif-
ferent sentiment polarities (i.e., positive, neutral, negative,
and conflict). The aspect-based sentiment analysis can be
defined as follows:

Definition 1. Formally, we give a comment sentence S = {w,
w,, -+, w, }, where n is the total number of words in S. A =
{a;,"-,a;, -, a,} with length m represents an aspect
vocabulary of length m, where a; denotes the ith aspect
word in aspect vocabulary A, and A is a subsequence of
sentence S. P={p,, -, p;, ", pc} denotes the candidate
sentiment polarities, where C denotes the number of cate-
gories of sentiment polarity and the p; is the jth sentiment

polarity.

Problem 2. The goal of the aspect-based sentiment analysis
model is to predict the most likely sentiment polarity of
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TaBLE 1: Some examples of aspect-based sentiment analysis.
Sentiment polarities
Comments Aspect Positive Negative Neutral Conflict
Interior decoration v
All the money went into the interior decoration, none of it went to the chefs.
Chefs v
Indian food v
Great Indian food and the service is incredible. .
Service v
The lobster sandwich is $24, and although it was good, Lobster sandwich v
it was not nearly enough to warrant that price. Price v

specific aspect word in a sentence, which can be formulated
as follows:

] S:{wl’wz’...)wn},
input :
A= {al’ sy, ...am})

output: p,=¢_ <ai,pj | S),

constraints : A € S, m € [1, N],

where ¢ represents a function that quantifies the degree of
matching between the aspect word a; and the sentiment
polarity p; in the sentence S. Finally, the model outputs the

sentiment polarity with the highest matching degree to be
the classification result. The notation and their description
in this model are summarized in Table 2.

4. Our Proposed Model

In word-level sentiment analysis and sentence-level senti-
ment analysis, the details of sentiment analysis will be
covered up, and it also cannot accurately reflect people’s
fine-grained emotional expressions. In order to conduct a
more complete sentiment analysis and discover the senti-
ment information expressed by different angles (i.e., aspects)
of text reviews, this paper proposes an aspect-location model
based on BERT for aspect-based sentiment analysis (i.e.,
ALM-BERT), which can mine different aspects of sentiment
in comment details, to avoid incorrect results in real-world
applications such as recommendation systems and question
answering systems. The overall framework of the ALM-
BERT approach is shown in Figure 2, which mainly includes
four parts: multiangle text vectorization mechanism, impor-
tant feature extraction model, fusion layer, and sentiment
predictor.

Firstly, we employ the pretrained model BERT to gener-
ate a high-quality word vector of sequence, which provides
effective support for subsequent steps (such as Section 4.1).
Then, we build a new feature extractor (i.e., important fea-
ture extraction model) of multihead attention mechanism
and position feedforward network to extract important con-
text and target information (such as Section 4.2.1) and build
an aspect feature location model, which can select informa-
tion related to aspect words from context feature representa-
tion (such as Section 4.2.2). Finally, on the basis of fusing the

TaBLE 2: The used symbols and their description.

Symbols Description

S The comment sentence

A The aspect vocabulary

C The number of categories of sentiment polarity

al The length of aspect words

P; The jth alternative sentiment polarity

E, The context representation

E, The aspect representation

Cee The long-term dependent information of the context

o The context-aware information to aspect word

hyy The important features of aspect word

hey, The final interaction hidden state of a context interaction

h,, The final interaction hidden state of context and aspect
words

f0) The attention score function

fe() The energy function

context and relevant important information related to the
target, we use a sentiment predictor at the aspect level to pre-
dict the probability of different emotion polarities (such as
Section 4.3).

4.1. Multiangle Text Vectorization Mechanism. The word
embedding maps each word to a high-dimensional vector
space, which mainly assists machines in understanding natu-
ral language. Its mainstream methods include Word2vec and
Glove. Both of these methods belong to context-based word
embedding models and have achieved good performance in
aspect-level sentiment analysis tasks. However, previous
research has already demonstrated that these two word
embedding models cannot capture the enough information
in the text [34], which leads to poor classification accuracy
and reduces the performance of the aspect-based sentiment
analysis model. Therefore, a high-quality word embedding
model has an important influence on improving the accuracy
of classification results [35].

The key of aspect-level sentiment analysis is to under-
stand natural language processing effectively. This idea usu-
ally highly relies on large-scale high-quality annotation text.
Fortunately, BERT is a language pretraining model that can
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effectively use unlabeled text. The model utilizes a method of
randomly covering some words, utilizes a multilayer two-
way converter encoder to extract a general natural language
recognition model from a large amount of unlabeled text,
and further uses a small amount of labeled data for fine-
tuning to generate high-quality text feature vectors. Inspired
by this idea, the ALM-BERT approach mentioned in this
paper adds special word breaker tags [CLS] and [SEP] at
the beginning and end of a given word sequence, respectively,
and finally divides a given sequence into different segments.
That is, the word embedding vector input in this way
includes generating vectors such as token embeddings, seg-
mentation embedding, and position embedding for different
segments. In the ALM-BERT approach, we convert the
comment text and aspect word into the form of “[CLS] +
comment text + [SEP]” and “[CLS] + target + [SEP]”, respec-
tively. Finally, we obtain the context representation E_ and
aspect representation E:

E.= {we[CLS], wey, wey, -+, We[sgp] },

E,= {ae[CLS]’ aep, aey, =+, ae[SEP]}’

where wej; g, ae|c g denotes the vector of classification mark
[CLS], and the wejspp) and aeggp) expressions the vector of
separator [SEP].

4.2. Aspect-Based Sentiment Feature Extraction Method. In
order to extract the implicit features of the aspect words
and their context and to consider the auxiliary information
contained in the aspect words, we design an aspect-based
sentiment feature extraction method inspired by a trans-
former encoder [36]. The basic idea of this method is to inte-
grate the information of aspect words and context and to
model the interaction between context and target words. Fur-
thermore, we hold the opinion that the accuracy of sentiment
classification can be improved by capturing the feature infor-
mation of aspect words in context.

4.2.1. Important Feature Extraction Model. A transformer
encoder is a novel feature extractor based on multihead
attention mechanism and position-wise feed-forward net-
works, which can learn different important information in
different feature representation subspaces. Not only that,
the transformer encoder can also directly capture the long-
term dependencies in the sequence, and it is easier to paralle-
lize than recurrent neural network and convolutional neural
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repeat
for each e, € bs do

end for;
until Accuracy and macro-F1 tend to be stable.

Require: the context representation e_; the position i of aspect words in a sentence; the length al of aspect words; the batch size bs;

1

2

3 Select lines (i + 1 and i + 1 + al) of e, to obtain aspect feature af;

4 Calculate the most important features AF according to Eq. (8);

5 Apply the dropout operation to all the important features to get the h,;
6

7:

ALGORITHM 1: Aspect feature location algorithm.

networks, which greatly reduces the training time. Based on
the same principle, we design the important feature extrac-
tion model as shown below.

Specifically, we first construct a multihead attention
mechanism composed of multiple self-attention mecha-
nisms. This mechanism employs different heads to capture
the implicit information of the text from different aspects
and can achieve high-performance parallel computing inde-
pendently of RNN and CNN. Among them, the different
aspects include query sequence (Q), key-value pairs (K and
V). The attention score f (.) in the self-attention mechanism
is calculated as follows:

QK V)=0(f.(QK))V, 3)

where o(.) stands for the normalized exponential function,
and f,(.) is the energy function to learn the correlation fea-
tures between K and Q, which can be calculated by using
the following formula:

FUQK) = QTI}, ()

where \/d: denotes the scale factor, and the d, is the dimen-
sion of the query and key vectors.

The attention score of multihead attention mechanism
fmn(.) is obtained by concatenating attention score of self-
attention mechanism:

fon(Q K, V)= [al satssaly e ;a”’head} W,
o (%)
a=f(QKV),

where a’ represents the ith attention score, [;] denotes concat-
enates of the vector, and W is the weight matrix.

Secondly, we input the context representation and aspect
representation into the multihead attention mechanism to
capture the long-term dependencies of the context and
decide which context is crucial for determining the sentiment
of the aspect word, which is shown in the following:

(6)

where ¢, and ¢, denote the long-term dependent informa-
tion of the context and the context-aware information to
aspect word, respectively.

Then, we utilize the transform encoder to take ¢, and ¢,
as the input of the position-wise feed-forward network and
dig out the hidden states h, and h,. Formally, the position-
wise feed-forward networks PFN, h_, and h, are defined as
follows:

hc = PFN(CCC)’
h, = PEN(t,,), (7)
PEN(h) ={(hW, + b,)W, + b,,

where {(.) expressions the rectified linear unit, b, and b, rep-
resent biases, and W, and W, denote learnable weights.

Finally, after the mean pooling operation of h, and h,,, we
get the final hidden states 4., and h,,,.

4.2.2. Aspect Feature Location Model. The above-mentioned
important feature extraction model captures the long-term
dependence of the context and also generates the interactive
semantic information between the aspect word and the
context. On this basis, in order to further highlight the
importance of different aspect words, we build an aspect
feature positioning model based on the maximum pooling
function (which is shown in Algorithm 1). This model
divides the extracted aspect words and their context hiding
features into multiple regions (i.e., line 3) and selects the
maximum value in each region to represent the region
(i.e., lines 4-5). In this way, the model can also locate core
features and reduce the influence of noise words that are
not related to aspect words, thereby improving the integrity
of aspect word information. In other words, capturing
aspect features and the different importance of aspect fea-
tures can further improve the accuracy of aspect-level emo-
tion classification.

Specifically, combining the characteristics of the position
and length of the aspect word, the feature location algorithm
extracts the most important relevant information of the
aspect word af from the context representation e.. Moreover,
We applied max-pooling to af to get the most important fea-
tures AF.

AF = Maxpooling(af, dim = 0). (8)
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Afterwards, we perform a dropout operation on AF and
obtain the important features h,; of the aspect word in the

context representation.

4.3. Sentiment Predictor. One of the cores of ALM-BERT is to
utilize multiple self-attention mechanisms to obtain multian-
gle text hidden expression features, and after processing by
aspect feature positioning models, we have obtained a wealth
of aspect-level auxiliary features and contextual interaction
of aspect word information. In order to effectively utilize
these complete and rich features, this paper uses fully con-
nection layer to fuse and preprocess the features in advance
and uses the softmax function to map the features to the
[0,1] interval, so as to achieve effective mapping from fea-
tures to sentiment classification. Specifically, we concatenate
the h,,, h,,, and h,; first to obtain the comprehensive repre-
sentation r, which is shown as follows:

r= [hcm > hum > haf] . (9)

Subsequently, we use a linear function to preprocess the
data of r, as shown in the following:

x=W,r+b, (10)

where W, represents the weight matrix, and b, denotes the
bias.

At last, we utilize a softmax function to compute the
probability Pr that the sentiment polarity of the aspect word
a in a sentence is p, as shown in the following:

el
PO = S e ()’ )

where C denotes the number of categories of sentiment
polarity.

On the whole, the ALM-BERT approach, which is pro-
posed in this paper, is an end-to-end computing process.
Moreover, in order to optimize the parameters of the ALM-
BERT approach, so as to minimize the loss between the pre-
dicted sentiment polarity y and the correct sentiment polarity
¥, we adopt cross-entropy with L2 regularization as the loss
function to train our model, which is defined as

loss=—~" > yilog ] + 6] (12)

Mo

J

C
=1

Il
—

where D means all training data, and j and i denote the index
of a training data sample and a sentiment class, respectively.
A represents the factor for L2 regularization, and 6 denotes
the parameter set of the model.

5. Experimental Evaluation

For the sake of evaluating the rationality and effectiveness of
the ALM-BERT approach, this section describes the details of
experiment settings and designs comparative experiments.
Moreover, we also analyze the experimental results.

TaBLE 3: The statistical information of datasets.

Dataset Overall Positive Neutral Negative Conflict
Laptop-train 2373 994 870 464 45
Laptop-test 654 341 128 169 16
Restaurant-train 3699 2164 807 637 91
Restaurant-test 1134 728 196 196 14
Twitter-train 6248 1561 3127 1560 —
Twitter-test 692 173 346 173 —

5.1. Datasets. For our experiments, we conduct experiments
on three public English review datasets. The statistical infor-
mation of these datasets is illustrated in Table 3. Among
them, in the Restaurant and Laptop datasets provided by
SemEval 2014 [37], each sentence contains some aspect
words and the corresponding emotional polarity (polarity is
marked as positive, negative, neutral, and conflict); in the
twitter dataset collected by Tan et al. [38], users’ comments
are marked with emotional polarity, and the emotional
polarity is positive, negative, and neutral, respectively. These
three datasets are currently popular review datasets, which
have been widely used in aspect-based sentiment analysis
tasks.

5.2. Baselines and Evaluation Metrics. In order to verify the
effectiveness of our model, we compare the ALM-BERT
approach with many popular aspect-based sentiment analy-
sis models, as listed in the following:

(i) TD-LSTM [26] is a classic model, which improves
the accuracy of classification by integrating the cor-
relation information between aspect words and
context into the LSTM-based classification model

(i) ATAE-LSTM [27] is a classification model that
attaches the embedded representation of aspect
words to the embedded representation of sentence
as input and then applies the attention mechanism
to calculate the weight

(iii) MemNet [39] is a data-driven model that utilizes
multiple attention-based computational layers to
capture the importance of each context word

(iv) IAN [29] proposes interactive attention networks
to model aspect words and context separately
and generate the representations for targets and
contexts

(v) RAM [28] constructs a framework based on multiat-
tention mechanism, as to capture the long-distance
features in the text and enhance the representation
ability of the model

(vi) TNet [40] utilizes bidirectional LSTM to generate
the hidden representation of context and aspect
words and then utilizes a CNN layer to extract
important features from the hidden representation
instead of the attention mechanism
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FIGURE 3: The scores of ROUGE on parameter optimization.

(vii) Cabasc [41] proposes two kinds of attention
enhancement mechanisms to focus on aspect
words and context, respectively, and comprehen-
sively considers the relevance between context
and aspect words

(viii)) AOA [4] constructs an attention-over-attention
model to associate sentiment words with aspect
words. Moreover, the attention-over-attention
model automatically generates mutual attentions
from aspect-to-text and text-to-aspect

MGAN [42] proposes a multigrained attention
model to capture the interactive information

between aspect words and context from coarse to
fine

(x) AEN-BERT [30] is a model based on attention
mechanism and BERT and shows good perfor-
mance in aspect-based sentiment analysis tasks

(xi) BERT-base is an aspect-based sentiment analysis
model based on pretrained BERT, which has a full
connection layer and a softmax layer for classification

For the sake of measuring the performance of the model
fairly, we extend the AOA, TAN, and MemNet models by
replacing the embedding layer of these models with BERT,
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TaBLE 4: Some examples of aspect-based sentiment analysis.
Word embedding Models AccuracyLaptopMacro—Fl AccuracI;feStauraII\l/Eacro—Fl AccuracyTWItteg\/[acro—Fl
LSTM 0.6144 0.4401 0.7304 0.533 0.6474 0.6058
ATAE-LSTM 0.6019 0.4909 0.7375 0.5725 0.6864 0.6501
Cabasc 0.6301 0.5297 0.7241 0.5245 0.6171 0.5657
Embedding IAN 0.6191 0.4671 0.7268 0.4897 0.6618 0.6251
MGAN 0.5878 0.4264 0.7179 0.4974 0.6373 0.5856
MemNet 0.7915 0.7576 0.8241 0.7313 0.6936 0.6772
RAM 0.5956 0.4308 0.7152 0.4656 0.6358 0.5998
TNet 0.7022 0.6404 0.7688 0.6269 0.6994 0.6827
IAN-BERT 0.7696 0.7179 0.808 0.722 0.7269 0.7048
AOA-BERT 0.7774 0.7407 0.7341 0.7173 0.7341 0.7173
MemNet-BERT 0.7915 0.7576 0.8241 0.7313 0.6936 0.6772
BERT AEN-BERT 0.7947 0.7544 0.8125 0.7069 0.7168 0.7052
BERT-base 0.768 0.7288 0.8375 0.7613 0.7442 0.7271
LCE-bert 0.7837 0.7441 0.8509 0.7894 0.7254 0.7113
ALM-BERT 0.8009 0.7603 0.8545 0.795 0.7413 0.73

to obtain AOA-BERT, TAN-BERT, and MemNet-BERT
models. The structure of the rest models is consistent with
those described in the corresponding paper.

In addition, in order to objectively evaluate the perfor-
mance of the ALM-BERT model, similar to existing aspect-
level sentiment analysis tasks, we use macro-F1 score (F1)
and accuracy (Acc) as evaluation indicators.

Accuracy (Acc) is defined as

SC
Acc= —, (13)
N

where SC denotes the number of samples correctly classified,
and N represents the total number of samples. Generally, the
higher the accuracy, the better the performance of the model.

In addition, macro-F1 is used to truly reflect the perfor-
mance of the model, which is the weighted average of preci-
sion and recall. The macro-F1 is calculated according to the
following formula:

T,
S T, +FP.’

Te
Re = T. + F’N ’
c c

1 (S (2#Preg +Re)
macro-F1 = c (Z{W ,

i=1

Pre

where T represents the number of samples correctly classi-
fied as sentiment polarity i, FP denotes the number of sam-
ples incorrectly classified as sentiment polarity i, FN
represents the number of samples whose sentiment polarity
i is misclassified as other sentiment polarities, C denotes the
number of categories of sentiment polarity, Pr e. indicates

the precision of sentiment polarity i, and R. denotes the

recall of sentiment polarity i. In our experiment, for a
more comprehensive evaluation of the performance of
our model, we divided the categories of sentiment polarity
into 3C = {positive, neutral, negative} and 4C = {positive,
neutral, negative, conflict}.

5.3. Parameter Optimization. The training process of the
ALM-BERT model mainly introduces BERT to generate vec-
tor representations of context and aspect words. Therefore,
we use BERT’s standard parameter BERT ;g to complete
the model training, that is, the number of conversion models,
the number of hidden neurons, and the number of self-
attention heads are 12, 768, and 12, respectively. Further-
more, we have optimized the training process of the model
as follows.

The dropout [43] refers to the probability of discarding
some neurons during the training process of neural network,
which is used to enhance the generalization ability of the
model. We initialize the value of dropout to 0.3 and then
search for the optimal value at intervals of 0.1. As shown in
Figure 3(c), the experimental results demonstrate that when
the dropout is 0.5, the ALM-BERT has the best accuracy
and F1 value on the three datasets.

The learning rate determines whether and when the
objective function converges to the local minimum. In our
experiments, we use the Adam optimization algorithm to
update the parameters of the model and explore the best
learning rate parameters in the range of [107>, 0.1]. As shown
in Figure 3(c), when the learning rate is 2 * 107>, ALM-BERT
has the best performance.

The L2 regularization parameter is a hyperparameter,
which can prevent the model from overfitting. According
to the results of Figure 3(c), the ALM-BERT performs best
when the value of L2 regularization parameter is set to
0.01. Meanwhile, we initialize model weights by Glorot
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FIGURE 4: The scores of ROUGE on different lengths of the source text.

initialization [44] and set the batch size to 16 and train a
total of 10 epochs.

5.4. Evaluation Experiment of All Comparison Methods. As
shown in Table 4, the results of sentiment classification when
sentiment polarity C=3. We can easily observe from the
experimental results that the accuracy and macro-F1 of BE
RTy, are significantly higher than those of Glove and
Word2vec based models. Particularly for Restaurant dataset,
the accuracy and macro-F1 of ALM-BERT are 12.77% and
30.97% higher than those of the classical IAN model, respec-
tively. This shows that in the field of NLP, the introduction of
BERT to build a pretrained word embedding model can
indeed better express the semantic and grammatical features

of the text. Meanwhile, we find that the ALM-BERT
approach presented in this paper achieves the best classifica-
tion performance on the three datasets.

Specifically, compared with the performance of the AEN-
based model on Restaurant dataset, the ALM-BERT can
improve the accuracy and macro-F1 by 4.2% and 8.81%. In
addition, it is not difficult to find that the classification accu-
racy and macro-F1 of the ALM-BERT on the Laptop dataset
are 3.29%, 3.15% higher than those of the BERT-base model.
This proves that our aspect feature location model plays a
positive role in aspect-based sentiment analysis.

5.5. Evaluation Experiment for Mining Long-Term
Dependencies. For the sake of verifying the performance of
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different methods to capture long-term dependencies, we
construct a series of verification experiments in texts of dif-
ferent lengths.

As shown in Figures 4(a)-4(c), the ALM-BERT approach
obtains higher accuracy and macro-F1 than TD-LSTM on
the whole, which means that our transform encoder can sim-
ulate the implicit relationship between contexts better than
LSTM-based encoder. In addition, compared with AEN, as
shown in Figure 1, the prediction accuracy and macro-F1
of the ALM-BERT model in different length sentences are
improved by 3.1% and 6.56%, respectively. This shows that
ALM-BERT makes better use of aspect information than
AEN and reduces the interference of aspect independent
information.

To sum up, these experiments reveal that the ALM-BERT
can get higher accuracy and macro-F1, which further verifies
that the BERT and aspect information is feasible and effective
in the task of aspect-based sentiment analysis.

6. Conclusion

In this paper, we establish a transformer encoder based on
BERT to capture the long-term dependencies of the context
and generate the interactive semantic information between
aspect words and context. Then, we propose an aspect feature
location model to extract more aspect features from context
information. Experiments on several datasets demonstrate
that our proposed approach (i.e, ALM-BERT) is superior
to other methods. In addition, with the increase of text
length, our proposed approach continues to maintain excel-
lent performance. In other words, the ALM-BERT approach
is better able to handle long text data and better excavate the
users’ aspect-level sentiment.

In our proposed approach, we mainly focus on utilizing
natural language texts to identify users’ sentiment. However,
people’s way of expression on social platforms has become
more abundant. Therefore, we are interested in combining
with image processing technology to analyze multimodal
data in the future.

Data Availability

For our experiments, we conduct experiments on three pub-
lic English review datasets. Among them, the Restaurant and
Laptop datasets are provided by SemEval 2014; each sentence
in those datasets contains some aspect words and corre-
sponding sentiment polarity, which are labeled with positive,
negative, neutral, and conflict. The last datasets consist of
user comments collected from twitter; the sentiment polarity
is labeled with positive, negative, and neutral. These three
datasets are currently popular review datasets, which have
been widely used in aspect-based sentiment analysis tasks.
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As a large number of mobile terminals are connected to the IoT, the security problem of IoT is a challenge to the IoT technology.
Blockchain technology has the characteristics of decentralization, data encryption, smart contract, and so on, especially suitable in
the complex heterogeneous network. However, sequential access based on block files in the blockchain hinders efficient query
processing. The problem is due to current blockchain solutions do not support temporal data processing. In this paper, we
propose two index building methods (TISD and TIF) to address this issue in Hyperledger Fabric System. TISD (temporal index
based on state databases) segments the historical data by time interval in the time dimension and indexes events at the same
time interval. TIF (temporal index based on files) builds the index of files by the block transaction data, which is arranged in
chronological order and is stored at a certain time interval. In the experimental part, we compare the query time on two datasets
and analyse the query performance. Experiments demonstrated that our two methods are relatively stable in overall time
performance on different datasets in the Hyperledger Fabric System.

1. Introduction

The Internet of Things is made up of devices that generate,
process, and exchange large amounts of security-critical data,
so IoT devices are often the target of various cyberattacks [1,
2]. Due to cost constraints and harsh application scenarios,
most IoT devices have general functions and limited comput-
ing and storage capabilities [3]. These devices must use most
of their resources for computing and executing core applica-
tions, so they cannot consume too many resources in terms
of security and privacy [4]. In terms of protecting user pri-
vacy, the existing IoT system has obvious defects, which will
hinder the IoT application service program from providing
normal services. Therefore, the IoT needs a lightweight, scal-
able, and distributed security privacy-protection mechanism.
Blockchain technology supports distributed, secure, and
confidential security mechanisms, which are suitable for pro-
viding security protection for the IoT.

Blockchain is an accounting technique that is maintained
jointly by multiple parties and uses cryptography to ensure
the security of transmission and access [5]. It can achieve
consistent data storage and difficultly to tamper with and
prevent denial. It is also known as a typically distributed led-
ger technology [6, 7]. The blockchain uses transaction signa-
tures, consensus algorithms, and cross-chain technology to
ensure the consistency of the distributed ledgers of both
parties to the transaction and realize the automatic disclosure
of information [8].

In 2015, Linux Foundation led an open-source block-
chain project—Hyperledger-developed Fabric [9, 10], Saw-
tooth, Burrow, and Iroha multiple blockchain projects. One
of the most concerned is Fabric, different from the currency
and etheric fang public blockchain projects, such as Hyperl-
edger Fabric as chain alliance specially designed for enter-
prise applications, introduced the members of the identity
authentication [11].
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The popularity and engagement of Fabric mainly come  consensus mechanism, more flexible intelligent contract, and
from its open-source and rapid iteration. At present, the  participant identity-management mechanism [13].
frame has also undergone a relatively big change in the latest First, Fabric uses a pluggable consensus mechanism [14].
2.0 version [12]. The main technology is as follows: pluggable =~ More projects have different requirements on transaction
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Input: key k and value event

Output: index state

1:  if current 0 still valid then

2 Get current state of &(k, 0) from StateDB
3 Append event to ¢(k, 6)

4 Update ¢(k, 0) to StateDB

5: else

6: Write ((k, 6), e(k, 0)) to block file

7: Update ¢(k, ) to HistoryDB

8: Generate new 0
9: Append event to ¢(k, 6)
10: end if
11: return state

ArcorrraMm 1. TISD generate (k, event).

effectiveness, timeliness, and throughput in different scenar-
ios, so the requirements on consensus are different. In Fabric,
different consensus algorithms (such as Solo, Kafka, Raft, and
PBFT) are provided to adapt to different network and trading
environments and meet corresponding performance
requirements.

Then, Fabric also expands and improves on the smart
contract, eliminating the need for a specific programming
language and virtual machine like Ethereum [15, 16]. Fabric
can support intelligent contracts written in C, Java, Java-
Script, Go, and other languages and complete deployment
to reduce the difficulty of learning [17].

Finally, according to the number and roles of the parties
involved in different usage scenarios, Fabric defines the rights
of users and ensures the security of private data, issues certif-
icates, and controls the rights of users. It makes the deploy-
ment of intelligent contracts more secure and flexible.

With the rapid development of blockchain technology, it
has a natural advantage in such industries as certificate stor-
age and source tracing. At the same time, it also faces great
challenges in the process of system construction and practical
application. In the Hyperledger Fabric System, querying his-
torical data can only be done through the GetHistoryForKey
interface [18, 19]. In the execution process, the chain code ID
needs to get the block location and transaction number from
history-DB, then parse out the corresponding value from dif-

ferent block files. This has a great impact on the temporal
query in this state. With the continuous growth of transac-
tion time, the corresponding data volume, and block file
quantity increase, the speed of temporal query is bound to
decline rapidly [20].

If the IoT system uses the traditional temporal indexes of
the Hyperledger Fabric System, the speed of the temporal
query will reduce in IoT [21, 22]. So we propose two index
building methods (TISD and TIF). The TISD method is
building the temporal indexes based on state databases. The
TIF method is building the temporal indexes based on files.
These two methods can solve slow query problems, and ser-
vice deployment processes complicated problems in the
Hyperledger Fabric System. These two methods reduce the
query time and improve the efliciency of the query. Mean-
while, these two methods also solve the temporal index prob-
lem of the Hyperledger Fabric System in IoT. We compared
the query times on two datasets and verified our method.

2. Related Works

In this section, we will introduce the work related to the use
of blockchain technology in IoT.

2.1. Blockchain. The blockchain was used as the underlying
technology for Bitcoin in the early stage and applied to virtual
machines and intelligent contracts in Ethereum [23]. Now,
the blockchain as the most widespread technology has been
imported into the Hyperledger Fabric System. Each stage
represents the different stages of blockchain technology
development, but each has the most basic chain structure,
organized by block files in order, and each block is linked
in chronological order by hash value [24]. In Figure 1, block
files include the header section and the block body part. The
block header contains the hash value of the last block header,
Merkle Tree information, etc. Blocks recorded data related to
trading, and each block file links from a chain structure in
chronological order by hash value [25]. The blockchain, as
a distributed ledger, needs to ensure to reach a consensus
between the input and output values of the transaction in
the distributed environment. It also maintains the consis-
tency of the data of all parties in the process of bookkeeping
[26]. To solve this problem, Bitcoin proposed the concept of
consensus algorithm; the algorithm is used to ensure the con-
sistency of the data of each node, so as to achieve the stable
development of the network in the presence of malicious
nodes to participate in transactions. The current consensus
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Input: key k, time interval 7

Output: list of events

1: Events=¢

2:  Get current (k)

3: for O(k) has next do

4: if relation(0, T) is Join or Inclusion then
5: Append 0 to o(6(k), 7)

6: end if

7: end for

8: forj=0;j<length(o(0(k),7)); j++do

9: res= GHFK(o(0(k), 7)[j])

10: for res has next do

11: Timeporal Join with 7

12: Delete event not in 7

13: Add events in time interval 7 to Events
14: end for

15:  end for

16: return Events

ArcoritaMm 2. TISD query (k, 7).

| 0 | File name, file path, file state ‘

Ficure 7: TIF construction process.

algorithms are mainly divided into three types: Proof of
Work (PoW [27]), Proof of Stake (PoS [27]), and traditional
distributed consensus algorithm.

On the block data structure, each blockchain platform
uses the Merkle Tree to process transaction data [19]. Merkle
Tree is normally a full binary tree; as shown in Figure 2, the
bottom of each leaf node represents a transaction data on
the blockchain. T}, is the hash value of Tx,’s transaction data.
T is the hash value of Tx;, H, is the hash value of Tjand T},
and T, is the hash value of Tx,’s transaction data. T} is the
hash value of Tx;, and H, is the hash value of T,and T;.
After the hash computation of every layer, it can produce a
hash and store in the block header.

2.2. Hyperledger Fabric Framework. The Hyperledger project
was established in 2015, led by the Linux Foundation, and
attracted projects including IBM, Intel, and other companies
contributed several blockchain platforms like Fabric [28].

Fabric is an open-source enterprise blockchain platform,
which provides a highly modular and configurable architec-
ture. It can be widely applied to multiple industries [29]. At
present, Fabric has been applied in many fields such as bank-
ing, financial institutions, and insurance.

Fabric needs to be more flexible in the context of enter-
prise usage. So far, the following options are provided in dif-
ferent versions of Fabric: Solo, Kafka [30], SBFT [31], and
Raft.

Solo mode is the single-node communication mode. In
this environment, there is only one sort of service node,
and messages sent from Peer point are sorted by this node.
The availability and scalability are limited, so it is not suitable
for production environment and is generally used for devel-
opment and test environment.

Kaftka mode is the processing of sorting information pro-
vided by Kafka service. Kafka is an open-source project of
Apache that mainly provides distributed message processing
and distribution services. Each Kafka cluster is composed of
multiple nodes and supports fault tolerance.

SBFT is a simple Byzantine algorithm. Compared with
Kafka, it can tolerate fault nodes and a certain number of
malicious nodes.

In Fabric, there are four kinds of nodes participating in
the network: Peer node, Orderer node, Certificate Authority
node, and Client node [32].

The Peer node is divided into four nodes: accounting
node, endorsement node, master node, and anchor node.
Each Peer node is a billing node in the channel, responsible
for receiving and verifying data blocks sent from the sorting
service while maintaining a copy of the ledger.

The Orderer node is received transactions containing
endorsement signatures, packages them into blocks, and
broadcasts them to Peer nodes. It can ensure the logical order
of transactions and ensure that all nodes on the chain receive
the same message.

Certificate Authority node is to issue identity information
to other nodes in the network, which is the certificate author-
ity in Fabric.

Client node is an entity directly operated by users. It par-
ticipates in the communication of the blockchain network by
connecting to a Peer node or an Orderer node.
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Input: transaction key and value

Output: index state

1: if current 0 still valid then

2: if cache full then

3: Write cache data to 0 file

4 Update state (6, file)

5: Index state=write key value to cache
6: else

7: Index state=write key value to cache
8: end if

9: else

10: Generate new 0

11: Update 6

12: Index state=Generate index based on file (key, value)
13:end if

14:return Index state

ArcorrtaMm 3. TIF generate (key, value).

Fabric’s data is stored in block file and database, respec-
tively. Block file mainly stores transaction information,
including hash value and block packaging time. For the data-
base, from the perspective of database type, it can be divided
into Couch DB [33] and LevelDB [34], which can be specified
through the configuration file, and LevelDB is selected by
default. From the perspective of database usage, there is a led-
ger index for storing account ID, a block index for storing
block, a state database for the current latest state of transac-
tions on the storage chain, and a history database for storing
valid parts of the transaction information [35].

2.3. Level DB. LevelDB is a key-value storage engine devel-
oped by Google. LevelDB, like most KV systems, also has a
simple operation interface and basic operations that include
writing record, reading record, and deleting record [36].
LevelDB is widely used in various projects. The general archi-
tecture of LevelDB is shown in Figure 3.

Memtable is a storage mode in memory, with the data
structure of skip table as the default mode [37]. When per-

forming a data write, it writes to Memtable first, and immu-
table Memtable changes to read-only Memtable when its data
size reaches the threshold; and then, compression threads in
the background change immutable Memtable to an SSTable
file for storage on disk.

SSTable is a data persistence file, which is an orderly
arrangement of keys within the file [38]. The first part of
the file is the data, followed by the metadata for the index.

MANIEFEST file contains the key range and the hierarchy.
The version of MANIFEST file is changed when the database
is reopened. If the database is opened, a new file will be gen-
erated each time.

CURRENT file is the file name of MANIFEST files [39].
CURRENT file can be used to locate the MANIFEST file to
restore the database in the event of a failure, such as a power
outage.

LOCK file is used to control multiprocess access to the
database [37]. When a process opens the database, an exclu-
sive file lock will be added to the file. If the process finishes,
the lock will be automatically released.



Input: key k, time interval 7
Output: list of events
1: Events=¢
Get 0 from StateDB
for 0 has next do
if relation(6, 7) is Join of Inclusion then
Append 6 to 0(6, )
end if
7: end for
8: for j=0;j<length(o(6,1));j++ do
9: s = GetState (0)
10: if s! = nil then

11: Read file to memory
12: Parse file

13: Events=temporal

14: else

15: Read memory

16: Events=temporal join
17: end if

18: end for

19: for i=0;j < length(Events) ; i++ do
20: if Events [i] not belong to k then

21: Remove Events [i] from Events
22: end if
23:  end for

24: return Events

ArcoritaMm 4. TIF query (k, 7).

2.4. IoT System. The IoT system connects the Internet and
information-sensing equipment to achieve intelligent control
and management of all objects. It can be divided into three
layers: Perception Layer [40], Network Layer, and Applica-
tion Layer. Perceptual Layer is responsible for object collec-
tion and data processing. Network Layer is responsible for
transmitting the collected data. Application Layer provides
IoT-based applications [41].

The IoT system usually includes embedded devices with
resource constraints. As an important part of IoT, sensors
will face some technical challenges in practical applications
[42]. First, due to the limitations of low cost, low power con-
sumption, and small size of sensors, these limit sensors’ com-
puting, storage, and communication capabilities, thereby
affecting the expansion capabilities of the network [43]. Sec-
ond, most sensors are deployed in unattended areas, so sen-
sor security issues are particularly prominent. Third, since
the monitoring and recording capabilities of sensors are often
opaque, when sensors share data information, they will cause
data information leakage. The IoT system is being integrated
with various technologies to solve various problems, such as
Liang W who proposed a fast defogging image recognition
algorithm based on bilateral hybrid filtering to solve IoT
image issues in foggy weather [44].

Blockchain has significant cryptographic security and
immutability [8]. With its characteristics of decentralization,
consensus mechanism, and nontamper ability, IoT can use
the advantages of blockchain to solve its security and scalabil-
ity issues [45]. The decentralization of blockchain enables
IoT devices to directly obtain information without a central
server, which reduces the problem of high operating costs
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for central institutions. But the IoT system uses the tradi-
tional temporal indexes that cannot meet IoT’s needs. We
propose two index building methods to solve this issue.

3. Efficient Temporal Index

Fabric distinguishes between the historical state and the cur-
rent state of the data [46]. The data of transactions are stored
in LevelDB in the form of key-value pairs. For each key in the
transaction, there are multiple states corresponding to it. The
latest state is called the current state, and other states are
called historical state [47].

The state database stores the current state of the key,
while the history database stores only the index location of
the historical data on the block file, which is stored on disk
[48]. The historical data is inserted in chronological order
and distributed in different block files, so the efficiency of
processing the historical data is relatively low.

In Fabric, there is no interface for temporal queries in the
system. When we need to analyse the historical data, we call
the GHFK function to get an iterator. Through the data
obtained by iterator that is connected with the corresponding
time interval in memory, we realize the temporal query.
GHEFK function can return all the history data for the com-
mitted valid k. The calling process is shown in Figure 4.

For example, there is many trading information in the
time interval [0, T,]|. If we want to query the transaction
information in the time interval [0, T,](T, < T;), we need
to call GHFK function to access large amounts of data, deser-
ialize the block file, and connect the data to the time interval.
If we want to query the transaction information in the time
interval [T, < T,], we should connect the data to the time
interval [0, T,]. In other words, the data is useless in the time
interval [0, T,]. It is a waste to read and deserialize the data in
the time interval [0, T,].

As time goes on, the block file that needs to be deseria-
lized is increasing by transaction volume and data volume
[49]. It will inevitably lead to the decline of query efficiency
with the change of query interval.

In this part, we propose two methods which are temporal
indexes based on state database and file in Fabric to solve this
problem. It can improve the efficiency of temporal query in
Hyperledger Fabric.

3.1. Temporal Index Based on State Databases. The reason for
the low efficiency of Fabric temporal query is greatly related
to the number of reads and writes to the database and the
number of accesses to the file; especially, when the query vol-
ume is relatively large, the efficiency will significantly
decrease. In our method, we divide the transaction into cor-
responding intervals according to such criteria as time inter-
vals and add indexes to the intervals to speed up the temporal
query. In this section, we will introduce how to create a tem-
poral index (TISD: temporal index based on state databases).

In the process of constructing a temporal index, let ¢, be
the starting time of the temporal index and ¢, be the starting
time of the next build process. For each entity k in the trans-
action, we divide [t;,t,] into many time frames 6(k) = {0,,



Wireless Communications and Mobile Computing

Execution time (s)

0 T T T T T T T T T

0 10 20 30 40 50 60 70 80 90 100
Query time interval (ks)

—— FI —- DI
FE —— M1

160

140

120

100

80

60

Execution time (s)

40

20 4

0 T T T T T T T T T

0 10 20 30 40 50 60 70 80 90 100
Query time interval (ks)

—*— Fabric

Ficure 9: Dataset UD, network structure T1, and TISD query time.

0,,---,0,,}, and every time frame 0, is adjacent. We build
temporal index for every k in every time frame 0,.

In Figure 5, for entity k, let ¢(k, 6) represent a set of events
that relate to k and occur in time frame 0. Let the key-value
<(k,0),e(k,0) > insert the state database, where (k,6)
respresents the composite value and e(k, 0) represents the
value. It is useful to speed up the temporal index.

When the data is submitted to the state database, we
build an index of the time state of the data. The construction
process of the index is as shown in Algorithm 1. First, you
need to determine the current time interval 8, to verify and
the current time interval is valid. If 8, is valid, we use GetSt
ate(<k,0,>) to obtain &(k,0,) and update the current
status.

As shown in Figure 6, the status of <k, 0, > is updated
from n to n+ 1; it also means the current event value,, is
added to &(k, 0,)). At the same time, the value of k is updated
from value, to value,,,. If 0, satisfies the separation condi-
tion, it will generate a new time interval 8,,,,. If 0, is invalid,
the status of <k, 8, > will update to <k,8,, > and generate
anew event <(k,0,,,),e(k,0,,,) >.

Algorithm 1: TISD generate (k, event).Input: key k and

value event

Output: index state

1:  if current 0 still valid then

2 Get current state of e(k, 8) from StateDB
3 Append event to ¢(k, 6)

4: Update e(k, 0) to StateDB

5: else

6 Write ((k, 6), e(k, 0)) to block file

7 Update ¢(k, 6) to HistoryDB

8: Generate new 0
9: Append event to e(k, 0)
10: end if

11: return state

During index building, we need to divide the time into
some time intervals 0, the time intervals are continuous,
and all data events are included. We use three times interval
segmentation methods: FI (fixed time interval), FE (fixed
event number), and DI (dynamic interval).

FI: In the total length of time, it builds a temporal index
in the fixed time interval. Each entity may match a different
number of events in each time interval by different trading
situations. Therefore, the efficiency may be erratic.

FE: In this model, time intervals 0 are determined only by
a fixed event number. The length of temporal index may have
a big gap in each entity by different trading situations. For
frequently updated entity values, the index is also frequently
updated. There may be multiple time intervals in a short
period of time, and the database may be accessed multiple
times during the query.

DI: The time interval is determined by calculating the
time and measuring the number of events. A time interval
or several events are fixed, and the time interval must be
determined in one of two ways. One is that the number of
events must equal or exceed the specified number of events
when the time interval is equal to a fixed value. Another is
that the interval must be at least fixed when the number of
events is equal to a fixed value, so it is able to avoid that
events occur too much or too little in a time interval.

3.2. TISD Query Process Analysis. To illustrate the query pro-
cess, we define four relations: temporal joined relation, tem-
poral connected relation, temporal included relation, and
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no temporal relation [50]. Let

Join 0,n0,#¢
Connection 30,,=0,n0,,+¢,0,, N0, + ¢
relation(0;,0.) = " b "
© ]) Inclusion 0,0,
None otherwise,

(1)

where Join represents temporal joined relation, Inclusion
represents temporal included relation, Connection represents
temporal connected relation, and None represents no rela-
tion between two intervals.

The query process is shown in Algorithm 2, e(k, 7) is all
events about k in the time interval 7. The algorithm queries

k and time interval 6(k) by the iterator returned of GetState
ByRange and obtains o(0(k), 7), where o(6(k), T) represents
an interval that has temporal joined relation or temporal
included relation between (k) and the target query interval.
There is a temporal connected relation between the first 8
and the last 0 in o(6(k), 7).

Algorithm 2: TISD query (k, 7).Input: key k, time inter-

val

Output: list of events

1: Events=¢

Get current 6(k)
forf(k) has next do

ifrelation(6, ) is Join or Inclusion then
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TaBLE 1: TISD data insertion time comparison (seconds).

TISD .
Dataset I FE DI Fabric
UD 239.19 231.72 232.31 227.26
ZD 259.12 262.79 255.63 228.59

TasLE 2: TISD data insertion space comparison (megabytes).

Dataset I TII:iD DI Fabric
UD 191.97 191.96 191.80 103.5
7D 191.81 191.97 191.78 103.5

5: Append 6 to 0o(6(k), 7)

6: end if

7: end for

8: forj=0;j<length(o(0(k),7));j++do

9: res= GHFK(o(0(k), 7)[j])

10: for res has next do

11: Timeporal Join with 7

12: Delete event not in 7

13: Add events in time interval 7 to Events

14: end for

15:  end for

16: return Events

For each 6 in 0(0(k), t), GHFK(<k,6>) is performed.
The block file is parsed through the returned iterator. For

the interval with temporal included relation, the data parsed
by the iterator is appended to the result sets. For the interval
with temporal joined relation, the data returned by the itera-
tor is traversed to remove the data not in the interval 7.

In the temporal query process, the efficiency of the query
is mainly measured by the query time, which depends on the
rate of events, the size of the index interval, and the size of the
query interval. Therefore, how to choose the appropriate
index interval becomes a key problem.

For the temporal query performed by Fabric, T, is used

gkt
to represent the query time of the historical state of the key-

word k in the time interval 7(t,, t,), which can be expressed as

T o = num(E(k, 7)) x T, (2)

where E(k) represents events about the keyword k and num
() represents the number of events in the query time.

In the normal process of data insertion, we use V. to rep-
resent the insertion rate of events related to the keyword k,
which can be expressed as

v, - num(b}(k, T)) ) 3)

where T represents the total length of time the event inserted.

Since the first transaction in the system needs to be iter-
ated in the Fabric query process, T can be expressed as a
period of time, starting from the initial transaction point f,
and ending at a larger time point in the target query interval
7. So

Toe =ViX T x Ty = Vi x (max (t,t,) —tg) X Typ.  (4)

For the FI method, the index construction is determined
by a fixed time length. For the total time length T and the
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given fixed time length T, let

num(0, T) = T—f, (5)

where 0 represents the time interval divided, num() repre-
sents the number of partitions for all time intervals.

The query time of the historical state T can be defined
as

T = 0(6(k), 7) X T} (6)

gkt

The target query interval must be less than or equal to the

total length of time, so

T
T e < T_f X T} (7)

With the increase of T, the query time will be reduced

correspondingly. In the limit, it only needs one iteration to
realize the query, but this situation is not realistic in the prac-
tical application.

For the FE method, the division of time intervals is con-
trolled by a fixed number of events. Let

num(E(k, T))

num(0, T) = C > (8)
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TaBLE 3: Dataset UD, network structure T2, and TIF query time (s).

TIF

Query range FI FE DI Ml Fabric
0-10K 521 7.01 5.68 8.02 42.09
10-20K 543 6.72 571 8.29 53.42
20-30K 5.52 6.83 5.72 8.55 64.55
30-40K 5.58 6.75 5.69 8.48 71.12
40-50K 5.57 7.12 6.01 8.53 86.53
50-60 K 571 7.03 5.84 8.32 103.44
60-70 K 5.69 7.33 591 8.67 125.98
70-80K 5.82 6.95 5.77 8.54 140.86
80-90K 553 7.11 5.92 8.61 150.39
90-100 K 5.44 7.08 6.08 8.78 152.33

TaBLE 4: Dataset ZD, network structure T2, and TIF query time (s).

TIF

Query range FI FE DI Ml Fabric
0-10K 477 36.54 4.6 72.18 158.12
10-20K 3.21 3.82 341 22.03 180.23
20-30K 2.63 3.43 2.43 10.17 195.35
30-40K 2.51 2.72 2.21 5.21 199.74
40-50 K 2.26 2.37 1.92 4.03 201.46
50-60 K 2.20 2.37 1.97 3.82 203.14
60-70 K 2.08 2.65 1.38 3.61 206.18
70-80 K 1.86 1.57 1.55 3.39 206.57
80-90 K 1.93 1.45 1.32 3.03 206.89
90-100K 1.88 1.39 1.39 2.81 207.48
where C is the fixed number of events set. So

qu‘r < % x T x TitA (9)

When the FE method is used to divide the time interval,
within the normal range, the temporal query time is nega-
tively correlated with the number of fixed events and posi-
tively correlated with the event occurrence rate.

For the DI method, the division of time interval is deter-
mined by the number of fixed events and the length of fixed
time. Let

num (6, T) < min (Tl’ W) , (10)

where num(6, T) represents the number of intervals gener-
ated in total time T. In the query, T, represents the query
time of the historical state of the keyword k in the time inter-
val 7, and the target time interval 7 of the query is not more
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than the total time length T, so

T ViexT
T e <num(6, T) X T}, < min <T—f, %) x Ty (11)

Therefore, in the DI method, the temporal query time of
the keyword k is negatively correlated with the fixed time
interval T, and the fixed number of events C. It is positively
correlated with the event occurrence rate V.

During the query, the GHFK function is used in Fabric.
When the traditional method is used to query the keyword
k, the GHFK will generate a lot of access to the ledger index,
as well as the access, deserialization, and parsing of files. But
using temporal index only needs to deserialize 0(0(k), )
times files, that is to say, using reasonable time intervals to
build temporal index can greatly reduce the number of file
access.

3.3. Temporal Index Based on Files. When TISD (temporal
index based on state databases) builds indexes, it will increase
the number of database accesses and the size of block files. It
may have an impact on normal transactions on the block-
chain as the data volume is extremely large or the disk space
is high. Considering the impact of index construction on
database read-write and block file growth, we propose TIF
(temporal index based on files) that builds indexes without
affecting the normal blockchain storage.

In order to reduce the impact on the blockchain storage
space, we will explain by two aspects. One is for state data-
base: TIF only saves the latest state of the interval and the
corresponding index file information. Another is for block
files: TIF will not write temporal index data to the block file.

The TIF structure is shown in Figure 7. For time interval
0, index files related to 0 are marked such as file name, file
path, and file state, and index data is not added to block files
in the form of transactions.

The index construction process is as shown in Figure 8
and Algorithm 3. After the verified transaction data is gener-
ated, it writes the corresponding data to the status database,
updates the database to the latest state, and checks the cur-
rent existing time interval 0. If 0 is invalid, it will regenerate
0, update the latest information to the database, and regener-
ate the index.

If 0 is valid, it will check enough space allocated in mem-
ory. If memory space is enough, it will append the events gen-
erated to memory in the agreed format and classify the events
by the corresponding time interval. It also updates the latest
information.

Algorithm 3: TIF generate (key, value).Input: transac-

tion key and value

Output: index state

1:  if current 0 still valid then

2 if cache full then

3: Write cache data to 9 file
4 Update state (6, file)
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5 Index state=write key value to cache
6 else
7: Index state=write key value to cache
8 end if
9: else
10: Generate new 0
11: Update 0
12: Index state=Generate index based on file (key, v
alue)
13:end if

14:return Index state

3.4. TIF Query Process Analysis. The TIF query process algo-
rithm is shown in Algorithm 4, where ¢(k, T) represents all
events about k in the time interval 7. The iterator returned
by GetStateByRange queries the interval partition and
divides 6. Let 0(6, 7) represent a time interval that is joined
and included between the target time interval and 6 by rela-
tion function. For each 6 of 0(6, 1), it will get the file name,
file path, file state, and other information by GetState(6).
Then, the file state identifies whether the data has been writ-
ten into memory. If the data is in memory, it will join and cal-
culate the temporal directly, filter the keyword, and return
the query results. If the data is not in memory, it will take
the data into the memory, parse the data, make temporal
connection to the parsed data, filter the results of the tempo-
ral connection, and select the keyword k as the returned
value.

Algorithm 4: TIF query (k, 7).Input: key k, time interval

T

Output: list of events

1: Events=¢
Get 0 from StateDB
for6 has next do

ifrelation(6, 7) is Join of Inclusion then

2

3

4

5: Append 6 to 0(6, 1)

6 end if

7: end for

8: forj=0;j<length(o(6,7));j++do
9 s = GetState(0)

10: ifs! = nilthen

11: Read file to memory
12: Parse file

13: Events=temporal
14: else
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15: Read memory

16: Events=temporal join
17: end if

18: end for

19: fori=0;j < length(Events) ;i + +do

20: if Events [i] not belong to kthen

21: Remove Events [i] from Events
22: end if
23: end for

24: return Events

In terms of temporal query time, the use of temporal
index can reduce the consumption of time to some extent,
improve query efficiency, and speed up the query, but in
the process of building and maintaining temporal index,
there will be some extra costs, and the main costs are time
consumption and storage space consumption.

In the storage space consumption, using TIF to build an
index requires only one key-value pair associated with the
time interval. The value is maintained in the database. When
the time interval is updated or the memory capacity reaches
the threshold, the value is updated. So TIF can reduce read-
write times and space usage on database.

In the time consumption, the generation of indexes is
carried out at the same time as the transaction. First, the data
is written into memory, the data in memory is classified, the
index is established, and then the file is written. Writing to
the file can be done asynchronously, so the time consump-
tion of this process is mainly memory reading and writing.
Due to the memory bandwidth, the time consumption has
little impact on the business logic.

TISD takes advantage of the fast reading and writing of
the database, determines the time interval in various ways,
and builds the index for the data in chronological order. It
reduces the reading and deserialization of the block file and
speeds up the query of the historical data. With the minimiz-
ing influence of the system efficiency, TIF stores transaction
information by using memory as cache and file as a subject.
It avoids the state database and historical database many
times to read and write and takes up the space of the
database.

4. Experiments and Results

In this section, we will introduce the experimental data and
experimental results.

4.1. Experimental Data. Since there is no dataset specific to
blockchain query in Fabric, we generate two datasets based
on usage scenarios: UD (uniform distribution data) and ZD
(Zipf distribution data).

UD: There are 520 entities, including 400 cargoes, 100
containers, and 20 truck entities. The events of the transac-
tion include the loading and unloading of cargo, the loading,
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and unloading of containers and require each entity to pro-
duce 2,000 transactions in a total of 100,000 seconds. All
events are even inserted into the blockchain in chronological
order.

ZD: The number of entities, number of events, and total
length of time are the same as UD. But events are inserted
into the blockchain in a chronological Zipf distribution.

The Fabric platform is deployed using the following two
network architectures:

T1: There are 1 Peer node and 1 Orderer sorting node,
and the sorting service adopts solo.

T2: There are 4 Peer nodes and 1 Orderer sorting node,
and the sorting service adopts solo.

4.2. Experimental Results

4.2.1. TISD Query. First, we evaluate the query time using
TISD on datasets UD and ZD 4and network structures T1
and T2. Then, the time and space costs during index building
are also evaluated.

Figure 9 is TISD query time on dataset UD and network
structure T1. Due to the GHFK function, the query time
increases with the temporal query interval, while the M1
model and TISD trend basically remain stable with the tem-
poral query interval. Due to the reason of interval division,
FI, FE, and DI differ to some extent. However, compared
with the original method in M1 and Fabric, they have better
performance, which verifies the high efficiency of TISD
structure.

Figure 10 is TISD query time on dataset UD and network
structure T2. The temporal query trend is similar to that in
Figure 9. That is to say, the network structure has little effect
on the temporal query.

Figure 11 is TISD query time on dataset ZD and network
structure T1. Due to the GHFK function and dataset ZD, the
query time increases with the temporal query interval.
Figure 12 is TISD query time on dataset ZD and network
structure T2. The temporal query trend is similar to that in
Figure 11.

When using indexes, there is also a certain amount of
time and space overhead in the index building process. In
Table 1, the construction of index consumes many times in
the process of data writing, but it consumes a small propor-
tion of the total time on network structure T1. The extra time
by index building has increased by up to about 2.2% on data-
set UD. The extra time by index building has increased by up
to about 14.9% in dataset ZD.

In Table 2, it shows the comparison of the disk space
occupied on network structure T2. Due to the construc-
tion of the index, the size of the block file will increase
significantly. Since the size of the transaction data will
not be different due to different data distribution and time
interval division, the data distribution and time interval
division basically have no impact on the size of the gener-
ated block file.

4.2.2. TIF Query. In this part, we evaluate the query time
using TIF on datasets UD and ZD and network structure T1.

13

Figure 13 is TIF query time on dataset UD and network
structure T1. The query time of Fabric is the most time-con-
suming, while the other methods take less time to execute
and perform more steadily. FI and DI have similar time inter-
val divisions, so the performance of query time is nearly con-
sistent. The temporal query using TIF is superior to Fabric
and M1.

Figure 14 is TIF query time on dataset ZD and network
structure T1. The query time of Fabric is the most time-
consuming. Due to the uneven distribution of data, the exe-
cution time of FI, FE, and DI is relatively high in the initial
stage. But in general, the query time of FI, FE, and DI is better
than that of Fabric and M1.

Tables 3 and 4 show the performance of TIF in query
time using FI, FE, and DI time segmentation methods on net-
work structure T2.

Table 3 is TIF query time on dataset UD and network
structure T2.

Table 4 is TIF query time on dataset ZD and network
structure T2.

All experimental results show that, for different business
scenarios, different index building methods and time interval
partitioning methods have different performance in temporal
query efficiency. In terms of overall performance, TIF has
certain advantages compared with other methods under DI.

5. Conclusion

This paper proposes two temporal indexes (TISD and TIF)
on the Hyperledger Fabric blockchain platform. The experi-
mental results show that the two temporal indexes and three
time interval partitioning methods proposed in this paper
can improve the efficiency of temporal query in Fabric to a
certain extent on different distributed data while ensuring
certain time and space overhead. It can also solve the prob-
lem of a low access speed of using temporal indexes of the
Hyperledger Fabric System in IoT. Our research can use
blockchain technology in IoT system more seamlessly.
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The device group based on the Internet of Things (IoT) has been used in face recognition in real life, so it is more necessary to
discuss the current data security issues and social hot issues. The Internet of Things device combines edge conditions and many
recognizers to generative adversarial networks. On the premise of meeting the needs of partial occlusion of users, face recovery
is completed through information reorganization. CelebA training set is used to simulate face occlusion, and the model is
trained and tested. The results show that the method can recover the complete image of the protection for the facial privacy of
specific people. At the same time, the IoT device using this method ensures that the face information is not easy to have

tampered with when attacked.

1. Introduction

IoT is “Internet of Things.” They are built based on the
expansion of the Internet, and with the Internet as the core,
the client extends to any object and between objects. These
devices can sense each other. By connecting various informa-
tion sensing devices with the network to form a network, the
data can be interconnected and shared anytime and any-
where [1, 2]. The IoT has been applied to people’s daily life.
In public places, face recognition devices of IoT extract to
face data and prompt other devices to get information. With
the help of blockchain and cloud computing [3-5], informa-
tion sharing and management between IoT devices become
more convenient. Also, the application of edge computing
[6-8] provides support for the rapid popularization of the
IoT, which has more advantages than the traditional commu-
nication between home and public equipment sensors.
Universal recognition equipment will be applied to image
recognition technology. Devices in the IoT can perceive the
outside world through image recognition, which can make
data collection [9, 10] more efficient, and provide users with
more humanized data displays and life suggestions. At the
same time, industrial IoT [11-14] also requires recognition
equipment with perceptual capabilities. The equipment in

each production link handles different functions, and they
interact with each other so that the production process and
production plans become more flexible and reliable.

With the development of image processing technology,
the predecessors proposed pixel-by-pixel filling [15], finding
matching blocks [16], using image sets on the Internet to fill
similar blocks [17], and suggestions based on matching block
technology, such as block completion algorithm and statisti-
cal block probability repair method [18, 19]. These methods
enable the device to penetrate the limited occlusion of the
face when recognizing the face and accurately obtain the
user’s identity information.

However, in the case of facial defects, the user must
remove the occlusion for recognition. This may have poten-
tial adverse effects on the user’s psychology. In addition,
identification devices will also encounter some personal pri-
vacy issues related to data collection [20, 21]. For example,
in the face of flaws, users still have to perform facial authen-
tication. Since the identification device is part of the IoT, data
collection is unavoidable, and sharing with other devices will
involve information security [22-24] related issues.

Machine learning [25-28] proposed a solution to
improve the recognition of human faces through machine
learning, so on improve the recognition ability of face
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recognition equipment through fitting and classification.
Later, the generative adversarial network developed based
on deep learning [29, 30], through the adversarial network
to improve the level of generated images and the level of
image recognition, so on preventing facial spoof attacks,
and at the same time further improve the restoration of the
face under concealment conditions for recognizing the face
to determine the identity of the user.

Therefore, an end-to-end workflow from edge recovery
to face recovery is proposed, and a deep learning network
based on edge conditions and multiple discriminators is pro-
posed to judge whether the generated pixels are filled accord-
ing to the required edge structure. This overcomes these
challenges. Fill in the corresponding pixel information
according to the integration of different levels of complete
image styles and features. A complete module based on
self-care mechanism is proposed and applied to Image-
inpaint network. So, the face recognition device can restore
the entire face from a multifeature level.

The structure of this article is as follows. The second part
introduces some technical details of the implementation. The
third part introduces the end-to-end deep learning network
structure based on edge conditions, including multiple dis-
criminators and self-attention mechanism. After reviewing
the literature, the fourth part will introduce in detail the
application of multiple local dividers in the Image-inpaint
network. The fifth part includes the discussion and conclu-
sion of our survey results.

2. Related Work

Under the influence of generative adversarial network tech-
nology, Pathak et al. [31] propose an Encoder-Decoder pipe-
line model, which uses an unsupervised visual feature
learning algorithm driven by context pixel prediction to use
surrounding image information. To infer the missing loca-
tion, lizuka et al. [32] propose a global discriminator and a
local discriminator based on the Context-Encoder to pro-
mote the learning of the missing parts and use local convo-
lution to increase the attention of partial blocks by the
network to enhance the details of specific parts. The situa-
tional attention network proposed by Yu et al. [33] and the
self-attention generation adversarial network proposed by
Zhang et al. [34] solve the problem that the structure of
the surrounding area is distorted, or the texture is not con-
sistent with the fuzzy texture. They can not only synthesize
new image structures but also make full use of the surround-
ing image features as a reference. Among them, the self-
attention mechanism proposed to reference [34] can also
be weighted according to the importance of features to cor-
relate important information on each other. After that, Yu
et al. [35] also combined the contextual attention mecha-
nism and the proposed gat convolution. The discriminator
is no longer a combination of local and global discriminators
but uses SN-Batch GAN; on the premise of meeting the
Lipschitz constraint, the information of the weight matrix
of the discriminator is saved to the maximum extent so that
the training process is more stable. Kun et al. [36] proposed
a face completion algorithm based on a conditional genera-
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tion adversarial network. The algorithm generates faces that
meet the conditional features, but it is still a relatively simple
information extraction based on Encoder-Decoder. More-
over, multiple convolutional blocks are not used for suffi-
ciently deep feature extraction. Xie et al. [37] proposed an
image restoration method based on a learnable two-way
attention map, which can deal with irregular hole repair,
and proposed to merge forward and backward attention
maps into a learnable two-way attention map. To further
improve the visual quality of the image, but because there
is no constraint on edge information, the details of specific
parts of the portrait are still not ideal. In EdgeConnect
[38], Nazeri et al. proposed the concept of “ lining first, then
color” through image restoration based on edge conditions.
The repaired edge information is obtained through the edge
generator, and then based on the obtained edge repair image
as a condition, the incomplete image data is spliced and
input into the image repair network, thereby using the edge
information to restore the image. Get images of the image
completion network. Its essence is to divide the steps of
image restoration of high-frequency information and low-
frequency information. Yet, only the discriminator that uses
the network has a global identity. Compared with the local
recognition network and the facial feature recognition
network, the repair details are compared with the image
generation, which is inferior to the method of multiple
discriminators.

The spectral normalization proposed by Miyato et al. [39]
reduces the calculation amount of network normalization
and makes the calculation of the discriminator more stable.
In addition, the reason for using multiple discriminators
[32, 33] as a supervisory network is that multiple discrimina-
tors have been proven many times in practical applications to
form multilevel constraints on the generated results of more
aspects. And let the generator produce better results. Using
partial convolution [40], there are only connections to the
local area, and the receiving field adopts a connected method,
and the interval between the receiving fields adopts a local
connection and a convolutional connection. Compared with
full convolution, this method will introduce additional
parameters in multiples, but it has stronger flexibility and
expressive power. Compared with a local connection, it can
control the number of parameters and proposed a new con-
volution to replace the general convolution, which will pre-
vent the training results from generating chessboard artifacts.

For face recognition equipment, the combination of con-
volutional computer vision and computer image processing
can make the face recognition equipment perform better
under specific facial features, detail recovery, and state
recovery.

To solve the problem that the edge completion method
only pays attention to the integrity of the image and ignores
the visual connectivity of the complete part and the facial fea-
tures, based on EdgeConnect, puts forward the following
ideas:

(a) The method of a discriminator for face parts (eyes,
nose, and mouth) is proposed. After the complemen-
tary edge image and damaged image are processed by
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the image completion network, the eyes, nose, and
mouth of the generated complementary face image
are discriminated. So the facial features of the face
image are more consistent with the semantic
rationality

(b) Propose a gated convolution block based on edge
condition to enhance the difference between regions.
At the same time, the self-attention mechanism is
used to automatically enhance the difference between
occluded and nonoccluded areas. The information of
the input data is enhanced according to different fea-
ture levels, to distinguish the occluded area and the
nonoccluded area more accurately

(c) Propose to use a local discriminator. When the com-
pleted image is processed by the image completion
network, the completed image will have better visual
connectivity as a whole

2.1. Deep Learning. Deep learning-based recommendation
methods can incorporate multisource heterogeneous data
for the recommendation, including explicit or implicit feed-
back data from users, user portrait and project content data,
and user-generated content. Deep learning methods use mul-
tisource heterogeneous data as input and use an end-to-end
model to automatically train prediction models, which can
effectively integrate multisource heterogeneous data into
the recommendation system, thereby alleviating the data
sparseness and cold start in traditional recommendation sys-
tem problems and improving the ability of the recommenda-
tion system. The application of deep learning to corpus
mining is a research hotspot. After 2006, with the publication
of Hinton and Salakhutdinov [41], it was wildly sought after
by scholars in the artificial intelligence world. This model is
based on a neural network model, but it is more complex
than a simple neural model, and the problems it deals with
are more complex and diverse. Deep learning methods have
been successfully used in many applications in the computer
field, including speech recognition, speech search, natural
language understanding, information retrieval, and robotics.
Mokris and Skovajsova [42] applied the neural network
model to have a high degree of relevance. It retrieved
Slovak-related documents, processed keyword parts of
speech, and greatly improved accuracy and recall. Based on
the highly nonlinear characteristics of neural network algo-
rithms, using BP network to optimize the weight of each
parameter in the entire neural network, constantly revising
the weights, Xu et al. [27] constructed a personalized behav-
iour based on users. Latreche and Guezouli [43] use the cor-
relation characteristics of neighbor nodes in the neural
network to combine all documents into a neural network
and retrieves the most relevant document according to
Query.

The method (Figure 1) consists of two parts, namely, the
Edge-inpaint network and the Image-inpaint network.
Among them, the Edge-inpaint network is responsible for
repairing the edges of the defective face image, and the
Image-inpaint network is responsible for completing the face
image based on the condition of the completion of the edges.

Before applying the model, the network is trained to gen-
erate the model. The data processing in the training process is
divided into two steps: First, take the unmasked edge map as
the target, and enter the masked, masked Canny Edge maps
and masked grayscale images, through training the Edge-
inpaint network model, enable the Edge-inpaint network to
generate a predicted completion edge map; second, use the
prediction completion edge map output by the Edge-
inpaint network, combined with the incomplete color face
image is input to the Image-inpaint network, and the pre-
dicted repaired face image is output. The two networks form
an end-to-end solution so that the identification device based
on the IoT can ensure that the user can still accurately obtain
the correct information of the user when the user is covering
his specific part.

3. Networks

3.1. Edge Completion Generative Adversarial Network. The
Edge-inpaint network (Figure 2) is composed of an edge
completion generation network (edge generator, hereinafter
referred to as G1) and an edge completion discriminator net-
work (edge discriminator, hereinafter referred to as D1).
Among them, G1 network generates edge completion image,
inputs masked gray image, masked edge image, and mask,
takes real edge image as label, generates a completion edge
image after G1 operation, and then calculates adversarial loss
and feature matching loss [44] through DI, and this loss
value is used to backpropagate the network associated with
it. The purpose of G1 is to minimize the gap between the gen-
erated edge image and the real edge image to improve the
quality of the image generated by the generator, while D1 is
to expand this gap as much as possible, thus making the
progress of G1 more difficult; of course, the result will be
better.

Gl is composed of 3 convolutional layers, 8 residual
blocks, and 3 deconvolutional layers cascaded. Among them,
the convolution kernel of the convolution layer is composed
of 7%7, 4%4, and 44, and the deconvolution layer is com-
posed of convolution kernel sizes of 44, 4%4, and 7+7. Con-
volution both the layer and the deconvolution layer have
spectral normalization processing and setting the ReLU acti-
vation function after the convolution operation. The first
convolution of the convolution layer and the last convolution
of the deconvolution layer are done separately reflective fill-
ing treatment.

D1 takes the real edge face image as the target (label) and
fights against G1. When G1’s ability becomes stronger and
stronger, D1 can also improve the complementary edge
image generated by G1 with reasonable parameter settings.
The Canny edge detector is used to extract the edge features
of the image as the expected positive samples learned by the
discriminator, and the negative samples generated by the net-
work G1 that do not meet the experimental expectations and
Canny edge features are merged to improve D1 with its dis-
tinguishing ability and supervise G1 to generate an image
with edge information that is more in line with the original
image.
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The Edge-inpaint network allows the recognition device
to reconstruct the structural information of the face from
the occluded part of the face, thereby providing a basis for
the subsequent feature and texture completion. Through
spectral normalize processing of convolution, residual block
[45] and deconvolution, and fusion of different information
sources, deep texture features are extracted.

3.2. Image Completion Based on Self-Attention Mechanism

3.2.1. Composition of Image-Inpaint Network. The image
completion network (Figure 3) is composed of an image
completion generation network (Image-inpaint generator,
referred to as G2 hereinafter) and an image completion dis-
criminator network (Image-inpaint discriminator, hereinafter
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referred to as D2). The role of the G2 network is to generate a
complementary image, input the complementary edge map
and the incomplete face image, and use the real image as a
label and cascade the input data; after the G2 operation, gen-
erate the completed image and then pass the D2. Each dis-
criminating network calculates adversarial loss, perceptual
loss, and style loss [44]. The loss of the image completion net-
work is the sum of the counter losses of the D2 Face-Part net-
work, and this loss value is used to backpropagate the network
associated with it. The purpose of G2 is to allow G2 to dynam-
ically learn the parameters through training to effectively dis-
tinguish between the effective area and the mask area and
reduce the adverse effect of the mask on the image completion
so that the color and structure of the image completion are
more reasonable and minimized. Generate the gap between
the completed image and the real image to improve the quality
of the image generated by the generator. And D2 is to widen
this gap as much as possible, so that G2 and D2 identify the
network combination to fight and promote the progress of G2.

G2 is composed of 3 convolutional layers, 4 proposed
gated convolutions, and 3 deconvolutional layers in cascade.
Among them, the convolution kernel of the convolution
layer is composed of 77, 4%4, and 4%4, and the deconvolu-
tion layer is composed of the convolution kernel size of 44,
4%4, and 7+7. The convolution layer and the deconvolution
layers all have spectral normalization processing and setting
of the LeakyReLU activation function after the convolution
operation. The first convolution of the convolution layer
and the last convolution of the deconvolution layer are,
respectively, filled with reflection.

D2 takes the real face image as the target and fights
against G2. When G2’s ability is getting stronger and stron-
ger, D2 can improve its ability to discriminate the comple-
mentary image generated by G2 and use G2 to generate it

with reasonable parameter settings. The edge feature of the
mask completes the image. As the expected positive samples
learned by the discriminator, the negative samples generated
by the network G2 that do not meet the experimental expec-
tations and the mask edge features are merged to improve the
discrimination ability of D2 and supervise G2 to generate
images that are more in line with the original image.

3.2.2. Design and Implementation of Self-Attention
Mechanism. Ordinary convolution has limitations in com-
pleting the image under any mask. It extracts local features
in a sliding manner, and the pixels under the sliding window
are all valid by default. But for image completion, when the
window contains the boundary of the mask, its invalid pixels
and effective pixels will be processed by the convolution win-
dow, which will cause the information to be blurred, and the
sides of the complement part do not match the actual results.

The gated convolution module is used to automatically
learn the soft occlusion mechanism from the data through
self-attention, dynamically identify the effective pixel posi-
tion in the image, and process the transition between the
masked area and the unmasked area. The proposed gated
convolution not only can retain features at long distances
that the residual block has but also has the ability of the gated
convolution itself to enhance the distinction between features
on both sides of the edge. The following formula (1) is the
operation of gated convolution [33]

Gatingy’x = ZZWg -1,
Feature, , = ZZWf -1, (1)

O, . = ¢(Feature, ) © ¢ (Gatingy,x> .
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FIGURE 4: Results produced under different gated convolutions: (a) normal gated convolution; (b) proposed gated convolution.

Among them, y, x is the center point of the current sliding
area; W, is the convolution filter that selects mask and non-
mask space; W,
between mask and non mask, and I/O is input convolution
filter and output convolution filter, respectively. Gating con-
volution and sigmoid (Figure 4(a)) [46] activation function
realize dynamic feature selection, that is, selecting mask cov-
erage space and normal space; feature convolution and Lea-
kyReLU activation function realize feature extraction, that
is, select part of the transition map of the masked and non-
masked areas and then use the dot product of gating and fea-
ture to more effectively select useful information. The
proposed gated convolution has stronger pixel selectivity so

is the convolution filter to distinguish

that the convolution can accurately describe local features
even with a larger range of pixel deletions.

At the same time, the general gated convolution still has a
small amount of boundary blur on both sides of the mask
boundary, which will cause the problem of invalid pixels as
valid pixels when the window of the gated convolution is slid-
ing, which will cause the concealed information will be
regarded as part of the face itself rather than blocked, making
the device unable to effectively restore the original informa-
tion of the face. On this basis, different features generated
by different subgated convolution are added to the input to
get clearer feature differences on both sides of the mask
boundary (Figure 4(b)), to distinguish the differences on both
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sides of the edge more accurately. The boundary pixels
between the region and the normal region affect the visual
connectivity of the whole image. If the defective part of the
mask edge is close to the normal part of the pixels, gated con-
volution can easily confuse the two, and different types of fea-
tures are strengthened by feature addition to achieving more
effectiveness on both sides of the mask edge. The feature dis-
tinction of, so that the image completion network is better
targeted at the completion part, and the part of the human
face itself and the covered part are logically distinguished
effectively.

4. Discriminator Network for
Partial Completion

4.1. Local Discriminator Network Combining Structure and
Texture. Aiming at the problem that the Image-inpaint net-
work only has a global discriminator network and the partial
restoration is not ideal, a local discriminator network is
proposed.

The local discriminator network proposed in this paper is
a part of D2 Local in Image-inpaint network. Its network
structure is the same as the D2 Global, it consists of five con-
volution blocks, and each convolution block contains a layer
of Convolution, Spectral Normalize, and LeakyReLU (the last
convolution block has no leakyrelu activation layer).

The completion part and the real part of the correspond-
ing position are input into the global discrimination network
to generate two 15 x 15 matrices, and then, these matrices are
input into the adversarial network. The process is calculated

by

C In

¢ )] +E

Logvi= E(Igt,l‘ comp,l) [ln D, (Igt,l’ comp,] comp,]

: [1 - D2 (Ipred,l’ Ccomp,l)] :

Among them, I, 4, is the completion part; I ;,, is the real part
of the corresponding position; C,,,; is the local comple-
ment edge map; this formula is the loss function of the local
adversarial network. It is responsible for identifying the
authenticity of the complete part so that the complete result
will not deviate from the authenticity.

The general local discriminator network is based on
authenticity, but because it only judges the authenticity of
the complete part itself, the style of the generated part is
weak, and the generated part affects the visual connectivity
of the whole image. Moreover, in the reconstruction of
high-level feature levels, factors such as color, texture,
and exact shape of the face are not taken into consider-
ation. Therefore, it is proposed to use style loss and percep-
tual loss for additional constraints. The recognition device
can also restore the occluded part under the condition of
conforming to the subject characteristics of the face. Style
loss is

Lya=Lo00 = |dm-clo)| . ©)

where G;f5 is the activation map of the j-th layer of the pre-

trained network and j is a set of integers from 1 to 5,
which corresponds to the activation maps of the relul 1,
relu2_1, relu3_1, relu4_1, and relu5_1 layers of the pre-
trained VGG-19 [47] network. These activation maps are
also used to calculate the style loss to measure the differ-
ence between the covariances of the activation maps. The
Euclidean distance of each image feature is used to mea-
sure the degree of dissimilarity between perception and
the real part.

Although the style loss corrects the texture and pixel
completion error to a certain extent, it does not well preserve
the shape and structure of the image completion part. To
solve the loss of style, only the texture and color information
are retained, but the shape and structure information is not
effectively retained. The perceptual loss is proposed to
restrict the structure and shape of the generated result.
Perception loss as

1

1
Lperc,l =E Z ﬁ H(Dz (Igt) - q)i (Ipred) ||1 > (4)
i

where @; is the activation map of the i-th layer of the pre-
training network and 7 is the set of integers from 1 to 4, which
corresponds to the activation maps of the relu2_2, relu3_4,
relu4_4, and relu5_2 layers of the pretrained VGG-19 [47]
network. I, and I,.4 are the real image and the generated
image, respectively. The structure and shape features are
extracted from each activation graph, and the Euclidean dis-
tance between activation is calculated to promote the recon-
struction of high-level information.

Add formulas (2), (3), and (4) to obtain the total loss
formula (5) of the local discriminator network and the
Image-inpaint network

Llocal =L ! +L ! + Lperc,l' (5)

adv, style,

The main function of the local discriminator network is to
measure some blocks generated by the image and obtain
the combined losses to ensure the semantic rationality of
the complement.

Figure 5(a) is the result obtained when only formula (2) is
used as the loss function; Figure 5(b) is the result obtained
when formula (5) is used as the loss function, and
Figure 5(c) is the original image. The processed portrait is
the information after the occluded part is restored. The
restored part should not only pay attention to its authenticity
to the whole portrait but also consider its authenticity. There-
fore, the function of formulas (3) and (4) is to pay attention
to the generic structure and style of the restored part on the
premise that the global discriminator network also pays
attention to the generation structure and style of the genera-
tion part. Let the image completion network be subject to
more restrictions in training, just as human beings learn to
pay attention to more information when considering a
problem.



Wireless Communications and Mobile Computing

FiGure 5: Effects under different losses: (a) adversarial loss; (b) combined losses; (c) original.

4.2. Discriminator Network Based on Face Local Position
Constraint. Since the general local discriminator network is
essentially the same as the global discriminator network, it
only focuses on integrity, and it is difficult for the local dis-
criminator network to describe the texture of the face image
in detail when the face is completed. Therefore, a special local
discriminator network is proposed to deal with the genera-
tion details of human face parts, so that the completed part
and the whole image meet the visual connectivity.

The face-part discriminator network (D2 Face-Part)
(Figure 6) is a special partial discriminator network. The
face-part discriminator network is composed of four subnet-
works. These four subnetworks are the left-eye discriminator
network and the right-eye discriminator network, eye dis-
criminator network, nose discriminator network, and mouth
discriminator network. It targets the key parts of the human
face, namely, the left eye, right eye, mouth, and nose. The
four subnetworks of D2 Face-Part will extract the left eye,
right eye, nose, and mouth and send them to the face recog-
nition network. The network will be sent to the correspond-
ing four networks, and finally, four scores will be generated.
Calculate the respective adversarial losses, where the adver-
sarial loss is 1 as true and 0 as false. After these scores are
calculated for the adversarial loss, the four adversarial loss

values are added and averaged. The four values of the adver-
sarial loss are added and averaged to obtain

1 4
Luvsp= 3 2 (EqeaI0 Dy (Igy:)] + By [1=1n Dy ()] ) (6)

i=1

Formula (6) is the loss function of D2 Face-Part and G2
adversarial, where I, ; is the i-th real Face-Part and I,y is
the i-th Face-Part of the completed image. The purpose of
this function is to hope that G2 (image completion generation
network) will pay more attention to the reliability of the gen-
eration of the facial “features” during training and to pay more
attention to its effects on the microlevel of the face.

Same as the improved local network, to overcome the
drawbacks of only paying attention to the true and false of
the image itself, which is brought about by the counter loss,
and not paying attention to its texture and structure. It is pro-
posed to use the style loss function and the perceptual loss
function for the discriminator of each part of the face so that
the generated part makes the whole image have better visual
connectivity. Formula (7) and formula (8) are the style loss
function and the perceptual loss function of the human face,
respectively.
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FIGURE 6: This is the result of each method under different mask conditions: (a) restoration results of different techniques under block mask;
(b) restoration results of different techniques under random mask; (c) restoration Face-Part of different techniques under random mask.
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The ¥, and y; in formula (7) are the restored part and the
corresponding real part, respectively, the i in formula (8) is
consistent with that in formula (3), and the j is an integer
set from 1 to 4, representing the four parts of the face,
respectively.

Formula (7) is the style loss of different parts of the face.
Its function is to calculate the style loss through the activation
map to measure the difference between the covariance of the
activation map. The Euclidean distance of each image feature

is used to measure the degree of perception different from the
real part. Taking the features extracted in the calculation as
the style, the Euclidean distance difference is calculated to
constrain the texture of the face to be compensated and
ensure that the texture and pixels are consistent with the
theme of the whole image.

Formula (8) is the perception loss of different parts of the
face. Its function is to limit the overall “features” of the com-
pleted face image, keep the structure of the restored part in
line with the requirements of the original image, and improve
the visual connectivity of the “features” after completion.

In order to measure the difference between the covari-
ance of the activation map, the Euclidean distance of each
image feature is used to measure the similarity between the
perceptual part and the real part. The features extracted in
the calculation are used as the style features of the face image,
and the Euclidean distance is used to calculate the degree of
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Ficure 7: Effects under different losses: (a) adversarial loss; (b) combined losses; (c) original.

difference in style between the real Face-Part and the comple-
mented Face-Part, to compare the completed face. The loca-
tion is subject to texture constraints, to ensure that the
texture and pixels conform to the theme of the whole image.
Constrain the overall “features” of the completed face image
to improve the visual connectivity of the “features” after the
completion. The face-part discriminator network also uses
the normalized convolution filtering in the network to recon-
struct the style of the unmasked part of the face, so that the
facial features are clearer and texture. The subject of the face
image is closer. The effect is shown in Figure 7.

Figure 7 shows the effect of face part generation. Each
part of D2 Face-Part network is equipped with adversarial
loss, style loss, and perception loss, which restrict the authen-
ticity, texture, and structure of the image, respectively, so that
the details of the eyes, nose, mouth, and other parts of the
portrait are more in line with common sense that people
should have.

Add formulas (6), (7), and (8) to get the total loss of G2
and D2 Face-Part losses (formula (9))

©)

pr = Ladv,fp + Lstyle,fp + Lperc,fp'

In general, the discriminator network for image comple-
tion is composed of three discriminator networks, which are
based on the integrity of the face image completion, the ratio-
nality of the face image completion part, and the generation
of facial image “facial senses.” It is logical. Use D2 Face-
Part to analyze the structure of the face, so that the structure
of the glasses, nose, and mouth is closer to the real shape.
Through the constraint of external loss, the overall, partial,
texture, structure, and pixel supervision of G2 can be
achieved.

5. Experiment and Evaluation

5.1. Experimental Setting. Use 202599 data sets in CelebA
[48] for training, testing, and evaluation. Before training,
each face image is rescaled to 256 pixels x 256 pixels x 3
pixels.

The experimental environment is Windows 10 as the
platform, with Pytorch 1.7 implemented on Python 3.8, the
processor is i5-9400F 2.9 GHz, the memory is 32 GB, and
the graphics card is RTX2070 SUPER 8 GB.

The learning rate is 0.0001 by default, and the Adam [49]
gradient descent method is used to backpropagate the
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TaBLE 1: PSNR/SSIM of Figures 6(a) and 6(b).

Figure 6 no. Context-Encoder Globally-Locally EdgeConnect Ours Ground-Truth
21.03 26.88 23.96 27.89 Inf

¢ 0.9467 0.9218 0.8653 0.9508 1
14.89 18.08 21.00 22.76 Inf

b 0.7824 0.8871 0.7731 0.8297 1

update gradient, and the Beta 1 and Beta 2 are, respectively,
0.0 and 0.9.

5.2. Results and Analysis. To compare the experimental
results more intuitively, the classical algorithms with better
performance in recent years are adopted, which are
Context-Encoder in [31], Globally-Locally in [32], and Edge-
Connect in [38]. To intuitively express the superiority of the
proposed complementary algorithm, the peak signal-to-noise
ratio (PSNR) is used to measure the distance between the
complementary image and the original image. The larger
the value of PSNR, the better the performance of the comple-
mented image. At the same time, to reflect the authenticity of
the proposed algorithm in the structure of the complemen-
tary image, the structure similarity (SSIM) is used to measure
the difference between the structure of the complementary
image and the original image. SSIM uses 0 as the lowest score.
The higher the score, the structure of the complementary
image. Logically, the more it conforms to the standard of
the original image structure, the highest score is 1.

Figures 6(a) and 6(b) are the results of block occlusion
completion and irregular occlusion completion, respectively.
There are 8 rows and 7 columns. The rows represent different
test images, and the columns represent the performance of
the same type or the same method in different images.
Among them, the first column represents the original image
occluded by a specific mask, the second column is the mask
image of a specific type of occlusion original image, and the
third to sixth columns are article [31], article [32], article
[38], and the completion results of the proposed method
under different masks. The seventh column is the original
image.

Figure 6(c) has 5 rows and 4 columns, and each row
represents the results of different methods. They are the
Context-Encoder method of article [31], the Globally-
Locally method of article [32], the EdgeConnect method of
article [38], the method and original image proposed in this
article. Each column represents the left eye, right eye, nose,
and mouth.

5.2.1. Analysis of Occlusion Restoration and Completion
Results. It can be seen from the results in Table 1 that the
effect of the proposed method is better than that of other
control groups.

From the perspective of qualitative analysis, in
Figures 6(a) and 6(b), there are still some noises after the
completion of the image in the third column, the recovery
level of details is generally poor, and the hue and brightness
of the generated part are different from that of the complete
image. The fourth column of facial features is too flat, and

the feature recovery rate of each part of the face is low, which
cannot reflect the facial features of the face well. The fifth col-
umn is better in the case of random occlusion, but it is not
good in the case of block occlusion, and the complementary
color does not match the basic tone of the whole image.
The sixth column was based on the control group. In addi-
tion to basically avoiding noise, the hue and facial contour
of the complementary color part are more consistent with
the original image, and the detail texture of facial features is
also better.

From the perspective of quantitative analysis, the recon-
struction loss formula of the third column fits the sur-
rounding texture according to its results. It is essentially a
linear operation using L2 distance, and its fitting ability is
not as good as that of adversarial loss. The fourth column
uses multiple discriminators to calculate, which not only
makes the generated part more specific but also takes into
account the overall information. However, because it is
unconditional input and there is no edge information as
the condition, the visual connectivity of the image restora-
tion results is poor, but its score shows that this idea is fea-
sible. The fifth column method uses multiple loss functions
and takes edge conditions as input, which greatly improves
the visual connectivity of the generated results, but the
results are slightly lower than the fourth column method.
Based on the fifth column, the sixth column method further
enhances the generated results.

5.2.2. Analysis of the Results of Face-Part Completion. LE, RE,
N, and M in Table 2 represent the English abbreviations for
the left eye, right eye, nose, and mouth, respectively. Combin-
ing the results of Figure 6(c), the proposed method has a bet-
ter ability to restore Face-Part than the control group.

From the perspective of qualitative analysis, the details of
the facial parts after the completion of the first line in the fig-
ure are blurred; there are obvious noises, and the structure is
unclear. The complete structure of the second line is not
obvious, the texture of the complete effect is flat, and the
facial parts are not clear. The hue expression in the third line
deviates too much from the entire image, and the supplemen-
tary details of Face-Part are not ideal. The repair effect is
slightly worse when the fourth line is defective, but overall,
the repair effect of the facial part is better than the control
group, and the color tone and brightness are consistent with
visual connectivity.

From the perspective of quantitative analysis, the
Context-Encoder method in the first line only focuses on
the wholeness of the local generation to fit the visual connec-
tivity of the entire image, resulting in the inadequate genera-
tion of Face-Part (LE, RE, N, and M) details. The method
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TaBLE 2: PSNR/SSIM of Figure 6(c).
Face-Part Context-Encoder Globally-Locally EdgeConnect Ours Ground-Truth
LE 18.99 18.66 16.16 19.37 Inf
0.6798 0.6675 0.6640 0.7051 1
17.74 18.94 15.28 19.19 Inf
RE 0.6252 0.6797 0.3602 0.7411 1
N 19.50 21.96 17.14 22.28 Inf
0.6493 0.7736 0.5731 0.7628 1
M 20.99 23.36 21.17 2341 Inf
0.6565 0.8133 0.7407 0.7618 1
19.30 20.73 17.44 21.06 Inf
Average
0.6527 0.7335 0.5898 0.7374 1
proposed in the second line also has the problem of the  Data Availability

method in the first line, but it is more closely related to the
local generation and the overall generation, and the genera-
tion effect is better. Although the method in the third row
is not good in terms of data performance, it is a portrait res-
toration based on edge conditions, and its performance in the
reconstruction of texture and structure is more in line with
the look and feel of real portraits. The method in the fourth
line uses a gated convolution block with a self-attention
mechanism to identify both sides of the mask boundary more
accurately. At the same time, it uses a loss function and mul-
tiple discriminators that focus on different factors of the por-
trait, giving a human-like Face-Part (LE, RE, N, and M) that
are more real.

6. Conclusion

We have determined that GAN can be trained on external
standard datasets. To generate face occlusion recovery in
the adversarial network, a complete structure based on edge
conditions, a convolution block based on self-attention
mechanism, and a discriminator based on multiple discrimi-
nators are introduced in the GAN. The hidden part is
repaired by an edge generator, and the hidden part is distin-
guished from the normal part by self-attention convolution
block. Based on the constraints of local and facial feature
parts, multiple discriminators are used to completing the
recovery results of style texture and different levels. To verify
the validity of this method, three methods, Context-Encoder,
Globally-Locally, and EdgeConnect, are used to compare.
The results show that the comprehensive level of the pro-
posed method is higher than that of the control group.

However, the method still has some deficiencies in the
details of face integrity, and the effect for small-sized parts
of the face still needs to be improved. In the complex texture
part, the restoring effect is also limited, and the restoring
effect is relatively simple. So overcoming these problems is
also our future work. We have determined that image
inpainting based on edge conditions and deep learning using
a GAN can effectively solve this problem. Next, we will fur-
ther improve the image quality based on the latest research
results and the advantages of the proposed method.

The URL of the public dataset used to support the results of this
study is http://mmlab.ie.cuhk.edu.hk/projects/CelebA.html
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The rapid development of wearable sensors and the 5G network empowers traditional medical treatment with the ability to collect
patients’ information remotely for monitoring and diagnosing purposes. Meanwhile, the health-related mobile apps and devices
also generate a large amount of medical data, which is critical for promoting disease research and diagnosis. However, medical
data is too sensitive to share, which is also a common issue for IoT (Internet of Things) data. The traditional centralized cloud-
based medical data sharing schemes have to rely on a single trusted third party. Therefore, the schemes suffer from single-point
failure and lack of privacy protection and access control for the data. Blockchain is an emerging technique to provide an
approach for managing data in a decentralized manner. Especially, the blockchain-based smart contract technique enables the
programmability for participants to access the data. All the interactions are authenticated and recorded by the other participants
of the blockchain network, which is tamper resistant. In this paper, we leverage the K-anonymity and searchable encryption
techniques and propose a blockchain-based privacy-preserving scheme for medical data sharing among medical institutions and
data users. To be specific, the consortium blockchain, Hyperledger Fabric, is adopted to allow data users to search for encrypted
medical data records. The smart contract, i.e., the chaincode, implements the attribute-based access control mechanisms to
guarantee that the data can only be accessed by the user with proper attributes. The K-anonymity and searchable encryption
ensure that the medical data is shared without privacy leaking, i.e., figuring out an individual patient from queries. We
implement a prototype system using the chaincode of Hyperledger Fabric. From the functional perspective, security analysis
shows that the proposed scheme satisfies security goals and precedes others. From the performance perspective, we conduct
experiments by simulating different numbers of medical institutions. The experimental results demonstrate that the scalability
and performance of our scheme are practical.

1. Introduction

Data sharing is crucial for promoting the research of disease
tracking and treatment. For instance, the sharing of substan-
tial medical data can help government agencies make correct
decisions in public health or help medical research institu-
tions conduct scientific research to promote the progress of
medical science. The fight against to current epidemic of
COVID-19 also proves that efficient medical information
sharing among different institutions can effectively trace the
disease and accelerate the vaccine development. The applica-
tion of wearable medical devices and health-related mobile
apps alleviate the difficulty of personal medical data collec-

tion and retrieving, but for the following stages of data man-
agement, the security and privacy of the data have become
the top concern at the same time.

Traditional approaches are based on clouds to store data
remotely and different institutions share the data in a central-
ized manner. The top two challenges for these methods are
privacy and security.

For the privacy issue, any data user should not infer a
specific patient private information, including the name,
address, and phone number, from querying the stored med-
ical records. If the privacy of the patient is not well protected
during data sharing, the patient would be reluctant to share
their medical data [1]. In addition, for sharing purposes,
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the data is stored remotely on clouds. The patients and med-
ical institutions have to trust that the cloud provider would
not leak out the data, if the data is not encrypted. However,
the encrypted data would hinder the sharing process.

K-anonymity [2] and differential privacy [3] are two
commonly adopted techniques to protect data privacy. Com-
paring both, differential privacy is relatively new and got
more attention in recent years due to its strong privacy guar-
antee. Differential privacy is usually achieved through adding
noise to attributes or values [4], i.e., through simply adding or
deleting some less important data in the original dataset.
Though differential privacy defines an extremely strict attack
model for guaranteeing privacy, the noise data it introduces
may affect the statistical characteristics of the data. However,
for the medical research purpose, the statistical characteris-
tics are more important to study a disease instead of focusing
on some individual patients. Therefore, the K-anonymity [2]
technique is more suitable for preprocessing the medical
data, which obscures some sensitive data fields without
affecting the original data. The accuracy of the statistical
results on the data, therefore, can be preserved. On the other
hand, the medical data are encrypted and stored on untrusted
clouds. Searchable encryption is a potential solution which
allows the server to search on encrypted data without know-
ing the content of the data [5].

For the security issue, cloud-based data platforms have
problems of a single point of failure, vulnerability, and ineffi-
ciency. Besides, cloud-based data sharing relies on third-
party services and there may exist stealing, leakage, tampering,
or misusing of data. Although existing cryptography-related
solutions have solved some problems of the cloud, the single
point of failure problem cannot be solved. On the other hand,
the access control for medical data management is also cen-
tralized and usually based on roles. However, the RBAC
(role-based access control) model requires configuring com-
plex rules to restrict the accessibility of different types of data
users. Especially, the process of configuring and updating rules
is vulnerable that the attack may leverage the loophole and
easily elevate privileges to obtain the grant for the entire data-
set, due to the centralized data storage.

Blockchain is a distributed ledger, which has the char-
acteristics of decentralization, tamper resistance, and reli-
ability. Thus, blockchain is a potential solution to replace
centralized cloud storage. The blockchain-based smart con-
tract provides a decentralized manner to authenticate the
data access request among participants of different institu-
tions. The ABAC (attribute-based access control) model
can be further leveraged to simplify configurations for
restricting the data accessibility according to the users’
assigned attributes.

In this paper, we propose a privacy-preserving scheme
based on the blockchain for medical data sharing. To tackle
the two challenges mentioned above, the contributions of
our developed system are as follows:

(i) We adopt the K-anonymity technique to preprocess
the data for privacy preserving

(if) We design the scheme based on searchable encryption
for storing the encrypted medical data on clouds and
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enable the keyword search in a privacy-preserving
manner

(iii) We develop smart contracts based on Hyperledger
Fabric, and realize the secure keyword search and
the attribute-based access control model

(iv) We implement a prototype system with smart
contracts based on a chaincode of Hyperledger
Fabric (the URL of source code: https://github
.com/mythsand/privacy-preserving-medical-data)
and conduct experiments with simulating different
numbers of institutions

(v) We analyze the security properties and evaluate the
computational overhead

The rest of the paper is organized as follows. Section 2
explains the preliminaries related to this paper, including
K-anonymity, bilinear pairings, blockchain, and access con-
trol. Then, we formulate the problem with explaining the
security goal and notions. The system design and technique
details are introduced in Section 4. Security analysis and
experimental studies are demonstrated in Section 5 and Sec-
tion 6, respectively. Section 7 presents the related work and
Section 8 finally concludes the paper.

2. Preliminaries

2.1. K-Anonymity. K-anonymity was the first model pro-
posed to protect data privacy through syntax [2]. Its main
idea is to make reidentification infeasible by hiding K objects
in the same group. That is to say, K-anonymity requires that
each record in the anonymized data cannot be distinguished
from other at least K-1 records. Quasi-identifier attributes,
e.g., social security numbers, state liquor identification cards,
drivers’ licences, and even passports or national identity
cards, are concerned. Therefore, no identity in the K-
anonymous dataset will be linked to fewer than K records.
That is, the probability of correct reidentification is at most
1/K. Several definitions of K-anonymity related to this paper
are explained below. Here, we assume that all the informa-
tion is in a table S, which contains multiple tuples.

Definition 1. (quasi-identifier attribute set). A quasi-identifier
is a minimal set of attributes in table S that can be combined
with external information records to reidentify personal
information. This paper assumes that quasi-identifiers are
known based on empirical data and epistemology.

Definition 2. (equivalent class). The equivalent class in table S
indicates that each tuple is the same as several other tuples.

Definition 3. (K-anonymity property). Table S is a set of
determined values of the attribute group in K that is anon-
ymized to appear at least K times in S, i.e., each of the equiv-
alent classes is at least K in size.

2.2. Bilinear Pairings. The scheme of our encrypted search is
constructed based on bilinear maps, the definition of which is
described as follows:
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2.2.1. Bilinear Map. For two cyclic groups G, and G, of order
p there is a bilinear map e between them: e : G, * G; — G,.
The map relation satisfies following three properties:

(1) Computability: given g,, g, € G|, algorithms to com-
pute e(g,,9,) € G, can finish within a polynomial
time

(2) Bilinearity: for any integers x,y € [1,p], e(g", &) =e
(9.9)”

(3) Nondegeneracy: if g is a generator of Gy, then e(g, g)
is a generator of G,. In other words, this can be sim-
plified as e(g, g) # 1

The size of G,, G, is determined by the security parameter.

2.2.2. Decisional Bilinear Diffie-Hellman (DBDH) Assumption.
Suppose an adversary chooses random a, b, ¢, z€ Z,, the

DBDH assumption [6] means that there is no adversary,
who can distinguish the tuple (A =g B=g% C=g°, Z=e¢
(g» 9)™ from the tuple (A = g% B=gb, C=g-, Z=re(g, )"
within a probabilistic polynomial time with a nonnegligible
advantage.

2.3. Blockchain and Smart Contract. The consortium block-
chain provides a permissioned design, which is different from
the private blockchain and the public blockchain. It does not
require the same level of strict control and restriction as the
private blockchain. Meanwhile, it is not completely decentra-
lized as the public blockchain. The consortium blockchain is
maintained and operated by several trusted nodes. Besides,
the consortium blockchain has the advantages of promoting
openness and collaboration, marvelous data control, and
node management and speeding up the operation of the sys-
tem. In this paper, we build a medical data sharing system
based on Hyperledger Fabric. Hyperledger is an open source
project under the Linux Foundation and is supported by
companies such as IBM, Intel, and Sap. Hyperledger Fabric
is one of the implemented blockchains. This consortium
blockchain has the advantages of high throughput, low
latency, and scalability. It is a popular choice in the industrial
blockchain scenario.

2.4. Access Control. Attribute-based access control (ABAC) is
a type of access control technology that considers attributes,
objects, permission, and environment as input. It determines
whether to grant authorization by examining whether the
object contains the proper attributes. ABAC can provide
fine-grained access control, which can support a large num-
ber of input decision sets, define many possible rules, and
express many strategies, but with only limited computing
consumption and attributes. Such flexibility can decouple
the relationship between the subject and the object. For
instance, an employee is given attributes in the subject’s attri-
bute set, e.g., a nurse in a certain hospital. Objects are given
attributes when they are created, e.g., medical data of patients
with diabetes. Object owners will define attributes to set
access control rules at the beginning of the creation, e.g., all
nurses in the hospital can access the medical data of patients

with diabetes. Under attribute-based access control, access
decisions can be modified by simply changing the attribute
value without affecting the relationship between a single sub-
ject and an object. Hence, ABAC can provide more dynamic
and flexible access control management capabilities, reduc-
ing long-term maintenance costs. In addition, ABAC can be
performed without any knowledge of new subjects, which
means that there is no need to modify the existing rules.

3. Problem Formulation

3.1. Problem Scenario. There are four main roles in our prob-
lem scenario, data owner, medical institution, and data user.
The respective responsibility and operations of these roles are
as follows.

(i) Data owners, i.e., patients, share their medical data
with medical institutions, including personally iden-
tifiable information and medical data

(if) Medical institutions extract medical data keywords,
perform keyword search, and conduct access control

(iii) Data users are entities that need to be authorized to
perform keyword searches and obtain the required
data, such as research institutions, insurance compa-
nies, or government departments. Data users need to
be authorized first by access control and then can
perform a keyword search on medical data

3.2. Security Goal. Here, we address the security goals as fol-
lows in our scheme.

3.2.1. Privacy Preserving. With all these patient personal
information and medical data involved in this scheme, the
major challenge is to preserve the privacy of all patients. No
matter who wants to approach the patients’ health data, the
identity information must be controlled or limited.

3.2.2. Security Search. If data users want to obtain patients’
health data, they have to get through the access control
mechanism. Meanwhile, the searching and query process
should not leak information related to the keywords.

3.2.3. Data Integrity and Reliability. In addition to data pri-
vacy issues, there are data security issues. The patient’s data
should not be tampered and deleted after uploading, i.e.,
the integrity and reliability of the data should be guaranteed.

3.3. Notions

(i) SID: the patient identifier, which can be used to
denote one specific patient, such as the social secu-
rity number

(ii) QID: quasi-identifier, such as zip code, address,
age, gender, and birthday

(iii) M: the medical institution collection, denoted as a set
of m medical institutions M = (M;, M,, ---,M,,)

(iv) D;: the plain medical data text of M, denoted as a
set of n data D; = (D;,, D5, -, D; )



(v) C;: the ciphertext of medical data; medical data can
be encrypted by a medical institution, denoted as
Ci=(Ci, Cips - Ci)

(vi) W:the keywords of medical data that can represent
a medical data, denoted as a set of u keywords
W= (wy, wy, -, w,)

(vii)) W: encrypted keyword of W, medical institu-
tions’ encrypted keyword collection, denoted as
W= (@, @y, -+, ,)

(viii) W represents the queried keywords and the subset
of the keywords W, denoted as a set of g keywords

W= (wl,wz) ...,wq)

(ix) T: the trapdoor for W, denoted as T= (T, , T

1wy
“T,)
(x) K,: the public key

(xi) K, the private key

priv*

(xii) A: the security parameter

4. System Design and Technique Details

To tackle the issue of privacy protection and access control
for sensitive medical data, we propose and develop a system
based on the consortium blockchain platform with K-
anonymity and searchable encryption techniques. The tech-
nologies adopted in this paper are designed and selected for
medical data and medical data application scenarios. Medical
data mainly has two kinds of privacy characteristics: data pri-
vacy and identity privacy. And the application scenarios of
medical data are the coexistence of multiple medical institu-
tions, similar to the P2P network in the computer network.
The following is a detailed analysis and explanation.

(1) For data privacy, this paper extracts keywords from
medical data and further encrypts and searches the
keywords with a searchable encryption technology,
which not only protects the privacy of data but also
ensures the availability of data

(2) As for identity privacy, the current technologies to
protect identity privacy include differential privacy
and K-anonymity. Based on the characteristics of
medical data, K-anonymity is chosen in this paper.
The main consideration is that differential privacy
will change the original statistical data characteristics
of medical data, and that is more important to
medical data. K-anonymity can retain the statistical
characteristics of data. Therefore, we choose K-
anonymity

(3) For the application scenario of medical data sharing,
this paper adopts the consortium blockchain. Each
medical institution is acting as one node of the con-
sortium blockchain. The consortium blockchain is
in line with the medical data sharing scenario of a
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peer-to-peer network and authorized access. On the
contrary to the public blockchain, the data stored
and managed by the consortium blockchain can keep
being secured and private, instead of being totally
transparent

In this section, we first introduce the system overview
and then zoom into the detailed techniques adopted.

4.1. System Overview. Figure 1 shows the architecture over-
view of our system. We introduce the consortium blockchain
as the middleware to perform as the trust layer. After patients
upload data, i.e., medical data, to medical institutions. The
medical institutions need to preprocess the data with a K-
anonymity technique to blur some sensitive data fields which
can probably reflect the patient’s identity. Then, the key-
words are extracted from the dataset and form the index.
We design a scheme based on searchable encryption to
encrypt the dataset and the index, ie., the keyword. The
entire encrypted dataset is uploaded to the cloud and man-
aged by the medical institution itself. The encrypted data
are uploaded to the consortium blockchain platform, which
is constructed by different medical institutions. Each med-
ical institution acts as a participant node in the platform.
We develop smart contracts and deploy them on the
blockchain platform. The smart contracts provide all the
related interfaces for medical institutions and data users
to leverage. One of the interfaces is designed for data users
to query with the keyword index. According to our search-
able encryption scheme, the corresponding results can be
fetched back to the data user from clouds without decrypt-
ing the secured data. The searching process is also imple-
mented by the smart contract. Besides, the smart contract
also provides the interface of access control based on the
attributes of data users.

In this paper, K-anonymity and searchable encryption
are different from traditional application scenarios. The
implementation of K-anonymity in this paper is different
from the traditional way of centralized processing and cen-
tralized storage. The process of the K-anonymity algorithm
adopted in this paper is processed by distributed nodes.
The results of processing are stored on the consortium block-
chain, and all nodes in the blockchain network can access
them. As for searchable encryption, in traditional application
scenarios, the processing and calculation modes are cen-
tralized. In this paper, the searchable encryption scheme
based on the blockchain platform is implemented with
smart contracts, including the calculation process of trap-
door generation and keyword matching, which are also
in a decentralized manner.

The consortium blockchain network in this paper is
based on blockchain nodes, and each medical institution acts
as one node of the blockchain network. For the newly joined
nodes, i.e., medical institutions, they need to apply for certif-
icates from the authority node and then join the blockchain
network with certificates. Among them, the authority node
is the root of trustworthiness in the consortium blockchain,
which can be played by the authoritative management
department of the medical institution.
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FIGURE 2: The process of medical data preprocessing, uploading, and querying with searchable encryption.

Figure 1 shows the entire architecture with multiple med-
ical institutions. For the following parts in this section, we
zoom into the details and explain how the techniques are lev-
eraged. Hence, for a specific medical institution, Figure 2
demonstrates how the medical institution preprocesses the
data and uploads the data to a remote cloud. The personal
SID is firstly removed and then the K-anonymity is adopted
to blur the QID. Afterwards, the preprocessed data is
encrypted and uploaded to the remote cloud. Finally, data
users can perform queries without decrypting the data. The
related technique is described as follows.

4.2. K-Anonymity. Mondrian multidimensional partitioning
[7] is a K-anonymous multidimensional partitioning algo-
rithm with K-anonymous processing in two steps. In the first
step, the multidimensional regions covering all the domain
space attributes are defined, i.e., the partition stage constructs
kd-trees [8]. The second step is to construct functions for
data recoding.

The partitioning algorithm is described in Algorithm 1.
In the algorithm, each dimension selects the dimension and
the value of the partition. In the literature of kd-trees, one
approach is to use the median as the value of the partition.
The partition is completed to get k-groups. and each k-
group spontaneously includes at least k records. Each k-

Input: Table S to be partitioned.

Output: Partitioning result.

1: Anonymize(partition)

2: if (no allowable multidimensional cut for partition) then
3: return ¢: partition — summary

4: else

5: dim «— choose_dimension()

6: fs «— frequencySet(partition, dim)

7. splitVal «— find.median(fs)

8: lhs «— t € partition: t.dim < splitVal

9: rhs «— t € partition: t.dim > splitVal

10: return Anonymize(rhs) U Anonymize(lhs)
11: end if

ALGORITHM 1: Mondrian partitioning algorithm.

group is then generalized. Thereby, the QID of each group
is the same.

For the selection of parameter K in the algorithm, the
principle we follow is to get the value of the K-anonymity
parameter K after the practical test in the practical applica-
tion scenarios, so as to protect the patient’s identity privacy
and not make the system query results too redundant.
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TABLE 1: Patient data.

Age Sex Zip code Disease
25 Male 53711 Flu
25 Female 53712 Hepatitis
26 Male 53711 Bronchitis
27 Male 53710 Broken arm
27 Female 53712 AIDS
28 Male 53711 Hang nail

TABLE 2: A 2-anonymity example.
Age Sex Zip code Disease
[25-26] Male 53711 Flu
[25-27] Female 53712 Hepatitis
[25-26] Male 53711 Bronchitis
[27-28] Male [53710-53711] Broken arm
[25-27] Female 53712 AIDS
[27-28] Male [53710-53711] Hang nail

4.2.1. Before Processing. For example, supposing that the
patient data structure is shown in Table 1, QID includes the
age, sex, and zip code. These attributes that appear in private
personal data may also appear in public datasets. If the two
sets of data are linked together, the patient’s private data
may be leaked. Therefore, these attributes need to be proc-
essed by the K-anonymous algorithm to avoid privacy
leakage.

4.2.2. After Process. The multidimensional anonymization of
patients is shown in Table 2. It shows that with the condition
of 2-anonymity, each record has another one record, whose
QID attributes are exactly the same.

4.3. Searchable Encryption. In this paper, we assume that
there are several medical institutions with different keys that
participate. Then, we are faced with the problem of how to
search the different key encrypted keywords in multiple med-
ical institutions. To achieve a secure search for multiple med-
ical institutions, we have adopted a secure search scheme that
satisfies the following three conditions:

(i) Different medical institutions encrypt keywords
with their own keys

(ii) The data user does not need to know the key when
generating the trapdoor

(iii) After retrieving the trapdoor, the cloud server can
search for the corresponding data content through
the keywords without knowing the specific value,
as the keywords are encrypted by multiple medical
institutions

The cloud server mentioned in this section refers to the
computing and storage resources provided by the public
cloud service provider (CSP), to form a running unit and
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provide services to clients. In addition, the middle server is
provided by a specific trusted organization to provide the sys-
tem with completely credible and reliable services, such as
secret keys and crucial information storage.

Figure 2 shows the detailed process of using searchable
encryption to manage the data. It is worth mentioning that
the encrypted index is stored in the consortium blockchain
and the encrypted dataset is uploaded to a remote cloud
managed by a third party. In order to explain the procedure
shown in Figure 2, we use an example to illustrate the details
of this scheme. Medical institution i, i.e., M,, needs to encrypt
D; into C; with its own key before sharing medical data D;. At
the same time, in order for the data user to be able to perform
search, the medical institution needs to extract the keyword
w;;, from the document and send the encrypted keyword
;), = (E,', E,) to the middle server. The middle server is fur-
ther encrypted, E,’ to E,, and obtains @, = (E,, E,); then,
the result is sent to the cloud server. Next, assume data user
U wants to search for a document related to the keyword
w,’. Basically, he needs to generate a trapdoor T/wh' and
upload it to the middle server. The middle server then reen-
crypts the trapdoor leh’ to obtain T, 1, while generating
secret data S,. Then, T, » and S, are uploaded to the cloud
server. The cloud server finally calculates €(E,, T;) =¢(E,,
T,)-e(S,, T,) for keyword search.

4.3.1. Encryption Construction. The construction is based on
a bilinear map. We define g to be the generators of the cyclic
groups, G, and G,, whose orders both are p. € is a bilinear
map €: G; X G, — G,. In the process of encryption con-
struction, the random key generation algorithm generates
different keys for different inputs. k,,, € Z;, k,,, € Z, k;,,, €

Zy, kg€ Z, — (0, 1)*. k,,; and k,,, are the private keys of
the middle server; k;,, and k;; are the private keys used to

encrypt keywords and data of medical institution M, respec-
tively. H(-), located in Z, is a hash function.

4.3.2. Keyword Encryption. The keys of different medical
institutions are different in this system, and the ciphertext
generated each time for the same keyword is different. There-
fore, even if the key is lost, the data cannot be leaked, since
the cloud server cannot obtain any information about the
keyword. For the hth keyword of the medical institution M;,
i.e, w;},. the process of encryption calculation is as follows.

wi,h = (gki,w'ro'H(wi.h), gki,w'ro)) (1)

where 7, is a number generated randomly each time, which is
leveraged to calculate E', = ghiw"oH(®in) and E, = gk,

The medical institution submits @, = (E',, E,) to the
middle server, and the middle server reencrypts E', with its

own keys, k,,; and k,,,, to obtain E,, as follows.

Ey= (B )™, )
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Finally, the middle server submits the @, = (E,, E,) to
the cloud server. In the entire process, the middle server is
always unable to know the specific value of the keyword.

4.3.3. Trapdoor Generation. In the scheme that we propose,
data users do not need to know the key of the medical insti-
tution and the trapdoors generated for the same keyword
each time are different. The trapdoor is generated in two
steps. First, the data user generates a trapdoor based on the
search key and the random number and then submits the
trapdoor to the middle server. Second, the middle server
reencrypts the trapdoor. Here, we assume that the data user

wants to search for the keyword w;,’ and the encryption is
calculated as follows.

T = (470, gv), ©)

where 7, is a random number generated randomly each time.
After receiving the T'w’ 1, the middle server generates a ran-

dom number r,, and reencrypts T,wh’ as follows.
Twh, = (gH(wh’)'ru'kml'kmz'rm, gru‘kml, gru'kml'rm> . (4)
Let us make Tl :gH(wh’)"u'kml‘kmz'rm, T2 :g"u‘kml, T3 =
g, ie, T, 1= (T, Ty, T). Finally, the middle server
submits T, to the cloud server.

4.3.4. Keyword Matching. In the scheme that we proposed in
this paper, the cloud server stores encrypted data and key-
words for all medical institutions. The middle server needs
to transfer a secret data S, = gm*n"n to the cloud server.
After receiving the search request, the cloud server performs
a global search to match all stored keywords, in order to
obtain the corresponding medical data. The searching pro-
cess is described as follows. First of all, the cloud server per-
forms the following calculations, after getting trapdoors,
T, and (E, E,).

i > VKT kit = 3 Kt Ko T K
2(S To) =2( g, g ) =2(g, 9)" ftod
(5)

Then, the cloud server judges whether w,, equals to w;,’,
according to the following equation.

e(E,,T;) = ’é( ( gt g ) e, gru.km.rm)
=2(9.9) (Kiaw 7o H (Wi )Rt ) 7o Kot T
=2(g, g)iw o mkn T 35 T,) (6)
- ’é(gknw'ra’ gH(w,»,hyru'kmyrm) (S, T)
=2(E,, T)) - 2(S,» Ty).

4.4. Consortium Blockchain and Attribute-Based Access
Control. The consortium blockchain is the crucial part of

the entire scheme. All new nodes must get the certification
from the fabric-CA before participating in the consortium
blockchain. The consortium blockchain implements a chain-
code of searchable encryption and ABAC. At the same time,
the blockchain exposes interfaces for users to access block-
chain data, including access control interfaces and data
interfaces. The functions implemented by the consortium
blockchain are as follows:

(i) The chaincode implements the function for upload-
ing encrypted data to the ledger of the blockchain

(ii) The chaincode provides the function of searchable
encryption

(iii) The chaincode provides ABAC to manage the per-
missions for user access

For the ABAC part, policy management and access
control are separated. Policies may vary with the actual
scenario, for instance, by increasing or decreasing the
number of attributes to accommodate larger or smaller
scenarios. The key part of ABAC is the attribute which
can be defined as A € {S,O, P, E}. The definition of each
field is as follows:

(i) A indicates the attribute. Each attribute has an
identifier

(ii) S indicates the subject’s attributes, i.e., the identity
and characteristics of the subject which can perform
the access request, for instance, the entity’s name,
age, and occupation

(iii) O indicates the object’s attributes, i.e., the informa-
tion related to the accessed resource, for instance,
resource type, service location, and protocol

(iv) P indicates the permission, i.e., the operation of the
subject which can be performed on the object, for
instance, reading, writing, and executing

(v) E indicates the environment, i.e., the environment
information when the access request is initiated,
for instance, time and location

The attribute-based access control policy can be defined
as{SAorvVOAorVPAorVE}, which indicates the access
control rules of the subject to access the object. It expresses
the required attribute set for accessing the protected
resources. The above expression means that the XOR rela-
tionship among the subject, object, permission, and environ-
ment constitutes the access grants of the access control
mechanism.

The attribute-based access control request can be defined
as {AANOAPAE}, as mentioned above, which is a set of
attributes. It indicates the operation of the subject on the
object under the environment. When users access the ABAC
system, the attribute set constitutes the access request oper-
ation, which is used as the input parameter to initiate the
access request of the access control mechanism in the
system.



5. Security Analysis

In this section, we discuss that our scheme satisfies the fol-
lowing security goals.

5.1. Privacy Preserving. Patient’s personal information and
medical data are protected by searchable encryption and
attribute-based access control. Medical institutions encrypt
medical data, and the consortium blockchain provides access
control, which is a proper way to avoid privacy disclosure to
malicious entities.

5.2. Security Search. Data users need to obtain authorization
of access control before they can search on the consortium
blockchain. Therefore, malicious entities cannot initiate
searches after access control, which guarantees the security
of the data.

5.3. Data Integrity and Reliability. The patients’ medical data
with encrypted keywords are uploaded by the medical
institutions to the consortium blockchain. Thus, during
the process of data storage and transmission, no one can
modify or read data without the authorization of the med-
ical institutions.

5.4. Scheme Properties. As for scheme properties, we compare
the properties of our scheme with [9, 10] of the cloud-based
one and [11] of the blockchain-based one. As shown in
Table 3, our scheme can meet all the scheme properties
which are vital properties of medical data sharing schemes.

6. Experimental Study

In this section, we implement the proposed scheme on the
Hyperledger Fabric platform and evaluate its performance.
Especially, we simulate different numbers of medical institu-
tions to construct the blockchain platform for testing the per-
formance and scalability of our system. For testing purposes,
we leverage the docker to build a consortium blockchain plat-
form with Hyperledger Fabric, which is contrusted using
CloudsStorm [12] in the Cloud environment. The program-
ming language is Python3.7 and Gol.12; the Fabric edition
is 1.4. For the underlying server, we set up the environment
with a virtual machine from the ExoGENI [13] cloud. The
entire virtual machine is only for this purpose. The configu-
ration of the virtual machine is the type of “XOXLarge,”
which contains 4 CPU cores and a 12 GB RAM.

6.1. Computational Cost. In order to evaluate this scheme
quantificationally, we have also conducted some experiments
based on our scheme. We provide the details of the computa-
tional cost of functions in Table 4.

In our scheme, the KeyGen function is responsible for
generating the public key and private key. And, the function
Enc is used to encrypt the keywords of medical data. The
trapdoor can be generated by the function of TdGen. Finally,
the function of Search is for searching the expected keyword
and the result can be “True” or “False.”

Due to the fact that the computational cost of these algo-
rithms is related to keyword numbers, we test our algorithms
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TaBLE 3: Scheme properties.

Liu Wang Azaria Proposed

9] [10] [11] scheme
Blockchain N N Y Y
Access control Y Y N Y
Privacy preserving Y Y N Y
Searcha})le N v N v
encryption

TaBLE 4: Computational cost (in milliseconds).

KeyGen Enc TdGen Search
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FIGURE 3: The computational cost of on-chain operations varying
with different data access rates.

by setting keyword numbers as w =10, 50, and 100. As
shown in Table 4, we can find out that the time cost of all
functions, including KeyGen, EncIndex, TdGen, and Search,
increases with the size of keyword amounts linearly.

Among these four main operations, three of them are
implemented in the smart contracts of the consortium block-
chain, including Enc, TdGen, and Search. Hence, to test the
system performance for these on-chain operations, we mea-
sure the computational cost of these operations varying with
different frequencies of operation requests, i.e., the medical
data accessing rate in TPS (transactions per second). The
number of keywords to be processed is set to once in each
transaction, i.e., for each data accessing request. Five medical
institutions are simulated here to construct the 5-node block-
chain network. The experimental results are shown in
Figure 3. It shows that the computational cost of all the on-
chain operations is linear with the medical data accessing
rate, which demonstrates that our system is scalable.



Wireless Communications and Mobile Computing

709 - SR S o o
GOf
e e e SR
404 - ---- S AR L L :
3010 L i L
20{
1015/

Chaincode processing rate (TPS)

0 20 40 60 80 100
Medical data accessing rate (TPS)

FIGURE 4: The performance of the keyword searching operation
with searchable encryption under the scenario of 5 medical
institutions.
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F1GURE 5: The performance of access control with the ABAC model
under the scenario of 5 medical institutions.

6.2. Performance of the Smart Contract. In this subsection, we
mainly test the performance of two types of chaincodes, i.e.,
smart contracts. One is designed for storing and searching
the dataset, and the other is for attribute-based access control
(ABAC). For this experiment, we simulate that there are five
medical institutions, i.e., five nodes construct the experimen-
tal blockchain platform. Figure 4 shows the chaincode
processing performance of the searching operation with
searchable encryption when increasing the medical data
accessing rate. In this scenario, the processing rate of the
chaincode for searching operations increases linearly accord-
ing to the increased medical data accessing rate. The system
is able to handle all the requests when the accessing rate is
not high. However, when the rate of accessing requests comes
to 70 TPS, the processing rate cannot increase anymore. It
demonstrates that the throughput of our system with 5 med-
ical institutions is around 70 TPS. For the chaincode of the
ABAC model, the performance is similar as shown in
Figure 5. But the throughput for the ABAC chaincode is bet-
ter than the chaincode with searching operations, which is
around 200 TPS. As the medical information sharing is
mainly for research purposes, the amount of requests is not
at a large scale. Hence, the performance of our system is
acceptable.

On the other hand, the memory consumption of the
chaincode for realizing searchable encryption is also mea-
sured. The measurements are performed within the node
where the chaincode for encryption is invoked. For testing,

16051
1504 <o o
o) oo
130
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104 - A4
00]

Memory consumption (MB)
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Medical data accessing rates (TPS)

FiIGUurRe 6: The memory consumption of the chaincode for
performing operations of searchable encryption.

we input the system with different rates of medical data
accessing requests. The experimental results shown in
Figure 6 also demonstrate that the system is able to handle
the accessing rate blow of approximately 80 TPS. When the
accessing rate further increases, the memory consumption
stays steady afterwards. The reason is that the system has
reached its capacity. Meanwhile, it is worth mentioning that
the maximum memory consumption for running searchable
encryption chaincodes is around 170 MB. It is, therefore, prac-
tical for each medical institution to operate a server for run-
ning the chaincode and participant of the blockchain network.

6.3. Scalability. In this section, we test the scalability of our
implemented prototype. We still mainly test two types of
chaincodes, i.e., for searchable encryption and ABAC. Since
these two parts are crucial to our system, the scalability of
these chaincodes can determine the scalability of the entire
system. Hence, we assume various scenarios, under which
there are different numbers of medical institutions. To check
the trend, we simulate 5, 10, 15, and 20 medical institutions.
It means that the scales of the blockchain platform are 5, 10,
15, and 20. Then, we increase the medical data accessing rate
as system inputs until the chaincode processing rate is getting
steady. The procedure is similar to the experiment conducted
in Section 6.2. In this way, the capacity of system throughput
is achieved.

Figures 7 and 8 show the experimental results of chain-
codes for searchable encryption and ABAC, respectively.
For both of these two types of chaincodes, the descending
rates of their performance are not even linear to the increased
number of blockchain participants, i.e., medical institutions.
However, with the configurations of our experiments, the
system capacity has not decreased much for each type of
chaincode when the number of simulated medical institu-
tions increases from 5 to 20 (70 TPS to 60 TPS and 200
TPS to 165 TPS, respectively). In practice, not all the medical
institutions construct a single federation to share medical
data; the scalability of our system is still feasible. However,
for a large-scale federation with many institutions, the system
still needs to be further optimized.

7. Related Work

The data privacy and security are hot topics in recent years.
Some papers consider the issue related with different stages
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of the data management, including data uploading [14], audit-
ing [15], and sharing [16]. Other papers consider these issues
in a special scenario, e.g., in a wireless environment [17]. We
focus on the same issue in the field of medical data [18, 19].
Medical data usually includes the types of health reports,
medical records, examination results, etc. These types of data
not only have great research value but also have privacy pre-
serving requirements. Meanwhile, the integrity of medical
data requires assurance. We also need to guarantee that these
data are not to be tampered with, destroyed, or deleted by
anyone without grants. The accessibility of medical data must
be controlled by the patients, but it cannot be modified by the
patient. In addition to this, patient data should also be able to
be circulated smoothly among medical institutions [20, 21].

7.1. Medical Data Privacy Preserving Based on Confusion and
Anonymity. The anonymized data or differential privacy was
introduced to protect the privacy of medical data [22].
Beaulieu-Jones et al. [23] used a deep neural network that
introduced differential privacy to generate artificial data
when sharing medical data, which solved the contradiction
between data sharing and data privacy to a certain extent.
However, in the context of multiple data types, the limitation
of this method is that the data would be modified. Cai et al.
[24] developed a differential-private framework to preserve
the sensitive information for taxi companies when sharing
taxi data. Sun et al. [25] proposed a method similar to the
above, using differential privacy to process medical data,
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training a machine learning model, and publishing the train-
ing model instead of directly publishing private data.

7.2. Privacy Preserving of Medical Data Based on Encryption.
Searchable encryption is usually leveraged in the edge envi-
ronment for mobile computing [26], through being intro-
duced into data privacy-preserving schemes. For example,
Xu et al. [27] leverage a multikeyword searchable encryption
technology in medical data sharing to protect data privacy.
At the same time, they utilize searchable encryption to
achieve the goal of sharing. In the scenario of a body equip-
ment, the body sensor device is leveraged to encrypt the sen-
sor data and upload to the cloud in the stage of collecting the
data segment, which is similar to the scenario described by
the paper [28]. Meanwhile, the searchable encryption tech-
nology is also used to share the data. Besides, this solution
only requires little resource consumption, which is suitable
for the mobile devices. However, the problem of sensor
device credibility should also be considered.

7.3. Privacy Preserving Based on the Blockchain. Blockchain is
an emerging technology to enhance the trust for the legacy
systems, which has been applied in the cloud service level
agreement [29], crowdsourcing [30], etc. It is also applied
into aspects of data storage with privacy preserving, since
the blockchain has storage characteristics of high reliability,
high availability, low cost, and strong disaster tolerance. Do
and Ng [31] combine searchable encryption and blockchain
to ensure that data cannot be tampered with and deleted. It
also adopts smart contracts to implement access control
and searchable encryption, which constructs the distributed
system and solves the trust problem among nodes. Similarly,
the consortium blockchain combines searchable encryption
[32] that uses agents to achieve searchable encryption. The
consortium blockchain stores keywords and ciphertext. To
a certain extent, this solution guarantees the privacy-
preserving requirements of medical data, which can realize
the goal that the distributed medical data cannot be tampered
with. In the scheme proposed by Chen et al. [33], medical
data is stored on a public cloud and the index of medical data
is stored on the blockchain. Data users firstly need to be
authorized when they want to obtain data, so that data
owners can fully control their own data. However, it is a crit-
ical problem that the public cloud is not safe. Tian et al. [34]
propose the scheme of SIFF based on the fabric blockchain;
SIFF guarantees the granularity of data search. This scheme
ensures the privacy, availability, and integrity of medical
data. Zhang and Lin [35] propose a medical data sharing
architecture combining a private blockchain, which stores
full data, and a consortium blockchain, which stores key-
words. At the same time, searchable encryption is leveraged
to search for keywords. Encrypted medical data is obtained
by grants of access control. Likewise, Azaria et al. [11] use
blockchain to store medical data and access control is com-
bined with smart contracts. Utilizing blockchain ensures that
medical data cannot be tampered with and provides medical
data interconnection, interoperability, and data sharing fea-
tures. MedChain [36] is also a medical data sharing architec-
ture that combines blockchain and P2P networks to tackle
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efficiency issues. There are two types of nodes in MedChain;
one is a super node, which performs massive calculation and
storage, such as large hospitals. The other is an edge node,
such as clinics and community hospitals. Although this sys-
tem is not yet perfect, the scheme of MedChain still improves
efficiency, privacy, and security. In addition, MedBlock [37]
is also a system that uses blockchain to manage medical data.
It adopts a hybrid consensus mechanism, combined with
Delegated Proof of Stake (DPoS) and Practical Byzantine
Fault Tolerance (PBFT), which improves efficiency. It is
worth mentioning that the symmetric encryption algorithm
and access control are leveraged to improve privacy and
security.

8. Conclusions

In our proposed work, we have presented a consortium
blockchain-based medical data sharing system using K-ano-
nymity, keyword searchable encryption, and ABAC to
achieve data privacy-preserving and security among different
medical institutions. Firstly, we leverage the K-anonymity
technique to preprocess the medical data for blurring the
identity information. Secondly, we present a scheme for
medical data sharing using searchable encryption on key-
words to ensure data security and privacy-preserving. The
consortium blockchain is leveraged among different medical
institutions to provide the trust layer and host the smart con-
tract. Hence, the consortium blockchain stores the encrypted
keywords which are linked to the medical data of medical
institutions. The encrypted medical data can then be stored
safely on remote clouds. Thirdly, we design and implement
attribute-based access control with a smart contract. The
blockchain-based ABAC model simplifies the configurations
and secures the medical data. Furthermore, we conduct a
security analysis of the proposed scheme and protocol and
compare them with other related work. The security analysis
demonstrates that our scheme can meet the security goals of
our original design. Finally, we also implement the scheme
on the Hyperledger Fabric platform. Through simulating dif-
ferent medical data accessing rates and different numbers of
medical institutions, we evaluate the computational overhead
of encryption operations, the performance of implemented
chaincodes, and the scalability of our prototype. The experi-
mental studies demonstrate that our scheme and system
design are feasible and practical to encourage medical data
sharing among medical institutions.
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Considering the competition between rescue points, we use artificial intelligence (AI) driven Internet of Thing (IoT) and regional
material storage data to propose a multiobjective scheduling algorithm of flood control materials based on Pareto artificial bee
colony (MSA_PABC). To address the scheduling of flood control materials, the multiple types of flood control materials, the
multiple disaster sites, and entertain both emergency and fairness of rescue need to be considered comprehensively. The MSA_
PABC has the constraints such as storage quantity constraint of warehouse materials, material demand constraint, and
maximum transportation distance of flood control materials. We establish the scheduling optimization model of flood control
materials for each disaster rescue point and the total scheduling optimization model for all flood control materials. Then, MSA_
PABC uses the modified Pareto artificial bee colony algorithm to solve the multiobjective models. Three types of initialization
strategies are proposed to calculate the fitness of each rescue point and the overall evaluation value of the food source. We
propose the employ bee operations such as niche technology and local search of the variable neighborhood, the onlooker bee
operations such as Pareto nondominated sorting and crossover operation, the scout bee operations such as maximum
evolutionary threshold, and end elimination mechanism. Finally, our proposed solution obtains the nondominated solution set
and its optimal solution. The experimental results show that no matter how the number of rescue points changes, MSA_PABC
can find the nondominated solution set and optimal solution quickly. It improves the convergence rate of MSA_PABC and
material satisfaction rate. Our solution also reduces the average maximum transportation distance, the standard deviation of
maximum transportation distance, and the standard deviation of material satisfaction rate. The evaluation also demonstrates
MSA_PABC outperforms the state-of-arts such as ABC (artificial bee colony), NSGA2 (nondominated sorting genetic algorithm
2), and MOPSO (multiobjective particle swarm optimization).

as typhoons. The direct economic losses were 327.09 billion
RMB [2]. Zhejiang Province locates on the southeastern coast

China has a vast territory, and the precipitation partially con-
centrates. The precipitations time and space distribution are
uneven, and it does not match the distribution of population
and cultivated land. Therefore, disasters such as floods and
typhoons occur frequently, causing a large number of people
to suffer disasters and huge economic losses [1]. For instance,
in 2019, 130 million people are suffered from disasters such

of China. Due to its special geographic location and climatic
conditions, it is susceptible to typhoons and storms. How-
ever, the drainage capacity of Zhejiang Province is limited.
Once the flood disasters occur, it will cause serious economic
and loss of life to people. Therefore, flood prevention and res-
cue are particularly important [3]. In the past, rescue dis-
patching mainly issued dispatching instructions by means
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of communication. The problem lies in low efficiency and
chaotic command. Once the scale of rescue dispatching rises,
its order and efficiency will be more difficult to maintain.

With the rapid development of computer technology,
sensor technology, and Internet of Things technology, vari-
ous industries in the market are developing in the direction
of high automation and intelligence and hope to improve
the service ability of the industry through AI and IOT tech-
nology [4, 5]. The future development of flood control and
disaster reduction in the direction of intelligence is gradually
becoming a consensus in the industry. Internet of Things
technology as a basic support means to determine the quan-
tity and availability of materials through a variety of informa-
tion sensing equipment and electronic tags in the field of
flood control, and upload the relevant information to the
Internet platform for information interaction to achieve
intelligent management of materials. At the same time, it
provides data support for the subsequent solution of large-
scale orderly and efficient scheduling of materials. The
dynamic scheduling problem of rescue materials is NP hard
in nature. It is usually solved with various artificial intelli-
gence algorithms based on the existing Internet of Things
technology [6, 7].

At present, some scholars have achieved certain results in
emergency dispatch, but the characteristics of flood control
and rescue scheduling determine that the applicability of arti-
ficial intelligence algorithm needs to be analyzed objectively
to ensure that the application has a certain quality of service.
For instance, Song et al. [8] propose a double mutation
improved differential evolution algorithm with the Pareto
concept and establish a multisupply point to multirescue
point emergency material scheduling model in the case of
limited resources to minimize the total cost of distribution
expenses and the largest missing loss. Tian et al. [9] take
the urgency of different needs into consideration and estab-
lish a multiobjective mathematical model for dynamic distri-
bution scheduling. Then, they use a weighted particle swarm
optimization algorithm with swarm intelligence to solve the
model. However, the above algorithms are more likely to fall
into local optimum with the increase of scheduling scale,
which makes the reliability of rescue decline. Zhang et al.
[10] propose a hybrid intelligent search algorithm based on
two-dimensional NSGA-II and ant colony optimization to
establish a multiobjective optimization model for concurrent
allocation and scheduling of multiple emergency rescue
materials. Some scholars [11-14] focus on establishing a
material scheduling optimization model which considers
multiple parameters and using genetic algorithms (GA),
sequential linear programming algorithms (SLP), greedy
algorithms, and other algorithms to solve the optimization
model and obtain the optimal solution. However, the above
algorithms do not consider the dynamic change of material
demand in the rescue process to make the material schedul-
ing lag behind.

Some scholars [15-18] focus on establishing multiple tar-
get optimization models, such as minimizing the transporta-
tion time of materials and maximizing reliability. Then, they
use single or multiple hybrid algorithms, such as quick sort-
ing genetic algorithm, harmony algorithm, artificial bee col-
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ony algorithm, Monte Carlo algorithm, and stepwise
method, to obtain the optimal scheduling schemes. Consid-
ering the processing time of emergencies, Wex et al. [19] pro-
pose a decision support model for allocating existing rescue
units to emergency action centers to improve the efficiency
of incident handling and reduce casualties and economic
losses in the reaction phase. Considering that the emergency
supplies provided to rescue points may be insufficient or
excessive, Chen et al. [20] take the minimization of the loss
caused by insufficient material distribution and oversupply
and the minimization of vehicle scheduling costs as optimi-
zation objectives and propose a vehicle scheduling optimiza-
tion model of disaster emergency logistics based on discrete
bee colony. In [8-20], they use intelligent optimization algo-
rithms to solve emergency rescue scheduling problems but
do not take account of the urgency and fairness of multiob-
jective rescue scheduling at the same time, only meet the res-
cue service requirements of individual rescue points, which
makes the overall rescue service quality poor, and only focus
on resource allocation, without considering the unexpected
factors that affect the service quality such as road damage
in the rescue process.

Therefore, based on the algorithms mentioned above, we
propose a multiobjective scheduling algorithm of flood con-
trol materials based on Pareto artificial bee colony (MSA_
PABC). Considering the convergence performance of the
algorithm, the feasibility of the actual road transportation
in the process of material allocation, and the satisfaction of
the allocation between rescue points and the whole rescue,
we establish the optimization model of flood control material
scheduling for each disaster relief point and the optimization
model of all flood control materials scheduling from the time
cost, task execution reliability, and service satisfaction.
According to the importance and easy measurement of ser-
vice quality parameters, we select service quality parameters
and establish a parameter system including four service qual-
ity parameters (transportation efficiency, satisfaction rate of
disaster site, transportation reliability, and actual availability
of material reserve), which is used as constraint function to
guide the optimization objective of an artificial intelligence
scheduling algorithm, that is, we propose the modified Pareto
artificial bee colony algorithm to solve the multiobjective
optimization model. In the initial phase, we propose a variety
of food source initialization strategies and calculate the fit-
ness of each rescue point and the overall evaluation value of
the food source. In the employed bee phase, we use niche
technology and variable neighborhood local search and other
employ bee operations to strengthen the local search of the
food source. In the onlooker bee phase, we use Pareto domi-
nate sorting, crossover operation, and other onlooker opera-
tions to expand the search capabilities of high-quality food
sources in areas with small distribution densities in the mul-
tidimensional solution space. In the scout bee phase, we use
the maximum evolution threshold and end-elimination
mechanism to continuously update old food sources to
ensure the diversity of solutions. Finally, MSA_PABC can
quickly find nondominated sets and optimal solutions,
thereby improving the convergence rate and material satis-
faction rate and reducing the average maximum transport



Wireless Communications and Mobile Computing

distance, standard deviation of the maximum transport dis-
tance, and standard deviation of material satisfaction rate
for flood control materials to achieve the overall optimal res-
cue service quality with practical feasibility.

2. Scheduling Model Establishment

The flood control emergency scheduling is a prerequisite for
realizing rapid and accurate handling of dangerous situa-
tions. Therefore, it is necessary to take the actual storage of
warehouse materials and situations of disasters of each region
as influencing factors. According to flood control materials
constraints of storage capacity, demand, and transportation,
we establish the scheduling optimization model of flood con-
trol materials for each disaster rescue point and the total
scheduling optimization model of all flood control materials.
The details are as follows:

We set H¥ to represent the storage capacity of flood con-
trol material k in warehouse i. Considering the number of
flood control material k allocated by the storage warehouse
i to all rescue points does not exceed the total storage of flood
control materials k in the storage warehouse i, the storage
capacity constrain of warehouse materials is

Y WE<H\Yik, (1)
j

where Wf.‘j represents the number of flood control material k

allocated by warehouse i to rescue point j.

To avoid wastage and use the flood control materials
effectively, it is required that the number of flood control
material k from all warehouses to rescue point j does not
exceed the required quantity of the flood control material k
in the rescue point j. Thus, the material demand constraint is

Z Wi < Vi, k, (2)

where ] j‘ represents the required quantity of the flood control
material k in the rescue point j.
According to the value Wf-‘j,
warehouses and rescue points that need to be passed during
flood control materials transportation. We assume that the
transport capacity is adequate during the transportation of
flood control materials. Then, according to the GIS system
and the distribution of flood disasters, we determine the

we can know the storage

shortest transportation distance Pf-‘j of the flood control mate-

rial k between the storage warehouse i and the rescue point j
that can avoid flooding inundated roads [21]. Thus, we can
obtain the maximum transportation distance for finishing
the flood control material scheduling at rescue point j.

_ k /s
D; = max (Pij,Vl, k) , (3)

where D; represents the maximum distance required to finish
the transportation of flood control materials at rescue point j.

To meet the demand for rescue points for flood control
materials, the material satisfaction rate of rescue point j is

B ZkZiW;{j

R.=

R W W

where R; represents the material satisfaction rate of rescue
point j.

In the aspect of disaster rescue points, each of them hopes
that the required flood control materials can meet the fastest
transportation time and the maximum satisfaction rate. We
establish a scheduling optimization model of flood control
materials for each disaster rescue point j.

min (Dj/Rj)

s.t.z Wk] < J* vk
i

Formulas(1), (3), (4)
Wi > 0,¥i, k

In the aspect of flood control material scheduling man-
agement, the flood control materials can weigh the principle
of urgency and fairness. Therefore, we set the standard devi-
ation of the maximum transportation distance of flood con-
trol materials is

Std, = | Y (D]. - ZD/N,) IN}, (6)

j j

where Std,, represents the standard deviation of the maxi-
mum transportation distances of flood control materials
and N represents the number of rescue points. The standard
deviation of the satisfaction rate of flood control materials is

Rat,, = Z

J

(Rj - ZR/N/> I(N)), (7)

where Rat,, represents the standard deviation of the satisfac-
tion rate of flood control materials. Considering the emer-
gency of flood control materials, it is required to send all
flood control materials to all rescue points as quickly and as
fully as possible. And in terms of the fairness of flood control
materials, it is required that the maximum transportation
distance and satisfaction rate between rescue points are not
much different. The standard deviation of maximum trans-
portation distances and the standard deviation of material
satisfaction rates need to be minimized. Therefore, we estab-
lish the total scheduling optimization model of all flood con-
trol materials.
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s.t.Formulas(1) — (4)

D,,.= ZDj/N ;
J

R,.= Y RN,
j

Wi 2 0,i, j, k

where D,, represents the maximum average distance
required to finish flood control materials transportation,
R,,. represents the average material satisfaction rate of rescue
points, x; represents the distance factor, x, represents the sat-
isfaction rate factor, and x, + x, = L.

3. Scheduling Model Establishment

Since the models (5) and (8) consider the selection of three
elements, such as the storage warehouse, rescue point, and
flood control material, the optimization model is compli-
cated and involves a lot of calculations. Therefore, we use
artificial intelligence to solve the optimization models (5)
and (8) and obtain the optimal plan by constantly searching
for the distribution scheme of reserve warehouses, rescue
points, and flood control materials. The inspiration of the
artificial bee colony algorithm (ABC) proposed by Karaboga
et al. [22] is based on bee foraging behavior. In ABC, the arti-
ficial bee colony comprises three kinds of bees, such as
employed bees, onlooker bees, and scout bees. The employed
bees are associated with a specific food source. The onlooker
bees observe the dance of employed bees in the hive to decide
to choose a certain food source and conduct a local search for
the selected food source. The scout bees randomly search for
food to avoid local optimal solutions. The traditional ABC
algorithm can effectively solve the optimization problem of
a single objective function. It has the characteristics of a few
parameters and fast convergence speed. However, according
to the model (5), there are multiple rescue points. Each rescue
point needs to make its optimization model as optimal as
possible. The problem of flood control material scheduling
optimization is a multiobjective optimization problem in
which multiple rescue points compete with each other.
Therefore, we introduce the Pareto nondominated sorting
and propose a multiobjective scheduling algorithm of flood
control materials based on Pareto artificial bee colony to
solve the scheduling problem of flood control materials
between rescue points. Then, we can obtain the nondomi-
nated sets and find the optimal solution in the nondominated
set based on the model (5). Thus, we obtain the flood control
material scheduling schemes that weigh disaster rescue
points and flood control scheduling management in the case
of multiple types of flood control materials and multiple
disaster rescue points.

3.1. Food Source Initialization. Since the traditional ABC
algorithm cannot be directly used to solve the scheduling
problem, we precode the problem solution and uses a one-
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dimensional vector coding method with variable length to
solve the flood control material scheduling decision problem.
The food source code is shown in Figure 1.

Where the storage warehouse represents the storage loca-
tion of flood control materials in various regions, according
to the location of the rescue points and the demands of flood
control materials in advance, the algorithm needs to select
the storage warehouse set that can meet the flood control
materials all rescue points. al represents the storage ware-
house number 1. b1 represents the rescue point number 1.
The numbers in the table represent the amount of certain
flood control materials transported. A good initial solution
set can enable the algorithm to quickly find the areas with
great potential in the entire solution space and speed up the
algorithm’s convergence. Then, it provides a variety of differ-
ent types of food sources to avoid the algorithm from falling
into a local optimum [23]. In the paper, we use the following
three rules in the food source initialization phase.

(1) Large Storage Warehouse First. Due to the different
types of flood control materials stored in each storage
warehouse, each flood control material is also differ-
ent. According to the actual material storage quantity
of the warehouse, flood control materials are distrib-
uted based on roulette rules in the same set. The
warehouse with a large storage quantity can be a pri-
ority to assign scheduling tasks [24]

(2) Disaster Demand First. Different rescue points have
different demands for flood control materials. In the
same set, according to the demand for flood control
materials at each rescue point, flood control materials
are preferentially distributed based on roulette rules
to rescue points with high demand for materials

(3) Random Distribution. Flood control materials are
distributed randomly

The three rules mentioned above generate each initial
solution. The solution set ratios are, respectively, set to
30%, 30%, and 40%. In the distribution process, each initial
allocation value is the minimum of the warehouse material
storage and material demand [25] to meet the constraint
(1). Then, the food source is considered whether meets the
constraint (2); if the constraint (2) is not met, the overallo-
cated materials are reduced to avoid repeated scheduling
for materials. The food sources that met the constraints
(1)-(2) are obtained.

3.2. Fitness Value Calculation. For urgency and fairness of
flood control materials’ emergency scheduling, we establish
a scheduling optimization model of flood control materials.
In the phases of employed bees and onlooker bees, we need
to calculate the fitness F; of each rescue point and perform

the operations such as niche and minimum dominating set
selection, which is

)
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FiGure 1: Example of one-dimensional encoding of food source.

When the algorithm is solved, according to the minimum
dominating set, we obtained, calculating the overall evalua-
tion value F, of all food sources in its set, and select the food
source with the maximum value as the optimal solution of
MSA_PABC.

x,8td,, + x,Rat,,

o (10)

ave

3.3. Employed Bee Phase. According to the food sources gen-
erated in Section 3.1, employed bees divide the whole food
source into subcategories according to the number of rescue
points. After that, employed bees search for the unknown
solution space near each food source by variable neighbor-
hood local search operation to obtain multiple child food
sources. Then, we analyze the relationship between the
child’s food source and the father’s food source and obtain
the next food source. Finally, we use the elite retention and
exclusion strategy in the niche to restore the food source’s
size to the original size. The niche operation and variable
neighborhood local search operation are as follows.

3.3.1. Niche Operation. Niche is a conception of biology. It
refers to a living environment under a specific environment.
In the biological evolution process, organisms always live
with the same species and breed offspring together. Niche
technology divides each generation of individuals into several
categories and selects some individuals with greater fitness as
an outstanding representative class to form a species, then
uses the elite retention and exclusion strategy in the species
and between different species to generate a new generation
of individual groups.

For individual fitness value F; mentioned in Section 3.2,
MSA_PABC calculates the fitness value F; for each food
source and normalizes it. It classifies the food source into
the subclass population with the highest fitness value F; after
normalization and divides the entire food source population
into subcategories. For the maximum fitness value [F; within
its child species, MSA_PABC performs the variable neigh-
borhood search operation to enhance algorithm’s the local
optimization algorithm and obtains multiple new food
sources. If the new food source dominates the old food
source, the old food source is updated. Otherwise, if the old
food source dominates the new food source, it deletes the
new food source and keeps the old food sources. Then, it
places the new food sources in the temporary food source
set. After finishing the variable neighborhood search opera-
tion, MSA_PABC merges the food source set and the tempo-
rary food source set into the next generation of species.

At last, MSA_PABC calculates the number of food
sources in the next generation. Suppose the number of food
sources exceeds the initial size. In that case, it randomly
selects multiple food sources in the population to form an
exclusion member set. It calculates the similarity between
other food sources and exclusion members in the next gener-
ation. It selects the current food source and calculates the
number of the same value at each same code position of each
exclusion committee. It chooses the maximum value as the
same degree A; of the food and calculates the difference
sum of the values at the same code position of the food
source. Then, it selects the maximum value as the difference
degree B; of the food source. According to the same degree,
MSA_PABC sorts those food sources from small to large. If
there are multiple food sources with the same degree, it sorts
those food sources from small to large according to the differ-
ent degree and obtains the sorted food sources. Then, it elim-
inates front foods in turn until the population returns to its
original size. If the eliminated food source is the optimal local
solution or the optimal global solution in the offspring popu-
lation, it skips the food source and reserves the elite solution.

3.3.2. Variable Neighborhood Local Search Operation. A var-
iable neighborhood local search method is an improved local
search method. It utilizes a neighborhood structure formed
by different actions to perform an alternate search and
achieves a good balance between concentration and evacua-
tion. The maximum loop search threshold is set as the termi-
nation condition to keep the efficiency and the accuracy of
the algorithm. To facilitate the search operation of variable
neighborhood, the initial food source has to be transformed
into a multidimensional real matrix Q;,. As shown in

Figure 2, where i represents the storage warehouse (row a).
j represents the rescue point (subordinate columns b). v rep-
resents the type of flood control material. Q represents the
quantity of flood control materials (the value in Figure 2).
Suppose some storage warehouses do not have a certain
amount of flood control materials. In that case, the Q value
is the Nan identifier; then, MSA_PABC skips the N, identi-
fier automatically during the calculation to improve search
efficiency. The Niche strategy divides the food sources into
classes based on the number of rescue points (i.e., b;, b,, b;,
.-+, b,). For rescue point b; among food sources belonging
to the b; category, it performs the variable neighborhood
search to improve the resource scheduling optimization of
the rescue point and the mutual competitiveness between
the rescue points. Thus, it obtains some local optimal food
sources. As shown in Figure 2, we assume that it belongs to
the bl category. Then, MSA_PABC conducts a variable
neighborhood search for the flood control material
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FIGUREg 2: Example of multidimensional coding in bl category of
food sources.

distribution at the rescue point bl. The specific steps of the
variable neighborhood search method are described as fol-
lows.

inv = Qijv + inv’ Qijv =0,Yi, (11)
where Q;;, represents quantity Q;;, of flood control material v
from each storage warehouse to the rescue point b; which
redistributes them to the rescue point b,,,.

Step 1. According to the b,, category to which the food source
belongs, the method determines the rescue point b, that
needs to be searched by the variable neighborhood search
operation. Then, it initializes the maximum number of vari-
able neighborhood searches and selects the first column of
flood control materials in rescue point b,,. The number of
neighborhood searches is 0.

Step 2. Getting current flood control material v, the method
searches for other rescue points with the flood control mate-
rials and selects a rescue point b; randomly.

Step 3. The method finds the quantity Q;;, of flood control

material v from each storage warehouse to the rescue point
b; and redistributes them to the rescue point b,,. The specific
formula is as follows:

If ).Q,,, > J!, the current quantity of flood control mate-

rials v which are allocated to rescue point j is too large, and
the excessive flood control materials have to return to rescue
point b;. In order to reduce the transportation distance of

flood control materials, we set L=).Q,,, — ]]V-.

Step 4. The method selects a nonzero value randomly among

Qi Vi. 1f Qg > L, then Q= Qg — L, Q5 = Qj, + L and
skip to step 5. Otherwise, Q,, =0, Q;j, = Qup» L=L-Q
and return to step 4.

cwy? cjv

Step 5. If the method has completed the search for variable
neighborhoods of all flood control materials in the rescue
point b, it skips stepping 6. Otherwise, it selects the next

flood control material and skips to step 2.

Step 6. If the method obtains a child food source and the
number of variable neighborhood searches is smaller than
the maximum number of variable neighborhood searches, it
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reselects the first column of flood control materials in the res-
cue point b,; then, the number of variable neighborhood
searches adds 1 and skips to step 2. Otherwise, it ends and
outputs multiple new food sources.

As shown in Figure 2, we assume that the demands of
sandstone b, are 20, and the demands of sandstone b, are
30. Then, v=1 and it only represents the sandstone. There
is no sandstone in b,, and b; has sandstone; thus, Qy; = [2,
4, 3]. The subscript 0 represents all of the storage warehouses
al, a2, and a3. We randomly select the value of sandstone
material by as Qg3, = [2,9, 12]. First, we set Q;;; =2+3=5,
Q,;=4+9=13, and Q;;; =3+2=5. Due to the current
number of sandstone in b, exceeds its demands, it does not
meet the constraints (1) and (2). Then, we randomly select
the storage warehouse and return the remaining value to
the rescue point b,. Finally, we operate on each flood control
material in b, so as to realize variable neighborhood search
operation and output new food sources.

3.4. Onlooker Bees Phase. MSA_PABC calculates the fitness
value F,(i) of each rescue point for every food source by for-
mula (9) and obtains a N, x N i data matrix M. Among them,
F,(i) represents the fitness value of rescue point j in food
source i. N represents the number of food sources. N; repre-
sents the number of rescue points. According to each rescue
point’s fitness value, it sorts each column of data in the
matrix M to obtain the neighbor individuals i+ 1 and i -1
of each element in the matrix M and their fitness values.
Then, it calculates the crowdedness through the Euclidean
distance value between individual i + 1 and individual i - 1.
That is, it calculates the sum of the differences in the individ-
ual fitness value F; for each target. The solution with the
maximum and minimum values is specified as the infinite
distance, that is, the boundary solution d, = d,, = infinity.

00, Vi=1landy

di=q &|Fi(i+1)-F;(i-1)] Lcicy (12)

z Fmax me >

where d; represents the crowdedness of the ith food
source, y represents the maximum boundary index, F;"** rep-
resents the maximum fitness value of rescue point j among all
food sources, and F}mn represents the minimum fitness value
of rescue point j among all food sources. In the solution set,
the part of solutions concentrates in a certain area and dis-
tributes sparsely in some areas; therefore, according to the
crowdedness of food sources, MSA_PABC sorts the solutions
in descending order to obtain the spatial measure of food
sources with surrounding neighbors. The selected probability
of the food source is calculated by the formula (13).

d
con y — Vd‘ #00
Pi= i-19; , (13)

0, d; =00
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where P{°" represents the selected probability of the ith food
source in the solution set. According to the measurement
results, the crossover operation is performed on the entire
population, the search space is expanded, and the number
of solutions at each dominating level and the Pareto curve
are increased to provide more choices for decision-making.
Namely, MSA_PABC sets the crossover probability r in
advance and cyclically implements the following operations
until finishing the crossover of each type of flood control
materials: in the range [0,1], it randomly generates a
floating-point number r1. If r1 < r, it will cross the kth ele-
ment of the two selected food sources. Otherwise, it does
not change the amount of flood control materials in the food
source. After finishing the cross operation, it is necessary to
verify whether the newly generated food sources satisfy the
constraints (1) and (2). If it does not, the overallocated mate-
rials will be cut to obtain the new food sources which meet
the constraints. Then, new food sources add to contemporary
populations.

MSA_PABC implements the retain Pareto nondomi-
nated strategy by formula (12), that is, it compares the fitness
value of each rescue point of any two food sources. If the fit-
ness value of each rescue point in one food source is greater
than or equal to the fitness value of each rescue point in
another food source, and there is at least the fitness value of
one rescue point greater than the fitness value of the corre-
sponding rescue point in another food source, it represents
that the food source dominates another food source. There-
fore, it can obtain a set of nondominated solution sets M
that are not dominated by other solutions.

Fj(K) > Fj(/\), and3F,(x) > F,(A),j=1,---¢---,N;, (14)

where x and A represent the two food sources in the entire set
of solution spaces and F() represents the fitness value of the
jth rescue point of the food source. If the number of food
sources in the solution set exceeds the initial scale, it sorts
the food sources in the population in descending order by
the overall evaluation value F, and eliminates the poor food
source solutions to restore the population to its original scale.
Otherwise, it will add the initialized food sources to bring it
back to the original scale.

3.5. Scout Bee Phase. After completing the above two phases,
scout bees select the food source in the last certain proportion
of the food source population and implement the initialize
operation in Section 3.1 for the same number of times to ini-
tialize the food source. Then, it adopts the greedy strategy to
update old food sources. Because the entire food source pop-
ulation may have food sources with the same fitness value, it
chooses the duplicate and redundant food source and the
food source whose fitness value does not change after the
maximum number U of evolution iterations. Then, it uses
the food source initialization operation in Section 3.1 to ini-
tialize the food source to ensure the diversity of the entire
population and prevent it from falling into a local optimum.

4. Algorithm Implementation

As shown in Figure 3, we mainly use the MSA_PABC to solve
the model. In the initialization phase of the algorithm, it is
necessary to set the model’s data and the initial parameters
of the algorithm. The specific steps are as follows:

Step 1. MSA_PABC obtains each warehouse point a and res-
cue point b in the city and obtains the number of types of
materials and the number of specific materials in each ware-
house. Then, it sets the initial data, such as the total number
of food sources in the population, the maximum number of
evolution U, the maximum number of local searches m1 in
the variable neighborhood, and the number of onlooker bees
m2.

Step 2. According to the principle of large-scale storage ware-
houses first, disaster demands first and randomly distribu-
tion, MSA_PABC generates the initial food source, and the
proportion of food sources is 30%, 30%, and 40%. Then, it
modifies the food source by reducing the excessively distrib-
uted materials so that all food sources satisfy the constraints
(1) and (2).

Step 3. MSA_PABC calculates the individual fitness value F ;
and overall optimal evaluation value F, of food sources.

Step 4. MSA_PABC enters the employed bee phase. Accord-
ing to the number of rescue points, it divides the entire food
source population into N;-independent child populations by
the niche technology. It implements the variable neighbor-
hood search operation to find a locally optimal solution for
each food source. Thereby, it obtains m1 food sources. If
the new food source dominates the old food source, then it
updates the old food source. If the old food source dominates
the new food source, then it deletes the new food source. Oth-
erwise, it temporarily stores new food sources without chang-
ing the old food source and puts them in temporary food
source collections. Completing the variable neighborhood
search operation merges the food source set with the tempo-
rary food source set. Subsequently, it eliminates similar food
sources through the elite retention strategy and the niche
exclusion strategy to restore the food source collection’s size
to its original size.

Step 5. MSA_PABC enters the onlooker bee phase. Calculat-
ing the crowdedness among food sources by formula (11) to
determine the selected probability of each food source, it
implements the following operation for m2 times and obtains
m?2 * 2 child food sources: it chooses a food source based on
the rules of roulette and selects the neighbor food source with
nearest European distance; then, it performs across the oper-
ation to generate two food sources and corrects the new two
food sources to obtain two-child food sources satistying the
constraints (1) and (2). The m2 = 2 child food sources and
the food sources in the current population combine into a
food source set, and MSA_PABC performs the Pareto domi-
nance strategy on the food source set to obtain a nondomi-
nated solution set. According to the overall evaluation
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F1GURE 3: Algorithm flow chart.

optimal value F, it eliminates the poor food source solution
so that the population number returns to the original size.

Step 6. MSA_PABC enters the scout bee phase. It implements
the final elimination method to rerandomly initialize a certain
proportion of the food sources at the end of the ranking. Then,
it uses the greedy strategy to update the old food sources. After
U iterations, if the food source’s overall value does not change,
it reinitializes the food source. Simultaneously, the current pop-
ulation retains and updates the new global optimal solution
and historical optimal solution based on the greedy strategy.

Step 7. MSA_PABC determines whether the number of loop
iterations is equal to the maximum number of iterations. It out-
puts a nondominated solution set and outputs the optimal
solution for an overall evaluation. Otherwise, it goes to step (3).

5. Algorithm Simulation

5.1. Simulation Parameters Selection. To test and verify the
performance of MSA_PABC, as shown in Figure 4, we adopt
the factual information of all storage warehouses and flood
control materials in the management information system of
flood control materials and rescue teams in Zhejiang Prov-
ince of China developed by Zhejiang Yugong Information
Technology Co., Ltd. Then, according to the actual disaster

situation, it randomly generates disaster scenarios of different
rescue point locations and required flood control materials.
Using the simulation parameters shown in Table 1, we carry
out simulation experiments in simulated disaster scenarios.
We analyze the distribution of nondominated solution sets
and the convergence of MSA_PABC, the effects of the num-
ber of food sources, crossover probability, the maximum
number of evolutions, and end elimination ratio on the opti-
mal solution evaluation value in 10 different disaster scenar-
ios. Then, we calculate the average maximum transportation
distance, the average material satisfaction rate of rescue
points, the standard deviation of maximum transportation
distance, the standard deviation of satisfaction rate, and the
number of earliest completed convergence iterations of
MSA_PABC, ABC (artificial bee colony), NSGA2 (nondomi-
nated sorting genetic algorithm 2), and MOPSO (multiobjec-
tive particle swarm optimization) in 10 different disaster
scenarios. We take the average value as the simulation result
value. Among them, ABC utilizes the traditional artificial bee
colony algorithm to solve the optimization model (8) and
obtain the optimal solution. NSGA2 carries out the fast non-
dominated sorting strategy with elite retention. It selects the
solution with the most extensive evaluation value as the final
solution in the nondominated solution set. MOPSO realizes
the scheduling optimization of flood control materials
through the second set and adaptive grid method and selects
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TABLE 1: Simulation parameter table.

Parameter Value
Number of food sources 50
Crossover probability 0.2
Maximum evolution times 2
End elimination ratio 0.1
Maximum iteration times 50
Number of rescue points 2-6
Material types 1-40
Number of exclusion member 2
Maximum loop search threshold 20

the final resolution according to the evaluation value. The
average maximum transport distance is the average of the
maximum transport distance of all rescue points. The inter-
mediate material satisfaction rate is the average of the mate-
rial satisfaction rates of all rescue points. The earliest number
of iterations to complete convergence is the minimum num-
ber of iterations required when the algorithm converges to
the optimal value. The standard deviation of the maximum
transport distance, the standard deviation of the satisfaction
rate, and the evaluation value of the optimal solution are cal-
culated by formulas (6), (7), and (10), respectively.

5.2. Simulation Result Analysis

5.2.1. Nondominated Solution Set and Convergence Analysis.
We choose a disaster scene randomly and selects the number
of rescue points as 10 and other parameters in Table 1 to cal-
culate the nondominated solution set of MSA_PABC and
analyze its convergence. When the number of rescue points
is greater than 2, the rescue points compete, and their fitness
values are as optimal as possible. Since the number of rescue

points is 10 and it has more spatial dimensions, for the con-
venience of data display, we divide the rescue points into 2
groups and calculate the normalized fitness value sum of
the 2 groups in the nondominated set. Then, it analyzes the
Pareto distribution of those 2 groups of rescue points. As
shown in Figure 5, the scheduling problem of flood control
materials is the distribution problem of rescue points and
warehouses. Therefore, it is a combination of multiple distri-
bution schemes and is discrete. Its optimal Pareto nondomi-
nated solution set does not present continuous dense data
points and only offers a distribution of 10 points. However,
its data points achieve the optimal fitness value without
reducing the fitness values of another group and still show
the Pareto curve’s characteristics. As shown in Figure 6,
MSA_PABC uses a niche method and variable neighborhood
local search method in the employed bee operation to
improve the convergence ability and ensure that the offspring
can optimally inherit the current optimal food source as far
as possible. In the onlooker bee phase, MSA_PABC uses a
crossover strategy to enhance global search capability. In
the scout bee phase, MSA_PABC sets the bee colony’s maxi-
mum evolution threshold and uses an end elimination mech-
anism to update food sources with low evaluation values and
delete food sources that cannot be evolved again. It expands
the search capability, and the food source can grow faster in
a favorable direction. Simultaneously, through the calcula-
tion of congestion and the maintenance of Pareto nondomi-
nated sets, MSA_PABC can quickly find and retain the
optimal food source in history and improve its convergence
accuracy. Therefore, MSA_PABC can discover the optimal
evaluation value of the food source after 24 iterations.

5.2.2. The Influence of Parameters on MSA_PABC

(1) The Influence of the Number of Food Sources on MSA_
PABC. We select the number of food sources 20, 30, 40, 50,
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60. The number of rescue points 2, 3, 4, 5, 6, and other
parameters in Table 1 calculate the average evaluation value
of output solution in 10 disaster scenarios with different
materials and analyze the influence of the number of food
sources.

As shown in Figure 7, when the number of rescue points
is 2, MSA_PABC can converge to the current optimal solu-
tion and obtain the optimal solution when solving the low-
dimensional answer of flood control material scheduling.
The evaluation values of the output solutions under different
numbers of food sources remain the same. However, with the
increase in the number of rescue points, the data dimension
increases. When the number of food sources is small and
the number of algorithm iterations is limited, in the process
of searching for the optimal solution, the output solution is
easy to fall into the optimal local solution, and the maximum

fitness value of the output solution is more considerable.
Therefore, under different numbers of rescue points, when
the number of food sources is 20, the output solution’s eval-
uation value is the largest. As the number of food sources
increases, the evaluation value of the output solution
becomes smaller. When the numbers of food sources are 50
and 60, MSA_PABC can obtain the current optimal solution.
The evaluation value of the output solution is the smallest,
and the difference is not large. Therefore, we choose 50 food
sources for a simulation experiment.

(2) The Influence of Crossover Probability on MSA_PABC.
We choose the crossover probability 0.1, 0.2, 0.3, 0.4, 0.5,
the number of rescue points 2, 3, 4, 5, 6, and other parameters
in Table 1 analyze the crossover probability’s influence on the
evaluation value of output solution.

As shown in Figure 8, when the number of rescue points
is 2, MSA_PABC has better convergence when solving multi-
objective low-dimensional data. They converge to the opti-
mal solution under different crossover probability, and their
evaluation values of output solution remain consistent. In
the explanation of high-dimensional discrete problems of
flood control materials, the low cross probability is difficult
to achieve the goal of crossover, and the small number of
food sources in the nondominated set and the high cross
probability destroy the overall quality of the food source,
which makes the algorithm more tend to be random. It also
reduces the convergence of MSA_PABC and converges to
the optimal local solution within a limited number of itera-
tions. Therefore, under the number of rescue points, when
the crossover probability is 0.2, the output solution’s evalua-
tion value is the smallest. When the crossover probability is
0.1, its evaluation value of the output solution is second. As
the crossover probability increases after 0.2, the output solu-
tion’s evaluation value becomes more extensive. Thus, we
choose the crossover probability 0.2 for a simulation
experiment.
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(3) The Influence of the Maximum Number of Evolutions on
MSA_PABC. We select the maximum number of evolutions
1, 2, 3, 4, 5, and the number of rescue points 2, 3, 4, 5, 6,
and other parameters in Table 1 analyze the influence of
the maximum number of evolutions on the evaluation value
of output solution.

As shown in Figure 9, although a minimal evolution
threshold will improve the searchability of the solution space,
it is a high probability to prevent high-quality solutions from
being effectively inherited to the next generation of popula-
tions. It destroys the convergence effectiveness of MSA_
PABC. However, a considerable evolution threshold will
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decrease the solution space’s searchability as the number of
algorithm iterations increases. Therefore, under different
numbers of rescue points, when the maximum number of
evolutions is 2, its evaluation value of the output solution is
the smallest. As the maximum number of evolutions
increases from 2, the output solution’s evaluation value
becomes more extensive, so we choose the maximum num-
ber of evolutions 2 for the simulation experiment.

(4) The Influence of the End Elimination Ratio on the MSA_
PABC. We select the different end elimination ratios 0.05,
0.1, 0.15, 0.2, and 0.25, the number of rescue points 2, 3, 4,
5, 6, and other parameters in Table 1 analyze the influence
of different end elimination ratios the evaluation value of
output solution.

As shown in Figure 10, the too small end elimination
ratio is not conducive to eliminate the part inadequate solu-
tions and reduce the convergence speed. And it converges
to the optimal local solution within a limited number of iter-
ations. The too large end elimination ratio will cause many
solution sets to be reinitialized, thereby reducing the food
source’s overall quality. Therefore, under different numbers
of rescue points, when the end elimination ratio is 0.2, the
output solution’s evaluation value is the smallest. When the
end elimination ratio is less than 0.2, its evaluation value of
the output solution becomes larger as the end elimination
ratio decreases. When the end elimination ratio is greater
than or equal to 0.2, the evaluation value of the output solu-
tion becomes larger. So we choose the end elimination ratio
of 0.2 for the simulation experiment.

5.2.3. Algorithm Performance Comparison. In Section 5.2.2,
when we choose the number of food sources 50, the crossover
probability 0.2, the maximum number of evolutions 2, and
the end elimination ratio 0.2, we can find the optimal solu-
tion of MSA_PABC, and the evaluation value of the output
solution is the smallest. Therefore, we choose those parame-
ters, the number of rescue points 2, 3, 4, 5, 6, respectively, the
corresponding material types 4, 13, 18, 23, 40, and the
parameters in Table 1 calculate the average maximum trans-
portation distance, the average material satisfaction rate of
rescue points, the standard deviation of maximum transpor-
tation distance, the standard deviation of satisfaction rate,
and the number of earliest completed convergence iterations
in MSA_PABC, ABC, NSGA2, and MOPSO under 10 ran-
domly generated different disaster scenarios. The average
values are used as the simulation results.

As shown in Figures 11 and 12, no matter how the num-
ber of rescue points changes, the average maximum distance
of MSA_PABC is lower than that of ABC, NSGA2, and
MOPSO. The material satisfaction rate of MSA_PABC is
larger than that of ABC, NSGA2, and MOPSO. That is
because MSA_PABC uses the transportation distance and
material satisfaction rate as the fitness parameters for calcu-
lating each rescue point and takes the optimal fitness values
of multiple rescue points as a multiobjective problem. To
solve the multiobjective problem, MSA_PABC uses niche
technology to group the offspring in the employing bee
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evaluation value of output solution in MSA_PABC.

phase. MSA_PABC also maintains the diversity of the popu-
lation and improves the generation efficiency of Pareto non-
dominated solutions. Then, MSA_PABC uses variable
neighborhood search operation and crossover operation to
improve the algorithm’s global search capabilities and local
update capabilities and ensure the solution’s quality. It uses
the Pareto control strategy to avoid falling into the optimal
local solution. Therefore, MSA_PABC can find the optimal
solution within the maximum number of iterations of 50.
As shown in Figures 13 and 14, regardless of the number
of rescue points, the standard deviation of the maximum
transportation distance and material satisfaction rate of
MSA_PABC are lower than those of ABC, NSGA2, and
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MOPSO. That is because MSA_PABC solves the multiobjec-
tive problem of competition among rescue points through a
modified Pareto artificial bee colony algorithm to find a non-
dominated set covering multiple schemes. In the nondomi-
nated location, MSA_PABC takes the standard deviation of
the maximum transport distance and the material satisfac-
tion rate as parameters of the overall evaluation value. It bal-
ances the maximum transportation distance among rescue
points and the secular satisfaction rate and achieves the res-
cue points’ fairness. However, ABC only considers the com-
prehensive indicators of flood control material schedule but
does not consider the right among rescue points, resulting
in a higher standard deviation of the maximum transporta-
tion distance and material satisfaction rate. NSGA2 and
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MOPSO use the Pareto strategy to solve the multiobjective
problems; their standard deviations are smaller than ABC
but are significantly worse when solving the high-
dimensional issues, resulting in a larger standard deviation
than that of MSA_PABC.

As shown in Figure 15, regardless of the number of rescue
points, the number of the earliest completed convergence
iterations of MSA_PABC is lower than that of ABC, NSGA2,
and MOPSO. This is because MSA_PABC uses multistrategy
food source initialization in the initialization phase and uses
the niche technology, variable neighborhood search opera-
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FiGure 15: Comparison of the number of earliest completed
convergence iterations.

tion, and crossover operation in the employed bee phase. It
uses the Pareto nondominated sorting, crossover operation,
and other operations in the onlooker bee phase. It uses the
end elimination mechanism and evolution threshold in the
scout bee phase. Therefore, MSA_PABC can find the optimal
solution in a short number of iterations, and its number of
the earliest completed convergence iterations is the smallest.
ABC directly finds better food sources nearby to update the
optimal evaluation value. Its search ability is low, and it takes
a long time to converge. It is also easy to fall into the optimal
local solution. Although NSGA2 and MOPSO can search and
approach the Pareto boundary, their traditional crossover,
mutation, and other operations have low search efliciency,
resulting in slow convergence. Therefore, their numbers of
earliest completed convergence iteration are higher than that
of ABC.

6. Conclusion

In the paper, we propose a multiobjective scheduling algo-
rithm of flood control materials based on the Pareto artificial
bee colony. First of all, considering the constraints, such as
distance constraint from multiple storage warehouses to
multiple rescue points, storage capacity constraint of ware-
house materials, and material requirement constraint, we
establish the scheduling optimization model of flood control
materials for each disaster rescue point and the total schedul-
ing optimization model of all flood control materials. Then,
we use the modified Pareto artificial bee colony algorithm
for solving the multiobjective model. That is, we propose a
variety of food source initialization strategies, fitness value
calculation of food sources, the employed bee operation
including niche technology and variable neighborhood local
search, onlooker bee operation including Pareto dominates
sorting, crossover operations, and scout bee operation
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including maximum evolution threshold and end elimina-
tion mechanism. Through the food source initialization strat-
egies, we obtain the nondominated solution set under the
scheduling problem of multiple disaster sites and various flood
control materials and obtain an optimal solution from the
nondominated solution set. Finally, we analyze the distribu-
tion of nondominated solution sets and the convergence of
MSA_PABC and analyze the influence of the number of food
sources, crossover probability, maximum evolution times, and
end elimination ratio on the evaluation value of output solu-
tion in MSA_PABC. Finally, we compare the average maxi-
mum transportation distance, the average material
satisfaction rate of rescue points, the standard deviation of
maximum transportation distance, the standard deviation of
satisfaction rate, and the number of earliest completed conver-
gence iterations in MSA_PABC, ABC, NSGA2, and MOPSO.

The simulation results show that no matter how many
rescue points change, MSA_PABC can quickly find the non-
dominated sets and optimal solutions. It also improves the
convergence rate and the material satisfaction rate and
reduces the average maximum transport distance of flood
control materials, the standard deviation of the maximum
transport distance, and the standard deviation of material
satisfaction rate. However, the time complexity of MSA_
PABC is high, so in the future, we aim to use the heuristic
algorithm to solve the optimal model and find the optimal
solution, which reduces the calculation time of the algorithm.
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Pedestrian detection based on visual sensors has made significant progress, in which region proposal is the key step. There are two
mainstream methods to generate region proposals: anchor-based and anchor-free. However, anchor-based methods need more
hyperparameters related to anchors for training compared with anchor-free methods. In this paper, we propose a novel
multiscale anchor-free (MSAF) region proposal network to obtain proposals, especially for small-scale pedestrians. It usually has
several branches to predict proposals and assigns ground truth according to the height of pedestrian. Each branch consists of
two components: one is feature extraction, and the other is detection head. Adapted channel feature fusion (ACFF) is proposed
to select features at different levels of the backbone to effectively extract features. The detection head is used to predict the
pedestrian center location, center offsets, and height to get bounding boxes. With our classifier, the detection performance can
be further improved, especially for small-scale pedestrians. The experiments on the Caltech and CityPersons demonstrate that
the MSAF can significantly boost the pedestrian detection performance and the log-average miss rate (MR) on the reasonable
setting is 3.97% and 9.5%, respectively. If proposals are reclassified with our classifier, MR is 3.38% and 8.4%. The detection

performance can be further improved, especially for small-scale pedestrians.

1. Introduction

Pedestrian detection played an important role in self-driving
vehicle tasks by assisting drivers to judge whether there are
pedestrians in the front of the driving area. Therefore, pedes-
trian detection performance directly affects pedestrian safety
[1-4]. In recent years, with the research and development of
convolutional neural networks (CNN), pedestrian detection
methods based on CNN have shown rapid progress. Accord-
ing to the regression starting status, pedestrian detection can
be divided into anchor-based [5-9] and anchor-free [10-16]
detection methods.

Based on the number of the detection stages, anchor-
based methods can be divided into two-stage [9, 17-20]
and one-stage [6, 21, 22] detection methods. In two-stage
detection, region proposals are generated firstly, and then,

the proposals are classified by a classifier. In one-stage detec-
tion, the final detection results can be obtained via only one
step; pedestrian detection can skip the classification stage
and predict bounding boxes with confidence scores directly.

The most impressive anchor-based method is the region
proposal network (RPN) [7], which was first proposed in
Fast-RCNN [7]. The regression starting status of RPN is prede-
fined by a set of anchor boxes with multiple scales and ratios,
and then, the anchors are transformed according to the learning
parameters into proposals. Multiscale anchors can avoid the
problem of scale imbalance [23] caused by the width and height
range of ground truth. Although RPN can achieve excellent per-
formance, it needs to design anchor boxes manually, which will
affect the generalization ability of the model.

Different from anchor-based methods, anchor-free start
regression from a point and do not require hyperparameters
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about anchors. At the same time, with the help of focal loss
[24] to solve the problem of the imbalance between positive
and negative samples in training, many remarkable anchor-
free detection methods have been developed, such as CSPNet
[12], FCOS [14], and FSAF [25]. Among these methods is
CSPNet, a single-scale anchor-free detector which is efficient
on pedestrian detection datasets. However, as Figure 1 pre-
sents the height and the area of the pedestrians in the Caltech
and CityPersons datasets, we observe most of the pedestrians
in the dataset are small, which leads to scale imbalance [23].
CSPNet is insufficient for handling with scale imbalance,
because it is a single-scale detection head and only concate-
nation is used to fuse these multiscale feature maps on differ-
ent stages.

Inspired by RPN and CSPNet, we design a multiscale
anchor-free detection head (MSAF) on adaptive channel fea-
ture fusion (ACFF) to generate proposals at different scales of
features. The deeper the network is, the more difficult it is to
detect small pedestrians. As we all know, different feature
layers have different receptive field sizes. If multiscale regres-
sion is trained on the same feature layer, the size of ground
truth and actual receptive fields do not match. Fortunately,
within the feature extract module, the predict boxes do not
necessarily need to correspond to the actual receptive fields
of each layer. We design the multiscale detection head so that
specific feature maps learn to be responsive to the particular
scale of the pedestrians.

The main contributions of this work are summarized as
follows: first, we propose an effective approach, named
adapted channel feature fusion, to extract channel features
at different levels so that only useful channel features are kept
for fusion. Second, we propose a multiscale anchor-free
method to replace the anchor-based method. It is used to
reduce the hyperparameters that exist in anchor-based and
address the scale imbalance problem. Third, a RCNN classi-
fier is proposed to further improve the detection perfor-
mance, especially small-scale pedestrian detection. Fourth,
our detection method achieves state-of-the-art performance
on the Caltech database [26] and competitive performance
on the CityPersons [27] pedestrian benchmark.

2. Related Work

In this section, we mainly introduce anchor-based and
anchor-free pedestrian detection methods based on the fea-
ture extraction and detection head. In the step of pedestrian
classification, the description of how to select backbone and
design classifier to address various problems is also
highlighted.

2.1. Anchor-Based Methods. Anchor-based methods need a
set of predefined anchors with different scales and ratios for
regression training, and then, the anchors are transformed
according to the training parameters into proposals. In
two-stage pedestrian detection, generating high-quality pro-
posal boxes is the first key step; then region proposals are
classified by a classifier. The most representative method is
RPN which is first introduced in Fast-RCNN [7]. RPN [19]
takes a smooth L1 loss for regression training and is imple-
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mented on the final high-level feature layers. MS-CNN [17]
sets RPN modules on different level layers of backbone to
pay more attention to small object detection. FPN [9] uses
the top-down feature fusion method to build a feature pyra-
mid and generate bounding boxes with RPN on different
levels. We can also find that RPN based on feature fusion
can significantly improve the detection performance. SDS-
RCNN [28] applies semantic segmentation to RPN and
RCNN to boost pedestrian detection accuracy. SSA-CNN
[29] proposes a self-attention mechanism to connect the
RPN and RCNN stages to improve pedestrian detection per-
formance. AR-Ped [5] utilizes a stackable decoder-encoder
module consisting of top-down and bottom-up pathways
for feature fusion to improve the precision of the RPN stage.
Repulsion [30] and aggregation [31] loss are designed on the
RPN to tackle occluded pedestrians in crowded scenes.

In one-stage pedestrian detection, bounding boxes are
predicted with only one step. SSD [6] predicts the detect
results at different levels of features with a prior anchor.
YOLOV3 [22] and YOLOV4 [21] predict the object on three
different scale branches, and feature fusion architecture like
FPN is used to detect small-scale objects. RetinaNet [24] also
take the feature fusion architecture like FPN to object detec-
tion, and focal loss is proposed to address the foreground-
background class imbalance.

2.2. Anchor-Free Methods. There are two ways to find objects
in anchor-free detection. The first way is to use the center
point or region of the pedestrian to predict the length from
the bounding box boundary. YOLOv1 [13] predicts pedes-
trians on the final layer of backbone and detect objects in a
grid cell if the center of pedestrian falls into. UnitBox [32]
takes Intersection over Union (IoU) loss as detection head
to predict proposals and avoid the box-level scale imbalance
and optimizes the L2 loss in DenseBox [33]. CSPNet [12]
extracts multiscale features with concatenation on different
stages, and pedestrian detection is simplified as a straightfor-
ward center and scale prediction task through convolutions.
Wang [15] appends some adaptations on CSPNet to improve
the robustness of the method. CSID [16] proposes a pedes-
trian detector with a novel identity-and-density-aware non-
maximum suppression (NMS) algorithm to refine the
detection results. FCOS [14] selects FPN as feature fusion
architecture and defines the inside of bounding box as
positive.

The second way is to predict key points on heatmaps as
detection head. CornerNet [11] takes an hourglass network
for multiscale feature fusion and detects a pedestrian as a pair
of key points on heat maps. CenterNet [10] adapts Corner-
Net’s detection head as a triplet of keypoints to predict
bounding boxes. ExtremeNet [34] also uses an hourglass net-
work to extract features and predict four extreme points and
one center point for each pedestrian.

2.3. Classifier. In the step of pedestrian classification, different
types of classifiers have been designed to address various
problems. In order to get better classification accuracy, we
design different convolutional neural network architectures
according to the application scenarios, such as MobileNet
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[35], VGGNet [36], GoolgeNet [36], ResNet [37], and Dense-
Net [38]. In order to ensure that for any size of input regions,
it can always produce the same size region features, RoIPool-
ing [19] and RolAlign [39] are designed, and the shared fea-
tures are directly classified according to the Region of Interest
(Rol).

To detect the small objects, RPN+BF [20] uses the cas-
caded Boosted Forest for pedestrian classification to mine
hard negative examples and handle the small number of
instances. In another approach, scale-aware [8] weights are
predicted and a large-scale subnetwork and a small-scale sub-
network are combined into a unified framework to solve the
multiscale pedestrian classification problem and achieve
state-of-the-art performance on the Caltech dataset. In order
to improve detection performance with feature fusion, BCN
[28] combines semantic segmentation and classification
together to perform pedestrian classification. SA-RCNN
[29] uses self-attention to perform feature extraction for
pedestrian classification and achieves good results. A previ-
ous study [40] designs a hyperlearner, which is a new type
of feature fusion framework, to extract features, and uses
additional pedestrian features to improve the detection per-
formance. To handle the occlusion problem in pedestrian
detection, a new partial occlusion-aware pooling unit [31]
is used in classification. To address the IoU distribution
imbalance, in Cascade R-CNN [41], several RCNN networks
are cascaded based on different IoU thresholds, and the
detection results are continuously optimized to improve the
detection performance.

3. Baseline Method

CSPNet [12] is a single-scale anchor-free pedestrian detector.
It can directly obtain the detection results by predicting the
center location, the height of bounding boxes, and center off-
sets with single scale. The architecture consists of two mod-
ules: the feature extraction and the detection head.

The feature extraction module uses CNN to extract fea-
ture maps for pedestrian detection. In this paper, ResNet-50
is used as the backbone of feature extraction; its convolution
layers can be divided into five stages according to the pooling
stride. Given an input image of size H x W, the feature reso-
lution of stage i is (H/2') x (W/2"). The experiment results
show that the best detection performance can be obtained
by deconvolution the features of stages 3, 4, and 5 into the
same resolution (H/4) x (W/4) before concatenation.

The detector head is used to generate the bounding box,
which contains three branches: the first branch is to predict
the classification score of the bounding box and determine
the center location of the proposal. The second branch is
used to predict the height of the bounding box and then
use the aspect ratio to get the bounding box. The third branch
is used to predict the center offsets of the bounding box and
adjust the center location. The center offsets is defined as (
Ax, Ay) = ((x /1) =[x /], (9i/7) = [yi/r]). The details are
provided in Figure 2(b). In the training process, the modified
focal loss is used as the loss function in the classification task,
and smooth L1 is used as the regression loss function in the
height and center offsets prediction task.

4. Our Approach

In this section, we introduce an adaptive channel feature
fusion method to extract channel features at different levels
and propose a multiscale anchor-free region proposal net-
work to generate proposals. The proposed network has fewer
hyperparameters than anchor-based methods and can signif-
icantly boost detection performance, especially for small
objects.

4.1. Adapted Channel Feature Fusion for Feature Extraction.
In CSPNet, only concatenation is used to fuse the features
on different levels. Currently, the common feature fusion
methods are element-wise sum (SUM) or concatenation. As
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FIGURE 2: An illustration and comparison of different methods for generating proposals. Our MSAF is used to extract features based on ACFF
and predict bounding boxes on different scales; after that, NMS is applied to generate final proposals with IoU threshold of 0.5.

we all know, different feature layers have distinct abilities,
and the low-level feature maps can provide more precise
localization information while the high-level maps contain
more semantic information. Therefore, here, we introduce
ACFF, which can not only adaptively select channel features
on different scales for fusion but also boost the feature dis-
crimination. The detail of ACFF can be found in Figure 3.

Two steps are needed to implement the ACFF. In the first
step, the features of different levels are scaled to the same res-
olution and then concatenated on the channel dimension. If
you want to get the fused feature of the i-th level, you need
to scale the features of the other two adjacent different levels
to the same resolution as the j-th level and then get the
concatenated feature maps, because the features at three



Wireless Communications and Mobile Computing

Feature P4

Feature P3

Multi-level features

: Softmax
F F! F F |
LPHIIIIIIIILHIIIIIK—:*.:E-:D
1
1
1

Fusion features

Weights

FiGurek 3: lllustration of adapted channel feature fusion. The first stage of ACFF is to concatenate features with equivalent scales along channel
dimension. Then, the second stage uses learning weights to aggregate features in an adaptive way.

levels in detect backbone have different resolutions as well as
different numbers of channels. The concatenated feature
maps can be presented as

X = Concat (X", X', X"*"), (1)

where X' is defined as the feature of the i-th level and X' €
RPMXWINXC 4 i stride, and r = 27,

For example, let us assume that channel feature fusion is
performed at the fourth level. If the resolution of the feature
to be fused is smaller than that of the target feature, deconvo-
lution is used to enlarge the feature, and then 1 x 1 convolu-
tion layer is used to compress the channel to 256. If the
resolution of the feature to be fused is greater than that of
the target feature, we use a 3 x 3 convolution layer with a step
size of 2 to reduce the feature resolution and channel
dimension.

In the second step, the global average pooling(GAP) is
used to generate channel feature vectors F'. The c-th channel
element from GAP is calculated by the following formula:

F!=GAP(X,). (2)

Then, a new compact feature F? is created to adaptively
learn the fusion weights of different level features. This is
achieved by a fully connected (FC) layer with the lower
dimension:

2=F*=FC(F"), 3)

where F! € RS, F? ¢ RC, and C' = max (Clr, L) is a typical
setting in our experiment.

Further, softmax is used for normalization, and the
learned weights «, 3., and y, are used to select the corre-
sponding level features for final fusion F,. Note that «, 3,
and y, is simple a scale value at channel ¢ and a, 8, y, € [0
1]

erz
 eAz 4 gBz 4 (C2’ (4)

Fc:‘xc'Xiil +ﬁc‘Xi+YC‘XiH’

&

where F, e REMXWr) "o B.+y.=1,and A,B,Ce REXC'
. With this method, the features at all the levels are adaptively

aggregated at each scale. The output of ACFF can be used as
the input of MSAF and RCNN.

4.2. Multiscale Anchor-Free Detection Head. Scale imbalance
occurs in the pedestrian dataset because certain sizes of the
objects or input bounding boxes are overrepresented [23].
Taking the Caltech [26] and CityPersons [27] datasets as
examples, the height of the pedestrians ranges from 30 px
to 350px and 35px to 965px; the distribution of the
pedestrian heights at different scales is imbalance. Approx-
imately 80% of the pedestrians in the Caltech and 64% of
the pedestrians in the CityPersons are less than 112 px in
height. The detailed statistical information is provided in
Figure 1. The scale imbalance problem suggests that a sin-
gle scale of visual processing is not sufficient for detecting
objects at different scales. If single-scale regression is used
to predict the height, the constraint range is too large and
may cause a deviation in the prediction results, like
CSPNet in Figure 2(d). Two popular approaches have
been used for multiscale predictions. The first approach
is the prediction on the same layer. For example, in
RPN [19], as shown in Figure 2(a), the detection head is
on the end of the backbone with different aspect ratios
and scales to train. The second approach is to predict on
different level layers at multiple scales as shown in
Figures 2(b) and 2(c). The detection head is different for
each feature layer. For example, in MS-CNN [17], FPN
[9], and FCOS [14], detection head is attached to each
level on the feature pyramid to obtain proposals.

To address shortcoming of scale imbalance, we propose
MSAF to assign the ground truth in different scale-spaces
for forward and backward as shown in Figure 2(e). The
MSAEF is based on a convolutional network that produces
bounding boxes with scores followed by an NMS step to pro-
duce the final detection. Three branches are attached to the
final feature maps F to predict the pedestrian location,
height, and center offsets at each scale. The width can be cal-
culated with an aspect ratio and height. According to the sta-
tistics of pedestrian detection bounding box annotations [26,
27], the aspect ratio is generally set to 0.41. In this detection
head, we attach a 3 x3 convolution layer on the fusion
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FIGURE 4: An illustration of MSAF ground truth. The ground truth is assigned to different levels of features according to the height of
pedestrians. The positive region, negative region, and ignore region are defined. The top right ground truth is small scale, and the bottom

right ground truth is large scale.

feature F, and then three head map layers are appended to
predict location, height and offset with 1x 1 convolution
kernel.

During training, we must determine how to assign the
ground truth to the corresponding scale. To handle different
object scales, we refer to the formula in FPN [9]. If the
ground truth height is h, we assign it to the scale k according

k_— k +10g — 5 k _—4. (5)
0 2 224 0

Taking the Caltech as example, the ground truth
bounding boxes are assigned into three scales: 56~112 px,
112~224px, and 224px~. An illustration example of
assigning pedestrians to different levels according to differ-
ent scales of pedestrians is depicted in Figure 4. The red
ground truth is assigned to the low-level features, and
the green ground truth is assigned to the high-level fea-
tures for prediction.

To predict the center location, we define the positive
region, ignore region, and negative region for center
ground truth. If the point falls into the center region of
the pedestrian, it is assigned to positive samples for train-
ing. The center region is the area with a pedestrian center
as the center within a radius of 2. The ignore region is the
location where the ground truth bounding box is not
assigned in this scale k and ground truth bounding box
excluding positive samples. If the positive and ignore
regions are excluded in the image, the rest are negative
regions. The whole illustration can be found in Figure 4.

The modified focal loss is used as the loss function to pre-
dict center location as follows:

“ij(l _p/\ij)y log (ﬁij)’

v (1 —M,-j)ﬁ, otherwise.

In the above, P is the number of positive samples. y
and B are the focusing hyperparameters, and we experi-
mentally set y=2 and f=4 as suggested in [12]. M;; is
a 2D Gaussian mask centered at the location (4,j), and
the mask is proportional to the height and width of the
individual objects. If y; is equal to 1, p; is set to p,,
and p;; is set to 1-p;; otherwise.

To predict pedestrian height and center offsets, the
pedestrian height in scale k is redesigned as h; =log ((h -
28(k —2))/(7 x 251)). We select the smooth L1 loss for
height and offset prediction:

1
P
1

M~

Lyoe = = Y Smooth L1 (b, E) , (7)

Il
—

where b= (Ax, Ay, h) and b = (A%, Ay, h; ) represent the off-
set and height from ground truth and prediction of positive
samples, respectively.

To sum up, the optimization objective int scale k is

Ly = o Lioe + Xio Loy (8)
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TaBLE 1: Comparison of different feature fusion methods on the
Caltech with only single-scale detect head.

TaBLE 3: Comparisons on different RCNN classifiers with new
annotations under the reasonable setting.

Method IoU=0.5 feehier=0 IoU=0.75 Method 112VGG 16224 urz{eSNet 5324
Concat 4.54 25.76 RPN-BF [20] 426 4.66 _ _
SUM 4.66 30.87 SDS-RCNN [28] 3.84 4.08 — —
ACFF 413 26.23 AR-Ped [5] 3.96 4.09 — —
RCNN 347 3.63 3.79 3.85
RCNN+ACEF (ours) 3.38 3.58 3.71 3.89

TaBLE 2: Comparison of different region proposal methods on the
Caltech dataset under the reasonable and all setting.

Method Reaso}jleasblfee o0 All Reasm:]aglf 1 All

RPN [20] - — 10.67 64.22
MS-CNN [17] - - 9.47 63.59
SDS-RPN [28] — - 8.17 61.29
SSA-RPN [29] — — 8.30 61.77
AR-RPN [5] — — 7.16 59.98
CSPNet [12] 4.54 56.94 5.29 60.06
FPN [9] 4.32 56.16 5.09 59.98
MSAF (ours) 3.97 55.93 491 58.86

The final objective loss function is a multitask loss in dif-
ferent scales to be optimized as follows:

Cl
L=Y L, (9)
k=1

where C1 corresponds to the max scale of pedestrian height
in function (5).

4.3. RCNN Classifier. The RCNN classifier is used to classify
the proposals generated by the MSAF as pedestrian or non-
pedestrian. We take the object classifiers from [5, 20, 28,
29] as references to construct the RCNN classifier. We resize
the object to a fixed resolution and then use it as the input of
the classifier to determine whether it is a pedestrian based on
the final score. As shown in Figure 1, the height of most
pedestrians is less than 112 px. If the image is resized to 224
x 224 px as the input, the information of the image will be
distorted, degrading the classification performance. To allevi-
ate this problem, we cropped the object from the image,
added 25% padding, and resized it to 112 x 112px as the
input. VGG-16 [32] without the pool5 layer is chosen as
the backbone since the size of the receptive field of VGG-16
is the same as that of the pedestrian. ACFF is used to extract
features to improve the discrimination ability of the model;
the detail can be found in Section 4.1.

5. Experiments

In this section, we first introduce the implementation details,
evaluation metrics, and dataset information. Then, the abla-
tion studies about the MSAR and ACFF are reported. Finally,

we also give a detailed description of the benchmark compar-
ison experiments.

5.1. Training, Inference, and Implementation Details. The
whole detect framework is implemented on Keras. In MSAF
stage, the ResNet-50 is used as backbone to predict the
bounding boxes. Specifically, our MSAF is trained using the
adaptive moment estimation (Adam) algorithm for 100K
iterations with an initial learning rate of 0.0001 and a learn-
ing policy for the steps. Each minibatch is constructed from
an N =16 image. It is trained with multiscale input image
in the scale between 0.6 and 1.5. Whole image is taken as
input to predict height, offset, and locations. We first select
bounding boxes with score above 0.01 and then use NMS
with threshold 0.5 for final processing. In RCNN stage,
VGG-16 is selected as backbone and is trained with the sto-
chastic gradient descent (SGD) algorithm for 120 K iterations
with an initial learning rate of 0.001 and a learning policy for
the steps. After 60K iterations, the learning rate is set to
0.0001. The weight decay and momentum are set as 0.0005
and 0.9, respectively. No more than 20 proposals are selected
from MSATF for each SGD minimatch, and these are selected
according to the scores in a descending order. To carry out
the experiments, an Intel Xeon E5-2620 @ 2.1 GHz CPU
server with 48 GB of memory and two TITAN RTX (24 GB)
GPUs are used.

5.2. Evaluation Metrics. To evaluate MSAF, two benchmark
datasets, Caltech [26] and CityPersons [27], are selected for
the experiment and comparison. The log-average miss rate
over False Positive Per Image (FPPI) ranging in [1072, 10°]
(denoted as MR™?) [26] is used to evaluate the pedestrian
detection performance. A lower miss rate indicates better
detection performance. The evaluation settings are from Cal-
tech and CityPersons, respectively. Generally speaking, we
need to focus on the height in the reasonable setting is greater
than 50 pixels and in the all setting is greater than 20 pixels.

5.2.1. Caltech. The Caltech pedestrian dataset [26] consists of
approximately 10 hours of 640 x 480 30 Hz video taken from
a vehicle driving through regular traffic in an urban environ-
ment. Approximately 250,000 frames with a total of 350,000
bounding boxes and 2300 unique pedestrians were anno-
tated. We extract one out of every 4 frames from the raw
videos (acquiring a total of 42782 images) to form the train-
ing set and one frame out of every 30 frames from the raw
videos (acquiring a total of 4024 images) to form the test
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FIGURE 5: Comparison of MR distribution with different pedestrian height on Caltech.

set. The new annotations [42] from the Caltech dataset are
used on the experiments.

5.2.2. CityPersons. The CityPersons [27] is built upon City-
scapes dataset. It is a large and diverse set of stereo video
sequences and is collected in urban street scenes. The dataset
contains a total of 5000 images, and the resolution is 2048
% 1024, more than 35k person and 13k ignore regions.
The split of train, validation, and test subsets is the same as
that of Cityscapes. The training subset has 2975 images and
was recorded across 18 different cities in three different sea-
sons and various weather conditions. The validation subset
was created from 3 different cities and has 500 images. The
test subset was collected from 6 different cities and has
1575 images.

5.3. Ablation Study. In this section, we conduct ablation
experiments on Caltech to evaluate the performance of each
component of the proposed method. For the proposals, we
focus on analyzing the impact of the MSAF and ACFF. For
the classifier, we evaluate the impact of classification on the
overall performance.

5.3.1. ACFF for Region Proposals. To assess the importance of
ACFF, we compare it with other feature fusion methods:
SUM and concatenation [43]. ResNet-50 is taken as back-
bones in these experiments. The three feature fusion methods
contain the same detector head from CSPNet [12].

It can be observed from Table 1 that ACFF has the best
performance when it is used to feature fusion and the perfor-
mance of feature fusion using SUM and Concat is similar.
ACFF can adaptively select different levels of channel fea-

tures for fusion, which can improve the performance of
pedestrian detection. If ResNet-50 is taken as the backbone,
MR of ACFF on the Caltech is 0.41% higher than concate-
nation and 0.53 higher than SUM when IoU is 0.5.

5.3.2. Importance of MSAF. To highlight the excellent perfor-
mance of MSAF, it is compared with RPN [19], SDS-RPN
[28], SSA-RPN [29], AR-RPN [5], and CSPNet [12] on the
Caltech dataset under the reasonable and all setting. The
detailed results are given in Table 2.

Compared with other methods, MSAF is state-of-the-art
as shown in Table 2, the MR is 3.97% under the reasonable
setting, and the MR is 55.93% under the all setting when the
backbone is ResNet-50. MSAF also gets the best performance
when the backbone is VGG-16 and the MR > is 4.91% under
the reasonable setting and the MR is 58.86% under the all
setting. Through the experimental comparison on two differ-
ent backbones, we find that the region proposal methods on
ResNet-50 are better than those on VGG-16. Compared with
methods CSPNet, FPN (the same detection head as MSAF),
and MSAF, it can be observed that the effect of multiscale is
better than that of single scale. Multiscale regression can
effectively improve the detection performance.

5.3.3. Importance of RCNN Classifier. To evaluate the influ-
ence of our classifier on the detection performance, MSAF
is used to extract the proposals as the inputs and our RCNN
classifier is compared with other classifiers from RPN+BF
[20], SDS-RCNN [28], and AR-Ped [5]. The comparison
experiments are performed on the Caltech dataset with dif-
ferent resolutions, and the results are given in Table 3.
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TaBLE 4: Comparison of our method with the state-of-the-art methods on the CityPersons.
Method Backbone Reaz;)r;able I-I(i/i\)/y P?;:l)al l?;or)e Sgn%a)ll M?E;:;lm L(;Zzg)e
Faster-RCNN [19] VGG-16 15.4 — — — 25.6 7.2 7.9
RetinaNet [30] ResNet-50 15.6 49.98 — — — — —
CornerNet [30] Hourglass-54 21.0 56.0 — — — — —
Repulsion Loss [30] ResNet-50 13.2 56.9 16.8 7.6 — — —
CSPNet [12] ResNet-50 11.0 56.9 10.4 7.3 16.0 3.7 6.5
ACSP [15] ResNet-50 9.3 46.3 8.7 5.6 — — —
CSID [16] ResNet-50 8.8 46.6 8.3 5.8 — — —
MSAF (ours) ResNet-50 9.5 48.4 9.3 6.2 15.5 35 6.2
MSAF-RCNN (ours) ResNet-50 8.4 46.9 8.6 5.5 15.1 3.3 6.4

From Table 3, compared with the other methods, our
method has the highest detection accuracy and better robust-
ness. We observe that the MR in our RCNN classifier is
3.38% when the resolution is 112 x 112 px. The detection
performance using 112 x 112 px as input is better than that
using 224 x 224 px as input when VGG-16 is taken as back-
bone on the Caltech. If ACFF is used for feature fusion, the
classification effect can be further improved from the method
RCNN and RCNN+ACFF. In addition, we find that two-
stage detection can significantly improve the performance
with our classifier compared with one-stage detection.

5.3.4. Small Object Detection. In order to further illustrate the
effectiveness of our method MSAF in small object detection,
we make a comparison with CSPNet, CSPNet-RCNN, and
MSAF-RCNN at different pedestrian heights in Figure 5. As
shown in the figure, small-scale pedestrian detection is diffi-
cult; the higher the pedestrian’s height is, the better the detec-
tion effect is. The performance improvement in CSPNet and
MSAF between 30 and 50 pixels is about 5% and 0.5%
between 30 and 50 pixels. When the height is between 70
and 90 pixels, the improvement is not obvious. The improve-
ment gap on small object detection using our RCNN classi-
fier is large when the height between 30 and 50 pixels,
about 11% improvement over CSPNet-RCNN and 7%
improvement over MSAF.

5.4. Benchmark Comparison

5.4.1. Caltech. The performance of MSAF was evaluated on
the Caltech [26] and CityPersons pedestrian [27] bench-
marks. As depicted in Figure 6(a), our MSAF-RCNN
achieves the state-of-the-art result under the reasonable set-
ting and the MR is 3.38%. Without the RCNN classifier,
the MR > of the MSAF is 0.45% higher than that of CSPNet.
We also find that the MR? of the CSPNet-RCNN decreases
from 4.54% to 3.97%. Figure 6(b) shows that our MSAF-
RCNN obtained the best result, with an MR? (%) of
51.58% for the all setting. Compared with other region pro-
posal methods, the gap between MSAF and CSPNet in MR
*is about 1%. All of these show that MSAF can achieve better
performance on Caltech dataset. The anchor-free method
MSAF can replace anchor-based method to generate pro-

posals. At the same time, it can alleviate the scale imbalance
problem.

5.4.2. CityPersons. The experimental results in Table 4 show
that our MSAF displays overall performance improvement
compared with CSPNet, and the MR decreases to 9.5% on
the reasonable set. This also shows that the effect of MSAF
as one-stage detection is not better than that of ACSP [15]
and CSID [16]. However, we find that our MSAF-RCNN
achieves state-of-the-art performance on the reasonable set-
ting and the second best performance on the heavy set and
partial set. This shows that our RCNN classifier significantly
improves the performance based on the proposals obtained
from MSAF. As shown in the small column in Table 4, our
MSAF can effectively detect small objects.

6. Conclusions

To improve the pedestrian detection performance, a multi-
scale anchor-free region proposal network is proposed in this
paper. ACFF is used to extract features firstly, and then
MSAF detector head is used for training according to the
height of pedestrians. Through experimental comparisons,
we know that multiscale detection is easier to detect small-
scale pedestrians than single-scale detection. In addition,
the RCNN classifier is taken for further improvement.
Compared with other detection methods, we find that the
performance of two-stage detection is significantly better
than that of one-stage detection. Overall, our detection
method achieved state-of-the-art performance on Caltech
with new annotations and obtains competitive performance
on CityPersons.
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Cloud-assisted Internet of Things (IoT) significantly facilitate IoT devices to outsource their data for high efficient management.
Unfortunately, some unsettled security issues dramatically impact the popularity of IoT, such as illegal access and key escrow
problem. Traditional public-key encryption can be used to guarantees data confidentiality, while it cannot achieve efficient data
sharing. The attribute-based encryption (ABE) is the most promising way to ensure data security and to realize one-to-many
fine-grained data sharing simultaneously. However, it cannot be well applied in the cloud-assisted IoT due to the complexity of
its decryption and the decryption key leakage problem. To prevent the abuse of decryption rights, we propose a multiauthority
ABE scheme with white-box traceability in this paper. Moreover, our scheme greatly lightens the overhead on devices by
outsourcing the most decryption work to the cloud server. Besides, fully hidden policy is implemented to protect the privacy of
the access policy. Our scheme is proved to be selectively secure against replayable chosen ciphertext attack (RCCA) under the

random oracle model. Some theory analysis and simulation are described in the end.

1. Introduction

In traditional public key encryption schemes, the encryptor
encrypts the message with the public key of the decryptor;
hence, only the decryptor who owns the corresponding
decryption key can decrypt the data. In other words, this type
of scheme relies on the public key certificate system which we
all know is pretty difficult to manage. In 1984, Shamir first
proposed the identity-based encryption (IBE) where the
encryptor uses the identity of the decryptor as his/her public
key [1]. In [2], Boneh et al. proposed an IBE using the elliptic
curve pairing, which greatly promoted the development of
this field. Although the IBE solves the public key manage-
ment problem, it still cannot achieve one-to-many private
data sharing. Unfortunately, this kind of application is

extremely common in ubiquitous Internet of Things (IoT)
scenarios.

To tackle this issue, Sahai et al. first proposed a fuzzy
identity encryption scheme [3], which is later developed into
the attribute-based encryption (ABE). There are two types of
ABE, the first one is named as ciphertext-policy attribute-
based encryption (CP_ABE) and the other one is key-policy
attribute-based encryption (KP_ABE). CP_ABE was pro-
posed by Waters, in which the encryptor needs to know
nothing about who can decrypt the ciphertext exactly, and
he/she just encrypts the message with a self-defined access
policy [4]. Any decryptor can decrypt correctly as long as
its attribute set meets the access policy in the ciphertext. In
other words, in CP_ABE schemes, data owners own the right
to design who can decrypt fully.
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IoT, which acts as the bridge between the physical world
and the cyber world, enables the creation of a bunch of smart
applications [5], such as smart city, smart industry, and
smart health care system. Considering that most IoT devices
are resource constrained and cannot handle the huge amount
of data locally and efliciently, the cloud storage server is
included in the IoT and forms a new paradigm, the cloud-
IoT, where the cloud or a resource-adequated server provides
useful services like storage and computing. ABE schemes
with a single attribute authority do not adequately address
the needs of the ubiquitous IoT devices properly. In [6],
Chase first proposed a multiauthority ABE scheme. How-
ever, Chase’s scheme still requires the trusted central author-
ity (CA), which can decrypt any ciphertext that it wants to
decrypt. Later, Chase et al. improve their scheme by remov-
ing the CA and achieve a truly decentralized ABE scheme [7].

In [8], Lewko et al. proposed a distributed ABE scheme,
which not only realizes multiauthority attribute-based
encryption (MAABE) but also proves the system security
with dual system encryption methodology. Unfortunately,
the application of ABE in IoT still faces an important chal-
lenge: IoT devices with limited resources cannot afford the
huge number of bilinear pairing operations in ABE schemes.
Therefore, Green et al. proposed an outsourced ABE scheme
which ensures the data security while minimizing the com-
putational burden of equipments [9].

In this paper, a multiauthority attribute-based encryption
scheme with white-box traceability and verifiable outsourced
decryption was proposed for cloud IoT. Compared with the
existing ABE schemes, our scheme has the following
contributions:

(i) As there is a great quantity of attributes used in the
decryption key generation, each attribute authority
controlls a set of disjoint attributes independently
in our scheme. The central authority is only respon-
sible for generating the public parameters, and the
right to decide who can decrypt is hold by the data
owners directly

(ii) Our scheme uses the linear secret sharing schemes
(LSSS) to allow any monotone access structures.
More importantly, to protect the privacy of IoT
users, our scheme realizes fully hidden access policy

(iii) Considering the needs of resource-constrained IoT
devices, our scheme outsources most decryption
works to the cloud by the verifiable outsourcing
technology

(iv) Our scheme adopts the Boneh-Boyen short signa-
ture algorithm to implement the user traceability
mechanism. In other words, we use a white-box
trace algorithm to tackle the private key leaking issue

1.1. Paper Organizaiton. Section 2 summarizes many related
works, and Section 3 introduces all preliminaries of our
scheme including some complexity assumptions. The system
model and security models are presented in Section 4. In Sec-
tion 5, we propose the concrete construction and a simple
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application of our scheme. Section 6 outlines the proof of
indistinguishability, verifiability, fully hiding, and traceability
of our scheme. We compare our scheme with some other
schemes about the storage and computation costs in Section
7. Section 8 contains the conclusion.

2. Related Work

Many works have been proposed since Sahai et al. first pro-
posed the attribute-based encryption [3]. ABE schemes can
be classified into two categories generally: the key-policy
attribute-based encryption (KP_ABE) and the ciphertext-
policy attribute-based encryption (CP_ABE) [4, 16]. Because
CP_ABE allows the data owner to decide the access policy, it
has been treated as the most promising solution to solve the
access control issue in the cloud storage. In ABE schemes,
the key pair of data users is generated by attribute authorities
(AAs). Thus, the security of ABE schemes is based on the
trust of the attribute authorities. To tackle the huge amount
of data users contained in IoT, multiauthority attribute-
based encryption (MA_ABE) was proposed, which can man-
age the huge amount of attributes in a more efficient way [6,
17-19], where each attribute authority controls an unique set
of attributes independently. To achieve both the data confi-
dentiality and the data authentication in the body area net-
work, Hu et al. proposed a fuzzy attribute-based
signcryption scheme [20].

Another characteristic of IoT is that most devices are
resource-limited [21-23]. As we all know that the decryption
overhead of ABE schemes rises along with the attribute num-
ber involved in the access policy. Obviously the expensive
pairing computations are unacceptable for most IoT devices.
Therefore, some ABE schemes using the proxy reencryption
concept have been proposed [24-26]. In [9], Green et al. pro-
posed an outsourced ABE scheme, which outsources most
decryption overheads to a trusted third-party server, but out-
sourced ABE schemes all rely on a semitrusted server to
semidecrypt that leads to a serious problem: how to ensure
the semidecrypted data is correct and not altered. In [27],
Lai et al. proposed a verifiable outsourced ABE while this
scheme requires heavy costs for decryption. Recently, Li
et al. improved an ABE scheme to achieve not only verifiable
outsourced decryption but also lightweight user decryption
[10], but all outsourced schemes mentioned above rely on a
central authority to manage and generate user decryption
key. In [11], Belguith et al. proposed an outsourced multi-
authority attribute-based encryption scheme. In [28], Deng
et al. proposed an efficient outsourced attribute-based sign-
cryption scheme which also solves the user revocation
problem.

In the cloud-assisted IoT environment, data owners store
private data in the shared cloud. In most ABE schemes, the
access policy is uploaded to the cloud server in plaintext
along with the encrypted data. This may reveal private infor-
mation of the encryptor and the decrypor. In [29], Nishide
et al. proposed an ABE scheme with partially hided access
policy, but this scheme has poor expressiveness.

When it comes to application in the real word, a common
issue of ABE schemes needs to be considered: the leakage of
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decryption keys. In other words, how to trace/recover the
global identity of the guilty user who leaks its secret key to
a malicious or illegal user. There are two tracing approaches,
white-box traceability and black-box traceability, that can be
used to solve this issue. In [30], Hinek et al. used the Boneh-
Boyen signature [31] to achieve the white-box traceability.
Liu et al. proposed a white-box traceable ABE [32] and a
black-box traceable ABE with highly expression [33]. In
[12], Liu et al. proposed a traceable and revocable ABE
scheme which is more practical for real application. In [34],
Yu et al. proposed a traceable ABE scheme with white-box
traceability to manage data stored in the cloud storage. In
[13], an efficient large-universe MA_CP_ABE with white-
box traceability was proposed. While in [35], Qiao et al. pro-
posed a traceable ABE scheme with black-box traceability for
fog computing.

All traceable ABE schemes mentioned above have a
shared issue: their decryption computation burden are intol-
erable for IoT devices. In [14], an ABE scheme with out-
sourced decryption designed for electronic health systems
was proposed by Li et al. However, Li’s scheme did not con-
sider the privacy of access policies which might contain sen-
sitive personal information of users. We compare our scheme
with some existed ABE schemes in Table 1. In a word, our
ABE scheme achieves selective replayable CCA security and
provides multiple practical functions, such as fully hidden
policy, outsourced decryption, and traceability.

3. Preliminaries

In this section, we provide all mathematical preliminaries
needed for our scheme.

3.1. Bilinear Maps. Let G and G be two multiplicative cyclic
groups of prime order p. Let g be a generator of G and e be a
bilinearmap, e : G x G — G, with the following three prop-
erties [15]:

(1) Bilinearity: for all u,veG and a,be Zp, we have
e(u®, V") = e(u, v)™, where Z, is the integers mod-
ulo p

(2) Nondegeneracy: e(g, g) # 1, where 1 is the unit of G

(3) Computability: there is a polynomial time algorithm
to efficiently compute e(u, v) for any u,v € G

We say G is a bilineargroup if the group operation in G, and
the bilinear map e : G x G — Gy is both efficiently comput-

able. Notice that the map e is symmetric since e(g* g*) = e

ab a
(9:9)" =e(g" g°).
3.2. Access Structure

Definition 1. (access structure). Let P={P,, ---P, } be a set of
parties. A collection A ¢ 2{PvPu} is monotone if VB, C : if
BeAand BcC, then C e A. An access structure is a collec-

tion A of nonempty subsets of {P,,---P,}, such as AC

2Po P} \ 5. The sets in A are called authorized sets, and
the sets not in A are called unauthorized sets [9].

3.3. Linear Secret Sharing Schemes (LSSS)

Definition 2. (linear secret sharing schemes (LSSS)). A secret-
sharing scheme [ over a set of parties IP is called linear over
Z, if

P

(1) The shares of a secret s € Z, for each party form a
vector over Z,

(2) There exists a matrix M with [ rows and #n columns
called the share-generating matrix for [ | and a func-
tion p which maps each row of the matrix to an asso-
ciated party. That is, for i =1, .., I, the value p(i) is the
party associate with the row i. When we consider the
column vector v= (s, 75, -+, 1,,) where 1y, -+, 1, € Z,
is randomly chosen, then Mv is the vector of I shares
of the secret s according to []. The share (Mv),
belongs to the party p(i)

According to [9], every linear secret-sharing scheme based
on the above definition also enjoys the linear reconsruction
property defined as follows: Let [ | be an LSSS for the access
structure A. Let S € A be any authorized set, and let I c {1,
2,1} be defined as I = {i : p(i) € S}. Then, there exist con-
stants {w; € Z,}  such that if {A;} are valid shares of any
secret s according to [, then Y, w;A; =s. It is shown in [9]
that these constants {w;} can be found in polynomial time
in the size of the share-generating matrix M.

3.4. One-Way Anonymous Key Agreement. One-way anony-
mous key agreement [15] scheme can be used to guarantee
anonymity of the access structure. This scheme only ensures
the anonymity of one participant. Assume that there are two
participants Alice (ID,) and Bob (IDy) in this scheme. And
the master secret of the key generation center (KGC) is s.
When Alice wants to keep anonymity, the process is listed
as follows:

(1) Alice calculates Qg = H(IDg). A random number r,
€7, is choosed to generate the pseudonym P, =
Q) and computes the session key K, 5 = e(d,, Qp)"

=e(Q,, Qp)"™. Finally, she sends her pseudonyms
P, to Bob

(2) Bob uses his secret key d to calculate the session key
K,z =e(Py, dg) =e(Qy, Qg)™"*, where d;=H(ID,)’
€ G is his private key for i € {A, B}, and H : {0,1}"
— G is a strong collision-resistant hash function

3.5. Complexity Assumptions

Definition 3. Strong Diffie Hellman problem (q-SDH). Let G
be a multiplicative cyclic group of order p with a generator g.

Given a random x € Z; and a q + 1 tuple (g, g*, g g,
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TaBLE 1: Function comparison.

Scheme [10] [11] [12] [13] [14] [15] Our scheme
Multiauthority No Yes No Yes No Yes Yes
Access policy AND gates LSSS LSSS LSSS LSSS LSSS LSSS

Fully hidden policy No No No No No Yes Yes
Outdecryption Yes Yes No No Yes No Yes
Security RCCA Selective RCPA  Selective CPA  Static security ~ Selective CPA  Selective CPA  Selective RCCA
Traceability No No Yes Yes Yes No Yes

the problem of computing a pair (c, g"**¢), where c € Z,,is
called the g-strong Diffie Hellman problem [13].

Definition 4. Computational Diffie Hellman problem (CDH).
Let G be a multiplicative cyclic group of order p with a gen-
erator g. Given two group elements g, g® € G where a,b €

Z,, are two random integers. The problem of calculating g

from g* and g is called Computational Diffie Hellman prob-
lem [11].

Definition 5. Decisional Bilinear Diffie Hellman problem
(DBDH). Let G be a multiplicative cyclic group of order p
with a generator g. Given three group element g% g’, and
g°€G where a,b,andceZ; are three random integers.

The problem of distinguishing tuples of the form (g° g°, g°
,e(g, 9)™) and (g% ¢", g% e(g, g)°) for some random inte-
ger z is called the Decisional Bilinear Diffie Hellman problem
[11].

4. System Definition

4.1. System Model. The system model of our scheme is illus-
trated in Figure 1, and the associated five entities are
described as follows:

(1) Central Trusted Authority (CTA): the CTA is only
used to generate the public parameter, and it cannot
decrypted any data

(2) Attribute authorities (AAs): each AA controls a set of
attributes. Multiple attribute authorities work
together to generate the user’s decryption key.
Besides, attribute authorities can use a trace algo-
rithm to recover the global identity of the guilty user
who leaks its private decryption key

(3) Cloud storage service provider (CS): the CS is respon-
sible to store the encrypted data. Moreover, CS per-
forms the outsourcing decryption for users

(4) Data owner (DO): the owner of the data which is
responsible to encrypt and upload the data to CS

(5) Data user (DU): the party who wants to access data

Table 2 summarizes notations used in our scheme.
Assume that there are n authorities in our scheme and each

attribute is associated with an unique AA, such that S, ,,
NSpan =D for Vi, jand Sy ga =S4.
> ] > ]

4.2. System Procedure. Our MAABE scheme with outsourced
decryption and hidden policy contains the following five
phases:

(1) System initialization : this phase includes two algo-
rithms. Firstly, the CTA runs the sefup(A) — PP
algorithm to generate the global parameters PP,
where A is the security parameter. Then, each AA
runs the Setup,,q,(PP) — (skyaj, Pkayj) algorithm
to generate their own key pairs, which is consisted
with a private key and a public key

(2) Encryption : the DO runs the Encrypt(PP, {pky,;},

MSG, (M, p)) — CT algorithm to encrypt the mes-
sage MSG, and then it uploads the ciphertext to the
cloud server

(3) Keygeneration : this phase contains two algorithms.
Firstly, each related AA runs the Keygen(PP, {sk, ,;,
Pkaaj}> GID, Sgipj) = skgip;  algorithm  indepen-
dently to generate the decryption key for the DU with
identity GID. Then, all results are sent to the user

To outsource the decryption work to the cloud, the user
runs the Keygen, (PP, skgp, (M, p), CT) — okgp algo-
rithm to generate its outsourced decryption key.

(4) Decryption : this phase is divided into two steps.
Firstly, the CS runs the Decrypt,,, (PP, opkgp, (M,
p),CT) — CT' algorithm to partially decrypt the
ciphertext. The second step is performed by the user,

who runs the Decrypt(CT’, oskgyn) — MSG algo-
rithm to get the plaintext

(5) Trace : to begin with, each AA]- verifies the format of
the decryption key that needed to be traced, and then
it runs the Trace(PP, skgip, {pkaa;}) — GID algorithm

to output the global identity (GID) of the guilty user

4.3. Security Models. We define four security models of our
MAABE scheme in this section.

(1) Confidentiality: the confidentiality of data is the basic
security requirement of a scheme, which is used to resist
malicious adversaries to gain extral information from
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Data user

Data owner

FIGURE 1: System model and procedure.

TaBLE 2: Notations.

Notation Meaning

San The universe set of attribute authorities

W The set of corrupted attribute authorities
SAAGID The set of attribute authorities related to the user GID
Sy The universe set of attributes

AA; An attribute authority

Sa, vy The attribute set controlled by AA;

GID The global identity of a user

Sap The attribute set related with user GID

P The public parameter

sk A Secret key related to AA;

pka A Public key related to AA;

MSG Message

(M, p) The LSSS access matrix and its row label function
¢ Access control structure

Sy The attribute set related with ¢

Ccr The ciphertext

skamp The secret key of user GID

okgp The outsourced decryption key ([opk, osk])

the ciphertext. Our scheme adopts the replayable
chosen-ciphertext security (RCCA) defined in [36] by
Canetti et al. as this type of security is sufficient enough
and not to be too strict. Two restrictions are followed in
this experiment: all decryption key queries cannot satisfy
the challenge access struction fixed in the initialization
phase by the adversary. And the attribute authorities
can only be corrupted statically be the adversary

The selective secure against chosen ciphertext attack of
our scheme is achieved if no probabilistic polynomial time

(PPT) adversary can win the Exp“f security experiment

described in Figure 2 between an adversary A and a chal-
lenger C with nonnegligible advantage.

(2) Verifiability: our scheme is verifiable if there is no
PPT adversary that can win the Exp“eif security
experiment described in Figure 3 between an adver-
sary A and a challenger C with nonnegligible
advantage.

(3) Fully hidden: in our scheme, the CS knows nothing
about the access policy, and the user only knows if
his/her attributes satisfy the access policy. Our scheme
is an outsourced ABE with fully hidden policy if there
is no PPT adversary that can win the Exp™i® security
experiment described in Figure 4 between an adversary
A and a challenger C with nonnegligible advantage.
The goal of the adversary is to recover the correct access
policy without the required decryption key.

(4) Traceability: our scheme is a traceable ABE if there is
no PPT adversary can win the Exp '™ security exper-
iment described in Figure 5 between an adversary A
and a challenger C with nonnegligible advantage.

Definition 6. An outsourced ABE scheme is RCCA-secure
against static corruption of the attribute authorities if Adv,
[Exp®(1%)] is negligible for all PPT adversaries.

Definition 7. An outsourced ABE scheme is verifiable if Ad
v [ExpVeif(1%)] is negligible for all PPT adversaries.

Definition 8. An outsourced ABE scheme achieves policy pri-
vate if Adv, [Exp"™(1°)] is negligible for all PPT adversaries.

Definition 9. An outsourced ABE scheme is traceable if Ad
v [ExpT™¢(1%)] is negligible for all PPT adversaries.

5. Construction and Application

The concrete construction of our MAABE scheme is pre-
sented in this section. Firstly, the CTA and all AA perform
initialization and generate the PP and the public keys of
AAs. Then, the DO can encrypt its data with an access struc-
ture. Before accessing the data, the DU needs to request its
decryption key to the AAs. Next, the DU can access the data
and decrypt successfully with the help of the cloud prede-
crypting for the DU first. Finally, the trace algorithm is used
to reform the global identity of a guilty data user by the AAs.
This section also contains a simple application in the end.

5.1. Concrete Construction

5.1.1. Phase I: System Initialization



Initialization —

Query phase I  —

Challenge

Query phase IT

Guess

Initialization
Set up
Query phase I

Challenge —

Query phase IT

Forge

Setup,, (PP) —»(skAAj, pkAA]-)
Setup — for corrupted attribute authorities
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Adversary Challenger

Challenge access structure: ¥* = (M", p*)

Global public parameter: PP Setup (\)—PP

Corrupted attribute authorities: Sy € Sy 5

Public key set of non-corrupted AAs: {pky 5} Setup,y, (PP)—(skyaj Pia))

for non-corrupted attribute authorities

Initialize Table T'and Set D
An attribute set controlled by non-corrupted AAs: Sgip,

Restriction: do not satisfy the challenge access structure

g-th | Decryption key: skGIDq Keygen (SGIDq)HSkGIDq
key query D=D U Sgp
Outsourced decryption key pair: (opkgp » 0skgp ) GID,
q q

Keygen,,, (SkGIDq)_’(OPkGIDq’ OSkGIDq)
Store (Sgip » sSkgp » 0kgp ) in Table T'
qa q q

GID,, CT, (M, p)

Search table T for dec key.
Not exist, abort

g-th
Decrypt (okaIDq, CT, (M, p))—>CT’

decryption —
query MSG

Decrypt (CT', oskgip ) >MSG
q

_ Ry, R, with same length
Choose b € {0, 1}

CT,

Enc (R, (M", p*))—>CT,

Query a polynomially bounded number of queries as in query phase I with two restrictions:
1) Attribute sets do not satisfy the challenge access strcture.
L 2) The results of dec query cannot be either R, or R,.

Guess b based on CT, .
The advantage of the adversary to win is: Adv, [Expc"“f(l‘i)] =|Plb= b’]—%l

FiGure 2: Confidentiality security model.

Adversary Challenger

Those three phases are as same as that in the the confidentiality experiment.

R Enc (R%, (M", p*), MSG*)—>CT"

CcT”

Query a polynomially bounded number of queries as in query phase I with the restriction that attribute sets do
not satisfy the challenge access strcture.

Assumption: The adversary already queried S*p in query phase I and stored the related key entry in table T.
Decrypt,,, (opk®gp, CT*)—>CT’

Decrypt (CT’, osk”grp) =R

The adversary wins this experiment if Decrypt (R*', osk*qp) ¢ {MSG®, 1}

The advantage of the adversary to win is: Adv,, [Exp¥*f(1%)] = | Pr[Exp"e 1 (1%)] = 1|

F1GURE 3: Verifiability security model.
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Challenger

Enc (R,", ¥;)—>CT"

Query a polynomially bounded number of queries as in query phase I with the same restriction

Challenger

Keygen (Sip ) —skaip,

Adversary
Set up 1 . L1 .
— Those three phases are as same as that in the the confidentiality experiment.
Query phaseI |
[ Ry Ry, ¥, ¥y
Challenge i T

Restriction:
Either all the attribute sets queried in query phase I satisfy none of the policy

L orall the attribute sets satisfy both the policies ¥, ¥;.

Query phase II
v defined in the challenge phase.
G Guess b based on CT".
uess — )
The advantage of the adversary to win is: Adv, [ExpP“V(IE)] =|Prlb= b’]—%l
FIGURE 4: Fully hidden security model.
Adversary
Set up This phase is as same as that in the the confidentiality experiment.
r (GID,, Sgip )
Key Query  7CID,
I SkGIDq
L Restriction: (GID,, SGIDH) # (GID,, Sgip ) for g, v € [1, m].
The adversary wins this experiment if Trace (PP, {pky,j}, sk*) ¢ {{GID}; ¢ (> L}
Forge —

The advantage of the adversary to win is: Adv, [Exmee(lz)] = Pr[ExpTrace(IE)] =1

FIGURE 5: Traceability security model.

(1) System set — up : this step is performed by the CTA

It defines two multiplicative group G, G of prime order
p» and g is a generator of G.

It defines a symmetric bilinear map e : G x G — Gy.

It defines three collusion resistant hash functions as fol-
H: {01} -G H, :{0,1}" - Z;,H,: {0,1}" —

{0, 1}* where k is the length of the symmetric key.

It defines a CPA-secure symmetric encryption scheme (
Coym> DeCyyn ).

It outputs the global pubic parameter PP:

lows:

En

PP ={G,Gr,p,e, g H,H}, H,, (Encsym, Decsym)} (1)

(2) Authority set —up : each attribute authority per-
forms this step to get their key pair. We take the A

Aj as an example

It chooses two random numbers a;, ; € Z,, for each attri-
buteie S, 44 -
i)

It chooses three random numbers hj, aj> bj € Z;.

It generates its pair of private key sk,,; and public key
pkya; as follows:

SkAAj = ({“i’ ﬁi}ieSAAj’ hj’ > bj)’

pkAAj = ({g"‘*‘, gﬁi}ies > ghf, g%, ng').
AAj

5.1.2. Phase II: Encryption. We assume that the DO encrypts
a message MSG with an self-defined access structure ¥, and
Sy is the attribute set which contains all attributes in the
access structure . This phase contains three steps defined
below:

(2)

(1) Fully Hide the access policy

It chooses a random number a € Z; and then computes

q,=e((g")", H(i)) where i € S,.
It replaces each attribute in Sy, with the corresponding q;.
It converts the access policy to a LSSS access matrix (

Mlxn’ P)

(2) Encrypt the key seed



It chooses a random element R € G (the key seed) to cal-
culate s = H, (R, MSG) and the symmetric key Ksym = H, (R)

It selects a p; € Z, for each row M; of M and two random
vectors v =[5, vy, -+, V,] € ZZ, w=[0,w, -, w,| € Z;’.

It computers A; = M, x v and w, = M, x w.

It outputs the tuple CTygp=(h (My,,p) Co
{C15»Cy,C3;, Cy s Cs,i}ie[1 l]) where i presents a matrix row

corresponding to an attribute.
Details of the ciphertext are presented as follows:

h=g"
Cy=Re (g,9)",
Ci= 9/\{9“"@%’
CT=¢ C;=g" : (3)
Cs;=g" gﬁ"“)p”
Cyi=g"",
Csi=g""

(3) Encrypt the message

Uses K, to encrypt the message MSG by the symmetric
encryption algorithm Enc,,, and denote the result as CT,,,
= Encyyy, (K, MSG).
It uploads CT = {CT g, CTy,, } to the CS.

5.1.3. Phase III: Key Generation
(1) Decryption key

Each user owns an unique global identity GID € Z; and
an attribute set S;;, where each attribute is associated with
a designed attribute authority. Let S, , gp be the set of related
attribute authorities. According to S, gp, we divide Sgp
into {SGIDJ}],E s - When the user queries its decryption

AA,GID
key, each related AA runs the key generation algorithm. We
take the AA; as an instance.

It chooses a random number r € Z; \ {-a; + GID/b;} for
eachie Sgp ;.

It computes and returns the decryption key skgp ; =
{Ky» Ky Ky}

ieSGID:

K],i — gai/uj+GID+ber(GID>,Bi/aj+GID+bjr,

K, =H(i)", (4)
K;;=r.

Wireless Communications and Mobile Computing

The decryption key of the user GID is noted as

skep = ({skGIQj b GID) = ({KU, Koo Ko} s, GID)

(5)

(2) Outsourced decryption key: the data user runs this
algorithm

(a) Reconstructs the access policy
It computes q/ = e(h, H(i)") = e(g% H(i)"), Vi € Sgpp.-
It uses q; to replace the attribute i to get the attribute set

!
Saor
It gains the access structure (M, p) from CT.

It identifies the set of attributes L' = {i : (p(i) N Sgyp) e}
required for the decryption.

(b) Generates the outdec key

Chooses a random number z € Z; to compute the out-
sourced decryption key {okgp } = ({opkgp }> 0skgp) as

opkgrp = (GID, { K}, K3}, 1o g% H(GID) '),
oskgp =z.
(6)

5.1.4. Phase IV: Decryption

(1) Outsourced decryption : the CS performs outsourced
decryption for the user

It computes the following equation for each matrix row
corresponding to an attribute i:

e(9"%. ¢ i)e(H(GID)”Z> Cs,) ) w2
Q= ’ =~ = (e(g,9)"e(H(GID), g)™ )
e(KVs CSPC, ) ( )

(7)

It chooses a set of constants {c;},.,; € Z, such that },
M, = [1,0, -+, 0].
It Computes

! i 1/z

where [ is the row number of the access matrix.
It returns CT' =[], Q% = e(g, g)” to the user.
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(2) Uerdecryption : this phase contains the following
two steps

(a) Recovers the message R based on the partially

decrypted ciphertext CT' by computing the follow-
ing equation

(e(9:9)™)"  elg-9)

(CT’) osk

(note that this equation costs one exponentiation only
and no pairing performance.)

©)

(b) Computes K, =H,(R),
T,,.),and s = H, (R, MSG)

sym

MSG = Dec,,,,(K

sym

C

sym’>

Judge if CT' =e(g, g)¥”. If no, outputs L. Else, the user
gains the right MSG.
Correctness of Equation (7):

Proof. First for each attribute i € L', the CS uses ({opk¢;p} to
compute:

(9" gV g " )e(H(GID)"", g'hof g
e<gap(,.)/z(aj+GID+b}r)H(GID)/sp(,)/z(a,+GID+b]r), (gpi)GIDgu}p,gbjp;>

Q=

_e(g g)"l’ze(g, g)“”(’)p”/ze(g, H(GID))ﬁPmP'/Ze(g,H(GID))wA/Z
e(g) g)ap(ijp,/ze(g, H(GID))ﬂP(’)Pi/Z
= ¢(g, 9)""*e(g, H(GID))""*.

(10)

Then, it chooses a set of constants {¢; } ¢, € Z, such that

¥.c;M; =[1,0,---,0]. Because A, = M, v and w, = M, so

Hence, we can get

l
CT' = H Qi = He(g, g)ci/\p(i>/ze(g’H(GID))ciwi/z

i=1

Il
—

ic.A N Zl:ciwi Iz (12)
‘ e(g, H(GID)) 7

=e(g, 9)"e(g, H(GID))" = e(g, g)*".

Then, based on CT’, the user recovers

Re_ G _ Relgg) _Relgg) 5

(cr)* (g ooy

5.1.5. Phase V: Trace. The Trace(PP, skgip, {pkya;}) algorithm
is performed by all attribute authorities. The input is the private
key skgp = ({SkGLD,j }jes,(A’ GID) = ({K,;, Ky K3,i}igsG]D’ GID)
of a user.

Firstly, the AA checks the form of the key. If the key does
not satisfies the form, this algorithm aborts.

Then, the AA searches its database to find if 3i € S, s.t.

K, K,;€G,K;,, GID€ Z7,

e(KLi, g”fg(hi) ”’gGID) =e(g, g)“xe(H(GID),gﬁf).
(14)

If yes, the global identity GID of the guilty user will be
output.

5.2. Application in the EHR System. In this section, we
describe a simple application of our scheme based on the
electronic health record (EHR) system. The basic procedures
are presented in Figure 6, and the details are described as
follows:

(1) The central trusted authority (the government) per-
forms the system set-up algorithm to generate and
publish the global parameters PP

(2) A set of management companies act as attribute
authorities, and each attribute authority needs to set
up first. Then, they publish their public keys while
keeping private keys secret

(3) A hospital encrypts a patient’s medical records Rd
based on a user-defined access structure M and sends
the ciphertext CT along with the fully hidden access
structure 7 to the cloud storing server to store

Encrypt(Rd,M)—CT

Hospital Cloud. (15)

(4) Before a data user (a doctor) requests the wanted
records from the cloud server, he/she needs to get
the decryption key sk, from the attribute authori-
ties first

(5) To outsource the decryption work to the cloud server,
the doctor generates the outsourced decryption key
opkgp based on skgy. Then, he/she sends opkgp,
to the cloud server

(6) The cloud server will partially decrypt for the doctor
as long as his/her attribute set satisfies the encryption
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Decryption
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)
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health record Cloud decrypted record
y
Medical '
— >
record M
Patient Hospital Doctor
FIGURE 6: Application in an EHR system.
access structure. Then, the cloud sends the partially ~ Proof. We define a PPT adversary A running the experiment
decrypted ciphertext CT' back to the doctor defined in Section 4.3(1) with an entity B. B running Lewko
et al’s CPA-secure [8] experiment with a challenger C. The
proof described below is going to show that the advantage
loud Decrypt,y, (0pkgin,CT)—CT , of A to win the experiment Exp“f is smaller than the advan-
Clou Doctor. (16) tage of B to win Lewko et al’s CPA-secure experiment Ex
p"ek°, The detailed interactions are described as follows:
(1) Initialization: the adversary A submits a challenge
(7) Finally, the doctor can fully decrypt and get the med- access policy ¥* = (M*, p*) to the challenge C
ical records. Note that doctors only require one expo- through B
nentiation in G; to fully decrypt, and one hash .
operation to verify whether the ciphertext was (2) Set-Up: C runs the Setup(A) algorithm to generate
tampered the global parameter PP
It chooses two multiplicative cyclic groups G, G of
prime order p with a generator g of G.
Decrypt (CT') — Rd. (17) It chooses a bilinear map e : Gx G — Gy.
It chooses three collusion-resistant hash functions H*
{0,1}" > G, Hf : {0,1}" > 22, H; - {0,1}" > {0, 1}*.
It chooses a cpa-secure symmetric encryption scheme (
(8) If a m'fllicious user dc?crypt illega.ll.y with a valid Encg,,, Decsym).
decryption key,.the attribute authorltl.es can perform It sends the global parameter PP ={G,Gy,p,e, g H",
the: trace algorithm to recover thelldentlty of.the H?,H;, (Enc,,,, Dec,,,)} to A through B.
guilty user who leaks his/her decryption key to a ille- 4 Y . .
al user It runs the Setup, ,, algorithm to generate the key pairs of
8 the noncorrupted authorities:
6. Security Analysis It chooses two random numbers «; and 3; € Z for each

6.1. Indistinguishability

Theorem 1. If Lewko et al.’s scheme [8] is CPA=secure, our
multiauthority attribute-based encryption scheme is selec-
tively replayable CCA-secure according to Definition 6 such
that Adv ,[Exp®"] < Adv ,[Exp*ewk].

attributei € S, , A
It chooses three random numbers hj, a;, andb; € Z; to
compute the public key pkAAj =({g% gﬁi}ieSA»AAj ., g4, g%).
It sends all attribute authorities’ public keys to A through B.

A runs the Setup,,,, algorithm to generate the key pairs
of the corrupted authorities in the same way.
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(3) Query phase I: B initializes three empty tables T, T,
T,, an empty set D, and an integer j = 0. Details of
queries are described as follows:

(a) Hash query

H; oracle: if the entry (R,MSG,s) already existed in
Table T,, return s. Otherwise, it chooses a random element
s € Z (s is unique in Table T}). Then, it records (R, MSG, s

) in Table T, and returns s.

Hj oracle: if the entry (R, K,,,) already existed in Table
T,, return K. Otherwise, it chooses a random element

Kym €10, 1}*. Then, it records (R, Kgy) in Table T, and
returns K.

(b) Key query: In the g-th query, A queries the decryp-
tion key related with an attribute set Saip, by sending
Sa, and GID, to B. B calls C to generate the

decryption key and sends it to A. C chooses a ran-
dom number r € Z; \ {-a;+ GID /b;} to compute

the decryption key skGIDq = ({skGIDq,j} ,GID)

j€Saacp

=({K;» Ky, K3’i}iesam’ GID) while setting D=D U

S
GID,

K, = goci/aj+GIDq+ij* (GIDq)ti/aj+GIDq+bj’
Ky, = H* (i)h, (18)
K;=r1.

B chooses a random element a € Z; to compute h = g* to

simulate the output of the encryption algorithm. B calls C to
run the outsourced decryption key generation algorithm: C
chooses a random number z € Z; to compute

opkap, = ({Kif}, 8" H'(GID)'¥),

oskGIDq =1z.

(19)

Sends OkGIDq = (okaIDq, oskGIDq) to B. B stores the entry
(g, Saip,» Kaip,» okGIDq) in the table T. Finally, B returns the
key to A.

(c) Decryption query: without loss of generality, we
assume that all ciphertexts input to this query have
been partially decrypted. For instance, we assume
that CT' was correctly decrypted by opk of the entry
(9 Saip,» K, okGIDq). Let CT' be associated with

a structure (M, p) which is not equal with (M*, p*).
Let opk be associated with a set of attributes which
satisfies (M, p) and not satisfies (M*, p*)

11
TaBLE 3: Notations.
Notation Meaning
E,/E; One exponentiation in group G/G
b, One pairing operation of the pairing function e.
N, The row number of the encryption LSSS access matrix.
N, The attribute number of the user attribute set.
Ny The attribute number required in decryption.
N, The attribute number of the attribute universe set.

Search Table T, to find if there exists an entry (R, MSG

,s) which satisfies (CT')OSk‘“D‘1 =e(g, g)°. If not, abort. Else,

obtain entry (R, K,,) in Table T,. If this entry does not exist,

abort. Else, test if C, =Re (g, g)° and CTjy,, = Enc,,, (K,

MSG). If yes, output MSG. Else, abort.

(4) Challenge: A chooses two message MSG,, MSG, ¢
{0,1}" with same length then sends them to B. B
chooses two message R;, R, € G; with same length
and then sends them to C. C chooses a random bit
b € {0, 1}, then C encrypts R, under the access struc-
ture (M*, p*) by running Lewko’s scheme. Finally, C
returns CT{ ypp to B. B guesses b with advantage
Adv, [Exp"*]. Then, B computes K}, =H;(R})
and CTy,, =Encg,, (Kj,, MSG,). Finally, B
returns CTy = (CTy ypp> CTy ) t0 A

(5) Query phase II: the adversary A can query a polyno-
mially bounded number of queries as in query phase
IT after receiving the ciphertext CT, with restrictions
that the queried attribute set cannot satisfy the chal-
lenge access structure, and the response of the
decryption query cannot be either MSG,, or MSG;

(6) Guess: A tries to guess b’ based on CT;. Then, A
sends b’ to C through B. If b’ = b, we say that A wins
this experiment

We can easily get that the advantage of A to win the
experiment Exp® is smaller than the advantage of B to
win the experiment Exp'“"*°, because A has to be based on
the right CT} provided by B to guess b successfully. In other
words,  Pr [EXp yievko (1°)] > Pr [EXp ycont-reat (1%)]
scheme achieve selectively replayable CCA secure.

and our

6.2. Verifiability

Theorem 2. If H, and H, are two collision-resistant hash
functions, our scheme is verifiable against malicious servers.

Proof. We define a PPT adversary A running the experiment
defined in Section 4.3(2) with an entity B. B tries to break the
collision resistance of the two hash functions H} and Hj.

(1) Initialization: the adversary A submits a challenge
access policy ¥* = (M*, p*) to the entity B
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TABLE 4: Storage cost comparison.

Scheme [11] [13] [14] Our scheme
Decryption key length 2N, |6 3N, IGI+N,1Z | +1Z, (2N, +3)|6|+21Z,] 2N, |G +N,[Z,]
Outdec key length (Ng+2) |G|+|Z;| — (2N, +2) |G| (Ng+2) |G|+|Z;|
Ciphertext length (3N, +1) |G| +1|G]| 5N, |G| +(N, +1)|Gy] (BN, +2) | G| +1|G| (5N, +1)| G| +1|G|

(2) Set-up: B runs the Setup algorithm to generate the
global parameter except the two hash functions

(3) B runs the Setup, ,, algorithm to generate keypairs of
attribute authorities.

Query: A runs the adversary queries as defined in query
phase I and query phase II through B to get the related
decryption keys and outsourced decryption keys

(4) Challenge: A sends the challenge message MSG™ to B
, and B answers as follows

It chooses a random message R* € G to run Lewko’s
encryption scheme to encrypt R* under the access policy (
M*, P*)

It computes s* = Hj (R*[|[MSG") and K, = H; (R").

It runs the symmetric encrypt algorithm to encrypt MS
G" to generate the ciphertext CT" = (CT g, CTg,,) = (h,
Co» {Ci G Cap Gy Cs i}, CTy)-

It returns the ciphertext CT" = (CTgg, CTy,,) to A.

If B can recover a message MSGe{MSG*, L}, then we say
A wins this experiment. Hence there are two cases are

considered:

(1) (MSG,R) # (MSG*, R*), which means that B finds a
collision of the hash function H

(2) (Kgym> CTgym) = (K, CTy,,) but (R* #R), which
means that B breaks the collision resistance condi-
tion of H; such as H; (R) = K, = K, = H5(R")
In other words, since H; and H, are two collision-

resistant hash functions, the outsourced decryption of our

scheme is verifiable.

6.3. Fully Hiding

Theorem 3. Our scheme is an outsourced ABE with fully hid-
den policy if the one-way anonymous key agreement protocol
[15] is IND-CPA secure.

Proof. The purpose of this proof is that no PPT adversary can
recover the access policy without the right decryption key.
The setup phase and the query phase 1 are same as the con-
fidentiality experiment.

In the challenge phase, the adversary A chooses two chal-
lenge messages R;, R} and two valid access policies ¥, ¥},
and then it sends them to the challenger C. Notice, ¥ and

¥, satisty the following restriction: either all the attribute sets

500

400 -

300

200 -

Decryption time (ms)

(=]
—
S
583
S

30 40 50
Number of attributes

[13] —@— [14]-user
-a [11] —4 Ours
—@— [11]-user —»— Ours-user

(14]

F1GURE 7: Decryption cost.

queried in query phase 1 satisfy none of the policy or all attri-
bute sets satisfy both the policies. Then, C computes g’ (i)
=e((g")", H(i)) based on the one-way anonymous key
agreement protocol where a € Z; is a random number. This
step is used to hide the real policy by replacing each attributes
in the policy with the corresponding g’ (i). Then, C chooses a
random bit b € {0, 1} and encrypts the message R; under the
access policy ;.. Finally, C sends CT* to A. After that, A still
can query a polynomially bounded number of queries as in
query phase I. The none-or-both principle still works in this
phase.

In the guess phase, A outputs b'.

When A tries to decrypt CT™, it has to recover the access

policy first. In our scheme, the decryption key K, ; = H (i) is
necessary for it to compute g’ (i) because we computed the
q' (i) based on the one-way anonymous key agreement pro-
tocol before we encrypted the message. It means only the
authorized user can get the right access policy. And due to
the random value a, unauthorized user cannot guess attribute
i from g' (i) which prevents the collusion of the users. Hence,
the advantage of the adversary to win the experiment Adv,,|
Exp"™(1%)] is negligible, and our scheme ensures the privacy
preservation of the access policy against adaptive chosen
plaintext attack.



Wireless Communications and Mobile Computing

6.4. Traceability. In this section, we prove that our scheme is
fully traceable under the g-SDH assumption.

Lemma 1. Our scheme achieves fully user traceability based on
that the Boneh-Boyen fully signature scheme [31] is strong exis-
tential forgery secure against adaptive chosen message attack.

Proof. We define a PPT adversary A running the experiment
defined in Section 4.3(4) to attack our scheme through an
entity B by B breaking the Boneh-Boyen fully signature
scheme with the same advantage under adaptive chosen mes-
sage attacks. Assuming the advantage of the adversary A to
break our scheme is ¢, and B can access a random oracle H.
Let C be the challenger in the B-B scheme, Sig; € G be the sig-

nature of AA, and pkﬁij ={G,p, g, g%, g’} is the associated
public key of Sig;.

(1) Set-up: the challenger C runs the Setup algorithm to
generate the global parameter PP and sends PP to B
. For each noncorrupted authorities in the set S', C
sends pkﬁj to B. Then, B chooses two random num-
bers «;, B; for each attribute in the attribute set of the
authority, and then B chooses a random number h;

to generate the public key of the authority pk,,; = (

K1,i -0 (a[+ﬁ,t6mq) _ g:x[+[5itcmq/aj+G1Dq+bjr =g
K,;=H(i)"

2, ’
K;s;=r.

Then, B sets D=D U Sein,- Finally B returns the follow-

ing result to A:

SkGIDq = ({SkGIDq,j}jesMcw> GIDq) = ({Kl,i> Ky K3,i},-€sumq, GIDq> .

(21)

(3) Key forgery: A sends a sk™ to B. The advantage of the
adversary to win is defined as

Pr [Trace(PP, {pkAAj},sk*) e{L,GID,, -+, GIDm}] =g,
(22)

where (GID, -+-, GID,,) is mGID queried in the last phase. If
Trace(PP, {pkyn;}-sk*)€{L,GID, ---,GID,, }, it means sk’

=({K,;» Ky K3’i}iESGID,GID) passed the form check and

;la;+GID,+b;r tGIDqﬁi/aj+GIDq+bjr:g

13

{g%, 9P}, Syan? ghj, g%, gbf). Finally, B returns PP
ARj
and {pk, Af}je s to A. For corrupted authorities, A

runs the Setup, ,, algorithm to generate the key pairs
for them

(2) Key query: A runs m queries. In the g-th query, A
sends (SGIDq, GID,) to B. B initiates an empty table
T and do the following steps

(a) Accesses the random oracle H (GIDq): B searches the
entry (GID,, tGip, g'%™) in the table T, and if it
exists, B outputs g'®. Else, B chooses a random
number tgyp, while stores (GID,), tap, g'™) in the
table T. B outputs g™

(b) Generates the decryption key skGIDw: C chooses a
random number r € Z; \ {-a; + GID,/b;} for each
attribute i € SGIDq,j and returns the signature (r,o =
gllaj+GIDq+b}-r)

SkGIDq,j

. Then, B computes the components of

"‘i/”j*qu*bj’H(GIDq)ﬁi’“ﬁqu*hj”

(20)
GIDe{1,GID,, ---,GID, }. Hence, Ji € S, s.t.
Ky K5 €6, K5, GID € Z,
a; (b)) 6D p t,
el Ki»g9g\") g™ ) =e(g,9)"e(H(GID), g").
(23)

Without loss of generality, we assume the adversary A
accessed the random oracle H(GID) before it outputs the s
k*. B obtains the entry (GID, tgp, g'e®) from the table T.
According to e(K,; g% g™ goIP) = ¢(g, g)“e(H(GID),

g%), we can get K, ; = g**'awPla+biKsi*GID Then, B computes

the signature o; = (Kl)i)”“"”GIDﬁ". Because GID,Kj;; €Z,,

hence (K, 0;) is a valid signature on message GID in the
B-B signature scheme. Because GIDe{GID,,---,GID,,}, it
means B never queried the signature of GID before, and
the advantage of B to break the B-B scheme is equal with
the advantage of the adversary A to break our scheme,
which is e.
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TaBLE 5: Computational cost comparison.

Scheme [11] [13] [14] Our scheme

Key generation 3N,E 5N,E (4N, +4)E 3N,E

Encryption (N,+5N,+1)E+1E; +N,P, (2N, +1)E; + 6N E (5N, +2)E+1E; (N, +7N,+1)E+1E; + NP,

Outdecryption N,E; +3N,P, — NyEr+ (3N, +1)P, 3N,E; +3N,P,

User decryption 1E; 4N,E +3N,P, 3E; 1E;

According to the Boneh-Boyen signature scheme, we can
also get the following lemma.

Lemma 2. If the g-SDH assumption holds in the group G, the
full signature scheme of Boneh and Boyen is strong existential
forgery secure against adaptive chosen message attacks.

Theorem 4. If the q-SDH assumption holds in the group G,
our scheme achieves fully user traceability.

Proof. 1t follows directly from the above Lemma 1 and
Lemma 2.

7. Performance Analysis

The notations used in our performance analysis are summa-
rized in Table 3.

The comparison of storage cost and computational cost
between our scheme and some other ABE schemes is illus-
trated in Tables 4 and 5separately. Notice that all results do
not contain the costs of the symmetric cryptography includ-
ing hash operations.

From Table 4, we can see that the decryption key lengths
of scheme [11] and ours are related to the number of attri-
butes used in decryption as both scheme outsource the most
decryption work to the cloud server, while the decryption key
length of scheme [14] is related to the number of attributes in
user attribute sets. Speaking of the length of the ciphertext, of
all four schemes are associated with the row number of the
encryption LSSS access matrix.

As we can see from Table 4, scheme [13] needs 5N, expo-
nentiations in group G to generate the user decryption key. It
needs 2N, + 1 exponentiations in group G and 6N, expo-
nentiations in group G in the encryption phase. Specially, 4
N, exponentiations in group G, and 3N pairings are costed
by a user who needs to decrypt in scheme [13], which is too
heavy for resource-limited IoT devices. Scheme [11] is an
ABE scheme with outsourced decryption which needs 3N,
exponentiations in group G in the key generation phase. It
requires N, + 5N, + 1 exponentiations in group G, one expo-
nentiation in group Gy, and N, pairings to encrypt. As the
most pairing operations are done by the cloud server, users
only cost one exponentiation in group G, to decrypt in [11].

Li et al. proposed a traceable ABE scheme which needs
4N, + 4 exponentiations in group G to generate the private
key [14]. In encryption phase, users spends 5N, + 2 exponen-
tiations in group G; and one exponentiation in group G,
while the cloud server performs N; exponentiations in group
G as well as 3Ny + 1 pairings to predecrypt in [14]. As a

result, users only cost three exponentiations in group G; to
fully decrypt.

Our scheme needs 3N, exponentiations in group G in the
key generation phase. To achieve fully policy hidden which is
deeply valuable in some healthy data application, our scheme
requires N, + 7N, + 1 exponentiations in group G, one expo-
nentiation in group Gy, and N, pairings to encrypt. Mean-
while, our scheme realizes verifiable outsourced decryption.
Our scheme outsources 3N, exponentiations in group G,
and 3N pairings to the cloud server. Thus, IoT devices in
our scheme only require one exponentiation in group Gy to
decrypt, which dramaticlly reduces the computational over-
head of resource-limited devices.

Figure 7 illustrates the time overhead of decryption. The
simulation is performed in a Ubuntu 16.4 desktop system
with 3.0-GHz Intel Core (TM) i5-7400 CPU and 2-GB
RAM, and all experiments are done by using the Charm (ver-
sion 0.50) [37], a rapid prototyping framework for crypto-
graphic schemes based with Python.

Compared with the outsourced multiauthority ABE
scheme [11] with no traceability, our traceable MAABE
scheme is with little extra computational cost. However, the
user decryption cost of [11] and our scheme is same owing
to the outsourced decryption. While comparing with the
traceable single-authority ABE scheme [14], our multi-
authority scheme can handle more attributes and is more
suitable for a large number of devices of ToT systems. In addi-
tion, another traceable MAABE [13] is not applicable for
resource-limited IoT devices due to its heavy decryption cost.

More importantly, our scheme costs barely one hash
operation to achieve the verification of decryption results.
About another practical function is achieved by our scheme,
traceability, and the cost of our scheme is N,(2E + H + 3P).
Although it looks like that this result is linear to the size of
the attribute universe set, the real computational cost of this
algorithm for each AA is linear to the size of its own attribute
set as we assumed that attribute sets controlled by different
attribute authorities are disjoint in our scheme.

8. Conclusion

In this paper, we propose a multiauthority ABE scheme sup-
porting verifiable outsourced decryption and white-box
traceability. Our scheme outsources most decryption works
to the honest-but-curious resource-rich cloud server; thus,
our scheme meets the special needs of resource-limited IoT
devices. Moreover, our scheme protects the privacy of both
the encryptor and the decryptor by the fully hiding policy
technology. At the same time, another issue influences the
application of ABE—the key leakage problem—which is
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solved by the user traceability algorithm. In a word, our
scheme realizes several practical functions while achieving
replayable chosen-ciphertext attack security.

In the future, we plan to improve the scheme with fixed
key size and ciphertext size to further reduce equipment
overheads. Moreover, we can also consider how to solve
another difficulty of the practical application of the ABE—at-
tribute revocation and user revocation. How to dynamically
withdraw attributes or users without affecting other autho-
rized users is the focus of our future works.
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With the rapid popularization and application of smart sensing devices, mobile crowd sensing (MCS) has made rapid development.
MCS mobilizes personnel with various sensing devices to collect data. Task distribution as the key point and difficulty in the field of
MCS has attracted wide attention from scholars. However, the current research on participant selection methods whose main goal
is data quality is not deep enough. Different from most of these previous studies, this paper studies the participant selection scheme
on the multitask condition in MCS. According to the tasks completed by the participants in the past, the accumulated reputation
and willingness of participants are used to construct a quality of service model (QoS). On the basis of maximizing QoS, two
heuristic greedy algorithms are used to solve participation; two options are proposed: task-centric and user-centric. The distance
constraint factor, integrity constraint factor, and reputation constraint factor are introduced into our algorithms. The purpose is
to select the most suitable set of participants on the premise of ensuring the QoS, as far as possible to improve the platform’s
final revenue and the benefits of participants. We used a real data set and generated a simulation data set to evaluate the
feasibility and effectiveness of the two algorithms. Detailedly compared our algorithms with the existing algorithms in terms of
the number of participants selected, moving distance, and data quality. During the experiment, we established a step data
pricing model to quantitatively compare the quality of data uploaded by participants. Experimental results show that two

algorithms proposed in this paper have achieved better results in task quality than existing algorithms.

1. Introduction

The rapid development of smart sensing technology and the
widespread popularity of mobile smart devices have made it
possible for the holder of each mobile device to become a
sensing unit [1] which has led to the rapid development of
mobile crowd sensing(MCS) [2, 3]. The use of mobile devices
to build an interactive and participatory sensor network
allows ordinary users to participate in the data collection pro-
cess, which makes the data collection technology under the
big data environment highly developed. Compared with tra-
ditional static sensing technology, MCS utilizes existing sens-
ing equipment and communication infrastructures, saving
the expense of building additional sensing equipment [4].
At the same time, MCS has the advantages of high mobility
and a wide range of potential participants, especially for sud-
den and unpredictable events, and MCS provides unprece-

dented time and space coverage conditions [5]. Nowadays,
MCS has been widely used in public safety [6], environmen-
tal monitoring [7], smart transportation [8, 9], etc., which
brings a lot of convenience to our daily life while also
improving our quality of life. Compared with traditional
wireless perception technology, MCS pays more attention
to and emphasizes the participation process of participants
in the collection process and the decisive role of perception
data [10].

The main theoretical research of MCS includes three
major aspects: participant selection [11], task distribution
[12], and incentive mechanism [13-15]. The key of the
research is how to set up an excellent incentive mechanism
to recruit suitable users for perception tasks, so as to meet
the time requirements, quality requirements, and cost
requirements of the tasks, so that the data platform can
obtain considerable benefits [16].
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The problem of participant selection refers to how to
effectively select suitable participants from a large user group
to perform various perception tasks under certain constraints
[17]. On the one hand, the data platforms hope to use less
expenditure to obtain the desired data in order to maximize
the benefits of them; on the other hand, the participants also
hope to make as much profit as possible in the perception
task that is to increase each the number of tasks undertaken
by participants. There are gaps in the data that different par-
ticipants can collect, and the returns they demand from the
platform are also different [18, 19]. How to achieve a game
equilibrium between platforms and users is an important
direction of current academic research. In addition to the
above two main goals, the number of participants in each
task, the number of tasks assigned by each participant, the
quality of the data submitted by participants, and the total
distance a participant needs to move to complete tasks are
all in the selection process, which need to be considered
[20]. Participant selection, as the core key issue in the field
of MCS, is the focus and difficulty of current research. The
current related research mainly stays in single-objective opti-
mization, such as platform-centered seeking to maximize
profits and user-centered to maximize user benefits [21].
Single-objective optimization often produces various prob-
lems. For example, maximizing the benefits of the data plat-
form will damage the benefits of participants, thereby
reducing the willingness of users to participate, and ulti-
mately will affect the benefits of the platform [22]. In reality,
it is necessary to comprehensively consider various impact
conditions in order to ensure the benefits of the data platform
and participants. Therefore, this paper comprehensively con-
siders a variety of factors and conducts an in-depth study on
participant selection methods under multitask conditions.

The main contributions of this article include the
following:

(1) First, sort out and explain the research on participant
selection in the theory of MCS. Among them, the
MultiTasker method proposed by Liu et al. provides
constructive ideas for the two selection methods
proposed in this paper

(2) Research on the multitask distribution model of
MCS. Based on the historical task completion of par-
ticipants, we use the reputation and willingness of
participants to establish a service quality model and
propose a participant selection plan based on service

quality

(3) Aiming at the task-centered and user-centered par-
ticipant selection problems, the heuristic greedy algo-
rithm is used to solve the problem, and a participant
selection algorithm is proposed, respectively, and the
platform is realized under the conditions of meeting
the service quality constraints and distance con-
straints the requirements for minimum expenditure
and maximum user benefits

(4) Verify the feasibility and effectiveness of the selection
scheme through simulation experiments on real data
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and simulated data, construct a data value evaluation
index system, and find the most suitable distance
constraint value. Compare it with existing algorithms
in terms of the number of participants, the number of
tasks, and the data quality

2. Related Work

Now, a train of scholars have conducted extensive research
and exploration on the selection of participants in the MCS
system.

Some scholars’ research mainly focuses on designing
excellent incentive mechanisms to encourage participants to
perform perceptual tasks. Jin et al. [23] proposed a new type
of MCS system framework, which integrates data aggrega-
tion, incentives, and disturbance mechanisms. Its incentive
mechanism selects users who are more likely to provide reli-
able data and compensates for their perceived cost; its data
aggregation mechanism combines the reliability of users to
generate high-precision aggregation results; its data pertur-
bation mechanism weakens users’ privacy. Leaking concerns
improve participant satisfaction and the desired accuracy of
the final disturbance result. Hu et al. [24] focused on the
location-based MCS system and proposed a demand-based
dynamic incentive mechanism. The mechanism can dynam-
ically change the reward of each task as needed to balance the
popularity between tasks. Propose a solution based on opti-
mal backtracking for opportunistic scenarios to help each
user choose a task, while maximizing their profits, and better
achieve the balance between participants and tasks. Xu et al.
[25] proposed two models, MCT-M and MCT-S, for the pur-
pose of minimizing social costs. These two solutions use the
real relationship of social networks to group participants, so
that each collaborative task can be completed by a group of
compatible users. Experiments show that the proposed
model can further reduce social costs while reducing group-
ing time.

At the same time, some researchers pay attention to the
research on the selection mechanism of excellent partici-
pants. Guo et al. [26] mainly studied the problem of partici-
pant selection in the task types oriented to diversity.
Starting from the microscopic and macroscopic visual task
types, respectively, they designed the UtiPay visual group
perception framework, which greatly improved the quality
of group intelligence perception data. Zhou et al. [27] defined
the coverage model of “t-Sweep k-Coverage” and proposed a
selection method based on linear programming and a selec-
tion method based on greedy strategy. Through solving on
real data sets, they verified the feasibility and effectiveness
of the two selection methods. However, this method only
solves the situation when the participant’s moving time, loca-
tion, and other attributes are known and does not predict the
future location of the user’s historical movement law. Estrada
et al. [28] proposed a framework for selecting participants in
order, which comprehensively considers the reputation and
payment model of participants and maximizes the quality
of service under certain time constraints. However, this
method does not collect the actual movement speed of the
participant and randomly generates the movement speed of
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the participant, and it also does not consider the movement
trajectory of the user. Pu et al. [29] proposed another
sequence selection scheme, which models the nature of tasks,
user capabilities, and real-time performance to predict the
quality of services provided by participants. The plan con-
siders the importance of keywords to maximize the possibil-
ity of participants accepting and completing tasks in a timely
manner but does not consider the reputation of participants
and the expenses caused by moving distance. Azzam et al.
[30] proposed a group-based selection scheme, which con-
siders maximizing coverage, sampling frequency, and battery
life and greatly improves data quality. However, using this
model to select participants requires a lot of running time,
and the model does not consider the cost of the task platform
and the movement trajectory of participants. Yang et al. [31]
proposed a multiarmed slot machine user selection model
with a budget mechanism, which solves the cost problem of
effectively learning to select each user without prior knowl-
edge and reduces the selection to a large extent. The accumu-
lated regrets are considered in this process; but the time
correlation of user environment information has not been
studied in depth. Wang et al. [32] divided users into two
groups, formulated different pricing plans, proposed a
semi-Markov model to determine the user’s interest points
distribution, and proposed a prediction-based participant
preference Method to minimize the cost of uploading data.
Jiang et al. [16] proposed an optimal participant decision
model based on voting mechanism. In the participant selec-
tion stage, considering the platform benefits, they designed
a participant decision model based on the reverse auction
model, which is similar to the traditional reverse auction
model. In contrast, this method increases the parameter of
the number of effective perception tasks and effectively
reduces the redundancy of participants. However, this
method does not fully consider the geographic location infor-
mation of participants. For large-scale surveillance systems,
Li et al. [33] introduced the caching mechanism to mobile
group intelligence perception for the first time. They pro-
posed a dynamic participant selection problem with hetero-
geneous perception tasks and designed offline and online
algorithms to solve this problem. Simulations on real data
sets verify the effectiveness and efficiency of the proposed
algorithm. Liu [34] et al. proposed three algorithms: T-Ran-
dom, T-Most, and PT-Most, for multitask participant selec-
tion from task-centric and user-centric. The number of
participants, the number of tasks assigned by each user, and
the moving distance were compared through experiments,
and the most appropriate participant selection strategy under
different indicators was selected. However, this method only
uses the number of users, tasks, and movement distance as
the main optimization indicators and does not consider the
service quality of participants.

In summary, most of the current research methods char-
acterize the selection problem as a target optimization prob-
lem on certain constraints. In this process, it considers the
reputation of participants, geographic location, moving dis-
tance, and incentive mechanism and converts multiobjective
constraints into single-objective constraints. However, there
are few studies on using participant historical information

to estimate the task quality of participants. Some methods
ignore the platform’s need for task quality when considering
the number of participants or moving distances. Other
methods take into account the task quality requirements
but ignore the actual moving speed or willingness of partici-
pants. In reality, the different speeds of participants and will-
ingness have a great influence on the task completion time
and task quality. This paper takes into account the historical
tasks of participants and establishes a service quality model.
In the task-centered and user-centered selection algorithms,
many factors such as travel distance, reputation, and task
completion degree are comprehensively considered to find
the best option under the best service quality. Finally, we
use real data sets and simulated data sets to carry out simula-
tion experiments on the two proposed algorithms and ana-
lyze and study the participant task set and running time in
terms of distance weakening.

3. Multitask Participant Selection Model Based
on QoS

The MCS system consists of three parts: task release, user
selection, and data collection. For various needs, it is often
necessary to collect relevant information at a certain time in
certain regions and in real life. Collecting data by themselves
often consumes a lot of time and financial resources. Nowa-
days, the common solution is that the data requester uploads
the task requirements to a certain task distribution platform;
then the cloud server receives the request information and
distributes the task to some practitioners for completion.
Participants receive tasks and perform data perception
according to the task requirements, then upload the data to
the cloud. Cloud cleans the data and packages it to the
requester. In this process, it is undoubtedly crucial to select
the right participants for the perception task, and the quality
of participants directly determines the quality of the collected
data. Aiming at task-centered and user-centered, under the
premise of maximizing service quality, this paper proposes
two multitask distribution participant selection methods,
from the two aspects of maximizing the benefits of the data
platform and participants optimization.

The task platform tends to issue multiple tasks at one
time to form a task set T = {¢,, t,, t5,--+,t,, }. At the same time,
the data platform will have certain restrictions on the task
completion time. Late data is often worthless; this paper
agree that the completion time of each task set T' should
not exceed h hours. There are also certain differences in the
urgency and importance of tasks. In order to ensure the com-
pleteness of the collected data as much as possible and con-
sider the emergencies of the participants and other factors,
we consider that each task requires multiple participants to
complete, and the number of people s; required to complete
each task t, is different. For ease analysis, the completion time
of each task is assumed to be 5 minutes. Suppose there are
U = {uy, u,, Uy, +-,u,,} participants in the task platform, and
the moving speed of each participant is different, V = {v,,
vy, ¥3,:-+,v,, }. The set of tasks that each participant needs to
complete is represented by TU, ={t;;,t;,t;, - }. The sum



of the time taken by the participants to complete tasks and
spent on the trip is lower than required by the platform.
The constraint conditions are defined as follows: D(TU;) is
the total distance the participant needs to move to complete
the task set:

D(TU;
TUi><5+(7’)§h><60, 1<i<m. (1)
1%

This paper integrates the willingness to participate and
the reputation of the participants in completing tasks in the
past, constructing the service quality model of the
participants.

The quality of data uploaded by participants is positively
related to their willingness. For example, the higher the will-
ingness of a participant, the more actively participant will
collect data and the higher the quality the data uploaded; if
a participant adopts a negative attitude to collect data, the
quality will also be low. However, it is not enough to only
consider the impact of participants’ willingness on data qual-
ity; the impact of participants’ objective perception on data
quality is also crucial. We have established evaluation indica-
tors for participation willingness and data quality. In order to
reflect the willingness to participate w; and data quality D, are
equally important, we restrict them to the range of [0,1],
namely,

Currently, there are studies that use distance and other
conditions to define the willingness of participants. Different
participants’ willingness to participate in a task is often differ-
ent and difficult to consider comprehensively. Therefore, this
paper defines participant willingness from another perspec-
tive. In normal circumstances, the longer it takes a partici-
pant to receive the task from the data platform to the
confirmation of acceptance of a task, the lower the partici-
pant’s willingness to participate in the perception task.

The time from when the task is distributed to a partici-
pant to when the participant accepts the task is called hesita-
tion time. And willingness is defined as a function related to
hesitation time. Inspired by social principles [35], the longer
the participants hesitate, the less value they contribute to the
platform. We take the average hesitation time of all partici-
pants as the critical value. If a participant’s hesitation time
is equal to it, his willingness to participate is neutral, and
his willingness value is 0.5.

Based on the above discussion, participation willingness
and hesitation time are modeled as the following functions:

. 1
w,; =1 - max {0, min <5 log;t;, 1)} , (3)

Wireless Communications and Mobile Computing

where w) represents the willingness of the participant, ¢, is the
hesitation time, and ¢ represents the average hesitation time.
It can be seen from the above formula that the longer the par-
ticipants hesitate, the lower their willingness to participate is.

Participants’ untrustworthiness can be obtained from the
historical data of participating in the perception task. No
record of untrustworthiness indicates that participants have
a higher sense of responsibility for participation; the quality
of the collected data will be higher.

For the sake of simplicity, we use an improved reputation
model [36] to describe the reputation of participants, and the
calculation formula as follows:

T+1

_mxﬁ (0<R<1,T>0,F>0). (4)

The closer the value of R is to 1, the higher the reputation
value of participants is. T and F are the records of “true” and
“false” in the participant’s historical task. & is the weighting
factor of the participants’ malicious events; the calculation
formula as follows:

E=2F 0<k<K, -
£=0, k=K.

In this formula, k is the malicious event of some per-
ceived participants, and K is the malicious event threshold
set by the data platform. Once the threshold is exceeded,
the reputation score of the participant will be set to 0. Con-
sidering that the platform’s tolerance for malicious events is
extraordinarily low, participants who uploaded the wrong
information three times can be considered malicious partici-
pants, and K =3 by default during the experiment. A is the
attenuation factor within the threshold range, and the default
value of A is set to 0.8. The reputation of participants can be
infinitely close but not equal to 1. It can be seen from (4) and
(5) that the reputation of a participant who performed the
perception task for the first time is 0.5. With the number of
perception tasks increasing, there is a large gap between the
reputations of participants with no wrong records and those
with wrong records. At the same time, the credibility of par-
ticipants who submit correct data each time should be differ-
ent. Participants who have 10 correct records must be more
credible than those who have only one correct record. When
selecting participants, participants with bad reputations are
often eliminated. Participant reputation constraints & are
established; if R € (0,8), we do not consider choosing this
participant for perception tasks.

Combining the aforementioned reputation model and
participation willingness model, we establish the partici-
pant’s quality of service (QoS), which is calculated as follows:

QoS=wxR. (6)

The configuration or brand of the mobile devices carried
by participants is different; even the sensing data collected by
the devices in the same location may be different. The quality
of sensing device may have a certain impact on the data
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. Delete participants with substandard reputation

. Output task set TU; = {1, t;5, t;3,---} of p;
. Repeat 3~8 until all tasks are completed

O 0 NI N U1 B W~

11. End

Input: task set T, user set U, integrity constraint set C, distance constraint 6, reputation constraint 8.
Output: the participant set P and the completed task set TU.
. Calculate the reputation R of all candidates and the data integrity indicator D

- Select the task with the most people in the task set to be completed as the initial node t;(j=1)

. Calculate the Qos of the participants who meet the condition D > ¢; within the bound distance 8 from the initial task ;;
. Select the participant p;(i > 1) with the highest Qos in 6 range

- Select the task #;;,,)(j > 1) that meet &;,;) < D and closest to the task t;; as the new central task node

. Repeat 4~6, and stop the loop when the time for the participant p; to complete these tasks exceeds the time constraint

10. Output participant set P = {p,, p,, p5,---} and completed task set TU = TU, UTU, U ---TU,

ALGORITHM 1

quality. The complete performance of the data characterizes
the perception of participants. Quantitative research on the
perception of participants’ equipment and professional con-
ditions obviously requires consideration of a variety of posi-
tive and negative related factors; the degree of difference
between the data submitted by participants and the expected
data on the platform can characterize the perception of the
participant.

Evaluate the historical submitted data of participants, cal-
culate the gap between it and the expected value of the plat-
form, and establish data integrity function to characterize
data quality D,. The calculation formula is as follows:

0.8, N=0,

i 1Y (7)
PR

N=>1.

P,is the completeness of the data uploaded by a participant
at historical time ¢, P, € (0, 1), N is the number of historical
tasks completed by the participant, and the larger the value
of D, the more complete the information uploaded by the par-
ticipant high. For the participant who performs the perception
task for the first time, platforms are always willing to give him
more opportunities to complete the task, and the tolerance for
novices is often higher, so we expect the complete perfor-
mance of the participant to submit the task to 0.8. Similarly,
we establish the integrity constraint index e. When D € (0, €)
, the task completion quality of the participant cannot meet
the current task completion requirements, so this participant
will not be considered for the perception task.

The platform’s tolerance for data quality is often higher
than untrustworthy participants. Some tasks are only a rough
perception that can meet the needs of the platform; that is,
the requirements for the quality of participation in each task
may be different. When the platform publishes the task set
T ={t,, t5, t5,--+,t, }, it often gives the corresponding mini-
mum integrity data set C={¢, &,,&;,---,¢,}. As long as the
completeness of the tasks submitted by participants is higher
than this standard, the needs of the platform can be met.

The optimization goal of the participant selection
method proposed in this paper is to minimize the movement

distance of participants under the condition of ensuring ser-
vice quality to maximize the benefits of the data platform.

4. Participant Selection Method

Algorithm 1 proposed in this paper is improved on the basis
of the T-Most algorithm. It is task-centered to select partici-
pants and maximizes the service quality of participants as the
main optimization goal. At the same time, it also takes into
account the minimum number of participants; each partici-
pant should complete multiple tasks in the specified time
and the smallest possible moving distance, while meeting
the data quality requirements of the data platform.

The specific process of participant selection can be consid-
ered as follows: select the task which needs the largest number
of people among the tasks to be completed as the initial task,
and select the participant with the highest service quality
within a certain distance from the initial task to complete the
task. Next, select the task that is closest to the initial task point
and that the participant is eligible to complete as the second
task to be completed. When the second task is completed, take
this task as the initial node, and select the most recent task and
the participant is eligible to complete as the third task to be
completed. Repeat this, and follow the above process until
the task set completed by this participant in / hours is selected.
Eliminate the participant in the above process, and reduce the
number of people required for each task in the task set that
they have participated in by one. According to the above
method, continue to select participants and the corresponding
task set until all tasks are completed.

Algorithm 1 is task-centered for participant selection,
and its main goal is to maximize the Qos of participants,
thereby improving the benefits of data platform. This paper
proposes a participant-centric selection scheme based on
the PT-Most algorithm. Different from Algorithm 1, the
main optimization goal of Algorithm 2 is to maximize the
number of tasks completed by participants and to maximize
the benefits of participants on the premise of meeting the
data quality requirements of the platform.

The specific process of participant selection is considered
as follows: randomly select participants in the user set as can-
didate, and select the nearest task that satisfies the integrity
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Output: the participant set P and the completed task set TU.

. Delete participants with substandard reputation

. Output task set TU; = {t;;, t;5, t;3,- } of candidate \p;;

0N U e W

12. End

Input: task set T, user set U, integrity constraint set C, distance constraint 6, reputation constraint J.
1. Calculate the reputation R of all candidate participants and the data integrity indicator D

- Randomly select a user in the participant set as the task candidate p;;

. Select the task t; (k= 1) that satisfies the condition &, < D; closest to the user p ;; within the constraint condition as the initial task
. Select the closest task #,;) that satisfies &,; < D; under the distance constraint from task ; as the next task

- Repeat 5~6, and stop the loop when the time for the participant p;; to complete these tasks exceeds the time constraint

- Execute 3~8 in a loop to determine the task collection of each candidate p;; within the time constraint TU;
9. Choose the participant p; with the largest task set to complete the task set TU;

10. Repeat 3~10 until the task set of each participant who meets the constraints is determined
11. Output participant set P = {p,, p,, p5,---} and completed task set TU = TU, UTU, U ---TU,

ALGORITHM 2

constraint within the range of this candidate 0 as the initial
task. Next, select the task that is closest to the initial task
and the candidate is eligible to complete as the next task. This
is repeated until the task set for each participant within the
agreed time is selected. Choose the candidate with the most
tasks as the first participant. Eliminate the participants in
the above process, and reduce the number of people required
for each task in the task set by 1. According to the above
method, continue to select the participants and the corre-
sponding task set until all tasks are completed.

Algorithm 1 is a task-centric algorithm. The time com-
plexity of the algorithm is directly related to the number of
tasks. The time complexity of Algorithm 1 is n!. Algorithm 2
is a user-centered selection algorithm. As the number of tasks
increases, the number of participants x required increases. The
value of x will affect the amount of calculation of Algorithm 2.
The time complexity of Algorithm 2 is m!/(m — x)!, where m is
a participant whose credibility meets the standard.

5. Experimental Evaluation
5.1. Data Set and Experimental Settings

5.1.1. Data Set. This paper selects a real data set and a simu-
lated data set to evaluate the participants’ preferred schemes
in multitasking conditions.

(1) Real data set: this paper uses the crowdsourced task
allocation data set of the Chinese Society of Industrial
and Applied Mathematics. The data set contains 835
tasks and 1877 participants in the four cities of
Guangzhou, Shenzhen, Foshan, and Dongguan. On
the basis of this data set, we randomly assign a task
complete index & for each task to be constrained,
and at the same time, assign a certain speed value to
each participant randomly to represent their true
moving speed; the value is 50-1000 m/min. The data
set also provides the participant’s reputation score R
; we map it to [0,1]. Table 1 summarizes the parame-
ter settings for this data set.

TaBLE 1: Real data set parameter settings.

Parameter Description Parameter
value

m Number of perception tasks 835

n Optional participants 1877
Participant reputation [0,1]

e Minimum .task integrity (0,1]

requirement
v Participant moving speed 50-1000 m/min

(2) Simulation data set: this paper follows the existing
data generation method to generate a simulation data
set. Evenly distribute the perception task and the
location of the participants in a rectangular plane of
20 km x 20 km. In addition, set a reputation parame-
ter R within the range of [0,1] for each participant. In
the process of the experiment, we consider task sets
and participant sets of different sizes, from
{100,200,500,800} and {50,100,150,200}; select m per-
ception tasks and » participants to combine. And
specify the same other parameters as the real data
set for the simulated data set. Table 2 summarizes
the parameter settings of the simulation data set.

5.1.2. Experimental Setup. Since the real data set used in this
paper has given the task location and the participant’s current
location, the generated simulation data set is also randomly dis-
tributed on the participant and task location; we will not take
other considerations of location information. However, in real
life, participants and tasks are often not connected in a straight
line. Considering the buildings and traffic routes is more in line
with the real situation. Choosing a suitable path obviously
requires a special study. Since the content of this paper is the
preferred plan of the participants, for the convenience of the
experiment, we use the Euclidean distance between two points
to represent the distance that needs to be moved.
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TaBLE 2: Simulation data set parameter settings.

Parameter Description Parameter value
m Number of perception tasks {100,200,500,800}
n Optional participants {50,100,200,300}
R Participant reputation [0,1]

£ Minimum task integrity requirement [0,1]

v Participant moving speed 50-1000 m/min

In the subsequent experiments, in order to facilitate
the comparison of algorithm performance, we default that
each task requires 5 users to complete without special
instructions. At the same time, set the completion time
of each task to 5 minutes, and the completion time of
each task set to 2 hours.

This paper considers experimental design from two
aspects. The first is to study the parameters of the algorithm
and compare the experimental results to select the most suit-
able distance constraint 0. At the same time, in the case of
changes of the perception task and the number of partici-
pants, the performance of the algorithm is considered; the
second is to consider the quality of the collected data and
evaluate the effect of the algorithm.

5.2. Experimental Results

5.2.1. Selection of Suitable Distance Constraint 6. This exper-
iment is conducted on the real data set and the simulated
data set. For the real data set, we determine the appropriate
0 through experimental comparison; for the simulated data
set, on the basis of changing the number of perception tasks
and the number of participants available for selection, we
conducted multiple experiments to verify the effect of 0
changes in different task densities and participant densities
on the platform’s revenue and then chose the appropriate 0
restrictions.

The larger the range of 0, the higher the QoS of the
selected participant will undoubtedly be. However, when
pursuing higher QoS, the time required for the participant
to complete the task will be higher, which increases the cost
of the platform. We define participant’s revenue as task rev-
enue and travel revenue and establish a pricing mechanism
for the participant’s revenue time. The longer the participant
takes to reach a certain task, the higher the participant’s
travel revenue will be, and the platform’s variable expenses
will be larger. For simplicity, we establish a linear time expen-
diture function to characterize the variable expenditure of the
platform. Its function can be set as follows:

P(u) = kt. (8)

P(u) is the variable expenditure of the platform, ¢ is the
time required for the participant to reach the next task point,
and k is the movement cost per unit time. For simplicity, set
the value of k to 1.

3.0

Y

T T
500 1000 1500

(=}

—@— Algorithm 1
-l Algorithm 2

FiGurek 1: The influence of the change of 0 value on the real data
set .

At the same time, pricing is based on the data collected by
the participants. The higher the service quality of the partic-
ipants, the greater the revenue of the data platform. We
establish a step-type pricing model. The pricing model is as
follows:

10QoS : 0<Qo0S<0.2,
2+10(QoS -0.2): 0.2< QoS <0.5,

7+10(QoS - 0.5): 0.5 < QoS < 0.8,
10 +10(Q0S - 0.8): 0.8 < QoS < 1.

Among them, G(u) is the income that the platform can
finally obtain with the improvement of QoS.

And set the objective function y to represent the final
return of the platform as the distance changes and consider
the impact of changes in O on the platform’s return. The y
function is expressed as follows:

y=G(u) - P(u). (10)

Figure 1 is the result of the experiment on the real data
set. It can be clearly seen that with the relaxation of the
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FiGURE 4: The impact of changes in the number of tasks on algorithm performance.

constraints, the final revenue of the platform will first
increase and then decrease and, when the constraint distance
is greater than 900 m, the revenue of the platform will signif-
icantly decrease; this should be consistent with the actual sit-
uation. Too short a distance constraint is difficult to select
participants with better service quality, which will make the
platform’s revenue less than the optimal level; and the value
of 0 is selected too large; although participants with better
QoS can be selected, the distance the users needs to move will
increase, which will undoubtedly increase the additional
expenses of the platform.

Figure 2 is the experimental result of the dynamic combi-
nation of the number of tasks and the number of participants
on the simulated data set. It can be seen that as the number of
tasks distributed and the number of participants changes, the
distance when p reaches the maximum value also changes
greatly. Too high or too low 0 will make the y value lower.
Therefore, it is not easy to select the most appropriate value
of 0 for different data, but it can be seen from Figure 2 that
in view of the changes in the number of tasks and partici-
pants, most data will achieve better results in the condition
of 0 € [500,800]. In subsequent experiments, if there are no
special instructions, we default 8 = 600 as the distance con-
straint value.

5.2.2. The Impact of Changes in the Number of Tasks on the
Algorithm. The number of tasks issued by the platform
is not constant. This experiment considers changing the
number of tasks distributed each time when other factors
are determined to make the selection of participants.
Figure 3 shows the results of a comparison experiment
between Algorithm 1 and T-Most algorithm. As the num-
ber of tasks increases, the gap between the number of
participants selected by Algorithm 1 and the T-Most
algorithm is not too large. Even in some certain tasks,
Algorithm 1 will select fewer users. Regarding the num-
ber of tasks assigned to users on average, there is not
much difference between Algorithm 1 and T-Most. In
terms of moving distance, because Algorithm 1 weakens
the distance constraint, the moving distance of partici-
pants in the T-Most is less than that in Algorithm I,
but in the index of “totaldistance x number of people,”
in the two algorithms, the performance effect is not much
different. The optimization goal of the T-Most is to min-
imize the distance and reduce the cost. Algorithm 1 is
not so strict in the distance requirement but pays more
attention to the service quality of participants. So on
the platform’s final profit evaluation index y, Algorithm 1
achieves significantly better results than T-Most, which is
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FIGURE 5: The impact of changes in the number of candidates on algorithm performance.

consistent with what we envisioned when proposing the
algorithm.

Figure 4 shows the results of a comparison experiment
between Algorithm 2 and PT-Most. Like the results in
Figure 3, when the gap between other indicators is not obvi-
ous, the effect of our proposed algorithm 2 on the evaluation
index y is obviously better than that of PT-Most.

5.2.3. The Impact of Changes in the Number of Candidates on
the Algorithm. In the process of participant selection, in
addition to the number of tasks to be completed that
has a great influence on the selection, the number of par-
ticipants to be selected will also have an impact on the
selection effect to a large extent. The more candidates
there are, the closer the selected participant will be to
the task, and the quality of service for participants will
be further improved. This experiment changes the number
of candidate participants in the task area when the task to
be completed is constant. The evaluation indicators are the
same as the previous experiment. It can be seen from
Figures 5 and 6 that as the number of candidates in the
area increases, the number of participants selected by the
four algorithms and the average number of tasks com-
pleted by each participant did not change much, and there
was not much difference in quantitative indicators. How-
ever, as the number of candidates increases, the total
distance that participants need to move and distance x

number of people indicators will drop rapidly. The experi-
mental results are in line with our expectations. As the
number of candidates increases, the closer the selected
participant will be to the task, the corresponding move-
ment distance will decrease. In terms of task completion
quality, it is obvious that the two algorithms mentioned
in this paper are better than T-Most and PT-Most. As
the number of candidates increases, the performance of
the two algorithms in this paper will get better and better
on the y index, while T-Most and PT-Most have no obvi-
ous changes.

5.2.4. Perceive Time Changes. The specified completion time
of task is also a major factor affecting the performance of
the algorithm. This experiment changes the limited time to
1h, 2h, and 3h for experimental comparison and analysis
of various situations when the number of tasks remains
unchanged. It can be seen from Figure 7 that with the relax-
ation of the time limit, the number of tasks performed will
continue to decrease and the number of tasks that each user
needs to complete increases accordingly. The moving dis-
tance increases slightly, and the index of distance X number
of people also shows a downward trend. Compared with
the comparison algorithm, the two algorithms in this paper
have no obvious difference in the above four indicators. In
most cases, the algorithms in this paper have similar effects
to the comparison algorithm. On the y index, the algorithm
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proposed in this paper is significantly better than the two
comparison algorithms, and with the relaxation of the time
limit, the y index of our algorithms has a gradual upward
trend.

5.2.5. Change the Number of People Required for Each Task.
The above experiments are conducted under the premise that
each task requires 5 participants to complete. But in real life,
due to the difficulty level of each task, the different require-
ments of the data requester for data quality, and the differ-
ence in the budget for each task, the number of participants
required for each task is not the same. Therefore, this exper-
iment will study the changes of the five comparative indica-
tors in the above experiment under the condition that the
task requires the same and different participants.

In order to facilitate the experiment, we set the number of
tasks to be completed to 20. Under homogeneous conditions,
each task requires 10 participants to complete. Under hetero-
geneous conditions, the number of people required to set
tasks is 5, 10, and 15 and accounted for 25%, 50%, and 25%
of the total number of tasks; that is, 5 tasks require 5 par-
ticipants to complete, 10 tasks require 10 participants to
complete, and 5 tasks require 15 participants to complete.
We generate two 3 km x 3 km rectangular areas to simulate
the real environment and make the participants and tasks
evenly distributed on the rectangular plane. In the two
scenarios, except for the differences in the participants
required for the task, the other parameter settings are
roughly the same.

It can be seen from Figure 8 that there is a big difference
when the participants required by the task are different and
when the participants required by the task are completely
consistent. Algorithms 1 and 2 have certain weaknesses in
the first four comparison indicators, which is consistent with

our expected situation. However, comparing Algorithms 1
and 2 longitudinally, we find that in terms of the number of
participants and the average number of tasks completed,
Algorithm 1 has achieved better results under the condition
of task isomorphism. Under the condition of heterogeneous
tasks, Algorithm 2 performs better. In terms of moving dis-
tance, Algorithm 2 has moved a longer distance compared
to Algorithm 1 under both conditions, because the main goal
of Algorithm 2 is to maximize the completion of tasks for
each participant, this result is also in line with expectations.
On the index of distance x people, Algorithm 1 is superior
to Algorithm 2. On the y factor, the two algorithms proposed
in this paper are undoubtedly superior to the existing
algorithms.

6. Conclusion

This paper studies the participant selection method in the
multitask situation in MCS. Based on the participant’s histor-
ical task completion, the reputation and willingness of partic-
ipants are used to establish a service quality model, aiming at
task-centered and participant-oriented for the center; we
establish a preferred plan for participants based on service
quality. Under the condition of satisfying service quality
constraints and distance constraints, the requirements of
minimizing platform expenses and maximizing user bene-
fits can be achieved. We establish a data quality pricing
function and quantitatively evaluate the data uploaded by
participants. In terms of experimental evaluation, we have
compared multiple index factors with the T-Most and PT-
Most. The experimental results show that the two algo-
rithms proposed in this paper have no obvious gap with
the comparison algorithm in terms of participant selection
evaluation indicators. However, in terms of data quality,
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our algorithms are significantly better than the control
algorithm. Our participant selection program based on
QoS can effectively select better participants, thereby
greatly increasing platform revenue.

In the follow-up research, we plan to study the heteroge-
neity of users and the law of historical movement to further
improve the quality of service.
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Internet of Things realizes the leap from traditional industry to intelligent industry. However, it makes edge devices more
vulnerable to attackers during processing perceptual data in real time. To solve the above problem, we use the zero-sum game to
build the interactions between attackers and edge devices and propose an antiattack scheme based on deep reinforcement
learning. Firstly, we make the k NN-DTW algorithm to find a sample that is similar to the current sample and use the weighted
moving mean method to calculate the mean and the variance of the samples. Secondly, to solve the overestimation problem, we
develop an optimal strategy algorithm to find the optimal strategy of the edge devices. Experimental results prove that the new
scheme improves the payoff of attacked edge devices and decreases the payoff of attackers, thus forcing the attackers to give up

the attack.

1. Introduction

Internet of Things (IoT) [1, 2] integrates various sensors or
controllers with sensing and monitoring capabilities as well
as advanced technologies (e.g., mobile communication tech-
nology and intelligent analysis technology) into all aspects of
industrial production, realizing the leap from traditional
industry to intellect industry. It has been widely used in logis-
tics [3, 4], transportation [5], energy [6], and so on. During
the application process of IoT, mass perception data is pro-
duced in end devices, which requires the edge devices to have
higher real time, security [7, 8], and privacy [9, 10]. However,
edge devices are usually located in a nearby user or on a rout-
ing path to the cloud, making them more vulnerable to
attackers. For example, machine learning models on edge
devices during the training period are vulnerable to well-
designed adversarial examples [11, 12]. UPGUARD, an
American cybersecurity firm, found that hundreds of mil-
lions of Facebook user records stored on Amazon’s cloud
computing servers could be easily accessed by anyone.
Tens of thousands of private Zoom videos are uploaded
to the public web page that anyone can watch online.

The above threats can cause network penetration, personal
data theft, and the epidemic spread of intelligent computer
viruses. Therefore, preventing attacks and ensuring data
security are the key to improve the efficient application
of this system.

Currently, resisting malicious attackers mostly adopts
traditional skills in IoT, such as encryption method and iden-
tity management technology. The encryption method is the
most common traditional skill [13, 14]. However, due to
the limited resources of edge devices in IoT, making the light-
weight encryption program becomes one of the biggest chal-
lenges. Identity management technologies are the first line of
resisting malicious attackers. However, the existing identity
management technology cannot achieve identity authentica-
tion between multi-layer architectures. In recent years, a few
emerging safety precaution technologies are widely used in
IoT [15-17], such as trusted execution environments and
machine learning technologies. However, most machine
learning technologies, which are based on the assumption
that training data remains constant during training, are
incompatible with the environment where the data changes
dynamically in real-time in IoT [18, 19].
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FIGURE 1: The structure diagram of the proposed scheme.

Inspired by the above schemes, from the point of view of
attacker payoffs, we build the interactions between edge
devices and attackers as the zero-sum game and propose an
antiattack scheme for edge devices based on deep reinforce-
ment learning. The structure diagram of the proposed
scheme is shown in Figure 1. The major contributions are
as follows:

(1) To find the optimal strategy of edge devices, we pro-
pose the k NN-DTW algorithm to find a similar sam-
ple to the current sample and then use the weighted
moving mean method to calculate the mean and the
variance of the samples;

(2) To weaken the influence of time series’ irregularity,
we emphasize the influence of the latest data on fore-
cast value and then set weight for samples by the law
that the object is big when near and small when far;

(3) To overcome the overestimation problem of the opti-
mal strategy, we design an optimal strategy algorithm
to find the edge device’s optimal strategy by maxi-
mizing their accumulated payoft and then achieve
the purpose of defending against attackers.

The structure of this paper is as follows: in Section 2, we
define problems that we seek to solve in this article. In Sec-
tion 3, we discuss the antiattack scheme for edge devices. In
Section 4, we verify the effectiveness of the antiattack scheme
for edge devices. Section 5 contains conclusions and future
research.

2. Related Work

This section introduces the latest development and research
of antiattack schemes from two aspects: traditional security
protection schemes and emerging security protection
schemes in IoT.

2.1. Traditional Safety Precaution Technologies. Homomor-
phic encryption, differential privacy, and identity authentica-
tion are three traditional protection technologies.
Homomorphic encryption can process sensitive data without
decryption to protect data privacy. Lu et al. [20] encrypted
structured data by using homomorphic Paillier crypto-

graphic system technology. Tan et al. [21] used the technique
of finite field theory and proposed a private comparison algo-
rithm based on full homomorphic encryption for encrypted
integers. Differential privacy technology is used to ensure
the privacy of any single item in the data set under the statis-
tical query. Wang [22] proposed a data-driven spectrum
trading solution that could maximize the income of PUS
and retain SU’s privacy differences. However, the computing
resources on the edge devices are quite limited and cannot
support the huge computing power consumed by using
encryption schemes. Identity management technologies can
set access authority by identity management and access con-
trol to prevent illegal user intrusion. Alizadeh et al. [23] sum-
marized authentication technology in mobile cloud
computing. Malik et al. [24] proposed an identity authentica-
tion and expeditious revocation framework based on the
blockchain, which can quickly update the status of revoked
vehicles in the shared blockchain. Zhang et al. [25] proposed
a smart contract framework comprised of several access con-
trol contracts, a judge contract, and a registered contract,
which gave a trusted access control strategy. However, using
an access control strategy for precautions makes it hard to
clear different users’ roles and their rights in IoT.

2.2. Emerging Safety Precaution Technologies. The improve-
ment of traditional security schemes can be used to enhance
the security of edge devices in the IoT [26]. With the rise of
artificial intelligence, some emerging security prevention
technologies, such as trusted execution environment and
machine learning technology, are gradually used to improve
the security of edge devices in the IoT. The trusted execution
environment [27] can be used to ensure the security of the
running environment of the software. Running an applica-
tion in a trusted execution environment can guarantee the
security of data even if edge devices are compromised.
Trusted execution environment, such as trustzone, intel
management engine, and ARM trustzone, are quite popular.
Han et al. [28] built a complete framework that supports vis-
ibility into encrypted traffic and can be used in secure and
functional networks. However, trusted execution environ-
ment usually has its loophole, such as Qualcomm loopholes,
and trustonic loopholes. Ghaffarian and Shahriari [29] pro-
posed a neural vulnerability analysis method based on cus-
tom intermediate graph representation of the program for
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software vulnerability analysis. Scandariatio et al. [30]
explored machine learning-based text mining to predict
security loopholes in a software source code. However, most
machine learning methods assume that statistical data
remain unchanged during the training process, but the data
in the IoT changes dynamically in real time.

3. Problem Definition

In this article, we build the interactions between edge devices
and attackers as a zero-sum game [31]. Namely, the payoff of
attackers equals the loss of edge devices. In each round of
interaction, the attacker attacks the sample from edge devices
to gain illegal payoff, and the edge device plays his strategy to
defend against attackers. Previous studies usually determine
the optimal strategy of edge devices by calculating the Nash
equilibrium in the handcrafted abstraction of the domain
[32]. Currently, some researchers introduce the recursion
technique to the neural network to determine players’ opti-
mal strategy by predicting human action in a strategic envi-
ronment. From [33], the payoff function of edge devices
can be defined as

1
U(a,u,C)=log (a"u) - ——_a"Ca, 1
(a4, C) =log (a" ) 2 @) (1)

where a is the strategy vector of edge devices, that is, a =
T T,

{ay, a5 - a,} 54 pp={py 4y, -+, ) is sample mean pay-

off; and C is the covariance matrix of sample payoff. As can

be seen from Equation (1), if we know the sample mean pay-

off and the covariance matrix, we can determine the optimal

strategy of edge devices by maximizing the payoff function.
That is,

a" € arg maxU(a, y, C). (2)

However, the sample mean payoff and the covariance
matrix are unknown. But, we can take advantage of the sim-
ilarity between the historical sample and current sample to
predict the sample mean payoff and the covariance matrix
and then determine the optimal strategy of the edge device.

When we determine the optimal strategy of the edge
device, we should try to resolve the following three problems:
(1) during the process of measuring similarity between sam-
ples, we need to avoid using improper measuring methods
which might cause the disappearance of optimal solution;
(2) during the process of calculating the sample mean payoff
and covariance matrix, we need to weaken the influence of
time series’ irregularity; (3) during the process of finding
the optimal strategy of edge devices, we need to break the
correlation between training samples and solve the problem
of overestimation.

4. Antiattack Scheme for Edge Devices

This section introduces the following three problems that we
seek to solve: how to find the sample that are similar to the
current sample, how to calculate the mean value and the

covariance matrix, and how to calculate the optimal strategy
of edge devices to resist attackers.

4.1. Measuring Similarity of Sample. To find a sample similar
to the current sample, we propose the k NN-DTW algorithm
to determine the category of the current sample and then find
the similar sample with the current sample. The k NN-DTW
algorithm is a combination of the k-nearest neighbor algo-
rithm and the dynamic time warping method (DTW); the k
NN algorithm classifies the current sample and the DTW
method finds the similar sample in the same category sam-
ples with the current sample.

In the k NN algorithm, the choice of k has a significant
impact on the classification results. We use the bootstrap
method to find the optimal value of k. Assuming the value
of k and the probability of time series being correctly classi-
fied p satisfy the following regression model,:

b= hl B) 4 i=1,2,0m ®)

where h(-) is the mapping from k to p, f8 is a coefficient vec-
tor, and {¢;} is a numerical vector, i.e., F(x). We use the least

square method to estimate f3, i.e., E =g(p,»-»p,)> make the
regression residual empirical distribution function to esti-
mate F(x), and apply the bootstrap method to estimate the

~

covariance matrix Var(f3) of . If the estimation error of each

o~

coefficient (the square root of the diagonal element in Var(f3)
) meets the threshold ¢, the value of k can be determined by
maximizing p.

After the category of the current sample is determined by
k NN, we use DTW to measure the distance between the cur-
rent sample and the historical sample. DTW method locally
scales two samples on the time axis to make the morphology
of the two sets, so that the DTW method can measure the dis-
tance between time samples that have different lengths. Com-
paring with Euclidean distance, the DTW method is more
elastic and supports local time shifts and in the length of time
series, but the time and special complexity of this method is
O(nm), where n and m are the lengths of two time series,
respectively. To decrease the space and time complexity of
the DTW method, we apply early abandoning method to
optimize the computations of the DTW method. The detailed
process is as follows:

Step 1. Given two time series X and Y,

X= (51, 2%,),

(4)
Y=Y Ym)s
where 7 is the length of time series X, and m is the length
of time series X
Step 2. Define the warping path as P=p,,p,, -, Py
where max (n,m) <K <m+n+1, p,=(i,) is the kth ele-
ment in warping path P, i is the ith cell of time series X,
and j is the jth cell of time series Y, the i and j of p, = (i, j)
are monotonically increasing,

.l

pi= ()b = (i) i< <ivLjsj <je 1 (5)



Specially, when calculating warping path, it must ensure
that every coordinate in the time series X and Y is involved.
That is, the calculation starts from p; = (1, 1) and ends at p,
= (n,m)

Step 3. Find the warping path between two time series
with the shortest cumulative distance,

K
P =arg min Zpk. (6)
PeeP k=1

To obtain the warping path with the shortest cuamulative
distance, Eq. (6) can be solved iteratively by using the
dynamic programming method

D(i, j) = Dist(i, j) + min {D(i - 1, ), D(i, j— 1), D(i— 1, j— 1)}
(7)

Step 4. Set the distance threshold ¢, € > 0, if the distance
D(i, j) > ein cell (i, j), the calculation of the distance between
two time series on the path will be terminated

Step 5. Determine the distance between two time series
D (n,m)

4.2. Calculating the Mean Value and the Covariance Matrix.
To weaken the influence of time series’ irregularity, we
emphasize the influence of the latest data on forecast value
and set weight for samples by the law that the object is big
when near and small when far. Namely, the sample elements
that are close to the prediction period will be given a rela-
tively big weight. We use the weighted moving average
method to calculate sample’s mean value. That is,

_ YW Y Wity W

Hy , (8)

W, + W,_y W,

where w;, refers to the weight of sample data y,; it follows the
rule that weight decreases as the distance increases, i.e., w,
>w,_; >+ >w,;. Accordingly, the covariance matrix C can
be calculated as

C=E[(X —ux)(Y —uy)] )

4.3. Preventing Malicious Attacks. After finding the similar
sample, we first take the mean payoff and covariance matrix
of the similar sample as the mean payoff and covariance
matrix of the current sample, respectively. And then, to
weaken the influence of time series irregularity, we empha-
size the influence of the latest data on forecast value and set
weight for samples by the law that the object is big when near
and small when far. Finally, we find the solution to the opti-
mal strategy of edge devices by maximizing the payoff func-
tion. The detailed process is shown in Algorithm 1.

However, the above method is prone to overestimation.
To solve the above problem, we design Algorithm 2 to find
the optimal strategy of the edge devices by maximizing their
accumulated payoff.

Reinforcement learning is aimed at maximizing the
reward for the long term to find the payoff maximum of
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Input: Similarity sample set W;
Output: Optimal strategy a™;
1: for n=2: N do

2:  Calculate similarity with DTW;
3: if similarity <1 then

4 Continue;

5: else:

6: Up =max,U(a, y, C);

7: end for

8: return a™*

ArgoriTHM 1: Optimal strategy.

the agent. Thus, players of the game are transformed into
separate agents. We use Deep Q Network to find the agent’s
optimal strategy. In this algorithm, the state set S of agent is
defined as S= {s;,s,}, where s; means that the current data
is normal (not attacked) and s, means that the current data
is abnormal (already attacked); the above states can be
described by the Markov decision process. The action set A
is defined as A={a,,a,}, where a, means that the agent
accepts the current data set, a, means that the agent rejects
the current data set, and action reward R is defined as

(10)

{l,a=al,s=s1 ora=a,,s=s,,

-1, others.

The agent interacts with its fellow agents and stores its
experience of strategy transitions (sj,aj,rj, sj+1) in replay
memory R. To break the correlation between training sam-
ples, during the process of training, we select samples ran-
domly from replay memory R to train model for finding
the optimal strategy of the agent. The detailed process is
shown Algorithm 2, where Q is the payoff when the agent

adopts the optimal strategy.

5. Stimulation Results

We use the Anaconda-integrated development tool to vali-
date the proposal. First, we analyze the feasibility of weaken-
ing the influence of time series irregularity to prove the
reasonableness of setting sample data’s weight according to
the rule of the object being big when near and small when
far. Second, we compare the DTW method with seven classi-
cal distance methods like correlation distance, Jaccard dis-
tance, and cosine distance to verify the reasonableness of k
NN-DTW. Finally, we apply optimal strategy to the rock-
paper-scissors game [34] to verify the practicability of opti-
mal strategy by comparing the winner (choose winner’s strat-
egy) and opponent (choose opponent’s strategy) strategies.

5.1. Feasibility Analysis of Weakening the Influence of Time
Series Irregularity. Tables 1-3 analyze the influence of
weighting weights on each parameter in the target payoft
function according to the law that the object is big when near
and small when far. To better describe the complete process,



Wireless Communications and Mobile Computing 5

01: Initialize replay memory R;

02: Initialize anticipatory parameters #;

03: Initialize target function Q with weight 9;

04: forepisode = 1, Mdo

a’®
05:  Set policy o ;
B1-n

06: Receive initial observation state s; and reward r;

07: fort=1, Tdo

08: Select action at from policy o;

09: Execute action at and observe reward r,,; and observe new state s, ;

10: Store transition (s, a,, 7,,1,5,,;) in R;

11: Sample random minibatch of transition (sj, a1, +1) from R

12: ift terminates at step ¢ + 1then

13: Q=14

14: else

15: Qt:rt+rmaxa”1Q(11at+ (T=n)Bls,);

16: end if

17: Perform a gradient descent step on (Q — Qt)2 with respect to network parameters;

19: Periodically update the target networks Q;

20: end for

21: end for

AvrGoriTHM 2: Optimal strategy.
TaBLE 1: Sample dataset. TaBLE 2: Player’s mean payoff comparison.
Number  Data 1l Data 2 Data 3 Data 4 Weight Value Data 1 Data2  Data3 Data 5
1 2244 2195 2196 1582 0.099066  Mean payoff 21251 20448 20775  15.849
2 23.01 21.94 22.67 16.69 0.08585 Weight mean payoff ~ 21.9937  21.219 21.5435  16.1693
3 23.1 224 22.4 16.43  0.082904 Error 0.742695 0771  0.7685  0.3203
4 232 21.7 21.88 1584  0.07981 Action 1 1 1 0
5 21.51 20.85 21.44 15.66 0.078681
6 22.08 21.3 21.45 16.2 0.073956 Table 3 shows the effects of weakening the influence of
7 21.86 2115 2179 15.97 0.07361 time series irregularity on the parameters of the objective
8 21.39 20.77 21.11 16.65 0.07244 function (e.g., C). According to the table, setting the weight
9 21.43 20.85 21.23 1645  0.067382 of the data according to the rule of the object is big when near
10 21.48 20.96 21.25 15.89 0.051061 and small when far has a greater influence on C and a weaker
11 21.19 20.8 21.1 16.56 0.046455 inﬂuence on' log(aT‘u.). Therefo.re, the Proposed method can
12 2 2104 2 1654 0.045742 weaken the irregularity of the time series.
13 22.47 21.5 21.64 16.28 0.03978 . .
5.2. Verification of the Reasonableness of k NN-DTW. To ver-

14 216 2074 2081 1644 0.03306 ify the reasonableness of combining DTW method and kK NN
15 2048 19.51 19.88 16.11 0.028871 algorithm, Figure 2 shows the DTW method with seven clas-
16 20.19 19.75 19.8 15.9 0.019483 sical distance methods like correlation distance, Jaccard dis-
17 20.06 18.16 18.59 15.1 0.010127 tance, and cosine distance. From Figure 2, we can see that
18 18.77 18.06 1831 1451 0.004814 the cosine distance and Chebyshev distance are the worst.
19 18.35 176 182 14.06 0.003591 For ex?mple, \;vhen th(e): rago of tlhe s?m}f elem.ent; .in the
20 18.41 1773 17.99 13.88 0.003319 range from 20% to 33%, the results of the Cosine distance

we set each sample dataset only has 20 data and make the
weight for each sample, as shown in Table 1. Table 2 shows
the prediction error between the weighted mean and mean
under the same strategy profile (1,1,1,0), where 1 means
that the edge device accepts the data, and 0 means that the
edge device rejects the data.

are all 0.79 while the ratio of the same elements in the range
from 6% to 67%; the results of the Cosine distance are all 0.66.
Therefore, cosine distance and Chebyshev distance are not
suitable for measuring the distance between the samples in
this paper. Although other methods also produce the same
results, the number of the same results is less than that of
cosine distance and Chebyshev distance. For example, the
results of the DTW method are the same if and only if the
ratio of the same elements is 80% or 87%. And the results
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TaBLE 3: The influence of time series irregularity.
Parameter alu C a’Ca log(a’ )
[2.15 2.10 2.07 0.99]
2.10 2.18 2.14 1.03
No-weight 62.47 19.09 1.80
2.07 214 215 1.03
01099 1.03 1.03 0.69 |
[0.49 0.48 048 0.35]
0.48 0.46 047 0.34
Weight 64.76 4.29 1.81
0.48 0.47 0.48 0.35
1035 034 035 0.25)
5 2.5
<
2.0
151 -
Y E
3
0.5
0.0 -
- - - - - - - - 0.0 0.2 0.4 0.6 0.8 1.0
006 02 033 047 06 073 087 1
. Ratio
Ratio
R . . —a— Correlation distance —v— Chebychev
- M%mhattan. d1.stance —a— Euclidean }cils(;ance e Jaccard distance e DTW
—e— Minkowski distance —v— DTW metho —a— Cosine distance
(a) Similarity comparison (I) (b) Similarity comparison (IT)
FIGURE 2: Similarity comparison.
samples, while the results measured by these two methods
TabLE 4: Payoff matrix. varied greatly whc?n the data in thc? two samples varied from
87% to 93%. While the Jaccard distance and DTW method
Player1/2 Rock Scissors Paper have a similar impact measuring the distance between sam-
Rock 0.0 2 2 22 ples, the results measured by these two methods varied
. . . o
Scissors 2.2 0.0 22 slightly when the data in thg two samp.les varied from 87A)
to 93%. The DTW method is more suitable for measuring
Paper 2,-2 2,2 0,0

of Euclidean distance are the same if and only if the ratio of
the same elements is 47% or 53%.

By comparing Figures 2(a) and 2(b), it can be seen that
DTW method works best, followed by Jaccard distance. For
example, when the number of the same elements is 80%,
87%, and 93%, the results of Jaccard distance are 0.2, 0.13,
and 0.07; the results of Euclidean distance are 0.52, 0.41,
and 0.01; the results of Manhattan distance are 0.74, 0.42,
and 0.01; and the results of DTW method are 0.27, 0.17,
and 0.0004, respectively. From the above results, we can draw
a conclusion that Euclidean distance and Manhattan distance
have a similar impact on measuring the distance between

the distance between samples; this is because the DTW
method can measure the distance between samples of differ-
ent lengths. Therefore, we combine the DTW method with
the k NN algorithm to measure the distance between samples.

5.3. Application of Antiattack Scheme. First, we need to define
the rock-paper-scissors game’s payoff matrix, as shown in
Table 4. The rock-paper-scissors game is a typical example
of zero-sum game. In the game, two players have the same
strategy set, which is (rock, paper, scissors). If two players
play the same strategy, then both of them get 0 for a draw;
otherwise, the winner gets 2 and the loser gets -2.

Figure 3 shows the changing trend of payoft that player 1
and player 2 play optimal strategy, winner strategy, and
opponent strategy in the initial states S, = {scissors, rock}
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TaBLE 5: Total payoff comparison.
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and S, = {rock, scissors}. In the figure, winner vs. optimal
means that player 1 plays winner strategy and player 2
players optimal strategy in the game. Similarly, we can know
the meaning of opponent vs. optimal and winner vs. oppo-
nent. Figures 3(a)-3(d) show the payoft of player 1 and
player 2 in S, and S, states, respectively. From Figure 3(a),
we can see that due to player 1 adjusts scissors strategy to
rock strategy when starting the second round of the game,
the payoft of player 1 is -2 in the first round, and the payoff
of player 1 is 2 in the second round. It is worth noting that
the payoft trend of player 1 and player 2 is the same in winner
vs. optimal and opponent vs. optimal because the strategies
adjusted by winner strategy and opponent are the same in

the initial state S,. According to Figures 3(a)-3(d), we can
draw a conclusion that the optimal strategy is optimal in state
Sy> while in state S;, optimal strategy is superior to winner
strategy and inferior to opponent. As can be seen Table 5,
the overall payoft of players is same in opponent strategy
and optimal strategy. To sum up, optimal strategy scheme
can help to determine the player’s strategy and maximize
the player’s payoff.

6. Conclusion

In IoT, defending against attacks by determining the optimal
strategy of the edge device for ensuring data security is the
key to improve its effectiveness. In this article, we propose
an antiattack scheme for edge devices based on deep rein-
forcement learning to solve this issue. And the core of this
scheme is he optimal strategy algorithm. Detailed simulation
experiment verified the effectiveness of this new scheme.



In future studies, we will focus on creating a new method-
ology to determine the similarity between data samples and
use machine learning approaches to solve more data security
problems.
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Internet of Things (IoT) brought great convenience to people’s daily lives. Meanwhile, the IoT devices are facing severe attacks from
hackers and malicious attackers. Hackers and malicious attackers use various methods to invade the Internet of Things system,
causing the Internet of Things to face a large number of targeted, concealed, and penetrating potential threats, which makes the
privacy problem of the Internet of Things suffers serious challenges. But the existing methods and technologies cannot fully
identify the attacker’s attack process and protect the privacy of the Internet of Things. Alarm correlation method can construct
a complete attack scenario and identify the attacker’s intention by alarming the alarm data which provides an effective
protection for user privacy. However, the existing alarm correlation methods still have the disadvantages of low correlation
accuracy, poor correlation efficiency, and strong dependence on the knowledge base. To address these issues, we propose an
alarm correlation method based on Affinity Propagation (AP) clustering algorithm and causal relationship. Our method
considers that the alarm data triggered by the same attack process has high similarity characteristics, adopts the AP algorithm to
improve the correlation efficiency, and at the same time constructs a complete attack process based on the causal correlation
idea. The new alarm correlation method has a high correlation effect and builds a complete attack process to help managers

identify attack intentions and prevent attacks.

1. Introduction

Smart city and intelligent transportation system improved
the people’s lifestyle. The Internet of Things (IoT) applica-
tions brought great convenience to people’s lives [1]. IoT is
seen as the third wave and revolution in the development of
the global information industry after the advent of computers
and the Internet. By the huge market scale and broad indus-
try application prospect, IoT has become the current hot
research field. With the continuous change of technology
and the advent of 5G networks, the scale and complexity of
the Internet of Things continue to increase, and the complex
network architecture of heterogeneous integration and inter-
connection of the Internet of Things is facing increasingly
prominent security and efficiency issues [2], and data privacy

has also become one of the most important issues in the
Internet of Things [3]. The security issue of the Internet of
Things has increasingly become a hot issue that people are
concerned about today. According to the white paper on
the development of China’s network security in 2019 [4], in
2018, the size of China’s IoT security market reached 8.82 bil-
lion, with a growth rate of 34.7%, which was significantly
higher than the industry average growth rate. In recent years,
viruses, Trojans, vulnerabilities, spyware, and other attacks
and threats against the Internet of things emerge in an
endless stream. For example, in 2019, security researchers
discovered that popular connected or smart home devices
sold by large retailers such as Wal-Mart and Best Buy gener-
ally have serious security vulnerabilities and privacy issues.
Amazon’s Ring also has privacy and security issues, as well
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as a series of problems such as the terrifying Mirai botnet
continues to maintain a high-speed growth, data upload
leakage in intelligent cyber-physical systems [5], and privacy
protection of data sharing in the industrial Internet of Things
[6]. Various advanced multistep attacks are also appearing
more and more frequently. Due to their penetration, perti-
nence, and concealment, they pose a serious threat to the
Internet of Things [7]. In addition to this, the types of attacks
on the network are becoming more abundant [8], such as
worm attacks, vulnerability attacks, denial of service (DoS)
attacks, and phishing attacks. Such a series of intrusions have
brought severe challenges to the security and privacy protec-
tion of the Internet of Things [9].

In the complex network system, correlation analysis of
alarm data is of great importance. It is one of the most effec-
tive methods for constructing attack scenarios, allowing
managers to intuitively analyse attack trends. The principle
of the alarm correlation technology is to dig out the internal
connection between the attack events through the correlation
analysis and processing of the alarm data [10] and further
correlate the alarm information to realize the reconstruction
of the attack scenario to help the network manager grasps the
entire attack process. Identify the attacker’s attack intention,
which can effectively prevent network attacks and protect the
privacy of the Internet of Things.

There are a series of research in the field of alarm corre-
lation, such as causality-based correlation method [11, 12],
data mining method [13, 14], and attribute similarity-based
correlation method [15, 16]. However, there are still some
problems that need to be solved. First of all, the populariza-
tion and diversification of the Internet of Things make the
network environment more complicated, and the attacks on
the network are also complex and changeable [17]. The exist-
ing methods cannot build a more comprehensive attack
scene against complex intrusion behaviours. Secondly,
because of the high false-positive rate of intrusion detection
system, the key attack steps are missing. And the existing
methods have strong dependence on the knowledge base,
thus affecting the accuracy of correlation results, resulting
in low correlation accuracy and poor correlation efficiency.
Therefore, how to coordinate the relation between correla-
tion accuracy and correlation efficiency to achieve more ideal
effect of alarm correlation is an urgent problem.

L.1. Contributions. An efficient alarm correlation method is
an effective way to reconstruct attack scenarios for helping
network administrators to identify attackers’ attack inten-
tions and protect network privacy. Therefore, we propose a
hybrid method based on Affinity Propagation (AP) cluster-
ing algorithm and causality to correlate alarm data. The main
contributions of this paper are summarized as follows:

We improve the similarity calculation method in AP
algorithm and use the attribute similarity calculation method
to replace the traditional similarity measurement method in
AP clustering. According to the different properties of alarm
data, we define different similarity calculation functions to
calculate their similarity. Combined with the weight of each
attribute, we calculate the overall similarity of the alarm.
Then, use the AP algorithm to cluster the massive alarm data
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and classify the alarm data with higher similarity into the
same attack scenario. AP clustering algorithm does not rely
on prior knowledge to automatically classify attack scenes,
which can greatly improve the correlation efficiency of alarm
data.

After dividing the attack scenarios, we sort the alarm data
in the same attack scenario in the order of attack time and
then associate the alarm data of the same attack event in
the same attack scenario according to the principle of causal-
ity between the attack sequences. Finally, build a complete
attack process.

1.2. Organization. The remainder of this paper is organized
as follows. The related work is introduced in Section 2. We
review the conception of AP clustering algorithm and attri-
bute similarity calculation in Section 3. Our scheme is given
in Section 4. Section 5 analyses the effectiveness of our pro-
posed method on the honey pot dataset. We conclude this
paper in Section 6.

2. Related Work

Most of the attacks launched by attackers on the network are
composed of multiple interrelated attack actions, these
attacks involve multiple intrusions [18]. Alarm correlation
is a technology that extracts effective attribute information
from a large amount of original alarm data, connects the
alarms induced in the same attack step based on certain rules,
and reconstructs the attack process, which can effectively
identify attack intentions and reduce repeated alarms. In
recent years, the correlation analysis of alarm data has always
been a research hotspot in the field of network security [19].
So far, many researchers have done a lot of research on alarm
data from the perspectives of causality, data mining, and
attribute similarity.

The correlation method based on causality is the most
common correlation method. It does not require the support
of an expert knowledge base and performs related analysis on
the alarm data according to the premise and possible conse-
quences of the attack type [20]. Literature [21] proposed an
alert correlation framework (RTECA), the type of framework
extracts causality based on Bayesian networks in offline mode
and constructs an attack graph. Aiming at the problem that
the existing association methods fail to identify many distrib-
uted attacks, a real-time alarm correlation method based on
attack planning graph (APG) is proposed in reference [22].
This method establishes an attack graph model according
to attack types and causality. In order to obtain effective net-
work intrusion alarm information and reveal the intention of
attackers, the literature [23] proposed a method to construct
attack scenarios based on single-value causality graphs,
which constructs attack scenes based on causal graph and
can correctly reflect the real hacker intrusion process. The
above methods have a strong dependence on prior knowl-
edge. Once an intermediate link in the attack step is missing,
a complete attack scene cannot be constructed.

Association method based on data mining is a research
hotspot in recent years, it does not need expert knowledge
and prior knowledge. It can automatically mine data through
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statistical methods to find attack scenarios. Both literature
[24] and literature [25] extract complex attack scenarios by
mining frequent attack sequences, which can effectively mine
attack scenarios and discover more valuable attack patterns.
Aiming at the problem that causal knowledge is difficult to
obtain automatically in alarm correlation analysis, in refer-
ence [26], the transition probability matrix between different
attack types is automatically mined based on Markov prop-
erty, thereby constructs causal knowledge of each attack sce-
nario. In literature [27], a plot mining algorithm is used to
discover possible combinations of alarms, and then, a super-
vised decision tree (DT) learning method is used to detect
multistep attack scenarios. The literature [28] proposes an
alarm correlation framework based on Markov chain, the
framework combines statistics and mining techniques to cor-
relate alerts. Although the abovementioned correlation
method does not require a large amount of knowledge base
and prior knowledge, there are still defects in the statistical
analysis process of large amount of calculation and low
accuracy.

The alarm correlation method based on attribute similar-
ity is to judge whether there is correlation between alarms by
comparing the alarm similarity and the set threshold. The lit-
erature [29] uses the similarity of alarms to determine the
causal relationship between alarms and reconstructs the
attack scene through the evidence in alarms. This method
can quickly and incrementally reconstruct known and
unknown attack schemes without expert intervention. Liter-
ature [30] determines the causal relationship between attack
events by calculating the similarity between attacks, thereby
constructing attack paths. Mining association rules from
the perspective of alarm timing, literature [31] proposes an
alarm correlation method based on block similarity that con-
verts the alarm data sequence into a time node sequence and
improves the maximum correlation coefficient method to
enhance the correlation accuracy. The alarm association
method based on attribute similarity has the advantages of
simple algorithm and strong real-time performance, but
there is no standard for attribute similarity. The final associ-
ation result is greatly affected by the parameters such as sim-
ilarity weight coeflicient, and the association result cannot
show the relationship between attacks very well.

3. Preliminaries

In this section, we review the conception of AP clustering
algorithm and attribute similarity calculation.

3.1. AP Clustering Algorithm. The AP clustering algorithm is
a graph-based clustering algorithm, it was first proposed by
Frey and Dueck [32] in Science Journal in 2007. The
algorithm regards all samples in the dataset as possible clus-
ter centres and transmits information through iterations
between data points. In the process of iteration, the iteration
information for each point continues to be updated until m
specific cluster centres are produced to achieve the corre-
sponding classification. The basic idea is as follows:

The AP algorithm takes the similarity matrix S formed by
similarity among data N points as input for clustering analy-

sis. It uses s(i, j) to represent similarity between node i and
node j and introduces the concept of reference P to represent
reference degree of data points as clustering centre. The ref-
erence degree of point i is expressed as P(i) or s(i, i), and
the larger the value, the more likely point i is to be the cluster
centre. Because the AP algorithm considers that each data
point is likely to be the cluster centre, so all P take the same
value, and the final number of clusters is greatly affected by
the value of the reference degree. Generally, the median or
minimum value of the input similarity value is used as the
value of P. At the same time, by setting the damping factor
(M), it avoids data shock during the clustering process and
achieves a better convergence effect. Its value range is [0,1].

The AP algorithm also introduces the two concepts of
responsibility and availability and realizes the transfer and
update of data points by iteratively updating the responsibil-
ity matrix and the availability matrix and then obtains the
final cluster centre point. The formula used in AP clustering
algorithm is given below.

The update formula of responsibility matrix R is as
follows:

o (i K) = { s(is k) = max#k{at(i,j) +r,(i )} i#k
e s(i, k) — max . {s(i, j) },i=k.
(1)

The update formula of availability matrix A is as follows:

ik

min {0, e (K k) + z max{r,,(j k), 0}}
Ay (B k) = itk
Somax{r,,jk) 0}, i= k.
ik

(2)

At the same time, in order to avoid the problem of data
oscillation in the process of matrix update, AP algorithm
attenuates the above two formulas by setting damping coeffi-
cient, and the update formula is as follows:

Riy(bk)=Axr (k) + (1=2) x (b k). (3)

7441 (i, k) represents the responsibility of point i and point
k after the ¢ + 1th update, andR,,, (i, k) represents the degree
of responsibility after attenuation.

A (k) =A*a,(i, k) + (1= A) = ay,, (i, k). (4)

a,,, (i, k) represents the availability degree after the ¢ + 1
th times update, and A,, , (i, k) represents the availability after
attenuation.

The flow of AP algorithm is as follows:

Step 1. Set the initialized responsibility and availability matrix
as 0 matrix and set parameters damping factor and maxi-
mum iteration times MaxIterNum.



Step 2. Input the data to calculate the similarity matrix S and
then calculate the median value of the similarity matrix and
assign it to the parameter preference.

Step 3. Use formula (1) to update the responsibility matrix.
Step 4. Use formula (2) to update the availability matrix.

Step 5. Attenuate formula (1) and formula (2) according to
the attenuation coeflicient.

Step 6. Check whether the clustering result meets the termi-
nation condition, if it is satisfied, the algorithm ends and
the result is output; otherwise, it returns to step 3 for the next
iteration.

Step 7. When the algorithm is finished, output the final clus-
ter centre and the dataset of the classified categories.

3.2. Attribute Similarity Calculation. Within a certain time-
threshold, the alarm data belonging to the same attack sce-
nario must have certain relations in IP address, port, and
alarm type. Therefore, when clustering, we use the attribute
selection method in literature [33] for reference and conduct
correlation analysis from the four attributes of attack type, IP,
port, and time.

3.2.1. Similarity of Attack Types. For the alarm type attribute,
if the two alarm data alert; and alert; have the same alarm
type, set their similarity to 1; otherwise, it is 0. The calculation
formula is as follows:

0, alter;.type # alter;.type,
simyy,. = (5)

1, alter;.type = alter;.type.

3.2.2. IP Address Similarity. The IP address in the alarm log is
expressed in decimal form. Therefore, it is necessary to con-
vert the IP address into a binary form first and then calculate
the similarity by comparing the same consecutive prefix
digits [34]. The calculation formula is as follows:

) r
simy, = =, (6)
where r represents the two alarm data alert; and alert; from

high to low, the IP address is the same number of consecutive
digits.

3.2.3. Port Similarity. The port number is a Boolean attribute.
If two alarm ports are identical, the similarity is considered as
1; otherwise, it is 0. The calculation formula is as follows:

(7)

. 0, alter;.port # alter;.port,
Slmport =
1, alter;.port = alter;.port.
3.2.4. Time Similarity. For the calculation of time similarity,

we first compare the date attributes and then use the sigmoid
function to calculate the time similarity for alarms with the
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same date attributes. Otherwise, the similarity is 0. The calcu-
lation formula is as follows:

0, alter;.date # alter]-.date,

Simtimestamp = 1 (8)
——, alter;.date = alter;.date.
1+e Y

That t = [t; - t;/60.

After calculating the similarity of four attributes of attack
type, IP, port, and time, the overall similarity between alarm
data is obtained by taking the weighted average. The formula
for calculating the overall similarity between two alarms is as
follows:

6
sim (alter;, alter;) = Z sim; * w), 9)
=1

where sim,; indicates the similarity of each attribute, the w,
represents the weight corresponding to each attribute, and
the subscript of 6 indicates that the formula is weighted by
six attributes, which are attack type, timestamp, source IP
address, source port number, destination IP address, and
destination port number. The weight of each attribute is
determined by principal component analysis based on the
idea of reference [35].

4. Our Scheme

In this section, we propose the hybrid alarm correlation
method based on AP clustering algorithm and causality, it
mainly includes three phases: (1) alarm data preprocessing,
(2) attack scene division based on AP clustering, and (3) con-
structing attack process graph based on causality. Our
method is based on the idea that the alarm data with high
similarity after preprocessing are aggregated into the same
cluster by using AP clustering algorithm, so as to realize the
division of attack scenarios. Then, the alarm data in the same
attack scenario are further correlated and analysed by using
causal correlation method to restore the attack process. Our
method can restore attack process without setting attack
knowledge base, and it well shows the logical relationship
among alarm information, eliminates redundant data,
improves the correlation accuracy, and realizes multistep
attack restoration. The overall flow of the algorithm is shown
in Figure 1.

4.1. Alarm Preprocessing. Different intrusion detection sys-
tems generate different formats of alarm data according to
the abnormal conditions of the network environment. These
data cannot be directly used for correlation analysis, so attri-
bute filtering and normalization processing of alarm logs in
different formats are the bases of subsequent work. We use
Intrusion Detection Information Exchange Format (IDMEF)
[36] to extract eight attributes from the original log and stan-
dardize the format of the original alarm data and define the
alarm data as a seven-tuple. The meaning of each attribute
is shown in Table 1.
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Begin

'

’ IDS original alarm data
Data normalization
and de-redundancy :> l
’ Alarm data after preprocessing ‘
Divide attack scenarios
based on AP clustering :>
Alarm data set of the
Construct attack " same attack scenario
onstruct attack graphs
based on causality :> l
’ Attack graph ‘

|

End

FiGure 1: Flow chart of alarm correlation method.

TaBLE 1: Alarm data attribute.

Attribute Meaning
Signature Characteristic string
Type Alarm category
Date Alarm date
Timestamp Alarm timestamp
Src_ip Source IP
Src_port Source port
Des_ip Destination IP
Des_port Destination port

Due to the large number of repeated and redundant
alarms in the alarm data, it is difficult for us to obtain valu-
able alarm information from the massive alarm data [37].
In order to solve this problem, we deduplicate and merge
the original alarm data. We set a time threshold, and under
the condition of not exceeding this time threshold, in addi-
tion to the signature attribute, we merge the alarm data with
high similarity of other attributes to remove duplicates and
add alert_id attribute to the deduplicated data to prepare
for the follow-up work.

4.2. Attack Scene Division Based on AP Clustering. In the
process of alarm correlation analysis, we use AP clustering
algorithm to divide attack scenarios. The AP algorithm
divides the massive and disordered alarm logs into a collec-
tion of attack scenarios with small intraclass spacing and
large interclass spacing without prior knowledge, and it does
not need to set the clustering number in advance, nor does it
need to randomly select the initial clustering centre. It over-
comes the defect of the traditional clustering algorithm that
is sensitive to the initial conditions. What is more, compared
with the K-means clustering algorithm, its fitting degree is
much higher than that of the K-means algorithm, and the
squared error of the results is also smaller.

The standard AP clustering algorithm uses Euclidean dis-
tance as the similarity calculation criterion, but the type of

the alarm log generated by the intrusion detection system is
string type, and there is a certain connection between the
attributes of the alarm data, and the relative importance of
each attribute field is not the same. It is difficult to calculate
its similarity by using the distance calculation formula, and
it will also destroy the connection between the alarms. There-
fore, we improve the similarity matrix calculation method of
AP clustering algorithm. According to the attribute similarity
calculation method given in Section 3, we calculate the attri-
bute similarity and then use the AP clustering algorithm to
aggregate the alarms with higher attribute similarity. In order
to make it easier to understand our attack scenario division
method, we give an algorithm flow to illustrate the construc-
tion of our method, as shown in Algorithm 1.

As described in Algorithm 1, Alert is an alarm dataset,
and Scene is an attack scene set based on AP clustering par-
tition. Firstly, the similarity matrix is obtained based on the
above attribute similarity calculation method, and initialize
the attraction matrix and the attribution matrix. Then,
according to the requirements of the AP method, the similar-
ity is taken as a negative value. Finally, the alarm data with
high similarity is clustered into the same attack scenario
according to the AP method.

4.3. Constructing Attack Process Graph Based on Causality.
Every attack has its premise and corresponding conse-
quences. That is, the previous attack is the precondition of
the next attack, and the next attack is the consequence of
the previous attack. For example, in a multistep attack, before
launching an attack on the target, the intruder first scans and
detects the target, finds the vulnerabilities in the target, and
then starts the attack based on the vulnerabilities. Each of
these attack steps can be regarded as a prerequisite for the
next attack step, and the next attack step can be regarded as
the consequence of the previous attack. Therefore, a com-
plete attack sequence can be obtained by connecting the pre-
mise and result of alarm according to causality, which is
based on causality. The method of dividing attack scenes
was introduced, and the attack scenes were divided. Based
on the previous work, this part will analyse the alarm data
of the same attack scene by causal association method [38]
and then construct an attack graph. The flow chart is shown
in Figure 2.

In the multistep attack, the attack with correlation
occurred in a short period of time and the alarm data with
causality existed in the order of time, and the attack premise
and the attack result have corresponding relations in IP and
port attributes, that is, the destination IP address and desti-
nation port number of the attack premise must be the same
as the source IP address and source port number of the attack
result. The specific implementation process of association is
as follows:

Step 1. Read the alarm dataset after the cluster processing
sequentially and conduct correlation analysis of the data in
each attack scene in turn.

Step 2. According to the idea of causality, sort the alarm data
in each attack scenario in chronological order.
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6
Input: Alarm dataset Alert = {a,, a,,--+,a,,}.
Output: Attack scenario set Scene = {scene,, scene,, -+,scene, }.
1 Calculate the similarity matrix —Similarity = [sim,;, sim,,,---sim,,,].
2 Calculate the responsibility matrix—R = [ry, 715, -7
3 Calculate the availability matrix—A = [a,,, aj, -+ 4,,,,]
4 Update R matrix and A matrix iteratively
5 if Convergence(cluster)
6 output cluster
7 else
8 return 4
9 end if
10 return Scene = {scene,, scene,, --,scene, }.

nn}'

nle

ArGoriTHM 1: Attack scenario division based on AP clustering.

Begin

v

Set of attack scenarios

|

Sort in chronological order

'

Port and IP address matching

'

Whether the
match is satisfied

Associate matching alarm
data

v

Join the orphaned alarm
queue

End <

FIGURE 2: Flow chart of alarm association based on causal relationship.

Step 3. Match the first piece of data alert, in the set with other
data one by one according to the step size of 1. Within a cer-
tain time threshold, if the corresponding relationship
between IP and port attributes is satisfied, that is, if the target
IP address of the first data is the same as the source IP
address of an alarm data, and the source port number and
destination port number are the same, then, the two pieces
of alert data are associated. If no qualified data is found after
searching, it will be listed alert, as an isolated alarm.

Step 4. Sequentially execute the operations in step 3 on the
remaining alarm data until all alarms are analysed.

Step 5. After completing the above steps to obtain the associ-
ated alarm, use Graph-viz to draw the attack graph.

5. Performance Evaluation

5.1. Experimental Environment. We use the Python 3.6 pro-
gramming with PyCharm Community 2017.3 version in

Windows 10. Use the Scikit-learn library to simply and effi-
ciently process alarm data files. After the alarm association,
we use the Graph-viz drawing tool to visually display the
attack scene in the form of an attack graph.

5.2. Experimental Dataset. We use the honeypot dataset to
verify the effectiveness of our proposed method in alarm cor-
relation and the ability to construct attack scenarios. The
honeypot dataset is obtained by simulating real network
system and then using network decoy technology to lure
intruders to launch attacks and capture the attack data [39].
Honeypot is essentially a kind of intelligence gathering sys-
tem to trap attackers. All the actions of accessing honeypot
system are the attacks of intruders. Through the correlation
analysis of the honeypot data, all the activity information of
the intruder in the system can be restored, which is conve-
nient for the security management personnel to analyse the
attacker’s data and take corresponding measures to improve
the protection capability of the real network system. These
types of information include operating systems, brute force
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network attacks, host vulnerabilities, and port scanning. In
one aspect, the types of attacks included are shown in
Table 2.

5.3. Experimental Results and Analysis. In this section, we
divide the verification experiment into two parts: construc-
tion of attack graphs and correlation efliciency analysis.

5.3.1. Build Attack Graphs. After the attack scenarios are
divided by the AP clustering algorithm, the alarm data in
each attack scenario is used to find out the correlation
between the alarms according to the causal relationship. If
the following relationships are satisfied, it indicates that there
is a connection between the two alarms. If the following rela-
tionship is satisfied, it is an isolated alarm.

(1) Within a certain period of time, the occurrence time
of alert; precedes the occurrence time of alert;

(2) alert;’s destination IP is the same as alert;’s source IP
address

(3) alert;’s destination port number is the same as alertj’s
source port number

After obtaining the associated alarm data based on the
idea of causal association, we use the drawing software
Graph-viz to construct an attack graph on these alarm data.
Below we have selected several representative attack graphs
for analysis.

As shown in Figure 3, we restored a distributed attack.
The attack figure describes the process of a target host being
attacked by multiple hackers. Multiple intruders perform
SYN scan or FIN scan on the target host within the same time
period, obtain active port information through the returned
message, and then capture the host and obtain advanced per-
missions. Finally, using the host as a springboard, launch dif-
ferent types of distributed attacks on different hosts in the
network.

As shown in Figure 4, it depicts an attack source
launching the same type of attack on multiple target
hosts at the same time. In these target hosts, a pair of
pairwise combination is used to launch a centralized
attack on the same host, and then a single step attack
is implemented.

As shown in Figure 5, we restore a distributed port attack
process. The attack source launches distributed attacks on the
same port of different target hosts, controls these puppet
machines through remote login, and uses the current host
as the host to search for the target port to initiate local or
remote attacks. Finally, use buffer overflow attacks to destroy
the target host.

5.3.2. Correlation Efficiency Analysis. The correlation ratio
and false alarm rate are reasonable indicators to verify the
validity of alarm correlation. The false alarm rate refers to
the ratio of false alarms that are not generated by real
attacks to the total number of alarms. The correlation ratio
refers to the ratio of the number of alarms generated by real
attacks and the number of correctly associated alarms to

7
TaBLE 2: Types of honeypot data attacks.

Attack type Quantity
Portmap-request-mountd 111
Web-cgi 10
Ping zeros 51
SYN FIN scan 47
DNS-version-query 116
DNS-zone-transfer 3989
Large-icmp 286
Ping Microsoft Windows 14
RPC-rpcinfo-query 24
Spp_portscan 838
SourcePortTraffic-53-tcp 26
Ping Nmap 2.36BETA 459
Socks-probe 2627
Telnet-login-incorrect 397
PING-ICMP time exceeded 12
IDS118-MISC-traceroute ICMP 2360
PING-ICMP destination unreachable 709
IDS212-MISC 1487
NAMED Iquery probe 146
RPC-portmap-request-status 67
MISC-Source Port Traffic 53 TCP 60
SMTP-expn-root 786
Portmap-request-mountd 111

the total number of alarms. The calculation formulas are
as follows:

NIA
TNA

FAR = x 100%, (10)

where FAR represents the false alarm rate, NIA represents
the number of false alarms in isolated alarms, that is, the
number of false alarms that did not participate in the cor-
relation, and TNA represents the total number of alarms.

A
x 100%, (11)

R =
¢ TNA

where CR represents the correlation ratio, NPA represents
the number of alarms correctly participating in the associa-
tion, and TNA represents the total number of alarms.
This paper selects two different alarm correlation analysis
methods proposed in literature [40] and literature [41] to
compare with the method proposed in this paper. Among
them, literature [40] and literature [41] use a single alarm
correlation method. It can be seen from Table 3 that our mul-
titype mixed alarm correlation method is the method with
the best correlation effect, and the correlation ratio reaches
96.7%, which is higher than the single correlation method.
In addition, associating alarm data in attack scenarios based
on AP clustering can find out more internal logical connec-
tions between alarms and reduce isolated alarms. The false
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FIGURE 3: Attack figure 1.
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TaBLE 3: Comparison of correlation ratio and false alarm rate.

Correlation analysis method FAR CR

The method presented in this paper 2.1% 96.7%
Method in literature [40] 10.7% 83.6%
Method in literature [41] 4.5% 93.2%

alarm rate is only 2.1%, which is much smaller than other
comparison algorithms. It shows that our method can effec-
tively find out the correlation between alarm data and restore
the complete attack scenario.

6. Conclusions

In this paper, we propose an alarm correlation method based
on AP clustering algorithm and causality. Our method fully
considers the logical relationship of each alarm information
in the relevant attributes which analyses the characteristics
of multistep attack alarm information and combines the
shortcomings of existing alarm correlation methods to pro-
pose an attack scenario division method based on AP cluster-
ing. The experiment result showed that our method can
achieve a correlation efficiency with 96.7% and can fully
restore the attack process and construct a complete attack
graph.
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Decentralized machine learning has been playing an essential role in improving training efficiency. It has been applied in many real-
world scenarios, such as edge computing and IoT. However, in fact, networks are dynamic, and there is a risk of information leaking
during the communication process. To address this problem, we propose a decentralized parallel stochastic gradient descent
algorithm (D-(DP)*SGD) with differential privacy in dynamic networks. With rigorous analysis, we show that D-(DP)*SGD
converges with a rate of O(1/4/Kn) while satisfying e-DP, which achieves almost the same convergence rate as previous works
without privacy concern. To the best of our knowledge, our algorithm is the first known decentralized parallel SGD algorithm

that can implement in dynamic networks and take privacy-preserving into consideration.

1. Introduction

Decentralized machine learning, as a modeling mechanism
that allocates training tasks and computes resources to
achieve a balance between training speed and accuracy, has
demonstrated strong potential in various areas, especially
for training large models on large datasets [1-3], such as Ima-
geNet [4]. Typically, assume that there are n workers where
each worker has its local data, decentralized machine learn-
ing problem is aimed at solving an empirical risk minimiza-
tion problem as follows:

minf(x) = = Y f,(x), (1)

d
x€R n:3

where f(x) is the local loss function at node i. The objective
f(x) can be rephrased as a linear combination of the local loss
function f,(x). This formulation can be expressed as many
popular decentralized learning models including deep learn-
ing [5], linear regression [6], and logistic regression [7].

In recent years, decentralized machine learning has
attracted much attention to derive convergence solutions

while reducing communication costs [8, 9]. Previous works
mainly study decentralized collaborative learning in a static
network assumption. For example, decentralized parallel sto-
chastic gradient descent (D-PSGD) is one of the fundamental
methods in solving large-scale machine learning tasks in
static networks [1]. In D-PSGD, all nodes compute the
stochastic gradient using their local dataset and exchange
the results with their neighbors iteratively. However, in
fact, dynamicity has been an important feature for net-
works, especially for large-scale networks, such as IoT
[10] and V2V networks [11, 12], as nodes in the network
can move around and join or leave the network at any
time. On the other hand, in large-scale networks, it is hard
or even impossible to ensure every node is reliable [13,
14]. Consequently, during the collaborative learning pro-
cess, it is unavoidable to face the risk of information leak-
ing. Hence, when designing decentralized machine
learning algorithms, it has been to consider the impact
of the dynamicity of network topology and the demand
for privacy preservation. However, to the best of our
knowledge, there is no existing work taking both factors
simultaneously into consideration. In this work, we focus
on this missing piece in decentralized learning.
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Specifically, based on differential privacy, we present a
new dynamic decentralized stochastic gradient descent algo-
rithm (D-(DP)?SGD), which offers a strong protection for
local datasets of decentralized nodes. With rigorous analysis,
we show that our proposed D-(DP)*SGD algorithm satisfies &
-DP and achieves the convergence rate of O(1/y/Kn) when K
is large enough. Empirically, we conduct experiments on
CIFAR-10 datasets to accomplish image classification tasks.
We conduct extensive experiments to evaluate the perfor-
mance of our proposed algorithms.

The remainder of this paper is organized as follows. We
present our survey on related work in Section 2. We then
introduce our model, problem, and some useful preliminary
knowledge in Section 3. Our algorithm, main results, and
analysis are presented in Section 4, Section 5, and Section 6,
respectively. Experimental results are illustrated in Section
7. The whole paper is concluded in Section 8.

2. Related Work

In this section, we introduce some closed related work.

2.1. Decentralized Parallel Stochastic Gradient Algorithms.
Most existing work on decentralized parallel stochastic gradi-
ent focus on static networks in both synchronous and asyn-
chronous settings [1, 15-18]. Under the synchronous
setting, Lian et al. [1] illustrated the advantage of decentra-
lized algorithms over centralized ones and showed that the
proposed D-PSGD converges with a rate of O(1/v/Kn) when
K is large enough, where K is the number of iterations and n
is the total number nodes in the network. Qureshi et al. [17]
proposed an algorithm called S-ADDOPT, and it converges
with a rate of O(1/K).

Feyzmahdavian et al.[19] and Agarwal et al. [20] consid-
ered decentralized SGD in the asynchronous setting. They
allowed workers to use stale weights to compute gradients
in S-PSGD. Asynchronous algorithms avoid idling any
worker to reduce the communication overhead, and it is very
robust because it can still work well when part of the comput-
ing workers are down. For asynchronous algorithms, Lian
et al. [16] proposed the asynchronous decentralized parallel
SGD algorithm for convex optimization and showed AD-
PSGD converges at O(1/y/K). Then, Lian et al. [21] proposed
the asynchronous decentralized parallel stochastic gradient
descent algorithm for nonconvex optimization and showed
the ergodic convergence rate is O(1/1/K). They proved that
the linear speedup is achievable when the number of workers

is bounded by VK.

2.2. Differentially Privacy Decentralized Learning. Most exist-
ing work on differentially private decentralized learning
focuses on the static network [22-25]. Our work combines
decentralized learning and dynamic network in a DP setting.
In contract, Lu et al. [24] proposed an asynchronous feder-
ated learning scheme with differential private for resource
sharing in vehicular networks. Hsin-Pai et al. [26] proposed
a new learning algorithm LEASGD (Leader-Follower Elastic
Averaging Stochastic Gradient Descent), which is driven by
a novel Leader-Follower topology and a differential privacy
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model. And they provide a theoretical analysis of the conver-
gence rate and the trade-off between the performance and
privacy in the private setting. Based on the research in [16],
Xu et al. [2] designed an algorithm on asynchronous decen-
tralized parallel stochastic gradient descent algorithm with
differential privacy (A(DP)?SGD). They showed that
A(DP)*SGD converges at O(1/+/K). For all of these reviewed
papers, the study of decentralized parallel SGD for differen-
tial privacy in dynamic networks is still an open problem.

3. System Model and Problem Description

We consider a network consisting of # computational nodes
(could be a machine or a GPU). At each iterate k, the network
topology is denoted by a network &, = (7, &), where 7" is
the set of n computational nodes, 7" = {1,2,---,n}, and &,
C 7 x7 is the set of communication edges at iterate k. If
there exists an edge from node i to node j at iterate k, then
(i, j) € &}. In a connected network, two nodes are neighbors
if the node can be connected directly by an edge, i.e., the
nodes can communicate with each other. The set of neigh-
bors of node i at iterate k is denoted by /(i) = {j| (i,j) €
&}, and define € (i) = /(i) |J {i}. We assume that the
nodes keep unchanged, but the connection between nodes
can be changed after every iteration. The network &, is
assumed to be strongly connected, i.e., for all nodes i, j € 7,
there exists a path from i to j at each iterate k > 0. Some fre-
quently used notations are summarized in Table 1.

In a decentralized network, the data is stored at nodes,
and each node is associated with a local loss function

fi(x) = Eeg,Fi(x59), (2)

where ; is a distribution associated with the local data at
node i and & is a data sampled via 9.

In this work, we consider the following optimization
problem:

minf (x) =

xeR?

INJf( ) IJ[EE 9F( E) (3)

where .7 is a uniform distribution of nodes.
Similarity, we gives an -approximation solution if

. (Z E|Vf<xk>|2> <5, (4)
k=0

where X, is the average local variable with all nodes at iterate
k and K is the maximum iterations.

We next review the definition of differential privacy,
which is originally proposed by Dwork [27].

Definition 1 (see [27] (Differential Privacy)). Givena € >0, a
randomized mechanism .4 with domain D preserves e-dif-
ferential privacy if for all & € Range(.#) and for any adjacent
datasets (Given two datasets D = {x,, x,,--,x,} and D' = {x
X X /n} Dand D' are adjacent if there exist i € [n] such
that x; q&x and for];ﬁz,x =x. e, ID-D' l,=1.) D, D'
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TaBLE 1: Frequently used notations.

Notation Description

[l The vector £, norm or the matrix spectral norm depending on the argument
[l The matrix Frobenius norm

f0) The optimization function

\%10] The gradient of a function f

1, The column vector in R” with 1 for all elements
I The optimal solution of problem

Ai(4) The ith largest eigenvalue of a matrix

G The network topology at iterate k

v The set of nodes

& The set of edges at iterate k

K The total number of iterations

Wi (i) The set of neighbors of node i at iterate k
Xy The local variable in node i at iterate k

Xk The average local variable with all nodes at iterate k
& The sampled training data in node i at iterate k
Xy The perturbed variable in node i at iterate k
e The Laplace noise drawn from Lap(c)

X The concatenation of all local variables

X, The concatenation of all perturbed variables
un The concatenation of all Laplace noises

& The concatenation of all random samples
OF(X}, &) The concatenation of all stochastic gradients

€ D such that:
P[U(D) € §) < exp (s)lp[/%(p’) e s} (5)

where Range(.#) is the output range of mechanism /.

Informally, differential privacy means that the distribu-
tions over the outputs of the randomized algorithm should
be nearly identical for two adjacent input datasets. The con-
stant € measures the privacy level of the randomized mecha-
nism ., i.e., alarge ¢ implies a lower privacy level. Therefore,
an appropriate constant € should be chosen to balance the
accuracy and the privacy level of the mechanism /.

Then, we introduce the definition of sensitivity, which
plays a key role in the design of differential privacy
mechanisms.

Definition 2 (see [28] (Sensitivity)). The sensitivity of a func-
tion f : @ — R? is defined as follows:

A= sup

D,D'HID-D"ll}=1

1F(D)~f (D). (6)

The sensitivity of a mechanism . captures the magni-
tude by which a single individual’s data can change the mech-
anism . in the worse case. Moreover, we will introduce the
Laplace mechanism.

Definition 3 (see [27] (The Laplace mechanism). Given any
function f : @ — RY, the Laplace mechanism is defined as:

M (D f()>€) = f(D) + 1o (7)

where 77, ; are i.i.d. random variables drawn from Lap(). The

variable of Laplace distribution is 2¢%, where ¢ = A/e accord-
ing to the property of differential privacy.

Throughout the paper, we adopt the following commonly
used assumptions:

(1) Lipschitzian gradient: all functions f,(-)'s are L
-Lipschitzian gradients.

(2) Unbiased estimation:



E¢.g VFi(x58) = Vfi(x),
E, ¢ o VEi(x358) = Vf(x).

(3) Bounded variance: assume the variance of stochastic
gradient

E;-sEe,IVF;(x:8)-Vf (x)I%, 9)

is bounded for any x with i sampled from the distribution .

and & from the distribution ;. It implies there exist con-
stants o and { such that

Eg.o,IVF,(x3§)-Vf,(x)I* <o,

E AV, ()-Vf P <&, V.

Vi, Vx,
(10)

(4) Bounded subgradient: assume that the subgradient
VF;(x;&) of F,(x;&) is G;-bounded for all ie 7
and x € R%, ice,, ||VE,(x;&)| < G, and G = max,.5-G,.

4. Algorithm

The D-(DP)*SGD algorithm can be described as follows: each
node maintains its own local variable x; ; and run the follow-
ing steps.

(i) Sample data: each node samples a training data & ;.

(ii) Compute gradient: each node computes the stochas-
tic gradient VF;(x; ;, ;) using the current local var-
iable x; ; and the data & ;, where i is the node index
and k is the iterate number.

(iii) Add noise: random generate the Laplace noise 1,
~Lap(¢) and add noise to the variable x; ;, to get
the perturbed variable X ; = x; ; + 77, ;.

(iv) Communication: send the perturbed variable X,
and the degree d;; to its neighbors; receive x; ; and
dy ; from neighbors, where j € 4/ (i).

(v) Determine the matrix W;: determine the matrix W,
according to the local network topology, i.e.,

1
Y fiziandie (D),
max {dk,,-,dk)j} 114 ),andj k(i)
Weii =y 1- Y wy,, ifi=j (11)
me (i)
0 otherwise.

where wy ;; describes how much node j can affect node i at
iterate k.
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(vi) Weighted average: compute the weighted average by
obtaining perturbed variable from neighbors and
the matrix W,: Xia(1/2),i = Zjegkmwk,ij:?k)j.

(vii) Gradient update: each node updates its local vari-
able using the weighted average and the local sto-
chastic gradient xy,;; = X, (12),; = YV F; (k0 §x1)-

From a global view, we define the concatenation of all
local variables, perturbed variables, Laplace noises, random

samples, and stochastic gradients by matrix X, € R™", X,
eR®™ and 7, e R™™, vector & €R", and OF(X &),
respectively:

Xi =[x Xpeu) € R, M= [nk,l""’r]k,n} e R™,
Xp = Ry g ] € RO E = [E 1 oo,] €RY,
OF (X &) = [VFy (k15 811 ) VE2 (%025 82) "V E, (X3 Egc)] € R,

(12)

Then, the kth iterate of Algorithm 1 can be described as
the following update

ie, X, = (Xk + T’Ik)Wk - YaF(Xk’ gk)

5. Main Results

In this section, we present the main results, which guarantees
the privacy and the convergence rate of our proposed
algorithm.

Theorem 4. Let assumptions hold. If n ;s are i.i.d. random
variables drawn according to the Laplace distribution with
parameter ¢, such that ¢ = Ale for all k€ {0,--- K -1} and ¢
> 0. Then, our proposed algorithm guarantees e-differential
private.

2

Theorem 5. Let B, =((1/2) - ((18y*(n—1)L?)/((1 - /p)

B,))), B,=(1-((36y*(n—1)L?)I((1-/p)’))). Under the
assumptions, we can get the convergence rate of Algorithm 1
as follows:

(1= YLY2) SR ENOF (X L)l + B A E VA (X1, )im) |
K
O -f 142Gy L, 2= DEGY

YK & n e(1-/p)’B,

<

2y’L*(n-1)0?
(1-p)B,

18y?(n— 1L
(1-vA)B

(14)
where ((Xi1,)/n) = (1/n) YL X = X

This theorem characterizes the convergence of the aver-
age of all local optimization variables x; ;. To take a closer



Wireless Communications and Mobile Computing

Initialization

end
fork=0,1,---,K — 1 in parallel for nodes i € 7'do
Sample a training data &, ;;

Receive X, ; and d;; from its neighbors, j € /' (i);
Determine W, according to Equation (11);

Update its local variable xy.,; ; = X¢,.1/2) = YV F; (X €1)s
end
Output:(1/n) Y Xy ;.

Initial point x,; = x, = 0, step length y, noise variance ¢ and number of iterations K

Compute the stochastic gradient VF,(x; ;, ;) using the current local variable x; ; and the data & ;;
Randomly generate the Laplace noise 77, ; ~ Lap(c) and add noise to the variable x; ,, to get the perturbed variable X; ;: X; ; = x;.; + 17, ;3
Send the perturbed variable x; ; and its degree d; ; to its neighbors;

Compute the neighborhood weighted average by obtaining perturbed variables from neighbors: x;., (15); = 2 jes, (i W%k, j

AvgoriTHM 1: D-(DP)?SGD: Dynamic Decentralized Parallel Stochastic Gradient Descent.

look at this result, we choose an appropriate step length in
Theorem 5 to obtain the following result:

Corollary 6. Under the same assumptions as in Theorem 5, let

(Gle) <\/((f(0) = f* + L)o)/(4(1 + 2L)dn), by setting y =1
/(2L + 0+/K/n), we have the following convergence rate:

o EIIVS(Xe)m)|* _ 8L(F(0) = f7) L 20 - +L)e
K = K JKn ’
(15)

if the total number of iterates K is sufficiently large,

2
K> 16n°(n—1)°L* 12G? o? 9? 144n(n - 1)L?
2 max 52( + + 3 .

2

"0 (1-yp)
(16)

O (f(0) - f +L* \&(1-yp)’  (I=P)  (1-p)

6. Result Analysis

In this section, we will give the analysis for privacy preserva-
tion and convergence rate of D-(DP)*SGD.
For convenience, we define

Of (Xi) = [V, (xi) Vo (e2) -V (g,)] € R, (17)

and

Wka71 Ws, kZS,
D(k:s)= (18)
1, s=k+1.

6.1. Privacy Analysis

Proof (Proof of Theorem 4). From the definition of sensitiv-
ity, we obtain

||xk,i—x'k)i||1 <A. (19)

Note that x; ; and x' . are in space R?. According to the

definition of 1-norm, we have

M=~

‘xé(,i - xlﬁq’ = ka,i - x,k,iHl <A, (20)

I
—

!
where xi’i and x' x; are the Ith component of x;; and P

respectively.
Consider an output vectors y, ;. Then, we follow from the

property of Laplace distribution, we get

C

/ B 41 Mc,i —x'i’i I
pla(pf) es] - [T e <<>

P4 (D)) € ] = f[zi exp <_M>
(21)

I
1 o ¢

(22)

where the first inequality comes from the triangle inequality,
and the last inequality follows from (19).
Therefore, we know € = A/g, we can obtain

PLUD)eS) _
—]P[ﬂ@,) 65} <exp (&) (23)



6.2. Convergence Rate Analysis. In order to obtain the result
of convergence rate, we first give some lemmas.

Lemma 7. W is a symmetric doubly stochastic matrix.

Proof. From the definition of Equation (11), we can obtain
that

wy; €[0,1], Vi), (24)

(1) wy; €[0,1], for all 4, j;
(2) wyj; = wyj, for all i,
(3) Xjwy;=1, forall i.

Therefore, W is a symmetric doubly stochastic matrix.

Lemma 8. Define ®(K —1,0) =1, where I is the identity
matrix. Assume that there exists a p € [0, 1) such that

max {|A,(E[W!W])|, |4, (E[WIW])|} <p, Vs (25)

Then

PX, VK=0.  (26)

Proof. Lety, = (1,/n) — ®@(s — 1,0)e;. We prove this lemma by
induction. For s=0, [ly,lI* = (1,/n) — &> = ((n—1)*/n?) +
Yl (uUn?)=((n*-2n+1+n-1)/n?)=(n-1)/n.

We assume that s = K hold, i.e., E||y. > < ((n - 1)/n)pX.
Then, for s = K + 1, note that y,,, = Wy, then we have

Ellyxe H2 = [E”WK)’KHZ =E(Wgy, Wiyk) = [E<)’K> W1T<WK)’K>
:|E<yK’|E(W£WK)yK>'
(27)

According to Lemma 7, E(WLW,) is symmetric and
doubly stochastic. Then, 1, is an eigenvector of E(WL W),
and 1 is the eigenvalue. According to the spectral theorem
of Hermitian matrices, we can construct a basis of R” com-
posed by the eigenvectors of E(WL W) starting from 1,.
From Equation (25), the magnitude of all other eigenvectors’
associated eigenvalues should be smaller or equal to p. Note
that y,. is orthogonal to 1,, then we can find

Ellyi.|I” < pEllyk|I* (28)

By induction, we complete the proof.

In Lemma 9, we give the bound of the sensitivity of our
proposed algorithm.
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Lemma 9. Under assumption 4, the sensitivity of the algo-
rithm can be bounded as

A<2GVdy, (29)

where G = max,.,G; and d is the dimensionality of vectors.

Proof. Assume that D, and D', are any two adjacent datasets
at iterate k. Assume that x,; and x; ; be the executions for
A(Dy) and (D',), respectively. Then, from our proposed

algorithm, we have
H/”(Dk) - /”<D1’<> H1 = |%esni = % kel

R

< \/ngVFi(ka $E,)-VF, (xk)i ;Ek,,) ‘

< ﬁy(HVFi(xk,i ;& )I+IVE, (x,w. ;z’k)l) ’ )

(30)

where the first inequality comes from the norm inequality
and the last inequality is from the triangle inequality. From
assumption 4, we have

VFi(xk,i;Ek,i> SGiSG. (31)

Since we can choose the pair of adjacent datasets D, D',
arbitrarily, and we can obtain

A< 2G\/ay. (32)

The lemma is obtained.

From Lemma 9, we know that the learning rate y, the
dimensionality of vectors d, the maximal bound of subgradi-
ent G, and the privacy level € have an effect on the magnitude
of the added random noise. Based on Lemma 9, we next pro-
vide the bound of the noise.

Lemma 10. We give the following inequalities:

115—1,, 2 B 8G2d,y2

n

8nG?dy?
e

: and Eljy, | < (33)

Proof. According to the property of the Laplace mechanism
[E||11s)i||2 < 2¢? and ¢ = Ale, we obtain a bound on 1, in the fol-
lowing:

2
<E

E Lln Z;‘:l”s,i
n n

2 n 2
1 1 19 _(2GVd
< 7Z[E||11$),.||2 <= .n-2¢t=2¢% < 2()/)
n& n €

8Gdy?
==

€

(34)
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And we can get a bound on #_.

- 26vdy\
2 Y
En ] <HMJF_§ﬁﬂmA|snaészn< - )
i=1
8nG>dy?
e
(35)

Lemma 11 (see [1]). Under assumption 1, the following
inequality holds:

2

X,1 2

E0f (X < Z3[EL2 Li¥s —xs’h +3n(2+3[EHVf(M>II . VseK.
n
h=1

(36)

The proof of this lemma can be found in the full version
of [1]. And we define Dis; as the squared distance of the
local optimization variable on node i from the averaged local

optimization variable on all nodes at iterate k, i.e., Dis; ; = E

() m) = 2]

the bound of Dis ;.

In the following, we will present

Lemma 12. Under the definition of Dis, ;, we can get:

Disy; < 2B(n - I)szzyz +2y° <2(n - 1)02 + 18(n - l)f + 6(n—1)
£(1-vp) I-p " (1-yp) n

-1 2 2 f—s—1
[EHVf xsln)lz ( VP e
- n 1-\/p

6(n—1 k-1 2 k—s—1
L8501 Y EL’Dis, 2P e )
L I-\/p

(37)

Proof. According to the update method of X}, we split Dis; ;
into two terms:

2

2
X1
Disy; =E -x =E % - X,e;

n 1
Z,”:lxk,i
n

_E I(Xk—l + 1) Wiy L, = YOF (X1 5840)1,
| n

~(Xpy + 1) Wiy — YOF (X ;Ekfl)ei)HZ
-E [Xioa Ly + 1y Ly = YOF(Xpy 58501,
n
~(Xp s Wirei + 1 Wiy, — yOF(X; ;Ek—1>ei)H2
X[]ln + Zf;()lﬂiln _ Zf;olyaF(Xs;Es)ln

n n n

=E

k-1

_ (xotb(k - 1,0)¢;+ Y 7,0(k—1,5)e;~ yOF(X,y, ek,l)e,)
5=0

2

k=2
= Y YOF(XE)D(k— 1,5+ 1)e,

7
1 2o
©g|lx, (f —D(k- 1,0)2,.) + 20}1 <;" — (k- 1,s>e,.>
k-1 1 2
_yszzan(Xs;E‘) <; ~o(k-1,5+ l)ei>
-1 1 2
_<;”—(D -1L,s) e> yzaFX ;&) < - (k—l,s+1)ei>
2
- 0’75< DO(k-1, s)e)
A
1 2
+2y°E (X, S)<7“—<1>(k—1,s+1)ei>
Ay
(38)
where the seventh equation comes from x; = x, = 0 for Vi.
Firstly, we split A, into two terms,
L 2
=E 5:20115 (; - Ok - l,s)ei)
2
= Zi:;[E 1 (17:' - Ok~ 1’5)61)
=A,
+ZS#S[E< ( -O(k-1,5) ,),715 (1 (D(k—ls) )>
=A,
(39)
To bound A, we first boundA, and A,:
k-1 1 2
A= S E|n (2 k-1, 5)e,
= 2| (3 - otk 1.92,)
k-1 2 k-1 2 7.2
1, (3) ¢ 8nG dy” n—-1 ;.
< Z[EH’LIIZ (7_®(k—l,s)ei) < Z > Y ,Tpk
s=0 s=0
_8(n-1)G¥dy* 1
- & 1-p
(40)

Moreover, A, can be bound as follows:

_ \ k-1 L _ - ’h_ -1’
A4,; [E<;1S<7 D(k 1,s)ei>,m< (K “)e">>
SES
SZ”HEEH'E” <%—(I)(k—ls )HHI@ (——Q)(k—l,s’)ei)
2
< Z’k—l[EHL (h - (k- 1,5)6,) ‘
SES n
s#s
9 o, [\ n=1 s
Z/k_l[E< s )Pk-”{
2 n

Sszfl[Emen_@(k—lse) (—“D b)) >H
X U (ORI




_n- 1 Z lk—1[E”nsuzpk—((m')/z)
n

sES

((s+s')/2)

(33) n—l 8nG2dy ZZ’ ﬁlk Ip

Vl s=0 s

n-1 SHGZdyZ k- IP (k-s+1) /2( P(k+1 /2)
n & SZO 1-/p
16(n - 1)G*dy* (1 - p*k-D72) (p — plkb)i2)

<2

(41)

<

¢ (1-vp)’
L 16(n- 1)Gdy* 1 '

€ (1-vp)

Then, plugging A and A, into A,

8(n—1)G*dy?
e 1-

16(n-1)G*dy*> 1
¢ 1wy

8(n-1)G*dy* [ 1 L2 <24(n—1)G2dy2
¢\ (=) |

&(1-vp)’
where the last inequality comes from the fact that (1/(1 - p

)) < (U((1=/p)*))-

Moreover, we split A, into two terms:

‘ -

A= +

©

(42)

2

k-1 1
=E| Y 0F(X,;&,) (7
s=0

@R 5E) ~2f(0)) (2 -0k 154 1)) )

-Dk-1,s+ l)e,-)

2
<2E

=A;

+ 2[EHZf:’;af(Xs) (17 ~D(k-1,5+ l)ei))

2

:A6

(43)

We give an upper bound A; as follows:

o)) (2

_ ki[EH OF(X,:E) - 3 (X.)) (1; (k- 1,5+ 1)%-))

S=

2

-1
ZBFXS,E
5=0

—D(k-1,5+ 1)e,.))

2

>

2

ZIE||8F X&) - of (X)) Ly O(k-1,5+1)e

%

7

2

[EnaF(Xs,f) A I - (k= 1,5+ 1)

(n-1)0?
1-p

k—
'n-1 o
SHO‘ZZ—kaIZ
s=0 n

(44)

where the last second inequality comes from Lemma 8 and
assumption 3.
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For A, we will give the following upper bound:

2
Ag=E

Zaf ( @(k13+1))
- S orexa (G2 -
DY

< Yoo (-

2

k- 1,5+1)e )

Dk-1,5+1)e )af( )(n

=A,

D(k—1,5+1)e, >>

To bound A, we first bound A, and Ag, for A

= kf E ’af(Xs) <ﬁ —D(k-1,5+ 1)e,.>

< Z[EHaf

k-1 n
<3 ) EL’Dis,,
=0 h=1
k=1, k-1
+3n(” Tpk"’l +3)E
=0

s=0

2

2
Ly —(D(k—l,s+1)el-

2

7<D(k7 Ls+1)e;

Vf(%) 17
()

2

(46)

1 2

. ;” - D(k—1,s+1)e

k-1
< @Z (Z EL?Dis,, + E

s=0 \ h=1

2
> Pk—s—l

+3(n—1)(2’
1-p

where the last inequality comes from Lemmas 8 and 11.
Then, we bound Ay as follows:

Ag = Z’k*1[5<af(xs)(1_; -

&
< Y UE||af(x )(

s#s

(k- 1,5+1)e, ) af( )(n

D(k-1,5+1)e, ) Bf (1;7

k- 1,5+1)e )>

Dk—-1,5+ l)ei)

|

< z/kfllE”af(Xs) Dk-1,5+1)e ’af( ) Dk-1,5+1)e

st
< z”‘ 1[E”af D(k—1,5+1)e;

s5#S

+Z’k1“ f( ) lr;'—<D(k—l,s+1)ei

S#S
NP
<2;>§,HE (@‘(;@)Iz )] ) LW
z,k_l[E |of (X, ) k=((s+s")12)-1

SH:

G93(n-1) 2
< " Zm (zh \EL"Disg, + E

)

2>pk—((s+x')/2)—l

=A,
. Zf;51’3(n _ 1)(2Pk—((s+s’)/2)—1 ,

=Aip

(47)
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where A, can be bounded by { and p:

Ay =6(n- 1)52 Z lk—lpk*((sﬁ»s')/Z)fl =6(n- 1)(2 ki Z r:5+1k_1pk—((s+s’)/2)—1

s> s=0 s

=6(”_1>(2W <6(n-1) !

(vP-1)"(vP+1)

7>

(1-vP)
(48)

and we give a bound of Ay:

3(n-1
Ag= #Z’k 1(2 EL’Dis,;, + E

s#s h=1

6(” D 2 (Z EL?Dis,, + E
h=1

s=0

L6(n-1) L=y
(” (Z EL?Dis,, + E
h=1

s=0

oy (X )Tjﬁ«www
(X )ir 2>§qﬂA¢ﬁﬁWﬂ

()

(49)

Then, we plug Ay, A, into Ag, plug Ag, A, into A;. We
can yield the upper bound for Ag.

n 2 k—s—-1 n—
Ag < l)szo<hzltEszlssh+[E‘Vf< )1 \l/ﬁﬁ Eiijgz
1)Z<i [ELZDISSh+[E Vf >p ”_1)5
s=0 \ h=1
k—s—1
”Z ol () (“ )

k-1 n f—s—1
I)ZZ[ELZDls \/ﬁ
=0 h=1 \/ﬁ

R > -1 Cz )
Uf¢m2
(50)

Then, we plug A; and A4 into A, yielding the upper
<2 \/ﬁk—s—l

bound of A,.
(250

+ﬁﬂ4>+1un—n8

(1-vp)"
Finally, we can describe Dis, ; as follows:

20n-1o*  6(n-1)"
4,220 Sy
l_p n s=0

-1 k=1 n 2. 5kl
) Diss,h< VP

(51)

48(n-1)G*dy? +2y? (2( -1)
&(1-p)’ t-p

n—1)¢ n-1)& 1, 2
el 1)§El\ji§%)lf .

2 k—s—1 6(n— n
(2P ) LS Y EL*Dis,,
1-p 5=0 h=1

(%)

1-Vp
The lemma is obtained.

Dis,; =24, +2y°A, <

Based on these lemmas above, we prove Theorem 5
subsequently.

Proof (Proof of Theorem 5). We start from f((X,,,1,)/n):

[Ef(Xk+1l ) :[Ef<(Xk+;1k)Wk1n aF(Xk;fk)ln)

n
_[Ef(Xka + Wil F(Xk;gk)ln)
n n
Lemma7 77 aF(Xk§Ek)1n
(e e )
0
S[Ef( I;ln) +|E<Vf(X};1n>, nknln -y f()flk)ln>

_E nkln -y (Xk'Ek) ?
2 n

(i) {522
_[E<Vf( 1)) af()’ik) > VLE

2
Y VEi(xii585)
n

n 2
i=1Mki
n

>

+ yzL[E‘

(53)

where the last step comes from [la — bl < 2|lall® + 2|1b))%.
Then, we split the second term according to 2(a, b) < |la

2 2
I°+ 117,

E{ Vf Xl il <1[E vf XL\ | l[E il ’
n ) n /"2 n 2 n
1 X1\ ]F 1
:_[EHVf( k n) +_F zlrlkz
2 n 2 n
(54)

We split the last term of (53) into two terms because of
[EE,(_,VFi(xk,i $8ki) = VS i(xi)s

E YL VE (x5 ) = Y V()|

n
[E‘ i V(%) ?
n
According to (54) and (55), (53) can be expressed as:
Xk+1 n Xkln _ Xkln af(Xk)ln
o (F) <o () o (w () 25

2
N l[EHVf(XkL’) 2+ 1+2L || X,
2 n

n
Z:’:lvpi(xk,i 58ki) —
n

2
C Y VE (x5 8k)
n

(55)

i

2 V(%) ’

+ yzL[E‘

n 2
+ yzL[E‘ 21 V(%)
n
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F1GURE 1: The convergence rate with different privacy budgets.

We can bound the second last term using o

EIVE, (3,5 E0,)-Vf (o) 1P + “ZZ’ U (VE (515 )

i=1 i

72 EIVF;(xk; 5 §xs)

}/ZLEHZ?:IVFi(xk’i 58ki) = 2 VS i(x))

n

YL
n

'M:

i

V(% VE, (xk)i &) VF () =
ZZ’ HUE(VF, (%5 &)

_vf'(xki) [Efk 'VE; (xki;gki,) _vfi,(xki,)>

YL 2. YL
_2 [E”VF (xkl’Ekl) Vf (xkx)” n 02’

=V ()’ +

(57)

where the last step is true because of assumption 3.
Then, it follows from (56):

o) ()2 52

1 X L\|P 1420 |0 700
+ _IEHVf( k n) + + E t—lnk,z
2 n n
27, nVE (x|
N +Y2L[EHZ:1 (%)
n n
(3;) [Ef(Xkl”) ~ y—2y2L[EHBf(Xk)1
n 2 n
-1 X, 1L\ [*  4(1+2L)G*dy?
v [EHVf( kn) , 4L+ 2L)Gdy
2 n £2
2L X, 1 Af(X )1, ||
+y_o_2+Z[EHVf( k n) _ f( k) n
n 2 n n

=X

where the last step comes from 2(a, b) = [la|* + [|b]|*~]la -
bl%.

We then bound the equation X:

x= o (Belr) - LWL, :

n
2
!
=E z?:lvfi((zﬁzlxk’i )/n) _ 21 VS (k)
n n
2
1¢ X (59)
HZ Vfi ( = 1>_Vfi(xk,i)
2
Assung:tionlL_2 1 E Z?’:lxk,il .
= n & n kil »
=Disy;

where the first inequality comes from ||}, a; I < ny ' la; 2.

According to Equation (37) in Lemma 12, we have the
bound of Dis; ;. Then, we will bound its average M, on all
nodes as follows:

EM. = EY! Dis,; 48(n—1)G*dy? . 4y*(n-1)o?
o 2(1-yp)’ 1-p
36y2(n—1 b=
T AL (- VE 12(n- 1)L Y EM,
(1-v#)’
2 f—s—1 _ k-1 2
. \/ﬁ +pk—s—1 + 12(” l)VZZIEHVf<X51n) IZ
1-/p n = n
. 2\/‘pk*5*1 + pk—s—l )
1-vpP

(60)
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FIGURE 2: Comparison between dynamic networks and static networks.

Summing it from k =0 to K — 1, we can get the following
result:

N gy o 8- 1)GPdy’K LW -1)K 36y*(n— DK
& 0 ety t-p (1-vP)
5 2K 1k-1 2 Pk s—1 .
+12(n-1)y°L kz(:Js—ZOEMk<1 7 +pk >
21( 1 k- Xl T 2\/—’51(7371
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- 20-ve) t-p (1-vP)
2 zK_ 1 2
+12(n-1)y’L Z[EMk<l_p+ (1—\/5)2>
L [ 2
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12(n—
+ (nn y? Z E
k=0

G2 4v?
- 48(n - 1)G*dy°K

We then can get the bound of the summation of EM;’s
fromk=0to K- I:
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g et

Rearranging the term, it can be obtained that

S 48(n—1)G*dy’K
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N 4> (n—1)0’K
(l—p)( ((36y (n-1)12)/ ( )))
s 36y°(n - 1)°K
(= (= (orta- (= 7))
. 36y*(n-1)

(= von(1= (s 02y (1= vA)))

S

(63)
Plugging the bound of M, into X:
L2 n
Xs<— Y EDis;; = L’EM,. (64)
i=1

Then, we bound the Ef ((X,,,1,)/n) by the above bound,
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Summing from k=0to k=K - 1:

X1\ ||
E Vf(—k )
=0 n

1+2L)G*dy*K  y*KLo? =
<f0) -+ AWK VKT 712 Y g,
k=0

292L°C -1
Y- V ZE +)’

n

. 1+2L)G2dy2K y?KLo?

n

48 n-1)G*dy*K )
(Germ-ne2)((1-vp))))

-
( 4y*(n-1)0’K )
(Ger(n-ne2y((1-vp))))
( 36y (n-1){°K )
(Gern-ne2)((1-vp))))
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+XL2< 36y*(n-1)

2\ (1-vp)'n(1- (Germ-ne2)((1-vp))))
~ Xl oy e, A1+20)G dyK y?KLo?
X e (S ) Fo) -+ 202 :

. 24(n-1)L*’G*y°K
2(1-yp) (1= (Germ-n)((1-vp))))
. 29°L*(n - 1)0? K
(1-p)(1- (s (n-1r2)/((1- vp)*) )
18y°L2(n - 1)
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.\ 18y°L*(n—1) Ki E
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+ K

vf(anl"> 2.
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Rearranging the terms, we get the following result:

(1= pLI2)ZESEN@f (X L)l + (172) = (18y2(n = DE2)/ (1= /p)* (1= ((B6y*(n - D)/ (1= vP)*) ) ) ) ) SO EIVA((XeL )l

24(n - 1)[*G*y?

2y°L*(n - 1)0?

K
s 2
Sf(O) f +4(1+2€)Gdy+ﬁaz+
yK € n
18y%(n — 1)L2?
N Y (n - 1L

(=)' (1= (Gore-v2y(0-vp))))

This completes the proof.

Proof (Proof of Corollary 6). Substituting y=1/(2L+0

V/K/n) into the result of Theorem 5 and removing the first
term of the RHS on the LHS, we can obtain that

4(1+2L)G*d
<2L + a\/K/n) £

BSSET (K ml | (2L ovRm) (0 -1
K - K

. Lo? . 2(n-1)L?
2
2nL +oVKn <2L + J\/K/n) B,

< 12G? . o? . o2 )
e(1-yp) (=P (1-yp)
L) =f") , (fO) -f)o , 4(1+2L)G%d

< +
K VKn ov/K/ne?

Lo? 2(n-1)L?
+ +
)

(68)

Let (G/e) <+/((f(0) = f* + L)o)/(4(1 + 2L)dn), and we
show B, and B, are approximately constants when (16) is

+

2(1-vp)’ (1- (Gorm-1)/((1-vp))))  (1=-p)(1- (G- 1r)/((1- 7))

(67)
satisfied.
B (1 18y2(n—1)L2>
L=y 7 N2, )
2 1-./p)B
(1-vP)'B, (69)
2
e[ 0o
(1-vP)
Note that
1 /5)
yz < (7\/5)2 =B,> l’
72(n—-1)L 2
: (70)
1-
};2 < (7\/ﬁ>2 :Bl > l
144(n - 1)L 4
Since y? < (n/(0?K)), as long as we have
2
L M, (71)
0?K = 144(n-1)L?

B,>1/2 and B, >1/4 will be satisfied. Then, we can
obtain K > (144n(n - 1)L?)/(0*(1 - /p)?).
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Let K> ((16n°(n = 1)’ LY)/(a®(f(0) = f* + L)*))
((12G*/(2(1 = /p)*)) + (a*/(1 = p)) + (9C*/((1 -

then

Zico EIVA (X L)m)|* _ 8LU(0) = f")

K K

12(f(0) - f* +L)o
VKn '
(72)

7. Experiments

In this section, we perform extensive simulations to evaluate
our proposed algorithm. In particular, we compare the con-
vergence rate of our proposed algorithm with the best-
known D-PSGD algorithm give in [1], in the settings of dif-
ferent privacy budgets, different number of nodes and differ-
ent extents of dynamicity.

In our experiments, we evaluate our proposed algorithm
on image classification tasks. We train ResNet model on
CIFAR-10 dataset. Moreover, we use MPI to implement the
communication scheme. We run our experiments on a
CPU server cluster. Each server has 32 cores, which is an Intel
Xeon E5-2620 v4 @ 2.10GHz cluster. Each server is equipped
with 128G memory.

7.1. Impact of Privacy Budgets. We evaluate the import of pri-
vacy budget on the convergence of our proposed algorithm in
a dynamic network. Here, we run our algorithm in a dynamic
network with different number of nodes under different pri-
vacy budgets. The results are illustrated in Figure 1, where the
privacy budget ¢ is set to 1071,107%, and 1073, respectively. It
can be seen that the smaller ¢ is, the slower the learning con-
verges. This is because a smaller privacy budget means more
noise are added, which affects the convergence speed of the
algorithm.

7.2. Impact of Dynamicity. We compare our algorithm with
the best-known D-PSGD algorithm (with privacy protection)
in a static network. Due to D-PSGD is applied to a ring struc-
ture, we set the expected degree in the dynamic network as 2.
Here, the privacy budget is set to 107!, and the number of
nodes is 4 and 8. From Figure 2, we can find that our pro-
posed algorithm can reach the same convergence rate in
dynamic networks as the D-PSGD algorithm (with privacy
protection) in static networks.

8. Conclusion

We presented D-(DP)?SGD, a decentralized parallel stochas-
tic gradient descent algorithm with privacy preservation in
dynamic networks. With theoretical analysis and extensive
experiments, it shows that our proposed algorithm can
achieve the same convergence rate as the best know previous
work in static networks without considering privacy issue.
Based on this work, it is meaningful to further devise
privacy-preserving algorithms in an asynchronous dynamic
environment.
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Visual cryptography scheme (VCS) is a secret-sharing scheme which encrypts images as shares and can decrypt shares without
digital devices. Although a participant can reveal the secret image by merely stacking a sufficient number of shares, the visual
quality of recovered images is reduced, and malicious adversaries can cheat participants by giving faked shares. The paper
presents a novel VCS called T-VCS (trusted VCS) which consists of two main components: a high-quality VCS and an
enhanced verification scheme of shares based on the emerging Intel Software Guard eXtensions (SGX). While providing high-
quality recovery, T-VCS keeps the size of the shares the same as the original secret image. We use SGX to act as a trusted third
party (TTP) to verify the validity of the shares in an attested enclave without degrading the image quality. The experimental

results show that T-VCS can achieve a balance among contrast, share size, and verification efficiency.

1. Introduction

With the development of the Internet of things (IoT), wear-
able and mobile devices are forming more and more social
and big data networks. It is now common to take and transfer
personal and sensitive data on an untrusted communication
channel [1]. Unfortunately, both diverse social datasets and
big data technologies raise stringent privacy concerns. Mali-
cious users can perceive, collect, analyze, and upload large
amounts of data; the privacy issues related to the collection
of data have been widely concerned and become a research
hotspot [2-4]. There is an urgent need to ensure the security
of data that include images.

In 1994, Naor and Shamir [5] introduced a VCS which
combines the notions of perfect ciphers and secret sharing
in cryptography with those of raster graphics. In the Naor
and Shamir’s k-out-of-n threshold VCS, they split up a secret
binary image into # shares (known as sheets or pieces) and
distribute them to each participant (known as shareholder).
The decryption is impossible unless k or more participants
superimpose any k transparencies together. Participants can
print out shares onto transparencies and superimpose them

to reconstruct the original image. The merit of VCS lies in
the fact that the Human Visual System (HVS) can recover
the shared secret directly. Thus, the decryption process is
computation-free. This feature makes VCS particularly suit-
able for human-computer interaction scenarios with limited
computing or networks, such as ATM [6, 7] and electronic
voting [8].

Despite the fact that VCS eliminates complex computa-
tion of the traditional cryptography, there remain two signif-
icant drawbacks. One is the pixel expansion and contrast
degression of the recovered secret, while human eyes can
only identify patterns of secret image when the contrast is
good enough. Figure 1 illustrates the Naor and Shamir
VCS. As shown in the first two columns, if the secret pixel
p is white, superposition of the two shares always outputs a
gray region where half of the pixels are white and half are
black, no matter which column of subpixel pairs are chosen.
As shown in the last two columns, if p is black, it yields the
original black pixel. There is a contrast loss in this scheme
since the original white pixel only yields a gray region. The
width of the decoded image is twice that of the original secret
image because p is expanded to two subpixels in each share.
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FiGure 1: Construction of black and white pixels in a 2-out-of-2
VCs.

Pixel expansion of the shares implies that the size of secret
image cannot be too big because a big transparency is incon-
venient to align for recovery.

The other one is cheating problems in VCS. If there is a
cheater who gives a faked share, sharevictims will fail to
decrypt the secret image or believe that the decoded fake
image is a genuine secret image. Figure 2 shows an example
of cheating participants in the 2-out-of-2 VCS. If both partic-
ipants are honest, they can recover the true secret image.
However, if a malicious participant has information about
the Share, that the participant A holds, he can construct a
faked share FakeShare and cheat A to believe that the secret
image is false, which Share, + FakeShare reveals.

Sharing secrets with high-quality recovery is interest-
ing, and consequently, many improved VCSs have been
proposed. Some schemes present methods where high-
quality secret recovery is possible [9]. These schemes,
however, rely on complicated computation or archive at
the expense of expanding pixels. Other schemes avoid to
expand the pixels on secret images at the expanse of
reducing image contrast [10].

Researchers have experimented with the idea of cheating
VCS and proposed many cheating immune visual cryptogra-
phy schemes (CIVCS). These schemes often expand the pixel
or decline in contrast [11]. Furthermore, analysis results
imply that these CIVCS are not enough to secure against
cheater colluding [12]. One alternative is to make use of an
online trusted authority to verify the validity of the stacked
shares. These TTPs often run in untrusted remote environ-
ments, while software-based security is often insufficient
due to vulnerabilities in applications or operating systems
(13, 14].

In this paper, we propose a novel visual secret sharing
scheme called T-VCS to address all the drawbacks listed
above. This method retains the advantage of traditional
visual cryptography without any cryptography computation.
T-VCS eliminates pixel expansion by encrypting the pixels of
secret images block by block instead of a single pixel. It first
constructs a basis matrices’ query table which corresponds
precisely to the encrypted pixel block and then generates
multiple share images by the odd-even quantization water-
marking algorithm. The stacked shares have the same pixel
permutation with the original image. So, we can recover a
higher-quality image.
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FIGURE 2: Cheating 2-out-of-2 VCS.

We make use of Intel SGX to ensure the validity of valida-
tion results. Intel SGX is a processor instruction set extension
that allows the creation of a CPU-based TEE (Trusted Execu-
tion Environment), that is, a secure enclave.

We carry out verification in an attested enclave where
participants can ensure even OS and higher priority software
do not tamper with verification code. T-VCS seals the query
table and watermark file into a disk to make watermarks
undetectable.

The main contributions of this paper are as follows:

(1) We propose a novel VCS that can both recover secret
images with high quality and eliminate pixel
expansion

(2) We develop a self-attesting framework to verify the
validity of shares based on TEE. This method neither
requires the user to maintain additional verification
data nor reduces image quality

(3) We elaborately evaluate the performance of applying
T-VCS to encode grayscale and color images and ver-
ifying sheets in TEE

The remainder of this paper is organized as follows. Sec-
tion 2 introduces existing VCS and CIVCS and highlight
their known limitations. Section 3 explains the proposed T-
VCS and shows its effectiveness. After that, Section 4 gives
experimental results and comparisons. Finally, Section 5 pre-
sents conclusions and future works.

2. Related Work

Born in 1994, VCS has been an emerging research field in the
field of information security [15]. To address drawbacks of
VCS, many improvements and extensions follow.

2.1. Visual Cryptography Scheme. To keep the size of the
sharing images the same as the original secret image, Chen
et al. [16] maps a block in a secret image onto a correspond-
ing equal-sized block in the shared image. This scheme, how-
ever, may lose some information when the number of pixels
describing the information only occupies a tiny part of a
secret image. In the scheme of Yang et al. [17], we can distin-
guish the black and white due to the frequency of white pixels
in a white area which is higher than that in a black area. How-
ever, this scheme is based on a probabilistic method and the
value of contrast is not consistent with the recovered image.
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TaBLE 1: Feature comparisons among our proposal and previous schemes.

Schemes Size invariant Quality improvement Cheating immune
Naor and Shamir [20] X v X

Hu and Tzeng [11], Liu et al. [12] X X v

Chen et al. [21]

T-VCS v v v

Hou and Tu [18] takes advantage of image contrast reduction
and halftone technology to avoid expanding pixels in secret
images. This method degrades the contrast of the resulting
image by 50%. Superimposing shares is equivalent to an
OR-logical operation on the corresponding rows. New visual
cryptography models which utilize the polarisation of the
light and XOR operation can keep image size [19], but this
method does not work with printed transparencies since it
is the idea behind VC.

To obtain a better contrast than the previous one, Naor
and Shamir propose an alternative model for reconstruction
[20]. This model improves the contrast from 1/2 to 1 -1/c,
where c is both the number of sheets and the number of sub-
pixels to map each pixel. This scheme expanded each pixel in
the original image into ¢ subpixels. The set of operations they
call the cover semigroup inspires the design of T-VCS, while
T-VCS can archive the same contrast without pixel expansion.

Most of the previous research work on black and white
VCS, while it is an essential area of research to apply visual
cryptography techniques to color images. This method allows
the use of natural color images to secure information. The
scheme of Hou [22] is one of the first color decomposition
techniques to generate visual cryptograms for color images.
Every color within the image can be decomposed into one of
three primary colors. In contrast to color decomposition, Yang
[17] proposes an additive color mixing scheme based on prob-
abilities. One of the problems with these schemes is that the
overall contrast is reduced when revealing secret images.

2.2. Cheating Immune Visual Cryptography Schemes. VCS
assumes shareholders to be semihonest, and the image shown
on the stacking of shares is a real secret image. Researchers,
however, have present methods for cheating the basic VCS
schemes [21] and consequently proposed many CIVCS by
generating extra verification shares or expanding the pixel
to embed extra authentication information. Hu and Tzeng
[11] propose a generic method to convert a VCS to another
VCS that has the property of cheating prevention. The over-
head of the conversion is near-optimal in both contrast
degression and pixel expansion. Liu et al. [12] first analyze
the drawbacks of some known cheating immune visual cryp-
tography schemes, then proposed a new CIVCS, which
avoids all the previous drawbacks. However, this scheme
has to randomly select ¢ pixels from the original secret image
to act as authentication pixels in each participant, which
inevitably increases the burden of share management.

An alternative to prevent cheating in VCS is to use a TTP
to validate shares. Yang and Lai proposed [23] used a TTP to
perform the verification between the participants. Chen et al.
[21] find that if an attacker knows the exact distribution of

black and white pixels of each share, then they can attack
and cheat the TPP. Table 1 presents the comparison of exist-
ing methods and our scheme.

2.3. Intel SGX. A practice challenge of TTP is that they often
run in an untrusted cloud environment [24], so the partici-
pant is not sure if a validation result is valid [25]. TEEs such
as Intel SGX and ARM TrustZone [26] enable execution of
programs in secure enclaves.

As an important research progress in the field of trusted
computing, Intel SGX offers an efficient solution for anony-
mous authentication and verification. Besides shielding systems
[27-29], SGX has been used in a number of applications includ-
ing a map-reduce framework [30], machine learning and big
data models [31, 32], and SQL querying [33]. The security of
these client-server applications is based on the establishment
of trust in a remotely executing program. The procedure
requires an enclave to generate a hash of the code running
inside it, which is signed by an Intel-provided service enclave
running on the same platform. Participants are then able to ver-
ify the report through the Intel Attestation Service (IAS) pro-
vided by Intel. More details about SGX can be found in [34, 35].

3. T-VCS

In this section, we propose a novel VCS to address the con-
trast degression and pixel expansion problems at the same
time. The contrast determines the clarity of the recovered
secret by HVS. Having shares that are close to the original
secret’s size is easier to manage and transmit.

There are three modes of images: black and white, gray,
and color. We treat a color image as the composition of three
primary color images. Then, the halftone technology can
transform a single-color image with gray levels into a binary
image. So the research of black and white image is fundamen-
tal even in the study of color images.

We firstly deal with the black and white image, where a
white pixel is denoted by the number 0 and a black pixel by
1. To construct shares of an image for participants, we need
to prepare two groups, C, and C,, which consist of bit matri-
ces. A row in matrix C, and C, corresponds to m subpixels of
a pixel. For a white (or black) pixel in the image, we randomly
choose a matrix from C; or C; and assign the row of groups
to the corresponding position of share S;, i < n. Each pixel of
the original image will be encoded into # subpixels, each of
which consists of m subpixels. Instead of constructing C,
and C, directly, we can construct two basis matrices S° and
S' and let C, and C, be the set of all matrices obtained by per-
muting columns of $° and S', respectively. So, we can write
the basis matrices and collections of the 2-out-of-2 VCS as



Equation (2). By merging the sheets of participant A and par-
ticipant B, that is, putting the ith sheet of B on top of the i
sheet of A, we can reconstruct the secret images.

{0
{0

3.1. Generate Pixel Blocks. The drawback of the traditional
VCS is that the shares are n:m times the size of the secret
image. So, we adopt block-wise operation and generate
shares block by block for the nonexpansion scheme. A block
in a share image corresponds to an equal-sized block in the
secret image, while in the traditional expansionary VCS, a
pixel is mapped onto a subpixel.

The cover semigroup operation inspires the design of T-
VCS; Table 2 demonstrates the cover color rule of the mono-
chromatic construction, where the top opaque wins. If we
superimpose three pixels, that is, transparency, black, and
white, respectively, we will get a white pixel at the top.

Figure 3(a) demonstrates the revealing procedure of the
pixel block in which ¢ =4 and the revealed pixels are [B; W;
W; W]. The stacked pixels in Figure 3(a) represent neither
the original single black nor white pixel, but the pixel block
[B; W; W; W]. We number sheets from bottom to top, start-
ing with zero. The participant B hold sheets numbered even,
that is, {0, 2, 4, 6}th sheet. When stacking the four sheets, B
only obtains an all-white image. The participant A holds
sheets numbered odd, that is, {1, 3, 5, 7}, respectively. When
stacking the four sheets, A only sees an all-black image.

Figure 4 illustrates sheets. There are two opaque colors
(black and white) and a completely transparent one in the
new model. It is obvious that the proposed share images do
not leak any secret information from the share images. It
should be noted that the white color in Figure 4 indicates
transparency. To display white pixels on the white back-
ground, we replace the white sheets held by B with gray.
The reconstruction is done by merging the sheets of A and
B. When stacking them all together, we can obtain a clear
secret image, as shown in Figure 5(d).

A holds ¢ odd sheets, while B holds ¢ even sheets. By roll-
ing sheets held by B down a row (for the whole sheets, it is
equivalent to roll down two rows), the position of the ith
sheet will be (i + 1)%cth. We are able to obtain the pixel block
[B; B; W; W] as shown in Figure 3(b). Naor and Shamir have
proved the contrast is 1 —1/c in the construction method
[20]. By such a method, T-VCS can generate the basis matri-
ces for kinds of pixel blocks.
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TaBLE 2: Color rule in shares and stacked images.

Color White (W) Black (B) Transparent (T)
w w B B
B W B B
T w B T

T-VCS gives a certain way to construct the basis matrices.
There are 4! = 24 permutations for the case of 4 black pixels
(the number of white pixels is 0). For the case of 3 black pixels
(the number of white pixels is 1) or 1 black pixel (the number
of white pixels is 3), taking 1 black pixel as an example, the
black and white pixel must locate in the top (7) and bottom
(2) layers; otherwise, there will be a white pixel in the bottom
(2) layer, and this column will be covered by black pixels,
resulting in the number of revealed black pixel pixels which
is greater than 1. The number of permutations for the other
three columns of white pixels are 3! = 6.

For the case of 2 black pixels (the number of white pixels
is 2), taking the 2 black pixels ([B; B; W; W]) as an example,
the black pixels in columns 1 and 2 can only be selected from
layers 5 and 7. Respectively, the white pixels in columns 1
and 2 can be selected in layers 2 and 4, to ensure that the
superimposed pixels in columns 1 and 2 are black. However,
if the white and black pixels in columns 1 and 2 are located in
layers 1 and 3, after rolling twice, the superimposed white
pixels will appear in columns 1 and 2, which is inconsistent
with the precondition. So, there are two ways to arrange the
white pixels in columns 1 and 2. The white pixels in columns
3 and 4 are similar, and there also are two ways to arrange
them. So, the total arrangement is 2 + 2 = 4. There are still
other ways to construct the basis matrices besides the rota-
tion method. So, what is given here is not the total number
of permutations. The relationship between rows to roll and
generated pixel blocks as shown in Table 3.

Each pixel block has multiple permutations. The scheme
not only ensures the security of image encryption but also
provides conditions for the subsequent zero watermark
verification.

It should be noted that the roll period of the pixel block is
4 for the case ¢ =4, so when rolling down 4 rows, repeated
pixel block will be generated. So, this scheme cannot generate
all-black pixel block or all-white pixel block (in Table 3, the
pixel block [W; W; W; W] cannot be generated). We replace
the basis matrices of all-white blocks with those of 3 black
and 1 white situation.

Our new scheme contains several important changes
from previous work. The first difference is the order in which
the transparencies are stacked. There is a requirement for
order to correctly recover secret images. Therefore, we need
to record the order of each share. The second change is that
each participant has ¢ sheets, rather than a single transpar-
ency. Each pixel in the original image is mapped into ¢ sub-
pixels. In order to facilitate the user to manage the sheets,
we can use color images to store sheets of grayscale images
and use the TIFF multilayer image format to store sheets of
color images.
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FIGURE 3: Stacking of gray-level visual cryptography without pixel expansion (the dot block represents transparency).

FIGURE 4: Encrypted sheets (c = 4; contrast=1-1=¢).

L
Mode Halftone Hou [18] Random T-VCS T-VCS
PSNR 100.00% 51.57% 51.62% 68.06%

(a) (b) () (d)

F1GURE 5: Contrast comparison between Hou’s VCS and T-VCS.

Tt 3: Generate pixel blocks by rolling. 3.2. Generate the Permutation of a Pixel Block. In the halftone

Rows to roll Pixel block Number of permutations image, there are not only different pixel blocks but also differ-
ent arrangements of the same pixel block. By permuting col-

0 [B, B, B, B] 24 . K .

) (B, B, B, W] umns in Table 3 until getting the same arrangement as the
o original color blocks, T-VCS precomputes C, and C,; for

2 [W. B, B, W] kinds of pixel blocks and permutations.

3 [W, W, W, B] 6 An objective way to test alteration between the original

'S

(W, W, W, W] 24 image and the recovered image is to use PSNR (Peak
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Original Halftone
100.00% 43.29%

Mode
PSNR

CMYK T-VCS
27.83% 32.95%
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(© (d)

F1GURE 6: Contrast comparison between color VCSs.

Signal-to-Noise Ratio) given in Equation (3) to measure the
difference, where x(i, j) and y(i, j) are corresponding pixels
in the ith row and jth column in the secret image x and the
recovered image y. When the PSNR value is greater than
30, it means that the transparency of the watermark [36] is
better. The larger the PSNR value, the better the clarity.

MAXZ x mxn

e ). o)
Qico Limo (xX(6j) = y(i.)))

PSNR =10 x log,, (

Figure 5 shows a contrast comparison between kinds of
halftone VCS. We select the halftone image of Lena
(Figure 5(a)) as the reference image. As shown in
Figure 5(b), since Hou’s scheme takes advantage of image
contrast reduction, the recovered image is darker, and its
PSNR is the lowest. By limiting selectable matrices to the
same space as the original block of pixels, we archive to
increase the PSNR from 51.62% to 68.06%. It can be inferred
that T-VCS has a higher quality of secret recovery than
directly applying the block-wise operation, which generates
pixel blocks with a random permutation. Most of VCSs have
the property of perfect black. The reconstructed image in T-
VCS also is perfect black since stacked blocks associated with
black pixels of the secret image are all black.

3.3. Color T-VCS. In this section, we propose a nonexpansion
VCS for color images based on the above gray-level scheme
[37]. We first divide a color image into three color channels:
cyan (C), magenta (M), and yellow (Y), since most color
printers use C, M, and Y inks to display color. This scheme
represents the gray levels of each color channel of the secret
image by vectors of 8 bits; that is, the secret image is divided
into 8-bit levels and each bit level forms a binary image. For
each bit level j and each color channel 4, we choose a block in
the secret image and encrypt it by the query table. For a color
image with a bit depth of 8, it is equivalent to repeating the
black and white image encryption operation 24 times.

The method has the characteristic of gradual restoration.
The more the superimposed share image, the higher the clar-
ity of the restored image. So participants do not need to gen-
erate all the shares for all the bit levels. We can recover a clear
enough image by selecting the highest number of bits, since
the information about a higher bit level is not as important
as that of a lower bit level for HVS.

Figure 6 shows the experimental results of the color T-
VCS. We calculate the PSNR of color images by summing
and averaging each channel’s PSNR where the maximum
pixel value MAX is 255. Figure 6(a) is the original color
image. Due to the fact that digital halftoning is a lossy process
in itself, it is impossible to reconstruct the original secret
image fully, so the PSNR reduces to 43.29% in Figure 6(b).
The PSNR of image recovered from the T-VCS is 32.95% in
Figure 6(d), while the PSNR of image recovered from ran-
dom T-VCS is 27.83% shown in Figure 6(c). It can be
inferred that a careful arrangement of pixels in encryption
improves the quality of color images.

3.4. Verify Sheets by SGX. Despite visual cryptography’s
secure nature, it would be terrible if participants cannot ver-
ify distributed shares. Not only can we use VCS to encrypt
images, but we can also verify sheets. But the disadvantage
of VCS is that once malicious attackers tamper with authen-
tication information, human vision cannot detect it. We
introduce TEE to prevent malicious systems from tampering
with the verification data on untrusted remote environments.

The verification process is shown in Figure 7, which
briefly includes the distribution phase and verification phase.
During the distribution phase, T-VCS first constructs a basis
matrices’ query table according to the method above and
then generates sheet images according to the watermark
image [38].

(A.1) Generate basis matrices. Based on the value of each
pixel in the watermark image, the basis matrices
are selected randomly from odd parts if the pixel
pw in watermark image (W) is white or even parts
if pw is black, respectively. We can generate the
watermark image dynamically in the enclave or
select from existing images. We then seal the query
table to the disk for subsequent verification. The
watermark image is the only sensitive data in the
T-VCS. Sealing enables encrypting and authenti-
cating the enclave’s data such that no process other
than the exact enclave can decrypt or modify it.
The security of the watermark can also be guaran-
teed since no secret information will leak out in the
enclave.

(A.2) Generate sheets and serialize them to disk through
the OCALL instruction of the Intel protected file
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FIGURE 7: Sheet attestation workflow.

system. Isolated execution of an enclave process
restricts access to a subset of memory such that
only that particular enclave can access it. Entry
points defined in trusted code are called ECALL.
Valid interaction with an enclave is only possible
via explicit ECALL. Similarly, entry points defined
in untrusted code are called OCALL, which calls
out of the enclave.

(A.3) Distribute sheet images to each participant.

It is crucial to include a hash of verification infor-
mation into the report to avoid masquerading
attacks, as this binds validation results to this
enclave. R, contains the enclave measurement/i-
dentity (MRENCLAVE), and the signing identity
(MRSIGNER) verifies that the enclave contained
the expected code/data pages at launch.
Although the length of report data is limited in
SGX, the quote report can still ensure the authen-
ticity of sheet images and verification results by
the hash value R.

During the verification phase, T-VCS acts as a TPP to
provide an integrity validation service for participants by

(B.4) The signature information of R can only be veri-
hardware attestation. The phase includes the following steps:

fied by the IAS, so the participant needs to send
the quote report to IAS for authentication.
Remote attestation is digital signatures produced
by the SGX over the code of enclaves. P (chal-
lenger) can verify it using the manufacturer’s
public key [39] to ensure that an enclave has been
deployed correctly and is running on a trustwor-
thy Intel SGX hardware platform.

(B.1) The participant P sends a held sheet and received
sheet images to the T-VCS server for verification.

(B.2) The server transfers the two images which may
contain multiple channels to the verification
enclave (E). E first reads the pixel value p_ of
the watermark image which is involved with
received sheets and then determines whether p,
is consistent with parts from which the basis
matrices are selected. This procedure is repeated
until traversing all the pixel values. If all of the
pixels match, that is, p; == p;, V{i} e {W}, the
verification is passed, otherwise failed.

(B.5-8) After receiving the verification report returned
by IAS, P first verifies the report by signature
chains and then compares the MR, with local
stored MR, the image hash of Sri in the report
with the local cache §;. After verification is
passed, the participant can confirm the valida-

(B.3) E requests the quote enclave (Q) to sign the MRr tion of sheet images.

(MRENCLAVE) and verification result and gen-
erate the quote report (R). R consists of and
attached report data R, and enclave data R.. Q
first performs local attestation with E. After pass-
ing attestation, Q signs the hash value of the
authentication result (a), the requested sheets
S,; and write R into the report data field, that is,
R=hash(alS,; --- [ISrn); , where # is the number
of sheets. We patch the tkey_exchange library in
SGX SDK to generate a custom report data field.

In the validation procedure, participants and the T-VCS
server do not need to establish a trusted channel, which
makes the whole process much more secure and user-
friendly. Through the Intel remote attestation service, partic-
ipants can be sure that the specified enclave completes the
image sharing and verification operation. Ensuring the integ-
rity of operation is necessary because a malicious OS could
drop messages and tamper with data and validation process.
We call this CIVCS self-attesting because the enclave attests
itself before verifying integrity of sheets. The only situation
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F1Gure 8: Color test images.

TABLE 4: Performance comparison of gray images between Hou and
Tu’s algorithm and T-VCS.

Tmages PSNR (Hou and Tu PSNR (random T- PSNR (T-
[18]) VCS) VCS)
Barbara 51.50% 51.86% 67.86%
Goldhill 51.35% 51.74% 67.17%
Boat 51.63% 51.49% 70.31%
Zelda 52.02% 54.69% 61.70%
Baboon 51.93% 52.06% 63.54%
Peppers 52.12% 51.85% 64.08%
Airplane 53.19% 52.95% 60.45%
Lena 53.37% 53.14% 59.64%

the system ends without being suspended is it runs on a
trusted, nondisruptive environment.

4. Evaluation

In this section, we select eight commonly used color images
which are shown in Figures 8(a)-8(h), to demonstrate the
performance of T-VCS. The size of all the secrets is 512 x
512. All the data shown below are the average of test results
for 100 runs on test images.

4.1. VCS Evaluation. To illustrate the encryption and recov-
ery results of the T-VCS on grayscale images, we first convert
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TaBLE 5: Performance comparison of color images among Hou, Liu
et al.,, and T-VCS.

Imases  PSNR (Hou PSNR (Liu et al. PSNR (T-
8 [22]) [40)) )
Barbara 27.78% 27.78% 43.49%
Goldhill 27.82% 27.82% 43.20%
Boat 27.90% 27.91% 41.89%
Zelda 27.83% 27.82% 42.90%
Baboon 27.81% 27.81% 44.76%
Peppers 27.86% 27.85% 44.23%
Airplane 27.44% 27.43% 40.92%
Lena 27.83% 27.84% 42.48%

Figures 8(a)-8(h) into grayscale images and then use halftone
technology to binarize images. We use the halftone technol-
ogy to simulate gray levels by altering the density of the
printed dots. In the bright parts of an image, the density is
sparse, while in the darker parts of the image, the density is
dense. There are many halftoning techniques available,
where error diffusion produces superior results and is
adopted in this paper.

Table 4 shows a performance comparison of gray images
between Hou and Tu’s algorithm and T-VCS. Hou and Tu’s
experimental results [18] are shown in the second column of
Table 4. They adjust all of the gray values in the grayscale
image to more than 127 by linearly interpolating. After half-
tone conversion, the number of black subpixels in each block
is between 2 and 4. They can obtain the same arrangement by
transforming the distribution of black and white subpixels.
We, however, find that Hou and Tu’s method cannot convert
all blocks to the requirements of 2 to 4 black blocks. For the
Barbara image, there are 41 abnormal blocks with 3 white
and 1 black pixels, which accounts for 0.062% of all the
blocks. The PSNR for images recovered from this method is
between 51.35% and 53.37%, which is similar to the results
of random T-VCS, while the values of PSNR for images
recovered from T-VCS are all greater than 59%. Although
both schemes can keep the image size, it is obvious that our
method can recover images with higher quality.

The PSNRs of recovered color image are shown in
Table 5. Using this color decomposition, Hou [22] decom-
poses every color within the image into three primary
colors. This proposal is similar to traditional visual cryp-
tography for the pixel expansion that occurs. The loss of
contrast will accumulate because color images use sub-
channels or bit-by-bit encryption, generally. So, PSNRs of
color images are lower than those of grayscale images.
As shown in the second column of Table 5, the PSNRs
are all around 27%, which is similar to Liu et al.’s scheme
[40]). Based on the black and white schemes, Liu et al.
propose a color k-out-of-n VCS to divide a natural color
image into 24 binary images. The values of PSNR for this
scheme are shown in the third column of Table 5.
Although our method also uses bit-wise encryption for
color images, images recovering from our scheme have
higher quality, whose PSNRs are all above 40%.
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PAT PAT  PAT
TERN TERN TERN

Mode Original Recovered Salt pepper attack
PSNR 100.00% 62.09% 59.39%
NC 100.00% 97.76% 95.73%

(a) ®) (©

FiGure 9: Extracted watermarks.

4.2. Robustness Evaluation. There are usually two metrics
with respect to evaluate watermarking algorithms: imper-
ceptibility and robustness. (i) Imperceptibility means that
the presence of the watermark should not distort the per-
ceived quality of the host image. The PSNR is typically used
to measure imperceptibility. (ii) Robustness is a measure of
the immunity of the watermark against attempts to remove
or degrade it. We measured the similarity between the origi-
nal watermark and the watermark extracted from the
attacked image using the NC (normal correlation factor)
given in the following equation:

N —
Zi:1 w;w; (4)

NC(w, ) =

N —
Yo wi

where N is the number of pixels in the watermark and w and
@ are the original and extracted watermarks, respectively. In
general, an NC of about 0.75 or above is considered accept-
able [41].

We first evaluate the performance of the zero watermark-
ing algorithm in T-VCS using a 512 x 512 Lena image as the
original cover host image, and a 256 x 256 black-white image
with the expression PATTERN as the watermark image. A
pseudorandom number generator generates the secret data
used in our experiments. Figure 9 shows PSNR and NC
values among the original watermark, the watermarks
extracted from T-VCS, and the extracted watermark after
being subjected to the salt-pepper attack independently.
The value of NC for the extracted watermark is higher than
0.95. We can clearly see the expression value from the water-
mark. We also verify the performance of watermark extrac-
tion on the above eight images. As shown in Table 6, the
values of PSNR are above 40%. After applying the attack of
salt-pepper, the values of PSNR drop by only 1%, which is
within acceptable limits. The values of NC are all above
91%, indicating the algorithm has strong robustness and
can resist salt-and-pepper noise.

Experimental results show that the proposed scheme
does not suffer from salt-and-pepper noise. Although we
can use the Discrete Wavelet Transform- (DWT-)/Discrete
Cosine Transform- (DCT-) based digital image watermark-
ing algorithms [42] to wavelet transform the image to obtain
a more robust watermark, it will further reduce the image
resolution. For two sheets, operations such as wavelet trans-
form and inverse transform will destroy the corresponding

TABLE 6: Robustness illustration of T-VCS.

Images PSNR PSNR (salt-pepper)  NC (salt-pepper)
Barbara 43.49% 39.27 95.55%
Goldhill 43.20% 39.19 96.12%
Boat 41.89% 38.71 95.78%
Zelda 42.90% 38.99 91.23%
Baboon 44.76% 39.50 94.70%
Peppers 44.23% 39.21 95.18%
Airplane 40.92% 38.37 93.04%
Lena 42.48% 38.57 95.41%

relationship of pixels, resulting in the restoration of recov-
ered image. Therefore, we apply no transform to preprocess
sheets but directly use the way of quantization to odd/even
to embed the watermark into lossless sheets.

4.3. Performance Evaluation of Running T-VCS in TEE. In
this section, we mainly evaluate the performance of online
verification sharing when running T-VCS in TEE. The per-
formance of sheet distribution is not our main concern
because we can do it online or offline.

There are usually two concerns when using SGX to pre-
vent cheating of VCS: one is the code refactoring [43]. It is
not an easy task to port an application to run within an
SGX container because Intel has envisioned SGX as a protec-
tion technology for only small parts of the application code
and data. The native application code often has to be modi-
fied to meet the implicit prerequisite. While a fully featured
library, OS [44] can rapidly deploy unmodified applications.

To quickly verify the proposed TEE solution in this
paper, we first develop a T-VCS prototype system on a native
OS by Python and then make use of Graphene-SGX and
ptrace interposition to run the system in SGX. Another rea-
son behind this is that easy data exploration and visualization
are often more important than writing the most optimized
solution [33]. We selected the Graphene-SGX as the library
OS. It should be noted that although the Graphene-SGX sup-
ports running Python, and all dependent files must be speci-
fied manually, so it is impractical to run complex Python
programs like T-VCS which has 516 lines of Python code.
We first make use of ptrace interposition to trace system calls
invoked by the T-VCS and then extract dependencies into a
manifest. The patched Graphene-SGX ensures the integrity
of T-VCS in runtime by verifying these manifest files.

All benchmarks are measured on an HP Z240 SFF Work-
station with Intel Xeon Intel i7-7700 3.6 GHz processor (with
Skylake microarchitecture, 4 cores, and SGX version 1) and
16 GB RAM. We install Intel’s SGX Linux Driver and SDK
2.0 on the Ubuntu 18.04.3 LTS.

As shown in Figure 10, the processing time to run T-VCS
in SGX is higher than that in native Linux. One of the reasons
is that the enclave creation time which an application has to
pay to run on SGX is relatively higher. The time is deter-
mined by the latency of the hardware and the driver. It is pri-
marily a function of the size of the enclave. As shown in
Figure 10(a), with the number of processed images
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TABLE 7: Performance overhead of remote attestation in T-VCS.

Other
0.0394

Load enclave Net
0.0105 0.0003

Time (sec)
2.5004

Sigrl
1.0274

Report
1.42

increasing, the performance overhead decreases from 11:3x
(for one image) to 5: 1x (for 15 images). The overload to load
enclave and library OS is gradually weakened.

The performance overhead for processing color images is
shown in Figure 10(b), which is also about 5x of the native
program. The reason why the order of performance overhead
rises to the minute is that the color image has three channels,
each of which has a bit length of 8. So, it is equivalent to pro-
cessing 24 black and white images for a color image. How-
ever, the SGX and library OS technologies are not friendly
to parallel processing. Furthermore, to use the remote attes-
tation feature of SGX, the hyperthreading function, which
is vulnerable to side-channel attack, must be disabled in the
BIOS, which further limits the parallelism of SGX. So, in
the experimental results, the performance overhead of
Figure 10(b) is approximately 24x of Figure 10(a).

The overload to verify sheets are as shown in Table 7. It
should be noted that in order to achieve a balance between
the SGX programming model and the legacy code, the test
program only generates a signed verification report. The ver-
ification process is still completed in the library OS. The SGX
SDK already provides a basic framework for remote attesta-
tion. We patched the tkey_exchange library to add the hash
of the sheets to be verified, which ensures this verification is
involved with the sheets. It can be seen from Table 7 that
the network overload (Sigrl+Report) with the IAS takes up
most of the overload (97.88%). The network overload Net
between the T-VCS and participants is only 0.0003 seconds,
which is because the T-VCS and participant programs are
on the same host. Compared with the sharing procedure,
the overload of the verification code is negligible.

It should be noted that this prototype system does not use
optimization techniques and its efficiency needs to be
improved. With the development of SGX supported server
hardware [45], we can enhance parallel capabilities of T-
VCS and launch up a local authentication server to neutralize
overload.

5. Conclusions

In this paper, we proposed a novel VCS which improves the
pixel expansion and contrast properties compared with many
of the known results in the literature. By encrypting an image
by pixel blocks, we eliminate pixel expansion. We archive
higher contrast by elaborately processing the correspondence
between a secret image and its sheets. The multiple permuta-
tion ways of the same pixel block in T-VCS provides artifice
for subsequent zero watermarking verification. The SGX
technology used in this paper simplifies the verification
model and provides authenticatable verification results even
if the software or OS is compromised. The proposed scheme
is efficient and straightforward and can be applied to various
images, as shown in the experimental results.

Unfortunately, part of the information about the original
share images disappears in the recovered secret image in T-
VCS. It is hard to eliminate such a phenomenon, but it is pos-
sible to find a method to weaken it. Furthermore, in tradi-
tional VCSs, each participant only holds a sheet, while the
proposed scheme needs each participant to hold multiple
sheets, which is inconvenient for management. Reducing
the number of sheets will also become our future work.

Data Availability

The data used to support the findings of this study were sup-
plied by Denghui Zhang under license and so cannot be
made freely available. Requests for access to these data should
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Development of Internet of Vehicles (IoV) has aroused extensive attention in recent years. The IoV requires an efficient
communication mode when the application scenarios are complicated. To reduce the verifying time and cut the length of
signature, certificateless aggregate signature (CL-AS) is used to achieve improved performance in resource-constrained
environments like vehicular ad hoc networks (VANETs), which is able to make it effective in environments constrained by
bandwidth and storage. However, in the real application scenarios, messages should be kept untamed, unleashed, and authentic.
In addition, most of the proposed schemes tend to be easy to attack by signers or malicious entities which can be called coalition
attack. In this paper, we present an improved certificateless-based authentication and aggregate signature scheme, which can
properly solve the coalition attack. Moreover, the proposed scheme not only uses pseudonyms in communications to prevent
vehicles from revealing their identity but also achieves considerable efficiency compared with state-of-the-art work,
certificateless signature (CLS), and CL-AS schemes. Furthermore, it demonstrates that when focused on the existential forgery
on adaptive chosen message attack and coalition attack, the proposed schemes can be proved secure. Also, we show that our

scheme exceeds existing certification schemes in both computing and communication costs.

1. Introduction

With the rapid development of communication technology,
various vehicles with powerful smart devices can communi-
cate with each other. Therefore, such a novel application
has aroused extensive interest in the society. This kind of
application is commonly referred to as vehicle ad hoc net-
works (VANETS), which can provide guarantee for the dis-
tance between vehicles and reduce the probability of vehicle
collision accidents, help car drivers navigate in real time,
and improve the efficiency of traffic operation by communi-
cating with other vehicles and network systems [1].
Although VANETS have a lot of merits, it has a long way
to achieve a wide application. One of the obstacles is that the
privacy is violated. Without proper privacy protection, mali-
cious adversaries can collect vehicle information, such as
routes or status, to perform attacks. Fortunately, using pseu-

donyms in communications can avoid this problem. Then,
the vehicle can communicate with each other or with road-
side unit (RSU) using a pseudonym, and no one can obtain
the true identity of the vehicle except for the trusted authority
(TA). Even if the messages between the vehicles and the
RSUs are collected by hackers, it will not reveal identity pri-
vacy. VANETSs have other problems such as privacy issues
and being vulnerable to attack.

Recently, some novel schemes and algorithms are pro-
posed to solve these problems. Lin et al. [2] proposed a
blockchain-based protocol to reduce the verification cost
and storage cost for vehicles. Kumar et al. [3] proposed an
efficient scheme using path signature to resist Sybil attack.
Jiang et al. [4] proposed an anonymous authentication
scheme (AAAS) in VANETSs, which adopts group signature
mechanism to provide more efficient anonymous authentica-
tion service for vehicles. Zheng et al. [5] demonstrated a
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certificateless group signature anonymous authentication
scheme for VANETS, which shortens the length of the signa-
ture and improves the efficiency of the signature. Among var-
ious schemes, we find that Kamil et al.’s scheme [6] has a
significant efficiency. However, we find that the scheme can-
not resist coalition attack which is launched by two collusive
vehicles. For example, two vehicles can maliciously exchange
their locations to generate their signatures which can be ver-
ified successfully so that they can hide their real locations
which may lead to serious consequences. The detailed
description and analysis are shown in Subsection 4.3. We
make the RSU both the aggregator and the verifier and add
a random list to properly solve the problem. Our main con-
tributions in this paper are as follows:

(i) Prove that Kamil et al.’s schemes are not secure
enough to defend against attacks from malicious
vehicles and propose a solution to settle the problem

(ii) Propose an improved certificateless-based authenti-
cation and aggregate signature scheme in VANETS,
and prove that the scheme can perfectly resist the
coalition attacks and its correctness

(iii) Use the efficiency analysis and simulation to show
the superiority of our scheme in efficiency and
practicality

The rest of this paper is organized as follows. In Section 2,
we discuss related works of CLS and CL-AS schemes in
VANETs. In Section 3, we describe related concepts and
models. In Section 4, we analyze Kamil et al’s scheme and
prove that the scheme cannot resist the coalition attack. We
propose our proposed scheme in Section 5 in detail. Experi-
ments and results analysis are described in Section 6. We
conclude this paper in Section 7.

2. Related Works

To settle the problem of security and some privacy require-
ments in VANETS, a number of professors and scholars [7-
9] proposed a kind of new scheme called Public Key
Infrastructure-based (PKI-based) authentication schemes.
In their schemes, they either tried to make vehicles compute
more to verify the signatures from other vehicles or assume
that there exists a trusted certificate authority to issue and
maintain certificates of various vehicles. However, the
assumption may be unrealistic because a single node cannot
afford the oceans of calculation.

Later, a new kind of signature scheme called identity-
based signature (IBS) scheme is widely discussed. For exam-
ple, Liu et al. [10] proposed an IBS scheme which can take the
user’s identity as the public key, and the private key is gener-
ated by public key generation PKG, which can reduce a single
node’s burden. However, IBS has inherent problems about
key escrow which is generated by user’s identity.

In Al-Riyami and Paterson’s scheme [11], they firstly
introduce the certificateless public key cryptography. In
recent years, a lot of researches on CLS and CL-AS schemes
with bilinear pairing have been carried on by relevant
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researchers [12-14]. In their schemes, key generation center
(KGC) uses its master key and the user’s identity information
to calculate a part of the private key and send it to the user,
whereafter the user combines part of the private key and
his/her secret value together to generate the user’s real private
key which can protect the user’s privacy and make the system
secure. The above scheme uses the bilinear pairing which
costs relatively large computation.

The elliptic curve cryptography is chosen to use in the
CLS and CL-AS because of its high efficiency. In Xie et al.’s
scheme [15], they proposed rigorous security proof that
shows the scheme is able to resist various malicious attacks
and ensure privacy protection. In the field of health care,
Du et al. [16] proposed a CLAS scheme with high efficiency
and low latency which can be more suitable to apply to the
field of healthcare. In 2018, Cui et al. [17] demonstrated their
novel CLS and CL-AS scheme with ECC, which significantly
reduces computing time during sign and verification process.
Kamil et al. [6] declared that the scheme proposed by Cui
et al. is not secured against the signature forgery attack, and
they advanced an improved signature scheme for VANETS.
They claimed that their proposed scheme can address all
the needs of VANETS about security and privacy. However,
we will demonstrate and prove that their scheme cannot
resist coalition attacks and our improved scheme can resist
the attack and achieves a better performance.

3. Preliminaries

3.1. Elliptic Curve Cryptography. As widely used in the cryp-
tographic, the elliptic curve cryptography is an excellent algo-
rithm which has an extremely high efficiency and a relatively
excellent security. It can use much fewer bits to encrypt mes-
sages of the same length than the RSA algorithm in the field
of public key cryptography. Because of its fewer calculation
parameters, shorter bond length, and less time cost, the ellip-
tic curve cryptography can be perfectly applied to application
scenarios of VANETSs. We will give the following three defi-
nitions to describe the elliptic curve cryptography.

Definition 1 (Elliptic curve definition). Our scheme uses an
elliptical encryption algorithm with 160 bits. Assume that
F, is a finite field of the module g, where q is a large prime

number. The elliptic curve over a finite field F, can be
defined as follows: E : y* =x’ + ax + b (mod p), where a, b,
X,y € F,and A=4a® +27b # 0 (mod p).

Definition 2 (Addition of elliptic curves). Assume that P = (
X1, ¥,) € E, where P is a point of the elliptic curve E and —P
= (x;,—y,) (mod p) is the negative point of P. Suppose Q =
(%5, ¥,) € E, Q# —P; we can define a line [ passes through P
and Q, and intersects the elliptic curve at a point R’ = (x;,
¥5), The symmetrical point about the x-axis with R' is R = (
X3—y3); then we can define R=P+ Q. In addition, scalar
multiplication operation on the elliptic curve can be
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described as follows:
k-P=P+P+Pt+tP (kezg). (1)

Definition 3 (Elliptic curve discrete logarithm problem).
Assume that P, is a point on the elliptic curve E on the finite
field F, and select a random number k € Z;. Then, we can
calculate P, =k-P,. In this case, there is the feasibility of
the calculation of P, according to Definition 2. According
to the elliptic curve discrete logarithm problem (ECDLP),
however, it is hardly possible to get k according the above
equation.

3.2. Forking Lemma

Definition 4 (Forking lemma [18]). Suppose that A is a prob-
abilistic polynomial time turing machine, and its input
includes public data. We use Q and R to symbolize the num-
ber of queries that A can ask to the random oracle and the
number of queries that A can ask to the signer, respectively.
Suppose that over a period of time T, A can generate a legit-
imate signature (m, oy, h, 0,) within probability & > 10(R +
1)(R + Q)/2. If someone do not know the private key, but
successfully forge the signature (o, h, 0,) with an indistin-
guishable distribution probability, then we can imagine a
machine, which can get the secret information from the
machine and obtain and replace the interaction with the
signer by simulation. Eventually, it can generate two legiti-
mate signatures (m, o, h,0,) and (m,o,,h',0,") such that
h+h'in expected time T' >120686QT/s.

3.3. Certificateless (Aggregate) Signature Scheme. Generally, a
certificateless signature (CLS) scheme and a certificateless
aggregate signature (CL-AS) scheme consist of the following
seven algorithms.

(1) Setup: the KGC and TA will execute this probabilistic
algorithm, which needs a security parameter A, then
generates a elliptic curve E, public keys PK;, and P
Kyge» and master secrets key a, f3, respectively, then
publishes a number of system parameters which is
used for ensuring the system in order.

(2) ParitialPrivateKeyGeneration: in this algorithm,
firstly, the entity V; transmits a tuple which includes
its real identity and partial pseudo identity to TA.
Then TA sends a whole pseudo identity to KGC with
calculation. Eventually, KGC transmits the paitial
private key to entity V; in a secure channel.

(3) VehicleKeyGeneration: the entity V; selects random
p; € Z, as its secret key and calculates its public key

PK, .

(4) IndividualSign: this algorithm is used by each entity
V; after generating a message m;, the entity V; tries
to calculate a set of varieables. Then it sends the sig-
nature o to the verifier.

(5) IndividualVerify: this algorithm is executed by the
verifier such as RSU. When receiving input including
signature o, pseudo identity PID; and current time
T > the RSU will check the time validity firstly. Then
the algorithm will output true if the signature is valid
or false otherwise.

(6) AggregateSign: in this algorithm, generally the
aggregate signature generator is RSU in our sys-
tem. For an aggregating set V of n entities V,,
V,, -+, V,, the pseudo identity PID; of each vehi-
cle V; as list PID, the corresponding public key
PKy of V;, and message signature tuples ((m,
0,),(my,0,),-+(m,,0,)) from V, respectively.
The aggregate signature generator will generate
signature o; then it will transmit the tuple includ-
ing the signature, the list PID, and time list T to
the verifier.

(7) AggregateVerify: in general, this algorithm is exe-
cuted by another RSU. It takes an aggregating set V
of n entities {V, V,,---,V, }, the pseudo identity PI
D, of each entity V;. The verifier will check the time
validity for each entity firstly. Then it will output true
if the signature is valid or false otherwise.

3.4. Security Model. In this section, we will demonstrate the
security model of CLS and CL-AS schemes. We consider
two different types of adversaries: Type 19/, and Type 24/,.
To be specific, adversary </, is able to replace a user’s public
key or private key but cannot access or even replace the mas-
ter secret key of KGC. And adversary &, is able to access the
master secret key of KGC, which can be called an internal
attacker. However, it cannot replace or access the public
key of a certain user.

Generally, we use two games to model the security of CLS
and CL-AS schemes, which is played between an adversary
o €{dl,,d,} and a challenger €. & can access five oracles
to get what he needs. The details are as follows:

(1) GenerateUser: given a user’s ID PID, and request for
its public key PKy, , € returns the public key PK,, of

PID,.

(2) RevealPartialPrivateKey: given a user’s pseudo iden-
tity PID;, € outputs the corresponding partial secret
key PPK..

(3) RevealSecretKey: given a user’s pseudo identity PID,,
% submits the user’s secret key p,.

(4) ReplaceKey: given a user’s pseudo identity PID; and
the public key PKY, , & will replace the public key P

Ky, with PK; .

(5) Sign: given a message m; € {0,1}", € uses the algo-
rithm to generate a signature o; corresponding to
user PID; on message m; and submits it to <.

We construct the following two games, Game I and Game
11, for our schemes:



(Game I) A Type 1 adversary o/, and a challenger € will
try to play the game as follows:

Step 1. € runs the Setup algorithm to generate a master secret
key B, a list of system parameters, and the system public key
PKyge. It then sends the system parameters to &/, and keeps
B secret.

Step 2. of | queries the GenerateUser, RevealPartialSecretKey,
RevealSecretKey, and Sign oracles in order.

Step 3. 9| generates the corresponding public key PKJ, and a
signature o} of a user with identity PID;.

of, will win the game if the following conditions are met:

(i) It neither uses PID; to access the RevealPartialSe-
cretKey query nor obtains the partial private key

(ii) o* is a valid signature of the user with the identity
PID; and the corresponding public key PKj,

(iii) It never uses (PID}, m}) to query the Sign oracle

(Game IT) A Type 2 adversary &/, and a challenger €
will try to play the game as follows:

Step 1. € runs the Setup algorithm to generate a master secret
key f3, a list of system parameters, and the system public key
PK 1. It then sends the system parameters, 8, and PK, to
A,

Step 2. o, queries the GenerateUser, RevealPartialSecretKey,
RevealSecretKey, and Sign oracles in order.

Step 3. o, generates the corresponding public key PK7, and a
signature o} of a user with identity PID;.

of, will win the game if the following conditions are
satisfied:

(i) It never use PID; to access the RevealSecretKey or
ReplaceKey query to obtain the partial private key

(ii) 0" is a valid signature of user with identity PID; and
the corresponding public key PK},

(iii) It never uses (PID}, m}) to query the Sign oracle

Definition 5. The CLS scheme is provably secure, if neither
polynomial time adversary &/, or &, is able to win Game I
and Game II, respectively with a non-negligible advantage.

We construct the following two games, Game III and
Game IV, for our CL-AS scheme.
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(Game III) A Type 1 adversary &/, and a challenger €
will try to play the game as follows:

Step 1. € runs the Setup algorithm to generate the master secret
key B, system parameter, and the system public key PK,. It
then sends the system parameter to &f; and keeps f3 secret.

Step 2. of| queries the GenerateUser, RevealPartialSecretKey,
RevealSecretKey, and Sign oracles in order.

Step 3. o, outputs an aggregate signature o* of n users with
identity PID* = {PID}, PID;,---,PID’ } and the correspond-
ing public key PKj, ={PKj, ,PKj ,-PKj, } on messages
m* = {my, m3,eemy

o, wins the game if the following conditions are satisfied:

(i) At least one of the identities has not been submitted
to the RevealPartialSecretKey query to obtain the
partial secret key

(ii) o* is a valid signature on n messages M* = {mj,
mj,---,;m*} of n users with identities PID* = {PID;
,PID;,--,PID? } and the corresponding public key
PK?, = {PK?, , PK}, -+ PK}, }.

1 2 n

(iii) It never uses (PID], m}) to query the Sign oracle

(Game IV) A Type 2 adversary &/, and a challenger €
will try to play the game as follows:

Step 1. € runs the Setup algorithm to generate the master
secret key f3, system parameter, and the system public key P
K. It then sends the system parameter, 3, PKy, to o,.

Step 2. of, queries the GenerateUser, RevealPartialSecretKey,
RevealSecretKey, and Sign oracles in order.

Step 3. o, outputs an aggregate signature o* of n users with
identity ID* ={ID;,IDj,---,ID*} and the corresponding
public key PKj, ={PKj, ,PKj, ,---,PK} } on messages M"

= {mj, m3,emy .

9, will win the game if the following conditions are
satisfied:

(i) It has not used all of the identities to access the
RevealPartialSecretKey query to obtain the partial
private key.

(i) o* is a legitimate signature on n messages m* = {
my, m5,---,m%} of n users with identities PID* = {
PID}, PID;,---,PID} } and the corresponding public
key PK}, = {PK}, , PK;, ,++,PKj }.

(iii) It never uses (ID}, m}) to query the Sign oracle
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Definition 6. The CL-AS scheme is provably secure, if neither
polynomial time adversary o/, or &/, is able to win Game III
and Game IV, respectively, with a nonnegligible advantage.

4. Overview of Kamil et al.’s CLS and CL-
AS Scheme

In the scheme proposed by Kamil et al. [6], there mainly exist
four entities including TA, regional transport management
authority (RTMA), which is a trusted party responsible for
partial secret key generation, RSU, and vehicle. The scheme
is reviewed as follows:

4.1. Overview of Kamil et al.’s CLS Scheme

(1) Setup: the TA selects a security parameter k, two
secure primes p and ¢, an elliptic curve E which can
be defined by the equation y* =x* + ax + b mod p,
where a, b € F, a generator P with order q of additive
group G consisting of all the points on E, and five
hash functions, hy, h;, h,, hy, and h,. Then, it picks
x € Z, as its master secret key and calculates its pub-
lic key P, Also, TA defines a time-function f(#;),

where t; is the current time. TA publishes the
param = {p, q, a, b, P, Py, ho, hys hy, iy, by, f (1)

(2) UserRegistration: the RTMA executes the following
algorithm to register a vehicle with an identity ID,.
Firstly, vehicle sends its identity ID, to the RTMA.
Then RTMA randomly selects i, € Z; and calcu-

lates hash chain set f, ) = {f ), iy - 11,1}, 1<y <

n, where f, = ho(h,_, ;).

(3) PartialSecretKeyGeneration: after receiving param
and a vehicle with identity ID,, RTMA runs as follows:

(4) PseudonymGeneration: after receiving the tuple (
h, i (A, x;)) from the RTMA, the vehicle executes
the following algorithm:

(5) UserKeyGeneration: vehicle with ID, uses the algo-
rithm to generate its private key:

(6) Sign: after receiving param, PSK,, SK;, and PK,, a
vehicle with pseudo identity PID,; can sign on a
message my;, as follows:

(7) Verify: after receiving the tuple (PID,,;, my, PK, w;
, 04 T}.), verifier can use the algorithm to verify any

signature with following steps:

Step 1. The RTMA generates its public key PKprpys =5 P,
where secret key s € Z, is randomly selected.

Step 2. Calculate o = h,(param||P,,[[1Dy), B; =h,(ID]I
DrryallsV), £ =hy(V), and & = hy (ID [PKgrpy)-

Step 3. Compute Ay =tf3, - P and x; = {3, + &,q;s.

Step 4. Publish PKypys, send (PSKj = (A, x;), f, ;) to the
vehicle and (%, ;, ID;) to TA.

Step 1. Compute o = h, (param||P,, |IDy), t = h,(V) and &;
= hy(ID [PKgry)-

Step 2. Check PSK, is valid or not with the equation holds.
X P=Ap + &g - PRyyy.- (2)

Step 3. Compute its pseudonym set as {PID, , PID,,--,PI
D, ,} at timeslot ts,,, where PID, ; = h, (ID[If, [ Vl£s

cur) °

1.2 * 3
Step 1. Choose a, 1y, 1y € Z; in random.

Step 2. Calculate SK} = hs (rill A IPID, ;) and SKZ = hy (12,
IPID, ;).

Step 3. Output SK; = a,(SK} + SK?) and PK, = SK, - P as its
private and public keys, respectively.

Step 1. Randomly pick d; € Z; and calculate w; = §;a.

Step 2. Calculate v = h,(PID, i [lm ISKLISKZITy), hy = hy(
PIDy,k"mk"wk”PKk”PKRTMA”Ppub”Tk)’ and 8k = h4(mk"PKk
IVIT).

Step 3. Calculate y, =dyvy, Qp=y,-P, R, =08, -PK +hy-
Ak + Qk’ and %.k = SkSKk + hkxk + dek.

Step 4. Output signature o} = (R, 7';) on message my and

transmits (PID,,;, my, PKy, wy, oy, Ty), where T} is the cur-

rent timestamp.
Step 1. Check whether the time delay equation holds. If it
holds, then T is valid and it will accept the signature; other-

wise, it will reject it.

Step 2. Calculate hy = h4(PID},’k||mk||wk||PKk||PKRTMA||Ppub||
Ty)-

Step 3. Check whether the following equation holds.
7'+ P= Ry + oy - PRyryga» (3)

if this equation holds, then the signature is valid; otherwise, it
will be discarded.



4.2. Overview of Kamil et al’s CL-AS Scheme. The Setup,
UserRegistration, PartialPrivateKeyGeneration, Pseudonym-
Generation, VehicleKeyGeneration, Sign, and Verify algo-
rithms are the same as the above CLS scheme. In addition,
the Aggregate and AggregateVerify algorithms are described
as follows:

(1) Aggregate: in general, the roadside unit (RSU) acts as
the aggregator. When receiving n certificateless sig-
natures {0, =(R,,7),0,=(Ry, %), 0, =(R,,
7,)} on messages {(m,IT,), (1, I, ), (m, T, )}
from n pseudo identities {PID,;,PID,,,---,PID, }
under the state information V, the RSU calculates
7 =Y; 87 and R=Y}; KR, then outputs an
aggregate certificateless signature o = (R, 7).

(2) AggregateVerify: generally another RSU or AS acts as
the verifier. When receiving a certificateless aggregate
signature o = (R, 7") signed by n vehicles. Then it
will run as follows:

Step 1. Check whether the timestamp T} is valid, if not, it
aborts, and if it holds, it runs the following steps.

Step 2. Compute hy = hy(PID,, [l [l [PK[IPKyryallP
Tk)c

publl
Step 3. Check whether the following equation holds.

n
7 -P=R+ ) Iy - PRypya, (4)
k=1

if it holds, it receives all the signatures; otherwise, the signa-
ture is rejected.

4.3. Cryptanalysis of Kamil et al.’s CL-AS Scheme. The secu-
rity problem in the scheme proposed by Kamil et al. [6]
mainly lies in the coalition attack, which is a kind of attack
by a number of collusive vehicles.

As is described in Figure 1, in the coalition attack, two or
more vehicles secretly change a part of their messages such as
locations to hide their real locations and routes since the RSU
(verifier) receives the exchanged signature. Then something
of the collusive vehicles is exchanged officially. Which will
definitely harm the system and even worse cause a serious
accident.

We describe the coalition attack on Kamil et al.’s CL-AS
scheme to illustrate its security flaws.

Assume that two users {U;, U, } have pseudonym {PI
D

1> PID,, } and message {m;, m,}, respectively. We show

that two users can cooperate to generate valid aggregate sig-
natures even if their individual signature is invalid. Two users
can implement the coalition attack by executing the follow-
ing algorithms.

Step 1. The user U, (i € {1,2}) randomly picks d; € Z; and
calculates w; = §,a;.
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Step 2. Calculate f; = h,(ID;|IDpppallsIV), t=hy(V), & =
hy(ID;IPKgpya )» x; = B, + §ays, v; = h4(PIDy,i"mi”Sk} ISKZI
T,), h;= h4(PIDy,i"mi”wi"PKi"PKRTMA”ppub" T;), 8;=hy(m;
IPKIVIT,), y;=dv;, Q=y;-P, and R; =8, -PK; + h; - A; +
Q.

Step 3. Then, U, sends hyx; to U,; likewise, U, sends h,x, to
U, in a secure channel. Then U, calculates 7", =§,SK, +
hyx, + dyv,; likewise, U, calculates 77, =68,SK, + hyx, + d,
v,

Step 4. Eventually, they can output signature o; = (R;, 77)

and transmits (PIDy)i, m;, PK;, w;, 0, T,).

7V -P=(7,+7,) -P=(8,SK, + hyx, +d,v,
+08,8K, + hyx| +d,v,)

(Z [0 SKy. + By (1B + Eroyes) + dk"k])

k=1

2
k=1
2 2
+ (Z hwy - PKRTMA) =R+ (Z hwy - PKRTMA>
k=1

-P

k=1

(5)

Obviously, the signature o; = (R;, 7;) is not a valid signa-
ture. However, when the RSU or AS aggregates the signature
aso=(R=R, +R,, 7 =7, +7,), it will be a valid signature
which satisfies the following equation.

Therefore, the above analysis shows that two malicious
users can collude with each other to forge an aggregate signa-
ture. Actually, the coalition attack is originally caused by
commutative law of addition. Similarly, n users can also forge
an aggregate signature with the same algorithms. Hence,
Kamil et al.’s CL-AS scheme cannot resist coalition attacks.

5. Our Proposed CLS and CL-AS Schemes

5.1. System Model. In this section, we will try to describe our
system model in detail including specific explanations. In
order to be more specific, the system model is shown in
Figure 2. There are four participants in total: trusted author-
ity (TA), key generation center (KGC), road-side unit (RSU),
and vehicle, which can be divided into two layers: the upper
layer includes TA and KGC, and the lower layer consists of
RSUs and vehicles. The demonstration of each participant
is as follows:

(1) TA:itis a fully trusted third party that is responsible
for system initialization, user registration, system
parameter generation, and system security imple-
mentation. If necessary, it can track malicious behav-
ior and catch malicious nodes. In addition, it also has
enough computing power and storage capacity.
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F1GUrk 1: Coalition attack diagram.

(2) KGC: it is a partially trusted party used for generating
partial private key. It can help a vehicle generate par-
tial secret key which contribute to its privacy security.
Like the TA, it also has sufficient memory, process-
ing, and computing capabilities.

(3) RSU: it is a smart application device installed in the
roadside, which is able to transmit and submit infor-
mation to TA, KGC, vehicles, or other RSUs in a
secure wired connection. In addition, RSU com-
monly has limited computing power and storage

capacity.

(4) Vehicle: it is the major and basic member in
VANETs, which is generally equipped with a smart
device which can perform the basic function such
as transmitting the vehicle’s message and perform-
ing simple calculation. In addition, vehicle com-
monly has limited computing power and storage

capacity.

Note that TA and KGC are functionally two completely
different entities that can be deployed on a single server dur-
ing deployment.

5.2. Design Requirements. For the safety of communication
in VANETS, security and privacy are crucial. According
to the latest research in this field, the proposed scheme

for VANETs must satisfy the following security
requirements:

(1) Message Integrity and Authentication: an eligible
vehicle should be able to check that whether a
message is sent and signed by a legitimate vehicle
and is not forged or modified by the malicious
entity.

(2) Identity Privacy Preservation: a vehicle should
remain anonymous in all circumstances, which
means that other malicious entities cannot infer its
identity by taking and analyzing multiple pieces of
messages about it.

(3) Traceability: the TA must have the ability to trace and
obtain the vehicle’s real identity, even if the vehicle’s
identity is anonymous.

(4) Unlinkability: a potentially malicious vehicle must
not cross-link two messages sent by the same vehicle
to prevent them from extrapolating the route of the
vehicle from the information.

(5) Resistance to Attacks: a reasonable scheme should
have the ability to withstand various general
attacks such as the coalition attack, the impersona-
tion attack, the modification attack, and the replay
attack.
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TaBLE 1: List of notations.

Notation Description

TA Trusted authority

KGC Key generation center

RSU Road-side unit
hi(.),i=1,2,3 One-way collision-resistant hash function
P4 Two secure prime numbers

E An elliptic curve:;y? = x* + ax + b mod p
G An additive group, the order of which is g
P A generator of the group G

(PKpy, ) The public key and private key of the TA
(PKyce B) The public key and private key of the KGC
(PKy . p;) The public key and private key of the vehicle
PPK; Partial private key of the vehicle V;
PID; Pseudo identity of the vehicle V;

TS The latest timestamp

\Y State information

5.3. Our Proposed CLS Scheme. Our proposed CLS scheme
includes five algorithms: Setup, PartialPrivateKeyGeneration,
VehicleKeyGeneration, Sign, and Verify. The Notation to be
used is listed in Table 1, and descriptions for algorithms are
vividly shown in Figure 3 and described as follows:

(1) Setup: when given an appropriate security parame-

ter A, TA will use the A to generate and output the
param by executing the following algorithms:

(2) PartialPrivateKeyGeneration: the algorithm will

eventually generate the vehicle’s partial private key
through the algorithms as follows:

(3) VehicleKeyGeneration: after receiving the partial pri-

vate key PPK,, the vehicle V; check if the equation
PPK; - P = Q; + n; - PKyc holds. If it holds, the par-
tial private key PPK; is valid. The vehicle randomly
selects its private key p; € Z;, then calculates its pub-

lic key PKy, =p, - P.

(4) Sign: in order to achieve authentication and message

integrity, when the message is received by any entity,
it has to be signed and verified. A vehicle V; uses its
pseudo identity PID; and picks the latest timestamp
TS. The updated timestamp TS protects a signed
message against replay attacks. Given the signing
key (PPK;, PKy ) and a traffic related message m;,
the vehicle V; performs the following steps, which
are repeated every 100 — 300 ms in accordance with
DSRC protocol [20]:
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@ AggregateVerify
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F1GURE 3: The algorithm procedure.

(5) Verify: when an RSU or other entity receives the sig-
nature o and the tuple (Q;, PID;, m;, PKy,, TS) from

the vehicle V, it can execute the algorithms to verify
the message as follows:

Step 1. Firstly, select two secure prime numbers p and g, then
choose a,b € F,, which generate an ellipic curve E defined by

the equation y? =x*+ax+b mod p, where A =4a>+27b
# 0 (mod p) and generator P of the additive group G consist-
ing of all the points on E.

Step 2. Choose « € Z in random, which serves as the master

secret key and computes master public key PKy, =a-P.
KGC selects f € Z; in random, then calculates PKyge = -

P which is the public key of KGC.

Step 3. Select three secure hash functions in random: b, : G
x{0,1}"x{0,1}" x G x{0,1}" = Z, h, : {0,1}" x G x
{01} =2, hy - {0,1}" x {0, 1} x {0, 1} xGx G x
{0,1}* —>Z;.

Step 4. Store its master secret key « in its repository and keep
it safe. Then publish all the system parameter:

param = {p, g, a, b, P, PKyp, PKygc, by, hy s} (6)

Step 1. The vehicle V; with its real identity RID; randomly
selects x; € Z, as its private key and calculates its partial
pseudo identity PID} =x;-P. Then vehicle V; transmits
(RID;, PID}) to TA.

Step 2. After receiving the tuple, TA calculates another
pseudo identity PID? =RID, @ h, (aPID}||T . IPK, V),
where V is the system state information [19]; then TA sends
the vehicle’s pseudo identity PID, = (PID},PID?, T, ) to
KGC in a secure way.

Step 3. KGC calculates Q; =y, - P, n; = h,(PID;||Q;|V) and the
vehicle’s partial private key PPK; =y, + h,(PID,[|Q;|V) x 8
(mod p). At last, KGC transmits the tuple (Q,, PPK;) to
vehicle V.

Step 1. Choose a random number [;€Z; and calculate
L,=1I-P.

Step 2. Calculate r;=hs(m,|PID;|V|PKy, |L;|TS), where
timestamp TS is used to confirm time, and S; =r,l; + p, + PP
K; mod p.

Step 3. The signature on message m; is 0 = (L;, S;); then the
vehicle transmits the signature o and (Q;, PID;, m;, PKy, , TS)

to the verifier.

Step 1. Check whether the TS is valid, if not, the algorithm
aborts; otherwise, execute the next step.

Step 2. Calculate r, :h3(millPIDiHVlIPKVf||Li||TS) and n; =
h, (PID,Qi[IV)

Step 3. Check whether the following equation
Si-P=r;-L;+PKy +Q;+n;- PKyge (7)

holds or not; if it holds, then the RSU or other entity will
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accept the signature and the massage; otherwise, it will reject
the message.

5.4. Our Proposed CL-AS Scheme. The Setup, PartialPrivate-
KeyGeneration, VehicleKeyGeneration, Sign, and Verify
algorithms of CL-AS are similar to the proposed CLS scheme.
In addition, the Aggregate and AggregateVerify are described
as follows. Note that the Aggregate and AggregateVerify
algorithms are usually executed by the same RSU to transmit
less data in the communication process.

(1) Aggregate: when an aggregator such as a RSU
receives n vehicles’ messages M = {m,, m,,---,m,},
signatures ¢ = {04, 0,,-,0,, }, timestamps TS = {TS,
, TS,,--5TS, 1, Q=1{Qy, Q,++,Q, }, public key of each
vehicle PKy = {PKy , PKy ,++,PKy }, L={Ly, Ly,
,L,}, and pseudo identities PID = {PID,, PID,,---,PI
D, }. It can execute the following algorithms to aggre-
gate the signature:

(2) AggregateVerify: after aggregating n vehicles’ mes-
sages, the same RSU will execute the following algo-
rithms to verify the aggregate signature as follows:

Step 1. Randomly choose a random list RL = {a,, a,,":-,a, },
where a; € Z;, 1 <i < n. Note that the random list RL is firstly

introduced in [21, 22] and used for resisting coalition attacks
here.

Step 2. Calculate S=},a;S; and Z =} a,(Q; + PKy ).

Step 3. Outputs the signature o = (L, S) and transmits (M, o
,Z,RL,PID, Q, TS) to the verifier.

Step 1. Check whether the timestamp list TS is valid, if not,
the algorithm aborts; otherwise, it executes next step.

Step 2. For every vehicle, calculate r; = h;(m,[|PID,[|V|[PKy |
L|ITS) and n; = h,(PID,[Q,|V).

Step 3. Check whether the following equation

S-P= (Z a;r;- Li> +Z+ (Z ai"i> - PKgge (8)
i=1

i=1

holds or not, if it holds, then the RSU or other entity will
accept the signature and the message, then the RSU can
transmit them to other entities; otherwise, it will reject the
message.

5.5. Correctness of Individual Message Verification. The indi-
vidual verification in the proposed scheme is correct. The

Wireless Communications and Mobile Computing

correctness proof is as follows:

Si-P=(rili+p;+PPK;) - P=(r;l; + p; + y; + n;p)
-P=rl;-P+p,-P+y;-P+nf 9)
'P:ri'Li+PKV,- + Q; + n,PKgge-

5.6. Correctness of Aggregate Message Verification. The aggre-
gate verification in the proposed scheme is correct. The cor-
rectness proof is as follows:

—

n n
S-P= Z a;S;-P= (Z arili+ap, + aiPPKl)
i=1

-P= ) afrl;-P+p;,-P+y,-P+nf3-P) (10)

1

n n
= (Z ar, .L,.> +Z+ (Z aini> - PRy
i=1 i=1

5.7. Security Proof of the Proposed CLS Scheme. According to
Definition 3, it is extremely hard to solve ECDLP. Therefore,
we can prove that our CLS scheme is able to enforce
nonforgery.

On the basis of Definition 4, assume that a probabilistic
polynomial-time forger A, can forge a signature with an
advantage ¢. In addition, ¢, denotes random oracles h; for i

™=

I
—_

=2,3, qgy denotes the Generate-User oracle, gpp denotes
Partial-Private-Key oracle, and gqg denotes the Secret-Key
oracle. Then, we can know that a challenger C, can solve
ECDLP during a time scope T, where T < 120686QT/, if ¢

> 10(q + 1)(qp,, + 95, + Gopx + du * dsk + 95)/4-

(1) Setup: C, chooses & and calculates PK;, =a-P
which serves as its private key and master public
key. Then, C,; will generate the system parameters
param = (P, p, q, E, G, hy, h,, hy, PK,, PKyge), and
transmit it to A,.

(i) h, Hash Query: C, will examine whether the hash list
L, has the corresponding tuple if it receives the

query with parameter (PID,, Q;) from A;. If not, C,
will select a random number 7, € Z; and put it in
the list L, . If so, it needs to transmit 7, = h, (PID,]|
QilIV) to A;.

(ii) h; Hash Query: C, will examine whether the hash list
Ly, has the corresponding tuple (m;, PID;, PKy, , Z;,
TS,7,) if it receives the query with parameter
param = (m,, PID;, PKy,, L;, TS) from A;. If not, C,
will choose a random number 7, € Z, and put the
tuple (m;, PID;, PKy,L;, TS, 7, ) in the list L,3. If
so0, it will transmit Ty, = h3(mi||PID,-IIV||PKVX_||Li||TS)
to A;. Eventually, C; will transmit 7, = h;(m,|[PID;
IVIPKy, [ILITS) to A;.
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(2) Partial-Private-Key Query: after receiving a query
about the identity PID, from A,, C; will calculate
Q; =y, P, where y, is randomly selected, and check
whether the hash list L, has the corresponding
tuple (PIDi>Qi’Th2)' If so, C, will calculate PPK;
=y, + h,(PID||Q;[IV) x @« mod p and transmit the
pairial private key of vehicle V,PPK; to A,. If
not, it will halt.

(3) User-Generation Query: suppose that the query is on
the basis of the pseudo identity PID;

(i) C; will check whether PK, exists in the list L, if
the list L includes (PID;, PKy , p;). If not, a ran-
dom number p; € Z; will be selected and C; will
calculate PKy, = p; - P. If so, it will transmit PKy,

to A;. Eventually, the chanllenger C, will trans-
mit PKy, to A, and update the list

(i) C, will set PK, =1 if the tuple (PID,, PKy, p;)
does not exist in the list L. Then, a random num-
ber p; € Z; will be chosen and PKy, =p; - P will
be calculated and p; will be regarded as a private
key. Eventually, C; will transmit PK,, to A; and
put the tuple (PID;, PKy,, p;) to the list L

(4) Private-Key Query:

(i) C, will check whether p; exists in the list L, if the list L
includes (PID;, PKy,, p;). If not, it will access a User-
Generation query to output the public key PK, = p;

- P. Eventually, the chanllenger C; will transmit p,
to A, and update the list

(i) C, will access a User-Generation query if the tuple (
PID;, PKy,, p;) does not exist int he list L. Eventually,

t'S,—rS, t'rdi+t,Q+1t PKy 1
——— ' mod p=

11

C, will transmit p; to A, and put the tuple (PID,, P
Ky , p;) to the list L

(5) Sign Query: after receiving a legitimate query about
the message m; of pseudo identity PID;, C, will
check the tuple (PID;, Q;, 7, ) in the hash list L.
Hence, it can easily get the value 7, from the
tuple and select two random numbers /; and r;.
Then, C,; will choose another two random num-
bers s; and ;. Furthermore, C, will calculate Z; =
s;-P—n;-PKyge and §;=s;. Eventually, it will
transmit (L;,S;) to A, and put the tuple (m;, PID,
,PKy, L, TS, 7, ) in the list Ly;.

Theorem 7. According to the random oracle, when faced with
an adaptive chosen message attack, our proposed scheme has
the capacity of unforgeability.

Proof. Assume that an ECDLP sample (P,Q=x-P) is
given, the elliptic curve E holds two points P and Q,
and an adversary A, is able to forge message (PID;,P
Ky ,m;, TS, 0;). Hence, we start a game between a chal-
lenger C, and the adversary A,, which can execute and
manipulate A, to solve ECDLP with a nonnegligible
probability.

We know the forking lemma in Definition 4 and apply it
to our proposed scheme. After using the same random ele-
ments to replay A,, C, succeeds in getting two legitimate sig-
natures o, = (Z,,S;) and o', = (L',,S',) during a polynomial
time period, where §; =r;- L; + Q; + PK;, (mod p) and S =
t’,- -L; + Q; + PKy, (mod p) by computing.

- 1,PPK; —1,Q; + 1;,PKy,

t.—r.

In conclusion, if &> 10(qg + 1)(q;,, + G5 + Gepx + qug +
dsk + 95)/9> then C, is able to break the ECDLP during a time
period which is less than 120686QT/e. However, this conclu-
sion is inconsistent with the difficulty of solving the ECDLP.
Therefore, we can define that our proposed CLS scheme can
resist a forgery attack.

5.8. Security Proof of the Proposed CL-AS Scheme. According
to Definition 3, it is extremely hard to solve ECDLP. There-
fore, we can prove that our scheme is able to enforce nonfor-
gery. Furthermore, we will prove that our CL-AS scheme can
also resist coalition attack.

!
t,—r;

mod p=Q;+PKy . (11)

(1) Setup: a random number « is selected as the master
secret key, and the public key can also be calculated
as PK;, = a - P. Then, the oracle simulation is ready
to run. In this whole game, C, maintains a list L = {

PID;, PPK;, PKy, , p;} and responds to A,’s oracle as
follows.

(i) hy Query: after receiving a pseudo identity PID;, C,
will throw a coin ¢; € {0, 1}, where 0 holds a probabil-
ity ¢, and 1 holds a probability 1 — ¢, then C, will select
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wj €Z;. If ¢;=1, C, will output Q;=wj - P. Other-
wise, it will define Q; = w} - P. C, will put the tuple (
PID,,w},¢;,Q;) in a list L,,=(PID, w .) to
trace what the queries respond no mather what the
value ¢; is.

Theorem 8. According to the random oracle, when faced with
an adaptive chosen message attack, our proposed CL-AS
scheme has the capacity of unforgeability.

Proof. Suppose that our CL-AS scheme can be broken by
forger A,. We can construct a challenger C, using forgery
algorithm A,. Challenger C, is able to execute the following
steps by interacting with A,.

Then, A, will transmit n vehicles with identities from the
list L}, = {PID}, PID},---,PID} }, public keys from the list
Ly, ={PKjy ,PKj ,---.PKj }, n messages Ly = {mj, m5, -
,m’}, arandom list RL* = {a], a5,--,a, }, and a certificateless
aggregate signature o* = {L*, " }. At the beginning, C, will
select the n tuples (PID},w!*, ¢}, Q) for i=1,2,--,n in
the list L, and precede only ¢, =1 and ¢; =0 for j=1,2, -
, 1, j # k. Note that the Sign oracle has not received the tuple
(PIDy, PKY, . my;). Otherwise, C, will halt and fail. This suc-
cess case signifies that Q. =wy - PKy, and Q;=wj - P for j
=1,2,---,n,j#k. In addition, the aggregate signature o* =
(L*, §*) is supposed to satisfy the aggregate verification equa-
tion §-P =370 (a;r; L) + Z+ (X am;) - PRy

Accordingly, C, checks the tuples (m}, PID;, PK’\}i,Z;‘,
w;*) in thelist L,; and the tuple (PID}, PPK}, PKj, , p;) from
L. Later, it calculates SF =w!* -a mod p, which will satisfy
S P=w!* -PKp, =Qf for i=1,2,---,n,i#k. Eventually,
C, constructs $'" as §'" =8 -y Ltk @S> s =PPK’ +
Yiwitri (mod p) for L* =1} and I € Z; for 1<i<n. C,
will select a random number h; € 7, and calculate Z* =
() Y way(r; - L+ Q + PKy, ).

Hence, the hash value h;(my, PIDE, PK, , Z;) is defined
as hy.. It will use h; until it does not repeat if the list L,,; holds
the tuple hs(my, PID;, PKy, , Z;). Consequently, the signa-
ture (L', 8'") is a legitimate certificateless signature on mes-
sage m; for the reason that the equation below:

Qj;+h +hiZ" =Q.

=%
B

+hg + by (h (ri-Li+Q +PKy)

= ||M:

= Q) +hig+ Z wi*a,(r; L+ Q +PK, )
i=1

*

n
=PPK; -P+ Y w*a;(r;-L;+ Q+PK, ) =8""-P.

i (12)
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Eventually, S can get the signature (L', ") as a forgery
of the certificateless signature scheme. However, this conclu-
sion is inconsistent with the difficulty of solving the ECDLP.
Therefore, we can define that our proposed CLS scheme can
resist a forgery attack.

Theorem 9. The proposed certificateless aggregate signature
(CL-AS) scheme can resist coalition attacks.

Proof. Assume that there are two malicious vehicles V; and
V, with pseudonyms PID, and PID, and messages m,; and
m,, respectively, and that all other system params are pub-
lished by TA and KGC. According to the description in Sub-
section 4.3, two vehicles V, and V, would like to execute
similar algorithms to forge valid signatures. However, our
proposed scheme can perfectly resist the coalition attacks;
the detailed descriptions are as follows:

To begin with, two vehicles V; (i € {1, 2}) pick their own
private key p; and calculate their corresponding public key
PRy =p;-P

According to the aforementioned algorithms in Subsec-
tion 5.7, two malicious vehicles execute the algorithms in
order but secretly exchange their r,L;, which is a part of the
signature. Eventually, two vehicles transmit their messages
m;, signatures o;, timestamp TS, and pseudo identity PID,
to the aggregator.

When the aggregator receives the above information, it
will aggregate the signature as follows: firstly choose a ran-
domlistRL = {a,, a,}, where a; € Z}, 1 <i < n, then calculate

cand Z=Y7 a,(Q; + PKy, ). Finally, the aggrega-

S= 21'2:1 a; Sz
tor will output the signature o = (L, S) and transmits (M, o,

Z,RL, PID, Q, T) to the verifier.

In the last step, the verifier will check the equation S- P
=Y2 (ar;-L)+Z+ (3L an) -PKgge holds or not.
Unfortunately, the equation is impossible as follows:

S-P=(ar,l, +a,p, +a,PPK, +a,t,l, + a,p, + a,PPK,)
‘P=ayty-L,+a,-PKy +a,-Q +ayn -PKyge + a5t

Ly +a,-PKy, +a,-Qy+ayn, - PKyge=at, - L, +a,

2 2
L+ Z+ ) (am) - PRege # ) (ari- L) +Z

n=1 i=1
2
+ ) (an

n=1

-P KKGC

(13)

One can find that the random list plays an important role
in resisting the coalition attacks. And the 2-vehicle situation
can also be developed to # vehicles simply with a fully the
same method and algorithm, which can prove that our pro-
posed certificateless aggregate signature (CL-AS) scheme
can resist coalition attacks.
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TaBLE 2: Cryptographic operation notations and executing time.
Operation Description Time (ms)
Ty Bilinear pairing operation 4.1603
Top-rm Scalar multiplication in bilinear pairing operation 1.6722
Typ-a Addition in bilinear pairing operation 0.0069
T, Scalar multiplication in ECC operation 1.1280
T, , Addition in ECC operation 0.0339
T, One-way hash function 0.0360

6. Performance and Security Analysis
6.1. Security Analysis

(1) Traceability: in the proposed scheme, only TA has
the real identity of the certain vehicle. After submit-
ting the pseudo identity PID, = (PID}, PID?, T.,,),
TA can easily trace back to the vehicle’s real identity
RID; in accordance with the equation PID? = RID;
@ h, (aPID} || T, IPK14IV). Therefore, according to
the RID list, TA can trace back to the certain vehicle
V, even revoke it. (RID;, PID;)

(2) Message integrity and authentication: according to
Definition 3, the ECDLP problem is hard, so that
no polynomial adversary can forge a valid message.
Therefore, the verifier can verify the validity and
integrity of the message (Q;, PID;, PK,,,m;, TS, 0;)
by verifying whether the equation S;-P=r,L;+P
Ky +Q;+n;- PKyge holds or not. Therefore, our
proposed scheme for VANETSs provides message
authentication and integrity.

(3) Resistance to replay attacks: the proposed scheme
can resist the replay attack for the reason that
the tuple (Q;, PID,, PKy ,m;, TS,0;) includes the
timestamp TS. RSU and other vehicles will check
the validity of the signature, so they are able to
detect the replay of the message. Hence, our pro-
posed scheme for VANETs can resist replay
attacks.

(4) Resistance to coalition attacks: our proposed scheme
can resist the coalition attacks, because we improve
the signature generation process. To be specific, we
choose a random list to change the ratio in the equa-
tion S=)Y",4,S;. Therefore, our scheme uses this
method to resist the coalition attacks.

(5) Resistance to stealing of the check table: in the pro-
posed scheme, TA, KGC, vehicles, and RSUs do not
require a check list. Therefore, an attacker cannot
complete an attack by stealing any checklist. Hence,
the proposed scheme can resist the attack of the
checklist.

6.2. Performance Analysis. In this section, we will discuss
the performance of the proposed scheme and related
schemes and make a comparison in detail. We adopt
the method of computation evaluation where the bilinear
pairing on the security level of 80 bits is created as fol-
lows: e: G, xG, — Gy, where G, is an additive group
generated by a point P with order g on a super singular
elliptic curve E : y* = x* + x mod p with embedding degree
2, p is a 512-bit prime number, g is a 160-bit prime num-
ber [25]. The ECC on the security of 80 bits is constructed
as follows: G is an additive group with order ¢q that is gen-
erated on a nonsingular elliptic curve E:y*=x>+ax+b
mod p, where p,q are 160-bit primes and a, b€ Z;. The
experiment is conducted using the well-known python
cryptographic library PyCryptodome on a desktop running
Intel 15-9400 @ 2.90 GHz processor, with 16 GB memory
running Windows 10 operating system. The notations of
the cryptographic operations used in this paper and their
running times are given in Table 2. Table 3 shows the
summary of the computation costs in terms of signing a
message, verifying a single message, and verifying »
messages.

In [13, 24], their schemes choose to use bilinear pair-
ing, which significantly increases their operation time. As
a contrast, other four schemes [6, 12, 17, 23] do not use
bilinear pairing, which can substantially reduce computa-
tion time.

In our scheme, L; =1;- P uses a scalar multiplication in
ECC operation and the calculation of 7; uses a one-way hash
function during the individual sign process. In individual
verification, we use three scalar multiplication operations
for S;-P, r;-L;, and n; - PKyge, three addition operations,
and two one-way hash function operations for the calcula-
tions of r; and #;. In aggregate verification process, we use n
+2 scalar multiplication operations for Y a;r;-L; S-P,
and Y a;n; - PKyqe, two addition operations, and 2n one-
way hash function operations for each n; and r;. By compri-
sion, our scheme has low time complexity and high effi-
ciency. In addition, our scheme can resist coalition attacks,
which are a special and security feature that no other scheme
has.

We use the data in Table 3 to generate three figures,
which can intuitively compare other related schemes with
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FiGURE 4: Time cost of different schemes in three cases.

our scheme. In Figures 4(a)-4(c), we can get the conclusion
that our scheme has a considerably low delay in sign and ver-
ification procedure, which reveals that our scheme has a
much higher efficiency.

7. Conclusion

Since real application scenarios of VANETS require high effi-
ciency, an efficient certificateless-based anonymous authenti-
cation and aggregate signature scheme are proposed. The
proposed CLS and its improved scheme CL-AS are appropri-
ate for VANETs duo to analysis and testing. In addition,
there is still some work to do in the future such as the low effi-
ciency caused by the illegitimate signature in the aggregate
verification process.
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Wireless sensor network is a key technology in Internet of Things. However, due to the large number of sensor nodes and limited
security capability, aging nodes and malicious nodes increase. In order to detect the untrusted nodes in the network quickly and
effectively and ensure the reliable operation of the network, this paper proposes a dynamic network security mechanism. Firstly,
the direct trust value of the node is established based on its behavior in the regional information interaction. Then, the
comprehensive trust value is calculated according to the trust recommendation value and energy evaluation value of other high-
trust nodes. Finally, node reliability and management nodes are updated periodically. Malicious nodes are detected and isolated
according to the credibility to ensure the dynamic, safe, and reliable operation of the network. Simulation results and analysis
show that the node trust value calculated by this mechanism can reflect its credibility truly and accurately. In terms of reliable
network operation, the mechanism can effectively detect malicious nodes, with higher detection rate, avoid the risk of malicious
nodes as management nodes, reduce the energy consumption of nodes, and also play a defensive role in DOS attacks in wireless

sensor networks.

1. Introduction

Internet of Things (IoT) can be regarded as the third infor-
mation technology revolution following the computer and
the Internet [1, 2]. It connects massive device nodes through
the Internet, enabling everything to be interconnected when-
ever and wherever. In recent years, the widespread applica-
tions of IoT have not only changed people’s lifestyles but
also have a certain impact on the original cultivation pat-
terns. Wireless Sensor Network (WSN), as a key technology
in IoT, is a network system composed of microsensor nodes
through wireless communication, and it is also an important
source of sensing data in IoT. WSNs have been widely used in
various fields, including weather monitoring, medical care,
military applications, and the study phenomena in places
where people cannot easily reach [3-5]. Its development
and application will also have far-reaching impact on various
fields, so it is very essential to ensure the safe and reliable
operation of WSNs.

While WSNs play a huge role in IoT, the security
problems are even more severe due to the characteristics
of the sensor network itself [6-9]. On one hand, nodes
in WSNs are usually deployed in unattended environ-
ments, which makes nodes have great security risks, such
as vulnerable to physical attacks, being captured by
attackers, private information being extracted, being trans-
formed into malicious nodes, and launching various
attacks. On the other hand, due to the mobility and effec-
tiveness of nodes, the network topology in WSNs will
change dynamically, which makes it difficult to maintain
the trust relationship between nodes. In addition, sensor
nodes in WSNs are characterized by limited energy, weak
computing and storage capacity, low power consumption,
and intensive deployment, which leads to the security pro-
tection mechanism in traditional networks cannot function
effectively in WSNs, making the security problems of
WSNs more prominent. Therefore, it has important signif-
icance to research into security mechanisms of WSNs.
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On account of the existing problems in WSN, this paper
puts forward a dynamic network security mechanism based
on trust management. This mechanism is based on trusted
networking and takes trust computing as the core. Based on
trust measurements, it can effectively detect malicious nodes
in the network so that the network can operate dynamically
and reliably. Eventually, the proposed scheme was verified
by experiments.

2. Related Work

In WSNs, there are many researches on the safe and reliable
operation mechanism of the network, which are used to
detect malicious nodes attacks. Zhang et al. [10] proposed a
detection scheme based on watermarking technology to
detect selective forwarding attacks, which can not only detect
whether the routing node discards the data packet but also
detect whether the data in the packet is tampered. However,
the scheme has a large delay in extracting watermarks and
is not suitable for large-scale networks. Xu [11] proposed a
sensor network malicious node detection scheme based on
double threshold. Each sensor node maintains the trust value
of its neighbors to reflect their past behavior in decision-
making. Two thresholds are used to reduce the false alarm
rate and enhance the accuracy event area detection; thus,
under the condition of without sacrificing normal node
implementation to detect malicious nodes is more accurate.
However, appropriate threshold selection problem is the dif-
ficulty of scheme. An adaptive security mechanism of on-
demand access control is proposed by Mauro et al. [12] for
multihop energy harvesting in WSNs. In this mechanism,
nodes can use base stations to release their current security
measures, which helps sending nodes select appropriate
recipient nodes according to their security requirements.
But it is possible to cause malicious nodes to launch mali-
cious attacks by reducing network security measures.

Trust management, as one of the methods to effectively
defend against network internal attacks and identify mali-
cious nodes, has been widely used in WSNs, and many typi-
cal models also have been proposed by scholars at domestic
and foreign. Aiming at the low accuracy and malicious rec-
ommendation of the IoT trust evaluation method, Xie et al.
[13] proposed a dynamic trust evaluation method for IoT
nodes. First of all, this method designed the node service
quality persistence factor to represent the overall behavior
of the node, then used the friend acquaintance degree to filter
recommended nodes, and finally calculated the comprehen-
sive trust degree based on information entropy. The method
proposed in [13] can effectively reduce the impact of mali-
cious recommendation behavior on trust evaluation, but the
implementation process is complicated and computationally
intensive. Objects in the Social Internet of Things (SIoT) [14,
15] interact with each other based on their social behavior, in
which any object can be either a service provider or a service
consumer. Jafarian et al. [16] compared the service query
context with the previous query context of other reviewers
based on a data mining model, taken into account indicators
such as social similarity, service importance, and the residual
energy of providers, and considered this issue to a three-
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dimensional space. They measured the value contribution
of trust value by using a weighted method. But the definition
of social boundary involved in this method is ambiguous, and
it cannot accurately calculate social acquaintance, which is
not applicable to IoT systems with complex social relation-
ships. Lin et al. [17] proposed a perceptual network security
connection model based on the characteristics of social net-
works. This model describes the inferred transfer, transmis-
sion, update, and changes in the dynamic environment of
trust in the IoT from the perspective of sociology, but the
model does not combine subjective and objective in the trust
evaluation process, and the accuracy of node trust evaluation
is deficient.

Luo et al. [18] proposed a dynamic trust management
system, which uses the hash algorithm to generate the unique
identifier for nodes and uses the trust evaluation model based
on the 3 density function to dynamically manage the trust
value of each node. It can resist both external attacks and
internal compromise attacks, but the model has large mem-
ory and energy costs and computational complexity. Bao
and Chen et al. [19, 20] used collaborative filtering method
to screen trust recommendation nodes and proposed a trust
management model of IoT based on social relations. This
model can improve the reliability of recommendation trust
evaluation and enhance the ability of model to resist mali-
cious recommendation behavior. However, in the process
of direct trust evaluation, only the timeliness of trust is con-
sidered, which cannot accurately reflect the node behavior.
A trust-based network security connection model suggested
by Nguyen et al. [21], which is based on event-driven trigger-
ing trust refresh, extends trust definition and realizes data
collection and analysis from multiple data sources. However,
the dynamic adaptability of the model was insufficient. Chen
et al. [22] raised a distributed adaptive filtering-based sensing
network security connection model based on service-
oriented architecture, which integrates dynamic direct trust
and indirect trust to confirm the trust of nodes. On this basis,
it guarantees the reliable operation of nodes, has good envi-
ronmental adaptability, and fully considers the limited com-
puting power of sensing nodes. However, the model lacks
feedback control of nodes and cannot cope with malicious
attacks well. Sathish et al. [23] improved the model proposed
by Priayoheswari et al. [24] by introducing the proxy nodes
and proposed an intelligent Beta reputation and dynamic
trust evaluation model. The node credibility of the model
was only evaluated by direct communication behavior.
Although the energy consumption of trust calculation was
reduced, the convergence rate of the model was reduced
due to the lack of indirect trust evaluation process; thus, mali-
cious nodes cannot be quickly identified.

To sum up, all kinds of current research schemes have
their own characteristics (Table 1). Comparison of advan-
tages and disadvantages of each scheme makes a comparative
analysis of relevant work. The existing WSN dynamic adap-
tive security mechanism research has many deficiencies,
which leads to the failure of existing WSN security mecha-
nism to meet the needs of rapid development of WSNs. This
paper proposes a dynamic adaptive security mechanism suit-
able for WSNs based on trust management. Firstly, it
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TaBLE 1: Comparison of advantages and disadvantages of each scheme.

Schemes

Advantages

Disadvantages

Detection scheme based on
watermarking technology [10]
Detection scheme of sensor network

malicious nodes based on double
threshold [11]

Adaptive security mechanism for
on-demand access control [12]

A dynamic trust evaluation method
for Internet of Things nodes [13]

Trust evaluation scheme based on
data mining model in SIoT [16]

Perceived network security
connection model [17]

Dynamic trust management system
(18]

Trust management model of
Internet of Things based on social

Effectively detect whether the data is discarded or
tampered

Reduce the false alarm rate and improve the accuracy
of event area detection

Fully consider the security requirements of each node

Effectively reduce the influence of malicious
recommendation behavior on trust evaluation

Comprehensively measure the value contribution of
trust value assessment

Describe the changes of trust in various states from a
sociological perspective

To defend against external attacks but also to defend
against internal compromise attacks
Improve the reliability of recommendation trust
evaluation and enhance the ability of model against

The time delay of watermark extraction is
large

The problem of threshold selection is the
difficulty of this method

May cause malicious nodes to launch
malicious attacks using cuts in network
security measures
Complex implementation process and
large amount of computation
The definition of social boundary is vague
and cannot accurately calculate social
familiarity
Without combining subjective and
objective, the accuracy of node trust
assessment is deficient
High memory and energy cost, high
computational complexity

Cannot accurately reflect node behavior

relations [19, 20]

Trust-aware network security
connection model [21]

Sensory network security
connection model based on
distributed adaptive filtering [22]

Intelligent Beta reputation and
dynamic trust evaluation model [23,
24]

Good environmental adaptability, fully considering the
computing ability of sensing nodes

Reduce the energy consumption of trust computation

malicious recommendation behavior

Extending the definition of trust and realizing the
function of data collection and analysis from multiple
data sources

Lack of dynamic adaptability

Lack of feedback control to nodes, unable
to resist malicious attacks perfectly

The convergence rate of the model is
reduced, and the malicious nodes cannot
be identified quickly

calculates the trust degree of sensor nodes in WSNs based on
trust management model, then removes malicious nodes and
selects management nodes based on trust degree, so as to
make the network run dynamically and reliably.

3. Network Dynamic Security
Adjustment Mechanism

The network dynamic adaptive adjustment mechanism pro-
posed in this paper takes the trust computing model as the
core, dynamically monitors the change of nodes in real time
according to the trust degree of each node in the domain, and
updates the network topology structure in time, thus ensur-
ing the trusted operation of WSNs. The mechanism is
described from three aspects: network model, trust evalua-
tion model, and dynamic adaptive adjustment of WSNss.

3.1. Network Model Framework in WSNs. As shown in
Figure 1, the network model in WSNs is mainly composed
of four parts: ordinary nodes, domain management nodes,
monitoring nodes, and base stations.

Ordinary nodes are used for data sensing and collection,
so as to conduct information interaction between nodes, and

evaluate and calculate direct and indirect local trust accord-
ing to the interaction results.

Domain management nodes are high-trust nodes
selected from ordinary nodes, which are mainly used to
maintain the credibility of nodes within the domain, ensure
that the nodes in the region are in a secure and reliable envi-
ronment, calculate the comprehensive trust of each node, iso-
late malicious nodes in time, and communicate directly with
the base station.

Monitoring nodes not only have the same function as the
domain management nodes but also need to monitor the
behavior of the domain management nodes. If the manage-
ment nodes behave abnormally, they will directly send
reports to the base stations. Each region contains two moni-
toring nodes, whose comprehensive trust value is second
only to the domain management node in this region.

Base stations are used to select the domain management
nodes and update the domain management nodes timely
according to the reports from monitoring nodes. In this paper,
it is assumed that the base stations are completely credible.

3.2. Trust Evaluation Model. The trust assessment framework
proposed in this paper is shown in Figure 2. The trust degree
of nodes is firstly calculated by the local trust degree between
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the nodes in the domain, and then, the comprehensive trust
degree of those nodes is calculated by domain management
nodes. Improve the credibility of nodes, this paper sets the
automatic update time AT, so as to calculate the trust degree
of nodes regularly. In the following description, only the cal-
culation process within one detection time AT is only
described.

3.2.1. Related Definitions and Initialization. The calculation
of nodes trust is the core of this mechanism. Trust is the abil-

ity to believe that a node has reliable and safe behavior in a
certain context. Trust value is a quantitative representation
of the trust ability of a node, and its size determines the cred-
ibility of the node. In this paper, the trust value range of node
is [0,1], where 0 means that the node belongs to a completely
untrusted node, and 1 means that the node is completely
trusted. In the initial stage, the trust value of all nodes is ini-
tialized in this paper, and the value is 0.5. Domain manage-
ment nodes and monitoring nodes are served by nodes with
strong computing power and high energy.
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3.2.2. Local Credibility Measure. Local trust is the result of
mutual evaluation between interdomain nodes, which is
mainly composed of direct credibility measure and indirect
credibility measure.

(1) Direct Credibility Measure. The direct trust value is that
the evaluation nodes combine the historical direct interaction
data to predict the possible behavior of the evaluated nodes in
the future. Trust evaluation method based on Bayesian can
effectively reduce the complexity of trust calculation and
energy consumption. In this method, if the number of suc-
cessful and unsuccessful interactions between nodes N; and
N; is u and v, respectively, the interaction results between
nodes N; and N obey Beta distribution. Therefore, the math-
ematical expectation E(beta(p | u, v)) of the Beta probability
density function beta(p | u, v) is obtained as the direct trust
value D;;, which is taken by (1).

u+l

D;; = E(beta(p | u, v)) = (1)

u+v+2’
(2) Indirect Credibility Measure. Although direct trust is
directly detected between nodes through information inter-
action, if the degree of interaction between two nodes is not
enough or affected by channels or malicious nodes attack,
the direct trust cannot measure the credibility of nodes.
Therefore, this paper uses recommendation trust to make
the prediction of nodes trust more accurate.

The recommended trust value of evaluating node N; to
evaluated node N; needs to be obtained from node N;, where
N belongs to N;’s neighbor nodes set Ne(N;). In the IoT
environment, node distribution is relatively dense, which
leads to a large number of neighbor nodes. If each neighbor
node makes recommendations, the network energy con-
sumption will be accelerated, and the risk of bad-mouthing
attack with higher or lower reputation may be faced. There-
fore, this paper selects a set PNe(N), a subset of setNe(N;),
to calculate the recommended trust value for node N;. The
process of determining the partial neighbor node set PNe(
N;) is as follows:

(a) The evaluation node N, requests the domain man-
agement node to request the n nodes with the highest
global trust degree in the set Ne(N;) as the recom-
mended nodes, and the global trust degree of these

nodes must not be lower than the recommended trust
threshold 6,

(b) After receiving the set PNe(N;) from the domain
management node, node N; sends a trust recommen-
dation delivery request to the nodes in PNe(N;).
Node N, in set PNe(N;) receives the request and
then sends Dy; to node N;, where Dy; represents the
direct trust from node N, to N, according to (2) cal-
culate the recommended trust RTfj of the neighbor

nodes N; to N,

k old
RTE = LT « D, (2)

where LT represents the historical local trust of nodes
N; to N. Therefore, node N; calculates the final recommen-
dation trust RT;; based on the recommendation value of each
node to node N; in set PNe(N;). Since each neighbor node
has different trust degree at node N, it is necessary to give
certain weights to the recommendation trust value of each
node. In this paper, according to (3), the weight w, of the rec-
ommendation trust of node N, in the indirect trust value is
calculated, where [PNe(N;)| represents the total number of
nodes in the set. Then, according to (4), the recommended
trust RT;; from nodes N; to N; is calculated.

RT},
wk = (3)
[PNe(N))[ 1
21:1 ' RTij
|PNe(N; )|
RT;= )  w LT« Dy, (4)
k=1

(3) Local Trust Synthesis and Update. After the evaluation
node N; passes the above process, the direct trust degree D;;

and the recommended trust degree RT;; for the evaluated
node N; can be obtained. The evaluation node N; first calcu-

lates the local trust degree LT}™ within AT according to (5),
then combines the local trust degree LT;}ld in the previous AT

» and finally updates the local trust degree LT;; according to
(6). This process needs to measure the proportion of D

and LT;M, where 7, and #, are the measuring factors, and
their values are set according to the specific environment.

LTE" =n,Dy; + (1 = 19)RTy, (5)

old new
LT =n, LT + (1 -1, LT, (6)

3.2.3. Global Credibility Measure. Global credibility measure-
ment is mainly about calculating comprehensive trust. In the
calculation of comprehensive trust, the energy state of the
nodes needs to be considered in order to eliminate the influ-
ence of energy changes. It is known from Section 3.1 that
each region has a domain management node and two moni-
toring nodes. For the convenience of description, this article
uses G, to represent the domain management node of area x,
and the two monitoring nodes of G, represent by G and
GM:. G, GM1, and G will receive the local trust matrix M
(x) as shown in (7), where m(m = |G,|) represents the total
number of nodes in the region x.

LT, LT, --- LTy,
LT LT -« LT

M(x) = .21 .22 ' ‘2m ' 7)
Lr,, LT,, --- LT,,,



For node N, by searching for elements greater than zero
in the M(x)’s column vector, denoted by the set S, then
obtain the average value T'; from (8), and obtain the energy
trust ET; of node N; from (9); finally, calculate the compre-
hensive trust degree T; of node N; according to (10), where
Ej°" represents the current energy value of node N, Estart
represents the initial energy value of node

sents the weight factor.

s P 0

N, and 7, repre-

now

—_
ETj - Etart” (9)
)

Tj:nsz+(1—;12)ETj. (10)

3.3. Dynamic Adaptive Adjustment of WSNs. Based on the
trust calculation, the base station can clearly grasp the status
of all the sensing nodes in the region, so as to better use com-
puting resources and communication resources from a global
perspective and realize the adaptive adjustment of WSNG.
Next, the dynamic network security adjustment mechanism
will be studied from the selection and update of domain man-
agement nodes and the isolation of malicious nodes.

3.3.1. Domain Management Node Selection and Update. The
process of selecting and updating domain management
nodes is shown in Figure 3. The specific process is as follows:

(i) Domain management node G, and monitoring
nodes GM' and G™2 obtain their respective compre-
hensive trust lists by calculation, which are, respec-
tively, recorded as L;, L,, and L; and then sent
them to the base station

(ii) After receiving L,, L,, and L;, the base station selects
the trust value with the highest number of occur-
rence as the final trust value of the node according
to the three comprehensive trust values of each node

(iii) After the base station gets the final trust list L con-
taining each node, it needs to timely update the com-
prehensive trust values of G,, Gy 1, and GxMZ. Firstly,
the similarity 0, between L and L; is calculated
according to (11). Then, the similarity 6; is judged.
Ifit is 1, then the comprehensive trust value remains
unchanged; otherwise, the comprehensive trust
value will be reduced to (1 — 6;) times of the original

9. =

1

|-
M=

(L" ==171: o). (11)

-
1l
—

(iv) The base station sets the trust threshold §,. If the
comprehensive trust of domain management node
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Domain management node and
monitoring node get L, L, L,
and send to the base station

base station calculates the final list
of trusted measure L/, L,’, Ly’

Base station updates comprehensive
reliability value

Select to update G,, GMi, GM:

FIGURE 3: Domain management node selection and update process.

G,, GM1L GM get the credible
metric value of each node

v

Is the node trust value
greater than the inter-
domain trust threshold?

The deviation between
the current credible value and
the historical credible value is
less than the deviation
threshold?

y

Malicious node removes the

Normal node
network

FIGURE 4: Malicious node detection process.

or monitoring node is lower than §,, the three nodes
with the highest trust degree in the domain need to
be reselected as the new domain management node
G, and monitoring node G and G:. The base sta-
tion will send the final trust list L to the updated G,,
GMi, and G as the comprehensive trust of each
node in the domain

3.3.2. Malicious Node Detection. Over time, nodes may be
attacked or damaged naturally, so malicious nodes need to
be removed in a timely manner. Figure 4 shows the malicious
node detection process.

After receiving the node information sent from the base
station, G,, GM1, and G first determine whether the com-
prehensive trust value of each node is lower than the



Wireless Communications and Mobile Computing 7
TABLE 2: Some parameters of simulation experiment.

Parameter Values

Simulation area size 100 m*100 m

Number of nodes 100

Energy consumption for data transmission and reception 25 nJ/bit

Normal node initial energy 1]

Manage node and monitor node initial energy 5]

Packet size 40 bit

Wireless communication radius 15m

Packet forwarding rate Random number between [0.9,1]

Initial confidence 0.5

(a) Node distribution diagram

(b) Node communication diagram

FIGURE 5: Simulation effect of the experiment.

interdomain trust threshold §,. If lower than, it indicates that
the node is insufficient in energy or is a malicious node. Oth-
erwise, it is further detected whether the deviation of the cur-
rent comprehensive trust value and the historical
comprehensive trust value of the node are smaller than the
deviation threshold J,. If the deviation is less than &5, it is a
normal node. If it is greater than &5, it can be divided into
two situations: first, the current comprehensive trust value
minus historical comprehensive trust value is greater than
05, indicating that the trust value of the node has been greatly
increased, and it can be determined that the node has dis-
guised behavior; second, if the historical comprehensive trust
value minus the current comprehensive trust value is greater
than 9§, it indicates that the trust value of the node has been
significantly reduced, and the node can be determined to be
energy deficient or become a compromise node.

In addition, domain management node G, can recognize
DOS attacks when information is exchanged between nodes.
According to the actual environment of region x, set the
threshold §, of interdomain node interaction within the
detection period. If the total number of interactions between
nodes N; and N exceeds 6, it indicates that the interactions
between nodes N; and N are too frequently, and it is highly

likely that malicious DOS attacks will occur. Then, the behav-
iors of nodes N; and N; should be observed to further deter-

mine whether it is a malicious node and then remove them
from the network.

4. Simulation Experiment and Safety Analysis

4.1. The Simulation Results. In order to better verify the
detection efficiency and energy consumption of this mecha-
nism for malicious nodes, NetLogo is used to simulate the
proposed mechanism in this paper. Since the simulation cal-
culation process of each region is consistent, only one region
is simulated. Some parameters of the simulation experiment
are shown in Table 2.

Figure 5 shows the effect diagram of simulation using
NetLogo. The figure on the left shows the initial network
state. If the nodes can communicate with each other, they
are indicated by connecting lines in the initial network state.
The right figure represents the communication state at a cer-
tain moment, in which the lines represent the communica-
tion between nodes, the successful communication between
nodes is represented by blue, and the failure is represented
by red.

Firstly, in the trust calculation section, by analyzing the
comprehensive trust value of all nodes, the comprehensive
trust value curve of malicious nodes and the normal nodes
in Figure 6 can be obtained. As can be seen from Figure 6,
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the normal node comprehensive trust value appears gradu-
ally rising trend, but with an increasing number of detection
cycle, ordinary node comprehensive trust value will decline.
This is because with the increase of detection cycle, the
energy of nodes is limited, which leads to the gradual increase
of the influence of the energy trust of nodes on the compre-
hensive trust. However, there is no regularity in the change
in the overall trust of malicious nodes. Because malicious
nodes do not know their comprehensive trust, it is possible
to launch attacks at any time. But overall, the trust of mali-
cious nodes will be far smaller than the normal nodes as
the detection cycle changes.

Then, different proportion of malicious nodes is
deployed in the network, as shown in Figure 7, and the detec-
tion rate changes of malicious nodes in 10, 20, and 40 cycles
are compared, respectively. It can be seen from the horizontal
direction that the detection rate will decrease as the number
of malicious nodes increases, because the increase in mali-
cious nodes will affect the accuracy of trust value and thus
affect the judgment of nodes to some extent. Vertically, the
longer the detection cycle, the higher the detection rate will
be. This is because as the detection cycle increases, the mali-
cious nodes will gradually be isolated, and the comprehensive
trust generated by the interaction will become more and
more accurate, which is conducive to the detection of mali-
cious nodes. Overall, when malicious nodes are lower than
20%, the average detection rate of this paper is higher than
75%. This mechanism can detect and isolate malicious nodes
quickly and effectively.

Finally, since sensor nodes are resource-constrained, it is
necessary to analyze the energy consumption of nodes.
Figure 8 shows that as the number of malicious nodes
increases, the total energy consumption in the network
increases gradually. At the same time, it can be seen that
compared with [13], the scheme in this paper reduces the
network energy consumption and the aging rate of nodes.

4.2. Security Analysis. In this paper, the recommendation
trust value of all neighbor nodes is not used in the calculation
of recommendation trust, but the set of high-trust neighbor
nodes is screened out. This method can effectively exclude
the malicious recommendation behavior of neighbor nodes
and avoid bad-mouthing attack.
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Domain management nodes play a role in managing
other common nodes in the region. If a domain management
node is attacked as a compromise node to launch a malicious
attack, the trust value of all nodes cannot be measured, and
the region falls into an extremely insecure situation. In this
paper, monitoring nodes are set up to observe the behavior
of the domain management node at any time and report it
to the base station in time. The base station will verify the
reported content. If true, the credibility of domain manage-
ment node will be reduced, and the domain management
node will be replaced with a node with higher trust. In addi-
tion, monitoring nodes have the same computing tasks as
domain management nodes. If the base station detects that
their behavior is abnormal, the domain management node
and the monitoring node are replaced with new nodes in
time. This method can effectively deal with the risk of
domain management node being attacked.

In the traditional trust management mechanism, there is
a risk of disguised attack, that is, when malicious nodes find
their trust value is lower than other nodes, they will suspend
the attack behavior, improve their trust value in a short term
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through good performance, or change the identity and rejoin
the network. In this paper, the comprehensive trust degree of
nodes is only stored in the management node, the monitor-
ing nodes, and the base station. Malicious nodes are not clear
about themselves trust degree, so the masking behavior of
malicious nodes is effectively avoided.

5. Conclusion

The key of network dynamic trusted operation is to identify
and isolate malicious nodes to ensure their trusted operation.
This paper proposes a network security mechanism based on
trust management to deal with the threats faced by WSNs.
Based on the trusted access of nodes, this mechanism firstly
calculates the local trust degree of nodes according to existing
interaction behavior and further obtains the comprehensive
trust degree of nodes that can reflect the trust degree of
nodes. In network management, the selection and updating
of domain management nodes and detection of malicious
nodes are carried out according to the comprehensive trust
degree of nodes. Through simulation experiment analysis,
the node’s comprehensive trust can accurately reflect their
behavior, detect and isolate malicious nodes in time, and
effectively guarantee the trusted and reliable operation of
WSNE.

Data Availability

No data were used to support this study.

Conflicts of Interest

The authors declare that there are no conflicts of interest
regarding the publication of this paper.

Acknowledgments

This research was supported by the National Key R&D Pro-
gram of China (2019YFB2102303), the National Natural Sci-
ence Foundation of China (61971014), and the 2020 Henan
Key Research and Development Project (202102310522).

References

[1] S.B. Shen and C. Lin, “Opportunities and challenges in study
of Internet of Things,” Journal of Software, vol. 8, pp. 1621-
1624, 2014.

[2] H.Kaur and R. Kumar, “A survey on Internet of Things (IoT):
layer-specific, domain-specific and industry-defined architec-
tures,” Advances in Computational Intelligence and Communi-
cation Technology, vol. 1086, pp. 265-275, 2021.

[3] R. Krishnan, “Mobile application for emergency navigation
during disaster using wireless sensor network,” Advances in
Wireless Communications and Networks, vol. 4, no. 1, p. 1,
2018.

[4] N. Brinis and L. A. Saidane, “Context aware wireless sensor
network suitable for precision agriculture,” Wireless Sensor
Network., vol. 8, no. 1, pp. 1-12, 2016.

[5] G. Ramesh and R. Nivedha, “Micro climate monitoring-web
application using wireless sensor network,” International Jour-

=
2

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

(18]

(19]

[20]

(21]

nal of Science and Research (IJSR), vol. 5, no. 4, pp. 104-106,
2016.

J. Furtak, Z. Zielinski, and J. Chudzikiewicz, “Security tech-
niques for the WSN link layer within military IoT,” in IEEE
3rd World Forum on Internet of Things (WF-IoT), pp. 233-
238, Reston, VA, USA, 2016.

D. Pandita, R. K. Malik, and Department of ECE, Geeta Engi-
neering College, Panipat Kurukshetra University, Kurukshe-
tra, Haryana, India, “A survey on clustered and energy
efficient routing protocols for wireless sensor networks,” Inter-
national Journal of Trend in Scientific Research and Develop-
ment, vol. Volume-2, no. Issue-6, pp. 1026-1030, 2018.

W. L. Wu, N. X. Xiong, and C. X. Wu, “Improved clustering
algorithm based on energy consumption in wireless sensor
networks,” The Institution of Engineering and Technology,
vol. 6, no. 3, pp. 47-53, 2017.

J.-Y. Yu, E. Lee, S.-R. Oh, Y.-D. Seo, and Y.-G. Kim, “A survey
on security requirements for WSNs: focusing on the character-
istics related to security,” IEEE Access, vol. 8, pp. 45304-45324,
2020.

D.Y. Zhang, C. Xu, and S. Lin, “Detecting selective forwarding
attacks in WSN’s using watermark,” International Conference
on Wireless Communications and Signal Processing (WCSP),
vol. 2011, pp. 1-4, 2011.

C.J. Xu, Research on detection scheme of malicious nodes and
abnormal data in wireless sensor network [Ph.D. thesis], Nan-
jing University of Posts and Telecommunications, 2020.

A. D. Mauro, X. Fafoutis, and N. Dragoni, “Adaptive security
in ODMAC for multihop energy harvesting wireless sensor
networks,” International Journal of Distributed Sensor Net-
works, vol. 3, 2015.

L. X. Xie and R. X. Wei, “Dynamic trust evaluation method for
IoT nodes,” Journal of Computer Applications, vol. 39, no. 9,
pp. 2597-2603, 2019.

A. U. Rehman, R. A. Naqvi, A. Rehman, A. Paul, M. T. Sadiq,
and D. Hussain, “A trustworthy SIoT aware mechanism as an
enabler for citizen services in smart cities,” Electronics, vol. 9,
no. 6, p. 918, 2020.

K. C. Chung and S. W.-J. Liang, “An empirical study of social
network activities via social Internet of Things (SIoT),” IEEE
Access, vol. 8, pp. 48652-48659, 2020.

B. Jafarian, N. Yazdani, and M. S. Haghighi, “Discrimination-
aware trust management for Social Internet of Things,” Com-
puter Networks, vol. 178, p. 107254, 2020.

Z.T. Lin and L. Dong, “Clarifying trust in Social Internet of
Things,” IEEE Transactions on Knowledge and Data Engineer-
ing., vol. 30, no. 2, pp. 234-248, 2018.

W. Luo, W. Ma, and Q. Gao, “A dynamic trust management
system for wireless sensor networks,” Security and Communi-
cation Networks., vol. 9, no. 7, pp. 613-621, 2016.

F. Y. Bao and R. Chen, “Trust management for the Internet of
Things and its application to service composition,” World of
Wireless, Mobile & Multimedia Networks IEEE, 2012.

L. R. Chen, F. Bao, and J. Guo, “Trust-based service manage-
ment for Social Internet of Things systems,” IEEE Transactions
on Dependable and Secure Computing., vol. 13, no. 6, pp. 684—
696, 2016.

H. L. Nguyen, O. J. Lee, J. E. Jung, J. Park, T. W. Um, and
H. W. Lee, “Event-driven trust refreshment on ambient ser-
vices,” IEEE Access., vol. 5, pp. 4664-4670, 2017.



10

(22]

(23]

(24]

L. R. Chen, J. Guo, and F. Bao, “Trust management for SOA-
based IoT and its application to service composition,” IEEE
Transactions on Services Computing, vol. 9, no. 3, pp. 482-
495, 2017.

S. Sathish, A. Ayyasamy, and M. Archana, “An intelligent beta
reputation and dynamic trust model for secure communica-
tion in wireless networks,” Industry Interactive Innovations
in Science, Engineering and Technology (I3SET), vol. 11,
Pp. 395-402, 2017.

B. Priayoheswari, K. Kulothungan, and A. Kannan, “Beta rep-
utation and direct trust model for secure communication in
wireless sensor networks,” in Proceedings of the International
Conference on Informatics and Analytics, New York, NY,
USA, 2016.

Wireless Communications and Mobile Computing



Hindawi

Wireless Communications and Mobile Computing
Volume 2021, Article ID 6658920, 20 pages
https://doi.org/10.1155/2021/6658920

Research Article

WILEY

Hindawi

BSSPD: A Blockchain-Based Security Sharing Scheme for Personal
Data with Fine-Grained Access Control

Hongmin Gao(,' Zhaofeng Ma®,' Shoushan Luo(,' Yanping Xu(®,”> and Zheng Wu

3

"Information Security Center, Beijing University of Posts and Telecommunications, Beijing 100876, China
2School of Cyberspace Security, Hangzhou Dianzi University, Hangzhou, Zhejiang Province 310018, China
3School of Electronics and Information Engineering, Hunan University of Science and Engineering, China

Correspondence should be addressed to Zheng Wu; 18153361706@189.cn

Received 25 November 2020; Revised 31 December 2020; Accepted 29 January 2021; Published 20 February 2021

Academic Editor: Zhuojun Duan

Copyright © 2021 Hongmin Gao et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Privacy protection and open sharing are the core of data governance in the Al-driven era. A common data-sharing management
platform is indispensable in the existing data-sharing solutions, and users upload their data to the cloud server for storage and
dissemination. However, from the moment users upload the data to the server, they will lose absolute ownership of their data,
and security and privacy will become a critical issue. Although data encryption and access control are considered up-and-
coming technologies in protecting personal data security on the cloud server, they alleviate this problem to a certain extent.
However, it still depends too much on a third-party organization’s credibility, the Cloud Service Provider (CSP). In this paper,
we combined blockchain, ciphertext-policy attribute-based encryption (CP-ABE), and InterPlanetary File System (IPFS) to
address this problem to propose a blockchain-based security sharing scheme for personal data named BSSPD. In this user-
centric scheme, the data owner encrypts the sharing data and stores it on IPFS, which maximizes the scheme’s decentralization.
The address and the decryption key of the shared data will be encrypted with CP-ABE according to the specific access policy,
and the data owner uses blockchain to publish his data-related information and distribute keys for data users. Only the data
user whose attributes meet the access policy can download and decrypt the data. The data owner has fine-grained access control
over his data, and BSSPD supports an attribute-level revocation of a specific data user without affecting others. To further
protect the data user’s privacy, the ciphertext keyword search is used when retrieving data. We analyzed the security of the
BBSPD and simulated our scheme on the EOS blockchain, which proved that our scheme is feasible. Meanwhile, we provided a
thorough analysis of the storage and computing overhead, which proved that BSSPD has a good performance.

1. Introduction

The development of 5G and Internet of Things technology
provides a large amount of training data for the rapid imple-
mentation of artificial intelligence (AI). At the same time,
data security and privacy protection have become the most
interesting topics in data governance and sharing. Powerful
data mining and analysis have brought potential threats to
personal privacy protection. Traditionally, most people
choose to outsource their data to cloud servers for sharing
and dissemination. However, most of the data stored in the
cloud is very sensitive, especially those data generated by
IoT devices that are closely related to human life. These data
have their particularities and may contain personal-related

information such as life, work, and healthcare; once personal
data is stolen or leaked illegally and linked to the data owner’s
real identity, it may bring great trouble to an individual.
Therefore, integrating data and generating value while ensur-
ing data security and privacy have become a significant chal-
lenge for all contemporary companies that use big data and
AL

At present, researchers have proposed many secure shar-
ing schemes in the cloud environment [1-9]. These schemes
seem to solve the security and privacy issues during data
sharing. Nevertheless, these schemes all have a standard fea-
ture: they are overly dependent on the Cloud Service Pro-
vider (CSP). They believe that the CSP is a trusted third-
party organization, and their security models assume that
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the CSP is semitrustable, which means that the CSP will be
curious about the data but will not destroy it. It means that
the following situations are always inevitable:

(1) The CSP itself may make profits from the user’s pri-
vate data, or its insiders may do evil and cause the
user’s privacy disclosure. Although some methods,
such as attribute-based encryption algorithms, can
achieve user-defined access policies that seem user-
centric, these methods still require a trusted third
party to generate and manage user keys. It is impos-
sible to exclude the possibility of collusion between
these trusted centers. All these will lead to the fact
that once the data owners upload their data to the
cloud server, they will no longer have their data’s
absolute possession

(2) The data is centrally stored on cloud servers and
managed by the CSP. An inevitable single point of
fajlure may lead that users cannot obtain their data
generally by using the cloud service. The CSP can
improve data security and service stability by utiliz-
ing disaster recovery backup. However, some irresist-
ible factors will prevent users from using cloud
services to obtain their data, such as political factors

(3) To provide better service, the CSP needs to spend
more money to buy servers, hire better employees,
rent the data center venues, and so on. These costs
are increasing gradually, and the CSP cost is also
increasing and the construction of the management
platform. Users ultimately pay the operating costs
of the CSP

From the above point of view, to better protect data secu-
rity and personal privacy, it is very urgent to design a whole
user-centric data-sharing scheme to solve the above prob-
lems. In this scheme, we do not need to rely on any trusted
third party to store and disseminate data, nor do we worry
that the data will be inaccessible. Fortunately, with the emer-
gence and development of Bitcoin [10], as a decentralized
and self-organized cryptocurrency, its underlying technology
blockchain can elegantly help us realize such a data security
sharing scheme [11-14]. In this paper, we proposed a data-
sharing scheme based on blockchain. The main contribu-
tions of this paper are as follows:

(1) A user-centric data security sharing scheme named
BSSPD is proposed, which combines blockchain,
CP-ABE, and IPFS. The data owner encrypts his
sharing data and stores it on IPFS to maximize
decentralization, and BSSPD allows the data owners
to have fine-grained access control over their data.
Moreover, it supports revoking permissions of a spe-
cific data user at an attribute level without affecting
others

(2) In BSSPD, the data owner publishes data-related
information and distributes decryption keys for data
users through the blockchain. To avoid denial of ser-
vice attacks, data users need to complete a proof of
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work (PoW) before registering, which is similar to
the mining process of Bitcoin, and the data owner
can adjust the target of PoOW according to the number
of data users in the system

(3) BSSPD sets ciphertext keyword indices for each data-
related data user. Combined with CP-ABE, it further
prevents the privacy disclosure that data labels may
cause to the data owner and protects the data user’s
privacy during retrieval

(4) We experimented with our scheme on the EOS
blockchain and provided the detailed implementa-
tion of algorithms and Smart Contracts. Together
with the security analysis, it proved that our scheme
is feasible

(5) We used five MacBooks to build an EOS private
chain in the laboratory environment and simulated
our scheme. Analysis of storage and computing over-
head proved that BSSPD has a good performance

The rest of this paper is organized as follows. Section 2
consists of related works. Section 3 reviews some preliminary
knowledge used throughout this paper. In Section 4, we have
an overview of our scheme. Specific implementation details
are described in Section 5. Security and performance analysis
are discussed in Section 6. Finally, the conclusion and future
direction are presented.

2. Related Work

As early as 2015, Swan pointed out that there was not yet an
acceptable “health data common” model [15] with appropri-
ate privacy and reward systems for public sharing of personal
health data and quantified self-tracking data. Simultaneously,
the author believes that blockchain can precisely provide
such a structure for creating a secure, remunerated, and
owner-controlled health data sharing. Zyskind et al.
described a distributed personal data management system
[16] that ensures users own and control their data. The sys-
tem encrypts the data collected from the user’s mobile phone
and stores it off-chain and only stores the data’s hash value
on the blockchain. Meanwhile, two acceptable transaction
types named Taccess and Tdata are defined, in which Taccess
is used to implement access control management, and Tdata
is used for data storage and retrieval. Azaria et al. proposed
MedRec system [17], a blockchain-based decentralized
record management system for electronic medical records
(EMRs). MedRec provides patients with a comprehensive
and immutable log, and the patients can access their medical
information at any time across providers and locations.
However, the system implements permissionless blockchain
with PoW consensus, lacking data security, data privacy,
and throughput. Xia et al. proposed MeDShare [18], a system
that solves the problem of sharing medical data in a trustless
environment by custodians of medical big data. Dubovits-
kaya et al. have proposed a framework for managing and
sharing EMR data for cancer patient care [19]. It uses a per-
mission chain to maintain metadata and access control
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policies and uses cloud services to store the encrypted data.
Patients can define their access control policies to ensure data
security and availability. The above-mentioned data-sharing
schemes based on blockchain give an ideal blueprint, but
most of them only describe the scheme’s outline and do not
provide the implementation details of the required protocol.

In the following years, many researchers have designed
and implemented more robust access control protocols on
blockchain to protect data privacy and security during shar-
ing. Liang et al. used the consortium chain Hyperledger Fab-
ric to realize a user-centric health data-sharing model [20] in
which the cloud storage is used as a data warehouse and the
blockchain ledger is constructed to store operations such as
query and update. At the same time, it uses the member man-
agement service provided by Hyperledger Fabric to
strengthen the users’ identity authentication and the channel
model to protect users’ privacy. Fan et al. focused their atten-
tion on mobile network data sharing and privacy protection
in the 5G era and proposed an efficient sharing scheme based
on blockchain [21]. The main idea is to define a transaction
format on blockchain to represent an access strategy. The
strategy includes access requestor, content provider, visitor,
and the beginning and ending time of access allowed, which
is a role-based access control model. Zhang et al. proposed a
blockchain-based data-sharing scheme for AI-powered net-
work operations [22]. The scheme sets up two different types
of chain, in which DataChain is used as access control tools
for data, and BehaviorChain is used to store access records
and ensure they cannot be tampered with. They divide access
permissions into four levels. Zhou et al. proposed a
blockchain-based file-sharing system [23] to address ineffi-
cient file sharing during the review of academic papers. The
scheme uses Access Control Language (ALC) to exercise
access control over the information stored on-chain. It needs
to define an access policy on the blockchain for each pair of
users and resource. Patel proposed a crossdomain image-
sharing framework based on blockchain [24], which uses
blockchain as data storage and allows patients to define an
access policy. They pointed out that this approach can pro-
tect the data from unrelated parties, but no research has been
conducted on privacy and security. Tan et al. have proposed a
blockchain-based access control scheme for Cyber-Physical
Social System (CPSS) big data [25], called BacCPSS. BacCPSS
uses an address of blockchain as the user’s identity and main-
tains a user access matrix on the Smart Contract, ensuring
that only operations authorized in the access matrix can be
performed. The access control methods implemented in the
above data-sharing schemes either need to maintain large
numbers of access rules on the chain or cannot achieve
fine-grained access control. Neither the access control matrix
nor the RBAC is suitable for distributed environments like
blockchain.

ABE is considered the most appropriate technology to
solve data security and privacy protection problems in a dis-
tributed environment. Therefore, recently, researchers have
used ABE to achieve fine-grained access control over data
on the blockchain. Jemel and Serhrouchni proposed a decen-
tralized access control mechanism [26]. For the first time,
researchers used blockchain nodes to execute a CP-ABE

algorithm to verify user access rights’ legitimacy. The scheme
designs two types of transactions: SetPolicy and GetAccess.
But it does not use Smart Contracts, and it is obvious that
the scheme is unable to achieve more complex requirements.
Sun et al. constructed a model of secure storage and effective
sharing for electronic medical data based on ABE and block-
chain [27], which provides better access control. Doctors use
ABE to encrypt patients’ medical data and store it on IPFS.
However, it also does not use Smart Contracts. It only broad-
casts some ABE parameters stored in transactions, which
cannot achieve more complex business functions. Wang
et al. proposed a sharing scheme [28] in which users distrib-
ute secret keys. It realizes that the data owner has a fine-
grained access control on his data. At the same time, the
Ethereum Smart Contract is used to realize the retrieval of
ciphertext keywords. However, it requires multiple off-
chain communication between users, and more importantly,
it does not implement the permit revocation. Pournaghi et al.
proposed a secure and efficient sharing scheme based on
blockchain and ABE entitled MedSBA to record and store
medical data [29]. It implements the update and revocation
of permissions by broadcasting a new strategy to cover the
previous transaction, but this will lead to users who do not
want to be revoked to update their keys.

3. Preliminary

3.1. Bilinear Groups of Composite Order. Let n = p,p, (p, and
p, are distinct primes), G, and G, be cyclic groups of order n,
and g be a generator of G;. We call e: G; xG; = G, as a
bilinear pairing, if it is a map with the following properties:

(1) Bilinear: e(g%, g5) = e(g,, gz)“b forall g;, g, € G, and
a,beZ

(2) Nondegenerate: there exists g,, g, € G;, such that e(
91 9,) #1

(3) Computable: There is an efficient algorithm to com-
pute e(g,, g,) # 1 for all g, g, € G,

Let G, and G, denote the subgroups of G, with order p,
and p,. Then, G, =G, x G, ; g and g are the generators
of G, and G, . Let g, and g, denote the generators of G,
and G, . For all random elements h; € G, and h, € G, , then

we have e(h;, h,) =1; because of that, e(h;, h,) =e(g% g5)
= (g, g") = e(g, 9)""".

3.2. Linear Secret-Sharing Scheme (LSSS). Let P={P,,---, P}
be a set of parties, and (A, p) denote an access structure in
which A is an [ x k access matrix with p mapping its rows.
A linear secret-sharing scheme (LSSS) consists of two
polynomial-time algorithms:

(1) Share(A, p): to share a secret value s, it randomly
chooses v, vy,