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Software Defined Networking (SDN) enables flexible deployment and innovation of new networking applications by
decoupling and abstracting the control and data planes. It
has radically changed the concept and way that we build
and manage networked systems and reduced the barriers to
entry for new players in the service market. Recently, SDN
has been widely studied and applied to facilitate network
management and the development of network security systems. However, the separation of control and data planes
makes SDN vulnerable to security threats. Attackers can
monitor and tamper network management information and
disrupt network communication by implementing man-inthe-middle attacks, saturation attacks, Denial of Service
(DoS) attacks, and so forth. Therefore, it is important to
analyze the vulnerability and design defense mechanisms for
securing SDN-based systems. In this special issue, we have
selected nine papers that address such technical issues.
B. Han et al. propose a cross-plane distributed DoS
(DDoS) attack defense framework in SDN, called OverWatch,
which exploits collaborative intelligence between data plane
and control plane with high defense efficiency. They develop
a collaborative DDoS attack detection mechanism, which
consists of a coarse-grained flow monitoring algorithm on the
data plane and a fine-grained machine learning based attack
classification algorithm on the control plane. J. Ye et al. apply
the support vector machine classification algorithm to judge
the network traffic and detect the DDoS attack. T. Wang et
al. also try to address the DoS attack problem. They propose
a lightweight and fast DoS detection and mitigation system

for SDN, called SDNManager. The SDNManager employs
a novel dynamic time-series model which greatly improves
bandwidth prediction accuracy. They also propose a dynamic
controller scheduling strategy to ensure the global network
state optimization and improve the defense efficiency.
Y. Zhou et al. discovered a novel inference attack targeted at SDN/OpenFlow network, which is motivated by
the limited flow table capacities of SDN/OpenFlow switches
and the following measurable network performance decrease
resulting from frequent interactions between data and control
plane when the flow table is full. They also propose two
possible defense strategies for the discovered vulnerability,
including a routing aggregation algorithm and a multilevel
flow table architecture. C. Qi et al. present a game-theoretic
model to analyze the security performance of SDN architectures. This model can represent several kinds of player
information, simulate approximate attack scenarios, and
quantitatively estimate systems’ reliability. Their experimental results and analysis reveal diverse defense mechanisms
adopted in dynamic systems, which have different effects on
security improvement.
W. Fu et al. analyze the forwarding procedure and identify
the performance bottleneck of SDN software switches. An
FPGA-based mechanism for accelerating and securing SDN
switches, named FAS, is proposed to take advantage of
the reconfigurability and high-performance advantages of
FPGA. FAS improves the performance as well as the capacity
against malicious traffic attacks of SDN software switches by
offloading some functional modules. Y. Lee et al. propose
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Duo, an intrusion tolerant system in SDN, which can reduce
exposure time without consuming computing resources. Duo
classifies traffic into benign and suspicious traffic with the
help of SDN/NFV technology that also allows dynamically
forwarding the classified traffic to different servers. By reducing exposure time of a set of servers, Duo can decrease
exposure time on average.
C. Zhang et al. propose Kuijia, a robust traffic engineering
system for data center WANs, which relies on a novel failover
mechanism in the data plane called rate rescaling. The victim
flows on failed tunnels are rescaled to the remaining tunnels
and put in lower priority queues to avoid performance
impairment of aboriginal flows. Real system experiments
show that Kuijia is effective in handling network faults and
significantly outperforms the conventional rescaling method.
Y. Shi et al. propose CHAOS, an SDN-based moving target
defense system. A Chaos Tower Obfuscation (CTO) method
is proposed to depict the hierarchy of all the hosts in an
intranet and define expected connections and unexpected
connections. Moreover, they develop fast CTO algorithms to
achieve a different degree of obfuscation for the hosts in each
layer. The proposed approach makes it very easy to realize
moving target defense in networks.
Zhiping Cai
Chengchen Hu
Kai Zheng
Yang Xu
Qiang Fu
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The detection of DDoS attacks is an important topic in the field of network security. The occurrence of software defined network
(SDN) (Zhang et al., 2018) brings up some novel methods to this topic in which some deep learning algorithm is adopted to model
the attack behavior based on collecting from the SDN controller. However, the existing methods such as neural network algorithm
are not practical enough to be applied. In this paper, the SDN environment by mininet and floodlight (Ning et al., 2014) simulation
platform is constructed, 6-tuple characteristic values of the switch flow table is extracted, and then DDoS attack model is built by
combining the SVM classification algorithms. The experiments show that average accuracy rate of our method is 95.24% with a
small amount of flow collecting. Our work is of good value for the detection of DDoS attack in SDN.

1. Introduction
With the continuous development of network technology,
the ceaseless expansion of network business needs, and rapid
growth of the Internet economy in the Internet age, the
services of network with important business and industry
information have been spread to the production and life of
current society. The emergence of DDoS attacks can lead
to abnormalities in the related network services, causing
huge economic losses and even causing other catastrophic
consequences. DDoS attacks are one of the serious network
security threats facing the Internet. It is a key research topic
in the security field to detect DDoS attacks accurately and
quickly. SDN is an emerging network innovation architecture
that separates the network data plane and the control plane [1,
2], which has the characteristics of network programmable,
centralized management control, and interface opening.
Network attackers attack network bandwidth, system
resources, and application resources, to achieve the effect of
denial of service attacks. DDoS attacks show the increasing
scale of attack; the attack mode is more intelligent. The
difficulties of DDoS attack detection are as follows: (1) the
attack traffic characteristics not being easy to identify; (2) the
lack of collaboration between the coherent network nodes;

(3) the change of the attack tool being strengthened, with the
threshold of its use decreasing; (4) the widely used address
fraud making it difficult to trace the source of the attack; (5)
the duration time of attack being short and response time
being limited.
In the traditional network architecture, the main methods
of DDoS attack detection technology can be divided into
attack detection based on traffic characteristics and attack
detection based on traffic anomaly. The former mainly collects all kinds of characteristics information related to the
attack and establishes a characteristics database of DDoS
attack. By comparing and analyzing the data information of
the current network data packet and characteristics database,
we can judge whether it is attacked by DDoS or not. The main
implementation methods are characteristics match, model
reasoning, state transition, and expert systems. The latter is
mainly to establish traffic model and analysis of abnormal
flow changes, to determine whether the traffic is abnormal or
not, so as to detect whether the server was attacked.
Under the innovative architecture environment of SDN,
deep packet analysis is available through the full network
view [3, 4]. It supports quick response and update of
traffic policies and rules. The SDN has the capability of
perceived control of the global visualization view, flexible
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Figure 1: Flow table structure.

and schedulable rapid deployment capability, and service
open intelligent scheduling capability. While ensuring network services and reducing deployment costs, the software defined network enhances the quality of user experience and facilitates the promotion of the whole network
deployment.
Researchers aimed at traditional network architecture
proposed a lot of DDoS attack detection methods. Lin and
Wang [5] proposed a DDoS attack detection and defense
mechanism based on SDN, but the method used three
Openflow management tools with sFlow standard to perform
anomaly detection, so the deployment and operation are
complex. Yang et al. [6] dished a method in which the
flow information and the IP entropy characteristic information are combined, which is detected by a single flow
information and IP entropy characteristic information, which
has a higher and more accurate detection effect. Although
information entropy is flexible and convenient, it still needs
to be combined with other technologies in determining the
threshold and multielement weight distribution. Saied et
al. [7] advanced that based on analysis the characteristics
of each protocol of TCP/UDP/ICMP through the training ANN algorithm to detect DDoS attacks, the method
needs to distinguish packet protocol, which is complex and
inefficient.
In [8], the SOM algorithm is used to detect DDoS attacks
by extracting the flow statistics related to DDoS attacks.
This method has the characteristics of low consumption and
high detection rate. The key point lies in the extraction of
time interval. The disadvantage of this method is that the
detection has a certain hysteresis and the attack behavior
is not timely and accurately found. In [9], the authors
proposed a framework for detection and mitigation of DDoS
attacks in a large-scale network, but it is not suitable for
small-scale deployment. In [10], a DDoS attack detection
mechanism based on a legitimate source and destination IP
address database is proposed. Based on the nonparametric
cumulative algorithm CUSUM, it analyzes the abnormal
characteristics of the source IP address and the destination
IP address when the DDoS attack occurs and effectively
checks the DDoS attack, but the method needs to adjust and
determine the threshold.
It is concluded that DDoS attack detection in SDN networks mainly includes information entropy and utilization
of data mining algorithm, in which the more popular is
the SOM algorithm. Due to the high false positive rate of
information entropy, the SOM algorithm needs to determine

the number of neurons in advance. Therefore, in this paper,
we summarize the characteristics of several DDoS attacks,
then collect the switch flow table information, extract the sixtuple characteristic values matrix, and establish their SVM
classification model. The algorithm can process multidimensional data and map the low-dimensional nonlinear separable
data into the high-dimensional feature space to make it
linearly separable and able to be classified with high accuracy.
At present, the algorithm is widely used in anomaly detection
and classification.
This paper is organized as follows: Section 1 describes
the introduction; Section 2 gives a detailed description of
the SVM classification model; Section 3 illustrates the experimental method presented in this paper; Section 4 summarizes
the paper.

2. DDoS Detection Based on Support Vector
Machine (SVM)
In the SDN architecture, the Openflow switch forwards the
main network data at a high speed [11]. The SDN controller
is responsible for the forwarding and management of the
forwarding decision and the collection of traffic information
of switches. In the SDN switch, the core data structure of the
forwarding policy management control is the flow table [12].
The SDN manages the relevant network traffic by searching
the flow table entries, where the flow entry can forward
the packet to one or more interfaces. Each entry includes
the header field, the counters, and the actions. The packet
forwarding of the switch is based on the flow table. Each
flow table is composed of multiple flow entries. The flow table
entries form the rules for data forwarding. Figure 1 shows the
flow table entry structure diagram.
The flow diagram of the attack detection consists mainly
of the flow state collection, the extraction characteristic
values, and the classifier judgment, as shown in Figure 2. The
flow state collection periodically sends a flow table request
to the Openflow switch and sends the flow table information
replied from the switch to the flow state collection. The
characteristic values extraction is mainly responsible for
extracting the characteristic values related to the DDoS attack
from the switch flow table and composing the six-tuple
characteristic values matrix. Six-tuple characteristic values
information is classified by using an SVM-based algorithm
[13] to distinguish between normal traffic and attacking
abnormal traffic.
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Figure 2: Attack detection process.

2.1. Flow Status Collection. In the SDN network environment,
the collection of the flow table status information is mainly
accomplished through the Openflow protocol. The switch
responds to the onp flow stats request message periodically
sent by the controller, and the time interval between getting
the flow tables should be moderate, setting the flow table
obtaining period to be consistent with the flow deleting
time set by the floodlight controller and running the “sudo
ovs-ofct1 dump-flows s1” command to collect the status
information of the flow table. The flow table information
extracted by the switch is given as follows:
NXST FLOWreply(𝑥id = 0 × 4) : cookie = 0
0, duration = 21.098 s, table = 0, 𝑛 packets
1, 𝑛 bytes = 42, idle timeout = 60, idle age
21, priority = 65535, arp, in port = 2, vlan tci
0 × 0000, dl src = 𝑐6 : 76 : 11 : 0𝑎 : 4𝑐
78, dl dst = 82 : 0𝑑 : 𝑏𝑓 : 𝑑2 : 𝑎𝑑 : 𝑓0, arp spa
10.0.0.3, arp tpa = 10.0.0.1, arp op = 1actions
output : 1.

×
=
=
=
:
=
=

2.2. Extract the Characteristic Values. When DDoS attack
occurs on the network, for it is controlled by the program,
the network will randomly forge a large number of source
IP addresses to send a certain size of the packet to attack
the target. In the network, the attack flow shows certain
similarity, regularity, and then it can be detected by analyzing
the characteristic values information of the flow table. In
[14], the author does not mention the change of the speed
of source port in attack detection when extracting the
traffic characteristic values, and a large number of new port
addresses were randomly generated in the attack process.
In this paper, some existing research on SDN is analyzed
and compared and the data analysis and processing are carried out by extracting the flow status information on the basis
of previous research. The following six-tuple characteristic
values related to DDoS attacks are obtained for DDoS attack
detection.
(1) The speed of source IP (SSIP) is the number of source
IP addresses per unit of time:
Sum IPsrc
,
SSIP =
𝑇

(1)

where Sum IPsrc is the source IP number and 𝑇 is the
sampling interval. In the event of an attack, a large number of
attacks are generated by random forgery to send data packets,
the source IP address number will increase rapidly.

(2) The speed of source port (SSP) is the number of source
ports per unit of time
SSP =

Sum portsrc
,
𝑇

(2)

where Sum portsrc is the number of attack source ports.
When a large number of attack requests occur, a large number
of port numbers are randomly generated.
(3) The Standard Deviation of Flow Packets (SDFP), that
is, the standard deviation of the number of packets in the 𝑇
period, is as follows:
SDFP = √

1 𝑁
2
∑ (packets𝑖 − Mean packets) ,
𝑁 𝑖=1

(3)

where Mean packets = (1/𝑁) ∑𝑁
𝑖=1 packets𝑖 represent the
average number of the packets in the 𝑇 period. 𝑁 is the total
number of flow entries per period, in the event of an attack;
in order to produce the attack effect, the general attack data
packets are relatively small and the standard deviation of flow
packets will be smaller than the normal flow.
(4) The Deviation of Flow Bytes (SDFB), that is, the
standard deviation of the number of bits in the 𝑇 period, is
as follows:
SDFB = √

1 𝑁
2
∑ (bytes𝑖 − Mean bytes) ,
𝑁 𝑖=1

(4)

where Mean bytes = (1/𝑁) ∑𝑁
𝑖=1 bytes𝑖 , represent the average
of the number of bits in the 𝑇 period. In the event of an attack,
in order to reduce the packet load, attacker will send a smaller
bit of data packets and the standard deviation flow bits will be
smaller than the normal flow.
(5) The speed of flow entries (SFE), that is, the number of
flow entries per unit time, is as follows:
SFE =

𝑁
.
𝑇

(5)

In the event of an attack, the number of flow entries per
unit time increases dramatically, significantly higher than the
normal value.
(6) The Ratio of Pair-Flow (RPF), that is, the ratio of
interactive flow entries to total flow entries, is as follows:
RPF =

2 ∗ Pair Sum
,
𝑁

(6)
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where Pair Sum is the number of interactive flow entries.
Under normal circumstances, the source host sends a request
to the destination host to generate an interactive flow, which
constitutes the following conditions.
The source IP of packet 𝑖 is the same as the destination
IP of packet 𝑗. The destination port number of packet 𝑖 is the
same as the source port number of packet 𝑗. The destination
IP of packet 𝑖 is the same as the source IP of packet 𝑗, and the
source port number of packet 𝑖 is the same as the destination
port number of packet 𝑗. There will be two interactive flow
entries in the flow table that satisfy Formula (7)

H1 :  · x + b = 1
Bi
ge

Sma
ll e

·x+b=0
dg

？=

2/
‖

H2 :  · x + b = −1
‖

dge

Src IP𝑖 = Dst IP𝑗 ,
Src port𝑖 = Dst port𝑗 ,
Src IP𝑗 = Dst IP𝑖 ,

Figure 3: Classification hyperplane.

(7)

Dst port𝑗 = Src port𝑖 .
When an attack occurs, the flow entries sent to the destination host in a 𝑇 period increase sharply, the destination
host cannot respond to the interactive flow in time, and
in genera the attacker typically uses massive pseudosource
addresses when attacking, so the number of interactive flow
entries per will drop in the 𝑇 period.
2.3. Classifier Judgment. We can think of attack detection as
a classification problem, that is, classifying the given data and
judging that whether the current network state is normal or
abnormal. In the classifier judgment, the extracted six-tuple
characteristic values are used for classification learning to
determine whether the traffic is abnormal. Attack detection
of the basic process is as follows: the network data is extracted
as a six-tuple characteristic values sequence according to the
time interval, and the sample sequence is given a {normal,
abnormal} flag, which represents the two states of the network.
The appropriate machine learning algorithm is selected
to construct the detection model according to the sequence of
characteristic values samples and the unlabeled characteristic
values samples are classified by using the model. This paper
chooses a classification learning method based on support
vector machine (SVM) algorithm [13, 15]. SVM is a learning
method based on statistical learning theory. It can get good
classification results without a lot of training data. It maps
the nonlinearly separable sample set to a high-dimensional
or even infinite dimensional feature space to make it linearly
separable and find the optimal classification surface in this
high-dimensional feature space. The kernel function in SVM
effectively solves the problem of dimensionality disaster
caused by high-dimensional mappings and enhances the
ability of processing high dimension small sample data.
SVM is applied to DDoS attack detection with good accuracy. The DDoS attack detection method proposed in this
paper uses a supervised learning algorithm. Firstly, flow table
entries in the switch are sampled at a time interval 𝑇, and the
characteristic values of the flow table entries in each sampling
are calculated to obtain a sample set 𝑍, which is expressed as
𝑍 = (𝑋, 𝑌), where 𝑋 represents flow table entries six-tuple

characteristic values matrix, 𝑌 is the category marker vector
corresponding to 𝑋: “0” represents normal state, and “1”
represents attacked state. In the experiment, we attacked
during 𝑇20–𝑇40 periods. We marked the corresponding class
labelled “1,” and the remaining class labels were all “0” and
then used the SVM classifier to train the sample set to obtain
its parameters. Finally, we use trained SVM model to classify
the unlabeled samples. If there is a sample marked “1,” it is
considered that an attack was made during the corresponding
detection period.
2.4. SVM. SVM is derived from the linearly separable
optimal classification hyperplane, and its basic idea can be
explained by the two-dimensional case of Figure 3. There is
a training set 𝐷 = {(𝑋1 , 𝑦1 ), (𝑋2 , 𝑦2 ), . . . , (𝑋𝑛 , 𝑦𝑛 )}, where 𝑋𝑖
is the characteristic vector of the training sample and 𝑦𝑖 is the
associated class label. 𝑦𝑖 takes +1 or −1 (𝑦𝑖 ∈ {+1, −1}, in this
experiment, and 𝑦𝑖 takes 1 or 0), indicating that the vector
belongs to this class or not. It is said to be linearly separable if
there is a linear function that can completely separate the two
classes; otherwise it is nonlinearly separable.
Figure 3 is a linear separable case, since a straight line
can be drawn to separate the vector of class +1 from the
vector of class −1. There are countless such lines, and the socalled optimal classification line requires that the two samples
be correctly separated and that the separation interval be
the largest. SVM completes the classification of the sample
by searching for the one that has the largest classification
interval. The optimal classification line can be expressed by
the equation 𝜔 ⋅ 𝑥 + 𝑏 = 0 (𝜔 ∈ 𝑅𝑛 , 𝑏 ∈ 𝑅); 𝜔 is the weight
vector and 𝑏 is the scalar, called the bias. The points above the
separation hyperplane are satisfied
𝜔 ⋅ 𝑥 + 𝑏 > 0.

(8)

Similarly, the points below the separation hyperplane are
satisfied
𝜔 ⋅ 𝑥 + 𝑏 < 0;

(9)

we can adjust the weight to make the edge side of the
hyperplane able to be expressed as
𝐻1 : 𝜔 ⋅ 𝑥 + 𝑏 ≥ 1,

for 𝑦𝑖 = 1
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𝐻2 : 𝜔 ⋅ 𝑥 + 𝑏 ≤ 1, for 𝑦𝑖 = −1.
(10)
Controller

min
𝑤,𝑏

s.t.

𝑁
1
‖𝜔‖2 + 𝐶∑𝜉𝑖
2
𝑖=1

𝑦𝑖 (𝜔 ⋅ 𝑥𝑖 + 𝑏) ≥ 1 − 𝜉𝑖 ,

(12)
𝜉𝑖 ≥ 0, 𝑖 = 1, . . . , 𝑁,

where 𝐶 > 0 is the penalty parameter, indicating the degree
of attention to the outliers, and the relaxation variable 𝜉𝑖 is a
measure of the degree of outliers [16].
DDoS attack detection is equivalent to two-classification
problem; we use the SVM algorithm characteristics, collect
switch data to extract the characteristic values to train, find
the optimal classification hyperplane between the normal
data and DDoS attack data, and then use the test data to test
our model and get the classification results.

3. Experiment and Analysis
In this experiment, the controller (Floodlight [17]) and the
switch (Openflow switch) are deployed under Ubuntu to
generate the network topology diagram in Figure 4. The
experimental topology is generated by mininet. The validity
of DDoS attack detection method is verified by deploying
SDN environment. PC1 and PC2 are the bot hosts; PC5 is
the victim target. PC1 and PC2 can send normal packets to
generate normal samples or send DDoS attack packets to
generate DDoS attack samples. PC3 and PC4 generate normal
network traffic samples. These samples are used for training
to generate model and detecting attack.
During the training sample phase, the normal traffic is
generated by PC3 and PC4. It includes TCP traffic, UDP
traffic, and ICMP traffic. We use the classic DDoS attack tool
Hping3 to generate abnormal network traffic. Hping3 is fully
scriptable using the TCL language and can receive and send
data packets by describing the binary or string representation
of the data packets. In practice this means that a few lines
of code can perform things that usually take many lines of
C code. Examples are automated security tests with pretty
printed report generation, TCP/IP test suites, many kind of
attacks, NAT-ting, prototypes of firewalls, implementation
of routing protocols, and so on. The advantage of hping3
is the ability to customize parts of the packet, so users can
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Figure 4: Network topology.

Table 1: The training and detection of attack flow samples.
Attack types
TCP(200) flood
TCP(600) flood
TCP(1000) flood
UDP(200) flood
UDP(600) flood
UDP(1000) flood
ICMP(200) flood
ICMP(600) flood
ICMP(1000) flood

Training

>30000

Detection
>30000
>30000
>30000
>30000
>30000
>30000
>30000
>30000
>30000

flexibly attack and detect the target [18]. Based on the above
characteristics, we use Hping3 to generate different types of
attack data. We use it to simulate the typical network traffic
attack TCP SYN flood, UDP flood, and ICMP flood. These
floods are used as training and for detection of attack samples.
The types of attacks and the number of flows are shown in
Table 1. The numbers in brackets are the size of the packets at
the time of attack. They are same as the size of the packets of
training data. We use the training data to generate the model.
The training model is used to detect different attack data.
In this experiment, the sampling period 𝑇 (interval) is 3 s.
We attack in the 𝑇20 to 𝑇40 periods. During the sampling
process, we collect the flow table data of 60 periods in the
Openflow switch, then process and normalize the data of
each period, and get the normal samples and DDoS attack
flow samples of the six-tuple characteristic values matrix. The
trends of the six-tuple characteristic values in 60 periods are
shown in Figure 5.
In Figure 5, the abscissa represents period and the
ordinate indicates the speed of source IP in a unit time (Figure 5(a)), the speed of source port in a unit time (Figure 5(b)),
the standard deviation of the number of flow packets in the
𝑇 period (Figure 5(c)), the standard deviation of the number
of flow bits in the 𝑇 period (Figure 5(d)), the speed of flow
entries in a unit time (Figure 5(e)), and the Ratio of PairFlow in a 𝑇 period (Figure 5(f)). In the experiment, we attack
the 𝑇20–𝑇40 periods. In the event of an attack, the number
of flow entries per unit time will increase dramatically.
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Figure 5: Six-tuple eigenvalue trend.

Generally, the attack is based on the pseudosource random
IP addresses and port numbers. The amount of source IP and
the number of source ports are also increased in a unit time.
So there are similar growth trends in Figures 5(a), 5(b), and
5(e). Under normal circumstances, sending the data packets
is relatively large, and in the attack, in order to achieve the
attack effect, attacker usually sends data as soon as possible,
so the data packets are relatively small and unchanged. Thus,
the standard deviations of the number of flow packets and
the number of flow bits in a 𝑇 period are relatively small and
have tiny fluctuations. As shown in Figures 5(c) and 5(d),
the two characteristic parameters are large and fluctuating
obviously in the normal periods, and they are very small
and change gently in the 𝑇20–𝑇40 periods. When we access
the network normally, the source host and the destination
host will produce interactive flow entries. In the time of an
attack, due to using virtual random source IP addresses and
source port numbers commonly, when the large amount of
requests occur, the destination host cannot respond timely.
Therefore, the proportion of interactive flow will decrease
sharply. As shown in Figure 5(f), in the 𝑇20–𝑇40 periods, the
interactive flow entries drop to almost zero. Under the normal
circumstances, the ratio of interactive flow entries is relatively
large and fluctuates in a normal range.
We used the SVM function in Rstudio [19] to train the
data to get the SVM model and use the model to predict the
test data. We use the two characteristic values SSIP and RPF
in the test data to draw classification chart; the classification
results are shown in Figure 6.
In the experiment, the experimental data is nonlinear
separable, and it is multidimensional, so the classification

hyperplane is not a straight line or a plane but a curved
surface (two-dimensional image displays curve). The light
green area is the normal network access data. The pink area
indicates that the network is being attacked. The red marks
are the data distribution of the network being attacked. “×”
represents the support vectors in this figure.
The performance of the attack detection is displayed
by the detection rate (DR) and false alarm rate (FAR); the
formulas are calculated as the values:
DR =

DD
.
DD + DN

(13)

In this formula, DD indicates that the attack flow is detected
as an attack flow, and DN means that the attack flow is
detected as a normal flow.
FAR =

FD
.
FD + TN

(14)

In the formula, FD means that the normal flow is detected
as an attack flow, and TN indicates that the normal flow is
detected as a normal flow.
In the experiment, the normal traffic is composed of three
basic communication kinds of traffic (TCP, UDP, and ICMP)
and the attack traffic consists of three separate types of attack
traffic: TCP, UDP, and ICMP. The accuracy rate and false
alarm rate of packet detection for different lengths of the
three types of attack traffic are shown in Table 2. The average
detection accuracy rate of this experiment is 95.24%, and
the average false alarm rate is 1.26%, and the expected effect
was achieved. The low false alarm rate is a good result and,
on the other hand, it may be that our simulation of normal
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Figure 6: Classification results.
Table 2: The experimental results of three kinds of attacks.

Packets size
Detection accuracy rate
Average
Average detection accuracy rate
False alarm rate
Average
Average false alarm rate

200
95.24%

0.0%

TCP
600
100%
96.83%
0.0%
0.0%

1000
95.24%

200
95.24%

0.0%

2.7%

UDP
600
95.24%
95.24%
95.24%
0.0%
0.9%
1.26%

1000
95.24%

200
90.48%

0.0%

5.88%

ICMP
600
95.24%
93.65%
0.0%
2.88%

data flow is not comprehensive enough, which is what we
need to improve in the future. The relatively low accuracy
rate of ICMP flow detection may be due to the fact that
the ICMP traffic has no source port and destination port,
so the characteristic matrix is only 4 dimensions. But our
experimental results still have a high detection accuracy rate,
which reached our goal.

Conflicts of Interest

4. Concluding Remarks

There are no conflicts of interest in this paper.

In this paper, the flow status information of the network
traffic is collected on the switch by the controller. We
extracted the six-tuple characteristic values related to DDoS
attack and then use the support vector machine algorithm
to judge the traffic and carry out DDoS attack detection.
We focus on the analysis of the changes of the characteristic
values of traffic and verify the feasibility of this method by
deploying the SDN experimental environment. The detection
accuracy rate of the experiment is high and the false alarm
rate is low, which has obtained our expected results. In
comparison, the test detection accuracy rate of ICMP attack
flow is relatively low. By analyzing the ICMP traffic, we have
come to the conclusion that the ICMP flow has no source port
and destination port, so SSP and RPF are zero, which makes
the six-tuple characteristic values matrix change into fourtuple characteristic values matrix, whether attacked or not.

1000
95.24%

2.77%

But this has little effect on the experimental results, and our
experiment has achieved the goal. On the other hand, due to
the very low false alarm rate, we should simulate the normal
data flow more comprehensively, which is what we need to
improve in the future.
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Distributed Denial of Service (DDoS) attacks are one of the biggest concerns for security professionals. Traditional middle-box
based DDoS attack defense is lack of network-wide monitoring flexibility. With the development of software-defined networking
(SDN), it becomes prevalent to exploit centralized controllers to defend against DDoS attacks. However, current solutions suffer
with serious southbound communication overhead and detection delay. In this paper, we propose a cross-plane DDoS attack defense
framework in SDN, called OverWatch, which exploits collaborative intelligence between data plane and control plane with high
defense efficiency. Attack detection and reaction are two key procedures of the proposed framework. We develop a collaborative
DDoS attack detection mechanism, which consists of a coarse-grained flow monitoring algorithm on the data plane and a finegrained machine learning based attack classification algorithm on the control plane. We propose a novel defense strategy offloading
mechanism to dynamically deploy defense applications across the controller and switches, by which rapid attack reaction and
accurate botnet location can be achieved. We conduct extensive experiments on a real-world SDN network. Experimental results
validate the efficiency of our proposed OverWatch framework with high detection accuracy and real-time DDoS attack reaction,
as well as reduced communication overhead on SDN southbound interface.

1. Introduction
Distributed Denial of Service (DDoS) attacks in TCP/IP
networks are typically explicit attempts to disrupt legitimate
users access to services, which are often launched by botnet
computers that are simultaneously and continuously sending
a large number of service requests to the victims [1]. The victims either respond so slowly as to be unusable or crash completely. According to Arbor Networks, which offers services
to protect against DDoS attacks, they observed over 124,000
DDoS attacks per week since 2016, and they believe this
number is growing rapidly [2]. Besides, since breaking the
100 Gbps barrier in 2010, DDoS attacks are also increasing in
size, making them more and more difficult to defend against.
Therefore, protecting network-wide resources from these
frequent and large volume DDoS attacks necessitates the
research community to focus on developing high-efficient defense frameworks that can be appropriately deployed in time.
Former DDoS attack defense in traditional networks involves the use of middle-box devices, which are generally

complicated integration of customized hardware and software [3–6]. Although they are superior in defense performance, it is found that middle-box based DDoS attack detection is inflexible with network evolution, for example, hard to
support new network architectures or protocols. Moreover,
these devices are usually independently deployed in a network and have different communication interfaces. This hinders them from a holistic perception of network status, which
is becoming extremely critical for network-wide defense
against increasingly frequent and large volume DDoS attacks
[7].
Recently, extensive research efforts have been conducted
to apply software-defined networking (SDN) in diagnosing
and defending DDoS attacks in a global point of view [8–12].
Different from traditional networks and information-centric
networks (ICN) [13], in which the forwarding and routing
decision can only be made locally, the centralized controller
in SDN can quickly install reaction rules on switches and
run DDoS attack defense applications without additional
cost of middle-box devices. In this context, DDoS attacks
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can be detected and defeated in an early stage. However,
existing approaches which build DDoS attack defense applications upon the control plane are challenging to provide
high defense performance. On the one hand, DDoS attack
detection methods often require analysis techniques that are
more advanced than de facto SDN data plane allows. Thus,
the controller needs to poll flow statistics or packets from
data plane switches frequently for attack detection and botnet
location [8, 10, 14, 15], which increases southbound overhead
and detection delay significantly. On the other hand, the
potential advantages in exploiting collaborative intelligence
of SDN have not been well investigated as effective DDoS
attack defense requires extremely accurate detection and rapid reaction in both. Otherwise, it may result in SDN controller
saturation attack in the worst case, as discussed in [16, 17].
In this paper, in order to protect hosts and servers from
high volume DDoS attacks inside a particular network (e.g.,
autonomous system), we design and implement a highefficient cross-plane DDoS attack defense framework with
collaborative intelligence in a pure SDN environment, called
OverWatch. OverWatch overcomes the aforementioned
problems of existing SDN-based methods by collaboratively
splitting defense functionalities across data plane and control
plane and enabling both planes with abilities to intelligently
detect and react to DDoS attacks in cooperation. The main
difference between traditional frameworks in SDN and
OverWatch is that we take the data plane into consideration
for cross-plane optimization. In the proposed OverWatch
framework, defense procedure is divided into two phases:
detection phase and reaction phase.
In the detection phase, a lightweight flow monitoring
algorithm is proposed to serve the data plane as DDoS attack
sensor. We focus on two key features of DDoS attack traffic:
volume feature and asymmetry feature. The proposed flow
monitoring algorithm captures DDoS attack traffic in a
coarse-grained manner by polling the values of SDN switch
counters. On the control plane, a machine learning based
DDoS attack classifier and a botnet tracking algorithm are
utilized to locate a DDoS attack in finer granularity, for example, attack type and botnet locations. Specifically, features
extracted from attack traffic and holistic information of the
network are fed into DDoS attack classifier and botnet
tracker, respectively, to determine the attack type and botnet
locations.
In the reaction phase, based on the results obtained from
the detection phase, a novel defense strategy offloading mechanism is proposed to enable DDoS attack defense actuators to
be executed on the SDN switches automatically. Thus, SDN
controller can be free from conducting specific defensive
actions, resulting in a dynamic attack reaction efficiency.
More specifically, we concentrate on exploiting the computational resources of switch CPUs and the flexibility of
southbound interface, in order to deploy defense actuators on
the switches which are closest to the botnet.
The main contributions of this paper can be summarized
as follows:
(i) We design a cross-plane DDoS attack defense framework in SDN that exploits collaborative intelligence

between data plane and control plane with high
defense efficiency.
(ii) We develop a collaborative DDoS attack detection
mechanism, which consists of a coarse-grained flow
monitoring algorithm on the data plane and a finegrained machine learning based attack classification
algorithm on the control plane.
(iii) We propose a novel defense strategy offloading mechanism to dynamically deploy defense applications
across the controller and switches, by which rapid
attack reaction and accurate botnet location can be
achieved.
(iv) We conduct extensive experiments on a real-world
network with a FPGA-based OpenFlow switch prototype, a Ryu controller, and laptops generating DDoS
attack traffic. Experimental results validate the efficiency of our proposed OverWatch framework with
high detection accuracy and real-time DDoS attack
defending reaction, as well as reduced communication overhead on SDN southbound interface.
The rest of this paper is organized as follows. Section 2
covers background and motivation of this paper. Section 3
presents the architecture of our proposed OverWatch framework. Sections 4 and 5 are mechanisms of two phases (detection phase and reaction phase) in OverWatch. Section 6
presents the experimental results. Finally, this paper is concluded in Section 7.

2. Background and Motivation
2.1. Middle-Boxes Based Defense Mechanisms. Characteristics of DDoS attacks have been widely studied, and researchers have proposed various methods to detect/defend DDoS
attacks. Traditionally, DDoS attack defense applications are
deployed on middle-box devices [3, 4, 19], which are specialized equipment or software that detects and reacts to DDoS
attacks from a single spot on the network. The middle-boxes
can provide high DDoS attack detection performance. However, due to various interfaces provided by them, different
middle-boxes seldom share information, causing them and
network operators to lack holistic view of DDoS attacks [20].
Mahimkar et al. in [19] proposed a method to deploy middleboxes dynamically in the protected network, but without the
global perspective of a network, where deploying them could
be a nerve-racking problem. For example, assuming an attack
is detected on multiple middle-boxes alone the attack trace,
the most effective defense strategy would be processing malicious packets on the devices close to the source side. However,
attack trace-back could not be accomplished without global
information of network.
2.2. SDN-Based Defense Mechanisms. SDN provides a standard interface for a centralized controller to manage each
switch under control remotely. This enables the SDN controller to obtain the entire network information and to make
defense strategies in holistic views [8–11, 15, 18, 21]. In the
field of network monitoring, many researches focus on how
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to reduce monitoring overhead while ensuring accuracy [11,
14, 22–24]. Among them, Braga et al. in [8] proposes using
Support Vector Machine (SVM) to detect DDoS attacks on
the SDN controller. Chowdhury et al. in [14] proposes Payless,
which includes an OpenFlow monitoring method based on
an adaptive statistics collection algorithm. It can reduce the
bandwidth of southbound channel but the accuracy is also
reduced. Xu and Liu in [9] proposes a method to control
granularity of flow by utilizing prefix masks to reduce the consumption of Ternary Content-Addressable Memory (TCAM)
[25] resources while detecting DDoS attacks. Zhang in [11]
proposes a prediction-based method to control the granularity of measurement while detecting abnormal traffic in order
to reduce the monitoring overhead.
Moreover, many DDoS attack defense methods and systems are proposed based on SDN [26, 27]. Fresco [26] is a typical SDN-based security framework. It can poll statistics from
data plane to detect different attacks. Once malicious behaviors are detected, it pushes the defense logic by installing
forwarding rules on data plane switches. For example, if SYN
flood attacks are detected by the defense application, the
controller modifies switch rules to redirect suspected flow
onto control plane to filter out malicious packets from normal
ones.
2.3. Motivation of Cross-Plane Collaborative Defense. Although significant achievements have been made along this
line, for example, Shin et al. in [16] enable SDN switches
with more functionalities in detecting and defending SYN
floods to eliminate the bottleneck between data plane and
control plane, two critical problems of the existing SDNbased DDoS attack defense methods need to be pointed out
here. First, both of detection and reaction process for DDoS
attacks require to upload malicious traffic to the centralized
controller, which introduces large amount of overhead for
southbound interface and workload to the controller. Second,
the controller-based DDoS attack defense mechanism breaks
the initial idea of the separation of the control plane from data
plane devices, as it requires the controller to process malicious packets directly. Such issues prevent SDN controller
to be an intelligent centre while conducting DDoS attack
defense.
Ideally, the controller in a well-defined DDoS attack
defense framework should concentrate on attack analysis
(e.g., attack classification and traffic trace-back). Thus, instead of implementing certain defense applications, the controller should be responsible for conducting fine-grained
attack detection and making high level defense strategies,
leveraging its global view of the whole network and abundant
computational resources. Moreover, as data plane is where
packets are proceeded, the switches in SDN should be enabled
with new packets processing functions for DDoS attack
detection and reaction, which are not implemented by current SDN-based DDoS attack defense approaches so far. Fortunately, most SDN switches (e.g., OpenFlow switches) consist of one or more CPUs running an operating system with
abundant computational resource that is currently far from
utilized [28, 29]. This inspires us to liberate the controller
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from heavy traffic and exploit the underutilized computing
capabilities in switches to perform specific DDoS attack
defense functions. Therefore, this goal could be achieved
by modifying existing SDN devices. Sonchack et al. in [30]
proposed a framework enabling security mechanisms to be
loaded from controller to switches dynamically. Motivated
by their work of leveraging computational resources on SDN
switch CPUs to conduct defense mechanisms, we aim to
design a collaborative DDoS attack defense framework. By
exploiting the intelligence of the central controller, we focus
on designing fine-grained attack detection mechanisms and
automatic defense reaction by analyzing the detected DDoS
attack traffic.

3. Proposed OverWatch Framework
3.1. Architecture Overview. As illustrated in Figure 1, the
architecture of our proposed OverWatch framework is inspired by Knowledge Plane [31]. In OverWatch, DDoS attack
sensors and defense actuators run on data plane switches.
Meanwhile, DDoS attack classifier (responsible for classifying
attacks), a botnet tracker (responsible for locating sources of
attack traffic), and the library for defense actuators are located
over the control plane.
Once OverWatch starts running, DDoS attack sensors
keep monitoring every flow on the data plane constantly. If
any abnormal flow is captured (i.e., DDoS attack traffic), the
specific switch notifies control plane with information including an alert message and occurring attack features. Over the
control plane, OverWatch leverages uploaded attack features
to find out DDoS attack types and its global perspective to
locate the attack sources. Next, the controller requests defense
actuator library to implement specific defense actuators on
the switches that are close to botnet. Last but not least,
the loaded actuator will be executed on the specific switch,
defending against certain DDoS attacks in the first place.
After the attack is eliminated, the defense actuators used for
defense will be removed from certain switches.
Our ultimate objective is that the network can detect
DDoS attack threats accurately and react to them automatically. To achieve this, defense ability needs to be introduced
both into control plane and data plane. We introduce design
of the data plane and control plane in the following subsections, respectively.
3.2. Data Plane Design. The data plane in OverWatch is not
just a group of forwarding entities, inside which there is a
group of software sensors and actuators to detect and react
to DDoS attacks. This leads to our three key functionalities
to enhance the SDN switches: First, the data plane switches
should be capable of capturing main features of DDoS attacks.
Second, after the reaction strategies are made by the control
plane, reaction functionalities should be loaded from control
plane to data plane dynamically. Finally, these actuators can
be executed on data plane to filter out attack packets. We
introduce these key functionalities below.
3.2.1. DDoS Attack Sensor. We propose an algorithm which
runs on the data plane devices to detect DDoS attacks as a

4

Security and Communication Networks
Control plane
Botnet tracker

DDoS classiﬁer
2

2

Actuator

Defense
library

4

SDN controller

History
storage

3

Southbound interface (e.g., OpenFlow)
Data plane

1

DDoS sensor

Victim
1

Botnet1
5
Actuator

Switch 3

Botnet2

DDoS sensor Actuator

DDoS sensor

Switch 2

Switch 1

Figure 1: The architecture and workflow of OverWatch.

Actuator chain

Match
?

DDoS
actuator
1

Match
?

DDoS
actuator
2

···

DDoS
actuator
N

To
where
?

Metadata Packet body

Egress
packets

Execute

Lookup

Parse

Ingress
packets

SDN switch HW

Figure 2: The process procedure of actuator chain when multiple actuators are loaded on the same switch.

DDoS attack sensor. Generally, there are plenty of approaches
that are able to capture key features of DDoS attacks, for
example, large volume of traffic and asymmetry in two-way
traffic. However, in the context of SDN, the limitation of lowend CPU on SDN switch compared with middle-boxes causes
most of them to be inappropriately deployed.
Thus, we propose a lightweight flow monitoring algorithm which recognizes DDoS attacks through reading
hardware counters to server as DDoS attack sensors in
OverWatch. The details of this algorithm are illustrated in
Section 4. Here, we only list the two functions that can be
completed by DDoS attack sensors: (1) capturing changes
in flow characteristics without inspecting packets and (2)
recording the DDoS attack traffic by physical port or flow ID.
By this means, the sensors on the data plane are capable of
capturing DDoS attacks in the first place.
3.2.2. DDoS Attack Defense Actuator. The DDoS defense
actuators, to be specific, are a set of switch software tools to
conduct various defense mechanisms independently. Different from traditional SDN switches, which are only capable
of performing basic match-action processes, switches in
OverWatch are enabled with different packet processing
mechanisms by using software resources.

Various types of DDoS attacks may be conducted simultaneously to maximize the attack effect. On this occasion,
multiple actuators are required to run on a single switch.
Thus, we design the actuator chain, which aims to enable
multiactuators to work independently, as shown in Figure 2.
When a SDN switch startup, the agent process initializes an
empty linked list. Once an recently loaded actuator is compiled, it is added to the tail of the list. When multiple actuators
link into the list, a chain of actuators forms. Packets from
hardware firstly enter the head of the chain. If the metadata
contains a packet that matches the specific ID of the current
actuator, this actuator will process the packet and send it back
to hardware with a modified metadata (revealing the specific
hardware module sent to). Otherwise, the packet will bypass
the current actuator until a matched actuator ID is found. By
this means, defense actuators in the same switch are able to
work independently.
3.2.3. Defense Strategy Enabling. Once attacks are identified,
the control plane makes a set of strategies to react. Enabling
defense actuators on the data plane dynamically is a key step
for executing these strategies.
The enabling procedure is inspired by the work of OFX
but there are some key differences between them. First, there
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is no flow table maintained on the software so not all the
packets need to be redirected to the software. Second, the
packets redirected to the software will be processed by a specific actuator according to a metadata. The defense strategy
enabling mechanism can be illustrated as Figure 3. Firstly,
source code of a defense actuator is loaded from controller
to local memory of a designated switch. Then, the code is
compiled in the embedded operating system (usually Linuxbased). Afterwards, the actuator registers to the agent process,
during which an exclusive ID is assigned to the actuator.
Furthermore, before the startup function of the actuator is
executed, it sends a standard message to the agent process,
indicating the specific packet types it processes. The agent
process adds a high priority rule to the hardware match
table, accordingly. In this way, packets that match such rule
are polled from hardware with metadata navigating to the
specific actuator. Once the above steps are completed, the
actuator is executed to perform specific DDoS attack defense
function.
3.3. Control Plane Design. The control plane is brain to
OverWatch. It inspects the current DDoS attack (e.g., attack
types and its traces) and makes proper strategy to defend it.
According to our overall objective, the heart of the control
plane is its intelligence ability to inspect current DDoS attack
and reason proper strategies, which means the control plane
should be able to (1) classify DDoS attacks and (2) track the
botnets. To be specific, on the one hand, the control plane
should determine exact attack types (SYN flood, UDP flood,
DNS flood, etc.). On the other hand, it should also locate
sources of occurring attack so as to defend DDoS attacks from
the source, which proves to be more effective than defending
from the destination. This argues that the control plane is
responsible for the following three functionalities.
3.3.1. Attack Classification. As we use different defense actuators according to particular attack types, in order to perform
defense mechanism more effectively, OverWatch is required
to identify attack types firstly.

To achieve this, when DDoS attack traffic is firstly
captured by data plane sensors, the abnormal traffic matching
a specific rule is mirrored (by sampling) for traffic feature
extraction. In order to reduce overhead of southbound
interface in OverWatch to a greater extent, feature extraction
is conducted on the switch software, rather than on the
controller. Then the features are polled to the controller for
classification. On the controller, there runs a DDoS attack
classification module that leverages the extracted traffic
features as input to verify the attack type. To guarantee the
accuracy and reduce the false-positive rate during classification, a machine learning method is utilized in this module,
which we will demonstrate in Section 4.
3.3.2. Botnet Tracking. Botnet tracking is another key issue
in DDoS attack defense as it determines where the defense
actuators should be deployed. Generally, DDoS attack is
conducted by several botnets. As attack flows travel closer
to the victim, the malicious traffic becomes larger due
to traffic merger. This prevents us from effective defense
measurements. In order to process attack traffic effectively,
actuators should be deployed at positions close to botnets.
This argues that the controller in OverWatch is ought to locate
switches that are close to botnets.
Fortunately, this can be accomplished by leveraging
holistic info of the network topology maintained by the
controller and data from malicious packets received from
data plane switches. In the next section, we propose a flexible
botnet tracking algorithm suitable to be deployed on the SDN
controller, which is able to locate the group of switches that
are in the upstream of attack traffic.
3.3.3. Attack Reaction. When attack types and botnet locations of a DDoS attack are both determined, the control
plane needs to perform highly automatic defense reaction
immediately. In OverWatch, the control plane reacts by
loading specific defense actuators onto directed data plane
devices.
As shown in Figure 4, the reaction procedure for attacks
in a typical SDN controller is quite straightforward. The
defense library module, which contains various source
codes of DDoS attack defense actuators, firstly registers
to event listener. Once an attack is determined, a 2-tuple
{DPID, AttackType} (DPID [32] is used to represent Data
Path IDentity in the context of SDN) is sent to the event
manager, indicating the defense strategy made by the builtin applications. This tuple is then received by the defense
library. The defense library loads source code of specific
actuator which matches AttackType in the received 2-tuple
and notifies defense enabler. Finally, the actuator is loaded to
designated switches through southbound channel. In order to
support such mechanisms, certain modifications need to be
done for existing SDN controllers, which we will describe in
Section 5.

4. Detection Phase of OverWatch
As OpenFlow [32] is the leading reference implementation of
the SDN paradigm, it is reasonable to implement OverWatch
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Figure 4: Workflow of attack reaction in a general SDN controller
(i.e., Ryu controller). Be noted that this is only a sketch map for
three-layer structured SDN controller.

in such an environment. Therefore, in this section, we introduce how we implement OverWatch into a typical SDN
controller (Ryu controller [33]) and FPGA-based OpenFlow
switches [18]. To describe the workflow of our OverWatch
prototype clearly, we divide the working process of OverWatch into two phases: detection phase and reaction phase.
The main goal in detection phase is to classify attack types as
well as locate the botnets. We describe this phase in detail as
follows.
4.1. Cross-Plane Attack Detection. The workflow in detection
phase is shown in Figure 5. Firstly, the DDoS attack sensor
constantly monitors data plane traffic by reading countervalues of each flow periodically. If attack flows are captured,
the sensor notifies the OpenFlow switch agent of the specific
flow ID to indicate the abnormal flow. Then, the switch
agent modifies the action of hardware lookup table by a
OFPT FLOW MOD message (defined in OpenFlow specification
since 1.0) to mirror the sample packets from the abnormal
flows onto local memory. The buffered packets have two
uses: First, they are copied by the software-defined feature
extraction module (SDFE), which extracts key features of
different packets for attack classification on the control plane.
Second, the packets themselves are also obtained by switch
agent and sent to the controller for botnet tracking.
After the DDoS attack data (i.e., abnormal flow ID,
sampled packets, and traffic features) is sent to the control
plane encapsulated in a OFPT PKT IN message (also defined
in OpenFlow specification since 1.0), it is firstly received by
the OpenFlow control agent. Then, this agent extracts packet
payload and passes it to the event manager. (NB. In Ryu, event
manager is responsible for distributing messages received
from data plane.) Afterward, the data is split into two parts,
which are data related to traffic features and data related to
botnet tracking (i.e., a {DPID, FLOW ID, Pkt Buff} threetuple). The above two kinds of data are polled by DDoS
attack classifier and botnet tracker, respectively, inside which

the DDoS attack type and first-hop-switch of current DDoS
attack are both determined.
From aforementioned, the detection phase is divided
into two stages: a coarse-grained data plane detection stage
and a fine-grained control plane detection stage. We discuss
approaches we applied in both stages below.
4.2. Coarse-Grained Detection on Data Plane. As aforementioned, the data plane is where packets are forwarded; leveraging computing resources on the data plane to determine an
attack coarsely and locally is quite reasonable. Therefore, on
the data plane, we first present a lightweight flow monitoring
algorithm that we utilize as a DDoS attack sensor on switches.
It runs on the switch software as a monitor thread. Unlike
many other monitoring methods, this algorithm aims to
extract the key features of DDoS attack traffic by means of
polling countervalues from an OpenFlow switch.
Generally, there are fundamental differences between a
typical DDoS attack and normal network behaviors that we
leverage to monitor DDoS attacks. Large traffic rate is one
important feature for DDoS attacks. Moreover, during an
attack, there is also huge rate difference between flows coming
into a victim server and flows out of the server. They are
defined as volume feature and asymmetry feature. Numerous
researches have drawn the fact that typical DDoS attacks
could be determined by verifying the above two features from
traffic.
Fortunately, the above two features can be determined
by polling switch countervalues from hardware pipeline. We
Byte
as the byte and packet count of a specific
define 𝐶𝑡𝑛 and 𝐶𝑡Pkt
𝑛
flow at time 𝑡𝑛 . The two features can be expressed as follows.
Byte Count per Second (𝐵𝑡𝑛 ) at Time 𝑡𝑛 . It describes the average
byte rate of a flow, port, or switch between time 𝑡𝑛−1 and 𝑡𝑛 :
Byte

𝐵𝑡𝑛 =

𝐶𝑡𝑛

Byte

− 𝐶𝑡𝑛−1

.

𝑡𝑛 − 𝑡𝑛−1

(1)

Packet Count per Second (𝑃𝑡𝑛 ) at Time 𝑡𝑛 . It describes the
average packet rate of a flow, port, or switch between time
𝑡𝑛−1 and 𝑡𝑛 :
𝑃𝑡𝑛 =

− 𝐶𝑡Pkt
𝐶𝑡Pkt
𝑛
𝑛−1
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.
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Byte

Byte Count Asymmetry (𝐴 𝑡𝑛 ) at Time 𝑡𝑛 . It describes the
average byte rate asymmetry of pair-flow or port between
time 𝑡𝑛−1 and 𝑡𝑛 :
Byte
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Packet Count Asymmetry (𝐴Pkt
𝑡𝑛 ) at Time 𝑡𝑛 . It describes the
average packet rate asymmetry of pair-flow, port, or switch
between time 𝑡𝑛−1 and 𝑡𝑛 :
𝐴Pkt
𝑡𝑛

=
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Figure 5: Implementation and workflow of OverWatch in detection phase.

We present our prediction-based algorithm to capture
great changes of the above four metrics. This algorithm
leverages previous metric samples from a specific flow to
estimate a future value range. If the actual values of the four
metrics fall into the range we predict, this indicates that the
current flow is normal. Otherwise, the deviation between the
predicted values and observed values indicates an abnormal
flow caused by a DDoS attack.
Specifically, we leverage WMA (Weighted MovingAverage) to calculate prediction value for each metric. And
Pauta criterion in Gaussian distribution is also utilized to
get a reasonable prediction range. The pseudocode of this
algorithm is shown in Algorithm 1.
4.3. Fine-Grained Detection on Control Plane. As a centralized and often high-performance platform, the control
plane holds advantages of abundant computing resources and
holistic info of the whole network. Thus, on the control plane,
two functionalities are developed: DDoS attack classification
and botnet tracking. Both of them are essential for attack
reaction as they determine which actuator is to be deployed
and on which data plane switch it is to be deployed. We
introduce our machine learning based classification model as
well as a lightweight botnet tracking algorithm below.
4.3.1. Autoencoder-Based Attack Classification. Machine
learning has gained much attention in the community of
network security as it improves the accuracy and reduces

globals: V[𝑛] //Vector List of DDoS attack feature metrics
𝑡𝑛 //Current time
𝑛 //Number of Vectors in the list
while 1 do
if 𝑡𝑛 = 𝑡𝑛−1 + Δ𝑡 then
Update the list V[𝑛] of history records.
for all 𝑖 ∈ {1, 2, 3, 4} do
predict
Use WMA to calculate the prediction value V𝑛+1
for next time interval:
predict

V𝑛+1

𝑛

= ∑𝜆 𝑖 Vactual
𝑖
𝑖=1

𝑛

∑𝜆 𝑖 = 1
𝑖=1

Use ratio metric 𝑅predict to compare prediction
value and actual value.
Calculate ideal value V𝑖ideal and standard deviation
𝜎 for ratio metric.
Use Pauta criterion to calculate the prediction range:
𝑅𝑢 ← V𝑖ideal + 3 × 𝜎
𝑅𝑙 ← V𝑖ideal − 3 × 𝜎
end for
if each 𝑅predict is out of the (𝑅𝑙 , 𝑅𝑢 ) range then
Trigger alert to controller;
else
Continue;
end if
end if
end while
Algorithm 1: Lightweight flow monitoring algorithm.
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Figure 6: Schematic representation of autoencoder and DDoS attack classifier model: (a) autoencoder for 𝐴 1 ; (b) autoencoder for 𝐴 2 ; (c)
the model of DDoS attack classifier.

false-positive rate while classifying different types of abnormal traffic. To determine the attack type from real-time extracted traffic features, a machine learning method, combined
with autoencoder [34] and softmax classifier [35], is utilized
in the module of DDoS attack classifier.
As shown in Figure 6, each autoencoder contains three
layers: input layer, hidden layer, and output layer. Two autoencoders (𝐴 1 and 𝐴 2 ) are stacked with each other in a way that
the outputs of first hidden layer are fed into the inputs of the
second. Then, the outputs of the second hidden layer are fed
into a softmax classifier. Finally, all layers stacked together,
forming the DDoS attack classifier. Generally, if the extracted
traffic features are fed into the input layer, the output vector of
the model indicates to which attack type the features belong.
We introduce the structure below.
The autoencoder has three layers: an input layer of 𝑁
nodes for a record of 𝑁 features (i.e., 𝑋 = {𝑥1 , 𝑥2 , . . . , 𝑥𝑁}),
a hidden layer of 𝑀 nodes for learning key patterns of input
record, and a output layer of 𝑁 nodes for reconstruction of
̂ = 𝑋). The network finds optimal values of
the input (i.e., 𝑋
weight matrix (i.e., 𝑈 ∈ 𝑅𝑁×𝑀 and 𝑈 ∈ 𝑅𝑀×𝑁) and bias
vector (i.e., 𝑏1 ∈ 𝑅𝑁×1 and 𝑏1 ∈ 𝑅𝑀×1 ) together, while trying to
learn the key patterns of an input record (e.g., a DDoS attack
record). The second autoencoder feeds the outputs of the first
one as its input. It uses the same methods to calculate the
optimal weight matrix 𝑉 ∈ 𝑅𝑃×𝑁 and bias vector 𝑏2 ∈ 𝑅𝑃×1 .
Then, a softmax classifier builds a mapping relationship
between the hidden layer of the former autoencoder (i.e.,
𝐻 = {ℎ1 , ℎ2 , . . . , ℎ𝑀}) and 𝑆 types of DDoS attacks (i.e.,
𝑌 = {𝑦1 , 𝑦2 , . . . , 𝑦𝑆 }). Similarly, This network finds optimal
values of weight matrix (i.e., 𝑊 ∈ 𝑅𝑀×𝑆 ) and bias vector (i.e.,
𝑏3 ∈ 𝑅𝑆×1 ) too, while polling the output close to the label
value, which indicates the real DDoS type. Before this model
is able to classify any record collected from DDoS traffic, each

layer needs to be trained with backpropagation algorithm
[36], separately. Then, they are stacked together and finetuned to improve the performance of the entire model. The
brief training process for the first autoencoder is shown in
Algorithm 2, and the other two layers share similar training
process.
After the training process with historical DDoS attack
dataset, this model can be utilized to perform attack classification with run traffic records.
4.3.2. Collaborative Botnet Tracking. The collaborative botnet
tracking aims to locate the switches close to the botnets, thus
making the defense actuators more effective in defending
DDoS attacks. We propose a botnet tracking algorithm based
on the collaboration of the data and control plane and
implement it in the controller as a built-in module, called
botnet tracker.
Before diving into the details of the algorithm, two
prerequisites need to be stressed out: The first one is that
the whole network info (link state, topology info, forwarding rule, etc.) is maintained on the controller. The second
prerequisite is that the info maintained by the controller can
be accessed by other built-in applications on the controller.
Fortunately, both prerequisites can be satisfied by leveraging
an enhanced topology viewer [37], a built-in module in
Ryu. More specifically, the key procedure in the algorithm
is to obtain the last hop of a sampled packet. This could be
achieved by extracting the source MAC address of the packet
and leveraging the network info on the controller to locate
the last hop switch.
Based on above, we propose our botnet tracking algorithm. Specifically, we consider a set 𝐴 consisting a set of
switches that have captured DDoS attacks on themselves 𝐴 =
{𝑎1 , 𝑎2 , . . . , 𝑎𝑚 }. And 𝑆 is the total set of data plane switches a
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Require: Weight matrix of the hidden layer: 𝑈
Bias vector of the hidden layer: 𝑏1
Ensure: Training dataset 𝑒
for all number of training iterations do
Train the single layer autoencoder using backpropagation:
{𝑋1 , 𝑋2 , . . . , 𝑋𝑚 } ← Sample minibatch of 𝑒 //get batches
of traffic records
Update 𝑈, 𝑈 , 𝑏, 𝑏 by using gradient descent method to
minimize the loss function:
𝑛 −1 𝑠 𝑠 +1
1 𝑚 𝑖 ̂𝑖 2
𝜆 𝑙 𝑙 𝑙
Loss = (
∑‖𝑋 − 𝑋 ‖ ) + ∑ ∑ ∑ (𝑊𝑗𝑖𝑙 )2
2𝑚 𝑖=1
2 𝑙=1 𝑖=1 𝑗=1
end for
Algorithm 2: DDoS attack classifier training process.
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Figure 7: Implementation and workflow of OverWatch in response phase.

controller maintains 𝑆 = {𝑠1 , 𝑠2 , . . . , 𝑠𝑛 }. We take one element
𝑎𝑖 from set 𝐴 at a time, and use the sampled packets collected
from 𝑎𝑖 to determine the last hop switch 𝑠𝑘 . If 𝑠𝑘 ∈ 𝐴, then we
eliminate 𝑎𝑖 from set 𝐴. Otherwise, 𝑎𝑖 is one of the switches
we are searching for. We use this method to traverse set 𝐴 and
obtain a subset 𝐵 (𝐵 ⊆ 𝐴) consisting of all 𝑎𝑖 whose last hop
is not included in 𝐴. In this way, we are able to locate all the
switches which are likely close to botnets.

5. Reaction Phase of OverWatch
In this section, we express how we design and implement
the reaction phase of OverWatch. After the attack type and

switches that are close to botnets are addressed in the former
phase, OverWatch is supposed to react to the occurring
attack efficiently. Thus, first, we illustrate the workflow of
the reaction phase in our prototype. Then, two reaction
applications are introduced in the second part.
5.1. Attack Mitigation. The workflow of reaction phase in
OverWatch is depicted in Figure 7. From aforementioned, the
specific attack type and the most close-in switches can be
determined in the detection phase, respectively. Then, both
results are sent back to the event manager. This triggers the
defense library, which has registered to the event manager, to
poll up the messages. This module firstly leverages the attack
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type to match a particular actuator so as to indicate the source
code which is required to be loaded onto data plane. Then,
it invokes functions provided by OpenFlow control agent to
download the specific source code onto the switch whose
DPID matches the received message from the event manager.
In OverWatch, the source code of designated actuator is encapsulated inside a OFPT EXPERIMENTER message
(defined in OpenFlow specification since 1.1) and sent to
the specific switch through OpenFlow channel. The corresponding switch agent running on that switch receives the
message and loads the codes of the actuator in the running
space. Then, the source code is compiled to an executable
file and then registered back to the switch agent, which later
allocates an exclusive ID to the specific actuator so that it
could be added to the actuator chain. Meanwhile, the actuator
also notifies the switch agent of the packet type it processes.
Once this is received by the agent, the agent generates a
high priority flow rule and adds it to the flow table using a
OFPT FLOW MOD message.
After the rule modification takes effect, packets that
match the higher priority rule are redirected to the actuator
chain with metadata that could match a certain ID of the
actuator, in which they are going to be processed. In addition,
packets sent back to the hardware are also allocated with
metadata to match the lower priority rule so that they can be
forwarded by the switch’s original rules.
5.2. Intelligent Reaction Applications. We develop two sample
applications of DDoS defense actuators to exemplify the
feasibility of OverWatch. This includes SYN proxy and DNS
reflection filter. These two actuators are motivated by (1) the
functionality that Avant-Guard [16] proposed as a data plane
extension to defend SYN flood and (2) the example DNS
filter proposed in SDPA [38] to filter out DNS refection attack
packets on OpenFlow switches.
5.2.1. SYN Proxy. In a SYN flood, attackers send numerous
SYN packets to exhaust memory resources of victim by
enforcing it maintaining a large number of semiconnected
states, so the victim will not respond to affirmed connection
request. To filter out these malicious SYN requests, an
OpenFlow rule is preloaded to lookup table so that all SYN
packets will be polled onto an actuator called SYN proxy. If a
SYN packet is received by it, firstly, to prevent multiple SYN
requests sending to the victim, it calculates a cookie to record
the request using harsh table, and then the actuator generates
a response packet sent back to the source and drops the
initial SYN request packet. If, during a certain time interval,
an affirmed ACK packet is received from a source that has
been recorded in the harsh table, the proxy will generate TCP
handshake packets to build up validation between the legal
source and its destination. Otherwise, the proxy simply drops
the malicious packets. In this way, the proxy eliminates the
threat of SYN flood.
5.2.2. DNS Filter. Botnets in a DNS reflection attack send
DNS requests to name servers using the victim host’s IP
address. Thus, the victim will be flooded by these massive
DNS responses. To filter out these unsolicited DNS response,
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Figure 8: Diagram of our testbed network.

once the actuator (DNS filter) is loaded on the data plane,
two high priority OpenFlow lookup rules, which redirect
the packets whose UDP source or destination port equals
53, are loaded as well. After the redirected DNS packets are
received by the filter, each DNS request packet is recorded by
a five-tuple (source IP, destination IP, source port, destination
port, protocol) in memory. If the upcoming packet is a DNS
response packet and matches one of the tuples of request, it
is sent to hardware pipeline to match a lower priority rule
for forwarding. On the contrary, the filter drops the packet
to protect the victim.

6. Experiment and Evaluation
6.1. Experiment Setup. To evaluate the performance of our
proposed OverWatch framework, we modified a FPGA-based
(Altera EP4SGX180) OpenFlow switch [28] to support the
aforementioned data plane functions. We also modified Ryu
controller to enable proposed controller-based mechanisms
(including the adding of three built-in applications: DDoS
attack classifier, botnet tracker, and defense library).
Figure 8 illustrates the testbed of our experiment. It
consists of a FPGA-based OpenFlow switch prototype with
8 Gigabit ports, a 1.99 GHz Intel Celeron J1900 CPU and a
2 GB memory that runs Ubuntu 14.04 on it, a control platform
with a quad-core Intel i7 CPU and a dual NVIDIA-GTX1080
GPU (used for training machine learning based classifier)
with 16 GB of RAM running Ryu controller, and up to eight
laptop hosts, which represent DDoS attackers, victims, and
normal traffic generators, respectively.
6.2. Efficiency of Coarse-Grained Detection. In order to evaluate the performance of the algorithm running as DDoS attack
sensors, we firstly add two rules to enable traffic forwarding
from 𝐻1 and 𝐻2 to 𝐻8 (𝐻1 , 𝐻2 → 𝐻8 ). Then, Stacheldraht
[39] is utilized to conduct DDoS attacks from 𝐻1 and 𝐻2
to 𝐻8 within 20 seconds. The detection results in the DDoS
attack sensor, together with volume and asymmetry features
of attack flow (𝐻1 → 𝐻8 ), are depicted in Figure 9. These
depicted results demonstrate that the four metrics in the
DDoS attack sensor are able to capture great changes in
volume and asymmetry features as soon as the attack occurs,
which also evidently shows the effectiveness of the algorithm.
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Figure 9: The coarse-grained detection results during a SYN flood attack [18]: (a) byte rate and volume metric of byte in monitored flow; (b)
packet rate and volume metric of packet in monitored flow; (c) byte count asymmetry and asymmetry metric of byte in monitored pair-flow;
(d) packet count asymmetry and asymmetry metric of packet in monitored pair-flow.

Next, we use FTP to transfer a 4 GB data block from 𝐻1
to 𝐻8 . The detection results of four metrics are shown in
Figure 10. It is found that even though three of the metrics
dramatically change in the algorithm result, the asymmetry
feature of packet count barely changes. This is because during
the data transfer, the receiver 𝐻8 keeps sending ACK packets
to 𝐻1 , which ensures a rough equivalence of packet count
in both directions. This explanation can be testified by using
Wireshark to capture packets from 𝐻1 or 𝐻8 . Therefore, such
mechanisms in the proposed algorithm enable the DDoS
attack sensor to reduce the misjudgment rate of DDoS attack
detection.
To demonstrate the advantage of communication overhead reduction in OverWatch, we move the DDoS attack
sensor to the controller side and use the same algorithm to
poll switch countervalues through OpenFlow channel. We
set this typical controller-based DDoS detection method as a
baseline method, Besides, we also implement another mechanism, which optimizes the baseline method by utilizing

an adaptive polling algorithm proposed in Payless [14] to
reduce communication overhead of southbound interface.
Then, we implement these three methods in a scenario where
different times of DDoS attacks are conducted from random
hosts within 1 minute. Wireshark is utilized to capture all the
packets of southbound interface during the experiment. The
total amount of southbound overhead is shown in Figure 11.
It is found that OverWatch has orders of magnitude less
overhead than the other two methods. This is achieved by
offloading the DDoS attack sensor onto data plane. And
compared with Avant-Guard, which can reach similar results,
there is no modification introduced in the switch hardware.
6.3. Efficiency of Fine-Grained Detection. To demonstrate the
performance of the DDoS attack classifier in OverWatch,
we collected network traffic from the testbed as training
dataset. Specifically, we use 𝐻1 and 𝐻2 to send DDoS attack
traffic to 𝐻8 . Hosts from 𝐻3 to 𝐻6 communicated with each
other randomly for web browsing, video transferring, and
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Figure 11: Overhead of southbound interface in OverWatch, baseline method, and baseline method optimized by Payless within 1
minute [18].

online gaming, which led to background traffic variation. We
mirrored all the traffic to 𝐻7 by tcpdump, so that the traffic
can be leveraged as dataset. We collected 12 hours of traffic
data in total, including 6 hours of normal traffic and 6 hours
of attack traffic. DDoS attacks in the conducted experiment
consist of 6 types: UDP flood, SYN flood, ICMP flood, and
their permutations. They are all generated by Stacheldraht.
And Table 1 shows the distribution of records in the dataset.
The features we extracted from traffic flows during the classification are listed in Table 2, while Table 3 lists the parameters
in our experiment. In the training and evaluation process, the

Normal traffic
Attack traffic
SYN flood
UDP flood
ICMP flood
SYN & UDP flood
UDP & ICMP flood
SYN & ICMP flood

Records number
Training
Test
17539
9824
2831
2706
2519
3054
2936
3144

1566
1591
1630
1321
1729
1538

features are real-valued positive numbers by digitization and
max-min normalization to improve accuracy.
We evaluate the performance of the classifier using
parameters including confusion matrix, precision, recall,
and 𝑓-measure. In a confusion matrix, each row of the
matrix represents the instances in a predicted class while
each column represents the instances in an actual class. In
binary classification, precision is the fraction of relevant
instances among the retrieved instances, while recall is the
fraction of relevant instances that have been retrieved over
the total amount of relevant instances. Both of them indicate
the performance of the classifier. 𝐹-measure considers both
parameters above to compute a score, which is the harmonic
average of the parameters, where 𝑓-measure reaches its best
value at 1 and worst at 0. Figure 12 illustrates the confusion
matrix of our evaluation. It is observed that our DDoS attack
classifier has fairly good accuracy for detecting single type of
DDoS attacks, reaching about 96%. The detection accuracy
for mixed attacks is lower but still reaches around 83%.

Security and Communication Networks

13

Table 2: Features extracted from different packets.

3
4
5
6
7

TCP

8
9

UDP

ICMP

All

U&I

S&I

S&U

ICMP

Entropy of src IP addresses
Entropy of dst IP addresses
Entropy of TTL values
Fraction of ICMP packets in total

2

UDP

13
14
15
16

1

SYN

10
11
12

Feature description
Fraction of TCP packets with SYN
flag set
Fraction of TCP packets with ACK
flag set
Entropy of src IP addresses
Entropy of dst IP addresses
Entropy of src ports
Entropy of dst ports
Entropy of TCP sequences
Fraction of dst port ≤ 1024 UDP
packets
Fraction of dst port > 1024 UDP
packets
Entropy of src IP addresses
Entropy of dst IP addresses
Entropy of length for UDP packets

No

#

0.9

No 92.70 0.11 0.00 0.12 0.19 0.00 0.67 4.12

0.8

SYN 0.93 94.58 0.39 0.59 2.32 4.12 0.00 1.59

0.7

UDP 1.05 0.84 94.43 0.81 4.31 0.87 3.32 1.64
Predicted

Packet type

Actual

0.6

ICMP 0.00 0.75 1.42 97.71 5.02 6.65 2.67 1.63

0.5

S&U 0.91 1.34 1.33 0.11 77.22 4.73 0.03 1.90

0.4

S&I 0.40 1.43 0.92 0.00 3.87 76.65 1.20 2.55

0.3

U&I 0.00 0.39 1.16 0.43 3.93 1.61 90.74 4.09

0.2
0.1

All 0.00 0.56 0.35 0.23 3.14 5.38 1.38 86.48

0.0

Figure 12: Confusion matrix for DDoS attack classifier in OverWatch.
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6.4. Performance of Attack Reaction. We also evaluated the
performance of defense actuators on the data plane. We set
a scenario where we redirected packets from a certain port
to a defense actuator, which performs no operations to the
packets, and then send the packets back to a designated port.
We compare this forwarding path with another two baseline
methods. The first one is direct hardware forwarding; the
second one is redirecting the packets to the Ryu controller
and then sending them back to a designated port. The main
goal here is to evaluate how much performance gain is
introduced by the defense actuator in OverWatch, compared
with traditional SDN-based defense mechanisms. According

40

Al
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S&I

S&U

0

ICMP

20

UDP

More specifically, we demonstrate the precision, recall and 𝑓measure for 8 types of traffic in Figure 13. Except the mixed
traffic of SYN and UDP flood as well as SYN and ICMP flood,
the 3 parameters for classification of all types traffic reach
above 90%, which is quite acceptable in classifying DDoS
attacks in real network.
We claim that the performance of the autoencoderbased classifier is not necessarily better than other machine
learning approaches, but these results demonstrate the great
feasibility of leveraging machine learning approaches to serve
OverWatch as a DDoS attack classifier, which is the main
purpose of the evaluation above.

60

SYN

Value
0.1
5
3500

Normal

Parameter
Learning rate
Batch size
Epoch limit

Value (%)

80

Table 3: Autoencoder training parameters.

Precision
Recall
F-measure

Figure 13: Precision, recall, and 𝑓-measure for the DDoS attack
classifier in OverWatch.

to the evaluation result shown in Figure 14, defense actuators
in OverWatch perform several orders of magnitude better
than the controller-based reaction mechanisms. Moreover,
though the forwarding performance for actuators is evidently
lower compared with hardware path, this could be improved
if high-efficient data path (e.g., DPDK [40]) is utilized for
the communication between software and hardware on the
switch.

7. Conclusion
To overcome the challenges of southbound bottleneck and
the lack of collaborative intelligence in SDN-based DDoS
attack defense mechanisms, in this paper, we introduced
OverWatch, a SDN-based high-efficient cross-plane DDoS
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Communication, SIGCOMM’08, pp. 195–206, August 2008.
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Figure 14: Different bits rate according to packet size using different
paths in the testbed.

[9] Y. Xu and Y. Liu, “DDoS attack detection under SDN context,”
in Proceedings of the 35th Annual IEEE International Conference
on Computer Communications, IEEE INFOCOM 2016, pp. 1–9,
April 2016.

attack defense framework with collaborative intelligence. It
is collaboratively splitting defense functionalities across data
and control plane and enabling both planes to detect and
defend against DDoS attacks on different levels. Through
experiments, it can be concluded that OverWatch is capable
of high accuracy detection and real-time defending reaction.
Meanwhile, the communication overhead on SDN southbound interface is also greatly reduced. All these outcomes
demonstrate the feasibility of OverWatch in large-scale networks. We anticipate that OverWatch becomes a building
block in the SDN-based network security applications.

[10] S. M. Mousavi and M. St-Hilaire, “Early detection of DDoS
attacks against SDN controllers,” in Proceedings of the 2015
International Conference on Computing, Networking and Communications, ICNC 2015, pp. 77–81, February 2015.
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Security evaluation of SDN architectures is of critical importance to develop robust systems and address attacks. Focused on a
novel-proposed dynamic SDN framework, a game-theoretic model is presented to analyze its security performance. This model
can represent several kinds of players’ information, simulate approximate attack scenarios, and quantitatively estimate systems’
reliability. And we explore several typical game instances defined by system’s capability, players’ objects, and strategies. Experimental
results illustrate that the system’s detection capability is not a decisive element to security enhancement as introduction of dynamism
and redundancy into SDN can significantly improve security gain and compensate for its detection weakness. Moreover, we observe
a range of common strategic actions across environmental conditions. And analysis reveals diverse defense mechanisms adopted
in dynamic systems have different effect on security improvement. Besides, the existence of equilibrium in particular situations
further proves the novel structure’s feasibility, flexibility, and its persistent ability against long-term attacks.

1. Introduction
SDN is a novel and promising framework which can be
applied in traditional and wireless networks to achieve highly
programmable switch infrastructure [1, 2]. It separates the
data and control planes, which makes switches become
simple data forwarding devices, and network is manipulated
through logically centralized controllers [3]. It is no doubt
that this processing mechanism will definitely improve the
efficiency of network management and performance of network operation [4]. However, this reliance on a centralized
controller can easily lead to a single point of failure if
not carefully designed and implemented. Moreover, a new
set of threats that are unique to SDN can render the
network vulnerable especially when the control plane is
compromised. Thus, in order to enhance security of SDN,
different SDN architectures employing multiple controllers
have been proposed, such as distributed controllers [5–10].
To the best of our knowledge, the most powerful dynamic
security architecture for SDN is the Mcad-SA proposed in
[9] which exploits heterogeneity, redundancy, and dynamism
from multiple controllers to intensify security. However, no

researches about their security performance evaluation have
been conducted.
Our objective is to develop a general model to evaluate
effectiveness of dynamic SDN architectures (take Mcad-SA
as the instance) and provide some insights for designers to
devise new, simple, and effective frameworks. To improve
applicability, the model must have the ability to represent
features of dynamic frameworks. Besides, it can capture
the essential dynamic of progressive attack interacting with
defense strategies to hinder that progression [11].
In this paper, we examine an abstract SDN-defense
scenario designed to simulate strategic interactions between
attacks and defense methods in dynamic architectures, as
the control layer is a critical part in SDN and responsible
for handling and distributing flows of information between
network applications and the data plane. Thus we take
the control plane’s security as measurement of the whole
SDN. Though simple, our model is generic, flexible, and
applicable for a range of dynamic architectures and defense
techniques. Our approach is game-theoretic which allows
us to realize how effective are dynamic architectures when
they deal with attacks and how security performance varies
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as attackers and defenders change their behaviors. Unlike
other game-theoretic researches, our model can apply to
dynamic systems. It can also imitate systems which adopt
specific defense means, like moving-target defense. And
via systematic simulation, this empirical approach provides
us with the opportunity to quantitatively estimate security
performance of dynamic systems and defense technologies.
Among our findings, we characterize the control plane’s
security as the contention of controllers in it by opponents. And controllers’ compromising process is proceeding
procedurally, which means the probability of controllers
being compromised is a function of the number of probes
implemented on them. Besides, defenders have the capability to perceive the secure states of controllers since some
dynamic architectures own detection mechanisms. Through
experimental simulations, we observe that Mcad-SA are
powerful against persistent probes from attackers. And
reasonable defense and scheduling mechanism can further
improve SDN’s security. Besides, it is fascinating that system’s
detection capability is not as important as it is imagined in
Mcad-SA since dynamism and redundancy can mitigate this
weakness to a large degree.
The paper is organized as follows. The next section
describes related work. Section 3 presents a detailed specification of our games. In Section 4, we present our gametheoretic experimental results. The last section concludes by
summarizing our work and discussing future work.

2. Related Work
Recently, researchers have paid attention to security in SDN.
On one hand, it aims at designing more resilient and robust
controllers, such as FortNOX [12] and SE-Floodlight [13], are
designed to deal with flow-rule conflict [14]. On the other
hand, many SDN architectures with distributed controllers
have been proposed to intensify SDN security from the
point of framework. However, little work has been done
on evaluating their security performance, especially when
the architecture adopts moving-target defense to enhance
security.
However, there is an amount of literature on computer
security. In [15], formal methods have been used to provide
an attack surface metric as an indicator of the system’s
security. So reducing attack surface is an effective approach
to mitigate risk. Furthermore, [16, 17] pointed out launching
a sequence of attacks is a common way for attackers to
exploit vulnerabilities at multiple stages of the system. Thus,
dividing the system into several layers and using attack
graphs is a feasible method to assess the cause-consequence
relationships between diverse network states. And it is a
popular trend that proactive defense techniques are employed
by the system to generate security strategies that alter over
time to reduce the exposure of vulnerabilities and increase
complexity and attack costs [18, 19]. Against such defense
mechanisms, game theory provides an appropriate theoretical framework for modeling the win-lose situation between
a defender and attacker [20]. In [21], FlipIt game, where two
players compete for control of single resource, is designed

Security and Communication Networks
to describe uncertainty in state of control. Extensions of
FlipIt have considered additional actual scenario features.
In an extension called “FlipThem” [22], multiple servers are
incorporated and authors consider some extreme situations
where attackers have to compromise one or all servers to
achieve goals. Reference [11] refines the scenario further. It
devises a more flexible utility model to allow payoffs between
objectives of control and availability. Meantime it considers
imperfect probe detection which indicates the defender
observes attack probe actions with probabilities. Moreover it
provides a much richer set of attack and defense strategies to
evaluate overall system state. Although above work is related
to security analysis, it cannot be applied in SDN environment
directly, because SDN is a novel framework and has its own
traits. For instance, its primary goal is to guarantee validity of
flow rules delivered to switches. Besides, its defense strategy is
backup or switch instead of reimage. Thus, we further make
improvements on existing models and apply them into the
SDN scenarios.

3. Game Specification
In our game the attacker and defender compete for the control
of 𝑀 controllers. Because once controllers are compromised
then the whole network is also manipulated by attackers.
𝑀 is changeable since the number of running controllers is
varying with time in Mcad-SA. At first, controllers are in
control of defenders. The attacker attempts to wrest control
of a controller through via inserting some malicious flow
rules, which needs probe actions on controllers. The success
probability is relevant to the number of probes. Meantime,
the defender may take some defense strategies based on
current SDN frameworks. For instance, it may switch to
another backup controller after it discovers the controller
runs abnormally. Based on above analysis, first we introduce
the abstracts of Mcad-SA and controller and then present
models of players in detail later.
3.1. Abstract of Mcad-SA. In this section, we attempt to
represent the control plane in Mcad-SA with a model. The
reason why we take Mcad-SA as the example is that it
is a typical representation of dynamic SDN architecture
which employs heterogeneity, redundancy, and dynamism to
improve security and owns perception simultaneously. The
overview of Mcad-SA is presented in Figure 1. It consists
of a variant control plane, a sensor, a scheduler, and an
arbitrator. The novel control plane is equipped with multiple
controllers. And the scheduler will select several as running
controllers via specific mechanisms. In the meantime, the
sensor can perceive current state of each controller to some
extent. For example, it has the ability to realize how many
probes have been conducted on controllers by attackers. As
to the arbitrator, it determines the valid and correct flow rules
down to switches.
The basic elements of the control plane in Mcad-SA
include the number of controllers, the running controllers
set each time, whether it has perfect perception, and what
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3
3.2.1. Actions. Before describing players’ actions, we depict
the state of a controller at first, which is convenient for
modeling players. At any point of time, controllers’ state can
be represented by who takes control of it, what type, whether
it is up or down, and how much progress the attacker has
made towards controlling if the attacker has begun his probe
action. Formally, controller state is a triple ⟨𝜒, 𝜅, 𝑠, 𝜌⟩, where

Sensor
Scheduler
Control plane

Arbitrator

(i) 𝜒 ∈ {att, def} represents the player who controls the
controller;
(ii) 𝜅 represents what kind of controller it belongs to, such
as floodlight [23], Ryu [24], or OpenDaylight [25].

Data plane

2

1

3

Domain A

4

Running controller
Backup controller

Figure 1: An overview of Mcad-SA.

scheduling strategies it adopts. Formally, abstract model of
the control plane is a quadruple ⟨𝑐, 𝑟, 𝜓, Ω⟩, where
(i) 𝑐 ∈ [1 𝑁] represents how many controllers the
control plane has and 𝑁 is a very big positive number;
(ii) 𝑟 ∈ [1 𝑐] represents number of running controllers; 𝑟
is changeable and generally an odd number;
(iii) 𝜓 ∈ {0, 1} indicates whether the control plane
can sense the states of all controllers ideally; 𝜓 =
1 indicates it can detect every probe the attackers
implement, while 𝜓 = 0 means it detects probe
with some probability, and the probability is related
to number of probes already on controllers;
(iv) Ω illustrates sets of strategies the scheduler employs,
such as random selection or other scheduling algorithms.
Generally, there are 2|Ω| occasions according to above
settings. For instance, when 𝜓 = 1 and Ω is random
selection, which indicates the system can be aware of every
probe precisely and it chooses controllers randomly as the
next running controller set. Next, we introduce the model of
players.
3.2. Model of Player. In order to quantitatively measure
security performance of the control plane, we need define
information of players. Here we focus on their actions,
utilities, and strategies.

(iii) 𝑠 ∈ {up} ∪ {down} represents whether the controller
is running (𝑠 = up) or is not up (𝑠 = down);
(iv) 𝜌 is the successful number of probes attackers has
carried out on a controller.
The state of the overall SDN system is determined by the
joint state of all running controllers, plus the current time 𝑡.
For attackers, its action is called probe. To describe the
actions precisely, let ⟨𝜒𝑡 , 𝜅𝑡 , 𝑠𝑡 , 𝜌𝑡 ⟩ be the state at time 𝑡. And
we denote ⟨𝜒𝑡+ , 𝜅𝑡+ , 𝑠𝑡+ , 𝜌𝑡+ ⟩ as the state after the actions. Thus
the probe action’s effect can be specified via the following
rules:
(i) If 𝑠𝑡 = down, the probe action has no effect:
⟨𝜒𝑡+ , 𝜅𝑡+ , 𝑠𝑡+ , 𝜌𝑡+ ⟩ = ⟨𝜒𝑡 , 𝜅𝑡 , 𝑠𝑡 , 𝜌𝑡 ⟩.
(ii) If 𝑠𝑡 = up and 𝜅𝑡+ = 𝜅𝑡 , the number of probes is
incremented: 𝜌𝑡+ = 𝜌𝑡 + 1, while 𝑠𝑡 = up and 𝜅𝑡+ ≠
𝜅𝑡 , which indicates, during the probe, the running
controller has been replaced with another type of
controller. In Mcad-SA, this switching mechanism
can intensify the security of control plane to some
degree since they have different bugs, which requires
more cost to attack successfully. So the number of
probes is incremented with probability 1−𝑒−𝛽𝜌𝑡+ under
this occasion because formal effective probe may be
invalid on another type of controller. And when 𝜒𝑡 =
att, then the attacker maintains control: 𝜒𝑡+ = att.
While 𝜒𝑡 = def, the defender continues to control
the controller with probability 𝑒−𝛾𝜌𝑡+ . For attackers,
its probability of control raises up to 1 − 𝑒−𝛾𝜌𝑡+ . This
probability can be seen as the probability with which
the controller generates malicious flow rules, where
𝛽 > 0 and 𝛾 > 0 are scaling parameters.
The defender has two actions. One is reimage and the
other is switch. The goal of reimaging controllers is reset its
state to initial settings. So the defender wins control back and
the cumulative effect of probe is eliminated. And the state is
reset as follows: ⟨𝜒𝑡+ , 𝜅𝑡+ , 𝑠𝑡+ , 𝜌𝑡+ ⟩ = ⟨def, 𝜅𝑡 , down, 0⟩. The
switch action is to replace the running controller with another
controller, which can reduce the probability of control by
attackers to some extent. And the state is transited to that of
new controller: ⟨𝜒𝑡+ , 𝜅𝑡+ , 𝑠𝑡+ , 𝜌𝑡+ ⟩ = ⟨𝜒𝑡 , 𝜅𝑡 , 𝑠𝑡 , 𝜌𝑡 ⟩.
3.2.2. Utility. In SDN, the major function of controllers is
producing valid flow rules and delivering them to switches.
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And the purpose of the defender is to guarantee the control
plane generates as many right flow rules as possible, while
the attacker’ objective is just the opposite. Thus we measure
each player’s payoff based on the state of flow rules the control
plane creates.
We presume the number of effective flow rules a healthy
controller produces is 𝑛𝑒ℎ . If 𝑠𝑡 = down, the controller cannot
generate any valid rules. While if 𝑠𝑡 = up, the number of valid
rules 𝑛𝑒𝑝 is related to probes the attacker conducts (i.e., 𝜌𝑡 ). It
can be calculated via
𝑛𝑒𝑝 = 𝑛𝑒ℎ 𝑒−𝛾𝜌𝑡 .

(1)

Then we can define each player’s payoff. Given the
running controller set 𝐶𝑅 , the total payoff of the attacker is
APtotal = ∑ 𝑛𝑒ℎ (1 − 𝑒−𝛾𝜌𝑡 ) − Φac ,
𝑐𝑖 ∈𝐶𝑅

(2)

where 𝑐𝑖 is the 𝑖th controller and Φac is the total attacking cost
and proportional to the number of probes. Correspondingly,
the defender’s payoff can be computed via
DPtotal = ∑ 𝑛𝑒𝑝 − Φdc ,
𝑐𝑖 ∈𝐶𝑅

(3)

where Φdc is the total defending cost. It includes the cost
of reimaging and switching to other controllers and is
proportional to the number of reimages and switches.
3.2.3. Strategies. A strategy for players is to choose controllers
on which they execute their actions. They are always triggered
by observed events or detected information.
The attacker’s strategy consists of two factors: how many
probes they can execute each time and the number of probes
they have conducted on each controller. Here we consider a
strategy defined by the following policy rules:
(i) Random-Probe (RanProb): select uniformly among
running controllers under defender’s control (𝜒𝑡 =
def).
(ii) Maximum-Probe (MaxProb): select controllers that
have been probed most to proceed next probe.
For the defender, the condition of executing reimage is
similar to attackers. Also it has the following strategies:
(i) Random-Reimage (RanReimage): pick up running
controllers randomly to reimage regardless of their
states.
(ii) Maximum-Reimage (MaxReimage): choose controllers that have been probed most to be reimaged.
As to the other action of defender, the switch action
is executed under two mechanisms. One is after a fixed
time interval Δ𝑡, regardless of whatever states all running
controllers are. The other is according to the fraction of
controllers regulated by defenders. When it falls below a
threshold 𝜏, the switching process is evoked. However, when
𝜓 = 0 the defender cannot realize controllers’ state directly.

Instead, the sensor component can assist the control plane
estimating their conditions. Let 𝑛𝑐def denote the estimated
number of controllers in the hand of defenders; if
E [𝑛𝑐def ]
(4)
  < 𝜏,
𝐶𝑅 
then the switch action is activated. One detail to be mentioned, the switch strategy may have more than one method
according to system settings. Here, we make specific explanations on switch strategies (Ω). We list three common kinds of
scheduling methods below. And we let 𝐶𝑛 be the next set of
running controllers.
(i) RandomWithRepeat: select 𝐶𝑛 uniformly from all the
available controllers.
(ii) RandomWithoutRepeat: select 𝐶𝑛 uniformly from the
rest controllers to guarantee 𝐶𝑛 ∩ 𝐶𝑅 = 0.
(iii) MaxSG: this is a perceptive scheduling strategy proposed in [26] to maximize security gain of the control
plane during each switch. For a controller, it will be
switched preferentially to another controller which is
belonged to another type, deployed on another host
and probe least. That is to say, this mechanism ensures
two controllers have maximum difference and the
next running controller is the most reliable one.

4. Game-Theoretic Analysis
In this part, we conduct simulations on Mcad-SA based on
above assumptions. First, we present a brief introduction of
its operating mechanisms again.
In Mcad-SA, the running controller set is varying with
time under this situation. Moreover, the system can adjust its
switching strategy based on specific settings. That illustrates
that dynamism is introduced into SDN.
4.1. Simulation Environments. It is obvious that this game is
a periodic process. So we let this game last for 𝑇 time units
(𝑇 = 200). For the control plane employing more than one
controller, we take 𝑀 = 7. The scaling parameters 𝛽 and
𝛾 equal 0.1. The fixed switch interval Δ𝑡 is set as 25 and the
reimage interval is 20. And we let 𝜏 equal 0.5.
Next, we implement experiments using a discrete-event
simulator. Before the simulation, we define 𝑓𝑝 as failure
probability of the control plane. 𝑓𝑝 is related to conditions
of all running controllers. Only when over ⌈(|𝐶𝑅 | + 1)/2⌉
controllers are compromised simultaneously will the system
fail. For controller 𝑐𝑖 ∈ 𝐶𝑅 , its reliability 𝑟𝑖𝑐 equals the ratio of
valid flow rules (𝑛𝑒𝑝 ) to total rules it produces (𝑛𝑒ℎ ). Then 𝑓𝑝
can be computed via (5), where 𝐶𝑐≥⌈(|𝐶𝑅 |+1)/2⌉ represents the
set of all situations with more than ⌈(|𝐶𝑅 | + 1)/2⌉ controllers
being compromised simultaneously. 𝐶𝑐𝑢 is the set of benign
controllers in 𝐶𝑐 . The smaller 𝑓𝑝 is, the more right flow rules
the control plane can produce, which means more powerful
ability to resist attacks. Here, we let 𝑛𝑒ℎ be 1000:
𝑓𝑝 = 1 −

∑

∏ (1 − 𝑟𝑖𝑐 ) ∏ 𝑟𝑗𝑐 .

𝐶𝑐 ∈𝐶𝑐≥⌈(|𝐶𝑅 |+1)/2⌉ 𝑐𝑖 ∈𝐶𝑐𝑢

𝑐𝑗 ∈𝐶𝑐 \𝐶𝑐𝑢

(5)
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4.3. Simulation Results
4.3.1. Perfect Probe Detection Environment. In perfect probe
detection environment, the defender is able to observe all
probes from attackers on controllers.
(a) Respective Defending. First, we make comparisons on the
effectiveness of respective defending strategies when facing
different attacking means. Figure 2 indicates variations of
system’s security performance when attackers adopt random
probe, while Figure 3 illustrates the situations when attackers
employ maximum probes.
In Figure 2, the upper picture is the result when taking
reimage actions only while the map below is the consequence
when taking switch actions only. It is obvious that when

60
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Time series

Figure 3: Failure probability under respective defending strategies
when facing maximum probes.
Failure probability

4.2. Simulation Process. At first, we assume that all controllers
are perfect without any probes. Thus, 𝑓𝑝 is 0 at the beginning
via (1). Then attackers will choose an attacking strategy
to conduct attacks, which results in the rise of 𝑓𝑝 . With
𝑓𝑝 being higher and higher, the system is going to launch
respective defense mechanisms to reduce 𝑓𝑝 . As a result,
𝑓𝑝 is varying with time and players’ strategies. Through
analyzing the changing trend of 𝑓𝑝 which is related to status
of running controllers, we can realize the real-time state
of Mcad-SA under various combinations of players’ tactics.
Similarly, players’ payoffs can be obtained according to probes
on controllers and cost of players via (2) and (3). Then we can
conclude that which player owns the control of the system.
Further, in order to measure how powerful Mcad-SA
is, we classify the scenarios of Mcad-SA into two situations
according to 𝜓. When 𝜓 = 1, we call it perfect probe
detection environment, while 𝜓 = 0, it is regarded as
imperfect probe detection environment. Then we analyze the
simulation results under two circumstances when adopting
various scheduling strategies (Ω).
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Figure 2: Failure probability under respective defending strategies
when facing random probes.
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Figure 4: Failure probability with associate defending strategies
under perfect detections.

the defender adopts reimage methods to defend random
probes, random and maximum reimages have similar effect
(MaxReimage is slightly better). However, the consequences
of various switching strategies are very different. When the
system employs random switching (with repeat or without repeat), security performance is close. While adopting
MaxSG, reliability of the system is strengthened to some
degree, especially after 100 time units. The reason is that
probes of controllers will increase to a large number with
time going on. So under this situation, perceptive switch can
ensure the system select more reliable controllers (probed
least) than random switch. This phenomenon further demonstrates superior scheduling ways have better effect on improving system’s security performance.

Security and Communication Networks
4000

4000

3500

3500

3000

3000

2500

2500
Payoffs of players

Payoffs of players

6

2000
1500

2000
1500

1000

1000

500

500

0

0

−500

0

50

100
Time series

150

200

Random, Random---Attacker
Random, Random---Defender

−500

0

50

100
Time series

150

200

Random, Max---Attacker
Random, Max---Defender

Figure 5: Payoffs of players against random probes with associate defending strategies under perfect detections.

In Figure 3, it is another situation where the attacker
conducts maximum probes. An interesting phenomenon
is observed that all defending measures have approximate
preventive effect. That is due to the cause that this attack mode
results in severe destruction on specific controllers. Thus once
defending methods can avoid selecting these controllers, the
security state of the system can be guaranteed. So it comes
to a conclusion that unless attackers have to probe particular
controllers to acquire important information, it is of little
value to carry out persistent maximum probes.
(b) Associate Defending. As is analyzed above, MaxSG is the
most effective switch option compared to random switch.
Then we combined it with reimage action to testify associate
defending performance. That is to say, the system adopts
reimage and switch behaviors simultaneously.
Figure 4 illustrates the results of associate defending when
encountering random and maximum probe individually. The
upper section is the consequence against random probe. It
is apparent that associate defending mechanism significantly
reduces the failure probability of the system and enhances
its security gain as the value is decreased with an order of
magnitude (from 0.05 to 0.005 averagely), while the bottom
part is the case against maximum probe. Similarly, security of
the system is intensified to some extent and the value of failure
probability is lowered to half of that in previous circumstance.
(c) Players’ Payoffs. Next, we analyze players’ payoffs in
occasions where associate defending is used to deal with
probes from attackers. Figure 5 is the case with random probe
while Figure 6 is the situation with maximum probe.
In Figure 5, the left part shows how payoffs vary with
random reimage and MaxSG while the right section is the

result with maximum reimage. Both pictures manifest that
payoffs of players are steady, which means attackers cannot
acquire much valuable information from the system and
defenders can maintain it operating in a relatively secure state
meantime. As to some downward pulse, their appearances
are due to the trigger of reimage or switch actions. However,
strictly speaking, defense effect of the right one is superior
to that of the left one since the line of the attacker is
more stable and the value is lower, which further proves
maximum reimage is better than random reimage under this
environment.
Figure 6 is similar to the shape of Figure 5 except that
downward pulses are more obvious. That is an indication that
the system is severely compromised since several controllers
have been probed persistently under maximum probes. But
in other occasions, the payoff of the attacker is less than that
in Figure 5, which again demonstrates maximum probe is not
a good choice unless attackers have special purposes.
Actually, the described process can be regarded as an
approximate zero-sum game. Once the attacker gains some
privilege, the defender loses some control and vice versa.
Based on above simulations and analysis, the following
conclusion can be drawn: introducing dynamism to SDN
is a feasible and effective way to mitigate attacks’ impact
and improve the system’s robustness. And whatever actions
attackers take, the best response for defenders is maximum
reimage and MaxSG. In other words, eliminating and restoring the most damaged components in the system is a critical
point to ensure its security.
4.3.2. Imperfect Probe Detection Environment. Then we analyze the results when the system does not own the capability
to detect each probe (𝜓 = 0, i.e., imperfect detection).
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Figure 6: Payoffs of players against maximum probes with associate defending strategies under perfect detections.
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Figure 7: Failure probability with associate defending strategies
under imperfect detections.

Here, we neglect the analysis on respective defending since
its changing trend is similar to that in perfect probe detection
environment. So we pay attention to associate defending and
players’ payoffs.
(a) Associate Defending. Figure 7 is the simulation under
imperfect probes. Compared to perfect probe, the most
distinction is the failure probability increases overall. Actually, the system’s security performance under two associate

defenses is approximate. The cause resulting in this phenomenon is that the system can no longer perceive the real
state of controllers, which may incur the scheduler to make
an incorrect policy. For instance, the scheduler seems to
choose a controller which has been probed least to be the
next running controller, but actually this one has already been
severely compromised. This phenomenon may also appear
in the reimage situations. Above decisions will influence
the system’s reliability to some extent. However, a point to
be noticed, although without perfect probe detection, the
failure probability is also maintained at a low level because
of reimage and switch strategies.
(b) Players’ Payoffs. Figures 8 and 9 are the variations of
players’ payoffs under random and maximum probes, respectively. The distribution of payoff is fluctuating extensively,
particularly in random probe. That is due to the reason that
defenders are likely to discover the controllers being continuously compromised when attackers employ maximum
probes even under imperfect detections. Thus, we can notice
downward pulses are more distinct in Figure 9 than Figure 8,
which is strong evidence on the effectiveness of reimage
and switch strategies in maximum probes. Meanwhile, the
attacker’s payoff is clearly increased in both figures. Nevertheless, it is still kept in a stable interval, which demonstrates
players reach an equilibrium. Moreover, for attackers, the
results further authenticate that adopting random probe is
superior to maximum probe in general.
According to above analysis, it is evident that detection
capability has effect on the security performance of the
system to some extent since inaccurate state information
of controllers will definitely influence the decision-making
process of the scheduler. And ways of reimage and switch
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Figure 9: Payoffs of players against maximum probes with associate defending strategies under imperfect detections.

can lead to diverse defense results. In most cases, random
probe is a better option for attackers while the best response
of defenders is the combination of maximum reimage and
MaxSG. However, as long as dynamism, heterogeneity, and
redundancy are introduced into SDN, its security can be
improved significantly and the failure probability of the
control plane can be maintained at relatively a low standard.

4.4. Equilibrium Results. In this section, we report the equilibria found in the simulation. As we all know, when the
system reaches an equilibrium, the failure probability of
Mcad-SA and players’ payoffs stays stable. They have no intent
to alter their strategies.
Actually in Mcad-SA, whenever in perfect or imperfect
probe detection environment, the situations of equilibria are
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identical. The only occasion in which the equilibrium exists is
that defenders adopt maximum reimage and MaxSG scheduling method while attackers select maximum probe. From
the simulation results above, as long as attackers carry out
maximum probe, they always can acquire higher payoffs and
higher failure probability of the system over random probe
on matter what actions defenders take. Similarly, defenders
will tend to choose maximum reimage and MaxSG to obtain
higher payoffs and lower failure probability whenever they
face random or maximum probe. In other words, maximum
reimage and MaxSG are the best choice for defenders and
maximum probe is the best option for attackers as they can
achieve their goals to maximum extent.

5. Conclusion
Evaluation of security performance of SDN architectures
plays a critical role in designing reliable structures and
estimating system risks. Focused on Mcad-SA, a novel SDN
structure, we attempt to establish a model to analyze its ability
to resist attacks with the assistance of game theory. This model
can represent players’ related information (actions, strategies,
etc.) and quantitatively assess system’s capability to deal
with risks. Experimental results indicate the introduction
of dynamism, redundancy, and heterogeneity into SDN can
intensify system’s security and maintain its consistent capability against diverse probes which is an extraordinary weakness
in current SDN frameworks. Further, we analyze equilibrium
in particular situations where common types of probes and
defense methods are included. And analysis results present
hints that for dynamic systems the design of their defense
strategies has certain effect on security enhancement, which
implies that how to devise effective defense mechanism is
crucial to maximize security gain. In the future, we plan to
take internal security mechanism of diverse controllers into
consideration and pay attention to hybrid security analysis.
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An intrusion tolerant system (ITS) is a network security system that is composed of redundant virtual servers that are online only
in a short time window, called exposure time. The servers are periodically recovered to their clean state, and any infected servers
are refreshed again, so attackers have insufficient time to succeed in breaking into the servers. However, there is a conflicting
interest in determining exposure time, short for security and long for performance. In other words, the short exposure time can
increase security but requires more servers to run in order to process requests in a timely manner. In this paper, we propose Duo,
an ITS incorporated in SDN, which can reduce exposure time without consuming computing resources. In Duo, there are two
types of servers: some servers with long exposure time (White server) and others with short exposure time (Gray server). Then,
Duo classifies traffic into benign and suspicious with the help of SDN/NFV technology that also allows dynamically forwarding
the classified traffic to White and Gray servers, respectively, based on the classification result. By reducing exposure time of a set of
servers, Duo can decrease exposure time on average. We have implemented the prototype of Duo and evaluated its performance in
a realistic environment.

1. Introduction
Nowadays, (nearly) everything in our lives is digitalized
and connected to each other, and it makes us easily access
necessary information. However, the richness of the connectivity causes another side effect that motivates cybercriminals
to reach connected resources for malicious purposes. To
minimize this effect, researchers and practitioners have been
putting huge amount of effort into devising diverse network security approaches. Those approaches are commonly
classified into two types: (i) signature-based network attack
detection system (e.g., Snort [1]) and (ii) network anomaly
detection system [2]. No one has doubt that they have effectively and efficiently protected our network environments so
far.
However, cyberattacks have become more sophisticated
and existing network intrusion detection/prevention mechanisms are no longer effective against such advanced attacks
[3]. In response to this problem, researchers have proposed

network intrusion tolerant system (ITS), which proactively
defends victim systems without detecting nor blocking intrusion attempts [4, 5]. Of the various types of ITS proposed
until today, recovery-based ITS, which periodically reverts
the production services to their clean initial states, is now
widely endorsed and deployed [3, 6, 7].
Technically, the recovery-based ITS can effectively reduce
attack surfaces of the servers [8] by making the servers
available to the public including any potential adversaries for
a very short period of time and restoring possibly compromised servers. Such a time period is referred to as exposure
time, and it plays an extremely crucial role in recovery-based
ITS [7, 9, 10]
The exposure time in recovery-based ITS creates a tradeoff between the cost and security. Taking the short exposure
time leads a server to be more intrusion tolerant, but it
will require more backup servers for high service availability
[7]. In contrast, the longer exposure time will require less
computing resources, accordingly. If the exposure time is
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configured to be too long, it will increase the chances of the
server being compromised. To this end, finding the optimal
exposure time for a recovery-based ITS is an important
problem.
Despite its importance, the matter of finding the optimal
exposure time is understudied and still remains unanswered.
The previous studies have only focused on reducing attack
surfaces of target servers [8, 11] or efficiently recovering target
servers [12, 13]. Indeed, they have pointed out that finding the
best exposure time for ITS is a critical problem that must be
solved, but this problem has never been clearly addressed.
In this paper, we propose Duo, a recovery-based ITS that
leverages software defined networking (SDN) and network
function virtualization (NFV) technologies to minimize the
overall exposure time without consuming additional computing resources. Unlike the previous ITS proposals that applied
uniform exposure time for all the servers, Duo adaptively
controls the exposure time. To do this, Duo first classifies
network requests into two criteria, benign and suspicious,
using the existing network security systems (e.g., NIDS). The
servers on the network are also classified into two server
groups, White and Gray, and the servers that belong to the
White group only handle the benign requests, while the
servers in the Gray group handle the rest. Here, the Gray
group in Duo is assigned shorter exposure time than that
of the White group because it is more likely that the Gray
servers will be compromised, and thus the servers are more
frequently reverted to their initial state for security purposes.
Although Duo can reduce the systemwide exposure time,
it introduces new challenges that must be solved. One
challenge is that the traffic classification points become the
network bottlenecks. Since our system investigates all the
incoming network packets, the network will likely be unstable
or even unavailable whenever there is a burst of inbound
network traffic. Another challenge is that it should be able
to determine how many and which type of servers (Gray or
White) should be spawned or killed based on the volumes of
suspicious and benign traffic on the network.
In this work, we address the first challenge with the help
of SDN [14, 15] that is inherently designed to control network flows flexibly. Duo forwards traffic to a corresponding
server according to its type. In SDN, this flow control is
easily described in a flow rule; once the rule is activated,
successive network flow will be forwarded to appropriate
servers. Furthermore, in resolving the bottleneck problem of
traffic classification, we employ NFV technology that allows
deploying multiple traffic classifiers as a virtual appliance in
a distributed manner. In addition, to resolve the second challenge, we propose a novel optimized resource management
algorithm that is based on integer linear programming (ILP).
When compared to the heuristic server provisioning scheme
proposed in [12], our algorithm finds the optimal number and
combination of different types of servers within the budget
instead of relying on the optimistic assumption that limitless
servers are available.
The main contributions of the paper are as follows: (1)
we propose a new recovery-based ITS architecture that can
reduce the average exposure time by classifying network flows
into two types and treating them differently according to their
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type. (2) To handle each type of network flows differently
and to minimize the overhead incurred by the classification
process, we introduce SDN/NFV into ITS. To the best of
our knowledge, Duo is the first attempt to incorporate ITS
into SDN/NFV technologies. (3) We implement a prototype
system to evaluate the performance of Duo, and the evaluation result shows that Duo effectively reduces the average
exposure time.
The rest of this paper is organized as follows: Section 2
presents preliminaries of ITS and SDN, and related work is
given in Section 3. Section 4 describes the architecture of
Duo and explains how it works in detail. The performance of
Duo is evaluated in Section 5, and we discuss its limitation
in Section 6. Finally, Section 7 presents future work and
concludes this paper.

2. Background
2.1. Intrusion Tolerant System. Intrusion tolerant system
(ITS) is a new type of security framework that ensures
the service availability and the integrity of potential victim
systems, which could be affected by any type of intrusion
attempts [9, 10, 21]. Unlike conventional security systems such
as Intrusion Detection and Prevention Systems (IDPS) whose
protection effectiveness solely depends on their intrusion
detection capability, ITS takes a different approach that does
not rely on the intrusion detection techniques in protecting
potential victim systems.
The key idea of ITS is that it continuously restores the
potential victim systems to their original pristine condition.
By doing so, on the one hand, the victim systems can keep
providing services even if they have been compromised,
and on the other hand, it can fundamentally minimize
any potential collateral damage that may be caused by the
compromise. For example, production servers usually stay
online for several months or even years without shutting
down [7], and thus, in a common APT (Advanced Persistent
Threat) attack scenario, they are the most preferred targets to
compromise and take control over because the attackers can
keep a long-term access to them and perform insider attacks
against other assets within the security perimeter. ITS can
fundamentally block such an illegitimate long-term access to
the internal systems that could put the entire network and
asset at risk by continuously reverting the production servers.
Meanwhile, maintaining high service availability is as
important as ensuring the system integrity; however, ITS’s
continuous system restoration strategy significantly impacts
the service availability. To solve this problem, ITS maintains a
number of server clones for each service, and it uses one copy
for providing the actual service at a time while having the
rest of the copies as the backups in the original pristine state
[7]. When the deployed instance expires and goes through
the restoration process, replacing the expired instance, one
of the backups is immediately deployed, thus enabling a
transparent and smooth service handoff. This feature can
be easily implemented using virtualization technology. For
instance, virtual machines (VMs) could be leveraged to maintain system clones and handoff the service from one clone
to another. In addition, compared with restoring physical
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Table 1: Summary table of related work.

Related work
SCIT [7, 16]
ACT [12, 13]
CloudWatcher [17]
QoSE [18]
Bohatei [19]
Snort [1]
Suricata [7]
HIF [20]

Topic
ITS
ITS
SDN/NFV
SDN/NFV
SDN/NFV

Description
Initially proposed recovery-based ITS
Recovery-based ITS with adaptive cluster scaling
Network flow inspection framework using SDN technology
On-demand security service provisioning in an SDN/NFV environment
SDN/NFV-based DDoS defense system

IDS

Open source network intrusion detection system

NTC

History-based IP filtering for SIP protection

machines, restoring virtual machines are far more time- and
cost-efficient.
2.2. Software Defined Networking. Software defined networking (SDN) is a new networking technology that enables
centralized network management. In SDN, the control plane
is decoupled from the network devices and placed on a
centralized controller, which can maintain a global network
view. The controller is often implemented in software, and it is
responsible for making decisions on how to deal with network
flows, while the data plane simply forwards the packet based
on the decisions made by the controller. SDN controllers
also implement a network abstraction interface, which allows
implementing diverse and innovative network functions into
SDN applications. For this reason, SDN networks are known
to be dynamic, flexible, and programmable.
Network managers can administer the network system
flexibly and dynamically. For example, the managers are
able to define a new flow rule that forwards network flow
incoming from switch A to switch B. If the SDN controller
installs the flow rule on the data plane, then the data
plane delivers network packets as instructed in the rule. In
the traditional network architectures, this process of rule
generation and registration is not possible without additional
efforts.
Recently, the characteristics of SDN are investigated to
find a new possibility that can enhance security performance.
In particular, combined with network function virtualization
(NFV) [22], SDN attracts much of the attention of security
researchers and network device vendors because the combination achieves successes in defending against network
attacks including a DoS (denial of service) attack defense and
network anomaly detection [17–19, 23].
2.3. Incorporating ITS into SDN. Since Duo serves network
traffic separately, it is a natural choice to incorporate the
system into SDN. In other words, to solve the bottleneck
problem that can be caused by the traffic classification, we
distribute the traffic classifiers within the system network. It
would be difficult to control incoming traffic to go through
the distributed traffic classifiers in the legacy network environment. In SDN, however, the SDN control plane can
generate flow rules to forward incoming traffic to one of the
deployed traffic classifiers, which will be selected in the way
of minimizing routing overhead.

3. Related Work
We now discuss previous studies that have addressed the
challenging issues similar to ours and present summaries of
them in Table 1.
3.1. Intrusion Tolerant System. The Self-Cleansing Intrusion
Tolerance (SCIT) architecture restores its VM servers in the
system to their known pristine or initial state in a periodic
fashion [7, 16]. A server stays active for a certain period
of time, called exposure window, and the SCIT controller
recovers the server to its initial state after the exposure
window expires. As a consequence, SCIT makes it impossible
for an intrusion to reside in the system longer than the
predefined exposure window, and thereby damage caused by
the intrusion can be minimized.
An intrusion tolerant system based on adaptive cluster
transformation (ACT) attempts to guarantee a high level of
system availability by transforming its VM cluster in an adaptive manner [11, 12]. A dynamic cluster expansion/reduction
scheme, the main feature of this approach, examines whether
the volume of incoming requests increases or decreases. If
the volume increases due to an explosion of normal traffic
or a DDoS attack, it decides to expand its VM cluster by
adding more VMs. On the other hand, if the request volume
decreases, it reduces the VM cluster by subtracting VMs from
the cluster to save its computing resources and prepare for
additional attacks.
These ITS architectures seek to gain safety and availability,
but they are not yet comprehensive enough to satisfy both
security attributes simultaneously. In other words, SCIT does
not account for attacks to exhaust computing resources such
as network bandwidth or CPU, which are the major threat to
modern network systems. ACT-based ITS, on the other hand,
focuses on availability rather than safety, and it is improper
for large-scale server systems because a threshold should be
calculated in advance to change the cluster size, and it adds
or drops only 2 VMs at a time.
3.2. Software Defined Networking. Combination of SDN
and NFV technologies contributes to the enhancement of
network security systems. CloudWatcher monitors network
flows and selects optimal routing paths for network flows to
be inspected by security devices [17]. To this end, CloudWatcher’s routing selection algorithm is implemented on
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top of SDN that has well-defined functionalities to control
network flows flexibly.
QoSE is a network security framework that provides
security services in an adaptive fashion employing NFV
[18]. Specifically, QoSE framework is composed of multiple
virtualized network function middleboxes, and considering
not only path status but also the middleboxes’ availability,
QoSE forms paths through which network flows should pass.
Bohatei is a DDoS defense system that is also based
on SDN and NFV [19]. Unlike conventional DDoS defense
mechanisms, Bohatei virtualized DDoS defense appliances
based on NFV and distributed them flexibly. Hence, network
flows do not have to go through a certain security middlebox
that is fixed at a certain point, which can act as a bottleneck
point.
Inspired by CloudWatcher and QoSE, Duo adopts distributed traffic classifiers so that we address the latency problem that can be caused by the centralized traffic classification
process. In addition, Bohatei motivates us to design the NFVbased traffic classifier, which helps efficiently distribute the
classifiers over the data plane.
3.3. Intrusion Detection System. Intrusion detection system
(IDS), such as Snort [1] and Suricata [24], is a reactive security
system that defends a target system against intrusions (or
successful attacks) by detecting attack trials [2]. It detects
an attack trial and reports that incident to the network
administrator, and then he or she decides which action to take
to eliminate the threat. IDS can employ different approaches
that are classified as anomaly- and signature-based detection
in general [25], and both of them require signature or
anomalous behavior patterns of attacks in advance to detect
attacks. However, it is not often the case that such signatures
and anomalous characteristics of attacks are available before
the attacks show up, and thus IDS sometimes fails in detecting
attack trials.
Different from IDS, the recovery-based ITS takes a proactive approach to eliminate threats from attackers. Aiming
to remove any intrusions in the target system by selfrejuvenating methods [16], the recovery-based ITS assures
the safety of the systems.
3.4. Network Traffic Classification. Network traffic classification has been an important research topic in network security
community [26]. In our work, network traffic classification
is deemed a process to seek a client’s reputation in terms of
security. In this context, our traffic classification is analogous
to Peng and others’ work [20] in that their history-based
IP filtering admits incoming packets if their senders have
already accessed a network’s edge router normally and their
IP addresses have been registered in a history-based IP
database. However, if an adversarial user launches attacks
after deceiving the history-based IP database by sending
reconnaissance packets, then it is hard for history-based IP
filtering to block attack packets. Our work, on the other hand,
takes a conservative approach that inspects every incoming
packet to reinforce the security performance.
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Figure 1: The architecture of Duo.

4. System Design
Duo is a new network intrusion tolerant system (ITS) that
consolidates the security features of ITS with SDN. Since
the main goal of Duo is to minimize exposure time of ITS
by treating network requests differently, we employ SDN to
control network requests flexibly in realizing Duo.
4.1. Architecture Overview. In Figure 1, we illustrate the architecture of Duo which is composed of three main components
as follows: (i) central controller, (ii) dual server cluster, and
(iii) traffic classifier.
Central controller manages the dual server cluster and
SDN flow rules. To this end, the central controller has four
modules as follows:
(i) Statistics calculator collects statistics on how many
network flows in each type (i.e., suspicious and
benign) are getting in to the system.
(ii) Container manager computes the optimal size of the
dual server cluster and the proper number of traffic
classifiers, using the statistics information provided
by the statistics calculator. This module also creates
container servers and traffic classifiers.
(iii) Server state table keeps track of servers’ state change
that follows the server lifecycle model.
(iv) Flow rule manager creates and installs a new flow
rule if unknown network flow accesses the system.
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Figure 2: The overall working scenario before an attack is detected.

Moreover, this module updates already installed flow
rules if benign network flows turn out to be malicious.

plane. So, whenever a network flow enters the system, it
should be inspected by one of the traffic classifiers.

Dual server cluster is two groups of the servers, White
and Gray clusters, and the servers in both clusters have the
same functionalities but the exposure time. The two clusters
are adaptively scaled as the central controller computes the
appropriate size of each cluster in a periodic fashion.
Traffic classifier (TC) is a software appliance that determines whether network traffic is benign or not. On top of the
NFV technology, Snort [1], an open source NIDS, is installed
on multiple containers, which are distributed over the data

4.2. Overall Working Scenarios. Now, we present the overall
workflow of Duo by taking example scenarios as shown in
Figure 2. When (1) an HTTP request arrives at Duo, the data
plane searches for a flow rule that instructs how to handle the
request. If the data plane cannot find any matching rules for
the request, (2) it asks the control plane (or, more specifically,
the central controller) what to do with the request, sending a
packet in message. Then, (3) the central controller installs a
flow rule on the data plane, which sends the request to the TC
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Figure 3: Working scenario when an attack trial is detected.

using a flow mod message. (4) The TC inspects the request
and decides the type of the request between two types: benign
and suspicious. Suppose that (5) the request is determined as
benign by the traffic classifier, and then this request is sent to
a White server.
On the other hand, suppose that an attacker wants to
access a server. In this case, Duo handles his packets as
usual (i.e., from (6) to (10) in Figure 2). However, at some
time point, as shown in Figure 3, (11) he will start an attack,
and this trial will be recognized by the traffic classifier.
Then, (12) the accident is reported to the central controller
immediately, and (13) the previously installed flow rules
for the attacker will be removed from the data plane. The

central controller will install a new flow rule that describes
(14) to forward the attacker’s packets to a Gray server
afterward.
4.3. Why ITS Classifies Network Flows. The key idea of Duo is
to have different recovery schedules for the components (i.e.,
servers). Basically, Duo is a recovery-based ITS that recovers
the servers to their pristine state in a periodic manner.
However, unlike existing ITS studies, Duo does not employ
a uniform recovery schedule. Rather, it classifies traffic into
two types and gives the servers different exposure times
depending on the type of traffic to which the servers are
assigned.
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Then, why do we bother to classify network flows even in
designing the recovery-based ITS? The answer is that every
flow does not leave the same footprint when it is served by
the server. In other words, most of the users are benign and
want to receive services reliably, but some adversarial users
seek to make security breaches by infecting the server. Thus,
if the server served illegitimate or suspicious flows, it is highly
probable that the server would be polluted while serving
them. On the other hand, if the flows are benign, possibly the
server remains uncontaminated.
Under this premise, we divide the servers into two groups:
White and Gray cluster. The two clusters have a different
recovery schedule because they are in charge of serving the
two different types of network flows: benign and suspicious
flow. Benign flows are served by the servers in the White
cluster; hence the servers do not have to recover frequently,
which helps save resources. Suspicious flows, on the contrary,
are served by the servers in the Gray cluster, which will
recover more often than those in the White cluster. This is
because the servers in the Gray cluster are believed to have
pollutants during their operation.
4.4. How Duo Fortifies Security of ITS. The goal of Duo is
to reduce the exposure time of a recovery-based ITS. Duo
has a separate group of servers (i.e., Gray cluster) that are in
charge of serving suspicious network traffic, whereas the rest
of the servers (i.e., White servers) will handle benign network
traffic. Since the Gray servers are more likely to be exposed to
threats than the White servers, we give the Gray servers much
shorter exposure time than the usual exposure time, which is
assigned to the White servers. Intuitively, as we have assigned
the shorter exposure time to a part of the servers, the average
exposure time over the system becomes much shorter than
when all the servers have the usual exposure time.
To achieve the goal, we addressed three main issues as
follows:
(i) Duo employs the dual server cluster that constitutes
two types of servers, White and Gray clusters, that are
separated by their exposure time. The Gray servers are
given shorter exposure time than that of the White
servers because they will handle suspicious traffic.
(ii) Duo scales the dual server cluster adaptively, to cope
with the change in volume of network traffic. The
scaling process is operated by an ILP-based algorithm,
which finds the optimal size of each server cluster
within budget in terms of the container servers
available.
(iii) To classify network traffic into suspicious and benign
types, Duo employs traffic classifiers that are implemented on top of the NFV technology. To minimize
overhead that can be caused by traffic classification,
multiple traffic classifiers are distributed over the
network.
4.4.1. Dual Server Cluster. The dual server cluster is two
server clusters that consist of containerized servers. Duo
distributes the container servers between the dual server
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cluster according to their exposure time. If a server is assigned
to the White cluster, then its exposure time is set to 𝐸Long . On
the other hand, if the server is allocated to the Gray cluster,
then the server’s exposure time becomes 𝐸Short . The difference
between 𝐸Long and 𝐸Short is time duration for the server to be
online; 𝐸Short is defined much shorter than 𝐸Long because the
servers in Gray cluster serve suspicious requests that are more
likely to be malicious.
By letting exposure time of a group of container servers
much shorter than that of the other, we are able to reduce
the overall exposure time of the entire system. Existing ITS
architectures assign all the VM servers uniform exposure
time without addressing how they select exposure time [8, 11,
12, 16, 27, 28]. However, we argue that the overall exposure
time can be reduced without using additional resources if we
assign each server unidentical exposure time in accordance
with the type of clients that the server will handle.
To show how exposure time of Duo can be reduced,
we define 𝐸, systemwide exposure time, which represents the
mean exposure time of the running servers of ITS. Unlike
existing ITS architectures employing uniform exposure time,
we employ two different exposure times, and thus it is not
possible to perform a direct comparison of exposure time
between Duo and other architectures. Hence, we compare the
two systemwide exposure times, 𝐸Duo for Duo and 𝐸Uni for
ITS with uniform exposure time:
𝐸Duo =

𝐸Long ⋅ 𝑊 + 𝐸Short ⋅ 𝐺
𝑁

𝐸Uni = 𝐸Uni ,
𝐸Short < 𝐸Long = 𝐸Uni .

,

(1)
(2)
(3)

We define 𝐸Duo as shown in (1), where 𝑊 and 𝐺 denote
the number of each type of the running servers, respectively,
and 𝑁 is the sum of 𝑊 and 𝐺 (i.e., the total number of the
running servers). Note that, in case of an ITS architecture
with uniform exposure time, 𝐸Uni is equal to its server’s
uniform exposure time, 𝐸Uni , as shown in (2). Here, if we leave
𝐸Long the same as 𝐸Uni and assign 𝐸Short to the Gray cluster,
which is much shorter than 𝐸Uni ; then we conclude that it
holds that 𝐸Duo < 𝐸Uni as long as (3) is satisfied.
4.4.2. Resource Management. One pivotal role the central
controller plays is to manage resources, or the servers.
More specifically, the central controller recovers the servers
following their lifecycle model and provisions the dual server
cluster for additional servers when required.
Server Lifecycle Model. Before giving a detailed explanation of
the lifecycle model, we need to discuss the server state table
first. The central controller has the server state table, where
state information of running servers is stored. A server’s state
is summarized in seven fields as described in Table 2, and the
central controller keeps track of the server’s state change from
creation to destruction. The entries in the table are used for
scheduling server recovery and making flow rules to refer to
a location of servers.
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Table 2: An entry of the server state table.

Server id

Type

No. of recv packets

No. of sent packets

When the central controller decides to create a server, it
also generates a table entry for that server. Initially, except the
number of the received and sent packets, all the fields are filled
with values of a unique id, the type (i.e., White or Gray), the
creation time, the state (i.e., initial creation), and the location
(e.g., physical host id), respectively.
Now, we present the lifecycle model in detail as illustrated
in Figure 4. When a server is created, its state becomes creation, and the timestamp for this event is recorded in the state
table entry. With this timestamp, we will determine whether
a server should be recovered or not. After created, the server
soon receives the first packet, and its state transitions to
running, which means it is ready to handle packets. This state
transition event is also recorded in the state table entry.
When the server only has the grace time left within its
operational time, then the server goes into grace period state.
Here, the grace time denotes a time window during which
the server does not accept new requests and processes the
remaining requests in its queue. Giving the grace time to
the server, we prevent users from experiencing a sudden
interruption to the service provision. Finally, the server’s state
will be changed from grace period to destruction after the
grace time expires, or all the remaining requests are served
even if the grace time is not expired. At this state, the server
will be stopped and destroyed.
In SCIT, the servers’ lifecycle model is also proposed, but
their lifecycle model differs from ours in that our containerized servers do not need to remain ready for a long time
because they can be instantly created and become ready [7].
Server Provisioning. Another role the central controller plays
is to increase or decrease the size of server clusters dynamically. If the volume of traffic increases, Duo creates and puts
new servers into the clusters as far as computing resources
allow. Although defending against a denial of service attack
is beyond the scope of this work, this operation ensures
availability to provide users with services in a timely way.
On the other hand, to save resources, Duo decreases the size
of server clusters when the central controller estimates that
the number of running servers is too large for the volume of
current traffic.
When a server is going to recover, another server should
replace the server as long as the volume of traffic remains flat.
Similarly, in case of an increase in the volume of traffic, additional servers should be supplied promptly to cope with the
situation. In Duo, to satisfy this requirement and to achieve
the main goal of reducing the systemwide exposure time, we
take an optimization approach to the resource management
problem. To be specific, we formulate the problem as an
integer linear program (ILP) that is aimed at guaranteeing
availability with the systemwide exposure time minimized.
In (4), we present the ILP formula for the resource
management problem with the objective function to minimize the sum of the running servers’ exposure time. The

Creation time

State

Location

Running time + grace time < exposure time

Running
state

Destruction
state

(1) Grace time expired
(2) No request enqueued

Upon receiving a packet

Creation
state

Grace period
state

Provisioning
request

Figure 4: The lifecycle of a containerized server.

objective function is dependent on the variables 𝑥 and 𝑦,
which are the number of White and Gray servers in running
state, respectively. 𝐾 denotes a server’s capacity to serve the
requests, which means the maximum number of requests that
a server can process for one second (rps). In addition, we
define the volume of benign and suspicious traffic as BT and
ST in rps, respectively:
𝑥

minimize

𝑦

∑𝐸Long + ∑𝐸Short

(4)

subject to the following constraints:
𝑥≥

BT
𝐾

(5)

𝑦≥

ST
𝐾

(6)

𝑥 + 𝑦 ≤ MAX − 𝑇,

(7)

where
𝐾 is the capacity of a server (rps),
BT is the volume of benign traffic (rps),
ST is the volume of suspicious traffic (rps),
𝑇 is the number of traffic classifiers,
MAX is the max number of servers a system can
make.
In order to handle requests without much delay, the
system expects to have 𝑥 White servers and 𝑦 Gray servers.
However, the expected total number of servers, 𝑥 + 𝑦, should
not exceed MAX − 𝑇, assuming that the system can have total
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(1) def calcRank (switch, tc):
(2)
p = .5
(3)
state = tc.state
(4)
busy = tc.busyness
(5)
near = relativeDistance (switch, tc)
(6)
return state * (p * near + (1−p) * busy)
(7)
(8) def selectTC (switch):
(9)
ranks = list ()
(10) for tc in trafficClassifiers:
(11)
rank = calcRank (switch, tc)
(12)
ranks.append (rank)
(13)
(14) ranks = sorted (ranks, descendingOrder=True)
(15) return ranks [0]
Algorithm 1: Traffic classifier selection algorithm.

MAX containers, out of which 𝑇 containers are used as traffic
classifiers. Satisfying these constraints, we periodically find
the optimal values for the variables 𝑥 and 𝑦.
4.4.3. Network Flow Management. Duo requires all new
network flows to go through a TC before flow rules for the
flows are activated. This approach, however, produces two
challenging issues related to security and performance. First,
an attacker can try to compromise the TC for the purpose
of forwarding his malicious packets to the White cluster.
Second, because the central controller checks the type of the
flow and then installs a new rule for the flow, users may
experience a long response delay if the network classification
process takes much time to give a result.
We elaborate on two possible scenarios that an attacker
prevents the TC from achieving its goal. First, we can
imagine that the attacker compromises the TC in order to
let the central controller make inappropriate flow rules. For
example, if the attacker succeeds in taking control over the
TC, he may make the classifier tag his packets as benign.
Then, his packets will be forwarded to the White cluster, and
he can get more time to attack the entire system afterward.
The other scenario is that an attacker can launch resource
exhaustion attacks (e.g., DoS attacks) to overload the TC with
new network flows. In this case, since the TC is the entry
point of the system, the throughput of the entire system can
be dropped considerably.
Distributed Traffic Classifier. In order to address these issues,
we (i) make the traffic classifiers intrusion tolerant and (ii)
distribute them across the dual server cluster. Like the web
servers, the TCs are also containerized and recovered to
their clean state, which are basic intrusion tolerance defense
operations that we believe can protect the TCs against attacks.
Distributed TCs, on the other hand, are more related to
availability. For instance, if the system has a single TC, then it
cannot continue to provide users with services as soon as the
TC fails. Therefore, we deploy multiple instances of the TC,
as described in the previous section. However, we limit the

number of TCs because they perform a single operation (i.e.,
classification).
To realize the distributed traffic classifiers, Duo deploys
the TCs as a virtual network function (VNF) and distributes
them across the dual server cluster. Recently, combined with
SDN, the network function virtualization (NFV) technology
fosters better security by enabling network functions to be
virtualized. For example, without using a middlebox, we are
able to install software IDS, such as Snort [1] or Suricata
[24], on a VM and to initiate SDN flow rules in order for
network traffic to make a detour through the VM. Then,
network traffic will be inspected or monitored by the VM,
more specifically the virtualized IDS.
Traffic Classifier Selection. If a packet arrives an edge switch
of the system, and there does not exist a matching flow rule
to the packet, then it is forwarded to a TC to be inspected.
However, because there are distributed TCs, when we select
a TC to classify the packet, we need to consider the routing
overhead and the state of a TC. For example, Since the
containerized TCs are distributed over the dual server cluster,
there are many paths from the edge switch to a TC, and some
of the paths may not be optimal. In addition, a TC can be
busy when a large number of new packets are flocked to the
classifier. Therefore, the central controller needs to make an
efficient routing path for the new packets.
Therefore, we propose a TC selection algorithm as presented in Algorithm 1, considering the factors as follows:
(i) nearness: the relative distance from the edge switch to
a TC,
(ii) busyness: the degree to which a TC is relatively busy,
(iii) state: the state of a TC, whether or not a TC is going
to recover soon.
When we design the TC selection algorithm, we first consider
how many nodes exist between the edge switch and a TC.
Basically, the shorter the path from the switch to a TC is, the
less the time it takes for a packet to be delivered. Next, the
busyness of a TC is as important as the shortest path because a
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Busyness: 3
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Figure 5: Example scenario of the traffic classifier selection algorithm.

busy TC may impose waiting time on the traffic classification.
Last, the state of a TC is also a decision factor. Even if the path
is short and a TC is idle, the TC is not available if it is about to
recover soon. In other words, a TC in the grace period state
cannot be selected:
rank = state ∗ (𝑝 ∗ nearness + (1 − 𝑝) ∗ busyness) .

(8)

In order to select the most appropriate TC, the algorithm
first computes ranking values for each TC, which is presented
in (8). There are three variables: state, nearness, and busyness.
The variable state can have a binary value meaning whether
or not a TC is in the running state. The variable nearness is
defined as the distance between a TC and a client, and the
variable busyness denotes how much a TC is busy. The last
two variables have relative values. For example, as illustrated
in Figure 5, if we assume the TC-3 is the busiest among the
3 TCs, then its busyness value becomes 3. In addition, since
the hop count between the client and the TC-2 is the largest,
the nearness of TC-2 becomes 3. Finally, the importance of
the two variables is regulated by the regulation factor 𝑝, which
lies between 0 and 1. For example, setting 𝑝 to 0.5 indicates
that we treat the importance of the variables equally.
4.4.4. Central Controller Protection. In Duo, the central
controller is an intelligent part that is in charge of controlling
server recovery and network flows. These operations are
the main mechanisms for Duo to protect a victim system,
and thus failure of the central controller can lead to failure
of the victim system. However, since the central controller
is an SDN application, it is moved to the control plane
of SDN, and, as a result, its security is more fortified.
Specifically, the central controller is isolated from the outside
and thus protected from external threats. This is because
communication between the control and data plane in SDN
is performed in the OpenFlow protocol [29], and the data
plane does not have the capability to affect the control plane.
In addition, the central controller is deployed in a distributed
fashion along with the SDN controller, and so availability of
the central controller is also increased.

5. Performance Evaluation
5.1. Evaluation Environment. In order to evaluate the performance of the proposed system, we have implemented the
prototype of Duo in the mininet environment [30]. Mininet
allows building SDN prototypes easily, and it is widely used
to develop and evaluate OpenFlow applications, providing a
realistic network setting. In addition, we use ONOS [31] as the
SDN controller, and we build the central controller on top of
ONOS using its APIs.
As illustrated in Figure 6, we compose the evaluation
topology, which consists of four switches, two clients, and
lots of virtual servers including traffic classifiers. To build the
servers and the traffic classifiers, we use mininet hosts that are
container-like virtual machines. We create a web server that
is running on each server, and a copy of Snort is installed on
each traffic classifier. Inspired by FlowTags [32], we modify
Snort to tag packets if it finds the packets suspicious. In
particular, for a realistic performance evaluation, we used real
web server logs collected for one year, and the web server is
maintained by a software vendor to advertise their products.
Since the web server consists of WordPress to publish the
contents, we can observe considerable attack trials related
to WordPress. Finally, we replay the web logs using Apache
JMeter [33].
5.2. Resource Management. In Figure 7, we present the status
change of the servers and how they increase or decrease
in number. Specifically, there are three boxes in red, which
indicate the number of (1) the running servers and (2)
additionally required servers to process incoming traffic. If we
see the box at the top, the two numbers are the same, which
means the volume of traffic remains flat. On the contrary,
in the box at the middle, currently there are 4 Gray servers
running, and Duo determines that there should be 21 more
servers to deal with current traffic. However, due to resource
limitation, Duo can add 16 more servers only. Eventually, as
shown in the last box, 16 more servers are added, and thus
there are 20 Gray servers running.
5.3. Reduced Exposure Time. In this experiment, we compare
two ITS architectures and discuss how they are different in
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Figure 7: Server status change according to the lifecycle model and
server provisioning process.

terms of response time and exposure time. For this, we built
a baseline system that does not classify traffic and employs
servers with the same exposure time, 𝐸Uni , of 60 s, and then
we compare the baseline system and Duo. In case of Duo, we
use 60 s and 30 s as 𝐸White and 𝐸Gray , respectively.
In Figure 8, we show the average exposure time of the
baseline system and Duo. According to the volume of two
types of traffic, the White and Gray servers are increased
and decreased in number. For example, at time point 6, there
is more suspicious traffic than benign one, and hence Duo
added more Gray servers, which results in decreasing the
average exposure time. On the other hand, at time point 9,
more benign traffic enters Duo, so White servers are created
to handle those traffic.
The average exposure time of Duo, 𝐸Duo , is always shorter
than that of the baseline system, 𝐸Uni . Since we set 𝐸Uni and
𝐸White the same, and 𝐸Gray is shorter than them, 𝐸White acts as

the upper bound of the average exposure time as defined in
(1).
5.4. Traffic Classification Overhead. Another concern that
needs to be addressed is how Duo can reduce the traffic classification overhead. Since Duo requires incoming network
requests to be inspected by a traffic classifier, throughput
of the system can be dropped if an insufficient number of
traffic classifiers are deployed. To resolve this problem, Duo
activates or inactivates traffic classifiers on the fly according
to change in the volume of network traffic.
In Figure 9, we illustrate how the additionally activated
traffic classifiers can increase throughput of the system. To
conduct this experiment, we built a test bed that is composed
of multiple container servers on physical machines and SDNcompatible switches, and the test bed has a network topology
described in Figure 5. As shown in Figure 9, when compared
to the system without traffic classification process, Duo shows
about 20% of throughput when a single TC is employed.
However, throughput of the system is gradually increased
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as extra TCs are activated, and in our settings, the result
implies that Duo requires about eight TCs to minimize the
classification overhead.

6. Discussion
We now discuss some limitations in our work. First, Duo
employs the existing NIDS as the traffic classifier, which is
sometimes unable to classify network traffic correctly. For
example, if there is a zero-day attack, whose signature is not
disclosed yet, then our traffic classifier might tag traffic that
the attack generates as benign. However, the exposure time
of the White servers could be selectively tuned to be much
shorter than usual in order to eliminate such an attack from
the servers even if the attack succeeds in infecting them.
Thus, Duo can focus more on strengthening the security
performance.
Second, in the current design, every network flow is
inspected by the TC, which introduces new latency. However,
attackers may send benign packets first and attack packets
next. So, if we can model the time when attackers start to send
suspicious packets, then we are able to send the suspicious
packets directly to the Gray servers after inspecting packets
only during the period of the modeled time. Extending Duo
to reduce the time that network traffic should pass through a
traffic classifier is future work.

7. Conclusion
In this paper, we propose Duo, an ITS incorporated in SDN,
which is aimed at reducing exposure time by classifying network traffic into two types: suspicious and benign. According
to the classification result, suspicious traffic is forwarded to
Gray servers and benign one to White servers. Since the
Gray servers are more likely to handle malicious traffic, we
assign them much shorter exposure time than that of the
White servers, which can reduce the average exposure time.
To achieve this, we should address two key challenges; one
is classification bottleneck problem and the other is server
management considering the volume of each type of traffic.
To address the first challenge, we employ SND and NFV
technologies that enable centralized and adaptive network
flow management. With the help of SDN/NFV, we perform
the traffic classification in a distributed way. To resolve the
second challenge, we formulate the server management problem taking an ILP approach. Our performance evaluation
shows that Duo reduces the average exposure time even if the
volume of traffic changes. To the best of our knowledge, Duo
is the first work that incorporates ITS into SDN.
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Software-Defined Networking (SDN) promises the vision of more flexible and manageable networks but requires certain level
of programmability in the data plane to accommodate different forwarding abstractions. SDN software switches running on
commodity multicore platforms are programmable and are with low deployment cost. However, the performance of SDN software
switches is not satisfactory due to the complex forwarding operations on packets. Moreover, this may hinder the performance of
real-time security on software switch. In this paper, we analyze the forwarding procedure and identify the performance bottleneck of
SDN software switches. An FPGA-based mechanism for accelerating and securing SDN switches, named FAS (FPGA-Accelerated
SDN software switch), is proposed to take advantage of the reconfigurability and high-performance advantages of FPGA. FAS
improves the performance as well as the capacity against malicious traffic attacks of SDN software switches by offloading some
functional modules. We validate FAS on an FPGA-based network processing platform. Experiment results demonstrate that the
forwarding rate of FAS can be 44% higher than the original SDN software switch. In addition, FAS provides new opportunity to
enhance the security of SDN software switches by allowing the deployment of bump-in-the-wire security modules (such as packet
detectors and filters) in FPGA.

1. Introduction
Software-Defined Networking (SDN) is a transforming networking design that simplifies network management and
improves programmability of network [1]. Its basic attributes
include the separation of control and data planes, logically
centralized control of networks, and flexible and open interface to program underlying network infrastructure. In the
architecture of SDN, the southbound interface is responsible
for the interaction of network states between the control and
data planes. Furthermore, it defines the forwarding abstraction of SDN data plane.
As SDN offers some hope for rapid prototyping and
deployment, the data plane must provide mechanisms to
deploy new network protocols, header formats, and functions, yet it still forwards traffic as fast as possible. OpenFlow
is the most widely used standard SDN southbound interface
which is a vendor-independent interface to switching elements [2, 3]. Most SDN switches are thus OpenFlow SDN
Switches.

There are mainly two ways to implement the SDN data
plane: hardware and software. Some SDN hardware switches,
developed by the vendors of HP, NEC, and Arista, utilize
customized ASIC switching chip. Although the ASIC way can
get high forwarding performance, it can hardly be extended
for new protocols and functions. Programmable hardware
switches [4, 5] can provide the flexibility at the expense
of large amount of hardware resources, such as expensive
TCAMs for flow entries.
The SDN software switches are the most flexible to support new network services, new protocols, and new functions
[6–9]. Unlike the TCAMs in hardware SDN switches, memory resource for accommodating flow rules is abundant in
software SDN switches [10]. Thus, they are primary choices
for SDN researchers in laboratories and have been widely
deployed as first-hop virtual switches in data centers. However, a purely software-based approach can hardly satisfy the
strict performance and line-speed security requirements of
most modern networks.

2
With the continuous improvement of the capacity and
the computing power of FPGA (Field Programmable Gate
Array), we try to exploit benefits of FPGA on processing
packets. It is noteworthy that Microsoft has built FPGA fabric
attached to each server to accelerate large-scale data center
services with customized function logic [11]. Due to its high
performance with flexible reconfigurability, FPGA is also
a good choice for accelerating and securing SDN software
switches. We propose FAS (FPGA-Accelerated SDN software
switch) to enable the offloading of time-consuming software
functional modules and implementation of the real-time
security modules in SDN switch processing path. The mechanism can address the performance shortage nicely while
retaining the flexibility of software switches. In addition, it
can also enhance the security property of software switches
by deploying bump-in-the-wire security modules in FPGA.
The contributions of this paper are summarized as follows.
(1) We make a comprehensive survey on current SDN
switches in both academia and industry and classify the existing implementation models of SDN switches into different
categories.
(2) We analyze the bottlenecks in SDN software switches
on modern commodity multicore platform.
(3) We design FAS mechanism to offload functions in the
forwarding path of SDN software switch, including packet
buffer management, packet parsing, and some action executions for packets, to FPGA hardware.
(4) We implement the prototype of FAS on NetMagic-Pro,
an FPGA-based network processing platform, and compare
the performance with the original SDN software switches on
commodity multicore platform.
The remainder of the paper is organized as follows. In
Section 2, we review the evolvement of OpenFlow specification and introduce current SDN switches and their implementation models. Section 3 analyzes the overhead of OpenFlow forwarding in SDN software switches and points out
the bottlenecks. In Section 4, we put forward a mechanism to
offload software procedures of OpenFlow forwarding path
to FPGA. Section 5 describes detailed design of the FAS
mechanism implemented on an FPGA-based network processing platform (i.e., NetMagic-Pro). In Section 6, we give
the performance comparison of FAS and the original SDN
software switch. We summarize our work in Section 7.

2. Background and Related Work
In this section, we firstly make a brief introduction of the
evolution of OpenFlow protocol, which challenges the design
of SDN switches. Then we describe implementation models of
SDN switches in both academia and industry.
2.1. Evolvement of OpenFlow. OpenFlow is the first and prevailing standard defined by Open Network Foundation
(ONF) among all SDN southbound interfaces. It is wildly supported by many commercial switches, including HP, NEC,
Arista, and Pica 8, and the list is still continually growing.
Since the first version (v1.0) distributed by ONF in
December 2009, the specification of OpenFlow has been
updated to version 1.5 in 2015 and has grown increasingly
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more complicated [3]. Although many features have been
added to OpenFlow, the core concept of OpenFlow has not
changed. OpenFlow switches process and forwards traffic on
the basis of flows instead of individual packets. In the first
version, the data plane abstraction is a single flow table of
flow rules which could match packets on 12 header fields (e.g.,
MAC addresses, IP addresses, and TCP/UDP port numbers).
In version 1.5, the OpenFlow switch has a pipeline of flow
tables, where each flow rule has match fields (41 fields in
the packet header), instructions (e.g., drop, flood, forward,
or send the packet to the controller), a set of counters (to
track the number of bytes and packets), a priority (to disambiguate between rules with overlapping patterns), timeouts
(expiration time of flow rules), cookie (opaque data value
chosen by the controller), and flags (to alter the way flow
entries are managed). Upon receiving a packet, an OpenFlow
switch identifies the highest-priority matching rule, performs
the associated actions, and increments the counters.
With the evolvement of OpenFlow specification, OpenFlow has been extended with more capabilities and functions.
As a result, the procedure of OpenFlow processing is getting
more complicated and proliferating with no sign of stopping.
It makes challenges to the implementation of SDN switches.
2.2. Implementation Models of SDN Switches. According to
the OpenFlow specification, an SDN switch usually consists
of four components: OpenFlow Channel (OFCh), OpenFlow Forwarding pipeline (OFFw), and physical port (Port).
Besides, to accelerate multiple-tuple classification procedure
in OFFw, a commonly used technique, Flow Cache (FCa), is
introduced in SDN switches [12]. The descriptions of the four
modules are as follows.
Port. It is the interface between the network and the switch
and is responsible for packet receiving and sending.
FCa. It is the fast forwarding path for OFFw, which caches the
entries recently matched in OFFw. Since network traffic has
sufficient locality to provide high cache hit rate with relatively
small cache size, FCa can accelerate the forwarding rate by
bypassing OFFw.
OFFw. It maintains flow table of entries, in which each entry
contains a set of packet fields to match and the corresponding
actions to perform (e.g., forwarding, dropping, and modifying header).
OFCh. In the event when a switch does not find a match
in OFFw, the packet is forwarded to the controller through
OFCh. After deciding how to forward the new flow, the controller sends OpenFlow messages to the required switches.
Then OFCh resolves those messages, generates flow rules,
and installs them to the flow table. Besides, OFCh is also
responsible for exchanging the states between the controller
and the switch.
SDN switches have been implemented on different platforms (e.g., general CPUs, fixed function switch ASICs,
reconfigurable hardware, NPUs, and FPGAs). The platforms
can be divided into two categories: hardware-based switches
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Figure 1: Current implementation models of SDN switches.

and software-based switches. Figure 1 shows different implementation models of the existing SDN switches. In the
hardware-based switches, FCa or OFFw is implemented by
hardware, such as ASICs and FPGAs. For example, Naous et
al. implement an OpenFlow switch on Stanford’s NetFPGA
platform [13]. Pongrácz et al. devise an NP-based SDN
switch to enhance the programmability in the data plane
[14]. Some companies, such as Pica 8, supply commodity
OpenFlow switches based on ASICs switch chips. These
hardware switches are based on the Flow Cache hardware
offloading model (in Figure 1(c)). RMT [4] and FM6000 [5]
devise reconfigurable match tables in the OpenFlow pipeline,
and they conform to the hardware forwarding model in
Figure 1(d). The SDN hardware switches can provide sufficient forwarding capability, but they are costly and inflexible.
Recent improvement in processing power of multicores
has given reason to revisit software switching. Due to
its high flexibility and short development cycle, the SDN
software switches are getting increased attention. Software
switches commonly use commodity off-the-shelf (COST)
PCs or servers equipped with multicores and multiple Network Interface Cards (NICs), running on general-purpose
operation systems (such as Linux). The general-purpose
OS provides a comfortable environment for research and
development. OpenFlow reference switch (maintained by
ONF) [6], OFSoftSwitch (maintained by CPqD) [7], and
OpenFlow Click (maintained by Stanford) [8] are the typical
SDN software switches referred to the software forwarding
model (in Figure 1(a)). Open vSwitch [9] (namely, OVS,
maintained by VMware) is an SDN software switch belonging

to the user space-kernel cooperation model as shown in
Figure 1(b). Table 1 gives the detailed information of abovementioned SDN switching platforms.

3. Problem Description and Analysis
3.1. OpenFlow Forwarding in SDN Software Switches. As the
OVS is the most advanced and widely used SDN software
switch, we focus on the user space-and-kernel cooperation
(UKC) model as shown in Figure 1(b). Figure 2(a) illustrates
the forwarding process of UKC model, while Figure 2(b)
shows the timeline of it. For simplicity, we first discuss the
procedure under multicore architecture with single-queue
Network Interface Cards (NICs). The case with multiplequeue NICs will be discussed in Section 3.2. Without loss
of generality, we assume that NET RX and NET TX of
hardware interrupts in NIC 𝑖 are both served by a fixed CPU
core 𝑖. Cores 𝑖 and 𝑗 are denoted as 𝐶𝑖 and 𝐶𝑗 in Figure 2(a).
If 𝑖 equals 𝑗, packets are sent and received through the same
NIC and processed by the same CPU core.
When a packet arrives at NIC 𝑖, this packet is attached
to a descriptor in the NIC 𝑖’s receiving (namely, RX) queue.
The descriptor indicates the memory locations to store the
incoming packets via Direct Memory Access (DMA) transfer.
There are two data structures in the network stack of Linux
Kernel. data buff of 2 KB size is to hold the packet itself.
The other data structure is sk buff, which carries packet
information metadata (e.g., pointer of packet data, MAC
header, IP header, and packet states) used by TCP/IP protocol
stack. The size of sk buff is about 250 bytes. The sk buff has a
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Names
NetFPGA-based
OpenFlow switch
NP-based OpenFlow
switch
Commodity OpenFlow
switch
RMT
FM6000
OpenFlow reference
switch
OFSoftSwitch
OpenFlow Click
Open vSwitch

Supporting
OF version

Languages/hardware
type

Application scenarios

Reference model

1.0

FPGA

Research

Figure 1(c)

1.0

Network processor

Research, enterprise

Figure 1(c)

1.0

ASIC

Research, enterprise, data center

Figure 1(c)

All
All

ASIC
ASIC

Research, enterprise
Research, enterprise

Figure 1(d)
Figure 1(d)

All

C

Research

Figure 1(a)

After 1.3
All
All

C
C++
C & kernel C

Research
Research
Research, virtualized data center

Figure 1(a)
Figure 1(a)
Figure 1(b)
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Figure 2: UKC implementation models of SDN software switch.

pointer to data buff, and it makes up a Skb with the data buff.
After hardware interrupt of packet incoming is served, the
Software Interrupts (SoftIRQs) are scheduled afterwards to
accomplish the subsequent packet processing. The SoftIRQs
are also bound to the specific processors.
In OVS, the handler function of SoftIRQ of 𝐶𝑖 parses the
packet by extracting all related match fields from Skb and
stores them to flow key.
The flow key is used to look up the Flow Cache, which
is shared among all processors in the kernel. If the Flow
Cache contains the flow key value, the Flow Cache will
return instructions for processing the packet. Then it updates
corresponding states and executes actions to the packet. If
the packet is to be delivered by NIC 𝑗, it will be placed in
the sending (namely, TX) queue of the NIC 𝑗. The sending

process will be called in the function of NET TX SoftIRQ of
𝐶𝑗.
If the lookup of Flow Cache is missed, the packet will be
sent to the user space of Linux via the communication mechanism between the kernel and the user space, for example,
netlink. Multiple handler threads in the user space will be
created when the OpenFlow software switch is set up. These
threads are responsible for processing mismatched packets
coming from the kernel. The handler threads look up the
shared multiflow tables. If the packets match with the tables,
the handler threads will calculate for new Flow Cache entries
and update them into the Flow Cache. The handler will also
reinject the packet back to kernel for executing corresponding
actions on the packet. If not, a Packet-in message will be
generated and sent to the controller. The controller responds
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𝑇 = 𝑡1 + 𝑡2 + 𝑝1 𝑡3 + (1 − 𝑝1 ) 𝑝2 (𝑡4 + 𝑡5 )
+ (1 − 𝑝1 ) (1 − 𝑝2 ) (𝑡6 + 𝑡7 ) .

(1)

Due to the high locality of network traffic and the proactive flow rule setup, the Flow Cache can get a high hit rate.
As verified by Pfaff et al., the overall cache hit rate of Open
vSwitch was 97.7% (i.e., the value of 𝑝1 ) in a real commercial
multitenant data center [15]. Thus, in most instances, the total
process time 𝑇 of a packet in SDN software switches can be
approximately calculated as

5000
4000
CPU cycles

with a FlowMod message to install corresponding flow rule
for the packet to the multiflow tables.
Based on the analysis of the forwarding process, we
evaluate the processing overhead in SDN software switches.
We make some notations to define the time slots in the
procedure. The time period from the packet arriving at the
NIC to the lookup of the cache is denoted as 𝑡1 . The time of
Flow Cache lookup is 𝑡2 . The time period from the start of
matching Flow Cache to the end of sending out the packets
is 𝑡3 . In the lookup, we denote the cache hit rate as 𝑝1 . The
time period from the start to the end of looking up multiflow
tables of user space is 𝑡4 . The time period from the beginning
of matching multiflow tables to the end of sending out the
packet is 𝑡5 . We denote the hit rate of multiflow tables as 𝑝2 .
The time period from the start of triggering the controller to
the end of installing the rule is 𝑡6 . At last, the time used for
sending out the packet is 𝑡7 . Given these notations above, the
evaluated total processing time 𝑇 is formulated as follows:

3000
2000
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0

Receive

Parse
Packet

Lookup

Update
State

Execute
Action

Send
Process

Packet forwarding process

Figure 3: Packet forwarding process overhead breakdown. The
processing for packets in Execute Action module only contains the
forwarding operation.

I/O. By combining some of above techniques, Intel develops
a high-performance packet processing architecture on x86
platforms, named Data Plane Development Kit (DPDK) [19].
But the DPDK framework needs the support of specific
CPU and NIC, which is not general. Rizzo designs a novel
framework for fast packet I/O in general-purpose OS, named
netmap [20]. However, netmap is originally run in the user
space of OS. The performance drops when it is applied to
kernel-based SDN software switches.

3.2. Bottlenecks in SDN Software Switch. There are three main
bottlenecks (i.e., packet I/O, software forwarding, and OpenFlow classification) in SDN software switch.

Software Forwarding. A critical problem is contention for
shared resources—caches, queues in NICs, and flow tables—in the case of multiple threads running concurrently
to forward packets [21]. In order to improve the processing
performance of SMP Linux, NIC-based core affinity is proposed to exploit the parallel packet processing capability of
multicore architecture. By maintaining the affinity relation of
a core and an NIC, software and hardware interrupts of the
NIC are handled by the specified core. As a result, it incurs less
cache miss and improves the execution efficiency of packet
processing. However, as for packet forwarding, the NICbased core affinity is not efficient. Since the receiving and
sending of packet are handled in different cores usually, which
causes the problems of mutex exclusion and cache coherence,
Han et al. propose queue-based core affinity [22]. Each
receiving and sending queue in an NIC maps to a core, and
the corresponding CPU core accesses the queue exclusively,
eliminating cache bouncing and lock contention caused by
shared data structures. However, the NICs must support
multiple queues and Receive Side Scaling (RSS), which can
hardly be scalable.

Packet I/O. Unlike CPU-intensive tasks, packet I/O is a critical step in software packet forwarding. Packet receiving and
sending consume a large amount of CPU cycles. As pointed
out in [18], the buffer allocation and release in packet I/O are
the two major overheads, which represent up to 54% of total
overhead.
Researchers have proposed several optimizing techniques
such as Skb recycle queue, memory mapping, batch processing, affinity, and software prefetching to accelerate packet

OpenFlow Classification. As described in Figure 2(a), the
OpenFlow classification in the kernel consists of the operations of packet parsing, Flow Cache lookup, counter updating, and action execution. Packet classification is time-consuming on general-purpose processors, and packet classification becomes even worse. According to the specification
of OpenFlow 1.5, 41 fields of packet should be parsed,
extracted, and looked up during the packet classification. That
makes OpenFlow classification extremely complex and be of

𝑇 = 𝑡1 + 𝑡2 + 𝑡3 .

(2)

These three periods constitute the fast path of the OVS.
As depicted in Figure 2(a), the OpenFlow fast path
consists of six functional modules: Receive, Parse Packet,
Lookup, Update State, Execute Action, and Send Process.
To understand the overhead for each functional module, we
run Open vSwitch in a commodity PC as a software switch.
We use the tool of Iperf [16] for generating the input traffic
which is running over two 1 GbE NICs of the PC. Then we
use Oprofile [17] to count CPU cycles for each function in
fast path of Open vSwitch. We group all functions into the
above six functional modules and the experimental results are
shown in Figure 3. As we can observe, the Lookup module
is the major bottleneck in the fast path. The other modules
consume up to 44% of processing time in total.
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Figure 4: The framework of FAS mechanism.

low performance. Thus Putnam et al. designed three-layer
cache architecture (microflow cache, megaflow cache, and
OpenFlow pipeline) for accelerating OpenFlow classification
[11]. Moreover, some actions of packet processing are costly
in software, such as fields rewriting and packet encapsulation/decapsulation.
In addition, the performance of the SDN software
switches will be largely decreased if complex security functions are required to be integrated. Most processing functions involved in security functions are stateful and CPUconsuming. The method to improve the security capacity
without hurting performance should be investigated for SDN
software switch.

4. FAS Mechanism
4.1. Architecture of FAS. Aiming at the above-mentioned bottlenecks of existing SDN software switches, we exploit programmable hardware, FPGA, to accelerate the rate of computation. FAS mechanism is designed to offload timeconsuming functional modules in the OpenFlow software
fast path to FPGA.
As depicted in Figure 4, the FAS mechanism consists of
three components in FPGA. Self-Described Buffer Management module is used to offload some time-consuming parts
in packet receiving and sending of the Linux kernel. Metadata
Generate module is to offload the procedure of parsing
packet. Execute Action is used to perform some actions
after acquiring packet and its actions from Metadata Resolve
module. Metadata Resolve module receives packet processing
metadata information from software, resolves it, and notifies
Execute Action module.

Packet Buffer Management Offloading. The management of
Skb for each packet is a critical operation during packet I/O.
It contains the operations of conversion from the raw packet
to Skb, initialization of Skb, and allocation and deallocation
of Skb. It consumes majority of CPU cycles in the procedure
of packet I/O. Previously, our research group has proposed
Self-Described Buffer (SDB) management in hardware to
eliminate the packet buffer management expenditure in
software [23]. In SDB, the original separated data structure
Skb—packet and its metadata—is merged into a successive
stored packet buffer (we call it the SDB packet buffer).
The software preallocates fixed size space for SDB packet
buffers in main memory at initial phase. This enables the
SDB hardware to be able to dynamically allocate and recycle
circular addresses of the SDB packet buffers during packet
I/O. The packet buffer management overhead of software
is thus eliminated. FAS makes use of SDB to alleviate the
bottleneck of packet I/O.
Packet Parsing Offload. The OpenFlow fast path extracts
matching fields to generate flow key by parsing Skb. And the
parsing procedure is the second most costly part as illustrated
in Figure 3. We thus offload the operation of packet parsing
to hardware and put the parsing result in the metadata of
the packet. The parsing process is relatively straightforward
in OpenFlow forwarding, as depicted in Figure 5. It can be
easily implemented in FPGA hardware.
Action Execution Offload. The Execute Action module in
FPGA executes partial actions for packet according to hardware capability. The fundamental operation is the forwarding
action to corresponding port. In the sending process, the
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Table 2: Comparisons of acceleration mechanisms for SDN software switches.
Method

Acceleration object

Complexity

Network
virtualization

HW state
manage. cost

Intel CPU/NIC

Packet I/O

Low

Support

No

Netmap lib

Packet I/O

Low

Support

No

Driver modification
Commodity switching
chip with TCAM

OF flow cache

Medium

Not support

High

OF forwarding path

High

Not support

High

Time-consuming functional
modules in OF fast path

Medium

Support

Low

Names
DPDK-based
OF switching
Netmap-based
OF switching
Flow Director
SSDP
FAS

FPGA

Tunnel_key

In_port

Ethernet

VLAN

IPv4

TCP

UDP

ARP

SCTP

ICMP

Figure 5: A parse graph example for OpenFlow.

hardware will resolve the packet address written in the
FPGA registers and read the packet with metadata by DMA.
The parameters of actions are carried in metadata, which
are specified by the software. For example, if the queue
action in metadata is resolved by the module of Metadata
Resolve, the packet will be enqueued to the specified queue
of corresponding port in FPGA. The offload of Execution
Action can eliminate complex and time-consuming software
packet operations, such as packet field rewriting and encapsulation/decapsulation.
Security Function Extension Interface. To support hardware
security functions extension, we have proposed a welldefined module interface. The downstream and upstream
interfaces of security modules are FIFO-liked interfaces and
the control command is encoded into the metadata in front of
the packet data. The security module can be easily embedded
into the FPGA processing pipeline if the module interface
definition is confirmed.
4.2. Comparisons between FAS and Existing Mechanisms.
Many mechanisms have been proposed to improve the

performance of OpenFlow software switching. We list stateof-the-art mechanisms and show their differences with FAS
in Table 2. DPDK and netmap provide high-performance
I/O framework for OpenFlow software switching. Note that
DPDK relies on specific CPUs and NICs (e.g., Intel 82599),
while netmap can be used for general NICs [24]. Flow Director proposes using the packet classification hardware on the
NIC as OpenFlow fast forwarding path [25]. But the cost of
maintaining the Flow Cache entries in NIC driver is relatively
high. SSDP proposes enhancing slow software forwarding
path with commodity switching chip including TCAM [26].
The common OpenFlow forwarding path is divided into two
data planes in SSDP: macroflows in switch chip and microflows in CPU. Maintaining state consistency between the
two data planes is intractable.

5. Preliminary Implementation
This section describes a design and preliminary implementation of FAS on NetMagic-Pro (NMP), which is an FPGAbased network processing platform with multicore CPU.
5.1. Brief Introduction of NetMagic-Pro. The hardware and
software in NMP (as shown in Figure 6) are both programmable for packet processing. The total power consumption of NMP is 85 W. NMP consists of four parts: CPU board,
FPGA board, line-card board, and power supply. The CPU
board integrates an Intel i7-4700EQ CPU with 4 GB memory.
The FPGA board is equipped with Altera EP4SGX180 and
a piece of Flash storing the configuration file of the FPGA.
The software running on multicore CPU communicates with
FPGA through the PCIe bus. The PCIe v2.0 with 8 lanes offers
a high link bandwidth of 40 Gbps in each direction. The linecard board provides eight 1-GigE Ethernet ports.
Similar to NetFPGA, NMP enables researchers and students to experiment with Gigabit rate networking hardware.
The difference is that NMP provides better programmability in both hardware and software and higher softwarehardware communication performance than NetFPGA. We
implemented FAS mechanism on the platform of NMP.
5.2. FAS Driver. A kernel driver in the software is designed
for FAS. It is responsible for NMP packets (including metadata, flow key, and packet data) communicating between the
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Table 3: Basic functions for the virtual Ethernet port.
Intel i7

Altera
EP4SGX180

8 × 1 ＇％

Figure 6: NetMagic-Pro network platform.
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Flow_key
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ETH headder
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.. header
.
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2 ＋＂

Figure 7: The format of NMP packet.

software and hardware. The data structure of NMP packet
is illustrated in Figure 7. Instead of packet descriptors, all
control messages for the packet are stored in metadata,
including DMA address, ingress port, next NMP packet
address, and packet valid indicator. Flow key of 64 bytes
consists of all matching fields extracted by hardware, whose
size is 64 B. Packet accommodates the packet head and body,
which is usually less than 1518 bytes. Therefore, 2 KB memory
is preallocated for each NMP packet by software. FAS driver
utilizes two techniques to optimize the performance of packet
I/O and reducing cache miss rate in packet forwarding.
Polling Instead of Interrupt. Different from the hybrid of
interrupt and polling in Linux NAPI (New API), we adopt
polling approach to fetch the incoming NMP packets in FAS
driver. It is reasonable since NMP is a packet forwarding
platform. The FAS driver polls NMP packet from hardware
DMA. The packet valid flag in the metadata is used to
indicate whether the packet is ready to be processed. The
NMP packets are organized into chain to simplify the polling.
The next NMP packet address points to the next packet to be
processed.
Core Affinity in Packet Dispatch. Each polling thread only
runs on one CPU core. NMP packets are organized in chains;
each chain is only assigned to one thread, namely, one core,
for processing. With Run-to-Completion (RTC) mode of

Interface of function
static int nmp open(struct net device
∗
netdev)
static int nmp close(struct net device
∗
netdev)
static int nmp xmit frame(struct
sk buff ∗ skb,struct net device ∗ netdev)
static struct net device stats
∗
nmp get stats(struct net device
∗
netdev)
static int nmp set mac(struct
net device ∗ netdev,void ∗ p)
static int nmp change mtu(struct
net device ∗ netdev,int new mtu)

Description
Open a port
Close a port
Send packet to a port
Acquire port statistics
Set MAC address of a
port
Set MTU of a port

thread, each packet is received and transmitted by one core. It
thus reduces the context switching overhead among different
cores during processing. And it also reduces TLB update in
accessing packet buffer.
5.3. Virtual Ethernet Port. Virtual Ethernet ports are required
for OpenFlow software switches to fully utilize the features of
FAS. In NMP, the Ethernet ports are not standard commodity
NICs. Therefore, we implement a customized network device
for virtual Ethernet ports in NMP, which is applied to
exchange packets and states for OpenFlow software switches.
The virtual Ethernet port provides basic functions for
packet forwarding applications, including network device
application, packets sending/receiving, port counting, MAC
address configuration, and Maximum Transmission Unit
(MTU) configuration. Thus, the virtual Ethernet ports of
NMP transparently support all features of OpenFlow software switches running on NMP. The core operation of
customized network device is the conversion between Skb
data structure and NMP packet. As shown in Section 6.2, the
cost of conversion is quite low.
There are three steps to implement the virtual Ethernet
port for NMP. In the first step, we allocate a new network
device by calling alloc etherdev in the kernel. In the second
step, we implement basic functions for the standard Ethernet
port. The functions are listed in Table 3. All these functions
are defined in the data structure of net device ops.
Among these functions, the most important one is packet
sending, as shown in Pseudocode 1. There are two types of
packets to be handled. For the packet received by FAS driver,
if it is forwarded to some port; it will be converted from Skb
to NMP packet. For the packet generated by the software, for
example, OpenFlow messages sent to the controller, it is not
provided with preallocated hardware-maintained addresses
and other related information. It requires a new generated
NMP packet with “soft” tag marked. Then the two types
of the packets can be sent by writing hardware registers
with corresponding metadata. The FPGA hardware executes
operations on the packets according to their metadata.
In the third step, we register the new network device to the
kernel. After configuring related parameters for the virtual
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Pseudocode: Sending procedure in NetMagic-Pro with FAST
(1) nmp xmit Frame (Skb, nmp netdev){
(2) if (Skb->flag == NMP PACKET){
(3)
nmp = transfer (Skb, nmp netdev);
(4)
send nmp pkt (nmp){
(5)
//hardware send function by writing registers
(6)
NMP SEND PKT REG(REG addr,nmp.metedata);
(7)
}
(8) }
(9) else{
(10)
nmp = get soft nmp(Skb, nmp netdev);
(11)
nmp.metedata.soft = 1;
(12)
send nmp pkt (nmp){
(13)
NMP SEND PKT REG(REG addr,nmp.metedata);
(14)
}
(15) }
Pseudocode 1: Sending pseudocode for virtual Ethernet port.
1200

Table 4: Components of platforms in experiment.
NetMagic-Pro

Commodity PC

Intel i7-4700EQ 2.4 G

Intel i7-3770 3.4 G

4

4

6 MB L3-cache
4 GB DDR3 SDRAM
1 Gbps x8 NMP port
Ubuntu 14.04 LTS
Altera EP4SGX180

6 MB L3-cache
4 GB DDR3 SDRAM
1 Gbps x2 Intel 82579
Ubuntu 14.04 LTS
—

Ethernet port, the register netdev function is called in the
kernel to complete the registration of the network device.
Then the virtual Ethernet port can be accessed in the user
space via the system command “ifconfig.” At this time, we can
create OpenFlow software switches on NMP. For example, the
command “ovs-vsctl add-port br0 nmp1” is used to add port
1 in NMP to Open vSwitch’s bridge.

6. Experiment Evaluation
6.1. Experiment Setup. We use Open vSwitch (version 2.3.1)
[9] as the typical SDN software switch in experiments. Open
vSwitch runs on NMP with FAS enabled and a commodity
PC. Both platforms are directly connected to IXIA XM2
Tester with two ports/NICs. The two ports in IXIA XM2
Tester are used for traffic source and sink, respectively. The
packet size of testing flows can be configured in IXIA XM2
Tester.
Table 4 lists the specification of the experimental components. Both devices under test have almost the same hardware
configuration except for the CPU. Note that the performance
of the PC’s CPU (Intel i7-3770) is a little better than that
of NMP (Intel i7-4700EQ). In the experiments, we mainly
evaluate the efficiency of FAS mechanism from two aspects:
forwarding rate and forwarding latency. We believe that PCIe
bandwidth for transmitting packets between the software

1000
Forwarding rate (mbit/sec)

CPU
The number
of cores
Cache
DRAM
NIC
OS
FPGA

800
600
400
200
0
64

128

256

512

1024

1500

Packet size (byte)
TX rate
Commodity PC
NMP with FAS

Figure 8: The comparison of forwarding rate with one rule.

and FPGA is not a bottleneck, because PCIe 2.0 x8 links
provide 40 Gbps, which is far more enough than required for
unidirectional traffic generated in the experiment.
6.2. Forwarding Performance Evaluation. Forwarding performance of OpenFlow software switching is concerned with
packet size and flow rules. Firstly, we test the forwarding rate
of Open vSwitch under 1 flow rule. All tests last 60 seconds
and forwarding rates are sampled by 1 second. The average
forwarding rates are shown in Figure 8. When forwarding
traffic is with the size of 64 B Ethernet packets, NMP with
FAS achieves throughput of 740 Mbps, about 97% of the
theoretical wire-speed (762 Mbps). NMP with FAS gets 44%
higher performance than the commodity PC. When the
packet size is 128 B, the forwarding rate of NMP with FAS
achieves wire-speed forwarding, which is 18.5% higher than
the commodity PC. The gap of performance between FAS and
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Figure 9: The forwarding rate with various number.

the original OVS becomes smaller when the size of packets
increases. That is because both can achieve wire-speed for
large packets. We can conclude that, in the case of 1 flow
rule, NMP with FAS can get nearly wire-speed forwarding
rate even for minimum size packets, which significantly
outperforms the commodity PC.
Secondly, we make comparisons of the forwarding rate
under different number of flow rules. The preinstalled flow
rules are all mutually exclusive with others. The numbers
of rules are 256, 8192, and 65536 in different experiments.
The traffic is generated according to the rules to guarantee
that every packet matches the corresponding flow rule. We
also vary the size of packets. The experimental results are
shown in Figure 9. For the cases of 512 B, 1024 B, and 1500 B
Ethernet packet, the forwarding rates of NMP with FAS and
the commodity PC have little difference and both approach

the wire-speed under all different numbers of flow rules. The
data of 512 B and 1024 B are omitted for simplicity. For the
packet size of 64 B (Figure 9(a)), the forwarding rate goes
down with increasing flow rules. When the number of flow
rules reaches 65536, the forwarding rates of NMP with FAS
and the commodity PC fall by 45% and 47%, respectively,
when compared to one-rule case, but the forwarding rate
of the NMP with FAS is still 44% higher than that of the
commodity PC. When the packet size is 128 B (Figure 9(b)),
with the number of flow rules growing, the forwarding rates
of NMP with FAS and the commodity PC both vary little.
And NMP with FAS is 18% higher than the commodity PC.
In summary, the FAS can provide higher forwarding rate,
especially for small-size packets.
We evaluate the forwarding latency with different packet
sizes and different number of flow rules. As Figure 10 shows,
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Figure 10: Comparison of forwarding latency with various packet sizes.

65536

12

Security and Communication Networks

Usage (percentage)

40

commodity platforms with nearly 44% higher forwarding
rate for small packets. FAS can also be used to enhance the
security of SDN software switches by allowing the bump-inthe-wire security modules to be integrated in FPGA.
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in the experiment, Skb forwarding indicates packet forwarding with the conversion operation between NMP packet and
Skb data structure. It can be observed that the latency of
Skb forwarding on NMP is close to the latency of the NMP
packets. That means the cost of conversion operation between
NMP packet and Skb is quite small. With the growing of
packet size, the latency gap between Skb forwarding and
Open vSwitch is decreasing. That is because if the packet
size is small, there will be more packets in the software
processing queue. The packets will experience longer delay
when queuing. That incurs large forwarding latency.
At last, we compare the implementation complexity of
FAS to a standard L2 Ethernet switch. The consumption of
FPGA resource is depicted in Figure 11. As we can observe,
the logic utilization of FAS in ALMs is about 40% less than
the L2 Ethernet switch. The resource usage results suggest that
the implementation of FAS is simple and feasible in FPGA.
We can conclude from the experiment that FAS provides
considerable acceleration for OpenFlow software forwarding,
especially for small packets. And the implementation complexity in FPGA is acceptable.

7. Conclusions
The SDN switches are the fundamental infrastructure to
supply flexible control of flows. SDN software switches running on commodity multicore platforms are widely deployed
due to their upgradability, programmability, and low cost.
However, the forwarding performance as well as security
capacity provided by general-purpose SDN software switch
platform is usually not satisfied. The case becomes even worse
for OpenFlow forwarding.
In this paper, we design and implement an FPGA-based
mechanism accelerating and securing SDN software switches,
namely, FAS. FAS provides a framework to offload the timeconsuming modules and real-time security modules of SDN
software switch and it employs some optimization techniques
for solving the performance bottleneck between software
and FPGA hardware. Our experimental results show that
FAS utilizes reasonable FPGA resources and outperforms
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(no. 2015AA016103) and National Natural Science Foundation: Synergy Research on CPU/FPGA Heterogeneous Network Processing System for Complex Network Applications
(no. 61702538). The authors thank Dr. Jianbiao Mao and other
helpful friends for great help.

References
[1] Software-Defined Networking: The New Norm for Networks, ONF
White Paper, http://www.opennetworking.org.
[2] N. McKeown, T. Anderson, H. Balakrishnan et al., “OpenFlow:
enabling innovation in campus networks,” ACM SIGCOMM
CCR, vol. 38, no. 2, pp. 69–74, 2008.
[3] OpenFlow Specification 1.5.1, Open Networking Foundation,
2015, http://www.opennetworking.org.
[4] P. Bosshart, G. Gibb, H.-S. Kim et al., “Forwarding metamorphosis: Fast programmable match-action processing in hardware for SDN,” in Proceedings of the ACM SIGCOMM 2013
Conference on Applications, Technologies, Architectures, and Protocols for Computer Communication (SIGCOMM ’13), pp. 99–
110, August 2013.
[5] R. Ozdag, Intel Ethernet Switch FM6000 Series Software Defined
Networking, August, Intel Corporation, 2012.
[6] The OpenFlow Consortium, Openflow Switching Reference System, January 2011, http://www.openflowswitch.org.
[7] “OFSoftSwitch13,” http://cpqd.github.com/ofsoftswitch13.
[8] Y. Mundada, R. Sherwood, and N. Feamster, “An OpenFlow
switch element for Click , in Symposium on Click Modular
Router,” 2009.
[9] Open vSwitch – An Open Virtual Switch, September 2014, http://
www.openvswitch.org.
[10] Z. Cai, Z. Wang, K. Zheng, and J. Cao, “A Distributed TCAM
coprocessor architecture for integrated longest prefix matching,
policy filtering, and content filtering,” IEEE Transactions on
Computers, vol. 62, no. 3, pp. 417–427, 2013.
[11] A. Putnam, A. M. Caulfield, E. S. Chung et al., “A reconfigurable fabric for accelerating large-scale datacenter services,” in
Proceedings of the ACM/IEEE 41st International Symposium on
Computer Architecture (ISCA ’14), pp. 13–24, IEEE, Minneapolis, Minn, USA, June 2014.
[12] N. Shelly, E. J. Jackson, T. Koponen, N. McKeown, and J.
Rajahalme, “Flow caching for high entropy packet fields,” in
Proceedings of the 3rd ACM SIGCOMM 2014 Workshop on Hot
Topics in Software Defined Networking (HotSDN ’14), pp. 151–
156, USA, August 2014.

Security and Communication Networks
[13] J. Naous, D. Erickson, G. A. Covington, G. Appenzeller, and N.
McKeown, “Implementing an OpenFlow switch on the NetFPGA platform,” in Proceedings of the 4th ACM/IEEE Symposium
on Architectures for Networking and Communications Systems
(ANCS ’08), pp. 1–9, USA, November 2008.
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Network faults like link or switch failures can cause heavy congestion and packet loss. Traffic engineering systems need a lot of time
to detect and react to such faults, which results in significant recovery times. Recent work either preinstalls a lot of backup paths
in the switches to ensure fast rerouting or proactively prereserves bandwidth to achieve fault resiliency. Our idea agilely reacts to
failures in the data plane while eliminating the preinstallation of backup paths. We propose Kuijia, a robust traffic engineering system
for data center WANs, which relies on a novel failover mechanism in the data plane called rate rescaling. The victim flows on failed
tunnels are rescaled to the remaining tunnels and enter lower priority queues to avoid performance impairment of aboriginal flows.
Real system experiments show that Kuijia is effective in handling network faults and significantly outperforms the conventional
rescaling method.

1. Introduction
Traffic engineering (TE) is increasingly implemented using
software-defined networking (SDN), especially in inter-data
center WANs. Examples include Google’s B4 and Microsoft’s
SWAN [1, 2]. Usually, some tunnel protocol is used: the
controller establishes multiple tunnels (i.e., network paths)
between an ingress-egress switch pair and configures splitting
weights at the ingress switch. The ingress switch then uses
hashing based multipath forwarding such as ECMP to send
flows.
An important issue about TE that is commonly overlooked in the literature is robustness against failures. In
reality, failures are the norm rather than exception, especially
for large networks. Table 1 shows failure statistics data from
Microsoft’s data center WAN [3]. The probability of having at
least one link failure within five minutes, which corresponds
to the TE frequency [1, 2], is more than 20%. Even with a
single link failure, the impact can be severe as a data center
WAN operates near capacity for maximum efficiency [1, 2].
Controller intervention offers the best failure recovery
performance given its global network view. However, recomputing a new TE plan and updating the forwarding rules
across the entire network take at least minutes and are
error-prone [4–6]. When the controller is being attacked by

Distributed Denial of Service, or others, the reaction time of
the controller can be even longer [7–9]. Therefore, we need to
have a mechanism to protect the data plane from congestion
after failures without the intervention of a controller. For
responsiveness, a simple data plane reactive method called
rescaling is deployed in practice. Upon detecting the failure,
the ingress switch normalizes splitting weights to redirect
traffic among the remaining tunnels [6]. Rescaling quickly
restores connectivity without involving the controller at all.
However, since traffic is still sending at the original rates, local
rescaling more than often leaves the network in a congested
state [6].
Some solutions have emerged to solve this practically
important issue. Suchara et al. [10] propose to precompute
the splitting weights for arbitrary faults to reduce transient
congestion. This approach may not work well for large
production networks due to the exponentially many failure
cases. Liu et al. [6] propose forward fault correction (FFC).
FFC proactively considers failures when formulating the
TE problem. As a result, the TE solution can guarantee
no congestion happens for arbitrary 𝑘 faults with rescaling.
Intuitively, such strong guarantees come with a price: in FFC,
a portion (about 5%–10% depending on 𝑘) of the network
capacity has to be always left vacant in order to handle traffic
from rescaling. This means hundreds of Gbps bandwidth is
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Table 1: Link failure frequencies in Microsoft data center WAN [3].
Number of link failures
1
2
3

2 min
10.6%
0.14%
0.14%

Time intervals
5 min
21.5%
1.1%
0.7%

10 min
31.2%
4.2%
1.4%

wasted most of the time. Arguably, the cost outweighs the
benefits of eliminating transient congestion.
Thus, the following question remains largely open: can we
design a robust TE system that is (1) responsive in quickly
restoring connectivity, (2) effective in reducing congestion
without excessive bandwidth overhead, and (3) practical and
simple enough to be deployed in existing switches?
Our main contribution is the design and evaluation of
Kuijia (the word “Kuijia” means armor in Chinese; Kui is
for protecting the head and neck, and Jia is for protecting
the torso), a robust TE system for data center WANs that
answers the above question affirmatively. We argue to isolate
the affected flows from the aboriginal ones to avoid the propagation of failure impact. This is particularly useful when
there are many latency-sensitive flows like video, online shopping, and search whose traffic is rapidly growing due to the
development of mobile devices and high-speed cellular networking.
Kuijia relies on a novel failover mechanism in the data
plane called rate rescaling that rescales the traffic sending rates
in addition to splitting weights, by using priority queueing at
switches. The victim flows are still rescaled to the remaining
tunnels, but they now enter a lower priority queue at the
switches and do not compete with aboriginal flows on the
remaining tunnels. Effectively, their sending rates are automatically throttled to only using the available bandwidth of
the remaining tunnels without the need for controller intervention.
Kuijia with rate rescaling offers an advantage over simple
rescaling. Rescaling only ensures the failed link is avoided.
Yet, flows are still sending at their original rates to the remaining tunnels. Clearly, with the loss of capacity, many packets
will be dropped after rescaling, and every TCP flow on the
remaining tunnels will back off and suffer from throughput
loss. Rate rescaling ensures there is no congestion even with
the victim flows, and the aboriginal flows are not affected.
It maintains the responsiveness of rescaling, is simple to
implement as priority queueing, is widely supported by commercial switches, and is effective in utilizing the available
bandwidth due to the work-conserving nature.
This paper is an extended version of work published in
[11]. We extend our previous work to handle traffic with
multiple priorities. Specifically, we propose a new flow table
decomposition method to produce multiple tables in order
to reduce the number of flow entries. For experiment, we
add a large-scale simulation to demonstrate our design of
using original weights for rate rescaling is more simple and
effective compared with storing and using the precomputed
weights. In addition, we add testbed experiments to evaluate
performance and flow entries’ memory usage of Kuijia for

multipriority traffic. We also add a new section to discuss
several issues related to the use of Kuijia in a production data
center WAN and we explain them in three aspects, which
include traffic characteristics, traffic priorities, and impact of
flow size to hashing.

2. Related Work
Failures in SDN. There is much work to deal with failures
in SDN. New abstractions are proposed in [12, 13] to enable
developers to write fault-tolerant SDN applications. Some
other work relies on the local fast failover mechanism
introduced in OpenFlow to design new functions. Schiff et
al. [14] propose SmartSouth to provide a new data plane for
OpenFlow switches that can implement fault-tolerant mechanisms. Borokhovich et al. [15] develop algorithms to compute
failover tables. Chang et al. [16] develop an optimizationtheoretic framework to validate network designs under
uncertain demands and failures. Kuijia is different in that it
focuses on remedying the congestion due to rescaling.
Failures in Data Center WANs. The most widely used
approach to deal with network failures, including link or
switch failures, is to recompute a new TE solution based
on the changed topology and reprogram the switches [1, 2].
However, such a reactive approach is not fast and efficient
enough as discussed in Section 1.
Several proactive approaches have been proposed to
solve this important problem. Suchara et al. [10] modify
the ingress switches’ rescaling behavior. Rather than simple
proportional rescaling, tunnel splitting weights are based on
the set of residual tunnels after the failure. These weights
are precomputed and preconfigured at switches. Although
it achieves near-optimal load balancing, this approach can
handle only a limited number of potential failure cases
as there are exponentially many of them to consider, and
switches have limited space for flow rules.
Liu et al. [6] propose forward fault correction (FFC) to
handle failures proactively. FFC ensures that each time the
operator computes a new TE, it is congestion-free not only
without any failures, but also with any link failures that could
happen in the following TE interval. This is in sharp contrast
to recomputing TE after failures as it requires no update to
TE in response to failures. Although FFC spreads network
traffic such that congestion-free property is guaranteed under
arbitrary combinations of up to 𝑘 failures, the price is very
high. About 5%–10% of the network capacity depending on 𝑘
has to be always left vacant to handle traffic from rescaling.
SWAN [1] develops a new technique that also leverages a
small amount of scratch capacity on links to apply updates
in a provably congestion-free manner.
Instead of waiting for rescaling in the ingress switches,
Zheng et al. [17] use backup tunnels that start from the
failing switch and end at the egress switches to redirect the
affected traffic. It can be faster and more effective in reducing
congestion but the cost is still high as there are exponentially
many failure cases to consider. The large number of flow
entries required for backup tunnels is too expensive for the
limited hardware tables [18].
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Figure 1: Comparison of rescaling and rate rescaling in handling a single link failure.

Our method, Kuijia, is different from the existing work
as we use priority queueing in switches, which is simple
to implement in practice and has no overhead of excessive
bandwidth or a large number of flow entries for backup
tunnels.

3. Motivation
We motivate our idea using a simple example. Figure 1(a)
shows a small network with traffic sent from s1 to s4. The
traffic is routed over three tunnels: s1 → s2 → s4 (T1),
s1 → s4 (T2), and s1 → s3 → s4 (T3). Each tunnel is
configured with the same weight and carries 8 Gbps traffic.
When link s2–s4 in T1 fails, s1 rescales the traffic to the
remaining two tunnels, resulting in traffic distribution as
shown in Figure 1(b). Since the traffic is still sent at 24 Gbps,
the remaining tunnels T2 and T3 need to carry 12 Gbps each
and are heavily congested.
The difference between Kuijia and conventional rescaling
is that Kuijia differentiates aboriginal traffic on remaining
tunnels from victim traffic rescaled to them. Kuijia places
the victim traffic into a low priority queue of the remaining
tunnels, while the aboriginal traffic enters a higher priority queue. With Kuijia, traffic is distributed as shown in
Figure 1(c). The victim traffic (shown in yellow) uses the
remaining capacity of T2 and T3 and sends at 2 Gbps in each
tunnel. This does not cause any congestion or packet loss for
the aboriginal flows and fully utilizes the link capacity.
We experimentally verify the effectiveness of Kuijia using
a testbed on Emulab [19]. We connect 4 Emulab servers
running OpenvSwitch (OVS) [20] to form the same topology
as in Figure 1. A dedicated server runs the controller to
manage the network. In Kuijia, 3 strict priority queues
are configured on the egress ports of each switch. Control
messages enter the highest priority queue with priority 0.
Normal application traffic has priority 1 but is demoted to
priority 2 once it is rescaled to other tunnels after failures.
For simplicity, both rescaling and Kuijia are implemented in
the control plane: a switch informs the controller of a link
failure. The controller then adjusts the flow splitting weights
and priority numbers at the corresponding ingress switches
of the victim flows.
Switch s1 starts iperf TCP connections to s4 over three
tunnels. Since in our example rescaling splits the victim flow
on T1 to T2 and T3, we configure s1 to send two iperf TCP
flows f1 and f2 over T1. Flow f1 is rescaled to T2 and f2 to T3. s1
sends another two flows f3 and f4 over T2 and T3, respectively.

Table 2: Testbed experiment for the motivation example, where the
remaining tunnels have a vacant capacity for victim traffic.
Flows
Rescaling
Before failure
After failure
Kuijia
Before failure
After failure

f1

f2

f3

f4

380 Mbps
379 Mbps

381 Mbps
378 Mbps

762 Mbps
584 Mbps

762 Mbps
586 Mbps

380 Mbps
177 Mbps

381 Mbps
177 Mbps

762 Mbps
762 Mbps

762 Mbps
762 Mbps

Table 3: Testbed experiment for the motivation example, where the
remaining tunnels do not have a vacant capacity.
Flows
f1
Rescaling
Before failure 475 Mbps
After failure
472 Mbps
Kuijia
Before failure 475 Mbps
After failure 0.074 Mbps

f2

f3

f4

468 Mbps
474 Mbps

943 Mbps
465 Mbps

941 Mbps
470 Mbps

468 Mbps
0.011 Mbps

943 Mbps
943 Mbps

941 Mbps
941 Mbps

We run two experiments with different extents of congestion to demonstrate the effectiveness of Kuijia. Table 2 shows
the result when flows f3 and f4 send at 800 Mbps and f1 and f2
send at 400 Mbps each before failure. This represents the case
when the remaining tunnels (T2 and T3) have vacant capacity.
We observe that, with simple rescaling, the throughput of all
flows degrades after failures, since the aggregate demand of
victim and aboriginal flows (1.2 Gbps) exceeds 1 Gbps. Now
with Kuijia, aboriginal flows f3 and f4 are not affected at all as
shown in Table 2, and the victim flows use the vacant capacity
of 200 Mbps without causing any congestion or packet loss.
Table 3 shows the result when f3 and f4 send at 1 Gbps and
f1 and f2 send at 500 Mbps each before failure. This represents
the case when the remaining tunnels do not have any capacity
for the victim traffic. Rescaling again causes severe congestion
to aboriginal traffic on the remaining tunnels, and after TCP
convergence f3 and f4 achieve throughput of ∼470 Mbps.
With Kuijia, the victim traffic (f1 and f2) does not obtain any
throughput and the aboriginal flows are not impacted at all.

4. Design
In this section, we first introduce the background of TE and
rescaling implementation in production data center WANs,
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and then we explain the design of Kuijia and its difference
from rescaling.
4.1. Background. In a data center WAN, after the controller
computes the bandwidth allocation and weights for all the
tunnels of each ingress-egress switch pair, it issues the group
table entries and flow table entries in OpenFlow [1, 21].
Label-based forwarding is usually used to reduce forwarding
complexity [2]. The ingress switch uses group entry in the
group table to split traffic across multiple tunnels and assigns
a label to traffic of a specific tunnel. The downstream switches
simply read the label and forward packets based on the flow
entries for that label from the flow table. As an example,
Figure 2 shows the group tables and flow tables of four
switches for the network used in Figure 1. The forwarding
label can be MPLS, VLAN tags, and so forth.
Flows are hashed to different tunnels consistently (and
different labels are applied) when they arrive at the ingress
switch for simplicity. Thus, splitting weights are configured
as ranges of the hashed values. For example, in Figure 3(a),
the weights are 0.5, 0.3, and 0.2 for tunnels T1, T2, and T3,
respectively. For simple rescaling, its implementation is as
follows. Suppose tunnel T1 fails as in the motivation example.
The ingress switch rescales the traffic to the remaining tunnels
by removing the bucket in the group entry that corresponds
to the failed tunnel as shown in Figure 2 (entries with ∗
only exist in Kuijia, not in rescaling). The entries in the blue
table are issued after failures. In addition, since T1 fails, the
hash value ranges for T2 and T3 also “rescale” accordingly, so
that weights of T2 and T3 are now 0.6 and 0.4. As discussed
already, this may cause congestion after rerouting the victim
traffic [6].
4.2. Kuijia. Here, we explain the detailed design of Kuijia
for SDN based data center WANs. We focus on dealing with
single link failures, which are most common in production
networks as shown in Table 1. Multiple link failures are rare
and can be handled by controller intervention on a need basis.
We propose Kuijia with rate rescaling to reduce the impact
of congestion after failures. Its design is simple and can be
implemented in OpenFlow switches. Suppose there are 𝑘
tunnels for traffic between a given ingress-egress switch pair,
and one tunnel fails. Kuijia keeps the original hash range and
separates the hash range of the failed tunnel into 𝑘 − 1 parts
according to weights of the 𝑘 − 1 tunnels to form the new
hash ranges. It also marks the hash range of the failed tunnel
to low priority in order to enforce priority queueing. This way,
Kuijia can differentiate the aboriginal traffic on the remaining
𝑘 − 1 tunnels from the victim traffic that is rescaled to them.
For the same example in Figure 3(b), when T1 fails, its hash
range is split into two parts for T2 and T3 with weights to 0.3
and 0.2, respectively. One can easily verify that the aboriginal
flows on T2 and T3 are still hashed to the same ranges and
routed normally. Victim traffic on T1 is now rescaled to T2
and T3 and tagged as low priority in order not to affect the
aboriginal flows.
In order to verify that it is effective to use the original
weights and just separate the hash range of the failed tunnels,
we compare it to rerouting using precomputed weights. The
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precomputation works as follows. For a given link failure,
we keep the weights of unaffected tunnels and sending
rates of unaffected flows unchanged. We take the remaining
bandwidth of each link and tunnel, as well as the victim flows
that need to be rerouted, as the input of a new TE program
and compute the best weights for these victim flows. Clearly,
recomputing the weights yields the optimal performance to
deal with the failure. We run experiments with 10 random
graphs each having 100 nodes and 200 links. For each graph,
we randomly select 40 switch pairs for 10 runs, and each pair
has 3 tunnels. As [10] shows, even in a large ISP backbone,
three or four tunnels per switch pair is sufficient. In each run,
we vary the demand of each switch pair from 0.8 Gbps to
3.0 Gbps. We sequentially fail all the edges one by one and
then compute the average throughput loss for each demand.
Figure 4 shows the comparison result. We observe that the
performance of using original weights is highly comparable
to that of precomputing new weights. As each switch pair has
3 tunnels and they may have some common links, with one
link down, there is only one or two remaining tunnels for
each affected switch pair. When the demand is small, which
means the network is not that congested before failure, simply
using original weights can meet the demand in most cases.
When the demand becomes larger, which means the network
is more congested, using TE to precompute weights cannot
reduce throughput loss much further. Reference [10] also
shows similar results. The results demonstrate that our design
of using original weights and separating the hash range is
simple and effective and also avoids the complexity of storing
the precomputed weights.
Note that when one link fails, any intermediate switch
may potentially become congested due to rescaling. Thus, it
is necessary for all switches to perform priority queueing for
the victim flows, not just the corresponding ingress switch. To
do that, there are two ways. The first one is to compute which
links will be congested after rescaling, and then we only need
to configure the corresponding flow entries at those switches
to realize priority queueing. Although this method uses fewer
flow entries, it is hard to achieve in reality because the ingress
switch has no information of all the traffic in the network, and
the controller has to compute which links will be congested
after failures actually happen, which defeats the purpose of
having a data plane failover mechanism.
Thus, Kuijia uses a simple method that doubles the flow
entries in all switches for each tunnel. We have a normal
priority queue and a low priority queue at each port of each
switch. Each queue has the same set of flow entries to route
traffic. Traffic with low priority tags is sent to the low priority
queue as shown in Figure 5. This is simple to implement in
the data plane and can handle any link failures quickly.
For example, in Figure 2, for aboriginal flows sending to
10.0.2.0/24, they match low = 0, inport = 1, pathid = 3 in s3
and go to queue(1). The corresponding entry, matching low =
1, inport = 1, pathid = 3 will go to queue(2) which is the low
priority queue and is used when there are victim flows due to
link failure, for example, when the s2–s4 link is down. In the
ingress switch s1, the group table applies low priority tags to
the victim flows (entries with ∗) and directs the packets to the
outport which is connected to the next-hop switch.
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Flow table @s2

＋uijia

1
∗

1
∗

2

1

Match

low = 1, inport = 1, pathid = 1 enqueue(2), outport = 2

1

Action

∗

Action

low = 0, inport = 1, pathid = 1 enqueue(1), outport = 2
2

Flow table @s1
Prio

Match

Prio

Flow table @s4

low = 0, inport = 2, pathid = 1 enqueue(1), outport = 1
2

low = 0, ipdst in iprange = 10.0.1.0/24 popmpls(), enqueue(1), outport = 4
low = 1, ipdst in iprange = 10.0.1.0/24 popmpls(), enqueue(2), outport = 4
ipdst in iprange = 10.0.2.0/24

low = 0, ipdst in iprange = 10.0.2.0/24 popmpls(), enqueue(1), outport = 4
low = 1, ipdst in iprange = 10.0.2.0/24 popmpls(), enqueue(2), outport = 4

1
∗

s2

Port 1

go to group 1

Port 2

Action

Match

Prio

low = 1, inport = 2, pathid = 1 enqueue(2), outport = 1

2

1

ipdst in iprange = 10.0.1.0/24

go to group 1

8
Group table @s1

Port 1

group 1

Port 4
s1

bucket 1: weight = 100, pushmpls(pathid = 1, low = 0), enqueue(1), outport = 1

Port 3

bucket 3: weight = 100, pushmpls(pathid = 3, low = 0), enqueue(1), outport = 3
10.0.1.0/24

group 1

Port 4

s4

bucket 3: weight = 100, pushmpls(pathid = 3, low = 0), enqueue(1), outport = 3

s3

Port 1

bucket 2: weight = 100, pushmpls(pathid = 2, low = 0), enqueue(1), outport = 2

Port 3

8

After s2–s4 link down

10.0.2.0/24

Port 2

After s2–s4 link down

Flow table @s3
Prio

Group table @s1

Match

1

group 1
∗

Port 2

bucket 1: weight = 100, pushmpls(pathid = 1, low = 0), enqueue(1), outport = 1

bucket 2: weight = 100, pushmpls(pathid = 2, low = 0), enqueue(1), outport = 2

∗

Group table @s4

Port 1
8

Port 2

∗

bucket 1: weight = 50, pushmpls(pathid = 2, low = 1), enqueue(2), outport = 2

2

bucket 2: weight = 50, pushmpls(pathid = 3, low = 1), enqueue(2), outport = 3

∗

Group table @s4
group 1

low = 1, inport = 1, pathid = 3 enqueue(2), outport = 2

1

bucket 3: weight = 100, pushmpls(pathid = 2, low = 0), enqueue(1), outport = 2

Action

low = 0, inport = 1, pathid = 3 enqueue(1), outport = 2
∗

bucket 1: weight = 50, pushmpls(pathid = 2, low = 1), enqueue(2), outport = 2

low = 0, inport = 2, pathid = 3 enqueue(1), outport = 1
2

∗

low = 1, inport = 2, pathid = 3 enqueue(2), outport = 1

bucket 2: weight = 50, pushmpls(pathid = 3, low = 1), enqueue(2), outport = 3

bucket 3: weight = 100, pushmpls(pathid = 2, low = 0), enqueue(1), outport = 2

bucket 4: weight = 100, pushmpls(pathid = 3, low = 0), enqueue(1), outport = 3

bucket 4: weight = 100, pushmpls(pathid = 3, low = 0), enqueue(1), outport = 3

Figure 2: The design of flow table and group table of each switch in the simple topology.
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Figure 3: The change of hash range after failure.

The whole throughput loss (Gbits/sec)
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The demand for each (ingress, egress) switch pair (Gbits/sec)
Reroute using original weights
Reroute using precomputed weights

Figure 4: The whole throughput loss after single link failure as
demand increases.

Each intermediate switch of the tunnel matches packets
on priority, inport, and pathid. Victim flows are then routed

to queue(2) (rerouting flow, low priority tag = 1) of outport
while aboriginal flows are routed to queue(1).
Note that as TCP connection needs two-way communication, the flow entries and group entries are also issued for twoway communication. For example, if s1 sends TCP packets
to s4 through s1-s3-s4, we need to issue the flow entries not
only for the direction of s1 → s3 → s4, but also for the
reverse direction of s4 → s3 → s1 (e.g., s3 has the flow entry:
match{low = 0, inport = 2, pathid = 3}, actions{enqueue(1),
outport = 1}). Hence, the TCP ACK packets could be returned
to s1 by matching the flow entry of switches in the reverse
direction. We use MPLS label field to store our path ID
(each tunnel (path) has a unique path ID) and tc field to store
our low priority tag (0 means aboriginal flow and 1 means
victim flow).
4.3. Multiple Priorities. Kuijia can also be extended to handle
traffic with multiple priorities. We have assumed that all
traffic has the same priority before failures thus far. In
practice, it is common for networks to use multiple priorities to differentiate applications with distinct performance
requirements [22, 23]. Kuijia can be extended to this setting
so that high priority victim flows could also obtain as much
bandwidth as possible after rerouting.
To illustrate Kuijia’s working for multipriority traffic,
consider a simple case where switches in the network have
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Control message

Queue (0)

Normal traffic
Rescaling traffic

Queue (1)

Packets are always
dequeued from
the highest priority
queue

Queue (2)

Figure 5: The switch queues in Kuijia.
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Flow table 2

Action
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goto_table: 2

inport = 1

goto_table: 3

inport = 2

goto_table: 4

Flow table 3

Flow table 4

Flow table 2

Flow table 1
Match
label = 1

Action

Match

Action

goto_table: 2

inport = 1

goto_table: 3, outport = 2

inport = 2

goto_table: 3, outport = 1

Flow table 3

Match

Action

Match

Action

Match

Action

tc = 0

enqueue(1), outport = 2

tc = 0

enqueue(1), outport = 1
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enqueue(2), outport = 2
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enqueue(3), outport = 2

tc = 2

enqueue(3), outport = 1

tc = 2

enqueue(3)

(a)
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(c)

Figure 6: The example of three kinds of design for flow entries under multiple priorities.

8 priority queues each. The highest priority 0 is for control
traffic. We set priorities 1 to 4 for high priority traffic, while
we set priority 6 for background low priority traffic before
failures. After a link failure, the high priority victim flows are
rerouted by Kuijia to the remaining tunnels through priority
5 to guarantee they can get bandwidth by occupying the
bandwidth of low priority traffic. Similarly, the low priority
victim flows are rerouted to the remaining tunnels through
priority 7 which is the lowest priority to guarantee that the
aboriginal flows are not affected.
Note two design particulars here. First, Kuijia ensures that
the lowest priority traffic is always dropped first when there is
not enough bandwidth. Second, the bandwidth of each high
priority queue can be changed by occupying the bandwidth
of lower priority.
Therefore, we set the maximum bandwidth for the priority queue(0) to queue(6) to the capacity of each link and
the minimum bandwidth for the lowest priority queue(7) to
queue(0).
One challenge with multiple priorities is how to handle
the increased number of flow entries required to implement
Kuijia. Using a simple example where s1 sends traffic with 3
priorities to s2 from inport 1 to outport 2, we can show
how to reduce the memory usage of flow entries of s1 step
by step. Our previous design [11], as shown in Figure 6(a),
implements rate rescaling by replicating the flow entries with
some parameter changes. This results in high memory usage
as each flow entry includes duplicated information, such as
label = 1 in each match part. We can reduce such duplication
by using a greedy heuristic proposed in [22]. This still results
in duplicated information between flow table 3 and flow table
4 as in Figure 6(b). Notice that these two tables are the same
except the outport. We now propose a new method that can
further reduce the duplicated information by the following
analysis.

Notice that sometimes the values in match and action
have correspondence between each. For instance, in Figure 6(a), ignoring others, for the same inports in the match
field, the outports are also the same in the action field
(inport = 1 corresponding to outport = 2 and vice versa).
Therefore, we can further reduce the number of tables by
recording such correspondence and checking it in each
decomposition. In this example, finally we can get Figure 6(c)
which saves one table compared to Figure 6(b) by adding the
corresponding outport in the action of flow table 2.
This new flow table decomposition method is useful for
Kuijia with multiple priorities. Traffic with different priorities
goes through the same tunnels for each switch pair. If we
built the flow tables based on simple replication as shown
in Figure 6(a), most flow entries are almost the same except
that different priority traffic needs to be tagged differently
and matched to different priority queues. This yields a lot
of opportunities for our decomposition method to exploit,
and we can reduce the memory utilization of flow and group
tables. For example, in Figure 7, the first flow entry in s1 is
for traffic from s4 to s1. As there is only one outport for s1
in the simple topology, we only need to match the dst ip
10.0.0.0/21 of each packet in flow table 1 and then go to flow
table 2 to check the tc (traffic class) filed in MPLS to decide
which queue the packet should go to. Next it goes back to
flow table 1 to execute next action popmpls() and output
the packet from outport 4. The detailed explanation of the
packet processing pipeline for multiple tables can be found in
page 19 of [24].
Figure 8 shows the memory usage comparison between
replicating flow entries and our new flow table decomposition
method for the example shown in Figure 7. For simplicity, we
treat the memory usage of each match (e.g., ipdst in ip range =
10.0.0.0/21) and action (e.g., enqueue(1)) the same—32 bits.
Using our new method, the slope of the curve for multiple
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Without Kuijia, actually the simpler design for rescaling can only have one group table,
but as our Kuijia wants to reroute the victim flows with lower priority in order not to
affect the aboriginal flows, we need more group tables to distinguish those flows.

Figure 7: The design of flow table and group table of each switch in the simple topology under multiple priorities.

5. Evaluation
We conduct comprehensive testbed experiments on Emulab
to assess the effectiveness of Kuijia in this section. The
evaluation details for nonpriority traffic are in the first three
subsections and the fourth one shows the evaluation for
multiple priority traffic.
5.1. Setup
Testbed Topology. We adopt a small-scale WAN topology for
Google’s inter-data center network reported in [1], which we
refer to as the Gscale topology. There are 12 switches and 19
links as illustrated in Figure 9. We use a d430 node in Emulab
running OVS to emulate a WAN switch in Gscale. Each link
capacity is 1 Gbps. Each switch port has three queues: queue
0 is for control messages, queue 1 is for normal flows, and
queue 2 is for rescaled flows. We test both TCP and UDP
traffic sources using iperf.
TE Implementation. Similar to prior work [2, 6], we assume
that there are 3 TE tunnels or paths between an ingressegress switch pair. We use edge-disjoint paths whenever
possible. The TE solution is obtained by solving a throughput
maximization program using CVX. The corresponding group
tables and flow tables are then configured by a RYU controller
[25] at each switch. Rate limiting is done by the Linux tc.

300
Memory of ﬂow entries (1 stands for 32 bits)

tables is about 0.36 times the slope of the curve for simple
replicating method. This means our method can reduce more
and more memory when the number of priorities increases
(e.g., when there are 8 priorities, more than half of the
memory of flow entries is saved).

250
200
150
100
50
0

1

2

3

4
5
Priority number

6

7

8

Multiple tables
Nonmultiple tables

Figure 8: Memory utilization comparison of two designs for flow
entries under multiple priorities.

Instead of generating a large number of individual flows
between an ingress-egress switch pair, we simply launch 2
iperf aggregated flows on each TE tunnel and rescaling will
reroute them to the two remaining tunnels separately after
a single link failure. In total, there are 6 iperf aggregated
flows for an ingress-egress switch pair. We determine the
bandwidth of each iperf aggregated flow according to the
weights of the tunnels. For example, if the TE result shows the
bandwidth allocated to a switch pair is 300 Mbps and weights
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Figure 9: The Gscale topology.

for each tunnel are 0.5, 0.3, and 0.2, the bandwidth of the two
iperf flows on the first tunnel is 300 ∗ 0.5 ∗ 0.3/(0.3 + 0.2) =
90 Mbps and 60 Mbps, respectively. Similar to BwE [21], we
use the DSCP field to carry the path ID in the packet header,
since Emulab uses VLAN internally to connect its machines.
We use the ECN bit as the priority tag. In environments when
ECN or DSCP is already used, we can use other fields in IP
options or MPLS for these purposes.
Now, since we do not have many flows, rescaling is
implemented by a controller changing the action of the
flow entries for the victim flows, so they are routed to the
remaining tunnels. For Kuijia, the controller also changes the
priority tag and sends the victim flows to the low priority
queue after a failure.
Traffic. We use five random ingress-egress switch pairs in
each experiment. We vary the demand of each switch pair
from 0.8 Gbps to 1.6 Gbps in order to see Kuijia’s performance
with different extents of congestion. For each demand, we
repeat the experiment three times and report the average.
5.2. Benefit of Kuijia. We first look at the benefit of Kuijia
compared to rescaling. Three types of flows are affected by
link failures. The first is the victim flows that are routed
through the failed link. The second type is the directly affected
flows, which are routed through path segments that the
victim flows are rescaled to. The third type is the indirectly
affected flows, which pass through path segments that the
directly affected flows use. As these flows are hardly affected
(less than 1% for rescaling and almost no effect for Kuijia in
the experiments), we do not include them in the figures. Here,
we focus on the directly affected flows. The results of victim
flows are discussed in the next subsection.
For TCP flows, we evaluate the throughput loss after the
failure for the directly affected flows shown in Figure 10. As
the demand of each ingress-egress switch pair increases, the
average throughput loss in terms of percentage for directly
affected flows increases with the simple rescaling. This is
because as demand increases, more links in the network may
be fully utilized even before failure. After rescaling, they
become congested and all flows passing these links suffer
throughput loss. For Kuijia, as we reroute the victim flows
with low priority, they are the only flows suffering packet loss
and throughput degradation after failures. Thus, even when
the demand is 1.6 Gbps for each ingress-egress switch pair, the
average throughput loss of directly affected flows is little.
We also look at the convergence time of TCP after the
link failure, which measures how long it takes for all flows to
achieve stable throughput. Again, due to the cascading effect

Throughput loss (%)

5
4
3
2
1
0
−1
−2
0.8

1.0

1.2
Demand

1.4

1.6

Kuijia
Rescaling

Figure 10: Throughput loss of directly affected TCP flows.
Table 4: Comparison of average TCP convergence time (s).
Link failure Links 2-3 down Links 7–9 down Links 10-11 down
Demand 0.8 Gbps
Rescaling
1
1
1
Kuijia
<1
<1
<1
Demand 1.0 Gbps
Rescaling
3.75
4.50
1.75
Kuijia
<1
<1
<1
Demand 1.2 Gbps
Rescaling
11.00
12.00
12.75
Kuijia
<1
<1
<1
Demand 1.4 Gbps
Rescaling
10.50
16.00
12.25
Kuijia
<1
2.33
<1
Demand 1.6 Gbps
Rescaling
11.25
9.83
22.00
Kuijia
1.25
1.33
<1

of rescaling, all flows suffer from packet loss and enter the
congestion avoidance phase. The convergence time is over 10
seconds when the demand exceeds link capacity as shown in
Table 4. Now, with Kuijia, only victim flows need to back off,
and thus the convergence time is greatly reduced to less than
1 second in almost all cases. One can also observe that the
convergence time exhibits less variance with Kuijia compared
to rescaling, since the congestion levels of tunnels can be
vastly different with rescaling.
The benefit of Kuijia for UDP traffic is different. We use
packet loss rate to measure the performance of UDP flows.
The results are shown in Figure 11. For directly affected flows,
packet loss rate with Kuijia is less than 2% in almost all cases,
implying that the impact is negligible. Rescaling, on the other
hand, results in much higher packet loss rates which are also
increasing as demand increases.
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Figure 11: Packet loss rate of directly affected UDP flows.

Figure 13: The overhead of UDP victim flows.
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Figure 12: The overhead of TCP victim flows.

5.3. Overhead. Victim flows perform worse in Kuijia compared to rescaling, since they are the only flows that suffer
throughput loss due to failures. We now look at this overhead
of Kuijia. The result for both TCP and UDP traffic is shown
in Figures 12 and 13. When demand of each switch pair
increases, the average throughput loss of TCP victim flows
and average packet loss rate of UDP flows also increase. We
believe this is a reasonable trade-off to make, because in
case of a link failure, traffic that traverses through this link
is inevitably affected, especially when the demand exceeds
link capacity in the first place. On the other hand rescaling
causes too much collateral damage by making many other
flows suffer from congestion, which should be avoided.
5.4. Benefit of Kuijia for Multipriority Traffic. We now use
experiments to demonstrate the performance of Kuijia with

−20
0.8

1.0

1.2

1.4

1.6

Demand (Gbits/sec)
Directly affected low priority in Kuijia
Directly affected low priority in rescaling
Victim low priority in Kuijia
Victim low priority in rescaling

Figure 14: Throughput loss of low priority directly affected flows
and victim flows under multiple priorities.

multipriority traffic. Here, the setup is similar to Section 5.1.
The difference is that now we have 4 queues for each port of
the switches and each switch pair has 12 iperf TCP flows. Six
flows are high priority traffic going through queue(0) before
failure and queue(1) after failure if they are the victim flows.
Correspondingly, the remaining six are for low priority traffic
going through queue(2) before failure and queue(3) after
failure if they are victim flows. Note that the setup is a simplification of the 8-priority design in Section 4.3. According to
[1], we set the ratio of low/high priority traffic to 10.
The result is shown in Figure 14. As demand increases,
the average throughput loss increases with simple rescaling
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Figure 15: The partial flows’ change after a link failure in one Gscale testbed experiment.
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82.406
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Figure 16: The traffic (Mbps) change of different priorities for flows passing s3 → s5 when demand = 1.2 Gbps.

for both victim low priority flows and directly affected low
priority flows. For Kuijia, only the victim low priority flows
suffer from throughput loss. The reason is similar to the
explanation for Figure 10.
In order to compare the changes of traffic volume of
different priorities after a link failure, we use the example as
shown in Figure 15. Before failure, the purple (s2 → s3 →
s5 → s6 → s7) and red (s3 → s2 → s1) flows pass through
the link s2-s3 (two directions), and the green (s3 → s5 →
s4 → s1) and blue (s3 → s5 → s6 → s1) flows pass through
the link s3 → s5 (single direction). After the link s2-s3 link
is down, the purple flows are rerouted to s7 without taking
s3 → s5, so we remove it in the right topology of Figure 15.
The red flows are rerouted through the remaining tunnels.
We compute the traffic volume of flows passing through
the link s3 → s5 before and after failure for each priority
and show the comparison result in Figure 16. The same color
represents the same priority traffic, and from up to down,
the priority decreases. The white area is traffic volume of the
purple flows which will be rerouted away after s2-s3 link is
down. As the ratio of low/high priority traffic is 10, we can
observe that, for both Kuijia and rescaling, the high priority
directly affected flows (the italic numbers in the top red area)
and high priority victim flows (the black numbers on the right
side of the yellow area for Kuijia and of the second red area for
rescaling) are almost not affected by the link failure. However,
for rescaling, the low priority directly affected flows suffer the
throughput loss (697.263 Mbps decreases to 631.937 Mbps) as
it reroutes the victim flows with unchanged priorities. When
the number of priorities increases and the volume of rerouted
victim flows increases, the benefit of Kuijia can be more
salient.
To evaluate the benefit of our new flow table decomposition method proposed in Section 4.3, we count the number

of match fields and actions of each flow entry in the
experiment (e.g., a flow entry: match {tc = 0, inport =
1, label = 1}, actions {enqueue(1), outport = 2}; the
number of fields is 3 + 2 = 5). We find that our new flow
table decomposition method can reduce the average number
of fields for all the flow entries used in the experiment at least
from 2552 (without using multiple tables) to 1580. It can save
about 38% memory.

6. Discussion
We now discuss several issues pertaining to the use of Kuijia
in a production data center WAN.
Traffic Characteristics. The benefit of Kuijia depends on the
traffic’s characteristics. For elastic traffic like file transfer
which is TCP friendly, no matter how large the bandwidth is,
the file can be received finally. Therefore, in Google BwE [21],
many of their WAN links run at 90% utilization by sending
elastic traffic at a low priority. In these cases, rescaling may be
good enough as it shares the bandwidth after rescaling across
many users. With Kuijia, some users have to suffer significant
throughput loss which may stall their transmission and hurt
their experience.
However, for inelastic traffic like video conferencing,
video streaming, online search, or stock trading, they all need
a certain level of bandwidth to be delivered on time with
quality. As a result, Kuijia is much better here as it limits
the impact of failures to the victim flows. It is much worse
when the cascading effect of simple rescaling causes many
users to experience playback delay, whereas Kuijia limits the
performance impact to only the victim flows that have to
suffer from failures no matter what. With the rapid growth
of mobile traffic, there will be more and more inelastic traffic,
creating more use cases for Kuijia in data center WANs.

Security and Communication Networks
Traffic Priorities. As a data center WAN carries both elastic
and inelastic traffic, it usually employs priorities to differentiate the QoS [1, 2, 21]. Inelastic traffic is given high priority
while elastic traffic is given low priority [1, 2, 21]. Thus, it
is important to consider multipriority when dealing with
failures. In such a case, Kuijia’s potential benefit can be more
significant in the future, given the growth of high priority
inelastic traffic such as video.
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[3]
[4]

[5]

Impact of Flow Size to Hashing. In intra-data center networks,
it is known that hashing based ECMP leads to suboptimal
performance due to flow size imbalance. A few elephant
flows may be hashed to the same path among many choices
creating hotspots in the network. This does not happen in
data center WANs. The WAN carries aggregated flows over
more than thousands of individual TCP flows across the
wide area, using a few sets of tunnels [1, 2, 6, 21]. The
aggregated behavior of flows is a persistent flow with infinite
data to send, which is the common abstraction used in the
literature [1, 2, 6, 21]. TE calculates the splitting ratios of the
aggregated flow across a few tunnels as well as the sending
rate for the next interval. Hashing works well and can achieve
the splitting ratios given by TE when the actual number of
TCP flows is extremely large compared to the number of
paths (tunnels) available. Thus, hash imbalance is not an
issue.

[6]

[7]

[8]

[9]

7. Conclusion
We develop Kuijia, a robust TE system for data center WANs
based on rate rescaling method, to reduce the affected flows
due to data plane faults by rerouting the victim flows from
failure tunnels to other healthy tunnels with lower priority.
This protects the aboriginal traffic of those healthy tunnels
from congestion and packet loss, as the traffic from the
failure tunnels will suffer them. By evaluating our method
in Emulab Gscale testbed that we implemented, the results
show that Kuijia works well for both nonpriority traffic and
multipriority traffic whether in pure SDN network or in a
hybrid network like Emulab.
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Software-Defined Networking (SDN) has quickly emerged as a promising technology for future networks and gained much
attention. However, the centralized nature of SDN makes the system vulnerable to denial-of-services (DoS) attacks, especially
for the currently widely deployed multicontroller system. Due to DoS attacks, SDN multicontroller model may additionally face
the risk of the cascading failures of controllers. In this paper, we propose SDNManager, a lightweight and fast denial-of-service
detection and mitigation system for SDN. It has five components: monitor, forecast engine, checker, updater, and storage service. It
typically follows a control loop of reading flow statistics, forecasting flow bandwidth changes based on the statistics, and accordingly
updating the network. It is worth noting that the forecast engine employs a novel dynamic time-series (DTS) model which greatly
improves bandwidth prediction accuracy. What is more, to further optimize the defense effect, we also propose a controller dynamic
scheduling strategy to ensure the global network state optimization and improve the defense efficiency. We evaluate SDNManager
through a prototype implementation tested in a real SDN network environment. The results show that SDNManager is effective
with adding only a minor overhead into the entire SDN/OpenFlow infrastructure.

1. Introduction
Software-Defined Networking (SDN) [1] has quickly emerged
as a new paradigm that decouples the control logic from
data plane devices. It offloads the complex network control
functions to the logically centralized controllers, while the
data plane tends to be a set of dumb forwarding devices.
Controllers, as the main component of SDN, are responsible
for maintaining network-wide state views and performing
forwarding decisions to support fine-grained network management policies. Therefore, the separation of control plane
and data plane enables a flexible network management and
rapid deployment of new functionalities. However, security
of controller is the precondition and the basis of SDN.
OpenFlow as a reference implementation of SDN has
been widely used in recent years. In OpenFlow, when a switch
receives a new flow and there are no matching flow rules
installed in its flow table, the data plane will typically buffer
the packet in the first place and then request a new flow
rule from the controller with an OFPT PACKET IN message.
However, it is obvious to see that the centralized controller

introduces considerable overhead and could easily become
a bottleneck. As illustrated in Figure 1, two kinds of DoS
attacks [2] are generally considered in SDN networks. In the
first attack, attackers may simply mount saturation attacks
towards an SDN controller by sending massive useless packets. Then the controller has to handle every useless new flow
for flow entry creation, which greatly occupies computing
resource and makes controllers show poor responsiveness to
other legitimate flow requests. In the second attack, due to the
limited storage capacity, the switch can only store a certain
amount of flow entries. So if the attacker aims to saturate the
memory, the switch cannot insert the new flow entry into
switch flow table and will respond with an error message to
the controller, simply dropping the packets at the end.
Existed control plane is typically equipped with one
controller, which makes SDN more vulnerable to DoS attack.
For example, if the only controller is overwhelmed or
compromised by attacks, the entire network system will
be paralyzed subsequently. Thus, to improve scalability and
alleviate single point failure, the latest control plane is usually
implemented as a distributed network operating system with
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Figure 1: SDN architecture and denial-of-service attacks.

multiple controllers (ONOS). Wang et al. [3] dynamically
assign controllers to minimize the average response time
and balance load. ElDefrawy and Kaczmarek [4] introduce
a prototype SDN controller that can tolerate Byzantine faults.
Note that current multiple-controller architectures are mostly
designed from the aspects of scalability and efficiency instead
of typical security, so a more comprehensive architecture
which emphasizes on the aspect of security urgently needs
to be solved. What is more, in the multiple-controller model,
if one controller fails after a successful DoS attack, other
controllers will take over it, and the additional load may make
them overloaded, causing the cascading failure [5] ultimately.
As illustrated in Figure 2 (Stage 1), when controller 𝑐 fails,
the load of controller 𝑐 (switches 7, 8, and 9) is redistributed
to controller 𝑎 and 𝑑, whose loads are then exceeding their
capacities. In Stage 2, when controllers 𝑎 and 𝑑 fail, the load
of controller 𝑎 (switches 1, 2, 3, 4, 5, 6, and 7) is redistributed
to controller 𝑏, and the load of controller 𝑑 (Switches 8, 9,
15, 16, 17, and 18) is also redistributed to controller b too. In
Stage 3, controller b takes all the load to manage the network.
In Stage 4, controller 𝑑 fails at last, and all the switches
are out of control. As a result, the whole SDN network
becomes paralyzed and triggered by the failure of only
one controller, which accelerates the paralysis of the whole
model.
To address the above problems, we devised SDNManager,
a fast and lightweight denial-of-service detection and mitigation system for SDN, which can significantly increase the
resistance of SDN networks to both single point of failure
and cascading failure caused by DoS attack. Specifically, our
contributions are as follows:
(i) SDNManager employs a novel dynamic time-series
(DTS) model which greatly improves bandwidth prediction accuracy, so it can provide higher detection
accuracy and ensure better protection to the whole
networks.
(ii) SDNManager is implemented on the control plane,
which conforms to the SDN security trend and does

not require any modification on the data plane. Therefore, it is easier to deploy SDNManager compared to
the previous solutions.
(iii) SDNManager is valid for all types of DoS attacks.
(iv) SDNManager adds minor overhead into the entire
SDN/OpenFlow infrastructure.
(v) To further optimize the defense effect, we also propose a controller dynamic scheduling strategy to
ensure the global network state optimization and
improve the defense efficiency.
The rest of the paper is organized as follows. Section 2
introduces some related works. The design of SDNManager
is detailed in Section 3. Section 4 presents the dynamic
controller scheduling strategy. The experiments and results of
the SDNManager and dynamic controller scheduling strategy
evaluation are presented in Sections 5 and 6, respectively.
Section 8 introduces our future works. Section 8 concludes
the paper.

2. Related Work
Some recent research [6–8] also pointed out that the SDN
controller is a vulnerable target of DDoS attacks. Yan and Yu
[9] argue that although SDN controller itself is a vulnerable
target of DDoS attacks, it also brings us an unexpected
opportunity to mitigate DDoS attacks in cloud computing
environments. Several solutions have been proposed to mitigate the SDN DoS attacks. For example, Kotani and Okabe
[10] proposed a packet-in message filtering mechanism for
protection of the SDN control plane. The packet-in filtering
mechanism can first record the values of packet header fields
before sending packet-in messages and then filter out packets
that have the same values as the recorded ones. Of course, if
the DoS attacker deliberately sends new packets that have different values from the recorded ones, the packet-in filtering
mechanism will be completely ineffective. Mousavi and StHilaire [11] introduced an early detection method for DDoS
attacks against the SDN controller based on the entropy
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Figure 2: The cascading failures of controllers.

variation of destination IP address. He thinks that the destination IP addresses of normal flows should be almost evenly
distributed, while the destination IP addresses of malicious
flows are always destined for several targets. However, it is
also not difficult for DoS attackers to generate a large amount
of new traffic flows, the destination IP addresses of which are
evenly distributed, to overload the SDN controller. AvantGuard [2] introduces connection migration and actuating
triggers into the SDN architecture to defend against the SYN
Flood attacks, but it does not work well when confronted with
other DoS attacks in SDN. FloodGuard [12] uses proactive
flow rule analyzer and packet migration to defend against
data plane saturation attack, but it is too costly. Previously
related works, such as [13, 14], employed Self Organizing
Maps (SOM) to classify whether the traffic is abnormal or not
to defend against DoS attacks, but the overhead of the classification is also too high to be used in real time. Yan et al. [15]
proposed a solution to detect DDoS attacks based on fuzzy
synthetic evaluation decision-making model. Although it is
a lightweight detection method, its detection accuracy is not
very well. Wang et al. [16] formulate the dynamic controller
assignment problem as an online optimization problem

aiming at minimizing the total cost. They also propose a novel
two-phase algorithm by casting the assignment problem as
a stable matching problem with transfers. Simulations show
that the online approach reduces total cost and achieves better
load balancing among controllers. However, the algorithm is
mostly devised from the perspective of scalability, efficiency,
and availability instead of security.
Wei et al. [17] employ the ARIMA model and the GARCH
model to forecast the trend and volatility of the future
demand. Amin et al. [18] propose a forecasting approach
that integrates ARIMA and GARCH models to capture the
QoS attributes’ volatility. Krithikaivasan et al. [19] develop a
forecasting methodology based on an ARCH model which
captures the time variation in the (conditional) variance
of a time-series. However, the above models have shown
that the statistical distribution of the innovations (errors)
often has a departure from normality which is typical of the
volatility found in bursty traffic. Furthermore, the past linear
combinations of squared error terms have been found to lead
to inaccurate forecasts. Therefore, we employ the adaptive
conditional score of the distribution to track volatility in DTS
model.

4
By analyzing the existing works, it is not difficult to find
that a more systematic approach needs to be designed to deal
with the attacks mentioned above. Next, we will show our
design.
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SDNManager
Forecast engine

Read OS
Write PS

3. Design of SDNManager
In the current OpenFlow reactive mode, network suffers from
DoS attacks due to a lack of flow-level bandwidth control. In
other words, attackers can send useless packets without limits, and then controller must perform forwarding decisions
and generate flow rules unconditionally until the controller is
saturated. Furthermore, current SDN designs widely utilized
multiple controllers. Besides exploiting heterogeneity and
dynamism to improve the security level of NOS in some other
aspects, it also increases vulnerability in the single point of
failure and easily causes the cascading failures of controllers,
which makes the whole network be paralyzed more quickly.
Thus, it is undoubted that the influence is significant, once
controllers are flooded.
In this paper, we introduce SDNManager, a fast and
lightweight denial-of-service detection and mitigation system that allows multiple controllers to operate independently to mitigate denial-of-service attack on the controller.
SDNManager typically follows a control loop of reading
flow statistics, forecasting flow bandwidth changes based on
the statistics and accordingly updating the network. Flows
with bandwidth usage higher than the predicted bandwidth
usage are penalized by the application. The penalization is
proportional to the difference between current usage and
predicted usage. Therefore, the service will not be disrupted,
and the cascading failures can be effectively avoided even
though some controllers are under DoS attacks. Figure 3
shows the architecture of SDNManager. The details of SDNManager are described in the rest of this subsection. Notations of SDNManager lists most of the notations used in the
paper.
3.1. System Architecture. As Figure 3 shows SDNManager
mainly has five components: monitor, forecast engine,
checker, updater, and storage service. We outline the role of
each component by discussing three kinds of operating states
of SDNManager.
In observed state (OS), monitor periodically collects an
up-to-date view of the actual network states, including flow
rules statistics and path conditions, from switches, and
transforms them into OS variables. Then, the forecast engine
reads these variables and forecasts the expected bandwidth
utilization for each flow based on its historical data trace.
Using a bandwidth checker module, SDNManager merges
these proposed states (PS, the expected bandwidth utilization)
into a target state (TS) that is guaranteed to maintain the
safety and performance of the system. Updater module then
updates the network to the target state. What is more, storage
service as the center of the system persistently stores the
variables of OS, PS, and TS and offers a highly available,
read-write interface for other components, which greatly
simplifies the design of the other components and allows

Checker
Diff
Generate
TS
Read OS-PS
OS PS Write TS
Read TS

Proxy
R
OS

Write OS

W
| PS | TS

Storage service
Translate
to OS
· · · OpenFlow
collector · · ·

Monitor

Device-specific
command pool

Updater

Execute command
Control plane

Data plane

Figure 3: The architecture of SDNManager.

them to be stateless. Of course, what counts above all is that
SDNManager is supposed to forecast bandwidth utilization
accurately. Thus, we employ a dynamic time-series model to
develop a novel bandwidth utilization forecast engine. Next,
we introduce the forecast engine in detail.
3.2. Forecast Engine. An ARCH (autoregressive conditionally
heteroscedastic) model is a model for the variance of a
time-series. ARCH models are used to describe a changing,
possibly volatile variance. Current research in forecasting
volatility adopted methods developed originally from the
ARCH model in Econometrics. Although an ARCH model
could be used to describe a gradually increasing variance
over time, most often it is used in situations in which there
may be short periods of increased variation. Also, it has been
observed that the statistical distribution of the innovations
(errors) often has a departure from normality which is typical
of the volatility found in bursty traffic. Furthermore, the past
linear combinations of squared error terms have been found
to lead to inaccurate forecasts. Therefore, ARCH model is not
our best choice, and we need to optimize it. Inspired by the
ARCH model [22], we adopt a dynamic time-series model
(DTS) to forecast bandwidth volatility. More specifically, we
employ the adaptive conditional score of the distribution to
track volatility in DTS model. Of course, before describing
the DTS model in detail, we first briefly introduce the ARCH
model. The ARCH model illustrates the variance of a timeseries as a function of the squares of its past observations.
The major contribution of the ARCH model is to find that
apparent changes in the volatility of bandwidth time-series
may be predictable. An ARCH process indexed on time 𝑡 as
a random variable 𝑌𝑡 of order (𝑚 > 1) can be expressed as
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(1) In each time slot 𝑡
(2) For each controller 𝐶𝑖 ∈ 𝐶
(3)
Query flow statistics and Path conditions
(4)
OS𝐶𝑖 ← Transform(state variables)
(5)
for each flow flow𝑖𝑗 ∈ flow𝐶𝑖
(6)
PS𝐶𝑖 ← BWflow𝑖𝑗 .fcst = ForecastingEngine(OS𝐶𝑖 )
(7)
If BWflowij /BWflowij .fcst > 1 + 𝜉
TS𝐶𝑖 ← BWflow𝑖𝑗 .target = BWflow𝑖𝑗 ∗ pun (

(8)

(9)
else
(10)
TS𝐶𝑖 ← BWflow𝑖𝑗 .target = BWflow𝑖𝑗
(11)
end if
(12)
end for
(13) End For
(14) Enforce Load redistribution strategy
(15) Return

1

BWflow𝑖𝑗 −BWflow𝑖𝑗 .fcst

𝑒

)

Algorithm 1: The main procedure of SDNManager.

a product of innovations (errors) of the past 𝑚 terms and its
standard deviation by
𝑌𝑡 = 𝜎𝑡 𝜀𝑡 ,
𝑚

𝑚

𝑖=1

𝑗=1

2
2
𝜎𝑡2 = 𝜔 + ∑𝑎𝑖 𝑌𝑡−𝑖
+ ∑𝑏𝑗 𝜎𝑡−𝑗
.

(1)

Here, {𝜔, 𝑎𝑖 , 𝑏𝑗 } > 0 are constants obtained through the
process of model fitting. However, considering the above
equations, we can observe that the statistical distribution
of the ARCH model always has the departure from normality which is typical of the volatility existed in highly
dynamic SDN traffic. Furthermore, past linear combinations
of squared error terms can inevitably bring about inaccurate
forecasts. Thus, we employ the conditional score of the
distribution to track volatility to solve these problems.
We also define a random variable BW𝑡 as the throughput
of the time-series elicited from analyzed traces, whose 𝑡th
observation is the dependent variable of interest with a timevarying parameter 𝑓𝑡 which will be determined by estimating
𝜃𝑡 , the parameter of the conditional distribution of BW𝑡 .
BW𝑡 ∼ 𝑝 (BW𝑡 | 𝑓𝑡 ; 𝜃𝑡 ) .

(2)

Here, we employ Maximum Likelihood Estimation (MLE)
where the parameter 𝜃𝑡 is determined by the population that
most likely produced the data vector BW𝑡 . The following
equation is a recursion expression for 𝑓𝑡 :
𝑛

𝑚

𝑖=1

𝑗=1

𝑓𝑡 = 𝜔 + ∑𝛼𝑖 𝑓𝑡−1 + ∑ 𝛽𝑗 𝑠𝑡−1 .

(3)

Here, 𝜔 is a constant and {𝛼𝑖 , 𝛽𝑗 } are coefficient matrices
obtained through the process of model fitting and dimensioned for {𝑖, 𝑗 = 1 : 𝑛; 1 : 𝑚}, respectively. When an
observation density is realized for BW𝑡 , the time-varying
parameter 𝑓𝑡 is updated by the conditional score 𝑠𝑡 :
𝑠𝑡 = 𝑠𝑡 ∇𝑡 ,

(4)

where ∇𝑡 = 𝜕 log 𝑝(BW𝑡 | 𝑓𝑡 ; 𝜃𝑡 )/𝜕𝑓𝑡 is the first derivative of
the log-likelihood function of the conditional distribution’s
parameter. Inserting back into (3) yields
𝑓𝑡+1 = 𝜔 + 𝛼𝑓𝑡 + 𝛽𝑠𝑡 [

𝜕 log 𝑝 (BW𝑡 | 𝑓𝑡 ; 𝜃𝑡 )
].
𝜕𝑓𝑡

(5)

The variance will be the second derivative in keeping with
a measure of volatility. The second moment is given by the
following equation:
𝐼𝑡 = −𝐸 [

𝜕2 log 𝑝 (BW𝑡 | 𝑓𝑡 ; 𝜃𝑡 )
] = 𝐸 [∇𝑡 ∇𝑡 ] .
𝜕2 𝑓𝑡

(6)

Here, 𝐼𝑡 is the Fisher information matrix for all terms to be
used in computing the volatility and ∇𝑡 is the score vector.
Therefore, the model takes historical data trace as an input
and makes full use of the adaptive conditional score to yield
the predicted flow-level bandwidth utilization BW𝑡 . The DTS
model makes full use of the observational density of the
dependent variable in updating the conditional score rather
than a linear combination of a finite number of past variance
terms. In addition, it also employs the derivative as a better
filter with the conditional density and is, therefore, less prone
when outliers are present in historical data.
3.3. Dynamic Bandwidth Allocation Algorithm. After completing the design of the forecast engine, we can then develop
an integrated dynamic bandwidth allocation algorithm for
this issue. The pseudocode of the dynamic bandwidth allocation algorithm is shown in Algorithm 1. The practical solution
uses explicit bandwidth information of each flow to enforce
accurate rate control for traffic flows between controllers and
switches. The solution takes full advantage of the ability of
global monitoring in SDN. The explicit steps of the algorithm
are as follows.
First, the monitor periodically collects the current flow
statistics and path conditions and transforms them into OS
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variables (lines: (3)-(4)). Second, the forecast engine reads
the latest OS variables from the storage service and proposes
the expected bandwidth utilization for each flow (line: (6)).
Then, bandwidth checker examines whether the observed
bandwidth utilization for each flow is consistent with the
expected bandwidth utilization (line: (7)). We set the slack
variable 𝜉 [23], mainly to reduce the impact of SDNManager
on normal flow. Flows with bandwidth consumption higher
than the predicted bandwidth consumption will be penalized
by the application (bandwidth checker). The penalization is
proportional to the difference between current and predicted
usage (lines: (8)–(10)). Finally, each controller repeats the
above steps and takes load redistribution strategy to prevent
cascading failures (line: (14)). In addition, there is a problem
worthy of attention, once the predicted bandwidth is not
accurate and the flow is penalized for that mistake, then the
user of the flow can be hurt, which is not fair. Considering
the predicted bandwidth is not absolutely accurate, we set the
slack variable 𝜉 ∈ [0, 1] in Algorithm 1, mainly to reduce
the impact of SDNManager on normal flow. Of course, it
is necessary to ensure both the “fairness” and “security”
of SDNMManager. Here “fairness” means that even if the
predicted bandwidth is not absolutely accurate, SDNManager
should guarantee the normal flow will not be penalized for the
mistake. “Security” of the process means that SDNManager
should prevent possible DoS attacks. Therefore, we can
balance the fairness and security by adjusting the value of the
slack variable based on our actual requirements. For example,
if we pay more attention to “fairness,” the value of 𝜉 could be
set to big enough. On the contrary, if we pay more attention
to “security,” the value of 𝜉 could be set to small enough.
Compared with the previous rate limiting algorithm [24],
our method is more moderate. The previous rate limiting
algorithm is not fair because it penalizes all routers equally,
irrespective of whether they are greedy or well behaving.

4.1. Dynamic Controller Scheduling Model Establishment. We
assume that the SDN network consists of M controllers
and N switches. The controller set and the switch set are
represented by 𝐶 = {𝑐1 , 𝑐2 , . . . , 𝑐𝑚 } and 𝑆 = {𝑠1 , 𝑠2 , . . . , 𝑠𝑛 },
respectively. 𝑐𝑚 and 𝑠𝑛 represent the 𝑚th controller and
the 𝑛th switch, respectively. 𝑦(𝑡)𝑖𝑗 indicates whether the 𝑖th
switch is connected to the 𝑗th controller (1 indicates that the
connection is established, 0 indicates that the connection is
not established). 𝑑𝑖𝑗 is the distance between the 𝑖th switch and
the 𝑗th controller (hops). The processing capability of each
controller in the controller set 𝐶 is 𝜇 = {𝜇1 , 𝜇2 , . . . , 𝜇𝑚 }. In
order to increase the controller reliability and elasticity, we
set the decay factor of each controller as 𝛾 = {𝛾1 , 𝛾2 , . . . , 𝛾𝑚 },
where 𝛾 ∈ (0, 1).

4. Dynamic Controller
Scheduling Strategy (DCS)

where 𝑉 is the scale of network topology (i.e., the number of
network nodes).
The average controller response time in time slot t can
be represented as the weighted average of {𝜗(𝑡)𝑗 }. Therefore, according to (7) and (8), the average global controller
response time is

With SDN technology widely used in the cloud data center
[25], the industry uses SDN multicontroller model [26, 27]
to achieve high performance and high scalability. However,
the SDN multicontroller model is more vulnerable to the
DoS attacks on the controller. Therefore, SDN multicontroller
model does need the associated SDN DoS defense mechanism to enhance its availability. The defense mechanism
designed in this paper is adaptive for the SDN multicontroller
model. It can effectively prevent the DoS attack against the
controller and avoid the single failure point of the controller
[28]. Of course, the defense mechanism also inevitably
increases the controller load. Also, given the random nature
of DoS attacks (random time, random address, random attack
rate, and random controller), it can result in unbalanced
load across multiple controllers, affect the average response
time of the global network, and reduce the overall quality
of service. Therefore, to further optimize the defense effect,
we propose a controller dynamic scheduling strategy to
ensure the global network state optimization and improve the
defense efficiency.

4.1.1. Average Global Controller Response Time. Switch requests are aggregated at the processing queue of the connected controllers. Therefore, if the 𝑖th switch sends requests
to the controller at the rate 𝜐(𝑡)𝑖 in time slot 𝑡, the load of
controller 𝑗 can be expressed as
𝑁

𝜃 (𝑡)𝑗 = ∑𝜐 (𝑡)𝑖 𝑦 (𝑡)𝑖𝑗 ,

(7)

𝑖=1

where 𝑦(𝑡)𝑖𝑗 indicates whether the 𝑖th switch is connected to
the 𝑗th controller (1 indicates that the connection is established, 0 indicates that the connection is not established).
According to the (7) and taking into account the effect of the
network topology size on the average response time of the
controller, we use (8) to compute the average request response
time for controller 𝑗:
𝜗 (𝑡)𝑗 =

𝜉 (𝑡) =

1
𝑂 (𝑉2 ) ,
𝜇𝑗 − 𝜃 (𝑡)𝑗

∑𝑀
𝑗=1 𝜃 (𝑡)𝑗 𝜗 (𝑡)𝑗
∑𝑀
𝑗=1 𝜃 (𝑡)𝑗

.

(8)

(9)

4.1.2. Dynamic Controller Scheduling Strategy. Given the
SDN multicontroller model, the dynamic controller scheduling strategy can dynamically assign controllers to switches
according to the change of the controller load. By adjusting
the mappings between controllers and switches, we can
reduce the average response time of the global controller
and optimize the global quality of service. The model can be
abstracted as follows:
Minimize 𝜉 (𝑡)
s.t. 𝜃 (𝑡)𝑗 ≤ 𝛾𝑗 𝜇𝑗 ,

(10)
∀𝑗

(11)
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Input: ∀𝑖, 𝜐(𝑡)𝑖 ; ∀𝑗, 𝜇𝑗 , 𝛾𝑗
Output: 𝑦(𝑡)𝑖𝑗 , ∀𝑖, 𝑗
(1) function BSM (𝜐(𝑡)𝑖 , 𝜇𝑗 , 𝛾𝑗 )
(2) Each switch and controller builds Γ(𝑠𝑖 ) and Γ(𝑐𝑗 )
(3) while Any proposals from the switches do
(4) if All the proposals will not vilolate constraint (11) then
(5)
The controllers accept all the proposals
(6) else
(7)
The controllers only accept the most preferred proposals based on Γ(𝑠𝑖 )
(8)
The controllers reject other proposals
(9) end if
(10) end while
(11) Transform matching Θ to 𝑦(𝑡)𝑖𝑗 , ∀𝑖, 𝑗
(12) end function
Algorithm 2: Bidirectional selection mechanism.

𝑀

∑ 𝑦 (𝑡)𝑖𝑗 = 1, ∀𝑖

(12)

𝑦 (𝑡)𝑖𝑗 ∈ {0, 1} ,

(13)

𝑗=1

∀𝑖, 𝑗.

Formula (10) ensures the average response time of the
global controller is optimal. Constraint (11) ensures that no
controller is overloaded. Constraint (12) ensures that each
switch must be connected to only one controller so as to
ensure validity and uniqueness.
4.2. Solution for Dynamic Controller Scheduling Model.
Because the controller dynamic scheduling strategy is oriented to the SDN multicontroller model, its solution needs
to satisfy the high efficiency and the rapid convergence of
the dynamic environment. Through solving the model, we
can get the global optimal controller-to-switch mapping. The
optimal mapping will balance the load across the multiple
SDN controllers and optimize the defense effects of the
mechanism.
In order to solve the optimal dynamic controller scheduling model, we first make the controller and the switch
perform “bidirectional selection” to construct the initial
controller-to-switch mapping and then use the iterative
algorithm to adjust the mappings to achieve global network
performance optimization. Next, we will describe the solution for dynamic controller scheduling model in detail in the
following subsections.
4.2.1. “Bidirectional Selection” Mechanism. In this paper, the
“bidirectional selection” mechanism is used to construct
the initial controller-to-switch mapping. More specifically,
all controllers and switches maintain their preferences list
based on some metrics. In the case of satisfying the global
constraints, we construct the initial mapping according to the
preference lists [29].
From the perspective of the switch, it may choose the
controller with higher processing power and shorter response
time (such as formula (8)) in the first place. However, this
indicator is related to many other factors, so it is not easy
to make a choice. Therefore, we use the maximum controller
response time as the indicator to construct a preference list of

each switch. The maximum response time of the 𝑗th controller
is represented as follows:
𝜗 (𝑡)max
=
𝑗

1
.
𝜇𝑗 − 𝛾𝑗 𝜇𝑗

(14)

From the above formula, we can see that controllers in
the 𝑖th switch’s preference list Γ(𝑠𝑖 ) are arranged in ascending
order based on their own maximum response time. Switch i
prefers the controller whose index is smaller in the preference
list. The smaller the index of the controller in the preference
list is, the shorter the maximum response time of the
controller is. The preference list of the 𝑖th switch is shown in
Γ (𝑠𝑖 ) = {𝑐𝑗∗ , . . . ,} , ∀𝑗 ≠ 𝑗∗ ,
max
.
𝜗 (𝑡)max
𝑗∗ < 𝜗 (𝑡)𝑗

(15)

From the perspective of the controller, controller 𝑗 may
first choose the switch with smaller request rate and smaller
distance between the switch and the controller 𝑗. All switches
in the 𝑗th controller’s preference list are arranged in ascending
order based on the product of the request rate and the
distance between the switch and the controller. Controller 𝑗
prefers the switch whose index is smaller in the preference list
Γ(𝑐𝑗 ). The smaller the index of the switch in the preference list
is, the higher the probability of this switch being selected by
the controller 𝑗 is. The preference list of the 𝑗th controller is
shown in (16).
Γ (𝑐𝑗 ) = {𝑠𝑖∗ , . . . ,} , ∀𝑖 ≠ 𝑖∗ ,
𝜐 (𝑡)𝑖∗ ∗ 𝑑𝑖∗ 𝑗 < 𝜐 (𝑡)𝑖 ∗ 𝑑𝑖𝑗 .

(16)

Of course, in the above case, if the controller 𝑗 wants to
place the 𝑖∗ switch into the initial mapping, the controller 𝑗
needs to satisfy the constraint that the controller load can not
exceed its maximum threshold after placing the 𝑖∗ switch into
the mapping:
𝜃 (𝑡)𝑗 + 𝜐 (𝑡)𝑖∗ ≤ 𝛾𝑗 𝜇𝑗 ,

∀𝑠𝑖∗ .

(17)

The pseudocode of “bidirectional selection” mechanism
is shown in Algorithm 2. Specifically, after each side builds
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Input: Initial matching Θ; ∀𝑗, 𝜇𝑗 , 𝛾𝑗
Output: 𝑦(𝑡)𝑖𝑗 , ∀𝑖, 𝑗
(1) function Transfer(Θ, 𝜇𝑗 , 𝛾𝑗 )
(2) for All controllers, ∀𝑗, 𝑐𝑗 do
(3)
for Each switch s𝑖 ∈ Θ(𝑐𝑗 ) do
(4)
for controller c𝑚 ∈ 𝐶\{𝑐𝑗 } do
(5)
Find the transfer pair (𝑠𝑖 , 𝑐𝑗 , 𝑐𝑚 ) with minimum TR(𝑠𝑖 , 𝑐𝑗 , 𝑐𝑚 )
(6)
endfor
(7)
if TR(𝑠𝑖 , 𝑐𝑗 , 𝑐𝑚 ) < 0 then
(8)
Update: Θ ← transfer(𝑠𝑖 , 𝑐𝑗 , 𝑐𝑚 )
(9)
end if
(10)
end for
(11) end for
(12) Transform Θ to 𝑦(𝑡)𝑖𝑗
(13) end function
Algorithm 3: Optimal mapping algorithm.

the preference list based on the above definitions, switches
start to propose to their most preferred controllers. When the
controller receives the proposals, it begins to choose its most
preferred switches under the capacity constraint and reject
the rest. Repeat this process until there are no more proposals.
4.2.2. Optimal Mapping Algorithm. We can get the initial
controller-to-switch mapping Θ by “bidirectional selection”
mechanism. However, the initial mapping is not the optimal
solution. Therefore, this subsection defines the transfer rules
and uses the iterative algorithm (Algorithm 3) to obtain the
optimal mapping between the controller and the switch.
Transfer Rule. Assume that switch 𝑠 corresponds to the
controller 𝑎 in the initial mapping Θ. After satisfying certain transfer rules, switch 𝑠 corresponds to controller b
in the updated mapping. The above process is denoted by
transfer(𝑠, 𝑎, 𝑏). Before the transfer process, 𝑠 is included
in the set of switches mapped by controller 𝑎. After the
transfer process, 𝑠 is deleted from the set of switches mapped
by controller 𝑎 and added to the set of switches mapped
by controller 𝑏. We define the transfer rule based on the
average global controller response time. After the transfer
process, if the mapping reduces the global controller response
time, we call that this process satisfies the transfer rules and
then update the controller-to-switch mapping. The above
mathematical expression of the transfer process is as follows:
Before transfer(𝑠, 𝑎, 𝑏)
𝑆𝑎 = Θ (𝑎) ;
𝑆𝑏 = Θ (𝑏) .

(18)

After transfer(𝑠, 𝑎, 𝑏)
𝑆𝑎∗ = Θ (𝑎∗ ) = 𝑆𝑎 \ {𝑠} ;
𝑆𝑏∗ = Θ (𝑏∗ ) = 𝑆𝑏 ∪ {𝑠} .

(19)

Transfer Rule
TR (𝑠, 𝑎, 𝑏) = 𝜗 (𝑡)𝑎∗ + 𝜗 (𝑡)𝑏∗ − [𝜗 (𝑡)𝑎 + 𝜗 (𝑡)𝑏 ] < 0. (20)
According to the above transfer rules, we design the following
algorithm to dynamically adjust the controller-to-switch
mapping [30] and obtain the transfer pair with minimum
transfer rule value TR(𝑠𝑖 , 𝑐𝑗 , 𝑐𝑚 ). After finding the target
transfer pair, we update the mapping to achieve the global
controller response time optimization.

5. Evaluation of SDNManager
SDNManager and the dynamic controller scheduling strategy
are described in detail in Sections 3 and 4. In this section,
we will introduce our implementation of SDNManager and
evaluate the performance and overhead of our system. Below
we will detail the experimental program and analyze the
experimental results.
5.1. Implementation. We implement SDNManager and test
it under OpenFlow environment. SDNManager is a fast
and lightweight denial-of-service detection and mitigation
system for SDN. The detailed design is stated in Sections 3 and
4. Figure 4 describes the topology used for the experiments.
We use eight physical servers and four pica8 switches in
the experiments. Each server is equipped with two Intel(R)
Xeon(R) CPU x5690 3.47 GHz and 48 GB of RAM and runs
CentOS 6. The 1th ∼4th server uses virtual machines to run
25 clients (including attackers), respectively. Four Floodlight
controllers are implemented on 5th ∼8th server independently.
Three sets of experiments are performed. The first experiment shows a comparative performance of the forecast
engine with DTS model and ARCH model for a sample
trace from the network traffic. In the second experiment,
we measure the bandwidth received by the legitimate client
and the attacker, with and without SDNManager, as a way of
validating the prototype. In the meanwhile, we also compare
the defense effects of SDNManager, FloodGuard [12], and
SGuard [13]. In the last experiment, we measure the CPU
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500

Table 1: Keenan test and MAPE for DtS and ARCH.

1 [20]
2 [21]

Keenan test
𝑝 value
6.87 × 10−31
2.93 × 10−18

450

MAPE
DTS
5.23
8.61

ARCH
9.27
11.92

utilization to compare the overhead of SDNManager, SGuard,
and FloodGuard.
5.2. Forecast Effect of Forecast Engine. To validate the forecast
engine discussed, we conduct statistical analysis by applying
it to selected traces from the research [20] and online resource
[21]. What is more, in order to enhance persuasiveness,
we first conduct it on the traces and testify stationarity
and nonlinearity and then compare the performance of the
forecast engine with our DTS model and ARCH model.
Nonlinearity testing was done with the well-known Keenan
test (a low 𝑝 value is indicative of nonlinearity). We also
compute MAPE (Mean Absolute Percentage Error) [31] to
achieve a comparison between the two models.
Table 1 summarizes the Keenan test results and MAPE
value for each model. From the results, we can see our model
satisfies underlying statistical assumptions, which lays the
foundation for the correctness of the following experimental
results. Figure 5 shows the comparative performance results
(sample trace [21], September 5, 2005, 12:28:15–12:29:55).
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Figure 5: DTS and ARCH forecast of sample trace.

When it comes to forecasting outlier, the DTS model
is much more efficient than the ARCH model. We use the
following equation to compute forecast error.
ForecastError (%) =

100 𝑛  𝑧𝑡 − 𝑧̃𝑡 
∑
.
𝑛 𝑡=1  𝑧𝑡 

(21)
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Figure 6: The bandwidth changes before and after the attack.

Here, 𝑧𝑡 and 𝑧̃𝑡 are the real and estimated values of the
time-series. Specifically, the forecast error of DTS can be
effectually controlled between 8% and 13%. However, that
of ARCH is 20% to 40%. From this perspective, we can
conclude that the accuracy of DTS model is higher than that
of ARCH model, which is helpful to defend against possible
DoS attacks.
5.3. SDNManager Defense Effects. In the second experiment,
we measure the bandwidth received by the legitimate client
and the attacker, with and without SDNManager, respectively,
as a way of validating the prototype. For ease of explanation,
we randomly choose three users A, B, and C (as Figure 4
shows) from the networks and assume that A is the attacker,
whose attack rate can be up to 1 Gb/s; B and C are normal
users. It is also worth noting that attacker A and user
B are controlled by the same SDN controller, but user C

is controlled by another different controller. Therefore, we
can compare the bandwidth received by different legitimate
clients so as to increase the reliability of the results. In
addition, the randomness introduced in the experiment also
increased the reliability of the experimental results. Figures
6(a) and 6(b) show the bandwidth changes of A, B, and C,
before and after the saturation attack, with SDNManager and
without defense mechanism separately.
In this experiment, with and without SDNManager, all
users’ bandwidth changes (no matter it is of the attacker or
the normal users) are within the normal range when there is
no saturation attack (0∼40 s). This proves that SDNManager
does not harm the bandwidth of traffic forwarding. If we start
the saturation attack (at about 40 s) without SDNManager,
the bandwidths of both user B and user C go down quickly,
whereas the bandwidth received by attacker A continues to
increase without any limits. The attacker can easily consume
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the computation resource of the controller and overload the
infrastructure of SDN networks, and cause the cascading failures of controllers. However, while using SDNManager the
saturation attack also starts at about 40 s, and the bandwidth
of user B firstly decreases a little and then returns to normal;
the bandwidth of user C almost remains unchanged. This is
because flows with bandwidth consumption higher than the
predicted bandwidth consumption will be penalized by the
application. The penalization is proportional to the difference
between current and predicted usage. In addition, the forecast
engine of SDNManager employs a novel dynamic time-series
(DTS) model which greatly improves bandwidth prediction
accuracy. In this case, SDNManager can protect the SDN
significantly and avoid the cascading failures of controllers
effectively.
In order to compare the defense effect of SDNManager
with the other defense mechanism, we implement SGuard
and FloodGuard on the same physical environment. In the
meanwhile, we also measure the bandwidth received by the
legitimate client and the attacker. Figures 6(c) and 6(d) show
the bandwidth changes of A, B, and C, before and after the
saturation attack, with SGuard and FloodGuard separately.
With SGuard and FloodGuard, all users’ bandwidth
slightly decreases (no matter it is of the attacker or the normal
users) when there is no saturation attack (0∼40 s). In this
process, SGuard receives collected flows, extracts features that
are important to the DoS flooding attack detection, and gathers them in 6-tuples which would be passed to the classifier
module. Then, the classifier module analyzes whether a given
6-tuple corresponds to a DoS flooding attack or legitimate
traffic. FloodGuard also needs to analyze data plane messages
and update its packet-processing policies in this process.
Therefore, SGuard and FloodGuard need to make a comprehensive judgment according to multifactors and then take
the appropriate protective measures. This process involves
a lot of complex calculations, so the evaluation results
are not surprising. This also proves that both SGuard and
FloodGuard have a slightly negative impact on the bandwidth
of traffic forwarding. If we start the saturation attack (at about
40 s), the bandwidths of both user B and user C go down
slowly, whereas the bandwidth received by attacker A slightly
increases. The attacker can hardly consume the computation
resource of the controller and overload the infrastructure
of SDN networks, as well as cause the cascading failures of
controllers. This proves that both SGuard and FloodGuard
have certain defense effects. More specifically, when the
saturation attack is detected, FloodGuard’s proactive flow rule
analyzer module dynamically tracks the runtime value of
the state sensitive variables from the running applications,
converts generated path conditions to the proactive flow rules
dynamically, and installs these flow rules into the OpenFlow
switches. SGuard can also classify traffic as either normal or
an attack by using the features extracted from the data set
and then take some measures to block attackers. However,
the defense effects of SGuard and FloodGuard are worse
than the defense effect of SDNManager. For example, when
we use SGuard and FloodGuard, the bandwidth received
by the legitimate client is lower than that in SDNManager,
while the bandwidth received by the attacker is higher
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than that in SDNManger. In addition, the attack detection
time of SDNManager is also less than that of SGuard or
FloodGuard (SDNManager: about 15 s, SGuard: about 28 s,
and FloodGuard: about 37 s). SDNManager uses a lightweight
DTS model to predict the bandwidth consumption. The
penalization is also based on the difference between current
and predicted usage. Thus, SDNManager can quickly detect
the DoS attacks. Prevention and early detection of DoS
attack are very important. SDNManager can minimize the
delay of detecting DoS attack after its occurrence. From this
perspective, we can conclude that SDNManager has better
defense effects than SGuard and FloodGuard.
5.4. Overhead Analysis. In this section, we show our evaluation about the overhead of SDNManager. With SDNManager
and without SDNManager, we keep monitoring the resource
consumption of controller 1 (we choose the CPU utilization
of each controller as the indicator of how many resources
it consumes). Figure 7 shows the evaluation results. We can
observe that when there is no attack (before the 40 s), the CPU
utilization of controller with SDNManager is a little higher
than that of the controller without any defense mechanism.
Not surprisingly, this is owing to the design of SDNManager.
SDNManager is responsible for performing a bandwidth
prediction algorithm so that it will have a little impact on controller efficiency, but this impact is still within our expected
tolerance. When we start the saturation attack at about 40 s,
the CPU utilization of controller with SDNManager almost
remains unchanged, while that of the controller without
defense mechanism increases quickly and reaches a peak at
about 50 s. Thus, the overhead of SDNManager is acceptable
for our system. We also compare and analyze the overhead
of SDNManager, SGuard, and FloodGuard. We continue to
use CPU utilization to represent the overhead of the system.
It is obvious to see that the overall utilization of SDNManager
is relatively low, which shows that SDNManager is highly
scalable and able to provide security services for more
network devices. In contrast, the overhead of SGuard and
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FloodGuard is higher. SGuard and FloodGuard need to make
a comprehensive judgment according to multifactors and
then take the appropriate protective measures. This process
involves a lot of complex calculations, so the evaluation
results are not surprising.

6. Evaluation of DCS Model
Through the previous analysis, we can see that the SDNManager proposed in this paper has obvious advantages
compared with other defense mechanisms, such as SGuard
and FloodGuard. However, the experimental environment in
Section 5 is relatively static, which cannot show the advantage
of the controller dynamic scheduling strategy applied in
the cloud data center to the global network performance
[32]. Therefore, in order to test the deployment effect of the
controller dynamic scheduling strategy in the actual SDN
environment, this section further deploys the strategy in the
experimental cloud data center to test its defense effect.
The data center topology chosen in this section is a 24pod fat-tree structure (Figure 8) with a total of 720 switches
and 3456 host users. There are 30 Floodlight controllers
deployed in this data center. The decay factor of each
controller 𝛾𝑖 is set to (0.92∼0.96) randomly. All Floodlight
controllers are implemented on different physical servers
independently. Each Server is equipped with two Intel(R)
Xeon(R) CPU x5690 3.47 GHz and 48 GB of RAM and runs
CentOS 6. Out-of-Band control uses a separate network to
connect all the switches with the controller. We implement
SDNManager, SGuard, and FloodGuard on each controller.
The attackers in the cloud data center are randomly selected
which are five percent of the total number of users. The other
experimental parameters are set as shown in Section 5. When
attack rate is 100 Mb/s, 200 Mb/s, 400 Mb/s, and 800 Mb/s,
respectively, we test and analyze the average controller
response time of SDNManager, SGuard, and FloodGuard
without applying controller dynamic scheduling strategy.
In order to facilitate the comparative analysis, we repeat
the experiment with applying controller scheduling strategy.
The experimental results are shown in Figures 9 and 10.
Figures 9(a)–9(d) show the global controller response time at
different attack rates when the controller dynamic scheduling
strategy is not applied, and Figures 10(a)–10(d) show the
global controller response time at different attack rates when
the controller dynamic scheduling strategy is applied.

As can be seen from Figures 9(a)–9(d) in the absence
of controller dynamic scheduling strategy, the average controller response time of SDNManager is significantly lower
than that of SGuard and FloodGuard before launching attacks
(𝑡 < 10 s). On the one hand, the reason is that the overhead
of SDNManager is less than that of SGuard and FloodGuard.
On the other hand, SGuard and FloodGuard are relatively less
scalable (Scalability is the measure of how a system responds
when additional hardware is added). It is worth noting that
the size of the second experimental topology is significantly
larger than that of the first experimental topology. When
we expand the topology, the large topology brings a heavy
load to SGuard’s abnormal traffic detection module and
FloodGuard’s proactive flow rule analyzer module. More
specifically, SGuard has to receive much more collected
flows, extract features that are important to DoS flooding
attack detection, and gather them in 6 tuples which are
passed to the classifier module to analyze whether a given
6-tuple corresponds to a DoS flooding attack or legitimate
traffic. FloodGuard’s proactive flow rule analyzer module
must combine symbolic execution and dynamic application
tracking to derive proactive flow rules at runtime. This
process involves a lot of complex calculations and greatly
increase the response time. In contrast, SDNManager only
needs to predict the bandwidth consumption and enforce
the penalization strategy based on the difference between
current and predicted usage, which greatly reduce the consumption of resources. After 𝑡 = 10 s, when attackers begin
to launch attacks, the average response time of SGuard
and FloodGuard gradually increases. With the increase
of attack rate, the average response time also increases
(Δ𝑡[lower Mb⋅s−1 ] < Δ𝑡[higher Mb⋅s−1 ]). When attack rate
is 100 Mb/s, 200 Mb/s, 400 Mb/s, and 800 Mb/s, respectively,
the corresponding peak response time of SGuard and FloodGuard is {(0.7, 0.85); (0.9, 1.2); (1.16, 1.62); (2, 2.6)}. From the
above results, although the response time is affected, it is
still within a reasonable range. Compared to the above two
defense mechanisms, SDNManager has some advantages
regarding overhead. For example, the average response time
of SDNManager is basically within (0.2, 0.6) even at different
attack rates and it also fluctuates smoothly in some ranges. It
proves that SDNManager is a lightweight and fast denial-ofservice detection and mitigation system for SDN again.
As can be seen from Figures 10(a)–10(d), when we
use the controller dynamic scheduling strategy, the average controller response time of SDNManager, SGuard, and
FloodGuard significantly decreases before launching attacks
(𝑡 < 10 s). This is because the proposed controller dynamic
scheduling strategy can effectively balance the data center
controller load and optimize the global response time. After
𝑡 = 10 s, when attackers begin to launch attacks, the average
response time of SDNManager, SGuard, and FloodGuard
gradually increases. With the increase of attack rate, the
average response time also increases (Δ𝑡[lower Mb⋅s−1 ] <
Δ𝑡[higher Mb⋅s−1 ]). When attack rate is 100 Mb/s, 200 Mb/s,
400 Mb/s, and 800 Mb/s, respectively, the corresponding
peak response time of SDNManager, SGuard, and FloodGuard is {(0.15, 0.46, 0.65); (0.38, 0.52, 0.85); (0.41, 0.79, 1.17);
(0.48, 1.13, 1.72)}. It can be seen from the above results that, in
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Figure 9: Response time comparison using dynamic controller scheduling strategy.

the latter case, the peak response time is significantly reduced.
Less statistical fluctuation in response time also produces a
more consistent end-user experience. Overhead refers to the
processing time required by system software, which includes
the operating system and any utility that supports application
programs. Response time is the total amount of time it takes
to respond to a request for service. Thus, response time can
indicate the overhead of the system. For a given request the
service time varies little as the workload increases. As can be
seen from Figures 9 and 10, the response time with dynamic
controller scheduling strategy is lower than that without the
dynamic controller scheduling strategy. On the one hand, it
proves that the dynamic controller scheduling strategy can

significantly optimize the average controller response time.
On the other hand, it proves that the overhead of strategy is
in a reasonable range.
In summary, in this experimental cloud data center scenario, the controller dynamic scheduling strategy proposed
in this paper significantly optimizes the average controller
response time, which achieves the expected target.

7. Future Work
In the future, we plan to do the following two works.
First, in order to expand the scale and scope of SDNManager, we plan to implement it on Ryu or OpenDaylight
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Figure 10: Response time comparison using dynamic controller scheduling strategy.

in the future. There is no doubt that the current popular
SDN controllers are Ryu and OpenDaylight. Ryu is commonly referred to as component-based, open source software
defined by a networking framework, which is implemented
entirely in Python. It can provide software components with
well-defined APIs that are exposed to allow developers to
create new network management and control applications.
It also supports multiple southbound protocols for managing devices. What is more, OpenDaylight is also a highly
available, modular, extensible, scalable, and multiprotocol
controller infrastructure built for SDN deployments on modern heterogeneous multivendor networks, which provides a
model-driven service abstraction platform that allows users
to write apps that easily work across a wide variety of
hardware and southbound protocols. Therefore, Ryu and

OpenDaylight are two of those SDN controllers that we
as developers should seriously consider. Above all, if we
conduct the science experiment on Ryu or OpenDaylight, the
experimental results will be better.
Second, we plan to combine SDNManager and the existing Intrusion Detection System (IDS) to further improve
defense efficiency. In this paper, we view SDN DoS attack as a
resource management problem. It is a cyber-attack where the
perpetrator seeks to make the controller resource unavailable
to its intended users by temporarily or indefinitely disrupting
services of a host connected to the controller. It is typically accomplished by flooding the targeted controller with
superfluous requests in an attempt to overload systems and
prevent some or all legitimate requests from being fulfilled.
Similarly, burst traffic may also cause network congestion
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and cause the packet drop to take place, thus reducing the
overall throughput. Therefore, it is difficult to distinguish
normal burst traffic and DoS attack traffic. A more detailed
classification requires an Intrusion Detection System (IDS),
which would be considered in the future.

8. Conclusions
In this paper, we propose SDNManager to prevent SDN
DoS attacks and the cascading failures of controllers. SDNManager follows a control loop of reading flow statistics,
forecasting flow bandwidth changes based on the statistics
and updating the network accordingly. Flows with bandwidth
consumption higher than a predicted usage are penalized
by the application. The penalization is proportional to
the difference between current and predicted usage. Thus,
attackers are served with a lower priority than the normal
users. The evaluation results demonstrate the effectiveness
of SDNManager and show that our system only adds minor
overhead.

Notations of SDNManager
𝐶𝑖 :
flow𝑖𝑗 :
BWflow𝑖𝑗 :
BWflow𝑖𝑗 .fcst :
BWflow𝑖𝑗 .target :
OS𝑐𝑖 :
PS𝑐𝑖 :
TS𝑐𝑖 :
𝑓𝑡 :
𝜃𝑡 :
𝜇:
𝑠𝑡 :
𝜉:

𝑖th controller
𝑖th flow is corresponding to 𝑖th controller
Current bandwidth utilization of flow𝑖𝑗
Predicted bandwidth utilization of flow𝑖𝑗
Target allocation bandwidth of flow𝑖𝑗
The observed state variables
The proposed state variables
The target state variables
A time-varying parameter
Parameter of the conditional distribution
of bandwidth
Decay factor of control-to-data path
The conditional score
Slack variable.
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As the most competitive solution for next-generation network, SDN and its dominant implementation OpenFlow are attracting
more and more interests. But besides convenience and flexibility, SDN/OpenFlow also introduces new kinds of limitations and
security issues. Of these limitations, the most obvious and maybe the most neglected one is the flow table capacity of SDN/OpenFlow
switches. In this paper, we proposed a novel inference attack targeting at SDN/OpenFlow network, which is motivated by the
limited flow table capacities of SDN/OpenFlow switches and the following measurable network performance decrease resulting
from frequent interactions between data and control plane when the flow table is full. To the best of our knowledge, this is the first
proposed inference attack model of this kind for SDN/OpenFlow. We implemented an inference attack framework according to
our model and examined its efficiency and accuracy. The evaluation results demonstrate that our framework can infer the network
parameters (flow table capacity and usage) with an accuracy of 80% or higher. We also proposed two possible defense strategies for
the discovered vulnerability, including routing aggregation algorithm and multilevel flow table architecture. These findings give us
a deeper understanding of SDN/OpenFlow limitations and serve as guidelines to future improvements of SDN/OpenFlow.

1. Introduction
By decoupling the control plane from the data plane,
Software-Defined Network (SDN) makes programmability a
built-in feature for networks, thereby introducing automaticity and flexibility to the networking management. SDN has
therefore been foreseen as the key technology that enables the
next generation of networking paradigm. Despite its promise,
one of the most significant barriers towards SDN’s wide
practical deployment resides in overwhelming security concerns [1]. Therefore, proactively detecting, quantifying, and
mitigating its security vulnerabilities become of fundamental
importance.
In spite of its novelty, SDN indeed reuses various design
and implementation elements ranging from architectures
and protocols to systems from traditional network. It is
not surprising that SDN inheres the vulnerabilities intrinsic
to these elements. For example, similar to any networked
service, secure channels between controllers and switches

might be disrupted by DDoS attacks; like firewall rules,
the flow entries may also conflict with each other, leaking
unwanted traffic; malicious arp spoofing generated by attackers may poison the controller MAC table, disturbing the normal topology information gathering and packet forwarding;
untrusted applications may instrument SDN controller to
perform malicious behaviors without proper access control,
which is one of the design objectives for modern operating
systems. In response, existing research in the context of
SDN security mainly focuses on detecting and mitigating
these vulnerabilities. For example, [2] evaluates man-in-themiddle attacks that target at SDN/OpenFlow secure channels;
FortNOX [3] brings security enforcement module into NOX
[4] and enables real-time flow entry conflict check; VeriFlow
[5] detects network-wide invariant violations by acting as a
transparent layer between control plane and data plane.
In this paper, we introduce a novel SDN vulnerability.
The novelty of this vulnerability stems from the feedbackloop nature of SDN, a fundamental difference compared
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with traditional networks. Particularly, this vulnerability can
be extremely severe in SDN-based networks where network
traffic from different sources shares the same SDN switch’s
flow table, for example, different tenants in a SDN-based
cloud computing network.
Specifically, most commercial SDN/OpenFlow switches
have limited flow table capacities, ranging from hundreds to
thousands [6]. Such capacity is usually insufficient to handle
millions of flows that are typical for enterprise and data center
networks [7]. Nevertheless, the flow table capacity was just
considered as a potential bottleneck of resource consuming
attacks in the past, motivating researches on flow caching
systems like [8–10]. But according to our analysis, the flow
table capacity can lead to inference attack and privacy leakage
under certain circumstances.
As a consequence of flow table overflow, the SDN
controller needs to dynamically maintain the flow table by
inserting and deleting flow entries. The maintaining process
typically includes packet information transferring, routing
rule calculation, and flow entry deployment, which leads to
measurable network performance decrease.
Particularly, once the flow table is full, extra interactions
between controller and switch are needed to remove certain
existing flow entries to make room for newly generated flow
entries, resulting in further network performance decrease.
An attacker can therefore leverage the perceived performance
change to deduce the internal state of the SDN. To be more
specific, we consider the scenario that an attacker resides in
a network that is managed by a SDN. The attacker can then
actively generate network traffic, triggering the interactions
between the controller and switch with respect to flow entry
insertion and deletion. The attacker can then measure the
change of the network performance to estimate the internal
state of the SDN including the flow table capacity and flow
table usage. We have designed innovative algorithms to
exploit this vulnerability and quantify their effectiveness on
exploiting this vulnerability based on extensive evaluation.
Additionally, to mitigate this vulnerability, we have proposed two possible defense strategies. The first strategy is
a new routing aggregation algorithm to compress the flow
entries so they will consume less flow table space. The second
strategy is building a multilevel flow table architecture.
Multilevel flow table architecture can implement flow tables
with larger capacities without introducing additional power
assumption or charges.
To summarize, in this paper we made the following
contributions:
(i) We have identified a novel vulnerability introduced
by the limited flow table capacities of SDN/OpenFlow
switches and formalized that threat.
(ii) We have designed effective algorithms that can successfully exploit this vulnerability to accurately infer
the internal states of the SDN network including flow
table capacity and flow table usage.
(iii) We have performed extensive evaluation to quantify
the effectiveness of proposed algorithms. The experimental results have demonstrated that the discovered

vulnerability indeed leads to significant security concerns: our algorithm can infer the network parameters with an accuracy of 80% or higher across various
network settings.
(iv) We have proposed two possible defense strategies
for the discovered vulnerability, including routing
aggregation algorithm to compress the flow entries,
and multilevel flow table architecture to implement
flow tables with larger capacities.
The rest of this paper is organized as follows. Section 2
gives an overall statement of the inference attack problem.
Section 3 gives detailed inference algorithms targeting at
FIFO and LRU replacement algorithms, respectively. Section 4 gives a detailed evaluation of the simulation results.
Section 5 proposes two possible defense methods against this
kind of inference attack. Section 6 is a brief discussion about
our findings and future research. Section 7 describes some
related works in this area. Finally, Section 8 concludes this
paper.

2. Problem Statement
The vulnerability of flow table overflow in SDN potentially
exists in SDN-based cloud computing network and other
important SDN-based networking systems [11, 12].
After analyzing current structure and implementation of
SDN/OpenFlow, its decoupled nature gives us inspiration: the
interactions between control plane and data plane will lead
to network performance decrease, which can be measured
through performance parameters like round trip time (RTT).
If a flow matches one flow entry, the flow will be forwarded
directly according to the matched entry. This process is fast
and will cost little time. When the flow table is full, some flow
entry will be removed, then the controller has to calculate
the rule and send a new flow entry to the switch, and this
process is more complex and has more interactions between
controller and switch than the previous case, which will cost
more time.
Figure 1 gives an overall flowchart of packet processing
in an OpenFlow switch. The three rectangular regions surrounded by dotted line stand for three possible packet processing branches, respectively. When the switch encounters
an incoming packet, it will parse it and send the parsed packet
into the subsequent processing pipeline.
Then as the first step of the pipeline, the switch will
look up its flow table to search flow entries matching the
packet. When there is a match, the switch will directly
forward the packet according to actions associated with the
corresponding flow entry. This branch is illustrated in the
innermost rectangle of Figure 1.
When there is no corresponding flow entry in the flow
table, extra steps will be introduced into the procedure.
Additional interactions between the switch and the controller
will happen to acquire corresponding routing rules, including
packet information transferring, routing rule calculation, and
flow entry deployment. The middle rectangle of Figure 1
illustrates this process.
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Before the switch inserts the newly generated flow entry,
it has to check the flow table status to make sure that there is
enough space in the flow table. When the flow table is full, the
controller has to perform flow table replacement operations
to make room for the upcoming flow entry. These operations
include deciding which old flow entry to delete according
to certain flow table replacement algorithm and flow entry
deletion. The outermost rectangle in Figure 1 stands for this
branch.
That is exactly where the vulnerability lies. In traditional
networks, the switches and routers are autonomous, which
means they can maintain their routing tables locally without
interacting with an external device. But due to the decoupled
nature of SDN/OpenFlow, maintaining switch flow tables
needs frequent interactions between switches and controllers,
making it possible for an attacker to leverage the perceived
performance change to deduce the internal state of the SDN
network.
As shown in Figure 1, the rectangular regions surrounded
by dotted line correspond to different possible packet processing branches. The larger a rectangle is, the longer the
processing time of that branch will be because of the extra
steps that rectangle contains. When there is a match in the

flow table, the processing time will be the shortest; when
there is no match in the flow table and the flow table is not
full, the processing time will be longer because of addition
routing calculation and flow entry deployment; when there
is no match in the flow table and the flow table is full,
the processing time will be the longest because a flow table
replacement operation has to be performed. So as a network
parameter directly influenced by the processing time, the
RTT of a packet can serve as an indicator of flow table state
and flow entry state.
The process of deciding RTT thresholds for flow table
state detection is shown in Figure 2.
Figures 2(a) and 2(b) represent two cooperating threads,
the 𝑥-axis represents the packet sequence, and the 𝑦-axis
represents the recorded RTT of every packet. Firstly, in
the upper thread, we generate a packet with a specific
{src ip, dst ip, src mac, dst mac} combination, calling it Pkt1 .
Send Pkt1 to the target OpenFlow switch and record the
corresponding RTT as 𝑇2 . Currently there is no corresponding flow entry in the OpenFlow switch because Pkt1 is a
new packet. After a time span TS1 , send Pkt1 to the target
OpenFlow switch again and record the corresponding RTT
as 𝑇1 . If TS1 is chosen properly, the newly installed flow
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entry matching Pkt1 should still exist in the OpenFlow
switch. Next, in the lower thread, we continuously generate
packets Pkt2 , Pkt3 , . . . , Pkt𝑁, each with a different combination of {src ip, dst ip, src mac, dst mac} and send these
packets to the target OpenFlow switch with the time span
of TS2 . Because there are no flow entries matching their
packets in the OpenFlow switch, the recorded RTTs will be
approximately the same as 𝑇2 . Keep generating and sending
packets until we observe a sudden increase of the RTT, which
indicates that the flow table is full. Then in the upper thread
we send Pkt1 again immediately and record the RTT as 𝑇3 .
To achieve higher precision, we can repeat the process and
use average values of 𝑇1 , 𝑇2 , and 𝑇3 as final results.
From the process above we can see that 𝑇1 , 𝑇2 , and
𝑇3 will serve as thresholds for flow table state detection:
when the measured RTT is around 𝑇1 , we can infer that
there is corresponding flow entry in the flow table; when the
measured RTT is around 𝑇2 , we can infer that there is no
corresponding flow entry in the flow table and the flow table
is not full; when the measured RTT is around 𝑇3 , we can infer
that there is no corresponding flow entry in the flow table and
the flow table is full.
We model the SDN/OpenFlow network as a black box
and observe its response (RTT) to different input (network
packets), then we use the response to estimate the flow table
state and flow entry state and perform further inference. The
whole process comes in three steps.
Firstly, we send probing packets into the network to
trigger the interaction. As there is still no mature routing
aggregation algorithm or hierarchical routing rule solution,
current SDN/OpenFlow switches typically use exact match
rules. That means if we send 𝑛 packets with different faked
metainformation like src ip and dst ip, there will be 𝑛 newly
generated flow entries inserted into the flow table. If we
send excessive probing packets in a short period of time, the
flow table will overflow and then the interaction process will
be triggered. Secondly, we measure RTTs of the responded
packets and infer the flow table state and flow entry state.
Thirdly, we use observed flow table states and flow table states
as controlling signals in our inference algorithm and perform
flow table capacity inference.
Having to achieve a hit rate as high as possible in a rather
limited space, flow table serves like a “cache” in operating
systems and web proxy servers. In this paper we choose FIFO
and LRU because they are common and popular [13].

3. Inference Algorithm
The logical structure of our inference algorithm is shown
in Figure 3. The inference algorithm consists of two main
part: flow table state detection and flow table state control.
For flow table state detection, we perform RTT measurement
to classify the different states of flow table and specific
flow entry. For flow table state control, we generate specific
sequence of attacking network packets to manipulate the
state of flow entries. For different flow table replacement
algorithms, the relation between network traffic sequence and
flow entry state will be different, so we will have different
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network traffic generation strategy for different flow table
replacement algorithms like FIFO and LRU. We will introduce the inference algorithms for FIFO and LRU, respectively.
3.1. FIFO Inference Algorithm. As mentioned in Section 2, the
inference process of FIFO algorithm will be as follows: we
generate and send a huge amount of probing packets each
with a different combination of src ip, dst ip, src mac, and
dst mac, and the newly inserted flow entries matching the
generated packets will “push” the other users’ flow entries out
of the flow table. We can detect if the flow table is full and the
existence of our flow entries. Combined with the number of
inserted flow entries we recorded, we can infer the flow table
capacity and flow table usage. The process of flow table state
transformation is shown in Figure 4.
We use 𝐹our to represent the number of our inserted flow
entries and use 𝐹other to represent the number of flow entries
from other users in the flow table. Both 𝐹our and 𝐹other are
functions of time. We use 𝑇𝐴, 𝑇𝐵 , 𝑇𝐶, and 𝑇𝐷 to represent four
time points corresponding to four subfigures, respectively,
and use 𝐶 to represent the flow table capacity.
Figure 4 (𝐴) shows the flow table and the flow entries
it contains just before the experiment starts. The rectangle
items represent the flow entries from other users sharing the
OpenFlow switch. The current number of other users’ flow
entries can be expressed as 𝐹other (𝑇𝐴 ).
Figure 4 (𝐵) illustrates the time when we start to send
generated packets, inserting new flow entries into the flow
table. The grey rectangles represent the flow entries inserted
by us. As we can see, our flow entries keep pushing other
users’ flow entries to the front of the FIFO queue. During the
experiment, we should keep a record of the generated packets,
including their attributes and serial numbers.
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Considering the flow entries inserted by other users, the
actual equations are listed below.
When we detect the flow table is full, if we use 𝐸(𝐴, 𝐵)
to represent the number of just inserted flow entries from
other users from time point 𝐴 to time point 𝐵, the equation
becomes

Require:
(1) Packet-Sending Function: 𝑆𝑒𝑛𝑑𝑃𝑎𝑐𝑘𝑒𝑡();
(2) List of IP: 𝐼𝑃;
Ensure:
(3) The flow table capacity: 𝐹capacity ;
(4) The number of other users’ flow entries: 𝐹other ;
(5) 𝐹capacity ← 0
(6) 𝐹other ← 0
(7) 𝑁 ← 0
(8) 𝑁1 ← 0
(9) 𝑁2 ← 0
(10) while 𝑁 < length(𝐼𝑃) do
(11)
𝑖𝑝 ← 𝐼𝑃[𝑁]
(12)
SendPacket(𝑖𝑝)
(13)
𝑁←𝑁+1
(14)
if Flow table is full then
(15)
𝑁1 ← 𝑁
(16)
continue
(17)
end if
(18)
if One of our flow entries is deleted then
(19)
𝑁2 ← 𝑁
(20)
break
(21)
end if
(22) end while
(23) 𝐹capacity ← 𝑁2
(24) 𝐹other ← 𝑁2 − 𝑁1
(25) return 𝐹capacity , 𝐹other

𝐹our (𝑇𝐶) + 𝐹other (𝑇𝐶) + 𝐸 (𝑇𝐴, 𝑇𝐶) = 𝐶.

And when we detect that one of our inserted flow entries
is deleted, the equation becomes
𝐹our (𝑇𝐷) + 𝐸 (𝑇𝐴 , 𝑇𝐶) + 𝐸 (𝑇𝐶, 𝑇𝐷) = 𝐶.
𝐹other (𝑇𝐶) = 𝐹our (𝑇𝐷) − 𝐹our (𝑇𝐶) + 𝐸 (𝑇𝐶, 𝑇𝐷) .

𝐶 = 𝐹our (𝑇𝐷) + 𝐸 (𝑇𝐴 , 𝑇𝐶) + 𝐸 (𝑇𝐶, 𝑇𝐷)
𝐹other (𝑇𝐶) = 𝐹our (𝑇𝐷) − 𝐹our (𝑇𝐶) + 𝐸 (𝑇𝐶, 𝑇𝐷) .

𝐶 = 𝐹our (𝑇𝐷)
𝐹other (𝑇𝐶) = 𝐹our (𝑇𝐷) − 𝐹our (𝑇𝐶) .

(8)

We can see that the inferred flow table usage 𝐹other and the
inferred flow table capacity 𝐹capacity will both be smaller than
the actual value.

(1)

(2)

Combine the two equations above; we have

= 𝐹our (𝑇𝐷) − 𝐹our (𝑇𝐶) .

(7)

Compared with our former equation ignoring flow entry
insertions,

Figure 4 (𝐷) shows the time when we detect that one of
our inserted flow entries has been deleted. That means the
flow table is now full of our flow entries, without any flow
entries from other users. We have

𝐹other (𝑇𝐴) = 𝐹other (𝑇𝐶) = 𝐶 − 𝐹our (𝑇𝐶)

(6)

So the actual equation considering flow entry insertions
during inference should be

Figure 4 (𝐶) shows the time when we detect the flow table
is full. At this point of time, flow entries from us and other
users add up to fill the whole flow table precisely. We have

𝐹our (𝑇𝐷) = 𝐶.

(5)

Combine the two equations above; we have

Algorithm 1: FIFO inference algorithm.

𝐹our (𝑇𝐶) + 𝐹other (𝑇𝐶) = 𝐶.

(4)

(3)

According to the analysis above, we describe the inference
process for FIFO algorithm as shown in Algorithm 1.
The main error of the inference comes from the flow
entries inserted by other users when our insertion is in
progress. We assume that our flow entry insertion speed is fast
enough so that, during the period of experiment, the newly
inserted flow entries are all from us. But that is not always
the truth. Ignoring the possible flow entries inserted by other
users will make our inference result smaller than the actual
value.

3.2. LRU Inference Algorithm. The experiment principle of
LRU algorithm has something in common with that of FIFO
algorithm, because under these two circumstances we can
both keep our flow entries stay in the back of the cache queue
using certain operations. However, there are still differences
lies in the flow entry maintaining process.
The nature of FIFO algorithm ensures that the position of
the flow entries only depends on the time they are inserted.
The earlier inserted flow entries are sure to be nearer to the
front of the cache queue compared with the later inserted flow
entries. But in LRU algorithm, the positions of the flow entries
depend not only on the time they are inserted, but also on the
last time they are accessed. In order to keep our flow entries
stay in the back of the cache queue, we need to continuously
access the previously inserted flow entries.
During the maintain process, every time we insert a
new flow entry, we need to access all previously inserted
flow entries for one time to “lift” them to the back
of the cache queue. The access history may be like
{𝑃1 }, {𝑃1 , 𝑃2 }, {𝑃1 , 𝑃2 , 𝑃3 }, {𝑃1 , 𝑃2 , 𝑃3 , 𝑃4 }, . . ., and we call it a
“rolling” maintaining process. The maintaining algorithm is
shown in Algorithm 2. According to the analysis above, we
describe the inference process for LRU in Algorithm 3.
The feasibility and error analysis of LRU algorithm is
similar to that of FIFO algorithm. The inferred flow table
usage 𝐹other and the inferred flow table capacity 𝐹capacity will
both be smaller than the actual value because of ignoring the
flow entries inserted by other users during the experiment.
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Require
(1) Packet-Sending Function: 𝑆𝑒𝑛𝑑𝑃𝑎𝑐𝑘𝑒𝑡();
(2) List of Inserted IP: 𝐼𝑃inserted ;
(3) function
RollingPacketSender(𝐼𝑃inserted )
(4)
𝑖←1
(5)
while 𝑖 < length(𝐼𝑃inserted ) do
(6)
for 𝑗 ← 0; 𝑗 < 𝑖; 𝑗 + + do
(7)
𝑖𝑝 ← 𝐼𝑃inserted [𝑗]
(8)
SendPacket(𝑖𝑝)
(9)
end for
(10)
𝑖←𝑖+1
(11)
end while
(12) end function
Algorithm 2: Rolling maintaining algorithm.

Require:
(1) Packet-Sending Function: 𝑆𝑒𝑛𝑑𝑃𝑎𝑐𝑘𝑒𝑡();
(2) List of IP: 𝐼𝑃;
Ensure:
(3) The flow table capacity: 𝐹capacity ;
(4) The number of other users’ flow entries: 𝐹other ;
(5) 𝐹capacity ← 0
(6) 𝐹other ← 0
(7) 𝑁 ← 0
(8) 𝑁1 ← 0
(9) 𝑁2 ← 0
(10) 𝐼𝑃inserted ← []
(11) while 𝑁 < length(𝐼𝑃) do
(12) 𝑖𝑝 ← 𝐼𝑃[𝑁]
(13) 𝐼𝑃inserted ← 𝐼𝑃inserted + 𝑖𝑝
(14) RollingPacketSender(𝐼𝑃inserted )
(15) 𝑁 ← 𝑁 + 1
(16) if Flow table is full then
(17)
𝑁1 ← 𝑁
(18)
continue
(19) end if
(20) if One of our flow entries is deleted then
(21)
𝑁2 ← 𝑁
(22)
break
(23) end if
(24) end while
(25) 𝐹capacity ← 𝑁2
(26) 𝐹other ← 𝑁2 − 𝑁1
(27) return 𝐹capacity , 𝐹other
Algorithm 3: LRU inference algorithm.

4. Evaluation
4.1. Implementation. The emulation environment of our
experiment consists of three parts: a network prototyping
system used to emulate host and switch, a network controller,
and our inference attack toolkit.
We choose Mininet [14] as the network prototyping
system because it encapsulates host and switch emulation
and thus easy to use. Our emulated network prototype

for evaluation uses a star topology, consisting of 20 hosts
connected to a single OpenFlow switch. We build FIFO and
LRU controller applications using Python on the basis of POX
[15] OpenFlow controller. As for the inference attack toolkit,
we use libnet [16] to generate probing packets, and libpcap
[17] to capture replied packets. To simulate the background
traffic in real network, we built a SDN testbed using Mininet
and POX. On the SDN testbed, we performed a series of
basic SDN operations. These operations include building
a customized SDN network topology, setting up the link
between SDN switches and performing the ping test between
all SDN nodes. We captured the network traffic generated
during these operations and use them as the background
network traffic sample.
4.2. RTT Measurement. As we have mentioned in Section 2, the difference between traditional network and
SDN/OpenFlow network in handling previously unseen
packets gives us a possible indicator of the flow table state
and the flow entry living state, RTT. When there is not
corresponding flow entry existing in the flow table, the RTT
of a packet will significantly increase due to the interactions
between controller and switch in order to acquire new flow
entries. That is the case when there is still space in the flow
table. Once the flow table is full, the RTT of a packet will
further increase as a result of extra flow table replacement
operations. To prove the effectiveness of using RTT as the
flow table state and flow entry state indicator, we measured
packet RTTs corresponding to different flow table state and
flow entry state.
Figure 5 gives the RTT measurement result showing the
difference. The points with different symbols represent the
total 300 times of RTT measurements we have conducted, 100
times of measurement for each combination of flow table state
and flow entry state. The square points stand for RTTs when
flow entry exists in flow table. The circle points and triangle
points both stand for RTTs when flow entry does not exist in
flow table; the circle points are measured when the flow table
is full, and the triangle points are measured when the flow
table is not full.
As can be seen from the figure, when flow entry exists
in flow table, the packet RTTs are highly concentrated in the
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generate tens of thousand packets per second. So the default
timeout values ensure the feasibility of our inference attack.
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Figure 5: RTT measurement.
Table 1: Default timeout values.
Controller
Ryu
Beacon
Floodlight
NOX
POX
Trema
Maestro

Hard timeout
0
0
0
0
30 s
0
180 s

Idle timeout
0
5s
5s
5s
10 s
60 s
30 s

range of 0.2∼0.3 ms; when flow entry does not exist in flow
table and flow table is not full, the packet RTTs will increase to
about 3∼5 ms; when flow entry does not exist in flow table and
flow table is full, the packet RTTs will be the highest, ranging
from 6 ms to 8 ms. These three groups of RTTs all distribute
intensively in a small range without overlapping other groups,
showing the excellent discrimination of using RTT as a flow
table state and flow entry state indicator.
4.3. Timeout
4.3.1. Default Timeout Values. According to our previous
analysis, the feasibility of our inference attack depends on
whether we can generate enough flow entries to fulfill the
flow table within a single timeout cycle. That means we
must have the ability to generate as many flow entries as the
flow entry can hold during a timeout period. So we analyze
several popular open-source controllers and search for their
default timeout values in the built-in applications. The result
is presented in Table 1. The zero values in the table mean the
corresponding timeout will not take effect, or in other words
the timeout value is “permanent.” As can be seen from the
table, most available controllers have timeout values in the
range of 5 s to 30 s.
If we take the flow table capacity of 2000 flow entries as
an example, the minimum packet generating speed required
will be 2000/5 = 400 packets per second, while libnet can

4.3.2. Timeout Measurement. Though default timeout values
of mainstream OpenFlow controllers can be read from their
source codes, it is still possible for SDN network administrators to manually change the default timeout values. In order
to handle nondefault timeout values and provide basis for
adjusting packet generating speed, it is essential to examine
the accuracy of passive timeout measurement.
Figure 6 illustrates relative errors (see equation (9)) of
hard timeout and idle timeout measurement, respectively.
We manually modify hard timeout and idle timeout values of
POX OpenFlow controller to 5 s, 10 s, 15 s, 20 s, 25 s, and 30 s,
and then we use timeout measurement algorithm mentioned
in Section 2 to measure these timeout values and calculate
relative errors:


valuedetected − valuetrue 
(9)
relative error = 
∗ 100%.
valuetrue
Every line in Figures 6(a) and 6(b) corresponds to 10
times of repeated measurements conducted under a certain
timeout setting from 5 s to 30 s. The margin stays in the range
of plus-or-minus 10 percent, showing the effectiveness and
high accuracy of our timeout measurement algorithm.
4.4. Flow Table Capacity. Flow capacity is the primary target
of our inference attack. It reflects the hardware specification
of an OpenFlow switch. Figure 7 illustrates the flow table
capacity measurement result when controller adopts FIFO
replacement algorithm. We manually limited the switch flow
table capacity to 10 different values from 100 flow entries to
1000 flow entries and used our framework to perform the
inference.
The dark bars represent the manually set flow table
capacities or real capacities. The light bars represent the
measured flow table capacities. For every manually set flow
table capacity, we conduct 10 times of repeated measurements
and take their mean value as the final result. From the
figure we can see that the measured capacities are quite close
to the real capacities, indicating the high accuracy of our
inference framework. For example, when the real capacity is
400 flow entries, our measured capacity is 408 flow entries
with an error of only 8 flow entries. As the real capacity
grows, the packet generating speed required becomes faster,
placing higher requirements on packet sending, receiving
synchronization and accurate timing. But our inference
algorithm shows unbelievable stability and accuracy: when
the real capacity is 1000 flow entries, our measured capacity
is 973 flow entries with an error of just 27 flow entries.
Like Figure 7, Figure 8 also illustrates the flow table
capacity measurement results, with the only difference of
being performed under LRU replacement algorithm instead
of FIFO.
According to our previous analysis, the inference principle of LRU replacement algorithm is more complex because
of the unavoidable mixed nature of flow entries in the flow
table and the rolling maintaining process. But our inference
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Figure 6: Timeout relative error.
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Figure 7: FIFO flow table capacity.

Figure 8: LRU flow table capacity.

framework still shows high accuracy and reliability. Even
when the real flow table capacities are set to be rather large
values like 900 and 1000, the errors of our measure capacities
are just around 20 flow entries.
Only illustrating the mean value of measured flow table
capacities may not be enough: the mean value may be
the result of error compensations and hide the detailed

measurement errors of every separate experiment. So in
Figure 9 we illustrate the relative error of every single flow
table capacity measurement.
We choose 5 groups of different flow table capacities
from 200 flow entries to 1000 flow entries and perform 10
times of measurements under every single flow table capacity
value. Figure 9(a) stands for relative error of flow table
capacity measurements conducted under FIFO replacement
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Figure 9: Flow table capacity relative error.

4.5. Flow Table Usage. In this section we evaluated our
framework’s efficiency of inferring the number of flow entries
from other users sharing the same flow table or the flow table
usage. Flow table usage is our secondary inference target, and
it reflects the network resource consuming condition of other
tenants in the same SDN network. Figures 12 and 13 illustrate
the flow table usage measurement results conducted under
FIFO and LRU replacement algorithm, respectively.

1000

1000
931

900
852
800 805

800
700

Capacity

algorithm, showing that the margin is no larger than plusor-minus 10 percent. Figure 9(b) stands for relative error
of flow table capacity measurements conducted under LRU
replacement algorithm. Due to the more complex inference
principle and the rolling maintaining process, the margin
becomes larger but still has not exceeded 15 percent even in
the worst case.
The above inference attacks are performed without any
background network traffic. When performing inference
attack in real networks, the impact of background network
traffic cannot be ignored. So it is necessary to examine the efficiency of our inference algorithm under these circumstances.
In this evaluation, we choose the background network
traffic dataset from a SDN testbed. Figures 10 and 11 have
the same experiment setting with Figures 7 and 8, with the
only difference of replaying background traffic captured from
SDN testbed during the inference attack process. Even with
the impact of background traffic, our inference algorithm still
shows high accuracy.

641
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Figure 10: FIFO flow table capacity with testbed background traffic.

Again we manually set 10 different flow table usage values
from 100 to 1000 flow entries by manually generating and
inserting corresponding number of flow entries into the flow
table beforehand. Then we use our inference algorithm to
infer the flow table usage and take mean values of every 10
times of measurements as the final results. The errors of all
these measurements show the high accuracy, stability and
reliability of our inference algorithm.
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Figure 11: LRU flow table capacity with testbed background traffic.
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Figure 12: FIFO flow table usage.

We also conducted the flow table usage inference attack
with background traffic. Experiment results with testbed
background traffic are shown in Figures 14 and 15. Our
inference algorithm can smoothly handle the impact of
background traffic, which ensures the stability and robustness
demonstrated in the experiment results.
The relative errors are shown in Figure 16. We emulate
5 groups of different flow table usage values and conducted
10 times of flow table usage inference for every single value.
For both FIFO and LRU replacement algorithm, the relative
errors of flow table usage inference stay in a quite small range.
The results prove that our algorithm can infer other tenants’
flow table usage condition in high accuracy.

5. Defense
From the previous sections we can conclude that the inference attack is rooted in the flow table overflow. To defend
that kind of inference attack, we have to prevent flow table
overflow in two aspects: one aspect is to compress the flow
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Figure 14: FIFO flow table usage with testbed background traffic.

entries to save flow table space, and the other one is to
implement a larger flow table to store more flow entries.
5.1. Routing Aggregation. Routing aggregation is to combine
multiple entries in the flow table without changing the next
hops for packet forwarding. This approach is particularly
appealing because it can be done by a software upgrade at the
OpenFlow switch and its impact is limited within that switch.
Routing aggregation has already been used in traditional
networks, but it has not been deployed in SDN/OpenFlow
networks. To fully utilize the flexibility of SDN/OpenFlow
network under certain scenarios like load balancing, we proposed a global routing schedule using packing optimization
algorithms.
Traditional routing aggregation algorithms [18] can be
used to compress the flow table, but their effectiveness cannot
be ensured. If the matching fields and next hops are dispersed
enough, chances are that we may not be able to perform
any routing aggregation because we cannot find flow entries
sharing common matching fields and next hops. This is often
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Figure 15: LRU flow table usage with testbed background traffic.
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the case when dealing with web traffic, for example, load balancing services. For that reason, we introduced an extra stage
of routing aggregation: global routing schedule optimization.
First we model this routing aggregation problem as a packing
optimization problem and solve it, then we perform global
routing reschedule by rewriting the flow entries according
to the optimization result, and finally we perform another
time of traditional routing aggregation on these new flow
entries. After the global routing reschedule, there will be

much more aggregatable flow entries, so the effectiveness of
routing aggregation is ensured.
5.2. Multilevel Flow Table Architecture. It is important to note
that routing aggregation is not a replacement for the longterm architectural solutions because it does not address the
root causes of the flow table scalability problem and the
following inference attack. To eliminate the inference attack
vulnerability, a flow table architecture with larger capacity is
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required, which can be achieved through multilevel flow table
consisting of both TCAM and SRAM.
The original single-level flow table architecture is shown
in Figure 17. In this architecture, the flow table is completely
implemented using TCAM. An input packet will traverse
from table 0 to table 𝑚 and add corresponding actions to the
action set. Then all actions in the action set are executed and
the packet is forwarded according to these actions.
Our proposed multilevel flow table architecture is shown
in Figure 18. Besides flow table implemented using TCAM,
we add another flow table implemented using SRAM, which
is cheaper and can provide larger flow table space. Under
this multilevel flow table architecture, the packet processing
pipeline will be different: first an input packet will find
matching flow entries in TCAM flow table, just like in the
original single-level flow table architecture. If there is a match,
the packet will execute the corresponding actions and get
forwarded. If there is no match, the packet will continue
its lookup in the SRAM flow table. If there is a match in
the SRAM flow table, the packet can then be forwarded;
otherwise it will be sent to the controller.

From the process above, we can see that if the capacity
of TCAM flow table is 𝑚, the capacity of SRAM flow table is
𝑛, and then the multilevel flow table will have a capacity of
𝑚 + 𝑛. Actually 𝑛 is far more larger than 𝑚, so this approach
can greatly increase the flow table capacity, thus preventing
flow table overflow.

6. Discussion
SDN/OpenFlow has become a competitive solution for nextgeneration network and is being more and more widely
used in modern datacenters. But considering its key role as
the fundamental infrastructure, we have to admit that the
security issues of SDN/OpenFlow have not been explored
to a large extent. Particularly, the flow table capacity of
SDN/OpenFlow switch is only considered as a vulnerable part
for DDoS and flooding attacks in published researches. But
according to our analysis in previous sections, the flow table
capacity can lead to potential inference attack if combined
with reasonable assumptions and RTT measurements.
Firstly, we found in Section 2 that exact match flow entries
as well as the lack of route aggregation would consume a lot
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of flow table space, making it impossible to process millions
of flows per seconding using SDN/OpenFlow. Secondly, we
found in Section 4 that assigning the decision making job
of flow table replacement to the controller would lead to
significant network performance decrease, which had to be
changed in time. Thirdly, there is currently no mature attack
detection mechanism for SDN/OpenFlow network, so it is
quite easy for criminals to exploit system vulnerabilities or
invoke DDoS attacks.
The inference method proposed in this paper just uses
some basic elements and parameters of OpenFlow, such as
idle timeout and hard timeout, which are significant for the
implementation of SDN. These features will not be removed
except very huge changes made. On the other hand, although
some security frameworks [3] were proposed to detect the
malicious insertion of flow rules, attackers can also bypass the
detection by some well-designed insertion strategies.
All these security issues call for improvements to current
OpenFlow switch and flow table design. The improvements
should at least contain the following aspects: (1) New OpenFlow switch architecture, like embedding local caches in
the switch or implementing multilevel flow table to achieve
a much larger flow table capacity. With larger flow table
capacity, the switch will not have to query the controller for
flow entries, which will reduce the interaction latency to a
large extent. (2) New flow table maintaining mechanism, like
transferring the flow entry deleting workload from controller
to switch. Switch itself can decide which flow entry to delete
and then sync state with controller, and during the flow
entry deleting process, the controller’s intervention is not
needed. In the widely used OpenFlow Switch Specification
1.4.0 [19], this mechanism has been added as an optional
feature, but without any mature implementation so far. (3)
Routing aggregation. Routing aggregation can match a group
of flows using one flow entry, which will reduce the flow
table consuming significantly compared with exact match. (4)
Inference attack detection. Administrators can develop inference attack detecting applications and then perform defenses
like portspeed limiting or network address validation.
From the discussion above, we can see that there is still
a long road to go before SDN/OpenFlow becomes a truly
mature and reliable network paradigm. There are still urgent
and severe issues to solve, which have been neglected in the
past. Only by solving these security issues and architectural
vulnerabilities can SDN/OpenFlow be widely deployed in
real-world commercial datacenters and fully demonstrate its
revolutionary flexibility and intelligence.

7. Related Work
The inference attack proposed in this paper is motivated by
the limited flow table capacity of SDN/OpenFlow switches.
The flow table capacity issue has been presented in many
previous works like [20–24]. They all point out the limitation
of switch flow table memory and potential scalability and
security issue. However, these works do not give further
analysis on the inference attack and information leakage
caused by the limited flow table capacity.
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Klöti et al. [25] present potentially problematic issues in
SDN/OpenFlow including information disclosure through
timing analysis. However, this information disclosure
requires disclosing existing flows with side channel attack,
which is hard to perform in real world. Compared with their
approach, our inference attack is self-contained and requires
no prior knowledge.
Gong et al. [26] present a kind of inference attack
using RTT measurement to infer which website the victim
is browsing. They recover victims’ network traffic patterns
based on the queuing side channel happened at the Internet
router. However, the scenario of their work is in the public
Internet, while our approach focuses on SDN/OpenFlow
infrastructures in cloud computing network. Compared with
public Internet and website inference, the inference attack
and information leakage in modern data centers are more
sensitive and valuable.
Shin and Gu [27] demonstrate a novel attack targeting
at SDN networks. This attack includes fingerprinting SDN
networks and further flooding the data plane flow table by
sending specifically crafted fake flow requests in high speed.
In the fingerprinting phase, header field change scanning is
used to collect the different response time (RTT) for new flow
and existing flow. The fingerprinting result is then analyzed
to estimate if the target network used SDN technology. The
RTT measurement and analysis they used in fingerprinting
are similar to our approach. But they just perform DoS
attacks to the SDN network, without performing any further
information leakage or network parameter inference.
As for flow table overflow defending strategy, Shelly et
al. [28] and Katta et al. [29] introduce flow entry caching
mechanism into SDN/Openflow network by inserting a
transparent intermediate layer between controller and switch.
Yan et al. [9] use CAB to generate wildcard flow entries
dynamically and reactively to handle bursting network traffic.
Kannan and Banerjee [30] present a flow entry compaction
algorithm to save TCAM flow table space. This algorithm uses
flow entry tags instead of matching fields as forwarding rules.
Kim et al. [31] develop a new flow entry management scheme
to reduce the controller overhead.

8. Conclusion
In this paper, we have explored the structure of SDN/
OpenFlow network and some of the possible security issues it
brings. After our detailed analysis of the SDN/OpenFlow network, we proposed a novel inference attack model targeting
at the SDN/OpenFlow network, which is the first proposed
inference attack model of this kind in the SDN/OpenFlow
area. This inference attack is introduced by the OpenFlow
switch, especially by its limited flow table capacity. The inference attack can be done in a completely passive way, making it
hard to detect and defend. We also implemented the inference
attack framework and examined the efficiency and accuracy
of it using network traffic data from different sources. The
simulation results show that the inference attack framework
can infer the network parameter (flow table capacity and flow
table usage) with an accuracy of up to 80% or higher. We also
proposed two possible defense strategies for the discovered
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vulnerability, including routing aggregation algorithm and
multilevel flow table architecture.
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Moving target defense (MTD) has provided a dynamic and proactive network defense to reduce or move the attack surface that
is available for exploitation. However, traditional network is difficult to realize dynamic and active security defense effectively and
comprehensively. Software-defined networking (SDN) points out a brand-new path for building dynamic and proactive defense
system. In this paper, we propose CHAOS, an SDN-based MTD system. Utilizing the programmability and flexibility of SDN,
CHAOS obfuscates the attack surface including host mutation obfuscation, ports obfuscation, and obfuscation based on decoy
servers, thereby enhancing the unpredictability of the networking environment. We propose the Chaos Tower Obfuscation (CTO)
method, which uses the Chaos Tower Structure (CTS) to depict the hierarchy of all the hosts in an intranet and define expected
connection and unexpected connection. Moreover, we develop fast CTO algorithms to achieve a different degree of obfuscation
for the hosts in each layer. We design and implement CHAOS as an application of SDN controller. Our approach makes it very
easy to realize moving target defense in networks. Our experimental results show that a network protected by CHAOS is capable
of decreasing the percentage of information disclosure effectively to guarantee the normal flow of traffic.

1. Introduction
Nowadays, the network security issues become increasingly
prominent as all kinds of network security events emerge one
after another. However, the traditional network security tools
cannot effectively defend increasingly complex and intelligent
penetration of network intrusion and unknown vulnerability
attacks. As usually, adversaries can break through or bypass
firewalls and intrusion detection systems (IDS) so that an
intranet can be easily compromised. As one of revolutionary
technologies, Moving Target Defense (MTD) changes game
rules, providing a dynamic and proactive network defense [1–
3].
MTD aims at building a dynamically and continually
shifting and changing system to increase complexity and
cost for attackers, limit the exposure of vulnerabilities and
opportunities for attackers, and increase system resiliency
[4]. The idea of MTD has been applied to network security,
for example, DYNAT [5] and DESIR [6].

The difference between MTD and traditional network
tools, such as firewall and IDS, is that the latter will suspend
suspicious actions once they break security rules. That makes
it easy for adversaries to figure out the deployed network
defense mechanism so that they will try to bypass them.
However, MTD sends illegible fake information to potential
threats to make them spend more time and cost so that they
will leave more footprints, making them easier to be exposed.
However, due to its closed and static characteristics,
traditional network is difficult to realize dynamic and proactive security defense effectively and comprehensively. As a
new type of network security architecture, software-defined
networking (SDN) points a brand-new path for building
dynamic and proactive defense system [7, 8]. SDN has a
couple of benefits. It decouples network control and data
planes, enabling network control to become directly programmable [9]. It enables network managers to configure,
manage, secure, and optimize network resources very quickly
via dynamic and automated SDN programs [10]. Meanwhile,
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SDN lets the underlying infrastructure be abstracted from
applications and network services [11]. In addition, SDN controllers can provide a global view of the network. The central
management of SDN makes networks more intelligent.
Therefore, our goal is to build an SDN-based dynamic
network defense system. In order to realize the SDN-based
MTD, it has some key challenges to be resolved. Firstly, we
should leverage SDN to obfuscate network fingerprinting.
Secondly, the moving target defense may make some networks services unavailable, such as database server. The IP
address and port number of these services have to be opened
to the outside and remain real. If MTD obfuscates these
services fully, it will return users with fake IPs and ports,
making these services unable to be used. Thirdly, obfuscating
network parameters indiscriminately will severely reduce the
performance of networks undoubtedly.
Motivated by the aforementioned goals and challenges,
we propose CHAOS, a SDN-based MTD system. Utilizing the
programmability and flexibility of SDN, CHAOS obfuscates
the attack surface including host mutation obfuscation, ports
obfuscation, and obfuscation based on decoy servers thereby
enhancing the unpredictability of the networking environment. Furthermore, it discriminately obfuscates hosts with
different security levels in networks. In CHAOS, we propose
the Chaos Tower Obfuscation (CTO) method, which uses
the Chaos Tower Structure (CTS) to depict the hierarchy of
all the hosts in an intranet and define expected connection
and unexpected connection. Moreover, we develop fast CTO
algorithms to achieve a different degree of obfuscation for the
hosts in each layer. We design and implement CHAOS as an
application of SDN controller. Our approach makes it very
easy to realize moving target defense in networks.
Furthermore, we evaluate our system and the results
show that CHAOS can effectively hide real information of
the target hosts from attackers and produce fake responses,
which can disrupt an adversary’s ability to sniff network
traffic effectively. In addition, our tests show that the system
has lower cost when compared with a fully obfuscated system,
which strengthens its applicability in real networks.
Our contributions can be summarized as follows:
(i) We propose a new SDN-based MTD approach,
CHAOS, where a Chaos Tower Structure (CTS) is
constructed to represent a hierarchy of all the hosts in
the network. Using the CTS, we can determine if a
network connection is needed to be obfuscated.
(ii) We present a more unpredictable and flexible obfuscation method named Chaos Tower Obfuscation
(CTO) in CHAOS, where the level of obfuscation is
decided reasonably. Furthermore, through using host
mutation obfuscation, ports obfuscation, and obfuscation based on decoy servers, CHAOS can flexibly
forward and modify the packets in a network to
obfuscate the attack surface.
(iii) We design and implement CHAOS as an SDN
application and evaluate its performance. The results
demonstrate that a network protected by CHAOS can
decrease the percentage of information disclosure
effectively and has a lower cost.

(iv) CHAOS is designed and implemented as an application of SDN controller and works with IDS that
lets it very easy to realize moving target defense in
networks, so CHAOS not only solves the key issues
of building a practical SDN-based MTD system, but
also can be used in the real-world systems instead of
a theory model.
The remainder of this paper is organized as follows.
Section 2 provides some background information relating to
our system. Section 3 describes how we design our system.
Section 4 shows the details of CHAOS obfuscation methods.
Section 5 presents the implementation and evaluation of
our system. Section 6 shows some related work. Section 7
concludes this paper.

2. Background and Threat Model
In this section, we first provide an introduction to SDN and its
mechanism of asynchronous messaging. Then we introduce a
threat model about our system.
2.1. SDN and Its Asynchronous Messaging Mechanism. SDN
has emerged as a programmable and centrally controlling
architecture providing an agile platform for vendors as well as
enterprise users to control and define network.
The SDN controller plays the role of an operating system
(OS) for networks [11]. All communications between network
applications and network devices have to go through the
controller. OpenFlow protocol as the first SDN standards
defined the communication protocol between the SDN controller and the forwarding plane of network devices such as
switches and routers. The controller uses the OpenFlow
protocol to control network devices and choose the best path
for application traffic. Because the network control plane
can be programmed, contrary to the firmware of hardware
devices, network traffic can be managed more dynamically
and at a much more granular level.
Centralized control allows the SDN core controller to
define the data flows [1]. Each flow through the network must
first get permission from the controller, which verifies that the
communication is permissible by the network policy [12].
Flow Table. The OpenFlow switch (OF switch) contains the
flow tables, which are used to perform packet lookups and
forwarding [12]. Using OpenFlow protocol, the controller can
add, update, and delete flow entries in the flow table, both
reactively (in response to packets) and proactively [12]. Each
flow table in the switch contains a set of flow entries. Each
flow entry consists of matching fields, counters, and a set
of instructions to apply to matching packets [1]. If a packet
matches the fields defined in the flow table, the instructions
(i.e., “actions”) are executed. If no match is found, a packet
may be forwarded to the controller or continue to the next
flow table.
Packet-In Message. For all packets that do not have a matching
flow entry, a packet-in event may be sent to the controller.
There are mainly two situations that produce these messages:
a mismatch in the tables of the switch or a time to live
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detected by IDS will be obfuscated or not is determined by Chaos Tower; C means the abnormal connections detected by IDS will be
obfuscated directly; E means that the obfuscation is executed by OF switches.

(TTL) error [13]. Packet-in messages contain a variety of
information about the flow.
After receiving the packet-in message, the core controller
decides how to process irregular flows by dispatching a
packet-out message.
Packet-Out Message. Packet-out messages are sent from the
controller to a switch when the controller wishes to instruct
the switch to send packets via a specified port of the switch
or to instruct the switch how to forward packets received via
packet-in messages.
In CHOAS, we use SDN features and its asynchronous
messaging mechanism to implement our dynamic and proactive defense system.
2.2. Threat Model. In most cases, adversaries start an attack
on an intranet by collecting as much information about the
network as they can. Then they connect to those vulnerable
hosts and send attack payloads. Our system, CHAOS, aims
to build a dynamic and variable network, so as to defeat
reconnaissance attacks on an intranet. Thus, we assume an
adversary can scan a network and monitor the network traffic.
Moreover, the adversary can eavesdrop network packets. We
also assume the protected networks are able to support
OpenFlow-based SDN switches and controllers.

3. CHAOS Design
In this section, we provide an overview of CHAOS and then
highlight the design of Chaos Tower Structure (CTS).
3.1. CHAOS System Overview. The overall system is illustrated in Figure 1. We design two main modules: Chaos
Tower Structure (CTS) and Chaos Tower Obfuscation (CTO)
module. CTS defines the communication rules of hosts in a
network. The communications that break the CTS rules will
be obfuscated using CTO that implements obfuscation mechanisms. We do not obfuscate all network traffic because it
will dramatically degrade network performance. In CHOAS,

the network traffic will be first sent to IDS, such as Bro. If
IDS judges that the traffic is suspicious, CTO module will
obfuscate them through installing new flows into OpenFlow
switches or modifying flows. Otherwise, if the traffic is judged
normal, it will be redirected to our Chaos Tower Structure
module. The reasons for doing this are that adversaries
often can bypass IDS through some unknown vulnerability
attacks. CTS judges the risk of flows and divide them into
expected connections and unexpected connections, detailed
in Section 3.2.1. Expected connections will be allowed. The
unexpected connections will be obfuscated by obfuscation
module according to different obfuscation levels.
Chaos Tower Structure (CTS). It is the module we design in
the system to determine the communication rules. CTS
builds a host hierarchy according to security level of information assets. The tower consists of several layers. Generally,
important workgroups are placed in higher layers, whereas
unimportant workgroups are placed in lower layers. The
importance of every single node which can correspond
to a host as well as the host cluster is determined based
on the importance degree of services and the vulnerability
assessment score in the node. Then we build our model to
control network traffic by defining which pairs of hosts
can communicate in our topology. Further, according to
the tower, the system divides connections into two types:
expected and unexpected connections.
Chaos Tower Obfuscation (CTO). It works on the basis of the
CTS. It will obfuscate the suspicious connections detected
by IDS and unexpected connections detected by CTS. Those
connections will be divided into corresponding obfuscation
levels. Then CTO obfuscates the connections according to the
level.
We next elaborate the major processes of the whole
system as shown in Figure 1. If an attacker tries to launch a
request from a workgroup in relatively lower layers to a
workgroup in higher layers, as indicated by A and B in
Figure 1, the system examines the corresponding connection.
Firstly, the IDS detects the request and then determines
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whether it is a normal connection (Line A). If it is suspicious,
the connection will be directly obfuscated directly (Lines C
and E). Otherwise, CTS starts to work (Line B). As shown
before, CTS will judge the connection according to its rules.
Once the connection is judged to be unexpected by CTS, it
will be obfuscated by CTO (Lines D and E). In Figure 1,
the request is unexpected; as a result, the connection will be
obfuscated and B is protected from being scanned or attacked.
3.2. Chaos Tower Structure and Its Workflow. The CTS is a
combination of a tree structure and an oriented graph
structure. We use a multibranch tree in which to store the
workgroup (a host is assigned to a specific workgroup according to its function or importance degree) and the tree defines
the privilege of every workgroup. This ensures that most
of the layer-jumping behavior is obfuscated. Nonetheless,
some layer-jumping behavior is necessary (e.g., the two-way
communication between a web server and a database server
is necessary, although they are in distinct workgroups). We
can define or modify the information conveniently by editing
the “Chaos Tower configure file” in the controller to add the
special rules. The tower structure with its strict hierarchy
enables a more secure and more reliable network.
3.2.1. Tower Construction. In CHAOS, every host or subnet
group will be examined and thus a corresponding risk level
will be calculated. Risk levels are based on the underlying
security metrics. In our system, we use the base score of
Common Vulnerability Scoring System (CVSS) [14] to determine the intrinsic qualities of vulnerability. CVSS base score
includes two factors, exploitability of vulnerability and impact
of vulnerability. CVSS classifies all the vulnerabilities depending on their features and effects and thus concludes several
different kinds of vulnerabilities, such as SQL injection
and buffer overflow. For all these kinds of vulnerabilities,
CVSS assigns different score to signal the importance of the
vulnerability. And in addition to CVSS score, another critical
factor is service importance value (SIV). Normally, some
hosts are more valuable than others. Thus, we adopt service
importance value to represent service’s inherent value. It is
worth mentioning that, in different networks, the same service may be valued different. That is the reason why we set the
SIV table as a part of configuration that administrators should
define before the system works. In our system, we introduce
the following generic equation to incorporate the CVSS base
score and service importance value:
RL (ℎ) = ∑ (𝛼 × SIV (𝑠) + (1 − 𝛼) × CVSS (V)) ,
V∈𝑉(ℎ)

(1)

where RL(ℎ) is the risk level of node ℎ; 𝑉(ℎ) is a function to
return all vulnerability contained in the host ℎ; SIV(𝑠) is a
function to return the service importance value of the service
𝑠; and CVSS(V) is a function to return the CVSS base score of
the vulnerability V. We also introduce the weight coefficient
𝛼 (0 ≤ 𝛼 ≤ 1) that allows an administrator to determine
how important the service is. The value 𝛼 can be increased,
in which case the service is more important. Otherwise, the
administrator can decrease the value of 𝛼 to weaken the

influence of the service but emphasize the influence of the
possibility that the hosts would be attacked. According to
this given information, we can continue building the original
tower, which contains several layers. Each of these layers
contains several workgroups, each of which includes several
hosts that provide similar functions. CTS also can use some
weights such as time, to further define access rules. For
example, some access requests can be only allowed in some
periods.
After the risk level of each hosts or groups is calculated,
we put them into different layers of Chaos Tower. Hosts in
the same layers should have the same risk level. Layers with
higher risk level will have higher position (e.g., database
servers). To deal with the situation that many new devices
might well be added to specific subnets, we further divide
hosts in the same layer into several groups. Each group
contains at least one host. The group division is dependent
on the hosts distribution in physical networks. Hence, when
there are new devices added to the tower, CHAOS first exams
whether they can belong to one existing group or not, if not,
its risk level will be calculated and thus it will be mapped onto
a new group in the corresponding layers.
In CHAOS, we deem that the more important and risky
the host is, the higher the layer it is assigned to. These groups
share some common traits; for example, they may be used to
store some important network resources. In our system, the
administrators can define those important hosts and specify
their order of privilege by the risk level of group.
Expected Connections. Expected connections include normal
connections and special connections:
(i) Normal connections: they represent the connections
from higher layers towards lower layers. In CTS,
the communication from higher layers to low layers
should be allowed because the hosts of high layer
are of high risk level. They often provide important service. So these connections correspond to the
allowed communications in an intranet. For those
which belong to higher layers only because of their
high CVSS score, they can be hardly accessed, which
indirectly protect them from being attacked. It is
worth mentioning that if the connection from A
toward B belongs to normal connections, it does not
mean that the connection from B toward A belongs to
normal connections.
(ii) Special connections: in order to deal with some
special communication request, we define the special
connections even though the connections where a
host belonging to lower layer accesses a host belonging to higher layers are not judged as normal connections. CTS will judge the special connections as
expected connections. We can release special connections temporarily and record them in system log so
that administrator can carry out the analysis.
Unexpected Connections. We define unexpected connections
as those connections that are not included in the list of
expected connections. Generally, these connections are not
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Figure 2: Logical structure of CTS. Red lines like A represent the unexpected connections; gray lines from upper layers towards lower layers
like B represent the normal connections; gray lines from lower layers towards upper layers like C represent special connections.

defined as being allowed and will be detected by our CHAOS
system. For example, the connection from a host in employee
group toward a host in database group will be judged as
unexpected connections.
Here we consider an example to illustrate our proposed
CHAOS system in more detail. In Figure 2, Group 1 is placed
to the top of tower due to its highest risk level. For line B, it
is a connection from a higher layer to a lower layer, which
belongs to normal connections. For line C, it is a connection
from a lower layer to a higher layer but still allowed by CTS,
which belongs to special connections. And for line A, it is an
unexpected connection even though it just transgresses only
one layer.
3.2.2. Exploiting the Tower. The system reacts differently for
expected and unexpected connections.
Expected Connections. We consider expected connections to
be legal; thus, the system does not interfere with these
connections.
Unexpected Connections. Attention should be paid to these
connections. If confronted with an unexpected connection,
the controller will send a request to obfuscation module to
obfuscate it. Generally, if the connection is established by
layer-jumping or occurs within the same layer, it is considered
abnormal and will be obfuscated. However, some special
connections can be defined by system administrator; these
connections cannot be judged as abnormal communication
and not be obfuscated.

4. Obfuscation
In our system, we implement three kinds of obfuscations,
which are host mutation obfuscation, port obfuscation, and
obfuscation based on decoy servers. For unexpected connections judged by CTS and the abnormal connections judged by
IDS, our system will grade them and apply corresponding
obfuscations according to their degree of abnormality.
Host Mutation Obfuscation. This technique is aimed to defend
MITM (Man in the Middle) attack and third-party traffic
monitoring by replacing source IP address and destination
IP address of the packet to virtual IP addresses when transferring it between switches [15]. The mechanism is shown
in the right-hand side of Figure 3. The OpenFlow controller
frequently assigns a random virtual IP (vIP) to each real IP
(vIP). When Host1 initiates the connection to Host2 and sends
an initial packet using real source IP (r1) and real destination
IP (r2), the first OF switch that captures the initial packet (OF
switch 1) encapsulates and sends the packet to SDN controller,
where a rIP-vIP mapping table is stored, and maps r1 and r2 to
corresponding virtual IPs (v1 and v2). When the initial packet
reaches the OF switch that is nearest to Host2 (OF switch n),
a similar reverse mapping is executed, changing vIPs back to
rIPs, namely, v1 to r1 and v2 to r2. In this sense, packets in the
middle (between OF Switch 1 and OF Switch n) only contain
virtual IPs so that real host IPs are concealed.
Port Obfuscation. This technique is aimed to defend portscanning-based attack. In this case we inject some entirely
fake information into responses as well as hiding some real

6

Security and Communication Networks

Match fields

Decoy servers

Original
packets

OF switch 1
Respond

Packet-in
Request

Match fields

Actions

Host 2
rIP = r2 vIP = v2
dest = r2
src = r1

srcIP = I3

setSrcIP = I2

srcIP = r2

setSrcIP = v2

dstIP = I1

setSrcMAC = M2

dstIP = r1

setDstIP = v1

Match fields

Host 2
Forwarded
packets

Actions

Actions

Match fields

OF Switch n

Actions

srcIP = I1

setDstIP = I3

srcIP = r1

setSrcIP = v1

dstIP = I2

setDstMAC = M3

dstIP = r2

setDstIP = v2

srcIP = I1

srcIP = r1

dstIP = I2

dstIP = r2

Process the
packet-in
message

Process the
packet-in
message

dest = v2
src = v1

src = v2
dest = v1

OF Switch 1
Packet-in
dest = r2
src = r1

srcMAC = M1
dstMAC = M2

Host 1

src = r2
dest = r1

src = r2
dest = r1

Host 1
rIP = r1 vIP = v1

SDN controller

Figure 3: Mechanism of host mutation and decoy-servers-based obfuscation.

srcIP

setDstIP

dstIP

setSrcIP

srcPort

setDstPort

dstPort

setSrcPort

srcMAC

setDstMAC

dstMAC

setSrcMAC

SDN controller

Create a
packet-out
message

Packet-out
Host 2

Request
Process the
packet-in
message

Real packets

OF switch
Packet-in
Request

Real packets
& fake packets

Host 1

Figure 4: Mechanism of port obfuscation.

information. As is shown in Figure 4, when IDS detects a port
scanning, CHAOS system will inject fake packets into the
real packets by generating corresponding acknowledgment to
obfuscate the result of the port scanning. For instance, when
a TCP scan is detected and port obfuscation is applied,
the TCP packets will be fetched by switch and sent to the
controller through packet-in. Then the controller will analyze
the packet, generate a corresponding packet-out, and send it
to the switch. The acknowledgments of some injected packets
are 0, while some are 1. Whether to inject or modify the
packets is generally on a random basis. Therefore, the results
of port scanning will show a certain degree of randomness
and fuzziness.
Obfuscation Based on Decoy Servers. In CHAOS system,
we deploy a number of decoy servers as an attack trap. In
most cases, decoy servers can even delay the attack. When
applying this strategy, our system will forward the unexpected
connections to the decoy servers. As is shown in Figure 3,
when a host launches a request, our system can analyze the
packets and install flows into the switch, which will forward
the unexpected connections to our decoy servers. In this way,
suspicious users can only access various decoy servers. The

services we deployed in the decoy servers can further help us
discover the real attackers.
These three obfuscation strategies are applied under
different circumstances. In the tower, we use the threshold
factor to determine which strategy is applied. It is determined
by calculating the ratio of leapfrog access number to the
total number of the layers, named altitude. If the altitude of
the connection is smaller than threshold, the connection will
be obfuscated later. If not, the connection will be forwarded
to decoy servers. In short, the threshold factor divides unexpected connections into two parts by altitude. Connections
which belong to the first part will be obfuscated, while
connections which belong to the other part will be forwarded
to decoy servers. Administrators can change the threshold
factor depending on the security level and structure of the
network. The threshold factor assures that attacks will be
obfuscated in theory.
In addition, we introduce a parameter named RandomIndex (0 ≤ RandomIndex ≤ 1) to define the possibility of
CHAOS performing obfuscation; that is, the closer the RandomIndex to 0, the higher the likelihood of CHAOS injecting
fake information into the network. We define srcLayer as the
layer in which the host launches the request and dstLayer as
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Require: packetInp, Inf, Sup, RandomIndex; {HEIGHT is the height of the tower}
if isFromSrcSwitch (p) orisFromDstSwitch (p) then installHostMutationFlows (p);
end if
srcLayer ← getSrcLayer (p);
dstLayer ← getDstLayer (p);
Δ Altitude ← srcLayer – dstLayer;
Possibility ← random [0, 1];
if Δ Altitude ≥ 0 then
Forward (p);
else
Δ Altitude ← −Δ Altitude;
if Δ Altitude/HEIGHT ≤ threshold then
if isRequestPacket (p) andPossibility ≥ RandomIndex
then
PacketOut (p);
else
ForwardToDecoyServer (p);
end if
else
InstallForwardingFlows (p);
end if
end if
Algorithm 1: CHAOS.

the layer in which the host responds. Then we define altitude
as the difference in height between these two respective layers
(i.e., the height of srcLayer minus the height of dstLayer).
RandomIndex assures that obfuscation is random so that
attackers will not notice our system immediately.
Our design of obfuscation contains two aspects. First,
as most network mapping tools perform their operations by
using ICMP packets and TCP or UDP scans, ICMP messages
are typically used to verify connectivity or reachability of
potential targets. TCP and UDP port scans are used to
identify running services of a target. Replies (TCP RST, silent
drop, or ICMP unreachable) to scans can also reveal what services are allowed or filtered through transit devices. Additionally, the TTL field of IP packets is used to identify the hop distance between the target and the destination. SDN-enabled
devices can be used to confuse the reconnaissance. For
example, traffic to a destination that can be blocked according
to a filtering policy can be silently dropped and SDN utilities
can generate varying responses that will confuse the attacker.
In the case of traffic that is permitted by the filtering policy
(that is, it is legitimate), the SDN policy does not interfere. The
action for each packet is kept in a buffer to ensure consistent
behavior. As a result of this algorithm, random ports will
appear to the scanner as being open. Digging deeper in order
to identify services running on these fake open ports would
require more resources from the attacker [16]. Secondly, the
controller determines the type of connection (i.e., via srcIP
or dstIP) and installs necessary flows in all OF switches in
the path. These flows will change the srcIP and dstIP of
each packet (assuming srcIP changed to be vsrcIP and dstIP
changed to be vdstIP) so that the packet will be different from
what they actually are. But meanwhile, these flows will also
make sure that the packet can be sent to the destination host

by changing the vsrcIP and vdstIP to srcIP and dstIP in the
end. Each connection must be associated with a unique flow,
because the rIP-vIP translation changes for each connection.
This property guarantees the end-to-end reachability of hosts,
because the rIP-vIP translation for a specific connection
remains unchanged regardless of subsequent mutations [15].
The process is presented as Algorithm 1. Here we use a
pseudo-code to clarify the process. Firstly, if we find that
the packet-in message comes from the source switch or
destination switch of the packet, we will install flow tables
of host mutation. Then, the connection will be judged to
be obfuscated or not. For expected connections, the packet
will be forwarded directly. But for unexpected connections,
the packet will be obfuscate or forwarded to a decoy server
if the altitude is bigger than the threshold configured by
administrator.

5. Implementation and Evaluation
5.1. System Implementation. The structure of our system is
shown in Figure 5. The routing was managed entirely by the
Floodlight controller and monitored by Bro. We implemented
three modules. The first one we implemented is the Chaos
Tower module, the purpose of which is to build the Chaos
Tower and get unexpected flows. Then, we implemented
the obfuscation module in Floodlight, which obfuscates the
unexpected flows and abnormal traffic judged by IDS. Finally,
we implemented the CHAOS management module which
allows administrators to further configure their networks.
We provide an implementation of obfuscation with Bro’s
warning message. In the beginning, we push flow tables into
switches so that all flows are allowed. Then, we use Bro to
monitor the network. When suspicious flows are detected,
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the tower will determine the corresponding obfuscation
index and transfer it to obfuscation module. After that,
corresponding flow tables will be updated to make sure that
the obfuscation works in the network.
5.2. Scanning and Foot-Printing Test. Foot-printing and
scanning are techniques for gathering information about
computer systems in networks. These techniques are implemented by various security auditing tools as the first step
when launching an attack. Nmap [17] and the scanner
modules in Metasploit [18] contain many payloads to gather
sensitive information from target machines, whereas Nessus
[19] and WVS (Web Vulnerability Scanner) focus on vulnerability detection and exploitation.
In our test, we used Nmap to evaluate the information
obfuscation ability of CHAOS. Nmap uses raw IP packets in
novel ways to determine which hosts are available on the network, which services (application name and version) those
hosts are offering and which operating systems (and OS versions) they are running, which type of packet filters/firewalls
are in use, and many other characteristics [17]. Our test
involved configuring some vulnerable hosts in the network,
after which we used Nessus to detect vulnerabilities to
test whether CHAOS would be able to confuse and deceit
Nessus.
We tested the performance of our system by launching a
series of attacks under different circumstances. We consider
three situations against Nmap. In the first, the network was
unprotected; in the second, we implement a fully obfuscated
system [16]; and in the third, our CHAOS system was
implemented. When simulating the attack, we used Nmap to
scan the entire network several times. Based on its response
and the reality of its given circumstances, we concluded
the result (Figures 6 and 7). Besides this, we used a ping
command to test the effect of our system on normal traffic
(Figure 8).
5.3. Results. We carried out our experiments in CloudLab
[20] and deployed the network shown in Figure 2.

First, we used Nmap to determine whether our CHAOS
system was able to deceit the security tool. There are two
situations involved in this experiment. We selected the hosts
of Group 4 and Group 3 in Figure 2; thus, the obfuscation
index is 0.5, so obfuscation based on decoy servers will work
then.
We define information disclosure percentage (IDP) as
our index and calculate it by the following formulas. ID is
the amount of information that the adversary fetches from
the victim. NONE represents the unprotected network. FON
represents the fully obfuscated network. CHAOS represents
the network protected by CHAOS.
IDPCHAOS =
IDPFON

IDCHAOS
,
IDNONE

IDFON
=
.
IDNONE

(2)

Figure 6 shows the percentage of information disclosure
of an unprotected network and a network (Level 2) protected
by CHAOS as a function of the number of times the
network was scanned by Nmap. The figure shows that, for the
network protected by CHAOS, the percentage of information
disclosure is decreased effectively.
Secondly, we studied the correlation between the degree
of threat of the adversary and the information disclosure he
would experience. For comparison, we implemented another
MTD system, fully obfuscated network, which obfuscates all
the packets in the network. Figure 7 shows the information
disclosure in an unprotected network, a network protected by
CHAOS, and fully obfuscated network [15], all of which face
different degrees of threats. The fully obfuscated network
obfuscates all the packets by some static policies. Thus, it
is able to decrease information disclosure when the threat
reaches a certain degree, but does not decrease information
disclosure further when the degree of threat is elevated
beyond that certain degree, because of its static solution.
However, the network protected by CHAOS decreases information disclosure when the degree of threat is elevated. Only
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Figure 8: Delay time with respect to packet count.
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a few information disclosures exist when the threat reached a
very high degree.
After that, we compared the performance cost of the three
networks. As above, we compare the network protected by
CHAOS with the unprotected and fully obfuscated network.
We use the example shown above to test the performance
of these systems and to measure the average delay time of
the connections under each system. Figure 8 shows the delay
time of the unprotected network, the network protected
by CHAOS, and fully obfuscated network with changing
package counts. We conclude that both the networks protected by CHAOS and fully obfuscated network increase the
delay time to some extent, although the network protected

by CHAOS has a reduced delay compared to that fully
obfuscated network. Thus, our system enables the network to
perform faster. We discovered that the transforming speed of
our system is faster than that of random obfuscation system
especially when the network is crowded.
The result above can be understood in terms of the
following factors.
First, we use Bro to monitor the network and transfer
those suspicious flows. The important point is that Bro runs
stand-alone so it makes quite few effects to the speed of the
network.
Then, the Chaos Tower is also a factor that reduces the
delay time. We assume that the Chaos Tower is to be built as
a binary tree in the network and the number of layers is 𝐿;
hence,
𝑁 = 2𝐿 − 1.

(3)

We consider a situation in which each workgroup sends a
request to the remaining groups, which means that the sum
of the connections the unprotected situation and the MTD
solution would have to process would be
𝐶NONE = 0,
𝐶MTD = 𝑁 ∗ (𝑁 − 1) .

(4)

However, we only need to obfuscate the connections from the
lower layers toward the higher layers in our CHAOS system,
the number of which is
𝐿−1

𝐶CHAOS = ∑ (2𝑖 ∗ (2𝑖 − 1)) .

(5)

𝑖=1

In the end, we launched several real attacks to testify robustness of our system. We employ some vulnerable hosts in the network. In the experiment, MS 08-067
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is the vulnerability that we test. The hosts can be easily
attacked by any pen-testing tools which contain payload
of MS 08-067. Actually, in Chaos Tower, we employ a
vulnerable host in each layer. Then we use one of them
to play the role of attacker in turn. Figure 9 shows the
results of the unprotected network, the network protected
by CHAOS, and the fully obfuscated network. We conclude
that, in the network protected by CHAOS, only a few attacks
directed to hosts belonging to adjacent layers succeeded.
However, in the fully obfuscated network, most attacks
succeeded in the end. The worst is that almost all attacks
succeeded in the unprotected network. Thus, our system can
decrease the success rate of such kind of attacks significantly.

6. Related Work
Several researchers have reported work on MTD. Kewley et
al. [21] performed the initial research in the area of dynamic
network defense and proved that dynamic network reconfiguration, such as randomly changing the IP address and
port numbers, would effectively inhibit an adversary’s ability
to gather intelligence and thus degrade the ability to successfully launch an attack. Al-Shaer proposed MUTE, a moving
target defense architecture [5], which implements the moving
target through random address hopping and random finger
printing. Furthermore, they presented BDD, a model for
creating a valid mutation of network configuration. Zhuang et
al. [4] investigated the application of moving target defenses
to network security and presented a high-level architecture of
the MTD system. Their simulation results show the potential
for MTD to be effective in preventing attacks against computer networks. Furthermore, they proposed a formal theory
to describe the MTD system and its basic properties and
formalized the MTD entropy hypothesis, which states that
the greater the entropy of the system configuration, the more
effective the MTD system [22, 23]. Stallings proposed the
use of SDN in the implementation of MTD mitigations. AlShaer et al. [15] proposed OpenFlow Random Host Mutation
(OF-RHM), which uses OpenFlow to develop an MTD

architecture that transparently mutates host IP addresses
with high unpredictability, while maintaining configuration
integrity and minimizing operational overhead.
However, current network-based MTD obfuscates networks indiscriminately that makes some networks services
unavailable, for example, some key services like web and
DNS, because some information of these services has to be
opened to the outside and remain real. If MTD obfuscates
these services fully, it will return users with virtual IPs and
ports, making these services unable to use. Moreover, obfuscation will affect the performance of networks. To obfuscate
hosts indiscriminately will severely reduce the performance
of networks undoubtedly. In contrast to the above work,
CHAOS discriminately obfuscates hosts with different security levels in networks.
Zhang et al. [24] proposed to construct an incentive
compatible moving target defense by periodically migrating
virtual machines (VMs), thereby making it much harder
for adversaries to locate the target VMs. Gillani et al. [25]
proposed to defend against DDoS attacks by migrating virtual
networks (VNs) to dynamically reallocate network resources.
Different from their work, CHOAS leverages SDN features
to obfuscate network information instead of migrating target
objects.
Previous research involving memory address space randomization [26–28], instruction set randomization [29], and
software diversification [30, 31] also used the idea of a moving
target to increase the attack difficulty and cost by enlarging
the exploration surface or moving the attack surface. The
objective of our work is to enhance network security; hence,
the aspects mentioned here are not discussed in detail.

7. Conclusion
MTD is able to create a type of changing network so as to
increase the difficulty and cost for an adversary aiming to
launch a network attack. In this paper, we proposes an SDNbased MTD system named CHAOS which discriminately
obfuscates hosts with different security levels in networks so
as to keep some key services available and low performance
cost. CHAOS incorporates the Chaos Tower Structure to
represent a hierarchy of all the hosts on the network and leverages SDN features to obfuscate the attack surface to enhance
the unpredictability of the networking environment. CHAOS
offers rapid obfuscation of unexpected network traffic but
does not interfere with normal traffic. The evaluation shows
that a network protected by CHAOS can effectively lower the
percentage of information that is disclosed.
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