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During the last decade, the pervasive use of mobile devices
has triggered various changes in network usage and infrastructures. Remarkable advances of autonomous systems have
made ubiquitous connectivity no longer a futuristic promise,
but rather an attainable technology to meet the imminent
communication demands in emergency situations, harsh
environments, and remote areas. The growth of Autonomous
Vehicles (AVs) and Unmanned Aerial Vehicles (UAVs)
empowers the wireless infrastructure with the ability to move
physically and thus provides on-demand network services
and multiple grid connections, alleviating unpredictable
problems such as sudden traffic hotspots, poor coverage,
and natural disasters. Researchers are making efforts to
benefit from infrastructure mobility. The next breakthrough
in network performance will emerge from new ways of
organizing networks by merging wireless networking and
robotics technologies.
Realizing such a vision needs various pieces to come
together, spanning from network architecture to protocol
design to communication techniques. This special issue talks
about related topics in wireless networks and paves the way
for binging mobility as a new degree of freedom (DoF) to
the network design. Particularly, it focuses on advances in
infrastructure mobility to cover the most recent ideas and
research based on wireless networks, including intelligent and
effective coordination in the dynamic environments, mobility
enabled accurate indoor localization algorithms, and security
and privacy issues regarding the mobile data. These advanced
technologies in communication and networking ensure the

communication robustness, information reliability, and userprivacy protection against a wide range of cyber-attacks.
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The value of large amount of location-based mobile data has received wide attention in many research fields including human
behavior analysis, urban transportation planning, and various location-based services. Nowadays, both scientific and industrial
communities are encouraged to collect as much location-based mobile data as possible, which brings two challenges: (1) how to
efficiently process the queries of big location-based mobile data and (2) how to reduce the cost of storage services, because it is
too expensive to store several exact data replicas for fault-tolerance. So far, several dedicated storage systems have been proposed
to address these issues. However, they do not work well when the ranges of queries vary widely. In this work, we design a storage
system based on diverse replica scheme which not only can improve the query processing efficiency but also can reduce the cost of
storage space. To the best of our knowledge, this is the first work to investigate the data storage and processing in the context of big
location-based mobile data. Specifically, we conduct in-depth theoretical and empirical analysis of the trade-offs between different
spatial-temporal partitioning and data encoding schemes. Moreover, we propose an effective approach to select an appropriate
set of diverse replicas, which is optimized for the expected query loads while conforming to the given storage space budget. The
experiment results show that using diverse replicas can significantly improve the overall query performance and the proposed
algorithms for the replica selection problem are both effective and efficient.

1. Introduction
With the development of data collection capabilities, it is
much easier to collect a huge number of location-based
mobile data of users or objects via billions of electronic
devices such as mobile phones, tablet computers, vehicle
GPS navigators, and a wide variety of sensors. For example,
taxi companies monitor the mobility information of taxis;
telecom operators continuously record the locations of active
mobile phones; location-based service (LBS) providers keep
the mobile information of the users whenever they use
the services. Such large amount of location-based mobile
data is valuable for many research fields such as human
behavior analysis [1], urban transportation planning [2],
customized routing recommendation [3, 4], and locationbased advertising and marketing [5].
We called the datasets as location-based mobile data
because they share the following three common characteristics. Firstly, all these datasets have at least three core

attributes: object ID, timestamp, and location. They may
as well contain other attributes which are called common
attributes that can vary among datasets. Secondly, most
queries on these datasets are associated with spatial and temporal ranges. Hence, efficient indexing schemes for range data
filtering are required to improve overall query performance.
Thirdly, mainstream big data storage and management systems (e.g., HDFS, parallel RDBMSs, and NoSQL databases)
are not suitable for storing and processing these data. This
is because these systems do not naturally lend themselves to
dealing with spatial-temporal range queries, especially when
the number of the result records is very large. The main reason
is that they cannot physically co-cluster records according to
spatial and temporal proximity, which leads to too many slow
random disk accesses.
In recent years, several dedicated storage systems have
been proposed to store big location-based mobile data,
such as TrajStore [6], CloST [7], and Panda [8]. Data are
partitioned in terms of spatial and temporal attributes in
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the above system. The records in the same partition are
physically stored together. To process a range query, we
only need to sequentially scan the partitions whose range
intersects with the query range. It is demonstrated that this
approach is much more efficient than fetching a large number
of nonconsecutive disk pages. In addition, these systems can
achieve high data compression ratio by leveraging specialized
storage structures and encoding schemes.
However, the above existing dedicated systems do not
work well when the ranges of queries vary widely. The fundamental reason is that there is only one set of configuration
parameters to organize (i.e., partition and compress) the data.
It is obvious that we cannot find a single configuration that
is optimized for all possible queries. For example, consider
that data are partitioned into many small partitions (whose
size, in the extreme case, can be as small as a disk page).
On one hand, queries with small ranges can be processed
efficiently because we can prune most of the partitions. On
the other hand, queries with large ranges will incur high I/O
costs because a large number of partitions will be involved
and locating each of them will invoke a random page access.
In this context, these systems have to choose the parameters
optimized for the overall performance of the expected query
workloads. Note that the expected query workloads can be
either derived from historical queries [7] or known as a priori
knowledge [6].
In this paper, we explore the use of diverse replicas in the
context of storage systems for big location-based mobile data.
In big data storage systems, e.g., Hadoop HDFS, replication is
mainly used for data availability and durability, but not yet for
optimizing the performance of query processing. Hence, the
use of diverse replicas is a novel approach. The implications
of diverse replicas are twofold. First, data are partitioned and
compressed in multiple ways such that different queries can
pick the best-fit configuration to minimize the processing
time. Second, in spite of the diversity of physical data
organizations, diverse replicas can recover each other when
failures occur because they share the same logical view of
the data. Since we can replace the exact replicas with diverse
ones, the gain of query performance does not necessarily
come at the cost of more storage space. Though the potential
advantages of using diverse replicas are prominent, it is
nontrivial to determine which replicas to use. Concretely,
given a large location-based mobile dataset, a representative
workload, and a constraint on storage space, we need to find
an optimal or near-optimal set of diverse replicas in terms of
overall query performance. To address this problem, we make
the following contributions:
(i) We propose BLOT, a system abstraction that describes
an important class of location-based mobile data storage systems. Based on the BLOT system abstraction,
we conduct general discussions on how to integrate
diverse replicas into existing systems.
(ii) We formally define the replica selection problem that
finds the optimal set of diverse replicas in the context
of BLOT systems. Besides, we prove that this problem
is at least NP-complete.

(iii) We propose two solutions to the replica selection
problem, including an exact algorithm based on integer programming and an approximation algorithm
based on greedy strategy. In addition, we propose
several practical approaches to reduce the input size
of the problem.
(iv) We design a simple yet effective cost model to estimate
the cost of an arbitrary query on an arbitrary replica
configuration. The parameters of the cost model
can be either calculated by closed-form formula or
measured accurately by a few low-cost experiments.
(v) We evaluate our solutions using two typical deploy
environments of BLOT systems. The experiment
results confirm that using diverse replicas can significantly improve the overall query performance. The
results also demonstrate that the proposed algorithms
for the replica selection problem are both effective and
efficient.
The rest of this paper is organized as follows. Section 2
briefly summarizes the related works and Section 3 presents
the common designs of BLOT systems as well as the general
use of diverse replicas. Section 4 defines the replica selection
problem, proves its hardness, and describes the solutions.
Section 5 presents the query cost estimation model for BLOT
systems. Section 6 shows the experiment results and conducts
analysis and Section 7 concludes the paper.

2. Related Work
There is a plethora of works on storing spatial-temporal data
and efficient processing of range queries. Early studies, dating
back to 1970s and 1980s, mainly focus on indexing individual
points or trajectories. Representative works include k-d tree
[9], quadtree [10], R-tree [11], and TB-tree [12]. These data
structures incur many random reads which are inefficient
when the number of records in the query result is large. To
address this issue, TrajStore [6] and PIST [13] attempt to
co-locate data according to spatial and temporal proximities
and use relatively large partition size. Both TrajStore and
PIST cannot scale to terabytes of data because they can
only consider nondistributed environments. CloST [7] and
SpatialHadoop [14] are two Hadoop-based systems which
aim at providing scalable distributed storage and parallel
query processing of big location-based mobile data. SATO
[15] is a spatial data partitioning framework that can quickly
analyze and partition spatial data with an optimal spatial
partitioning strategy for scalable query processing. Note that
TrajStore, PIST, CloST, SpatialHadoop, and SATO can be
viewed as concrete instances of BLOT systems without using
diverse replicas.
Recommending a physical configuration for a given
workload has been widely studied since 1987 [16]. Most
of the existing works [17–23] propose effective methods to
estimate the cost of a given workload over candidate physical
configurations. However, only a few of them consider the
situations where data can be replicated [20, 21]. An earlier
work introduces the technique of Fractured Mirrors [24]
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Figure 1: Overview of BLOT systems.

to store data in both row-fashion and column-fashion. For
data partitioning, it has been proved in [25] that finding
the optimal vertical partitioning is an NP-hard problem.
Therefore, the are a number of works that focus on heuristic
algorithms for vertical partitioning optimization [26–30].
For workload size reduction, the authors of [31] propose a
workload compression method to reduce the size of SQL
workloads. A more scalable workload grouping method is
proposed in [20]. Most of the above works are based on the
relational data model while our work is based on the BLOT
data model which is more suitable for big location-based
mobile data.

first describe the general design of BLOT systems and then
explain why using diverse replicas can significantly improve
the overall system performance.

3. BLOT Systems and Diverse Replicas

3.1. Data Model. A BLOT system stores a large number of
location-based mobile records. Each record is in the form
of (OID, TIME, LOC, 𝐴 1 , . . . , 𝐴 𝑚 ), where OID is an object ID,
TIME is a timestamp, LOC is the location of object OID at time
TIME, and 𝐴 1 through 𝐴 𝑚 are other attributes that can vary
among different datasets. We refer to the first three attributes
as core attributes and the others as common attributes. Any
dataset that naturally fits into this data model, i.e., containing
and emphasizing core attributes, can be viewed as locationbased mobile data.

In this section, we introduce BLOT, a system abstraction that
reflects common designs of an important class of dedicated
systems for storing big location-based mobile data. We refer
to such systems as BLOT systems. Figure 1 shows an overview
of how data are organized and queried in BLOT systems.
BLOT systems are primarily aimed at providing a storage
layer that supports efficient data filtering by spatial-temporal
ranges for high-level data analytical systems such as RDBMSs
and Hadoop. They can be also used as standalone systems to
dedicatedly answer range queries. The advantages of BLOT
systems have been demonstrated by a number of existing
works such as PIST [13], TrajStore [6], CloST [7], and Spatial
Hadoop [14]. Compared with other solutions (e.g., using the
original Hadoop or NoSQL databases), the speed of range
queries in a BLOT system can be up to one to two orders of
magnitude faster while using a much smaller storage space
(typically 20% or less). In the rest of this section, we will

3.2. Data Partitioning. Based on the data model, BLOT
systems split a large dataset into relatively small partitions
using core attributes. In TrajStore and CloST, for example,
data are first partitioned by location (LOC) and then further
partitioned by time (TIME). Records in the same partition
are stored together in a storage unit which is optimized
for sequential read. For instances, a storage unit can be an
object stored in Amazon S3, a file on HDFS, a segment
of a file on a local file system, etc. Typically, the size of a
storage unit in BLOT systems is much larger than that of
a disk page, ranging from hundreds of kilobytes to several
megabytes. The advantages of using relatively large storage
units are twofold. First, queries with large spatial-temporal
ranges can be efficiently processed because data are mostly
accessed sequentially. Second, it makes the number of storage
units sufficiently small such that we can easily maintain the
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Table 1: Comparison of involved partitions and estimated scans in Figure 2.
Case 1
4
100%

Involved partitions
Estimated data to scan

Case 2
3
30%

ＭＫ

ＭＫ

ＭＫ

Selecting the optimal replica set
and generating replicas

Raw
Data

Storage
budget

Case 3
8
50%

···

Selecting the best replica to
process the query

Estimated cost of all
queries on all
candidate replicas

Estimated cost of the
issued query on all the
existing replicas

Query Cost Estimation

Candidate replica
configurations

Workload
(historical queries)

Query

Figure 2: Using diverse replicas in BLOT systems.

partitioning index, a small global data structure to index the
spatial-temporal ranges of all data partitions.
3.3. Data Encoding. A data partition can be stored in any
format. A popular approach is to store each partition as a CSV
file with each line specifying a record. While this format is
easy to process, the storage utilization is low. It is therefore
undesirable for huge datasets, especially when using cloud
storage systems that charge for every bit stored. To reduce the
storage size, a BLOT system usually uses various compression
techniques to encode records in a partition. For example, we
can
(1) use binary format instead of text format;
(2) apply a general compression algorithm to compress
the entire partition;
(3) organize the data in column fashion and then apply
column-wise encoding schemes (e.g., delta encoding
and run-length encoding).
Moreover, we can use the combinations of the above
techniques to further reduce the storage size. Note that higher
compression ratio comes at the cost of longer decompression
time which may degrade the performance of query processing.

3.4. Query Processing. To process range queries in a BLOT
system, we first search for involved partitions, i.e., the partitions whose range intersect with the query range. Next,
we read and decompress each involved partition to extract
all the records. Finally, we check the extracted records
and output the ones within the query range. Note that it
is straightforward to conduct parallel query processing by
scanning multiple partitions simultaneously.
In general, the cost of processing an involved partition
consists of two parts: scan cost which includes the cost of
extracting and filtering the records and extra cost which
includes the cost of initializing the procedure, locating the
partition, loading the decoder, cleaning up the procedure, etc.
In a typical BLOT system, scan cost is usually proportional to
the total number of records in the partition while extra cost
is usually a constant decided by the corresponding encoding
scheme. Therefore, for a specific query, the query cost is
determined by the total amount of records to be scanned
and the total number of involved partitions. Consider three
partitioning schemes and a query shown in the upper part
of Figure 2. For illustration purpose, we omit the temporal
dimension and highlight the partitions that are not involved.
Table 1 compares the number of involved partitions and
the estimated percentage of data to scan among the three
cases.
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In this example, it is obvious that the middle case has the
lowest query cost because both the scan cost and the extra
cost are the lowest. However, it is unclear whether the query
cost of the left case is higher or lower than that of the right
case. To answer that question, we will develop an effective cost
estimation model in Section 5.

Definition 1 (partitioning scheme). Let 𝑈 denote the spatialtemporal bounding box of 𝐷. A spatial-temporal partitioning
scheme 𝑃 = {𝑝1 , 𝑝2 , . . . , 𝑝𝑛 } is a spatial-temporal partition of
𝑈, where

3.5. Diverse Replicas. From Figure 2 we can see that the
cost of a query may vary a lot with different partitioning
schemes. Undoubtedly, encoding scheme also has a significant influence on query performance. Most existing BLOT
systems can adaptively optimize the configuration of the
physical storage organization, such as spatial and temporal
partition sizes, based on analyzing the historical queries.
However, in the cases when the range of queries has high
variation, the optimal configuration may still be far from
satisfactory in terms of overall query performance. It is
intuitive that using multiple copies of data with different
physical organizations can mitigate the “one-size-does-notfit-all” problem. Traditionally, this is a typical performance
tuning approach that trades space for time. However, in the
context of big data storage systems where data are replicated
for fault-tolerance, we can make better use of the storage
space by replacing exact replicas with diverse ones. As a result,
the overall query performance can be improved without
necessarily using more storage space.
Figure 2 illustrates the use of diverse replicas in BLOT
systems. There are two components that are key to the
success of such systems. First, the system must be able
to estimate the query cost both efficiently and effectively.
Query cost estimation helps the system to determine which
one of the existing replicas is supposed to have the least
processing time for the issued query. For example, in Figure 2, the second replica is chosen to answer the given
query. Besides, the estimated costs of all queries in the
given workload on all candidate replicas are important
inputs for the second component which selects a set of
diverse replicas (and generates the actual replicas) that is
optimized for a given workload under a storage constraint.
The storage constraint is a hard constraint indicating the
upper bound of the available storage space. It turns out that
selecting the optimal set of diverse replicas in BLOT systems
is a challenging problem. To the best of our knowledge,
it has not been well investigated in the previous works.
Therefore, we will elaborate on this problem in the next
section.

and

4. Replica Selection Problem
Given a very large location-based mobile dataset 𝐷, we want
to choose a set of diverse replicas which conforms to a storage
size constraint and optimizes the overall performance for a
given workload. In this section, we first formally define the
replica selection problem and then propose several practical
solutions.
4.1. Problem Definition. Before formalizing the replica selection problem, we first give the formal definitions of several
important concepts mentioned in Sections 3 and 4.

⋃𝑝𝑖 = 𝑈,
𝑖

𝑝𝑖 ∩ 𝑝𝑗 = 0,

∀𝑖, 𝑗 ∈ {1, 2, . . . , 𝑛} , 𝑖 ≠ 𝑗.

(1)

(2)

Particularly, 𝑝𝑖 is called the 𝑖-th spatial-temporal partition of
𝑈.
Definition 2 (data partition). Given a partitioning scheme 𝑃,
for any partition 𝑝𝑖 ∈ 𝑃, the corresponding data partition
𝑑𝑖 is the set of all records in 𝐷 that are spatial-temporally
contained by 𝑝𝑖 . In addition, we define
(1) 𝐷(𝑝𝑖 ) = 𝑑𝑖 ;
(2) 𝑃(𝑑𝑖 ) = 𝑝𝑖 ;
(3) 𝐷(𝑃) = {𝑑𝑖 | 𝑃(𝑑𝑖 ) ∈ 𝑃}.
By Definition 1, we have
⋃𝑑𝑖 = 𝐷,
𝑖

(3)

and
𝑑𝑖 ∩ 𝑑𝑗 = 0,

∀𝑖, 𝑗 ∈ {1, 2, . . . , 𝑛} , 𝑖 ≠ 𝑗.

(4)

Since it is usually clear from the context, we often use the term
partition to indicate both spatial-temporal partition (i.e., 𝑝𝑖 )
and data partition (i.e., 𝑑𝑖 ). In addition, we use 𝜇(𝑝) and 𝜇(𝑑)
to denote the spatial-temporal range of a spatial partition 𝑝
and that of a data partition 𝑑, respectively.
Definition 3 (encoding scheme). Given a data partition 𝑑, an
encoding scheme 𝐸 is an algorithm that generates a physical
storage layout for 𝑑.
Definition 4 (replica and replica set). A replica 𝑟 = ⟨𝐷, 𝑃, 𝐸⟩
is a physical organization of all records in 𝐷 in which records
are partitioned by 𝑃 and each partition is encoded by 𝐸. A
replica set 𝑅 = {𝑟1 , 𝑟2 , . . . , 𝑟𝑚 } is a set of diverse (i.e., unique)
replicas.
We use 𝑃(𝑟) and 𝐸(𝑟) to indicate the partitioning scheme
and the encoding scheme of 𝑟, respectively. Note that the
above definition requires that all partitions are encoded by the
same encoding scheme. Nevertheless, the essential theoretical
analysis in the following can be easily generalized for BLOT
systems that allow a separate encoding scheme for each
partition.
Definition 5 (storage size). The storage size of a replica 𝑟,
denoted by 𝜂(𝑟), is the size of storage space required to store
all encoded partitions in 𝑟. The storage size of a replica set 𝑅,
denoted by 𝜂(𝑅), is the total storage size of all replicas in 𝑅,
i.e.,
𝜂 (𝑅) = ∑ 𝜂 (𝑟𝑗 ) .
𝑟𝑗 ∈𝑅

(5)
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Definition 6 (query and workload). A (range) query 𝑞 is
a process that extracts all records in 𝐷 that are contained by a cuboid whose size is specified by ⟨𝛿𝑥 , 𝛿𝑦 , 𝛿𝑡 ⟩
and centroid is specified by ⟨𝑥, 𝑦, 𝑡⟩. A workload 𝑊 =
{(𝑞1 , 𝑤1 ), (𝑞2 , 𝑤2 ), . . . , (𝑞𝑛 , 𝑤𝑛 )} is a set of unique queries with
each query associated with a non-negative weight.
Similar to 𝜇(𝑝) and 𝜇(𝑑), we use 𝜇(𝑞) to denote the
spatial-temporal range of 𝑞, i.e., ⟨𝑥, 𝑦, 𝑡, 𝛿𝑥 , 𝛿𝑦 , 𝛿𝑡 ⟩. The weight
of a query in a workload can be interpreted as the importance
(frequency, priority, etc.) of the query. In some situations, the
weights are normalized such that
𝑛

∑𝑤𝑖 = 1.

4.2. Exact Solution. Before presenting the exact solution, we
first prove the following theorem.
Theorem 9 (NP-hard). The replica selection problem is NPHard.
Proof. We prove the theorem by reducing from the minimum
weight set cover problem [32] to the replica selection problem. Specifically, given a set of 𝑛 elements 𝐴 = {𝑎1 , 𝑎2 , . . . , 𝑎𝑛 },
and a set of 𝑚 sets 𝑆 = {𝑠1 , 𝑠2 , . . . , 𝑠𝑚 }, where

In particular, we use 𝑄(𝑊) to denote the set of all queries in
𝑊, i.e., 𝑄(𝑊) = {𝑞1 , 𝑞2 , . . . , 𝑞𝑛 }.
Below we define query cost and workload cost based on
the query processing mechanism described in Section 3.4.
Definition 7 (query cost and workload cost). Given a replica
𝑟 ∈ 𝑅 and a query 𝑞 ∈ 𝑄(𝑊), the query cost of 𝑞 on 𝑟 is
denoted as 𝜌(𝑞, 𝑟). Therefore,
𝑟j ∈𝑅

(7)

∑ 𝑤𝑖 ⋅ 𝜌 (𝑞𝑖 , 𝑅) .

(𝑞𝑖 ,𝑤𝑖 )∈𝑊

⋂ 𝑠𝑖 = 𝐴,

(10)

𝑠𝑖 ∈𝑆

the minimum weight set cover problem is to find a set 𝑆∗ ⊆ 𝑆
such that
 ∗ 
𝑆  ≤ |𝑆| ,

(11)

⋂ 𝑠𝑖 = 𝐴,

(12)

and
𝑠𝑖 ∈𝑆∗

and the cost of 𝑆∗ is minimum where the cost of 𝑆∗ is defined
as

and
𝜌 (𝑊, 𝑅) =

(9)

and
(6)

𝑖=1

𝜌 (𝑞, 𝑅) = min 𝜌 (𝑞, 𝑟𝑗 ) ,

𝑠𝑖 ⊆ 𝐴, ∀𝑠𝑖 ∈ 𝑆,

(8)

Now we can formally define the problem of finding an
optimal set of diverse replicas.
Definition 8 (replica selection problem). Given a dataset 𝐷,
a workload 𝑊 = {(𝑞1 , 𝑤1 ), (𝑞2 , 𝑤2 ), . . . , (𝑞𝑛 , 𝑤𝑛 )}, a set of
candidate replicas 𝑅 = {𝑟1 , 𝑟2 , . . . , 𝑟𝑚 }, and a storage budget
𝑏, find a replica set 𝑅∗ such that
(1) 𝑅∗ ⊆ 𝑅;
(2) 𝜂(𝑅∗ ) ≤ 𝑏;
(3) 𝜌(𝑊, 𝑅∗ ) ≤ 𝜌(𝑊, 𝑅 ) for all 𝑅 ⊆ 𝑅 such that 𝜂(𝑅 ) ≤
𝑏.
In most situations, 𝑅 contains all possible replicas, i.e., if
we have 𝑚𝑃 partitioning schemes and 𝑚𝐸 encoding schemes,
then 𝑚 = 𝑚𝑃 ∗ 𝑚𝐸 .
To find the optimal replica set 𝑅∗ , we need to know the
query cost 𝜌(𝑞𝑖 , 𝑟𝑗 ) and the storage size 𝜂(𝑟𝑗 ) for all 𝑞𝑖 ∈ 𝑄(𝑊)
and 𝑟𝑗 ∈ 𝑅 in the first place. For 𝜂(𝑟𝑗 ), we can estimate it using
the compression ratio of the corresponding encoding scheme
𝐸(𝑟𝑗 ). Since compression ratio is stable in most situations, it
can be effectively measured with a small sample of 𝐷. For
𝜌(𝑞𝑖 , 𝑟𝑗 ) and we will propose a highly accurate cost model
in Section 5 to estimate query cost without generating actual
replicas.
For the rest of this section, we assume that all 𝜌(𝑞𝑖 , 𝑟𝑗 )
and 𝜂(𝑟𝑗 ) are already given and focus on designing practical
algorithms to solve the problem.

|𝑆∗ |

∑ 𝑐𝑖 .

(13)

𝑖=1

where 𝑐𝑖 is the cost (weight) of set 𝑠𝑖 .
The minimum weight set cover problem is a well-known
NP-hard problem [32]. In this proof we will demonstrate
that we can solve any instance of the minimum weight set
cover problem by constructing and solving an instance of the
replica selection problem.
In correspondence to 𝐴, we construct a workload 𝑊 =
{(𝑞1 , 1), (𝑞2 , 1), . . . , (𝑞𝑛 , 1)}, where all weights are set to 1. In
correspondence to 𝑆, we construct a set of candidate replicas
𝑅 = {𝑟1 , 𝑟2 , . . . , 𝑟𝑚 } where all 𝜂(𝑟𝑗 ) ∈ 𝑅 are set to 0. The query
cost is set as follows:
(1) 𝜌(𝑞𝑖 , 𝑟𝑗 ) = 0 if 𝜌(𝑞𝑖 , 𝑟𝑗 ) = 𝜌(𝑞𝑖 , 𝑅);
(2) 𝜌(𝑞𝑖 , 𝑟𝑗 ) = +∞ if 𝜌(𝑞𝑖 , 𝑟𝑗 ) ≠ 𝜌(𝑞𝑖 , 𝑅).
According to Definition 7, we can interpret 𝜌(𝑞𝑖 , 𝑟𝑗 ) = 0
as that answering 𝑞𝑖 on 𝑟𝑗 requires the minimum query cost,
and 𝜌(𝑞𝑖 , 𝑟𝑗 ) = +∞ as that answering 𝑞𝑖 on 𝑟𝑗 requires more
query cost than the minimum.
For the ease of presentation, we use problem 𝛼 and
problem 𝛽 to denote the instance of the minimum weight set
cover problem and the corresponding instance of the replica
selection problem, respectively.
Suppose that we have found an optimal replica set 𝑅∗
in problem 𝛽. We can then construct the corresponding set
𝑆∗ = {𝑠𝑗 | for all 𝑗 such that 𝑟𝑗 ∈ 𝑅∗ } in problem 𝛼. To
decide whether problem 𝛼 is feasible, we need to discuss
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two cases. On one hand, if 𝜌(𝑊, 𝑅∗ ) = 0 in problem 𝛽,
then any query in 𝑄(𝑊) can be answered instantly by some
replica in 𝑅∗ . According to our construction process from
problem 𝛼 to problem 𝛽, it follows that any element in 𝐴
must be covered by some set in 𝑆∗ . In this case, we can safely
conclude that problem 𝛼 is feasible. On the other hand, if
𝜌(𝑊, 𝑅∗ ) = +∞ in problem 𝛽, we prove that problem 𝛼 is
infeasible by contradiction. Assume 𝑆∗∗ is a feasible solution
to problem 𝛼. We can then construct a replica set 𝑅∗∗ = {𝑟𝑗 |
for all 𝑗 such that 𝑠𝑗 ∈ 𝑆∗∗ } for problem 𝛽. We can easily
verify that 𝜌(𝑊, 𝑅∗∗ ) = 0, which follows that 𝜌(𝑊, 𝑅∗∗ ) <
𝜌(𝑊, 𝑅∗ ). This contradicts with the fact that 𝑅∗ is an optimal
replica set in problem 𝛽.
Thus, we have proved that problem 𝛼 is feasible if and only
if the optimal workload cost in the corresponding problem
𝛽 equals 0. We therefore conclude that the replica selection
problem is equally hard to the set covering decision problem.
This completes the proof.
Though Theorem 9 eliminates the possibility of finding
the optimal replica set in polynomial time, an exact solution
is still useful when the input size is relatively small. Our exact
solution is to model the original problem as a 0-1 Mixed
Integer Programming (MIP) problem [33] and hand it over to
a MIP solver. The challenge here is how to model the problem
properly to ensure that the optimal solution of the 0-1 MIP
problem is the optimal solution of the original problem.
Let 𝑛 = |𝑊| and 𝑚 = |𝑅|. For any 𝑖 ∈ {1, 2, . . . , 𝑛} and any
𝑗 ∈ {1, 2, . . . , 𝑚}, let 𝑥𝑗 be a 0-1 variable indicating whether
replica 𝑟𝑗 is present in the replica set 𝑅 and 𝑦𝑖𝑗 be a 0-1 variable
indicating whether query 𝑞𝑖 is processed on replica 𝑟𝑗 . We first
list the constraints as follows.
The constraint related to storage size is
𝑚

𝜂 (𝑅) = ∑𝜂 (𝑟𝑗 ) ≤ 𝑏.
𝑗=1

(14)

We use exactly one replica to process each query:
𝑚

∑ 𝑦𝑖𝑗 = 1, ∀𝑖 ∈ {1, 2, . . . , 𝑛} .

𝑗=1

(15)

Any replica that is chosen to process at least one query
must be present in 𝑅:
𝑦𝑖𝑗 ≤ 𝑥𝑗 , ∀𝑖 ∈ {1, 2, . . . , 𝑛} , 𝑗 ∈ {1, 2, . . . , 𝑚} .

(16)

We can see that (16) specifies 𝑛 × 𝑚 constraints. Because
an MIP problem may become extremely difficult in the
presence of too many constraints, it is preferable to use fewer
constraints. Therefore, we use the following 𝑚 constraints
instead (which are slightly relaxed but do not change the
optimal solution):
𝑛

∑𝑦𝑖𝑗 ≤ 𝑛 ⋅ 𝑥𝑗 ,

∀𝑗 ∈ {1, 2, . . . , 𝑚} .

(17)

𝑖=1

Let 𝑐𝑖𝑗 = 𝜌(𝑞𝑖 , 𝑟𝑗 ); we use the following objective function:
𝑛 𝑚

∑∑ 𝑤𝑖 ⋅ 𝑐𝑖𝑗 ⋅ 𝑦𝑖𝑗 .
𝑖=1 𝑗=1

(18)

Putting them together, we need to minimize (18) subject
to the constraints specified by (14), (15), and (17). The details
are shown in the following:
𝑛 𝑚

minimize: ∑ ∑𝑤𝑖 ⋅ 𝑐𝑖𝑗 ⋅ 𝑦𝑖𝑗 ,
𝑖=1 𝑗=1

(19)

𝑚

subject to:

∑𝜂 (𝑟𝑗 ) ≤ 𝑏,

𝑗=1
𝑚

∑𝑦𝑖𝑗 = 1,

∀𝑖 ∈ {1, 2, . . . , 𝑛} ,

(20)

𝑗=1
𝑛

∑𝑦𝑖𝑗 ≤ 𝑛 ⋅ 𝑥𝑗 , ∀𝑗 ∈ {1, 2, . . . , 𝑚} .
𝑖=1

As 𝑥𝑗 and 𝑦𝑖𝑗 are 0-1 variables, this is a well-formed 0-1
MIP problem that can be solved directly by MIP solvers.
4.3. Reducing the Problem Size. In general, the computation
time of solving an MIP problem grows exponentially with the
problem size, i.e., the number of decision variables. The total
number of decision variables in our formulation is 𝑚(𝑛 + 1)
(all 𝑥𝑖𝑗 and 𝑦𝑗 ) which could be very large even though both
𝑚 and 𝑛 are relatively small. For example, there are more
than 105 decision variables when we have 20 partitioning
schemes, 5 encoding schemes, and 1000 queries in the given
workload. Though this is a typical scenario in practice, it
already makes the formulated MIP problem computationally
infeasible (on up-to-date computers nowadays). Thus, to
make the aforementioned solution more scalable, we propose
several practical techniques that can significantly reduce the
problem size.
4.3.1. Reducing the Workload Size. If we directly use all
historical queries recorded in the query log to form the
input workload, then 𝑚 may increase too fast in a working
system where new queries are issued frequently. To address
this issue, we treat each 𝑞 ∈ 𝑄(𝑊) as a group of similar
queries. Specifically, we use only one grouped query, denoted
by 𝑄𝐺, to represent all the queries with the same size of
spatial-temporal range. Accordingly, we adjust the definition
of query in Definition 6 by replacing 𝜇(𝑞) = ⟨𝑥, 𝑦, 𝑡, 𝛿𝑥 , 𝛿𝑦 , 𝛿𝑡 ⟩
with 𝜇(𝑄𝐺) = ⟨𝛿𝑥 , 𝛿𝑦 , 𝛿𝑡 ⟩. This variation reflects the observation that queries with the same size of range often occurs
many times in real situations. For example, it is common
that users use an equal-sized grid to decompose the space
and then conduct simple statistics for each grid cell. It is
worth pointing out that estimating the cost of a grouped
query is generally more difficult than estimating a single
query. We will address this issue in Section 5. In addition, if
the number of different range sizes is still large, we can use
clustering algorithms such as 𝐾-means to cluster the range
sizes and only use the cluster centers to construct the input
workload. In this way, we have full control of the value of 𝑚
by manipulating the number of clusters.
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Input: 𝑊, 𝑅, 𝑏, 𝜌(𝑞𝑖 , 𝑟𝑗 ) for all 𝑞𝑖 ∈ 𝑄(𝑊) and 𝑟𝑗 ∈ 𝑅
Output: 𝑅∗
(1) begin
(2) 𝑅∗ ← 0;
(3) while 𝜂(𝑅∗ ) < 𝑏 do
(4)
𝑟∗ ← null;
(5)
𝑠𝑐𝑜𝑟𝑒∗ ← 0;
(6)
for 𝑟 ∈ 𝑅 do
𝜌(𝑊, 𝑅∗ ) − 𝜌(𝑊, 𝑅∗ ∪ {𝑟})
;
(7)
𝑠𝑐𝑜𝑟𝑒 ←
𝜂(𝑟)
∗
(8)
if 𝑠𝑐𝑜𝑟𝑒 > 𝑠𝑐𝑜𝑟𝑒 then
(9)
𝑠𝑐𝑜𝑟𝑒∗ ← 𝑠𝑐𝑜𝑟𝑒;
(10)
𝑟∗ ← 𝑟;
∗
(11)
if 𝑟 is null then
(12)
break;
(13)
else
(14)
𝑅∗ ← 𝑅∗ ∪ {𝑟∗ };
(15)
𝑅 ← 𝑅 \ {𝑟∗ };
(16) return 𝑅∗ .
Algorithm 1: A greedy replica selection algorithm.

4.3.2. Reducing the Number of Candidate Replicas. Considering two replicas 𝑟1 , 𝑟2 ∈ 𝑅 satisfying
𝜂 (𝑟1 ) ≤ 𝜂 (𝑟2 ) ,

(21)

𝜌 (𝑞𝑖 , 𝑟1 ) ≤ 𝜌 (𝑞𝑖 , 𝑟2 ) , ∀𝑞𝑖 ∈ 𝑄 (𝑊) ,

(22)

and

we refer to this case as replica 𝑟1 dominates replica 𝑟2 .
Obviously, if we use 𝑅\{𝑟2 } instead of 𝑅 as the input
candidate replicas, it will not change the optimal workload
cost 𝜌(𝑊, 𝑅∗ ). Therefore, we can safely prune 𝑟2 from 𝑅. In
general, it is more common that a replica is dominated by a
set of replicas. Concretely, given a replica 𝑟 ∈ 𝑅 and a replica
set 𝑅𝐷 ⊆ 𝑅, we say that replica set 𝑅𝐷 dominates replica 𝑟 if
(1) 𝑟 ∉ 𝑅𝐷;
(2) 𝜂(𝑅) ≤ 𝜂(𝑟);
𝐷

(3) 𝜌(𝑞𝑖 , 𝑅 ) ≤ 𝜌(𝑞𝑖 , 𝑟), ∀𝑞𝑖 ∈ 𝑄(𝑊).
Ideally, we want to find a minimum dominant replica set
𝑅𝐷 ⊆ 𝑅 such that 𝑅𝐷 dominates any replica 𝑟 ∈ 𝑅\𝑅𝐷.
However, as we can prove that the replica selection problem
itself is NP-hard, we do not pursue a minimum 𝑅𝐷 in practice.
Instead, we use a rough yet effective heuristic algorithm to
find a suboptimal dominant replica set.
4.4. Approximation Solution. In this section, we propose
several approximate algorithms to select a near-optimal set
of replicas based on the reduced problem size as illustrated in
Section 4.3. Approximation algorithm is suitable in case that
the number of candidate replicas is still large after pruning or
the workload is changing rapidly so that the replica set should
be reselected frequently.

4.4.1. Greedy Strategy. First we give a fast greedy algorithm
to solve the replica selection problem. This algorithm is
adopted and extended from the minimum weighted set cover
algorithm. As shown in Algorithm 1, we add one replica at
a time to the replica set 𝑅∗ such that in each step the added
replica 𝑟 maximizes,
𝜌 (𝑊, 𝑅∗ ) − 𝜌 (𝑊, 𝑅∗ ∪ {𝑟})
,
𝜂 (𝑟)

(23)

until the storage budget is exhausted or the overall workload
cost 𝜌(𝑊, 𝑅∗ ) cannot be further decreased by adding any one
of the remaining replicas. Before the storage size is full, each
time we add one replica into the replica set, in worst case we
need iterate |𝑅| times until the storage space is full. In each
iteration, we
(1) score all |𝑅\𝑅∗ | replica candidates that are not added
to 𝑅∗ yet;
(2) add the replica with highest score into 𝑅∗ .
The scoring step computes the gain of each replica
candidates that may be added to 𝑅∗; thus in this step all 𝑞 ∈
𝑄(𝑊) are compared with the costs on the current replica and
the candidate replicas. Hence, this step takes 𝑂(|𝑅||𝑄(𝑊)|)
time, and it will result in an 𝑂(log 𝑛) approximation ratio,
where 𝑛 is size of the set of all queries 𝑞 ∈ 𝑄(𝑊). The running
time of this greedy algorithm is 𝑂(𝑛𝑚2 ), where 𝑚 is size of
the set of candidate replicas. In Section 6, we will see that the
approximation ratio of the greedy algorithm is quite desirable
(lower than 1.3 in most cases) in practice.
4.4.2. LP Rounding Strategy. Although the greedy strategy
is simple to implement and achieves good approximate
result in practice, the best we can hope for the greedy
strategy is a logarithmic approximate ratio (log 𝑛). When the
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Input: 𝑊, 𝑅, 𝑏, 𝜌(𝑞𝑖 , 𝑟𝑗 ) for all 𝑞𝑖 ∈ 𝑄(𝑊) and 𝑟𝑗 ∈ 𝑅, 𝑁𝑖 for all 𝑞𝑖 ∈ 𝑄(𝑊)
Output: 𝑅∗
(1) begin
(2) Γ ← 0;
(3) sort 𝑞𝑖 ∈ 𝑄(𝑊) by 𝐶𝑖 in ascend order;
(4) while 𝜂(𝑅∗ ) < 𝑏 and 𝑄(𝑊) ≠ 0 do
(5)
choose 𝑞𝑖 from 𝑄(𝑊) with smallest 𝐶𝑖 ;
(6)
𝛾 ← 0;
(7)
foreach 𝑞𝑖 ∈ Γ do
(8)
if 𝑁𝑖 ∩ 𝑁𝑖 ≠ 0 then
(9)
𝛾 ← 1;
(10)
break;
(11)
if 𝛾 = 0 then
(12)
Γ ← Γ ∪ {𝑞𝑖 };
(13)
𝑄(𝑊) ← 𝑄(𝑊) \ {𝑞𝑖 };
(14) 𝑅∗ ← 0;
(15) foreach 𝑞𝑖 ∈ Γ do
(16)
𝑅∗ ← 𝑟∗ with 𝜌(𝑞𝑖 , 𝑟∗ ) = 𝜌(𝑞𝑖 , 𝑁𝑖 );
(17) return 𝑅∗ .
Algorithm 2: A LP rounding based algorithm.

quantity of queries goes large, the performance guarantee will
drop accordingly. In this section we introduce a constantfactor approximate algorithm based on linear programming
rounding [34]. The linear programming rounding strategy
consists of three stages:
(1) Formulating the problem to integer linear programming
(2) Relaxing the integral constraints and finding the
optimal solution for the relaxed linear programming
(3) Rounding the fractional solution of the linear programming and producing an integral solution.
In the replica selection problem, the LP rounding strategy
is based on the MIP proposed in Section 4.2; thus we already
finished stage 1. In stage 2, we further relax the MIP by
allowing 𝑥𝑗 ≤ 1 and 𝑦𝑖𝑗 ≥ 0. Then we can solve the LP in
polynomial time resulting fractional 𝑥𝑗 and 𝑦𝑖𝑗 . In stage 3,
since general rounding techniques cannot be directly adopted
on the replica selection problem, we present the following
rounding strategy.
Suppose we have found an optimal solution for the LP in
stage 2. For any query 𝑞𝑖 ∈ 𝑄(𝑊), we define the neighborhoods
of 𝑞𝑖 as
𝑁𝑖 = {𝑟𝑗 ∈ 𝑅∗ | 𝑦𝑖𝑗 > 0} .

(24)

All the replicas 𝑟𝑗 that serve 𝑞𝑖 fractionally are the neighborhoods of 𝑞𝑖 . Further we define cluster as a set of queries and
replicas with the center 𝑞𝑖 ∈ 𝑄(𝑊). In the LP, we denote
𝐶𝑖 = ∑ 𝑐𝑖𝑗 ⋅ 𝑦𝑖𝑗 ,
𝑟𝑗 ∈𝑅∗

(25)

and thus the total query cost is
𝜌 (𝑊, 𝑅∗ ) =

∑ 𝑤𝑖 ⋅ 𝐶𝑖 .

(𝑞𝑖 ,𝑤𝑖 )∈𝑊

(26)

Now we sort queries 𝑞𝑖 by 𝐶𝑖 in ascending order and
then iteratively assign each query and replica to clusters until
all queries and replicas are assigned to one cluster. In each
iteration, we pick the query 𝑞𝑖 with the smallest 𝐶𝑖 . If 𝑁𝑖 ∩
𝑁𝑖 = 0 for any existing cluster center 𝑞𝑖 ∈ Γ, we open a
new cluster 𝑖 and add 𝑞𝑖 into the new cluster and denote 𝑞𝑖
as the cluster center. If 𝑁𝑖 ∩ 𝑁𝑖 ≠ 0, we add 𝑞𝑖 to cluster 𝑖 .
Then we can round the fractional solution: for each cluster,
we select the cheapest replica 𝑟𝑖 for each cluster center 𝑞𝑖
in 𝑁𝑖 and assign queries in this cluster to replica 𝑟𝑖 . The
overall constant-factor approximation algorithm is shown in
Algorithm 2. Theorem 10 provides the approximate ratio of
the LP rounding based strategy.
Theorem 10. The proposed LP rounding strategy is a 3-factor
approximation algorithm.
Proof. Suppose the optimal solution of the MIP is Θ0 and the
optimal solution of the relaxed LP is Θ1 , since Θ0 is a feasible
solution of Θ1 , we can prove Θ0 ≤ Θ1 [35]. In the rounding
solution, we select replicas that have the cost at most 4Θ1 .
Assuming that 𝑞𝑖 is the center of cluster 𝑘, we have
selected replica 𝑟𝑗𝑘 for any query 𝑞𝑖 in cluster 𝑘. For 𝑞𝑖 , there
are three types of query cost 𝜌(𝑞𝑖 , 𝑁𝑖 ) on replica 𝑟𝑗𝑘 :
(1) 𝑞𝑖 is in cluster 𝑘 and 𝑐𝑖𝑗𝑘 ≤ 𝑐𝑖 𝑗𝑘 .
(2) 𝑞𝑖 is in cluster 𝑘 but 𝑐𝑖 𝑗𝑘 ≤ 𝑐𝑖𝑗𝑘 . Since 𝑁𝑖 ∩ 𝑁𝑖 ≠ 0,
queries 𝑞𝑖 and 𝑞𝑖 share some replica in common. By
triangle inequality we have 𝑐𝑖 𝑗 ≤ 𝑐𝑖𝑗𝑘 + 𝑐𝑖𝑗 + 𝑐𝑖 𝑗𝑘 ≤
𝐶𝑖 + 2𝐶𝑖 ≤ 3𝐶𝑖 . The last inequality is because we sort
𝐶𝑖 in ascending order and pick the query with smallest
𝐶𝑖 each time.
(3) 𝑞𝑖 is not in cluster 𝑘; in this case, we set 𝑐𝑖𝑗𝑘 to ∞ and
𝑞𝑖 will not be queried on any replica in this cluster.
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w(map)

rectangle in Figure 4), being divided by the entire area that all
the queries belong to (the gray area in Figure 3).
Assuming the distances between a partition 𝑝 and the
boundary of the map are west(𝑝), 𝑒𝑎𝑠𝑡(𝑝), 𝑛𝑜𝑟𝑡ℎ(𝑝), and
𝑠𝑜𝑢𝑡ℎ(𝑝), we define the expected spatial partitions as follows.

h(q)
h(map)

Theorem 11 (expected spatial partitions). Given query 𝑞 and
replica 𝑟 with partitions 𝑝 ∈ 𝑃(𝑟), the expected number of
spatial partitions 𝜀𝑠 (𝑞, 𝑟) that the query should scan is

w(q)
h(q)

𝜀𝑠 (𝑞, 𝑟) = ∑ 𝜀𝑠 (𝑞, 𝑝) ,

w(q)

𝑝∈𝑃(𝑟)

Figure 3: An example of the distribution of queries in this paper.

(28)

where
𝜀𝑠 (𝑞, 𝑝)

The total cost of the rounding solution is
𝑛 𝑚

𝑛

𝜌 (𝑊, 𝑅) = ∑∑ 𝑤𝑖 ⋅ 𝑐𝑖𝑗 ⋅ 𝑦𝑖𝑗 ≤ 3 ⋅ ∑𝑤𝑖 𝐶𝑖 = 3 ⋅ Θ1 ,
𝑖=1 𝑗=1

𝑖=1

(27)

which is at most triple cost of the LP.

5. Query Cost Estimation
In this section, we propose an effective model to estimate the
query cost for the replica selection problem.
We estimate the cost of a query with respect to a replica
via the expectation of the running time towards the replica.
Since each partition 𝑝 of a replica 𝑟 consists of a spatial range
𝑆(𝑝) and a temporal range 𝑇(𝑝), we will show our estimations
of the query cost in both spatial and temporal aspects.
As defined in Definition 6, in this paper, we consider 𝑞
as a cuboid and we use 𝜇(𝑞) to denote the spatial-temporal
range of 𝑞, i.e., ⟨𝑥, 𝑦, 𝑡, 𝛿𝑥 , 𝛿𝑦 , 𝛿𝑡 ⟩. To clearly show the proof,
in this section, we use 𝑆(𝑞) to denote the spatial range of 𝑞,
where 𝑆(𝑞) = ⟨𝑥, 𝑦, 𝑤, ℎ⟩, ⟨𝑥, 𝑦⟩ is the top-left point of the
rectangle and 𝑤(𝑞) and ℎ(𝑞) are the width and the height of
the rectangle, respectively. Similarly, for each partition 𝑝 ∈
𝑃(𝑟), we use 𝑤(𝑝) and ℎ(𝑝) to denote the width and the height
of the partition.
To clearly address the expected partitions that a query
should scan, we consider the queries are uniformly distributed in the space, as shown in Figure 3. In Figure 3, 𝑤(𝐷)
and ℎ(𝐷) are the width and height of the map, respectively.
The query is shown as a blue rectangle, and the top-left
point of the query is only allowed to be generated in the
gray area, because if a query exceeds the spatial range of the
map, such query can be considered as another query with a
smaller spatial range. The probabilities of the top-left point
being anywhere of the gray area are the same, i.e., uniformly
distributed.
5.1. Expected Spatial Partitions. In this paper, given a workload 𝑊, the probability of a spatial partition being scanned
is clearly the quotient of the number of queries overlapped
with the partition, being divided by the total number of
queries in 𝑊. Since the queries are uniformly distributed, the
probability can be written as the quotient of the area within
which the queries may overlap with the partition (the orange

=

(𝑤 (𝑞) + 𝑤 (𝑝) − 𝑤 (𝛼)) ⋅ (ℎ (𝑞) + ℎ (𝑝) − ℎ (𝛼)) (29)
,
(𝑤 (𝐷) − 𝑤 (𝑞)) ⋅ (ℎ (𝐷) − ℎ (𝑞))

where 𝛼 is the offset of the query, and
𝑤 (𝛼) = max (0, 𝑤 (𝑞) − west (𝑝))
+ max (0, 𝑤 (𝑞) − 𝑒𝑎𝑠𝑡 (𝑝)) ,
ℎ (𝛼) = max (0, ℎ (𝑞) − 𝑛𝑜𝑟𝑡ℎ (𝑝))

(30)

+ max (0, ℎ (𝑞) − 𝑠𝑜𝑢𝑡ℎ (𝑝)) .
Proof. The proof of the denominator of 𝜀𝑠 (𝑞, 𝑝) is trivial; thus
we only consider the numerator, denoted by 𝑆; i.e., the area
within which the queries may overlap with the partition as
shown in Figure 4. In Figure 4, the query is colored in blue,
and the partition is colored in purple. The orange rectangle
shows the area within which the queries may overlap with the
partition.
(1) The area of the partition is smaller than the query, as
shown in Figure 4(a). From observation, we have 𝑆 =
(𝑤(𝑞) + 𝑤(𝑝)) ⋅ (ℎ(𝑞) + ℎ(𝑝)), and 𝑤(𝑎) = ℎ(𝑎) = 0.
Hence Theorem 11 holds.
(2) The area of the partition is larger than the query,
as shown in Figure 4(b). Similar to the previous
situation, Theorem 11 holds.
(3) The partition is in the corner and exceeds the legal
range of the query, as shown in Figure 4(c). From
observation, we have 𝑆 = (𝑤(𝑞)+𝑤(𝑝)−𝑤(𝑎))⋅(ℎ(𝑞)+
ℎ(𝑝) − ℎ(𝑎)). Hence Theorem 11 holds.
(4) The partition is adjacent to the boundary, as shown in
Figure 4(d). From observation, we have 𝑆 = (𝑤(𝑞) +
𝑤(𝑝))⋅(ℎ(𝑞)+ℎ(𝑝)−ℎ(𝑞)) = (𝑤(𝑞)+𝑤(𝑝))⋅ℎ(𝑝), since
ℎ(𝑞)+ℎ(𝑝)−ℎ(𝑎) = ℎ(𝑞)+ℎ(𝑝)−0−(ℎ(𝑞)−0) = ℎ(𝑝);
Theorem 11 holds.
(5) The partition is adjacent to more than two boundaries. This is not possible based on the spatial partition
scheme, because the number of partitions ≥ 4.
In conclusion, Theorem 11 holds.
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(a) Partition is smaller than the query

(b) Partition is larger than the query

(c) Partition exceeds the legal range of
the query

(d) Partition is adjacent to the boundary

Figure 4: Different situations when calculating 𝜀𝑠 (𝑞, 𝑝).

5.2. Expected Temporal Partitions. Similar to the expected
spatial partitions, the probability of a temporal partition
being scanned is the quotient of the temporal range within
which the queries may overlap with the partition, being
divided by the temporal range that all the queries belong
to. Assuming the intervals between a partition 𝑝 and the
temporal range of all the records 𝑇(𝐷) are 𝑡𝑜𝑝(𝑝) and 𝑏𝑜𝑡(𝑝),
we define the expected temporal partitions as follows.
Theorem 12 (expected spatial partitions). Given query 𝑞 and
replica 𝑟 with partitions 𝑝 ∈ 𝑃(𝑟), the expected number of
temporal partitions 𝜀𝑡 (𝑞, 𝑟) that the query should scan is
𝜀𝑡 (𝑞, 𝑟) = ∑ 𝜀𝑡 (𝑞, 𝑝) ,
𝑝∈𝑃(𝑟)

(31)

where
𝜀𝑡 (𝑞, 𝑝) =

𝑇 (𝑞) + 𝑇 (𝑝) − 𝑇 (𝛼)
,
𝑇 (𝐷) − 𝑇 (𝑞)

(32)

where 𝛼 is the offset of the query, and
𝑇 (𝛼) = max (0, 𝑇 (𝑞) − 𝑡𝑜𝑝 (𝑝))
+ max (0, 𝑇 (𝑞) − 𝑏𝑜𝑡 (𝑝)) .

(33)

The proof of Theorem 12 is similar to Theorem 11.
5.3. Expected Query Cost. As described in Section 3, to
answer query 𝑞 on replica 𝑟, a BLOT system scans (the
physically stored objects of) all partitions 𝑝 ∈ 𝑃(𝑟) that
satisfies 𝜇(𝑝) ∩ 𝜇(𝑞) ≠ 0 and then filters each record by
𝜇(𝑞). Based on the expected number of spatial and temporal

partitions that a query should scan, we can combine them as
the expectation of desired partitions given query 𝑞:
𝜀 (𝑞, 𝑟) = ∑ 𝜀𝑠 (𝑞, 𝑝) ⋅ 𝜀𝑡 (𝑞, 𝑝) .
𝑝∈𝑃(𝑟)

(34)

Now given the number of spatial and temporal partitions
𝑛𝑠 and 𝑛𝑡 of 𝑃(𝑟), respectively, we have
𝜌 (𝑞, 𝑟) = 𝜀 (𝑞, 𝑟) ⋅ (

𝜂 (𝑟)
+ 𝜉 (𝑟))
𝑛𝑠 ⋅ 𝑛𝑡 ⋅ 𝜁 (𝑟)

(35)

where 𝜁(𝑟) and 𝜉(𝑟) are the scanning speed in terms of
number of records scanned per unit time and the time before
and after the actual scan process of the replica given its
encoding scheme 𝐸(𝑟), respectively. For example, if each
partition is stored continuously as a regular file on a local
disk, then 𝜉(𝑟) is the seek time of locating the beginning of
the file and 𝜁(𝑟) is the transfer rate of the disk (assuming
that CPU always waits for I/O). As another example, if each
partition is stored as an object on Amazon S3 and queries are
processed on Amazon EMR (Elastic MapReduce), then 𝜉(𝑟)
is the time initializing the map task plus the time locating
the S3 object before scanning the partition. The value of 𝜁(𝑟)
depends on the encoding scheme 𝐸(𝑟). In real situations, a
high compression ratio generally leads to a slow scan speed.
In this paper, we assume that all candidate partitioning
schemes will generate non-skewed data partitions. In other
words, the number of records in each 𝐷(𝑝𝑖 ) is almost the
same for all 𝑝𝑖 ∈ 𝑃(𝑟). Non-skewed partitioning is a desirable
property when partitions are processed in parallel (e.g., in
MapReduce). An example of such partitioning schemes is
using a k-d tree to partition the space where data are split
equally each time the space is subdivided.
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Table 2: Compression ratio of encoding schemes.

Uncompressed
Row
Col
1
0.557

Snappy
Row
0.485

GZip
Col
0.312

Putting (34) and (35) together, we can compute the cost
of any query on replica 𝑟 in 𝑂(|𝑃(𝑟)|) time. It follows that the
time complexity of computing all query costs is


𝑂 (|𝑊| ⋅ |𝑅| ⋅ max 𝑃 (𝑟𝑗 )) .
𝑟𝑗 ∈𝑅

(36)

6. Evaluation
In this section, we describe the experiment settings and
present the evaluation results in detail.
6.1. Experiment Settings. We consider two typical execution
environments for BLOT systems. The first one is a local
Hadoop cluster where each partition is stored as a separate file
on HDFS. The second one uses Amazon S3 to store partitions.
To process a query, we lunch a map-only MapReduce job,
either in local cluster or in Amazon EMR, with each mapper
scanning exactly one of the involved partitions. The dataset
we use is a sample of vehicle GPS log collected from more
than 4,000 taxis in Shanghai during a month. Each record
contains 8 attributes (including the 3 core attributes). The
total number of records is around 65 million and the total
storage size in uncompressed CSV format is 3.7 GB. The
latitude ranges from 30 to 32, longitude from 120 to 122, and
time from 11/01/2007 to 11/29/2007. It is worth pointing out
that though the full dataset in our working system is more
than 100 GB, we only need a small portion of the data to
build the cost model and select diverse replicas for the whole
dataset.
For data partitioning, we first partition the space and
then the time to generate equal-sized (in terms of number
of records) partitions. The space is partitioned according to
a k-d tree [9] index which recursively decomposes the space
by alternatively using each space dimension. The number of
spatial partitions is chosen from 42 , 43 , 44 , 45 , 46 and the
number of temporal partitions is chosen from 24 , 25 , 26 , 27 , 28 .
Therefore, there are 5 × 5 = 25 candidate spatial-temporal
partitioning schemes in total. For data encoding, we store
data either by row or by column (with delta encoding), with
an option of whether or not using a general compression
method chosen from Gzip, Snappy, and LZMA2. Since
uncompressed column-store has poor performance in terms
of both compression ratio and scan speed, we do not use it as a
candidate encoding scheme. Therefore, there are 2 × 4−1 = 7
candidate encoding schemes in total. The compression ratio
of each encoding schemes measured on our dataset is listed
in Table 2. Putting the above partitioning schemes and the
encoding schemes together, the total number of candidate
replicas is 25 × 7 = 150.

Row
0.283

LZMA2
Col
0.179

Row
0.213

Col
0.156

6.2. Measuring Scan Rate and Extra Time. Since 𝜁 and 𝜉 are
constants with respect to encoding schemes, we conduct 7 ×
2 = 14 measurements corresponding to 7 candidate encoding
schemes in each execution environments, respectively.
For each measurement, we generate 5 sets of partitions
with each set containing 20 partitions. The sizes of partitions
within a partition set are the same while they are different
across partition sets. We then launch a map-only MapReduce
job with 20 mappers with each scanning a partition. After
the job is finished, we compute the average processing time
of all mappers and use it as the (measured) value of 𝜌(𝑞, 𝑝)
in (34). Accordingly, we use the corresponding partition size
(in terms of number of records) as 𝜂(𝑟). We therefore have
5 measured points for (35). In the last step, we perform
linear regression to fit the measured points and use the fitted
parameters as 1/𝜁 and 𝜉.
In Figure 5, the left two subfigures show all the measurement results and the right two subfigures show the
fitted lines for three measurements in each of the execution
environments. In addition, the measured values of 𝜁 and 𝜉 are
listed in Table 3. We can see that 𝜌(𝑞, 𝑝) is well-fitted by (35)
especially when the size of partition is relatively large, which
demonstrates the effectiveness of our cost model.
6.3. Performance of Replica Selection. To measure the effectiveness and the efficiency of our replica selection algorithms,
we construct a synthetic workload containing 8 grouped
queries with wildly varied range size. We conduct all the
following experiments in the Amazon S3 and EMR execution
environment.
Figure 6 compares the computation time via MIP upon
different sizes of workload and candidate replicas. When the
size of the given workload or candidate replica set increases,
we can see that the computation time of the MIP solution
increases exponentially. Hence, when the input workload or
the candidate replica set is too large, it is desirable to switch
to the greedy algorithm which runs in polynomial time.
Figure 7 compares the relative query performance for
all the queries when the replica set is selected by different
approaches. The storage budget is set to be the same as the
storage size of 3 exact copies of the optimal single replica.
The approximation ratio of each approach is shown in the
brackets of the figure (ideal case is always 1.00). It is clear that
when the size of data grows, the performance of the greedy
algorithm and the MIP solution is closer to the ideal case
than a single replica; thus the advantages of using diverse
replicas become more and more prominent. Figure 8 shows
the overall query performance relative to the ideal case when
varying the storage budget. In this figure, the x-coordinate
is the storage budget relative to the storage budget used in
Figure 7. We can see that when the MIP solution is close to the
ideal case regardless of the storage budget, which is faster than
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Figure 5: Measurement results of 𝜌(𝑞, 𝑝).

the single replica case by up to 80%, the approximation ratio
of the greedy algorithm decreases dramatically as the storage
budget increases. When the relative storage budget is greater
than 1, the approximation ratio of the greedy algorithm is less
than 1.2.

7. Conclusion
In this paper, we explore the use of diverse replicas in the
context of storage systems for big location-based mobile

data. Specifically, we propose BLOT, a system abstraction
that describes an important class of location-based mobile
data storage systems. Then, we formally define the replica
selection problem that finds the optimal set of diverse
replicas. We propose two solutions to address this problem,
including an exact algorithm based on integer programming
and an approximation algorithm based on greedy strategy.
In addition, we propose several practical approaches to
reduce the input size of the problem. We also design a
simple yet effective cost model to estimate the cost of
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Table 3: Measured 𝜁 and 𝜉.
Amazon S3 and EMR

Uncompressed

Row
Col

1/𝜁 (ms)
85.02
N/A

𝜉 (ms)
32689
N/A

Snappy

Row
Col

90.24
56.98

30187
30518

Gzip

Row
Col

90.65
51.72

28698
28725

LZMA2

Row
Col

54.39
38.69

29029
29609
Local Hadoop Cluster

Uncompressed

Row
Col

1/𝜁 (ms)
606.78
N/A

𝜉 (ms)
5312
N/A

Snappy

Row
Col

598.84
175.75

5316
4150

Gzip

Row
Col

488.32
177.15

5349
4427

LZMA2

Row
Col

265.41
159.98

5244
4551
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Figure 6: Comparison of the computation speed of MIP.
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Figure 7: Relative overall query performance in Amazon S3 and EMR.

an arbitrary query on an arbitrary replica configuration.
Finally, we evaluate our solutions using two typical execution
environments including Amazon and local Hadoop cluster.
The results demonstrate that the proposed algorithms for
the replica selection problem is both effective and efficient.
In this paper, we only consider full replication of the entire
data. The use of partial replication, where only frequently
accessed data ranges are replicated, is one of our future
work.
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Indoor localization technologies based on Radio Signal Strength (RSS) attract many researchers’ attentions, since RSS can be easily
obtained by wireless devices without additional hardware. However, such technologies are apt to be affected by indoor environments
and multipath phenomenon. Thus, the accuracy is very difficult to improve. In this paper, we put forward a method, which is able
to leverage various other resources in localization. Besides the traditional RSS information, the environmental physical features,
e.g., the light, temperature, and humidity information, are all utilized for localization. After building a comprehensive fingerprint
map for the above information, we propose an algorithm to localize the target based on Naı̈ve Bayesian. Experimental results show
that the successful positioning accuracy can dramatically outperform traditional pure RSS-based indoor localization method by
about 39%. Our method has the potential to improve all the radio frequency (RF) based localization approaches.

1. Introduction
It is widely accepted that indoor localization is essential
to many service applications and attracts many researchers’
attentions [1–6]. For example, indoor navigation is helpful
for the customer to find the path to the destination in a
large shopping mall. In a hospital building, the patients
can be easily found and taken care if indoor localization
technologies are applied. In the underground parking place,
indoor localization is useful for people to find their vehicles.
Among various indoor localization technologies [7–22],
the technologies based on the Radio Signal Strength (RSS)
are popular, since RSS can be easily obtained by common
wireless devices (e.g., wireless sensors, mobile phone) without
additional hardware. However, RSS are apt to be affected by
indoor environments, since radio signal is easily reflected,
refracted, and scattered by various indoor objects [23].
Therefore, signal emitted from one transmitter will arrive
at the receiver from many different propagation paths. Such
phenomenon is called multipath phenomenon. As a result,
although many improvement works have been proposed,
the localization accuracy based on such technologies is very
difficult to improve.

In order to overcome this drawback, we put forward an
approach, which is able to leverage various other resources
in localization. In detail, besides the traditional RSS information, the environmental physical features, e.g., the light,
temperature, and humidity, are all comprehensively utilized
in localization. At the same time, no much additional cost is
introduced.
The basic idea is to construct a comprehensive map [5,
24–26] named RTHL (means the RSS, temperature, humidity,
and light), which not only covers the fingerprint of RSS
information, but also contains the fingerprint of temperature,
humidity, and light information from different places in the
target area. Figure 1 shows an example of our basic idea.
There are some reference sensor nodes (marked as 1, 2, . . .,
6) hung on the ceiling acting as the transmitter. The tracking
node on the ground acts as the receiver. At the beginning of
training phase, we will construct the RTHL map, where the
RSS, light intensity, temperature, and humidity information
by the receiver at different places are all collected. In the
online phase, we may utilize our localization algorithm based
on Naı̈ve Bayesian to accurately localize the target object.
Our experiments are based on 7 telosB [27] sensors, which are placed randomly in an 8×10m2 laboratory.
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Figure 1: Basic idea.

Experimental results show us that the successful localization
accuracy can dramatically outperform traditional indoor
localization method based on just RSS by about 39%.
The main contributions of this paper are as follows. First,
we introduce different environmental physical features to
improve the localization accuracy of traditional pure RSSbased indoor localization. Second, we propose one localization algorithm which can accurately localize the target. Third,
we comprehensively perform the experiments in different
indoor environments with low cost. At last but not least,
our method is a general method, which has the potential to
improve all the RF-based localization approaches.
The rest of this paper is organized as follows. In the next
section, we will introduce the related work about localization
technologies. In the following, we will describe our methodology in detail. Section 4 will present our localization system
implementation and evaluate its performance. Finally, we will
conclude this work and point out some possible future work
directions.

2. Related Work
There are a large number of indoor localization technologies
utilizing RSS [1–3, 19–21] or CSI information [22, 28–32]. RSS
information can be easily obtained from common wireless
devices, e.g., wireless sensors and smart mobile phone, since
it is a kind of free source and can be obtained without any
cost. Channel State Information (CSI) can also be collected if
physical layer information can be visited.
For RSS-based technologies, Bluetooth [16–18, 33, 34] is
usually embedded in mobile phones, personal digital assistants (PDA), laptops, and other portable electronic devices,
and the localization accuracy is limited. WLAN [1, 11, 26] have
been deployed in many public places, such as hospitals and
universities. A large number of fingerprinting technologies
are proposed accordingly to improve the localization accuracy. ZigBee technologies [2, 24, 35] are able to localize the
target through the mutual communication between sensors.
Among these technologies, plenty of methods are adopted,
including the machine learning algorithms and optimization
algorithms, to improve the localization accuracy. However,
since the radio signal is easily affected the by multipath
phenomenon in indoor environments, the localization accuracy is difficult to be improved. Our work introduces other
environmental features in localization, which is able to
potentially improve all the above methods.

For CSI information [22, 31, 32], since it should visit
the physical layer information, the device type is limited.
WiFi devices are often selected in such technologies and
special hardware interfaces are usually applied. However, in
such technologies, CSI information is also easily affected by
the multipath phenomenon in indoor environments. Our
work can also improve the localization accuracy of such
technologies.
There are also some other works introducing Inertial
Measurement Unit (IMU) device. They utilize the accelerometer and Gyroscope information [36–40] from IMU in
localization. However, such sensors are not available in
all the devices. Furthermore, our work introduces more
environment features, e.g., temperature, humidity, and light
information, in localization. It can give an optional choice
for some particular devices and improve the localization
accuracy of those systems using IMU.
Luxapose [41] is explored for indoor positioning by using
unmodified smartphones, it is required to slightly modify
commercial LED luminaries. Moreover, it only utilizes one
single environment feature (light intensity) in localization.
If other environmental features are considered, the accuracy can be further enhanced. The SpyLoc [42] localization
system leverages both acoustic and WiFi information in
localization. However, if more environmental features such as
ours are introduced, the localization accuracy can be further
improved.

3. Methodology
In this section, we will first introduce the basic idea of our
method. In the following, the detail algorithm to localize the
target object will be described.
3.1. Basic Idea. In the subsection, we will show how the
physical features can help in localization. We perform an
initial experiment based on just one pair of transmitter and
receiver (both TelosB sensors). The receiver is placed in
different positions on the ground with different distance to
the transmitter. Since the TelosB sensors are integrated with
the light, temperature, and the humidity sensorsïĳŇwe are
able to collect the RSS plus the light intensity, temperature,
and the humidity information from the receiver sensor.
As shown in Figure 2, we can observe that, at different
positions on the ground, the RSS, light intensity, temperature,
and the humidity information all have variance. Therefore,
if we can leverage such variance of both RSS and physical
features, we may improve the localization accuracy based on
just RSS information.
3.2. Building the RTHL Map. Since we will utilize the
RSS, temperature, humidity, and light intensity information
(RTHL) together to localize the target, we should construct
an RTHL map during the offline phase. At first, we hang a
number of transmitters (e.g., 4, we will discuss how to set
such value in the later subsection) on the ceiling. A receiver
is placed at different places on the ground to collect its RTHL
information. Such information will be transmitted back to
the server. At each place on the ground, we can get a set of
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1

(1) First, the categories of all items in the training sample
set are already known. Therefore, we may get the conditional
probability of each feature property in different categories by
statistical methods, which are represented as
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Figure 2: Observation based on one pair of transmitter and receiver.

vector Ai = (Ai1 , Ai2 ,. . ., Ain ), i∈(1, m), where the value of n
depends on the number of reference nodes on the ceiling plus
3 physical feature values (the receiver’s light, temperature,
and humidity) and m is the number of known places in this
environment. Considering the variance of different RSS and
physical feature information, for each attribute Aij , i∈(1, m),
j∈(1, n), we run a Min-Max normalization to eliminate the
variance; then RTHL map can be built.
3.3. Naı̈ve Bayesian Algorithm. After the RTHL map is built,
in the online phase, when the target acting as the receiver
appears in the same environment, the localization algorithm
is able to be performed based on the RTHL map. The detail
algorithm will be introduced below.
In our system, using the Naı̈ve Bayesian classification,
we see the different locations in RTHL map which have
known coordinates as one category Ci , supposing there
are m locations, i∈(1, m). When the tracking node enters
the environment, it will receive the RSS information from
different reference nodes, as well the sensed local temperature, humidity, and light intensity information. All this
information is represented by a vector X = (x1 , x2 ,. . ., xn ),
where the value of n is the number of reference nodes on
the ceiling plus 3 physical feature values. The localization
algorithm basically can be divided into the following 2 steps.
Step 1. Calculate P(C1 /X), P(C2 /X),. . ., P(Ci /X), P(Cm /X),
i∈(1, m), where P(Ci /X) is the probability of Ci given X.
Step 2. If 𝑃(𝐶𝑘 /𝑋) = max{𝑃(𝐶1 /𝑋), 𝑃(𝐶2 /𝑋), . . . , 𝑃(𝐶𝑘 /𝑋),
. . ., 𝑃(𝐶𝑚 /𝑋)}, k∈(1, m), we regard that the category of X is
Ck , which is the calculated target position.
The individual conditional probability in Step 1 can be
calculated by the following.

𝑃 (𝐶𝑖 /𝑋) =

𝑃 (𝑋/𝐶𝑖 ) 𝑃 (𝐶𝑖 )
𝑃 (𝑋)

(2)

where P(Ci ) is the probability of category Ci and P(X) is the
probability of X.
In formula (2), since the denominator is a constant for
all categories, we just need the molecule to be maximized.
Each property is independent on the condition; according to
formula (2), we can know that
𝑃 (𝑋/𝐶𝑖 ) 𝑃 (𝐶𝑖 )
= 𝑃 (𝑥1 /𝐶𝑖 ) 𝑃 (𝑥2 /𝐶𝑖 ) ⋅ ⋅ ⋅ 𝑃 (𝑥𝑛 /𝐶𝑖 ) 𝑃 (𝐶𝑖 )
𝑛

(3)

= 𝑃 (𝐶𝑖 ) ∏𝑃 (𝑥𝑗 /𝐶𝑖 )
𝑗=1

Therefore, with the known training samples and its categories, we can calculate the results of formula (3). According
to the maximum value, we may determine which category
X belongs to. Since the signal intensity is continuously
distributed in the indoor space, the value of each feature
property obeys the Gauss distribution:
𝑔 (𝑥, 𝜂, 𝜎) =

1 −(𝑥−𝜂)2 /2𝜎2
𝑒
𝜎√2𝜋

(4)

Here, we know that
𝑃 (𝑥𝑗 /𝐶𝑖 ) = 𝑔 (𝑥𝑗 , 𝜂𝑗 , 𝜎𝑗 )
𝜂𝑗 =

1 𝑚
∑𝑥
𝑚 𝑖=1 𝑗𝑖

𝜎𝑗 = √

2
1 𝑚
∑ (𝑥 − 𝜂𝑗 )
𝑚 − 1 𝑖=1 𝑗𝑖

(5)
𝑗 ∈ (1, 𝑛)

Therefore, using formulas (3), (4), and (5), we can get
the category of X. Since we know the coordinates of each
category in advance, the coordinates of the tracking node can
be obtained.
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4. Experiment and Evaluation

1

In this section, we first introduce the experimental environment of our system and then show the performance
evaluation.

0.9
0.8
0.7

4.2. The Impact of the Number of Reference Nodes. At first,
in order to investigate how the number of reference nodes
will influence the localization results, we perform our experiments based on different number of reference nodes from
3 to 6. We choose 3 as the initial test number, since 3 is the
minimum number of reference nodes in most fingerprintbased localization algorithms.
As Figure 4 shows, we can see that, when the reference
node number is chosen as 3, 4, 5, and 6, the average errors
are 2.05m, 2.11m, 2.18m, and 1.96m, respectively. We find that,
in general, when the number of reference nodes increases,
the localization error will decrease. When the number of

0.6
CDF

4.1. Experiment Setup. We carry out the experiments in our
laboratory, whose area is 8×10 square meters, as shown in
Figure 3. We utilize telosB sensor as the wireless node, which
is composed of CC2420 radio chips and MSP430 microcontroller [43]. Such sensor is able to get the RSS information
from other sensors, light intensity, humidity, and temperature
from its local area. We program 6 sensors as reference nodes
to broadcast beacons periodically. The reference nodes are
hung on the ceiling. The default transmission power is 0 dBm.
The default channel is 11. The tracking node on the ground
acts as the receiver.
At first, in the offline phase, we build a RTHL fingerprint
map consisting of RSS from the reference nodes, temperature,
humidity, and the light intensity information of the whole
laboratory environment. Later in the online phase, when the
tracking node comes into the environment, it receives the RSS
information from the reference nodes. It can sense its local
temperature, humidity, and the light intensity information
and transmit them back to the sink. The server runs our
localization algorithm to calculate the position of the tracking
node based on the RTHL map.
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Figure 5: The impact of the light intensity.

reference nodes is set as 6, the localization error is the
smallest.
Therefore, in our later experiments we use 6 reference
nodes in our setting.
4.3. The Impact of the Light Intensity. In this subsection, we
will study how much the light intensity feature will improve
the localization accuracy. Concerning it is a time-varying
factor, and the light intensity information usually is different
in the daytime and nighttime, we perform our experiments in
such two scenarios. Environment A represents the daytime
in our laboratory, while Environment B represents the nighttime in the same place. Based on 40 test samples, Figure 5
gives the experimental results. We find that the localization
accuracy of leveraging light intensity information is much
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4.4. The Impact of the Temperature. In this subsection, we will
investigate how much the indoor temperature will improve
the localization accuracy. We also perform our experiment
in both day and nighttime. Based on 40 test samples, the
experimental result is shown in Figure 6. We find that,
with the help of temperature information, the localization
accuracy can be improved by about 10% for both day and
night environments. Also we observe that, no matter in the
day or night environment, the improvement of localization
accuracy has no big difference for the two environments.
The reason is possible that indoor area usually has air
conditioner. Therefore, there is little temperature difference
among difference places. Only the places close to the air
conditioner may have lower temperature than the other
places.
In conclusion, we know that the temperature information
can improve the localization accuracy by about 10%. If in
other indoor area with higher temperature variance among
different places, we believe the localization accuracy can be
further improved.
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Figure 6: The impact of temperature.
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better than just using RSS information. In the daytime, the
localization accuracy is improved by more than 15%, which is
possible due to the following reason. Since during the daytime
the environment usually is filled with sunlight, the place in
the lab close to the window usually has higher light intensity
information. Therefore, the light intensity may vary a lot for
different lab area. However, during the nighttime, the light
from the lamp is usually uniformly distributed which results
in the light intensity information having no big difference
among different places. Usually larger variance in the RTHL
fingerprint map will contribute more on the localization
accuracy.
In summary, we find that, when leveraging light intensity
information, the localization accuracy can be improved. If the
environment has enough light intensity variance in different
places, the localization accuracy can be further improved by
about 30%.
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4.5. The Impact of the Humidity. In this subsection, we will
explore how much the indoor humidity will improve the
localization accuracy. We also carry out our experiment in
both day and nighttime. Based on 40 test samples, we can see
the experimental result from Figure 7. It shows the humidity
information can help to improve the localization accuracy
by around 10%, no matter in Environment A or Environment
B. The reason that why the humidity does not improve
the localization accuracy dramatically may be that common
indoor area has air conditioner, which results in the humidity
information having no big difference in different lab area.
To sum up, the humidity information is able to improve
the localization accuracy. We believe that, if in an area where
the humidity has a big difference at different places, the
localization accuracy can be further improved.
4.6. Localization Accuracy. In this subsection, we utilize
RSS and all the environmental factors (light intensity, temperature, and humidity) in localization. The accuracy of
traditional method using just RSS is 1.96m, while our system

0
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Figure 7: The impact of humidity.

is 1.19m, whose accuracy comparison is shown in Figure 8.
The algorithm running result is shown in Figure 9. The blue
stars with number are the real positions of the tracking node,
and the red stars with number are the calculated positions by
using our system.
4.7. Latency. The latency of our system mainly depends on
the beacon interval of each node. In our experiment, in order
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In such areas, the humidity of the whole area is relatively
uniform, which results in the humidity feature having less
impact on localization accuracy. We believe that if in a different large indoor complex environment, the improvement
could be larger.
For the temperature feature, in our environment, the
temperature close to the air conditioning is relatively low.
We believe these features will contribute a lot to those closed
environments where the air conditioning is always on.
Regarding light intensity feature during night in our environment, where artificial lights are used, the light intensity is
different at different places. For example, a place close to a
chair or under desk has a weak light intensity. Such feature
will contribute a lot in an environment if the environment
does not have relatively constant source of light. However,
if in an open area which has changing light source, e.g., the
sun light in the daytime, we suggest not using such feature in
localization. It is also the reason why light intensity does not
contribute too much during the daytime to our experiment,
since our lab has many open windows.
To sum up, our approach gives a general solution to
introducing more environment features in localization. How
to choose these features in a specific environment depends on
the detail condition in such environment. Users may choose
those features which will contribute the most in localization.
We believe our approach is able to potentially improve all the
RSS-based localization technologies.
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to avoid collision during data transmission, which causes data
packets missing, we set the reference node’s broadcast interval
as 0.2s to transmit a packet with 51 bytes. The other time,
e.g., algorithm running time in the server part, is neglected.
Therefore, the latency is about 0.2s.
4.8. Discussion. Actually in our approach, how much the
localization accuracy will be improved depends on different
environments. Our experiments are performed in a relatively
closed area. Regarding different factors, we have the following
suggestions.

5. Conclusion and Future Work
In this paper, we have proposed a method, which can improve
traditional RSS-based indoor localization accuracy by leveraging various environmental physical features, e.g., the
light, temperature, and humidity information. By building a
comprehensive fingerprint map for the above information,
Naı̈ve Bayesian algorithm is used to localize the target. We
implement our system in two different environments based
on wireless sensor networks. Experimental results show that,
compared with the traditional indoor localization approach
based on just RSS information, our method based on Naı̈ve
Bayesian can improve the localization accuracy by about 39%.
As future work, at first, we will try our approach in a
more complicated large indoor area. Thus, the environmental
features may vary a lot at different places, which may increase
the localization accuracy. Furthermore, we may use higher
precision light, temperature, and humidity sensors to do
experiments to achieve higher accuracy. At last, we will try
our system in a 3D area.
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During the last decade, rapid development of mobile devices and applications has produced a large number of mobile data which
hide numerous cyber-attacks. To monitor the mobile data and detect the attacks, NIDS/NIPS plays important role for ISP and
enterprise, but now it still faces two challenges, high performance for super large patterns and detection of the latest attacks. High
performance is dominated by Deep Packet Inspection (DPI) mechanism, which is the core of security devices. A new TTL attack is
just put forward to escape detecting, such that the adversary inserts packet with short TTL to escape from NIDS/NIPS. To address
the above-mentioned problems, in this paper, we design a security system to handle the two aspects. For efficient DPI, a new
two-step partition of pattern set is demonstrated and discussed, which includes first set-partition and second set-partition. For
resisting TTL attacks, we set reasonable TTL threshold and patch TCP protocol stack to detect the attack. Compared with recent
produced algorithm, our experiments show better performance and the throughput increased 27% when the number of patterns is
106 . Moreover, the success rate of detection is 100%, and while attack intensity increased, the throughput decreased.

1. Introduction
More and more mobile data, including bad along with good,
emerged and congested the network, which brings challenges
to improve system performance and attack detection capabilities. In order to improve this situation, ISPs constantly
update the security devices and systems, such as NIDS or
NIPS which are the front line of defense against cyberattacks. A central component of NIDS/NIPS is Deep Packet
Inspection (DPI) engine, in which the payload of the packets
is inspected to detect predefined signatures of malicious
information [1]. The vulnerability is exposed while the set
of patterns is getting bigger and bigger over 106 , and pattern
matching algorithm can be taken down because of costing
too many resources that lie at the center of most DPI engines.
Therefore, efficient pattern matching algorithms are challenge
for high performance.
In order to overcome the high performance barrier,
multicore architectures provide an opportunity to achieve
high performance at a relatively low cost. For each core of
a conventional multicore with the traditional processors, it

is favourable to adapt coarse-gained parallelism [2]. Previous
research focused on the partitions of pattern set and mapping
the subsets on parallel processors (cores); therefore, the
problem is transformed into a scheduling problem. All the
works divide the same length patterns as a minimal subset
and suppose different combinational algorithms. However,
the ideal result is based on the number of same length
patterns uniformly distributed. Similar to buckets, scheduling
problem depends on the most time-consuming core. If a
subset costs too much time, the whole matching is still slow,
and the advantages of multicore will be lost.
And on the other hand, emerging new attacks bring new
challenges to the existing security system, such as the recent
TTL attack that the adversary inserts a spurious packet with
wrong sequence number and short TTL, while the short TTL
makes maximum probability of the crafting packet reach
NIDS, rather than service provider. After TCP control block
(TCB) maintained by NIDS receives manipulating packet, the
status will be out of synchronization and the TCP stream
will be teardown. At the moment, attacker successfully evades
NIDS and sends bad data to server.
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Table 1: Performance of AC, WM, and SBOM.

Algorithm
AC

Time complexity
O(n)
O(

WM

𝑛
(𝑚 − 𝑏 + 1) × (1 − ((𝑚 − 𝑏 + 1) × 𝑟) /(2 × |Σ|𝑏 ))
O(

SBOM

𝑛 × log|Σ| 𝑚𝑟
𝑚 − log|Σ| 𝑚𝑟

Data structure
Trie
)

)

Hash Table
Factor Oracle

Σ denotes an alphabet set, b is the block size in WM, m denotes the minimum length of pattern, and r denotes the number of pattern sets.

Mobile users

Mobile towels

Mobile users Wireless router

NIDS
ISP center

Figure 1: Security system deployment.

In this paper, the main contributions of this work are as
follows.
(i) We designed an efficient security system for mobile
data monitoring, which is deployed as a bypass to the mobile
network, as shown in Figure 1. It is located at the ISP export.
The system architecture will be introduced in Section 3.1.
(ii) We propose fined-gained parallel algorithm, a new
two-step partition of pattern set. Firstly, we select a better
partition from original set-partition and Tan’s set-partition.
Secondly, we make decision whether or not to split the
uneven subsets, and standard deviation is taken as a measure.
Finally, divide subsets and map all subsets on cores by AEA
algorithm.
(iii) We design a table to record the hops between security
system and TCP server, which contains TTL threshold and
server hash (ip and port). The table is real-time update
through learning TTL value from server packets. When
𝑆𝑒𝑟V𝑒𝑟𝑇𝑇𝐿 < 𝑇𝑎𝑏𝑙𝑒𝑇𝑇𝐿 , the table will be updated. In case of
𝐶𝑙𝑖𝑒𝑛𝑡𝑇𝑇𝐿 < 𝑇𝑎𝑏𝑙𝑒𝑇𝑇𝐿 , and 𝐶𝑙𝑖𝑒𝑛𝑡𝑠𝑒𝑞 + 𝑑𝑎𝑡𝑎𝑙𝑒𝑛 > 𝑇𝐶𝐵𝑎𝑐𝑘 ,
drop packet and send alarm.
The paper is organized as follows: Section 2 presents
the related work. Section 3 describes our system, finedgained parallel algorithm, and a method to resist latest attack,
followed by some experimental results in Section 4. Finally,
we summarize the research in Section 5 with a discussion of
the future work.

2. Related Work
For improving performance of NIDS, researchers endeavor
to develop multi-core and many-core. Some researchers
focused on the architecture, and other researchers devote
themselves to the parallelization algorithm research of core
component automata. The former pays more attention to

system scheduling [3, 4] and cache optimization [5, 6]. The
latter is dedicated to efficient pattern matching problem. In
this paper, we mainly elaborate the research results of string
matching parallelization algorithm.
Similarly, the previous work for string matching algorithm can be categorized into three classes: prefix searching,
suffix searching, and factor searching. In prefix search methods, Aho-Corasick algorithm (AC) [7] is the most typified
and efficient. The algorithm moved windows by computing
the longest common prefix between the text and the patterns.
In suffix search methods, the classic algorithm is Wu-Member
algorithm (WM) [8], which features a backward searching
from right to left within the window. In factor searching
methods, the famous Set Backward Oracle Matching (SBOM)
[9] is of this kind. It is treated as a combination of prefix
searching and suffix searching. The performance of the above
classical algorithms is determined by three factors: the size
of the alphabet, the minimal length of the patterns, and the
number of the patterns (see Table 1). AC performs well on
short string, while WM is the opposite. SBOM is the most
efficient in practice for long patterns.
The corresponding parallelization algorithm is subdivided into two directions: the text parallelization and pattern
sets parallelization. The former cuts the text into multiple
subtext which is sent to each core. Around cutting point, the
combination of two adjacency subtext boundaries is a big
nuisance. So far there is no better way, so the latter got more
room for research. We divided the latter into two categories:
bit-split and pattern-merge.
Bit-split is suitable for small-scale pattern sets. HyunJin [10] proposed a memory-efficient bit-split deterministic
finite automata- (DFAs-) based string matching scheme with
multiple string matchers. The target is reducing memory
requirements. He used the graph coloring of a unique
graph to group iteratively patterns into multiple unique sets.
Shervin et al. [11] introduced a pattern grouping algorithm
for heterogeneous bit-split string matching architectures. The
algorithm is composed of two phases: (1) a seed selection
process, which uses a calculation to estimate the correlation
between strings, and (2) a seed growing process for mapping
strings onto subgroups.
Pattern-merge is applied to large-scale pattern sets; Liu
et al. [12] proposed a shortest-path model for the optimal
partition finding problem, which is suitable for filtering with
the large-scale patterns set. In this approach, the patterns
with same length would locate in one subset as a node. The
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weight of the edge between any two nodes is the minimum
runtime of AC, WM, and SBOM. The optimal partition
is finding the shortest-path and consolidated subsets. Tan
et al. [2] challenge Liu’s optimal partition. They regarded
processors as a factor of division and proved the optimal
allocation of subsets to processors is NP-hard. 𝑃1 , 𝑃2 . . . 𝑃𝑙 are
subsets; 𝑞1 , 𝑞2 . . . 𝑞𝑠 are processors. Tan considered two cases,
l ≤ s and l > s, and designed two dynamic programming
algorithms to get optimal partition. Two shortcomings are
hidden in Tan’s strategy. On the one hand, when l > s,
a Greedy algorithm is applied to scheduling subsets into
multicores, but it is easily trapped in the local optimization. A
set-partition based genetic algorithm (GA) [13] is proposed
to resolve the problem, but it is still easy to fall premature.
On the other hand, if some subsets cost too much runtime,
according to the strategy by Tan et al., there will be a
𝑞
𝑞
phenomenon min max𝑖=1 {𝑇𝑖 } = max𝑖=1 {𝑇𝑖 }; this means that
the whole runtime always depends on a subset. In this case,
neither shortest-path by Liu et al. nor dynamic programming
by Tan et al. can achieve the optimal division.
We leverage the idea of Tan et al. [2] to develop a parallel
multiple pattern matching algorithm. AEA algorithm, instead
of Greedy algorithm, is adopted to schedule subsets and
this algorithm can jump out of local optimization and avoid
premature. Then standard deviation helps to make decision.
On the assumption that standard deviation is greater than
tolerable error 𝜃, we further split subsets to satisfy uniformed
distribution on each core. In this way, computation cost is
minimized.
For attack-resistance, as reported by [14], attacker sent
specially crafted packets, especially “insertion” packets. These
insertion packets are crafted such that they are ignored by the
intended server (nor never reach the server) but are accepted
and processed by the NIDS. In insertion packet, the TTL and
checksum are manipulated field—a packet with a short TTL
value would never reach the intended server and a packet
with wrong checksum would be discarded by the server. The
basic principle is to destroy the TCB of NIDS. There are three
attack points as follows.
(i) TCB Creation. A SYN packet, with fake sequence
number and short TTL value, is injected while TCP builds
a three-way handshake. The insertion packet was firstly sent,
followed by a real SYN packet. The NIDS will ignore the real
connection because of its “unexpected” sequence number.
(ii) Data Reassembly. There are two cases.
(1) Out-of-order data overlapping: for IP fragments, the
only difference between insertion packet and real packet is
that the former’s data is filled with garbage. The insertion
packet is sent prior to the real packet. For TCP segments, the
order of sending is the opposite. For example, to be sent IP
fragment packets are 𝐼𝑃1 , 𝐼𝑃2 , the sensitive words lie in 𝐼𝑃2 ,
the attacker will insert 𝐼𝑃2𝑓𝑎𝑘𝑒 with same offset and length as
𝐼𝑃2 and junk data, and the final order is 𝐼𝑃2𝑓𝑎𝑘𝑒 , 𝐼𝑃2 , 𝐼𝑃1 .
(2) In-order data overlapping: before sending a real
packet, a fake packet filled with same header except TTL and
junk data is sent.
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(iii) TCB Teardown. After finishing TCP three-way
handshake, client can send a RST or FIN packet to NIDS; it
will make TCB of NIDS teardown.
Zhang et al. [15] enhanced attack techniques and proposed two evasion strategies.
(iv) Resync + Desync. The sequence number of a SYN
insertion packet is out of the expected receive window of
the server. After three-way handshake, the client sends a
SYN insertion packet. Subsequently, he sends a 1-byte data
packet containing an out-of-window sequence number to
desynchronize NIDS, and a real request followed.
(v) TCB Reversal. This situation has a prerequisite, which
is connection established when NIDS receives SYN/ACK.
The client will first send a SYN/ACK insertion packet. It will
confuse client and server for NIDS.
Based on these technologies, Zhang et al. made further
study and dug out a combination program of TCB Creation +
Resync/Desync and TCB Teardown + TCB Reversal. Average
successful evasion rate was 95.6% and 96.2%.
The above attack methods are mainly based on two
aspects. (1) Insertion packet with small TTL or wrong
checksum only reaches NIDS not intended server. (2) Some
fields of insertion packet are filled with wrong data or garbage
data to make TCB of NIDS teardown. The wrong checksum is
always invalid because most NIDS will do check. Therefore,
we study solutions to combat TTL attacks. The characteristic
of the attack is small TTL value. We only need to find the
right threshold. The choice of the threshold is crucial, but not
easy because the proper threshold value varies from case to
case and can be set by experience. We set it by learning from
normal server packets. About the second aspect, we subtly
design a small additional receive buffer to handle packets with
same or unexpected sequence number. The corresponding
TCP state machine will also be upgraded.

3. Efficient Security System
3.1. System Architecture. The security system consists of
six modules: (1) traffic capture module, (2) protocol stack
module, (3) DPI engine module, (4) Alarm/Log module, (5)
set-partition module, and (6) attack detection. The first four
modules are the original NIDS modules, while the last two
are new modules. System architecture is shown as Figure 2.
The analysis of each module is as follows.
(i) Traffic capture: traditional receiving packet is triggered
by each packet interrupt; if the packet is too fast, the interrupt
is too frequent; CPU always handles interrupt; thus other
tasks cannot be scheduled, and the performance will reach
the bottleneck. The DPDK technology we use in this system adopts the polling-mode drivers for networking, which
makes them receive and send packets within the minimum
number of CPU cycles (usually less than 80 cycles). Thus the
throughput increases significantly.
(ii) Protocol stack module: this module decodes packets
and analyzes protocols of transport and application layer.
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DPI Engine
Core#1
Core#2
Core#q

Alarm/Log

DNS MAIL

HTTP SSL

TCP UDP

Traffic Capture

3.2. High Performance
Protocol Stack

3.2.1. Preliminary Knowledge. A set of patterns 𝑃, where 𝑃i is
a subset with same length, is
𝑃 = {𝑃1 , 𝑃2 , . . . , 𝑃𝑛 }
We denote runtime of a subset as
𝑖
𝑖
𝑖
, 𝑇𝑊𝑀
, 𝑇𝑆𝐵𝑂𝑀
},
𝑇𝑖 = min {𝑇𝐴𝐶

Attack-detection

Set-partition

patterns

(1)

1 ≤ i ≤ n.

(2)

An optimal partition (Tan et al. [2]) using dynamic programming algorithm is
𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐 = {𝑆1 , 𝑆2 , . . . , 𝑆𝑘 } ,

database

𝑆𝑖 = {𝑃𝑟 , . . . 𝑃𝑠 } ,

Figure 2: Security system architecture.

1≤𝑟<𝑠≤𝑛

(3)

Comparing runtime,
In this paper, we focus on TCP because it is the object
of attack. TTL value of each TCP packet will be checked,
that is, compared with the TTL record table (TRT) in
attack detection module. An auxiliary small receive buffer is
added to the TCP module for TCP reassembly attack detection.
(iii) DPI engine: DPI is the central component of security
system. Its main function is to match the data from protocol
stack module with the pattern set. Because this module
consumes a large amount of CPU and memory, an efficient
parallel matching algorithm is crucial. Each subset maps one
automaton, and several automatons are assigned to the same
core.
(iv) Alarm/Log: this is output module. If the matching
is successful, the module will send an alarm message to the
specific device and a log to database.

𝑇𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐 ≤ 𝑇𝑃

(4)

3.2.2. Optimal Patterns Set Decomposition and Schedule. The
strategy for set-partition includes two steps:
(i) First choice of set-partition.
(ii) Second set-partition decision.
Step 1 (first choice of set-partition).
Problem 1. Given a set of patterns 𝑃 and 𝑐 cores, to find
its decomposition 𝑃1 , 𝑃2 , . . . , 𝑃𝑙 , and scheduling of mapping
subsets to cores,
{ 𝑛𝑖 }
min max𝑐𝑖=1 { ∑𝑇𝑗𝑖 }
{𝑗=1 }
s.t. 𝑃i ∩ 𝑃j = 0,

(5)

𝑖=1

(v) Set-partition: this module is necessary for large-scale
pattern set. An optimal partition algorithm is integrated in
this module. Firstly, we get a partition by dynamic programming algorithm and calculate the average point of all the
cores. Then AEA is used to schedule subsets to cores. Finally,
if the runtime of each core is around the average point, the
optimal partition is finished; else a new improved Greedy
algorithm we proposed helps to subdivide a subset of the
same length. See Section 3.2 for details.
(iv) Attack detection: this module provides common
attack and the latest TTL attack detection interface. It can
detect the following attacks: (1) common attack: ICMP flood,
TCP SYN flood, TCP LAND, UDP flood, and ping of
death; (2) the latest TTL attack: TCB Creation with SYN,
reassembly out-of-order data, reassembly in-order data, TCB
Teardown with RST, TCB Teardown with RST/ACK, TCB
Teardown with FIN, TCB Creation + Resync/Desync, and
TCB Teardown + TCB Reversal. A TTL table and a new TCP
receive buffer aid in completing the detection. See Section 3.3
for details.

⋃𝑃i = 𝑃,
𝑙

1 ≤ 𝑖 ≠ 𝑗 ≤ 𝑙.
𝑃i is with same length, 𝑛𝑖 is the number of pattern sets selected
𝑛𝑖
𝑇𝑗𝑖 .
by core i, and the running time of each core is ∑𝑗=1
Problem 1 is a multiobjective combination problem,
which is NP-hard. For the problem, we firstly divide the
patterns into subsets and then schedule them. For first setpartition, we compare two methods: original set-partition
and Tan’s [2] dynamic programming algorithm. Before
scheduling, 𝑇𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐 ≤ 𝑇𝑃 , but the result may be different after
scheduling. We take an opposite example to prove it.
(1) Initialization set 𝑃 = {𝑃1 , 𝑃2 , 𝑃3 , 𝑃4 , 𝑃5 }
(2) Runtime 𝑇𝑃 = {1, 1, 6, 7, 8}
=
{𝑆1 , 𝑆2 }
(3) Tan’s method 𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐
{{𝑃1 , 𝑃2 }, {𝑃3 , 𝑃4 , 𝑃5 }}
𝑇𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐 = {2, 14}

=
(6)

Wireless Communications and Mobile Computing

5

(4) Cores=2, Greedy algorithm to schedule

Average point

𝑆𝐶𝐻𝑃 = {{8, 1, 1} , {7, 6}} ,

Core#1 S1

max𝑃 = 13
𝑆𝐶𝐻𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐 = {2, 14} ,

(7)

Core#2

max𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐 = 14

Average point

S2

Core#1 S1

S3

Core#2

S2

S4

S3

Figure 3: Second set-partition schematic.

(5) max𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐 > max𝑃
The result shows that Tan’s method is not optimal; the reason
is that the partition 𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐 is actually based on one core to
get, which is not suffice to show that the multicore scheduling
result using Greedy algorithm is optimal. We leverage the
result to choose min{max𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐 , max𝑃 } as the first partition.
Schedule. Since Greedy algorithm is easier to fall into
local optimization, we design annealing evolution algorithm
(AEA) instead.
We set some notations as follows:
𝑃𝑜𝑝: population;
𝐺𝑚𝑎𝑥 : evolution generations;
𝐹: the fitness function.
𝑃𝑐𝑟𝑜𝑠𝑠 : cross probability;

where a = 0.4, b = 0.04, 𝑘1 > 0, 𝑘2 > 0, 𝑘1 𝑎𝑛𝑑 𝑘2 are
constant.
Pseudocode is shown in Algorithm 1.
AEA mixes GA algorithm and SA algorithm. GA is the
main process. While GA converges, SA furthermore changes
the initialization population to overcome the premature and
GA runs again, until SA is convergent. Since GA can get
optimal set-partition with high probabilities, SA should be
quickly annealed, so the temperature coefficient of cooling
should be chosen to be larger to speed up the convergence.
Similarly, the parameter 𝐺𝑚𝑎𝑥 of GA should be set larger
too, because if it is small, SA may not be working or
annealing times are few, the reasonable value should be near
SA convergence point.
Step 2 (second set-partition decision). This part describes a
metric that reflects the result of second set-partition decision
and how to split subsets.

𝑃𝑚𝑢𝑡𝑎𝑡𝑖𝑜𝑛 : mutation probability;
𝜀: premature decision sign;

Measure: standard deviation: it is used to quantify the
amount of variation or dispersion of a set of data values.

C: temperature coefficient of cooling;
𝑇: annealing initial temperature;
𝑇𝑚𝑖𝑛 : lower temperature limit.
Functions are defined as follows:
(i) The fitness function 𝐹: the optimal set-partition
problem is to find the maximum; we set fitness function as
1
,
𝑓 (𝑥) =
1 + 𝑐 − 𝑔 (𝑥)

𝑐 ≥ 0, 𝑐 − 𝑔 (𝑥) ≥ 0

(8)

where 𝑐 is an estimate of the boundary of the objective
function.
(ii) 𝑃𝑐𝑟𝑜𝑠𝑠 and 𝑃𝑚𝑢𝑡𝑎𝑡𝑖𝑜𝑛 have a great influence on the
convergence of algorithm; thus we use the following formula
for adaptive tuning. Assume the average of fitness function

is 𝑓𝑎V𝑟
= (1/𝑇) ∑𝑇𝑖=1 𝑓𝑖 , where 𝑓𝑖 is fitness function for
individual i at the 𝐺𝑡ℎ generation and T is population size at

.
the 𝐺𝑡ℎ generation. The fitness of the best individual is 𝑓𝑏𝑒𝑠𝑡

All individuals whose fitness is less than 𝑓𝑏𝑒𝑠𝑡 are averaged to



get 𝑓𝑎V𝑟
. Let 𝜀 = 𝑓𝑏𝑒𝑠𝑡
− 𝑓𝑎V𝑟
, as 𝜀 increased, the algorithm has
a premature trend; in order to prevent it, we use the following
functions:
𝑃𝑐𝑟𝑜𝑠𝑠 = 1 + 𝑎
𝑃𝑚𝑢𝑡𝑎𝑡𝑖𝑜𝑛

−1
1 + 𝑒−𝑘1 ∗𝜀

−1
=𝑏+𝑏
1 + 𝑒−𝑘2 ∗𝜀

𝑠=√

2
1 𝑐
∑ (𝑇 − 𝑇) ≤ 𝜃,
𝑐 − 1 𝑖=1 𝑐𝑖

0 < 𝑖 < 𝑐, 0 < 𝜃 < 1 (10)

where 𝜃 is tolerable error.
If 𝑠 > 𝜃, it shows a large deviation; at this time, a second
set-partition is necessary. According to the experiment, it is
often caused by such subsets with long length, large size, and
WM and SBOM algorithm. A Greedy strategy is applied to
subdivide the subsets. As shown in Figure 3, in the core#2
with max𝑐𝑖=1 {𝑇𝑖 }, 𝑆3 is cut into {𝑆3 , 𝑆4 } and the new 𝑆4 is
assigned to the core#1 with min𝑐𝑖=1 {𝑇𝑖 }. After the division
and reorganization, we need to recalculate 𝑠 and judge the
convergence condition (𝑠 ≤ 𝜃). If convergence condition is
not satisfied, subdivision is continued.
For how to cut a subset, we choose the number of patterns
as a measure and find it in relation to running time. We chose
20 sets of experimental data and adopt least-square method
for data fitting. The result shows that the relation is linear; that
is, the running time for WM and SBOM increases with the
number increase, so we divide subset according to the ratio
of time

(9)
𝑁𝑆𝑛𝑒𝑤 =

𝑇𝑚𝑎𝑥 − 𝑇
𝑁𝑆
𝑇𝑚𝑎𝑥

(11)
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(1) Initialize the 𝑃𝑜𝑝0 = 𝑁, 𝑃𝑐𝑟𝑜𝑠𝑠 = 𝑝𝑐0 , 𝑃𝑚𝑢𝑡𝑎𝑡𝑖𝑜𝑛 =
𝑝𝑚0 , 𝐺 = 1
(2) FOR each generation 𝑡 𝑖𝑛 𝑀 DO
(3)
FOR each individual 𝑝𝑖 𝑖𝑛 𝑃𝑜𝑝𝑡 DO
(4)
calculate the fitness 𝐹𝑖
(5)
ENDFOR
(6)
IF 𝐺 ≥ 𝐺𝑚𝑎𝑥 , THEN
(7)
find the optimal set-partition.
(8)
return
(9)
ENDIF
(10)
calculate 𝜀𝑡 , 𝑝𝑐 , 𝑝𝑚
(11)
IF 𝜀𝑡 ≥ 𝜀, THEN
(12)
calculate 𝑝𝑐𝑡 , 𝑝𝑚𝑡
(13)
crossover operation with probability 𝑝𝑐𝑡
(14)
mutation operation with probability 𝑝𝑚𝑡
(15)
ELSE
(16)
crossover operation with probability 𝑝𝑐0
(17)
mutation operation with probability 𝑝𝑚0
(18)
ENDIF
(19)
generate next population 𝑃𝑜𝑝𝑡+1
(20)
IF 𝑝𝑜𝑝𝑡+1−𝑛 = 𝑝𝑜𝑝𝑡+1 , THEN


(21)
switch (𝑓𝑏𝑒𝑠𝑡
, 𝑓𝑏𝑒𝑠𝑡−1
) as new 𝑃𝑜𝑝0
(22)
annealing, 𝑇 = 𝐶𝑇, t = 0
(23)
IF 𝑇 ≤ 𝑇𝑚𝑖𝑛
(24)
stop and return set-partition.
(25)
ENDIF
(26)
GOTO 2
(27)
ENDIF
(28) ENDFOR
Algorithm 1: Annealing evolution algorithm.

(1)
(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)
(10)

calculate standard deviation 𝑠
IF 𝑠 > 𝜃 THEN
find core 𝑖 with max𝑐𝑖=1 {𝑇𝑖 }, core j with min𝑐𝑗=1 {𝑇𝑗 }
find the subset 𝑆𝑘 𝑤𝑖𝑡ℎ max𝑇𝑐𝑘𝑖
split 𝑆𝑘 = {𝑆𝑘1 , 𝑆𝑘2 }, move 𝑆𝑘2 to core j
recalculate 𝑇𝑖 , 𝑇𝑗 𝑎𝑛𝑑 𝑇
GOTO 1
ELSE
find the optimal set-partition, return
ENDIF
Algorithm 2: Greedy algorithm to split subsets.

where 𝑁𝑆𝑛𝑒𝑤 is the pattern number of new subset which will
be moved to the core with 𝑇𝑚𝑖𝑛 and 𝑁𝑆 is the pattern number
𝑖
of the subset with max𝑚
𝑖=1 {𝑇𝑚𝑎𝑥 }.
Pseudocode is shown in Algorithm 2.

Server identify (hash with ip and port)

3.3. Attack-Resistance. Attack detection module includes
common attack detection and TTL attack detection. For
common attack, which includes ICMP flood, TCP SYN flood,
TCP LAND, UDP flood, and ping of death, we set thresholds
to prevent attacks as other NIDS. TTL attack detection is the
focus of our research. Many attacks against security system
are borrowing TTL value and the package with short TTL

will never reach the intended server but security system (see
Figure 4).
Through the analysis of TTL attack characteristics, we
assume that servers are credible and design a TTL table
to record the minimum hops between security system and
server. The record hops are TTL threshold to prevent attacks.
The table fields are shown in Table 2.

Table 2
TTL threshold

Wireless Communications and Mobile Computing

7
TTL attack

10 hops
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E

R

Short TTL to ensure
this packet doesn’t
reach destination

o

U

TTL=20

r
X

o

8 hops

TTL=10

S

E

R

r

o

o

t

X

TTL=20
NIDS

Dropped (TTL expired)

Figure 4: TTL attack.

Table 3: The relationship between defence type and attack method.
Control packet
Data packet

TCB Creation, TCB Teardown,
TCB Reversal, Resync + Desync
Data Reassembly: out-of-order data overlapping and in-order data overlapping
Data Desync

TTL threshold is learned from server packets. A packet
is sent from different system, and the TTL value is different,
but the common ground is that the initial value is 2𝑛 , or 2𝑛 −
1, generally is one of 𝑏𝑎𝑠𝑒[64, 128, 255]. The security system
computes hops as follows:


(12)
ℎ𝑜𝑝𝑠 = min3𝑖=1 {𝑏𝑎𝑠𝑒𝑖 − 𝑠𝑒𝑟V𝑒𝑟𝑝𝑘𝑡𝑇𝑇𝐿 }
All the IP packets from server need to check the table. If
ℎ𝑜𝑝𝑠 < 𝑇𝑎𝑏𝑙𝑒𝑇𝑇𝐿 , the table will be updated with ℎ𝑜𝑝𝑠. In case
of 𝐶𝑙𝑖𝑒𝑛𝑡𝑇𝑇𝐿 < 𝑇𝑎𝑏𝑙𝑒𝑇𝑇𝐿 , we suspect that it is an attack packet,
but this is not sufficient to prove it; there are two reasons:
(i) Dynamic changes in the network topology and the
minimum hops between security system and server may be
changed. If ℎ𝑜𝑝𝑠𝑟𝑒𝑎𝑙 > 𝑇𝑎𝑏𝑙𝑒𝑇𝑇𝐿 , the attack packet with TTL
value in [𝑇𝑎𝑏𝑙𝑒𝑇𝑇𝐿 , ℎ𝑜𝑝𝑠𝑟𝑒𝑎𝑙 ] will be missed.
(ii) In addition to setting short TTL, the attacks will
operate other fields to complete attacks.
The latest TTL attack [15] combines short TTL with a
variety of strategies. The heart of the strategies is to destroy
or trick the TCP connection state of security system. To break
the heart, we have defense in two aspects: control packet and
data packet. Table 3 shows the relationship between the two
aspects and attack methods.
Control packet: the attackers aim to destroy the TCB
by sending insertion control packet. In order to tear the
intention, we build a TCB link for same 4-tuple, so security
system will not drop control packets while multiple SYNs
or SYN/ACKs are coming. Each TCB has a timer which is
updated by new packet. When time is out, the attacked TCB
will be released, while the normal one is kept. In addition, a
limited number of links are set to prevent continuous attacks.
The TCB link will make TCB Creation, TCB Reversal, and
Resync + Desync fail. For TCB Teardown, when insertion

RST/FIN packet comes, the TCB will not be immediately
released and reset the expiration time. During the time, if
there is still coming packet, we can make sure it is an attack
and keep the TCB.
Data packet: the essence of the attack is that the attacker
generates junk data to protect sensitive data to escape security
system. Attack techniques regard fraud as purpose, and
attack features are forging data packet with same or incorrect
control information. In this situation, security system can
easily be misled and lose control of data. For same control
information (Data Reassembly), we design an auxiliary small
receive buffer for TCP reassembly attack detection. When the
same sequence number packets come, the first is recorded
in normal TCP receive buffer, and the second is recorded in
the auxiliary buffer. We do not identify the authenticity of
the data, because it costs too much time to parse protocol.
TTL check should be a good helper to make decision that
the one with short TTL will be abandoned. For incorrect
control information (Data Desync), if the sequence number
is out of window, there may be two situations: it is an attack
packet or the system did not capture the previous packet. The
packet is kept in auxiliary buffer and we determine which
one by identifying the next sequence number from client and
ACK number from server. If 𝑆𝑒𝑞𝑜𝑢𝑡 + 𝐷𝑎𝑡𝑎𝑜𝑢𝑡 = 𝐴𝐶𝐾𝑠𝑒𝑟V𝑒𝑟 ,
this indicates that server has correctly received the packet, it
is not an attack, and the window of security system will be
updated. If 𝑆𝑒𝑞𝑛𝑒𝑥𝑡 + 𝐷𝑎𝑡𝑎𝑛𝑒𝑥𝑡 = 𝐴𝐶𝐾𝑠𝑒𝑟V𝑒𝑟 , obviously, the
next packet is right, and the one in auxiliary buffer is an attack
packet.
In general, the security system detects the latest attack in
two steps: (1) check TTL, (2) check control packet and control
information in data packet. Experiments show that security
system can effectively detect such attack.
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Table 4: Contrast for original sets and Tan’s subsets. Runtime is in milliseconds.

Thread
Number

Original
AEA

Tan’s
Greedy

Tan’s
AEA

2955
2902
2893
2870

2915
2910
2902
2893

2935
2890
2833
2810

2913
2890
2833
2832

6000

350

5000

300
250
Runtime (ms)

4000
3000
2000

200
150
100
50

0

0
12
17
22
27
32
37
42
47
52
57
62
67
72
77
82
87
92
97
103
108
122
149

1000

8
13
18
23
28
33
38
43
48
53
58
63
68
73
78
83
88
93
98
104
109
126

Number of Patterns

1
2
3
4

Original
Greedy

Length of Patterns

Length of Pattern Subset

Figure 5: The number of patterns with different length.

4. Experimental Results
4.1. Experimental Environment. We use a system with Intel
Core(TM) i7-6700HQ CPU 2.60 GHz, quad-core, where each
core has two hardware threads, 32KB L1 data cache (per
core), 256KB L2 cache (per core), and 8MB L3 cache (shared
among cores), 16G Memory. The system runs Linux CentOS
7, and DPDK is installed to capture packets. Our program
runs with 8 threads in parallel, one thread is used to capture
packet and preprocess, three threads are used to parse in
parallel the application protocol, the remaining four threads
work for parallel matching. In addition, we have prepared
two windows computers for sending packets, which install
CSNAS tool.
The pattern set consists of 106 URL strings; there are four
sources: (1) extracting from the Snort rules, (2) selecting from
URL blacklist, (3) parsing URL of traffic which is captured at
the export of the HIT network center, and (4) generating URL
randomly according to the length ratio from URL of traffic.
Duplicate strings were eliminated. The input text consists of
5×105 strings; half is randomly extracted from the pattern set
and another half is randomly generated. As Figure 5 shows,
the number of patterns is not uniformly distributed. There
are 115 different lengths, the shortest is 3, and the longest is
149.
4.2. High Performance Experiment. In this section, all the
runtimes represent the algorithm execution time and the
input text is introduced in Section 4.1. We first divide the

Figure 6: Runtime of each subset with the same length.

pattern set into subsets by length and choose the best runtime
from AC, WM, and SBOM for each subset. The experiment
shows that when the length > 10, WM and SBOM performs
more efficiently. Figure 6 shows the runtime of each subset
with same length; while being combined with Figure 5, it can
be drawn that the larger the subset, the longer the runtime.
After dynamic programming, the number of subsets is 21.
Then we schedule them into four threads, respectively, by the
Greedy algorithm and the AEA algorithm.
According to Table 4, we can see Tan’s algorithm yielded
better results. We analyze that there are two reasons: (1) in
Tan’s algorithm, the pattern with length less than 10 is merged
into a subset, which is using AC. For small subset, the runtime
of AC is not affected by the number of patterns. (2) The
number is very small for length greater than 78, and after
merging these subsets, the number of hash tables is reduced
from 41 pairs to 1 pair that reduce memory usage. In contract
to the Greedy and AEA, no matter original subsets or Tan’s
subsets, AEA is prior to Greedy.
After first set-partition, we will conduct second setpartition experiment. We choose Tan’s AEA as input. The
results are shown in Table 5; it is obvious that the second setpartition is relatively uniform, and the max runtime is less
than the first.
Above we have tested the matching effect of parallel
algorithm, then we will start the traffic test. The traffic is
captured at the export of the HIT network centre, and we got
two files in size 4.2G, 5.1G. Two windows computers are used
to send packets. We chose CSNAS tool to send packets and the
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Table 5: Contrast for first and second set-partition. Runtime is in
milliseconds.
Thread
Number

1

2

3

4

First
Second

2913
2875

2890
2868

2833
2864

2832
2861

900
800

Throughput (Mbps)

700
600
500
400
300
200
100
0

1

2

3

4

5

6

7

8

9

5. Conclusions
In order to monitor the mobile data in ISP or enterprise, we
design a security system to detect malicious information and
attacks. We demonstrate the architecture of the entire system
and give solutions of high performance and anti-attack. For
high performance, we propose a new two-step partition of
pattern set. In first set-partition, the best set-partition is
chosen from several algorithms, and AEA schedule algorithm
replaces Greedy algorithm. In second set-partition, standard
deviation is taken as a measure, in order to make each core
with similar running time, we propose an equilibrium cut
strategy to reorganize subsets. For anti-attack, the security
system is based on TTL check, TCB link is added against
control packet attacks, and an auxiliary small receive buffer
is added against data packet fraud. In the final stage, we,
respectively, perform our experiments from the above two
aspects and the results show that the security system has high
performance and anti-attack capacity.
In the future, we plan to push forward the work in
two aspects: on one hand, we will focus on resilience to
algorithmic complexity attacks. On the other hand, according
to the detected attacks, we will focus on mining the intention
of the attackers and classifying the attackers.

Data Availability
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speed of sending is limited at 300-400Mbps, and the mode is
set cycle.
The experiment compared the throughput of original setpartition, Tan’s set-partition, and two-step set-partition, as
shown in Figure 7. As the pattern set increases, the throughput of all methods decreases. The second set-partition we
proposed performs best, such that the throughput increased
27% than Tan’s when the number of patterns is 106 .
4.3. Attack Detection Experiment. We constructed a total 700
of TCP attack streams; the method is randomly extracted
from two capture files and inserted the attack packet. There
are 100 for each attack type. The third computer is used
to send attack packets with CSNAS tool. Attack intensity is
adjustable by limiting the sending speed of three computers.
The result of attack detection experiment is shown in
Table 6, and the success rate of detection is 100%, as attack
intensity increases, the throughput decreases.
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Along with the penetration of smart devices and mobile applications in our daily life, how to effectively manage the mobility issues
in wireless networks becomes a challenging task. The ability to continuously and accurately track the target object’s position plays a
vital role in mobility management. In this paper, we propose a novel indoor localization algorithm that fuses multiple signal features
as the location fingerprints. The rationale that motivates our algorithm design stems from the following observation: although using
one special signal feature (e.g., channel state information (CSI)) might achieve statistically higher accuracy than using another signal
feature (e.g., received signal strength (RSS)), the accuracy for individual position estimations is usually diversified when only one
signal feature is used in localization. For example, using RSS can obtain more accurate location estimation than using CSI for
some individual positions. Thus, we propose a novel indoor localization algorithm that fuses multiple types of signal features as
fingerprint of positions, which can effectively improve localization accuracy. We designed several fusion schemes and evaluated
their performance. Experiments show that our algorithm achieves localization error below 0.5m and 1.1m in two typical indoor
environments, about 30% lower than the accuracy of algorithms by fusing multiple signal features.

1. Introduction
With the penetration of mobile devices and smart applications [1], how to provide efficient mobility infrastructure and
how to effectively manage mobility issues in future networks
become more and more challenging [2–8]. For example, we
need to provide flexible mobility infrastructure to support
real-time multimedia applications and on-demand services
in vehicular networks. The current Long Term Evaluation
(LTE) 4G networks [9] and the future 5G [10] networks
require smart mobility management schemes to handle the
mobility of even millions of mobile terminals. Mobility
infrastructure and mobility management are also critical in
the new emerging computing paradigms like mobile cloud
computing [6] and fog computing [11].
How to accurately estimate the position of a target object
(e.g., mobile device or a person) plays a vital, important
role in efficient mobility management. In recent years, along
with the rapid development of location-based services (LBSs),

accurate positioning techniques are required in many fields
including travel guidance, mobile advertising, and urban
computing. Many LBSs require knowing the positions of
target objects in indoor environments. Indoor localization
has received much research attention in recent years [12–
17]. Among others, due to the pervasive penetration of
wireless local area networks (WLANs) and Wi-Fi enabled
mobile terminals, the fingerprint-based indoor positioning
technology [18] has attracted much research attention in both
academic and industry communities. Most existing works
utilize received signal strength (RSS) [14] or channel state
information (CSI) [12, 19] as the fingerprint of a particular
position. Unlike RSS that is an aggregated value of the all
subcarriers’ amplitudes, CSI estimates the channel on each
subcarrier in the frequency domain. Thus it can depict the
multipath propagation to some extent and provide more
stable and fine-grained signature in distinguishing different
positions [20].
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Many localization methods utilize single type of signal
feature as location fingerprint, which may not well deal with
the instability of signal features caused by mobility. We need
to combine multiple types of signal features (e.g., RSS and
CSI) to enhance the robustness and reliability of positioning
and support more flexible mobility management. Moreover,
we find that it is not the case that for all positions CSIbased approaches generate more accurate results than RSSbased approaches, although the overall statistical positioning
performance of CSI-based method is usually better than
that of RSS-based approaches [13, 19]. We conduct some
experiments and find that, for a nonnegligible fraction of
positions, the Horus algorithm [14], which is a representative
RSS-based fingerprint approach, outputs more accurate location estimations than FIFS [19], a representative CSI-based
fingerprint approach.
The above observation inspired us to design new localization algorithms to achieve higher localization accuracy by
fusing different signal features as the position’s fingerprint. In
particular, we combine the results of Horus [14], FIFS [19],
and D-CSI [15], which use different features as fingerprints of
positions, to achieve higher accuracy than using each single
feature. D-CSI [15] is a new positioning approach which uses
the distribution of CSI amplitude as location fingerprints
called Hp. It achieves higher accuracy than FIFS because it
uses distribution of CSI amplitude as position fingerprints,
which contains both spacial-diversity and frequency diversity
of the signal, while FIFS only simply adds up all the subcarriers’ amplitudes and uses them as position fingerprints called
He.
In this paper, based on our previous work [21], we
propose a hybrid method with multiple feature fusion (MFF)
to counteract the positioning error of single feature based
approaches. We first propose Fusion 1, a weighted fusion
localization method simply combining the results of Horus
and FIFS which can quickly obtain the location of mobile
user. In order to further improve the positioning accuracy, we propose Fusion 2 which merges three different
features as position fingerprints, namely, RSS, He, and Hp.
Specifically, we first get a set of reference points called
alternative reference points by running Horus, FIFS, and
D-CSI, respectively. Secondly, we select three most possible
candidate positions from the generated reference points of
the three approaches. When there are more than three
reference points, we use a minimal-triangle principle to select
three out of them. Finally, we calculate a weighted centroid of
the three reference points and take it as the target location.
Experiments show that the proposed localization approach
achieves median error of 0.5m and 1.1m in two typical indoor
environments, significantly less than that of the best single
feature based approach whose corresponding error is 0.7m
and 1.3m, respectively. In average, our approach can reduce
localization error by a factor of around 30% by feature
fusing.
The rest of this paper is organized as follows. Section 2
reviews related work. In Section 3 the proposed method is
described in detail with analysis. The simulation results are
given and discussed in Section 4. Finally, Section 5 concludes
this paper.
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2. Related Work
2.1. Network Mobility Management. In recent years, mobility
management has been studied in many types of networks,
including IP and future networks [3, 22–25], 4G and 5G
networks [2, 4, 10, 26], wireless sensor networks [5, 27–
32], and mobile cloud computing [6, 11]. In [3], the authors
investigate handover and mobility issues for IP-based multimedia services and applications. In [22] the authors gave
a comprehensive analysis and comparison of different distributed mobility management (DMM) schemes. Evolution
of sink mobility in wireless sensor networks is investigated
in depth in [28]. The authors classified mobility management schemes in WSNs into four categories: uncontrollable
mobility (UMM), path-restricted mobility (PRM), locationrestricted mobility (LRR), and unrestricted mobility (URM).
The authors analyze advantages of different schemes and
compare their performance via simulation. In [22], the
authors propose a self-organizing and adaptive Dynamic
Clustering algorithm to perform efficient data gathering in
WSNs with a mobile element.
The mobility infrastructure and mobility management
in LTE 4G networks and 5G networks have also been
widely studied recently. In [4] the authors discussed how
to implement a decentralized LTE network and design a
novel mobility management approach to support mobile
IP. In [2] the authors discuss how to efficiently manage
resource and handle mobility issues in dense 5G networks.
In [10], the authors propose a memory-full context-aware
mobility management algorithm that can predict the mobility
of devices to achieve fast network handover. In [6, 11]
the authors summarized latest research progress in new
emerging computing paradigms like cloud computing and
fog computing.
2.2. Indoor Localization. Indoor localization has attracted
a growing research attention and various techniques have
been proposed, including Wi-Fi [14, 33, 34], Bluetooth [35],
radiofrequency identification (RFID) [7, 36], FM radio [37],
acoustic signals [38], magnetic field [39], UWB [40], and
light [41]. Among these signals, the use of Wi-Fi signal
has attracted continuous attention due to the pervasive
deployment of WLANs and Wi-Fi enabled mobile devices.
Many efforts have been done to improve accuracy of WLAN
based localization approaches.
The indoor localization system RADAR [33] is a pioneer
work in WLAN fingerprinting, which used the K-nearest
neighbor method to get the location of a person and achieved
a median error of about 5m. Horus [14] used a maximum
likelihood based approach to infer the target position and
achieves higher accuracy than RADAR. Besides these two
typical RSS-based fingerprint location approaches, there are
many improvements over them. More RSS-based indoor
localization approaches can be found in the literature review
[42].
The signals of WLAN based localization contain RSSI
and CSI. Compared to using RSSI as fingerprints, channel
state information is considered as a finer grained signature
to improve the localization accuracy. Wu et al. proposed a
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Figure 1: System architecture.

fingerprint-based indoor location system called FIFS [13],
which used the CSI values obtained from the physical layer.
The authors collected and proceeded with the CSI values
as fingerprint by leveraging both the frequency diversity
and spatial diversity to generate the radio map. Specifically,
FIFS used the aggregated CSI amplitude values over all the
subcarriers and leverages the spatial diversity to improve
the performance of the RSSI-based method. The location
fingerprint, which is aggregated over the all subcarriers, is a
coarse metric and may not effectively distinguish the target
position among different locations.
Xiao et al. [15] proposed a D-CSI system that makes
better use of the frequency diversity with different subcarriers
and the spatial diversity with multiple antennas and thus
effectively improves the localization accuracy. The KullbackLeibler divergence is used to calculate the similarity between
different fingerprints, based on which the best matched
position is calculated in the localization phase. Sen et al. [43]
proposed a PinLoc system that utilizes the per-subcarrier
frequency response as the feature of a location and relies
on the machine learning algorithms to classify a device
measurement to one of the trained locations. It leverages
the frequency diversity but does not consider the spatial
diversity. Wang et al. [17] presented DeepFi which is a
deep learning based indoor fingerprinting scheme using
CSI information. Although these techniques achieve a high
localization precision, they require intensive computations
and more training samples to localize the mobile users via
machine learning or deep learning.

3. System Description
The CSI-based approaches usually achieve higher accuracy
than the RSS-based approaches, but we find that the former
may have lower accuracy than the latter in some positions.
Therefore, the localization accuracy can be improved by
integrating the methods that are based on different physical
measurement.
In order to ensure the timeliness of localization results, we
first give a method that leverages the weighted fusion of RSS
and He. Then, adding the Hp feature, a localization method

of fusing three features is proposed to further improve the
positioning accuracy.
3.1. System Framework. There are two phases in fingerprintbased positioning system: the training phase and the positioning phase. Figure 1 shows the system architecture. In the
training phase, we acquire physical measurements of wireless
signals for calibration points, including both RSS and CSI.
Then the features of He [19] and Hp [15] are extracted from
the CSIs, together with the RSS as the location feature. Finally,
we use the position information and the location feature of
the calibration points to construct the fingerprint databases
of RSS, He, and Hp, respectively.
In the positioning phase, RSS and CSI values are firstly
collected at an unknown location. They are sent to the
positioning engine and processed using the method as in the
training phase to extract the fingerprint. In terms of positioning timeliness and accuracy, two methods are proposed
to get the location of the mobile user. One fuses RSS and He
features, called Fusion 1; the other one fuses RSS, He, and Hp
features, called Fusion 2.
For each fingerprint feature, Fusion 1 finds the location
result of the mobile user. Specifically, we feed out the RSS and
He to Horus and FIFS, to calculate the candidate position for
each approach. The position of the mobile user is obtained by
weighted fusion of the two candidate results.
Adding the Hp feature, Fusion 2 finds three candidate
reference points whose fingerprints are mostly close to the
fingerprint of the unknown position. Specifically, we feed out
the RSS, He, and Hp to Horus, FIFS, and D-CSI, respectively,
and calculate the candidate position set for each approach.
Three most possible candidate points are then selected from
these positions according to a newly defined metric called
confidence degree. Finally, the weighted centroid of the
three selected candidate points is calculated and used as the
position estimation.
3.2. Algorithm Details. The framework of MFF is given in
Algorithm 1. Assume that there are N APs and M reference
points in the region. The positions of the reference points
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Input: The RSS and CSI values of the test point. The coordinates, RSS and CSI values of the
calibration points.
Output: The coordinates of the test point
(1) According to the coordinate, RSS and CSI values of the calibration points to build RSS, He
and Hp fingerprint database. //Step 1
(2) In the case of timeliness of positioning results, according to RSS and CSI values collected at
the test point and the fingerprint databases built in step 1, Fusion1 feeds out the RSS and He
to Horus and FIFS, then calculates the candidate position for each approach. The position of the
test point is obtained by weighted fusion of the two candidate results and the coordinates
of the test point is returned. //Step 2
(3) In the case of high positioning accuracy scenario, Fusion2 uses KL distance as the similarity
metric and calculate candidate calibration point set under D-CSI. Merge the candidate
reference points which are obtained by Horus, FIFS and D-CSI approaches and calculate the
degree of each candidate calibration point. //Step 3
(4) Depending on the size of each calibration point degree obtained in step 3, Fusion2 optimizes
the final location of the test point and returns the coordinates of the test point. //Step 4
Algorithm 1: The algorithm of MFF.

are denoted as 𝐿 = {𝐿 1 , 𝐿 2 , ⋅ ⋅ ⋅ , 𝐿 𝑀}. The algorithm contains
4 steps and the detailed operations in each step will be
described as follows.
Step 1. Establish the RSS, He, and Hp fingerprint database.
Given the coordinates of the reference points and corresponding RSS and CSI values, we build the RSS, He, and Hp
fingerprint database. Taking RSS as an example, the process
of the fingerprint database construction is as follows. We
denote the RSS vector of the M reference points as 𝐹 𝑅𝑆𝑆 =
[𝐹 𝑅𝑆𝑆1 , 𝐹 𝑅𝑆𝑆2 , ⋅ ⋅ ⋅ , 𝐹 𝑅𝑆𝑆𝑀]. The RSS vector of the ith
𝑖
], where
reference point is 𝐹 𝑅𝑆𝑆𝑖 = [𝑅𝑆𝑆1𝑖 , 𝑅𝑆𝑆2𝑖 , ⋅ ⋅ ⋅ , 𝑅𝑆𝑆𝑁
𝑖
𝑅𝑆𝑆𝑁 represents the RSS of the ith reference point from the
Nth AP. Then, 𝐹 𝑅𝑆𝑆 and L constitute the RSS fingerprint
database. The features He and Hp can be obtained by FIFS
and D-CSI approaches. Thus, 𝐹 𝐻𝑒, 𝐹 𝐻𝑝, and L constitute
the He and Hp fingerprint database.
Step 2. Fusion 1 calculates the coordinates of the test point.
We denote 𝑇 𝑅𝑆𝑆 = [𝑅𝑆𝑆1 , 𝑅𝑆𝑆2 , ⋅ ⋅ ⋅ , 𝑅𝑆𝑆𝑁] as the RSS
obtained by the mobile device at an unknown location. Then
the distance between the point and the reference point is
𝑖 2
𝐷 𝑅𝑆𝑆𝑖 = 𝑠𝑞𝑟𝑡(∑𝑁
𝑗=1 |𝑅𝑆𝑆𝑗 − 𝑅𝑆𝑆𝑗 | ), where i=1, 2,⋅ ⋅ ⋅ , M. A
smaller 𝐷 𝑅𝑆𝑆𝑖 represents a shorter distance between the
unknown position and the reference point. We select three
minimum values from 𝐷 𝑅𝑆𝑆𝑖 and calculate the location
of the test point under Horus method, denoted as 𝑙𝑟𝑠𝑠 =
(𝑥𝑟𝑠𝑠 , 𝑦𝑟𝑠𝑠 ).
We denoted 𝑇 𝐻𝑒 = [𝐻𝑒1 , 𝐻𝑒2 , ⋅ ⋅ ⋅ , 𝐻𝑒𝑁] as He preprocessed under the CSI. The distance between the test point and
the reference points can also be measured by the Euclidean
2

𝑖
distance, 𝐷 𝐻𝑒𝑖 = 𝑠𝑞𝑟𝑡(∑𝑁
𝑗=1 |𝐻𝑒𝑗 − 𝐻𝑒𝑗 | ), where i=1, 2,⋅ ⋅ ⋅ ,
M. We also select three minimum values from 𝐷 𝐻𝑒𝑖 and
calculate the location of the test point under FIFS method,
denoted as 𝑙ℎ𝑒 = (𝑥ℎ𝑒 , 𝑦ℎ𝑒 ).
The position of the test point is calculated by 𝐿 = 𝑤𝑟𝑠𝑠 ∗
𝑙𝑟𝑠𝑠 +𝑤ℎ𝑒 ∗𝑙ℎ𝑒 , 𝑤𝑟𝑠𝑠 +𝑤ℎ𝑒 = 1, where 𝑤𝑟𝑠𝑠 and 𝑤ℎ𝑒 are the weight
of the location result under Horus and FIFS.

Step 3. Fusion 2 calculates and fuses the candidate reference
points.
We denoted 𝑇 𝐻𝑝 = [𝐻𝑝1 , 𝐻𝑝2 , ⋅ ⋅ ⋅ , 𝐻𝑝𝑁] as the Hp
preprocessed under the CSI. Using symmetric KL distance,
the distance 𝐷 𝐻𝑝 between each reference point and the test
point is calculated under D-CSI method. We sort 𝐷 𝑅𝑆𝑆,
𝐷 𝐻𝑒, and 𝐷 𝐻𝑝 in the ascending order and select the first
three reference points as the candidate positions for RSS, He,
and Hp, denoted by 𝑁𝑜𝑑𝑒 𝑅𝑆𝑆 = [𝑛 𝑅𝑆𝑆1 , 𝑛 𝑅𝑆𝑆2 , 𝑛 𝑅𝑆𝑆3 ],
𝑁𝑜𝑑𝑒 𝐻𝑒 = [𝑛 𝐻𝑒1 , 𝑛 𝐻𝑒2 , 𝑛 𝐻𝑒3 ], and 𝑁𝑜𝑑𝑒 𝐻𝑝 = [𝑛 𝐻𝑝1 ,
𝑛 𝐻𝑝2 , 𝑛 𝐻𝑝3 ], respectively.
We put all points in 𝑁𝑜𝑑𝑒 𝑅𝑆𝑆, 𝑁𝑜𝑑𝑒 𝐻𝑒, and 𝑁𝑜𝑑𝑒 𝐻𝑝
into a position set called 𝑁𝑜𝑑𝑒 𝑎𝑙𝑙 and calculate the degree of
each candidate point as follows. For each candidate point, we
draw a circle with radius R (whose optimal value will be determined in Section 4) and count the number of reference points
in 𝑁𝑜𝑑𝑒 𝑎𝑙𝑙 that fall in the circle. The number is defined as the
degree of that candidate point. When calculating the degree,
if the reference point is at the area boundary, its degree is
increased by 0.5 to compensate for the boundary effect. After
calculating degree for all points in 𝑁𝑜𝑑𝑒 𝑎𝑙𝑙, we sort them in
descending order according to their degree and denote the
sorted set as 𝑠𝑜𝑟𝑡 𝐷.
Step 4. Fusion 2 performs position calculation.
The final position calculation and optimization are shown
in Algorithm 2.
3.3. Algorithm Analysis. Assume that the reference points are
evenly distributed in the monitoring area in a grid pattern
with grid space a. When R is less than a, the degree of each
reference point will be zero because no other reference point
will fall within the circle. When 𝑎 ≤ 𝑅 < √2𝑎, the alternative
reference point adjacent to the reference point will fall into
a circle with radius R. When √2𝑎 ≤ 𝑅 < 2𝑎, an alternative
reference point that is either adjacent to the reference point
or diagonally opposite to the rectangle falls within a circle of
radius R. Therefore, based on the above analysis, in the next
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Input: 𝑁𝑜𝑑𝑒 𝑎𝑙𝑙, 𝑠𝑜𝑟𝑡 𝐷, R, offset
Output: The coordinates of the target point (𝑥𝑟 , 𝑦𝑟 )
(1) Calculate the number of the reference points with the degree of 𝑠𝑜𝑟𝑡 𝐷(1) and 𝑠𝑜𝑟𝑡 𝐷(2),
denoted as 𝑁1 and 𝑁2, respectively.
(2) if 𝑁1=1, then
(3) if 𝑁2 ≥ 2, then
(4)
Find the set 𝑅 = {𝑟1 , 𝑟2 , ⋅ ⋅ ⋅ , 𝑟𝑚 }, where 𝑟𝑖 is a reference point of degree 𝑠𝑜𝑟𝑡 𝐷(2)
and m is the number of the reference points of degree 𝑠𝑜𝑟𝑡 𝐷(2) in 𝑁𝑜𝑑𝑒 𝑎𝑙𝑙.
(5)
Obtain the all candidate set 𝐶 = {𝑐1 , 𝑐2 , ⋅ ⋅ ⋅ , 𝑐𝑙 }, where 𝑐𝑖 is a candidate set which
contains three reference points. One is the reference point of degree 𝑠𝑜𝑟𝑡 𝐷(1), the others
are any two points in the R.
(6) else
(7)
Select the reference points with degree 𝑠𝑜𝑟𝑡 𝐷(1), 𝑠𝑜𝑟𝑡 𝐷(2) and 𝑠𝑜𝑟𝑡 𝐷(3)
as the candidate set C.
(8) else
(9) if 𝑁1 = 2, then
(10)
Find the set 𝑅 = {𝑟1 , 𝑟2 , ⋅ ⋅ ⋅ , 𝑟𝑚 }, where 𝑟𝑖 is a reference point of degree
𝑠𝑜𝑟𝑡 𝐷(3) and m is the number of the reference points of degree 𝑠𝑜𝑟𝑡 𝐷(3) in 𝑁𝑜𝑑𝑒 𝑎𝑙𝑙.
(11)
Obtain the all candidate set 𝐶 = {𝑐1 , 𝑐2 , ⋅ ⋅ ⋅ , 𝑐𝑙 }, where 𝑐𝑖 is a candidate set which
contains three reference points. One is the reference point of degree 𝑠𝑜𝑟𝑡 𝐷(3) in R, the
others are two points with degree of 𝑠𝑜𝑟𝑡 𝐷(1).
(12)
else
(13)
The 𝑅 + 𝑜𝑓𝑓𝑠𝑒𝑡 will be used as the radius and recalculate the degrees of each
reference point according to the procedure in step 3, the repeat the operation of steps 1 to
11.
(14) if 𝑁1 > 2, then
(15)
Find all the reference points of 𝑠𝑜𝑟𝑡 𝐷(1), three of three combinations as the
candidate set C.
(16) According to all the candidate set C, calculate the perimeter of the triangle enclosed by the
reference point in the set, select the set of reference points with the shortest perimeter, and
find the center of the triangle as the coordinate of the point to be measured.
(17) return result.
Algorithm 2: Optimization of the final location of the test point.

section of performance analysis, we compare the positioning
error of Fusion 2 under the different R.
In Algorithm 2, another parameter offset is set for the
following reasons. When there are more than three reference
points with the same degree of maximum degree in the
candidate reference points, they cannot be distinguished to be
used as the final candidates of the test point, which suggests
the granularity of the selected point to be measured is too
small, and it is necessary to increase the length of the radius,
filter out those reference points with no further increase, and
then select the reference point set which is close to the point
to be measured. Combining the above analysis of R, offset sets
the following principles. When 𝑎 ≤ 𝑅 < √2𝑎, offset should be
set as √2𝑎 ≤ 𝑅 + 𝑜𝑓𝑓𝑠𝑒𝑡 < 2𝑎; when √2𝑎 ≤ 𝑅 < 2𝑎, offset
should be set as 2𝑎 ≤ 𝑅 + 𝑜𝑓𝑓𝑠𝑒𝑡 < √5𝑎; when 2𝑎 ≤ 𝑅 < √5𝑎,
offset should be set as √5𝑎 ≤ 𝑅 + 𝑜𝑓𝑓𝑠𝑒𝑡 < 3𝑎.
The algorithm proposed in this chapter can improve the
positioning accuracy, mainly for the following two reasons.
One is the set of reference points under three characteristic
fingerprints. As a single feature fingerprints have limitations
in positioning; a set of reference points obtained by merging
multiple fingerprints can make up for its shortcomings. The
second is to use a reference point set with a moderate

reference point. The higher the reference point is, the closer
to the test point it is.
3.4. Overhead Analysis. The proposed approach needs to
store three fingerprint metrics (RSS, He, and Hp) for every
training position. Assume that there are N APs in the
environment and each AP has L antennas. Denote by U
the number of intervals for counting the CSI amplitude
distribution, and denote by M the number of antennas at the
mobile device. In the Horus approach, it needs to record N
values, each value being a received signal strength of AP. In
the FIFS approach, for each position it only needs to record
𝑁 × 𝐿 × 𝑀 values, each representing an aggregated metric
over 30 subcarriers. Then for each training position of DCSI, it needs to record 𝑁 × 𝐿 × 𝑀 × 30𝑈 values, each value
being a float representing the possibility of the amplitude
falls in the corresponding interval. Thus, the storage cost of
our approach is higher than that in each single fingerprint
method. However, because the values of N, L, U are usually
smaller, the total storage cost of our approach can be afforded.
For the time efficiency, in our approach we need to
calculate the Euclidean distance between two RSS metrics, the
Euclidean distance between two CSI aggregated metrics, and
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Figure 2: The layout of two environments.

the KL distance between two CSI amplitude distributions,
which incurs slightly higher computation cost than each
approach. However, compared with the time used in calculation, the time used to collect data is the major factor that
determines the time efficiency. Our approach uses similar
number of packets as in FIFS or D-CSI, and thus the time
efficiency is similar as in previous approaches.

values are collected at 42 locations with 1.2m spacing in the
room for constructing the fingerprint database. During the
test, we randomly select 30 locations as the test positions.
At each spot, we collect the raw CSI values of 60 packets.
We collect 20 RSS samples at each position and select the
RSS that appears most of the time as the fingerprint of the
corresponding position.

4. Experiment Results

4.1.2. Meeting Room. The floor plan of the meeting room is
shown in Figure 2(b) and the four APs are also placed on
the four corners. We collect 49 different calibration positions
which are 1m apart in this scenario. 10 test locations are
randomly selected. At each location, we also collect the RSS
and the CSI data of 60 packets. We also collect 20 RSS samples
at each position and select the RSS that appears most of the
time as the fingerprint of the corresponding position.

For the methods proposed in this paper, we have collected
the signal strength value and channel state information
of the corresponding locations and compared them with
those of the single feature. This section first introduces
the experimental setup and the data acquisition process.
Then the performance analysis of the two methods is given,
respectively. Specifically, the performance of Fusion 1 under
different weights is compared, and we compare the performance of the fusion location algorithm with different radius
R, as well as the performance of the location method with the
single feature fingerprint and the localization method with
the two or three characteristic fingerprints. In the acquisition
of RSS and CSI, we use of a fixed device to prevent human
error caused by jitter data.
4.1. Experiment Scenarios. In our experiment, the training
spots are evenly distributed in the entire room and the test
spots are randomly chosen. TL-WR742N routers work as
the transmitters, while a Dell E6410 equipped with an Intel
Wi-Fi Link 5300 NIC is used as the mobile device in both
the training and the positioning phases. We also modify the
driver as in [19] to collect the raw CSI values. We evaluate
the system in two typical indoor environments: a computer
laboratory and a meeting room.
4.1.1. Computer Laboratory. The floor plan of the computer
laboratory is shown in Figure 2(a). Four APs are deployed at
the four corners. In the training phase, the RSS and the CSI

4.2. Optimal Weight. We first consider the impact of the
weight of Fusion 1 in two experiment environments. We
know that the sum of the two weights equals 1. Without
loss of generality, we choose the weight 𝑤𝑐 as the system
parameter to evaluate the localization performance. Through
the experiment, we obtain the optimal weight so as to get the
minimum positioning error.
The results are plotted in Figure 3. We can see that when
0.5< 𝑤𝑐 <0.8, the localization error can reach the minimum.
𝑤𝑐 is too large or too small, and the localization accuracy
decreases. Specifically, when 𝑤𝑐 is too large, the position
where the Horus is obtained with higher accuracy may not be
selected. In extreme cases, the final position of the test point is
the result of FIFS. When 𝑤𝑐 is too small, it is not conductive
to use the stability of CSI, which can make the localization
accuracy increase.
It also can be observed that when 𝑤𝑟 < 𝑤𝑐 , the overall
positioning performance is high. This also indicates that
the overall positioning effect of FIFS is better than that of
the Horus method. When the proportion of FIFS is higher
than that of the Horus method, method one can achieve
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better positioning accuracy. Figure 4 plots the CDFs of the
localization errors under different 𝑤𝑐 in two experiment
environments. As shown in Figure 4(a), when 𝑤𝑐 = 0.7, 80%
of the test spots have an error under 1.6m. However, when 𝑤𝑐
= 0.9 and 0.1, the distance errors of the 80% spots enlarge to
2m and 2.3m, respectively. Similar trend can be observed in
Figure 4(b). We can conclude that 𝑤𝑐 = 0.7 is beneficial to
improving the positioning accuracy.
4.3. Optimal Radius. In this section, we consider the influence of system parameter R, which is set in Fusion 2 method.
R is a system parameter which is used in calculating
each alternative reference point degree. The setting of R
has a great influence on the size of the reference point
degree and affects the selection of the reference point degree,

which determines the positioning performance. Through
the experiments, we determine the interval that makes the
positioning performance of fusion localization algorithm the
best.
Figure 5 shows the mean distance error for the fusion
localization method along with the curve of the R change in
the two experimental scenarios. We can see when 𝑎 ≤ 𝑅 <
√2𝑎, the positioning error can reach the minimum. When R
is too large, centered on an alternative reference point with
a radius R, this will increase the degree of reference points
that are themselves at the edges, so that reference points that
should not be selected may be used as the location of the point
to be measured. In extreme cases, when R is the length of the
entire region boundary, all alternative reference points will be
three for a group to be the final reference point set of points
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Table 1: Mean distance error.

Mean Distance Error (m)

1.6

Method
Horus
Meeting room 1.50(±0.9)
Laboratory
1.90(±0.9)

1.2

0.8

0.4

0.0
a ≤ R < 2a

2a ≤ R < 2a

2a ≤ R < 5a

Meeting Room
Laboratory

Figure 5: The mean distance error under the different indoor
environments.

to be measured, so it cannot make full use of the feature that
filters the reference points by calculating the size of degree,
thus affecting the positioning accuracy.
In addition, when R is too small, it will make the degree
size of the reference points with no difference, so that it is
not easy to distinguish which alternative reference points
should be selected for calculating the position of points to
be measured. In the extreme case, as R is too large, it cannot
make full use of the feature that filters the reference points by
calculating the size of degree, thus affecting the positioning
accuracy. So, whether too large or too small, the positioning
effect will have a negative impact.
Figure 6 shows the boxplots of Fusion 2 localization
errors under the different R. As shown in the figure, when
√2𝑎 ≤ 𝑅 < 2𝑎, the positioning errors of more than 75% test
points are less than 1.2m, but when 2𝑎 ≤ 𝑅 < √5𝑎 and 𝑎 ≤
𝑅 < √2𝑎, in case of having the same number of test points,
the positioning error-free range was expanded to 1.5m and
2m. The same trend is seen in Figure 6(b). These results show
that R is not too large and too small in actual deployment.
Based on our results in two experimental scenarios, Fusion 2
can achieve better positioning performance when R is set to
√2𝑎 ≤ 𝑅 < 2𝑎.
4.4. Localization Performance of Fusion 1. In this subsection,
we conduct the performance comparison tests among Horus,
FIFS, and Fusion 1. We consider the situation of 𝑤𝑐 = 0.7 and
give the mean distance error and the cumulative distribution
(CDF) of the localization error, respectively.
4.4.1. Mean Distance Error. Figure 7 gives the mean distance
error obtained by three methods in the two representative
scenarios. As shown in the figure, in the meeting room,
Fusion 1 achieves the median accuracy of 1.2m, which
outperforms FIFS and Horus by more than 0.2m and 0.4m,
and the gain is about 14% and 25%. Moreover, in the computer

FIFS
1.30(±0.8)
1.60(±0.7)

D-CSI
0.90(±0.4)
1.42(±0.6)

Fusion 2
0.80(±0.4)
1.30(±0.6)

laboratory scenario, the mean accuracy of our approach is
1.4m, which is about 12.5% and 23% gain compared with FIFS
and Horus, respectively.
In addition, the standard deviation of the localization
error of each method is given in Figure 7. From the two
experimental scenarios, we find that Horus has the largest
standard deviation, which shows that there is a big difference
among the test spots. Fusion 1 has the minimum standard
deviation. This shows that the difference of the localization
error becomes smaller and more stable after fusing RSS and
He.
4.4.2. CDF of Localization Error. Figure 8 plots the CDFs
of the localization errors in the meeting room and the
computer laboratory, respectively. As shown in Figure 8(a),
for over 80% of the test spots, the errors of Fusion 1 are less
than 1.6m. However, FIFS and Horus have the localization
errors of 2.1m and 2.4m under the same experimental
conditions.
As shown in Figure 8(b), in this more complex wireless
signal environment, the median error of three methods is
under 1.8m. However, for over 80% of the test spots, the
error of Fusion 1 is 1m and 0.5m lower than Horus and FIFS,
respectively.
4.5. Localization Performance of Fusion 2. In this subsection, we conduct the performance comparison tests between
Fusion 2 and the existing works that used a single feature,
such as Horus, FIFS, and D-CSI. We consider the radius
varying from √2𝑎 to 2a. We give the mean distance error
and the cumulative distribution function of localization error
of the four localization schemes in the two representative
scenarios.
4.5.1. Mean Distance Error. Table 1 gives the mean distance
error obtained by Fusion 2, Horus, FIFS, and D-CSI. As
shown in the table, in the meeting room, Fusion 2 achieves the
median accuracy of 0.8m, which outperforms D-CSI, FIFS,
and Horus by more than 0.1m, 0.5m, and 0.7m, and the gain
is about 11%, 38%, and 47%, respectively. Moreover, in the
computer laboratory scenario, where there exists abundant
multipath, the mean accuracy of our approach is 1.3m, which
is with about 7%, 18.5%, and 31% gain compared with D-CSI,
FIFS, and Horus, respectively.
In addition, the standard deviation of the localization
error of each method is given in Table 1. From the two
experimental scenarios, we find that Horus has the largest
standard deviation, which shows that there is a big difference among the test spots. Fusion 2 has the minimum
standard deviation. This shows that the difference of the
localization error becomes smaller and more stable after
fusing RSS, He, and Hp. Therefore, Fusion 2 is suitable
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spots, the error of Fusion 2 is 0.5m lower than D-CSI; the
error of FIFS is 0.3m lower than Horus.
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Figure 7: Mean distance error.

for applications that require smaller jitter of localization
results.
4.5.2. The Cumulative Distribution Function of Localization
Error. Figure 9 plots the boxplots of the localization errors in
the meeting room and the computer laboratory, respectively.
As shown in Figure 9(a), for over 80% of the test spots, the
errors of Fusion 2 are less than 1.1m. However, D-CSI, FIFS,
and Horus have the localization errors of 1.2m, 2.1m, and
2.4m under the same experimental conditions. All of the
Fusion 2 test spots have an error under 1.3m, while only about
85%, 60%, and 40% of the D-CSI, FIFS, and Horus test spots
have the same localization accuracy.
As shown in Figure 9(b), in this more complex wireless
signal environment, Fusion 2 and D-CSI have a distance error
of 1.4m for 50% of the test spots. Meanwhile, the median error
of FIFS and Horus is 1.6m. However, for over 80% of the test

This paper proposes a multiple feature based indoor localization scheme that uses RSS and CSI information extracted
from the commercial off-the-shelf Wi-Fi NICs. Firstly, we
propose a weighted fusion scheme that can quickly obtain
the location of mobile user while improving the localization accuracy. In order to further improve the positioning
accuracy, we propose a three-feature fusion method that
first gets the summation of the received signals (He) and
the distribution of the subcarriers (Hp) from the CSI value.
Then, a set of candidate reference points is obtained using
the localization method of each fingerprint feature. Finally,
according to the degree of each reference and the principle of
triangle minimization, we find the best three reference points
and take the centroid as the target location. The proposed
method is evaluated in two typical indoor environments and
is compared with the existing work. The results show that
our scheme achieves better performance under the different
scenarios.
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The wireless local area networks (WLANs) have been widely deployed with the rapid development of mobile devices and have
further been brought into new applications with infrastructure mobility due to the growth of unmanned aerial vehicles (UAVs).
However, the WLANs still face persistent challenge on increasing the network throughput to meet the customer’s requirement and
fight against the node mobility. Interference is a well-known issue that would degrade the network performance due to the broadcast
characteristics of the wireless signals. Moreover, with infrastructure mobility, the interference becomes the key obstacle in pursuing
the channel capacity. Legacy interference management mechanism through the channel access control in the MAC layer design of
the 802.11 standard has some well-known drawbacks, such as exposed and hidden terminal problems, inefficient rate adaptation,
and retransmission schemes, making the efficient interference management an everlasting research topic over the years. Recently,
interference management through exploiting physical layer mechanisms has attracted much research interest and has been proven
to be a promising way to improve the network throughput, especially under the infrastructure mobility scenarios which provides
more indicators for node dynamics. In this paper, we introduce a series of representative physical layer techniques and analyze how
they are exploited for interference management to improve the network performance. We also provide some discussions about the
research challenges and give potential future research topics in this area.

1. Introduction
With the rapid development of mobile devices, the wireless
local area networks (WLANs, often called Wi-Fi networks)
have been widely deployed in various places, from home
to office, restaurants, clubs, etc., due to its acceptable performance and easy-to-deploy characteristics [1]. Currently,
the growth of unmanned aerial vehicles (UAVs) brings these
networks into new applications with infrastructure mobility,
where the access point (AP) is mobile to alleviate some unpredictable problems, such as natural disaster and poor coverage.
However, the WLANs still face a continual challenge on the
channel capacity owing to the huge amount of mobile data
traffic. As forecast by the Cisco Visual Networking Index [2]
(VNI), the global mobile data traffic will increase sevenfold

from 2016 to 2021, and about 50% of the traffic will be
offloaded to WLANs.
Actually, the IEEE task group has made great efforts on
throughput improvement in WLANs through the evolution
of the 802.11 standards in the past twenty years. From
1997 when the base version of IEEE 802.11 standard which
supports 1/2 Mbps data rate was released, a series of 802.11
standards have been released to increase the physical layer
data rate. 802.11b and 802.11a/g increase the data rate of single
stream up to 11 Mbps and 54 Mbps, respectively, through
exploiting higher-order modulations; 802.11n and 802.11ac
increase the data transmission rate up to 600 Mbps and
>6 Gbps, respectively, through further exploiting the Multiple
Input and Multiple Output (MIMO) technique. Now an
upcoming 802.11ax aims to achieve up to 10 Gbps data rate
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and is expected to be released in 2019. However, there is a
huge gap between the physical layer data rate and the network
throughput [3], which is mainly due to the inefficient channel
access mechanism for interference management in wireless
mobile networks.
Interference is well known to degrade the network
throughput due to the broadcast characteristics of the wireless signals. Theoretically, the interference occurs when the
received signal’s Signal to Interference and Noise Ratio
(SINR) is below a required threshold. The problem will be
even worse under the infrastructure mobility scenario as
the mobile APs may lead to the dynamic change of the
received signal power. The 802.11 family recommends the
carrier sense multiple access (CSMA) mechanism in the
MAC layer to manage interference. A transmitter can proceed
its transmission only when it determines that the channel
is idle; otherwise, it should keep silent until the channel
becomes idle to avoid interference. This mechanism is simple
but inefficient, as it has the following well-known drawbacks
which may result in low network performance: (1) it may fail
to avoid interference effectively due to the hidden terminal
problem, where a node will interfere with an ongoing link
as it cannot sense the data transmission from the transmitter
but can interfere with the data reception at the receiver; (2)
it may prohibit concurrent transmissions of noninterfering
links due to the exposed terminal problem, where a node is
prohibited to transmit signals as it can hear the data transmission from the transmitter, although it will not interfere
with the data reception at the receiver; (3) it may be unable
to transmit packets in the optimal data rate according to
the actual channel situations, while data can certainly be
transmitted at a higher rate when the wireless channel is
better; (4) it has an inefficient retransmission scheme when
a data packet is not detected correctly, as it makes the whole
data packet retransmitted although a large partial of this
packet can be detected correctly. The above listed drawbacks
would degrade the network performance to a great extent in
some situations and thus motivate the researchers to work on
more effective interference management mechanisms.
Exploiting physical layer techniques is a promising way
to manage interference from one or more of the above
four aspects and has attracted much research interest in the
recent decade. The benefits brought by the physical layer
techniques, such as interference resistance and real-time
channel estimation, inspire a new way for designing high
efficient channel access mechanisms, especially under the
infrastructure mobility situations. This paper will present
a series of physical layer techniques and investigate how
they are exploited for interference management, as shown in
Figure 1. Cross correlation has the high interference-resistant
characteristic and can tolerate the collision of control or
data packets to some extent; it is always utilized to combat
the exposed and hidden terminal problems or reduce the
coordination overhead. SoftPHY provides each received bit’s
physical layer confidence to the upper layer [4], so as to
determine which bits need to be retransmitted and what
the optimal data rate would be. Successive interference
cancellation (SIC) makes a strong interfered signal detected
at first to recover an inferior strong signal, if the SINR is
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above the threshold after subtracting the strongest one [5];
it is mainly utilized to increase concurrent transmissions.
Rateless coding aims to make the signal with fixed coding
and modulation schemes decoded at any SNR environments,
through making the signal transmitted multiple times and
combining them at the physical layer of the receiver effectively, thus achieving an optimal data rate [6]. Some physical
layer unique features are also exploited to design high
efficient interference management mechanism; for example,
the redundancy design for communication is commonly
utilized to convey the coordination information, assisting in
avoiding interference, increasing concurrent transmissions,
or reducing coordination overhead.
Although with demonstrated high performance through
hardware experiments or simulations, the adoption of these
techniques represents some major challenges in current wireless networks, especially the high computational overhead
in signal process, inflexible MAC layer design due to the
scenario limitation of the techniques, etc. This survey will also
investigate the challenges of each physical layer technique
when applying to real networks for interference management.
The rest of this paper is organized as follows: Section 2
gives an overview of the IEEE 802.11 family, including its
physical layer and MAC layer specifications. Section 3 discusses the problems in the legacy channel access mechanism
recommended by the IEEE 802.11 MAC. Section 4 surveys
a series of physical layer techniques and how they would
be applied for interference management. Section 5 discusses
advantages and limitations of each kind of interference
management mechanisms and also puts forwards some future
directions in this research area. Section 6 concludes this
paper.

2. Review of IEEE 802.11 Standard
This section will briefly introduce the standards in the IEEE
802.11 family, including the physical layer (PHY) and MAC
specifications.
2.1. The IEEE 802.11 PHY Specification. In the past twenty
years, the IEEE 802.11 task group has made great efforts to
increase the data rate of wireless devices through the physical
layer evolutions.
As shown in Table 1, the 802.11 base version was released
in 1997, which specifies two data rates of 1/2 Mbps working
in the 2.4 GHz frequency band and uses the Direct-Sequence
Spread Spectrum (DSSS) and Frequency Hopping Spread
Spectrum (FHSS) as the modulation types. After that, they
released a series of 802.11 standards to increase the physical
layer data rate. In 1999, 802.11a, which operates in the
5 GHz frequency band and uses the Orthogonal Frequency
Division Multiplexing (OFDM) as the modulation type, was
introduced to enhance the data rate to 54 Mbps. In the
same year, 802.11b, which operates in the same frequency
band and uses the same modulation technique with the
base version, was also introduced to support up to 11 Mbps
data rate. Due to its dramatic throughput increase and the
similar PHY technique compared with the base version, the
802.11b becomes the definitive WLAN technology. In 2003,
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Table 1: IEEE 802.11 standards for throughput improvement.
Release Time

Maximum Data
Rate

Frequency
Band (GHz)

Bandwidth
(MHz)

802.11-base
version

Jun. 1997

2 Mbps

2.4

20

802.11b

Sep. 1999

11 Mbps

2.4

20

802.11a

Sep. 1999

54 Mbps

5

20

802.11g

Jun. 2003

54 Mbps

2.4

20

802.11n

Oct. 2009

600 Mbps

2.4 & 5

20, 40

802.11ac

Dec. 2013

6.933 Gbps

2.4 & 5

20, 40, 80, 160

802.11ax

Approx. 2019

>10 Gbps

<6

----

Version

Modulation
BPSK, QPSK
DSSS, FHSS
BPSK, QPSK
DSSS (CCK)
BPSK, QPSK, 16-QAM,
64-QAM
OFDM
BPSK, QPSK, 16-QAM,
64-QAM
OFDM, DSSS
BPSK, QPSK, 16-QAM,
64-QAM
OFDM, MIMO
BPSK, QPSK,
16-QAM, 64-QAM,
256-QAM
OFDM, MIMO,
MU-MIMO
BPSK, QPSK, 16-QAM,
64-QAM,
256-QAM, 1024-QAM,
OFDM, MIMO,
MU-MIMO, OFDMA

Medium Access Control through Exploiting
Physical Layer Techniques

Physical Layer
Techniques:

Targets:

Cross
Correlation

Avoid Interference &
Exploit Concurrency

SoftPHY

SIC

Reduce Coordination
Overhead

Rateless
Coding

Rate
Adaptation

Exploit Physical
Unique Feature

Efficient
Retransmission

Figure 1: The classification of interference management mechanisms through exploiting physical layer techniques in WLANs.

the IEEE task group released 802.11g, which uses OFDM as
its modulation technique (the same as 802.11a), and finally
achieves up to 54 Mbps data rate in the 2.4 GHz band. It is
always regarded as an extension of 802.11b.
The utilizing of Multiple Input and Multiple Output
(MIMO) antennas substantially improves the spectral efficiency and finally improves the physical data rate of WLANs.
In 2009, 802.11n, the first standard which supports MIMO,
was ratified to support up to 600 Mbps data rate through
four spatial streams and 40 MHz wider bandwidth. The latest
released version is 802.11ac, which increases the data rate
to >6 Gbps through 160 MHz wider bandwidth, eight spatial
streams, higher-order 256-QAM modulation, and MultiUser MIMO (MU-MIMO). The upcoming 802.11ax, which
is currently in an early stage of development, is predicted to

achieve >10 Gbps data rate, through further introducing the
Orthogonal Frequency Division Multiple Access (OFDMA)
technique and the higher-order 1024-QAM modulation.
To illustrate the evolution of the physical layer process
in WLANs more clearly, we show its basic diagram at the
transmitter side, as shown in Figure 2. The receiver has
the reverse processes. The components with dashed lines,
including spreader, OFDM modulator, and MIMO encoder,
are optional for specific 802.11 standard which supports the
corresponding functions.
2.2. The IEEE 802.11 MAC Specification. Although the physical layer techniques have been updated to higher-order
modulations, wider bandwidth and MIMO to increase the
data rate, the interference management process which is
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Figure 2: The basic diagram of the physical layer process at the transmitter in WLANs. The receiver has the reverse process.
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Figure 3: The basic access mechanism in DCF.

defined in the MAC layer of the 802.11 base version has only a
little change along with the update of the standards. The 802.11
MAC recommends two kinds of coordination functions for
interference management: a distributed mechanism called
Distributed Coordination Function (DCF) and a centralized
mechanism called Point Coordination Function (PCF). DCF
is widely deployed in current WLANs, while PCF is not
implemented in most devices as it is not part of the Wi-Fi
Alliance’s standard.
DCF further contains two mechanisms: a physical carrier sense mechanism called carrier sense multiple access
(CSMA) and a virtual carrier sense mechanism called
RTS/CTS. Both of them are designed to reduce the collision
probability in a distributed way when multiple nodes access
the same channel.
The CSMA and RTS/CTS follow the same basic channel
access mechanism, as shown in Figure 3. Before transmitting,
a sender first senses the medium to determine whether the
channel is available; if the channel is determined to be busy
when a nearby node is transmitting a signal, the sender
should defer its transmission until the channel is available
again to avoid interfering with the ongoing link. When the
channel is idle for a DIFS (distributed interframe space)
period, the node shall generate a random backoff period for
an additional deferral time before transmitting. The backoff
period is decremented along with the time when the channel
stays idle and is suspended otherwise. Only when the backoff
period expires can the node transmit its signal.
When the backoff expires, the two channel access mechanisms have different operations. CSMA makes the node
transmit its data packet immediately, while RTS/CTS utilizes
the exchange of the RTS and CTS frames to reserve medium
for the following data transmission, through the NAV value
carried in both frames; all the neighboring nodes that receive
the RTS or CTS frame will keep silent during the NAV time to
avoid interfering with this data transmission. For both mechanisms, the receiver should reply an acknowledgment (ACK)
after receiving the data packet; the transmitter determines the
data transmission to be successful only if it detects the ACK
from the receiver; otherwise, it will retransmit this packet.

AP
Station 1

Station 2

Coverage area of Station 1
Coverage area of AP

Figure 4: A scenario of the hidden terminal problem.

3. Problems in Legacy Channel Access
Mechanism
In this section, we will give detailed description of four
problems in current channel access mechanism.
3.1. The Hidden and Exposed Terminal Problems. CSMA has
a serious hidden terminal problem which induces collisions,
as it uses the channel situation at the transmitter side to
determine that at the receiver side, which process is always
improper in the real networks. As shown in Figure 4, when
Station 1 is transmitting a data packet to the AP, Station
2 may determine that the channel is idle as it is far from
Station 1 and out of its coverage area, it shall transmit signal
simultaneously. This transmission will interfere with the AP’s
data reception from Station 1, making it not detect the data
packet correctly. RTS/CTS is proposed to mainly solve this
problem through the CTS frame transmitted by the receiver.
According to the RTS/CTS mechanism, as Station 2 can
receive the CTS frame transmitted by AP, it will keep silence
during this transmission, thus avoiding inducing collisions.
However, both CSMA and RTS/CTS have the exposed
terminal problem which prohibits concurrent transmissions.
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Station 1
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AP2

AP1

Coverage area of AP1
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Figure 5: A scenario of the exposed terminal problem.

As shown in Figure 5, when AP1 is transmitting a data packet
to Station 1, Station 2 which is near to AP1 is prohibited to
transmit signals to AP2 simultaneously as it determines the
channel is busy, although the data packet transmissions of
these two links have no mutual interference.
3.2. The Coordination Overhead. There are two main kinds
of coordination overhead in the 802.11 standard that may
degrade the network throughput significantly: the backoff
and the control frames’ transmission overhead.
As shown in Figure 3, the backoff time will obviously
induce a large amount of overhead as the nodes should wait
for a long time before transmission, especially in the case
when multiple nodes conduct the backoff simultaneously. In
addition, a failure data transmission will lead to exponential
increase in the backoff period and thus further increase the
overhead. Researchers have pointed out that backoff leads to
more than 30% throughput degradation in the 802.11b system
[7], and the results would be even worse in the higher data rate
situation [8].
The RTS, CTS, and ACK control frames’ transmissions
also induce too much overhead to the system, especially in
the situation of the high data packet transmission rate, as
the RTS and CTS are still transmitted at the lowest rate. For
this reason, the current widely used mechanism is CSMA but
not the RTS/CTS, although RTS/CTS can solve the hidden
terminal problem efficiently.
3.3. Rate Adaptation Problem. The 802.11 standard recommends a set of data transmission rates which are related to
different modulations, coding types, and number of spatial
streams for MIMO. Table 2 lists the eight data rates supported
by 802.11a as an example. Due to the different required SNR
threshold for each data rate, it is easy to understand that optimizing the data transmission rate according to the channel
quality can significantly improve the network throughput.
The 802.11 standard does not give any recommendation for
the rate adaptation process, leaving it an open research topic
till now.
3.4. Low Efficient Retransmission. According to the DCF
process, the transmitter determines the data transmission to
be successful only if it detects the ACK from the receiver;

Table 2: Data rates supported by 802.11A.
Data rate
(Mbps)

SNR threshold
(dB)

Modulation
scheme

Coding rate

6

6.02

BPSK

1/2

9

7.78

BPSK

3/4

12

9.03

QPSK

1/2

18

10.79

QPSK

3/4

24

17.04

16-QAM

1/2

36

18.80

16-QAM

3/4

48

24.05

64-QAM

1/2

54

24.56

64-QAM

3/4

otherwise, it will retransmit the whole data packet. However,
as observed by researchers that the wireless channel often
induces errors to only a few bits of a packet [4], retransmission of the entire packet is wasteful as the correct bits are
transmitted for multiple times. How to organize the incorrect
bits and make them retransmitted effectively also attracts
much research interest.
3.5. Discussion. There has already been a great amount of
research on solving one or more of these problems to improve
the network throughput through upper layer design, such
as constructing an interference map to solve the exposed
and hidden terminal problems [9], scheduling the data
transmissions centrally to reduce the coordination overhead
[10], adapting the transmission rate through observing either
the packet loss rate or the SNR at the receiver side [11], etc.
However, the mechanisms through exploiting physical layer
techniques become more promising in recent years, which
will be described in the following part.

4. Survey on Interference
Management through Exploiting Physical
Layer Techniques
In this section, we will investigate a series of physical
layer techniques and how they are explored for interference
management in wireless networks, as shown in Figure 1.
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Figure 6: When a known sequence 𝑥𝑘𝑛 is in the received signal 𝑦 at the position Δ 0 , the correlation results between 𝑦 and 𝑥𝑘𝑛 will have a
peak value at Δ 0 , while those at other positions will have small values.

4.1. Cross Correlation. The technology of cross correlation
has been proposed for many years, and it has already been
used in WLANs in the preamble synchronization and the
DSSS modulation process when the 802.11 standard was
established in 1997. However, it begins to be utilized for the
purpose of interference management in WLANs only from
about 2008.
4.1.1. Introduction of Cross Correlation. In the communication systems, cross correlation is commonly used to search
for a known transmitted sequence in the received signal.
According to the digital communication, a wireless signal is
represented as a stream of complex samples, and a received
signal 𝑦[𝑛] is different from the transmitted one 𝑥[𝑛] in
amplitude, frequency, and phase, due to the channel attenuation, multiple path, the difference in the oscillator, and so
on. Their relationship is always represented as 𝑦[𝑛] = 𝐻 ⋅
𝑥[𝑛]𝑒𝑗2𝜋𝛿𝑓 𝑇+𝜃0 , where 𝐻 is the amplitude attenuation factor,
𝛿𝑓 is the frequency offset, 𝑇 is the sampling period, and 𝜃0 is
the initial phase offset. When a node receives a signal 𝑦[𝑛] and
intends to figure out whether a known sequence 𝑥𝑘𝑛 [𝑖] (𝑖 =
{1, . . . , 𝐿}) is received, it will calculate the correlation results
between 𝑦 and 𝑥𝑘𝑛 at each position of 𝑦, through the equation
𝑅[Δ] = ∑𝐿𝑘=1 𝑥𝑘𝑛 [𝑘] ⋅ 𝑦[Δ + 𝑘]. As an example shown in
Figure 6, the value of 𝑅[Δ] will be very small except that at
the position Δ 0 , where 𝑥𝑘𝑛 begins to appear.
4.1.2. Survey on Cross Correlation. This technology has been
utilized to both combat the exposed and hidden terminals
and reduce the coordination overhead.
(i) Avoid Interference and Exploit Concurrency. Many current
strategies leverage the technology of cross correlation to
recover the control information under interferences so as to
coordinate between nodes [12–17]. In these protocols, authors
carefully design some known symbol sequences to convey
the control information and conduct the cross correlation
between the received signal and the known sequences to
determine which sequence is received, so as to obtain the control information under interferences, as shown in Figure 7.
CSMA/CN [13] attempts to implement the similar
CSMA/CD (carrier sense multiple access/collision detection,

xkn
C1
Other signal

Figure 7: A scenario of permitting the control frame C1 collided
by other signals. The known sequence 𝑥𝑘𝑛 here is C1 which can
be detected correctly through cross correlation. Researchers exploit
this method to reduce the control frames’ transmission overhead,
increase concurrent transmissions, and avoid interference more
efficiently.

a well-known collision avoidance mechanism in the wired
networks) to wireless networks. During a data packet reception, it makes the receiver transmit a collision notification
information immediately when a collision occurs, through
utilizing the correlated symbol sequences. The transmitter
can then detect this sequence correctly under strong interference and abort the transmission instantly to avoid further collisions. 802.11ec [15] exploits the cross correlation to accomplish the control frames’ transmissions. Comparing with the
802.11 standard, this protocol uses three kinds of known
sequences to convey the RTS, CTS, and ACK information.
As the known sequences can tolerate strong interferences,
and the duration of these sequences is much less than that
of the corresponding packets, this protocol can improve the
network throughput through both avoiding collisions and
reducing the transmission overhead of the control frames.
RTS/S-CTS [14] presents a symbol-level detection mechanism to combat both the CTS collision problem and the
remote hidden terminal problem, as the symbol sequences
that carry useful information in the new S-CTS packet can
be detected in very low SINR and SNR environments. IRMA
[16] proposes to solve the exposed terminal problem through
exploiting this technology. It designs a physical layer mechanism, called signature detection, to combat the CTS/ACK
collisions at the transmitter side. It also designs new mechanisms in the MAC layer to differentiate the interfering and
noninterfering links. Both mechanisms collaborate to exploit
concurrent transmissions and avoid interference.
Some other researchers exploit this technology to recover
the collided data signal. The first work is Zigzag [18], as shown
in Figure 8. It focuses on the uplink transmissions from
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Figure 8: A scenario of detecting two collided data packets P1 and
P2. This is a classical scenario of Zigzag, which lets the collided
signals be transmitted again. The known sequence 𝑥𝑘𝑛 here is the
collision-free or detected chunks. Zigzag first decodes the collisionfree chunk 1 of P1 in the first reception, subtracts it in the second
reception to decode chunk 2 of P2, then subtracts chunk 2 to
decode chunk 3 in P1, etc. Through this way, it iteratively decodes
both packets, thus solving the hidden terminal problems shown in
Figure 4.

clients to AP and lets the collided signals be transmitted again
for decoding. As these collisions have different interferencefree blocks, it then exploits this collision diversity to bootstrap
its decoding. Figure 8 can be extended to 𝑛-collided packets
scenario. This method can solve the hidden terminal problem
and achieve the same throughput as if the colliding packets
were scheduled in a TDMA way. Symphony [19] extends the
idea of Zigzag in the multiple-AP scenarios through utilizing
the wired backbone among APs. It encourages collisions of
packets transmitted from clients to APs and cooperatively
decodes all the packets through the Zigzag-like process. This
kind of idea has also been extended to some other scenarios,
such as the wireless cooperative relay in DAC [20] and
efficient broadcasting in Chorus [21].
(ii) Reduce Coordination Overhead. Researchers also exploit
this technology to reduce the coordination overhead in
backoff. The semidistributed backoff (SDB) algorithm in [22]
is proposed to make nodes perform the receiver side backoff.
Using SDB algorithm, they design a MAC protocol SemiDCF, which exploits the collision detection capability of
receivers for disseminating information on optimal backoffs
to the contenders using signature vectors, so as to migrate
backoff from random to deterministic and largely reduce
the backoff time in 802.11 standard. CWM [23] exploits
collision tolerance mechanism to reduce the backoff time
and improve the channel utilization in the wireless networks.
Upon detecting a collided signal from multiple senders,
the receiver obtains the senders’ IDs through exploiting the
correlatable preamble in the physical layer and then allocates
each sender a different timeslot so that the senders can
transmit their data packets one after another in the following
time, without mutual interference.
4.2. SoftPHY
4.2.1. Introduction of SoftPHY. The SoftPHY was first introduced in [24] to provide PHY-independent hints about the
PHY’s confidence in each bit to the upper layer, so as to determine which bits need to be retransmitted. As shown in Figure 9(a), the basic idea of SoftPHY is to calculate the distance
𝜑 between the received signal’s constellation point 𝑦𝑖 and the
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corresponding theoretical point 𝑎𝑖 ; that is, 𝜑𝑖 = 𝐾𝑐 ⋅ ‖𝑦𝑖 − 𝑎𝑖 ‖,
where 𝐾𝑐 is a constant factor related to the modulation type.
The SoftPHY is designed to be suitable with the real communication systems, where redundancy is added through
coding to make the data transmission more robust to the
interference existing in the wireless channel. That means the
node maps each 𝑏-bit string to a 𝐵-bit codeword 𝐶𝑖 (𝑏 < 𝐵),
while the codeword is selected from a codebook {𝐶𝑖 , . . . , 𝐶𝑀}.
The 𝐵-bit codeword will be transformed to 𝐵/𝑘 symbols after
modulation process, where 𝑘 indicates the number of bits
per symbol and is decided by the modulation type. Then the
SoftPHY hint for any 𝐵-bit codeword is 𝜑 = ∑𝐵/𝑘
𝑖=1 𝜑𝑖 . The
codeword with a larger 𝜑 value is determined to be detected
correctly with higher probability and higher confidence.
4.2.2. Survey on SoftPHY. This technology has been mainly
utilized either to increase the retransmission efficiency or for
rate adaptation.
(i) Efficient Retransmission. Through observing that current
wireless protocols make all the data packet retransmitted
even when detecting a small number of bit errors, authors
in [24] propose partial packet recovery (PPR) based on the
SoftPHY interface to improve the retransmission efficiency.
PPR contains a link-layer protocol design which permits
a receiver to encode a retransmission request, so that the
transmitter will only retransmit the bits with low confidence.
It also contains a postamble scheme which can be utilized to
recover the packet in a “roll back” way when the preamble is
collided, so as to further improve the network throughput.
(ii) Rate Adaptation. Different from PPR [24] where SoftPHY
is utilized to estimate the confidence of symbols for retransmission determination, SoftRate [25] begins to exploit the
SoftPHY hints to estimate the BER of a received frame for rate
adaptation. Nodes use this BER estimation to pick up optimal
bit rates for the next frame transmission and thus achieve
the rate adaptation on the frame level. This mechanism can
rapidly respond to the varied channel conditions. It can
also identify whether the changes in the BER estimation are
induced by interference and only apply rate adaptation in the
situation of channel errors. However, authors in [26] point
out that it is very hard for one node to directly jump to
the best rate according to the BER estimation. They propose
AccuRate to “replay” the signal dispersion in the channel
on all possible rates and select the data rate which achieves
optimal throughput. This “replay” action is simulated at the
receiver and there is no need for the transmitter to transmit
signals each time. AccuRate can outperform SoftRate at the
expense of implementation complexity.
Authors in [27] utilize Log-Likelihood Ratio (LLR) estimation to determine the confidence of each demodulated
bits and make those with low confidence retransmitted.
Meanwhile, they also leverage these low-confidence bits and
combine them from multiple failed transmissions by adding
up their LLR. All the results will be fed into the FEC
decoder to increase the decoding efficiency. Due to the lower
retransmission overhead in this mechanism, a higher data
rate can be selected to improve the channel capacity.
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Figure 9: An example of SoftPHY hint calculation under the QPSK modulation. For uncoded channel, the hint 𝜑𝑖 is calculated as the distance
between the received signal 𝑦𝑖 ’s constellation point and the decoded symbol 𝑎𝑖 ’s constellation point. For coded channel where a group of 𝑏
bits are coded to 𝐵 codeword, then modulated to 𝐵/𝑘 symbols, the SoftPHY hint is calculated for this 𝑏-bit stream, which is the sum of 𝜑𝑖 for
each symbol. The codeword with a larger 𝜑 value is determined to be detected correctly with a higher probability.

Recitation [28] exploits the SoftPHY-like idea at the
transmitter side. The authors observe that the wireless
physical layer is deterministic when the processes of signal scrambling, encoding, interleaving, and modulating are
known. Thus, before actual transmission, the transmitter can
“rehearse” every operation in the decoding process to predict
the received bits’ confidence, called error event probability
(EVP), based on which information, it then takes the best
action for the following data transmission through some
possible schemes such as unequal error protection, partial
packet recovery, and rate adaptation. The authors further
propose UnPKT [29] to add more FEC redundancies for the
bits with higher estimated EVP in the packet, so as to ensure
its decoding at the receiver side.

through subtracting 𝑦1 from 𝑦 if the following condition is
satisfied:
𝑦2
SINR2 (𝑦 − 𝑦1 ) =
≥ 𝛽.
(3)
𝑦 − 𝑦1 + 𝑤

4.3. SIC

(i) Avoid Interference and Exploit Concurrency. SIC is introduced in WLANs to mainly increase the channel capacity
through enabling more concurrent transmissions. Authors in
[5] first implement this technique in WLANs. Figure 11 gives a
simple example for its application, where three clients intend
to transmit their data packets to the AP. Different from the
802.11 standard which utilizes CSMA to avoid their mutual
interference, SIC permits their simultaneous transmissions
through carefully adjusting the transmission power to satisfy
the SIC decoding requirements. After receiving the collided
signal, the AP first decodes the packet 1 with the strongest
power and then reconstructs and cancels this packet from the
received signal; it then repeats this process to decode packet
2 and packet 3.
With a different opinion on SIC, authors in [30] investigate the throughput gain of SIC from the MAC layer
perspective. They point out that the network performance can
be improved through SIC only under some limit conditions
for the transmission data rate and the SNR requirements.
These conditions are so restrictive and hard to be satisfied,
making the gains of SIC not achievable in practical networks.
The idea of SIC has also been employed in [31–33]
to improve the network performance through Aloha-based
random access, where the transmissions are divided into
time slots, and each client randomly selects one slot for its

4.3.1. Introduction of SIC. The technology of successive interference cancellation (SIC) is one version of the interference
cancellation techniques which harness the data structure in
the interference to mitigate its harmful effect, thus improving
the channel utilization. SIC was first implemented in WLANs
since about 2008.
Suppose a received signal 𝑦[𝑛] contains two signals 𝑦1 [𝑛]
and 𝑦2 [𝑛] from different transmitters:
𝑦 [𝑛] = 𝑦1 [𝑛] + 𝑦2 [𝑛] + 𝑤 [𝑛] ,

(1)

where 𝑤[𝑛] indicates the Gaussian background noise.
Assume the signal strength of 𝑦1 is much stronger than
that of 𝑦2 , and
SINR1 =

𝑦1
≥ 𝛽,
𝑦2 + 𝑤

(2)

where 𝛽 is the SINR threshold to demodulate the signal.
In this situation, the signal 𝑦1 can be detected correctly
through the normal demodulation process. The demodulated
bit stream for 𝑦1 can be utilized to reconstruct its received
signal 𝑦1 . At this time, the signal 𝑦2 , whose SINR in the
received signal 𝑦 is obviously below 𝛽, can also be detected

Figure 10 illustrates an example of the SIC process in a
scenario when two signals are collided, and both signals can
be detected correctly through this process. The SIC process
can be extended to 𝑘 (𝑘 > 2) collided packets scenarios
theoretically.
4.3.2. Survey of SIC. This technology has been exploited to
increase concurrent transmissions or adapt optimal transmission rate.
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Figure 10: An example of SIC process when a node receives two signals 𝑦1 [𝑛] and 𝑦2 [𝑛] simultaneously, where the signal strength of 𝑦1 [𝑛]
is much stronger than that of 𝑦2 [𝑛]. The node first demodulates the strongest signal 𝑦1 [𝑛] and gets the corresponding transmitted bit stream
𝑥1 [𝑛]; it then reconstructs the ideal received signal 𝑦1 [𝑛] from 𝑥1 [𝑛] and subtracts 𝑦1 [𝑛] from 𝑦[𝑛] to get the second signal 𝑦2 [𝑛]; 𝑦2 [𝑛] is
finally fed into the same preamble synchronization and demodulation process to get the corresponding bit stream 𝑥2 [𝑛]. This scenario can
be extended to 𝑘 (𝑘 > 2) collided packets scenarios theoretically.
signal power
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Pr1
Pr2
Pr3
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(a) The scenario
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Figure 11: A simple example when SIC is applied in WLAN. The three clients transmit their data packets to the AP simultaneously. Through
adjusting the transmission power carefully, the receiving power of the three packets 𝑃𝑟1 , 𝑃𝑟2 , and 𝑃𝑟3 can satisfy the SIC decoding requirement,
making all the three packets decoded successfully.

data transmission. The SIC is applied to permit multiple
transmissions in each slot, and the decoding constraints are
satisfied through changing the clients’ transmission power,
data rate, etc.
ContraFlow [34] is a SIC MAC protocol designed for fullduplex wireless networks. Based on the integration of fullduplex and the CSMA/CA in the standard, it designs a duallink which enables two links to be proceeded concurrently to
both increase the spatial reuse and eliminate the hidden terminals. Contrabass [35] further exploits this technique in the
MIMO system to enable the channel training when a receiver
receives multiple packets from different transmitters. CSMA
𝑘-SIC [36] exploits the SIC in the distributed random access
protocols and makes a receiver capable of cancelling up to 𝑘
strongly interfering signals, through determining which links
can be scheduled and which interferers a receiver must cancel.
BASIC [37] applies this technique in the enterprise
WLANs. It utilizes the AP backbone to design an uplink
transmission strategy, which permits simultaneous transmissions from multiple clients to APs and controls the data rates
of the clients so as to collaboratively exploit the SIC mechanism at the APs to decode all the packets, through utilizing
the diversity of received signal across multiple receivers.

(ii) Rate Adaptation. The basic concept of SIC has also been
exploited with rateless coding to further improve the network
performance, such as Strider [6] and AutoMAC [38], which
will be discussed in the following part.
4.4. Rateless Coding
4.4.1. Introduction of Rateless Coding. Rateless coding has
been introduced for a long time, starting from the automatic
repeat request (ARQ) schemes. Its objective is to make the
signals with fixed channel coding and modulation schemes
decoded at any SNR environments. The first kind of practical
rateless codes is LT codes [39], which is designed for the
erasure channel where the transmission packets has some
probability to be lost. Raptor codes [40] are later introduced
to achieve a more computational efficient and capacity
achieving performance. For the AWGN channel, a “layered”
encoding and decoding manner [41] is proposed to combine
the original codes with fixed rate to generate a rateless stream.
One of the main challenges of rateless coding is to reduce
the processing complexity to make it more practical [42].
Some current works focus on designing practical rateless
codes or the corresponding up-layer protocols and make

10

Wireless Communications and Mobile Computing
Original data stream
1

M (block)
Parallel

2
x11

x1i

SIC process
x1L (symbol)

b1

Encode and subtract the decoded
block from the received packets

Decode one block through
treating others as noise

b2

Packet 1
Packet 2

bM
(block)

=

Linear combine

sL
s1
si
si = r1 x1i + r2 x2i + · · · + rM xMi

Packet M
Transmit
M times

→


yi = R→
xi + ni

b1
b2

R
→

xi

+ Noise

bM

Figure 12: The rateless coding scheme in Strider. The original data stream is divided into 𝑀 blocks, each with 𝐿 complex symbols. The 𝑀
blocks are linearly combined to form a new packet for transmission. The sender will create multiple packets using different linear combinations
and transmit them until the receiver can decode all the 𝑀 blocks. After receiving enough signals, the receiver first decodes the first block
through treating the other blocks as noise, then reencodes it, and subtracts it from the received signal to proceed the next block. It will repeat
this process until all the blocks are decoded.

implementations on the system testbeds to evaluate their
performance.
4.4.2. Survey of Rateless Coding. The aim of rateless coding
is to achieve optimal transmission rate under any wireless
environments.
Strider [6] is the first work that exploits rateless coding
in the WLAN-like scenarios and has been implemented on
system testbed. It designs a rateless coding technique and
combines it with SIC to permit concurrent transmissions of
multiple coded streams, thus achieveing an optimal data rate
in any SNR situation. As shown in Figure 12, the original
data stream is divided into 𝑀 blocks, each block with 𝐿
complex symbols. The 𝑀 blocks are linearly combined to
form a new packet for transmission. The sender will create
multiple packets using different linear combinations and
transmit them until the receiver can decode all the 𝑀 blocks.
After receiving these packets, the receiver first decodes the
first block through treating the other blocks as noise and
then reencodes it and subtracts it from the received signal to
proceed the next block. It will repeat this process until all the
blocks are decoded. Through this way, the sender can achieve
the optimal bit rate without knowing the channel states.
The authors further propose AutoMAC [38], a MAC
protocol for Strider to improve its efficiency. In Strider, the
number of rateless transmissions of each packet depends on
the SNR environments at the receiver side, which information
the transmitter does not know. AutoMAC makes the receiver
ACK the corresponding transmitter once it determines that
it has received enough number of signals to decode the
packet. The ACKed transmitter then goes to the next packet
transmission, without wasting the channel bandwidth.
Different from linear combination, spinal code [43]
exploits a pseudo-hash function to transform the original

data bits into encoded symbols. due to the sequential application of the hash function, this encoding process ensures
that two similar streams with even one-bit difference have
different coded sequences, thus more resilient to noise and bit
errors. The authors also exploit the sequential structure of the
encoding for the decoding process through a tree-searching
method. They demonstrate spinal code’s higher throughput
and its ability to be deployed practically through hardware
prototype.
RateMore [44] is a link-layer protocol design for rateless
codes to determine how much data needed to be transmitted,
so as to both guarantee the successful data decoding and
avoid wasting the transmission time. The sender learns the
decoding CDF (cumulative probability distribution function), which represents the probability distribution of the
number of symbols required to decode a packet, based on the
acknowledgment from the receiver. With both the decoding
CDF and the feedback delay, an optimal transmission schedule is derived to maximize the network performance.
PRAC [45] exploits the feature of rateless linear coding
to identify and recover the erroneous packet segments in the
partial packet recovery context. The transmitter continually
makes linear combination of 𝑘 original packets to create new
one for transmission. After receiving 𝑛 (𝑛 > 𝑘) packets, the
receiver begins to distinguish the erroneous symbols through
utilizing a designed scheme called algebraic consistency rule
check (ACR). For each symbol column, it iteratively conducts
the ACR check, a searching algorithm to identify correct symbols, and conducts the CRC check until the ACR check is satisfied. This mechanism reduces the retransmitted segments,
thus significantly improving the transmission efficiency.
4.5. Physical Unique Features. In this part, we will survey a
series of features in the OFDM modulation process exploited
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for interference management; meanwhile, some features in
other systems are also concluded.
4.5.1. Introduction of OFDM System. As shown in Figure 2,
OFDM is part of the digital modulation and demodulation
process in current 802.11 standard. An OFDM signal can be
described as a group of closely spaced modulated subcarriers,
which are orthogonal and will not interfere with each other
theoretically, as demonstrated in Figure 13(a). The OFDM
modulation process is shown in Figure 13(b); the modulated
data are first passed through the serial-to-parallel (S/P)
module to map the data in each subcarrier and then fed into
IFFT (Inverse Fast Fourier Transform) to output the timedomain OFDM symbol. Cyclic Prefix is inserted in this stage
to eliminate the intersymbol interference. The signal will
finally be output as a serial stream for the following process.
4.5.2. Survey on Exploiting OFDM Features. To manage interference efficiently, some known OFDM features are exploited
to avoid interference, increase concurrent transmissions, or
reduce the coordination overhead.
(i) Avoid Interference and Exploit Concurrency. hJam [46]
makes the control information attached to the data packet
for transmission, so as to reduce its transmission overhead.
It exploits a few of “clean” subcarriers which have no signal
except noise in the packet preamble to carry the control
information. It then proposes attachment coding to make the
control information transmitted in these “clean” subcarriers

of the data packet. As shown in Figure 14(a), the clean subcarriers are 2, 4, and 6, and the control information attached in
subcarrier 2 is 0101100. The receiver can determine there is an
attached signal on a subcarrier if it detects a relatively high
level energy on that subcarrier. After detecting the attached
signals, node can obtain the corresponding control messages.
Meanwhile, the data signal can be recovered through detaching the attached control signal from the received signal. The
authors further propose Attached-RTS [47] and FAST [48]
to solve the hidden terminal and exposed terminal problems
through exploiting the attached control information.
CPRecycle [49] exploits the redundancy in cycle prefix
of the OFDM PHY to mitigate interference. As shown in
Figure 14(c), the cycle prefix is a copy of a portion of the
following symbol in the tail, and it is used to eliminate the
intersymbol interference induced by the multipath propagation in the wireless channel. It is now well known to be
overprovisioned. For example, the 802.11 recommends the CP
duration to be 0.8 𝜇s for 20 MHz bandwidth, but in most cases
the multipath delay is only in the order of 𝑛𝑠 [50]. The authors
get a key observation that when a receiver performs FFT from
different positions in the redundancy cyclic prefix, the signal
demodulation will not be affected but the interference from
concurrent transmissions can be dramatically reduced. They
then design an algorithm to find the optimal starting position
to maximize the performance.
(ii) Reduce Coordination Overhead. T2F [51] and Back2F [52]
propose to reduce the coordination overhead induced by the
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backoff, through migrating the random backoff from time
domain to frequency domain. Each node needs two antennas,
one for data transmissions and the other for listening to
all the subcarriers in the network. Before the transmission,
each node selects a subcarrier and transmits signals in this
subcarrier, while the subcarrier number indicates its backoff
time. The node with the minimal subcarrier number wins
the contention and transmits the data packet. As shown in
Figure 14(b), when both AP1 and AP2 intend to transmit
packets to their clients, AP1 wins the contention as its backoff
value is 8. AP2 will transmit its packet immediately after
AP1’s transmission, as it has the subminimal backoff value.
The authors also propose multiple contention rounds to
combat some situations such as multiple contention domains.
Different from T2F [51] and Back2F [52] which only use
subcarriers to reduce the backoff time, REPICK [53] further
exploits the OFDM subcarriers to reduce some other overhead induced by 802.11 MAC, including DIFS, and ACK; thus
it can dramatically improve the network performance.
4.5.3. Survey on Other Systems. Some strategies exploit the
known feature in other systems to reduce the coordination
overhead and enable concurrent transmissions. Side Channel
[54, 55] utilizes the Direct-Sequence Spread Spectrum (DSSS)
system which has the ability to resist interferences to a certain
extent [56]. The authors carefully design some “intended
patterns” which carry the control information and make them
transmitted simultaneously with the original data packet, so
as to reduce the coordination overhead but without degrading
the effective throughput of data transmissions. Coco [57]
advocates simultaneous accesses from multiple senders to
a shared channel, optimistically allowing collisions instead
of simply avoiding them, through both utilizing the capture
effect and exploiting the ability to tolerate collisions because
of redundancy in the physical layer implementations. mZig
[58] exploits the known shaping feature of the ZigBee physical
layer design. Based on this shaping feature, it can resolve one
𝑚-packet collision by this collision itself and thus can achieve
𝑚-fold throughput improvement comparing with the legacy
mechanisms.
Some strategies exploit the physical layer features to
improve the retransmission efficiency. MISC [59] merges
incorrect symbols from multiple transmissions to produce
correct ones. It exploits constellation diversity by rearranging
the constellation maps in retransmissions, so as to improve
the combining and decoding efficiency at the receiver side.
Epicenter [60] utilizes the backbone network in enterprise
WLANs, where one packet transmitted by a client will be
received by multiple APs and shared among each other.
They exploit the multiple copies of the incorrectly received
symbols to recover the transmitted signal and design a coarse
representation of the symbols to reduce their overhead when
transmitted between APs.

5. Discussion
The aim of the surveyed paper is to exploit the physical
layer techniques to manage interference in wireless networks
efficiently, so as to improve the network throughput. This
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part discusses the challenges of applying these techniques
and gives some potential future directions for research in this
area.
5.1. Discussions of the Physical Layer Techniques. The adoption of the physical layer techniques inspires new ways for
designing high efficient channel access mechanisms. Here
we want to discuss the advantages and challenges of these
techniques as a summary.
5.1.1. Cross Correlation. Cross correlation can be exploited
to detect both the control and data packets once a collision
occurs. When this technology is utilized to recover the
collided control packets, the coordination information can
be exchanged among nodes more efficiently, thus avoiding
interference, enabling concurrent transmissions, or reducing
the coordination overhead. When this technology is utilized
to recover the collided data packets, nodes have a new way to
manage interference through embracing it but not avoiding it.
The main challenge of applying the cross correlation
technology for interference management lies in the high
computational overhead. According to Section 4.1.1., one
cross correlation process needs 𝐿 complex multiplication
calculations. When leveraging this technology to recover the
collided control packet and suppose the number of possible
known sequences carried by the control packet is 𝑁, one
node should conduct 𝑁 cross correlation processes at each
position of the received signal to determine which known
sequence is detected [13, 22, 23]; this will lead to 𝑁 × 𝐿
complex multiplication calculations at each position. The
computational overhead would be even higher when this
technology is exploited to recover the collided data packets
[18, 19], as the cross correlation should be conducted for
multiple times when bootstrapping the packet decoding.
None of the works has been implemented on off-the-shelf
devices till now, and all of them are evaluated based on special
platforms such as USRP [61] and WARP [62].
5.1.2. SoftPHY. SoftPHY provides PHY’s confidence of each
bit to the upper layer, so as to either increase the retransmission efficiency through only making the bits with lowconfidence retransmitted or adapt the optimal transmission
rate through calibrating the channel estimation.
The main problem of SoftPHY is its low performance
when applied in poor wireless environments. SoftPHY relies
on preamble to synchronize with the incoming signal and
estimate the confidence of the following bits. However, under
the situation of interference or comparatively high noise, the
receiver would not be able to detect the preamble correctly,
making the following bits decoding and confidence calculation not achievable. Authors in PPR [4] utilize a postamble
at the end of each packet to make SoftPHY work when the
preamble is corrupted. However, this design would not be
practical in real networks as all parts of a packet may have
a high probability to be corrupted when the wireless channel
is poor.
5.1.3. SIC. SIC permits concurrent transmissions of multiple
packets and detects them correctly when the receiving power
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satisfies the constraints. In the SIC receiving process, one
node first decodes the strongest signal and then subtracts it
and decodes the inferior signal if the remaining SINR is above
the threshold; the process can be repeated to decode more
signals.
The practical hurdle of deploying SIC in wireless networks is how to satisfy the power constraints. Although some
advances try to exploit SIC to improve the network throughput in a distributed way [34–36], it is intuitively very hard
to enable multiple concurrent transmissions and make their
receiving power satisfy the restrictive requirements through
protocol design. Actually, some researchers have already
investigated the throughput gain of SIC from the MAC layer
perspective [30] and pointed out that the throughput gain can
only be obtained under limit conditions for the transmission
data rate and the SNR requirements, which are very hard to
be satisfied in practical networks. Centralized coordination
may be a better choice for the SIC application, as proposed
by Basic [37] which utilizes the AP backbone to centrally
control the data rate and transmission power of simultaneous
transmissions.
5.1.4. Rateless Coding. Rateless coding makes the undecodable packet in a fixed data rate be recovered by combining
multiple transmissions, resulting in different data transmission rate. Comparing with the traditional rate adaptation
mechanisms which choose the best data rate through the
estimated SNR of the wireless channel, this method can
achieve the optimal bit rate without knowing the channel
state in advance.
One of the main challenges of rateless coding is to
reduce its processing complexity to make it more practical.
Some current advances have focused on this challenge and
designed mechanisms with affordable computational complexity for implementation, such as Strider [6] and spinal
codes [43]. However, these kinds of mechanisms incur significant modification in the baseband process as they require
the transmitters to transmit correlated symbols, making these
mechanisms hard to be embedded to current wireless devices.
5.1.5. Unique Physical Layer Features. Several unique features
in the physical layer are exploited for interference management, such as the OFDM subcarriers, redundancy design in
both OFDM and DSSS systems.
The OFDM subcarriers are exploited to convey the
coordination information, so as to effectively solve the hidden
or exposed terminal problem [47, 48], or to reduce the coordination overhead induced by backoff [52]. It is a good idea
to leverage the OFDM subcarriers to convey the coordination
information. However, some of the current works need extra
antenna to accomplish the transmission [48, 52]. Although
multiple antennas are commonly deployed in current wireless
devices due to the adoption of MIMO (multi-input and multioutput) technology in recent 802.11n and 802.11ac standards,
it is still uneconomical to let one antenna only transmit the
control information.
Coding redundancy in both OFDM and DSSS systems
is originally designed for interference resistance, so that
the signals can be decoded in comparatively lower SINR
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environments. When the control information is transmitted
simultaneously with the data packets, it becomes an interference of the data packet and will reduce the data packet’s
received SINR, making the system have lower ability to resist
other interference. Thus, these mechanisms will only work
well in the high SNR environments.
5.1.6. Summary of Limitations. Based on the above discussions, we summarize the main limitations to deploy these
physical layer techniques to real networks as follows:
(i) High computational overhead: the deploying of each
physical layer technique will certainly induce extra
computational overhead to the systems, which has
become the main hurdle to make them applicable,
such as cross correlation and rateless coding. Most
of the works have just been evaluated based on
special software defined radio platforms which have
huge computation resources; few of them can be
implemented on commercial devices.
(ii) Rigorous system constraints: the successful application of some physical layer techniques can only occur
under rigorous constraints. For example, SoftPHY
requires uncollided preamble for synchronization and
SIC has strict power constraints for the multiple
receiving packets. These requirements can hardly
be fully satisfied in real networks, especially the
mobility scenarios when the infrastructures (APs)
and stations are mobile, making the interference and
receiving power more uncertain in the network. This
issue would significantly interrupt the performance
improvement of the proposed mechanisms.
(iii) Hardware incompatibility: nearly all the physical layer
techniques have added or revised some components
in the baseband signal process, making them incompatible to current commercial devices.
5.2. Discussions of Future Directions
5.2.1. Overcome the Limitations of Physical Layer Techniques.
As discussed above, the current mechanisms based on
exploiting the physical layer techniques have some serious
limitations which impede their applications, such as the high
computational overhead, the rigorous system constraints,
and hardware incompatibility. Overcoming these limitations
would obviously enhance their deploy ability in real networks. For example, the hardware compatibility is now
becoming an important specification to evaluate the proposed mechanisms, and this issue has been considered by
many current works based on physical layer design, such as
WeBee [63]. It is worth rethinking the mechanism design
from this point of view.
5.2.2. Further Explore the Physical Layer Techniques. Current
advances have already presented some examples on exploiting the physical layer techniques for interference management and demonstrated exciting throughput improvement
through hardware experiments or simulations. However, we
consider the potential of these techniques in these areas is far
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from fully unleashed. Researchers may find some other effective methods to improve the network performance through
utilizing these physical layer techniques. For example, SIC
has been exploited only to enable concurrent transmissions of data packets, how to design the interference management mechanism when it is utilized for concurrent transmissions of data and control packets, and what is the expected
performance?
5.2.3. Manage Interference Centrally. Researchers have observed that some of the problems in the legacy interference
management, such as the exposed and hidden terminals
and the large coordination overhead, are intrinsic properties
existing in the distributed coordination methods [10]. That
means optimizing CSMA or designing new distributed interference management mechanisms can only mitigate these
problems but not eliminate them. Actually, the 802.11 standard already recommends a centralized coordination mechanism, called PCF (point coordination function), to make the
AP schedule the uplink and downlink transmissions centrally
to achieve a higher throughput. However, this mechanism is
rarely used in current WLANs as it is not suitable to a common scenario when there are multiple APs in the network.
Nowadays, many researchers focus on centralized coordination mechanisms through exploiting the wired backbone
network among APs in the enterprise WLANs. For example, Symphony [19] extends the idea of Zigzag [18] in the
multiple-AP scenario through utilizing the AP backbone;
Basic [37] also utilizes this backbone to control the data rate
and simultaneous transmissions in the uplink direction and
exploits SIC at APs to decode all the packets. Designing centralized interference management mechanisms seems like a
more promising way to achieve high performance in wireless
networks. This concept can also be extended for designing
efficient rate adaptation and retransmission schemes. In addition, when considering the infrastructure mobility scenario
with multiple mobile APs but without the backbone network,
how to solve this kind of issues is a very meaningful topic.
5.2.4. Extend the Design to MIMO. Current researches on
interference management through exploiting physical layer
techniques mainly focus on the single stream systems; only
very few of them are designed or tested based on the
MIMO systems, such as Recitation [28]. Actually, there have
already been some researches on theoretically analyzing the
performance of exploiting these physical layer techniques to
the MIMO communications, for example, exploiting rateless
coding for MIMO Fading Channels [64] and proposing SIC
for large-scale MIMO configuration [65] and 5G system
[66]. However, these works are accomplished from the
communication perspective and they do not consider the
suitable design of channel access mechanisms in the network.
It would be worthy of expectation to exploit these physical
layer techniques in the MIMO systems.

6. Conclusion
In this paper, we investigate the interference management
mechanisms which exploit the physical layer techniques in
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wireless networks. We first give some background information about the PHY and MAC characteristics in the 802.11
standards and then discuss the problems existing in the current interference management process. After that, we introduce five kinds of physical layer techniques and investigate
how these techniques are exploited to manage interference
and improve the network throughput. Based on this study, we
finally present some discussions from both the physical layer
and MAC layer perspective. We hope this survey would help
the readers to summarize the current research progress and
inspire their future work.
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Mobile crowd sensing has been a very important paradigm for collecting sensing data from a large number of mobile nodes
dispersed over a wide area. Although it provides a powerful means for sensing data collection, mobile nodes are subject to privacy
leakage risks since the sensing data from a mobile node may contain sensitive information about the sensor node such as physical
locations. Therefore, it is essential for mobile crowd sensing to have a privacy preserving scheme to protect the privacy of mobile
nodes. A number of approaches have been proposed for preserving node privacy in mobile crowd sensing. Many of the existing
approaches manipulate the sensing data so that attackers could not obtain the privacy-sensitive data. The main drawback of these
approaches is that the manipulated data have a lower utility in real-world applications. In this paper, we propose an approach
called 𝑃3 to preserve the privacy of the mobile nodes in a mobile crowd sensing system, leveraging node mobility. In essence, a
mobile node determines a routing path that consists of a sequence of intermediate mobile nodes and then forwards the sensing
data along the routing path. By using asymmetric encryptions, it is ensured that a malicious node is not able to determine the
source nodes by tracing back along the path. With our approach, upper-layer applications are able to access the original sensing
data from mobile nodes, while the privacy of the mobile node is not compromised. Our theoretical analysis shows that the proposed
approach achieves a high level of privacy preserving capability. The simulation results also show that the proposed approach incurs
only modest overhead.

1. Introduction
Mobile crowd sensing has been a very important paradigm
for collecting sensing data from a large number of mobile
nodes dispersed over a wide area. A mobile crowd sensing
system [1] has the following basic framework of data collection. First, smartphone nodes collect environmental data
with the embedded sensors, such as noise level, air pollution
level, GPS trajectories [2, 3], and radio signal strength [4–6].
Next, these nodes send the data directly to the central server
(note that the sever is able to get the ID of the data sender).
Finally, the server uses all the collected data to do some computations and analysis and finally draw some conclusions for
further use. A wide spectrum of applications of mobile crowd
sensing is envisioned, such as road traffic sensing [7], traffic
light sensing [8], urban monitoring [9], and indoor localization [10, 11].

Although it provides a powerful means for sensing data
collection, mobile nodes are subject to privacy leakage risks
since the sensing data from a mobile node may contain sensitive information about the sensor node such as physical locations [12]. For instance, one intends to collect the noise level
of a city and proposes a task. The sensing data contain not
only the noise information, but also the location information
acquired by GPS. Therefore, the data server easily matches the
participant ID and the user’s location. If the sensing is continuous, the time-series data may even reveal the trajectories of
participants. This can be used to locate the sensitive locations
(e.g., home, workplace) of participants. A smartphone user
may be willing to participate in sensing but may not want to
disclose his location. Thus, it is of great importance to preserve privacy throughout the data collection process in mobile crowd sensing.

2
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Therefore, it is essential for mobile crowd sensing to have
a privacy preserving scheme to protect the privacy of mobile
nodes. It is challenging for mobile crowd sensing to preserve
node privacy while maintaining a high level of the utility of
the collected sensing data. A number of approaches [13, 14]
have been proposed for preserving node privacy in mobile
crowd sensing. Many of the existing approaches manipulate
the sensing data so that attackers could not obtain the
privacy-sensitive data. The main drawback of these approaches is that the manipulated data have a lower utility in realworld applications.
In this paper, we propose an approach called 𝑃3 to
preserve the privacy of the mobile nodes in a mobile crowd
sensing system. In essence, a mobile node determines a routing path that consists of a sequence of intermediate mobile
nodes and then forwards the sensing data along the routing
path. By using asymmetric encryptions, it is ensured that a
malicious node is not able to determine the source nodes by
tracing back along the path. Note that our approach leverages
mobile nodes to protect the privacy of a node generating
sensing data. In addition, mobile nodes are dynamic and may
come and leave the system at any time. Routing paths consist
of different sets of mobile nodes. With our approach, upperlayer applications are able to access the original sensing data
from mobile nodes, while the privacy of the mobile node is
not compromised. Our theoretical analysis shows that the
proposed approach achieves a high level of privacy preserving
capability. The simulation results also show that the proposed
approach incurs only modest overhead.
The rest of the paper is structured as follows. Section 2
reviews the related work. Section 3 presents the problem
model and formally defines the problem. Section 4 presents
the proposed approach of 𝑃3 . Section 5 provides the theoretical analysis of our approach. The performance evaluation
is presented in Section 6. Finally, we conclude our paper in
Section 7.

2. System Model and Problem Formulation
2.1. System Model. In this paper, our system is composed
of three parts—smartphones, a central server, and a public
key handler. Each smartphone is regarded as a node in our
system, and each one knows its own data. Each node also has
a public key and a private key for encryption and decryption.
Just as its name, the public key can be seen by every other
node, and all the public keys are stored in the public key
handler. However, on the contrary, the private key is only
kept by the node itself. No one can know it except itself. The
central server intends to collect all the sensing data provided
by nodes and utilizes them to form knowledge.
Now assume that there are 𝑁 online nodes in our system.
The nodes are denoted as 𝑢𝑖 (𝑖 = 1, 2, 3, . . . , 𝑁). Besides,
assume each node has 𝑀 sensing data; therefore, the sensing
data are denoted as
𝐷𝑖 = {𝑑𝑖1 , 𝑑𝑖2 , 𝑑𝑖3 , . . . , 𝑑𝑖𝑗 }

(1)

(𝑖 = 1, 2, 3, . . . , 𝑁; 𝑗 = 1, 2, 3, . . . , 𝑀), where 𝑑𝑖𝑗 means the 𝑗th
data of node 𝑢𝑖 . In particular, when each node has only one

data, the data set of node 𝑢𝑖 has only one parameter 𝑑𝑖1 , and
we simplify it to 𝐷𝑖 .
Furthermore, the data collection function of the server 𝑆
is denoted as 𝑓. Obviously,
𝑁 𝑀

𝑓 = ⋃ ⋃ 𝑑𝑖𝑗 .

(2)

𝑖=1 𝑗=1

In particular, when each node has only one sensing data,
it is simplified to
𝑁

𝑓 = ⋃ 𝐷𝑖 .

(3)

𝑖=1

We define a collection set of sensing data
𝐶 = {𝐷1 , 𝐷2 , 𝐷3 , . . . , 𝐷𝑖 } .

(4)

Besides, for each node, it has a public key and a private
key. Take node 𝑢𝑖 as an example; its public key is denoted as
𝑃𝐾𝑖 and its private key is denoted as 𝑆𝐾𝑖 . All the public keys are
stored at the public key handler, 𝐻, and it has a set of public
keys
𝑆 = {𝑃𝐾1 , 𝑃𝐾2 , 𝑃𝐾3 , . . . , 𝑃𝐾𝑖 } .

(5)

There also exists a global clock in our system, and every
node synchronizes their clocks to it to get the current time 𝑡.
The key handler also calculates a forwarding threshold 𝑇 for
each node. Each time a node attempts to forward a data, it
needs to check whether the current time 𝑡 is before 𝑇 (𝑡 < 𝑇).
If not, drop the data.
At last, we use a package to represent the data transferred
on the forwarding routes, which is denoted as 𝑃, such as
𝑃1 , 𝑃2 , . . . , 𝑃𝑚 .
The definitions of all notations adopted are described in
“Notations.”
2.2. Design Requirements. Obviously, the most significant
aspect of our privacy preserving data collection approach is
protecting the privacy. But there also exist other aspects such
as the efficiency of data forwarding that we need to consider.
The following two aspects are the main requirements of our
privacy preserving data collection approach.
(1) Preserving Node Privacy. We treat each smartphone as a
node in our system, either honest or malicious. The attacker
in our system can either be the server or any other node in
the mobile crowd sensing network. The target of our aim is to
realize anonymity of sensing data and make sure the server
cannot match the sensing data with their originators. In other
words, our goal is that the server could only get the sensing
data while not knowing whom this data belongs to.
(2) Maintaining High Efficiency. The mobile crowd sensing
system is usually a real-time system, in which the real-time
attribute of sensing data is significant. In addition, due to
the limitation of the smartphones, the instability of battery
duration, and the availability of smartphones, the efficiency
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of our data collection approach must be taken into account.
The processing ability was also a limitation in the past, but as
the development of smartphones, it becomes not as important
as before. In this paper, we use the overhead to evaluate the
efficiency, including the time cost of encryption, decryption,
data forwarding, and storage utilization.
2.3. The Attack Model. In our system, we have three different
types of entities: a server, a public key handler, and 𝑁 online
smartphone nodes. First, we assume the public key handler
is fully trusted. Second, we assume that there are malicious
nodes that collude with the server and the number is up to
𝛾𝑁 (0 < 𝛾 < 1). We also assume honest nodes can keep their
private keys securely. Each node sees the package addressed
to it but cannot see packages between other nodes. Honest
nodes will forward the new package at the time point as
instructed in the old package. The goal of the adversary is to
identify the originator of the package from the given piece
of data. We suppose that the attacker is successful if he/she
determines the node that generated the data, out of all the
nodes in the network.

3. Design of 𝑃3
In this section, we present two parts: the first part is an
overview of our privacy preserving data collection approach,
and we describe our approach in detail in the second part. The
approach consists of four phases: setup, route selection, data
encryption, and data forwarding.
Figure 1 shows the system architecture of our approach.
The proposed system consists of a central server, a public key
handler, and some smartphone devices. The central server
aims to collect all the sensing data. And the public key handler
is responsible for managing all the public keys.
In our system, the public key handler has an additional
function—checking the state of a node. It says Hello to each
node periodically. If a node is online, then its name will be on
the online list. However, on the contrary, if a node is offline, its
name will be removed from the list. This guarantees that there
will not be an offline node on the forwarding route which
leads to package missing. Besides, the selection of forwarding
routes is also conducted by the public key handler.
Each node obtains sensing data through the sensors
embedded in their smartphones. It then sends a sending
query to the public key handler and encrypts the original data
into a package with the public keys provided by the public key
handler and then sends this package to the next node.
Once the next node receives this data, it decrypts the
package with its own private key. Then it will get three parts
from it—the address of the next node, the time threshold, and
the package to be sent. After checking the time requirement,
the next step is to pass the package to the next node and iterate
this until the central server gets the data. What the server
needs to do is to add this data into the data collection set.
The first step of our approach is the system setup. In a
crowd sensing system, nodes may come and go. In this step,
the central server first needs to confirm the nodes and then
inform them the sensing task. Besides, each node should get
prepared for sensing and initialize their sensors. In order to
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encrypt the data, each node should build a pair of key—a
public key used for encrypting the data and a private key for
decrypting the package. This pairs of keys are constant and
will not change. The private key is stored by the node locally,
while the public key is stored by a fully trusted third party—
the public key handler.
The public key handler acquires the name list of nodes
from the central server and contact with them. It triggers a
query by a Hello message to each node to make sure whether
they are online or not. The first time a node receives the query,
it passes its public key to the public key handler to answer
Hello. After all the available nodes pass their public keys to
the public key handler, it then forms a public key set of all
the nodes. Meanwhile, an available nodes list is built as well.
Besides, due to the limitation of smartphones, some nodes
may be unavailable at some time. So we assume the public key
handler is also in charge of checking the state of the nodes. It
may send a Hello message to all the nodes. As soon as a node
receives the message, it will answer with a signal. If the public
key handler does not receive this signal, this node will be
considered to be unavailable and cannot be utilized for forwarding package. Then it will be removed from the available
nodes list. By this way, the public key handler checks whether
a smartphone node is online.
This process is carried out periodically. The period will be
neither too long nor too short. If it is set too long, some
nodes may have been offline but not removed from the available nodes list, which will lead to some forwarding routes’
breaking. On the other hand, if set too short, the communication overhead may be too large. Dynamics does not create
a problem to our protocol. The data transmission finishes
in a very short time. In case a transmission is stopped by a
node going offline, the data is just ignored. In a crowd sensing
system, data are typically redundant and small loss of data is
tolerable.
3.1. Determining a Data Forwarding Path. The second step
is to select a suitable route to forward the sensing data. All
the mobile phones are addressed by IP addresses. As we have
assumed before, there exists an available nodes list in the key
handler, which is fully trusted. So it can generate a forwarding
route for each node and send the routes to them. In this way,
each data originator can easily know who can be depended on
to upload its data. During the system setup step, we need to set
a hop number 𝑛, which means how many nodes participate
in this forwarding process. However, we can also rule a range
for 𝑛, which has an upper bound and a lower bound, to avoid
attackers using the constant number of hops to guess the
data originator. To simplify the analysis, we only discuss the
constant 𝑛. On the forwarding route, except the beginning
node, there is also the need for 𝑛 − 1 extra nodes. As we have
set in the model part, there are 𝑁 online nodes in the system,
so this route selection problem is equivalent to a combination
problem, that is, to select 𝑛 − 1 nodes from 𝑁 − 1 nodes, so
the number of combination methods is
𝑛−1
=
𝐶𝑁−1

(𝑁 − 1)!
.
(𝑛 − 1)! (𝑁 − 𝑛)!

(6)
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Figure 1: The main framework of the proposed approach.

It also means the number of routes can be selected when a
sensing data originator intends to pass a data to the server.
What to do next is just to select one route from them. The
route information that public key handler sends to a node consists of the intermediate nodes’ public key and their address.
Note that we assume that the data communications between any pair of nodes are always possible through the
Internet. It is practical in the real world since any mobile node
has the cellular Internet access.
3.2. Encrypting along the Forwarding Path. We use an example to illustrate how to encrypt the data. Figure 2 shows the
process of data encryption. Node 𝐴 intends to send its sensing
data 𝑑𝐴 to the central server and the intermediate nodes are
node 𝐵 and node 𝐶. 𝑃1 represents the package that node 𝐴
sends to 𝐵 and 𝑃2 represents the package that node 𝐵 sends
to node 𝐶. 𝑃3 is what 𝐶 sends to the central server.
First, node 𝐴 issues a query to the public key handler for
a route to upload data and the public key handler answers the
query with a forwarding route information, which contains
the public keys of nodes 𝐵, 𝐶, the central server, and their
address, as well as some time thresholds. When the node 𝐴
receives the route, it then encrypts the sensing data 𝑑𝐴 with
the server’s public key 𝑃𝐾𝑆 and gets 𝑃3 . After that it needs
to combine three parts: 𝑃3 , the route information, which is
the server’s address, and the time threshold used to judge
whether to send the package out or drop it. After it gets
the combination, encrypt this with node 𝐶’s public key. This
is 𝑃2 . Next, utilize the node 𝐵’s public key to encrypt the
combination of 𝑃2 , the route information, node 𝐶’s address,
and the time threshold and generate 𝑃1 . This is what node 𝐴
sends to node 𝐵. In addition, node 𝐴 can also get node 𝐵’s
address and a time threshold.
Besides, we also utilize methods to ensure all the packages
have the same size, so that attackers cannot judge the number
of nodes on the route by means of analyzing the size changes
of the packages.

3.3. Forwarding Sensing Data along the Path. The final step of
our privacy preserving data collection approach is the data
forwarding, which describes how to move the encrypted
packages. With the Ps we have got, what we need to do is to
transfer them along the route.
First, node 𝐴 sends 𝑃1 to node 𝐵 at the time threshold
𝑇1 . Once node 𝐵 gets 𝑃1 , decrypt it with its private key 𝑆𝐾𝐵
and get 𝑃2 . Besides, it is also aware of the destination, node
𝐶’s address. However, it needs to get the current time 𝑡 and
compare it with the time threshold 𝑇2 . If 𝑡 is bigger than 𝑇2 , it
means that this package is out of date and should be dropped.
If not dropped, the package will arrive at the server very late
and the server can easily identify its originator. If the time requirement is satisfied, send 𝑃2 to node 𝐶 at the time threshold
𝑇2 . As soon as 𝑃2 arrives, node 𝐶 decrypts it with 𝑆𝐾𝐶 and
verifies the time requirement and, if satisfied, issues it to the
next hop, the central server, at the time threshold 𝑇3 . The
central server can easily acquire the exact sensing data 𝑑𝐴 by
decrypting the 𝑃3 it received but without acknowledging its
originator.
All the nodes use this method to hand their sensing data
to the central server. In a short time, the server will receive all
the data and build a data collection set.

4. Theoretical Analysis of 𝑃3
The most essential aspect to evaluate a privacy preserving
problem is its security level. In this section, we provide a theoretical security analysis of our privacy preserving data collection approach.
In the paper, we assume the server is unauthentic and has
the authority to get all the sensing data but should not know
their originators, though it is eager to. So privacy is defined as
the relationship or the ownership between sensing data and
their originators, which are nodes in our system. Our target
is to realize the anonymity of the sensing data. For this kind
of privacy, the server is the attacker. It cannot distinguish to
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Figure 2: Data encryption.

whom each data belongs in our system. Besides, there may be
other attackers who are nodes. They collude with the central
server to help it realize the attack target.
The malicious nodes on the forwarding route can infer
the originator of the data by means of colluding with each
other. The server can query its former node that it received
data from. A malicious node will answer the query, but an
honest node would not answer this query. The basic idea is
that the server asks its former node who sent the package
to it. If this node answers the query, it would ask its former
node the same question, until it gets no answer. And we can
assume that the node which does not reply to the query is the
beginning node (the originator of the sensing data). When all
the nodes on the forwarding route except the data originator
are malicious, the attack target is achieved.
However, this is just the simplest way to finish an attack,
and there exist some clever means as well. For example, if
there exists an honest node between two malicious nodes, as
Figure 3 shows, where nodes in dark color represent malicious nodes and those in light color are honest (Figures 4 and
5 use the same way to indicate a node). When node 𝐷 queried,
it will say that node 𝐶 sent data to it. And when node 𝐶
queried, it will not reply to the query. So the attack appears
to have failed. However, node 𝐵 may tell the server that it has
sent data to node 𝐶 and it receives it from node 𝐴. So the
server may infer that there may be a route 𝐴 → 𝐵 → 𝐶 → 𝐷.
The security level of our approach depends on the distribution of malicious nodes in the route. We can classify all
possible distributions into three cases:
(i) Case 1: the next hop of the originator is honest.
(ii) Case 2.1: the next hop of the originator is malicious,
and there are two consecutive nodes on the route
which are honest.
(iii) Case 2.2: the next hop of the originator is malicious,
and there are not two consecutive nodes on the route
which are honest.
4.1. Case 1. The next hop of the originator is honest.
In this case, as is showed in Figure 4, we know that if the
next hop of the data originator on the forwarding route is an
honest node, it will not answer any query from the server. So
the originator’s identity will not be exposed. Therefore, the
server will never figure out the originator of the sensing data
transferred by this route. The best circumstance is that the
server can infer that the second node on the route is the owner
of the data. Actually, it is just an intermediate node that is
honest, but not the data originator.

The probability of this case is 1 − 𝛾, which equals the
probability of the next node of the data originator on the
forwarding route which is honest.
Theorem 1. In Case 1, the success probability of the attacker is
1/(1 − 𝛾)𝑁.
Proof. When an attacker receives a piece of data, it will
attempt to link the data to the originator by tracing the data
back. For each node, it knows only who are the senders or
receivers of the packages it receives or sends. In Case 1, we
know that if the next hop of the originator is honest; thus, it
will not disclose who is the sender of a package to the attackers. Therefore, even all other nodes in the route are malicious;
the server cannot do better than a random guess. Since the
data originator can be any honest node, the success probability of attackers is 1/(1 − 𝛾)𝑁.
When analyzing this case, we know that it has no relationship with the number of hops 𝑛. The total probability of
attackers guessing correctly under Case 1 is
𝑝=

𝑝case 1
1
= .
(1 − 𝛾) 𝑁 𝑁

(7)

Table 1 shows the concrete values of 𝑝.
4.2. Case 2. If the next hop of the originator is a malicious
node. This case is divided into two cases: there exist two consecutive honest nodes on the forwarding route and two consecutive honest nodes do not exist. The latter case we will
discuss is Case 2.2.
4.3. Case 2.1. The next hop of the data originator is a
malicious node and there exist two consecutive honest nodes
on the forwarding route.
If there exist two consecutive honest nodes on the forwarding route, the server cannot finish an attack, because the
server cannot restore the route. For example, Figure 5 shows
this circumstance. Node 𝐵 tells the server that node 𝐴 sent
a package to it and it has forwarded it to node 𝐶. However,
nodes 𝐶 and 𝐷 are honest nodes and will not answer any
question of the server and malicious nodes. So although the
next hop of node 𝐷, which is 𝐸, is malicious, it can only
provide the information that it received a package from 𝐷.
With only this information, the server cannot restore the
whole route because of the absence of relation between 𝐶 and
𝐷. The server may consider that these nodes belong to two
routes. So the privacy is preserved.
However, the malicious nodes may add a large delay
before they forward package. As a result, an honest node’s
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Figure 5: Case 2.1.

sensing data may arrive at the server very late. The first
malicious node can tell the server who sent this late-arrived
data, and the privacy we wish to preserve is exposed. We know
that the trusted public key handler also assists in selecting
the forwarding routes. Besides, the encryption time of data
originator can be estimated; meanwhile, the forwarding time
and the decryption time of each node can also be estimated.
So the public key handler can calculate the package’s arrive
time for each node. To avoid the estimating deviation resulting in dropping package by mistake, a small value is added to
release the strict limitation of time threshold. So when the key
handler selects a route, it also calculates the time threshold for
each node. And with it, the malicious delay cannot help the
attack.
The probability of Case 2.1 is
𝑝case 2.1 = 𝛾 −

𝑖
[(𝑛−1)/2] 𝑃(𝑛−1−𝑖) 𝑃𝑖
(𝑛−1−𝑖) 𝐶(1−𝛾)𝑁−1
𝛾𝑁
∑
𝑛−1
𝑃𝑁−1
𝑖=0

(8)

Theorem 2. In Case 2.1, the success probability of attackers is
1/(1 − 𝛾)𝑁.
Proof. In this case, the next hop of the data originator is malicious; thus, it knows who is the originator. However, the data
package is encrypted at this hop and the cipher-text cannot be
matched to the data received by the server. Therefore, to link
a piece of data to its originator, the attackers still need to trace
back. If there are two consecutive honest nodes in the route,
tracing back will fail at this point. Then similar to Case 1, the
success probability of attackers is 1/(1 − 𝛾)𝑁.
Therefore, the total probability 𝑝 is
𝑝=

𝑝case 2.1
.
(1 − 𝛾) 𝑁

In this case, because the second hop node is malicious,
the server can acknowledge that this node sent the data. So
what it needs to do is to identify the data transferred by this
route. However, if no consecutive two honest nodes on the
route exist, it is not hard to know this data. The simplest
circumstance is that all the nodes after the second node are
malicious. The server just needs to ask the former node until
a node does not answer the query. While the most complex
circumstance is that there is an honest node between every
two malicious nodes, as Figure 3 shows. But the server and
malicious nodes can still complete the attack. With the clever
guess means we talked above, we know that a MaliciousHonest-Malicious combination can also be restored, though
an honest node exists. Therefore, this case can be completely
attacked.
The probability of Case 2.2 is

(9)

Tables 2, 3, and 4 show the exact values of this circumstance. From Tables 2, 3, and 4, we draw the conclusion that
when the number of hops 𝑛 is larger than 10, 𝑛 has little impact
on 𝑝. What influence it are 𝛾 and 𝑁.
4.4. Case 2.2. The next hop of the data originator is a
malicious node and two consecutive honest nodes on the
forwarding route do not exist.

𝑝case 2.2 =

𝑖
[(𝑛−1)/2] 𝑃(𝑛−1−𝑖) 𝑃𝑖
(𝑛−1−𝑖) 𝐶(1−𝛾)𝑁−1
𝛾𝑁
.
∑
𝑛−1
𝑃𝑁−1
𝑖=0

(10)

Theorem 3. In Case 2.2, the success probability of attackers is
1.
Proof. In this case, the simplest circumstance is that all the
nodes after the second node are malicious. While the most
complex circumstance is that there is an honest node between
every two malicious nodes. With the basic and the clever
guess means we talked above, the package forwarding route
can also be restored, which means a successful attack. So the
success probability of attackers is 1.
Tables 5, 6, and 7 show that the probability of Case 2.2
happens when 𝛾 is 0.03, 0.05, and 0.1.

5. Performance Evaluation
Our simulation experiment simulates the whole process of
conducting a sensing task, including the central server allocating sensing task, the public key handler collecting public
keys, and selecting random forwarding route for each node,
all the nodes sending out their sensing data and the server
colluding with the malicious nodes to realize attack. By
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Table 1: Probability of attackers guessing correctly under Case 1.
𝛾 = 0.03
2−11.97
2−12.55
2−12.97
2−13.29

𝑁 = 4000
𝑁 = 6000
𝑁 = 8000
𝑁 = 10000

𝛾 = 0.05
2−11.97
2−12.55
2−12.97
2−13.29

𝛾 = 0.10
2−11.97
2−12.55
2−12.97
2−13.29

Table 2: Probability of attackers guessing correctly under Case 2.1 when 𝛾 = 0.03.
𝑁 = 4000
𝛾𝑁 = 120
𝑁 = 6000
𝛾𝑁 = 180
𝑁 = 8000
𝛾𝑁 = 240
𝑁 = 10000
𝛾𝑁 = 300

𝑛
𝑝
𝑛
𝑝
𝑛
𝑝
𝑛
𝑝

11
2−16.98
11
2−17.57
11
2−17.98
11
2−18.30

12
2−16.98
12
2−17.57
12
2−17.98
12
2−18.30

13
2−16.98
13
2−17.57
13
2−17.98
13
2−18.30

14
2−16.98
14
2−17.57
14
2−17.98
14
2−18.30

15
2−16.98
15
2−17.57
15
2−17.98
15
2−18.30

Table 3: Probability of attackers guessing correctly under Case 2.1 when 𝛾 = 0.05.
𝑁 = 4000
𝛾𝑁 = 120
𝑁 = 6000
𝛾𝑁 = 180
𝑁 = 8000
𝛾𝑁 = 240
𝑁 = 10000
𝛾𝑁 = 300

𝑛
𝑝
𝑛
𝑝
𝑛
𝑝
𝑛
𝑝

11
2−16.21
11
2−16.80
11
2−17.21
11
2−17.54

12
2−16.21
12
2−16.80
12
2−17.21
12
2−17.54

13
2−16.21
13
2−16.80
13
2−17.21
13
2−17.54

14
2−16.21
14
2−16.80
14
2−17.21
14
2−17.54

15
2−16.21
15
2−16.80
15
2−17.21
15
2−17.54

14
2−15.14
14
2−15.72
14
2−16.14
14
−16.46
2

15
2−15.14
15
2−15.72
15
2−16.14
15
−16.46
2

Table 4: Probability of attackers guessing correctly under Case 2.1 when 𝛾 = 0.1.
𝑁 = 4000
𝛾𝑁 = 120
𝑁 = 6000
𝛾𝑁 = 180
𝑁 = 8000
𝛾𝑁 = 240
𝑁 = 10000
𝛾𝑁 = 300

𝑛
𝑝
𝑛
𝑝
𝑛
𝑝
𝑛
𝑝

11
2−15.14
11
2−15.72
11
2−16.14
11
−16.46
2

12
2−15.14
12
2−15.72
12
2−16.14
12
−16.46
2

13
2−15.14
13
2−15.72
13
2−16.14
13
−16.46
2

Table 5: Probability of attackers guessing correctly under Case 2.2 when 𝛾 = 0.03.
𝑁 = 4000
𝛾𝑁 = 120
𝑁 = 6000
𝛾𝑁 = 180
𝑁 = 8000
𝛾𝑁 = 240
𝑁 = 10000
𝛾𝑁 = 300

𝑛
𝑝
𝑛
𝑝
𝑛
𝑝
𝑛
𝑝

11
−25.06

2

12
−27.92

2

13
−30.03

2

14
−32.78

2

11

12

13

14

2−25.02
11
2−24.99
11
2−24.98

2−27.85
12
2−27.83
12
2−27.81

2−29.97
13
2−29.93
13
2−29.91

2−32.70
14
2−32.65
14
2−32.63

15
−35.00

2

15
2−34.91
15
2−34.86
15
2−34.83
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Table 6: Probability of attackers guessing correctly under Case 2.2 when 𝛾 = 0.05.

𝑁 = 4000
𝛾𝑁 = 120
𝑁 = 6000
𝛾𝑁 = 180
𝑁 = 8000
𝛾𝑁 = 240
𝑁 = 10000
𝛾𝑁 = 300

𝑛
𝑝
𝑛
𝑝
𝑛
𝑝
𝑛
𝑝

11
2−21.14
11
2−21.11
11
2−21.10
11
2−21.09

12
2−23.40
12
2−23.37
12
2−23.35
12
2−23.34

13
2−25.28
13
2−25.44
13
2−25.22
13
2−25.21

14
2−27.48
14
2−27.43
14
2−27.40
14
2−27.39

15
2−29.42
15
2−29.37
15
2−29.34
15
2−29.32

14
2−20.33
14
2−20.31
14
2−20.30
14
2−20.29

15
2−21.82
15
2−21.79
15
2−21.78
15
2−21.77

Table 7: Probability of attackers guessing correctly under Case 2.2 when 𝛾 = 0.1.
𝑁 = 4000
𝛾𝑁 = 120
𝑁 = 6000
𝛾𝑁 = 180
𝑁 = 8000
𝛾𝑁 = 240
𝑁 = 10000
𝛾𝑁 = 300

𝑛
𝑝
𝑛
𝑝
𝑛
𝑝
𝑛
𝑝

11
2−15.76
11
2−15.74
11
2−15.74
11
2−15.73

12
2−17.33
12
2−17.31
12
2−17.30
12
2−17.30

changing different parameters, we have acquired different
results. Through analyzing them, we can draw the conclusion
that our approach has a high security level.
Figure 6 shows the experimental ratio of exposed data
originators of different 𝛾. The number of all the online nodes
𝑁 is 10000 and we care about the circumstance that 𝛾 equals
0.05 and 0.10. The range of hops is from 9 to 14. The simulation results of the experiment are similar to our theoretical
analysis. And when then proportion of malicious nodes 𝛾 is
0.10 and the system select 𝑛 = 9 as the number of hops, the
ratio of exposed data originators is nearly 1.50 × 10−4 , which
means that the server can only identify 1.50 sensing data’s
originator. This is clearly a beautiful result.
Figure 7 shows the different ratios of exposed data originators changing tendency as the number of hops changing
in theoretical analysis. The number of online nodes 𝑁 in
this figure is still 10000. From the figure, we can see that
as the number of hops increases, the ratio of exposed data
originators declines and finally converges towards zero. All
the ratios are in a magnitude of 10−4 . Obviously, when the
number of hops is constant, the results show that the higher
𝛾 the system has, the less data originators are exposed.
The comparison of experimental and theoretical results is
shown in Figure 8. The parameters are set as follows: 𝛾 = 0.1
and 𝑁 = 10000. We can easily find that two lines which represent experimental and theoretical results nearly overlap. This
is a strong evidence to prove our security analysis discussed
before is right.

6. Related Work
Privacy preservation is a promising area in wireless networks
[15], where there have been many applications [16, 17]. Many
works have addressed varieties of privacy and security issues

13
2−18.79
13
2−18.77
13
2−18.76
13
2−18.75

in mobile crowd sensing networks, such as [18–23]; however,
the goal of data collection is omitted. From the existing works,
it is not hard to find some excellent works related to data
aggregation, which have some aspects similar to our work and
can be referred to, though having some differences with our
work. Unfortunately, some of those existing works that solve
the privacy preservation in data aggregation usually assume
a trusted aggregator or server. They cannot deal with the
circumstance that the aggregator or the server is unauthentic,
for instance, [24–27].
Generally, data aggregation usually cares about the statistic results of the data, not the data themselves. Sometimes the
real values of data are less useful than the statistic results. For
example, we commonly prefer to acknowledge the maximum
or the minimum or the average of a set of data. The real values
of data are not necessary. The most common data aggregation
is Sum and Max/Min: Yang et al. [13] proposed an encryption
approach that helps an aggregator obtain the Sum of data
without knowing each participants’ specific data. Shi et al.
[28, 29] proposed a construction for Sum aggregation which
does not need the extra round of interaction. Li and Cao [14]
proposed an efficient protocol to obtain the Sum aggregation,
which employs an additive homomorphic encryption and a
novel key management technique to support large plaintext
space. And they also extend Sum aggregation to Min aggregation. Although these approaches solve the privacy preservation in data aggregation, they only provide Sum and Min
function.
While, on the other hand, our work and data collection,
which aims to collect all the data, must know all the exact
values. Merely obtaining statistic results cannot satisfy our
request, but these existing works also have significance to us.
Boutsis and Kalogeraki [30] proposed an efficient way to
collect location information based on exchanging data with
other participants. But there is no central server in its model.
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Besides, the participants may be malicious, and it will lead to
an unguaranteed security level.
The most frequently adopted method is slicing the data
first and then mixing it. Shi et al. [31] utilized this method and
proposed an aggregation approach that realized the privacy
preservation. Destroying original data has little impact on

data aggregation, while for data collection, restoring the data
is troubling. In order to mix the data slice, each slice coming
from the same original data needs to be signed with the same
ID, which is harmful to realizing the anonymity of data.
Data perturbation is another common technique. Many
existing works protect individuals’ privacy by adding noise to
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the original data at the client side and allows the server to
reconstruct the statistics of the original data [32–34]. Kargupta et al. [35] utilized the independent random noise,
which can be separated from the perturbed data by studying
the spectral properties of the perturbed data. Zhang et al. [36]
proposed a data perturbation algorithm that can be used to
protect participants’ private information. But the disadvantage of these works is that the server can only acquire statistics
result. Privacy preservation problem also exists in other networks, such as wireless sensor networks. Although our work
focuses on the mobile crowd sensing network, there are many
works in wireless sensor networks that can be referred to.
The privacy preserving problem in wireless sensor networks
usually has the same attack model as our work. The difference
between these two networks is that wireless sensor networks
usually have a constant topology, which seldom changes.
However, in mobile crowd sensing networks, almost every
participant moves all the time. Besides, some smartphones
may be unavailable at some time. But if we only care about
the method they preserve privacy, it is similar to our work.
Horney et al. [37] proposed a set of protocols that enable
anonymous data collection in a sensor network. Sensor
nodes, instead of transmitting their actual data, transmit a
sample of the data complement to a base station, which then
uses the negative samples to reconstruct a histogram of the
original sensor readings. There also exist some approaches
that can only do an approximate query. Besides, the topology
graphs must be known to each node in most approaches
in wireless sensor networks, which demands that each node
owns enough storage and calculating ability. Therefore, these
approaches are unpractical in mobile crowd sensing networks.
However, we propose a privacy preserving data collection
approach. Onion routing approach [38] which operates by
dynamically building anonymous connections within a network is referred. Specially, our approach has the following
advantages over the previous approach. First, we can collect
all the exact data values which can be further used to analyze,
not just some aggregation results. Second, an anonymous
function is realized to preserve data privacy in a high security
level. Last, our approach is efficient and suitable for use.
Given the existing methods for preserving privacy of
nodes in a crowdsensing system, our approach contributes to
expanding the tool set for privacy preserving in that with our
approach the server is able to access the original data, not just
aggregated data.
A preliminary version of the work is reported in [39].

7. Conclusions
In this paper, we focus on the potential privacy risk of the
mobile node in a mobile crowd sensing system. A mobile
node’s privacy may be compromised if its sensing data is
associated with the node by a malicious attacker. Existing
approaches try to protect node privacy by manipulating the
sensing data sent to other nodes and the data center. Such
approaches have a main drawback that the collected sensing
data have a lower utility. We have proposed an approach
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called 𝑃3 for preserving node privacy. This approach determines a data forwarding path by which a source node sends
its sensing data along the forwarding path. By using asymmetric encryptions, the source node is protected against
malicious attackers which may try to trace back along the
forwarding path. Through the security analysis based on the
attack model, the possibility of malicious nodes compromising the privacy of data originators is low. Simulation results
demonstrate that our approach has a low overhead of encryption computations and storage.

Notations
𝑢𝑖 :
𝑑𝑖𝑗 :
𝐷𝑖 :
𝑃𝐾𝑖 :
𝑆𝐾𝑖 :
𝑆:
𝐶:
𝐻:
𝑃𝑖 :
𝑡:
𝑇:
𝑛:

The th node
The 𝑗th data of node 𝑢𝑖
The data set of node 𝑢𝑖
The public key of node 𝑢𝑖
The private key of node 𝑢𝑖
The central server
Data collection set in the server
The public key handler
The th package be transferred by nodes
The current time
The forwarding time threshold
The number of hops.
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While mobile networks provide many opportunities for people, they face security problems huge enough that a firewall is essential.
The firewall in mobile networks offers a secure intranet through which all traffic is handled and processed. Furthermore, due to
the limited resources in mobile networks, the firewall execution can impact the quality of communication between the intranet
and the Internet. In this paper, a performance evaluation mathematical model for firewall system of mobile networks is developed
using queuing theory for a multihierarchy firewall with multiple concurrent services. In addition, the throughput and the package
loss rate are employed as performance evaluation indicators, and discrete-event simulated experiments are conducted for further
verification. Lastly, experimental results are compared to theoretically obtained values to identify a resource allocation scheme that
provides optimal firewall performance and can offer a better quality of service (QoS) in mobile networks.

1. Introduction
Due to the rapid development of mobile Internet technologies
and the propagation of networks, the mobile Internet is progressively becoming significant part of everyone’s personal
and professional lives. Consequently, the security issues of
mobile networks tend to attract more attention. Packet-based
filtering in traditional firewalls fails to satisfy the security
requirements of the end users. Being an essential component
of the entire trusted intranet, a traditional firewall suffers
from the disadvantages of simple packet filtering and lowerlayer processing. Compared to traditional firewalls, new firewalls are capable of comprehensive data analysis at the application layer, which defines higher-level processing and more
comprehensive protection.
Although new firewalls are able to provide a trusted
intranet with better security, they consume large amounts
of time for analyzing and processing the network packets
because they require higher-level assessments and analysis. Furthermore, heavier traffic may reduce the processing
efficiency. It makes the firewall prone to becoming a performance bottleneck for the communication between the

intranet and the Internet, consequently reducing the quality
of service (QoS) of mobile networks. To overcome this problem, limited system resources (such as number of threads and
CPU) must be rationally assigned when developing a firewall.
Modifying the assignment of resources may directly affect the
overall system performance. In general, when developing systems such as firewall, the corresponding firewall performance
test needs to be performed. The throughput of the current
system needs to be tested and performance optimization be
conducted by software engineers. Further tests should be
carried out until the optimal resource allocation scheme is
obtained. This method for testing and performance tuning is
very time-consuming and complex. However, if a mathematical model is constructed to test the common performance
indicators of the firewall, such as throughput and packet loss
rate, considerable savings in developer labor costs may be
achieved, and the optimal resource allocation system may
be derived directly.
In this paper, a performance evaluation model for the
firewall system of mobile networks is proposed using the
queuing theory. Generally, this model can be divided into two
phases. Phase one involves handling the traffic at the lower
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layers, including examinations at the network layer and the
transmission layer. Phase two involves handling the upperlayer applications, consisting of HTTP, IMAP, and DNS.
Each phase involves concurrent processing with multiservice
stations. A discrete-event simulated experiment is conducted
to validate the model.
The rest of the paper is organized as follows: Section 2
reviews the current state of related research and designates
the innovations proposed in this paper. Section 3 discusses
the mathematical modeling of a firewall system for mobile
networks. Section 4 describes the simulated experiments performed using the developed model and analyzes the results
of conducted experiments. Finally, Section 5 summarizes the
results and conclusions.

2. Related Work
With the increasing complexity of mobile network security
issues, many researchers have been studying and analyzing
firewall equipment. As the methods and means of network
attacks continue to increase [1], the functions of firewall systems are being enhanced and extended gradually, for example, intrusion detection, DDoS attack detection, and userbehavior detection [2, 3]. Moreover, a number of researchers
have conducted network security analysis. Peng et al. mainly
performed analysis with respect to user behaviors [4–6].
Chen et al. provided a survey of security problems in mobile
networks [7]. A resource optimization approach in mobile
networks was proposed in [8] under imperfect prediction.
The queuing theory, which has significant potential in
terms of its application to the mathematical modeling of
network equipment, may be useful for analyzing the performance of such equipment [9]. Some researchers have conducted modeling and analyzing of systems such as firewalls
based on this theory, and they have made certain relatively
advanced achievements in the study of network equipment
performance. Herrmann constructed a vacation model for
network service analysis, where batch arrival is used rather
than the common Poisson flow [10]. Furthermore, in some
studies, large-scale cloud services [11] have been modeled
into a complex processing system with finite queues [12–14].
Salah et al. made considerable achievements by proposing a
service system with a finite queue and single window, where
packets arrive in a Poisson flow pattern and the service time
follows a negative exponential distribution [15, 16]. Salah [17]
found that the differences between the applicability of the
Erlang distribution modeling and that of a Markov chain
modeling have been compared. Zapechnikov et al. conducted
an in-depth study based on Salah’s work. They proposed
a two-phase service system, where Phase 1 was based on
a Markov chain model and Phase 2 employed a hyperErlang distribution model [18]. Some researchers have also
investigated cloud-service-based firewall systems [19, 20].
Several recent studies have only compared modeling
methods, while some have merely discussed the handling
process of a single-service window or conducted simple
hierarchical modeling [21]. However, neither can describe the
firewall workflow nor depict its handling process in detail.
With the advances in science and technology, the widespread
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use of multicore processors and the increased availability
of resources in terms of equipment, it is becoming difficult
for the above-mentioned methods to fully exploit hardware
performance. In this paper, an in-depth examination is
conducted with respect to these issues. Further, based on
firewall handling and processing characteristics, a two-phase
multiservice station [22] and multiprotocol firewall model
with multiple concurrent applications is proposed, which is
further employed to analyze the overall system performance
[23].

3. Model Analysis
Using an Erlang queuing model, this paper proposes a twophase multiservice station and multiprotocol firewall model
with multiple concurrent applications. This model may be
hierarchically divided into two phases. When a packet enters
the system, it will first be processed on the basis of the
rules at the network layer and the transmission layer and
then handled by the DNS, FTP, and HTTP protocols. The
process flow varies slightly with the characteristics of various
protocols. The hierarchy of the firewall model is shown in
Figure 1.
The related parameters with respect to the model are
defined as follows.
𝜆 denotes the arrival rate of packets that arrive at the
firewall. In Phase 1, 𝐾𝐿 represents the phase 1 buffer, 𝑁𝐿
denotes the number of service windows for Phase 1, 𝑟𝐿 is the
number of rules for Phase 1, and 𝜇𝐿 is the processing rate of
each rule. Phase 2 is divided into three main parts, namely,
DNS, FTP, and HTTP. Here, 𝑞𝐷, 𝑞𝐹 , and 𝑞𝐻 denote the
proportions of DNS, FTP, and HTTP traffic, respectively. In
the DNS handling part, 𝐾𝐷 denotes the buffer, 𝑁𝐷 represents
the number of service windows, 𝑟𝐷 represents the number
of rules, and 𝜇𝐷 is the handling rate of each rule. The FTP
handling component consists of FTP command handling
operations and FTP data transmission handling operations.
In terms of the FTP command handling part, 𝐾𝐹1 denotes
its buffer, 𝑁𝐹1 represents its number of service windows,
𝑟𝐹1 is the number of rules, and 𝜇𝐹1 represents the handling
rate of each rule. The FTP data transmission handling part
may be divided into multiple transmissions. For example,
𝑛 concurrent FTP data transmission handling operations
are shown in Figure 2, where the traffic proportion is 𝑞𝐹-𝑖 .
Further, 𝐾𝐹2-𝑖 represents the buffer for data transmission
handling, 𝑁𝐹2-𝑖 denotes the number of service windows for
data transmission handling, 𝑟𝐹2-𝑖 is the number of rules for
data transmission handling, and 𝜇𝐹2-1 denotes the handling
rate of each rule. The HTTP part consists of HTTP-request
line handling, HTTP-header handling, and HTTP-body handling. Here, 𝑞𝐻-𝑖 denotes the traffic proportion of each HTTP
application; 𝐾𝐻1 , 𝐾𝐻2 , and 𝐾𝐻3-𝑖 denote the buffers for HTTP
line handling, header handling, and body handling for each
application, respectively; 𝑁𝐻1 , 𝑁𝐻2 , and 𝑁𝐻3-𝑖 represent the
number of service windows for HTTP-request line handling,
header handling, and body handling for each application,
respectively; 𝑟𝐻1 , 𝑟𝐻2 , and 𝑟𝐻3-𝑖 denote the number of rules
for HTTP line handling, header handling, and body handling
for each application, respectively; and 𝜇𝐻1 , 𝜇𝐻2 , and 𝜇𝐻3-𝑖
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rH3-n H3-n rH3-n H3-n rH3-n H3-n

4

Wireless Communications and Mobile Computing

N



K

1

2

r







1

2

r







1

2

r







in the system changes from 𝑗 to 𝑘 at any arbitrary moment.
The transition of states is correlated with the number of
packet arrivals within the service time; hence, the relationship
between 𝑃𝑗𝑘 and 𝛼𝑘 may be obtained as follows:

Figure 2: Submodule structure.

denote the handling rate of each rule for HTTP line handling,
header handling, and body handling for each application,
respectively.
The firewall model proposed in this paper refines a
number of essential upper-layer handling processes in which
the traffic flow proportion or number of applications may
be easily modified. In addition, this model comprises the
commonly used handling processes for DNS, FTP, and HTTP,
each of which may be extended as an individual template for
other upper-layer application protocols.
3.1. Low-Level Analysis. As shown in Figure 1, the entire
model consists of multiple single-buffer and multiconcurrent
Erlang processes. Hence, the computation of the entire model
may be based on cumulative computations of individual
submodules. Packets enter the system sequentially, following
a Poisson flow pattern; then, they wait in the buffer to be
further handled by the concurrent service windows. Each
service window comprises multiple subservice stations that
correspond to each rule. The handling efficiency of the service
windows follows an Erlang distribution. The structure of the
submodules is shown in Figure 2.
The following key formula may be derived on the basis of
the results of the previous work.
The distribution density function of the service time may
be denoted by
𝑟−1

𝑁𝜇 (𝑁𝜇𝑡)
𝑓 (𝑡) =
(𝑟 − 1)!

𝑒−𝑁𝜇𝑡

(𝑡 ≥ 0) .

𝜕𝑘
{
{
{
𝑝0𝑘 = { ∞
{
{ ∑ 𝜕𝑚
{𝑚=𝐾+𝑁−1

0≤𝑘≤𝐾+𝑁−2

𝜕𝑘−𝑗+1
{
{
{
𝑝𝑗𝑘 = { ∞
{
{ ∑ 𝜕𝑚
{𝑚=𝐾+𝑁−1

𝑗−1≤𝑘≤𝐾+𝑁−2

1 ≤ 𝑗 ≤ 𝐾 + 𝑁 − 1.
In terms of the steady-state probability of the system
following the instantaneous exit of the packets 𝜋𝑘 (0 ≤ 𝑘 ≤
𝐾 + 𝑁 − 1), the following relationship exists amongst various
states:
𝐾−1

𝜋𝑘 = ∑ 𝜋𝑗 𝑝𝑗𝑘

0 ≤ 𝑘 ≤ 𝐾 + 𝑁 − 1.

The following may be derived:
𝑘+1

𝜋𝑘 = 𝜋0 𝜕𝑘 + ∑ 𝜋𝑗 𝜕𝑘−𝑗+1

0 ≤ 𝑘 ≤ 𝐾 + 𝑁 − 2.

According to the regularity, we can derived
𝜋0 =

1
1 + ∑𝐾−1
𝑘=1 (𝜋𝑘 /𝜋0 )

0

Hence, the following formula can be obtained:
𝑟

𝜕𝑘 =

Γ (𝑘 + 𝑟)
𝜆𝑘 (𝑁𝜇)
⋅
𝑘! (𝑟 − 1)! (𝜆 + 𝑁𝜇)𝑘+𝑟
𝑟

𝜆𝑘 (𝑁𝜇)
(𝑘 + 𝑟 − 1)!
⋅
=
.
𝑘! (𝑟 − 1)! (𝜆 + 𝑁𝜇)𝑘+𝑟

(3)

In addition, 𝑃𝑗𝑘 represents the state transition probability,
that is, the probability that the number of network packets

.

(7)

The load offered at the network layer is given by
𝜌=𝜆⋅

𝑟
.
𝑁𝜇

(8)

The packet loss rate is denoted by
𝑝loss = 𝑝𝐾 = 1 −

1 − 𝑝0 𝑝0 + 𝜌 − 1
=
.
𝜌
𝜌

𝛾 = 𝜆 (1 − 𝑝loss ) .

𝜕𝑘 = ∫

(6)

𝑗=1

Further, 𝜕𝑘 denotes the probability that 𝑘 packets arrive at
the system during the service time of a packet:
(2)

(5)

𝑗=0

And the throughput is expressed by

(𝜆𝑥)𝑘 −𝜆𝑥
𝑒 𝑓 (𝑥) 𝑑𝑥.
𝑘!

(4)

𝑘=𝐾+𝑁−1

(1)

∞

𝑗=0

𝑘=𝐾+𝑁−1

(9)

(10)

3.2. Phase 1 Analysis. As shown in Figure 1, it can be learned
that Phase 1 hierarchy is consistent with the subhierarchy
described above, where the arrival rate of the packets is 𝜆, the
buffer size is denoted by 𝐾𝐿 , the number of service windows
is represented by 𝑁𝐿 , the number of rules is 𝑟𝐿 , and the service
rate of the rules is indicated by 𝜇𝐿 .
By applying the conclusion drawn in the previous section,
it can be learned that the probability that 𝑘 packets arrive at
a queue within the service time of a packet may be expressed
by
𝑟

𝜕𝑘 =

(𝑘 + 𝑟𝐿 − 1)!
𝜆𝑘 (𝑁𝐿 𝜇𝐿 ) 𝐿
.
⋅
𝑘! (𝑟𝐿 − 1)! (𝜆 + 𝑁 𝜇 )𝑘+𝑟𝐿
𝐿 𝐿

(11)
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The state transition probability for Phase 1 is given by

𝑝0𝑘

𝜕𝑘
{
{
{
∞
={
{
{ ∑ 𝜕𝑚
{𝑚=𝐾𝐿 +𝑁𝐿 −1

𝜕𝑘−𝑗+1
{
{
{
∞
𝑝𝑗𝑘 = {
{
{ ∑ 𝜕𝑚
{𝑚=𝐾𝐿 +𝑁𝐿 −1

0 ≤ 𝑘 ≤ 𝐾𝐿 + 𝑁𝐿 − 2

𝜕𝑘
{
{
{
∞
𝑝0𝑘 = {
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐷 +𝑁𝐷 −1

𝑗=0

𝑘 = 𝐾𝐿 + 𝑁𝐿 − 1

𝑗 − 1 ≤ 𝑘 ≤ 𝐾𝐿 + 𝑁𝐿 − 2

The state transition probability for DNS handling operations is given by
0 ≤ 𝑘 ≤ 𝐾𝐷 + 𝑁𝐷 − 2
𝑘 = 𝐾𝐷 + 𝑁𝐷 − 1

(12)

𝑘 = 𝐾𝐿 + 𝑁𝐿 − 1

𝑗=0
𝜕𝑘−𝑗+1
{
{
{
∞
𝑝𝑗𝑘 = {
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐷 +𝑁𝐷 −1

1 ≤ 𝑗 ≤ 𝐾𝐿 + 𝑁𝐿 − 1.

𝑗 − 1 ≤ 𝑘 ≤ 𝐾𝐷 + 𝑁𝐷 − 2
𝑘 = 𝐾𝐷 + 𝑁𝐷 − 1
1 ≤ 𝑗 ≤ 𝐾𝐷 + 𝑁𝐷 − 1.

The following formula may be obtained:
𝜋𝑘 =

The following formula may be obtained:

𝐾𝐿 +𝑁𝐿 −1

∑ 𝜋𝑗 𝑝𝑗𝑘

0 ≤ 𝑘 ≤ 𝐾𝐿 + 𝑁𝐿 − 1.

𝑗=0

(13)
𝜋𝑘 =

By performing ratio computation with 𝜋0 , we obtain
𝜋0 =

1
𝐾 +𝑁𝐿 −1

𝐿
1 + ∑𝑘=1

(𝜋𝑘 /𝜋0 )

.

1
.
𝜋0 + 𝜆 ⋅ 𝑟𝐿 /𝑁𝐿 𝜇𝐿

(14)

0 ≤ 𝑘 ≤ 𝐾𝐷 + 𝑁𝐷 − 1.

(19)

1
1+

𝐾𝐷 +𝑁𝐷 −1
∑𝑘=1

(𝜋𝑘 /𝜋0 )

.

(20)

The packet loss rate for DNS handling operations is given
(15)
𝑝loss-𝐷 = 1 −

1
.
𝜋0 + 𝜆 ⋅ 𝑞𝐷 ⋅ 𝑟𝐷/𝑁𝐷𝜇𝐷

(21)

The throughput for DNS handling operations is expressed
(16)

by
𝛾𝐷 = 𝜆 ⋅ 𝑞𝐷 (1 − 𝑝loss-𝐷) .

3.3.1. DNS Handling Analysis. As shown in Figure 1, the
DNS handling process is based on a single-phase concurrent
Erlang model. If applications with similar handling processes
exist in the system, the DNS handling process may be used as
a template. During the DNS handling operations, the arrival
rate of packets equals Phase 1 throughput 𝛾𝐿 ∗ 𝑞𝐷, the buffer
size is denoted by 𝐾𝐷, the number of service windows is 𝑁𝐷,
the number of rules is represented by 𝑟𝐷, and the service rate
of the rules is indicated by 𝜇𝐷.
As with Phase 1 handling process, the probability that 𝑘
packets arrive at the queue during the service time of a packet
may be expressed by

(22)

3.3.2. FTP Handling Analysis. As shown in Figure 1, the FTP
handling process is based on a two-phase concurrent Erlang
model. If applications with similar handling processes exist
in the system, the FTP handling process may be used as
a template. The FTP handling operations may be divided
into two parts. When a packet arrives at the FTP handling
process, it will first be processed by the FTP command
handling module, followed by the filtering and analysis of the
transmitted data.
(1) FTP Command Handling Operations. During the FTP
command handling operations, the arrival rate of the packets
equals Phase 1 throughput 𝛾𝐿 ∗ 𝑞𝐹 , the buffer size is denoted
by 𝐾𝐹1 , the number of service windows is 𝑁𝐹1 , the number of
rules is represented by 𝑟𝐹1 , and the service rate of the rules is
𝜇𝐹1 .
The probability that 𝑘 packets arrive at a queue within the
service time of a packet may be expressed by

𝑟

(𝑘 + 𝑟𝐷 − 1)!
𝜆𝑘 (𝑁𝐷𝜇𝐷) 𝐷
.
⋅
𝑘! (𝑟𝐷 − 1)! (𝜆 + 𝑁 𝜇 )𝑘+𝑟𝐷
𝐷 𝐷

𝜋𝑗 𝑝𝑗𝑘

by

3.3. Phase 2 Analysis. Phase 2 analysis is comparatively
complex. It involves handling operations implemented by
DNS, FTP, and HTTP. Phase 2 throughputs, that is, the
overall throughput of the system, are jointly comprised of the
throughputs from DNS, FTP, and HTTP.

𝜕𝑘 =

∑

𝑗=0

𝜋0 =

Phase 1 throughput is given by
𝛾𝐿 = 𝜆 (1 − 𝑝loss-𝐿 ) .

𝐾𝐷 +𝑁𝐷 −1

By performing ratio computation with 𝜋0 , the following
formula is obtained:

Phase 1 packet loss rate is given by
𝑝loss-𝐿 = 1 −

(18)

𝑟

(17)

𝜕𝑘 =

(𝑘 + 𝑟𝐹1 − 1)!
𝜆𝑘 (𝑁𝐹1 𝜇𝐹1 ) 𝐹1
.
⋅
𝑘! (𝑟𝐹1 − 1)! (𝜆 + 𝑁 𝜇 )𝑘+𝑟𝐹1
𝐹1 𝐹1

(23)
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The state transition probability for FTP command handling operations may be expressed by

𝑝0𝑘

𝜕𝑘
{
{
{
∞
={
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐹1 +𝑁𝐹1 −1

0 ≤ 𝑘 ≤ 𝐾𝐹2-𝑖 + 𝑁𝐹2-𝑖 − 2

𝜕𝑘
{
{
{
∞
𝑝0𝑘 = {
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐹2-𝑖 +𝑁𝐹2-𝑖 −1

0 ≤ 𝑘 ≤ 𝐾𝐹1 + 𝑁𝐹1 − 2
𝑘 = 𝐾𝐹1 + 𝑁𝐹1 − 1

𝑘 = 𝐾𝐹2-𝑖 + 𝑁𝐹2-𝑖 − 1
𝑗=0

𝑗=0
(24)
𝜕𝑘−𝑗+1
{
{
{
∞
𝑝𝑗𝑘 = {
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐹1 +𝑁𝐹1 −1

The state transition probability for FTP data transmission
handling operations is given by

𝑗 − 1 ≤ 𝑘 ≤ 𝐾𝐹1 + 𝑁𝐹1 − 2

𝑝𝑗𝑘

(30)
𝑗 − 1 ≤ 𝑘 ≤ 𝐾𝐹2-𝑖 + 𝑁𝐹2-𝑖 − 2

𝜕𝑘−𝑗+1
{
{
{
∞
={
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐹2-𝑖 +𝑁𝐹2-𝑖 −1

𝑘 = 𝐾𝐹1 + 𝑁𝐹1 − 1

𝑘 = 𝐾𝐹2-𝑖 + 𝑁𝐹2-𝑖 − 1

1 ≤ 𝑗 ≤ 𝐾𝐹1 + 𝑁𝐹1 − 1.

1 ≤ 𝑗 ≤ 𝐾𝐹2-𝑖 + 𝑁𝐹2-𝑖 − 1.
The following formula may be obtained:

The following formula may be obtained:
𝜋𝑘 =

𝐾𝐹1 +𝑁𝐹1 −1

∑

𝑗=0

𝜋𝑗 𝑝𝑗𝑘

0 ≤ 𝑘 ≤ 𝐾𝐹1 + 𝑁𝐹1 − 1.

(25)

By performing ratio computation with 𝜋0, the following
formula is obtained:
𝜋0 =

1
𝐾 +𝑁𝐹1 −1

𝐹1
1 + ∑𝑘=1

(𝜋𝑘 /𝜋0 )

.

1
.
𝜋0 + 𝜆 ⋅ 𝑞𝐹 ⋅ 𝑟𝐹1 /𝑁𝐹1 𝜇𝐹1

(27)

(28)

(2) FTP Data Transmission Handling Operations. In terms
of FTP data transmission handling operations, assume that
there are 𝑛 concurrent data transmission handling modules,
and let 𝑖 denote the 𝑖th data transmission handling module. The packet flow proportion for each data transmission
handling module is denoted by 𝑞𝐹-𝑖 . The arrival rate of
packets equals the throughput for FTP command handling
operations, 𝛾𝐹1 ∗ 𝑞𝐹-𝑖 , the buffer size is 𝐾𝐹2-𝑖 , the number of
service windows is expressed by 𝑁𝐹2-𝑖 , the number of rules
is 𝑟𝐹2-𝑖 , and the service rate of the rules is represented by
𝜇𝐹2-𝑖 .
The probability that 𝑘 packets arrive at a queue within the
service time of a packet may be denoted by
𝑟

𝜕𝑘 =

(𝑘 + 𝑟𝐹2-𝑖 − 1)!
𝜆𝑘 (𝑁𝐹2-𝑖 𝜇𝐹2-𝑖 ) 𝐹2
.
⋅
𝑘+𝑟
𝑘! (𝑟𝐹2-𝑖 − 1)!
(𝜆 + 𝑁𝐹2-𝑖 𝜇𝐹2-𝑖 ) 𝐹2-𝑖

∑

𝑗=0

(29)

𝜋𝑗 𝑝𝑗𝑘

0 ≤ 𝑘 ≤ 𝐾𝐹2-𝑖 + 𝑁𝐹2-𝑖 − 1.

(31)

By performing ratio computation with 𝜋0, the following
formula is obtained:

(26)

The throughput for FTP command handling operations
is denoted by
𝛾𝐹1 = 𝜆 ⋅ 𝑞𝐹 (1 − 𝑝loss-𝐹1 ) .

𝐾𝐹2-𝑖 +𝑁𝐹2-𝑖 −1

𝜋0 =

The packet loss rate for FTP command handling operations is given by
𝑝loss-𝐹1 = 1 −

𝜋𝑘 =

1
𝐾

𝐹2-𝑖
1 + ∑𝑘=1

+𝑁𝐹2-𝑖 −1

(𝜋𝑘 /𝜋0 )

.

(32)

The packet loss rate for FTP data transmission handling
operations is given by
𝑝loss-𝐹2-𝑖 = 1 −

1
.
𝜋0 + 𝛾𝐹1 ⋅ 𝑞𝐹-𝑖 ⋅ 𝑟𝐹2-𝑖 /𝑁𝐹2-𝑖 𝜇𝐹2-𝑖

(33)

The throughput for FTP data transmission handling
operations is denoted by
𝛾𝐹2-𝑖 = 𝛾𝐹1 ⋅ 𝑞𝐹-𝑖 (1 − 𝑝loss-𝐹2-𝑖 ) .

(34)

The total throughput for FTP handling operations is
expressed by
𝑛

𝛾𝐹 = ∑𝛾𝐹2-𝑖 .

(35)

𝑖=1

3.3.3. HTTP Handling Analysis. As shown in Figure 1, the
HTTP handling process is based on a three-phase concurrent
Erlang model. If applications with similar handling processes
exist in the system, the HTTP handling process may be
used as a template. The HTTP handling operations may be
divided into three parts. When a packet arrives at the HTTP
handling process, it will first be handled by HTTP-request
line handling module; then, it will be processed by HTTPheader handling module, and finally, it will be handled by the
HTTP-body handling module and delivered to upper-layer
applications.
(1) HTTP-Request Line Handling Operations. In terms of
HTTP-request line handling operations, the arrival rate of
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packets equals the throughput for Phase 1, 𝛾𝐿 ∗ 𝑞𝐻, the buffer
size is 𝐾𝐻1 , the number of service windows is denoted by
𝑁𝐻1 , the number of rules is 𝑟𝐻1 , and the service rate of the
rules is expressed by 𝜇𝐻1 .
The probability that 𝑘 packets arrive at a queue within the
service time of a packet may be denoted by
𝑟

(𝑘 + 𝑟𝐻1 − 1)!
𝜆𝑘 (𝑁𝐻1 𝜇𝐻1 ) 𝐻1
.
⋅
𝜕𝑘 =
𝑘! (𝑟𝐻1 − 1)! (𝜆 + 𝑁 𝜇 )𝑘+𝑟𝐻1
𝐻1 𝐻1

(36)

The state transition probability for HTTP-request line
handling operations is given by

𝑝0𝑘

0 ≤ 𝑘 ≤ 𝐾𝐻1 + 𝑁𝐻1 − 2

𝜕𝑘
{
{
{
∞
={
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐻1 +𝑁𝐻1 −1

The state transition probability for HTTP-header handling operations may be expressed by

𝑗=0

(37)
𝜋𝑘 =

𝑘 = 𝐾𝐻1 + 𝑁𝐻1 − 1

𝜋𝑗 𝑝𝑗𝑘

0 ≤ 𝑘 ≤ 𝐾𝐻1 + 𝑁𝐻1 − 1.

1
1+

𝐾𝐻1 +𝑁𝐻1 −1
∑𝑘=1

(𝜋𝑘 /𝜋0 )

(38)

.

1
.
𝜋0 + 𝜆 ⋅ 𝑞𝐻 ⋅ 𝑟𝐻1 /𝑁𝐻1 𝜇𝐻1

𝜋𝑗 𝑝𝑗𝑘

𝛾𝐻1 = 𝜆 ⋅ 𝑞𝐻 (1 − 𝑝loss-𝐻1 ) .

(41)

(2) HTTP-Header Handling Operations. With respect to
HTTP-header handling operations, the arrival rate of packets
equals the throughput for the HTTP-request line handling
operations, 𝛾𝐻2 , the buffer size is 𝐾𝐻2 , the number of service
windows is represented by 𝑁𝐻2 , the number of rules is 𝑟𝐻2 ,
and the service rate of the rules is 𝜇𝐻2 .
The probability that 𝑘 packets arrive at a queue within the
service time of a packet may be denoted by

(44)

1+

𝐾𝐻2 +𝑁𝐻2 −1
∑𝑘=1

(𝜋𝑘 /𝜋0 )

.

(45)

1
.
𝜋0 + 𝛾𝐻1 ⋅ 𝑟𝐻2 /𝑁𝐻2 𝜇𝐻2

(46)

The throughput for the HTTP-header handling operations may be expressed by
𝛾𝐻2 = 𝛾𝐻1 (1 − 𝑝loss-𝐻2 ) .

(47)

(3) HTTP-Body Handling Operations. In terms of HTTPbody handling operations, assume that there are 𝑛 concurrent HTTP-body handling modules and let 𝑖 denote the 𝑖th
HTTP-body handling module. The packet flow proportion
for each HTTP-body handling module is denoted by 𝑞𝐻-𝑖 . The
arrival rate of packets equals the throughput for the HTTPheader handling operations, 𝛾𝐻2 ∗𝑞𝐻-𝑖 , the buffer size is 𝐾𝐻3-𝑖 ,
the number of service windows is expressed by 𝑁𝐻3-𝑖 , the
number of rules is 𝑟𝐻3-𝑖 , and the service rate of the rules is
represented by 𝜇𝐻3-𝑖 .
The probability that 𝑘 packets arrive at a queue within the
service time of a packet may be denoted by

𝑟

(𝑘 + 𝑟𝐻2 − 1)!
𝜆𝑘 (𝑁𝐻2 𝜇𝐻2 ) 𝐻2
.
⋅
𝑘! (𝑟𝐻2 − 1)! (𝜆 + 𝑁 𝜇 )𝑘+𝑟𝐻2
𝐻2 𝐻2

0 ≤ 𝑘 ≤ 𝐾𝐻2 + 𝑁𝐻2 − 1.

1

𝑝loss-𝐻2 = 1 −

(40)

The throughput for HTTP-request line handling operations is denoted by

𝜕𝑘 =

∑

𝑗=0

The packet loss rate for HTTP-header handling operations may be expressed by

(39)

The packet loss rate for HTTP-request line handling
operations is given by
𝑝loss-𝐻1 = 1 −

𝐾𝐻2 +𝑁𝐻2 −1

𝜋0 =

By performing ratio computation with 𝜋0, the following
formula is obtained:
𝜋0 =

𝑘 = 𝐾𝐻2 + 𝑁𝐻2 − 1

By performing ratio computation with 𝜋0, the following
formula is obtained:

The following formula may be obtained:
∑

(43)

The following formula may be obtained:

1 ≤ 𝑗 ≤ 𝐾𝐻1 + 𝑁𝐻1 − 1.

𝑗=0

𝑗 − 1 ≤ 𝑘 ≤ 𝐾𝐻2 + 𝑁𝐻2 − 2

𝜕𝑘−𝑗+1
{
{
{
∞
𝑝𝑗𝑘 = {
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐻2 +𝑁𝐻2 −1

1 ≤ 𝑗 ≤ 𝐾𝐻2 + 𝑁𝐻2 − 1.

𝑗 − 1 ≤ 𝑘 ≤ 𝐾𝐻1 + 𝑁𝐻1 − 2

{𝜕𝑘−𝑗+1
{
{
∞
𝑝𝑗𝑘 = {
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐻1 +𝑁𝐻1 −1

𝜋𝑘 =

𝑘 = 𝐾𝐻2 + 𝑁𝐻2 − 1

𝑘 = 𝐾𝐻1 + 𝑁𝐻1 − 1
𝑗=0

𝐾𝐻1 +𝑁𝐻1 −1

0 ≤ 𝑘 ≤ 𝐾𝐻2 + 𝑁𝐻2 − 2

𝜕𝑘
{
{
{
∞
𝑝0𝑘 = {
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐻2 +𝑁𝐻2 −1

𝑟

(42)

𝜕𝑘 =

(𝑘 + 𝑟𝐻3-𝑖 − 1)!
𝜆𝑘 (𝑁𝐻3-𝑖 𝜇𝐻3-𝑖 ) 𝐻3
.
⋅
𝑘+𝑟
𝑘! (𝑟𝐻3-𝑖 − 1)!
(𝜆 + 𝑁𝐻3-𝑖 𝜇𝐻3-𝑖 ) 𝐻3-𝑖

(48)
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The state transition probability for HTTP-body handling
operations is given by

(55)

𝑘 = 𝐾𝐻3-𝑖 + 𝑁𝐻3-𝑖 − 1

4. Experiment Evaluation

𝑗=0
𝑝𝑗𝑘

(49)
𝑗 − 1 ≤ 𝑘 ≤ 𝐾𝐻3-𝑖 + 𝑁𝐻3-𝑖 − 2
𝑘 = 𝐾𝐻3-𝑖 + 𝑁𝐻3-𝑖 − 1
1 ≤ 𝑗 ≤ 𝐾𝐻3-𝑖 + 𝑁𝐻3-𝑖 − 1.

The following formula may be obtained:
𝜋𝑘 =

𝐾𝐻3-𝑖 +𝑁𝐻3-𝑖 −1

∑

𝑗=0

𝜋𝑗 𝑝𝑗𝑘

0 ≤ 𝑘 ≤ 𝐾𝐻3-𝑖 + 𝑁𝐻3-𝑖 − 1.

(50)

By performing ratio computation with 𝜋0, the following
formula is obtained:
1

𝜋0 =

1+

𝐾𝐻3-𝑖 +𝑁𝐻3-𝑖 −1
∑𝑘=1

(𝜋𝑘 /𝜋0 )

.

(51)

The packet loss rate for HTTP-body handling operations
may be denoted by
𝑝loss-𝐻3-𝑖 = 1 −

1
.
𝜋0 + 𝛾𝐻2 ⋅ 𝑞𝐻-𝑖 ⋅ 𝑟𝐻3-𝑖 /𝑁𝐻3-𝑖 𝜇𝐻3-𝑖

(52)

The throughput for HTTP-body handling operations may
be expressed by
𝛾𝐻3-𝑖 = 𝛾𝐻2 ⋅ 𝑞𝐻-𝑖 (1 − 𝑝loss-𝐻3-𝑖 ) .

(53)

The total throughput for HTTP-body handling operations may be expressed by
𝑛

𝛾𝐻 = ∑𝛾𝐻3-𝑖 .

(54)

𝑖=1

The overall traffic handled by the firewall should be the
sum of the traffic handled by DNS, FTP, and HTTP. The
overall packet loss rate of the firewall is given by
𝑝loss = 𝑝loss-𝐿 + 𝑞𝐷 ⋅ (1 − 𝑝loss-𝐿 ) 𝑝loss-𝐷 + 𝑞𝐹 ⋅ (1
𝑛

− 𝑝loss-𝐿 ) 𝑝loss-𝐹1 + ∑𝑞𝐹𝑖
𝑖=1

⋅ [1 − 𝑞𝐹 ⋅ (1 − 𝑝loss-𝐿 ) 𝑝loss-𝐹1 ] ⋅ 𝑝loss-𝐹2-𝑖 + 𝑞𝐻 ⋅ (1
− 𝑝loss-𝐿 ) 𝑝loss-𝐻1 + [1 − 𝑞𝐻 ⋅ (1 − 𝑝loss-𝐿 ) 𝑝loss-𝐻1 ]
𝑛

⋅ 𝑝loss-𝐻2 + ∑𝑞𝐻𝑖
𝑖=1

⋅ 𝑝loss-𝐻3-𝑖 .

0 ≤ 𝑘 ≤ 𝐾𝐻3-𝑖 + 𝑁𝐻3-𝑖 − 2

𝜕𝑘
{
{
{
∞
𝑝0𝑘 = {
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐻3-𝑖 +𝑁𝐻3-𝑖 −1

𝜕𝑘−𝑗+1
{
{
{
∞
={
{
𝜕𝑚
∑
{
{𝑚=𝐾𝐻3-𝑖 +𝑁𝐻3-𝑖 −1

⋅ {1 − [1 − 𝑞𝐻 ⋅ (1 − 𝑝loss-𝐿 ) 𝑝loss-𝐻1 ] ⋅ 𝑝loss-𝐻2 }

This section describes a discrete-event simulated experiment
conducted with respect to the firewall model described above.
The arrival time of packets and processing time of service
windows are stochastically generated, where the arrival process is a Poisson process and the service process follows an
Erlang distribution.
Let the number of total resources be 12, enumerate
the combinations of the allocated resources, compute the
values of the throughput and packet loss rate under each
combination using the theoretical formulae and simulation
programs, respectively, and calculate the error between the
theoretical and simulated values.
The total number of service stations is 12, and the arrival
rate of data packets 𝜆 = 80 kpps (kilo packets per second).
In Phase 1, the buffer size 𝐾𝐿 = 100, the number of rules
𝑟𝐿 = 5, and the handling rate 𝜇𝐿 = 250 kpps. In Phase 2,
the DNS traffic accounts for 20%; FTP traffic, 20%; and
HTTP traffic, 60%. In terms of the DNS handling part, the
buffer size 𝐾𝐷 = 100, the number of rules 𝑟𝐷 = 5, and the
handling rate 𝜇𝐷 = 200 kpps. In the FTP handling part, the
FTP command handling buffer size 𝐾𝐹1 = 100, the number
of rules 𝑟𝐹1 = 5, and the handling rate 𝜇𝐹1 = 350 kpps. The
FTP data transmission handling part may be divided into
two data transmission processes, whose traffic proportions
are 40% and 60%, respectively. For the first data transmission
process, the buffer size 𝐾𝐹2-1 = 80, the number of rules 𝑟𝐹2-1
= 5, and the handling rate 𝜇𝐹2-1 = 150 kpps. For the second
transmission process, the buffer size 𝐾𝐹2-2 = 90, the number
of rules 𝑟𝐹2-1 = 5, and the handling rate 𝜇𝐹2-1 = 180 kpps. In
the HTTP handling part, the buffer size for HTTP-request
line handling 𝐾𝐻1 = 100, the number of rules 𝑟𝐻1 = 5, and
the handling rate 𝜇𝐻1 = 500 kpps. The buffer size for HTTPheader handling 𝐾𝐻2 = 150, the number of rules 𝑟𝐻2 = 5, and
the handling rate 𝜇𝐻2 = 200 kpps. The HTTP-body handling
operations consist of two HTTP applications, whose traffic
proportions are 40% and 60%, respectively. The buffer sizes
are 𝐾𝐻3-1 = 100 and 𝐾𝐻3-2 = 100, respectively, the number of
rules is 𝑟𝐻3-1 = 5 and 𝑟𝐻3-2 = 5, respectively, and the handling
rates are 𝜇𝐻3-1 = 80 kpps and 𝜇𝐻3-2 = 100 kpps, respectively.
The results are presented in Table 1.
As determined from the experimental results, when the
resources are allocated as 𝑁𝐿 = 2, 𝑁𝐷 = 1, 𝑁𝐹1 = 1, 𝑁𝐹2-1 =
1, 𝑁𝐹2-2 = 1, 𝑁𝐻1 = 1, 𝑁𝐻2 = 2, 𝑁𝐻3-1 = 1, and 𝑁𝐻3-2 = 2,
the maximum throughput reaches up to 76.69 kpps with the
lowest packet loss rate. Further, the error between the theoretical computation results and the simulated experiment results
remains within 3.3%; the mean error is 0.848%.

5. Conclusion
A two-phase multiservice station and multiprotocol firewall
model with multiple concurrent applications was proposed

Wireless Communications and Mobile Computing
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Table 1: Relationship of resource allocation versus throughput and packet loss rate.
𝑁𝐿
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

𝑁𝐷

𝑁𝐹1

𝑁𝐹2-1

𝑁𝐹2-2

𝑁𝐻1

𝑁𝐻2

𝑁𝐻3-1

𝑁𝐻3-2

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
2
2
2
2
2
2
2
2
2
2
2
2

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
2
2
2
2
2
2
2
2
2
2
3
3
3
3
4
1
1
1
1
1
1
1
1
1
1
2
2

1
1
1
1
1
1
1
1
1
1
2
2
2
2
2
2
3
3
3
4
1
1
1
1
1
1
2
2
2
3
1
1
1
2
1
1
1
1
1
1
1
2
2
2
3
1
1

1
1
1
1
2
2
2
3
3
4
1
1
1
2
2
3
1
1
2
1
1
1
1
2
2
3
1
1
2
1
1
1
2
1
1
1
1
1
2
2
3
1
1
2
1
1
1

1
2
3
4
1
2
3
1
2
1
1
2
3
1
2
1
1
2
1
1
1
2
3
1
2
1
1
2
1
1
1
2
1
1
1
1
2
3
1
2
1
1
2
1
1
1
2

4
3
2
1
3
2
1
2
1
1
3
2
1
2
1
1
2
1
1
1
3
2
1
2
1
1
2
1
1
1
2
1
1
1
1
3
2
1
2
1
1
2
1
1
1
2
1

Theoretical
Theoretical
Simulated
Simulated
throughput packet loss rate throughput packet loss rate
50.252
50.777
50.322
50.166
50.273
50.181
51.012
50.456
50.257
49.927
50.483
50.720
50.525
50.519
50.690
50.775
50.291
50.226
50.228
50.665
50.308
50.315
50.211
50.310
50.627
50.212
50.889
50.514
50.446
50.177
50.569
50.724
50.240
50.818
50.548
50.689
50.800
50.616
50.589
50.552
50.585
50.558
50.264
50.307
49.989
50.404
50.710

0.372
0.365
0.371
0.373
0.372
0.373
0.362
0.369
0.372
0.376
0.369
0.366
0.368
0.369
0.366
0.365
0.371
0.372
0.372
0.367
0.371
0.371
0.372
0.371
0.367
0.372
0.364
0.369
0.369
0.373
0.368
0.366
0.372
0.365
0.368
0.366
0.365
0.367
0.368
0.368
0.368
0.368
0.372
0.371
0.375
0.370
0.366

49.525
49.545
49.504
49.297
49.545
49.647
49.421
49.507
49.380
49.496
49.405
49.518
49.289
49.496
49.453
49.425
49.455
49.471
49.112
49.351
49.676
49.469
49.351
49.505
49.433
49.396
49.567
49.484
49.150
49.393
49.578
49.376
49.408
49.380
49.206
49.436
49.524
49.140
49.485
49.057
49.365
49.503
49.157
49.194
49.261
49.533
49.593

0.381
0.381
0.381
0.384
0.381
0.379
0.382
0.381
0.383
0.381
0.382
0.381
0.384
0.381
0.382
0.382
0.382
0.382
0.386
0.383
0.379
0.382
0.383
0.381
0.382
0.383
0.380
0.381
0.386
0.383
0.380
0.383
0.382
0.383
0.385
0.382
0.381
0.386
0.381
0.387
0.383
0.381
0.386
0.385
0.384
0.381
0.380

Err
0.015
0.025
0.017
0.018
0.015
0.011
0.032
0.019
0.018
0.009
0.022
0.024
0.025
0.021
0.025
0.027
0.017
0.015
0.023
0.027
0.013
0.017
0.017
0.016
0.024
0.017
0.027
0.021
0.026
0.016
0.020
0.027
0.017
0.029
0.027
0.025
0.026
0.030
0.022
0.030
0.025
0.021
0.023
0.023
0.015
0.018
0.023
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Table 1: Continued.

𝑁𝐿
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

𝑁𝐷

𝑁𝐹1

𝑁𝐹2-1

𝑁𝐹2-2

𝑁𝐻1

𝑁𝐻2

𝑁𝐻3-1

𝑁𝐻3-2

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
2
2
2
2
2
2
2
2
2
2
2

1
1
1
1
1
1
1
1
1
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
3
3
3
3
3
3
4
1
1
1
1
1
1
1
1
1
1
1

2
2
2
3
3
3
3
3
4
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
2
2
2
2
2
3
1
1
1
1
1
2
1
1
1
1
1
1
1
1
1
1
1
1

2
2
3
1
1
1
1
2
1
1
1
1
1
1
1
1
1
1
1
2
2
2
2
3
1
1
1
1
2
1
1
1
1
1
2
1
1
1
1
1
1
1
1
1
1
1
1
2

1
2
1
1
1
1
2
1
1
1
1
1
1
1
1
2
2
2
3
1
1
1
2
1
1
1
1
2
1
1
1
1
1
2
1
1
1
1
1
1
1
1
1
2
2
2
3
1

2
1
1
1
1
2
1
1
1
1
1
1
2
2
3
1
1
2
1
1
1
2
1
1
1
1
2
1
1
1
1
1
2
1
1
1
1
1
1
1
2
2
3
1
1
2
1
1

1
1
1
1
2
1
1
1
1
1
2
3
1
2
1
1
2
1
1
1
2
1
1
1
1
2
1
1
1
1
1
2
1
1
1
1
1
1
2
3
1
2
1
1
2
1
1
1

1
1
1
2
1
1
1
1
1
3
2
1
2
1
1
2
1
1
1
2
1
1
1
1
2
1
1
1
1
1
2
1
1
1
1
1
1
3
2
1
2
1
1
2
1
1
1
2

Theoretical
Theoretical
Simulated
Simulated
throughput packet loss rate throughput packet loss rate
50.271
50.344
50.468
50.982
50.504
50.608
50.326
50.096
50.104
50.105
50.371
50.209
50.027
50.769
50.644
50.417
49.918
50.770
50.103
50.238
50.409
50.696
50.456
50.461
50.134
50.997
50.661
50.414
50.497
50.559
50.271
50.593
50.775
50.413
50.368
50.521
50.204
50.709
50.261
50.264
50.617
51.092
50.560
50.335
50.678
50.582
50.046
50.790

0.372
0.371
0.369
0.363
0.369
0.367
0.371
0.374
0.374
0.374
0.370
0.372
0.375
0.365
0.367
0.370
0.376
0.365
0.361
0.372
0.370
0.366
0.369
0.369
0.373
0.363
0.367
0.370
0.369
0.368
0.372
0.368
0.365
0.370
0.370
0.368
0.372
0.366
0.372
0.372
0.367
0.361
0.368
0.371
0.367
0.368
0.374
0.365

49.426
49.333
49.524
49.477
49.180
49.106
49.294
49.408
49.302
49.656
49.459
49.377
49.517
49.471
49.533
49.507
49.445
49.469
49.309
49.503
49.476
49.397
49.504
49.256
49.695
49.517
49.401
49.497
49.395
49.366
49.617
49.325
49.488
49.475
49.496
49.376
49.476
49.569
49.497
49.469
49.596
49.449
49.199
49.425
49.385
49.533
49.250
49.413

0.382
0.383
0.381
0.382
0.385
0.386
0.384
0.382
0.384
0.379
0.382
0.383
0.381
0.382
0.381
0.381
0.382
0.382
0.384
0.381
0.382
0.383
0.381
0.384
0.379
0.381
0.382
0.381
0.383
0.383
0.380
0.383
0.381
0.382
0.381
0.383
0.382
0.380
0.381
0.382
0.380
0.382
0.385
0.382
0.383
0.381
0.384
0.382

Err
0.017
0.020
0.019
0.030
0.027
0.031
0.021
0.014
0.016
0.009
0.018
0.017
0.010
0.026
0.022
0.018
0.010
0.026
0.016
0.015
0.019
0.026
0.019
0.024
0.009
0.030
0.026
0.019
0.022
0.024
0.013
0.026
0.026
0.019
0.018
0.023
0.015
0.023
0.015
0.016
0.021
0.033
0.028
0.018
0.026
0.021
0.016
0.028
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Table 1: Continued.

𝑁𝐿
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

𝑁𝐷

𝑁𝐹1

𝑁𝐹2-1

𝑁𝐹2-2

𝑁𝐻1

𝑁𝐻2

𝑁𝐻3-1

𝑁𝐻3-2

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
3
3
3
3
3
3
3
4
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1
1
1
1
1
1
1
1
1
1
2
2
2
2
2
2
3
1
1
1
1
1
1
2
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
2
2
2

1
1
1
1
2
2
2
2
2
3
1
1
1
1
1
2
1
1
1
1
1
1
2
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
2
2
2
2
2
3
1
1
1

2
2
2
3
1
1
1
1
2
1
1
1
1
1
2
1
1
1
1
1
1
2
1
1
1
1
1
1
1
1
1
1
1
1
1
2
2
2
2
3
1
1
1
1
2
1
1
1
1

1
1
2
1
1
1
1
2
1
1
1
1
1
2
1
1
1
1
1
1
2
1
1
1
1
1
1
1
1
1
1
2
2
2
3
1
1
1
2
1
1
1
1
2
1
1
1
1
1

1
2
1
1
1
1
2
1
1
1
1
1
2
1
1
1
1
1
1
2
1
1
1
1
1
1
1
1
2
2
3
1
1
2
1
1
1
2
1
1
1
1
2
1
1
1
1
1
2

2
1
1
1
1
2
1
1
1
1
1
2
1
1
1
1
1
1
2
1
1
1
1
1
1
1
2
3
1
2
1
1
2
1
1
1
2
1
1
1
1
2
1
1
1
1
1
2
1

1
1
1
1
2
1
1
1
1
1
2
1
1
1
1
1
1
2
1
1
1
1
1
1
1
3
2
1
2
1
1
2
1
1
1
2
1
1
1
1
2
1
1
1
1
1
2
1
1

Theoretical
Theoretical
Simulated
Simulated
throughput packet loss rate throughput packet loss rate
50.258
0.372
49.320
0.384
50.477
0.369
49.399
0.383
50.587
0.368
49.272
0.384
50.573
0.368
49.371
0.383
50.867
0.364
49.499
0.381
50.508
0.369
49.524
0.381
50.313
0.371
49.481
0.381
50.419
0.370
49.468
0.382
50.919
0.364
49.391
0.383
50.633
0.367
49.496
0.381
50.756
0.366
49.582
0.380
50.920
0.363
49.349
0.383
50.259
0.372
49.465
0.382
50.410
0.370
49.364
0.383
50.116
0.374
49.503
0.381
50.377
0.370
49.360
0.383
50.517
0.369
49.444
0.382
50.352
0.371
49.692
0.379
50.652
0.367
49.458
0.382
50.375
0.370
49.480
0.381
50.294
0.371
49.354
0.383
50.999
0.363
49.476
0.382
51.162
0.360
49.525
0.381
50.366
0.370
49.316
0.384
50.761
0.365
49.410
0.382
72.170
0.098
71.534
0.106
72.857
0.089
71.463
0.107
68.360
0.146
67.650
0.154
77.768
0.028
76.693
0.041
72.132
0.098
70.706
0.116
68.340
0.146
67.672
0.154
72.507
0.094
71.572
0.105
68.342
0.146
67.676
0.154
68.404
0.145
67.688
0.154
68.321
0.146
67.742
0.153
72.072
0.099
71.473
0.107
68.403
0.145
67.604
0.155
68.357
0.146
67.684
0.154
68.236
0.147
67.687
0.154
68.010
0.150
67.678
0.154
72.688
0.091
71.439
0.107
68.301
0.146
67.607
0.155
68.221
0.147
67.736
0.153
68.200
0.148
67.688
0.154
67.916
0.151
67.650
0.154
68.191
0.148
67.682
0.154
72.500
0.094
71.590
0.105
68.189
0.148
67.531
0.156
68.121
0.148
67.753
0.153

Err
0.019
0.022
0.027
0.024
0.028
0.020
0.017
0.019
0.031
0.023
0.024
0.032
0.016
0.021
0.012
0.021
0.022
0.013
0.024
0.018
0.019
0.031
0.033
0.021
0.027
0.009
0.019
0.010
0.014
0.020
0.010
0.013
0.010
0.011
0.009
0.008
0.012
0.010
0.008
0.005
0.017
0.010
0.007
0.008
0.004
0.008
0.013
0.010
0.005
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Table 1: Continued.

𝑁𝐿
2
2
2
2
2
2
2
2
2
2
2
2
3
3
3
3
3
3
3
3
4

𝑁𝐷

𝑁𝐹1

𝑁𝐹2-1

𝑁𝐹2-2

𝑁𝐻1

𝑁𝐻2

𝑁𝐻3-1

𝑁𝐻3-2

1
1
1
1
2
2
2
2
2
2
2
3
1
1
1
1
1
1
1
2
1

2
2
2
3
1
1
1
1
1
1
2
1
1
1
1
1
1
1
2
1
1

1
1
2
1
1
1
1
1
1
2
1
1
1
1
1
1
1
2
1
1
1

1
2
1
1
1
1
1
1
2
1
1
1
1
1
1
1
2
1
1
1
1

2
1
1
1
1
1
1
2
1
1
1
1
1
1
1
2
1
1
1
1
1

1
1
1
1
1
1
2
1
1
1
1
1
1
1
2
1
1
1
1
1
1

1
1
1
1
1
2
1
1
1
1
1
1
1
2
1
1
1
1
1
1
1

1
1
1
1
2
1
1
1
1
1
1
1
2
1
1
1
1
1
1
1
1

in this paper. Based on different phases, protocols, and
applications, the values of performance indicators such as
system throughput and packet loss rate were obtained. An
optimal solution was derived after the results of simulated
experiments and theoretical computation were compared,
and the combinations of resource allocations were enumerated using a total of 12 resources. Furthermore, by comparing
the error between the simulated experiment values and the
theoretical computation values, it was found that this model
may precisely represent the handling process of the firewall.
Therefore, it may save a considerable amount of time in
development and testing from the viewpoint of utilizing
mobile networks, thus exhibiting significant potential for
practical application. In the future, we plan to continue with
our in-depth research by emphasizing the discussion of DDoS
detection and user-behavior analysis.
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Theoretical
Theoretical
Simulated
Simulated
throughput packet loss rate throughput packet loss rate
68.334
68.261
67.930
68.234
72.719
68.576
68.479
68.157
68.602
68.034
68.375
68.229
72.655
68.046
68.268
68.143
68.494
68.394
68.241
68.154
67.796

0.146
0.147
0.151
0.147
0.091
0.143
0.144
0.148
0.142
0.150
0.145
0.147
0.092
0.149
0.147
0.148
0.144
0.145
0.147
0.148
0.153

67.689
67.690
67.670
67.619
71.508
67.641
67.734
67.639
67.681
67.622
67.679
67.611
71.542
67.601
67.725
67.674
67.685
67.707
67.700
67.638
67.642

0.154
0.154
0.154
0.155
0.106
0.154
0.153
0.155
0.154
0.155
0.154
0.155
0.106
0.155
0.153
0.154
0.154
0.154
0.154
0.155
0.154

Err
0.010
0.008
0.004
0.009
0.017
0.014
0.011
0.008
0.014
0.006
0.010
0.009
0.016
0.007
0.008
0.007
0.012
0.010
0.008
0.008
0.002
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