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This special issue focuses on innovations of information
communication technology (ICT) in future smart cars. ICT
is a key technology for developing smart cars, its usage
in current vehicles is steadily progressing, and the related
research issues are very popular and challenging, especially
for future smart cars. The objective of this special issue is to
provide a leading forum for timely, in-depth presentation of
recent advances in services or innovational technologies for
future smart cars.
Six papers, ranging in a spectrum from basic theoretical research to solid application research, are included in
this special issue. In “Performance evaluation of IEEE 1609
WAVE for vehicular communications,” the authors proposed
a Markov chain model to support IEEE 802.11 EDCA with
transmit opportunity (TXOP) mechanism and presented a
more accurate analysis under nonideal channel environment.
In “Palm personal identification for vehicular security with
a mobile device,” the focus is placed on a palm image
recognition method to identify individual for vehicular application. In “Detection of overhead contact lines with a 2Ddigital-beamforming radar system for automatic guidance of
trolley trucks,” a radar system with two-dimensional digital
beamforming capability is proposed to offer a compact
measurement solution. In “Efficient noninteractive secure protocol enforcing privacy in vehicle-to-roadside communication

networks,” the authors proposed an efficient noninteractive
secure protocol to preserve privacy of drivers in vehicle-toroadside (V2R) communication. In “A driver face monitoring
system for fatigue and distraction detection,” a novel approach
is introduced for driver hypovigilance detection based on the
symptoms related to face and eye region. In “A geo-aware and
VRP-based public bicycle redistribution system,” an actual path
distance optimization method is proposed for VRP to adapt
the several additional constraints of road problems.
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In IEEE 1609, it uses IEEE 802.11 Enhanced Distributed Channel Access (EDCA) mechanism to access the channel. IEEE 802.11
EDCA is a new wireless technology for wireless access in the vehicular environment (WAVE). It defines a new supplement to the
existing IEEE 802.11 MAC protocol. In IEEE 802.11 EDCA, the aim is providing a QoS support. While the system serves different
access categories (ACs), EDCA does not perform well under high load conditions. In order to improve the efficiency, we pay
attention to the EDCA with transmit opportunity (TXOP) mechanism. We first proposed a Markov chain model and studied the
behavior. We extend the model to support IEEE 802.11 EDCA and presented a more accurate analysis under nonideal channel
environment. We also compared it with that without TXOP mechanism under channel error environment.

1. Introduction
In recent years, the WLANs market is experiencing an explosive growth. The medium access control (MAC) protocol
is the key element that provides the efficiency in accessing
the channel, while satisfying the quality of service (QoS)
requirements. IEEE 802.11 EDCA is a new wireless technology which is an enhanced version of IEEE 802.11 distributed
coordination function (DCF). The IEEE 802.11 EDCA aims at
improving the capabilities and efficiency of the IEEE 802.11
MAC protocol by defining a new mechanism to support
the QoS services. While the system serves different ACs,
EDCA does not perform well under high load conditions.
In order to improve the efficiency, EDCA provides two
mechanisms named as transmission opportunity (TXOP)
and Block ACK. These two mechanisms are allowed to offer
new data transmission services that include the multiple
frame delivery [1–3]. There have been many performance
analyses of the IEEE 802.11 EDCA. Deng and Chang [4]
proposed a priority scheme by differentiating the backoff
window. Aad and Castelluccia [5] proposed a priority scheme
by differentiating interframe spaces (IFSs), in which a higher

priority class uses IFS, whereas a lower priority class uses
a space that equals the sum of IFS and the maximum
window size. In [6] Veres et al. proposed priority schemes
by differentiating the minimum backoff window size and the
maximum window size. In [7], it studied the performance of
the IEEE 1609 WAVE and IEEE 802.11p trial standards for
vehicular communications. It had implemented key components of these standards in a simulation environment also
supporting realistic vehicular mobility simulation. Gallardo
et al. analyze the performance of EDCA under the specific
conditions of the CCH of a WAVE environment. The protocol
is modeled using Markov chains, and results related to
throughput, frame-error rate, buffer occupancy, and delay
are obtained under different traffic-load conditions [8]. In
[9], adaptive Enhanced Distributed Channel Access (EDCA)
mechanism based on IEEE 802.11p WAVE for vehicular ad
hoc network (VANET) to improve medium access ratio is
proposed. These performance studies neglected that high
load situation. They cannot truly reflect the real operation of
EDCA with priority schemes. In this paper, we pay attention
to the EDCA of IEEE 802.11 with TXOP mechanism. We
proposed a Markov chain model and studied the behavior. We

2
extend the model to support IEEE 802.11 EDCA and present
a more accurate analysis of the IEEE 802.11 EDCA under a
nonideal channel environment in WAVE. We also compared
it with that without TXOP mechanism under channel error
environment.
The rest of this paper is organized as follows. In Section 2,
a general description of IEEE 802.11 and our proposed model
with TXOP mechanism is presented. Analytical performance
deviations of proposed model including throughput analysis
under non-ideal channel scenario are presented in Section 3.
The numerical results are given with discussion in Section 4.
Finally, conclusions are drawn in Section 5.

2. Review of IEEE 802.11
The IEEE 802.11 wireless local area network is a sharedmedium communication network that transmits information over wireless links for all IEEE 802.11 stations in its
transmission range to receive. It is one of the most deployed
wireless networks in the world and is likely to play a major
role in multimedia home networks and next-generation
wireless communications. IEEE 802.11 wireless networks
can be configured into two different modes: ad hoc and
infrastructure. In ad hoc mode, all wireless stations within
the communication range can communicate directly with
each other, whereas, in the infrastructure mode, an access
point (AP) is needed to connect all stations to a distribution
system (DS), and each station can communicate with others
through the AP. IEEE 802.11 is composed of both a physical
layer (PHY) and MAC specifications for wireless local area
networks [10, 11].
In the IEEE802.11 protocol, the fundamental mechanism
to access the medium is called the distributed coordination
function (DCF). This is a random access scheme which is
based on the Carrier Sense Multiple Access with Collision
Avoidance (CSMA/CA) protocol. The standard also defines
an optional point coordination function (PCF) which is based
on a polled-response mechanism.
In the DCF, if a station has a frame to transmit, it
will monitor the channel. If the channel is busy, the MAC
waits until the medium becomes idle and then defers for
an extra time interval, called the DCF interframe space
(DIFS). After sensing the channel within a DIFS, the STA
randomly chooses a backoff interval before transmitting. The
backoff counter is decremented in terms of a time slot as
long as the channel is sensed as being idle. The counter is
stopped when a transmission with other STAs is detected on
the channel and reactivated when the channel is sensed as
being idle again for more than a DIFS. The station transmits
its frame when the backoff counter reaches zero. At each
transmission, the backoff time is uniformly chosen in the
range [0, 𝑊 − 1], where 𝑊 is the current backoff window size.
𝑊 equals the initial backoff window size 𝐶𝑊min . After each
unsuccessful transmission, 𝑊 is doubled until a maximum
backoff window size value 𝐶𝑊max is reached. Once it reaches
𝐶𝑊max , 𝑊 shall remain at the value 𝐶𝑊max until it is reset.
𝑊 shall be reset to 𝐶𝑊min after every successful transmission
or the retransmission counter reaches the retry limit (𝐿).

International Journal of Vehicular Technology
After the destination station successfully receives the frame, it
transmits an acknowledgment frame (ACK) following a short
inter-frame space (SIFS) time. If the transmitting station does
not receive the ACK within a specified ACK timeout or it
detects the transmission of a different frame on the channel, it
reschedules the frame transmission according to the previous
backoff rules. The above mechanism is called the basic access
mechanism (ACK CSMA/CA). To reduce the hidden station
problem, an optional four-way handshakes data transmission mechanism called request-to-send (RTS)/clear-to-send
(CTS) is also defined in the DCF. Before transmitting a
packet, a station operating in an RTS/CTS mode “reserves”
the channel by sending a special request-to-send short frame.
The destination station acknowledges the receipt of a RTS
frame by sending back a clear-to-send frame. Since collision
may occur only on the RTS frame and it is detected by the lack
of a CTS response, the RTS/CTS mechanism allows for an
increase in the system performance by reducing the duration
of a collision when long messages are transmitted [10–12].
2.1. Enhanced DCF of IEEE 802.11. IEEE 802.11 EDCA is
a new wireless technology which is an enhanced version
of IEEE 802.11 DCF. It defines a new supplement to the
existing IEEE 802.11 MAC protocol. The IEEE 802.11 EDCA
aims at improving the capabilities and efficiency of the
IEEE 802.11 MAC protocol by defining a new mechanism
to support the QoS services. EDCA specifies four default
access categories (ACs). Each STA contends for the channel
access and independently starts its backoff depending on its
associated AC. Each AC uses AIFS [AC], 𝐶𝑊min [AC], and
𝐶𝑊max [AC] instead of DIFS, 𝐶𝑊min , and 𝐶𝑊max of the DCF
[8].
The contention method of EDCA is the same as that
in DCF. Each STA having a frame to transmit has to wait
for the channel to be idle without interruption for a period
AIFS [AC], and then it should start a random backoff process
with its own 𝐶𝑊[AC]. For each time slot interval, during
which the channel stays idle, the random backoff value is
decremented. When the backoff counter reaches zero, the
frame is transmitted. AIFS [AC] is calculated as follows:
AIFS [AC] = AIFSN [AC] × a Slot Time + a SIFS Time,
(1)
where the backoff time is calculated as follows:
backoff time = random integer × a Slot Time,

(2)

where random integer is uniformly and randomly chosen in
the range [1, 𝐶𝑊(AC) + 1], instead of [0, 𝐶𝑊] as in the DCF.
Initially, 𝐶𝑊 of each AC is equal to 𝐶𝑊min [AC]. After each
collision, 𝐶𝑊 is doubled up to
𝐶𝑊max [AC] = 2𝑚 ∗ (𝐶𝑊min [AC] + 1) − 1,

(3)

where 𝑚 is called the maximum backoff stage. Once it reaches
𝐶𝑊max [AC], it remains at this value until it is reset.
2.2. The System Model. We assume in the following that, for
a given station in the priority 𝑖 class, 𝑏(𝑖, 𝑡) is defined as a
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Figure 1: Markov chain model for the priority 𝑖 class with the backoff window size.
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random process representing the value of backoff counter
at time 𝑡, and 𝑠(𝑖, 𝑡) is defined as the random process
representing the backoff stage 𝑗, where 0 ≤ 𝑗 ≤ 𝑚 and
𝑚 is the maximum backoff stage. The value of the backoff
counter is uniformly chosen in the range (0, 1, . . . , 𝑊𝑖,𝑗 − 1),
where 𝑊𝑖,𝑗 = 2𝑗 𝑊𝑖,0 and 𝑊𝑖,0 = 𝐶𝑊min [𝑖]. Let 𝑝𝑖 denote the
probability that a transmitted frame collides with the priority
𝑖 class. A Markov chain {𝑠(𝑖, 𝑡), 𝑏(𝑖, 𝑡)} can be established to
analyze the contention process. Therefore, the state of each
station in the priority 𝑖 class is described by {𝑖, 𝑗, 𝑘}, where 𝑖 is
just an index standing for the priority 𝑖 class, 𝑗 stands for the
backoff stage and takes values (0, 1, . . . , 𝑚), and 𝑘 stands for
the backoff delay and takes values (0, 1, . . . , 𝑊𝑖,𝑗 − 1) in time
slots. The state transition diagram for the priority 𝑖 class is
shown in Figure 1, where the state {𝑖, 1, 0} stands for the state
that the station senses when the channel is idle, and when a

previous frame transmits successfully, the STA can transmit a
frame immediately without activating the backoff stage. The
transmission probabilities are listed as follows.
The backoff counter freezes when the STA senses that the
channel is busy in the priority 𝑖 class:
𝑃 {𝑖, 𝑗, 𝑘 | 𝑖, 𝑗, 𝑘} = 𝑝𝑖 ,

0 ≤ 𝑘 ≤ 𝑊𝑖,𝑗 − 1, 0 ≤ 𝑗 ≤ 𝑚. (4)

The backoff counter decrements when the STA senses the
channel is idle in the priority 𝑖 class:
𝑃 {𝑖, 𝑗, 𝑘 | 𝑖, 𝑗, 𝑘 + 1} = 1 − 𝑝𝑖 ,

0 ≤ 𝑘 ≤ 𝑊𝑖,𝑗 − 2, 0 ≤ 𝑗 ≤ 𝑚.
(5)

The STA enters the {𝑖, −1, 0} state if it has a successful
transmission with the previous frame in the priority 𝑖 class:
𝑃 {𝑖, −1, 0 | 𝑖, 𝑗, 0} = 1 − 𝑝𝑖 ,

0 ≤ 𝑗 ≤ 𝑚.

(6)

4

International Journal of Vehicular Technology
RTS/CTS mechanism in error channel,
SNR = 13 dB, 𝐾𝑖 = [1, 1, 1, 6]

0.45

0.8

0.4

0.7

0.35
Saturation throughput

Saturation throughput

0.9

RTS/CTS mechanism in error channel,
SNR = 11 dB, 𝐾𝑖 = [1, 1, 1, 7]

0.6
0.5
0.4
0.3

0.3
0.25
0.2
0.15

0.2

0.1

0.1

0.05
0

0
5

10

15

20

25

30

35

5

40

10

15

Priority 0
Priority 1
Priority 2

30

35

40

RTS/CTS mechanism in error channel,
SNR = 13 dB, 𝐾𝑖 = [1, 1, 1, 6]

RTS/CTS mechanism in error channel,
SNR = 12 dB, 𝐾𝑖 = [1, 1, 1, 7]

0.8

0.8

0.7

0.7

0.6

0.6
0.5
0.4
0.3
0.2
0.1

Priority 3
Total throughput

Figure 5: Saturation throughput of the different priority STAs
with the TXOP mechanism under a channel error scenario, 𝐾𝑖 =
[1, 1, 1, 7], and SNR = 11 dB.
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without the TXOP mechanism under a channel error scenario, 𝐾𝑖 =
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The STA transmits its frame without entering the backoff process at {𝑖, 1, 0} state if it detects that its previous transmitted
frame was successfully received and the channel is idle in the
priority 𝑖 class:
𝑃 {𝑖, −1, 0 | 𝑖, −1, 0} = 1 − 𝑝𝑖 .

0

(7)

Priority 3
Total throughput

Figure 6: Saturation throughput of the different priority STAs
with the TXOP mechanism under a channel error scenario, 𝐾𝑖 =
[1, 1, 1, 7], and SNR = 12 dB.

The STA defers the transmission of a new frame and
enters stage 0 of the backoff process if the STA finds a collision
has occurred at {𝑖, 1, 0} state in the priority 𝑖 class:
𝑃 {𝑖, 0, 𝑘 | 𝑖, −1, 0} =

𝑝𝑖
,
𝑊𝑖,0

0 ≤ 𝑘 ≤ 𝑊𝑖,0 − 1.

(8)
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Let 𝑏𝑖,𝑗,𝑘 = lim 𝑃𝑟 {𝑠(𝑖, 𝑡) = 𝑗, 𝑏(𝑖, 𝑡) = 𝑘} be the stationary
distribution of the Markov chain. We can derive the following
relations by chain regularities:
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The STA chooses a backoff delay of the next stage 𝑗 after an
unsuccessful transmission at stage 𝑗 − 1 in the priority 𝑖 class:
𝑃 {𝑖, 𝑗, 𝑘 | 𝑖, 𝑗 − 1, 0} =

Let 𝜏𝑖 be the probability that a STA in the priority 𝑖 class
transmits during a time slot 𝑒. We then have

𝑝𝑖
,
𝑊𝑖,𝑗

1 ≤ 𝑗 ≤ 𝑚, 0 ≤ 𝑘 ≤ 𝑊𝑖,𝑗 − 1.
(9)

1
𝑏
.
1 − 𝑝𝑖 𝑖,−1,0

(11)

2.3. TXOP Mechanism. In IEEE 802.11, the TXOP is a
time period when a particular station (STA) that wins the
channel access has the right to initiate transmission along
with the EDCA parameters of AIFS[AC], 𝐶𝑊min [AC], and
𝐶𝑊max [AC]. During the TXOP, STA is allowed to transmit
more than one frame with a short inter-frame (SIFS) time
gap between an ACK and the subsequent frame transmission
without the backoff process. Since SIFS is used for frame
separations, the other STAs cannot gain channel access
because they must wait for at least a DIFS interval. The TXOP
frame structure is shown in Figure 2.
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Figure 10: Saturation throughput with the TXOP mechanism by
differentiating the retry limit.

Figure 12: Saturation delay with the TXOP mechanism by differentiating the retry limit.

and AIFS[AC]. When deriving the saturation throughput and
delay from different TXOP durations, the collision probability and the transmission probability of an STA are the same
as those derived in chapter 4. However, the equations relating
to the transmission time of each successful contention will
be different for the different ACs; that is, different ACs are
assigned to different TXOP durations. We assume that the
system is under an environment of channel error having the
RTS/CTS CSMA/CA mechanism. Thus, we can obtain
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−1
DATA DATA
ACK ACK
+ 𝑃𝑒,𝑖
𝑇𝑒,𝑖 +𝑃𝑒,𝑖
𝑇𝑒,𝑖 )) ,
𝐾𝑖 −1

𝑙−1
𝐸 [𝑇𝐿 𝑖 ] = { ∑ 𝑙 ∗ ((1 − 𝑃𝑒,𝑖 ) (1 − 𝑃̂𝑒,𝑖 ) 𝑃̂𝑒,𝑖 )
𝑙=1

3. Performance Analysis of EDCA with
TXOP Mechanism
The purpose of our analysis is to evaluate the saturation
throughput and the delay performances of EDCA with
TXOP mechanism under ideal channel and channel error
scenarios. Based on the previous description, we can derive
the close forms for system performance metrics of saturation
throughput and delay.
From the analysis that was depicted in the previous
chapter, the transmission probability is related to 𝐶𝑊 size

+𝐾𝑖 ∗ (1 − 𝑃𝑒,𝑖 ) (1 − 𝑃̂𝑒,𝑖 )

𝐾𝑖 −1

} ∗ 𝑇𝐿 𝑖 ,

𝑇𝑆,𝑖 = 𝑇RTS + 𝑇CTS + 2𝑇SIFS
+ 𝑘𝑖 ∗ (𝑇𝐿 𝑖 + 𝑇ACK + 2𝑇SIFS ) + AIFS (𝑖) ,
(12)
where 𝑇𝑆,𝑖 is the TXOP duration which equals the time
needed to successively transmit 𝑘𝑖 frames. When the system
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is under the environment of a channel error, there are three
kinds of transmission error frames: (1) the RTS/CTS frames
transmission error; when the RTS/CTS frames transmit
an error, the STA cannot determine whether the error is
caused by a collision or channel error; (2) the data frames
transmission error. (3) The ACK frames transmission error.
The probabilities of an unsuccessful transmission can be
written as
𝑃𝑒,𝑖 = 1 − (1 − 𝑃𝑏 )

𝐿 RTS +𝐿 CTS +𝐿 𝑖 +𝐿 ACK

,

𝐿
𝑃̂𝑒,𝑖 = 1 − (1 − 𝑃𝑏 ) 𝑖 ,
𝐿 RTS

RTS
𝑃𝑒,𝑖
= 1 − (1 − 𝑃𝑏 )
𝐿 RTS

CTS
= (1 − 𝑃𝑏 )
𝑃𝑒,𝑖

𝐿 RTS +𝐿 CTS

DATA
𝑃𝑒,𝑖
= (1 − 𝑃𝑏 )

𝐿 RTS +𝐿 CTS +𝐿 𝑖

ACK
𝑃𝑒,𝑖
= (1 − 𝑃𝑏 )

𝐿 CTS

(13)

),
𝐿

(1 − (1 − 𝑃𝑏 ) 𝑖 ) ,
(1 − (1 − 𝑃𝑏 )

𝐿 ACK

),

where 𝑃𝑏 is the bit error rate and 𝐿𝑥𝑥𝑥 is the length of different
𝑥𝑥𝑥
is the frame-error rate of the frame type
types of frames. 𝑃𝑒,𝑖
𝑥𝑥𝑥
is the time duration caused
𝑥𝑥𝑥 for the priority 𝑖 class. 𝑇𝑒,𝑖
by the frame errors of the different frame types 𝑥𝑥𝑥. From
the description, we can get the time duration of the different
frame types 𝑥𝑥𝑥 as follows:
RTS
timeout
= 𝑇RTS + 𝑇CTS
+ AIFS[𝑖] ,
𝑇𝑒,𝑖
CTS
𝑇𝑒,𝑖
= 𝑇RTS + 𝑇SIFS + AIFS[𝑖] ,
DATA
𝑇𝑒,𝑖
= 𝑇RTS + 𝑇CTS + AIFS[𝑖]

(14)

timeout
,
+ 2𝑇SIFS + 𝑇𝐻 + 𝑇𝐿 𝑖 + 𝑇ACK
ACK
𝑇𝑒,𝑖
= 𝑇RTS + 𝑇CTS + AIFS[𝑖] + 3𝑇SIFS + 𝑇𝐻 + 𝑇𝐿 𝑖 .

From the previous description, the saturation delay in a
channel error scenario for the priority 𝑖 class can be defined
as

𝐸 [𝐷𝑖 ] = 𝐸 [𝑋𝑖 ] 𝜎+𝐸 [𝐵𝑖 ] ((1−𝑝𝑒,𝑖 ) 𝑝𝑠,𝑖 𝑇𝑆,𝑖 +(𝑝𝑖 −𝑝𝑆,𝑖 ) 𝑇𝐶,𝑖 )
+ 𝐸 (𝑁𝑖,𝑚 ) (𝑇𝐶,𝑖 + 𝑇𝑂) + (1 − 𝑝𝑒,𝑖 ) 𝑇𝑆,𝑖 ,
(15)
where the first term on the right hand side of (15) is the
time for the backoff process, the second term is the time
of the frozen backoff counter, the third term is the time
needed to deal with collisions, and the fourth term is the
successful transmission time, where 𝐸[𝑁𝑖,retry ] denotes the
average number of retries of a frame for the priority 𝑖 until
it is successfully received and depicted as follows:
𝑚𝑖,retry

𝐸 (𝑁𝑖,retry ) = ∑

𝑗=0

𝑗

𝐸 (𝑋𝑖 ) = ∑

𝑗=0

𝑗

𝑝𝑖 (1 − 𝑝𝑖 ) (1 − 𝑃𝑒,𝑖 )
𝑚𝑖,retry +1

1−𝑝
𝐸 (𝐵𝑖 ) =

𝑗

𝑊𝑖,ℎ − 1
,
2
ℎ=0
∑

𝐸 (𝑋𝑖 )
𝑝.
(1 − 𝑝𝑖 ) 𝑖
(16)

We denote that 𝐸(𝑋𝑖 ) and 𝐸(𝐵𝑖 ) are the total number of idle
and busy slots that the frame encounters, respectively, during
the backoff process for the priority 𝑖 class.

4. Performance Evaluation

,

(1 − (1 − 𝑃𝑏 )

𝑚𝑖,retry

𝑗𝑝𝑖 (1 − 𝑝𝑖 ) (1 − 𝑃𝑒,𝑖 )
,
1 − 𝑝𝑚𝑖 ,retry+1

Our simulation model is built on Dedicated Short Range
Communications (DSRC). DSRC is a block of spectra in
the 5.850 to 5.925 GHz band. It is a short-to-medium range
communications service that supports both public safety
and private operations in roadside-to-vehicle and vehicle-tovehicle communication environments. DSRC complements
cellular communications by providing very high data transfer
rates while minimizing latency in the link of short range
[13]. DSRC is a part of Intelligent Transportation Systems
(ITS). Compared with the existing wireless communication
techniques of ITS, such as wireless AM and FM broadcasters,
Global System for Mobile Communications (GSM), Global
Positioning System (GPS), satellite telephone service in the
2.3 GHz band, and collision avoidance radar system in the
77 GHz band, DSRC can support low latency (<50 ms) and
very high data transfer rates. Some possible applications in
public safety are intersection collision avoidance, transit or
emergency vehicle signal priority, vehicle safety inspection,
and approaching emergency vehicle warning. Other possible
applications in private operations are in-vehicle signing, electronic parking payments, gas station payments, and internet
access services [14]. The simulation parameters are as follows:
Frame payload = 1023 bytes, MAC header = 34 bytes,
PHY header = 16 bytes, ACK = 14 bytes, RTS = 20
bytes, CTS = 14 bytes, SIFS = 20 𝜇s, DIFS = 50 𝜇s,
propagation delay = 1 𝜇s, and slot time = 20 𝜇s. First, we
finished the simulation of the TXOP mechanism with the
RTS/CTS CSMA/CA access scheme under the channel error
scenarios and compared it with the model that is without the
TXOP mechanism. Figure 3 shows the saturation throughput
performance of the TXOP mechanism with the RTS/CTS
CSMA/CA access scheme for different priority STAs under
a channel error scenario. Figure 4 depicts the saturation
throughput performance of different priority STAs using
the RTS/CTS CSMA/CA access scheme without the TXOP
mechanism under a channel error scenario. From the results,
we can conclude that the model with the TXOP mechanism
under a channel error scenario can achieve higher performance than the model that is without the TXOP mechanism
because the model with the TXOP mechanism is allowed
to transmit more than one frame with a short interframe
(SIFS) time gap between an ACK and the subsequent frame
transmission without the backoff process.
The throughput performances with the TXOP mechanism that considers different SNR conditions are shown in

8
Figures 5, 6, 7, and 8. From the results, we can conclude that
the TXOP mechanism with a higher SNR can achieve a higher
performance. The saturation delay performances of different
priority STAs using the RTS/CTS CSMA/CA scheme with
the TXOP mechanism under a nonideal channel scenario
are shown in Figures 9, 10, 11, and 12. In the lower SNR
scenario due to the channel error increase, the saturation
delay increases. Figures 9, 10, 11, and 12 have the following
parameters: the retry limit of priority 3 is changed from 3
to 4; the lower the retry limit is, the higher the saturation
throughput of priority 3 is, while the saturation throughput of
the other priority classes decreases and their delay increases,
as the priority 3 has a lower retry limit.
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[8]

[9]

[10]
[11]

5. Conclusion
In IEEE 1609 WAVE, it supports a variety of safety and
nonsafety applications with eight levels of access category
supports QoS using EDCA in IEEE 802.11. In this paper, we
considered the Markov chain model of IEEE 802.11 EDCA
under a non-ideal channel. In the non-ideal channel, the
frame may be received unsuccessfully due to a channel
error. When the frame is received unsuccessfully, it results
in an increase in the saturation delay and a reduction in the
saturation throughput. In order to improve the efficiency,
we used the TXOP mechanism with the proposed model
in a non-ideal channel scenario. The proposed model with
the TXOP mechanism under a channel error scenario can
achieve a higher performance than that without the TXOP
mechanism due to fact that the modified model with the
TXOP mechanism is allowed to transmit multiple frames
during the TXOP duration.

References
[1] Y. Xiao, “QoS guarantee and provisioning at the contentionbased wireless MAC layer in the IEEE 802.11 wireless LANs,”
IEEE Wireless Communications Magazine, vol. 13, pp. 14–21,
2006.
[2] D. Gu and J. Zhang, “QoS enhancement in IEEE802.11 wireless
local area networks,” IEEE Communications Magazine, vol. 41,
no. 6, pp. 120–124, 2003.
[3] S. Choi, J. del Prado, S. Shankar N, and S. Mangold, “IEEE
802.11e Contention-based channel access (EDCF) performance
evaluation,” in Proceedings of the International Conference on
Communications (ICC ’03), pp. 1151–1156, May 2003.
[4] J. Deng and R. S. Chang, “A priority scheme for IEEE 802.11
DGF access method,” IEICE Transactions on Communications,
vol. 82, no. 1, pp. 96–102, 1999.
[5] I. Aad and C. Castelluccia, “Differentiation mechanisms for
IEEE 802.11,” in Proceedings of the 20th Annual Joint Conference
on the IEEE Computer and Communications Societies (IEEE
INFOCOM ’01), pp. 209–218, April 2001.
[6] A. Veres, A. T. Campbell, M. Barry, and L. H. Sun, “Supporting service differentiation in wireless packet networks
using distributed control,” IEEE Journal on Selected Areas in
Communications, vol. 19, no. 10, pp. 2081–2093, 2001.
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Security certification is drawing more and more attention in recent years; the biometric technology is used in a variety of different
areas of security certification. In this paper, we propose a palm image recognition method to identify an individual for vehicular
application; it uses palm image as a key for detecting the car owner. We used mobile phone cameras to take palm images and
performed a new identification approach by using feature regularization of palm contour. After identification is confirmed, the
phone uses Bluetooth/WiFi to connect the car to unlock it. In our evaluation, the experiments show that our approach is effective
and feasible.

1. Introduction
The car as a daily transport already has a history of 120
years; with the development of science and technology, the
car has also experienced rapid changes which significantly
improved human life. Automotive systems include vehicle
monitoring systems, car GPS system, 3G car system, and
in-car information systems. With the rapid development
of automobile electronic technology, automotive intelligent
technology is gradually applied. Automotive intelligent technology is making handling a car simpler, and driving safety
is getting better and better. However, so far, the on-board
system focused on the improvement of driving and riding
experience, and there is no significant improvement in the
antitheft. In fact, it has been one of the problems bothering
people; it will be a major issue to ordinary people once a car
is stolen. So we focused on the enhancement of a civilian
vehicular lock by providing a new biometric technology.
Throughout our journey of life, the recognition of personal identity is inseparable. However, the wide varieties of
identifications have led to an inconvenience in real life, and
there are often cases of forging others’ identity documents.
In order to change this situation, to protect the property of
people, we want to use the unique features of individuals as

authentication approach, so we use a biometric technology to
turn the biology characteristics into a secure password.
Biometric technology is more and more concerned in a
secure authentication in recent years [1]; it is used in a variety
of different areas of authentication. In biometric technology,
we must obtain a biometric as personal feature that does
not change easily over time and that most people make use
of. This paper hopes to identify a personal characteristic
through the palm image recognition to increase the security
of automotive protection as a supplement of the car key.
When a mobile phone is connected to the car via Bluetooth or WiFi with a common secure encryption and authentication, its security solution can be realized by today’s technology. Therefore, if a palm image is validated on the phone,
it would be feasible to send a secure code to open a door
of the vehicle. Moreover, since the palm image is taken with
the mobile phone, compared to on-car equipment, it would
be easier to protect against raining and snowing conditions.
Of course, wore gloves or hand injuries are still obstacles for
our method, however, many biometric technologies, such as
fingerprint and face recognition, also failed to solve these
problems, but they are still popular in many applications.
There are two other issues that should be mentioned.
The first issue is the security of palm database; a common

encryption technology can enhance the security of database
to resolve this concern. The second issue is the processing
speed; nowadays, the current high-end mobile phone is faster
than the personal computer several years ago. If it did not
process a large amount of palm images, it would not be a
problem for the performance issue.
Finally, the current vehicle electronic lock has no personal
biometric information, and so far we did not find a similar
technology using a mobile phone to take a palm image to
open the car; thus our idea is novel for such as application.
The rest of this paper is divided into 6 sections. Section 2
introduces the related research on palm image identification
so far. The overall architecture of palm image identification
system is illustrated in Section 3. In Section 4, we detailed the
method of the extraction of palm image, the preprocessing of
the palm image, and the way we obtain eigenvalue. The results
and discussion about the experiment procedure are explained
in Section 5, and finally, the conclusion is stated in Section 6.

2. Related Work and Background
Biometrics takes advantage of the unique characteristic of
the human to distinguish a person from other people, and
applies it to various fields. In the recent biometric researches,
there is a diversity of methods in biometrics and their major
consideration lies on convenience and safety and takes them
as the main research direction of biometric authentication [2–
9].
Palm geometry recognition is a feasible and easy-touse biometric technology today. As the name suggests, this
technology uses palm geometry or characteristics such as
width and length of the fingers to do the identification [10, 11];
however, in order to achieve consistency when capturing
images, most of the palm image recognition machines will
use fixed small cylinder mainly to make palm fixedly placed,
but this way becomes a disadvantage of palm geometry
recognition, because not every palm is able to meet the size
of the cylinder fixed range [12].
In 1999, Jain and Duta [13] have proposed using palm
geometry for identification; their method is to fix small
cylinder in the middle of the fingers which causes image
distortion, so palm contour image correction needs to be
done before feature extraction, and finally, calculates the
distance of the shape to do identification.
In 2000, Reillo [14] used low-resolution digital cameras
to capture colored palm images and transform palm images
into grayscale images. Then they retrieve the four fingers
and measure the finger thickness, width and distance, the
angle between the midpoints and fingertips as the value
of the image feature, and then by using this method palm
classification can be done.
In 2008, Wang [15] raised a palm identification method
based on morphological identification, defining the palm area
in accordance with each person’s middle finger length and
cut palm shape into irregular cell block and taking the gray
value of each cell block as the eigenvalue. This paper proposed
a two-stage recognition module, and palm shape and palm
prints were used as a characteristic value; first it uses the
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Figure 1: Comparison of biometric authentication systems (data
source: Hitachi).

amount of area with palm ribbon to do rough identification,
then it uses the average grayscale value of a block or variation
vector as signature for identification.
Summing up the above study we can find that almost all
palm geometry recognition technologies require fixed palm
position—but if a small cylinder is fixed between fingers, it
is likely to cause skin depressions, making captured palm
contour errors—or require to define the palm range of the
hand to do a feature extraction. These restrictions have a
great effect on the development of palm geometry recognition
technology; the requirement of fixed palm position forbids
using identity recognition technology in mobile communication equipment, because users cannot carry an instrument
to retrieve a biometric at any time. As the use of palm shape as
biometric is the most feasible technology, we keep improving
palm geometry recognition technology.
We know early biotechnology as a method of combating
crime, the use of individuals’ unique characteristics to find
out the crime suspects, which later became a safety certification. The degree of difficulty of obtaining and replicating
of palm shape is higher than fingerprint and face shape; as
shown in Figure 1, the fingerprint is easy to leave marks on
biometric instruments, which could be copied for fingerprint;
however palm shape is not so simple to obtain, so hand
geometry recognition is still an issue public concern.
The biometric system is generally divided into the following two ways.
(1) Verification Mode. The identification mode is most often
used to prevent the one’s identity from being multipersonally
used or from theft; the system will do one-to-one biometric
verification from the database, and validation may need to
combine with the input user name or password to ensure the
user’s identity and the effect of two-factor verification.
(2) Identification Mode. Users do not have to enter a name
or password; the system does the one-to-many matching
from the database, examining whether the identification
information is already in the database. But on the contrary,
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Figure 2: Identity authentication system architecture diagram.

recognition patterns need stronger computing power to be
able to correctly perform the function of a one-to-many.

3. Proposed System Architecture
This paper is mainly based on capturing images of the palm to
do computing for the feature of identity recognition; we hope
to take advantage of our approach to apply the use of palm
image recognition to mobile device and car security, but to
apply to mobile device we must get rid of the restrictions of
large-scale identification machine. Modern communication
equipment is thin and light, but the function is more powerful
than in the past, and we hope that the use of the above palm
recognition on mobile device can do simple computation
without losing its function; this paper proposes a method
which is easy to calculate as well as recognizes personal
identity.
There are many ways to retrieve palm images such as
cameras and mobile phones. In the design of the proposal,
we use the mobile device as a tool to obtain palm image.
The overall system architecture, including preprocessing the
captured palm image, the use of HSV (Hue, Saturation,
Value) color model conversions for the S channel image,
and then the use of Otsu’s algorithm, automatically selects a
threshold value and transforms grayscale images into binary
images, after the use of mathematical morphology to remove
noise and the use of LOG (Laplacian of the Gaussian) edge
detection to obtain the palm edge; palms characteristic area
is calculated with feature points and stored for comparison.
System architecture diagram is shown in Figure 2.
In this authentication system architecture, all data must
be established in the database. In the absence of the establishment of the information in the database, we will not be
able to carry out the identification which is the same as when
the authentication fails. We extract features from all colored
palm images which are taken by mobile phones first, then
image processing obtains feature points and calculates the
characteristic area, and the values of these features areas are
all stored in the database. If a new palm image is inputted into
this system, the value of the characteristic area is compared
with the database.

LOG edge detection draws the palm contour

Figure 3: Image processing flow chart.

4. Proposed Algorithm
The palm image processing is a very important aspect, not
only whether the palm image capture quality is good or bad,
but also it will affect the experimental results. The quality of
image processing and uphold high quality of palm retrieve as
well as a complete image processing. The quality of the results
of the experiment will be a better presentation as well.
In this section, we will clearly describe each step of the
palm image processing process.
(a) The Image Preprocessing. In image preprocessing, the most
important step should be to the transform image into binary
image which reduces the color complexity, as the result of
the transformation will usually affect the results of the entire
image processing and subsequent image processing such as
edge detection and segmentation; thus image binarization
is a very important step. The mostly used method is Otsu’s
algorithm [16] which can automatically select the best binarization threshold, and the image is converted to a binary
image; we will be able to complete the rest of the image
processing part.
In the preprocessing of palm image in this research, we
transform the palm image into HSV (Hue, Saturation, Value)
color model and obtain the S channel image and then; using
Otsu’s algorithm, transform grayscale images into binary
images, after the use of mathematical morphology to remove
noise and the use of LOG (Laplacian of the Gaussian) edge
detection to obtain the palm edge. The image processing flow
is shown in Figure 3.
4.1. Color Model. Color can be described in many different
ways [17, 18]. The color model is called color space, and
the color space is capable of rendering all color sets; it is
based on some standard values to describe color; basically, the
color model is composed of three-dimensional coordinates
and a sub-space; in this subspace, each color is represented
by a point. In image processing, common color models are
RGB (Red, Green, Blue) color model, HSV (Hue, Saturation,
Value) color model, and YCbCr to represent the colors.
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Figure 4: RGB color model.
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{
{
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min
{
=1−
,
{ max
max

if max = 0
otherwise

𝑉 = max .
In this paper, we mainly use the mobile phone to obtain
palm images; the captured palm images are based on the
RGB color model, the converting palm image through the
corresponding formula to the HSV color model image not
only can improve the color, but also allows more accuracy for
subsequent analysis and processing.

Figure 5: HSV color model.

RGB color model is often used to represent colors; it
uses Cartesian coordinates: the color range is defined as a
cube, as shown in Figure 4, and the color space is a threedimensional linear space, so any color can be expressed using
the space vector. But color saturation and brightness will not
be completely described.
The HSV color model is able not only to describe the
color hue, but also to describe prime color saturation and
brightness as shown in Figure 5, it can not only make a
more complete description of colors but also complete what
cannot be described by RGB. In human color cognitive style,
HSV color model has three basic characteristics to describe
the color. The first is the hue, and hue is the color of the
basic properties, such as red and green. The second point
is the saturation which is also called Chroma, and it refers
to the purity of the color and the degree of brightness. The
third point is the Value, and it represents the brightness that
is the relative lightness or darkness of the color. The HSV
color model must be converted via the RGB color model
corresponding to formula (1); compared to the other color
model, conversion by the RGB color is converted to HSV
color model is relatively simple. Assume that (𝑟, 𝑔, 𝑏) is
the colors red, green, and blue, respectively, and their value

4.2. Mathematical Morphology for Palm Images. Mathematical morphology is a method to reshape object [19] which
can be used to remove the noise. Alternating the use of
expansion and erosion in mathematical morphology is the
most common method to eliminate noise of binary image
which is our choice in this paper. As shown in Figure 6, the
expansion is expanding out from the object on the boundary
of objects, shown in Figure 6(a) is the original element, and
Figure 6(b) is the structural elements, the structural elements
scan along the original element, and the structural element
out of the original elements will expand them as shown
in Figure 6(c). Conversely erosion is an inward contraction
from the boundary of the object, as shown in Figure 7.
The results differ from the times and order of expansion
and erosion used, usually in order to prevent objects from
narrowing with the erosion of image. Erosion times must
be the same as inflated times, and the use of expansion and
erosion can clean unnecessary images parts.
We hope that the palm image processing is capable
of capturing the most important part of the whole palm.
However, during the shooting, the images may appear signal
does not exist in the entity; we call it noise, and it may affect
the results of feature extraction, so we use the expansion and
erosion to clear noise in the image in preprocessing, such as
Figure 8; we will remove noise which is large and will affect
the part of the palm image.
4.3. Edge Detection. The image edge detection is an important part of the image feature extraction; with improved edge
detection, feature extraction becomes easier. In the image,
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Figure 6: Expansion scheme diagram.
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Figure 8: Result of expansion and erosion of palm images.

we must use edge detection to segment objects from background. We usually use the gradient of the image to do the
calculation in binary image. Gradient detection methods are
broadly divided into two categories: the first category is to
use the first derivative function such as Sobel and Canny,

Figure 9: LOG edge detection in the palm image.

and the second is to use the filter function, for example,
Laplacian and LOG (Laplacian of the Gaussian) [20, 21]. The
first function is to set a threshold value; when the calculated
gradient value is greater than the threshold, we set it as
boundary. Using the first function to do the edge detection
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Figure 10: LOG palm feature points.
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Figure 11: The palm image schematic diagram.

for stepped boundary does not produce any problem, but for
the boundary of the ramp-like, usually there is more than one
value that is greater than the threshold, so the accuracy of
the obtained boundary line may not be so high. The second
function is very sensitive to noise, so usually before obtaining

the second derivative functions we use a low-pass filter to
remove the noise to make the image smoother. LOG is an
edge detection combination of a Gaussian low-pass filter and
Laplacian, and the detection is completed by the following
two steps.
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(a)

(b)

Figure 12: Two vector feature points selection.

(i) Do the convolution of original image with a Gaussian
low-pass filter:
(2)
−[(𝑥2 +𝑦2 )/2𝜎2 ]

,
The Gaussian low-pass filter is 𝑔(𝑥, 𝑦) = 𝑒
and the original image is 𝑓(𝑥, 𝑦).
(ii) Do computing on smoothed image using Laplacian
ℎLoG = ∇2 [𝑓 (𝑥, 𝑦) ∗ 𝑔 (𝑥, 𝑦)]
2

ℎLoG = ∇ ℎsmooth

(3)

2

→ ℎLoG = [∇ 𝑔 (𝑥, 𝑦)] ∗ 𝑓 (𝑥, 𝑦) .

4.5
4
3.5
3
2.5
2
1.5

The entire human palm shaped a more inclined wavy
ramp, so we use the LOG function of the second method to
do edge detection. We can see from Figure 9 that the edge
detected from the palm is very sound; thus we use it to extract
the feature in our algorithm.
4.4. Feature Point and Area. We use the palm contour
extracted by LOG edge detection method to do the search
on the whole picture and select all the characteristics points
we are concerned about, as shown in Figure 10(a), and the
feature points are defined at fingertips and finger valley. These
feature points can form triangles, and 𝑠 use the distance
formula to calculate side length of the triangles. We use the
Heron formula [22] to calculate the area of a triangle as a
characteristic area. The Heron formula can be used as method
of calculating the area of a triangle which needs the triangle
side lengths only to calculate the area of the triangle. This
formula is as follows:
√𝑠 (𝑠 − 𝑎) (𝑠 − 𝑏) (𝑠 − 𝑐),

5
Ring finger area/triangle P345 area

ℎsmooth = 𝑓 (𝑥, 𝑦) ∗ 𝑔 (𝑥, 𝑦) .

5.5

1

1

2

3
4
5
6
Middle finger area/triangle P345 area

Number 1
Number 2
Number 3
Number 4

Centroid
Centroid
Centroid
Centroid

Figure 13: The two-dimensional characteristic values and the center
of gravity points.

(4)

where = (𝑎 + 𝑏 + 𝑐)/2, and 𝑎, 𝑏, and 𝑐 are the lengths of the
three sides of a triangle.
Figure 10(b) is a palm characteristic area. We take advantage of the area of the three triangles as an experimental of the
characteristics area which plays a very important role in our
research; the effective characteristics area allows identifying a
person.

7

Figure 14: 3D feature points.
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Figure 15: Three-dimension characteristics area.
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Figure 16: Three-dimensional measurement values with the center
of gravity point.

4.5. Projection Geometry. Projection geometry [23] has many
characteristics, and what we are concerned about is the
projection invariance. When we retrieve palm images if palms
tilt an angle, it may lead to the deviation of the characteristic
size that we calculated, thereby affecting identify results;
when this situation occurs, projection geometry must be
used. Projection geometry invariance involves that, no matter
whether there is the inclination angle when the object
projects, the area ratio will be the same. In the experiment,
the characteristic area of the palm, a common area, will be
divided to maintain the same proportion, so that we will be
able to ensure that the results are not affected by the angular
deviation of retrieving palm images.

5. Results and Discussion
In the experiment, we use the self-made image from an
android mobile phone, as shown in Figure 11. We looked
for about thirty men and women and then shot their hand
images as experimental material. The palms of the subjects
were divided into three heights (30 cm to 35 cm, 25 cm to
30 cm, and 20 cm to 25 cm), then we shot a palm image in

each case. The shooting distance cannot be the same every
time, so we made most people at an inertial distance as the
shooting distance of the palm. This not only be able to solves
the problem that we need to fix the shooting distance but also
can be used in more aspects.
Because each palm image shooting location and environment is not the same which may affect the identification
result, we use grey colored paper as the background for
the experiment and delete serious fuzzy images in advance.
When selecting the feature points and feature surface, we
first do selection manually, if we can use feature surface to
identify a person’s identity. We will further study the feature
points and feature surface which are selected automatically.
We divided the experiment into three parts: from the twodimensional, three-dimensional, and four-dimensional palm
eigenvalues to do experiment analysis.
In the first part, we use the palm’s two-dimensional
characteristic values as the experimental focus. As show in
Figure 12(a), we use the middle finger’s fingertip (P1), the ring
finger (P2), and finger valleys (P3, P4 and P5) formed by index
finger, middle finger, ring finger, and little finger as feature
points. We use the triangle formed by P1, P2, and P3 as a
middle finger area and used the triangle formed by P2, P4,
and P5 as a ring finger area. P3, P4, and P5 can constitute
another triangle. As shown in Figure 12(b), first, we calculate
the area of the three triangles with Heron’s formula, then the
middle finger area and the ring finger area are divided by
the area of the triangle which is formed by P3, P4, and P5.
We use the first value as the 𝑥-coordinate in 𝑥𝑦 axis and the
second value as the 𝑦-coordinate in 𝑥𝑦 axis. We calculate the
ratio value of all the palm images which are shot with three
distances; thus every participant can have three coordinates
in 𝑥𝑦 axis and then seek the center of gravity of these three
coordinates as the database samples. The test materials cannot
be completely identical since the shooting height may vary.
We hope that the values of three shooting distances are very
similar for each person but not identical with the others, so
can can easily identify whether they are for the same person;
that is the reason why we intended to seek the center of
gravity. When we get new data, we compare it with the center
of gravity in the database; it belongs to the person who has
the nearest center of gravity.
As shown in Figure 13, we use different colors to distinguish between four different people. The circles represent
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Figure 17: The four-dimensional characteristics area.

the value of different shooting distances, and “∗” represents
the center of gravity. Everyone does experiment three times,
and the value of the experiment is used as a coordinate and
then seeks the center of gravity of the three coordinates.
From the picture, we know that the red, green, and blue
signs belong to different people since the gap between their
center of gravity points is very large. Though we know that
the water blue and blue signs belong to different people,
since their center of gravity is so close, if there is new data
added, it may be located in the middle of the water blue
and blue’s center of gravity point; this time it is difficult
to distinguish which center of gravity should this new data
be vested in. If we use such two-dimensional characteristic
values to make judgment, we may not be able to identify
a person’s identity correctly. Therefore, we will change the
eigenvalues and eigenvalue, increased from two dimensional
to three dimensional; the second part is to observe whether
the three-dimensional method is able to match the personal
identity.
In the second part, we use the three-dimensional features
value of the palm as the experimental focus. In the twodimensional feature values, results are not able to distinguish
whether it is the same person; the area that consists of
fingertip and valley may be affected by the size of the fingers
opening and closing thereby affecting the entire characteristic
area, resulting in a false judgment, so we will continue to
use gravity point as the database and do the comparison
between the new information and the gravity point in the

database; We hope that the three-dimensional characteristics
value can distinguish between different persons’ palm.
We take advantage of 4 characteristic points of finger
valley as is shown in Figure 14 which can form 4 triangles.
Using P3 as the public point, we have 3 triangles: triangle
P3, P4, and P5, triangle P3, P4, and P7, and triangle P3, P5,
and P7 as is shown in Figure 15. Now we use A to represent
triangle P3, P4, and P5, use B to represent triangle P3, P4,
and P7, and use C to represent triangle P3, P5, and P7. Having
retrieved A, B, and C, we calculate their area. In order to solve
the problem of palm elevation angle, we divide the area of A,
B, and C by the area of A, respectively. The first result is the
coordinate of 𝑥-axis of 𝑥𝑦𝑧-axis, the second is the coordinate
of 𝑦-axis of 𝑥𝑦𝑧-axis, and the third is the coordinate of 𝑧axis of 𝑥𝑦𝑧-axis. We calculate the characteristic value of the
palm image of three distances, as each person provides three
coordinates of 𝑥𝑦𝑧-axis, and calculate the gravity center of
the three coordinates as the database sample as is shown in
Figure 16.
Figure 16 is a three-dimensional graph, each punctuate
represents one space point, and ∗ represents a center of
gravity. Although these points seem to gather, this is a threedimensional space, so in fact each point is not so close,
each center of gravity does not overlap with the other and is
separated by a certain amount of the distance. It is feasible to
use the gravity point of the three-dimensional characteristics
as characteristic values to do the identification, but in the
experiment, we found that to calculate the gravity center
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Table 1: Distance when divided by 𝑥’s area.

Database number
1
1
1
2
2
2
3
3
3
4
4
4
5
5
5
6
6
6
7
7
7
8
8
8
9
9
9
10
10
10
11
11
11
12
12
12
13
13
13
14
14
14
15
15
15
16
16
16
17
17
17
18
18
18

𝑥
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

𝑦
3.83
1.84
1.96
1.63
1.68
1.75
1.4
1.49
0.44
0.44
1.32
0.66
1.86
2
1.9
0.37
0.29
0.38
0.74
0.13
0.05
0.65
0.67
0.36
0.17
0.39
0.31
0.33
0.05
0.56
0.45
0.39
0.28
0.02
0.51
0.08
1.03
0.94
1.01
0.08
0.07
0.14
0.11
0.31
0.48
0.09
0.34
0.29
0.18
0.42
0.13
0.11
0.16
0.22

𝑧
5.84
0.01
0.09
0.16
0.19
0.22
0.58
0.47
1.98
2.22
3.13
2.54
0.1
0.15
0.12
1.68
1.77
1.67
2.59
2.23
2.11
1.16
2.6
2.08
1.73
1.53
2.39
1.64
1.14
2.05
2.18
1.56
1.75
1.83
2.24
1.84
1.95
2.79
2.99
1.83
1.83
1.98
2.54
2.26
2.43
1.95
2.16
2.15
0.54
1.65
2.03
1.97
1.89
2.13

𝑤
8.67
0.84
1.06
0.47
0.49
0.53
0.19
0.02
1.42
1.65
3.45
2.2
0.96
1.14
1.02
0.31
0.47
0.3
2.33
1.36
1.16
0.48
2.27
1.44
0.56
0.14
1.7
2.31
2.08
2.49
1.63
0.17
0.47
0.81
1.75
0.92
1.98
2.72
3
0.75
0.75
1.13
1.65
1.56
1.91
1.04
1.5
1.44
1.72
2.23
1.16
1.08
0.73
1.34

Table 1: Continued.
Distance
10.16
0.35
0.58
0.1
0.09
0.1
0.65
0.65
2.38
2.66
4.18
3.09
0.44
0.67
0.51
2.04
2.15
2.03
3.18
2.73
2.64
1.46
3.18
2.52
2.2
1.95
2.88
2.69
2.45
2.95
2.63
1.96
2.14
2.39
2.69
2.37
2.41
3.51
3.82
2.35
2.35
2.47
3.08
2.72
2.93
2.47
2.61
2.6
1.95
2.59
2.53
2.48
2.33
2.6

Database number
19
19
19
20
20
20
21
21
21
22
22
22
23
23
23
24
24
24
25
25
25
26
26
26
27
27
27
28
28
28
29
29
29
30
30
30
Another new point

𝑥
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

𝑦
0.4
0.63
0.53
0.02
0.54
0.79
0.29
2.91
0.17
0.03
0.01
0.03
0.5
0.04
0.19
1.18
1.24
13.65
0.12
0.3
0.4
0.52
0.39
2.63
0.12
0.39
1.21
0.29
0.19
0.19
2.77
0.11
0.29
1.7
1.88
1.92
1.68

𝑧
2.24
2.42
2.37
2
2.31
2.63
1.76
4.03
1.73
1.99
1.9
1.99
2.36
1.98
1.81
0.42
0.48
17.26
1.79
2.2
2.13
2.34
2.32
3.91
1.94
1.51
0.83
1.76
1.77
1.82
0.22
2.06
2.1
0.12
0.06
0.05
0.13

𝑤
1.64
2.05
1.9
1.01
1.85
2.42
0.47
0.12
0.56
1.02
0.91
1.02
1.86
0.95
0.62
1.76
1.76
29.91
0.66
1.5
1.52
1.86
1.72
5.54
0.82
0.11
1.38
0.46
0.58
0.62
3.55
1.16
1.4
0.59
0.94
0.97
0.55

Distance
2.7
2.93
2.85
2.54
2.78
3.25
2.14
4.11
2.2
2.53
2.46
2.53
2.84
2.51
2.25
1.34
1.34
36.04
2.27
2.66
2.57
2.82
2.8
6.32
2.41
1.93
1.18
2.14
2.22
2.25
3.19
2.56
2.56
0.05
0.44
0.49
0

point is no longer so reliable. There may be two different
people whose gravity points have only a slight gap or even
are equal; in such a case it is not deemed to be a reliable
and feasible characteristic value, but we found that increasing
characteristic dimension from being two dimensional to
three dimensional is better. The third part increased the
feature dimension to being four dimensional, hoping that
increased dimensions allow better identification, but we no
longer use the center of gravity point as a database, but will
build a database of all files saved and compare new data with
all collections in the database, taking the data with minimum
distance as the same person.
In the third part, we take advantage of the fourdimensional characteristics of the palm value as experimental focus. Although the use of a valley area to extract
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Table 2: 30 cm∼35 cm and 25 cm∼30 cm are the partial
data of the database and the test data.

Table 2: Continued.

23

Distance between test data and database
5
1
2
3
4
2.78
2.82
2.82
0.59
0.42

23

2.70

2.49

0.62

0.51

2.64

24

1.10

1.37

1.75

2.22

1.08

0.61

24

1.08

1.36

1.73

2.18

1.06

3.08

0.58

25

2.53

2.26

0.84

1.79

2.46

0.23

2.90

1.08

25

2.72

2.64

0.48

0.86

2.67

0.62

0.28

3.11

1.13

26

2.79

2.79

0.58

0.42

2.75

2.68

2.64

0.34

0.67

2.63

26

2.81

2.77

0.46

0.59

2.76

4

3.92

3.15

2.50

1.53

3.91

27

2.39

0.67

1.59

5

9.72

0.45

2.40

2.99

0.08

2.62

2.56

27

2.32

1.92

1.38

2.34

2.24

5

0.27

0.66

2.42

2.93

0.16

28

2.43

2.12

0.99

1.94

2.36

6

2.37

2.02

1.14

2.09

2.30

28

2.49

2.20

0.89

1.85

2.42

6

2.44

2.13

0.98

1.93

2.36

29

2.62

3.19

3.61

3.41

2.68

7

3.06

3.14

1.14

1.16

3.03

29

2.71

2.55

3.43

1.27

2.65

7

2.84

2.72

0.41

1.04

2.78

30

0.54

0.43

2.40

3.09

0.47

8

1.79

1.45

1.25

0.20

1.72

30

0.45

0.46

2.44

3.03

0.43

8

3.08

2.15

1.09

0.10

2.04

9

2.48

2.19

0.93

1.89

2.41

9

2.32

1.93

1.35

2.30

2.25

10

2.58

2.69

0.96

0.96

2.54

10

2.41

2.48

1.14

1.53

2.36

1

Distance between test data and database
5
1
2
3
4
9.75
0.15
0.45
2.89
3.93

1

0.10

0.38

2.49

3.11

0.22

2

0.68

0.14

2.37

3.09

2

0.65

0.09

2.36

3

1.15

0.61

3

1.20

4

Database number

11

2.65

2.60

0.30

2.50

2.60

11

2.33

1.94

1.31

2.27

2.25

12

2.62

2.38

0.75

1.69

2.55

12

2.68

2.66

0.43

0.56

2.64

13

2.28

2.38

0.81

0.72

2.25

13

3.33

3.47

1.62

0.64

3.31
2.51

14

2.58

2.33

0.77

1.71

14

2.58

2.33

0.77

1.71

2.51
3.08

15

3.13

3.05

0.69

0.78

15

2.77

2.70

0.34

0.78

2.72

16

2.64

2.45

0.52

1.42

2.58

16

2.67

2.59

1.23

0.85

2.62

17

1.96

2.00

1.49

1.11

1.91

17

2.48

2.59

0.88

0.92

2.31
2.58

18

2.64

2.47

0.47

1.37

18

2.57

2.31

0.75

1.68

2.50

19

2.72

2.67

0.35

0.69

2.67

19

2.86

2.90

0.79

0.20

2.82

20

2.72

2.53

0.59

0.46

2.66

20

2.75

2.75

0.56

0.43

2.71

21

2.43

2.12

2.99

1.94

3.38

21

3.16

3.01

3.47

1.41

4.14

22

2.71

2.52

0.57

1.44

2.64

22

2.67

2.45

0.67

1.58

2.60

Database number

the three-dimensional characteristics compared to the twodimensional feature seems to be able to distinguish the
different palms, with enough amount of information you
will find three-dimensional features not good enough as the
calculated center of gravity points may be very close or even
equal, so it easily leads to error, so in the third part, we
increase the eigenvalue to being four dimensional, and it is
no longer the center of gravity point, as we will take the point
in the collection nearest to the under test data and attribute
the information to the same class, that is, to calculate the
distance between the under test data and the database. When
we calculated the nearest distance, we attribute it to the same
personal palm image.
As we use four feature points of valley, as shown in
Figure 17, the four points can be constituted of four triangles,
respectively, the triangle P3, P4, and P5, the triangle P3 of P4
and P7, the triangle P3 of P5 and P7, and triangle P4, P5 and
P7. In Figure 17, we calculated the areas of, the four triangle
areas of our four dimensional characteristics, respectively;
these four characteristic areas are taken as 𝑥, 𝑦, 𝑧, and 𝑤. In
addition to calculate these four areas and dividing each by
a common area so that the ratio of the area will not change
because of the palm elevation angle problem, we store all the
calculated eigenvalues. If there is new data, we calculate the
distance between the new information and the database for
comparison.
It can be seen from Table 1 that we will have all eigenvalues
stored in the database. Everyone has three four-dimensional
data which are palm images captured in different heights
respectively while the new piece of data is the palm image of
the 30th test subject shot without limitation for test, we have
the 𝑥, 𝑦, 𝑧, and 𝑤 divided by 𝑥, so the value of 𝑥 becomes 1,
and the other numerics are rounded to the second decimal
place. When the new data appears, the new data will do the
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Table 3: Accuracy of different basis.

30 cm∼35 cm and
25 cm∼30 cm as
the database
Accuracy
80%

25 cm∼30 cm and
20 cm∼25 cm as
the database
Accuracy
83%

30 cm∼35 cm and
20 cm∼25 cm as
the database
Accuracy
83%

distance calculation with all of the four-dimensional data. We
can see that the minimum distance falls in the 30th subject,
showing that our approach is feasible. In the experiment, we
also had the data divided by the 𝑦, 𝑧, and 𝑤 and calculated
the minimum distance drop in the 30th subject, so regardless
of which value it is divided by, it does not affect the final
results, but it is possible to prevent the problem of palm angle
deviation when retrieving the palm image.
In order to prove the accuracy of this method, take
two images of each individual’s four-dimensional data as
the basis. Among the basis, one palm image is shot by the
distance of 30 cm to 35 cm, the other is taken by 25 cm∼
30 cm, while the rest of the document is shot by 20 cm∼25 cm
which is the test data. In Table 2, because the experimental
data is relatively large and because of the limitations of the
forum, we cannot present one by one, but we use five data
as instructions. It can be tested that the under test data
matches with the distance calculated by database data; when
the data matches, it is represented by bold, otherwise in
italic. We can see that the fourth data is judged to be of
others, representing the recognition error; in the 30 overall
files, there are 6 identification errors, and the correct rate is
80%. In accordance with the test method described above,
we recognize the personal identity of the correct rate based
on different data, as shown in Table 3.
Accuracy of identification is unable to reach 100%, probably because of the impact of the environment during the
process of shooting, or that our eigenvalue election is not
good enough, but the experimental data confirmed that our
eigenvalue is effective for identity recognition.
Biometrics is an assistant to a secure access and coworks
with RFID, and passwords are the common practice to resolve
some inaccuracy issues. Thus there is no high demand to
require very high accuracy in the palm biometric security.

6. Conclusion
In this paper, we proposed a palm image recognition method
to identify individuals. We take four triangular areas formed
by finger valley’s four points as the feature. Our proposed
method has the advantage of using palm image for vehicular
security with mobile devices, and it is not necessary to fix the
palm to a specific location. The experimental results show that
we can achieve over 80% accuracy and prove that this method
is feasible and can be used in the car access verification.
In future work, we hope to be able to protect the personal
interests and safety with the simplest and most rapid method.
For four-dimensional eigenvalue method proposed in this
paper, we must first overcome the problems brought by the
light sources and complex background when shooting a palm
image, then we need to take advantage of more test data to
verify that this method is not only feasible in a small number

of databases. This method can be applied to on personal
security and home security as well.
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The benefit of trolley truck systems is the substitution of the diesel fuel by the cheaper and more ecological electrical energy. Trolley
trucks are powered by electricity from two overhead contact lines, where one is the supply and the other the return conductor. Such
trolley trucks are used for haulage at open pit mining sites but could also be used for freight traffic at roadways in the future. Automatic guidance prevents the trolley-powered trucks from leaving the track and thus allows higher operating speeds, higher loading
capacity, and greater efficiency. Radar is the ideal sensing technique for automatic guidance in such environments. The presented
radar system with two-dimensional digital beamforming capability offers a compact measurement solution as it can be installed on
top of the truck. Besides the distance measurement, this radar system allows to detect the location and inclination of the overhead
contact lines by digital beamforming in two dimensions. Besides automatic guidance, the knowledge of the inclination of the overhead contact lines could allow automatic speed adaption, which would help to achieve maximum speed especially in hilly terrain.

1. Introduction
The benefit of trolley truck systems is the substitution of
the diesel fuel by the cheaper and more ecological electrical
energy [1]. Trolley trucks are powered by electricity from
two overhead contact lines, where one is the supply and
the other the return conductor. Such vehicles are often
used for haulage at open pit mining sites in order to save
fuel and increase productivity [2, 3]. Recently, Siemens AG
started the eHighway project [4] for electrification of freight
traffic. The system can be installed with only limited alterations to current roadways. These diesel-hybrid driven trucks
would help to cut the fossil fuel use and reduce pollution
in residential and agricultural areas. Adding an automatic
guidance feature to trolley trucks would help to keep the truck
on track under the overhead contact lines. Thus, it would
provide an increased driving safety and therefore it could
allow for higher loading capacities and higher operating
speeds. Besides automatic guidance, the knowledge about the

inclination of the overhead contact lines allows automatic
speed adaption, which would help to achieve maximum
speed especially in hilly terrain.
Due to its day and night operability and robustness in
harsh environments, radar is the ideal sensing technique for
such an application.
In this proposed guidance solution, radar is used to
detect the location and inclination of overhead contact lines.
Compared to other existing guidance systems described in
[5], neither fixed installations in the surrounding area nor
changes on the current collectors are required, as the radar
system can be installed on top of the truck as shown in
Figure 1. Besides the distance measurement of the overhead
lines, the presented radar system [6] provides angular information in two dimensions by applying digital beamforming
(DBF) [7].
In the first part, a short overview of the realized radar
system and its characteristic features is given. The measurement setup and signal processing aspects for the detection of
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Table 1: Settings of the system parameters.

Frequency
𝑓0
24 GHz

Bandwidth
𝐵
270 MHz

Sweep duration
𝑇𝑆
2.5 ms

Measurement cycle
𝑇𝑐
20 ms

Sampling frequency
𝑓𝑎
250 kHz

Table 2: Parameters of the two different measurement setups.
Setup
1
2

Contact line
1/2
1/2

Height [m]
ℎ1
3
3

Height [m]
ℎ2
3
2.5

Antenna height [m]
𝑒
0.38
0.38

Reflection point
Reflection point

𝑑
𝑥
ℎ
𝑦

𝑧
Driving direction

𝑟
𝜓
𝜃

DBF radar

Tx antenna array
Rx antenna array

Figure 1: Drawing of the trolley truck with 2D-DBF radar on top.

Transmitter
array

Distance [m]
𝑑
0.6
0.6

Length [m]
𝑙
1.9
1.9

Angle [∘ ]
𝛼
0
15.3

eight receiver channels [6]. As shown in Figure 2, the transmitter and receiver antenna arrays are arranged orthogonally
to each other in the form of an inverted T. This arrangement
of the antenna arrays enables to measure the angles, denoted
by 𝜃 and 𝜓, of the reflected signals in two dimensions by DBF.
For the transmitter and the receiver antenna array, the same
design consisting of four vertical polarized subpatches per
antenna element is used in the same orientation. The single
patch antenna provides a half-power beamwidth (HPBW)
of 42∘ in azimuth and 50∘ in elevation. The HPBW of the
transmitter array in elevation is determined by measurement
to 5.8∘ and the HPBW of the receiver array in azimuth
to 6∘ , respectively. Besides the distance provided by the
FMCW measurement principle, the location and inclination
of the two overhead contact lines can be determined by
DBF. Since the radar is laid down (Figure 1), the radar’s
elevation is now equal to 𝜃 and its azimuth to 𝜓, respectively.
The DBF radar system is realized on several modules for
which a detailed description can be found in [6, 8]. DBF
on transmit is performed by time-division multiplexing
with eight independently switchable transmitters, whereas
eight receiver channels allow simultaneous acquisition and
processing of the radar signal. A measurement cycle in which
the transmit signal is switched from transmit antenna one to
eight takes 20 ms. In Table 1 the system parameter settings of
the radar system are given.

3. Measurement Setup
Receiver
array

Figure 2: Realized 2D-DBF radar system with orthogonally
arranged transmit and receive antenna arrays.

overhead contact lines are treated afterwards. In the final part,
measurement results of two metal bars verify the applicability
of the proposed sensing technique.

2. DBF Radar System
The realized DBF radar system is a 24 GHz frequency modulated continuous wave (FMCW) radar system with a sweep
bandwidth of 270 MHz. It comprises eight transmitter and

For demonstration of the presented 2D-DBF radar system
and its suitability for detection of overhead contact lines,
a measurement setup with two metal bars with a diameter
of 2 cm is chosen. As shown in Figures 3(a) and 3(b), the
two metal bars are mounted in parallel with a distance 𝑑
and a height ℎ above the radar system. The 2D-DBF radar
system is oriented on the floor with the transmit antenna
array along the driving direction (z-axis) and the receiver
array orthogonal to it (y-axis). The angular positions of the
overhead contact lines in y-direction can be determined by
DBF on receive, whereas the inclination of the overhead
contact lines is obtained by DBF on transmit.
Two different measurement setups are investigated with
the parameters given in Table 2. The first measurement setup
with two parallel overhead contact lines, both mounted in
the same height, represents the usual case and is shown
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3

Reflection point

𝛼

ℎ2

𝑙

Reflection point

𝑑

𝑟
𝑥

𝜓
𝜃

𝑦

ℎ1

DBF radar

DBF radar

𝑒
𝑧
Driving direction
(a) Drawing of setup 1

(b) Photograph of setup 2

Figure 3: Setup for measurement of the overhead contact lines with the 2D-DBF radar system.

Table 3: Comparison of theoretical and measured ranges and angles.
Setup
1
2

Contact line
1
2
1
2

Theoretical range [m]
𝑟
2.64
2.64
2.39
2.39

Measured range [m]
𝑟
2.66
2.66
2.36
2.36

in Figure 3(a). The photograph in Figure 3(b) shows the
measurement setup 2, in which the two metal bars are hung
up with an inclination of 𝛼 = 15.3∘ .

4. Signal Processing
The distance from the radar system to the overhead contact
lines is obtained by the FMCW principle. The location and
inclination of the two metal bars are determined by digital
beamforming in two dimensions [6]. For angular processing
of the measured data the conventional delay-and-sum (DS)
beamformer based on the fast fourier transform and the
multiple signal classification method (MUSIC) are used.
MUSIC is the so-called super resolution technique and was
firstly introduced in [9]. Range and azimuth processing can
be directly started after one FMCW sweep as the reflected
signal of one transmitter is measured by all receiver channels
simultaneously. After one complete transmit cycle, in which
the transmitters are switched successively, digital beamforming on transmit can be performed in order to determine the
inclination of the metal bars.

5. Measurement Results
After range processing of the measured data, 2D-DBF is
applied onto the range cell in which the overhead contact

Theoretical angle [∘ ]
𝜓
𝜃
6.5
0
−6.5
0
7.2
15.3
−7.2
15.3

Measured angle [∘ ]
𝜓
𝜃
+6.1
0
−6.1
0
+7.5
15.4
−7.5
15.4

lines are located. The angular spectra for measurement setup
1 are shown in Figures 4(a) and 4(b), respectively. The two
overhead contact lines can be discriminated in the angular
spectrum lateral to the driving direction, and their locations
are measured to 𝜓 = ±6.1∘ . In Table 3 the measured ranges
and angles are given in comparison to the theoretical values,
which are calculated from the parameters of the measurement
setups in Table 2. As the overhead contact lines are mounted
horizontally above the floor, the peak in the angular spectrum
along the driving direction is located at 𝜃 = 0∘ . In the second
configuration the overhead contact lines are mounted with an
inclination of 𝜃 = 15.3∘ , which is determined to 𝜃 = 15.4∘ by
the radar in Figure 5(b).
Due to the inclination, the two metal bars have a shorter
distance to the radar system. Thus, the angles acquired by
DBF on receive increase to 𝜓 = ±7.5∘ (Figure 5(a)) compared
to measurement setup 1 (Figure 4(a)). The slight deviations in
the presented measurement results can be explained due to
the nonideal measurement setup and inaccurate placement
of the DBF radar system under the overhead contact lines.
Comparing the two angular processing methods, broader
peaks and higher side lobes can be observed for the DS. In
some situations it can be more difficult to detect the overhead
contact lines by using DS. On the other hand, applying
MUSIC presupposes knowledge of the exact number of targets. In real-world environments, where more objects beside
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Figure 4: Measurement results of setup 1.
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Figure 5: Measurement results of setup 2.

the two overhead lines may be existing, additional estimating
techniques could be required [10, 11]. Even further signal
processing as, for example, tracking of the overhead contact
lines or range gating could be implemented to discriminate
the overhead contact lines from other targets [12].

6. Conclusion
In this paper a radar-based measurement technique for the
detection of overhead contact lines of electrically powered
trolley vehicles is presented. It is shown by measurements
of two metal bars that the realized DBF radar system allows
one to detect their location lateral to the driving direction as

well as their inclinations. Two different spectrum estimation
methods are applied and compared for angular processing of
the measured data, and the same angular values are obtained
with both. The proposed DBF radar offers an ideal measurement system which can be used for automatic guidance and
automatic speed control of trolley vehicles. Further, it offers a
robust and compact solution particularly for open pit mining
sites as no further installations are required.
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Driver face monitoring system is a real-time system that can detect driver fatigue and distraction using machine vision approaches.
In this paper, a new approach is introduced for driver hypovigilance (fatigue and distraction) detection based on the symptoms
related to face and eye regions. In this method, face template matching and horizontal projection of top-half segment of face image
are used to extract hypovigilance symptoms from face and eye, respectively. Head rotation is a symptom to detect distraction that is
extracted from face region. e extracted symptoms from eye region are (1) percentage of eye closure, (2) eyelid distance changes
with respect to the normal eyelid distance, and (3) eye closure rate. e �rst and second symptoms related to eye region are used
for fatigue detection; the last one is used for distraction detection. In the proposed system, a fuzzy expert system combines the
symptoms to estimate level of driver hypo-vigilance. ere are three main contributions in the introduced method: (1) simple
and eﬃcient head rotation detection based on face template matching, (2) adaptive symptom extraction from eye region without
explicit eye detection, and (3) normalizing and personalizing the extracted symptoms using a short training phase. ese three
contributions lead to develop an adaptive driver eye/face monitoring. Experiments show that the proposed system is relatively
eﬃcient for estimating the driver fatigue and distraction.

1. Introduction
Improvement of public safety and the reduction of accidents
are of the important goals of the Intelligent Transportation
Systems (ITS). One of the most important factors in accidents, especially on rural roads, is the driver fatigue and
monotony. Fatigue reduces driver perceptions and decision
making capability to control the vehicle. Researches show that
usually the driver is fatigued aer 1 hour of driving. In the
aernoon early hours, aer eating lunch and at midnight,
driver fatigue and drowsiness is much more than other times.
In addition, drinking alcohol, drug addiction, and using
hypnotic medicines can lead to loss of consciousness [1, 2].
In diﬀerent countries, diﬀerent statistics were reported
about accidents that happened due to driver fatigue and
distraction. Generally, the main reason of about 20% of the
crashes and 30% of fatal crashes is the driver drowsiness

and lack of concentration. In single-vehicle crashes (accidents
in which only one vehicle is damaged) or crashes involving
heavy vehicles, up to 50% of accidents are related to driver
hypovigilance [1, 3–5]. According to the current studies, it
is expected that the amount of crashes will be reduced by
10%–20% using driver face monitoring systems [6].
e driver face monitoring system is a real-time system
that investigates the driver physical and mental condition
based on the processing of driver face images. e driver
state can be estimated from the eye closure, eyelid distance,
blinking, gaze direction, yawning, and head rotation. is
system will alarm in the hypovigilance states including fatigue
and distraction. e major parts of the driver face monitoring
system are (1) imaging, (2) hardware platform, and (3) the
intelligent soware.
In the driver face monitoring systems, two main challenges can be considered: (1) “how to measure the fatigue?”

2
and (2) “how to measure the concentration?”. ese problems
are the main challenges of a driver face monitoring system.
e �rst challenge is how to de�ne fatigue exactly and
how to measure it. Despite the progress of science in physiology and psychology, there is still no precise de�nition
for fatigue. Certainly, due to the lack of precise de�nition
of fatigue, there is not any measurable criterion or tool [3].
However, a precise de�nition for fatigue is not de�ned yet, but
there is a relationship between fatigue and some symptoms
including body temperature, electrical resistance of skin, eye
movement, breathing rate, heart rate, and brain activity [2,
3, 7, 8]. One of the �rst and most important symptoms of
fatigue appears in the eye. ere is a very close relationship
between Psychomotor Vigilance Task (PVT) and the percentage of eyelid closure over time (PERCLOS). PVT shows the
response speed of a person to a visual stimulation. erefore,
almost in all driver face monitoring systems, eye closure
detection is the �rst symptom used to measure fatigue.
e second challenge is measuring the driver attention to
the road. e driver attention can be partly estimated from
the driver head and gaze direction. e main problem is that
if the head is forward and looking toward the road, the driver
does not necessarily pay attention to the road. In other words,
looking toward the road is not paying attention to it [3].
In this paper, a new driver face monitoring system is
proposed which extracts the hypovigilance symptoms from
driver face and eye adaptively. en, the symptoms are analyzed by a fuzzy expert system to determine the driver state.
e remainder of paper is organized as follow. In Section 2,
some previous researches are reviewed. e proposed system
is described with details in Section 3. In Section 4, the
experimental results and discussions are presented. Section
5 is related to the conclusions.

2. Previous Works
e driver face monitoring systems can be divided into
two general categories. In one category, driver fatigue and
distraction is detected only by processing of eye region. ere
are many researches based on this approach. e main reason
of this large amount of researches is that the main symptoms
of fatigue and distraction appear in the driver eyes. Moreover,
the processing of the eye region instead of the processing
of the face region has less computational complexity. In the
other category, the symptoms of fatigue and distraction are
detected not only from eyes, but also from other regions of
the face and head. In this approach, in addition to processing
of eye region, other symptoms including yawning and head
nodding are also extracted.
Driver face monitoring system includes some main parts:
(1) face detection, (2) eye detection, (3) face tracking, (4)
symptom extraction, and (5) driver state estimation. ese
main parts are reviewed in diﬀerent systems in the current
section.
In the most of driver face monitoring systems, the face
detection is the �rst part of the image processing operations.
Face detection methods can be divided into two general categories [9]: (1) feature-based and (2) learning-based methods.
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In the feature-based methods, the assumption is that
the face in the image can be detected based on applying
heuristic rules on features. ese methods are usually used for
detecting one face in the image. Color-based face recognition
is one of the fast and common methods. In these methods,
the face is detected based on the color of skin and the shape of
face. Color-based face detection may be applied on diﬀerent
color-space including RGB [10, 11], YCbCr [12], or HIS [13].
In noisy images or in the images with low illuminations, these
algorithms have low accuracy.
Learning-based face detection uses statistical learning
methods and training samples to learn the discriminative
features. ese methods bene�t from statistical models
and machine learning algorithms. Generally, learning-based
methods have less error rates for face detection, but these
methods usually have more computational complexity. Viola
and Jones [14] presented an algorithm for object detection,
which is very fast and robust. is algorithm was used in [15–
17] for face detection.
Almost in all driver face monitoring systems, because of
the importance of symptoms related to eye, the eye region
is always processed for extracting the symptoms. erefore,
before the processing of eye region, eye detection is required.
Eye detection methods can be divided into three general
categories: (1) methods based on the imaging in the infrared
spectrum, (2) feature-based methods, and (3) other methods.
One of the fast and relatively accurate methods for eye
detection is the method based on the imaging in the infrared
(IR) spectrum. In this method, physiological and optical
properties of the eye in the IR spectrum are used. e eye
pupil re�ects IR beams, and it seems as a bright spot when the
angle of IR source and imaging device are suitable. According
to this interesting property, pupil and eye are detected. e
systems proposed in [4, 18–20] used such method for eye
detection.
Feature-based eye detection approach includes various
methods. Image binarization [5, 21, 22] and projection [23,
24] are two feature-based eye detection methods which
assume that the eye is darker than the face skin. Usually,
more complicated processing is needed to detect the proper
location of eyes, because these methods are simple and have
high error rate.
ere are few methods for eye detection based on other
approaches which were used in driver face monitoring
systems. In [10], a geometrical face model with some featurebased methods was used to detect eyes. In addition, some
systems such as [15] used hybrid methods for eye detection.
In [15], elliptical gray-level template matching and IR imaging system were used for eye detection in day and night,
respectively.
Usually, the entire image is searched for detecting the
face/eye. Searching the entire image increases the computational complexity of the system. erefore, usually aer
early detection of the face/eyes, in the next frames, face/eye
tracking is performed. In the most of driver face monitoring
systems, �alman �lter [4, 19, 25] or extended versions of
�alman �lter such as Unscented �alman Filter (U�F) [23]
were used. However, in some researches, search window [18]
and particle �lter (PF) [26] were used for tracking.
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In the driver face monitoring systems, useful symptoms
for fatigue and distraction detection can be divided into three
general categories:

Start
ॱॵ = 0

(i) symptoms related to the eye region;

Frame acquisition

(ii) symptoms related to the mouth region;
(iii) symptoms related to the head.
Eye is the most important area of the face where the
symptoms of fatigue and distraction appear in it. erefore,
many of the driver face monitoring systems detect driver
fatigue and distraction only based on the symptoms extracted
from the eyes. e symptoms related to eye region include
PERCLOS [3, 4, 10, 15], eyelid distance [25, 27], eye blink
speed [4, 10], eye blink rate [4, 19], and gaze direction [4].
Yawning is one of the hypovigilance symptoms related to
the mouth region. is symptom was extracted by detecting
the open mouth in [11, 16]. ese systems detect the mouth
based on the color features of the lips in the image.
Some fatigue and distraction symptoms are related to
head. ese symptoms include head nodding [5, 19] and head
orientation [4, 10, 19]. Head nodding can be used for fatigue
detection, and head orientation can be used for both fatigue
and distraction detection. Driver nodding and lack of driver
attention to the road can be detected by estimating the angle
of head direction.
Aer symptom extraction, the driver state has to be
determined. e determination of the driver state is considered as a classi�cation problem. e simplest method for
detecting the driver fatigue or distraction is based on applying
a threshold on extracted symptom [22].
Another method for determining the driver state
is knowledge-based approaches. In a knowledge-based
approach, decision making about the driver fatigue and
distraction is based on the knowledge of an expert which the
knowledge usually appears in the form of if-then rules. In
[19, 25], fuzzy expert systems were used as knowledge-based
approach for estimating the driver state.
More complicated approaches such as Bayesian network
[4] and nave dynamic Bayesian network [26] were used
for driver state determination. ese approaches are usually
more accurate than threshold-based and knowledge-based
approaches; however, they are more complicated.

3. The Proposed System
e proposed system is a driver face monitoring system that
can detect driver hypovigilance (both fatigue and distraction)
by processing of eye and face regions. Flowchart of our system
is shown in Figure 1. Aer image acquisition, face detection is
the �rst stage of processing. en, symptoms of hypovigilance
are extracted from face image. However, an explicit eye
detection stage is not used to determine the eye in the face, but
some of important symptoms related to eye region (top-half
segment of the face) are extracted. Additionally, a template
matching method is used for detecting the head rotation.
Finally, we used a fuzzy expert system to estimate driver
hypo-vigilance.

No
Yes

Face tracking
(was face lost?)
No

If ॱॵ = 0 ?

Yes

Face detection
(was face detected?)
ॱॵ = 1

No

Yes

Symptom extraction
Estimating the driver state

F 1: Flowchart of the proposed system.

Performing the face detection algorithm for all frames
is computationally complex. erefore, aer face detection
in the �rst frame, face tracking algorithms are used to track
driver face in the next frames unless the face is lost. erefore,
we use an auxiliary variable denoted by sw for determination
of face tracking status in Figure 1. If sw is 0, the face is lost,
and face detection algorithm must be performed to localize
the driver face. In contrast, if sw is 1, it shows that face
is tracked successfully by face tracking method. For system
initialization, sw is 0. It means that the system must perform
face detection algorithm for �rst frame.
We used Haar-like features and adaptive boosting method
proposed by Viola and Jones [14] for face detection. Face
detection algorithm was trained by about 3000 faces and
about 300000 nonfaces. For face tracking, full search method
is used to �nd the driver face image in the new frame. e
search region is around the center of face image in the last
frame which the size of search region is changed according to
the size of face image (1.5 times bigger than the size of face
image). en, correlation coeﬃcient between the face image
and the subwindows of search region is used as the matching
criteria.
3.1. e Symptom Extraction. In the proposed system, two
types of symptoms are extracted: (1) the symptoms related
to eye region and (2) the symptom related to face region. e
symptoms related to eye region are PERCLOS, eyelid distance
changes with respect to the normal eyelid distance (ELDC),
and eye closure rate (CLOSNO). e symptom related to face
region is head rotation (ROT).
3.1.1. e Symptoms Related to Eye Region. e proposed
system uses horizontal projection in top-half segment of
face image to extract symptoms of driver hypovigilance. Our
proposed method uses a spatiotemporal approach without
explicit eye detection for feature extraction which is not very
sensitive to illumination, skin color, and wearing glasses,
because it is an adaptive method. is method is based on
changing the horizontal projection of top-half segment of
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face image during time. Horizontal projection in image 𝐼𝐼 is
computed by
HP 𝑗𝑗 = 𝐼𝐼 𝑖𝑖𝑖 𝑖𝑖 .
𝑖𝑖

(1)

Length of HP is equal to the height of 𝐼𝐼. In our proposed
system, only horizontal projection of top-half segment of face
image is used, so the length of horizontal projection will be
equal to half height of driver face image. Before extracting the
symptoms related to eye region, system needs to be trained.
Because of diﬀerent eyelid behavior in diﬀerent individuals,
estimating driver vigilance level based on absolute values is
not suitable for robustness of driver face monitoring systems.
erefore, for developing a robust and adaptive system,
normal values of the vigilance symptoms must be estimated
by training phase. In our proposed method, “training” has a
little diﬀerent de�nition in comparison with general machine
learning systems. In the proposed method, training means
extracting normal value of vigilance symptoms of driver.
erefore, training phase is a short period of time that we
assume that driver is fully aware and looking forward. In
training phase, the normal values of PERCLOS, CLOSNO,
and ELDC are calculated. Normal values of PERCLOS and
CLOSNO are denoted by PERCLOS N and CLOSNO N ,
respectively. Because the eye is not detected explicitly, the
eyelid distance and normal eyelid distance are estimated
implicitly. e eyelid distance is estimated by the horizontal
projection of top-half segments of face; therefore, the average
horizontal projection of top-half segments of face is computed during training phase to estimate the normal eyelid
distance.
Training duration is about 1-2 minutes. In the �rst 100
frames of training sequence, we suppose that driver eyes are
usually open. So, horizontal projection of open-eyes can be
estimated by computing average of horizontal projections
of �rst 100 frames. Horizontal projection of open eyes was
named HP𝐿𝐿𝐿𝐿 , and it can be computed by (2). In (2), HP𝑖𝑖 is
the horizontal projection of frame 𝑖𝑖 and 𝑁𝑁 is 100. Consider
HP𝐿𝐿𝐿𝐿 =

∑𝑁𝑁
𝑖𝑖𝑖𝑖

HP𝑖𝑖
.
𝑁𝑁

(2)

Eye closure can be detected by computing the correlation
of horizontal projection of current frame (HP𝑖𝑖 ) and HP𝐿𝐿𝐿𝐿 .
e correlation of HP𝑖𝑖 and HP𝐿𝐿𝐿𝐿 is denoted by CHP𝑖𝑖 . If CHP𝑖𝑖
is larger than th CHP , eye is open in frame 𝑖𝑖, otherwise, the eye
is closed. Consider
CHP𝑖𝑖 = Corr HP𝐿𝐿𝐿𝐿 , HP𝑖𝑖  ,

eye is closed if CHP𝑖𝑖 < thCHP
eye is open
if else.



(3)

Aer computing the HP𝐿𝐿𝐿𝐿 as horizontal projection of
open eyes, a copy of HP𝐿𝐿𝐿𝐿 is named as HP𝑂𝑂 . HP𝑂𝑂 will
be updated during acquisition of new frames using fuzzy
running average method [28], while HP𝐿𝐿𝐿𝐿 is not updated. In
fuzzy running average method, updating HP𝑂𝑂 is dependent
to the matching degree (correlation coeﬃcient) of HP𝑂𝑂

and HP𝑖𝑖 . Fuzzy running average is shown in (4). In (4), 𝛼𝛼
represents the weighting factor and is calculated based on
CHP𝑖𝑖 as shown in (5). Consider
HP𝑂𝑂 = 𝛼𝛼 𝛼 HP𝑂𝑂 + (1 − 𝛼𝛼) HP𝑖𝑖 ,

(4)

𝑎𝑎 𝑎𝑎𝑎 1 − 𝛼𝛼min  exp −5∗ CHP𝑖𝑖  .

(5)

In (5), 𝛼𝛼min is a constant (0.8 in our system) and
represents the minimum value of 𝛼𝛼. According to (5), 𝛼𝛼 varies
in range [0.8,1]. A higher 𝛼𝛼 updates HP𝑂𝑂 slower. erefore,
HP𝑂𝑂 is updated during driving based on the changes of HP𝑖𝑖 .
Eye closure state is saved in a circular list (𝐿𝐿eye_closure ).
If eye is open, the current element of 𝐿𝐿eye_closure will be
1, else, the current element of 𝐿𝐿eye_closure will be 0. When
𝐿𝐿eye_closure is full, the oldest data is replaced by new data.
Length of 𝐿𝐿eye_closure (𝑁𝑁𝐿𝐿 ) must be equal to the number of
training frames (about 1500–3000). 𝐿𝐿eye_closure is helpful for
computing PERCLOS and CLOSNO, but ELDC is computed
using correlation of current horizontal projection (HP𝑖𝑖 ) and
HP𝐿𝐿𝐿𝐿 . HP𝐿𝐿𝐿𝐿 shows the eyelid distance of driver in normal
state implicitly.
PERCLOS shows the percentage of eye closure during last
frames computed by
PERCLOS =

𝑁𝑁𝐿𝐿 − ∑ 𝐿𝐿eye_closure
𝑁𝑁𝐿𝐿

.

(6)

CLOSNO shows eye blink rate (frequency) in a given
duration. If 𝐷𝐷𝐷𝐷eye_closure is the �rst derivation of 𝐿𝐿eye_closure ,
CLOSNO can be computed based on 𝐷𝐷𝐷𝐷eye_closure . According
to (7), 𝐷𝐷𝐷𝐷eye_closure indicates the start and stop frames of eye
closure events by +1 and −1, respectively, and other elements
of 𝐷𝐷𝐷𝐷eye_closure are zero. erefore, CLOSNO is computed by
(8). Consider
𝐿𝐿
(1) − 𝐿𝐿eyeclosure 𝑁𝑁𝐿𝐿  , 𝑖𝑖 𝑖 𝑖𝑖
𝐷𝐷𝐷𝐷eye_closure (𝑖𝑖) =  eye_closure
𝐿𝐿eye_closure (𝑖𝑖) − 𝐿𝐿eyeclosure (𝑖𝑖 𝑖 𝑖) , 𝑖𝑖 𝑖 𝑖𝑖
(7)
∑ 𝐷𝐷𝐷𝐷eye_closure 

(8)
.
2
ELDC is computed based on correlation between current
horizontal projection of open eyes (HP𝑂𝑂 ) and horizontal
projection of open eyes in training phase (HP𝐿𝐿𝐿𝐿 ) according
to
CLOSNO =

ELDC = 1 − Sigm Corr HP𝑂𝑂 , HP𝐿𝐿𝐿𝐿  , 𝛼𝛼𝑆𝑆 , 𝛽𝛽𝑆𝑆  .

(9)

In (9), Sigm is the sigmoid function, and 𝛼𝛼𝑆𝑆 and 𝛽𝛽𝑆𝑆 are the
parameters of sigmoid function. 𝛼𝛼𝑆𝑆 and 𝛽𝛽𝑆𝑆 show the slope and
displacement of sigmoid function respectively. General form
of sigmoid function is shown in
Sigm 𝑥𝑥𝑥𝑥𝑥𝑆𝑆 , 𝛽𝛽𝑆𝑆  =

1
.
1 + exp 𝛼𝛼𝑆𝑆 ⋅ 𝑥𝑥 𝑥𝑥𝑥𝑆𝑆 

(10)

In the proposed system, 𝛼𝛼𝑆𝑆 = 5 and 𝛽𝛽𝑆𝑆 = 0.5. Because the
range of sigmoid function is [0,1], ELDC is always in range
[0,1]. If ELDC is near to zero, distance of eyelids is normal,
but if ELDC approaches to one, distance of eyelids approaches
to zero (eye is closed).
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3.1.2. e Symptom Related to Face Region. Head rotation is
a symptom of distraction which is extracted from face region
in the proposed system. e head rotation is estimated based
on the changes of face image with respect to the frontal face
template. In order to compute the frontal face template, we
assume that the driver face is in frontal mode during the
�rst 1�� frames. e average face image during these frames
is computed as frontal face template. en, the absolute
diﬀerence of face image in the current frame and the frontal
face template is named 𝐷𝐷Face . erefore, the head rotation
(ROT) is estimated by
ROT = 1 − exp −0.1 × 𝐷𝐷Face  .

Inputs

Fuzzifier

Inference
engine

Defuzzifier

(11)

ROT changes in range [0, 1]. When 𝐷𝐷Face is near to zero,
the ROT is near to zero too, and when 𝐷𝐷Face is near to one,
ROT is near to 1. Greater ROT value indicates more head
rotation. e proposed method for head rotation estimation
cannot determine the angle of rotation.
3.2. Fatigue and Distraction Detection. In the proposed system, driver fatigue and distraction detection is estimated
using a fuzzy expert system (Figure 2). A fuzzy expert system
is an expert system that uses fuzzy logic instead of Boolean
logic. In other words, a fuzzy expert system is a collection of
membership functions, inference engine, and rules that are
used to reason about inputs and generate proper outputs. At
�rst, a fuzzy expert system fuzzi�es crisp inputs by prede�ned
membership functions to generate fuzzy inputs. en, fuzzy
inputs are processed by an inference engine. In inference
engine, the truth value for each rule of rule-base is computed
using a fuzzy implication method (usually Mamdani or
Larsen methods) and applied to the conclusion part of each
rule. ese results are assigned to each output variable for
each rule as a fuzzy subset. en, all of the fuzzy subsets
assigned to each output variable are combined together to
form a single fuzzy subset for each output variable. Finally,
the fuzzy subset of each output variable is defuzzi�ed to
generate the crisp output.
e proposed fuzzy expert system processes four inputs
and generates two outputs. e inputs are (1) PERCLOS,
(2) ELDC, (3) CLOSNO, and (4) ROT, and outputs are (1)
fatigue estimation and (2) distraction estimation. In order
to build a fuzzy expert system, Mamdani fuzzy inference
method (also called min-max method) is applied on a
set of fuzzy rules. e fuzzy rules are shown in Tables 1
and 2. ese rules are extracted by an expert. However,
these rules are not very complicated, and they are clear to
understand.
e fuzzy membership functions of the inputs are
depicted in Figures 3–6. According to Figures 3 and 4, the
membership function of PERCLOS and CLOSNO is de�ned
based on the PERCLOS N and CLOSNO N , respectively.
Additionally, ELDC and ROT are two symptoms that were
normalized during the computation, and they always vary
in range [0, 1] (Figures 5 and 6). erefore, the de�ned
membership functions for the inputs are fully adaptive and
normalized. e membership functions for the outputs are
singleton and are depicted in Figures 7 and 8. e number

Rule-base

Outputs

F 2: Block diagram of a fuzzy expert system.

PERCLOS

Normal

High

PERCLOSN

Dangerous

2 × PERCLOSN 3 × PERCLOSN

F 3: Fuzzy membership functions for PERCLOS.

CLOSNO

Low

Dangerous

Normal

0.5 × CLOSNON CLOSNON

F 4: Fuzzy membership functions for CLOSNO.

ELDC

Normal

0.25

High

0.5

Dangerous

0.75

1

F 5: Fuzzy membership functions for ELDC.
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Distraction

ROT

Normal

Semidistracted

Distracted

0

0.5

1

Dangerous

High

0.2 0.3

Normal

0.4

1

F 6: Fuzzy membership functions for ROT.

F 8: Fuzzy membership functions for distraction estimation.

Fatigue
Normal

Semisleepy

Sleepy

0

0.5

1

F 7: Fuzzy membership functions for fatigue estimation.

of fuzzy subsets for each membership function is 3. A larger
number of fuzzy subset leads to de�ne more rules in rulebase, and this issue makes the system more complicated. In
contrast, a smaller number of fuzzy subset leads to decrease
the accuracy of driver state estimation.
e defuzzi�cation method in the proposed method is
Center Of Gravity (COG). is method is the most familiar
and useful method for defuzzi�cation.

4. Experimental Results
e proposed system was tested on 27 sequences which
lasted about 76 minutes. e sequences were captured in
both laboratory conditions (indoor) and real conditions (in
vehicle) from 5 diﬀerent individuals using a digital camera.
ere is no tool for measuring the fatigue and distraction;
therefore, objective evaluation is not possible for evaluating
the proposed system directly. In this section, the proposed
methods for extracting the symptoms are evaluated at �rst,
and then an example sequence is investigated to evaluate the
system subjectively.
4.1. Experiments on Symptom Extraction. e accuracy of
computing PERCLOS and CLOSNO is directly dependent to
the accuracy of eye closure detection algorithm. erefore, we
evaluate the eye closure detection algorithm in this section.
Evaluation of eye closure detection is based on two criteria:
false positive rate (FPR) and false negative rate (FNR). False
positive error occurs when eye is open but the system
detected it as closed eye. False negative error occurs when eye
is closed but the system detected it as open eye. Table 3 shows

FPR and FNR of the proposed algorithm for eye closure
detection in diﬀerent states.
According to Table 3, the FNR of eye closure detection
for drowsy state without glasses is greater than normal state
without glasses. In drowsy state, the eyelid distance is reduced
and blinking speed is slow. en, horizontal projection of
consecutive frames in drowsy state changes slowly. erefore,
many of eye closure events are not detected, and FNR in
drowsy state is greater than normal state. But the FPR of eye
closure detection in drowsy state is very low with respect to
normal state.
According to Table 3, both FPR and FNR of eye closure
detection for normal state with glasses are greater than
normal state without glasses. In normal state with glasses, the
re�ection of glasses may appear in the image as a bright spot
near the eye. erefore, detection of changes of horizontal
projection of top-half segment of face is diﬃcult, and eye
closure detection will have more error rate.
For investigating the accuracy of ELDC, we tested our
method on 9-minute-long sequence. Figure 9 shows four
sample frames of this sequence in which the driver is being
drowsy aer 7 minutes. Figure 10 shows the measured ELDC
for this sequence. According to Figure 10, the ELDC can
indicate the driver drowsiness correctly.
Accuracy of the proposed method for head rotation
detection is investigated by applying a threshold on ROT. If
ROT is more than 0.3, the head rotation is detected. According to this experiment, FPR and FNR of 9.2% and 12.1% were
achieved for head rotation detection, respectively. In Figure
11, some sample frames of a 2-minute-long sequence are
shown in which driver rotated his head to diﬀerent directions.
In this �gure, (a) image shows the driver face without any
rotation, and other images show head rotation of driver in
diﬀerent directions. e result of head rotation detection by
the proposed method for the given video sequence is depicted
in Figure 12.
4.2. Experiments on Driver State Estimation. Evaluation of
driver state estimation is a diﬃcult task because there is not
any criterion for measurement of fatigue and distraction.
erefore, objective evaluation is not possible for driver state
estimation.
In this section, the extracted symptoms from a sample
sequence are plotted, and fatigue and distraction levels in
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(a)

(b)

(c)

(d)

ELDC

F 9: Four sample frames of a 9-minute-long sequence in which driver is drowsy. (a) Frame at 𝑡𝑡 𝑡 𝑡 𝑡𝑡𝑡, (b) frame at 𝑡𝑡 𝑡 𝑡 𝑡𝑡𝑡, (c)
frame at 𝑡𝑡 𝑡 𝑡 𝑡𝑡𝑡, and (d) frame at 𝑡𝑡 𝑡 𝑡 𝑡𝑡𝑡.
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minute and (2) increasing the ELDC aer 8 minutes. ese
symptoms are depicted in Figures 13 and 15.

4.3. e Processing Speed. e proposed method was implemented in MATLAB R2008a and was tested on a personal
computer with Intel Core2 Dou 2.66 GHz and 2 GB RAM
memory. e processing speed of the proposed method is
more than 5 frames per second. Over 85% of computational
complexity of the system is related to face tracking.
0
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F 10: Measurement of ELDC for a sample sequence.

the sequence are estimated by the proposed system. At
this experiment, ten-minute-long sequence is used. e �rst
minute of the sequence is used for training. According to
the training phase, PERCLOS N is 0.02 and CLOSNO N is
13 times per minute. e curvature of PERCLOS, CLOSNO,
ELDC, and ROT related to this sequence are plotted in
Figures 13, 14, 15, and 16.
e estimated levels of fatigue and distraction are shown
in Figures 17 and 18. According to Figure 17, the driver has
been semidistracted at about the 3rd minute. e estimated
level of distraction seems true, because the CLOSNO was
decreased with respect to the CLOSNO N during this time.
In addition, the driver has been drowsy aer 7 minutes. e
drowsiness state was estimated based on two symptoms: (1)
increasing the PERCLOS during the time from 7th to 8th

4.4. Comparison with Other Methods. In this section, we
compare our system with other previous systems. Unfortunately, we cannot compare accuracy of diﬀerent driver state
estimation algorithms, because there is not any scienti�c
and precise criterion to measure fatigue and distraction.
erefore, we only compare the accuracy of diﬀerent system
for symptom extraction.
For eye closure detection, the proposed algorithm is
compared with other algorithms presented in [10, 19, 21]. e
results of comparison are depicted in Table 4. is table shows
that the performance of our proposed method is very good in
comparison to other methods, while the experimental setup
of our system is more realistic, and we used longer video
sequences for our experiments.
For head rotation detection, the proposed method is compared with the algorithm presented in [19]. Unfortunately,
the accuracy of other methods for head rotation detection
was not reported. For example, accuracy of the methods
presented in [4, 10] was not reported. In these papers, only
the ability of system to measure head rotation in diﬀerent
direction and in a speci�c interval was reported.
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25
CLOSNO

ROT

F 11: Some sample frames of a 2-minute-long sequence in which the driver rotated his head to diﬀerent direction. (a) shows the head
direction of driver in normal state.
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F 14: Curvature of CLOSNO for the sample sequence.

Table 5 shows the comparison result of the proposed
method and the method presented in [19]. e comparison
result shows that our method achieves higher precision rate.

0.12
0.1
PERCLOS

4

Time (min)

F 12: Results of head rotation detection for a sample video
sequence depicted in Figure 11. Dashed horizontal line indicates the
threshold for head rotation detection.

5. Conclusions
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F 13: Curvature of PERCLOS for the sample sequence.

In this paper, a new adaptive method for symptom extraction and driver state estimation was proposed for driver
hypovigilance detection. Two types of symptoms were considered: symptoms related to eye region (including PERCLOS, ELSDC, and CLOSNO) and symptom related to face
region (ROT). e proposed method extracts the symptoms
related to eye region using horizontal projection of tophalf segment without explicit eye detection; the symptom
related to face region is extracted based on face template
matching. en, the normal value of the extracted symptoms

ELDC
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T 1: Rules of the proposed fuzzy expert system for estimation
of driver fatigue.
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If PERCLOS is dangerous and ELDC is normal, then fatigue is
sleepy
If PERCLOS is dangerous and ELDC is high, then fatigue is sleepy
If PERCLOS is dangerous and ELDC is dangerous, then fatigue is
sleepy

T 2: Rules of the proposed fuzzy expert system for estimation
of driver distraction.
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F 16: Curvature of ROT for the sample sequence.
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F 17: Estimated level of fatigue for the sample sequence.

Distraction

If CLOSNO is normal and ROT is normal, then distraction is
normal
If CLOSNO is low and PERCLOS is normal and ELDC is normal,
then distraction is semidistracted
If CLOSNO is dangerous and PERCLOS is normal and ELDC is
normal, then distraction is distracted
If ROT is high and PERCLOS is normal and ELDC is normal,
then distraction is semidistracted
If ROT is dangerous and PERCLOS is normal and ELDC is
normal, then distraction is distracted

T 3: Experimental results for eye closure detection.
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If PERCLOS is high and ELDC is high, then fatigue is semisleepy
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F 15: Curvature of ELDC for the sample sequence.
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If PERCLOS is normal and ELDC is normal, then fatigue is
normal
If PERCLOS is normal and ELDC is high, then fatigue is
semisleepy
If PERCLOS is normal and ELDC is dangerous, then fatigue is
sleepy
If PERCLOS is high and ELDC is normal, then fatigue is
semisleepy
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FNR
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Drowsy state without glasses
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T 4: Comparison results of eye closure detection algorithms.
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T 5: Comparison results of head rotation detection algorithms.
0

1

2

3

4

5

6

7

8

9

10

Time (min)

F 18: Estimated level of distraction for the sample sequence.
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Precision
72.5%
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is calculated during a short training phase. According to the
normal value of the extracted features, an adaptive fuzzy
expert system estimates the level of fatigue and distraction.
e short training phase makes the system robust and
adaptive. In other words, the proposed system may be used
eﬃciently for diﬀerent individuals with diﬀerent face and
eyelid behaviors. Experiments show that the accuracy of
the proposed method for extracting the symptoms of driver
fatigue and distraction is very good. Additionally, the system
can estimate the driver fatigue and distraction very well by
subjective evaluation.
e proposed method was also tested on video sequences
captured in visible spectrum, but the color information was
not used in any part of the system. In other words, the
proposed system operates in gray-level visible spectrum.
erefore, the system may operate in IR spectrum with
a few changes. e main disadvantage of our system is
the face tracking method which is inaccurate and very
computationally complex. Adaptive �lters such as Kalman
�lter may reduce the complexity and increase the processing
speed and accuracy of the system.
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Public Bicycle System (PBS) has been developed for short-distance transportation as a part of the mass transportation system. The
supply and demand of bikes in PBS is usually unbalanced at diﬀerent stations and needs to be continuously and widely monitored
and redistributed. The bicycle redistribution is a part of the vehicle routing problem (VRP). We can apply solutions to the VRP
to redistribute bicycle eﬃciently. However, most solutions to the VRP use the Euclidean distance as the condition factor, which
does not take road conditions, traﬃc regulations, and geographical factors into account, resulting in unnecessary waste of delivery
time and human resources. In this work, we propose an actual path distance optimization method for the VRP to adapt the several
additional constraints of road problems. We also implement a system that integrates real-time station information, Web GIS, the
urban road network, and heuristics algorithms for PBS. The system includes a simulator inside that can assist PBS managers to
do the route planning eﬃciently and find the best scheduling strategy to achieve hotspot analysis and the adjustment of station
deployment strategies to reduce PBS operation cost.

1. Introduction
In recent years, issues on carbon emission and energy saving
have been taken seriously. Large cities such as New York,
London, Paris, Tokyo, and Singapore are encouraging green
commuting instead of using gasoline-powered vehicles to
solve traﬃc and air pollution problems. Therefore, Public
Bicycle System (PBS) has been developed for short-distance
transportation. As a part of the mass transportation system,
public bikes must be highly reliable. The scheduling and
distribution determination of the public bikes renting system
must operate smoothly.
The supply and demand of bikes is usually unbalanced
at diﬀerent stations [1, 2]. Due to unbalanced travel patterns
and topographic eﬀects, some stations will have no bicycle
and some stations will be full of bicycles. People cannot
rent bicycles at empty stations and return bicycles at full
stations. To address this unbalance problem, bicycles need to
redistribute from full stations to empty stations via specially
designed trucks.

The bicycle redistribution is a part of the vehicle routing
problem (VRP). We can apply solutions to the VRP to
redistribute bicycles eﬃciently. There are some solutions
to the VRP [3–5]. However, these solutions have some
problems. Most studies for the VRP were focused on
standard conditions, which were not suitable for the specific
cases. For example, many studies assume that destinations
are on the two-dimensional plane and they briefly use the
Euclidean distance [6] to calculate the transportation cost.
However, in the real world, it must be reformulated to
take into account road conditions, traﬃc regulations, and
geographical factors that result in longer delivery distance
and transport time.
The bicycle redistribution is a part of logistics distribution. The logistics distribution is a kind of spatial
information activities that we need GIS to support it.
Most public bicycle services provide real-time information
(displays the cycle hire docking station locations and rental
conditions) for both renters and managers on Web GIS. The
service allows renters using smart phones to find the nearest
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station and displays the number of available bicycles and the
number of free docking stations in real time.
Current PBSs only provide limited information that they
do not provide more detailed information and additional
functions for management [7, 8]. The managers need more
powerful tools to help them eﬃciently redistribute bicycles
and ongoing monitoring of their bicycles over the course of
the day. In some cases, the service operators may add new
bicycle rental stations or adjust the existing station location
to improve service eﬃciency. Through a simulator with a
powerful and friendly interface, the staﬀ can quickly obtain
the possible eﬀects easily. Thus we design and implement
a system to help managers make the routing planning and
decision-making.
In this work, we propose an actual path distance optimization method for the VRP to adapt the several additional
constraints of road problems. On the other hand, our system
integrates Google Maps technology, which provides a simple
but very powerful map interface. The distribution sites and
the optimization of distribution routes were displayed on
Google Maps that can assist the PBS managers to archive
management tasks.
The rest of this paper was organized as follows. Section 2
describes related work. Section 3 describes our actual path
distance optimization method. Section 4 discusses design
and the implementation of our system. Section 5 provides
the experimental results and the analysis of our scheme.
Section 6 shows the conclusions.

2. Related Work
In this section, we first describe the bicycle redistribution
problem and some applications of the popular public bicycle
services in the world. Then, we introduce several variations
and the specializations of the VRP. Finally, we describe
methods for solving the VRP.
2.1. Bicycle Redistribution. There are a variety of technologies and diﬀerent service types in an existing and
proposed bike share program. The vast majority of urban
PBS feature is fixed stations. It means that bicycles are locked
at designated docks when not in services. This kind of service
usually causes user serious problems. As shown in Figure 1,
a user cannot rent a bicycle due to an empty station and
a user cannot return a bike due to full station. The bike
redistribution problem becomes an important issue.
The fixed systems need constant monitoring to ensure
bikes are available for picking up and docking oﬀ at every
station. The stations are connected with an electronic monitoring center via the network. Through the redistribution
mechanism and motorized vehicles, the electronic monitoring center rebalances bicycles between empty stations and
full stations.
The public bicycle systems in diﬀerent cities have
diﬀerent characteristics requiring diﬀerent redistribution
mechanisms. For example, Bicing in Barcelona, cyclists
generally ride bicycles to the town at downhill but take other
transportation to go back uphill since Barcelona downtown
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is located at the bottom of a bowl shaped valley and people
dislike uphill. In Barcelona’s case, the operator uses a larger
than the usual fleet of redistribution vehicles continuously
taking bikes back to uphill stations [9]. Another example in
Paris’s Vélib, it is a huge density of station of a bike share
program that has 20,600 bicycles and 1,451 stations in the
city. Paris’s Vélib has 23 natural gas powered redistribution
vehicles working 24 hours a day/7 days a week to redistribute
bicycles. In addition, some small public bicycle programs
usually set the safety stock level for each station and irregular
redistribution time to reduce redistribution costs.
The operating cost of the bike sharing system is expensive. In Taiwan, YouBike has 500 bikes and 11 service stations
in Taipei City results in $NT millions deficits after running
one year. It cost $NT three hundred thousand in the C-Bike
in Kaohsiung each month. The bicycle redistribution is one
of the expensive costs in PBS. The operational cost of Vélib
for the redistribution a bicycle is about $3. Service staﬀ in
Bicing is about 230 people and 50% of them are assigned to
bicycle movement. How to reduce the cost is critical for PBS.
2.2. The Information Service for the Public Bicycle System.
Many cities around the world have bicycle sharing systems.
They provide some applications for iPhone, Android, and
Web services that help users to find the nearest docking
stations for hiring bikes by GPS. Some of those applications
were shown in Figure 2. In some websites, they show realtime information about available bikes and empty slots.
Rongliang and Yunru [7] and Luo et al. [8] designed and
implemented a Google Maps-based information system for
the public bicycle transportation program in Hangzhou city,
China. They use the Google Maps API and AJAX technique
to visualize information and to display the locations of the
bike rental sites, available bikes, and bike parking docks for
renters and management staﬀ.
Several authors proposed the diﬀerent developments of
the applications on Google Maps. These application services
categorized as mashup applications [10, 11]. “Mashup” has
become one of the hottest buzzwords in the Web applications
area. Many companies, organizations, and institutions are
rushing to provide mashup solutions or relabeled existing
integration solutions as mashup tools, just like these applications [7, 8, 12–17].
For decision support application, Su et al. [16] proposed
a Web-based cycling routing planner system that assists
cyclists to find their personal cycle routes. The system was
designed and implemented with a user friendly interface
using the Google Maps. The system allows users to select
cycle routes based on users’ preferences regarding air quality,
safety, total cycling distance, elevation gain, and areas featuring vegetation. Santos et al. [15] designed and implemented a
trash collection decision support system based on the Google
Maps services. They proposed a spatial decision support
system based on the Web aiming to generate optimized trash
collection routes for capacitated arc routing problem (CARP)
that involves serving the demand, respectively, about a set
of arcs on an urban road network. This system integration
includes the Google Maps service, a classical heuristic and
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(a) Empty station

(b) Full station

Figure 1: Empty station and full station.

(a)

(b)

(c)

Figure 2: iPhone App for Cycle Hire.

ant-colony meta heuristic, and a database system to help the
planner to generate detailed vehicle routes on the graphical
visualization map. This trash collection decision support
system was tested in Coimbra, Portugal.
Kawano et al. [13] proposed a GIS-based solution to the
vehicle scheduling and routing problems in a day-care center,
which uses two spatial technical tools, “PhotoTrackr” and
“ArcGIS,” to record and analyze vehicle routes. The authors
use the car tracking as the actual path information. But
the car tracking only contains the route information that
will be inaccurate since it does not have real-time traﬃc
information. Also, the system is used in a day-care center
where the customers’ trait is almost changeless so that it can

find the appropriate route for each customer beforehand. In
the bicycle redistribution problem, empty and full stations
change often. Consequently, the scheme is not suitable for
this problem.
2.3. The Vehicle Routing Problem. The Traveling Salesman
Problem (TSP) [18] and the Vehicle Routing Problem are
two of the popular problems in the field of the combinatorial
optimization. The VRP is a kind of TSP for derivate problems, and TSP is how to find the shortest path connecting a
number of locations which starts and ends at the same depot.
The largest diﬀerence between the VRP and the TSP is that
the VRP must consider the vehicle capacity constraints. If

3. The Actual Path Distance
Optimization Method
Due to unbalanced travel patterns and topographic eﬀects,
bicycles need to redistribute from full stations to empty
stations via specially designed trucks. How to redistribute
bicycles eﬃciently between empty and full stations is the
problem of the VRP.
The VRP definition states that m vehicles initially are
located at a depot and deliver discrete quantities of goods to
n customers. The solution of the VRP is a set of routes that
start and finish at the same depot, and they must satisfy the
constraint that each customer is served only once. The goal is
to minimize the total transportation cost (e.g., travel distance
and travel time).
To apply the problem of the bicycle redistribution in the
VRP, the specially designed trucks are the vehicles which have
limited capacity to transport bicycle while stations are the
places where the trucks need to redistribute bicycles. The
goal is to minimize the total cost that the PBS can save more
redistribution cost. The following notations are used in the
VRP and we transform them for the problem of the bicycle
redistribution in Table 1.

D
B

C

the nodes’ total demand surpasses the vehicle load limit, it is
necessary to increase the number of vehicles for distribution
services.
The VRP is an NP-hard problem that needs heuristic
methods to solve it. In [3] proposed by Bräysy and Gendreav
in 2005, the basic VRP is concernedwith finding a set of
routes to serve the geographically dispersed customers and
to minimize the total travel distances. In the VRP, the
distribution of vehicles from a single location has to pick up
or drop oﬀ the goods and then return to the original location.
Each vehicle can carry with limited capacity or travel time
may be restricted.
Heuristic methods for the VRP are usually classified
into 3 subgroups [19]—the construction method, the twophase method, and the improvement method. First, the
construction method gradually builds a feasible solution by
choosing minimizing transport cost. It is easy to implement
and executes quickly like the nearest neighbor method [20]
and the random method do. Next, the two-phase method
divides the solution process into 2 parts—clustering of all
nodes as feasible travel routes ignoring their sequence and
route construction. An example of a two-phase method
is sweep algorithm [21]. Third, the improvement method
begins with one feasible route and tries to improve tours
by exchanging visit sequence for nodes or arcs between
the routes. In this case, if a solution is better than the
current solution, it becomes a new solution. The procedure
is repeated until there is no better solution in the current
solution.
The advantage of classical heuristics is that they have
polynomial runtime. Thus, using the improvement heuristics method can be a better solution within a reasonable
period of time. In addition, these methods only do a limited
search to find a local optimum solution in the solution space.
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Figure 3: The impact of road infrastructure on tour sequence.

Most studies for solving the VRP estimate the transportation cost between nodes by geographical coordinates
since they do not have detailed information. Therefore, they
use the straight line distance as the transportation cost by
calculating the Euclidean distance [22, 23]. But, the actual
path between two nodes on the real world is not a straight
line path because of the presence of obstacles or restriction
on traﬃc regulations.
For example, Figure 3 shows the impact of road infrastructure on the tour sequence. Assume there are three
stations A, B, C, and one depot D on the road network
map. The Euclidean distance between the depot and the three
stations is DC < DA < DB, and actual path distance is (D,
A) < (D, B) < (D, C). If we only consider the Euclidean
distance as the TSP decision criteria, the tour sequence will
be D → C → A → B → D. DC has the shortest distance
that we choose station C as the first station to visit. But the
Euclidean distance is unreliable in the road network. Vehicle
cannot cross the river so we have to detour the river via
the bridge to reach station C, which results in longer travel
distance. According to the actual path distance, the travel
distance of the tour sequence D → A → B → C → D
will be shorter than the Euclidean distance.
In Figure 4, we can see the diﬀerence between the VRP
and the VRP based on the actual path distance. In the real
world, there are many intersection nodes on the routes. The
VRP based on the actual path distance is essentially the same
as the classical VRP. The constraints of the optimization are
listed below.
(i) We have to obtain more detailed information for
mapping the straight line path to real road path.
(ii) We have to convert the road network from the
undirected graph to the directed graph.
(iii) We need extra memory space to save road features.
The method of the classical VRP for searching all of the
nodes is relatively simple by using the Euclidean distance
which the distances in of go and return path are the same.
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Figure 4: Euclidean distance versus actual path distance.
Table 1: Notations for the VRP and bicycle redistribution.
Notation
m
n
qi
di
Ci j
Di j
Ti j
C
T

VRP
The number of vehicles
The number of vertexes
Demand/supply at vertex i
Service duration at vertex i
Cost to traverse arc or edge (i, j)
Distance from vertex i to vertex j
Travel time from vertex i to vertex j
The capacity of vehicles
The maximum route duration of vehicles

But the actual path distance method for the VRP uses the
road network consisting of the undirected graph constructed
by intersection nodes, destination nodes, and paths in which
go and return path might be diﬀerent. The data structure
used in our scheme includes not only the path distance and
node information, but also the path capacity, one-way/twoway street, and the other road features. To use the actual path
distance replacing the Euclidean distance greatly expands the
classical VRP network diagram and makes the VRP model
meets the real-world problems.
How do we obtain the actual path distance? We can
use Google Directions to solve it. Google launched the
Google Directions API in May 2010 that allows developers
to develop a new service easily into their applications. The
Google Directions API is a service that calculates distances,
travel time, or navigation services between locations by using
an HTTP request. Through the Google Directions API, it
can overcome the traﬃc and roads restrictions such as the
maximum of the speed limit, banned turns, and one-way
streets. In addition, it provides severable accuracy driving
time for streets in each city according to the traﬃc congestion
and the maximum of the speed limit. We use the API to help

Bicycle redistribution
The number of vehicles
The number of stations
Demand/supply at station i
The time of redistributing bikes at station i
Travel cost from stations i and j
Distance from stations i to j
Travel time from stations i to j
The capacity of vehicles
The maximum working time of staﬀ

Q

P

0
(a)

Q

P

0
(b)

Figure 5: The savings method concept.

us obtain the travel distance and estimate travel time between
origins and destinations. In addition, the estimated time is
very close to the current situation of the road conditions.
3.1. Classical Heuristics Schemes Based on the Actual Path
Distance. All classical heuristic schemes belong to the construction heuristics or the two-phase methods. We enhance
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classical heuristics with the actual path distance optimization
method by using Google Directions.
3.1.1. The Nearest Neighbor Algorithm. The nearest neighbor
algorithm is an approximation algorithm to solve the
travelling salesman problem. The algorithm only gives a
rough attempt to obtain a better tour. It can quickly yield
a short tour for the TSP, but the solution is usually not the
optimal one. Here are the steps of the algorithm.
Step 1. Start on a home node (depot node) as a current node.
Figure 6: The Go and Return Path is Diﬀerent.

Step 2. Find out the nearest unvisited node P and add it to
current tour.
i

Step 3. Set the current node to P.

i

p

p

Step 4. Mark P as visited.
Step 5. If all the nodes are visited, then terminate.
j

Step 6. Go to Step 2.
We enhance the algorithm with the actual path distance
by using information like distance and traveling time,
which were calculated by Google Directions API and the
consideration of vehicle capacity to find out the nearest node.
Then we set the node as a reference point and repeat the
action until all nodes are visited.
3.1.2. The Savings Method. In 1964, Clarke and Wright proposed the savings method [24, 25] to solve the VRP. The first
step of the savings method is to calculate “savings” for each
pair of customers. In Figure 5, there were two customers P
and Q. CP0 was the transportation cost between the depot
and the customer P, while CQ0 was the transportation cost
between the depot and the customer Q. CP0 and C0P were
symmetric when the distance was calculated by using the
Euclidean distance. In Figure 5(a), the total distance for
visiting customers P and Q was 2C0P + 2C0Q . Figure 5(b)
showed that the three targets could feasibly be merged into
a single route (0 → P → Q → 0) and the distance was
CP0 + C0Q + CPQ .
The total transportation distance Da in Figure 5(a)
was
Da = C0P + CP0 + C0Q + CQ0 .

(1)

Equivalently, the transportation distance Db in
Figure 5(b) was
Db = C0P + CPQ + CQ0 .

(2)

By subtracting the two routes, we obtained the
savings SPQ :
SPQ = Da − Db = CP0 + C0Q − CPQ .

(3)

p

Iij = Cip + Cpj − Cij

j

Figure 7: Illustration of the insertion concept.

The savings were calculated and ranked. Those nodes
were joined into routes which could be linked (otherwise,
added a new route) until a constraint (maximum working
hours, vehicle capacity) was reached.
In the general savings method with n customers, the go
and return path is the same that we need to calculate n(n −
1)/2 savings. But in the real-street network, the go and return
path may be diﬀerent that Ci j =
/ C ji . The travel costs may be
asymmetric that we need to calculate n(n − 1) savings.
In Figure 6, there were two nodes (the point A and the
point B) on the map. The point A was the starting point
and the point B was the destination. When we used Google
Directions API to obtain the actual path distance, we could
see two diﬀerent results (the light blue line represented the go
path and the dark brown line represented the return path).
So that when we used the actual path distance instead of
the Euclidean distance to obtain the savings matrix, we must
consider this issue.
3.1.3. The Farthest Insertion Algorithm. The strategy of the
farthest insertion algorithm [26] is to fix the overall layout
of the tour early in the insertion process. Its concept is a
hard beginning making a good ending. The farthest insertion
algorithm works as follows in three steps.
The Initialization Step
(1) Start with a subgraph consisting of a node i
only. For example, in TSP, it usually starts at a
depot.
(2) Find a node p that is the farthest node from the
depot. Join p and the depot together, such that
Cip is the maximal distance and form the subtour i-p-i.
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Figure 8: The overview of the system.

The Selection Step
(3) Give the current subtour. Find a node p that
is not in the sub-tour and the node p is the
farthest node from the edge between the subtour.
The Insertion Step
(4) Find the arc(i, j) in the sub-tour, which is the
minimum (like savings method Cip + Cip − Ci j ,
find the minimum saving value). Insert the
node p between i and j as shown in Figure 7.
(5) If all the nodes are added to the tour, then stop.
Else go to the Step 3.
In this method, we also applied the actual path distance
in the farthest insertion algorithm by using Google Directions. The same issue was discussed in the savings method.
We must consider the problem of moving direction, travel
costs may not be the same that Ii j =
/ I ji .

4. System Design and Implementation

combined station information data from City Bike [28], You
Bike [29], and Capital Bikeshare [30] as the data sources and
integrated with the Google Maps.
Google Maps is an application of Web GIS. It is
a classical Web application service based on AJAX and
provides free satellite images. We could use location icons,
metadata, and the location coordinate into the Google Maps
interface. The Google Maps API supports the development
of the spatial data including several services, retrieving static
map images, performing geo-coding (converting addresses
into geographic coordinates), generating driving directions
(directions between two or more points by specifying
waypoints), and obtaining elevation profiles.
Mashup is a kind of Web page or application that combines data or functionality from two or more independent
components to create a new application, view, or service. In
this work, there are 3 stages in the mashup.
(1) Data collection: use the agent program to collect the
rental data of the public bicycle sharing systems in
Taipei and Kaohsiung cities as material.
(2) Data connection: process the received data, integrate
other data, and compute the geographic information.

In this section, we designed and implemented the geo-aware
and the VRP-based public bicycle redistribution system.

(3) Data display: display the results on Google Maps.

4.1. System Design. The overview of our public bicycle
redistribution system was shown in Figure 8. It was a typical mashup [27] application that integrated external data
source with Google Maps and the third-party websites. We

We have chosen the layered architecture as shown in
Figure 9 to design the system. Four-layer services application
is presented here, which is a relaxed architecture. The four
layers are
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Figure 9: System architecture.

(i) the presentation layer: the presentation layer provides
application interface for users. We use “UI components” and “UI process components” to implement
Win-Form-based interfaces with. Net technology.
(ii) the services layer: we use Web services as the implementation of technology for SOA, which embeds a
map provided by Google Maps and combines its API
with the system.
(iii) the business layer: the business layer contains components used to implement business logic. The business
components perform the core processing logic within
the system. We include the following functionality:
logical calculation and routes display logic.
(iv) the data layer: the data layer processes the physical
storage and the retrieval of data. For instance, we can
load or save station information from an XML file.
This system was implemented and integrated the VRP
algorithms and used Google Maps to request the street
network and topography data via the Internet. The PBS
planner can enter the planning capacity to define the input
and output requirements. The system has the ability to find
better solution with diﬀerent VRP algorithms and bicycle
redistribution mechanisms with simulation function. This
system will output the final route map for individual vehicles,
estimated work hours, computing performance, and the
comparison analysis of the VRP algorithms.
Simulation was divided into 3 stages, the initial stage, the
routing stage, and the analysis stage as shown in Figure 10.
In the initial step, we used Google Maps API to produce
the street map and the region map. Then we combined the

logistics center location with the destination nodes to make
a raw network dataset for the routing stage. In the routing
stage, we designed four diﬀerent classes to control the map
operation, orders layers class (nodes order management),
depots layers class (nodes display control), routes layers class
(path management), and navigation class (route guideline
and navigation services). We used Google Directions API
to obtain the relationship within each node and produced
the distance matrix as a secondary dataset. At this stage,
we also designed diﬀerent computing modules for diﬀerent
algorithms and simulation types (e.g., VRP or TSP). The final
Stage was to output optimizing vehicle routes with graphical
representation on Google Maps and pop up the analysis
result.
4.2. System Implementation. In this system, the data processing included two parts, the spatial data processing on
Google Maps and raw data processing on the third-party
websites. In Taipei and Kaohsiung cities, the bike rental
system provides information services for users through Web
pages as shown in Figure 11. It shows maps of Taipei and
Kaohsiung overplayed with small markers or html table
of available bicycles and free docks for each PBS station.
This real-time information is inserted into the Web pages
using html table or the JavaScript code with a string of
variables that included rental information for each station.
However, it is not a standard XML file that we need to analyze
and spilt this JavaScript file when computing the VRP. We
also implement the standard Web service to obtain station
information from Capital Bikeshare in Washington, D.C.,
which provides a standard XML file.
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Figure 11: Information services for bicycle sharing system websites.

The rental information definition of PBS stations was
listed below:
(1) the station ID, names,
(2) location information (latitude, longitude),

(3) the number of available bikes that cyclists can hire,
(4) the number of free docks that cyclists can return.
Our system collected the above information of Taipei,
Kaohsiung, and Washington PBS stations from the Internet
and provided options for users to choose.
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Figure 12: The system interface.

Figure 13: The nearest neighbor algorithm.

The system was implemented using the Microsoft. NET
Framework in C# language. The system is a standard Windows application where the software feature configuration
is simple and easy. The main display block was constituted
by the map panel of Google Maps as shown in Figure 12. A
sidebar displayed at the right-hand of the map panel oﬀered
seven main items: Map, Parameter, Simulation Engine,
Info, Setting, and Cash. Each menu had diﬀerent functions
for simulation and intuitive operation via mouse-drop to
modify the station location on the map area.
In addition to the above features, our PBS redistribution
system included diﬀerent menu items with several parameter
data types:

achieve the hotspot analysis and the adjustment of the station
deployment strategy to reduce the PBS operation cost.

(i) the simulation type: the TSP or the VRP,
(ii) the station state: a location and redistribution configuration value,
(iii) the vehicle: vehicle capacity, the maximum number
of working hours per day,
(iv) the staﬀ: the average time of redistributing one bike.
A PBS planner could adjust the simulation parameters by
using appropriate items that were displayed with the righthand sidebar. The planner can choose “Parameter” menu
in the sidebar. Then, the planner must enter the data about
redistributing vehicles and human resources. The simulation
parameters will aﬀect the final simulation results.
The redistributing routes of vehicles are constrained by
the state of cycle hire docking stations, the full capacity of
vehicles, and the working time. If the total transportation
time of a vehicle is equal to or greater than the working
time, the system will dispatch another vehicle to serve the
remaining stations.
Our system estimates the number of vehicles and the
redistributing routes that satisfy the constraints such as the
capability limit of vehicles, prohibited turns, and one-way
streets. The route then will be presented on Google Maps
with the suggested order of visited stations.
Through the system, the planner could do the route
planning eﬃciently and find the best scheduling strategy to

5. Experimental Results
In this section, experiments were carried out on an X64 PC
with Intel Core i5 2.6 GHz CPU. The performance of the
algorithms for the TSP and the VRP was tested using three
diﬀerent construction methods with/without our actual path
distance optimization method.
5.1. The Evaluation of Diﬀerent Methods. In Figures 13 to
15, we evaluated the travel distance and time for diﬀerent
numbers of nodes for 5 to 30 nodes with 10 km radius in
the downtown of Taipei. We chose the nearest neighbor
algorithm, the savings method, and the farthest insertion
algorithm as construction algorithms and compared them
with our actual path distance optimization method to solve
the TSP.
In Figures 13 to 15, we can see that when the number
of nodes increases, the travel distance and time increase.
According to the results, when we used the actual path
distance, we got shorter travel distance and time than
when using the Euclidean distance. However, if the number
of nodes had been too small (less than 15 nodes), the
improvements of our method would have been less in some
circumstances. In Figure 14, when the number of nodes is
25, the outcome of using the Euclidean distance is also the
same as that of using our scheme. It happened so it found the
optimum solution using the Euclidean distance. The location
of the node distribution was another factor that aﬀected
the improvement due to road conditions, traﬃc regulations,
and geographical factors. Based on Figures 13 to 15, we can
know that the traﬃc in Taipei’s downtown is not ideal. The
average speed of vehicles (Travel Distance/Travel Time) is
about 21 km/hour. The PBS planner should consider more
about road conditions.
As shown in Figure 16, we compared construction methods with the actual path distance. We found that the farthest
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Figure 14: The savings method.

Figure 16: The comparison of construction methods.
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Figure 15: The farthest insertion algorithm.

insertion algorithm was the best solution in most cases. The
algorithm considered the insertion position to constitute the
minimum tour cost. The nearest neighbor algorithm became
worse when the number of nodes increased. It could quickly
find a short tour for the TSP, but the solution was not the
optimal one. It only considered one node (the next nearest
node) and ignored the eﬀect of the other unvisited nodes that
resulted in a longer tour.
5.2. PBS Simulation. The PBS planner may want to know
the eﬀect of vehicle trips and route changes if he/she adjusts
the safety stock level for each station, vehicle capacity, and
employee working time. Analysis of the results for diﬀerent
parameters is important for the management to know the
labor force and vehicle trips. Our system has the ability to
simulate the PBS to achieve the task.
In Table 2, we used the real data in Kaohsiung C-Bike
[28]. We assumed that working time was 8 hours. The full
capacity of vehicles was 40 bikes, while the staﬀ prefetched
15 bikes and besides, it took 2 minutes to redistribute one
bike. More detailed parameters were shown in Table 2.

We simulated the nearest neighbor algorithm with/
without our scheme. In this simulation case, without our
scheme, it caused more than 10% total travel distance and
it easily exceeded the working time like truck No. 1 because
the estimated time (the Euclidean distance/the average speed
in a urban area) was unreliable. There may be additional
operating expenses in working overtime.
Then, we made an interesting experiment. The planner
wanted to replace full time employees with part-time
employees. To simulate this case, we assumed that part-time
employees’ working time was two hours and other parameters were the same as those in Table 2. With such experiment,
the planner could adjust the number of employees within a
specific time.
According to the result in Table 3, the total travel distance
and work time became longer; hence, it was not a good idea
to replace full-time employees with part-time employees.
Although we need two more trucks in our scheme than in
the original scheme, the working time of each truck does
not exceed the limit of the two hours. Without our scheme,
trucks no. 1 to 7 exceed the working time due to inaccurate
estimation and it will cause that the planner has to defray
overtime pay for the part-time employees.
Table 4 was another experiment and we used real-time
station information data from Capital Bikeshare. We set the
working time for 6 hours, vehicle capacity to 30 bikes, and
prefetching to 10 bikes. It took 3 minutes to redistribute
one bike. In addition, we set the safety stock level from
20% to 80% at a bike station. That stations did not satisfy
the condition would need to perform redistribution services
to adjust the bike stock to 45%. According to the above
definitions, there were only 41 stations needing to be redistributed. In this case, we used the nearest neighbor algorithm
and the savings method to simulate redistribution services.
Therefore, managers could benefit from these results to
arrange vehicle trips and the route planning better. In our
system, it was interesting to analyze the impact of changes
in diﬀerent parameters (e.g., working time, the capacity of
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Table 2: Simulation results for the VRP of Kaohsiung C-Bike (1).
The simulation case: Kaohsiung C-Bike (36/46 stations for service)
Working time: 8 h
The full capacity of vehicles: 40 bikes
Parameters

Prefetch: 15 bikes
The average time of redistributing one bike: 2 min
Station safety stock: upper limit (70%), lower limit (30%), adjust value (45%)

The Nearest Neighbor Algorithm for the
VRP (The Euclidean Distance)

Duration (h:min)

Route length (km)

Transit time (min)

Truck no. 1

8:18

48.450

190

Truck no. 2

7:39

86.475

297

Total distance: 134.925 km
The Nearest Neighbor Algorithm for the
VRP (The Actual Distance Path)

Total duration: 15:57

Truck no. 1

7:46

38.805

153

Truck no. 2

7:57

92.384

315

Total distance: 131.19 km

Total duration: 15:43

Table 3: Simulation results for the VRP of Kaohsiung C-Bike (2).
The simulation case: Kaohsiung C-Bike (36/46 stations for service)
Working time: 2 h
The full capacity of vehicles: 40 bikes
Parameters

Prefetch: 15 bikes
The average time of redistributing one bike: 2 min
Station safety stock: upper limit (70%), lower limit (30%), adjust value (45%)

The Nearest Neighbor Algorithm for the
VRP (The Euclidean Distance)

Duration (h:min)

Route length (km)

Transit time (min)

Truck no. 1

2:01

11.404

43

Truck no. 2

2:14

14.309

60

Truck no. 3

2:18

17.863

74

Truck no. 4

2:10

15.674

54

Truck no. 5

2:15

21.984

83

Truck no. 6

2:10

21.488

80

Truck no. 7

2:15

26.952

93

Truck no. 8

1:49

26.852

80

Truck no. 9

0:56

15.526

44

Total distance: 172.052 km

The Nearest Neighbor Algorithm for the
VRP (The Actual Distance Path)

Total duration: 18:08

Truck no. 1

1:45

6.479

26

Truck no. 2

1:55

13.183

48

Truck no. 3

1:54

11.891

48

Truck no. 4

1:49

16.443

63

Truck no. 5

1:15

11.775

45

Truck no. 6

1:21

12.152

49

Truck no. 7

1:58

14.648

60

Truck no. 8

1:32

18.692

65

Truck no. 9

1:24

15.756

58

Truck no. 10

1:36

19.014

68

Truck no. 11

1:06

18.348

56

Total distance: 158.381 km

Total duration: 17:35
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Table 4: Simulation results for the VRP of Washington Capital Bikeshare.
The simulation case: Washington Capital Bikeshare (41/132 station for service)
Working time: 6 h
The full capacity of vehicles: 30 bikes
Parameters

Prefetch: 10 bikes
The average time of redistributing one bike: 3 min
Station safety stock: upper limit (80%), lower limit (20%), adjust value (50%)

The Nearest Neighbor Algorithm for the
VRP (The Euclidean Distance)

Duration (h:min)

Route length (km)

Transit time (min)

Truck no. 1

6:07

38.243

82

Truck no. 2

5:58

51.908

10

Truck no. 3

5:49

38.344

86

Truck no. 4

1:39

30.977

45

Total distance: 159.472 km
The Nearest Neighbor Algorithm for the
VRP (The Actual Distance Path)

Truck no. 1

5:58

34.650

83

Truck no. 2

5:54

36.470

78

Truck no. 3

5:55

45.628

94.6

Truck no. 4

1:40

31.340

47

Total distance: 148.088 km
The Savings Method for the VRP
(The Euclidean Distance)

Total duration: 19:27

Truck no. 1

7:33

95.938

195

Truck no. 2

7:03

72.764

147

Truck no. 3

7:18

69.341

144

Truck no. 4

0:43

10.601

14

Total distance: 248.644 km
The Savings Method for the VRP
(The Actual Distance Path)

Total duration: 19:33

Total duration: 22:37

Truck no. 1

5:31

61.545

121

Truck no. 2

5:37

45.338

95

Truck no. 3

5:18

46.072

102

Truck no. 4

3:55

31.463

68

Total distance: 184.418 km

vehicles, the safety stock level, adjust value). With these
diﬀerent scenarios, our system could help managers to find
the best redistribution mechanism.

6. Conclusions
Bicycle redistribution is a part of the VRP. However, solutions
to the VRP only use the Euclidean distance to calculate
transport cost, which is unreliable. In this work, we proposed
the actual path distance to replace the Euclidean distance.
With real-world road information provided by Google
Directions, transport cost can be calculated precisely to
establish a better tour for bicycle redistribution.
Experimental results demonstrated that our scheme
generates better vehicle routes, which have lower travel
distance and time than the original schemes. Comparing
diﬀerent construction methods with our scheme, we found
that the farthest insertion algorithm is the best in most cases
and nearest neighbor algorithm becomes worse when the
number of nodes increases. Hence, we recommend the PBS

Total duration: 20:21

manager to use the farthest insertion algorithm with our
scheme for bicycle redistribution.
We also implemented a system with GIS that integrates
the Google Maps technology for renters and managers. The
system uses a visualized interface to display the locations of
bike rental sites and available bikes and bike parking docks
for renters. The system also has the simulation ability to assist
PBS managers to do the route planning eﬃciently and find
the best scheduling strategy to achieve hotspot analysis, and it
could adjust the strategy of the station deployment to reduce
PBS operation cost.
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Vehicular ad hoc networks (VANETs) have attracted extensive attentions in recent years for their promises in improving safety and
enabling other value-added services. In this paper, we propose an eﬃcient noninteractive secure protocol preserving the privacy of
drivers in vehicle-to-roadside (V2R) communication networks with the ability of tracing malicious drivers only by a third trusted
party (TTP), who is assumed to be fully trusted. Our proposed protocol can provide these complex requirements depending on
symmetric cryptographic algorithms. The drivers can change the symmetric key used for message encryption with each message
transmission and find noninteractively new values to be correctly used for verification and tracing in case of malicious behavior.
The advantages of symmetric cryptographic algorithms over asymmetric algorithms are the faster processing speed and the shorter
message length which makes it suitable for real-time applications such as V2R communications. An eﬃcient key revocation scheme
will be also described.

1. Introduction
The advancement and wide deployment of wireless communication technologies have revolutionized human’s lifestyles
by providing the best convenience and flexibility ever in
accessing the internet services and various types of personal
communication applications. Recently, vehicle manufactories and telecommunication industries gear up to equip each
vehicle with the technology that allows the vehicle-to-vehicle
(V2V) communications as well as the vehicle-to-roadside
(V2R) communication. Roadside unit (RSU) is located in
some critical sections of the road, such as at every traﬃc light
or any intersection or any stop sign, in order to improve the
driving experience and make driving safer.
The integration of V2V and V2R communications is beneficial because V2R provides better service sparse networks
and long distance communication, whereas V2V enables
direct communication for small to medium areas and at
locations where roadside units are not available.
In a safety application, it is important to guarantee
the source authentication to prevent unauthorized entities
from tampering with the broadcasted messages and from

impersonating as legitimate participants in the network.
However, authentication in this mobile environment poses
a privacy risk to the users; hence, through authentication,
the identity of the drivers must be preserved to protect their
location privacy. In case of malicious activity, the sender of
the disputed message must be traced and revoked only by the
TTP who is assumed to be a trusted entity.
Additionally, as VANETs are characterized by the high
mobility of vehicles, they require a very short message length
to be broadcasted and processed in a timely manner.
A number of research contributions discuss vulnerabilities [3, 4], summarize security requirements, and design
principles of the network [5], propose specific mechanisms
[6–9].
Public key infrastructure (PKI) and certificates can
provide a level of trust between users of public keys, but
there are several disadvantages for using PKI and certificates
in V2R communications: (1) long message lengths and long
processing time, where the size of public keys should be long
enough to prevent adversaries from attacking the algorithms
and obtaining the associated private keys. In addition, most
asymmetric algorithms use modular exponentiation which
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in turn provides a slow processing speed; (2) PKI and
certificates provide a constant public key for each entity
which associates itself to its owner, and this will reveal the
identity of drivers which leads to threat on the location
privacy of the drivers.
In this paper, we propose an eﬃcient secure protocol to
preserve the privacy of the drivers in V2R communication
networks based on symmetric cryptographic algorithms to
reduce the overheads and the processing time.
Paper Organization. Section 2 reviews previous protocols in
which preserving privacy is the main goal. In Section 3,
we discuss the motivations and our contributions. In
Section 4, we describe the existing technology required for
our proposed protocol. Then, we will describe the model in
Section 5. In Section 6, we describe our proposed protocol.
Then, we evaluate the performance of the protocol in
Section 7. Finally, we conclude this paper in Section 8.

2. Related Work
A dynamic key distribution system is proposed [4], where
vehicles periodically request a new certificate from the
certificate authority (CA). However, these requests place
an additional load on the CA in addition to the network.
The proposed approaches in [10–12] are based on issuing a
temporary certificate from the remote certificate authority
(RCA) when the local certificate authority (LCA) is not
available. These approaches reduce the load on certificate
authorities but require high communication cost between
several central authorities and mobile users to certify the
temporary certificate.
In [13], vehicles are organized into groups and only
group leader broadcasts messages, while the remaining
members maintain silence in order to hamper linkability
between pseudonyms. However, given the high volume of
messages required for safety information, silent periods
would not be suitable.
The protocol introduced in [14] provides anonymous
message authentication and conditional privacy preservation
by periodically changing the signing key. However, three
disadvantages have been identified: (1) each vehicle has
to take a large storage space to store a huge number of
anonymous key pairs; (2) it may be very time consuming for
the authority to trace for any awkward certificate due to the
long revocation list; (3) once some vehicle’s anonymous keys
are revoked, it takes a long time for each vehicle to update the
certificate revocation list.
The proposed protocol in [15] is based on the group
signature technique. Compared with the protocol in [14],
vehicles do not require storing a huge number of anonymous
keys in its storage units, and the top authority can eﬃciently
track the targeted vehicle. However, although the revocation
list is shorter and easily updated, the time for safety message
verification grows linearly with the number of revoked
vehicles in the revocation list. Thus, each vehicle has to spend
more time on safety message verification when the scale of
revocation list is large. Once the safety message is time-aware,
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this solution may not be feasible due to the heavy verification
process.
In [16], it is a noninteractive ID-based scheme which
takes use of members’ identities to establish a secure trust
relationship between communicating vehicles, and of a
blind signature-based scheme for vehicle-to-roadside device
communication which allows authorized vehicles to anonymously interact with their roadside units. They claimed that
their scheme is secure, but authors in [17] found that it
suﬀers from the parallel session attack and the leakage of each
vehicle’s secret key. This makes the secret keys in the system
insecure. Thus, the system is broken.
It is proposed in [18] a non-interactive secure VANET
protocol which achieves anonymity and traceability; the
protocol uses the idea of traceable linkable democratic
group signatures introduced in [19]. However, the protocol
requires a high computation complexity due to the extensive
dependency on cryptographic proofs-of-knowledge.
Authors of [20] define a system where vehicles change
pseudonyms in a certain region pointed by the system,
this region should be where a lot of vehicles are within
the communication range [21]. The disadvantage of this
approach is emerged when there are not enough vehicles changing pseudonyms within the region. To overcome this problem, the protocol in [22] proposes selfassigned digital pseudonyms, taking a set of measures
while changing pseudonyms which are (1) synchronizing
pseudonym change; (2) introducing silent periods; (3)
changing pseudonyms when vehicles are in the region.
In [23], the authors are concerned with how to achieve
eﬃcient and robust pseudonym-based authentication. They
designed mechanisms that reduce the security overhead for
safety beaconing and retain robustness for transportation
safety. This approach enables vehicle onboard units to
generate their own pseudonyms, without aﬀecting the system
security.
In the contribution of [1], a non-interactive secure
VANET protocol is given that provides authentication and
preserves privacy among drivers; the drivers can change
their public keys frequently and find noninteractively the
new token corresponding to the changed public keys set.
In case of malicious activity, only the TTP can identify the
drivers of disputed messages. The protocol can provide these
fundamental requirements with a low overhead and short
processing time for a small number of groups in the network.
However, as the protocol depends on a multiprime RSA
algorithm, for a large number of groups in the network, the
size of transmitted messages will be aﬀected.
The authors aimed to improve the eﬃciency of the
protocol in [1], proposing a non-interactive secure protocol
[2], providing security and privacy for intervehicle communication (IVC) networks; the protocol uses the standard
RSA encryption, and the transmitted message is independent
of the number of groups, which provides a constant low
overhead for any given number of groups in the network.
In [24], an interactive anonymous random key set-based
authentication protocol is proposed; the protocol preserves
user privacy under the zero-trust policy, in which no central
authority is trusted with the user privacy. However, the
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period of reusing the key is restricted to prevent correlation
from being made.
When using general purpose automatic survey (GPAS)
system based on VANETs [25], some compromised nodes
may try to take advantage of GPAS to utilize their personal
benefits or to destroy the survey system. Therefore, to ensure
system security, it is required to identify the adversary
model in GPAS. Specifically, even if one node has not
gone to the target region, it may still overhear the survey
request and generate one response, breaching the spatial
condition. Meanwhile, with multiple pseudonyms, one node
may generate multiple survey responses and sign them with
diﬀerent certificates.
Besides vulnerabilities versus attacks against traﬃc safety
and driver privacy, a large-scale VANET in a metropolitan
area raises scalability and management challenges. The paper
in [26] employs identity-based group signatures (IBGSs) to
divide a large-scale VANET into easy-to-manage groups and
establish liability in vehicular communications while preserving privacy. The proposed protocol has the disadvantage
of the high computation complexity due to the realization of
the system in bilinear groups.
The protocol in [27] presents signature-seeking drive
(SSD), which is a secure incentive framework that stimulates
cooperative dissemination of advertising messages among
vehicular users in a secure way. The SSD employs the
concept of virtual cash to charge and reward the provision of
advertising service as an incentive for users in the network.
The protocol in [28] adopted proxy signature cryptography
to authenticate vehicles and RSUs and to delegate the RSU to
issue short-lived certificates only for authenticated vehicles.
However, these protocols depend on the PKI which suﬀers
from the long processing time and the computational costs.

3. Motivations and Contributions
We argue that a number of security services must be provided
which could be complex by the inherent nature of the
network. Moreover, due to the high mobility of VANETs,
and,hence, the short time available for the communication
between vehicles and RSUs, time sensitivity is an additional
challenge because it prohibits the use of security protocols
that have high overhead or require a large number of rounds
to accomplish the communication.
The contribution of this paper is to introduce an eﬃcient
non-interactive secure protocol preserving privacy of the
drivers in V2R communications depending on symmetric
cryptographic algorithms to reduce the complexity, the
processing time, and the transmission overhead. In addition,
tracing malicious drivers should be reachable only by the
TTP who is assumed to be fully trusted in the system model,
and key revocation of malicious drivers will be obtained in
an eﬃcient manner.

4. Existing Technology
Tamper-Resistant Hardware. A hardware, such as a smart
card [29], that contains cryptographic keys and algorithms,
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is considered secure if it has the following properties [30]:
(1) read-proof hardware: that is, a hardware that prevents
an attacker from reading or accessing its contents; (2)
tamper-proof hardware: that is, a hardware that prevents
an attacker from changing its contents; (3) self-destructing
capability: that is, a hardware that can destroy its contents
if an attacker tries to access it. These properties are also
defined as a set of security requirements for a cryptographic
module [31]. This module should protect private keys
from unauthorized disclosure or modification. Similarly, this
module should protect public keys against unauthorized
modification. The requirements also refer to the Over-theAir Rekeying (OTAR) [32] protocol if key generation and
delivery over the air is desired between the trusted entity
(TTP in our network) and the mobile node.

5. The Model
Now, we aim to describe the communication, the adversary,
and the system model.
5.1. Communication Model. In the communication model,
when the TTP connects with any driver in the network
during the setup algorithm, all messages are exchanged
through a private and authenticated channel. In the communication among vehicles and between a vehicle and roadside
infrastructure, all entities have access to a public channel
such that these communications will be over an insecure
channel.
5.2. Adversary Model. In the adversary model, we study
authentication and privacy protection of the vehicle operators under a malicious adversary, which means that this
adversary can see and learn all information sent to or from
the corrupted node, and this adversary may also cause
corrupted nodes to deviate from the specified protocol in any
way.
5.3. System Model. Entities in VANET are classified into three
categories.
Network vehicles have the ability to communicate through
an open medium. Network vehicles have the lowest security
level.
While we might hope that most drivers in the system
could be trusted to follow the specified protocol, some
drivers will attempt to maximize their gains, regardless of
the cost to the system. A greedy driver might try to convince
the neighboring vehicles that there is considerable congestion
ahead, so that they will choose alternate routes and allow the
greedy driver a clear path to his destination.
Road side infrastructure is the set of RSUs. RSUs are agents
of the authority which are deployed at the road sides. An RSU
can be a powerful device or a comparatively simple one. RSU
is of a semitrust with the medium security level.
In our work, we assume that an RSU is authorized to
create safety application messages transmitted to the vehicles
on the road, and hence, we can assume that any RSU is an
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honest but curious entity. RSUs are not authorized to identify
the identity of the sender.
Third trusted party is responsible for management in
VANETs. It holds all the secrets and has responsibilities to
trace and then revoke malicious drivers in the network. The
TTP has the highest security level. The TTP is assumed to be
fully trusted and cannot be compromised.

6. The Protocol
Our proposed protocol depends on symmetric cryptographic algorithm, hash function, and simple X-OR operations.
6.1. Description of Our Protocol. The protocol is composed
of four algorithms: Setup, Send, Verify, and Trace. These
algorithms are described as follows.
Setup. Initially, the TTP generates four secret values, which
are sec1, sec2, sec3, and sec4, and generates a symmetric key
S that is common among all entities in the V2R network.
Then, the TTP stores the value va1 = sec1 ⊕ sec2 ⊕ sec3,
and the symmetric key S on the tamper resistant hardware of
the RSUs, where ⊕ denotes X-OR.
The TTP picks a unique secret key psi for each driver i
which belongs to V2R network and computes some initial
values for each driver to be used for verification and tracing,
and these values are
Ai = psi ⊕ ti ⊕ vi ⊕ sec1,

Di = ui ⊕ vi ,

(1)

Fi = li ,
where the values vi , ui , and li are unique for each driver
generated by the TTP, but the value ti can be associated with
more than one participant. The previous initial values are
initiated such that the following conditions must be satisfied:
Psi ⊕ vi ⊕ sec3 = con1,

1i ⊕ vi ⊕ sec3 = con3,

Bi = ti ⊕ sec2 ⊕ k,
Ci = vi ⊕ sec3 ⊕ k,

(3)

Di = ui ⊕ vi ⊕ k,
Ei = ui ⊕ sec4 ⊕ k,
Fi = li ⊕ k.

The message m will be encrypted using the new computed secret key Psi :
c1 = EPsi (m).

(4)

Then, the new values used for verification and tracing
must be encrypted using the common secret key S:


Ei = ui ⊕ sec4,

ui ⊕ vi ⊕ ti ⊕ sec2 = con2,

Ai = Psi ⊕ ti ⊕ vi ⊕ sec1 ⊕ k,







 



c2 = Es Ai Bi Ci Di Ei Fi ,

Bi = ti ⊕ sec2,
Ci = vi ⊕ sec3,

Send. The driver changes the secret key used for the
message encryption and the initial values to avoid associating
certain values with a vehicle and a location, and hence,
violating drivers’ privacy. So, the driver will compute his own
information as follows.
First, the driver computes the new secret key to satisfy,
Psi = H(m), where H(m) is the one-way hash function of
the message m.
It is obvious that the new secret key can be formulated as
Psi = Psi ⊕ K, where k is defined as a secret for each message
transmission.
The driver can find his new values from

(2)

ui ⊕ li ⊕ sec4 = con4,
where con1, con2, con3, and con4 are constants chosen by
the TTP and known for the RSUs.
At the end of the SETUP algorithm, the TTP provides
each driver with a tamper-resistant hardware that contains
the following data: Psi , Ai , Bi , Ci , Di , Ei , Fi , and the common
symmetric key S. This tamper-resistant hardware should be
installed securely inside the vehicle of the driver.

(5)

where  denotes concatenation, and the cryptographic
algorithm used for encryption to produce the ciphertexts
c1 and c2 is a symmetric key encryption algorithm. The
encryption should use cipher block chaining (CBC) mode.
Since the symmetric key S is stored in a tamper-resistant
hardware, intruders and any member of V2R network
neither know the value of this key nor have access to it.
Only the TTP has access to the memory location where this
key is stored. Encrypting the values used for verification and
tracing using the symmetric key S indicates that the message
was generated by a tamper-resistant hardware provided by
the TTP during the SETUP algorithm.
At the end of the SEND algorithm, the message to be
broadcasted to the RSU is c1c2.
Verify. Now, the RSU aims to authenticate if the transmitter
is a participant in the V2R network as follows.
The RSU will decrypt the ciphertext c2 using the
symmetric key S, getting






 

Ds (c2) = Ai Bi Ci Di Ei Fi .

(6)

It can find the new symmetric key to decrypt the message
m by computing
Ai ⊕ Bi ⊕ Ci ⊕ val = Psi ⊕ K = Psi .

(7)
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Then, RSU checks if Psi = H(m), if it is satisfied, it
verifies that the transmitted data will be correctly used to
trace the driver in case of malicious activities, by checking
the following conditions:
Psi ⊕ Ci = con1,
Bi ⊕ Di = con2,
Ci ⊕ Fi = con3,

(8)

Ei ⊕ Fi = con4.
If these conditions are satisfied, then, the RSU accepts the
message. Otherwise, it rejects the message.
It is evident that these conditions could not be satisfied
if the driver is not a participant in the V2R network.
Furthermore, the value k must be used in all equations to
produce the new values Ai , Bi , Ci , Di , Ei , and Fi to verify the
previous conditions correctly, this value k is the key used to
trace the drivers of disputed message. Additionally, no entity
can encrypt his chosen message m , where the new secret key
used to encrypt the message is generated from Psi = H(m),
which guarantees data integrity.
Trace. This algorithm can be executed only by the TTP as
follows.
First, the TTP performs the VERIFY algorithm to
authenticate the sender, and if it is verified, the TTP will
compute
T1 = con1 ⊕ Psi ⊕ sec3 = vi = vi ⊕ k,
T2 = con2 ⊕ vi ⊕ sec2 = ui ⊕ ti ⊕ k,
T3 = Bi ⊕ sec2 = ti ⊕ k,

(9)

T4 = Ei ⊕ sec4 = ui ⊕ k,

7. Performance Analysis

then
T5 = T2 ⊕ T3 = ui ,
T4 ⊕ T5 = k.

environment. Moreover, certificates have to be refreshed
frequently to keep the vulnerability window very small. This
could create high loads both on the CA and on the network.
In addition, it is not feasible to search a revocation list since
it may cause high communication latencies and additional
processing time.
In this paper, we assumed a secure tamper-resistant
hardware, this hardware contains the common symmetric
key S. We showed in previous sections that in order to
authenticate the driver and verify that the values would be
correctly used in the TRACE algorithm, these values must be
encrypted using the common symmetric key S.
Based on the assumption of using a secure tamperresistant hardware, we propose the following method that
allows vehicles to identify values that are not encrypted
by the symmetric key S. When the TTP traces malicious
driver, to revoke this member, the TTP performs a secure
communication with the tamper-resistant hardware of the
vehicle which sent the disputed message. Such secure
communications should be implemented as Over-the-Air
Rekeying (OTAR) specification protocol [32]. This secure
communication allows the TTP to access the memory
locations where symmetric key S is stored and zeroing
these memory locations (maintenance role). Therefore, this
tamper-resistant hardware will not be able to encrypt its new
values. So, the VERIFY algorithm will fail.
By using the current technology and our proposed
technique, we avoided the computational cost and additional
processing delay of searching in a list of all revoked keys.
Additionally, just zeroing the tamper-resistant hardware of
a revoked member does not add any computational or communication costs on the TTP. Moreover, we avoided revealing
the identities of revoked members, hence maintaining their
anonymity, backward unlinkability.

(10)

Hence, the secret key Psi = Psi ⊕ k will be known, which
is a unique key for each driver in the network. So, the TTP
can trace and then revoke this driver.
It is obvious that these computations cannot be executed
without the knowledge of the four secrets sec1, sec2, sec3,
and sec4, which are known only for the TTP.
6.2. Key Revocation. Timely access to revocation information
is a particularly hard problem in VANETs. Diﬀerent aspects
of revocation were discussed in [23, 33] without a complete
solution provided. It proposes the distribution of certificate
revocation lists (CRLs) and short-lived certificates, but does
not elaborate how to achieve this. Short-lived certificates are
also proposed in [7].
But short lifetimes open some vulnerability issues; such
an approach is not appropriate for a life-critical VANETs

Now we aim to evaluate the performance of our proposed
protocol in terms of privacy preserving, load on the TTP,
overheads, invocations, and processing time.
7.1. Privacy Preserving and Security. We aim to discuss the
privacy of the drivers in our proposed protocol. The drivers
can generate the new secret key for an infinite number
of messages. Hence, each vehicle has a large set of secret
keys used to encrypt the message; the new key depends on
the message itself. Hence, if we assume using MD5 hash
function (digest size of 128 bits), the probability to relate
messages which are sent by the same driver is 1/2128 , which
is a negligible probability. Furthermore, it is obvious that
identifying the sender of the message is constrained by
knowing the four secret values of the TTP, which is infeasible
following the one-wayness security of the X-OR operation.
When implementing DES, 3DES, AES, Blowfish, and
RC4 in MATLAB 7.0 software, it is clear that the avalanche
eﬀect (a desirable property of any encryption algorithm is
that a small change in either the plaintext or the key should
produce a significant change in the cipher text; in particular,
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Table 1: Comparison based on avalanche eﬀect.

Technique
DES
3DES
AES
Blowfish
RC4

1-bit variation in key
keeping plaintext constant
30
37
64
37
0

Table 3: Number of invocations of similar methods.

1 bit variation in
plaintext keeping key
constant
34
33
71
23
1

Operation
RSA encryption
RSA decryption
DSA signature
DSA signature verification
Modular exponentiation

Invocations of
protocol [1]
2
2
1
1
2

Invocations of
protocol [2]
2
2
1
1
4

Table 4: Listing some of cryptochips.
Table 2: Number of innovations of our proposed protocol.
Operation
Send
Verify
Trace

Symmetric
encryption
2
—
—

Symmetric
decryption
—
2
2

Hash
function
1
1
1

Cryptochip
Bit X-OR
7
5
8

a change in one bit of the plaintext or one bit of the key
should produce a change in many bits of the cipher texts) is
highest in AES. It is medium in DES, 3DES, and Blowfish. It
is smallest in RC4. Therefore, if one desires a good avalanche
eﬀect, AES is the best option as shown in Table 1. Hence,
we recommend AES (advanced encryption standard) as the
symmetric key encryption of our proposed protocol.
Brute forcing AES-128 is unlikely to be practical in the
foreseeable future. According to NIST, assuming that one
could build a machine that could recover a DES key in a
second (i.e., try 2255 keys per second), then it would take that
machine approximately 149 thousand billion (149 trillion)
years to crack a 128-bit AES key.
7.2. Load on the TTP. As the drivers need not to issue a new
value from the TTP with each message transmission as these
values could be computed by the member himself without
any dependence on the TTP, we can eliminate the load on
the TTP and on the network that overloaded on the CA when
executing any of the protocols [4, 10–12].
7.3. Overheads. It is evident that the messages to be transmitted through the network are c1c2, which are the ciphertexts
of a symmetric cryptographic algorithm.
Using the AES algorithm as our proposed symmetric
cryptographic algorithms, then, the size of the produced
ciphertext will be 128 bits. As a result, the overall overhead
will be 256 bits (32 bytes). Additionally, the message itself
need not to be transmitted through the network. Hence, it
is a very low overhead compared to other existing protocols
aiming to achieve the security requirements of VANETs.
7.4. Invocations and Processing Time. It is evident that the
proposed protocol requires a very simple computation to
be executed and, hence, very small processing time due to
dependency on the symmetric cryptographic algorithms. We
show in Table 2 the number of invocations of our proposed
protocol. Additionally, TRACE algorithm will be executed

SafeXcel-1841
SafeXcel-1841

IPSec-AES
(Mbps)
2000
3200

RSA Sig/s
(1024-b)
1220
1400

DSA Sig/s
(1024-b)
1250
1440

only in case of malicious activity, but it does not add
any computational or communication costs during regular
communications.
The proposed protocol in [1, 2] allows the network
members to change their own set of keys frequently with each
message transmission without any load on the TTP. However,
these protocols depend on PKI which suﬀers from the
computational costs. The number of innovations required
for executing these protocols is shown in Table 3.
As the cryptographic algorithms take a significant
amount of time if the algorithms are implemented in
software, current advancements in technologies provide
hardware cryptographic coprocessors for use in securing
financial applications, e-commerce, and SSL (secure socket
layer) transactions. These coprocessors [34, 35] accelerate the
algorithms used to implement IPSec and SSL VPNs, allowing
vendors to create multifunctional security appliances with a
single security coprocessor. Some of crypto chips supporting
symmetric and asymmetric encryption algorithms are shown
in Table 4.

8. Conclusion
In this paper, we introduced a noninteractive secure protocol
preserving privacy of the drivers in V2R communication
networks. Our protocol is based on symmetric key cryptographic algorithm, hash function, and simple X-OR operations. The privacy of the drivers can be preserved by the frequent change of the symmetric key and the initial values used
for verification and tracing. The dependence on symmetric
cryptographic algorithm provides the minimum overheads,
minimum complexity, minimum processing time, and with
no load on the TTP during the communication between
vehicles and RSUs when broadcasting safety application
messages, which proves the practicality and eﬀectiveness of
our proposed protocol in V2R communication networks.
In case of malicious activities, the only one who has the
right to trace and revoke the driver of disputed message is
the TTP who is assumed to be fully trusted. In addition, we
propose an eﬃcient way to revoke malicious drivers which
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avoids the computational cost and additional processing
delay of searching in a list of all revoked keys and avoids
revealing the identities of revoked members, hence, maintaining their anonymity.
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