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With the recent development in advanced sensing technology, processing capability, memory capacity, and battery
innovations, modern wireless devices become increasingly
aware of the conditions of their components and the surrounding environment. Based on learning results, a cognitive
wireless device is able to reconfigure its operation dynamically and allocate resources efficiently to improve performance. In addition, cooperation among networked peer
devices enables them to make intelligent adaptations based on
the aggregated learning results to optimize the whole network
performance.
A cognitive radio is an intelligent radio that can detect
available frequency bands in its vicinity and reconfigure its
transceiver parameters adaptively. Several of the selected
papers investigate algorithms such as spectrum sensing,
access control, and interference suppression that allow secondary users (SUs) to exploit the transmission opportunities
in the primary network. S. S. Ali et al. propose new spectrum
sensing methods in a multiantenna setting by weighting all
eigenvalues of the covariance matrix, with the goal of detecting the existence of primary users (PUs) more effectively.
SUs can choose one of few proposed weighting schemes
depending on what prior information about PU is available.
When a PU-vacant channel is detected in a cognitive radio
network, traffic from SUs needs to be regulated to allow multiple cognitive radios to coexist in the same spectrum band.
Y. Zhao et al. propose an access control scheme for prioritized

traffic from SUs. They use a discrete-time queuing model to
analyze the system performance and derive a dynamic access
threshold for the SU packets with lower priority according
to actual network status. D. Zhang et al. develop a rankconstrained beamforming algorithm for underlay multipleinput multiple-output (MIMO) cognitive radio networks.
The proposed design aligns the interference caused by SUs
into a reduced-dimensional subspace. At the same time, the
PUs’ receivers select the optimal precoding and receiving
beamforming matrices to minimize the dimension of the
interference.
Cooperative relaying can improve throughput and energy
efficiency in wireless communications through additional
spatial and spectrum diversity at the relay node. N. Cao et al.
compare two strategies of cooperative relay, that is, decodeand-forward relaying and amplify-and-forward relaying, and
their outage performance in cognitive radio systems. They
propose the concept of rate decaying factor and use it to
derive the SUs maximum SNR of these two relay strategies
in a PU-occupied channel. Y. Yao et al. consider energyharvesting relay nodes that can transform received RF signal
into stored energy. In such systems, the sender first allocates
its transmission power to simultaneously transmit information and transfer power to the relay, which then forwards
the information to the destination using harvested energy.
Through joint optimization of the power splitting and time
switching ratios, the network throughput is maximized.
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Besides those, the paper by M. Radenkovic addresses the
problem of “cognitive privacy” in the mobile social world.
An open-source distributed virtual platform called cognitive
privacy framework is proposed, in which each personal cloud
may decide on the fly to use different transmission network
for different types of data and privacy requirements.
These papers are excellent examples of how cognition
and cooperation in various wireless and mobile systems can
improve system performance and user experience. By compiling these papers, we hope to encourage our readers and
researchers to apply cognitive and cooperative principles in
designing future wireless and mobile information systems.
Chao Chen
Carlos Pomalaza-Ráez
Yunfei Chen
Kun Xie
Tricha Anjali

Hindawi Publishing Corporation
Mobile Information Systems
Volume 2016, Article ID 3297938, 8 pages
http://dx.doi.org/10.1155/2016/3297938

Research Article
Optimization of Access Threshold for Cognitive Radio
Networks with Prioritized Secondary Users
Yuan Zhao, Jialiang Wang, Jiemin Liu, and Luyi Bai
School of Computer and Communication Engineering, Northeastern University at Qinhuangdao, Qinhuangdao 066004, China
Correspondence should be addressed to Yuan Zhao; yuanzh85@163.com
Received 29 January 2016; Accepted 1 June 2016
Academic Editor: Carlos Pomalaza-Ráez
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We propose an access control scheme in cognitive radio networks with prioritized Secondary Users (SUs). Considering the different
types of data in the networks, the SU packets in the system are divided into SU1 packets with higher priority and SU2 packets with
lower priority. In order to control the access of the SU2 packets (including the new arrival SU2 packets and the interrupted SU2
packets), a dynamic access threshold is set. By building a discrete-time queueing model and constructing a three-dimensional
Markov chain with the number of the three types of packets in the system, we derive some performance measures of the two
types of the SU packets. Then, with numerical results, we show the change trends for the different performance measures. At last,
considering the tradeoff between the throughput and the average delay of the SU2 packets, we build a net benefit function to make
optimization for the access threshold.

1. Introduction
In conventional cognitive radio networks, two types of users,
namely, Primary Users (PUs) and Secondary Users (SUs),
share the spectrum resource in the system. The SUs can
occupy the spectrum when the spectrum is not occupied by
the PUs. The PUs have higher priority than the SUs and the
PUs can interrupt the transmission of the SUs to take over the
spectrum [1]. Most of existing researches for cognitive radio
networks were studied under the assumption of single type of
SUs [2–4]. However, in practical networks, there are different
types of data in the system. So, it is necessary to consider the
different types and prioritization among the SUs in cognitive
radio networks.
In recent years, some researches began to focus on the
performance analysis of the cognitive radio networks with
prioritized SUs.
Lee et al. considered a cognitive radio network with three
types of calls, namely, PU call, SU1 call, and SU2 call, in the
system [5]. They denoted the high priority and the low
priority SU calls as SU1 calls and SU2 calls. By building a continuous-time Markov chain and applying the Gauss-Seidel
method, they gave the steady-state probability distribution
of the system. Moreover, they presented some performance

measures, such as the blocking rate and the throughput of the
SU2 call.
Zhang et al. analyzed the transmission delay of prioritybased SUs in the opportunistic spectrum access (OSA) based
cognitive radio networks [6]. By employing a preemptive
resume priority (PRP) M/M/1 queuing model, they derived
some performance measures, such as the transmission delay
of the interrupted SUs with each priority level and the overall
transmission delay of the interrupted SUs.
Zhao and Yue considered cognitive radio networks with
multiple SUs [7]. A nonpreemptive priority scheme for the
SU packets with higher priority was proposed and compared
with the preemptive priority scheme. By constructing and
analyzing a three-dimensional Markov chain, they derived
the expression for the interrupted rate of the two types of SU
packets, respectively.
However, the above researches about cognitive radio networks with prioritized SUs did not consider the access control
for the SU packets with lower priority. In cognitive radio
network, larger number of SU packets with lower priority
which access the system without any restriction will disturb
the transmission of the PUs and the SUs with higher priority.
So, it is necessary to control the access of the SU packets
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with lower priority reasonably. In this paper, we consider
setting an access threshold for the SU packets with lower
priority (called SU2 packets) to control the access of the SU2
packets. Specially, we also make optimization for the access
threshold, while the optimization research was not shown
up in [5–7].
On the other hand, we can find that the researches
about cognitive radio networks with priority SUs mentioned
above were analyzed by using continuous-time models. However, considering the digital nature of model networks, the
discrete-time models are more suitable when analyzing the
system performance of the networks [8]. So, in this paper, we
evaluate the system performance of the proposed cognitive
radio networks with the discrete-time queueing analysis.
By building a discrete-time queueing model with multiple
priority levels, we construct a three-dimensional Markov
chain and give the transition probability matrix of the Markov
chain. Then with the obtained steady-state distribution, we
derive some performance measures of the system. At last, we
make optimization for the access threshold by building a net
benefit function.
The remainder of this paper is organized as follows. The
system model with model assumption and model analysis
is demonstrated in Section 2. In Section 3, different performance measures for the SU1 packets and the SU2 packets
are derived, respectively. In Section 4, numerical results for
different performance measures are shown. Considering the
tradeoff between different performance measures, the optimization for the access threshold is given in Section 5. Finally,
conclusions are drawn in Section 6.

2. System Model
2.1. Model Assumption. We focus on a cognitive radio network with a single channel. The PU packets have higher priority to occupy the channel than the SU packets. There are two
types of SU packets, namely, SU1 packets and SU2 packets. We
assume that the SU1 packets have higher priority than the SU2
packets. That is to say, the PU packets have the highest priority, and the SU2 packets have the lowest priority. The PU packets can interrupt the transmission of the SU1 packets and the
SU2 packets, while the SU1 packets can interrupt the transmission of the SU2 packets.
In order to reduce the latency of the PU packets and the
SU1 packets, no buffers are set for the PU packets and the SU1
packets.
When a PU packet arrives at the system, if the channel
is occupied by another PU packet, this newly arriving PU
packet will leave the system to find another available channel
directly. If the channel is occupied by an SU packet (an SU1
packet or an SU2 packet), this newly arriving PU packet will
interrupt the transmission of the SU packet and occupy the
channel.
When an SU1 packet arrives at the system, if the channel is
occupied by a PU packet or an SU1 packet, this newly arriving
SU1 packet will also leave the system to find another available
channel. If the channel is occupied by an SU2 packet, this
newly arriving SU1 packet will interrupt the transmission of
the SU2 packet and occupy the channel.
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A buffer called SU2 buffer is prepared for the SU2 packets.
In order to control the access of the SU2 packets, an access
threshold is set for the SU2 packets. When an SU2 packet
arrives at the system, if the number of SU2 packets in the SU2
buffer is equal to the access threshold, this SU2 packet will be
blocked by the system. The access threshold can also control
the return action of the interrupted SU2 packet. When the
transmission of an SU2 packet is interrupted, if the number
of SU2 packets in the SU2 buffer is smaller than the access
threshold, this interrupted SU2 packet can return back to
the SU2 buffer; otherwise, this interrupted SU2 packet has
to leave the system. Specially, we assume that the interrupted
SU2 packets have higher priority than the newly arriving SU2
packets.
Based on the access control scheme mentioned above, we
can build a queueing model with multiple priority levels and
finite waiting room.
Considering the digital nature of modern networks, the
time axis is assumed to be divided into slots with equal size.
The slot boundary is denoted as 𝑡 = 1, 2, . . .. The arrival intervals of the PU packets, the SU1 packets, and the SU2 packets
are assumed to follow geometric distribution with arrival
rates 𝑝1 , 𝑝21 , and 𝑝22 . The transmission time of the PU packets, the SU1 packets, and the SU2 packets is assumed to follow
geometric distribution with service rates 𝑟1 , 𝑟21 , and 𝑟22 . The
access threshold is denoted as 𝑇, where 𝑇 > 0.
Let 𝐿 𝑛 be the total number of packets (including PU
packets, SU1 packets, and SU2 packets) in the system at the
instant 𝑡 = 𝑛+ . Let 𝑆𝑛 be the number of SU1 packets in
the system at the instant 𝑡 = 𝑛+ . Let 𝑃𝑛 be the number of
PU packets in the system at the instant 𝑡 = 𝑛+ . We note
that {𝐿 𝑛 , 𝑆𝑛 , 𝑃𝑛 } constitutes a three-dimensional discrete-time
Markov chain. With the access threshold 𝑇, we can give the
state space Ω of {𝐿 𝑛 , 𝑆𝑛 , 𝑃𝑛 } as follows:
Ω = (0, 0, 0)
∪ {(𝑖, 0, 0) ∪ (𝑖, 1, 0) ∪ (𝑖, 0, 1) : 1 ≤ 𝑖 ≤ 𝑇 + 1} .

(1)

2.2. Model Analysis. Let P be the state transition probability
matrix for the three-dimensional Markov chain {𝐿 𝑛 , 𝑆𝑛 , 𝑃𝑛 }.
P can be given as a (𝑇 + 2) × (𝑇 + 2) block-structured matrix
as follows:
U0 V0 W0
(
(
(
(
P=(
(
(
(
(

D0 C

B

A

D

C

B A

)
)
)
d d d d )
).
)
D C B A)
)
D C E

(2)

D F)

Hereafter, we use the overbar notation to denote the probability of the complement of an event, for instance, 𝑝1 = 1−𝑝1 .
Moreover, we denote 𝜆 = 𝑝22 𝑟22 + 𝑝22 𝑟22 , 𝜉 = 𝑟21 + 𝑝21 𝑟21 .
The elements of P can be discussed by following subblock
matrices.
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U0 is the probability for the total number of packets in the
system being fixed at 0. U0 can be given as follows:
U0 = 𝑝1 𝑝21 𝑝22 .

(3)

V0 is the transition probability subblock when the total
number of packets in the system transfers from 0 to 1. V0 can
be given as follows:
V0 = (𝑝1 𝑝21 𝑝22 , 𝑝1 𝑝21 𝑝22 , 𝑝1 𝑝22 ) .

W0 = (0, 𝑝1 𝑝21 𝑝22 , 𝑝1 𝑝22 ) .

(5)

D0 is the transition probability subblock when the total
number of packets in the system transfers from 1 to 0. D0 can
be given as follows:
T

D0 = (𝑝1 𝑝21 𝑝22 𝑟22 , 𝑝1 𝑝21 𝑝22 𝑟21 , 𝑝1 𝑝21 𝑝22 𝑟1 ) ,

(6)

where T describes the transpose operator of the matrix.
D is the transition probability subblock when the total
number of packets in the system transfers from 𝑢 to (𝑢 − 1),
where 2 ≤ 𝑢 ≤ 𝑇 + 1. D can be given as follows:
𝑝1 𝑝21 𝑝22 𝑟22 0 0
D = (𝑝1 𝑝21 𝑝22 𝑟21 0 0) .

(7)

𝑝1 𝑝21 𝑝22 𝑟1 0 0
C is the transition probability subblock when the total
number of packets in the system transfers from 𝑢 to 𝑢, where
1 ≤ 𝑢 ≤ 𝑇. C can be given as follows:

C = (𝑝1 𝑝21 𝑝22 𝑟21

𝑝1 𝑝21 𝑝22 𝑟22

𝑝1 𝑝22 𝑟22

𝑝1 𝑝22 𝜉

𝑝22 𝑝1

).

(8)

𝑝1 𝑝21 𝑝22 𝑟1 𝑝1 𝑝21 𝑝22 𝑟1 𝑝22 (𝑟1 + 𝑟1 𝑝1 )
B is the transition probability subblock when the total
number of packets in the system transfers from 𝑢 to (𝑢 + 1),
where 1 ≤ 𝑢 ≤ 𝑇 − 1. B can be given as follows:

B=(

𝑝1 𝑝21 𝑝22 𝑟22

𝑝1 𝑝21 𝜆

𝑝1 𝜆

0

𝑝1 𝑝22 𝜉

𝑝22 𝑝1

0

).

(9)

𝑝1 𝑝21 𝑝22 𝑟1 𝑝22 (𝑟1 + 𝑟1 𝑝1 )

A is the transition probability subblock when the total
number of packets in the system transfers from 𝑢 to (𝑢 + 2),
where 1 ≤ 𝑢 ≤ 𝑇 − 1. A can be given as follows:
0 𝑝1 𝑝21 𝑝22 𝑟22 𝑝1 𝑝22 𝑟22
A = (0

0

0

0

0

0

E
𝑝1 𝑝21 𝑝22 𝑟22 𝑝1 𝑝21 (1 − 𝑝22 𝑟22 ) 𝑝1 (1 − 𝑝22 𝑟22 )
=(

(4)

W0 is the transition probability subblock when the total
number of packets in the system transfers from 0 to 2. W0 can
be given as follows:

𝑝1 𝑝21 𝜆

E is the transition probability subblock when the total
number of packets in the system transfers from 𝑇 to (𝑇 + 1).
E can be given as follows:

0

𝑝1 𝑝22 𝜉

𝑝22 𝑝1

0

𝑝1 𝑝21 𝑝22 𝑟1

𝑝22 (𝑟1 + 𝑟1 𝑝1 )

(10)

(11)

F is the transition probability subblock when the total
number of packets in the system is fixed at (𝑇 + 1). F can be
given as follows:
𝑝1 𝑝21 (1 − 𝑝22 𝑟22 ) 𝑝1 𝑝21
F=(

𝑝1 𝑝21 𝑝22 𝑟21
𝑝1 𝑝21 𝑝22 𝑟1

𝑝1 𝜉

𝑝1
𝑝1

).

(12)

𝑝1 𝑝21 𝑟1 𝑟1 + 𝑟1 𝑝1

The structure of the transition probability matrix P indicates that the three-dimensional Markov chain {𝐿 𝑛 , 𝑆𝑛 , 𝑃𝑛 }
is nonperiodic, irreducible, and positive recurrent [9].
The steady-state distribution 𝜋𝑖,𝑗,𝑘 of the three-dimensional
Markov chain is defined as follows:
𝜋𝑖,𝑗,𝑘 = lim 𝑃 {𝐿 𝑛 = 𝑖, 𝑆𝑛 = 𝑗, 𝑃𝑛 = 𝑘} .
𝑛→∞

(13)

Let Π be the steady-state probability vector, which is the
unique solution of equations ΠP = Π, Πe = 1, where e is a
one column vector.
We partition Π as Π = (Π0 , Π1 , . . . , Π𝑇 , Π𝑇+1 ), where
Π0 = 𝜋0,0,0 and Π𝑖 = (𝜋𝑖,0,0 , 𝜋𝑖,1,0 , 𝜋𝑖,0,1 ) for 1 ≤ 𝑖 ≤ 𝑇 + 1. By
applying a Gauss-Seidel method, we can obtain the steadystate probability vector Π.

3. Performance Measures
3.1. Performance Measures of the SU1 Packets. The average
queue length 𝐸[SU1] of the SU1 packets is defined as the
number of SU1 packets in the system per slot. We can give
the expression of the average queue length 𝐸[SU1] of the SU1
packets as follows:
𝑇+1

𝐸 [SU1] = ∑ 𝜋𝑖,1,0 .

(14)

𝑖=1

The blocking rate 𝛽21 of the SU1 packets is defined as the
number of SU1 packets that are blocked by the system per slot.
We can give the expression of the blocking rate 𝛽21 of the SU1
packets as follows:
𝛽21
𝑇+1

= 𝑝21 ( ∑ (𝜋𝑖,1,0 (𝑟21 + 𝑟21 𝑝1 ) + 𝜋𝑖,0,1 (𝑟1 + 𝑟1 𝑝1 ))
𝑖=1

).

).

𝑇+1

+ ∑ 𝜋𝑖,0,0 𝑝1 ) .
𝑖=0

(15)
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The interrupted rate 𝛾21 of the SU1 packets is defined as
the number of SU1 packets that are interrupted by the PU
packets per slot. We can give the expression of the interrupted
rate 𝛾21 of the SU1 packets as follows:
𝑇+1

𝛾21 = ∑ 𝜋𝑖,1,0 𝑟21 𝑝1 .

(16)

𝑖=1

The throughput 𝜃21 of the SU1 packets is defined as the
number of SU1 packets that are transmitted completely by the
system per slot. We can give the expression of the throughput
𝜃21 of the SU1 packets as follows:
𝜃21 = 𝑝21 − 𝛽21 − 𝛾21 .

(17)

Average queue length E[SU1] of the SU1 packets
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3.2. Performance Measures of the SU2 Packets. The average
queue length 𝐸[SU2] of the SU2 packets is defined as the
number of SU2 packets in the system per slot. We can give
the expression of the average queue length 𝐸[SU2] of the SU2
packets as follows:

𝑖=0

0.30
0.25
0.20
0.15
0.10
0.05
0.00
0.01

0.06
0.11
0.16
Arrival rate p21 of the SU1 packets
p1
p1
p1
p1

𝑇+1

=
=
=
=

0.1, r1
0.2, r1
0.2, r1
0.2, r1

=
=
=
=

0.5, r21
0.5, r21
0.3, r21
0.3, r21

=
=
=
=

0.20

0.5
0.5
0.5
0.3

Figure 1: Average queue length 𝐸[SU1] of the SU1 packets.

(18)

𝑖=1

The blocking rate 𝛽22 of the SU2 packets is defined as the
number of SU2 packets that are blocked by the system per
slot. We can give the expression of the blocking rate 𝛽22 of
the SU2 packets as follows:
𝛽22 = 𝑝22 (𝜋𝑇+1,0,0 (1 − 𝑟22 𝑝1 𝑝21 )
+ 𝜋𝑇+1,1,0 (1 − 𝑟21 𝑝1 𝑝21 ))
+ 𝑝22 (𝜋𝑇+1,0,1 (1 − 𝑟1 𝑝1 𝑝21 )

(19)

+ 𝜋𝑇,0,0 𝑟22 (1 − 𝑝1 𝑝21 )) .
The interrupted losing rate 𝛾22 of the SU2 packets is
defined as the number of SU2 packets that are interrupted by
the PU packets or the SU1 packets and being forced to leave
the system because of the number of SU2 packets in the buffer
achieving the access threshold. We can give the expression of
the interrupted losing rate 𝛾22 of the SU2 packets as follows:
𝛾22 = 𝜋𝑇+1,0,0 𝑟22 (1 − 𝑝1 𝑝21 ) .

(20)

The throughput 𝜃22 of the SU2 packets is defined as the
number of SU2 packets that are transmitted completely by the
system per slot. We can give the expression of the throughput
𝜃22 of the SU2 packets as follows:
𝜃22 = 𝑝22 − 𝛽22 − 𝛾22 .

(21)

The average delay 𝛿22 of the SU2 packets is defined as the
average time length from an SU2 packet joining the system to
this SU2 packet leaving the system (being transmitted completely or being interrupted to leave). With Little’s formula
[10], we can give the expression of the average delay 𝛿22 of the
SU2 packets as follows:
𝛿22 =

𝐸 [SU2]
.
𝑝22 − 𝛽22

(22)

0.12
Blocking rate 𝛽21 of the SU1 packets

𝑇+1

𝐸 [SU2] = ∑ 𝑖𝜋𝑖,0,0 + ∑ (𝑖 − 1) (𝜋𝑖,1,0 + 𝜋𝑖,0,1 ) .
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Figure 2: Blocking rate 𝛽21 of the SU1 packets.

4. Numerical Results
In this section, we show the change trends for different
performance measures with numerical results for the SU1
packets and the SU2 packets, respectively.
4.1. Numerical Results for the SU1 Packets. According to the
working principle of the system model, the performance of
the SU1 packets will be influenced by the PU packets. Figures
1–3 show the change trends for the average queue length
𝐸[SU1], the blocking rate 𝛽21 , and the throughput 𝜃21 of the
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Figure 3: Throughput 𝜃21 of the SU1 packets.

SU1 packets with different parameter settings of PU packets
and SU1 packets.
From Figures 1–3, we find that as the arrival rate 𝑝21 of the
SU1 packets increases, the average queue length 𝐸[SU1], the
blocking rate 𝛽21 , and the throughput 𝜃21 of the SU1 packets
will increase. This is because the larger the arrival rate of the
SU1 packets is, the more the SU1 packets will join the system.
As a result, the average queue length of the SU1 packets in
the system will be higher. On the other hand, the larger the
number of SU1 packets joining the system is, the more the
possibility for the SU1 packets being blocked by the system is
and the higher the blocking rate of the SU1 packets will be.
Moreover, the more the SU1 packets joining the system are,
the more the SU1 packets will be transmitted and the greater
the throughput of the SU1 packets will be.
From Figures 1–3, we also find that as the arrival rate 𝑝1
of the PU packets increases, the blocking rate 𝛽21 of the SU1
packets will increase and the average queue length 𝐸[SU1]
and the throughput 𝜃21 of the SU1 packets will decrease. The
reason is that as the arrival rate of the PU packets increases,
the possibility for the channel being occupied by the PU
packets will also increase. As a result, the number of SU1
packets joining the system and being transmitted completely
will decrease, and this will decrease the average queue length
and the throughput of the SU1 packets. Moreover, larger
number of SU1 packets will be blocked by the system, and the
blocking rate of the SU1 packets will be increased.
Moreover, from Figures 1–3, we conclude that as the
service rate 𝑟1 of the PU packets increases, the average queue
length 𝐸[SU1] and the throughput 𝜃21 of the SU1 packets will
increase and the blocking rate 𝛽21 of the SU1 packets will
decrease. This is because the higher the service rate of the
PU packets is, the larger the possibility for the SU1 packets
occupying the channel is, and this will increase the average
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Figure 4: Blocking rate 𝛽22 of the SU2 packets.

queue length and the throughput of the SU1 packets. At the
same time, the blocking rate of the SU1 packets will be lower.
Additionally, Figures 1–3 show that as the service rate 𝑟21
of the SU1 packets increases, the average queue length 𝐸[SU1]
and the blocking rate 𝛽21 of the SU1 packets will decrease and
the throughput 𝜃21 of the SU1 packets will increase. The reason is that as the service rate of the SU1 packets increases, the
SU1 packets on the channel will be transmitted more quickly
and then the throughput of the SU1 packets will be greater.
Along with the increase of the service rate of the SU1 packets,
the average number of SU1 packets in the system will be lower
and then the average queue length and the blocking rate of the
SU1 packets will decrease.
4.2. Numerical Results for the SU2 Packets. According to the
working principle of the system model, the performance of
the SU2 packets will be influenced not only by the PU packets
but also by the SU1 packets. Figures 4–6 show the change
trends for the blocking rate 𝛽22 , the throughput 𝜃22 , and the
average delay 𝛿22 of the SU2 packets with respect to the access
threshold under different parameter settings of PU packets
and SU1 packets. In Figures 4–6, without loss of generality, the
service rates 𝑟1 , 𝑟21 , and 𝑟22 are assumed to be fix at 0.5.
From Figures 4–6, we find that as the access threshold
𝑇 increases, the blocking rate 𝛽22 of the SU2 packets will
decrease and the throughput 𝜃22 and the average delay 𝛿22 of
the SU2 packets will increase. This is because the higher the
access threshold is, the more the SU2 packets can be admitted
to join the system and the more the SU2 packets will wait in
the system. As a result, the average delay of the SU2 packets
will be higher. On the other hand, as the access threshold
increases, the number of SU2 packets being blocked by
system will decrease and then the blocking rate of the SU2
packets will decrease too. Moreover, the more the SU2 packets
joining the system are, the more the SU2 packets will be
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Figure 5: Throughput 𝜃22 of the SU2 packets.

the SU2 packets will increase and the throughput 𝜃22 of the
SU2 packets will decrease. The reason is that as the arrival
rate of the PU packets or the arrival rate of the SU1 packets
increases, the possibility for the channel being occupied by
the SU2 packets will decrease. Then the number of SU2 packets waiting in the system will increase, and this will induce the
increase in the average delay and the blocking rate of the SU2
packets. Moreover, the less the number of SU2 packets occupying the channel is, the less the number of SU2 packets will
be transmitted completely. As a result, the throughput of the
SU2 packets will be lower.
Additionally, Figures 4–6 show that as the arrival rate
𝑝22 of the SU2 packets increases, the blocking rate 𝛽22 , the
throughput 𝜃22 , and the average delay 𝛿22 of the SU2 packets
will increase too. The reason is that as the arrival rate of the
SU2 packets increases, the number of SU2 packets with joining need will increase. The more the SU2 packets joining the
system are, the more the SU2 packets waiting in the system are
and the more the SU2 packets will be transmitted completely.
So the blocking rate, the throughput, and the average delay of
the SU2 packets will be higher.

5. Optimization for the Access Threshold
Average delay 𝛿22 of the SU2 packets

35

10

In this section, we focus on the optimal setting for the access
threshold of the SU2 packets. From the numerical results,
we conclude that as the access threshold 𝑇 increases, the
throughput 𝜃22 of the SU2 packets increases, and this is what
we want to see. On the other hand, as the access threshold
𝑇 increases, the average delay 𝛿22 of the SU2 packets also
increases, which is not what we want to see. So in order to
balance the throughput of the SU2 packets and the average
delay of the SU2 packets, we build a net benefit function 𝐹(𝑇)
with the access threshold 𝑇 as follows:

5

𝐹 (𝑇) = 𝑏𝜃22 − 𝑐𝛿22 ,
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Figure 6: Average delay 𝛿22 of the SU2 packets.

transmitted completely and the greater the throughput of the
SU2 packets will be. Specially, from Figure 4, we find that
as the access threshold 𝑇 increases, the blocking rete 𝛽22 of
the SU2 packets will decrease. As a result, the number of SU2
packets being in the system will increase and the possibility
for the channel being occupied will be higher. Therefore, we
conclude that the possibility for the channel being occupied
can be increased by setting a greater access threshold.
From Figures 4–6, we also find that as the arrival rate 𝑝1
of the PU packets or the arrival rate 𝑝21 of the SU1 packets
increases, the blocking rate 𝛽22 and the average delay 𝛿22 of

(23)

where 𝑏 and 𝑐 are the impact factors for the net benefit
function. Moreover, 𝑏 and 𝑐 can be set according to the actual
network situation.
From (23), we can derive the optimal access threshold 𝑇∗
as follows:
𝑇∗ = arg max {𝐹 (𝑇)} .
𝑇

(24)

In order to find the optimal access threshold 𝑇∗ , by setting
𝑏 = 300 and 𝑐 = 2 as an example, we depict the change trend
for the net benefit function 𝐹(𝑇) in Figure 7.
From Figure 7, we find that as the access threshold
increases, the net benefit function shows an upper convex
change trend. The reason may be that when the access
threshold is smaller, the access threshold is the main factor to
control the access actions of the SU2 packets. As the access
threshold increases, the throughput will increase quickly,
which will induce the increasing trend of the net benefit function. However, as the access threshold continues to increase,
the average delay of the SU2 packets increases rapidly, which
will cause the decrease of the net benefit. So, from Figure 7,
we can find that there exists an optimal access threshold to

Mobile Information Systems

7

70

increase in the average delay of the SU2 packets. So, in order
to reduce the average delay of the SU2 packets, the access
threshold should be set lower. Moreover, from Table 1, we also
find that for 𝑝1 = 0.2, 𝑝21 = 0.2, the optimal access threshold
𝑇∗ will be fixed at 𝑇∗ = 2 when the arrival rate of the SU2
packets increases from 𝑝22 = 0.3 to 𝑝22 = 0.4. The reason for
this change trend may be that when the access threshold is
decreased to a low level, considering the tradeoff between the
average delay and the throughput of the SU2 packets, the
optimal access threshold will not be decreased in order to
guarantee the throughput of the SU2 packets.
Therefore, from the numerical results shown in Table 1,
we conclude that we should set the access threshold based on
the different network running status in practice.

Net benefit function F(T)
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Table 1: Numerical results for the optimal access threshold and the
corresponding net benefit.
𝑝1
0.1
0.1
0.1
0.2
0.2
0.2

𝑝21
0.1
0.1
0.2
0.2
0.2
0.2

𝑝22
0.2
0.3
0.2
0.2
0.3
0.4

𝑇∗
5
4
4
3
2
2

𝐹(𝑇∗ )
47.3504
66.3590
40.8567
33.5409
43.5728
49.2551

achieve the maximum net benefit. We summarize the optimal
access threshold and the corresponding net benefit in Table 1
for different parameter settings.
From Table 1, we conclude that as the arrival rate 𝑝1 of
the PU packets or the arrival rate 𝑝21 of the SU1 packets
increases, the optimal access threshold 𝑇∗ shows a decreasing
tendency. This is because as the arrival rate of the PU packets
increases or the arrival rate 𝑝21 of the SU1 packets increases,
the possibility for the SU2 packets occupying the channel will
be lower and larger number of SU2 packets have to wait in the
system, which will result in the increase of the average delay
of the SU2 packets. In order to reduce the average delay of the
SU2 packets, the access threshold should be set lower.
On the other hand, from Table 1, we find that as the arrival
rate 𝑝22 of the SU2 packets increases, the optimal access
threshold 𝑇∗ shows a decreasing tendency when we compare
𝑝1 = 0.1, 𝑝21 = 0.1, 𝑝22 = 0.2 with 𝑝1 = 0.1, 𝑝21 = 0.1, 𝑝22 =
0.3 and 𝑝1 = 0.2, 𝑝21 = 0.2, 𝑝22 = 0.2 with 𝑝1 = 0.2, 𝑝21 = 0.2,
𝑝22 = 0.3. The reason for the interesting tendency may be
that the higher the arrival rate of the SU2 packets is, the more
the SU2 packets will join the system, which will induce an

In this paper, we consider a cognitive radio network with prioritized SU packets. In order to control the access of the SU2
packets (i.e., the SU packets with lower priority), an access
threshold was set not only for the newly arriving SU2 packets
but also for the interrupted SU2 packets. By building and
analyzing a discrete-time Markov chain, some performance
measures for the two kinds of SU packets (SU1 packets and
SU2 packets) were derived. With numerical results, we investigated the change trends for different performance measures
and found that there was a tradeoff between the throughput
and the average delay of the SU2 packets. At last, by constructing a net benefit function, we derived the numerical results
for the optimal access threshold which balanced different
performance measures of the SU2 packets.
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The simultaneous wireless information and power transfer (SWIPT) in a cooperative relaying system is investigated, where the
relay node is self-sustained by harvesting radiofrequency (RF) energy from the source node. In this paper, we propose a time
switching and power splitting (TSPS) protocol for the cooperative system with a mobile destination node. In the first part of the
transmission slot, a portion of the received signal power is used for energy transfer, and the remaining power is used for information
transmission from the source to the relay. For the remaining time of the transmission slot, information is transmitted from the relay
to a mobile destination node. To coordinate the wireless information and power transfer, two transmission modes are investigated,
namely, relay-assisted transmission mode and nonrelay mode, respectively. Under these two modes, the outage probability and
the network throughput are characterized. By joint optimization of the power splitting and the time switching ratios, we further
compare the network throughput under the two transmission modes with different parameters. Results indicate that the relayassisted transmission mode significantly improves the throughput of the wireless network.

1. Introduction
Recently, to prolong the lifetime of energy-constrained wireless network, energy harvesting has drawn great attentions
due to the growing energy demands and the increasing
energy prices [1]. It enables the wireless nodes to collect
energy from ambient renewable energy sources (e.g., wind
and solar power), which eliminates the need for manual
battery replacement/recharging, and effectively reduces the
cost of energy bills and degrades the level of carbon dioxide
emissions [2]. However, for some devices, such as military
nodes or wireless sensor nodes which are located in a harsh
environment that is difficult to access, the recharging of
the batteries remains an open problem, especially when the
number of nodes is huge and the nodes are distributed
in a wide area. Radiofrequency (RF) energy harvesting is

proposed as a solution or partial solution to overcome these
problems [3].
RF energy harvesting can be regarded as a far-field energy
transfer technique and has become a promising solution for
generating a small amount of electrical power to replenish
the power sources in energy-constrained wireless networks
[4, 5]. The RF harvester in the node is equipped with a
power conversion circuit, which can transform the received
electromagnetic wave into direct-current (DC) power. As
such, the devices can utilize the harvested energy from RF
signals to augment/replenish their batteries [6]. Wireless
nodes which are equipped with omnidirectional antennas
can radiate RF signals in all directions, and thus the wireless signals can be used to deliver information as well as
energy, which indicates that the energy-constrained wireless
devices can simultaneously process wireless information and

2
power transfer (SWIPT) [7]. With SWIPT, the available
wireless resources can be effectively utilized by developing the
transceiver designs.
The idea of SWIPT was first proposed in [8], where a
capacity-energy function was utilized to investigate the tradeoff between energy harvesting and information transmission.
Since the traditional receiver cannot extract the RF energy
from the same signals used for information transmission, a
new SWIPT receiver that can split the received signal into two
separate streams was proposed in [9], where the two streams
can be used for information decoding and energy harvesting
with different power levels. Liu et al. in [10] derived the
optimal information decoding and energy harvesting mode
switching rules at the receiver targeting the optimization of
the outage probability by using time switching (TS) or power
splitting (PS) protocols. In [11], Ng et al. investigated the
resource allocation algorithm that is designed to maximize
the energy efficiency of data transmission in orthogonal
frequency division multiple access (OFDMA) systems with
SWIPT, and suboptimal iterative resource allocation algorithms were formulated and solved.
The cooperative relaying techniques can overcome the
fading and the attenuation by using the intermediate relay,
which significantly improve the efficiency and reliability
of the network. Therefore, it is appropriate to be used in
energy-constrained networks such as the RF energy harvesting networks [7]. Relaying cooperation is integrated in
some standards and systems for providing different levels
of assistance. In [12], PS-based relaying (PSR) protocol and
the TS-based relaying (TSR) protocol were investigated to
enable information decoding and energy harvesting at the
energy-constrained relay in wireless amplify-and-forward
(AF) relaying networks. In the PSR protocol, the relay used
part of the received signal power for energy harvesting and
the remaining signal power for information transmission.
In the TSR protocol, the relay spent a portion of time for
energy harvesting and the remaining time for information
transmission. The SWIPT in an OFDM relaying system
was considered in [13], where a source node transmitted
energy and information simultaneously to a relay, and then
the relay forwards the source information by using the
harvested energy to the destination node. However, in [12, 13],
some issues need to be further addressed: (a) the network
throughput is analyzed separately in terms of power splitting
ratio or time switching ratio, and joint optimization in
terms of the two parameters is never considered; (b) in
the cooperative relaying system, the location of the relay
or the distances between nodes are restricted; for example,
in [12], the authors assume that the distance between the
relay and the destination node is a constant, and, in [13],
the relay is located on a line between the source and the
destination; (c) most of the prior works assumed that there is
no direct link between the source and the destination node
in the cooperative relaying system, and thus we could not
evaluate whether the performance is improved by exploiting
the cooperative relaying concept with energy harvesting.
In this paper, as shown in Figure 1, we consider a threenode cooperative relaying system, where two transmission
modes are investigated, that is, (a) the nonrelay mode, where
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Figure 1: System model for RF energy harvesting-based relay
network.

the access-point (AP) directly transmits the information to
the user device (UD), no matter when the UD is far away from
the AP or not, and (b) the relay-assisted transmission mode,
where the AP transmits the information directly to the UD
when the UD is relatively nearer to the AP; for the UD located
far away from the AP, an energy harvesting relay assists the
message transmission from the source to the UD [14]. Time
is partitioned into slots. For the relay-assisted transmission
mode, a time switching and power splitting (TSPS) protocol
for the relaying path is proposed. In each transmission slot,
during the first part of the slot, a portion of the signal power
in the source is used for energy transfer, and the remaining
power is used for information transmission from the source
to the relay; for the remaining transmission time, information
is transmitted from the relay to the destination. The position
of the destination node is assumed to be changed uniformly
within a circular area on 𝑅2 around the relay from slot to
slot. The main contributions of the paper are summarized
as follows. (1) We analyze the performance for cooperative
relaying system with a mobile destination, assuming that the
position of the destination node uniformly changes from slot
to slot. (2) A function describing the relationship between
the network performance (i.e., the outage probability and the
network throughput) and both the power splitting and the
time switching ratios is given. (3) We evaluate and compare
the performance for the two transmission modes with different parameters, and the relay-assisted mode considerably
improves the reliability of the wireless network.
The remainder of this paper is organized as follows.
The system model and performance metrics are described
in Section 2. Section 3 investigates the network throughput
with the relay-assisted transmission mode. The network
throughput with nonrelay mode is studied in Section 4.
Numerical results are presented in Section 5. Finally, we
conclude the paper in Section 6.
Notations. Throughout this paper, we use 𝐸[⋅] and | ⋅ |
to denote the expectation operator and the absolute value
operations, respectively. 𝑋 ∼ CN(𝜇, 𝜎2 ) stands for a
circularly symmetric complex Gaussian random variable 𝑋
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with mean 𝜇 and variance 𝜎2 , while 𝑋 ∼ exp(𝜆) represents
an exponentially distributed random variable 𝑋 with mean
𝜆.

2. System Model
2.1. Network Model. We consider a wireless communication
network which consists of one single-antenna AP named
source 𝑆, one user device named destination node 𝐷, and
another terminal considered as an energy-constrained relay,
denoted by 𝑅. As shown in Figure 2, the information is
transmitted from 𝑆 to 𝐷, with/without 𝑅. It is assumed that
the source is continuously connected to a power supply and
the transmission power is 𝑃𝑠 ; the relay has no direct power
supply but is embedded with a rechargeable battery and thus
could harvest energy from the RF signal broadcasted by the
source. In addition, the relay has no traffic and is dedicated
to help the source forward the information from source to
destination. Furthermore, we assume the relay receives and
transmits signals over two different frequency bands.
The propagation channel is modeled as the combination
of small-scale Rayleigh fading and large-scale path loss given
by
ℎ𝑋𝑌 = ℎ̃𝑋𝑌 √𝑟𝑋𝑌 −𝛼 ,

2.2. Selection Sector Model. The considered network does not
require the source to choose the relaying path all the time.
Provided that the 𝑆-𝐷 link is poor and the destination node is
far away from the source, the relay can help deliver the source
signals to the destination in order to combat fading and pathloss degradation effects. However, when the destination node
is relatively nearer to the source, choosing the 𝑆-𝑅-𝐷 path can
not only lead to a waste of resources but also limit the network
capacity. Therefore, we define two complementary sectors
B1 and B2 , as shown in Figure 2, which have a significant
influence on the network performance.
We define 𝜃 ≜ ∠𝑆𝑅𝐷 as the angle which is formed by the
source 𝑆, the relay 𝑅, and the destination node 𝐷. In addition,
we use subscript 𝑙 for 𝑟𝑆𝐷 and use subscript 𝑟 for 𝑟𝑅𝐷. We
define the area B2 as B2 = {𝑟 ∈ [0, 𝑑2 ], 𝜃 ∈ [−𝜃0 , 𝜃0 ]}, with
𝜃0 = arccos (𝑑2 /2𝑑1 ). By using the cosine rule, the sourcerelay distance is given by 𝑙 = √𝑑12 + 𝑟2 − 2𝑑1 𝑟 cos 𝜃.
Then, we define 𝛽 = 𝜋 − 𝜃 as the center angle of the
shaded area B1 ; the selection region is denoted by B1 = {𝑟 ∈
[0, 𝑑2 ], 𝛽 ∈ [−𝛽0 , 𝛽0 ]}, with 𝛽0 = 𝜋 − arccos (𝑑2 /2𝑑1 ). It is
worth noting that 𝛽0 is the maximum range of the angle.
The remaining area B2 is the direct-link area, which
means that the relay is ineffective if the destination node 𝐷
is inside this area.

(1)

where ℎ̃𝑋𝑌 ∼ CN(0, 𝜇𝑋𝑌 ) denotes the channel coefficients
from 𝑋 to 𝑌 with 𝑋, 𝑌 ∈ {𝑆, 𝑅, 𝐷} and 𝑋 ≠ 𝑌, the channel
power gain |ℎ̃𝑋𝑌 |2 follows the exponential distribution with
the mean 𝜇𝑋𝑌 , that is, |ℎ̃𝑋𝑌 |2 ∼ exp(𝜇𝑋𝑌 ), 𝑟𝑋𝑌 denotes the
propagation distance from 𝑋 to 𝑌, and 𝛼 > 2 is the path-loss
exponent.
Time is partitioned into slots with duration 𝑇. During
each slot, the channel gains remain constant but are independently and identically distributed (i.i.d.) from one slot
to another. The distance between the source and the relay
is 𝑑1 ; that is, 𝑟𝑆𝑅 = 𝑑1 . We assume that, within a time slot,
the position of the destination node uniformly changes from
slot to slot within the transmitting area (available region) of
the relay, named B, which denotes a disk centered at 𝑅 with
radius 𝑑2 . Therefore, the probability density function (PDF)
of the distance from the relay to the destination 𝑟𝑅𝐷 is given
by 𝑓𝑟𝑅𝐷 (𝑟) = 2𝑟/𝑑22 .

2.3. Transmission Mode. To analyze the system performance,
we consider two transmission modes: (a) the nonrelay mode
and (b) the relay-assisted transmission mode, respectively. In
mode (a), the source directly transfers the information to the
destination, no matter when the destination node is far away
from the source or not. However, in mode (b), the source only
transmits the information directly to the destination during
the whole time when the destination node is relatively nearer
to the source than the relay, that is, the destination node
located inside the area B2 . When the destination node is
located inside the area B1 , the cooperative relaying concept is
exploited; a TSPS protocol for the relaying path is proposed;
as depicted in Figure 3, in each transmission slot, denoted by
𝑇, during the first part of the time 𝜏𝑇, where 𝜏 is the time
switching ratio with 0 < 𝜏 < 1, a portion of the transmission
power, 𝜌𝑃𝑠 , is used for energy transfer from the source to
the relay, and the remaining power, (1 − 𝜌)𝑃𝑠 , is used for
information transmission from the source to the relay, where

4

Mobile Information Systems

𝜌 is the power splitting ratio 0 < 𝜌 < 1. The remaining part of
the time, (1 − 𝜏)𝑇, is used for information transmission from
relay to destination.
Note that we assume the circuit power (i.e., the power
consumed by the hardware during data transmission) is
negligible; therefore, all the energy harvested from the source
is consumed by the relay when the information is delivered
from the relay to the destination. The values of the time fraction 𝜏 and the power fraction 𝜌, used for wireless information
and energy transfer by the relay, have a significant impact on
the achievable throughput at the destination.
The notations and symbols used in the paper are listed in
Symbol Notation.
2.4. Performance Metric. In this paper, two performance
metrics are studied, which are defined as follows.
2.4.1. Outage Probability. The outage probability is defined
as the probability that a receiver decodes the received data
packets unsuccessfully from its corresponding transmitter.
Specifically, given the signal-to-noise ratio (SNR) and a corresponding SNR target, denoted by 𝛾, the outage probability
of the network is defined as
𝑝out = P (SNR < 𝛾) .

signal from the source, E{|𝑠(𝑚)|2 } = 1, and 𝑛𝑎 is the additive
white Gaussian noise (AWGN) caused by the receiving
antenna of the relay. Then, the energy harvested by the relay
from the source is given by
 2
𝐸ℎ = 𝜂𝜌𝑃𝑠 ℎ𝑆𝑅  𝜏𝑇,

(6)

where 𝜂 (0 < 𝜂 ≤ 1) denotes the harvesting efficiency.
The information receiver transforms the received RF
signal to baseband and accomplishes baseband signal processing, and then the sampled signal, 𝑦𝑟 (𝑚) = √1 − 𝜌𝑦𝑟 , at
the relay is obtained as
𝑦𝑟 (𝑚) = √(1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅 ⋅ 𝑠 (𝑚) + √(1 − 𝜌)𝑛𝑎 + 𝑛𝑏 ,

(7)

where 𝑛𝑏 is the AWGN caused by baseband signal processing.
For the remaining part of the time slot, (1 − 𝜏)𝑇, the relay
will amplify and forward the sampled signal to the destination
using the power 𝑃𝑟 , which is given by
𝑃𝑟 =

 2
𝜂𝜌𝑃𝑠 ℎ𝑆𝑅  𝜏
𝐸ℎ
.
=
(1 − 𝜏) 𝑇
(1 − 𝜏)

(8)

The amplification factor is given by [15]

In this mode, as shown in Figure 2, the transmitting area of
the relay B is split into two parts, the relay selection sector
B1 for the relay path 𝑆-𝑅-𝐷 and direct-link area B2 for the
path 𝑆-𝐷. In this section, we first derive the outage probability
based on the TSPS protocol for the 𝑆-𝑅-𝐷 link and the direct
link 𝑆-𝐷, respectively. Then, we characterize the average
network throughput by considering different locations of the
destination node.
3.1. Cooperative Link (𝑆-𝑅-𝐷). As shown in Figure 2, the
probability that the destination node 𝐷 is located inside the
area B1 is derived as
𝜋 − arccos (𝑑2 /2𝑑1 )
1 𝛽0
.
∫ d𝛽 =
2𝜋 −𝛽0
𝜋

(5)

where ℎ𝑆𝑅 = ℎ̃𝑆𝑅 √𝑑1−𝛼 , 𝑠(𝑚) is the normalized transmitted

(3)

3. Relay-Assisted Transmission Mode

𝑝1 =

𝑦𝑟 = √𝑃𝑠 ℎ𝑆𝑅 ⋅ 𝑠 (𝑚) + 𝑛𝑎 ,

(2)

2.4.2. Network Throughput. The network throughput is the
maximum rate that the system can achieve with successful
transmissions. Assume that the source transmission rate
target is 𝑅𝑟 = log (1 + 𝛾), and the total transmission time is 𝑡.
Consequently, the network throughput is given by
𝐶 = (1 − 𝑝out ) ⋅ 𝑅𝑟 ⋅ 𝑡.

while the remaining part √1 − 𝜌𝑦𝑟 is sent to the information
receiver. We have

(4)

Note that 𝑝1 increases with 𝑑2 and decreases with 𝑑1 .
During the first part of the transmission slot with duration 𝜏𝑇, the received signal from the source by the relay,
denoted by 𝑦𝑟 , is split into two parts by a ratio 𝜌. The first
part √𝜌𝑦𝑟 is sent to the energy harvesting receiver, which
can collect RF signal directly and transform it into DC power,

𝜉=

1
1
,
=
2
√𝐴 √(1 − 𝜌) 𝑃 ℎ  + (1 − 𝜌) 𝜎2 + 𝜎2
𝑠  𝑆𝑅 
𝑎
𝑏

(9)

where 𝜎𝑎2 and 𝜎𝑏2 are the variances of AWGN 𝑛𝑎 and 𝑛𝑏 ,
respectively.
After amplifying the signal 𝑦𝑟 (𝑚), the transmitted information of the relay is given by
𝑥𝑟 (𝑚) =

√𝑃𝑟 𝑦𝑟 (𝑚)
√𝐴

√𝑃𝑟 𝑦𝑟 (𝑚)
=
.

√(1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅 2 + (1 − 𝜌) 𝜎𝑎2 + 𝜎𝑏2

(10)

Therefore, the received signal at the destination node,
𝑦𝑑 (𝑚), is obtained as
𝑦𝑑 (𝑚) = ℎ𝑅𝐷 ⋅ 𝑥𝑟 (𝑚) + 𝑛𝑐 ,

(11)
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where ℎ𝑅𝐷 = ℎ̃𝑅𝐷√𝑟−𝛼 , 𝑛𝑐 is the overall AWGN at the
destination node, and 𝜎𝑐2 is the variance of AWGN 𝑛𝑐 .
Substituting (7) and (10) into (11), we can get
𝑦𝑑 (𝑚) =

√(1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅 2 + (1 − 𝜌) 𝜎𝑎2 + 𝜎𝑏2

=

ℎ𝑅𝐷√(1 − 𝜌) 𝑃𝑟 𝑛𝑎 + ℎ𝑅𝐷√𝑃𝑟 𝑛𝑏
√(1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅 2 + (1 − 𝜌) 𝜎𝑎2 + 𝜎𝑏2

From (2), the probability that the destination decodes
the received data packets unsuccessfully, that is, the outage
probability, is given by

+ 𝑛𝑐

√(1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅 2 + 𝜎12
ℎ𝑅𝐷√𝑃𝑟 𝑛1
+ 𝑛𝑐 ,
√(1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅 2 + 𝜎12

where we assume 𝑛1 = √1 − 𝜌 ⋅ 𝑛𝑎 + 𝑛𝑏 is the total AWGN at
the relay and 𝜎12 = (1 − 𝜌) ⋅ 𝜎𝑎2 + 𝜎𝑏2 . The first part of (12) is the
signal part, and the second and the third part are the noise
part. Therefore, the SNR of the 𝑆-𝑅-𝐷 path at the destination
node is obtained as
𝛾𝑆𝑅𝐷
=


2
 2
 2
ℎ𝑅𝐷 (1 − 𝜌) 𝑃𝑠 𝑃𝑟 ℎ𝑆𝑅  / ((1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅  + 𝜎12 )

2
 2
ℎ𝑅𝐷 𝑃𝑟 𝜎12 / ((1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅  + 𝜎12 ) + 𝜎𝑐2
(13)

2
 2

ℎ𝑅𝐷 (1 − 𝜌) 𝑃𝑠 𝑃𝑟 ℎ𝑆𝑅 
=
.
ℎ𝑅𝐷2 𝑃𝑟 𝜎2 + (1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅 2 𝜎2 + 𝜎2 𝜎2
1
1 𝑐


  𝑐

𝑝out 1

𝑝out 1 = P (𝛾𝑆𝑅𝐷 < 𝛾) .

(12)

ℎ𝑅𝐷√(1 − 𝜌) 𝑃𝑠 𝑃𝑟 ℎ𝑆𝑅 𝑠 (𝑚)

+

𝛾𝑆𝑅𝐷

2
 4

(14)
ℎ𝑅𝐷 (1 − 𝜌) 𝑃𝑠2 ℎ𝑆𝑅  𝜂𝜌 (𝜏/ (1 − 𝜏))
=
.
2
2
ℎ𝑅𝐷 ℎ𝑆𝑅  𝜂𝜌𝑃𝑠 𝜎2 (𝜏/ (1 − 𝜏)) + (1 − 𝜌) 𝑃𝑠 ℎS𝑅 2 𝜎2 + 𝜎2 𝜎2
1
1 𝑐

  
  𝑐

ℎ𝑅𝐷√(1 − 𝜌) 𝑃𝑠 𝑃𝑟 ℎ𝑆𝑅 𝑠 (𝑚)

+

Substituting (8) into (13), we have

(15)

Then, we have the following theorem.
Theorem 1. The outage probability 𝑝𝑜𝑢𝑡 1 for 𝑆-𝑅-𝐷 link with
TSPS protocol is obtained as
𝑑2

𝑝𝑜𝑢𝑡 1 = ∫ (1
0

− 𝑒−Ψ/Ω⋅𝜇𝑆𝑅 √

4Λ𝑟𝛼
4Λ𝑟𝛼
𝐾1 (√
))
Ω ⋅ 𝜇𝑆𝑅 𝜇𝑅𝐷
Ω ⋅ 𝜇𝑆𝑅 𝜇𝑅𝐷

(16)

2𝑟
d𝑟,
𝑑22
where Λ = (1 − 𝜌)𝑃𝑠 𝜎𝑐2 𝛾, Ω = 𝑑1−𝛼 𝑃𝑠2 𝜌(1 − 𝜌)𝜂(𝜏/(1 − 𝜏)), and
Ψ = 𝑃𝑠 𝜂𝜌𝜎12 𝛾(𝜏/(1−𝜏)). 𝜇𝑆𝑅 and 𝜇𝑅𝐷 are the mean value of the
exponential distributions |ℎ̃𝑆𝑅 |2 and |ℎ̃𝑅𝐷|2 , respectively. 𝐾1 (⋅)
denotes the first-order modified Bessel function of the second
kind [16].
⋅

Proof. We derive the outage probability 𝑝out 1 by substituting
(14) into (15), and 𝑝out 1 is given by

2
 4

ℎ𝑅𝐷 (1 − 𝜌) 𝑃𝑠2 ℎ𝑆𝑅  𝜂𝜌 (𝜏/ (1 − 𝜏))
= P (
< 𝛾)
ℎ𝑅𝐷2 ℎ𝑆𝑅 2 𝜂𝜌𝑃𝑠 𝜎2 (𝜏/ (1 − 𝜏)) + (1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅 2 𝜎2 + 𝜎2 𝜎2
1
1 𝑐

  
  𝑐
 2
(1 − 𝜌) 𝑃𝑠 ℎ𝑆𝑅  𝜎𝑐2 𝛾 + 𝜎12 𝜎𝑐2 𝛾

2
)
= P (ℎ𝑅𝐷 <  4
ℎ  𝑃2 𝜌 (1 − 𝜌) 𝜂 (𝜏/ (1 − 𝜏)) − ℎ 2 𝑃 𝜂𝜌𝜎2 𝛾 (𝜏/ (1 − 𝜏))

 𝑆𝑅  𝑠
1
 𝑆𝑅  𝑠
 2
(1 − 𝜌) 𝑃𝑠 ℎ̃𝑆𝑅  𝑟𝛼 𝜎𝑐2 𝛾 + 𝜎12 𝜎𝑐2 𝛾𝑟𝛼 𝑑1𝛼
̃ 2
= P (ℎ𝑅𝐷 <  4
 )
 2
̃  −𝛼 2
ℎ𝑆𝑅  𝑑1 𝑃𝑠 𝜌 (1 − 𝜌) 𝜂 (𝜏/ (1 − 𝜏)) − ℎ̃𝑆𝑅  𝑃𝑠 𝜂𝜌𝜎12 𝛾 (𝜏/ (1 − 𝜏))



(17)

(𝑎)

 2
Λ𝑟𝛼 ℎ̃𝑆𝑅  + Γ
̃ 2
= P (ℎ𝑅𝐷 <   4
 2  ) ,
 ̃ 
Ω ℎ𝑆𝑅  − Ψ ℎ̃𝑆𝑅  



(𝑏)

where (𝑎) follows from ℎ𝑆𝑅 = ℎ̃𝑆𝑅 √𝑑1−𝛼 and ℎ𝑅𝐷 = ℎ̃𝑅𝐷√𝑟−𝛼

and (𝑏) follows from Λ = (1 − 𝜌)𝑃𝑠 𝜎𝑐2 𝛾, Γ = 𝜎12 𝜎𝑐2 𝛾𝑟𝛼 𝑑1𝛼 , Ω =

𝑑1−𝛼 𝑃𝑠2 𝜌(1 − 𝜌)𝜂(𝜏/(1 − 𝜏)), and Ψ = 𝑃𝑠 𝜂𝜌𝜎12 𝛾(𝜏/(1 − 𝜏)). For
simplicity, we consider a high SNR case; the factor 𝜎12 𝜎𝑐2 in

6

Mobile Information Systems

the denominator of (14) is approximately 0, such that Γ ≈ 0.
Then, we have
 2
Λ𝑟𝛼 ℎ̃𝑆𝑅 
̃ 2
𝑝out 1 ≈ P (ℎ𝑅𝐷 <   4
 2  )
 ̃ 
Ω ℎ𝑆𝑅  − Ψ ℎ̃𝑆𝑅  


2


Λ𝑟𝛼 ℎ̃𝑆𝑅 
{
2

{
{
),
P (ℎ̃𝑅𝐷 <  4  
{
{
{
̃ 2
{
Ω ℎ̃𝑆𝑅  − Ψ ℎℎ
𝑆𝑅 
={
 2
{
Λ𝑟𝛼 ℎ̃𝑆𝑅 
{
̃ 2
{
{


{P (ℎ𝑅𝐷 >  4
{
 2 ) = 1,
Ω ℎ̃𝑆𝑅  − Ψ ℎ̃𝑆𝑅 
{

̃ 2 Ψ
ℎ𝑆𝑅  >
 
Ω

(18)

̃ 2 Ψ
ℎ𝑆𝑅  < .
 
Ω

= 𝐸𝑟 [∫

Ψ/Ω

(

0

̃𝑆𝑅 |2 /|Ω|ℎ
̃𝑆𝑅 |4 −Ψ|ℎ
̃𝑆𝑅 |2 |⋅1/𝜇𝑅𝐷
|ℎ

]]

Note that 𝑝2 decreases with 𝑑2 and increases with 𝑑1 .
In this case, the source transmits towards the destination
node directly, and thus the communication is performed
within an overall time slot. Therefore, the received signal at
the destination node, 𝑦𝑑 (𝑡), is obtained as

where ℎ𝑆𝐷 = ℎ̃𝑆𝐷√𝑙−𝛼 , 𝑛3 is the AWGN at the destination
node, 𝜎32 is the variance of AWGN 𝑛3 , and 𝑠(𝑡) is normalized
transmitted signal from the source. Therefore, the SNR of the
𝑆-𝐷 path at the destination node is obtained as
𝛾𝑆𝐷 =

1 −𝑧/𝜇𝑆𝑅
𝑒
)
+ 𝐸𝑟 [∫ (
𝜇
Ψ/Ω
𝑆𝑅

(𝑎)

𝑑2

∞

0

Ψ/Ω

= ∫ ∫

(1 −

𝑧/(Ω𝑧2 −Ψ𝑧))

𝑑2

∞

0

Ψ/Ω

= ∫ ∫

1 −(𝑧/𝜇𝑆𝑅 +Λ𝑟𝛼 𝑧/(Ω𝑧2 −Ψ𝑧)⋅1/𝜇𝑅𝐷 )
𝑒
)
𝜇𝑆𝑅

(19)

arccos[𝑑2 /2𝑑1 ]

=∫

𝑑2

∫

𝑝out 2 = P (

4Λ𝑟
4Λ𝑟
2𝑟
𝐾1 (√
)) 2 d𝑟,
Ω𝜇𝑆𝑅 𝜇𝑅𝐷
Ω𝜇𝑆𝑅 𝜇𝑅𝐷
𝑑2

3.2. Direct Link (𝑆-𝐷). As shown in Figure 2, consider the
case where the destination node 𝐷 is located in B2 , which
is the complementary sector of B1 . We have mentioned in
Section 2.2 that 𝑙2 = 𝑑12 + 𝑟2 − 2𝑑1 𝑟 cos 𝜃; we have B2 = {𝑟 ∈
[0, 𝑑2 ], 𝜃 ∈ [−𝜃0 , 𝜃0 ]}, with 𝜃0 = arccos (𝑑2 /2𝑑1 ). Thus, the

𝛼/2

(24)
d𝑟 d𝜃.

 2
𝑃𝑠 ℎ̃𝑆𝐷 𝑙−𝛼
𝜎32

< 𝛾)

2 𝛼
 2 𝜎 𝛾𝑙
= P (ℎ̃𝑆𝐷 < 3 )
𝑃𝑠

𝛼

where (𝑎) follows from 0 < 𝑟 ≤ 𝑑2 , (𝑏) follows from the
notion that the PDF of the distance from the relay to the
destination is 𝑓(𝑟) = 2𝑟/𝑑22 , and (𝑐) is obtained by the formula
∞
∫0 𝑒−𝛽/4𝑥−𝛾𝑥 d𝑥 = √𝛽/𝛾𝐾1 (√𝛽𝛾) [16]. This ends the proof for
Theorem 1.

2
2
2
𝑟 𝜎3 𝛾 (𝑑1 + 𝑟 − 2𝑑1 𝑟 cos [𝜃])
𝑃𝑠 𝜇𝑆𝐷
𝜋𝑑22

Proof. Using (22) in (23), 𝑝out 2 is given by

𝑑2
2𝑟
(𝑐)
⋅ 2 d𝑧 d𝑟 = ∫ (1
𝑑2
0

− 𝑒−Ψ/Ω𝜇𝑆𝑅 √

(23)

𝑝𝑜𝑢𝑡 2

1 −(𝑧/𝜇𝑆𝑅 +Λ𝑟𝛼 /(Ω𝑧−Ψ)⋅1/𝜇𝑅𝐷 )
𝑒
)
𝜇𝑆𝑅

𝛼

(22)

.

Theorem 2. The outage probability 𝑝𝑜𝑢𝑡 2 for the direct link at
the destination node is obtained as

) d𝑧]

− arccos[𝑑2 /2𝑑1 ] 0

(1 −

𝜎32

Then, we have the following theorem.

⋅ 𝑓 (𝑟) d𝑧 d𝑟
(𝑏)

 2
𝑃𝑠 ℎ̃𝑆𝐷 𝑙−𝛼

𝑝out 2 = P (𝛾𝑆𝐷 < 𝛾) .

∞

𝛼

(21)

From (2), the probability that the destination decodes
the received data packets unsuccessfully, that is, the outage
probability 𝑝out 2 , is

1 −𝑧/𝜇𝑆𝑅
𝑒
) ⋅ 1 d𝑧]
𝜇𝑆𝑅

⋅ (1 − 𝑒−(1/𝜇𝑅𝐷 )(Λ𝑟

(20)

𝑦𝑑 (𝑡) = √𝑃𝑠 ℎ𝑆𝐷 ⋅ 𝑠 (𝑡) + 𝑛3 ,

(1/𝜇𝑅𝐷)𝑒−𝑧/𝜇𝑅𝐷 , respectively. Thus, 𝑝out 1 is approximately
given by
𝛼

arccos (𝑑2 /2𝑑1 )
1 𝜃0
.
∫ d𝜃 =
2𝜋 −𝜃0
𝜋

𝑝2 =

It is worth noting that we have mentioned that |ℎ̃𝑋𝑌 |2 ∼
exp(𝜇𝑋𝑌 ); the PDF of the exponential variables |ℎ̃𝑆𝑅 |2 and
|ℎ̃𝑅𝐷|2 are 𝑓|ℎ̃𝑆𝑅 |2 (𝑧) = (1/𝜇𝑆𝑅 )𝑒−𝑧/𝜇𝑆𝑅 and 𝑓|ℎ̃𝑅𝐷 |2 (𝑧) =

𝑝out 1 = 𝐸𝑟 [𝐸|ℎ̃𝑆𝑅 |2 [1 − 𝑒−Λ𝑟

probability that the destination node is located inside the area
B2 is derived as

(𝑎)

2

= 𝐸B2 [1 − 𝑒−𝜎3 𝛾𝑙

𝛼

/𝑃𝑠 𝜇𝑆𝐷

(25)

],

where (𝑎) follows from the notion that the PDF of the
exponential variable |ℎ̃𝑆𝐷|2 is 𝑓|ℎ̃𝑆𝐷 |2 (𝑧) = (1/𝜇𝑆𝐷)𝑒−𝑧/𝜇𝑆𝐷 .
Due to the fact that 𝑙2 = 𝑑12 + 𝑟2 − 2𝑑1 𝑟 cos 𝜃 and B2 =
{𝑟 ∈ [0, 𝑑2 ], 𝜃 ∈ [−𝜃0 , 𝜃0 ]}, with 𝜃0 = arccos (𝑑2 /2𝑑1 ), thus,
we have
𝑝out 2
=∫

𝜃0

−𝜃0

∫

𝑑2

0

2
2
2
𝛼/2
1
(1 − 𝑒−𝜎3 𝛾(𝑑1 +𝑟 −2𝑑1 𝑟 cos(𝜃)) /𝑃𝑠 𝜇𝑆𝐷 )
2𝜋

⋅ 𝑓 (𝑟) d𝑟 d𝜃.

(26)
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For high SNR, we assume 𝜎32 ≈ 0. From the Taylor series
𝑒 ≈ 1 + 𝑥, the outage probability 𝑝out 2 can be approximately
written as
𝑥

𝑝out 2 = ∫

𝜃0

−𝜃0

⋅

𝑑2

∫

0

1
2𝜋

𝜎32 𝛾 (𝑑12 + 𝑟2 − 2𝑑1 𝑟 cos (𝜃))

𝛼/2

𝑃𝑠 𝜇𝑆𝐷

(27)
2𝑟
d𝑟 d𝜃.
𝑑22

This completes the proof for Theorem 2.
3.3. Throughput Analysis. For the different locations of the
destination node, we have analyzed two conditions for the
relay-assisted transmission mode, 𝑆-𝑅-𝐷 by using the TSPS
protocol and direct link 𝑆-𝐷, and obtained the outage
probabilities 𝑝out 1 and 𝑝out 2 , respectively. The throughput is
characterized by evaluating the outage probability at a source
transmission rate target, which is defined as 𝑅𝑟 = log (1 + 𝛾).
From (3), we denote the throughput with TSPS protocol at
the destination node by 𝐶𝑎 ; we have
𝐶𝑎 = 𝑅𝑟 ⋅ (1 − 𝑝out 1 ) (1 − 𝜏) 𝑇.

(28)

It is worth noting that, for 𝜏 → 0 or 𝜌 → 0, there
is less time or less power available for energy harvesting.
Consequently, the energy harvested by the relay is smaller and
less throughput is obtained due to larger outage probability.
On the other hand, for the value of 𝜏 → 1 or 𝜌 → 1, there is
less time for information transmission or less power portion
for data transmission. Furthermore, larger 𝜌 results in poor
signal strength at the relay, and when the relay amplifies
the noise signal and forwards it to the destination node,
small throughput occurs due to larger outage probability
and less transmission time. Therefore, there is a tradeoff
between energy harvesting and data transmission, and there
exist optimal 𝜏 and 𝜌 which yields the maximum network
throughput 𝐶𝑎 .
The throughput for the 𝑆-𝐷 link denoted by 𝐶𝑏 is obtained
by
𝐶𝑏 = 𝑅𝑟 (1 − 𝑝out 2 ) 𝑇.

(29)

Therefore, the throughput for the relay-assisted transmission mode 𝐶1 , at the destination node, is obtained by
𝐶1 = 𝐶𝑎 ⋅ 𝑝1 + 𝐶𝑏 ⋅ 𝑝2
= 𝑅𝑟 ⋅ (1 − 𝑝out 1 ) (1 − 𝜏) 𝑇 ⋅ 𝑝1

(30)

+ 𝑅𝑟 (1 − 𝑝out 2 ) 𝑇 ⋅ 𝑝2 ,
where 𝑝1 and 𝑝2 are given by (4) and (20), respectively. It is
worth highlighting that 𝐶𝑏 is a constant for different 𝜏 and 𝜌;
consequently, the optimal value of 𝐶1 mainly depends on 𝐶𝑎 .
It seems intractable to evaluate the closed-form expressions for the optimal value of 𝐶1 . However, the optimization
can be done offline by numerical calculation of the optimal
values of 𝜌∗ and 𝜏∗ for the given system parameters.

4. Nonrelay Mode
In this section, we will characterize the outage probability
and the network throughput for the link from source to the
destination. As shown in Figure 2, consider the case where
the destination node 𝐷 is located inside the area B, and the
communication is performed in an overall time slot. Similar
to that in Section 3.2, the SNR of the nonrelay mode at the
destination node can be obtained as
 2
𝑃𝑠 ℎ̃𝑆𝐷 𝑙−𝛼
(31)
,
𝛾𝑆𝐷 =
𝜎42
where 𝜎42 is the variance of the overall AWGN at the destination node. From (2), the probability that the destination node
decodes the received data packets unsuccessfully, that is, the
outage probability 𝑝out 3 , is
𝑝out 3 = P (𝛾𝑆𝐷 < 𝛾) .

(32)

Then, we have the following theorem.
Theorem 3. The outage probability 𝑝𝑜𝑢𝑡 3 for the nonrelay
mode at the destination node is obtained as
𝑝𝑜𝑢𝑡 3
𝜋

𝑑2

=∫ ∫

𝛼/2

𝜎42 𝛾 (𝑑12 + 𝑟2 − 2𝑑1 𝑟 cos (𝛿))
𝑃𝑠 𝜇𝑆𝐷

−𝜋 0

𝑟
d𝑟 d𝛿.
𝜋𝑑22

(33)

Proof. Substituting (31) into (32), 𝑝out 3 is given by
𝑝out 3 = P (

 2
𝑃𝑠 ℎ̃𝑆𝐷 𝑙−𝛼
𝜎42

< 𝛾)
(34)

−𝜎42 𝛾𝑙𝛼 /𝑃𝑠 𝜇𝑆𝐷

= 𝐸B [1 − 𝑒

].

From Section 2.2, we get that B = {𝑟 ∈ [0, 𝑑2 ], 𝛿 ∈
[−𝜋, 𝜋]}. Thus, we have
𝑝out 3
𝜋

𝑑2

2

2

2

𝛼/2

= ∫ ∫ (1 − 𝑒−𝜎4 𝛾(𝑑1 +𝑟 −2𝑑1 𝑟 cos(𝛿))

/𝑃𝑠 𝜇𝑆𝐷

−𝜋 0

)

1
2𝜋

(35)

⋅ 𝑓 (𝑟) d𝑟 d𝛿.
Similarly, from the Taylor series 𝑒𝑥 ≈ 1 + 𝑥, the outage
probability 𝑝out 3 can be approximately written as
𝜋

𝑑2

𝑝out 3 = ∫ ∫

−𝜋 0

𝛼/2

𝜎42 𝛾 (𝑑12 + 𝑟2 − 2𝑑1 𝑟 cos (𝛿))
𝑃𝑠 𝜇𝑆𝐷

2𝑟
⋅ 2 d𝑟 d𝛿.
𝑑2

1
2𝜋

(36)

This completes the proof for Theorem 3.
The throughput 𝐶2 at the destination node in the nonrelay
transmission mode is obtained by
𝐶2 = 𝑅𝑟 ⋅ (1 − 𝑝out 3 ) 𝑇.

(37)
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Figure 4: The network throughput 𝐶 of the two transmission modes
versus the transmission rate target 𝑅𝑟 , with 𝜎12 = 0.01 and 𝜎𝑐2 =
0.001.

Figure 5: The network throughput 𝐶 of the two transmission modes
versus the radius of selection sector 𝑑2 , with 𝜎12 = 𝜎𝑐2 = 0.001.

5. Numerical Results

and the throughput increases as 𝑅𝑟 increases. However, when
𝑅𝑟 increases above a certain value, the destination node fails
to decode the signal correctly, which results in a larger outage
probability, and thus the throughput decreases. Furthermore,
it is observed that the throughput increases with increasing
𝑃𝑠 ; the reason is that large source transmission power 𝑃𝑠 is
beneficial to reducing the network outage probability and
thus enhances the network throughput.
Figure 5 shows the optimal throughput in the relayassisted transmission mode and the network throughput in
the nonrelay mode for different values of the radius of selection sector 𝑑2 . Similar to Figure 4, the optimal throughput
in the relay-assisted transmission mode, 𝐶1 , renders larger
values of throughput compared to the throughput in the
nonrelay mode, 𝐶2 , as much as 44.2%, when 𝑑2 = 1 at
𝑃𝑠 = 1, and the throughput increases with increasing 𝑃𝑠 .
Moreover, the throughput in the nonrelay mode 𝐶2 decreases
as 𝑑2 increases due to the fact that the path loss increases with
increasing 𝑑2 and thus results in a large outage probability
𝑝out 3 (see (37)). However, the optimal throughput in the
relay-assisted transmission mode 𝐶1 is not monotonously
changed with 𝑑2 ; this is because 𝑑2 mainly affects the
throughput in relay-assisted transmission mode with TSPS
protocol (see the first portion of (30)). On the one hand,
small 𝑑2 leads to a small path loss, which imposes a small
outage probability 𝑝out 1 , and thus results in large throughput
𝐶𝑎 (see (28)), but the probability 𝑝1 from (4) is decreased.
On the other hand, for large values of 𝑑2 , the throughput
𝐶𝑎 degrades since the outage probability 𝑝out 1 increases, but
the probability 𝑝1 is increased. Therefore, there exists an
optimal 𝑑2 which yields the maximum throughput in the
relay-assisted transmission mode 𝐶1 . In Figure 5, the optimal
𝑑2 is 0.4 and 0.5, with 𝑃𝑠 = 2 and 𝑃𝑠 = 1, respectively.

In this section, based on our theoretical analysis, we present
some numerical results and give some interpretations. First
of all, we compare the optimal throughput in relay-assisted
transmission mode with that in nonrelay mode. By using
the TSPS protocol, we characterize the optimal values 𝐶1 of
the network throughput in relay-assisted mode, the optimal
values of the time switching ratio 𝜏, and the power splitting
ratio 𝜌 for different parameters, respectively.
Unless otherwise specified, we set the path-loss exponent
as 𝛼 = 4, which corresponds to a city cellular network
environment. Transmission time slot is normalized to 𝑇 =
1; the energy harvesting efficiency 𝜂 = 1; the source
transmission power 𝑃𝑠 = 1 W; the source transmission rate
target 𝑅𝑟 = 11 bits/s/Hz; the distance between the source
node and the relay and the radius of the selection sector are
both normalized to 𝑑1 = 𝑑2 = 1; and the mean value of the
channel power gain 𝜇𝑆𝑅 = 𝜇𝑅𝐷 = 𝜇𝑆𝐷 = 1.
5.1. Comparison between the Relay-Assisted Transmission
Mode and the Nonrelay Mode. Figure 4 shows the optimal
throughput in the relay-assisted transmission mode and the
network throughput in the nonrelay mode for different values
of the transmission rate target 𝑅𝑟 . We have the following
observations. First of all, the optimal throughput 𝐶1 in the
relay-assisted transmission mode renders larger values of
throughput compared to the throughput in the nonrelay
mode 𝐶2 , as much as 30.8%, when the rate target is 11.5 at 𝑃𝑠 =
0.3. Moreover, the network throughput first increases as 𝑅𝑟
increases but starts to decrease when the rate target is above
a certain threshold. This is due to the fact that, for smaller 𝑅𝑟 ,
the network throughput mainly depends on the rate target 𝑅𝑟 ,
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8.5

Optimal network throughput C1

5.2. Optimization with the Relay-Assisted Transmission Mode.
Figure 6 demonstrates how the time switching ratio 𝜏 and the
power splitting ratio 𝜌 would affect the network throughput
𝐶1 . As observed, the maximum 𝐶1 can be obtained as 𝐶1 =
5.7752 with 𝜏 = 0.3 and 𝜌 = 0.4. This is because, for
small values of 𝜏 or 𝜌, there is less time and there is less
power available for energy harvesting. Consequently, the
energy harvested by the relay is smaller and less throughput is
obtained due to larger outage probability. On the other hand,
for the value of 𝜏 or 𝜌 larger than the optimal values, there is
less time for information transmission and there is less power
portion for data transmission. Moreover, larger 𝜌 results in
poor signal strength at the relay, and when the relay amplifies
and transmits the noise signal to the destination node, small
throughput occurs due to larger outage probability at the
destination node. Our results can be used to find the feasible
region in the 𝜏-𝜌 plane for given allowable throughput.
Figure 7 demonstrates the network throughput for TSPS
protocol with 0 < 𝜌 < 1. We see that the simulation results are
consistent with our analytical results for the different values
of 𝜌 and 𝜏, which verifies the analytical expression for the
network throughput.
Figure 8 shows the optimal throughput 𝐶1 with relayassisted transmission protocol as well as the TSR and the PSR
protocols for different values of energy harvesting efficiency
𝜂. It is observed that the optimal throughput 𝐶1 is in proportion to energy harvesting efficiency 𝜂. Furthermore, the
TSPS protocol outperforms the TSR and the PSR protocols in
terms of throughput, as much as 5.9% and 28%, respectively,
when the energy harvesting efficiency = 1. Figure 9 plots
the optimal throughput 𝐶1 with relay-assisted transmission
protocol as well as the TSR and the PSR protocols for different
values of the noise variance for the 𝑅-𝐷 link 𝜎𝑐2 . It is observed
that the optimal throughput 𝐶1 is inversely proportional to
the noise variance for the 𝑅-𝐷 link 𝜎𝑐2 . Similarly, the TSPS
protocol outperforms the TSR and the PSR protocols in terms
of throughput, as much as 7.3% and 28%, respectively, when
the noise variance for the 𝑅-𝐷 link 𝜎𝑐2 = 10−3 . We can see
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Figure 8: The optimal network throughput 𝐶1 with relay-assisted
transmission mode versus the energy harvesting efficiency 𝜂, with
𝜎12 = 0.01 and 𝜎𝑐2 = 0.001.

that joint optimization of both 𝜌 and 𝜏 improves the network
throughput significantly.
In Figure 10, we characterized the optimal values of 𝜏
and 𝜌 for the TSPS protocol for different values of the noise
variance for the 𝑅-𝐷 link 𝜎𝑐2 . It can be observed from Figure 10
that the optimal value of 𝜏 or 𝜌 increases by increasing 𝜎𝑐2 , and
the optimal values of 𝜏 and 𝜌 jointly maximize the network
throughput as shown in Figure 9 with TSPS protocol.
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8.5

part of the time is used for information transfer from the
relay to the destination. The outage probability and the
network throughput are characterized, by using the two
transmission modes, respectively. With the TSPS protocol,
the network throughput is maximized by joint optimization
of the power splitting and time switching ratios. In particular,
theoretical analysis shows that the optimal throughput in
the relay-assisted transmission mode achieves larger values
of throughput compared to the throughput in the nonrelay
mode as much as 44.2%.
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6. Conclusion
In this paper, we investigated two transmission modes: the
relay-assisted transmission mode and the nonrelay mode,
respectively. In the relay-assisted transmission mode, we
proposed a TSPS protocol in a cooperative relaying system
to improve network performance in terms of efficiency and
reliability. During the first amount of the time slot, a portion
of the received signal power is used for energy harvesting by
the relay, and the remaining power is used for information
transmission from the source to the relay, while the remaining
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Eigenvalue based spectrum sensing can make detection by catching correlation features in space and time domains, which can not
only reduce the effect of noise uncertainty, but also achieve high detection probability. Hence, the eigenvalue based detection is
always a hot topic in spectrum sensing area. However, most existing algorithms only consider part of eigenvalues rather than all
the eigenvalues, which does not make full use of correlation of eigenvalues. Motivated by this, this paper focuses on multiantenna
system and makes all the eigenvalues weighted for detection. Through the analysis of system model, we transfer the eigenvalue
weighting issue to an optimal problem and derive the theoretical expression of detection threshold and probability of false alarm
and obtain the close form expression of optimal solution. Finally, we propose new weighting schemes to give promotions of the
detection performance. Simulations verify the efficiency of the proposed algorithms.

1. Introduction
The rapid development of wireless services leads to the
scarcity of the public radio spectrum becoming more and
more serious. Traditionally, licensed spectrum is allocated
over relatively long time periods and is intended to be used
only by legitimate users. Cognitive radio (CR) technology was
proposed to handle the contradiction between the shortage of
spectrum resource and the underutilization of licensed spectrum [1, 2]. Spectrum sensing which is a fundamental task of
CR is aimed at obtaining the awareness of licensed spectrum
usage and existence of primary users (PUs) in a specific
geographical location [3–7]. The main function of spectrum
sensing is to frequently explore the spectrum holes for the
secondary users (SUs) by detecting the presence of primary
users so that the SUs can share the licensed spectrum. Therefore, spectrum sensing becomes critical in cognitive radio
system.
There have been many discussions and proposed solutions for spectrum sensing [8]. Of these methods, likelihood
ratio test (LRT) [9], cyclostationary detection (CSD) [10, 11],

and matched filtering (MF) detection [12, 13] can achieve
optimal performance while requiring both source signal and
noise power information, which is not available in practice.
Hence, semiblind methods such as energy detection (ED)
[9, 14] and maximum eigenvalue detection (MED) [15] are
proposed. Among these, ED is the most commonly chosen
scheme for study and implementation due to its relatively low
complexity and satisfactory performance under low signalto-noise ratio (SNR) environment. However, ED heavily relies
on the accuracy of the knowledge of noise power which is
generally changing over time. This so-called noise uncertainty problem [16] can significantly degrade the performance of ED algorithm.
To overcome these shortcomings, blind detection algorithms which require no information on source signal or
noise power have been intensively studied recently [17–21].
The classical blind detection algorithms are the eigenvalue
based methods. For example, maximum-minimum eigenvalue (MME) detection [22], arithmetic to geometric mean
(AGM) detection [23], and signal-subspace eigenvalues (SSE)
method [23] can overcome the shortcoming of ED and
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achieve outstanding performance. On the other hand, eigenvalue based methods have also been studied in new scenarios,
such as cooperative adaptive versions [24] and Multiple
Primary Transmit Power (MPTP) scenario [25].
However, most algorithms only consider part of eigenvalues, such as maximum, minimum, and mean value, which
does not make full use of all the eigenvalues to make detection. Motivated by this, we focus on the problem of eigenvalue
weighting in multiantenna system and analyze the related
problems. By analyzing the model of eigenvalue weighting,
we transfer the weighting problem to an optimal problem.
Using the latest random matrix theory (RMT) [26, 27], we
derive the close form expression of probability of detection
and probability of false alarm and obtain the optimal solution.
Finally, we propose new weighting schemes to give promotions of the detection performance. Simulations verify the
efficiency of the proposed algorithms. The main contributions of this paper include the following:

in the antenna array. In this case, the sensing problem in
multiantenna cognitive radio system can be written as
𝐻0 : 𝑥𝑖 (𝑘) = 𝑛𝑖 (𝑘)
𝐷

𝐻1 : 𝑥𝑖 (𝑘) = ∑ℎ𝑖𝑗 𝑠𝑗 (𝑘) + 𝑛𝑖 (𝑘) ,
𝑗=1

where 𝑖 = 1, 2, . . . , 𝑀 represents the 𝑖th receiving antenna
and 𝑘 = 0, 1, . . . , 𝑁 − 1 is the 𝑘th sample. 𝑥𝑖 (𝑘) is the sample
of the 𝑖th receiving antenna. ℎ𝑖𝑗 is the channel gain between
the 𝑗th PU signal 𝑠𝑗 (𝑘) and the 𝑖th receiving antenna. 𝑛𝑖 (𝑘) is
the additive white Gaussian noise (AWGN) with 0 mean, 𝜎𝑛2
variance.
Stacking the samples at the same time we can get the
following receiving vector of antenna array:
𝑇

x (𝑘) = [𝑥1 (𝑘) , 𝑥2 (𝑘) , . . . , 𝑥𝑀 (𝑘)] ,
𝑇

(i) Different from the traditional eigenvalue based detection, we consider making detection by utilizing all
of the eigenvalues in the multiantenna system. By
transferring the weighting problem to an optimal
problem, we analyze and derive an energy based
maximum ratio combination (EN-MRC) method.
(ii) Considering the case of correlated signals is common
in applications, we use the idea of MRC weighting
in EN-MRC method to design an eigenvalue based
MRC (EIG-MRC) scheme: signal eigenvalue weighting (SEW) based detection, which needs the a priori
information of signals’ covariance matrix and noise
power.
(iii) To make the detection more practical, we use the
maximum likelihood estimation (MLE) approach to
design a method of signal eigenvalue approximation
weighting (SEAW) based detection, in which only the
noise power is needed.
The rest of the paper is organized as follows. Section 2
explains the system model. The eigenvalue weighting based
detection is studied in Section 3. Section 4 presents simulation results and conclusion is presented in Section 5. Some
notations used in the paper are listed as follows: superscripts
𝑇 and 𝐻 stand for transpose and Hermitian transpose
(transpose-conjugate), respectively.

2. System Model
Figure 1 illustrates a classical multiantenna spectrum sensing
scenario with 𝐷 randomly distributed primary users (PU in
figure) and 𝑃 randomly distributed secondary users (SU in
figure). Once PUs begin to communicate, the surrounding
SUs can receive the PU signals and then capture the samples
to operate the spectrum sensing.
According to Figure 1, the SUs are equipped with 𝑀
receiving antennas and there are 𝐷 PU signals arriving

(1)

s (𝑘) = [𝑠1 (𝑘) , 𝑠2 (𝑘) , . . . , 𝑠𝐷 (𝑘)] ,

(2)

𝑇

n (𝑘) = [𝑛1 (𝑘) , 𝑛2 (𝑘) , . . . , 𝑛𝑀 (𝑘)] .
Hence, formula (1) can be rewritten as the matrix form:
𝐻0 : X = N,
𝐻1 : X = HS + N,

(3)

where X = [x(0), x(1), . . . , x(𝑁 − 1)]𝑇 and N = [n(0), n(1),
. . . , n(𝑁 − 1)]𝑇 are the antenna receiving matrix and noise
matrix, respectively. H ∈ C𝑀×𝐷 is the channel gain matrix of
the signal matrix S = [s(0), s(1), . . . , s(𝑁 − 1)]𝑇 .

3. Eigenvalue Weighting Based Detection
3.1. Fundamental of Eigenvalue Weighting Based Detection.
Based on (3), the corresponding covariance matrix can be
written as
RX = 𝐸 (XX𝐻) ,
RS = 𝐸 (SS𝐻) ,

(4)

RN = 𝐸 (NN𝐻) .
Hence, we can rewrite RX as
RX = HRS H𝐻 + RN .

(5)

Let 𝜆 1 ≥ 𝜆 2 ≥ ⋅ ⋅ ⋅ ≥ 𝜆 𝑀 and 𝜌1 ≥ 𝜌2 ≥ ⋅ ⋅ ⋅ ≥ 𝜌𝐷 represent the
eigenvalues of RX and HRS H𝐻, respectively. Obviously, when
PUs are present, we can get 𝜆 𝑖 = 𝜌𝑖 + 𝜎𝑛2 ; when PUs are absent,
that is, RX = RN , we can have 𝜆 1 = 𝜆 2 = ⋅ ⋅ ⋅ = 𝜆 𝑀 = 𝜎𝑛2 .
Based on the analysis above, we can make detection by
weighting the eigenvalues. Considering the number of samples is finite in reality we can get the following test statistic:
𝑀

𝑇 = ∑𝑤𝑖 𝜆 𝑖 (RX (𝑁)) ,
𝑖=1

(6)
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where w = [𝑤1 , 𝑤2 , . . . , 𝑤𝑀]𝑇 is the weighting coefficient
vector; 𝑃𝑑 and 𝑃𝑓𝑎 represent the probability of detection and
the probability of false alarm. 𝑓𝑇|𝐻1 (⋅) and 𝑓𝑇|𝐻0 (⋅) are the
probability density function of test statistic under 𝐻1 and 𝐻0 ,
respectively.
Based on (6), we find that it is possible to analyze the
distribution of the test statistic whereas the joint probability
density function is rather complex, whose close form expression is not available. However, we can transfer the problem of
eigenvalue weighting of the matrix to a problem of the trace
of a new matrix and the analysis of distribution of the trace
is a simple problem. The detailed analysis is showed in the
following.
Let Y = GX ∈ C𝑀×𝑁 and G = diag[𝑔1 , 𝑔2 , . . . , 𝑔𝑀] =
diag[√𝑤1 , √𝑤2 , . . . , √𝑤𝑀]𝑇 . Hence,

SU4

SUP

U
s ed P
Licen

SU3
Sensing wireless
channels

els
chann
PU2

PU1
SU2
SU1

PUD

Primary user (PU)

Licensed PU channels
Sensing wireless channels

Secondary user (SU)
with multiantenna

WY = YY𝐻 = GWX G𝐻,

Figure 1: Scenario of spectrum sensing for multiantenna cognitive
radio system.

where 𝜆(⋅) is the eigenvalues and 𝑤𝑖 is the weighting coefficient. RX (𝑁) = (1/𝑁)XX𝐻 is the samples covariance matrix.
Obviously, if 𝑇 > 𝛾 (𝛾 is the test threshold), then PUs are
present; otherwise, PUs are absent.
Finally, we summarize the general eigenvalue weighting
algorithm steps as follows.
Eigenvalue Weighting Based Spectrum Sensing Algorithm for
Multiantenna Cognitive Radio System

where WX = XX𝐻. When the number of samples 𝑁 tends to
infinite, the WX tends to a diagonal matrix and we can get the
following:
EVD (WY ) = EVD (GWX G𝐻) ≈ GEVD (WX ) G𝐻,

3.2. Theoretical Analysis of Eigenvalue Weighting Based Detection. Note that how to select weights 𝑤𝑖 is of great importance, which can affect the performance of the algorithm
directly. Based on the Neyman-Pearson rule, we can express
the weighting selection problem as the following optimal
problem [28, 29]:
∞

max
w

𝑃𝑑 = ∫ 𝑓𝑇|𝐻1 (𝑥; w) 𝑑𝑥
𝑟

∞

s.t.

𝑃𝑓𝑎 = ∫ 𝑓𝑇|𝐻0 (𝑥; w) 𝑑𝑥,
𝑟

(7)

𝑀

𝑀

𝑖=1

𝑖=1

𝑇 = ∑𝑤𝑖 𝜆 𝑖 (RX (𝑁)) ≈ ∑𝜆 𝑖 (RY (𝑁))
= Trace (RY (𝑁)) = Trace (GRX (𝑁) G𝐻)

Step 2 (obtain the eigenvalues of sample covariance matrix).
Make eigenvalue decomposition (EVD) of RX (𝑁), obtain 𝑀
eigenvalues, and sort them in a descending order: 𝜆 1 ≥ 𝜆 2 ≥
⋅ ⋅ ⋅ ≥ 𝜆 𝑀.

Step 4 (decision). If 𝑇 > 𝛾, then signal exists (“yes” decision);
otherwise, signal does not exist (“no” decision), where 𝛾 is a
threshold.

(9)

where EVD(⋅) represents the diagonal matrix of eigenvalues
and the equality holds when the number of samples 𝑁 tends
to infinite. Hence, if we make eigenvalue weighting of WX by
w = [𝑤1 , 𝑤2 , . . . , 𝑤𝑀]𝑇 and calculate the sum of the eigenvalues after weighting, then it is equivalent to compute the
trace of WY . Since WX = 𝑁RX (𝑁), we can rewrite (6) as the
following:

Step 1 (compute the sample covariance matrix of the received
signal). Since the number of samples is finite, we can only use
the sample covariance matrix RX (𝑁) = (1/𝑁)XX𝐻.

Step 3 (calculate the test statistic of the eigenvalue weighting).
Let all the eigenvalues be weighted by 𝑤𝑖 and compute the
sum of them. Thus, we can obtain the test statistic in (6).

(8)

=

(10)

1 𝑀 𝑁−1 
2
∑ ∑ 𝑤 𝑟 (𝑘) ,
𝑁 𝑖=1 𝑘=0 𝑖  X𝑖 

where 𝑟X𝑖 (𝑘) is the 𝑖th row, (𝑘 + 1)th element of RX (𝑁). Let
2
𝑎𝑖 = ∑𝑁−1
𝑘=0 |𝑟X𝑖 (𝑘)| and thus the test statistic 𝑇 can be written
as
𝑀

𝑇 = 𝑁𝑇 = ∑𝑤𝑖 𝑎𝑖 .

(11)

𝑖=1

For simplification, we assume the noise variance 𝜎𝑛2 = 1.
When the number of samples is large enough we can get the
following expression based on central limit theorem (CRT):
𝑎𝑖
𝑀

𝑀

{
{
N (𝑁∑𝑤𝑖 , 2𝑁∑𝑤𝑖2 ) ,
{
{
{
{
𝑖=1
𝑖=1
∼{
𝑀
𝑀
{
{
{
2
{
{N (𝑁∑𝑤𝑖 (1 + 𝑟𝑖 ) , 2𝑁∑𝑤𝑖 (1 + 2𝑟𝑖 )) ,
𝑖=1
𝑖=1
{

𝐻0
𝐻1 ,

(12)
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where 𝑟𝑖 = 𝐸| ∑𝐷
𝑗=1 ℎ𝑖𝑗 𝑠𝑗 (𝑘)| is the power of the PU signals.
Therefore, we can obtain the expressions of 𝑃𝑓𝑎 and 𝑃𝑑 ,
respectively:

𝑃𝑓𝑎 = 𝑃 {𝑇 > 𝛾 | 𝐻0 } = 𝑄 (

𝛾 − 𝑁 ∑𝑀
𝑖=1 𝑤𝑖
2
√2𝑁 ∑𝑀
𝑖=1 𝑤𝑖

),

(13)

𝑃𝑑 = 𝑃 {𝑇 > 𝛾 | 𝐻1 }
= 𝑄(

𝛾 − 𝑁 ∑𝑀
𝑖=1 𝑤𝑖 (1 + 𝑟𝑖 )
2
√2𝑁 ∑𝑀
𝑖=1 𝑤𝑖 (1 + 2𝑟𝑖 )
+∞

(14)

),

2

where 𝑄(𝑥) = ∫𝑥 (1/√2𝜋)𝑒−𝑡 /2 𝑑𝑡. Hence, based on (13) and
(14), we can finally get the expression as
𝑃𝑑 = 𝑄 (

𝑄−1 (𝑃𝑓𝑎 ) − √(𝑁/2) ∑𝑀
𝑖=1 𝛼𝑖 𝑟𝑖
2
√∑𝑀
𝑖=1 𝛼𝑖 (1 + 2𝑟𝑖 )

),

(15)

𝑀 2
2
where 𝛼𝑖 = 𝑤𝑖 /√∑𝑀
𝑖=1 𝑤𝑖 and ∑𝑖=1 𝛼𝑖 = 1. Since the SNR
of spectrum sensing is rather low (−20 dB), which leads to
2
𝑟𝑖 ≪ 1, we can get ∑𝑀
𝑖=1 𝛼𝑖 (1 + 2𝑟𝑖 ) ≈ 1. Hence, (15) can be
approximated as

𝑃𝑑 ≈ 𝑄 (𝑄−1 (𝑃𝑓𝑎 ) − √

𝑁𝑀
∑𝛼 𝑟 ) .
2 𝑖=1 𝑖 𝑖

(16)

Therefore, problem (7) can be rewritten as

3.3. Eigenvalue Weighting Based Detection. Note that the
transformation from eigenvalue to energy in (9) is approximately equivalent and the equality holds when 𝑁 tends to
infinite. Hence, the corresponding analysis should be more
accurate when the number of samples tends to be very large.
On the other hand, the analysis under this case is based on
the assumption that the received signals are independent and
identically distributed (i.i.d.) for each other, which is not very
accurate for the case of highly correlated signals. For example,
as for (12), the distribution of 𝑎𝑖 under 𝐻1 is considered as
a linear combination of Gaussian variables with (1 + 𝑟𝑖 )variance, which is based on the assumption that the received
signals under 𝐻1 are i.i.d. for each other. However, this
assumption is only available under a cooperative spectrum
sensing model whose samples are collected from different
sensing nodes. Hence, the weighting coefficient in (20) is not
an appropriate weighting scheme especially for the case of
highly correlated signals and thus it needs to be improved for
better catching the signals’ correlation.
Motivated by this, we try to analyze the weighting
coefficients from the aspect of eigenvalue directly. Since 𝑟𝑖 =
𝐸|ℎ𝑖𝑗 𝑠𝑗 (𝑘)|2 is the power of the PU signals and 𝐸[|ℎ𝑖𝑗 |2 ] =
1, we can then replace the power of the PU signals 𝑟𝑖 in
(20) with the eigenvalues of signal covariance matrix 𝜌𝑖 =
[EVD(HRS H𝐻)]𝑖 .
In this case, the test statistic can further capture the
correlation among signals and may achieve better performance especially when there are highly correlated PU signals.
Hence, we propose a signal eigenvalue weighting (SEW)
based detection and the test statistic is given as

𝑀

max
𝛼

𝑀

∑ 𝛼𝑖 𝑟𝑖

𝑇SEW = ∑

𝑖=1

(17)

𝑀

s.t. ∑𝛼𝑖2 = 1.
𝑖=1

Note that this problem can be solved by Lagrangian multiplier
method and the solution is written as
𝑟𝑖
.
𝛼𝑖∗ =
(18)
2
√∑𝑀
𝑟
𝑖=1 𝑖
2
Let ∑𝑀
𝑖=1 𝑤𝑖 = 1 and we can finally get the weighting coefficient:

𝑤𝑖∗ = 𝛼𝑖∗ , 1 ≤ 𝑖 ≤ 𝑀.

(19)

Note that this weighting scheme is exactly identical to the
maximal ratio combination (MRC) weighting scheme in [28,
29] and we call it energy based MRC (EN-MRC) detection.
Hence, by studying the idea of MRC weighting scheme, we
apply this idea into eigenvalue weighting and finally develop a
kind of energy based MRC algorithm. The test statistic can be
written as
𝑀

𝑇EN-MRC = ∑
𝑖=1

𝑖=1

𝑟𝑖
2
√∑𝑀
𝑖=1 𝑟𝑖

𝜆𝑖,

(20)

2
where 𝑟𝑖 = 𝐸| ∑𝐷
𝑗=1 ℎ𝑖𝑗 𝑠𝑗 (𝑘)| is the power of the PU signals.

𝜌𝑖
2
√∑𝑀
𝑖=1 𝜌𝑖

𝜆𝑖,

(21)

where 𝜆 𝑖 and 𝜌𝑖 are the eigenvalues of sample and signals’
covariance matrix, respectively. Although the SEW based
detection may perform better performance, it is not available
in practice as it needs the a priori information of the channel,
signal, and noise. Hence, we try to use the maximum likelihood estimation (MLE) of these parameters to design semiblind detection, in which only noise power is needed. Hence,
we will analyze and derive the MLE of eigenvalues of the
PU signals’ covariance matrix in the following.
According to the analysis in [23], the MLE of signals’
covariance matrix Rs can be expressed as
̂ s = Ux Diag ((𝜆 1 − 𝜎2 )+ , (𝜆 2 − 𝜎2 )+ , . . . ,
R
𝑛
𝑛
(𝜆 𝑀 −

(22)

+
𝜎𝑛2 ) ) U𝐻
x ,

where Ux is the eigenvector of sample covariance Rx (𝑁) and
(𝑥)+ = max(0, 𝑥) represents the maximum between 𝑥 and
0. Hence, the MLE of eigenvalues of PU signals’ covariance
matrix can be written as
+

̂ 𝑖 = (𝜆 𝑖 − 𝜎𝑛2 ) .
𝜌

(23)
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correlated signals
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Consider the assumption of i.i.d. signal
model is not valid in practice and
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correlations of signals
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i.i.d. signal model
Large number of samples
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The idea of MRC from EN-MRC
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Transfer the eigenvalue weighting to
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∗

“EN” and “EIG” are represented energy and eigenvalue, respectively

Figure 2: Illustration of how to obtain the eigenvalue weighting schemes.

Substituting the MLE of signal eigenvalue into (21) we can
obtain the test statistic of signal eigenvalue approximation
weighting (SEAW) based detection as
𝑀

𝑇SEAW = ∑
𝑖=1

(𝜆 𝑖 − 𝜎𝑛2 )
√ ∑𝑀
𝑗=1

((𝜆 𝑗 −

4. Simulations and Discussions

+

+ 2
𝜎𝑛2 ) )

SEAW based detection. The corresponding illustration is
shown in Figure 2.

𝜆𝑖.

(24)

As a summary, we propose three weighting schemes: one
is traditional MRC based detection (i.e., EN-MRC) and the
other two are improvement eigenvalue weighting schemes,
that is, SEW based detection and SEAW based detection. For
the convenience of comparison, we summarize these three
methods in Table 1.
Remark. Since eigenvalue weighting problem can not be
solved directly, we first loose the constraint conditions and
assume that the PU signals follow the i.i.d. model and the
number of samples is very large. In this case, we can obtain an
inaccuracy solution: EN-MRC. Based on the MRC weighting
scheme, we then tighten the constraint conditions and modify the assumption to make it satisfy the requirements of the
practical system, that is, correlated signal model. Considering
the eigenvalues can further capture the correlations of signals,
we finally replace the energies with eigenvalues and design
the eigenvalue based MRC (EIG-MRC) schemes: SEW and

This section provides some simulation results for multiantenna cognitive radio systems in the MATLAB environment. Since this paper focuses the eigenvalue weighting
schemes for spectrum sensing, we will compare the proposed
EN-MRC, SEW, and SEAW based detection with eigenvalue
based methods, including MED, MME, and AGM detection.
We assume there is 1 PU or 2 PUs transmitting signal over the
Nakagami-𝑚 (𝑚 = 1) channel in presence of AWGN. The SUs
are equipped with 4-element antenna array. The stopping criterion set is at 10 000 iterations and the 𝑃𝑓𝑎 is set as 0.1 (this has
been specified as the maximum allowable 𝑃𝑓𝑎 by the WRAN
802.22 working group).
The simulation results of detection performance in terms
of number of samples 𝑁 = 100 with 1 PU and 2 PUs are presented in Figures 3 and 4, respectively. It is shown that when
compared with eigenvalue based methods, such as MED,
MME, and AGM, the proposed SEW and SEAW based detection perform much higher probability of detection with different SNRs, while the EN-MRC performs a relatively lower
detection probability when compared with MED, MME, and
AGM detection. It is because algorithms SEW and SEAW
are regarded as “EIG-MRC” weighting scheme and MED and
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Table 1: Promotion schemes of eigenvalue weighting based spectrum sensing algorithm.

Algorithm
Energy based maximum ratio
combination (EN-MRC)

Signal eigenvalue weighting
(SEW) based detection

1

1

0.9

0.9

0.8

0.8

0.7

0.7

Probability of detection

Probability of detection

Signal eigenvalue approximation
weighting (SEAW) based
detection

Test statistic
𝑀
𝑟𝑖
𝜆𝑖,
𝑇EN-MRC = ∑
𝑀 2
𝑖=1 √∑
𝑖=1 𝑟𝑖
where 𝜆 𝑖 and 𝑟𝑖 are the eigenvalues of sample and
the power of the PU signals, respectively.
𝑀
𝜌𝑖
𝜆𝑖,
𝑇SEW = ∑
𝑀 2
𝑖=1 √∑
𝑖=1 𝜌𝑖
where 𝜆 𝑖 and 𝜌𝑖 are the eigenvalues of sample and
PU signals’ covariance matrix, respectively.
𝑀
(𝜆 𝑖 − 𝜎𝑛2 )+
𝜆𝑖,
𝑇SEAW = ∑
𝑀
2 + 2
𝑖=1 √∑
𝑗=1 ((𝜆 𝑗 − 𝜎𝑛 ) )
where 𝜆 𝑖 is the eigenvalues of sample covariance
matrix; 𝜎𝑛2 is the noise power at receiver.
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Figure 3: Detection performance under 𝑁 = 100 with 1 PU.

Figure 4: Detection performance under 𝑁 = 100 with 2 PUs.

AGM belong to the selection combination (SC) and equal
gain combination (EGC) weighting schemes for eigenvalues,
respectively. As for EN-MRC, it is the energy based weighting
coefficients, which can not fully capture the correlations. In
addition, the MME is just a kind of partial eigenvalue based
nonweighting detection and thus it has limited detection
performance. However, since low SNR approximation has
been adopted to derive the EN-MRC scheme, the EN-MRC
is able to achieve a relatively higher detection probability. For
example, the EN-MRC is slightly better than MME and AGM
when the SNR is ranging from −35 dB to −13 dB. On the other
hand, when the SNR increases, the probability of detection of
EN-MRC drops a little and presents a slightly worse performance (since the number of eigenvalues for the simulation

is very small, the advantages of making detection by using all
the eigenvalues or the energies are not obvious, which means
the AGM or EN-MRC may not achieve a better performance
than MME). When comparing Figure 3 with Figure 4, we
can find that the performance increases with the increasing
number of PUs, such as a nearly 30% detection probability
improvement in terms of −15 dB.
Similarly, Figures 5 and 6 present the simulation results
of probability of detection in terms of number of samples
𝑁 = 1000 with 1 PU and 2 PUs. Again, the proposed SEW and
SEAW methods achieve a higher detection performance and
the EN-MRC outperforms MME and AGM under low SNRs.
Hence, the simulation results can further verify that it is just
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0.5 in terms of SNR = −15 dB, which is in the middle of 𝑃𝑑 of
SEW (i.e., 1) and 𝑃𝑑 of EN-MRC (i.e., 0.2).
According to Figures 3–6, a more interesting phenomenon can be found; that is, the SEAW’s performance
shifts from the lower 𝑃𝑑 area (close to EN-MRC) to a higher
𝑃𝑑 area (close to SEW) with the increasing of number of
samples and number of PUs, which is like a kind of lower and
upper bounds of the performance of SEAW. If we consider
the performance-complexity tradeoff, the proposed SEAW
can be selected as an alternative for its low complexity and
relatively better performance. Hence, the SEAW may be more
suitable for the application in reality.

1
0.9

Probability of detection

0.8
0.7
0.6
0.5
0.4
0.3
0.2

5. Conclusion

0.1

This paper focuses on the problem of the eigenvalue weighting based spectrum sensing in multiantenna cognitive radio
system. Through the analysis of system model, we transfer
the eigenvalue weighting issue to the energy based weighting
problem and derive the theoretical expression of detection
threshold and probability of false alarm and finally obtain
the close form expression. Considering the case of correlated
signals is common in applications, we then design the signal
eigenvalue based detection methods and they can achieve
more higher detection probability. Simulation results verify
the efficiency of the proposed algorithms.
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the replacement of energy with eigenvalue that leads to the
high improvements in terms of detection probability.
In addition, as for the three new methods, we can find
that SEW performs the best among these proposed methods,
EN-MRC performs the worst, and the performance of SEAW
is between these two methods. For example, the probability
of detection of SEAW with 2 PUs (i.e., SEAW in Figure 3) is
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This paper considers the spectrum sharing multiple-input multiple-output (MIMO) cognitive interference channel, in which
multiple primary users (PUs) coexist with multiple secondary users (SUs). Interference alignment (IA) approach is introduced
that guarantees that secondary users access the licensed spectrum without causing harmful interference to the PUs. A rankconstrained beamforming design is proposed where the rank of the interferences and the desired signals is concerned. The standard
interferences metric for the primary link, that is, interference temperature, is investigated and redesigned. The work provides a
further improvement that optimizes the dimension of the interferences in the cognitive interference channel, instead of the power
of the interference leakage. Due to the nonconvexity of the rank, the developed optimization problems are further approximated
as convex form and are solved via choosing the transmitter precoder and receiver subspace iteratively. Numerical results show that
the proposed designs can improve the achievable degree of freedom (DoF) of the primary links and provide the considerable sum
rate for both secondary and primary transmissions under the rank constraints.

1. Introduction
Cognitive radio (CR) network is a potential solution to
enhance spectrum utilization by allowing coexistence with
licensed networks. The concurrent transmissions are allowed
in the spectrum sharing cognitive radio networks by keeping
the CR interferences to the primary user receivers (PU-Rxs)
under an acceptable level. Hence, an effective approach to
control the interference level is of critical importance to
underlay CR networks.
Recently, interference alignment (IA) has been developed
to achieve the maximum spatial degrees of freedom in the 𝐾
user interference channel, which guarantees an interferencefree received signal by forcing interferences into a reduceddimensional receiver subspace [1–13]. Considering its potential to mitigate the interference, the IA is widely introduced
to multiple-input multiple-output (MIMO) cognitive radio
system [14–19], MIMO relay system [20], multihop MIMO
networks [21], and the simultaneous wireless information
and power transfer (SWIPT) system [22]. In the MIMO CR
networks, the upper bound and lower bound of achievable
degrees of freedom (DoF) have been studied with global

channel information [1, 23], and the CR interferences to the
PUs are nulled in [14–16]. However, the global channel state
information usually is not available, which may lead to severe
CR interferences to PU. As a result, the practical algorithm is
developed that minimizes the interference leakage power by
selecting the precoding and receiving beamforming matrices
alternatively [16, 23–25]. In [16], the active IA and success
interference cancelation (SIC) techniques are combined to
transmit data over MIMO underlay CR network. Moreover,
an efficient antenna selection IA algorithm based on discrete
stochastic optimization (DSO) is proposed to improve the
received signal-to-interference-and-noise ratio (SINR) of
each user in IA-based CR networks with low complexity
[17]. In the abovementioned works, the interference temperature is considered as a standard interference metric that
suppresses the CR interferences and guarantees the quality
of service (QoS) of the primary transmission. Considering
the available eigenmodes distributed among the SUs and PUs,
the adaptive number of eigenmodes beamforming (ANEB)
algorithm for the PU is developed which adjusts the number
of PU’s eigenmodes to meet its rate requirement [26]. It
suggests that the DoF of the receiving eigenspace is of crucial
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importance to the system performance, which motivates us
to revise the standard interference metric, that is, interference
temperature, in the underlay CR networks.
In this paper, the rank-constrained beamforming design
is developed for underlay MIMO CR network. Instead of
using the standard interference metric, interference temperature, the CR interferences to the PU-Rxs are controlled
by a rank constraint that aligns the CR interferences into
a reduced-dimensional subspace. As a result, the CR interferences are suppressed in a low-dimensional subspace,
rather than an acceptable low level of the received power;
consequently the achievable DoF of the intended primary
signal is guaranteed. The optimal transmit precoding and
receiving beamforming are selected by minimizing the total
interference of the secondary transmission subject to the
rank constraint on the CR interferences. Different from
those designs based on Cadambe-Jafar scheme [14–16], the
proposed design strives to null the CR interferences at
the PU-Rxs without the global channel state information.
Considering the benefits of the multiplexing gain/DoF, we
further maximize the achievable DoF of the secondary links
by minimizing the dimension of the interferences of the
secondary transmission while maintaining the full rank of the
desired signal matrix and the low rank of the CR interferences
to PUs. Due to the nonconvexity of the rank, the proposed
optimization problem can be approximated as convex form
and efficiently solved via alternating minimization. Simulation results show that the proposed scheme can improve
the sum rate of both PU and SUs due to the effective rank
constraint on the CR interferences.
This paper is organized as follows. The system model
is introduced in Section 2. Section 3 presents the rankconstrained interference minimization algorithm, followed
by further improvement in Section 4. Simulation results are
presented and discussed in Section 5. Concluding remarks are
given in Section 6.
Notations. Matrices and vectors are type-faced using slanted
bold uppercase and lowercase letters, respectively. Conjugate
transpose of the matrix A is denoted as A𝐻. Positive semidefiniteness of the matrix A is depicted using A ⪰ 0, and I𝑑 is an
identity matrix with the dimension equal to 𝑑. C𝑚×𝑛 is used to
describe the complex space of 𝑚 × 𝑛 matrices, and CN(m, Σ)
denotes a complex Gaussian distribution with mean m and
covariance Σ. Finally, mathematical expectation is described
as E[⋅]. The trace, nuclear norm, and Frobenius norm of a
matrix/vector are denoted by tr{⋅}, ‖⋅‖∗ , and ‖⋅‖𝐹 , respectively.

2. System Model
Consider a MIMO cognitive radio network with 𝐿 PU and
𝐾 SUs, shown in Figure 1. The secondary transmitter (SUTx) is equipped with 𝑁𝑘 transmit antennas and 𝑀𝑘 receiving
antennas at the 𝑘th SU. The transmission of all 𝐾 users is
synchronized such that each simultaneously begins and ends
each transmission, and no frequency or timing offsets exist in
the network [2, 6]. In the primary links, there are 𝑁𝑝 transmit
antennas and 𝑀𝑝 receiving antennas equipped at each PU.
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Figure 1: MIMO underlay cognitive radio network with single
primary link and 𝐾 secondary pairs.

Without any loss of generality, we assume that the users are
indexed so that users 1, . . . , 𝐾 are SUs and the users 1, . . . , 𝐿
are the PUs. The total signal received at the 𝑘th secondary user
receiver (SU-Rx) can be expressed as
𝐾

y𝑘 = H𝑘𝑘 V𝑘 x𝑘 + ∑ H𝑘𝑙 V𝑙 x𝑙 + n𝑘 ,

𝑘 = 1, . . . , 𝐾,

(1)

𝑙=1,𝑙=𝑘
̸

where x𝑘 ∈ C𝑑𝑘 ×1 represents the transmitted signal from the
𝑘th SU-Tx with equally loaded power and H𝑘𝑙 ∈ C𝑀𝑘 ×𝑁𝑘
denote the flat-fading channel from the 𝑙th SU-Tx to the
𝑘th SU-Rx receiver. The columns of the precoding matrix
V𝑘 ∈ C𝑁𝑘 ×𝑑𝑘 are orthonormal basis of the 𝑘th transmitted
signal where V𝐻
𝑘 V𝑘 = I (for all 𝑘), and the receiver thermal
𝑁𝑘 ×1
noise n𝑘 ∈ C
is assumed as the complex additive white
Gaussian noise with covariance 𝜎𝑘2 I; that is, n𝑘 ∼ CN(0, 𝜎𝑘2 I).
Note that any interference from the PU-Tx is assumed to
be neglected. (This can be possible if the PU-Tx is located
far away from the secondary users, or the interference is
represented by the noise under an assumption that the PUTx’s signal is generated by random Gaussian codebooks [27].
In IEEE 802:22 standard, the secondary wireless regional area
network (WRAN) is located far away from the primary TV
transmitter and hence the interference from the primary TV
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transmitter can be neglected at the receiver.) Similarly, the
received signal y𝑝 at the 𝑝th PU-Rx can be expressed as
𝐿

𝐾

𝑝=1,𝑝=𝑞̸

𝑘=1

y𝑝 = H𝑝𝑝 V𝑝 x𝑝 + ∑ H𝑝𝑞 V𝑞 x𝑞 + ∑ H𝑝𝑘 V𝑘 x𝑘 + n𝑝 ,

(2)

𝑝 = 1, . . . , 𝐿,
where x𝑝 ∈ C𝑑𝑝 ×1 represents the transmitted signal from
the 𝑝th PU-Tx with equally loaded power, H𝑝𝑞 ∈ C𝑀𝑝 ×𝑁𝑝
denote the channel from the 𝑞th PU-Tx to the 𝑝th PU-Rx,
and H𝑝𝑘 ∈ C𝑀𝑝 ×𝑁𝑘 is the channel from the 𝑘th SU-Tx to
the 𝑝th PU-Rx. The columns of the precoding matrix V𝑝 ∈
C𝑁𝑝 ×𝑑𝑝 are orthonormal basis of the transmitted signal from
the 𝑝th PU-Tx, and the receiver thermal noise n𝑝 ∈ C𝑁𝑝 ×1 is
assumed as the complex additive white Gaussian noise with
covariance 𝜎𝑝2 I; that is, n𝑝 ∼ CN(0, 𝜎𝑝2 I). Note that the first
term in (2) is the received intended signal of the 𝑝th primary
link, the second term is the interferences from other primary
links, and the third term is the CR interferences to the
corresponding PU-Rx.
In the underlay CR network, the secondary base stations
are allowed to concurrently transmit data as long as the interference metric has been satisfied. Previous researches nulled
the CR interferences at the PU-Rxs with global channel state
information, in which the CR interferences can be completely
aligned in the receiver subspace of the primary user [14–16].
However, the global channel state information is usually not
available in practice, in which the CR interferences at the PURxs may be difficultly eliminated, leading to the performance
degradation of the primary links. Without the global channel
state information, the well-known interference metric that is
used to control the CR interferences is named as interference
temperature; that is,

 ,
IT𝑝𝑘 = U𝐻
(3)
𝑝 H𝑝𝑘 V𝑘 
𝐹
where U𝑝 ∈ C𝑀𝑝 ×𝑑𝑝 is the receiver beamforming matrix of
the 𝑝th PU. Note that the interference temperature is used
to suppress the CR interferences under an acceptable power
level, rather than a reduced-dimensional subspace. However,
the standard IA techniques suggest that the interference-free
subspace can provide high DoF of the desired signal and
provide considerable average sum rate at that moderate and
high signal-to-noise ratio (SNR) [28, 29], which motivates
us to further investigate another interference metric that can
provide more dimensions of the interference-free receiver
subspace.

3. Rank-Constrained Interference
Minimization Beamforming
The CR interference metric is of critical importance to the
secondary transmission in the underlay CR network. It works
as admission control; that is, the secondary transmission
is allowed once the QoS of the primary links is satisfied;
otherwise, it will be prohibited to transmit. The ideal scenario

is that the CR interference is completely aligned and that there
are no CR interferences to each PU-Rx, as suggested in [14–
16]. With respect to the dimension of the receiver subspace,
the ideal scenario that CR interference is canceled can be
expressed in the following equation; that is,
𝐾

rank (J𝑝 ) = rank (U𝐻
𝑝 {H𝑝𝑘 V𝑘 }𝑘=1 ) = 0,

(4)

where J𝑝 is defined as the CR interferences to the 𝑝th PU-Rx;
that is, J𝑝 = U𝐻
𝑝 [H𝑝1 V1 , . . . , H𝑝𝑘 V𝑘 , . . . , H𝑝𝐾 V𝐾 ]. Supposing
that the interferences coming from other primary links are
perfectly aligned, the achievable multiplexing gain per PU
can be expressed as
+

DoF𝑝 = [rank (U𝐻
𝑝 H𝑝𝑝 V𝑝 ) − rank (J𝑝 )] ,

(5)

where rank(U𝐻
𝑝 H𝑝𝑝 V𝑝 ) ≥ rank(J𝑝 ), or else DoF𝑝 = 0.
To minimize the DoF degradation of the 𝑝th primary link
caused by the CR interferences, the effective approach is
to force the CR interferences from the SU-Txs to share
a reduced-dimensional subspace at the PU-Rxs, leading
to an interference-free receiver subspace for the primary
transmission.
Without global channel state information (in this work,
the local channel information is followed by the definition
in [6], where each of the transmitters is assumed to know
only the channel to its desired transmitter and the covariance
matrix of its effective noise (consisting of the AWGN and
the interference from all other users), e.g., the local channel
information of the 𝑘th link including the direct channel
H𝑘𝑘 and desired link {H𝑙𝑘 }𝐾
𝑙=1,𝑙=𝑘
̸ , while the global channel
information is defined as that in [1] where each node has
𝐾
to know all the channels {{H𝑙𝑘 }𝐾
𝑙=1 }𝑘=1 ), each secondary link
primarily can adjust its precoding and receiver subspaces
to minimize the interference leaked to unintended SURxs. More specifically, the precoder matrices {V𝑙 }𝐾
𝑙=1 and
interference receiving matrices {U𝑘 }𝐾
are
chosen
such
that
𝑘=1
each SU-Rx can decode its own signal by minimizing the
interference leakage while forcing the CR interferences to
share a reduced-dimensional subspace at the PU-Rxs. The
underlying optimization problem can be mathematically
described as follows:
minimize
U𝑘 ,V𝑙

subject to

𝐾
𝐾

2
 ,
∑ ∑ U𝐻
𝑘 H𝑘𝑙 V𝑙 
𝐹

(6)

rank (J𝑝 ) = 0,

(7)

rank (U𝐻
𝑘 H𝑘𝑘 V𝑘 ) = 𝑑𝑘 ,

(8)

𝑘=1 𝑙=1,𝑙=𝑘
̸

where U𝑘 ∈ C𝑀×𝑑𝑘 presents the receiving beamforming
matrix whose columns are the orthonormal basis of the 𝑘th
SU receiver. The objective function (6) minimizes the total
interference leakage of the secondary transmission, and the
full rank of the desired signals of the secondary links is
guaranteed in (8). However, the rank constraints in (7) and
(8) are not convex, and possible approximations are required.
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In order to minimize the performance degradation from
the secondary links, it is reasonable to approximate the rank
constraint (7) as a nuclear norm with a prespecified small
value 𝜀; that is,
J  ≤ 𝜀,
(9)
 𝑝 ∗
which can align the CR interferences into a low-dimensional
subspace, where ‖A‖∗ is denoted as nuclear norm of the
matrix A. Such approximation has been well studied in
compressive sensing and sparse matrix completion problems,
such as [30, 31] and references therein. Moreover, the rank
constraint (9) on the desired signal can be replaced by
Hermitian positive semidefinite matrix; that is,
𝜎min (U𝐻
𝑘 H𝑘𝑘 V𝑘 )

≥ 𝜖,

U𝐻
𝑘 H𝑘𝑘 V𝑘

⪰ 0,

(10)

where 𝜎min (A) denotes the minimum singular value of the
matrix A. Note that the closed set, 𝜎min (U𝐻
𝑘 H𝑘𝑘 V𝑘 ) ≥ 𝜖
and (U𝐻
H
V
)
⪰
0,
is
a
subset
of
Hermitian
positive
𝑘𝑘 𝑘
𝑘
𝐻
𝐻
definite matrix; that is, U𝑘 H𝑘𝑘 V𝑘 = (U𝑘 H𝑘𝑘 V𝑘 )𝐻 and
𝜎min (U𝐻
𝑘 H𝑘𝑘 V𝑘 ) > 0. As 𝜖 gets closer to 0, the two sets
asymptotically overlap [28]. As a result, the underlying rankconstrained problem can be approximated as
minimize
U𝑘 ,V𝑙

subject to

V𝑘

subject to

(11)

 
J𝑝  ≤ 𝜀,
 ∗

(12)

Proof. Supposing the matrix A ∈ C𝑚×𝑛 with rank 𝑟, the
matrix norm inequality is held [33]; that is,

𝐻
𝜎min (U𝐻
𝑘 H𝑘𝑘 V𝑘 ) ≥ 𝜖, U𝑘 H𝑘𝑘 V𝑘 ⪰ 0.

(13)

‖A‖𝐹 ≤ ‖A‖∗ ,

𝑘=1 𝑙=1,𝑙=𝑘
̸

𝐾
𝐾

2
 ,
∑ ∑ U𝐻
𝑙 H𝑙𝑘 V𝑘 
𝐹

𝑘=1 𝑙=1,𝑙=𝑘
̸

𝐾


 ≤ 𝜀,
∑ U𝐻
𝑝 H𝑝𝑘 V𝑘 


(14)

∗

𝐻
𝜎min (U𝐻
𝑘 H𝑘𝑘 V𝑘 ) ≥ 𝜖, U𝑘 H𝑘𝑘 V𝑘 ⪰ 0.

Then, the receiver matrices {U𝑘 }𝐾
𝑘=1 are achieved by using the
solutions {V𝑙 }𝐾
as
an
input,
such
as
𝑙=1
U𝑘

subject to

Now, each optimization problem is convex which can be
solved by using CVX toolbox [32]. We continue by iterating
this process until it converges in terms of the cost function
or stop it when the iteration number achieves the maximum
prespecified number. Note that the constraint on the CR
interferences to the PU is not included when selecting
the receiving beamforming. The step-by-step algorithm is
presented in Algorithm 1.

𝐾
𝐾

2
 ,
∑ ∑ U𝐻
𝑘 H𝑘𝑙 V𝑙 
𝐹

𝑘=1

minimize

Algorithm 1: Rank-constrained beamforming design.

Proposition 1. Under the same prespecified interference
threshold, the nuclear norm constraint (12) is equal to or tighter
than the interference temperature constraint (3) in terms of
power.

The remaining problem is still nonconvex due to simultaneously optimizing the precoding matrix V𝑘 and the receiving
beamforming matrix U𝑘 ; therefore, the alternating minimization is introduced; that is, temporarily holding the receiver
matrices fixed, we can optimize the objective function for
the remaining variables, alternating between which variables
are held fixed and which are updated. More specifically, with
𝐾
fixed {U𝑙 }𝐾
𝑙=1 , the precoders {V𝑘 }𝑘=1 are obtained by solving
the following problem:
minimize

Given: 𝜀 ≥ 0, and 𝜖 ≥ 0, U0 , and U(0)
𝑘
repeat
,
(1) Solve the subproblem (14) with fixed U(𝑖−1)
𝑘
Output V𝑖𝑘
(2) Solve the subproblem (15) with fixed V(𝑖)
𝑘 ,
Output U𝑖𝑘
until objective function ‖Obj(𝑖) − Obj(𝑖−1) ‖ ≤ 𝜍
opt
opt
Output: U𝑘 , and V𝑘

𝐾
𝐾

2
 ,
∑ ∑ U𝐻
𝑘 H𝑘𝑙 V𝑙 
𝐹

𝑘=1 𝑙=1,𝑙=𝑘
̸

𝜎min (U𝐻
𝑘 H𝑘𝑘 V𝑘 )

≥ 𝜖,

(15)
U𝐻
𝑘 H𝑘𝑘 V𝑘

⪰ 0.

(16)

where the Frobenius norm ‖A‖𝐹 = √tr{A𝐻A} =
√∑min{𝑚,𝑛}
𝜎𝑖2 and the nuclear norm ‖A‖∗ = tr{√A𝐻A} =
𝑖=1

𝜎𝑖 (𝜎𝑖 is the 𝑖th singular value of the matrix A). Once
∑min{𝑚,𝑛}
𝑖=1
the optimum solution is achieved, we have
IM 
 𝐻
U H𝑝𝑘 V∗  = 𝜀,
𝑘 
 𝑝
𝐹
RCIM 
RCIM 
 𝐻

U H𝑝𝑘 V∗  ≤ U𝐻H𝑝𝑘 V∗  = 𝜀,
𝑘
𝑘
 𝑝
𝐹  𝑝
∗

(17)

under the same prespecified interference threshold, where
IM
V∗𝑘 is defined as the optimal precoding under the standard
RCIM
interference temperature and V∗𝑘
is the optimal precoding
under the nuclear norm constraint. It leads to the result
straightforwardly obtained.
Remark 1. Since the nuclear norm is a surrogate approximation of the rank, the optimization problem under the rank
constraint (7) leaks fewer CR interferences to the PU-Rx
in terms of power, compared with that under the standard
interference temperature.
Remark 2. It is worth emphasizing the key difference between
the optimization problem with the proposed rank constraint
and that with standard interference temperature [16, 17, 23–
25]. Although it seems simple to replace the rank constraint
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on the CR interferences with the standard interference
temperature, the proposed constraint actually provides a new
way to investigate the interference metric of the CR network.
Section 5 shows that the higher DoF of the primary links can
be achieved under the new interference metric compared with
that under the standard one.
Remark 3. Each iteration reduces the objective function
𝐾
𝐻
2
∑𝐾
𝑘=1 ∑𝑙=1,𝑙=𝑘
̸ ‖U𝑘 H𝑘𝑙 V𝑙 ‖𝐹 , which is the nonnegative function.
As a result, it is clear that the objective function decreases
monotonically. Moreover, the objective function is not jointly
convex on U𝑘 and V𝑘 . Hence, although each step of the
proposed algorithms finds the minimum of the objective
function over the optimized variables, the proposed algorithm is not guaranteed to converge to the global optimum;
only local optimum is guaranteed. More details are presented
in Section 5.
Remark 4. In this work, the precoders and receiving beamformers are iteratively optimized via the centralized approach
which is difficult to implement for distributed SUs. Minimization of the interference subspace can be an alternative algorithm where the interference subspace of the 𝑘th
SU can be expressed as R𝑘 = [H𝑘1 V1 , . . . , H𝑘,𝑘−1 V𝑘−1 ,
H𝑘,𝑘+1 V𝑘+1 , . . . , H𝑘𝐾 V𝐾 ], and the optimization problem can
be solved by following the process in [13].

where the dimensions of signal and interference matrices are
S𝑘 ∈ C𝑑𝑘 ×𝑑𝑘 and J𝑘 ∈ C𝑑𝑘 ×[(𝐾−1)𝑑𝑘 ] . For simplicity, we refer to
S𝑘 (U𝑘 , V𝑘 ) and J𝑘 (U𝑘 , {V𝑙 }𝐾
𝑙=1 ) as S𝑘 and J𝑘 . Consequently, the
achievable multiplexing gain of the 𝑘th SU can be expressed
as
+

DoF𝑘 = [rank (S𝑘 ) − rank (J𝑘 )] ,

where rank(S𝑘 ) ≥ rank(J𝑘 ), or else DoF𝑘 = 0. To aim for 𝑑𝑘
interference-free dimensions per SU, proper precoding and
receiving beamforming matrices are selected to maximize
the achievable DoF in (20) while maintaining the full rank
of the desired signal of secondary user and aligning the
CR interferences to a reduced-dimensional subspace of the
primary receiver; that is,
minimize

rank (J𝑘 ) ,

(21)

subject to

rank (S𝑘 ) = 𝑑𝑘 ,

(22)

rank (J𝑝 ) = 0,

(23)

V𝑘 ,{U𝑘 }𝐾
𝑘=1

due to
maximize [rank (S𝑘 ) − rank (J𝑘 )]
U𝑘 ,V𝑘

⇐⇒ maximize [𝑑𝑘 − rank (J𝑘 )]
U𝑘 ,V𝑘

4. Rank-Constrained Interference Rank
Minimization Beamforming

U𝐻
𝑘 H𝑘,𝑙 V𝑙 = 0.

U𝑘 ,V𝑘

(18)

S𝑘 (U𝑘 , V𝑘 ) ≜ U𝐻
𝑘 H𝑘,𝑘 V𝑘 ,
𝐾

≜ U𝐻
𝑘 [H𝑘,1 V1 , . . . , H𝑘,𝑙 V𝑙 , . . . , H𝑘,𝐾 V𝐾 ] ,

However, it is difficult to solve the 𝐾 optimization problem
in parallel, which can be reformulated as the sum of the
interference dimension minimizations subject to the rank
constraints instead. Moreover, the rank function is nonconvex and intractable, and hence, the underlying problem can
be further approximated as
𝐾

minimize
V𝑘 ,{U𝑘 }𝐾
𝑘=1

subject to

In other words, the IA approach strives to maximize the
achievable multiplexing gain per user. The interferencefree subspace optimization framework can lead to better
performance compared with the power optimizations, as
suggested in [28, 29]. It motivates us to investigate the rank
optimization framework in CR networks.
In order to understand the dimension optimization
framework, we follow the definition of the signal and interference matrices of the secondary transmission [28, 29]:

J𝑘 (U𝑘 , {V𝑙 }𝑙=1 )

(24)

⇐⇒ minimize rank (J𝑘 ) .

Due to its effective interference elimination, the IA scheme
has been introduced in CR network. Most recent works cancel
the interferences of the secondary links in terms of power,
such as interference leakage minimization [16, 23–25] and
SINR maximization [17]. However, the key concept of the IA
is to select precoder matrices {V𝑘 }𝐾
𝑘=1 and receiver subspaces
𝐾
spanned by {U𝑘 }𝑘=1 such that each receiver can decode its
own signal by forcing interfering users to share a reduceddimensional subspace [1]
rank (U𝐻
𝑘 H𝑘,𝑘 V𝑘 ) = 𝑑𝑘 ,

(20)

(19)

 
∑ J𝑘 ∗ ,

𝑘=1

 
J𝑝  ≤ 𝜀,
 ∗
𝜎min (U𝐻
𝑘 H𝑘𝑘 V𝑘 ) ≥ 𝜖,

(25)
U𝐻
𝑘 H𝑘𝑘 V𝑘 ⪰ 0.

The optimal precoding and receiving beamforming can be
selected by alternating minimization algorithm, and the
subproblems can be efficiently solved via CVX toolbox [34].
Remark 5. The objective function (21) can be approximated
as the reweighted nuclear norm which uses the sum of log
surrogate functions with a weight matrix. It can provide better
approximation compared with the standard nuclear norm
approximation, leading to an improvement of the sum rate
and the achievable DoF, especially when the perfect IA is
not feasible, suggested in [28]. In this work, we investigate
the difference between the dimension optimization and the
power optimization. Therefore, the further improvement of
the objective function is beyond our discussion and will be
presented in future work.

6

5.1. Performance with respect to Fixed Interference Threshold.
In this subsection, we present the system performances under
the interference temperature and the interference rank constraint and demonstrate the difference between the standard
and new metrics, where the thresholds of the interference
metrics are set equally to 𝜀 = 1.5.
The performance of the average sum rate and the achievable multiplexing gain of secondary links is illustrated in
Figures 2 and 3, respectively. The proposed rank-constrained
IRM approach achieves the highest sum rate due to its
highest achievable multiplexing gain, as shown in Figure 3.
Meanwhile, compared with the standard IM algorithm, the
proposed rank-constrained IM design obtains higher average
sum rate. Due to ‖A‖𝐹 ≤ ‖A‖∗ , the nuclear norm surrogate
is tighter than the Frobenius norm constraint under the
same interference threshold, leading to less interference
leaking to the PU-Rx. Consequently, more power would be
concentrated on the cognitive transmission, resulting in the
improvement on the sum rate of the secondary links. Taking
the multiplexing gain as optimization objective, the rankconstrained IM design achieves the highest DoF, followed in
order by the proposed rank-constrained IM design and the
standard IM design. These two figures clearly demonstrate
the key difference between the power minimization approach
and the dimension minimization framework (including the
two proposed algorithms): the interference minimization
focuses on the power minimization with low energy of interference achieved, and the rank minimization designs reduce
the dimensions of the subspace spanned by interference

Average sum rate of secondary links

We consider the MIMO cognitive radio network where the
(4 × 4, 3)2 MIMO cognitive interference channel is considered, which follows the same manner (𝑀 × 𝑁, 𝑑)𝐾 for the 𝐾user MIMO cognitive interference channel [35]. The channel
is assumed as a flat-fading channel, where each channel
element is drawn independently identically distributed (i.i.d)
from a complex Gaussian distribution with mean zero and
variance 1, and each link has the unit variance of white
Gaussian noise. The transmit power is equally allocated to
each column of the precoding matrices, that is, 10𝑃/10 /𝑑𝑘 ;
consequently, the SNR per user is 𝑃 dB. The algorithms stop
once the difference of the objective functions that obtained
the two iterations is less than 0.001. Note that, in order to illustrate the effect of the CR interferences on primary transmission, single primary transmission is considered, in which the
interferences from its own link are perfectly aligned. Three
IA approaches are presented, that is, the interference minimization algorithm subject to the standard constraint, interference temperature [25, 36], the proposed rank-constrained
interference minimization design, and the developed rankconstrained interference rank minimization approach. For
simplicity, we abbreviate the standard approach as IM and
the proposed algorithms as rank-constrained IM and rankconstrained IRM, respectively. Each point is based on 200
Monte Carlo iterations on National Super Computing Center
in Guangzhou Tianhe II supercomputer.
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Figure 2: Average sum rate of secondary transmissions versus SNR
(𝜀 = 0.9).
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Figure 3: Achievable multiplexing gain of secondary transmissions
versus SNR.

matrices. The latter one can provide more interference-free
subspace for the indented signal, compared with the former
one.
To further investigate the effect of the dimension constraint and the power constraint, the performance of the
average sum rate and the achievable multiplexing gain of
primary link is also presented. In Figure 4, the sum rate of
the primary link tends to be a constant, which is caused
by CR interferences, even though the rank-constrained IRM
approach still obtains the highest sum rate among three
algorithms. Figure 5 presents the advantage of the dimension
constraint: the CR interferences under standard IM approach
contaminate all receiver signal subspaces of the PU, while the
interference-free subspace provided by the rank-constrained
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Figure 6: Convergence of the alternating algorithms (SNR = 0 dB).

Figure 4: Average sum rate of primary link versus SNR (𝜀 = 0.9).
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Figure 5: Achievable multiplexing gain of primary link versus SNR.

framework is larger than zero. Both figures show that the
dimension constraint could be an effective interference metric
in the underlay CR network, which can provide higher
sum rate and interference-free subspace for the primary
transmission.
Furthermore, Figure 6 presents the convergence of the
objective function with SNR = 0 dB. As we expected, the
objective functions of all three distributed algorithms converge monotonically. The proposed rank-constrained IRM
approach has the fastest convergence speed, and the standard
IM approach has the slowest one. Figure 7 further investigates the CR interferences to the PU-Rx under the rankconstrained IM, rank-constrained IRM, and IM algorithms.
For fair comparison, the power of the CR interferences

0
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20
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25

30

Rank-constrained IRM
Rank-constrained IM
IM

Figure 7: Convergence of the CR interference to PU (SNR = 0 dB).

is taken into account. It is clear that the converged CR
interferences under the rank-constrained designs are lower
than that under the interference temperature, which on the
other hand confirms that the nuclear norm constraint is
tighter than the Frobenius norm constraint.
5.2. Performance with respect to Varied Interference Threshold.
In this subsection, we investigate the effect of different
interference metrics. The SNRs of the cognitive links and
primary link are equal to 𝑃 = 40 dB, and the length of the
transmitted signals in the primary link is 𝑑𝑝 = 𝑑𝑘 = 3.
Figures 8 and 9 present the performance of the sum rate
and the achievable multiplexing gain of the secondary transmission, respectively. In Figure 8, the increased threshold of
the interference metrics indicates that more power from the
secondary links is allowed to leak into the primary transmission, leading to less power transmitting the secondary signals.
As a result, the increased threshold degrades the performance

8
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Figure 8: Average sum rate per SU under varied interference
threshold.
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Figure 10: Achievable multiplexing gain per PU under varied
interference threshold.
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Figure 9: Achievable multiplexing gain per SU under varied
interference threshold.

of the sum rate of the secondary links provided by all three
algorithms. In terms of the average achievable multiplexing
gain of the secondary links, Figure 9 demonstrates the advantage of the dimension maximization of the interferencefree receiver subspace. The proposed rank-constrained IRM
algorithm provides the best performance among all considered algorithms, followed by the proposed rank-constrained
IM algorithm, while the traditional IM algorithm achieves
the lowest interference-free subspace. The rank-constraint
designs are less sensitive to the varied threshold since the
dimensions of the CR interferences are limited to 2 due
to ⌈𝜀𝑖 ⌉ = 1 (𝑖 = 1, . . . , 6 and ⌊𝑥⌋ is the element of 𝑥
to the nearest integer towards infinity). Compared with the
proposed design, the standard IM is very sensitive to the
varied threshold, where the achievable DoF becomes zero

as long as 𝜀 ≥ 1.6. Both Figures 8 and 9 indicate that the
consideration of the dimension optimization is reasonable
and effective.
Figure 10 presents the advantage of the developed framework in terms of the average achievable multiplexing gain of
the primary link, which provides overall better performance
than the IM approach. More specifically, when the threshold
increases to 2, the IM designs cannot obtain any multiplexing
gain at PU-Rx, while the proposed framework achieves
DoF𝑝 = 0.5 (in rank-constrained IM) and DoF𝑝 = 1 (in
rank-constrained IRM), respectively. It is because the developed algorithms strive to align the CR interferences into
a reduced-dimensional subspace at PU-Rx that only lowdimensional signal subspace would be contaminated by the
CR interferences, even if perfect alignment is not achievable
at PU-Rx.
In addition, Figure 11 illustrates the iteration number
under the varied interference threshold. Interestingly, we find
that the rank-constrained IRM algorithm has the lowest computation complexity, and the IM algorithm has the highest
complexity, which suggests that the proposed algorithm is
practicable.
5.3. Performance with respect to Implicit Advantages. In the
subsection, we further explore the implicit advantages of
the proposed algorithms in terms of the robustness against
imperfect CSI and varied feasibility conditions, shown in
Figures 12, 13, and 14, respectively. The imperfect channel
̂ = √1 − 𝛿H + √𝛿E,
state information (CSI) is modeled as H
where 𝛿2 = 0.15. Figure 12 shows that the proposed RCRM
algorithm has the potential robustness against the imperfections, since the RCRM framework strives to minimize the
dimension of the interferences rather than the power.
Moreover, two different feasibility conditions are considered, that is, (4 × 4, 2)3 and (4 × 4, 3)2 with single PU (𝑀𝑝 =
𝑁𝑝 = 2, 𝑑𝑝 = 2, 𝑃 = 1). When the perfect IA cannot be
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Figure 11: Iteration number under the varied interference threshold.

Figure 13: Average sum rate of secondary transmissions with two
feasible conditions.
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Figure 12: Robustness of the proposed algorithm with respect to
average sum rate of secondary transmissions.

achieved, the proposed algorithm still can achieve reasonable
performance with no limitation on the number of transmit
antennas, receiving antennas, and secondary users and the
length of transmit data. In Figures 13 and 14, the higher sum
rate of the secondary transmission can be achieved under the
configuration of (4 × 4, 2)3 , compared with that under (4 ×
4, 3)2 system in the low and moderate SNR region. However,
the curves of the sum rate become flat, which indicates that
the interference increases with the increase of SNR, leading
to the degradation of the sum rate of primary transmission.
Finally, the scenario that the multiple PUs coexist with
multiple SUs is presented in Figure 15. In multiple primary
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Figure 14: Average sum rate of primary transmissions with two
feasible conditions.

links, we assume that there might exist interferences between
multiple primary links by generating the primary receiving
beamforming randomly. The sum rate of the secondary
links is limited by the multiple CR interference constraints,
and its performance of the sum rate is degraded especially
in high SNR region. However, the rank-constrained IRM
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Figure 15: Single PU versus multi-PUs in terms of average sum rate
of secondary transmissions.

still achieves the best performance compared with rankconstrained IM and standard IM, due to the rank minimization. The numerical simulation results motivate us to explore
the corresponding mathematical background in our future
work.

6. Conclusion
In this paper, we developed a rank-constrained beamforming
algorithm for MIMO cognitive radio network. Instead of
using the interference temperature, a rank constraint on
CR interferences to the PU-Rxs is proposed, which aligns
the CR interferences into a reduced-dimensional subspace.
The optimal precoding and receiving beamforming matrices
are designed by minimizing the total interferences of the
cognitive interference channel subject to the rank constraints
on CR interferences and SUs and achieved iteratively via alternating minimization. The rank-constrained design is further
improved to minimize the dimension of the interference of
the cognitive interference channel. Numerical results show
that the proposed algorithm and its development not only
improve the achievable average sum rate of the SUs and PU,
but also provide more DoF of the interference-free subspace
for the primary transmission, under the help of the rank
constraint on CR interferences.
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Cognitive radio (CR) is a promising solution to address the more and more congested radio spectrum. Cooperative relaying can
provide a better transmission performance for the secondary user (SU), while the performance of the primary user (PU, also named
licensed user) should be preferentially protected especially when there is misdetection probability. In this paper, in order to keep
the PU away from outage caused by the interference from the SU under a certain signal-to-noise ratio (SNR), the maximum SNR
for the SU can be derived by using the rate decaying factor (RDF). Then, based on the maximum channel gain and the maximum
SNR, the outage probability is analyzed using decode-and-forward (DF) relaying and amplify-and-forward (AF) relaying schemes.
Numerical results show that the outage probability decreases when the power allocation factor increases for DF strategy, while the
outage probability has error floor when the power allocation factor increases for AF strategy. And the relaying scheme based on the
maximum channel gain outperforms that based on the maximum SNR when the power allocation factor and detection probability
are small, while the relaying scheme based on the maximum SNR outperforms that based on the maximum channel gain when the
power allocation factor is large. What is more, AF relaying has better outage performance in the practical implementation.

1. Introduction
In the CR system, the SUs share the PU bands. Therefore,
it is a great challenge for CR systems to protect the PU
signal away from the interference caused by the SU signal
[1]. How to deal with the interference which is caused by
the misdetection probability in the CR sensing period is a
critical issue. In other words, on one hand, the performance of
the SU transmission should be improved; on the other hand,
the PU’s transmission quality should be guaranteed. This
requires the cooperative relaying with perfect sensing ability.
In [2] the ideal sensing result is assumed on the PU’s bands,
and SUs only can communicate with each other through the
common existing bands when they are not occupied by the
PUs. Therefore, there will be no direct communication link
which can be performed if there is no common band. The
concept of cooperative relaying has been incorporated into
cognitive radio system when there is no direct transmission
link between two cognitive users. Cooperative transmission
can maintain the SU’s average throughput. The reason is that
the cooperative relaying nodes provide additional spatial and

spectrum diversity which improves the performance of the
transmission between the source and the destination [3].
The cooperative relay has two main strategies: DF relaying
and AF relaying. Cooperative communication is an efficient
strategy that overcomes most of the limitations in wireless
communications systems [4, 5]. Using cooperation, the users
require less total power to achieve a certain throughput
[4]. DF relaying uses relays to demodulate and decode the
transmitted signal from the source before reencoding and
retransmitting to the destination.
Related Work. In [6], a closed-form solution for the outage
probability of DF relaying when the statistics of the channels
between the source, relays, and destination are assumed to be
independent and identically distributed was presented, while
an exact closed-form expression for the outage probability
of DF relaying in independent but not identically distributed
dissimilar Rayleigh fading channels was derived in [7]. As a
low-cost strategy, the AF relaying boosts the coverage and
capacity of cellular networks, particularly in regions with
signal shadowing [8]. The outage probability is a criterion
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of the performance evaluation for cooperative relaying. The
outage probability for AF relaying using variable gain nodes
is accurately calculated in [9, 10]. Variable gain relay is a kind
of common AF strategy which compensates the signal fading
with the instantaneous channel state information (CSI). The
fixed relay is another strategy which is analyzed in [11],
while the instantaneous CSI in the fixed relay is not required
compared with the variable gain relay.
The capacity theorems of DF relaying and AF relaying
are proposed in [12]. Reference [13] analyzes and compares
the performances of AF, DF, selection DF, and incremental
AF strategies. The optimal resource allocation is researched
for the Gaussian parallel fading relay channel under both full
duplex and half duplex where the source and relay nodes
are subject to separate power constraints [14]. The power
allocation is investigated in a three-node CR network after
the cooperative relay in direct, dual-hop, and relay channels is
studied to acquire optimal throughput [15]. In [16], in the case
that the Rayleigh instantaneous channel gain is exponentially
distributed and available, the optimal outage probability is
achieved using power allocation under source node and
select nodes. In [17], the authors derive the optimal power
allocation scheme using selection amplify-and-forward (SAF) relay nodes to maximize the capacity in Rayleigh fading
channel with known complete CSI and channel statistics.
The outage probabilities of DF relaying and AF relaying with
different power allocation factors were analyzed in [18], while
[19] analyzes the outage probability of DF relaying and AF
relaying using channel gain and signal-to-noise ratio (SNR)
with different time duration allocation factors. However the
impact of misdetection (one is the case in which the PU
occupies the bands and is detected to be busy and another
is the case in which the PU occupies the bands but is detected
to be free; only the second midsection can cause interference
to PU) probability in spectrum sensing period on the data
transmission has not been discussed.
In this paper, we propose the concept of rate decaying
factor (RDF). Using RDF, the SUs maximum SNR is derived
in the premise of PU transmission link without interruption
under the right PUs SNR. Then, using maximum channel
gain and maximum SNR schemes, we analyze and calculate
the outage probabilities of DF relaying and AF relaying for
the relay node under the maximum SUs SNR with different
power allocation factors.

2. System Model
The failure of spectrum sensing causes the SU signal to
interfere with the PU on certain spectrum bands. As depicted
in Figure 1, The PU’s signal is truncated by the SU’s signal
when the bands are occupied but detected to be free. The SU’s
signal is the same as PU: one is from the SU’s base station and
another is from the relay nodes. The SU’s signal is truncated
by the PU’s signal when the bands are occupied but detected
to be free. So the SU and PU may interfere with each other
when the bands are misdetected. 𝑔0 represents the PU direct
transmission link; 𝑓0 and 𝑓1 represent the interference links
to the PU caused by the SU signal. On the other hand, the
SU may be interfered with by the PU signal when it starts to
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Figure 1: The system model.

utilize the PU spectrum bands in the case in which the PU is
actually busy but is detected to be free; ℎ0 represents the SU
direct transmission link, ℎ1 and ℎ2 represent the relaying links
of the SU, and 𝑙0 and 𝑙1 represent the interference links to the
SU caused by the PU. Furthermore, we assume the system is
a full duplex system.
2.1. Decode-and-Forward Relaying Strategy. For DF strategy,
there is the case that the PU is detected (𝑃𝐷: PU is absent
and is detected to be absent; PU is busy and is detected to be
busy) or misdetected (𝑃𝐷; PU is absent but is detected to be
busy; PU is busy but is detected to be absent). The received PU
signal can be divided into two cases: one is the case in which
the PU occupies bands and is detected to be busy; therefore
the noise is the channel noise; the other is the case in which
the PU occupies the bands but is detected to be free; thus the
noises consist of not only the channel noise but also the SU
signal. Considering these two cases, the received signal of PU
(𝑦pu ) can be represented as
𝑦pu
𝑃𝐷,
{
{𝑔0 √𝑃pu 𝑥pu + 𝑛pu ,
={
{
𝑔 𝑃 𝑥 + 𝑓0 √𝜉𝑃su 𝑥su + 𝑓1 √(1 − 𝜉) 𝑃su 𝑥su + 𝑛pu , 𝑃𝐷,
{ 0 √ pu pu

(1)

where 𝑃pu is the PU transmitting power, 𝑃su is the SU total
transmitting power which contains the power of source node
and relay nodes, 𝑥pu is the PU transmitting signal, 𝑥su is
the SU transmitting signal, and we assume that 𝐸{|𝑥pu |2 } =
𝐸{|𝑥su |2 } = 1, 𝑔0 is the average channel gain of the PU link,
𝑓0 and 𝑓1 are the average channel gains of interference link
to the PU, 𝑛pu is the PU noise, 𝑃𝐷 is the detection probability
in spectrum sensing period, and 𝑃𝐷 = 1 − 𝑃𝐷 is misdetection
probability.
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The received SU signal contains two main parts. The first
part is the transmitted signal from the SU when the PU signal
is absent and is actually detected to be free (𝑃𝐷); the noise
is only the channel noise. The second part contains not only
the channel noise but also the PU signal when the PU signal
is present but detected to be free (𝑃𝐷). Take all cases into
account; the received signal from the direct link of SU (𝑦su )
can be represented as

The SU received signal of the relay link in the condition
that the spectrum bands are detected and misdetected for the
AF strategy can be represented as

̃
𝑃𝐷,
{ℎ0 √𝜉𝑃su 𝑥su + 𝑛su ,
𝑦su = {
ℎ̃√𝜉𝑃su 𝑥su + 𝑙0 √𝑃pu 𝑥pu + 𝑛su , 𝑃𝐷,
{ 0

The Scheme for Selecting Node. (1) The maximum channel gain
scheme: the maximum channel gain node is selected from the
relay nodes through comparing the received signals; when the
maximum channel gain is larger than the direct link channel
gain, the relay link is selected to transmit the signal; otherwise
the direct link is selected.
(2) The maximum SNR scheme: the maximum SNR node
is selected from the relay nodes through comparing the
received signals; when the maximum SNR is larger than the
direct link SNR, the relay link is selected to transmit the
signal; otherwise the direct link is selected.
The remainder of the paper is organized as follows.
The system model and the relay nodes selected scheme are
proposed in Section 2. In Section 3, the SUs’ maximum
SNR is derived through RDF in the premise of keeping PUs
away from interruption under a certain PUs’ SNR; then the
outage probabilities of DF relaying and AF relaying based on
the selected relay node using maximum channel gain and
maximum SNR with different power allocation factors are
analyzed. In Section 4, numerical results are discussed. In
Section 5, we draw the conclusion.

(2)

where ℎ̃0 is the instantaneous channel gain of the SU direct
link, 𝑙0 is the average channel gain of interference link to the
SU, 𝜉 is the SU base station (BS) power allocation factor, and
𝑛su is the SU noise.
When multihop relaying is performed the received signal
of the 𝑘th node (𝑟𝑘 ) is
̃𝑘
{
𝑃𝐷,
{ℎ1 √𝜉𝑃su 𝑥su + 𝑛ℎ1 ,
𝑟𝑘 = {
{ℎ̃𝑘 √𝜉𝑃 𝑥 + 𝑙 √𝑃 𝑥 + 𝑛 , 𝑃 ,
su su
1
pu pu
ℎ1
𝐷
{ 1

(3)

where ℎ̃1𝑘 is the instantaneous channel gain of the relay link of
the SU BS-to-relay nodes, 𝑙1 is the average channel gain value
of interference link to the SU, and 𝑛ℎ1 is the receiver noise.
The received signal from the relaying link of the SU
(𝑦𝑘−su ) is
𝑦𝑘−su
̃
{ℎ2 √(1 − 𝜉) 𝑃su 𝑥su + 𝑛ℎ2 ,
={
ℎ̃√(1 − 𝜉) 𝑃su 𝑥su + ℎ̃2 𝑙1 √𝑃pu 𝑥pu + 𝑙0 √𝑃pu 𝑥pu + 𝑛ℎ2 ,
{ 2

𝑦𝑘−su
̃
𝑃𝐷,
{𝛼ℎ2 √(1 − 𝜉) 𝑃su 𝑥𝑘 + 𝑛ℎ2 ,
={
𝛼ℎ̃√(1 − 𝜉) 𝑃su 𝑥𝑘 + 𝛼ℎ̃2 𝑙1 √𝑃pu 𝑥pu + 𝑙0 √𝑃pu 𝑥pu + 𝑛ℎ2 , 𝑃𝐷.
{ 2

(6)

3. System Analysis
3.1. Decode-and-Forward Relaying

𝑃𝐷,

(4)

𝑃𝐷,

where ℎ̃2 is the instantaneous channel gain of relay link from
relay node to the SU and 𝑛ℎ2 is the channel noise of relay to
the SU.
2.2. Amplify-and-Forward Relaying Strategy. For AF strategy,
the channel noise introduced from the relay in the receiver is
not considered for simplicity; in the case in which the PU is
detected (𝑃𝐷) or misdetected (𝑃𝐷) when it is actually present,
the received signal of the PU (𝑦pu ) can be represented as
𝑦pu
𝑃𝐷,
{
{𝑔0 √𝜉𝑃pu 𝑥pu + 𝑛pu ,
={
{
√𝜉𝑃su 𝑥su + 𝛼𝑓1 √(1 − 𝜉) 𝑃su 𝑥su + 𝑛pu , 𝑃𝐷,
{𝑔0 √𝜉𝑃pu 𝑥pu + 𝑓0

(5)

where 𝛼 = 1/ℎ1 is the relay scale of AF relaying. The received
signal for the 𝑘th relay node of the relay link is the same as
(2).

3.1.1. Max Channel Gain. The average SNR of the PU when
using the DF strategy can be written as
𝛾DFaver = 𝐸 {SNRDF } = 𝑃𝐷𝛾DF𝑃 + (1 − 𝑃𝐷) 𝛾DF𝑃 ,
𝐷

(7)

𝐷

where we consider 𝑛pu , 𝑛su , 𝑛ℎ2 , and 𝑛ℎ1 are the additive
white Gaussian noises (AWGN) with zero mean and variance
𝐸{𝑛pu , 𝑛su , 𝑛ℎ1 , 𝑛ℎ2 } = 𝑁0 , where 𝐸[⋅] denotes the expectation.
𝛾DF𝑃 is the PU SNR under the probability of detection which
𝐷
can be written as
𝛾DF𝑃 =
𝐷

𝑔0 2 𝑃pu
𝑁0

= 𝑔0 2 𝛾pu ,

(8)

𝛾su is the SU SNR, and 𝛾DF𝑃 is the PU SNR under the
𝐷
misdetection probability which can be written as
𝛾DF𝑃

𝐷

=

𝑔0 2 𝛾pu
1 + 𝑓0 2 𝜉𝛾su + 𝑓1 2 (1 − 𝜉) 𝛾su + 𝑓0 𝑓1 √𝜉 (1 − 𝜉)𝛾su

.

(9)

The criterion to keep the PU away from interruption is
max
(1/2) log(1 + 𝛾aver ) > 𝑅pu
(𝛾aver is the average SNR considering the PU interference signal). The maximum transmission
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rate will be changed if the SNR changes; therefore we put
forward the concept of rate decaying factor (RDF) and define
the RDF as follows:
max
𝑅pu

𝜂=

𝑅pu

,

where 𝜆 ℎ01 = 1/𝑃𝐷𝜉𝛾DFsu Ω0 and 𝜆 ℎ02 = (1 + 𝑙0 2 𝛾pu )/(1 −
𝑃𝐷)𝜉𝛾DFsu Ω0 .
The SNR of SU BS-to-relaying node link for DF strategy
is

(10)

where 𝑅pu = (1/2) log(1 + 𝛾DF𝑃 ) is the maximum transmis𝐷
max
is the maximum
sion rate without SU interference and 𝑅pu
transmission considering the SU interference. The PU maximum transmission rate will decrease due to the interference
from the SU signal.
Define the RDF value for DF strategy:

𝛾𝑏−𝑘 = 𝐸 {SNR𝑏−𝑘 }
2
ℎ̃1𝑘 𝜉𝛾DFsu
̃𝑘 2
= 𝑃𝐷ℎ1 𝜉𝛾DFsu + (1 − 𝑃𝐷)
.
1 + 𝑙1 2 𝛾pu

The SNR of the relay node-to-SU for DF strategy is
𝛾𝑘−su = 𝐸 {SNR𝑘−su }

𝜂DF

2

1

=

2

2

1 + 𝑃𝐷 (1 − 𝑃𝐷) [𝑓0 𝜉 + 𝑓1 (1 − 𝜉) + 𝑓0 𝑓1 √𝜉 (1 − 𝜉)]

.

𝜂DF

2

𝛾DFsu <

𝑔0 𝛾pu − [(1 + 𝛾DF𝑃 )
𝜙 [(1 + 𝛾DF𝑃 )

𝜂DF

𝐷

2

𝐷

− 1]

− 1] − 𝑃𝐷𝑔0 2 𝜙𝛾pu

+ (1 − 𝑃𝐷)

,

1
1 + 𝑃𝐷 (1 − 𝑃𝐷) [𝑓0 𝜉 +

𝛼2 𝑓1 2

(1 − 𝜉) + 𝛼𝑓0 𝑓1 √𝜉 (1 − 𝜉)]

𝜂AF

𝑔0 2 𝛾pu − [(1 + 𝛾DF𝑃 )
𝜑 [(1 + 𝛾DF𝑃 )

𝜂AF

𝐷

𝐷

− 1]

− 1] − 𝑃𝐷𝑔0 2 𝜑𝛾pu

.

(13)

,

2

𝛾𝑏−su = 𝐸 {SNR𝑏−su }
2

1 + 𝑙0 𝛾pu

.

(15)

The SNR probability density function (PDF) of the direct link
for DF strategy is derived in Appendix 𝑍 = 𝑋 + 𝑌:
𝑓 (𝑥) =

𝜆 ℎ01 𝜆 ℎ02
𝜆 ℎ02 − 𝜆 ℎ01

−𝜆 ℎ1 𝑥

(𝑒

0

−𝜆 ℎ2 𝑥

−𝑒

0

),

,

(19)

max
̃
max 𝑃 {ℎ
> ℎ̃0 }
+ 𝑃ℎ𝑏−𝑘
1

(20)

⋅ 𝑃 { min (𝛾𝑏−𝑘 , 𝛾𝑘−su ) < (22𝑅su − 1)} ,

2
Gaussian distribution. Therefore, ℎ̃0 ∼ 𝐸(Ω0 ), ℎ̃1𝑘 ∼ 𝐸(Ω𝑘1 ),
2
and ℎ̃2 ∼ 𝐸(Ω2 ).
The SU SNR of the direct link is

2
ℎ̃0 𝜉𝛾DFsu

2

((𝜆 ℎ21 /2) 𝑥 + 𝜆 ℎ22 )

where 𝜆 ℎ21 = 1/(1 − 𝑃𝐷)(1 − 𝜉)𝛾DFsu Ω2 , 𝜆 ℎ22 = 1/𝑙1 2 𝛾pu Ω2 ,
𝜆 ℎ23 = 1/𝑃𝐷(1 − 𝜉)𝛾DFsu Ω2 , and 𝜃 = 𝑙0 2 𝛾pu + 1. The outage
probability of the SU using maximum channel gain for DF
strategy is

(14)

2
2

2
= 𝑃𝐷ℎ̃0 𝜉𝛾DFsu + (1 − 𝑃𝐷)

2

cg
max
̃
max 𝑃 {ℎ
𝑃out = 𝑃ℎ𝑏−𝑘
< ℎ̃0 } 𝑃 { 𝛾𝑏−su < (22𝑅su − 1)}
1

where 𝜑 = 𝜉𝑓0 2 + (1 − 𝜉)𝛼2 𝑓1 2 + 𝛼𝑓0 𝑓1 √𝜉(1 − 𝜉). We assume
that the channel is a complex Gaussian channel. ℎ̃0 , ℎ̃1𝑘 , and
ℎ̃2 follow Gaussian distribution, sign as ℎ̃0 ∼ CN(0, Ω0 ),
ℎ̃𝑘 ∼ CN(0, Ω𝑘 ), and ℎ̃ ∼ CN(0, Ω ), where CN(⋅, ⋅) means
1

−(𝜆 ℎ3 /2)𝑥

𝑥𝑒

2

2

2

.

Then the SNR PDF of the relay node-to-SU link for DF
strategy is derived in Appendix 𝑍 = 𝑍3 + 𝑊:
𝜆 ℎ2 𝜃

Then the maximum SU SNR is

1

2

𝑙1 2 ℎ̃2 𝛾pu + 𝑙0 2 𝛾pu + 1

𝑓 (𝑥) = 𝜆 ℎ21 𝜆 ℎ22 𝜆 ℎ23 𝑒

𝜂AF

(18)

2
ℎ̃2 (1 − 𝜉) 𝛾DFsu

(12)

where 𝜙 = 𝑓0 𝜉 + 𝑓1 (1 − 𝜉) + 𝑓0 𝑓1 √𝜉(1 − 𝜉). Also, for AF
strategy, the RDF value can be defined as

𝛾AFsu <

= 𝑃𝐷ℎ̃2 𝜉𝛾DFsu

(11)

Then the maximum SU SNR can be derived using (7), (10),
and (11) as

=

(17)

(16)

and the probability of selecting the maximum channel gain
node is
𝑁

̃𝑘
̃
̃1 ̃2
𝑁
max = 𝑃 { max (ℎ , ℎ , . . . , ℎ )} = ∏𝑃 (ℎ
𝑃ℎ𝑏−𝑘
𝑘
1 1
1
1
𝑘=1

<

(21)

22𝑅su − 1
𝑃𝐷𝜉𝛾DFsu + (1 − 𝑃𝐷) 𝜉 (𝛾DFsu / (1 + 𝑙0 2 𝛾pu ))

),

where 𝑃𝑘 is the probability of the case when the 𝑘th node
channel gain is less than the maximum channel gain.
3.1.2. Max Signal-to-Noise Ratio. The SNR PDF of direct link
using maximum SNR scheme is the same as (16). The SNR
PDF of relay node-to-SU is the same as (19). The SNR PDF of
SU BS-to-relay node is
𝑓 (𝑥) =

𝜆 ℎ11 𝜆 ℎ12
𝜆 ℎ12 − 𝜆 ℎ11

−𝜆 ℎ1 𝑥

(𝑒

1

−𝜆 ℎ2 𝑥

−𝑒

1

),

(22)
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where 𝜆 ℎ11 = 1/𝑃𝐷𝜉𝛾DFsu Ω𝑘1 and 𝜆 ℎ12 = (1 + 𝑙1 2 𝛾pu )/(1 −
𝑃𝐷)𝜉𝛾DFsu Ω𝑘1 . The outage probability of the SU using maximum SNR for DF strategy is
snr
max
max
2𝑅su
max 𝑃 {𝛾
𝑃out
= 𝑃𝛾𝑏−𝑘
− 1)}
𝑏−su > 𝛾𝑏−𝑘 } 𝑃 { 𝛾𝑏−su < (2
max
max
max {𝑃 {𝛾
+ 𝑃𝛾𝑏−𝑘
𝑏−su < 𝛾𝑏−𝑘 }

⋅ 𝑃 { min (𝛾𝑏−𝑘 , 𝛾𝑘−su ) < (2

− 1)} } ,

where selecting maximum SNR relay node probability is
1
2
𝑁
max = 𝑃 { max (𝛾
𝑃𝛾𝑏−𝑘
𝑏−𝑘 , 𝛾𝑏−𝑘 , . . . , 𝛾𝑏−𝑘 )} .

𝑁

̃𝑘
̃
̃1 ̃2
𝑁
max = 𝑃 { max (ℎ , ℎ , . . . , ℎ )} = ∏𝑃 (ℎ
𝑃ℎ𝑏−𝑘
𝑘
1 1
1
1
𝑘=1

(23)
2𝑅su

strategy is the same as (20); the probability of selecting the
maximum channel gain relay node is

(24)

<

𝑃𝐷𝜉𝛾AFsu + (1 − 𝑃𝐷) 𝜉 (𝛾AFsu / (1 + 𝑙0 2 𝛾pu ))

𝛾𝑏−su = 𝐸 {SNR𝑏−su }
2
= 𝑃𝐷ℎ̃0 𝜉𝛾AFsu + (1 − 𝑃𝐷)

2
ℎ̃0 𝜉𝛾AFsu

1 + 𝑙0 2 𝛾pu

(25)

,

𝜆 ℎ01 𝜆 ℎ02

−𝜆 ℎ1 𝑥

(𝑒

𝜆 ℎ02 − 𝜆 ℎ01

0

−𝜆 ℎ2 𝑥

−𝑒

0

),

(26)

where 𝜆 ℎ01 = 1/𝑃𝐷𝜉𝛾AFsu Ω0 and 𝜆 ℎ02 = (1 + 𝑙0 2 𝛾pu )/(1 −
𝑃𝐷)𝜉𝛾AFsu Ω0 . The SNR of SU BS-to-relay nodes is
𝛾𝑏−𝑘 = 𝐸 {SNR𝑏−𝑘 }
2
ℎ̃1𝑘 𝜉𝛾AFsu
̃𝑘 2
= 𝑃𝐷𝜉ℎ1 𝛾AFsu + (1 − 𝑃𝐷)
.
1 + 𝑙1 2 𝛾pu

(27)

The SNR of the selected relay node-to-SU is
𝛾𝑘−su = 𝐸 {SNR𝑘−su }
2

= 𝑃𝐷𝛼2 ℎ̃2 (1 − 𝜉) 𝛾AFsu
+ (1 −

2
𝛼2 ℎ̃2 (1 − 𝜉) 𝛾AFsu
𝑃𝐷)
2
𝛼2 𝑙1 2 ℎ̃2 𝛾pu + 𝑙0 2 𝛼2 𝛾pu

(28)
+1

.

Then the SNR PDF of the selected relay node-to-SU is
𝜆 ℎ2 𝜃

𝑓 (𝑥) = 𝜆 ℎ21 𝜆 ℎ22 𝜆 ℎ23 𝑒

2

−(𝜆 ℎ3 /2)𝑥

𝑥𝑒

2

2

((𝜆 ℎ21 /2) 𝑥 + 𝜆 ℎ22 )

𝑓 (𝑥) =

𝜆 ℎ11 𝜆 ℎ12
𝜆 ℎ12 − 𝜆 ℎ11

−𝜆 ℎ1 𝑥

(𝑒

1

−𝜆 ℎ2 𝑥

−𝑒

1

),

(31)

where 𝜆 ℎ11 = 1/𝑃𝐷𝜉𝛾AFsu Ω𝑘1 and 𝜆 ℎ12 = (1 + 𝑙1 2 𝛾pu )/(1 −
𝑃𝐷)𝜉𝛾AFsu Ω𝑘1 . The outage probability of the SU using maximum SNR for AF strategy is the same as (23).

4. Simulation and Performance Analysis

and the SNR PDF of the direct link for AF strategy is
𝑓 (𝑥) =

).

3.2.2. Max Signal-to-Noise Ratio. The SNR PDF of direct link
using max SNR scheme is the same as (26). The SNR PDF of
the selected node-to-SU using max SNR scheme is the same
as (29). The SNR PDF of SU BS-to-relay nodes using max SNR
scheme is

3.2. Amplify-and-Forward Relaying
3.2.1. Max Channel Gain. The SU SNR of the direct link for
AF strategy can be written as

(30)

22𝑅su − 1

,

(29)

where 𝜆 ℎ21 = 1/(1 − 𝑃𝐷)(1 − 𝜉)𝛾AFsu Ω2 , 𝜆 ℎ22 = 1/𝑙1 2 𝛾pu Ω2 ,
𝜆 ℎ23 = 1/𝑃𝐷(1 − 𝜉)𝛾AFsu Ω2 , and 𝜃 = 𝑙0 2 𝛾pu + 1. The outage
probability of the SU using maximum channel gain for AF

In this section, the numerical simulations are performed
using the analysis of outage probability which is obtained in
the previous section. We assume that 𝑅pu = 1 bps/Hz and
relay nodes 𝑁 = 8, the average channel gain value is 1/𝑑𝜀 ,
where 𝑑 is the channel distance of each link, and 𝜀 is pass loss
exponent (𝜀 = 2 assumed). We also assume that 𝑑𝑓0 = 2.5,
𝑑𝑓1 = 1.5, 𝑑𝑔0 = 1, 𝑑𝑓0 = 2.5, 𝑑𝑓1 = 1.5, 𝑑ℎ0 = 2.5, 𝑑ℎ1 = 1.5,
𝑑ℎ2 = 1, 𝑑𝑙0 = 2.5, and 𝑑𝑙1 = 1.5. For all the simulations, we
make the assumption that the distributions of the noise parts
of the received PU or SU signals are Gaussian.
Figure 2 shows the SU outage probability versus power
allocation factor 𝜉 with different values of PU SNR when the
detection probability is set to 0.9. One sees that the SU outage
probability decreases when PU SNR increases and the power
allocation factor increases.
Figure 3 shows the SU outage probability versus detection
probability 𝑃𝐷 and SU BS power allocation factor 𝜉 when PU
SNR is set to 20 dB. One sees that the SU outage probability
decreases when the detection probability increases and SU BS
power allocation factor increases.
Figure 4 shows the SU outage probability versus power
allocation factor 𝜉 with different values of PU SNR when the
detection probability is set to 0.9. One observes that the SU
outage probability decreases when PU SNR increases and the
detection probability increases. Compared with Figure 2, the
performance of using maximum channel gain is better than
using maximum SNR when the SU BS power allocation factor
𝜉 ∼ [0–0.1], while it is worse when the SU BS power allocation
factor 𝜉 ∼ [0.1–1].
Figure 5 shows the SU outage probability versus detection
probability 𝑃𝐷 and power allocation factor 𝜉 when the PU
SNR is set to 20 dB. One sees that the SU outage probability
decreases when the detection probability increases and SU BS
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Figure 4: Max SNR with different 𝜉 and 𝛾𝑝 using DF.

Figure 2: Max channel gain node with different 𝜉 and 𝛾𝑝 using DF.
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Figure 3: Max channel gain node with different 𝜉 and 𝑃𝐷 using DF.

Figure 5: Max SNR with different 𝜉 and 𝑃𝐷 using DF.

power allocation factor increases. Compared with Figure 3,
the performance of using maximum channel gain is better
than using maximum SNR when the detection probability
𝑃𝐷 < 0.60, while it is worse when the detection probability
𝑃𝐷 > 0.60. The performance of using maximum channel gain
is better than using maximum SNR when the SU BS power
allocation factor 𝜉 ∼ [0–0.1], while it is worse when the SU
BS power allocation factor 𝜉 ∼ [0.1–1].
Figure 6 shows the SU outage probability versus power
allocation factor 𝜉 with different values of PU SNR when the

detection probability is set to 0.9. When SNR ≤ 10 dB, the SU
outage probability decreases while the BS power allocation
factor increases. When the SU power allocation factor 𝜉 ∼
[0–0.55] the SU outage probability decreases. The SU outage
probability increases when the SU power allocation factor 𝜉 ∼
[0.55–0.1] and PU SNR is 30 dB. On the other hand, the larger
the PU SNR is the smaller the SU BS power allocation factor
corresponding to the minimum outage probability will be.
Figure 7 shows the SU outage probability versus detection probability 𝑃𝐷 and power allocation factor 𝜉 when
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Figure 7: Max channel gain node with different 𝜉 and 𝑃𝐷 using AF.

the PU SNR is 20 dB. In Figure 7, one sees that the SU
outage probability decreases when the detection probability
increases; one also observes that the SU outage probability
can reach an error floor when the SU BS power allocation
factor changes with different detection probability. Moreover,
the larger the detection probability is, the smaller the SU
BS power allocation factor corresponding to the minimum
outage probability will be.
Figure 8 shows the SU outage probability versus power
allocation factor 𝜉 with different values of PU SNR when
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Figure 8: Max SNR with different 𝜉 and 𝛾𝑝 using AF.

the detection probability is set to 0.9. One observes that
the SU outage probability decreases when the BS power
allocation factor increases and the SU power allocation factor
𝜉 ∼ [0–0.55], while the SU outage probability increases when
the SU power allocation factor 𝜉 ∼ [0.55–0.1] and PU SNR
is 30 dB. On the other hand, the larger the PU SNR is, the
smaller the SU BS power allocation factor corresponding
to the minimum outage probability will be. Compared with
Figure 6, the performance of using maximum channel gain
is better than using maximum SNR when the SU BS power
allocation factor 𝜉 ∼ [0–0.1], while it is worse when the SU
BS power allocation factor 𝜉 ∼ [0.1–1].
Figure 9 shows the SU outage probability versus detection
probability 𝑃𝐷 and power allocation factor 𝜉 when the PU
SNR is set to 20 dB. One observes that SU outage probability
can reach an error floor when the SU BS power allocation
factor changes with different detection probability. What is
more, the larger the detection probability is, the smaller
the SU BS power allocation factor corresponding to the
minimum outage probability will be. Otherwise, compared
with Figure 7, the performance of using maximum channel
gain is better than that using maximum SNR when the
detection probability 𝑃𝐷 < 0.60, while it is worse when the
detection probability 𝑃𝐷 > 0.60. The performance of using
maximum channel gain is better than using maximum SNR
when the SU BS power allocation factor 𝜉 ∼ [0–0.1], while it
is worse when the SU BS power allocation factor 𝜉 ∼ [0.1–1].
Figure 10 shows the SU outage probability versus detection probability 𝑃𝐷, maximum channel gain, maximum SNR,
and power allocation factor 𝜉 when the PU SNR is set to
20 dB. When 𝑃𝐷 = 0.7, the outage probability of maximum
channel gain is better than maximum SNR while 𝜉 < 0.75;
when 𝑃𝐷 = 0.8, the outage probability of maximum channel
gain is better than maximum SNR in the case of 𝜉 < 0.45;
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Figure 11: AF and DF 𝜉 and 𝑃𝐷 using max SNR.

The probability of outage

100

when the PU SNR is set to 20 dB. When 𝑃𝐷 = 0.7, the outage
probability of AF is better than DF; when 𝑃𝐷 = 0.8, the
outage probability of AF is nearly equal to DF in the case
of 𝜉 < 0.50 and the outage probability of AF is better than
DF while 𝜉 > 0.50; when 𝑃𝐷 = 0.9, the outage probability of
AF is better than DF in the case of 𝜉 < 0.65. Therefore only
when the SU BS power allocation factor is small and detection
probability is big can DF be better than AF; in contrast it is
different.
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Figure 10: Max SNR and channel gain with different 𝜉 and 𝑃𝐷 using
AF.

when 𝑃𝐷 = 0.9, the outage probability of maximum channel
gain is better than maximum SNR while 𝜉 < 0.30. When
𝑃𝐷 = 0.70, the outage probability is intersected at 𝜉 = 0.75;
when 𝑃𝐷 = 0.8, the outage probability is intersected at 𝜉 =
0.45; when 𝑃𝐷 = 0.9, the outage probability is intersected at
𝜉 = 0.30. So maximum channel gain is better than maximum
SNR when the SU BS power allocation factor is small; on the
contrary, it is worse when the SU BS power allocation factor
is big.
Figure 11 shows the SU outage probability versus detection probability PD, AF, DF, and power allocation factor 𝜉

In DF relaying, the outage probability decreases when the
power allocation factor increases. While in AF relaying,
the outage probability can reach a minimum value under
the right power allocation factor and the right detection
probability. In addition, the larger the PU SNR and detection
probability are, the smaller the SU base station power allocation factor corresponding to the minimum outage probability
that will be required is. The larger the detection probability
is, the smaller the SU base station power allocation factor
corresponding to the outage probability minimum value that
will be required is. Moreover, the relaying scheme based on
the maximum channel gain has the better performance based
on the maximum SNR when the power allocation factor and
detection probability are small, while the relaying scheme
based on the maximum SNR has the better performance
based on the maximum channel gain when the power
allocation factor is large. Compared with DF relaying, AF
relaying amplifies the transmitting signal; therefore, what is
more, only when the SU BS power allocation factor is small
and detection probability is big can the outage performance
of DF be better than AF; otherwise the outage performance
of AF is better than DF.
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This paper proposes a novel Cognitive Privacy (CogPriv) framework that improves privacy of data sharing between Personal
Clouds for different application types and across heterogeneous networks. Depending on the behaviour of neighbouring network
nodes, their estimated privacy levels, resource availability, and social network connectivity, each Personal Cloud may decide to
use different transmission network for different types of data and privacy requirements. CogPriv is fully distributed, uses complex
graph contacts analytics and multiple implicit novel heuristics, and combines these with smart probing to identify presence and
behaviour of privacy compromising nodes in the network. Based on sensed local context and through cooperation with remote
nodes in the network, CogPriv is able to transparently and on-the-fly change the network in order to avoid transmissions when
privacy may be compromised. We show that CogPriv achieves higher end-to-end privacy levels compared to both noncognitive
cellular network communication and state-of-the-art strategies based on privacy-aware adaptive social mobile networks routing
for a range of experiment scenarios based on real-world user and network traces. CogPriv is able to adapt to varying network
connectivity and maintain high quality of service while managing to keep low data exposure for a wide range of privacy leakage
levels in the infrastructure.

1. Introduction
We live in the era when people expect seamless connectivity
for everyone and to everything everywhere. For the majority,
this means that potentially personal and sensitive data may
get transferred by the networks which can compromise user
privacy in different ways [1]. Even though some users may
use VPN overlays to improve privacy of their traffic, they will
often face difficulties when being mobile or in the areas of
intermittent connectivity. This paper addresses the problem
of end-to-end privacy in the face of possibly unreliable and
mobile networks. We argue that continuously decreasing
control that users have on their data needs to be addressed
across multiple layers (i.e., not only the application or not
only the radio level) and we propose the idea of Personal
Cloud architecture that improves privacy of storage as well
as sharing of user data. This paper describes an open-source
distributed virtual platform that allows adaptive privacy for
sharing multiple kinds of data via different routing protocols
and networks. In particular, we build on and expand our
early work on light weight Personal Clouds demonstration
proposed in [2] to allow adaptive and dynamic transfer

mechanisms for different types of user traffic based on
different traffic privacy levels required. Recent research [3]
has shown the wide spread use of transparent middleboxes in
cellular networks that actively analyse, monitor, and modify
individual’s traffic without the knowledge of the individuals
and thus compromise their privacy. We propose Cognitive
Privacy (CogPriv) which allows different application services
(hosted in different virtual containers within Personal Cloud
(PC)) to route traffic via most suitable networks in order to
avoid network segments that may compromise user privacy
and redirect user communication towards more secure networks. For example, if the Cognitive Privacy module in the
user’s Personal Cloud detects that user’s cellular network is
likely to spy on them, highly private traffic will be on-thefly and transparently redirected to local ad hoc networks and
follow the more trusted opportunistic ad hoc route to the
destination. We propose to integrate several metrics to allow
CogPriv routing protocol to probe cellular network trustworthiness and to estimate local ad hoc wireless nodes social
dynamics, nodes’ trust levels, and resources’ availability.
The paper is organised as follows. Section 2 describes
the state-of-the-art work on privacy-aware user data

2
communication in mobile networks. Section 3 begins with
describing the architecture and design of our light weight
Raspberry Pi Personal Cloud testbed. We then move to
proposing an opportunistic disconnection tolerant network
framework for data forwarding that can on-the-fly adapt
to dynamic properties of access points/links and different
privacy requirements of user application. The Cognitive Privacy module (CogPriv) of user’s Personal Cloud can monitor
the local network access points and individually or though
collaboration make decisions on the network interface via
which to send the data (and whether to send the data)
depending on the privacy level required by the application.
Section 4 describes CogPriv decision making algorithm and
heuristics in more detail. Section 5 provides description
of the real world cellular data traces and Facebook users
connectivity traces used in our experiments and then moves
to describing experiment scenarios and discussing the results.
CogPriv shows that it outperform cellular network and
mobile social ad hoc network forwarding across a range of
metrics. Section 6 gives summary and future work directions.

2. Related Work
In [2], we propose the design and architecture of a low cost Personal Cloud testbed demonstration which uses Raspberry Pi
computer and a range of heterogeneous sensors (RasPiPCloud).
RasPiPCloud supports multiple on demand virtual containers to host different services and applications that can collect,
store and share data with varying different levels of privacy.
RasPiPCloud utilizes opportunistic networks communication among itself, heterogeneous sensors and other devices.
Figure 1 shows the architecture of the RasPiPCloud with three
example LXC containers [4] Healthcare, Finance, and Social
Network (with a fourth container template ready for rapid on
demand deployment). Each container gets installed and runs
its purpose specific applications to ensure secure data fencing
and protection.
In [5], the authors identify the widespread use of transparent middleboxes such as HTTP and DNS proxies that
are able to analyse and actively modify user traffic and thus
compromise user privacy and security. The authors argue that
it is very important to consider higher-layer relationships
when seeking to analyse mobile traffic and illustrates how
mobile operators can enforce the use of HTTP proxies and
gateways through preconfigured APN (Access Point Name)
settings on a device. They identify that typical users lack
the mechanisms and knowledge to prevent operator-enforced
proxies from performing header injection and to stop online
services from collecting their information. The reliance on
VPN is limiting in cases of mobile or disconnection prone
scenarios. Our paper addresses these scenarios by proposing
a way how our combined intelligent routing may exploit
maximally trusted routes based on the real time probes and
collaboration with the infrastructure or ad hoc local nodes.
In [3], authors consider cellular networks where the
growth of capacity provision is still behind the user and
application demands [6]. Because of this, mobile network
operators increasingly use auxiliary networks (e.g., WiFi
networks) to offload mobile traffic for additional capacity. In
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Figure 1: RasPiPCloud architecture.

recent years, WiFi offloading has been rapidly emerging as
the preferred technique to meet the needs. Other research has
addressed WiFi offloading efficiency [7, 8], energy efficiency
[9, 10], user incentives [11] and operator support [12, 13].
Reference [3] focuses on improving the balanced control
of WiFi offloading and avoid poor network utilization and
undesirable user experience [9, 14] by proposing SoftOffload that aims to enhance deployability and collaboration
among mobile network operators, WiFi providers and mobile
users. SoftOffload employs collaborative hierarchical design
between its central controller and local agents in order to
balance between global control and responsiveness at the
network edge.
In [15] authors propose cognitive testbed for wireless
sensor networks as an emerging technology with a vast
potential to avoid traditional wireless problems such as
reliability, interferences and spectrum scarcity in wireless
sensor networks. In addition to the testbed, [15] also proposes
the design of a cognitive simulator for networks with a
high number of nodes and the implementation of a new
platform with three wireless interfaces and cognitive software
for extracting real data.
State of the art work in [16] proposes Haystack system
which aims to allow unobtrusive and comprehensive monitoring of network communications on mobile phones entirely
from user space. Haystack correlates disparate contextual
information such with specific traffic flows destined to illuminate mobile phone app performance, privacy and security.
Authors in [5] use data collected by the Netalyzr network service over 16 months to identify and characterize
HTTP header enrichment in modern mobile networks.
They present an overview of HTTP header usage for 299
mobile service providers from 112 countries to show three
main categories: unique user and device identifiers, headers
related to advertising programs, and headers associated with
network operations which present significant compromise to
user privacy. In our paper, we use traces of 17 mobile service
providers of one country provided in this dataset with real
world social network connectivity traces.

Mobile Information Systems
Reference [17] identify that typical privacy preserving
solutions for data analysis which utilise cryptographic algorithms introduce high computation costs or restrict the
possible range of values due to the need of discrete logarithm
computation. Reference [18] propose a solution with a fully
trusted dealer which may not be suitable for real world applications due to increased communication overheads necessary
for their static key management scheme. Emerging work in
[19] proposes to eliminate the need for key redistribution
following a user join or leave as well as the need for fully
trusted key dealer thus moving to a more P2P paradigm
which is core to our approach too.
In [20, 21] we propose a new P2P adaptive anonymity
technique for mobile opportunistic networks that improves
traditional competitive research which is not well suited to
sparse and disconnection prone networks. Reference [22]
propose opportunistic, adaptive, fully localized reputation
aware obfuscation mechanism that comprises of collaborative
testing of nodes’ obfuscation behaviour (OCOT) and multidimensional adaptive anonymisation (AA). We show that
OCOT-AA is very efficient in terms of achieving high levels
of node identity obfuscation and managing low delays while
enabling fast detection and avoidance of malicious nodes.
This paper moves beyond this to propose Cognitive Privacy
for Personal Clouds with multiple application domains.
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Figure 2: Raspberry Pi B with Xtrinsic sensor board and a WiPi
wireless adapter.

3. Cognitive Privacy and Personal Clouds
3.1. Personal Cloud: Prototype Testbed and Architectural
Overview. Increasing demand for using a range of applications with different privacy requirements on mobile handheld
devices raises challenges of how to choose the network (i.e.,
network interface) with the most suitable levels of privacy.
We argue that handheld cognitive devices with several
heterogeneous network interfaces (e.g., cellular networks,
wireless networks, ad hoc wireless, and Bluetooth) are core
for supporting a range of applications with different privacy
requirements hosted in different virtual containers [2]. For
example, consider a user who can be running a social network
that allows them to stay in contact with their friends at the
same time as regularly monitoring their long-term medical
condition and being in contact with the hospital. These two
types of applications have different privacy requirements
and need their data to be stored and shared in different
ways that can adapt to the required privacy requirements
dynamically. We refer to this as Personal Cloud [2] which
is in line with the proposals described in [23, 24]. Figure 2
shows deployment of a Personal Cloud prototype demo on
a Raspberry Pi device equipped with Xtrinsic sensor board
comprising temperature, pressure, and acceleration sensors.
Figure 3 shows Raspberry Pi device that captures, stores,
and processes a range of user and environment data such
as heart rate and pedometer. Figure 4 shows a dashboard
visualisation of the heart rate sensor readings and Figure 5
shows a social network hosted by the user and displayed on
the user’s handheld device.
This paper expands on the idea in [2, 23] in several
ways in order to enable reliable and adaptive data sharing.

Figure 3: Raspberry Pi with Suunto and WiPi USB module, Garmin
heartrate sensor, and smartphone displaying readings.

Figure 4: Visualisation of heart rate readings from the Garmin
sensor.

While some social media data can be transferred via cellular
network independently of whether there are middleboxes
present in transit, medical personal data requires higher level
of privacy that should not be compromised nor should it
be allowed that the frequency and patterns of communication to the hospital are gathered by the cellular network
provider infrastructure. Figure 6 shows a Personal Cloud
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Figure 5: RasPiPCloud personal social network.

Figure 6: Testbed architecture and visualisation.

prototype demo utilising multiple Raspberry Pis where the
leaf Raspberry Pis with heterogeneous sensors aim to send
their data (camera and heart rate) to the hub destination node
via different routes. Intermediary nodes may have different
privacy levels associated with them. Nodes are configured
so that leaf nodes have connectivity to intermediary nodes
but not directly to destinations. This is important as it allows
us to test multiple Personal Clouds communications over
variable network conditions and topologies. Note that all
nodes are equipped with WiPi wireless adapters that support
both infrastructure and ad hoc mode.
3.2. Cognitive Privacy. In this section, we describe how we
extend our early work on Personal Cloud testbed [2] to
include transparent, efficient, and adaptive Cognitive Privacy
(CogPriv) which negotiates access to various networks in
real time to suit the privacy requirements of the applications.
One of the core building modules of the Cognitive Privacy
framework is Intelligent Forwarder which is a P2P DTN
module. We extend the DTN bundle protocol (RFC 5050
[25–27]) which provides API for DTN applications with
intelligent P2P forwarding. More specifically, our P2P DTN
intelligent forwarding module provides multiflow real time
bundle forwarding based on a range of criteria such as
source ID, Virtual Machine (VM) ID, application privacy
requirements, and destination ID so that different incoming
bundles can be matched to the appropriate network interface
in real time. Additionally, CogPriv comprises the following
multiple stages: it probes local cellular network to identify
the likelihood of any middleboxes that may compromise
user traffic, requests the remote destination nodes to provide
their estimations of the cellular network privacy levels, and
collaborates and cooperates with the local network nodes.
In this way, CogPriv can range dynamically and adaptively

from providing fully cellular single hop end-to-end communication to fully localised multihop mobile opportunistic
communication.
Intelligent Forwarder makes the decision on the choice
of the next forwarding node and network interface based
on multiple criteria and objectives: (1) it aims to either
maximise end-to-end privacy for a particular application
or meet the requirements of the application, (2) it aims to
minimise end-to-end delays, and (3) it aims to be resource
aware and adaptively avoid congestion. In this way, Intelligent
Forwarder manages privacy requirements while being aware
and adaptive to the dynamic quality of service challenges.
Through collaborations and cooperation in the local
neighbourhoods, each node aims to understand its environment better and learn about its neighbours. More specifically,
each node exchanges the following: (1) their own cellular
network privacy statistics and predictions to negotiate feasibility of using cellular network for a particular application, (2)
predictive analytics of their resources, and (3) mobile social
graph network connectivity analytics. Social connectivity
analytics is important as it keeps directionality of the data to
be routed for ad hoc opportunistic communication. Resource
considerations are important as they enable higher reliability
of ad hoc opportunistic routing. More specifically, CogPriv
builds on implicit heuristics on predictive in-network storage
and delays we proposed in [28–31].
Each node’s privacy level estimations are important to
consider as they are the core criteria for choosing the interface
to use for forwarding the data for privacy-aware applications;
that is, neighbouring nodes may communicate via WiFi,
GSM, or Bluetooth each having different privacy levels. More
specifically, each interface will have different probabilities
and utilities associated with it (described in Section 4) so
that each bundle can be forwarded via the most appropriate
interface. Towards this goal, we extend simple static (interface
and bundle) forwarding paradigm to the more dynamic
(interface, bundle, and forwarding probability) paradigm.
Figure 7 shows Personal Cloud extended with the CogPriv
framework.
3.3. An Overview of Cognitive Privacy Distributed DecisionMaking. Depending on the level of privacy an application
requires, the Cognitive Privacy (CogPriv) module in the
Personal Cloud will send the data via either cellular network
(e.g., default for mobile phones) or WiFi (e.g., default for
laptops) when privacy is not required; on the other hand, it
will run probes on its local area network and communicate
with the destination about the remote cellular network
privacy levels, as well as collaborating with the nearby nodes
before deciding via which network and next hop to send the
data as shown in Figure 8.
These steps are described in more detail as follows:
(i) If the desired privacy level is high, the Personal Cloud
first checks its cellular network by running probes
to identify possible presence of middleboxes. If it
discovers any, it does not use cellular network.
(ii) If the cellular network of the sender does not
detect presence of middleboxes, the sender contacts
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Figure 8: Functional overview of the probing and local collaboration stages.

the destination to enquire if the destination can detect
any middleboxes at their end.
(iii) If both the destination and the sender are clear of
the middleboxes or the level of middleboxes privacy
meets the application requirements, the data gets
communicated via the cellular networks.
(iv) If either the destination or the sender is not clear
of infrastructure middleboxes, the sender checks its

(v) If the next hop node gets a bundle with high level
of privacy requirements, it will first probe its cellular
network and send the bundle via it only if its cellular
network does not have any middleboxes detected.
Otherwise, it will scan opportunistically its local
nodes and will exchange its social, resource, and
privacy matrix in order to determine which node may
be the most suitable bundle carrier to the particular
destination.
(vi) For each bundle carrier, the same set of steps gets preformed in a fully distributed manner at every node.
Figure 9 illustrates combined, diverse communication approaches that comprise CogPriv and Figure 10 gives architectural overview of CogPriv.
A key challenge that CogPriv solves regarding cellularlocal switching is that valuable middlebox and contextual
information are distributed across local and remote users. The
irregular distribution means that the contextual information
possessed by any node alone is not sufficient to guide the
switching process. Cellular network infrastructure can vary
with the location of access and times users use the network
so that different middleboxes may be present or removed
without user’s knowledge. For example, a Vodafone user in
Karsruhe can send traffic without it being intercepted by a
middlebox, while a Vodafone user in Berlin might pass via a
web cache middlebox. Similarly, a T-Mobile user at a given
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Figure 9: Cellular network interactions with local Personal Clouds.
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Figure 12: Extended CogPriv bundle header format.

location using 4G might detect a web middlebox, while a TMobile user on 3G could identify a DNS middlebox.
Because both the number and the location as well as
the functionality of the middleboxes in cellular networks
can change randomly, the cellular network probes need to
be performed either before each data transfer (which may
increase control traffic especially for real time multimedia
traffic) or each sensible time interval (e.g., every day or half
a day). Based on the statistical and temporal analysis of the
probes each node performs for different cellular networks,
nodes can adjust their time intervals differently so that they
perform probes for some networks more frequently than for
others.
In Figure 11, we show that after estimating the privacy
levels of local and remote nodes they get ranked via the
Ruleset as well as privacy and urgency requirements. Each
flow is dynamically managed to enable adaptive weightings of
the input parameters. CogPriv then maps the incoming bundles to suitable outgoing interfaces and protocols. Possible
decisions that CogPriv can take include adaptive forwarding
(choosing the best hop), adaptive storing (choosing to retain
the bundle), probe query (issuing the query on behalf of
another node), responding to query when being asked.

4. Cognitive Privacy Algorithm
and Decision Heuristics
In this section, we propose and describe several new heuristics for driving local collaborative decisions and discuss
in detail cooperative probing mechanism as integral and
complementary parts of CogPriv.
Cooperative CogPriv module includes intelligent dynamic probing of the local cellular network for any privacy
threatening middleboxes and cooperation with the destination about its cellular network. The results of these probes
are stored in two fields (Probe Local Estimation and Probe
Remote Estimation) as part of extension of the bundle header
format referred to as Extended CogPriv bundle header format
shown in Figure 12.
Collaborative CogPriv module uses several metrics for
heuristics and analytics of ad hoc neighbours privacy levels
in order to predict the level of privacy each node can provide.
More specifically, each node generates information on its estimated privacy level and exchanges it with its neighbours. The
Extended CogPriv bundle header contains information on
node social and resource metrics: betweenness, tie strength,
and resources as shown in Figure 12.
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Adaptive forwarding decision (InfrastructureprivUtil) is
a function of estimated local and remote privacy as well as
collaboration involving message exchange on these estimations (formula (1)). In addition to the exchange of measurements of local privacy levels (LocalProbUtil) collaboration

involves QoS metrics in order to achieve maximum quality
of service in terms of minimal delays and minimal resource
overload while achieving maximum required privacy. This is
shown in formula (2). Consider

InfrastructureprivUtil = 𝑓 (local cell probe, remote cell probe) ,

(1)

LocalProbUtil = 𝑓 (local cell probe, social analytics, resource analytics, cooperation) .

Therefore, the headers need to include in-network delays
prediction, in-network storage, social betweenness, centrality, and tie strengths with the destination in order to allow
bundles to keep directionality of the sent bundles, as shown
in the following:
ℎ ∈ 𝐻 = {𝑤1 ∗ Priv, 𝑤2 ∗ (Ret, Rec) , 𝑤3 ∗ social) ,

(3)

where 𝑤1 is weight that depends on the privacy requirements
identified for this traffic type, 𝑤2 is the weight of the local
resource estimation, and 𝑤3 is the weight of the local social
estimation.
When a forwarding node (𝑋) meets contacts on its way, it
exchanges relevant heuristics and calculates the CogPrivUtil
of each contact. This is shown in formulas (4) and (5).
The CogPrivUtil allows the node 𝑋 to detect how well
connected its contact 𝑌 is and how available 𝑌 is in terms of
estimated privacy levels it supports, storage, delay, and social
connectivity parameters.
Formula (5) proposes new metric (UtilPriv ) for
calculating relative utility of the infrastructure privacy
(Inf rastructurepriv ) when compared to the local privacy
(Localpriv ):
CogPrivUtil𝐷 (𝑋) = ∑ 𝑤ℎ Utilℎ (𝑋) ,

(4)

ℎ∈𝐻

=

Receptiveness (Rec) [28–31] refers to the Personal Clouds’
ability to receive bundles and forward them on. This is an
important observation as increasing in-network delays is
an indication that the volume of traffic a node or region
is receiving is greater than the bandwidth available to it
for offloading. The delay between receiving a bundle and
forwarding a bundle is constrained by the size of the buffer
and the bandwidth available for a node to offload the bundles.
Nodes with large size of storage are more susceptible to
receiving more bundles than being capable of offloading.
Formula (7) shows that receptiveness is the total current
bundle delay, calculated as the sum of differences between the
current time (𝑇now ) and the time each bundle was received
(𝑀received ):
𝑁

𝑖
Rec (𝑋) = ∑ (𝑇now − 𝑏received
(𝑋)) .

(7)

𝑖=1

Each node keeps track of its centrality degree defined as
the number of its encounters during predefined time and
betweenness defined as the existing indirect links between
each pair of its neighbours.
Degree is computed as total number of direct links to a
given user 𝑛:
𝑁

𝐶𝐷 (𝑛0 ) = ∑ 𝑎 (𝑛0 , 𝑛𝑘 ) .

UtilPriv (𝑋)

(2)

(8)

𝑘=1

ℎ (Inf rastructurepriv (𝑋))
ℎ (Inf rastructurepriv (𝑋)) + ℎ (Localpriv (𝑋))

.

(5)

Retentiveness (Ret) [28–31] refers to the node’s available
storage for the new bundles that are sent to them. Retentiveness is an important attribute to consider because of the
store and forward nature of opportunistic DTN networks
[32]. Nodes with limited storage, either due to popularity or
simply due to Personal Cloud hardware constraints, are more
susceptible to bundle loss. Retentiveness is calculated as an
exponentially weighted moving average of a Personal Cloud
remaining storage. Formula (6) shows that retentiveness of 𝑋
is calculated as the sum of all bundle occupancy subtracted
from the node’s buffer capacity (𝐵𝑐 (𝑋)):
Ret (𝑋) = 𝐵𝑐 (𝑋) −

𝑁

𝑖
∑𝑏size
𝑖=1

(𝑋) .

(6)

Related work on online social networks [33] presents largescale study of fine grained privacy preferences for Facebook
users which provides the information on how users specify
social access control lists (SACL) on a social networking service. They show that SACL membership has little correlation
with profile information and online social network links; and
making recent SACLs available to users is more promising as
users tend to reuse SACLs. We expand on these findings and
propose to use the recency, betweenness, and frequency social
metrics for choosing the more trusted data carriers as suitable
for mobile (disconnection prone) social networks.
We define betweenness in line with [34] by building
and processing adjacency matrix. The adjacency matrix is
updated based on the application requirements:
𝑁 𝑗−1 𝑔
𝑗𝑘

𝐶𝐵 (𝑝𝑖 ) = ∑ ∑

𝑗=1 𝑘=1

(𝑝𝑖 )

𝑔𝑗𝑘

.

(9)
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Frequency refers to the number of times a given user 𝑛
encounters a destination 𝑑. Frequency graph of user 𝑛 to the
destination 𝑑 is calculated as follows:
𝑓 (𝑑)
,
𝐹𝑛 (𝑑) =
𝐹 (𝑛) − 𝑓 (𝑑)

(10)

where 𝑓(𝑑) is the number of times destination 𝑑 has been
encountered and 𝐹(𝑛) is the total time that user 𝑛 has
encountered 𝑑 from the beginning of the simulation.
Recency is defined as how recently a user 𝑛 last met a
destination 𝑑 shown in the following:
Recency𝑛 (𝑑) =

recency (𝑑)
.
𝑇 (𝑛) − recency (𝑑)

(11)

Tie Predictor. Once a user encounters destination, it computes
the similarity to the destination and updates. More specifically, the similarity refers to the number of direct neighbours
and indirect encounters. The higher the number of common
neighbours is, the higher the probability that a given user
moves regularly to this destination is. To account for more
synchronous communication, we use similarity as a core
metric for calculating tie prediction:
TsUtil𝑛 (𝑚) =
SimUtil𝑛 (𝑚) =

TS𝑚 (𝑑)
,
TS𝑚 (𝑑) + TS𝑛 (𝑑)
Sim𝑚 (𝑑)
.
Sim𝑚 (𝑑) + Sim𝑛 (𝑑)

(12)

Choosing Carrier. The decision on forwarding of the stored
bundle is based on the utility calculation whenever a source
or a carrier detects a new neighbour. If the new neighbour has
a higher total utility compared to the given user, the bundle
will be forwarded. The utilities are computed by pairwise
comparison:
CogPrivUtil𝑛 (𝑚) =

CogPriv𝐷 (𝑚)
.
CogPriv𝐷 (𝑚) + CogPriv𝐷 (𝑛)

(13)

5. Experiment Setup and Results
5.1. Experiment Scenario and Datasets. We begin with
describing two real-world data traces that we use in our
experiments and then describe our methodology of running
experiments and clarify our criteria before we give and
discuss our results.
We base our experiments on the real-world data traces
of different probes for mobile networks across 112 countries
and over 200 mobile providers obtained by Netalyzr in [1]. Examples of the probes in [1] include Web probes such as http
content change, http hdr reorder, http hdr injection, invalid
host name vulnerability, http enforcement, http default
compression, and Transcoding as well as DNS probes which include dns direct mangled, dns direct proxy, and dns direct
changed id.
We select traces of one country (Germany) as its number
of mobile networks’ providers best suits our real-world user
communication trace [35] so that every user can be on

Table 1: Overview of middlebox distribution identified in a range of
mobile providers in Germany.
Name
1&1
ALICE
BASE
BLAU
CONGSTAR
DEBITEL
E-PLUS
FONIC
FYVE
KABELBW
LIDL
MEDION
M-NET
NETZCLUB
O2
T-Mobile
Vodafone

Probes
1
1
12
3
6
1
9
1
5
1
2
5
2
1
35
83
36

Web
1
0
0
0
6
0
0
0
5
0
0
0
0
0
0
83
36

DNS
0
0
12
3
3
1
9
1
3
1
0
5
1
0
16
27
10

Web %
100
0
0
0
100
0
0
0
100
0
0
0
0
0
0
100
100

DNS %
0
0
100
100
50
100
100
100
60
100
0
100
50
0
45.71429
32.53012
27.77778

the different network. For every mobile node, we obtain the
probability for the network spying on the web traffic by
calculating the percentage of test returning positive versus the
total number of tests performed. For every mobile network,
we obtain the probability of it spying on web traffic by
averaging the values obtained by all individual mobile nodes
on this particular network.
The table of mobile networks, probes, and analysis is given
in Table 1.
We carry out performance evaluation of CogPriv versus
cellular communication and local social opportunistic networks across a range of network conditions and user traffic
types across a range of metrics.
Based on the real cellular networks in Germany (shown in
Table 1), we average privacy levels into five evenly distributed
privacy threat levels, for example, minimum (0%) such as
ALICE and NETZCLUB, low (25%) such as M-NET, medium
(50%) such as BASE and MEDION, high (75%) such as
CONGSTAR, and maximum (100%) such as FYVE.
We developed extensions to the one simulator [36] that
utilises data from Table 1 in order to return middleboxes
presence probability discovered when performing probing of
different cellular networks.
We run experiments with the entire time of real-world
Facebook connectivity traces UNICAL [35] for maximum
privacy requirements with five different levels of cellular
network privacy to which users are connected. UNICAL
contains Bluetooth device proximity data, collected by an ad
hoc Android application, and the social profiles in terms of
Facebook friendships and interests of a group of 15 students.
Experimental data were collected at the campus of University
of Calabria in Rende, Italy. In order to gather the proximity
information, the aforementioned ad hoc application was
installed on each student’s smartphone. Each participant was
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instructed to keep with themselves the device that ran the
SocialBlueConn application. The experiment lasted one week
during student’s lessons, from January 28, 2014, to February 5,
2014, including only the working days. Unlike [37, 38] traces,
[35] does not identify beginnings and ends of contacts but
only sightings. We have assumed that the sightings last at
least 60 seconds based on the interval duration between the
most frequent sightings. Detailed analysis of mobile social
networks and online social networks for UNICAL has been
done in [35] and has shown high degree correlation which
we exploit in our ad hoc local message forwarding in our
experiments.
We assume that all sending nodes aim to send highly
personal but not urgent messages (e.g., self-monitoring
ongoing long-term health conditions) for large number of
experiments, but we also investigate CogPriv performance in
the face of varying privacy requirements. We assign varying
privacy requirements to each bundle and each CogPriv node
can check if the reported levels of middlebox presence in
the network can be tolerated for each bundle based on the
comparison of levels of middleboxes and privacy required.
In our experiments, we measure end-to-end achieved
privacy levels, end-to-end delays, and number of hops
between the end points. We run extensive experiments in
three increments with steps of 4 (26% of all nodes), 8 (48%
of all nodes), and 12 (80% of all nodes) which we repeat for
5 randomly selected combinations of sources and receivers
for each cellular network privacy level. This is important
for allowing us to get medium, minimum, maximum, and
average for each metric. Our results showed that there are
no significant differences between different percentages of
nodes actively generating and sharing content for the privacy
related metrics. We provide Figure 13 to show this. Regarding
the resource metrics (retentiveness), we give Figure 19 that
focuses on exploring differences between wide range of sending nodes and privacy requirements. Figure 19 does not show
significant resource availability differences due to CogPriv
utilising an effective congestion aware forwarding heuristics
on retentiveness and receptiveness introduced in [28–31].
The following results show that adaptive Cognitive Privacy approach is fundamental for future pervasive applications where Personal Clouds need to communicate via
different levels of network privacy for different applications.
CogPriv module that is adaptive, real time, collaborative,
and cooperative is the core component of future Personal
Clouds and necessary extension of the virtualisation of the
application storage and hosting. We show that CogPriv is
able to gracefully and transparently adapt to local context
(both social and network) and remote context (via probes and
communication with the destination).
5.2. Results
5.2.1. Achieved End-to-End Privacy and Analysis. Figure 13
shows that end-to-end privacy levels remain higher for
CogPriv approach than for cellular only and mobile social
ad hoc communication independently of the level of presence of middleboxes in the cellular infrastructure, that is,
ranging from no middleboxes to wide range of middleboxes;
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the performance of Cognitive Privacy drops from 100% privacy level to 85%. This is in contrast with the cellular network
which drops end-to-end privacy linearly with the amount of
the middleboxes in the cellular network. CogPriv approach
also outperforms fully local social ad hoc approach because of
the delays that are associated with the bundles time-out and
invoke the nodes to utilise cellular infrastructure that may
have privacy leaks.
In order to cover wide range of nodes and more conditions they may face (e.g., not to miss a node or nodes that are
disconnected), we have done performance analysis for 27%
(4 nodes out of 15), 53% (8 nodes out of 15), and 80% (12
nodes out of 15) of randomly selected nodes acting as senders
and receivers and each experiment run has been repeated
5 times. We show that there are very minor differences in
the performance in the three graphs in Figure 13. Figure 13
shows constant achieved end-to-end privacy for local ad hoc
routing for each random selection of senders/receivers. This
is due to the use of the real-world trace where the conditions
in the node connectivity among the selected nodes do not
change for one selection of the nodes for one experiment run
as well as due to ad hoc local not detecting middleboxes in the
cellular infrastructure and thus not changing its behaviour in
the face of the increasing levels of middleboxes.
From Figures 13(a), 13(b), and 13(c), we can see that the
differences in E2E privacy for local ad hoc network may
slightly change for different numbers of senders and receivers
but this difference is also low. This is due to the trace having
strong mobile social network characteristic (as it is based
on the real-world students traces) and us using local ad
hoc routing which exploits social connectivity patterns for
forwarding.
Figure 14 shows statistical analysis of end-to-end privacy
levels for bundles (mean, max, and min) for different levels of
presence of middleboxes in the cellular networks. We observe
that there are no drastic oscillations in the level of end-toend privacy and quality of services for the end-to-end nodes.
This is because CogPriv approach adapts very effectively
and is able to optimally utilise both local and infrastructure
resources.
In order to better understand the influence on end-toend privacy for different levels of centralities for mobile
ad hoc local networks, we investigate a range of scenarios
where the local ad hoc nodes have low, medium, and high
centrality in the face of varying levels of cellular infrastructure
surveillance. In offline analysis, we ordered the nodes’ degree
centralities and choose top 33% as high central nodes and
medium (33–66%) as medium centrality and low centrality
(below 33%). Due to the sparse connectivity of UNICAL
dataset with peak degree connectivity of 6, these centralities
result in 2 top ranked, 2 medium ranked, and 2 bottom ranked
nodes. Figure 15 shows that, for all levels of connectivity
degrees of the local ad hoc nodes, the achieved end-to-end
privacy levels for CogPriv are significantly higher than those
when cellular network is utilised. CogPriv performs more
than 40% better compared to local ad hoc communications
for all centrality levels.
In order to show how CogPriv approach adapts to different requirements for privacy, we have performed experiments
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Figure 13: End-to-end privacy.

with different traffic types ranging from highly personal
through intermediary and not personal types. We assign
different privacy requirements to each bundle at the source.
At each forwarding decision-making point, CogPriv nodes
compare the bundle privacy requirement against the probability of leakage in a network that CogPriv returns. Bundles

that have lower privacy requirements than the probability of
leakage in a network can be sent via that network. Otherwise,
the bundles will be sent via another network or stored at the
node if no network meets the bundle privacy requirements.
In Section 3, we explain that for bundles which are urgent,
the bundles can be sent via cellular network if no trusted
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Figure 14: End-to-end privacy statistics.
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Figure 15: Security with varying centrality of the destination.

local ad hoc route is found within a predetermined timeout period suitable for that bundle which is determined at
the application level. Figure 16 shows that Cognitive Privacy
approach manages to keep above 98% of achieved end-toend privacy for medium personal traffic while it keeps above
92% for medium to high privacy traffic. For highly personal
traffic, Cognitive Privacy manages to keep above 82% for
all levels of middle boxes presence in the cellular network.
As expected, we show that the higher the node centralities
are, the higher the achieved end-to-end privacy levels are

for all protocols. It is important to observe that the achieved
end-to-end privacy levels for CogPriv are above 90% for all
levels of degree centralities for low to medium-high level
of middlebox presence in the cellular network. For high
levels of middlebox presence in the cellular network and for
high node centralities, the archived end-to-end privacy for
CogPriv is still very high (96%). For medium and low node
connectivity, CogPriv manages privacy of around 85% and
75%, respectively, in the face of high levels of middlebox
presence in the cellular network. This is very important as
it shows that even in both cases when the cellular network
is highly compromised and the trusted local ad hoc network
is very disconnected and sparse, CogPriv can keep high
levels of privacy which converge to the performance of local
ad hoc approach that utilises social network structure for
forwarding.
5.2.2. End-to-End Delays and Retentiveness Analysis. Figure 17 shows that CogPriv end-to-end delays increase slowly
until the infrastructure is fully compromised at which point
the delays become the same as they are for the local ad
hoc approach. The cellular network approach has the lowest
delays but this is due to privacy being compromised and the
traffic taking single hop (direct) cellular link between the end
nodes.
Figure 18 shows delay distributions for highly private
traffic bundles when the cellular infrastructure contains
dramatically different amount of middleboxes. We observe
that the delays are the lowest when the infrastructure is
not compromised as the CogPriv approach takes cellular
single hop router to the destination. As CogPriv discovers
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Figure 17: End-to-end delays.

Figure 19: Retentiveness.
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Figure 18: End-to-end delay statistics.

increasing number of middleboxes in the cellular networks,
the delays increase but are significantly lower than the local
ad hoc approach. Even though there are some bundles that
may take up to 25 minutes until 50% of surveillance of the
cellular network, the average still remains low and below
17 minutes. For the cellular network where there is 75%
to 100% of middlebox presence, the delays range from 10
minutes (min) to 100 minutes (max) and from 3 minute to
75 minutes (average). These sorts of delays are appropriate
for nonemergency applications where the users value their
privacy and can tolerate delays such as regular daily checks
for users with long-term medical conditions.

Figure 19 shows that CogPriv manages to maintain high
levels of retentiveness (available storage) which is 85% for
all levels of privacy requirements and for increasing number
of active sources. It is important to investigate influence of
different levels of privacy requirements as retentiveness gets
measured only in ad hoc local forwarding (not cellular). More
specifically, as privacy requirements increase and the more
CogPriv chooses local forwarding over cellular forwarding
which has middleboxes, we show that CogPriv does not
significantly decrease available storage. Moreover, even for
significant increase of active sources from 27% to 80%, the
decrease in retentiveness is only around 1%. This is due to
CogPriv utilising effective heuristics on congestion awareness
and social graph analytics to predict the best next hop (the
heuristic is described in Section 4). It is important to note that
for the highest privacy requirements CogPriv will behave as
local ad hoc protocol as it will always use only local ad hoc
communications and not the cellular network infrastructure.
5.2.3. End-to-End Forwarding Hop Count and Transition
Analysis. It is interesting to see in Figure 20 that CogPriv
approach does not add additional number of hops compared
to local ad hoc communication. We observe that end-to-end
number of hops increases as the cellular network privacy
decreases but remains lower than it is for local ad hoc
forwarding. This is because CogPriv can effectively utilise an
opportunity for middlebox-free cellular network whenever
possible which allows it to connect to the destination via a
single hop. This means that CogPriv does not add to delays
compared to the local ad hoc approach while it increases the
delays only when the cellular network significantly compromises user privacy.
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Figure 20: Number of hops.
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Figure 23: End-to-end transitions statistics.

Figure 21: Number of hops statistics.

Figure 21 shows statistical analyses of CogPriv number of
hops with increased number of middleboxes in the cellular
architecture. We observe that the numbers range between 1
and 4 across all levels of middleboxes presence.
In Figure 22, we show the number of transitions between
infrastructure and local ad hoc protocol when the security
of the cellular network decreases. It is interesting to see that
while the number of hops is relatively low (reaching 4 for
highly compromised cellular networks), up to 50% of these
hops are transitions between the infrastructure and local

communication. This shows that supporting adaptive transitioning between infrastructure and local communication is
highly beneficial.
Figure 23 shows that the CogPriv approach keeps the
average level of transitions below 2 for all levels of cellular
network surveillance but occasionally peaks to 3 for high
level of middleboxes in the network. This shows that CogPriv
approach adapts well to the presence of middleboxes in the
cellular networks while effectively utilising local communication to keep the end-to-end quality of service as high as
possible.
The previous figures have shown that delays and hop by
hop counts increase as CogPriv moves adaptively from fully
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cellular mode to the fully opportunistic mode while managing very high levels of end-to-end privacy. More specifically,
we show that the CogPriv achieves privacy of end-to-end
connections which is almost constant while neither the delays
nor the hop count is significantly increased.
5.2.4. Exposure Analysis. We are particularly interested in
the issues of privacy being affected negatively despite the
fact that no access control was violated. Emerging research
shows that users of social media and remote health care
applications increasingly prefer to have more control on who
sees their data even among the users who are allowed to
see their data via user access control rules. For example,
while users may be happy that several closest friends of theirs
can see and forward their data, they may not be happy that
the other friends see some other data (e.g., social versus
health related). Even in case of healthcare context, it has been
argued that allowing local data control and privileges should
be increasingly supported in addition to the central basic
services. In this respect, more context sensitive policies can be
enforced throughout the distributed communication cloud
architecture.
Figure 24 shows percentage of data being exposed to the
second tier of friends (those that are not the most trusted
but who can still view the content) for increasing percentage
of middleboxes in the cellular network. We observe that
when percentage of middleboxes is lower than 25%, endto-end traffic is not exposed to any second-tier friends. For
increasing percentage of cellular network spying, we can
see the increased reliance on all friends (both first- and
second-tier) ranging from 1% to 7%. This is a very low
exposure that shows the importance of local context driven
data management.

Related research in social networks has shown that users
consider their privacy violated when more different pieces
of their data can be linked [39]. Towards this end, our
proposal for adaptive privacy-aware forwarding is beneficial
as it minimises multiple separate pieces of user data to be
viewed, stored, and forwarded by the same node.
In Figure 25, we show the number of distinct networks on
end-to-end routes that CongPriv takes for increasing levels
of middlebox presence in the infrastructure. For medium to
high level of privacy leakage in the cellular infrastructure,
CogPriv utilises up to 4 distinct mobile networks and thus
prevents the same compromised network provider from
accessing and gathering different pieces of information about
the user. For example, if we assume that a bundle gets
forwarded via three mobile privacy providers with 25%
privacy leakage, this does not add up to a total of 75% privacy
leakage but remains in the low 25%.

6. Conclusions and Future Work
We proposed Cognitive Privacy (CogPriv) framework as
an integral and core part of future Personal Clouds and
pervasive communications. At the core of our proposal is
the idea that, in mobile social world, privacy raises new
challenges that go beyond typical binary allowed/forbidden
access control and should take the form of cooperative,
collaborative, and context dependent stochastic distributed
decision-making. We argue that this new type of privacy
can be called “Cognitive Privacy” as it on-the-fly senses and
adapts to the infrastructure behaviour, strength/frequency of
(mobile) social ties, and/or reputation of other nodes/people.
Therefore, for different types of data and user context, the user
may prefer to negotiate different levels of privacy.
We showed that CogPriv preserves end-to-end privacy
levels to a high level across different network topologies
and cellular network ad hoc middlebox distributions as well
as different traffic types. As our future work, we plan to
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deploy CogPriv and Personal Clouds in real-world scenarios
in collaboration with Nottingham CityCare Partnership’s
initiatives to build healthier communities and improving
long-term health and wellbeing of local people [40]. We plan
to design new user-friendly interfaces that would improve
usability of Personal Clouds particularly in respect of providing real time feedback to the user on the levels of privacy
of their data. More specifically, we argue that it would be
beneficial to allow users to disrupt some decisions of CogPriv
at certain circumstances such as changed level of urgency,
for example, when the user may prefer to wait longer and
maintain higher level of privacy versus delivering the data to
the destinations.
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