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Deep neural networks (DNNs) have been widely adopted in many fields, and they greatly promote the Internet of Health Things
(IoHT) systems by mining health-related information. However, recent studies have shown the serious threat to DNN-based
systems posed by adversarial attacks, which has raised widespread concerns. Attackers maliciously craft adversarial examples
(AEs) and blend them into the normal examples (NEs) to fool the DNN models, which seriously affects the analysis results of the
IoHT systems. Text data is a common form in such systems, such as the patients’ medical records and prescriptions, and we study
the security concerns of the DNNs for textural analysis. As identifying and correcting AEs in discrete textual representations is
extremely challenging, the available detection techniques are still limited in performance and generalizability, especially in IToHT
systems. In this paper, we propose an efficient and structure-free adversarial detection method, which detects AEs even in attack-
unknown and model-agnostic circumstances. We reveal that sensitivity inconsistency prevails between AEs and NEs, leading
them to react differently when important words in the text are perturbed. This discovery motivates us to design an adversarial
detector based on adversarial features, which are extracted based on sensitivity inconsistency. Since the proposed detector is
structure-free, it can be directly deployed in off-the-shelf applications without modifying the target models. Compared to the
state-of-the-art detection methods, our proposed method improves adversarial detection performance, with an adversarial recall
of up to 99.7% and an F1-score of up to 97.8%. In addition, extensive experiments have shown that our method achieves superior
generalizability as it can be generalized across different attackers, models, and tasks.

1. Introduction

Recently, the fast development of deep neural networks
(DNNss) has resulted in DNN-based models being applied in
many scenarios around the Internet of Things, such as smart
transportation [1, 2], intelligence healthcare [3], social
networks [4], and information encryption [5, 6]. At the same
time, the rapid proliferation of attacks against DNN-based
models has raised greater security concerns [7]. Among
them, adversarial attacks, which are novel and powerful,
have caused harmful effects on model performance. In this
paper, we study the security problems of the Internet of
Health Things (IoHT) systems against adversarial attacks. As

text data is a commonly adopted form in IoHT systems, such
as the patients’ basic information, medical records, and
prescriptions, we focus on the security problems that may
exist in such DNN-based textual analysis models.

As textual adversarial attacks exist in various forms and
implement discrete perturbations, it has been a tough challenge
to defend against such attacks in the DNN-based IoHT systems.
Some defense methods against adversarial attacks have been
proposed to address this challenge. The current approaches
mainly focus on adversarial training [8, 9] and adversarial data
augmentation [10, 11], which typically require retraining target
models and extensive prior knowledge of attacks. Another type
of defense method is input reconstruction [12, 13], which can be
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directly deployed into unmodified target models but hurts ac-
curacy. In contrast, adversarial detection is a more direct de-
fensive strategy that only detects adversarial examples (AEs)
without correcting them [14-16]. In practical applications, this
strategy has a high value because it alerts to threatening inputs
and then rejects or submits them to other processing, rather than
expecting the target model to give ambiguous and unreliable
outputs. Obviously, adversarial detection is more appropriate in
IoHT systems due to the hardware constraints. Unfortunately,
very little attention has been paid to detection, and the available
detection techniques are still limited in performance and
generalizability.

In this work, we focus on adversarial detection. The goal
of this study is to improve detection performance and
generalizability. Based on sensitivity inconsistency to per-
turbation, we employ adversarial features, which are
extracted from the shift of predicting labels and the simi-
larity of probability distributions, to train a detector. The
proposed method is efficient and high-transferable, which
can catch AEs even in the circumstances of attack-unknown
and model-agnostic.

We understand the difference between AEs and normal
examples (NEs) in terms of geometric translation. An
adversarial example can be regarded as a normal example
changing along the adversarial direction. Geometrically, the
adversarial direction usually points to the region where the
decision boundary is highly curved [17]. Meanwhile, a study
has pointed out that AEs easily lead to different classifica-
tions if fluctuations are caused at highly curved regions in
the image domain [18]. Considering the goal of the attack,
the adversarial examples are distributed centrally around the
decision boundary to ensure low modification and imper-
ceptibility. Thereby, we point to a common phenomenon:
the AEs are boundary-sensitive. If we perturb the sensitive
part of the AEs, it is extremely easy to cross the decision
boundary. We consider important words (IWs) that con-
tribute significantly to the decision as sensitive parts. As
shown in Figure 1, if we intentionally perturb the IWs in
examples, AEs easily lead to the target model making dif-
ferent predictions, while NEs maintain consistent behavior
with the original.

To confirm this conjecture, we perturb the most
important word in a set of AEs and NEs separately and
illustrate the change in predictions of the model in
Figure 2. As the result shows, in the NEs, perturbation of
the most significant word leads to a shift in the proba-
bility values, but none crosses the decision boundary.
However, in AEs, the same perturbation leads to pre-
diction label changes in most examples. Further, the
results show that even though the predicting labels of
NEs change, the probability is closer to the decision
threshold. It indicates that in NEs, the probability dis-
tributions in the Softmax layer are much closer before
and after IWs are perturbed than those in AEs.

This preliminary work inspired us to design a detector
trained with adversarial features that are extracted from
perturbation-sensitive inconsistencies between NEs and
AEs. We conclude that the sensitive inconsistency between
NEs and AEs manifests in two parts: (1) whether the
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A4 NEsand AEs of class A
@4 NEsand AEs of class B
“~ Decision boundary
Perturbed AEs of class A
Perturbed NEs of class B
Perturbed AEs of class B
Perturbed NEs of class B
FiGurer: A visual illustrative example for sensitivity inconsistency
of NEs and AEs against perturbing important words (IWs). The
black arrow points to the direction of example movement (relative
to the decision boundary) after IWs are perturbed. The figure shows

that the perturbed AEs cross the decision boundary with high
probability, but the NEs do not.

1.0 A NEs
AEs
0.8 1
0.6 A
0.4 A
0.2 A
0.0 T T T : :
0.5 0.6 0.7 0.8 0.9 1.0 1.1

FIGURE 2: Visualization of probabilities values of NEs and AEs to
the predicting label before perturbation. The AEs are generated by
TextFooler attacking the CNN-based model. The x-axis and y-axis
indicate the probability values for the true label before and after
perturbation. Since the red line is y = 0.5 and the IMDB dataset is
a binary classification, the elements below the red line are examples
that the predicting label changes.

predicting label is changed after perturbing IWs; and (2) the
inconsistency of the degree of change in probability dis-
tributions before and after perturbation. We combine the
two points of sensitive inconsistency as the final adversarial
feature. Our major contributions can be summarized as
follows:

(1) We propose an adversarial feature extraction
method, named Sensitive Inconsistency Feature
(SIF). As SIF is obtained from the universal differ-
ences between NEs and AEs, it can be generalized to
different attack scenarios, even if they have never
been known before.
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(2) We implement the adversarial detection method
using SIF and machine learning mechanisms, named
SIF Detector (SIFD). The experiments show our
detection recall rate is up to a maximum of 99.7%,
and the F1-score is 97.8% on IMDB, demonstrating
its superiority over current advanced methods.

(3) We present that SIFD exhibits transferability capa-
bilities. In the most challenging settings (i.e., all of
the configurations in the learning and detection
phases are inconsistent), the F1-score and recall rates
remain above 85%. All the codes to reproduce our
experimental results are open source at https://
github.com/AuroraHuan/SIFD-adversrial-detection
and we hope they facilitate future research.

The remainder of this paper is organized as follows:
Section 2 reviews the existing studies on adversarial attacks
and defenses. Section 3 describes the proposed detection
method, SIFD. Experimental details, results, and analysis are
given in Section 4. Finally, in-depth discussions and con-
clusions are given in Sections 5 and 6.

2. Related Work

This section briefly reviews adversarial attacks and defenses.
As a hot research topic in recent years, there has been a lot of
work on adversarial attacks. We focus on word-substitution
attacks, which have received more attention as they perform
better in semantic preservation and semantic correctness.
Compared to other categories of attacks, word-substitution
attacks better balance aggressiveness and concealability. As
mentioned in the first section, we divide adversarial defenses
into three categories, and in this section, we pay particular
attention to adversarial detection, which is most relevant to
our study.

2.1. Adversarial Attack. Given a text x, the attacker adds
imperceptible perturbation & to x to generate the adversarial
example x,;, =x+ 6 and aims to make the pre-trained
model F misclassify, where the perturbation includes add-
ing, deleting, and replacing characters or words.

2.1.1. Gradient-Based Attack. As images are encoded as
numerical vectors, perturbations generated by gradient sign
methods are easily transformed into corresponding images
[19-22]. However, these methods are not compatible with
the textual domain because of the natural discreteness of
texts. Therefore, for NLP tasks, gradient-based methods are
usually combined with heuristic algorithms to generate
adversarial examples, including the utilization of the value of
the gradient to determine important words [23], sentences
[24], or the ranking of perturbed substitutions [20, 25].

2.1.2. Confidence-Based Attack. In this category, the attacker
can obtain the classification confidence of each label. A
common attack process includes two steps: (1) score the
words according to confidence and sort them in descending

order; and (2) sequentially perturb the sorted words until the
attack succeeds or stops when it reaches the perturbation
limit. The greedy search strategy is widely used to find
optimal replacements in confidence-based attacks
[10, 11, 26-28]. Besides, the genetic algorithm and bean
search are also common search strategies [29, 30].

2.1.3. Decision-Based Attack. The most challenging attack
scenario is when the attackers only have access to the
predicted labels of the target model. In this case, the attackers
usually generate a weak adversarial example, followed by
optimizing it until it generates a strong AE that is most
similar to the original text [31, 32].

2.2. Adversarial Defense

2.2.1. Robustness Enhancement. Gradient-based adversarial
training is widely used for defense in the vision field [19, 21]
with satisfactory effects, while in the natural language field it
is effective in improving the accuracy and generalization of
models [8, 33] but has weak gains in adversarial robustness.
As a result, virtual adversarial training is widely used for
textual adversarial robustness [9, 34, 35]. In addition,
adversarial data augmentation [10, 27, 36] and virtual
adversarial data augmentation [37] also effectively improve
the adversarial robustness of models, but such methods are
prone to decrease model accuracy. Zhu et al. [38] proposed
a combination of friendly data augmentation and gradient-
based adversarial training that can improve the adversarial
robustness of models while maintaining their accuracy.

2.2.2. Input Reconstruction. Discrete text is transformed
into embedding vectors before input to the model, so many
defense methods utilize reencoding to defend against
spelling error attacks [36] and synonym attacks [39]. In
addition, text-level reconstruction methods [12, 13] have
been used to defend against word-substitution attacks.
Among them, except for the method proposed in [13], the
rest of the methods are effective for specific attacks and are
not generalizable.

2.2.3. Adversarial Detection. Different from the two types of
defense methods mentioned above, adversarial detection
only reports anomalies without correcting them. Although
detections have been well used in the image domain
[17, 40, 41], there are scarce studies on textual adversarial
learning. Zhou et al. [14] trained a perturbation detector to
detect potential perturbations and an embedding estimator
to restore perturbations based on the BERT model [42], but
trained by special AEs makes it difficult to generalize and the
training of the BERT model is time-consuming. Mozes et al.
[15] proposed detecting AEs through a simple and effective
feature-word frequency, but this approach is only applicable
to word-level attacks. Mosca et al. [16] trained a logit-based
adversarial detector and achieved the best detection results
in text classification so far.
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3. Method

3.1. Overview of SIFD. Focusing on adversarial detection, the
core of our idea is to extract distinguishable adversarial
features and train a detector based on these features, and the
overall process is shown in Figure 3. The intuition behind the
approach is that even though AEs and NEs are extremely
similar in semantics and visuals, they react inconsistently
when important words are perturbed, i.e., the target model
differs dramatically in output changes for AEs and NEs. The
proposed method is divided into three steps: first, we inspect
whether the predicting label has changed and mark it as
a label inconsistency (S (x, f) in Figure 3); then we calculate
the similarity of the probability distribution of the Softmax
layer (J(x, f) in Figure 3); last, we combine features and
train a detector.

3.2. The Feature of Sensitivity Inconsistency. For a given input
text x = wy, w,,...,w,, including n words and the target
model F, the process for extracting features is shown in
Algorithm 1, including three main steps:

(1) Ranking words and extracting IWs. We design an
importance scoring function to rank the words in the
text and select a specified number of IWs to par-
ticipate in subsequent feature extraction.

I(w;x, f) =

where x,,, is text x that removes w;, f (x, y;) is the prob-
ability value of x to class y;, y is the predicting class of x
according target model F, and y; is the predicting class
of xy,..

However, for a long text which consists of multiple
sentences, this processing is time-consuming as it requires
n forward calculation on F, where 7 is large. Our goal is to
improve the efficiency of the processing. Following the
study in [19, 23], we use the gradient magnitude to estimate
the contribution of each word to prediction. The direction
of gradient descent is the optimization signal to assist the
model to obtain the minimum loss in the training phase;
therefore, the word whose direction is close to the gradient
contributes much to predicting F. According to this, we
measure the importance of words by only 1 inquiry to F.
Specifically, we utilize dot product to represent the angle
between w; and gradient on w;, which is calculated as

I(w,x, f) = Vi, *Vi J (0, x, f (x)), (2)

where V, is the embedding of w;, v is the embedding di-
mension, and J is the loss function of F.

After ranking all words in x by equation (2), we further
filter stop words from NLTK (https://ww.nltk.org/) and
SpaCy (https://spcay.io/) libraries. Furthermore, we use
NLTK to filter parts of speech, keeping only verbs, adverbs,
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(2) Marking the word sensitivity signals. We define the
concept of sensitive words for IWs and assign dif-
ferent values to sensitive and nonsensitive words.

(3) Calculating the similarity of the probabilities dis-
tribution before and after perturbing IWs. Detailed
explanations of the three steps are given in Sub-
section 3.2.1, 3.2.2, and 3.2.3, respectively.

3.2.1. Ranking Word Importance. For attackers, regardless
of the variations in the means of generating AEs, the ultimate
goals are the same: minimizing the modification rate and
maximizing the semantic similarity between AEs and their
corresponding NEs, which are defined as the basic condi-
tions of satisfying the adversarial example. To achieve these
goals, attackers usually pick important words and perturb
them, rather than make meaningless modifications to some
unimportant words. Therefore, important words are pow-
erful signals of the difference between the AEs and NEs,
which consequently become the most critical features for
adversarial detection.

Important words contribute much to the predicting of F
so that the prediction probability changes significantly after
removing it from x. We denote the contribution of a word w;
to x in model F by I (w;, x, f) which is usually expressed as

(%wpyi) = f e y) + F o) = f(xowpy)s fif yity,
F(xy5) = f(¥wp 7)),

(1)

others,

adjectives, nouns, and their derived expressions, which cor-
respond to the 16 lexical properties in NLTK. Finally, we
select the most important k words as the feature source of text
x for subsequent feature extraction, which is denoted as C (x).

3.2.2. Marking Sensitivity Signals. AEs and NEs respond
differently to the perturbing IWs. The predicting labels of
AEs are highly susceptible to change due to the boundary
sensitivity of AEs. In contrast, the probabilities for NEs in
each class change, but the final predicting label remains
relatively stable, which is similar to the principle of partial
distortion of images without affecting the decision of the
model [40]. Based on reaction inconsistency, we propose
a method to define the sensitivity of the input x: for each
word in C(x), we obtain the prediction classes before and
after the word is removed, and then we define the word
with different prediction classes as the sensitive word, and
vice versa as a nonsensitive word. More precisely, the re-
moval operation indicates the replacement of the original
word as <MASK> for the pretrained models such as BERT
and RoBERTa and <unk> for the traditional DNNs model
such as LSTM and CNN. Furthermore, the set of signals
based on sensitive words is adopted as the measure of the
text sensitivity to F, denoted as S(x, f), which is formalized
as
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Output: Feature matrix E

(4) S<— sortS
(6) for each w in S do

(8) if f(x)= f(x\wi) then

) s—1
(10) else
@11 s— -1
12) end if

13) add jxsto E
(14) end for

Input: Text x, target model f
(1) Initialization: feature matrix E «— [0], scores of words S«None
(2)  Get the predicting label y «— f(x)
(3)  Slw]—V, = wa](e, x, f (x)) for each valid w; in x
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™) Je—jsd(f(x), f(x\,,)) by (5)

ALGORITHM 1: Feature extraction based on sensitivity inconsistency.

S(x, £) = {5, (%%, f)} st w; € C(x), 3)

where s, (x, x,,, f) is a word-sensitive signal that is cal-
culated as

Lo if £(x) = f(xy,),

(4)
-1, £ () # f(x,)-

o6 X, f) =

3.2.3. Distribution Difference of Softmax Layer. It is not
enough to rely on sensitivity signals alone to distinguish AEs
and Nes, as discrete signals make it easy to cause many NEs to
be incorrectly recalled as AEs. Furthermore, this error is more
explicit in short-length texts because IWs in NEs are sensitive

to perturbation. To solve this problem, we employ the in-
consistency of the changes in probability distribution (i.e., the
confidence scores of x predicted by F to all classes) of the
Softmax layer as another feature. It signifies a more nuanced
difference between AEs and NEs. Therefore, we use the Jensen-
Shannon Divergence (JSD) to calculate this feature, which is
expressed as

(50 ) = LI + 5K ) 01),
(5)

where f (x) is the Softmax output, and M = (1/2) (f, (x) +
fs(x\,) and KL is the Kullback-Leibler divergence, for
which the formula is



p(x)
q(x)

KL(pllg) = ) p(x)log (6)

For each word in C(x), we calculate the JSD values
according to equation (5) and use these values as the dis-
tribution variance features of x, denoted as

J(x, f) ={jsd(x, x\wi,f)}s.t. w; € C(x). (7)

3.3. Training Detector

3.3.1. Extracting of Distinguishable Features. The final input
feature is calculated by combining the sensitivity flags
S(x, f) and JSD values J (x, f)

E(x, f) = S(x, f) * ] (x, f). (8)

Thus, the input features for the adversarial detector are
a set of continuum vectors of size k, and the labels are binary,
0 for NEs and 1 for AEs. In the training phase, we divide the
data into a training set and a test set in the ratio of 8 : 2. In the
test phase, the input features are computed by querying the
target model k + 1 times. Compared to the work in [16],
which requires n queries, we save time costs in feature
extraction and consider more distinguishable features. In
Subsection 5.2, the advantages of combined features are
demonstrated by ablation experiments.

3.3.2. Design of the Detector. Following Mosca et al. [16], we
do not fix detector architecture, and we train multiple ma-
chine learning models and evaluate their effects. Notably, our
method does not depend on a specific model or a specific
classification task, i.e., the detector can be deployed as a plug-
and-play add-on to the target model to improve robustness.
Moreover, although our detection method depends on the
adversarial corpus, it is not limited to a specific attack method
because the adversarial feature extraction method we design is
based on the generic characteristics of AEs. Our proposed
adversarial detection method is generalizable, which mani-
fests in model agnostic, attack transportability, and data
compatibility. In Subsection 4.4, we conduct an all-around
analysis of the generalizability of our proposed method.

4. Experiments
4.1. Experiment Setup

4.1.1. Datasets and Tasks. We adopt three popular classifi-
cation benchmark datasets for our experiments: Internet
movie reviews from IMDB [43], news articles on the web
from AG’s news [44], and the Yelp dataset challenge with
polarity label [44]. As all of them are without a standard split
for train/dev/test, we divide the original training set into
training set and development set in a ratio of approximately
9:1. The statistics of them are shown in Table 1.
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4.1.2. Models. We adopt four DNN models that achieve
state-of-the-art performance on text classification: BERT
[42], RoBERTa [45], CNN [46], and LSTM [47]. Specifically,
we use the pretrained BERT model and RoBERTa model with
12 transformer layers, 12 self-attention heads, and a hidden
size of 768. We set dropout as 0.1 and epochs as 10, and fine-
tune them with a batch size of 64 for AG’s news and 32 for
the others. The CNN model contains three convolutional
layers with filter sizes of 3, 4, and 5. The LSTM model has 1
bidirectional layer and 128 hidden units. The inputs are
initialized as embeddings by 300-dimensional pretrained
word embeddings Glove [48] (https://github.com/
stanfordnlp/GloVe) in LSTM and CNN. And the batch
size is 256, the number of epochs is 20, and the dropout rate
is 0.1 for both CNN and LSTM.

4.1.3. Attack Methods. We employ four well-established
attack methods: PWWS [26], TextFooler [10, 28], and
BAE [27]. PWWS and TextFooler are the strong baselines for
natural language attacks based on the black-box set and
generate perturbation with synonym replacement; Deep-
wordbug crafts visual-similarity adversarial examples with
a little number of typos; and BAE generates more semantic
natural AEs by using the BERT masked language model. To
ensure the consistency of attacks, we set the important
parameters following the study in [8, 38]. The word mod-
ification rate is 0.2 for AG’s news and 0.1 for the others,
depending on the text length of the different datasets, and
the threshold of the minimum similarity between AEs and
NEs is 0.84 to ensure the reasonableness of AEs.

4.1.4. Detection Baseline. We compare our proposed method
SIFD with two other state-of-the-art detection methods FGWS
[15] and WDR [16] under different combinational settings of
datasets, models, and attacks. For FGWS, we follow all the
detection settings of the original paper and determine the key
parameter, threshold y, which is the minimum value of the
confidence difference for AE identification. For the IMDB
dataset, we use the default threshold of 0.9 in the source code
(https://github.com/maximilianmozes/fgws); for AG’s news,
referring to the tuning method and criteria in the original
paper, we select y = 0.85 with the best true positive rate under
the premise that no more than 10% of NEs are judged as AEs.
Given that both our method and WRD are detector-based, we
used a process similar to SIFD to train and test WRD. The
architecture of the WRD detector is XGBoost [49], and the
parameter settings are the same as those in the original paper.

4.1.5. Evaluation Criteria. We employ several performance
criteria to evaluate detection. We treat the AEs as positive
examples (P) and the NEs as negative examples (N) for
detection. Hence, TP denotes the number of P predicted as
P, FP denotes the number of N predicted as P, TN denotes
the number of N predicted as N, and FN denotes the number
of P predicted as N. The criteria utilized in the experiment
are as follows:
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TaBLE 1: Summary for datasets. #train, #dev, and #test count the number of texts in the train/dev/test set, respectively, #avg length is the
average length of all the texts for each dataset, and #classes is the number of classes.

Dataset #train #dev #test #avg length #classes Task
IMDB 23,000 2,000 25,000 268 2 Sentiment analysis
AG’s news 1,08,000 12,000 7,600 43 4 News classification
Yelp 5,00,000 60,000 38,000 152 2 Online reviews
TP always outperform those on AG’s news. To further clarify the
Recall = TP+ FN’ causes of this phenomenon, we conduct a more detailed
analysis in Subsection 5.3.
TP+TN
Aceuracy = TN+ FP N’
(9)  4.4. Transferability Evaluation. The transferability of the
2 = Precision * Recall detector is a very important metric, as the data and models in
F1 — score = Precision + Recall the real-world defense phase are unpredictable and highly
likely to be inconsistent with them in the training phase. In
Precision = TP _ this subsection, unlike Subsections 4.2 and 4.3, we randomly
TP+ FP sample 1000 texts (500 AEs and 500 NEs) to test the de-

4.2. Detector Architecture Selection. We utilize multiple
machine learning models as candidate architectures for the
detector and compare their performances to select the model
with the optimal detection performance for subsequent
experiments. Specifically, we use BERT as the target model
and fine-tune it on IMDB and AG’s news, and then 1,500
adversarial examples generated by TextFooler for IMDB and
PWWS for AG’s news, separately. We extracted features
from these AEs and their corresponding NEs, then divided
the training, validation set, and test sets in proportions 8:1:
1. Finally, we train and test five classifier models, including
Random Forest [50], XGBoost [49], LightGBM [51], SVM
[52], and AdaBoost [53].

As shown in Table 2, all the models achieve competitive
detection performance, provided that all settings are iden-
tical. Among them, XGBoost performs slightly better, so we
choose it as the detector architecture in the subsequent
experiments. The main parameters of XGBoost include: the
maximum depth is 3, the learning rate is 0.2, the gamma is
0.6, and other settings are disclosed in our open source code.

4.3. Detection Performance Comparison and Analysis. We
compare SIFD with two advanced detection technologies.
More specifically, we train and test the detectors in the same
process as in Subsection 4.2, and for the nontrained FGWS,
we test their performance in the tuned parameter settings.
Although random sampling causes different examples to be
selected each time, three detection methods compare their
performance on the same examples in each configuration. As
Deepwordbug is a character-level attack and FGWS de-
tection is just designed for word-level attacks, we do not
perform FGWS to detect adversarial examples generated by
Deepwordbug.

As Table 3 presents, our proposed method outperforms
the baseline method in 21 configurations (24 configurations
in total). Even in the worse 3 configurations, the effect of our
method is close to the optimal method. In addition, we
observe that the effects of all detection methods on IMDB

tection capability of the model for each configuration.

We first test the transferability of the detector on various
attacks. Specifically, we first train the detector with the AEs
generated by one attack and then test its ability to detect the
AEs generated by other attacks. The detection effects with
identical settings in the training and testing phases are seen
as the baseline, which is called the default effect, and cor-
respond to the row where the “*” sign is located in Table 4.

As we can see from Table 4, our method always performs
well in the migration from one attack to another. Both F1-
score and adversarial recall rates differ from the default effect
by a maximum of no more than 3%, and are always around

+ 1% and even sometimes better than the default effect.

Additionally, we test the transferability of different
models. As shown in Table 5, LSTM and BERT exhibit
remarkable transferability for each other, but the perfor-
mance of CNN is relatively weak. We give a possible ex-
planation for this phenomenon. We conjecture that the
decision boundary of the trained CNN is more curved, and
the convex region is steeper compared to the other two
models. Therefore, the probability distributions vary greatly
from AEs to their corresponding NEs. Therefore, the de-
tectors learn features from these AEs that are significantly
distinguishable and obtain excellent detection performance,
but they struggle to detect more challenging AEs generated
by other models. In addition, we observe that the attack
success rate of various attack methods against the CNN
model is higher than the others, and the adversarial recall
ratio of detectors based on CNN is higher, which is con-
sistent with our conjecture.

Furthermore, we consider the most challenging situation
to be one in which all settings in the detection phase are
different from those in the training phase. We select the
detector trained by IMDB + BERT + TextFooler from Sub-
section 4.3 as the baseline detector and test it in two datasets,
two models, and three attack methods. We trained the de-
tector with IMDB + BERT + TextFooler and tested its de-
tection performance with inconsistent datasets, models, and
attack methods; the results are shown to the left of the pa-
rentheses in Table 6. As Table 6 shows, the scores for the two
metrics are above 85% for various combinations of settings. It
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TaBLE 2: Detection performance of different machine learning model architectures. Bold values indicate the optimal results.
Dataset Machine learning model Accuracy (%) Recall (%) Fl-score (%)

Random forest 95.7 96.0 95.1

XGBoost 96.1 97.2 96.4

IMDB LightGBM 96.3 94.1 95.8
SVM 92.3 93.2 92.1

AdaBoost 95.2 96.0 94.9

Random forest 89.5 88.1 89.0

XGBoost 92.7 91.9 92.2

AG’s news LightGBM 91.7 80.4 91.3
SVM 90.4 90.0 89.1

AdaBoost 88.8 88.9 88.8

TaBLE 3: Detection performance of three detection methods. The model, dataset, and attack method are consistent for the training and
testing phases. As Deepwordbug is a character-level attack and FGWS detection is just designed for word-level attacks, the experimental

results of Deepwordbug detection with FGWS are not meaningful, and “—” in the table indicates that the experiment is not conducted.
0, 0,
Model Dataset Attack Recall (%) Fl-score (%)

FGWS WDR SIFD FGWS WDR SIFD

TextFooler 81.5 83.0 91.7 87.5 86.1 90.7

AG’s news PWWS 85.1 87.9 91.9 89.7 90.5 92.2

BAE 49.7 80.0 86.7 57.2 81.2 84.5

BERT Deepwordbug — 75.4 85.0 — 78.3 85.6
TextFooler 79.9 95.5 97.2 86.6 95.8 96.4

IMDB PWWS 82.5 92.7 95.5 85.8 94.2 96.0

BAE 56.7 90.3 96.2 67.8 93.1 96.3

Deepwordbug — 92.0 94.2 — 92.7 94.8

TextFooler 82.9 92.0 95.5 86.2 89.7 91.5

AG’s news PWWS 86.8 91.0 94.0 91.2 86.0 90.6

BAE 56.7 88.2 92.4 62.1 85.5 88.5

CNN Deepwordbug — 91.0 92.4 — 86.3 84.9
TextFooler 75.9 89.9 99.7 85.3 91.5 97.8

IMDB PWWS 80.2 87.2 99.0 86.0 87.2 96.5

BAE 59.8 88.9 98.2 70.1 87.1 96.5

Deepwordbug — 91.2 97.9 — 89.6 95.7

TextFooler 86.2 91.3 96.2 90.1 87.8 91.2

AG’s news PWWS 84.7 84.6 94.5 90.4 86.8 88.5

BAE 62.2 88.2 91.7 67.9 88.8 90.3

LSTM Deepwordbug — 834 88.6 — 83.3 84.1
TextFooler 77.4 94.8 97.8 83.8 95.0 95.4

IMDB PWWS 70.5 92.5 92.0 80.0 92.4 92.7

BAE 48.8 95.5 96.9 57.4 95.5 97.7

Deepwordbug — 92.0 92.2 — 93.6 91.5

Bold values indicate the optimal results among three defense methods.

is worth noting that in some settings (bold in Table 6), the
detection effect is better than the default effect (the values in
parenthesis in Table 6), which needs further exploration.

5. Qualitative Results and Discussion

5.1. Impact of Important Words. We choose the most im-
portant k words to represent the input text for feature ex-
traction. In this subsection, we study the effect of varying the
value of k on the detection effect. As shown in Figure 4, for
IMDB, recall and F1-score remain high at k € [15,30], and
then decline; for AG’s news, scores reach the highest point at
k = 5. The results show that the best k values are different for

texts and are tied to text length, and we suggest a range of
[0.1n,0.2n] and n is the length of text.

5.2. Impact of Features. We consider the effects of selecting
top k IWs, sensitivity signal marking, and probability dis-
tribution differences on the final detection performance. We
use TextFooler + BERT as the invariant setting of the ex-
periment to test the detection effectiveness on AG’s news
and IMDB with different feature selections. Table 7 shows
the results of the ablation experiments, demonstrating that
both the sensitivity signal and Softmax distribution in-
consistency are effective as independent signals.
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TaBLE 4: Generalization evaluation of different attacks. Rec is recall, F1 is F1-score, R is the variation of the current adversarial recall rate
relative to the default effect, and F is the variation of the current weighted average F1-score relative to the default effect. * denotes the
baseline, which is the experimental setup for training the detector, followed by testing the detector against other attack methods with the

same dataset and model.

CNN LSTM BERT
Attack Rec (%) f‘%R) F1 (%) (&%1; Rec (%) f‘%ﬁ F1 (%) f‘%l; Rec (%) f‘%li (f/:) f(%F)
TextFooler* 99.2 963t 97.8 954 -+ 97 97+
PWWS 982 401 960 +08 917 —07 918 —-04 954 20 968 +03
BAE 992 41 963 405 965 —01 950 08 932  -28 946 09
Deepwordbug 974 0.8 948 04  92.0 0 918 404 932 —30 949 -10
TextFooler 990 -02 955 -08 974 -04 958 +04 975  +05 962 —08
PWWS* 98.1 R Y 92.4 Y 97.4 * 965
BAE 988 406 947 —11 972  +0.6 946 —-12 95  —1.0 953 0.2
Deepwordbug ~ 97.8  —04 948 04 922  +02 912 02 946 16 943 -16
TextFooler 988  —04 959 —04 969 -09 955 +0.0 974  +04 963 —07
PWWS 976  —0.6 964 +12 946  +24 939 +17 956 1.8 957 —08
BAE* 98.2 * 958 = 9.6 * 958 o+ 96 * 955 *
Deepwordbug 970  -12 947 11 910 -1.0 919 405 956 0.6 953 —06
TextFooler 94 402 93 0 958 20 951 -03 978  +0.8 966 04
PWWS 976  —06 956 +04 936  +12 917 —-05 950 -24 957 —08
BAE 986 404 953 —05 951 —-15 943 15 938 22 939 -16
Deepwordbug 982 R Y 92.0 © ol4 ot 96.2 * 959

TaBLE 5: Transferability evaluation of different models. Bold values indicate the better scores among two target models that model*

migrate to.
Model TextFooler PWWS BAE Deepwordbug
ode
Recall (%) Fl-score (%) Recall (%) Fl-score (%) Recall (%) Fl-score (%) Recall (%) Fl-score (%)

CNN* 99.2* 96.3* 98.1* 95.2% 98.2* 95.8* 98.6* 95.5*
LSTM 82.6 86.8 86.6 84.1 88.4 90.9 81.8 89.6
BERT 89.2 93.8 91.6 92.6 90.4 88.7 89.7 92.5
CNN 98.5 95.1 99.9 94.6 97.5 94.8 99.4 93.7
LSTM* 97.5* 95.4* 92.1% 92.2% 96.5* 95.5* 92.3* 91.6*
BERT 97.2 95.7 95.0 95.2 91.8 93.3 94.8 94.7
CNN 99.1 96.1 100.0 93.7 97.1 96.3 98.7 96.0
LSTM 95.4 95.2 92.2 91.4 96.2 95.5 95.4 94.7
BERT* 97.0* 97.0* 97.4* 96.5* 95.5* 95.5* 95.9* 95.9*

Nevertheless, the best results are achieved by combining
them. Individual sensitivity signs alone do not work well in
short texts; by contrast, Jensen-Shannon divergence calcu-
lated by Softmax distribution differences plays a greater
influence. In addition, the selection of top k IWs improves
detection performance by 5 — 8%.

5.3.Impact of Datasets. Given the inconsistent capability of the
detectors trained on IMDB and AG’s news, we further explore
exactly the key factor for this difference. The length of texts and
the number of classes are two factors that are considered. In
addition to the three datasets mentioned in Subsection 4.1, we
add the SST-2 dataset as a reference experiment and split 5000
samples from the training set as the test set. Using four datasets
and two baseline settings, we report the result in Table 8.

We observe a negligible difference in detection performance
caused by the number of classes, but the data length matters
detection performance a lot. We give a possible explanation for
this phenomenon. In short-length texts with a small number of
words, each word plays a more important role as texts have
a small tolerance for information loss. As a result, perturbing
each word in NEs affects higher fluctuations, so distinguishing
between AEs and NEs becomes more challenging.

5.4. Challenges and Limitations. We propose the universal
feature of AEs: sensitivity inconsistency to important words
being perturbed. However, various still exist in examples
reacting to perturbation across different datasets and tasks.
We acknowledge that the detection effect is somewhat
weakened in short-length texts. We argue that fuller features
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TaBLE 6: Generalization evaluation in the toughest scenario. The values in parentheses are default effect. Bold values denotes that the
detection performance under transferability is better than the default effect.

PWWS BAE Deepwordbug
Dataset Model
Recall (%) F1-score (%) Recall (%) F1-score (%) Recall (%) F1-score (%)
vl LSTM 86.2 (91.6) 85.7 (90.5) 90.6 (94.5) 91.5 (93.2) 92.8 (91.2) 89.7 (87.4)
P RoBERTa 87.4 (94.7) 89.6 (92.6) 87.3 (92.0) 87.9 (92.7) 85.9 (92.8) 87.0 (89.1)
AG's news LSTM 90.3 (94.4) 87.1 (88.5) 93 (91.7) 93.5 (90.3) 91.4 (88.6) 89.2 (84.1)
ROBERTa 90.8 (91.3) 87.6 (85.4) 87.0 (89.9) 85.7 (91.2) 88.9 (86.6) 90.0 (87.5)
100 /\’\——;_ 50
, s
80 0 3
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FIGURE 4: Detector performance under different value of k, which is equivalent to the input dimension.

TaBLE 7: Detection performance of different features. None means features dimensionality is 300 for IMDB and 100 for AG’s news; in top k

settings, k = 20 for IMDB and k =5 for AG’s news.

) IMDB AG’s news

Top k IWs Sensitivity flags Softmax distribution
Recall (%) Fl-score (%) Recall (%) Fl-score (%)

4 80.0 89.5 78.6 72.3
None 4 92.4 94.1 84.9 87.6

v 4 92.0 91.5 90.1 90.5

v 84.4 92.4 76.9 77.5
k v 95.2 96.1 89.4 90.7

v 4 99.8 97.7 95.5 91.5

Bold values indicate the best results in different feature settings.

TaBLE 8: Performance of detector on different datasets.

Dataset BERT + Deepwordbug LSTM + TextFooler
atase Recall (%) Fl-score (%) Recall (%) F1-score (%)
IMDB 94.2 94.8 97.2 96.4
AG’s news 85.0 85.6 96.2 91.2
Yelp 90.1 92 95.5 93.4
SST-2 81.2 84.3 87.6 89.1

are beneficial to further improve the performance of the
detector.

IWs play a big role in prediction, so attackers utilize
them to craft AEs, which is a common pattern of attack.
While SIED contains rich information from IWs to identify
AEs, its detection performance will be severely limited if
a stronger attack method breaks this pattern in the future.
Aiming to escape this cat-and-mouse game, our future work

includes exploring certifiable defense methods with formal
guarantees.

The proposed method, SIFD, can work not only as
a detection plug-in to assist the target model but also in
combination with others. Theoretically, the generality of
SIFD motivates it to be combined with robustness training to
jointly enhance adversarial robustness from inside and
outside the model. In further research, we will explore more
application potentials of detection against adversarial
attacks.

6. Conclusions

We propose an adversarial detection method named SIFD
based on sensitivity inconsistency features (SIF) against
perturbing important words, which contain rich in-
formation for identifying AEs in DNN-based IoHT systems.
Different from previous methods that identified features of
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detection from the whole text, we focused on only the
important parts, which are the key features of texts, and
achieved better distinguishable signals. The proposed
method effectively enhances the adversarial robustness of
the DNN-based IoHT systems in analyzing textual data.

We evaluate SIFD with advanced adversarial detection
methods against four attack methods (both character-level
and word-level attacks are included), and the results show
the superiority of our approach over currently available
detection technologies. In addition, through a series of
ablation experiments, we reveal the remarkable trans-
ferability of SIFD and analyze the importance of each local
mechanism in SIF.

Data Availability

All the codes and datasets to reproduce our experimental
results are open source at https://github.com/AuroraHuan/
SIFD-adversrial-detection, and we hope they facilitate future
research.
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In Internet of Health Things (IoHT) systems, there is a two-hop network structure between the authentication server TA, Internet
of Things Connector (IotC), and wearable sensor (WS). Attackers can use the sensor layer network (the first hop) between the IotC
and WS to steal patient’s health-related information and undermine the security of the system and the privacy of sensitive
information. To address this threat, this study proposes a lightweight identity authentication and key agreement protocol for
third-party authentication servers TA, IotC, and WS. The results of the formal security proof, BAN logic analysis, and AVISPA
tool simulation show that the scheme proposed in this study has an ideal security performance and can meet the security
requirements of IoHT. In terms of performance, the proposed scheme could dynamically construct a sensor layer network (the
first hop) and offline networking according to the diagnostic needs of doctors. Compared with other related protocols, the
proposed scheme can significantly reduce the computing resource requirements of IotC and server TA and the resource re-

quirements of database I/O operation of server TA in the application scenario of concurrent access of multiple WS nodes.

1. Introduction

The wearable technology market has reached US $116.2
billion in 2020 and is expected to increase to US $265.4
billion by 2026, with an annual compound growth rate of
18.0% [1]. The rapid growth of the market scale of wearable
technology is also constantly promoting the integration of
wearable or implantable device technology with IoT, cloud
computing, and other information technologies into In-
ternet of Health Things (IoHT) systems in the hospital
environment [2]. These new technologies can help medical
professionals obtain various types of health data information
of target patients faster and better [3] and help medical
institutions continuously improve the quality of medical
services [4].

Figure 1 describes the general network structure of loHT
systems applied in the medical structure environment [5-8].
Its remarkable feature is the integration of the IoT, cloud

computing, wearable, or implantable device technology. As
shown in Figure 1, an IoHT system is composed of two
interconnected network units: a data service unit and IoT
unit. They are connected through a common set of cloud
data storage servers.

The IoT unit is a two-hop network structure, similar to the
IEEE 802.15.6 Wireless Body Area Network (WBAN) stan-
dard description [9] and the industrial Internet of Things [10].
Multiple wearable sensors (WSs) and Internet of Things
Connectors (IotCs) constitute the first hop of an IoHT system,
that is, the sensor layer network. The IotC and local real-time
data monitoring terminal (LMT) or cloud data server form the
second-hop transport layer network. In terms of function, it
emphasizes the ability of real-time, fast, and accurate acqui-
sition and two-way data transmission of Patient Health In-
formation (PHI) [5, 8, 11], such as patient activity, blood
pressure, heart rate, electrocardiogram (ECG), temperature,
blood glucose, and blood oxygen level [12].
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1.1. Networking Requirements of Sensor Layer Networks.
The main application environment of IoHT systems is the
medical institutions that provide public medical and health
services. Patients have a strong mobility and various other
conditions. Therefore, the IoHT systems must collect the
corresponding PHI data according to a patient’s condition
such as monitoring of blood glucose levels and blood
pressure. Some data require a high real-time performance,
such as heart rate data in intensive care or cardiac care
environments. These have put forward the following special
functional requirements or limitations for the network
structure of the sensing layer of the IoHT systems:

(i) WS and IotC are small in size, easy to carry, and
have limited computing resources; therefore, they
are not suitable for jobs with a high amount of
computing [13].

(ii) The correspondence between the patients and IotC
was variable. The IotC ownership in IoHT systems is
a medical institution that has a corresponding re-
lationship with patients within a certain time range.

(iii) The types and number of WS nodes are large, and
the server in the IoHT systems should have strong
equipment access capability.

(iv) The WS nodes are rarely used in isolation. In most

cases, these groups were included. IotC should be
able to concurrently network multiple WSs.

(v) The combination of IotC and WS must be built
according to the diagnostic needs of doctors [7].
(vi) To reduce the impact of remote network quality on

IoHT system availability, the IotC and WS should
have offline networking capabilities.

1.2. Requirements of IoHT Systems Lightweight Authentica-
tion Strategy. The correctness, timeliness, and credibility of
PHIs can support doctors’ decision making and help save or

prolong patients’ lives [14]. However, many theft events in
PHI data [4] make the security of PHIs a hot issue for
healthcare organizations. The Health Insurance, Portability,
and Accounting Act (HIPAA) and Health Information
Technology for Economic and Clinical Health Act
(HITECH) require all healthcare organizations to ensure the
safety of health information.

Network attacks against IoT terminal devices, such as
webcams [15], small routers [16], bluetooth door locks [17],
intelligent thermostats [18], and theft of face recognition
data [19], have made people gradually realize that IoT de-
vices in IoHT systems may become a tool for attackers to
launch network attacks and destroy the stability of IoHT
systems or steal user-sensitive information.

The mutual Authentication and Key Agreement (AKA)
mechanism between IoT access devices is an important link
for building a secure health system (SHS) [20]. The VPN,
SSL, TLS, and other security mechanisms are based on the
Internet peer-to-peer communication mechanism, which
can ensure data security on both sides, for example, the
establishment of a secure data channel between the IotC and
the data server [21]. However, because of the two-hop
network structure of the IoT unit of IoHT systems and
the networking requirements of the sensor layer network, it
is very difficult to use VPN, SSL, TLS, and other protocols to
build a mutual AKA in the first-hop network (sensor layer
network). Therefore, the IoHT systems require a lightweight,
anonymous, and secure mutual AKA protocol, that is, more
suitable for network structures [22].

2. Related Work

The special structure and functional requirements of IoHT
systems restrict their application in traditional security
protocols. To deal with the threat of malicious attacks,
improve the security level of IoHT systems, and meet the
functional requirements of portable and ultralow power
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consumption of wearable sensors, various lightweight mu-
tual AKAs have been proposed.

In 2015, He and Zeadally proposed a lightweight three-
party authentication protocol to improve the identity au-
thentication ability of controllers in ambient-assisted living
systems [23]. Subsequently, in 2016, with the help of a third-
party authentication server, He et al. realized lightweight
identity authentication of users using a data aggregation
device in the smart grid [24]. The two protocols are based on
the elliptic curve (EC) theory and realize the support of
third-party authentication servers; therefore, they have low
overall resource consumption and high security, but the
individual resource consumption of the controller is still
high, and the support for sensing devices is insufficient.

In 2017, Li et al. [9] proposed an anonymous lightweight
identity authentication and key agreement protocol for two-
hop wireless body area networks (WBANSs). The protocol is
based on a hash function and XOR computing, which
significantly reduces the demand for computing resources
for wireless sensor devices. A hub node must undertake
multiple functions, such as identity authentication, real-time
data monitoring, data storage, and remote cloud data for-
warding, which are not conducive to the implementation of
a security protection strategy, is easier to capture, and has
a single point of failure.

In 2018, Srinivas et al. [6] proposed a lightweight tri-
partite authentication scheme for WSs, users, and cloud
servers based on cloud computing and big-data technology.
The security of the scheme is verified using a formal real or
random (ROR) model and the automatic verification tool
AVISPA [25]. This scheme has significant advantages in
terms of the communication and computing costs.

However, Srinivas’ protocol must store the authentica-
tion information (HID;, TC;,) of all possible users in the
memory of all the WSs in advance. This causes the wearable
sensor of the protocol to have a large demand for storage
resources and insufficient ability to resist WS theft attacks
[16]. Simultaneously, we found that the construction of the
sensor layer network of the protocol requires more manual
processing, which is more suitable for networks with stable
structures. Under the demand for on-demand construction
of an IoHT system sensor layer network, labor and system
maintenance costs will increase.

To enhance the ability of wearable devices to protect
sensitive data and resist WSs theft attacks, Das et al. [5]
proposed a lightweight tripartite authentication and session
key scheme between WSs and mobile terminals (MT) (i.e.,
smartphones) carried by the same user. The security of the
protocol was verified using a real or random model and
AVISPA tool. Compared with the previous scheme, this
method has certain advantages in terms of resource con-
sumption. However, Jiang et al. [26] pointed out that the Das
scheme does not resist offline password-guessing attacks,
and attackers can use desynchronization attacks to destroy
the synchronizer of identity update between WS and MT
[26] and provided an improved scheme. Jiang’s scheme
offers advantages in terms of security and resource con-
sumption. However, we also found that there were still some
problems with Jiang’s scheme.

(i) This method is suitable for application in personal
health monitoring. In Jiang’s scheme, the user is an
MT and the WS is the owner, who lacks the basic
function of adjusting the combination relationship
of the user, MT, and WSs according to the patient’s
condition and the doctor’s diagnostic needs.

(ii) There is a security risk in the denial-of-service (DOS).
In Jiang’s protocol, M T lacks the necessary verification
for message M1, so attackers can use this to send many
wrong M1, thus exhausting the computing, commu-
nication, and server database I/O resources of MT and
the cloud server (CS) to achieve the purpose of DOS.

(iii) The computing resource requirements for concurrent
MT access to multiple WS nodes must be improved.
When the MT needs to access multiple WS nodes, the
MT and CS have more repeated calculations and
higher demand for computing resources.

(iv) The capability of offline networking between MTs
and WSs must be improved. In the process of
accessing the WS, the server CS must be online and
provide corresponding services.

(v) The CS has a high demand for I/O database re-
sources. Each time the MT accesses the WS, at least
three queries and one database update operation are
required. In an IoHT system environment, this may
lead to a shortage of CS database resources, affect
the number of WS nodes accessed, and weaken the
server’s ability to resist DoS attacks.

To enhance the ability of identity authentication between
the Internet of Things connector (IotC) and local real-time
data terminal, Srinivas et al. proposed a novel temporal
credential-based anonymous lightweight user authentication
mechanism for the Internet of Drones (IoD) environment
[27]. The security of the scheme is proved using a real or
random (ROR) model and automated validation of Internet
security protocols and applications (AVISPA). However, this
scheme does not support the dynamic construction of a sensor
layer network. In 2020, Wang et al. [7] proposed a lightweight
WSs and WNC mutual authentication protocol based on the
elliptic curve cryptography (ECC) algorithm. With the help of
a cloud-assisted authentication service, the protocol can realize
mutual authentication and key negotiation of a wearable
network connector (WNC) access to WSs designated by
doctors. However, this scheme has shortcomings in terms of
protection against ID. The attacker uses this to track the
specified WSs and obtain sensitive data by analyzing the
communication frequency and data volume. However,
compared to the schemes of Srinivas, DAS, and Jiang, the
resource consumption of their sensing terminals remains high.

3. Preliminaries

3.1. Elliptic Curve (EC). Let E be an elliptic curve over a finite
field F,, defined by the following equation: y* = x* + ax +
b(mod p), where x, y,a,b € F,, and (4a® + 27b*)mod p #0.
E(F,) represents a cyclic group constructed from points on
elliptic curve E and infinity co.



3.2. Scalar Multiplication. When P € E(F ), there is a mul-
tiplication formula: t - P = P+ P + ... + P(t times) holds.

3.3. Elliptic Curve Discrete Logarithm Problem (ECDLP).
When P € E(F,) and integer ¢ are known, it is easy to
calculate =t.P,where Q ¢ E(Fp). When Q and P are
known, it is very difficult to calculate the value of the
integer t.

3.4. Elliptic Curve Cryptography (ECC). A public-key algo-
rithm based on ECDLP security is called elliptic curve
cryptography (ECC). Compared with RSA, ECC requires
fewer computing and storage resources [28, 29].

3.5. Elliptic Curve Diffie-Hellman Discrete Logarithm Problem
(ECDHDLP). Assuming c¢,d € F, and G,c-G,d-GeE
(Fp), when the values of cand d - G or d and ¢ - G are known,
it is easy to calculate c-d -G € E(F,), but when c-G and
d- G are known, it is very difficult to calculate ¢-d - G.

3.6. Fuzzy Extractor (FE). This is a highly secure biometric
recognition method. It contains (J;, 7;) = Gen(Bio;) and
&; = Rep(Bio,, 7;) functions [5], where Bio,, &;,7; €0, 1%
When the deviation between Bio; and Bio; is less than ¢, §; =
J; can be obtained.

3.7. Collision-Resistant Hash Function. The hash function
can convert any long input string {0, 1* into a fixed-length
value {0, 1%. If the hash values of two different input strings
are the same, the two strings form a set of hash collisions.
Advy ey () denotes the advantage of adversary & in
identifying hash collisions: when Advy,g () <¢, € is a real
number sufficiently small to be ignored. This hash function is
called a collision-resistant hash function.

3.8. Parameters and Symbols. Table 1 lists the names and
descriptions of parameters, methods, and symbols required
by the proposed protocol. To prevent replay attacks, all
participants in the IoHT system network have their own
independent timing unit, T, and can maintain synchroni-
zation with the system clock of the IoHT systems.

4. The Proposed Scheme

Mutual authentication protocols between devices are typi-
cally based on mutually trusting secret information [30]. The
combined relationship between patients and IotC and be-
tween IotC and WS in IoHT systems often needs to be
changed, and the resources of IotC and WS are limited and
very different. In this case, the three-party mutual authen-
tication scheme, including the third-party server TA, has
clear advantages in terms of communication and storage
resources [30]. Therefore, based on the ECDLP and hash
function, we propose a lightweight AKA scheme that uses
anonymous third-party devices.
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4.1. Devices Registration. Figure 2 describes the registration
process of IotC. At this stage, TA records the IotC identity
and generates a new authentication code T'C;. The numerical
numbers of (1), (2), ..., (7) in Figure 2 are in the order in
which IotC and TA execute the protocol at this stage. To
enhance the flexibility of the administrator’s workplace, we
have strengthened the security protection of the commu-
nication process. For example, the tracking of equipment is
prevented by formulas ID} = ID;&h (BHTH) and D; =71
D;®h(B,||T,); TA calculates V = ?h(ID;||PW,||B|T}), and
the identity authentication of IotC and administrator users is
realized. The registration process of WS is similar to that
described in Figure 2.

4.2. IotC Binding to a Patient. The corresponding relation-
ship between the patient and the IotC in the IoHT systems is
variable. IotC has only a corresponding relationship with the
patient within a certain time range. To meet this demand,
this study proposed a strategy for binding IotC; to a patient.
During the validity period, IotC; and the server TA (PID,
PTC) were used to mark the correspondence between IotC;
and the patient. Figure 3 shows the detailed process of
binding IotC; receptor binding to a patient. Numerical
numbers such as “(1), (2), ..., (5)” in Figure 3 are the ex-
ecution sequences of IotC; and TA in this stage.

(1) IotC; local authentication administrator.

(2) IotC; requests and determines the patient in-
formation. In this process, the formula
ID} = IDiGBh(B"Tiz) is used to encrypt the ID of
IotC; to prevent device tracking.

(3) TA authenticates IotC;. TA uses the formula B =
Sta - A to calculate the ID decryption key of IotC;.
IotC identity is verified using

V, = Yh(ID{|TC,|AIIT}).

(4) TA binds a patient to IotC;. The TA selects a user
user/D and calculates PID = h(ID/||userID||c|Ts,)
and PTC = h(PID|TC,|Ts,||B).

(5) IotC; binds a patient. After receiving message M,,
IotC; uses the information to calculate PID and PTC.
Subsequently, the key is calculated using the for-
mulas Gen(Bio,) = (,,7,) and UK = h(IDi“(Sn),
and the PID and PTC are encrypted and saved using
the formula w, = Ey (PID,PTC).

4.3. TA Authorizes IotC. The ability of the sensor layer
network to support the patient’s condition and the doctor’s
diagnosis requires variable correspondence between a pa-
tient and multiple WS nodes. This relationship can be
replaced by that between IotC; and multiple WS nodes after
the patient is bound to IotC;.

Therefore, this study proposes a strategy for TA to au-
thorize IotC to access WS nodes and use (NID, AC [1, ...,
n]) to mark the corresponding relationship between an IotC
and multiple WS nodes. Figure 4 describes the process of
IotC; obtaining the access authorization of a WS node.
When multiple WS nodes require access, the variable Ac; is
an array.
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IotC;

Server TA

1) read: {Pr, , PW;}

2) select:a,A=a-G,B=a-Ppy
ID*; = ID; @ h(BI|T;1)

V = h(ID;|[PW;]|B|IT;1)

send M;:{ID*;, A, T;1,V}.

3) received M,

ITin = Tsal <At

B' =55, A

ID; = ID*; ® h(B'||T;1)
search: status, PW; by ID';

6) receive M,

ID; =21D"; @ h(B||Ts1)
Q' =a-C

TC; = h(UD;[1Q"|ITs1)

Vo =7h(ID||TC{[1Ts111Q"
7) f; = TC{ @ h(ID;||PW;)
e; = h(PW; ® ID;)

store: Pry, fi, e;

V =?h(ID;||PW;||BI|T;1)
4) select:c,C=c-G
Q=c-A

ID*; = ID; @ h(B||T1)
TC; = h(ID]|Q1IT51)

5) Vo = h(ID|ITC|ITs111Q)
store:{ID;, TC;}

send M,:{ID*;,C,V,y, Ts1}

lotC; /patient; Server TA
1) Input and §', = Rep(Bioy, T,)
wp, =7 h(ID; 18" u1T0) 2) .. =M
UK = h(ID;]|6") get:Tss, [Tz = Tss| <?AL
{PID, PTC'} = Dy (wy) B'=S,-A

select:a,A=a-G,B=a-Pp,
PID* = PID @ h(B||T;3)

Vs = h(PID ||Ti5||PTC'||4)
Mg:{PID*,A,V5,T;5} =TA

49Q =a-C Mg:<=TA

Ac; = E; @ h(Q'||PTC'||Ts3)

V, =2 h(Q'|lAg|| Ty [IPTC)

NID' = h(PID||Q'||PTC'||Ts3)

wy, = Eyg(PID,PTC’,NID, Acj, Ts3)

PID = PID* @ h(B'||T;3)

[Tz = Tss| <?AT

search: PTC,WS; by PID

V3 =7 h(PID||T;5||PTC||A)
3)select:c,C=c-G,Q=c-A
NID = h(PID||Q||PTC||Ts3)
Ac; = h(NID||ID;||TC;||Ts3)

E; = Ac; @ h(Q|IPTC||Ts3)

Vy = h(QIIAg||Ts3]IPTC)

& Mg {C,Vy, E;, T3}

FIGURE 2: IotC registration phase.

IOtCi

Server TA

1) read PW;

e; =?h(PW; @ 1D;)

2) TC/ = f;, ® h(ID,||PW)
select:a,A=a-G,B=a-Pry
ID*; = ID; @ h(B||T:2)

Vi = h(ID";|ITCi||A||T;2)

send M3:{ID";, A, V1, T;»}

5) received M,

PID = PID* @ h(B||T;;)

V, =2h(PID||TC"||Tsz)
User Input Bio,
Gen(Bio,) = (8,,Ty)

U, = h(1D;]18,]1t,)

PTC'" = h(PID||TC{||Ts,||B)
UK = h(ID]18,)

wy, = Eyg (PID, PTC")

Store: {u,, T, Wy}

3) receive M3

get:Tsy, |Tiy — Tsy| <AL

B =Sp,-A

ID'; = ID*; @ h(B'||Ty)
search:1D'; get TC;

Vi =2h(ID";|ITC|1A]IT;2)
4) Find: userID

Select: c

PID = h(ID';||userID||c||Tsz)
PID* = PID @ h(B'||T;2)
PTC = h(PID||TC||Ts,]|B")
Store:{PID,PTC}

V2 = h(PID||TCi||Tsz)
send M,: {PID*,V,, Tg,}

F1GURE 3: IotC binding patient process.

Store:wy,

F1GURE 4: TA authorizes IotC; access to WS node.

(2) Login WS;. TotC; calculates the variable values of
TID,Y, T, and V in turn. Message M, is combined
and broadcast to the sensor layer network.

(3) WS, verifies IotC;. After receiving message M;, WS;
uses the formula |T; - T | <AT,|T; - Tjy| <At to
verify the authorization validity AT and data
transmission validity At, and AT is much greater
than At.  Then, WS; wuses the formula
h (TID]-"UIDllch IT 5 T4l () to verify the access
authorization of IotC;.

(4) Calculate the session key SK. After the identity au-
thentication of IotC; is successful, WS; uses the
formula SK;; = h(h(x)|'h'(y)||Ac]'»||Ti4) to calculate
the session key SK;; between WS; and IotC;. WS;
continues to calculate the values of variables X and
V¢ and returns the message My to IotC,;.

(5) IotC; authenticates WS . After receiving the message
Mj, 1otC; uses the formula |T'; - Tyy| < At to verify
the time validity of the message. If valid, IotC; using
TID; in the current message, select Ac} corre-
sponding to sending message M, and calculate
SK’;; = h(h' (x) | () Ac/IT;4) to obtain SK’;;. Then,

4.4. IotC Offline Access to WS Node. IoHT systems must meet
the needs of offline construction of the sensor layer network
in real working scenarios. Therefore, this study proposes
a strategy in which TA authorizes once, and IotC can access
the specified WS node offline many times within the au-
thorization time range. Figure 5 describes the imple-
mentation process of the AKA policy of IotC; offline access
to WS;.

(1) IotC; authenticates the users locally. IotC; verifies the
user’s identity by using the fuzzy extractor function
and decrypts and calculates the NID, Acj, and T,
which are required to access WS;.

calculate {IDj,Tj,h/(y)}=DSK(V6). If equation

W ( y) = 7h(y) holds, IotC; successfully authenticates
WS; identity.

4.5. IotC Online Access WS. In the proposed scheme, when
IotC obtains access authorization for the WS, the process of
accessing the specified WS for the first time can be regarded
as an online access. That is, after IotC completes all the
operations described in Figure 4 and obtains NID, Ac;, and
T s, it can directly transfer to the number “(2)” in Figure 5,
mark the part, and begin to enter the WS node.
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IotC; /patient

Wearable Device WS;

1) Input and §',, = Rep(Bioy, T,)

w, =2 h(ID;[18" 1 |70)

UK = h(ID;||8,)

(NID, Ac;, Ts3) = Dyx(wy,)
2)Select:y,Y = h(y) ® h(Ac;||Tis)
select: TID; € {0,1}**

Vs = h(TID;|INID||Ac;||Ts3| | Tia| IR (¥))
M;:{TID;,NID,Y, Ty, Ts3, Vs} =

DI —Tul <ot Mg e
R'(x) = X @ h(Aq|T)

SK'ij = (K ()IRGDI1ACjITia)
{p;T;, R (¥)} = D (V)

R =7h(®)

Store: Tle,le

3. =M,
[Ty = Tos| <AT,|T; = Tu| <t

Ac'; = h(NID||ID;||TC;]|Ts3)

R'(y) =Y @ h(Ac'j||Ti4)

Vs =2 h(TID;||NID||Ac'j||Ts3] | Tial IR ()
4)select: x

SKij = h(hGO)|IW O)IIAC || Tis)

X = h(x) @® h(AC;|IT})

Ve = ESK([D]vh'(Y)lT])

& Mg: {TID;, Ve, X, Tj}

Store:TIDj

F1Gure 5: IotC; offline access to W§; node.

4.6. IotC Accesses Multiple WS Nodes Concurrently. In
a multi-WS access scenario, Figure 5 shows that the variable
Ac; in the authorization process is an array AC [1, ..., NJ.
AC [1, ..., N] contains the access verification codes for
multiple WS nodes. At this time, IotC generates a corre-
sponding message TID and message M, for each element in
AC [1, ..., N], according to the operation described in
Figure 5. The messages of multiple M structures were then
sent continuously.

After W receives the first M; structure message, W',
starts to execute all operations in the “(3)” mark section in
Figure 5. Until V, = ?h(TIDj”NIDllAc}||TS3 1T, 0 ()
meets the equality, stop receiving and go to the part marked
with “(4).”

In the case of multiple WS concurrent access, after IotC,;
receives Mg, IotC; uses the TID in M, to select the corre-
sponding AC to improve the concurrent access capability of
IotC,.

4.7. Replacement and Change of WS Nodes. When the pa-
tient’s condition development or other conditions need to
adjust the IotC, this can be realized by sequentially executing
the process described in Figures 4 and 5. When only the WS
needs to be adjusted, this can be realized by sequentially
executing the process described in Figures 4 and 5.

5. Security Analysis

This section proves the security performance and antiattack
ability of the proposed protocol through formal methods.

5.1. Security Model. The scheme proposed in this study
belongs to the identity authentication and key agreement
(AKA) protocol. Therefore, we provide the corresponding
security model and formal proof process based on [31-33].
In this model, P denotes the proposed scheme. I presents the
participants in the scheme, which can be T4, IotC;, or WS;.
Attacker &/ can be described by the following random
oracles:

(i) Excute(TA,IotC;, WS)): attacker o/ intercepts all
messages exchanged between any two parties

(ii) Send (I, m): attacker & sends forged message M to I
and receives feedback form

(iii) Reveal (I): attacker &/ obtains the composition in-
formation of the session key and launches a known
key attack

(iv) Corrupt(I): attacker &/ can obtain the long-term
key of I to verify the strong forward security per-
formance of the session key SK

(i) Corrupt(IotC): attacker & can obtain
{ID;, TC;,} of IotC
(ii) Corrupt(WS):  attacker & «can obtain

{IDj,TCj} of WS

(v) Test(I): Attacker o uses a coin toss test to challenge
session key {SK}. When p = 1, the correct session key
SK is returned, and when p = 0, a random string is
returned.

(vi) Hash (m, h(m)): Attacker &f calculates the hash
value of message M.

Definitions and assumptions need to be used in the
definition and false proof process.

5.1.1. Partnering. If a group of participants in the protocol,
the instances of IotC; and WS, can pass the mutual identity
authentication and negotiate a consistent session key SK, we
call them partners.

5.1.2. Fresh. If a session is not disclosed, it is called a fresh
session.

5.1.3. Security. When attacker & destroys the security ad-
vantage Adv,, (&) < ¢ of protocol P, it means that P is secure
and satisfies Advp (&) = |2 Pr [Succ] — 1|, where ¢ is a real
number small enough to be ignored, and Pr [Succ] repre-
sents the probability that attacker & successfully destroys the
security of P.



Assumptions 1. The basic algorithms used in the proposed
scheme, such as the elliptic curve discrete logarithm problem
(ECDLP), elliptic curve Diffie-Hellman discrete logarithm
problem (ECDHDLP), fuzzy extractor (FE), hash function,
and symmetric-key encryption algorithm (Enc), are secure;
that  is,Advpepp () <6,  Advpepyprp (&) <& Advyg
() <&, Advypgy () < &, Advg, (o) <e.

5.2. Security Proof

Theorem 1. The advantage of </ in P is given by

2
qi (an+as) (g +2T,,) . 4
Advp(d)SZ—zl +22 7 +4 5 +2_|5|

4
+2i

2
q
i +2Advy, (o) + 2—?

max {Advgcppp (), AdVecpyprp ()}
(1)

In the above formula, g is the order of elliptic curve finite
cyclic group E (F P); |H| represents the length of the dictionary;
I is the length of the hash value, q,, giand gy, respectively,
represent the number of times &/ executes Excute (), Send (),
and Hash () queries, respectively, and T, represents the cal-
culation times of elliptic curve scalar multiplication.

Proof. This process is similar to those in References [31-33]
and takes place over five games G, to G,. Succ; represents
that & wins in the game G; and successfully destroys the
security of protocol P.

Go: This game simulates that attacker o/ uses the
random oracle model to launch a real attack on P, so we
can obtain Advp (&) = |2 Pr [Succ,y] - 1].

G;: This game simulates attacker & launching a passive
attack on protocol P. Attacker & intercepts message
M, — M through Excute (T4, IotC;, WS;) and stores it
in the list L. Because the key SK is not transmitted in the
above message, passive attacks will not increase the
advantage of attacker of/. Thus, &/ can be obtained
Pr[Succ,] = Pr[Succ,].

G,: To improve the advantage, attacker &/ applies the
collision principle based on G, and uses an oracle
Hash (m, h (m)) and Test (I) to launch multiple attacks.
In this case, attacker & guesses or collides with the key
SK, and the success probability is g,/|9|+ q2/2"*";
destroying the security of the symmetric-key algorithm,
and the success probability is Advg, . (&f). At this point,
the advantage of attacker & can be described as
Pr[Succ,] — Pr[Succ,] < q,/|9| + g2/2"! + Advg, ().
Gj: Attacker f indirectly attacks SK through Ac; based
on G,: Attacker A can destroy the security of the
symmetric-key algorithm. The methods and success
probability of attacker & are as follows:
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(i) Attacker  collides with the value of Acj, and the
success probability is g2/2"*1.

(i) Attacker f intercepts NID and T in M, collides
with ID; and TC values, and uses the formula
Ac; = h(NID|ID}ITC IT;) to calculate Ac;,
with a success probab1f1ty of g}/2%+2,

(iii) Attacker & wuses the formula Ac i=E jGBh
(QIPTC|T,3) to calculate the value of Ac i where
Q and PTC are unknown variables, and the success
probability is max {Advgepp (o), Adveepupie
()22

At this point, the advantage of attacker & can be de-
scribed as Pr[Succ,] — Pr[Succ,] < g2 /27! + g} /2242 +
max {Advgcprp (), Adveeppprp (9)}g;/2'.

Gy This game simulates that attacker &/ uses
Send (IotC;, M) query to send a forged message Mg to
enhance his advantage. In this case, attacker & eval-
uates the success according to the message returned by
IotC;. The simulator must check whether Mj is in the
list L. To verify the formula W ( y) = Th(y), attacker of
must test the values of h(x), Ac}, and SK’ij. Therefore,
attacker & can obtain Pr{[Succ,] - Pr [Succs]
<3(qy + /2"

Gs: This game simulates that attacker & uses
Send (WS, M;) query to send a forged message M; to
enhance 1ts advantage In this case, attacker &/ passes
the formula V, = ?h(TID, ||NID||Ac ||T53||T,4||h ()
for verification, and the values of h(y), Ac TCj, and
ID; need to be tested. At this point, the advantage of
attack of is Pr[Succs] — Pr[Succ,] <4(q, + qs)/21.

Gs: This game simulates that attacker &/ uses
Send (I1otC;, M) query to send a forged message M to
enhance his advantage. In this case, attacker o/ must
test the values of Q', PID, and PTC. At this point, the
advantage of attack & is Pr[Succs] — Pr[Succ,]
< (qq +2T,,)/29+2(qy, +q,)/2".

G;: This game simulates that attacker &/ uses
Send (T'A, M) queries to send a forged message M5 to
enhance its advantage. In this case, attacker & must test
the values of B, PID, and PTC. At this point, the ad-
vantage of attack & is Pr[Succy] — Pr[Succ;]
< (qq + 2T )29+ 2(gy, +q.)/2"

Therefore, combining the advantages of G,-G, attacker
o, we can get Theorem 1. O

5.3. BAN Logic Proof of the Proposed Protocol. In this chapter,
we use the Burrows-Abadi-Needham (BAN) logic
[30, 34, 35] to formally prove the security of the device AKA
protocol proposed in this study. We assumed that the
symbols P and Q represent participation in the commu-
nication session, X and Y are messages sent or received by
the participants, and K is the session key. Table 2 lists the
relevant symbols, descriptions, and logic rules often used in
the BAN logic. To save space, only Figure 5 is listed as
a formal proof describing the content.
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TaBLE 2: BAN logic notation and rules.

Pl =X P believes the message X
PaX P sees the message X
P| ~X P once said the message X
P| =X P has jurisdiction over the message X
# (l;() The message X is fresh
P? YQ Only P and Q know X
PoQ P and Q share key K
(X,Y) X or Y is a part of message (X, Y)
{Xk X is encrypted with K
(X)x X is hashed with K
R1 Message meaning rule:
(P| =PSQPaX/P| =Q| ~X), (P| =P=YQPa{Xy/P| =Q| ~X)
R2 Nonce verification rule: (P| = #(X),P| = Q| ~X/P| =Q| =X)
R3 Jurisdiction rule: (P| =Q|=X,P| =Q| =X/P| =X)
R4 Freshness rule: (P | =#(X)/P| = #(X,Y)),
RS Belief rule: (P| =X,P| =Y/P| = (X,Y)), (P| = (X,Y)/P| =X),

Pl =Ql=XY)P|=Q| =X)

According to the functional characteristics of the pro-
tocol proposed in this study, the security of the AKA process
of IotC; accessing WS can be decomposed into five security
verification objectives under the BAN logic. They are, re-
spectively, G1: WS§; trust TA, G2: WS; trust lotC;, G3: W;

trust SK;;, G4: IotC trust SKj;, and G5: IotC; trust WS;.

5.3.1. GI: WS Authenticates TA. In BAN logic, the message
M: {TID NID,Y, Tl4,Ts3,V5} in Figure 5 is converted to
(TID NID, Tyy, T3, Y, Tigpcjs (TI D, NID, T, Tin Y) 4c)-
After receiving M;, WS; calculates AC ;= (NID, ID, Ts3)TC i
and the target Gl can be represented by the formula
WS; | =TA| ~AC] When the equation V= 7h(TID
||N1D||Ac I T ]Y) holds, AC is not tampered with,

WS; gets WS; | _TA<—> wS;, Sjl =TA

TC;
| =TA— CW S, WS%Z(NID, IDj,TS3)ch
Uses R1: (WS; | =TA= WS, W S$;a(NID ,ID,
Tg)re, /WS; | =TA| ~ (NID,ID,Ts3)rc)
Gets G1: WS; | =TA| ~ AC;

5.3.2. G2: WS, Trust IotC;. In the protocol proposed in this
study, IotC; uses NID to mark the identity after binding with
patient information and obtaining WS access authorization.
Therefore, the target G2 can be represented by the formula
WS; | = NID.

TC;
WS; gets WS, | =TA— WS,
WS; | =TA| = (NID, IDj, Ts3)yc,
Uses Rd: (WS; | = #T4/WS; | = #(NID,ID, Tg3)rc,)
Uses R2: (WS; | = #(NID, ID, Tg)yc, WS; | =TA|

WS, | = #Tg,

~ NID, ID, TS3)TC /WS;| =TA['= ~ (NIDID,

Ts3)rc,)

Uses R3 (WS]- | =TA|=(NID,ID,Tg; )rc» WS; |
J

=TA| =NID,ID,

TS3)TCJ-/WS]' | = (NID,ID, Ts3)ch)

Uses RS: (WS, | = (NID,ID, Tg;)rc, /WS, | = NID,
WS, | =ID; WS | =Ts,)

Gets G2: WS] | = NID

5.3.3. G3: WS; Trusts SK;;. SK;; is calculated using the
formula SK;j = h(h (x)“h( y)) and its calculation security is
based on a colhslon resistant hash function. h(x) is ran-
domly generated by WS j- G3 can be expressed using the
formula WS; | =h(y).

WS, gets WS;| =#T;, WS;<h(y),Tiyscjp WS;

| =TA|=h(y),Tiyac; Ac,

Uses RI1: (WS] | = WS]i TA, WS; <h(y), T14AC

IWS; | =TA| ~ (h(y),Ty))

Uses R2: (WS; | =#T, WS; | =TA| ~ (h(y),T;y)

IWS; | =TA| = (h(»),Ty))

Uses R3: (WS] | =TA|=h(y), T,4AC,WS |

=TA| = (h(y), Ti))/IWS; | = (h(y), Ty)

Uses R5: (WS;| = (h(»), Tiy))/WS; | =h(y),WS;

| = Ti4)

Gets G3: WS; | =h(y)

5.3.4. G4: IotC; Trusts SK;;. In BAN logic, message My is
converted to (TID ID;, Y s Tisi,» Xo Tiac, T ). G4 can be

represented using the formula IotC, | = i
AC.

10tC; gets 10tC; | = Ac,TotC; | =Tot C, = TA,TotC,

<1h(x) T, }AC,IotC | = h(y)

Uses R1: (IotC; | = IotC = TID, IotC;< h(x),T; }AC
IotC; | =TID | ~ (h(x) T)

Uses R4: (IotC; | = #(T])/IotC, | = #(h(x),Tj))

Uses R2: (IotC; | = #(h(x), ]) IotC;| =TID |
~ (h(x),T;))/WS;| =NID | = (h(x) T )
Uses R3: (IotC; | =TA | =IotC; = = TAIotC; | =

NID | = (h(x),T;)/IotC; | = (h(x).T, h)



10

Uses  R5: (IotC; | = (h(x), Tj)/IotC,- | = h(x)),
(IotC; | = h(x),IotC; | = h(y)/IotC;

| = (h(x),h(y)))

Gets G4: Uses lotC; | = SK’;;

5.3.5. G5: IotC; Trusts WS, i G4 can be represented by the
following formula IotC; | =ID;:

Uses RIl: (IotC;| = IotC = TID IotC; <IIDJ,h (),
T, }SK /1oTC; | =TID | ~ (ID],h (y),T; ))

Uses R4 (TotC, | _#(T )/IotC | = #(ID],h (), T; ))
Uses R2: (IotC | _#(ID h' (v), T) IotC, | _TID
| ~ (ID,h (y),T)) /lotC, | =TID | = (ID,, b (y),
) )

Uses R3: (IotC; | = TID | =lotC; 2 71D, ot C, |
=TID | = (ID;,h (y),T; oG, | = (D, h'(y).T)))
Uses R5: (IotC; | = (ID h (), T)/IotC | =1D, Iot
C; | _h(y) IotC; | _T)

Gets G5: IotC; | =1D;

At this time, this study successfully uses the BAN logic to
formally prove the security of the three-party AKA protocol
proposed in this study and achieves all the security
indicators.

6. Simulation of the Proposed Protocol

AVISPA [25, 36, 37] is an automated network protocol
security verification tool. It includes a constraint-logic at-
tacker search (Cl-AtSe) and an on-the-fly model checker
(OFMC), which are two types of network attack simulation
checkers. The results of AVISPA evaluation showed a certain
degree of recognition. In this part, this study uses the
AVISPA tool set for Figure 4 authorized access and
equipment AKA process described in Figure 5 and conduct
simulation security verification.

Figure 6 shows the HLPSL simulation model of the
proposed protocol and the simulation attack process in the
AVISPA software. Attacker A was added to the simulation
process to verify the ability of the protocol to resist in-
termediate authentication attacks. Figure 7 evaluates the
results of the HLPSL model in AVISPA software using two
checkers: OFMC and Cl-AtSe. The results show that the
proposed scheme is secure under the two inspector models
and meets all specified security objectives.

7. Efficiency Evaluation and Comparisons

In this section, the requirements of computing resources and
server I/O resources that have a significant impact on system
stability are selected, and the lightweight three-party AKA
scheme proposed in this study is evaluated. For convenience
of description, we select the typical [5-7, 9, 23, 26] light-
weight authentication and key agreement protocols in some
recent studies for comparison.

Journal of Healthcare Engineering

7.1. Comparison of the Computation Cost. When the en-
cryption algorithm is fixed, the higher the security level, the
longer the key length, and more computing resources are
required to be consumed [28]. An objective analysis of the
resource consumption of the AKA scheme must be con-
ducted at the same security level. Therefore, Table 3 is
established by referring to the relevant experimental data
and the results in references [6, 9, 23, 38, 39].

Table 3 lists the approximate time multiple relationships
between the main mathematical calculation in some com-
mon security encryption algorithms and the SHA-1 hash
calculation, and the unit is T,. For the special T ;,, we have
not yet found convincing public data; T, takes very little
time and can be ignored.

Table 4 compares the selected literature and the pro-
posed AKA scheme in terms of the theoretical consumption
of resources. Considering that IotC in the proposed scheme
can support offline and concurrent access to multiple WS
nodes within the authorization time range, the corre-
sponding computing resource consumption is listed in
Table 4.

In the case of online access, the proposed protocols IotC
and TA must perform the authorization process described in
Figure 4. Therefore, when accessing the first WS node, the TA
must perform three EC scalar multiplications and six hash
calculations, that is, 2T, + 6T}, = 151T), calculation time,
IotC requires 1T .+ 3 T, + 13T, + 3T gy, = 233.5T), + 1T ¢,
calculation time, and WS requires 5T, + 1T, = 6Ty, calcu-
lation time. When the IotC offline line accesses the second WS
node, the proposed scheme no longer needs to perform the
authorization process described in Figure 4. Currently, IotC
requires only a calculation time of 5T}, + 1T, = 6T, whereas
WS requires a calculation time of 5T, + 1T, = 6T,.

Figure 8 shows a comparison of the schemes in Table 4
when only one WS node needs to be accessed. The x-axis
represents the theoretically calculated resource demand
quantity, and the unit is T},. The computational performance
of Li et al. [9] scheme is the best, and the proposed scheme
has certain advantages.

Figure 9 shows the proposed scheme and compares the
demand for computing resources with the protocol pro-
posed by Jiang et al. [26] for multi-WS node access. The x-
axis represents the number of access WS nodes, and the y-
axis represents the theoretically calculated resource demand
in units of T). Figure 9(a) describes the changes in the
computing resource requirements of IotC. Figure 9(b)
represents the change in computing resource demand of
server TA. Figure 9(c) describes the change in overall
computing resources. The increase in the number of nodes
has little impact on IotC and the overall computing resource
requirements in the scheme proposed in this study, which is
better than Jiang’s scheme.

Xor

7.2. Server Database 1/O Resources. The number of WS,
IotCs, and users in an IoHT system is huge, and the nec-
essary information needs to be stored in the database. When
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visitedNodes: 5 nodes Translation: 0.01 seconds
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() (b)
FiGure 7: (a) OFMC report. (b) Cl-AtSe report.
TaBLE 3: Time requirement of the calculation method.
Signs Description Times (T'},)
Ty, Hash function =1
Toym Symmetric encryption/decryption =1
Tymac Message authentication code =1
Ty, EC point addition =125
T Chinese remainder theorem (CRT) =20
T e Modular exponentiation =60
T, EC scalar multiplication =72.5
Tgq Signature generation using ECDSA =92.5
Tyer Signature verification using ECDSA =147.5
Trnap Map-to-point on ECC =450
T pair ECC bilinear pairing =1500
Ty, Fuzzy extractor function —
T or Time required for XOR operation Negligible
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TaBLE 4: Comparison of calculated resource consumption.

Protocol Server SGW/IoetC/HN STD/node Total

Das et al. [5] — 10 Ty, + 1T, 7Ty, 17T+ 1Ty,
Srinivas et al. [6] 11T, + 1T, 16T, + 1T, 12T, 118T,,
Wang et al. [7] 377 T, 755 T, 163.5 T, 661 T),

Li et al. [9] — 5T}, 3T, 8T,

He and Zeadally [23] 775 T, 2215 T, 1495 T, 4485 T,
Jiang et al. [26] 9T}, + lsm 8T}, + 2T, + 1T, 4T, 2395 T, + 1T,
Ours online, 1st node 2T, +6 T),~ 151 T, 3T, +13Ty+3 Ty~ 2335T, +1T;, 5Ty+1 Ty, ~ 6T, 3905T,+1 T,
Ours online, 2nd node 1T, 5T+1Tg, = 6T, 5T+1 Ty, = 6T, 13T,
Ours offline, 1st node 0 8T +2 Tgym +1T ¢, = 10 T, + 1T, 5Tp+1Tgyn= 6T, 16T,+1Ty,
Ours offline, 1st node 0 5T, +1 Ty, = 6T, 5T, +1 Ty, = 6T, 12T,

7
12
163.5 7
3
1149.5

. .

6

6
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FiGure 8: WS calculation time.
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Figure 9: Computing resource requirements when multiple WS nodes are connected.
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FiGure 10: Comparison of server database I/O operations.

IotC is connected to WS, TA must perform the necessary
data reading or writing operations to verify the privileges of
users after IotC binding and authorize IotC to access the
specified WS. The operation of the database requires server
I/O resources. This operation is too frequent, which causes
insufficient input-output resources and seriously affects the
stability of the system.

In Jiang et al’s scheme [26], privacy protection is realized
and device tracking is prevented by synchronizing a set of one-
time identity IDs between the WS and server CS. Thus, Ta must
perform three queries and one updated data operation during
the AKA process. Specifically, an IotC identity query, a tem-
porary ID query of WS, avoids the repeated query of the one-
time ID of the newly generated WS at one time and an op-
eration to update the database with a new ID. The proposed
scheme requires only one PID query and WS information
query. Moreover, when the number of WS nodes increases, the
number of queries must be increased to be equal to the number
of authorized WS nodes. Figure 10 shows the changes in the
I/O operation resource requirements of the server TA database
in the case of multi-WS access in the proposed scheme and
Jiang et al.’s scheme [26].

8. Conclusions

The rapid development of the Internet of Things and
wearable sensing technology has continuously promoted
Internet of Health Things (IoHT) systems in medical in-
stitutions. However, the IoHT systems not only provide
a more convenient and faster channel for health detection
data but also make sensitive Personal Health Information
(PHI) face many new security risks. Physical channel se-
curity between Internet of Things Connectors (IotC) and
wearable sensors (WS) is an important link for building
IoHT systems into a secure health system (SHS).
Therefore, this study proposes a lightweight three-party
authentication and key agreement (AKA) protocol that
meets the characteristics of the two-hop structure and the
requirements of multi-WS network monitoring. The results
of the formal security proof, BAN logic analysis, and sim-
ulation experiment of the AVISPA tools show that the
scheme proposed in this study can meet the expected
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security requirements. The results of the comparison with
relevant protocols show that the protocol has certain ad-
vantages in WS individual computing resource consump-
tion: in the scenario of multiple WS node applications, the
increasing trend of computing resource demand of IotC and
the server is not obvious, as the I/O operation resources of
the server are not affected by the number of WS nodes.

Acronyms

AVISPA:  Automated validation of internet security
protocols and applications

AKA: Authentication and key agreement

BAN logic: Burrows-Abadi-Needham logic

CS: Cloud server

Cl-AtSe: Constraint-logic attacker search

DOS: Denial-of-service

EC: Elliptic curve

ECC: Elliptic curve cryptography

ECDLP: Elliptic curve discrete logarithm problem
ECDHDLP: Elliptic curve Diffie-Hellman discrete

logarithm problem

FE: Fuzzy extractor

IoT: Internet of Things

IoHT: Internet of Health Things
IotC: Internet of things Connector
IoD: Internet of Drones

I/0O: Input/Output

MT: Mobile terminal

OFMC: On-the-fly model checker
PHI: Patient health information
SHS: Secure health system

TA: Third-party authentication server
WS: Wearable sensor

WNC: Wearable network connector.
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The Internet of Things (IoT) has demonstrated over the past few decades to be a powerful tool for connecting various medical
equipment with in-built sensors and healthcare professionals to deliver superior health services that also reach remote areas. In
addition to reducing healthcare costs, increasing access to clinical services, and enhancing operational effectiveness in the
healthcare industry, it has also enhanced patient health safety. Recent research has focused on using EEG to assist and com-
prehend brain changes in rehabilitation facilities. These technologies can spot fluctuations in EEG constraints during treatment,
which could result in more effective therapy and better functional outcomes. As a result, we have tried to use an IoT-based system
for real-time monitoring of the constraints. Another unknown patient who is suffering from acute ischemic stroke may experience
stroke-in-evolution or an early worsening of neurological symptoms, which is frequently associated with poor clinical outcomes.
Because of this, managing an acute stroke requires early detection of these indications. The present investigation work will act as
a standard reference for academic researchers, medical professionals, and everyone else involved in the use of IoMT. This study
aims to anticipate strokes sooner and prevent their consequences by early intervention using an Internet of Things (IoT)-based
system. Also, this study proposes usage of wearable equipment that can monitor and analyze brain signals for improved treatment

and the prevention of stroke-related complications.

1. Introduction

As crucial as ongoing technical innovations are for improving
healthcare and lowering costs, they also provide a hurdle for
integrating new technologies into clinical treatment [1-3]. In
order to address the drawbacks of conventional healthcare
and satisfy the growing demand for high-quality healthcare,
a significant amount of research is presently concentrated on
intelligent healthcare. Traditional healthcare, wearable tech-
nology, biosensors, and intelligent quick action services are all
entities that can be included in the notion of smart healthcare.
For the majority of the people, medicinal plants are frequently
the only readily available alternative to conventional medi-
cines, which continue to be an essential part of our com-
prehensive health system. Indigenous people have
demonstrated historical continuity in material use and have
a thorough understanding of the intricate biological system

that surrounds their environment. Because of their ability to
deliver continuously, today’s research information in a variety
of healthcare-related applications through dynamic, non-
invasive measurements of chemical markers in biofluids,
wearable biosensors are generating a lot of interest. Early
research in this field concentrated on using physical sensors to
track movement and vital signs. Experts are now focusing on
overcoming significant obstacles in healthcare applications,
moving away from monitoring the physical activity through
wearable devices. IoMT, a group of healthcare apps and
equipment that links to medical information technological
systems through the network, serves as the foundation of
innovative healthcare [4, 5]. One example of intelligent
healthcare is the automatic identification of epileptic episodes.

Recurrent spontaneous seizures characterize a neuro-
logical condition known as epilepsy. A seizure is an abrupt
disruption of brain activity that lasts for just a short time and
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may be accompanied by convulsions and loss of con-
sciousness [6]. The quality of life for people with epilepsy
suffers significantly as a result. Sudden unexplained death
(SUDEP) is more common among people with epilepsy than
in the general population [7, 8], which minimizes the se-
verity of this disease. Seizures can be controlled using an-
tiepileptic medicines (AEDs), although 30% of epilepsy
patients are resistant to AEDs [9-11]. Only a very tiny
percentage of individuals with refractory epilepsy benefit
from surgery. Implantable technology in the brain has great
potential for seizure management. Predicting and detecting
seizures is crucial because early identification and warning
can lead to prompt treatment [12-14].

Technology for mass consumer electronic (CE) goods is
presented in this article as a type of neurosensory wearables
for intelligent biomedical systems. A medical-grade wrist-
watch for an illness related to neurological disorder warns
caretakers when a patient is experiencing an epileptic seizure
is one example of a wearable CE device [15, 16]. A predicted
57 billion USD would be spent on the Internet of Medical
Things (IoMT)-driven smart healthcare sector [17]. The CE
research that has already been carried out is effectively
advanced by this article. It should be mentioned that this
article presents the CE record of the technique and sample
with validation, using accessible healthcare information and
working with medical schools. Understanding the brain
function and dysfunction requires knowledge of the brain’s
many physiological states, which the EEG contains in
abundance. Visual inspection can identify seizures, but it
takes a lot of time and effort [18]. The two stages of interictal
(between seizures) and ictal (seizure) are the main areas of
attention in epilepsy. The accuracy of classification can be
significantly influenced by the specific information captured
by extracted features [19, 20]. This information is vital for
differentiating EEG dynamics. Feature extraction is there-
fore essential for categorization. The following are a few
instances: Chesti Altaf Hussain’s intelligent IoT and the
Android healthcare monitoring solution. The above-
mentioned projects are the IoT-based systems [21] that
monitor people’s heart rates, body temperatures, and heart
attacks [22] with the aim to monitor and improve the
protective quality provided to population in backward areas
and provide information for good health maintenance
choices in severely adverse conditions.

In this study, we intend to contribute significantly in the
field of neuroscience research.

The architecture and fundamental components of the
Internet of Things system are depicted in Figure 1. The
topologies of the remote health monitoring system in the
medical industry consist of three layers: the layer for the
gathering of vitals data, the layer for transmission, and the
layer for analysis. The collection layer is constructed out of
body area network (BAN) sensors. The data collected by
sensors are transmitted to a gateway node by the BAN. The
data are saved by the transmission layer, and threshold levels
are used to analyze it and report any irregularities. There is
also the possibility of the data being processed and stored in
the cloud. An intelligent system is one that can detect ir-
regularities and predict a patient’s health using techniques
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such as machine learning and data mining. In the final step,
the data analysis is uploaded to a server located in the cloud.
A web-based interface allows medical practitioners to check
diagnostics and take the right action depending on their
findings. The software sector is currently evolving toward
artificial intelligence. Every industry now relies on machine
learning to give machines intelligence. Machine learning, to
put it simply, is a group of algorithms that analyze data, gain
knowledge from it, and then use what they have learned to
make wise decisions. Traditional machine learning algo-
rithms have the drawback of remaining machine-like despite
their apparent complexity. They are only able to perform
what they are created for; nothing more, nothing less; they
require a lot of domain expertise and human intervention.

Figure 2 depicts the system that enables communication
across systems, applications, and devices that are all con-
nected to the same network. With the help of this system,
patients and their doctors will have an easier time keeping
track of and recording extremely important medical in-
formation pertaining to patients. A variety of various goods
now include a variety of different types of gadgets, such as
those for tracking positive metrics, wearable health bands,
exercise shoes, watches that are based on RFID technology,
and high-end video cameras. Applications that are created
specifically for mobile devices, such as smartphones, make it
much simpler to keep a case history, complete with access to
emergency services and regular warnings. The enormous
quantities of data that are produced by these interconnected
Internet of Things devices have to be successfully managed
by the service providers, which may prove to be an incredibly
challenging task. The process of storing and assessing sig-
nificant volumes of data that is referred to as Internet of
Things analytics (particle) is implemented. This is carried
out so that the problem can be solved. The unprocessed data
are converted into information that is not only helpful but
also restoratively significant through the application of
methods such as information extraction and information
analytics. The following are the prime contributions of the
article:

(i) The purpose, restrictions, and potential future
application of research are highlighted in this ar-
ticle’s overview of earlier studies that have used IoT
in healthcare.

(ii) This research also suggests strategies to monitor
patients in real-time settings.
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(iii) This research focuses on using IOMT to make it
easier to continuously monitor potential patients’
health.

(iv) By offering insights into or solutions to several
investigations, the research offers an investigative
strategy.

(v) Current investigative article outlines a number of
obstacles faced by IoMT.

(vi) The present investigation work will act as a stan-
dard reference for academic researchers, medical
professionals, and everyone else involved in the use
of IoMT.

(vii) To anticipate strokes sooner and prevent their
consequences by early intervention, we have
tried to establish real-time monitoring of a few
metrics using an Internet of Things (IoT)-based
system.

(viii) The current study aims to propose wearable
equipment that can monitor and analyze brain
signals for improved treatment and the prevention
of stroke-related complications.

The rest of this article is structured as follows: Most
recent seizure detection research is described in Section 2
and the proposed research methodology used to select ar-
ticles is summarized in Section 3. An architectural review of
the suggested proposal is provided in Section 4. The dis-
cussion of article is covered in Section 5. Conclusions and
recommendations for the further study are presented in
Section 6.

2. Literature Review

Rani et al. proposed a unique time-frequency spectrum
estimation approach for multichannel data [25]. Further-
more, it is applicable to the epileptic type of electroen-
cephalography  (EEG). Smooth localized complex
exponential (SLEX) functions, which are time-frequency
localized variants of the Fourier functions, are used to
construct the approach. As a result, they are particularly well
adapted to studying nonstationary signals whose spectral
properties shift over time. Because the input signals are
generated using a projection operator rather than a window
or taper, the SLEX functions are orthogonal and concur-
rently confined in time and frequency [26].

The domain of picture enhancement in digital image
processing is one of the most simple and pleasurable to work
in. The goal is to highlight specific details in an image or
certain attractive traits (Pandey et al. [27]). The quality of the
deformed image may be improved by adjusting the lumi-
nance of the bone or the brain tissue in the input image [28].
This enhancement method uses a dualistic subimage his-
togram equalization methodology. A segmentation ap-
proach based on directional homogeneity and using an
improved metric has been created. The two seed templates
must be uniformly orientated in opposed directions for this
procedure to operate. There are just a few directions in
which one can look for pixels. The production of brain
image pixels is swift and accurate since just eight directions
are considered. A technique that requires less computer
efficiency is used to compare the picture sections to the
templates [29]. Anderson are some of the authors con-
tributing to this study. A wearable helmet for humans could
be a crucial tool for monitoring employees’ health in the
mining industry. However, identifying human emotions in
hostile environments has received little research [30]. An-
other benefit of using this technique would be that the
hybrid model for anxiety levels has an appropriate follow-up
role in the unpleasant psychological shift [31]. This method
may be used to measure how much anxiety a person is
experiencing. This method can therefore improve opera-
tional safety and prevent incorrect miner operating. It is
now possible to collect behavioural, physiological, and social
activity indicators invisibly, thanks to the explosive ex-
pansion of integrated smart sensors that are found in mobile
devices and wearable technology [32]. Self-help applica-
tions, electronic cognitive behavioural therapy [33], re-
laxation aids, video-based instruction [34], virtual reality
[35], brain-computer interface (BCI) technologies, and
other methods might all be used to offer many of these
treatments electronically [36, 37]. The key elements of
a perfect sensor are selectivity, linearity, sensitivity, pre-
cision, repetition and reproducibility, calibrating, drift, and
fast response [38]. Machine learning approaches may help to
create a positive feedback loop that makes it possible to
continuously improve the therapeutic interventions for
a given patient [39]. Any digital item, including wearables
and hardware, with a variety of applications that spans many
facets of society can be an IoT device [40]. The healthcare
sector is quickly adopting IoT-based solutions. Additionally,
an IoMT estimate for 2020 has been prepared. By 2022, it is
anticipated that the market for connected devices used for
patient care, monitoring, and diagnosis would increase from
$14.9 billion to $52.2 billion [41]. IoMT security has become
extremely difficult since new security issues are emerging
while old security issues have intensified along with its rapid
growth and diverse nature. To ensure integrity, validity, and
data privacy, data must be stored and transferred without
any unwanted access [42].

3. Publications Related to the Study

Reviewable research publications that stressed on the in-
tegration of Internet of Things in healthcare have been



included. The Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) criteria were used to
identify the publications for the investigation.

Using the flowchart given in Figure 3 for PRISMA, an
extensive choice of research articles is made at various phases.

(i) An inclusive examination of research articles on
freely available search engines such as Google
Scholar, PubMed, Web of Science, Science Direct,
and Scopus was carried out during June, 2022. Also,
some articles were short listed using hand searches.

(ii) The keywords used for the selection of articles at
“IoMT,” “brain signals,” “stroke prediction,” and
“wearable sensors”.

Similar articles are eliminated in the first step, leaving
only research works published after 2010 for the subsequent
screening stage. The choice to include or omit the research
articles has been made after research publications have been
rejected at a later stage based on title, abstract, and full-text
readings at the eligibility stage. The last and inclusion step
was when selected research articles were examined for the
current study taking into account all the inclusion criteria.

Through the real-time modification of patient behavior
and health conditions, the IoMT bridges the gap between the
digital and physical worlds to improve patient health. IoMT
is a group of interconnected devices that provide online
health services. IoMT is a connected health system in-
frastructure that consists of medical tools, software pro-
grams, and services, and it strives to give patients and those
who are at risk of developing major health issues better
individualized or tailored care. More precisely, linking de-
vices and sensors enables the healthcare industry to boost
workflow management and clinical operations efficiency
while also enabling remote patient health monitoring. Both
patients and clinicians are greatly impacted by the con-
nectivity of medically important devices. One of the key
benefits of IoMT-based remote health monitoring is the
ability for patients to perform routine tasks while their
health is being continuously monitored. Another important
benefit is the reduction in hospital costs. Traditional remote
monitoring systems are uncomfortable for patients due to
the size of the modules linked to the body and the frequent
charging or replacement of batteries. Deep learning algo-
rithms do not perform too well with little data. This is
because deep learning algorithms require a lot of data to fully
comprehend it. With each idea established in connection to
simple ideas and much more complex depictions computed
in terms of less abstraction ones, deep learning, a type of
machine learning, learns to depict the world as a layered
network of ideas. Many people believe that deep neural
networks are the be all and end all and that they should
completely replace existing methods. Before abandoning
conventional algorithms, it is critical to comprehend how to
combine the two to get forecasts that are more accurate. The
IoT revolution tackles the aforementioned issues by creating
compact, low-power sensor hardware and streamlining
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communication methods. The sensors and electronic circuits
in the portable patient monitoring device can collect vital
signs. Figure 4 depicts a schematic illustration of IoMT in
a live setting. Using an interactive interface, the doctor may
see the patient’s condition. The remote health monitoring
system is made up of portable monitoring devices for pa-
tients and a real-time monitoring system at the hospital that
helps to make decisions.

The most important sort of monitoring is cardiac
monitoring since it can reveal many diseases that are nat-
urally disguised, such as arrhythmia. In order to further
research and give patients new treatment options, IoMT-
based devices are being developed to monitor the behavior of
mental patients. A textile-based autonomic nervous system
is one of the crucial parameter collection tools used for
remote monitoring of neurological and brain disorders.
Additionally, it offers diabetes sufferers remote monitoring
tools. A critical area of IoMT is the identification of falls in
elderly people who are being monitored in real-time. A
variety of sensors, including gyroscope sensors, acceler-
ometers, and respiration rate sensors, are included in the
data collection system. Several systems, especially for elderly
patients, use different arrangements of sensor nodes to find
out when a patient falls. In some hospitals, real-time sta-
tistical data are generated, shared on a public ledger, and
examined by the healthcare professional. The doctor keeps
an eye on the patient using some wearable tracking gadgets.
Wearable technology detects changes in the patient’s body
and sends the doctor real-time data. The patient is then given
advice by the doctor based on their health. The patient’s
caregivers can also see the patient history. Every node in the
patient network can see the reports and therapy for the
patient that are shared on the public ledger. Table 1 presents
a list of efficient IOT-based sensors for the brain and fitness.

4., Discussion

By 2025, the market for IoT-based smart healthcare is ex-
pected to be worth 350 billion US dollars. Smart cabinets and
medicines incorporated into the IoT framework for the
healthcare industry are getting much attention. Several CE
systems have been presented for older health care [43, 44].
Data transfer from the corresponding sensors for electro-
cardiograms (ECG), electroencephalograms (EEG), and
electromyograms (EMG) has been suggested [45]. For on-
going geriatric monitoring, a wireless sensor network
(WSN) is provided. CE solutions for automated seizure
detection are nonetheless required for the IoT framework in
order to improve the state-of-the-art in intelligent medical
healthcare. The suggested approach improves CE by in-
cluding epileptic seizure diagnoses and remote analysis of
health.

Epileptic seizure detection has been carried out using
several different techniques. The approximate entropy
(ApEn) value considerably decreases during seizure activity,
according to research on a seizure detection algorithm based
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on ApEn [46]. According to a correlation dimension (CD)-
based technique, the epileptogenic zone has low CD values.
For identifying seizures, classifiers based on artificial neural
networks (ANN) have been suggested [47, 48], with better
classification accuracy. Seizure detection using a multilayer
perception neural network (MLPNN) [49] has improved
detection performance. For differentiating between seizure
and nonseizure patterns, ANN and wavelet transform-based
feature extraction [49] was applied. The smoothed-pseudo-
Wigner-Ville distribution is analyzed for feature extraction
in the short-term Fourier transform (STFT)-based technique
[50]. A multilayer perception network (MLP) and a radial
basis function (RBF) network have both been used to classify
seizures [51]. According to permutation entropy-based
categorization, a considerable decrease in permutation en-
tropy is seen during seizures [52]. Seizure detection has been
improved with an SVM-based technique, which was pro-
posed in references [53, 54]. Seizure detection accuracy was
increased and power consumption was decreased via a signal
rejection algorithm-based seizure detector [55, 56].

Figure 5 provides an illustration of a fundamental
overview of the system. Disorders associated with stress and
anxiety are becoming increasingly prevalent in today’s

society. Because of this, improper management of stress can
result in stress disorders, emotional suffering, and physical
diseases. The authors created an IoMT-powered edge device
with deep learning stress management algorithms. Physio-
logical data are used to detect stress at the edge and
transferred to the cloud for deep learning analysis. The
scientists created a wristband with sensors (contact-tem-
perature, humidity, and accelerometer) to detect stress
patterns in users. Using a deep neural network (DNN) al-
gorithm, Stress-Lysis sensor data generate discrete stress
values (low, normal, and high). The authors applied their
algorithm to diverse datasets and tested its efficiency using
real-time metrics to validate the proposed system’s accuracy.
Their investigation shows that their proposed approach is
98.3%-99.7% accurate in identifying user stress. The clas-
sification of food items is performed by a machine learning
model called Single Shot MultiBox MobileNet. To calculate
calories, researchers first compare the data they acquire to
a nutrition database. User stress is detected by the extraction
and analysis of many features. Meal details, such as kind,
quantity, timing, and user sex, are all included. Table 2 il-
lustrates the findings of the monitoring system for stress and
anxiety in the current state-of-art techniques.
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Reference [58] suggests developing an Internet of Things
(IoT)-based low-cost anxiety disorder monitor. This mon-
itor would deduce emotional aspects from physiological
indicators in a semi-immersive environment. The IoT node
collects data on the user’s heart rate as well as their level of
physical activity. This information is then transmitted to
a Raspberry Pi 3, where it is preprocessed before being sent
to the IoT cloud. The findings of this system’s validation
revealed that it has an accuracy rate of 90% when it comes to
recognising anxiety disorders. The proposed categorization
system is elected to take this technique [59]in order to
improve its overall accuracy. This ensemble strategy for
detecting the emotions of the user improves the classification
accuracy of emotion-aware IoMT-based architectures by
7-9%, according to the validation results of the system that
was proposed. A unique IoMT-based strategy for managing
chronic stress for females and the older adults has been
presented [60].

The primary concept behind ML is that you create
a dataset, give it to ML algorithms to learn from, and af-
terwards the ML algorithms use the data analysis to produce
predictions or suggestions. One effect is that machines may
learn to be biased or act against a few people’s interests based
on the data input. Results from a machine algorithm that
include bias may not be in accordance with societal moral
norms. Long offline/batch training is necessary to avoid real-
time, interactive or progressive learning, Poor integration,
reusability, and transferability of learning. Systems are
transparent, which makes them difficult to troubleshoot. As
an example of a machine learning (ML)-based smart gadget
that can be implemented in smart cities and enterprises, the

authors recommend iMirror [61]. Because this tool lowers
stress, it helps people with stress-related chronic conditions.
Mirror-mounted cameras can be used for facial recognition,
stress research, and app updates. When a user takes a pic-
ture, the device automatically identifies them and scans the
image to pull out information for an ML model that can
categorise the user’s stress level depending on the image. We
tallied up the number of cases with red eyes, puffy eyes,
dilated pupils, frown lines, and perspiration on the face. An
ML model (a lightweight and optimised version of SSD
Mobilenet) is fed to these features in order to characterize
the stress level and update the mobile app. The technology is
useful since it customises therapies for individuals. The
model had a 97% accuracy rate and an 81.2% precision, as
determined by experiments. In order to determine if
a person has a stress problem, it is important to keep track of
what they consume and how often they eat. Automatically
tracking a user’s dietary intake and then converting that into
an estimate of their stress level [62] makes use of the camera
on a smartphone or a single board computer equipped with
a camera. Edge computing devices can use the iLog deep
learning model to identify and measure the quantity of food
items on a plate. Using plate data, iLog can determine the
user’s stress level [63-65]. The cutting-edge method de-
veloped by the researchers instantly tallies calories, recog-
nizes food, and establishes a connection between diet and
anxiety. This method uses [oMT to send images captured by
iLog glasses to a device at the network’s edge. Images are
broken up by the edge computing device, and the Tensor-
Flow Object Detection API is used to identify objects in the
images [66, 67].
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TABLE 2: Results of a monitoring system for stress and anxiety.
Ref no Models proposed Results obtained
[58] IoT-based low-cost anxiety disorder monitor Accuracy 90%
[59] EEG-powered smart emotion-aware IoMT-based framework for health monitoring Accuracy increased by 7-9%
[60] IoMT-based novel system has been proposed for chronic stress management in Accuracy ranges from 98.3% to 99.7%
women and the elderly
[61] ML-based smart device that detects stress levels in users to aid the IoMT framework Accuracy 97% and precision 81.2%
of smart cities and offices

[62] Stress monitoring Accuracy 98% andprecision 85.8%

5. Conclusion

A few physical items have also been equipped with IoT
devices (sensors, actuators, etc.), enabling real-time moni-
toring and data transmission across different communica-
tion protocols, including Bluetooth as well as Wi-Fi. A
patient’s electroencephalogram (EEG), heart rate, and
electrocardiogram (ECG) are just a few examples of the
critical physiological data that these sensors are used to
collect in the healthcare industry. These sensors can be worn
on the body or embedded in clothing. In addition, envi-
ronmental information such as temperature, humidity, date,
and time can also be analyzed. This exemplifies the potential
and utility of IoT, especially related to smart health-based
industry. Everyone in society is currently so focused on
getting by that they are neglecting their health. With the
development of intelligent sensors, it is now possible to
continuously monitor a person’s behavior, record data, and
predict the onset of a heart attack even prior to the patient
feels its effects. Therefore, it is crucial to choose and apply the
appropriate sensors. Another decentralized method called
“block-chain storage” is developed to produce independent
yet distinct groups of data called “blocks.” As a result,
a network governed by patients as opposed to a third party is
created. Although still in its infancy, the use of edge cloud
and blockchain in the healthcare industry is developing as
a new topic for research.
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As one of the important applications of Internet of Health Things (IoHT) technology in the field of healthcare, wireless body area
network (WBAN) has been widely used in medical therapy, and it can not only monitor and record physiological information but
also transmit the data collected by sensor devices to the server in time. However, due to the unreliability and vulnerability of
wireless network communication, as well as the limited storage and computing resources of sensor nodes in WBAN, a lot of
authentication protocols for WBAN have been devised. In 2021, Alzahrani et al. designed an anonymous medical monitoring
protocol, which uses lightweight cryptographic primitives for WBAN. However, we find that their protocol is defenseless to off-
line identity guessing attacks, known-key attacks, and stolen-verifier attacks and has no perfect forward secrecy. Therefore, a
patient monitoring protocol for WBAN in IoHT is proposed. We use security proof under the random oracle model (ROM) and
automatic verification tool ProVerif to demonstrate that our protocol is secure. According to comparisons with related protocols,

our protocol can achieve both high computational efficiency and security.

1. Introduction

Wireless body area network (WBAN) exists as a trans-
mission network for body monitoring. It has intellectual
network appliances, such as personal wireless terminals,
wearable devices, and wireless sensors. Individuals can
use network devices to build personalized health net-
works based on WBAN, and they are substantial par-
ticipants in the Internet of Health Things (IoHT)
application. WBAN is widely used in patient monitoring,
physiological parameter measurement, and so on. The
measured data are transmitted by the sensor to the de-
vices with a forwarding function in real time using
wireless network transmission and then stored in the
database of the remote server [1-3]. Using WBAN-based
systems, patient-specific electronic medical records can
be established, and professionals can analyze medical
data through patient electronic records. Moreover, the
electronic data of patients can be used for later analysis
and diagnosis, and medical personnel can provide tar-
geted medical services based on these data [4].

The communication and interaction of WBAN are based on
an open wireless channel, so it is inevitable to face a series of
challenges. Attackers can eavesdrop, tamper, intercept publicly
transmitted information, and use the obtained information to
launch attacks and obtain patients” privacy. This poses a great
threat to the medical IoHT and patient privacy [5, 6]. In addition,
the WBAN system requires real-time data transmission and
timely processing of a large number of communication requests,
which makes the energy consumption of infrastructures with
limited efficiency very heavy [7]. However, most devices for
WBAN have limited computing power, so they cannot perform
traditional cryptographic calculations. Moreover, intensive
computation will bring about overblown network loads, which
will affect the performance of the system. Therefore, the medical
field urgently needs a lightweight privacy-protected secure key
agreement to meet the above challenges.

In recent years, a lot of anonymous medical key
agreements have been proposed. An innovative dynamic ID-
based key agreement in telecare medical information system
(TMIS) was presented by Chen et al. [8]. However, Xie et al. [9]
state that Chen et al’s scheme cannot defend against oft-line
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password guessing attacks and impersonation attacks and has
no privacy protection and perfect forward secrecy. Xie et al.
[10] presented a novel authentication protocol for TMIS in
2014, which is considered to be pragmatic and secure. Rad-
hakrishnan and Muniyandi [11] submitted a two-factor key
agreement for TMIS based on elliptic curve cryptography
(ECCQ). In 2015, Wang and Zhang [12] solved the anonymity of
authentication in WBAN using bilinear pairs, and their scheme
could defend against known-key attacks and man-in-middle
attacks. However, according to the research of Jiang et al. [13],
the protocol cannot resist client forgery attacks, is not suitable
for practical applications, and may lead to nonsynchronization
of system logs. In 2017, Li et al. [14] proposed an anonymous
authentication scheme. It employs lightweight cryptographic
primitives (e.g., hash function operations) and asserts that it has
realized the mutual authentication of the sensor nodes worn by
patients and the hub node and has realized unlinkability and
anonymity. Later, Koya et al. [15] stated that it is not feasible
because their scheme assumes that the central node is entirely
credible. Moreover, it is defenseless to sensor impersonation
attacks. Soni and Singh [16] submitted a lightweight authen-
tication scheme employing low-cost operations for WBAN.
Based on the wireless medical sensor network, Jan et al. [17]
submitted a patient key agreement for the healthcare system to
realize secure and efficient communication between users and
sensors. Recently, Ullah et al. [18] submitted a hyperelliptic
curve and pragmatic IoT-based crossdomain authentication
scheme for WBAN. In addition, Ullah et al. [19-21] proposed a
multimessage signcryption protocol, anonymous certificateless
signcryption protocol, and certificate-founded signcryption
protocol for IoHT. Khan et al. [22] proposed an online-offline
certificate-less signature protocol for IoHT.

Wu et al. [23] designed an identity authentication scheme
using unilateral bilinear pairing technology which only performs
bilinear pairing at the access point (AP). After that, Chen and
Peng [24] declared that it cannot realize mutual authentication
and is also susceptible to client forgery attacks. Li et al. [25]
devised a key agreement founded on ECC to realize user an-
onymity. But Sowjanya et al. [26] found that their scheme not
only has the problems of clock nonsynchronization and ex-
cessive control power of users but also no perfect forward se-
crecy. Kalra and Sood [27] submitted a secure key agreement
that is not affected by time synchronization, which is based on
the password. In 2021, Chunka et al. [28] reviewed their scheme
and found that it had many security issues. For instance, due to
the defects in the gateway design, the scheme cannot confirm the
authenticities of sensor nodes, so it cannot resist the sensor
nodes captured attacks, and the gateway private key is prone to
be leaked. In addition, a large number of redundant multiple
hash calculations increase the computational burden on the
system. Xu et al. [29] raised an anonymous and lightweight
patient monitoring protocol using lightweight cryptographic
primitives. The survey of Alzahrani et al. [30] shows that off-line
identity guessing attacks will wreck its anonymity, and it is also
defenseless to key compromise attacks and replay attacks.

1.1. Motivation and Contributions. According to the sum-
mary of the existing literature [30-33], we found that some
protocols using lightweight cryptographic primitives cannot
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resist various attacks, and many protocols based on asymmetric
cryptography have high time complexity. In 2021, Alzahrani
et al. [30] designed an anonymous medical monitoring scheme.
Nevertheless, their scheme is defenseless to stolen-verifier at-
tacks, known-key attacks, and off-line identity guessing attacks
and has no perfect forward secrecy. To realize a secure and
lightweight authentication protocol in WBAN systems, we
propose a patient monitoring protocol. Here, our contributions
are as follows:

(i) We reviewed Alzahrani et al.’s [30] protocol and
analyzed its drawbacks, for example, known-key
attacks, stolen-verifier attacks, and off-line identity
guessing attacks

(ii) A patient monitoring protocol is proposed to realize
the security and lightweight requirements of WBAN
systems

(iii) Using the automated verification tool ProVerif and
formal security proof in ROM, we demonstrate the
proposed protocol is secure

(iv) Our protocol is relatively pragmatic and secure by
performance comparison

The remaining section is constructed as follows: the system
model and preliminaries are given in Section 2. In Section 3, we
describe the review and drawbacks of Alzahrani et al’s pro-
tocol. Section 4 proposes a patient monitoring scheme. Its
security is analyzed in Sections 5 and 6. Its security properties,
computation cost, storage cost, and communication cost be-
tween ours and some related protocols are evaluated in Section
7. Section 8 concludes the paper.

2. System Model and Preliminaries

In this section, we present the system model and attack
model. Concurrently, we describe the physically unclonable
function (PUF).

2.1. System Model. Figure 1 illustrates its system model. It
adopts the centralized two-hop architecture of WBAN, which
includes the following devices: sensor nodes (SNs), relay nodes
(RNs), and medical server node (MS). RN is the intermediate
node, and only needs to forward messages between SN and MS,
and it can add or delete its identity before forwarding messages.
RN is always within the communication coverage of MS, and
SN is covered by at least one RN. Resource-constrained SN
monitors and collects patients’ medical health data by being
worn or embedded into patients.

2.2. Attack Model. Presuming the attacker (AR) maintains
the following capacities:

(1) AR can capture messages transmitted via open
channels and may eavesdrop, replace, replay, or
intercept the data in these messages

(2) AR can obtain verifier table stored in MS, but cannot
obtain its secret key
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(3) AR can capture SN f and RN and then retrieve all
data stored in their memory

(4) We adopt Dolev-Yao threat model [34] and assume
that the public channel is insecure

2.3. Physically Unclonable Function. As a hardware security
technology, a physically unclonable function (PUF) can be
regarded as the “digital fingerprint” of the chip [35]. It uses the
inherent physical differences to produce a specific unclonable
response to a given challenge. Therefore, it is difficult to be
predicted before production and cloned after production. It has
broad application prospects in the field of security. According to
the same challenge, the response of PUF can remain unchanged
under different conditions. Any detection or observation of PUF
will change the circuit characteristics, and the output of PUF will
also change. Therefore, PUF is often used to protect crucial data
in cryptography [36].
All notations in our paper are illustrated in Table 1.

3. Drawbacks of Alzahrani et al.’s Scheme

3.1. Review of Alzahrani et al.’s Scheme. We briefly review
Alzahrani et al’s [30] anonymous authentication protocol, which
involves three steps: (1) system initialization; (2) device regis-
tration; (3) mutual authentication and key agreement. SA per-
forms step (1) and step (2) through a private channel as follows.

3.1.1. System Initialization

(i) SA generates a long-term master secret key K¢ for
MS

(ii) Subsequently, MS reserves the master secret key
Ks

TaBLE 1: Notations.

Notations Description

SN; 7™ sensor node

RN Relay node

MS Medical server node

SA Server administrator

AR The adversary

id, idg Identity of SN ;/identity of RN

Kye Q Secret key and public key of MS, where
MS> Q — KMS.P

Ky Session key

7, Pry» Pro Random integers
; Random number generated by SN

new

m, r Random integers generated by MS
a; 1, Prys Ppy Random integers generated by SA
T,T,,T,,T; T, Timestamps

P The base point of the elliptic curve
® XOR operation

PUF(*) Physically unclonable function
h(e) Hash function

AT The maximum transmission delay

3.1.2. Devices Registration

(i) SA selects three random integers r, Pg;, Pg,, and an
identity id; for the sensor node SN; and reserves
tuple <id;, Pg;, Pg,> in the memory of MS

(ii) SA computes xy; = r®K 5, yy ;= id;®h(K )y, 1)

(iii) SA reserves tuple <idj, xy, x> Ppi> Ppo> in the
memory of SN;

(iv) Finally, the verification table of MS is <id i Pris Pros
idg>



3.1.3. Mutual Authentication and Key Agreement. The
communications between SN i and MS are as follows:

(i) SN creates a current timestamp T'; and computes
the validation Vid; =h(id}, xyj ynj Pro>T1)s
where id; is SN’s 1dent1ty, Nj=T &Ky YN =
id j@h (K s, 1), Pp, denotes a random integer, and
the current timestamp is denoted as T;.

(ii) SN; submits Messagel tuple <xy;, yn; Vid;, T,>
to RN.

(iii) RN appends its identity id; and forwards the
Message2 tuple <xy ;, yy; Vid;, T}, idg> to MS.

(iv) MS scans the identity idy and finishes the session if
no record is found in its memory. Otherwise, MS
creates the current timestamp T', and checks if |T, —
T,| < AT, and if not, finishes the session. Otherwise,
MS computes 1" = xy K, sz = yn ®h (K
r*). MS checks the validity of the 1dent1ty id3, if so,
MS extracts the tuple <id?, 1> Ppi» Pro> from its
memory, computes Vid; = h(zd XN jp YN j Pro>
T,), and checks Vzd ?=Vid;. If so, MS generates
random nonce m and r and computes
s=id;®yy; ] 1d]e)xNJ, v=mds, xyi"=

“eweeKMS, NG = id} eh(KMS, ™), g =h(m,s,
J»Pro)s u=xyi"®g, = yNieg, A= h(m,id],
$ %N ynG™),  and the  session key

K¢y = h(m, 7> Pri»> Pro). Afterwards, MS sends the

Message3 tuple <v, u, A, n, idz> to RN. MS displaces

Py, with Pp, and Pp, with KSH.

(v) RN removes its identity id, and forwards the
Message 4 tuple <v, u, A, n> to SN ;.

(vi) SN; computes s* = id ®yy;, m* =ves, j* = id;
. o

&xy, g"=h(m"s",j" PRz) xN?eW" = udg”,

new+ __ new+

N n ®g", =h(m* ,zdj s* > XN,

ﬂew*) Afterwards, SN checks A* ? = A. If so,
SN computes the session key Kgy=
h(m®, j*, Ppy> Pg,). SN ; displaces xy ; and yy j, with
xn;" and yy ", and stores them in its memory.
Finally, SN dlsplaces Py, with Pg, and Pp, with
Kgy-

3.2. Drawbacks

3.2.1. Off-Line Identity Guessing Attack. Supposing an
adversary (AR) can eavesdrop on the conversation be-
tween SN ; and MS. AR intercepts the first round of x;_;,
¥ j-1> and the second round of xy;_,, ¥y ;5 Where xy;_,
and yy; , are the first round of x4 and yy &Y. AR
computes A* =h(m*,id,s* xN;‘ ‘f”',yN;leVlV*) where m* =
vés®, s* =id;®yy;. Only id; in A* is unknown, and AR
guesses id; to verify if A"7=A. If so, AR obtains id;
successfully. Otherwise, guesses id; again.

3.2.2. Desynchronization Attack. If AR intercepts Message4
and drops it, the SN ; will miss it. The insecurity is that MS
has updated x ;, ynj» Pri> Pro» but SN; has not. This will
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make every subsequent authentication process between SN ;
and MS fail.

3.2.3. Stolen-Verifier Attack. 1f the verifier table <id;, Py,
Py,,idg> of MS is stolen, AR can obtain all the data in it. AR
eavesdrops on the communication between SN; and MS,
intercepts Messagel tuple <xy ;, yy, Vid;, T,>, Message 4
tuple <v, u, A, n>, computes s* = id;®yy ;, m" = v®s”, and
j*=id;@xy; and computes the session key
K¢y = h(m™, j*, Pg,, Pg,). That is, AR can obtain the session
key.

3.2.4. Known-Key Attack. If the session keys of two con-
secutive rounds are leaked, AR will get Py,_; and Py, _; of the
third round. According to identity guessing attacks, AR
obtains the SN’s identity id . In the third round of protocol
execution, AR intercepts message 1 and message 4 and
computes s* =id; GByN] » m*=ves*, g*=h(m*,s",
" Pro-s) Xnj3" = udg”, NGt = neg”, Kgy = h(m”, j7,
Pri_3> Pro_3). Therefore, the session key of the subsequent
round will be obtained by the AR.

3.2.5. No Perfect Forward Security. If the long-term secret
key K,;s and short-term secret key Pg, and Pg, of the
Alzahrani et al.’s [30] scheme are leaked, AR calculates r* =
xy ®K s, id; = yy @ (K, 7). Then, AR calculates s* =
id@yy m* =v@s*, g* = h(m*,s", j*, Pg,). Finally, AR can
compute the session key Kgy = h(m*, j*, Py, Pg,). There-
fore, it doesn’t achieve perfect forward secrecy.

4. Proposed Protocol

A security-enhanced protocol is presented, which involves
three steps: (1) system initialization; (2) device registration;
(3) mutual authentication and key agreement. SA executes
initialization and registration steps through a private
channel as follows.

4.1. Initialization. SA executes as follows:

(1) The master secret key K, is generated by SA

(2) Subsequently, MS accepts the master secret key K¢
via a secure channel and keeps it secretly

(3) SA chooses an elliptic curve E_ (a, f8) of large order. P
is a base point. SA computes Q = K,;s*P. After-
wards, SA chooses a hash function h(e).

4.2. Registration. The registration phase can be described as
follows:

(1) SA chooses the random integer a; and the identity
id ; for the sensor node SN pan identity id, for RN,
and reserves id; and idy in the memory of MS

(2) SA computes xnj = a0h(Kys T)),
ynj=id®h(Kyg a;,T))s MH = h(id, K ),
where T is the current timestamp, and K ;s is MS’s
secret key
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(3) SAreserves the tuple <idj, xy ;, yn » MH;, T ;> in the
memory of SN ;, and SN ; generates a challenge Cha;,
and computes Res; = PUF(Chaj),
STj =h (Resj) ®MH , where PUF is deployed in the
sensor node SN ;

(4) Finally, SN; stores {idj,xNj,y » STj,Chaj,Tj}, and
the verification table of MS is Yid R 1d ]-}

4.3. Mutual Authentication and Key Agreement. This phase is
shown in Figure 2.

(1) SN; chooses the random integer b; and the
timestamp T, and calculates
MH; = h(PUF(Cha,))®ST;, A} =b;*P, A, =b;*Q,
Vid; = h(id}, xy j yn jp A Ay h(Ay, MH ), T3, T).

(2) SN ; submits the Messagel tuple <xy ;, yn » Vid, Ay,
T;, T > to RN.

(3) RN appends its identity idp and forwards the
Message 2 tuple <xy ;, yn» Vidj, A, T, Ty, idg> to
MS.

(4) MS scans the identity id and finishes the session if no
record is found in its memory. Otherwise, MS creates
the current timestamp T', and checks if [T, — T, | < AT,
and if not, finishes the session. Otherwise, MS computes
a;=xy®h(Kys,T)), id; =xy®h(Kysa;T)).

MS calculates A = Kyg°Ay, Vid; =h(id}, xy;

, le, AL A h(ASL R (id;, Ky Tj, T,) and checks

Vid; ?=Vid;. If so, MS creates random numbers a; and

b;. Next, MS computes A3 = b;*P, Ay = bj* A}, x\}™" =

a;®h (K 5, T,), yNG = id o (K a;, Th),

= xNi0h (A5, h(id}, K ), Ts),

A= yNj?eWEBh(Tz,A;,h(id’f,KMs)), the session key

Kg; = h(A, A}, Ay, Apid;, T,), and

A = h(xni™, yn™ Ksy» T,). Afterwards, MS sends

the Message3 tuple <y, A, A, A;, T,, idp> to RN.

(5) RN removes its identity idy and forwards the
Message4 tuple <y, A, A, A3, T,> to SN ;.

(6) SN ; creates the current timestamp T'; and checks if
T3 - T,|<AT, and if not, finishes the session.
Otherwise, SN; computes Ap =bjA;,
XN = udh (A, MH ), T)), NG =A
®h(T,, Ay, MH)), Kgpy = h(Ay, Ay, Ay, A} id ), T),
A" = h(xnG™, yNi™" Koy Th). SNj checks if A 7
=A. If so, SN; successfully establishes the session
key K¢y with MS and updates <xy ;, yy; T;> with
<xN;}EW*’ yN}lEW*, T2>.

5. Informal Security Analysis

5.1. Off-Line Identity Guessing Attack. If an adversary(AR)
can eavesdrop on the open channel and guess id; of the
sensor node SN;, it is not feasible for him/her to verify
whether Vid? ?7=Vid is correct or not without knowing
A,,  where  A,=b;*Ky*P, Vid;=h(id;, xy yn )
Ay, Ay, (A, MH)), T Ty), MH; = h(id), Ky). Because
of computational Diffie-Hellman problem (CDHP), AR

cannot compute A, = b;*Kys*P from A, = b;*P and Q =
Kys*P. Therefore, off-line identity guessing attack is
infeasible.

5.2. Desynchronization Attack. In the improved protocol, x ;
and y ;are updated as x ;" and y " on the side of the MS.
Even if AR intercepts the Message4, it has no impact on the
next session between the sensor node SN ; and the MS.

5.3. Stolen-Verifier Attack. Stolen-verifier attack means that
an adversary can obtain verification table except the secret key
from MS by trespassing on the device or side channel attack
and then launch attacks. In the proposed scheme, the verifi-
cation table of MS only contains the identities id; and idy of
SN ; and RN. So the adversary cannot launch any attacks even
if he or she obtains these identities. Thus, the protocol defends
against stolen-verifier attacks.

5.4. Known-Key Attack. Assuming that AR knows the ses-
sion key Ky =*h (Al,Az;lezi\Vi, Az,niec‘lvj;: T,), because Kg;; only
contained in A" = h (x5, ynj™", Kgyp» T)s s0 AR can-

i
not launch any attack.

5.5. Smart Card Lost Attack. By the side-channel attack, AR
is able to get all data reserved in the smart card when it is lost,
and then launch attacks. However, in our protocol, smart
card isn’t used, so the protocol defends against the smart
card lost attack.

5.6. Sensor Node Captured Attack. In the improved protocol,
the sensor no.de SN; stores {z:d]-, xnjp YN ST s Chaj,Tj},
where id; is SNy’s identity, xy;=a®h(KysT))
yNjeBidjEB h(K s a;T;),ST; = h(PUF (Chaj))GBMHj, Chaj
is the challenge of PUF, T; is the timestamp, and K is the
secret key of MS. Assuming that the sensor node SN; is
captured by AR, he/she cannot obtain the secret parameter
MH | to impersonate SN ; because of PUF. In addition, AR
cannot obtain the secret key K ;¢. Therefore, the sensor node
captured attack cannot influence the security of nodes and
the sensor network.

5.7. Anonymity and Unlinkability. The identity id; of the
sensor node SN ; is in Message 1 = {xNj, ynjpVid; AT, Tl}
and transmitted via an open channel, where
Vid; = h(id}, xy j, yn j A1 Aps h (Ay, MH )T, T), MH; =
h (id]-, Kas)s INj= idjeB h(K s a; Tj). So an adversary
cannot compute the identity id ; of the sensor SN ; because he
can not know the secret key K,,s of MS. Thus, our scheme
achieves anonymity. Moreover, because each session will
generate new b; and T';, the identity id; of the sensor node
SN cannot be tracked by AR.

5.8. Perfect Forward Secrecy. If AR obtains all the secret
information of the sensor node SN, and the long-term
master secret key K,s of MS, because of CDHP, he/she still



Aj»id;,T,) without knowing Aj. Therefore, the protocol
achieves perfect forward secrecy.
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SN RN MS
1. Generates a random integer b; and a current
timestamp T.
Computes MH; = h(PUF(Cha;)) @ ST;, 4,=b; -
P, Ay=b; - Q, Vidi=h(id;, Xy}, Yn;» A1 Az,
h(A,, MH)), Tj, Ty).
Messagel= {xNj,yNj,Vidj,Al,Ti,Tl}
- 2. Appends its identity idp, and forwards
the Message?2.
Message?2 :[xNj,yNj,Vidj,Al,T},Tl,iER]
" 3. Checks the validity of the identity idy.
Creates the current timestamp T, and checks
if |T, —T,| <A4T.
Computes  a; = xy,® h( Kys » T ),
id;=xNj€9h(KM5, a;, Tj).
Calculates A5 =Kys - Ay, Vid; =h(id;, XN,
Ynjs Av A3, h(A3, h(idj, Kys)), Ty, To).
Checks Vid; ?= Vid;.
Creates a; and b;, both of which are integers.
Computes A; = b;*P , A, = b;A; ,
xN;lew=ai Sh(Kys, T2), YN;lew=l‘d; Dh(Kys,
a;, Tp), u=xy7® @h(As, h(id;, Kys) , T»),
A=y @ h( Ty, Ay, h(id], Kys)),
Ky =h( Ay, A3, As, Ay, idj, Ty),
A=h(XN}lewa YN;-wwa Ksy, T2).
E/Iessage3={,u,l,A,A3,T2,idR}
4. Removes its identity idg, and forwards
the Message4.
L\/[essage4= {A,0,A5,T, }
5. Creates the current timestamp T;. -
checks if |T3 — T,| < AT.
Computes A3=b; - A3, xN;.”"W*=u Dhr(A,, MH;,
Ty), ynj*" =A@ NT;, Ay, MH;), Key=h(A,,
Az, Ag, Ay, iy, Ty), A°= h(xn7*, ynj*",
KSH’ TZ)
Checks if 4" ?= A.
If so, SN; successfully establishes the session key
Ksy with MS. Update <Xnj. YN Ty > with
<xny oy T
FIGURE 2: Mutual authentication and key agreement phase.
cannot  successfully  calculate  Kgy =h(A;, Ay, A5, 5.9. Impersonation Attack. This attack means that AR can

impersonate a legal user to generate and send a message, and
the message can be passed through the authentication by the
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(*--Channel--*)
free PC:channel [private].(¥Public channel*)

(*--Types--*)
type key.

type nonce.
type timestamp.

(*--Constants& Variables--*)

const P: bitstring.(*--The base point--*)

free KMS:key[private]. (¥--The master secret key of server--*)
free IDj: bitstring[private]. (*-- The identity of Sensor Node--*)
free KSHi: key[private]. (*--The session key of server--*)

free KSH;j: key[private]. (*--The session key of sensor--*)

(*--Constructors--*)

fun h( bitstring ) : bitstring.(*--Hash operation--*)

fun CON(bitstring, bitstring): bitstring.(*--Concat operation--*)
fun XOR(bitstring,bitstring):bitstring.(*--XOR operation--*)
fun ECC( bitstring , bitstring ) : bitstring.(*--ECC operation--*)
fun bit_timestamp(timestamp): bitstring.(*--Bit operation--¥)

fun bit_key(key): bitstring.(*--Bit operation--*)
fun bit_nonce(nonce): bitstring.(*--Bit operation--*)
fun key_bit(bitstring): key.(*--Bit operation--*)
fun PUF( bitstring ) : bitstring.(*--PUF operation--*)

(*--Destructors & Equations--*)
reduc forall T: bitstring;
timestampcheck(T, true) = true
otherwise forall T: bitstring;

fun timestampcheck(bitstring, bool): bool(*--Check timestamp operation--*)

timestampcheck(T, false) = false.(*--Check timestamp Fresh operation--*)
equation forall a:bitstring,b:bitstring; XOR(XOR(a,b),b)=a.(*--XOR operation--*)

F1GURE 3: Definitions.

receiver. That is to say, the receiver confirms that the
message is initiated by a legitimate user. In our protocol, AR
impersonates the sensor node SN; to generate and send
{xNj, N j Vidj,Al,Tj,Tl} to RN, where xy;=a;®
h(Kys: T)), ynj=id@h(Kys.a;,T)), Vid;=h(id;, xy
Injp AL Ay h(Ay, MH)T ,Ty), Kyg is MS’s  secret
key, and T', is the timestamp. The adversary cannot forge x ;
and yy; without knowing K. On the other hand, the
adversary cannot compute M H ; even if he/she can obtain all
data stored in MH due to the property of PUF. Therefore,
the adversary cannot generate the valid Vid .

5.10. Replay Attack. If AR can obtain a message and replay it
to the receiver, the message can be passed through the
authentication of the receiver. In the proposed scheme, the
timestamps and random nonce are used, so the protocol
defends against the replay attack.

6. Formal Security Analysis

6.1. Formal Verification Using ProVerif. As an automated
verification cryptographic scheme tool, ProVerif [37] is
founded on the Dolev-Yao model and Prolog language. It
verifies many cryptographic primitives, for example, public-
key cryptography, hash function, and equations. When
using ProVerif tool for verifying insecure cryptographic
protocols, the tool will give a corresponding attack sequence.

The open channel, types, constants, variables, con-
structors, and destructors of our proposed protocol are
represented in Figure 3. We designed four events for the
improved protocol, which are BeginSNj(), BeginMS(),
EndSNj(), and EndMS() as depicted in Figure 4.
BeginSNj() represents that the sensor node SN begins
the key agreement session with MS. BeginMS() repre-
sents that MS starts the key agreement session with SN .
SN successfully established a session key with MS, which
is indicated as EndSNj(). EndMS() represents MS suc-
cessfully established a session key with the sensor node
SN;.

Queries are shown in Figure 5. Figures 6 and 7 are
exhibiting the processes of the sensor node SN; and MS. The
main process is represented in Figure 8.

For testifying the improved scheme’s correctness, we
propose some queries and finally implement them through
simulation, as shown in Figure 9.

Results (1)-(4) proved that the secret parameters and
session key are secure, and sensor nodes are anonymous in
our protocol. Results (5)-(7) showed that the two processes
began and terminated successfully in sequence.

6.2. Formal Security Proof. After identifying the random
oracle model (ROM), we calculate the advantage of breaking
our protocol & by the adversary A. The notions of ROM are
clarified as follows.
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(*--Events--*)

event BeginSNj (bitstring).
event EndSNj (bitstring).
event BeginMS(bitstring).
event EndMS(bitstring).

F1GURE 4: Events.

(*--Queries--*)

query attacker(KMS).

query attacker(KSHj).

query attacker(KSHi).

query attacker(IDj).

query IDj:bitstring;event(EndSNj(IDj))==>event(BeginMS(IDj)).

query IDj:bitstring;inj-event(EndMS(IDj))==>inj-event(BeginSNj(IDj)).
query IDj:bitstring;inj-event(EndSNj(IDj))==>inj-event(BeginMS(IDj)).

FiGURE 5: Queries.

(*--The process of sensor node SNj--*)

event BeginSNj (IDj);
new bj_1:monce;
new T1_I:timestamp;
let T1=bit_timestamp(T1_1) in
let bj=bit_nonce(bj 1) in
let AI=ECC(bj,P) in
let MHj=XOR (Hash(PUF(Chaj)),STj) in
let A2=ECC(bj,Q) in

out(PC,(XNj,YNj,Vidj,Al, Tj,T1));

if timestampcheck(T3, true) then
let A4=ECC(bj,A3) in

let KSHj=key_bit(KSHj_1) in
if D_2=D then
event EndSNj(IDj).

let SNj(IDj:bitstring,P:bitstring,Q:bitstring, XNj:bitstring, YNj:bitstring,Chaj:bitstring,STj: bitstring, Tj:bitstring)=

let Vidj=h(CON(IDj,CON(XNj,CON(YNj,CON(A 1,CON(h(CON(A2,MHj)), CON(Tj, CON(Tj,T1)))))))) in

in(PC,(u:bitstring,L:bitstring,D:bitstring,A3:bitstring, T2:bitstring));

let XNjn_1=XOR(u,h(CON(A2,CON(MHj,T2)))) in
let YNjn_1=XOR(L,h(CON(T2,CON(A2,MHj)))) in
let KSHj_1=h(CON(A1,CON(A2,CON(A3,CON(A4,T1))))) in
let D_2=h(CON(XNjn_1,CON(YNjn_1,CON(KSHj 1,T2)))) in

FIGURE 6: The process of the sensor node SN;.

6.2.1. Participants ¢ States. Three participants P is in &,
sensor node SN, relay node RN, and medical server node
MS. In i-th instance, P, SN, RN, and MS are recorded as
INS}, INS;N, INS;N, and INS§\45, respectively. The oracles in
ROM have only three states: Accept, Reject, and L. Accept
represents a correct message that is received by an oracle. If
the message is illegal, the oracle in Reject. 1 means both the
conditions above have not occurred.

If the oracle INS§,; (INS}¢) is in Accept, and the session
key Kiy (Kiys) has been agreed with INS),¢ (INS§y), then
INSgy (INS)5) gets the session identity SIDjy (SIDj), and
its participant’s identity is PIDgy (PIDjq).

6.2.2. Partnering. If INSL, and INS, are in Accept, the
session key is negotiated. Two partners meet below
requirements:

(1) Koy = Kiys

(2) SID%y = SIDj s

(3) PIDy = INS},, PIDjs = INSy,

6.2.3. Queries. Queries can emulate multiple attacks.

Execute (INS)if the query is lunched by A, he/she gets
all the transcripts.

Send (INS’, Message): which simulates that Message is
sent to INSY,. If the message is correct, INS}, responses
A, else, the message is ignored.

Reveal (INS,, INS' o )if INSS,, and INS) are in the
state Accept, the session key has been agreed, and the
query Test has not been executed yet. Then, the
session key will be revealed by this query. Else, return
null.

Corrupt (INSk, )which simulates the attack of inter-
cepting SN, and returns the stored information
{idjxnj yn; ST, Cha, PUE, T} im it

Test (INSg,)this query produces a random bit r, which
is performed no more than once. If r =1 and the
session key has been agreed, the real session key is
returned to A, else, the query returns a random session
key.
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(*--The process of Server MS--*)
let mserver(IDj:bitstring,P:bitstring,Q:bitstring, KMS:bitstring, Tj:bitstring)=
new T2_I:timestamp;
let T2=bit_timestamp(T2_1) in
in(PC,(XNj:bitstring, YNj:bitstring, Vidj:bitstring, A I :bitstring, T 1 :bitstring));
if timestampcheck(T1,true) then

let aj=XOR(XNj,h(CON(KMS,Tj))) in
let IDj_1=XOR(XNj,h(CON(KMS,CON(aj,Tj)))) in
if IDj_1=IDj then
let A2=ECC(KMS,Al) in
let  Vidj_1=h(CON(IDj,CON(XNj,CON(YNj,CON(A1,CON(A2,h(CON(CON(A2,h(CON(IDj,KMS))),
CON(Tj,T1))))))) in
event BeginMS(IDj);
new ai_l:nonce;
new bi_1:monce;
let ai=bit_nonce(ai_1) in
let bi=bit nonce(bi 1) in
let A3=ECC(bi,P) in
let A4=ECC(bi,Al) in
let XNjn1=XOR(ai,h(CON(KMS,T2))) in
let YNjn1=XOR(IDj,h(CON(KMS,CON(ai,T2)))) in
let u=XOR(XNjn1,h(CON(A2,h(CON(CON(IDj,KMS),T2))))) in
let L=XOR(YNjn1,h(CON(T2,CON(A2,h(CON(IDj,KMS)))))) in
let KSHi_1=h(CON(A1,CON(A2,CON(A3,CON(A4,CON(IDj,T2)))))) in
let D=h(CON(XNjn1,CON(YNjnl,CON(KSHi_1,T2)))) in
let KSHi=key_bit(KSHi_1) in
out(PC,(u,L,D,A3,T2));
event EndMS(IDj).

FIGURE 7: The process of MS.

(*--Main process--*)
process
let KMSn=bit_key(KMS) in
let Q=ECC(KMSn,P) in
new aj_l:nonce;
let aj=bit nonce(aj 1) in
new Tj_l:timestamp;
let Tj=bit_timestamp(Tj_1) in
let XNj=XOR(aj,h(CON(KMSn,Tj))) in
let YNj=XOR(IDj,h(CON(KMSn,CON(aj,Tj)))) in
let MHj=h(CON(IDj,KMSn)) in
(!SNj(IDj,P,Q,XNj,YNj,MHj)|!mserver(IDj,P,Q,KMSn, Tj))

FiGure 8: Main process.

Verification summary:

Query not attacker(KMS[]) is true.

Query not attacker(KSHj[]) is true.

Query not attacker(KSHi[]) is true.

Query not attacker(IDj[]) is true.

Query event(EndSNj(IDj_4)) ==> event(BeginMS(IDj_4)) is true.

Query inj-event(EndMS(IDj_4)) ==> inj-event(BeginSNj(IDj_4)) is true.

Query inj-event(EndSNj(IDj_4)) ==> inj-event(BeginMS(IDj_4)) is true.

F1GURE 9: Results.



10

6.2.4. Freshness. If the ensuing requirements are met, INS,
can be defined as fresh.

(1) NS}y, and INS}¢ are in the state Accept
(2) Reveal has not been executed

(3) Corrupt is executed at most once

6.2.5. Semantic Security. The random bit r in Test query
determines the output of Test. Meanwhile, A generates a
random r, if ' = r, A knows if the output is session key. The
advantage of guessing the correct bit is Adv4, = [2Pr [r =
r']1=1| = |2Pr [suc(A)] - 1|. & is secure when Advd <,
where 7 is sufficiently small.

CDHP: the CDHP is specified that given P, aP, and bP,
computing abP is computationally infeasible in probabilistic
polynomial time (PPT). P is the generator point, a,b € Z,,.
Subsequently, the advantage of solving CDHP is Adv§PHP =
Pr [A(P,aP,bP) =abP: P ¢ E(Fp);a,b € Zp],

AdvPHP <.

Theorem 1. Suppose the adversary A tends to break the
proposed scheme &P in PPT. The queries Execute, Send, and
Hash are executed qg, qs, and qy; times, respectively. Query
Test is allowed to be executed at most once. 1, is the bit-length
of the hash operation’s the output. n =2, where 1, is the
average length of other transcripts. The advantage of breaking
P by A in PPT can be expressed as follows:

2 2
AdvY < (95 + 9e)° + q—f: +2AdvSPH 4 240V, (1)
n 2

Proof. To simulate the attacks on &, we define various
games Game; (0 <i<3). The event Success’, (0<i<3) cor-
responding to Game; means that A completes his/her goal in
Game;.

Game,: which simulates the real attack, at the first, the
probability of A cracking & is

Advf = |2 Pr [SuccessOA] - 1'. (2)

Game;: which simulates that A launches Execute and Test
queries to verify the output according to the transcripts
{Messagel, Message2, Message3, Message4}. Among the
transcripts, {A,, A, A;,T,} are related to the session key.
However, A cannot figure out the relation between them
the transcripts and the output of Test because of the
random numbers. Therefore, we have

Pr [Successz] =Pr [Successi]. (3)

Game,: In this game, we simulate A computes the
session key Ky through the messages transmitted
openly. Ky =h(A,, A5, A;, A id7, T,), which is
based on CDHP. The advantage of cafculating K¢y by A
is Adv§PHP. Therefore, we have

Pr [Successi] - Pr [Successz] = AdviDHP. (4)
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TaBLE 2: Security properties comparison.

Attacks/Properties [14] [25] [29] [30] Ours
Anonymity Yes Yes No No Yes
Mutual authentication Yes Yes Yes Yes Yes

Forger and impersonation attack No Yes Yes Yes Yes
Oft-line identity guessing attack Yes Yes No No Yes

Sensor node capture attack Yes Yes Yes Yes Yes
Smart card loss attack Yes Yes Yes Yes Yes
Desynchronization attack Yes No Yes No Yes
Stolen-verifier attack Yes Yes Yes No Yes
Man-in-middle attack Yes Yes Yes Yes Yes
Replay attack Yes Yes No Yes Yes
Know-key attack Yes Yes No No Yes
Untraceability Yes Yes Yes Yes Yes
Perfect forward secrecy No No No No Yes

Game;: This game simulates A performs Corrupt (INS,,)
to acquire the reserved information {id XN
yNpST;;Cha;,T;} in SN; and try to calculate
A" = h(xnj™ YN Koy, Ty) to testify the Kgy's
correctness, ~ where  xNj™" = poh(Ay), MH;, T,),
YN = A8h(T,, A;, MH)), and
MH; = h(PUF(Chaj))GBST]-. A has to break PUF to
obtain MH ;. The probability of breaking PUF is Advy"".
Therefore, we have

Pr [Successi] - Pr [Successi] <AdvR. (5)

Game,: which simulates Execute and Send queries are
executed by A to launch the collision attacks. In line
with the birthday paradox’s definition, the possibility of
a hash collision is gZ/2"*!. Meanwhile, the collision
probability of other transcripts is (g + g5)*/2n. Hence,
we have

(g5 + QE)Z +ﬁ (6)

Pr [Successi] —Pr [Successi] < o S

The random bit r € (0, 1), the probability of guessing  is
1/2, which is equal to guessing the session key. That is,

Pr [Success:] = % (7)

Combining (1) with (6), we got

2 2
1 +
SAdv < (s * az). 2an) + 2‘,1:1 S+ AT A (8)

(8) can be expressed as follows:
2 2
Adv < (a5 -+ ge) + q—lH +2AdvSPTP 4 2AdVR 9)
n b
[
7. Performance Analysis

We study and compare security and performance efficiency
between ours with others. According to the comparison of
the security attributes which are given in Table 2, we earn
better security. In Windows 10 professional 64-bit, Intel(R)
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TaBLE 3: The computation cost comparison.

Schemes Server SN; (sensor) Total
(14] 5T s 3T 8T 45 (0.544ms)
[25] 3Ty + 3Ty + 2T 2T s + 2Ty + T 5T s + 5T g4 + 3T g5 (14.525ms)
[29] 6T s 4T s 10T ;5 (0.6801m15)
(30] 6T g5 4T s 10T 1 (0.680ms)
Ours 5T + 3T s 13T s + 3T 4 18T ;s + 6T 55 (16.230ms)
TaBLE 4: The storage cost comparison. 8. Conclusion
Protocols Storage cost (bits) Total (bits) We first point out that Alzahrani et al’s protocol can’t
Sensor 544 defend against stolen-verifier attacks, desynchronization
[14] RN 32 864 attacks, known-key attacks, and off-line identity guessing
Server 288 attacks and has no perfect forward secrecy. After that, we
Sensor 1536 design a patient monitoring scheme based on ECC for
[25] RN 0 1952 WBAN in IoHT. We use verification tool ProVerif and
Server 416 formal security proof to demonstrate the security of our
Sensor 800 scheme. Through comparative analysis, our protocol is safer
[29] RN 32 1108 and more efficient to suit the lightweight and secrecy in
Server 276 . . .
Sensor 1056 medical scenarios. In the future, we will research more
[30] RN 1 L664 pragmatic and anonymous authentication protocol for more
Server 576 complex WBAN scenarios.
Sensor 832
Ours RN 32 928 Data Availability
Server 64
All data are included in manuscript.
Conlflicts of Interest
TasLe 5: The communication cost comparison. The authors declare that there are no conflicts of interest.
Schemes [14] [25] [29] [30] Ours
Communication cost (bits) 4196 2752 3712 3712 3936 Acknowledgments

Core(TM) 15-4590, we earn Tp = 0.068ms (millisecond),
Tpa =2.501ms, Ty = 0.56ms [36], where Ty is hash op-
eration, Tz, represents ECC operation, and Tg; is sym-
metric key encryption. As Table 3 revealed, we describe the
computational cost comparison between other protocols
and the proposed protocol. In [14], the server’s and sensor’s
total computation cost is 5Tyg + 3Tyg = 8Ty (0.544ms).
Accordingly, the schemes [29, 30] both need 6Tyg + 4Tyg =
10Ty (0.544ms), and scheme [25] needs
5Tys + 5Tgs + 3T (14.525ms), and ours is
18Ty + 6Ty, (16.230ms). Because our protocol is safer than
others and achieves perfect forward secrecy, so ours achieve
both high computational efficiency and security.

According to [38], outputs of identity, timestamp, and
password are 32 bits, and a random integer, hash function,
or block encryption is 256 bits, and a point in the elliptic
curve is 160 bits. We calculate the storage overhead of the
devices participating in authentication. Storage costs
comparison is indicated in Table 4, ours maintain the
lowest storage overhead. In addition, messages in login
and mutual authentication are transmitted 4 times in our
scheme. We calculate our communication costs and
others, and ours is equivalent to other schemes from
Table 5.

This research was supported by the National Natural Science
Foundation of China (Grant no. U21A20466) and the Na-
tional Key R&D Program of China (Grant no.
2017YFB0802000).

References

[1] M. Seyedi, B. Kibret, D. T. Lai, and M. Faulkner, “A survey on
intrabody communications for body area network applica-
tions,” IEEE Transactions on Biomedical Engineering, vol. 60,
no. 8, pp. 2067-2079, 2013.

[2] V. Esteves, A. Antonopoulos, E. Kartsakli, M. Puig-Vidal,
P. Miribel-Catala, and C. Verikoukis, “Cooperative energy
harvesting-adaptive MAC protocol for WBANSs,” Sensors,
vol. 15, no. 6, Article ID 12635, 2015.

[3] R. Punj and R. Kumar, “Technological aspects of WBANs for
health monitoring: a comprehensive review,” Wireless Net-
works, vol. 25, no. 3, pp. 1125-1157, 2019.

[4] B. Narwal and A. K. Mohapatra, “A review on authentication
protocols in wireless body area networks (WBAN),” in Pro-
ceedings of the 2018 3rd International Conference on Con-
temporary Computing and Informatics (IC3I), pp. 227-232,
IEEE, Gurgaon, India, October 2018.

[5] M. Salayma, A. Al-Dubai, I. Romdhani, and Y. Nasser,
“Wireless body area network (WBAN) a survey on reliability,
fault tolerance, and technologies coexistence,” ACM Com-
puting Surveys, vol. 50, no. 1, pp. 1-38, 2018.



12

(6]

(7]

(8]

(9]

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

(18]

(19]

[20]

T. Limbasiya and N. Doshi, “An analytical study of biometric
based remote user authentication schemes using smart cards,”
Computers & Electrical Engineering, vol. 59, pp. 305-321,
2017.

Q. Liu, K. G. Mkongwa, and C. Zhang, “Performance issues in
wireless body area networks for the healthcare application: a
survey and future prospects,” SN Applied Sciences, vol. 3, no. 2,
Article ID 155, pp. 1-19, 2021.

H. M. Chen, J. W. Lo, and C. K. Yeh, “An efficient and secure
dynamic ID-based authentication scheme for telecare medical
information systems,” Journal of Medical Systems, vol. 36,
no. 6, pp. 3907-3915, 2012.

Q. Xie, J. Zhang, and N. Dong, “Robust anonymous au-
thentication scheme for telecare medical information sys-
tems,” Journal of Medical Systems, vol. 37, no. 2,
pp. 9911-9918, 2013.

Q. Xie, B. Hu, and N. Dong, “Anonymous three-party
password-authenticated key exchange scheme for telecare
medical information systems,” PLoS One, vol. 9, no. 7, Article
ID 102747, 2014.

N. Radhakrishnan and A. P. Muniyandi, “Dependable and
provable secure two-factor mutual authentication scheme
using ECC for IoT-based telecare medical information sys-
tem,” Journal of Healthcare Engineering, vol. 2022, Article ID
9273662, 2022.

C. Wang and Y. Zhang, “New authentication scheme for
wireless body area networks using the bilinear pairing,”
Journal of Medical Systems, vol. 39, no. 11, pp. 136-138,
2015.

Q. Jiang, X. Lian, C. Yang, J. Ma, Y. Tian, and Y. Yang, “A
bilinear pairing based anonymous authentication scheme in
wireless body area networks for mHealth,” Journal of Medical
Systems, vol. 40, no. 11, Article ID. 231, 2016.

X. Li, M. H. Ibrahim, S. Kumari, A. K. Sangaiah, V. Gupta,
and K. K. R. Choo, “Anonymous mutual authentication
and key agreement scheme for wearable sensors in wireless
body area networks,” Computer Networks, vol. 129,
pp. 429-443, 2017.

A. M. Koya and P. P. Deepthi, “Anonymous hybrid mutual
authentication and key agreement scheme for wireless body
area network,” Computer Networks, vol. 140, pp. 138-151,
2018.

M. Soni and D. K. Singh, “LAKA: lightweight authentication
and key agreement protocol for internet of things based
wireless body area network,” Wireless Personal Communi-
cations, vol. 127, no. 2, pp- 1067-1084, 2021.

S. U.Jan, S. Ali, I. A. Abbasi, A. Alsanad, and H. Khattak,
“Secure patient authentication framework in the healthcare
system using wireless medical sensor networks,” Journal of
Healthcare Engineering, vol. 2021, Article ID 9954089,
2021.

I. Ullah, S. Zeadally, N. U. Amin, M. Asghar Khan, and
H. Khattak, “Lightweight and provable secure cross-domain
access control scheme for internet of things (IoT) based
wireless body area networks (WBAN),” Microprocessors and
Microsystems, vol. 81, Article ID 103477, 2021.

I. Ullah, M. A. Khan, A. Alkhalifah et al., “A multi-message
multi-receiver signcryption scheme with edge computing for
secure and reliable wireless internet of medical things com-
munications,” Sustainability, vol. 13, no. 23, Article ID 13184,
2021.

I. Ullah, A. Alkhalifah, S. U. Rehman, N. Kumar, and
M. A. Khan, “An anonymous certificateless signcryption

(21]

(22]

(23]

(24]

(25]

(26]

(27]

(28]

(29]

(30]

(31]

(32]

(33]

(34]

(35]

Journal of Healthcare Engineering

scheme for internet of health things,” IEEE Access, vol. 9,
Article ID 101207, 2021.

I. Ullah, N. U. Amin, M. A. Khan, H. Khattak, and S. Kumari,
“An eflicient and provable secure certificate-based combined
signature, encryption and signcryption scheme for internet of
things (IoT) in mobile health (M-Health) system,” Journal of
Medical Systems, vol. 45, no. 1, p. 4 2021.

M. A. Khan, S. U. Rehman, M. 1. Uddin et al., “An online-
offline certificateless signature scheme for internet of health
things,” Journal of Healthcare Engineering, vol. 2020, Article
ID 6654063, 10 pages, 2020.

L. Wu, Y. Zhang, L. Li, and J. Shen, “Efficient and anon-
ymous authentication scheme for wireless body area net-
works,” Journal of Medical Systems, vol. 40, no. 6, p. 134
2016.

R. Chen and D. Peng, “Analysis and improvement of a mutual
authentication scheme for wireless body area networks,”
Journal of Medical Systems, vol. 43, no. 2, pp. 19-10, 2019.
X. Li, J. Peng, S. Kumari, F. Wu, M. Karuppiah, and
K. K. Raymond Choo, “An enhanced 1-round authentication
protocol for wireless body area networks with user ano-
nymity,” Computers & Electrical Engineering, vol. 6l,
pp. 238-249, 2017.

K. Sowjanya, M. Dasgupta, and S. Ray, “An elliptic curve
cryptography based enhanced anonymous authentication
protocol for wearable health monitoring systems,” Interna-
tional Journal of Information Security, vol. 19, no. 1,
pp. 129-146, 2020.

S. Kalra and S. K. Sood, “Advanced password based au-
thentication scheme for wireless sensor networks,” Journal of
Information Security and Applications, vol. 20, pp. 37-46,
2015.

C. Chunka, S. Banerjee, and R. S. Goswami, “An efficient user
authentication and session key agreement in wireless sensor
network using smart card,” Wireless Personal Communica-
tions, vol. 117, no. 2, pp. 1361-1385, 2021.

Z. Xu, C. Xu, H. Chen, and F. Yang, “A lightweight anony-
mous mutual authentication and key agreement scheme for
WBAN,” Concurrency and Computation: Practice and Expe-
rience, vol. 31, no. 14, Article ID 5295, 2019.

B. A. Alzahrani, A. Irshad, A. Albeshri, and K. Alsubhi, “A
provably secure and lightweight patient-healthcare authen-
tication protocol in wireless body area networks,” Wireless
Personal Communications, vol. 117, no. 1, pp. 47-69, 2021.
J. Shen, Z. Gui, S. Ji, J. Shen, H. Tan, and Y. Tang, “Cloud-
aided lightweight certificateless authentication protocol with
anonymity for wireless body area networks,” Journal of
Network and Computer Applications, vol. 106, pp. 117-123,
2018.

B. Hu, W. Tang, and Q. Xie, “A two-factor security au-
thentication scheme for wireless sensor networks in IoT
environments,” Neurocomputing, vol. 500, pp. 741-749,
2022.

T. Jabeen, H. Ashraf, and A. Ullah, “A survey on healthcare
data security in wireless body area networks,” Journal of
Ambient Intelligence and Humanized Computing, vol. 12,
no. 10, pp. 9841-9854, 2021.

D. Dolev and A. Yao, “On the security of public key proto-
cols,” IEEE Transactions on Information Theory, vol. 29, no. 2,
pp. 198-208, 1983.

C. Herder, M. D. Yu, F. Koushanfar, and S. Devadas,
“Physical unclonable functions and applications: a tuto-
rial,” Proceedings of the IEEE, vol. 102, no. 8, pp. 1126-1141,
2014.



Journal of Healthcare Engineering

[36] M. Potkonjak and V. Goudar, “Public physical unclonable
functions,” Proceedings of the IEEE, vol. 102, no. 8,
pp. 1142-1156, 2014.

[37] B. Blanchet, B. Smyth, V. Cheval, and M. Sylvestre, ProVerif
2.00: Automatic Cryptographic Protocol Verifier, User Manual
and Tutorial, pp. 05-16, 2018.

[38] Q. Xie, G. Wang, X. Tan, K. Chen, and L. Fang, “Provably
secure dynamic ID-based anonymous two-factor authenti-
cated key exchange protocol with extended security model,”
IEEE Transactions on Information Forensics and Security,
vol. 12, no. 6, pp. 1382-1392, 2017.

13



Hindawi

Journal of Healthcare Engineering
Volume 2022, Article ID 7745132, 14 pages
https://doi.org/10.1155/2022/7745132

Research Article

@ Hindawi

Multi-Chaos-Based Lightweight Image

Encryption-Compression for Secure Occupancy Monitoring

Yazeed Yasin Ghadi®,' Suliman A. Alsuhibany ,2 Jawad Ahmad ©,®> Harish Kumar ©,*
Wadii Boulila ,>®* Mohammed Alsaedi,’ Khyber Khan ,8 and Shahzad A. Bhatti’

'Department of Computer Science and Software Engineering, Al Ain University, Abu Dhabi 15551, UAE
Department of Computer Science, College of Computer, Qassim University, Buraydah 51452, Saudi Arabia
ISchool of Computing, Edinburgh Napier University, Edinburgh, UK

*Department of Computer Science, College of Computer Science, King Khalid University, Abha, Saudi Arabia
®Robotics and Internet of Things Lab, Prince Sultan University, Riyadh, Saudi Arabia

SRIADI Laboratory, University of Manouba, Manouba, Tunisia

“College of Computer Science and Engineering, Taibah University, Medina, Saudi Arabia

8Department of Computer Science, Khurasan University, Jalalabad, Afghanistan

°Department of Electrical and Electronic Engineering, University of Strathclyde, Glasgow, UK

Correspondence should be addressed to Khyber Khan; khyber.khan.khurasan@gmail.com
Received 12 March 2022; Revised 2 April 2022; Accepted 7 April 2022; Published 8 November 2022
Academic Editor: Muhammad Asghar Khan

Copyright © 2022 Yazeed Yasin Ghadi et al. This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is
properly cited.

With the advancement of camera and wireless technologies, surveillance camera-based occupancy has received ample attention
from the research community. However, camera-based occupancy monitoring and wireless channels, especially Wi-Fi hotspot,
pose serious privacy concerns and cybersecurity threats. Eavesdroppers can easily access confidential multimedia information and
the privacy of individuals can be compromised. As a solution, novel encryption techniques for the multimedia data concealing
have been proposed by the cryptographers. Due to the bandwidth limitations and computational complexity, traditional en-
cryption methods are not applicable to multimedia data. In traditional encryption methods such as Advanced Encryption
Standard (AES) and Data Encryption Standard (DES), once multimedia data are compressed during encryption, correct de-
cryption is a challenging task. In order to utilize the available bandwidth in an efficient way, a novel secure video occupancy
monitoring method in conjunction with encryption-compression has been developed and reported in this paper. The interesting
properties of Chebyshev map, intertwining map, logistic map, and orthogonal matrix are exploited during block permutation,
substitution, and diffusion processes, respectively. Real-time simulation and performance results of the proposed system show
that the proposed scheme is highly sensitive to the initial seed parameters. In comparison to other traditional schemes, the
proposed encryption system is secure, efficient, and robust for data encryption. Security parameters such as correlation coeflicient,
entropy, contrast, energy, and higher key space prove the robustness and efficiency of the proposed solution.

1. Introduction

A fully automatic human occupancy information system has
various commercial applications [1], for example, passenger
counting, identifying hourly office patterns, and counting
shopping center footfall. Researchers have proposed various
occupancy measurement solutions through various sensors

over the last two decades [1]. These sensors include camera,
passive infrared (IR), ultrasonic, CO,, Wi-Fi, and radio
frequency (RF) identifiers [2]. However, it is reported that
camera-based human occupancy techniques are more ac-
curate when compared to other sensor-based methods. The
biggest issue with the camera-based occupancy is moni-
toring occupancy with privacy preservation [2, 3]. In such
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scenarios, encryption can play a vital role and can hide the
information and identity of individuals during the occu-
pancy process [3]. In video encryption, identity of indi-
viduals is concealed and only an authorized person who has
correct key information can decrypt the original video
contents [4].

Images and videos can be encrypted using traditional
schemes such AES and DES; however, these schemes are not
designed for multimedia data encryption [5-7]. Conven-
tional encryption schemes have some issues such as higher
computational complexity as images contain large amount
of data and strong correlation among pixels. As a result,
traditional encryption schemes fail to satisfy real-time
implementation constraints and thus have limited appli-
cations in the real-time multimedia applications [8]. To
overcome the aforementioned issues, chaotic maps can
provide highly secure encryption due to complex dynamics
and ergodicity.

Mathews introduced the concept of chaos-based en-
cryption algorithms [9], and since then many algorithms
using chaos theory have been proposed [10]. For example, a
novel image encryption scheme based on Henon and Ikeda
chaotic maps and a lattice model based on Arnold coupled
logistic map (ACLM) have been proposed in [11, 12]. In the
lattice model, the coupling coeflicients are generated from
the logistic map that is further employed in diffusion and
permutation processes. Moreover, ACLM is employed in key
generation and an efficient scheme is presented. Saiyma et al.
proposed a novel encryption algorithm using Rubik’s cube
puzzle and logistic chaotic map for pixel permutation and
diffusion [13]. Another encryption scheme that utilizes
Rubik’s cube puzzle for the permutation of bits and XOR
operation for diffusion was proposed in [14].

A key-based block ciphering method was presented in
[15] where pixel bytes are encrypted and shuftled using
variable block sizes that enhance the diffusion property.
Zhao and Ren [16] employed infinite-dimensional hyper-
chaotic multi-attractor (HCMA) Chen system that was
generated by a linear time-delay feedback control for the
encryption of digital images. In [17], piecewise linear chaotic
map (PLCM) and S-Box transformation are applied on
original plaintext image. Furthermore, an XOR operation is
applied to the diffused image pixels. Elements for XOR
operations were based on mixing of chaotic logistic random
sequence. A hybrid chaos-based random stream and
blockwise encryption algorithm with a key stretching
method for the enhancement of security was presented in
[18]. Chai et al. [19] proposed an image compression and
encryption scheme by combining a parameter-varying
chaotic system, elementary cellular automata (ECA), and
block compressive sensing (BCS). Musanna et al. proposed a
secure image encryption using multi-chaotic maps and
multi-resolution singular value decomposition (MR-SVD)
for secure image encryption [20].

In [21], fractional Fourier transform (FRFT), DNA se-
quencing, and chaos theory have been used for image se-
curity. However, there are several issues in DNA-based
image encryption [22]. These issues were higher computa-
tional complexity and inappropriate implementation. In
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order to address the drawbacks of DNA-coding-based en-
cryption algorithms, a new technique was introduced in [22]
which is based on the integer wavelet transform (IWT) and
global bit scrambling (GBS) for image encryption. Previ-
ously, video and image encryption schemes have been
proposed, but they are either insecure or impractical.

2. Preliminaries

2.1. Chaotic Maps. Any mathematical function that exhibits
chaotic behavior is known as chaotic map. A close associ-
ation between chaos and cryptography has been widely
reported in literature since many decades. This close rela-
tionship is due to high sensitivity of initial conditions, de-
terministic dynamics, and attack complexity of chaotic map.
Logistic map shown in equation (1) is an example of one-
dimensional (1D) chaotic map [23]:

Zn+1 :AuZn(l _Zn)’ (D
where the initial parameters are
Z, € (0,1),
' )
u € (0,4).

The bifurcation diagram of logistic map is shown in
Figure 1. It is clear from Figure 1 that the logistic map has
chaotic behavior for the range 3.57 <y <4. Any variation of
y within this range results in a random output of the logistic
map. Range of y is low and hence an intruder can apply
exhaustive key search attack.

The key processes of an image encryption technique are
confusion and diffusion. In our proposed scheme, Cheby-
shev and intertwining chaotic maps are employed in con-
fusion and diffusion processes. Mathematically, Chebyshev
map can be defined as [24, 25]

T, (A) = cos(k x arc cos (A)), (3)

where k is an integer and A € [-1,1]. It is proposed that k=4
for less computation requirements [25].
The intertwining map can be written as [26]

X =(AxA xY, x(1-X,)+Z,)mod (1),

v, = ATt 2 ) oa ), @)
1+ (Xn+1)

Zpt =AX (X1 + Y, + Az) xsin(Z,)mod (1),

where X,, Y, and Z,6 € (0,1), 0<p<3.999,
|A;]>33.5,|A,] >37.9,]A;] > 35.7. Key space of intertwining
logistic map is 10%° ~ 22% which reduces the possibility of
brute force attack.

2.2. Substitution Box. In symmetric key cryptography,
substitution is a nonlinear bijective function. Generally, m
bits are given as an input to substitution box (S-Box), and as
a result, n bit output is produced [27, 28]. In case of digital
images, the bijective function F: I — S maps each image
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FIGURE 1: Bifurcation diagram (u spacing is 0.0005).

pixel I to a unique value S as shown in Figure 2. In many
traditional algorithms such as AES and DES, S-Box is the
only nonlinear part of ciphertext. In our previous research, it
has been highlighted that substitution-only image encryp-
tion scheme is highly vulnerable to various types of attacks.
Thus, the use of a single S-Box in image encryption algo-
rithms is not a good choice due to weaker security. Instead of
a single fixed S-Box, we have used three S-Boxes known as
AES S-Box [29], Khan’s S-Box [30], and Tayseer’s S-Box [31],
respectively. Due to higher nonlinearity and good resistance
against different attacks, we have selected these S-Boxes in
our proposed scheme. These S-Boxes are outlined in
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FIGURE 2: Bijective mapping of substitution box.

Tables 1-3. In the proposed scheme, S-Box is randomly
selected using logistic map. The selection of S-Box is based
on logistic map which is further explained in later part of the

paper.

2.3. Discrete Cosine Transform. Discrete cosine transform
(DCT) is a widely used transform for image compression.
The DCT and inverse DCT of a plaintext image P is shown in
equations (5) and (6), respectively. The DCT A (u,v) of a
plaintext image P is written as [32]

2 o 2y+1 2x+1

A(u,v) = \/ﬁr(u)l“(v) ; ;}P(x, y)cos[%] X cos[%} , (5)
2 i 2y +1 2x +1

P(x,y) = mr(u)r(v) xZ:;) };} A (u, v)cos[(y;A)lm] X cos[(x;B)WT], (6)

where 7 x n is the size of image and I' (1) and I'(v) can be
written as

I'(u) =T(v)
1 u
i ok for; =0, (7)
1, otherwise.

An encryption scheme is divided into two types: (i) full
encryption and (ii) partial encryption. In full encryption, the
complete image is encrypted, while in partial encryption,
only a part of the image is encrypted. Partial encryption
effectively reduces computational complexity. When an
image is converted to frequency domain such as applying
discrete cosine transform (DCT), less attention is given to
higher frequency components.

3. The Proposed Real-Time Secure Occupancy
Monitoring System

The proposed scheme uses multi-chaos for the encryption
of real-time frames obtained from an overhead 2.0 meg-
apixels Logitech camera installed at a height of 1.7 m above
the floor in T10 office at Glasgow Caledonian University,
United Kingdom. Figure 3 shows real-time frames with
one, two, and three occupants, respectively. In order to
protect these frames from eavesdropper, a novel light-
weight secure occupancy monitoring system is proposed.
Flowchart of the proposed encryption-compression system
is depicted in Figure 4. It can be seen from Figure 4 that
after discrete cosine transformation (DCT), a block starting
from direct coefficient (DCT-DC) is selected and then
encrypted through confusion (scrambling) and diffusion
(substitution) processes. A part of DCT values is selected
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TaBLE 1: AES S-Box [29].

99 124 119 123 242 107 111 197 48 1 103 43 254 215 171 118
202 130 201 125 250 89 71 240 173 212 162 175 156 164 114 192
183 253 147 38 54 63 247 204 52 165 229 241 113 216 49 21

4 199 35 195 24 150 5 154 7 18 128 226 235 39 178 117
9 131 44 26 27 110 90 160 82 59 214 179 41 227 47 132
83 209 0 237 32 252 177 91 106 203 190 57 74 76 88 207
208 239 170 251 67 77 51 133 69 249 2 127 80 60 159 168
81 163 64 143 146 157 56 245 188 182 218 33 16 255 243 210
205 12 19 236 95 151 68 23 196 167 126 61 100 93 25 115
96 129 79 220 34 42 144 136 70 238 184 20 222 94 11 219
224 50 58 10 73 6 36 92 194 211 172 98 145 149 22 , 121
231 200 55 109 141 213 78 169 108 86 244 234 101 122 174 8

186 120 37 46 28 166 180 198 232 221 116 31 75 189 139 138
112 62 181 102 72 3 246 14 97 53 87 185 134 193 29 158
225 248 152 17 105 217 142 148 155 30 135 233 206 85 40 223
140 161 137 13 191 230 66 104 65 153 45 15 176 84 187 22

TaBLE 2: Khan’s S-Box [30].

129 148 14 206 208 63 95 219 86 242 69 254 152 215 53 104
47 138 93 200 161 75 230 110 133 103 24 251 106 159 38 167
181 179 31 218 74 155 153 43 249 0 57 52 162 144 243 235
61 108 164 82 117 213 130 929 228 49 39 12 199 189 78 13
116 175 58 180 123 3 194 232 105 22 65 160 5 84 54 102
56 196 66 182 171 212 131 115 183 67 90 64 15 191 60 178
216 204 248 70 73 118 100 146 7 198 207 137 141 94 92 165
202 221 197 127 23 128 85 252 168 233 68 201 174 76 81 124
220 173 170 225 16 62 25 107 145 46 20 41 122 17 192 187
45 244 247 227 156 157 101 214 71 79 222 226 112 139 30 72
210 172 37 253 239 89 119 35 88 147 97 83 154 33 149 11
4 36 50 176 21 224 120 158 184 51 87 9 114 246 231 217
241 42 240 211 229 250 236 125 136 48 190 237 8 98 27 29
203 193 1 205 188 91 245 143 6 177 96 166 80 142 185 40
140 111 113 55 28 195 26 234 209 135 32 186 134 151 126 132
169 223 10 163 34 19 77 150 44 255 2 121 109 59 238 18

TaBLE 3: Tayseer’s S-Box [31].

9 47 204 29 78 208 201 73 23 174 118 109 77 176 227 154
232 42 173 97 179 8 192 161 248 61 60 107 66 49 131 79

146 254 22 25 101 224 30 202 18 134 251 19 213 215 40 102
135 178 184 167 36 105 113 48 3 114 199 164 76 217 89 236
55 156 126 159 75 142 147 58 218 219 7 38 168 45 175 234
214 186 41 5 133 221 228 63 225 1 144 235 162 50 207 163
103 81 108 88 209 165 31 127 11 80 194 187 10 198 120 153
132 98 110 148 0 100 46 250 253 57 33 32 151 14 28 150
52 12 242 252 149 106 13 95 26 96 237 177 205 243 82 85

2 239 190 140 43 203 181 6 139 238 116 64 83 44 56 245
125 70 15 51 183 27 196 39 230 121 143 35 223 128 4 21

229 244 90 111 20 62 93 145 137 67 141 185 206 233 182 59

226 249 119 160 166 200 197 240 17 117 72 37 180 171 91 74
189 222 123 122 112 169 155 193 71 212 124 24 247 129 210 170
104 255 130 152 241 65 68 99 195 136 87 53 92 231 86 34
191 84 211 188 16 138 216 172 220 69 54 246 157 115 158 94

and then encrypted. Let the output after DCT be 57 and the  obtained in ® are forwarded to the confusion and diffusion
selected block be A, then, it is multiplied with an or- stage. Due to the lightweight nature of Chebyshev and
thogonal matrix y and the result is stored in ®. The values  intertwining maps, they are deployed in the confusion and
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FIGURE 4: Flowchart of the proposed encryption-compression scheme.

diffusion process of encryption. After the encryption- (2) Select DCT coefficients from #, staring from the
compression phase, encrypted pixels are transmitted over DCT-DC coefficient to get A. The dimensions of the
the channel. selected coefficients matrix can be same or different

Let the size of a plaintext image P be A x B. In this work, as compared to the original image. Let the size of A
k represents iteration number and ranges from k =1 to N, be M x N.

where N is the total number of iteration. When k=1, the
secure hash algorithm (SHA-512) is applied to the plaintext
image P for the generation of initial keys for the Chebyshev
map. Detailed steps of the proposed scheme are outlined as
follows:

(3) Iterate a M x N Chebyshev map to get random
matrix A.

(4) Apply the Gram-Schmidt algorithm to the random
matrix A to get an orthogonal matrix ®.

(5) Multiply A and ® and get a new matrix ¢. Repeat

(1) Apply DCT on plaintext image P to get 7. steps from 3 to 5 for N times. In each iteration,



values of initial conditions are slightly changed and
o is added in original initial value, where o = 0.001.

(6) Apply inverse DCT and map the values to the 0-255
range to get w.

(7) Iterate a intertwining map M x N times to get a
random row vector f.

(8) Multiply the row vector f with 10'* and apply mod
operation using the following equation:

a =|(10" x f)|mod (256), (8)

where | - | is the absolute value. Reshape row matrix
a into M x N and get 5.

(9) Perform XOR operation between w and f3 to get a
new matrix (.

(10) Randomly select a S-Box using logistic map and
apply S-Box on ( to get the final ciphertext C. The
output of logistic map is multiplied with a factor
10 to get y and apply Mod 3 operator to get V. If
the value in W is 0, 1, and 2, then AES S-Box, Khan’s
S-Box, and Tayseer's S-Box are selected,
respectively.

Decryption is the reverse process of encryption and all
steps can be applied in the reverse process to get the original
plaintext image.

4. Security Analyses

Results of the proposed encryption scheme are shown in
Figures 5-8. In the first test (Figure 5), the size of DCT block
is the same as plaintext image size, and hence both plaintext
and ciphertext image frames have same sizes. From Figure 5,
one can see that the proposed scheme hides the original
contents of the frame and hence the number of occupant
information is also concealed. The decryption results are
shown in Figure 6. In the second test, the size of DCT block
is selected as M x N/2x 2, and as a result, the size of
encrypted image is 4 times less than the plaintext size. The
encryption and decryption results are shown in Figures 7
and 8, respectively. In Figure 7, it can be seen that size of
ciphertext is 4 times smaller than the plaintext image and
still correct decryption (see Figure 8) is possible. This type of
compression is not possible in traditional encryption. From
the visual inspection in Figures 5 and 7, it is evident that the
proposed scheme encrypts the original information; how-
ever, the security of an encryption algorithm should be
statistically proved.

4.1. Correlation Coefficient. Degree of similarity between
two variables can be measured via correlation coefficient
metric. In image processing, correlation is the degree of
similarity between two images. One can also check the
correlation between two adjacent pixels (horizontal,
vertical, and diagonal) through selection of random
pairs. The lower the value of correlation coefficient, the
higher the security of image encryption scheme.
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The correlation coefficient can be computed using the
following mathematical formula:

Covariance (x;, y)

TS xS, ©)

x 7Oy

where S, and §,, are standard deviation at pixel positions x
and y, respectively. Covariance is written as

N

cov(x,y) =y ) (%~ EG) (3~ ED)

i=1

S, = v/ Variance (x), (10)

S, = \/Variance (y).

In order to check the strength of the proposed en-
cryption scheme, we evaluated correlation coefficients in
horizontal, vertical, and diagonal directions, for Figures 3
and 5, respectively. Correlation plots in diagonal direction
are shown in Figure 9. From these plots, it can be seen that
original images have correlated distribution in diagonal
direction but encrypted images have uncorrelated distri-
bution for all test images. Similar results were obtained for
horizontal and diagonal directions. The correlation values
between —1 and 1 are shown in Table 4. From the table, it is
clear that when compared to the plaintext image, encrypted
image has low correlation values.

4.2. Entropy. The term entropy refers to statistical measure
of randomness or uncertainty. In image processing, entropy
calculates the distribution of gray values. For a gray scale
image with 256 gray levels, ideally the information entropy
must be 8 bits for a complete random image. Mathemati-
cally, entropy is defined as

I-1 1
H(m) = ;p(mi)logzm, (11)

where L =29. The value of g is 8 for gray images. The
entropy values of plaintext and ciphertext images are shown
in Table 5. When an image is encrypted using the proposed
scheme, the entropy value is close to 8.

4.3. Encryption Quality. One of the important aspects in
image security evaluation is to check the quality of en-
cryption. One can check the quality of encryption via visual
inspection; however, the security of encryption scheme
should be mathematically proved. To check the quality of
encryption, a wide range of attributes must be considered
during the designing stage of an encryption scheme. Most of
the attributes are outlined in our previous work [33-36]. An
image encryption is considered good if it hides a wide range
of those attributes. Out of many attributes, deviation in pixel
values between the original and encrypted images is a robust
parameter to evaluate the quality of encryption. Encryption
quality is better if deviation between plaintext and ciphertext
is maximum and irregular. Three different parameters can be
considered to check the deviation of pixels, i.e., maximum
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FIGURE 6: Decryption results of Figure 5. (a) One person. (b) Two persons. (c) Three persons.

FIGURE 7: Encryption results with DCT size M x N/2 x 2. (a) One person. (b) Two persons. (c) Three persons.
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FIGURE 8: Decryption results with DCT size M x N/2 x 2. (a) One person. (b) Two persons. (c) Three persons.

deviation (MD), irregular deviation (ID), and deviation from
uniform histogram (DUH).

4.3.1. Maximum Deviation (MD). MD measures the devi-
ation between original and encrypted images. A higher value
of maximum deviation indicates higher deviation. Maxi-
mum deviation is calculated in three steps:

(1) Calculate histograms for the original plaintext image
P and the encrypted image C.

(2) Compute the histogram difference (HD) where HD
is the absolute deviation (difference) between the
histograms calculated in Step 1.

(3) Finally, compute MD as given below:

HD, + HD &
MD = —2——F-L4 3 HD, (12)

2 i=1

where HD; is the difference histogram at index i.

4.3.2. Irregular Deviation (ID). ID reveals how much of the
deviation induced by the encryption algorithm on the ci-
phertext image is irregular. Lower value of irregular devi-
ation indicates good encryption quality. Steps involved in
the calculation of irregular deviation are given as follows:

(1) Compute the average sum of histogram values.

(2) Take the absolute difference (AD) between the av-
erage sum of histogram (Avg) and amplitude of
histogram at index i (%;). Mathematically, it is written
as

AD = Avg - h;. (13)

(3) Finally compute ID as

ID = Z AD. (14)

4.3.3. Deviation from Uniform Histogram (DUH). A uni-
form histogram of an encrypted image is desired for good
encryption quality. Less deviation from uniform histogram
shows better quality of encryption. For gray scale images,
ideal histogram (ID) and the deviation from uniform his-
togram (DUH) are measured as [37]
AXB - h<c <25,
=4 *° (15)

1

0, elsewhere.

Using the above concept, Abd El-Samie et al. proposed a
new metric [37] (DUH) for measuring the quality of
encrypted images. DUH is calculated as [37]

o[, — Hel

, (16)
AXB

DUH =

where H is the actual histogram value of ciphertext image.
The MD, ID, and DUH are shown in Table 6. All values
confirm the higher security of the proposed scheme.

4.4. Energy. Gray-level co-occurrence matrix (GLCM) is a
statistical analysis of texture measurement that reflects the
spatial property of image pixels. A squared sum of GLCM
elements is energy. For plaintext images, some pixels have
large values in gray-level co-occurrence matrix due to which
the energy values are high but for ciphertext images, the
values of energy are smaller because of the distributed energy
values. The energy analysis can be done using the following
equation.
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FIGURE 9: Plot of correlation coeflicients in diagonal direction. (a) Original image (Figure 3(a) correlation plot). (b) Encrypted image (Figure
5(a) correlation plot). (c) Original image (Figure 3(b) correlation plot). (d) Encrypted image (Figure 5(b) correlation plot). (e) Original
image (Figure 3(c) correlation plot). (f) Encrypted image (Figure 5(c) correlation plot).

E=) plj)7

L (17)
ij

where p(i, j) is the position of pixels in gray-level co-oc-
currence matrix. For a constant image, energy value is equal to
1. Lower values indicates higher randomness in image pixels.
The energy values of the plaintext images and the

corresponding ciphertext images are shown in Table 7 which
shows that the energy values of the ciphertext images are very
small.

4.5. Contrast. Contrast measures the variation in GLCM.
With the help of contrast, a viewer can differentiate
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TaBLE 4: Correlation coefficient values for horizontal, diagonal, and vertical directions.
Plaintext image Encrypted image
Images
H-D D-D V-D H-D D-D V-D
1 0.9049 0.8347 0.9068 0.0108 -0.0134 0.0085
2 0.9081 0.8631 0.9480 0.0190 0.0253 0.0179
3 0.9580 0.9020 0.9467 0.0212 —-0.0268 -0.0108
TaBLE 5: Entropy analysis.
Images Original image Encrypted image
1 6.6776 7.9960
2 6.8434 7.9962
3 7.1017 7.9966
TABLE 6: Encryption quality analyses.
Images MD ID DUH
1 5.8515x10* 40046 0.0253
2 5.9088x10* 37658 0.0292
3 4.8168x10* 36622 0.0280
TaBLE 7: Energy analysis.
Images Original image Ciphertext image
1 0.2631 0.0156
2 0.2487 0.0156
3 0.2159 0.0156
TasLE 8: Contrast analysis.
Images Original image Ciphertext image
1 0.4274 10.4808
2 0.6047 10.5440
3 0.3435 10.6562
TaBLE 9: Homogeneity analysis.
Images Original image Ciphertext image
1 0.9351 0.3892
2 0.9210 0.3894
3 0.9394 0.3875
TaBLE 10: Structural content and average difference analysis.
Images SC AD
1 0.8228 —-2.6914
2 1.0104 9.5119
3 1.1119 16.8750
TaBLE 11: Encryption/decryption time analysis with different DCT sizes.
DCT size Encryption time (sec)
MxN/2x2 0.0212
MxN/4x4 0.0117
MxN/8x8 0.0095
MxN/16x16 0.0092
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(a)
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(d)

Ficure 10: Effect of different DCT sizes. (a) DCT size M x N/2 x 2. (b) DCT size M x N/4 x 4. (c) DCT size M x N/8 x 8. (d) DCT size

M x N/16 x 16.

between the different objects of an image. A higher value of
contrast is required for an encrypted image. For a constant
image, the value of contrast is 0. Contrast of an image is
measured as

C=Z|i—j|2><p(i,j), (18)
ij

where p (i, j) indicates the number of GLCM. The values of
contrast for plaintext images and ciphertext images are
tabulated in Table 8 which clearly indicates that the contrast
values of the ciphertext images are very large as compared to
the contrast values of plaintext images.

4.6. Homogeneity. Another parameter that can be deduced
from GLCM is homogeneity. Homogeneity is the closeness
of element distribution in the GLCM. For an efficient image
encryption algorithm, the homogeneity values should be
low. For determination of homogeneity, the equation used is

_v pGj)
HOM = ;71+|i—j|’ (19)

where p(i, j) represents the gray-level co-occurrence ma-
trices in GLCM. The homogeneity values of the test images
are shown in Table 9. It is clear from Table 9 that the
proposed scheme provides higher security for plaintext
images as the values of homogeneity are lower for encrypted
images.

4.7. Structural Content and Average Difference. To determine
the similarity between plaintext image and its corresponding
ciphertext image, the structural content test can also be
applied. It indicates their level of similarities. When the two
images are totally different from one another, the value of

structural content is 0 and a value of 1 means identical
images. In case of image encryption, the value of structural
content should be near 0. Mathematical expression for
structural content is

_ DI (Ou,j))z
Yo Yk (E (z:j))z

where O, ;) is the original image and E; ; is the encrypted
image. Values of structural content can be observed from
Table 10.

SC (20)

4.8. Key Space Analysis. The strength of an encryption
technique is hidden in secret key parameter. Therefore, key is
the most critical feature of a cryptosystem. Smaller key space
may lead to expose the full key or a part of key. In digital
image encryption, larger key space indicates resistance
against the brute force attack. In this work, we have used
three chaotic maps and total initial conditions are 8, and as a
result, key space (KS) is written as

KS = 10" x 10" x 10" x 10" x 10" x 10"* x 10" x 10"
— 10120 ~ 2400.
(21)

From the above KS analysis, one can see that the pro-
posed scheme provides sufficient larger key space and hence
it is resistant to a number of exhaustive key search attacks
and brute force attacks.

4.9. Computational Complexity Analysis. The proposed
scheme is tested and implemented in MATLAB R2019b on a
PC with 2.70 GHz CPU and 8 GB RAM. When the size of
selected DCT block and plaintext image is same, encryption
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Ficure 11: Cameraman image.

TaBLE 12: Security comparison.

Security parameter Reference [39] Reference [40] Reference [38] Proposed
Correlation coefficient 0.1156 —-0.0012 0.4952 0.0010
Entropy 7.7015 7.9884 7.2825 7.9969
Maximum deviation 6.8x10* 5.6x10% 8.1x10* 6.2x10%
Irregular deviation 3.9x10* 3.6x10* 6.0x10* 3.7x10*
Deviation from UH 0.2629 0.0407 0.4690 0.0273
Energy 0.0174 0.0159 0.0594 0.0156
Contrast 8.9473 9.9797 1.6256 10.5064
Homogeneity 0.4587 0.3973 0.6217 0.3890

takes approximately 0.063 seconds. Decryption is the reverse
process of encryption and it also takes 0.063 seconds. It is
clear from Table 11 that when size of DCT block reduces,
encryption time also reduces. In other traditional encryption
schemes, the aforementioned feature is not available.
However, one can see from Figure 10 that when size of DCT
block reduces, decryption quality also reduces.

5. Comparison with Other Traditional Image
Encryption Schemes

In this section, the proposed encryption scheme is compared
with other state-of-the-art encryption algorithms. As cam-
eraman (shown in Figure 11) image is most widely used in
the area of image processing and image security, we have
considered cameraman image in this section. The size of the
cameraman image is 256 x 256 in this paper. Table 12 shows
that the proposed technique outperforms other encryption
techniques in all security metrics except MD and ID where
the MD and ID are in favor of reference [38]. However, only
these two metrics are not sufficient for the security. Results
of all other security metrics show that the proposed tech-
nique is secure and real-time applicable.

6. Conclusion

A novel chaos-based encryption scheme is presented in this
paper which can be deployed in the application of camera-
based real-time secure occupancy monitoring system. The

system initially transforms plaintext image to DCT coeffi-
cients and then a block from the coefficients is selected for
confusion-diffusion processes. The ciphertext image size is
obviously much smaller than the plaintext size, and hence
the compressed ciphertext can be transmitted over a
bandwidth-constrained channel. Experimental results reveal
that the proposed encryption-compression system reduces
overhead for channels and the ciphertext is also highly
secure. Moreover, the quality of reconstructed plaintext
image reduces with the size reduction of DCT coefficients.
Comparison with other schemes highlighted that the pro-
posed scheme is highly secure against a number of attacks.
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