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Recently, the range of Internet of things (IoT) technology
could be utilized in the real world by the rapid spread of
sensor devices. Various sensed information such as temperature, illumination, pressure, and object detection has
become a basic point for solving solutions to complex
problems that have been diﬃcult to solve by convergence
with big data. Particularly, not only the detection of
human health and changes in the natural environment
but also the rapid development of the analysis and application technology is continuing. As a result, it is expected
to dramatically improve the prediction of disaster and
quality of life.
In order to implement IoT-based human-care technology for improving the quality of life, we aim to deal with
sensor technology and communication technologies as well
as big data analytics and its applications. This includes a
wide range of application technologies that can be realized
in real life as well as theoretical problem solving in relation
to the IoT.
In this special issue, the latest research eﬀorts on new
theories, technologies, and research are related to IoT and
big data technology for smart human-care services and to
improve advanced technology. 25 research papers are published in this issue, covering a wide variety of topics including
advanced sensor technology for smart human-care services,
management issues of social network big data for smart
human-care services, data and knowledge mining for smart
human-care services, emerging IoT applications and systems for smart human-care services, and IoT solutions

for well-being and active ageing. The highlights of these
papers are summarized as follows.
The article titled “A Study on a Secure USB Mechanism
That Prevents the Exposure of Authentication Information
for Smart Human Care Services” by K. Lee et al. presents a
secure USB mechanism that prevents leakages of authentication data and does not compare authentication data for
smart human-care services, which have been a fundamental
problem of existing ﬂash drives.
The article titled “Fog Computing-Based IoT for Health
Monitoring System” by A. Paul et al. was proposed to use
fog computing to help monitor patients suﬀering from
chronic diseases such that the data are collected and processed in an eﬃcient manner.
The article titled “Beacon-Based Time-Spatial Recognition toward Automatic Daily Care Reporting for Nursing
Homes” by T. Morita et al. presented an automatic daily
report generation system that monitors the activities of
nursing home residents. The proposed system estimated the
multiple locations at which residents are situated with a
BLE beacon and recognizes the activity of each resident from
the estimated area information.
In the article titled “OperaBLE: An IoT-Based Wearable
to Improve Eﬃciency and Smart Worker Care Services in
Industry 4.0,” L. Roda-Sanchez et al. introduced OperaBLE,
a Bluetooth Low Energy (BLE) wearable proposal which
is aimed at enhancing working conditions and eﬃciency
in Industry 4.0 scenarios. The proposed approach had
developed two algorithms for OperaBLE focused on power
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awareness as Low-Frequency Movement Characterisation
Algorithm (LoMoCA) and Adaptive Heart Rate Algorithm
(AHRA).
In the article titled “Secure Data Encryption for
Cloud-Based Human Care Services,” T. Park et al. proposed
eﬃcient parallel implementations of Simeck family block
ciphers on modern 64-bit Intel processors. In order to
accelerate the performance, an adaptive encryption technique was also exploited for load balancing of the resulting
big data. Finally, the proposed implementations achieved
3.5 cycles/byte and 4.6 cycles/byte for Simeck32/64 and
Simeck64/128 encryption, respectively.
The article titled “Human Emotional Care Purposed
Automatic Remote Portrait Drawing Generation and Display
System Using Wearable Heart Rate Sensor and Smartphone
Camera with Depth Perception” by G. Lee et al. proposed a
system that automatically generates portrait drawings for
the purpose of human emotional care. The user can recall
the exciting and happy moment of the day through admiring
the drawings and heal the emotion accordingly. To stylize
photographs as portrait drawings, nonphotorealistic rendering (NPR) methods including a portrait etude stylization
were proposed.
In the article titled “Biological-Signal-Based UserInterface System for Virtual-Reality Applications for
Healthcare” by S. H. Nam et al., the proposed system
extracted biological signal data from multiple biological signal data and simultaneously extracted and analyzed the
data from a virtual reality-speciﬁc eye-tracking device that
was developed so that users who develop healthcare
contents based on virtual reality technology can easily use
the biological signals.
In the article titled “Landmark-Guided Local Deep
Neural Networks for Age and Gender Classiﬁcation,” Y.
Zhang and T. Xu proposed to construct a local deep neural
network for age and gender classiﬁcation. The proposed
model selected local image patches based on the detected
facial landmarks.
The article titled “Video Retrieval System for Meniscal
Surgery to Improve Health Care Services” by S. Amanat
et al. proposed a training mechanism to the decumbent ratio
through a video retrieval system. This research work was
focused on developing a corpus and video retrieval system
for meniscus surgery. Using the proposed system, surgeons
can access guidance by watching the videos of surgeries
performed by an expert and their seniors.
The article titled “Application of a Mobile Chronic
Disease Health-Care System for Hypertension Based on Big
Data Platforms” by D. Li et al. presented the provision of a
practical assistant system for self-based patient health care,
as well as the design of a complementary system for patient
disease diagnosis.
The article titled “IoT Smart Home Adoption: The
Importance of Proper Level Automation” by H. Yang et al.
examined the smart home service features that current users
require and empirically evaluates the relationship between
the critical factors and the adoption behavior with 216
samples from Korea. The moderating eﬀect of personal
characteristics on behavior is also tested.
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The article titled “Real-Time Cloud-Based Health
Tracking and Monitoring System in Designed Boundary for
Cardiology Patients” by A. Shahzad et al. was made to track
and monitor the real-time medical information, bounded
in an authorized area, through the modeling of private
cloud computing. The private cloud-based environment is
designed, for patient health monitoring called the bounded
telemonitoring system, to acquire the real-time medical
information of patients that resided in the boundary,
inside medical wards and outside medical wards, of the
medical center.
The article titled “IoT-Based Smart Building Environment Service for Occupants’ Thermal Comfort” by H. Park
and S.-B. Rhee presented an Internet of things (IoT) platform
for a smart building which provides human-care services for
occupants. The individual health proﬁles of the occupants
were acquired by the IoT-based smart building, which uses
the accumulated knowledge of the occupants to provide
better services. The proposed model was based on the heat
balance equation of human body and thermal characteristics
of the occupants.
The article titled “Eﬃcient Heterogeneous NetworkRouting Method Based on Dynamic Control Middleware
for Cyber-Physical System” by H. Lee et al. proposed a
routing technique which enables network devices to
communicate using diﬀerent protocols. The proposed
network-routing module can register devices with various
protocols and improve the stability of the eﬃcient heterogeneous network.
In the article titled “Intrusion Detection System Based on
Evolving Rules for Wireless Sensor Networks,” N. Lu et al.
presented an evolving mechanism to extract the rules for
intrusion detection. To extract diversiﬁed rules as well as
control the quantity of rulesets, the extracted rules are
examined according to the distance between the rules in the
rule set of the same class and the rules in the rule set of
diﬀerent classes. Thereby, it alleviated the problem that the
quantity of rules expands unexpectedly with the evolving
genetic network programming.
The article titled “Multistandard Receiver Design for
Telemedicine Monitoring System” by H. Wang et al. proposed a solution for aliasing in receivers that can reduce
the limitations in sampling frequency, improve spectrum
utilization, and realize multistandard receivers. This paper
gave the constraint conditions for frequency selection and
a method to process aliasing by more than two standard
signals.
The article titled “T-S Fuzzy-Based Optimal Control for
Minimally Invasive Robotic Surgery with Input Saturation”
by F. Wang et al. presented a Takagi-Sugeno fuzzy modelbased controller for a minimally invasive surgery robot with
actuator saturation. The contractively invariant ellipsoid
theorem was applied for the actuator saturation. The
proposed approach can be derived using the inﬁnity control
theorem and parallel distributed compensation.
The article titled “Performance Analysis of DualPolarized Massive MIMO System with Human-Care IoT
Devices for Cellular Networks” by J.-K. Hong archived the
performance analysis when various human-care IoT devices
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are connected to cellular networks via a dual-polarized
massive MIMO system. There had not been an analysis
that considers the performance between the massive
MIMO system and IoT devices for cellular networks. In
addition, dual-polarized transmit and receive antennas
were proposed for BS and IoT devices, respectively, to
install more antennas and achieve higher performances
in limited space.
The article titled “A Development of Clinical Decision
Support System for Video Head Impulse Test Based on Fuzzy
Inference System” by D. T. A. Nguyen et al. presented the
clinical decision support system for the video head impulse
test (vHIT) based on a fuzzy inference system. It examined
the eye and head movement recorded by the eye movement
tracking device, calculates the vestibulo-ocular reﬂex (VOR)
gain, and applies the fuzzy inference system to output the
normality and artifact index of the test result.
In the article titled “Mcredit2: Enhanced HighPerformance Xen Scheduler via Dynamic Weight Allocation,” M. Kang and S. Lee proposed the Mcredit2 scheduler,
which improves the Credit2 scheduler. The Credit2 scheduler takes no action when the load on a speciﬁc domain
causes increased processor usage. The proposed Mcredit2
scheduler allowed a domain to quickly process loads by
temporarily assigning a greater weight value to a host with
high processor usage.
In the article titled “A Study of Prescriptive Analysis
Framework for Human Care Services Based on CKAN
Cloud,” J. Gim et al. proposed a prescriptive analysis
framework using a 5W1H method based on CKAN cloud.
Through the CKAN cloud environment, IoT sensor data
stored in individual CKANs can be integrated based on
common concepts. As a result, it is possible to generate
an integrated knowledge graph considering interoperability
of data, and the underlying data is used as the base data
for prescriptive analysis.
In the article titled “Theory and Application of
Audio-Based Assessment of Cough,” Y. Shi et al. introduced
some successful cough monitoring equipment and their
recognition algorithm in detail. It can be obtained that,
ﬁrstly, acoustic variability of cough sounds within and
between individuals makes it diﬃcult to assess the intensity of coughing.
In the article titled “Analysis of Shooting Consistency in
Archers: A Dynamic Time Warping Algorithm-Based
Approach,” C.-H. Quan et al. measured bow-forearm movement by using inertia sensors during archery shooting to
evaluate the shooting consistency of archers. They also
attempted to provide movement analysis tools that work
precisely and conveniently. Shooting consistency was deﬁned
as the function of the dynamic time warping (DTW) distance
between two time sequences of acceleration data calculated
with the DTW algorithm.
In the article titled “The Intelligent Healthcare Data
Management System Using Nanosensors,” U.-O. Dorj et al.
developed a design of the Intelligent Healthcare Data
Management System (IHDMS) using nanosensors and
composed an application for a mobile device. The proposed
IHDMS could coordinate the healthcare data of the patients
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from nanosensors and transforms it into a worldwide consumed standard HL7 (Health Level Seven) for the conversion
of healthcare data.
The article titled “Detection of Freezing of Gait Using
Template-Matching-Based Approaches” by C. Xu et al.
presented a template-matching-based improved subsequence
dynamic time warping (IsDTW) method. The proposed
approach could realize the real-time and high precision
FOG detection and alarm.
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The secure USB ﬂash drive was developed to improve the security of the conventional USB ﬂash drive, which is vulnerable to
leakages of internally stored data caused by extortion, loss, etc. However, it has been continuously reported that the secure USB
ﬂash drive, which protects data through the adoption of a wide range of security technologies in wide-ranging ways, cannot assure
data security because of implementation and environmental vulnerabilities, eavesdropping, unlock commands, and reverse
engineering. As such, there is growing demand for a more powerful secure USB ﬂash drive to solve these fundamental problems.
Therefore, this paper presents a secure USB mechanism that prevents leakages of authentication data and does not compare
authentication data for smart human care services, which have been a fundamental problem of existing ﬂash drives. The
proposed mechanism provides better security than the existing secure USB ﬂash drive by satisfying the need for conﬁdentiality,
integrity, authentication, and access control and safely protecting data from impersonation, man-in-the-middle, replay, and
eavesdropping attacks by malicious attackers. An assessment of its security using the formalized veriﬁcation tool AVISPA has
proved that it is safe. Therefore, it is considered that a safer, more secure USB ﬂash drive can be manufactured using the
mechanism proposed in this paper.

1. Introduction
Generally speaking, a mobile storage unit USB ﬂash drive is
inserted into a USB port of a given host for use and is usually
referred to as a USB memory stick or USB disk. The concept
was originally introduced by an Israeli IT company in 2000
[1] and has been advanced signiﬁcantly since then. Indeed,
USB technology has been further developed because such
devices oﬀer easy connection and disconnection, free data
change and deletion, fast data transfer, and high portability
[2, 3]. In fact, these features of the USB ﬂash drive have made
it the most widely used storage unit currently in use [3].
The USB ﬂash drive is mostly used for data storage and
backup, booting disks, and portable program storage [3],
and it must be capable of storing many diﬀerent types of data
in order to provide such functions. The various types of

stored data include sensitive data such as public certiﬁcate,
conﬁdential business data, and personal information [3].
Therefore, a USB ﬂash drive with guaranteed security is
essential since serious damage can occur if such information
is extorted by a malicious attacker.
Despite positive purposes, USB ﬂash drives have problems regarding sensitive data leakage due to no additional
security functions. Such a problem is the root cause of security threats that expose sensitive data through extortion and
loss, and the reason for the threat is the fact that the data in
the ﬂash drive are stored in a raw form, rather than being
encrypted in an altered form to cope with external attacks.
Security threats by extortion enable a malicious attacker to
extort a victim’s private data stored inside a USB ﬂash drive
by seizing and inserting them into his own computer. There
is a more serious problem in that there can be secondary or
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tertiary victims if the extorted data are items of personal
information such as public certiﬁcate or conﬁdential business
information. The security threat by loss refers to cases which
a ﬂash drive is lost as a result of a victim’s error. As with the
security threat by extortion, a third party who obtains a lost
drive can take the data stored inside the drive by inserting
it into his or her computer.
The secure USB ﬂash drive was developed to solve the
problem of data exposure by the security threats described
above. A secure USB ﬂash drive is a USB ﬂash drive that comprises a security function designed to safely protect data
stored inside a USB and supplements the vulnerability of a
conventional USB ﬂash drive with data encryption/decryption, user authentication and identiﬁcation, prevention of
arbitrary data copying, and data erasure technology to protect the data at the time of loss [3, 4]. There are many studies
on diverse methods of applying these technologies to protect
data, which can be broadly divided into the software type and
the hardware type. The software type refers to methods of
protecting internal data using only software and includes
the data encryption/decryption method and the access control method [5]. The data encryption/decryption method
uses a mathematical tool to encode and decode the data
to prevent the inference of plain text, in order to solve the
problem of data being stored in plain text in a conventional
USB ﬂash drive. Encryption/decryption methods include
the encryption/decryption of a whole disk, the encryption/
decryption of an image ﬁle to be used as a drive, and the
encryption/decryption of a container ﬁle for stored ﬁles.
Unlike the data encryption/decryption method, the access
control method uses user authentication to block access by
unauthorized users and allow access only by authorized users
to the disk itself, image, or ﬁle used as a disk. Access control
methods include access control [2] through user authentication [5] and access control by device authentication. On the
other hand, the hardware method safely protects data using
a separate hardware module. The main methods of protecting data include the method which uses an encryption module and the method which uses a ﬂash drive controller [5].
The method using an encryption module uses a dedicated
hardware security module to make it diﬃcult to access secret
information using reverse engineering, which is the fundamental problem of the software method. It includes the
method of attaching a dedicated chip for user authentication
and data encryption/decryption chip and a method of controlling access to the drive using a biometric authentication
module to improve the security of user authentication. The
method using a ﬂash drive controller adds a security function
to the existing ﬂash drive controller to secure safety, instead
of changing the hardware design so as to attach an encryption module. It includes the method of providing user
authentication by adding a function for setting the password
in the controller and the method of partitioning the ﬂash
drive into a general area and a secured area and performing
access control and data encryption/decryption on the basis
of the authentication data stored in the secured area, which
cannot be accessed from outside [6].
Despite the protection of internally stored data using a
secure USB ﬂash drive which applies the above methods,
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there are still security problems related to data leakage
to the outside due to such vulnerabilities as the leakage
of a transferred password and authentication bypass or the
exposure of the encryption/decryption key [2]. Such security
threats to a secure USB ﬂash drive are mainly classiﬁed into
implementation and environmental vulnerabilities, eavesdropping, unlock commands, and reverse engineering.
Implementation vulnerability refers to the design vulnerability that occurs when the security function of the management
program that supports a secure USB ﬂash drive has not been
fully implemented. One example of this is the problem that
occurs with the exception handling function when a public
certiﬁcate is saved in a secure USB ﬂash drive [3] and an
unauthorized user accesses the data using the function that
initializes the password and the data [7]. Moreover, another
threat is caused by the incorrect implementation of data erasure by limiting the maximum password input count to protect the data at the time of loss. This enables an attacker to
arbitrarily change the password input count limit and extort
the password via a brute force attack. The environmental vulnerability is not the vulnerability existing in the secure USB
ﬂash drive but that which occurs because of the environment
that connects the drive and the host or the host platform
environment. For example, there is a potential threat of an
unauthorized user accessing the important data stored in a
secure USB ﬂash drive when the secure USB is recognized
by an installed VMware and directly accessed [3]. Other
examples include the threat to the security function of a management program that is not operating properly following
booting in the safe mode, forced termination of a management program, and the time diﬀerence during booting [3]
and the threat of authentication bypass as a result of an
exposed password or password hint by eavesdropping the
data transferred between the secure USB ﬂash drive and the
host, because the security function was not considered when
the USB interface was designed [6]. The vulnerability caused
by an unlock function occurs by providing separate security
domain connection and password initialization commands
regardless of user authentication. Examples include the
threat of accessing an inaccessible security domain by
resending an unlock command or an unlock command with
the authentication data [6]. The vulnerability caused by
reverse engineering is an authentication bypass or encryption/decryption key exposure by the analysis of the security
function provided by a management program [6].
There have been cases of internal data being exposed
due to the failure of a secure USB ﬂash drive to safely protect
the data due to the various vulnerabilities described above,
implementation vulnerability cases of abusing the initialization function, environmental vulnerability cases of
eavesdropping, and unlock command vulnerability cases of
password initialization. The implementation vulnerability
case of using the initialization function includes the case of
data not being deleted even after the initialization of the management program provided by the company “S” and thus the
data being recovered with a data recovery tool in order to
access the internally saved data without authentication [7].
The environmental vulnerability case of eavesdropping
includes eavesdropping of plain text data transferred in
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communication between the secure USB ﬂash drive of companies A, S, L, and I and the host to capture the password
or password hint used in user authentication [7]. The unlock
command vulnerability case using password initialization
includes normal login to a banking site using the reset password changed by sending the password reset command and
the reset password to the secure USB ﬂash drive for public
certiﬁcate of company C. Such cases show that there is a serious risk of important data stored in secure USB ﬂash drives
being exposed and such simple data exposure can lead to
serious monetary damages.
As such, it is urgently necessary to establish measures for
manufacturing more powerful secure USB ﬂash drives due to
the failure of secure USB ﬂash drives ﬁtted with security technology to protect data. Therefore, this paper proposes a safe
security USB mechanism that does not expose softwarebased authentication data in order to improve the security
of existing secure USB ﬂash drives. The fundamental problem with existing secure USB ﬂash drives is that it is possible
to access the data by bypassing authentication via exploiting
the exposure of authentication data or modiﬁed authentication data stored within the drive and the existence of a
routine that allows comparing authentications in the management program of the host. The mechanism proposed in
this paper does not compare the authentication data and
does not store the authentication data inside the drive.
As such, it provides stronger security than existing secure
USB ﬂash drives by preventing data exposure through
the authentication bypass caused by the abovementioned
problems, thus satisfying the conﬁdentiality, integrity,
authentication, and access control requirements and safely
protecting data from impersonation, man-in-the-middle,
and eavesdropping attacks.
This paper is organized as follows: Section 2 reviews the
classiﬁcation, security requirement, and security technologies
of the USB ﬂash drive, which is the background of this study,
and investigates vulnerabilities that cause data leakage in
order to check the problems of existing secure USB ﬂash
drives, Section 3 describes the proposed mechanism and
evaluates its security, and Section 4 presents the conclusion
and outlines future studies.

3
cause data leakage in order to identify the problems of existing secure USB ﬂash drives.
2.1. Overview of Secure USB Flash Drives. A secure USB ﬂash
drive is a USB ﬂash drive that protects the important data
stored inside it using hardware or software technology [8].
Unlike conventional USB ﬂash drives, the secure USB ﬂash
drive provides such security functions as user authentication
and separates the ﬂash drive into the general domain and
secured domain for that purpose [9]. The secured domain
stores special data such as authentication data for user
authentication and the encryption/decryption key for data
encryption/decryption. The general domain in which the
user data are stored is safely protected by security technology
such as user authentication and access control based on the
special data. The security function through user authentication, for example, safely protects internally stored data by
comparing the user authentication data stored in the secured
domain with the requested authentication data to block
access to the general domain by users who provide incorrect
authentication data and allows access only by users who provide the correct authentication data. Such a security function
is provided by attaching an additional hardware module that
performs the security function or by applying software technology only. The method of attaching a hardware module
uses the special protocol deﬁned by the manufacturer to perform the security function, as the USB protocol failed to
reﬂect the security requirement when it was ﬁrst designed
[3, 4]. The method of using software only runs special software implemented for security in the host to provide the
security function. The various methods of safely protecting
the data stored in a secure USB ﬂash drive can be classiﬁed
in the ways outlined below.

2. Related Studies

2.2. Classiﬁcation of Secure USB Flash Drive Type. As
described above, secure USB ﬂash drives are classiﬁed into
the hardware and software types. The hardware type of
method uses a hardware module that provides an additional
security function, such as user authentication or data encryption/decryption, while the software type of method uses the
special software provided by the manufacturer as an additional security function, such as access control [5]. Each type
is further classiﬁed in detail, as shown in Table 1.

The original secure USB ﬂash drive was designed to safely
store important information and assure the security of internally stored data at the time of loss, by applying hardware or
software-based data encryption/decryption, user authentication and identiﬁcation, prevention of arbitrary data copying,
and data erasure technologies. However, despite the application of such wide-ranging security technologies, vulnerabilities due to the improper implementation of the security
functions or the environmental limitations of the current
platform have been reported and such vulnerabilities have
led to such problems as stored data being leaked or extorted
to the outside by a malicious attacker. Therefore, this study
reviews the overview, classiﬁcation, security requirement,
and security technologies of existing USB ﬂash drives as the
background knowledge and investigates vulnerabilities that

2.2.1. Classiﬁcation of Hardware Type. The hardware type
adds a dedicated hardware module as the security function
to safely protect the data and is divided into the controller
method, which adds a security function such as user authentication in the controller of the existing USB ﬂash drive and
the encryption module method, which uses a dedicated
encryption module to provide the security function, such as
data encryption/decryption [10]. Table 2 shows the detailed
classiﬁcation of the hardware type.
The ﬂash drive controller method assures the security
by adding a security function to the existing ﬂash drive
controller instead of changing the hardware design by attaching a new encryption module. It is further divided into the
controller-internal password method and the partitioning
method. The controller-internal password method provides
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Table 1: Classiﬁcation of secure USB ﬂash drive types.

Classiﬁcation
Controller method
Hardware

Encryption module method

Method

Applied security technology

Controller internal password authentication
Partitioning
Biometric authentication
Data encryption module

User authentication
Access control
User authentication
Data encryption/decryption

Whole disk
Image ﬁle
Container
Reserved domain
User authentication
Device authentication

Data encryption/decryption
Data encryption/decryption
Data encryption/decryption
Access control
Access control
Access control

Disk utilization method
Software
Access control method

Table 2: Classiﬁcation of hardware type.
Classiﬁcation
Controller method
Encryption module method

Method

Description

Controller internal password authentication
Partitioning

User authentication using password
Access control using partitioning

Biometric authentication
Data encryption module

User authentication using biometric data such as ﬁngerprint
Data encryption/decryption using a dedicated encryption chip

Table 3: Classiﬁcation of software type.
Classiﬁcation

Method

Description

Disk utilization method

Whole disk
Image ﬁle
Container
Reserved domain

Data protection by encrypting/decrypting whole disk
Data protection by encrypting/decrypting the image ﬁle to be used as a disk
Data protection using container ﬁle
Use of reserved area as the secured domain

Access control method

User authentication
Device authentication

Access control through user authentication
Access control through device authentication

user authentication by adding a function to set the password in the controller and protects the data by only allowing authenticated users to access the data. With the user
authentication technology, the users register the password
and are allowed to access internally stored data only when
the password input during authentication matches the registered password [5]. The partitioning method divides the
secure USB ﬂash drive into partitions to add domains that
provide the security function and control access through
them. The ﬂash drive is partitioned into the secured
domain to store the user authentication data and the general domain to store the user data; access to the general
domain is allowed only when the authentication data input
during the authentication process matches the stored
authentication data [6].
The encryption module method uses a dedicated hardware security module to make it diﬃcult to access secret
data through reverse engineering, which is the fundamental
vulnerability of the software method. It is further divided into
the biometric authentication method and the data encryption module method. The biometric authentication method
attaches a biometric authentication module to the secure
USB ﬂash drive to protect the data by encrypting/decrypting

the ﬂash drive through user authentication [10]. In other
words, it assures the security of data stored in the ﬂash drive
by preventing users who fail the biometric authentication
from using the ﬂash drive and allowing only users who pass
the biometric authentication to use the ﬂash drive. The
encryption module method provides data conﬁdentiality by
attaching a dedicated encryption module which performs
user authentication and data encryption/decryption. It prevents the leakage of original data by authenticating users with
the encryption module and by encrypting/decrypting the
data based on the encryption/decryption key generated
inside the module for normal users and does not encrypt or
decrypt the data otherwise. This method provides additional
security by permanently deleting internally stored data when
authentication fails a speciﬁc number of times or when the
ﬂash drive is disassembled by force [10].
2.2.2. Classiﬁcation of Software Type. The software type safely
protects the internally stored data using only software. It is
divided into the disk utilization method using encrypting/
decrypting [5] and the access control method through user
authentication and device authentication [2]. Table 3 shows
the detailed classiﬁcation.
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Table 4: Classiﬁcation of security technology of secure USB ﬂash drives.

User authentication technology
User authentication and identiﬁcation
Password
Biometric authentication

Data security technology
Data encryption/decryption

Data erasure for protection
after loss

Prevention of arbitrary
data copying

On-the-ﬂy encryption
Selective ﬁle encryption

Tampering
Input count limitation

Access control
Management system

The disk utilization method is classiﬁed not according to
the data protection type but rather according to the subject
that is used as the disk. It is further divided into the method
of using the whole disk, that of using an image ﬁle as a disk,
that of using a container ﬁle for the data and security function, and that of using the reserved area of the system as a
disk [10]. The method of using the whole disk protects the
data by encrypting and decrypting the whole disk using the
software provided by the manufacturer. It prevents the leakage of original data stored throughout the disk. More specifically, this method decrypts the whole disk for use as a
conventional USB ﬂash drive when an authorized user wants
to use the disk and decrypts the whole disk to safely protect
the internally stored data when the user terminates use of
the disk [5]. The method of using an image ﬁle does not
encrypt and decrypt the whole disk but instead generates an
image to be used as a disk ﬁrst and then encrypts and
decrypts the generated image to protect the data. It not only
prevents leaks of data stored in the drive but also quickly
encrypts and decrypts the data since it does not process the
whole disk [2, 10]. Although the detailed process of this
method is the same as the method of using the whole disk,
the diﬀerence here is that the subject is not a whole disk
but an image to be used as a disk. The concept of the method
of using a container ﬁle is similar to that of the hardwarebased partitioning method, except that it uses the container
ﬁle which partitions the domains with software instead of
hardware partitioning. Thus, it safely protects data by using
the container ﬁle to store the data needed for user authentication and encrypting and decrypting both the container ﬁle
and data [5]. The method of using a reserved area stores
secret data such as authentication data in a reserved space
inside a USB ﬂash drive and controls access to the stored data
based on it. It prevents data access through an authentication
bypass by concealing the authentication data or transformed
authentication data in the reserved space [2, 10].
The access control method does not encrypt/decrypt the
data stored inside a ﬂash drive but allows access to the ﬂash
drive or an image to be used as a disk only by authorized
users through user authentication and device authentication.
Access control through user authentication controls access to
internal data by authenticating users with the software provided by the manufacturer. It compares the registered
authentication data and the requested authentication data
and allows access only when they match and blocks access
when they do not match, in order to assure safety [5]. Device
authentication allows or blocks the use of a device based on
unique device information such as the serial number. It prevents the leakage of conﬁdential data by only allowing the use
of an accepted device in the accepted space and by blocking

the use of an unaccepted device in an accepted space or
an accepted device in an unaccepted space based on the
in/out policy. In addition, it can be combined with the
access privilege of the user to prevent leakages of internal
data by allowing only authorized users to use it, and even
then only when the accepted device is connected in an
accepted space, and by blocking its use if an accepted user
does not have the privilege.
2.3. Security Technology of Secure USB Flash Drives. The
secure USB ﬂash drive is conﬁgured in the diverse ways
described above, and each method safely protects the internal data by applying a wide range of security technologies.
Such security technologies must satisfy the requirements
of user authentication and identiﬁcation, data encryption/
decryption, and data erasure so as to protect the drive at
the time of loss and also prevent arbitrary data copying [11].
Table 4 shows the leading security technologies designed for
that purpose.
2.3.1. User Authentication Technology. User authentication
technology identiﬁes authorized users and allows only
authenticated users to use services and is also known as electronic authentication technology in the computing environment. The leading electronic authentication technologies
include knowledge authentication based on the user’s memory, such as the password, possession authentication based
on the medium possessed by the user, and biometric authentication based on the user’s unique physical data [12]. User
identiﬁcation is checked using a wide range of factors. The
most widely used electronic authentication technology is
the password-based knowledge authentication technology,
which performs registration and authentication based on
the user-remembered password. Since this technology is
dependent upon the user’s memory, it does not require a separate medium and has the beneﬁts of low cost and high user
friendliness. Such beneﬁts make it the preferred user authentication technology for secure USB ﬂash drives, and most
commercial secure USB ﬂash drives authenticate users with
the password. However, there is a possibility of the password
being exposed since the passwords registered by authorized
users are generally stored inside the ﬂash drive; but a more
serious problem is the fact that the routine procedure by
which the registered password is compared with the input
password exists on the host side, making it vulnerable to
exposure of the password and bypassing of authentication
through reverse engineering [6]. To solve the vulnerability
of the password method, products that run the passwordcomparing routine in a separate module attached inside the
ﬂash drive have been developed. However, these products
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also store the authentication data inside the ﬂash drive and so
have the fundamental problem of not being able to control
access inside the ﬂash drive and thus cannot prevent authentication bypass by password change and exposure.
To solve the fundamental problem of authentication data
exposure, the method of attaching a biometric authentication
module in the ﬂash drive in order to activate the ﬂash drive
through biometric authentication has been developed. Fingerprint recognition technology is the most widely used biometric authentication method developed to supplement the
problem with the password method. Users register their ﬁngerprint through the ﬁngerprint recognition module attached
to the ﬂash drive, and access to the ﬂash drive is only allowed
to the user whose inputted ﬁngerprint matches the registered
ﬁngerprint. Despite this technological advance, the problem
of extorting the ﬁngerprint remains because authentication
bypass through reverse engineering, like the password
method, is not impossible although it is not easy [10].
2.3.2. Data Security Technology. The data stored inside a
secure USB ﬂash drive can be leaked if the ﬂash drive is lost
by extortion by a malicious attacker or by a user error if the
ﬂash drive is not equipped with a data security technology.
For that reason, the data security technologies are applied
to prevent data leakage to outside and uncontrolled data
access. The various technologies include a data encryption/
decryption technology designed to prevent leakages of original data, a technology for preventing arbitrary data copying
to control access to the data, and a data erasure technology
for protecting a ﬂash drive from data leakage after a loss.
Data encryption/decryption technology generates a
cryptogram from the plain text data using an encryption
algorithm to protect the original data. The technology is
divided into full disk encryption (FDE) and on-the-ﬂy
encryption (OTFE). The method of encrypting the whole
disk encrypts and decrypts all data stored on the disk according to the user authentication result. All data are decrypted in
order to use the ﬂash disk as a conventional disk if the user
authentication is successful, and the whole disk is encrypted
again to prevent the leakage of original data after use [5].
However, as there is a possibility of data leakage as the data
are saved in their original form after user authentication,
the OTFE was developed to solve the problem by preventing
data leakage even while the disk is in use. This method prevents the data leakage inherent to FDE since it only decrypts
data to be used by the user, instead of the whole disk, and
leaves unused data in the encrypted form even after successful user authentication [5].
Because of its innate characteristics, a USB ﬂash drive is
highly portable and there is a high risk of loss due to user
error, and an attacker who possesses a lost drive can separate
the memory storing the data and obtain the internally stored
data using a specially produced tool. For that reason, an antitampering technology designed to detect malicious hardware
manipulation of ﬂash drives was developed to protect data in
the event of loss of a ﬂash drive. This technology permanently deletes the internally stored data to prevent data leakage if a malicious hardware disassembly or manipulation is
detected. However, a user authentication bypass can occur
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through a brute force attack that enters all possible passwords
to obtain the user passwords, instead of hardware manipulation. For that reason, a technology that limits the input count
was developed to prevent brute force attacks. This technology
permanently deletes the internally stored data to prevent data
leakage if the speciﬁc input count is exceeded.
User authentication technology has a serious vulnerability in that authentication bypass can be achieved by extorting
the stored authentication data or updating them with altered
authentication data, since the authentication data are stored
inside the ﬂash drive. Since the root cause of this vulnerability
is the accessibility to the data stored inside the ﬂash drive,
technologies for preventing the arbitrary copying of data
have been developed and these can be divided into a technology for controlling access to data and a management system
that allows or blocks use of the device. This access control
technology validates the subjects accessing the data through
user authentication and device authentication. If authentication fails, connection to the memory storing the data is
blocked via a hardware method or the data are concealed
by a software method of disabling data access. If authentication succeeds, the above methods are inactivated to allow
data access. However, there is a problem in that original data
can be acquired by bypassing authentication as the data are
not encrypted for storage if only access control is provided
[5]. On the other hand, the technology consisting of a management system that controls access to a device (instead of
access to data) prevents the arbitrary copying of data by
allowing or blocking the use of the device according to user
authentication, user privilege, and the space where the
device is used based on the established policy. In detail, the
technology registers the user authentication data and privilege and the devices to be used and then allows the use of
the device only to authorized users who pass the authentication, but only when the registered device matches. The use of
the device is blocked to prevent the leakage of internal data if
any of the registered data do not match. In addition, leakages
of internal data can be prevented by allowing the use of
devices only in registered safe areas, i.e., the internal network, and by blocking use from outside, in order to improve
security [13].
2.4. Vulnerability of Secure USB Flash Drives. Even after
applying the abovementioned security technologies to the
secure USB ﬂash drive, vulnerabilities related to external
leakage of the data safely stored inside the ﬂash drive have
been detected. The main vulnerabilities include the implementation vulnerability, environmental vulnerability, unlock
command, and reverse engineering [3]. Table 5 shows the
vulnerabilities detected so far and the security technologies
that have been disabled by the identiﬁed vulnerabilities.
The implementation vulnerability is a design vulnerability that occurs when the security function of the management program designed to support the secure USB ﬂash
drive is not properly implemented. Examples include public
certiﬁcate bypass, password initialization, and input count
manipulation [3, 7]. Public certiﬁcate bypass accesses the
data using exception handling when the public certiﬁcate is
stored in a secure USB ﬂash drive. Speciﬁcally, since the
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Table 5: Classiﬁcation of vulnerabilities of secure USB ﬂash drives.

Vulnerability

Classiﬁcation

Description

Exception of public
certiﬁcate

Implementation
vulnerability

Exception handling when the public certiﬁcate
is stored to allow data access
Data access through recovery tool after
Password initialization
password/data initialization
Manipulation of password input count to
Input count manipulation
infer password through brute force attack
VMware
Direct memory access
Safe mode

Environmental
vulnerability

Forced termination
Booting time diﬀerence
Eavesdropping

Unlock
commands

Secured domain access
command
Command containing
the authentication data
Authentication bypass

Reverse
engineering

Exposure of encryption/
decryption key

Security technology
(i) Prevention of arbitrary data copying
(ii) Data protection after loss
(iii) Data protection after loss

Disabling of management program using
(iv) User authentication and identiﬁcation
VMware
Direct access to ﬂash drive to read and
(v) Prevention of arbitrary data copying
write data
Booting in safe mode to disable the
(vi) User authentication and identiﬁcation
management program
Termination and disabling of management
(vii) Prevention of arbitrary data copying
program by force
Data access during the time the management
(viii) Prevention of arbitrary data copying
program is not run in the booting process
Analysis of data transferred between the
host and the ﬂash drive to obtain the
(ix) Data encryption/decryption
password or password hint
Sending of unlock command to access
the secured domain
Sending of unlock command containing
the authentication data to access the
secured domain
Analysis of authentication process
of management program to bypass
authentication
Analysis of data encryption/decryption
function of management program to
obtain the encryption/decryption key

public certiﬁcate stored inside a drive can be accessed without the approval of a secure USB ﬂash drive, the internal
data can be changed to .pfx, which is an extension of the
public certiﬁcate, using this function, and then arbitrarily
copied [3]. Password initialization allows an unauthorized
attacker to access the data using the password and data initialization function. In detail, the attack uses the fact that the
password initialization function, which deletes the internally
stored data when the secure USB ﬂash drive is reset to the
initial condition, does not permanently delete the data. The
data can be obtained using a recovery tool that restores the
data [7]. Input count manipulation concerns the incorrect
implementation of data erasure by limiting the maximum
password input count to protect the data at the time of loss.
It enables an attacker to arbitrarily change the password
input count limit and extort the password through a brute
force attack. In detail, it manipulates the password input
count limit in the management program to inﬁnity through
reverse engineering and then tries all possible passwords to
obtain the registered password.
Environmental vulnerabilities are not present in a secure
USB ﬂash drive itself but occur because of the environment
between the drive and the host or the host environment.

(x) User authentication and identiﬁcation
(xi) User authentication and identiﬁcation

(xii) User authentication and identiﬁcation
(xiii) User authentication and identiﬁcation
(xiv) Data encryption/decryption

Examples include vulnerabilities of VMware, direct memory
access, safe mode, forced booting, booting time diﬀerence,
and eavesdropping. The vulnerability of VMware allows data
access by recognizing the secure USB ﬂash drive in the
VMware, so that the management program providing the
security function does not run. It can cause serious damage
as it does not need to disable or bypass the security program
and does not leave a usage record [3]. The vulnerability of
direct memory access is provided by the operating system
and allows an attacker to access the data by accessing the
drive directly through implementation of or by using a tool
instead of accessing data via the inside of the ﬂash drive [3].
Other vulnerabilities that enable attackers to access internally
stored data include booting in the safe mode or terminating
the management program by force, so that the management
program that provides the security function does not run,
using the time before the security program is run during
booting [3]. Lastly, the eavesdropping attack exploits the vulnerability caused by failure to consider the security function
in the design of a USB interface so as to bypass authentication
by obtaining the password and password hint transferred
between the ﬂash drive and the host, extorts the data by
obtaining the transferred encryption/decryption key, and
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Figure 1: Example of authentication data exposure.
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Figure 2: Example of use of exposed authentication data in management program.

then decrypts the encrypted data [6]. There have been actual
cases of data being exposed in this way during communications, as shown in Figures 1 and 2.
The secure USB ﬂash drive which separates the general
domain and the secured domain in the hardware method
has a special unlock command that connects the secured

domain when user authentication is successful. In such a
case, an attacker can analyze the unlock command and
directly send a command enabling connection to the secured
domain and extortion of internally stored data [6]. Such an
unlock command can be conﬁgured by only the command
code or additionally demanding the authentication code.
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Register

Assembly code
PUSH EAX

EAX

009D3850 ASCII

“b6c9c8c1”

PUSH ECX

ECX

009D4280 ASCII “b9c9c8c1”

CALL _.00439E73
ADD ESP, 8

Comparing routine

TEST EAX, EAX
JE SHORT _.004101DC
MOV EDX, DWORD PTR SS:[ESP+8]
PUSH 0
PUSH EDX
PUSH _.0046B2F8

Figure 3: Example of comparison routine using exposed authentication data.

Although access to a secured domain is not possible if the
correct authentication data are unknown, an additional command that transfers the authentication data is provided. As
such, there have been cases in which the authentication data
and the secured domain-connecting command were sent
together to extort the internally stored data [8].
The vulnerability of reverse engineering allows an
attacker to bypass user authentication and extort the exposed
encryption/decryption key by analyzing the security function
of the management program using reverse engineering.
There have also been actual cases in which the routine that
compares the authentication data and authentication
bypassed by manipulating the routine in order to approve
user authentication by force has been analyzed, as shown in
Figures 3 and 4, or in which the encryption/decryption process has been analyzed, the exposed encryption/decryption
key acquired, and the encrypted data decrypted [6].
Problems related to the failure of commercial secure USB
products to safely protect internally stored data have been
detected due to the various vulnerabilities described above.
Therefore, this paper presents a mechanism that is designed
to supplement the vulnerabilities of existing secure USB ﬂash
drives without exposing the authentication data in order to
solve these problems.

3. Proposed Mechanism
Existing secure USB ﬂash drives have problems in that the
internally stored data can be extorted by exposing the password and bypassing user authentication due to the implementation vulnerabilities of public certiﬁcate exemption
and password initialization; environmental vulnerabilities
such as VMware vulnerability, direct memory access, and
eavesdropping; and vulnerabilities using the unlock command. A more serious problem than any of the above vulnerabilities is that the current platform is based on the von

Neumann architecture and loads the program code and the
data needed for program operation in the memory. This
allows program analysis through reverse engineering, which
can lead to the exposure of key data. In other words, an
attacker can analyze the internal operating process by reverse
engineering the management program of a secure USB ﬂash
drive in order to extort the password and bypass authentication to access the data stored inside the drive. As an example, the management program run in a host performs the
role of intermediary for delivering the authentication data
between the secure ﬂash drive and the user and storing the
authentication data. Therefore, the key data must be allocated in the resource in which the management program is
run. For that reason, the vulnerability which allows an
attacker to access the resources containing the key data
and extort the password or password-related authentication
data and the architectural vulnerability which allows an
attacker to bypass authentication, as the routine of comparing authentications exists in the management program of the
host, have been identiﬁed. Since vulnerabilities with the ﬂash
drive due to the abovementioned fundamental reasons have
been continuously discovered, studies are needed to remedy
these problems.
Therefore, this paper proposes a safe software-based
secure USB mechanism that disables authentication bypass
while not exposing the authentication data in order to solve
the aforementioned problems. The proposed mechanism
uses a mathematical cryptologic tool to encrypt and decrypt
the data and provides a function for authenticating users
without exposing the authentication data, as well as preventing arbitrary copying of data, and erasing the data for protection after the loss of a ﬂash drive. Table 6 shows the terms
used in the proposed mechanism.
The proposed protocol consists of the registration
process and the authentication process and provides disk
management, user authentication, and data encryption/

10

Journal of Sensors
1. Data encryption/decryption key is exposed
Address

Mem Dump

0012E978

4D

55

42

5A

46

50

51

4E

57

43

57

47

53

57

5A

47

0012E988

49

59

55

45

56

48

41

52

56

52

48

4C

48

45

48

59

0012E998

46

41

57

46

56

51

43

44

43

45

50

45

4a

50

59

46

0012E9A8

59

44

55

53

42

53

41

46

45

5f

4b

45

59

49

43

45

ASCII: MUBZFPQNWCWGSWZGIYUEVHARVRHLHEHY…
2. Attacker inputs a dummy password
Address

Mem Dump

0012D328

24

55

1b

0D

FA

93

7E

44

88

39

64

1F

A4

02

92

37

0012D338

C6

EA

D2

B9

C2

87

75

A3

04

23

D8

D2

71

6B

CF

FD

0012D348

A3

B3

D5

9A

24

32

38

6B

DD

AC

2D

65

4D

D9

53

F7

0012D358

7B

6A

67

1A

B2

F1

DD

A0

3F

0A

78

A6

C4

A5

C0

D3

57
56
43
45

43
52
45
5F

57
48
4D
4b

3. Attacker replaces the key with the exposed one
Address Mem Dump
0012D328
0012D338
0012D348
0012D358

24
C6
A3
7B

55 1B
EA D2
B3 D5
6A 67

0D
B9
9A
1A

EA
CB
24
B2

93
87
32
F1

7E
75
38
DD

44
A3
6B
A0

88 39
04 23
DD AC
3A 0A

64
D8
2D
78

1F
31
65
A6

24
71
4D
C4

02
6B
D9
A5

92
CF
53
C0

37
FD
F7
D3

42
55
57
55

5A
45
46
53

46
56
56
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50
48
51
53

51
41
43
41

4E
52
44
46

Address Mem Dump
0012E978
0012E988
0012E998
0012E9A8

4D
49
46
59

55
59
41
44

47
4C
45
45

53
48
4a
59

57
45
50
49

5A
48
59
43

47
59
46
45

4. Authentication is by passed

Figure 4: Example of encryption/decryption key exposure.

decryption functions to assure data security. Such functions guarantee the security of the proposed mechanism
by satisfying the requirement for conﬁdentiality, integrity,
authentication, and access control and by safely protecting
the data from impersonation, man-in-the-middle, and eavesdropping attacks.
3.1. Registration Process. The registration process of the proposed mechanism consists of the following two steps: The
ﬁrst step is to register the users and encrypt the DIF, which
is generated with the user-input authentication data and disk
data. Speciﬁcally, the management program is run for registration and authentication in the host and the management
program generates a DIF based on the authentication data
received from a user and the data needed to generate the
DIF. The user ID, which is needed for user authentication

in the second step, is inserted in a reserved space of the ﬁle
system header in the generated image ﬁle, and the generated
image ﬁle is encrypted using the hash value of the user PW as
the key, thus completing the ﬁrst step of user registration.
The second step authenticates a registered user by decrypting
the encrypted DIF with the user-input authentication data
and compares it with the registered authentication data to
authenticate the user. The key to the user authentication process is to compare the ID inserted in the ﬁle system header
during the registration process and the ID received from
the authentication process to validate the user. The process
decrypts the ﬁle system header encrypted with the hash value
of the PW received in the authentication process and compares the received ID and the decrypted ID. The user is validated and registration is completed when the IDs match.
Figure 5 shows the proposed registration process.
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Table 6: Terms.

Term

Description
U
ID
ID’

Status
information

PW
PW’
DIF
ENDIF
DEDIF
F
RUR
RAI
TAI

Operating
status

IU
RGDIF
TDI
GDIF
IID
AU
FR
MD
SDIF
h()

DFSH
DDIF
User
Management program
USB ﬂash drive

User authentication
Management program
USB ﬂash drive

H’
C = EK(P)

P = DK(C)
EDIF
RDDIF
RDFSH

Entity

Format
Request user registration
Request authentication
information
Transfer authentication
information
Identify user
Request generation of DIF
Transfer disk information
Generate DIF
Insert ID in an empty space
in the ﬁle system header
Authenticate user
Finish registration
Mount disk
Select DIF
Hash operation
h(PW), result of hash
operation based on PW
h(PW’), result of hash
operation based on PW’
Result C of encryption of
the plain text P based on
the key K
Result P of decryption
of the cyphered data C
based on the key K
Encrypt DIF
Request decryption of DIF
Request decryption of
ﬁle system header
Decrypt ﬁle system header
Decrypt DIF

H

Encryption/
decryption

User
ID (identiﬁer)
ID rereceived by a user
for disk decryption
Password
PW rereceived by a user
for disk decryption
Disk image ﬁle
Encrypted disk image ﬁle
Decrypted DIF

Step 2. The management program requests the authentication data such as ID and PW, from the user requesting registration (RAI).
Step 3. The user inputs and sends the memorized ID and PW
requested by the management program (TAI).
Step 4. The management program checks if the ID received
from the user is in its database and approves the user’s registration if it does not exist in the database (IU). Step 2 is
repeated if the received ID exists in the database.
Step 5. If the user registration is approved, the management
program requests generation of an image ﬁle to be used as a
disk (RGDIF) and demands the data, such as the disk name
and size of the DIF to be generated.
Step 6. The user inputs the DIF and the related data requested
by the management program and sends them to the management program (TDI).
Step 7. The management program generates a ﬁle to be used
as the disk inside the USB ﬂash drive based on the disk image
ﬁle and the related data received from the user (GDIF).
Step 8. The disk is formatted to add the data for disk recognition after the ﬁle to be used as a disk has been generated in the
USB ﬂash drive (F).
Step 9. The proposed mechanism uses the ID as the data for
authentication in order to assure that the authentication data
are not exposed and the ID received from the user (ID’) is
inserted into the reserved space of the header, such as the
boot record of the ﬁle system (IID). The inserted ID is used
to verify the user afterward. In detail, the inserted ID is
encrypted with the hash value of the PW in the registration
process and is decrypted with the hash value of the PW’
received from the user in the later authentication process in
Step 15. The user is authenticated in Step 15 by comparing
the user-input ID’ with the currently inserted ID.
Step 10. The management program performs the hash
operation of the PW received from the user to generate the
key for encryption of the image ﬁle to be used as a disk
(H = h(PW)). The hash operation is necessary since using the
PW directly as the key for encryption/decryption has the
problem of PW leakage, because the time the PW is exposed
outside increases during the encryption/decryption process.
Performing the one-way hash operation prevents inference
of the PW even when a third party obtains the hash value.
Step 11. The management program begins encryption of the
DIF in the ﬂash drive using the hash value (H) calculated in
Step 10 (ENDIF = EK(DIF)).

Step 1. A user requests registration with the management
program when using the USB ﬂash drive and then the management program conﬁrms it (RUR).

Step 12. The management program continues Step 11 with
the whole DIF (ENDIF).
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User

Management program

USB flash memory

1. RUR
F2

2. RAI (ID, PW)
3. TAI (ID, PW)
4. IU
5. RGDIF

F1

6. TDI
7. GDIF
8. GDIF, F
9. IID
10. H = h(PW)
11. ENDIF = EK(DIF)

F3

12. EDIF
13. RDDIF
14. RAI (ID’, PW’)
15. TAI (ID’, PW’)
F2

16. H’ = h(PW’)
17. RDFSH
18. DFSH

F4

19. AU
20. If correct: FR

Figure 5: Proposed mechanism registration process.

Step 13. The ﬁrst registration process is completed after
Step 12. However, the proposed mechanism performs the
user authentication process to validate the registration process. The management program requests decryption of the
disk to the ﬂash drive for user authentication (RDDIF).
Step 14. The management program requests the authentication data ID’ and PW’ from the user since the user ID and
PW are needed to decrypt the disk (RAI).
Step 15. The user sends the ID’ and PW’ that he/she has registered (TAI).
Step 16. In the registration process, the user is authenticated
by comparing the ID’ input by the user in Step 15 with the
ID inserted into the ﬁle system header in Step 9. To extract
the inserted ID, the ID inserted in the ﬁle system header
of the encrypted disk ﬁle must be decrypted and the hash
operation is performed using the received PW’ to generate
the decryption key (H’ = h(PW’))
Step 17. The management program requests a decryption of
the ﬁle system header using the hash value (H’) calculated
in Step 16 (RDFSH).
Step 18. The decryption of the encrypted ﬁle system header of
the disk image ﬁle is performed using the H’ calculated with
the user-input PW’ as the key (DFSH).

Step 19. After the decryption of the encrypted ﬁle system
header, the ID in the decrypted header and the ID’ received
from the user are compared for user authentication. The user
is authenticated as a normal user if they match (AU) and the
registration process is completed (FR). On the other hand, it
is judged that an invalid password has been input if they do
not match and the registration is canceled. The registration
can be canceled by failed user authentication not only
because of a malicious attacker attempting authentication
bypass but also because of an error by a normal user. In that
case, canceling registration with just an error will be very
ineﬃcient since the user will have to repeat the whole process
starting from Step 1. To supplement this ineﬃciency, the user
can return to Step 14 and input the authentication data again
instead of repeating the whole process from Step 1. However,
the process will be vulnerable to a brute force attack if inﬁnite
reentries of the authentication data are allowed. The input
count can be limited to improve security, and the proposed
mechanism limits the input count to 5 since the general input
count is 5. If the input count exceeds 5, the user is judged to
be a malicious user, and thus, the registration is canceled and
all data are deleted.
The objects that participate in the registration process of
the proposed mechanism are the user, the management program, and the USB ﬂash drive. The data possessed by an
object are deduced after the registration process is completed
as the object information exposed to a third party can be used
for malicious purposes. Although a user possesses the ID and
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User
F1

Management program

USB flash memory

1. SDIF
2. RAI (ID’, PW’)
3. TAI (ID’, PW’)

F2

4. H’ = h(PW’)
5. RDFSH
6. DFSH
7. IU

F3
F1

8. If correct: DDIF
9. DEDIF =
DK(ENDIF)

10. DM

Figure 6: Proposed mechanism authentication process.

PW, which are the authentication data needed for registration, these data can be remembered only by the user and thus
cannot be misused by attackers. Since the management program deletes the authentication data and the encryption/
decryption data used in the registration process, there are
no possessed data that can be misused by an attacker.
Although the USB ﬂash drive possesses the DIF encrypted
with the hash value of the PW input by the user, the correct
PW is remembered only by the user and the hash value of
the correct PW cannot be inferred reversely because of the
one-way characteristics of hash operation. Therefore, an
attacker cannot abuse it. The applications using cryptology
are all vulnerable to a brute force attack, but this problem
can be partially resolved by limiting the input count and
increasing the cryptologic strength.
When a user wants to use the disk after completing
the above registration process, the following authentication
process is performed to decrypt the encrypted DIF based
on user authentication.
3.2. Authentication Process. The authentication process of
the proposed mechanism allows only authorized users to
use the encrypted disk. In more detail, user authentication
is the process of authenticating the user by comparing the
ID, which is the authentication data of the user requesting
authentication, with the ID inserted into the ﬁle system
header in the registration process. The ﬁle system header
encrypted during the registration process is decrypted using
the hash value of the PW received during the authentication process, and the user is authenticated when the data
match. Then the whole disk ﬁle is decrypted and can be
recognized as a general disk. Figure 6 shows the proposed
authentication process.
Step 1. The user selects an EDIF to be decrypted from among
the encrypted image ﬁles in the USB ﬂash drive (SDIF).
Step 2. The management program requests the authentication data ID’ and PW’ to the user in order to decrypt the
EDIF (RAI).
Step 3. The user sends the requested authentication data ID’
and PW’ to the management program (TAI).

Step 4. The management program performs the hash operation of the PW’ input by the user in Step 3 to decrypt the
encrypted ﬁle system header (H’ = h(PW’)).
Step 5. The management program requests the decryption of
the ﬁle system header using the hash value (H’) calculated in
Step 4 (RDFSH).
Step 6. The decryption of the encrypted ﬁle system header of
the disk image ﬁle is performed using the H’ calculated with
the user-input PW’ as the key (DFSH).
Step 7. After the ﬁle system header has been decrypted, the ID
inserted into the ﬁle system header in Step 7 is compared
with the ID’ input by the user in Step 3 to authenticate the
user (IU). The user is authenticated and the whole DIF is
decrypted (DDIF) if the comparison matches. Otherwise, it
is judged that the IU has failed and the decryption of the
DIF is canceled.
Step 8. After the decryption of the DIF, the ﬁle is mounted as
a disk and can be used as a conventional disk after completing the mounting.
The above steps complete the whole authentication process. When the user no longer uses the disk, the decrypted
ﬂash drive is encrypted again so as to be protected safely.
However, reusing the hash value generated in Step 4 can pose
vulnerability since the key can be extorted by an attack, like
memory scan, because the hash value of the PW, which is
the encryption/decryption key, is continuously loaded in
the memory while the disk is being used. Therefore, the
encryption/decryption key allocated to the memory is deleted
once the above authentication process has been completed. If
the user does not use the disk afterward, the authentication
data are requested again and used to encrypt the decrypted
ﬂash drive to protect the data when the drive is lost.
As with the registration process, the objects that participate in the authentication process of the proposed mechanism are the user, the management program, and the USB
ﬂash drive. The data possessed by an object are deduced since
the object information exposed to a third party can be used
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Table 7: Functions of the proposed mechanism and related steps.

Function

Detailed function

Related steps

F1 (disk management)

(i) File generation
(ii) File opening
(iii) File closing
(iv) File deletion

(i) Registration process: Steps 5, 6, 7, and 8
(ii) Authentication process: Steps 1 and 8

F2 (user authentication)

(i) ID/PW
(ii) Possible application of additional device
authentication to improve security

(i) Registration process: Steps 1, 2, 3, 4,
14, 15, 16, 17, 18, and 19
(ii) Authentication process: Steps 2, 3, 4, 5, 6, and 7

F3 (data protection)

(i) Data encryption/decryption
(ii) Saving of additional random number and
use of hash chain to improve security

(i) Registration process: Steps 9, 10, 11, 12, 13, and 19
(ii) Authentication process: Step 7

for malicious purposes. Although a user possesses the ID
and PW, which are the data needed for authentication,
these data can be remembered only by the user and thus
cannot be misused by attackers. Since the management
program deletes the ID and password input by the user
for decryption of the disk and comparison of the authentication data and the hash value of the PW, rather than storing
them inside the management program after the completion
of the authentication procedure, there are no data to be possessed, and thus, none can be used by an attacker. The USB
ﬂash drive does not save the user’s PW and the encryption/
decryption key during and after authentication; thus, an
attacker cannot use the information.
The proposed mechanism provides disk management,
user authentication, and data protection functions that use
the registration process and the authentication process. It satisﬁes the requirements for data encryption/decryption, user
authentication and identiﬁcation, the prevention of arbitrary
data copying, and the erasure of data for protection after loss
of a drive, which are the four essential functions required to
secure a USB as deﬁned by the National Intelligence Service.
Table 7 shows the steps related to these functions.
The data encryption/decryption requirement is satisﬁed
with data protection function F3. To overcome the vulnerability of data being easily extorted because the original data
are saved, as is the case in the existing USB ﬂash drive, the
image ﬁle to be used as a disk is generated and the generated
DIF is encrypted and decrypted using the hash value of
the user-input PW to prevent data leakage to the outside.
The user authentication and identiﬁcation requirement is
satisﬁed with user authentication function F2. To overcome
the vulnerability of data being extorted by authentication
data exposure and authentication bypass of existing USB
ﬂash drives, it applies a measure to prevent the exposure of
authentication data to prevent data leakage by authentication
data exposure and authentication bypass. The prevention of
arbitrary data copying requirement is satisﬁed by disk management function F1. After the image to be used as a disk is
generated, it is mounted for use like a general disk only once
the user has been authenticated. A user who fails the authentication procedure cannot use the disk since the disk is not
mounted. The erasure of data for protection after loss is satisﬁed with user authentication function F2 and data protection function F3. Since all data are erased if an incorrect

password is input more than 5 times, the leakage of data
stored inside the ﬂash drive is prevented even after the loss
of a drive.
3.3. Security Evaluation. This section analyzes the security of
the mechanism proposed in this paper. The analysis shows
that the mechanism satisﬁes the conﬁdentiality, integrity,
authentication, and access control required by secure USB
ﬂash drives and safely protects the data from impersonation,
man-in-the-middle, resending, and eavesdropping attacks by
malicious attackers. The formalized veriﬁcation tool AVISPA
(Automated Validation of Internet Security Protocols and
Applications) was used for the security analysis and the scenario based on the requirements and attack technologies
described above.
3.3.1. Conﬁdentiality. Secure USB ﬂash drives require conﬁdentiality in order to provide the internally stored data
only to permitted users. Since the proposed mechanism
uses the hash value of the user password to encrypt the
whole ﬁle to be used as a disk, an attacker who does not
have the password information cannot normally access the
internally stored data.
3.3.2. Integrity. Secure USB ﬂash drives must be able to guarantee integrity so that an unauthorized user cannot alter the
internally stored data. Since the proposed mechanism uses
the hash value of the user password to encrypt the whole ﬁle
to be used as a disk, an attacker who does not have the password information cannot normally decrypt the data, and
thus, integrity is assured.
3.3.3. Authentication. Secure USB ﬂash drives must be able to
authenticate the users to prevent unauthorized users from
accessing the internally stored data and from normally accessing the internally stored data even if authentication is
bypassed. The proposed mechanism authenticates users
based on the ID and PW and encrypts the ID using the hash
value of the PW. Therefore, the data are decrypted into
unrecognizable data if an attacker inputs an arbitrary ID
and PW to bypass the authentication. Since the disk is
decrypted with the hash value of the arbitrary PW if an
attacker bypasses authentication with the arbitrary data, the
resulting disk data will be invalid, and thus, the internally
stored original data will not be accessed.
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3.3.4. Access Control. Secure USB ﬂash drives must be able to
prevent unauthorized users from accessing the internally
stored data. Since the proposed mechanism encrypts the
whole disk using the hash value of the user PW, an attacker
who does not have the correct password or the hash value
of the PW cannot obtain the correct decryption key and thus
cannot decrypt the disk. Since the attacker cannot decrypt the
disk, it is impossible to access the original data stored inside.
3.3.5. Impersonation Attack. Secure USB ﬂash drives must be
able to prevent an attacker from impersonating an authorized user so as to recover the internally stored data.
Although an attacker may obtain the encrypted ﬁle header
and the whole encrypted disk, an attacker who does not have
the user PW cannot normally decrypt the disk since the
decryption key is based on the user PW. Therefore, the proposed mechanism can protect the internally stored data from
impersonation attacks.
3.3.6. Man-in-the-Middle Attack. Secure USB ﬂash drives
must be able to prevent man-in-the-middle attacks from
extorting the authentication data and encryption/decryption
key by inserting an additional module in the front part.
Although an attacker may obtain the encrypted ﬁle header,
encrypted ID, and encrypted disk ﬁle, the attacker will not
have the information needed to decrypt the encrypted data
since the user PW and the hash value of the PW used as
the key are not transferred to the ﬂash drive but are utilized
only inside the management program. Therefore, the proposed mechanism is safe from man-in-the-middle attacks.
3.3.7. Eavesdropping Attack. Secure USB ﬂash drives must be
able to prevent eavesdropping attacks from obtaining and
abusing the data transferred between the host and the ﬂash
drive. Since the proposed mechanism encrypts all data transferred between the host and the ﬂash drive, it does not expose
the authentication data and the encryption/decryption key
and thus is safe from eavesdropping attacks.
3.3.8. Resending Attack. Secure USB ﬂash drives must be
able to prevent resending attacks which obtain the data
transferred between the host and the ﬂash drive and then
resends them to bypass the authentication and access the
data. Since the proposed mechanism only transfers the
encrypted disk data from the ﬂash drive, an attacker cannot
bypass authentication and access the data even after obtaining the information. Therefore, the proposed mechanism is
safe from resending attacks.
Lastly, the formalized veriﬁcation tool AVISPA was used
for the security analysis; the results of which showed that the
proposed mechanism is safe. Figures 7, 8, 9, and 10 show the
code used for the analysis and the analysis results.

4. Conclusion
The USB ﬂash drive is currently the most popular mobile
storage unit because of its many strengths including fast data
transfer speed, high portability, and free transfer and deletion. However, serious problems have arisen, such as the
inability to protect the internally stored data after the loss
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protocol SecureUSB;
Identifiers
A, B
ID, FSH, DIF
Kps

: user;
: number;
: symmetric_key; %Hashed PW

messages
1. A → B
2. A → B
3. B → A
4. B → A

: {ID, FSH}Kps
: {DIF}Kps
: {ID, FSH}Kps
: {DIF}Kps

knowledge
A
B

: A, B, Kps:
: A, B, Kps

session_instances
[A: program,B:usb,Kps:hashedpw];
goal
secrecy_of ID[];
secrecy_of DIF[];
A authenticates B on FSH;

Figure 7: AVISPA CAS code.
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Figure 8: AVISPA ATSE result.

of a USB drive, leading to demands for the development of
a secure USB ﬂash drive featuring improved security functions. For that reason, new and more secure USB ﬂash drives
protect the internally stored data using such security technologies as data encryption/decryption and user authentication
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satisﬁes the conﬁdentiality, integrity, authentication, and
access control requirements and safely protects the data from
impersonation, man-in-the-middle, resending, and eavesdropping attacks. In addition, the formalized veriﬁcation tool
AVISPA was used for the security analysis; the results of
which showed that the proposed mechanism is indeed safe.
Although the mechanism proposed in this paper was
applied to a secure USB ﬂash drive, it could be used in other
areas. For example, it could be applied to a secure disk to
improve the security of a hard disk and to secure backup storage so as to safely back up data and thereby protect internally
stored data. Planned future studies include the application of
a more improved mechanism, such as by adding device
authentication to improve security through access control
of the disk itself and by using the hash chain and a random
number to supplement the weakness entailed by encryption
with the same key.
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Wireless sensor networks (WSNs) are widely used in the area of health informatics. Wireless and wearable sensors have become
prevalent devices to monitor patients at risk for chronic diseases. This helps ascertain that patients comply by the treatment
plans and also safeguard them during sudden attacks. The amount of data that are gathered from various sensors is numerous.
In this paper, we propose to use fog computing to help monitor patients suﬀering from chronic diseases such that the data are
collected and processed in an eﬃcient manner. The main challenge would be to only sort out context-sensitive data that are
relevant to the health of the patient. Just having a simple sensor-to-cloud architecture is not viable, and this is where having a
fog computing layer makes a diﬀerence. This increases the eﬃciency of the entire system, as it not only reduces the amount of
data that is transported back and forth between the cloud and the sensors but also eliminates the risk that a data center failure
bears with it. We also analyze the security and deployment issues of this fog computing layer.

1. Introduction
With each passing day, the way the world interacts changes.
The past few years have seen an increase in the usage of cloud
computing for a huge number of applications. But now, the
cloud does not cater to just simple applications and technological needs; the Internet of things (IoT) is proving to be
the next technological trend when it comes to cloud computing. In healthcare applications, wireless sensor networks
(WSN) have started playing a huge role in the way patients
are being monitored. Wireless sensors in the form of wireless
wearable accessories or devices are attached to a patient such
that this information can be used for the monitoring process.
The sensors can be of various forms and sizes [1, 2] as long as
they are relevant to the need.
The wireless sensor networks generate a huge amount of
data. These data that have been collected from all the devices
connected to the network may be useful as well as redundant.
All these unprecedented amounts of data can overwhelm the
data storage systems and the data analysis applications. The

weeding out of irrelevant data has to be a context-sensitive
process. Hence, the sensors would have to send the data collected to computing devices that are capable of performing
tasks of analysis, aggregation, and storage. In many cases,
each patient requires a high number of sensors, and hence,
creating an infrastructure dedicated to an individual becomes
ineﬃcient. Hence, IoT provides an alternative approach in
which sensor devices are used in a common infrastructure.
These sensor devices can then forward the data to a cloud
server.
For many healthcare applications, having a simple
sensor-to-cloud architecture is not viable, especially due to
the fact that most hospitals would not prefer patient data to
be stored outside [3]. Also, there is always the bleak case of
there being a network failure or a data center failure, which
puts patients’ health at risk. This is where fog computing aids
healthcare applications.
Using only the cloud may cause delay during the transfer
of data from the sensors to the cloud and the cloud to the
hospitals or personal physicians. In healthcare, we have
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emergency response systems that require real-time operations in which eﬃciency and time play an important part;
this may suﬀer due to delay caused by the cloud [4]. Hence,
transfer of such immense amounts of data back and forth is
not an eﬃcient option not only due to latency issues but
also due to security. The risks involved here are not only
infringement of data but also risks to the health of patients.
Hence, the classical centralized cloud computing architecture has to be extended to a distributed one. A distributed
architecture refers to tasks being divided and then oﬄoaded
to more than one node. This is commonly referred to as
edge computing.
In edge computing, the main computationally intensive
operations are performed at the edge of the network instead
of holding it in the cloud or on a centralized data warehouse.
Edge computing uses computing resources near IoT devices
for local storage and preliminary data processing. According
to Cisco [5], by 2020, 50 billion devices will be connected to
the Internet. Hence, edge computing will also require greater
ﬂexibility in order to manage this huge inﬂux of devices. Edge
devices cannot handle multiple IoT applications competing
for their limited resources, which results in resource contention and increases processing latency. A distributed feature
added to this will help in scalability and reduces the risk of
exposure of data and hence increases security and eliminates
most of the privacy concerns [6].
A fog computing layer integrates edge devices with cloud
resources and hence extends the existing cloud infrastructure
[7]. In this architecture, the application resides not only in
the cloud but also in the devices closest to the patients and
the infrastructure components between them. The term
infrastructure refers to access points, gateways, and routers.
The main objective of healthcare applications is to provide
constant supervision on the health of a patient. Implementing this fog layer provides for the successful fulﬁllment of this
requirement. Also, due to the fact that data are stored in data
centers in the cloud, the problem of infrastructure, maintenance, upgrades, and costs is solved.
In this paper, we strive to improve current healthcare
systems by implementing a context-sensitive fog computing
environment. We discuss the various computational tasks
involved in healthcare that will be performed in the fog layer,
the cloud, or at the user devices and sensors. The security of
the information passing the system will be improved as the
exposure of data is limited due to the fact that it does not have
to travel to and fro in the network. The services that the cloud
performs can be distributed to other nodes in such a way
that the overhead time taken for data to go back and forth
from the cloud to devices is compensated or reduced. Distributing the services among various nodes overcomes some of
the challenges that previous healthcare monitoring applications have faced.
The remainder of the paper is organized as follows. In
Section 2, we discuss about fog computing, the expectations,
and various challenges that have to be faced in the process of
implementing fog computing in healthcare. The proposed
research is discussed in Section 3. Section 4 analyzes the
proposed scheme and the experimental results obtained.
The conclusion to the work is given in Section 5.

Journal of Sensors

Cloud

Fog layer

Sensors

Figure 1: The layers in IoT.

Data query
Schedule

Smart gateway

Information
collector

Fog node
1

Fog node
2

Fog node
n

Figure 2: The architecture of a fog layer.

2. Related Work
In this section, we discuss the various technologies that
will be used in the proposed research. Also, the research
already done in this area will be reviewed in the upcoming
subsections.
2.1. Fog Computing. Fog computing is highly virtualized and
provides a medium for computing, storage, and networking
between end devices and the cloud [7]. The main notion of
fog computing is to migrate the tasks of data centers to fog
nodes situated at the edge of the network. We refer to these
fog nodes as the fog layer. As these devices that perform the
tasks are at the edge of the network, it results in a higher data
transfer rate and a reduced user response time.
Figures 1 and 2 show the architecture of a simple fog layer
with respect to the cloud and the sensors.
2.2. Research in Fog Computing. The main applications where
fog computing will prove very useful are time-sensitive applications where a huge amount of data has to be processed [8].
The following are the application areas that can beneﬁt from
fog computing.
(1) Healthcare applications: this is an area in which realtime processing plays an important role. Hence, data
will have to be processed very fast, and the response
time will have to be as less as possible [4, 9, 10].
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(2) Augmented reality: for augmented reality (AR),
overlaying useful information onto the physical
world in real time is very important. Using fog computing will help achieve this aspect of augmented
reality [11].
(3) Smart utility services: utility services like electricity,
water, telephone, and so on can be managed by fog
computing.
(4) Traﬃc management system: fog computing can
increase the eﬃciency of the traﬃc signal system by
reducing the latency. The interactions between vehicles, traﬃc signals, and access points can be enhanced
by the fog [12].
(5) Caching and processing: fog computing can also be
used for improving the performance of websites
[13]. Certain websites have a lot of databases and data
to be processed, for example, social networking sites
and library or online shopping malls. These websites
can use the fog layer for caching and preprocessing its
data and hence reducing time and space complexity.

3
2.4. Key Objectives of Healthcare Systems. Some of the key
objectives of healthcare systems are [16]
(1) improved clinical decision making,
(2) reduced duplication of diagnostic testing, imaging,
and history taking,
(3) better medication management,
(4) increased adoption of screening programs and
preventive health measures.
2.5. Challenges in Implementing a Health Monitoring System.
In order to successfully implement a health monitoring
system, a number of challenges have to be addressed [16]:
(1) Safeguarding privacy and security
(2) Technical problems
(3) Organizational barriers
(4) Financial costs

(6) Gaming: in the past few years, there has been a
huge evolution in the gaming industry. Apart from
games being computationally complex, they are
mostly multiplayer these days and depend greatly
on real-time processing.

(5) Diﬀerent policies

(7) Decentralized smart building control: similar to
smart utility services, even in the case of smart building, control fog computing will play a huge role in
making it more eﬃcient and secure.

3. Proposed Research

Fog computing oﬀers enormous advantages for delaysensitive fog-based application. Chen et al. [14] implemented
a prototype of a smart gateway for the use of WSN in healthcare systems at home. The system is able to transmit reports
at real time in a low power embedded system. Hong et al. [15]
presented Mobile Fog, which is a programming model for
Internet applications that are geographically distributed and
latency-sensitive.
2.3. Motivation. The use of smart devices has fortuitously
been exercised in healthcare. These days, it is commonplace
to ﬁnd a range of healthcare gadgets that can be used by
patients at home or even worn by them. The gadgets mostly
encompass sensors. These sensors generally incorporate
transducers and are capable of detecting electrical, thermal
optical, chemical, and other signals [10].
The main motivation of this paper is to enhance health
monitoring systems that are based on IoT devices such that
the information collected from WSNs are processed eﬃciently, and the context-sensitive data that are relevant to
the patient are considered. For this, we implement a fog layer
that improves the latency of health monitoring systems and
enables real-time health monitoring. By this, we strive to also
ensure security for the information of the patients such that
patient privacy is maintained, and also, tampering of data
by third party is avoided.

(6) Training programs for practitioners and healthcare
providers

In this section, we present a tri-tier architecture for contextand latency-sensitive health monitoring using cloud and fog
computing. The tri-tiers consist of cloud computing, fog
computing, and sensors which work in conjunction with
one another. Sensors consist of wearable or not wearable
devices that are attached to the patients in the form of smart
watches, ﬁtness bands, smart phones, wearable glasses, and
so on. The applications used for health monitoring will have
components running in the edge devices situated in the fog
layer, the wearable sensors, or the cloud. The edge devices
may be controlled by the cloud and the fog layers. Information will ﬂow across this tri-tiered infrastructure.
In context-sensitive health monitoring, personalized care
can be given to each patient. Context can be classiﬁed into
extrinsic and intrinsic context. In case of healthcare, extrinsic
context is inﬂuenced by external factors like the environment
that is surrounding the patient. Environmental sensors can
be used to extract the extrinsic parameters of a user, and
the intrinsic context can be extracted by biosensors. Both
intrinsic and extrinsic sensors provide relevant information
that may be used for monitoring patients’ health. But
depending on the disease of the patient, the type of data that
is relevant diﬀers. Hence, maintaining context-sensitive data
processing has to also be done by the fog layer.
The schematic diagram of the proposed architecture is
given in Figure 3. In this architecture of context-and
latency-sensitive health monitoring systems, we ensure that
all the key objectives of health monitoring and more are
all accomplished.
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3.1. Sensors Tier. These are the devices that gather information from the patients. These sensors gather both extrinsic
and intrinsic values. Extrinsic characteristics are the temperature, location, and so on. Intrinsic characteristics are the
blood pressure, blood glucose level, heartbeat, and so on that
are collected by the patient’s wearable sensors. The patient
can also enter data into his or her smart phone, and these
data will then be made available for processing. The job of
the sensors is to collect all this data and send them to the
fog computing layer.
3.2. Fog Computing Tier. This layer performs data analysis
and aggregation of the data. The data and information
collected by the edge devices are analyzed in this layer. This
layer behaves as the server. Massive amounts of real-time
data from sensors are sent to this tier. The fog layer then
distributes the processing work to various edge devices
connected to the fog layer, and hence, massive amounts of
data are analyzed. The distribution of the processing work
has to be done using an eﬃcient task-scheduling algorithm.
(1) Work distribution: this task is performed via the
smart gateway using a scheduler. In this paper,
we distribute the tasks using the task-scheduling

mechanism for cloud-fog computing systems introduced by Pham and Huh [17]. Two graphs are ﬁrst
created: task graph and processor graph. Figure 4
gives a graphical representation of the task and
processor graphs.
Let G = V, E represent the task graph, where G is a
directed acyclic graph (DAG); V is the set of vertices v1 ,
v2 , … , vn that denote the parallel subtasks, and E is the set
of edges where each edge eij ∈ E implies that task vi has a
corresponding workload wi that signiﬁes the amount of work
to be processed at a particular resource. Every edge eij has a
corresponding weight cij which represents the amount of
data that is transferred from vi to v + i.
Let H = R, L be a DAG that represents the processor
graph, where R denotes the set of vertices P1 , P2 , … , Pn
where each Pi ∈ R is a processor at the cloud or fog. The
edge lij ∈ L denotes a link between processor Pi and P j .
Now, R = N cloud U N f og , where N cloud and N fog denote the
set of cloud nodes and fog nodes, respectively.
The priority of computing a particular task is calculated as

pri vi =

w vi
+ maxv j ∈succ vi
w vi

c eij + pri v j ,

1

if vi ≠ vexit , if vi = vexit ,
where w vi = w vi /w vi , and c eij = cij /BW; also, BW is
the bandwidth.

Journal of Sensors

5

Table 1: Comparison of percentages.
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Once the priority for the various tasks has been
calculated, these tasks are sent to nodes for execution. Now
the choice of the nodes to do a particular task has to be
ﬁgured out. For this, the time required by the processor at
each node and the processing speed have to be taken into
consideration. The earliest start time and earliest ﬁnish time
will be used for making those calculations. For more details,
please refer to the paper by Pham and Huh [17].
(2) Data aggregation: once tasks are distributed, the data
have to be aggregated. Data aggregation consists of
three main parts: schema mapping, duplicated detection, and data fusion. Schema mapping will ensure
that the data are aggregated in such a way that it
makes sense, and there is a ﬂow to the data. Duplicated detection ensures that there will not be any
redundancy in the data. Redundancy is a challenge
because there are many nodes that perform the work,
as a result, there may be overlap in data. Apart from
duplicate detection, false data injection is also
avoided to ensure security in the fog device. This is
implemented by adding a local ﬁlter to the fog device.
Data fusion is the ﬁnal stage of data aggregation in
which the ﬁnal information is gathered and put
together as one entity.
3.3. Cloud Computing Tier. This is the layer that manages the
various actions that are to be performed by the health monitoring system. A component of the monitoring app runs on
the sensors which enables the sensors to collect data and send
it to the fog layer. The decision of what task to perform is
done with the help of the fog layer as described in the
previous subsection. The cloud computing tier constantly
supervises the health monitoring system.
3.4. Health Monitoring System. Apart from the various tiers
described above, the healthcare delivery system typically consists of four levels: the region, the institution, the clinical
department or outpatient clinic, and the individual physician, nurse, or patient [18]. The ﬂow of information between
these four levels has to be eﬃciently managed. Hence, there
are many important privacy and security challenges that have
to be met.

4. Experimental Results and Analysis
In this section, we discuss the experiments performed so far
and the analysis of the proposed system.

Config 1
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Config 4

Config 5

Cloud-only
Cloud and fog

Figure 5: Average latency comparison.
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Figure 6: Network usage comparison.

4.1. Simulation of the Fog Environment. For the purpose of
comparing the use of fog computing versus just using the
traditional cloud computing in healthcare, we used iFogSim
toolkit to simulate the fog network [19].
The iFogSim simulates the speciﬁed conﬁguration and
gives the simulated outputs. This makes it convenient to
observe end results when all required technology is not
available. The simulator itself adds a bit overhead time.
For this simulation, we conducted several test runs for 5
conﬁgurations of monitoring devices.
The average latency and network usage for the 5
conﬁgurations are given in Table 1. The table shows that
the conﬁgurations of connected devices do not really aﬀect
the latency of our architecture that uses fog computing. The
network usage of the architecture with fog computing is
much lower than the architecture that uses only fog computing. The iFogSim toolkit is used to simulate the 5 diﬀerent
conﬁgurations. For each of the 5 conﬁgurations, the monitoring devices are varied. In Conﬁg 1, Conﬁg 2, Conﬁg 3, Conﬁg
4, and Conﬁg 5, they each have 4, 8, 16, 32, and 64 monitoring devices, respectively. So each conﬁguration will give
diﬀerent results when simulated. The monitoring devices
used in the conﬁgurations have a CPU length of 1000 million
instructions, a network length of 20,000 bytes, and an average
interarrival time of 5 ms. Figures 5 and 6 give the comparison
of the latency and network usage for the various conﬁgurations. The simulation of conﬁgurations that use only the
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cloud is done using the CloudSim toolkit, and those that use
the cloud in conjunction with the fog layer is done using the
iFogSim toolkit. From both the charts, we can observe that
the complexity of the fog layer does not aﬀect the latency or
the network usage. In fact, fog computing increases the eﬃciency of the entire system. From Table 1, we can observe
that using fog layer indeed decreases the latency and network
usage when compared to using only cloud computing.
Figure 7 shows the energy consumption of fog computing
versus only using the cloud. From the ﬁgure, it can be analyzed that the energy consumption for fog computing mainly
takes places at the edge where most of the processing is done.
On the other hand, in the case of cloud computing, the
energy is mainly spent at the data centers or at the cloud.
4.2. Analysis
4.2.1. Latency. In our implementation of fog computing in
health informatics, there will be transfer of data among
the various tiers. The amount of data and the time taken
will diﬀer in diﬀerent cases. Hence, the latency diﬀers. Let
us consider L f as the latency when the evaluated data has to
be returned to the IoT devices and Le be the latency when
the data is sent to the cloud. Then,
L f = ts + tr + ef ,
Le = t s + e f + ee

2

In the above equations, t s is the time taken from IoT
sensors to the fog layer; t r is the time taken for the data to

return from the fog layer to the IoT devices; e f is the evaluation time taken by the edge devices; and ee is the evaluation
time taken at the cloud.
These two equations will be used by us to analyze
the latency times. This is very important because most
applications of fog computing rely on the real-time processing capabilities of the network.
4.2.2. Computation. The computations in the fog layer should
be real-time and latency-sensitive services. Many techniques
for reducing the computation complexities have to be
adopted. The data packets can be stored at the fog nodes
for some time to avoid reloading of the same data. According
to some renewal algorithms, these data packets may be
replenished by new data packets. Intelligently, distributing
data packets to the most eﬃcient number of edge devices also
plays a very important role.
4.2.3. Security Analysis. Introducing a fog layer into the cloud
computing infrastructure reduces the security risk when it
comes to data of the patients not getting lost due to failure
in a data center. But at the same time, the data is stored in
the cloud. This increases the threat to the privacy of patient
information. In this scheme, we propose to secure the data
of the patient by encrypting the data of the patient using a
secret key.

5. Conclusion
With increase in the use of the IoT, there is a huge demand
for data to be processed in real time and eﬃciently. The
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interest in implementing fog computing as a technology is
growing rapidly as shown by the H2020 ICT Work Programme for 2016-17. In this paper, we have proposed a
scheme for fog computing in health monitoring systems.
The work shown in this paper is a work in progress. There
are many factors that have hindered and slowed down our
implementation process. These factors include not readily
available software, complexity, and so on. In spite of all these
obstacles, the research area is a very promising one and when
implemented will prove to be a very useful technology.
The future work is to deploy this system to various edge
devices and judge the behavior of the system.
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As the world’s population of senior citizens continues to grow, the burden on the professionals who care for them (carers) is also
increasing. In nursing homes, carers often write daily reports to improve the resident’s quality of life. However, since each carer
needs to simultaneously care for multiple residents, they have diﬃculty thoroughly recording the activities of residents. In this
paper, we address this problem by proposing an automatic daily report generation system that monitors the activities of nursing
home residents. The proposed system estimates the multiple locations (areas) at which residents are situated with a BLE beacon,
using a variety of methods to analyze the RSSI values of BLE signals, and recognizes the activity of each resident from the
estimated area information. The information of the estimated activity of residents is stored in a server with timestamps, and the
server automatically generates daily reports based on them. To show the eﬀectiveness of the proposed system, we conducted an
experiment for ﬁve days with four participants in cooperation with an actual nursing home. We determined the proposed
system’s eﬀectiveness with the following four evaluations: (1) comparison of performance of diﬀerent machine-learning
algorithms, (2) comparison of smoothing methods, (3) comparison of time windows, and (4) evaluation of generated daily
reports. Our evaluations show the most eﬀective combination pattern among 156 patterns to accurately generate daily reports.
We conclude that the proposed system has high eﬀectiveness, high usability, and high ﬂexibility.

1. Introduction
In recent years, due to the astonishing progress of medical
technology, human life expectancy has shown a consistent
tendency to increase [1]. The senior populations continue
to increase year by year especially in developed countries.
Japan has one of the world’s highest life-expectancy rates,
and a quarter of its people are over 65. Such aging societies
pose many problems for society. One critical problem is
the increase of the burden on carers in nursing homes,
who are responsible for multiple elderly people, that is,
nursing home residents.
According to an interview with the owner of an actual
nursing home, Ikoi-no-ie 26 (Ikoi-no-ie 26 (Japanese
website): http://www.lifecarejp.com), the burden on the
carers at such facilities continues to increase, and many
carers leave the industry quickly due to the harshness of their
work. Many nursing homes suﬀer from a chronic shortage of

carers. In nursing homes, carers perform a wide variety of
tasks, including health checks, rehabilitation support, food
preparation, restroom support, and conversation. As illustrated in Figure 1, they also have to write daily reports (that
record some primary resident activities) that are used by
the government to determine funding for nursing homes.
Under aging societies, the situation degrades the service
quality, since the carers must prepare daily reports on
multiple residents, which disrupt other tasks.
For example, assume a situation where a carer is looking
after two residents. One resident is doing her rehabilitation
work. The carer has to ﬁll out a daily report on her rehabilitation progress while simultaneously supporting that rehabilitation activity. The other resident is going to the restroom.
The carer has to stop ﬁlling out the daily reports and support
him, which means that the carer cannot accurately report on
the rehabilitation. Hence, recording the activities of multiresidents is very hard and writing daily reports places a heavy
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Figure 1: Daily report for each resident.

burden on carers [2]. This burden is a serious problem
that impairs the ability of nursing homes to provide safe,
high-quality service and must be solved.
To help alleviate this problem, we aimed to determine
how ICT/IoT technology can be used to support the recording work of carers in nursing homes. We set the following
goals for the desired system: (1) creating a multiresident
activity monitoring system and (2) automatically generating
daily reports for each resident.
In this paper, in order to achieve these goals, we propose
a system that uses BLE beacons, coupled with machine
learning using the RSSI values of the BLE signals as the
feature quantity, to recognize the location of each resident
in the nursing home. The estimated location of each resident
is then used to identify the activity they are engaged in. The
information of the recognized activity is stored in a server
with timestamps, and the server automatically generates
daily reports based on them.
Our work makes the following contributions:
(i) First, we provide an architecture called a MovableBeacon and Fixed-Scanner (MBFS), which is our
proposed system’s key concept. In this architecture,
a BLE beacon is carried by residents and scanners
are installed on the target area on the environment
side. In existing studies [3–5], many beacons are
placed in the environment and users have smartphones for estimating their current area. We call this
architecture a Fixed-Beacon and Movable-Scanner
(FBMS). However, using FBMS in nursing homes
is unrealistic because of low smartphone penetration
among residents and the burden caused by forcing
them to always carry smartphones. In this paper,
we argue that the presented architecture decreases
the burden on residents.
(ii) Second, we describe the system based on the MBFS
architecture that can monitor the activity of nursing
home residents and automatically generate daily

reports corresponding to each of them. Speciﬁcally,
we show that our system is a simple composition
which has only four components—a BLE beacon, a
scanner, a server, and a web application—and a very
useful design that can easily check the information
of each resident by carers.
(iii) Third, we develop a BLE beacon with an accelerometer. This BLE beacon consists of the following three
components: an accelerometer, a microprocessor
with a BLE module, and a battery. A BLE beacon,
which is attached to the waists of the residents,
has a unique development and resembles a name
tag. Therefore, its burden on residents is small.
In Section 6, we describe how our developed
BLE beacon will be used for rehabilitation support
in the future.
(iv) Fourth, we show the eﬀectiveness of our proposed
system through a ﬁve-day experiment with four participants in cooperation with a nursing home called
Ikoi-no-ie 26. We evaluated the eﬀectiveness of our
proposed system and expand our previous work
[6], by conducting the following four evaluations:
(1) comparison of machine-learning algorithms
for classiﬁcation, (2) comparison of smoothing
methods, (3) comparison of time windows, and
(4) evaluation of generated daily reports. Our
evaluations provide the most eﬀective combination
pattern in the proposed system to accurately generate
daily reports.
(v) Finally, we show that the proposed system clearly
has high eﬀectiveness and conclude that the research
goals set in this study are suﬃciently achieved based
on the experimental results.
The rest of this paper is organized as follows. The preliminary work is provided in Section 2, and Section 3 presents
our automatic daily report generation system. In Section 4,
we describe the experimental environments and evaluation
methods. The evaluation results are described in Section 5,
and a discussion of the usability and ﬂexibility of our system
is provided in Section 6. Section 7 reviews existing work
related to this paper. Finally, Section 8 concludes this paper.

2. Preliminary Work
The goals for our study were to (1) create a multiresident
activity monitoring system and (2) automatically generate
daily reports for each resident. To achieve them, we conducted several preliminary works under the cooperation of
Ikoi-no-ie 26. In this section, we explain the basic working
environment in nursing homes and their motivation, which
is crucial to conduct our study. Then, we describe previous
works [2, 7–10] and explain the requirements for the development of our proposed system, as described in Section 3.
2.1. Basic Knowledge and Motivation. In nursing homes,
carers perform many kinds of tasks while simultaneously taking care of several residents. For example, they are involved
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in health checks, rehabilitation support, food preparation,
restroom support, conversations, and so on. Recording daily
reports on the residents is one of their most important tasks.
The daily report is the nursing report that monitors the
activity of residents and records their activity in detail. Such
reports are used for the following three main purposes:
(1) information sharing among carers, (2) deciding subsequent rehabilitation plans, and (3) communication between
residents’ families and carers. Hence, daily reports are
critical for both residents and carers.
However, from interviewing the nursing home’s owner,
we found that recording the daily reports of the resident
activities is onerous. This problem has also been cited in
several papers. Miwa et al. [11] reported that recording work
accounts for approximately 25% of the daily work of carers.
Inoue et al. [12] described documentation as one of the most
time-consuming duties for nursing reports. The recording
and documentation responsibilities of daily reports are
the biggest barriers to improving the quality of service in
nursing homes.
Based on these reasons, we believe that solving the above
problems is very important and academically and socially
valuable in aging societies. Thus, to lighten the heavy burden
of recording the daily reports, we focused on the development of a system that monitors several nursing home
residents and automatically generates daily reports corresponding to each of them.
2.2. Previous Work. To realize the above system, it is necessary to monitor a resident in the nursing home. First, as a
prototype system, we presented a novel system [7, 8] in
which users have BLE beacons and installed scanners on
the environment side. In this system, we divided a nursing
home into several areas and installed scanners in each one.
BLE beacons were attached all day to the clothing of the
resident, and scanners received BLE beacon signals. Then
by comparing the calculated RSSI values of the BLE signals
at each scanner, this system estimated the area with the
strongest RSSI value as the resident’s current area. As the
result of an experiment we conducted at Ikoi-no-ie 26, the
existing area of one resident was estimated at a precision of
59.5%. However, the system faced a serious problem. Its area
estimation accuracy was too low because the RSSI values
dramatically changed based on the installation position of
the scanners or the facility’s environment. In addition, when
installing scanners, we had to consider particular problems of
nursing homes, such as residents who are sensitive to changes
in their surrounding environment and the positions of the
power supply. We needed to camouﬂage our installed equipment so that residents could not see the scanner positions
(Figure 2). Therefore, we needed to place our system at a
diﬀerent height to the installation positions of the scanners
or hide them behind training equipment. However, due to
the diﬀerence in the installation position of scanners, there
was the problem where the scanners of neighboring area
became nearer than the scanner of the area where the
resident was located. Hence, we found that estimating the
area where the resident is located is diﬃcult by just simply
comparing RSSI values.
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Scanners is in Box

(a) Scanner installation

(b) Camouﬂage

work

Figure 2: Scanner installation work and camouﬂage example.

Next, to solve the problem in the above system, we
estimated the resident’s current area by machine learning
[2, 9, 10] with an estimation method that considers the
inﬂuence of the height diﬀerence of each scanner in each area
in the nursing home. In our experiment at a nursing home
that shows the system’s eﬀectiveness, the existing area of
one resident is evaluated by the 10-cross-validation method,
and the F-measure was 80.6%. In addition, this paper showed
that the system can relatively accurately generate daily
reports with the estimation results of the existing area. However, we did not conduct any experiments with multiple
residents in these papers. Estimating the existing area of multiple residents is important, but actually our experiments
were only for one resident. This reason is that it is likely to
conﬂict RSSI signals sent from multiple residents at some
BLE scanners and the activity recognition accuracy would
be worsened if this system is used as is. Also, these papers
pointed out that small erroneous estimations in seconds were
generated from the evaluation results. Therefore, we indicated that the accuracy of activity recognition can be further
improved by using a smoothing method which is able to
eliminate the erroneous estimation.
2.3. System Requirements. Through our previous work and
interviews with the nursing home’s owner, we identiﬁed
some problems. Since the nursing home has many residents,
our system needs to simultaneously monitor multiple residents. However, our previous work did not consider this.
Moreover, to monitor the location of residents, we assumed
that they were carrying smartphones that identify their
locations. However, the interview with Ikoi-no-ie 26 revealed
residents disliked this responsibility since the devices are
heavy and bothersome. Therefore, a system using a BLE
beacon is more desirable, as in previous work. In addition,
a system that does not use cameras or microphones is
required in nursing homes because such devices intrude
on resident’s privacy (We deﬁne “privacy intrusion” as
“unnecessary and excessive surveillance,” e.g., cameras or
microphones that monitor residents.)
Thus, we need to develop a system that protects the
privacy of residents and develop a low-cost system since most
nursing homes are facing budget constraints, that is, insuﬃcient funds to purchase cameras or smartphones for each
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resident. In addition, in the nursing home, a system is
required that can immediately incorporate new residents
because they often change. Based on the above discussion,
we deﬁne the following system requirements:

Undergoing
rehabilitation
Recreation
area

Rehabilitation
area
Living area

Req. 1: it should enable tracking of multiple residents.
Req. 2: it should be a device that places small burden on
residents who are carrying it.
Req. 3: it should generally protect residents’ privacy.
Req. 4: it should be low-cost.
Req. 5: it should be available for new residents without
data collection.
Thus, in this paper, we monitored the activities of
multiple residents using a system that satisﬁes the above ﬁve
requirements and automatically generated daily reports
using the information of each resident.

3. Proposed System
Based on the discussion in Section 2.3, we propose an
automatic daily report generation system that monitors the
activity of nursing home residents. Our proposed system
estimates the present area of multiple residents utilizing
machine learning with the RSSI values of BLE signals as the
feature quantity and recognizes the activity of each resident
from the estimated area information. The information of
the recognized activity of each resident is stored in the server
with timestamps, and then the server automatically generates
daily reports on each resident based on them. In this section, we outline our proposed system, explain the MBFS
(Movable-Beacon and Fixed-Scanner) architecture, which
is our proposed system’s key concept, and describe the
application design that is based on the MBFS architecture.
Finally, we explain the activity recognition process.
3.1. Outline. In nursing homes, the target activities are areadependent activities (Figure 3); for example, if a resident is
in the restroom area, we can recognize her activity in the restroom. When a resident is in the rehabilitation area, her activity is doing rehabilitation. We installed ﬁxed scanners in the
target areas where activities occur that we want to monitor,
and residents carry BLE beacons. The system recognizes speciﬁc activities by utilizing machine learning with the RSSI
values of the BLE signal observed by each scanner as features. In our proposed system, the FBMS (Fixed-Beacon
and Movable-Scanner) architecture cannot be adopted in
our target environment, since the residents never carry
smartphones in the nursing home. Therefore, our proposed system adopts the MBFS architecture through which
BLE beacons are carried by residents and scanners are
installed in the target area of the environment side. Here,
we summarize the following aspects and characteristics of
our proposed system:
(i) The proposed system can track the activities of
multiple residents because it can distinguish among

Resting (sleeping)
area

Bath

Using
restroom

Toilet

Entrance
Entering/leaving
nursing home

Resting

Figure 3: Activities of nursing home.

them by UUID, major value, and minor value
included in the BLE signal.
(ii) The proposed system is based on MBFS architecture.
Therefore, its burden on residents is small since they
just carry a BLE beacon.
(iii) The proposed system has low privacy concerns
because it does not use cameras or microphones.
Our system just observes the signals of the BLE
beacon.
(iv) The proposed system is relatively inexpensive
since its simple composition has only four components: a BLE beacon, a scanner, a server, and a
web application.
(v) The proposed system can incorporate new residents
without data collection by simply adding a BLE
beacon.
Hence, the proposed system satisﬁes requirements 1 to 5
mentioned in Section 2.3.
3.2. MBFS Architecture. In this paper, we explain an architecture called MBFS to solve the problem of FBMS architecture.
Generally, residents never carry smartphones in the nursing
home. However, many existing studies estimate their activities using smartphones. In these studies [3–5], many beacons
are placed in the environment side and users have smartphones that recognize their activity. We call such architecture
FBMS. In fact, when recognizing the activity of nursing home
residents, a tag-less system is ideal because little special
equipment must be carried. Thus, FBMS architecture, which
requires that smartphones be carried, places a heavy burden
on residents.
Figure 4 compares the MBFS and FBMS architectures.
MBFS architecture is based on an idea that is opposite to
FBMS architecture. In recent years, several research studies
that resemble MBFS architecture have been conducted
[13, 14]. In MBFS architecture, the user side carries a BLE
beacon, and scanners are installed on the target areas of the
environment side. Therefore, the burden on the residents is
very light because they do not need to carry smartphones in
the nursing home. BLE beacons are designed to minimize
the burden on residents since they are embedded in the name
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on the information of the estimated area of each
resident and generates activity reports.

Movable
beacon
Movable
scanner

Fixed
scanner

Fixed
beacon

FBMS

MBFS

Figure 4: Comparison between FBMS (left) and MBFS (right)
architectures.

tags that are constantly worn by the residents or are attached
to positions that do not aﬀect daily life, such as the waist.
Hence, as a system to be introduced to nursing homes, MBFS
architecture is more suitable than FBMS architecture that
requires residents to carry smartphones as scanners.
3.3. System Design. In this subsection, we describe the design
of the proposed system. Figure 5 shows its composition and
data ﬂow. The system is composed of four components:
(1) a BLE beacon, (2) a scanner, (3) a server, and (4) a
web application. The proposed system’s design is based
on MBFS architecture. We explain each component below.
(1) BLE beacon: the BLE beacon’s development is
unique, relatively inexpensive, and downsized. Our
developed BLE beacon is composed of an accelerometer, a microprocessor with a BLE module, and a
battery. It can also send acceleration data in addition
to the basic data of such BLE signals as UUID, major
value, and minor value. The BLE beacon integrates
these data and sends them to each scanner installed
on the target areas at intervals of approximately ﬁve
packets per second. Since our BLE beacon has an
accelerometer, it will be used for rehabilitation support in the future. A more detailed explanation of
BLE beacons is discussed in Section 6.
(2) Scanner: we developed a scanner using a Raspberry
Pi, equipped with a BLE dongle (its receiving sensitivity is approximately −100 to −50 dBm) for receiving
signals from BLE beacons and a Wi-Fi dongle for
sending data to the server. A scanner with Raspberry
Pi is less expensive than using a smartphone as the
scanner. When each scanner installed in the target
areas receives data from the BLE beacons, the signal’s
RSSI values of each BLE beacon are calculated and
the data are sent to the server by Wi-Fi by adding
the data of the installation area and a timestamp.
(3) Server: the data sent from each scanner are ﬁrst
stored in the server’s database (DB). At this time,
the server distinguishes each resident by UUID,
major value, and minor value. The server estimates
the present area of each resident by machine learning,
based on the data in the DB. Then the server recognizes the activity of each nursing home resident based

(4) Web application: ﬁnally, the information on the
activity reports of each resident is automatically
generated in real time on the web application as
daily reports for each resident.
The proposed system is very useful because carers can
easily check the information of each resident anytime and
anywhere in real time in the nursing home. But of course,
this system must accurately recognize the activity of each
resident. Thus, in Section 3.4, we describe the activity
recognition process in detail.
3.4. Activity Recognition Process. In a small nursing home like
Ikoi-no-ie 26, its interior construction is often an open space.
Therefore, estimating the current area of each resident is
complicated by the inﬂuence of the multipath and/or conﬂict
of the BLE signals and the problem of the diﬀerent height of
the installation position of the scanners. In other words,
recognizing the activity of each resident is very diﬃcult.
Hence, our most important technical challenge is accurately
recognizing the activity of each resident. In this subsection,
we explain the process of activity recognition in the proposed
system. We estimate the present area of residents by utilizing
machine learning and recognize the activity of residents
based on the information of estimated area. We describe
the activity recognition process in the following three phases:
(1) data collection, (2) construction of classiﬁcation model,
and (3) smoothing. Each phase is described below.
3.4.1. Data Collection. In our proposed system, we use the
RSSI values of BLE signals as features. RSSI values are
collected based on the ﬂow described in Section 3.3. Approximately ﬁve BLE signals are sent per second. However, BLE
signals are not stable because their strength slightly changes
depending on the environment. Unstable signals may inﬂuence the recognition of the activities of residents. Therefore,
before utilizing machine learning, we need to process the data
to reduce the inﬂuence of unstable signals. We minimize
such inﬂuence by calculating the simple mean value of the
RSSI values that are obtained per second.
Another problem is that packet loss occurs more frequently than expected because BLE signals are comparatively
weak. If packet loss occurs, the system might not receive any
BLE signals at all. The system cannot accurately recognize the
activity of each resident when the RSSI values cannot be
obtained. We need to seriously deal with this problem. Thus,
we must complement the RSSI values that could not be
received in advance by using dummy data, in order to
accurately recognize the activity of each resident.
As shown in Figure 6, for the parts (i.e., the parts
indicated by “–”) where RSSI values could not be obtained
due to packet loss, the system complements for them by
−100 dBm, which is the lower limit of the receiving sensitivity
of a BLE dongle as dummy data. In contrast, for the parts
where the RSSI values were obtained, the system calculates
the simple mean value of the RSSI values that were obtained
per second to reduce the inﬂuence of unstable signals. If more
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Time
0:00:00

0:00:01

Area 1 Area 2 Area 3
−88
−82
−93
−98
−85
−95
−86
−80
−78

−73
−71

−81
−80

Time

Area 1 Area 2 Area 3

0:00:00

−85

−100

−95

0:00:01

−80

−72

−100

Figure 6: Data processing in activity recognition process.

than one RSSI value is obtained per second, we do not
compensate for the missing values using dummy data even
if packet loss occurs. Since the dummy data have very low
values compared to the other obtained RSSI values, when
simple mean values are calculated using RSSI values including the dummy data, the values become incorrect. In this
case, we do not compensate for the missing values using
dummy data.
We also installed cameras in Ikoi-no-ie 26 to acquire the
groundtruth data after gaining permission from the owner of
Ikoi-no-ie 26, its residents, and their families. We manually
labeled the collected data while viewing the recorded video.
For labeling, we assigned numbers to each area in advance.
3.4.2. Construction of Classiﬁcation Model. After the data
collection, we constructed classiﬁcation models based on
the collected data. We used scikit-learn [15], which is a

machine-learning library for constructing the classiﬁcation
models. This library constructs classiﬁcation models based
on a large number of machine-learning algorithms. We
constructed classiﬁcation models by adopting the following
four machine-learning algorithms that are used in several
kinds of studies [16–19]: (1) logistic regression, (2) support
vector machine, (3) random forest, and (4) gradient boosting
decision tree.
Logistic regression (LR) [20, 21] is a well-known statistical
classiﬁcation algorithm for predicting dichotomous dependent variables. In addition, we can classify multiple classes
by setting multiple applied variables to provide quicker and
more robust results than other classiﬁcation algorithms.
The support vector machine (SVM) [22] is a typical
pattern recognition and supervised learning algorithm that
analyzes data used for classiﬁcation and regression analysis.
This algorithm’s characteristics include a maximum-margin
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hyperplane and a kernel trick. It has higher generalization
ability among the learning algorithms of data classiﬁcation.
Random forest (RF) [23] is a machine-learning algorithm
based on ensemble learning. It uses multiple decision trees
[24] as weak classiﬁers and obtains classiﬁcation results by
integrating the results from these weak classiﬁers. It has
higher performance with shorter computation time for
particular targets than other algorithms.
The gradient boosting decision tree (GBDT) [19, 25] is an
ensemble algorithm that uses decision trees. Like other
ensemble algorithms, it is built incrementally where each
successive estimator reduces the previous model’s error. It
takes longer to build a model than random forests because
each tree has to be built based on the results of a prebuilt tree.
The comparison of the performance of these machinelearning algorithms in our study is described in Section 5.
3.4.3. Smoothing. Figure 7 shows an example of an activity
classiﬁcation result, called a daily report in this paper. This
ﬁgure shows the result of displaying a resident’s recognized
activities for every second in a time-series order. From this
result, we identiﬁed many misclassiﬁcations, which were
caused by the inﬂuences of the multipaths and/or conﬂicts
of BLE signals and the problem of the diﬀerent height of
the installation position of the scanners. In this way, even
with machine learning, the inﬂuence of many unstable
signals remains. Therefore, to accurately recognize the activity of residents, we need to reduce the inﬂuences of unstable
signals even after machine learning. In this paper, we propose
the following two smoothing methods: (1) by most frequent
value (MFV) and (2) by machine learning.
First, we describe smoothing by the most frequent value
(MFV). Figure 8 shows an example of smoothing by the most
frequent value (time window is set as odd seconds). We ﬁrst
set a time window and use a range that performs smoothing
from the classiﬁcation result. If the time window is set as odd
seconds, we need to give the margin of (time window/2) in
the front and rear of the smoothing range. At this time, the
decimal point is suppressed. If the time window is set as even
seconds, we need to give a margin of {(time window/2)−1} in
front of the smoothing range and a margin of (time window/
2) in its rear. If the time window is an even number, the way
of giving the margin may be reversed. This margin is necessary for counting the most frequent value in the start and
end points of the smoothing range, as shown in Figure 8.
Even though the data within this margin cannot be displayed
on the daily reports, it is not a problem because at most about
several tens of seconds of observation data are aﬀected for
one day.
Then, we count the most frequent value of the area numbers within the time window. The most frequent value is
decided as the classiﬁcation activity within the time window.
Then, we replace the part surrounded by the red squares in
Figure 8, which is the middle part of the time window, with
the identiﬁed classiﬁcation activity. If there are two or more
most frequent values at this time, we determine the classiﬁcation activity within the time window based on high-priority
activity that is set in advance. We deﬁned high-priority activity as activities that we want to reliably recognize in the daily
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Classiﬁcation result
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Orientation
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Figure 7: Example of activity classiﬁcation result (daily report).

reports, especially the toilet and the bath that contain critical
information. To prioritize activities other than toilet and
bath, we also decided them comprehensively based on information on the staying time in each area of the residents and
advice from the nursing home’s owner. We did smoothing
while sliding the time window one by one from the start to
the end point of the smoothing range.
Second, we describe smoothing by machine learning.
This method smoothens by machine learning using the
classiﬁcation pattern (i.e., the part surrounded by the blue
dashed line in Figure 8, e.g., “11514,” and “15145”) of the
activities within the time window as a feature quantity. At
this time, the groundtruth data uses the actual activity of a
resident. We used three of the four machine-learning
algorithms (excluding SVM) described in Section 3.4.2 for
creating classiﬁcation models. For a real system, since tuning
based on each nursing home is required, we believe that
SVM, which requires learning time, is undesirable in the
smoothing process. In this method, in the same smoothing
procedure as a smoothing method based on the most
frequent value, smoothing is performed using constructed
classiﬁcation models.
A comparison of two kinds of smoothing methods (four
patterns) is described in Section 5.

4. Experiment
In this section, we describe our experiment using the proposed system in an actual nursing home. First, we outline
our experiment and explain its environment. Finally, we
explain the evaluation method.
4.1. Outline of Experiment. To show the eﬀectiveness of our
proposed system, we conducted an experiment at Ikoi-no-ie
26 and collected data for ﬁve days from four participants
(2 males and 2 females). Three of the four participants
are residents, and the other is a carer. The data acquired
from the carer were used only as training data. As shown
in Figure 9, the participants wore our developed BLE beacon
on their waist, as this did not obstruct their rehabilitation
or recreation activities. The participants then went about
their normal day. The data of each participant were collected by the ﬂow described in Section 3.3. Our experiment
has the following three purposes: (1) determination of
eﬀective machine-learning algorithm, (2) determination of
eﬀective smoothing method, and (3) selection of appropriate
time window.
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Figure 8: Example of smoothing by most frequent value (time window is set as odd seconds).

BLE beacon

Figure 9: BLE beacon attached to waist.

4.2. Environment. Ikoi-no-ie 26 is an actual nursing home
that has a 250 m2 ﬂoor. Figure 10 shows its interior view,
and Figure 11 shows its ﬂoor plan. In the experiment, we
divided the ﬂoor into these six target areas: toilet, bath,
rehabilitation, resting, recreation, and living. We determined them based on discussion with Ikoi-no-ie 26’s
owner. The toilet and bath areas are closed spaces behind
sliding doors, and other areas are open spaces. In the
experiment, we tracked the four participants by installing

nine scanners at the positions indicated by red circles
(Figure 11). A server collected data from scanners and
automatically generated activity reports for each participant. Carers can read the daily reports on their tablet or
PC. We also installed two cameras to acquire groundtruth
data (Figure 11).
4.3. Evaluation Method. We conducted the following four
kinds of evaluations and explain their detailed results in
Section 5.
(a) Comparison of Machine-Learning Algorithms for
Classiﬁcation. We evaluated the classiﬁcation performance of four kinds of machine-learning algorithms
to determine the most eﬀective one. We evaluated
the classiﬁcation performance of the machinelearning algorithms by comparing the recognition
accuracy of each activity using leave-one-personout cross-validation. The important factors in determining an eﬀective machine-learning algorithm for
classiﬁcation are not only high activity recognition
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Figure 10: Interior view of Ikoi-no-ie 26.

accuracy but also whether the toilet and bath activities (whose recognition we prioritized in the daily
reports) are accurately recognized. Thus, we did
not determine an eﬀective machine-learning algorithm for classiﬁcation by only average recognition
accuracy; instead, we comprehensively determined
it by investigating the recognition accuracy of each
activity.
(b) Comparison of Smoothing Methods. We evaluated the
performance of two kinds of smoothing methods and
determined the most eﬀective one by adapting the
smoothing methods (four patterns) to the machinelearning algorithm for the classiﬁcation determined
in evaluation (a). After discussions with Ikoi-no-ie
26’s owner, we determined the priority of each activity with machine learning for smoothing as follows:
(1) toilet, (2) bath, (3) rehabilitation, (4) resting, (5)
recreation, and (6) living.
(c) Comparison of Time Windows. We investigated the
eﬀect of applying diﬀerent time windows to the
combination pattern determined by evaluations
(a) and (b) to select an appropriate time window
and determined a ﬁnal combination pattern from
the result.
(d) Evaluation of Generated Daily Reports. Finally, we
evaluated the eﬀectiveness of the proposed system
by comparing the daily reports generated by the
groundtruth data and the ﬁnal combination pattern determined by evaluations (a), (b), and (c).
In this evaluation, we showed that the proposed
system can incorporate new residents without
data collection.

5. Result
5.1. Comparison Result of Machine Learning Algorithms for
Classiﬁcation. First, we evaluated the performance of the
machine-learning algorithms for classiﬁcation by comparing
the recognition accuracy of each activity using leave-oneperson-out cross-validation. Figure 12 compares the results
of the machine-learning algorithms for classiﬁcation. The
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horizontal axis shows each activity and the weighted average,
and the vertical axis shows the F-measure.
As shown in Figure 12, for the weighted average, all algorithms show a relatively high F-measure over 0.65. SVM, RF,
and GBDT keep relatively stable F-measures for all activities.
By contrast, LR shows an overall lower F-measure than the
above algorithms. In particular, the F-measure for recreation
and living activities, which have low priority, is relatively
high, but the F-measure for toilet and bath activities, which
have high priority, is very low. In addition, the F-measure
for rehabilitation and resting activities, which have medium
priority, is also very low. From these reasons, we excluded
LR with low F-measure in this evaluation. Hence, we
determined SVM, RF, and GBDT as eﬀective algorithms for
classiﬁcation in this study.
Figure 13 shows the daily reports (classiﬁcation results)
generated by the determined algorithms (before adapting
the smoothing methods). Many misclassiﬁcations remain
in each daily report that was generated by the selected
algorithms. Therefore, we have to reduce them. We believe
that daily reports with higher accuracy can be generated
by reducing these misclassiﬁcations. Thus, we clariﬁed
which smoothing methods are eﬀective by applying two
kinds of smoothing methods to the determined algorithms
in the next subsection.
5.2. Comparison Result of Smoothing Methods. We determined the most eﬀective smoothing method by adapting
the smoothing methods (four patterns) to the machinelearning algorithms for the classiﬁcation determined in
Section 5.1. Table 1 shows the comparison result of the
smoothing methods (time window = 20 sec). The top row
shows the machine-learning algorithms for the classiﬁcation
determined in Section 5.1, and the second row shows the
machine-learning algorithms for smoothing. Note that CR
shows the classiﬁcation result before adapting the smoothing
methods. Also, the numbers in Table 1 show the F-measure.
In this evaluation, we used a value of time window = 20
seconds for all the smoothing methods to conﬁrm the eﬀect
of each method.
After adapting the smoothing methods, we found that
the F-measure became quite high for all the combination
patterns except CR. Therefore, applying smoothing methods
is eﬀective. However, when applying machine learning to
smoothing, unrecognizable activities occurred. Smoothing
by LR cannot recognize (i.e., F − measure = 0) the toilet,
rehabilitation, and resting activities, regardless of which
machine-learning algorithms we had used for the classiﬁcation determined. Smoothing by RF or GBDT cannot
recognize resting activities. In the daily reports that require
detailed information, unrecognized activities obviously cause
problems. Thus, machine learning for smoothing is not
very eﬀective.
On the other hand, smoothing by the most frequent value
(MFV) tends to have a higher F-measure for activities other
than resting compared with CR, regardless of the machinelearning algorithms for the classiﬁcation determined in
Section 5.1. The F-measure on resting activities tends to be
lower than CR, but this does not mean that this activity
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Figure 11: Floor plan of Ikoi-no-ie 26.
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Figure 12: Comparison result of machine learning algorithms
for classiﬁcation.

cannot be recognized. Thus, since smoothing by MFV is more
eﬀective than smoothing by machine learning, we focus on it.
We compared the combination patterns of RF-MFV,
GBDT-MFV, and SVM-MFV. SVM-MFV has a lower
F-measure in toilet and bath activities, which have higher
priority than other combination patterns. In addition, this
combination has a lower F-measure for the weighted average
than the other combinations. By contrast, RF-MFV and
GBDT-MFV have higher F-measures on toilet and bath
activities than SVM-MFV. In daily reports, accurately recognizing information on toilet and bath activities is critical.
Hence, in this evaluation, we determined that the combination patterns of RF-MFV and GBDT-MFV have high recognition accuracy of those activities and are the most eﬀective
combination patterns among 12 combination patterns.
5.3. Comparison Result of Time Windows. Next, we investigated the eﬀect of applying diﬀerent time windows to

10:30 11:00 11:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00
Groundtruth

10:30 11:00 11:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00
Toilet
Living
Resting

Bath
Recreation
Rehabilitation

Figure 13: Daily reports generated by determined algorithms
(before adapting smoothing methods).

combination patterns determined by Section 5.2 to select
an appropriate time window. Figure 14 shows a comparison result of time windows with this combination pattern:
RF-MFV, and Figure 15 shows a comparison result of time
windows with this combination pattern: GBDT-MFV. The
horizontal axis shows the time window, and the vertical axis
shows the F-measure. In this evaluation, we investigated the
eﬀect of using diﬀerent time windows of 0 to 120 seconds
(13 patterns).
As shown in Figures 14 and 15, we found no signiﬁcant
improvement in the F-measure of each activity even if any
time window was used. In such a case, we need to select an
appropriate time window based on priority. The most important factor when determining the appropriate time window is
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Table 1: Comparison result of smoothing methods (time window = 20 sec).
CR

MFV

RF
RF

GBDT

LR

CR

MFV

GBDT
RF GBDT

0.483
0.630
0.355
0.490
0.535
0.793

0.764
0.896
0.494
0.301
0.636
0.865

0.643
0.872
0.549
0
0.606
0.765

0.725
0.889
0.616
0
0.628
0.764

0
0.507
0
0
0.542
0.867

0.501
0.723
0.416
0.480
0.548
0.783

0.767
0.896
0.519
0.297
0.647
0.862

0.671
0.893
0.572
0
0.593
0.744

Weighted average 0.700 0.791 0.716

0.725

0.722 0.710 0.793 0.701
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Figure 14: Comparison result of time windows (RF-MFV).
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Figure 15: Comparison result of time windows (GBDT-MFV).

that the F-measure is high on the toilet and bath activities
that have high priority. Based on such a policy, from
Figures 14 and 15, we decided the time window of each
combination pattern as follows. The time window is 60
seconds for RF-MFV and 50 seconds for the GBDT-MFV.
In this evaluation, we determined these patterns as ﬁnal
combination patterns among 156 combination patterns.

LR

CR

MFV

SVM
RF GBDT

0.743
0.903
0.638
0
0.616
0.758

0
0.593
0
0
0.527
0.863

0.497
0.755
0.408
0.380
0.553
0.797

0.648
0.885
0.421
0.105
0.611
0.869

0.633
0.874
0.554
0
0.557
0.721

0.688
0.882
0.604
0
0.593
0.755

0
0.748
0
0
0.529
0.867

0.720

0.720 0.714 0.782 0.675

0.709

0.731

LR

5.4. Evaluation Result of Generated Daily Report. We evaluated the eﬀectiveness of our proposed system by comparing
the daily reports generated by the groundtruth data and by
the ﬁnal combination patterns determined by Section 5.3.
Figure 16 shows the daily reports generated by the ﬁnal
combination patterns. The upper graph shows a daily report
generated by RF-MFV (time window = 60 sec). The middle
graph shows a daily report generated by GBDT-MFV (time
window = 50 sec). The lower graph shows a daily report
generated by the groundtruth data.
From Figure 16, we conﬁrmed that the proposed system
can accurately generate daily reports to some extent using
RF-MFV (time window = 60 sec) and GBDT-MFV (time w
indow = 50 sec). RF-MFV (time window = 60 sec) can
basically output toilet, living, and recreation activities. We
also found that GBDT-MFV (time window = 50 sec) can
exactly output toilet, bath, and recreation activities to some
extent. However, we still see far too many misclassiﬁcations
from the result in Figure 16. Such misclassiﬁcations are not
serious because we can relatively accurately grasp a participant’s activity for a single day. Hence, we conclude that the
ﬁnal combination patterns are suﬃciently eﬀective based on
these results.
Finally, Table 2 shows the evaluation result for the three
participants who are Ikoi-no-ie 26 residents. For the
weighted average, the proposed system has high scores that
exceed approximately 0.80 in each precision, recall, and
F-measure index. Participants A and C have especially high
scores for each index. Also, participant B has the high score
for each index, although it is somewhat lower than the scores
of participants A and C. We achieved these results by evaluating the proposed system with leave-one-person-out crossvalidation. In other words, this result means that the
proposed system can incorporate new residents without data
collection. Hence, it satisﬁes requirement 5 that we discussed
in Section 2.3. This result also shows that the proposed
system can accurately track the activity of multiparticipants.
It also satisﬁes requirement 1 in Section 2.3. Hence, our
proposed system suﬃciently achieved the research goals of
this study.

6. Discussion
In the evaluations in Section 5, we determined RF-MFV
(time window = 60 sec) and GBDT-MFV (time window =
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Figure 16: Daily reports generated by ﬁnal combination patterns.

50 sec) as the most eﬀective among 156 combination patterns. We found that the daily reports generated by these
eﬀective combination patterns are accurately output to some
extent. The same result was obtained for other residents.
These results mean that the proposed system simultaneously
monitored the activity of multiresidents and automatically
generated daily reports corresponding to each resident. Thus,
our proposed system suﬃciently achieved our research goals.
Also, this system suﬃciently satisﬁed all the requirements
described in Section 2.3 from the system design and evaluation results. In this section, we discuss the usability and
scalability of our proposed system to derive a clearer conclusion in this paper.
6.1. Usability. First, we discuss the usability of the proposed
system. To investigate its usability, we discussed it with the
owner of Ikoi-no-ie 26 and interviewed the experiment’s participants about the mobility of our BLE beacon. We obtained
the following results from the owner and participants:
(i) The proposed system was an adequate prototype for
Ikoi-no-ie 26, since the activities of each resident
and new resident were visualized without any
manual work by carers. It satisﬁes requirements 1
and 5 in Section 2.3.
(ii) The developed BLE beacon used in the proposed
system was light enough for seniors to carry. It
satisﬁes requirement 2 in Section 2.3.
(iii) The proposed system raises no privacy concerns
since it does not use cameras or microphones. It
satisﬁes requirement 3 in Section 2.3.
(iv) The proposed system is easy to introduce even in
a small nursing home, since it is compact and inexpensive. It satisﬁes requirements 4 in Section 2.3.
The above results satisfy all requirements in Section 2.3
and demonstrate that our proposed system is suﬃciently

helpful for the nursing duties/tasks of carers in nursing
homes. Furthermore, it places a small burden on users and
low privacy concerns for residents. Hence, since it is very
easy-to-use for both carers and residents, it has high usability.
6.2. Flexibility. Next, we discuss the ﬂexibility of our proposed system. Especially, we believe the ﬂexibility of our
developed BLE beacon is very high. Since our BLE beacon
has an accelerometer with a 3-axis accelerometer, a gyroscope, and a geomagnetic sensor, we can obtain various
useful information, for example, detailed activities and the
number of steps by analyzing the obtained data of each
sensor. We believe that utilizing our BLE beacon will be used
for rehabilitation support in the future in aging societies.
Here, we list three examples that show the ﬂexibility of our
BLE beacons:
(i) The developed BLE beacon has a classiﬁer that
recognizes the following activities: “sit,” “stand,”
and “walk.” It can recognize the kind of activities
performed by nursing home residents. More detailed
daily reports might be generated by utilizing the
results of these activity recognitions [2, 9, 10].
(ii) The developed BLE beacon can measure the number
of steps of each resident by analyzing the obtained
acceleration data. Perhaps the physical activity of
each resident can be grasped by measuring these
steps. The physical activity recognition of residents
is also important for the daily reports, since the ratio
of a day’s activity is the key information to obtain the
states of their health.
(iii) The developed BLE beacon has a 3-axis accelerometer, a gyroscope, and a geomagnetic sensor.
Therefore, perhaps the type of rehabilitation can
be recognized by integrating and analyzing these
sensor data. If our BLE beacon can recognize the
type of rehabilitation, the completeness of the
daily reports will be further improved.
Hence, we conclude that our proposed system has
high ﬂexibility.

7. Literature Review
There are many studies related to our proposed system. In
this section, we discuss them in the following three subsections: (1) location estimation technique, (2) activity
recognition technique, and (3) activity report generation
in health care.
7.1. Location Estimation Technique. Location estimation
techniques have been proposed based on several kinds
of techniques, including Wi-Fi signals [26], BLE signals
[3, 4, 27], magnetic ﬁelds [28], infrared [29], and ultrasounds [30]. For example, camera-based systems are one of
the most famous techniques [31, 32]. However, they are not
suitable for our target environment because they cannot
distinguish people unless their face is captured clearly. If we
set several cameras in the corners of the center room, the

Journal of Sensors

13
Table 2: Evaluation result for participants.

Participant

Precision

RF-MFV (TW = 60 sec)
Recall
F measure

Precision

GBDT-MFV (TW = 50 sec)
Recall
F measure

A
B
C

0.840
0.787
0.890

0.816
0.775
0.879

0.791
0.751
0.875

0.843
0.785
0.887

0.821
0.769
0.867

0.798
0.742
0.868

Weighted average

0.842

0.826

0.809

0.842

0.822

0.806

person’s face captured by the camera is too small to be recognized. If we set so many cameras, costs are increased, and
personal privacy is violated as camera accuracy increases.
Thus, they are unsuitable for our target environment.
Location estimation techniques based on passive RFID
systems have also been proposed [33–37]. These techniques
mainly estimate location using a probabilistic model called
a sensor model or the directivity formed by the combination
of a reader antenna and an RFID tag. However, since they
require at least a reader antenna or a special device to receive
radio waves from passive RFID tags, we cannot use them in
our target environment because they increase the burden
on residents. In addition, these studies did not simultaneously estimate the locations of multiple people or objects.
Location estimation techniques based on Wi-Fi and/or
BLE signals have also been proposed [38–42]. These techniques achieved comparatively high localization accuracy
by estimating location based on triangulation, ﬁngerprints,
signal strength (SS), time diﬀerence of arrival (TDOA), time
of arrival (TOA), and angle of arrival (AOA). However, they
require such devices as smartphones to receive Wi-Fi and/or
BLE signals. Therefore, the burden on residents is increased.
So, we cannot use them in our target environment.
7.2. Activity Recognition Technique. Some studies focus
on activity recognition [17, 43, 44]. Activity recognition
techniques that use wearable accelerometers have already
achieved accuracies exceeding 90% for such simple activities
as walking, sitting, running, and sleeping [45]. Lee and Mase
[46] proposed a technique to estimate “walk,” “run,” and “sit”
with an accelerometer and a gyroscope attached to users. The
technique of Bao and Intille [47] used ﬁve wearable accelerometers and recognized 20 activities, such as watching TV,
cleaning, and working. Ueda et al. [48] introduced an activity
recognition system in a smart home utilizing an ultrasonic
sensor-based indoor positioning system and power meters
attached to each home appliance.
To utilize the above techniques, residents have to carry a
smartphone or several wearable devices. However, they dislike carrying them, as we described in “location estimation
technique.” Moreover, most collect acceleration data with
smartphones and conduct machine learning using highperformance computers. Thus, these techniques are not
suitable for our target environment.
7.3. Activity Report Generation in Health Care. Other studies
addressed activity report generation in health care [49–51].
Inoue et al. [12] investigated the activity recognition of
nurses in hospitals and estimated their activities with

accelerometers by mobile devices carried by nurses and
Bayesian estimation. They report that one of the most
time-consuming duties is the documentation required for
nursing reports. Documentation in both hospitals and
nursing homes is a bottleneck that must be removed
before service quality can be improved. However, these
studies assume that users always carry mobile devices such
as smartphones. Furthermore, since these studies cannot
respond to new residents, they are unsuitable for our
target environment.

8. Conclusion
We proposed an automatic daily report generation system
that monitors the activity of residents in nursing homes.
The proposed system estimates the current area of multiple
residents utilizing machine learning with the RSSI values of
BLE signals as a feature quantity and recognizes the activity
of each resident from the estimated area information. The
information of the recognized activity of each resident is
stored in the server with timestamps. The system automatically generates daily reports corresponding to each resident
based on them. To show the eﬀectiveness of our proposed
system, we conducted an experiment at an actual nursing
home. The following are our primary ﬁndings:
(i) The RF-MFV (time window = 60 sec) and GBDTMFV (time window = 50 sec) combination patterns
are the most eﬀective among 156 combination
patterns.
(ii) The proposed system can accurately generate daily
reports that correspond to each resident to some
extent using the above combination patterns.
(iii) The proposed system can accurately track the
activities of multiple participants.
(iv) The proposed system can incorporate new residents
without data collection.
(v) The proposed system has high usability and high
ﬂexibility based on the discussion in Section 6.
Since our proposed system satisfactorily achieved our
research goals, we conclude that it can suﬃciently assist the
daily work of carers in nursing homes. On the other hand,
the problem of obtaining information (especially food and
information about vital signs) that we cannot obtain in our
proposed system is critical. Future work will develop a system
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that easily obtains such information and encourages input
at precise timing to terminals possessed by carers when
residents and carers enter an area where the above information must be input.
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Industry 4.0 is leading the Fourth Industrial Revolution transforming traditional factories into smart factories governed by the
Internet of Things (IoT). In order to assist smart factory employees, this paper introduces OperaBLE, a Bluetooth Low Energy
(BLE) wearable proposal which is aimed at enhancing working conditions and eﬃciency in Industry 4.0 scenarios. We have
developed two innovative algorithms for OperaBLE focused on power awareness as the key-enabling attribute towards success:
Low-Frequency Movement Characterisation Algorithm (LoMoCA) and Adaptive Heart Rate Algorithm (AHRA). Novel
experiments have been carried out using OperaBLE to determine its operability, reliability, and lifespan. Results obtained during
experimentation demonstrate how OperaBLE empowers human-machine collaboration embedding workers in closed-loop
performance and ensuring nonharmful working conditions by means of power-aware algorithms. OperaBLE is due to bring
digitalisation into smart factories, playing an essential role in the emerging wearable revolution to arise in the following years
towards smart production systems.

1. Introduction
The Fourth Industrial Revolution has arisen to transform the
current industry model and to introduce digitalisation into
traditional factories improving production rates and promoting collaboration. This emerging revolution is the widely
known Industry 4.0 [1]. The 4.0 attribute focuses on the
Internet of Things (IoT) [2] applied to industrial systems in
order to interconnect objects, machines, and humans in
smart factories. Collaborative tasks are encouraged by means
of increasing production rates and minimising costs. This is
achieved by introducing cyberphysical systems (CPS) [3],
perceived as the embeddedness of sensors to collect data
and perform cognitive algorithms through the Internet.
Sustainability is one of the greatest concerns for this emergent paradigm. In a few years, factories will be immersed into
IoT ecosystems composed of heterogeneous networks, which
is the reason why power-aware alternatives are mandatory to

avoid an additional energy waste. Not only environmental
but also social sustainability is encouraged to face the greatest
challenges of Industry 4.0. New CPS are due to be transformed
into human-centric architectures focused on employees which
ensure security, wellness, and comfort towards optimal working conditions and production rates.
The recent proliferation of the wearable market is a key
indicator of global success based on the embeddedness of
sensors and actuators to enable the development of smarter
devices. On one hand, technologies such as Bluetooth Low
Energy (BLE) have taken the lead in terms of IoT standardization due to the necessity of greener and more ﬂexible alternatives. Particularly, BLE is leading an emergent industrial
transformation due to the recent adoption of BLE-mesh
topology, where broadcast capability will play an important
role. On the other hand, accelerometers are setting the beginning of a new IoT revolution enabling gesture-based systems
to enable a better interaction between humans and machines.
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These devices generate huge amounts of data which are due
to be processed and ﬁltered to extract speciﬁc information,
which is a global challenge widely known as big data.
OperaBLE is introduced in this paper in order to face the
major challenges of Industry 4.0. This BLE-based prototype
of work band is intended to bring digitalisation into smart
factories and to enhance working conditions by immersing
employees into CPS, taking into account human care services
for workers.
It consists of a modular wearable that improves security
in industrial environments, being able to predict harmful situations or even working accidents. This low-power wearable
will impact positively on the industrial paradigm due to its
wide range of novel applications for the Industrial Internet
of Things (IIoT). Being focused on movement characterisation techniques and heart rate measurements, OperaBLE
uses learning skills to track operators in order to improve
the industry value chain from a power-aware perspective.
The novelty of this paper lies on the introduction of adaptive algorithms speciﬁcally developed for OperaBLE, which
play an essential role in its applicability to the incoming
industrial paradigm. In addition, the experiments carried
out during this investigation permitted a technical evaluation
of OperaBLE according to user performance, success rates,
and energy consumption with promising results. The rest of
this paper is organized as follows: Section 2 highlights related
works. Section 3 describes OperaBLE, focusing on hardware
in Section 3.1 and detailing the algorithms developed in Sections 3.2 (LoMoCA) and 3.3 (AHRA). Section 4 introduces
the experiments carried out and discusses the results. Eventually, Section 5 oﬀers the remarkable conclusions of this
research and proposes future works.

2. Related Works
Accelerometer-based wearables are specially used to keep a
track of information about personal activities and their
energy consumption. The number of commercial wearables
(usually wristbands identiﬁed as smart bands) has increased
in last years. Regarding academic and research works, they
can be classiﬁed in diﬀerent topics: medical and rehabilitation, movement recognition, older adults, sports, positioning,
and work.
Concerning medical aspects, a complete system to
avoid the hospital acquired infection is proposed in [4],
using sensors and wristbands equipped with accelerometers. In a similar way, other smart bands are proposed
for muscular movement recognition and physiological signals [5], for Parkinson’s disease detection [6] and for helping patients with obstructive sleep apnea [7]. Additionally,
accelerometer-based devices are widely used for rehabilitation applications [8].
Gesture and movement recognition is a wide research
ﬁeld concerning devices based on accelerometers. This recognition can be performed by wearables [9] or even by
smartphones [10]. It uses accelerometers to assist older
adults; in [11], authors present an accelerometer for movement monitoring; in [12], a method based on accelerometers
for identiﬁcation of declining balance is proposed; ﬁnally,
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Table 1: Principal attributes of OperaBLE.
Attributes

Description

Zero fails

Highly reliable algorithms

Sustainability

Power-aware adaptive algorithms

Cooperation

Tap-based human-machine interaction

Standardization

BLE connectivity

Human in the loop

Feedback on worker performance

Health

Human well-being measurements

Intelligence

Movement characterisation

Nearable

Indoor proximity detection

Collaboration

Plug-and-play solution for BLE mesh

Productivity

Supervision for enhancing productivity

accelerometers are used to detect some predeﬁned movements (stand-to-sit and sit-to-stand) in young and old
adults [13]. Furthermore, in [14], the authors design and
implement an embedded system to estimate the pedestrian
walking position.
Finally, regarding the use of accelerometers at workplaces, most of articles are focused on the construction sector
to enhance security at work. In [15], commercial accelerometers are used to measure the trunk ﬂexion and lateral bending angle in laboratory conditions; this experiment is
repeated in a real construction environment in [16]. Both
studies are focused on the analysis of the data collected using
commercial accelerometers. In [17], an approach based on
supervised motion tensor decomposing for construction
workers is presented. In [18], authors use the integrated sensor of mobile phones for activity recognition of construction
workers. However, other studies are focused on diﬀerent
workers; for example, in [19], authors explore the utility of
accelerometers for determining sitting time in oﬃce workers.
Despite the fact that the use of accelerometers has been evaluated for diﬀerent professionals, it has not been taken into
account for industrial environments to the date, where it
could highly contribute to the new Industry 4.0.

3. OperaBLE: The Proposed Wearable
This investigation introduces a wearable intended to satisfy
IoT requirements in smart factories. The main attributes
of the wearable prototype, OperaBLE, are listed in Table 1.
It is an autonomous device able to learn behavioural patterns from individuals and, thus, enhance their working
conditions. Although a speciﬁc hardware is proposed in
this work to implement an evaluable wearable, the major
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(a) Exterior design: OperaBLE with pulse sensor

(b) Interior design: OperaBLE with accelerometer

Figure 1: OperaBLE, prototype used for experimentation.

contributions of OperaBLE lie in its functionality and,
thus, in the proposed algorithms.
For the development of OperaBLE, diﬀerent hierarchies
have been established, being the ﬁrst one its reliability for
Industry 4.0 applications and the second its sustainable
operation. Thus, a right functionality is prioritized over
energy eﬃciency in case of conﬂict. The key challenge
behind OperaBLE is to enable the implementation of its
functionality with a high degree of reliability in any lightweight IoT device. This promises to save as much energy
as possible due to the reduced microcontroller operating frequency that characterises most tiny IoT devices, which is
complimented with the appropriate management of sensors
and communication modules.
A technical description of the hardware used to implement the functionality of OperaBLE is provided in Section
3.1. The development of a low-frequency movement characterisation algorithm called LoMoCA, a remarkable contribution of this paper, is addressed in Section 3.2. Moreover, a
sustainable algorithm able to adapt the heart rate sampling
frequency to each worker, AHRA, is introduced in Section
3.3. Again, the major achievements of this paper are based
on the power-aware approach used to develop the mentioned
algorithms, which enable the functionality proposed to be
run by in lightweight IoT devices typically operating with
reduced microcontroller frequencies.
3.1. Hardware Components. This section describes the
hardware used to develop the OperaBLE prototype. The
core system is the controller board which has an integrated
BLE radio module used to transmit data. The device used is
LightBlue Bean [20], a low-frequency board that includes
I2C and SPI interfaces combined with multiple I/O pins.
Regarding integrated sensors, it integrates a temperature sensor and a three-axis accelerometer. Finally, a low-frequency
microcontroller, working at 8 MHz, is responsible for managing all parts.
Despite having a three-axis accelerometer integrated in
the microcontroller platform, we have assembled an inertial
measurement unit (IMU). We included this new board
because it has ten degrees of freedom: three-axis accelerometer, three-axis gyroscopes, three-axis magnetometer, and a
pressure sensor. Although in this paper we use only the accelerometer and the gyroscope, it enables the use of extra

sensors that can be used for further investigation. In addition,
a pulse sensor has been included in our prototype to measure
the heart rate of operators and to identify harmful situations
for them. Eventually, as envelope for the prototype, we have
designed a housing using 3D-printing techniques, modelled
with the shape shown in Figures 1(a) and 1(b).
One of the main attributes of OperaBLE prototype is
its modularity, which is the reason why functionalities to
be developed should be tested under diﬀerent conditions.
Our case studio was carried out using two diﬀerent OperaBLE designs (see Figure 1) for testing individually the two
algorithms developed. Considering these characteristics,
OperaBLE is a combination of low-frequency and low-cost
prototyping board for developing algorithms based on adaptability, low power operation, and sampling frequency.
3.2. Movement Characterisation. This section describes in
detail the algorithmic development that permits OperaBLEcharacterised movements. In the ﬁrst place, it is necessary
to underline that movement recognition based on accelerometers is not a trivial task, since they provide raw acceleration data that has to be properly ﬁltered and interpreted.
For instance, a high diﬃculty is noticed while separating
accurately the body movements and gestures from gravity,
for which data sensed by accelerometers is expected to be
processed by demanding algorithms that require exhaustive
processing and analytics.
As mentioned previously, one of the key achievements of
this investigation is a system development for movement recognition using a sampling frequency around 10 Hz, which is
up to ten times lower than the one used in novel studies. This
fact provides great advantages towards a more eﬃcient battery usage, being highlighted in the following lines the most
remarkable contributions:
(1) The movement characterisation algorithm can be
implemented in a wide range of devices, including
those governed by low-frequency microcontrollers which are less energy-demanding than highfrequency computational platforms [21]. Thus, the
minimisation of resources required by this algorithm to process raw acceleration data and identify
speciﬁc body movements enables its implementation
in lightweight and cost-eﬀective devices, contributing
towards a more sustainable use of resources.
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(2) The algorithm itself, apart from being able to
achieve a successful characterisation with a low
number of samples per movement, requires as a
result a low measurement duty cycle. Downsampling
is not an essential energy-saving source of OperaBLE but contributes to the minimisation of energy
consumed by accelerometers through the reduction
of data acquired.
(3) The use of BLE technology to perform communication enables the optimisation of energy consumed
by the communication module as well. A fundamental idea behind the movement characterisation algorithm is that, while data being acquired is not of
interest for OperaBLE (which preprocesses raw acceleration data), no information is transmitted to the
processing stage. What BLE enables is the possibility
to perform sleeping periods between data transmissions with negligible consumption and, as a result of
this preprocessing proposed, the amount of data being
encapsulated and sent via BLE is greatly reduced.

Although the reduction of either sensor duty cycle or
BLE transmissions enhances the energy eﬃciency of the
device, again, the most remarkable contribution to battery
saving is provided by the reduced microcontroller frequency
demanded by the algorithm. To satisfy the reliability challenge with this low-frequency restriction, we propose to
increase the number of diﬀerent data sources to be analysed.
Considering that accelerometers provide data in each space
direction, the addition of gyroscopes provides a total of 6
degrees of freedom (DOF). Therefore, we obtain more data
to enhance the reliability of the system while low power
consumption can be noticed thanks to a low-frequency
microcontroller operation required by devices where this
algorithm is expected to be implemented.
3.2.1. LoMoCA: Low-Frequency Movement Characterisation
Algorithm. This section expands the procedures performed
by our algorithm, LoMoCA (see the ﬂow diagram shown in
Figure 2 including representative stages). The algorithm of
OperaBLE is divided into two parts, diﬀerentiated as implementation in a wearable device (preprocessing) and in a nonwearable device (processing).
Regarding the wearable device, we have developed an
optimised code to save battery that maintains the device in
sleep mode while no signiﬁcant movement is noticed as can
be seen in Figure 2(1). By the time OperaBLE identiﬁes the
beginning of a new movement, the subroutine acquires data
from the accelerometer and gyroscope integrated in the
IMU and stores them in the device until the end of the movement. This movement start event is triggered by a threshold,
comparing constantly the current and the previous sample to
verify if a diﬀerence greater than 1 m/s2 (acceleration) or
1 rad/s (angular velocity) takes place. To determine the end
of each movement, the device enters on standby mode while
waiting for a signiﬁcant acceleration or angular velocity during a second. If no movement is perceived during this second,
the data collection procedure is considered to be ﬁnished.

As stated previously, the acquisition of movement data
continues until the previous condition stops being satisﬁed.
Then, the device has two data sources which are checked:
accelerometer data (3 DOF) or accelerometer and gyroscope
data (6 DOF). The use of 6 DOF considers both angular
velocity and acceleration data, which are encoded and sent
to the nonwearable device when relevant, see Figure 2(2).
The processing in nonwearable device begins with the
data reception event. By the time the analysis stage in
Figure 2(3) starts, OperaBLE checks the mode of operation
selected in advance. After that, data are decoded properly to
proceed to the movement recognition stage. LoMoCA uses
a method to recognise movements based on patterns.
Thanks to its ﬂexibility, it allows the introduction of new
patterns depending on the kind of industry or task that
the operator performs. In the ﬁrst stage, the program
checks all patterns stored in a nonwearable device to take
into account all of them and compare them with the movement. If the user needed to store a new movement, OperaBLE would be prepared to store it without requiring a reset
since the movement recognition procedure also considers
patterns recently stored.
At this point, the next analysis procedure is conducted
once for each axis and, thus, for each pattern. The most
crucial stage is the so-called normalisation of movements
(identiﬁed in Figure 2(4)). For this, it is necessary to refer
the dynamic time warping (DTW) algorithm, since LoMoCA
is based on it to evaluate similarity between each pattern and
the movement executed. This recursive algorithm was introduced in [22] with the aim of improving existing speech recognition procedures. It is widely used nowadays and is based
on the principle of comparing two time series instead of
comparing two data sets according to their Euclidean distance (sample by sample). DTW calculates the so-called
distance matrix [23], which considers either the comparison of a pair of samples belonging to a time series as well
as the adjacent values in order to reach the smallest path
and, consequently, the most eﬀective alignment of two time
series. The library used during the experiments for applying
the DTW algorithm can be accessed in [24]. However, since
we noticed that the accuracy of DTW was not enough to
achieve a proper movement characterisation with lowfrequency sampling, we developed a proprietary algorithm
based on DTW, where several issues noticed during the
investigation were solved.
In order to carry out the normalisation procedure, axes of
patterns are classiﬁed in advance. This classiﬁcation determines which axes are relevant or not in the movement, and
then, normalisation plays an important role since DTW is
not useful to compare sequences with diﬀerent amplitudes.
Regarding normalisation, for each axis, if the amplitude of
acceleration or angular velocity is higher than 4 m/s2 or
4 rad/s, respectively, this axis is normalised using the maximum absolute value in the entire sample. Once this procedure
is performed for every axis received, the algorithm compares
the concordance between pattern and the normalised movement. Firstly, if the normalisation of the pattern and the movement does not match, the algorithm determines that the
incoming movement does not coincide with that pattern. In
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the case where pattern and movement are not normalised, the
algorithm considers that this axis is not relevant in the movement and discards it for the ﬁnal decision. Conversely, when
the same axes in the pattern and in the sample result to be normalised, the sample is assumed to be a clear candidate to
match with the pattern stored. When all axes are analysed in
terms of normalisation, the characterisation can continue to
the next stage, the dynamic limit determination.
In the next stage (in Figure 2(5)), the dynamic limit is
determined according to diﬀerent parameters such as the
length of movement and pattern. For this, an experimental
study was conducted to select a dynamic limit which represented similarity between patterns and samples. Equation
(1) shows the experimental setting of the parameters used
to check similarity, where the threshold is adjusted in each
situation depending on the number of samples per movement and pattern considered (N). As can be observed in
(1), the limit reaches a constant value for data sets composed
of more than 15 samples. Then, DTW is applied to normalised movements and obtain a value of similarity. If
all relevant axes in each movement-pattern pair are below
the dynamic limit established, a potential compatibility has
been found.
Limitdynamic = 38 · N + 30

1

Eventually, when all patterns have been checked (in
Figure 2(6)), a global similarity analysis is performed to select
(from all movement patterns) the closest match and the
movement is characterised. For this, the sum of all diﬀerential factors obtained (one per each axis analysed in an
entire pattern) is taken into account and it is compared
with the resulting sums of the other patterns. To ﬁnish
characterisation, LoMoCA selects the smallest sum as the
better pattern-movement match, since the diﬀerential factor
decreases when similarity increases.
This work provides experiments to discuss the advantages and disadvantages of using accelerometers combined
with gyroscopes over using only accelerometers, since a
higher energy is typically demanded by gyroscopes. However, the major focus of this section lies in enabling the
implementation of the movement characterisation algorithm
in lightweight devices with low-frequency microcontrollers,
contributing to power-aware approaches.
LoMoCA is a complex algorithm because of the large
number of variables to be managed. However, since it is
implemented using several ﬁlters accurately adjusted, it does
not require high computational power. It is important to
highlight that LoMoCA is designed for characterising long
and short movements, being the last ones is a challenge for
most existing movement characterisation algorithms due to
the reduced number of samples. OperaBLE is transparent
to end users and, hence, ideal to overcome the existing technological gap between digitalised and nondigitalised users.
Following this idea, the system implemented is able to learn
new movements with no need to modify the software or
make changes in the characterisation algorithm, which is an
important attribute of OperaBLE.

3.3. Well-Being and Security of Workers. Human-centred
architectures are being promoted by means of focusing on
the social dimension of sustainability. Apart from the ability
for movement characterisation using our low-frequency
algorithm, OperaBLE is responsible for assuring nonharmful
working environments for factory workers, guaranteeing the
prevention of human damages.
OperaBLE has been developed to be embedded in body
area networks (BAN) composed of cognitive clothes. Since
the focus of this paper is the OperaBLE wearable, the complete BAN is framed by previous studies [25].
In terms of human well-being, OperaBLE measures heart
rate in order to monitor unexpected changes with respect to a
reference value established during calibration for each
worker. We introduce in this work a new algorithm which
optimizes the measurement procedure and, thus, saves
energy towards greener wearables. The main attribute of
AHRA is its capability to adapt the sampling frequency to
the state of each worker to detect unhealthy conditions which
could lead to accidents.
3.3.1. AHRA: Adaptive Heart Rate Algorithm. This section
introduces our adaptive heart rate measurement algorithm,
AHRA. Since several existing algorithms achieve highprecision measurements at the expense of low energy eﬃciency, we developed a proprietary algorithm which is able
to adapt sampling frequency by performing ﬂexible sleeping
periods which does not aﬀect the quality of measurements.
Initially, the algorithm has a one-minute calibration
stage for each subject that requires him or her to be quiet
and seated to establish a baseline beat-per-minute (bpm)
data. The calibration is only performed once per each
worker storing the reference value in EEPROM for daily
usage. The algorithm identiﬁes voltage peaks and reaches
an average peak-to-peak value of time during a 10-second
time measurement. Figure 3 shows a ﬂow diagram of AHRA
where low-level routines such as calibration or peak determination are omitted.
According to Figure 3, the reference heart rate value
obtained is subsequently used for several analyses and,
unless the device is hard reset, additional calibrations will
not be necessary. The default interval between measurements is initially set to 30 seconds. If the newest value differs from the reference one, AHRA will question whether
it has increased or decreased. In case of decrease, the previous interval is broadened by means of a linear equation
(factor B in (3)). Since increases in heart rate must be
carefully analysed, in those cases a proportional reduction
of time between measurements is established according to
a polynomial equation reached by experimentation (factor
A in (2)). Factor A was determined considering ﬁxed sampling intervals for speciﬁc bpm increases; for instance, a
49-second interval was deﬁned for bpm values equal to
the base value calibrated while a 2-second interval was
deﬁned for a 10 bpm diﬀerence. Considering a set of ﬁxed
intervals, the experimental equations (2) and (3) were
reached. Furthermore, warning and alert states are deﬁned
in AHRA (corresponding to 7% and 14% increases in the
reference bpm).
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Table 2: Movement patterns for experimentation.
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4. Experimental Evaluation and Discussion
This section addresses a set of experiments carried out using
OperaBLE and evaluates the energetic contribution of each
algorithm. For carrying out the experiments in OperaBLE,
a computing board was used as an external processing
device to perform the nonwearable role in a LoMoCA
algorithm. The load current was measured to evaluate
consumption in diﬀerent conditions using a shunt resistor
and an operational ampliﬁer with the aim of reaching a
device lifespan comparison.
In this section, several experiments have been deﬁned
to evaluate each algorithm individually and reach their major
weaknesses. Section 4.1 is focused on LoMoCA, where ﬁve
diﬀerent movements were deﬁned to ﬁnd singularities
depending on the number of planes and rotational axes
used during characterisation. Section 4.2 explores the performance of AHRA, and for both algorithms, a brief experiment based on power consumption evaluates the suitability
of our proposal.
4.1. LoMoCA Experiments. This section deﬁnes ﬁve baseline
movements related to industry-based tasks, to check as many
variants as possible and evaluate the system. Table 2
shows a graph including relevant axes in each case and a
simpliﬁed trajectory representation. These movements have
been classiﬁed into two groups: the ﬁrst one includes the
so-called hammer, valve opening and assembly (movements
thought to represent common industrial tasks for testing

the algorithm with a progressive diﬃculty increase) and
the second includes data request and notiﬁcation (which
provide support to help operators in their daily work). All
movements were recorded as short movements to have a
low number of samples and, thus, hinder the characterisation
process. A detailed explanation is provided below:
(i) Hammer: uses mainly two axes and only one rotation axis, the 1-2-3 sequence is repeated three times.
(ii) Valve opening: this movement was performed
using the OperaBLE XY plane. It deals with an additional diﬃculty because of the centrifugal acceleration that produces a variation of Z axis hindering
the recognition procedure. The sequence 1-2-3 is
executed four times.
(iii) Assembly: consists of a connection task where 6 axes
are relevant (most complex movement), which is
useful to check LoMoCA accuracy to distinguish
among similar movements. The correct sequence is
1-2-3.
(iv) Data request: is a special movement recorded to
allow operators to request data from the machines
using a straightforward method, three taps on the
machine surface. It avoids the use of screens, buttons, or complex devices. The sequence 1-2-3 is
repeated three times.
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right assembly movement follows the right sequence of
actions, and wrong assembly refers to the execution of actions
in a wrong sequence.
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(v) Notiﬁcation: enables operators to send an emergency
message to notify their superior about any issue with
no need to abandon the task at hand. It consists of
moving the hand in vertical position (1-2 sequence)
and shaking it two times (2-3-2 sequence repeated
twice).
Assembly movement represents a typical production
chain task, where diﬀerent actions must be realized in the
right order. The right sequence of actions is represented
in Table 2, and to provide a perspective of data to be analysed by LoMoCA, we represented the angular rate samples
of three movements overlapped (see Figure 4): assembly pattern, assembly movement, and wrong assembly movement. All
movements have a duration of 2-3 seconds to highlight the
low-frequency characterisation. Assembly pattern represents
the pattern stored in memory to be used in the algorithm; a

4.1.1. Number of Pattern Inﬂuence. LoMoCA introduces as
many patterns as required to improve movement characterisation. Since there are many possible manners to execute a
movement, the longer the movement is the lower similarity
that is appreciated. The baseline idea consists of adding several patterns of the same movement.
The ﬁrst experiment addresses the inﬂuence of the number of patterns stored in characterisation accuracy. Figure 5
shows a statistic with the success rate (using 3 or 6 DOF for
each case). The experiment was based on 10 random
sequences of the 5 movements recorded to obtain suﬃcient
samples. The results revealed that using only accelerometers lead to wrong hammer characterisations which were
identiﬁed as data request (see Figure 5). In that case, the
use of 3 DOF (only acceleration) is not enough to distinguish
between similar movements as hammer and data request.
Thus, we concluded that a small number of axes combined
with few sample movements increases similarity and consequently, makes LoMoCA select the shortest movement.
Thus, the problem of using only acceleration data undermined accuracy increasing false negatives.
This issue was solved by adding the gyroscope data
source (6 DOF using 3 linear and 3 rotational axes) to provide extra information, enabling LoMoCA to eradicate false
negative characterisations. However, the number of patterns
conditioned the success rate depending on the length of each
movement (i.e., short movements like hammer do not
require a large number of patterns to reach the 100% according to Figure 5). Therefore, the achievement of a high success
rate to satisfy industry requirements is only possible by the
use of gyroscope data in this case, being present the mentioned low-frequency restriction.
The addition of extra DOF by including gyroscopes is
helpful for improving characterisation of simple movements, at the expense of a higher energy consumption. As
stated in previous sections, the key priority of the system
is reliability in order to enable the use of OperaBLE in
Industry 4.0 scenarios. Thus, the extra power demand
required by the addition of gyroscopes is justiﬁed to achieve
a proper characterisation in the case of short movements.
However, depending on the ﬁnal application of OperaBLE,
the use of 3 or 6 DOF is an aspect to be carefully
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Table 3: Assembly successful recognition using 3 or 6 axes.
Sequence
1-2-3
(✓)
3-2-1
(✗)
2-3-1
(✗)
3-1-2
(✗)
2-1-3
(✗)
1-3-2
(✗)

3 axes

6 axes

Output

Success

Output

Success

✓
✓
✓
✗
✗
✗
✗
✗
✓
✓
✓
✗

✓
✓
✗
✓
✓
✓
✓
✓
✗
✗
✗
✓

✓
✓
✗
✗
✗
✗
✗
✗
✓
✗
✗
✗

✓
✓
✓
✓
✓
✓
✓
✓
✗
✓
✓
✓

66.7%

91.7%

considered, according to the results of this experiment and
the energetic restrictions.
4.1.2. Assembly Stress Test. The methodology of this experiment consisted of executing twice assembly in all possible
wrong sequence combinations (3-2-1, 2-3-1, etc.), considering both 3 and 6 DOF to compare the inﬂuence of using
more DOF in our algorithm. Considering the 1-2-3 sequence
as correct (see Table 2), Table 3 provides the results of
our assembly stress test where remarkable conclusions have
been reached.
Using 3 DOF, the right movement (sequence 1-2-3) is
correctly characterised in both repetitions. Nevertheless, we
detected a false-positive issue since assembly was recognised
in 4 occasions erroneously. Consequently, the addition of 3
extra DOF improved signiﬁcantly the results, increasing the
success rate from 66.7% to 91.7%. This fact enables the use
of LoMoCA for more complex actions where the sequence
of the movement is critical for the proper functioning of
the process. This supports the idea that gyroscopes are essential, depending on the ﬁnal application, to improve the performance of OperaBLE. Thus, only in situations where the
addition of these 3 extra DOF is required to ensure reliability,
the consumption of the device will be increased by the addition of a gyroscope data source.
4.1.3. Power Awareness: LoMoCA. This section oﬀers an
analysis of OperaBLE regarding power consumption during
LoMoCA (varying number of DOF for diﬀerent movements).
The sampling frequency for consumption measurements was
10 Hz, and the source connected to OperaBLE was a
105 mAh battery. The experiment was performed during
the execution of our reference movements (see Table 2); the
numerical values were stored, and the consumption curve
was obtained.
The average current measured during the characterisation stage for hammer, valve opening, and assembly movements was practically constant, since the duration of each
movement had a greater impact on the consumption than
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the number of iterations performed (determined by the kind
of movement executed). Thus, our aim remained on the
determination of the current consumed during the processing stage of a movement as well as the time interval required
for characterisation.
The consumption curve of OperaBLE during hammer
movement is shown in Figure 6, where the stages identiﬁed
are sleep, movement, and idle. In this representation, OperaBLE characterised correctly the movement by only using 3
DOF (acceleration data). Additionally, it was maintained in
a sleep state before and after characterisations (movement
stage) to improve the identiﬁcation of the diﬀerent consumption stages, leaving a 1-second idle stage to ensure that the
movement data gathering had ﬁnished. In the case of valve
opening and assembly movements, the time spent during
the movement reached approximately 3 seconds. Thus,
OperaBLE remained 2 seconds in a sleep mode in these cases,
where the sleeping time coincided with the movement time
for a duty cycle.
The time spent during the movement characterisation is
a relevant factor to consider. For the 6-second measurement
interval deﬁned in this experiment, OperaBLE consumes, at
most (assembly movement), a capacity of 0.011 mAh. This
means that our prototype will operate under such work ﬂow
for at least 15.70 hours while using 6 DOF (worst case). A
lifespan of 10.27 hours is obtained dividing the 105 mAh
capacity of our battery by the average consumption of
10.22 mA (movements being constantly characterised),
which is the overall worst-case scenario. Even though this
estimation is based on real measurements, the lifespan
reached is ideal. For a 30% lifespan attenuation, the device
would still operate for a complete working day with no
energy constraints.
Apart from the time spent by each movement characterisation, this work proposes a set of priorities and
decision-making procedure oriented to the number of
DOF to be considered to save as much energy as possible.
As stated in previous sections, the key priority for OperaBLE is reliability in order to fulﬁl the requirements of
Industry 4.0. However, sustainability is as well an essential aspect for the algorithms, for which two main sources
of energy consumption exist: the operating frequency of
the microcontroller of the device (on which this work
focuses) and the sensor modules attached to the device.
Since communication management does not conﬂict with
the previous, we highlight in the following lines the two
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(1) The use of a high-frequency microcontroller, which
would not require in many situations the addition
of gyroscope data at the expense of a higher global
consumption of the device. According to the technical datasheet of the IMU used, the consumption of
the gyroscope is noticeably higher than the consumption of the accelerometer, which is the reason why
avoiding the use of these extra DOF could contribute
to greater energy savings in the sensor board. This
alternative was discarded to focus on the microcontroller as the energy saving source for OperaBLE,
which is the objective of this work and is expected
to provide greater energy savings.
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measurements provided by OperaBLE and the adaptability
of the prototype to diﬀerent workers and conditions.

As a result, since the experiments carried out highlight a
necessity of adding gyroscope data in short movements such
as hammer (to satisfy the reliability requirement), the algorithm was developed to be easily adaptable to the ﬁnal application. Thus, 3 DOF can be used in applications where
LoMoCA does not require gyroscope data to successfully
characterise movements (i.e., valve opening, data request, or
notiﬁcation) and 6 DOF will be used in situations where the
reliability of characterisation may be undermined by this
low-frequency requirement. On the whole, the sustainability
of the proposal is based on the low-frequency operation of
lightweight devices highly compatible with LoMoCA and
enhanced by the addition or removal of angular velocity measurements depending on the necessities.

4.2.1. Adaptive Heart Rate Algorithm Measurements. Three
diﬀerent workers were selected to carry out the ﬁrst experiment, which consisted of extracting a bpm measurement
while performing diﬀerent tasks. The measurements where
stored and compared to the ones calculated by characterising
the average peak-to-peak time with a digital oscilloscope.
During the experiment, the calibration routine deﬁned in
AHRA was used with three diﬀerent test workers, 10 times
for each subject. Eventually, they were asked to fulﬁl a form
indicating whether they had felt fatigued or relaxed. The percentage of statistical accuracy for each group of 10 measurements has been represented in Figure 7, where fatigued and
relaxed categories are highlighted for each operator.
The success accuracy rate (see Figure 7) shows the proximity between the measured and the real bpm value. The
results of the experiment have been classiﬁed into 6 groups
according to the state of each operator. The highest dispersion is noticed in operator 1 (relaxed), where the quartiles
range from 86% to 100% of accuracy rate. The statistical representation of the relaxed state of operator 2 clearly shows
that our algorithm has a good degree of repeatability (see
quartiles 2 and 3 in Figure 7).
AHRA is suitable for measuring the heart rate in
diﬀerent conditions and workers. The measured value
coincided with the expected in repeated occasions, and
the average accuracy rate of success reached during the
experiment was 96.16%. Since the main aim of OperaBLE
is to identify risky situations, the algorithm is accurate
and appropriate for detecting harmful changes to notify
nearby supervisors.

4.2. AHRA Experiments. This section focuses on AHRA, our
adaptive heart rate algorithm, to test the accuracy of

4.2.2. Power Awareness: AHRA. This section describes an
experiment based on a power-aware approach to quantify
the energy savings of adapting sampling frequency to the

(2) The implementation of the system with a lowfrequency limitation applied to the microcontroller,
at the expense of adding in certain situations 3 extra
DOF provided by the gyroscope to satisfy the reliability requirement. Although the sensor consumption
would be increased, the global consumption of the
microcontroller board can be considerably reduced,
which aﬀects the overall eﬃciency of the device.
Focusing on this idea, this work proposes the reduction of power consumption based on the implementation of LoMoCA with this low-frequency restriction.
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state of each worker. For this, a speciﬁc operator was subjected to diﬀerentiated emotional states triggered by external
agents. The resulting data is shown in Figure 8(a), where a
20-minute time interval has been represented to focus on
the most representative attribute of AHRA (adaptability).
The part of Figure 8(b) includes the consumption obtained
while measuring heart rate in OperaBLE to remark sustainability. It can be noticed how OperaBLE turns into sleep
mode after each measurement, adjusting the sleeping interval
(according to (1) and (2)).
Before starting to measure heart rate (08:54 A.M.), the
operator was asked to calibrate OperaBLE to deﬁne a reference bpm value. The measurements shown were obtained
from 08:55 A.M. to 09:15 A.M., time interval in which the test
worker was performing a predeﬁned task, and ten minutes
after starting to store measurements (around 09:05 A.M.),
an external agent provoked an unexpected situation. Consequently, the average bpm increased instantaneously and we
could verify how the algorithm applied factor A (1) to reduce
drastically the sleeping interval. Eventually, the subject
returned to normal bpm values and OperaBLE augmented
the sampling interval to save as much energy as possible
(09:10 A.M.).
According to this experiment, we conclude that
OperaBLE has an instantaneous current of 3 mA during
relaxed situations while the consumption could be increased
up to 7 mA when identifying fatigue or stress at work.
Thus, OperaBLE achieves the sustainability challenge and
ensures a minimum 15-hour lifespan (up to 35 hours in
nonharmful situations).

5. Conclusions and Future Work
This research is motivated by the most challenging goals
of the emerging industrial paradigm, the so-called Industry
4.0, where IoT technologies will play an essential role
towards smart factories. In order to enhance working
conditions and improve eﬃciency at work, this paper
introduces our factory-wearable prototype, OperaBLE. This
proposal is due to track operators in smart factories,
avoiding accidents at workplaces and identifying harmful
working conditions.
The major achievement of this work is the introduction
of two power-aware algorithms, AHRA and LoMoCA,
which have been speciﬁcally developed to operate in lowcost and low-power devices such as OperaBLE. These algorithms are based on ﬂexible approaches in order to face the
Industry 4.0 sustainability challenge. A set of experiments
were carried out to evaluate these algorithms separately
and verify the reliability and lifespan of the OperaBLE device
during a working day.
Regarding LoMoCA, we reached the conclusion that
the combination of accelerometers and gyroscopes (considering one pattern for simple movements and three for
complex actions) conformed the best conﬁguration achieving a 96% of success in an average situation, at the
expense of greater energy consumption caused by gyroscopes. However, the use of this extra sensor is only
justiﬁed in the case of speciﬁc situations such as short or
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sequence-sensitive movements, which could create confusion to the algorithm. Therefore, depending on the
ﬁnal application and the kind of movements to be characterised, a higher energy demand will be required not
to compromise reliability for industrial applications,
which is a key priority.
OperaBLE is ﬂexible enough to characterise accurately
any movement using low frequency, which enables its use
in lightweight devices contributing towards a better use of
the resources and an enhanced energy eﬃciency. The
acceleration-based system developed permits data request
operations by tapping on the surface of machines, avoiding
the use of screens, or complex interfaces. It enables operators
to send supervisors movement-based notiﬁcations immediately in case of emergency, which is essential to prevent accidents at work.
Regarding well-being in smart factory spaces, three
workers were selected for evaluating AHRA in diﬀerent
states. Measurements presented an average accuracy rate of
success 96.16% using OperaBLE with respect to measurements provided by a digital oscilloscope, which enabled
OperaBLE to identify harmful conditions for workers such
as stress or fatigue. Furthermore, thanks to the adaptable
behaviour of AHRA, the average current consumed during
heart rate measurements was minimal (3 mA approximately)
while the low-frequency operation of LoMoCA allowed
OperaBLE to reach a 10.27-hour lifespan in a worst-case scenario of constant movement characterisation and using a
105 mAh battery capacity.
Future works include a redesign of the prototype in order
to reduce its size and enhance comfortability for operators.
More algorithms are currently being developed to empower
modularity in OperaBLE and track the surrounding environments of operators ensuring safety at work. Since BLE technology enriches scalability and oﬀers possibilities for largerscale applications, a BLE mesh network is being deployed at
the moment for evaluating a complete BLE-based CPS. The
results achieved are promising, deserving further research
to evaluate robustness and increases productivity in real
Industry 4.0 environments.
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Sensor network services utilize sensor data from low-end IoT devices of the types widely deployed over long distances. After the
collection of sensor data, the data is delivered to the cloud server, which processes it to extract useful information. Given that
the data may contain sensitive and private information, it should be encrypted and exchanged through the network to ensure
integrity and conﬁdentiality. Under these circumstances, a cloud server should provide high-speed data encryption without a
loss of availability. In this paper, we propose eﬃcient parallel implementations of Simeck family block ciphers on modern 64-bit
Intel processors. In order to accelerate the performance, an adaptive encryption technique is also exploited for load balancing of
the resulting big data. Finally, the proposed implementations achieved 3.5 cycles/byte and 4.6 cycles/byte for Simeck32/64 and
Simeck64/128 encryption, respectively.

1. Introduction
At present, numerous human care services are used in hospitals and clinics according to the development of IoT (Internet
of Things) technologies. To provide human care services in
the United States, a service provider must follow the HIPAA
(Health Insurance Portability and Accountability Act). The
purpose of the HIPAA is to protect the privacy of medical
information. For this reason, the U.S. Department of Health
and Human Services (HHS) has stipulated that human care
service providers must follow the HIPAA to enhance the
protection of patients’ private and health information. In
the HIPAA Compliance Guide [1], the service provider must
use data encryption on portable devices and computer networks during secure PHI (protected health information)
transmission and storage processes. However, various types
of devices, such as 8-bit, 16-bit, and 32-bit IoT devices as well
as communication protocols such as Bluetooth and Wi-Fi,
are used to provide human care services. These IoT devices
for human care services operate in a resource-constrained
environment. For this reason, existing block ciphers use a

SPN (substitution and permutation network) architecture
such as AES [2], which requires a considerable amount of
memory to save S-boxes and the round keys and operations.
To address this problem, numerous lightweight block ciphers
use ARX (addition/AND, rotation, eXclusive-OR) operations
such as SIMON, SPECK [3], or Simeck [4]. A Simeck family
block cipher [4] is suitable for RFID (radio-frequency identiﬁcation) sensor environments, though it has not been considered by any standardization institute to be included in a
standard. However, the Simeck family block cipher [4] is
lightweight according to ARX (AND, rotation, eXclusiveOR) operations and supports various block/key sizes. Moreover, it is suitable for RFID, sensor devices, and IoT end
devices, all of which have resource-restricted environments.
If Simeck family block ciphers are used in the end devices
or sensors used in conjunction with various human care
application services, cloud or service platform servers must
deal with encrypted big data from various end devices or sensors in their human care application services as rapidly as
possible to ensure the availability of their human care application services. At that time, the size of the big data can diﬀer
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Table 1: Simeck family block cipher speciﬁcation.

li

Block cipher

Block size (bit)

Key size (bit)

Round (T)

Simeck32/64
Simeck48/96
Simeck64/128

32
48
64

64
96
128

32
36
44

according to the data transmission cycle of the end devices.
To process big data on a cloud or service platform, the cloud
or service platform servers must have high-performance
modern 64-bit processors (high-frequency processors which
are capable of supporting SIMD (single instruction multiple
data)) such as an Intel Xeon processor or an i7 series processor for human care application services. To address these
issues, in this paper we propose eﬃcient parallel implementation methods of the Simeck family block cipher [4] using an
Intel AVX2 (Advanced Vector Extension 2) SIMD and an
eﬃcient adaptive encryption method to enhance human care
service availability based on Simeck family block cipher
AVX2-optimized implementations which support various
data block sizes.
The remainder of this paper is organized as follows.
Section 2 discusses previous works related to the Simeck
family block cipher, AVX2, and human care service security.
We propose the eﬃcient AVX2-optimized Simeck implementation and adaptive encryption method for big data
encryption for use within a human care service in Section
3. Section 4 provides experimental and evaluation results
from the proposed AVX2-optimized Simeck implementation and adaptive encryption approach. Section 5 provides
the conclusion.

2. Related Works
In this section, we describe works related to Simeck family
block cipher and Intel AVX2 SIMD and works related to
human care service security.
2.1. Simeck Family Block Cipher. The Simeck family block
cipher was proposed at CHES 2015 [4], and it succeeded
the architecture of SIMON and SPECK [3] and therefore
has similar encryption round functions with diﬀerent
numbers of rotation operations and bit rotation operations. The purpose of Simeck is suitability for use with a
lightweight block cipher for hardware environments and
RFID systems. There are three types of Simeck family
block cipher, that is, Simeck32/64, Simeck48/96, and
Simeck64/128, which have 32, 36, and 44 rounds, respectively. Table 1 presents the Simeck family block cipher
speciﬁcations, including the block/key size (bit) and the
number of rounds.
The Simeck family block cipher encryption and
decryption round functions have ARX (AND (⊙), rotation
(rotation left, (<<<)), eXclusive-OR (⊕)) operations. Figure 1
shows the encryption round function of the Simeck block
cipher at the ith round. In Figure 1, li denotes the left word,
r i denotes the right word during the ith round, and ki denotes

ri

<<<5

<<<1

ki

li+1

ri+1

Figure 1: Simeck family block cipher encryption round function.

ti+2

ti+1

ti

ki
Rc

(zj)i

Figure 2: Simeck family block cipher key expansion.

the ith round key. The ith round function of the Simeck block
cipher can be represented by the following equation:
Rki li , ri = r i ⊕ f li ⊕ ki , li ,
f x = x ⊙ ROL1 x ⊕ ROL5 x

1

In the equation of the Simeck encryption round function, the ROLr () function refers to the r-bit left rotation
operation. It is expressed as <<<r in Figure 1. The Simeck
encryption round function consists of 1 AND (⊙), 2 rotation left (<<<), and 3 eXclusive-OR (⊕) operations during
each round.
In the Simeck family block cipher key schedule, Figure 2
shows the Simeck family block cipher key schedule as a block
diagram. The key schedule of the Simeck family block cipher
is similar to the key schedule procedure of the SIMON and
SPECK family block ciphers [3]. RC⊕ z j in Figure 2 is the
i
Simeck round function with C ⊕ z j i , which acts as the
round key during each round. The round key ki is generated
from the master key K, which is initially segmented into four
words and which loads as the initial states t 2 , t 1 , t 0 , k0 of the
feedback register architecture, as shown in Figure 2. The
Simeck family block cipher key schedule uses initial states
such as (1, 1, 1, 1, 1) and (1, 1, 1, 1, 1, 1). The ﬁrst initial state
is used with Simeck32/64 and Simeck48/96, and the second
initial state is used with Simeck64/128. With regard to k0 , it
is the least signiﬁcant n bits of the master key K. To update
the register values and generate a round key during each
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round, it uses a round function with a round constant of
C ⊕ z j i which is the bitwise eXclusive-OR result between
the constant C and the i-bit of sequence Z j , which can also act
as the round key, that is, RC⊕ z j . The constant value (C) in the
i
key schedule can be expressed as 2n − 4 = 0 × FF, … , FC. The
z j i in Figure 2 refers to the i-bit of sequence Z j . There are
two sequences: Z 0 and Z 1 . Sequence Z 0 has 31 periods and
can be generated using the primitive polynomial x5 + x2 + 1,
while sequence Z 1 has 63 periods and can be generated
using the primitive polynomial x6 + x + 1. Sequence Z 0 is
used with Simeck32/64 and Simeck48/96, and sequence
Z 1 is used with Simeck64/128 for the Simeck family block
cipher key schedule. The updating operation can be
expressed as follows:
ki = t i ,
t i+3 = ki ⊕ f t i ⊕ C ⊕ z j i ,

2

255
YMM0
YMM1
YMM2
YMM3
YMM4
YMM5
YMM6
YMM7
YMM8
YMM9
YMM10
YMM11
YMM12
YMM13
YMM14
YMM15

128
XMM0
XMM1
XMM2
XMM3
XMM4
XMM5
XMM6
XMM7
XMM8
XMM9
XMM10
XMM11
XMM12
XMM13
XMM14
XMM15

0

Figure 3: AVX2 registers.

0≤i≤T −1
2.2. Related Works on Simeck Family Block Cipher. Related
works which focus on the Simeck family block cipher can
be divided into three types: cryptanalysis, side-channel
attacks, and eﬃcient implementations.
The ﬁrst type involved cryptanalyses of the Simeck
family block cipher. Kölbl and Roy [5] presented brief
comparison results between SIMON and Simeck. Bagheri
[6] proposed a linear cryptanalysis method and results
with the reduced-round Simeck block cipher. Qiao et al.
[7] proposed a diﬀerential analysis of Simeck using
dynamic key-guessing techniques. Zhang et al. [8] proposed
a zero-correlation linear cryptanalysis of Simeck. Wang [9]
proposed a related-key diﬀerential analysis of the roundreduced Simeck block cipher based on mixed-integer linear
programming. They found that a 14-round related-key differential distinguisher for Simeck32/64 is the best known
method, and they used the dependencies of bitwise AND
operations. Sadeghi and Bagheri [10] proposed an improved
miss-in-the-middle approach to ﬁnd zero-correlation linear
distinguishers and impossible diﬀerentials on Simeck48 and
Simeck64. They attacked 15-round Simeck48 and 17-round
Simeck64 using their proposed zero-correlation linear
approximation method which relies on the duality of the
zero-correlation and impossible diﬀerential, and they
attacked 27-round Simeck48 and 31-round Simeck64 based
on their proposed zero-correlation linear distinguishers.
Moreover, they proposed impossible diﬀerential attacks on
22-round Simeck48 and 24-round Simeck64 based on the
impossible diﬀerential characteristics of Simeck.
The second category is side-channel attacks on the
Simeck family block cipher. Qin et al. [11] proposed a linear
hull attack with dynamic key-guessing techniques on roundreduced Simeck, similar to an approach by Qiao et al. [7].
Ryabko and Soskov [12] proposed a distinguishing attack
on several lightweight block ciphers, including Simeck.
Yoshikawa et al. [13] proposed a multiple-round-aware
power analysis attack method and attack results on Simeck.
Nozaki et al. [14] proposed an electromagnetic analysis of

Simeck FPGA implementation using the linear relationship
between the Hamming distance and electromagnetic
waves, similar to DEMA and CEMA. Nalla et al. [15]
proposed a diﬀerential fault attack on Simeck. They conducted random bit-ﬂip fault attacks (requiring n/2 faults
to recover the n-bit last round key) and a random byte
fault attack (needing n/6.5 faults to recover the n-bit last
round key) on Simeck. Nozaki et al. [16] proposed a
double-round-driven electromagnetic analysis attack on
Simeck FPGA implementation.
The ﬁnal category contains methods related to the implementation of the Simeck block cipher. There are two eﬃcient
software implementations of Simeck on IoT-embedded
devices: 8-bit AVR [17] and 16-bit MSP430 [18]. Simeckbased permutations for lightweight sponge cryptographic
primitive hardware implementation were proposed at SAC
2017 [19].
2.3. Intel AVX2 SIMD. Intel AVX2 means Advanced Vector
Extension 2 [20]. Intel has been providing AVX2
(Advanced Vector Extension 2) since the Intel Haswell
architecture (Q2 2013). For AMD CPUs, the AMD Excavator processor (Q2 2015) and the Zen processor (Q1
2017) support AVX2. The main diﬀerence between AVX
and AVX2 is that AVX2 supports 16 256-bit registers
(YMM0–YMM16), as shown in Figure 3, with threeoperand general-purpose bit manipulation and multiplication. Speciﬁcally, since the development of AVX2, vector
shift operations are supported. If we want to use a rotation
operation for an ARX-based block cipher, AVX2 shift
operations can easily be used.
AVX2 registers of 256 bits can be written as 8-bit × 32,
16-bit × 16, and 32-bit × 8 for SIMD (single instruction multiple data), as shown in Figure 4. If we use a SIMD operation,
we can calculate multiple instances of data simultaneously,
implying that this approach can be used for multimedia
processing. AVX2 SIMD supports intrinsic functions which
correspond to AVX2 assembly instructions, and it is a type
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=

=

SIMD mode

SISD mode

Figure 4: SIMD and SISD.

of API (application program interface). Accordingly, a developer can easily use Intel AVX2.
2.4. Related Works on Cryptographic Algorithm
Implementation Based on AVX2. There are numerous
research results pertaining to the implementation of cryptographic algorithms using AVX2.
Gueron and Krasnov [21] proposed multiprime RSA
implementation methods and results using AVX2. In particular, they parallelized r modular exponentiations on RSA.
Faz-Hernández and López [22] utilized eﬃcient arithmetic
operations on the prime ﬁeld using AVX2, with performance
benchmarked on the Intel Haswell processor. Faz-Hernández
and López [23] proposed an eﬃcient implementation of an
elliptic curve (Curve25519) using AVX2. They proposed
an accelerated prime ﬁeld and elliptic curve arithmetic
using AVX2. The Martins Paulo method [24] involves
optimized fully homomorphic encryption implementation
methods and results using AVX2. Cabral and López [25]
proposed parallel SHA-3 family implementation methods
and results using AVX2. They parallelized four digests
from four diﬀerent messages.
At present, AVX2 is used for implementing postquantum cryptography (PQC). Du et al. [26] proposed an eﬃcient optimized number-theoretic transform (NTT) and
high-precision discrete Gaussian sampler implementation
methods and performance results for lattice-based publickey encryption using AVX2. Gueron and Schlieker [27]
proposed optimized NTRUEncrypt implementation
methods and results using AVX2. They also proposed
replacing the SHA hash functions by pipelined AES-NI
(Advanced Encryption Standard-New Instructions) for
the rapid generation of randomness. Hamburg [28]
proposed a new cryptosystem based on integer module
learning with errors (I-MLWE), which uses the integers
modulo ring with a generalized Mersenne prime number.
In his paper, he proposed eﬃcient software implementation
methods and results using AVX2. Steinfeld et al. [29] proposed titanium, postquantum public-key encryption, and
KEM. They proposed AVX2-optimized implementation
methods and results with titanium. In PQCrypto 2017, fast
lattice-based encryption SPRING implementation methods
and results using AVX2 were posted. The security of
lattice-based encryption SPRING relies on the hardness of
the learning-with-rounding (LWR) problem. In these PQC
implementation results using AVX2, the Hamburg method
[28] and the approach developed by Steinfeld et al. [29] are
focused on the NIST (National Institute of Standards and
Technology) PQC standard competition. Accordingly, the
eﬃcient software implementation of a postquantum

cryptographic algorithm using AVX2 is one of the important
aspects of the NIST PQC standard competition.
Speciﬁcally, eBACs [30] oﬀers SUPERCOP (System for
Uniﬁed Performance Evaluation Related to Cryptographic
Operations and Primitives), which measures the performance of hash functions, secret-key streams, public-key
encryption, and other functions on modern processors using
SSE, AVX, and AVX2.
2.5. Related Works on Human Care Service Security. There
are two areas of related works on human care service security.
The ﬁrst is the security of commercial human care services,
and the second area consists of research results on human
care service security.
With regard to commercial human care services, Microsoft Azure, IBM Watson, and Amazon Web Services
(AWS) are widely used. Microsoft published the “Microsoft
Azure HIPAA/HITECH Act Implementation Guidance”
publication [31]. MS Guidance follows the HIPPA/HITECH
act and stores encryption keys separately. It also supports
encryption-at-rest using .NET cryptographic services and
SQL server encryption, including transparent data encryption with the Azure SQL database of PHI data. For communication security, SSL and TLS 1.1 are required. IBM
Watson published the “Watson Developer Cloud Security
Overview” [32]. In that document, they comply with the
HIPPA Act and support authentication and authorization
based on IBM Bluemix and end-to-end encryption following
HTTPS (via TLS 1.2). Amazon Web Services (AWS) published “Architecting for HIPAA Security and Compliance
on Amazon Web Services” [33]. They support PHI data
encryption and protection in AWS during data transmission
and storage using the AWS Key Management Service (KMS).
They support SQL or Oracle database encryption for secure
data storage and end-to-end encryption based on TLS or
IPSec VPNs. AWS uses the AES-256 block cipher for data
encryption on the database.
In research results on human care service security, Arunkumar and Anbuselvi [34] proposed secure cloud computing
using the AES block cipher during PHI data storage in the
cloud. Kumar et al. [35] proposed an IoT- and cloud-based
patient monitoring system using the block ciphers of AES,
DES, and Blowﬁsh for data security. They suggested that
the Blowﬁsh block cipher is the most appropriate algorithm
for their proposed health care system. Zhang et al. [36]
described survey results on searchable encryption schemes
and proposed searchable encryption to provide security and
privacy on healthcare applications. Mohit et al. [37] proposed
a mutual authentication protocol for a cloud-computingbased health care system. Mekala et al. [38] proposed a
homomorphic encryption technique for healthcare multicloud computing which uses the Dynamo DB and Amazon
Web Services (AWS). Mhatre et al. [39] compared
attribute-based encryption for health records in cloud
storage. They proposed multiauthority attribute-based
encryption and provided an adequate, eﬀective, and expressive solution to health record security problems. Zhao et al.
[40] proposed attribute-based encryption with nonmonotonic access structures supporting ﬁne-grained attribute
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Table 2: AVX2 intrinsic functions for Simeck implementation.
Operations
Load
Store
Set
Bitwise AND
Bitwise OR
Bitwise XOR
Shift left by r-bits
Shift right by r-bits
Rotation left by r-bits

AVX2 intrinsic functions
_mm256 loadu si256((m256i∗)x)
_mm256 storeu si256((m256i∗)x,y)
_mm256 set1 epi16(a)
_mm256 set1 epi32(a)
_mm256 and si256(x,y)
_mm256 or si256(x,y)
_mm256 xor si256(x,y)
_mm256 slli epi16(x,r)
_mm256 slli epi32(x,r)
_mm256 srli epi16(x,r)
_mm256 srli epi32(x,r)
_mm256 or si256(_ mm256 slli epi16(x,r),
_mm256 srli epi16(x,16-r))
_mm256 or si256(_ mm256 slli epi32(x,r),
_mm256 srli epi32(x,32-r))

revocation in m-healthcare. However, they noted that their
methods have problems such as large ciphertext sizes and
lower eﬃciency rates.

3. Proposed Method
In this section, we propose eﬃcient parallel implementation
methods which use Simeck family block ciphers with AVX2
SIMD and adaptive encryption based on Simeck family
block cipher AVX2-optimized implementation for human
care services.
For the eﬃcient parallel implementation of the Simeck
family block cipher using AVX2, we used AVX2 intrinsic
functions and optimized the AVX2 SIMD pipeline to
avoid data hazards (aka: stall) and to enhance the performance level.
3.1. Eﬃcient AVX2 Intrinsic Functions for Simeck. There are
two methods for implementing the algorithm using AVX2.
The ﬁrst involves the use of AVX2 assembly instructions,
and the second relies on AVX2 intrinsic functions. AVX2
intrinsic functions can correspond to AVX2 assembly
instructions, as described earlier. We used the AVX2 intrinsic
functions presented in Table 2. To implement the Simeck
family block cipher, it is necessary to implement the data load
from normal data to the AVX2 registers for the AVX2 SIMD
operation, the data store from the AVX2 register to normal
data, the data set to set the AVX2 register value as the Simeck
encryption round key, and the bitwise AND, bitwise OR,
bitwise XOR, shift left/right, and rotation operations for the
Simeck encryption round function.
For the implementations of Simeck32/64 and Simeck 64/
128, we used 256-bit AVX2 m256i data as follows: 16-bit × 16
and 32-bit × 8, respectively. AVX2 does not support vector
rotation operations, and it only supports vector shift operations such as shift left/right via the r-bit intrinsic functions
in Table 2. For this reason, it was necessary to create a
rotation operation using the AVX2 vector shift left/right
intrinsic functions and bitwise OR intrinsic functions shown

in Table 2. For eﬃcient rotation operations, we used 16-r
and 32-r parts for left rotation operation by the r-bit
AVX2 intrinsic functions shown in Table 2 as a precalculated constant value. For example, for rotation left by ﬁve
bits on 16-bit × 16 AVX2 data x, we used the AVX2
intrinsic functions of _mm256 or si256 (_mm256 slli
epi16(x,5) and _mm256 srli epi16(x,11)).
3.2. AVX2 SIMD Pipeline Optimization. For the optimization
of the AVX2 SIMD pipeline, if we reused the AVX2 SIMD
data which was the result data immediately before the operation as operand data during the next operation, it has a data
dependency issue and therefore incurs the read-after-write
(RAW) data hazard (aka: stall). This data hazard means that
it requires several clock cycles to reload the data which was
the result data immediately before the operation.
To avoid this data hazard, we rescheduled the order of
operations for Simeck encryption. In the Simeck encryption round function shown in Figure 1, the order of operations is as follows: ROL5 (left) → AND (ROL5 (left),
left) → XOR (right, AND (ROL5 (left), left)) → ROL1
(left) → XOR (ROL1 (left), XOR (right, AND (ROL5 (left),
left))) → XOR (round key, XOR (right, AND (ROL5 (left),
left))) → exchange left and right. If we implement the
Simeck encryption round function in the above order, it
can cause a data hazard. We rescheduled the order of
operations as follows: ROL5 (left) → AND (ROL5 (left),
left) → XOR (right, AND (ROL5 (left), left)) → ROL1
(left) → XOR (ROL1 (left), XOR (right, AND (ROL5 (left),
left))) → round key Load → backup = left → XOR (round
key, XOR (right, AND (ROL5 (left), left))) → right = backup
to avoid data hazard.
For high performance during the encryption of big data,
we maximize the usage of AVX2 registers by reusing AVX2
registers which are not used during each operation and considering AVX2 registers having plaintext blocks and round
key blocks.
3.3. Adaptive Encryption for Human Care Service. Service
servers for a human care service process massive amounts
of data from various sensors or devices. However, the data
sizes can diﬀer in each case because each sensor or device
has a diﬀerent data transmission period. For this reason, it
is necessary to encrypt data according to the data size each
time when receiving or storing data in the database. To solve
this problem, we proposed an adaptive encryption method
for a human care service. Adaptive encryption can encrypt
big data according to the data size. For adaptive encryption, we implemented AVX2-optimized Simeck32/64 and
Simeck64/128 according to the encryption data block size.
In the case of Simeck32/64, it can encrypt data from 16
blocks to 64 blocks. When it does this, each block size is
16 bits. Simeck64/128 can encrypt data from 8 blocks to
32 blocks. Each block size is 32 bits. Adaptive encryption
uses the proposed AVX2-optimized Simeck32/64, and
Simeck64/128 supports various block sizes for eﬃcient
data encryption of massive data according to the number
of plaintext blocks.
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Require: Plaintext Blocks P ∈ P1 , P2 ⋯ , PblkNum Round keys RK, The Number of Plaintext Blocks blkNum, Encryption Type t
Ensure: Ciphertext Blocks C ∈ C 1 , C2 , ⋯CblkNum
1: if t == 1 then
2:
let n1 =blkNum/64; and r1 =blkNum %64;
3:
let n2 =r1/48; and r2 =r1%48;
4:
let n3 =r2/32; and r3 =r2%32;
5:
let n4 =r3/16; and r4 =r3%16;
6:
if r4 ≥1 then
7:
n4 ++;
8:
Pad ();
9:
for i from 1 to n1 do
10:
Simeck 32/64 Enc SIMD 64Blks RK, Ppartiali , Cpartiali ;
11:
for i from 1 to n2 do
12:
Simeck 32/64 Enc SIMD 48Blks RK, Ppartialn1 + i , Cpartialn1+i ;
13:
for i from 1 to n3 do
14:
Simeck 32/64 Enc SIMD 32Blks RK, Ppartialn2 + i , Cpartialn2+i ;
15:
for i from 1 to n4 do
16:
Simeck 32/64 Enc SIMD 16Blks RK, Ppartialn3 + i , Cpartialn3+i ;
17: else
18:
let n1 =blkNum/32; and r1 =blkNum %32;
19:
let n2 =r1/24; and r2 =r1%24;
20:
let n3 =r2/16; and r3 =r2%16;
21:
let n4 =r3/8; and r4 =r3%8;
22:
if r4 ≥1 then
23:
n4 ++;
24:
Pad ();
25:
for i from 1 to n1 do
26:
Simeck 64/128 Enc SIMD 32Blks RK, Ppartiali , C partiali ;
27:
for i from 1 to n2 do
28:
Simeck 64/128 Enc SIMD 24Blks RK, Ppartialn1 + i , Cpartialn1+i ;
29:
for i from 1 to n3 do
30:
Simeck 64/128 Enc SIMD 16Blks RK, Ppartialn2 + i , Cpartialn2+i ;
31:
for i from 1 to n4 do
32:
Simeck 64/128 Enc SIMD 8Blks RK, Ppartialn3 + i , Cpartialn3+i ;
33
Return C
Algorithm 1: Adaptive encryption based on Simeck.

Algorithm 1 describes the proposed adaptive encryption algorithm. Input data for the adaptive encryption
algorithm are plaintext blocks P ∈ P1 , P2 , … , PblkNum ,
the Simeck encryption round key RK, the number of
plaintext blocks blkNum, and the encryption type t. The
encryption type t indicates which Simeck family block
cipher will be used for adaptive encryption. If it has a
value of 1, this indicates that Simeck32/64 encryption will
be used for adaptive encryption. The number of plaintext
blocks blkNum refers to the total number of plaintext
blocks, and plaintext blocks consist of blkNum blocks.
Adaptive encryption using Simeck32/64 or Simeck64/128
has a similar algorithm routine. If the user wants to use
Simeck32/64, it supports four types of blocks: 64, 48, 32,
and 16 bits. Therefore, during the adaptive encryption
process, this method determines how many encryption
operations to run according to the block number and the
number of plaintext blocks. From line 2 to line 5, it calculates n1, n2, n3, and n4 which refer to the number of
encryptions for each supported block number. In the case

of n4, if the remainder value r4 is 1 or more, it means that
there are a number of plaintext blocks for encryption (less
than 16 blocks), and we increase the value of n4 and use
data padding to adjust the number of blocks used in the
encryption process. In the case of data padding, there are
many padding standards, such as PKSC7 and X923,
among others. We assume that the padding method follows the relevant standard. After calculating the number
of encryptions at each supported block number, we
encrypt plaintext blocks according to the calculated number using each AVX2-optimized Simeck encryption supported ﬁxed block size.

4. Experiment and Evaluation
In this section, we describe the experimental environment,
procedures, and analysis method used to assess the performance of the proposed AVX2-optimized Simeck family block
cipher implementation and adaptive encryption techniques.
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Table 3: Proposed Simeck family block cipher performance.
Cipher

Simeck32/64

Simeck64/128

Number of blocks

Cycles/byte

16
32
48
64

5.3125
3.9063
3.5417
3.5859

8
16
24
32

6.8750
4.6875
4.6146
4.6875

4.1. Experiment. We developed the proposed AVX2optimized Simeck family block cipher using AVX2
intrinsicfunctions and C language. We used GCC compiler version 5.4.0 with the compile options of -O3fomit-frame-pointer-mavx2-march = nativ-std = c99-mtune =
native-fwrapv-funroll-loops to optimize the compiling process. We conducted the experiment on a computer with
the following speciﬁcations: Ubuntu 16.04.3 LTS 64 bit
and Intel (R) Core (TM) i7-6700 CPU (@3.40 GHz,
32 GB RAM). We measured the average performance of
10,000,000 times encryption to ensure an accurate performance measurement.
4.2. Evaluation of AVX2-Optimized Simeck Implementation
Performance. Table 3 describes the performance of the proposed AVX2-optimized Simeck family block cipher implementation. The performance is calculated in units of
cycles/byte.
As shown in Table 3, Simeck32/64 encryption for 48
blocks and Simeck64/128 encryption for 34 blocks have the
best performance, with 3.5417 cycles/byte and 4.6146 cycles/
byte, respectively. Simeck32/64 encryption for 16 blocks
and Simeck64/128 encryption for 8 blocks show lower performance outcomes because these encryptions encrypt only
one 256-bit AVX2 register value. Hence, the performance
in these cases is slightly lower. In the cases of Simeck32/64
encryption for 64 blocks and Simeck64/128 encryption for
32 blocks, these encryptions result in lower performance than
Simeck32/64 encryption for 48 blocks and Simeck64/128
encryption for 32 blocks. Although Simeck32/64 encryption
for 64 blocks and Simeck64/128 encryption for 32 blocks
use the maximum number of AVX2 registers for eﬃciency,
during the compile procedure, the GCC compiler does not
use the AVX2 register designated by the C source code
(AVX2 intrinsic functions).
For an objective evaluation of the Simeck AVX2optimized implementation with the proposed methods, we
implemented the SIMON family block cipher [3] with the
proposed methods and measured the performance of the
SIMON family block cipher with the proposed methods on
the same environment. Table 4 describes the performances
of the SIMON family block cipher with the proposed
methods. SIMON32/64 encryption on 64 blocks has
4.1797 cycles/byte but the proposed Simeck32/64 encryption
method on 64 blocks runs at 3.5859 cycles/byte (the best

Table 4: SIMON family block cipher with proposed methods
performance.
Cipher

Number of blocks

Cycles/byte

SIMON32/64

16
32
48
64

6.5625
4.8906
4.4792
4.1797

SIMON64/128

8
16
24
32

8.8438
6.7188
6.0000
5.7031

Table 5: Performance comparison result.
Cipher
SIMON64/128 for 64 bytes [30]
Proposed Simeck64/128 for 16 blocks (64 bytes)

Cycles/byte
7.72
4.6875

performance of Simeck32/64 is 3.5417 cycles/byte on 48
blocks of encryption) while SIMON64/128 encryption on
32 blocks operates at 5.7031 cycles/byte but proposed
Simeck64/128 encryption on the same block size has
4.6875 cycles/byte (the best performance of Simeck64/128
encryption on 24 blocks runs at 4.6146 cycles/byte). The
cause of the performance diﬀerence is the diﬀerence
between the number of rotations left by the r-bit operations for Simeck and SIMON encryption round functions.
The SIMON encryption round function is Rk x, y = y ⊕ f
x ⊕ k, x , f x = Sx&S8 x ⊕ S2 x, and it requires three rotation left operations by r-bit (Sr x, r can be 1 bit, 8 bits, or 2 bits),
three bitwise eXclusive-OR operations ( ⊕ ), and one bitwise
AND operation (&). However, the Simeck encryption round
function is Rk x, y = y ⊕ f x ⊕ k, x , f x = x&S5 x ⊕ S1 x,
and it requires two rotation left operations by r-bit (r can be
1 bit or 5 bits), three bitwise eXclusive-OR operations, and
one bitwise AND operation. For this reason, the proposed
Simeck32/64 AVX2-optimized implementations show performance improvements of 23.53%, 25.20%, 26.47%, and
16.56% over SIMON32/64 with the proposed methods for
each respective number of blocks. With the proposed
Simeck64/128 AVX2-optimized implementations, the performance improvements are 28.64%, 43.33%, 30.02%, and
21.67% over SIMON64/128 with the proposed methods for
each corresponding number of blocks. Speciﬁcally, if comparing the best performance between the proposed Simeck and
SIMON with the proposed methods, the best performance
of the proposed Simeck32/64 and Simeck64/128 shows performance improvements of 18.01% and 23.59%, respectively,
over the best performance of SIMON32/64 and SIMON64/
128 with the proposed methods.
We also compared the performance capabilities between
the proposed AVX2-optimized Simeck64/128 implementation for 16 blocks (64 bytes) and the SIMON64/128 for 64
bytes on eBACS SUPERCOP [30] (https://bench.cr.yp.to/
results-stream.html). The SIMON64/128 for 64 bytes on
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Table 6: Predicted performance of adaptive encryption.

Type of adaptive Enc.

Cycles/byte
(3.5859 × n1) + (3.5417 × n2) + (3.9063 × n3) + (5.3125 × n4)
(4.6875 × n1) + (4.6146 × n2) + (4.6875 × n3) + (6.8750 × n4)

Adaptive Enc.(Simeck32/64)
Adaptive Enc.(Simeck64/128)

Table 7: Comparison evaluation between previous works and the proposed method.
Method
Arunkumar et al. [34]
Kumar et al. [35]
Zhang et al. [36]
Zhao et al. [40]
Proposed method

Encryption

Optimized implementation

Optimized for big data

AES
AES, DES, Blowﬁsh
Searchable encryption
Attribute-based encryption
Simeck

X
X
X
X
O

X
X
X
X
O

eBACS SUPERCOP [30] is implemented using AVX2. The
performance of the SIMON64/128 for 64 bytes on eBACS
SUPERCOP [30] is measured on systems using the
AMD64, Kaby Lake (906e9), and 2017 Intel Xeon E3-1220
v6 processors with 4× in a 3000 MHz environment. Table 5
describes the performance comparison results between the
proposed AVX2-optimized Simeck64/128 implementation
for 16 blocks (64 bytes) and SIMON64/128 for 64 bytes on
eBACS SUPERCOP [30]. The proposed AVX2-optimized
Simeck64/128 implementation for 16 blocks (64bytes) is
approximately 60.72% faster than the SIMON64/128 for 64
bytes on eBACS SUPERCOP [30] with the same data size
(64 bytes).
4.3. Evaluation of Adaptive Encryption. Table 6 describes the
predicted performance of the proposed adaptive encryption
approach based on the performance of the AVX2optimized Simeck family block cipher implementation. If
the total number of plaintext blocks is N, it can be written
as N = n1 + n2 + n3 + n4. Here, n1 refers to the number of
Simeck32/64 encryptions for 64 blocks or Simeck64/128 for
32 blocks, n2 is the number of Simeck32/64 encryptions for
48 blocks or Simeck64/128 encryption for 24 blocks, n3 is
the number of Simeck32/64 encryptions for 32 blocks or
Simeck64/128 encryptions for 16 blocks, and n4 denotes
the number of Simeck32/64 encryptions for 16 blocks or
Simeck64/128 encryptions for eight blocks according to
Algorithm 1. We can then predict the performance of the
proposed adaptive encryption by aggregating the product of
each number of Simeck encryptions for speciﬁc blocks and
each proposed AVX2-optimized Simeck encryption performance outcome, as shown in Table 6.
The advantage of the proposed adaptive encryption
becomes apparent when the number of plaintext blocks is
increased. In such a case, the performance is also increased.
Therefore, the proposed adaptive encryption method with
the proposed AVX2-optimized Simeck family block cipher
implementation is an adequate and eﬃcient data encryption
method which can be used by human care services to comply
with the HIPPA security requirement (data encryption).
4.4. Comparison Evaluation. We compared previous works
on human care service security and the proposed method

from optimized implementation and optimized for big data
perspectives. Table 7 describes the comparison evaluation
results. From the perspective of optimized implementation,
previous works focused on applying an encryption method
to a human care service for security. Accordingly, they did
not optimize the encryption implementation step. However,
with the proposed methods, these are optimized using
AVX2 SIMD considering the SIMD implementation condition, and the Simeck family block cipher outperforms AES
[4]. From the perspective on optimization for big data, previous works such as those by Arunkumar et al. [34] and Kumar
et al. [35] applied encryption to a cloud computing environment without considering the processing of big data. However, the proposed adaptive encryption method considers
eﬃcient big data processing on a cloud environment or on
the server side to provide security (data encryption) with
good availability following the HIPAA security requirements
for a human care service.

5. Conclusion
In a human care service, service providers must comply with
the HIPAA security and privacy requirement in the United
States for security. For this reason, human care service providers such as MS Azure, IBM Watson, and Amazon Web
Service provide security following HIPAA, and there are
many research results on encryption for a human care service. However, previous research results focused generally
on applying encryption methods to a human care service
without considering eﬃciency and availability. If lightweight
block ciphers are used at the end devices or sensors for various human care application services, cloud or service platform servers must deal with encrypted big data from the
various end devices or sensors of their human care application service as rapidly as possible to ensure the availability
of their human care application service considering diﬀerent
received data sizes according to the data transmission cycles
of the end devices. In this paper, to solve these problems,
we proposed AVX2-optimized Simeck family block cipher
implementations supporting various numbers of blocks with
good performance to provide eﬃciency and availability of
data encryption at the cloud or on the server side. The
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proposed AVX2-optimized Simeck32/64 encryption for 48
blocks has 3.5417 cycles/byte while Simeck64/128 encryption
for 24 blocks has 4.6146 cycles/byte. For an objective evaluation of the proposed methods, we compared Simeck family
block cipher AVX2-optimized encryption and SIMON
family block cipher AVX2-optimized encryption based on
the proposed method. The best performance outcomes with
the proposed Simeck32/64 and Simeck64/128 were correspondingly 18.01% and 23.59% performance improvements
as compared to the best performance of SIMON32/64 and
SIMON64/128 with the proposed methods. Speciﬁcally, the
proposed AVX2-optimized Simeck64/128 implementation
method for 16 blocks (64 bytes) is approximately 60.72% faster than the SIMON64/128 for 64 bytes on eBACS SUPERCOP [30] with the same data size (64 bytes). We also
proposed adaptive encryption based on AVX2-optimized
Simeck encryption for eﬃcient big data encryption on the
cloud or server side to ensure high performance. The strong
points of the proposed methods are AVX2-optimized Simeck
block cipher implementation and an eﬃcient adaptive
encryption method for eﬃcient big data encryption to
enhance the availability of a human care application service.
However, a limitation of the proposed methods is that it has
not been applied to an actual human care service with optimized Simeck implementation using AVX2. To address this
issue, we will apply the proposed methods on IBM Bluemix
and IBM Watson for a human care service and conduct
research on the eﬃcient AVX-512-optimized implementation of the Simeck family block cipher in the future.

Data Availability
The proposed Simeck family block cipher implementation
source codes are uploaded to the GitHub repository
(https://github.com/pth5804/Simeck_AVX2). SIMON family block cipher implementation source codes based on the
proposed methods are also uploaded to the GitHub repository (https://github.com/pth5804/SIMON_AVX2).
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We propose a system that automatically generates portrait drawings for the purpose of human emotional care. Our system
comprises two parts: a smartphone application and a server. The smartphone application enables the user to take photographs
throughout the day while acquiring heart rates from the smartwatch worn by the user. The server collects the photographs and
heart rates and displays portrait drawings automatically stylized from the photograph for the most exciting moment of the day.
In the system, the user can recall the exciting and happy moment of the day through admiring the drawings and heal the
emotion accordingly. To stylize photographs as portrait drawings, we employ nonphotorealistic rendering (NPR) methods,
including a portrait etude stylization proposed in this paper. Finally, the eﬀectiveness of our system is demonstrated through
user studies.

1. Introduction
Internet of Things (IoT) has undergone rapid advances
following the popularization of smartphones and wearable
sensor devices. Owing to these circumstances, IoT has
become nearly ubiquitous in our lives, widely supporting
facets of our well-being as well. Especially, in healthcare
front, many applications (e.g., Apple’s HealthKit) based on
IoT have been developed and employed. However, such
applications generally focus on physical healthcare only.
Consequently, the needs for emotional and mental healthcare applications are gradually increasing.
We present a system developed with the aim of caring for
the user’s emotions; the proposed system automatically
generates and displays the users’ portrait drawings by
utilizing IoT. In this system, when a user takes photographs
throughout the day using a smartphone, the most exciting
portrait is selected automatically based on the user’s heart
rate taken from a smartwatch equipped with the heart rate
sensor. The selected photo is then rendered as portrait drawings with various styles by using the nonphotorealistic

rendering (NPR) techniques at the server located at the user’s
home. Finally, when the user returns home, the stylized
portrait drawings are displayed in a digital photo frame that
is connected to the server. Consequently, the user can recall
the most exciting and also the happiest moment of the
day through admiring the drawings and heal their emotions accordingly.
The major contributions of this study are as follows. First,
we present an IoT-based application for human emotional
care as mentioned earlier. This is achieved by employing
the NPR techniques, which aim to acquire aesthetic images.
The study not only shows that the NPR can be utilized for
emotion-aware applications but also that using IoT technique can further expand it. Second, we propose a novel
portrait stylization method inspired by Henri de ToulouseLautrec’s etude, which mostly stylizes the facial region while
abstractly representing the others. In this study, our system
cares for human emotions using automatically stylized
portrait drawings. Selective focusing and expressing the facial
region during stylization process, therefore, play a key role in
enabling the resulting drawings to convey facial expression
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representing the most exciting moment of the day. Finally, by
conducting user studies, we show that our system makes
users feel better after recalling the most exciting moments
of their days by admiring the drawings our system generates.
Through the user study, we also conﬁrm that the stylization
method proposed in this paper generates results that reasonably resemble Henri de Toulouse-Lautrec’s etude.
The remainder of this paper is organized as follows. In
Section 2, we provide an overview of related works on
IoT applications and artistic stylization methods. Next,
we describe our system which automatically and remotely
generates portrait drawings using IoT technique in Section 3.
We then present our portrait stylization approaches in
Section 4. In Section 5, we present experimental results and
their evaluation. Finally, in Section 6, we conclude with a summary of our method and the scope for future development.

2. Related Work
Due to the popularization of mobile devices, the range of
Internet of Things (IoT) technology has been rapidly broadening. This has made IoT technology nearly ubiquitous in
our lives, and it widely supports facets of our well-being. In
this regard, many studies focused on various IoT applications. For healthcare, [1, 2] developed applications which
monitor heart rate measured by heart rate sensor of smartwatch and provide personalized information for the user’s
heart care without going to hospital or pharmacy to get doctor’s diagnosis. For ﬁtness, applications where activity tracker
communicates with ﬁtness facilities like running machine
and cycling ﬁtness to obtain precise ﬁtness data, such as
exercise distance, speed, and slopeness, and tracks these on
smartphone to suggest personalized exercise plan are widely
used [3, 4]. However, despite increasing interest in physical
heath, studies for emotional care have rarely conducted.
In this paper, we aim at developing a system for human emotional care. To do this, we utilize stylization techniques.
Artistic image stylization is a technique that aims at
converting an original image into an artistic image with certain style [5]. Early studies on artistic image stylization [6, 7]
focused on expressing painterly style by generating brush
strokes. In the studies, brush stroke’s properties such as
direction, size, and texture were mainly managed to stylize
original image. Meanwhile, several studies have focused on
expressing speciﬁc artistic style. Van Gogh’s painting styles
were imitated by manipulating brush stroke’s properties
[8, 9], and Seurat’s pointillism was simulated as well by
employing color juxtaposition theory [10]. These studies
were conducted while targeting on mimicking the impressionists’ painting style, because the brush strokes they used
were quite unique. In this paper, we aim at generating
Toulouse-Lautrec’s portrait etude who is one of the famous
impressionists in 18 centuries.

3. Remote Portrait Generation and Display
System for Human Emotional Care
3.1. System Overview. The system proposed in this paper
consists of a mobile application part including smartphone

Figure 1: Our smartphone application.

application and smartwatch and a server part including
server and digital photo frame. In our framework, the user
wears a smartwatch and takes portrait photographs throughout the day by using our smartphone application. While
taking a photograph, the application also acquires the heart
rate from the smartwatch and sends it to the server located
at the user’s home. The server then stylizes the photographs
as portrait drawings with given styles if they are judged as
the most exciting moment of the day based on the heart rate.
When the user comes back home, the server displays the
drawings by using a digital photo frame, and through
admiring these drawings and recalling the moments, the user
experiences an emotional healing. We present the detail of
each part in the next two sections.
3.2. Mobile Application Part for Acquiring Photograph and
Heart Rate. User’s photographs are acquired throughout
the day by using a smartphone and smartwatch equipped
with heart rate sensor, built-in camera, and depth perception sensor. When the user takes a photograph using a
smartphone, our smartphone application (Figure 1) simultaneously obtains user’s heart rate information from the
smartwatch and sends the photograph with heart rate to
the server. In this study, we used Samsung Gear S which
is a smartwatch equipped with heart rate sensor and integrated it with our smartphone application developed on
Android environment.
Our system mainly aims at generating portrait drawings.
Consequently, dividing input photograph into various
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Figure 2: Segmentation process using depth perception.

regions such as facial area and background enables the
system to obtain a better quality of the drawings. To do this,
we segment the input photograph by using the depth perception of Google’s Tango, which is an augmented reality
computing platform. Figure 2 shows the process that is
performed on Lenovo Phab 2 Pro, which is a smartphone
employed in this study and supports the Tango. The Tango
reconstructs a 3-dimensional surface from the photograph
taken by using depth sensor and motion sensor. Starting
from the surface, we search for the point of the greatest depth
and ﬁnd the center of the bounding box, which is detected as
the face from the photograph. By using these two points as
seeds, we then perform watershed segmentation on depth
domain to separate object from the background. Optionally,
we also provide semiautomatic segmentation using the seeds
mentioned above and user-selected seeds for hair and
body. Finally, the segmentation result is incorporated
along with the input photograph and is sent to the server to
be used in portrait drawing generation process described in
the following section.
3.3. Server Part for Generating and Displaying Portrait
Drawings. When a photograph is received with its segmentation result and heart rate, the server which is located at the
user’s home judges whether the photograph is the most
exciting moment of the day. In this study, we regard the
photograph incorporated with the highest heart rate as the
most exciting moment. Therefore, the server renders portrait
drawings only if the heart rate of the received photograph is
higher than that of previously received photographs. For
the style of portrait drawings, we provide oil paintings, pastel
drawing, pencil drawings, and portrait etudes, as described in
Section 4. Using these four styles, the server generates portrait drawings and preserves them until a new photograph
corresponding to a more exciting moment is received. The
server monitors the user’s location, which is computed on
the smartphone using GPS. When the user is within a predeﬁned distance from the server, the server ﬁnally displays the
portrait drawings on the digital photo frame connected to it.

This paper supposes the system to be used for home use.
Therefore, it is recommended to use a low-power device as
the server of our system for a practical use. To this end, we
used Raspberry Pi 2 B+ and Camel PF1710IPS as the server
and digital photo frame, respectively, as shown in Figure 3.
When a user admires our resulting drawings, interactions
which enable the user to browse and select preferred drawings are provided by an infrared remote controller. To do
this, we capture infrared remote signals from the GPIO 22
pin of Raspberry Pi.

4. Portrait Stylization Methods
This study aims at enabling users to admire portrait drawings
with various styles to arouse their interests. To achieve this,
algorithms for stylizing various styles are required. As mentioned in Section 2, lots of stylization methods have been proposed. Among them, we employ Seo et al.’s painterly
rendering algorithm [11] using a stroke texture database. In
their study, each individual brush stroke texture, which is
captured from a glass sheet where an artist paints on, is
stored in their stroke texture database and is utilized for generating brush strokes in the rendering process. At this time, if
the database is replaced with another one which consists of
brush strokes of diﬀerent medium, the style of resulting
drawing is consequently changed. In this manner, we used
three mediums (i.e., oil paint, pastel, and pencil) to provide
each style (Figure 4).
In this study, we focus on generating portrait drawings
using the most exciting moments taken by users throughout
the day. Therefore, conveying facial expression with abstract
representation of the others is sometimes more eﬀective for
giving a strong impression to the users. In addition to the
styles mentioned above, we propose a portrait stylization
inspired by Henri de Toulouse-Lautrec’s etude, which mostly
stylizes the facial region while abstractly representing the
others. As shown in Figure 5, Toulouse-Lautrec left many
portrait etudes. The main feature of his etude style is represented as simpliﬁcation except for facial region. In his etudes,
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Figure 3: Digital photo frame and server with IR receiver.

(a)

(b)

(c)

Figure 4: Brush stroke textures: oil paint (a), pastel (b), and pencil (c).

Body parts represented
as simplified lines
The face painted in detail

Figure 5: The main feature of Toulouse-Lautrec’s portrait etude.

the background is generally eliminated. Only face part is
depicted in detail while most of body parts are simpliﬁed
as a few lines. In this manner, we extract simpliﬁed edges
for representing body and manipulate them to mimic the
lines he used. Then, we paint brush strokes on facial
region mostly to make user concentrate on the facial

expression. We present the detail of proposed algorithm
in the following section.
4.1. Portrait Etude Stylization. Figure 6 shows our portrait
etude stylization process. The process is divided into three
steps. The ﬁrst step is line processing. In this step, we extract
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Figure 6: Portrait etude stylization process.
(a)

(b)

(c)

(d)

Figure 7: Edges extracted through FDoG (c) and thinned edges (d).

edges from input image and merge them into long simple
lines. Next step is region processing; we divide the input
image into several regions such as face, hair, body, and
background. Final step is rendering processing. In this step,
we render line and brush strokes.
4.1.1. Line Processing. In this step, we focus on the expression of simple lines shown throughout Toulouse-Lautrec’s
portrait etudes, especially for body expression. To generate
simpliﬁed lines, we ﬁrst extract edges from input image
and vectorize them. In this study, ﬂow-based diﬀerence
of Gaussian (FDoG) ﬁltering [12] is used to extract edges.
As shown in Figure 7, the ﬁltered result is a raster image
including thick edges. Therefore, vectorizing edges is
necessary to obtain simpliﬁed lines. To achieve this, we ﬁrst
use the thinning algorithm to make 1-pixel wide edges
(Figure 7(d)). We then use the tracing algorithm to detect
and trace each point on edges by using 3 × 3 kernels as shown
in Figure 8. In the ﬁgure, the tracing starts from the end point
of the edge (a) and proceeds along the edge (b–d). In cases of
(a), (b), and (c), there is only one candidate for next edge
point which is not traced yet. However, in case of (d), two
candidates are given, so choosing one which makes the
edge simpler is required. To solve this, we select the point
where the angle diﬀerence is minimized through the vector
calculation (inner product) of the tracked edge points and
candidate points.
If more than one pixel is cut oﬀ on the edge (Figure 9(a)),
it will not be traced to single line (Figure 9(b)) because the
kernel covers only adjacent neighbor pixels. To solve this,
we merge nearby lines considering the distance and direction

between them (Figure 9(c)). If the distance between each
end point of two lines and the diﬀerence between their
directions are below predeﬁned threshold, we merge them
into the single line. In this paper, experimentally, thresholds
for distance and direction are set to a default value of 5 and
15°, respectively.
Among the separated line segments, we select long and
strong line segments only by using their lengths and average
gradient values to represent overall structure abstractly.
Figure 10 shows the line segments and a histogram which
represents their length and numbers. We obtain a threshold
value for dividing them into long and short line segments
by applying the k-means clustering algorithm with k = 2on
the histogram. In the ﬁgure, long lines (blue) and short lines
are divided by using the threshold whose value is set to 32. In
the same manner, we divide the line segments into strong and
weak lines by using their gradient intensity. In our method,
strong lines tend to be detected more in the areas where
detailed expression such as face is needed. These two lines
are utilized to express each part of input image separately
in Section 4.1.3.
4.1.2. Region Processing. To express each region separately
according to what the region is, it is needed to divide the
input image into regions and label them. As shown in
Figure 5, Toulouse-Lautrec’s etude can be mainly divided
into face, hair, body, and halo in background. As mentioned
in Section 3.2, we obtain such regions by using depth perception and user assistance.
In Toulouse-Lautrec’s etudes, he brieﬂy depicted facial
components such as eyebrows, eyes, nose, and mouth by
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Figure 8: Edge tracing algorithm.

(a)

(b)

(c)

Figure 9: Line merging: (a) original edge, (b) tracked line, and (c) merged line.
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(a)

(b)

(c)

(d)

(e)

Figure 10: Line selection: (a) original edges, (b) line length histogram, (c) separated line segments, (d) long lines, and (e) strong lines.

(a)

(b)

Figure 11: Face edge extraction: (a) facial component distance and (b) face edges.

using simple lines rather than colored brush strokes. To
express this, we only draw the lines which correspond to
these components. To achieve this, we extract 77 face landmarks from the input image by using active shape model
(ASM). We then construct a distance map around facial
components which are generated by connecting the landmarks as shown in Figure 11. Finally, we remove out-ofrange lines by using the distance map.
For halo region in background, we represent the backlight behind the face. In Toulouse-Lautrec’s etudes, the halo
is often represented as straight hatching lines with arbitrary
direction or following the silhouette of the head. To express

this, we calculate modiﬁed ﬂow map where the direction is
generated by mixing the ﬂow direction obtained by ETF
[12] and arbitrary direction as shown in Figure 12.
4.1.3. Rendering Lines and Brush Strokes. Before rendering
lines and brush strokes, we create a rectangular background
using groundwood paper texture which is shown in
Toulouse-Lautrec’s etudes. We then render in the order of
long lines, halo, face, hair, and facial components. As shown
in Figure 13, we render each line through following steps: we
ﬁrst create a triangle strip mesh following the gradient direction; we then color it with the color sampled from input image
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(a)

(b)

(c)

Figure 12: Flow direction modiﬁcation for halo: (a) original painting gradient, (b) gradient correction map, and (c) modiﬁed gradient.

Figure 13: Line rendering using a triangle strip mesh and line texture.

where the mesh is located on; and we ﬁnally map predeﬁned
line texture captured from Toulouse-Lautrec’s etudes.
Our line drawing is performed using the long and
strong line segments obtained previously. To render lines
with various width, we adjust the width by using the following equation:
Thickness =

α × max w, h
,
mag

1

where w and h are the width and height of the input image,
mag is the average gradient strength of the area through
which the line segment passes, and α controls the maximum
width of lines. Figure 14 shows the lines resulting from
adjusting α.
Rendering brush strokes is performed on each region
separately. We depict face and hair in detail but body and

halo roughly. To do this, we arrange the brush intervals narrow and short on face and hair. On the other hand, for body
and halo, the spacing between brushes was widened, and the
length was arranged long.
After rendering brush strokes on the entire facial region,
we draw facial components deﬁned in Section 4.1.2 to convey
facial expression. To achieve this, we ﬁrst render additional
thin brushes on the facial region and then draw the edges corresponding to the facial components. Figure 15 shows the
results without and with drawing facial components. As
shown in the ﬁgure, drawing facial components convey facial
expression better.
Figure 16 shows our portrait etude rendering results. As
shown in the ﬁgure, our method mainly focused on conveying facial expression while representing the others abstractly.
In Section 5.2, we evaluate our results by using user study in
terms of similarity to Toulouse-Lautrec’s etudes.
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Figure 14: Lines rendered using diﬀerent user control maximum width.

(a)

(b)

Figure 15: Eﬀect of facial components: (a) without facial components and (b) with facial components.

Figure 16: Our portrait etude results.

5. Experimental Results
Figure 17 shows the portrait drawings our system generated.
As mentioned above, our system generates four styles of portrait drawings from the most exciting photograph of the day
and allows users to select preferred results to display them on
the digital photo frame of the system. In the ﬁgure, each
marked result represents the drawing selected by the user
who took the input photograph. In case of that users do not
perform the optional semiautomatic segmentation described
in Section 3.2, only facial region and background are distinguished; consequently, our portrait etude is not generated.

We note that the results which do not contain the portrait
etude result correspond to this case. As shown in the ﬁgure,
the system generated the drawings of the most exciting
moments of the day. We can observe that the system
rendered facial region in detail compared to the others. It is
because our smartphone application divided input photograph into face and the other parts semiautomatically and
used them to render each part separately.
In the next two sections, we show that our system
makes users feel better after recalling the most exciting
moments of their days by admiring the drawings our system
generates and also show that our portrait etude stylization
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Figure 17: Input photographs and the portrait drawings our system generated. Marked result represents the photograph/drawing selected by
the user.

method generates results that reasonably resemble ToulouseLautrec’s etude.
5.1. Evaluation of the System. We suppose that a user takes
photograph throughout the day and uses our system after
coming back home where the system is installed. However,
we installed the system at an oﬃce in the university and
conducted a user study. We lent each participant a smartphone where our application was installed and a smartwatch,
demonstrated how the devices worked to them, and let them
freely take portrait photographs containing themselves
throughout the day while wearing the watch. We then made

them visit the oﬃce, demonstrated how the digital photo
frame worked to them, and ﬁnally let them admire the
original photograph they took and the drawings generated.
Participants consisted of 19 undergraduate and graduate
students who did not have any expertise in ﬁne art. When
they admired the photograph and drawings displayed on
digital photo frame, we checked which styles they chose
and also checked whether they had performed semiautomatic segmentation after taking the photograph. We then
inquired them about the next three questions. (1) Do you
think you felt better after admiring the drawings? (2) Do
you agree with that the drawings correspond with the most
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Figure 18: User study results.

exciting moment among what you took? (3) Do you think the
drawings represent the mood and atmosphere of the moment
of photographing well? For the answers, we use the following
scale: 1 = strongly disagree, 2 = disagree, 3 = neutral, 4 = agree,
and 5 = strongly agree. In addition, we asked them to give
reasons and any feedback.
Figure 18(a) shows the styles participants chose. In the
experiments, participants were able to choose multiple styles
including original photograph to display them. Otherwise,
they were also able to select none of the styles to display all
of them. As shown in the ﬁgure, among 19 participants, 15
of them chose their preferred styles; the others chose nothing.
Regarding the styles chosen by participants, photograph, oil
painting, pastel drawing, pencil drawing, and portrait etude
were chosen 15, 13, 8, 2, and 7 times, respectively. At this
time, we note that portrait etudes were not generated for
7 cases where semiautomatic segmentation was not performed. The result shows that participants mostly preferred
original photograph. Among drawings, oil painting was the
most preferred style in our system. In this regard, participants responded that original photograph was easy to recognize. They also answered that oil painting was the most
familiar style among what we provided. Meanwhile, pencil
drawing was chosen only twice. They also mentioned that
this was because facial detail was not depicted well in our
pencil drawings.

Figure 18(b) shows the answers to question 1. The
answers ranged from 3 to 5, and its average value was 3.74.
From this result, we conﬁrm that they mostly felt better after
admiring the drawings our system generated.
Figure 18(c) shows the answers to question 2. The
answers were distributed from 2 to 5, and the average value
was 3.37. This was the worst score among our three questions. We assume that this is because our system depends
on heart rate to select the most exciting moment. For
instance, a participant answered 2 = disagree to Figure 19 of
which input photograph was taken after exercise, and we
can suppose that heart rate was aﬀected by exercise rather
than emotion. In this regard, we present a possible solution
for this problem in Section 6.
Lastly, Figure 18(d) shows the answers to question 3. The
answers ranged from 3 to 5. Its average value scored 3.95, and
this was the best score in our experiments. Especially, the
score of participants who chose our portrait etude as their
one of preferred styles was 4.42. We analyze that this is
because the algorithm eﬀectively conveyed facial expression
by focusing on mainly expressing facial region while representing the others abstractly.
Taking all together, we conﬁrm that our system generated portrait drawings which eﬀectively conveyed the mood
of the moment of photographing and that users felt better
after admiring the drawings, although the drawings did not
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Figure 19: The photograph taken after exercise and its drawing results.

Artwork selected as the most similar to our portrait
etude stylization
30
25
20
Vincent van Gogh,
Portrait of Artist’s Mother, October 1888

Edouard Vuillard, Self-portrait,
1889

Berthe Morisot, Portrait of Mme Boursler
and Her Daughter, 1873
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10

Edouard Manet, Madame Manet, Henri de Toulouse-Lautrec, Self Portrait. Edgar Degas, Portrait of Miss Cassatt,
1893
1874-76
Seated, Holding Cards, 1876-1878

Manet

Gogh

Morisot

Vuillard

Degas

0

Toulouse-lautrec

5

Figure 20: The artworks used for comparison and the number of participants’ selections.

well correspond with the most exciting moment of the day.
Besides multiple-choice answers, participants’ feedbacks
were as follows: the styles provided were too limited; portrait etude looked like incomplete; pencil drawing lacked
detailed depiction; segmentation process was bothersome;
not only the best moment but also the other moments
could be displayed; smartphone application drained battery too fast. For these, we also suggest several solutions
in Section 6.
5.2. Evaluation of Portrait Etude Rendering. For the style of
portrait etude we proposed in Section 4.1, we conducted a
user study as well. 31 participants including 19 who participated in the experiment in Section 5.1 consisted of undergraduate and graduate students who did not have expertise
in ﬁne art. We showed them 6 portrait artworks (Figure 20)
including Toulouse-Lautrec’s etude and let them choose the
artworks whose styles were similar to our portrait etude
drawing results. We allowed multiple-choice questions,

consequently 58 selections were made. Figure 20 shows the
artworks and the number of participants’ selections. As
shown in the ﬁgure, Toulouse-Lautrec’s artwork was selected
as the one which was the most similar to our portrait
stylization by being chosen by 28 participants. Artworks of
Edgar Degas, Eduard Vuillard, Berthe Morisot, Vincent
Van Gogh, and Edouard Manet were chosen by 13, 10, 3, 3,
and 1 participants, respectively. From this result, we conﬁrm
that our portrait etude stylization method generated resulting
drawings quite similar to Toulouse-Lautrec’s artwork which
we targeted. Participants who mainly chose the artworks of
Toulouse-Lautrec, Degas, and Vuillard said that line style,
halo eﬀect, selective abstraction, and incompleteness were
similar to the characteristics found in our resulting drawings.
On the other hand, the participants who chose Morisot and
Gogh explained that the strokes used for facial area in our
results were similar to those of artworks.
We also asked participants how similar ToulouseLautrec’s artwork and our resulting drawings are. For
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Similarity between Toulouse-Lautrec’s artwork and our
resulting drawings

more regions with their own styles to enhance our portrait
etude stylization.
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Data Availability
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The data used to support the ﬁndings of this study are
available from the corresponding author upon request.

8
6
4

Conflicts of Interest

2
0
Strongly similar Similar

Neutral

Dissimilar

Strongly
dissimilar

Figure 21: User test result for similarity between ToulouseLautrec’s artwork and our results.

answers, we used the scale same with Section 5.1. Figure 21
shows the result. The answers were widely distributed
from 1 to 5, and the average value was 3.32. Although
participants chose Toulouse-Lautrec’s artwork as the style
most similar to ours, but the score they evaluated was
not very high when the result was directly compared with
his artwork. In this regard, they mentioned that painting
nonfacial parts and using more abstract lines were required
to mimic his artwork.

6. Conclusions and Future Work
In this study, we proposed a system that automatically generated portrait drawings for the purpose of human emotional
care. In the system, our smartphone application enabled the
user to take photographs throughout the day while acquiring
heart rates from the smartwatch worn by the user. Meanwhile, the server collected the photographs and heart rates
and displayed portrait drawings automatically stylized from
the photograph for the most exciting moment of the day.
Using the system, the user could recall the exciting and happy
moment of the day through admiring the drawings and heal
the emotion accordingly. To stylize photographs as portrait
drawings, we employed NPR methods, including a portrait
etude stylization proposed in this paper. Finally, our system
and proposed stylization method were evaluated through
user studies.
We collected some ideas for future work from the
feedback of user study participants. As mentioned before,
participants answered that the drawings our system generated occasionally did not correspond with the most exciting
moment of the day. We analyzed that this was caused that
our system entirely depended on heart rate to judge it. To
solve this problem, we will employ emotion recognition from
facial expression. In addition, participants also mentioned
that semiautomatic segmentation was bothersome. To provide more better user experiences, we will employ automatic
segmentation and labelling methods using semantic recognition. We also believe that this will be beneﬁcial to represent
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Biosignal interfaces provide important data that reveal the physical status of a user, and they are used in the medical ﬁeld for
patient health status monitoring, medical automation, or rehabilitation services. Biosignals can be used in developing new
contents, in conjunction with virtual reality, and are important factors for extracting user emotion or measuring user
experience. A biological-signal-based user-interface system composed of sensor devices, a user-interface system, and an
application that can extract biological-signal data from multiple biological-signal devices and be used by content developers
was designed. A network-based protocol was used for unconstrained use of the device so that the biological signals can be
freely received via USB, Bluetooth, WiFi, and an internal system module. A system that can extract biological-signal data from
multiple biological-signal data and simultaneously extract and analyze the data from a virtual-reality-speciﬁc eye-tracking
device was developed so that users who develop healthcare contents based on virtual-reality technology can easily use the
biological signals.

1. Introduction
Recently, virtual-reality technology has been eﬀectively used
in education, medicine, virtual experiments, and games
following the development of hardware and software technologies related to virtual-reality technology [1, 2]. The
development of real-time simulations allows perception of
virtual reality similar to a real world, and they are utilized
in various research studies in combination with user movements [3]. In addition, the theory of games has been successfully used in various other areas other than games because
it allows active participation of users by increasing their
motivation. Exercise concentration and persistence can be
increased by allowing the exerciser to be immersed in the
contents by adjusting the diﬃculty level of the exercise
according to the ability of the person [4]. The theory of
games applied to health and ﬁtness has been found to inﬂuence user behavior changes in real life [5]. Because of the
increase in the elderly population and medical expenses, the

interest in monitoring health in everyday life and making
exercise a part of daily routine has been increasing [6]. It
became an exciting area as a social aspect of health and
elements of fun and immersion through the combination of
virtual- and augmented-reality technologies [7]. Recently,
various healthcare contents that measure user movements
and exercise methods have been developed because information on the user movements can be obtained following the
development of game controllers. Nintendo Wii Fit launched
a game that uses body balance using a special controller, and
this technology is used in areas such as sense of balance,
exercise, corrections, and rehabilitation of the elderly [8, 9].
Microsoft Kinect can be installed in the external environment
of a user, and it is used for healthcare monitoring [10]
because it can receive data at night using depth sensors and
extract user skeletal data. Because the mobile environment
in which smartphones are always carried has been developed,
various wearable devices have been produced. Users are
naturally led to a healthy life by directly obtaining the user’s
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physical information from wearable devices, updating health
information on the smartphone, and measuring the amount
of exercise. Recently, interactions with users can be performed through the ﬁve senses using virtual-reality technology, and rapid simulation of virtual information has
become possible by synchronizing user movements. Because
the contents of the applied virtual-reality technology are
reinforced with social and physical interaction elements, they
are recognized as a new content area and oﬀer the possibility
of unlimited development.
Biosignal interfaces provide important data that display
the physical status of a user, and they are used not only in
the medical ﬁeld but also various other areas. In the medical ﬁeld, they are used in monitoring systems for early
detection of dangerous situations and diseases by monitoring the patient’s health status and in medical automation
systems that provide continuous treatment or rehabilitation
services. Methods that use biological signals for automatic
measurement of stress and objective data collection have
achieved practical results [11, 12]. The biological-signal
interfaces being used in traditional medical systems are
now available for the general public following the development of wearable biological-signal devices. Biological-signal
interfaces are used in rehabilitation, ﬁtness, and sports
training such as practicing the method of controlling
breathing or training body balancing [13, 14]. The application of biological-signal systems has expanded beyond the
medical services to various other areas such as education,
information security, and human-computer interaction
(HCI) as the Internet and mobile devices have become
ubiquitous. In the HCI ﬁeld, research on the experience of
users has become important. HCI experts are investigating
user content experience, and the industry is measuring
the user experience, researching methods of interpreting
the collected data, and designing methods of evaluating
contents [15, 16]. Measurement of the physiological or
physical performance data not only improves our understanding of the physical health but also help us better
understand the experience of users by supplementing the
results of other methods.
The technology that enables the measurement of biological signals is a fundamental method for creating healthcare
contents that regard the biological signal of the user as
important. The biological signal is then used as important
data that can measure the response of users who use the contents. The present study designed a biological-signal interface
system that can be employed in various applications that use
biological signals. In particular, considerations were given to
special situations employed in healthcare contents in which
virtual-reality equipment such as a head-mounted display
(HMD), which has been signiﬁcantly improved in recent
years, is used. The rest of the present report is organized as
follows. In Section 2, relevant studies that used biological signals are discussed. In Section 3, the architecture and components of the user-interface system are explained. In Section 4,
the sensors and data used in the biological-signal interface
system are explained. In Section 5, conclusion is made for
the proposed system, and new research topics and directions
are discussed.
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2. Related Works
Biofeedback can be generally classiﬁed into direct and indirect. Direct biofeedback is a bodily response such as body
or eye movement that can be controlled according to personal intention. Indirect biofeedback is a bodily response
such as heart rate (HR) or galvanic skin response (GSR) that
cannot be altered by human intervention. Human-behavior
analysis technology is widely used for HCI, security surveillance, sports engineering, and intelligent assistance for the
elderly. Determining how and what is the manner of movement of people is a fundamental and essential technology
to monitor their health. Invasive sensors, which measure
human movements, are also used in the ﬁeld of human activity recognition, and two measurement methods that include
a vision-sensor-based method and a method that uses wearable devices are used. Even though vision-based technology
reﬂects the accurate movements of a user, it suﬀers from a
spatial restriction in that external cameras have to be
installed. User movements can be measured because inertial
sensors can be easily integrated into wearable devices such
as smartphones following the recent development of microelectromechanical systems technology. Although the accuracy and location where movements can be measured vary
depending on the number and location of sensors, a technology has been developed lately to the level that user motions
can be captured [17]. Research on hands and upper limbs
or gait analysis for rehabilitation purposes has been conducted [18, 19]. Research on interactive interfaces using gestures for handicapped people has also been carried out. Eye
tracking can be helpful for physically handicapped people
using the technology for controlling wheelchairs, telepresence, and teleoperation. It has been used in medical and
psychological research as a tool to record and study visual
behavior [20]. Eye tracking refers to tracking the user’s eye
movements or the point of gaze. Eye tracking collects important physical information that allows identiﬁcation of the
user intention and is used in wide areas such as psychological
research, medical diagnosis, and user and interactive-gazecontrol applications [21]. Recent tracking devices are noninvasive and perform tracking based on the image and light
reﬂected from the cornea. In addition to the gaze direction
and eye-movement pattern, the measurement data of the
pupil size and microsaccades may contribute to the interpretation of the emotional and cognitive status of the user. In
contrast to the visual and movement data that change
according to personal intention, biological-signal information such as user body temperature and HR can provide
not only user health information but also bodily responses
that change according to environmental changes [22].
Because noninvasively detecting, collecting, and processing
various types of body-related data such as electricity, heat,
and optical signals produced by the body have recently
become possible, medical expenses can be greatly reduced
by making possible the prevention and remote detection of
health issues [23]. The extraction of noninvasive biological
signals has been interlinked with miniaturized sensor technology and led to the development of wearable devices. It
has been integrated to artiﬁcial-intelligence technology. The
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health-monitoring ﬁeld is signiﬁcantly developing. In the
past, patient biological signals were monitored and analyzed
using equipment installed in the hospital. Many systems that
can continuously monitor health have been developed following the development of various types of wearable sensor
technology. Because the method of measuring brainwaves
through contacts with the head has been suﬃciently developed to conveniently collect the brainwave information of a
user through wireless electroencephalography headsets, the
application of a user interface has been expanding not only
to the medical ﬁeld but also to various other areas, including
entertainment and virtual reality [24]. By using biological
signals as a user interface, research on controlling a computer
cursor by measuring the electromyography (EMG) and electrocardiography (ECG) data of a patient is being conducted
[25]. In addition, the sympathetic nerves of the autonomic
nervous system increase the HR in response to sudden and
strenuous exercises or fear and anger during emergency situations, whereas the parasympathetic nerves decrease the HR
during resting state. The autonomic nervous system is closely
related to the biological signals of the heartbeat, blood pressure, respiration, emotion, and body temperature.
Virtual-reality technology is leading to the creation of a
new healthcare environment through the use of interfaces
with medical technology; this is because virtual-reality technology can be used to visualize three-dimensional (3D) data
and enable user interaction in various ways by combining
auditory, touch, and haptic technology. Healthcare data such
as computed tomography (CT) images, magnetic resonance
imaging (MRI), cryosection images, and confocal microscopy images are 3D images; thus, these can be analyzed by
visualizing them on a monitor [26]. Furthermore, 3D data
are easily transmitted to a virtual-reality system and can be
visualized and analyzed using 3D-display equipment, such
as a head-mounted display (HMD). These 3D data are also
utilized in medical education in areas of surgery, dentistry,
and nursing, among others, wherein they are used to design
interactive environments using various equipment [27].
Virtual-reality technology has also provided a new direction
in biomechanics and rehabilitation, as realistic sensory experiences are delivered and scenarios are recreated using
virtual-reality-based analysis methods with existing hardware that measures a user’s movement [28]; in particular,
such technologies are integrated with wearable equipment,
IOT technology, artiﬁcial intelligence, and cloud services to
develop smart healthcare services that can automatically
monitor users’ health in spaces used by the users such as
homes and surrounding environments.

example, ECG and EMG sensors, can directly collect biological signals. In addition, some sensors such as accelerometers
collect raw data that can be used to extract information
related to health, and by combining the data with the
research purpose of the user or other biological signals, the
intention from the biological signals can be more accurately
predicted. Table 1 lists the data and provides a brief explanation of the sensor supported by the proposed system. Most
sensor devices are equipped with microprocessors and functions to convert raw biological-signal data. Devices such as
eye-tracking devices process the data while they are connected to a computer. The sensor device layers transmit data
to the biological-signal processing system that are wired or
wirelessly connected. The second layer is a biological-signal
system. To adapt to the research environment where a considerable number of diverse virtual-reality wearable devices
are released, the system was designed to add or remove
devices that are used to measure diﬀerent vital signs depending on the purpose of the application. In addition, to preserve
the independence of the sensor device layer, the system
includes an interface in which two-way data transmission
between the network and modules controlling these devices
occurs, thus bridging the sensor layer to the biologicalsignal system.
These systems can be constructed in various forms, such
as in smartphone and computer devices, and support network connections such as cellular, IEEE 802.11 wireless protocol, and Bluetooth interfaces [29]. A virtual-reality
healthcare application must support wireless communication
as well, because it should be able to measure vital signals even
when a subject is freely moving around. The biological-signal
systems transmit biological signals to the application layer,
but it can also process existing information and transmit
the processed data. For example, even though the eyetracking module transmits camera image data, the system
provides processed data produced by tracking or measuring
the size of the pupil in the image data. The application layer
can be classiﬁed into a real-time method and a long-term
data storage and analysis method according to the method
of using the biological signals. The real-time method is used
when users’ health status is measured and analyzed from
the perspective of UI/UX, or when appropriate interactions
should be regenerated in real-time in the virtual-reality application based on the user’s health status. The long-term dataanalysis method allows the creation of various biologicalsignal-based applications mainly with the application developer collecting information transmitted to a cloud server
through the Internet or supported in the form of the Web.

3. Biological User-Interface System Design

4. Biological System

Here, we explain the architecture of a biological-signal system
and the role and limitation of layers. Figure 1 shows that the
architecture has three important layers of sensors, system,
and applications. Each layer provides various services according to the application using the system and requirements.
The ﬁrst layer is composed of various types of sensor
devices in which electricity, heat, chemical, and other signals
can be detected from the user body. Most of these sensors, for

In the past, biological-signal monitoring was essential only
for important situations in which intensive care for the survival and recuperation of a patient was necessary. However,
with the advancement in sensor technology, it is now utilized
in other ﬁelds such as psychology, kinematics, and modern
physiology. The present study explains the technology of
obtaining and analyzing biological signals that can be used
for health management, rehabilitation, and training contents
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Figure 1: Biological-signal-based user-interface system architecture.
Table 1: Biological signal.

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

Sensor

Description of measured components

Accelerometer
Airﬂow
Blood pressure
Body position
Body temperature
Electrocardiogram
Electromyogram
Eye tracking
Glucometer
GSR
HR
Oximeter
Pupil size
Snore
Spirometer

Three-axis acceleration of the device
Breathing rate
Systolic, diastolic, and pulse
Five body positions (standing/sitting, supine, prone, left, and right)
Body temperature
Electrical and muscular function of the heart
Electrical activity of skeletal muscles
Eye tracking and direction of interest
Approximate concentration of glucose in the blood
Electrical conductance of the skin
Number of heart contractions per minute
Arterial oxygen saturation of functional hemoglobin
Pupil size of the eye
Snoring
Peak expiratory ﬂow

by integrating with the virtual-reality technology. The
biological-signal data supported by the proposed system are
listed in Table 1, and additional biological signals can be
obtained in connection with the system under the provision
of network protocols. Here, the medical-use methods
through measurement of biological signals supported by the
system and the method of using the contents linked to
virtual-reality technology are explained.
4.1. Biological Data. The collection and utilization of data
used the biological signals. For the biological-signal measurement, “MySignal Hardware Development Platform” was
used. Figure 2 shows that 11 biological-signal sensors could

Figure 2: MySignal Hardware Development Platform.
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Figure 3: Conﬁguration of a biometric sensor network system.

be used, and the rescue signal from the user could be
received. Each sensor was connected using Arduino UNO
and MySignals Shield, and the corresponding data were collected. The data collected from each sensor are transmitted
to the client-requested sensor data by the client module of
PC by serial communication using a Bluetooth low-energy
module, as shown in Figure 3. The structure of sensor data
is deﬁned diﬀerently according to the characteristics of the
biological sensor. The client modules are designed and
implemented based on the network scheme and speciﬁc
interface of the biological hardware as shown in Figure 1.
However, the client module provides a network-based socket
interface so that the same interface can be used on the same
system internally or on a remote system connected to the
network.
Transmission of an inﬁnite number of sensor data in real
time was not possible due to the hardware limitation of
Arduino UNO and MySignals Shield. Only the requested
data were transmitted by enabling the biological-signal data
to activate the sensor required by the client as shown in
Figure 4. Thus, transmission of the essential data was ensured
and was not interrupted by the transmission of unnecessary
data, which prevented wastage in computing resources by
unnecessary computation. In addition, the number of bytes
of the sensor data being transmitted was minimized. For
example, in the case of the GSR sensor, real-number data
were obtained using the conductance value. If the data were
transmitted as they were, a minimum of four bytes must be
transmitted. However, when the data were converted into
integer values using a conversion equation, only two bytes
were needed to be transmitted. Thus, the transmission eﬃciency was increased by reducing the amount of data transmitted by converting the real-number data into integers
using a conversion rule.
The body-position data enable analysis of the movements
caused by speciﬁc diseases such as sleep apnea and restlessleg syndrome, and they help determine the sleep patterns
through the analysis of movements during sleep. Bodyposition sensors can help detect the syncope of fall of the
elderly and inﬁrm or handicapped people [30]. The data
input from the sensors can measure six status ((1) supine,
(2) left, (3) right, (4) prone, (5) standing or sitting, and (6)
undeﬁned), and by acquiring the acceleration data from a
built-in triple-axis accelerometer, additional research can be
conducted as shown in Figure 5.
Monitoring the skin and body temperature is medically
very important because many diseases accompany changes
in the characteristics of body temperature. Body temperature

is an important measurement factor for research on such
areas as cardiac surgeries and sleep and circadian rhythm
and is used for monitoring patient status and predicting risks
[31, 32]. As shown in Figure 6, body temperature can be measured using various sensors such as infrared (IR) sensors,
thermistors, and thermocouples, and it can be monitored
without inconvenience to the user life when a wearable device
is used [33].
EMG is a diagnostic technique that measures and records
electrical activities produced by skeletal muscles. EMG produces electromyograms by detecting the electrical potentials
created by muscle cells when they are electrically or neurologically activated using an electromyograph as shown in
Figure 7. By analyzing the electromyogram, biodynamics at
the level of medical abnormalities or movements can be analyzed. EMG is used in various clinical and biomedical tests
such as diagnosing neuromuscular diseases or as a research
tool for exercise science. Because of the development of
EMG detection technology, comfortable data collection without attaching electrodes, for example, Myo products, to the
body becomes possible. As a contactless interface, numerous
applications of the technology are expected [34, 35].
ECG is one of the medical tests most commonly used in
modern medicine. Because the measurement of HR in unit
of beats using ECG and the exact representation of heart
activity in waveforms are possible as shown in Figure 8, accurate monitoring of HR variability is possible [36, 37]. ECG
plays a very important role in the diagnosis of cardiac diseases from myocardial ischemia and infarction to syncope
and palpitations. Abnormal change in respiration and
breathing rate is one of the broad indicators of major physiological instability as shown in Figure 9. Hypoxemia and
apnea symptoms can be diagnosed by monitoring the patient
condition using the breathing rate.
GSR is a method of measuring the electrical conductivity
of the skin, and the result varies depending on the level of
moisture as shown in Figure 10. Because sweat glands are
controlled by the sympathetic nervous system and a moment
of strong emotions changes the electrical resistance of the
skin, skin conductivity is used as an indicator of psychological or physiological arousal.
Blood pressure is the pressure of the blood in the arteries
when the blood is circulating through the body due to the
heartbeat. The blood pressure is recorded in two numbers
of systolic pressure and HR. Because high blood pressure
can lead to serious problems such as cardiac arrest, cerebral
stroke, or renal diseases, it is one of the important physical
indicators that must be regularly checked [38]. Pulse
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Figure 4: Sequence diagram for biosignal data request.
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0.10
Y (Accelerometer) 0.01

g

0.10
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0.10

g

oximetry is a noninvasive measurement method that shows
the arterial oxygen saturation of hemoglobin as shown in
Figure 11. It measures the amount of oxygen dissolved in
the blood using two waves of absorption coeﬃcient, namely,
660 nm (red light spectrum) and 940 nm (IR light spectrum),
based on the detection of hemoglobin and deoxyhemoglobin.
Pulse oximeter sensors are required to analyze the treatment,
surgery, and recovery of critically ill patients and for assessment of the oxygen uptake and eﬀects of supplemental oxygen on emergency patients. It is less accurate than ECG but
eﬀective for long-term monitoring and is widely applied
because it can be used in smart watches and wristbands [39].
Glucometer sensors can help manage the blood glucose
of diabetic patients by measuring the blood sugar level. Diabetic patients should manage their blood glucose through
periodic measurement. Spirometry is the most common pulmonary function test that examines and measures lung
function and measures the amount or speed of air that can
be inhaled and exhaled. It measures the breathing capacity,
which is useful for evaluating conditions such as asthma,
ﬁbroid lung, cystic ﬁbrosis, and chronic obstructive pulmonary disease. Snoring is a major symptom of obstructive
sleep apnea. To analyze snoring, data must be collected at
a high sampling rate, and a large amount of data are processed in most studies because snoring is analyzed using the
acoustic characteristics of the sound collected through a
microphone. The system designed in the present study
employed a hidden Markov model- (HMM-) based analysis
method that extracts snoring using a piezo sensor attached
to the neck as shown in Figure 12. Short-term Fourier transform and short-term energy are calculated and input to the

Z (Accelerometer) 0.07
Time (s)

0.10

Figure 5: Body-position tracking and 3-axis acceleration signals.
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Figure 9: Air ﬂow signal graph.
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Figure 10: GSR signal graph.

HMM, and the results can be classiﬁed into snoring, noise,
and silence. Although it is not a biological-signal measurement, preparation and support for emergency can be ensured
by having patients wear an alarm and an emergency button
as a pendant or on their wrists.
4.2. Eye-Tracking Data. Assessing human interests and interpreting eye movements as input modes have been proposed
as advanced methods of interactions between humans and
computers. Previous case studies in Web usability, marketing, medicine, video games, psychology, and neurology suggested that an eye tracker can be used. In the case of
virtual-reality contents, eye-tracking modules are installed
inside the HMD, as shown in Figure 13, because they use
the same display devices as the HMD. Further, because
head-mounted eye-tracking devices provide higher accuracy
in measuring ocular ﬁxation, saccades, and dilation of the
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Figure 14: Eye-tracking camera module in HMD.

pupil, they are widely used in psychology and cognitive science research [40].
Figure 14 shows that the pupil of a user is extracted from
the IR images transmitted from cameras. The ﬁrst step in the
pupil extraction algorithm ﬁnds dark regions in the IR image
using binarization. The dark region appears in several places
depending on the state of the acquired image inside the
HMD. The next step is to extract the contour of candidate
regions. Because the extracted contour does not show a perfect pupil shape due to distortion such as image noise, the
ellipse ﬁtting is performed using the preliminary information
that the pupil is similar to the shape of an ellipse. The small
ellipses are removed for eliminating outliers. A heuristic
algorithm is applied to determine that the pupil cannot be
located at the edge of the image and that the size of the pupil
is large and the pupil is located at the center of the image. The
pupil data is back projected using the focal length of cameras
and extracted ellipse, and the 3D direction vector is calculated through a back-projection process. It is possible to measure the direction of the user’s gaze using the 3D pupil data
and to monitor the pupil size using the 3D ellipsis of the pupil
in real time.
Figure 15 shows the application used to develop the system that tracks eye movements of the user and monitors
the photoplethysmogram (PPG) information. A green dot
represents the eye tracking of the user on top of the image
shown on the HMD. Simultaneously, monitoring of the
PPG signal is shown. Figure 16 shows the application that
analyzes the biological signals from the user. The top portion
shows the changes in the eyeball position transmitted from
the user, and the size of the circle represents the changes in
the size of the pupil. The bottom portion shows the changes
in the user PPG. The user can analyze many biological signals
simultaneously extracted under a speciﬁc condition through
the timeline function.

5. Conclusion
Biological-signal-based systems are widely distributed, along
with the distribution of wearable devices, and the range of
their applications is also wide. Recent biological-signal
modules only support wearable devices supplied by each
company, and the trend is not to provide researchers with
real-time biological-signal data that could ensure and protect

Figure 15: Eye tracking and PPG capturing application.

Figure 16: Eye tracking and PPG analysis application.

data. Investigators conducting research using biologicalsignal data can control biological-signal hardware by themselves, but controlling biological-signal hardware is not easy
for people creating contents. A biological-signal-based userinterface framework was designed, developed, and tested
for those who want to create contents using biological signals.
This system supports the researchers that have investigated
the relationships among many biological signals using various sensor devices that complement each other and require
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analysis of biological signals because it is designed to support
many biological hardware devices using a network-based
internal interface. Especially, this system can be extended to
include the creation of virtual-reality contents that are
inﬂuencing the medical ﬁeld, various forms of entertainments, and the education ﬁeld.
Immersive virtual-reality contents maximize user involvement and users can participate while they are moving around,
and new forms of contents can be developed using the
biological-signal-based user-interface system. Biologicalsignal feedback can be obtained from the user in real time
while the user is participating in contents, and the learning
eﬀect of the user can be increased by changing the contents
after analyzing elements of the contents and evaluating biological signals. This study provides a new opportunity of
understanding the interaction between humans and computers by designing a system that provides biological signals
and attempts to apply user experience by analyzing the relationship between the user’s biological signals and emotions
in a future study. The traditional method of user evaluation
has been carried out using interviews or questionnaires. Since
the contents of virtual reality are carried out while users are
moving around with the HMD worn, the sense of visual
and behavioral immersion increases and a greater amount
of concentration and physical strength may be consumed.
Since there are large psychological and physical diﬀerences
between before and after carrying out the contents of virtual
reality, it can aﬀect the evaluation process. An analysis on
user evaluation using the biological signals of the user can
be performed while the contents are being carried out.
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Many types of deep neural networks have been proposed to address the problem of human biometric identiﬁcation, especially in the
areas of face detection and recognition. Local deep neural networks have been recently used in face-based age and gender
classiﬁcation, despite their improvement in performance, their costs on model training is rather expensive. In this paper, we
propose to construct a local deep neural network for age and gender classiﬁcation. In our proposed model, local image patches
are selected based on the detected facial landmarks; the selected patches are then used for the network training. A holistical edge
map for an entire image is also used for training a “global” network. The age and gender classiﬁcation results are obtained by
combining both the outputs from both the “global” and the local networks. Our proposed model is tested on two face image
benchmark datasets; competitive performance is obtained compared to the state-of-the-art methods.

1. Introduction
Age estimation and gender distinction from face images play
important roles in many computer vision-based applications,
such as visual surveillance, security control, and humancomputer interaction. Over the last decades, many methods
have been proposed to tackle the age and gender classiﬁcation task.
In early works, pixel intensity values are used directly as
input to train a classiﬁer such as neural network [1, 2] or
support vector machine (SVM) [3]. However, when the resolutions of images increase, directly using intensity values
dramatically increases the scales of image features as well.
Therefore, some feature reduction techniques such as principal component analysis (PCA) are applied to reduce the
dimensions of image features [4]. Some image descriptors
which are more powerful for image representation have also
been used in the area of age estimation and gender recognition tasks, such as local binary patterns (LBP) [5], shiftinvariant feature transform (SIFT) [6], Gabor ﬁlters [7],
histogram of oriented gradient (HOG) [8], and biologically

inspired features (BIF) [9]. Although the tasks of age estimation and gender classiﬁcation have been widely investigated
over the last decades, the results obtained are still far away
from real applications [10, 11].
In recent years, deep learning, especially convolutional
neural networks (CNN) [12–15], have become an important
tool in computer vision applications. In many vision-based
areas, such as image classiﬁcation, object detection, pose estimation, visual tracking, CNN have achieved superior results.
[16]. More recently, CNN have been employed in face imagebased age and gender classiﬁcation tasks [17–19]. However,
as face images vary in a wide range under the unconstrained
conditions (namely, in the wild), the performances of CNN
still need to be improved, especially in age estimation tasks.
Moreover, the time cost on training CNN models is quite
expensive in most proposed solutions.
In order to reduce the cost on CNN model training, a
local deep neural network (LDNN) was proposed [20] for
gender recognition; the LDNN model can achieve state-ofthe-art performance while the training cost is considerably
reduced. More recently, a modiﬁed version of LDNN is
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proposed by Liao et al. [21]; this modiﬁed LDNN shares the
same network architecture with the one used in [20]. In
[21], the number of image patches used for network training
is further reduced; 9 ﬁxed image patches are selected for network learning. The modiﬁed LDNN model can be used for
both age and gender recognition. However, in this model,
the local image patches used for training are ﬁxed; this may
not work well on the unconstrained images without carefully
preprocessing. In [21], the authors ﬁnd the eye areas and the
mouth area are crucial parts for age estimation, while only
the eye areas are important for gender classiﬁcation.
The success of LDNN in age and gender classiﬁcation and
the relative discoveries from the former LDNN works inspire
us to propose a LDNN model for age and gender estimation.
In our proposed model, the local image patch selection is based
on the detected facial landmarks, that is, the image patches
used for network learning are dynamically generated. Therefore, the number of image patches can be greatly reduced while
all the important information in a face image can be kept.
In [20], the Sobel edge detector is used for local feature
extraction. However, in [21], it is illustrated that using other
feature detectors can obtain diﬀerent performances. In our
proposed model, the holistically-nested edge detection
(HED) [22] is used for global feature extraction. The age
and gender classiﬁcation results are obtained by combining
both the outputs from the “global” and the local networks.
The remainder of the paper is listed as follows. In Section
2, a brief review of related work on age and gender classiﬁcation using CNN is given. Section 3 introduces the proposed
local deep neural network for age and gender estimation.
Section 4 presents the experiment settings and the experimental results and analysis. Conclusions and future work
are included in Section 5.

2. Related Work
The successful applications of CNN on many computer vision
tasks have revealed that CNN is a powerful tool in image learning. If enough training data are given, CNN is able to learn a
compact and discriminative image feature representation.
Therefore, many researchers propose to use CNN in age and
gender classiﬁcation from face images. In this section, the
related work on age and gender classiﬁcation using CNN is
brieﬂy reviewed. The previous research on local deep neural
networks for age and gender estimation is also introduced.
2.1. CNN for Age and Gender Estimation. An early CNN model
used for age and gender estimation can be seen in [23], in
which a multiscale convolution neural network model is proposed. In [18], the authors propose a convolutional net architecture that can be used even when the amount of learning data
is limited. A chained CNN-based age and gender classiﬁcation
scheme is introduced in [24], where the age classiﬁers are
trained for diﬀerent genders. The apparent age estimation
task is investigated in [25]; their proposed model fuses the
real value-based regression and the Gaussian label distribution based GoogLeNet; the model was tested on LAP
dataset. Later, their result is improved by Antipov et al. [26]
by fusing the general model and the children model.
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Figure 1: Illustration of the 9 image patches for local neural
network training in [21].

Some researchers suggest using deeper networks for age
and gender estimation. Yang et al. introduce the deep label
distribution learning for apparent age estimation, where the
distribution-based loss functions are used for training, which
can exploit the uncertainty induced by manual labeling to
learn a better model than using ages as the target [27]. The
deep age distribution learning (DADL) is proposed in [28]
for age prediction. Hou et al. [29] propose a deep CNN model
similar with a VGG-16 net coupled with the smooth adaptive
activation functions for age estimation. Their results were
further improved by using the exact squared earth mover’s
distance in loss function [30]. In [31], convolutional neural
networks are used for the extraction of deep features, then
the standard support vector regression is used for gender
and age prediction. Recently, the model in [31] is further
improved by adding an expected value formulation after classiﬁcation [32]. The directional age-primitive pattern (DAPP)
is proposed in [33], which is a local face descriptor containing aging cue information; the model obtained state-of-theart performance on Adience dataset.
2.2. Local Deep Neural Networks (LDNNs) for Age and
Gender Estimation. Compare with CNN, LDNNs use a diﬀerent training strategy: the small image patches around important
regions of faces are extracted and used for network learning. An
LDNN model for gender recognition is proposed in [20], where
a feed-forward neural network without dropout is used. An
edge detector is ﬁrstly used to obtain edges in face images,
and small image patches are then selected around the obtained
edges. All the image patches are fed into neural networks for
training. The predictions of all the patches from the input test
image are averaged for the ﬁnal output. Using patches obtained
in this way seldom leads to overﬁtting since the most redundant
information has been removed during ﬁltering.
Another LDNN model was proposed recently, which
aims to further reduce the number of image patches used
for training [21]. This model uses the same network architecture of [20]. In this modiﬁed version of LDNN, only 9 ﬁxed
image patches are used for the local network training, as presented in Figure 1. In addition, the authors split an image into
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ﬁve rows (2) and ﬁnd that the rows containing eye regions
and mouth region are important rows for age estimation.
By using less training image patches, the model still achieve
a competitive performance.

3. Methodology
In this section, we describe the proposed architecture for age
and gender classiﬁcation. Our methodology is essentially
composed of three steps: (1) to implement face detection
and facial landmark localization, (2) to select image patches
based on the obtained facial landmarks, (3) and to construct
LDNN model. In the following, the three parts are described
in detail.

Figure 2: Landmark localization of a sample face image; the red
points indicate the center of the detected landmark regions.

3.1. Facial Landmark Localization and Patch Selection. The
ﬁrst step of our proposed model is to detect a face in an image
and to obtain the facial landmarks on the face, both are
widely investigated areas [34–36]. Currently, the global spatial models are polularly used landmark localization
methods, which are mainly based on local part detectors.
Therefore, it is common to use mixtures of deformable part
models or to use mixtures of trees for face detection and
landmark estimation. Then the eﬃcient dynamic programming algorithms can be applied to ﬁnd globally optimal solutions. Without loss of generality, a mixture of trees model for
face detection and landmark localization [37] is used here. A
brief introduction of the method is given below.
The model is based on a mixture of trees with a shared
pool of parts V. Every facial landmark is modeled as a part;
the global mixtures are used to capture topological changes
due to vi a viewpoint or deformable changes such as changes
in expression.
Each tree-structured pictorial structure [38] is linearly
parameterized and written as T m = V m , Em , where m represents a mixture and V m ⊆ V. For an image I, the location
of a part i is denoted as li = xi , yi . All the image parts
L = li i ∈ V are scored as
S I, L, m = Appm I, L + SPm L + αm ,

1

Appm I, L = 〠 ωm
i · ϕ I, li ,

2

i∈V m

Figure 3: Illustration of the ﬁve rows split of a face image in [21].

SPm L = 〠

2
am
ij dx

+ bm
ij dx

2
+ cm
ij dy

+ dm
ij dy

3

ij∈Em

In (2), for the feature vector ϕ I, li extracted from pixel
location li of image I, the appearance scores of placing the
template ωm
i for part i at the location l i tuned for mixture m
are summed up.
Equation (3) computes the mixture-speciﬁc spatial
arrangement of parts L. dx = xi − x j and dy = yi − y j represent
the displacement of the ith part relative to the jth part. Each
term in the sum can be interpreted as a spring that introduces
spatial constraints between a pair of parts [37]. The parameters a, b, c, and d specify the rest location and rigidity of
each spring.

DNN
Input patches

Final
decision

Input layer

Output layer
Hidden layers

Figure 4: LDNN model used in [20, 21] is also used in this paper.
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Figure 5: The proposed classiﬁcation of the main architecture.
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Figure 6: The HED architecture [22].

The model is trained in a fully supervised scheme, where
the positive images with landmarks and mixture labels are
provided, and the negative images without faces are also provided as well. The shape and appearance models are learned
by using a structured predication framework. The Chow-Liu
algorithm [39] is used to ﬁnd the maximum likelihood tree
structure which can give the best description of the landmarks in a given mixture. Figure 2 shows the landmark localization result from a sample image.

Once the facial landmarks are obtained, the local image
patches can be determined. As shown in Figure 2, for the
sample image, a total of 68 landmark points are detected;
therefore, 68 image patches around the landmark centers
are selected for the network learning. The size of the image
patches in Figure 2 are 15 × 15 (blue squares); however, the
size of an image patch can vary according to the size of the
input images. In our experiments, the performances of diﬀerent patch sizes are also compared.
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Figure 7: Sample images from the LFW database.

The image patch selection used here is diﬀerent with the
two former LDNN-based methods used in [20, 21]. In [20],
although the authors only keep the image patches whose center pixel is an active pixel in the binary mask image, there are
still hundreds of image patches left for network training. In
[21], only 9 ﬁxed patches are used (Figure 3). However, in
order to improve model performance, an image is divided
into 5 rows, and the rows containing the eye regions and
mouth region are used to assist the model output. The patch
selection is more empirically decided in this scenario. Our
landmark-based patch selection method can keep the most
important information in a face image; moreover, it largely
reduces the number of training patches.
3.2. Network Architecture. LDNNs are trained by using the
image patches extracted from landmark regions of face
images. As most of the redundant information has been discarded in our patch selection process, the left training
patches cannot lead to the problem of overﬁtting. Therefore,

it is reasonable to use a simple feed-forward neural network. The network architecture used in [20, 21] can also
be directly used here for our tasks. Figure 4 shows the network architecture.
The whole procedure of our method is shown in Figure 5.
For an input image, its landmark patches are detected and classiﬁed by the trained neural network. Then the outputs of the
patches are averaged. Following the routine of [21], the entire
image can be used to improve classiﬁcation performance as
well. Therefore, another neural network is trained by the entire
image is also used here. Moreover, we employ the holisticallynested edge detection (HED) detector [22] to train a third neural network for further performance improvement.
The HED is a deep learning-based edge detection
method; it aims to obtain a network that learns features from
which it is possible to produce edge maps approaching the
ground truth. HED uses multiscale and multilevel structure
to generate 5 side-outputs which improve the ﬁnal fusion
result. The architecture of HED can be seen in Figure 6.
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Figure 8: Sample images from Adience database.

Table 1: The label information of the Adience subset used in our experiments.
Age group
Male
Female
Total

1

2

3

4

5

6

7

8

Total

533
494
1027

693
910
1603

736
952
1688

508
699
1207

1635
1867
3502

1011
875
1886

333
296
629

291
308
599

5740
6401
12,141

In Figure 6, the side-output layers are inserted following
the convolutional layers. Deep supervision is imposed at each
side-output layer to guide the side-outputs toward edge predictions. The outputs of HED are multiscale and multilevel,
with the side-output-plane size becoming smaller and the
receptive ﬁeld size is becoming larger. One weighted-fusion
layer is added to automatically learn how to combine outputs
from multiple scales. The entire network is trained with multiple error propagation paths (dashed lines). The details of
HED can be seen in [22].

4. Experiments and Results
A series of experiments has been conducted on two popularly
used face image datasets, the LFW database and the Adience
database. In this section, the datasets used in our experiments
are introduced ﬁrstly then the parameter settings of the
experiments are introduced. Finally, the experimental results
of gender and age estimation are given.
4.1. Face Image Datasets
4.1.1. Labeled Faces in the Wild (LFW). The labeled faces in
the wild (LFW) database contains 13,233 face photographs
labeled with the name and gender of the person pictured.
Images of faces were collected from the web with the only
constraint that they were detected by the Viola-Jones face
detector [40]. The sample images from LFW database are
shown in Figure 7.
There are four versions of LFW—the original version,
funneled version, deep funneled version, and frontalized version (3D version). LFW is an imbalanced database including
10,256 images of men and 2977 images of women from 5749

Table 2: The parameter settings in our experiments.
Learning algorithm
Dropout probability for
input/hidden units
Initial learning rate
Learning rate update rule
Initial/ﬁnal momentum
Number of hidden units
Number of hidden layers
Activation function

SGD + momentum
0.75/0.5
3
lc = lc ∗ 0 997 for each epoch
0.5/0.99
512
3
ReLU

subjects; 1680 of which have two or more images [40]. The
3D version is used in this work since the images are already
cropped, aligned, and frontalized properly.
4.1.2. Adience Dataset. There are 26,580 face images from
2284 persons in the Adience dataset [41]. The images are
with age and gender labels, which are collected from the
Flickr albums and released by their authors under the Creative Commons (CC) license. The images are completely in
the wild as the photos were taken under diﬀerent variations
in appearance, noise, pose, and lighting, and so on.
There are three versions of the Adience database, including the original version, aligned version, and frontalized
version (3D version) with 26,580, 19,487, and 13,044 images,
respectively. The 3D version is used in this work since most
images are already frontalized and aligned to the centre of
the image. However, images in the Adience database 3D
version may be extremely blurry or frontalized incorrectly
as shown in Figure 8. Additionally, people in the images
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Table 3: The gender classiﬁcation results on LFW dataset using diﬀerent hidden layer numbers under the patch size 1313.
Methods compared
Accuracy (1 hidden layer)
Accuracy (2 hidden layers)
Accuracy (3 hidden layers)
Accuracy (4 hidden layers)

LDNN [20]

LDNN + locations [20]

LDNN-F [21]

Proposed

Proposed + locations

91.66
95.35
95.81
95.79

92.64
95.98
96.04
96.25

94.03
94.22
95.64
95.29

94.26
94.85
95.53
95.47

94.32
94.82
96.02
95.88

Table 4: Performance evaluation of diﬀerent sizes of image patches.
Patch sizes

10 × 10

13 × 13

15 × 15

20 × 20

30 × 30

95.78

96.02

95.63

95.86

95.54

Accuracy (3 hidden layers)

Table 5: Classiﬁcation results from diﬀerent network combinations.
Network combinations

Entire image

Landmark patches

Entire image + landmark patches

Combined

Classiﬁcation accuracy

92.86

95.06

95.87

96.02

could show emotions. Therefore, it is reported that patches
extracted from those images may not always contain the
same face region which may result in lower classiﬁcation
rates [21].
There are three subsets of the Adience dataset 3D version;
this is because it is not necessary to label gender with age
groups or vice versa. The ﬁrst subset contains 12,194 images
labeled with gender. The second subset comprises 12,991
images labeled with age. 12,141 images are included in the
third subset, which is labeled as both gender and age. Our
experiments are run on the third subset. The label information can be seen in Table 1.

Table 6: Gender classiﬁcation results on LFW dataset from diﬀerent
methods.

4.2. Experimental Settings. In order to ﬁnd appropriate
parameters for the proposed method, a series of experiments
has been conducted. The parameters listed in Table 2 produced good outcomes.
The experiments were run on a PC with an Intel i7 4
cores CPU, 16 G memory and an NVIDIA Geforce GTX
1080 GPU (8 G memory); the time cost for training the proposed model is around 10 hours.

Table 7: Gender classiﬁcation results on the Adience dataset.

4.3. Experimental Results on LFW. For comparison, we follow the routines in [20, 21] to carry out our experiments.
Five cross-validations using the same ﬁve folds as [20, 21]
are used. Around 67% of patches of men are randomly
discarded in each fold to balance the data. We ﬁrst set
the size of the image patches as 13 × 13, which is the same
as described in [20]. Table 3 lists the classiﬁcation results
of our method and the compared methods, where diﬀerent
numbers of hidden layers are also tested.
In Table 3, one can see that for the same model, besides
the image patches themselves, if the center locations’ coordinates are added to indicate where a patch is extracted (the
“LDNN + location” and “proposed + location” columns), the
classiﬁcation performance can be improved. The method in
[21] uses 9 ﬁxed image patches; therefore, the location of

Methods compared

Accuracy (%)

LDNN
LDNN-F
Compact CNN [26]
LBP + SVM [10]
Gabor + PCA + SVM [42]
Proposed

Compared methods
Classiﬁcation accuracy

96.25
95.64
97.03
95.6
94.01
96.02

Entire image LDNN-F [21] Proposed
77.84

78.63

80.64

patches are also ﬁxed; the method is named as LDNN-F
in Table 3.
In Table 3, the best gender classiﬁcation is 96.25% from
[20] with patch location. Due to the huge number of patches
and the limited amount of memory, it is not feasible to train a
neural network using all of the four training folds. In the
same way in [21], only one fold was used for network training
in this work. The smaller training set is a factor leads to a
lower performance.
The eﬀect of using diﬀerent sizes of image patches are also
evaluated. Three hidden layers are used in the network. The
compared results can be seen in Table 4. The best performance
among the tested patches sizes was obtained by 13 × 13,
which is the same with the results in [20], where the authors
explain the size of 13 × 13 was determined from a previous
research. The best performance of [21] was obtained by using
a larger size as 30 × 30. The reason is only 9 location-ﬁxed
patches are used for training; a larger patch is able to contain
more useful information.
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Network 1
Gender
classification
Network 2

Network 1

Male age
estimation

Female age
estimation

Figure 9: The age estimation scheme.

In our proposed model, besides the landmark-based
image patches, the entire image and the holistic feature
map extracted from the entire image are also used to further
improve model performance. Table 5 lists the results of
improvement bought by the holistic feature.
Some of the state-of-the-art methods work on the LFW
dataset for gender classiﬁcation are also compared in our
experiments. The results are listed in Table 6. Among the
compared methods, the best performance 97.03% was
obtained by the method of “Compact CNN”; however, this
method needs to construct an ensemble of learning models,
which is much more complicated on model construction
compared to our method.
4.4. Experimental Results on the Adience Dataset. The age and
gender classiﬁcation are run on the 3D version of the Adience
dataset. We used the same routine in [21]; the networks are
ﬁrst trained separately for age and gender then the gender
classiﬁcation results are used to help age estimation.
The same parameters listed in Table 2 are also used here
for model training. The performance of our model is shown
in Table 7. Our proposed model achieves 80.64% correction
rate on the data set, where the result in [21] is 78.63%. The
main reason is the Adience dataset are not frontalized well;
the location-ﬁxed patches used in [21] may not always contain the same region of faces. In our method, by detecting
facial landmarks in advance, the obtained landmark-based
patches can relieve this problem much better.
The Aidence dataset contains 8 age groups and another 20
diﬀerent age labels. Some folds even lack the images for some
age groups; therefore, the age labels must be merged. We used
the same merging scheme used in [21]; all the labels are merged
into the 8 age groups. Please see their paper for details.
In the same way in [18, 21], the one-oﬀ classiﬁcation rate
is used for age estimation. That is due to the apparent similarity of persons in adjacent age groups; images which are
categorized into adjacent age groups are considered to be
correct classiﬁcation.
For the age estimation, three sets of neural networks are
constructed; each contains the model shown in Figure 3.
The neural network 1 is used for gender classiﬁcation,
and neural network 2 and 3 are for male and female age
estimation, respectively. If an input image is recognized as

Table 8: Age estimation results from the two neural networks for
men and women respectively.
Rate method

Neural network 1
(male’s age)
Exact
One-oﬀ

Neural network 2
(female’s age)
Exact
One-oﬀ

Entire image
LDNN-F [21]
Proposed

38.94
39.90
41.86

36.68
41.27
42.79

77.76
80.32
81.87

75.12
77.14
78.65

Table 9: Age estimation results from the proposed age estimation
model compared with other CNN-based methods.
Methods

LDNN-F
Exact One-oﬀ

Accuracy 41.82

77.98

CNN [41]
Exact
One-oﬀ

Proposed
Exact One-oﬀ

45.1 ± 2.6 79.5 ± 1.4 44.36

80.69

male then network 2 will be used for its age estimation;
otherwise, network 3 will be activated. The whole process
can be seen in Figure 9.
It should be noted that the neural network 2 in Figure 9 is
trained using 5740 face images of men, and the network 3 is
trained using 6410 images of women. The individual performance of neural network 1 and neural network 2 on age estimation is shown in Table 8, and the results from the model in
Figure 9 is given in Table 9.

5. Conclusion and Future Work
A modiﬁed version of local deep neural networks is proposed
in this paper. Instead of using location-ﬁxed patches, the
facial landmarks are detected in advance, then the image
patches around landmarks are selected for network training,
which greatly reduces the training cost. Moreover, the experimental results show that the method proposed in this paper
achieves competitive performance in the two tested datasets.
The performance of the proposed model still can be
improved by incorporating other schemes into current architecture, for example, to use a more eﬃcient facial landmark
detection method or to further optimize the network structure, these will be investigated in our future work.
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Meniscal surgery is considered the most general orthopedic process that deals with the treatment of meniscus tears for human
health care. It leads to a communal contusion to the cartilage that stabilizes and cushions the knee joints of human beings. Such
tears can be classiﬁed into diﬀerent categories based on age group, region, and occupation. Further, a large number of
sportsmen and heavy weightlifters even in developed countries are aﬀected by meniscus injuries. These patients are subjected to
arthroscopic surgery, and during surgical treatment, the perseverance of meniscus is a very crucial task. Current research
provides a signiﬁcant ratio of meniscal tear patients around the globe, the critical expanse is considered as having strikingly
risen with a mean annual of 0.066% due to surgery failure. To decumbent this ratio, an innovative training mechanism is
proposed through video retrieval system in this research. This research work is focussed on developing a corpus and video
retrieval system for meniscus surgery. Using the proposed system, surgeons can access guidance by watching the videos of
surgeries performed by an expert and their seniors. The proposed system is comprised of four approaches to the spatiotemporal
methodology to improve health care services. It entails key point, statistical modeling, PCA-scale invariant feature transform
(SIFT), and PCA-Gaussian mixture model (GMM) with a combination of sparse-optical ﬂow. The real meniscal surgery dataset
is used for testing purposes and evaluation. The results conclude that using PCA-SIFT approach improves the results with an
average precision of 0.78.

1. Introduction
A meniscus tear is a public discolouration of the cartilage that
alleviates and pads the knee joints of human beings. This is
common malfunctioning across the globe, with a mean
annual rate of 0.066%. It is noteworthy to mention that a
large number of meniscus injury incidences are observed at
about 66 per 100,000 around the globe. These incidences
can be categorized under various aspects, that is, age group,
region, and occupation. Most of the sportsmen and heavy
weightlifters aﬀected with age less than 40 years in developed
countries recovered using meniscus surgery. They cover the

areas of America, Latin, Asia, and Africa. On the other hand
in Denmark, more degenerative changes in the annual incidence are observed. These changes are increasing from 164
to 312 over the past 10 years and about 2 million cases
observed in meniscus surgery treatment. Details of registered patients, diagnosis, and procedures maintained by
Danish National Patient Register can be found in [1] and
Summit (2016).
Previous studies have reported a very high rate of repetitive surgery due to the failure of meniscus surgery. Diﬀerent
causes are observed for the failure of meniscus surgery. One
of the major causes is the inappropriate removal of meniscus
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because unexperienced surgeons do not know how much or
which part has to be removed properly. More precisely, it
deals with the interaction of tissues and radiation, which
may be represented in the form of a static image and video
or recordings. These recordings can be used to train surgeons
and practitioners to perform successful surgeries. One way to
access these recordings is through video retrieval system that
aims to retrieve videos from a source of the multimedia
repository. Upon surgeon’s request and need, video retrieval
system can provide the most relevant and accurate videos of
meniscal surgery. Likewise, there have been several studies in
relation to surgery, that is, for the eyes, lungs, heart, and
kidney, but meniscal surgery holds a unique position since
it is a commonality in most of the countries and in literature
neither corpus nor video retrieval systems precisely for
meniscal surgery yet found [2].
To retrieve retinal surgery videos using compressed video
streams, the required motion info is extracted at regular
intervals. Precisely, two types of motion information are
excerpted: one is region trajectory and the other encompasses
the residual error. A heterogeneous feature vector is used to
combine the motion information, and sequence segmentation is utilized to extract the motion information. The
Kalman ﬁlter and generalized Gaussian distribution are utilized to formulate region trajectory and residual information.
In last step, extension of fast dynamic time warping is also
used along with feature vector to compare videos [3].
Another approach to retrieve medical videos is a key
frame which is initially extracted and its global features are
excerpted, which has to be saved in XML script format in
the form of an object to reduce the storage space. Furthermore, neural network and naïve Bayes are used to enhance
the performance. Features of an image are extracted using
entropy, Huﬀman coding, and fast Fourier transforms [4].
In order to retrieve laparoscopy videos from a colossal
repository of videos, a feature signature is utilized which is
composed of abstract and local details of the image. Initially,
position, colour, and texture features of an image are considered for this signature. Weight is assigned to each feature
describing the potential to be used as a feature signature representative. For comparison between two signatures, earth
mover’s distance, signature quadratic form distance, and signature matching distance are used in combination [5]. To
retrieve endoscopy videos from repository, feature signature
is computed based on global features, that is, colour, position,
and texture. Weight is assigned to each feature, and zeroweighted features are considered as irrelevant for signature.
Those features have weighted value unequal to zero denoted
as signature representatives. Furthermore, cluster centroid of
these features is used as feature representative. To measure
the similarity between endoscopic images, signature matching distance and adaptive binning feature signature are used
by using the visual characteristics [6].
In another approach to retrieve endoscopic videos, local,
global, and feature fusion techniques are employed. To
extract features, various algorithms CEDD, SURF, and
SIMPLE are used. Additionally, early and late fusion
approaches are also considered. These approaches are tested
on 1276 video clips. LIRE software library is used to index
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test frames also capable to extract 20 visual features of an
image [7].
To retrieve cataract surgery videos from the repository, a
video is divided into a number of overlapping clips. Each clip
contains the same number of frames. Various features are
extracted from these frames using histogram of oriented gradients (HOG), BoVW, and motion histogram. These features
are statistically modeled using the Bayesian network, CRFs,
and HMMs. Thirty cataract surgery videos are used for the
testing purpose having 720 × 576 pixels. A mean area under
ROC of 0.61 was achieved in recognizing surgical steps from
video stream [8]. In order to retrieve and analyse female
reproductive system through hysteroscopy, a video summarization framework is proposed. To compute feature set, colour information is extracted from key frames using COC
colour model. Other salient features are also extracted such
as texture, motion, curvature, and contrast [9].
Another approach to retrieve cataract videos from the
source that formulate a feature set is by using global features
such as colour, texture, and motion information of the frame.
Furthermore, the wavelet transform is performed on these
extracted channels of colour. In this study, cataract and epiretinal surgeries are considered [10]. To retrieve similar videos
in the domain of retinal surgery, a motion-based approach
has been found in literature which utilized MPEG-4 to
extract features from the frame. For video encoding, a group
of pictures and macroblocks are used where three types of
frames are considered. Motion histogram, classiﬁcation,
and motion trajectories are used to formulate motion feature
set. Furthermore, signatures are also composed and to
measure their ratio of similarity, fast dynamic time warping
approach is used. This approach is applied to epiretinal
membrane surgery.
In order to control the failure rate of surgery and to
overcome the mentioned drawbacks, there is a dire need
for a sophisticated approach. It could be possible via the
fabrication of a connexion between information technology and medical sciences. Information technology is capable of providing medical diagnosis, clinical analysis, and
treatment planning through a practice known as medical
imaging [11, 2, 12].
Our proposed system ﬁrstly focuses on spatial features,
that is, the location of objects in reference to static objects
[13]. Secondly, it deals with the temporal information of an
image, which provides a glimpse of moving and operational
objects [14]. This system is comprised mainly of four
methods, that is, interest point, statistical modeling, PCASIFT, and PCA-GMM-based video retrieval. The ﬁrst method
incorporates interest points of videos which are excerpted
using up-to-the-minute feature explication and indicator
algorithms known as SIFT, HOG, and covariant feature
detector (CFD) with distance transform (DT) addressed by
Bai et al. [15] and Bharathi et al. [16]. The second method
encompasses statistical modeling of features using GMM
and Kullback-Leibler divergence. Moreover, in the third and
fourth method, dimension reduction technique is integrated
with SIFT and GMM, respectively. To extract the temporal
features, Lucas-Kanade sparse-optical ﬂow is incorporated
in each method [17]. This proposed system can help new
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and less-experienced surgeons to get appropriate information
about surgical methods, procedures, and tools to perform a
successful surgery [11, 2, 12]. These meniscal recordings can
additionally be used for the explanation of the patients and
their follow-up sessions [9].
Table 1 illustrates a summarized comparison of previous
approaches to retrieve videos. It is clear from this comparison
that there are so many systems for medical video retrieval,
but a video retrieval system for meniscal surgery practitioners is not found in spite of its need around the globe. In
this system, we also have used a hybrid of state-of-the-art
techniques for feature detection, recognition, and comparison. The most important point that can be concluded in this
summarization is a step towards new research direction.

2. Materials and Methods
This section sheds light on the proposed methodology for
meniscal surgery video retrieval. The surgical video is considered to be composed of frames which are chronologically
bound together to deﬁne a tale, that is, live surgical process.
Each frame grasps an instant of surgery, producing a coherent association with contiguous frames. Algorithms in this
framework are applied to the frame instead of a video because
the frame is a building block of a video. Therefore, these
videos are decomposed into frames and shot boundary is
detected using XOR. As a result, the collections of master
frames depicting master shot are extracted. These master
frames are further utilized to model spatiotemporal features
of a particular video. Detail of spatiotemporal feature extraction and modeling technique is as follows.
2.1. Spatiotemporal Modeling Using Interest Points. The
interest point represents the identiﬁcation of interest or key
points within an image used for further processing. A
description of the interest point is as follows:
(i) It has a demarcated location and mathematical
description of an image.
(ii) Local image organization is high in the context of
local information content.
(iii) In the image domain, it has steady trepidation of
both local and global.
2.2. SIFT and CFD-Based Approach. SIFT is used to detect
interest points using various scales. With the help of Gaussian ﬁlters, the change in succeeding Gaussian-blurred images
is ﬁgured out to excerpt interest points [17]. A diﬀerence of
Gaussian (DoG) image DoG a, b, Δ of an original image
Im a, b is given by
DoG a, b, Δ = L a, b, Li Δ − L a, b, L j Δ ,

1

where L a, b, LΔ describes the convolution operation of the
original image Im a, b with Gaussian blur G a, b, LΔ , at
scale LΔ. [19].
CFD uses an aﬃne adaptation to approximate the ﬁgure
of an aﬃne region in order to compute covariant features

of an image. With the help of aﬃne adaptation, interest
points can be calculated as follows [10]:
Cf d U =

Deaa U

Deab U

Deab U

Debb U

,

2

where Deaa U is deﬁned as the 2nd fractional derivative in
the direction a and Deab U represents the mix fractional
2nd derivative in directions of a and b. These computed features of input and target images are matched using Euclidean
distance to get the value of similarity [20]. These calculated
distances are sorted to make the ranked list based on similarity of input video with target videos.
2.3. HOG and Distance Transformation (DT). The HOG
feature detector uses edge directions to compute local object
appearance and shape within an object.
Each image is split into small cells, and histogram of
gradient directions is computed for all cells.
In order to improve accuracy, contrast normalization of
local histograms is computed by measuring the intensity
across image block. Dalal-Triggs method can be used for
normalization such as [3].
f=

N
N 22 d 2

3

All histograms in a given block are represented by a
vector N, which is not normalized, a small constant value is
represented by d and N k be its k-norm for k = 1, 2 [21].
DT [3] descriptor is also called distance map which labels
the pixels by measuring distance with the support of Canny’s
edge detector. A framework of key point base is present in
Figure 1.
2.4. Statistics-Based Framework for Video Retrieval. Statistics
based technique is an approach to scrutinize condense and to
interpret data. For this purpose, we have used GMM with
Kullback-Leibler divergence to model the spatiotemporal
content of videos. Following is the description of a method.
2.5. Spatiotemporal Modeling through GMM. The surgical
footage is an object which contains highly complex multidimensional contents based on time series folded data. Assume
that a video V is an arrangement of frames and has length l,
v1 , … , vn , with every frame vi , providing a sequential
pattern of an arrangement.
A video frame is described by each element vi , and its
spatial features are modeled in d-dimensional space. At this
phase, is presents the spatial features of frame xi in d dimension feature space. Spatial features of a frame constitute facts
of locality with the magnitude of features, for example, colours of every pixel (red, green, and blue), and collected
objects may be easily traced. In order to model RGB colour
distribution, pixel position can be stated as shown in
Figure 2.
A spatiotemporal probabilistic model can be constructed
through statistical observation of samples by using time and
space features. The sampling of the video is performed at a
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Figure 3: Spatiotemporal probabilistic model for a video frame
sequence x1, … , xn .

Figure 1: Framework of key-point-based retrieval.
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Figure 2: Temporal connection is created to form continuity
between the consecutive frames.

presumed rate, preserving temporal enslavement by their
adjoining images. Spatial features of every image depend on
the spatial context of every image and may depend on its former image, which is known as spatiotemporal association.
Furthermore, GMM [22] is applied to an approximate
likelihood density of collected items. GMM is an unsupervised learning approach in which probabilistic model is built
with the assumption that data points are produced by an
assortment of a ﬁnite amount of Gaussian distributions
through unidentiﬁed parameters.
Moreover, a d-dimensional spatial element for the
image xi may be demonstrated through GMM along with
K quantities and a presumed number of a frame structure
is represented by K, for instance, the numeral core objects
instituted in particular section. By using MLE, an association
can be computed through the probability of spatiotemporal
continuousness amongst two successive images as presented
in Figure 3.
We have acquired Gaussians against input and output
videos after applying maximum likelihood as shown in
Figures 4 and 5. By analyzing data distribution of these
Gaussians, we can determine that dissimilarity is higher
between input and output. To measure the dissimilarity
ratio, k-Lealer divergence, also known as relative entropy,
was used.
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Figure 4: GMM of an input query.

2.6. Compression-Based Video Retrieval. In order to reduce
insigniﬁcance and redundancy, datum compression technique can be used. The intention of compression is to cut
down the data dimensions for eﬀective storage, retrieval,
and manipulation. For this purpose, principal components
analysis (PCA) is used to the signiﬁcant components from
data that immaculately deﬁnes the entire image. Moreover,
a hybrid approach is applied by the combination of PCA
along with SOFT and GMM to improve the precision of
retrieval method. Details of the method are as follows.
2.6.1. Summary of PCA. Principal component analysis is the
dimensional reduction method which calculates linear projections to maintain maximum variance in original data.
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2.6.3. PCA-GMM-Based Video Retrieval. The analyses of
Figures 4 and 5 show that spatial context is comprised of
location and magnitude features against each pixel such as
RGB colour channel. These colour channels are extracted
from input and target videos and passed through dimension
reduction process using PCA. These compressed channels
are modeled using GMM for spatiotemporal analysis. Furthermore, Kullback-Leibler divergence is applied in similar
way as presented in Section 3.2.
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Figure 5: GMM of the output query.

Eigenvectors to Eigenvalues λ of a matrix of the covariance
Ex of datum D ∈ RdxM where d deﬁnes the dimensions of
the original data and M shows the total count of points.
Ex a = λa

4

By visualizing the point xi via projecting
yi = Axis

5

A deﬁnes a matrix having eigenvectors associated with 2
or 3 of the biggest eigenvalues, and Y i is a calculated lower
dimension sketch of X i . PCA is the most commonly used
method to visualize new data. Images produced by PCA are
very easy to deduce and also works moderately well even
when the diﬀerence in data stands primarily intense in
solitary limited directions [23].
2.6.2. PCA-SIFT-Based Video Retrieval. In this method, PCA
is applied on SIFT which is highly vigorous to image distortion. In PCA-SIFT ﬁrstly computes an Eigenspace to deﬁne
an inline image of the native patch. In the second step, the
local image gradient is calculated on a given patch. In the
third step, it projects gradient image vector by the Eigenspace
to originate the dense feature trajectory. That feature trajectory is expressively negligible than SIFT feature trajectory
and may be used with the identical matching method. Euclidean distances amongst binary feature trajectories can be used
to deﬁne either these two trajectories resemble identical
interest point in dissimilar frames. The following are the
steps to retrieve videos using PCA-SIFT approach.
(1) Input shot is transformed to image.
(2) The master image is extracted using shot boundary
detection.
(3) For each mater frame, PCA-SIFT is calculated.

2.6.4. Temporal Points Extraction from Surgical Videos by
Sparse-Optical Flow. Surgical video is a dynamic entity in
which the motion of an object plays a vital role in understanding an ongoing surgical process. To capture the movement or motion of surgical procedure, we have used optic
ﬂow method, which is an arrangement of moving object in
the photographic sight prompted through a relative movement amongst a scene plus an eye, that is, camera. The
Lucas-Kanade method was used to capture the motion of
objects within a video of live surgery [17].

3. Results and Discussion
In this section, we present experimental settings including
the data set and evaluation method.
3.1. Dataset. Datasets are comprised of 20 real meniscus surgical videos collected from various online publicly available
repositories MedlinePlus [24]; AAOS [25]; vjortho (2017);
and Northgate (2017). These shots are suﬃcient and beneﬁcial in the current scenario because it covers a wide range
of multiple scenarios and uniquely identiﬁes a number of
instances. It also provides a higher degree of relevance with
reference to its surrounding and properly diﬀerentiates from
the nonadjacent objects. Furthermore, it is clear from Table 1
that for testing purposes, the state-of-the-art systems have
considered a small testing dataset. However, for result evaluation of a proposed system, we have requested three surgeons
to choose the ground truth from our dataset. A ground truth
is selected in terms of video, a relevant approach, and a
mechanism can also be found in [9]. Sample frames from
meniscal surgery are shown in Figures 6–8.
3.2. Tool. To precede the evaluation phase, an input video is
provided to our proposed system. Its spatiotemporal features
are computed against 1–N targeted surgical videos, and the
most relevant videos are displayed in the right side of the
interface as shown in Figure 9.
3.3. Evaluation Measurement. For the purposes of a system
evaluation, there are many parameters such as precision,
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Figure 6: Frame extracted from reconstruction surgery of
meniscal (1).

Figure 7: Frame extracted from reconstruction surgery of
meniscal (2).

Figure 9: Sample screenshot of relevant videos using HOG
and CFD.

Herein, a video is said to be the true positive (TP) if it is
selected by both our system and the surgeon, or said to be
false positive (FP) if it is selected by our system but not by
the surgeon. Using this scheme, we measure the average precision of our system using our four proposed methods as
shown in Table 2. It has already been mentioned that video
retrieval system speciﬁcally for meniscus surgery was not
yet found in the literature. Therefore, we have considered a
number of general parameters for video retrieval system for
result comparison. A brief comparison of medical video
retrieval system and our proposed system is shown in
Table 2.
We can deduce from Table 2 that PCA-SIFT from our
proposed method performs well. Observable key factors of
this dominant performance are that the incline areas nearby
SIFT points are extremely organized to be presented through
PCA. Eigenvalues against the patch decline are considerably
faster than Edigenvalues for arbitrarily designated incline
patches. For the reason that patches adjoining points entirely
share deﬁnite characteristics, reducing since SIFT point recognition stage; they are totally adjusted, interchanged to align
central inclines with vertical, and are scaled correctly. That
streamlines the trade PCA necessity do and enabling the
PCA-SIFT to exactly characterize patch by the small number
of dimensions along with Lucas-Kanade optical ﬂow method.

4. Conclusion

Figure 8: Frame extracted from reconstruction surgery of
meniscal (3).

recall, and ROC area. But in the information retrieval system,
precision metric is used because it provides the proportion of
retrieved videos that are actually relevant. In order to measure the precision of our system, we have split the video into
small segments and these segments are further compared
with the ground truth. Precision can be computed using the
following metric [26, 27].
Precision =

TP
+ FP
TP

6

Our proposed video retrieval system for meniscal surgery
modeling is based on four methods. These methods include
key point-based retrieval, statistical retrieval, PCA-SIFTbased retrieval, and PCA-GMM-based retrieval. They further
exploit spatiotemporal features for the improvement of
health services to human beings.
In a key point-based retrieval method, key points of video
are extracted using SIFT, HOG, CFD, and DT. Secondly, using
the statistical retrieval method, spatial and temporal attributes
are statistically modeled using GMM and Kullback-Leibler
divergence. Moreover, by using PCA-SIFT-based retrieval
and PCA-GMM-based retrieval methods, the dimension
reduction technique is used with SOFT and GMM, respectively. To track spatiodevelopment over temporal interims,
Lucas-Kanade sparse-optical ﬂow method was used, which
is eﬃcient and robust to noise.

Avg 20 sec

Medical videos &
classiﬁed human action

Medical videos
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Endoscopy
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Eye surgery
Epiretinal surgery
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0
0

0
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0
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0
0
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0
0
0

0

0
0
0

111

16.4 (retrieval time for all
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0
0
0

0

78%

0%
0%
0%

0%

80%
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0%

0%
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0.92
0.72
0.62
0.57
0.68
0.64
0.78

0
0
0.78

0.983

0.43

In the case of CSD dataset
0.69 in case of motion histogram
0.78 for PCA-SIFT

0

Time required to compute feature vector
for 9 videos
0.43 in case of ERM and CD dataset
Precision is based on 8 videos using the
neural network in terms of relevant key
frame retrieval and a total number of key
frames for that video
N/A
N/A
N/A
With motion analysis and 0.9 with the
presence of surgical process

Description

0
0
0

0.7

0
0
0

0

0

Average number of
Average
match frames/
Recall
ROC
precision
videos

7 min 3 sec

Average retrieval time

Table 2: Comparative analysis of proposed system with already existing systems.
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For experimental work, we have used 20 videos of meniscus surgery for human health services, and our evaluation
shows that results gained using PCA-SIFT are more significant. The results established using PCA-SIFT approach
enhanced the obvious results with an average precision
of 0.78.
Our proposed system will help out the medication of
diverse patients, and surgeons can especially get guidance
by watching the videos of surgeries performed by experts.
Various datasets of real meniscal surgery in our system will
be explored in the future for testing purposes and evaluation.
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Hadoop is a globally famous framework for big data processing. Data mining (DM) is the key technique for the discovery of the
useful information from massive datasets. In our work, we take advantage of both platforms to design a real-time and intelligent
mobile health-care system for chronic disease detection based on IoT device data, government-provided public data and user
input data. The purpose of our work is the provision of a practical assistant system for self-based patient health care, as well as
the design of a complementary system for patient disease diagnosis. This system was only applied to hypertensive disease during
the ﬁrst research stage. Nevertheless, a detailed design, an implementation, a clear overview of the whole system, and a
signiﬁcant guide for further work are provided; the entire step-by-step procedure is depicted. The experiment results show a
relatively high accuracy.

1. Introduction
Hypertension is a condition in which a person’s blood
pressure is above normal or optimal limit of 120 mmHg
for systolic pressure and 80 mmHg for diastolic pressure.
Increased blood pressure in the long term can lead to conditions that could threaten the health of the suﬀerer. Several
conditions can cause disturbances in hypertensive cardiovascular organs such as stroke and heart failure, so sometimes mentioned that hypertension is a silent killer, because
suﬀerers sometimes do not realize that he was exposed to
conditions of hypertension [1]. The classiﬁcation of blood
pressure in adult divided into 4 classes which have been
shown in Table 1.
Nevertheless, in our work, we treat prehypertension, HP
stage 1, and HP stage 2 as hypertension with no diﬀerence.
Hadoop, which is based on MapReduce, has been one of
the most important and popular techniques in the ﬁeld of big

data analysis during the last few years. Undoubtedly, it is the
key technique for massive data analysis. Alternatively, Spark
is a promising distributed framework that runs memory data
on clusters at a speed that is considerably faster than that of
Hadoop. Data mining (DM) is the key technique for the discovery of the useful information from well-processed data at
the intersection of areas such as machine learning, statistics,
and database systems. In the present work, the aim is the
exploitation of the use of Hadoop, Spark, and DM techniques
to provide a more powerful way of handling big data at high
extents of speed, safety, and accuracy.
In recent years, the Hadoop framework has been widely
used for the delivery of health care as a service [2]; moreover,
a wide variety of organizations and researchers have used
Hadoop for health-care services and clinical-research projects [3]. Taylor provided a detailed introduction on the use
of Hadoop in bioinformatics [4], while Schatz developed an
operations support system (OSS) package named CloudBurst
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Table 1: Classiﬁcation of Blood Pressure.

Classiﬁcation
Normal
Prehypertension
HP Stage 1
HP Stage 2

Systolic (mmHg)

Diastolic (mmHg)

<120
120 ~ 139
140 ~ 149
≥150

And <80
Or 80 ~ 89
Or 90 ~ 99
Or ≥100

that provides an algorithmic parallelization model for which
Hadoop MapReduce is used [5]. Indeed, the Hadoop framework has been employed in numerous important works to
provide major contributions to the health-care ﬁeld. The
other big data processing framework, Spark, leverages a synergistic combination of the smartphone and the smartwatch
in the monitoring of multidimensional symptoms such as
facial tremors, dysfunctional speech, limb dyskinesia, and
gait abnormalities [6].
Over many years, a large amount of health-care research
work has been completed using DM techniques. In [7, 8], the
authors used classiﬁcation and regression techniques to predict conditions like cardiovascular disease and heart disease.
In [9, 10], integrated DM techniques are provided for the
detection of chronic and physical diseases. Further, a number
of other research works, like [11, 12], used the advantages of
DM to develop new methodologies and frameworks for
health-care purposes.
The major goal of health-informatics research is the
improvement of the quality and the cost of care that are
provided to users, or the health-care output [13]. The purpose of the present work is the exploitation of Hadoop,
Spark, and DM techniques for the design of a comprehensive, real-time, and intelligent mobile health-care system for
chronic disease detection and prediction. The system is
designed to provide an assistant system for self-based user
health care, as well as a complementary system for the daily
diagnostic work of doctors.
A series of challenges arise in the development of a big
data-based health-care system. Firstly, it is extremely diﬃcult
to obtain high-quality and relevant medical data. One reason
for this is that hospitals or the patients themselves are not
willing to oﬀer personal data for public research due to privacy policies. Another reason is the need to engage with a
variety of data sources, such as the collection of data from
hospitals, health-care centers, governments, laboratories,
and the patients’ families, which can cause serious missingdata problems. For instance, only the hospital-treatment data
of patient A are available while the lifestyle (smoking, drinking, etc.) data are missing, and only the lifestyle data of
patient B are available while the patient’s treatment data are
missing. The work of [14] conﬁrms this varied-source characterization of health-care data collection and the complexity
of diﬀerent data forms. Secondly, data analysis is a challenging work. Even though a great quantity of research work has
been completed to process and analyse data, a high-quality
framework with highly precise predictive and analytic results
is still mostly elusive [1]. Thirdly, the diﬃculty regarding
the creation of a tool that can break the borders between
the patient, health-care providers, and public health-care

organizations to connect these parties in a practically meaningful manner is another obstacle [15].
The contributions of the present work are as follows: (1)
exploration of the possibility of the utilization of Hadoop,
Spark, and DM techniques in the work regarding healthcare big data. (2) Depiction of a detailed step-by-step design
of the health-care system for disease detection and prediction. (3) Provision of an overview for the next research stage
and a guide for other similar systems. (4) Minimization of the
monetary cost through the use of the Google Cloud services
FCM and GCSql, which also guarantee real-time data transactions. A preliminary version of the present work has been
reported in [15].
This paper is organized as follows: a description of the
related work is provided in Section 2; an overview of the proposed system is introduced in Section 3; the design details are
described in Section 4; the experiment results are described in
Section 5; and Section 6 concludes this work and introduces
future work.

2. Selection Techniques and Algorithms
This section brieﬂy describes the related platforms, algorithms, and some of the key techniques that were used in
the undertaking of the present work.
2.1. Hadoop, Spark, and Data Mining. Hadoop consists of
the HDFS (Hadoop Distributed File System), HBase, and
Hadoop MapReduce, making it very suitable for big data
analyses [16]. As a 100% open-source framework, it has been
widely used in almost every ﬁeld for big data processing. In
the last few years, Apache Spark [17] received great attention
in the big data and data science ﬁelds, mainly because of its
easier, friendlier application program interface (API) and
an enhanced memory management compared with MapReduce; therefore, developers could concentrate on the datacomputation logical operations rather than the background
details of the computational execution.
It is diﬃcult to ﬁnd a coincident DM deﬁnition, but one
of the widely accepted deﬁnitions states that DM is the process of discovering interesting patterns and knowledge from
large amounts of data [18]. Its other close concept is called
knowledge discovery in databases (KDD); DM is the analytical step of KDD. In this paper, a commonly used classiﬁcation algorithm called C4.5 will be used for the disease-rule
generation since it is simple, stable, and produces results of
a relatively high accuracy.
2.2. C4.5. C4.5 is an algorithm that was developed by Ross
Quinlan and is used to generate decision trees [18]. C4.5 is
an extension of Quinlan’s earlier ID3 algorithm. The decision
trees that are generated by C4.5 can be used for the purpose
of classiﬁcation, and for this reason, C4.5 is often referred
to as a statistical classiﬁer.
In general, the steps of the C4.5 algorithm for the building of decision trees are as follows: choose the attribute for
the root node; create the branch for each value of that attribute; split the case according to the branches; and repeat
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Figure 1: Maximum margin, the vectors on the dashed line are the
support vectors.

the process for each branch until all of the branch cases are of
the same class [18].
2.3. Support Vector Machine. Support vector machine (SVM)
[19] has been used to select features and generate the classiﬁer. For feature selection, this method is a backward sequential selection approach. One starts with all the features and
removes one feature at a time until only r features are left.
The operation of the SVM algorithm is based on ﬁnding
the hyperplane that gives the largest minimum distance to
the training examples. The basic concept is described using
Figure 1.
The strategy ranks the features according to their inﬂuence on the decision hyperplane.
The optimal hyperplane is used to classify the data into
diﬀerent classes in two or more dimensionalities.
2.4. Hybrid Feature Selection Mechanism. Feature selection
aims at ﬁnding the most relevant features of a problem
domain. Primarily, there are two kinds of feature selection
methods, ﬁlters and wrappers. The ﬁlters work fast but its
result is not always satisfactory. While the wrappers guarantee good results, they are very slow when applied to wide feature sets which contain hundreds or even thousands of
features. According to work [20], a hybrid feature selection
mechanism takes advantage of both ﬁlter and wrapper feature selection methods is used to improve the computation
speed and accuracy.
Inspired by [20], we developed our feature selection
mechanism. The architecture is show in Figure 2.

3. Main Framework
An overview of the whole system is given in this section, and
this is followed by a description of the implementation details
in Section 4. The proposed system comprises four modules.
The overview of the architecture of the entire system is
depicted in Figure 3 [15]. The four modules in the ﬁgure

HBase (top risk factors)

Figure 2: Risk factors (features) selection mechanism. We
combined the expert domain knowledge for the purpose of
pruning the unrelated attributes. Filter methods followed by
wrapper methods are used select the features for disease rule
generation. The evaluated result is stored in HBase.

are named as follows: (1) data collection module, (2) data
storage module, (3) third-party-server (TPS) module, and
(4) Cloud service module.
Module 1a is used to collect the streaming data and structured data by IoT devices such as Fitbit Charge 2, mobile
phone sensors. 1b is used to import structured, semistructured, and unstructured data from various data sources like
hospitals, governments, families, user inputs, and so on.
Besides, we have developed a mobile app to collect user input
data such as lifestyle and food intake data.
Module 2 is used to store the data in HBase collected by
module 1. The data collected by the system is of three types:
the structured, the semi-structured, and the unstructured
data. Firstly, all these three kinds of data will be stored in
HBase as it is quite suitable for mass data preprocessing
and storage. Then this data should be converted into structured data for further processing.
Module 3 is used for the processing and analysis of the
data based on the Hadoop/Spark cluster which is the key
module of the whole system; all the data processing and
analysis work will be done by this module. It is used for
data statistical analysis, patient emergency detection, and
disease prediction and detection. It also responses for message like data analysis results generation. These result will be
sent to module 4.
Module 4 is used for the message dissemination. This
model is implemented by using Google Cloud SQL (GCSql)
and Google Firebase Cloud Messaging (GFCM) services.
When receiving the requests from the TPS, Cloud model
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1a.

2.

Mobile health
sensor network

3.
HBase

Hadoop/Spark cluster
(third-party server)

Sensor data
Clinical: ECG, etc.
Sports

(1) Statistic analysis result,
doctor’s feedback, etc.

Disease history

(2) Behavior analysis result,
diseases detection, and
prediction.

User info.
Nutrition info.

1b.
4.

FCM
and GSql

User input

Health-care giver

Figure 3: Systemic architecture: the four modules are marked 1 (1a and 1b), 2, 3, and 4.

responses immediately according to these requests, stores
data, or sends data to the devices registered to it.
Further details have been given in a previous work of the
authors of the present study [15].

The “column family” map

(2) For the semistructured dataset, which includes
HTML, XML, and Json documents, the TPS will
design row keys like the d001 for the HBase table,
including its document-information column value
together with its family map that is called “column
family” (it comprises the document timestamps of
the HBase), as shown in Figure 4. The semistructured
data will be converted to the structured data in the
HBase, as shown in Figure 5.
(3) For the unstructured data, like clinic notes and the
stream data from mobile sensors, they will be managed by the system in a particular way. The clinic

t1

Meta

In this section, descriptions of the systemic data ﬂow, the
data storage and processing, and the disease detection and
prediction based on large medical datasets are provided.

(1) For the structured dataset (mostly imported from the
other public Web services) that includes patient
information, prescriptions, and disease histories, it
is relatively easier to import the data from the rational DB to the HBase using Sqoop [21].

u1

URL

4. System Implementation Details

4.1. Data Collection, Preprocessing, and Storage. To obtain
high-quality structured datasets, database processing, natural
language processing (NLP), and image-processing techniques are combined with the DM data-preprocessing techniques that are used by the TPS to process the diﬀerent
kinds of data (structured, semistructured, and unstructured),
and the data are then transformed into a structured data
record. The result is then stored in the HBase.

t1

T1

Type
t2
t1
Data
Content

T2

C1

t3
C2
t4

C3

Figure 4: Column family map. The meta information and data
content can be depicted by this map with their timestamp
information. Where ui stands for document URL, Ti stands for
document type, and Ci stands for document content.

notes contain a lot of the textual information, [22]
providing an eﬃcient way to convert this data into
structured data through the use of NLP techniques,
text-mining algorithms, and the MapReduce framework. The same strategy is used in the proposed system to deal with this problem, and the procedure is
shown in Figure 6.
The stream data are handled using Apache Spark [23]
techniques; the basic procedure is shown in Figure 7. Finally,
the output will be stored in the HBase. After the preprocessing step, all kinds of data will be converted into structured
data and stored in distributed HBase regional servers for
further processing.
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Column family
Semistructured data
Row key
d001
…

url

Type

Content

http://www.yxhospital.com

XML

<?xml …

…

…

…

…

…

Figure 5: HBase example for semistructured data storage. Semistructured data (such as XML and HTML ﬁles) will be converted to structured
data which has the similar structure as relational data base table.

Medical Problems
1. Abdominal Pain 789.00
2. Acute Score Throat 462
3. Asthma 493.90
4. Inﬂuenza 478.1
Medical Problems
1. Naproxen 500 MG Oral Tablet; Therapy: (Recorded:19Apr2012) to
Medical Problems
Vitals Signs[Data Includes: Current Encounter]
Temperature: 98 F, Oral, Heart Rate: 77. L Carotid. Pulse Quality:
Normal, L Carotid. Respiration: 90. Respiration Quality: Normal.
Systolic: 126. LUE, Sitting, Diastolic: 22. LUE. Sitting. BMI Cauculated:
18.07. BSA Calculated: 1.67. Height: 5 ft 9 in. Weight: 122 lb
4/19/12 11:49:12 AM

Row key
00001

Temperature
98F

Heart rate

Pulse

77

…

Normal

00002
…

…

…

…

…

Figure 6: HBase example for unstructured data storage. Important information will be extracted from the raw data and stored in table format
which is appropriate for further analysis.
DStream

Data from
0-x

Data from
x-2x

RDD @ time 1

RDD @ time 2

Map 1

Map 2

Batch data

Batch data

Save
HBase region
server 1

Save

Data from
2x-3x
RDD @ time 3

Map 3
Batch data

Save
HBase region
server 2

……

Figure 7: Streaming-data processing by Spark. The Spark engineer divides the stream data into sequential blocks and these blocks are stored
in diﬀerent nodes of the cluster.

4.2. Disease Data Statistical Analysis. Among the whole
existing dataset, some of the patient data are treated as the
training set for the disease-rule generation (some of the
datasets are not disease related). The ﬁrst step here is the

counting of the diseases of the patients with their personal
information, like their gender, age, nationality, and occupation. Since the data were stored in the HBase, the MapReduce
framework was used to count the diseases. The training data
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Condition attribute value

Decision attribute value

Row key Temperature Heart rate

Pulse

…

00001

98F

77L

Normal

Hypertension

00002

98.5F

80L

Normal

Diabetes I

00003

97F

70L

Fast

Diabetes II

00001

99.5F

79L

Normal

Bradycardia

…

…

…

…

…

00008
…

Disease

…

HBase region
server 1

HBase region
server 2

Hypertension
…

…

…

…

…

……

Figure 8: Training data example. Data comes from diﬀerent sources and stored in diﬀerent cluster nodes.

Master

map(Hyper., 00001)
HBase region
server 1

map(Diabetes.,
00002)
map(Diabetes.,
00003)

Sort,
shurffing
Reduce(Hyper.,
00001, 00008…)

Reduce(Diabetes.,
00002, 00003…)

map(…,…)

HBase region
server 2

map(Brady., 00001)
map(...,…)

Reduce(Brady.,
00001, 00008…)

Row key

Count

Brady.

1099

Diabetes

601

Hyper.

6958

…

…

Reduce(…,…)

……

Figure 9: MapReduce procedure for disease count. Disease name is key and row ids are value for Map function. Disease name is key and all
the row ids for the same disease are value for Reduce function. The count of row ids is the count for speciﬁed disease.

are stored in separate regional servers, as shown in Figure 8.
The disease-count MapReduce procedure running in TPS is
depicted in Figure 9.
The disease-count algorithm running in distributed environment is shown in Algorithm 1. It consists of two main
procedures which are Map and Reduce. Map function is used
to assign constant value 1 in terms of each row for distinct
disease and patient. Reduce function is used to add all 1s
together for the same disease, the sum of 1s is the count of
the speciﬁed disease.
Based on the output, it is straightforward to obtain the
patient list for a speciﬁed disease, as well as all of the personal
information according to the patient ID.
4.3. Risk Factor Selection. The risk factor (RF) selection procedure is a process for feature selection. Hybrid feature selection has been applied to the raw dataset. First, we apply t-test

Input:
HBase table
Output:
Diseases count and related info
1. class Mapper
2. method map (HBase table)
3.
for each instance row in table
4.
write ((diseasei, patientID), 1)
5.
6. class Reducer
7. method reduce ((diseasei, patientID), ones[1,1,1,…n])
8.
sum=0
9.
for each one in ones do
10.
sum+=1
11.
return ((diseasei, patientID),sum)
Algorithm 1: Disease count running on HBase.

Journal of Sensors

7

Input:
Hypertension disease data set
Output:
Selected features and SVM classiﬁer
1. load data set
2. Sample the data randomly into training (67%) and testing(33%) data set
3. set target variable
4. generate the classiﬁer based on the training data set
5. train the classiﬁer using linear kernel function (similarity function)
6. predict the testing data set using the trained classiﬁer
7. evaluate the classiﬁer
8. Recursively select the features correspond to their weights
Algorithm 2: Linear SVM pseudocode.

HBase
Disease‑domain
knowledge
Prune domain
unrelated attr.

Calculate attr. risk factor
support RFS (attr.)
>=ɤ
(threshold)

N
Remove attr.

Y

Mine k-factor rules
Satisfy
support and
confidence

N
Remove rules

Y
HBase (rules)

Figure 10: Disease-rule generation procedure. Domain expert’s knowledge is used to prune the unrelated attributes for the ﬁrst round. Then
RFS is calculated for each remaining attributes to compare with predeﬁned threshold γ, if larger than γ, it is treated as risk factor for further
rule generation step.

combined with chi-squared test as ﬁlters to prune unrelated
features according to research [11], chi-square and t-test
are fast and can achieve relative high accuracy. The chisquared test formula is,
k

x m 2
χ = 〠 i− i ,
mi
i=1
2

The t-test can be used, for example, to determine if two
sets of data are signiﬁcantly diﬀerent from each other. The
t-test
t=

1

where the expected numbers mi were large enough known
numbers in all cells assuming every xi may be taken as normally distributed, and reached the result that, in the limit as
n becoming large, χ2 followed the chi-squared distribution
with (k-1) degrees of freedom.

x − μ / σ/ n
Z
=
,
s
s

2

where x is the sample mean from a sample X1 , X2 , … , Xn , of
size n, s is the ratio of sample standard deviation over population standard deviation, σ is the population standard deviation of the data, and μ is the population mean.
After the ﬁrst step, we propose a wrapper method based
on linear support vector machines (SVMs). Firstly, we train
the linear SVM on a subset of training data and retain only
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Input:
Data partition D: a training set and associated class label C
Attribute list L (selected disease risk factors in previous step)
Output:
Decision tree with its root N
Method:
1. Create a node N,
2. if samples has the same class, C then,
3. return N as leaf node with class C label
4. if list of attributes is empty then
5. return N as leaf node with class label that is the most class in training set.
6. Choose test factor, that has the most GainRatio using attribute_selection_method
7. give node N with test-attribute label
8. for each attribute ai in L
9. add branch in node N to test-attribute=ai
10. make partition for sample si from training set where test-attribute=ai
11. if si is empty then
12.
attach leaf node with the most class in training set
13. else attach node that generated by Gnerate_decision _tree (si, L, test-attribute)
14. return N
Algorithm 3: C4.5 for important disease rule generation.
Table 2: Disease-count results.
Disease

Hyperten.

Dyslip.

Ostarthritis.

Diabetes

Asthm.

Count

9385

3213

5223

3500

923

Table 3: Statistical analysis.
Weighted N (%) Women (%)
Age
20–44
45–64
65+
Marital status
Married
Never married
Education
University
High school
Middle school
Elementary school
Occupation
Oﬃce worker
Manual worker
Unemployed
Income Level
1st quartile
2nd quartile
3rd quartile
4th quartile
Hypertension
No
Yes

Men (%)

20,131 (40.6)
17,623 (35.6)
11,775 (23.8)

11,416 (40.5) 8715 (41.5)
9946 (35.3) 7677 (36.6)
6822 (24.2) 4593 (21.9)

42,478 (86.6)
6569 (13.4)

24,747 (88.5) 17,731(84.1)
3208 (11.5) 3361 (15.9)

Figure 11: Screenshot of the IoT device we used in our system.

12,990 (28.9)
14,876 (33.1)
4950 (11.0)
12,125 (27.0)
8993 (20.1)
17,181 (38.4)
18,602 (41.5)

6612 (25.5)
8129 (31.3)
2659 (10.2)
8568 (33.0)

6378 (33.6)
6747 (35.6)
2291 (12.1)
3557 (18.8)

4104 (15.8) 4889 (25.9)
8099 (31.3) 9082 (48.2)
13,710 (52.9) 4892 (25.9)

12,077 (24.8)
12,183 (25.1)
12,193 (25.1)
12,167 (25.0)

6862 (24.8)
6940 (25.1)
6930 (25.1)
6912 (25.0)

5215 (24.9)
5243 (25.0)
5263 (25.1)
5255 (25.1)

8619 (47.9)
9383 (52.1)

4954 (47.4)
5488 (52.6)

3665 (48.5)
3895 (51.5)

those features that correspond to highly weighted components (in absolute value sense) of the normal to the resulting
hyperplane that separates positive and negative examples
for the class. Secondly, recursively eliminate features whose
weight value is close to zero. Finally, the features remained
are selected as risk factor candidates. We created a representation result in experimental session, Chapter 5. The
pseudocode is given in Algorithm 2 below. First, we divide
the original dataset into training and testing dataset; the
SVM classiﬁer is generated based on this training dataset.
After evaluating the classiﬁer, the features will be recursively
selected according to the weight until the stop criterion has
been met.
The result will be described in experimental session.
4.4. Disease-Rule Generation. The format of disease rules is
like that of the IF THEN rule; for example, IF (edu = elementary, B1 < =0.86 mg/day, married), THEN (hypertension = yes). The purpose here is the mining of all of the
disease-related rules from the training dataset for a further
data analysis including disease prediction and disease
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region town_t
apt_t sex
age incm ho_incm
edu occp kstrata
cfam genertn
allownc
house live_t ainc_unit1
ainc marri_1
marri_2
fam_rela
tins npins M_1_yr
mt_nontrt BH9_11
BH9_13
BH1_1
BH1_2
BH1_3
BH1_8
BH1_6
BH2_61
BH2_62
BH2_63
BH2_66
BH2_67
BH2_64
LQ4_01
LQ4_02
LQ4_03
LQ4_04
LQ4_05
LQ4_06
LQ4_07
LQ4_08
LQ4_09
LQ4_10
LQ4_11
LQ4_12
LQ4_13
LQ4_14
LQ4_15
LQ4_16
LQ4_21
LQ4_22
LQ4_23
LQ4_17
LQ4_18
LQ4_19
LQ4_20
LQ1_sb
LQ2_ab
LQ2_mn
LQ_1EQL LQ_2EQL LQ_3EQL LQ_4EQL LQ_5EQL EQ5D graduat
EC1_1EC1_2EC_occp
EC_stt_1
EC_stt_2
EC_wh
EC_wht_0 EC_wht_23 EC_wht_5 EC_lgw_2 EC_lgw_4 EC_lgw_5 EC_pedu_1 EC_pedu_2 BO1 BO1_3
BO2_1
BO3_01
BO3_02
BO3_03
BO3_14
BO3_05
BO3_04
BO3_12
BO3_07
BO3_09
BO3_10
BD2 BD1_11
BD2_1
BD2_31
BD2_32
BD7_4
BD7_6
BD7_5
dr_month BA2_12
BA2_13
BA1_3
BA1_5
BA2_2_1
BA2_2_2
BA2_2_5
BA2_2_6
BA2_22
sc_seatblt2 BP8 BP1 BP7 mh_stress BS1_1 BS3_1 BS3_3 BS6_2 BS6_2_1
BS6_2_2
BS6_3 BS6_4 BS6_4_1
BS6_4_2
BS5_2 BS5_21
BS5_22
BS5_24
BS5_26
BS5_28
BS5_32
BS5_25
BS5_27
BS5_29
BS5_30
BS8_2 BS9_1 BS9_2 BS13 BS12_1
BS12_2
BE3_71
BE3_73
BE3_74
BE3_81
BE3_82
BE3_83
BE3_84
BE3_91
BE3_92
BE3_93
BE3_94
BE3_75
BE3_76
BE3_77
BE3_78
BE3_85
BE3_86
BE3_87
BE3_88
BE8_1 BE8_2 BE3_31
BE3_32
BE3_33
BE5_1 BE5_2 pa_aerobic LW_ms
LW_mp_a LW_ms_a LW_pr
LW_pr_1
LW_mt
LW_mt_a1 LW_mt_a2 LW_br
LW_br_ch LW_br_dur LW_br_yy
LW_br_mm HE_HP
O_DMFTP O_DMFIP OR1 O_ortho
BM1_0
BM1_1
BM1_2
BM1_3
BM1_4
BM1_5
BM1_6
BM1_7
BM1_8
BM2_3
BM2_2
BM2_4
BM2_5
BM13 BM7 O_chew_d BM8 OR1_2
MO4_00
BM12 BM12_1
T_Q_SNSTDG
T_Q_SNSTPT
T_Q_OMPT T_Q_HR
T_Q_HR1 T_Q_VN
T_Q_VN1 T_NQ_PH
T_NQ_PH_TT_NQ_OCP T_NQ_OCP_T
T_NQ_OCP_P
T_NQ_LS T_NQ_LS_T T_NQ_FIR T_NQ_FIR_PGS_use
GS_mea_r_1
TH_ult
TH_ult_1
TH_ult_2
TH_deli_1 L_BR L_DN L_BR_FQ
L_DN_FQ L_OUT_FQ L_BR_TO L_BR_WHO L_LN_TO
L_LN_WHO L_DN_TO L_DN_WHOLK_LB_CO LK_LB_US LK_LB_IT LK_LB_EF LF_CARE N_DIET
N_DIET_WHY
N_DUSUAL N_PRG
N_INTK
N_EN N_WATER N_PROT
N_FATN_SFA
N_MUFA N_PUFA
N_N3 N_N6 N_chol
N_tdf N_CA N_PHOS
N_NAN_K N_VA N_RETIN N_B1 N_B2 N_NIAC
LF_CHIL
LF_SAFE
LF_S2 LF_S3 LF_S4 LF_S5 LF_S5_1
LF_S6 LF_S7 LF_S8 LF_S9 LF_S10
LF_S11
LF_S12
LF_S13
LF_S14
LF_S15
LF_S16
LF_SECUR LF_SECUR_G

Figure 12: Features selected after ﬁlters methods: t-test and chi-squared test. This result is used as the input for wrapper method.

Table 4: SVM-based attribute risk factor computation.
Number
1
2
3
4
5
6
7
8

Ranked risk factors

Weight

Age
DE1_pr: current status of diabetes
DN1_dg: kidney failure diagnosis
BD1_11: (12 years old or older) frequency of drinking for 1 year
BP8: average sleep time per day
BP1: usually stressed
BS3_1: (adult) currently smoking
N_NA: sodium intake (mg)

0.0890
0.0885
0.0881
0.0873
0.0841
0.0370
0.0322
0.0321

Table 5: Hypertension-disease rules generated by C4.5.
Number
1
2
3
4
5
6
7
8

Rules

Conf.

If (age > 70, DE1_pr = 1) - >yes
If (46.5 < age < = 70, BD1_11>=6) - >yes
If (BP8 >8, N_B1 < = 0.88 mg) - >yes
If (marri_1=2, BD1_11>=6) - >yes
If (age <= 46.5, BD1_11<4, N_WATER > 1060.5 ml/day) - >no
If (DN1_dg=1, marri_1=2) - >yes
If (N_B1 < = 0.86 mg/day, N_WATER< = 485.63) - >yes
If (marri_1=1, N_NA >= 3532.6, N_B1 < = 0.86) - >yes

0.86
0.74
0.73
0.73
0.72
0.63
0.61
0.60

detection. Another concept that needs to be described is the
k-factor rule, where k is the number of risk factors. The rule
here is a three-factor rule.
Based on the key RF, the procedure for the disease-rule
generation is shown in Figure 10.

Combined with the disease-domain knowledge that is
provided by the domain experts, the TPS has the power to
ignore a large amount of the attributes at the very beginning,
thereby leaving only the high risk factor support (RFS) attributes [15]. Among these attributes, two attribute sets are
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4.5. Disease Prediction and Detection. According to the disease rules and the RFS, the highly related key RFS, such as
heavy drinking for hypertension, are used to generate the
prediction model. This work was completed in the authors’
previous study [15]. The multi-RFS will be compared with
the disease rule to conﬁrm the patient health condition, and
again, this work was completed in [15].
4.6. Cloud-Service Module. The Cloud module plays the
roles of data storage and transfer and consists of the public
Cloud services GCSql and FCM. Considering the eﬃciency,
connection, and security problems, only commonly used,
important, and urgent information like an urgent message
from the health-care provider is stored in the GCSql database. Alternatively, the FCM is salient for the communication
between the TPS and any relevant device. Again, this work
was completed in [15].

5. Experiment
At this stage, the detailed design work of the whole system
has been ﬁnished, while the implementation work is partially
ﬁnished. Further, the mobile health-sensor network has been
set up in the experimental environment. A large amount of
simulated data and a small number of real data that were
downloaded from the Korea National Health and Nutrient
Examination Survey (KNHANES) [24] were combined with
simulated dataset, and the testing data comprises approximately 60,900 patient records, including basic personal information, disease information, and clinical information. The
entire cluster has been established, and it can interact with
Android devices through the Cloud module. Several devices
have been used for the purpose of testing. Meanwhile, an

1.0
0.8
TP rate (sensitivity)

formed for a comparison based on the correlation; that is, if
they are very similar to each other, they are strongly correlated, and the TPS will remove the one with the low RFS.
Then, a basic association rule-mining algorithm like Apriori
and commonly used decision-tree algorithms like C4.5,
CART, or Random Forest will be used to generate the k-RF
rules. For the ﬁrst stage of the research, however, only C4.5
is used for the testing data. The algorithmic pseudocode is
given in Algorithm 3. First, we calculate the GainRatio for
each risk factor r in L, then we choose the factor with the
highest GainRatio and create a decision node based on this
factor, split the dataset by this node. We repeat these steps
until all nodes with appropriate satisﬁed GainRatio value
have been used to generate the tree. The path from the root
to leaf is the disease rule.
The reasons for the selection of C4.5 are its simplicity, the
accuracy of its results, and the ability to use it on numerical
and categorical attributes even with the presence of an overﬁtting problem.
During the next research stage, algorithms including
CART, Random Forest, and KNN will be tested to ﬁnd the
one that ﬁts the most datasets with a high accuracy. Finally,
the generated rules will be stored in the HBase in preparation
for the next few steps.
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Figure 13: AUC of the trained SVM model. HE_HP = 3.0 is the
target attribute.
Table 6: Performance comparison of the two algorithms.
Method
C4.5
SVM

Number of attr.

Sensitivity

Speciﬁcity

Accuracy

81
80

0.448
0.451

0.692
0.705

0.688
0.698

app has been developed for the data collection and a dataset
statistical-analysis-result visualization.
A MapReduce-based algorithm called “Disease Count”
has been implemented and the pseudocode is given in Algorithm 1. The result of the Disease Count algorithm is given in
Table 2. The hypertension data that contains 9383 records
has been used as the test dataset, and its statistical-analysis
results are given in Table 3. The number of main attributes
is 3, but not all of the results are listed in this table due to a
space limitation.
The advanced IoT device Fitbit Charge 2 has been used
for user sports, sleeping, pulse, and breath detection. The
model we used is shown in Figure 11.
Hybrid feature selection mechanism has been used to
select highly related features. Among all these attributes, ttest and chi-squared test implemented by using R language
have been applied to select the key RFS for hypertension.
Finally, 217 features have been selected among all 526 features. The results are given in Figure 12.
SVM-based wrapper feature selection method has been
applied to the attributes selected from the previous step.
Therefore, 81 features have been selected and the top 8 features are given in Table 4.
For the disease rule generation procedure, the minimum support threshold was set to 0.1, and the minimum
conﬁdence threshold was set to 0.3. C4.5 was used to generate the hypertension-disease rules that are shown in
Table 5. DI1_dg = 0 means hypertension not diagnosed,
while DI1_dg = 1 means hypertension diagnosed. The result
is given in Table 5.
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for a certain kind of risk factor, marked in
red

Warning message sent by TPS to
user mobile app interface

Figure 14: Rule with the risk factor (RF) analysis result visualization. The RFS marked in red mean too much or too few compared with
the standard.

For the purpose of the comparison, SVM classiﬁcation
algorithm is also applied to predict the hypertension. We
trained one model considered for the variable “HE_HP” for
regressor following all the other 80 variables. The support
vector machine results were implemented using the “e1071”
package in R by performing a 10-folder cross validation using
radial basis kernel function which the best parameters are:
cost = 1000, gamma = 0.01. The result is given in Figure 13.
We have compared the accuracy of the two methods in
terms of sensitivity, speciﬁcity, and accuracy. The result is
shown in Table 6 below,
From the results, it is possible to draw several conclusions
as follows: (1) age and alcohol intake play very important role
for hypertension; there is great chance for the elder and heavy
drinkers having this disease. (2) The eﬀect of smoking for
hypertension is inferior to alcohol. (3) The elders should have
light food instead of salty food. (4) SVM performs better
result C4.5 in our dataset.
Nevertheless, the accuracy of both algorithms is not satisfactory. This is due to the challenges of collecting big healthcare data, and this issue has been depicted in introduction
session. For the next stage of research, we will focus on solving this problem.
The analysis results are directly and visually displayed in
the user devices. The interpretations of the analysis results
are shown in Figure 14. The authors have published another
paper [15] wherein a simple disease-rule visualization
method is discussed, since it is also a challenging work.
Figure 14 illustrates the disease-detection-result visualization interface of the designed app of this study. The x-axis
of the coordinate lists rank the key RFS of a certain kind of
disease, and it is also the basic line that is based on the training big data analysis result (e.g., a standard factor like nutritional intake will be visible for a healthy patient, but the
concrete value will be hidden from the ﬁgure). The y-axis is

the percentage of the intake that exceeds or is inferior to
the standard factor intake; the disease rules consist of these
factors. For a certain disease, there is usually more than one
rule (consisting of RFS) that is related to the disease. Compared with these rules, if the matching rate > β (expertdeﬁned threshold, e.g., 80%), the system will treat this patient
segment as the disease holder.
The ﬁgures below are GUI of our system, which is implemented based on Ionic using hybrid programming techniques. The characters are in Korean since it is mainly
developed for Korean users so far. Selected user interfaces
are given in Figure 15.

6. Conclusion and Future Work
In the present work, Hadoop, Spark, and DM techniques are
exploited to design a comprehensive, real-time, and intelligent mobile health-care system that can facilitate a step-bystep process for disease detection and prediction. The purpose of this work is the provision of a practical assistant system for self-based user health care, as well as the design of a
complementary system for patient disease diagnosis. During
the experiment section, ﬁrstly, disease data stored in distributed environment has been retrieved by MapReduce method
and analysed by statistical method to give us an overview of
the data. Then both statistical methods and DM methods
are used to select the features related to hypertension disease.
These attributes are the risk factors as well. Based on these
factors, C4.5 and SVM methods are used to generate the classiﬁer model for disease prediction. Finally, we displayed the
analysis result on users’ mobile devices.
An overview and a guide are described in detail for a
future work as well. For the next stage of research, after the
implementation of the whole system, in-depth simulations
will be performed to validate the systemic performance in
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(a) User personal diagnostic information

(b) Statistical analysis result

(c) Disease detection interface

(d) Disease prediction interface

Figure 15: User interfaces of the system.

terms of the application of the proposed system in a real environment. The TPS and algorithms like C5, Random Forest,
and other algorithms will be run on the TPS cluster to compare the eﬃciency and the accuracy. The procedure for the
disease detection and prediction will be optimized continuously and extended to other chronic diseases. Finally, it is
hoped that this system will contribute to health-care academia as well as the industry.
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The word “smart” has been used in various ﬁelds and is widely accepted to mean intelligence. Smart home service, one of the
representative emerging technologies in the IoT era, has changed house equipment into being more intelligent, remote
controllable, and interconnected. However, the intelligence and controllability of a smart home service are contradictory
concepts, under certain aspects. In addition, the level of intelligence or controllability of a smart home service that users want
may diﬀer according to the user. As potential users of smart home services have diversiﬁed in recent years, providing the
appropriate functions and features is critical to the diﬀusion of the service. Thus, this study examines the smart home service
features that current users require and empirically evaluates the relationship between the critical factors and the adoption
behavior with 216 samples from Korea. The moderating eﬀect of personal characteristics on behavior is also tested. The results
of the analysis provide various theoretical and practical implications.

1. Introduction
We are experiencing a new era of Internet of Things (IoT),
where many electronic devices surrounding us are interconnected by a network [1]. This paradigm enables copious
amounts of data to be stored, processed, and conferred in a
proﬁciently interpretable form without human invention.
The emerging of IoT also sheds new light on the concept of
a “smart home.” IoT-enabled house equipment allows for a
smart home to be more intelligent, remote controllable, and
interconnected.
The global smart home market is expected to grow to
USD 119.26 billion by 2022 [2]. Global companies (e.g.,
Google, Amazon, and Samsung Electronics) are entering this
huge market, and they are providing innovative services and
products to take advantage of the growing market. Many
start-ups are also making eﬀorts to join this growing market.
The smart home has been drawing attention recently due to
the IoT, but it is not a new concept. In fact, the concept of
a smart home has been discussed since 1980, and it has

evolved from traditional home automation (so-called
networked homes, ubiquitous homes, and intelligent and
interactive homes).
Despite the long history and growing interest, smart
home service has not been widely accepted. There are many
reasons (e.g., high device prices, limited consumer demand,
and long device replacement cycles) preventing smart home
diﬀusion. The largest barrier is due to a lack of technology
to establish the infrastructure of a smart home [3]. Edwards
and Grinter [4] argued that another reason is that the issues
and social aspects of adoption and diﬀusion of a smart home
service have been overlooked. Prior studies on smart homes
have been conducted without reﬂecting user characteristics
or their environments. Most approaches are based on experiments or solely focused on the technology. Technological or
engineering perspectives on smart homes have failed to
interpret potential users’ actual needs from a smart home.
Thus, this research aims to ﬁnd what users really want
from smart home services and investigate which features
aﬀect a user’s intention to leverage the service. This study will
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Table 1: Evolution of smart home services.

Year

Phase

Technical background

Main function

1990s
2000s
2010s

Home automation
Home network
Smart home

Broadband Internet
Smart phone and app
IoT & AI

Household automation
Remote monitoring & control
Context awareness

deﬁne the user acceptance factors from a new perspective and
present a theoretical model to verify precedent factors and
outcomes. Through this empirical and behavioral analysis,
it will determine the concept of “smart” as reﬂecting a user’s
actual smart home needs and its major functional features. In
order to conﬁrm that the needs for smartization sought by
people vary depending on their individual characteristics
and environment, the research also studies how aspects
including the type of housing, gender, age, and prior experience aﬀect user intentions.

2. Related Background
2.1. Smart Home. A smart home refers to a residence
equipped with a communication network, high-tech household devices, appliances, and sensors that can be remotely
accessed, monitored, and controlled and that provide
services responding to the residents’ needs [5]. Although
the widespread diﬀusion of high-speed Internet in the late
1990s provided the opportunity for the home network
business to grow, it was not until the late 2000s that smart
homes began to be installed, which is when smart phones
were popularized. Initially, a smart home was deﬁned using
various names, such as a home network, a digital home,
home automation, and an intelligent home. In the mid2010s, it has been leaning towards a combination of Internet
of Things (IoT) and a situation-aware smart home (Table 1).
A smart home is an advanced form of traditional home
automation. An early deﬁnition of a smart home, which
was inﬂuenced by home automation, is using common communication devices to integrate with a variety of services at
home, assuring economic, secure, and comfortable operation
of the home [6]. Thus, smart home service was used to manage environmental systems like lighting and heating [3].
These days due to technological development, a smart home
service monitors user activities and the internal environment
at home (Figure 1). Moreover, a smart home provides
services that fulﬁll the demands and needs of a user.
Recently, smart home services are evolving as they
approach AI. The intelligent personal assistant “Alexa,”
developed by Amazon Lab126, has been installed in a wide
range of products. LG Electronics has adopted Alexa
throughout its smart home product line. For example, if a
user calls “Alexa” from a smart refrigerator, the user can
access services such as searching news, online shopping,
and checking schedules. In addition, China smart home
manufacturer Xiaomi is planning to target the smart home
market as part of its long-term vision. Xiaomi launched an
air puriﬁer that can be remotely controlled by a smart phone
and developed a smart module that can be inserted into
all appliances such as refrigerators, air conditioners, and

washing machines. Apple is developing an AI speaker
that supports “Apple HomeKit,” expected to provide voice
support as a hub to control home kit products. Thus, smart
home services are developing and proliferating by adopting
IoT and AI.
Prior studies on smart homes are based on a technical or
a partial approach. For instance, [7] suggested a smart ﬂoor
technology for a smart home which examines who, where,
and what a user is doing. Adami et al. [8] proposed a wrist
gadget that monitors users’ habits at home. Andoh et al. [9]
suggested a biometrics monitoring system for analyzing the
pulse and respiratory rate at home. Koskela and VäänänenVainio-Mattila [10] conducted experiments with only young
nontechnical professionals to determine whether users
welcome smartness through familiar communication devices
such as PCs, TVs, and mobile phones. Paetz et al. [11]
proposed an automated energy management system to test
residents. These studies have contributed greatly to improve
the completeness of a smart home service. However, as
research on business and user perspectives for market
revitalization was lacking, more studies are requisite to
encourage the proliferation of smart home services.
2.2. Smart Home Service Adoption. The word “smart” has
been used in various ﬁelds such as smart phones, smart
TVs, and smart learning, including smart homes. Although
it has a slightly diﬀerent meaning in each concept, it generally
means “intelligent,” which can be interpreted as the concept
of a weak level of artiﬁcial intelligence (AI). However,
whether such a concept represents an intelligence service that
can perfectly substitute the decision-making process of
human beings requires debate. Humans in general will be
reluctant to delegate all of the decision-making authority to
machines considering their search for freedom, uncertainty,
and distrust in technology. In addition, the level of smartness
people demand would also vary depending on their individual characteristics and environment. Some people have vague
fears about intelligent and smart things. For instance, when
AlphaGo beat a human in the Go game, some people had
negative perspectives on AI because a computer can control
or be detrimental to people. Thus, the “smart” that people
want may entail a limited scope of intelligence which is
under the control of human beings, unlike the theoretical
point of view.
Smart home service acceptance research has been
active since the mid-2000s. Most studies have extended
the technology acceptance model (TAM) or the uniﬁed
theory of acceptance and use of technology (UTAUT)
and have focused on speciﬁc groups such as the elderly,
the disabled, and patients. Leeraphong et al. [12] demonstrated that self-eﬃcacy plays an important role in the
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Figure 1: Smart Home (http://smarthomeenergy.co.uk).

acceptance of a smart home for the elderly. In the Alaiad and
Zhou study [13], patients’ expectations of quality of life were
found to play a key role in smart home acceptance. While
expanding on the existing theories, attempts have been made
to search for new factors. Fan et al. [14] mentioned the
continued development of AAL (ambient assisted living)
which assists disabled and elderly people especially with
chronic diseases, to enhance their well-being and enable
independent living. Vadillo et al. [15] conducted research
on telecare system adoption, which is one type of smart home
service, and found perceived usefulness is important for the
intention to use the system.
Recently, as smart services become more common,
research on the acceptance of general users has become
active. Bao et al. [16] examined the mobile smart home
environment and found that compatibility and safety are
key factors aﬀecting mobile smart home acceptance. Park
et al. [17] foresee that the future concept of smart home
acceptance with IoT technologies will expand by presenting
accessibility to wireless networks, as well as the compatibility
of various operation systems, languages, and frameworks.
Furthermore, this study empirically proved that enjoyment,
compatibility, connectedness, control, and cost can motivate

the acceptance of a smart home. Ji et al. [18] pointed out that
controllability is signiﬁcant in adopting a smart home. In
addition, intelligent control is able to learn user behavior
and demand automatically and provide a smarter control
of appliances.
Some studies emphasize the importance of security and
privacy in smart home acceptance. For instance, Tanwar
et al. [19] identiﬁed that the level of security in households
is distinctively conceivable in accepting a smart home service.
Elmasllari and Al-Akkad [20] argued that clear privacy and
data protection is needed to operate smart energy systems.
La Marra et al. [21] stated that security and safety risks
which aﬀect user behavior can also be mitigated by adding
conﬁgurable systems for security policy enforcement.
However, as the existing discussions are abstract, a
fundamental understanding is necessary to characterize
smart home services. In addition, past studies have
conducted an empirical analysis on a speciﬁc group, but the
popularization of smart home services now requires more
general discussions for diverse user classes.
2.3. Critical Factors for Smart Home Service. The initial smart
home service was promoted through the automation of the
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domestic system, aiming for convenience, comfort, stability,
amenity, health, reduction of household labor, and energy
eﬃciency. Since then, developments of the wireless Internet and smart phones have extended the concept of a
smart home to services that can be remotely controlled
anytime and anywhere. In the IoT era, household electrical
appliances and information and communication devices
are interconnected, and the smart home is developing into
a form of an artiﬁcial intelligence service that operates by
self-understanding the behaviors of the residents. Therefore, the smart home in the IoT era is a concept that adds
interconnectedness to the traditional characteristics of
automation and remote controllability [22]. Service stability,
security, and privacy also have been suggested as important
factors that may hinder user acceptance [23]. These factors
can be summarized as the reliability of the service. The smart
home environment is a factor that must be considered
because it is closely related to the user’s life and can cause
serious damage in the case of a dangerous situation. Thus,
automation, remote controllability, interconnectedness, and
reliability can be summarized as crucial factors for accepting
a smart home service.
Automation is deﬁned as the “execution by a machine
agent (usually a computer) of a function that was previously
carried out by human” [24]. Home automation was the initial
name of the smart home service, and the automation of
households and home infrastructure was a key goal of the
early smart home. Automation has become prominent in
recent years because it has become more aﬀordable and simple through the development of information technology. In
recent years, an interest in AI has enabled higher-level automation. AI technology can advance the function of a smart
home by assisting users in an intelligent way [25]. Hence,
technology is one of the critical features of a smart home.
The virtue of a smart home is that it can be controlled
remotely by mobile devices. This is a core feature of a smart
home system since users prefer to instantly control smart
home services such as controlling lamps, curtains, and
information appliances [10]. However, to design an intelligent and remote-controllable smart home system, a network
connection is essential. Many networks exist with a variety of
features such as Bluetooth IEEE 802.15.4, Z-Wave, and
Wi-Fi. To enable remote control, networks should be
standardized and interconnected to expand the use of
smart home services. Most electronic devices support the
Wi-Fi protocol, which allows home devices to be controlled
by mobile devices. When remote control is possible, the
general concept of smart, anywhere and anytime, can actually
be implemented.
Interconnectedness is deﬁned as the ability of devices,
applications, and services to be connected with each other
to work together [26]. To proliferate a smart home, devices
should able to adapt to changes in the preferences,
requirements, and needs of a user [4]. The system should
easily connect to new devices in a smart home. It is critical
to correspond through the network for a smart home to
function properly. However, many types of network and
communication protocols are a barrier in reality [5].
Networks can be wired or wireless, and other types of
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communications exist. At present, the technical standard is
inadequate due to the high cost of satellite links and the
limited transmission between electronic devices [27].
Technical errors in integrated smart homes can be a
concern to potential users. The reliability of smart home
services depends not only on the fact that the technology will
not malfunction but also on the fact that the technological
components will function ﬂawlessly while providing an
accurate service [5]. Users’ trust in service providers is an
important issue for the diﬀusion of smart home services.
Currently, technologies for smart homes are limited to
predicting human behavior. Smart home services must be
able to provide reliable measurements and algorithms to
assess a user’s vital signs or lifestyle [27].

3. Research Model and
Hypotheses Development
The research model of this study was developed as shown in
Figure 2, with the following essential antecedent factors that
aﬀect a user’s intentions for smart home services: automation, controllability, interconnectedness, and reliability.
3.1. Perceived Automation. Automation is a term referring to
the automation of housework and household activities such
as the control of lighting, heating systems, and ventilation.
This kind of automation enables users to be comfortable, live
conveniently, be secure, and be energy eﬃcient. In addition,
it monitors elderly and disabled people to ensure suitable
care [28]. The acceptance of automation has increased in
smart homes recently due to the enhanced aﬀordability and
simplicity through upgraded technology [29]. Sági et al.
[28] proposed a controller to optimize power management
to reduce the energy consumption of a smart home automation system. Luor et al. [29] authenticated the correlation
between the user attitude and eﬃcient smart home automation function.
H1: perceived automation is positively associated with
smart home adoption intention.
3.2. Perceived Controllability. Controllability is the ability
to do whatever a user needs with the given system that
is under control [30]. Liu et al. [31] conﬁrmed that control
is a critical issue in most complex networks. Users
remotely control smart home systems by accessing services
on smartphones, mobile phones, and computers [32, 33].
Due to the increased number of sensors and multitouch
screens, mobile devices became a pivotal user interface in
smart home systems [34]. In addition, Roduner et al. [35]
implicated that user interfaces on mobile devices are key for
controlling a smart home system.
H2: perceived controllability is positively associated with
smart home adoption intention.
3.3. Perceived Interconnectedness. Interconnectedness is
deﬁned as the ability to work together reliably owing to the
fact that a discrete manufacturer exists [26]. Many studies
have revealed the importance of interconnectedness while
adopting new IT services. The study by [36] deﬁned that
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Figure 2: Research model.

compatibility was a key component in perceiving the
eﬃciency of mobile multimedia services. Yang et al. [37]
pointed out that technical compatibility aﬀects users’
perceived usefulness of wearable devices. IoT applications
or services cannot be said to be smart home simply because
other devices monitor or adjust one home application,
sensor, or device. Since the interworking of multiple devices
and a central device is essential, a smart home system
requires a platform to provide a common framework [27].
H3: perceived interconnectedness is positively associated
with smart home adoption intention.
3.4. Perceived Reliability. Reliability between a manufacturer
and a user is an important factor in user behavior. In the
Maslow theory of human motivation safety, security and protection are the second needs to be satisﬁed after fulﬁlling
basic physiological needs like food, water, and shelter [38].
Services like alarms and at-home security should be operating properly. Keen et al. [39] suggested that e-commerce
represents a strategic indication of trust for consumermarketer relationships. Chan et al. [27] indicated the reliability of a sensor and data processing system as a one of main
determining factors of adopting a smart home. Friedewald
et al. [40] veriﬁed that a smart home system should aim to
be dependable which leads to successful innovation from
the socioeconomic and technological constellation.
H4: perceived reliability is positively associated with
smart home adoption intention.
Smart home services are no longer a specialized service
for a speciﬁc group of people such as housewives, patients,
or the elderly but are now developing into a more public
service that the general public can use for a more convenient lifestyle. Such trends call for the need of a more
detailed analysis of the actual motivations of diverse
groups of users in order to generalize the research results
and render them a reﬂection of the current times. As
there could be a diﬀerence in the relationship between
variables representing conventional users and new groups

Table 2: Characteristics of the respondents.
Characteristics

Respondents (n = 216)
Number
Percentage

Gender
Male
Female

111
105

51.4
48.6

Age
16–19
20–29
30–39
40–49
50–59
60+

28
37
45
46
38
22

13.0
17.1
20.8
21.2
17.5
10.4

Education
Less than high school
College or university
Advanced degree

44
150
22

20.4
69.4
10.2

Occupation
Oﬃcial worker
Service worker
Professional/researcher
Self-employer
Public service worker
Student
Housewife
Other

60
8
12
14
3
66
34
19

27.8
3.7
5.5
6.5
1.4
30.6
15.7
8.8

Residence type
Apartment/multifamily house
Single house

114
102

52.8
47.2

Experience of smart home service
Yes
No

46
170

21.3
78.7
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of users when considering their characteristics, the research
investigated the diﬀerences between groups according to
the type of housing, gender, age, and use experience, as
moderator variables.

4. Research Method
4.1. Data. This study conducted an online survey in October
2015 to evaluate the research model. Data was collected by a
professional survey company in Korea. The ﬁnal 216
collected samples were used for analysis. The demographic
distribution of the samples is as follows: 111 males (51.4%),
105 females (48.6%), 10s (28, 13%), 20s (37, 17.1%), 30s
(45, 20.8%), 40s (46, 21.2%), 50s (38, 17.5%), and over 60

t=

(22, 10.4%). The distribution of the samples was balanced
for analysis (Table 2).
4.2. Instrument Development. All measurement items to
measure latent constructs were developed based on previous
studies. Responses were collected based on a 5-point Likert
scale. The items of each construct are shown in Table 3.
The PLS-SEM (partial least squares structural equation
modeling) analysis method and the Smart PLS 2.0 tool were
used to verify the research hypotheses after testing the
convergent validity of each construct and discriminant
validity. Furthermore, in order to compare the route
coeﬃcients according to the residence type, sex, age, and
experience, we use the following formula given by Chin
and Dibbern [41].

Pathsample1 − Pathsample2
m − 1 2/ m + n − 2

× s e 2 sample1 +

n − 1 2/ m + n − 2

where, Pathsample1 or sample2 is the path coeﬃcient in the
subsample 1 or 2, m is the number of cases in subsample 1, n is the number of cases in subsample 2, and
s.e.sample1 or sample2 is the standard error of the path
coeﬃcient in subsample 1 or 2.

5. Data Analysis and Results
5.1. Measurement Model. The reliability and validity of the
constructs were checked. The reliability of latent variables
can be conﬁrmed by Cronbach’s α and composite reliability
(CR). Generally, reliability is considered to be satisﬁed when
Cronbach’s α exceeds 0.7 [49]. Even though Cronbach’s α for
perceived controllability and perceived reliability are lower
than 0.7, the CR value was suﬃciently big, so there was no
signiﬁcant problem in reliability (Table 4). Conﬁrmatory
factor analysis was conducted to test the convergent validity
of each construct. In Table 4, all factor loadings exceeded
0.6, the minimum required to assure convergent validity of
the constructs [50], and the AVE for each construct exceeded
0.50 [51]. As a result, convergent validity is established. Discriminant validity was demonstrated by conﬁrming that the
square root of the average variance extracted (AVE) for each
construct is higher than the corresponding interconstruct
correlations. There was no critical issue in cross-loading for
the discriminant validity (see Tables 5 and 6).
5.2. Hypotheses Testing. Structural equation modelling results
are presented in Figure 3, and the hypothesis tests are summarized in Table 4. A bootstrapping resampling technique
was employed to calculate the corresponding t-values for
each hypothesized relationship. As summarized in Figure 3,
in the analysis of the whole sample, out of the 4
hypotheses, three were supported. Perceived controllability,
perceived interconnectedness, and perceived reliability

× s e 2 sample2 ×

1/m + 1/n

~t m+n−2

1

were signiﬁcant factors inﬂuencing adoption intention,
supporting H2, H3, and H4, and explaining 47.9% of the
variance (H2: β = 0 327, t-value = 3.170, and p < 0 001;
H3: β = 0 232, t-value = 2.363, and p < 0 05; and H4: β =
0 154, t-value = 2.642, and p < 0 01; R2 = 0 479). However,
the path from perceived automation to adoption intention
was insigniﬁcant, rejecting H1.
However, the results were very diverse when analyzed by
grouping according to the residence type, gender, age, and
experience (Table 7). For example, in the analysis for general
home residents, H1, H2, and H4 were supported but H3 was
not. On the other hand, only H2 and H3 were supported for
apartment residents. In terms of gender, H2 and H3 were
supported in males but H2 and H4 were supported in
females. When analyzed by age, H2 and H3 were supported
by those under the age of 39 but H2 was supported only by
those over 40 years of age. H1 and H4 were supported for
current smart home service users, and H2 and H3 were
supported for potential users.

6. Discussion
6.1. Findings. The objective of this study was to understand
and explain customers’ behavioral intentions to adopt smart
home services. Unlike the previous research that examined
the user behavior associated with smart home service
adoption based on acceptance theories, this study captures
the characteristics of smart home services and presents a
new theory and model. The empirical analysis of the proposed research model demonstrated various implications.
In all samples, three factors: controllability, interconnectedness, and reliability had a signiﬁcant impact on the acceptance behavior of a smart home service. It is very interesting
that automation does not have a signiﬁcant eﬀect. This can be
interpreted as follows: people generally seek relatively safer
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Table 3: Survey items.

Construct
Perceived automation

Item number

Measurement items

References

PA1
PA2

Smart home services help the residents proactively without human intervention.
Smart home services provide autoadjusted control.

[29, 42]

I can control every electrical device of smart home services
through simple operation.
It is convenient to control smart home services anywhere at any time.

[43, 44]

Smart home devices are interconnected with each other.
Smart home services by integrating diﬀerent device venders
do not create problems.

[45, 46]

[43, 47]

PR3

I am not worried to use smart home services because other people or
organizations may be able to access my account.
There will not be much potential loss associated with disclosing
personal information to the smart home service provider.
I think smart home service providers are reliable.

AI1
AI2
AI3

Using smart home services is worthwhile.
I intend to use smart home services in the future.
I predict I would use smart home services in the future.

[48]

PC1

Perceived controllability

PC2
PI1
Perceived interconnectedness

PI2
PR1

Perceived reliability

PR2

Adoption intention

Table 4: Validity of constructs.
Construct

Items

Factor loading

t-value

Perceived automation

PA1
PA2

0.947
0.954

97.763
119.742

0.902

0.965

0.946

Perceived controllability

PC1
PC2

0.898
0.831

61.407
23.021

0.903

0.949

0.893

Perceived interconnectedness

PI1
PI2

0.935
0.902

94.090
38.725

0.748

0.855

0.667

Perceived reliability

PR1
PR2
PR3

0.714
0.769
0.769

7.651
9.760
12.624

0.843

0.915

0.815

Adoption intention

CONT1
CONT2
CONT3

0.947
0.964
0.938

114.355
163.208
101.322

0.564

0.795

0.647

AVE (>0.5) Composite reliability (>0.6) Cronbach’s alpha (>0.7)

Table 5: Correlations of the constructs and square root of AVE.
PA
PA
PC
PI
PR
AI

0.90
0.68
0.54
0.36
0.50

PC
0.86
0.78
0.56
0.66

PI

0.92
0.51
0.62

PR

0.75
0.49

Table 6: Construct cross-loadings.

AI

0.95

and more eﬀective remote management features rather than
highly advanced automated services. People may want the
devices of a smart home to be under their control rather than
being fully automated because a home is safe and represents
their personal space where they can rest. Considering that
controllability is the most important antecedent for adoption, it becomes apparent that the automation that people

PA

PC

PI

PR

AI

PA1
PA2

0.947
0.954

0.637
0.650

0.492
0.540

0.355
0.334

0.457
0.486

PC1
PC2

0.716
0.426

0.898
0.831

0.615
0.757

0.513
0.448

0.629
0.497

PI1
PI2

0.543
0.448

0.735
0.696

0.935
0.902

0.480
0.453

0.616
0.507

PR1
PR2
PR3

0.162
0.188
0.389

0.321
0.285
0.564

0.303
0.301
0.482

0.714
0.769
0.769

0.249
0.308
0.472

AI1
AI2
AI3

0.446
0.482
0.484

0.581
0.662
0.625

0.553
0.598
0.602

0.437
0.463
0.490

0.947
0.964
0.938

8

Journal of Sensors

Perceived
automation

Perceived
controllability

H1

0.093n.s.

H2

0.327⁎⁎⁎

Adoption intention
(47.9%)

Perceived
interconnectedness

H3

0.232⁎

Perceived
reliability

H4

0.154⁎⁎

Figure 3: Results of the structural model: ∗ p < 0 05, ∗∗ p < 0 01, and ∗∗∗ p < 0 001 (two tailed).
Table 7: Result of path coeﬃcients by grouping.
Residence type (N)
APT (114)
House (102)
H1

−0.053
∗

0.271∗∗∗
0.317

∗

Gender
M (111)
F (105)
0.153
0.291

∗

0.004
0.378

∗∗

<39 (110)
0.015
0.256

∗

Age
40+ (106)
0.159
0.378

∗∗

Experience
Yes (46)
No (170)
0.332∗∗

0.047

0.264

0.310∗

H2

0.367

H3

0.301∗

0.129

0.251∗

0.217

0.337∗

0.134

0.062

0.272∗

H4

0.148

0.165∗

0.142

0.184∗

0.157

0.177∗

0.342∗∗

0.140

∗

p < 0 05, ∗∗ p < 0 01, and ∗∗∗ p < 0 001.

want is eventually intelligent and represents an optimal
controllability that is close to a limited form of automation.
There are also various ﬁndings in group comparison
analysis. Controllability and interconnectedness signiﬁcantly
aﬀect adoption for people living in apartments while
automation and reliability are considered to be important
for general home residents. The diﬀerence in the level of
infrastructure between apartments and general homes may
be an inﬂuence. Recently, new apartments in Korea have
been provided with smart home services (remote heating
management, gas shutdown, etc.). As a result, apartment residents seem to want more extensive and precise control. As
general homes do not provide any networked and automated
functions to control households, general home residents may
want the automation and reliability of a smart home service.
When comparing gender, men emphasize interconnectivity while women emphasize reliability. Similar results were
observed in the age-related comparisons. This can be
attributed to the risk avoiding tendency of women and older
people. It is understandable that they prefer these factors
because they seek stability compared to men or young people.
Men and young people tend to prefer interesting and innovative services, and the interconnectedness of the smart home
can serve as a factor in meeting these needs.

Those who have experienced similar services emphasize
automation and reliability. In fact, it is likely that those who
do not place much signiﬁcance on control and interconnection have experienced that the control and connectivity of
past services did not guarantee usability.
6.2. Contributions. This study makes several contributions
to theory. First, it presents the speciﬁc success factors of
smart home service adoption and empirically analyzes
the relationship with the acceptance behavior. Most studies
have presented abstract success factors (e.g., usefulness and
enjoyment) based on technology acceptance theory, but
this study derived the detailed critical factors through a
literature review. Second, this study captures the concept
of the word “smart” in the smart home service. According
to the result, the smart that people desire is close to intelligent control but not fully automated. This explains why
past services (e.g., home automation and the networked
home) that are similar to a smart home have not spread.
The past services have not been able to meet the desired
level of automation for users. Third, the results of the
comparison between the groups show that the factors that
inﬂuence smart home adoption can be diﬀerent according
to the characteristics of users in the case of a smart home
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service. In the case of a smart home service, the main
users are often the elderly, patients, and women, and the
results clearly show the eﬀect of user characteristics on acceptance behavior. Therefore, acceptance studies that may be
diﬀerent according to user characteristics demonstrate that
a research design needs to consider user characteristics.
This study also provides several useful insights for
practitioners who manage the development or marketing of
a smart home service. First, functional diversity should be
assured to consumers. Due to the diﬀerent smart home
service requirements determined by the customer group, it
is necessary to systematically support each consumer group
in selecting the desired functions. For example, it is possible
to provide a smart home service with high interconnectivity
with other devices for apartment residents, while focusing
on delivering an automation function for general home residents. To this end, smart home service companies should
consider how to conﬁgure smart home services, including
cooperating with third party device manufacturers for each
type of customer, and prepare various plans according to
the detailed function conﬁguration. Second, continuous
R&D on AI-based automation is required. It was revealed
that automation has a positive impact on the intention for
continuous use of current smart home users. Therefore, it is
reasonable to infer that as the basic controllability-based
smart home service spreads, consumers’ need for automation
will increase. A large-scale investment on basic infrastructure
such as data centers, cloud, or big data systems by smart
home service companies will be required in order to analyze
customers’ lifestyles and interact with their movements of
emotional change. Third, to increase customer reliability,
smart home service providers should adopt high-level
security technologies and set up internal policies to prevent
information leakage. Trust in smart home service providers
has become a signiﬁcant issue as data-based smart home
companies are rapidly expanding, such as Google.

7. Conclusion and Further Study
This study empirically examined important factors for the
adoption and spread of smart home services. Research results
show that interconnectivity and reliability are required along
with the right level of automation. Furthermore, because
there are diﬀerences in preference factors according to the
characteristics of users, it has been conﬁrmed that the service
design that considers these characteristics is necessary. If
these factors are taken into consideration, smart home
services that have not been activated in the past will spread
and the market will grow.
Although the ﬁndings of this study provide meaningful
insights into the adoption of smart home services, this study
has limitations that future research should address. First, key
ﬁndings of this research are based on the data only from
South Korea. A future study should attempt to gather
ethnically and geographically diverse data to ensure the
generalizability of the results. Second, hedonic-related variables may be considered as inﬂuence factors of adoption
intention such as perceived design (e.g., visual attractiveness
of control hub hardware and software user interface). Lastly,
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in future studies, a signiﬁcant diﬀerence in the antecedents’
inﬂuence on behavioral intention between current and potential users may be found. Despite the limitations, this study
contributes to a more systematic understanding of smart
home service adoption. In this regard, we hope that this study
helps to create a foundation for related future research.
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Telemonitoring is not a new term, in information technology (IT), which has been employed to remotely monitor the health of
patients that are located not in common places, such hospitals or medical centers. For that, wearable medical sensors, such as
electrocardiography sensors, blood pressure sensors, and glucometer, have commonly been used to make possible to acquire the
real-time information from the remotely located patients; therefore, the medical information is further carried, via the Internet,
to perform medical diagnosis and the corresponding treatments. Like in other IT sectors, there has been tremendous progress
accounted in medical sectors (and in telemonitoring systems) that changes the human life protection against several chronic
diseases, and the patient’s medical information can be accessed wirelessly via Wi-Fi and cellular systems. Further, with the
advents of cloud computing technology, medical systems are now more eﬃcient and scalable in processing, such as storage and
access, the medical information with minimal development costs. This study is also a piece of enhancement made to track and
monitor the real-time medical information, bounded in authorized area, through the modeling of private cloud computing. The
private cloud-based environment is designed, for patient health monitoring called bounded telemonitoring system, to acquire
the real-time medical information of patients that resided in the boundary, inside medical wards and outside medical wards, of
the medical center. A new wireless sensor network scenario is designed and modeled to keep or monitor the patients’ health
information whole day, 24 hours. This research is a new secured sight towards medical information access and gives directions
for future developments in the medical systems.

1. Introduction
In medical sectors, employing of pervasive medical devices
and their connectivity with the advance networks or/and
the Internet brought the new visions for human medical
diagnoses, treatments and monitoring, wireless body area
network (WBAN), and remote monitoring of patients’
health. The pervasive devices or medical sensors are connected with the speciﬁc parts of patients’ bodies, to measure
the acquired medical information such as blood pressure,
sugar level, heart rates, and other medical signals, and the

observed medical information will be transmitted to the
medical assistance or medical advisor, through the connectivity of wireless media including cellular networks, where
the received medical information will be examined for further diagnosis. Automated medical analytic tools, such as
electrocardiogram analyzers, are also available for medical
information analyses in real-time manners and are
accounted as a part of the telemonitoring system [1]. As telemonitoring systems are not the new technological solutions
in the monitoring of patients’ health, several medical healthcare systems [2] have been deployed to monitor the indoor
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or/and remotely located patients’ health status to overcome
the emergency cases and to ﬁght against and diagnose the
critical diseases before they become worst. To be more
enhanced, the technologies called cloud computing systems
are eﬃcient and scalable solutions for existing networks
and have been playing tremendous roles in healthcare systems in terms of information monitoring, acquisition, and
storage. Through employing and deploying of public cloud
computing technology for healthcare, the overall processing
of healthcare systems is much eﬃcient and easy to manage.
It means that the hospital can just use the services of public
cloud to underpin the continuum healthcare and also can
manage the administration and other required IT requirements that have the potential to retrieve the real-time information of patients without any delay, truly synchronized
and securely shared among the systems (and users), and scalable in cases of workload, and the information is always be
accessible when required. In inclusion, through employing
of cloud computing infrastructure, a health organization is
able to manage its overall organizational structure, as a solution emerges with the coherent-optimal healthcare system.
Further, in cloud computing, the public cloud is eﬃcient in
the monitoring of information and managing of services,
for pervasive healthcare systems and be deemed appropriate
for the issue of scalability and security. As the retrieving of
medical information has great value and requires to be
secured during transmission over the Internet, therefore several medical organizations have not been attaining upon the
public cloud platforms, due to the security issues and to gain
the high-security level during information exchanges. In
short, public cloud services are eﬃcient and reliable, but they
still encompass potential vulnerabilities because they are
called publicly open for all. To resolve the issues of security,
the private cloud computing is a signiﬁcant and trusted solution for medical information exchanges, with the satisfactions of information conﬁdentiality and authorized access;
moreover, medical organizations can also leverage their other
important resources [2–5]. Figure 1 illustrates the typical
structure of cloud computing for healthcare systems.
Eucalyptus, called “Elastic Utility Computing Architecture for Linking Your Programs to Useful Systems,” mainly
deploys for private and hybrid cloud computing services
and is an open software used to implement infrastructure
as a service (IaaS), network as a service, and storage as a service, and these services are made available for end-users by
consolidating with other existing infrastructures in cloud
computing environment [6, 7]. In [8], ECG analyses were
performed by hosting application (or analysis software), as
software-as-a-service (SaaS) and as a web service, in public
cloud computing environment. In cloud computing environment, the platform-as-a-service (PaaS) layer used three main
modules, such as “container scaling manager or tomcat container, workﬂow engine as service platform, and Aneka application platform,” to manage the processing of hosted
software and to fulﬁll the demands/requests from users.
Therefore, upon user requests, container scaling manager
scales the number of containers to process the user queries
toward workﬂow engine that controls the overall processing
and jobs assigned to the medical software workﬂow and
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further processes them to PaaS middleware called Aneka.
Aneka is an innovated technology based on Microsoft.NET
platform, an application development platform (for distributive applications) which provides run-time development scenarios and application programmable interfaces to develop
customized applications, on either private or public cloud
computing platform [9]. Aneka software, a development
platform, provides several services in the development phases
of distributive applications, for example, deﬁnes useful logic
for distributive applications. Moreover, it is a generic infrastructure that manages the processing of distributive applications and is a consolidation platform to work with other
existing infrastructures (e.g., “Amazon EC2” as part of cloud
computing [10]. Each workﬂow engine was hosted, as a
part, inside a tomcat container and would be increased
in numbers based on the work demands from the users.
Sooner, the user jobs are being collected by the workﬂow
engine and processed to the Aneka, where each job resided
in the waiting queue is triggered depending on the availability of resources. Therefore, by using of the masterworker scenario, Aneka manages the upcoming communication between the IaaS that runs Aneka master service
and Aneka workers, installed in VM at PaaS. Furthermore,
waiting-request scheduling at the workﬂow and the average user-requests handled by the container in speciﬁc
session are performed in run-time through cloud load balancing [8, 9].
As concluded, the most eﬃcient way to manage an organization’s dedicated resources, especially from the encounter
of security, and keep their information internally as part of
organizational regulations without enrolments of external
entities (e.g., outside of the organization), is private computing platform. Cloud computing provides and manages an
elastic pool of resources based upon requirements by the
end-users’ perspectives; private cloud computing employs
in case the resources that are designated for a single organization and public cloud computing in the case of multiply organizations shared the resource pool. The diﬀerence between
the public and private computing is very little; for example,
large scaling of Internet services and applications are mainly
managed through employing of public cloud and the virtualization technology is utilized through private cloud computing; but at the same time, they have some very common
characteristics, such as pool of resources, independent access,
resource elasticity and management, and resource metering
[6].
For the life demands and to improve and to fulﬁll the
medical requirements of human lives, the notable changes
have been accounted in medical sectors that are signiﬁcant
not only for the indoor patients but also for the remotehome residential patients. The use of wireless sensor devices
and sensor networks made this possible to provide the medical cares and monitor the facilities for the remote patients.
The continuous monitoring of remote (located) patients’ status (i.e., blood pressure, heart rates, sugar level, and others) is
signiﬁcant in order to detect the critical diseases before the
emergency conditions happening and also provides various
medical services for the caregivers to manage the risk cases
of patients and their cognitive disorders, while happening
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[11, 12]. Usually, the medical sensor devices are embedded or
placed on speciﬁc parts of the patient where the medical rates
(or information) are required to measure, and the observed
information is further transmitted wirelessly, monitored,
and stored at the designated controller site (or computer
machine) where the authorized persons (or authorized medical advisor) are situated for information analyzing and diagnosis purposes [12]. In last decades, a number of researches
have been conducted for the development of advance
context-aware medical applications, by a combination of
computer networks, cellular networks (e.g., 2G, GRPS, and
3G), and wireless sensor networks. On the other side, with
the great development of unobtrusive sensor devices, Bluetooth devices, and radio frequency identiﬁcation- (RFID-)
based sensor devices, for medical systems, their automated
conﬁgurations with wireless networks make it possible to
process the patients’ acquisition information, from anywhere, from anyplace. These enhancements made are
accounted as tremendous changes in medical systems and
in reducing of critical sudden conditions of patients during
an emergency and in reducing the eﬀects of diseases, as the
diseases are diagnosed and handled before going to be critical. The remote monitoring of patients’ health or telemonitoring systems via sensor devices and the use of wireless
sensor networks play an important role in making a coordination between the patients and medical advisor and also
between medical sensor devices and other parts of the telemonitoring system [11–15].
Upon the requirements, which commonly speciﬁed by
health organizations and the health center (or hospital) in
our case, building a private healthcare system also mainly targets the security obstacles as its main goal. The idea to deploy

a private cloud platform, for the healthcare system, is significant in ways to reduce the cost and usage of the scalable network and the available resources [6, 8, 16]. In this study,
through the proposed solution to access and monitor the
medical information from patients in cases of the inward system and outward system, private cloud computing platform
is designed by employing of virtualization technology in
Microsoft.Net platform which allows to design and employ
the private cloud computing platform, for medical information monitoring, analyzing; and automated classiﬁcation, as
infrastructure-as-a-service. In fact, the main goal of this
study is to access and monitor the real-time information of
cardio-patients through the usage of built-in ECG belt having
embedded sensor and ECG device where required. Therefore,
the private cloud platform is modeled only that would easy to
make integration with other modules of the proposed system
such as cellular module, ECG acquisition module, Web application, and security and secure logon.
The rest of this research paper is organized as follows.
Detailed literature is conducted in Section 2, and Section 3
describes the proposed system design and modeling, including private cloud design, inward monitoring, and outward
monitoring. Study results are conducted in Section 3, and
discussions are made. At the end, in Section 4, overall work
study is concluded and future work is described.

2. Literature Survey
As the enhancements are made in telecommunication sectors, the telemedicine systems are discovered and as the passage of time, these systems have also been updated with the
new technologies (i.e., telemonitoring systems) which are
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signiﬁcant in case of disease diagnosis and patient medication and remote monitoring of patients and treatments; by
this way, the patients can be monitored from the places (e.g.,
medical centers and homes) where they are situated, over
the cellular platform. For that, depending upon the demands,
a new system is required that not only provides healthcare
services inside the hospitals or healthcare centers but also provides eﬃcient healthcare facility to remotely located patients.
Therefore, the telemonitoring system is the best solution
which provides medical monitoring facilities for the distance
located patients and for the medical advisors. Especially, in
the situation to ﬁght against cardiology or arrhythmia that will
always happen suddenly—if it happened—therefore, a possibility to monitor it is through remote networked portable
ECG telemonitoring system [17–20]. In case of emergency,
ECG-measured information is observed and simultaneously
transmitted through cellular transmission, satellite transmission, and other computer wired/wireless networks to the
control center or server, where the observed information will
further be assessed for diagnosis and storage purposes [19, 20].
Usually, in telemonitoring systems, the carried information is
saved into two storage modes: real-time mode, which stored
information in real-time manners as its monitoring from
ECG devices and in store-and-forward mode, where the
carried (monitoring) information is latterly stored, after the
speciﬁc session, and used for health analysis purposes [21].
The sensor devices and their utilization have prominent
placed, in order of patient’s medical treatments, in hospitals
or/and healthcare centers. The sensing technology, employed
in hospitals, is not very old (i.e., ECG or EKG) but has been
changed as the passage of time corresponding to the technology enhancements and medical system requirements. Nowadays, various medical sensors have been used in hospitals in
order to keep the physiological and physical status of
patients, patient health information is tracked in real-time
manners and diagnosis, and corresponding treatments are
applied. The transducer devices are mainly used with medical
sensors that detect the electric, genetic, and other signals,
with the initialization of physiological signals combined with
signal processing algorithms that predict the future status or
behaviors of patient’s health. Besides this, several meaningful
applications, such as “monitoring in mass-casualty disasters,
vital sign monitoring in hospitals, at-home and mobile aging,
assistance with motor and sensory decline, and large-scale
on-ﬁeld medical and behavioral studies,” relevant with
healthcare systems were reviewed and major security challenges were also deemed that might be existing in wireless
sensor networks (WSNs) to ensure the future privacy of medical sensitive information [22–24].
In a study [19], a new RFID tag called “miTag (medical
information tag)” was introduced and employed during
emergency cases or health disaster situations. This was a
cost-eﬀective solution, by employing tag, that provided inclusive information by tracking and monitoring the medical
conditions of patients in each step (or state) of disaster, such
as from the place where the disaster happened to the ambulance and from the ambulance to the hospital. Whereas, several controllers were designated and were able to view the
overall information while connected to wide area network
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(WAN), to manage the number of patients in emergency
units. The design of miTag was deemed highly scalable and
extensive that can be used with a variant of communication
systems, that is, GPS, and able to sense the patient status such
as blood pressure rate, body temperature, and ECG signals.
The miTag device was used and supported to transmit information in two-way directions. In the disaster scenarios, several major requirements, such as scalable usage of sensors
and networks, reliable and eﬃcient transmission ways, and
costless and eﬃcient hardware devices, have to be considered
in order to track the remotely located patients’ information.
For that, few commercial devices are available, but most of
them have a number of limitations, such as network setup
and conﬁguration issues; tracking is only limited to persons
unable to identify the disaster locations, a poor installation,
and integration with other systems, and so on, which therefore
signiﬁcantly aﬀects the overall transmission [12, 16, 25, 26].
2.1. Case Study: ECG Telemonitoring System via Cellular
Platform. In Figure 2, a telemonitoring system is proposed,
which monitors the cardiology patient’s information through
connecting with ECG (electrocardiogram) device, in realtime mode and store-and-forward mode which encompassed
a Holter and a controller (or server). While required, patient
information is delivered via MMS (multimedia messaging
service) through GPRS (general packet radio service)/GSM
(global system for mobile communication) networks. Holter
is a patient-worn unit where patients are situated, and ECG
devices are connected with them and provided GPS (global
positioning system) information which would be helpful in
cases of emergency. Holter is also responsible for patients’
ECG information, its storage, and assessment. In the realtime mode, patients’ abnormal heartbeats rates are measured,
to make be eﬃcient, in order to measure the accurate heart
rates. To do this, an algorithm is deployed that made the classiﬁcations, on measurements, of heart rates which would be
signiﬁcant in ﬁnding the abnormal heart rates, and based
on the measured rates, the corresponding medical advisor
would be concerned through MMS, in real-time manners.
MMS is a new technology and developed under the 3GPP
(third generation partnership project), which made it possible to transmit the multimedia messages (e.g., text, audio,
and video) that varied in sizes. As the information is measured from ECG device which is directly attached to the
patient, and the measured information further assessed (or
classiﬁed), with the classiﬁcation algorithm, resulted in the
abnormal heart rates, then at the same time, this information
is transmitted to the server in the form of MMS, with the
embedded information of Holter-GPS. GSM/GPRS networks
are utilized for MMS, and further, the patient’s monitored
information is transmitted to the MMS center to the server
via TCP/IPs. Upon received information, server stored this
patient (monitored) information and autostreamed this
information to the medical advisors. Authorized medical
advisor analyzes the received information, generates the corresponding feedback, and is authorized to send MMS back to
the server to keep connected with the patient for the prospective information. In server end, GIS (geographic information
system) software is installed that is used to locate the patients
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Figure 2: Telemonitoring system via cellular access [21].

in emergency cases; as the delivered MMS was packed with
GPS information, therefore, this information is further used
to locate the patient’s location (i.e., Holter location). At both
sides, in either MMS sent from the patient or sent from the
medical advisor, the communication always carried in realtime senses. Real-time mode is more reliable, as the MMS
(e.g., patient abnormal heartbeat rates) is transmitted, stored,
and analyzed in minimal time, or without any time delay.
While in case of store-and-forward mode, the Holter measured and stored the patient ECG data continuously up to
48 hours and sent the monitored information to the server
for storage and future analysis purposes. In this case, information is carried through the internet, in the presence of
wired networks and TCP/IPs [21].
As analyzed from above, considerable changes have been
accounted in medical systems due to the gained and deployed
wireless sensor technologies. The existing works [18, 19]
were also conducted on to monitor the patient’s status or
conditions by means of various detection approaches such
as fall detection, gesture and posture detections, and GPSbased tracking for patients and through several medical sensors and RFID tags that have been very commonly employed
in telemonitoring systems [21]. The telemonitoring systems
have been playing very important roles in reducing the eﬀects
of sudden critical diseases (i.e., arrhythmia causes) and give
future trends for pervasive healthcare systems. With those
systems, several beneﬁts will be achieved and with these beneﬁts, the patients should able to track and monitor the risky
situations during emergency. Furthermore, the children and
old people, who might have to suﬀer from cognitive and
chronic illness (and other physical disorders), can also be
attained in order to reduce the eﬀects of their diseases, with
safer, happier, and more independent lives [19, 21, 24]. To
make a new extension as a part in healthcare systems or telemonitoring systems, the technology called cloud computing
is required in which cardiology patients will be undertaken
and monitored through the RIFD-based medical tags that
are considered to be implanted in patients’ bodies (i.e., over
their hearts) and real-time information, for example, heart
normal and abnormal rates, will be captured, monitored,

analyzed, stored, and viewed by the authorized medical advisors and also will be viewed by the family member of the
patient under security authorization rules.
As a consequence, to gain the high eﬃciency, scalability,
and security, with the overall minimal consumption of cost,
most of the information technology- (IT-) based systems,
such as educational, industrial, transportation, and medical
systems, are now connected and communicating through
cloud computing platform which minimizes the diﬃculties
and complexities of end-user workloads, without purchasing
of any expensive software or hardware. Similarly, there is also
a new trend of communication, also called ambient intelligence (AMI), based on ubiquitous communication platform,
a cloud computing environment that provided interaction
between the end-users and various electronic or/and sensor
devices over wireless sensor networks, a context-ware design
which fulﬁll users’ demands based upon their technological
requirements [27].
In the proposed Cloud-IO design, three important services, telemonitoring, location identiﬁcation, and communication service, were taken into account, which modeled in
the way to be consolidated with each other and should be
functional over the cloud computing environment.
(i) In telemonitoring service, the required information
was gathered according to the situation and from
users or patients, in premises of deployed wireless
network, through the connectivity of various sensors, such as medical sensors and biometric sensor
devices [27, 28].
(ii) A service, called location identiﬁcation, was also
accounted as a part of Cloud-IO, which provided
the real-time identiﬁcation of the cloud users and
other network entities through estimating of their
positions by deploying of location estimation algorithms. Those algorithms were eﬃcient in managing
of alarms and other indications acquired from cloud
users and from conﬁgured system entities. Implementing the position estimation algorithms, such
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as more advances with the uses of frequency diﬀerence of arrival (FDOA) and time diﬀerence of arrival
(TDFA) [29], that compute more accuracy compared with existing and are adequate in computations both for indoor and outdoor location
estimations [27, 30].
(iii) In communication service, the text and voice
messages were allowed to transfer over the
designed cloud platform, through the employment
of various wireless sensor devices, to fulﬁll the
desired, overall communication goals, together with
the microcontrollers as well as routing schemes and
queuing managing algorithms are acquired for
implementation [27].

3. System Design and Modeling
In information technology (IT) sectors, cloud computing is
an eﬃcient, scalable, and costless way to employ and deploy
the organization’s resources that include software, platforms,
and infrastructures. A number of organizations have been
employing the cloud computing platform to fulﬁll their
organizational demands, industrial, and other requirements.
In case an organization wants to keep its resources well and
secured in its data center, away from the others or from
external entities, the best solution that has been provided
by cloud technology is private cloud computing by using
the concepts of visualization [6]. In private cloud computing,
the term visualization has a real meaning to deploy, employ,
and manage the required organizational resources or applications running, inside the virtual environment, in virtual
machines (VMs), rather install these applications in distinct
hardware, in an organization, that consume high capital
and management cost.
As explained above, private cloud has a special meaning
for several information technology (IT) applications and
services, including telemonitoring systems. Therefore, in
the proposed study, a private cloud computing platform,
using Microsoft.Net platform and System Center 2012, is
considered and deployed as an eﬃcient and cheaper way to
access and measure the continuous real-time medical status
or information of patients that are located in premises of hospital, such as inside the medical ward and outside the medical
wards or in speciﬁed boundary of a hospital deemed in our
study cases. This solution, System Center 2012, has been a
commonly used designed platform for visualization, supporting three hypervisors: Microsoft Hyper-V, VMware ESX/
ESXi, and Citrix XenServer, and provides virtual machines
on demands from users (e.g., company partners) [6], and is
eﬃcient in its services like supporting various applications
(i.e., software and hardware), as well as monitoring, updating,
and distributing among system entities. Figure 3 illustrates
the proposed study design and its main components.
3.1. Private Cloud Computing Design and Modeling. For
accessing and monitoring the medical information of heart
patients residing in the hospital premises, private computing
platform is built up by employing of System Center 2012.

This system mainly encompasses few paradigms that provide
the private cloud computing values for a new system development with the speciﬁed workloads and designated to the
platform entities: (1) An administer entity is designated for
building the cloud and perform updating process for applications that were deployed by IT experts. (2) A developer entity
is designated for building the virtual environment by virtual
machine (VM) concept and also authorized to provide
approving process of the VM. (3) The cloud employing
applications are designed and deployed by the IT experts,
and (4) during an application running in private cloud computing, the system center is designated, correspondingly, for
problem detection and ﬁxing. In Figure 4, a proposed study
about private cloud computing and design is illustrated with
the employing of System Center 2012.
3.1.1. Private Cloud: Virtual Machine Manager. For private
cloud computing, virtual machine manager (VMM) is a
building block and the main management tool for managing
the organizational data center. It provides the elementary services that are used in building and managing of clouds and
makes the virtualization environment through virtual
machines and concepts, in which the virtual cloud hosts, with
resources (e.g., storage and cloud networking), are conﬁgured and managed through VMM, as part of private cloud
computing design and its services. System Center 2012 provides services, such as server management service, console
service, database or storage service, library service, command
shell service, and security and scalability service, to deploy
the virtual machine manager for eﬃcient private cloud
computing. In our case, the main four virtual machines are
created corresponding to the medical wards, meaning that
there are four medical wards considered, and each encompasses only ten patients for real-time medical information
monitoring, and an API was installed for accessing and
monitoring of the patients, while they are outside of their
medical wards in a hospital area, which may consider as
virtual machines, as part of private cloud computing. To do
this, wireless sensor network has modeled in which a number
of sensors are conﬁgured in hospital premises that are suﬃcient to access and monitor the patients’ medical information, through employing of ECG belt and also their
positions, in the boundary of the hospital. However, the
proposed design inelasticity would be extendable with new
sensors, if required.
3.1.2. Private Cloud: Application Controller. Application
controller provides managing of the facilities, for private
cloud platform, in order to manage the deployed applications, such as ECG information acquisition and storage,
ECG classiﬁcation algorithm, alarm indications, and API
for ECG belt, and services for information access and
monitoring, respectively. An integrated self-service web
portal is also provided, which allows the users to make a
request directed towards the designed private cloud, to
deploy, conﬁgure, and manage the created VMs (e.g., a
total of six virtual machines in our study cases) and other
required cloud services.
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3.1.3. Private Cloud: Service Manager. The service manager
is an integrated, self-service portal and an automated management, as a part of private cloud computing, a platform
for various services provided. For example, a new process
is deﬁned that has to manage a private computing environment, and before processing, permission criteria have
to be fulﬁlled and should be possible with the support of
service management. In our case, the external entities such
as the patient’s friends or family members are allowed to
monitor their patients, residing in the hospital, the medical
status, and other indications that will be given from the
hospital management, through a secure login to the private cloud system.

3.1.4. Private Cloud: Orchestrator. In a private computing
environment, an orchestrator is a solution, supported by data
center, in order to manage the workﬂows, make interactions
between employed management tools, and provide automated facilities for the users to build, implement, and monitor the resources in their own ways.
3.1.5. Private Cloud: Operation Manager. An operation manager is one of the important aspects of private cloud computing, which supports in order to monitor the running cloud
virtual machines, applications, and services and perform
the triggers against the issues while these happened and
detected in a cloud environment.

8
3.2. Databases. In this study, the database is one of the important modules which keeps a record of information that are
retrieved from patients through the ECG device connectivity.
Database tool, called MySQL, is employed to deploy and to
keep the records of each patient medical information by
means of identiﬁer that makes a distinction between each
patient’s captured information in his/her identity. Each time
information is transmitting, in real time manners; store in the
form of table’s records that will further retrieve based on the
queries will be requested or required by the medical
individuals.
3.3. Mobile Application Design and Software. In this study, a
mobile application is the most important and one of the new
developments modeled to retrieve the real-time information
from medical devices attached to measure the patient cardioinformation. Therefore, for this purpose, medical application is designed and modeled, which will be installed in the
authorized cellular device, with the registration of a user
name and security password from the cloud, which makes
the automated connectivity with the external medical devices
(such as ECG devices) through Bluetooth and Wi-Fi accesses.
Upon logging on to the cloud, the application is installed in a
cellular device and the ECG information will be viewed only
in real-time manners. The other electronic devices, such as
laptops and tablets, can also be used to visualize the medical
information, in real-time manners, prior to register via the
cloud. Among other, the main goal of this study is to get measurements from the connected ECG devices and to generate
corresponding reports, within the private cloud-computing
environment, which means that overall medical system
access is only limited and accessible within the medical center
frontier. To do this, the wireless sensor network is designed
and networked within the premises of a medical center; however, the coverage that attained through signal strength covered most parts of the medical center.
In this study, permanent caregivers are the individuals,
medical advisors, and medical staﬀ, which are the main entities attached to patients’ care while they are in the medical
center for the short and long medical treatments. Therefore,
through the cellular medical application, the detailed access
is provided; the access might be limited according to the designated patients. It means that few patients are designated for
one doctor and 2-3 persons from the medical staﬀ; the cellular application provides detailed real-time information of
these patients only, which would be viewed on cellular device
and the detailed report viewed in the table includes overall
information about the existing and current medical information of patients. As the current medical system designed is
also mainly focused to employ a potential security solution
against the adversaries or unauthorized individuals that
might reside inside the medical center boundary or intercepting from outside network. In both cases, the security has to be
managed to avoid the inside/outside attacking issues, as the
medical information is always somehow critical to protect.
Therefore, shorter access for few days or based on patient
treatment session, authorized access will be provided to
patient’s caregivers, such as patient family member(s), that
might be with the patient to support additional services, such
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buying of medicine, providing meals to the patient, and other
important services which the patient needs. Therefore, caregivers or family members of a patient can access the information of his/her patient via cellular phone through a medical
application installed. This is also considered signiﬁcant to
inform the caregiver in case of an emergency or an indication
for patient services, for that they are responsible (like
patients’ medicine intake schedule, eating, and others, while
he/she is not near to the patient, or outside the patient room
or medical ward.
3.4. Chat Engine and Special Purpose Access. Chat engine
facility, in Figure 5, is also a part of proposed system design
which was employed to provide group chat service (or text
communication) among the medical advisors appointed or
working in the medical center. Through several discussions
made in a group, the chat would be useful to ﬁght against
the critical diseases and to make the patient’s health with
more care.
The proposed system is deployed using private computing platform and is fully accessible to retrieve the overall information that only is limited to the area of medical
center; however, in few critical cases, the information will
also be retrievable via the cellular devices, outside of medical center boundary, or everywhere, registered under the
names of medical advisors. So, using this facility, the medical advisors are allowed to view the current medical status
of their designated patients continuously, even though they
are also allowed to send feedback, for example, for health
treatments, through the use of cellular application chat
box, via the Internet. Therefore, these are signiﬁcant demonstrations to avoid some major medical issues happening
with the patients.
3.5. Information Capturing and Storage. In studies [31–36],
developments have been made to retrieve patient’s realtime medical information or medical status, over the far distance, or remotely from everywhere, which were signiﬁcant
in getting of information and in monitoring, as well. But in
the current study based on some requirements, speciﬁcally
due to the security issues, communication is limited to the
local private body area networks (PHBAN), a network which
retrieves the information from the patient through employing of medical noninvasive equipment or noninvasive
devices attached with the patients; in our case, we use the
ECG devices and also ECG belt with wireless sensor
(ECGBWS) according to the scenarios, such as inward monitoring (IWM) and outward monitoring. Whereas, this study
also deployed a potential security mechanism, through cryptography [37, 38], for ECGBWS protection against the unauthorized entities, and would employ the self-launched
attacking scenarios that a measurement will be eﬃcient
against the insecurities and for measurement computed from
security mechanism evaluation (process).
3.5.1. Inward Monitoring (IWM). Inward monitoring (IWM)
has been a common development in telemonitoring systems
[6, 13], which provides monitoring facility to monitor the
health of those patients residing in the medical units or
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Figure 5: Cloud computing: group chat engine.

medical wards; generally, our study case is the same as those
existing studies in the area of health monitoring of patient
especially for arrhythmia patient. Furthermore, however, we
have introduced an application design that was based on simulation, for an instance, is eﬃcient in case the transmission
from cloud computing server is disconnected due to system
maintenance reasons and also in case if an unauthorized
event will occur and measure the overall cloud health computing system.
In real-time monitoring, in case of inward monitoring
which covers the area (e.g., width × height), the information
is a continuous measuring from ECG device which attached
with the selective parts of the patient body, and the 12 leads
are used in our case for arrhythmia measurements. Nowadays, ECG devices are also available that have integration
with wireless circuitry, designed to transmit the observed
information of arrhythmia patients directly towards the system that has a conﬁguration. For inward monitoring, in case
of rhythmic patient’s health information measurement and
monitoring, the wired network is much better as all the
patients (i.e., 10 patients) reside in one medical ward and
there are only 10 main LAN cable networks to carry the
real-time medical information of each patient in. Nowadays,
the ECG devices are equipped with a wired and wireless connectivity; therefore, in Figure 6, to avoid the network’s issues
as the retrieving of patient’s information is critical, the proposed study uses wired LAN connections and as well as wireless connections which are also beneﬁcial in case of
disconnection issues relevant to wired networks. Furthermore, some ECG devices are designed with built-in memory
that has limited space to store medical information of
patient’s rhythms and should transfer to external devices
through the USB port.

In one medical ward, the numbers of the patients are limited up to 10 patients, in our case of study, that much scalable
to accommodate the number of patients (equal to 10); however, these numbers can be increased according to the
requirements and based upon the space available. Eventually,
through this scenario, several medical wards would be established based on the coming numbers of the patients in the
medical center. This study database design is dynamic and
would able to store and manage thousands of patient’s
records, in terms of their personal records and the information that will be measured from ECG devices. In detail, we
entered 200 arrhythmia patients in the designed database
and were also able to manage their medical information
and the corresponding reports upon individual requests (by
patients, medical term, and medical advisors). A deemed
medical center is designed to accommodate 500 patients’
based on the available space or number of built medical units.
In the medical ward, each patient resided in is accommodated with an ECG device attached to measure the continuous electrical signals or events of patients’ arrhythmias,
through attached leads. Overall, computing measurements,
ECG waveforms that show the contractile actions of heart
myocardium continuously, are observed and simultaneously
displayed on embedded ECG display mainly characterized by
three waves, called P, QRS, and T. In these waveforms, the
QRS complex is the most important one designated to show
the rhythmic activities where R is calculated and represents
the peak of QRS complex. ECG is costless and an eﬃcient
noninvasive too, for diagnoses of rhythmic diseases and the
continuous monitoring of the normal heart activities, in case
of irregular activities or waveform intervals, changing measure in amplitude, normal time intervals, and certainly
changing in heart patterns (or rhythms shapes) [2]. Further,
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Figure 6: Inward monitoring.

the observed continuous activities of the heart, or QRS complex, are transmitted to the local unit resided in the medical
ward, which means that this networked local unit is just a
computer system which captures, records, and monitors the
real-time rhythms of the patient illustrated in Figure 7, up
to 10 patients in a medical ward, through the medical application running from the cloud server. This study is more eﬃcient in computing of designated patients’ heart health and
would record this information simultaneously back to the
server, without any delays of hours, days, and weeks. In Holter monitoring system, rhythms through ECG device were
measured and stored in the locally located system then transmitted back after a speciﬁed session, and classiﬁcation on
observed medical information was performed oﬄine, which
was one of the important limitations of Holter monitoring
system [21]. However, in this study, the continuous medical
information of patients is captured through the ECG devices,
recorded, and monitored in real-time manners, to avoid that
any critical issue might happen; further analysis is performed
also online through classiﬁcation and analysis algorithm or
application, running from cloud or cloud server. In short,
the medical information will be received at the cloud server,
from each patient with his/her unique identiﬁer, the diagnostic will be performed based upon the classiﬁcation algorithm
implemented as part of proposed study, and simultaneously,
feedback will be transmitted to the designated medical staﬀ
and also to the designated advisor for overview and for
suggestions in case they will require any. The analysis was
always performed based on the static computation of ECG
classiﬁcation algorithm installed and resided as a part of the
cloud server.
(1) Application Design and Implementation. Cloud computing is an eﬃcient, reliable, and scalable way for today’s

application access, more especially in telemonitoring where
the medical application, such as ECG information, can
retrieve or access and is hosted to monitor and analyze the
retrieved medical information through analysis tools, as
soft-as-a-service. Mainly, each type of application or software
is hosted and can retrieve through the web-based service,
where the end-users can simply request and get the desired
information, such as ECG/medical information uploaded/
downloaded, medical information analyses, and current and
existing reports, according to their queries and demands
without the knowledge of application of the underlying complexities and diﬃculties that might be present in the development or in hosting of any application in cloud computing
platform. At a lower layer, in the top-down scenario, cloud
service, platform-as-a-service, is employed to manage the
processing of the application or software hosted at SaaS layer.
(2) Direct and Oﬄine System. As explained, overall information carried from each patient connected with ECG device is
transmitted to a local station located as a part of a medical
ward to store and monitor the information in real-time manners through the medical application or virtual machine,
running from a cloud server, which means that carried information is directly stored in the cloud server via local system
and monitoring is also performed in real time to avoid the
critical cases to happen. At the same time, the proposed system design is also eﬃcient to store the medical information in
case of system disconnectivity, system connection failure, or
other network or system internal issues; so if these cases
might happen, then the oﬄine system would be functional.
In the oﬄine system, the medical running application is
designed with eﬃciency to receive the upcoming medical
information from each patient and store it into a local memory that conﬁgures as a part of application software. While
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Figure 7: ECG inward monitoring.

server connection will again establish, all stored medical
information will be updated in the server site database. The
oﬄine system scenario is signiﬁcant in case to handle the
future system failures or disconnectivity issues; also, the analysis will be performed in cases of cloud server connectivity
issues. To make an analysis, a replicate copy of ECG classiﬁcation algorithm is always a part of the local system, in each
medical ward, that will be activated only when the cloud
server will disconnect. As the server will not be in connection
anymore, oﬄine bytes or system disconnection bytes are constantly received as a part of medical application, running in
the local system, within 20–40 seconds interval and the application will activate the ECG classiﬁcation algorithm. As consequence, the upcoming ECG information will be stored and
at the same time, the medical analysis will be performed
locally in each medical ward, and the medical information
will be stored and analyzed to ﬁght against the potential critical medical events of arrhythmia.
3.5.2. Outward Monitoring (OWM). In the second phase of
the proposed study, outward monitoring (OWM) is modeled
to monitor the medical status of rhythm patients, while they
are out from their medical wards where they most of time
resided for medical treatments and also for other purposes.
In most common cases, medical hardware is an equipment
in diﬀerent rooms within one building block or in another
block, in case the medical center is surrounded by many
blocks, such as blocks A, B, and C. Therefore, the movements
of patients are always carried out during their medical tests,
heart operations, and heart surgery and in cases of recovery
corresponding with required exercises and also in cases of
open-air relaxation and spending of good time of gossip with

family members and friends. In short, there are many situations and medical reasons in which patients have required
for moving out of their medical ward. Therefore, during that
time, measuring the rhythms of the patient will be required to
avoid the critical cases of arrhythmia while they are out of
their medical wards. Eventually, this study proposed and
modeled a sensor-based wireless network scenario to capture
the ECG waveforms of patients that might be moving out of
their medical ward, without connectivity with ECG devices,
through the wireless ECG belt, embedded ECG sensor, ﬁxed
over the patient body.
While the patient is outside of his/her medical ward, a
belt is ﬁxed over the speciﬁc part of the patient body that
has embedded ECG sensor, having a unique entity, communicating with the cloud server through the various access
points (APs). A medical wireless sensor network is designed,
in which sensors (or access points) are placed or networked
in an area that covered most parts of the medical center.
Therefore, real-time medical information could be accessed
through wireless sensor conﬁguration, and patient will be
located anywhere in the boundary of the medical center or
in coverage of wireless sensor network. In Figure 8, wireless
sensor network is designed to carry the transmission of medical information from patients, located outside of their medical wards, through ECG sensor belt.

4. Results and Discussion
This study is based on the simulation design in which inward
and outward networks were modeled to carry the medical
information of arrhythmia patients in real-time fashion. As
the medical information is important, therefore, it has to be
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measured continuously and in real-time manners. Overall,
cloud computing designed for accessing, monitoring, and
storing of arrhythmia patients’ information is simulated in
a desktop of a computer system, with system speciﬁcations
of (1) Intel® Core™ i7-4790 CPU at a 3.60 GHz processor,
(2) 8.00 GB installed memory, (3) 64-bit operating system,
Windows 10, ×64-based processor, (4) Realtek PCIe GBE
Family Controller, Ethernet, (5) 1000/1000 (Mbps) link
speed, (6) IPv6, and others. A total of six virtual machines
were deployed in private cloud system, four were installed
to carry and manage the medical information coming from
the medical wards (i.e., four medical wards), and the remaining virtual machines such as cloud VM number 05 and cloud
VM number 06 were deployed for patient registration and
administration purposes and for monitoring the medical
information from ECG belt, while patients are in outward
monitoring mode, through API installed in VM number 06
in private cloud.
In Table 1, the performance results are measured, in
which ECG information was accessed and stored in cloud
storage (i.e., in MySQL database tool), in case of inward monitoring and outward monitoring modes. A total of 50 experiments were performed to measure the results, such as ECG
signals or information received and stored at the cloud server
and security computations, while experiment number 00 is
not mentioned in Table 1 but was performed to test the overall cloud system conﬁguration in order to avoid the transmission errors. Each time ECG signals are received at the cloud
server, the security was tested to ensure the authentication
and conﬁdentiality of that information through employing

of AES cryptography algorithm [37, 38]. Therefore, the signs,
such as √ and X, are used to show that the ECG information
was received and the security test was veriﬁed or not. As a
consequence, the performance results shown in Table 1
are signiﬁcant, as high accuracy is computed based on 50
experiment results.

5. Conclusion and Future Work
As the technological demands are increasing, the medical
systems have been updated with the new advanced technologies (i.e., smart medical systems); however, there are still
several challenges, such as to carry the remotely located
information and the remote connectivity issues, mainly present in the healthcare systems. Alongside with this, the cost is
also a big issue, raising while updating the existing systems
with the new developments. Therefore, the cloud computing
platform is one of the best solutions in the current age to ﬁght
against the issues. In this study, based on the medical organizational speciﬁcations and requirements for communication,
including the security requirements, private cloud computing
environment is designed and modeled where the medical
information of heart patients who underregistered or resided
in the hospital, inside of the medical ward and outside of the
medical ward in the premises of the hospital, is accessed and
monitored in real-time manners. Further, the system’s security requirements are fulﬁlled through the implementation of
AES algorithm, which resulted in protection of overall communication in the designed private cloud computing environment. Moreover, the study provided an immense
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Table 1: Performance results.

Number
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47

Inward monitoring
ECG signal
Security test
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
x
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓

✓
✓
✓
✓
✓
✓
x
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
x
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
x
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓

Outward monitoring
ECG signal
Security test
✓
x
✓
✓
✓
✓
✓
x
✓
✓
✓
✓
✓
✓
✓
✓
✓
x
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
x
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓

✓
x
✓
✓
✓
✓
✓
x
✓
✓
✓
✓
✓
✓
✓
✓
✓
x
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
x
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓
✓

Ward and patient IDs
Ward number 01, patient number 01
Ward number 01, patient number 02
Ward number 01, patient number 03
Ward number 01, patient number 04
Ward number 01, patient number 05
Ward number 01, patient number 06
Ward number 01, patient number 07
Ward number 01, patient number 08
Ward number 01, patient number 09
Ward number 01, patient number 10
Ward number 02, patient number 01
Ward number 02, patient number 02
Ward number 02, patient number 03
Ward number 02, patient number 04
Ward number 02, patient number 05
Ward number 02, patient number 06
Ward number 02, patient number 07
Ward number 02, patient number 08
Ward number 02, patient number 09
Ward number 02, patient number 10
Ward number 03, patient number 01
Ward number 03, patient number 02
Ward number 03, patient number 03
Ward number 03, patient number 04
Ward number 03, patient number 05
Ward number 03, patient number 06
Ward number 03, patient number 07
Ward number 03, patient number 08
Ward number 03, patient number 09
Ward number 03, patient number 10
Ward number 04, patient number 01
Ward number 04, patient number 02
Ward number 04, patient number 03
Ward number 04, patient number 04
Ward number 04, patient number 05
Ward number 04, patient number 06
Ward number 04, patient number 07
Ward number 04, patient number 08
Ward number 04, patient number 09
Ward number 04, patient number 10
Ward number 01, patient number 03
Ward number 01, patient number 06
Ward number 02, patient number 02
Ward number 03, patient number 03
Ward number 04, patient number 01
Ward number 03, patient number 01
Ward number 02, patient number 05
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Table 1: Continued.

Number
48
49
50

Inward monitoring
ECG signal
Security test
✓
✓
✓

✓
✓
✓

Outward monitoring
ECG signal
Security test
✓
✓
✓

platform of knowledge against the causes of arrhythmia and
about the arrhythmia chat engine in which medical advisors
can share their ideas and suggestions that will be remarkable
to ﬁght against the enormous condemnatory heart diseases.
In early future work, this study will be extended with the
new developments of hybrid cloud computing, where the
main goal is to provide the medical services to the remotely
located patients and the concept to measure the medical
information continuously. Moreover, the study will be
updated with the newly used technology in the arena of information technology called the Internet of things (IoT), which
provides automated communication services over the Internet access and will be helpful for the development of new
advanced medical systems.

✓
✓
✓
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This paper presents an Internet of Things (IoT) platform for a smart building which provides human care services for occupants.
The individual health proﬁles of the occupants are acquired by the IoT-based smart building, which uses the accumulated
knowledge of the occupants to provide better services. To ensure the thermal comfort of the occupants inside the building, we
propose a dynamic thermal model of occupants. This model is based on the heat balance equation of human body and thermal
characteristics of the occupants. We implement this model in two smart building models with heaters controlled by a temperature
and thermal comfort index using MATLAB/Simulink®. The simulation results show that the thermal comfort-based control is
more eﬀective to maintaining occupants’ thermal satisfaction and is therefore recommended for use providing human care
services using IoT platforms in smart buildings.

1. Introduction
In a hyperconnected society, a human is linked to other people and machines, and machines are connected to other
machines. This connectivity is formed by a physical and
cybernetic linkage with the help of the sensing and communication technologies. These technologies make direct interactions among people, objects, and services that improve
the productivity, eﬃciency, convenience, and security of
our society [1]. The Internet of Things (IoT), big data, cloud
computing, digital platforms, machine-to-machine (M2M)
communication, artiﬁcial intelligence (AI), and machine
learning are emerging technologies that support a hyperconnected society [2]. These smart technologies are applied to
several domains including homes, factories, oﬃces, transport
systems, and other service and production areas. Objects and
services are connected to individuals by personal communication devices and control applications that enable users to
receive on-demand services.
Human care services are an example of these on-demand
services. Human care services were initially explored in

healthcare as a means to provide clinical services for
patients who need help and care from others, such as infants
and the elderly. Human care services include on-site treatment by caregivers at home or in clinical settings and
long-distance treatment, also known as e-healthcare. The
e-healthcare system improves the quality of patient care
and reduces cost [3]. Since the e-healthcare system is composed of sensors, electronic health records, and communication protocols which are easily integrated on a commonly
retailed personal device such as a smartphone, the scope of
the e-healthcare services can be expanded to include the
general public. For example, wearable devices such as a
smartphone and a smart band have biosensors and health
applications for measuring the user’s heart rate, stress index,
oxygen saturation, sleeping hours, step count, and so on.
Wearable devices and several applications check these and
additional user health conditions. The collected individual
health records are sent to some form of personal healthcare
manager through health applications via the smart devices.
The user receives a feedback based on manager analysis.
Therefore, the general public has a more accessibility to
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(i) Physical care
Healthcare
Human
care
services

(ii) Mental care
(iii) Emotional care
(iv) Aesthetic care

Environmental
care

(i) Indoor ambient care
(ii) Social care
(iii) Financial care
(iv) Occupational care

Figure 1: Types of human care services.

experience the e-healthcare services with the development of
the related technology.
However, healthcare services are not limited to medical
treatment. They can be extended to environmental management. Ulrich [4] proposed that psychological and social
needs inﬂuence the medical outcomes of patients. He classiﬁed several environmental attributes including noise, light,
windows, ﬂooring materials, furniture arrangement, and
air quality. These factors inﬂuence human sense, recognition, and emotion. Ulrich found that the environment can
have a positive or a negative eﬀect on patient recovery. This
ﬁnding demonstrates the importance of ambient condition
management. Since patients spend more time inside a
building than outside, indoor environment could encourage
patient recovery.
As the demand for quality of life increases, the wellness of
individuals becomes more important than ever before. Thus,
Figure 1 depicts how the scope and the range of human care
services extend to incorporate the general public, not only for
healthcare services, including physical, mental, emotional,
and aesthetic cares, but also for environmental care, such as
indoor ambient care, and social, ﬁnancial, and occupational
cares. Human care services can be applied to the ambient
condition management of home, oﬃce, factory, and farm
environments using a smartphone and other connected
smart technology. For example, the ambient condition of a
building, including lighting, temperature, and humidity,
could be controlled by a smartphone that integrates IoT
technologies. Recently, smart appliances have been linked
to users and operated using signals sent from a smartphone
or an unmanned repeater.
To improve ambient conditions for both patients and the
general publics, multisensing and communication infrastructures are required. With the development of Internet-based
technologies, it is easy to connect the related systems and
individuals that are necessary to control the ambient building
conditions. Indoor ambient care improves occupant comfort
and convenience. Since the environmental conditions of a
building are the product of interactions between the building’s outdoor and indoor environments and subsystems, it
is crucial to understand building physics in addition to occupant preferences. There have been many studies on using
thermal analysis of buildings’ inform design of heating,
ventilation, and air-conditioning (HVAC) systems to predict
energy consumption and to improve energy performance of
the buildings [5–7]. However, there are few studies that

concentrate on occupant activity as a meaningful inﬂuence
on the thermal comfort of building occupants.
This study focuses on improving human care services
provided by smart buildings as measured by increased
occupant satisfaction with thermal conditions through the
incorporation of considerations for occupant activity level
in the analytical model. To accomplish this, Section 2 introduces the concept of the IoT platform of a smart building,
which provides human care services including occupant
comfort. Then, in Section 3, we suggest a thermal model of
occupants and a control logic based on predicted mean vote
(PMV). In Section 4, we integrate the proposed thermal
comfort-based control logic into building models and obtain
the indoor temperatures and the PMV values during diﬀerent occupant activities. We compare the results of a PMV
index-controlled heating system with those of a system thermally controlled by temperature. Finally, Section 5 relates
our ﬁndings and conclusions.

2. IoT Platform of a Smart Building
A smart building is composed of automated building equipment and a communication infrastructure. The equipment
includes HVAC systems, lighting systems, shading systems,
window opening systems, elevators, air quality control
systems, and other electrical devices and applications. Such
dedicated equipment, categorized by functions, has been
integrated with the smart building platform to facilitate
real-time monitoring and controls using advanced technologies [8, 9]. However, these systems are not directly connected
to each other due to the diﬀerent communication protocols
speciﬁed by their manufacturers. To solve this communication problem, there have been many attempts to standardize
the protocols and to integrate them on the same platform.
A smart building is connected to users and rapidly replies
to instantaneous demands of the users. Figure 2 shows the
basic three-layer architecture of a smart building IoT platform including data sensing, data processing, and data reproduction. As depicted in Figure 2, the ﬁrst layer covers the data
collection of sensors. The data are composed of the individual conditions of users, operation states of appliances and
equipment, and indoor ambient conditions such as temperature, illuminance, and humidity. These are transferred via an
Internet-connected gateway and stored in a dedicated big
data cloud. The next layer is the data processing. Data is classiﬁed and processed for the controlling actuators of the building. Comfort-related actuators such as the HVAC system,
lighting system, and blind system require data from individual
users. In the reproducing layer, classiﬁed and processed data
are reproduced as information pertaining to each interaction
between occupant and appliance. The data is accumulated in
time series. The accumulated data becomes knowledge of
the users and informs system eﬃcacy and eﬃciency enhancements, providing better services for the occupants.
As stated in the previous section, building conditions
are the product of building interactions with their environments and subsystems. To control actuators with a focus on
user comfort requires additional data processing that considers user activity and its inﬂuence on building conditions.
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Figure 2: The basic architecture of an IoT platform in a smart building.

Table 1: Metabolic rates by activity.
Class
Resting
Low
Moderate
High
Very high

Mean of metabolic heat (W/m2)

Metabolic heat (W)

Example

65
100
165
230
290

115
180
295
415
520

Resting
Sitting at ease/standing
Sustained hand/arm work
Intense work
Very intense to maximum activity

The following section proposes a thermal model of occupants that will improve human care services in IoT-based
smart buildings.

3. Thermal Comfort of Occupants
3.1. Thermal Model of Occupants. The ﬁrst step in conducting
the thermal analysis of a building is to determine the internal
heat gain of the building. Building internal heat gain is
comprised of solar gain, metabolic heat gain, and heat
gain produced by appliances. Metabolic heat gain, the heat
gain proﬁle of occupants, is a result of an occupant activity, such as resting, standing, and working. A heat gain
model of occupants is deduced from the heat balance equation of the human body. The heat exchange of the human
body in indoor conditions is expressed by the following
equation [10, 11]:
M = S + RL + CL + EL,

1

where M is the metabolic rate of generation of heat in the
body (W/m2); S is the storage or the rate of net loss of heat
due to lowering of body temperature (W/m2), counted negative when the body gains heat; RL is the rate of radiative loss
of heat to the environment (W/m2), negative when the walls
or other radiative surfaces are warmer than the skin; CL is the
rate of convective loss of heat to the environment (W/m2),
negative when the air is warmer than the skin; and EL is
the rate of loss of heat by evaporation in the lungs and from
the skin (W/m2).

Metabolic heat production expresses the rate of production of energy with time. Hence, M represents the units of
power (W). Since this term is related to surface area of the
body, its unit is generally expressed by W/m2. Moreover,
the unit “MET” is sometimes used. “1 MET” is equivalent
to 50 kcal/m2/h = 58.2 W/m2 and is said to be the metabolic
rate of a seated person at rest [12]. The ISO 8996 standard
[13] gives data for estimating the metabolic heat production
of a human body. Table 1 shows the classiﬁcation of metabolic rates by activity. It provides the fundamental support
to ISO thermal comfort and other standards.
A static model is used as a conventional thermal model of
occupants. In this model, the most important parameters are
the number of occupants and their heat gains expressed as
time series. However, this model does not reﬂect the fact that
the metabolic heat ﬂux varies over time, depending on both
the occupants and their environment. Moreover, heat is
transferred by multiple mechanisms, including conduction,
convection, and radiation from body to environment. Therefore, we propose a dynamic thermal model of occupants to
provide more accurate analysis and improve services. The
heat transfer through body-clothing-environment can be
expressed as follows:
ϕcore = ϕstorage + ϕevaporation + ϕdissipation ,

2

where ϕcore is the metabolic heat gain of human body (W),
ϕstorage is the heat ﬂux (W) for rising body temperature or
stored heat ﬂux within body, ϕevaporation is the heat ﬂux (W)
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evaporated in the lungs and from the skin, and ϕdissipation is
the dissipated heat ﬂux (W) from body to environment.
The body-clothing-environment heat transfer directly inﬂuences the thermal condition of environment, and this process
is expressed as follows:
ϕdissipation = Cbody

dT body
1
+
T
− T indoor ,
Rbody body
dt

3

where C body is the thermal capacitance (J/K) of the human
body. Rbody is the thermal resistance (°C/W) of the body.
T body is the temperature of the body. T indoor is the temperature (°C) of indoor environment. This is a ﬁrst-order RC
thermal network model. For more detail, this model can be
developed into a second-order model, as shown below:
ϕdissipation = ϕbody‐clothing + ϕclothing‐indoor ,
ϕbody‐clothing = Cbody

dT body
1
+
T
− T clothing ,
Rbody body
dt

ϕclothging‐indoor = C clothing
+

dT clothing
dt

1
Rclothing

T clothing − T indoor ,
4

where ϕbody−clothing is the heat ﬂux from body to clothing, and
ϕclothing−indoor is the heat ﬂux from clothing to indoor environment. C clothing and Rclothing are the thermal capacitance
(J/K) and the thermal resistance (°C/W) of the clothing of

occupant, respectively. T clothing is the temperature (°C) of
clothing of the body.
The proposed model implies thermal characteristics of
building occupants, which informs an understanding of the
impact of individual thermal dynamics of building occupants. Factoring in the thermal dynamics of occupants
enables a more accurate analysis of the thermal performance
of a building. If this analysis is applied to the thermal control
of a building, it can increase occupant comfort in terms of
temperature conditions.
3.2. Thermal Comfort. Thermal comfort is an important indicator of overall building performance. It is deﬁned as “that
expression of mind which expresses satisfaction with the
thermal environment” by the American Society of Heating,
Refrigerating, and Air-Conditioning (ASHRAE) [14]. Since
thermal comfort is personally determined and diﬀers
substantially between persons, it is not easy to quantify and
analyze the value. Many researchers have investigated the
parameters inﬂuencing thermal comfort in attempts to
identify thermal comfort zones acceptable to the greatest
number of people [15, 16].
The PMV model developed by Fanger in 1970s is the
most well-known thermal comfort model. The PMV model
is still applied to HVAC designs and referenced in recent
studies [17–19]. To determine thermal comfort, this model
evaluates six parameters: indoor air temperature, mean radiant temperature, relative humidity, air velocity, clothing, and
metabolic rate of the occupant. The thermal comfort index is
obtained as follows [20]:
PMV = 0 303 ⋅ exp −0 036 ⋅ M + 0 028 ⋅ L,

5

where

L = M − W − 3 05 ⋅ 10−3 ⋅ 5733 − 6 99 ⋅ M − W − Pa − 0 42 ⋅ M − W − 58 15 − 1 7 ⋅ 10−5 ⋅ M ⋅ 5867 − Pa
− 0 0014 ⋅ M ⋅ 34 − t a − 3 96 ⋅ 10−8 ⋅ f cl ⋅

t cl + 273 4 − t r + 273

t cl = 35 7 − 0 028 ⋅ M − W − I cl ⋅ 3 96 ⋅ 10−8 ⋅ f cl ⋅ f cl ⋅
hc =

f cl =

2 38 ⋅ t cl − t a

0 25

,

if 2 38 ⋅ t cl − t a

12 1 var ,

if 2 38 ⋅ t cl − t a

1 + 1 29 ⋅ I cl ,

if I cl ≤ 0 078,

1 05 + 0 645 ⋅ I cl ,

Pa = hr ⋅ 6 1094 ⋅ exp

0 25

0 25

− f cl ⋅ hc ⋅ t cl − t a ,

t cl + 273 4 − t r + 273

> 12 1 var ,

≤ 12 1 var ,

4

4

− I cl ⋅ f cl ⋅ hc ⋅ t cl − t a ,
6

if I cl > 0 078,

17 625 ⋅ t a
,
t a + 243 04

where PMV is the value of the predicted mean vote index, M
is the metabolic rate (W/m2), L is the thermal load of human
body (W/m2), W is the rate of mechanical work (W/m2)

which is 0 in most activities, Pa is the partial water vapor
pressure (Pa), t a is the indoor air temperature (°C), t cl is the
surface temperature of clothing (°C), t r is the mean radiant
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Table 2: PMV index.

Index
−3
−2
−1
0
1
2
3

Explanation
Cold
Cool
Slightly cool
Neutral
Slightly warm
Warm
Hot

temperature (°C), f cl is the clothing surface area factor, I cl is
the thermal resistance of clothing (m2°C/W), hc is the convective heat transfer coeﬃcient (W/m2°C), var is the air velocity (m/s), and hr is the relative humidity (%). The PMV index
is represented by 7 points from −3 to 3 as summarized in
Table 2. The optimal temperature is achieved when PMV is
zero, indicating thermally neutral sensation, during diﬀerent
human activity level [21].
3.3. PMV-Based Control Algorithm. Thermal condition of the
indoor environment is determined by maintaining a PMV in
the range of −0.2 to 0.2. This range is one of the recommended thermal environments given by ISO EN 7730 and
CEN standard EN 15251 [22–24]. These standards suggested
the PMV value between −0.2 and 0.2 for a high level of expectation and for spaces occupied by very sensitive and fragile
persons. Since our study is focused on human care services
including a healthcare service, we should consider the highest
limitations on thermal comfort. It is why we limited the range
of PMV from −0.2 to 0.2. The six parameters of PMV are
measured by sensors installed in a target space and by
personal wearable devices.
The proposed PMV-based control algorithm consists of
following sequence of events. First, the presence of an
occupant is detected to judge the necessity of operation of
heating/cooling systems. If an occupant is detected inside a
target space, the PMV index is calculated by using (5). In this
step, we use metabolic heat gain of a human body obtained
by the proposed thermal model of occupants. Since the thermal conditions of the space are controlled by the PMV index,
by extension, the control command signals used to operate
thermal systems such as heating and air-conditioning are
also determined by the PMV value. For example, during
winter season, a heating system operates. If the PMV value
is less than −0.2, a command signal for a heating system is
given as “1.” Else, the command signal is given as “0.” During
summer season, a cooling system is used. If the PMV value is
greater than 0.2, a command signal to operate the cooling
system is given as “1.” Otherwise, the command is “0.” A
PMV-based control is expected to make occupants more
comfortable and satisﬁed than a temperature-based control.

4. Case Study
To investigate the feasibility of thermal modeling of occupants and the inﬂuence of metabolic heat gain inside a

building, we integrated the proposed thermal model of occupants with a simple RC-lumped building model using
MATLAB/Simulink. Then, the metabolic heat gain obtained
by the proposed thermal model, which considered diﬀerent
occupant activities, was applied to the building model as a
heat source. The thermal conditions of the building, as controlled by temperature and by the PMV index, were compared to determine which control algorithm is more useful
for providing human care services in smart buildings.
Table 3 describes the parameters of a building model.
These parameters were used in the modelling process and
the simulation of our case study. As the weather condition,
we selected a cold weather. The outdoor temperature is
varied against time and is given as a sinusoidal function of
which amplitude is 3. The temperature varies from −3 to 3.
In addition, we considered the case where the heating system
is required to achieve a certain range of indoor temperature
or PMV values.
4.1. Metabolic Heat Gain of Occupants. To demonstrate how
metabolic heat aﬀects the indoor temperature of a building,
we created a simple scenario of activities for a building
occupant. The occupant stays in the building in a resting
mode for most of the daily 24-hour period, dissipating metabolic heat of 115 W. For two hours and forty minutes, from
16:00 to 18:40, the occupant works with their hands and
arms. This activity level increases dissipated metabolic heat
gain to 295 W. We applied this scenario to the proposed thermal model of occupants. We developed two models in
MATLAB/Simulink: (1) a static model and (2) a dynamic
model. Figure 3 shows the developed thermal models of
occupants integrated with a building model. The ﬁrst model
is a conventional model used for thermal analysis of buildings.
It does not account for the thermal dynamics of users. The
second model is the dynamic model proposed in Section 3.
To describe the thermal characteristics of the human body,
we used global thermal resistance and global thermal
capacitance values of a human body as 30 W/m·K and
3770 J/kg/K, respectively.
After developing these models, we compared the inﬂuence of the heat gain generated by a static model and a
dynamic model following the given occupant activity scenario inside the building. Figure 4 shows the simulated static
and dynamic heat ﬂux (ϕdissipation ) dissipated by the occupant
due to their speciﬁc activity. The heat gain simulated with a
static model follows a constant value for each activity. In a
resting mode, the metabolic heat gain of 115 W is dissipated
by the occupant. While the occupant sustainably works with
their arms and hands, the heat of 295 W is dissipated. The
static model only shows a heat gain proﬁle of the occupant
in a steady state. However, the dynamic model describes a
heat gain proﬁle in a steady state and a transient state since
this model considers thermal resistance and capacitance
values of the occupant. In this model, heat is charged and discharged according to thermal characteristics of the occupant.
Since the occupant is thermally linked to the building, the
activity of the occupant should be considered in the management of the thermal comfort and energy use of the building.
Given the generated metabolic heat ﬂux, the temperature
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Table 3: A brief description of the used building.

Parameters

Description

Building type
Floor area
Dimension and heights
Wall
Window
Operating hours
Metabolic heat gain
Outdoor temperature

Residential building
Modular space area = 52.8 m2
16 m × 3.3 m; ﬂoor-to-ceiling = 4 m
Thickness = 0.2 m; density = 1920 kg/m3; speciﬁc heat = 835 J/kg/K; thermal conductivity = 0.038 W/m/K
Thickness = 0.01 m; density = 2700 kg/m3; speciﬁc heat = 840 J/kg/K; thermal conductivity = 0.78 W/m/K
24 hours
Resting mode: 115 W
−3°C~3°C

Tr

Ta
Rair

Rwall

Cair

𝜙dissipation

Static model of occupants

Cwall

Toutdoor

Simple RC model of a building
(a)

Tbody

Ta
Rbody

𝜙dissipation

Tr
Rwall

Rair

Cbody

Cwall

Cair

Dynamic model of occupants

Toutdoor

Simple RC model of a building
(b)

Figure 3: Thermal models of occupants integrated in a building model: (a) static model and (b) dynamic model.
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Figure 4: Heat ﬂux of the occupant (blue broken line: static model;
red line: dynamic model).
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Figure 5: Indoor temperature of the building (blue broken line:
static model; red line: dynamic model).
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Figure 6: Important features of the building and its subsystems: (a) temperature-based controller and (b) PMV-based controller.
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Figure 7: Temperature and PMV: (a) T a and (b) PMV (blue broken line: model 1; red line: model 2).

evolution of the building is obtained as shown in Figure 5.
The indoor temperature of the building (T a ) is inﬂuenced
by the occupant, demonstrating that the occupant can be
considered a heat source of the building. The indoor temperature globally decreases during in the period from hour 39 to
hour 45. This period is the equivalent of hour 15 to hour 21 of
the second 24-hour cycle.
Despite the global decrease, note the signiﬁcant temperature variation during the period from 40:00 to 42:40 or 16:00
to 18:40 of the second daily period, of the simulation. In the

scenario, this is the period when the occupant continuously
works with their arms and hands. While T a obtained from
the static model shows the thermal dynamics of the building,
T a given by the dynamic model depicts the dynamics of the
occupant as well as that of the building. This demonstrates
that the dynamic model describes a more accurate temperature evolution of the building. Consequently, the proposed
model performs better, providing a more detailed thermal
analysis, enabling an improved control strategy for thermal
systems and increasing the thermal comfort of occupants.
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Figure 8: Temperature and PMV of model 1 with diﬀerent ϕdissipation : (a) T a and (b) PMV (blue line: 115 W; blue broken line: 135 W; blue
dotted line: 155 W).
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Figure 9: Temperature and PMV of model 2 with diﬀerent ϕdissipation : (a) T a and (b) PMV (red line: 115 W; red broken line: 135 W; red dotted
line: 155 W).
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Figure 10: Temperature and PMV: (a) T a and (b) PMV (blue broken line: model 1; red line: model 2).

Therefore, we suggest integrating this model with IoT-based
smart building environment services for occupants’ comfort.
4.2. PMV-Based Thermal Control. The general features of
the smart building, heating system, and controller for each
of the two models are illustrated in Figure 6. The ﬁrst

model has a heater with a temperature-based controller.
Model 1 controls the heating system based on a reference value for indoor temperature. Model 2 achieves a
PMV-led control for thermal comfort of building occupants. Model 2 maintains a PMV value in the range
of −0.2 to 0.2 as explained in Section 3.3.
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Thermal controls based on temperature and PMV are
both achieved based on the scenario of an occupant inside
the building. Figure 7 shows the results of T a of the building and the PMV of an occupant in a resting mode. T a of
model 1 is controlled between 19°C and 24°C, and the value
of PMV of model 1 follows the variation of T a , ranging
between −0.2 and 0.4. Model 2 bases control of the heater
on the PMV index. If the PMV is smaller than its reference
value, the heater is activated. Then, T a increases. If the
PMV value is greater than its reference value, the heater
ceases operations. Consequently, T a decreases. In both
models, the indoor temperature and the PMV interact to
each other because these are directly related to the operation of the heating system. Therefore, the trend of indoor
temperature evolution is similar to that of PMV.
However, the heat dissipation of the occupant does not
directly aﬀect T a in model 1 because the heater of model 1
operates in accordance with T a as shown in Figure 8.
Although the heat dissipation levels of the occupant become
diﬀerent as 115 W, 135 W, and 155 W, the range of T a does
not change. Since thermal condition of the building is controlled by temperature, it is reasonable to obtain a ﬁxed range
of T a irrelevant to any activities of the occupant. Moreover,
the considered metabolic heat gains of 115 W, 135 W, and
155 W are small enough to keep the temperature within the
reference between 19°C and 24°C. It is why the temperature
does not surpass 24°C and that there was no requirement
for a cooling system. However, it would be required to integrate the cooling system for the case where heat dissipation
of occupants is high enough.
In the context of the PMV index, stronger activities cause
higher metabolic heat dissipation and leads to diﬀerent levels
of occupant thermal comfort. Therefore, with higher metabolic heat, the value of PMV becomes higher in the same
temperature condition of the building. Consequently, thermal comfort of the occupant is not assured when applying
model 1 with a temperature-based controller.
Contrary to model 1, occupant thermal comfort is preferentially assured in model 2 which implements PMV-based
control logic. Figure 9 depicts the T a and PMV obtained in
model 2. While the range of T a is ﬁxed from 19°C to 24°C
for all three activities in model 1, the range of T a in model
2 shifts to account for the diﬀerent heat dissipation levels of
each activity. In model 2, the PMV range is ﬁxed. To achieve
PMV values within the optimum range of −0.2 and 0.2, the
operation of the heater is controlled as speciﬁed in Section
3.3. Since greater heat dissipation induces the occupant to
feel hotter, the range of T a is lower than when less metabolic
heat dissipation occurs. This is demonstrated by the observation that the higher the metabolic heat, the lower the T a ,
while lower metabolic heat values result in higher T a . Since
the heater operates in accordance with the PMV of the occupant, the ranges of the obtained indoor temperature under
diﬀerent quantity of metabolic heat gain of the occupant
are diﬀerently determined while the ranges of the PMV are
similar to each other. Moreover, the indoor temperature
decreases when the heater is turned oﬀ because the amplitude
of the outdoor temperature is between −3 and 3°C, less than
the indoor temperature.
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We also implemented a scenario with diﬀerent occupant
activities in 24-hour cycles. The occupant rests during most
of the daily cycle and dissipates metabolic heat of 115 W.
However, from 16:00 to 18:40 of each 24 hour period, the
occupant performs a low energy activity and dissipates metabolic heat of 180 W. Figure 10 presents the T a and PMV
values for the two models over the course of two consecutive
24-hour cycles of the previously described scenario. The
impact of increased occupant heat dissipation is observed
in the slight increase in T a during occupant activity, despite
a globally decreasing trend of T a in both models. Analogously, the increased heat gain also raises T a for both models
under a globally increasing trend of T a . Note that the PMV
of model 1 peaks farther from the ideal, neutral zero point
than does model 2. As discussed before, these results show
that increased satisfaction with human care services is
achieved when comfort-based actuators are controlled on
the basis of comfort-based indices.

5. Conclusions
To increase comfort and convenience, the scope of human
care services has expanded to include ambient condition
management. With the help of the sensing and communication technologies, individual occupant health proﬁles could
be acquired and accumulated in an IoT-based smart building.
The proﬁles would be analysed for occupant information, and
the applied knowledge would enable improved services to be
implemented. To achieve thermal comfort for building occupants, we proposed a dynamic thermal model of occupants
based on the heat balance equation of human body and thermal characteristics of the occupants. We implemented this
model in two smart building models with heaters controlled
by temperature and by the PMV value, the most widely used
thermal comfort index. The simulation results showed that
PMV-based thermal control improves occupant thermal satisfaction when compared to temperature-based thermal control.
Therefore, we suggest that PMV-based thermal control be
integrated into the IoT-based smart building platform to
enable improved human care services.
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A cyber-physical system depends on stable control and interaction between the many systems and devices connected to the
network. Dynamic control middleware, which considers the characteristics of a cyber-physical system, supports the dynamic
search and control of devices existing on the global network using Internet protocol version 6 (IPv6). However, systems and
devices may connect to a network using a variety of heterogeneous protocols, not just IPv6. To solve the problem of
heterogeneous protocols, this paper proposes a routing technique which enables network devices to communicate using diﬀerent
protocols. The proposed network-routing module can register devices with various protocols and improve the stability of the
eﬃcient heterogeneous network.

1. Introduction
Cyber-physical systems (CPS) [1–7] consider the physical
characteristics of the embedded system. A CPS depends on
stable control and interaction between the many systems
and devices connected to the network. Thus, CPS enables
the convergence of the varied components of information
technology (IT) that are crucial to every industry, including
energy, transportation, health care, and defense. Therefore,
a CPS can facilitate the construction of a network that can
contain a large area. Unlike existing middleware [8–10],
dynamic control middleware (DCM) [4] eﬃciently constructs a large-scale network using an Internet protocol version 6- (IPv6-) based two-layer architecture that supports
dynamic search and control of networked devices. However,
real-world systems and devices connect to the network using
numerous heterogeneous protocols rather than a single protocol. For example, the myriad of small devices employed in
health care use a variety of protocols. However, existing
DCM does not support these varied heterogeneous protocols.
Therefore, to connect devices that use heterogeneous protocols, middleware must provide a routing method that
enables various protocols to communicate with each other.

Furthermore, health care devices are frequently connected
and disconnected from the network owing to frequent movements. This paper suggests providing a dynamic reconﬁguration method to stabilize the network by addressing the errors
caused by frequent and unanticipated device connections
and disconnections. In this paper, we propose extended
middleware that can register heterogeneous devices as components of DCM using a variety of protocols such as IPv6,
Bluetooth, and ZigBee. To improve the stability of the eﬃcient heterogeneous network, this paper also suggests a
mechanism to dynamically reconﬁgure the network even if
the controller responsible for the intermediate node in the
routing path is unexpectedly removed from the network
due to unanticipated errors.
This paper is organized as follows. In the next section, we
discuss related research. The Materials and Methods is comprised of three subsections: Subsection 3.1 introduces an
extended DCM system with a novel network-routing module
that supports various heterogeneous network protocols. Subsection 3.2 of Materials and Methods explains how to construct the routing table when inserting or deleting nodes.
Subsection 3.3 introduces a testbed that creates a hybrid network environment which combines several heterogeneous
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protocols. Here, we demonstrate that a message can be normally delivered. Section 4 presents conclusions and future
research topics.

2. Related Work
Dynamic control middleware (DCM) eﬃciently controls
connected devices throughout the IPv6-based global network, across all temporal and physical conditions. To search
eﬃciently, DCM has a two-layer logical architecture consisting of a lower layer and an upper layer. The lower layer consists of control devices (CDs) connected to each local
network, and the upper layer consists of control device managers (CDMs) that manage information from lower-layer
devices. The upper layer can reduce the number of messages
by only sending messages to devices belonging to the same
IPv6 multicast group. In addition, because DCM has a twolayer architecture, and not a centralized server structure,
devices can discover, search, and control other devices
through multicasting, regardless of their global network location. However, DCM supports only IPv6 and in real-world
applications, networked systems and devices often use diﬀerent heterogeneous protocols.
Object-based middleware for smart home network
(OSHNet) [11] supports interoperability regardless of device
protocols using a device-routing table (DRT). However,
although the DRT can deliver messages to other smart
devices in the home, it cannot control external devices on
the global network.

3. Materials and Methods
3.1. Extended DCM. Figure 1 diagrams the architecture of
the proposed extended DCM (EDCM). The EDCM added
a network-routing module so that CDs that do not support IPv6 can control each other with other devices. The
network-routing module determines the path of the message
and selects the appropriate network protocol for each
transmission. The EDCM proposed in this paper can support various network protocols including IPv4, Bluetooth,
ZigBee, and IPv6. In this subsection, we examine the four
components that comprise the network-routing module.
3.1.1. Routing Mapper. The routing mapper identiﬁes the
destination of the message delivered from the upper layer
of the EDCM. After referring to the routing table, the routing
mapper maps the route to the message destination and adds
it to the head of the message.
Table 1 shows an example of a routing table. The
“Source” is the starting node. The “Destination” is the destination node. The “Interface” is the network protocol used to
transmit messages between the two nodes. The “Source
address” is the address of the starting node, and the “Destination address” is that of the destination node.
Box 1 shows an example of the content added by the
routing mapper to the message head. Line 01 is the number of remaining routes to the destination node. Line 02
and Line 03 indicate the starting and destination nodes, while
Line 04 through Line 24 store the mapping information in
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Figure 1: Extended DCM architecture.

the routing table. Each time a message passes through an
intermediate node, the number of routes in Line 01 is
decremented by one, and one instance of routing table
tag data is removed from the set represented between Line
04 and Line 24.
Figure 2 shows a ﬂowchart of the routing mapper. The
routing mapper receives the message (MSG) from the upper
layer. If the command of the MSG is “CDM Search Request,”
the routing mapper generates a “CDM Route Search
Request” (CSRQ) message to obtain the route from the other
CD to the CDM. Then, the message is forwarded to the message forwarder. At this time, the RouteCfg of the CSRQ message is changed to “true” to send the message to the routing
conﬁgurator when the message arrives at another CD. The
CD that sent the CSRQ message checks if there is routing
information in the routing table to communicate with the
CDM. If the required routing information is in the table, then
the MSG is forwarded using the message forwarder.
3.1.2. Message Forwarder. Figure 3 shows a ﬂowchart of the
message forwarder. The message forwarder receives the
MSG from the routing mapper or message receiver. The message forwarder extracts the NextRoute from the MSG and
delivers the MSG based on the extracted information. At this
time, the network protocol to be used is determined according to the information of the NextRoute.
If the message transmission fails, a new routing path is
established using the CSRQ message to reconﬁgure the path
currently connecting the CDMs. The message forwarder then
retransmits the MSG using the modiﬁed routing information.
3.1.3. Message Receiver. Figure 4 shows a ﬂowchart of the
message receiver. The message receiver receives the MSG
through various communication protocols such as IPv6,
Bluetooth, or ZigBee. If MSG.Route is nonzero, the MSG is
passed to the next path through the message forwarder. If
MSG.Route is zero, the message receiver checks whether
MSG.RouteCfg is “True” or “False.” If “True,” the MSG is a
message related to the routing conﬁguration and is forwarded to the routing conﬁgurator. If “false,” the MSG is a
generic message and is forwarded to the upper layer.
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Table 1: Example of routing table.

Source

Destination

Interface

Source address

Destination address

CDM
CD-1
CD-2

CD-1
CD-2
CD-3

IPv6
Bluetooth
ZigBee

2001:1F00:388::2
01:23:45:67:89:AB
1001

2001:1F00:388::3
01:23:45:67:89:AC
1002

01: <Route>3</Route>
02: <Src>CDM</Src>
03: <Dest>CD-3</Dest>
04: <Routing_Table>
05:
<Src>CDM</Src>
06:
<Dest>CD-1</Dest>
07:
<Interface>IPv6<Interface>
08:
<Src_Address>2001:1F00:388::2</Src_Address>
09:
<Dest_Address>2001:1F00:388::3</Src_Address>
10: </Routing_Table>
11: <Routing_Table>
<!– CD-1 to CD-2 –>
17: </Routing_Table>
18: <Routing_Table>
<!– CD-2 to CD-3 –>
24: </Routing_Table>
<!– End of Routing Table Part –>
Box 1: Routing table part in extended dynamic control middleware (ECDM).
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Figure 2: Flowchart of the routing mapper.

3.1.4. Routing Conﬁgurator. Figure 5 shows the ﬂowchart of
the routing conﬁgurator. The routing conﬁgurator that
receives the MSG from the message receiver determines
whether MSG is a CSRQ message. In the case of a CSRQ
message, a “CDM Route Search Response” (CSRP) message
is created. The CSRP message includes route information
from the current controller to the CDM. In the case of a

CSRP message, the routing conﬁgurator checks whether
there is an existing CDM route. If no route exists, the route
obtained from the CSRP message is stored in the routing
table. If the routing table has an existing route, the length of
the route obtained from the CSRP message is compared with
that of the existing route. The shorter of the two compared
routes is then stored or retained in the routing table.
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routing path is updated.
Has the
routing table been
updated?

NextRoute =
RoutePop(MSG);

Yes
Resend using updated
routing information
send(NextRoute, MSG)

Send(NextRoute, MSG);

Is the message
sent successfully?

No

Yes
End

Figure 3: Flowchart of the message forwarder.

A MSG is received from
IPv6, Bluetooth, ZigBee,
etc.

MSG.Route! = 0

No

MSG.RouteCfg

False

Yes

MsgForwarder(MSG);

True

Forward MSG to
the upper layer

RouteTableCfg(MSG);

Figure 4: Flowchart of the message receiver.

3.2. Routing Table Conﬁguration Policy. When a new CD is
connected to a local network in the DCM, all CDs and CDMs
use the same network protocol, IPv6, so the new CD sends a
direct message to the CDM to register as a lower node of the
CDM. However, although the DCM may support heterogeneous networks, the CDM may not support the speciﬁc
network protocols used by the new CD.
Figure 6 shows an example of a CDM conﬁguration in an
EDCM regional network. Figure 6 assumes that CD-1 and
CD-2, and CD-2 and CD-3, share physical proximity close
enough to allow wireless transmission. The conﬁguration
also assumes that the CDM supports only IPv6, while CD-1
supports IPv6 and Bluetooth, CD-2 supports Bluetooth and

ZigBee, and CD-3 only supports ZigBee. In this scenario,
because CD-2 and CD-3 do not support IPv6, they cannot
directly exchange messages with the CDM. Thus, CD-2 and
CD-3 can only send and receive messages to and from the
CDM by routing through one or more other CDs that
directly or indirectly connect to the CDM. As shown
Figure 6, CD-2 can indirectly connect to the CDM by using
Bluetooth to connect to CD-1, which has a direct IPv6
connection to the CDM. Extending the concept of indirect
connection, CD-3 can be indirectly connected to the CDM
by connecting to CD-2 using ZigBee and then following
the previously described connections from CD-2 to CD-1
to the CDM.
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A MSG is received from
message receiver

Does the
route to CDM
exist?

No: CSRP

Is the message
“CSRQ”?
Yes: CSRP

Yes

No
Yes

Is the CSRP’s route
shorter than
the existing route?
No

Create “CSRP” message
CSRP.RouteCfg = true
MsgForwarder(CSRP);

The new route is saved
into the routing table

End

CSRQ: CDM route search
request message

Figure 5: Flowchart of the routing conﬁgurator.

CDM
IPv6

IPv6
CD-1

Bluetooth

Zigbee
CD-2

Bluetooth

CD-3

Zigbee

Direct connection
Indirect connection
Route to support other network protocols

Figure 6: CDM conﬁguration in ECDM local network.
Table 2: CD-1 routing table.
Source

Destination

Interface

Source address

Destination address

CDM

CD_1

IPv6

2001:1F00:388::2

2001:1F00:388::3

Tables 2–4 are the routing tables held by each CD. This
routing table enables direct and indirect message transmission between CDM and CD.

The following subsections describe the network topology
reconﬁguration technique applied to solve the problems that
occur when a new CD is connected and other connected CDs
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Table 3: CD-2 routing table.

Source

Destination

Interface

Source address

Destination address

CDM
CD-1

CD-1
CD-2

IPv6
Bluetooth

2001:1F00:388::2
01:23:45:67:89:AB

2001:1F00:388::3
01:23:45:67:89:AC

Table 4: CD-3 routing table.
Source

Destination

Interface

Source address

Destination address

CDM
CD-1
CD-2

CD-1
CD-2
CD-3

IPv6
Bluetooth
ZigBee

2001:1F00:388::2
01:23:45:67:89:AB
1001

2001:1F00:388::3
01:23:45:67:89:AC
1002

CDM

CDM

IPv6

IPv6

IPv6

IPv6
Bluetooth

CD-1

CD-3

ZigBee
CD-2

Bluetooth

Bluetooth

CD-1

Bluetooth

Src

Dest

Protocol

CDM

CD-1

IPv6

ZigBee

CD-2
Src

Dest

Protocol

CDM

CD-1

IPv6

CD-1

CD-2

Bluetooth

Bluetooth
CD-4

CD-3

ZigBee

Bluetooth

ZigBee
Src

Dest

Protocol

CDM

CD-1

IPv6

CD-1

CD-2

Bluetooth

CD-2

CD-3

Zigbee

CD-4

ZigBee

ZigBee

Direct connection
Indirect connection
Route to support other network protocols

Direct connection
Indirect connection
Route to support other network protocols

(a)

(b)

CDM
IPv6

IPv6
Bluetooth

CD-1
Bluetooth

CD-3

ZigBee
CD-2
ZigBee

Bluetooth
CD-4
ZigBee

Direct connection
Indirect connection
Route to support other network protocols

(c)

Figure 7: New controller device connection in heterogeneous networks. (a) A new CD, CD-4, is connected to the EDCM. (b) CD-1 responds
to CD-3. (c) A routing path is completed between CD-4 and the CDM.
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Table 5: CD-4 routing table.

Source

Destination

Interface

Source address

Destination address

CDM
CD-1

CD-1
CD-4

IPv6
Bluetooth

2001:1F00:388::2
01:23:45:67:89:AB

2001:1F00:388::3
01:23:45:67:89:AD

CDM

CDM

IPv6

IPv6

IPv6
CD-1
Bluetooth

CD-2 ZigBee ZigBee
Bluetooth

CD-3

IPv6
CD-1
Bluetooth

CD-3
ZigBee

Bluetooth

Bluetooth

CD-4

CD-4
ZigBee

ZigBee

Direct connection
Indirect connection
Route to support other network protocols

Direct connection
Indirect connection
Route to support other network protocols
(a)

(b)

CDM

CDM
IPv6

IPv6

IPv6
CD-1
Bluetooth

CD-3
ZigBee

Bluetooth

IPv6
CD-1
Bluetooth

CD-3
ZigBee

Protocol

Src

Dest

CDM

CD-1

IPv6

CD-1

CD-2

Bluetooth

Bluetooth
CD-4

CD-4
ZigBee

Direct connection
Indirect connection
Route to support other network protocols
(c)

ZigBee

Direct connection
Indirect connection
Route to support other network protocols
(d)

Figure 8: Dynamic reconﬁguration in heterogeneous networks. (a) Intermediate node CD-2 is disconnected. (b) CD-3 searches for a new
connection using broadcasting. (c) CD-4 transmits its routing table to CD-3. (d) CD-3 establishes a new routing path through CD-4.

are abnormally terminated. The proposed network topology
reconﬁguration technique is based on the CDM conﬁguration shown in Figure 6.
3.2.1. New Controller Connection. Figure 7(a) depicts a new
CD, CD-4, connecting to the EDCM local network. Since
CD-4 does not support IPv6, CD-4 registers with the CDM
by transmitting its information to the network indirectly
through the other connected CDs using Bluetooth and ZigBee connections.

Figure 7(b) shows the responses of the other CDs to CD4. After receiving the connection message of CD-4, CD-1,
CD-2, and CD-3 all transmit their routing table information
to CD-4. CD-4 receives the routing table information previously detailed in Tables 2–4 from all three CDs. If a message
is sent over the routing path of CD-1, it reaches the CDM in
two hops. However, if a message is transmitted through the
routing paths through CD-2 or CD-3, two to four hops
may be required. Therefore, CD-4 selects the shortest route,
consisting of the fewest hops, and the routing table shown

8

Journal of Sensors
Table 6: New routing table of CD-3.

Source

Destination

Interface

Source address

Destination address

CDM
CD-1
CD-4

CD-1
CD-4
CD-3

IPv6
Bluetooth
ZigBee

2001:1F00:388::2
01:23:45:67:89:AB
1003

2001:1F00:388::3
01:23:45:67:89:AD
1002

2011:470:1F00
:188::1

01:23:45:67:89:AD

PC router A

2011:470:1F00
:288::1

Laptop 1
:188::2

:288::2

01:23:45:67:89:AB
Netbook 1

2011:470:1F00
:388::1

PC router C

PC router B
2011:470:1F00
:488::1

:388::6

:388::5

Switching Herb B

Switching Herb A
Laptop 2
Wireless AP A

Wireless AP B

:388::4
:388::2
Laptop 3

:388::3

:488::2

Netbook 3
01:23:45:67:89:BA

165.194.0.1

01:23:45:67:89:BD
Netbook 2

Laptop 4

165.194.0.2
Tablet 2
Tablet 1

Figure 9: Testbed heterogeneous network-routing model.

in Table 5 is created for CD-4. Figure 7(c) shows that the
routing path between CD-4 and the CDM is complete. This
allows the CD-4 to communicate indirectly with the CDM
via CD-1.
3.2.2. Dynamic Reconﬁguration. Figure 8(a) shows that if an
intermediate node is released, any CDs indirectly connected
to the CDM through that node cannot communicate with
the CDM. Therefore, the middleware must be able to dynamically reconﬁgure the network topology. Figure 8(b) shows
that CD-3, which has an error in one of its intermediate
nodes, searches for neighboring CDs by broadcasting, and
requests the routing table of CD-4. Figure 8(c) depicts CD-

4 transmitting its routing table to CD-3. Figure 8(d) displays
the new, completed path established by CD-3. In Figure 8,
CD-3 appears to only receive CD-4’s routing table, but it
actually receives the routing table from each CD that received
its broadcast search message. CD-3 selects the routing table
of CD-4 because it provides the shortest routing path to connect with the CDM. A new routing table for CD-3 is generated as shown in Table 6.
3.3. Performance Evaluation. To test the EDCM proposed in
this paper, we constructed the testbed environment illustrated in Figure 9. To represent the global network, two
regional networks were constructed using three PC routers
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with XORP [12] router software installed. We used four laptops, three netbooks, and two tablets as EDCM CDs.
This test bed assumes that Laptop 1 uses Bluetooth,
Laptops 2, 3, and 4 use IPv6, Netbooks 1 and 3 use IPv6
and Bluetooth, Netbook 2 uses IPv6 and IPv4, Tablet 1 uses
IPv4, and Tablet 2 uses Bluetooth. We conﬁrmed that control
messages are normally transmitted from Laptop 1 and
Tablets 1 and 2, which are not IPv6-enabled devices, to Laptop 4, which belongs to a diﬀerent local area network. Our
experiment conﬁrmed that when Netbook 1 or Netbook 3
was disconnected, the routing tables on Laptop 1 and Tablet
2, respectively, were reconﬁgured. This test demonstrates the
stability of the proposed eﬃcient heterogeneous networkrouting scheme based on the dynamic control middleware.

4. Conclusions
Many industries rely on the ability to connect numerous
devices to heterogeneous networks to deliver fundamental
services, as observed in health care. However, DCM, a
middleware for existing cyber-physical systems, only supports IPv6. Therefore, the many devices that do not use
IPv6 cannot connect to a DCM-based CSP. In this paper, a
network-routing module is designed to support CDM connections through IPv6 and other various network protocols
such as IPv4, Bluetooth, and ZigBee. Through the proposed
network-routing module, devices with heterogeneous protocols can be registered as components of an EDCM. Furthermore, if an intermediate node in a routing path is removed
from the EDCM network, the network recovers dynamically.
Regarding future work, an EDCM network is constructed
on a large scale, so it is necessary to study techniques for
eﬃcient traﬃc distribution. Also, authentication techniques
to enable only authorized users to control the EDCM controller must be explored. Finally, we also plan to develop
an encryption technique suitable for low-performance
embedded devices.
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Human care services, as one of the classical Internet of things applications, enable various kinds of things to connect with each other
through wireless sensor networks (WSNs). Owing to the lack of physical defense devices, data exchanged through WSNs such as
personal information is exposed to malicious attacks. Therefore, intrusion detection is urgently needed to actively defend against
such attacks. Intrusion detection as a data mining procedure cannot control the size of rule sets and distinguish the similarity
between normal and intrusion network behaviors. Therefore, in this paper, an evolving mechanism is introduced to extract the
rules for intrusion detection. To extract diversiﬁed rules as well as control the quantity of rulesets, the extracted rules are
examined according to the distance between the rules in the rule set of the same class and the rules in the rule set of diﬀerent
classes. Thereby, it alleviates the problem that the quantity of rules expands unexpectedly with the evolving genetic network
programming. The simulations are conducted on a benchmark intrusion dataset, and the results show that the proposed method
provides an eﬀective solution to evolve the class association rules and improves the intrusion detection performance.

1. Introduction
The Internet of things (IoT) enables a large number of
physical things or objects to connect, communicate, and
exchange data with each other. IoT techniques span from
health care to tactical military, in which human care is a
type of classical application. The objects of human care
services could include various kinds of medical equipment, even body parts. Wireless sensor networks (WSNs)
are crucial for connecting, communicating, and exchanging data among such a large number of things. Although
WSNs have the advantages of low installation cost, unattended network operation, and ﬂexible deployment, their
deﬁciency in physical defense devices renders both network and information vulnerable for malicious attacks
[1]. To protect human care services from the internal
or external attacks, prevention and detection are two
main components involved in WSN security. However,
as a passive network security mechanism, prevention is
aimed at preventing any attack before it occurs and is

therefore not suﬃcient. Thus, an active technique is
urgently required to perceive malicious intrusions. Naturally, the focus shifts on the intrusion detection that can
detect the actions attempting to compromise the conﬁdentiality, integrity, or availability of one resource.
In general, the intrusion detection has two main techniques: misuse detection and anomaly detection. Misuse
detection essentially identiﬁes the previously known attacks
from the normal network behaviors, while anomaly detection
establishes the normal proﬁles to detect the new attacks. The
combination of these two intrusion detection techniques is
the hybrid intrusion detection. All the three techniques have
been widely used in IoT. For example, Faisal et al. implemented anomaly detection to detect the external and internal
attacks on smart meters [2]. Wang et al. and Pan et al. utilized
the hybrid intrusion detection framework to protect the heterogeneous WSN, which was applied to power systems [3,
4]. Whereas, the speciﬁc methods of intrusion detection must
be reviewed from the classical applications in the wired networks. Early studies on intrusion detection were conducted
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by Denning and Anderson [5, 6]. They aimed to build the
monitoring systems for computer security, so that utilized
statistics and rules to recognize attacks or viruses from the
audited data. Since then, machine learning, data mining, statistic modeling, and pattern matching have been used to construct intrusion detection systems [7]. SVM was used to
classify and select the audited data for the intrusion detection
[8, 9]. The k-nearest neighbors (KNN) method has also been
used to identify the intrusions through measuring distance
[10]. Neural networks were also used to realize the intrusion
detection systems, such as multilayer perceptron (MLP)
[11]. Moreover, MLP was considered the basic unit to
form the ensemble classiﬁers [12] such as AdaBoost. In
[13], decision stumps were utilized as the weak classiﬁers
to form a strong classiﬁer.
Data mining is a successful solution to actively detect
intrusive attacks based on the rules hidden in the network
behavior data. Association rule mining is used to discover
the correlations among the attribute sets in the data set for
intrusion detection. The rules usually form as “X → Y,”
which means that the -tuples in the dataset satisfy X is likely
to satisfy Y. A RIPPER approach is proposed to generate frequent episodes ﬁrstly and then form the rules by associating
the frequent episodes [14]. To extract the diversiﬁed rules,
the fuzzy set theory was widely used to extract compact association rules. Tajbakhsh et al. [15] proposed a fuzzy association rule induction algorithm with two steps. The ﬁrst step
involved ﬁnding the signiﬁcant itemsets with a higher significance factor than the user-speciﬁed threshold, and the second step involved generating rules by using the large
itemsets induced in the ﬁrst step. From the other perspective, intrusion detection generally distinguishes normal
behavior, known intrusions and unknown intrusions,
respectively, which can be taken as a classiﬁcation procedure. Thus, the classes are considered with association rules

to form the class association rules. Diﬀerent from the association rule, class association rule has the speciﬁed class label
as its consequent part. Ozyer et al. [16] proposed to use
GA boosting to ﬁnd fuzzy class association rules. They
encoded the rules as strings and used GA to evolve them.
To extract as many rules as possible for identifying various
kinds of intrusions, many algorithms were designed and
implemented. Tsang et al. [17] employed a hierarchical GA
structure. Each chromosome comprises control and parameter genes, and the parameters of fuzzy member functions
were encoded as the parameter genes; the activations of
which are managed by the control genes. Thus, the method
was also used as a genetic feature selection wrapper to search
for an optimal feature subset for dimensionality reduction.
Feature selection can be used not only to alleviate the disadvantage of dimensionality and minimize the classiﬁcation
errors but also to improve the interpretability of the rulebased classiﬁers. Genetic programming (GP) has also been
applied to intrusion detection. Some researches utilized GP
to extract rules for intrusion detection based on its linear
genomes and homologous crossover operators [18, 19]. In
conclusion, most of current researches generally pursue the
extraction of a large number of rules and overlook the discrimination of the rules [20]. Therefore, it is diﬃcult to identify various types of intrusions with a high detection rate and
a low false alarm rate. This could be due to the following two
reasons. First, the network behavior data generated rapidly
prompts the increase of the rules. Second, the similarity
between the normal behavior and the new intrusion behavior limits the discrimination of the rules. Furthermore, this
also brings about a considerable amount of redundant, irrelevant, and obvious information into the rule sets. In this
case, the important rules are overwhelmed with the useless
information. Therefore, the balance between the quality
and quantity of rules is crucial for improving the intrusion
detection performance.
To improve the quality of the rule sets as well as
reserve the diversity of the rules, a new class association
rule selection method is proposed based on genetic network programming (GNP) to solve the intrusion detection
problem in smart human care services. Speciﬁcally, the
similarities between rules and between rule sets are
checked based on the distances during GNP evolution.
The distance between the rules in the rule set of the same
class is minimized, and the distance between the rules in
the rule sets of the diﬀerent classes is maximized by adding the newly extracted rules into the rule sets. If the
above minimization and maximization criteria are
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Table 1: Measurements of class association rules.

Class association rules

Support

Conﬁdence

A1 = 1 ⇒ C = k

a k /N

a k /a

A1 = 1 ∧ A2 = 1 ⇒ C = k

b k /N

b k /b

A1 = 1 ∧ A2 = 1 ∧ A5 = 1 ⇒ C = k

c k /N

c k /c

A1 = 1 ∧ A2 = 1 ∧ A5 = 1 ∧ A9 = 1 ⇒ C = k

d k /N

d k /d

satisﬁed, the extracted rules are added to the rule sets; otherwise, they are discarded. In this way, redundant information can be avoided during the rule evolution, and the
discrimination of the rule sets would be enhanced. In
addition, this method also reserves the diversity of the rule
sets according to the evolving mechanism. Thus, the GNP
evolving method has the ability to discover discriminative
class association rules for intrusion detection, which can
further improve the intrusion detection performance.
The remainder of this paper is organized as follows. Section 2 describes the GNP structure and GNP-based class
association rule mining in detail, and Section 3 introduces
how to evolve class association rules based on distance. The
simulation results are shown in Section 4, and Section 5 concludes this paper.

2. Genetic Network Programming
2.1. Basic Structure of GNP. GA has a string structure, and GP
has a tree structure. With the complexity of problems increasing, it is diﬃcult to express the problem using GA, and the GP
structure starts bloating. As an extension of GA and GP, GNP
has a quite diﬀerent structure from GA and GP, which is the
directed graph structure [21]. Figure 1 shows the phenotype
of GNP, and there are three kinds of nodes in each individual.
The start node is used to determine the ﬁrst node to be executed. Judgment nodes work as the decision-making functions and are represented as J 1 , J 2 , … , J m . Processing nodes
represent the functions of actions or processes and are
expressed as P1 , P2 , … , Pn . Node transition starts from the
start node, and then, the next node to be executed is determined by the node transition. In addition, the number of
nodes and their functions depend on the speciﬁc problem,
which are determined by designers. In addition, judgment
nodes have conditional branches, whereas processing nodes
do not.
Figure 2 illustrates the genotype of the GNP structure.N
Ti indicates the node type, the values of which are 0, 1, or
2. 0 is the start node, 1 is the processing node, and 2 is the
judgment node. IDi serves as an identiﬁcation number. And
C ij denotes the node connection between node i and j.
2.2. Class Association Rule Mining Based on GNP. When
GNP is used to extract class association rules, the function
of the judgment node corresponds to the attribute of each
tuple in the dataset, and the processing nodes are used to
calculate the measurements of the class association rules.
The speciﬁc procedure of class association rule mining using
GNP is shown in Figure 3. GNP examines the attribute
values of tuples in the dataset using judgment nodes and

calculates the measurements using processing nodes. The
judgment node determines the next node by the judgment
result of yes or no, corresponding to the yes side or no side.
The yes side of the judgment node is connected to
another judgment node. Judgment nodes can be reused and
shared with other class association rules because of GNP’s
reusability. The no side of the judgment node is connected
to another processing node, which represents the end of the
current rule and the start of another new rule. The start node
is connected to the ﬁrst processing node. The connections of
judgment nodes in Figure 3 are extracted as the candidate
class association rules, which are shown below. There are four
class association rules that correspond to four connections.
A1 = 1 ⇒ C = k ,
A1 = 1 ∧ A 2 = 1 ⇒ C = k ,
A1 = 1 ∧ A 2 = 1 ∧ A5 = 1 ⇒ C = k ,

1

A1 = 1 ∧ A 2 = 1 ∧ A 5 = 1 ∧ A 9 = 1 ⇒ C = k
To evaluate the above candidates of class association
rules, we can calculate the corresponding support and conﬁdence, which are shown in Table 1.
Let Ai be the item in the data set, and let its value be 1 or
0. Let C be the class label. So, the class association rule can be
represented as the following uniﬁed form.
Ap = 1 ∧⋯∧ Aq = 1 ⇒ C = k ,

k = 0, 1, 2, … , K,

2

where Am = 1 means that attribute Am equals to 1 and C is the
set of suﬃxes of classes.

3. Evolving Class Association Rules
GNP can extract a great number of class association rules
for intrusion detection. However, with an increase in the
amount of rules, the detection performance is not always
enhanced by the extracted rules. Lots of rules bring redundant and irrelevant information into rule sets. This section
describes how to implement the new evolving mechanism
on the class association rule mining by GNP.
3.1. Jaccard Distance. Evolving class association rules are
aimed at pruning the redundant and irrelevant rules for
intrusion detection and at reserving the discriminative
rules. In fact, a class association rule is composed of a
set of attributes. Thus, the diﬀerence between two rules
can be regarded as the distance between two sets of attributes, which is computed by the deﬁnition of Jaccard distance [22] shown as Deﬁnition 1.
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Input: Target generation of GNP, N;
Training data base, TrainDB;
Output: Accumulated ruleset, R;
1: for i = 0; i < N; i + + do
2:
while ith GNP generation do
3:
Extract next rule r based on TrainDB
4:
DistanceN ← CalculateDistance r, RN
5:
// Calculate distance using the latest normal ruleset
6:
if DistanceN > CalculateDistance r, RN then
7:
if the class of rule r equals normal then
8:
AddOneRule r, RN
9:
else
10:
AddOneRule r, RI
11:
end if
12:
break
13:
end if
14:
DistanceI ← CalculateDistance r, RI
15:
// Calculate distance using the latest intrusion ruleset.
16:
if DistanceI > CalculateDistance r, RI then
17:
if the class of rule r equals normal then
18:
AddOneRule r, RN
19:
else
20:
AddOneRule r, RI
21:
end if
22:
end if
23:
end while
24:
GNP population comets to (i + 1)th generation
25: end for
26: R ← MergeRulePool RN , RI
27: return R
Algorithm 1: (GNP with rule evolving).

Deﬁnition 1. Given two sets A and B, the Jaccard distance is
deﬁned as
D J A, B =

A∪B − A∩B
,
A∪B

3

where A ∪ B states the union of set A and set B, and
A ∩ B indicates the intersection between set A and set B.
The Jaccard distance can measure the degree of overlap
between the two sets.
3.2. Rule Selection Based on Distance. Pruning the redundant
and irrelevant rules is achieved by minimizing the distance
of rules in the same class rule set as well as maximizing
the distance between the diﬀerent class rule sets. Therefore, the generated rules are checked according to the similarity of the rules and that of the rule sets. Speciﬁcally,
when a newly extracted rule is added into the rule set,
the distance between the rules in the rule set of the same
class is minimized and the distance between the rules in
the rule sets of diﬀerent classes are simultaneously maximized. In this case, the rule is regarded as a distinguishable class association rule.
As the description of a class association rule, it comprises a group of attributes, which can be regarded as
the mathematic theory “set.” Thus, the distance either
between the rules or between the rule sets can be

described by the diﬀerence of two sets. Based on this principle, the distance between rule r and r ′ is deﬁned as (4).
And the distance between the rule sets can be calculated
based on (4). The detailed deﬁnition is shown as (5).
d r, r′ =

Ar ∪ Ar′ − Ar ∩ Ar′ + 〠a∈A ∩A ′ d v r, a , v r ′, a
r

r

Ar ∪ Ar′

,

4
d R, R′ =

〠r∈R 〠r′∈R′ d

r, r ′

5

,

R R′

where R and R′ denote the rule set with diﬀerent classes. r
and r ′ represent the two rules. Ar and Ar′ are the corresponding attribute sets of rule r and rule r ′, respectively. a denotes
the attribute in the rule. v r, a is the value of attribute a of
rule r. d R, R′ stands for the distance between rule set R
and rule set R′. d r, r ′ represents the distance between rule
r and rule r ′, whose range is [0,1]. d v r, a , v r ′, a is
deﬁned as
d v r, a , v r ′, a

1,

v r, a ≠ v r ′, a ,

0,

v r, a = v r′, a

=
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Figure 4: The comparison of rule quantity between the traditional GNP and GNP with rule evolving.

From (4) and (5), the modiﬁed distance considers the
actual value of each attribute by adding d v r, a , v r ′, a to
the traditional Jaccard distance. d v r, a , v r ′, a = 0 indicates that the attributes of rule r are completely the same with
those of rule r ′, whereas d v r, a , v r ′, a = 1 means that the
attributes of rule r are completely diﬀerent from those of rule
r ′. Therefore, the larger is the number of the same pairs (attribute, value), the shorter is the distance between r and r ′. In
this paper, the thresholds of intradistance between the rules
in the same rule sets and interdistance between the rules in
the diﬀerent rule sets are all set as 0.98.
3.3. Evolving Class Association Rules. Except for support and
conﬁdence, χ2 is also used to measure the signiﬁcance of a
rule. The class association rule is abbreviated as the form X
→ Y, where X, Y ⊆ I and X ∩ Y = ∅, with I being the set of
attributes. X and Y are the antecedent and consequent-of
the association rule, respectively. Unlike the association rule,
the class association rule has a class label as the consequent
part. In this way, the support is deﬁned as support X = x.
x is the fraction of tuples containing X in the database. Conﬁdence is deﬁned by support X ∪ Y /support X . Therefore,
χ2 of the rule is given by
χ2 =

N z − xy
,
xy 1 − x 1 − y

Table 2: Confusion matrix of classiﬁcation results.
Normal (C) Misuse (C) Anomaly (C)
Normal (A)
Misuse (A)
Anomaly (A)
Total

8202
0
1292
9494

where N is the total number of tuples in the database, z is
the value of support X ∪ Y , and x and y are supports of
X and Y, respectively.
Then, the minimum support, minimum conﬁdence, and
minimum χ2 are used to select the candidate rules. After calculating the support, conﬁdence, and χ2 values of the above
candidate class association rules, and if they satisfy the
following conditions, support ≥ supportmin , conf idence ≥

1478
546
6202
8226

9711
5322
7511
22,544

conf idencemin , and χ2 ≥ χ2min , the rule is regarded as the
important rule and then stored into the ruleset.
Each individual is evaluated by the ﬁtness function
deﬁned by
Fitness = 〠 χ2 r + 10 nante r − 1 + αnew r ,

8

r∈R

where R in r ∈ R is the set of suﬃxes of the extracted important rules from the individuals, nante r is the number of attributes in the antecedent part of rule r, and αnew r is the
additional constant shown as (9)
αnew r =

αnew ,

when rule r is newly extracted,

0,

otherwise

2

7

31
4776
17
4824

Total

9
Therefore, the ﬁtness function of GNP is concerned with
importance, complexity, and novelty of rule r.
The pseudocode of evolving class association rules by
GNP is summarized in Algorithm 1.

4. Simulations
4.1. Data Set. Owing to the lack of realistic data sets of
smart human care services, the benchmark data set NSLKDD is used to verify the validity of the proposed method
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Table 3: The accuracy comparisons of the traditional GNP and
GNP with rule evolving (%).
Classiﬁer
SVM
BP
MLP
KNN
Logic regression
Decision tree
AdaBoost
Naive Bayes
Cluster
Gaussian
Average

Traditional GNP
(%)

GNP with rule evolving
(%)

72.89
71.87
73.53
75.69
73.56
79.63
75.23
76.31

75.98
74.82
74.91
77.30
74.83
80.22
73.50
74.72

85.07

86.78

75.97

77.00

[23, 24]. NSL-KDD is a new version of KDD CUP 1999
data set [25]. Both NSL-KDD and KDD CUP 1999 include
a wide variety of intrusions simulated in a military network environment, which is diﬃcult for a self-build simulation environment to acquire such diversiﬁed categories
of intrusions. However, the NSL-KDD data set is diﬀerent
from KDD CUP 1999, which is composed of the most difﬁcult detected data evaluated by the classical classiﬁcation
methods. Thus, NSL-KDD is a challenge data set for evaluating the intrusion detection methods. Moreover, compared to the KDD CUP 1999 data set, the intrusion
detection performance on the NSL-KDD data set will not
be biased towards the intrusions easily detected.
Each audit data in NSL-KDD consists of 41 attributes
including continuous and discrete ones and one class label.
Except for normal audit data, there are four types of attacks

in this dataset, which are denial of service (DOS), probe, user
to root (U2R), and root to local (R2L).
4.2. Parameter Settings. We use supportmin N = 0 1,
supportmin I = 0 075, conf idencemin = 0 8, and χ2 min =
6 64, where N and I indicate normal and intrusion,
respectively. Class association rules are extracted for each
class using GNP. The population size of GNP is 120.
The number of processing nodes and judgment nodes
are 10 and 100, respectively. In addition, the crossover rate
is 1/5. The mutation rate for Pm1 is 1/3 and for Pm2 is 1/3,
in which Pm1 and Pm2 mutate the connections of the
branches and the contents of the nodes, respectively. The
condition of termination is 1000 generations.
4.3. Result Analysis. First, we randomly select 2000 normal
data and 2000 intrusion data as the training set. The testing
set consists of 9711 normal data and 12,833 intrusion data.
Both the training set and the testing set are from NSLKDD, which avoids redundant records and improves the difﬁculty level of KDD Cup 1999. GNP-based class association
rule mining is conducted on the prepared training set. The
proposed method is compared with the traditional GNPbased class association rule mining shown in Figure 4. Diﬀerent from GNP with rule evolving, the traditional GNP has no
action of automatic selection of useful rules, which always
extracts a great number of class association rules. After
1000 generations, the traditional GNP increasingly generates
rules, while the proposed method has been converged
already. We can conclude that GNP with rule evolving has
the strong ability to reduce the rule quantity in rule mining.
It can be also regarded as an online rule pruning scheme.
Furthermore, the detection performance of the proposed method on the NSL-KDD data set is investigated.
Here, we use the classiﬁer of cluster Gaussian referred to
the literature [26]. The cluster Gaussian classiﬁer utilizes
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Table 4: The accuracy comparisons of CBA, CMAR, and GNP with rule evolving (%).

Classiﬁer
CBA
CMAR
GNP with rule evolving

Decision tree

SVM

KNN

AdaBoost

Cluster Gaussian

70.64
72.39
80.22

74.47
72.28
75.98

71.75
72.99
77.30

72.83
72.19
73.50

86.09
85.48
86.78

the information of known normal and intrusion data to ﬁnd
the extract boundary of normal and known intrusions. In
terms of the data distribution, it clusters the similar data
which are supposed to have the similar network behaviors.
And the classiﬁer further uses Gaussian functions to ﬁnd
the cluster boundaries and data distribution to determine
the cluster number. Table 2 shows the confusion matrix of
the detection results. “A” is the actual class of the data and
“C” is labeled by the classiﬁer. From the confusion matrix,
detection rate (DR), accuracy, positive false rate (PFR), and
negative false rate (NFR) are calculated. DR indicates the rate
of the data that are correctly classiﬁed into normal or intrusion. ACC (accuracy) is the rate of the data that are accurately classiﬁed as normal, misuse intrusion, or anomaly
intrusion. PFR represents that the classiﬁer identiﬁes the
normal data as misuse intrusion or anomaly intrusion.
NFR represents that misuse and anomaly intrusions are
identiﬁed as normal.
Therefore, according to Table 2, DR, accuracy, PFR, and
NFR are calculated as follows.
8202 + 4776 + 6202 + 17 + 546
= 87 58%,
22544
8202 + 4776 + 6202
= 85 08%,
Accuracy =
22544
31 + 1478
= 15 54%,
PFR =
9711
0 + 1292
= 10 07%
NFR =
5322 + 7511
DR =

10
From the results, misuse intrusion and normal are easy to
distinguish by the evolved rules. Though most of anomaly
intrusions have been identiﬁed, a lot of anomaly intrusions
are still diﬃcult to detect. Furthermore, we compare the traditional GNP with the proposed method on DR, accuracy,
NFR, and PFR. As shown in Figure 5, GNP with rule evolving
obtains higher DR and ACC and lower PFR, but NFR is a little bit higher in GNP with rule evolving than in the traditional GNP. Therefore, anomaly intrusions are still diﬃcult
to distinguish. The similarities between anomaly intrusions
and normal patterns account for this phenomenon.
In order to further demonstrate the proposed method,
classical machine learning algorithms are taken as comparative classiﬁers, including support vector machine (SVM),
back propagation (BP) neural network, multilayer perception
(MLP), k-nearest neighbor (KNN), logic regression, decision
tree, AdaBoost, naive Bayes, and cluster Gaussian.
Table 3 shows the detection accuracy of the traditional
GNP and GNP with rule evolving based on diﬀerent

classiﬁers. By evolving 1000 generations, GNP extracts
33,723 rules and the proposed GNP extracts 436 rules. Then,
9 classiﬁers are used to evaluate the intrusion detection performance based on the two GNP. Among them, 7 classiﬁers
on GNP with rule evolving acquire higher accuracy than
those on the traditional GNP. In addition, the average accuracy of GNP with rule evolving is also better than that of
the traditional GNP. The results demonstrate that the proposed method can evolve better rules for intrusion detection.
Besides, we evaluate the proposed method by comparing it
with the classical classiﬁcation rule mining methods such as
classiﬁcation based on associations (CBA) [27] and classiﬁcation based on multiple association rules (CMAR) [28]. Both
CBA and CMAR contain the rule pruning procedure. With
the default classiﬁers, CBA and CMAR obtain accuracies of
74.63% and 72.17%, respectively, which are lower than the
average accuracy of 77% obtained using GNP with a rule
selection mechanism. In addition, we select some of the classical classiﬁcation methods to evaluate the eﬀectiveness of the
proposed method, which are the decision tree, SVM, KNN,
AdaBoost, and cluster Gaussian. Table 4 illustrates the accuracy comparisons of CBA, CMAR, and GNP with rule evolving. As shown in Table 4, GNP with rule evolving has higher
classiﬁcation accuracies than the other rule-based methods.
Thus, it is necessary to consider the rule evolving technique
in the rule mining. And the rule evolving is capable of selecting useful rules and reducing the redundant and irrelevant
rules.

5. Conclusions
In this paper, an intrusion detection system based on evolving class association rules is proposed as a security solution
for smart human care services. In general, it utilizes a class
association rule evolving strategy to construct the intrusion
detection system. As a data mining solution, GNP with rule
evolving can generate diversiﬁed class association rules and
control the quantity of the rules simultaneously. For intrusion detection, the signiﬁcance test is performed to ensure
the importance of generated rules. In order to generate the
more discriminative class association rules, the Jaccard distance is modiﬁed to measure the similarity between rules
and diﬀerent rule sets. In this way, the distance of the rules
in the rule set with the same class is minimized and the distance between rules in the rule sets with diﬀerent classes is
maximized. The simulations conducted on the NSL-KDD
dataset theoretically verify that GNP with rule evolving eﬃciently controls the quantity of generated rules and improves
the detection performance by reducing the redundancy of the
rules. In the future, we plan to verify the eﬀectiveness of the
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intrusion detection system on the self-build simulation
environment.
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In short-distance wireless communications for telemedicine monitoring, diﬀerent medical data measurement equipment has
diﬀerent wireless transmission modes. A multistandard receiver is designed that can adapt to diﬀerent medical data measuring
equipment. Using a second-order bandpass sampling for the design of antialiasing ﬁlters, two aliasing signals can be separated.
Simultaneously, constraint conditions for sampling frequency are not as critical. The design is useful for a multistandard receiver
in a telemedicine monitoring system and has the advantages such as saving spectrum resources and facilitating spectrum planning.

1. Introduction
With the rapid development of Internet of things technology and short-distance wireless communications technology, telemedicine monitoring network technology has
become a hot research topic [1]. This technology allows
doctors to remotely diagnose the condition of patients
and provide timely medical advice. In the remote medical
monitoring network, the transmission of local medical
data, such as heartbeat, respiration, blood oxygen, and
pulse, relies mainly on short-distance wireless communications technology such as Bluetooth, Wi-Fi, and ZigBee [2]
These short-distance wireless communications technologies
have diﬀerent applications and transmission rates. They
have their own advantages and disadvantages, and each
technology is constantly adapting to diﬀerent types or
standards of medical data transmission. The objective of
our study is to design a multistandard receiver that can
adapt to diﬀerent communication standards so that various medical data can be ﬂexibly received.
At present, short-distance wireless communications
technologies for telemedicine monitoring, such as Bluetooth,

Wi-Fi, and ZigBee, all use the 2.4 GHz frequency range;
therefore, spectrum resources are absent. Improving spectrum utilization is a very important problem in the receiver.
To avoid aliasing caused by bandpass sampling (BPS),
most researchers consider choosing the lowest possible
sampling frequency in order to reduce the burden of subsequent digital processing without aliasing in the spectrum
[3–5]. Many researchers have tried to ﬁnd a new algorithm
to simplify the frequency selection process [6–8]. However,
preventing aliasing will reduce spectrum utilization and the
complexity of the computation process will increase the
diﬃculty of implementation.
This work proposes a solution for aliasing in receivers
that can reduce the limitations in sampling frequency,
improve spectrum utilization, and realize multistandard
receivers. In previous work, a sampling frequency that is
twice the signal bandwidth was used to receive two-band
signals [9]. This method allowed two signals to overlap
with each other and separate using interplants, which
eases the restriction on sampling frequency. However, this
method did not provide the constraint conditions for
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sampling frequency and the solution for aliasing by more
than two signals. Based on this method, this paper gives the
constraint conditions for frequency selection and a method
to process aliasing by more than two standard signals.
This paper is organized as follows. Section 2 gives the
structure of telemedicine monitoring system and the method
to design antialiasing ﬁlters to suppress aliasing. In Section 3,
aliasing analysis and constraint conditions are given and
analyzed. Section 4 presents the simulation results for the
multistandard receiver and spectral analysis. Section 5 tests
the proposed algorithm in hardware. Section 6 provides
concluding remarks.

2. Multistandard Receiver
2.1. Structure of Telemedicine Monitoring System. The structure of telemedicine monitoring system is shown in Figure 1.
Medical data, such as heartbeat, respiration, blood oxygen, and pulse, are measured by diﬀerent equipment and
transmitted by diﬀerent wireless communications technology. The multistandard receiver samples the signals and
removes aliasing. The received data are sent to the medical
gateway and transmitted to the remote client via the Internet.
The core of the system is the design of an antialiasing
module that can separate the overlapped signals.
2.2. Antialiasing Filter Design. Assume that the primary
signal is sampled at a sampling rate f s . Any signal in the
frequency zone of index n expressed as [9]
n−

1
1
f < f < n+
f
2 s
2 s

1

is aliased into the ﬁrst Nyquist zone f < f s /2, which is the
frequency zone with index zero.

Assume that four diﬀerent standard signals, S1′, S2′, S3′, and
S4′, with frequency zone index n1 , n2 , n3 , and n4 , respectively,
are bandpass sampled at sampling frequency f s simultaneously. The sampled spectra are represented as S1 , S2 , S3 ,
and S4 , respectively, as shown in Figure 2, where signals S1
and S2 overlap in area 0 to f 1 , and signals S3 and S4 overlap
in area f 1 to f s /2.
In order to separate the overlapping signals, a secondorder BPS sampling structure is designed, as shown in
Figure 3. Two analog-to-digital converters (ADCs), ADC A
and ADC B, are used for BPS, where ADC B introduces time
delay T Δ . The two sampled channels are referred to as
channel A and channel B.
According to the characteristics of second-order BPS [4],
the sampled signal spectra in the two channels satisfy the
following equation:
SiB = SiA ⋅ β−ni ,

2

where SiA (i = 1, 2, 3, 4) represents the signals sampled
in channel A, and SiB represents the signals sampled in
channel B, β = e−j2πT △ f s . Because the negative and positive spectra are symmetrical, here, we discuss only the
positive spectra.
In Figure 3, antialiasing ﬁlters F A1 and F B1 should be
designed to suppress signals S2 and S4 , and F A2 and F B2
should suppress signals S1 and S3 .
In area 0 to f 1 , S2 needs to be suppressed. Thus, in the frequency domain, F A1 and F B1 should satisfy
S1A F A1 + S1B F B1 = S1A ,
S2A F A1 + S2B F B1 = 0

3
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Figure 3: Structure of the second-order BPS system.

2
A

0
3.41

3.42

3.43

3.44

After simpliﬁcation,

3.45

3.46

fs (Hz)

F A1 + β−n1 F B1 = 1,
F A1 + β−n2 F B1 = 0

1
F B1 = −n1
,
β − β−n2

Using the same method, we can get the expressions for
F A2 and F B2 in the frequency domain, as shown as follows:
5

F A2 =

f ∈ 0, f 1

F B2 =

S3A F A1 + S3B F B1 = S3A ,
S4A F A1 + S4B F B1 = 0

−β−n1
,
β−n2 − β−n1
β

1
,
− β−n1

−n2

f ∈ 0, f 1 ,

In area f 1 to f s /2, S4 needs to be suppressed. Thus, in the
frequency domain, F A1 and F B1 should satisfy

F A2 =
F B2 =

6

−β−n3
,
β−n4 − β−n3
β

After simpliﬁcation,
F A1 + β−n3 F B1 = 1,
F A1 + β−n4 F B1 = 0

fs
2

3. Constraint Conditions
7

From (2) and (7), we get

f
f ∈ f1, s
2

3.1. Aliasing Analysis. Assume an RF signal with central frequency f c bandpass sampled at sampling frequency f s , the
central frequency in the ﬁrst Nyquist zone (called mirroring
frequency) can be deﬁned as
fc −

−β−n4
F A1 = −n3
,
β − β−n4
1
,
− β−n4

9

1
,
− β−n3

−n4

f ∈ f 1,

β

×107

Figure 4: The relationship between signal mirroring frequency and
sampling frequency.

−β−n2
,
F A1 = −n1
β − β−n2

−n3

3.48

fAF1
fAF2
fAF3

4

From (2) and (3), we get

F B1 =

3.47

f AF =
8

rf s
,
2

r +1 fs
− f c,
2

r=

fc
is even,
f s /2

fc
is odd
r=
f s /2

10

where • means to round down.
Assume three bandpass signals that are received simultaneously with mirroring frequency f AF1 , f AF2 , and f AF3 .
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Table 1: Parameters of four input signals.

S1
S2
S3
S4

Central
frequency
2.428 GHz
2.452 GHz
2.408 GHz
2.464 GHz

Signal
types
Bluetooth
Wi-Fi
ZigBee
Bluetooth

Frequency zone
index
101
102
100
103

Frequency
oﬀset

80

4 MHz
4 MHz
8 MHz
8 MHz

70

Magnitude (dBW)

Number

90

40
30
20
0

3.2. Constraint Condition. According to the abovementioned rules, the sampling rate constraint conditions are

2

4

6

8

Frequency (Hz)

10

12
×106

Figure 6: Signal spectra after BPS.

given to allow the presence of two aliasing signals at the
same location after sampling. The details can be expressed
by the following equations:

(iv) Aliasing by another two signals, as shown in area D
of Figure 4
The traditional way of selecting f s is to avoid all kinds
of aliasing, which limits the area of f s , and usually needs a
large amount of calculations. In Section 2, aliasing caused
by image spectrum and overlap with two signals can be
solved by software. Hence, when we select f s , less limiting
conditions are allowed.

S4

50

(i) Aliasing by self-image spectrum around zero frequency, as shown in area A of Figure 4

(iii) Aliasing by another signal, as shown in area C
of Figure 4

S4

S2

60

Figure 4 shows the relationship between the mirroring
frequency and sampling frequency f s .
Consider signal f AF2 , with diﬀerent selections of f s , it has
four kinds of aliasing:

(ii) Aliasing by self-image spectrum around f s /2
frequency, as shown in area B of Figure 4

S1

f s ≥ 2 Bmax + 2BG

11

B
,
2 + BG

12

If
f DFi <
then
Bj
< f DFj
2 + BG

13
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Figure 7: Signal spectra after antialiasing ﬁlters FA1 and FB1.
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Figure 8: Signal spectra after antialiasing ﬁlters FA2 and FB2.

Constraint 1. It indicates that the sampling frequency needs
to be two times greater than the maximum bandwidth of the
signal (plus protection bandwidth).

If
f DFi >

fs
Bi
,
−
2
2 + BG

14
Constraint 2. It means that only one signal is allowed to have
zero-bound aliasing or f s /2-bound aliasing, that is, the spectral aliasing of the image itself.

then
f DFj <

Bj
fs
,
−
2
2 + BG

15

where i = 2, 3, … , N and j = 2, 3, … , i − 1.
If f AFli > f AFlj , then f AFhk < f AFli or f AFlk > f AFhi ; if f AFli
< f AFlj and f AFhi > f AFhj , then f AFhk < f AFlj or f AFlk > f AFhj ;
if f AFli < f AFlj and f AFlj < f AFhi < f AFhj , then f AFlk < f AFlj or
f AFlk > f AFhi , where i = 2, 3, … , N, j = 1, 2, 3, … , i − 1, k ∈
1, N , k ≠ i, and k ≠ j.
In the above constraint conditions, Bmax represents the
maximum bandwidth of N bandpass signals; BG represents
protection bandwidth; Bi , f DFi , f AFli , and f AFhi represent
the bandwidth, central frequency, minimum frequency, and
maximum frequency of signal i, respectively, in the ﬁrst
Nyquist region after BPS.

Constraint 3. It means that only two aliasing signals are
allowed in the same location. There are three cases for this
constraint. Case a f AFli > f AFlj is shown in Figure 5(a). Case b
f AFli < f AFlj and f AFhi > f AFhj is shown in Figure 5(b). Case c
f AFli < f AFlj and f AFlj < f AFhi < f AFhj is shown in Figure 5(c).

4. Simulation Results for
Multistandard Receiver
Taking four input signals as examples, the parameters are
shown in Table 1. The sampling frequency is 24 MHz. Time
delay between two sampling channels is 1200 ps.

6
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EP3C120F780C7N

Signal
generator

PC
GNU Radio

ADC A
(ADS5463)

Clock generator
LMK03002C

Figure 9: Structure of test platform.

After BPS, signals S1 and S2 overlap at around 4 MHz,
and signals S3 and S4 overlap at around 8 MHz, as shown
in Figure 6.
After applying the antialiasing ﬁlters designed in
Section 2, the overlapping signals can be separated. In
Figure 7, S2 and S4 are suppressed, and only S1 and S3 are left.
In Figure 8, S1 and S3 are suppressed, and S2 and S4 are left.
The suppressed eﬀects are more than 30 dB.
Using further low-pass or high-pass ﬁlter design, the four
signals can be separated.

Table 2: Parameters of three input signals.
Central
Number frequency
(GHz)
S1r
S2r
S3r

2.4275
2.450
2.4106

Signal
types

Zone
index

Bluetooth
Wi-Fi
ZigBee

101
102
100

Frequency
Down
oﬀset
sampled by
(MHz)
2.5 (MHz)
3.5
2
10.6

3.5
2
1

5. Hardware Test
5.1. Platform Design. In order to test in a real environment,
hardware platform is designed using the structure as shown
in Figure 9.
Signal generator is used to generate input RF signals. Two
ADS5463 ADCs are used to realize second-order BPS.
LMK03002C clock generator contributes time delay to
ADC B. Antiﬁlters are implemented in FPGA. Digital down
conversion also should be implemented in FPGA. Low
speed digital signals are transmitted to PC and received
by GNU Radio.
5.2. Time Delay Compensation. According to (2), the theoretical phase diﬀerence between two ADC outputs can be
described as
θt = 2πnT Δ f s

16

Considering the time delay error caused by hardware,
practical phase diﬀerence can be written as
θr = 2πn T Δ + T f s + 2π T Δ + T f

17

where T is time error which can be estimated by ﬁtting the
measured data. f is the frequency oﬀset. 2π T Δ + T ′ f
denotes the compensation for group delay. In real environment, (17) is used to design antialiasing ﬁlters.
5.3. Test Results. Taking three input signals as examples,
the parameters are shown in Table 2. The sampling frequency is 24 MHz. Theoretical time delay between two
sampling channels is 1200 ps, that is, clock generate is

set with delay 1200 ps. By ﬁtting the measured data,
time delay error can be estimated as T ′ ≈ 129ps. Then,
time delay 1329 ps is used to design antialiasing ﬁlters
in FPGA.
After BPS, three signals lies in 3.5 MHz, 2 MHz, and
10.6 MHz, respectively. To decrease the signal speed, signals
are down sampled by 2.5, that is, signals send to PC with a
sampling rate of 9.6 MHz. After down sampled, three signal
lies in 3.5 MHz, 2 MHz, and 1 MHz, respectively. S2r and S3r
are too closed to separate, so we design antialiasing ﬁlters to
separate them. After applying the antialiasing ﬁlters designed
in FPGA, S2r and S3r can be separated in channel one and
channel two. In Figure 10, S2r is suppressed, and only S3r
and S1r are left. In Figure 11, S3r is suppressed, and S2r and
S1r are left.

6. Conclusions
Antialiasing ﬁlters were designed to separate more than
two aliasing signals. The test results show that the antialiasing ﬁlters can suppress more than 30 dB. Based on this
method, constraint conditions for selecting sampling rates
are given. The algorithm is proven to be correct by hardware analysis. Compared with existing receivers in telemedicine monitoring systems, the proposed structure can
solve the problem of aliasing and realize a multistandard
receiver that can receive diﬀerent standard signals simultaneously. This receiver can signiﬁcantly improve spectrum
utilization as well as the ﬂexibility of receivers for telemedicine monitoring systems.
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Figure 10: Signal spectra received by GNU Radio (channel one).
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A minimally invasive surgery robot is diﬃcult to control when actuator saturation exists. In this paper, a Takagi-Sugeno fuzzy
model-based controller is designed for a minimally invasive surgery robot with actuator saturation, which is diﬃcult to
control. The contractively invariant ellipsoid theorem is applied for the actuator saturation. The proposed scheme can be
derived using the H-inﬁnity control theorem and parallel distributed compensation. The result is rebuilt in the form of
linear matrix inequalities for easier calculation by computer. Meanwhile, the uniformly ultimately bounded stable and the
prescribed H-inﬁnity control performance can be guaranteed. The proposed scheme is simulated in a Novint Falcon haptic
device system.

1. Introduction
In minimally invasive robotic surgery, the work space is limited precisely. The mechanical structure and the electrical
characteristics can be additional constraint boundaries for
system inputs and outputs. Therefore, the controller of the
surgery robot has a rigid input saturation requirement. However, if input saturation occurs, the output performance of
the controlled object cannot satisfy the designed requirement, which can result in the decline of the closed-loop system response. The output overshoot cannot be suppressed
well, even becoming unstable [1, 2]. This situation is prohibited in a minimally invasive robotic surgery.
Many researchers investigated the input saturation problem and provided some solutions. Buckley [3] proposed an
anti-reset windup method for the integral saturation problem. The error between the controller output and object

input was used as a complementary feedback for the controlled system. Hanus et al. [4] proposed the condition technique, where the controller output continuously tracks for a
new reference input and is located out of the saturation area
to avoid the saturation case. The pole-placement method was
applied to the antiwindup control, which assigns the poles of
nonlinear system in the desired disk for stable analysis in [5].
Although the variable structure antiwindup controller
showed a good performance in the integrator windup case
[6], some preset parameters were needed that were diﬃcult
to determine because expert knowledge was required. Some
antiwindup controllers were also based on observer [7],
internal model control [8], saturation feedback control [9],
and dynamic complement [10].
The T-S fuzzy theorem, which is an important part of the
fuzzy control theorem, was proposed by Takagi and Sugeno
in 1985 [11]. It is utilized in both system stable control and

2
model identiﬁcation [11, 12]. Speciﬁcally, it has a good performance in nonlinear system control [12]. The T-S fuzzy
model, which is the summation of the product of the T-S
fuzzy local models and their corresponding membership
functions, can approximate the nonlinear system under an
arbitrary degree of accuracy [12]. The T-S fuzzy model is
nonlinear, and its controller design is diﬃcult. Consequently,
a procedure called parallel distributed compensation (PDC)
makes the T-S fuzzy controller design easier. PDC was proposed by Wang et al. in 1995 [13]. The fuzzy sets of the
PDC controller are similar with the fuzzy model. Under each
controller rule, a controller can be designed for the local T-S
model. By summation of the product of these controllers and
their corresponding membership functions, the total controller of a nonlinear system can be represented. System stability
is usually considered by the Lyapunov function. Although
PDC provides a design procedure for the T-S fuzzy controller, the calculation of controller gains for global stability is
still diﬃcult, particularly in the presence of many controller
rules. A numerical optimization method called linear matrix
inequalities (LMIs) solved this kind of problem. LMI was
deﬁned by Willems in 1971 [14]. Neestorv and Nemirovskii
[15] proposed an interior point method, which can directly
solve the LMI convex optimization problem. LMI was ﬁrst
applied to the T-S fuzzy system stabilization analysis in
[16]. In the succeeding years, LMI became the focus of
increasing number of researchers [17]. Except for a few special cases without analytical solution, LMIs are generally eﬃcient [11]. Furthermore, the LMI toolbox software provides a
direct shortcut to the computer solution of LMIs. Because
PDC and LMIs provide a better T-S fuzzy system controller
design, they are applied in the proposed controller design
in this paper.
For the advantage of the T-S fuzzy theorem, it was
widely used to deal with the actuator saturation problem.
In [18], based on the T-S fuzzy model, a robust dissipative
controller was designed for the multiple-input multipleoutput (MIMO) system with saturated time-delay input and
parameter uncertainty. Their results show that the closedloop system can be stable, but the stabilization time cannot
be guaranteed. For this problem, [19, 20] provided a ﬁnitetime control by optimal control and estimated the attraction
domain. The combination of the T-S fuzzy model and optimal control show an animated controller design of a nonlinear system with actuator saturation [21]. For optimal control,
Hu et al. [22] provided a useful control method for the saturation system with actuator saturation based on a contractively invariant ellipsoid. This study was continued in her
work by BMIs [8]. Consequently, many researchers focused
on actuator saturation problems, where the T-S fuzzy based
controller design method was popular. The Lyapunov stability criterion-based PDC fuzzy controller was designed for
the actuator saturation system [23, 24]. Many researchers
contributed in completing this theorem [25, 26]. In this
paper, the result in Hu et al. [22] was adopted and rebuilt
into a set of LMIs. Meanwhile, a predetermined H ∞ norm
was satisﬁed.
This paper is organized as follows. The basic T-S fuzzy
theorem is presented in Section 2. The proposed solution
for the actuator saturation problem is presented in Section
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3. The simulation is presented in Section 4. The paper concludes in Section 5.

2. General T-S Fuzzy Model and Control
In this paper, the considered nonlinear system with disturbance W t is
X t =f X t

+g X t U t +W t ,

1

where X t ∈ Rn×1 , f X t ∈ Rn×1 , g X t ∈ Rn×m , U t ∈
Rm×1 , and W t ≤ W b and W b is the boundary of disturbance. In the T-S fuzzy model, the premise variables of the
T-S fuzzy rules must be measurable, and they can represent
some properties of the nonlinear system. Therefore, a suitable selection of these variables is very important for the
accuracy and reliability of the T-S fuzzy model. When the
T-S fuzzy premise variables have been deﬁned, a corresponding local model can be provided by these variable
values. The ith rule of the T-S fuzzy system for a nonlinear
system is as follows:
The ith rule: If z 1 t is M i1 , …, and z p t is M ip , then
X t = A i X t + Bi U t ,

2

where i = 1, 2, … , L is the rule number, Ai ∈ Rn×n and Bi ∈
Rn×m are the local model parameter matrices, z1 , z 2 , … , z p
are the premise variables, and M i1 , … , M ip are the fuzzy sets.
The nonlinear system can be approximated by the overall T-S
fuzzy system
L

X t = 〠 hi Z t

Ai X t + B i U t ,

3

i=1

where Z t = z 1 t z 2 t ⋯ z p t and hi Z t = μi Z t /
p
∑Li=1 μi Z t , μi Z t = ∏ j=1 θij z j t in which θij Z t is
the grade of the membership of z j t in M ij . Note that the
membership function should satisfy the following equation:
hi Z t

≥ 0,

〠 hi Z t

=1

L

4

i=1

Currently, the nonlinear system of (1) is changed to the
T-S fuzzy model (3). Because the local T-S model of (2) is
linear, its feedback controller can be designed easily as
U j = K jX t ,

5

where K j ∈ Rm×n and j = 1, 2, … , L. By PDC and similar fuzzy
rules of (2), the overall T-S fuzzy controller is designed as
L

U t = 〠 hj Z t K jX t
j=1

6
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3. H ∞ Robust Controller Design for Input
Saturation

X t =f X t
L

The traditional T-S fuzzy theorem cannot provide results in
the control problem for a nonlinear system with input saturation. In this study, the proposed method can solve the input
saturation problem. The controlled closed-loop system can
be uniformly ultimately bounded (UUB) stable, and the prescribed H-inﬁnity norm can be guaranteed. Furthermore, the
result is shown in LMIs, which can be directly solved by
programming.
Considering the saturation and uncertainty, the nonlinear system of (1) can be
X t =f X t

+g X t

⋅ Sat U t

+W t ,

7

= 〠 hi Z t

⋅ Ai X t + Bi Sat U t

=

⋅ b,

U t ,

U t

> b,

U t

≤ b,

+f X t

L

− 〠 hi Z t Ai ⋅ X t
i=1
L

+ gX t

− 〠 hi Z t Bi Sat U t

+W t

i=1

13
Equation (12) can be guaranteed if each Dr satisﬁes the
following inequality:
L

L

Ai X t + Bi 〠 h j Z t

i=1

sgn U t

+W t

i=1

X ≤ 〠 hi Z t

where
Sat U t

+ g X t Sat U t

Dr K j X t + D−r H j X t

j=1
L

+

f X t

− 〠 hi Z t Ai X t
i=1

8
+ gX t

L

− 〠 hi Z t B i
i=1

b > 0, is the boundary value of the saturation function, and
the other symbols are similar with (1). Following (3), the
T-S fuzzy model can be

L

〠 hj Z t

·

Dr K j X t + D−r H j X t

L

L

Ai + Bi Dr K j + D−r H j X t

= 〠 〠 hi Z t h j Z t
L

X t = 〠 hi Ai X t + Bi Sat U t

,

9

i=1

i=1 j=1

+ Δf + Δg + W t ,

14

where

where
L

U t = 〠 hj Z t U j t

10

L

Δf =

f X t
L

Based on the work of Hu et al. [1], for the feedback controller, U j t = K j X t , if the ellipsoid ε P, 1 is contractively
invariant, and matrixes P > 0, Ki , and H (m × n matrix) make
the initial value of X 0 ∈ ε P, 1 and
ε P, 1 ⊂ ℓ H ,

11

∈ co

Dr K j X t + D−r H j X t , r ∈ 1, 2m ,

L

Δg = 〠 hi Z t 〠h j Z t
i=1

,

gX t

− Bi

15

j=1

⋅ Dr K j + D−r H j X t
Some δAi ≤ 1, δBi ≤ 1, At , and Bt can be found and
satisfy the following inequality:
L

where the polyhedron ℓ H ≔ X t ∈ Rn H j X t ≤ 1, j ∈
1, m and H j is the jth row of H. The saturation feedback
controller Sat U t satisﬁes
= Sat K j X t

− 〠 hi Z t A i X t
i=1

j=1

Sat U j t

+W t

j=1

Δf = 〠 hi Z t ΔAi X t

L

≤ 〠 hi Z t δAi At X t

i=1

i=1

≤ At X t ,
L

12

where Dr is an m-by-m diagonal matrix (diagonal elements
are 0 or 1) and D−r = I − Dr with r ∈ 1, 2m .
If it is only applied to the T-S fuzzy local model, the
global stability of the nonlinear system cannot be satisﬁed.
For global stability, some changes are needed. By (7) and
(9), the nonlinear system with disturbance is as follows:

Δg ≤ 〠 h j Z t Bt Dr K j + D−r H j X t ,
j=1

16
where ΔAi = δAi At and ΔBi = δBi Bt .
H ∞ control performance is deﬁned as
tf T
X t QX
0
tf
WT t W
0

t dt
t dt

< ρ,

17

4
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where t f is the terminal time, Q is a positive-deﬁnite matrix,
and ρ is the prescribed H ∞ norm, which is greater than 0 and
less than 1. If ρ is minimized, the eﬀect of W t on X t is
minimized. Considering the initial condition, (17) can be
changed as
tf
0

tf

X T t QX t dt < X T 0 PX 0 + ρ

L

i=1 j=1

+ Ai + Bi Dr K j + D−r H j

V t = X t PX t ,

L

L

= 〠 〠 hi h j X T

PAi + ATi P + PBi Dr K j + D−r H j + Dr K j + D−r H j

L

L

≤ 〠 〠 hi h j X T

X − ρ−1 PX − ρW

T

Bi T P + A t T A t

+ Dr K j + D−r H j

T

Bt T Bt ⋅ Dr K j + D−r H j

X + ρ2 W T W + ρ−2 X T PPX

22

Bt T Bt Dr K j + D−r H j
Under the ith rule, if there is
tf T
X t hi 2 Q i
0
tf
WT t W
0

T

PX ≤ X T P

i=1
L

〠 〠 hi h j Ai + Bi Dr K j + D−r H j X + Δf + Δg + W
i=1 j=1
T

L

〠 〠 hi h j Ai + Bi Dr K j + D−r H j
i=1 j=1

≤

tf T
X t Qi X
0
tf
WT t W
0

t dt
t dt

< ρ,

23

where Qi > 0 and ∑Li=1 hi Qi > 0, there is
t

L

〠i=1 hi Qi

X t dt

t W t dt

<ρ

24

for the nonlinear system. If ∑Li=1 hi Qi = Q, (24) can be the
H ∞ control performance deﬁned in (17). Therefore, for each
simulation time, the H ∞ control performance deﬁned as
(17) can be guaranteed. Then, in the total simulation, a prescribed H ∞ norm can be guaranteed. Meanwhile, (18) can
be as follows:

I=1
l

t dt

tf
WT
0

l

〠 hi Ai X + Bi Sat U + W

X t dt

tf T
X
0

V t = X T PX + X PX = X T P 〠 hi Ai X + Bi Sat U + W

X + Δf + Δg + W

t=t f

L

X T 〠 hi Qi X dt < X T 0 PX 0 + ρ

t=0

t=t f

W T W dt

t=0

i=1

25

L

PX ≤ 〠 〠 hi h j X T P Ai + Bi Dr K j + D−r H j

If

i=1 j=1

Ai + Bi Dr K j + D−r H j

+ Δf

T

T

P X

Δf + X PPX + Δg
T

T

PAi + ATi P + PBi Dr K j + D−r H + Dr K j + D−r H

Δg

+ At T At + Dr K j + D−r H

+ X PPX + X PW + W PX
T

T

T

21
Using (16), (21) can be

T

PAi + ATi P + PBi Dr K j + D−r H j

+ Dr K j + D−r H j

Proof 1. Using (14), the derivative of V t is

+

T

i=1 j=1

+ +2PP

are satisﬁed for each i, j, and r, then the closed-loop system is
UUB, and the H ∞ control performance (18) is guaranteed as
prescribed ρ2 .

L

Bi T P + At T At + Dr K j + D−r H j

· ρ−1 PX − ρW + ρ2 W T W + ρ−2 X T PPX

20

+

T

⋅ Bt T Bt Dr K j + D−r H j + 2PP

T

+ 2PP + ρ−2 PP + Qi < 0

L

T

PAi + ATi P + PBi Dr K j + D−r H j

+ Dr K j + D−r H j

Theorem 1. Under condition (11), if controller (12) is applied
to a nonlinear system (7) and there exists a positive-deﬁnite
matrix P > 0, such that the following matrix inequalities

L

At X

i=1 j=1

19

where P > 0. For simplicity, (t) is omitted in the following
sections. Then, the following theorem can be obtained.

+

T

+ W T PX

T

T

P X + At X

· Bt Dr K j + D−r H j X + X T PPX + X T PW

0

T

T

+ X T PPX + Bt Dr K j + D−r H j X

W T t W t dt, 18

where P is some symmetric positive-deﬁnite weighting matrix.
Set the Lyapunov function as

⋅ Bi T P + At T At + Dr K j + D−r H j

L

V ≤ 〠 〠 hi h j X T P Ai + Bi Dr K j + D−r H j

T

T

Bi T P

Bt T Bt Dr K j + D−r H

+ 2PP < −ρ−2 PP − Qi ,
26
there is
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L

5

L

V < 〠 〠hi h j X T −ρ−2 PP − Qi X + ρ2 W T W + ρ−2 X T PPX
i=1 j=1
L

= X T −ρ−2 PP − 〠 hi Qi

X + ρ2 W T W

i=1
L

+ ρ−2 X T PPX = −X T 〠 hi Qi X + ρ2 W T W
i=1

27
By integrating (27), the following result can be obtained:
V tf − V 0 <

Figure 1: Novint Falcon.

L

t=t f

−X T 〠 hi Qi X + ρ2 W T W dt

t=0

i=1

28
휃3i

The Lyapunov function (19) can be 0 when the system is
stable. Therefore,
t=t f
t=0

휃2i
휃1i

a

L

X T 〠 hi Qi X dt < X T 0 PX 0 + ρ2

t=t f

Touch point

b

W T W dt

t=0

i=1

29

In Theorem 1, it is diﬃcult to ﬁnd the solution for (20).
Therefore, the transformation of inequality (20) into LMIs
is necessary. By setting R = P−1 and left and right multiplication of R, (20) can be
Ai R + RATi

+ Bi Dr K j + D−r H j

R+R

+ RAt T At R + R Dr K j + D−r H j

T

T
Dr K j + D−r H j Bi T

Bt T Bt Dr K j + D−r H j R

−2

+ 2 + ρ + RQi R < 0
30
̂ i = A t T A t + Qi
̂ i = H i ⋅ R, and Q
̂ i = K i ⋅ R, H
Let K
Schur complements, (30) can be changed as
A∗

̂ j + D−r H
̂j
B t Dr K

T

−1

−I

0

R

0

̂i
−Q

< 0,

(11) is equal to

R

≥ 0,

Figure 2: Mathematical model of the single chain.

̂ ik is the kth row of H
̂ i . Therefore, the following thewhere H
orem is given.
Theorem 2. For nonlinear system (7) with controller (12), if
there exists
min

ρ2 ,
A∗

subject to

̂ j + D−r H
̂ j + Dr K
̂ j + D−r ⋅
where A∗ = Ai R + RATi + Bi Dr K
T
̂ j Bi T + 2 + ρ−2 I, R, K
̂ j , and H
̂ j are unknown. Condition
H

̂ ik T
H

x

. By

31

̂ ik
H

z

Motion
platform

32

1

̂ ik
H

̂ ik T
H

R

̂ j + D−r H
̂j
Bt D r K

T

R

̂ j + D−r H
̂j
Bt D r K

−I

0

R

0

̂i
−Q

R

̂ j + D−r H
̂j
B t Dr K

1

y

c

The above equation is the H ∞ performance deﬁned in
(25), which satisﬁes (18). Note that the H ∞ norm is changed
to ρ2 .
End of proof.

< 0,

≥ 0,

R > 0,

33
then the closed-loop system is UUB and the H ∞ control performance (18) is guaranteed as prescribed ρ2 .
By this theorem, the H ∞ optimization problem can be
changed to a constrained optimization problem by LMIs.
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Figure 3: The error of x1 .

4. Numerical Example
In minimally invasive surgery, haptic tracking is very important. Novint Falcon is a simple arm robot with force feedback
ability, which beneﬁted from parallel architecture, and can be
applied in minimally invasive surgery. The Novint Falcon
structure is shown in Figure 1.
The Novint Falcon consists of the base, motion platform,
and 3 chains. The single chain can be abstract presented in
Figure 2.
Based on [27] and ignoring some nonessentials, the ith
chain dynamic equation is
τ = D θ θ + H θ, θ θ + G θ ,

34

where τ = τ1 , τ2 , τ3 T is the moment of driving force for each
link; θ = θ1i , θ2i , θ3i T is shown in Figure 2; D θ = I T +
−1
3mb + mc J −1 , where I T is the moment of inertia and
JT
mb and mc are masses of links b and c; H θ, θ = D f +
−1
−1
′, where D f denotes the damped
3mb + mc J T
JT
coeﬃcient; G θ = −M g is the gravity moment;

J=

−1

α1

0

0

J 23

0

α2

0

J 33

0

0

α3

J 11

J 12

J 13

J 21

J 22

J 31

J 32

35

is the Jacobian matrix; J i1 = cos θ2i sin θ3i cos ϕi − cos θ3i
sin ϕi , J i2 = cos θ3i cos ϕi + cos θ2i sin θ3i sin ϕi , J i3 =
sin θ2i sin θ3i , αi = sin θ2i − θ1i sin θ3i , and ϕ are the angle
between the chain and the coordinate frame (x, y, z). Because
the exact parameters are diﬃcult to determine, set IT and Mg
as identity matrices and 3mb + mc = 1 in this example. This is
reasonable in this paper because the error between the actual

value and the required value can be distributed in the disturbance or parameter uncertainty for this system. Therefore,
the matrix D θ is invertible. Set θ1i = x1 t , θ2i = x2 t ,
θ3i = x3 t , τ = u t , and
x1 t = x4 t ,
x2 t = x5 t ,

36

x3 t = x6 t
The θ of the other chains are set to be closed to require
values, and the errors are distributed in the disturbance.
Therefore, the system (34) can be as follows:
x4 t

x4 t

x5 t

= A x5 t

x6 t

x6 t

+ Bu t + E,

37

where A = −D θ −1 H θ, θ , B = D θ −1 , and E = −D θ −1
G θ . Considering actuator saturation, the corresponding
ith fuzzy rule is as follows:
Rule i. If A is Ai and B is Bi , then (37) is
x4 t

x4 t

x5 t

= Ai x 5 t

x6 t

x6 t

+ Bi Sat u t ,

38

where A1 = A max θ1i , max θ2i , max θ3i , A2 =A min θ1i ,
max θ2i , max θ3i , A3 = A max θ1i , min θ2i , max θ3i ,
A4 = A max θ1i , max θ2i , min θ3i , A5 = A min θ1i , min
θ2i , max θ3i , A6 = A min θ1i , max θ2i , min θ3i , A7 =
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Figure 4: The error of x2 .

A max θ1i , min θ2i , min θ3i , and A8 = A min θ1i , min
θ2i , min θ3i ; Bi is calculated similarly, and E is treated
as a disturbance. Although Ai depends on θ, the values of
max θ and min θ do not depend on the system input.
Therefore, they can be used for the fuzzy rule deﬁnition. Set
θ1i ∈ 0, 0 7854 , θ2i ∈ 0, 0 7854 , and θ3i ∈ 1 9199, 2 2689 .

Sat u t = sgn u t ⋅ min u t , 10 . The H ∞ norm is
0.3. The reference value is
x1r x2r x3r x4r x5r

x6r = 0 7

07

22

0

0

0

39

Using Theorem 2, the error system feedback controller
gains can be calculated as follows:

K1 = −2 9 × 104 , −1 8 × 105 , 2 6 × 104 ; 3 0 × 104 , 6 5 × 104 , −3 4 × 104 ; −7 9 × 102 , 1 2 × 105 , 7 7 × 103 ,
K2 = 1 8 × 104 , 1 6 × 105 , −1 4 × 104 ; −1 8 × 104 , −3 2 × 104 , 2 1 × 104 ; −1 2 × 102 , −1 3 × 105 , −6 9 × 103 ,
K3 = −3 8 × 104 , −4 7 × 105 , 2 2 × 104 ; 1 4 × 104 , 1 1 × 105 , −1 2 × 104 ; 2 4 × 104 , 3 6 × 105 , −1 1 × 104 ,
K4 = 1 9 × 104 , 2 9 × 105 , −7 6 × 103 ; −1 7 × 104 , 2 2 × 103 , 2 2 × 104 ; −1 4 × 103 , −2 9 × 105 , −1 4 × 104 ,
K5 = −2 0 × 104 , −2 4 × 105 , 1 2 × 104 ; 9 7 × 103 , 5 1 × 104 , −9 5 × 103 ; 9 8 × 103 , 1 8 × 105 , −2 1 × 103 ,

40

K6 = 8 4 × 103 , 1 3 × 105 , −3 6 × 103 ; −7 5 × 103 , −3 2 × 103 , 9 3 × 103 ; −9 1 × 102 , −1 2 × 105 , −5 7 × 103 ,
K7 = −1 9 × 103 , −3 0 × 105 , −1 4 × 104 ; 4 4 × 103 , −1 1 × 105 , −1 1 × 104 ; −2 4 × 103 , 4 0 × 105 , 2 5 × 104 ,
K8 = 9 2 × 102 , 6 5 × 104 , 2 4 × 103 ; −2 1 × 103 , 1 9 × 104 , 3 6 × 103 ; 1 1 × 103 , −8 4 × 104 , −6 0 × 103

To test the robustness of the controller, a disturbance
W t = sin

12t
3

T

0

0

41

is added in (38). For comparison, a controller designed by Theorem 2 of [18] is applied. In [18], the controller was designed
for the system with input saturation and disturbance. If the time
delay is ignored in [18], its results can be applied in this example. The simulation results are shown in the following ﬁgures.

From Figures 3–5, less overshooting can be observed
compared with the reference paper. The proposed controller
performed well with input saturation, and the H ∞ performance can be achieved.

5. Conclusion
In this paper, the T-S fuzzy control theorem and the ability of
contractively invariant ellipsoid were applied for nonlinear
systems with input saturation. The proposed method was
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Figure 5: The error of x3 .

described by LMIs, which can be calculated by a computer.
The proposed theorem was tested using the Novint Falcon,
and a good result was achieved. Comparing the results, the
proposed method of this paper has given a better result.
Meanwhile, the prescribed H-inﬁnity norm was satisﬁed. In
the example, only eight rules of the T-S fuzzy system were
applied; there were still more than one hundred LMIs that
need to be calculated. Although a feasible solution of the
LMIs can be guaranteed using the proposed method, a
method with less LMIs is still necessary for further study.
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The performance analysis of the dual-polarized massive multiple-input multiple-output (MIMO) system with Internet of things
(IoT) devices is studied when outdoor human-care IoT devices are connected to a cellular network via a dual-polarized massive
MIMO system. The research background of the performance analysis of dual-polarized massive MIMO system with IoT devices
is that recently the data usage of outdoor human-care IoT devices has increased. Therefore, the outdoor human-care IoT devices
are necessary to connect with 5G cellular networks which can expect 1000 times higher performance compared with 4G cellular
networks. Moreover, in order to guarantee the safety of the patient for emergency cases, a human-care Iot device must be
connected to cellular networks which oﬀer more stable communication for outdoors compared to short-range communication
technologies such as Wi-Fi, Zigbee, and Bluetooth. To analyze the performance of the dual-polarized massive MIMO system for
human-care IoT devices, a dual-polarized MIMO spatial channel model (SCM) is proposed which considers depolarization
eﬀect between the dual-polarized transmit-antennas and the receive-antennas. The simulation results show that the performance
of the dual-polarized massive MIMO system is improved about 16% to 92% for 20 to 150 IoT devices compared to conventional
single-polarized massive MIMO system for identical size of the transmit array.

1. Introduction
According to Business Insider, human-care Internet of things
(IoT) devices are expected to grow from 120 million in 2015
to 650 million by 2020 [1]. Furthermore, as the use of wearable human-care IoT devices that attach to the body is
increasing, the support of a seamless cellular network is
essential instead of short-range communication technologies
such as Wi-Fi, Zigbee, and Bluetooth. Since human-care IoT
devices are closely related to human health and life, seamless
communication is very important to guarantee the safety in
case of emergencies especially for outdoors.
In addition, the patient can be monitored in real time
by cellular networks for both indoors and outdoors when
there are various human-care IoT devices connected to the
cellular networks. Especially, the connection between cellular
networks and human-care IoT devices provides real-time
human-care monitoring system via variable human-care
services such as ambulance, smartwatch, ﬁrst aid kit, and
a medically equipped smartphone. Further, the collected

information of users can be used to prevent accidents via
big data analysis. In contrary, short-range communication
technologies such as Wi-Fi, Zigbee, and Bluetooth are diﬃcult to communicate from outdoors. In order to guarantee
the safety of the users in case of an emergency, it is necessary
to connect with a cellular network which provides more stable connection compared to short-range communication
technologies for outdoors.
However, the global data usage is expected to increase
to 49 exabytes by 2021 [2] as rapid increase in usage of
outdoor human-care-related IoT devices. In recent years,
more advanced 5G technology and standards are being
actively researched to handle the tremendous amount of data
from IoT devices [3, 4].
One of the remarkable 5G technology is the massive
multiple-input multiple-output (MIMO) system to increase
spectral eﬃciency by a very large number of transmitantennas. Typically, the transmit-array of a massive MIMO
system is composed of tens or hundreds of transmitantennas to serve tens or hundreds of users simultaneously
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Figure 1: Conﬁguration of the proposed dual-polarized massive MIMO system with various human-care IoT devices for cellular networks.

[5]. Massive MIMO system leads huge improvement in energy
eﬃciency, spectral eﬃciency robustness, and reliability [6].
A large number of transmit-antenna at a base station
(BS) can remarkably improve performance via increasing
the multiplexing order to various human-care IoT devices
by higher transmit diversity with higher degree of freedoms. In this paper, the performance analysis is achieved
when various human-care IoT devices are connected to
cellular networks via a dual-polarized massive MIMO system
as shown in Figure 1.
To the best of our knowledge, there has not been an analysis that considers the performance between massive the
MIMO system and IoT devices for cellular networks. In addition, dual-polarized transmit- and receive-antennas are proposed for BS and IoT device, respectively, to install more
antennas and achieve higher performances in limited space.
To evaluate the dual-polarized massive MIMO system, a
dual-polarized MIMO spatial channel model (SCM) is
proposed which considers the depolarization eﬀects of the
dual-polarized antennas. Then, the comparative performance
analysis of dual- and single-polarized massive MIMO systems for IoT devices is achieved by system-level simulation.

2. Challenges for Massive MIMO System
Previously, the MIMO system is introduced to increase spectral eﬃciency by increasing degree of freedoms in space
domain by multiple antennas. Afterwards, massive MIMO
is introduced to catch up to today’s tremendous amount of
data traﬃc with even higher degree of freedoms. However,
several issues arise while a large number of transmitantennas provide more spectral eﬃciency than conventional
MIMO system.
Since transmit-array of massive MIMO is composed of a
large number of antennas, the size of the transmit-array will
be increased as the number of antenna increases. In other
words, the deployment of a large number of transmit-

antennas in limited space is very important to implement
practical massive MIMO system without unlimited growth
of array size.
To deploy a large number of transmit-antennas in limited
space, previously, 2 dimensional (2D) planar type of transmitter (Tx) is introduced to reduce the size of the transmitarray [7, 8]. The basic idea of the 2D planar array MIMO system is that the transmit-antennas are installed on a 2D planar
grid instead of a 1 dimensional (1D) linear array. Performance comparison between 2D planar and 1D linear
transmit-array is analyzed by a function of signal-to-noise
ratio (SNR) [7]. 2D planar array performs lower than 1D linear transmit-array because of its higher correlations/interferences between surrounding antennas on the 2D planar array.
Performance analysis of 2D planar and 1D linear
transmit-array is conducted by system-level simulations in
[7]. Similarly, 2D planar array performs lower than a linear
array for same 32 transmit-antennas at the BS. Nevertheless,
2D planar array has several advantages such as reduction of
transmit-array size and utilization of vertical beamforming.

3. Dual-Polarized Massive MIMO System
In this paper, a dual-polarized massive MIMO system is
proposed which is very eﬀective in reducing the size of a
transmit-array by utilization of the extra polarization
domain. There are several remarkable advantages for dualpolarized transmit- and receive-antennas since it consists of
two colocated orthogonal antennas.
3.1. Advantages of a Dual-Polarized Antenna. One of the
major advantages of a dual-polarized transmit-array is the
reduction of transmit-array size by half compared to a spatially separate single-polarized transmit-array. Since two
colocated orthogonal transmit-antennas are installed on a
collocated dual-polarized antenna, a double number of
transmit-antennas can be installed compared to a spatially
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separate single-polarized transmit-array for identical size of
the transmit-array. In other words, the degrees of freedom
of a dual-polarized transmit-array can achieve twice the
performance compared to a conventional single-polarized
transmit-array for identical size of the transmit-array. For
example, for a center frequency of 1.9 GHz with a half
wavelength, a 64Tx single-polarized transmit-array with a
length of 3.67 m can be replaced with 32Tx dual-polarized
transmit-array with a length of 1.84 m.
Furthermore, a dual-polarized receive-antenna can be
installed at IoT devices to achieve higher performance compared to a single-polarized antenna in identical spaces.
3.2. Utilization of Polarization Domain. Since two independent data streams can be multiplexed at a dual-polarized
transmit-antenna, depolarization eﬀect occurs between two
data streams. In other words, the extra polarization diversity
can be achieved by transmitting two independent data
streams from vertically and horizontally polarized antennas
at BS. In previous papers, it has been shown that using
dual-polarized transmit-antennas can improve performance
and reduce transmitter size [9, 10].
However, the performance degradation can occur by
polarization mismatch since a single-polarized receiveantenna receives the signal by only one direction and its upper
bound of capacity loss from polarization mismatch is 2 bit/
s/Hz for multiple dual-polarized antennas and a singlepolarized antenna according to [11]. Therefore, the dualpolarized receive-antenna at an IoT device could be the
solution to minimize polarization mismatch since vertical and
horizontal receive-antenna receives signals at any directions.
Therefore, it is clear that the dual-polarized massive
MIMO system is the future for the massive MIMO system
to reduce transmit-array size and minimize performance
degradation by polarization mismatch. Consequently, the
dual-polarized massive MIMO system can be operated by
space-polarization division multiple access (SPDMA) which
increase spectral eﬃciency by utilizing both space and polarization domains. The detailed explanations of SPDMA are
presented in the next section.

4. SPDMA
The basic idea of SPDMA is increasing spectral eﬃciency by
utilizing both spatial and polarization domains for the dualpolarized MIMO system. In this section, the comparative
descriptions of space division multiple access (SDMA),
polarization division multiple access (PDMA), and SPDMA
techniques are presented.
4.1. SDMA. MIMO system with SDMA is used to extend
transmit diversity in the space domain. However, the drawback of the SDMA technique with the single-polarized
MIMO system is that the size of a transmit-array increases
proportionally as the number of antenna increases. This is
one of the major concerns of the massive MIMO system.
Moreover, SDMA lacks in utilizing the polarization domain
since SDMA only operates for spatially separated singlepolarized antennas.

3
4.2. PDMA. To increase transmit diversity without size
expansion, previously, PDMA technique is introduced. The
basic idea of PDMA is that the dual-polarized transmitantenna transmits two independent data streams to diﬀerent
users simultaneously by using orthogonal vertical and horizontal polarizations. The performance analysis between one
collocated dual-polarized transmit-antenna and two dualpolarized receive-antennas are provided in [12]. Nevertheless, PDMA lacks spatial diversity at the transmit-array.
4.3. SPDMA. Previous SDMA and PDMA techniques lack
polarization and spatial diversity, respectively. In order to
overcome these disadvantages, a more advanced SPDMA
technique is introduced in [13]. The basic idea of SPDMA
is that it increases spectral eﬃciency by utilizing both space
and polarization domains. In other words, the utilization of
space domain is achieved by spatially separated dualpolarized antennas and utilization of the polarization domain
is achieved by two orthogonal polarizations from vertical and
horizontal transmit-antennas. Thus, a one dual-polarized
transmit-antenna transmits two diﬀerent signals simultaneously to diﬀerent users through the polarization domain.
Consequently, the SPDMA technique leads the increment
of spectral eﬃciency not only in space domain but also in
polarization domain.
Previously, the comparative performance analysis of
the dual- and single-polarized MIMO system is conducted
by SDMA and SPDMA techniques via link-level simulation.
Simulation results represent the dual-polarized MIMO system with SPDMA achieved higher throughput by extra
polarization diversity compared to the single-polarized
MIMO with SDMA for identical size of the transmit-array
[13]. However, the previous performance analysis of SPDMA
is conducted with 8 transmit-antennas which is by a conventional MIMO system. Therefore, previous analysis of the
dual-polarized MIMO system with SPDMA is lack of evaluating the performance of a large number of IoT devices.

5. Proposed Dual-Polarized MIMO SCM
3rd Generation Partnership Project (3GPP) MIMO SCM is a
geometry-based stochastic model which describes the excess
delay, direction of arrival, and direction of departure of multipath for the MIMO channel model [14]. 3GPP MIMO SCM
is widely used in modelling the MIMO channels. However,
3GPP MIMO SCM provides a dual-polarized MIMO channel model which considers mixed vertical and horizontal
polarizations at a dual-polarized receive-antenna. Thus, previous 3GPP SCM lacks the implementing depolarization
eﬀect between vertically and horizontally polarized channels
at the dual-polarized receive-antennas which is impossible to
consider extra polarization diversity.
Therefore, a dual-polarized MIMO SCM is proposed
which considers depolarization eﬀect between dualpolarized transmit- and receive-antennas which operated
by the SPDMA technique. Depolarized propagation channels
between dual-polarized transmit- and receive-antennas are
represented by vertical to vertical (VV), vertical to horizontal
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Figure 2: Conﬁguration of the proposed dual-polarized MIMO SCM with an IoT device.

(HV), horizontal to vertical (VH), and horizontal to horizontal (HH) channels as shown in Figure 2.
The proposed dual-polarized MIMO SCM represents
BS with S transmit-antenna with S antennas (S/2∈N of
dual-polarized transmit-antennas) and IoT devices with U
antennas (U/2∈N of dual-polarized receive-antennas). Then,
(u,s)th dual-polarized MIMO channel component of nth
multipath at time t, Hu,s,n t can be expressed as
Pn σSF M
〠
M m=1

Hu,s,n t =

hVV

hVH

hHV

hHH

× exp βAoD

× exp βAoA × exp ψAoA

1

,

Table 1: Notations of the proposed dual-polarized MIMO SCM.
Notation
Pn

The lognormal shadow fading.

M

θv

The number of subpaths per path.
Absolute angle of departure (AoD) for the
mth subpath of the nth path at the BS with
respect to the BS broadside.
Absolute angle of arrival (AoA) for the mth
subpath of the nth pat at the BS with respect
to the BS broadside.
The BS antenna complex response for the V-pol.
Component.
The BS antenna complex response for the H-pol.
Component.
The antenna complex response for the V-pol.
Component of the IoT device.
The antenna complex response for the H-pol.
Component of the IoT device.
The random phase shift between V(H) of the
BS and V(H) component of the IoT device
for the mth subpath.
The magnitude of the velocity vector of the
IoT device.
The azimuth angle of the IoT device
velocity vector.

j

Square root of −1.

du

The distance from BS antenna element s from
the reference (s = 1) antenna element in meters.
For the reference antenna s = 1 where d 1 = 0

θn,m,AoD
θn,m,AoA

xBS,H θn,m,AoD

hVV = χBS,V θn,m,AoD
XPD
exp jΦnv,m,v
1 + XPD

xMS,V θn,m,AoA

χMS,V θn,m,AoA ,

xMS,H θn,m,AoA

hVH = χBS,H θn,m,AoD
1
exp jΦnv,m,h
1 + XPD

x,y
Φn,m

χMS,V θn,m,AoA ,

hHV = χBS,V θn,m,AoD
1
exp jΦnh,m,v
1 + XPD

χMS,H θn,m,AoA ,

hHH = χBS,H θn,m,AoD
XPD
exp jΦnh,m,h
1 + XPD
βAoD = j2πλ−1 d s cos θn,m,AoD
βAoA = j2πλ−1 cos θn,m,AoA
ψAoA = j2πλ

−1

v

2

χMS,H θn,m,AoA ,

,

The power of the nth path.

σSF

xBS,V θn,m,AoD

where

Description

,

v cos θn,m,AoA − θv

The notations are described in Table 1.

Aforementioned, the conventional 3GPP MIMO SCM
lacks the implementing depolarization eﬀect between dualpolarized transmit- and receive-antennas. Nevertheless, the
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Table 2: Simulation parameters.
Parameter
Cellular layout
Simulation scenarios
Sector radius
Carrier frequency
System bandwidth
Channel estimation
XPD
Height of BS
Height of the IoT device
Antenna spacing
BS transmit power
Signal detection algorithm of
the IoT device
Average speed of moving
IoT devices
Noise ﬁgure
Path loss

Assumption
Hexagonal grid, 19 sites,
and 3 sectors per site [15]
Urban macro with AS 8° [14]
350 m
1.9 GHz
10 MHz
Ideal
0 and 15 dB
35 m
1.5 m
0.5λ
43 dBm
MMSE
3 km/h
7 dB
COST 231 Hata model [16]

ﬁrst channel matrix of the proposed channel coeﬃcient (1)
represents separated channel propagations between dualpolarized transmit- and receive-antenna by co- and crosspolarizations; VV, HV, VH, and HH with cross-polarization
discrimination (XPD) power imbalance terms.
XPD represents the polarization directivity and the discrimination of the power imbalance between copolarization
and cross-polarization components at the dual-polarized
receive-antenna. Higher XPD value represents less power
leakages between vertically and horizontally polarized channels, and lower XPD value represents more power leakages
between vertically and horizontally polarized channels in a
dual-polarized receive-antenna. A dual-polarized receiveantenna at IoT device is assumed to receive signals from
any directions even IoT devices are randomly oriented.

6. Evaluation Method
6.1. TDD Operation. To achieve system-level simulation,
time division duplex (TDD) operation is assumed to exploit
channel reciprocity in order to simplify channel state information (CSI) estimation for downlink channel from uplink
channel. In this case, the training overhead lineally increases
as the number of total IoT devices while the number of
transmit-antenna can be extended as large as desired.
6.2. System-Level Simulation and Simulation Parameters. To
analyze the performance of the dual-polarized massive
MIMO system, both dual- and single-polarized massive
MIMO systems are evaluated by 3 sector-based system-level
simulation which is conducted from [15]. Also, both vertically and horizontally polarized antenna patterns are modeled with 3 dB beam width of 70° with maximum gain of
17 dBi for 3 sector macro cell scenario. Since the goal of this
paper is to analyze the performance between proposed dual-

and conventional single-polarized massive MIMO systems
for identical size of the transmit-array, assuming that there
is no performance degradation due to the battery conditions
of the IoT devices. The other important parameters are presented in Table 2.
6.3. Dual-Polarized Receive-Antenna with MMSE Receiver at
IoT Devices. As mentioned in Section 3.2, single-polarized
receive-antenna receives signal by only one direction which
leads to performance degradation by polarization mismatch.
However, minimum mean square error (MMSE) receiver
enables the IoT device to receive either one of the strongest
signals or two signals depending on signal-to-interferenceplus-noise ratio (SINR) calculated between two colocated
orthogonal receive-antennas since IoT devices are composed
of a dual-polarized receive-antenna. In other words, a dualpolarized transmit-antenna at BS is able to serve two orthogonal signals to either one IoT device or more than one IoT
devices simultaneously depending on the channel conditions
to maximize the performances.
6.4. MRT/Multiple IoT Device Selection Algorithm. In this
section, the detailed description of the multi-IoT device
selection algorithm is presented. It is assumed that the
BS simultaneously transmits data to the S IoT devices that
have been optimally selected among the K candidate IoT
devices The data symbols for the selected S IoT devices
are linearly precoded by maximum ratio transmission
(MRT), and transmit signal vector is generated as follows:
S

x = Fb = 〠 f k bk ,

3

k=1

where F = f 1 , f 2 ⋯ f S is the S × S precoding matrix where f k
is the S × 1 precoding vector for selected kth IoT devices
among selected S IoT devices. b = b1 , b2 ⋯ bS T is the S × 1
transmit symbol vector where bk is the transmit symbol for
the kth IoT device among the selected S IoT devices.
To mitigate the interference between vertically and horizontally polarized receive-antenna at an IoT device, an
MMSE receiver is employed based on perfect CSI. Then,
the achievable rate of the kth IoT device with an MMSE
receiver can be written as
M

H
H
C k = log2 1 + b∗k f H
I + 〠 Hk f l sl s∗l f H
k Hk
l Hk
l=1,l≠k

−1

H k f k bk ,

4
where Hk and I denote U × S dual-polarized MIMO channel
of the kth IoT device and S × S identity matrix, respectively.
The precoding vector for MRT to the kth IoT device is
denoted by f k obtained as
f k = Vk ,
SVD Hk = Uk Σk VH
k,

5

where SVD represents the singular value decomposition. Uk ,
Σk , and Vk represent S × S complex unitary matrix, S × U
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100

initialize Gopt = ∅ , Cmax = 0, a = 0
do
n = arg max 〠 log2 1 + γk
C=

〠

log2 1 + γk

k∈ n,Gopt

C > Cmax .
Gopt = Gopt , n
Rmax = R
a=1
end
while a = 1 and Gopt < Stx
if

Algorithm 1: Proposed IoT device selection algorithm.
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rectangular diagonal matrix, and U × U complex unitary
matrix of the kth IoT device, respectively.
To evaluate the throughput of the proposed massive
MIMO systems, the multiuser scheduling algorithm is proposed which serves multiple IoT devices simultaneously with
highest IoT-sum-rate by MRT precoding at BS. By MRT, the
signals are transmitted by the strongest eigenmodes at BS and
the received signals at an IoT device are combined by maximal ratio combining (MRC) technique. The proposed IoT
device selection algorithm is speciﬁed as follows.where O
denotes the universal set of IoTs. Stx , C, and C max represent
the number of transmit-antennas, throughput, and the maximum throughput of the kth IoT device, respectively.

7. Performance Evaluation
7.1. Simulation Scenarios and Level of XPD. To analyze the
performance of the proposed dual-polarized MIMO system,
three simulation scenarios are proposed: 32Tx dual-polarized
massive MIMO system, 32Tx single-polarized massive MIMO
system, and 8Tx single-polarized MIMO system. 32Tx singlepolarized massive MIMO system represents the identical size
of transmit-array of the proposed 32Tx dual-polarized
massive MIMO system. Further, 8Tx single-polarized MIMO
system represents the reference of conventional MIMO system to compare performance with proposed massive MIMO
systems. Moreover, IoT devices are assumed as one dualpolarized receive-antenna to receive signals by any directions.
To investigate the impact of XPD variations on the proposed simulation scenarios, XPD values of 0 and 15 dB are
implemented while the proposed dual-polarized MIMO
SCM consists XPD terms. XPD = 15 dB is presumed for high
level of XPD according to simulation result in [17].
7.2. Performance Analysis. In this subsection, simulation
results of the system-level simulation are carried out to
analyze the performance of the dual-polarized massive
MIMO system compared to single-polarized massive MIMO
systems. As mentioned in Subsection 6.4, the performances
of the proposed MIMO systems are evaluated by highest
sum-rate capacity from the multi-IoT scheduling.
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Figure 3: Comparison of the average throughputs.

Figure 3 represents the comparison of the average
throughputs between the dual- and single-polarized massive
MIMO systems as a function of the number of IoT devices
which represents the spectral eﬃciency. As shown in
Figure 3, a proposed 32Tx dual-polarized massive MIMO
continuously increases the throughput over 150 IoT devices
while a conventional 32Tx single-polarization massive MIMO
is impossible to increase the throughputs when more than 50
IoT devices are present in the sector. The performance of the
32Tx dual-polarized massive MIMO system has improved
by 16% to 92% for 20 to 150 IoT devices compared to a conventional 32Tx single-polarized massive MIMO system for
identical size of the transmit-array.
Furthermore, the average throughput of the dualpolarized massive MIMO for 0 dB is higher than that of the
15 dB because a dual-polarized receive-antenna prefers to
receive uncorrelated signals simultaneously instead of selecting one of the strongest signals between two transmitted
signals. In other words, completely uncorrelated received signals beneﬁt to increase average sum for the dual-polarized
massive MIMO system. Furthermore, the colocated two
orthogonal receive-antennas have beneﬁted from uncorrelated channels since less coupling and interferences are generated between two orthogonal receive-antennas. Moreover,
the dual-polarized massive MIMO system is insensitive to
XPD variations according to throughput gap between
XPD = 0 dB and XPD = 15 dB compared to the performance
of the single-polarized massive MIMO system.
On the other hand, the single-polarized massive MIMO
systems perform higher average throughput for XPD = 15 dB
since a higher level of XPD represents the higher directivity
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Figure 4: Five-percentile throughputs of the dual- and singlepolarized massive MIMO systems.

between transmit and receive antennas. Therefore, transmitantennas of single-polarized massive MIMO systems have
beneﬁted from high XPD since the coupling eﬀect and interference are not generated from colocated transmit-antenna.
Since XPD = 0 dB represents the general environment, it is a
disadvantage for the single-polarized massive MIMO system.
Further, a conventional 8Tx single-polarized MIMO system is impossible in increasing the performance as the number
of IoT devices increases, but the proposed 32Tx dual-polarized
massive MIMO system continuously increases the throughput
by a higher degree of freedom with the transmit and polarization diversity.
Figure 4 presents the ﬁve-percentile (or sector-edge)
throughput of the dual- and single-polarized massive MIMO
systems. These simulation results indicate that the proposed
dual-polarized massive MIMO improves the performance
compared to 32Tx single-polarized massive MIMO systems
by identical size of the transmit-array.
According to simulation results from Figures 3 and 4, the
performance of the dual-polarized massive MIMO system is
improved compared to the single-polarized massive MIMO
system for identical size of the transmit-array since two colocated polarized transmit-antennas aid to serve more IoT
devices via the polarization domain. Consequently, the
dual-polarized massive MIMO system beneﬁts from uncorrelated channel environment which is very useful at
XPD = 0 dB which represents the general environment.

8. Conclusion
In this paper, the performance between human-care IoT
devices and the massive MIMO system is analyzed while

massive MIMO system provides seamless communication
and big data processing especially for outdoor human-care
IoT devices. According to simulation results, the proposed
dual-polarized massive MIMO system has several advantages
such as reduction of transmit-array size and utilization of
polarization domain of the transmit-array. Simulation results
show that the performance of the dual-polarized massive
MIMO is improved for uncorrelated channel environment
for outdoor, XPD = 0 dB. Furthermore, the proposed dualpolarized massive MIMO system doubles the performance
compared to the conventional single-polarized massive
MIMO system via the identical size of the transmit-array
for a large number of IoT devices.
Thus, the proposed dual-polarized massive MIMO
system can be the solution to improve performances for
outdoor human-care IoT devices while dual-polarized massive MIMO systems enable in reducing the sizes of the
transmitters and receivers.
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This paper represents the clinical decision support system for video head impulse test (vHIT) based on fuzzy inference system. It
examines the eye and head movement recorded by the eye movement tracking device, calculates the vestibulo-ocular reﬂex (VOR)
gain, and applies fuzzy inference system to output the normality and artifact index of the test result. The position VOR gain and the
proportion of covert and overt catch-up saccades (CUS) within the dataset are used as the input of the inference system. In addition,
this system yields one more factor, the artifact index, which represents the current interference in the dataset. Data of ﬁfteen
vestibular neuritis patients and two of normal subjects were evaluated. The artifact index appears to be very high in the lesion
side of vestibular neuritis (VN) patients, indicating highly theoretical contradictions, which are low gain but without CUS, or
normal gain with the appearance of CUS. Both intact side and normal subject show high normality and low artifact index, even
though the intact side has slightly lower normality and higher artifact index. In conclusion, this is a robust system, which is the
ﬁrst one that takes gain and CUS into account, to output not only the normality of the vHIT dataset, but also the artifacts.

1. Introduction
The vestibulo-ocular reﬂex (VOR) is a dynamic vestibular
function, which helps humans to maintain balance and clear
vision during head rotations or translations. This reﬂex,
which depends on the vestibule, the acceleration detectors
of the inner ear, generates eye movements at short latency
(<15 ms) to compensate for head movement (rotations or
displacements—translations) [1]. The VOR gain, the compensation ratio of the eye movement to head movement,
accordingly, is the decisive factor to measure this dynamic
vestibular function. However, there are many systems, apart
from the semicircular canals, controlling eye movements
[1]. Voluntary saccadic, smooth pursuit, visual (optokinetic)
input, or cervical input, can all control eye movements, and
in order to test semicircular canal function speciﬁcally, the
contribution of these additional sources of control must be
excluded [2]. Fortunately, only the VOR reﬂexes appear in
high-frequency movement. Hence, in order to examine the

patient’s function at particularly high acceleration, the head
impulse test was ﬁrst described by Cremer et al. and Weber
et al. and became a specialized clinical assessment for VOR
function. This test examines the function of semicircular
canals in the inner ear at the high angular acceleration
(2000°/s2–4000°/s2) with the narrow angular extent of 5°–
15° [3–9]. In order to perform this test properly, scleral
search coil technique was innovated. However, this system
is bulky and not practical, especially in frontline healthcare.
That is the reason why it has recently been replaced by the
portable video head impulse test (vHIT) which enables
this test to examine all six semicircular canals in both ears
and detect the eye movements that are imperceptible to
the naked eye. However, the practical assessment for vHIT
still confronts with lots of artifacts; 72% had abnormal disruptive saccades, 44% had at least one artifact, and 42% were
uninterpretable. These might come from the recording
device (goggle slippage, improper pupil tracking algorithm,
etc.), from the patient cases (eye disorders, kids, etc.), and
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Figure 1: System block diagram. After loading the data ﬁle (.csv), the head impulse and eye response are ﬁrst smoothed, then used for
detecting parameters. Those include onset, minimum and maximum values, signiﬁcant peaks, and catch-up saccades (CUS). If the CUS
appears before the head impulse end, it is labeled as covert CUS, and the gain is calculated via desaccaded position gain algorithm.
Otherwise, it can be a normal response, or contains overt CUS, which can be separated due to the number and time of signiﬁcant
peaks. After all, the gain and CUS proportion is calculated and inputted to fuzzy inference system to obtain normality and artifact index.
∗
Artifact handling included smoothing ﬁlter, peaks (#, amplitude, and times), and gain. ∗∗ Artifact index is theoretically contradicting such
as low gain but no CUS, or gain within normal range but still have CUS.

the examining environment (lighting). As a result, expert
assessment and interpretation of vHIT results are still
required [10]. To overcome this drawback, this research
proposes a clinical decision support system specialized in
interpretation of video head impulse test’s examination
result using fuzzy logic. A clinical decision support system
is a health information technology system that is designed to
provide physicians and other health professionals with clinical decision support, that is, assistance with clinical decisionmaking tasks [11, 12]. Furthermore, fuzzy logic was applied
in this research due to its compliance with the partial truth,
in which the true value might range between fully truthful
or false. Instead of deﬁning one speciﬁc value into a bivalent
if-then condition, a membership function for each subrange
of each variable was employed, which describes how much
one value partially belongs to one subrange. As a result,
the fuzzy set extends the classical set, extending the fuzzy
inference system to multivalued logic and the conventional
if-then condition to linguistic variables, making it close to
the natural languages and human reasoning. That is the
reason why we applied the fuzzy logic theory into clinical
decision support system, which can resemble the clinical
experts in vHIT assessment.
Two important factors in vHIT are the normality and the
artifact of the dataset. The normality is deﬁned based on the
VOR gain and catch-up saccades (CUS) presented in that
dataset. The VOR gain and CUS of the impulse, however,
are feeble toward artifacts so it is sometimes not reliable
enough to determine the VOR purely based on the VOR gain
and the appearance of CUS, especially without reviewing
individual impulses because one noisy impulse can lead to
wrongly detect the CUS in the whole set. Hence, this system
combines both VOR gain and the proportion of CUS to yield
the normality and the artifact index using one knowledgebased clinical decision support system. This system is an
upgraded version for the previous fuzzy logic-based recommendation system [13]. In [13], two types of normality were
employed based on gain and/or covert CUS and obtained by

the two inference systems. The ﬁrst system uses only gain as
an input, whereas the second one uses both gain and covert
CUS appearance. This system, however, is naïve to the
artifact and implements only covert CUS appearance which
is not enough to deﬁne the normality of the dataset. In our
new system, the inputs were updated to the proportion of
both covert and overt CUS and VOR gain. Furthermore, it
outputs the artifact index, which represents how conﬂicting
it is theoretically. The new fuzzy inference system’s block
diagram is shown in Figure 1.

2. Methods
2.1. Catch-Up Saccade Detection. During the head impulse
test, if VOR eye movements fail to keep the eyes on target,
the diﬀerence between the head and eye positions triggers
some adaptive motor responses, providing additional eye
compensatory pursuit of eye to head movement, so-called
CUS. These corrective saccadic movements might occur after
head impulses, resulting in overt catch-up saccades, which
are visible and can be detected by an experienced examiner
during the bedside test without any additional equipment.
If the position diﬀerence between the head and eye is predicted early enough, resulting in the short saccadic latency,
catch-up saccades can happen during head impulses, become
invisible to the clinician’s naked eye, resulting in covert
catch-up saccades. These kinds of eye movements are practically impossible to detect without specialized equipment and
are not likely to reposition the eyes exactly on the target when
the head impulses are unpredictable. The latency of catch-up
saccades (100 ms) is considerably more than the latency of
VOR eye movements (15 ms) because of the cortical
involvement [1]. The CUS was statistically found with three
conditions of reﬁxation saccades occurred frequently in cases
with abnormal hVOR: isolated covert saccades (13.7%), isolated overt saccades (34.3%), and the combination of overt
and covert saccades (52.0%) [14]. Another motor response,
which appears in vHIT eye velocity, is spontaneous
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nystagmus. This is a rapid involuntary movement of the eyes
and is mainly caused by a central lesion [15]. In this study, a
spontaneous nystagmus was ignored and grouped with overt
catch-up saccades for further examination.
One problem is that the covert CUS occurs during the
head impulse. Consequently, it strongly inﬂuences on the
gain calculation.
In this research, one catch-up saccade is categorized into
covert set if its peak occurs from head peak until the zero
crossing of head movement. On the other hand, overt catchup saccades appear after the head impulse. So, if the saccades’
peak is detected after zero crossing of the head movement,
but not later than 450 ms after the head movement onset,
that peak is deﬁned as overt catch-up saccade. The peaks
that appear later than 450 ms, however, are neglected.
2.2. VOR Gain Calculation. The VOR gain represents the
compensation of the eye movement to the head movement.
Cremer et al. have reported that unilateral vestibular lesions
result in a permanent reduction in the VOR gain during sudden head thrusts toward the side of the lesion [3]. In normal
cases, the VOR gain is close to one, then gradually decreases
when the head velocity peak is higher than 200°/s. In unilateral vestibular deﬁcit cases, the VOR gain is signiﬁcantly
below one for head impulses toward the side of lesion and
declines rapidly with increasing head velocity. In the intact
side, the VOR gain is similar but not as much as in the lesion
side. In bilateral vestibular deﬁcit, the VOR gain toward both
sides is signiﬁcantly less than one [6].
The VOR gain calculated based on the head and eye
movements can be deﬁned based on velocity, acceleration,
or position. At ﬁrst, velocity VOR gain is widely used and calculated by several approaches. As in [6], horizontal velocity
VOR gain was calculated as the ratio of mean eye velocity
over mean head velocity during a 40 msec window centered
at the peak head acceleration. Or else, velocity VOR gain in
[16] was calculated for each subject by dividing the length
of the total eye velocity vector (eye speed) by the length of
the head velocity vector (head speed). The disadvantage of
the device that uses velocity VOR gain as patient output is
that it requires a lot of careful calibration. Moreover, the
recorded velocity is easier to be aﬀected by noise (from
device, clinician, and subject) as compared to position VOR
gain [17]. Consequently, the position VOR gain is used in
this research. Its mechanism is that ﬁrstly the head movement is the head velocity cumulated from the head onset
until the next zero crossing of head velocity trace. Then, the
eye movement is the eye velocity cumulated from the eye
onset until the next zero crossing of the eye velocity trace.
Finally, the VOR gain is the ratio of the eye movement to
the head movement. This calculation is diﬀerent from ICS
device, which uses the frame of calculating gain between
the head onset until its zero crossing [6]. This might be
unstable due to the eye response’s timing, which is theoretically 15 ms after the head movement [1]. In our dataset, the
eye response might occur earlier or has bigger latency.
In addition, the position VOR gain calculation was optimized by removing covert CUS, because this type of CUS
strongly inﬂuences on gain calculation. This method is called
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desaccaded position gain [7]. In this study, after a covert CUS
is detected, a line drawn from the valley of covert CUS to the
next zero crossing of eye movement is used to remove the
covert CUS. Afterwards, the position VOR gain is calculated
as mentioned above.
2.3. Artifact Handling
2.3.1. Smoothing Filter. The velocity traces of both the head
and eye contain small ripples, which possibly inﬂuence on
the gain calculation and saccade detection. Hence, a smoothing ﬁlter is recommended. We choose Savitzky-Golay
smoothing ﬁlter (SGF), a digital ﬁlter which minimizes the
least squares error in ﬁtting a low-degree polynomial to partial windows of a noisy data. Furthermore, it performs better
than standard averaging ﬁnite impulse response ﬁlters,
because the velocity traces do not contain frequent noise,
but white noise. The disadvantage of SGF is that it is less successful than the conventional one at rejecting noise. However, in our application, signal preservation has prior
consideration. In this research, SGF with the third order
and window size of 13 was found as an optima parameter
for head velocity trace [18].
2.3.2. vHIT’s Artifact. One problem that might appear is that
the plot will look extremely noisy if there are so many
impulses, or one noisy impulse contains more than three
high-eye velocity peaks. This could lead to the clinician confusion with the CUS, resulting in wrong detection. Then the
proportion should be taken into account.
As the counting method, the combination of gain and
proportion of catch-up saccades contains two cases contradicting with the theory when assessing the vHIT dataset.
One is the response’s gain is within normal or high range,
but there is CUS. This might be the goggle slippage and so
on. The second one is the patient has low gain but no CUS.
This has an unknown reason.
The fuzzy inference system does come with an output of
abnormality, in which can be deﬁned into two indices:
known reason and unknown reason.
2.4. Patients. Eight diﬀerent types of vHIT’s artifacts:
phase shift, inappropriately high gain, pseudo-saccades,
multiple VOR peaks, excessive post-HIT bounce, eye moves
opposite the expected slow phase VOR direction, trace
oscillations (noisy baseline), and unclassiﬁable artifacts
(i.e., multiple diﬀerent artifact morphologies or unrecognizable morphologies that were clearly nonphysiologic). These
artifacts might come from patient factor, human error, detection algorithm, or unknown artifacts [10]. With an assumption, the normality of the response will decrease with the
increase of the proportion.
The datasets of ﬁfteen vestibular neuritis (VN) subjects
and two normal controls were used to evaluate this system.
All ﬁfteen patients had acute unilateral vestibular neuritis
diagnosed from clinical symptoms and a vestibular function
test (mean 46 years, age range 22–69, and one female). The
ﬁrst twelve VN subjects have vestibular deﬁcit on the left side;
the last three have on the right side.
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ConvertCS (2)
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System RecommendationcS3: 3 inputs, 2 outputs, and 15 rules

Figure 2: Fuzzy inference system with three inputs: covert CUS proportion, overt CUS proportion, and gain; two outputs, normality and
artifact. This system has a rule set of 15 weighted rules, which are built based on personal knowledge.

2.5. Fuzzy Logic Inference System. Fuzzy logic is an extension
of Boolean logic based on the mathematical theory of fuzzy
sets. By introducing fuzziness, called the membership function, thus enabling a conditional state other than just true
or false, fuzzy logic provides valuable and ﬂexible reasoning,
which makes it possible to take into account inaccuracies and
uncertainties. One advantage of using fuzzy logic to formalize
human reasoning is that its rules are set in natural language.
That is why fuzzy logic is applicable for constructing a
human-readable collaborative recommendation application
[19, 20]. In the conventional Boolean logic, for instance, a
gain of 0.6 is categorized into abnormal set, but it is not truly
deﬁcient in deﬁning the gain. On the other way, the fuzzy set
gives a degree of truth for that exact value, for example, 0.6 is
abnormal, but 0.4 is normal.
Fuzzy inference is a method that interprets the values in
the input vector and, based on some set of rules, assigns
values to the output vector. Fuzzy inference system helps to
bring out the input-output mapping using fuzzy logic. In
order to do so, its structure consists of three main parts:
membership function, logical operation, and if-then rules.
The structure of fuzzy inference system consists of ﬁve parts:
fuzziﬁcation of the input variables, application of the fuzzy
operator (AND or OR) in the antecedent, implication from
the antecedent to the consequent, aggregation of the consequents across the rules, and ﬁnally defuzziﬁcation. All of
these steps will be described below [21, 22].
In this CDSS, we have ﬁve membership functions: three
inputs (CovertCS, OvertCS, and Gain) and two outputs
(ResNormality, Artifact) as shown in Figure 2. Velocity VOR
gain was used in this reference system with the normal range:
0.8–1.2. The normal range of position VOR gain in this inference system is 0.8-1.2, which is higher than that of velocity

VOR gain. This is because position VOR gain contains variance due to the ﬂuctuation during the whole period of head
impulse. Overt CUS is detected as the CUS after the head stop,
but not later than 550 ms. Covert CUS is the CUS occurring
during the head impulse. Both the CUS proportions were partially deﬁned by Z-shaped membership function as in 1 (LowProportion; 0.1, 0.9) and S-shaped membership function as in
2 (HighProportion; 0.1, 0.9), as shown in Figure 3(a). The gain
membership function is partially divided into three π-shaped
functions deﬁned by 3: (LowGain; 0, 0, 0, and 0.8), (NormalGain; 0, 0.8, 1, and 1.5), and (HighGain; 1, 1.5, 2, and 2), as
shown in Figure 3(b). The membership functions for normality (ResNormality) have two π-shaped functions (AbnormalRes; 0, 0, 0.25, and 0.75) and (NormalRes; 0.25, 0.75, and
1, 1), as shown in Figure 3(c). The membership functions for
artifact index (artifact) was deﬁned by two π-shaped functions
(LowArtifact; 0, 0, 0.25, and 0.75) and (HighArtifact; 0.25,
0.75, and 1, 1) as shown in Figure 3(d). Consequently, once
the crisp input is presented, it will be fuzziﬁcated into a set
of values for each of its membership functions.
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Figure 3: Membership function for each input and output.
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After the membership function was speciﬁed, the set of
15 if-then rules for three inputs and two outputs was independently deﬁned as shown in Figure 4. These rule sets
represent the relationship among each input and output

using linguistic values of each parameter. The antecedent,
if statement of inputs, combines the value set of input which
was obtained from membership function using fuzzy operator. In this CDSS, we use AND operator. Afterwards, these
results will be implicated using the rule’s weight. The implication method in this research is min operator. Then the result
is summed up, so-called the aggregation, and ﬁnally, the outputs are defuzziﬁed into speciﬁed value. Based on diﬀerent
implication relations, diﬀerent outputs were derived. In this
research, we used Mamdani-type inference system because
of its intuitiveness as human input and its wide acceptance.
The input-output mapping was represented in Figure 5.
Finally, yet importantly, the membership function, rule
set, and rule’s weight were intuitively deﬁned based on clinical assessment and under supervision of the experts. Moreover, with suﬃcient data, this system can be converted to
Sugeno-type fuzzy inference, which can be upgraded to the
adaptive neural inference system in order to implicitly learn
from the database.

3. Results
3.1. Fuzzy Inference System. The new application consists
of two recommendation applications. In the previous systems, the fuzzy inference system was used to convert position gain and appearance of covert catch-up saccades
(from experiment 1) into the eﬃciency of the subject’s vestibule function, which is more signiﬁcant to the application
user. In contrast, in the new system, these two applications
are a Mamdani type, where the implementation method is
minimum, the aggregate method is maximum, and defuzziﬁcation is the minimum of the maximum. The ﬁrst is Recommendation 1, one input for which is position gain. The
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1. If (CovertCS is LowProportion) and (OvertCS is LowProportion) and (Gain is LowGain) then (ResNormality is NormalRes)(Artifact is LowArtifact) (0.2)
2. If (CovertCS is LowProportion) and (OvertCSis HighProportion) and (Gain is LowGain) then (ResNormality is AbnormalRes)(Artifact is LowArtifact) (1)
3. If (CovertCS is HighProportion) and (OvertCS is LowProportion) and (Gain is LowGain) then (ResNormality is AbnormalRes)(Artifact is LowArtifact) (1)
4. If (CovertCS is HighProportion) and (OvertCS is HighProportion) and (Gain is LowGain) then (ResNormality is AbnormalRes)(Artifact is LowArtifact) (1)
5. If (CovertCS is LowProportion) and (OvertCS is LowProportion) and (Gain is NormalGain) then (ResNormality is NormalRes)(Artifact is LowArtifact) (1)
6. If (CovertCS is LowProportion) and (OvertCS is HighProportion) and (Gain is NormalGain) then (ResNormality is AbnormalRes)(Artifact is HighArtifact) (0.8)
7. If (CovertCS is HighProportion) and (OvertCS is LowProportion) and (Gain is NormalGain) then (ResNormality is AbnormalRes)(Artifact is HighArtifact) (0.5)
8. If (CovertCS is HighProportion) and (OvertCS is HighProportion) and (Gain is NormalGain) then (ResNormality is AbnormalRes)(Artifact is HighArtifact) (0.7)
9. If (CovertCS is LowProportion) and (OvertCS is LowProportion) and (Gain is HighGain) then (ResNormality is NormalRes)(Artifact is HighArtifact) (0.7)
10. If (CovertCS is LowProportion) and (OvertCS is HighProportion) and (Gain is HighGain) then (ResNormality is AbnormalRes)(Artifact is HighArtifact) (0.7)
11. If (CovertCS is HighProportion) and (OvertCS is LowProportion) and (Gain is HighGain) then (ResNormality is AbnormalRes)(Artifact is HighArtifact) (0.7)
12.If (CovertCS is HighProportion) and (OvertCS is HighProportion) and (Gain is HighGain) then (ResNormality is AbnormalRes)(Artifact is HighArtifact) (1)
13. If (CovertCS is LowProportion) and (OvertCS is HighProportion) and (Gain is NormalGain) then (ResNormality is NormalRes)(Artifact is HighArtifact) (0.5)
14. If (CovertCS is LowProportion) and (OvertCS is LowProportion) and (Gain is LowGain) then (ResNormality is AbnormalRes)(Artifact is LowArtifact) (0.2)
15. If (CovertCS is HighProportion) and (OvertCS is LowProportion) and (Gain is NormalGain) then (ResNormality is NormalRes)(Artifact is HighArtifact) (0.5)

Figure 4: Rule list.
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Figure 5: Membership function for each input and output. (a) Covert and overt CUS proportion. (b) Gain, (c) normality, (d) artifact.

second is Recommendation 2, with two inputs: position gain
and appearance of covert CUS. The purpose of the design for
the Recommendation 1 application is to reduce the confusion
of variety in VOR gain. The second recommendation, Recommendation 2, will give the clinician a diﬀerent output after
combining CUS occurrence and position gain. Recommendation 2 requires one more input of covert CUS detection.
The obtained normality, however, just somehow represents
the eﬀect of covert CUS on the diagnostic decision. Consequently, the new system was built to overcome the drawback

Table 1: System evaluation with the data of two controls and both
sides.
Number
Normal1_L
Normal1_R
Normal2_L
Normal2_R

Covert CUS Overt CUS Gain Normality
0.00
0.19
0.00
0.18

0.00
0.05
0.00
0.05

1.23
1.10
1.07
1.14

0.92
0.96
0.99
0.94

AI
0.36
0.10
0.04
0.16
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Table 2: System evaluation with the data of 15 VN subjects.

Side number
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

Covert CUS
0.63
0.19
0.73
0.33
0.31
0.39
0.74
0.86
1.00
0.32
0.40
0.50
0.04
0.95
0.08
Mean

Lesion
Overt CUS
Gain
1.00
0.56
0.00
1.00
0.47
0.57
1.00
0.96
0.52
1.00
1.00
0.92
0.15
0.05
0.50

Normality

AI

Covert CUS

0.19
0.45
0.53
0.34
0.63
0.50
0.13
0.08
0.32
0.23
0.35
0.30
0.56
0.50
0.63
0.38

0.62
0.49
0.82
0.81
0.53
0.70
0.54
0.78
0.89
0.47
0.92
0.90
0.14
0.93
0.55
0.67

0.36
0.40
0.09
0.00
0.55
0.55
0.41
0.27
0.42
0.45
0.00
0.20
0.09
0.61
0.11

0.48
0.45
0.72
0.58
0.84
0.95
0.45
0.59
1.04
0.37
0.92
1.05
0.17
0.92
0.82

1.00
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Figure 6: Artifact index versus normality in lesion side and intact
side of 15 VN subjects.

of the previous system, using new inputs and new membership function, and produces one more factor of artifact index.
The membership functions were built for three inputs: gain,
proportion of covert catch-up saccades, and proportion of
overt catch-up saccade as shown in Figure 5.
3.2. System Evaluation. Table 1 shows the evaluations from
the dataset of two controls with both sides, and Table 2 shows
the evaluation’s result from the dataset of 15 VN subjects. In
VN patient’s population, in the lesion side, the normality is
0.38 ± 0.17, with the artifact index of 0.67 ± 0.21, for the intact
side, the normality is 0.81 ± 0.29, with the artifact index of
0.29 ± 0.24; whereas for normal subjects, the normality is
0.95 ± 0.03, with the artifact index of 0.16 ± 0.34. The linear
relation of artifact index and normality in VN population
was plotted in Figure 6. This relationship is more random
on the lesion side, whereas it is more linear on the intact side.

Intact
Overt CUS
Gain
0.39
0.27
0.00
0.09
0.21
0.18
0.15
0.09
0.03
0.21
0.00
0.20
0.13
0.10
0.28

1.19
0.53
0.68
0.95
0.93
1.08
0.72
0.98
1.22
0.63
1.09
1.07
0.74
0.96
1.02

Normality

AI

0.65
0.68
0.98
1.00
0.64
0.64
0.79
0.93
0.73
0.70
0.98
0.93
0.99
0.60
0.90
0.81

0.53
0.34
0.01
0.00
0.59
0.59
0.32
0.11
0.51
0.40
0.05
0.11
0.01
0.70
0.15
0.29

The artifact index appears to be very high in the lesion
side of VN patients, indicating highly theoretical contradictions, which are low gain but without CUS, or normal gain
with the appearance of CUS. Both intact sides and normal
subject show high normality and low artifact index, even
though the intact side has slightly lower normality and higher
artifact index. The ﬁfth and ﬁfteenth subjects’ lesion side
reponses both have the highest normality of 0.63 among
the lesion side’s data, with relatively low artifact indices of
0.53 and 0.55, correspondingly. These results might indicate
the lower severe condition compared to others, because of
the high normality and low artifact index.
In addition, this program also gives out the optima point
table, which could help the examiner review the maxima and
minima point in the dataset with the number of optima
points, their timing, and amplitude. The one with diﬀerent
value from the group could be the inference to gain calculation, hence should be removed.

4. Discussion
The software was built with a friendly graphical user interface
(GUI), including plot, descriptive statistics for head and eye
onset and zero crossing, gain, CUS timing and amplitude,
and so on. In addition, it gave out an interface with the statistics of gain and CUS, plot of normal, covert and overt CUScontained impulses, and normality and artifact. The whole
GUI is mentioned in Figures 7–9. Normality represents the
response’s status by combining CUS proportion and gain
using fuzzy inference system. The artifact index is an output
from the fuzzy inference system, in which the impulse is contradicting with theory, that is, low gain but no CUS, or gain
above 0.8 but still have CUS(s). The artifact index seems to
be associated with the pattern of the whole dataset, which
cannot be removed manually, and the clinician should
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Figure 7: Main GUI of one side of one subject. The user can load the subject data on each side using “Load,” “Left,” and “Right” buttons. In
this ﬁgure, the user can also ﬁnd the metadata of the examination such as the subject’s name, test date, and test type. In addition, the small plot
is representing the head impulse, while the large one is representing the corresponding eye response.

Figure 8: Statistical table of 14 parameters of one subject’s left side. These parameters include head velocity peak’s amplitude and time, eye
response peak’s value and time, peak gain (the ratio of eye response’s peak to velocity impulse’s peak), peak delay (delay of eye response’s peak
to head impulse’s peaks), velocity VOR gain, position VOR gain, CCS amplitude and time, OCS amplitude and time, and rebound peak’s
amplitude and time. This ﬁgure also contains the optimal value table of all the signiﬁcant minimum and maximum in the dataset. In
addition, one descriptive table of status, which indicates that the response is normal, or contains catch-up saccade, is included. The user
can note down statement and save for later use.
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Figure 9: Normality and artifact index of the eye responses. This ﬁgure is evoked by clicking on the “Normality Check” button in the ﬁgure
mentioned in Figure 8. In this ﬁgure, the user can ﬁnd the normality, statistical analysis of gain, and catch-up saccades. This ﬁgure also
includes four plots of total impulses, normal impulses only, impulses with CCS, and impulses with OCS.

reperform the test or adjust the normality of the dataset due
to his/her own knowledge.
This is a robust system, which is the ﬁrst one takes gain
and CUS into account, to output not only the normality of
the vHIT dataset, but also the artifacts. For future work,
this system could be developed to work with any type of ﬁle
output until it can get the head and eye movements with
the right window. The current code works with ICS device
only. We will provide the code as an open source. Furthermore, with suﬃcient data, this system can be highly developed with adaptive neural-network fuzzy inference system,
for both normality and artifact. In addition, with clear
understanding of the clustering of saccadic pattern as an
input, this system can be developed further to apply in vestibular rehabilitation.

the dataset and give her/his own opinion of the test. Therefore, the severe level is based on the normality and artifact.
The recommended check protocol is ﬁrstly check for the
artifact and the saccadic pattern, then evaluate and adjust
the normality.

5. Conclusions
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Generally, operating only a single host on a single server results in hardware underutilization. Thus, hypervisors (e.g., Xen) have
been developed to allow several hosts to operate on a single server. The Xen hypervisor provides processor schedulers (e.g.,
Credit and Credit2 schedulers) to assign processors to each host. The Credit2 scheduler provides work assurance to the domain
relative to latency and it evenly assigns processors to each domain. In addition, the Credit2 scheduler can assign a weight value
to each host. A greater host weight value allows processors to be assigned to a host for longer periods. However, the Credit2
scheduler shows poorer performance than the basic Credit scheduler, which utilizes idle processors. In this paper, we propose
the Mcredit2 scheduler, which improves the Credit2 scheduler. The Credit2 scheduler takes no action when the load on a
speciﬁc domain causes increased processor usage. The proposed Mcredit2 scheduler allows a domain to quickly process loads by
temporarily assigning a greater weight value to a host with high processor usage. In addition, we introduce a processor
monitoring tool that visualizes the processor usage.

1. Introduction
In recent years, with the signiﬁcant advances in computer
and communication technologies, which are new big leaps
in the digital world, a term called “Internet of Things”
(IoT) made its appearance [1]. Only in 2011 did the number
of interconnected devices on the planet overtake the actual
number of people, and it is expected to reach 24 billion
devices by 2020 [2]. In such an environment, IoT servers
are required to eﬃciently process large-scale data collected
from those devices. Generally, using only a single host on a
high-availability server can result in underutilized hardware.
Table 1 shows the hardware performance of an IBM server
[3]. To minimize hardware underutilization, hardware virtualization techniques [4, 5] have been studied. Server virtualization [6, 7] techniques allow several hosts to operate on a
single server. The use of hypervisors [8, 9] to support server
virtualization and reduce hardware underutilization has also
been studied. Currently, hypervisors, such as KVM [10] and
Xen [11], have gained popularity.

With Xen, the host is called the domain, and Xen requires
a scheduler to assign processors to each domain. The scheduler allocates a physical processor to the virtual processors of
each domain to perform operations.
Borrowed Virtual Time, Atropos, and Round Robin
schedulers [12] were used in early versions of Xen. Currently,
Xen 4.5.0 supports the Simple Earliest Deadline First (SEDF)
[13], Credit [14], Credit2 [15], Real-time Deferrable Server
[16], and Avionics Application Standard Software Interface
[17] schedulers. The Credit scheduler is commonly used
among these schedulers.
The Xen hypervisor adopts the Credit2 scheduler beginning with Version 4.6 [17]. The Credit2 scheduler can assign
a weight value to each domain. The higher the weight value,
the longer the time for which processors can be assigned. In
this paper, we introduce the Mcredit2 scheduler as an
improvement to the Credit2 scheduler. The Mcredit2 scheduler temporarily allocates a greater weight value to a domain
having higher processor utilization. This allows domains that
suddenly require many processors (e.g., web servers) to
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Table 1: System x3950 X6 speciﬁcations [18].

Processor
Memory
Memory maximums
Memory protection

Up to eight Intel Xeon E7-8800 v2 processors, each in a compute book. Each processor has 15 cores (up to 2.8 GHz),
12 cores (up to 2.6 GHz), 10 cores (up to 2.2 GHz), eight cores (up to 2.0 GHz), or six cores (up to 3.4 GHz). There are
three QPI links (up to 8.0 GTps each). Up to 1600 MHz memory speed. Up to 37.5 MB L3 cache. Intel C602J chipset.
Up to 192 DIMM sockets (24 DIMMs per processor, installed in the compute book). RDIMMs and load-reduced
DIMMs are supported, but memory types cannot be intermixed. Memory speed up to 1600 MHz.
With RDIMMs: up to 3 TB with 192 × 16 GB RDIMMs and eight processors.
With LRDIMMs: up to 12 TB with 192 × 64 GB LRDIMMs and eight processors.
ECC, Chipkill, RBS, memory mirroring, and memory rank sparing.

Figure 1: SEDF scheduler CPU allocation.

operate more ﬂexibly. In this paper, we extend our previous
work [19] and present more experimental results and intensive analysis that were not reported in the previous work.
The server administrator can allocate domain resources
by checking whether the current CPU usage per domain is
high. It can also check the average CPU usage in the domain
for a certain unit time. The Xen hypervisor provides a monitoring tool such as xentop [20] that shows information about
the Xen system in real time. However, with xentop, only the
usage time of the current CPU is indicated with text, creating
diﬃculties for a server administrator. In this paper, we propose a virtual processor monitoring tool called Mcredit2
that visually displays the CPU usage for each domain and
shows the CPU usage time, usage percentage, and average
usage time.
The remainder of this paper is organized as follows. In
Section 2, the basic Xen hypervisor scheduler is described.
In Section 3, the proposed scheduler and monitoring tool
implementation are described. In Section 4, scheduler performance is evaluated based on the implementation results.
Finally, the paper is concluded in Section 5.

2. Backgrounds
Here, the SEDF, Credit, and Credit2 schedulers are described
to facilitate a comparison with the Mcredit2 scheduler.
2.1. SEDF Scheduler. The SEDF scheduler employs a realtime scheduling method [21], that is, the scheduler assigns
higher priority to the process having the earliest deadline.

Each domain has a period parameter and a slice parameter. Each domain is executed for nanoseconds of the slice
parameter value and every nanosecond of the period parameter value. These parameters are used to determine the
domain having the earliest deadline.
For example, the assumed domains 1, 2, and 3 have
period and slice parameters of 25 and 5, 10 and 2, and 10
and 5, respectively. Domains 2 and 3 have the shortest
deadlines, that is, a period parameter of 10. Here, domain
2 will be executed within 5 ms and domain 3 will wait for
8 ms. Therefore, domain 3 is scheduled ﬁrst. Domain 2’s
deadline becomes shorter than that of domain 3 after
scheduling. After domains 2 and 3 are scheduled for
20 ms, domain 1 is scheduled for 5 ms. Figure 1 shows a
diagram of this scheduling process. In Figure 1, the horizontal axis shows the elapsed time and the background
color changes depending on the period parameter. The
increase of the value reﬂects scheduling.
2.2. Credit Scheduler. Currently, the Credit scheduler [22] is
the basic Xen scheduler. The Credit scheduler allocates
symbolic money called credit to domains. Each domain
pays credits to use processors. The Credit scheduler ensures
that all work is processed. Even if all credits assigned to a
domain are used, additional processors can be utilized if
there are idle processors.
With the Credit scheduler, each domain has a weight
value parameter and a capacity parameter. The weight value
determines when a domain can use processors. Credits are
assigned to a domain in proportion to the weight value. For
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example, if domain 1 has a weight value of 512 and domain 2
has a weight value of 256, twice the number of credits are
assigned to domain 1. As a result, domain 1 processors can
be used for twice as long as domain 2 processors. The default
weight value is 256, the minimum is 1, and the maximum is
65,535. The capacity parameter determines the upper limit
of the processors to be used in the domain. A capacity value
of zero means that there is no upper limit. The upper limit of
one processor increases each time the capacity is increased by
100. The processor utilization cannot be over capacity, even
with idle processors.
The basic Credit scheduler algorithm is as follows.
Credits are assigned to all domains every 30 ms relative to
the weight value. The virtual processors using processors
pay credits every 10 ms. With the Credit scheduler, virtual
domain processors are assigned BOOST, UNDER, OVER,
and IDLE states. Processors in the BOOST state are given
the highest priority, followed by UNDER, OVER, and IDLE
states. The processor enters the BOOST state when an idle
virtual processor attempts to process a task. A virtual processor enters the UNDER state when using a physical processor.
The processor enters the UNDER state when the virtual processors have remaining credits. The processor enters the
OVER state when the virtual processors do not have any
credits. When a virtual processor is not in use, it enters the
IDLE state. The state of the virtual processors determines
the priority queue assigned to each according to priority.
The Credit scheduler has limitations. For example, it
saves remaining credits and uses them for subsequent processing tasks. If the credits of a given domain are greater than
a certain value, that domain becomes inactive and the unused
credits are discarded. If the domain is executing multimedia,
processors remain idle much of the time, because they are
only required when decoding multimedia. The domain’s virtual processors enter the BOOST state and are positioned at
the top of the priority queue when decoding. After decoding,
they enter the UNDER state and compete with other virtual
processors. These processors rank far below other processors
in priority and are decoded erratically, because the domain
state is changed to inactive and saved credits are discarded.
As a result, multimedia playback may be terminated.
2.3. Credit2 Scheduler. The Credit2 scheduler [11] is intended
to address the weaknesses of the Credit scheduler. Like the
Credit scheduler, the Credit2 scheduler provides credits to
domains to use processors, and each domain must pay
credits to use the processors. The Credit2 scheduling algorithm diﬀers from that of the Credit scheduler.
The Credit2 scheduler algorithm is described as follows.
The same credits are assigned to all domains and virtual processors pay credits when using a processor. In this case, the
amount of credits paid by virtual processors varies with the
weight value of the domain, even if processors are used for
the same amount of time. A greater domain weight value
results in lower credit costs. Concurrently, the credits to be
paid increase in proportion to the greatest domain weight
value. For the domain with the greatest weight value, processors can be used for 10 ms and all credits are used. Regarding
the priority assigned to each virtual processor, the more
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credits remaining, the higher the priority becomes. When a
speciﬁc virtual processor uses all its credits, the credit value
of all virtual processors will be initialized.
Another diﬀerence between the Credit2 and Credit
schedulers is how virtual processors are prioritized in the
queue. The Credit scheduler has one priority queue per processor, and one processor schedules several virtual processors. With the Credit2 scheduler, there is one priority
queue for each set of processors.
2.4. Xentop. Xen provides a monitoring tool called xentop
[20] that operates as shown in Figure 2.
It is diﬃcult to check the amount of usage of virtual
processors in real time because xentop reﬂects only their
execution time. Improved monitoring tools are required for
an administrator to check the usage amount of the virtual
processors for each domain.

3. Proposed Techniques
In this section, we describe the Mcredit2 scheduler and the
implementation of the virtual processor monitoring tools.
3.1. Mcredit2 Scheduler. The Mcredit2 scheduler dynamically
changes the weight value depending on the given situation. In
contrast, the weight value is only changed by an administrator with the Credit2 scheduler. With the Mcredit2 scheduler,
for an insuﬃcient number of credits, the initialization of
credits for all processors is executed when virtual processors
attempt to use physical processors. At this time, a variable is
assigned to the domain that has virtual processors with insufﬁcient credits to increase the variable. At ﬁxed intervals, the
weight value of the domain with the greatest variable is
increased. This weight value increases during the BOOST
state. If the number of processors for a speciﬁc domain
increases, the virtual processors in that domain will not have
suﬃcient credits and the initialization of credits increases.
Therefore, the domain can perform the given job with an
increased weight value.
Figure 3 shows the structures used in the Mcredit2 scheduler, such as the mcsched_runqueue_data, mcsched_dom,
and mcsched_vcpu structures. Here, runq in the mcsched_runqueue_data structure is a list of viable virtual machines,
and svc is a list of all virtual processors in that runqueue. The
max_weight saves the greatest weight value in vcpu included
in the runqueue. The vcpu in the mcsched_dom structure
is a list of vcpu of the domain. In addition, weight is the
weight value of the domain and the vcpu of the domain.
The nr_vcpus stores the number of vcpu of that domain,
and reset_count increases the value each time the vcpu
of the domain initializes with credits. The sdom in the
mcsched_vcpu structure refers to a domain that contains
itself. Here, weight stores the value required for the algorithm used to reduce the number of credits. Credit stores
the credit value to be paid when vcpu uses cpu.
Figure 4 shows how to enter the BOOST state after executing the reset_credit() function to initialize credits for all
vcpus because a speciﬁc vcpu has insuﬃcient credits. Here,
sdom is the mcsched_dom structure having vcpu to call the
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Figure 2: Xentop execution screen.

Figure 3: mcsched_runqueue_data, mcsched_dom, and mcsched_vcpu structures.

reset_credit() function owing to insuﬃcient credits. The time
at which the reset_credit() function is called and the domain
of BOOST state is changed by checking tick variables. A
domain in the BOOST state is changed after suﬃcient time
has passed. Otherwise, the value of the reset_count variable
of sdom is increased by one. If this reset_count value happens
to be the greatest, the domain to be changed to the BOOST
state next is reserved as sdom.
Figure 5 shows a ﬂowchart of the process to change the
BOOST state domain in the routine for initializing credits.
Here, old_d variable is the mcsched_dom structure holding
the current BOOST state domain. The d variable is the
mcsched_dom structure of the domain to enter the BOOST
state. The rate variable saves the increase rate of the current

weight value. If the current BOOST state domain and the
domain to be changed to BOOST state are the same, the rate
increases two times. Otherwise, the weight value is initialized
by dividing the current BOOST state domain by the rate.
Then, the current BOOST state domain is updated by changing old_d to d after initializing the rate to 2. Finally, multiplying the original weight value of the current BOOST state
domain by the rate value allows the weight value to be
dynamically changed.
Algorithm 1 shows the process for assigning the BOOST
state to a domain and its initialization.
3.2. Virtual Processor Monitoring Tools. The xenstat_domain
and xenstat_vcpu structures of Figure 6 are declared in

Journal of Sensors

5

Figure 4: BOOST procedure.

Figure 5: BOOST initialization process.

xenstat_priv.h. cpu_ns in the xenstat_domain structure is a
variable that stores the total use time of a domain’s processor
in nanoseconds. num_vcpus is a variable that stores the
number of virtual processors assigned to the domain, and
vcpus is a variable with an xenstat_vcpu structure address
created using the allocated virtual processors. Here, ns in
the xenstat_vcpu structure is a variable that stores the use
time of a virtual processor in nanoseconds.
The improved monitoring tools provide the usage of
the virtual processors assigned to each domain using the
variables described above as percentages. The implementation of the monitoring tools is described as follows.
Essentially, the program saves the xenstat_node structures used previously to calculate the virtual CPU utilization.

The time is obtained in microseconds using the previous
and the current output time. The use percentage of the
virtual processors is obtained using the ns variable of the
xenstat_vcpu structure. This process is similar to that
shown in Figure 7.
The calculation of virtual CPU utilization (%) is given in
Algorithm 2.
Figure 8 shows the complete operation of the proposed
virtual processor monitoring tools. The virtual processor utilization for all domains is evaluated using these tools. These
tools visually represent the utilization of a virtual CPU for
each domain in bar form depending on the utilization speciﬁed by each hashtag. The tools also show the average utilization of virtual CPUs.
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1: begin
2:
Input: mcsched_dom∗ snext that calls the reset_credit() function
3:
Output: execution time of the snext->vcpu and snext
4:
// timed wait and enter BOOST state.
5:
if tick > n then
6:
// previous BOOST state: mcsched_dom prev_boost_sdom.
7:
// initialize a weight value
8:
for all vcpus ∈ prev_boost_sdom do
9:
vcpus→weight ← vcpus→weight/rate;
10:
end
11:
prev_boost_sdom→weight ←
prev_boost_sdom→weight/rate;
12:
// future BOOST state: mcsched_dom boost_sdom.
13:
// Increment of the magniﬁcation of the weight value.
14:
if prev_boost_sdom = boost_sdom then
15:
rate ← rate∗ 2;
16:
// Initialization of the magniﬁcation of the weight value
17:
else
18:
prev_boost_sdom ← boost_sdom;
19:
rate ← 2;
20:
end
21:
// Initialization of the reset_count variables for all domains
22:
for all vcpus ∈ rqd do
23:
svc→sdom→reset_count ← 0;
24:
end
25:
// Increase the weight value for the BOOST state domain.
26:
for all vcpus ∈ boost_sdom do
27:
vcpus→weight ← vcpus→weight∗ rate;
28:
end
29:
boost_sdom→weight ← boost_sdom→weight/rate;
30:
else
31:
// mcsched_vcpu snext that calls the reset_credit() function.
32:
// Increase the reset_count variable of mcsched_dom using snext
33:
snext→sdom→reset_count ←
snext→sdom→reset_count+1;
34:
// update a mcsched_dom having the highest reset_count value
35:
if snext→sdom→reset_count > max_reset_count then
36:
max_reset_count ← snext_sdom→reset_count;
37:
boost_sdom ← snext→sdom;
38:
end
39:
end
40: end
Algorithm 1: BOOST state transition.

Figure 6: xenstat_node, xenstat_domain, and xenstat_vcpu structures.

4. Performance Evaluation
Here, the performance of the Mcredit2 scheduler is analyzed
and compared to extant schedulers.
4.1. Experimental Environments. The experimental environment is as follows: Intel i7-2600 processor (four processors

and eight threads) [23], 20 GB RAM, and a 1 TB hard
disk. As a result, processor utilization for all domains
can be up to 800%. Xen hypervisor version 4.5.0 is used.
Ubuntu 14.04 LTS [24] is used as the domain operating
system. A total of nine domains are generated. Four virtual processors, 1 GB RAM, and a 40 GB hard disk are
assigned to each domain.
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Figure 7: Calculation of virtual CPU utilization (%).
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begin
Input: xenstat domain d
Output: percentage of the virtual CPU utilization pct
old_domain ← NULL;
us_elapsed ← NULL;
// check if previous node is exist
if prev_node = NULL then
return 0.0;
else if vcpu = NULL then
return 0.0;
else if old_vcpu = NULL then
return 0.0;
end
old_domain ←
xenstat_node_domain(prev_node, xenstat_domain_id(domain));
if old_domain = NULL then
return 0.0;
end
// calculation of the elapsed time
us_elapsed ←
(curtime.tv_sec-oldtime.tv_sec)∗ 1000000.0+
(curtime.tv_usec-oldtime.tv_usec);
// calculate the utilization percentage for the virtual CPU
pct ←
((xenstat_vcpu_ns(vcpu)-xenstat_vcpu_ns(old_vcpu))/10.0)
/us_elapsed;
return pct;
end
Algorithm 2: Calculation of virtual CPU utilization (%).

The sysbench [25] benchmark tool is used to analyze the
scheduler. The sysbench tool measures operating system
performance using multithreads. In this experiment, the sysbench cpu mode is used as the test mode. In cpu mode, a
request to calculate a decimal value is assigned to the generated thread. Four threads are generated for the sysbench tool.

The maximum decimal value is 10,000 and the request to calculate the decimal value occurs 100,000 times. The average
results of performing this process 10 times are obtained.
The environment variables for each scheduler are as
follows. For the SEDF scheduler, the period and slice parameters of each domain are set to 100 and 10, respectively. For
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NAME
STATE
Domain_2 --b--VCPUS #0, 15.2%
VCPUS #1, 15.8%
NAME
STATE
Domain_3 --b--VCPUS #0, 20.8%
VCPUS #1, 16.1%
NAME
STATE
Domain_4 --b--VCPUS #0,
0.0%
VCPUS #1, 16.6%

:
:
:
:
:
:

CPU (sec) CPU (%) AVR (%)
17
30.9
32.7
[#######
[#######
CPU (sec) CPU (%) AVR (%)
16
36.9
38.6
[######## ##
[####### #
CPU (sec) CPU (%) AVR (%)
9
16.6
16.4
[
[####### #

]
]
]
]
]
]

Figure 8: Monitoring tool for virtual CPUs.

1: begin
2:
Input: the number of threads: n
3:
Output: error number: err_num
4:
// inﬁnite loop
5:
loop
6:
// impose load
7:
for var i < 10000000 do
8:
i ← i+1;
9:
end
10:
// stop to impose
11:
usleep(200000);
12:
end
13: end
Algorithm 3: Load test.

the Credit scheduler, the weight value and capacity of each
domain are set to 256 and 0, respectively. For the Credit2
scheduler, the weight value of each domain is set to 256.
For the proposed Mcredit2 scheduler, the weight value of
each domain is set to 256.
The pseudocode of the program used to impose a
transient load on each domain is shown in Algorithm 3.
In these experiments, the pseudocode threads are generated in the domain not to execute the sysbench benchmark
tool. The domain that executes the sysbench benchmark is
called Domain_1, and the other domains are named
Domain_2 to Domain_9. In the ﬁrst experiment, four
threads are generated with suﬃcient idle processors, and in
the second experiment, eight threads are generated with
insuﬃcient idle processors.
4.2. Experimental Results. Figures 9 and 10 show the total
time required by the sysbench benchmark tool to measure
performance and the idle processors generated during the
process. Figure 9 shows the performance results with suﬃcient idle processors, and Figure 10 shows the results with
insuﬃcient idle processors.
The SEDF scheduler demonstrates the worst performance. It cannot give priority to Domain_1, which requires
many virtual processors because the deadlines of all domains
are the same.
For the Credit scheduler, even when a speciﬁc domain
runs out of credits, if it has idle processors, the processors

can be used without redistributing credits. This leads to
increased virtual processor utilization of domains other than
Domain_1. In addition, the Credit scheduler cannot use processors until credits are recharged when all credits are used.
As a result, additional processors are not assigned to
Domain_1 if there are no idle processors, and the performance results for Domain_1 are not as good as those of
Credit2 and Mcredit2.
For the Credit2 scheduler, fewer processors are assigned
to Domain_1 even if idle processors are suﬃcient. As a result,
it shows poorer performance than the Credit scheduler
relative to utilizing more idle processors.
The Mcredit2 scheduler can use more processors with the
same number of credits because it dynamically increases the
weight value in domains with signiﬁcant load. If there are idle
processors, processors can be continuously supplied due to
the high weight value of Domain_1. Due to the greater weight
value of Domain_1, it gains higher processor priority than
the other domains and its performance is increased.

5. Conclusion
Hypervisors have been developed to take advantage of the
increased performance of server hardware, and scheduling
algorithms have also been improved, so that hypervisors
can eﬃciently assign processors to virtual machines. As
described in this paper, the Credit2 scheduler algorithm of
the Xen hypervisor has been improved. In the proposed
method, a domain that requires many processors under
the Credit2 scheduler is identiﬁed, and the Mcredit2 scheduler gives higher priority to this domain by increasing its
weight value.
The performance of the SEDF, Credit, and Credit2
schedulers were compared to that of the proposed Mcredit2
scheduler. The performance was measured using the sysbench benchmark tool. The SEDF scheduler shows signiﬁcantly worse performance than the other schedulers, and
the Credit scheduler uses idle processors. Therefore, higher
virtual CPU utilization of domains can be accomplished with
lower domain workload. With the Credit2 scheduler, when a
load occurs in a speciﬁc domain, more virtual processors are
assigned to that domain than with the Credit scheduler. With
the proposed Mcredit2 scheduler, a domain where load
occurs is assigned more processors. The experimental results
demonstrate that the Mcredit2 scheduler assigns virtual
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Figure 9: Results with suﬃcient idle CPUs.
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Figure 10: Results with insuﬃcient idle CPUs.

processors to loaded domains more ﬂexibly than the Credit2
scheduler. The experimental results also show that the
Mcredit2 scheduler assigns processors more ﬂexibly than
the Credit2 scheduler when processor requirements for a
speciﬁc domain signiﬁcantly increase.
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A number of sensor devices are widely distributed and used today owing to the accelerated development of IoT technology. In
particular, this technological advancement has allowed users to carry IoT devices with more convenience and eﬃciency. Based
on the IoT sensor data, studies are being actively carried out to recognize the current situation or to analyze and predict future
events. However, research for existing smart healthcare services is focused on analyzing users’ behavior from single sensor data
and is also focused on analyzing and diagnosing the current situation of the users. Therefore, a method for eﬀectively managing
and integrating a large amount of IoT sensor data has become necessary, and a framework considering data interoperability has
become necessary. In addition, an analysis framework is needed not only to provide the analysis of the users’ environment and
situation from the integrated data, but also to provide guide information to predict future events and to take appropriate action
by users. In this paper, we propose a prescriptive analysis framework using a 5W1H method based on CKAN cloud. Through
the CKAN cloud environment, IoT sensor data stored in individual CKANs can be integrated based on common concepts. As a
result, it is possible to generate an integrated knowledge graph considering interoperability of data, and the underlying data is
used as the base data for prescriptive analysis. In addition, the proposed prescriptive analysis framework can diagnose the
situation of the users through analysis of user environment information and supports users’ decision making by recommending
the possible behavior according to the coming situation of the users. We have veriﬁed the applicability of the 5W1H prescriptive
analysis framework based on the use case of collecting and analyzing data obtained from various IoT sensors.

1. Introduction
A number of sensor devices are widely distributed and
used today owing to the accelerated development of IoT
technology. In particular, this technological advancement
has allowed users to carry IoT devices with more convenience, wear them for longer periods of time with greater
comfort, and are evolving to become capable of collecting
accurate user biometrics. As a result, there have been numerous studies in this area, such as those extracting the lifelog of
users based on data collection from their various IoT devices
and those detecting unusual signals from user biometrics.
Among these, studies on smart healthcare services have been
particularly active.
There are studies which conduct real-time monitoring
and collection of user biometrics using wearable devices such

as Fitbits and smartwatches to diagnose user behavior. Apple
provides its “cloud” service in order to collect and use personal biosignal information communicated from an Apple
watch. Fitbit, which contains a three-axis accelerometer,
GPS, and other various sensors, is another device which also
collects data and provides open API [1, 2]. Hence, users may
utilize various devices based on their personal preference,
despite all devices measuring the same bioinformation such
as heartbeat, acceleration, and blood ﬂow. It takes the advantage of choosing a suitable device according to the context
and preference of a particular user; however, a solution is
required to ensure data interoperability in integrating identical biometrics or data generated from diﬀerent devices. Currently, studies are looking into user behavior analysis and
prediction based on user biometrics generated based on the
geographic information or atmospheric environment of a
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speciﬁc area. The investigation aims at extracting the characteristics of users in the same circumstance and their
unique patterns and also at analyzing their biometrics in
order to provide users with customized healthcare services.
Data for this investigation must not be device-dependent
and should be collected and integrated according to each
type of biometrics in order to provide corresponding smart
healthcare services to speciﬁc user groups or individuals displaying similar patterns. Therefore, an integrated platform is
required to collect, process, and manage data compatible
with the cloud environment.
There are also studies aiming to analyze the behavioral
patterns of speciﬁc users or groups of users based on user
lifelog data and to predict behaviors based on the analysis.
In particular, a previous study extracted elderly people’s
walking speed patterns and collected unusual signs such
as reduced speed and frequent falls to predict incidents of
falling or tripping. In other words, this study applied the
data analysis methodology and attempted not only to collect past and present lifelog data, but also to develop
techniques to predict possible future incidents. However,
although this prediction technique warns users of eminent
signs and potential future events based on their lifelog data,
it does not provide information necessary for more eﬀective decision making such as how to avoid such risks or
events. As such, it is important to study methods that provide prescriptive analysis in preparation for speciﬁc signs
and events.
Data analysis from a business aspect can be categorized
into the following three categories [3]:
(i) Descriptive analytics: a set of technologies and processes to understand and analyze business outcomes
using data.
(ii) Predictive analytics: prediction of results based on
data input using a range of statistical and mathematical techniques. This method analyzes a variety of
relationships based on predictions and suggests a
model maximize business outcomes.
(iii) Prescriptive analytics: a set of mathematical techniques to determine complex targets, requirements,
and limitations to improve business outcomes. This
approach determines various alternatives and guides
based on results drawn from descriptive analytics
and predictive analytics.
Prescriptive analytics was launched as one of the hype
cycle’s emerging technologies announced by the Gartner
Group in 2013 and has since received increasingly growing
attention in business areas [4, 5]. Prescriptive analysis, as
one type of data analysis technique, provides predictions
and context-customized information. This technique is used
to support more eﬀective decision making based on various
ideas when business decision makers, such as CTOs and
CEOs, analyze and predict complex situations.
A previous study investigated big data analysis for healthcare in the big data environment [6]. Such analysis can
provide smart healthcare services through event detecting

mechanisms other than the existing data analysis methods.
In other words, techniques for obtaining accurate healthcare
data analysis in the big data environment, which allows the
acquisition of a colossal amount of diverse data, play an
instrumental role in providing smart human care services.
Big data analysis is performed to support decision making
based on insights into the user context and the planning,
management, and learning for systematic data use. There
are descriptive, predictive, and prescriptive analysis models
used for data analysis. Each analysis model has been separately used according to existing services and purposes. However, it is necessary to merge them to draw ﬁnal analytical
results in the big data and cloud computing environments
in which diverse data are integrated. Therefore, it is necessary
to perform technological analysis on the users and their context to accurately diagnose their current status and also to
integrate and analyze collected wearable sensor data and cognitive context information. In addition, various guides
should be provided to users in urban environments where
complicated and diverse events take place, in order to provide optimal smart healthcare services. Guides are well
known to broaden the range of choices available for users
in decision making. A prescriptive analysis technique should
be introduced here to provide such guides in accordance with
the user context [7]. To this end, this study proposes a
5W1H-based prescriptive analysis method based on the prescriptive analysis methodology to provide user-customized
smart healthcare services and a data integration architecture
featuring interoperability with data in cloud computing environments. The 5W1H approach can help to analyze contexts
and situations of users because the 5W1H can seek to answer
six basic questions such as “what,” “when,” “where,” “who,”
“why,” and “how” in gathering information about a plain.
Therefore, nowadays, the 5W1H is being studied in the ﬁeld
of event processing to extract events from big data as a
template or as a single ontology schema, to recognize the situation from events, and to detect abnormalities from events
[8–12]. As one of the smart human care services, we apply
the 5W1H approach to provide recommendation results for
actions to be taken by users in speciﬁc situations.
Recently, there has been a pursuit of studies to reveal
and increase the reusability of government-produced data,
given the growing importance of data sharing in governmental and public organizations. This facilitated quality
management of metadata and raw data, and several data
portal systems supporting catalog management, and metadata interoperability were developed as a result. A representative example is the CKAN data portal. The CKAN
is an open source data portal platform and is one of the
tools used to build open data websites (https://ckan.org).
The CKAN helps to manage data collection and sharing
and is used by national and regional governments and various research institutions to collect a greater amount of data.
In the CKAN system, users can save and share metadata
schema to explain data catalogs and data resources saved
on the system and as well as search for data. Diverse CKAN
Extensions are being developed, and the system is applied
in numerous ﬁelds for integrated management of open data.
A typical example is the sharing of data produced in smart
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cities. Maps and geographical information produced in smart
cities can be saved and shared in the CKAN. Files of various
types (XML, CSV, JSON, or SHP ﬁles) can be used in a RESTful way, and it is possible to connect the RDF store to save the
ontology. The CKAN shares information on education,
transportation infrastructures, energy consumption, local climate, and environment as an open data portal, thus allowing
devices or persons to access various forms of data on services
required by citizens or other forms of data. Furthermore, catalog and metadata saved on the CKAN can be harvested
based on the OAI-PMH (Open Archives Initiative Protocol
for Metadata Harvesting), allowing physical metadata repositories set up in other localities or separate CKANs used in
other domains to be interconnected. In essence, it allows a
cloud computing environment to be established. This indicates that it is possible to use the network as an interoperable
base system for datasets deﬁned by the diﬀerent schemas. A
previous study was conducted to save and analyze, in real
time, data related to the economy, crime, and safety generated in smart cities based on the beneﬁts of the CKAN
including its functional extensibility and data interoperability
[13, 14]. As a result of such eﬀorts, there have been various
systems capable of data integration and analysis using the
CKAN. These features can also be applied in the integration
of wearable sensor data. Data interoperability can be ensured
by exchanging and harvesting metadata and schema required
for the integration of raw data produced by wearable sensors,
and sensor data can be incorporated based on integrated and
interlinked schematic information.
The remainder of this study is structured as follows:
Section 2 introduces related studies. Section 3 presents a
smart healthcare framework for prescriptive analysis services. Section 4 explains user scenarios with sample data for
explaining prescriptive analytics services based on 5W1H.
Section 5 discusses the proposed framework. Section 6
presents conclusions and the future study directions.

2. Related Works
2.1. Sensor Information and Data Integration. A sensor is a
module which observes stimuli and measures their value.
This is called stimulus-sensor-observation (SSO) pattern,
and such patterns are suitable for expressing and deﬁning
sensor information [15]. Semantic sensor network (SSN)
ontology is an ontology developed by W3C based on SSO
patterns [16]. Sensor information can be expressed in the
existing sensor network environment as consisting of sensor
nodes and sink nodes. In particular, W3C recently developed
SOSA (sensor, observation, sample, and actuator) ontology
to facilitate applications in the IoT environment. This is an
extended version of SSN ontology and is capable of deﬁning
additional information such as sample, actuator, and provenance [17]. Sensor registry system (SRS) is a system for registering and managing sensor-related information [18]. The
principal focus of this system is on metadata, and sensor
information is registered in the heterogeneous ubiquitous
sensor network environment. However, the SRS simply consists of metadata such as sensor location, sensor type, model
name, and access type but does not collect the actual values
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registered by the sensor. SRS merely provides metadata
from sensors to facilitate the integration of signiﬁcant sensor
information from speciﬁc sensor models. With this method,
SRS is able to cover all sensors which are unable to transmit
sensor data to cloud storage through the Internet. On the
other hand, path prediction-based sensor registry system
(PP-SRS) focuses on providing real-time metadata using
mobile devices by applying path prediction technology to
the SRS [19]. The existing SRS is able to provide sensor
information as a location-based service as it manages sensor
information including location coordinates. The PP-SRS
provides sensor information by learning user paths through
mobile devices such as users’ smartphones and predicting
the movement paths of users accordingly. This renders the
PP-SRS more immediate and seamless.
2.2. Healthcare Platform and Analysis Method. Eﬀorts to
apply cloud computing to the healthcare ﬁeld have been
ongoing for several years now [20]. Doukas et al. attempted
to access various healthcare information of patients with
mobile devices through a cloud [21], and Rolim et al. suggested sensors attached to medical equipment in hospitals
to save data in real time into a cloud service [22]. On the
other hand, Zhang et al. proposed a healthcare cyberphysical system, aimed to primarily integrate medical data
on a cloud environment—obtained from hospitals, the public
health sector, research institutions, drug manufacturers,
ﬁnancial institutions, and wearable device manufacturers—and to analyze big data [23]. However, there are various
issues in data sharing on cloud services [24]. In particular,
patient information always bears security and privacy risks.
Patient information saved on in-hospital systems such as
medical devices or EMR contains protected health information. For this reason, the United States, for instance, enacted
the HIPAA legislation and imposed strong regulations to
control the storage of sensitive information on external
servers. Contrarily, wide eﬀorts are dedicated to converting
patient healthcare data into a cloud service based on the
recent advancements of digital healthcare technology, deidentiﬁcation, and anonymization technology [25, 26]. In
addition, the reliability of biosignal data collected from
wearable devices has noticeably increased owing to the recent
evolution of wearable devices such as smartwatches [27].
Diverse platforms have been developed to collect data, and
it is now possible to measure patients’ status and information
on their surrounding environments using sensors through
IoT and wearable devices [28]. Products such as S-Health
by Samsung [29], Google Fit by Google [30], HealthKit by
Apple [31], and Fitbit by Fitbit Inc. [32] all use their respective platforms to save data collected from smartwatches and
various IoT devices onto a cloud server. Most of these
platforms use RESTful API to provide users with collected
data, and users can easily obtain their data through simple
identiﬁcation process and a URL. Owing to the evolution
of wearable devices, there is a growing application of this
technology to medical and healthcare studies using data
obtained through wearable devices in place of medical
devices [33]. Sensor technology coupled with wearable
devices is already producing signiﬁcant ﬁndings from studies,
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and users can be provided with diverse healthcare services by
integrating clinical data obtained from sensors on a cloud. In
order to achieve this, a cloud-based framework is required for
medical information integration. In addition, a prescriptive
analytics service should be in place for accurate analysis
and prediction of user context in order to provide custom
information and to support users’ decision making.
In relation to analytic services, several studies have been
launched in order to provide context-customized services
by analyzing data generated from humans to support human
care services. For example, there has been research conducted
on tools, technology, and methodology for healthcare data
value analysis [34]. The prescriptive analysis technique in
the medical support area allows the provision of more varied
information when used for treating patients than for analyzing users’ current contexts and is used to benchmark the
resulting rise in hospital revenue [35]. In other words, various guides have been suggested to support family doctors to
treat patients, providing predicted outcomes according to
the particular treatment and thus allowing doctors to choose
the most suitable guide. As a result, hospitals are able to analyze outcomes based on the chosen guide. This prescriptive
analysis technique is also used in business situations to
compare performance outcomes. Thus, it is necessary to
apply the prescriptive analysis technique to users and
patients. Prescriptive results produced through prescriptive
analysis can be interlinked with healthcare services. Further
studies are required on prescriptive analysis techniques
which can provide more appropriate results through analysis
and prediction of user context information.

3. Architecture
This chapter explores data sharing platforms for providing
prescriptive analysis-based human care services.
It proposes the implementation and design of cloudbased data analysis service and elaborates on a set of processes used for human care services. The major principle of
the proposed architecture design is to support appropriate
decision making in decision-requiring situations such as
disasters, activities, and events based on user context information. The proposed system includes the 5W1H (what,
when, where, who, why, and how) categorization process to
perform a prescriptive analysis. The proposed architecture
diagnoses the current contexts of users based on diagnostic
data saved on the CKAN-based cloud computing environment and also predicts eminent situations, events, and
incidents. It provides users with prescriptive guides on when
and how they must respond to a speciﬁc event based on predicted results. Figure 1 presents the system architecture for
data integration using a cloud environment and for providing prescriptive analysis services. Therefore, the architecture
is divided into two layers. The ﬁrst is the cloud computing
layer, and the second is the layer for data analysis. The cloud
computing layer is shown at the bottom of Figure 1. The
cloud computing environment is indispensable regarding
the sharing of a large amount of big data. Hence, the cloud
computing environment enables the integration of data and
the sharing of analytical tools. Also, open data used in
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diﬀerent application domains (environment, economy, and
disasters) can be interlinked using the CKAN to establish a
cloud computing environment. The data obtained from
wearable sensors are saved on a repository where sensor
schema is deﬁned. Context information in a cloud computing environment is established through wearable sensors
(temperature, humidity, carbon dioxide, and heartbeat)
and various open data. Here, the reliability and accuracy of
wearable sensor data must be guaranteed for more accurate
context analysis, and the transparency must also be guaranteed in data integration. Upon the diversiﬁcation of wearable
sensor types, however, problems may arise in data integration when the data storing schema do not correspond even
though the sensor data are measured in an identical environment as the diﬀerent types of products used for measurement or when no common data are in place that can
interlink separate datasets. Therefore, catalogs should be
shared which contain standardized metadata for data integration. The catalogs and their properties and types are
shared on the CKAN data portal. The CKAN data portal
and repositories in each domain can mutually harvest and
share information based on the OAI-PMH (Open Archives
Initiative Protocol for Metadata Harvesting). This extends
CKAN harvester to parse OAI-PMH metadata sources and
import datasets. It supports metadata schemas such as DC
(Dublin Core) and CMDI (Component MetaData Infrastructure). Through the OAI-PMH protocol, CKANs in the
cloud can share their catalogs and datasets, and the metadata
and properties included in each catalog are integrated and
extended based on the existing registered common concepts
in the cloud. Therefore, common concepts are continually
extended by newly added metadata and attributes. As a
result, it is used as a knowledge graph for inference of
implicit situation information, derivation of relationships
between sensor data, and analysis of sensor data. Therefore,
the context information of each user collected from the
wearable sensors/devices is transmitted to each CKAN
server, and each transmitted sensor data is integrated and
stored in CKAN cloud. When the data is integrated into
the CKAN cloud, catalogs, ontologies, and common concepts can be applied to integrate each sensor data from different sensors. The second data analysis layer is shown at
the top of Figure 1. The data analysis layer consists of three
components as shown in Figure 1 (2-1, 2-2, 2-3). The ﬁrst is
to extract events from the aggregated data obtained from the
cloud computing layer, where the events are classiﬁed as
5W1H. We use three analytical techniques: descriptive analytics, predictive analytics, and prescriptive analytics (2-1).
In the 2-1 step, events are extracted based on 5W1H factors
with rules and conditions which can explain users’ situations
and contexts. At the ﬁrst step of 2-1, descriptive analytics
method extracts basic statistics information from the knowledge base stored in the CKAN cloud. After that, based on the
results of 2-1 phase, future events coming up to the user
(e.g., increase heartbeat, lower body temperature, and a
surge of carbon dioxide) are extracted (2-2). The following
stage predicts trends using machine learning algorithm
based on the extracted context information. Potential variables, conditions, and limitations in speciﬁc contexts are
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Activity

Cloud storages and vomputing resources
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Smart
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Wearable devices

CKAN

Smart
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Wearable devices

CKAN

Smart
gateaway

Wearable devices

CKAN

Smart
gateaway

Wearable devices

Figure 1: Overall architecture based on CKAN.

selected either through supervised learning or through unsupervised learning. In the 2-3 phase, the diagnosed context
and predicted outcomes obtained from these results are used
to provide guides which help users to make decisions, and
this process is deﬁned as prescriptive analysis. Prescriptive
information can be obtained through this prescriptive analysis, which was not possible through diagnosis and predictions. Users can make prompt and accurate decisions from
a group of available response options. In this way, smart
human care services can be provided to users who may have
to deal with big data and various other situations.

4. Service Scenario
This chapter explains how datasets are collected and the
implementation of prescriptive analysis with wearable
devices using the CKAN through an overall scenario. The
CKAN-based data integration method and the prescriptive
analysis process are presented through a speciﬁc case. The
case describes how ﬁreﬁghters collect integrated data through

turnout gears and available devices and how a human care
service is provided based on this mechanism.
4.1. Overall Scenario. Figure 2 shows the ﬂow and structure of
the service scenario. This scenario starts from the wearable
devices of the user. The user is wearing a smartphone, smartwatch, and smart clothes. In the CKAN-based data integration area, (1) data are extracted from the user’s wearable
devices, and the data from the wearable devices are integrated
using ontology such as SSN ontology. (2) Extracted sensor
values are processed into datasets as a uniﬁed schema for
the same sensor information by matching this information
with SSN ontology. (3) The datasets are stored in the CKAN
repository. On the other hand, prescriptive analysis (PA)
should ﬁrst be conducted in order to provide human care services as suggested by this paper. For this, (4) the dataset to be
deﬁned and its corresponding ontology is to be searched.
Searched datasets are, respectively, processed through
descriptive analytics, predictive analytics, and prescriptive
analytics. (5) Scripts resulting from these analyses are stored
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Figure 2: A conceptual model for scenario.
Table 1: Collected sensor types of smart garments.
Sensor
External temperature sensor
Heat ﬂux sensor
GPS

3D accelerometer

Gas sensor
HR sensor
SPO2 sensor

Measurement type

Type name

Datatype

Unit of measure

Temperature
Temperature
Latitude
Longitude
Altitude
x-axis acceleration
y-axis acceleration
z-axis acceleration
CO concentration
CO2 concentration
Heart rate
Arterial oxygen saturation

ex_temp
hf_temp
lat
lon
alt
acc_x
acc_y
acc_z
co
co2
hr
spo2

Double
Double
Double
Double
Double
Double
Double
Double
Double
Double
Integer
Integer

Celsius, Fahrenheit
Celsius, Fahrenheit

again on the CKAN repository as PA scripts. (6) Diverse
human care services are provided using PA scripts afterward.
4.2. CKAN-Based Data Integration. For a more expansive
scenario, it must ﬁrst be assumed that the ﬁreﬁghters use
wearable devices including sensors attached to their turnout
gear and a smartwatch. The ProeTEX project, for instance,
developed smart garments such as turnout gear, t-shirt, and
a pair of boots with 12 sensors, 2 alarms, and 4 network modules [36]. Table 1 provides the deﬁnition of diﬀerent sensor
types used in this scenario out of the group of sensors
attached to smart garments. Based on the sensors, we
extracted features such as type, type name, datatype, and unit
of measure. The features can be important elements to integrate sensor data considering their semantics from diverse

E, W, S, N

mV/g

ppm
bpm
Percentage

IoT sensors when the data derived from IoT sensors is integrated based on common concepts such as an ontology
schema stored in the CKAN cloud.
Figure 3 demonstrates how the external temperature
sensor is associated to SSN ontology among the sensors
on the smart garments. The sensor, measurement type,
and type name columns in Table 1 are mapped into “sosa:
Sensor,” “sosa: ObservableProperty,” and “sosa: Observation,” respectively. Sensor observations generated from a
single user can be bound through “sosa: FeatureofInterest”
like the case of “ProeTEX/user1.” Various wearable device
sensors and lifelogs can be integrated at the SSN ontology
schema level through ontology matching. RDF generated as
a result of matching is stored on the CKAN repository with
corresponding datasets. In fact, SOSA is capable of a raw data
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Smart
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External temperature

ProeTEX/user1

sosa:observes

Figure 3: A sensor ontology to merge ontology instances.
Table 2: Features classiﬁed as 5W1H.
Features

Measurement type

ex_temp
Temperature
hf_temp
Temperature
lat, lon, alt
Latitude, longitude, altitude
acc_x, acc_y, acc_z
x-, y-, z-axis acceleration
co
CO concentration
co2
CO2 concentration
hr
Heart rate
spo2
Arterial oxygen saturation
o2
Oxygen ratio of ﬁreﬁghter respirator
user_id
User identiﬁer
time
Timestamp
date
Timestamp

5W1H
What
What
Where
What
What
What
What
What
What
Who
When
When

(observation value) level expression, but a schema level integration was considered in this scenario.
4.3. 5W1H-Based Prescriptive Analysis. The prescriptive
analysis method suggested in this paper begins by searching
the data stored on the CKAN. As shown in Figure 2, descriptive analytics, predictive analytics, and prescriptive analytics
are consecutively conducted in a prescriptive analysis. Here,
data required for descriptive analytics are categorized into
5W1H using context-awareness technology. Table 2 shows
how the features of each sensor are classiﬁed into 5W1H
through descriptive analytics.
The 5W1H classiﬁcation is performed depending on
the “sosa:observableProperty” of each measurement type
during the ontology matching described in Section 4.2.
In the step of a predictive analysis, each feature can be
extracted and classiﬁed through machine learning algorithms and data mining methods considering the 5W1H.
First, data collected from the sensors are learned, and a

concrete phenomenon is predicted. Prediction results and
conditions are categorized into factors and deﬁned based
on the predicted situation. For example, a phenomenon is
predicted using many features such as “the external temperature will rise by about 10 degrees in 10 minutes.” Then, features such as “in 10 minutes” and “the external temperature
will rise by about 10 degrees” and their predicted values are
extracted. Moreover, situations caused by speciﬁc conditions
can be predicted as well. It is possible to suggest a prediction
result such as “it is dangerous if the external temperature is
higher than 200 degrees Celsius.” Through this process,
conditions like “the external temperature is higher than
200 degrees Celsius” can be extracted. Table 3 shows results
of a concrete situation and extractable conditions through
predictive analytics.
In summary, prescriptive analytics suggests a guideline
for speciﬁc situations to users. Users are vulnerable to various risks when they do not have any previous experience or
are unfamiliar with the situation because they are unsure
on what to do. The application of the previously deﬁned
predictive situation and limitation will allow suggesting a
systematically more immediate and eﬀective guideline to
users. Table 4 presents guidelines and rules drawn from the
combinations of predictions and conditions.
Prescriptive analysis is highly eﬀective, particularly in
critical ﬁreﬁghting situations. The example scenario suggests
a set of guidelines to help ﬁreﬁghters predict and avoid danger when they are in, or are highly likely to be in, a dangerous
situation. No matter how experienced a particular ﬁreﬁghter
may be, these kinds of systematic context-awareness guidelines are highly useful when they ﬁnd themselves in extreme
ﬁre incidents [37].

5. Discussion
Contexts should be accurately diagnosed and analyzed to
provide prescriptive analysis services for diverse situations
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Table 3: Predictions and conditions extracted from predictive situations and limitations using 5W1H factors.

Predictive situations (PS), limitations (L), and 5W1H features

Predictions (p) and conditions (c)

PS1: the external temperature will rise by about 10 degrees in 10 minutes.
5W1H ➔ {What, When, How}
PS2: the heart rate will rise by 40 bpm in 10 minutes, and oxygen ratio
of the respirator falls by 10%.
5W1H ➔ {What, When, How}
CO2 concentration will rise by 1000 ppm in 5 minutes.
5W1H ➔ {What, When, How}
It is dangerous if the external temperature is higher than 200 degrees.
5W1H ➔ {What, How}
It is dangerous if the oxygen ratio of the respirator is lower than 10%.
5W1H ➔ {What, How}
It is dangerous if the CO2 concentration is higher than 10,000 ppm.
5W1H ➔ {What, How}
Table 4: Guidelines and rules with 5W1H factors.
Prescriptive rule
{p1, p2, p3, c1} → GL1
{p1, p3, p4, c2} → GL2

{p5, p6, c3} → GL3 ∨ GL4

Guideline (GL)
GL1) Go outside within 5 minutes.
5W1H ➔ {What, When, Where}
GL2) Start charging your ﬁreﬁghter
respirator within 5 minutes.
5W1H ➔ {What, When, How}
GL3) Put on your ﬁreﬁghter
respirator immediately.
5W1H ➔ {What, When}
GL4) Go outside immediately.
5W1H ➔ {What, When}

in a cloud computing environment. Data collected for this
purpose should be managed transparently and quickly integrated. Semantic interoperability between wearable sensor
data should also be guaranteed. To achieve this, a CKANbased cloud data portal which is able to share common
schema or catalogs is proposed. In order to perform prescriptive analysis by drawing analytical results from the data portal, the following factors should be considered:
(i) The need for machine-readable raw data
(ii) The need for data interlinking, to link the meanings
of data
(iii) The need for sharing metadata and catalogs used on
diﬀerent domains
(iv) The need for stable processing and complex event
processing techniques for big sensor data
Furthermore, in order to provide various guidelines
based on prescriptive analytics results excluding those from
descriptive and predictive analytics, a set of rules and limitations should be established at the prescriptive analysis stage.
To achieve this, simulations of diverse situations should be
performed to generate multiple candidate recommendations
for suggesting an optimum guide by conﬁguring environmental variables and conditions.

p1) time: after 10 min
p2) ex_temp: 10°C increase
p1) time: after 10 min
p3) hr: 40 bpm increase
p4) o2: 10% decrease
p5) time: after 5 min
p6) co2: 1000 ppm increase
c1) ex_temp: more than 200°C
c2) o2: less than 10%
c3) co2: more than 10,000 ppm

With the increase of large-scale data and the innovative
development of data processing technology, an environment that can handle general knowledge, as well as speciﬁc
areas, is being created. For example, Graph search on Facebook has suggested a new search method that can ﬁnd the
most relevant “people,” “photos,” “places,” and “interests”
on Facebook. This shows that semantic retrieval is possible
over existing syntax search through graphical knowledge
structure. Google’s knowledge base also builds a database
of vast amounts of knowledge and common sense and uses
it for a variety of intelligent services. Therefore, this knowledge base can be usefully used in the ﬁeld of smart human
care service. Based on the knowledge base, we can derive
various smart services considering user environment or ﬁnd
additional semantic information which cannot be derived
from existing single or partial sensor data by using various
sensor data. For this purpose, the proposed CKAN cloud
environment that can share common concept as one of
knowledge base and can collect and store big data will be
useful. Speciﬁc situations can be simulated through an
accumulation of scenarios, rules, and limitations for each
situation, and this increases the accuracy of prescriptive
analysis services. Interlinking information from many different domains saved on the cloud generates situation perceiving knowledge graphs, which allows the derivation of
new rules from a set of rules and limitations. In this manner,
the range of guidelines provided by prescriptive analysis services can continue to expand, and it will be possible not only
to provide information on speciﬁc singular situations but also
to suggest guidelines for possible situations in complex
events and areas of interest. Hence, the 5W1H method
enables eﬃcient extraction of events that are meaningful to
the user from a vast amount of events. In other words, when
a dangerous disaster situation or diﬃcult decision-making
situation is encountered from the viewpoint of a speciﬁc user,
an action guide can be provided to the user through an
indicator analysis. In addition, when real-time collection
and processing is required, a template of a formalized form
is required to automatically classify and extract meaningful
data within a ﬁxed time, and the proposed 5W1H method
can be applied.
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6. Conclusion
The wearable sensor technology is advancing at a remarkable
pace, along with the recent development of IoT technology.
As a result, sensors have generated countless data, and current studies are investigating methods to draw meaningful
analysis from big data. Various studies are currently being
conducted in the human care services area to diagnose and
analyze user contexts in various situations. However, such
analysis services do not provide guidelines on how to
respond to eminent risk factors or events. In other words,
they only provide analytical results to users and do not oﬀer
any guidelines as to when a user should take action, what
kind of action they should take, and how to perform such
action in the event of a dangerous situation (fall, car accident,
ﬁre, and disaster). In order to analyze and diagnose given situations accurately, it is imperative to integrate data in many
diﬀerent forms that are publicly shared by many local and
related ﬁelds and as well as the user’s wearable sensor information. An analysis technique is also required to provide
an appropriate prescriptive analysis result (guideline) based
on integrated data. This paper proposed an architecture to
perform prescriptive analysis based on CKAN, which is
widely used for data sharing to solve such issues. Using a
5W1H-based prescriptive analysis method presented in this
study, the applicability of the architecture was veriﬁed based
on a user scenario. The proposed system architecture can be
widely applied in many ﬁelds for analyzing smart cities and
urban environments and responding to situations. In this
way, smart human care services can be provided to users
wearing wearable sensors and devices.
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Cough is a common symptom of many respiratory diseases. Many medical literatures underline that a system for the automatic,
objective, and reliable detection of cough events is important and very promising to detect pathology severity in chronic cough
disease. In order to track the development status of an audio-based cough monitoring system, we brieﬂy described the history of
objective cough detection and then illustrated the cough sound generating principle. The probable endpoints of cough clinical
studies, including cough frequency, intensity of coughing, and acoustic properties of cough sound, were analyzed in this paper.
Finally, we introduce some successful cough monitoring equipment and their recognition algorithm in detail. It can be obtained
that, ﬁrstly, acoustic variability of cough sounds within and between individuals makes it diﬃcult to assess the intensity of
coughing. Furthermore, now great progress in audio-based cough detection is being made. Moreover, accurate portable objective
monitoring systems will be available and widely used in home care and clinical trials in the near future.

1. Introduction
Cough is a common but complicated symptom of respiratory
diseases. This symptom is also the very reason why people
seek medical advice in America and China [1, 2]. Even
though the importance of cough diagnosis is well admitted
by academic organizations [2–4] in recent years, there is no
gold standard to assess cough due to the lack of objective
and accurate measures of cough frequency and severity [5].
When cough becomes chronic, it is so extremely unpleasant
and distressing that the life quality of chronic cough patients
has signiﬁcant reductions [6]. The health care cost, medical
consultations, and medication use hence become a heavy
burden for them [7]. The assessment of cough severity is
subjective at present: it contains visual analogue scales
(VAS), health-related quality of life (HRQOL), Leicester
cough questionnaire (LCQ), cough-speciﬁc quality of life
questionnaire (CQLQ), and so on [8, 9]. They have been
validated in chronic or acute cough in clinical trials [9].
However, these tools are completed either by the patient
himself or by a parent [10], and hence it is in conﬂict with
the standard that the primary outcome measure of clinical
trials should be objective. Moreover, some literatures have

shown that the objective cough frequency monitors may
not have much to do with the subjective assessment methods
of cough [11, 12]. It may be due to the diﬀerent standards
used in these tools. The medical literature indicates the
necessity of an objective and reliable tool to measure the
severity of cough [3].
As early as the 1950s, some attempts to monitor cough
objectively have been made [13]. Since then, there have been
three main ways to record cough. One is based on the airﬂow
measurement at the mouth to obtain the ﬂow dynamics of
cough [14, 15]. However, this method is not suitable for
continuous monitoring in the outpatient environment [16].
The second is based on the movement of the chest. For example, some researchers [17] invented an accelerometer-based
system that used an accelerometer placed at the volunteer’s
chest wall to record cough events, but such system required
researchers to count coughs manually. The measurement of
cough sounds, the last one, has been more universal because
of advances in computer technology and the availability of
portable digital sound recording devices [18].
The underlying disease determines the physical character
of the cough sound [19]; cough has been described as dry,
wet, loose, or whooping, depending on the amount of
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expectoration and sound quality. Therefore, methods based
on cough sounds for counting and classifying cough events
have been developed. This article focuses on audio-based
methods and systems for the analysis and measurement
of cough.

2. Cough Sound Basics
An airﬂow and acoustic signal for a cough is seen in Figure 1.
As shown in the ﬁgure, a deep inspiration usually starts a
classical cough, followed by glottis closure. During the glottis
closure, respiratory muscles contract against the closed glottis
and then the sudden opening of the glottis occurs with transient and fast expiratory airﬂow accompanied by the typical
cough sound. Sometimes, several further partial glottis closures lead to some extra voiced sounds, which also called a
cough sequence [6, 20]. However, the origin of cough sounds
is still unclear because laryngeal structures and the resonance
of the nasal and thoracic cavity are all involved in cough and
their roles in cough are uncertain to some extent [21].
The typical cough sound is usually divided into three
phases (in Figure 2) [3]: (1) an explosive expiration due to
the glottis suddenly opening, (2) the intermediate phase with
the attenuation of cough sounds, and (3) the voiced phase
due to the closing of the vocal cord. In fact, there are a variety
of patterns of cough that occur; for example, some cough
sounds only have two phases (the intermediate phase and
the voiced phase) and the explosive phase usually prolonged
because of some diseases.

3. Endpoints of Objective Cough Assessment
Cough frequency evaluation is considered to be a gold
standard for the objective evaluation of cough [8]. Besides
it, the intensity of coughing, the pattern of coughing, and
the acoustic properties of cough sounds may be used as
clinical endpoints [3, 8].
3.1. Cough Frequency. According to the second part, even if
there exist a variety of patterns of coughing making it diﬃcult
to identify and quantify cough, coughing can be quantiﬁed in
four diﬀerent ways [22]:
(1) Explosive cough sounds: the number of characteristic
explosive cough impulses
(2) Cough seconds: the quantity of seconds and hours
having at lowest an explosive phase
(3) Cough breaths: respiration rates including at least
a cough
(4) Cough epochs: the number of cough sounds with no
more than two seconds of each coughing interval.
The eﬀectiveness of any of these metrics over the other is
still ongoing research.
These methods are used for counting cough events, and it
is not clear whether any of them is more valid than the other.
There is a good linear relationship between explosive cough
sounds and cough seconds under diﬀerent circumstances.

Cough epochs are less related to explosive cough sounds
[6, 23]. As a result, current chronic cough frequency monitors usually use explosive cough sounds to evaluate cough
frequency [22].
24-hour cough frequency is proved correct and eﬀective
in a longitudinal observational study of 33 healthy subjects
with acute cough [24]. 4-hour cough frequency is found to
be responsive to improvements in cough severity following
trials of therapy in 100 patients with chronic cough [25].
3.2. Cough Intensity. Chronic cough is a common condition
related to signiﬁcant physical and psychological morbidity.
But there is a weak relationship between health-related quality of life and cough frequency [26]. This has resulted in
cough intensity of some patients that may be signiﬁcant
[27, 28]. The intensity of voluntary, induced, and spontaneous cough has been researched [29, 30], and peak cough ﬂow
rate, oesophageal pressure, and gastric pressure are important and relevant measures of cough intensity in patients with
chronic cough [31]. Limitations of above indexes are that
they are either invasive or impractical to measure in an
ambulatory setting [8]. Therefore, cough sound is a potential
measure of the intensity of coughs.
Cough intensity may be measured by cough sound
power, peak energy, and mean energy [31, 32], and these
indexes can be calculated for a time window with a duration
of 0.5 second from one set of phase 1, the explosive phase of
cough sound [32]. However, more researches should assess
cough sound responsiveness as a measure of cough intensity.
3.3. Cough Patterns and Acoustic Properties of Cough Sounds.
Cough patterns and the quality of a patient’s cough sound
may reﬂect useful information about their condition. Cough
patterns and some cough sound features may be endpoints of
clinical experiments [33]. However, more researches should
be undertaken to study the relationship between cough patterns (or acoustic properties of cough sounds) and the
illness-triggering cough.

4. Audio-Based Cough Monitoring Systems
In the analysis of cough sounds, researchers focus on two
aspects: one is the study of cough recording and monitoring
equipment and the other is the study of a cough sound processing algorithm.
As previously mentioned, cough frequency is the most
valuable index of objective cough assessment [34]. Meanwhile, cough frequency monitoring technology is also the
most mature one among the present objective cough assessment technology researches [22]. Manual counting of cough
sounds remains the reference standard because compared
with other tools, the human ear performs best in counting
cough events [35, 36]. Even so, the arduous and timeconsuming nature of manually counting cough events
restricts its feasibility in larger-scale studies and clinical
application [35]. Therefore, automatic monitoring of cough
sounds is a development trend of objective cough evaluation.
Currently, there is no accurate fully automated cough
detection system available, because it is challenging to
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Figure 1: An airﬂow (a) and acoustic signal (b) for a cough. The airﬂow has been measured at the mouth and the cough sound at the sternal
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Figure 2: Typical cough sound (1: explosive phase, 2: intermediate phase, and 3: voiced phase).

Figure 3: Block diagram of the acquisition system.

replicate the performance of the human ear to detect
cough sounds. Recently, technological advances in digital
storage devices and sound sensors make it portable and
accurate to record cough sounds. Several cough monitors
have been developed, and they adopt audio signals alone

(microphone and/or contact microphone) or in combination
with other sensors such as accelerometers, pneumographic
belt, electromyography electrodes, electrocardiography electrodes, induction plethysmography, and pulse oximeter (in
Figure 3). Drugman et al. [37] found that the audio
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microphone performed best among these sensors for cough
detection. Thus, we can divide these existing cough frequency
monitors into two sections: one only uses audio signal and
the other uses mixed signals.
4.1. Audio-Only Cough Monitors. Some cough monitors use
the audio only. The Hull Automatic Cough Counter (HACC,
Castleﬁeld Hospital, Hull, UK) uses a free-ﬁeld microphone
to record ambulatory sound around 24 h (Figure 4(a)). It uses
an artiﬁcial neural network (ANN) to detect coughs after
signal processing. The system can label coughs automatically
but count coughs manually. In a test of 33 patients with
chronic cough, the HACC presents a sensitivity of 80%
(range from 55 to 100%) and a speciﬁcity of 96% [38]. Over
24 h recording and further assessment in diﬀerent conditions
are required.
The Leicester Cough Monitor (LCM, Glenﬁeld Hospital,
Leicester, UK) consists of a free-ﬁeld microphone and MP3
digital recording device [34] (Figure 4(b)). It also enables
24 h recordings. A keyword spotting method based on hidden Markov models is applied in this system to select possible
cough fragments [39]. Then, human experts select some of
these cough sounds to develop a statistical model to ﬁt the
current record. Finally, the designed model is used to handle
the whole recording. As a result, the sensitivity of the system
is 91% and the speciﬁcity is 99% [40]. The system has been
used in clinical trials [41]. Crooks et al. [42] used a hybrid
system consisting of the Hull Automatic Cough Counter
(HACC) and Leicester Cough Monitor (LCM) software
to measure cough frequency during COPD exacerbation
convalescence and achieved the overall sensitivity of 57.9%
and a speciﬁcity of 98.2%.
The VitaloJAKTM system (Vitalograph Ltd., Buckingham,
UK, and University Hospital of South Manchester, UK) is a
semiautomated cough recording device with two sensors
(Figure 4(c)). One is a free-air condenser microphone for
manual validation, and the other is a chest wall air-coupled
condenser microphone for recording cough sounds [43].
An algorithm based on a median frequency threshold is used
to compress 24 h cough sound recordings into average
1.5-hour period. This system is accurate but labor intensive
and time consuming because of the manual counting [44].
This system reaches a sensitivity more than 99% in a 24 h
ambulatory context on ten patients [43], and it can be used
in children to exactly measure cough frequency [45].
Drugman et al. designed an acoustic system using ANNs
that was tested on voluntary cough from ten healthy subjects
in various circumstances with a sensitivity and speciﬁcity of
about 95% [46]. In [16], a precise and privacy-protecting
cough monitor using a low-cost mobile microphone is
proposed by Larson et al. They used principal component
analysis (PCA) and a random forest classiﬁer to reconstruct
and classify the cough sounds with an average true-positive
rate of 92% and a false-positive rate of 0.5% from subjects
in the wild. Their system is hence able to protect personal
privacy. Amrulloh et al. attempted to design an automated
method to automatically identify cough segments from the
pediatric sound recordings and achieved a sensitivity and
speciﬁcity of 93% and 98%, respectively [5].
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4.2. Cough Monitors with Mixed Signals. There are two
commercial systems using multiple signals to detect cough.
The Lifeshirt™ (Vivometrics, San Diego, CA, USA) appeared
in 2005. It included several sensors integrated in a shirt worn
by the user: electrocardiogram, induction plethysmography,
3-axis accelerometer, and a contact microphone placed on
the throat (Figure 4(d)). The device achieved a sensitivity of
78.1% and a speciﬁcity of 99.6%. Unluckily, the Lifeshirt is
no longer available due to the liquidation of the company
in 2009.
The Pulmo Track-CC [47] (KarmelSonix Ltd., Haifa,
Israel) includes a piezoelectric belt for monitoring chest wall
motion, one lapel microphone, and two contact microphones
placed on the trachea and the thorax (Figure 4(e)). The
device has been tested over about 2 h in healthy volunteers
simulating coughing in diﬀerent situations (while walking,
climbing stairs, and sitting and while in a supine position
and in noisy environments). The device achieved a sensitivity
of 91% for detecting explosive cough sounds and a speciﬁcity
of 94% on voluntary cough [47]. However, in a study led by
Turner and Bothamley, the device only had a sensitivity of
26% for detecting coughs identiﬁed by the ear [35] and it
performed very well when detecting coughing caused by
acute asthma [48].
4.3. The Ideal Cough Frequency Monitors. The ideal ambulatory cough monitoring system would have these characteristics [3, 49]: mobility, unobtrusiveness, compactness, and
privacy protection. More importantly, it can allow 24 hour
reliable recording and distinguish cough from other sounds
automatically with high sensitivity, high speciﬁcity, and proportionately few false-positive events compared to the truepositive events. Audio cough monitoring systems mentioned
above have met some of these requirements, but the huge
number of noncough sounds limits the development of a
cough monitoring system.

5. Cough Sound Processing Algorithms
Automatically detecting cough events requires some great
answers to at least four major questions [39, 50, 51]: (1)
ambient noise reduction: this is an important problem in
audio-based detection systems; (2) diﬀerentiation from
patient sounds, especially speech, laughing, and sneezing:
even the most severe cough is far exceeded by the amount
of talking; (3) the variability of the cough acoustics: both
within and between individuals, combined with the additional complexity of diﬀerent respiratory diseases; and (4)
classiﬁcation of dry or wet cough: this is a signiﬁcant medical
indicator. Currently, multidisciplinary teams of researchers
all over the world are attempting to use pattern recognition
techniques such as neural networks, support vector machine
(SVM), and naive Bayesian classiﬁer (Bayesian) to manage
these questions.
The general workﬂow for the automatic assessment of
cough used in literatures [52, 53] is displayed in Figure 5.
The sound signals usually are captured by a microphone,
and the ﬁrst step aims at removing silence within signals.
Next, extracting a wide variety of features is a need but this
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Figure 4: Objective cough monitoring systems: (a) the Hull Automatic Cough Counter; (b) the Leicester Cough Monitor; (c) the
VitaloJAKTM system; (d) the Lifeshirt; (e) the Pulmo Track-CC.
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Figure 5: Workﬂow for the automatic detection of cough.

results in huge amount of data. Therefore, dimensionality
reduction is carried out by selecting only the most relevant
ones. Finally, a part of the dataset is chosen as training data
and they are trained by classiﬁers. After that, the rest of the
dataset is then used for testing.

where F mel is the perceptual frequency in mel and f is the
actual frequency in hertz.
Therefore, the frequency of cough signals is usually
transformed into the perceptual frequency, which can simulate auditory processing better. The concrete steps are as
follows [58–61]:

6. Silence Removal
The raw data of cough sounds contains a lot of silent fragments, whose intensity is low. Removing silence is required
to save storage space. In many literatures [25, 37, 54], frame
processing is the ﬁrst and then the start time and end time
of cough events are calibrated by the double threshold
method using the time-domain features, such as zerocrossing rate and energy entropy.
The energy entropy of a divided audio frame expresses its
intensity. Ei can be calculated by following formula:
Ei = 〠x2i m ,

1

where xi m represents cough sound single after frame
processing.
The zero-crossing rate (ZCR) [55] is the ratio of sign
changes of a signal. It can enhance the accuracy of the
detection of cough sound endpoints. It is deﬁned as
ZCRi = 〠 sign xi m − sign xi m − 1 ,

2

m

where xi m represents cough sound single after frame
processing and sign [A] is 1 if A is greater than zero and 0
if otherwise.
6.1. Feature Extraction. After silence removal, cough recognition mainly involves extracting features from cough data and
then inputting them into a model classiﬁer. Features can be
detected from time-domain signals as mentioned above
[56] or from frequency-domain signals. Several features have
been successfully applied to monitor cough events, including
mel-frequency cepstral coeﬃcients (MFCCs) and the characteristic parameters learned by the convolutional neural
network (CNN).
6.1.1. Mel-Frequency Cepstral Coeﬃcients (MFCCs). MFCC is
based on the hearing mechanism of human beings. The
frequency of subjective perception is not linear, and it follows
the empirical formula [57]:
F mel = 1125log 1 +

f
,
700

3

(i) Preemphasize high frequencies, frame, and add
windows.
(ii) Take the Fourier transform of each frame signal.
(iii) Calculate the spectral line energy for each frame
of data.
(iv) Calculate the logs of the energy at each of the mel
frequencies.
(v) Carry out the discrete cosine transform of the results
achieved in the fourth step.
(vi) The MFCCs are the coeﬃcient of the results, and
usually the ﬁrst 12 coeﬃcients are taken.
6.1.2. Convolutional Neural Network (CNN). CNN is an
eﬃcient identiﬁcation method which has been developed
recently and has attracted extensive attention. Generally,
the basic structure of CNN consists of two layers; one is the
feature extraction layer. The input of each neuron is connected with the local accepted domain of the previous layer,
and the feature of the part is extracted. Once the local feature
is extracted and its position relationship between other
characteristics can be determined, the other is the feature
mapping network layer. Each computing layer is composed
of multiple feature maps, each of which is a ﬂat plane, and
all neuron weights are equal.
6.2. Learning by Classiﬁers. There are several classiﬁer
algorithms for detecting cough, such as support vector
machine (SVM), naive Bayesian classiﬁer (Bayesian), neural
network (NN), hidden Markov model (HMM), and dynamic
time warping (DTW) [62]. Some studies have been
conducted to compare the classiﬁer algorithms with each
other [57]. The performance measures are explained as
follows [63]:
(1) Accuracy is the percentage of samples correctly
classiﬁed from the testing data set.
(2) Sensitivity measures the ratio of positives which
are exactly identiﬁed as well. Sensitivity is deﬁned
as the ratio of correctly classiﬁed positive samples
and true-positive samples.
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(3) Speciﬁcity measures the percentage of negatives
which are recognized intrinsically. Speciﬁcity can be
calculated as the ratio of correctly classiﬁed negative
samples and true-negative samples.
The advantages and disadvantages of these algorithms
cannot be determined because the results of diﬀerent experiments are diﬀerent [34, 64]. However, MFCCs + SVM is used
more widely [65, 66], and the neural network has potential to
model and achieve accurate identiﬁcation [67, 68].

7. Future Application of Audio-Based
Cough Monitoring
Audio-based cough monitoring has potentially wide application in home medical equipment, clinical trials, and the
development of new cough therapies.
7.1. Application in Home Care. Chronic cough is common in
old people, and the objective monitoring of chronic cough in
the daily life helps to improve the quality of life of the aged
with chronic cough [69, 70]. Many doctors stress the importance of early diagnosis of childhood asthma and infantile
pneumonia [71–73]. The objective cough assessment provides a probability for this situation. It has been reported that
objective cough monitoring is helpful in the diagnosis
and treatment of infantile pneumonia [71]. The Pulmo
Track-CC produced by KarmelSonix Ltd. achieves a great
praise in the diagnosis of asthma [72]. With the development of the cough monitoring device, it could be widely
used in home care in the future.
7.2. Response to Treatments and New Antitussives. Clinical
treatment trials are a critical part of the diagnosis and management of chronic cough [74]. Some studies have examined
the least important diﬀerence of cough frequency monitoring
that has been available now [24, 75]. Cough monitors are the
ﬁrst choice for the objective evaluation of cough so that they
are more widely used in clinical trials as main endpoints.
Cough monitors will be a key part of understanding the
response of patients with common respiratory diseases.
In recent years, novel antitussives are under development, but the primary outcome measure of antitussive drugs
is still subjective, which harms the interests of patients. Many
medical literatures point out that a randomized, placebocontrolled, double-blind clinical trial is the gold standard
[76, 77]. The primary endpoint should be objective [78, 79].
Objective cough monitoring would be an ideal tool if it can
successfully prove the clinical eﬃcacy of novel antitussives.
Moreover, subjective outcome measures would be used to
assess symptoms and health-related quality of life.

8. Conclusions
Cough is one of the most important symptoms in respiratory
clinical trials, while the objective indicators of cough severity
are severely absent. This is because the cough frequency,
cough intensity, and other objective cough assessment
indicators cannot be accurately measured due to technical
conditions. This situation has been improved with the
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development of sound recording and monitoring techniques
over the last 20 years.
The generation of cough is not only related to the vocal
cords but also to the lungs, and the cough sounds contain a
wealth of individual information. Audio-based cough monitors are emerging. In this paper, the basic principle, hardware
composition, and experimental results of a cough monitoring
instrument are analyzed in detail. This paper also analyzes
objective assessment algorithms of cough and their advantages and disadvantages.
Audio-based cough detection systems are now increasingly applied in clinical research. They are becoming more
important to study cough. Automated cough algorithms are
being developed in quality and processing speed so that
audio-based cough monitors will change the assessment of
patients’ responses to treatments and enter many families
in the near future.
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The shooting consistency of an archer is commonly perceived to be an important determinant of successful scores. Four (n = 4)
elementary level archers from a middle school in Korea participated in this study. In order to quantify shooting consistency,
movement of the bow forearm was measured with an inertia sensor during archery shooting. The shooting consistency was
calculated and deﬁned by the dynamic time warping (DTW) algorithm as the distance between two time sequences of
acceleration data. Small distance values indicate that the archer has maintained high-level shooting consistency while
archery shooting repetitively. To verify the shooting consistency metric, the relationship between scores and shooting
consistency is evaluated. The results show that the higher the scores achieved by the archer, the higher is the level of
shooting consistency demonstrated.

1. Introduction
Recent advances in microelectromechanical system (MEMS)
technologies and wireless communication have allowed the
development of small low-cost inertia sensors that can measure body movements precisely and conveniently. The use
of inertia sensors to measure activity levels for sporting is
emerging as a popular method for the biomechanical quantiﬁcation of sporting activities (e.g., archery shooting).
Few studies on postural consistency or movement during
archery shooting have been found in the literature. To the
best of our knowledge, the ﬁrst researchers to pay attention
to postural consistency were Stuart and Atha. In their study
[1], Stuart and Atha used a three-dimensional optoelectronic
scanner to measure the positions of the archer’s head and
elbow and that of the bow at the moment of “loose” (releasing
the arrow). Postural consistency is deﬁned as the consistency
in the archer’s positioning that is within-ends the standard
deviation (SD) of the positions for each archer.
More recent studies [2, 3] have reported considerable
ﬁndings with regard to the archer’s movement during arrow

release. In [2], by comparing the muscular activation patterns
of the forearm that manipulates the bow (“bow-forearm”)
of elite archers and beginners, the study concluded that
the action of not contracting both M. ﬂexor digitorum
superﬁcialis (MFDS) and M. extensor digitorum (MED), or
of only contracting MED, during archery shooting is an indicator of the archer’s performance level. In [3], by examining
the ﬁnger and bowstring movements during arrow release,
the study presumed that maximum lateral bowstring deﬂection does not adversely aﬀect the archer’s performance. However, the two aforementioned studies used EMG data to
analyze muscular activation patterns or camera-based
motion tracking systems to quantify movement; furthermore, the movement or muscular activation only focused
on the release moment.
Motion analysis of the movements performed individually by an archer in training or competition provides information about the correctness of the individual techniques
and the eﬀectiveness of the archer’s strategies. Currently,
there are motion tracking systems that use inertia sensors
and do not need cameras or stick markers, and they can
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Figure 1: Example of acceleration data (21.95 s–42.95 s): measured bow-forearm movement (x-axis: drawing direction) during successive
archery shootings (sampling rate of 100 Hz).

be used anywhere. Such systems also make it possible to
analyze body movements during archery shooting more
precisely and conveniently than before. The disadvantage
is the high cost and need to properly process and interpret
measured data.
In this study, we measure bow-forearm movement by
using inertia sensors during archery shooting to evaluate
the shooting consistency of archers. Moreover, we attempt
to provide movement analysis tools that work precisely and
conveniently. Shooting consistency is deﬁned as a function
of the dynamic time warping (DTW) distance between two
time sequences of acceleration data calculated with the
DTW algorithm. Small distance values indicate that an
archer has maintained high-level shooting consistency while
archery shooting repetitively. To the best of our knowledge,
no quantifying shooting consistency in archery by using inertia sensors has been reported in the literature. Here, we present the DTW algorithm as a useful signal processing method
for quantifying shooting consistency in archery.

world-class archer) female participants (middle school student archers) were recorded during archery shooting. The
archer’s age, previous season’s scores, and current scores
are as follows: 16, 59, 59.5; 14, 59, 59.5; 15, 55, 53.5; 14, 54,
53.7. The participants were briefed on the purpose of this
study and the related procedures.
The participants were required to use their own bow
and arrows for measurement purposes and were tested at
their school’s outdoor tracks. An acceleration data logger
(Myomotion, Noraxon Inc., USA) was used to obtain
detailed information on body movement over a round
(six shots per round required almost 110 s–140 s). An inertia sensor mounted on the bow-forearm was used to measure movement during archery shooting at a sampling
frequency of 100 Hz. For each recording round, an archer
shot six shots at a distance of 30 m and took a short rest. Each
participant shot a total of 36 arrows. Finally, we collected
a total of 144 data sets from the four participants (n = 4)
(considering references [1, 3]).

2. Materials and Methods

2.3. Period for Analysis. In this study, for the analysis of
shooting consistency in archery, we set the period of interest (POI, see Figure 1) that only includes some interesting
phases, as follows: setup (not the whole period), drawing,
aiming, holding, and a period of dozens of milliseconds
after release.
As MEMS technology has developed, the ability to
measure body movements more precisely and conveniently
than before has increased. For the analysis of shooting
consistency in archery, we choose wider range of POI than
previous works. Such that it provides more useful information compared with studies that have focused on release
moments only.

2.1. Archery Shooting. Archery can be described as a comparatively static sport that requires strength and endurance
of the upper body, in particular, the forearm and shoulder
girdle [4]. Skill in archery is deﬁned as the ability to shoot
an arrow onto a given target in a certain time span with accuracy [5]. Archery shooting is described as a three-phase
(drawing, aiming, and release) movement. Alternatively,
Nishizono et al. [6] further divided the stages of a shot into
six: bow hold, drawing, full draw, aiming, release, and
follow-through. An archery shot must be well balanced and
highly reproducible in order to achieve commendable results
in an archery competition.
Figure 1 shows an example of acceleration data that measures the bow-forearm movement during successive archery
shootings. As shown in Figure 1, a one-shot period usually
consists of nocking, hooking and grip, setup (bow lifting),
and drawing that includes anchor moment, aiming, and
holding, which in turn includes the release moment, follow
through, and ﬁnish phases. Not all the phases can be separated exactly, but the phases are meaningful for training.
2.2. Measurement of Acceleration Data. Four elementary level
(performance level: beginner, elementary, national, and

2.4. Method for Analysis of Shooting Consistency. In order to
analyze shooting consistency, the bow-forearm movement is
measured during archery shooting, and the DTW distance
between two time sequences of acceleration data is calculated
using the DTW algorithm.
DTW is a well-known technique for ﬁnding an optimal nonlinear mapping between two given time sequences
(e.g., acceleration data in archery shooting) under certain
restrictions [7]. The objective of DTW is to compare two
time sequences. The distance (DTW distance) between X
and Y indicates how much similarity there is between them.
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Figure 2: (a) Example of input sequences for DTW: query sequence Y (109.21 s long) for one-round acceleration data and reference sequence
X (6.3 s long) within POI indicated by grey region. (b) Zoom-out of sequence that corresponds to sequence X of (a).

In ﬁelds of speech recognition [8], and data mining and
information retrieval [9–11], DTW has been successfully
applied to cope with time deformations and diﬀerent speeds
associated with automatic time-dependent data.
In essence, DTW is an algorithm that can compute the
similarity between two time sequences, even if the lengths
do not match [7, 12]. Assume that we have two time
sequences, X = x1 , x2 , … , xn of length n ∈ N and Y = y1 ,
y2 , … , ym of length m ∈ N. In order to measure the similarity between these two time sequences, we construct an n-bym cost matrix where the (ith, jth) element of the matrix contains cost c(xi, yj) between two points xi and yj. Typically,
c(xi, yj) is small (low cost) if xi and yj are similar to each other;
otherwise, c(xi, yj) is large (high cost). The cost matrix of X
and Y using the Manhattan distance (absolute value of the
diﬀerence) is a local cost measure c (i.e., c xi , y j = xi − y j ).
An (n, m-) warping path p = p1 , p2 , … , pl of length l ∈ N
deﬁnes the mapping between the two time sequences X and
Y. The kth element of p is deﬁned as pk = i, j k . There are
exponentially many warping paths. However, we are only
interested in the path that minimizes the cost (warping cost)
with respect to the local cost measure c, which is deﬁned as
the sum of all local costs, where k runs from 1 to l. An optimal warping path between X and Y is a warping path p∗ with
minimal total cost among all possible warping paths. The
distance (DTW distance) d(i, j) between X and Y is then
deﬁned as the total cost of p∗ . This optimal warping path
can be found eﬃciently by using dynamic programming to
evaluate the following recursive steps: d i, j = c i, j + min
d i − 1, j − 1 , d i − 1, j , d i, j − 1 . The value d(i, j)
deﬁnes an n-by-m accumulated cost matrix. The initialization can be simpliﬁed by extending the accumulated cost
matrix with an additional row and column and formally
setting d i, 0 = ∞ for i ∈ 1 n , d 0, j = ∞ for j ∈ 1 m ,
and d 0, 0 = 0. Furthermore, the optimal warping path
p∗ = p1 , p2 , … , pl is computed in reverse order of the indices starting with pl = n, m l .
2.5. DTW with Finding Subsequences Automatically. In our
study, DTW is used not only to compare two similar time
sequences but also to ﬁnd subsequences within the longer
sequence that optimally ﬁts the shorter sequence. The longer sequence represents a given one-round (six shots)
acceleration data that we call “query sequence,” and the
shorter sequence represents a given acceleration data of

POI (see Figure 1) that we call “reference sequence.” Before
starting DTW, we select one sequence as the reference
sequence where the archer achieved a score of 10 for shooting. The problem of ﬁnding the optimal subsequences can
be solved by a variant of DTW that we call “aDTW” (DTW
with ﬁnding subsequences automatically).
We illustrate the aDTW algorithm with the example
described by ﬁgures. The input for aDTW consists of the
query (sequence Y in Figure 2(a)) and reference (sequence
X in Figures 2(a) and 2(b)).
In order to ﬁnd a subsequence that minimizes the distance to the reference over all possible subsequences of query,
we modify the initial conditions of the classic DTW algorithm by setting d i, 0 = ∞ for i ∈ 0 n and d 0, j = 0 for
j ∈ 0 m . In the ﬁrst iteration, we compute the accumulated
cost matrix shown in Figure 3(a) and obtain the distance
function (Figure 3(b)) that corresponds to the top row of
the matrix.
By setting the threshold manually for each participants,
we obtain the six local minima with distance below the
threshold. The indices of the six local minima correspond
to the end point of the six subsequences in query sequence
Y. The six blue small circles shown in Figure 3(b) indicate
the six local minima. To determine the indices of the starting
point of the six subsequences in query sequence Y, the optimal warping path is computed in reverse order of indices
starting with each six local minima. The six resulting
“matched subsequences,” that is, the subsequences of query
Y similar to reference X, are shown in Figures 4(a) and
4(b). In the next iteration, using classic DTW, we compute
the six ﬁnal accumulated cost matrices, as shown in
Figure 4(a), and ﬁnally, normalization of the distance (see
Figure 4(b)) between the reference and the matched six subsequences in query is conducted.

3. Results and Discussion
For our time sequence data sets, we only employed the xaxis acceleration data to calculate distance (DTW distance)
by using the aDTW algorithm described in Section 2. We
iteratively found the 36 matched subsequences for all six
successive rounds, but not all participant data showed
good matching. The numbers of matched subsequences
for the four participants are 35, 35, 29, and 31. One of the
36 subsequences was a reference, and 35 was the maximum
number of matched subsequences found automatically.
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Figure 3: (a) Accumulated cost matrix between sequences X and Y for calculating distance function. Regions of low cost are indicated
by light colors, and those of high cost are indicated by dark colors. (b) Distance function that corresponds to top row of accumulated
cost matrix. Blue small circles indicate six local minima with distance below threshold. Indices of six local minima correspond to end
point of six subsequences in Y.
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Figure 4: (a) Final accumulated cost matrix between sequence X and six matched subsequences in Y. Regions of low cost are indicated by light
colors, and those of high cost are indicated by dark colors. Six grey regions correspond to six matched subsequences in Y. Grey (red in color
print) lines indicate six optimal warping paths. Value indicates normalized distance between sequence X and each matched subsequences. (b)
Resulting two (correspond to the second and fourth subsequences) of six subsequences indicated by grey (red in color print) lines.
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Then, we calculated the distance between the reference and
the subsequence found automatically for the four participants. The mean and SD value of the distance for each participant are as follows: 13.87 ± 0.9, 16.72 ± 1.3, 23.53 ± 2.2,
and 23.30 ± 2.3.
In order to evaluate the relationship between distance
and the scores obtained, we plotted a histogram of the
DTW distance of each participant. The histogram of DTW
distances that correspond to the four participants and the
relationship between shooting consistency (distance) and
scores are presented in Figure 5. The results show that the
higher the score (59 of 60) achieved by an archer, the higher
level is the shooting consistency (lower distance, that is,
distance of 13.87 and 16.72) that they showed. Subjects 1
and 2 are female archers with relatively higher score. A small
distance value indicates that an archer has maintained highlevel shooting consistency while archery shooting repetitively. On the other hand, the lower the score (54 of 60 and
55 of 60) achieved by an archer, the lower level is the shooting
consistency (higher distance, that is, distance of 23.53 and
23.30) that they showed. Subjects 3 and 4 are female archers
with relatively lower score.
In this study, we provide a useful signal processing
method that quantiﬁes shooting consistency in archery. The
results show that the DTW algorithm is a very useful metric
for assessing shooting skills, evaluating the progress on training, and ﬁnding talented archers.

4. Conclusions
In this study, we measured four (n = 4) elementary level
archers from a middle school in Korea for the purpose of
analyzing shooting consistency in archery. Such shooting
consistency is deﬁned by the distance between two time
sequences with respect to acceleration data. The distance
was calculated using the DTW algorithm. The results showed
that the higher the scores achieved by an archer, the lower is
the distance, that is, the higher level is the shooting consistency showed by the archer.

Consequently, distance can be used as a quantitative
parameter for measuring similarity of movement, which is,
shooting consistency in archery. Moreover, the DTW
algorithm-based approach provides the advantage of searching all matched subsequences automatically from a long
sequence. We inferred that the proposed approach might
be important for assessing shooting skills, evaluating an
archer’s progress, and ﬁnding talented archers in advance.
The ultimate goal of this study is to develop measures to
identify archers’ talents and using these measures to improve
archers’ performance and preventing injuries ahead.
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We developed a design of Intelligent Healthcare Data Management System using nanosensors (IHDMS) and composed an
application for mobile device. The proposed IHDMS will coordinate the healthcare data of the patients from nanosensors and
transforms it into a worldwide consumed standard HL7 (Health Level Seven) for conversion of healthcare data. This converted
data dispatches to a server of its system. The battery lifetime of the facility is feasible to increase, the memory usage is less than
100 KB, and it operates all data by employing few and far between resources. Moreover, the proposed system decreases the
waiting time in the transposing data, and secured channel was used for the server of the healthcare center in the running HL7
format data.

1. Introduction
As with acceleration in developing technologies, intelligence healthcare systems are also moving towards novel
approaches and models of healthcare based on nanosensor,
smart phone, smart watch, and so on. Currently, nanotechnology is getting one of the incredible studies and plays an
important role in many ﬁelds, such as electronics, telecommunication, agriculture and food, materials, energy storage,
biotechnology, medicine, and healthcare system.
Intelligent Healthcare Data Management System allows
a sick person or patient to use a healthcare service such as
a diagnosis service, emergency management service, and
monitoring service whenever and anyplace. The Intelligent
Healthcare Data Management System (IHDMS) with
nanosensors contains three components. Schematic of the
Healthcare Data Management System using nanosensors is
illustrated in Figure 1.

Component 1 involves wearable nanosensors worn
by patient. Each nanosensor can recognize, represent,
and process one or more physiological signals, namely,
heart rate monitoring by an electrocardiogram (ECG)
nanosensor, brain electrical activity observation by an
electroencephalogram (EEG) nanosensor, muscle activity
monitoring by an electromyogram (EMG) nanosensor,
blood pressure recording by a blood pressure nanosensor, trunk position monitoring by a tilt nanosensor, and
so on.
Component 2 involves an individual application, which
is executing on a smart phone. This application is answerable for a considerable commitment. It greatly performs as
an interface to the wireless medical sensors, which assembles the sick person or patient’s health information and
transfers it to a medical healthcare server. The WBAN
(wireless body area network) contains network conﬁguration
and management.
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Patient with
nanosensors
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Figure 1: Schematic of the Intelligent Healthcare Data Management System using nanosensors.

The conﬁgured WBAN network is conducted by an
application. It services to share channels, synchronize time,
and also retrieve, process, and transfer of data. Based on the
information from multiple medical sensors, the application
should determine the patient’s health state and provide
feedback through a user friendly and intuitive graphical.
Consequently, if a communication channel to the medical
server is available, the application sets out a secure link to
the medical server and sends reports that can be united
into the patient’s medical record in HL7 format. However,
if a link between the mobile device and the medical server
is not available, the application stores the data locally and
initiates data uploads, whenever a link becomes available.
Component 3 consists a medical server(s) or healthcare
server, accessed through the Internet. Moreover, this component could embrace other servers, such as informal
caregivers, commercial healthcare providers, and even emergency servers. The medical server commonly composes a
service that establishes a communication channel to the
patient’s application. It assembles the data from the patient
application and unites the data into the patient’s medical
record. The service can allowance admonitions, if reports
seem to manifest an anomalous condition.
Numerous researches have been studied in intelligent
healthcare system and applications of the nanotechnology.
Also, genetic algorithms are already a key player in task
assignment. Savić et al. [1] presented a genetic algorithm
approach to solve task assignment problem. Lee and Shin
[2] developed a task assignment problem in minimizing costs
for execution and communication. Mei et al. [3] proposed a
task distribution framework to support dynamic reconﬁguration of PHMS, by means of task redistribution. This framework consists of a coordinator and a set of facilitators. Task
assignment problem in arbitrary processor networks was
studied in [4]. Pawar et al. [5] presented a method in optimal
task assignment processing based on a genetic algorithm.
Bachouch et al. [6] composed an optimization model for task
assignment in healthcare.

Hu and Marculescu [7] and Alsalih et al. [8] developed
models of the channel directions in processor network. Otto
et al. [9] studied about the “Personal Server” in their research
work. Paré et al. [10] published a review of home telemonitoring in chronic diseases.
Kang et al. [11] classiﬁed stress status based on EEG
signals. Sun-Jin [12] designed a smart application that
can accurately diagnose and process the current state of
the local environment, objects, and persons remotely. Also,
Kim et al. [13] developed mobile healthcare application
based on the tongue diagnosis.
Kumar et al. [14] proposed a general real-time healthcare monitoring system architecture and summarized the
need, challenges, and radio technologies of WBANs, since
it is the key factor to achieve low power and low latency.
Hanen et al. [15] proposed a mobile medical web service
system and implemented a medical cloud multiagent system
using Android operating system. Hamdi et al. [16] introduced other system in the management of medical technology. O’Donoghue and Herbert [17] presented the Data
Management System (DMS) architecture, which employs
an agent-based middleware to intelligently and eﬀectively
manage all pervasive medical data sources. Lee et al.
[18] composed a management system, which is suitable for
diabetes patients by their blood sugar level. Ketan et al. [19]
developed a healthcare system for the diabetes patients.
Nkenyereye and Jang [20] presented a design in the healthcare web service gateway of the healthcare monitoring system
for distance runner.
Sahoo et al. [21] introduced the chief scientiﬁc and
technical aspects of nanotechnology and discussed some
of its potential clinical applications. Omanović-Mikličanin
et al. [22] composed the perspective of the nanotechnology
applications in medicine. Raﬀa et al. [23] summarized the
progress made in nanotechnology for healthcare. Ali and
Abu-Elkheir [24] overviewed a foresight of the healthcare
environs and its structural challenges, which are used
nanotechnology and nanonetworks.
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Figure 2: Design of the IHDMS.

Earlier systems were concentrated on obtaining the
patient’s information irrespective of the resources been used.
A raw data produced by these systems were transferred to
healthcare server, which caused a lot of overhead of handling
this information on the server.
Even though previous researches are composed of various methodologies in the healthcare management system,
that is, [14, 17–20], the task assignment, that is, [1–6],
the healthcare application for the smart phone, that is,
[12, 13, 15], and nanotechnology application for healthcare, that is, [21–24], any work does not perform using these
methods together. This study focuses on to developing Intelligent Healthcare Data Management System using nanosensors, which includes task assignment algorithms based on a
genetic algorithm, a smart device application, and nanosensors with high sensitivity all together. In addition, genetic
algorithm can decrease waiting time in data transpose and
demands lower memory while providing the assignment.
This paper is arranged as follows. Section 2 explains the
objectives and newly proposed methodology. Section 3 presents results and discussion generated from this research
work. Section 4 gives conclusions and future works form this
study, like the goals achieved and eﬃciency of the system.

2. Objectives and Methodology
The main goal of this study was to design the Intelligent
Healthcare Data Management System using nanosensors
and develop an application for mobile device. In our proposed system, a device is ubiquitous, and software supplies
the real-time patient health information to the caregiver
using nanosensors.
An algorithm to obtain the overall methodology used in
this paper is as follows:
(i) Design the Intelligent Healthcare Data Management
System (IHDMS) using nanosensors.
(ii) Develop a task assignment algorithm (TAA).
(iii) Transform sensor data to HL7.
(iv) Develop an IHDMS application.

2.1. Task Assignment. In the Healthcare Data Management
System, a “single task” is a connection between mobile
system and a body sensor at a distinct time and assemble
the sick person or patient’s physiological health information.
If a TAA commends an individual task to the sensor, operation in that begins. In our composed system,
the IHDMS connects to target sensor, assembles, and
operates the patient’s health information, then keep in
present information.
In this research, the TAA was developed using genetic
algorithm. The genetic algorithm is found on not complicated evolutionary process and consuming pointed option
to get optimal results. In genetic algorithm, population of
the chromosome was produced.
2.2. Transform of the Nanosensor Data to HL7. After operating the sensor information, it was transformed to the
healthcare server by HL7 standard.
An individual HL7 message consists of MSH, PID, and
OBX segments. Therefore, these three kinds of segments
are produced in our proposed IHDMS.
2.3. An Application for IHDMS. An application programming interface (API) for smart device was composed in
the proposed Intelligent Healthcare Data Management
System using nanosensors. The IHDMS application based
on Android OS and utilized Java program.
The application consists a main page and other subpages,
which are unable to get and enter information about sensors,
and patient’s health information.

3. Results and Discussion
3.1. Design of the Intelligent Healthcare Data Management
System Using Nanosensors. This section presents the design
and performance of the Intelligent Healthcare Data Management System (IHDMS) using nanosensors. In this study, a
sick person or patient’s health information was assembled
from the nanosensors. The assembled health information
was operated on the phone and transformed to the HL7 format for transfer to the healthcare server. Figure 2 illustrates
the design of the IHDMS for better understanding.

4
3.2. Task Assignment Algorithm (TAA). Task assignment
algorithm (TAA) is the key component of this study. Primarily, connection between the nanosensor and the mobile
device must be set up. There are several predeﬁned nanosensors, which are the user or the caregiver can choose and
connect manually to them. User, who is the ﬁrst time
addressed to connect to the nanosensor, should get permission to make a contact in further by an allowed passport.
The allowed passport is saved in the system for user’s automatic connection afterwards.
Nanosensor information page for connected nanosensors
was displayed. In this page, the user can choose scan time and
scan daily inputs. Entered information is saved and required
in the TAA to produce chromosomes. In our system, input
scan time was determined between 10 to 60 seconds, and
scan daily input was limited 24 scans daily. This limitation
of the scan time and scan daily is reasoned from the current
research demands, such as reduce memory usage and save
battery of the mobile device.
If there are no nanosensor inputs (scan time and daily
scanned inputs) of the system, any chromosome would not
be produced by the TAA in the IHDMS. In this case, default
values for every inputs are equal to zero (0). Instantly, the
application is operated by the user; the TAA is created.
The chromosomes, which are produced by the TAA,
consist two variants of chromosomes with distinct bit
sizes. These chromosomes are scanned daily and a single
hour. In order to produce the chromosomes, the TAA
serves two diﬀerent functions.
The ﬁrst function operates once in around the clock and
produces the daily scan for each sensor. The second function
operates every hour and produces the scan per hour chromosome for the whole activated sensors in the current time.
This scan information can be used to produce the
scans per hour chromosome for all nanosensors. Twentyfour bit chromosomes will be produced during this process for each sensor. These produced chromosomes create
nanosensor’s scan information for every hour of the single
day. As a single day divided by twenty-four hours, the size
of the scans in each day chromosome is equal to twentyfour bit, and the maximum number of the scans in each
day for each nanosensor is also twenty-four. So a cell of the
chromosome represents a single hour of the day. The cell of
the chromosome can get a value 1 or 0. When the process
of the sensor information in the current hour ﬁnished, the
cell gets a value of 1 bit. When the sensor information will
not be processed in the current hour, the cell gets a value of
0 in the chromosome.
Producing these chromosomes is little various from the
genetic algorithm-based chromosome generation. In the
genetic algorithm, a population of the chromosome was
generated, and their ﬁtness was evaluated. Then a novel
population through the genetic operations was created. This
algorithm is convenient on a powerful system, and there is
no limitation on system resources such as memory and battery. The proposed TAA is a genre of the genetic algorithm.
According to the genetic algorithm theory, randomized
population of the chromosomes was produced and the
chromosomes were rejected based on its ﬁtness. Genetic
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Figure 3: Genetic algorithm for task assignment.

1 1 1 1 1 1 1 1 1 1 1 1 0 0 0 0 0 0 0 0 0 0 0 0

Figure 4: Chromosome before randomization.

0 0 0 0 1 1 1 0 1 0 1 1 1 1 1 0 1 0 0 1 1 0 0 0

Figure 5: Chromosome after randomization.

algorithm for the proposed task assignment is presented as
a ﬂowchart in Figure 3.
This process consists n number of iterations, randomizations, and adoption. In order to reduce the n number of
iterations, randomization, and selection, the TAA was started
working from the ﬁtness function of the system.
Figure 4 presents produced chromosomes before
randomization.
According to the requirement of the system to obtain
randomized health information of the patient, the produced
chromosomes were randomized in this study. Figure 5 illustrates produced chromosomes after randomization.
The proposed TAA does not have an assumption of
crossover and mutation as in the genetic algorithm. The
genetic algorithms generally consist of three fundamental
operators: reproduction, crossover, and mutation. The crossover and mutation are utilized to produce a new population
of the chromosomes, and a ﬁtness function is used to reject
unﬁt chromosomes. The genetic algorithm is utilized to get
the best solution after n number of population generation, ﬁtness selections, crossover, and mutation without specifying
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Table 1: Nanosensor scan information per hour.

BP nanosensor
1 1 0 0 0 1 0 1 0 1 1 1 0 0 0 1 0 1 0 0 0 1 0 0

Hours
SPO2 nanosensor
0 1 0 1 0 1 0 0 1 1 1 0 0 0 1 0 1 1 1 0 0 1 0 1
ECG nanosensor
1 1 0 0 0 0 1 1 1 0 0 0 1 0 1 1 0 0 0 1 1 0 1 0
Temperature nanosensor
0 0 0 1 0 0 0 1 1 0 0 1 0 0 1 0 0 1 0 0 1 0 0 1

Figure 6: Result of scan chromosomes a day in all nanosensors. BP:
blood pressure nanosensor; SPO2: saturation of peripheral oxygen
nanosensor; ECG: electrocardiogram nanosensor.

any rules. The task assignment algorithm just produced
chromosomes. A single chromosome provided by the scans
every single day and various chromosomes are produced on
all process.
An actual produced chromosome presents the hour information. The chromosomes were produced for each nanosensor based on their input of scan daily. Some produced
chromosomes for each nanosensor are shown in Figure 6.
Nanosensor scan information is presented as an array of
vectors in Table 1. The array size is 24 (hour) in each vector
consisting nanosensors name. This produced array was consumed for the production of second unit of chromosomes.
The second function operates each single hour and produces a chromosome of size 60. It produces a chromosome,
which has 60 cell size using the information from array of
vectors. Each cell consists a value of 0 or nanosensor name.
When the cell value is equal to nanosensor name, the IHDMS
operates the nanosensor information.
The produced chromosome at the ﬁfth hour for ECG
nanosensor is presented as below.
[ECG Nanosensor, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0]
Next step of the production of primary chromosome is to
randomize as below.
[0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0,
0, 0, 0, 0, 0, 0, 0, 0, 0, 0, ECG Nanosensor, 0, 0, 0, 0, 0, 0, 0, 0, 0,
0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0]
In the proposed IHDMS, time suspension worked for the
chromosomes. Then the system was stopped over until continuation of that process. Due to this stopover in the system,
battery life and memory were saved of the device.
The produced chromosomes, which are used for the
scan of the nanosensor information, are exclusive, and
the nanosensors scan at an exclusive time every single
day. It also saves the memory usage and battery and more
eﬃciently operates the nanosensor information on the
mobile environment.
3.3. Transform Nanosensor Data to HL7. The nanosensor
information was converted into the lab HL7 format.
Inbound lab messages can be received as ORU (observational
report—unsolicited) messages and will be sent to the “Labs”
tab on patient’s proﬁle in healthcare records. Each HL7

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

Nanosensors
SPO2 nanosensor
SPO2 nanosensor, temperature nanosensor
Temperature nanosensor
BP nanosensor
ECG nanosensor
SPO2 nanosensor, ECG nanosensor, temperature
nanosensor
BP nanosensor, ECG nanosensor, temperature
nanosensor
SPO2 nanosensor, ECG nanosensor
SPO2 nanosensor, ECG nanosensor, temperature
nanosensor
BP nanosensor, ECG nanosensor
SPO2 nanosensor, ECG nanosensor, temperature
nanosensor
ECG nanosensor, temperature nanosensor
BP nanosensor, SPO2 nanosensor, ECG nanosensor
BP nanosensor, SPO2 nanosensor
ECG nanosensor, temperature nanosensor
SPO2 nanosensor, temperature nanosensor
BP nanosensor, SPO2 nanosensor, ECG nanosensor
ECG nanosensor
BP nanosensor
BP nanosensor, SPO2 nanosensor
BP nanosensor, temperature nanosensor

Table 2: HL7 lab messages format.
Segment
MSH
PID
PV1
ORC
NTE
OBR
OBX
NTE

Description
Message header
Patient identiﬁcation
Patient visit identiﬁcation
Common order
Notes and comments
Observation request
Observation/result
Notes and comments

message consists of one or more segments (see Table 2).
A segment is a group of ﬁelds, which contain diﬀerent
data types.
MSH ﬁeld information is illustrated in Table 3: Seq. is a
sequence, in which each ﬁeld information has to be entered
and each ﬁeld is separated by delimiter. Opt. is options,
which is optional ﬁeld by user. Each involved ﬁeld information is obligated and cannot be left blank. Len. presents the
maximum length of the each ﬁeld.
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Table 3: MSH segment ﬁeld information.

Seq.

Len.

0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19

3
1
4
20
20
20
20
14
40
7
20
3
8
15
180
2
2
2
6
60

Fmt

Opt.

Field name

ST
ST
HD
HD
HD
HD
TS
ST
CM
ST
PT
ID
NM
ST
ID
ID
ID
ID
CE

R
R
R
R
R
R
R
R
O
R
R
R
R
O
O
O
O
O
O
O

Segment ID = “MSH”
Field separator
Encoding characters
Sending application
Sending facility
Receiving application
Receiving facility
Date/time of message
Security
Message type
Message control ID
Processing ID
Version ID
Sequence number
Continuation pointer
Accept acknowledgment type
Application acknowledgment type
Country code
Character set
Principal language of message

Practically, all information is entered by the user on
primary setup of the application in the IHDMS. A representative result of the MSH message according to Table 3 is
shown as below.
MSH||IHDMS|IHDMSMobilePhone|IHDMSMobile
Phone|Lab|11101026914414||ORU^R10001075067129
|P|2.4|1|||NE||ASCII|||
The next segment in the HL7 is the PID (Patient
Identiﬁcation) segment. This segment contains 30 diﬀerent
ﬁelds (see Table 4), such as patient ID number, sex, address,
phone number, marital status, primary language, nationality,
citizenship, and religion.
A representative result of the PID segment in a manner
corresponding to Table 4 is shown as below.
PID||6804010117||Lee^Malrey|||||||||||||0803738490
||||||||||||
The next segment after PID is the OBX (Observation)
segment. The OBX segment is a part of multiple message
types that transmit patient clinical information. 17 diﬀerent
ﬁelds of the OBX segment are detailed in Table 5.
A sample result of the OBX segment in a manner corresponding to Table 5 is shown as below.
OBX||ST|ECG Nanosensor||2.675^2.925^2.855^|ECG
Nanosensor|||||||||||
Each segment information of the MSH, PID, and
OBX are mandatory to produce an accomplished HL7
message that can be delegated to the healthcare server.
An individual HL7 message consists of MSH, PID, and
OBX segments, which are produced by IHDMS. HL7
messages was transferred to the healthcare server afterward
producing process.

Table 4: PID segment ﬁeld information.
Seq.

Len.

0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

3
4
12
16
20
48
48
14
1
48
1
106
4
20
20
20
1
3
12
11
25
9
3
20
2
2
4
60
80
8
1

Fmt

Opt.

Field name

SI
CX
CX
CX
PN
PN
TS
IS
PN
IS
AD
IS
TN
TN
CE
IS
IS
CX
ST
ST
CX
IS
ST
ID
NM
IS
CE
CE
TS
ID

R
O
O
R
O
R
O
O
O
O
O
O
O
O
O
O
O
O
R
O
O
O
O
O
O
O
O
O
O
O
O

Segment ID = “PID”
Set ID—patient ID
Patient ID (external ID)
Patient ID (internal ID)
Alternate patient ID—PID
Patient name
Mother’s maiden name
Date/time of birth
Sex
Patient alias
Race
Patient address
County code
Phone number—home
Phone number—business
Native language
Marital status
Religion
Patient account number
SSN number—patient
Driver’s license number—patient
Mother’s identiﬁer
Ethnic group
Birth place
Multiple birth indicator
Birth order
Citizenship
Veterans military status
Nationality
Patient death date and time
Patient death indicator

3.4. The IHDMS Android Application. Once the task
assignment algorithm assigns the task to a particular
nanosensor, then “Personal Server” is solely responsible
for collecting data and events from the wireless body area
network (WBAN). The “Personal Server” provides the
user interface, controls the WBAN, fuses data and events,
and creates unique session archive ﬁles. The software is
implemented in Java for Android Mobile Operating System. It runs on Mobile Phone with Android OS. The
Intelligent Healthcare Data Management System (IHDMS)
Application was developed and implemented in this study.
Android OS was used in our developed application.
Figure 6 illustrated Start Page of the Android application
for IHDMS.
A current user’s health information can be seen by
clicking button “View Information,” if it is allowed already.
At ﬁrst time, it will be blank, because there is nobody, and
any nanosensor was not allowed. User or caregiver permeates
to the system through enter mandatory information by

Journal of Sensors

7

Table 5: OBX segment ﬁeld information.
Seq.
0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17

Len.
3
10
2
20
20
10
20
10
5
5
2
1
14
20
14
60
80
60

Fmt

Opt.

Field name

SI
ID
CE
ST
NM
CE
ST
ID
NM
ID
ID
TS
ST
TS
CE
CN
CE

R
O
R
R
O
R
R
O
O
O
O
O
O
O
O
O
O
O

Segment ID = “OBX”
Set ID—OBX
Value type
Observation identiﬁer
Observation Sub-ID
Observation value
Units
References range
Abnormal ﬂags
Probability
Nature of abnormal test
Result status
Date of last normal values
User deﬁned access checks
Date/time of the observation
Producer’s ID
Responsible observer
Observation method

Figure 8: Start page of the Android application in Health
Monitoring System.

(a) Patient Settings page

(b) Patient Information page

Figure 9: Patient Settings and Patient Information pages.

Figure 7: Settings Authentication page.

“Options” button. Figure 7 shows a Settings Authentication
page by clicking “Options” button in Figure 8.
After updating the patient information, the current page
Patient Information is redirected to the previous page of
Patient Settings, as illustrated in Figure 9. Next step is to set
the nanosensor information. A Page of the Set Selected
Nanosensors in Android Application is illustrated in
Figure 10. Figure 11 presents Nanosensor Settings Page and
result of the ECG nanosensor.
Acquired nanosensor data is sent to micro gateway,
and the micro gateway data is sent to mobile device.
Mobile device application displays received information
to the user. Figure 12 illustrated data receiving structure
and result of the Blood pressure, oxygen saturation in the
mobile device.

Figure 10: Pages of the set nanosensors and nanosensor settings.

4. Conclusions and Future Works
The proposed Intelligent Healthcare Data Management System dynamically assembles the nanosensor information of
the sick person or patient and operates it on the smart phone.
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the mobile device and apply this information in assigning
task. We desire that the HL7 middleware library package will
be maturing, to become embedded software that can be used
in ubiquitous healthcare devices.
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Every year, injuries associated with fall incidences cause lots of human suffering and assets loss for Parkinson’s disease (PD)
patients. Thereinto, freezing of gait (FOG), which is one of the most common symptoms of PD, is quite responsible for most
incidents. Although lots of researches have been done on characterized analysis and detection methods of FOG, large room for
improvement still exists in the high accuracy and high efficiency examination of FOG. In view of the above requirements, this paper
presents a template-matching-based improved subsequence Dynamic Time Warping (IsDTW) method, and experimental tests
were carried out on typical open source datasets. Results show that, compared with traditional template-matching and statistical
learning methods, proposed IsDTW not only embodies higher experimental accuracy (92%) but also has a significant runtime
efficiency. By contrast, IsDTW is far more available in real-time practice applications.

1. Introduction
Parkinson’s disease is a kind of common neurological disorder caused by dopamine and gradually loss of function of
other subcortical neurons. PD usually causes the patients’
movement function disorder, starting from tremors of one
side body or activity clumsy, and further involves the contralateral limb [1, 2]. Clinical manifestations of Parkinson’s
disease are mainly for static tremor, bradykinesia, myotonia,
and freezing of gait. Among them, FOG is a kind of typical
symptom. The patient is not easily maintaining the balance
of the body and is likely to fall on the road surface with
even a bit uneven. Its typical symptoms are loss of ability to
walk in a sudden feet stuckness on the ground and disability
to move in a few minutes or being no longer able to move
again. FOG seems to be common in the start period of
walking, turning, and moving close to the target or when
one is worried whether he is able to get through the known
obstacles, for example, getting through the revolving door.
Every year, fall incidence rates range from 50% to 70%. It is
one of the main reasons for disability to PD patients [1].
Freezing of gait (FOG) is one of the cardinal symptoms of
the PD which is defined as an inability of a person to move

one’s feet in spite of the fact that he/she intends to move [3].
Existing methods for prevention and cure of FOG mainly rely
on drugs, the most widely used of which is levodopa (LD)
[4]. However, drug’s effect duration is generally 2–6 h, and
different patients’ drug resistance is various to different kinds
of drugs. These specificities may lead to large fluctuations,
showing up as the patient suddenly cannot move or can
suddenly move freely. These two appearances alternate in a
few minutes, namely, “On-Off” phenomenon. Once “On-Off”
appears, it is hardly to be cured [5].
In addition, some nondrug therapy methods can also be
used in the prevention and treatment of FOG. PD patients
complete the corresponding action according to the instructions (like music rhythm, visual cues, etc.) [6–8]. These coordination practices are proved to be effective in keeping FOG
from getting worse. Plotnik et al. [6] suggested that external
tempo clues were of great help to increase walking speed significantly for PD patients. Compared with treatment methods
relying on drugs, with the instruction of external information, PD patients could be prepared in advance and can
respond to the possibility of FOG, as well as the happening of
“On-Off” phenomenon.
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Sequence X
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Figure 1: A typical pair of sequences for template matching.

For both drug and nondrug therapy methods, the detection and forewarning of FOG are significantly important.
Wearable sensors are widely used to realize the real-time
detection and alarming of FOG for PD patients. Previous
studies usually focus on the fusion of sensors like baroreceptor, IMU, and so on. They capture the sensor signals
when PD patients in activity do deep analysis of the wavelets
and give out alarms before FOG occurs. The research topics
about forewarning of FOG based on wearable sensors mainly
concentrate on the selection of sensors [5], locations [9], and
high effective algorithms [10].
Different from the traditional statistical methods [5–10],
template matching is a high effective recognition method
with both high recognition accuracy and efficiency, which has
been applied to physical activity [11–13]. Muscillo et al. [11]
proposed user-dependent templates to target recognition of
arm-specific tasks. Likewise, Chen and Shen [12] focused on
recognizing activities performed with the right upper limb
using a classification framework based on template matching. Stiefmeier et al. [13] proposed an innovative approach
consisting of encoding motion data into sequence of finite
symbols and performing activity recognition by using stringmatching algorithms. However, to the best of our known, no
effort has been paid in the real-time detection of FOG.
To summarize, traditional statistical methods for FOG
detection have low accuracy and efficiency, and it can hardly
meet the requirements for practice real-time applications.
Template-matching method is of high performance advantages; however, it is seldom used in FOG detection. The
purpose of this paper was to investigate the use of template
matching for the detection of FOG.
The rest of this paper is organized as follows: typical
template-matching methods are introduced in Section 2.
In Section 3, the framework of our system is presented
and an improved sDTW algorithm (IsDTW) is illustrated.
The proposed algorithm is verified on an open dataset and
results are analyzed in Section 4. Proposed IsDTW algorithm
is compared with both traditional template methods and
statistical methods in recognition accuracy and real-time
performance. The conclusions of our work are given in
Section 5.

2. Template-Matching Methods
Template-matching algorithm is an approach for comparing
two-time sequences in terms of both their state and dynamics.
Time series can be used to classify primitive physical activities

from data provided by wearable sensors, such as accelerometers. Template matching is a high-level machine learning
technique that identifies the parts on one sample that match
a predefined template.
2.1. Problem Formulation. A typical pair of sequences for
template matching is shown in Figure 1. Define sequence 𝑋
as template signal and 𝑌 as recorded signal, whose lengths
are, respectively, 𝑛 and 𝑚; namely,
𝑋 = (𝑡1 , 𝑥1 ) , (𝑡2 , 𝑥2 ) , . . . , (𝑡𝑖 , 𝑥𝑖 ) , . . . , (𝑡𝑛 , 𝑥𝑛 ) ,
𝑌 = (𝑡1 , 𝑦1 ) , (𝑡2 , 𝑦2 ) , . . . , (𝑡𝑗 , 𝑦𝑗 ) , . . . , (𝑡𝑚 , 𝑦𝑚 ) .

(1)

Each subsequence of the time series will be compared
with the template 𝑋. Distance based similarity between the
template and the time series segment (denoted as dist(𝑋, 𝑌𝑖𝑗 ))
is computed. Finally, we will identify the best similarity measures by the distance as the probable template occurrences.
The smaller the distance is, the more similar they are. We
are intending to find the optimal subsequence in 𝑌 whose
dist(𝑋, 𝑌𝑖𝑗 ) value is smaller than given threshold.
Distance based similarity measurement method could be
various, and we will introduce some of the most widely used
methods.
2.2. Typical Template-Matching Methods
2.2.1. Euclidean Distance. Euclidean metric, namely,
Euclidean distance, is a common adopted definition of
distance. It refers to the actual distance between two points
in multidimensional space or the natural length of vector
(namely, the distance between this point and the origin
point). Respectively, denote 𝑋 = [𝑥1 , 𝑥2 , . . . , 𝑥𝑖 , . . . , 𝑥𝑚 ]
and 𝑌 = [𝑦1 , 𝑦2 , . . . , 𝑦𝑖 , . . . , 𝑦𝑛 ] as two temporal sequences.
Thus, the distance 𝑑𝑖 (𝑖 = 0, . . . , 𝑛 − 𝑚 − 1, 𝑛 < 𝑚) could
be calculated from vectors 𝑋 and 𝑌. For the ith sample, the
regularized Euclidean distance could be represented as
𝑚

𝑑𝑖 = √ ∑ (𝑌 (𝑖 + 𝑘) − 𝑋 (𝑘))2 .

(2)

𝑘=1

2.2.2. Dynamic Time Wrapping (DTW). DTW could be
used to measure the similarity or distance of these two
sequences. The core of DTW is based on the idea of dynamic
programming (DP), automatically searching for the optimal
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path with local optimization method. Taking the minimum
accumulation of distortion between two vectors as the objective could avoid errors caused by different time length.
In order to align the sequences 𝑋 and 𝑌, a 𝑛 × 𝑚 matrix
is needed, while element (𝑖, 𝑗) represents the DTW distance
‖𝑑(𝑥𝑖 , 𝑦𝑗 )‖ (generally 1st normal form ‖𝑑(𝑥𝑖 , 𝑦𝑗 )‖1 ) between
𝑥𝑖 and 𝑦𝑗 . Namely, each element in the matrix stands for the
similarity between two points in 𝑋 and 𝑌, and the smaller
the distance is, the greater the similarity is. DP is applied to
find optimal path crossing a number of grids in the matrix
and calculation is conducted among the points crossed by the
path.
The paths that satisfy all above conditions could be as
many as exponential, but the minimum cost path is the one
we are interested in. Thus, the following equation could be
achieved:
Dist (𝑖 − 1, 𝑗 − 1)
{
{
{
{
Dist (𝑋, 𝑌) = 𝑑 (𝑥𝑖 , 𝑦𝑗 ) + min {Dist (𝑖 − 1, 𝑗)
{
{
{
{Dist (𝑖, 𝑗 − 1) .

(3)

2.2.3. Subsequence Dynamic Time Wrapping (sDTW). sDTW
is designed for searching repeated “child segments” from a
long sequence. The core idea of sDTW is dividing distance
matrix 𝐷 into subbands and using traditional DTW to search
the optimal path in subbands. Firstly, divide 𝐷 into several
inclined strip-like regions with the same width. Among the
overlap, 𝑠1 and 𝑠2 are, respectively, the starting point of the
two subbands. Assume that the displacement from 𝑠1 to 𝑠2 is
𝑅 and the width of inclined region is 2𝑅 + 1. Thus, for a 𝑚 × 𝑛
matrix, the number of its contained regions is ⌊(𝑛 − 1)/𝑅 +
(𝑚 − 1)/𝑅⌋.
Afterwards, find the optimal path in each strip-like region
using DTW. In each optimal path, only a small segment is
corresponding to the similar parts of these two consecutive
sequences. So we need to cut out the specific subpaths, which
should meet these requirements: (1) the points contained in
subpath; namely, the length of subpath is smaller than 𝐿; (2)
the average of all points in the subpath; namely, the average
of subpath is smaller than 𝜃. Given a subpath with 𝑁 points,
whose length is 𝐿 and its average is 𝜃, working out the LCMA
(length-constrained minimum average) is as follows:
𝑡
1
∑Dist (𝑖𝑘 , 𝑗𝑘 ) , 𝑡 − 𝑠 + 1 ≥ 𝐿.
1≤𝑠≤𝑡≤𝑁 𝑡 − 𝑠 + 1
𝑘=𝑠

𝑓 = min

(4)

2.2.4. Cross Correlation. In signal processing, it is often to
study the similarity of two signals, in order to implement
signal detection, recognition, and extraction. The method
that could be used to analyze the similarity of signals is called
cross correlation. Given two temporal sequences 𝑋 and 𝑌,
whose length is, respectively, 𝑛 and 𝑚, its cross correlation
function is defined as follows:
𝐶𝑌𝑋 (𝜏) =

1 𝑛−1
∑ [𝑌 (𝑖 + 𝜏)] [𝑋 (𝑖)] .
𝑛 − 1 𝑖=0

(5)

Generally speaking, cross correlation index could be used to
normalize the standard deviation of two signals, and the cross
correlation coefficient is defined as follows:
𝛾𝑌𝑋 (𝜏) =

𝐶𝑌𝑋 (𝜏)
,
𝜎𝑌𝑌 𝜎𝑋𝑋

(6)

where 𝜎𝑋𝑋 and 𝜎𝑌𝑌 are, respectively, the standard deviation
of 𝑋 and 𝑌 and the value of 𝛾𝑌𝑋(𝜏) is between −1 and +1. If
𝛾𝑌𝑋(𝜏) = −1, it illustrates that 𝑋 and 𝑌 have the same shape
but opposite phase. If 𝛾𝑌𝑋(𝜏) = 0, it illustrates that 𝑋 and 𝑌
have no similarities. If 𝛾𝑌𝑋 (𝜏) = −1, it illustrates that 𝑋 and 𝑌
are totally the same. When the signal is compared with itself,
it is called self-correlation, defined as follows:
̂ 𝑌𝑌 (𝜏) =
𝑅

1 𝑚−𝜏−1
∑ [𝑌 (𝑖 + 𝜏)] [𝑌 (𝑖)] .
𝑚 − 1 𝑖=0

(7)

This function is often used to identify periodic signals from
white noise in order to recognize signal cycle and repetitive
patterns.

3. System Overview and Algorithm Design
Former researchers have studied the detection method for
FOG with time and frequency domain features extracted by
FFT [9]. These studies have already achieved a good accuracy
but poor real-time characteristic. In this chapter, based on
the point of template matching, we proposed an improved
subsequence Dynamic Time Wrapping (IsDTW) method, to
realize the real-time and high precision FOG detection and
alarm. IsDTW gives out a good real-time performance as well
as high accuracy.
The whole process could be divided into two stages:
(1) Data preprocessing: the main work is template generating and threshold confirmation, namely, model
training stage.
(2) Subsequence searching: estimate the similarity using
proposed algorithm, and detect FOG.
Notations. The original signal is denoted as 𝑋 = {(𝑡1 , 𝑥1 ),
(𝑡2 , 𝑥2 ), . . . , (𝑡𝑖 , 𝑥𝑖 ), . . . , (𝑡𝑛 , 𝑥𝑛 )}, and the query subsequence
is denoted as 𝑌 = {(𝑡1 , 𝑦1 ), (𝑡2 , 𝑦2 ), . . . , (𝑡𝑗 , 𝑦𝑗 ), . . . , (𝑡𝑚 , 𝑦𝑚 )}.
𝑋𝑖,𝑗 stands for the subsequence from time 𝑖 to time 𝑗 in
sequence 𝑋. The framework of the whole system is presented
in Figure 2.
3.1. Template Generation. The template sequence is 𝑌 =
{(𝑡1 , 𝑦1 ), (𝑡2 , 𝑦2 ), . . . , (𝑡𝑗 , 𝑦𝑗 ), . . . , (𝑡𝑚 , 𝑦𝑚 )}, and its length 𝑚 is
the predefined window length. The sequence contains several
sensor data subsequences, such as accelerometer data 𝐴 𝑥 , 𝐴 𝑦 ,
𝐴 𝑧 . The sample data contains lots of labeled FOG and nonFOG data. Divide these data into subsequences with length of
𝑚, and average them with method of “interp1” integrated in
Matlab. Apply this operation to each axis of the subsequences,
and finally the template of FOG is achieved, as shown in
Figure 3.
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Figure 2: System framework diagram.
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Figure 3: Gait template: (a) regular gaits; (b) FOG template.

3.2. Threshold Confirmation. The most urgent issue to be
solved in proposed algorithm is how to determine the
threshold value of loss of function. In common sense, due
to the differences of various subjects and noise, the expected
threshold value could vary from person to person. For the
above reasons, in this paper, we proposed a dynamic threshold estimation method based on former statistical model. In
data preprocessing stage, we construct an Artificial Neural
Network (ANN) classifier to obtain the optimal threshold
value 𝜀, which is suitable for each subject, using labeled
training data. This method depends on machine learning
technique, running on a large amount of actual data, which
makes it have higher running speed and credibility.
3.3. Similarity Computation: Improved Subsequence DTW:
IsDTW. Similar to DTW, we proposed this improved sDTW

method to compute the similarity of two sequences by
updating distance matrix. In each loop of the algorithm processing, two variables are stored, 𝐷(𝑡, 𝑘) and 𝑋(𝑡, 𝑘). 𝐷(𝑡, 𝑘)
denotes the minimum DTW value of sequence 𝑌 and subsequence 𝑆𝑖,𝑡 . 𝑋(𝑡, 𝑘) denotes the start time of sequence 𝑋𝑖,𝑡 ,
namely, 𝑖 = 𝑋(𝑡, 𝑘). 𝐷(𝑡, 𝑘) could be obtained by following
methods:


𝐷 (𝑡, 𝑘) = 𝑥𝑡 − 𝑦𝑘  + 𝐷best ,

𝐷best

Dist (𝑡, 𝑘 − 1)
{
{
{
{
{
= min {Dist (𝑡 − 1, 𝑘)
{
{
{
{
{Dist (𝑡 − 1, 𝑘 − 1) ,

(8)
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Input: 𝑥𝑡 at time 𝑡
Output: similar subsequences: 𝑆𝑖,𝑡
For 𝑘 = 1 to 𝑚 do
Calculate 𝐷(𝑡, 𝑘) and 𝑋(𝑡, 𝑘)
End
IF 𝐷min ≤ 𝜀 then
IF ∀𝐷(𝑡, 𝑘) > 𝐷min ∨ 𝑋(𝑡, 𝑘) > 𝑡𝑒 then
Return 𝐷min , 𝑡𝑠 , 𝑡𝑒
𝐷min = +∞
For 𝑘 = 1 to 𝑚 do
IF 𝑋(𝑡, 𝑘) ≤ 𝑡𝑒 then
𝐷(𝑡, 𝑘) = +∞
End
End
End
End
If 𝐷(𝑡, 𝑚) ≤ 𝜀 ∧ 𝐷(𝑡, 𝑚) ≤ 𝐷min then
𝐷min = 𝐷(𝑡, 𝑚)
𝑡𝑠 = 𝑋(𝑡, 𝑚)
𝑡𝑒 = 𝑡
End
For 𝑘 = 0 to 𝑚 do
𝐷(𝑡 − 1, 𝑘) = 𝐷(𝑡, 𝑘)
𝑋(𝑡 − 1, 𝑘) = 𝐷(𝑡, 𝑘)
End
Algorithm 1

where 𝐷(𝑡, 0) = 0 and 𝐷(0, 0) = 𝐷(0, 𝑘) = +∞(𝑡 =
1, 2, . . . , 𝑛 and 𝑘 = 1, 2, . . . , 𝑚). Similarly, 𝑋(𝑡, 𝑘) could be
obtained by following methods:
𝑋 (𝑡, 𝑘)
𝑋 (𝑡, 𝑘 − 1) ,
If 𝐷best = 𝐷 (𝑡, 𝑘 − 1)
{
{
{
{
= {𝑋 (𝑡 − 1, 𝑘) ,
If 𝐷best = 𝐷 (𝑡 − 1, 𝑘)
{
{
{
{𝑋 (𝑡 − 1, 𝑘 − 1) , If 𝐷best = 𝐷 (𝑡 − 1, 𝑘 − 1) ,

(9)

where 𝑋(𝑡, 0) = 𝑡.
IsDTW is targeted for searching all possible subsequences
𝑋𝑖,𝑗 that the similarity satisfies the given threshold 𝜀 between
sequence 𝑋 and template 𝑌, namely Dist(𝑋𝑖,𝑗 , 𝑌) ≤ 𝜀, where
𝑗 = 𝑖 + 𝑚 − 1 and 𝑖 = 1, 2, . . . , 𝑛 − 𝑚 + 1. The whole algorithm
could be described as shown in Algorithm 1.

4. Results and Analysis
This section may be divided by subheadings. It should
provide a concise and precise description of the experimental
results and their interpretation as well as the experimental
conclusions that can be drawn.
4.1. Datasets. The method proposed in this paper is verified
on open source dataset [14]. Bachlin et al. recruited 10 PD
patients as experimental subject, among which there are 7
male and 3 female, whose ages are 66.5 ± 4.8 years and disease
duration is 13.7±9.67 years. All subjects are with the history of
FOG and could walk freely in the condition of “off-medicine”

without external assistance. All data is collected and analyzed
in the condition of “off-medicine.”
Subjects are required to complete the data collecting
under the following experimental scenarios: walking forward
and backward in a straight line, randomly walking and
stopping, rotating 360 degrees, and daily life activities. The
entire experimental processes are recorded by video camera.
Two medical personnel diagnose the two possible conditions,
FOG and non-FOG, from the real-time video information.
Every time FOG occurs, record the starting and ending time.
Each subject is mounted with three triaxial accelerometers,
respectively, placed on shank, thigh, and lower back. The
sampling rate is set as 64 Hz. Eventually, sampled from 10 PD
subjects, 8 hours and 20 minutes data are collected, which
contains 237 events of FOG.
Figure 4 shows one patient’s actual recorded data during
the experimental process. The subject ran into FOG condition
exactly at the very beginning of the whole process and then
continued walking normally after a short break; then, sensors
detect trembling caused by FOG, and the legs got stuck; after
a long time of FOG phenomenon, the subject came into
a very fast march; finally, the subject rested down after a
short FOG. The experimental results are matched with those
given by the two medical personnel, which are marked in the
figure with color fonts. Moreover, as shown in the figure, in
the first and third FOG segments, short FOG stuckness is
recognized rightly other than mistaken for rest; in the second
FOG segment, the leg trembling caused by FOG is also
recognized. These two points further verify the effectiveness
of the proposed algorithm.
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Figure 5: IsDTW matching diagram: (a) with FOG; (b) with regular gaits.

4.2. Results Discussion. Figure 5 shows the templatematching results with using IsDTW to detect FOG and
regular gaits. It could be clearly seen that when FOG template
compares with pathological data, shown in Figure 5(a), the
DTW path tends to be more straight and the cumulative
distance (namely, 𝐷) is smaller. It indicates that the compared
two subsequences have higher similarity, and in other words,
the detection result is FOG. When FOG template compares
with disease-free data, shown in Figure 5(b), the DTW path
is more winding and the cumulative distance is bigger, and
the detection result is non-FOG.
The effect of FOG detection and sensor locations has
been analyzed separately by ROC curve as follows. IsDTW
is applied to the dataset and ROC curves of each subset are
drawn in Figure 6, namely, lower back mounted sensor (blue
curve), thigh mounted sensor (brown curve), shank mounted
sensor (red curve), and all three sensors (green curve). Since
the detection method has a better performance when the

ROC curve is closer to upper left corner, we conclude from
visual inspection that it is with better performance when all
sensor data is used. When only shank data is adopted, the
result shows less better performance. This may be because the
shank part can more reflect the characteristics of FOG.
4.3. Compared with Template-Matching Methods. In this
paper, several template-matching methods are selected to
do FOG detection on open source dataset [14]. Various
experimental results are achieved, as shown in Figure 7.
The overall dataset contains sensor data collected from three
accelerometers, shank, thigh, and lower back. Experiments
are conducted with the whole dataset and each part of it,
respectively. In different scenarios, our proposed IsDTW
algorithm all outperformed the others. Following conclusions
could be achieved:
(1) Each algorithm performs differently on various
datasets. The best result was obtained when all data
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Table 1: The list of selected features.
Features
Mean
Variance
Root mean square
Range (maximum–minimum)
Total energy
Skewness
Main frequency
Entropy
Quartile

0.9
0.8

True positive rate

0.7
0.6
0.5
0.4

Domain
Time
Time
Time
Time
Time
Time
Frequency
Frequency
Frequency

0.3
0.2

(3) Generally, DTW related algorithms work better than
Euclidean and cross correlation, which indicates that
DTW has more advantages for the identification of
sequences with variable length.
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Figure 6: ROC diagram.

1
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0

Shank
Euclidean
DTW
sDTW

Thigh

Lower back

Total

Correlation
IsDTW

Figure 7: Results comparison of IsDTW on different datasets.

is utilized, while the second best is with only shank
data. Thus, it can be seen that shank responses to the
FOG phenomenon for maximum efficiency, and the
other parts play a supporting roles.
(2) On different datasets, the proposed IsDTW algorithm
all achieved the best result, which can to some extent
reflects the stability of the algorithm. Meanwhile, the
best result could be as high as 92%. Compared with
the others, IsDTW keeps updating the minimum
distance path and maintain a high efficiency as well
as high accuracy. Besides, using ANN to update the
dynamic threshold, it improves the migration ability
of the algorithm.

4.4. Compared with Statistical Methods. For further verification of proposed IsDTW, comparison experiments are carried
out between template-matching FOG detection methods
and traditional statistical classification methods, including
Decision Tree (DT), Naı̈ve Bayesian Network (NBN), and
Artificial Neural Network (ANN). According to [15], 13
common used time-domain and frequency domain features
are selected, and 9 of them are chosen to be applied to
classification with Relief method [16]. The chosen features are
listed in Table 1.
Taking advantage of the open source tool Weka [17],
comparison experiments are all performed and compared
with proposed template-matching method. Results are shown
in Table 2. It can be seen that IsDTW has significant advantages in classification accuracy, namely, IsDTW > ANN >
NBN > DT. ANN stands out among statistical methods with
an accuracy 0.88 but is still lower than that of IsDTW. In the
meantime, its runtime efficiency performs lower than that
of IsDTW which can hardly meet the requirements of realtime in practice applications. As DT is a kind of lightweight
algorithm with simple principle, it has high efficiency but its
accuracy may not meet the real-time needs.
Therefore, the IsDTW method proposed in this paper has
the advantages of both high precision and real-time capability, and it may meet the demands of practical application.

5. Conclusions
In this paper, we discuss the detection of FOG with utilizing of template-matching methods. Contrast experiments
are carried out on open source dataset OPPORTUNITY.
Template-matching methods are compared with Euclidean,
DTW, sDTW, and cross correlation. Experimental results
show that template-matching methods have certain advantages, and our proposed IsDTW apparently has higher accuracy. For comparison, IsDTW is compared with nontemplate
methods (statistical methods), and the results show that our
algorithm has not only higher experimental accuracy but to a
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Table 2: Performance comparison of IsDTW with statistical machine learning methods.

Methods
Accuracy
Runtime (s)

DT
0.77
0.55

certain extent is better than traditional methods on runtime
efficiency, making it more applicable in practice applications.
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