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The growing communication and computing capabilities in
the devices enlarge the connected world and improve the
human life comfort level. The evolution of intelligent sensor
networks and smart antennas has led to the development
of smart devices and systems for real-time monitoring of
various environments. The demand of smart antennas and
intelligent sensors significantly increases when dealing with
multiuser communication system that needs to be adaptive,
especially in unknown adverse environment [1–3].The smart
antennas based arrays are capable of steering the main beam
in any desired direction while placing nulls in the unwanted
directions. Intelligent sensor networks integration with smart
antennas will provide algorithms and interesting application
to collect various data of environment to make intelligent
decisions [4, 5].

The aim of this special issue is to provide an inclusive
vision on the current research in the area of intelligent
sensors and smart antenna based systems for enabling various
applications and technologies. We cordially invite some
researchers to contribute papers that discuss the issues arising
in intelligent sensors and smart antenna based system.Hence,
this special issue offers the state-of-the-art research in this
field.

The paper titled “Compressive Sensing Based Channel
Estimation for Massive MIMO Communication Systems”
discusses the advantage of spatial and temporal common
sparsity of massive MIMO channels in delay domain,
nonorthogonal pilot design, and channel estimation schemes
which are proposed under the frame work of structured
compressive sensing (SCS) theory that considerably reduces

the pilot overheads for massive MIMO FDD systems. Finally,
simulations are carried out to verify the performance of the
proposed schemes and compared to its conventional coun-
terparts with fewer pilots overhead, the proposed schemes
improve the performance of the system.

The paper titled “Generalized Complex Quadrature
Spatial Modulation” proposes two generalizations of CQSM,
namely, generalized CQSM with unique combinations
(GCQSM-UC) and with permuted combinations (GCQSM-
PC). These two generalizations perform close to CQSM or
outperform it, depending on the system parameters. Also,
the proposed schemes require much less transmit antennas
to achieve the same spectral efficiency of CQSM, for instance,
assuming 16-QAM, GCQSM-PC, and GCQSM-UC require
10 and 15 transmit antennas, respectively, to achieve the same
spectral of CQSM which is equipped with 32 antennas.

The paper titled “A Compact Ku-Band Active Electron-
ically Steerable Antenna with Low-Cost 3D T/R Module”
presents a novel compact Ku-band active electronically steer-
able antenna array design with a low-cost and integrated
T/R 3D module employed for airborne synthetic aperture
radar (SAR) systems. The entire system adopts 3D multilayer
technology with vertical interconnection to construct the
hermetically packaging RF modules. By assembling different
multifunctional modules into a whole multilayer board, the
3D T/R technique greatly improves the system integration
and reduces implementation cost and size.

The paper titled “SUBBASE: An Authentication Scheme
for Wireless Sensor Networks Based on User Biometrics”
proposes a new method of security for a wireless sensor
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network (WSN). The proposed technique, Secure User Bio-
metric BasedAuthentication Scheme (SUBBASe), is based on
the user biometrics for WSNs. It achieves a higher security
level, as well as improved network performance.

The paper titled “Enabling Noninvasive Physical As-
sault Monitoring in Smart School with Commercial Wi-Fi
Devices” presents Wi-Dog, a noninvasive physical assault
monitoring scheme that enables privacy-preserving monitor-
ing in ubiquitous circumstances. The key intuition is that Wi-
Fi signals are easily distorted by humanmotions, andmotion-
induced signals could convey informative characteristics,
such as intensity, regularity, and continuity. Specifically, to
explicitly reveal the substantive properties of physical assault,
the authors propose a set of signal processing methods for
informative components extraction by selecting sensitive
antenna pairs and subcarriers. Then a novel signal-complex-
ity-based segmentation method is developed as a location-
independent indicator to monitor targeted movement tran-
sitions. The Wi-Dog is implemented on commercial Wi-Fi
devices and evaluated in real indoor environments.

The paper titled “A Double Adaptive Approach to Tackle
Malicious Users in Cognitive Radio Networks” proposes a
double adaptive thresholding technique in order to differ-
entiate legitimate users from doubtful and malicious users.
Prior to the double adaptive approach, the maximal ratio
combining (MRC) scheme is utilized to assign weight to
each user such that the legitimate users experience higher
weights than the malicious users. Double adaptive thresh-
old is applied to give a fair chance to the doubtful users
to ensure their credibility. A doubtful user that fails the
double adaptive threshold test is declared as a malicious
user. The results of the legitimate users are combined
at the fusion center by utilizing Dempster-Shafer (DS)
evidence theory. Effectiveness of the proposed scheme is
proved through simulations by comparing with the existing
schemes.

The paper titled “Smart Real-Time Video Surveillance
Platform for Drowsiness Detection Based on Eyelid Clo-
sure” proposes drowsiness detection in real-time surveillance
videos by determining if a person’s eyes are open or closed.
As a first step, the face of the subject is detected in the image.
In the detected face, the eyes are localized and filtered with
an extended Sobel operator to detect the curvature of the
eyelids. Once the curves are detected, concavity is used to
tell whether the eyelids are closed or open. Consequently, a
concave upward curve means the eyelid is closed whereas
a concave downwards curve means the eye is open. The
proposed method is also implemented on hardware in order
to be used in real-time scenarios, such as driver drowsiness
detection.

The paper titled “Underwater Wireless Sensor Networks:
A Review of Recent Issues and Challenges” conducts a survey
of UWSN regarding underwater communication channel,
environmental factors, localization, media access control,
routing protocols, and effect of packet size on communica-
tion. The presently available methodologies are compared
and their pros and cons are discussed to highlight new
directions of research for further improvement in underwater
sensor networks.

The paper titled “An Angle Estimation Method for
Monostatic MIMO Radar Based on RCC-FLOMAlgorithm”
solves the angle estimation problem of coherent sources in
the impulse noise background; a conjugate rotation invari-
ant subspace algorithm based on reduced order fractional
lower order covariance matrix is proposed. According to the
conjugate rotation invariant subspace, the coherent source
is decohered. The Monte-Carlo experiments show that the
proposed algorithm has the advantages of high estimation
probability and low root mean square error in the case of
low signal-to-noise ratio, compared with the existing FLOM-
MUSIC algorithm and FLOM-Unitary ESPRIT algorithm.

The paper titled “A Novel Study to Predict Trends and
Policies for Mobile Communication in Multienvironment
Regions” explores the usage of mobile communication to
analyze the trends; for this, the authors select Khyber Pakh-
tunkhwa (KPK), Pakistan, a multienvironment based on
farmers, students, employees, and businessmen. A field sur-
vey is carried out by designing a detailed structural question-
naire for viable collection of data to have superior analysis
of different multienvironment based classes. A statistical
analysis is performed through hypotheses and chi-square test
on a large dataset based on sufficient number of observations
collected through primary survey for each class. The survey
results are provided in number of graphical and numerical
illustrations to predict the mobile usage trends, evidently and
effectively, of the people of KPK.

The paper titled “Flexible Queuing Model for Number
of Active Users in Cognitive Radio Network Environment”
presents a Soft Queuing Model (SQM) for number of active
users present in a cognitive radio network (CRN) at some
given instant. It starts with the existing cellular network
where the upper limit for the number of channels and active
users is well defined. The idea is then extended to the
complicated scenario of CRNs where the upper limit is not
deterministic for both the number of channels and the active
users. Accordingly a probabilistic SQM is proposed under the
condition that the number of channels and active cognitive
users are both random variables. The proposed model will be
useful to offer the level of reliability to the clients connected
withCRNandhence to offer secure communication even on a
cooperative CRN.The proposedmodel has been verified the-
oretically and simulations have been carried out in diversified
set-ups to evaluate the performance.

Thepaper titled “Architecture forCollision-FreeCommu-
nication Using Relaxation Technique” proposes an idea for
collision problem in which network relaxation technique is
used which is based on fast clique detection. The proposed
approach results in high throughput in terms of latency and
complexity. Furthermore, the proposed solution is able to
solve the collision problem by connecting network optimiza-
tion for achieving high throughput.

The paper titled “One-to-Many Relationship Based Kull-
back Leibler Divergence against Malicious Users in Coop-
erative Spectrum Sensing” proposes a technique based on
Kullback Leibler Divergence (KLD) algorithm for mitigating
the MUs attack in CSS. The secondary users (SUs) inform
FC about the primary user (PU) spectrum availability by
sending received energy statistics. Unlike the previous KLD
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algorithm where the individual SU sensing information is
utilized for measuring the KLD, in this work MUs are
identified and separated based on the individual SU decision
and the average sensing statistics received from all other
users.The proposedKLDassigns lower weights to the sensing
information of MUs, while the normal SUs information
receives higher weights. The proposed method has been
tested in the presence of always yes, always no, opposite, and
random opposite MUs.

The paper titled “Backtracking Search Optimization
Paradigm for Pattern Correction of Faulty Antenna Array in
Wireless Mobile Communications” presents viable, simple,
and accurate stochastic solver based on Backtracking Search
Optimization Algorithm (BSA) for the pattern correction of
faulty antenna array in mobile communication systems. A
fitness function is developed to optimize the weights of the
remaining healthy antenna elements in the array. The fitness
function consists of two parts; the first part is based on mean
square error approach for the reduction of sidelobes level,
while, in the second part, steering vectors are used for the
repositioning of nulls. Simulation results establish the validity
of the BSA from its counterparts based on genetic algorithm
and its memetic combination with pattern search technique.
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The demand for wirelessmobile communication is growing exponentially with expectations that in the near futuremobile device or
user will be available in every corner of the globe. Alternatively, it increases the importance of antenna arrays which are responsible
for transmission and reception of information. Every antenna array is projected to generate a desired pattern and, hence, failure
of any antenna causes misrepresentation of the overall pattern in terms of increased side lobe levels and displacement of nulls
from their original position. The aim of the study is to present viable, simple, and accurate stochastic solver based on backtracking
search optimization algorithm (BSA) for the pattern correction of faulty antenna array inmobile communication systems. A fitness
function is developed to optimize the weights of the remaining healthy antenna elements in the array.The fitness function consists
of two parts: the first part is based on mean square error approach for the reduction of sidelobes level, while, in the second part,
steering vectors are used for the repositioning of nulls. Simulation results establish the validity of the BSA from its counterparts
based on genetic algorithm and its memetic combination with pattern search technique.

1. Introduction

The interest of researchers in wireless mobile communication
systems is growing day by day due to several reasons. First the
price for production of antenna arrays is getting cheaper and
secondly, their size is getting smaller that ultimately decreases
the power consumption due to which battery capacity is
increasing. In order to improve the directivity (gain), usually
an array is used that consists of two or more sensors or
antennas. Antenna array is one of the main components that
improve the performance and spectral efficiency of mobile
communication systems [1–3]. Every antenna has its own
weight that can be configured to get desired excitation level
of that antenna. These weights have two parameters, namely,
phase and amplitude, that can be adjusted individually. The
combined effects of all weights generate the desired pattern
having suitable side lobe level, nulls position, and null depths

[1]. This process is known as array synthesis which is used for
controlling amplitudes, positions, and phases to achieve the
desired radiation patterns and eliminate noise and unwanted
signals. Nulls can be used to achieve this goal by moving
them in the direction of unwanted signals but this is not
an easy task as direction of unwanted signal is not known
or the signal’s direction is changing on regular basis. This is
known as nulling operation that can be achieved by adjusting
amplitude-only [4], position-only [5], and phase-only [6] of
the individual antenna to generate nulls in the direction of
unwanted signals.

The antennas used in the array of mobile communication
systems are expected to work for longer periods of time. Due
to this longer operation of times, wear and tear or failure
probability is also increased. For this reason, the antenna
array must be able to evaluate its performance and detect
possible breakdowns as the desired pattern is destroyed due
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Figure 1: Array factor of 20-element antenna array vs. 4th element failed.

to the failure of single or multiple antennas of an array,
which leads to widening the main beam, high side lobe
levels, misplacement of nulls from their original position, and
diminished null depth. [7, 8]. The effects of antenna failure
on the array pattern are shown in Figure 1. An array must be
able to compensate for the failure and maintain an error-free
operation, as repairing a failed antenna is costly, as well as
time consuming.

1.1. Related Work. In this modern and fast growing era of
science and technology, meta-heuristic based optimization
algorithms have their own importance and effectiveness
that got applications in each field of science and engineer-
ing. A deterministic model yields a single solution of an
experiment that is given some inputs but at the same time
meta-heuristic based model gives a distribution of possible
outputs with a probability of how likely each is to happen.
They are conceptually simple, more flexible, and prominent
particularly in the existence of local minima. The various
metaheuristic techniques are particle swarm optimization
[9], bee’s algorithm [10], bacterial foraging algorithm [11],
differential evolution [12], genetic algorithm (GA) [13], ant
colony optimization [14], backtracking search optimization
algorithm (BSA) [15], artificial bee colony algorithm [16],
touring ant colony algorithm [17], firefly algorithms [18],
etc.These techniques are implemented for many applications
such as astrophysics, plasma and atomic physics, nonlinear
optics, random matrix theory, electromagnetic, nanotech-
nology, fluid dynamics, electric machines, bioinformatics,
energy, power, signal processing, controls, and communica-
tion; see [19–28] and the references cited therein. Among
them recently BSA has attracted the attention of researcher

due to its simplicity and efficiency. BSA has a single control
parameter unlike other metaheuristic algorithms. Moreover,
the problem solving capability of BSA is less dependent on
the initial value of the parameter. The simple structure of
the BSA enables it to solve multimodal functions effectively
and quickly. In reported study [15], BSA has been statis-
tically compared with PSO, ABC, self-adaptive differential
evolution algorithm (SADE), adaptive differential evolution
algorithm (JDE), covariance matrix adaptation evolution
strategy (CMAES), and comprehensive learning particle
swarm optimizer (CLPSO), and comparison was done using
3 real-world and 75 constrained benchmarks. In general, the
simulations and comparisons in [15] show that BSA yielded
more success as compared to the other algorithms.These facts
motivate authors to explore in BSA for pattern correction
of faulty antenna array in wireless mobile communica-
tions.

1.2. Innovative Contributions. Failure of any antenna element
in the mobile communication systems causes distortion of
the overall pattern in terms of increased side lobe levels
and displacement of nulls from their original position of
the transmitting beam. The exploration and exploitation of
metaheuristic is investigated in the present study for pattern
correction of faulty antenna array with the following salient
features in terms of innovative contributions.

(i) The novel application of evolutionary computational
heuristics through backtracking search optimiza-
tion algorithm is presented for the correction of
faulty array for wireless mobile communication sys-
tems.
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Figure 2: Schematic diagram of the proposed scheme.

(ii) In case of failure of any antenna element, a fitness
function is constructed to optimize the weights of the
remaining healthy antenna elements in the array. The
developed fitness function consists of two parts, i.e.,
the first part is based on mean square error approach
dedicated for the reduction of sidelobe levelswhile the
second part is built on steering vectors used for the
repositioning of nulls.

(iii) The simulation results show the validity of the pro-
posed computational paradigm of BSA in terms of
decreased sidelobe levels and nulling pattern. The
comparison of BSA results from its counterparts
based on GA and memetic combination of GA with
pattern search (PS) further indorsed its superior
performance.

1.3. Organization. The remainder of the paper is divided into
four sections. In Section 2.1, the problem formulation is given
for the pattern correction of uniform linear array (ULA)
used for mobile communication systems. A detailed expla-
nation for BSA is presented in Section 2.2 while Section 3 is
dedicated for simulation results. Finally, the conclusions and
future work directions are given in Section 4.

2. Design Methodology

The design scheme presented here consists of two parts: in
the first part a date model for ULA is provided briefly while
in the second part an overview of the optimization procedure
based on backtracking search optimization methodology is
provided. The schematic of the proposed methodology is
shown in Figure 2.
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Figure 3: Uniform linear array of even number of sensors.

2.1. Problem Formulation. Let us consider ULA used for
mobile communication which is composed of 2N (even)
isotropic antenna placed symmetrically along z-axis, as
shown in Figure 3. r represents inter-element spacing and N
is the number of antennas, 𝛼 is the elevation angle, while wi
is the complex weight corresponds to ith antenna in the ULA.

The array factor for this ULA can be written as

(𝐴𝐹)2𝑁 = 𝑤𝑁𝑒+𝑗((2𝑁−1)/2)𝑘𝑟 cos𝛼 + ⋅ ⋅ ⋅ + 𝑤2𝑒+𝑗(3/2)𝑘𝑟 cos𝛼

+ 𝑤1𝑒+𝑗(1/2)𝑘𝑟 cos𝛼 + 𝑤1𝑒−𝑗(1/2)𝑘𝑟 cos𝛼

+ 𝑤2𝑒−𝑗(3/2)𝑘𝑟 cos𝛼 + ⋅ ⋅ ⋅
+ 𝑤𝑁𝑒−𝑗((2𝑁−1)/2)𝑘𝑟 cos𝛼

(1)

where k represents the wavenumber of the signal. Simplifying
(1) by applying Euler’s identity gives

(𝐴𝐹)2𝑁 =
𝑁

∑
𝑖=1

𝑤𝑖 cos [(2𝑖 − 1)
2 𝑘𝑟 cos 𝛼] (2)

By substituting 𝜂 = (𝜋𝑟 cos 𝛼)/𝜆, we get

(𝐴𝐹)2𝑁 =
𝑁

∑
𝑖=1

𝑤𝑖 cos [(2𝑖 − 1) 𝜂] (3)

Similarly for odd number of elements, array factor can be
calculated as

(𝐴𝐹)2𝑁+1 =
𝑁+1

∑
𝑖=1

𝑤𝑖 cos [2 (𝑖 − 1) 𝜂] (4)

In order to steer nulls andmain beam in the desired direction,
we need to calculate the weights adaptively.

Weighting Method: research community has proposed
different techniques to choose the best suited weight for each
antenna element to place the null(s) and/or main beam in a
desired direction. Formany practical applications the weights
of ULA are calculated using Dolph-Tschebyscheff method
[25, 26] and so we did in this work. Dolph-Tschebyscheff
arraywas developed byDolphusingTschebycheff polynomial
so it is referred as Dolph-Tschebyscheff array. From (3) and
(4), it can be observed that the array factor is the summation
of N or 2N cosine terms, largest one being less than total

number of antenna elements. These cosine terms can be
written as a series of cosine functions as

𝑛 = 0 → cos (𝑛𝜗) = 1
𝑛 = 1 → cos (𝑛𝜗) = cos 𝜗
𝑛 = 2 → cos (𝑛𝜗) = cos (2𝜗) = 2cos2𝜗 − 1
𝑛 = 3 → cos (𝑛𝜗) = cos (3𝜗) = 4cos3𝜗 − 3 cos 𝜗
𝑛 = 4 → cos (𝑛𝜗) = cos (4𝜗) = 8cos4𝜗 − 8cos2𝜗 + 1
𝑛 = 5 → cos (𝑛𝜗) = cos (5𝜗)

= 16cos5𝜗 − 20cos3𝜗 + 5 cos 𝜗

(5)

Using Euler’s formula [𝑒𝑗𝜗]𝑛 = (cos 𝜗 + 𝑗 sin 𝜗)𝑛 = 𝑒𝑗𝑛𝜗 =
cos (𝑛𝜗) + 𝑗 sin (𝑛𝜗) and the trigonometric identity sin2𝜗 =
1 − cos2𝜗 and letting 𝑥 = cos 𝜗, we get

𝑛 = 0 → cos (𝑛𝜗) = 1 = 𝑇0 (𝑥)
𝑛 = 1 → cos (𝑛𝜗) = 𝑥 = 𝑇1 (𝑥)
𝑛 = 2 → cos (𝑛𝜗) = 2𝑥2 − 1 = 𝑇2 (𝑥)
𝑛 = 3 → cos (𝑛𝜗) = 4𝑥3 − 3𝑥 = 𝑇3 (𝑥)
𝑛 = 4 → cos (𝑛𝜗) = 8𝑥4 − 8𝑥2 + 1 = 𝑇4 (𝑥)
𝑛 = 5 → cos (𝑛𝜗) = 16𝑥5 − 20𝑥3 + 5𝑥 = 𝑇5 (𝑥)

(6)

Equation (6) shows that each cosine term is related to a
different polynomial Tq(x); it should be noted that these
relationships are only valid in the range −1 ≤ x ≤ +1 because
|cos (𝑛𝜗)| ≤ 1. The values for the Tschebyscheff polynomial
can be found by the recursion formula:

𝑇𝑞 (x) = 2x𝑇𝑞−1 (x) − 𝑇𝑞−2 (x) (7)

Equation (7) shows that the next order polynomial can
be calculated if the previous two polynomials are known.
Numerous research articles have been written for effective
calculation of Dolph-Tschebyscheff weights [29, 30].

The critical parameters for a ULA radiation pattern
include null positioning, null depth, main beam amplitude,
beamwidth, and side lobe level. In case, one ormore elements
get faulty due to any reason, like thunder storm and aging, the
pattern of ULA is largely affected. If repair is not immediately
available there is another possibility to reassign weights to the
remaining healthy antennas. In order to recover the side lobe
level and null positioning, a metaheuristic algorithm known
as BSA is proposed in this work. The formulation of cost
function is explained in the subsequent section.

Cost Function: in order to achieve pattern correction, a
cost function is formulated. The aim is to obtain an array
pattern, from a failed array that is close to that of healthy
array by reconfiguring the weights of the remaining healthy
elements. The cost function is given by

𝑐 = 𝑐1 + 𝑐2 (8)



Wireless Communications and Mobile Computing 5

(1) Initialization

R epeat

(2) Selection – I

Generation of trial population

(3) Mutation

(4) Crossover

end

(5) Selection – II

Until stopping criteria are met

Algorithm 1: Algorithm of BSA.

Table 1: BSA parameter settings.

Parameter Definition Value
Popsize Population size 80
Dim Dimension 9
DIM RATE Dimension rate 1
Epoch Maximum iteration number 1000

Here 𝑐1 denotes the function which is used to minimize side
lobe levels (SLL). It is given by

𝑐1 = ∑ (|𝑆𝐿𝐿|𝑑)2 =
𝑝

∑
𝑖=1

𝐴𝐹𝐻 (𝛼𝑖) − 𝐴𝐹𝑑 (𝛼𝑖)2 . (9)

Equation (9) represents themean square error (MSE) in order
tominimize the SLL.The reduction is achieved by using MSE
between𝐴𝐹𝐻(𝛼𝑖), which is healthy level and𝐴𝐹𝑑(𝛼𝑖)which is
faulty level. Here, p is the limit up to which the side lobe level
is to be minimized.

In (8) 𝑐2 denotes the function which is used to generate
nulls in the desired locations. Initial theory about null
placement was presented by Steyskal et al. [31] in which a
steering vector based null positioning is proposed. Using this
idea we need the following equation for null generation in the
required direction:

𝐴𝐹 (𝛼𝑖) = w𝐻k (𝛼𝑖) = 0 (10)

wherew is a 𝑁 × 1 vector, defined as
w = [𝑤−𝑀, ⋅ ⋅ ⋅ , 𝑤−1, 𝑤0, 𝑤1, ⋅ ⋅ ⋅ , 𝑤𝑀]𝑇 (11)

and 𝑣(𝛼𝑖) is 𝑁 × 1 vector, used as steering vector
k (𝛼𝑖) = [𝑒−𝑗((𝑁−1)/2)𝑘𝑟cos𝛼𝑖 , 𝑒−𝑗((𝑁−3)/2)𝑘𝑟cos𝛼𝑖

⋅ ⋅ ⋅ 𝑒𝑗((𝑁−1)/2)𝑘𝑟 cos𝛼𝑖]𝑇
𝑁×1

(12)

N is the number of elements. The constraint matrix A is
defined by following equation:

A = [k (𝛼1) , k (𝛼2) , . . . , k (𝛼𝑀0)] (13)

Here 𝛼𝑖 for i=1,2,. . .Mo represents the direction of the nulls.
To get the nulls in a desired direction the below-mentioned
squared weighed function should be minimized:

𝑐2 = w𝐻A

2 (14)

Backtracking search optimization (BSA) is used to minimize
c as given in (8), which is the overall cost function.

2.2. Backtracking Search Optimization Algorithm. BSA is a
newly developed evolutionary algorithm (EA) presented in
2013 by Pinar Civicioglu [15]. The BSA has an ability to effi-
ciently handle various types of optimization problems. It uses
the information from the previously generated population to
generate a newpopulationhaving superior fitness values. BSA
is divided into five main steps:

(1) Initialization
(2) Selection-I
(3) Mutation
(4) Crossover
(5) Selection-II

The basic or general working of BSA is shown in Algorithm
1, while the details of the fundamental steps in term of
pseudocode are given in Pseudocode 1.

3. Simulation Results

In this section, performance of BSA is validated and several
simulations are performed for a single antenna failure in 5,
10, and 15 elements ULA, respectively. The effects of antenna
failure near and far from the center are also considered.
Throughout the simulations, the inter-element spacing ‘r’
is taken to be 0.5𝜆. The performance of BSA is compared
to already available techniques for array pattern correction
using GA andGA-PS as reported in [1].The parameter setting
for BSA is given in Table 1.

One can observe that failure of element near the center
(4th element) causes more damage to the pattern in terms
of high side lobe level and displacement of nulls from their
original position as compared to failure of element far from
center (9th). These effects are shown in Figures 4 and 5 which
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Step 1: Initialization:
An initial population P is initialized as

P𝑘𝑙 ∼ 𝑉(𝑙𝑜𝑤𝑒𝑟𝑙, 𝑢𝑝𝑝𝑒𝑟𝑙) (15)
Where 𝑘 = 1, 2, ⋅ ⋅ ⋅ , 𝑁 , and 𝑙 = 1, 2, ⋅ ⋅ ⋅ , 𝐷 , V is the uniform
distribution function, N is population size, and D is problem

dimension. Pk represents kth chromosome in the population P .
𝑙𝑜𝑤𝑒𝑟𝑙 and 𝑢𝑝𝑝𝑒𝑟𝑙 represents the lower limit upper limit of the solution respectively.

Step 2: Selection-I:

In Selection-I, historical population Phis is determined,
which is used to calculate the direction of search for optimum

solution. Initial Phis is determined by:

Pℎ𝑖𝑠𝑘𝑙 ∼ V(𝑙𝑜𝑤𝑒𝑟𝑙, 𝑢𝑝𝑝𝑒𝑟𝑙) . (16)
This process is done through the “if-then” rule as:

𝑖𝑓 𝑐 < 𝑑 𝑡ℎ𝑒𝑛 Pℎ𝑖𝑠𝑘𝑙 fl P | 𝑐, 𝑑 ∼ V(0, 1) (17)
Here fl is defined as update operation, c and d are random
numbers in the range [0,1] which help
decide if the Phis is selected from the former generation.
After this step the order of the chromosomes is shuffled by
random shuffling function given by:

Pℎ𝑖𝑠 fl permuting(Pℎ𝑖𝑠) (18)
Step 3: Mutation:

A mutation is done in Pℎ𝑖𝑠 to generate a trail population P𝑚𝑢𝑡𝑎𝑛𝑡 using:

P𝑚𝑢𝑡𝑎𝑛𝑡 = P + 𝐺(Pℎ𝑖𝑠 − P) (19)
So, P𝑚𝑢𝑡𝑎𝑛𝑡 is due to the propagation of chromosomes of P in the direction

set by (Pℎ𝑖𝑠 - P) and G controls amplitude of (Pℎ𝑖𝑠 - P). Use of Pℎ𝑖𝑠 gives a
partial advantage to BSA of the experiences of previous
population in creating an intelligent trial population P𝑚𝑢𝑡𝑎𝑛𝑡 .

Step 4: Crossover:

It creates the final trial population P𝑇 , the

initial step towards P𝑇 was P𝑚𝑢𝑡𝑎𝑛𝑡 set by (19) . Target population is improved

by chromosomes of P𝑇 having improved fitness. For this crossover uses two
procedures. First determines a binary matrix map M of 𝑁 × 𝐷 order. Its
function is to indicate particles of P𝑇 that are to be changed by using
relevant particles of P . The initial value of M𝑚,𝑛 is set as 1,

and trial population P𝑇 is updated as:

P𝑇𝑛,𝑚 fl P𝑛,𝑚 (20)
Here 𝑛 ∈ {1, 2, ⋅ ⋅ ⋅ , 𝑁} & 𝑚 ∈ {1, 2, ⋅ ⋅ ⋅ , 𝐷} . Crossover strategy of
BSA is presented in Algorithm 2 . BSA uses a unique crossover strategy as
compared to other EAs. The mix-rate parameter controls the number of
particles that are mutated in a trial by using [𝑚𝑖𝑥𝑟𝑎𝑡𝑒 x 𝑟𝑛𝑑 x 𝐷] , is mentioned
in line (3) of Algorithm 2 . This function is the main reason that BSA crossover
is unique to other EAs
BSA's M is defined by two predefined strategies being used
randomly. The first strategy implements mix-rate (Algorithm 2
line (2) - (4) ), and other allows one chromosome to mutate, chosen
at random in each trial (Algorithm 2 line (6) - (8) ).
The mutation strategy results in overflow of some particles of
the PT during crossover procedure. For this, a boundary control
process is defined that keeps the individual inside the bounds.
Its algorithm is given in Algorithm 3.

Step 5: Selection-II:

In this process the particles of P𝑇 having improved fitness are
updated by their corresponding better particles of P . The global
minimum and global minimizer are also updated based on the best
fitness so far. The particle having best fitness is called global
minimizer denoted by Pbest and its fitness is called global minimum.

Step 6: Termination
Finally, optimization process of the BSA is stopped if one the
following criterion is met:

(i) Max number of iteration is reached, or
(ii) The fitness value is below a certain threshold

Pseudocode 1: Pseudocode of BSA with procedural details.
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Input: Pmutant , mix-rate, N and D

Output: PT : trial population

(0) M(1:N,1:D) = 1

(1) If c < d | c, d ∼ V(0,1) then

(2) for k from 1 to N do

(3) Mk,v(1:[mixrate× rnd×D] = 0 | v = permuting(<1,2,. . .,D>)
(4) end

(5) else

(6) for k from 1 to N do

(7) Mk,randi(D) = 0

(8) end

(9) end

(10) PT fl Pmutant

(11) for k from 1 to N do

(12) for l from 1 to D do

(13) if Mk,l = 1 then

(14) PTk,l fl Pk, l(15) end

(16) end

Algorithm 2: Crossover strategy of BSA.

Input : PT, Search space limits (i.e., lowerl , upperl )

Output : PT

(0) for k from 1 to N do

(1) for l from 1 to D do

(2) If ( PTk,l < lowerl ) or ( PTk,l > upperl ) then

(3) PTk,l = rnd × ( upperl–lowerl ) + lowerl(4) End

(5) End

(6) End

Algorithm 3: Boundary mechanism of BSA.
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Figure 4: Pattern of 10-element array with 4𝑡ℎ element failure.
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Figure 5: Pattern of 10-element array with 9𝑡ℎ element failure.
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Figure 6: SLL recovered for 10-element 4𝑡ℎ sensor failed array.

also verify that BSA is an efficient scheme for solving both
cases.

The examples of first group are simulated using a 10-
element array with element failure near center. The simula-
tions show the recovery of SLL in Figure 6, recovery of single
null in Figures 7 and 8, and recovery of multiple nulls in
Figures 9–11.

The second group of examples is simulated using a 10-
element array with element failure far from center. The
simulations show the recovery of SLL in Figure 12, recovery
of single null in Figures 13 and 14, and recovery of multiple
nulls in Figures 15 and 16.

The third group of examples is simulated using a 5-
element ULA. The simulations show the recovery of SLL in

Figure 17 and recovery of single nulls in Figure 18.The fourth
group of examples is simulated using a 15-element array with
element failure far from center. The simulations show the
recovery of SLL in Figure 19 and recovery of multiple nulls
in Figures 20–22. Tables 2, 3, 4, and 5 show the comparison
between faulty pattern and recovered pattern for each case,
respectively.

Performance of BSA is compared in terms of efficiency
and accuracy, with an already proven technique in [1]. The
results presented in Table 6 show the comparison results. The
table shows that BSA is much quicker than both GA and GA-
PS due to its structural simplicity, BSA is also more accurate.
The simulations for GA and GA-PS were also done on the
same computer.



Wireless Communications and Mobile Computing 9

@ 36.85

original pattern
4th sensor failed
corrected pattern

20 40 60 80 100 120 140 160 1800
 (degrees)

−80

−70

−60

−50

−40

−30

−20

−10

0

A
RR

AY
 F

AC
TO

R 
(d

B)

Figure 7: Fourth null recovered for 10-element 4𝑡ℎ sensor failed array.

Table 2: Comparison of faulty and corrected pattern for 10-element array with failure near center.

Faulty pattern Corrected pattern Recovery of nulls
SLL(dB) NDL (dB) SLL(dB) NDL (dB)
-16 -18 -30 -85 1 null
-16 -18 -29 -105 2 nulls
-16 -16 -29 -98
-16 -18 -28 -111

3 nulls-16 -17 -28 -108
-16 -16 -28 -122
-16 -18 -30 -68

4 nulls-16 -17 -30 -103
-16 -16 -30 -72
-16 -16 -30 -105

Table 3: Comparison of faulty and corrected pattern for 10-element ULA with failure far from center.

Faulty pattern Corrected pattern Recovery of nulls
SLL(dB) NDL (dB) SLL(dB) NDL (dB)
-16 -18 -31 -108 1 null
-16 -18 -28 -100

3 nulls-16 -17 -28 -105
-16 -16 -28 -117
-16 -18 -30 -80

4 nulls-16 -17 -30 -93
-16 -16 -30 -95
-16 -16 -30 -105

Table 4: : Comparison of faulty and corrected pattern for 5-element array.

Faulty pattern Corrected pattern Recovery of nulls
SLL(dB) NDL (dB) SLL(dB) NDL (dB)
-19 -18 -28 -78 2 nulls
-19 -16 -30 -81
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Figure 8: Second null recovered for 10-element 4𝑡ℎ sensor failed array.
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Figure 9: 3rd and 5th null recovered for 10-element ULA 4𝑡ℎ sensor failed.
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Figure 10: 3rd, 4th, and 5𝑡ℎ null recovered for 10-element ULA 4𝑡ℎ sensor failed.
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Figure 11: 2nd, 3rd, 4th, and 5th null recovered for 10-element ULA 4𝑡ℎ sensor failed.
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Figure 12: SLL recovered for 10-element 9𝑡ℎ sensor failed array.
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Figure 13: 4th null recovered for 10-element ULA 9𝑡ℎ sensor failed.
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Figure 14: 2nd null recovered for 10-element ULA 9𝑡ℎ sensor failed.
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Figure 15: 2nd, 3rd, and 5th null recovered for 10-element ULA 9𝑡ℎ sensor failed.

Table 5: Comparison of faulty and corrected pattern for 15-element array.

Faulty pattern Corrected pattern Recovery of nulls
SLL(dB) NDL (dB) SLL(dB) NDL (dB)
-10 -16 -30 -96 2 nulls
-10 -16 -30 -111
-10 -19 -29 -61

4 nulls-10 -14 -29 -91
-10 -12 -29 -95
-10 -12 -29 -108
-10 -18 -30 –41

7 nulls

-10 -15 -30 -55
-10 -14 -30 -71
-10 -19 -30 -64
-10 -12 -30 -82
-10 -10 -30 -60
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Figure 16: 2nd, 3rd, 4th, and 5th null recovered for 10-element ULA 9𝑡ℎ sensor failed.
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Figure 17: SLL recovered for 5-element 4𝑡ℎ sensor ULA failed.
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Figure 18: 1𝑠𝑡 and 3𝑟𝑑 recovered for 5-element 4𝑡ℎ sensor failed array.
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Figure 19: SLL recovered for 15-element ULA 10𝑡ℎ sensor failed.
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Figure 20: 4th and 7th null recovered for 15-element ULA 10𝑡ℎ sensor failed.

Table 6: Comparison of BSA, GA, and GA-PS results.

BSA GA [1] GA-PS [1] No of array
elements

Fitness value
(10−3)

Time elapse
(s)

Fitness value
(10−3)

Time elapse
(s)

Fitness value
(10−3)

Time elapse
(s)

1.57 49.79 6.24 147.1 5.41 154.3 5-element

4.56 74.15 8.56 204.5 6.43 218.9 10-element
near failure

3.27 73.8 7.68 202.7 4.29 217.2 10-element
far failure

7.08 94.3 9.86 295.4 8.47 335.8 15-element
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Figure 21: 1st, 3rd, 5th, and 7th null recovered for 15-element ULA 10𝑡ℎ sensor failed.
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Figure 22: 1st, 2nd, 3rd, 4th, 5th, 6th, and 7th null recovered for 15-element ULA 10𝑡ℎ sensor failed.

4. Conclusion and Future Work

In this paper, strength of BSA is used for the correction
of faulty antenna array in wireless mobile communication
systems. BSA has successfully reduced side lobe levels and
repositioned single and multiple nulls at the original posi-
tions when any antenna element in the ULA is failed. The
comparison of BSA is made with GA and GA-PS and it has
been established that BSA produced better results in terms of
computational complexity.

In future, one can explore BSA for other geometries of
antenna arrays such as L shape, planar, and circular arrays.
Similarly, BSA can be successfully applied to other problems

in array signal processing such as adaptive beamforming,
parameter estimation of signals, and tracking.
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Massive multiple-input multiple-output (MIMO) is believed to be a key technology to get 1000x data rates in wireless
communication systems. Massive MIMO occupies a large number of antennas at the base station (BS) to serve multiple users
at the same time. It has appeared as a promising technique to realize high-throughput green wireless communications. Massive
MIMO exploits the higher degree of spatial freedom, to extensively improve the capacity and energy efficiency of the system.Thus,
massive MIMO systems have been broadly accepted as an important enabling technology for 5th Generation (5G) systems. In
massive MIMO systems, a precise acquisition of the channel state information (CSI) is needed for beamforming, signal detection,
resource allocation, etc. Yet, having large antennas at the BS, users have to estimate channels linked with hundreds of transmit
antennas. Consequently, pilot overhead gets prohibitively high. Hence, realizing the correct channel estimation with the reasonable
pilot overhead has become a challenging issue, particularly for frequency division duplex (FDD) in massive MIMO systems. In this
paper, by taking advantage of spatial and temporal common sparsity of massive MIMO channels in delay domain, nonorthogonal
pilot design and channel estimation schemes are proposed under the frame work of structured compressive sensing (SCS) theory
that considerably reduces the pilot overheads formassiveMIMOFDD systems.Theproposed pilot design is fundamentally different
from conventional orthogonal pilot designs based onNyquist sampling theorem. Finally, simulations have been performed to verify
the performance of the proposed schemes. Compared to its conventional counterparts with fewer pilots overhead, the proposed
schemes improve the performance of the system.

1. Introduction

Multiple-input multiple-output (MIMO) systems have mul-
tiple antennas at both the transmitter and receiver ends. By
addition of multiple antennas, higher degree of freedom in
wireless channels (in terms of time and frequency dimen-
sions) can be obtained in order to achieve target of high data
rates. For this reason, major performance progress can be
attained in terms of system reliability and both spectral and
energy efficiency. And also such higher degrees of freedom
can be exploited using beamforming given that channel
state information is available. There are large number of
antenna elements (around tens or even hundreds) deployed

at both sides, the transmitter and receiver. It is important
to note that the transmit antennas may be distributed or
colocated in different applications. Also, the huge number
of receive antennas can be acquired by one device or dis-
tributed to many devices [1, 2]. Additionally, massive MIMO
systems help in minimizing the effects of noise and fast
fading, and also intracell interference can be reduced using
straightforward detection and linear precoding methods. By
appropriately implementing multiuser MIMO (MU-MIMO)
in massive MIMO systems, the design of medium access
control (MAC) layer can be more simplified by getting rid
of complicated scheduling algorithms [2]. With MU-MIMO,
signals to individual users can be easily separated using the
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same time-frequency resource, at base station. Therefore,
these main advantages make it feasible to introduce the
massive MIMO system as a promising candidate for 5G
wireless communication networks.

One of the major issues in massive MIMO systems is
the accurate acquisition of the channel state information
(CSI) for beamforming, resource allocation, signal detection,
etc. Due to large antennas placed at the BS, the estimation
of channels linked with hundreds of transmit antennas is
required at users which results in high pilot overhead. Hence,
the precise channel estimation with the low pilot overhead is
a challenging task [2, 3].

There are several research challenges which are required
to be solved beforemassiveMIMOcanbe fully integrated into
future wireless systems [4, 5]:

(i) Beamforming will involve a huge amount of channel
state information, which will be challenging for the
downlink.

(ii) MIMO can be unfeasible for FDD systems, but can be
employed in time division duplex (TDD) systems due
to having channel reciprocity.

(iii) Conventional channel estimation approaches require
a large pilot and feedback overhead, which typically
scales proportionally with number of BS transmit
antennas, which results in unfeasible condition for
large-scale FDDMIMO systems.

(iv) In addition, massive MIMO experiences pilot con-
tamination from other cells if the transmit power is
high; otherwise it will be affected by thermal noise.
Methods will be required to solve this in order to
deliver the promised performance.

(v) There is a need for channel models of massive
MIMO systems, without which it will be difficult for
researchers to perfectly validate the algorithms and
techniques.

(vi) For channel estimation, TDD scenarios are only
considered for massive MIMO due to the excessive
cost of channel estimation and feedback. Even for
TDD towork,massiveMIMOchannel calibration can
prove to be a big achievement. New methods and
schemes will be needed for the purpose of channel
estimation in massive MIMO systems.

(vii) Extremely fast processing algorithms will be required
for processing the massive amount of data from the
RF chains.

The above-mentioned challenges have been addressed up to
some extent in the last few years. To date, many researches
onmassiveMIMO avoided the challenge of considering FDD
systems by simply assuming the TDD protocol. The uplink
CSI can be more easily obtained at the BS due to the less
number of single-antenna users and the strong capability
of processing at BS. And then by leveraging the channel
reciprocity property, the CSI in the downlink can be directly
tacked [6, 7]. However, due to the fact that radio frequency
chains suffer from calibration error and restricted coherence

time, the CSI obtained in the uplink may not be correct
for the downlink [8, 9]. Additionally FDD systems have low
latency as compared to TDD; therefore the communication
is more efficient [10]. Thus, it is of significance to discover
the challenging issue of channel estimation for FDD massive
MIMO systems, which can assist massive MIMO to be
backward attuned with existing FDD dominated cellular
networks. There has been extensive analysis on channel
estimation for traditional small-scale FDD MIMO systems
[11, 12]. It has been established that the equally spaced and
equally powered orthogonal pilots can be ideally suitable
to estimate the noncorrelated Rayleigh MIMO channels for
single OFDM symbol, where the pilot overhead required
increases as the number of transmit antennas increases [11].
The pilot overhead to estimate Rician MIMO channels can
be compacted by exploiting the spatial correlation of MIMO
channels [13, 14]. Furthermore, by taking advantage of the
temporal channel correlation, more reduced pilot overhead
can be attained to estimateMIMOchannels linked tomultiple
OFDM symbols [15–17]. Presently, orthogonal pilots have
been extensively introduced in the current MIMO systems;
due to small number of transmit antennas (i.e., up to eight
antennas in LTE-Advanced system), they have reasonable
pilot overhead [12, 18]. Though, this is a critical issue in
massive MIMO systems due to massive figure of antennas
at the BS (i.e., up to 128 antennas or even more at the BS
[19]). An approach of exploiting the temporal correlation
and the delay domain sparsity of channels for achieving
the reduced pilot overhead has been presented for FDD
massive MIMO systems in [20, 21], but with large number
of transmit antennas, the interference cancellation of pilot
sequences of different transmit antennas will be difficult. In
[22–25] the spatial correlation in sparsity of delay domain
MIMO channels is utilized to estimate channels achieving
the reduced pilot overhead, but the assumption level of the
known channel sparsity to the user is impractical. In [26–
28], the compressive sensing (CS) based channel estimation
schemes are presented by exploiting the spatial channel cor-
relation; however due to having nonideal antenna array, the
leveraged spatial correlation can be impaired [2, 8]. In [29] a
novel doubly selective channel estimation scheme forMIMO-
OFDM systems is proposed with both time and frequency-
domain training (TFDT) based on structured compressive
sensing (SCS). In [30] a new sparse channel model based
on dictionary learning is proposed, which adapts to the
cell characteristics and promotes a sparse representation.
The learned dictionary is able to more robustly and effi-
ciently represent the channel and improve downlink channel
estimation accuracy. Furthermore, observing the identical
AOA/AOD between the uplink and downlink transmission,
a joint uplink and downlink dictionary learning and com-
pressed channel estimation algorithm is proposed to perform
downlink channel estimation utilizing information from the
simpler uplink training, which further improves downlink
channel estimation. In [31] a channel estimator based on
block distributed compressive sensing (BDCS) is proposed
for the large-scale MIMO systems. BDCS exploits structured
sparsity to reduce the pilot overhead. In [32] a new way to
estimate sparse channels by construction of beamforming
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dictionary matrices is presented. Continuous basis pursuit
(CBP) algorithm that exploits the sparse nature of channels
to adaptively estimate the multipath mmWave channels is
proposed. In [33] an open-loop and a closed-loop channel
estimation scheme for massive MIMO are presented, but the
channel statistics cannot be perfectly known to the user in
the long term, whereas in conventional broadband wireless
communication systems, delay domain channels basically
exhibit the sparse nature due to the large channel delay
spread and having limited number of major scatterers in the
propagation environments [21, 34].

In the meantime, MIMO communication systems have
similar scatterers in the transmission environment; therefore
BS channels associated with one user and several transmit
antennas experience similar type of path delays, which shows
that these delay domain channels share common sparsity
specially in the case of not having very large aperture of
antenna array [2, 35]. Furthermore, throughout the coher-
ence time, such sparsity is nearly unchanged which is due
to the fact that path delays fluctuate at very slow rate as
compared to path gains because of temporal correlation
of channels [36]. In [37] CS based block sparsity adaptive
matching pursuit (BSAMP) algorithm is proposed, which
targets the estimation of channels of MIMO system with
unknown number of channels paths. The BSAMP exploits
the joint sparse nature of massive MIMO channels. In [38]
CS based probability-weighted subspace pursuit (PWSP)
algorithm is proposed, which exploits the probability infor-
mation attained from previously estimated CIRs to recover
the uplink channels in massive MIMO scenario. In [39]
such properties of channels in MIMO are considered as the
spatiotemporal common sparsity, which is generally ignored
in current work. Finally, a general idea of the CS method
is presented in [40], in which fundamental setup, recovery
techniques, and guarantee of performance are discussed.
Furthermore, different subproblems ofCS, i.e., sparse approx-
imation, identification of support, and sparse identification,
are discussed, with respect to some applications of wireless
systems. Design issues of wireless systems, limitations and
potentials of CS algorithms, useful tips, and prior information
are also discussed to achieve maximum performance. In [40]
a valuable guidance is provided for researchers working in the
area of wireless communication systems. Before getting into
the detail of spatiotemporal common sparsity, we present an
overview of compressive sensing.

In this paper we propose a CS based efficient nonorthogo-
nal pilot scheme for massive MIMO communication systems
by exploring the temporal and spatial sparsity of massive
MIMO channels. And then we propose a channel estimation
scheme, i.e., sparsity update CoSaMP (SUCoSaMP), which
exploits the temporal and spatial sparsity of massive MIMO
channels.The proposed pilot scheme is significantly different
from the conventional schemes and substantially reduces the
pilot overhead. The proposed pilot scheme employs fully
identical subcarriers for pilots of several transmit antennas
in a specific antenna group. The antennas placed at base
station (BS) are subdivided into groups based on the obser-
vation that the coherence time of path gains is inversely
proportional to the system carrier frequency whereas the

variation in path delays is inversely proportional to the signal
bandwidth.Therefore the decision of making antenna groups
and determining the number of antennas to be included in
one antenna group is taken according to the given system
parameters, i.e., systems frequency, system bandwidth, and
antenna spacing at BS. Furthermore, considering the antenna
array geometry of BS, the proposed nonorthogonal pilot
scheme is a space-time adaptive pilot scheme that adaptively
changes its design according to the given system parameters.
The proposedCS algorithmbased channel estimation scheme
SUCoSaMP considers the initial sparsity level as 1 and
then regularly updates the sparsity level until the stopping
criteria are met or a correct sparsity level is achieved in a
scenario where sparsity level is unknown. Compared with
the conventional CS algorithms SP and OMP and with other
available CS based algorithms, the proposed CS based pilot
and channel estimation scheme is tested through simulations
on systems with different parameters. It was verified that
the proposed schemes provided improved channel estimation
performance.

The organization of the paper is as follows. Sections 2 and
3 present the details about delay domain spatial and tem-
poral sparsity of massive MIMO communication channels,
respectively. Section 4 presents the proposed nonorthogonal
pilot scheme based on CS theory. Section 5 illustrates the CS
based massive MIMO channel estimation scheme. Section 6
provides the simulation results. And in Section 7 we present
the conclusion

Notation. Uppercase and lowercase boldface letters represent
the matrices and vectors, respectively. The matrix transpose,
inversion, and conjugate transpose are denoted by (.)𝑇, (.)−1,
and (.)∗, respectively.TheMoore-Penrose inversion ofmatrix
is denoted by (.)�. The 𝑙2-norm operation and Frobenius-
norm operation are denoted by ‖.‖2 and ‖.‖𝐹, respectively.
The cardinality of a set and the j-th column vector of the
matrix𝜓 are denoted by |.|𝐶 and𝜓(𝑗), respectively. Finally the
complementary set of the set 𝑇 and the integer floor operator
are denoted by 𝑇𝐶 and ⌊.⌋, respectively.
2. Delay Domain Spatial Sparsity

Considerable experimental researches have discovered that,
in delay domain massive MIMO, channels demonstrate
spatial sparsity. This is due to the fact that the number of
significant scatterers is limited in wireless communication in
fading environments, while in communication between base
station (BS) and users, the transmission distance is very large
as compared to the distance between several antennas in an
antenna array placed at BS.That is to say, CIRs associatedwith
several transmit antennas and one user exhibit similar path
delays; therefore they also share identical common support
of CIRs.

Consider a massive MIMO-OFDM system where 𝑀
transmit antennas are placed at BS. The CIR between m-th
transmit antenna and one single-antenna user for z-thOFDM
symbol is expressed by

𝑑𝑧,𝑚 = [𝑑𝑧,𝑚 (1) , 𝑑𝑧,𝑚 (2) , . . . , 𝑑𝑚,𝑟 (𝐿)]𝑇 (1)



4 Wireless Communications and Mobile Computing

User 1 User 2 

(a)

CIRs of 1st antenna group

Differe
nt tr

ansm
it

anten
nas in

 1st a
nten

na

group
Differe

nt tr
ansm

it

anten
nas in

 1st a
nten

na

group

D
iff

er
en

t A
nt

en
na

 G
ro

up
s

D
iff

er
en

t A
nt

en
na

 G
ro

up
s

Time
(different OFDM symbols within coherence time for user 2)

Time
(different OFDM symbols within coherence time for user 1)

CIRs of 1st antenna group

Differe
nt tr

ansm
it

anten
nas in

 N
ＮＢ
＇

anten
na

group
Differe

nt tr
ansm

it

anten
nas in

 N
ＮＢ
＇

anten
na

group

CIRs of ．＇
ＮＢ antenna groupCIRs of ．＇

ＮＢ antenna group

(b)

Figure 1: Delay domain spatial and temporal sparsity of massive MIMO channels: (a) limited number of scatterers and common scatterers
in wireless communication scenario; (b) spatial and temporal sparsity of massive MIMO channels in delay domain between two users and
colocated antenna array.

where 1 ≤ 𝑚 ≤ 𝑀 and 𝐿 is the channel length equivalent
to the maximum delay spread. Let 𝑆𝑧,𝑚 be the sparsity level
of CIR between one transmit-receive antenna pair, i.e., the
number of nonzero elements in 𝑑𝑧,𝑚; the support of 𝑑𝑧,𝑚 can
be expressed as
𝑃𝑧,𝑚 = supp {𝑑𝑧,𝑚} = {𝑙 : 𝑑𝑧,𝑚 [𝑙] > 0}

with 1 ≤ 𝑙 ≤ 𝐿 (2)

where 𝑆𝑧,𝑚 = |𝑃𝑧,𝑚|𝐶 fulfilling 𝑆𝑧,𝑚 ≪ 𝐿. And due to spatial
sparsity we have the following.

𝑃𝑧,1 = 𝑃𝑧,2 = ⋅ ⋅ ⋅ = 𝑃𝑧,𝑀 (3)
The delay domain spatial sparsity with specific system param-
eters will be detailed in Section 5.

Figure 1 shows the common sparse pattern of CIRs for
different transmit-receive antenna pairs.

3. Delay Domain Temporal Sparsity

In [39], the authors have discovered that fast time-varying
channels illustrate temporal correlation. That is to say, the
variations in path gains are significant whereas the path
delays are almost invariant for various consecutive OFDM
symbols. The reason is that path delays variation duration
over time-varying channels is inversely proportional to the
signal bandwidth while the coherence time of path gains
is inversely proportional to carrier frequency of the system
[28].
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Consider a system with signal bandwidth B = 10MHz
and carrier frequency of system 𝑓𝑐 = 2GHz; the path delays
vary much slower than the path gains [11]. Therefore, due to
the nearly invariant path delays, the CIRs share the common
sparsity for R adjacent OFDM symbols over the coherence
time of path delays. The supports of CIRs associated with R
successive OFDM symbols signify the following.

𝑃1,𝑚 = 𝑃𝑧,𝑚 = ⋅ ⋅ ⋅ = 𝑃𝑅,𝑚, 1 ≤ 𝑚 ≤ 𝑀 (4)

Figure 1 demonstrates the temporal sparsity of massive
MIMO channels.

4. Proposed Nonorthogonal Pilot Scheme

In this section we shall propose a nonorthogonal pilot
scheme based on the above-mentioned two observations.
First the basic idea to divide the antennas placed at BS into
subgroups is proposed. The proposed scheme of dividing
the antennas into subgroups is based on system parameters
and the temporal and spatial sparsity of massive MIMO
channels. Then after creating the antenna groups, a specific
nonorthogonal pilot scheme is proposed.

4.1. Proposed Scheme for Creating the Antenna Groups. There
will be the uniform distribution of antennas to be included
in subgroups. Consider a system with signal bandwidth B,
system carrier frequency 𝑓𝑐, total number of antennas placed
at the BS in a uniform linear antenna array M, number of
subgroups 𝑁𝑔, and number of antennas in one group 𝑀𝑛𝑔.
Themaximum resolvable distance𝐷𝑚𝑎𝑥must be smaller than
c/10B [38]; that is to say, to have two channel taps resolvable,
the time interval of arrival must be less than 1/10B, where c is
the speed of light [38].The two successive antennas are spaced
by the distance 𝑑𝑚 = 𝜆/2; therefore the maximum distance
between two antennas can be 𝑑𝑇 = 𝑑𝑚(𝑀 − 1) and the
maximum distance between two antennas in a single group
can be 𝑑𝑀𝑛𝑔 = 𝑑𝑚(𝑀𝑛𝑔 − 1). In order to guarantee the spatial
sparsity and based on the condition that𝐷𝑚𝑎𝑥/𝑐 < 1/10𝐵, the𝑑𝑀𝑛𝑔 must satisfy 𝑑𝑀𝑛𝑔 < 𝐷𝑚𝑎𝑥.

And the formula for number of antennas 𝑀𝑛𝑔 in each
subgroup𝑁𝑔 can be derived as follows:

𝑑𝑚 (𝑀𝑛𝑔 − 1) ≤ 𝑐10𝐵 (5)

𝜆
2 (𝑀𝑛𝑔 − 1) ≤

𝑐10𝐵 (6)

𝑀𝑛𝑔 ≤ 𝑐5𝐵 (𝑐/𝑓𝑐) + 1 (7)

which clearly shows that 𝑀𝑛𝑔 is a function of 𝐵 and 𝑓𝑐.
Therefore the𝑁𝑔 can be given by the following.

𝑁𝑔 = ⌊ 𝑀𝑀𝑛𝑔⌋ + 𝛼 (8)

The constant 𝛼 represents an integer to make sure the
uniform distribution of antennas in each subgroup, i.e.,

1-D Antenna Array at the BS

The 1st antenna group

1ＭＮ TA – Mngf TA M – Mngf+1 TA -MTA

The ．ＮＢ
＇ antenna group

Figure 2: 1D antenna array at the BS.

𝑀, is completely divisible by 𝑁𝑔. Similarly actual number
of antennas 𝑀𝑛𝑔𝑓 in each group can be calculated by the
following.

𝑀𝑛𝑔𝑓 = 𝑀𝑁𝑔 (9)

The formula for 𝑁𝑔 will ensure the spatial sparsity for any
massive MIMO system with large 1D antenna array placed
at BS. Moreover, since the 𝑀𝑛𝑔 is a function of system
parameters B and 𝑓𝑐, if the B and 𝑓𝑐 are changed, the𝑁𝑔 still
ensures the spatial sparsity for antennas. And also 𝑁𝑔 is the
minimumnumber of subgroups a systemmust have to ensure
spatial sparsity; moreover by increasing𝑁𝑔, spatial sparsity of
systemwill remain preserved. For example, consider a system
with the following specifications:

M = 128 1D antenna array, 𝑓𝑐 = 2GHz, B = 20MHz,𝑀𝑛𝑔 given in (7) can be calculated as 21, 𝑁𝑔 will be equal
to 8 with 𝛼 = 2, and 𝑀𝑛𝑔𝑓 will be equal to 16. Based on
these calculations the initial condition is satisfied, that is,𝑑𝑀𝑛𝑔 < 𝐷𝑚𝑎𝑥; hence the spatial sparsity is preserved for the
system.

The𝑁𝑔 antenna groups are shown in Figure 2, where TA
denotes the transmit antenna.

In Section 4.2, first we will derive a massive MIMO
systemmodel. And then specific pilot designwill be proposed
in Section 4.3.

4.2. Massive MIMO System Model. Consider a massive
MIMO-OFDM system with M transmit antennas placed at
BS communicating with one user; 𝜉𝑛 represents the index set
of pilot subcarriers for n-th antenna group; the choice of 𝜉𝑛
will be detailed in Section 4.3). There are total𝑁 subcarriers
in one OFDM symbol, out of which𝑁𝑝 corresponds to pilot
subcarriers and the pilot sequence of m-th transmit antenna
in n-th antenna group is denoted by sm,n ∈ C𝑁𝑝x1. yz,n ∈
C𝑁𝑝x1 is the received vector of the pilot sequence of z-th
OFDM symbol of n-th antenna group at user for𝑁𝑔 antenna
groups; yz,n can be expressed as

yz,n =
𝑀𝑛𝑔𝑓∑
𝑚=1

diag {sm,n} R|𝜉𝑛,n [ dm,z,n
0(𝑁−𝐿)×1

] + wz,n (10)

with 1 < n < 𝑁𝑔
yz,n =

𝑀𝑛𝑔𝑓∑
𝑚=1

Sm,n RL
𝜉𝑛,n dm,z,n + wz,n
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= 𝑀𝑛𝑔𝑓∑
𝑚=1

𝜓m,ndm,z,n + wz,n

(11)

where R ∈ C𝑁x𝑁 is the Discrete Fourier Transform matrix
(DFT), yz,n is expressed after exclusion of guard interval,
dm,z,n ∈ C𝐿x1 is the CIR vector of mth transmit antenna of
n-th antenna group for zth OFDM symbol, R|𝜉𝑛,n ∈ C𝑁𝑝x𝑁

is a submatrix comprised of 𝑁𝑝 rows selected according to
𝜉𝑛, RL|𝜉𝑛,n ∈ C𝑁𝑝x𝐿 contains the first L columns of R|𝜉𝑛 ,n ∈
C𝑁𝑝x𝑁, Sm,n = diag{sm,n} ∈ C𝑁𝑝x𝑁𝑝 , 𝜓m,n = Sm,nRL|𝜉𝑛,n ∈
C𝑁𝑝x𝐿, andwz,n represents theAdditiveWhiteGaussianNoise
of n-th antenna group for z-th OFDM symbol.

The equation can be rearranged as

yz,n = 𝜓nd̃z,n + wz,n (12)

where 𝜓n = [𝜓1,n,𝜓2,n, . . . ,𝜓𝑀𝑛𝑔𝑓 ,n] ∈ C𝑁𝑝×𝑀𝑛𝑔𝑓𝐿 and the
aggregate CIR vector of n-th antenna group is given by d̃z,n =[d1,z,n, d2,z,n, . . . , d𝑀𝑛𝑔𝑓 ,z,n]T ∈ C𝑀𝑛𝑔𝑓𝐿×1. As explained earlier,
the CIR vector dm,z,n exhibits spatial and temporal sparsity;
therefore d̃z,n is also a sparse signal.The system in equation is
an underdetermined system due to the fact that𝑁𝑝 < 𝑀𝑛𝑔𝑓𝐿
and cannot be reliably solved using the traditional channel
estimation methods [39].

Moreover the equation can be rearranged into structured
sparse form according to [39] as

yz,n = Anh̃z,n + wz,n (13)

where h̃z,n = [hT1,z,n, hT2,z,n, . . . , dTL,z,n]T ∈ C𝑀𝑛𝑔𝑓𝐿×1 is a struc-
tured sparse equivalent CIR vector; hl,z,n = [𝑑1,z,n[𝑙], 𝑑2,z,n[𝑙],. . . , 𝑑𝑀𝑛𝑔 ,z,n[𝑙]]T for 1 ≤ 𝑙 ≤ 𝐿 and after reformulation 𝜓n can
be converted into An, where An can be written as

An= [A1,n,A2,n, . . .AL,n] ∈ C𝑁𝑝×𝑀𝑛𝑔𝑓𝐿 (14)

where A𝑙,𝑛 = [𝜓(𝑙)1,𝑛,𝜓(𝑙)2,𝑛, . . . ,𝜓(𝑙)𝑀𝑛𝑔𝑓 ,𝑛] = [𝐴1,𝑛,𝑙, 𝐴2,𝑛,𝑙, . . .
A𝑀𝑛𝑔𝑓 ,𝑛,𝑙] ∈ C𝑁𝑝×𝑀𝑛𝑔𝑓 .

After converting to structured form, we will have 𝑁𝑔
equations to be solved simultaneously corresponding to each
subgroup.The received pilot vectors of zth OFDM symbol for𝑁𝑔 subgroups can be expressed as follows.

yz,1 = A1h̃z,1 + wz,1

yz,2 = A2h̃z,2 + wz,2

...
yz,n = Anh̃z,n + wz,n

...
yz,𝑁𝑔 = A𝑁𝑔 h̃z,𝑁𝑔 + wz,𝑁𝑔

(15)

The system equation of each subgroup exhibits structured
sparsity, which provides the motivation to apply CS theory
to recover the high dimension structured sparse signal h̃z,𝑁𝑔
from the low dimension received pilot vector yz,𝑁𝑔 . The
CS based sparse signal recovery/channel estimation will be
explained in Section 5.

4.3. Proposed Pilot Design. Mostly wireless communication
systems detect the data with the help of pilot signals. Specif-
ically the purpose of pilot signals is to assist the receiver
in estimating the wireless channels and then the receiver
coherently detects the data on the basis of estimated channel
[41].

In massive MIMO communication systems, due to large
number of transmit antennas at BS, the number of channels
gets prohibitively high and thus results in high pilot overhead
for estimation of these channels. Therefore there is a need for
methods to reduce the high pilot overhead inmassiveMIMO
communication systems to achieve the target of high data
rate.

In this research paper CS theory is applied to reduce the
high pilot overhead based on the fact that the wireless chan-
nels undergo spatial and temporal sparsity. CS based pilot
design significantly reduces the pilot overhead as compare
to conventional pilot design. Figure 3 demonstrated the pro-
posed, uniformly distributed, and identical pilot subcarrier
for multiple antennas, while Figure 4 shows the convention
pilot design (i.e., orthogonal pilots for different antennas).
The proposed pilot design allows the system to provide more
resources to data.

The CS based pilot design permits the antennas of each
subgroup to occupy identical subcarriers for pilots within a
group, while pilot subcarriers for each subgroup are com-
pletely different from each other as shown in Figure 3. The
design is based on the choice of 𝜉𝑛. The guard interval can be
calculated by𝑁𝐺 = 𝑁/𝐵x(maximum channel delay spread).
Consider a set𝑂 = {1, 2, . . . , 𝑁−𝑁𝐺}. The 𝜉𝑛 is a subset of𝑂,
represents the index of pilot subcarriers for n-th subgroup,
and is identical for all the antennas within that group; the
formula for creating the 𝜉𝑛 can be given by

𝜉𝑛 = {𝑛 + 𝑠𝑝𝑎𝑐𝑖𝑛𝑔 ∗ 𝑞 : ⌊ 𝑀𝑀𝑛𝑔⌋ − 𝛼 ≤ 𝑁𝑔
≤ 𝑠𝑝𝑎𝑐𝑖𝑛𝑔, 0 < 𝑞 < 𝑁𝑝 − 1 and 𝑠𝑎𝑝𝑐𝑖𝑛𝑔
= ⌊𝑁 −𝑁𝐺𝑁𝑝 ⌋ ≥ ⌊ 𝑀𝑀𝑛𝑔⌋ − 𝛼}

(16)

where𝑁𝑝 > 𝐿 and by solving the inequality ⌊(𝑁−𝑁𝐺)/𝑁𝑝⌋ ≥⌊𝑀/𝑀𝑛𝑔⌋ − 𝛼 we have the following.

𝑀𝑛𝑔𝑓 ≤ 𝑁𝑝 ≤ (𝑁 − 𝑁𝐺)(𝑀 − 𝛼𝑀𝑛𝑔)𝑀𝑛𝑔 (17)

There are 𝑁𝐺 unique sets associated with 𝜉𝑛, i.e., 𝜉1 . . . ..𝜉𝑛 . . . .𝜉𝑁𝑔. There will be total 𝑁𝑔𝑁𝑝 subcarriers occupied
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Figure 3: Proposed pilot design.

for pilot vectors for 𝑀 transmit antennas at BS. Figure 3
demonstrates the proposed pilot design.𝑁𝑝 = |𝜉𝑛|𝐶 is the number of subcarriers for pilot vector in
OFDM symbol of nth subgroup.

Pilot subcarriers of nth group are the null pilots for all the
other𝑁𝑔 − 1 subgroups whereas𝑁−𝑁𝐺 −𝑁𝑔𝑁𝑝 subcarriers
are available for data.

Pilot overhead ratio is defined by 𝛽𝑝 = 𝑁𝑔𝑁𝑝/𝑁.
Figure 4 shows the conventional pilots in which different

pilots are allocated to different antennas resulting in very high
pilot overhead.

5. Massive MIMO Channel Estimation Based
on Compressive Sensing

The basic idea presented by CS theory is to recover a signal
which is sparse in somedomain fromextremely small amount

of nonadaptive linear measurements by applying convex
optimization. In a different opinion, it relates the precise
recovery of a sparse vector of high dimension by reducing
its dimension. From another point of view, the problem can
be considered as calculation of a signal’s sparse coefficient
with respect to an overcomplete system.The concept of com-
pressed sensing was primarily applied for random sensing
matrices, which allow for a reduced amount of nonadaptive,
linear measurements. These days, the idea of compressed
sensing has been generally replaced by sparse recovery.

In (13) it can be seen that h̃z,n demonstrates structured
sparsity in delay domain,where h̃z,n is 𝑆𝑧,𝑚,𝑛-sparse vector due
to

𝑃𝑧,𝑚,𝑛 = supp {h̃z,n} = {𝑙 : ℎ̃𝑧,𝑛 [𝑙] > 0}
with 1 ≤ 𝑙 ≤ 𝐿 (18)
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Figure 4: Conventional orthogonal pilot design.

where 𝑆𝑧,𝑚,𝑛 = |𝑃𝑧,𝑚,𝑛|𝐶 fulfilling 𝑆𝑧,𝑚,𝑛 ≪ 𝐿. And due to
spatial sparsity we have the following.

𝑃𝑧,1,𝑛 = 𝑃𝑧,2,𝑛 = ⋅ ⋅ ⋅ = 𝑃𝑧,𝑀,𝑛 (19)

The desired small correlation ofAn according to CS theory is
achieved which is described in [39]; therefore reliable sparse
recovery is guaranteed. It is further shown in [39] that any
two columns of An attain excellent cross correlation between
them according to RMT since pilot design proposed in [39]
is the special case of proposed pilot design. Therefore the
proposed pilot design is simple to employ and also supportive
in terms of compatibility with current wireless networks
[39].

For 𝐾 adjacent OFDM symbols having identical pattern
of pilots, we have

Yn = AnHn +Wn (20)

where Yn = [yz,n, yz+1,n, . . . , yz+𝐾−1,n]C𝑁𝑝×𝐾.

The An derived in massive MIMO model satisfies the
Structure Restricted Isometric Property (SRIP) condition.
Specifically SRIP can be given by the following.

√1 − 𝛿 A𝑁𝑔𝐹 ≤ Anh̃z,n
𝐹√1 − 𝛿 A𝑁𝑔𝐹 (21)

The definition and justification for SRIP are discussed in
detail in [39], where 𝛿 ∈ [0, 1).

Our aim is to recover h̃z,n, given yz,n. Under the frame-
work of CS theory, the massive MIMO channels h̃z,n are
estimated by means of the following problem:

ĥ = arg min h̃z,n1
s.t. yz,n − Anh̃z,n

2 < 𝜖
(22)

where 𝜖 is the noise variance. There are many algorithms
that can solve the problem. For example, projected gradient
methods or interior point methods can be used for applying
convex optimization. A famous greedy algorithm is orthogo-
nal matching pursuit (OMP).
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Input: Sensing matrix A𝑛 and noisy measurement vector yz,n
Output: An sparse estimation ĥ of channels{dm,z,n}𝑚=𝑀𝑛𝑔𝑓 , 𝑛=𝑁𝑔𝑚=1, 𝑛=1

Step 1 (Initialization)
1. ȟ0 ← 0
Trivial initial approximation
2. 𝑣← yz,n
Current samples = input samples
3. 𝑘 ← 0
Iterative index
4. 𝑠 ← 1
Initial sparsity level
Step 2 Solve the structure sparse vector h̃z,n to (15)
Repeat
1. 𝑘 ← 𝑘 + 1
2. 𝑦← A∗nk
Make the signal proxy
3. Ω ← supp(y2s)
Identify large components
4. T ← Ω ∪ supp(ȟ𝑘−1)
Merge supports
5. ℎ̆|𝑇 ← 𝐴�𝑛𝑇yz,n
Signal estimation by least squares
6. ℎ̆|𝑇𝐶 ← 0
7. ȟ𝑘 ← ℎ̆𝑠
Prune to get next approximation
8. 𝑣← yz,n − A𝑛ȟ𝑘
Update the current samples
if ‖𝑣𝑘‖2 < ‖𝑣𝑘+1‖2
9. Iteration with fixed sparsity level
else
10. Update sparsity level ȟ𝑠 ← ȟ𝑘; 𝑣𝑠 ← 𝑣𝑘; 𝑠 ← 𝑠 + 1
end if
Until stopping criterion true
Step 3Obtain channels ℎ̂ = ȟ𝑠−1 and obtain estimation of channels {dm,z,n}𝑚=𝑀𝑛𝑔𝑓 , 𝑛=𝑁𝑔𝑚=1, 𝑛=1 according to (11)-(15)

Algorithm 1: Proposed SUCoSaMPrecovery algorithm.

For channel estimation purpose we propose the
SUCoSaMP algorithm derived from basic CoSaMP as
described in Algorithm 1. There will be 𝑁𝑔 similar parallel
processing required for estimating the massive MIMO
channels with 𝑁𝑔 sub-antenna groups; i.e., the same
algorithm will be working simultaneously with user to
estimate channels of𝑁𝑔 subgroups.

There are many natural approaches of stopping the algo-
rithm.We follow the following stopping criterion: if ‖𝑣𝑘+1‖2 >‖𝑣𝑠−1‖2, the iteration is stopped [39]. The information of
correct sparsity level 𝑆𝑧,𝑚,𝑛 is usually not available and also
it is practically not possible to have prior knowledge of
correct sparsity level, whereas information about sparsity
level plays a significant role in compressive sensing problem
of solving underdetermined system and it is also required
as prior information by most of the CS based algorithms.
The proposed SUCoSaMP algorithm does not require prior
information of sparsity level because it adaptively acquires the
sparsity level and avoids the unrealistic assumption of having
prior information of correct sparsity level.

In steps 2.1 to 2.9 the target of SUCoSaMP algorithm is
to obtain the solution h̃z,n to (15) with fixed sparsity level
s similar to conventional CoSaMP. The condition ‖𝑣𝑘‖2 ≤‖𝑣𝑘+1‖2 shows that the solution h̃z,n to (15) has been acquired
and then the new iteration is started with updated sparsity
level 𝑠 + 1. This process is repeated until the stopping criteria
are true and then the iteration is stopped. We get the solution
to (15) with updated sparsity level and obtain the channels,
i.e., ℎ̂ = ȟ𝑠−1.

Note that the proposed SUCoSaMP algorithm works
in the same way as the CoSaMP algorithm. The CoSaMP
algorithm is basically based on basic OMP. The SUCoSaMP
algorithm has incorporated some other ideas from the liter-
ature to present strong guarantees that OMP and CoSaMP
cannot provide and to speed up the algorithm as compared
to OMP.

The major advantage of SUCoSaMP over OMP, CoSaMP,
and basic subspace pursuit (SP) algorithms is that it does
not require prior knowledge of sparsity level which is an
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Table 1: Major steps involved in CoSaMP and SUCoSaMP.

CoSaMP SUCoSaMP

1. Classification. The algorithm creates a replacement of the residual from the existing samples and
places the biggest components of the replacement.

Follows the same step of
CoSaMP.

2. Support union. The set of recently recognized components is joined with the set of components that
emerge in the present approximation.

Follows the same step of
CoSaMP.

3. Estimation. The algorithm finds the solution of a least-squares problem to estimate the objective
signal on the combined set of components.

Follows the same step of
CoSaMP.

4. Pruning. The algorithm generates a fresh estimation by keeping only the biggest entries in
this least-squares approximation of signal.

Follows the same step of
CoSaMP.

5. Sample Update. Finally, the algorithm updates the samples such that they reflect the residual, the
un-approximated elements of the signal.

Follows the same step of
CoSaMP.

6. Stopping Criterion Until stopping criterion is true. Until first stopping
criterion is true.

7. Sparsity level
Update None The algorithm updates the

sparsity level

8. Stopping Criterion None Until second stopping
criterion is true.

Table 2: CoSaMP and SUCoSaMP hypothesis.

CoSaMP SUCoSaMP

1. The sparsity level s is fixed. (i.e. initialization with fixed value of
sparsity level).

The sparsity level s is not fixed (i.e. initialization with sparsity
level equals 1). It adaptively acquires the correct sparsity level.

2. The sensing matrix A𝑛 has restricted isometry constant𝛿4𝑠 ≤ 0.1.
A𝑛 satisfies the Structure Restricted Isometric Property (SRIP)

condition according to [39].

3. The signal h̃z,n ∈ C
𝑀𝑛𝑔𝑓𝐿×1 is random, except where prominent. The signal h̃z,n ∈ C

𝑀𝑛𝑔𝑓𝐿×1 is a structured sparse equivalent CIR
vector.

4. wz,n represents arbitrary noise vector
wz,n represents the Additive White Gaussian Noise of nth

antenna group for zth OFDM symbol

unrealistic assumption, specifically in wireless communica-
tion scenario.

There are two differences between SUCoSaMP and
CoSaMP. Firstly, SUCoSaMP estimates the channels; i.e.,
it recovers the high dimensional sparse vector by utilizing
structured sparsity of massive MIMO channels from one
vector of low dimension. Secondly, SUCoSaMP adaptively
acquires the sparsity level. In contrast, the CoSaMP recovers
the sparse vector without exploiting the structured sparsity
and it requires prior information of correct sparsity level.

The proposed SUCoSaMP algorithm is exactly the same
as CoSaMP algorithm up to step 2.9.The proposed algorithm
stops the iteration with fixed sparsity level (i.e., the current
value of s) if ‖𝑣𝑘‖2 > ‖𝑣𝑘+1‖2 and then it performs an
additional step, that is, step # 2.10, to update the sparsity
level by adding 1 to the current value of sparsity level (i.e.,𝑠 ← 𝑠 + 1).

There are two different types of iterations in SUCoSaMP,
one on k and one on s, and finally the iterations on s are
stopped if ‖𝑣𝑘+1‖2 > ‖𝑣𝑠−1‖2. Table 1 elaborates some further
details of major steps involved in CoSaMP and SUCoSaMP
algorithms. And Table 2 demonstrates the hypothesis of
CoSaMP and SUCoSaMP algorithms.

Table 3: System parameters.

Parameter Type/Value
Total number of transmit antennas 128
Number of transmit antennas in one sub-group 16
Number of antennas groups (𝑁𝑔) 8
Modulation 16QAM
Guard Interval 16
Number of pilot subcarriers (𝑁𝑝) 32, 64
System bandwidth 20MHz
DFT size 2048

6. Simulation Results

Simulations have been performed in MATLAB in order
to verify the effectiveness of the proposed methods. Mean
square error performance of proposed scheme is compared
with the conventional OMP, CoSaMP, Structured Subspace
Pursuit (SSP), and Adaptive Structured Subspace Pursuit
(ASSP) algorithms. Simulation parameters are mentioned
in Table 3 for the proposed system. The BS has 1D 1x128
antenna array (𝑀 = 128). The system bandwidth and
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Figure 5: Comparison of MSE of each algorithm under different SNRs: (a) with𝑁𝑝 = 32, (b) with𝑁𝑝 = 64.

carrier frequency are set to 𝐵 = 20MHz and 𝑓𝑐 = 2GHz,
respectively. There are 𝑁𝑔 = 8 sub-antenna groups with
16 transmit antennas in each group to ensure the spatial
channel sparsity within group. The OFDM subcarriers are
set as 𝑁 = 2048, guard interval is 𝑁𝐺 = 16 which could
fight the delay spread up to 6.4 𝜇𝑠, and 16QAM modulation
is used. The numbers of pilot subcarrier 𝑁𝑝 in OFDM
symbol transmitted by each antenna in each antenna group
and channel length 𝐿 are varied over a reasonable range to
verify the performance of the proposed system. The pilot
positions are uniformly distributed according to (16) and
are identical for the entire antennas within one group. The
number of multipath channels is randomly chosen and the
channel multipath amplitudes and positions follow Rayleigh
and random distribution, respectively.

Figure 5 shows the MSE performance of the proposed
SUCoSaMP algorithm with different values of 𝑁𝑝 versus
signal to noise ratio (SNR). The performance of SUCoSaMP
is compared with the conventional algorithms OMP and
CoSaMP and with SSP and ASSP.The sparsity level for OMP,
CoSaMP, and SSP is known in simulations whereas the ASSP
and proposed SUCoSaMP adaptively acquire the correct
sparsity level. It is observed that the channel estimation
performance of all the algorithms is improved by increasing
pilot subcarriers 𝑁𝑝. And overall the proposed SUCoSaMP
outperforms all the other algorithms. This is because the
SUCoSaMP takes full advantage of structured sparsity of
massive MIMO channels. Since the prior information of
sparsity level of massive MIMO wireless channel is not a
realistic assumption, the proposed SUCoSaMP algorithm
has a clear advantage over the conventional algorithms.
Furthermore theMSE gap between the proposed SUCoSaMP
and the conventional algorithm remains almost constant as
the SNR increases which makes SUCoSaMP superior in both
low and high SNR wireless communication scenarios.

In Figures 6(a)–6(h) individual MSE performance versus
SNRof different sub antenna groups (i.e., from antenna group𝑁1 to 𝑁8) is presented for 𝑁𝑝 = 64 and is compared with
conventional algorithms OMP and CoSaMP and with SSP
and ASSP. It can be seen in the figures that SUCoSaMP is
evidently superior to conventional algorithms.This is because
the provided sparsity level for conventional algorithms can-
not be the actual sparsity ofmassiveMIMOwireless channels.
However, the adaptive process in ASSP and SUCoSaMP
is realized by fixed increment in sparsity level; therefore
the sparsity level estimation in these algorithms is slightly
overestimated or underestimated. It is again observed that
with high number of pilot subcarriers 𝑁𝑝, the performance
of SUCoSaMP is improved along with the other algorithms.
Furthermore it is observed that theMSE gap between the pro-
posed SUCoSaMP and the conventional algorithm slightly
increases or remains almost constant with the increase in
SNR resulting in SUCoSaMPbeing better in different wireless
communication environments with respect to SNR.

In Figures 7(a)–7(h) MSE performance versus SNR of
individual antenna groups (i.e., from antenna group 𝑁1 to𝑁8) is presented with 𝑁𝑝 = 32 and comparison is provided
with conventional algorithms OMP and CoSaMP and with
SSP and ASSP. It can be seen from the figures that the
SUCoSaMP algorithm for each antenna group can achieve
huge MSE gains over conventional algorithms. However it is
observed that the MSE performance of all algorithms slightly
degraded with decrease in number of pilot subcarriers 𝑁𝑝.
Results show that SUCoSaMP efficiently considers the effect
of SNR and performs better in both high and low SNR
scenarios.

7. Conclusion

This paper proposes a nonorthogonal pilot design and a
CS based algorithm SUCoSaMP to estimate the massive
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Figure 6: Comparison of MSE of each algorithm under different SNRs for individual antenna groups, with𝑁𝑝 = 64. (a) MSE performance
versus SNR of 1st antenna group (𝑁1). (b) MSE performance versus SNR of 2nd antenna group (𝑁2). (c) MSE performance versus SNR of 3rd
antenna group (𝑁3). (d) MSE performance versus SNR of 4th antenna group (𝑁4). (e) MSE performance versus SNR of 5th antenna group
(𝑁5). (f) MSE performance versus SNR of 6th antenna group (𝑁6). (g) MSE performance versus SNR of 7th antenna group (𝑁7). (h) MSE
performance versus SNR of 8th antenna group (𝑁8).
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Figure 7: Comparison of MSE of each algorithm under different SNRs for individual antenna groups, with𝑁𝑝 = 32. (a) MSE performance
versus SNR of 1st antenna group (𝑁1). (b) MSE performance versus SNR of 2nd antenna group (𝑁2). (c) MSE performance versus SNR of 3rd
antenna group (𝑁3). (d) MSE performance versus SNR of 4th antenna group (𝑁4). (e) MSE performance versus SNR of 5th antenna group
(𝑁5). (f) MSE performance versus SNR of 6th antenna group (𝑁6). (g) MSE performance versus SNR of 7th antenna group (𝑁7). (h) MSE
performance versus SNR of 8th antenna group (𝑁8).
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MIMO channels. The reduction of high pilot overhead in
massive MIMO systems and the recovery ability when the
sparsity level of massive MIMO channels is unknown are the
main focus of this research. By taking advantage of spatial
and temporal common sparsity of massive MIMO channels
in delay domain, the proposed nonorthogonal pilot design
and channel estimation scheme under the frame work of
CS theory significantly reduce the pilot overheads for mas-
sive MIMO systems and also outperform the conventional
algorithms in performance. This research may be extended
by incorporating the proposed schemes in the multicell
scenarios.
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Spatial modulation (SM) is a multiple-input multiple-output (MIMO) system that achieves a MIMO high spectral efficiency while
maintaining the transmitter computational complexity and requirements as low as those of the single-input systems. The complex
quadrature spatial modulation (CQSM) builds on the QSM scheme and improves the spectral efficiency by transmitting two signal
symbols at each channel use. In this paper, we propose two generalizations of CQSM, namely, generalized CQSM with unique
combinations (GCQSM-UC) and with permuted combinations (GCQSM-PC).These two generalizations perform close to CQSM
or outperform it, depending on the system parameters. Also, the proposed schemes require much less transmit antennas to achieve
the same spectral efficiency of CQSM, for instance, assuming 16-QAM, GCQSM-PC, and GCQSM-UC require 10 and 15 transmit
antennas, respectively, to achieve the same spectral of CQSMwhich is equipped with 32 antennas.

1. Introduction

Multiple-input multiple-output (MIMO) techniques are
capable of satisfying the continuous demand in high data
rates in communication systems. Index modulation (IM)
is a group of MIMO techniques that use the indices of a
given resource(s) of the communication system to convey
additional information, besides that carried by the signal
symbols [1, 2]. These indices represent distinct antennas
[3], spreading codes [4], polarities [5], subcarriers [6], and
combinations of angles [7], among others. A virtual spatial
modulation (VSM) was also proposed in [8], where index
modulation is performed on the parallel channels resulting
from the singular value decomposition of the MIMO channel
matrix.

Spatial modulation (SM) has attracted an increasing
interest from researchers due to its low-complexity and high
data rates. In SM, information is transmitted through the sig-
nal symbols, drawn from any conventional constellation sets,
and the index of the antenna from which the signal symbol
is transmitted [3]. To achieve a high spectral efficiency, SM
requires relatively high number of transmit antennas. A par-
allel SM, denoted by half-full transmit-diversity SM (HFTD-
SM), is proposed recently, where antennas are grouped into

two-antenna groups.The conventional SM is then performed
using the same signal symbol in each group [9, 10].

A conventional generalized SM (GSM) transmits the
same signal symbol from a combination of antennas, rather
than one as in SM, leading to a reduction in the number
of transmit antennas required to achieve a given spectral
efficiency [11]. A different implementation of the GSM was
proposed in [12], referred to as MA-SM, in which each
activated antenna in a given combination transmits a different
signal symbol. This improves the spectral efficiency at the
cost of additional hardware requirements and computational
complexity. GSM was extended to the multiuser scenario in
[13].

Quadrature spatial modulation (QSM) is another tech-
nique that extends the spatial constellation into in-phase and
quadrature dimensions that are used to transmit the real and
imaginary part, respectively, of a single signal symbol [14]. In
[15], a generalized QSM (GQSM) that combines the benefits
of spatial multiplexing and QSMwas proposed. Antennas are
grouped and independent QSM modulation is performed in
each group. The hardware design of the generalized quadra-
ture space shift keying modulation (GQSSK) and generalized
QSM (GQSM) using a single RF chain was investigated in
[16].
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Building on the QSM, a complex QSM (CQSM) improves
the spectral efficiency by transmitting two signal symbols at
each channel use from antennas whose indices also carry
information [17]. When both signal symbols are transmitted
from the same antenna, the resulting combination is drawn
from the Minkowski sum of the two sets from which the
symbols are drawn. The second modulation set is designed
as a rotated version of the first, where the rotation angle is
optimized to minimize the average bit-error rate. To avoid
transmitting the two signal symbols from the same antenna,
the transmitter is equipped with an additional antenna that is
used to transmit the second symbol only when both symbols
are supposed to be transmitted from the same antenna
in CQSM. The proposed modification is named improved
CQSM (ICQSM) in [18]. The modulation set design of the
ICQSM was addressed in [19]. Notice that the CQSM can be
conceptualized based on the conventional SM or the GSM,
and not as an extension of the QSM. While this approach is
correct, we built CQSM as an extension of the QSM where
instead of transmitting the real and imaginary parts of a
single signal symbol from the in-phase and quadrature spatial
dimensions, two complex-valued signal symbols are trans-
mitted through the two spatial dimensions. To be consistent
with our previouswork, we keep the samename that explicitly
includes QSM.

Contributions. The contributions of this paper are summa-
rized as follows:

(i) We propose two generalized CQSM schemes. The
first is GCQSMwith unique combinations (GCQSM-
UC), where the spatial symbols are generated as
in generalized GSM. Each resulting combination
is then split into two subsets. The first subset of
antennas is used to transmit the first symbol; the
second subset is used to transmit the second signal
symbol. The second scheme is named GCQSM with
permuted combinations (GCQSM-PC). In GCQSM-
PC the antenna combinations from which the first
symbol is transmitted are generated as the full set of
combinations of a given length. For each combination
associated with the first symbol, the corresponding
list of combinations for the second symbol is gener-
ated such that no overlap occurs between antennas
used for transmitting the two symbols.This algorithm
reduces the number of transmit antennas required to
achieve a given spectral efficiency.

(ii) We also propose an analytical method to optimize the
rotation angle for CQSM and ICQSM systems. The
obtained rotation angle minimizes the upper-bound
of pairwise error probability.

Based on the simulation results, the proposed schemes
perform very close to CQSM, while requiring much smaller
number of antennas to achieve the same spectral efficiency.
For instance, CQSM, GCQSM-UC, and GCQSM-PC require
32, 15, and 10 transmit antennas to achieve a spectral efficiency
of 14 bits per channel use (bpcu), assuming 2 bits per signal
symbol.

Notations. We denote the spectral efficiency achieved by
spatial and signal symbols ES𝑠𝑝𝑎 and ES𝑠𝑖𝑔, respectively, and
the total spectral efficiency ES = ES𝑠𝑖𝑔 + ES𝑠𝑝𝑎. The vector e𝑏𝑎
is the 𝑎th column of the 𝑏×𝑏 identity matrix.𝐴 = {𝑎1, . . . , 𝑎𝐾}
is a set, where the order of elements does not matter, and𝐵 = (𝑏1, . . . , 𝑏𝐾) is a tuple where order matters. In the
following, (⋅)𝑇 and (⋅)𝐻 denote the matrix/vector transpose
and Hermitian transpose, respectively. 𝑄(⋅) is the Gaussian
tail function, or simply the 𝑄-function. A signal symbol
is a complex element drawn from a quadrature amplitude
modulation (QAM) or phase shift keying (PSK) set. The
number of bits carried by each signal symbol is equal to 𝑞,
where 2𝑞 is the cardinality of the modulation set. A spatial
symbol is the index(es) of the antenna(s) from which a single
or several signal symbols are transmitted.

The rest of this paper is organized as follows. In Section 2,
we describe the system model and review related works. In
Section 3, we introduced the proposed generalized CQSM
techniques and analyze their error performance in Section 4.
In Section 5, we formulate the search of the optimal rotation
angle for CQSM and ICQSM as an optimization problem that
reduced the asymptotic upper-bound on the error probability.
The optimization of the rotation angle of the proposed
generalized schemes is addressed in Section 6.The simulation
results are given in Section 7 and conclusions are drawn in
Section 8.

2. System Model and Related Works

2.1. System Model. Consider a MIMO system with 𝑛𝑇 trans-
mit and 𝑛𝑅 receive antennas. The system equation is given as
follows.

y = Hs + n, (1)

where H and n are the channel matrix and the noise vector
whose elements are i.i.d. centered circularly symmetric com-
plex Gaussian and have a variance of one and 𝜎2𝑛 , respectively,
and s is the transmitted vector. In SM techniques, the vector
s contains a few nonzero elements.

2.2. Spatial Modulation. In SM, both a signal symbol and
the index of the antenna from which it is transmitted carry
information. As such, SM achieves an improved spectral
efficiency while keeping the transmitter as simple as that of
the single-input communication systems. Accordingly, the
SM system is modeled as follows:

y = He𝑛𝑇𝑖 𝑠𝑘 + n = h𝑖𝑠𝑘 + n. (2)

The spectral efficiency, which is equivalent to the capacity at
high signal-to-noise ratio (SNR), is equal to 𝑞 + 𝑁 bits per
channel use (bpcu), with𝑁 = log2(𝑛𝑇).
2.3. Generalized Spatial Modulation. In SM, the number of
transmit antennas increases exponentially in terms of the
number of bits carried by each spatial symbol. That is, 𝑛𝑇 =2𝑁, where 𝑁 is the number of bits per spatial symbol. GSM
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reduces the number of transmit antennas by sending the
same signal symbol from a combination of two or more
antennas. Let 𝑛𝑈 denote the number of active antennas at
each channel use; then the number of spatial symbols, also
referred to as combinations, for a given 𝑛𝑇 is ( 𝑛𝑇𝑛𝑈 ). Since the
number of spatial symbols should be a power of two, only2ES𝑠𝑝𝑎 combinations can be used, where ES𝑠𝑝𝑎 = ⌊log2 ( 𝑛𝑇𝑛𝑈 )⌋.
Assuming 𝑛𝑈 = 2, GSM requires 7 transmit antennas to
achieve ES𝑠𝑝𝑎 = 4 bits per spatial symbol, whereas SM
requires 16 antennas to achieve the same spectral efficiency.

Let 𝑙 = {𝑙1, . . . , 𝑙𝑛𝑈} ∈ L be a spatial symbol, where L is the
set of spatial symbols that can be used for transmission. Then
the received vector in the case of GSM is given by

y = 𝑠𝑘√𝑛𝑈∑𝑖∈𝑙h𝑖 + n. (3)

2.4. Multi-Active Spatial Modulation. In contrast to GSM,
in which a single signal symbol is transmitted from a
combination of antennas, MA-SM transmits a different signal
symbol from each activated antenna. Let 𝑛𝑈 be the number of
activated antennas; then the received vector is given by

y = ∑
𝑖∈𝑙

h𝑙𝑖𝑠𝑖 + n, (4)

where 𝑙 = {𝑙1, . . . , 𝑙𝑛𝑈} ∈ L, and L is the list of spatial
symbols of MA-SM, which is equivalent to that of GSM.
Additionally, a 3-dimensional constellation set is proposed
in which each spatial symbol is associated with a unique
rotation angle. Signal symbols transmitted from a given
spatial symbol are rotated before transmission. According
to this description, MA-SM benefits from the moderate
computational complexity and low hardware requirements of
SM and the high multiplexing gain of the vertical-Bell Labs
layered space-time (V-BLAST) system.The spectral efficiency
of MA-SM is equal to (ES𝑠𝑝𝑎 + 𝑞 × 𝑛𝑈), where ES𝑠𝑝𝑎 is defined
in Section 2.3.

2.5. Complex Quadrature Spatial Modulation. QSM expands
the spatial constellation into in-phase and quadrature dimen-
sions. At each channel use, a single signal symbol is transmit-
ted: the real part of the signal symbol is transmitted through
the in-phase spatial dimension; the imaginary through the
quadrature dimension. As such, the spectral efficiency of
QSM is 𝑞+2log2(𝑛𝑇), where ES𝑠𝑝𝑎 = 2log2(𝑛𝑇) and ES𝑠𝑖𝑔 = 𝑞.

CQSM transmits two signal symbols at each channel use,
leading to a spectral efficiency of 2𝑞+2log2(𝑛𝑇), where ES𝑠𝑝𝑎 =2log2(𝑛𝑇) and ES𝑠𝑖𝑔 = 2𝑞. The first signal symbol 𝑠𝑘1 ∈ Ω𝑎 is
transmitted from the 𝑖1th transmit antenna, and the second
signal symbol 𝑠𝑘2 ∈ Ω𝑏 is transmitted from the 𝑖2th antenna.
To make the distinction between 𝑠𝑘1 and 𝑠𝑘2 at the receiver
side, Ω𝑏 is obtained as follows:

Ω𝑏 = {𝑠𝑘2 | 𝑠𝑘2 = 𝑠𝑘1𝑒𝑗𝜃, 𝑠𝑘1 ∈ Ω𝑎} . (5)

The rotation angle 𝜃 is optimized such that the probability of
error is reduced.The received vector of the CQSM is given by

y = Hs + n = h𝑖1𝑠𝑘1 + h𝑖2𝑠𝑘2 + n, (6)

which is expanded to

y = {{{
h𝑖1𝑠𝑘1 + h𝑖2𝑠𝑘2 + n if 𝑖1 ̸= 𝑖2
h𝑖 (𝑠𝑘1 + 𝑠𝑘2) = h𝑖𝑠𝑘3 , if 𝑖1 = 𝑖2 = 𝑖 (7)

where 𝑠𝑘3 ∈ Ω𝑐 and Ω𝑐 = Ω𝑎 ⊕ Ω𝑏, with ⊕ denoting the
Minkowski sum [20].The full modulation setΩ𝑑 = Ω𝑎∪Ω𝑏∪Ω𝑐 is of size (|Ω𝑎|+ |Ω𝑏|+ |Ω𝑎|× |Ω𝑏|). For instance, assuming|Ω𝑎| = |Ω𝑏| = 16, the number of symbols inΩ𝑑 becomes 288.
This high density of symbols reduces the Euclidean distance
among signal symbols, leading to degradation in the error
performance.

2.6. Improved Complex Quadrature Spatial Modulation. In
ICQSM, the transmitter is equipped with an additional
antenna, indexed 𝑛𝐾 with 𝑛𝐾 = 𝑛𝑇 + 1, which is used only
when 𝑖1 = 𝑖2. In this case, the first signal symbol is transmitted
from its designated antenna and the second symbol is
transmitted from the additional antenna. Accordingly, the
ICQSM system is modeled as follows:

y = {{{
𝑠𝑘1h𝑖1 + 𝑠𝑘2h𝑖2 + n, if 𝑖1 ̸= 𝑖2𝑠𝑘1h𝑖1 + 𝑠𝑘2h𝑛𝐾 + n, if 𝑖1 = 𝑖2 (8)

This strategy reduces the size of the total modulation set Ω𝑑
from (|Ω𝑎| + |Ω𝑏| + |Ω𝑎| × |Ω𝑏|) in the case of CQSM to
only (|Ω𝑎| + |Ω𝑏|) in ICQSM. This increases the Euclidean
distance among the signal symbols and hence improves the
error performance.

Based on the above descriptions, CQSM activates either
one or two antennas, whereas ICQSM always has two active
antennas. To perform a fair comparison between these
two systems and MA-SM, we assume that 𝑛𝑈 = 2. That
is, the hardware requirements of the transmitter and the
computational complexity of the detection algorithm are
equivalent. Since both systems transmit two signal symbols
at each channel use, the comparison is conducted in terms of
the spectral efficiency achieved by spatial symbols. SM, on the
other hand, transmits a single signal symbol at each channel
use. Table 1 lists the number of transmit antennas required to
achieve a given number of bits per spatial symbol (SE𝑠𝑝𝑎) by
several systems. For instance, CQSM and ICQSM require 3
and 2 antennas less than MA-SM to achieve the same SE𝑠𝑝𝑎 of
4 bpcu.This gap increases for higher SE𝑠𝑝𝑎.

3. Generalized Complex Quadrature
Spatial Modulation

Both CQSM and ICQSM require the same number of RF
chains, and ICQSM requires one more physical transmit
antenna compared to CQSM. Transmitting each signal sym-
bol from a combination of antennas, instead of a single
antenna, reduces the number of transmit antennas required
to achieve a given SE𝑠𝑝𝑎. In the following subsections, we
introduce two generalizations of CQSM, namely, generalized
CQSM with unique combinations (GCQSM-UC) and gen-
eralized CQSM with permuted combinations (GCQSM-PC).
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Table 1: The number of transmit antennas required by several
systems to achieve the same number of bits per spatial symbol
(SE𝑠𝑝𝑎).

SE𝑠𝑝𝑎 SM MA-SM ICQSM CQSM
2 4 4 3 2
4 16 7 5 4
6 64 12 9 8

Table 2: An example of the spatial symbols (𝑖1, 𝑖2) that can be used
for transmission by GCQSM-UC, assuming 𝑛𝑇 = 6 and 𝑛𝑈 = 2.
𝑖1 𝑖2{1, 2} {3, 4}{1, 2} {3, 5}{1, 2} {3, 6}{1, 2} {4, 5}{1, 2} {4, 6}{1, 2} {5, 6}{1, 3} {4, 5}{1, 3} {4, 6}{1, 3} {5, 6}{1, 4} {5, 6}{2, 3} {4, 5}{2, 3} {4, 6}{2, 3} {5, 6}{2, 4} {5, 6}{3, 4} {5, 6}
In the following, we denote by 𝑖1 and 𝑖2 the set of antennas
used for transmitting the first and second signal symbols,
respectively. In the sequel, the tuple 𝐴 = (𝐵,𝐶) is composed
of the two sets 𝐵 and𝐶, where the order of the sets in the tuple
matters but the order of the elements in each set does not.

3.1. Generalized CQSMwith Unique Combinations. Let 𝑛𝑈 be
the number of antennas from which each of the two signal
symbols is transmitted; then for a given 𝑛𝑇, the number of
combinations that can be used for transmission is ( 𝑛𝑇2𝑛𝑈 ).
Assuming that 𝑖 = {𝑖1, 𝑖2} is a spatial symbol, i.e., a
combination of antennas of length 2𝑛𝑈; then the first and
second 𝑛𝑈 antennas are used to transmit the first and second
signal symbols, respectively. Table 2 depicts an example of
the spatial symbols for 𝑛𝑇 = 6 and 𝑛𝑈 = 2. According to
this description, there will be no overlap between the sets of
antennas used to transmit the first and second signal symbols.
Since the number of spatial symbols should be a power of two,
then only 2SE𝑠𝑝𝑎 signal symbols can be used for transmission,
where SE𝑠𝑝𝑎 = ⌊log2 ( 𝑛𝑇2𝑛𝑈 )⌋.

Let 𝑠𝑘1 ∈ Ω𝑎 and 𝑠𝑘2 ∈ Ω𝑏 be the two signal symbols to be
transmitted at a given channel use; then the received vector is
given by

y = 𝑠𝑘1√𝑛𝑈∑𝑖∈𝑖1h𝑖 +
𝑠𝑘2√𝑛𝑈∑𝑖∈𝑖2h𝑖 + n. (9)

The receiver employs the maximum-likelihood principle to
recover the two signal symbols and the spatial symbol as
follows: (𝑖∗, 𝑠∗𝑘1 , 𝑠∗𝑘2) = arg min

𝑠𝑘1∈Ω𝑎,𝑠𝑘2
∈Ω𝑏

𝑖=(𝑖1,𝑖2)∈L

y − g2
= arg min
𝑠𝑘1∈Ω𝑎,𝑠𝑘2

∈Ω𝑏
𝑖=(𝑖1,𝑖2)∈L

g2 − 2R (y𝐻g) , (10)

where

g = 𝑠𝑘1√𝑛𝑈∑𝑖∈𝑖1h𝑖 +
𝑠𝑘2√𝑛𝑈∑𝑖∈𝑖2h𝑖 (11)

GCQSM-UC can be easily extended to transmitting more
than two signal symbols per channel use at the cost of
requiring more RF chains at the transmitter side. This is
possible because the error performance of the system does
not depend on the rotation angle 𝜃. This will be addressed in
more detail in subsequent sections.

3.2. Generalized CQSM with Permuted Combinations. To
reduce the number of transmit antennas required to achieve
a given spectral efficiency, we use the structure of the
transmitted vector to increase the number of spatial symbols.
Let 𝑖 = (𝑖1, 𝑖2) be a spatial symbol, where the first signal
symbol 𝑠𝑘1 is transmitted from the 𝑖1 combination of antennas
and the second signal symbol 𝑠𝑘2 from the combination 𝑖2. For
a given channel realization, the received noiseless vector g is
given by

g = 𝑠𝑘1√𝑛𝑈∑𝑖∈𝑖1h𝑖 +
𝑠𝑘2√𝑛𝑈∑𝑖∈𝑖2h𝑖

= 𝑠𝑘1√𝑛𝑈∑𝑖∈𝑖1h𝑖 +
𝑠𝑘2√𝑛𝑈∑𝑖∈𝑖2𝑒𝑗𝜃h𝑖,

(12)

where 𝑠𝑘2 = 𝑠𝑘2𝑒𝑗𝜃 and 𝑠𝑘1 , 𝑠𝑘2 ∈ Ω𝑎. To obtain 𝑖1 and 𝑖2, we
impose the following conditions:

(i) 𝑖1 ∪ 𝑖2 = 0: this implies that the set of antennas from
which the first signal symbol and that from which
the second symbol are transmitted do not overlap.
This condition reduces the detection ambiguity at the
receiver.

(ii) (𝑖1, 𝑖2) ̸= (𝑖2, 𝑖1): as described earlier, the first and
second symbols are drawn from different constella-
tion sets. Therefore, for given signal symbols’
indices 𝑘1 and 𝑘2, the following two received lattice
points—noiseless received vectors— are distinguish-
able:

g1 = 𝑠𝑘1√𝑛𝑈∑𝑖∈𝑖1h𝑖 +
𝑠𝑘2√𝑛𝑈∑𝑖∈𝑖2𝑒𝑗𝜃h𝑖, (13)

and

g2 = 𝑠𝑘1√𝑛𝑈∑𝑖∈𝑖2h𝑖 +
𝑠𝑘2√𝑛𝑈∑𝑖∈𝑖1𝑒𝑗𝜃h𝑖. (14)
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Input: A = {1, . . . , 𝑛𝑇}, 𝑛𝑈, 𝑛𝑇
Output: The set of spatial symbolsI
C = COMB(A, 𝑛𝑈);
for 𝑖1 ∈ C do

B = A
𝑖1
;

D = COMB(B, 𝑛𝑈);
for 𝑖2 ∈ D do

APPND(I, (𝑖1, 𝑖2))
end

end

Algorithm 1: Generation of the spatial symbols, assuming 𝑛𝑇
transmit antennas and that each signal symbol is transmitted from
a combination of 𝑛𝑈 antennas.
Table 3: An example of the spatial symbols (𝑖1, 𝑖2) that can be used
for transmission by GCQSM-PC, assuming 𝑛𝑇 = 5 and 𝑛𝑈 = 2.
𝑖1 𝑖2{1, 2} {3, 4}, {3, 5}, {4, 5}{1, 3} {2, 4}, {2, 5}, {4, 5}{1, 4} {2, 3}, {2, 5}, {3, 5}{1, 5} {2, 3}, {2, 4}, {3, 4}{2, 3} {1, 4}, {1, 5}, {4, 5}{2, 4} {1, 3}, {1, 5}, {3, 5}{2, 5} {1, 3}, {1, 4}, {3, 4}{3, 4} {1, 2}, {1, 5}, {2, 5}{3, 5} {1, 2}, {1, 4}, {2, 4}{4, 5} {1, 2}, {1, 3}, {2, 3}

This is rendered possible using the rotation angle 𝜃.
The optimization of the rotation angle is addressed in
a following section.

Algorithm 1 depicts a pseudocode of generating the set of
spatial symbolsI that can be used for transmission. Therein
COMB(A, 𝑛𝑈) generates all combinations of length 𝑛𝑈 of the
elements of the set A. Also, APPND(I, (𝑖1, 𝑖2)) appends the
tuple (𝑖1, 𝑖2) to the setI. B = A

𝑖1
is the difference of the two

sets𝐴 and 𝑖1. Accordingly, the number of spatial symbols that
can be used for transmission is given by

𝐶spa = (𝑛𝑇𝑛𝑈) × (𝑛𝑇 − 𝑛𝑈𝑛𝑈 ) . (15)

Table 3 depicts an example of the obtained spatial sym-
bols, assuming 𝑛𝑇 = 5 and 𝑛𝑈 = 2. In this case, GCQSM-
PC obtains 30 spatial symbols, whereas GCQSM-UC obtains
only five.

Table 4 lists the number of transmit antennas required by
each system to achieve a given spectral efficiency per spatial
symbol. For instance, SM, GSM (and MA-SM), CQSM,
GCQSM-UC, andGCQSM-PC require 1024, 46, 32, 15, and 10
transmit antennas, respectively, to achieve 10 bits per spatial
symbol.

4. Performance Analysis of
the Generalized CQSM

Let

g𝑖 = 𝑠𝑘1√𝑛𝑈∑𝑖∈𝑖1h𝑖 +
𝑠𝑘2√𝑛𝑈∑𝑖∈𝑖2𝑒𝑗𝜃h𝑖 (16)

and

g𝑘 = 𝑠�̃�1√𝑛𝑈∑𝑖∈�̃�1h𝑖 +
𝑠�̃�2√𝑛𝑈∑𝑖∈�̃�2𝑒𝑗𝜃h𝑖 (17)

be two noiseless received codewords corresponding to the
transmitted symbol (𝑠𝑘1 , 𝑠𝑘2 , 𝑖1, 𝑖2) and (𝑠�̃�1 , 𝑠�̃�2 , �̃�1, �̃�2), where𝑠𝑘 is a signal symbol and 𝑖 = {𝑙1, . . . , 𝑙𝑛𝑈} is a spatial symbol.
The corresponding received vectors are denoted by y𝑖 and y𝑘,
respectively.

The conditional pairwise error probability (PEP) of the
maximum-likelihood (ML) receiver is given by [21, 22]

Pr [g𝑖 → g𝑘 | H] = 𝑄(√ y𝑖 − y𝑘
22𝜎2𝑛 ),

= 𝑄(√ H (s𝑖 − s𝑘)22𝜎2𝑛 ),
(18)

where𝑄(⋅) is the Gaussian tail probability function, or simply
the𝑄-function, and 𝑑2𝑖,𝑘 = ‖y𝑖 − y𝑘‖2 is the squared Euclidean
distance between s𝑖 and s𝑘 at the receiver. Similarly, 𝑑2𝑖,𝑘(tx) =‖s𝑖 − s𝑘‖2 is the squared Euclidean distance between s𝑖 and s𝑘
at the transmitter. Note that,

EH {𝑑2𝑖,𝑗} = EH {(s𝑖 − s𝑘)𝐻H𝐻H (s𝑖 − s𝑘)}
= (s𝑖 − s𝑘)𝐻 (s𝑖 − s𝑘) = 𝑑2𝑖,𝑘(tx). (19)

The unconditional PEP (UPEP), assuming 𝑛𝑅 receives
antennas, which is obtained by taking the expectation of (18)
over the channel H is given by

Pr [g𝑖 → g𝑘] = 𝜇𝑛𝑅𝑖,𝑗 𝑛𝑅−1∑
𝑙=0

(𝑛𝑅 − 1 + 𝑙𝑙 ) [1 − 𝜇𝑖,𝑗]𝑙 , (20)

where

𝜇𝑖,𝑗 = 12 (1 − √ 𝛾 ⋅ 𝑑2𝑖,𝑘(tx)4 + 𝛾 ⋅ 𝑑2
𝑖,𝑘(tx)

) , (21)

and 𝛾 = 𝜎2𝑠 /𝜎2𝑛 is the signal-to-noise ratio (SNR) with 𝜎2𝑠 =
E(𝑠∗𝑠), the expected power of the signal symbol.

The union bound on the pairwise error probability is then
given by averaging all the pairwise probabilities as follows;

Pr [𝑒] ≤ 12𝑀 2
𝑀∑
𝑖=1

2𝑀∑
𝑘=1

Pr [g𝑖 → g𝑘] . (22)
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Table 4: Examples of the number of transmit antennas required to achieve a given SE𝑠𝑝𝑎 for several spatial modulation systems.

SE𝑠𝑝𝑎 SM GSM CQSM, QSM GCQSM-UC GCQSM-PC
6 64 12 8 8 6
8 256 24 16 11 8
10 1024 46 32 15 10
12 4096 92 64 20 13

Accordingly, the average bit-error rate (BER) is upper-
bounded by

𝑃𝑒 ≤ 1𝑀2𝑀 2
𝑀∑
𝑖=1

2𝑀∑
𝑘=1

𝐷s𝑖,s𝑘Pr [g𝑖 → g𝑘] (23)

where 𝐷s𝑖,s𝑘 , the hamming distance between s𝑖 and s𝑘, is the
number of errors associated with the event [g𝑖 → g𝑘] and𝑀 is the spectral efficiency of the system. Note that in each
transmitted vector symbol s, there are exactly (2×𝑛𝑈) nonzero
elements.

5. Optimization of the Rotation Angles of
CQSM/ICQSM Revisited

In [17, 18], the optimal rotation angles applied to the second
modulation set of the CQSM and ICQSM, respectively, are
obtained through extensive Monte Carlo simulations. In
this case, the obtained rotation angle corresponds to the
minimum bit-error rate (BER) averaged over a large number
of channel and noise realizations. Alternatively, the rotation
angle can be obtained through minimizing the upper-bound
of the unconditional pairwise error probability.

Let

g𝑖 = Hs𝑖 = 𝑠𝑘1h𝑖1 + 𝑠𝑘2h𝑖2
g𝑘 = Hs𝑘 = 𝑠�̃�1h�̃�1 + 𝑠

�̃�2
h�̃�2 , (24)

where y𝑖 = g𝑖 + n and y𝑘 = g𝑘 + n are the corresponding
received vectors for a given noise vector n.

The PEP and UPEP of the CQSM and ICQSM can also be
obtained using (18)–(21). The union bound on the pairwise
error probability at high SNR values (a.k.a. asymptotic prob-
ability of error) is then given by

Pr [𝑒] ≤ 12𝑀 2
𝑀∑
𝑖=1

2𝑀∑
𝑘=1

Pr [g𝑖 → g𝑘]
= (2𝑛𝑅 − 1𝑛𝑅 ) 𝛾−𝑛𝑅2𝑀 2

𝑀∑
𝑖=1

2𝑀∑
𝑘=1

(𝑑2𝑖,𝑘(tx))−𝑛𝑅
= (2𝑛𝑅 − 1𝑛𝑅 ) 𝛾−𝑛𝑅𝐿2 𝐵∑

𝑖=1

𝑓𝑖Ω𝑖,
(25)

where the maximum value of 𝐵 equals 26 as shown
in [19]. The term Ω𝑖 is a function of the signal symbols
(𝑠𝑘1 , 𝑠𝑘2 , 𝑠�̃�1 , 𝑠�̃�2) and 𝑛𝑅, and 𝑓𝑖 is the frequency of Ω𝑖, where

∑𝐵𝑖=1 𝑓𝑖 = 𝑛4𝑇. It is shown in [19] that 𝐵 = 7 in the case of
ICQSM and it can be shown to be equal to 15 for CQSM.
The rotation angle is then obtained by solving the following
optimization problem:

argmin
0<𝜃<𝜋/2

( 𝐵∑
𝑖=1

𝑓𝑖Ω𝑖) , (26)

where 𝐵 = 15 and 7 for CQSM and ICQSM, respectively.
Figure 1 depicts the cost function of (26) for CQSM and

ICQSM and for several system configurations. The optimal
rotation angle corresponds to the minimum value of the
cost function. Assuming the case of CQSM and for the
scenarios depicted in the figure, the obtained optimal rotation
angles are very close to those obtained in [17]. Therefore, this
small and tolerable degradation in the error performance
comes at a high gain in the optimization time of the rotation
angle. On the other hand, the obtained rotation angles for
ICQSM are identical to those obtained in [18]. Assuming
PSK modulation, the optimal rotation angle for the ICQSM
is equal to 𝜋/𝐿, with 𝐿 denoting the cardinality of the
constellation set.

6. Optimization of the Rotation Angles for the
Generalized CQSM

6.1. Rotation Angle of the GCQSM-UC. As explained earlier
and based on the design of the spatial symbols of the
GCQSM-UC, if (𝑖1, 𝑖2) is a spatial symbol that can be used for
transmission then (𝑖2, 𝑖1) is not a valid spatial symbol. This
implies that the first symbol 𝑠𝑘1 and 𝑠𝑘2 are distinguishable
using the indices of the antennas fromwhich they are sent. As
such, both symbols can be drawn from the same modulation
set and hence the rotation angle will have no impact on the
performance of the system. In the following 𝜃 is set to zero
for GCQSM-UC.

6.2. Rotation Angle of the GCQSM-PC. Opposed to the
GCQSM-UC, both (𝑖1, 𝑖2) and (𝑖2, 𝑖1) are valid spatial symbols
that can be used for transmission in GCQSM-PC. Therefore,
the second symbol 𝑠𝑘2 should be rotated so that it can be
distinguished from the first signal symbol 𝑠𝑘1 . The formula-
tion of the upper-bound of the GCQSM-PC as in (22) is a
hard problem. Alternatively, we obtained the rotation angle
using simulations. Figure 2 depicts the BER of GCQSM-PC
versus the rotation angle: the upper subfigure assumes QPSK
modulation and the lower subfigure assumes 16-QAM. The
optimal rotation angle is about 𝜋/4 for all the simulated
scenarios assuming QPSK modulation. Also, the optimal
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Figure 1: The cost function in (26) in dB scale versus the rotation angle for several system configurations. The subfigures in the first and
second row are obtained for CQSM and those in the bottom row are for ICQSM.

rotation angle for the simulated scenarios using 16-QAM
is approximately 23 degrees. These values of the optimal
rotation angle are affected by the sets from which symbols
are drawn, and the values of 𝑛𝑇 and 𝑛𝑅. As a future work, we
would like to analytically derive a generic formula to obtain
the optimal angle for arbitrary system configurations.

7. Simulation Results

The following results are obtained assuming that the channel
state information (CSI) is known only at the receiver. To
make a fair comparison, the rotation angles for the simulated
scenarios are optimized using simulations for both CQSM
and the generalized CQSM. The obtained rotation angles
using simulations and the optimization method described in
Section 5 for CQSM scheme have very similar values.

Figure 3 depicts comparisons between the MA-SM and
the CQSM for several system configurations of (𝑛𝑇, 𝑞) and a
fixed 𝑛𝑅 = 4. We make the following comparisons.

(i) For the same 𝑛𝑇 and 𝑞 and different spectral effi-
ciency (Figure 3(a)): in this case, MA-SM outperforms
CQSM by about 2 dB for 𝑛𝑇 = 8 and about 1.5
dB for 𝑛𝑇 = 16. The gap is bridged between the
two algorithms as 𝑛𝑇 becomes large. This decrease
in the performance gap is due to the decrease in the
probability of transmitting the two symbols from the
same transmit antenna in the CQSM.This probability

is equal to 1/𝑛𝑇. The comparison here is not fair
because the CQSM achieves a spectral efficiency 2
bpcu higher than that of the MA-SM.

(ii) For the spectral efficiency and 𝑞 and different 𝑛𝑇
(Figure 3(b)): the performance of the two algorithms
is depicted for an equal spectral efficiency assuming𝑛𝑇 = 8, 16 and 𝑛𝑇 = 12, 24 for CQSM and MA-SM,
respectively. For these two scenarios, CQSM requires
4 and 8 transmit antennas less than MA-SM. This
huge reduction in the number of transmit antennas
comes at a negligible degradation in the SNR for high𝑛𝑇. This implies that the CQSM is more attractive for
massive MIMO systems.

(iii) For the spectral efficiency and 𝑛𝑇 and different 𝑞
(Figure 3(c)): finally, the performance of the two algo-
rithms is evaluated for the same spectral efficiency
and number of transmit antennas. In this case, 𝑞 is set
to 2 and 3 in the CQSM and MA-SM, respectively. At
a target BER of 10−4, CQSM outperforms MA-SM by
2 and 2.4 dB, respectively, for the two depicted system
configurations.

According to this analysis and results depicted in
Figure 3, we conclude that CQSM can be used to reduce the
number of transmit antennas at a marginal cost in the SNR
for high 𝑛𝑇 or it can achieve an improvement in the SNR if
the same number of antennas is deployed by the two systems.
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Figure 2: BER of the GCQSM-PU versus the rotation angle applied to the second signal symbol, using QPSK (first subfigure) and 16-QAM
(second subfigure).

Since at high 𝑛𝑇 CQSM requires one antenna less than
ICQSM to achieve the same spectral efficiency at the cost of
a moderate degradation in the BER performance, CQSM is
used in the following comparisons.

Figure 4 depicts the BER performance of CQSM,
GCQSM-UC, and GCQSM-PC for several system scenarios
and 𝑛𝑈 = 2. The title of each subfigure is a tuple that includes
the number of transmit antennas required by CQSM,
GCQSM-UC, and GCQSM-PC, respectively, to achieve
the same spectral efficiency. The spectral efficiency SE𝑠𝑝𝑎
achieved assuming the system’s parameters in Figure 4(a) is
6, in 4(b) is 8, in 4(c) is 10, and in 4(d) is 12 bpcu. For each
of the system configurations SE𝑠𝑖𝑔 is equal to 4 bpcu, leading
to a total spectral efficiency SE = SE𝑠𝑝𝑎 + SE𝑠𝑖𝑔 of 10, 12, 14,
and 16 bpcu, respectively. The range over which the rotation
angle is optimized is [0, 𝜋/4]. The rotation angles applied
to the second signal symbol for the scenarios depicted
in Figure 4 are listed in Table 5. The rotation angles are
optimized through Monte Carlo simulations. Based on the
results depicted in Figure 4, we make the following remarks
in terms of the BER performance, the rotation angles, and
the number of employed transmit antennas.

(i) For 𝑛𝑅 = 2, the three techniques achieve the same
BER performance regardless of the number of trans-
mit antennas.

(ii) For a given value of 𝑛𝑅, the BER performance
is degraded as the number of transmit antennas
increases. The degradation is relatively small as 𝑛𝑅
increases. This is an expected behavior of SM tech-
niques because the size of hypothesis set over which
the ML detector performs the search increases as 𝑛𝑇
increases.

(iii) In Figure 4(a), GCQSM-PC slightly outperforms the
other two techniques for 𝑛𝑅 = 4 and 8. As 𝑛𝑇 gets
larger, the probability that the two signal symbols are
transmitted from the same antenna inCQSMreduces.
Accordingly, the performance of CQSM and the two
generalized algorithms almost coincide for 𝑛𝑅 = 4
in Figures 4(b), 4(c), and 4(d). For 𝑛𝑅 = 8, CQSM
slightly outperforms GCQSM-UC and GCQSM-PU.

(iv) As shown in Figure 4(c), the generalized techniques
perform close to the CQSM for 𝑛𝑅 = 4. In this
case, GCQSM-UC and GCQSM-PC require 17 and 22
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Figure 3: A comparison between CQSM andMA-SM: (a) for the same 𝑛𝑇 and different spectral efficiency, (b) for the same spectral efficiency
and 𝑞, and different 𝑛𝑇, and finally (c) for the same spectral efficiency and 𝑛𝑇, and different 𝑞.

Table 5: Range of optimal rotation angles used to obtain the BER results depicted in Figure 4, assuming QPSK modulation.

SE𝑠𝑝𝑎 𝑛𝑅 𝜃CQSM 𝜃GCQSM−PC

6
2 ≥25 ≥30
4 ≥35 ≥41
8 ≥38 ≥43

8
2 ≥20 ≥21
4 ≥34 ≥35
8 ≥38 ≥42

10
2 ≥9 ≥12
4 ≥30 ≥32
8 ≥38 ≥39

12
2 ≥9 ≥12
4 ≥25 ≥30
8 ≥38 ≥39

transmit antennas less than CQSM while achieving
the same spectral efficiency.

Finally, we compare the BER performance of SM, GSM,
QSM, CQSM, and the proposed generalized CQSM tech-
niques. We assume that all the schemes achieve the same
ES𝑠𝑝𝑎 and ES𝑠𝑖𝑔, leading to the same total spectral efficiency
of ES = (ES𝑠𝑝𝑎 + ES𝑠𝑖𝑔). Also, the three generalized schemes
use a combination of two antennas to transmit each signal
symbol. Figures 5(a) and 5(b) depict the BER performance
for a spectral efficiency of 16 and 18 bpcu, respectively. The
number of transmit antennas and bits per signal symbol is
represented as a tuple of the form (𝑛𝑇, 𝑞) for each of the

systems. The rotation angles applied to CQSM and GCQSM-
PC are 20 and 23 degrees, respectively, to obtain the results in
the two subfigures. We make the following two remarks:

(i) CQSM, GCQSM-PC, and GCQSM-UC apply 16-
QAM modulation, whereas SM, GSM, and QSM use
256-QAM to achieve an ES𝑠𝑖𝑔 of 8 bpcu. The number
of transmit antennas required to achieve the spectral
efficiency of 16 and 18 bpcu is given in the second
and third row, respectively, in Table 4. GCQSM-PC
requires the least number of transmit antennas of
8 and 10 for the results in Figures 5(a) and 5(b),
respectively. On the other hand, SM requires 256 and
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Figure 4: BER performance of CQSM, GCQSM-UC, and GCQSM-PC using QPSK modulation, where the spectral efficiency is equal to
(a) 10, (b) 12, (c) 14, and (d) 16 bpcu. The title of each subfigure is a tuple of the number of antennas required by CQSM, GCQSM-UC, and
GCQSM-PC, respectively.

1024 antennas, respectively, to achieve the same SE.
Compared to CQSM, GCQSM-PC requires 8 and 22
less antennas to achieve the same SE𝑠𝑝𝑎 of 8 and 10
bpcu, respectively.

(ii) For both scenarios, GCQSM-UC achieves the best
performance followed by GCQSM-PC and CQSM. In
Figure 5(b), GCQSM-UC outperforms GCQSM-PC
and CQSM by 1 and 1.6 dB, respectively. However,

GCQSM-PC requires 5 less transmit antennas than
GCQSM-UC.Therefore, this slight degradation in the
SNR is tolerable in the case of GCQSM-PC given the
high reduction in the number of transmit antennas
used to achieve the same spectral efficiency.

Future Work. We would like to investigate the case of
generalized CQSM where the number of transmit antennas
used for transmitting each of the two signal symbols can be
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Figure 5: BER comparison between the generalized CQSM schemes, CQSM, SM, GSM, and QSM for spectral efficiency of (a) 16 and (b) 18
bpcu. CQSM, GCQSM-UC, and GCQSM-PC use 16-QAM and the remaining schemes use 256-QAM.

variable. Accordingly, the total number of spatial symbols will
be increased, leading to higher spectral efficiency.

8. Conclusions

In this paper, we introduced two generalizations of the
complex quadrature spatial modulation, namely, GCQSM
with unique combinations (GCQSM-UC) andwith permuted
combinations (GCQSM-PC). While the former generaliza-
tion uses the conventional spatial symbol generation of the
GSM scheme, the later scheme relies on the fact that the
second signal symbol is distinguishable from the first through
the angle rotation. This allows expanding the set of antenna
combinations that can be used for transmission, leading to
the reduction in the number of transmit antennas required to
achieve a given spectral efficiency.The two proposed general-
izations perform close to CQSMusing QPSK and outperform
it using higher order modulation schemes. Also, GCQSM-
PC requires 10 antennas to achieve a spectral efficiency of
10 bcpu per spatial symbol. To achieve the same efficiency,
GSM requires 46, and CQSM and QSM require 32 transmit
antennas.
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“Spatial modulation,” IEEE Transactions on Vehicular Technol-
ogy, vol. 57, no. 4, pp. 2228–2241, 2008.

[4] G. Kaddoum, M. F. A. Ahmed, and Y. Nijsure, “Code index
modulation: a high data rate and energy efficient communica-
tion system,” IEEE Communications Letters, vol. 19, no. 2, pp.
175–178, 2015.

[5] J. Zhang, Y. Wang, J. Zhang, and L. Ding, “Polarization shift
keying (PolarSK): system scheme and performance analysis,”
IEEE Transactions on Vehicular Technology, vol. 66, no. 11, pp.
10139–10155, 2017.

[6] E. g. Basar, U. Aygolu, E. Panayirci, andH. V. Poor, “Orthogonal
frequency division multiplexing with index modulation,” IEEE
Transactions on Signal Processing, vol. 61, no. 22, pp. 5536–5549,
2013.

[7] X. Zhu, Z. Wang, Q. Wang, and H. Haas, “Virtual spatial
modulation for mimo systems,” in Proceedings of the IEEE



12 Wireless Communications and Mobile Computing

Global Communications Conference (GLOBECOM ’16), pp. 1–6,
Wash, DC, USA, 2016.

[8] J. Li, M. Wen, M. Zhang, and X. Cheng, “Virtual spatial
modulation,” IEEE Access, vol. 4, pp. 6929–6938, 2016.

[9] P. Ju, M. Zhang, X. Cheng, C. Wang, and L. Yang, “Generalized
spatial modulation with transmit antenna grouping for corre-
lated channels,” in Proceedings of the IEEE International Con-
ference on Communications (ICC ’16), pp. 1–6, Kuala Lumpur,
Malaysia, 2016.

[10] S. AbuTayeh, M. Alsalahat, I. Kaddumi, Y. Alqannas, S. Althu-
nibat, and R. Mesleh, “A half-full transmit-diversity spatial
modulation scheme,” in Proceedings of the Broadband Com-
munications, Networks, and Systems. 9th International EAI
Conference, Broadnets ’18, Faro, Portugal, 2018.

[11] A. Younis, R. Mesleh, M. Di Renzo et al., “Generalized spatial
modulation for large-scale MIMO,” in Proceedings of the IEEE
Communications Society, pp. 346–350, Eusipco, Lisbon, Portu-
gal, 2014.

[12] J. Wang, S. Jia, and J. Song, “Generalised spatial modulation
with multiple active transmit antennas and low complexity
detection scheme,” IEEE Transactions on Wireless Communica-
tions, vol. 11, no. 4, pp. 1605–1615, 2012.

[13] T. L. Narasimhan, P. Raviteja, and A. Chockalingam, “Gen-
eralized Spatial Modulation in Large-Scale Multiuser MIMO
Systems,” IEEE Transactions on Wireless Communications, vol.
14, no. 7, pp. 3764–3779, 2015.

[14] R. Mesleh, S. S. Ikki, and H. M. Aggoune, “Quadrature spatial
modulation,” IEEE Transactions on Vehicular Technology, vol.
64, no. 6, pp. 2738–2742, 2015.

[15] F. R. Castillo-Soria, J. Cortez-González, R. Ramirez-Gutierrez,
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This paper presents a novel compact Ku-band active electronically steerable antenna array designwith a low-cost and integrated T/R
3Dmodule employed for airborne synthetic aperture radar (SAR) systems.The entire system adopts 3Dmultilayer technology with
vertical interconnection to construct the hermetically packaging RFmodules. By assembling differentmultifunctionalmodules into
a whole multilayer board, the 3D T/R technique greatly improves the system integration and reduces implementation cost and size.
Besides, a wideband circular polarized antenna array was designed in LTCC and connected to the proposed T/R modules to form
a complete AESA. The whole proposed antenna system has been fabricated and experimentally investigated. Measurement results
showed very good phased array performances in terms of gain, axial ratio, and radiating patterns. The low-cost, lightweight, and
low-power features exhibited by the proposed design validate its applicability for weight and power constrained platforms with
great electronic steering ability.

1. Introduction

Radar imaging is widely used in applications such as geo-
graphical mapping [1], security surveillance [2], and collision
avoidance [3]. Among many diversified solutions, the syn-
thetic aperture radar (SAR) is a very powerful one because
it can synthesize a large aperture to yield increased resolution
by using coherent processing of multiple observations from a
moving antenna [4].

On the other hand, due to the quick advancements of
airborne techniques represented by the unmanned aerial
vehicle (UAV) recently, SAR systems start to appear in some
airborne platforms. This significantly extends the mobility,
flexibility, and economic efficiency of this special radar. It
is well known that the successful implementation of a SAR
demands a high performance active electronically steerable
antenna (AESA), which is a vital and widespread technique
that is commonly utilized in various military and civil appli-
cations, such as weather monitoring [5], aircraft surveillance
[6], space satellite communication [7], and imagining [8].
To meet the stringent requirements of power and loading
capacity for an airborne system, the AESA must be designed

as compact and lightweight. As the most important com-
ponents in an AESA, the transmit/receive module (TRM)
and radiating antenna array are therefore demanded to be
power efficient, broadband, dimensionally small, and widely
steerable.

To reduce the footprint of TRM, a preliminary 3D
packaging concept that vertically stacks multiple submodules
has been proposed in the literature [9–11]. Some well-
established processes represented by the low temperature
cofired ceramics (LTCC), which are particularly suitable for
themanufacture of RFmodules, are often applied to assemble
several MMICs or discrete chips and that can be fabricated
with low cost [12, 13]. Passive components can be placed at
various layers, and 3D integration enables the compactness
ofmodules. Besides, owing to the high dielectric constant and
the low dielectric and conductor losses, the LTCC technology
is also widely used in the design of millimeter-wave antenna
arrays [14–16]. Moreover, given the advantages of small
size, low profile, and light weight, the patch antennas with
LTCC technique are getting more attention for phased array
implementations [16, 17].
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Figure 1: Schematic diagram of the proposed active electronically steerable antenna (AESA) system.

In this work, a Ku-band AESAwith low cost and compact
T/R 3D module for airborne SAR systems is devised with a
reduced overall implementation cost and rapid prototyping
speed.The remainder of this paper is organized as follows: the
whole system is briefly introduced in Section 2. The design
details of the TRM and antenna array are given in Section 3.
Section 4 shows the simulation and measurement results of
the devised system. Section 5 finally gives the conclusion.

2. System Overview

2.1. AESA Architecture. The main motivation of this work is
to design a compact and cost-effective AESA system intended
for airborne synthetic aperture radar in Ku-band. The main
electrical and mechanical specifications are listed as follows:

(1) operation frequency: 15∼16GHz
(2) array size: 8 × 8
(3) beam width: 12∘

(4) scan range: ±60∘ @azimuth direction, ±60∘@range
direction

(5) polarization: right-handed circular
(6) axial ratio: ⩽3 dB

(7) beam switching time: ⩽20 uS
(8) beam steering error: ⩽0.5∘

(9) EIRP: ⩾24.4 dBW
(10) size: 100 × 100 × 50mm3
(11) maximum power: ⩽100 W
(12) antenna weight: ⩽1 Kg.

Figure 1 shows the schematic diagram of the proposed
AESA system.According to the listed requirements above, the
AESA is designed at the center frequency of 15.5 GHz, with a
1 GHz bandwidth. It is mainly comprised of eight active sub-
modules; each module constitutes an eight-channel 3D T/R
module which drives a Ku-band circular polarized antenna
array. The antenna features a rectangular grid alignment; the
distance between each radiating element is 9.5mm (roughly
𝜆g/4), in both azimuth and range directions.

The architecture of the whole system can be divided
into three distinct layers. The top one is the radiating layer,
where a compact and low-profile microwave antenna array is
designed. The middle layer is intended for T/R modules and
heat dissipation. The T/R module is aligned in the azimuth
direction, containing eight channels. The entire AESA has
eight parallel T/Rmodules in the range direction.Thismiddle
layer is connected to the radiating layer through the RF
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Figure 2: Diagram of the proposed AESA system.

SSMP connectors, with the help of structural fixture. The
bottom layer is reserved for a multifunctional board which
contains feeding network, beam control, power distribution,
and so on. It connects to the middle layer through the
RF SSMP and low-frequency connectors, providing beam
control instructions, DC power, and RF signal.

3. Module Design

3.1. Low-Cost 3D T/R Module. As it is well known, the
T/R module is one of the most crucial modules in a front
end. It produces a high-power signal that drives antenna in
the transmitting mode and amplifies weak signal got from
antenna for further processing in the receiving mode. The
selection of T/R module solution should comprehensively
consider factors like electrical characteristics, hardware relia-
bility, maintainability, and cost. Besides, the channel number,
interface type, and structure should also be optimized in
order to achieve the best overall array performances.

Figure 2 shows the diagram of the devised T/R mod-
ule. In this particular work, the proposed T/R module
integrates eight channels. A one-to-eight power divider is
included; every output terminal drives an independent T/R
unit (depicted in the zoomed-in insert), which is further
connected to a radiating antenna array. Each single unit
physically contains a receiving path, a transmitting path,
and a common path. To achieve large system integrity and
guarantee reliability, the transmitting and receiving paths
share a common multifunctional chip which integrates a 6-
bit phase shifter and frequency synthesizer. The link budget
(signal level budget) of the front end is carefully calculated
in the Keysight SystemVue software [18]. Transmission line
and relevant interconnect losses are considered together with
the gain characteristics of chips.Deliberate tradeoffs aremade
to ensure a best system performance. Meanwhile, adequate
design tolerances are reserved to prevent possible failure due
to component variation.

As the low-noise amplifier (LNA) and power amplifier
(PA) elements have different RF performance specifications,

discrete chips are used and connected with the multifunc-
tional chip.

As known to all, the noise figure and gain of first stage
largely affect the overall noise performance of the receiving
channel. As the receiving channel requires very high gain,
a two-stage configuration is adopted for the LNA design.
A GaAs LNA chip with 1.5 dB noise figure is used for the
first stage. Because the total loss of interconnect, switch, and
bondingwire is about 1 dB, the overall noise figure is therefore
2.5 dB. Regarding the transmitting channel, the combination
of a GaAs PA and driver chip is applied. Herein, to have
good amplitude and phase balance, a 6-bit digitally controlled
attenuator is added to the T/R module along with the high
resolution phase shifter in the multifunctional chip. Figure 3
depicts the basis specification distribution diagram of the
proposed AESA.

In order to reduce system implementation cost and save
circuit size and weight as well as prototyping time, a cost-
effective multilayer PCB technique is used. To be specific, a
microwave board and an analog board stick together to forma
single board physically.Themicrowave board contains all the
RF components, interconnects, and transitions. RF compo-
nent includes but not limited to LNA, PA, phase shifter, mul-
tifunctional chip, filters, and multiplexer. The analog board,
on the other hand, integrates the low-frequency components
such as power management IC and signal processing unit, to
name a few. With the proposed multilayer PCB technology,
it is possible that carefully designed microwave and analog
boards can be assembled directly, obviating the need formuch
shielding between each other which is conventionally added
for electromagnetic inference suppression. In the meantime,
it helps us to improve installation speed and hardware
reliability for mass production.

Figure 4 shows the exploded view of the assembled T/R
module. The multilayer board is inserted and fixed to the
cavity, and a metal plate is placed on top of it for mechanical
protection. Nine SMP connectors and a 21-pin low-frequency
socket are designed at the two sides of the module.

In order to improve the stability of the devised sys-
tem, several treatments are applied. Firstly, a time division
DC regulation mechanism is adopted. To be specific, the
transmitting and receiving circuitries never operate at the
same time. By doing so, mutual interference between the
two modes is greatly mitigated. Secondly, comprehensive
electromagnetic and simulations are conducted and metallic
walls and absorptivematerials are added to prevent unwanted
cavity resonance. Thirdly, strip lines are widely used to
isolate microwave circuits from digital and low-frequency
analog circuits.The overall dimension of the fabricated eight-
channel T/R module is 83mm × 24mm × 9.3mm. Figure 5
gives the 3D assembly view of the whole structure.

3.2. Thermal Management. Proper thermal design is of cru-
cial importance for space application in which unwanted heat
should be dissipated efficiently. For first contribution to this
issue, two fans are applied at the air inlet to have a supply air
rate of 84m3/h and a maximum pressure of 560 Pa. Besides,
a series of fins are arranged in each TR air duct to take away
the heat. The thickness of fins is thinned to 0.75mm, while
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Figure 4: Exploded view of the design of 3D T/R module.

the spacing between adjacent fins is optimized to be 2mm.
These two strategies help us to improve dissipation area.
Moreover, the T/R and power modules are soldered directly
to the metallic structure using AuSn alloy instead of epoxy
resin. For better demonstration, thermal simulations are
conducted inANSYSWorkbench to validate the above design
considerations. Figure 6(a) shows the simulated temperature
distribution of the package. For an ambient temperature of
40∘C, the peak chip temperature is around 68∘C. Figure 6(b)
depicts the transient thermal analysis result. As one can see,
the maximum temperature can be achieved and stabilized in
roughly 300 seconds after system starts up, fully validating the
effectiveness of heat design.

3.3. Ku-Band Antenna Array Design on LTCC. In order to
keep the entire active electronically steerable antenna com-
pact, light, and easy to integrate and install, a patch antenna
array composed of 8 × 8 radiated elements is constructed
on the top of AESA with a microwave LTCC substrate. A
microstrip power divider with 90∘ phase difference outputs
as well as the slot coupling technique is used to feed each
element for realizing right-handed circular polarization [19].
The proposed antenna array is designed individually and
connects with the T/R module via SSMP. The circularly
polarized radiator is designed to operate at 15.5 GHz with
a bandwidth of more than 1GHz, which is fed by a probe
along the diagonal line of the rectangular patch.The distances
along the azimuth and range directions between the elements
are 9.5mm, which is about half of wavelength at 15.5 GHz so
as to avoid strong coupling. Each radiator is independently
controlled by a suit of T/R module so that the amplitude
and the phase of the excitation of each radiator can be tuned
continuously.

4. Simulation and Measurement Results

To demonstrate the functionality of the proposed AESA,
a prototyping system is manufactured and tested. Figure 7
shows a photograph of the fabricated antenna array. The
devised systems are measured in a microwave anechoic
chamber. A remote-controlled laptop is connected to it,
which conveniently sends the required configuration com-
mands to the systems.
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Figure 6: Thermal simulation results: (a) package temperature distribution and (b) transient thermal response.

Figure 7: Photograph of the implemented ASEA.

The proposed 8 × 8 array antenna is simulated and
optimized with HFSS. And the voltage standing wave ratios

(VSWRs) of the proposed AESA (excluding the active parts)
are measured using Agilent E8363B vector network analyzer.

As indicated in Figure 8, most of the simulated and
measured VSWRs are below 1.5 at the operating band
(from 15GHz to 16GHz) and good agreements are achieved
between the two sets of results, where the slight differences are
still acceptable and are most likely caused by the discrepancy
in the permittivity of the substrate, the unbalanced coaxial
cable feeding, and the uncertain factors during manufactur-
ing. These results prove that the proposed AESA exhibits a
good electrical performance.

The measured and simulated axial ratios (ARs) are
depicted in Figure 9. It is readily seen that the proposed
antenna achieves a 0.5 GHz bandwidth with the axial-ratio
bandwidth ofAR< 3 dB (from 15.25GHz to 15.75GHz).There
is some discrepancy between the simulated and the mea-
sured results owing to some unbalanced phase shifts in the
fabricated feeding network. However, the bandwidth of the
simulated and measured results tends to be of the same level.

The simulated and measured radiation patterns at the
center frequency, i.e., 15.5 GHz, at different steering angles,
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are plotted in Figure 10. In these cases, it can be seen that the
proposed AESA can steer the pencil beams from -60 degrees
to 60 degrees, while keeping the side lobe below about -11
dBc. It is readily observed that themeasured radiated patterns
are in good agreement with the simulated data. And, at
both of transmitting and receiving states, the proposed ASEA
keeps almost the same radiation patterns, which ensures the
performance of the transceiver systems.

The antenna gain is measured including the factors such
as cable loss, feeding network, and reflection loss. Figure 11
shows the simulated andmeasured gains at the operating fre-
quency band. In the frequency band 15-16GHz, themeasured
gain varies from 22 to 24 dBi and the average of gain is about
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Figure 10: Electronically steerable 2D patterns of the proposed
ASEA at 15.5 GHz: (a) AZ -60∘; (b) AZ -30∘; (c) AZ 0∘; (d) AZ 30∘;
and (e) AZ 60∘.

23 dBi. There is some slight deviation between the simulated
and the measured gain, which may be due to the losses of
substrate and inaccurate modeling between the simulation
and fabrication.
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5. Conclusion

In this work, a Ku-band AESA based on 3D T/R mod-
ule and LTCC patch antenna array has been introduced.
By assembling two boards for different purposes into a
whole multilayer board, the 3D T/R technique improved
system integration and reduced implementation cost and
size. Besides, a wideband circular polarized antenna array
was designed in LTCC and connected to the proposed T/R
modules to form a complete AESA. Measurement results
showed very good phased array performances.
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To keep a network secure, a user authentication scheme that allows only authenticated users to access network services is required.
However, the limited resources of sensor nodes make providing authentication a challenging task. We therefore propose a new
method of security for a wireless sensor network (WSN). Our technique, Secure User Biometric Based Authentication Scheme
(SUBBASe), is based on the user biometrics forWSNs. It achieves a higher security level as well as improved network performance.
This solution consists of easy operations and light computations. Herein, the proposed technique is evaluated and compared with
previous existing techniques.This scheme increases the performance of the network by reducing network traffic, defending against
DOS attacks, and increasing the battery life of a node. Consequently, the functionality and performance of the entire network is
improved.

1. Introduction

Wireless sensor networks (WSNs) contain sensor nodes for
specific purposes [1]. Tiny sensor nodes in the network
process information they receive after sensing their sur-
roundings. Such networks can be applied to a large num-
ber of applications including structural health monitoring,
environmental control, and battlefield surveillance [2]. In
most of these applications, the user can receive data directly
through a gateway node because requests are processed on
this node. However, receiving data from a gateway node is
occasionally difficult or even impossible. Therefore, data are
obtained directly through sensor nodes [3]. Sensed data may
be confidential, and illegal users can easily access sensitive
data by sending a request to a sensor node. Because it is
difficult for a sensor node to authenticate a request message,
the leakage of sensitive information and an unnecessary
depletion of network resources, e.g., node power and network
bandwidth, may occur. Each of the above problems can
affect the lifetime and performance of the network and
make the system unattainable for legitimate users. Thus,

user authentication is a required service to resist the illegal
use of network data and resources [4]. To accomplish this,
it is very important for sensor nodes to authenticate the
identities of users. User authentication is a final solution
to each of the above problems and allows authenticated
users to join a network. Unfortunately it is a tremendously
challenging task to provide authentication in WSNs owing to
the resource limitation of its tiny sensor devices, i.e., energy
and memory limitations, as well as their computational and
communicational capabilities. Although various protocols
have been proposed, their authentication process remains
insecure [5–7]. Ultimately, to ensure the safety of a WSN, a
protocol that utilizes a stronger and smarter mechanism is
needed.

In this paper, we offer a competent user authentication
technique for WSN applications. This scheme overcomes
the authentication problem and improves the effectiveness
of WSNs. We propose an authentication scheme called
the Secure User Biometric Based Authentication Scheme
(SUBBASe). The purposes of the designed authentication
mechanism are as follows:
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(i) increase the network performance by reducing net-
work traffic;

(ii) save the battery power of the nodes, thus enhancing
the lifetime of the WSN; and

(iii) defend the sensor network against different types of
attacks, thus improving the functionality and perfor-
mance of the entire network.

The remainder of this paper is organized as follows: Section 2
discusses the user authentication problems in existing WSN
schemes through a step-by-step approach. In Section 3, we
describe our proposed biometric-based user authentication
protocol. Section 4 provides the security aspects of the
proposed security protocol. Section 5 presents the proof
of significance of SUBBASE using BAN Logic. Section 6
analyzes the performance of proposed protocol based on ana-
lytical modeling. Finally, Section 7 gives concluding remarks
regarding this research.

2. Literature Review

Wong et al. [8] proposed a user authentication scheme based
on the user password and cryptographic hash functions.
This scheme is vulnerable to various security attacks such as
forged, replay, and stolen-verifier attacks. Because a gateway
and login node maintains tables containing registered user
information, user passwords may be exposed by any of the
sensor nodes, and a user may be blocked from altering their
password [19].

Das et al. [9] proposed a user authentication scheme
for a WSN that overcomes the security flaws of the scheme
proposed by Wong et al. [8]. This scheme is based on the use
of a smart card and the user’s password. Although this scheme
overcomes the weaknesses of Wong et al.’s scheme, it suffers
from several security threats. For a data transmission, for
example, no secure medium is provided and thus an attacker
can easily alter the transmitted data. In addition, this protocol
is not robust because its robustness depends on a secret
parameter that is preinstalled in the sensor nodes and smart
cards. If a node is captured or compromised, the security of
the entire network will be harmed. In addition, an attacker
can overhear entire conversation of all entities on a network.
A compromised node is amajor problem in this scheme and is
defenseless against various types of attacks such as replaying,
impersonation, password guessing, and DOS attacks.

Khan and Alghathbar [10] showed that the scheme pro-
posed byDas et al. [9] does not providemutual authentication
and is defenseless against privileged insider attack. They
determined that it is not possible to freely change a password
withDas et al.’s scheme.Thus, Khan andAlghathbar proposed
a security technique that attempts to overcome all of these
security flaws. Using their proposed protocol, they added
a user-password changing phase to Das et al.’s scheme to
allow users to easily change their password. Whenever any
user wishes to amend a password, the smart card overwrites
the old password with a new one. To overcome the existing
problems in Das et al.’s scheme, the approach proposed by
Khan and Alghathbar is based on the hashed value of plain
text, namely, a password. In Das et al.’s scheme, a simple

passwordwithout the use of a hash value is sent to the gateway
node, which causes various insider attacks to occur in a
network. Thus, the hash value of the password decreases the
probability of an insider attack in a network. To a certain
extent, their proposed work offers security to a network
by reducing the flaws in Das et al.’s scheme; however, this
proposed scheme also has certain security flaws. For example,
there is a problem of a session key not being established
between two entities, namely, the sensor node and user, and
thus mutual authentication is not provided and the problem
of a lack of confidentiality of messages transmitted between
participants may occur.

Yuan et al. [11] offered a protocol based on the biometrics
of the user. A password and smart card are used in this
particular approach. Transmitted data are not encrypted,
and if an unauthorized user captures any sensor nodes, the
unauthorized user can easily view the messages. Moreover,
an attacker can exchange messages as a legal entity between
a sensor node and user and finally gather all information
available. In addition, no secure channel is provided, making
message confidentiality and data integrity major problems
with this particular scheme.

Yoon et al. [12] proposed an enhancement of Yuan et al.’s
protocol [11] that is based on biometrics but without the use
of a password. With this protocol, two secret parameters are
used.Through these secret parameters, each entity verifies the
legitimacy of all other entities in the network. Data integrity
is considered with this protocol. However, this scheme still
has security flaws because the response message of the user
sent by the sensor node is not encrypted, and therefore a
confidentiality problem still exists. The protocol also faces
various types of DOS attacks.

To overcome the flaws toYoon et al.’s protocol, Debiao [13]
introduced another protocol based on the user’s biometrics.
This protocol requires complicated hardware and consumes
toomuch time and energy. Also their protocol was vulnerable
to various types of attacks, such as DOS, guessing, and replay
attacks [20]. Kaul et al. [14] proposed a smart card and
password-based user authentication scheme. It provides no
security for user identity. It is susceptible to offline password
guessing attack and smart card stolen attack and session key
compromise attacks are possible. SungJin et al. [15] proposed
a smart card based authentication protocol for wireless sensor
network in vehicular communication.

Node compromise, message confidentiality, and data
integrity are major problems with existing protocols, which
also require complicated hardware. The security of previ-
ous user authentication security protocols is based on the
application of a password. Short passwords are easily broken
with the help of a password guessing attack. In addition,
a user’s password can be shared with other people or can
be stolen, and there is no technique to determine an actual
user. Similarly, other authentication protocols require special
hardware support.

Therefore, biometric authentication is an ultimate solu-
tion to such security problems [21] and is more secure and
reliable than conventional password-based authentication.
Althobaiti et al. [16] pointed out numerous types of security
vulnerabilities in traditional user authentication protocols
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Table 1: Summary of previous authentication techniques.

Protocols Man in the
middle attack

Guessing
attack Insider attack Replay attack Data Integrity

provided
Biometric
Based

Smart Card
Based

Wong [8] Insecure Insecure Insecure Insecure No No No
Das and
Ambani [9] Insecure Insecure Insecure Insecure No No Yes

Khan and
Alghathbar
[10]

Insecure Insecure Secure Secure Yes No Yes

Yaun [11] Insecure Secure Insecure Secure No Yes Yes
Yoon [12] Insecure Secure Insecure Secure Yes Yes Yes
Debiao [13] Insecure Secure Secure Secure Yes Yes Yes
Kaul [14] Insecure Insecure Secure Secure No No Yes
SungJin [15] Secure Secure Secure Secure Yes No Yes
Althobaiti
[16] Insecure Secure Secure Secure Yes Yes No

Dongwoo [17] Secure Secure Secure Secure Yes Yes Yes
BAS [18] Secure Secure Insecure Secure Yes No No

and proposed an efficient biometric-based user authentica-
tion scheme for WSNs. This scheme is feasible for resource
constrained devices because it is based on a hash function
and biometric encryption without the use of any complicated
equipment.

Dongwoo et al. [17] removed the shortcomings of Kaul
at el. [14] and proposed a more secure user authenticated
key agreement method. They use user biometric based Bio-
hash function for user authentications. Their analysis showed
that their scheme is robust against all the attacks that Kaul
at el. scheme was susceptible to and additionally it provides
the high level of security without the requirements of time
synchronization.

For authentications in sensor networks, Bi-PhaseAuthen-
tication Scheme (BAS) is presented by Rabia at el. [18]. This
scheme provides initial small scale authentication of the
request messages entering in wireless sensor networks and
provides resistance against DOS attack.

Although all of the above schemes and many other recent
schemes [22–24] have suggested security improvements,
there still remain drawbacks with regard to their protocols,
as summarized in Table 1, such that a session key is not estab-
lished after user authentication and message confidentiality
is not considered. In addition, these protocols require extra
hardware and are vulnerable to different types ofDOS attacks.
Our proposed protocol fulfills the above-mentioned short-
comings and increases the security of user authentication in
a WSN.

3. Proposed User Biometric Based Secure
Authentication Scheme

Owing to the exceptional characteristics of fingerprint
authentication as compared to other types of biometrics, the
proposed SUBBASe uses fingerprints for user authentication
when joining a WSN. Moreover, a fingerprint authentication
method does not require any additional hardware [25]. Users

can easily provide biometric information on their own device
such as a PDA or PC. To access information from the
network, user can send message to sensor node directly that
will be in the range of its query device. In order to query
sensor node, user may use any device with fingerprint sensor,
i.e., mobile phone, PDA, notebook, etc. Multiple users can be
allowed to access wireless sensor network through their own
mobile devices. Before network deployment, all sensor nodes
are preloaded with secret information, i.e., x0. Due to this
secret information trusted node authenticates sensor node
which will entertain request of user. SUBBASE considers a
WSN of Mica2 sensor nodes and base station. Base station
(TN) acts as authenticator of both the user and the sensor
node. TN is trustworthy and secure with dominant resources
in terms of memory, energy, and computation. Network
architecture is shown in Figure 1. There are two main phases:
an enrolment phase, followed by a user authentication phase.
All symbols and notations used in this paper are described in
Table 2.

3.1. How SUBBASe Algorithm Works

(1) Enrolment Phase

(i) In this phase, users register initially with a trusted
node. The users then capture their biometric features
and calculate a hash on them. They then submit their
𝐼𝐷�푢 and hash value to the trusted node, as indicated
in

𝑚1 = [𝐼𝐷𝑢, V] where V = ℎ (𝑏𝑖𝑜𝑢) (1)

(ii) After a successful registration, trusted node computes
𝑠, as shown in (2) and sends it to the user. The value
of 𝑥�표 is network information applied by trusted node
to extract their requested information.

𝑚2 = [𝑠] where 𝑠 = ℎ (𝐼𝐷𝑢 ‖ 𝑥𝑜) (2)
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Table 2: Symbols and notations.

Abbreviation Description
IDu Identity of user
h(.) One way hash function
Ewi() Encryption of message
Dwi() Decryption of message
‖ Concatenation operator
Δt Time interval for transmission delay
xo Secret value known to TN
biou Biometric of user
RI Requested Information of user

Wireless
Surveillance
cameras

Trusted Node

Internet

Sensor Nodes

Figure 1: Depiction of wireless sensor network environment.

(2) Authentication Phase

(i) In this phase, users again capture their fresh biometric
information and calculate a hash on it and then send
this hash, IDu and the requested information to the
sensor node, as shown in (3). The fresh biometric
information of a user is V�耠 = ℎ(𝑏𝑖𝑜�푢). In (3), RI is the
requested information and 𝑇0 is a user’s current time
stamp.

𝑚3 = [𝐼𝐷𝑢, V�耠, 𝑅𝐼, 𝑇0] (3)

(ii) The sensor node receives amessage at timeT1 and first
checks the time stamp. If T1-T0 ≥ ΔT, the request is
rejected; otherwise, this request is forwarded for user
verification with its own ID to a trusted node at time
T2, as shown in (4).
Here, ΔT is the estimated time interval, and SN is the
sensor node identification, which is responsible for
handling user queries.

𝑚4 = [𝐼𝐷𝑢,𝑦, 𝑇2] where 𝑦 = ℎ (𝐼𝐷𝑢 V
�耠 𝑆𝑁) (4)

(iii) After receiving the message at time T3, the trusted
node first checks the freshness of the message. If
T3-T2 ≥ ΔT, then the request is rejected; otherwise,
the trusted node checks y, as indicated in (5).

𝑦 = ℎ (𝐼𝐷𝑢 V
�耠 𝑆𝑁) (5)

(iv) The trusted node compares V and V�耠. If V ̸= V�耠, then
the trusted node sends a reject message to the sensor
node.

m5 = [reject]
The sensor node forwards the message to the
user.
m6 = [reject]
Otherwise, TN sends the message m7 to SN.
m7 = [In-Progress]

(v) When amessagewith a state label In-Progress is sent to
the user, it indicates that the user can proceed to the
authentication process. If a successful match occurs,
the trusted node calculates 𝑠, as shown in (2), and
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Start:
Step 1: 𝑈 → 𝑇𝑁 : [𝐼𝐷𝑢, V]
Step 2: 𝑇𝑁 → 𝑈 : [𝑠]
Step 3: 𝑈 → 𝑆𝑁 : [𝐼𝐷𝑢, V�耠, 𝑇0, 𝑅𝐼]
Step 4: 𝑆𝑁 → 𝑇𝑁 : [𝐼𝐷𝑢, 𝑦, 𝑇2]

If
V ̸= V�耠 then

exit
else
Step 5: 𝑇𝑁 → 𝑆𝑁 : [𝑖𝑛 − 𝑝𝑟𝑜𝑔𝑟𝑒𝑠𝑠]

𝑇𝑁 → 𝑆𝑁 : [𝐴𝑐𝑐𝑝, 𝑠, 𝑇4]
Step 6: 𝑆𝑁 → 𝑈[𝐴𝑐𝑐𝑝, 𝑒, 𝑇6]

Stop

Algorithm 1: Registration and authentication phase messages.

sends the message to the sensor node, as indicated in
(6) at time T4.

𝑚8 = [𝐴𝑐𝑐𝑝, 𝑠, 𝑇4] (6)

(vi) The sensor node receives this message at T5 and
checks the timestamp. IfT5-T4 ≥ ΔT, then the request
is rejected; otherwise, SN computes s, as indicated in
(2) and conducts data packing, as shown in (7) and
(8).

𝑑 = (𝑅𝐼) (7)

𝑤𝑖 = ℎ (𝐼𝐷𝑢 ‖𝑇6‖ 𝑠) (8)

(vii) The sensor node uses 𝑤�푖 as a session key which
is shared between the user and sensor node. Here,
𝐸�푤�푖(𝑑) is the encryption of the requested information
(RI) of the user, as indicated in (9).

𝑚9 = [𝐴𝑐𝑐𝑝, 𝑒, 𝑇6] where 𝑒 = [𝐸𝑤𝑖 (𝑑)] (9)

(viii) The user checks the time. IfT7-T6 ≥ ΔT, then the time
is invalid; otherwise, it proceedswith a response. If the
user is legal and holds 𝑠, the user will be able to access
the network information. The user first computes 𝑤�푖
and then decrypts the message with function 𝐷�푤�푖. In
this way, the user obtains the requested information,
as indicated in (10).

𝑤𝑖 = [ℎ (𝐼𝐷𝑢 ‖𝑇6‖ 𝑠)] ,𝐷𝑤𝑖 (𝑒) (10)

The entire authentication algorithm of SUBBASe is summa-
rized in Algorithm 1.

4. Security Analysis

This section demonstrates the strength of the proposed
protocol from a network security perspective. We show that
our proposed authentication technique has been designed
to prevent various types of security attacks in WSNs, as
discussed in the literature.

4.1. Stolen-Verifier Attack

If an attacker steals user information from a trusted
and/or sensor node and attempts to cheat the involved
entities:

this scheme can prevent a stolen-verifier attack
because no password or verifier table is used. There-
fore, an attacker cannot steal user information from
a trusted and/or sensor node. Schemes that preserve
such password tables to confirm a user login may
suffer from this type of attack. This threat is solved
with SUBBASe; however, because user biometrics is
used for the network login.

4.2. Message Confidentiality

If an attacker overhears amessage exchanged between a
legal user and a sensor node and obtains secret network
information:

with SUBBASe, message confidentiality is provided
because user requested information is encrypted. If
requested information is transmitted without encryp-
tion and passes through a public channel, the attacker
can easily sniff the network information. Existing pro-
tocols do not provide message confidentiality. SUB-
BASe provides this service as encrypted requested
information, 𝐸�푠�푘(𝑑), is sent across a network.

4.3. Provide Mutual Authentication

If both parties are not authenticated during conversa-
tion:

SUBBASe provides mutual authentication because all
entities authenticate each other. For example, when
a user sends a message to SN, SN then verifies it
by sending a request to TN. In addition, TN verifies
SN based on its ID, and when TN sends a message
to the user, it verifies it through hidden parameter
𝑥0.
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4.4. Complicated Equipment

If there is requirement of additional hardware for the
authentication process:

various storage devices such as smart cards are used
for identification purposes, providing better security.
However, they require special and expensive hard-
ware, which not everyone can afford. With SUB-
BASe, users can easily use any recognition interface
without the need for an additional device using its
Mobile or PDA. This is beneficial to both users
and vendors and can increase the network efficiency
and user convenience. Through the development
of new technologies, mobile or laptop devices can
easily be used to identify numerous types of biomet-
rics.

4.5. Guessing Attack

If an attacker is able to guess the password or security
parameters used for authentication purpose:

SUBBASe offers resistance to a guessing attack
because users provide biometric features at the time
of registration and at the time of authentication.
Thus, an attacker cannot guess the user’s biometrics.
Preventing a guessing attack is crucial in systems that
are based on password security.

4.6. Data Integrity

If an attacker obtains a message transmitted between a
sensor node and a legal user and makes changes to the
content:

this service provides assurance that communicated
data cannot be changed by an unauthorized entity.
With SUBBASe, data integrity is provided using a
one-way hash function, i.e.,𝑚4 = [𝐼𝐷�푢, 𝑦, 𝑇2], where
𝑦 = ℎ(𝐼𝐷�푢‖V

�耠‖𝑆𝑁), which is a message sent by the
user to TN. Similarly, all communicated messages are
sent in the same way, which cannot be modified by an
attacker.

4.7. Prevent Replay Attack

If an attacker obtains previously communicated mes-
sages and starts communicating after acquiring the
same rights as a legal user:

SUBBASe uses a time stamp to prevent this type
of an attack. Suppose an attacker captures 𝑚3 =
[𝐼𝐷�푢, 𝑅𝐼, V

�耠, 𝑇0] and wants to replay the samemessage
to TN. If the attacker perceives the communication
message, the attacker cannot get verify because T1-T0
≥ ΔT, where 𝑇1 is the time stamp when the replayed
message is received by TN. Time synchronization for
wireless sensor networks is a very active research area
[26–28] and it can easily be used for prevention of
replay attack.

4.8. Prevent Node Compromise Attack

If an attacker succeeds in capturing a sensor node and
collects all sensitive data from it:
if user is allowed to get data directly from sensor
node without authenticating the node, it will result in
the attack “node compromise”. In SUBBASE sensor
node is first authenticated by trusted node after
authentication; sensor node is able to respond to
the query of user that prevents node compromise
attack. Also user hash of biometric is saved on the
node which cannot be retrieved, as hash is a one-way
function.

4.9. Network Traffic Attack

If an attacker succeeds in sending too much traffic on
network likeDDos attacks, with the intention to disrupt
network functionality:
in SUBBASE protocol, authentication messages are
reduced as task is divided among TN and SN to
authenticate users. TN authenticates SN and user
simultaneously, in order to avoid other malicious
attacks like Denial of Service (DOS) attack. For
example, if SN is not authenticated by TN, then any
malicious node can send multiple fake authentication
request messages/packets over the network that will
results in increasing the network’s traffic, depleting
the resources of TN, and denying services to original
users.

Table 3 provides an enhanced comparison of the different
types of previous schemes against SUBBASe with respect to
message confidentiality, network attacks, security parame-
ters, and the requirement of any additional hardware devices
for authentication.

5. Proof of SUBBASE Using BAN Logic

In this section we will use Burrows-Abadi-Needham (BAN)
logic to validate that user and sensor node generate a valid
and fresh session key for message exchange. Basic symbols
used for BAN logic are described in Table 4.

The ban logic also provides the following basic rules:

(1) Message meaning rule:

𝑈 |≡ 𝑈 K←→ 𝑆,𝑈 ⊲ {𝑋}𝐾
𝑈 |≡ 𝑆 |∼ 𝑋

(11)

(2) Nonce verification rule:

𝑈 |≡ # (𝑋) , 𝑈 |≡ 𝑆 |∼ 𝑋 )
𝑈 |≡ 𝑆 |≡ 𝑋

(12)

(3) The believe rule:

𝑈 |≡ (𝑋,𝑌)
𝑈 |≡ 𝑋

(13)
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Table 3: Comparison between SUBBASe and existing schemes.

Attacks Debiao Yoon Althobaiti Kaul Dongwoo SUBBASe
Session key
Establishment No No Yes Yes Yes Yes

Message Confidentiality No No Yes Yes Yes Yes
Prevent Integrity Yes Yes Yes No Yes Yes
Prevent Replay Attack Yes Yes Yes Yes Yes Yes
Prevent Guessing Attack Yes Yes Yes No Yes Yes
Provide Mutual
Authentication

Yes Yes Yes Yes Yes Yes

Avoid Impersonation
attack

No No No No Yes Yes

Avoid Node
Compromise Attack

No No Yes No Yes Yes

Complicated Hardware
Needed Yes Yes No Yes Yes No

Avoid Insider Attack Yes No Yes Yes Yes No

Table 4: Symbols for BAN Logic.

Symbol Meaning
U |≡ X U Believe the Statement X
#X The Statement X is Fresh
U |∼ X U once Said X
{X}K Formula X is encrypted by key K
⟨X⟩K Formula X is combined by key K
U ⇒ X U Control over the Statement X
U ⊲ X U See the Statement X
U K←→ S U and S shared key K for communication
SK Session Key
T Time Stamp

(4) Freshness rule:

𝑈 |≡ # (𝑋)
𝑈 |≡ # (𝑋, 𝑌)

(14)

(5) Jurisdiction rule:

𝑈 |≡ 𝑆 |⇒ 𝑋,𝑈 |≡ 𝑆 |≡ 𝑋
𝑈 |≡ 𝑋

(15)

We have the following goals to prove the validity of
requested information and freshness of session key used for
communication:

Goal 1.𝑈 |≡ #(𝑆𝐾)

Goal 2.𝑈 |≡ #(𝑅𝐼)
The message exchange of SUBBASE in idealized form is

given below:

Message 1. 𝑈 → 𝑆𝑁 : ⟨𝐼𝐷𝑢, V�耠, 𝑅𝐼⟩

Message 2. 𝑆𝑁 → 𝑇𝑁 : ⟨𝐼𝐷𝑢,𝑌⟩

Message 3. 𝑇𝑁 → 𝑆𝑁 : (𝑠)

Message 4. 𝑆𝑁 → 𝑈 : 𝑇, {𝑅𝐼}𝑠𝑘
To proceed with the proof, we have defined the following

assumptions:

(i) A1: 𝑈 |≡ 𝑆𝑁 ⇒ 𝑆𝐾

(ii) A2: 𝑆𝑁 |≡ 𝑇𝑁
XO←→ 𝑆𝑁

(iii) A3: 𝑇𝑁 |≡ 𝑇𝑁
XO←→ 𝑆𝑁

(iv) A4: 𝑆𝑁 |≡ 𝑆𝑁 SK←→ 𝑈
(v) A5: 𝑈 |≡ 𝑆𝑁 |∼ 𝑇
(vi) A6: 𝑈 |≡ 𝑇𝑁 |∼ 𝑠
(vii) A7: 𝑈 |≡ #(𝑅𝐼)

Detailed Process of Proof Is as Follows

Step 1. According to M4

𝑉1 : 𝑆𝑁 ⊲ 𝑇, {𝑅𝐼} 𝑆𝐾 (16)
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Table 5: Comparison of computational time between SUBBASe and existing schemes.

Protocols Registration Login+ Authentication Total Total time
Yoon 3 TH 10 TH 13 TH 47.26 ms
Debiao 3 TH 8 TH +4tsym 11 TH +4tsys=15 TH 54.54 ms
Althobaiti 2 TH 6 TH + 2TMAC +4 RC

5
8TH + 2TMAC +4 RC

5
36.37ms

Kaul 6TH 16TH 22TH 79.97ms
Dongwoo 6TH 14 TH 20 TH 72.7ms
SUBBASe 2TH 7TH +2Trc5 9 TH +2Trc5 33.24 ms

Step 2. According to V1 and A4 and message meaning rule

𝑉2 : 𝑈 |≡ 𝑆𝑁 |∼ 𝑅𝐼 (17)

Step 3. According to A7 and V2 and nonce verification rule

𝑉3 : 𝑈 |≡ 𝑆𝑁 |≡ 𝑅𝐼 (18)

Step 4. According to V3, A1 and believe rule

𝑉4 : 𝑈 |≡ (𝑅𝐼, 𝑆𝐾) (19)

Step 5. According to A7 and V4 and freshness rule

𝑉5 : 𝑈 |≡ # (𝑆𝐾) (𝐺𝑂𝐴𝐿 1)

𝑉6 : 𝑈 |≡ # (𝑅𝐼) (𝐺𝑂𝐴𝐿 2)
(20)

6. Performance Analysis

We use a mathematical model to examine the performance
of SUBBASe and how it compares with existing schemes.The
comparison is based on a computation of the time and energy
consumption. We selected RC5 which is most suitable for
implementation on resource constrained devices.The time to
encrypt and decrypt a message using RC5 on a mica2 node is
0.26ms [29]. Similarly we chose SHA-1, whose performance
time for a one-way hash function on mica2 is 3.636ms
[30].

With Yoon et al.’s scheme 13 hash computation operations
are required. A user needs one hash operation during the reg-
istration phase, and three during the authentication phase. A
sensor node needs three hash calculations, and a trusted node
needs two hash operations during the registration phase and
four during the authentication phase. Similarly, the Debiao
protocol [13] requires 11 hash computation operations and
four Tsym operations for calculating a symmetric function
(encryption/decryption) during the login and authentication
phase. A user needs one hash function during the registration
phase, and three hash operations and one Tsym operation
for the encryption/decryption function during the authen-
tication phase. A sensor node needs two hash calculations
and one Tsym encryption/decryption function, and a trusted
node requires two hash operations during the registration
phase, and three hash operations and two Tsym operations
during the authentication phase. A Tsym operation has the
same computational cost as a hash operation, and thus the
total number of hash operations with the Debiao protocol

is 15. In the same manner, Althobaiti et al.’s scheme [15]
requires two hash functions during the registration phase and
six hash functions, i.e., two MAC functions and four RC5
functions, during the login and authentication phase. In Kaul
et al.’s scheme user needs to perform 2 hash operations in
registration phase while trusted node has to perform 4 hash
operations. In login phase, user smart card performs 8 hash
operations. During authentication, trusted node performs 6
and user performs 2 hash operations. Password change phase
requires 10 hash operations by smart card. In Dongwoo et al.’s
scheme user and trusted node both need to perform 3 hash
operations in registration. In login phase, user side smart
card performs 6 hash operations. During authentication,
trusted node performs 5 and user performs 3 hash operations.
Password change phase requires 7 hash operations by smart
card.

With SUBBASe, one hash operation is required by a user
during the enrolment phase; two hash operations and time
for message decryption and three hash operations and time
for message encryption are required by a sensor node; and
three hash operations are required by a trusted node. Because
a tiny sensor node has an inadequate amount of energy, the
aim of our protocol is to reduce the computational cost of
a sensor node. Although a user and a trusted node have
sufficient resources to conduct multiple tasks, our scheme
also minimizes the computational cost of a trusted node.
Table 5 shows a complete picture of our comparison.

We used Matlab simulation to evaluate the strength and
performance of the proposed security technique. Figure 2
shows a time computation graph of SUBBASe, and the Yoon
et al., Debiao, Althobaiti et al., Kaul et al., and Dongwoo
et al. schemes for multiple users accessing a network at
the same time. When the number of users increases, the
computational overhead for authentication also increases
because more nodes are involved in the authentication
process. With the SUBBASe scheme, when there is only one
user, the computational overhead is 33.24ms, whereas with
Yoon et al.’s scheme it is 47.26ms, in Debiao’s method it
is 54.54ms, with Althobaiti et al.’s approach it is 36.37ms,
and with Kaul et al. and Dongwoo et al. it is 79.97ms and
72.7ms respectively. Results show that SUBBASe improves the
network performance and its lifetime by reducing the amount
of overhead.

Similarly, we calculated the energy consumption of SUB-
BASe and the other existing protocols. Main contributor
for energy consumption in wireless sensor networks is data
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Figure 2: Computational overhead with respect to number of users.
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Figure 3: Energy consumption with respect to number of users.

transmission and reception, i.e., power consumed by antenna
for sending and receiving messages. Just for comparison
purpose, this paper focuses on calculating how much node
power is consumed while performing the computations for
authentication function.

To calculate the energy, we used “Computational Energy
Cost” equation described in [31] and neglected the inactive
state component. During the authentication process, sensor
nodes do not go into inactive state. For mica2, node v = 3.0,
and I = 8mA. In the equation, 𝐸 denotes the consumption of
energy, 𝑄 is the charge, 𝐼 is the current, 𝑉 is the voltage, and
𝑡 is the time.

𝐸 = 𝑉 𝑥 𝐼 𝑥 𝑡 (21)

Figure 3 shows the energy consumption of SUBBASe, and the
Yoon, Debiao, Althobaiti et al., Kaul et al., and Dongwoo et al.
schemes with respect to the number of users.With SUBBASe,
for one user, the energy consumption is 0.79J, whereas for
Yoon et al.’s scheme it is 1.13J, for Debiao’s approach it is 1.30J,
for Althobaiti et al.’s method it is 0.87J, and for Kaul et al. and
Dongwoo et al. schemes it is 1.9J and 1.7J respectively. Thus,
the energy consumption of our proposed scheme ismuch less
than that of the other existing security protocols. SUBBASe
therefore proves to be more efficient, increasing the network

performance and the lifetime by saving battery power of the
nodes.

7. Conclusion and Future work

We proposed an authentication protocol that is based on
the biometrics of users without the use of any traditional
password or extra hardware devices. The proposed proto-
col simply proves the identity of the users through their
biometrics. In addition, we designed our protocol to use
simple and light computations. We mathematically analyzed
the performance and security capability of SUBBASe and
proved that it has better security features than other existing
approaches. Moreover, based on a comparison with existing
protocols, its computational cost and energy consumption are
deemed to be suitable for resource constrained networks. In
future BAN logic can be applied on SUBBASE to check its
freshness property and its simulation can be done in security
analysis tools.
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Monitoring physical assault is critical for the prevention of juvenile delinquency and promotion of school harmony. A large
portion of assault events, particularly school violence among teenagers, usually happen at indoor secluded places. Pioneering
approaches employ always-on-body sensors or cameras in the limited surveillance area, which are privacy-invasive and cannot
provide ubiquitous assault monitoring. In this paper, we present Wi-Dog, a noninvasive physical assault monitoring scheme
that enables privacy-preserving monitoring in ubiquitous circumstances. Wi-Dog is based on widely deployed commodity Wi-
Fi infrastructures. The key intuition is that Wi-Fi signals are easily distorted by human motions, and motion-induced signals
could convey informative characteristics, such as intensity, regularity, and continuity. Specifically, to explicitly reveal the substantive
properties of physical assault, we innovatively propose a set of signal processing methods for informative components extraction
by selecting sensitive antenna pairs and subcarriers.Then a novel signal-complexity-based segmentation method is developed as a
location-independent indicator to monitor targeted movement transitions. Finally, holistic analysis is employed based on domain
knowledge, and we distinguish the violence process from both local and global perspective using time-frequency features. We
implement Wi-Dog on commercial Wi-Fi devices and evaluate it in real indoor environments. Experimental results demonstrate
the effectiveness ofWi-Dogwhich consistently outperforms the advanced abnormal detectionmethodswith a higher true detection
rate of 94% and a lower false alarm rate of 8%.

1. Introduction

School violence, as the leading cause of juvenile delinquency,
has become an increasingly serious social issue and attracted
extensive academic attention from researchers. According to
a report of the National Center for Education Statistics, 28%
of total 4326 examined adolescents reported bullying vic-
timization, whose physical and mental health were severely
affected [1]. To curb the prevalence of school violence,
governments have introduced relevant policies to deal with
it. A key enabler for effective school violence prevention is
to automatically detect and alarm the instantaneous physi-
cal assault with existing available infrastructures. Wearable
sensor based scheme may provide possible approaches to
monitor a specific group of users, especially the guarded
ones [2]. However, the always-on-body dedicated sensors
(e.g., data glove [3], RFID [4], and smartphone [5]) render it
not only uncomfortable to comply with but also inapplicable

to general-purposed monitoring. More common solutions
resort to camera-based monitoring [6–8]. Premounted cam-
eras continuously collect and analyze the video frames of
areas-of-interests, yet they bring underlying privacy issues
and only operate in a clear line-of-sight (LOS) view.

Recent innovations in the increasingly hot area of wireless
human sensing [9–11] inspire us to develop an upgraded
assault monitoring system using Wi-Fi signals. Similar to
many other activity recognition systems, the rationales ofWi-
Fi-based assault detection are twofold. On the one hand, Wi-
Fi signal is pervasive nowadays with densely deployed Wi-
Fi infrastructures in public places, which delivers the idea of
ubiquitous device-free surveillance into a practical solution.
On the other hand, abrupt physical assault along with rapid
movements of body parts could alter Wi-Fi signals and thus
encode distinct features in received signals. Such features can
be effectively captured by PHY layer Channel State Infor-
mation (CSI), which is measurable on commercial Wi-Fi
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devices. Instead of the traditional Received Signal Strength
(RSS), CSI conveys subcarrier-level channel measurements,
with natural advantages in revealing the characteristics of
superposed signals, and has been widely used for wireless
sensing.

Emerging CSI-based technologies have promoted the
revolution of action recognition domain, covering from
macro-movements to micro-movements [12–20]. Existing
approaches, however, cannot be directly applied to assault
monitoring since previousworks usually rely on the repetitive
patterns of actions [14, 17] or distinct profiles of single-person
specialized gestures [18–20]. In contrast, assault events are
likely irregular and unpredictable. Compared with normal
single-user activities, physical assault events are differentiated
based on three criteria [5]. (1) High-intensity. Multiple users
(both attackers and victims) in the process of physical
conflicts behave aggressively, inducing rapid and intensive
body movements. (2) Irregularity. In a real situation, physical
assault cannot be regarded as repetitions of simple actions.
Instead, the assault-induced signals generate complex and
disordered fluctuationswith the escalation of physical assault.
(3) Continuity. Severe physical assault always happens to
specific victims, while the procedure of abuse can last for
a long time. With in-depth understanding of the violent
process and elaborate analysis of the event properties, it seems
possible to recognize a violent event from RF signals.

In this paper, we show for the first time the feasibility of
leveraging Wi-Fi signals for monitoring physical assault. We
present Wi-Dog, a noninvasive physical assault monitoring
schemeon commercialWi-Fi infrastructures, to protect users
from potential physical assault, just like a loyal dog does. Wi-
Dog enables a privacy-preserving manner for daily assault
monitoring in ubiquitous environments and advances the
state-of-the-art Wi-Fi-based sensing approaches by solving
three critical challenges. (1) How to obtain abundant motion
information from noisy CSI dynamics? Assault-induced fluc-
tuations in CSI is easily distorted and blurred by background
noises and irrelevant bodymovements. To reveal the genuine
CSI waveforms, some previous works extracted the first
principle component which still suffered from the noise
interferences [16] or the second principle component which
lost the majority of motion information [15, 18]. Instead,
Wi-Dog obtains abundant and accurate CSI fluctuations by
taking advantage of spatial diversity. The key intuition is that
the same subcarrier of different antennas suffers from various
channel distortions but the same noise sources, generating
some similar variations in waveforms. Therefore, we propose
a series of noise reduction steps to properly manipulate CSI
dynamics from multiple subcarriers, eliminating irrelevant
interferences while retaining motion cues of interests to the
greatest extent. (2) How to precisely and sensitively detect
abnormal transitions during human interactions? As the
drastic conflicts are location-variant and complex, conven-
tional variance-based segmentation [21] cannot be utilized
because slight interactions near the links may induce higher
variation in CSI waveforms rather than assault. To address
this challenge, we resort to the signal complexity of target
frequency band to monitor the variation of intensity and
irregularity level.The cross correlation of adjacent subcarriers

is also supplemented to enhance the capability of location-
independent detection. (3) How to differentiate real assaults
from assault-like actions? Existing fall-like detection works
[21] fully utilized the features extracted from both amplitude
and phase information in time-frequency analysis, which
cannot be directly applied in our amplitude-based approach.
Moreover, based on previous experimental study [5, 22],
we notice that assault process can be easily mistaken as
strenuous exercise (e.g., run, frog leap, and exergame) or
normal human interactions (e.g., talk with body language).
To make a comprehensive identification of assault process,
we firstly extract novel features representing intensity level
from Doppler frequency shifts and adopt a SVM classifier
to classify time segments with high-intensity features, which
is termed as local analysis. To reduce the false alarm rate,
we further consider the irregularity as well as continuity in
longer time duration by counting the occurrence frequency
of new patterns and underlying slices.

We prototype Wi-Dog with commercial Wi-Fi devices
and validate its performance in real environments. Experi-
mental results show that Wi-Dog can monitor the imitated
physical attacks with a high true detection rate of 0.94 (0.85),
along with a low false alarm rate of 0.08 (0.11), using only
a single pair of Wi-Fi transmitter-receiver in LOS (NLOS)
environment. The results also show that Wi-Dog is robust
to rational changes of parameters, including thresholds,
individual diversity, duration time, and sampling rate. In a
nutshell, our contributions are summarized as follows.

(i) To the best of our knowledge,Wi-Dog is the first work
to present a noninvasive physical assault monitoring
system with only a pair of commercial Wi-Fi devices.
We empower pervasive available Wi-Fi signals with
the sensing ability and expand the boundaries of Wi-
Fi to a new realm. We envision that this capability
could enact as an early step toward more general
emergency detection applications, including, but not
limited to, terrorist threat warning, elders’ healthcare,
and injury rescue.

(ii) We drill down the domain of human abnormal
interactions and explore the feasibility ofWi-Fi-based
physical assaultmonitoring.The key enabler is to fully
exploit the high-intensity, irregularity, and continuity
of human motions reflected in CSI measurements.
Hence we conduct holistic analysis and classify the
violent events from both local and global perspective
using elaborate-designed features.

(iii) We innovatively recover the informative motion-
induced signals from noisy CSI measurements and
design a location-independent indicator to detect the
physical assault based on signal complexity.

(iv) We perform extensive experiments and validate Wi-
Dog in both classroom (NLOS) and corridor environ-
ments (LOS) by imitating real physical assault with
different volunteers. Experimental results show that
Wi-Dog outperforms the state-of-the-art abnormal
detection approaches in assault monitoring with a
high true detection rate of 0.94 (0.85), along with a
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low false alarm rate of 0.08 (0.11) in LOS (NLOS)
environment with rational changes of parameters.

2. Preliminary and Background

In this section, we present the critical intuitions of assault
monitoring system and introduce the concept of Doppler
Effect in CSI.

2.1. Analysis of Physical Assault. Formally, physical assault is
properly defined by the World Health Organization (WHO)
as the intentional use of physical power toward another person
which may result in deadly injuries [23]. The definition
involves intentions and outcomes of assault itself, irrespective
of the essential characteristics it contains. To understand
and explore the assault process, we resort to Violent-Flows
Database [24], which is publicly recognized as an evaluation
benchmark for crowd assault detection. All 246 videos (123
assault and 123 non-assault) are downloaded from YouTube,
with an average 3.6s video clip. Observing uncontrolled
assault conditions in real world, we believe that a practi-
cal assault monitoring systems should meet the following
requirements. (1) Privacy-preserving. A monitoring system
should not violate the privacy of users, especially the normal
users presenting in the surveillance area. (2)Device-free. One
should never expect an attacker to expose himself and wear
any devices to be monitored. In contrast, an attacker would
typically seek ways to hide from any monitoring system.
Hence a useful system should work in passive and noncontact
mode, allowing monitoring of attackers without any devices.
(3) Omnidirectional. Assault events frequently happen at
blind corners that are not easy to be covered by traditional
monitoring like camera-based systems. Ubiquitous monitor-
ing systems should provide omnidirectional coverage for as
large area as possible. Inspired by recent innovations on CSI-
based human behaviour sensing, we believe the ubiquitously
existingWi-Fi signal provides an alternative promisingway to
monitor indoor assault, which fulfils all the above conditions.

2.2. Doppler Effect in CSI. Theproof-of-concept assault mon-
itoring system highly relies on the extraction of Doppler shift
in CSI. Doppler shift is described as the change in wavelength
of a signal for receivers, which results from relative motions
of target objects, transmitters, and receivers. In the context of
wireless sensing, if we consider a moving human reflecting
the multipath signals as a virtual transmitter [25], then a
human performing full-bodymotions could generate distinct
Doppler shift in receivers. Therefore, the motion-induced
variation of k-th path in frequency is given by

𝑓𝐷𝑘 = −1𝜆
d
d𝑥𝑑𝑘 (𝑥) (1)

where 𝑓𝐷𝑘 is the Doppler frequency shift for the k-th path,
𝜆 denotes the wavelength of the signal in the medium, and
𝑑𝑘(x) implies the length of the k-th propagation path. That
is, the quicker the motion is performed, the faster the path
length changes and the larger the Doppler shift is produced.
To further depict channel properties of multiple paths, we
introduce the concept of CSI [26], the superimposed channel

response of each individual path, which can be written
as

𝐻(𝑓, 𝑡) = 𝑒−𝑗2𝜋Δ𝑓𝑡
𝑁

∑
𝑛=1
𝜕𝑘 (t) 𝑒−𝑗2𝜋𝑓𝜏𝑘(t) (2)

where 𝑒−𝑗2𝜋Δ𝑓𝑡 implies the phase shift caused by carrier
frequency offset (CFO), Δ𝑓 is the carrier frequency, N is
the total number of propagation paths, and 𝜕𝑘(t) denotes the
attenuation factor for the k-th path at time t. Considering
that 𝑑𝑘(x) can be expressed as the product of the speed of
light c and time of flight 𝜏𝑘(t), another expression of 𝜏𝑘(t)
is 𝜏𝑘(t) = d𝑘(t)/𝑐 = (1/𝑓) ∫𝑡−∞ 𝑓𝐷𝑘(x)dx. To understand the
relationship between CSI and Doppler Effect, we slit CSI into
static component 𝐻𝑠(𝑓) (𝑓𝐷 = 0) and dynamic component
𝐻𝑑(𝑓) (𝑓𝐷 ̸= 0). As human motion may change a set of path
length, 𝐻𝑑(𝑓) can be unfolded as:

𝐻𝑑 (𝑓) = ∑
𝑘∈𝑃𝑑

𝜕𝑘 (𝑡) 𝑒𝑗2𝜋 ∫
𝑡

−∞
𝑓𝐷
𝑘
(𝑥)d𝑥

(3)

where 𝑃𝑑 denotes the set of dynamic path. To eliminate phase
noises and CFO, the unwrapped instantaneous CSI power is
calculated as follows.

𝐻 (𝑓, 𝑡)2 = ∑
𝑘∈𝑃𝑑

2 𝐻𝑠 (𝑓) 𝜕𝑘 (𝑡)

⋅ cos(2𝜋∫𝑡
−∞
𝑓𝐷𝑘 (𝑥) d𝑥 + ⌀𝑠𝑘)

+ ∑
𝑘,𝑙∈𝑃𝑑

2 𝜕𝑘 (𝑡) 𝜕𝑙 (𝑡)

⋅ cos(2𝜋∫𝑡
−∞
(𝑓𝐷𝑘 (𝑥) − 𝑓𝐷𝑙 (𝑥)) d𝑥 + ⌀𝑘𝑙)

+ ∑
𝑘∈𝑃𝑑

𝜕𝑘 (𝑡)2 + 𝐻𝑠 (𝑓)2

(4)

Noticing that the frequency of sinusoids can be extracted, we
use Hilbert Transform to evaluate the speeds of human body
parts for assault analysis. In the following sections, we would
introduce the system architecture and design of Wi-Dog.

3. Overview

Wi-Dog is a device-free physical assault monitoring system
using only a pair of commercialWi-Fi devices. Figure 1 shows
the architecture overview of Wi-Dog, which consists of four
critical components, i.e., CSI collection, processing, segmen-
tation, and assault recognition step. Specifically, we resort to
fine-grained CSI tractable on commercial NICs to explore
the underlying characteristics of assault-induced variations.
The rationale is that furious physical assault along with rapid
movements of body parts severely affects the propagation
path. Wi-Dog continuously records and processes the raw
CSI measurements based on a set of advanced processing
algorithms. The precise spectrogram of motion-induced
Doppler Effect can be recovered through a band pass filter,
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Figure 1: The architecture overview of Wi-Dog.

subcarrier selection steps, and time-frequency analysis. As a
consequence, the noise-covered motion information comes
out and takes up notable portion of signal fluctuations. In
the CSI segmentation step, we advance the existing variance-
based segmentation approach by proposing a novel assault
indicator combining wavelet entropy and cross correlation,
that is, a key step for Wi-Dog to detect abnormal transitions
within a wide range and accomplish the goal of location-
independent monitoring during human interactions. In the
assault recognition step, we explicitly analyze the suspected
assault series from both local and global aspects. For local
analysis, we extract features representing high-intensity and
adopt a SVM classifier to preserve suspected time slices.
To enhance the efficiency and robustness of Wi-Dog, we
take irregularity and continuity into consideration to further
analyze the long-term fighting process. Wi-Dog triggers
assault alarm only when suspected time slices have been
confirmed by local-global analysis. Otherwise, no assault is
detected within the surveillance area.

4. Wi-Dog Design

In this section, we give out critical observations of physical
assault and further detail the methodologies of Wi-Dog by
experimental studies.

4.1. CSI Processing

4.1.1. Band Pass Filtering. Raw CSI measurements contain
high amplitude impulses, burst noises with high frequency,
and significant static interferences with low frequency. To
obtain sanitary CSI data with a target frequency shift, a three-
order Butterworth band pass filter is a natural choice to
remove irrelevant signal components in |𝐻(𝑓, 𝑡)|2. Practically,
considering real physical assaults are extremely intensive
(according to [27], the average torso speed V𝑡 of Olympic

boxers can reach to 3m/s, corresponding to 𝑓 = 2V𝑡/𝜆 =
120Hz), we set the lower cut-off frequency to 1Hz to eliminate
interference of static components, while the upper cut-off
frequency is set to 140Hz to keep more high-frequency action
information.

4.1.2. Antenna and Subcarrier Selection. Observation I:
Embracing multiple antennas intuitively enhances the spatial
granularity by harnessing frequency diversity [28]. However,
taking all subcarriers into account is not panacea for the
exposure of some vital information. As is shown in Figures
2(a) and 2(b), we note that the antennas with higher variances
in static are likely to possess less dynamic environment
responses, which indicate that background noises contribute
a lot to the captured variations of CSI measurements, rather
than dynamic responses. Therefore, the variance of CSI can
be helpful to exclude insensitive antennas.

Observation II: Based on the intuition that motion-
induced variations of CSI waveforms are correlated, the
most common variations of all subcarriers can be extracted
by Principle Component Analysis (PCA). However, two
challenges arise as well. First, residual noises are stubborn
and nonnegligible due to their internal correlation. In Figures
2(c) and 2(d), a pair of antennas with lower cross corre-
lation of 30 subcarriers in static is likely to possess higher
correlation in dynamic environment, and vice versa. The
reason is that the same subcarriers of different antennas
are affected by the background noises to varying degrees,
leading to similar variations in waveforms, which we term
as ‘relevant noise’. Second, it is a dilemma to select the first
(noisy but principle information remained) [18] or the second
(sanitized but with information loss) principle component
[18]. To kill two birds with one stone, we meet these
challenges by utilizing cross correlation to select subcarriers
which are robust to relevant noises and sensitive to human
movements.
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Figure 2: The amplitudes and cross correlations in two states.

Selection Strategy. We present our strategy for selection
of antenna pairs and subcarriers as follows. For antenna
selection, we first calculate the standard deviation𝜎 andmean
cross correlation C for each antenna before motion starts.
Then, the Antenna Selection Indicator (ASI) is defined as
𝐶𝜎. The antenna pair with the lowest ASI is selected as the
robust antennas. The brief break during physical conflicts,
e.g., observing response, quarrelling, or any relatively slight
interactions, can be termed as static moments to calibrate
the antenna selection. For subcarrier selection, to find a
trade-off between sensitivity and robustness, we choose the
top 20 subcarriers with the lowest cross correlation values
in static and with the highest cross correlation values in
dynamic environment, respectively. The final subset of sub-
carriers are chosen from the intersection of 40 subcarriers.
Specifically, the criterion of our subcarrier selection strategy
is not to consider those subcarriers with the largest variance
in dynamic moments, because we are unaware beforehand
of whether the variation is induced by location-variant
movements or relevant background interferences. What is
more, to reduce dimensions and useless interferences of
CSI data, we apply PCA to extract common variations of
selected subcarriers and choose the first principal component
for time-frequency processing. By our advanced selection

strategy, the extracted first principal component contains
95% major motion information as well as negligible noises
and contributes to the increase in the proportion of reflecting
power in recovered spectrogram. Figure 3 shows the PCA
result of all 90 subcarriers, which still contains inferior
subcarriers and nonnegligible ’relevant noise’. Clearly, our
processing method provides a smoother waveform with
informative fluctuations and weakly noises.

4.2. Time-Frequency Analysis. To effectively analyze the
CSI waveforms in the time-frequency domain, Short-Time
Fourier Transform (STFT) is adopted to generate the spectro-
gram which shows the energy of each frequency component
with time.We use the normalized FFTmagnitudes and a slid-
ing window approach for suitable time-frequency resolution
of 1.93Hz and 0.5ms. A Gaussian window with a size of 3 is
further applied to smooth the spectrogram. Figure 4 shows
fine-grained spectrogram with two volunteers imitating real
physical collisions. In this experimental study, one volunteer
who plays the role of attacker is asked to aggressively push
the other volunteer who acts as a victim walking toward him,
while the victim is asked to respond to the assaults as real
as possible. The imitated actions repeat five times, with no
interruption. Triple heuristic observations have been verified
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Figure 4: Constructed spectrogram with normal activities and
physical assault.

based on this experimental study. (1)Drastic conflicts always
contain abundant intensity cues (e.g., speed, acceleration, and
kinetic energy) which lead to distinct variations of power in
corresponding frequency bands. (2) With the escalation of
assault, the attacker would bare his teeth and claws, while
the victim may fight back or flee; the distribution of energy
of reflected signal is irregular due to complex and rapid
movements of body parts. (3) The physical assault could
burst out anytime with a short duration, while the assault
process keeps continuity until the attacker radically releases
his resentment. These observations can be summarized as
three critical characteristics, that is, intensity, irregularity, and
continuity. Hence, we are inspired to exploit these unique
characteristics of physical assault to realize passive assault
monitoring.

4.3. CSI Segmentation. To identify the assault-induced vari-
ations, the key issue is to discern every transition points
in CSI time series. Previous variance-based sliding window
approach is widely adopted for passive motion detection
[21]. We discard this approach in assault monitoring for

two reasons. First, over-threshold variance is easily affected
by irrelevant motion information, which may delay or mis-
lead the real-time detection in target frequency. Second,
the absolute value of variance cannot precisely reveal the
intensity and complexity of interactions. Cross correlations
between different subcarriers have been shown to be effective
in reflecting the process of human walking. However, we
argue that it is insufficient to discern fluctuation caused
by micro-energy response from macro-movements in the
distance.

Therefore, we resort to wavelet entropy (WE), a new
method of complexity measurement for signals [29, 30],
which is capable of monitoring micro-energy response and
quantifying the order-disorder states of the reflected signals.
Lower WE denotes the simpler components of frequency
and more orderly changes of movements, and vice versa.
WE possesses unique advantages as follows. On the one
hand, compared with the periodic motions of human objects,
the signals reflected from drastic actions of body parts are
highly nonstationary and correspond tomore randomness in
time and frequency domain. WE could precisely reflect the
intensity level of energy variations of target frequency bands.
On the other hand,WE is a feasible and location-independent
indicator, which is suitable for our dynamic experimental
scenes. Wavelet entropy is defined as𝑊𝐸 = −∑𝑗<0 𝑝𝑗ln(𝑝𝑗),
where 𝑝𝑗 represents the normalized ratio of wavelet energy
𝐸𝑗 at the j-th scale, ∑−𝑁𝑗=−1 𝑝𝑗 = 1.

In practice, we select db6 wavelet due to its better
orthogonality and compact support, which makes wavelet
transform more suitable for signal oddity detection [31]. We
adopt a sliding window method to calculate WE with the
sliding window width of 1s, half of which is used as the step
size. To further improve the robustness of detection system,
we propose a light-weight Assault Detection Indicator (VDI)
combining wavelet entropy WE and cross correlation C as
𝑉𝐷𝐼 = (max(𝑊𝐸) − 𝑊𝐸)e𝐶, with a 5-point median filter to
smooth the curve.The higher VDImeans the higher intensity
level of activities and the more frequent signal changes.
We select transition points which are the local minimum
values below the predefined threshold which will be further
evaluated in evaluation part.

As is shown in Figure 5, we compare the performance
of our proposed method with RT-Fall’s segmentation step,
which is capable of real-time and continuous fall detection
by variance-based segmentation. The entire procedure of
human interactions lasts about 50s that consist of assault
part (6s∼ 30s) and normal part (31s∼ 48s). The upper figure
shows the normalized sliding curve combining average value
and variance of amplitude. We notice that the previous
segmentation method cannot precisely and timely reveal
the high-intensity with the escalation of physical assault,
while amicable interactions near the links may generate
great variations in waveforms (37s- 40s), which is unreliable
for passive assault monitoring. The lower figure reveals the
superiority of our advanced segmentation approach, which
clearly depicts the complexity level of assault-induced signals
and mitigates the location-variant interferences caused by
human normal activities.
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Figure 5: Constructed spectrogram with normal activities and
physical assault.

4.4. Assault Recognition. The assault recognition step aims
to explicitly characterize the features of violent attacks and
precisely detect the presence of violent events. Hence, we
identify suspected violent events from two perspectives, i.e.,
the local view and the global view. The purpose of local
analysis is to identify drastic actions from mild human
activities, whereas global analysis is to evaluate the irreg-
ularity as well as continuity of signals in a given time
interval.

4.5. Local Analysis. Themost essential part of local analysis is
to obtain high-intensity information. Noting that dominant
power strengths of frequency bins caused by human torso
reflect the major trends of human movements, we adopt
the percentile method, an effective PLCR extraction method,
to estimate the torso movement speed [32]. The cumulated
percentage P(f, t) of energy F(f, t) at a given frequency f and
time t is calculated as

𝑃 (𝑓, 𝑡) = ∑𝑓0 𝐹 (𝑓, 𝑡)
∑𝑓max
0 𝐹 (𝑓, 𝑡) (5)

where selected frequency values f should not be singular
at time t and satisfy P(f,t)≥0.75. Therefore, several features
revealing high-intensity can be extracted from both the total
spectrogram and dominant speed.

(1) 
e area of the surrounded curve (ASR) denotes the
area of the speed curve surrounded with horizontal
axis. The rationale is that assault-like actions produce
relatively enormous velocity along with high peaks of
amplitudes in a short time duration. The efficiency of
ASR depends on previous segmentation step.

(2) 
e power changing rate (PCR) is proposed to
reflect the increase of kinetic energy based on the
observation that abnormal drastic motions typically
have high Doppler energy content within a specific
frequency band.We give the mathematical formula of
PCR as follows:

𝑃𝐶𝑅

=
∑𝑡0𝑡=𝑡0−1∑

𝑓𝑢
𝑓=𝑓𝑙

𝐹 (𝑓, 𝑡) .𝑓 − ∑𝑡0+1𝑡=𝑡0 ∑𝑓𝑢𝑓=𝑓𝑙 𝐹 (𝑓, 𝑡) .𝑓


min (∑𝑡0𝑡=𝑡0−1∑𝑓𝑢𝑓=𝑓𝑙 𝐹 (𝑓, 𝑡) .𝑓, ∑𝑡0+1𝑡=𝑡0 ∑𝑓𝑢𝑓=𝑓𝑙 𝐹 (𝑓, 𝑡) .𝑓)
(6)

where F(f,t) represents the FFT power coefficients of
a specific frequency f at time t, f u and f l is the upper
bound and lower bound of the interested frequency
band, and t0 refers to the time when transition point
is detected.

(3) Peak amplitude bandwidth (PAB) chooses the 1/2
and 1/4 peak amplitude bandwidth to reflect the
divergence between peak values and valley values
of FFT magnitudes. The reason is that energy of
intensive assaults disperses in a wide band around the
frequency of peak amplitude.

(4) High-frequency duty ratio (HDR) is often used to
measure the ratio of high level of the time. Consider-
ing violent actions are always along with rapid high-
frequency changes, we count the number of times
when FFT coefficients F(f,t) meanwhile exceed preset
frequency f and a predefined threshold.

The SVM classifier is then applied to select assault-like
actions, which is originally designed for binary classification.
We use LibSVM toolbox [33] with Gaussian Radial Basis
Function (RBF) kernel in the training process and set the cost
parameter C and gamma g in kernel function to be 4 and
0.0884 through 10-fold cross-validation.

4.6. Global Analysis. Global analysis starts to be considered
only when assault-like action is detected. We adopt two
features to characterize the continuity and irregularity of
complex physical assault.

(1) Detection Confidence is calculated to reflect the con-
tinuity of human activities. As is shown in Figure 4,
violent events always last for a relatively long time
due to the escalation of physical conflicts, while
other normal movements (e.g., lying down and sitting
down), even with abrupt acceleration, seem unlikely
to occur several times within a short time duration.
To quantify the continuity of actions, let J be a
sequence of segmented slices; the predicted assault
probabilities of following segments are calculated. We
give a detection confidence CT as

𝐶𝑇 = sgn (T) −∏
𝑗∈𝐽
(1 − 𝑃𝑗) (7)

where Pjdenotes the probability of violent action in
the j-th segments. The formula indicates that with
the increase of the number of assault-like segments
within time duration T, the possibility of assault
events will be higher, which could efficiently reduce
the rate of false alarm. We set time duration T as 15s
for real-time and robust monitoring.
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(2) Lempel-Ziv complexity is a feasible indicator to reflect
the irregular degree between the vicinity segments.
Physical assault may result in irregular patterns due
to various extents of attacks, while rapid macro-
movements, e.g., running and frog leaping, have
repetitive profiles. In such case, Lempel-Ziv complex-
ity [34] is appropriate to measure the dissimilarity of
both sanitized amplitudes and extracted velocity, by
counting the number of distinct patterns and recur-
rence rate in target series.Thenormalized Lempel-Ziv
complexity C(n) can be calculated as

𝐶 (𝑛) = 𝑐 (n)𝑛 log𝜕𝑛 (8)

where c(n) denotes a complexity counter; 𝜕=2 means the
binary consideration here. Finally, another SVM classifier
is adopted to differentiate real physical assault from similar
dynamic actions, using the normalized feature to quantify the
continuity and regularity. Wi-Dog would trigger the alarm
only when both preset conditions meet the criteria.

5. Evaluation

In this section, we interpret the experimental strategies,
overall performance and detailed impact study of Wi-Dog,
respectively.

5.1. Experimental Strategy. Experimental setup. We use a
ThinkPad X200 laptop with a single antenna as the sender
and a Lenovo T460 laptop with three antennas as the receiver.
Both laptops are slightly modified with Intel 5300 NICs and
set up to inject in monitor mode on channel 165 at 5.825
GHz, with package rate set to 1000 pkts/s. In Figure 6, we
evaluate Wi-Dog with 10 volunteers (5 males and 5 females)
in amultipath-affected classroom surroundedwith tables and
chairs, and a narrow corridor with the width of 1.5m, which
can be regarded as LOS environment. We place the sender
and the receiver at the height of 0.8m corresponding to the
height of human torso and separate them by a distance of 3m
for an appropriate detection range.

Data collection. We collect abundant CSI data in almost
two weeks for (1) 5 mild interactions (i.e., shaking hands,
making bows, talking with body language, hugging, and giv-
ing high-five), (2) 5 normal human actions (i.e., lying down,
sitting down, walking, running, and playing exergames)
performed by one volunteer with the other one standing
by, and (3) long-time physical assaults imitated by two vol-
unteers of each group with necessary protective equipment
(e.g., pushing over the victim). Each volunteer is asked to
continuously finish specific normal actions and then conduct
assault attack in total 5 minutes for 50 sets, while there are
no predefined constraints for physical assaults. The ground
truth is acquired according to the video recordings. Due to
the layout limitation, Figure 7 only shows an example of
intensive action. At the beginning, the attacker and the victim
both keep static status in Figure 7(a).Then the attacker walks
toward the victim (Figure 7(b)) and pushes over the victim on
the ground (Figure 7(c)). The system would be awaken and

keeps a close watch on the subsequent actions. If the victim
struggled to strike back and the conflict arose,Wi-Dog would
consider these actions as physical assault and raise the alarm.

Metric.We evaluate the performance of Wi-Dg based on
two metrics.

(i) True Detection Rate (TDR) is the probability that the
physical assault is accurately detected from similar
activities, which is defined as the ratio of accurately
detected assaults from all human interactions. Higher
TDR represents the effectiveness of an emergency
alert system.

(ii) False Alarm Rate (FAR) is the proportion of the
system wrong alarms when there is no violent assault
happening, which can be defined as the ratio of
wrongly detected assaults and accurately detected
assaults. Lower FAR promises fewer misalarms and
optimizes the public resource.

5.2. Overall Performance. In this part, we resort to three
state-of-the-art anomaly detection methods, RT-Fall [21],
WiFall-2014 [35], and WiFall-2017 [36] as the baselines.
WiFall-2014 [35] was the first work for passive fall detection
with COTS Wi-Fi devices, and its extended version WiFall-
2017 [36] advanced the performance by considering the
subcarrier sensitivity and principal component extraction. By
comparison, we could understand the necessity of subcarrier
selection. RT-Fall is the most similar work, which extracted
features from bimodal CSI information and realized real-
time segmentation. However, even though physical assaults
and fall-like actions happen with similar energy variations,
these fall detection methods cannot be directly applied due
to the lack of assault-procedure analysis. We then add global
analysis to further process extracted features. The main
purpose of comparison is to reveal the superiority of our
CSI processing algorithms and segmentation methods. As
is shown in Figures 8(a) and 8(b), we notice that WiFall-
2014, without subcarrier selection and action segmentation,
cannot realize robust assault monitoring with only statistical
features, which could mislead the assault alarm. The average
TDR and FAR of WiFall-2014 in LOS are around 0.71 and
0.28, while in NLOS environment they are around 0.64 and
0.35. WiFall-2017 emphasized the importance of subcarrier
selection and earned a 0.19 (0.13) higher TDR and 0.07
(0.10) lower FAR compared with its previous version in LOS
(NLOS). Yet the lack of segmentation still limits its practical
use. RT-Fall reveals its satisfactory performance in complex
scenarios. The TDR and FAR of RT-Fall are 0.91 and 0.13 in
LOS, 0.86 and 0.15 in NLOS. Compared with RT-Fall, Wi-
Dog outperforms RT-Fall by 3% higher TDR and 5% lower
FAR in LOS, similar TDR and slightly lower FAR around
0.85 and 0.11 in NLOS. We explain why amplitude-based Wi-
Dog could achieve similar or even better performance than
full-information-employed RT-Fall. First, Wi-Dog uses the
selected cross correlation to characterize the properties of
phase difference which has been proved in [14]. Second, Wi-
Dog overcomes the drawback of amplitude-based detection
method which is, as commonly argued, its vulnerability to
NLOS environments based on the appropriate subcarrier
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Figure 6: Experimental scenarios.
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Figure 7: Video snapshots of intensive action.

selection. Third, Wi-Dog is robust to micro-movements near
the links and sensitive to macro-movements in the distance
by monitoring the complexity level of suspected actions in
target frequency bands. In contrast, location-variant move-
ments may constrain the accuracy and robustness of RT-Fall.

5.3. Parameter Study. Impact of local-global analysis. In order
to validate the practicability and necessity of the detailed
description of assault characteristics, we evaluate the local-
global analysis by separately evaluating all three properties.
Table 1 shows the specific value of independent-processed
part. For single-variable analysis, both intensity (In) and
irregularity (Ir) analysis are infeasible to sensitively detect
or precisely alarm, while only considering continuity (Co)
is meaningless. For double-variable analysis, we notice that
the method of (In+Ir) could achieve obvious progress in
sensitivity, while it still maintains relatively high FAR in
experiments. (In+Co) sharply lowers the FAR by excluding
those slices with enormous short-time energy, while leading
to the omission of assault alarm. We also take (Ir+Co) into
consideration; while the irregular features of short-time slices
are subjected to continuity analysis, the final result is not
unsatisfactory. To make overall quantification of physical
assault, an integrated local-global analysis is imperative for
raising the sensitivity as well as reducing the false alarms.

Impact of group diversity. To evaluate the general applica-
bility of Wi-Dog for different users, we recruit 10 volunteers
consisting of 5 males and 5 females to show the impact
of group diversity. During the experiments, the participants

Table 1: Performance of local-global analysis.

Method LOS NLOS
TDR FAR TDR FAR

In 0.61 0.35 0.58 0.41
Ir 0.58 0.44 0.52 0.46
In+Ir 0.81 0.23 0.75 0.28
In+Co 0.61 0.13 0.58 0.15
Ir+Co 0.73 0.25 0.66 0.35
In+Ir+Co 0.94 0.08 0.85 0.11

possessing various heights, weights, and ages are required to
be paired with different partners. The reason is that different
participants may react with various intensive extents. As is
shown in Figure 9, Wi-Dog monitors physical assault of
all participants with relatively high accuracy. Among the
results, the detection rates of Male-beat-Male (M→M) and
Male-beat-Female (M→F) seem satisfactory. We owe it
to the rapid macro-movements caused by men-characters.
Conversely, we also notice that in the process conducted
by female, the detection rate drastically decreases to 0.88 in
LOS and 0.86 in NLOS when the victim is female, and 0.85
in LOS and 0.78 in NLOS when the victim is male, which
are still practicable even in real environment. We explain
that Wi-Dog is sensitive to high-intensity actions and body
profiles in the monitoring area, while female participants fail
to maintain consistent high-intensity attacks to overweight
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male victim. The loss of fighting information may induce a
slighter Doppler frequency shifts that can be confused with
those normal interactions.

Impact of thresholds. As precise segmentation is essential
for long-time assault detection, an appropriate threshold of
VDI is needed to sensitively monitor abnormal transitions.
Figure 10 depicts the TDRs and True Negative Rates (TNRs)
of assault activities under a rational variation of VDI thresh-
olds with the increment value of 0.01. With the increase
of thresholds, the TDR decreases from 1 to 0.2, indicating
that only extremely strenuous actions over the predefined
thresholds can be correctly identified, while those below-
threshold violent actions would lead to a general uptrend of
TNRs.Wenote that lower thresholds lead to higher sensitivity
but unreliability in assault monitoring. For balanced overall
performance, Wi-Dog achieves the best trade-off between
TDR and TNR of 0.94 and 0.92 by setting the threshold of
VDI as 0.275, which is a general threshold fitting the majority
of assault types.

Impact of duration time. We further evaluate the per-
formance with changing duration time T. Intuitively, longer
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Figure 10: The impact of VDI thresholds.

duration time could contain more underlying assault actions,
which would significantly reduce the misinformation and
ensure the system accuracy. As is shown in Figure 11, we
observe an ideal trend of rising TDR as well as decreasing
FAR with longer T. The reason behind observations is that
assault-like actions (e.g., fall and run) bursting out enormous
short-time energy can be excluded by continuity analysis,
which may otherwise induce severe misalarms. However,
when duration time T exceeds 20s, FAR has an obvious
rising trend while TDR has a slight decline. We explain that
even physical collisions would generate some similar patterns
and present some kind of regularity. Furthermore, longer
time duration would bring about relatively higher possibility
of confusion with continuous middle-intensity movements
during exergames.We setT=20 as a reasonable choice by fully
considering the real-time capability and accuracy.

Impact of packet rates. Based on a clean channel 165 and
both laptops set up in monitor mode to avoid uncontrolled
packet losses, further experiments are conducted to see the
relationship between system accuracy and sampling rate.
Since abundant information of drastic actions can be fully
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preserved by fine-grained transmission, we suppose that
Wi-Dog can achieve better performance with the increase
of sample rates. Figure 12 verifies our intuition, which
shows the positive correlation between two variables. By
horizontal comparison, we notice that all systems enhance
the performance in varying degrees. The rationale is that
growing packets in fixed time window would induce more
informative features, e.g., wavelet entropy and variances. By
vertical comparison, we observe that Wi-Dog outperforms
the other twomethodswhen the sampling rate increases from
500 pkts/s to 2000 pkts/s. In particular, Wi-Dog possesses
a favourable result of 0.91 even with only 500 pkts/s, while
the other three methods raise the TDR but could only
approximate the value in 2000 pkts/s. Therefore, Wi-Dog
could make assault monitoring available with imperfect Wi-
Fi devices even with low sampling rate.

Impact of distance to LOS path. In general, amplitude-
based detection severely suffers from its natural deficiencies,
for example, obstacle and long-distance attenuation, which
limits the effective detection range. We test the impacts
of distance with two baselines in the mid-perpendicular

of a single link, ranging from 1m to 5m. Figure 13(a)
demonstrates the varied trend with the changing performing
distance. Obviously, the detection rate of WiFall-2014 suffers
from maximum long-distance attenuation due to inferior
subcarriers. With efficient signal processing steps, the other
three methods keep relatively high detection rate. Due to
the lack of accurate segmentation, WiFall-2017 omits some
useful segments and only obtains 0.74 at 5meters; RT-Fall and
Wi-Dog are both competitive to sensitively detect physical
assault.

In Figure 13(b), we notice that the closer the distance
between users and links is, the higher the FAR is. This is
because the location of users is relevant to the sensitivity of
the monitoring system. For example, some slight interactions
near the link could be easily mistaken as intensive actions,
so the system may raise misalarm. The reason lies in the
variance-based segmentation, which is a location-dependent
indicator. In contrast, Wi-Dog copes well with this critical
challenge by decomposing superposed signal into different
frequency band, which makes Wi-Dog practicable in wide
range monitoring.

6. Discussion and Limitations

6.1. Detecting Multiple Targets in Close Contact. Given that
Wi-Dog excels in monitoring physical assault mainly based
on its natural properties of high-intensity, irregularity, and
continuity, we intend to further promote the sensitivity
of Wi-Dog by detecting multiple targets in close contact.
The original motivation springs from vision-based assault
method [37] by effective spatiotemporal modeling to detect
crowd abnormal events, which implies tight connection
between crowd density and probability of abnormal events.
Unfortunately, two thorny problems arise.

First, as the latest work [38] counts crowd by using multi-
ple wireless links, it seems unsolvable to calculate the crowd
density in a single link beforehand; let alone the relative
locations. TensorBeat [39] is recently proposed to monitor
multiperson breath rates in the high dimensions. Wi-Run
[13] borrows the idea of tensor decomposition for multiple-
runner recognition. However, the calculation of rank R
representing the number of people is an NP-hard problem
in tensor decomposition. Second, the obstacle caused by
human motions in LOS path cannot be captured due to
our reflection-based theory basis, though the problem can
be mitigated by optimal device placements in experiments.
Nevertheless, we leave the early detection of multiperson
scenario as one of our future works.

6.2. Detecting Multitype Assault. AlthoughWi-Dog has been
validated to accurately monitor physical assault based on
the rapid and continuous movements of body parts, it still
cannot cover all types of violent actions in real world.
For example, if victim encounters sudden deadly gunshots
or any single lethal assault, the assault alarm would not
be triggered. Note that assault process comprises various
features, including audio cues and visual cues [40] (e.g.,
screaming, gunshots, explosion, and blood); just in case,
multiple sensors should be put into services and provide
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Figure 13: The impact of performing distance.

multimodal information for major-concerned public places.
We envision an enhanced version of Wi-Dog by multimodal
feature processing for more complicated scenarios, in which
wireless sensing technology acts as an avant-courier and
decision-making center.

6.3. Embracing Deep LearningMethods. The feasibility ofWi-
Dog partly relies on the elaborate-design spectrum features.
Specifically, we extract the spectrum features to represent
the motion intensity and further consider the irregularity
and continuity so as to depict the correlation of motions,
while it requires the domain knowledge and handcraft feature
selection. Moreover, if two users push over along the tangent
line of the Fresnel Zone [17], the reflected signals could
be very weak and the spectrum features could be obscure.
Therefore, TDR is relatively low (i.e., at almost 0.65). Global
analysis is helpful to some extent since the directions of
human movements are irregular, yet it lowers the time-
efficiency. It is also a natural choice to deploy multiple pairs
of trans-receivers [21, 35, 36], yet it increases the economic
cost.

Recent years show the potential of deep learning embed-
ded Wi-Fi sensing, such as Deep Neural Network (DNN),
Convolutional Neural Network (CNN), and Recurrent Neu-
ral Network (RNN), which could automatically extract high-
level prominent features through multiple hidden layers. We
believe the Wi-Dog could be further promoted by using
these advanced models. For example, intrinsic motion char-
acteristics could be captured by CNN through convolutional
operations, and the long-term relations could be established
by RNN. Since there is no work focusing on deep learning-
based abnormal detection, we leave it as our future work.

7. Related Work

Wi-Dog is related to the previous abnormal detection works
in three categories: wearable sensor based, camera based, and
wireless sensing based.

Wearable sensor based. Wearable sensor-based systems
are both widely used and commercially available owing to the
rapid development of sensor technology.

For example, [4] recognized free-weight activities by
attached RFID tags and further assessed the exercise quality
from a local-global perspective. Reference [2] developed a fall
detection system by monitoring the variation of 3-dimension
acceleration data, with a specific wearable device placed on
human’s waist. Reference [3] utilized amultisensor integrated
glove to identify abnormal behaviours of paralysis patients.
Reference [5] explored the possibility of using a smartphone
to detect abrupt physical attacks. However, all these methods
require per-user wearing sensors, while Wi-Dog aims to
achieve contact-free assault detection.

Camera based. Camera-based assault detection system
uses fixed cameras to capture pictures or video frames to
identify human assault. Reference [6] firstly presented an
approach to analyze assault relying on the information of
motion trajectory and acceleration. Reference [7] further
studied aggressive fighting using extreme acceleration pattern
as discriminant feature. Reference [8] designed a novel image
descriptor for assault with spatial and temporal features. Even
so camera-based schemes address the problem of wearing
extra devices, the issues of privacy and limited monitoring
scope are still up in the air.

Wireless sensing based. Wireless sensing-based schemes
attract extensive attention in recent years [9–11]. We adopt
CSI-based schemes because fine-grained CSI is available
in ubiquitous Wi-Fi devices. In recent studies, CSI was
utilized to track the walking path [41] as well as func-
tional body movements [12] and recognize walking postures
[14], multiperson running detection [13], and even slight
movements like breath [17] and finger movements [18–20].
However, existing CSI-based schemes highly depend on the
observation of the repetitions with reproducible features,
while violent behaviours can be random and irregular.
NotiFi [42] proposed a non-parameter training scheme for
abnormal activity detection by using Dirichlet process. Yet it
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requires the user’s continuous walking and cannot handle the
presence of multiple users. RT-Fall [21] is the most similar
state-of-the-art, which used the variations of calibrated CSI
phase differences to detect fall and extracted the distinct
power decline pattern to find transition points. However,
we discard the phase information of CSI power due to the
impact of carrier frequency offsets. Motivated by CARM [15]
which extracted PLCRs from time-frequency analysis, Wi-
Dog makes one step further in accurate feature extraction
of velocity, including a selection strategy of antennas and
subcarriers as well as a segmentation method. Furthermore,
Wi-Dog improves the robustness through all-round local-
global analysis.

8. Conclusion

Wi-Dog is a noninvasive physical assault monitoring scheme
on a single link with commercial Wi-Fi devices, which
consistently analyzes the local-global characteristics of CSI
waveforms. A set of novel CSI processing methods are
proposed to choose reliable antenna pairs and sensitive
subcarriers. Moreover, a feasible Assault Detection Indicator
(VDI) is developed to monitor target frequency transitions
of location-variant behaviours. Finally, all-round local-global
analysis is adopted to fully exploit the features of physical
assault. We prototype Wi-Dog on commodity Wi-Fi devices
and evaluate the overall performance in both LOS and NLOS
scenarios. Experimental results further validate the accuracy
and robustness of Wi-Dog, compared with the state-of-
the-art abnormal detection methods. We consider Wi-Dog
as an early step toward general emergency detection on
wireless sensing and a significant complement for computer-
vision-based abnormal detection in security-minded places,
including, but not limited to, terrorist threat warning, fall
detection for the elderly, and exercise quality assessment.
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Cognitive radio (CR) is being considered as a vital technology to provide solution to spectrum scarcity in next generation network,
by efficiently utilizing the vacant spectrum of the licensed users. Cooperative spectrum sensing in cognitive radio network has a
promising performance compared to the individual sensing. However, the existence of the malicious users’ attack highly degrades
the performance of the cognitive radio networks by sending falsified data also known as spectrum sensing data falsification (SSDF)
to the fusion center. In this paper, we propose a double adaptive thresholding technique in order to differentiate legitimate users
from doubtful and malicious users. Prior to the double adaptive approach, the maximal ratio combining (MRC) scheme is utilized
to assign weight to each user such that the legitimate users experience higher weights than the malicious users. Double adaptive
threshold is applied to give a fair chance to the doubtful users to ensure their credibility. A doubtful user that fails the double
adaptive threshold test is declared as a malicious user. The results of the legitimate users are combined at the fusion center by
utilizing Dempster-Shafer (DS) evidence theory. Effectiveness of the proposed scheme is proved through simulations by comparing
with the existing schemes.

1. Introduction

Wireless network technologies are the most promising tech-
nologies in the twentieth century. Today, we already have
over a dozen wireless technologies in use: Wi Fi, Bluetooth,
Zig Bee, NFC, LTE, earlier 3G standards, satellite services,
etc. Due to the proliferation of these wireless networks and
the increase in the number of users the spectrum scarcity
problem is raised. On the other hand, various reports have
shown that the spectrum is inefficiently utilized such that
the spectrum is underutilized at a fixed frequency and at
a random geographical area [1]. Federal Communication
Commission (FCC) states that temporal and geographical
variations in the utilization of the assigned spectrum vary
from 15% to 85% [2]. One promising solution to this problem
is proposed by Joseph Mitola, i.e., “Cognitive Radio (CR)”
[3, 4].

CR is a vital technology to improve spectrum utilization.
A major challenge in CR is spectrum sensing that identifies
the presence of the licensed/primary user (LU) in the network
and whenever the LU is detected, secondary user (SU) needs
to vacate the channel [5].

Sensing reliability of a single SU degraded by fading and
hidden terminal problems. This problem is overcome by the
use of cooperative spectrum sensing (CSS), which involves
exchange of local sensing decision betweenmultiple SUs. SUs
send the sensing result to fusion center by utilizing either the
hard decision or soft decision rules.

There are two types of CSS, one is centralized CSS and
the other one is distributed CSS. In the centralized CSS, all
SUs sense the environment and send their information about
the presence of LU to the data fusion center (DFC) and the
DFC gives the final decision about the presence of LU. In the
distributed CSS in which there is no central node, every SU
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senses the radio environment and different SUs share their
information and make their own decision with distributed
manner [1].

Various detection techniques are utilized in the literature
to detect the presence of LU. Various detection techniques
can be categorized as energy detector based sensing tech-
nique, waveform-based sensing technique, cyclostationarity
based sensing technique, and matched-filtering technique
[6]. Among the techniques, energy detector gives an effective
spectrum sensing performance with low complexity. Energy
detector is a noncoherent detector which detects the presence
of the LU signal by measuring its energy and comparing it
with a predetermined threshold. Furthermore, this technique
does not require any prior information about LU and it is easy
to implement and to be extended for the other spectrum sensing.

Meanwhile, CR networks (CRNs) are highly vulnerable
to security threats. Security for wireless networks is an
important part which ensures secure operation of the under-
lying network infrastructure [7]. Various attacks are studied
in the literature, which highly degrades the performance
of CRN. The most common attacks in CRN are primary
user emulation attack (PUEA) and spectrum sensing data
falsification (SSDF) attack [8]. In the PUEA, a malicious user
behaves like an incumbent transmitter so as to enforce SUs to
vacate the spectrum band. In the SSDF attack, the malicious
users send false information about the presence or absence
of LU to the fusion center.The SSDF attacks severely degrade
the spectrum sensing reliability and spectrum utilization.

For secure CSS from the SSDF attacks, various schemes
have been proposed. In [9], a schemewas proposed to prevent
the SSDF attacks by calculating and updating the credit value
of the SUs; malicious users are excluded to avoid the SSDF
attacks in cooperative spectrum sensing. In [10], a coopera-
tive scheme based on adaptive threshold is proposed which
utilizes matched filter detector as a second stage detector
in a confused region between signal and noise, and in the
clear region between signal and noise, energy efficient energy
detector is used as a first stage detector. Main problem of the
conventional energy detector is its lowdetection performance
at low signal-to-noise-ratio (SNR) region new approach has
been proposed in [11] to solve the problem. In [11] a bilevel
thresh holding approach for energy detection is proposed. In
[12], an improved soft fusion-based algorithm was proposed.
The authors made improvements in the traditional soft
fusion algorithm by establishing the reputation mechanism
according to the SU’s past service qualities.The different SUs’
reputation degrees are utilized for allocation of weights to
the SUs in the fusion, and using this scheme the effect of
the malicious users can be reduced. In [13–15], the authors
explored Dempster-Shafer (D-S) evidence theory in CSS. It
includes four consecutive procedures, which are (1) basic
probability assignment (BPA) with this approach, (2) holistic
credibility calculation, (3) option and amelioration for BPA,
and (4) evidence combination via the D-S rule, respectively
[15]. In [16], a newmethodwas proposed,which estimated the
attack strength and applies it in the k−out−N rule to obtain
the optimum value of k that minimizes the Bayes risk.

On the other hand, above schemes do not consider the
doubtful region where it is not clear whether a certain user

is legitimate or malicious. While [10] considered the scenario
with the doubtful region, matched filter detection technique
is used. It is worthy of note that the matched filter detection
has a complexity issue where it needs prior knowledge about
LU.

In our proposed scheme, we utilize D-S evidence the-
ory with double adaptive threshold method to differentiate
among legitimate, doubtful, and malicious users. In the pro-
posed scheme, weights are assigned to each user by utilizing
maximal ratio combining (MRC). The weights are assigned
to individual SUs, once weights are assigned and masses,
i.e., basic probability assignment (BPA), are updated. The
legitimate users have the highest weights and the malicious
users have the lowest weights. The doubtful users have the
weights between those of the legitimate and the malicious
users. To ensure its credibility as a legitimate user a fair chance
is given through the proposed adaptive algorithm. If it proves
its credibility, it is declared as a legitimate user. Otherwise it
is declared as a malicious user and withdrawn from the final
decision. Through the simulation results, we verify that our
proposed scheme is effective and efficient compared to the
existing schemes.

The remaining of the paper is organized as follow:
system model description is given in Section 2. Section 3
gives a detailed description of the proposed double adaptive
threshold scheme and the proposed algorithm at the fusion
center. In Section 4, we evaluate the performance of the
proposed scheme and compare with the existing schemes.
Finally, the paper is concluded in Section 5.

2. System Model

We consider a cognitive radio network that consists of
secondary users (SUs), malicious users (MU), and a common
receiver, which plays a role as a fusion center as shown in
Figure 1. All SUs in the network perform spectrum sensing
and transmit sensing result in the fusion center determining
if a licensed user (LU) is present or absent in the network.
All the SUs including both the legitimate and malicious users
participate in cooperation to determine the status of the
licensed user in the network.

We assume that each SU independently performs local
sensing by using energy detector.The local sensing is a binary
hypotheses testing under the absence H0 or the presence H1
of the LU in the network, which is given by

𝑦 (n) = {𝑧 (𝑛) ; 𝐻0,
𝑧 (𝑛) + 𝑠 (𝑛) ; 𝐻1, (1)

where z(n) denotes the additive white Gaussian noise
(AWGN) and s(n) denotes the transmitted signal from the
LU.

Since we consider the energy detection technique for the
collection of information on the existence of the LU in the
network, the test statistics is equivalent to an estimation of
the received signal which is given by each SU as

𝑥𝐸𝑗 =
𝑁∑
𝑗=1

𝑦𝑗2 , (2)
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Figure 1: System model.

where 𝑁 = 2𝑇𝑊, in which 𝑇 is the sensing duration and
W is the bandwidth, and 𝑦𝑗 denotes the j-th sample of the
received signal. According to the central limit theorem (CLT),
when the value of N is large enough, e.g., 𝑁 > 200, the
combined signal can be well approximated as a Gaussian
random variable under hypotheses H0 and H1, with means𝜇0 and 𝜇1 and variances 𝜎20 and 𝜎21 , which are given by [17]𝜇0 = 𝑁,

𝜎20 = 𝑁 (𝛾 + 1) ;
𝐻0,𝜇1 = 𝑁,

𝜎21 = 2𝑁 (2𝛾 + 1) ;
𝐻1,

(3)

where 𝛾 is the signal to noise ratio (SNR) the LU at the SUs.
In D-S evidence theory, the frame of discriminant A can

be defined as {𝐻0, 𝐻1, Ω}, where Ω describes whether of the
hypotheses is true or not. Based on parameters of means
and variances, the BPA mH0(i) and mH1(i) are determined
as a cumulative distribution function, respectively, by using
hypotheses of the absence and the presence as follows [18]:

𝐻0 : mH0 (i) ← 𝑚𝑖 (𝑥𝐸𝑖 | 𝐻0)
= 1√2𝜋𝜎0 𝑒

−(𝑥𝐸𝑖−𝜇0)
2/𝜎20 ,

𝐻1 : mH1 (i) ← 𝑚𝑖 (𝑥𝐸𝑖 | 𝐻1)
= 1√2𝜋𝜎1 𝑒

−(𝑥𝐸𝑖−𝜇1)
2/𝜎21 ,

(4)

where 𝑚𝑖(𝑥𝐸𝑖 | 𝐻0) and 𝑚𝑖(𝑥𝐸𝑖 | 𝐻1) denote masses of
the BPA values for the absence or presence of the LU in the
network.

3. Proposed Scheme

In this section, we provide detailed description of the
proposed scheme. In CSS, SUs utilize an energy detection
technique to sense the existence of the LU in the network.
After performing the spectrum sensing, the SUs measure
their mass values by using the BPA. Once the mass values
of the SUs are measured, the SUs can be classified into three
different categories. If the mass value of an SU is less than
the lowest threshold (thr1), the SU is identified as a MU and
discarded from the final decision. If the mass value of an
SU is greater than the highest threshold (thr2), the SU is
identified as a legitimate SU. Finally, the mass value of a SU
lies between the lowest threshold (thr1) and highest threshold
(thr2); the SU is categorized as a doubtful user. In order to
provide a fair opportunity to doubtful users and ensure their
credibility, we apply the proposed algorithm to those users. If
the credibility is ensured, the user is considered as a legitimate
SU; otherwise, it is declared as an MU and discarded from
the final decision at the fusion center. The proposed double
adaptive threshold is graphically described in Figure 2.

In Figure 2, it is shown a single threshold, fixed double
threshold, and the proposed adaptive threshold. The single
threshold does not take the doubtful users into consideration.
It categorized the SU as either legitimate user or an MU,
which degrades the performance of the system. In fixed
double threshold, the lowest threshold and highest threshold
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Figure 2: Proposed double adaptive threshold.

are fixed. In the proposed scheme, we consider legitimate,
doubtful, andMU in a double adaptive thresholding scenario
and provide a fair chance to doubtful user to prove their
credibility.

The mass value of each SU is measured in (4). After the
mass values of the SUs are determined, the next step is to
measure the weighting factor for each SU to update themasse
value. The weightage of each user is determined by

𝑤 (𝑖) = √ 𝑆𝑁𝑅 (𝑖)𝑇𝑜𝑡𝑎𝑙 𝑆𝑁𝑅, (5)

where SNR(i) is the signal to noise ratio of the i-th SU, and
Total SNR is the sum of all the SUs’ SNRs.

In the proposed algorithm, if the mass value of an SU
is less than the lowest threshold (thr1) then the weight
assignment to the SU is zero and considered as an MU. If the
mass value of an SU is greater than the lowest threshold (thr1)
but lower than the highest threshold (thr2), its mass value is
updated and compare with the proposed adaptive threshold.
If its mass value is still lower than the highest threshold
(thr2), it is categorized as anMU and discarded from the final
decision at the fusion center. Finally, the updated mass value
is sent to fusion center for final decision.

Once the weights of each SU are measured using (5), then
the mass values of SUs are updated as

mH0 (i) = mH0 (i) + (mH0 (i)w (i)) ,
mH1 (i) = mH1 (i) + (mH1 (i)w (i)) , (6)

where 𝑚𝐻0(𝑖) is the updated masses of hypotheses of
absence of LU as reported by i-th secondary user and𝑚𝐻1(𝑖)

is the updated masses of hypotheses of presence of LU as
reported by i-th SU.

The performance of spectrum sensing in CR is enhanced
by keeping the highest value of probability of detection
(𝑃𝑑) and lowest value of the probability of false alarm (𝑃𝑓).
According to IEEE 802.22 (WRAN), to prevent any interfer-
ence between the LU and SU the probability of detection (𝑃𝑑)
needs to be as high as possible. To prevent underutilization of
spectrum, probability of false alarm (𝑃𝑓) needs to be kept as
low as possible. Thus, the threshold should be selected such
that we receive optimumvalue of𝑃𝑑 and 𝑃𝑓.Thus, by picking
up different threshold values to obtain the lowest possible
values 𝑃𝑓 and highest 𝑃𝑑, we obtain an optimal threshold.𝑃𝑓 and 𝑃𝑑 are calculates by (7) and (8), respectively:

𝑃𝑓 = 12𝑒𝑟𝑓𝑐 ( 1√2 (
𝑡ℎ𝑟 (𝑘) − 2𝑚 )√4𝑚 ) , (7)

𝑃𝑑 = 12𝑒𝑟𝑓𝑐 ( 1√2 (
𝑡ℎ𝑟 (𝑘) − 2𝑚 (𝑆𝑁𝑅 (𝑖) + 1)√4𝑚 (2𝑆𝑁𝑅 (𝑖) + 1) ) , (8)

where thr(k) is the range of thresholds.
The upper and lower limit of the double adaptive thresh-

old is selected based on the requirement of the decision. The
optimal threshold formasses is also calculated using the same
formula except thr(k) is replaced by a range of masses for
minimal 𝑃𝑓 and maximal 𝑃𝑑.

Then, the fusion center is applied in Algorithm 1.
Once the mass values of the SUs for both hypotheses𝑚𝐻0(𝑖) and 𝑚𝐻1(𝑖) are updated by the proposed algorithm

by utilizing (6), the updated mass values of the SUs are sent
to fusion center for final decision.
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Figure 3: Flow chart of the proposed scheme.

According to the D-S evidence theory, the combination
of updated masses at the fusion center can be given as

mH0 = mH0 (1) ⊕mH0 (2) ⊕ . . .mH0 (i)
= ∑𝐴1∩𝐴1∩...𝐴𝑁=𝐻0∏𝑁𝑖=1mHi (Ai)1 − 𝐾

mH1 = mH1 (1) ⊕mH1 (2) ⊕ . . .mH1 (i)
= ∑𝐴1∩𝐴1∩...𝐴𝑁=𝐻1∏𝑁𝑖=1mHi (Ai)1 − 𝐾 ,

(9)

where 𝐾 = ∑𝐴1∩𝐴1∩...𝐴𝑁=⌀∏𝑁𝑖=1mHi(Ai) and the operator ⊕
is the sequential combination of the mass values.

Thefinal decision𝐹𝑑 is determined based on the following
simple strategy:

𝐹𝑑 = {{{
H1: mH1 ≻ mH0
H0: mH1 ≺ mH0. (10)

The overall flowchart of the proposed scheme is given in
Figure 3.
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Input: energy of the sample (mass value 𝑚𝐻0(𝑖), 𝑚𝐻1(𝑖)), lowest threshold (thr1), highest threshold
(thr2)
If energy of the sample (mass value) < lowest threshold (thr1)

Set the corresponding weights to zero
Else if lowest threshold (thr1) < energy of the sample (mass value) < highest threshold (thr2)

Update masses value using (6)
Else

Don’t update mass values
End if
Output: Update mass value𝑚𝐻0(𝑖), 𝑚𝐻1(𝑖).

Algorithm 1: Proposed algorithm at fusion center.
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Figure 4: Performance comparison of various schemes with and without “Always Yes” attack.

4. Numerical Evaluation
In this section, we discuss the simulation results of the pro-
posed scheme and compare its performance with the existing
schemes. In the simulation environment, we placed five SUs
randomly andmeasured their local energy by utilizing energy
detector technique. The probability of appearance of the LU
is 0.5, and the bandwidth is 6 MHz, and sensing period is 50𝜇sec. The simulation environment is developed by utilizing
MATLAB as an implementation tool. The parameters for the
simulations are summarized in Table 1.

In Figure 4, the performance comparison of the proposed
scheme to other existing schemes is shown, with and without
existence of MU in the network. In this scenario, we consider
20% malicious users for “Always Yes”. It can be clearly
observed that without malicious user in the network, for𝑃𝑓 of about 0.15, 𝑃𝑑 of the proposed scheme is 0.9 when
the highest 𝑃𝑑 from all the other schemes is almost 0.85.
Similarly, with the presence of MU in the network, 𝑃𝑑 of
the proposed scheme drops but it is still higher than other
existing schemes. At 𝑃𝑓 of 0.1, 𝑃𝑑 of the proposed scheme
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Table 1: Parameters of the simulation.

Parameters Value
Number of SUs in the networks 5
Probability of appearance of LU 0.5
Proportion of MUs in the network 20%
Number of iteration 10,000
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Figure 5: Performance comparison of various schemes with and without “Random” attack.

is almost 0.68 whereas the highest 𝑃𝑑 of the other existing
scheme is 0.64.

Figure 5 shows the performance comparison of the
proposed scheme with other existing schemes with and
without having malicious user in the system. The malicious
users attack considered is “Random” attack scenario. It can be
observed fromFigure 5 that without anymalicious user in the
network, for𝑃𝑓 of about 0.1,𝑃𝑑 of the proposed scheme is 0.86
when the highest𝑃𝑑 from all the other schemes is almost 0.79.𝑃𝑑 is increased in case of a “Random” malicious user due to
random behavior of the malicious user. When the malicious
user is added to the network, 𝑃𝑑 of the proposed scheme is
still higher than the other existing schemes. At 𝑃𝑓 of 0.1, 𝑃𝑑
offered by the proposed scheme is almost 0.67 which is still
higher than 𝑃𝑑 of the other existing schemes.

Figure 6 shows the comparison of the proposed scheme
with other existing schemes, with or without an “Always No”

malicious user attack in the system. It is clear from Figure 6
that without any malicious user in the network, for 𝑃𝑓 of
about 0.2, 𝑃𝑑 of the proposed scheme is almost 0.92 when the
highest 𝑃𝑑 from all the other schemes is almost 0.9. When
the malicious user is added to the network, the performance
of the proposed is better than the other existing schemes.
Specifically, when the value of 𝑃𝑓 is 0.2, 𝑃𝑑 of the proposed
scheme is almost 0.8 and still better than the other existing
scheme.

5. Conclusion

The spectrum sensing data falsification attacks falsifies the
sensing results, which highly degrades the performance of
cooperative spectrum sensing. In this paper, we proposed
a double adaptive approach in cognitive radio networks to
deal with legitimate, doubtful, and malicious users in the
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Figure 6: Performance comparison of various schemes with and without “Always No” attack.

networks. Maximal ratio combining scheme is utilized for
weighting of the secondary users and the proposed dou-
ble adaptive thresholding approach categorized legitimate,
doubtful, and malicious users. A fair opportunity is provided
to doubtful user to ensure its credibility. At the fusion center
Dempster-Shafer evidence theory is utilized for combining
legitimate secondary users’ and making the final decision.
The performance of the proposed scheme is tested in the
presence of various types of malicious users’ attacks and
compared the results with the existing schemes. The results
showed that the proposed scheme outperforms the existing
schemes in case of “Always yes”, “Always No”, and Random
attacks.
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We propose drowsiness detection in real-time surveillance videos by determining if a person’s eyes are open or closed. As a first
step, the face of the subject is detected in the image. In the detected face, the eyes are localized and filtered with an extended Sobel
operator to detect the curvature of the eyelids. Once the curves are detected, concavity is used to tell whether the eyelids are closed
or open. Consequently, a concave upward curve means the eyelid is closed whereas a concave downwards curve means the eye is
open.The proposed method is also implemented on hardware in order to be used in real-time scenarios, such as driver drowsiness
detection. The evaluation of the proposed method used three image datasets, where images in the first dataset have a uniform
background.The proposed method achieved classification accuracy of up to 95% on this dataset. Another benchmark dataset used
has significant variations based on face deformations. With this dataset, our method achieved classification accuracy of 70%. A
real-time video dataset of people driving the car was also used, where the proposed method achieved 95% accuracy, thus showing
its feasibility for use in real-time scenarios.

1. Introduction

We propose an image-based framework for the detection
and recognition of drowsiness based on a person’s eyes.
Such a framework can be instrumental in a multitude of
scenarios, such as driver drowsiness detection, and thus has
the potential to save lives. Among other things, the most
common causes of driver drowsiness are fatigue and excessive
alcohol consumption. In such cases, it is extremely important
to detect the condition of the driver and take appropriate
steps to save lives on the roads. Our proposed framework
is a step towards a solution to this public issue. To that end,
our framework continuously monitors a driver’s condition in
real time by using a video camera installed in front of the
person. From the video, we use an image-based noninvasive
technique to detect the eyes of the driver and classify them as
being open or not.

However, detection and classification of a driver’s eyes
constitute a nontrivial problem that has a set of challenges.
First is localization of the driver’s face from among other
passengers. We utilize the Viola-Jones [1] algorithm for face
detection due to its real-time performance and robustness to
scale and location variations. In addition to the driver’s face,
the algorithm detects all faces in a video that may contain
some falsely detected faces. After localization of the candidate
face, the next challenge is detection of the eyes. As with face
detection, the Viola-Jones algorithm detects many regions
in the face as eyes, among which are falsely detected eyes.
Lastly, the major obstacle in our approach is the removal of
eyebrow in the detected candidate eye region. We propose
using the curvature of the eyelids to determine the state of
the eye as being open or closed. However, the curvature of
the eyebrows is also detected with our specially designed
curvature detection filter.
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We propose an incremental approach to solve these
problems. As a first step, we detect faces with the Viola-Jones
algorithm. The candidate face from among the detected faces
is then decided as being the one that has the largest area
assuming that the driver is nearest to the camera. Only this
face region is then processed in subsequent video frames,
reducing the processing cost. The eyes in this face region are
then detected and processed for eyelid curvature detection.
Finally, to detect the curvature of the eyelids, we apply a filter
only to that part of the candidate eye region that is more
likely to contain the eyelids. Consequently, noise induced by
the eyebrows is reduced to a reasonable level. The curvature
of the eyelid is a compact feature that is feasible for real-
time scenarios due to its quick computation and acceptable
accuracy.

1.1. Related Work. Most of the methods proposed for image-
based drowsiness detection use symptoms related to the level
of the driver’s drowsiness. Detecting eyes that are closed or
open is used in many methods. For instance, Dong and Wu
[2] proposed detecting the eye state via distance calculation
between the upper and lower eyelids. Dasgupta et al. [3] used
the amount of eyelid closure as a cue for drowsiness. The
presence of the iris in the image indicates that the eye is open.
Detection of the iris in an eye image using the circular Hough
transform is used in [4] to classify the eye as being open
or closed. The ratio between the eye’s height and width, as
well as its area, is used in [5] to determine the status of the
eye. Other methods include template matching [6, 7], use of
local image features [8, 9], and using aHiddenMarkovModel
(HMM) [10]. Head pose estimation is used by Teyeb et al.
[11], where the level of driver alertness is measured by the
head being inclined to a certain degree and for a specific time
period. A threshold placed on the changing rate of the mouth
contour to detect yawning is used byAlioua et al. [12] to detect
drowsiness of the driver. However, expert knowledge can be
instrumental for accurate and timely detection of drowsi-
ness. Such knowledge is implemented by Rezaei and Klette
[13] using a fuzzy control fusion system. Intense devoted
driving condition of such a driver who has already faced
an accident before is called hypovigilance. This condition
leads to rapid exhaustion and could cause drowsiness. Smith
et al. [14] proposed using a finite state machine (FSM) to
detect hypovigilance and used it as a cue for drowsiness
detection.

In addition to these techniques, specialized machine
learning-based methods have been proposed with the recent
emergence of deep learning. Park et al. [15] proposed a
deep architecture, referred to as deep drowsiness detection
(DDD). It is reliable for the exclusion of backgrounds and
environment variations and achieved 73.06% accuracy. Weng
et al. [16] introduced a novel hierarchical temporal deep
belief network (HTDBN) for drowsiness detection. Their
work highlights the detection of head positions and faces to
detect drowsiness. Huynh et al. [17] used a three-dimensional
convolutional neural network (CNN) to extract features
in spatial-temporal domain. The method is designed to
solve issues with extreme head poses, where it achieved

87.46% accuracy. Shih and Hsu [18] use a multistage spatial-
temporal network (MSTN) with a CNN to detect various
states of drowsiness. They achieved 82.61% accuracy. Lyu et
al. [19] used random forest method to extract effective facial
descriptors to describe drowsiness based on face alignment,
and to classify the driver’s facial states where the claimed
accuracy is 88.18%. Although, a deep learning-based method
achieves state-of-the-art performance, success still lies in
the availability of large amounts of data to train deep
nets. In contrast, our proposed method is purely based on
image processing techniques that are suitable for real-time
implementation. Our method is a stepwise procedure to
determine the drowsiness of a driver. Following are the major
steps:

(1) face detection in the image,
(2) driver’s face extraction among the detected faces,
(3) extraction of the region of interest (ROI) that contains

the driver’s face,
(4) eye extraction and eyebrow removal from the

detected driver’s face,
(5) extraction of the eyelids from the detected eyes,
(6) determination of the eyelids as being concave up or

down and classification of the eyes based on this
concavity as being open or closed.

Explanation for each of the steps follows.

1.2. Faces Detection in the Image. Faces in the scene are
detected via the famous Viola-Jones object detection algo-
rithm [1] due to its fast calculation time. Following are the
main steps of this algorithm:

(1) integral image calculation,
(2) feature detection,
(3) AdaBoosting for redundant features rejection,
(4) classification of the detected features using cascade of

classifiers.

1.3. Driver’s Face Extraction among the Detected Faces. The
Viola-Jones framework is likely to detect multiple faces in the
image as shown inFigure 1. Due to this reason, themajor issue
now is to extract the face of interest which is the driver’s face.
In our proposed setup, the camera is installed closer to the
driving seat. Consequently, the face of the driver will occupy
more number of pixels in the image than any other detected
faces. From Figure 1 it can be observed that among all those
detected faces, the driver’s face has the highest area in the
image.

1.4. Extraction of the Region of Interest (ROI)That Contains the
Driver’s Face. For fast processing as per demand of real-time
application, we do not need to process the whole image in the
consecutive frames but to process only the region of interest
(ROI) that contains the driver’s face. The parameters of the
ROI are taken from the very first frame and then used in the
rest of the driving session. The ROI is taken as the extension
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Figure 1: Multiple faces detection in a driving-like scenario.

of all four sides of driver’s face with 80% of its width as shown
in Figure 2. In subsequent frames, we extract the ROI for the
processing of driver’s face, thus reducing the computational
cost and time.

1.5. Eye Extraction and Eyebrow Removal from the Detected
Driver’s Face. The next step after face detection is to extract
the driver’s eyes from the detected face image. However, the
bounding boxes for the eyes also contain eyebrows which act
as noise, as shown in Figure 3. Since, our proposed method
is based on the curvature of the eyelids and the eyebrows
have a similar orientation, they are likely to generate falsely
detected eyelids. Therefore, the eyebrows must be removed
from the detected eye bounding boxes in order to achieve
accurate eyelid detection. We propose combining the regions
in the bounding boxes of both eyes in order to remove
the eyebrows. To this end, the extreme points of both the
bounding boxes are considered. Let 𝑆

𝐿
(𝑥
1
, 𝑦
1
) and 𝑆

𝑅
(𝑥
1
, 𝑦
1
)

be the top left extreme points of both bounding boxes, as
shown in Figure 3(a). Similarly, 𝐸

𝐿
(𝑥
2
, 𝑦
2
) and 𝐸

𝑅
(𝑥
2
, 𝑦
2
)

are the bottom right extreme points of the left and right
bounding boxes, respectively. Since, the combined bounding
box for both eyes is the combination of both these bounding
boxes, the extreme points of the combined bounding box
are determined with the help of the extreme points of the
individual bounding boxes. First, the x-coordinate of the
upper left corner of the combined bounding box labeled as
𝑆
𝐵𝑜𝑥

, as shown in Figure 3(b), is determined. Since 𝑆
𝐿
(𝑥
1
) <

𝑆
𝑅
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), the x-coordinate of 𝑆
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). Similarly,
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is lower than 𝑆
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along the y-axis, i.e., 𝑆
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), so

we take the y-coordinate of 𝑆
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equal to 𝑆
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(𝑦
1
). The bottom

right extreme point, i.e., 𝐸
𝐵𝑜𝑥

of the combined region, is
determined in a similar manner. Combining the bounding
boxes of both the left and right bounding boxes helps to
eliminate regions that contain eyebrows. Nonetheless, this
combined region still contains a considerable part of the
eyebrows, as shown in Figure 3(b). We propose eliminating
the eyebrows by lowering the top left corner of the combined
region by 20% of the height of the region along the y-axis as
shown in Figure 3(c).

1.6. Extraction of the Eyelids from the Detected Eyes. The
eyelids of the detected eyes are extracted via their curvature.
We assume that the curvature of the eyelid’s edge is greater

for open eyes than for closed eyes. However, before the
measurement of the curvature, the edge of the eyelid should
be detected. We propose modifying the Sobel operator so
it can detect the curved edges in the detected eyes. This is
shown in Figure 4, along with its response on an open eye.
To get a pronounced response and to reject extra curvature
detection like that of the iris, the filter is applied again to its
own response. This is shown in Figure 5, where the first and
second responses of the filter are depicted. Several contours
are detected by the double response of the filter, where we
consider the contour with the largest area as the eyelid.

1.7. Eye Classification Based on Eyelid Curvature. Once the
eyelid is detected, the next step is to classify the curve as being
upward or downward curve in order to determine the state of
the eye. Concavity of the detected eyelid curve is determined
with the help of its two extreme points and their mid points
along both the x-axis and y-axis. If the curve of the eyelid
is “concave down” then the eye is “open”; however, if the
curve is “concave up” then the eye is “closed”. The concavity
approximation of the eyelid curve is explained as follows.

Let the two extreme points of the curve be 𝐴(𝑥
1
, 𝑦
1
) and

𝐵(𝑥
2
, 𝑦
2
), as shown in Figure 6 for both concave up and

concave down curves. Let the line segment passing through
the mid of these extreme points with respect to their y
coordinates be𝐸𝐸, as shown in Figures 6(a) and 6(d).Then,
the y intercept of this line is given as follows.

𝐸 =


𝑦
2
− 𝑦
1

2


(1)

Similarly, the line segment that passes through the mid of
the extremepointswith respect to their x coordinates is𝐶𝐶,
as shown in Figures 6(b) and 6(e). The x intercept of the line
𝐶𝐶 is given as follows.

𝐶 =
𝑥
2
− 𝑥
1

2
(2)

This line intersects the eyelid curve at point 𝐷. Let line
segment 𝐷𝐷 that is parallel to the x-axis intersects the
eyelid curve at point 𝐷 as shown in Figures 6(b) and 6(e).
Consequently, we get two “curve handling” line segments,
namely, 𝐸𝐸 and 𝐷𝐷, that can determine the concavity
of the eyelid curve. We can see in Figures 6(c) and 6(f) that,
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Figure 2: Region of interest (ROI) depicting driver’s face.
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Figure 3: Removal of eyebrows.
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Figure 4: (a) Original image of the eye, (b) the proposed filter, and (c) response of the filter on eye image.
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Figure 5: (a) Original image of the eye, (b) first response of the filter, and (c) second response of the filter applied to the first response.

if line segment 𝐸𝐸 lies above 𝐷𝐷 along the y-axis, then
the curve is concave up, and the eye is closed. If line segment
𝐷𝐷 lies above 𝐸𝐸 along y-axis, then the curve is concave
down and the eye is open.

However, such ideal curves are not always detected in a
real scenario. Instead, half curves are mostly detected due
to shade of the nose over the eyes which results in a low
contrast region in the image. Consequently, our proposed

curve approximation method also works for such a condition
which is shown in Figure 7.

2. Real-Time Drowsiness Detection and an
Alarm Generation System

The proposed method is used to design an alarm generation
system for the alertness of drowsy drivers.This system is built
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Figure 6: (a)-(c) Ideal eyelid curve for open eye, (d)-(f) ideal eyelid curve for closed eye.

E’ E’’ 

Y

X

A(x1 ,y1)

B(x2 ,y2)

(a)

C’ 

C’’ 

D’’D’

X

Y

A(x1 ,y1)

B(x2 ,y2)

(b)

D’’D’

X

Y

E’ E’’ 
A(x1 ,y1)

B(x2 ,y2)

(c)

C’ 

C’’ 

X

Y

A(x1 ,y1)

B(x2 ,y2)

(d)

E’ E’’ 

Y

X

A(x1 ,y1)

B(x2 ,y2)

(e)

D’’D’
E’ E’’ 

Y

X

A(x1 ,y1)

B(x2 ,y2)

(f)

Figure 7: Ideal curves of the phenomenon when the eyelid curve is half detected.

on a Raspberry Pi with an interfaced camera for real-time
video capture. A buzzer and a light-emitting diode (LED) are
also interfaced to the Raspberry Pi to generate an alarm if the
driver is detected as drowsy. The whole system is shown in
Figure 8. A flow chart of the algorithm implemented in the
system is shown in Figure 9. It consists of two main blocks.

The first is the preprocessing block where the face detection
is performed on the real-time video captured by the camera.
Once a face is found, its ROI is detected and processed in the
second block to detect driver drowsiness via eyelid closure.
The eyes of the driver are continuously monitored, and if
found closed for a certain period of time, the alarm sounds.
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Figure 8: Real-time system for driver drowsiness detection and alarm generation.
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Figure 9: Flow chart of the real-time drowsiness detection and alarm generation system.

3. Results and Discussion

In order to evaluate our proposed method, we used image
datasets that are incrementally difficult. For instance, as a first
step, we generated our own image dataset where a person’s
face is imagedwith uniformbackground.We acquired images
of 319 persons with their eyes open and closed. Detailed
statistics are shown inTable 1, wherewe outlined the accuracy
of face detection, eye detection, and then classification of
the eyes as open or closed. The detection results of both the
open and closed eyes are shown in Figure 10.The Viola-Jones
algorithm gives 100% face detection accuracy on our not-so
challenging dataset due to the absence of background clutter
and the uniform illumination from an in-door environment.
Consequently, the eyes are detected with almost perfect accu-
racy (i.e., 98%). Our proposed algorithm for eyelid curvature
detection and eye classification based on this detection gives
almost 95% accuracy. However, this accuracy is dependent
upon the eyes detection accuracy which is 98%. Therefore,
the relative accuracy of our algorithm becomes 97%.

We also evaluated our proposedmethod on a benchmark
dataset [20]. The images in the dataset are challenging due to
image variations caused by face deformations, out-of-plane
orientations, glasses, and irregular illuminations. Since, our
basic assumption is that the subject will be looking towards
the camera, we rejected images in the dataset with severe
out-of-plane and in-plane rotations. The size of the images
is 100 × 100 that are scaled up to 150 × 150 in order to meet
the requirements of our proposed method. Table 2 shows the
statistics achieved by the proposed method on the dataset.
Some of the correct eye classification results are shown in
Figure 11 while incorrect results are shown in Figure 12.

Lastly, the proposed method was evaluated with a real-
time video of someone driving a car. The video was recorded
in the day time with variations in illumination due to differ-
ences in the direction of sunlight. Two videos were recorded
to evaluate the proposed method, for which statistics are
shown in Table 3. Some exemplar frames where the eyes
are correctly and wrongly classified are shown in Figures 13
and 14, respectively. The face and eye detection accuracies
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Figure 10: Detection results of open and closed eyes from images with a homogeneous background.

Figure 11: Correct detection of open and closed eyes on the bench mark dataset [20].

Figure 12: Incorrect detection of open and closed eyes from the bench mark dataset [20].

Table 1: Open and closed eye detection from images with uniform background.

Type of dataset Number of images Face Detection Accuracy Eye Detection Accuracy Eye Classification Accuracy
Close Eyes Dataset 319 100% 97.43% 90.31%
Open Eyes Dataset 319 100% 98.73% 99.26%
Total 638 100% 98.08% 94.78%
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Table 2: Open and closed eye detection rates from images in a benchmark dataset [20].

Type of dataset Number of images Face Detection Accuracy Eye Detection Accuracy Eye Classification Accuracy
Close Eyes Dataset 869 90.45% 73.80% 68.70%
Open Eyes Dataset 807 98.80% 98.37% 73.17%

Eyes Closed Eyes Closed Eyes Closed Eyes Closed

Eyes Opened Eyes Opened Eyes Opened Eyes Opened

Figure 13: Correct detection of open and closed eyes on the video dataset.

Eyes Closed Eyes Closed Eyes Closed Eyes Closed

Eyes Opened Eyes Opened Eyes Opened Eyes Opened

Figure 14: Incorrect detection of open and closed eyes on the video dataset.

fromboth the videos are not encouraging. However, themain
purpose of the proposed algorithm is to classify eyes in the
detected face and eye images. To this end, it achieves over
95% eye classification accuracy from both videos. This shows
the feasibility of the proposed method for driver drowsiness
detection. It should be noted, however, that these results
were achieved during the day time. For night time, our
proposedmethod can be used on top of face and eye detection
algorithms that work during night time.

4. Conclusion

A method for image-based drowsiness detection in real-
time driving surveillance videos is proposed. It is a four-
step method that first detects the face of the driver in

the image from among several detected faces. Secondly, it
extracts the eyes from the detected faces. In the third step,
the curvature of the eyelids is detected using amodified Sobel
operator. Finally, the eyes are classified as closed or open
based on the curvature of the eyelids. The proposed method
achieved an average classification accuracy of 95%on a simple
image dataset with homogeneous backgrounds, an average
classification accuracy of 70% on a complex benchmark
image dataset, and greater than 95% classification accuracy
on two real-time driving surveillance videos. However, the
proposed method works only in the day time; its adaptation
to night time will be explored in future work with more stat-
of-the-art face and eye detection algorithms. Similarly, more
challenging face images where subjects might have glasses or
phones will be used to evaluate the proposed method.
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Table 3: Classification accuracy achieved on real-time video datasets.

Type of Dataset Number of Frames Face Detection Accuracy Eye Detection Accuracy Classification Accuracy
Closed Eyes video 1 1839 73.57% 73.17% 95.00%
Closed Eyes video 2 1387 96.75% 67.00% 95.00%
Open Eyes video 1 3601 44.32% 70.30% 90.50%
Open Eyes video 2 3201 78.01% 96.19% 95.20%
Total 10028 73.21% 76.66% 93.79%
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Underwater Wireless Sensor Networks (UWSNs) contain several components such as vehicles and sensors that are deployed
in a specific acoustic area to perform collaborative monitoring and data collection tasks. These networks are used interactively
between different nodes and ground-based stations. Presently, UWSNs face issues and challenges regarding limited bandwidth,
high propagation delay, 3D topology, media access control, routing, resource utilization, and power constraints. In the last few
decades, research community provided different methodologies to overcome these issues and challenges; however, some of them
are still open for research due to variable characteristics of underwater environment. In this paper, a survey of UWSN regarding
underwater communication channel, environmental factors, localization, media access control, routing protocols, and effect of
packet size on communication is conducted.We compared presently available methodologies and discussed their pros and cons to
highlight new directions of research for further improvement in underwater sensor networks.

1. Introduction

Technique of sending and receiving message under the
utilization of sound propagation in underwater environment
is known as acoustic communication. Underwater sensor
networks have number of vehicles and sensors that deploy in
a specific area to perform collaborative monitoring and data
collection tasks [1]. Traditionally for the monitoring of ocean
bottom, oceanographic sensors are deployed for recording
data at a fix location and recover the instruments at the
completion of task. The major disadvantage of traditional
approach is lack of interactive communication between dif-
ferent ends, recorded data can never get during any mission,
and in case of any failure recorded data will be destroyed.

Underwater Sensor Networks support a wide variety
of applications [2]; for example, aquatic surveillance, river
and sea pollution discovery, monitoring, oceanographic data

compilation, and commercial exploit the aquatic environ-
ment [3]. Underwater Sensor Networks can be utilized in
any scenario from underwater warfare to the monitoring of
environmental conditions [2]. Underwater Sensor Networks
face constraints like limited bandwidth, high propagation
delay, 3D topology, and power constraints. Radio and optical
waves are not feasible for communication at each point
of ocean. Under the entire limitations underwater sensor
networks can only utilize acoustic signal that is a technique
which is utilized by nature from the birth of ocean [4,
5]. Speed of sound is considered constant in underwater
environment. However, speed of sound is affected by temper-
ature, depth, and salinity of underwater environment. These
factors produce variations in speed of sound in underwater
environment [6]. Underwater acoustic channel frequencies
spectrum, especially on mid-frequencies, is heavily shared
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Figure 1: Overview of research work.

by various acoustic users in underwater environment. Still
acoustic spectrum is temporally and spatially underutilized
in underwater environment [7]. Variable characteristics of
underwater environment have become a challenge for uti-
lizing acoustic channel. For example, multipath propagation
results in fading and phase fluctuations; Doppler Effect is
observed due to the movement of both the sender and
receiver nods. Speed of sound and underwater noise are other
factors that influences the performance of acoustic channel
[8].

Underwater sensor networks nodes are not static like
ground-based sensor networks nodes. Instead, theymove due
to different activities and circumstances of underwater envi-
ronment, usually 2-3m/sec with water currents. Sensed data
is meaningful only when localization is involved. Another
major issue that is affecting underwater sensor networks is
energy saving. Because of nodes mobility, the majority of
offered energy competent protocols become inappropriate
for underwater sensor networks. Different protocols regard-
ing land-based sensor networks are, for example, Directed
Diffusion, Gradient, Rumor routing, TTDD, and SPIN.
However, because of mobility and rapid change in network
topology these existing grounds based routing protocols
cannot perform efficiently in underwater environment [9].
Optimal packet size is depending on protocol characteristic

like offered load and bit error rate. Poor packet size selec-
tion decreases the performance of the network throughput
efficiency, latency, and resource utilization and energy con-
sumption in multihop underwater networks can be greatly
improved by a using optimum packet size [10–13].

To improve the better utilization of the available resources
in underwater environment considering the energy and life
time of network is discussed in detail in this paper. Bal-
ancing of energy consumption is carried out in underwater
environment using the proposed techniques. The important
contributions of this work are not only to highlight the
deep and shallow ocean characteristics, but also to present
the effect of temperature in acoustic communication and
effect of temperature in noise, errors and protocols due to
variation in environmental factors. In addition, classification
of routing protocols for UWSNs and their comparison in
terms of bounded latency, multipath, load balancing, energy
consumption, geographic information, communication over-
head, and time complexity. Similarly, data delivery ratios for
single and multipath and the strengths and weaknesses of
MAC protocols, with the used topology, are compared [14–
16].

The paper is organized as illustrated in Figure 1. Section 2
presents the architecture of Underwater Wireless Sensor
Networks. Section 3 describes propagation phenomena of



Wireless Communications and Mobile Computing 3

Satellite
Surface

Sink

Surface
StationOffshore Sink

Underwater
Sink

Vertical 
Link

Underwater
sensor

Horizontal
Link

(a)

Satellite
Surface

Sink

Surface
StationOffshore Sink

Vertical 
Link

Underwater
sensor

Horizontal
Link

(b)

Figure 2: Two- and 3-dimensional networks architecture for UWSN regarding communication given in (a) and (b), respectively.

Underwater Wireless Sensor Networks. Section 4 presents
previous achievements of different researcher in the form of
related studies.The issues and challenges regarding underwa-
ter sensor networks are described in Section 5. Conclusion
and future work are made in Section 6.

2. Underwater Sensor Networks Architecture

Underwater network’s physical layer utilizes acoustic technol-
ogy for communication. Limited bandwidth, capacity, and
variable delays are characteristics of acoustic technology.
Therefore, new data communication techniques and efficient
protocols are required, for underwater acoustic networks.
Designing the network topology requires significant devotion
from designer, because underwater network performance is
generally depending upon topology design. Network relia-
bility should increase with efficient network topology and
network reliability should also decrease with less efficient
topology. Energy consumption of efficient network topology
is highly less as compared to incorrect and less efficient
topology design of underwater network. Design of topology
for underwater sensor network is an open area for research
[18, 19]. Underwater sensor networks architecture is shown
in Figure 2.

2.1. Underwater Sensor Networks in Two-Dimensions. Deep
ocean anchors are utilized for collection of sensor nodes
in two-dimensional underwater sensor network architecture.
Anchored underwater nodes use acoustic links to commu-
nicate with each other or underwater sinks. Underwater
sinks are responsible to collect data from deep ocean sensors
and provide it to offshore command stations, using surface
stations. For this purpose, underwater sinks are provided in
the company of horizontal and vertical acoustic transceivers.
Purpose of horizontal transceivers is to communicate with

sensor node, to collect data or provide them commands, as
have been received by offshore command station, although
vertical transceiver is used to send data to command station.
Because ocean can be as deep as 10 km, vertical transceiver
should contain enough range. Surface sink that is equipped
with acoustic transceivers has the capability to manage par-
allel communication, by means of multiple organized under-
water sinks. Surface sink is also equipped through extensive
range radio frequency transmitters, to communicate with
offshore sinks [18–21].

2.2. Underwater SensorNetworks inThreeDimensions. Activ-
ity required to present three-dimensional environments
new architecture which is known as underwater three-
dimensional networks is used. Sensor nodes float at different
depth to monitor a specific activity in three-dimensional
underwater networks. Traditional solution regarding under-
water three-dimensional sensor networks is the use of surface
buoys that provide ease in deploying such kind of network.
But this solution is vulnerable to weather and tampering.
Also, effortlessly can be discovered and disabled by enemies
in the scenario of military operation. In underwater three-
dimensional sensor networks architecture, ocean bottom is
utilized to anchored sensor nodes. Depth of these nodes is
controlled using wires which are attached with these anchors.
Major challenge regarding such network is influenced by the
current properties of the oceans [18–20].

3. Propagation Phenomena of Underwater
Sensor Networks

Acoustic communication regarding underwater environment
is a complex phenomenon because a lot of environmental
factors affect acoustic communication. These factors are
variable like long propagation delays, environmental noise,
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Table 1: Deep and shallow ocean characteristics.

Characteristics Shallow Ocean Deep Ocean
Depth 0 m to 100 m 100 m to 10000 m
Temperature High Low
Multi-path Loss Surface Reflection Both Surface and Bottom Reflection
Spreading Factor (K) Cylindrical Spherical

path loss, Doppler spread, and multipath effect. Underwater
environmental factorsmake acoustic channel highly variable.
They also create bandwidth dependency uponboth frequency
and distance between two nodes. Generally, ocean is divided
into two parts; these are shallow and deep ocean. Shallow
and deep ocean characteristics are described in the Table 1.
Shallow ocean highly affects acoustic channel because of
high temperature gradient, multipath effect, surface noise,
and large propagation delays, as compared to deep ocean.
Underwater environment major propagation factors that
affect acoustic communication are described in subsequent
sections.

3.1. Path Loss. When sound propagates from underwater
environment then some of its strength converts into heat.
Sound wave propagation energy loss can be categorized into
three main categories which are described below.

(1) Geometric Spreading Loss. When source generates acoustic
signal it propagates away from the source in the form of wave
fronts. It is independent of frequency, however, depending
upon distance covered by wave front. Geometric spreading is
divided into two types: first spherical spreading that depicts
deep ocean communication; second cylindrical spreading
that depicts shallow water communication [5, 18].

(2) Attenuation. Attenuation is defined as “wave energy
converted into some other form of energy”, such as heat
energy, absorbed by the medium used. Within acoustic
communication, this phenomenon is compassionated as
acoustic energy is converted into heat. The converted heat is
absorbed by underwater environment. Attenuation is directly
proportional to frequency and distance [5, 18].

(3) Scattering Loss. Deviation regarding the line of sight of
a signal or change in angle is generally a physical property.
Underwater channel also contains this property that effects
acoustic channel data transmission during communication.
Surface roughness increases due to increase in the wind
speed. That raises the end product of scattering surface.
Scattering surface not only affects delays but also affects
power loss [5, 18].

3.2. Noise. Noise can be defined as a quality of commu-
nication system that degrades signal strength of any com-
munication system. In case of underwater acoustic channel
there exist different kinds of noises. Underwater noises can
be divided into two major categories. These are ambient

noise and noises by human beings. Both kinds of noises are
described in detail in the following sections.

(1) Noise by Human Beings. These noises are due to heavy
machinery utilization, shipping activities, fishing activities,
military activities, sonar activities, and aircraft activities and
because of heavy data traffic sending and receiving activities
cause different kind of disturbance and interference during
acoustic communication. Sometime noises due to human
beings also disturb natural acoustic communication [18].

(2) Ambient Noise. Ambient noise is a complex phenomenon
regarding underwater communication. It can also be defined
as a combination of different sources that cannot uniquely
identify [22]. Ambient noise is also called background noise
that occurs as a result of unidentified sources [5].These noises
are divided into four major categories which are known
as wind, shipping, thermal, and the turbulence [1]. Wind
noise is due to breakage of wave or because of bubbles
created by air. Noise can be simply predicted and forecast
from weather forecasts because of dependence of noise upon
wind speed. Large number of ships present at large distance
from communication system in ocean produce high traffic
noise in acoustic communication, if sound propagation is
good enough. Ships consider main source of anthropogenic
ambient noise [22]. Turbulence can be defined as surface
disturbance due to waves or tides that generates low frequen-
cies that results continuous noise in acoustic communication.
Underlying noise is considered as thermal noise in the
absence of all other sources of noise, including self-noise.
Thermal noise is directly proportional to the frequency which
is used for acoustic communication [23].

3.3. Multipath. Sound propagation in shallow water is influ-
enced by surface reflections while deep water propagation is
affected by bottom reflection that becomes cause of large and
variable communication delay in acoustic communication.
A major cause that makes acoustic signal weak is called
multipath effect that becomes cause of intersymbol interfer-
ence which also makes acoustic data transmission difficult
and erroneous. Vertical acoustic channel is less affected by
multipath effect as compared to horizontal acoustic channel
[18, 19, 21].

To address the problem of long propagation delay and
high lite error rate a routing protocol QERP was proposed
to handle end-to-end delay but this protocol still needs
to address the mobility issues [14]. Mostly in deep oceans
because of variable sound speed, refraction of sound occurs
that cases of multipath effect in acoustic channel. Number
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Table 2: Effect of temperature on acoustic communication.

S.No Area Focused Findings Sound speed Effects
due to temperature

01

Underwater Wireless
Sensor Networks: Routing
Issues and Future
Challenges

Speed of sound increases due to increase in the
temperature of ocean and decreases in colder oceans.
Approximately, the mount of 1∘c can boost the speed of
sound near to 4.0 m/s.

Increase with
temperature

02

Prospects and Problems of
Wireless Communication
for Underwater Sensor
Networks

Shallow water effects acoustic communication by
temperature gradients, ambient noises regarding
surface and multi-path effect because of reflection and
refraction.

Effects communication

03

Survey of temperature
variation effect on
underwater acoustic
wireless transmission

Speed of sound is affected by temperature, depth and
salinity of underwater environment. These factors
produce variations in speed of sound in underwater
environment.

Variation in speed

04

Variability of available
capacity because of depth
and temperature in the
underwater acoustic
communication channel

Determine acoustic channel capacity on short
distances, increasing temperature and depth as a result
gets higher channel capacity and throughput rates.

Improves throughput

05 Underwater Channel
Simulation

Temperature of sea surface is much higher as is
compared to the bottom temperature. Velocity of sound
is also affected with increase in depth, salinity and
temperature.

Increases with
temperature

06 Mathematical equation for
sound speed in the oceans

Temperature is a dominating factor that has effect on
the sound speed.

Increases with
temperature

of propagation paths, propagation delays, and its strength
are determined by acoustic channel impulse response that is
influenced by channel reflection and geometry. Large num-
bers of paths exist in acoustic channel but only those paths
are considered which have less energy loss and reflections.
All other paths are discarded as a result only finite number of
paths remains for acoustic communication and data transfer
[24].

3.4. Doppler Spread. Because of channel flaws, wireless sig-
nals practice a diversity of degradations. For example, elec-
tromagnetic signal affects by interference, reflections, and
attenuation; acoustic signals regarding underwater are also
affected by same kind of factors [25]. Underwater acoustic
channel is complex channel due to time variation and space
variation. The relative motion of transmitter and receiver
that causes the mean frequency shift is called Doppler shift.
Although the fluctuation of frequency in the region of
this Doppler shift is called Doppler spread [8], two types
of influences are observed on acoustic channel because of
Doppler Effect: first is pulse width that will be compressed
or stretched and second is frequency offset as a result of
frequency offset compressing or expending of signal time
domain occurring [26].

4. Related Studies

Presently underwater communication systemutilizes electro-
magnetic, optics, and acoustic data transmission techniques
to send data among different positions. Electromagnetic

communication technique is affected by conducting nature
of seawater while optic waves are applicable on very short
distance because optic waves are absorbed by seawater.
Acoustic communication is only one technique that has better
performance regarding underwater communication due to
less attenuation in seawater. Acoustic communication also
has less attenuation in deep and thermally stable oceans. Shal-
low water affects acoustic communication by temperature
gradients, ambient noises regarding surface, and multipath
effect because of reflection and refraction [5]. Speed of sound
is not constant in underwater environment instead of this
speed of sound varies from point to point. Close to the
surface of ocean speed of sound is found to be 1500m/s
that is four times higher than speed of sound in air but very
slow as compared to speed of optics that is 3 × 108 m/s
and electromagnetic in air. Table 2 shows the effects of
temperature on acoustic communication and its effects with
variation in temperature.

Natural acoustic systems and artificial acoustic systems
both use acoustic channel in case of underwater environment.
Both acoustic systems heavily utilize middle frequencies;
because of that their communication affects each other, as
they use same frequencies. Still, acoustic channel spectrum
is not utilized efficiently. High spectrum utilization and
to develop an environment friendly underwater acoustic
network (UAN), Luo et al. [7] present Cognitive Acoustic
(CA) as a promising technique. This technique has the
capability to wisely sense whether any part of the spectrum
is engaged by any other and also has the capability to change
their frequency, power, or even other operation parameters
to temporarily use the idle frequencies without interfering
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with other networks. The CA technique makes communi-
cation environment friendly and erroneous free by avoiding
interference with marine mammals. An important issue in
underwater environment is use of low frequencies which
results in lowdata rate.Other problems like energy dispersion
and reflection also degrade the performance of devices. In
this study the author proposed a model for underwater
communication which monitors the performance of the
wireless sensor nodes based on different frequencies and
achieved high data rate [27].

Acoustic channel is highly variant because of unique
challenges, e.g., narrow bandwidth, long propagation delays,
variable speed of sound, reflection, refraction, and large
propagation losses.These unique challenges also create prob-
lems regarding media access control protocols. Media Access
Control protocols have two main categories these are sched-
uled protocols and contention-based protocols. Scheduled
protocols avoid collision among transmission nodes, while
in contention-based protocols nodes compete each other
for sharing a single channel. Scheduled based protocols, for
example, Time Division Multiple Access (TDMA), are not
efficient due to large propagation delays; frequency division
multiple access (FDMA) is not suitable due to the narrow
bandwidth; and Code Division Multiple Access (CDMA) is
suitable for underwater acoustic networks.While contention-
based protocols are not appropriate for underwater commu-
nications [9], Lv et al. [28] propose TDMAbased Underwater
Acoustic Channel Access Control method (UA-MAC), to
improve channel utilization in dense Mobile Underwater
Wireless Sensor Networks (MUWSN). Aim is to solve the
difficulties like, time schedule to access the channel, hidden
terminal problem, and end-to-end delay. Underwater acous-
tic channel access method puts into practice the piggyback
scheme and as a result fewer packets are exchanged. Using
that kind of methodology, collision decreases and saves a lot
of energy. Shahab-u-deen et al. [29] combine different media
access control protocols in a suite called Adaptive Multimode
Medium Access Control for Underwater Acoustic Networks,
because no single protocol can complete the requirements of
underwater sensor network media access control. Adaptive
MultimodeMediumAccessControl forUnderwaterAcoustic
Networks aims to improve the performance regarding traffic
intensity. This suite switches from one protocol to the other
based on network requirements, traffic intensity, and quality-
of-service requirements.

Channel capacity is affected by temperature, depth, prop-
agation loss, and ambient noise of underwater environment
where sensor nodes are deployed. Path loss is the function of
distance (between pair of nodes) and frequency utilized for
communication. These factors affect acoustic channel capac-
ity. However, bandwidth increases with increase in depth
and temperature and decreases with increase in distance.
Sehgal et al. [30] determine acoustic channel capacity on
short distances, increasing temperature and depth as a result
gets higher channel capacity and throughput rates. Large bit
error rates and large delays are characteristics of acoustic
channel. Harris et al. [31] compare three different techniques
adaptation of packet size, forward error correction, and
adaptation of packet train size to overcome long delays and

large bit error rates and also to improve channel utilization.
Packet train length overcomes long propagation delays in
addition of time wastage while packet size adaptation and
forward error correction overcome both large propagation
delays and bit error rates. Acoustic channel utilization also
increases under the utilization of packet size adaptation
and forward error correction. Harris’s analysis provides
guidelines for creation of media access control and routing
protocols.

Information regarding sensor nodes is useful only when
localization is involved in it. Large numbers of terrestrial
localization schemes are available but because of unique
challenges (sensor nodes movement with ocean currents,
high cost of senor nodes, global position system inappli-
cability, and limited battery power) of underwater sensor
networks they cannot be utilized directly. Guo et al. [32]
provide a mechanism of localization which is known as
Anchor-Free Localization Algorithm (AFLA).This algorithm
has ability of self-localization for anchor-free sensor nodes.
AFLA uses anchor nodes and cables to restrict sensor node
in underwater environment. AFLA’s goal is to create an
efficient localization scheme for underwater sensor networks.
Simulation results prove that AFLA is an efficient localization
scheme and it can be utilizable in both static and dynamic
networks scenarios. Table 3 highlights the major effects of
noise and bit error rate during acoustic communication using
different protocols.

Major issues, e.g., energy conservation and mobility
regarding underwater sensor networks, create unique chal-
lenges for designing of routing protocols andmake all existing
ground-based routing protocols (proactive and reactive)
inadequate. Underwater environment required such proto-
cols that are efficient in energy consumption,manage random
variation in topology, and consider asymmetric links and
huge propagation delay. DU et al. [33] present a protocol
which is known as Level-Based Adaptive Geo-Routing (LB-
AGR) that divides communication traffic into four categories.
These are upstream to sink, downstream to sensor nodes,
downstream to specific nodes, and downstream to all nodes.
Data forwarding is based upon density, available battery
power, and level between neighbors that is used to elect
next best hop. Level-Based Adaptive Geo-Routing goal is
to achieve minimum communication delay, consume less
battery power, and improve delivery ratio as well as received
packets percentage. This protocol reduces communication
end-to-end delays and improves delivery ratio and efficient
utilization of battery power. Efficient utilization of battery
power is the major concern of underwater sensor networks
routing protocols.

Huang et al. [34] proposed a routing protocol that
utilized energy efficiently using fuzzy logic and decision tree
techniques for data forwarding towards the surface sink.
Routing protocol goal is to utilize battery power efficiently in
that manner that reduces the expenditures of energy during
acoustic communication. Protocol reduces traffic overload
on acoustic channel and reduces energy consumption also.
Presently, for routing protocols minimum end-to-end delay
and high efficiency are the major requirements for underwa-
ter sensor networks. Ali et al. [35] present an end-to-end delay
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Table 3: Effect of noise, errors, and protocols.

S. No. Area of research Findings Noise effect Bit error rate Protocol usage

01

Challenges: Building
Scalable and
Distributed
Underwater Wireless
Sensor Networks
(UWSNs) for Aquatic
Applications,

Time Division Multiple Access (TDMA) is not
efficient due to large propagation delays, Frequency
Division Multiple Access (FDMA) is not suitable due
to the narrow bandwidth and Code Division
Multiple Access (CDMA) is suitable for underwater
acoustic networks. While contention-based protocols
are not appropriate for underwater communications.

N/A N/A

(TDMA) is not
efficient;

(FDMA) is not
suitable.

(CDMA) is
suitable

02

Prospects and
Problems of Wireless
Communication for
Underwater Sensor
Networks

Acoustic communication also has less attenuation in
deep and thermally stable oceans. Shallow water
effects acoustic communication by temperature
gradients, ambient noises regarding surface and
multi-path effect because of reflection and refraction.

Decreases by
ambient noises

less attenuation
in deep and

thermally stable
oceans

N/A

03

Analyzing the
Performance of
Channel in
Underwater Wireless
Sensor Networks
(UWSN)

Multi-path propagation results in fading and phase
fluctuations, Doppler Effect is observed due to the
movement of both the sender and receiver nods.
Speed of sound and underwater noise are other
factors that influences the performance of acoustic
channel.

Decreases by
ambient noises

Fading and
phase

fluctuations,
Doppler Effect

N/A

04

Optimized packet size
selection in
underwater wireless
sensor network
communications

Effect of bit error rate, interference, collision,
retransmission leading selection of optimal packet
size is also considered and achieves improvement in
all metric e.g., throughput, energy consumption,
resource utilization and packet latency
underutilization of optimal packet size selection.

N/A Less bit errors in
small packets N/A

05
Choosing the packet
size in multi-hop
underwater networks

Data packets are large enough as compared to the
control packets and because of control and data
packet collision entire data packet is discarded that
causes of huge number of retransmissions and
energy dissipation.

N/A

Error due to
control and data
packet collision
entire data
packet

discarded

CDMA,
DACAP

06

Challenges for
efficient
communication in
underwater acoustic
sensor networks

A major cause that makes acoustic signal weak is
called multi-path effect, that becomes cause of
inter-symbol interference also makes acoustic data
transmission difficult and erroneous. Vertical
acoustic channel is less affected by multi-path effect
as compared to horizontal acoustic channel.

N/A Interference and
multi-path effect N/A

07

Ocean ambient noise:
Its measurement and
its significance to
marine animals

Large number of ships present at large distance from
communication system in ocean produce high traffic
noise in acoustic communication, if sound
propagation is good enough. Ships consider main
source of anthropogenic ambient noise.

N/A Decreases due
to ships noise N/A

08
SEA 6 Technical
report: Underwater
ambient noise

Turbulence can be defined as surface disturbance
due to waves or tides that generates low frequencies
that results continuous noise in acoustic
communication. Underlying noise is considered as
thermal noise in the absence of all other sources of
noise, including self-noise.Thermal noise is directly
proportional to the frequency which is used for
acoustic communication.

surface
disturbance of
waves or tides
generates low
frequencies that
results in noise
in acoustic

communication

Errors due to
noise N/A

09

Doppler estimation
and correction for
shallow underwater
acoustic
communications

Because of channel flaws, Wireless signals practice a
diversity of degradations. For example,
electromagnetic signal affects by interference,
reflections, and attenuation, acoustic signals
regarding underwater are also affected by same kind
of factors.

N/A

High BER due
to interference,
reflections, and
attenuation

N/A
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Table 3: Continued.

S. No. Area of research Findings Noise effect Bit error rate Protocol usage

10

Study on Doppler
effects estimate in
underwater acoustic
communication

Two types of influences are observed on acoustic
channel because of Doppler Effect, first is pulse
width that will be compressed or stretched and
second is frequency offset as a result of frequency
offset compressing or expending of signal time
domain occurs.

N/A Doppler Effect,
frequency offset N/A

efficient routing protocol which is known as Diagonal and
Vertical Routing Protocol for Underwater Sensor Network
(DVRP). Packet forwarding mechanism is depending upon
angle of flooding zone and flooding nodes are also controlled
by manipulating the angle for flood region to avoid the
flooding over the entire network. Diagonal and Vertical
Routing Protocol goal is to minimize end-to-end delay and
consume less battery power of sensor nodes. Diagonal and
Vertical Routing Protocol has no need to maintain large
routing tables; instead of this it uses its local information to
rout data packet towards destination. Adding or removing
new nodes create no disturbance for existing nodes.

Basagni et al. [12] select two protocols. These are Code
Division Multiple Access (CDMA) and Distance Aware Col-
lision Avoidance Protocol (DACAP) and compare them by
varying packet size, bit error rate, and traffic load. Under the
exploitation of variant packet sizes, bit error rates, and traffic
load, author determines the impact of packet size uponmulti-
hop underwater sensor networks. Basagni et al. conducted an
experiment using different fixed (predetermine) packet sizes
and packet size is not change according to environmental
factors. Data packets are large enough as compared to the
control packets and because of control and data packet
collision entire data packet is discarded that causes of huge
number of retransmissions and energy dissipation.

Basagni et al. [11] introduce technique of data fragmenta-
tion that minimizes disadvantage of collision by partitioned
long data packet into small fragments. Technique is exper-
imented upon DACAP by considering and nonconsidering
data fragmentations. Fragmentation decreases retransmis-
sions, energy consumption, and packet latency as well as
overall traffic and huge overhead. Basagni et al. do not
consider the factor of varying bandwidth and interference
and as a result of fragmentation traffic load increases that
congested communication channel. Since improving the
throughput of a single hop packet size is considering a critical
parameter regarding communication in field of underwater
sensor networks. Underwater sensor networks use the half
duplex methodology for communication that can be avoided
by utilizing optimal packet size selection. In this proposed
feeding control system sensor nodes works in groups for
necessary decision making. The contribution of this system
is to avoid loss of food and then reduces negative impact on
environment as well as economically feasible [27, 36].

QERP is proposed by Faheem et al. [15] to improve
the reliability of data transfer in underwater acoustic sen-
sor networks. The mechanism used for organizing sensor
nodes is in the form of small clusters which are connected
hierarchically for distributed energy and data transfer evenly.

This technique reduces the probability of packet loss and
preserves high link quality in underwater environment. The
issue with this technique is no mobility and node density is
not addressed [37].

Basagni et al. [10] observe the performance of multihop
network in provisions of throughput, energy efficiency, and
latency. Effect of bit error rate, interference, collision, and
retransmission leading selection of optimal packet size is also
considered. For this, Basagni et al. select two-media access
control protocol CDMA and DACAP and compare their
results and change the network deployment scenario and
then observe the effect of the packet size upon throughput,
energy efficiency, and latency of network. Basagni et al.
achieve improvement in all metric, e.g., throughput, energy
consumption, resource utilization, and packet latency under-
utilization of optimal packet size selection. Junget al. [38]
have investigated energy efficiency using optimal packet size
under the utilization of NS-2 simulator. Authors create a
cluster of 100 nodes in dimensions of 2 km×2 km×200m.
Experiment proves a relationship between energy efficiency
and packet size. Optimal packet size reduces utilization of
extra energy. Erroneous channel offers large bit error rate that
causes wastage of large energy amount, but the utilization of
optimal packet size for erroneous channel reduces wastage of
energy. Reliability (in sense of data delivery) is a major issue
regarding underwater sensor networks because of highly
variant environment.

Ayaz et al. [13] provide an algorithm that has the ability
to determine the best suitable packet size for reliable data
transfer, using two-hop acknowledgment methodology for
same packet size. Algorithm investigates optimal data packet
size for underwater sensor networks, with energy efficiency as
the optimization metric. The goal of the algorithm is reliable
data delivery from source node to destination node or surface
sink is a major requirement of a network. In this section,
paper presents a brief overview of different advancements in
the field of Underwater Wireless Sensor Networks that uses
acoustic channel for communication. But still some issues
and challenges exist. That not only affects the performance of
above described methodologies but also needs solution from
research community.These issues, challenges, and drawbacks
are discussed in the next section.

5. Issues and Challenges regarding Underwater
Sensor Networks

In this section, issues and challenges regarding underwa-
ter sensor networks are described which makes underwa-
ter communication hard and problematic as compared to
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Figure 3: Variation of environmental factors (depth, temperature, and salinity).

terrestrial sensor network communication. In underwater
sensor network issues and challenges like reliability and
efficient utilization of acoustic communication link, optimal
packet size selection for communication, power consump-
tion, distributed localization, environmental effects, media
access control, and network routing protocol still need to
address. These problems require attention from academia
and research community. Following section describes efforts
which are made by researchers to address these issues.

5.1. Environmental Effect. Marine organisms are affected due
to anthropogenic sound which is emitted in underwater
environment, in various ways; e.g., organs of hearing are
affected in shape of hearing loss; high potential sound waves
which are received by marines can injure and also can
become the cause of their death [52]. Presently, underwater
communication utilizes different kind of communication
methodologies, e.g., optic, electromagnetic, and acoustic.
Only acoustic communication meets the requirements of
underwater communication due to less attenuation and low
absorption in sea water [5].

Speed of sound is not constant in ocean. Near to the
surface of the ocean the speed of sound is 1500m/s that is
four times, as compared to the sound speed in air. Upper part
of ocean is called surface layer, in which change of temper-
ature is less significant while in layer beneath (thermocline)
temperature is prominent factorwhich affects the speed of the
sound as compared to others [53].

Speed of sound increases due to increase in the tempera-
ture of ocean and decreases in colder oceans. Approximately,
themount of 1∘c can boost the speed of sound near to 4.0m/s.
The boost of 1 practical salinity unit can enhance the speed

of sound nearly 1.4m/s; when we walk off deep, the pressure
of ocean water continues to enhance; as a result each 1 km
depth will boost the sound speed of nearly 17m/s [4]. In this
survey authors discussed issues in underwater environment
and observed that acoustic waves are used to get different
environment parameters and there is no standardization of
parameters for the monitoring of underwater environment,
which results in the variety of monitoring system but none of
them is a standard [54].

Temperature of sea surface is much higher as is compared
to the bottom temperature. As is shown Figure 3, temperature
is falling with depth and then becomes constant. Velocity of
sound is also affected with increase in depth, salinity, and
temperature, because these are the major factors that affect
speed of sound in underwater environment. The effect of
these environmental parameters can be observed in three
domains. In first domain the impact of temperature is
dominating, as compared to the other parameters, but in
second domain both depth and temperature are dominating
factors upon the sound speed. In third domain, the sound
speed is purely dominated by the depth. Speed of sound is
also depending upon salinity. Speed of the sound increases
with the increasing salinity of the sea water, but the shape of
the curve does not change [55, 56].

Underwater communication networks must utilize such
kind of sound waves which do not affect natural acoustic
communication and the organs of the water creature. In
the development of underwater communication technique
utmost care must be taken regarding the life of marine
animals (organ) and their communication. It is still an
open area for research and it needs solution from research
community.
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Figure 4: The acoustic spectrum usage in underwater environment.

5.2. Cognitive Communication. Because of attenuation, the
available communication frequencies aremostly limited, usu-
ally from tens of hertz to hundreds of kilohertz in underwater
environment. Mostly artificial acoustic systems and natural
acoustic systems utilize the frequency band from 1 kHz to
100 kHz that makes the acoustic channel crowded. Frequency
utilized by artificial acoustic systems is overlapping with
natural acoustic systems, for example, marine mammals.

The underwater acoustic system overlapped spectrum
usage is summarized in Figure 4. That indicating the
fact about the underwater spectrum, especially on mid-
frequencies, is heavily shared by various acoustic users. Still,
acoustic spectrum is temporally and spatially underutilized
in underwater environments.

Unfortunately, existing underwater acoustic networks
designs have mainly focused on the single network scenario,
and very few have considered the presence of nearby acoustic
activities. Furthermore, the mobility and idle listening of
acoustic systems may cause the spectrum to be underutilized
temporally. The directional transmission and reception of
acoustic systems may potentially cause the spectrum to be
underutilized spatially. For high spectrum utilization and to

develop an environment friendly with underwater acoustic
networks, CA is presented as a promising technique. This
technique can intelligently detect whether any part of the
spectrum is engaged by any other. Also, it can change its
frequency, power, or even its other operational parameters to
temporarily use the idle frequencies without interfering into
other networks.

The CA technique makes communication environment
friendly by avoiding interference with marine mammals.
Hence, each user first senses the surrounding spectrum
before sending and receiving in underwater acoustic net-
works. Sending and receiving only take place when the
sensing frequencies are idle.Thus, CAusers can prevent using
frequencies, which are engaged bymarinemammals and look
for new idle frequencies for communications. When marine
organisms discharge the spectrum, CA users reuse these idle
frequencies again. There exist some recently developed pro-
tocols which support dynamic spectrum management while
underwater CA network (UCAN) is still underexplored area.
Presently, CA technique is suffering from different features
of underwater environment, e.g., long propagation delay,
narrowband, long preamble embedded by acoustic modems,



Wireless Communications and Mobile Computing 11

severe busy terminal problemof acousticmodems, and highly
dynamic underwater channel. The unique characteristics of
underwater channel provide challenges for the design of CA
network. These challenges are spectrum sensing, dynamic
power control, spectrum sensing strategy, spectrum sharing,
and spectrum decision [7].

Efficient utilization of acoustic spectrum is a major
requirement of the time because partial utilization makes
acoustic communication very congested upon central fre-
quencies that is mostly utilized by natural acoustic systems.
Future developments regarding acoustic channel which will
be aware of acoustic spectrum will make better utilization of
unutilized parts of acoustic spectrum.

5.3. MAC Issues. Acoustic channel affects from various prob-
lems, for example, narrow bandwidth and huge transmission
delays. Furthermore, acoustic channel has exclusive chal-
lenges regarding media access control. Media Access Control
protocols have two main categories. First is called scheduled
protocol that has avoided collision between transmission
nodes. Second is known as contention-based protocols where
nodes compete each other for sharing a single channel.

Working of different protocols varies with respect to
environment. FDMA is not appropriate because of the
constricted bandwidth of acoustic channel for underwater,
whereas TDMA is not efficient, due to large propagation
delays of acoustic channel. Several antenna elements are
deployed at convinced access points, then Spatial Division
Multiple Access (SDMA) is also an applicable option [9].
Underwater sensor networks are characterized as containing
long propagation delay and low data rate. TDMA based
underwater acoustic channel access method (UA-MAC) is
proposed to improve channel utilization in dense Mobile
Underwater Wireless Sensor Networks (MUWSN). Accord-
ing to the analysis of Lv et al. and depending upon the
challenges of media access control protocol in MUWSN,
underwater acoustic channel access method aims to solve the
difficulties like, time schedule to access the channel, hidden
terminal problem, and end-to-end delay. Moreover, under-
water acoustic channel access method which is implementing
piggyback method and fewer packets are exchanged, because
of this reason, collision decreases, and a lot of energy is also
saved. Reliable data delivery is the major concern for data
gathering, navigation, and observation of the ocean regarding
the field of underwater sensor networks [28].

5.4. Channel Utilization. Designing a highly utilizable chan-
nel is a great challenge, due to the characteristics of underwa-
ter environment, for example, multipath propagation which
results in fading and phase fluctuations. Doppler Effect is
another problem which is observed due to the movement
of both the sender and receiver nods. Speed of sound and
underwater noise are, further, factors which influence the
performance of acoustic channel [8].

Sehgal et al. [30] analyzed the channel capacity which
depends upon depth and temperature by considering prop-
agation loss and ambient noise. Sehgal et al. compare atten-
uation modes as Thorp’s model with Fisher and Simmons

model. Thorp model considers fixed values of depth and
temperature and not considering any change regarding depth
and temperature, for the calculation of acoustic channel
capacity. However, on the other side Fisher and Simmons
model considers change regarding depth and temperature.
Results show that channel capacity and utilization of acoustic
channel increases with high throughput because of increase
in both temperature and depth in case of short distances.
Sehgal et al. also describe that nodes in deep ocean get
high bandwidth and higher throughput rates. Higher channel
capacity utilizes the same power with increasing depth.
Bandwidth and channel capacity depend upon tempera-
ture and depth. Networks those have small area to cover
get benefit from this model. Although for the networks
which cover long distances no solution is provided in
this sense. Same power is consumed for higher bandwidth
capacity.

Due to bandwidth dependency upon the transmission
distance, we get huge throughput if messages are forwarding
using multihops instead of transmitting straight forwardly
using one long single hop. During the analysis of [57], regard-
ing acoustic channel physical model, under the consideration
of propagation and ambient loss, Stojanovic determines
bandwidth dependency upon distance. Underwater acoustic
channels have the characteristic of path loss that depends
not only upon the space among the nodes, but also upon
frequency of the signal. Signal frequency can be utilized to
measure the absorption loss of the communication signal,
which occurs because of conversion of acoustic power into
warm-up. Short communication link provides more band-
width as compared to a longer one in an underwater acoustic
system. Hence, utilizing this technique we get significant
increase in information throughput and acoustic channel
utilization efficiently. Simultaneously, less energy will be
consumed; however, that phenomenon is also true regarding
the radio channel.

Analysis of Harris et al. [31] depicts that use of three
methods, adaptation of packet size, forward error correction,
and adaptation of packet train size, belongs to improvement
regarding acoustic channel utilization for underwater envi-
ronment. MAC and routing protocols must consider energy
consumption as well as end-to-end delays. Simulation’s
results have proved that utilization of these techniques raises
increase in channel utilization in the presence of underwater
acoustic channel constraints. First technique overcomes long
delays of acoustic channel; however, for this effectiveness,
network must compensate in the shape of time. Time exceeds
prior to the sender can be reported of a failure. Alternatively,
forward error correction and adaptation of packet size are
inducting to overcome both the propagation delay and high
bit error rates. Finally, we conclude these three kinds of
methodologies; optimal selection of parameters depends
upon the distance among the source and destination nodes,
which affects both the propagation delay and the bandwidth
for the underwater acoustic links utilizable channel is a great
challenge, due to the multipath propagation, Doppler Effect,
underwater noise, and dependence of channel capacity upon
distance. In the presence of all these issues and challenges
regarding underwater environment, acoustic communication
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Table 4: Performance evaluation of LB-AGR with existing protocols of UWSNs.

Factors LB-AGR VBF VBVA
Energy Consumption Low High High
Successful packet received High Low Low
End-to-End interruption Low High High
Delivery percentage High Low Low

demands methodologies from research community that bet-
ter utilize the acoustic channel [58, 59].

5.5. Localization. In underwater acoustic networks, localiza-
tion of sensor nods is not required because they are fixed by
utilizing anchors or tied with surfaces buoys in the assistance
of Global Positioning System (GPS). Although on the other
side for underwater sensor networks, major problem is
localization, mostly sensor nods are movable by means of
the current of the ocean. Shaping accurately portable sensors
nodes, locations in oceanic situations are more demanding
as compared to underwater acoustic networks [9]. How-
ever, localization is the major issue in underwater sensor
network scenario, because GPS signals (electromagnetic) do
not efficiently propagate through sea water. Only acous-
tic communication is feasible in underwater environment.
Localization techniques for underwater sensor networks can
be categorized as range based and range free techniques,
static reference nodes and dynamic reference nodes, and
single stage and multistage schemes. All techniques perform
well in simulations but they are not experimented in same
conditions or assumptions [60].This review article discussed
the state-of-the-art localization based and localization free
routing protocol. The major problem in routing is limited
bandwidth, energy consumption, propagation delay, and
short of memory [61].

Existing schemes consider a predefined locations map,
using anchored nodes, for controlling the locations of sensor
nodes. In deep water scenarios, special kind of nodes which
get commands from control stations, for example, AUVs or
surfaces buoys, is used. All these mechanisms are very costly,
and their performance is not much efficient. Alternatively,
in terrestrial sensor wireless networks every node maintains
its location later than deployment. In contrary, sensor nodes
in underwater scenarios do not maintain their location after
deployment. Instead of this they shift by means of ocean
current, tide, and other aspects. To regulate the shun nodes
from deviation, from the place of deployment, generally,
attach them to predetermined anchors through cables.

Thus, the movement of underwater nodes is actively
restricted. That motivates researches and they provide an
idea of Anchor-Free Localization Algorithm that is called
AFLA. AFLA is considered for sensor networks which are
actively restricted in underwater environment. Anchor node’s
information does not require by AFLA, and constructs
employ of the association of neighboring nodes. In both
static and dynamic network scenarios AFLA can be utilized.
This algorithm contains a self-localization mechanism for
underwater anchor-free sensor nodes. It can localize all

nodes without anchor node’s assisting [32]. Although, this
algorithm has efficient results in underwater scenario but
the localization of a freely moving node is still an open area
for research. Data is only meaningful when exact location
information is attached with it.

5.6. Routing Issues. Amajor issue that is affecting underwater
sensor networks is energy saving. Nodes mobility is another
challenge in underwater sensor networks. Different protocols
regarding land-based sensor networks are, for example,
Directed Diffusion, Gradient, Rumor routing, TTDD, and
SPIN.These protocols (Directed Diffusion, Gradient, Rumor
routing, TTDD, and SPIN) are generally planned for at a
standstill network. However, due to the mobility and very
rapid change in “network topology” make, these existing
ground-based routing protocols are insufficient for underwa-
ter environment [9].

Offered routing protocols for earthly sensor networks are
separated into two extensive groups, Proactive and Reactive.
Except, both have problems in underwater environment.
Table Driven or Proactive protocols construct huge signaling
overhead to set up the routs, more than ever for the first and
each time when the topology is customized. Topologies are
modified always, by the reason of continuous nodes move-
ment, and due to the large acoustic signaling delays proactive
protocols are not efficient solution for underwater environ-
ment. Because of huge acoustic delays and asymmetrical
links, consequently, the protocols of these (Reactive scheme)
natures are not appropriate for the underwater networks
[4, 62]. Researchers make efforts to design such protocols
which can perform better in underwater environment.

DU et al. [33] showed that Level-Based Adaptive Geo-
Routing (LB-AGR) protocol traffic is divided into four cate-
gories.These categories are upstream to the sink, downstream
to sensor nodes in elected area, downstream to specific
node not considering of where the node is locating, and
downstream to all the sensor nodes. Upstream of packets
towards sink is forwarded in unicast manner to the best
next hop, instead of broadcasting to every neighbor node
as compared to present underwater sensor network routing
protocols (VBF and VBVA). Level-Based Adaptive Geo-
Routing considers the following factors for forwarding which
are available energy, density, location, and level-difference
betweenneighbor nodeswhich are used to determine the best
next hop between multiple qualified candidates. Performance
evaluations of Level-Based Adaptive Geo-Routing with exist-
ing protocols of underwater sensor networks are given in the
Table 4.
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Table 5: Comparison of packet fragmentation versus nonfragmentation.

Factors Fragmentation Non-Fragmentation
Delay Low High
Energy Consumption Low High
Traffic load High Low
Channel utilization Low High
Collision effect Low High

Forward tree trimming methodology is implemented, to
avoid overload increase by forwarded packets and also to
efficiently shrink the voltage expenditure of the sensor nodes
[34]. A protocol that provides higher level of efficiency in the
environment that is highly volatile, for example, underwater
environment, is a major requirement of the time. An end-
to-end delay efficient routing protocol which is known as
Diagonal and Vertical Routing Protocol (DVRP) for under-
water sensor network is presented. Data packet forwarding
is depending upon the angle of flooding zone via the sender
node, in the direction of the surface sink, in case of DVRP.
Alternatively, the quantity of nodes that floods the packets of
data is prohibited by manipulating the angle for flood region
to avoid the flooding over the entire network. For increasing
the life time of the network, DVRP is consciously preserving
sensor nodes energy. In this (DVRP) network sensor nodes
make local judgment of forwarding data packets underneath
the restriction of energy status and flooding angle among
them. Protocol does not keep the multifaceted routing tables
and not depend on information regarding location. It is easy
to include a fresh node, at any instance and any position in
the network [35].

Routing is a primary concern for any category of network,
and routing protocols are utilized for maintaining and dis-
covering the paths. Underwater sensors network contains the
issue regarding underwater network physical and network
layer [62]. However, routing techniques regarding network
layer are a new research area.

5.7. Optimal Packet Size Selection and Energy Efficiency.
Basagni et al. [12] explore the packet size impact upon
two protocols and measure end-to-end delay; throughput
efficiency and energy per bit are utilized. Optimal packet size
is depending upon protocol characteristic, just like offered
load and bit error rate. Poor packet size selection decreases
the performance of the network. Recently, the emphasis has
shifted towards the multihop network, because it covers large
area as compared to single hop networks. Optimal packet
size selection is considered to increase the efficiency of that
kind of networks. Stojanovic (upon point-to-point scenario
at data link layer) has explored packet length optimization for
maximizing throughput efficiency. Results have proved that
packet size affects the performance of network.

Metrics such as throughput efficiency, latency, and energy
consumption in multihop underwater networks can be
greatly improved by a wisely choosing packet size. Basagni
et al. use variable but predefined fixed size of the packets
and determines the performance of CDMA and DACAP.

Basagni et al., not changing the packet size point-to-point,
means that, according to environmental factors and channel
capacity at different parts of the ocean, using this kind of
technique, performance and channel utilization will also
increase. Basagni et al. [11] showed that size of control packets
is very small as compared to the data packets. Once a data
and control packet collision occur, the entire data packet
must be discarded. Long data packet can be partitioned
into smaller fragments, to minimize disadvantages of such
kind of collisions. Effect of collision is reduced and remains
to only few fragments by utilizing fragmentations; in that
manner small numbers of chunks need to be retransmitted.
Fragmentation reduces the overall traffic, as well as higher
overhead and the number of retransmissions as well. This
technique is applied upon DACAP. Advantages are achieved
by fragmenting long packets, except because of fragmentation
overhead increases in the network. For this reason, there exist
an optimal number of fragments considering throughput
efficiency. As traffic load increases, collisions also become
higher.

Collision reduces because of fragmentation; another
advantage of fragmentation is that overall energy consump-
tion also reduces. Conversely, higher overhead is intro-
duced for a single data transmission. Throughput efficiency
decreases due to high traffic and higher bit error rate.
However, the energywaste is considerably less as compared to
no fragmentation. Packet fragmentation also reduces packet
latency as shown in Table 5. Because of choosing optimum
number of fragments higher throughput efficiency, lower
energy consumption, and shorter packet latency are achieved.

Underwater sensor networks stop and wait mechanism,
which is utilized in half duplexmode, can be avoided by using
optimized packet size selection. Optimized packet size selec-
tion has positive impact uponmultiple hope communication.

Basagni et al. [10] observe the performance of multihop
network in terms of throughput, energy efficiency, and
latency. They also considered the effect of bit error rate,
interference, collision, and retransmission upon selecting
the optimal packet size. Authors in [10] selected two-media
access control protocol CDMA and DACAP and compares
their results. In addition, variation in network deployment
scenarios is observed to check the effect of the packet size
upon throughput, energy efficiency, and latency of network.
However, three fixed bandwidths are considered in all simula-
tions despite the fact of point-to-point change in underwater
bandwidth. The use of variable bandwidths is just like the
use of variable data payloads by Basagni et al. [10], for better
performance.
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Figure 5: Classification of the routing protocols for UWSN.

Jung et al. [38] describe issues of energy efficiency and
optimal packet size selection for efficient communication
in underwater sensor networks. Challenges in underwater
sensor networks are fading, multipath propagation delay,
limited bandwidth, and energy constraints. Packet loss rate
is higher because of acoustic channel refraction, reflection,
and ambient noise. Ayaz et al. [13] have investigated optimal
data packet size for underwater sensor networks, with energy
efficiency as the optimization metric. Major challenges in
Underwater Wireless Sensor Networks are high channel
impairments, due to which higher error rates and temporary
path losses occur in underwater sensor network. Congestion
increases upon the nodes near the sinks, as data packets are
forwarded towards the surface control station. Packet loss
is caused by congestion which requires retransmissions that
causes the loss of a significant amount of energy and leads to
large end-to-end delays.

Packet size selection according to variations of environ-
mental factors also improves acoustic communication and
needs attention from research community. The communi-
cation techniques, which consider variations of underwater
environment regarding acoustic channel, will produce better
effect as compared to those which never consider these
effects highly utilizable acoustic channel which is a great
challenge, due to the multipath propagation, underwater
noise, dependence of channel capacity upon distance, and
Doppler Effect. Due to the movement of sensor nodes under
the influence of ocean currents, meaningful information
collection is also an issue that is called localization issue.
Localization issue and frequent change in topology produce
unique challenges for routing protocols. Packet size selection
is a critical parameter regarding underwater sensor networks
that can enhance energy consumption, channel utilization,
and throughput of underwater sensor network. Hence these
are the unique issues and challenges that need attention
from research community. Routing protocols for UWSNS are
classified in Figure 5.

Table 6 [63] shows that the efficiency in transmitting the
packets is measured by publication year, bounded latency,

multipath, load balancing, and energy consumption. In E-
PULRP [39] and MRP [46] duty cycles are adopted for
efficient energy consumption, while in QELAR [40] and
LAFR [44] routes having minimum energy cost are selected
by sensor nodes for purpose of energy transmission. Efficient
energy consumption is the main objective for designing the
UWSN protocols. Few of protocols discussed in Table 6
consider the load balancing technique to prolong the network
life time. For data centric networks in UWSNs sensed data
must be accurately transferred in bounded latency to the
sink due to higher propagation delays in acoustic signals.
Transmission delays are carefully analyzed in ARP [45] in
which various priorities are assigned for packet transmission.

Multipath routing like DBR [42], MRP [46], and EEDBR
[43] performs far better compared to single path routing
protocols like QELAR [64] and H2-DAB [65].

Investigation of MAC protocol is shown in Table 7.
Different MAC protocols which compared some of them
are contention-based protocols like T-Lohi., R-MAC,
MACUWASN, and MAFAMA and other or hybrid of
contention based and contention-free like H-MAC, UWAN-
MAC, and P-MAC.

In Figure 6(a), it is shown that DBR are only depth-
based routing protocol andwhile calculated costs considering
different routing metrics are ERP2R and EEF. Common
metrics for the all mentioned protocols is depth. Overhearing
is used in ERP2R to make transmission decision during
holding time beside this in EEF Overhearing is avoided due
to which the efficiency of EEF is uplifted.

Total energy consumption is shown in Figure 6(a) for
three contention avoidance MAC protocols, CSMA-CA,
MACU WSN, and T-LOHI, for different packets numbers.
Similar increasing energy consumption trend has been seen
in each protocol. MACU WSN has less control packets as
compared to CSMA-CA and T-LOHI.

In Figure 6(b) comparison of VBF, REE-VBF, and HH-
VBF has been shown. Vector based routing scheme is fol-
lowed by these routing protocols; per hop vector is seen in
HH- VBF that decreases the number of nodes involved in
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Figure 6: (a) Energy consumption of T-Lohi and MACUWASN [17]. (b) Energy consumption of VBF, REE-VBF, and HH-VBF [17].

routing to make it more energy efficient than VBF. On the
other hand, instead of flooding, optimal relay is selected in
REE-VBF due to which the performances of REE-VBF and
HH-VBF have passed the similar points.

In Figure 7, different constraints are shown which are
considered while designing the routing protocols for under-
water sensor networks (UWSNs); these constraints may vary
according to situation and requirement for a scenario.

6. Conclusion and Future Directions

In this paper, we have discussed several techniques of
underwater sensor networks. The objective of the reviewed
techniques is to overcome the underwater challenges and to

give directions to future researchers. Also, we presented a
vibrant view to academia by providing a base for a better solu-
tion. In this perspective, we have presented future directions
which are still not yet explored in this research area. A better
communication technique can be proposed by considering
environmental effect during communication. In the develop-
ment of underwater communication technique utmost care
must be taken regarding the life of marine animals and their
communication. The deep digging out in the areas regarding
nonlinear sound propagation of acoustic signals can be more
useful for designing future communication techniques. The
future identified research areas include cognitive networks
area and underwater spectrum for their efficient use. Major
challenges for the design of cognitive acoustic network



Wireless Communications and Mobile Computing 17

Battery Life
Time Memory & CPU

Traffic &
Security

Scalability &
integrity

Energy
Consumption

Link Reliability

Link Delay
(processing &
propagation)

UWSNs

Figure 7: UWSNs constraints for designing routing protocols.

Table 7: Comparison MCA protocols.

Protocol Based Topology Advantages Disadvantages

T-Lohi Contention Not fixed/Distributed
It is used to solve the space time &
uncertain data reservation problem while
using short wake up time to reduce
energy consumption.

Node is required to be idle
and listen to the channel
each in contention round.

R-MAC Contention Multi-hop TC & data packets are scheduled to the
both sender and receiver side.

There is No technique to
join for new nodes when
node dies or left.

H-MAC Hybrid Centralized
It accepts the benefits from both
contentions based &contention-free
protocols while low power
consumption/energy reservation.

Not Optimal for dense &
heavily loaded network.

UWAN-MAC Hybrid Dense network
It achieves synchronized locally schedule
even when long propagation delay is
present because it required small duty
cycle.

Difficult to achieve high
throughput due to small
duty cycle feature.

P-MAC Hybrid Centralized According to information of VDL it
works dynamically & adaptively.

The addition of P-MAC
with multichannel& ad-hoc
mechanisms.

MFAMA Contention Mobile UWASN A greedy approach intends to maximize
throughput.

pay compensation to the
Fairness.

are spectrum sensing, dynamic power control, spectrum
sensing strategy, spectrum sharing, and spectrum decision.
Therefore, routing and media access control protocols need
to design by taking care of maximizing channel utilization.
Standardization is highly required at media access control
level. In addition, standards for underwater sensor networks
are another challenge for academia. Further investigation is
required in localization for underwater sensor networks. A
GPS like localization sachem is still not created for underwa-
ter sensor networks and localization of a freely moving node
is still an open area for research. Besides this, variable length
packet in communication can further be investigated. Thus,

we intend to target in future the variable packet size selection
to improve the utilization of acoustic channel.
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The performance of the angle estimation algorithm based on the two-order or higher order cumulants in the impact noise
background will decline sharply. Therefore, it is necessary to study the new algorithm to estimate target angle in the impact noise
background. In order to solve the angle estimation problem of coherent sources in the impulse noise background, a conjugate
rotation invariant subspace algorithmbased on reduced order fractional lower order covariancematrix is proposed.Use the reduced
dimension lower order fraction covariance matrix to reduce the impulse noise influence. And according to the conjugate rotation
invariant subspace, the coherent source is decohered. The Monte-Carlo experiments show that the proposed algorithm has the
advantages of high estimation probability and low root mean square error in the case of low signal-to-noise ratio, compared with
the existing FLOM-MUSIC algorithm and FLOM-Unitary ESPRIT algorithm.

1. Introduction

The noise encountered in the practical application of
Multiple-Input Multiple-Output (MIMO) radar often has
certain impact characteristics, such as cosmic noise, atmo-
spheric noise, and meteorological noise. In recent years, a
large number of experimental data and simulation results
[1–3] confirm that the impulse noise is consistent with the𝛼 stable distribution. Because the 𝛼 stable distribution does
not have two-order square or higher, this means that the
performance of the angle estimation algorithm based on the
two-order or higher order cumulants in the impact noise
background will decline sharply. Therefore, it is necessary to
study the new algorithm to estimate target angle in the impact
noise background.

Tsakalides [4–6] and Liu [7] estimate the direction
of arrival using Multiple Signal Classification (MUSIC)
algorithm based on covariance and fractional lower order
moment respectively, but all of them need to search spectral
peak, and the amount of operation and storage is very large.
Lv Zejun [8] and He Jin [9] estimate the arrival angle based
on covariance in the impact noise environment, but the above

methods need to estimate the appropriate fractional lower
order parameters. Li Li [10] uses the Maximum Correntropy
Criterion (MCC) to derive the ductile parallel factor algo-
rithm for the impact noise environment, but has not solved
the coherent source problem.

Based on the above research, we combine reduced dimen-
sion conjugate covariance (RCC) with fraction lower order
matrix (FLOM) and then propose a RCC-FLOM algorithm
for monostatic MIMO radar. The proposed algorithm can
reduce the impulse noise influence and has the advantages
of high estimation probability. The remainder of this paper
is organized as follows. In Section 2, the monostatic MIMO
radar echo model is established. Then, the angle estimation
method based on RCC-FLOM is proposed in Section 3. Some
simulations are conducted to verify the performance of the
proposedmethod in Section 4. Finally, we conclude the paper
in Section 5.

Notation: (⋅)T and (⋅)H denote transpose and conjugate-
transpose operators; ⊗ denotes the Kronecker product; 𝐸[⋅]
denotes the expected value; (⋅)∗ denotes the conjugate opera-
tor; ∑(⋅) denotes the sum operator.
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2. Monostatic MIMO Radar Echo Model

Considering the monostatic MIMO radar as shown in
Figure 1, the transmitting and receiving antenna adopt𝑀 and𝑁 elements, respectively. The spacing of array elements is𝑑 = 𝜆/2, 𝜆 is carrier wavelength. Assuming that the direction
of arrival (DOA) and the direction of departure (DOD) both
are 𝜃𝑝. The echo signal processed by matching filtering as
below,

y (𝑡) = A𝛽 (𝑡) + n (𝑡) (1)

whereA = [a𝑟(𝜃1)⊗a𝑡(𝜃1), a𝑟(𝜃2)⊗a𝑡(𝜃2), ⋅ ⋅ ⋅ , a𝑟(𝜃𝑃)⊗a𝑡(𝜃𝑃)],
the transmit steering vector of the pth target is a𝑡(𝜃𝑝) =[1, exp(−𝑗𝜋 sin 𝜃𝑝), ⋅ ⋅ ⋅ , exp(−𝑗𝜋(𝑀 − 1) sin 𝜃𝑝)]T, and the
receive steering vector is a𝑟(𝜃𝑝) = [1, exp(−𝑗𝜋 sin 𝜃𝑝), ⋅ ⋅ ⋅ ,
exp(−𝑗𝜋(𝑁 − 1) sin 𝜃𝑝)]T, 𝛽 = [𝜉1𝑒𝑗2𝜋𝑓𝑑1𝑡, 𝜉2𝑒𝑗2𝜋𝑓𝑑2𝑡, ⋅ ⋅ ⋅ ,𝜉𝑃𝑒𝑗2𝜋𝑓𝑑𝑃𝑡]T, 𝜉𝑝 is the reflection coefficient of the pth target,𝑓𝑑𝑝 is the normalizedDoppler frequency of the pth target, and
n(𝑡) representation of noisy column vectors.

3. Angle Estimation Based on RCC-FLOM

3.1. Reduced Dimension Lower Order Fraction Covariance
Matrix. If defined,

a𝑟 (𝜃𝑝) ⊗ a𝑡 (𝜃𝑝) ≜ Fb (𝜃𝑝) (2)

In the form, b(𝜃𝑝) = [1, exp(−𝑗𝜋 sin 𝜃𝑝), ⋅ ⋅ ⋅ , exp(−𝑗𝜋(𝑀 +𝑁 − 1) sin 𝜃𝑝)]T and F ∈ C𝑀𝑁×(𝑀+𝑁−1) is a dimensionality
reduction matrix, which can be expressed as

F =

[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[[

1 0 ⋅ ⋅ ⋅ 0 0 ⋅ ⋅ ⋅ 00 1 ⋅ ⋅ ⋅ 0 0 ⋅ ⋅ ⋅ 0... ... ⋅ ⋅ ⋅ ... ... ⋅ ⋅ ⋅ ...0 0 ⋅ ⋅ ⋅ 1 0 ⋅ ⋅ ⋅ 0

}}}}}}}}}}}}}
𝑀

0 1 ⋅ ⋅ ⋅ 0 0 ⋅ ⋅ ⋅ 00 0 1 0 0 ⋅ ⋅ ⋅ 0... ... ⋅ ⋅ ⋅ ... ... ⋅ ⋅ ⋅ ...0 0 ⋅ ⋅ ⋅ 0 1 ⋅ ⋅ ⋅ 0

}}}}}}}}}}}}}
𝑀

...0 ⋅ ⋅ ⋅ 0 1 0 ⋅ ⋅ ⋅ 00 ⋅ ⋅ ⋅ 0 0 1 ⋅ ⋅ ⋅ 0... ... ⋅ ⋅ ⋅ ... ... ⋅ ⋅ ⋅ ...0 ⋅ ⋅ ⋅ 0 0 0 ⋅ ⋅ ⋅ 1

}}}}}}}}}}}}}
𝑀

]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]]

∈ C𝑀𝑁×(𝑀+𝑁−1) (3)

Then the matrix A can be expressed as

A = FA (4)

where A = [a(𝜃1), a(𝜃2), ⋅ ⋅ ⋅ , a(𝜃𝑃)] ∈ C(𝑀+𝑁−1)𝑃, a(𝜃𝑝) =[1, 𝑎𝑝, ⋅ ⋅ ⋅ , 𝑎𝐼−1𝑝 ]T, 𝑎𝑝 = 𝑒𝑗𝜋 sin 𝜃𝑝 , and it is a Vanermonde
matrix. 𝐼 is the virtual elements number after dimension
reduction transformation, then 𝐼 = 𝑀 + 𝑁 − 1.

pth target

transmitting antenna
M elements
receiving antenna

N elements

p

dt

dr

Figure 1: The structure of a monostatic MIMO radar.

According to formula (3), if formulaW ≜ FHF is defined,
there are

W = diag(1, 2, ⋅ ⋅ ⋅ ,min (𝑀,𝑁) , ⋅ ⋅ ⋅ ,min (𝑀,𝑁)⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
|𝑀−𝑁|+1

, ⋅ ⋅ ⋅ ,
2, 1)

(5)

If both sides of formula (1) are multiplied byW−1FH, we can
get

y = A𝛽 + n (6)

wheren(𝑡𝑙) = W−1FHn(𝑡𝑙) is a (𝑀+𝑁−1) dimension additive
noise vector.

When n is impact noise, y has no more than two-
order square. According to [6, 7], the FLOM of y can be
constructed as

𝐶𝑢V = 𝐸 [𝑦𝑢 (𝑡) 𝑦V (𝑡)𝑝−2 𝑦∗V (𝑡)] 1 < 𝑝 < 𝛼 ≤ 2 (7)

where 𝑦𝑢(𝑡) and 𝑦V(𝑡) is the output of matched filtering
after MIMO radar dimensionality reduction. 𝐶𝑢V is the (𝑢, V)
element of the fractional lower order covariancematrixC and
satisfies 1 ≤ 𝑢, V ≤ 𝐼.

Substituting formula (6) in formula (7), 𝐶𝑢V can be
expressed as

𝐶𝑢V = 𝑃∑
V=1

𝐴𝑢V
⋅ 𝐸 [[𝛽V


𝑃∑
𝑞=1

𝐴𝑢V𝛽𝑞 + 𝑛V

𝑝−2( 𝑃∑
𝑞=1

𝐴𝑢V𝛽𝑞 + 𝑛V)
∗]]

+ 𝐸[[𝑛𝑢

𝑃∑
𝑞=1

𝐴𝑢V𝛽𝑞 + 𝑛V

𝑝−2( 𝑃∑
𝑞=1

𝐴𝑢V𝛽𝑞 + 𝑛V)
∗]]

(8)

It can be written as a matrix as follows:

C = AΛAH + 𝛾I (9)

whereΛ 𝑢V = 𝛿𝑢V𝐸[𝛽V| ∑𝑃𝑞=1 𝐴𝑢V𝛽𝑞+𝑛V|𝑝−2(∑𝑃𝑞=1 𝐴𝑢V𝛽𝑞+𝑛V)∗]
and 𝛾 = 𝐸[𝑛𝑢| ∑𝑃𝑞=1 𝐴𝑢V𝛽𝑞 + 𝑛V|𝑝−2(∑𝑃𝑞=1 𝐴𝑢V𝛽𝑞 + 𝑛V)∗].
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Original Virtual Array

Conjugate Virtual Array

８1 ８2 ８3 ８4 ８5

８1∗８2∗８3∗８4∗８5∗

Figure 2: Monostatic MIMO radar conjugate virtual array.

After obtaining the reduced order fractional lower order
covariancematrix formula (9), the eigenvalues ofC according
to [11, 12] are as follows:

C = E𝑆Λ𝑆E𝑆
H + E𝑁Λ𝑁E𝑁

H (10)

whereES is a subspace formed by eigenvectors corresponding
to large eigenvalues, i.e., signal subspace, while EN is a
subspace formed by eigenvectors corresponding to small
eigenvalues, i.e., noise subspace.

Under ideal conditions, the signal subspace and the noise
subspace are orthogonal to each other; that is, the steering
vector in the signal subspace is also orthogonal to the noise
subspace as

aH (𝜃)EN = 0 (11)

The classical MUSIC algorithm is based on the above
properties. However, considering the fact that the actual
received data matrix is finite and there is noise, a(𝜃) and EN
can not be completely orthogonal; that is to say, formula (11)
does not hold. Therefore, in fact, DOA is realized by mini-
mum optimization search; that is,

𝜃𝑀𝑈𝑆𝐼𝐶 = argmin
𝜃

aH (𝜃)ENE
H
Na
 (𝜃) (12)

So the target angle can be estimated by the MUSIC
algorithm’s spectral search formula such as

𝑃MUSIC (𝜃) = 1
aH (𝜃)ENEH

Na (𝜃) (13)

3.2. Conjugate Rotation Invariant Subspace Algorithm. Con-
structing the lower order fractional lower order covariance
matrix can only solve the problemof impulse noise.When the
multipath effect and electronic interference are affected, the
angle estimation of coherent sources is also needed. In this
paper, the conjugate rotation invariant subspace algorithm
(C-ESPRIT) is used to solve the problem of coherent source
angle estimation. Taking the MIMO radar with 5 virtual
elements as an example, the virtual space array constructed
is shown in Figure 2.

The target echo data obtained by virtual subarray 1 can be
expressed as follows:

y𝑒1 =

[[[[[[[[[[[[[[[[[[[[

𝑦1 𝑦2 𝑦3 ⋅ ⋅ ⋅ 𝑦𝑃𝑦2 𝑦3 𝑦4 ⋅ ⋅ ⋅ 𝑦𝑃+1... ... ... ...𝑦𝐼−𝑃 𝑦𝐼−𝑃+1 𝑦𝐼−𝑃+2 ⋅ ⋅ ⋅ 𝑦𝐼−1𝑦∗𝐼 𝑦∗𝐼−1 𝑦∗𝐼−2 ⋅ ⋅ ⋅ 𝑦∗𝐼−𝑃+1... ... ... ...𝑦∗𝑃+2 𝑦∗𝑃+1 𝑦∗𝑃 ⋅ ⋅ ⋅ 𝑦∗3𝑦∗𝑃+1 𝑦∗𝑃 𝑦∗𝑃−1 ⋅ ⋅ ⋅ 𝑦∗2

]]]]]]]]]]]]]]]]]]]]2(𝐼−𝑃)×𝑃

(14)

According to formula (6), the matrix y𝑒1 can be expressed as

y𝑒1 = RA (𝜃) + n𝑒1 (15)
where
R

=

[[[[[[[[[[[[[[[[[[[[[

𝛽1 𝛽2 𝛽3 ⋅ ⋅ ⋅ 𝛽𝑃𝛽1𝑎1 𝛽2𝑎2 𝛽3𝑎3 ⋅ ⋅ ⋅ 𝛽𝑃𝑎𝑃... ... ... ...
𝛽1𝑎𝐼−𝑃−11 𝛽2𝑎𝐼−𝑃−12 𝛽3𝑎𝐼−𝑃−13 ⋅ ⋅ ⋅ 𝛽𝑃𝑎𝐼−𝑃−1𝑃𝛽∗1 𝑎−(𝐼−1)1 𝛽∗2 𝑎−(𝐼−1)2 𝛽∗3 𝑎−(𝐼−1)3 ⋅ ⋅ ⋅ 𝛽∗𝑃𝑎−(𝐼−1)𝑃... ... ... ...
𝛽∗1 𝑎−(𝑃+1)1 𝛽∗2 𝑎−(𝑃+1)2 𝛽∗3 𝑎−(𝑃+1)3 ⋅ ⋅ ⋅ 𝛽∗𝑃𝑎−(𝑃+1)𝑃𝛽∗1 𝑎−𝑃1 𝛽∗2 𝑎−𝑃2 𝛽∗3 𝑎−𝑃3 ⋅ ⋅ ⋅ 𝛽∗𝑃𝑎−𝑃𝑃

]]]]]]]]]]]]]]]]]]]]]2(𝐼−𝑃)×𝑃

(16)

The target echo data obtained by virtual subarray 2 can be
expressed as follows:

y𝑒2 =

[[[[[[[[[[[[[[[[[[[[

𝑦2 𝑦3 𝑦4 ⋅ ⋅ ⋅ 𝑦𝑃+1𝑦3 𝑦4 𝑦5 ⋅ ⋅ ⋅ 𝑦𝑃+2... ... ... ...𝑦𝐼−𝑃+1 𝑦𝐼−𝑃+2 𝑦𝐼−𝑃+3 ⋅ ⋅ ⋅ 𝑦𝐼𝑦∗𝐼−1 𝑦∗𝐼−2 𝑦∗𝐼−3 ⋅ ⋅ ⋅ 𝑦∗𝐼−𝑃... ... ... ...𝑦∗𝑃+1 𝑦∗𝑃 𝑦∗𝑃−1 ⋅ ⋅ ⋅ 𝑦∗2𝑦∗𝑃 𝑦∗𝑃−1 𝑦∗𝑃−2 ⋅ ⋅ ⋅ 𝑦∗1

]]]]]]]]]]]]]]]]]]]]2(𝐼−𝑃)×𝑃

(17)
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Reduce the dimension and get
Formula (6)

Solves impulse noise problem
according to Formula (9).

Angle Estimate with traditional
TL-ESPRIT algorithm

Get the signal represented
by Formula (5).

received by virtual subarray 1.
Obtained target echo data e1

received by virtual subarray 2.
Obtained target echo data e2

Obtained reconstructed random
variable Cu by Formula (7)

Figure 3: Flow chart of the RCC-FLOM algorithm.

According to formula (6), the matrix y𝑒2 can be expressed as

y𝑒2 = RΦA (𝜃) + n𝑒2 (18)

where Φ is a rotation factor and its expression is Φ =
diag(𝑎1, 𝑎2, ⋅ ⋅ ⋅ , 𝑎𝑃).

The matrix A(𝜃) is a Vanermonde matrix, because the
coherent source is located in different directions of space and
linearly independent of each row, rank(A(𝜃)) = 𝑃.

When 2(𝐼−𝑃) ≥ 𝑃, theR of the provable matrix is linearly
independent; that is, rank(R) = 𝑃. Because of rank(Φ) = 𝑃,
the rank of virtual subarray y𝑒1 and y𝑒2 is 𝑃. Therefore, the
traditional TL-ESPRIT algorithm can be used to estimate 𝑃
coherent sources.

3.3. The Steps of the RCC-FLOM Algorithm. Based on the
above analysis, the operation steps of the RCC-FLOM algo-
rithm can be summarized as follows.

Step 1. The echo signal of single pulse is matched filtered to
get the signal represented by formula (5).

Step 2. Formula (6) is obtained for reducing the dimension
of the signal represented by formula (5).

Step 3. According to formula (7), the fractional lower order
covariance y of the reconstructed random variable 𝐶𝑢V is
obtained.

Step 4. The fractional lower order covariance 𝐶𝑢V is rewritten
into the matrix form shown in formula (9), which solves the
problem of impulse noise.

Step 5. According to formula (15), the target echo data y𝑒1
received by virtual subarray 1 is obtained.

Step 6. According to formula (18), the target echo data y𝑒2
received by virtual subarray 2 is obtained.

Step 7. Estimated the angle of 𝑃 coherent sources based on
the traditional TL-ESPRIT algorithm.

For a more intuitive presentation, the flow chart
is drawn in Figure 3.
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(b) The estimation effect of FLOM-Unitary ESPRIT algorithm
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(c) The estimation effect of RCC-FLOM algorithm

Figure 4: Angle estimation algorithms of coherent sources under impulse noise.

4. Computer Simulation Results

Assuming that the MIMO radar has 5 transmitting elements
and 6 receiving elements, the number of virtual elements after
dimension reduction is 10. The receiving and transmitting
antennas are equal spaced uniform linear arrays with a
spacing of 0.5𝜆. And we use MATLAB software to simulate
the following experiments in this paper. The generalized
signal-to-noise ratio (GSNR) is the ratio of average power to
dispersion coefficient in simulation as follows:

𝐺𝑆𝑁𝑅 = 10 lg( 1𝛾𝑁
𝑁∑
𝑡=1

𝑠 (𝑡)2) (19)

where 𝑁 is the number of accumulated pulses. If 𝛼 = 2, the
generalized signal-to-noise ratio is the same as the ordinary
signal-to-noise ratio.

Experiment 1. Angle estimation of coherent sources under
different impulse noise environments

Under the background of impact noise, the direction of
arrival of 3 equal power coherent sources are 30∘, 10∘, −20∘,
respectively. The impulse noise of 𝑆𝛼𝑆 distribution is 𝛼 = 1.5,
and the generalized signal-to-noise ratio is 5 dB. Figures 4(a),
4(b), and 4(c), respectively, simulate the angle estimation
of ESPRIT algorithm, FLOM-Unitary ESPRIT algorithm
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Figure 5: Performance comparison of different algorithms under impact noise.

proposed in the paper [13], and RCC-FLOM algorithm in 50
simulation experiments.

The simulation results of Figure 4 can be seen as follows:
In the background of impulse noise, the coherent sources’
direction of arrival can not be estimated accurately by using
the ESPRIT algorithm. It is shown that the conventional
subspace based algorithm can not suppress impulse noise and
coherent decoherence when applied to monostatic MIMO
radar. The RCC-FLOM algorithm proposed in this paper
can accurately estimate the direction of arrival of coherent
sources in the background of impulsive noise.The simulation
results verify the effectiveness of the proposed algorithm.

Experiment 2. Comparison of statistical performance
between the proposed RCC-FLOM algorithm and other
algorithms

The mean square error (RSME) of DOA estimation is
defined as

RMSE (𝜃) = √ 1𝐿𝑚
𝐿𝑚∑
𝑙𝑚=1

(𝜃𝑝 − 𝜃𝑝)2 (20)

where 𝐿𝑚 represents the number of Monte-Carlo experi-
ments and 𝜃𝑝 and 𝜃𝑝 represent the true angle and estimated
angle, respectively.

Under the background of impact noise, the direction of
arrival of 2 equal power coherent sources is 30∘ and −20∘,
respectively. The impulse noise of 𝑆𝛼𝑆 distribution is 𝛼 = 1.5.
Figures 5(a) and 5(b), respectively, simulate the statistical
performance of FLOM-MUSIC algorithm [11] and RCC-
FLOM algorithm in 50 Monte-Carlo experiments.

The simulation results of Figure 5 can be seen as fol-
lows: Under the impact noise background, the RCC-FLOM
algorithm proposed in this paper is superior to the FLOM-
MUSIC algorithm proposed in the literature [11] in terms of

the success probability and the root mean square error. With
the increase of the generalized signal-to-noise ratio, the suc-
cess probability of the two algorithms is gradually increased
and the root mean square error is gradually reduced. That is,
the performance of the angle estimation is increased with the
increase of the generalized signal-to-noise ratio. When the
SNR is high to a certain extent, the performance of the two
algorithms is basically the same.

5. Conclusions

In this chapter, the MIMO radar angle estimation problem
of coherent sources in the impulse noise background is stud-
ied. A conjugate rotation invariant subspace (RCC-FLOM)
algorithm based on reduced order fractional lower order
covariancematrix is proposed.The influence of impulse noise
is reduced by using the method of constructing lower order
fractional lower order covariance matrix. Then the coherent
source is decohered according to the conjugate rotation
invariant subspace method. It solves the problem that the two
or four order statistical models can not effectively estimate
the target angle under the impact noise background. The 50
Monte-Carlo experiments show that the proposed algorithm
has the advantages of high estimation probability and low
rootmean square error in the case of low signal-to-noise ratio,
compared with the existing FLOM-MUSIC algorithm.
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The research community has growing interest in the field of mobile phone applications due to its extensive usage in voice, data,
video, and their combinations including data-voice and voice-video. The trends of mobile usage have paramount significance to
formulate effective policies, to analyze human behavior, reliable prediction, and planning, for development and prosperity of any
region in the globe. In this research, we explore the usage of mobile communication to analyze these trends; for this, we select
Khyber Pakhtunkhwa (KPK), Pakistan, amultienvironment based on farmers, students, employees, and businessmen.Afield survey
is carried out by designing a detailed structural questionnaire for viable collection of data to have superior analysis of different
multienvironment based classes. A statistical analysis is performed through hypotheses and chi-square test on a large dataset based
on sufficient number of observations collected through primary survey for each class. The survey results are provided in number
of graphical and numerical illustrations to predict the mobile usage trends, evidently and effectively, of the people of KPK. This
study has practical and significant implications in understanding the behavioral intensions of the individuals making policies about
mobile phone usage.

1. Introduction

In today’s modern and technological era of science and tech-
nology, no one can deny the importance of mobile phones
and their usage [1]. Mobile phone has become an indispens-
able and integral part of our life that was initially considered
only a source of communication among masses, but now
it has key role in creation of employment opportunities,
as well as being vital part of accelerating economic growth
of any region [2–5]. The major portion of population are
thinking that mobile phone applications not only fulfill their
requirements but also mobile phone is the source of polite
changes at all levels. [6]. In the last three decades, maximum
changes occurred in global economy, and development in
communication field has produced effective changes in all
sectors. No one can deny the potential of mobile usage
in diversified fields of applied science, engineering, and
technology; see [7–9] and references cited therein.

The purpose of this research is to find the mobile phone
usage and the effect of its usage inmultienvironment region of

Khyber Pakhtunkhwa (KPK), Pakistan, as it may have differ-
ent impacts on different classes. The present study is a part of
a descriptive research, which is based on the primary survey
method and performed statistics to predict the behavior of
all fourmultienvironment classes based on farmers, students,
employees, and business community. In this research, we
exploit the usage of mobile communication to analyze these
trends in KPK. A field survey is conducted by formulation
of a detailed structural questionnaire for the collection of
data to have superior analysis of different multienvironment
based classes. A statistical analysis is performed by the use of
hypotheses based chi-square tests on a dataset of the primary
survey. The survey results are represented by number of
graphical and numerical illustrations to predict the mobile
usage trends, evidently and effectively, of the people of KPK.
The results show that most of the students from University
of Engineering and Technology (UET), Islamia College Uni-
versity, University of Peshawar, and Agriculture University,
Peshawar, KPK, Pakistan, have a unanimous thinking that
mobile phone has brought positive change. Moreover, cell
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phone is essential to increase productivity, and at same time,
they considered that their fellows have no knowledge of
the usage of cell phone at the place of work. This study
has paramount significance in understanding the behavioral
intensions of the individuals whomake policies about mobile
phone usage.

The rest of the paper is organized as follows; in Section 2,
a brief overview of mobile usage is narrated; Section 3 is ded-
icated to design methodology; Section 4 presents the results;
in Section 5, conclusions with future research direction are
listed.

2. Material and Method

Nowadays, the world becomes global due to new emerg-
ing technologies and development. New development in
technological sector has brought change in the living of
society. This study aims to find the impact of mobile phone
advancement. In small interval of time, mobile phones have
increased connectivity among people. Mobile phones have
provided them with the opportunity to remain connected
irrespective of their locations. Mobile phone connectivity
is available at all locations all the time. Mobile phone has
positively contributed toward the relationship among the
society individuals. Cell phones have increased the access of
people to all levels. Life became easy in all fields and it has also
some negative effect. Mobile phone has also created problem
of ethics. The dependency on the usage of mobile phone
has increased among people. Mobile phone has produced
unwanted relationship among the Youngers [10]. The impact
of mobile phone can be positive or negative.

2.1. Cellular Communication Dependency. Previously, people
used mobile phones as status symbol, but nowadays people
have great relay on mobile phone in their network with
the society. Leung Louis [11] said that in America most of
the Youngers having age ranging from twelve to seventeen
years have a mobile phones and mobile is very popular
in their social network. In early days, the cost of mobile
phone was very high in Asia and limited people can afford
it. With passage of time, the prices decreased [9, 10]. These
models were heavy in weight and were difficult to carry, but
with development new standards were introduced like MMS,
Internet, and connectivity which decreased the cost of mobile
phones, now available at low prices [12, 13].

Nickerson C. [14] described the term leisure boredom
which means that all individuals are in search of becoming
busy and they have a greater dependency on mobile phones.
Most of the Youngers are busy in Internet, MMS, and voice
communication when they are free. Its mean that they
pass their free time in making calls to friend or playing
games with usage of mobile phones. Mobile phones may
sometimes take the Youngers into great risk not following the
standard procedures. The Youngers have greater dependency
on mobile phones [12]. The common observation is that
when the people are free, they become bored and they are in
search of becoming busy, while violating the rules of usage of
mobile phones.This approach was adapted by the people who
greatly depend on mobile phone for the purpose of security

and business while being connected with their families. The
positive contribution of mobile phone is to make call during
incident or to make entertainment by using mobile phone
[14].

Youngers think that mobile phone has positively con-
tributed in society and make life easy by connecting with
others irrespective of locations. [1]. According to report that
mobile phones are tremendously used during emergency,
which has saved large number of people, mobile phone has
become an integral part of human life.

Mobile phone has also positive contribution toward
travelling and toward access to those being far away from
their offices [1]. A report indicates that 70% + of people
use mobile phone for business activities while minimum
percentage of people have personal activities [12].

Nokia Company carried out a survey in year 2001 from
three thousand plus people in all over the world under the
age of 40. About 70% + of people said that they use MMS
function most of all from their mobile phone. People have
common usage of text messing. Mobile phones are used
in making friendship and having connectivity [15]. Initially
mobile phones were used for business. [1]. In USA, the
engineers pointed out that the land line was invented for the
purpose of business and military usage [16]. According to
information presented in [17], which shows that in Australia
the mobile phone users are Nineteen billion +, the mobile
phones adapted by Youngers are very costly. According to
information reported in [17], the maximum percentage of
Youngers, having age ranging from ten to sixteen years old,
and minimum percentage of adults have a personal cell
phone. From a survey of [18] globe cellular penetration is up
to 3.7 billion and according to estimatemost of the population
have personal cell phones, which puts about seventy plus
percent of world’s population in the range of mobile phones
[19]. Mobile phones were among the few technologies which
spread so rapidly in the world. People use cell phones for
different purposes. The same study showed that almost 60
percent of people keep their mobile phones with them all
the time wherever they go [16, 17]. In offices the employers
expect that people will be self-responsible and will not use
cell phones for personal purposes. Employers usually ask
employees to make personal phone use at lunch time or tea
break and tell their family and friends not to disturb them
during work hours except in case of emergency [20].

2.2. Cellular CommunicationDependency and Impact. Devel-
opment in communication sector has brought revolution in
all sections of the world. After 1980, mobile phones replace
land lines in developed countries and contributed positively
in less developed countries. Mobile phones have great impact
on the social life of the society. Males and females have equal
opportunities of the usage of mobile phones for network in
society. Cell phones are the main tools of production in less
developed countries.

Most people use mobile phones for the currency rates,
market tendency, and access to abroad [20]. Limited people
have thought that mobile phones have negative impact
when used in duty places. Small group of people think that
mobile phones have increased the chances of access, thus
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having positive impact [20]. Mobile phone has contributed
to the GDP of developed countries and produced millions
of pounds. Mobile phones have very large percentage of
impact on social sector. Mobile phones give satisfaction
by providing connectivity at all locations [14]. The role of
mobile phone cannot be denied in all types of business.
There is full information sharing among the customers and
owners in market. The physical distance is reduced among
the suppliers and buyers. Many bosses think that the usage
of mobile phone at duty places has negative impact and the
production is reduced.The employers usually think to ban the
mobile phone during the period of production.This has some
negative impact because the workers will not be comfortable
which will resultantly reduce the production. The policy
makers should recommend procedures based on the nature
of business and the vision of the employees [19]. For example,
the mobile phones should not be permitted during travelling
and working hours. The employees in different sections of
the company especially in marketing and sales should not
be allowed to use mobile phones during working hours. This
will result in ignoring the customers. Mobile phones should
be silent during meetings and conferences; otherwise, they
will create negative impact. Depending on the nature of work,
supervision level people should be allowed to coordinate
with customers and their coworkers. People at reception
desk have different nature of work; they may be allowed
to remain in contact with colleagues. Mobile phone has
positively contributed toward economic growth through, for
example, easy access to market, which reduced the cost
of communication and also reduced the travelling cost for
physical and face to face meeting.

Mobile phone has different roles in different countries.
In Europe, it is used to bring unification and rebuild the
economy, while in Finland, it is used as status symbol. The
mobile phone in Japan is a fast way of communication, while
in Philippine, it is the source of political change.

The mobile phone has reduced the travelling of those
people involved in much travelling to reach offices and time
limitation is there.

The impact of mobile phone is usually negative including
reduction in production and disturbances during working
hours based on the receiving of calls and the ring tunes of
the mobile phone. For a limited time, the concentration of
the worker changes whether he receives a call or ignores it.
Mobile phone has a negative effect on the workers if they are
in production section. In developed countries, million and
billions of dollars have been lost due the usage of mobile
phones at the duty places. Usually the workers lose their
concentration and they are unable to meet the targets. The
usage of mobile phones has both positive and negative effects
on students. In case of research, it has positive impact, while
during class it has negative impact. The best way is to turn off
mobile phones during working hours or during class in case
of students, this will create positive image of mobile phones.

3. Methodology of Research

Collected data is primary and qualitative in nature. Data was
collected from the students of UET Peshawar, Islamia College

University, University of Peshawar, and Agriculture Univer-
sity Peshawar; farmers; business community; and employees;
all are fromKPK, Pakistan. Structured questionnaire has been
used as research tool and was distributed among the different
classes. The primary data has been collected from the stu-
dents of UET Peshawar, Islamia College University Peshawar,
University of Peshawar, and Agriculture University Peshawar,
KPK, for the class of students. The primary data of employees
has been collected from various employees working in public
sector as well as in private sector.The primary data of farmers
has been collected from the farmers of district Karak, KPK.
The primary data of business community has been collected
from businessmen belonging to Peshawar and from the
surrounding areas.Themultienvironmentmeans that various
classes were selected from the population of KPK. Total
enrolment of the people is 100 and 156 belonging to KPK,
Pakistan. Few questions were asked by people and they
were told to return to the questioner. Different frequencies
and suitable percentage were used to explore the collected
data.

Mobile phones usage by people, KPK, Pakistan, at duty
sites and their impact on people will indicate dependency of
the classes on mobile phone.

The overall study has followed the framework presented
above, while the workflow diagram is presented in Figure 1.

3.1. Sample and Population. Based on the data collected
from people in KPK, Pakistan, for this research study and
to analyze collected data, students were selected from UET
Peshawar, Islamia College University Peshawar, University
of Peshawar, and Agriculture University of Peshawar, KPK,
which include students from Electrical Engineering and
Computer Engineering, because they have some basic knowl-
edge of mobile communication, while other disciplines have
their own domain in KPK. The primary data of farmers in
KPK has been collected from the farmers of district Karak,
KPK, and business community in KPK, Pakistan. Data was
collected from 100 people initially and later on from 156
people including students from UET Peshawar 32%, farmers
23%, business community 25%, and employees 20%. For pre-
sentation of the mobile phone applications, data is based on
32 students, 23 farmers, 25 businessmen, and 20 employees.

3.2. Observations Collection Tools. Primary data was col-
lected through structured questionnaire from the students
of UET Peshawar, Islamia College University Peshawar, Uni-
versity of Peshawar, and Agriculture University of Peshawar;
farmers; employees; and business community, KPK, Pakistan.
For data analysis, Excel was used. Observations collected
through this tool have been analyzed by using suitable
frequencies and percentages.

4. Results and Discussion

Primary data is collected through structured questionnaire
from the students of UET Peshawar, farmers, employees, and
business community, KPK, Pakistan. For data analysis, Excel
was used. Observations collected through this tool have been
analyzed by using suitable frequencies and percentages.
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Classes of Multi-environment
Students
Farmers
Employee
Business Community

Applications
Voice, Data, Video
Data-Voice
Voice -Video

Dataset
Primary Survey

Statistical Analysis
Hypothesis Based 
Chi-Square Testing

Figure 1: Overview of research model for mobile communication study.

Table 1: Statistical performance indices for all four classes on the basis of 100 samples.

Application Multi-Environment Classes Statistical Indices
Students Farmers employees Business Mean Variance Standard Deviation

Voice 4 22 7 13 2.63 7.89 2.81
Data 3 1 4 2 2.50 7.50 2.74
Data-Voice 20 0 5 5 1.83 4.83 2.20
Video 3 0 4 2 2.56 7.89 2.81
Voice-Video 2 0 0 3 2.80 10.00 3.16

Table 2: Statistical Performance indices for all four classes on the basis of dataset of 156 samples.

Application Multi-Environment Classes Statistical indices
Students Farmers Employees Business SUM Mean Variance Standard Deviation

Voice 12 21 5 14 52 13 32.5 43.33
Data 18 0 6 3 27 6.75 46.68 6.83
Data-Voice 28 0 8 5 41 10.25 113.18 10.64
Video 1 9 2 2 14 3.5 10.25 3.2
Voice-Video 17 0 1 1 19 4.75 50.19 7.08
SUM 76 30 25 25

The structured questioners consist of five variables, i.e.,
voice, data, data-voice, video, and voice-video. Based on the
average response from the collected observations from farm-
ers, business community, employees, and students of UET
Peshawar, KPK, Pakistan, results are summarized in Tables
1 and 2 for dataset based on 100 samples and 156 samples,
respectively, while graphical illustrations are presented in
Figures 2 and 3 based on classes and application, respectively,
for dataset based on 100 samples. Additionally, the graphical
illustration results are presented in Figures 4–11 for dataset
based on 156 samples in terms of pie graphs and cluster charts.

It is seen from the results presented for 100 samples based
dataset that the high value of mean, i.e., 2.80, shows that the
people use cell phones mostly for voice-video, which predicts
the increased communication among peoples, as well as their

behavior toward mobile phones. The 2nd value of mean, i.e.,
2.63, for the voice shows that people use cell phones for voice,
which indicates the positive attitude toward cell phone usage.
It means that that people are well connected. The 3rd value
of the mean, i.e., 2.56, for the application of video shows that
people use mobile phone for enjoyment and entertainment
which may be harmful during working hours. The 4th value
of mean, i.e., 2.50, shows that people use mobile phones for
data such as downloading data for research, literature, and
stories.The 5th value of the mean, i.e., 1.83, shows that people
use cell phones for data-voice, which is at the lowest level, and
thus one may say that most people have no smart phones for
data.

It is seen from the result presented for 156 samples based
dataset that the high value of mean, i.e., 13, shows that people
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Figure 2: Pie-Chart based graphical illustration of the results for each class based on dataset of 100 samples.
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Figure 3: Pie-Chart based graphical illustration of the results for
each application based on dataset of 100 samples.

use cell phones mostly for voice, which predicts the increased
communication among people, as well as their behavior
toward mobile phone. The 2nd value of mean, i.e., 10.25, for
the data-voice shows that people use cell phone for voice
as well as data, which indicates the positive attitude toward
cell phone usage. It means that people are well connected.
The 3rd value of the mean, i.e., 6.75, for the application of
data shows that the people use mobile phones for enjoyment
and entertainment, which may be harmful during working
hours.The 4th value of mean, i.e., 4.75, shows that the people

use mobile phones for data such as entertainment and voice
calling. The 5th value of the mean, i.e., 3.5, shows that people
use cell phone for only video, which is at the lowest level, and
thus one may say that most peoples have no smart phones for
only video.

5. Conclusion

Based on the new technologies and new feature, mobile
phone became integral part of our life. At work places, people
have serious concern about mobile phone. Side SMS by
student during class timing canwaste the time of the students.
This research has been carried out to predict the trend of
mobile phone application among people of Pakistan. Obser-
vations were collected by questioner from students of UET
Peshawar, Islamia College University Peshawar, University
of Peshawar, and Agriculture University of Peshawar; farm-
ers; business community; and employees. Analysis indicates
that most students use mobile phones for voice conversion
with family and coworkers. Mobile phones can be used
for entertainment and text messaging. The result tabulated
indicates that most people claim that they are not disturbed
due to mobile phone. However, they would prefer to turn
off their mobile phone during working hours. Most students
receive around ten calls in average, which is comparatively
high number. Based on the analysis from the observations
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Figure 4: Pie-Chart based graphical illustration of the results for each class based on dataset of 156 samples.
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Figure 5: Cluster-Chart based graphical illustration of the results for each application based on dataset of 156 samples.

collected, over 50+ percent of these calls are social in nature.
These calls from mobile phones have increased the efficiency
among the friends and families. Most of the mobile phones
are not used for data.

A large number of people have the view that most of their
work is related to mobile phones and their productivity is
highly based on the usage of mobile phones, which shows the
positive impact of mobile phones.
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Figure 6: Pie-Chart based graphical illustration of the results for each application based on dataset of 156 samples.
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Figure 7: Pie-Chart based graphical illustration of the results for each application based on dataset of 156 samples.
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Figure 8: Pie-Chart based graphical illustration of the results for each class based on dataset of 156 samples.
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Figure 9: Cluster-Chart based graphical illustration of the results for each application based on dataset of 156 samples.

The report based on the observations collected from the
students indicates that the use of mobile phone has increased
in all sectors of society including students and other classes
of society. Dependency of mobile phones has increased in
institutions like universities, companies, and other sectors of
production. Mobile phone has made access to information

easy especially in jobs related to information. The employers
and the owners use the mobile phone formarket information.
Physical distance has decreased and the people are well
connected.

One group of people considered that they cannot live
without the mobile phones and they do not violate the
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Figure 10: Pie-Chart based graphical illustration of the results for each application based on dataset of 156 samples.
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Figure 11: Pie-Chart based graphical illustration of the results for each application based on dataset of 156 samples.

standard procedures with ultimately increased productivity.
The decisions based on these observations show that mobile
phones can be used more productively.

At higher levels of management, the use of mobile phones
is considered as positive change for business and corporate
sectors. The mobile phones have developed good mutual
relation of trust among the business community. A large
number of people have the opinion that the mobile phone has
brought a positive change in all fields of life.This research was
based on the primary data collection, which was effective and
result oriented, and it predict trends and policy for users from
different classes.

In future, one may investigate neural networks [21–26]
based methodologies for better planning, prediction, and
policies for not onlyKPK region but also other similar regions
all over the world.

Appendix

Questionnaire

Techno-Economic Impact ofMobile Communication on Society
in Context of KPK, Pakistan.This questionnaire is developed
for the survey of my Ph.D. research. The basic aim of this
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Table 3: Demand side.

S.No Description 5 4 3 2
1 Age Group 18-28 29-38 39-48 49-68
2 Working Class Student Farmer Employee Business
3 Province KPK Sind Punjab Baluchistan
4 Location of Living Urban Suburban Rural Sub Rural
5 Demand Extreme Needed Normal No Demand
6 Quality of Demand Excellent Better Good No Quality

Table 4: Supply side.

S.No Description 5 4 3 2
1 Quality Excellent Better Good No Quality
2 Cost Very High High Normal Cheap
3 Satisfaction Excellent Better Good Normal
4 Living Excellent Better Good Normal
5 Willing to pay Yes Up to some Extent No Not at all
6 Employment opportunities Yes Upto some extent No Not at all
7 Impact Positive Negative Positive & Negative No. Impact
8 Revenue Contribution Yes Upto Some extent No Not at all
9 Need Yes No Yes & No Not at all

Table 5: Mobile network side.

S.No. Description 5 4 3 2 1
1 Mobile operator Mobil ink Telenor Ufone Warid Zong
2 Generation of Network 4G 3G 2.5G 2G 1 G
3 Year of User 1981-86 1987- 93 1994-2000 2001-2007 2008- 2014
4 Application Voice Data Data & Voice Video Voice & Video

survey is to collect the information of the technological
growth of the mobile communication and the economic
impact demand side, impact on supply side, impact on GDP,

and impact on taxation on society. Your participation is
highly needed in this dissertation survey.

Thanks. Shah Jahan Khattak Ph.D. Scholar
Gomal University, Dera Ismail khan/CESET, Islamabad.

1 Name ------------------------------------------------------------
2 Gender Male Female
3 Marital Status Single Married Widow Divorced

See Tables 3, 4, and 5.
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This work presents a Soft Queuing Model (SQM) for number of active users present in a cognitive radio network (CRN) at some
given instant. Starting with the existing cellular network where the upper limit for the number of channels and active users is well
defined. The idea is then extended to the complicated scenario of CRNs where the upper limit is not deterministic for both the
number of channels and the active users. Accordingly a probabilistic SQM is proposed under the condition that the number of
channels and active cognitive users are both random variables. The proposed model will be useful to offer the level of reliability to
the clients connected with CRN and hence to offer secure communication even on a cooperative CRN. The proposed model has
been verified theoretically and simulations have been carried out in diversified set ups to evaluate the performance.

1. Introduction

Cognitive Radios (CR) seems to be the prominent area
of research in future communication systems including 5G
which is based on Massive MIMO and heterogeneous net-
works [1, 2]. A reliable communication model for cognitive
radio is the requirement of the time. With the development
of the idea, its implication in almost all the existing commu-
nication setups, including 4G and mobile communication,
and the momentum it has gained, it is definite to continue its
research importance in future as well [3, 4]. Recent works on
smart grid for future energy requirements also incorporate
the idea of cognitive radio for communication in different
layers of networks; i.e., the network of home appliances,
the community, and then the mega scale networks up to
metropolitan level are supposed to be exploiting the idea of
cognitive radio for communications [5, 6].

Surprisingly, a reliable channel model is still missing for
cognitive radio. Specifically if we get the idea of cooperative
users with a fusion centre operating in community in parallel
with the primary networks and service providers, then, how
much resources will be available to cognitive radio network is

a basic question. This will also link with the level of reliability
that a cognitive radio network may offer to its clients.

There have been lot of research in CR, however, that focus
on threemajor areas.The first one is the channel sensing [7, 8]
while second one is the access of spectrum holes or channels
[9] and the third one is optimization of resources to utilize
the available channels for maximum throughout [10].

Now in case of the reliable communication on cognitive
radio network, the question will be how many users are
present at some given instant [11] and how many channels
are available to accommodate these users [12]? Answer to
the questions lie in probability theory. The available channels
to cognitive radio network will be based on the parameters
such as the overall available/free channels in a primary
base station operating in the region and of course on the
sensing capability of the cognitive radio network under
consideration.

The second question related to the above discussed three
major areas of CRN will have certain channels available and
will be offering service to its clients; then, how many clients
can be accommodated at a given instant is a question whose
answer lies in queuing theory.
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A queuing model for number of channels occupied by the
users in primary radio network is relatively less complicated
and has been derived similar as in [13]. However, that is for
infinite resources, which has been modified for the limited
available resources; i.e., maximum available channels are
assumed to be finite.That seems logical and is being employed
in existing primary radio networks.

In third phase the idea has been extended to the cognitive
radio networks with flexible upper bound. Since the upper
limit for available channels in cognitive radio networks is
flexible hence, accordingly, a Flexible QueuingModel is being
proposed in this paper. The model has been implemented in
simulations and the results for diversified scenarios have been
presented.

Rest of the paper has been organized as follows: Section 2
presents mathematical framework and proposed model for
existing networks with fixed upper limit for number of users.
In Section 3 proposed Flexible Queuing Model for cognitive
radio networks is discussed. Section 4 presents the whole
system model. Simulation results are given in Section 5 and
the conclusion is included in Section 6.

In the document 𝑝𝑗 represents probability of 𝑗 number of
active users, whilen and k are random variables representing,
respectively, the available number of channels and number of
active users for cognitive radio network.

2. Mathematical Framework and Proposed
Model for Existing Networks

In case of existing mobile network models, the BS dedicates
a fraction of available communication channels to accommo-
date the smooth hand over (HO).TheHO is predictable based
on the physical location of Mobile user; i.e., the handover
probability will be on higher side near the cell boundaries. Yet
there could be other causes for handover such as Quality of
Service (QoS) and Conjunction; however, they are secondary
reasons in comparison.

In case of cognitive radios the available number of
channels and hence the active users are random, depending
on the sensing capabilities and occupying the available free
spots for the spectrum. Hence the Flexible Queuing Model
was the ultimate requirement to address this issue. Since the
model was not available in the existing literature, therefore
this model has been proposed to deal with two different
scenarios whichmay be considered as an extension ofM/M/1.

Scenario-I.This case is considered in current Section 2 where
the length of queue has been taken as finite. Yet this length
is kept fixed. Accordingly the mathematical model has been
developed and results have been derived for finite number of
users (𝐾 in the manuscript).

Scenario-II. The major contribution in our work is the
environment in which the finite number 𝐾 is taken as a
random. Accordingly the phrase “Flexible Queuing Model”
has been introduced in the title. All the derivations have been
carried out and results have been generated for a stochastic
upper limit as in Section 3.

0 1 2 K

  

  

Figure 1: Channel occupation and channel release model for active
users in existing networks.

In case of existing cellular networks, the number of
available channels for a BS is considered to be deterministic
and fixed. Let this number be N. Moreover let the maximum
allowable number of active users be K. Therefore, the extra
channels, i.e., ℎ𝑒𝑥𝑡𝑟𝑎 = 𝑁 −𝐾, will be reserved for handovers.
The ratio of maximum allowable active users to the available
channels reflects the worst situation that appears in peak
hours when the entire𝐾 allowable channels will be occupied.
As a matter of routine the number of active users will be
random occupying a value from the set {0, 1, ...𝐾}. Assuming
𝑘 number of active users at an instant when another user
appears, the number will move to 𝑘 + 1 state and conversely;
if an active user leaves the network, the system will move to
𝑘 − 1 state. Ultimately the number of active users will follow
a queuing system model as illustrated in the Figure 1.

In the figure 𝛼 is the rate at which a new user appears and
the process moves forward from state 𝑘 to 𝑘 + 1 and 0 ≤ 𝑘 ≤
𝐾−1 and 𝛽 is the rate at which process moves backward from
state 𝑘 to 𝑘− 1 when an active user leaves the system with the
condition 1 ≤ 𝑘 ≤ 𝐾.

Accordingly the probability of finding the process in state
𝑘 at some given instant will be

𝑝𝑘 = 𝜍𝑘𝑝0, 0 ≤ k ≤ 𝐾 (1)

where 𝜍 = 𝛼/𝛽 and 𝑝𝑘 is the probability of finding the process
in state 𝑘 at some given instant. The detailed derivation may
follow through the queuing model presented in [13].

In order to compute 𝑝0, i.e., the probability of finding the
process in state-o at some given instant, we may apply the
normalization i.e.∑𝐾𝑘=0 𝑝𝑘 = 1

That is, (1 + 𝜍 + 𝜍2 + . . . + 𝜍𝐾)𝑝0 = 1.
Now the series, (1 + 𝜍 + 𝜍2 + . . . + 𝜍𝐾) = (1 + 𝜍 + 𝜍2 + . . .) −
(𝜍𝐾+1+𝜍𝐾+2+. . .), which is the difference of two infinite series
hence will be given as

𝑝0
𝐾

∑
𝑘=1

𝜍𝑘 = 𝑝0
∞

∑
𝑘=0

𝜍𝑘 − 𝑝0𝜍𝐾+1
∞

∑
𝑘=0

𝜍𝑘

𝑝0
∞

∑
𝑘=0

𝜍𝑘 − 𝑝0𝜍𝐾+1
∞

∑
𝑘=0

𝜍𝑘 = 𝑝0 (1 − 𝜍𝐾+1)
∞

∑
𝑘=0

𝜍𝑘 = 1
(2)

It will converge provided 𝜍 < 1 and hence

𝑝0 (1 − 𝜍𝐾+1) 11 − 𝜍 = 1 (3)

This gives

𝑝0 = 1 − 𝜍1 − 𝜍𝐾+1 (4)
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Thus

𝑝𝑗 = 𝜍𝑗 1 − 𝜍1 − 𝜍𝐾+1 (5)

with the condition that 𝜍 < 1 and hence 𝛼 < 𝛽. Therefore
in this case the forward transition rate 𝛼 which is the rate
at which some new channel is needed must be less than
the reverse transition rate 𝛽, which is the rate at which the
channel is released by the user and is added back in the queue
of available resources, whichwill be the ultimate condition for
global balance.

These transition probabilities and queuing model are
valid for the existing cellular networks. Below is a little bit
complicated model for cognitive radio network. This model
will be applicable to the cognitive radio networks committed
to provide specific level of reliability to the users.

3. Proposed Flexible Queuing Model for
Cognitive Radio Networks

In above section we have proposed a queuing model for
cellular networks. In this case a state is an indicator of the
active number of users at some given instant. The advantage
in case of above derivation was that the maximum allowable
active users and number of channels, i.e., 𝐾 and 𝑁, were
known to us and HO occurs with relatively less probability
that was only 𝑝𝑗. However, in case of CRN the situation
will be little bit more complicated; i.e., the available number
of channels in this case will be a random variable n which
may take a value from the set {0, 1, 2, . . . , 𝑁} with respective
probabilities changing with outcome. Evaluation of these
probabilities may not be simple, specifically when there is
the existence of multiple CRNs operating in parallel on
cooperative basis. Yet having n available channels the CRN
will be in position to accommodate k users which will be
decided based on the level of reliability, i.e.,

ℎ𝑟𝑎𝑡𝑖𝑜 = ℎ𝑒𝑥𝑡𝑟𝑎ℎ𝑎𝑐𝑡𝑖V𝑒 =
n − k
k
⇒ k = n

ℎ𝑟𝑎𝑡𝑖𝑜 + 1 (6)

Ratio in (6) is decided by the CRN fusion centre. Accordingly
for k active users,m = ℎ𝑟𝑎𝑡𝑖𝑜.k, wherem = k ≤ nwill be upper
bounded, where n is the total number of channels available to
CRN after sensing and it will be random as well.

k +m = n ⇒
k + kℎ𝑟𝑎𝑡𝑖𝑜 = n ⇒

k = n
1 + ℎ𝑟𝑎𝑡𝑖𝑜

(7)

This k represents the maximum allowable users. Obviously
k will also be a random variable in this case. Depending on
this set up, the queuing system, as developed in case of above
cellular model, will need to be flexible. The updated Figure 2
is given below.

The transition rates 𝛼𝑐 and 𝛽𝑐 in this scenario will be
greater than their corresponding counterparts in previous
section, i.e., 𝛼𝑐 > 𝛼 and 𝛽𝑐 > 𝛽, which indicates more vibrant
environment in this case.

0 1 2 K

c c
c

cc c

Figure 2: State model for channel occupation and release by active
users in cognitive radio network.

Theorem 1. In given scenario, the state probabilities 𝑝𝑗 and
condition for convergence are derived as below.

Proof. Given fixed k, i.e., k = 𝐾, the state probabilities 𝑝𝑗 will
become

𝑝𝑗 = 𝜆𝑗 1 − 𝜆1 − 𝜆𝐾+1 , 0 ≤ 𝑗 ≤ 𝐾 (8)

The scenario of expression (8) is similar to that discussed in
equation (5). However present scenario is flexible and 𝜆 =
𝛼𝑐/𝛽𝑐. Similarly the condition for convergence will be 𝛽𝑐 >𝛼𝑐. Since k is random, the above probability in this case will
become

𝑝𝑗 =
𝐾

∑
𝑘=1

𝜆𝑗 (1 − 𝜆)
1 − 𝜆𝑘+1 𝑃 (k = 𝑘) (9)

where 𝑃(k = 𝑘) will be derived from 𝑃(n) available
channels for CRN which is based on the sensing strategies,
the environment temperature, and number of active CRNs in
given area. The expression in (9) is proposed with the help of
probability theory and specifically total probability theorem.

Rearranging expression (9) we get

𝑝𝑗 = 𝜆𝑗 (1 − 𝜆)
𝐾

∑
𝑘=0

𝑃 (k = 𝑘)
1 − 𝜆𝑘+1 = 𝜆

𝑗 (1 − 𝜆)

⋅ (𝑃 (k = 0)1 − 𝜆 +
𝑃 (k = 1)
1 − 𝜆2 + . . . +

𝑃 (k = 𝐾)
1 − 𝜆𝐾+1 )

(10)

4. Whole System Model

Following flowchart in Figure 3 describes the whole system
model including the architecture of primary and cognitive
radio user environment.

5. Simulations

In order to verify the performance of proposed models,
simulations are carried out in MATLAB. For this purpose
different cases, under different situations, are considered.

Case 1. In Case 1, the probability of number of active users
for existing cellular networks is determined. For this purpose,
the number of available channels and maximum number of
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Model for existing 
network systems

Fixed Upper Limit

Flexible Model for 
Cognitive systems

Stochastic Upper Limit

Available channels=N
Maximum active channels=K

Fig. 1
Expression (5)

Available channels in cellular network= TOTALN
No. of active PUs=N
Max Channels for CUs=
No. of CU networks= CRNM

Average channels for CU=

Fig. 2
Expression (10)

N = NTOTAL − N

N /MCRN

Figure 3: Model for channel occupation and release by active users in existing and CR networks.
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Figure 4: Probabilities of different number of active users for 𝜍 =
0.75, 0.85 and 0.95.

active users for base station are taken as 20 and 15, respectively
(𝑁 = 20, 𝐾 = 15). Random variable k representing
number of active users will occupy values from the set
{0, 1, . . . , 15}. Required probabilities are determined using
expression (5) for different values of 𝜍, i.e., 0.75, 0.85, and 0.95.
The corresponding probabilities are shown in Figure 4.

Case 2. This case deals with probability of active users for
cognitive radio network. For this purpose let 𝑁 = number
of active users for primary BS=100.

𝑁 = number of vacant channels for cognitive users
= 𝑁/2 = 50
𝑀𝐶𝑅𝑁 = number of cognitive networks = 5
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Figure 5: Probabilities of active cognitive users for Case 2 when
variance of 𝜎 = 3.

𝛼 = average number of channels per cognitive
network = 𝑁/𝑀𝐶𝑅𝑁 = 10
Suppose 𝑛 = variance of 𝜎 = 3.

The probability of active users for CRN is evaluated using
Poisson random variable distribution in expression (10) and
the resulting expression becomes

𝑝𝑗 = 𝜆𝑗 (1 − 𝜆) 𝑒𝛼
𝛼+𝑛

∑
𝑘=𝛼−𝑛

1
1 − 𝜆𝑘+1

𝛼𝑘
𝑘! (11)

The resultant probabilities for 𝜆 = 0.75, 0.85, 0.95 are shown
in Figure 5.

Case 3. For Case 3 simulations are performed under the same
condition as Case 2 except the variance of 𝜎which is taken to
be as 5 and the simulation results are shown in Figure 6.
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Figure 6: Probabilities of active cognitive users for Case 3 when
variance of 𝜎 = 5.
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Figure 7: Probabilities of active cognitive users for Case 4 when
variance of 𝜎 = 3.

Case 4. Case 4 is same as Case 2 except that the probability
of active users for CRN is evaluated using uniform random
variable distribution in expression (10) and the resulting
expression becomes

𝑝𝑗 = 𝜆𝑗 (1 − 𝜆) 1𝑁 + 1
𝛼+𝑛

∑
𝑘=𝛼−𝑛

1
1 − 𝜆𝑘+1 (12)

The resultant probabilities for 𝜆 = 0.75, 0.85, 0.95 are shown
in Figure 7.
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Figure 8: Comparison of Uniform and Poisson distributions for 𝜆 =
0.55, 0.65, 0.75.

Case 5. Case 5 presents simulation for the comparison
between numerical results for Uniform and Poisson distribu-
tions using different values of 𝜆. These results are shown in
Figure 8.

Above simulation results show that an exponential-like
decay in probabilities is observed in almost all the plots by
increasing the number of users. This is quite in line with the
expectation, i.e., considering the expression (9), and 𝜆 is kept
constant which is less than 1. Hence 𝜆𝐾+1 will be negligible in
comparison with 1 and

𝑝𝑗 ≈ 𝜆𝑗 (1 − 𝜆)
𝐾

∑
𝑘=0

𝑃 (k = 𝑘)
1 − 𝜆𝑘+1 ≈ 𝜆

𝑗 (1 − 𝜆) = 𝜆𝑗 (13)

where∑𝐾𝑘=0 𝑃(k = 𝑘) ≈ 1.
Hence by increasing 𝑗, 𝑝𝑗 decreases exponentially as is

evident from plots.
In case we take the value of 𝜆 closer to unity, the PDF

becomes almost linear i.e., a straight line. It may be observed
that the area under the curve which can be easily computed
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in case of straight line is approximately unity that is the
normalization of PDF.

6. Conclusion

Methods of finding probabilities of number of active users for
existing cellular networks and for cognitive radio networks
are presented. For existing cellular networks, the number of
channels for base station and maximum allowable number
of active users are considered to be fixed. The state of the
system at any time is defined by the number of active
users at that time. The probability of the system to be in
a particular state is evaluated on the basis of the rate 𝛼 at
which a new user appears in the system and the rate 𝛽 at
which an active user leaves the system.Then flexible queuing
state model addresses the complicated scenario for cognitive
radio networks where the available channels are actually the
spare channels of primary BS. Hence both the number of
channels for cognitive network and the maximum number of
active cognitive users are not deterministic. The probability
of the cognitive network system to be in a particular state is
evaluated on the basis of the rate 𝛼𝑐 at which a new cognitive
user may appear in the system, the rate 𝛽𝑐 at which an active
cognitive user may leave the system and pmf of number of
available channels.

The work is important to deal with handover problem for
number of active users in existing cellular networks and in
cognitive radio networks on the basis of their probabilities.
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In today’s world we are surrounded by world of smart handheld devices like smart phones, tablets, netbooks, and others. These
devices are based on advance technologies of multiple-input and multiple-output, Orthogonal Frequency Division Multiplexing
(OFDM), and advance data reliability techniques such as forward error corrections. High data rates are among the requirements of
these technologies for which turbo and low density parity check codes (LDPC) are widely used in these standards. In order to get
high speed, we need multiple and parallel processors for the implementation of such codes. But there exists a collision problem as
a consequence of parallel processor. This problem results in increase latency and increase of hardware complexity. In this work an
approach for collision problem is presented in which network relaxation technique is used which is based on a fast clique detection.
The proposed approach results in high throughput in terms of latency and complexity. Furthermore, the proposed solution is able
to solve the collision problem by connecting network optimization for achieving high throughput.

1. Introduction

In modern era of an advancement in technology, different
types of smart devices like smart phones, tablets, etc. are
communicating with each other nodes. These devices are
based on advance technologies which consist of multiple-
input andmultiple-output, OFDM, and advance data reliabil-
ity techniques such as forward error corrections [1–9]. High
data rates are among the requirements of these technologies
for which turbo and low density parity check codes are widely
used in these standards. In order to get high speed we need
multiple/parallel processors for the implementation of such
codes. Such codes are developed by using multiple processors
which are linked with the data storage memory elements via
connecting networks.

In turbo codes we have an algorithm which is based on
iteration for the computation that improved the overall per-
formance. So to exploit these codes with their iterative nature
is a challenging task which is overcome by the use of parallel
multiple processors. The required throughput is obtained
by the use of multiple processors in parallel architecture.

This solution increases the throughput as the latency of the
system becomes the latency of the constituent subblocks [3].
Moreover, the cost of the system and the complexity are
increased due to parallel nature of the architecture.

In Section 2 the state of the art is given. Section 3 gives
the problem formulation. The proposed work is given in
Section 4 with the pedagogical example in Section 5. Experi-
ment and results are presented in Section 6 whereas Section 7
concludes the paper.

2. State of the Art

Different parallel processing elements depending on the
interleaving law may access the same memory block simul-
taneously as shown in Figure 1. This architecture consists
of processors linked with banks. The controller consists of
control bits for connecting network and bits for address
sequences of the banks. There exists memory access problem
in such architectures known as the “collision” problem [7].

For solving collision problem, the existing solutions can
be categorized into two families. The first family includes
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Figure 1: General architecture.

solutions like [10–14] in which the problem is solved with-
out any changes in the standard architecture; i.e., these
approaches use a standard network/memory. In [10], that
is proposed with the network option but limited to certain
codes. Metaheuristics approach [12] overcame this limitation
but not the polynomial time.The polynomial is introduced in
[13].

Works of [15–19] are of the second category which offers
certain adaptation in the architecture for the storage and/or
connecting networkmechanism. Due to the adaptation in the
real architecture the results may lack throughput in terms
of latency and complexity. Reference [15] proposed to use
buffers in the BENES network [20] for solving collisions. Ref-
erence [16] used advance network techniques with dedicated
mechanism of routing.The resultant solution needs buffering
for such mechanism as well. The work of [17] presents a
network-on-chip interconnection architecture. This network
allows supporting the access conflicts thanks to dedicated
routing algorithm. Reference [18] is based onuse of additional
memory (memory adaptation) when there is no other exist-
ing solutions. But, this approach generates a huge amount
of additional registers leading to expensive architectures,
especially for LDPC. Since the goal of [18] is to respect
a user defined network, this constraint impacts this final
architectural cost on a larger scale.

Our proposal is to introduce degrees of liberty not in
the memory architecture, but in the network. Hence, we will
target the original source of the conflict, and wewill be able to
generate strongly optimized architectures. This concept will
be later referred in this paper as network adaptation.

3. Problem Formulation

We will demonstrate a multiple processor parallel architec-
ture having P processors which are denoted by PE which is
linked with B banks of memory where number of processors
are equal to number of banks. We have the size of storing data
referred as D.

Figure 2 shows the example to explain the above-
mentioned approach. Processors are considered as 4 which
is equal to the number of banks. The time to process the data
is represented in columns of the table. In first time the four
processors will need 0, 3, 6, and 9 for processing as shown in
Figure 2. This is a typical way to show turbo decoding. The
main goal is to find collision-free mapping with specific laws

Time
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and number of processors with the option of interconnection
network.

The state-of-the-art architecture [12] is shown in Figure 1.
The control bits will be generated in very irregular pattern
having limited optimization. However, the regular pattern for
such cases can be very useful for optimized results.

The regularity pattern can be seen in [18] but the finale
architecture will have overhead cost due to inclusion of the
logical memory elements and its connecting network (see
Figure 3).

In [15], these could be avoided in which BENES network
is considered in the architecture along with additional buffer
as shown in Figure 4, called time relaxation resulting in
latency.

In this work, an approach is presented in which a special
technique is used which results in high throughput in terms
of latency and complexity. The proposed solution is able
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to solve the collision problem by the connecting network
optimization for achieving high throughput.

4. Proposed Approach

In [18], it is observed that the selected connection network has
a vital role in the complexity of the proposed architecture.The
proposed technique aims to use the principle based on both
memory mapping space and the network, as can be seen in
Figure 5. The figure presents a design space exploration for a
given memory mapping problem.

The input constraint is addressed in the first step which
includes laws, number of processors, and network selection.
It is to determine whether a collision-free in-place memory
mapping solution may exist or not for this set of constraints.
Thiswill provide useful information for thememorymapping
step of our flow.The second step is to apply appropriate algo-
rithm targeting a connecting network stored in the library.
Thismapping step is performedwith amodified version of the
mapping algorithmwithmemory relaxation proposed in [18].
The modifications aim to see all the collision-free mapping
solution space and to stop the mapping algorithm as soon
as a register should be added because of unsolvable memory
mapping conflicts. If the algorithm is stopped for this specific
reason, which means the selected interconnection network is
too much constrained for the interleaving law.

Then, if the designer validates the customization of this
interconnection network, our memory mapping algorithm
with network relaxation is applied.

In the end, the cost is calculated and the results are
generated. We repeat all the above process for all the available
networks one by one. The user can restrict the library
to explore only a subset of network(s); otherwise all the
networks are explored one by one. We also integrate for
experimental purpose the memory mapping approach based
on memory relaxation, as given on Figure 5.

4.1. Analysis through Fast Clique Detection Algorithm (FCD).
Memory mapping problem could either be based on [10] like
in turbo decoders called in-place or be based on [18] like in
LDPC decoders called dual-memory mapping. A fast clique
detection algorithm is then proposed which determined the
category of the problem.

4.1.1. Algorithm Principles. For a particular block of 𝐿 data
with the parallelism 𝑃, our approach first constructs 𝐿 ∗ 𝐿
adjacency matrix and then fills the matrix according to the
data access: if two data are accessed in the same time (e.g.,
data 1, 2, 3, and 4 at cycle 𝑡

1
in Figure 2), then a link between

them will be stored in this adjacency matrix. This model is in
fact a well-known approach used to store conflict graphs.

Next, our fast clique detection algorithm explores this
matrix: if the number of interconnected data elements in a
selected row is lower or equal to𝑃, then thismeans that data is
interconnected to less than (𝑃+1) data, so the corresponding
clique, if it exists, will include less than (𝑃 + 1) data, so in-
place memory mapping remains possible; on the contrary, if
this data is interconnected to at least (𝑃+ 1) data (i.e., at least
(𝑃 + 1) of these data are involved in a common clique), this
means that additional memory will be needed to keep an in-
place memory architecture or a dual-memory mapping must
be used. Since our goal is only to detect the existence of a
clique involving at least (𝑃+1) data, the FCD algorithm stops.
In this case, we know that, in order to target architecture with
no additional memory, an in-place memory mapping is not
possible.

4.2. Mapping without Relaxation. Mapping without relax-
ation is to find a valid memory mapping for a given problem
based on networks available in the library or on a user
selected network. This mapping step is performed through
our modified version of [18] algorithm.

The available networks in the library are barrel shifter, BS,
butterfly, BF, and BENES, BEN. In case of exploration of all
the network of the library, a memory mapping is performed
targeting the lower cost network in the library (i.e., BS in our
case), and then all other network as long as a conflict free
memory mapping is possible with no relaxation. Then the
lower cost architecture is proposed to the user. If not memory
mapping is possible, then no solution can be proposed to the
user at this step. It must be noticed that BS or BF does not
guarantee a valid memorymapping for a given problem, but a
fully connected BEN network can always give a validmemory
mapping.
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Set perm // permutations that exists in the network
Map // The matrix of mapping
Coli; // The Map column which is selected
Pcoli; // Permutation Coli
Dpcoli; // One data ofPcoli
Algorithm NetworkMap (set Perm, Map, Startup)
Coli = SelectColumn(Map);
PColi = SelectValidPerm(set Perm, Coli, Map);
If ((PColi is not empty) and not (ALLMAP(MAP))) Then

Do
DPColi = Select&RemoveFirstPerm(PColi);
MapColumn(Coli, DPColi);
Startup = FALSE;
NetworkMap (set Perm, Map, Startup);
If ((Startup = FALSE) and not(ALLMAP(MAP))) Then

RemoveColumn(Coli, DPColi);
End if;

While ((Startup = FALSE) and (PColi is not empty) and
not(ALLMAP(MAP)));

If ((Startup = FALSE) and not(ALLMAP(MAP))) Then
AddNewNetworkComp(set Perm);
EraseMap(Map);
Startup = TRUE;
NetworkMap (set Perm, Map, Startup);

End if;
End if;

Pseudocode 1

4.3. Mapping with Network Relaxation. Mapping with net-
work relaxation gives the liberty to change the network archi-
tecture to find a valid memory mapping by adding network
components. If mapping is not possible with the selected
standard network, certain additional network will be added
to the standard network which will result in a valid mapping.
The mapping adaptation is given by adaptation the network
selected in the beginning with the addition in terms of some
elements such as switches and/or multiplexers. This aim to
take advantage of [10, 12] for high throughput cost and
latency, in such a way that the application used in [15, 18] can
be targeted.

For a standard network, the mapping algorithm finds a
memory mapping according to the permutation available for
the network in the library. If the mapping is not possible for
the targeted network an additional network component (e.g.,
switch) is added to the network. The new interconnection
network architecture composed of standard network with
additional switch generates new set of permutations. The
mapping algorithm is applied based on the new set of
permutations. This approach keeps on adding new network
component until a collision-free mapping is obtained.

Figure 6 shows the architecture with network relaxation
which is composed of original connecting network having
adaptation of additional components. Asmemory adaptation
is achieved so optimized architecture can be obtained as
compared to [15] or [18], since memory elements are more
costly than MUX/switches.

The pseudocode of the proposed approach is given as
shown in Pseudocode 1.

PE1

PE2

PE3

PE4

b1

b2

b3

b4

Custom
 N

etwork

Standard N
etwork

Figure 6: Architecture generated by network relaxation.

5. Pedagogical Example

The proposed approach presented in Section 3 is explained
with a small example of size L=12 and parallelism P=4 from
high speed packet access (HSPA) turbo decoders architecture
is considered.

The whole design space is explored using all the networks
one by one available in the library. The data access pattern is
shown in Figure 7.

5.1. Analysis. First of all the clique test is carried out in order
to find out whether the collision problem is based on in-place
or double memory mapping. As 𝐿 = 12 and 𝑃 = 4, construct



Wireless Communications and Mobile Computing 5

0 1 2 0 6 4

3 4 5 8 3 7

6 7 8 5 11 1

9 10 11 9 2 10

P-1

P-2

P-3

P-4

time

Figure 7: Pedagogical example.

0 1 2 3 4 5 6 7 8 9 10 11
0 x x x x x x
1 x x x x
2 x x x x x x
3 x x x x x x
4 x x x x
5 x x x x x x
6 x x x x x x
7 x x x x
8 x x x x x x
9 x x x x x x
10 x x x x
11 x x x x x x

Figure 8: Clique test matrix.

12x12 matrix and fill the matrix according to the data access.
In Figure 8, the complete matrix is shown filled according to
all the access of Figure 7.

Now starting from the first row as it can be seen that 6 data
elements are connected with each other which are greater
than𝑃, sowewill find the number of combinations and deter-
mine the clique. After checking all the rows no such clique is
found so the problem is based on in-place memory mapping.

The considered example is shown in Figure 9 such that
data can bemapped according to the describedmapping algo-
rithm.

5.2. Mapping without Relaxation. The mapping algorithm
[10] is applied based on all the networks available in the
library one by one.

Firstly, the data matrix is mapped based on BS. For
considered example collision-free solution is not possible as
none of the BS permutations are valid for mapping as shown
in Figure 10(a). The next available network in the library
to find the mapping is BF. The whole matrix is mapped
successfully for BF network. The resultant mapping is shown
in Figure 10(b). Finally, memory is mapped with BEN.

The given problem cannot be mapped using BS so
network and memory relaxation methods can be considered
to find collision-free mapping with targeted network.

5.3. Memory Relaxation. The memory relaxation approach
adds registers in the architectures to solve the data with
collision and memory locations when there is no other
solution. Figure 11 shows a complete mapping consist of
registers.

5.4. Network Relaxation. Network relaxation gives the liberty
tomodify the network architecture. As shown in Figure 10(a),

0 1 2 0 6 4
- - - - - - - - - - - -

3 4 5 8 5 7
- - - - - - - - - - - -

6 7 8 2 10 1
- - - - - - - - - - - -

9 10 11 11 3 9
- - - - - - - - - - - -

Figure 9: Matrix representation.

0 1 2 0 6 4
A A B B - - A A C C - -

3 4 5 8 5 7
B B C C D D - - D D - -

6 7 8 2 10 1
C C D D - - - - A A - -

9 10 11 11 3 9
D D A A - - - - B B D D

(a) Targeting barrel shifter

0 1 2 0 6 4
A A C C C C A A D D A A 

3 4 5 8 5 7
C C A A A A D D A A D D

6 7 8 2 10 1
D D D D D D C C B B C C

9 10 11 11 3 9
B B B B B B B B C C B B

(b) Targeting BF

Figure 10: Mapping without relaxation.

0

A A D D C C A A C C A A

B B A A D D r r D D B B

C C B B A A C C r r r r

D D C C B B r r B B D D

1 2 0 6 4

3 4 5 8 5 7

6 7 8 2 10 1

9 10 11 11 3 9

Figure 11: Mapping with memory relaxation.

for the last column none of the permutation from BS is sup-
ported. So an additional network component is added to the
standard BS network and new permutations are generated.
Continue the mapping process by using the current new set
of permutations.The resultantmapping is shown in Figure 12.
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Table 1: Area and latency comparison.

Area [15] Area [12] Area Proposed
NW relax. Latency [15] Latency [12] Latency Proposed

NW relax.
L=40 21386 31666 15849 44 20 20
L=120 78786 129246 64639 134 60 60
L=800 690096 1090696 545364 1000 400 400
L=1560 1456386 2574486 1343224 1560 780 780
L=2240 2090656 3696656 1848344 2800 1120 1120

0 1 2 0 6 4

A A A A D D A A C C B B

3 4 5 8 5 7

B B B B A A B B A A C C

6 7 8 2 10 1

C C C C B B D D D D A A

9 10 11 11 3 9

D D D D C C C C B B D D

Figure 12: Mapping with network relaxation.

6. Experiments and Results

The experiments and results performed are presented in this
section. STMicroelectronics 90 nanometer technology is used
in these experiments to determine theNAND-gate equivalent
area of various of the architecture.

This approach can be used for any type interleaver with
any number of selected processors for parallelism. We have
considered implementation of interleavers that are in use of
HSPA Evolution [1].

Table 1 shows assessment of the network adaptation
approach with different other approaches presented in the
literature. The results are shown as comparison of NAND-
gate equivalent area and latency in terms of cycles for many
HSPA block sizes 𝐿 with number of processors 𝑃 = 4.

The network adaptation approach has above half of lesser
area having similar latency as compared to [12] and 20% area
is lesser with reduction of 55% in latency as compared to
[15]. Hence, the network adaptation approach can be used
to reduce the cost significantly as compared to [12] and it
reduces the latency compared to [15].

In order to explore the proposed approach an example
of HSPA with Block length of 2240 is considered. Figure 13
shows results for the given problem based on BS, BF, and
BENES network excluding the memory cost which is consid-
ered same for all the results. Figure 13 also includes results
with memory and network relaxation methods.

As the given problem cannot be mapped using BS, the
cost for memory relaxation using a BS is very high as
compared to newly proposed network relaxation method.
Moreover, we have taken different block sizes using HSPA
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(b) HSPA (size L = 800, processor P=8)

Figure 13: Cost comparison for different networks.

standard with number of processors P = 4 & P =
8. Figure 14(a) shows the results for four processors and
Figure 14(b) shows 8 processors. The result clearly shows
that the network adaptation method gives optimal results.
Network relaxation for a targeted network can reduce the
cost of controller 400 times as compared to existing memory
adaptation approach.

In Figure 15, the comparison of the proposed approach
is presented with [12, 18, 19]. The results showed significant
reduction is cost as compared to these approaches. In [21],
the authors proposed a solution for the standard LTEwhich is
based on multistage connecting network of barrel shifter. For
4 processors, two stages of barrel shifter with modification
need 3 bits while for P = 8, three stages of modified BS need
7 bits. Experiments of the proposed generalized approach are
able to find some block lengths that support standard BS.
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Figure 14: Cost comparison for different block lengths.
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Figure 15: Cost comparison for different block lengths.

Table 2: Block lengths supported by BS.

P=4
160,200,240,320,360,480,528,800,880,
960,1440,1600,2240,2880,3520,4160,
4480,5760,4160

P=8 416,480,800,1600,2240,3520,3584,
4608,4480

The standard barrel shifter uses 2 bits forP = 4 and only 3
bits for P = 8. This will reduce the network controller cost up
to 133%. Table 2 shows LTE block lengths that support barrel
shifter.

7. Conclusion

In this work we have presented an approach in which a
special technique is used which results in high throughput
in terms of latency and complexity. The proposed solution
is able to solve the collision problem by the connecting
network optimization for achieving high throughput. The
result clearly showed that the network adaptation method
gives optimal results. Network adaptation for a targeted
network can reduce the cost of controller 400 times as
compared to existing memory adaptation approach. It can be

noted that the network controller cost mostly affects the total
cost of the architecture; therefore, in future the controller cost
could be reduced to getmore optimized results. Furthermore,
other targeted networks shall be studied in order to get
optimized results.
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The centralized cooperative spectrum sensing (CSS) allows unlicensed users to share their local sensing observations with the
fusion center (FC) for sensing the licensed user spectrum. Although collaboration leads to better sensing, malicious user (MU)
participation in CSS results in performance degradation. The proposed technique is based on Kullback Leibler Divergence (KLD)
algorithm for mitigating the MUs attack in CSS. The secondary users (SUs) inform FC about the primary user (PU) spectrum
availability by sending received energy statistics. Unlike the previous KLD algorithm where the individual SU sensing information
is utilized for measuring the KLD, in this work MUs are identified and separated based on the individual SU decision and the
average sensing statistics received from all other users. The proposed KLD assigns lower weights to the sensing information of
MUs, while the normal SUs information receives higher weights. The proposed method has been tested in the presence of always
yes, always no, opposite, and random oppositeMUs. Simulations confirm that the proposed KLD scheme has surpassed the existing
soft combination schemes in estimating the PU activity.

1. Introduction

Therapid evolution inwireless communication demands new
wireless services in both the used and unused parts of the
radio spectrum [1]. The Federal Communications Commis-
sion (FCC) exclusively assigns spectrum bands to various
services [2, 3]. Cognitive radio (CR) is a smart technique
that gains knowledge from the environment and adjusts its
parameters accordingly [4]. The incumbent primary users
(PUs) are free to transmit any time with no restrictions, while
the secondary users (SUs) can get the benefit of the spectrum
only when the licensee declares it free [5].

In cognitive radio network (CRN), sensing the incumbent
user spectrum is vital. An offensive detection on the PU
channel due to false alarm reduces the SUs opportunity to
utilize the free spectrum. Similarly, any misdetection in the
PU transmission will produce interference in the transmis-
sion of legitimate and opportunistic users. In case of the

frequent usage of the spectrum by the PUs, the termination
probability of SUs is not easy to ensure.The proposed scheme
in [6] uses channel reservation to improve the quality of
service (QoS) for SUs. To confirm the status of the PU
a number of detection schemes, such as energy detector
(ED), feature detector (FD), and matched filter detector
(MFD), are used in [3, 7]. The use of multiple antennas
for spectrum sensing is considered in [8], when noise and
signal of the PU are considered as independent complex zero-
mean Gaussian random variables. Detection results of the
orthogonal frequency division multiplexing (OFDM) signals
in the frequency selective fading channels are considered
in [9, 10]. Optimal interference subcarriers are obtained
based on Genetic Algorithm (GA) to suppress intercarrier
interference of the unlicensed user to the licensee [11]. In [12],
side-lobes reduction using generalized side-lobe canceller
combined with GA and differential evolution is proposed.
The GA and interior point method design schemes enhance
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the performance of hybrid computing technique based on
active noise control for random, complex random, and
sinusoidal input noise variations in the primary secondary
paths [13]. An improved energy detector scheme is suggested
in [14] to maximize the throughput of a CRN network with
minimum interference to the PUs.

Individual SU faces a number of restrictions to sense
the PU spectrum accurately. The sensing performance of a
solitary device is degraded due to fading, shadowing, energy
constraints, and hidden station dilemmas of the primary
signal. It is therefore most probable that a single user might
fail to spot detection of the licensee transmitter [5]. The
cooperative user devices placed more than a few wavelengths
apart experience an independent fading effect. The doubt
to efficiently detect the licensed spectrum possession is
mitigated by enabling different users to share their local
sensing results and make a cooperative decision [15–19]. The
particle swarm optimization is able to find their foods by
sharing their search information in contrast with GA using
crossover and kids reproduction [20]. Cooperative spectrum
sensing (CSS) using energy harvest-basedweighedmethod in
[21] reduces the energy wastage of the SUs with better sensing
results. The use of cyclostationary signatures in [22] is used
to subdue large number of challenges related to cooperative
network in the rising applications of the CR. The proposed
method in [23] enhances throughput of the CRN in the
presence of mobile SUs to access the PU spectrum. The MUs
presence in a CSS environment reduces the effectiveness of
the cooperation. Therefore, precise recognition and exclusion
of the false sensing information are extremely vital [24].
Significant investigations are carried out to make the collab-
orative schemes resistant to any MU attack. The aim of any
MU in CSS is to provide false sensing data to the FC [25].

The assistance of trusted nodes in a reputation based
CSS network is discussed in [26], where Nyman-Pearson and
likelihood ratio test is utilized for spectrum sensing improve-
ments. The primary emulation category of MUs discussed
in [27] tries to impersonate activities of the legitimate PU
transmitter. A robust technique with prime focus on always
yes group of MUs is implemented in [28]. An extended
sequential cooperative scheme that reduces the number of
sensing reports is investigated in [29]. In the soft fusion
combination schemes proposed in [30–32] sensing energies
from different SUs are combined to take accurate decision
about the PU spectrum holes. Similarly, in the hard fusion
schemes SUs provide a hard binary decision to the FC to
predict the licensed user activity in the spectrum [33–35].The
optimal quantization scheme in [36, 37] is able to produce
improved detection with a control on the probability of false
alarm. Bioinspired heuristics based on GA find the design
parameters of nonlinear Hammerstein controlled autoregres-
sive systems with distinct values of the noise variance [38].
The study in [39–45] focuses on evolutionary computation
for optimizing the detection and false alarm probabilities to
minimize the sensing error for a particular SU.

In this paper, Kullback Leibler Divergence (KLD) has
been employed to protect the CSS against the spectrum
falsification attack (SFA) of always no (AN), always yes
(AY), random opposite (RO), and the always opposite (AO)

categories of MUs by assigning weights to the sensing reports
of SUs before global combination at the FC. In our previous
study [46], SUs perform their local sensing, report soft
energies to the FC, and also store this information in its local
database. FCdetermines theKLdivergence score against each
user and also acknowledges this same information to the user.
A normally declared user tries to send mean of the previous
energy reports to the FCbased on its current observation.The
work in [46, 47] uses the KLD to determine the probability
distribution function (PDF) dissimilarity of a particular SU
under the presence and absence hypothesis of the licensed
user channel. The PDF uses the energy statistics of an
individual user under both hypotheses for declaring it normal
or malicious. In this work, FC takes sensing data from all SUs
and determines KLD score based on the energy statistics of
individual user with the average statistics received from all
other users. The final decision is made at FC by assigning
weights to the local energy information of each individual SU
based on the measured KLD score of each SU. Lower weights
are assigned to the sensing data of MUs based on the KLD
results, while the regular user sensing information receives
higher weights. The lower weights keep the FC final decision
less prone to the attack of MUs. By following the proposed
method, the performance of CSS is kept at itsmaximum in the
presence of MUs without identifying any malicious activity.

The proposed method results are tested in the company
of AO, RO, AY, and AN categories of MUs in a coopera-
tive environment. The outcome shows that these MUs in
CSS increase the false alarm and misdetection, resulting in
an increased interference to the primary transmission and
reduced throughput of the network. Simulations confirmed
that the proposed one-to-many relation based KLD method
leads to more accurate and sophisticated detection than the
traditional soft combination schemes in [46, 47].

The rest of the paper is organized as follows: In Section 2,
the system model is presented. Section 3 explains the pro-
posed scheme, where proposedmethod is used to overwhelm
theMUs effects in the global decision of the FC. Experimental
outcomes are presented in Section 4. Section 5 concludes the
paper.

2. System Model

In the CSS as in Figure 1, all SUs report their local sensing
information of the PU channel to the FC. The FC collects
sensing notifications of all individual SUs and generates a
global decision to show the actual status of the PU spectrum.

The spectrum sensing decisions𝐻1 and𝐻0made by each
SU in a particular spectrum are as follows:

𝑦𝑗 (𝑙) = {𝐻0 𝑛𝑗 (𝑙)𝐻1 ℎ𝑗𝑠 (𝑙) + 𝑛𝑗 (𝑙)} (1)

where 𝐻0 is the hypothesis about the availability and 𝐻1 is
the hypothesis for the occupancy of the PU spectrum by the
licensed user. 𝑦𝑗(𝑙) is the received signal by the 𝑗𝑡ℎ user at the𝑙𝑡ℎ time slot. 𝑛𝑗(𝑙) is the Additive White Gaussian Noise at the𝑗𝑡ℎ user receiver. ℎ𝑗 is the amplitude of the channel gain and𝑠(𝑙) denotes the PU transmit signal.
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Figure 1: The conventional CSS mechanism.

Accordingly, as a consequence of 𝐻1 and 𝐻0 hypothesis,
the observed signal energy at the 𝑗𝑡ℎ receiver can be repre-
sented as

𝐸𝑗 (𝑖) =
{{{{{{{{{{{{{

𝑙𝑖+𝐾−1∑
𝑙=𝑙𝑖

𝑛𝑗 (𝑙)2 , 𝐻0
𝑙𝑖+𝐾−1∑
𝑙=𝑙𝑖

ℎ𝑗𝑠 (𝑙) + 𝑛𝑗 (𝑙)2 , 𝐻1

}}}}}}}}}}}}}
(2)

In (2), each of the 𝑖𝑡ℎ sensing intervals is divided into 𝐾
total number of samples. When the number of samples is
considered large enough, the soft energy report of these SUs
is similar to that of a Gaussian random variable in the𝐻0 and𝐻1 hypothesis as in [29, 30].

𝐸𝑗
∼ {{{

𝑁(𝜇0 = 𝑀, 𝜎20 = 2𝑀) , 𝐻0
𝑁(𝜇1 = 𝑀(𝜂𝑗 + 1) , 𝜎21 = 2𝑀(𝜂𝑗 + 1)) , 𝐻1

}}}
(3)

Here 𝜂𝑗 is the signal-to-noise ratio between the primary
transmitter and the 𝑗𝑡ℎ user. Moreover, (𝜇0, 𝜎20) and (𝜇1, 𝜎21 )
are the energy distributions means and variances when 𝐻0
and𝐻1 hypotheses are true.

TheKLDbetween the two normally distributed functions𝑎(𝑥) and 𝑏(𝑥) is calculated as follows [46]:

𝐾(𝑎 ‖ 𝑏) = ∫ 𝑎 (𝑥) log(𝑎 (𝑥)𝑏 (𝑥)) 𝑑𝑥 (4)

Similarly, the KLD representation for functions 𝑎(𝑥) and𝑏(𝑥) with the means and variances (𝜇𝑎, 𝜎2𝑎) and (𝜇𝑏, 𝜎2𝑏) is as
follows:

𝐾(𝑎 ‖ 𝑏) = 𝐾 (𝜇𝑎, 𝜇𝑏, 𝜎2𝑎 , 𝜎2𝑏)
= 12 (log(𝜎2𝑏𝜎2𝑎) − 1 + (𝜎2𝑎𝜎2

𝑏

) + (𝜇𝑎 − 𝜇𝑏)2𝜎2
𝑏

) (5)

The MUs in Figure 2 are producing dissimilar energy distri-
bution in the𝐻1 and𝐻0 hypothesis as compared with normal
SUs. The KLD score against these MUs is dissimilar to the
normal SUs and is easily separable from the normal user
category.

The probability distribution functions of the energy
statistics reported by the normal SU, AY, AN, AO, and
RO users are given in Figure 2. The energy distributions
provided by all four categories of MUs are different from the
normal user distributions. Therefore, any cooperative user
having energy distribution dissimilar to the normal user in
Figure 2(a) is treated as malicious one. The AO user distri-
bution in Figure 2(b) always negates the distribution of the
normal user. The AY user in Figure 2(c) is producing similar
high energy distributions under both hypotheses. Similarly,
the AN user with always free state information of the licensee
channel has its low energy distributions in Figure 2(d). The
RO user behaves as AO with probability P and as a normal
user with probability (1-P) in Figure 2(e).

3. The Proposed One-to-Many
Relations Based KLD

The proposed work considers total cooperative users larger
in number compared with MUs. All the cooperative users
inform FC about their local spectrum observations of the
primary channel. FC collects and takes its global decision
based on the received energy statistics of the reporting users.
Before making any global decision, FC assigns weights to
the local sensing of SU reports with the proposed KLD
method.The resultant weights illustrate reliability of the local
spectrum sensing information of the individual cooperating
users prior to making any final decision at the FC.

A pseudocode showing the proposed KLD algorithm for
the local detection determining KLD score using one-to-
many relationship based energy statistics and taking global
decision based on the received energy and measured weights
is given below:

(1) For 𝑖 = 1 to limit

(2) For 𝑗 = 1 to SU
(3) Local detection 𝐸𝑗(𝑖) by the 𝑗𝑡ℎ user
(4) New values ofmean and variance (𝜇𝑗𝑎 (𝑖), 𝜎2𝑗𝑏(𝑖)) based

on 𝐸𝑗(𝑖)
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(Ej(i))

Pr(Ej(i)|H0) Pr(Ej(i)|H1)

(a)

(Ej(i))

Pr(Ej(i)|H0)Pr(Ej(i)|H1)

(b)

(Ej(i))

Pr(Ej(i)|H0) Pr(Ej(i)|H1)

(c)

(Ej(i))

Pr(Ej(i)|H0) Pr(Ej(i)|H1)

(d)

(Ej(i))

Pr(Ej(i)|H0)Pr(Ej(i)|H1)

(e)

Figure 2: The probability density function of the users based on the reported statistics: (a) normal, (b) AO malicious, (c) AY malicious, (d)
AN malicious, and (e) RO malicious.

(5) Average means and variance values while taking out
the 𝑗𝑡ℎ user energy statistics.

𝜇𝑗𝑎 (𝑖) = ((∑𝑀𝑗=1 𝜇𝑗𝑎 (𝑖)) − 𝜇𝑗𝑎 (𝑖)(𝑀 − 1) ) , 𝑖 ∈ 1, . . .𝑁

𝜎2
𝑗𝑏

(𝑖) = ((∑𝑀𝑗=1 𝜎2𝑗𝑏 (𝑖)) − 𝜎2𝑗𝑏 (𝑖)(𝑀 − 1) ) , 𝑖 ∈ 1, . . . ,𝑁
(6)

(6) One-to-many relationship based KLD

𝐾𝑗 (𝑖) = 𝐾𝐿 (𝜇𝑗𝑎 (𝑖) , 𝜇𝑗𝑎 (𝑖) , 𝜎2𝑗𝑏 , 𝜎2𝑗𝑏) (7)

(7) Weights for the 𝑗𝑡ℎ user in the 𝑖𝑡ℎ interval
𝑐𝑗 (𝑖) = ( 1𝐾𝑗 (𝑖))
𝑤𝑗 (𝑖) = ( 𝑐𝑗 (𝑖)∑𝑀𝑗=1 𝑐𝑗 (𝑖)) ,

𝑖 ∈ 1, . . . ,𝑁
(8)

(8) End SUs
(9) If∑𝑀𝑗=1𝑤𝑗(𝑖) ∗ 𝐸𝑗(𝑖) ≥ 𝜀
(10) Global decision, 𝐺𝐵(𝑖) = 𝐻1
(11) Else
(12) Global decision, 𝐺𝐵(𝑖) = 𝐻0
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(13) End
(14) End limit

3.1. Data Collection and Adjustments by the FC. FC receives
the individual soft energy information 𝐸𝑗(𝑖) in the 𝑖𝑡ℎ interval
from all the 𝑗𝑡ℎ cooperating SUs as
𝑒 = [𝐸1 (𝑖) 𝐸2 (𝑖) 𝐸3 (𝑖) . . . 𝐸𝑀 (𝑖)] , 𝑖 ∈ 1, . . . , 𝑁 (9)

where 𝑒 is a row vector containing the soft spectrum sensing
data of all 𝑀 users during the 𝑖𝑡ℎ interval. The soft energy
report 𝐸𝑗(𝑖) has mean and variance (𝜇1, 𝜎21 ) under hypothesis𝐻1 and (𝜇0, 𝜎20) under the𝐻0 hypothesis.

FC further determines new values of the mean and
variance for all users in the 𝑖𝑡ℎ sensing interval based on the
received energy observations in (9) as

𝑎 (𝑖) = [𝜇1𝑎 (𝑖) 𝜇2𝑎 (𝑖) 𝜇3𝑎 (𝑖) . . . 𝜇𝑀𝑎 (𝑖)] ,
𝑖 ∈ 1, . . . ,𝑁 (10)

where 𝜇𝑗𝑎 (𝑖) = {𝑧1𝜇𝑗1 + 𝑧2𝐸𝑗 (𝑖) , 𝐻1𝑧1𝜇𝑗0 + 𝑧2𝐸𝑗 (𝑖) , 𝐻0} (11)

Here𝜇𝑗𝑎(𝑖) is the new value of themean for the 𝑗𝑡ℎ SU in the 𝑖𝑡ℎ
sensing interval, which is updated according to the received
energy 𝐸𝑗(𝑖) and (𝑧1, 𝑧2) preselected constants.

Similarly, new variance values are determined and col-
lected based on the received energy 𝐸𝑗(𝑖) as

𝑏 (𝑖) = [𝜎21𝑏 𝜎22𝑏 𝜎23𝑏 . . . 𝜎2𝑀𝑏] ,
𝑖 ∈ 1, . . . , 𝑁 (12)

where 𝜎2𝑗𝑏 (𝑖) = {{{
𝑧1𝜎2𝑗1 + 𝑧1 [𝐸𝑗 (𝑖) − 𝜇𝑗1]2 , 𝐻1
𝑧1𝜎2𝑗0 + 𝑧1 [𝐸𝑗 (𝑖) − 𝜇𝑗0]2 , 𝐻0

}}} (13)

In the newmean and variance measurements in (11) and (13),
the constant 𝑧1 = (𝑘 − 1)/(𝑘) and the constant 𝑧2 = (1/𝑘),
where the constant 𝑘 is the effective level of the mean and
variance by the received energy 𝐸𝑗(𝑖).
3.2. One-to-Many Relationship Based KLD Measurement.
After the collection of mean and variance information on
behalf of all𝑀 users in the 𝑖𝑡ℎ sensing intervals, FCmeasures
a difference in the mean and variance of the 𝑗𝑡ℎ user energy
statistics with all other users. The average mean values are
measured on behalf of all 𝑀 SUs based on the new mean
values of (10) as

𝜇𝑗𝑎 (𝑖) = ((∑𝑀𝑗=1 𝜇𝑗𝑎 (𝑖)) − 𝜇𝑗𝑎 (𝑖)(𝑀 − 1) ) (14)

The one-to-many difference results of the mean for all𝑀 SUs
are collected as

𝑎
 (𝑖) = [𝜇1𝑎 (𝑖) 𝜇2𝑎 . . . 𝜇𝑀𝑎 (𝑖)] , 𝑖 ∈ 1, . . . , 𝑁 (15)

Similarly, the average variance values are measured on behalf
of all 𝑀 SUs based on the new variance values of (12) as
follows:

𝜎2𝑗𝑏 (𝑖) = ((∑𝑀𝑗=1 𝜎2𝑗𝑏 (𝑖)) − 𝜎2𝑗𝑏 (𝑖)(𝑀 − 1) ) (16)

𝑏
 (𝑖) = [𝜎21𝑏 (𝑖) 𝜎22𝑏 (𝑖) 𝜎23𝑏 (𝑖) . . . 𝜎2𝑀𝑏 (𝑖)] ,

𝑖 ∈ 1, . . . , 𝑁 (17)

Here 𝜇𝑗𝑎(𝑖) is the average mean and 𝜎2𝑗𝑎(𝑖) is the average
variance value of the energy samples provided by all other
users while ignoring the mean and variance results of the𝑗𝑡ℎ user. These mean and variance values are obtained by
excluding the 𝑗𝑡ℎ user. The result in (15) and (17) determines
the impact of not including each cooperative user during the
average mean and variance observation measurement. As all
MUs including AY, AN, AO, and RO have dissimilar results
of the mean and variance in comparison with normal SUs,
therefore the average results attained against these users are
different from the normal SUs in (15) and (17).

The KLD value for the 𝑗𝑡ℎ SU is determined between the
individual sensing results in (10), (12), and the information
provided by all other SU information as in (15) and (17) as

𝐾𝑗 (𝑖) = 𝐾𝐿 (𝜇𝑗𝑎 (𝑖) , 𝜇𝑗𝑎 (𝑖) , 𝜎2𝑗𝑏 (𝑖) , 𝜎2𝑗𝑏 (𝑖)) (18)

where 𝐾𝑗(𝑖) denotes the KLD result in the presence and
absence hypothesis of the 𝑗𝑡ℎ SU in the 𝑖𝑡ℎ interval.TheseKLD
scores against each SU sensing are modified as

𝑐𝑗 (𝑖) = ( 1𝐾𝑗 (𝑖)) , 𝑖 ∈ 1, . . . , 𝑁, 𝑗 ∈ 1, . . . ,𝑀 (19)

The result in (19) is normalized for assigning weights to each
SU decision as

𝑤𝑗 (𝑖) = ( 𝑐𝑗 (𝑖)∑𝑀𝑗=1 𝑐𝑗 (𝑖)) , 𝑖 ∈ 1, . . . , 𝑁, 𝑗 ∈ 1, . . . ,𝑀 (20)

In (20) the users with abnormal behavior acquire lower
weights in comparison with normal users.

Table 1 shows the weight measurement for the normal
and malicious users against various signals-to-noise ratios.
These weights are obtained for the case when one of the four
categories of MUs participates in CSS. In Table 1 as the value
of signal-to-noise ratio increases the weight assigned to these
MUs decreases while the normal user’s weights increase.

Similarly, Table 2 shows the weights for the case when
all four categories of MUs participate in CSS. In Table 2,
the weight result assigned to each MU is shown along with
the average weights received by all the normal cooperative
SUs. In this case, the different weights received by these MUs
approach zero with increasing signal-to-noise ratio while the
normal SUs weights increase with increasing signal-to-noise
ratio.
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Table 1: KLD weights assigned by the FC under one category of MU participation.

SNR (dB) Weights
AY only AN only AO only RO only Normal User

-20 0.006757 0.006553 0.016615 0.008775 0.080399
-19 0.006750 0.006551 0.008679 0.006123 0.080798
-18 0.006745 0.006547 0.008341 0.005763 0.081049
-17 0.006740 0.006544 0.008341 0.005757 0.081110
-16 0.006737 0.006539 0.006206 0.005616 0.081198
-15 0.006731 0.006537 0.006186 0.005537 0.081231
-14 0.006722 0.006532 0.006164 0.005393 0.081266
-13 0.006717 0.006530 0.005722 0.005295 0.081306
-12 0.006715 0.006526 0.005722 0.005290 0.081324
-11 0.006711 0.006525 0.005629 0.004688 0.081428
-10 0.006709 0.006521 0.005629 0.004318 0.081441
-9 0.006706 0.006518 0.005190 0.003863 0.081545
-8 0.006704 0.006516 0.004947 0.003836 0.081636
-7 0.006701 0.006510 0.003674 0.003773 0.081739
-6 0.006692 0.006505 0.001509 0.003198 0.081777
-5 0.006687 0.006502 0.001507 0.001335 0.082069

Table 2: KLD weights assigned by the FC when all categories of MUs participate.

SNR (dB) Weights
1 AY 1 AN 1 AO 1 RO Normal User

-20 0.000682 0.000359 0.001661 0.065425 0.077865
-19 0.000523 0.000331 0.001155 0.012339 0.082344
-18 0.000466 0.000319 0.001085 0.006149 0.082800
-17 0.000379 0.000277 0.001037 0.005841 0.082875
-16 0.000287 0.000212 0.000825 0.005060 0.082967
-15 0.000229 0.000169 0.000817 0.004495 0.082984
-14 0.000175 0.000159 0.000766 0.004449 0.083008
-13 0.000160 0.000139 0.000645 0.004355 0.083035
-12 0.000137 0.000113 0.000637 0.003774 0.083047
-11 0.000112 0.000080 0.000477 0.002980 0.083048
-10 0.000096 0.000079 0.000469 0.002719 0.083058
-9 0.000095 0.000070 0.000285 0.002563 0.083061
-8 0.000094 0.000069 0.000242 0.002524 0.083136
-7 0.000082 0.000066 0.000222 0.002486 0.083254
-6 0.000055 0.000039 0.000137 0.001171 0.083307
-5 0.000010 0.000008 0.000057 0.000266 0.083694

3.3. Global Decision at FC. On the basis of weighted results
measured to guarantee the authenticity of each SU sensing
information in (20), the global statement 𝐺𝐵(𝑖) is declared by
the FC as

𝐺𝐵 (𝑖) = {{{
𝐻1, 𝑀∑
𝑗=1

𝑤𝑗 (𝑖) ∗ 𝐸𝑗 (𝑖) ≥ 𝜀
𝐻0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

}}} ,
𝑖 ∈ 1, . . . , 𝑁

(21)

where 𝑤𝑗 is the weight assigned to the 𝑗𝑡ℎ user energy in
the data fusion at the FC and 𝜀 the threshold value for the

detection of the PU. The lesser weight results are charged
by the FC against the sensing information of a user with
malicious behavior, while the normal user sensing report
is assigned with a higher weight value. All MUs including
AY, AN, AO, and RO are easily identified by the proposed
scheme with their KLD behavior. The normal SUs have a
higher KLD result because they have less inconsistency with
the average of all other users sensing information. The MUs
receive minimum weight because the information provided
by MUs deviates more from the average sensing information
provided by all other SUs. It is therefore noticeable that these
MUs get lower weights as compared with normal SUs.
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Figure 3: Flowchart of the proposed CSS mechanism.

3.4. Updating Statistics Based on the Global Decision. Due to
the nonavailability of the exact information about the PU,
optimal values of the means (𝜇𝑗1, 𝜇𝑗0) and variances (𝜎2𝑗0, 𝜎2𝑗1)
for measuring KLD are not possible. It is therefore good to
consider the global decision𝐺𝐵(𝑖) results as an estimate of the
primary signal, in order to calculate and update these values.
The updated mean and variance will be used by the FC in the
KLD calculation in the next sensing interval.

𝐸𝑗1 = {𝐸𝑗 (𝑖) | 𝐻1} ≈ {𝐸𝑗 (𝑖) | 𝐺𝐵 (𝑖) = 𝐻1} (22)

𝐸𝑗0 = {𝐸𝑗 (𝑖) | 𝐻0} ≈ {𝐸𝑗 (𝑖) | 𝐺𝐵 (𝑖) = 𝐻0} (23)

After the establishment of universal decision at the FC,
resultant decision 𝐺𝐵(𝑖) = 1 will update mean 𝜇𝑗1 and
variance 𝜎2𝑗1 values under the𝐻1 hypothesis as follows:

𝜇𝑗1 = 𝐵1𝜇𝑗1 + 𝐵2𝑍𝑗 (𝑖)
𝜎2𝑗1 = 𝐵1𝜎2𝑗1 + 𝐵1𝐵2 [𝑍𝑗 (𝑖) − 𝜇𝑗1]2 (24)

Similarly, the decision 𝐺𝐵(𝑖) = 0 will update mean 𝜇𝑗0 and
variance 𝜎2𝑗0 under the𝐻0 hypothesis for all cooperative users
as

𝜇𝑗0 = 𝐵1𝜇𝑗0 + 𝐵2𝐸𝑗 (𝑖)
𝜎2𝑗0 = 𝐵1𝜎2𝑗0 + 𝐵1𝐵2 [𝐸𝑗 (𝑖) − 𝜇𝑗0]2 (25)

In (25) 𝐵1 = 𝑧/(𝑧 − 1) and 𝐵2 = 1/𝑧, where 𝑧 indicate the
window size of the sensing history for the estimated mean
and variance.

The proposed scheme flowchart diagram in Figure 3
illustrates the stepwise procedure of the local detection, KL
divergence measurement based on the weight assignments at
the FC, and global decision establishment by the FC.

4. Numerical Results and Discussion

In order to get simulation results for the CRN, parameters
settings are made with 10, 16, 20, and 30 total cooperative
users. Out of the total cooperative SUs, four users are
intentionally selected as AY, AO, RO, and AO nature of
MUs. The average signal-to-noise ratios for the simulation
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Figure 4: Detection vs. false alarm results with AY malicious users.

are selected as -20 dB to -5 dB for all SUs. The sensing time
for each SU is selected as 1ms containing 270 samples in each
sensing interval. Total sensing intervals for the cooperative
users are selected as 200. The RO users perform malicious
acts probabilistically in the intervals 1 to N. The window size
(z) for updating mean and variance is selected as 270. In the
study, all 4 categories of MUs, i.e., AY, AN, AO, and RO, are
spread evenly.

The proposed KLD performance is compared with tradi-
tional KL and equal gain combination (EGC) schemes in 6
different cases as follows.

Case 1. In this case ROC results are drawn between the
proposedmethod and traditional KL and EGC scheme under
various signal-to-noise ratio values of -20 dB to -5 dB as
displayed in Figure 4. MUs are selected as AY only in the first
part of the comparison in Figure 4. Results are obtained for
all combinations by taking the total AY users number as 1,
2, 3, and 4 subsequently. The results show that the proposed
KLD scheme is more secure against the increasing number of
AY users 1 to 4 and has better detection probability results in
comparison with all other schemes. In Figure 4 when there
is only 1 AY user active in CSS the ROC results of all fusion
schemes are less affected, but when the total number of AY
users is increased to 3 and 4 the proposedKL results dominate

the traditional KL and EGC schemes by producing a high
detection with fewer false alarms. The EGC scheme is more
affected by the increasing number of AY users because EGC is
giving equal weight to the detection performance of normal
and AY users.The proposed KL is able to assign less weight to
theAYusers in comparisonwith normal SUs as it is clear from
the average weight value measured against each AY users in
Table 1. The less weight assigned to the AY users reduces the
false data effect of the AY users participation in CSS. The
harmful effect of the AY users contribution in CSS is further
reduced with increasing average SNR by lowering the weight
assignment to them in the global decision.

Case 2. In this part of the simulation, all parameters are kept
similar to Case 1 with changing only the nature of MUs from
AY to AN user. Comparison is made between proposed KL,
traditional KL, and EGC scheme by testing the system against
increasing AY users number from 1 to 4 as in Figure 5.

Since the proposed KL is treating AY and AN users
similarly in determining the KLD, therefore using proposed
KLD the weight that AN user receives is almost equal to the
AY user weights in Case 1. The ROC performance of the
proposed and all other schemes against the AN scenario is
very similar to Case 1, due to the similar behavior of the AN
user to that of the AY user. As in Case 1, when the numbers
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Figure 5: Detection vs. false alarm results with ANmalicious users.

of AN users are increased from 1 to 4, the proposed KL
is less affected by this increment in Figure 5. All AN users
receive lower weight due to their KLD score results while the
normal SUs receive higher weights in comparison with AN
users which results in better performance of the proposed KL
scheme. The traditional KL and EGC schemes performance
in detecting the licensed PU channel reduces more quickly
in comparison with the proposed KL method as the total
AY increases from 1 to 4. The gap in the ROC curves of the
traditional fusion schemes becomes wider for a total of 4 AN
users from the one when only 1 AN user takes part as shown
in Figure 5.

Case 3. In the third scenario detection and false alarm results
are obtained for the increasing number of AO users from 1
to 4 in Figure 6 with the same parameters in Cases 1 and
2. Since the AO users have their mean and variance results
opposite to the average mean and variance values provided
by all other users, therefore, the proposed KL method is
able to generate lower reliability report in terms of weight
for the AO user in comparison with normal cooperative
users. The results show that as the number of AO users
increases to 4 few drops are observed in the ROC curve
of the proposed scheme as compared with the traditional
KL and EGC scheme. In comparison with Cases 1 and 2,
the traditional soft combination schemes like KL and EGC

performance degrade even more. The existence of AO users
results in less correct detection and high false alarm rate of the
PU spectrum for the EGC and KL scheme. Proposed method
results in Figure 6 are followed by the KL while EGC has
shown its worst performance among all fusions.

Case 4. The ROC results for the scenario in which only RO
user participates in CSS are depicted in Figure 7. The RO
user hides its malicious identity by acting probabilistically
as AO at randomly selected sensing intervals in the N total
intervals and is difficult to catch with the provided statis-
tics.

The traditional KL and EGC schemes are not able to han-
dle the RO user information intelligently and their ROC
results degrade severely with the increased number of RO
participations in Figure 7.

The proposed KL scheme is able to identify the RO
users when they perform malicious acts probabilistically and
generate better detection and false alarm results in Figure 7
compared with the traditional KL and EGC schemes. Results
show that the proposed KLD is less affected by the increasing
number of RO users, unlike the traditional EGC and KLD
schemes. All the RO nature users in the proposed CSS receive
lesser weights in comparison with weights obtained by the
normal SUs because their malicious behavior is easily caught
by the proposed KL scheme.
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Figure 6: Detection vs. false alarm results with AOmalicious users.

Case 5. In this part of the simulation as in Figure 8 MUs
are equally selected in numbers as AY, AN, AO, and RO
categories. The simulation is performed against an average
signal-to-noise ratio of -12.5 dB.

The detection and false alarm probability results are
obtained for the proposed, traditional KL, and EGC schemes
for a total of 10, 20, and 30 cooperative SUs in Figure 8
under average signal-to-noise ratio of -12.5 dB and total 4
MUs. Figure 8 shows that the one-to-many relation based
KLD scheme has better ROC performance than all other
schemes with different levels of the cooperative users. It
is noticeable that the detection performance is enhanced
for all combination schemes with the increasing number
of total cooperative and fixed MUs. The proposed method
ROC results are more precise and superior to the traditional
schemes, i.e., KLD and EGC schemes, at all levels of the total
sensing users.

Case 6. In this case, the AY, AO, AN, and RO users number
is kept the same. The total number of participating SUs in
CSS is kept fixed as 16 and different ROC results are plotted
for the one-to-many relations based KLD and other soft
combination schemes at different levels of the averages signal-
to-noise ratios.

The simulation results in Figure 9 show that under fixed
malicious and total cooperative users the ROC performance

rises with increasing signal-to-noise ratio values for all com-
bination schemes. Similarly, in Figure 9 as the signal-to-noise
ratio value increases from -15.5 dB to -9.5 dB, all schemes are
able to generate a high detection rate with minimum false
alarm. The proposed scheme ROC results are more accurate
and precise than the traditional combination schemes at
both SNR levels. The proposed method ROC improvement
with increasing signal-to-noise ratio is due to more clear
distinction in the energy distribution of the absence and
presence hypothesis information provided by the normal and
MUs. As the SNR increases in Figure 9, the proposed method
detection results rise more quickly against other methods.
These results also show that the CSS performance improves
more with the increasing signal-to-noise ratio information in
Case 6 as compared with the increasing total number of users
in Case 5.

All the above experimental results clarify the fact that
by following the proposed one-to-many relations based
KLD method an improvement is obvious in the sensing
performance at the FC. This improvement in performance
is achieved by raising the detection probability and lowering
the false alarm results leading to a reduction in the error
probability of the system. The proposed fusion combination
scheme shows optimum and accurate results in the presence
of MUs. The use of the proposed method for calculating
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Figure 7: Detection vs. false alarm results with RO users.
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Figure 9: Detection vs. false alarm results with all MUs and different levels of signal-to-noise ratios.

weights following soft combination scheme makes the pro-
posed CSS results more valid in the presence of malicious
user. The simulation results show that the risk of AY, AN,
RO, and AO users with CSS significantly reduces by adopting
the proposed scheme. It is clear from the graphical result that
the process of cooperation turns out to be more precise by
using the suggested methodology. The one-to-many relation
based KLD is able to generate better sensing results, by
assigning lower weights to the MUs information, and is able
to eliminate the effect of MUs in the resultant CSS.

5. Conclusion

In this paper, the efficiency degradation due to the presence
of abnormal users in CSS is minimized using one-to-many
relationship based KLD method for the PU detection. Func-
tionality of the proposed scheme is verified in the presence
of AY, AN, AO, and RO type MUs. FC first receives the
individual sensing information of all SUs and then applies
the proposed method for measuring weights against each
SU. MUs with abnormal behavior as compared with normal
SUs are given lower weights by the proposed scheme, while
the normal SUs receive higher weights. FC further employs
these weights in combining the sensing information of all
SUs in predicting a global decision. The results show that the
user with abnormal behavior has less impact on the global
decision as compared to a normal SU decision. Simulation

result reflects the superiority and authenticity of the proposed
scheme in producing more precise and reliable decisions as
compared with EGC and traditional KL fusion schemes.
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