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Worldwide forecasts indicate that the size and population
of cities will increase further. This immense growth will
put a strain on resources and pose a major challenge in
many aspects of everyday life in urban areas, such as the
quality of services in the medical, educational, environ-
mental, transportation, public safety, and security sectors,
indicatively. Thus, novel methods of management must be
put in place for these cities to remain sustainable. The wide
adoption of pervasive and mobile computing systems gave
rise to the term of “smart cities,” which implies the ability
of sustainable city growth by leading to major improvements
in city management and life in the above-mentioned sectors
and other aspects such as energy efficiency, traffic congestion,
pollution reduction, parking space, and recreation. This has
been made possible in recent years due to the widespread
availability of commodity low-power sensors, smart phones,
tablets, and the necessary wireless networking infrastructure,
which, along with technologies such as AI and management
of big data, may be utilized to address the challenges of
sustainable urban environments.

The motivation behind this special issue has been to
solicit cutting-edge research relevant to technologies, meth-
odologies, and applications for smart cities. The special issue
has attracted 19 submissions. Following a rigorous review
process (including a second review round), 7 outstanding
papers (acceptance rate 36.8%) have been finally selected for

inclusion in the special issue. The accepted papers cover a
wide range of research subjects in the broader area of smart
cities, including service delivery, service recommendation,
user privacy, crowdsensing, and vehicular networks.

The paper “Crowdsensing Task Assignment Based on
Particle Swarm Optimization in Cognitive Radio Networks”
by L. Zhai and H. Wang proposes an optimal algorithm
based on particle swarm optimization to solve the problem
of assigning wireless spectrum sensing tasks to mobile intel-
ligent terminals in Cognitive Radio Networks.The algorithm
employs crowdsensing principles and takes into account
several factors including remaining energy, locations, and
costs of mobile terminals.

The paper “An ARM-Compliant Architecture for User
Privacy in Smart Cities: SMARTIE—Quality by Design in
the IoT” by V. Beltran et al. introduces the IoT-Architecture
Reference Model (IoT-ARM) and describes its application
within the European-funded project, SMARTIE. The paper
discusses the architectural aspects of SMARTIE which sup-
port efficient and scalable security and user-centric privacy.

The paper “Fault Activity Aware Service Delivery in
Wireless Sensor Networks for Smart Cities” by X. Zhang et al.
considers the problem of fault-aware multiservice delivery in
Wireless SensorNetwork environments, wherein the network
performs secure routing and rate control in terms of fault
activity dynamic metric. The authors propose a distributed
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framework to estimate the fault activity information based
on the effects of nondeterministic faulty behaviours and
then present a fault activity geographic opportunistic routing
(FAGOR) algorithm addressing a wide range of misbe-
haviours.

The paper “A Hybrid Service Recommendation Proto-
type Adapted for the UCWW: A Smart-City Orientation”
by H. Zhang et al. deals with the problems of cold start
and sparsity when considering service recommendation in
ubiquitous computing environments. To alleviate these prob-
lems, the authors propose a hybrid service recommendation
prototype utilizing user and item side information for use
in the Ubiquitous Consumer Wireless World (i.e., a novel
wireless communication environment that offers a consumer-
centric and network-independent service operation model,
allowing the materialization of a broad range of smart city
scenarios).

The paper “Data Dissemination Based on Fuzzy Logic
and Network Coding in Vehicular Networks” by X. Tang
et al. presents a data dissemination scheme for vehicular
networks based on fuzzy logic and network coding. The
scheme addresses the problems of high velocity, frequent
topology changes, and limited bandwidth, so as to efficiently
propagate data in vehicular networks. Fuzzy logic is used
to compute the transmission ability for each vehicle while
network coding is utilized to reduce transmission overhead
and accelerate data retransmission.

The paper “Unchained Cellular Obfuscation Areas for
Location Privacy in Continuous Location-Based Service
Queries” by J.-N. Luo andM.-H.Yang describes an unchained
regional privacy protectionmethod that combines query logs
and chained cellular obfuscation areas to ensure location
privacy and effectiveness in location-based services (LBS).
The proposed method adopts a multiuser anonymizer archi-
tecture to prevent attackers from predicting user travel routes
by using background information derived from maps (e.g.,
traffic speed limits).

The paper “A Real-Time Taxicab Recommendation Sys-
tem Using Big Trajectories Data” by P. Chen et al. proposes
a novel algorithmic approach for recommending either a
vacant or an occupied taxicab in response to a passenger’s
request.The recommendation algorithm indicates the closest
vacant taxicab to passengers; otherwise, it infers destinations
of occupied taxicabs by similarity comparison and clustering
algorithms and then recommends to passengers an occupied
taxicab heading to a nearby destination.

We do hope that this special issue will be of consider-
able interest to the Wireless Communications and Mobile
Computing’s audience, highlighting state-of-the-art trends,
methodologies, and applications in smart city environments.
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With the development of ubiquitous computing, recommendation systems have become essential tools in assisting users in
discovering services they would find interesting.This process is highly dynamic with an increasing number of services, distributed
over networks, bringing the problems of cold start and sparsity for service recommendation to a new level. To alleviate these
problems, this paper proposes a hybrid service recommendation prototype utilizing user and item side information, which naturally
constitute a heterogeneous information network (HIN) for use in the emerging ubiquitous consumer wireless world (UCWW)
wireless communication environment that offers a consumer-centric and network-independent service operationmodel and allows
the accomplishment of a broad range of smart-city scenarios, aiming at providing consumers with the “best” service instances that
match their dynamic, contextualized, and personalized requirements and expectations. A layered architecture for the proposed
prototype is described. Two recommendation models defined at both global and personalized level are proposed, with model
learning based on the Bayesian Personalized Ranking (BPR). A subset of the Yelp dataset is utilized to simulate UCWW data
and evaluate the proposed models. Empirical studies show that the proposed recommendation models outperform several widely
deployed recommendation approaches.

1. Introduction

With the rapid development of ubiquitous computing, people
today are able to access any services anytime and anywhere.
Many studies have been done in exploiting wireless commu-
nications models for use in ubiquitous network, for example,
NGMN (Next Generation Mobile Network) [1] and MUSE
(Mobile Ubiquity Service Environment) [2]. Among them,
the ubiquitous consumer wireless world (UCWW) [3, 4]
brings a different approach to the current global wireless
environment, setting out a generic network-independent and
consumer-centric techno-business model (CBM) foundation
for future wireless communications. The primary change the
UCWW brings is that the users become consumers instead
of subscribers and thus potentially are able to use the mobile
service of any service provider (SP) via the “best” available

access network of any access network provider (ANP).
Figure 1 depicts a high-level view of the UCWW [3].

One of the key UCWW features is related to the provision
of a personalized and customized list of preferred mobile
services to consumers by taking into account their prefer-
ences as well as the current network and service context [5].
The following are some possible scenarios for utilizing the
UCWWwithin the smart-city paradigm [6]:

(i) Smart parking service: when a consumer in her/his
car enters a university/hospital campus or a similar
facility, s/he will automatically get a recommendation
for the “best” car parking spaces, with allocation and
reservation options subject to her/his profile prefer-
ences and campus parking policies. The recommen-
dation will come with enhanced functions and infor-
mation options, if required by the consumer profile,
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Figure 1: The UCWW: a high-level view.

for example, reservation fee payment scheme and
detailed directions to that parking space on a standard
navigator app or other proprietary app. Options for
provision of all or part of this service, for example,
the key parking space reservation, can bemade under
other conditions, for example, as a “yes” response to
“reserve parking at my work-place” pop-up on a
mobile device first thing in the morning, even before
leaving from home to go to work.

(ii) Personal-health location reminders: the goal of this
service is to present the consumer with up-to-date

notifications about lowest priced consumer-
prescribed drugs in drugstores/pharmacies within
the geographic location of the consumer.There would
be matching service descriptions (SDs) for apps to
collect and collate the information, for example, as
part of a cloud-based service recommendation sys-
tem, from cooperating drugstores. In the SD for such
an app, alerts or reminders may be set manually
through profile policy, when the consumer is within
easy reach of a drugstore with the lowest priced
drug. There are many consumer-oriented variations
of such a kind of service, leading to many ways
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personal-health location reminders may work for
different people. Also, this service can potentially
support other smart-city healthy living applications,
for example, targeted profile-based real-time alerts
about areas of high and low pollen count, pollution,
air quality index (AQI), and so on or more specific
alerts about consumer moves around the city.

In order to support consumer requirements in scenarios
such as those described above, recommendation techniques
become essential tools assisting consumers in seeking the best
available services.The services in theUCWWare divided into
two broad categories: access network communication services
(ANCSs) and teleservices (TSs) [7]. ANCSs are used by the
consumer to find and use the best access network available in
the current location, while TSs are more complex, containing
all non-access-network services, from e-learning to online
Internet shopping, email, andmultimedia services [4]. In this
work, we only focus on TSs recommendation problems. The
terms “services” and “items” are used to refer to TSs, and
“users” is used to refer to consumers in the rest of the paper.

In this paper, a hybrid recommendation prototype for
TSs advertising is proposed, working as a platform to assist
service providers to reach their valuable targeted users, while
at the same time offering each user a list of ranked service
instances they may be interested in. To alleviate the cold start
and sparsity problems, we propose to leverage the rich side
information related to users and services, constructed as
a heterogeneous information network (HIN), to build the
proposed recommendation models. The proposed models
can be potentially also utilized in other recommendation
systems. The contributions of this paper are summarized as
follows:

(i) First, we design a layered recommendation frame-
work for use in the UCWW, consisting of an offline
modeling part and an online recommendation part.

(ii) Second, we propose to leverage HIN to model the
information related to users and services, fromwhich
rich entity relationships can be generated. The rich
relationships are combined with implicit user feed-
back in a collaborative filtering way to alleviate the
cold start and sparsity problems. Recommendation
models are defined at both global and personalized
level in this paper and are estimated by the Bayesian
Personalized Ranking (BPR) optimization technique
[8].

(iii) Third, we select a subset of the Yelp dataset to
construct the HIN which is complementary to the
UCWW service recommendation scenario. Based on
this dataset, extensive experimental investigations are
conducted to show the effectiveness of the proposed
models.

The remainder of the paper is organized as follows.
Section 2 presents some related work in this area. Section 3
introduces the background and preliminaries for this study.
Section 4 presents the layered configuration of the rec-
ommendation prototype architecture. The proposed global

and personalized recommendation models are presented in
Section 5, with parameters estimated in Section 6. Section 7
presents and analyses the experimental results. Finally,
Section 8 concludes the paper and suggests future research
directions.

2. Related Work

2.1. Collaborative Filtering with Additional Information. Col-
laborative filtering (CF) is the most successful and widely
used recommendation approach to build recommendation
systems. It focuses on learning user preferences by dis-
covering usage patterns from the user–item relations [9].
CF recommendation algorithms are typically favored over
content-based filtering (CBF) algorithms due to their overall
better performance in predicting common behavior patterns
[10]. In the past few decades, huge amount of work was done
on exploiting user–item rating matrices to generate recom-
mendations [11–14].

In recent years, there is an increasing trend in exploiting
various kinds of additional information to solve the cold start
and sparsity problems in CF as well as to improve the rec-
ommendation quality of CF models. With the prevalence of
social media, social networks have been popular resource to
exploit in order to improve recommendation performance.
Ma et al. [15] introduce a novel social recommendation
framework fusing the user–item matrix with users’ social
trust networks using probabilistic matrix factorization.
Guo et al. [16] propose a trust-based matrix factorization
approach, TrustSVD, which takes both implicit influence of
ratings and trust into consideration in order to improve the
recommendation performance and at the same time to reduce
the effect of the data sparsity and cold start problems. User
and item side information is also a popular information
source for incorporation into CF models in the form of tags
[17, 18], user reviews [19, 20], and so on.

To further improve the recommendation performance,
HINs have been used to model information related to users
and items, in which entities are of various types and links
represent various types of relations [21]. Yu et al. [22] intro-
duce a matrix factorization approach with entity similarity
regularization, where the similarity is derived from metap-
aths in a HIN. Luo et al. [23] proposed a social collaborative
filtering method, HeteCF, based on heterogeneous social
networks. Zheng et al. [24] propose a new dual similarity
regularization to enforce the constraints on both similar and
dissimilar objects based on a HIN. Majority of the works
related to HINs are based on explicit feedback data; few
works have been done exploiting implicit feedback data.
Yu et al. [25] propose to utilize implicit feedback data to
diffuse user preferences along different metapaths in HINs
for recommendation generation. However, there are some
limitations to this work. Firstly, the authors learn a low-
rank representation for the diffused rating matrix under each
metapath, which makes the computational complexity of the
model training stage relatively high. Secondly, the authors
make personalized recommendation based on a group of
users obtained by clustering. However, finding a suitable
number of clusters for a dataset is a challenging problem and
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the recommendation performance heavily depends on the
quality of the clusters.

In this study, we propose to use item similarities along
different metapaths in a HIN directly to enrich the item-
basedCF. Recommendationmodels are defined at both global
and personalized level, where different metapath weights are
learned for each user avoiding the use of user clusters.

2.2. Top-N Recommendation with Implicit Feedback. Every
recommendation algorithm relies on the past user feedback,
for example, the user profiling in CBF and the user similarity
analysis inCF.The feedback is either explicit (ratings, reviews,
etc.) or implicit (clicks, browsing history, etc.) [26]. Although
it seems more reliable to make recommendations using
the information explicitly supplied by users themselves, the
users are usually reluctant to spend extra time or effort on
supplying such information, and sometimes the information
they provide is inconsistent or incorrect [27]. Compared to
explicit feedback, implicit feedback can be collected in a
much easier and faster way and at a much larger scale, since
it can be tracked automatically without any user effort. For
this reason, there has been an increasing research attention
to the task of making recommendations by utilizing implicit
feedback as opposite to explicit feedback data [28].

Along with recommendation, based on implicit feedback,
in the last few years, great attention was paid to the top-𝑁
recommendation problem. Many works have been published
addressing both tasks [29, 30]. While rating prediction
attempts to predict unrated values for each user as accurate
as possible, top-𝑁 recommendation aims at discovering a
ranked list of itemswhich are themost interesting for the user.

In the UCWW recommendation scenario, with con-
sumers feedback available, the proposed hybrid recommen-
dation methods should be able to provide a list of top-𝑁
services for each active consumer.

3. Background and Preliminaries

3.1. Heterogeneous Information Network. Most entities in the
real world are interconnected, which can be represented
with information networks, for example, social networks and
research networks.The entity recommendation problem also
exists in an information network environment, with items
recommended by mining different type of relations from
resources that are related to users and items.

In real-world recommendation scenarios, multiple-type
objects and multiple-typed links are involved. Thus, the
recommendation problem could be modeled with hetero-
geneous information networks (HINs) [21]. The following
definition of an information network was adopted from [21].

Definition 1 (information network). An information network
is defined as a directed graph 𝐺 = (𝑉, 𝐸) with an object type
mapping function 𝜙 : 𝑉 → 𝐴 and a linked type mapping
function 𝜑 : 𝐸 → 𝑅. Each object V ∈ 𝑉 belongs to one
particular object type 𝜙(V) ∈ 𝐴, and each link 𝑒 ∈ 𝐸 belongs
to a particular relation 𝜑(𝑒) ∈ 𝑅 [21].

When the number of object types |𝐴| is greater than 1
or the number of relation types |𝑅| is greater than 1, the

Group

Consumer interaction Service

Tag

Category

Figure 2: Network schema in UCWW.

network is called a heterogeneous information network (HIN);
otherwise, it is a homogeneous information network.

In a HIN, an abstract graph is used to represent the entity
and relation-type restrictions as per the following definition.

Definition 2 (network schema). A network schema 𝑆𝐺 of 𝐺 is
the directed graph defined over the object type 𝐴 with edges
from 𝑅, denoted as 𝑆𝐺 = (𝐴, 𝑅), [21].

The definition of the network schema sets the rules on
what types of entities exist and how they are connected in
an information network. The network schema designed for
use in the UCWW service recommendation is shown in
Figure 2. Links between a consumer and a service denote
their interactions; links between a service and a tag, or a ser-
vice and a category, denote the corresponding attributes for a
service; and links between a consumer and a group, or a con-
sumer and another consumer, denote their social relation-
ships.

In a HIN, two entity types could be connected via
different types of relationships following the network schema,
thus generating ametapath.

Definition 3 (metapath). A metapath 𝑃 = 𝐴1
𝑅1→ 𝐴2

𝑅2→
⋅ ⋅ ⋅
𝑅𝑙→ 𝐴 𝑙+1 is a path defined on a network schema 𝑆𝐺 =

(𝐴, 𝑅) [21].

Each metapath can be considered as a type of a path in
an information network, representing one relation between
entity pairs in aHIN. An example of service recommendation
in the personal-health location reminder scenariomentioned
in Section 1 is described in Example 1.

Example 1. A drug sale reminder service, which advertises
a healthcare product, will belong to the “personal-health”
category andwill have tags like “sale,” “healthcare,” and so on
which are supposed to be defined by the service providers. For
a consumer 𝑐, if the recommendation system found that some
of this consumer’s friends used the same service in the last two
weeks, this service will be in the rank list for recommendation
to consumer 𝑐 under a consumer-consumer-servicemetapath.

3.2. Metapath Based Similarity. In a HIN, rich similari-
ties between entities can be generated following different



Wireless Communications and Mobile Computing 5

Offline modeling Online recommendation

Request

Top-N services

Recommendation layer

Global recommendation

Computing layer

Similarity computing

Data layer

HIN construction

SD
registry

Third-party

monitoring

User
behavior

Global parameters computing

Personalized parameters computing

Personalized recommendation

Figure 3: The UCWW service recommendation architecture.

metapaths. Different metapaths represent different semantic
meanings; for example, user-user denotes social relation
between two users and user-service-usermeans that two users
are similar because they have similar service-usage histo-
ries. The network mining approaches used in homogeneous
information networks, such as the random walk used in
personalized PageRank [31] and the pairwise random walk
used in the SimRank [32], are not suitable for HINs because
they are biased to either highly visible or highly concentrated
objects [33]. In this study, the PathSim approach is utilized to
quantitatively measures the same-type objects’ similarity in a
HIN along symmetric metapath [33]. Given two entities 𝑥, 𝑦
belonging to the same type in a HIN, the PathSim is defined
as follows [33]:

Sim𝑝 (𝑥, 𝑦) =
2 × 𝑤 (𝑥, 𝑦 | 𝑃)

𝑤 (𝑥, 𝑥 | 𝑃) + 𝑤 (𝑦, 𝑦 | 𝑃)
, (1)

where 𝑃 denotes the path type and 𝑤(𝑥, 𝑦 | 𝑃) denotes the
number of path instances between 𝑥 and 𝑦 along metapath
𝑃.

4. UCWW Service Recommendation
Architecture

The service recommendation system in the UCWW [34,
35] works as a platform for connecting service providers
with consumers. The service recommendation architecture
consists of three layers (Figure 3). The data layer and the
computing layer belong to the offlinemodeling part, in which
the similarities between services along different metapaths
and their corresponding weights are precomputed. In the
online recommendation part, the top-𝑁 services for the
active user are computed at the recommendation layer, based
on the results provided by the offline modeling part.

4.1. Data Layer. Information related to users and services
is collected and extracted at this layer to construct a HIN,
which works as both a service repository and a knowledge
base. Compared to most semantic-based recommendation
approaches utilizing existing knowledge base or ontology
[36], recommendation using a HIN as a knowledge base is
more flexible, as it is able to define its own rules (network
schema in HIN) for different recommendation requirements.

As shown in Figure 3, in the UCWW, information about
consumers and services is collected from three different
sources:

(i) A central registry, where service descriptions (SDs)
are stored, including attributes such as category,
quality of service (QoS), biding price, and consumers
package [37]

(ii) A third-party monitoring platform, which provides
information about the number of clicks/requests
made by consumers for services

(iii) User interactions with services in the past, or social
relations between users extracted from other social
resources, and so on (details about data collection and
data management platform can be found in [34, 35]).

4.2. Computing Layer. In a HIN, items could be similar via
different types of relations, which represent different reasons
for similarity. Therefore, similarity between items in a HIN
could be computed from a combination of different relations
rather than only from the rating distributions as in the
traditional item-based CF. The main task of this layer is to
compute service similarities along different metapaths in the
HIN and learn the weights for each metapath in both global
and personalized recommendation models.

4.3. Recommendation Layer. This is the most external user-
facing layer, presenting system facade to the consumers. All
the queries are performed through this layer. When a user
has a request for finding the “best” instance of a particular
service, a ranked list (computed according to a certain
recommendation model) is provided as a response back to
him/her.

5. Semantic Recommendation Model

In the UCWW recommendation scenario, the number of
services and consumers is relatively high, which can cause
even more serious cold start and sparsity problems in service
recommendation. In this section, we propose to exploit the
side information related to services and consumers to allevi-
ate this problem. The side information is first constructed as
a HIN, from which rich service similarities under different
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semantics are calculated. The proposed models incorporate
these similarities into item-based CF to improve the predic-
tion accuracy. For each user, the recommendation systemwill
first calculate the prediction score for each unrated service
and then recommend the top-𝑁 services with the highest
scores to that user.

5.1. Global Recommendation Model. The item-based CF
approach tries to find similar items to the target item, based
on their rating pattern. However, with an additional data
source related to items and users, items could be similar
because of different reasons, based on different features of
items. In the UCWW context, within the scope of the HIN,
services could be similar due to different reasons via different
metapaths. For instance, service-consumer-service represents
the relation used in the traditional item-based CF, denoting
that two services are similar because they are used by a
group of consumers, while service-category-service means
that two services are similar because they share the same
category. If one can understand the underlying semantic
relations between services and discover services based on rich
relations, then potentially more accurate recommendations
can be provided to the consumers. Based on this observation
and the background knowledge presented in Section 3, a
global recommendation model [38] is proposed, which uti-
lizes metapaths with the following format: service–∗–service.

Given a metapath 𝑃 = 𝐴1
𝑅1→ 𝐴2

𝑅2→ ⋅ ⋅ ⋅
𝑅𝑙→ 𝐴 𝑙+1 with

𝐴1 = 𝑠𝑒𝑟V𝑖𝑐𝑒 and 𝐴 𝑙+1 = 𝑠𝑒𝑟V𝑖𝑐𝑒, the predicted value of a
consumer 𝑐 for service 𝑖 could be defined as follows:

𝑟𝑐,𝑖 = ∑
𝑗∈𝑅+𝑐

𝐿

∑
𝑝=1

𝜃𝑝Sim
𝑝 (𝑖, 𝑗) , (2)

where Sim𝑝(𝑖, 𝑗) is the PathSim value between service 𝑖 and
service 𝑗 along the 𝑝th metapath, 𝐿 is the number of different
metapaths considered, 𝜃𝑝 is the weight of the 𝑝th metapath
among all 𝐿 metapaths (since different types of metapaths
represent different relationship semantics and naturally have
different importance in the recommendation model), and 𝑅+𝑐
denotes the set of services with user interactions in the past.

5.2. Personalized Recommendation Model. With the global
recommendation model proposed in the previous subsec-
tion, consumers are provided with potentially interesting
(for them) services, based on both different types of ser-
vice relations with rich semantic meanings and service-
rating patterns from consumer feedback. However, in real-
world UCWW scenarios, consumers’ interests in particular
features may differ from each other. For instance, taking
the online shopping case as an example, the price of a
photo camera is usually much more important criterion
for buying than its color, which could be learned from the
global recommendation model. However, it may happen that
one consumer simply wants a camera of a certain color
regardless of the price, whichmeans that themetapath, which
includes the corresponding tag (a certain color), should have
higher importance. In this case, the accuracy of the global
recommendation model may not be sufficient because it

only considers the overall weights of features without taking
into consideration the consumers’ individual preferences.
In order to better capture the consumer preferences and
interests, a fine-grained personalized recommendation model
is also elaborated in this work, with consideration of every
consumer’s interests. It allows a higher degree of personal-
ization compared to the global recommendation model. The
personalized recommendation model applied to consumer 𝑐
and service 𝑖 is defined as follows:

𝑟𝑐,𝑖 = ∑
𝑗∈𝑅+𝑐

𝐿

∑
𝑝=1

𝑤𝑐,𝑝Sim
𝑝 (𝑖, 𝑗) , (3)

where 𝑤𝑐,𝑝 represents the weight of interest of consumer 𝑐 in
the pth feature (metapath) and 𝑤𝑐 is the vector representing
the consumer’s preferences for all features (metapaths).

Compared to the global recommendation model with
𝐿 parameters to learn, the personalized recommendation
model needs to learn |𝐶| ×𝐿 parameters, where 𝐶 is the set of
customers.

For both the global and personalized recommendation
models, given a consumer, one can calculate the recommen-
dation scores for all services by utilizing either (2) or (3), and
then the top-𝑁 services can be returned to that consumer as
the recommendation result. Parameter estimation methods
for both models are introduced in the next section.

6. Recommendation Models Optimization

The objective of the recommendation task is to recommend
unrated items with the highest prediction score to each user.
A large number of previous studies concentrate on predict-
ing unrated values for each user as accurately as possible.
However, the ranking over the items is more important [39].
Considering a typical UCWW recommendation scenario,
with only a binary consumer feedback available, a rank-
based approach, Bayesian Personalized Ranking (BPR) [8],
could be utilized to estimate parameters in the proposed
recommendationmodels.The assumption behind BPR is that
the user prefers a consumed item to an unconsumed item,
aiming to maximize the following posterior probability:

𝑝 (Θ | 𝑅) ∝ 𝑝 (𝑅 | Θ) 𝑝 (Θ) , (4)

where 𝑅 is the rating matrix, 𝑝(Θ | 𝑅) represents the likeli-
hood of the desired preference structure for all users accord-
ing to 𝑅, andΘ is the parameter vector of an arbitrary model.
Thus, BPR is based on pairwise comparisons between a small
set of positive items and a very large set of negative items from
the users’ histories. BPR estimates parameters by minimizing
the loss function defined as follows [8]:

𝑂 = −∑
𝑐∈𝐶

∑
𝑖∈𝑅+𝑐 ,𝑗∈𝑅

−
𝑐

ln𝜎 (𝑟𝑐,𝑖 − 𝑟𝑐,𝑗) + 𝜆 ‖Θ‖
2 , (5)

where 𝜎 = 1/(1 + 𝑒−𝑥) is the sigmoid function of 𝑥, 𝐶 is the
set of available consumers, 𝑟𝑐,𝑖 and 𝑟𝑐,𝑗 are the predicted scores
of consumer 𝑐 for items 𝑖 and j, and 𝑅−𝑐 is the set of items
without user ratings yet. Parameters are estimated by means
of minimization.
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Input: 𝑅: implicit feedback
𝐺: information network

Output: Learned global meta-path weights 𝜃
(1) Initialize 𝜃
(2) Generate triples𝐷𝑠 = {𝑑((𝑐, 𝑖, 𝑗) | 𝑖 ∈ 𝑅+𝑐 , 𝑗 ∈ 𝑅

−
𝑐 )}

(3) while not converged do
(4) while 𝑑 ∈ 𝐷𝑠 do
(5) compute 𝜕𝑂/𝜕𝜃 with equation (6)
(6) end
(7) 𝜃 ← 𝜃 − 𝛼𝜕𝑂

𝜕𝜃
(8) end

Algorithm 1: Global recommendation model learning.

6.1. Global Recommendation Model Learning. In the global
recommendation model, the parameter for estimation is
𝜃 = {𝜃1, . . . , 𝜃𝐿} which represents the global weights of all
metapaths considered.

The gradient descent (GD) approach [40] could be used
to estimate this parameter.The gradient with respect to 𝜃 can
be calculated as follows:

𝜕𝑂
𝜕𝜃

= −∑
𝑐∈𝐶

∑
𝑖∈𝑅+𝑐 ,𝑗∈𝑅

−
𝑐

𝑒−𝑟𝑐𝑖𝑗
1 + 𝑒−𝑟𝑐𝑖𝑗

𝜕
𝜕𝜃
𝑟𝑐𝑖𝑗 + 𝜆𝜃, (6)

where 𝑟𝑐𝑖𝑗 = 𝑟𝑐𝑖 − 𝑟𝑐𝑗. For each 𝜃𝑝 in 𝜃 = {𝜃1, . . . , 𝜃𝐿}, the
gradient of 𝑟𝑐𝑖𝑗 is

𝜕𝑟𝑐𝑖𝑗
𝜕𝜃𝑝

= ∑
𝑘∈𝑅+𝑐

(Sim𝑝 (𝑖, 𝑘) − Sim𝑝 (𝑗, 𝑘)) . (7)

The process of learning the global recommendation model is
presented in Algorithm 1.

6.2. Personalized Recommendation Model Learning. In the
personalized recommendation model learning process, one
need to learn |𝐶| × 𝐿 parameters, with a weighted vector of
metapaths for each consumer. Considering the large number
of consumers and services in the UCWW and the corre-
sponding huge number of parameters to learn, we employ the
stochastic gradient descent (SGD) [41] approach to estimate
the parameters for the personalized recommendation model.

Similar to (6), for each triple (𝑐, 𝑖, 𝑗) : (𝑐, 𝑖) ≻ (𝑐, 𝑗), the
update step with respect to𝑤𝑐,𝑝 is based on BPR and for each
triple it is computed as follows:

𝜕𝑂
𝜕𝑤𝑐,𝑝

= −∑
𝑐∈𝐶

∑
𝑖∈𝑅+𝑐 ,𝑗∈𝑅

−
𝑐

𝑒−𝑟𝑐𝑖𝑗
1 + 𝑒−𝑟𝑐𝑖𝑗

𝜕
𝜕𝑤𝑐,𝑝

𝑟𝑐𝑖𝑗 + 𝜆𝑤𝑐,𝑝. (8)

For each 𝑤𝑐,𝑝, the gradient for 𝑟𝑐𝑖𝑗 is estimated as

𝜕𝑟𝑐𝑖𝑗
𝜕𝑤𝑐,𝑝

= ∑
𝑘∈𝑅+𝑐

(Sim𝑝 (𝑖, 𝑘) − Sim𝑝 (𝑗, 𝑘)) . (9)

The learning algorithm for the personalized recommen-
dation model is presented in Algorithm 2.

Table 1: Statistics of the dataset used in the experiments.

Relations 𝑎 ↔ 𝑏 Number
of 𝑎

Number
of 𝑏

Number
of relations

Consumer↔ service 2000 5000 8757
Consumer↔ consumer 2000 2000 2454
Consumer↔ group 2000 11 9484
Service↔ category 5000 47 49981
Service↔ tag 5000 511 14001

Table 2: Metapaths considered in experiments.

Metapath Notation
consumer-(service-consumer-
service) Pure item-based CF

consumer-(service-consumer-
consumer-service)

Consumer social relation
enriched item-based CF

consumer-(service-consumer-
group-consumer-service)

Consumer group enriched
item-based CF

consumer-(service-category-
service)

CBF with one feature
related to items consideredconsumer-(service-tag-service)

consumer-(service-tag-service-tag-
service)

7. Experiments

7.1. Experiment Setup. In order to simulate a typical UCWW
recommendation scenario, we define the network schema
for the proposed recommendation prototype as shown in
Figure 2. We select a subset of the Yelp dataset (https://
www.yelp.ie/dataset challenge), which contains user ratings
on local business and attributes information related to users
and businesses. After preprocessing, the new dataset consists
of five matrices, representing different relations. The details
of the dataset are shown in Table 1. In this dataset, the con-
sumer-service matrix contains 2000 consumers with 8757
service binary interactions on 5000 services, which leads to
an extremely sparse matrix with a sparsity of 99.91%.

We randomly take 70% of the consumer-service interac-
tion dataset as a training set and use the remaining 30% as
a test set. Six different types of metapaths were utilized for
both models in the information network, in the format of
service–∗–service as shown in Table 2. For BPR parameter
estimation, fifty triples (𝑐, 𝑖, 𝑗) : (𝑐, 𝑖) ≻ (𝑐, 𝑗) are randomly
generated for each consumer in the training set.

7.2. Evaluation Metrics and Comparative Approaches. In
the proposed service recommendation prototype, a ranked
list of services with top-𝑁 recommendation score is pro-
vided to the consumers. Precision, recall, and 𝐹1-Measure
are used to measure the prediction quality [42]. In the
UCWW service recommendation prototype, precision indi-
cates how many services are actually relevant among all
selected/recommended services, whereas recall gives the

https://www.yelp.ie/dataset_challenge
https://www.yelp.ie/dataset_challenge
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Input: 𝑅: implicit feedback
𝐺: information network

Output: Learned personalized meta-path weight marix𝑊
(1) Initialize𝑊
(2) Generate triples𝐷𝑠 = {𝑑((𝑐, 𝑖, 𝑗) | 𝑖 ∈ 𝑅+𝑐 , 𝑗 ∈ 𝑅

−
𝑐 )}

(3) while not converged do
(4) while 𝑑 ∈ 𝐷𝑠 do
(5) compute 𝜕𝑂/𝜕𝑤𝑐,𝑝 with equation (8)

𝑤𝑐,𝑝 ← 𝑤𝑐,𝑝 − 𝛼
𝜕𝑂
𝜕𝑤𝑐,𝑝

(6) end
(7) end

Algorithm 2: Personalized recommendation model learning.

number of selected/recommended services among all rele-
vant services.

precision

= |{recommended services} ∩ {used services}|
|{recommended services}|

,

recall

= |{recommendded services} ∩ {used services}|
|{used services}|

.

(10)

In the evaluation of the adopted top-𝑁 recommendation
model, precision is normally inversely proportional to recall.
When𝑁 increases, recall increases as well, whereas precision
decreases. Therefore, the 𝐹1-Measure, which is the harmonic
mean of precision and recall [43], was also used as per the
following definition:

𝐹1-Measure = 2 ∗ precision ∗ recall
precision + recall

. (11)

For all the three evaluation metrics, a higher score
indicates better performance of the corresponding approach.

To demonstrate the effectiveness of the proposed models,
we evaluated and compared them with the following widely
deployed recommendation approaches:

(i) Item-based CF (IB-CF): this is the traditional and
widely used item-based collaborative filtering that
recommends items based on the item’s 𝑘-nearest
neighbors [11].

(ii) BPR-SVD: this method learns the low-rank approxi-
mation for the user feedbackmatrix based on the rank
of the items, with model learning by BPR optimiza-
tion technique [8].

We use Hybrid-g and Hybrid-p to denote the pro-
posed global and the personalized recommendation models,
respectively.

7.3. Experimental Results. To examine the effectiveness of
the proposed recommendation models, we experimentally
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Figure 4: Precision over different𝑁 (top-𝑁) values.

computed the top-𝑁 list, containing items with the highest
top-𝑁 recommendation score for each consumer in the
test set. The evaluation and comparison results are shown
in Figure 4 (precision), Figure 5 (recall), and Table 3 (𝐹1-
Measure), from which several observations can be drawn.

(i) First, IB-CF outperforms BPR-SVD for small values
of 𝑁 for both precision and recall, but BPR-SVD
achieves better results when𝑁 increases (𝑁 > 7).

(ii) Second, the two proposed recommendation models
(Hybrid-g and Hybrid-p) sufficiently outperform the
other two methods over a wide range of values of𝑁.

(iii) Third, the global model Hybrid-g shows overall bet-
ter recommendation accuracy than the personalized
model Hybrid-p, which may be due to the sparsity
of the rating matrix as a relatively small number of
rated items cannot truly reflect the true interests of
consumers.

Similar to the IB-CF, the rich similarities generated from
the HIN in proposed models can be also precomputed and
updated periodically offline, as well as the learned weights for
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Table 3: 𝐹1-Measure for different𝑁 (top-𝑁) values.

𝐹1-Measure 𝐹1@5 𝐹1@10 𝐹1@15 𝐹1@20
IB-CF 0.00849 0.009085 0.009833 0.010424
BPR-SVD 0.006279 0.011774 0.013485 0.01404
Hybrid-g 0.017263 0.020244 0.018482 0.017534
Hybrid-p 0.014582 0.017731 0.017073 0.016001

Table 4: Comparison of computational complexities of compared
recommendation algorithms.

Algorithms Offline Online
IB-CF 𝑂(𝑚2𝑛) 𝑂(𝑚ℎ)
BPR-SVD 𝑂(𝑡𝑑𝑛) 𝑂(𝑚𝑑)
Hybrid-g 𝑂(𝑚2𝑛|𝐿| + 𝑛𝑡) 𝑂(𝑚ℎ)
Hybrid-p 𝑂((𝑚2𝑛 + 𝑛𝑡)|𝐿|) 𝑂(𝑚ℎ|𝐿|)

bothmodels. Given 𝑛 consumers and𝑚 services, for an active
consumer, the upper bound of the computational complexity
for top-𝑁 recommendation among all algorithms addressed
in this paper is shown in Table 4 where ℎ denotes the number
of services the active consumers already used, t is the number
of iterations for learning parameters and 𝑑 is the number of
latent features in the matrix factorization approach, and |𝐿| is
the number ofmetapaths considered in the proposedmodels.

As ℎ and 𝑑 are much smaller than m, we can assume
that the proposed global recommendation model has similar
computational complexity to both the traditional IB-CF and
BPR-SVD approaches in the online recommendation stage
but higher computational complexity in the offline modeling
stage for achieving better effectiveness. The computational
complexity of the personalized recommendation model is
higher than the global recommendation model in both the
offline and online stages, with a different set of weights
for each user to learn and combine. Between the proposed
models, the global recommendation model provides better
results than the personalized model and achieves this with

lower computation complexity in both the offline modeling
stage and the online recommendation stage.

8. Conclusion

Mobile phones are currently the most popular personal
communication devices.They have formed a newmedia plat-
form for merchants with their anytime-anywhere accessible
functionalities. However, the most important problem for
merchants is how to deliver a service to the right mobile user
in the right context efficiently and effectively. The proposed
service recommendation prototype can potentially provide
a platform to assist service providers to reach their valuable
targeted consumers.

The integration of the proposed service recommendation
system prototype into the ubiquitous consumer wireless
world (UCWW) has the potential to create an infrastructure
in which consumers will have access to mobile services,
including those supporting smart-cities operation, with a
radically improved contextualization. As a consequence, this
environment is expected to radically empower individual
consumers in their decision making and thus positively
impact the society as awhole. It will also facilitate and enable a
direct relationship between consumers and service providers.
Such direct relationship is attractive for the effective develop-
ment of smart-city services since it allows for more dynamic
adaptability and holds the potential for user-driven service
evolution. Besides benefiting consumers, the UCWW opens
up the opportunity for stronger competition between service
providers, therefore creating a more liberal, more open, and
fairer marketplace for existing and new service providers.
In such a marketplace, service providers can deliver a new
level of services which are both much more specialized and
reaching a much larger number of mobile users.

The recommendation prototype proposed in this paper
could be potentially employed for discovering the “best”
service instances available for use to a consumer through
the “best” access network (provider), realizing a consumer-
centric always best connected andbest served (ABC&S) expe-
rience in UCWW. In line with the layered architecture of the
service recommendation prototype, two hybrid recommen-
dation models which leverage a heterogeneous information
network (HIN) are proposed at a global and personalized
level, respectively, for exploiting sparse implicit data. An
empirical study has shown the effectiveness and efficiency of
the proposed approaches, compared to two widely employed
approaches.Theproposed recommendationmodels also have
the potential to work under other recommendation scenarios
effectively.

However, for service recommendation in the UCWW,
we only provided the basic recommendation models in this
paper, without considering real-time context information.
Also, the similarity matrices computed from different meta-
paths are still sparse, which may cause some inaccurate
rating predictions. As a future work, we intend to conduct
further study on context aware recommendations with a real
application operating with big data.We also intend to explore
the study of matrix factorization approach on similarity
matrices derived from different metapaths.
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To access location-based service (LBS) and query surrounding points of interest (POIs), smartphone users typically use built-
in positioning functions of their phones when traveling at unfamiliar places. However, when a query is submitted, personal
information may be leaked when they provide their real location. Current LBS privacy protection schemes fail to simultaneously
consider real map conditions and continuous querying, and they cannot guarantee privacy protection when the obfuscation
algorithm is known. To provide users with secure and effective LBSs, we developed an unchained regional privacy protection
method that combines query logs and chained cellular obfuscation areas. It adopts a multiuser anonymizer architecture to prevent
attackers from predicting user travel routes by using background information derived from maps (e.g., traffic speed limits). The
proposed scheme is completely transparent to users when performing continuous location-based queries, and it combines the
method with actual road maps to generate unchained obfuscation areas that conceal the actual locations of users. In addition to
using a caching approach to enhance performance, the proposed scheme also considers popular tourist POIs to enhance the cache
data hit ratio and query performance.

1. Introduction

Currently, most mobile devices feature built-in positioning
functions, and smartphone users frequently use location-
based services (LBS) to query points of interest (POIs) within
their vicinity (e.g., when searching for Chinese restaurants
within a 10 km radius). Although using LBSs to rapidly locate
places and routes is highly convenient, LBS providers may
exploit the opportunity to collect the query contents and
travel routes of specific users and then analyze these datasets
to determine the users’ dietary habits, shopping preferences,
and even personal medical histories. These behaviours are a
severe breach of LBS user’ right to privacy.

Numerous previous scholars [1, 2] developed peer-to-
peer (P2P) cloaking algorithms to mask the identity and
location of users to guarantee location privacy. These P2P
algorithms satisfy 𝑘-anonymity by sharing the user location
with other users. However, the approaches proposed in those
studies search for 𝑘 − 1 conspirators surrounding the user,

which may enable attackers to triangulate a user within an
obfuscation area (OA) and deploy a variance-based attack
(VBA) [3]. In [3], an approach was proposed that searches
for other conspirators surrounding a user. Subsequently, a
random conspirator in the group is selected to search for
other conspirators. This process is repeated until the 𝑘-
anonymity requirement is satisfied; that is, the user cannot be
triangulated within an obfuscation area. Subsequently, P2P
necessitates the exchange of location information between
users. Therefore, users are required to trust other users in
the obfuscation area. A malicious user could select different
𝑘 to obtain the location of the other users by using the 𝑘-
anonymity algorithm in [3].Theymay even partner with LBS
providers to steal personal data from regular users, increasing
the risk of privacy leaks.

Recent studies have proposed methods for masking the
identity [4, 5], location [6–8], and query information [9]
of users by using secure third-party anonymizers to encode
the location of a user or POI. Anonymizers not only protect
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user privacy but also reduce communication time and costs.
One study [4] proposed using an anonymizer to mask the
identities of a group of query users by using the identity of one
random user in the group. These queries, which contain the
same metadata, are transmitted to the LBS server. Another
study [7] used a Hilbert curve to create an obfuscation area
to mask the location of users. Anonymizers mask users by
randomly selecting a representative user in proximity to a
group of users. The metadata of the representative are copied
to all queries before they are transmitted to the LBS server,
thereby satisfying 𝑘-anonymity and obfuscation require-
ments. Anonymizers typically create obfuscation areas in grid
[7, 10–12] or pyramid structure to mask user locations. In
[13], a method was proposed to resolve the incompatibility
between the original obfuscation area and query criteria by
creating an additional obfuscated query area to keep privacy.

Even when a user is masked within an obfuscation area to
satisfy 𝑘-anonymity, LBS servers can collect user queries for
area information when they submit continuous LBS queries
in a short period. Users are more likely to use LBSs in
unfamiliar rural tourist locations (rather than in urban areas)
where roads are more dispersed. The simpler road network
structures of rural areas enable LBS servers to determine the
locations of users by analyzing maps and road conditions.
To prevent LBS servers from cross-referencing continuous
queries to obtain user location information, previous scholars
have added reachable query routes to confuse LBS servers
[14–18]. However, LBS servers can extrapolate known data,
such as user habits, interests, and actual maps, to determine
the most probable route of travel through an elimination
process. In [19], a method was proposed to determine
reasonable POIs within a user’s query area by analyzing his
or her past query records. Subsequently, the user’s actual
location is combined with a corresponding reasonable POI
to generate a dummy query, preventing LBS servers from
filtering out unreasonable dummy queries. A subsequent
study [20] proposed amethod that selects a nearby insensitive
location from a user’s past travel routes to substitute sensitive
query locations. However, this method was prone to leak the
query location because it failed to account for map data and
user mobility. In response, another study [17] combined an
anonymizer with map data (all intersection branches within
the road network) and user mobility. To confuse LBS servers,
the anonymizer used in that study generated obfuscation
areas that include the section of road extending from the
user’s current intersection, but they do not include blind
alleys or overlapping routes according to the user’s privacy
requirements.

In this study, we proposed a method combining the
anonymizer provided by trusted third-party servers with
actual road maps and users’ movement patterns to create
multiple virtual paths.When user content cannot be detected
in the cache, the mechanism is applied to guarantee the
privacy of user queries. The proposed method provides
users with high query performance when the query volume
is high while guaranteeing location privacy. The method
uses the popular query characteristics of tourist locations
to enhance the cache hit ratio, query performance, and
protection of users’ POI and query locations. The proposed

method also considers similarities between pseudoqueries
and users’ actual queries, as well as cached POIs, to prevent
the generated pseudoqueries from being filtered out by the
LBS server, thereby increasing the cache life and hit ratio.
The proposed method in the present study is suitable for
continuous queries. It has the following contributions:

(1) The privacy of users’ POIs is maintained, even during
continuous querying.

(2) POIs that are difficult for LBS servers to filter out are
generated by incorporating area characteristics, logs,
and user queries.

(3) User privacy requirements are satisfied, even when
the location obfuscation algorithm is known to the
attacker.

(4) Obfuscation areas are generated from real-timemaps,
thereby avoiding exposing user locations.

(5) Cache data are used to reduce the communication
costs and time of the anonymizer and LBS server.

The remainder of this paper is organized as follows.
Section 2 describes the system architecture and initialization
phase, and Section 3 discusses the development of the
proposedmethod.The security analysis and the performance
analysis are discussed in Section 4, and Section 5 presents the
conclusion.

2. System Architecture

The system architecture is illustrated in Figure 1. When
multiple users access LBSs to submit queries, the queries
are transmitted to a trusted obfuscated server to protect
user privacy. An anonymizer cross-references the query
content with the cache database. If POI data matching the
query content are detected, the query results are encrypted
and returned to the users. In Figure 1, the queries “night
market” and “super market” are returned to users from the
anonymizer (indicated by the dotted line). If relevant data
are not cached, the anonymizer obfuscates the user’s query
and location and transmits the obfuscated query to the LBS
server. In Figure 1, the user’s “fast food” query and location
are obfuscated and transmitted to the LBS server (indicated
by the solid line). Once the anonymizer receives the POIs
within the obfuscation area from the LBS server, it updates
the cache database, filters out the pseudodata, encrypts the
query results, and returns the results to the user.

To reduce the computation load of the LBS server for pro-
cessing user queries, the proposed method uses cell numbers
instead of coordinates to represent the query range sent to
the LBS server. However, this process necessitates additional
computations and transmission costs to synchronize the
maps, cell sizes, and cell numbers on the anonymizer and
LBS server. Accordingly, we adopted a numbering system
for the cellular structure to reduce the overhead costs. This
method synchronizes only the center point of the map and
the sides of the cells to maintain consistent map segregation
and numbering between the anonymizer and LBS server.

The proposed method adopts a trusted anonymizer to
protect users’ queries from being collected by the LBS server
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Figure 1: System architecture.
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Figure 2: Cellular structure; (a) cell numbering; (b) query range.

or other attackers. However, five criteria must be met to
successfully implement the proposed method. First, the map
on the LBS server must be divided into a cellular structure
with a cell side length 𝑅 (Figure 2(a)), and the user’s query
range must be an inscribed circle of the cellular structure
(Figure 2(b)), where the query radius is the POI within the
range of (√3/2)𝑅. Second, the LBS server cannot frequently
revise the cellular structure of themap.Third, the anonymizer
must be reliable for masking user locations. Fourth, the maps
on the anonymizer must contain intersections, length of road
sections, and speed-limit information. Fifth, the algorithm
must be available to the public.

Threat models for the LBS server and general attackers
are defined in this section. The effectiveness of the proposed

method for guarding against these threat models is discussed
in Section 4. First, the LBS servers and general attackers
can continuously tap, collect, and leak user information.
However, they do not alter inbound or outbound query
information (e.g., query number). Second, attackers use the
open obfuscation algorithmand their background knowledge
on known intersections, road sections, and traffic speed
limits to deduce users’ travel routes and determine their
locations. Third, query results are returned from the LBS
server to the anonymizer. This creates the opportunity for
the LBS server or general attackers to analyze the cache
data of the anonymizer by using known cache algorithms.
Fourth, the LBS server and general attackers can cross-
reference the obfuscation areas queried by different user IDs
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in different locations and at different times to identify the
associations between different queries and determine the
query information submitted by the same user.

Without changing the center and side lengths of the cells,
the initialization of the anonymizer and LBS server needs
to be performed only once (procedures are presented in
Section 2.1). We developed a three-phase unchained location
privacy protection method for processing user queries (pro-
cedures are presented in Section 3). The following section
provides the initializationmodel. Notations lists and explains
the notations used in this paper.

2.1. System Initiation. Once the anonymizer obtains the
center coordinates (𝐻(0,0)𝑥 , 𝐻(0,0)𝑌 ) from the LBS server, it
uses these coordinates to number each cell and determine
their center points.The term (𝐻(𝑖,𝑗)𝑥 , 𝐻(𝑖,𝑗)𝑦 ) denotes the center
coordinates of each cell, where (𝑖, 𝑗) represents the 𝑥- and
𝑦-axes of the cell. The cellular-structure map illustrated in
Figure 2(a) is used to generate a cellular structure comprising
cells with 1 + 3𝑛(𝑛 + 1) side lengths = 𝑅, where 𝑛 represents
the number of layers in the structure. The cells are numbered
according to the (𝑖, 𝑗) order, where the center of the map is
(0, 0). Assuming that the hexagonal cell has six directions,
𝑖 increases in increments of 1 to the right and decreases in
increments of 1 to the left; 𝑗 increases in increments of 1 to the
upper right and decreases in increments of 1 to the bottom
left; 𝑖 increases and 𝑗 decreases in increments of 1 to the
bottom right; and 𝑖 decreases and 𝑗 increases in increments
of 1 to the upper left. Results are illustrated in Figure 2(a).

Once all the cells in the anonymizer are numbered, set
𝑉 (all intersection in 𝐺 = (𝑉, 𝐸), which is a figure containing
section length weights) and set𝐸with all sections linking two
intersections in 𝐺 = (𝑉, 𝐸) are matched to each cell.

{𝑉(𝑖,𝑗) ⊆ 𝑉 | 𝑉(𝑖,𝑗) = 𝑉1(𝑖,𝑗) ∪ 𝑉2(𝑖,𝑗) ∪ ⋅ ⋅ ⋅ ∪ 𝑉6(𝑖,𝑗), 𝑉(𝑖,𝑗)


̸= 0} ,
{𝐸(𝑖,𝑗) ⊆ 𝐸 | 𝐸(𝑖,𝑗) = 𝐸1(𝑖,𝑗) ∪ 𝐸2(𝑖,𝑗) ∪ ⋅ ⋅ ⋅ ∪ 𝐸6(𝑖,𝑗), 𝐸(𝑖,𝑗)


̸= 0} ,

(1)

where 𝑉Tir
(𝑖,𝑗) represents the intersections contained in triangle

Tir in cell (𝑖, 𝑗) and 𝐸Tir
(𝑖,𝑗) represents the sections with length

weights contained in the triangle Tir in cell (𝑖, 𝑗).
The numbering method for triangle Tir is illustrated in

Figure 3. Tir = 1, 2, 3, 4, 5, and 6 refer to Δ𝑃1𝑃2𝑃7, Δ𝑃2𝑃3𝑃7,
Δ𝑃3𝑃4𝑃7, Δ𝑃4𝑃5𝑃7, Δ𝑃5𝑃6𝑃7, and Δ𝑃6𝑃1𝑃7, respectively.
This method enables the fewest cells in the obfuscation area
to be used to cover the query range. Details concerning the
generation procedures and verification of the obfuscation
areas are presented in Section 3.

3. Unchained Location Protection Scheme

When a user submits a query, he transmits his ID,𝑃𝑎(𝐿𝑥, 𝐿𝑦),
POI for the query, and the 𝑘-anonymity requirements to
the anonymizer. The anonymizer applies the three-phase
obfuscation algorithm (Figure 4) to obfuscate his location
prior to sending the query to the LBS server. The server then

P7

P2

P1

P6

P5

P4

P3

Figure 3: A cell divided into 6 equilateral triangles.

returns the queried information to the anonymizer, which
filters out nonuser information before returning the POIs to
the user. In Phase 1, the user’s real coordinates are used to
calculate the cell number of the user location and the triangle
Tir within the cell. If the cell number and POI information
are already cached in the anonymizer, the algorithm skips
to Phase 3. Otherwise, it continues to the next phase. In
Phase 2, multiple obfuscation areas are generated according
to the user’s privacy requirements. The obfuscation area that
contains the query range is substituted with a pseudo-ID
and a pseudoquery order before it is transmitted to the LBS
server.The anonymizer then caches the information returned
by the LBS server (including the user’s original query and
generated pseudoquery). This information can then be used
for similar queries in the future. Finally, the anonymizer uses
the substituted user ID to retrieve the POI results. In Phase 3,
the filtered query results are returned to the user.

Calculation of the cell numbers is explained in Sec-
tion 3.1, generation of users’ obfuscation areas is described
in Section 3.2, generation of multiple pseudoobfuscation
areas to protect the privacy of multiple users simultaneously
submitting queries and using the cache to achieve unchained
location protection are presented in Section 3.3, and query
submission is outlined in Section 3.4.

3.1. Calculating User Cell Number. Once the anonymizer
receives the current location coordinates of the user (𝑃𝑎(𝐿𝑥,𝐿𝑦)), it applies (2) to calculate the vertical displacement
of the user relative to the center coordinates of the map
(𝐻(0,0)𝑥 , 𝐻(0,0)𝑦 ).The anonymizer then incorporates the vertical
displacement into (3) to determine the cell number (𝑖, 𝑗) of
the user. The calculation process is discussed as follows:

𝑗

=
{{{{{
{{{{{
{

2
[[
[

𝐿𝑦 − 𝐻(0,0)𝑦
 + 𝑑

3𝑅
]]
]
+ 𝑒, where 𝐿𝑦 ≥ 𝐻(0,0)𝑦

−2
[[
[

𝐿𝑦 − 𝐻(0,0)𝑦
 + 𝑑

3𝑅
]]
]
− 𝑒, where 𝐿𝑦 < 𝐻(0,0)𝑦

(2)
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𝑒 =
{{{{
{{{{
{

1 if
(𝐿𝑦 − 𝐻(0,0)𝑦

 + 𝑑) mod 3𝑅
2𝑑 > 1

0 if
(𝐿𝑦 − 𝐻(0,0)𝑦

 + 𝑑) mod 3𝑅
2𝑑 ≤ 1.

(3)

First, the vertical distance between the user (𝐿𝑦) and
origin (𝐻(0,0)𝑦 ) is used to calculate 𝑗 of the cell number for the
user location. The distance between the center points of two
vertically adjacent cells (e.g., (0, 0) and (−1, 2) in Figure 5(a))
is 3𝑅, and the cell numbers of these two cells differ by 2.When
𝐿𝑦 is located above the center coordinates (𝐿𝑦 ≥ 𝐻(0,0)𝑦 ),
(𝐿𝑥, 𝐻(0,0)𝑦 ) on 𝑦 = 𝐻(0,0)𝑦 is added to |𝐿𝑦 − 𝐻(0,0)𝑦 |. This point
extends downward vertically to the cell boundary for distance
𝑑.Thenumber of cells within𝑑 is calculated and incorporated
into (3) to determine whether the final section smaller than
3𝑅 crosses over to another cell. In Example 1 (Figure 5(b)),
the user is located on a random point (𝑃𝑎) of (𝐿𝑥, 𝐿𝑦) above
the center coordinates. |𝐿𝑦 − 𝐻(0,0)𝑦 | + 𝑑 can be expressed as
𝑃𝑎𝑃𝑐 = 𝑃𝑎𝑃𝑏 + 𝑃𝑏𝑃𝑐 = 3𝑅 + 𝑃𝑎𝑃𝑑 and 𝑗 = 2 + 𝑒 (see (2)).
Moreover, 𝑒 = 0 because 𝑃𝑎𝑃𝑏 < 2𝑑 (see (3)). Thus, the user
in Example 1 is located in 𝑗 = 2 on the 𝑦-axis. In Example 3
(Figure 5(c)), 𝑗 = 0+𝑒 because 𝑃𝑎𝑃𝑐 < 3𝑅 (see (2)). However,
𝑒 = 1 because 𝑃𝑎𝑃𝑐 > 2𝑑 (see (3)). Thus, the user in Example
2 is located in 𝑗 = 1. The cell number (𝑗) of users can be
determined using (2) and (3).

The preceding discussion indicates that 𝑑 must be deter-
mined before 𝑗 is calculated.The length of 𝑑 is associatedwith
a user’s 𝐿𝑥 coordinate. The value of 𝑑 gradually increases as
𝐿𝑥 shifts from the cell boundary (𝑑 = 𝑅/2) to the center of the
cell (𝑑 = 𝑅). Figure 6 shows that the center distance between
two cells is 2𝑅 ∗ cos 30∘ = √3𝑅. In other words, one length
cycle of 𝑑 is√3𝑅.

𝑑 = 𝑓 (𝐿𝑥) = 1
√3

𝛼 (𝐿𝑥) −
√3
2 𝑅

 +
𝑅
2 (4)

𝛼 (𝐿𝑥) = 𝐿𝑥 − 𝐻(0,0)𝑥
mod√3𝑅 (5)

The term 𝑑 can be expressed as a triangular wave by
using 𝑅 ≤ 𝑑 ≤ 𝑅/2 and a length cycle of √3𝑅. The wave

equation is expressed in (4), where 1/√3 is the positive slope
of 0 ≤ 𝑥 ≤ √3𝑅 and 𝑅/2 is the vertical displacement
distance. Because each√3𝑅 represents one cycle (see (5)), the
relationship diagram between 𝐿𝑥 and 𝑑 can be illustrated by
calculating the location of 𝐿𝑥 in a single cycle, as shown in
Figure 7.

Coordinates on the 𝑦-axis increase by (√3/2)𝑅 when 1 is
added to the𝑦-axis.Therefore, the offset (𝑗∗(√3/2)𝑅) caused
by the change in the 𝑌-coordinates must be subtracted when
calculating the 𝑋-coordinates. Then, the current distance
between𝐿𝑥 and the origin on the𝑥-axis ismultiplied by a unit
length to obtain 𝑖 on the 𝑥-axis, as illustrated in Figure 5(b).
We know that (𝐿𝑥, 𝐿𝑦) is located in (𝑖, 2), 𝑗 = 2, and the
distance between 𝐻(0,0)𝑥 and 𝐿𝑥 is less than (√3/2)𝑅. Hence,
a user cell number of 𝑖 = −1 can be calculated using (3).
Therefore, when the location of the user is known (𝐿𝑥, 𝐿𝑦),
(𝐻(0,0)𝑥 , 𝐻(0,0)𝑦 ) and (2) and (3) can be used to determine the
current location of the user, that is, (−1, 2) in Figure 5(b).

3.2. Determining the Obfuscation Area. Once the cell num-
ber containing the user location and center coordinates is
confirmed and if the user query information has not been
cached, the anonymizer produces an obfuscation area for the
user query and transmits the obfuscation area to the LBS
server. The triangle Tir of the cell in which the user is located
must be determined to obtain the number of cells required
to encompass the query range and produce the minimum
obfuscation areas. First, three straight lines passing through a
random cell in the cellular-structure map are conceptualized
(the three red lines in the cell illustrated in Figure 3).The three
lines divide the cell into six equilateral triangles.Without loss
of generalizability, the linear equations of the three straight
lines intersecting the cell containing the current location of
the user (𝑖, 𝑗) can be used to determine the equilateral triangle
with the user (Figure 8):

Linear equation of 𝑃1𝑃4, 𝑓0(𝑥, 𝑦): 𝑥 − 𝐻(𝑖,𝑗)𝑥 = 0
Linear equation of𝑃2𝑃5 , 𝑓1(𝑥, 𝑦): (𝑥−𝐻(𝑖,𝑗)𝑥 )−√3(𝑦−
𝐻(𝑖,𝑗)𝑦 ) = 0
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Figure 5: Calculating the distance between cells; (a) distance of vertically adjacent cells; (b) user within the same cell (𝑒 = 0); (c) user crossing
over to another cell (𝑒 = 1).

Linear equation of𝑃3𝑃6, 𝑓2(𝑥, 𝑦): (𝑥−𝐻(𝑖,𝑗)𝑥 )+√3(𝑦−
𝐻(𝑖,𝑗)𝑦 ) = 0

For example, when 𝑓0(𝐿𝑥, 𝐿𝑦) ≥ 0, 𝑓1(𝐿𝑥, 𝐿𝑦) < 0, and𝑓2(𝐿𝑥, 𝐿𝑦) > 0, 𝑓0(𝐿𝑥, 𝐿𝑦) represent that the user is either
on or to the right of 𝑃1𝑃4; 𝑓1(𝐿𝑥, 𝐿𝑦) indicates that the user
is on 𝑃2𝑃5; and 𝑓2(𝐿𝑥, 𝐿𝑦) means that the user is on 𝑃3𝑃6.
A combined analysis of the three lines shows that the user

is in Δ𝑃1𝑃2𝑃7 of Tir = 1 (Figure 8(a)). Thus, four cells are
selected as the obfuscation area for the user’s query. These
cells are numbered (𝑖, 𝑗), (𝑖, 𝑗+1), (𝑖+1, 𝑗), and (𝑖−1, 𝑗+1). If
the user’s location is at the center of the cell (𝐿𝑥 = 𝐻(𝑖,𝑗)𝑥 ) and
𝐿𝑦 = 𝐻(𝑖,𝑗)𝑦 , a random equilateral triangle can be represented
the user’s query location. In Algorithm 1, QH𝑡𝑝 represents the
obfuscation area of query 𝑡 in 𝑝, and 𝑝 = 1 is the obfuscation
area of the location provided by the user.
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Figure 7: Effects of 𝐿𝑥 on 𝑑.

Subsequently, whether the four cells encompass the user’s
query range must be determined. In Algorithm 1, three cells
neighboring a random triangular section of (𝑖, 𝑗) in Figure 8
are selected to form four cells. Because of the similarities
among the three triangles, a random location in the upper-
right triangular section of (𝑖, 𝑗) is selected, without loss of
generalizability, to verify that the combined area of the four
shaded cells is the minimum obfuscation area to encompass
the user’s query range (Figure 9).

Supporting Theorem 1. If the query range center is 𝑃𝑎, the
radius of the query range is (√3/2)𝑅. The user is in a random
location in a triangular section with points𝑃1 = (𝐻(𝑖,𝑗)𝑥 , 𝐻(𝑖,𝑗)𝑦 +
𝑅), 𝑃2 = (𝐻(𝑖,𝑗)𝑥 + (√3/2)𝑅,𝐻(𝑖,𝑗)𝑦 + (1/2)𝑅), and 𝑃7 =
(𝐻(𝑖,𝑗)𝑥 , 𝐻(𝑖,𝑗)𝑦 ) and a side length 𝑅 (Figure 9). Subsequently,
the query range must include the cell with the triangular
section and three neighboring cells to create an OA com-
prising four cells, specifically (𝐻(𝑖,𝑗)𝑥 , 𝐻(𝑖,𝑗)𝑦 ), (𝐻(𝑖+1,𝑗)𝑥 , 𝐻(𝑖+1,𝑗)𝑦 ),
(𝐻(𝑖−1,𝑗+1)𝑥 , 𝐻(𝑖−1,𝑗+1)𝑦 ), and (𝐻(𝑖,𝑗+1)𝑥 , 𝐻(𝑖,𝑗+1)𝑦 ).
Proof. In Figure 9, if 𝑃𝑎 is located between 𝑃1 = (𝐻(𝑖,𝑗)𝑥 ,
𝐻(𝑖,𝑗)𝑦 +𝑅) and𝑃2 = (𝐻(𝑖,𝑗)𝑥 +(√3/2)𝑅,𝐻(𝑖,𝑗)𝑦 +(1/2)𝑅) on a line
expressed as 𝑥 +√3𝑦 = √3𝑅, then a parallel line (𝑥 +√3𝑦 =
2√3𝑅) with a vertical distance of (√3/2)𝑅 can be determined.
Subsequently, two points can be observed on 𝑥 + √3𝑦 =
2√3𝑅, namely, 𝑃9 = (𝐻(𝑖,𝑗)𝑥 , 𝐻(𝑖,𝑗)𝑦 + 2𝑅) and 𝑃11 = (𝐻(𝑖,𝑗)𝑥 +
√3𝑅,𝐻(𝑖,𝑗)𝑦 +𝑅), which denotes that |𝑃2𝑃11| = |𝑃1𝑃9| = 𝑅 and
the vertical distance from𝑃1𝑃2 to𝑃9𝑃11 is (√3/2)𝑅. Similarly,
a parallel line to 𝑃1𝑃7 with a distance of (√3/2)𝑅 can be
observed (𝑃5𝑃8). Therefore, |𝑃1𝑃8| = |𝑃5𝑃7| = 𝑅. A parallel
line to 𝑃2𝑃7 with a distance of (√3/2)𝑅 can be observed

(𝑃4𝑃11). Therefore, |𝑃4𝑃7| = |𝑃2𝑃12| = 𝑅. Subsequently, the
vertical distances from 𝑃1 to 𝑃9𝑃11, from 𝑃2 to 𝑃4𝑃12, and
from 𝑃7 to 𝑃5𝑃8 are all (√3/2)𝑅. Thus, a circular query range
with a radius of (√3/2)𝑅 and a center point anywhere within
the triangle created by 𝑃1, 𝑃2, and 𝑃7 inevitably encompasses
a section of the hexagonal section created by 𝑃4, 𝑃5, 𝑃8, 𝑃9,
𝑃11, and 𝑃12. Moreover, the polygon created by 𝑃4, 𝑃5, 𝑃8, 𝑃9,
𝑃11, and 𝑃12 encompasses (𝐻(𝑖,𝑗)𝑥 , 𝐻(𝑖,𝑗)𝑦 ), (𝐻(𝑖+1,𝑗)𝑥 , 𝐻(𝑖+1,𝑗)𝑦 ),
(𝐻(𝑖−1,𝑗+1)𝑥 , 𝐻(𝑖−1,𝑗+1)𝑦 ), and (𝐻(𝑖,𝑗+1)𝑥 , 𝐻(𝑖,𝑗+1)𝑦 ). Therefore, Sup-
portingTheorem 1 holds.

SupportingTheorem 1 confirms that the obfuscation areas
generated using the four cells encompasses the user’s query
range. We subsequently developed an additional theorem to
testwhether a fewer number of cells can be used to encompass
the user’s query range.

Supporting Theorem 2. If the query range center is 𝑃𝑎,
the radius of the query range is (√3/2)𝑅. The user is in a
random location within a triangular section with points 𝑃1 =
(𝐻(𝑖,𝑗)𝑥 , 𝐻(𝑖,𝑗)𝑦 +𝑅), 𝑃2 = (𝐻(𝑖,𝑗)𝑥 +(√3/2)𝑅,𝐻(𝑖,𝑗)𝑦 +(1/2)𝑅), and
𝑃7 = (𝐻(𝑖,𝑗)𝑥 , 𝐻(𝑖,𝑗)𝑦 ) and a side length𝑅 (Figure 9). Subsequently,
at least four cells are required to encompass the user’s query
range.

Proof. Assume that 𝑃𝑎 is in a random location in Δ𝑃1𝑃2𝑃7.
Subsequently, only three cells are required to encompass the
user’s query range. From Figure 9, the center point of the 𝑃𝑎
on 𝑃1𝑃2 can be identified. With only three cells, the diameter
of the query range must be less than or equivalent to 𝑅 of
𝑃1𝑃2 (query diameter≤ 𝑅). In actuality, the query diameter is
greater than 𝑅 (√3𝑅 > 𝑅). Thus, this hypothesis is contrary
to fact, verifying that at least four cells are required for the
obfuscation area to encompass the users query range.

Theorem 1. If the user appears in a random location on
the map, his or her query range is a circle with a radius of
(√3/2)𝑅. The proposed algorithm can use the lowest number
of cells to encompass the user’s query range. The algorithm can
maintain one-third of the size of the obfuscation area when the
obfuscation algorithm is known to the attacker.

Proof. Supporting Theorem 1 indicates that an obfuscation
area comprising four cells could sufficiently encompass the
user’s query range when the user is located in a random
location in Δ𝑃1𝑃2𝑃7. SupportingTheorem 2 indicates that at
least four obfuscated cells are required in order to sufficiently
encompass the user’s query range when the user is located in
a random location in Δ𝑃1𝑃2𝑃7. Naturally, the user must be
in Δ𝑃1𝑃2𝑃7 or Δ𝑃1𝑃2𝑃10 for the LBS server to produce the
shaded obfuscation areas with the algorithm (Figure 9). The
combined area of the two triangles is guaranteed to be one-
third of the obfuscation areas.

The user is located within a cell comprising six equilateral
triangles. Therefore, the location of the user in Δ𝑃1𝑃2𝑃7 is
verified regardless of which triangle the user is located in.
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Obfuscation Area
Input: User position 𝑃𝑎(𝐿𝑥, 𝐿𝑦), User Cell No. (𝑖𝑃𝑎 , 𝑗𝑃𝑎 )
Output: QH
(1) (𝑖, 𝑗) = (𝑖𝑃𝑎 , 𝑗𝑃𝑎 )
(2) Tir = 0
(3) if (𝐿𝑥 = 𝐻(𝑖,𝑗)𝑥 and 𝐿𝑦 = 𝐻(𝑖,𝑗)𝑦 )
(4) Tir = Random [1, 2, . . . , 6]
(5) end if
(6) if ((𝑓0(𝐿𝑥, 𝐿𝑦) ≥ 0 and 𝑓1(𝐿𝑥, 𝐿𝑦) < 0) or Tir = 1)
(7) QH = {(𝑖, 𝑗), (𝑖, 𝑗 + 1), (𝑖 + 1, 𝑗), (𝑖 − 1, 𝑗 + 1)}
(8) else if ((𝑓0(𝐿𝑥, 𝐿𝑦) > 0 and 𝑓2(𝐿𝑥, 𝐿𝑦) > 0) or Tir = 2)
(9) QH = {(𝑖, 𝑗), (𝑖 + 1, 𝑗), (𝑖, 𝑗 + 1), (𝑖 + 1, 𝑗 − 1)}
(10) else if ((𝑓0(𝐿𝑥, 𝐿𝑦) > 0 and 𝑓1(𝐿𝑥, 𝐿𝑦) > 0 and 𝑓2(𝐿𝑥, 𝐿𝑦) ≤ 0) or Tir = 3)
(11) QH = {(𝑖, 𝑗), (𝑖 + 1, 𝑗), (𝑖, 𝑗 − 1), (𝑖 + 1, 𝑗 − 1)}
(12) else if ((𝑓0(𝐿𝑥, 𝐿𝑦) ≤ 0 and 𝑓1(𝐿𝑥, 𝐿𝑦) > 0 and 𝑓2(𝐿𝑥, 𝐿𝑦) < 0) or Tir = 4)
(13) QH = {(𝑖, 𝑗), (𝑖 − 1, 𝑗), (𝑖, 𝑗 − 1), (𝑖 + 1, 𝑗 − 1)}
(14) else if ((𝑓0(𝐿𝑥, 𝐿𝑦) < 0 and 𝑓1(𝐿𝑥, 𝐿𝑦) ≤ 0 and 𝑓2(𝐿𝑥, 𝐿𝑦) < 0) or Tir = 5)
(15) QH = {(𝑖, 𝑗), (𝑖 − 1, 𝑗), (𝑖, 𝑗 − 1), (𝑖 − 1, 𝑗 + 1)}
(16) else
(17) QH = {(𝑖, 𝑗), (𝑖 − 1, 𝑗), (𝑖, 𝑗 + 1), (𝑖 − 1, 𝑗 + 1)}
(18) end if
(19) return QH

Algorithm 1: Generating an obfuscation area to cover the query range of users.
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Figure 8: The obfuscation area: (a) user in Tir = 1; (b) user in Tir = 2.

This suggests that if the user is located anywhere on the map,
the proposed obfuscation algorithm produces an obfuscation
area of at least four cells, which is the lowest number of cells
required, and guarantees that the area of the cells is at least
one-third of the obfuscation areas.

3.3. Producing the Obfuscation Areas of Multiple Pseudo-
queries. Section 3.2 describes how an obfuscated query area
is produced to prevent attackers from obtaining the locations
of users in sensitive areas such as special clinics or gyms.
Users largely assume that attackers have a 1 in 𝑘 chance
of intercepting submitted queries (𝑘-anonymity). Thus, we
developed an algorithm that can produce multiple pseudo-
queries to satisfy users’ 𝑘-anonymity settings. To enhance the
relevance of the pseudoqueries and reduce the number of
obfuscation areas, we developed an algorithm that produces

multiple pseudoqueries in batches so that individual obfus-
cation areas and queries can serve as pseudoqueries for other
users. Finally, the algorithm replenishes inadequate queries
while satisfying individual privacy requirements.

When the anonymizer receives 𝑡 privacy requests
(𝑘𝑡1, 𝑘𝑡2, . . . , 𝑘𝑡𝑢) in 𝑇 from 𝑢 users in different locations
(CN𝑡1,CN𝑡2, . . . ,CN𝑡𝑢) and no matches are cached, these
queries must be transmitted to the LBS server. The
anonymizer uses the proposed algorithm (Algorithm 1)
to generate different obfuscation areas for the users
(QH𝑡1,QH𝑡2, . . . ,QH𝑡𝑢). If the users collectively form an OA,
then QS𝑡 = {QH𝑡1,QH𝑡2, . . . ,QH𝑡𝑢} can satisfy the maximum
privacy requirement of the users.

𝑘𝑡MAX = max (𝑘𝑡1, 𝑘𝑡2, . . . , 𝑘𝑡𝑢) . (6)
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Figure 9: Query range and the obfuscation area.
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Figure 10: Overlapping user location causing inadequate privacy
strength.

In other words, the OA collectively formed by the u users
must contain four times asmany cells than the number of cells
required for the maximum privacy requirements.

QH𝑡1 ∪QH𝑡2 ∪ ⋅ ⋅ ⋅ ∪QH𝑡𝑢
 ≥ 4 ∗ 𝑘𝑡MAX. (7)

The privacy requirements of 𝑢 users can be satisfied by
combining the obfuscation areas of their query locations.
However, the number of obfuscation areas must be generated
when too few users are available or when users are close
together (blue area in Figure 10). For example, Users𝐴,𝐵, and
𝐶 in Figure 10 request a privacy strength of only 2.Therefore,
𝑘𝑡1 = 𝑘𝑡2 = 𝑘𝑡3 = 2. However, the three users area within the
same obfuscation area generated by the anonymizer, causing
|QH𝑡1∪QH𝑡2∪QH𝑡3| = 4. In this instance, a pseudoobfuscation

area consisting of four cells must be generated (Figure 10) to
meet the obfuscated cell requirement of 4 ∗ 𝑘𝑡MAX = 8.

To generate a pseudoobfuscation area that meets the
privacy requirements, we developed a method for produc-
ing multiuser pseudoobfuscation areas (Algorithm 2). The
method follows three criteria to repeatedly produce obfusca-
tion areas until the obfuscation requirement of 𝑘𝑡MAX is met:

(1) Avoid VBAs [3] in the center location of the pseu-
doobfuscation area generated for the user’s location.

(2) Avoid generating pseudoobfuscation areas already
cached in the anonymizer. Based on the open obfus-
cation area generation algorithm, attackers know that
the queries transmitted to the LBS server are not
cached in the anonymizer. Subsequently, the LBS
server deduces the cache data of the anonymizer
by using the open cache algorithm. Therefore, the
pseudoqueries that are detected as cached queries by
the LBS server are filtered out.

(3) Create new pseudocell numbers (CN𝑡dummy) three
layers from the user cell (CN𝑡sel) to avoid generating
an obfuscation area that overlaps CN𝑡dummy and CN

𝑡
sel

and reinforce obfuscation strength more rapidly.
Therefore, the anonymizer randomly selects one out
of six cells three layers away from CN𝑡sel, namely,
(𝑖sel + 2, 𝑗sel + 1), (𝑖sel + 3, 𝑗sel − 2), (𝑖sel + 1, 𝑗sel − 3),(𝑖sel −2, 𝑗sel −1), (𝑖sel −3, 𝑗sel +2), and (𝑖sel −1, 𝑗sel +3),
as CN𝑡dummy to generate the obfuscation area.

A cell is randomly selected from CN𝑡 to serve as the
center point (Row (2)) to meet Criterion 1. Then, a pseu-
docell number CN𝑡dummy (Row (3)) is randomly selected
from the cells surrounding CN𝑡sel to meet Criteria 2 and 3.
Subsequently, CN𝑡dummy must contain an intersection. The
pseudocell number CN𝑡dummy is added to CN𝑡 so that CN𝑡 =
CN𝑡 + CN𝑡dummy (Row (5)), and the pseudoobfuscation area
generated using CN𝑡dummy is added to QS𝑡 (Rows (6) to (9)).
This process is repeated until QH𝑡𝑞 is generated to meet the
obfuscation requirement of 𝑘𝑡MAX. Finally, an obfuscation area
set is produced.

QS𝑡 = {QH𝑡1,QH𝑡2, . . . ,QH𝑡𝑞 | ∀ (𝑖, 𝑗) ∈ QH𝑡𝑎, 𝑉(𝑖,𝑗)


̸= 0, 1 ≤ 𝑎 ≤ 𝑞} .
(8)

In Figure 11, Users 𝐴, 𝐵, and 𝐶 move along the red line
and transmit queries at the red points at different times. The
blue, yellow, and red areas represent the three obfuscation
areas generated by the anonymizer for the users’ queries
transmitted to the LBS server. The anonymizer receives the
privacy requirements of Users𝐴 and 𝐵, which are 𝑘1𝐴 = 1 and𝑘1𝐵 = 2. However, QH11 andQH12 generated for the locations of
Users 𝐴 and 𝐵 overlap, creating an OA with only seven cells.
This fails to meet User 𝐵’s privacy requirement of 2, which
requires eight cells (4 ∗ 𝑘1𝐵 = 8). The anonymizer selects a
random cell (CN𝑡𝐵 = (1, 1)) three layers away from CN𝑡𝐴 and
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Generate 𝑘𝑡MAX Obfuscation Area
Input: 𝑘𝑡MAX, CN𝑡 = {CN𝑡1,CN𝑡2, . . . ,CN𝑡𝑢},

QS𝑡 = {QH𝑡1,QH𝑡2, . . . ,QH𝑡𝑢},
NumOfCells = |QH𝑡1 ∪QH𝑡2 ∪ ⋅ ⋅ ⋅ ∪QH𝑡𝑢|

Output: QS𝑡
(1) while (NumOfCells < 4 ∗ 𝑘𝑡MAX)
(2) CN𝑡sel = Random (CN𝑡)
(3) CN𝑡dummy = FindDummyCell (CN𝑡sel)
(4) if (CN𝑡dummy ̸= null)
(5) CN𝑡 = CN𝑡 + CN𝑡dummy
(6) (𝑑𝑥, 𝑑𝑦) = Random (𝑉CN𝑡dummy

)
(7) tempQS𝑡 = Obfuscation Area ((𝑑𝑥, 𝑑𝑦),CN𝑡dummy)
(8) if (tempQS𝑡 ∉ Cache)
(9) QS𝑡 = QS𝑡 + tempQS𝑡
(10) NumOfCells = |QS𝑡|
(11) end if
(12) end if
(13) end while
(14) return QS𝑡

FindDummyCell
Input: (CN𝑡sel)
(1) side = Random [1, 2, . . . , 6]
(2) if (side = 1 and 𝑉(𝑖sel+2,𝑗sel+1) ̸= 0)
(3) CN𝑡dummy = (𝑖sel + 2, 𝑗sel + 1)
(4) else if (side = 2 and 𝑉(𝑖sel+3,𝑗sel−2) ̸= 0)
(5) CN𝑡dummy = (𝑖sel + 3, 𝑗sel − 2)
(6) else if (side = 3 and 𝑉(𝑖sel+1,𝑗sel−3) ̸= 0)
(7) CN𝑡dummy = (𝑖sel + 1, 𝑗sel − 3)
(8) else if (side = 4 and 𝑉(𝑖sel−2,𝑗sel+1) ̸= 0)
(9) CN𝑡dummy = (𝑖sel − 2, 𝑗sel − 1)
(10) else if (side = 5 and 𝑉(𝑖sel−3,𝑗sel+2) ̸= 0)
(11) CN𝑡dummy = (𝑖sel − 3, 𝑗sel + 2)
(12) else if (side = 6 and 𝑉(𝑖sel−1,𝑗sel+3) ̸= 0)
(13) CN𝑡dummy = (𝑖sel − 1, 𝑗sel + 3)
(14) else
(15) CN𝑡dummy = null
(16) end if
(17) return CN𝑡dummy

Algorithm 2: Producing an OA that satisfies all users.

CN𝑡𝐵. It identifies (𝑖𝐵 − 2, 𝑗𝐵 − 1) = (−1, 0) and uses this cell
to generate a pseudoobfuscation area (QH13). This generates
an obfuscation area with 11 > 4 ∗ 𝑘1𝐵 (blue area in Figure 10),
which meets the privacy requirements of Users 𝐴 and 𝐵.

Then, the anonymizer separately receives the privacy
requirements of 𝑘2𝐴 = 5, 𝑘2𝐵 = 2, and 𝑘2𝐶 = 3 from Users
𝐴, 𝐵, and 𝐶, respectively. Because the query of User 𝐴 is
already cached in the anonymizer, it can directly respond to
that query. It then generates obfuscation areas for Users 𝐵
and 𝐶 and transmits them to the LBS server. Therefore, three
obfuscation areas are created to satisfy the requirement of
4 ∗ 𝑘2𝐶 = 12 obfuscated cells, namely, QH21, QH

2
2, and QH23

(yellow area in Figure 11).
Finally, the anonymizer receives the privacy requirements

of 𝑘2𝐴 = 1 and 𝑘2𝐵 = 2 from Users 𝐴 and 𝐵, respectively.

Because the query of User 𝐵 is already cached in the
anonymizer, it generates an obfuscation area only for User 𝐴
in order to satisfy the two obfuscation requirements (red area
in Figure 11).

The preceding obfuscation method have two problems.
First, the anonymizer can immediately respond to the user
without accessing the LBS server when a similar query is
cached. Existing methods aimed at enhancing the cache hit
ratio [25–27] effectively reduce the likelihood of exposing
queries to the LBS server while conserving the communi-
cation cost and computation load of the anonymizer. For
example, the proposed method uses a hierarchical clustering
method [28–31] to group the cached queries according to
popularity. These groups are then used to generate corre-
sponding pseudoqueries to prevent attacks that exploit an
uneven query distribution [32].
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Figure 11: Unchained obfuscation area generated for the continuous
queries of three users.

Second, when the anonymizer transmits user IDs to the
LBS server, attackers can determine users’ travel routes by
analyzing the queries of similar IDs, even when the location
of the user is obfuscated. The following section proposes a
method for generating unrepeated random pseudouser IDs
for each QH𝑡𝑞.

3.4. Generating Obfuscated Query Information. We devel-
oped a method to prevent LBS servers from combining
obfuscation areas and user IDs to deduce users’ travel
routes. Even when a simple algorithm is applied to substitute
different user IDs with the same ID, LBS servers can still
combine intersection and traffic speed-limit data to deduce
users’ travel range and travel routes [33–36]. To prevent this
problem, when the anonymizer generates 𝑞 obfuscation areas
for 𝑢ℎ user queries (QS𝑡 = {QH𝑡1,QH𝑡2, . . . ,QH𝑡𝑞}) to satisfy
their user privacy requirements, it randomly produces the q
pseudo-IDs:

VID𝑡 = {VID𝑡1,VID𝑡2, . . . ,VID𝑡𝑞 | 𝑞 ∈ N+} ,
∀VID𝑡𝑦,VID𝑡𝑧 ∈ VID𝑡, VID𝑡𝑦 ̸= VID𝑡𝑧.

(9)

Then, the anonymizer combines all obfuscation areas and
the corresponding POIs to generate

LocPoi𝑡

= {QH𝑡1 ‖ POI𝑡1,QH𝑡2 ‖ POI𝑡2, . . . ,QH𝑡𝑞 ‖ POI𝑡𝑞} .
(10)

The content is randomly interchanged to generate

LocPoi𝑡

= {QH𝑡1 ‖ POI𝑡1 ,QH𝑡2 ‖ POI𝑡2 , . . . ,QH𝑡𝑞 ‖ POI𝑡𝑞 } .
(11)

Directly transmitting the query without changing the
order of LocPoi𝑡 allows the LBS server to use the known
algorithm to identify QH𝑡1 to be the real user location.

Changes are logged with the anonymizer and used to filter
user query results once they are returned by the LBS server.
Finally, VID𝑡 and LocPoi𝑡 are combined to transmit the
protected query to the LBS server:

Query𝑡 = {VID𝑡, LocPoi𝑡} . (12)

4. Analysis

This section analyzes the security and performance of the
proposedmethod and compares the results with those of pre-
vious studies. In Section 4.1, we present the security analysis
items and compare past security problems. In Section 4.2, the
method is applied to amap to examine themethod’s real-time
performance.

4.1. Security Analysis. The unchained location privacy pro-
tection method developed in the present study was based on
a trusted anonymizer and existing user/anonymizer security
architectures to protect information confidentiality. There-
fore, this section discusses four threat models derived from
attacks that occur during the communication between the
trusted LBS server and anonymizer. The results verify that
the proposed method can effectively guard against most LBS
attacks when the algorithm is known to the attacker.

When attackers possess the background knowledge of the
maps and the capacity to continuously monitor user query
content, they can issue the following attacks on user privacy:

Location Homogeneity Attack (LHA). Attackers collect
queries from a particularly sensitive area to collect user
information, such as a hospital specializing in cardiology
and heart surgery, to gain information on heart patients.

Map Matching (MM). Attackers use background knowledge
to filter out unlikely query source locations (e.g., lakes) to
enhance the likelihood of identifying the actual locations of
users.

When LBS servers and general attackers use known loca-
tion obfuscation algorithms to analyze the queries submitted
by multiple users in obfuscated locations, they can perform
the following attacks on user privacy:

Known Algorithm Attack (KAA). Attackers who are aware of
the obfuscation algorithm can use the algorithm to calculate
the obfuscation areas generated in different locations and
filter out the less likely results to reduce the obfuscation
strength of user locations.

Distance VBA. Attackers calculate the center points of obfus-
cation areas to estimate the actual locations of users [3].

When LBS servers and general attackers cross-reference
the obfuscation areas of queries submitted by different IDs
in different locations at different times, they can perform the
following attacks on user privacy.

Maximum Movement Boundary (MMB). Attackers examine
the traffic speed limits of the map to calculate the maximum
movement boundary of the user. They eliminate the areas
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Table 1: Security comparison chart for multi-LBS queries.

Protocols Attacker knowledge
LHA MM MQA MMB VBA KA

Xu and Cai [21] X O O O X X
Xu and Cai [14] O O O O X X
Shankar et al. [15] O O O O O O
Wang and Liu [22] O O X O O X
Ardagna et al. [20] O O O X O O
Lee et al. [23] O O O O X X
Song et al. [24] O O O O X X
Niu et al. [25] O O O O X X
Niu et al. [3] X O X O O O
Our scheme O O O O O O

that the user cannot reach to reduce the obfuscation areas of
continuous queries.

Multiple Query Attack (MQA). Attackers cross-reference the
members and movement of users in different obfuscation
areas to filter out pseudousers and identify real users.

The results in Table 1 show that the proposed method
effectively guards against all known attacks. The symbol “O”
denotes that the method can defend against this type of
attack, and the symbol “X” denotes that the method fails
to defend against this type of attack. In [3, 21], methods
were proposed to obfuscate the locations of numerous query-
ing users. However, these methods failed to consider user
locations that approximate sensitive areas, which enables
attackers to exploit these areas by using LHAs to obtain user
locations. In [3, 22], algorithms were developed to obfuscate
multiquery submissions. However, these methods could not
continuously obfuscate locations when the user is moving,
which enables attackers to observe the route of the users
by performing MQAs. In [20], a method was proposed to
substitute sensitive query locations with nearby insensitive
locations cached in the anonymizer. However, this method
failed to consider user movement speeds, enabling attackers
to filter user locations by performing MMBs. Moreover, [20]
used the center location of users to generate obfuscation
areas, enabling attackers to estimate the actual location of
users by performing VBAs [14, 21, 23–25]. Attackers could
also confirm the center location of users in an obfusca-
tion area once the algorithm is known to the attacker. In
[22], a method was proposed for generating road network
obfuscation areas by searching neighboring intersections to
avoid placing users on the same road.However, systematically
searching neighboring intersections enables attackers to per-
form KAs to map the obfuscation method and identify user
locations.

4.2. Performance Analysis. We implemented simulations in
Java 8 on a computer equipped with an Intel i5-4570 CPU
to create a test environment with a road map of Oldenburg,
Germany [37]. Figure 12 shows that the anonymizer expanded
the side length of the map from 10 to 40 km while generating
cells to satisfy 𝑅. Notably, reducing the 𝑅-value increased the
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Figure 12: Effects of map size and cell size on the cell quantity.

number of cells generated on maps with similar side lengths,
reducing the content of each cell. The proposed method uses
the same number of cells to obfuscate user query range.
Therefore, lower 𝑅-values reduce the user query range and
decrease the amount of data required to return query results
from the LBS server.

We observed intersection conditions by dividing the
Oldenburgmap into𝑅-sized cells (Figure 13). Results showed
that smaller cells contained fewer intersections. Although
Figure 12 shows that cells with shorter sides reduce the trans-
mission load, the results in Figure 13 indicate that smaller
cells reduce the number of intersections per cell. Fewer
intersections increase the likelihood of attackers estimating
the actual location of users. Therefore, a balance between
transmission efficiency and the privacy strength must be
achieved.

In Figure 14, the privacy requirement of each user is
assumed to be 𝑘 = 5 and 𝑅 = 1200 to compare the required
average number of queries transmitted to the LBS server.
Compared with the result of [25] regarding the number of
queries submitted by a single user to generate an obfuscation
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Figure 14: Comparing the number of users and the query volume
transmitted to the LBS Server.

area, our cache hit ratio was 0, indicating that, without using
the cache, four users or more are required to simultaneously
transmit a query to meet the privacy requirements with a
reduced number of pseudoqueries sent by the anonymizer
to the LBS server. The proposed method can combine the
user queries of similar obfuscation areas to meet various
privacy requirements. In [25], a cache was used to reduce
computation and transmission loads. In the present study, we
adopted a cache hit ratio of 70%, similar to that used in [25].
Regardless of the number of users, wemaintained the privacy
protection strength equivalent to that reported in [25], and
the performance of the proposed method improved as the
number of users was increased. In our proposed method,
the number of obfuscation areas must be generated when
too few users are available or when users are close together.
When the number of users is 2, only 3 queries are submitted
to the LBS in [25], and our method requires 6.185 queries
with hit rate = 0% or 3.32 queries with hit rate = 70%. But
in our method, the obfuscation areas of the query locations
can be combined when the number of users increases, which
reduce the number of queries that needs to be sent to the
LBS. In Figure 14, when the number of users = 8, 12 queries is
submitted to the LBS in [25], our method needs 8.019 queries
with hit rate = 0% and only 6.427 queries with hit rate = 70%.
In this situation, our performance is better than [25].
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Figure 15: The relationship of the 𝑘-anonymity value and the
average road length in the map.

Figure 15 shows that the average road lengths in the
Oldenburg map that satisfy the 𝑘-anonymity when the radius
𝑅 = 1, 200. In [22], the roads were simply extended to
obfuscate the location of users. Niu et al.’s method [3] uses
a random walk-based cloaking algorithm, and the method
proposed in the present study divides the map into cells.
Therefore, the average road lengths of the overall obfuscated
areas using the proposed method and [3] were markedly
longer than that determined using the method proposed
in [22]. Moreover, we generate extra queries to simulate a
multiuser environment which requires generating additional
obfuscation areas when the cells overlap. The proposed
method generated 4.88% longer road length than [3] when
𝑘 = 10.
5. Conclusion

We developed a privacy protection scheme to protect the
real location suitable for moving users. The scheme pro-
duces multiuser pseudoqueries and uses obfuscation areas
to prevent LBS servers from directly deducing users’ real
queries and precise locations. We verified that the method
produces obfuscation areas with the least number of cells and
guarantees one-third the original obfuscation areas size when
the algorithm is disclosed. We also considered the distinct
characteristic of user queries in different areas and adopted
a grouping approach coupled with actual maps to reduce
the likelihood of the pseudodata being filtered out by the
LBS server, thereby satisfying users’ privacy requirements.
Furthermore, we incorporated a caching system to store
users’ continuous queries. The cache system coupled with
multiuser queries prevents the LBS server from completing
deducing users’ routes. Instead, the LBS server can generate
only scattered and obfuscated user locations. Therefore, the
proposedmethod effectively protects location privacy during
continuous querying. The cache approach also reduces the
likelihood of user locations being transmitted to the LBS
server, decreases the computation and transmission loads of
the anonymizer, and enhances system performance.The pro-
posed method is fully compatible with various user devices.
They can use their original mobile devices and Internet
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service providers to access the trusted anonymizer to protect
their location details when submitting a query. Finally, we
verified that the proposed method effectively protects users’
identities, locations, and interests and guards against most
currently known attacks on location privacy. We also used a
real-time road map to test the proposed method. Figure 14
shows that the proposed method uses a cache approach to
greatly reduce the amount of query information exposed to
the LBS server. A summary of the results illustrated in Figures
14 and 15 shows that the proposed method outperformed
other existing methods.

Notations

𝑅: Cell side length
𝑢: Number of real users
𝑞: Index value, 𝑞 ∈ N+
𝑘𝑡𝑞: 𝑘-anonymity requirement of the user 𝑞 in

query 𝑡
𝑘𝑡MAX: 𝑘-anonymity requirement for the multiuser

query 𝑡 𝑘𝑡MAX = max(𝑘𝑡1, 𝑘𝑡2, . . . , 𝑘𝑡𝑢)
ID: User ID
VID𝑞: Pseudo-ID 𝑞 randomly generated by the

anonymizer
(𝑖, 𝑗): Cell number
(𝑖𝑞, 𝑗𝑞): Cell number 𝑞
(𝐻(𝑖,𝑗)𝑥 , 𝐻(𝑖,𝑗)𝑦 ): 𝑋- and 𝑌-coordinates of cell (𝑖, 𝑗)
𝑃𝑎(𝐿𝑥, 𝐿𝑦): User’s real current location
(𝐿𝑢𝑥, 𝐿𝑢𝑥): The real location of the user 𝑢 in a

multiuser query
CN𝑡𝑞: Cell number of user 𝑞 in a query

𝑡 CN𝑡𝑞 = (𝑖𝑞, 𝑗𝑞)
CN𝑡: Cell number set during a query

𝑡 CN𝑡 = {CN𝑡1,CN𝑡2, . . . ,CN𝑡𝑞}
Tir: Number of the equilateral triangles formed

by the six vertices of the cell
{Tir ∈ N+ | 1 ≤ Tir ≤ 6}

𝑉Tir
(𝑖,𝑗): Intersection set contained in triangle Tir in

cell (𝑖, 𝑗)
𝑉: The set of all intersections {𝑉(𝑖,𝑗) ⊆ 𝑉 |

𝑉(𝑖,𝑗) = 𝑉1(𝑖,𝑗) ∪ 𝑉2(𝑖,𝑗) ∪ ⋅ ⋅ ⋅ ∪ 𝑉6(𝑖,𝑗), |𝑉(𝑖,𝑗)| ̸= 0}
𝐸Tir
(𝑖,𝑗): Road section set of triangle Tir in cell (𝑖, 𝑗)
𝐸: All road section sets {𝐸(𝑖,𝑗) ⊆ 𝐸 | 𝐸(𝑖,𝑗) =

𝐸1(𝑖,𝑗) ∪ 𝐸2(𝑖,𝑗) ∪ ⋅ ⋅ ⋅ ∪ 𝐸6(𝑖,𝑗), |𝐸(𝑖,𝑗)| ̸= 0}
𝑑: Vertical distance between 𝐿𝑦 and the lower

or upper boundary of the cell
𝑡: Current query in a continuous query,

𝑡 ∈ N+
𝑇: Wait time of the anonymizer before

receiving a query from a user
𝑒: Indicator of additional space between cells,

𝑒 = {0, 1}
QH𝑡𝑞: One obfuscation area comprising four cells,

all cell numbers within the obfuscation area
in 𝑞 of query 𝑡

QS𝑡: OA set of query
𝑡 QS𝑡 = {QH𝑡1,QH𝑡2, . . . ,QH𝑡𝑞 | ∀(𝑖, 𝑗) ∈
QH𝑡𝑎, |𝑉(𝑖,𝑗)| ̸= 0, 1 ≤ 𝑎 ≤ 𝑞}

LocPoi𝑡: QH𝑡𝑞 and POI𝑡1 sets (no changes to
production order) LocPoi𝑡 = {QH𝑡1 ‖
POI𝑡1,QH𝑡2 ‖ POI𝑡2, . . . ,QH𝑡𝑞 ‖ POI𝑡𝑞}

LocPoi𝑡: Content order after changing
LocPoi𝑡 LocPoi𝑡 = {QH𝑡1 ‖ POI𝑡1 ,QH𝑡2 ‖
POI𝑡2 , . . . ,QH𝑡𝑞 ‖ POI𝑡𝑞 }.
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Wireless sensor networks (WSNs) are increasingly used in smart cities which involve multiple city services having quality of
service (QoS) requirements.Whenmisbehaving devices exist, the performance of current delivery protocols degrades significantly.
Nonetheless, the majority of existing schemes either ignore the faulty behaviors’ variability and time-variance in city environments
or focus on homogeneous traffic for traditional data services (simple textmessages) rather than city services (health care units, traffic
monitors, and video surveillance). We consider the problem of fault-aware multiservice delivery, in which the network performs
secure routing and rate control in terms of fault activity dynamic metric. To this end, we first design a distributed framework to
estimate the fault activity information based on the effects of nondeterministic faulty behaviors and to incorporate these estimates
into the service delivery. Then we present a fault activity geographic opportunistic routing (FAGOR) algorithm addressing a wide
range of misbehaviors. We develop a leaky-hop model and design a fault activity rate-control algorithm for heterogeneous traffic
to allocate resources, while guaranteeing utility fairness among multiple city services. Finally, we demonstrate the significant
performance of our scheme in routing performance, effective utility, and utility fairness in the presence of misbehaving sensors
through extensive simulations.

1. Introduction

Wireless sensor networks (WSNs) have been integrated with
smart cities and play an important role in smart city by
providing versatile applications through sensors. With the
demands for living and security standard of a city, it has
become necessary for WSNs to support a series of city
services, such as health monitoring, electricity consump-
tion, intelligent transportation, visual target tracking, and
multicamera surveillance [1, 2]. Sensors that are randomly
distributed in a network cooperate with each other to deliver
service data via multihop routing and rate control to the
sink, which can communicate with conventional networks,
for instance, the Internet.

Built upon open wireless medium, multiple city services
in WSNs are particularly vulnerable to attackers which are

attracted by sensitive information, less infrastructure, pri-
vacy, and so forth. Many service delivery protocols have been
proposed and evaluated for countering different types of mis-
behaving nodes [3, 4]; however, most studies largely ignored
the uncertainties and variabilities in the city environment. It
is not an easy job to characterize the dynamics of dynamic
ongoing or unknown attacks in an intuitionist way.Moreover,
recent works in [5, 6] have demonstrated that the attackers
with fixed strategy cannot disguise themselves as members of
a city and are then marked as the adversaries. Inconsistent
behaviors may exist in an intelligent misbehaving sensor or
adapt its strategy under random attacks in smart grids [7],
stealthy attacks inWSN-based IoT [8], and dynamic ongoing
attacks in smart cities [9]. Hence, the impact of misbehaving
sensors is probabilistic and time-varying in many cases.
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Figure 1: Multiservice delivery in a WSN of smart cities.

In order to characterize the effect of faulty behaviors on
routing and throughput, we propose an impact collecting-
based approach, which formulates the dynamics of faulty
behaviors. A popular approach is to collect information about
the direct impact of the misbehaviors, such as energy and
delivery quality inside a sensor. Besides that, the delivery
for city services is affected by some indirect impacts. For
example, the vehicle misleads network routine and causes
bandwidth consumption by announcing its various fake
position simultaneously or the frequent time interval [10]. To
defend against this type of misbehavior, a sensor needs to
obtain trust verification from other sensors. The aim of our
method is first to identify the state of a faulty sensor by, on
direct impact and on indirect impact, gathering verification
information received from its neighboring nodes. Then we
model the state of being faulty at each sensor as a random
process. Since the effect of faulty behaviors is probabilistic, the
state of being faulty will also be nondeterministic andmust be
studied by applying a stochastic framework. Accordingly, we
make each sensor establish novel metrics fault activity (FA)
for modeling the stochastic state of being faulty in terms of
statistical information about the probabilistic faulty nodes,
which is also utilized to select next forwarding candidates for
each hop and to allocate resource for each service.

Geographic opportunistic routing (GOR) is considered
an effective and flexible way to improve network performance
with the help of WSN localization and exploiting spatial
diversity [11–14]. Moreover, GOR maintains high efficiency
and scalability since each sensor only needs the local one-hop
connectivity. In this paper, our FAGOR uses more candidates
as backups and integrates fault activitymodel into the process
of the forwarding candidate selection. For example, as shown
in Figure 1, based on distance, energy, trust verification,

and delivery quality inside a sensor, each sensor filter is
prioritizing to choose a candidate sensor set of the neighbors.
These candidates follow the priorities to deliver the packet
opportunistically. Malicious sensors (node A and node B)
have very low priorities or are even not included in the
candidate set according to their direct impacts and indirect
impacts.

Network service performance becomes lowerwhen inside
intrusions are present since the effective flow gets thin-
ner when misbehaving nodes are on its routines [15, 16].
Therefore, it is necessary to apply rate-control design to
complement secure routing and guarantee performance.
A popular approach for reliable resource allocation is to
design improved optimal flow control (OFC) algorithms,
which solve network utility maximization (NUM) problems
with constraints on fixed reliability requirements [17–19].
However, these approaches are unable to adopt their resource
allocation and fairness dynamically according to the actual-
receive rate of each service. We develop a FA-leaky-hop
model in which each faulty sensor has potential effects on the
resulting data throughput and incorporate the actual-receive
rate at wireless hops into OFC approach.

Moreover, when multiple city services, for example, cam-
era monitoring, health surveillance, email, and smart home,
are run over a network as shown in Figure 1, the existing OFC
approaches usually lead to a serious unfair resource allocation
in terms of rates [20]. For example, real-time traffic which
has its minimum required rate may get almost zero utility,
despite nonzero rates. The utility function conditions of
OFC need be relaxed to describe different services regarding
heterogeneous traffic types. Based on FA-leaky-hop model,
we formulate the problem of allocating rate among multiple
services as a lossy flow optimization problem, namely, fault
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activity utility OFC, through maximizing the sum of relaxed
utilities subject to the network constraints. Considering the
existence of faulty sensors, our FA-UOFC algorithm allocates
traffic to various services and achieves fairness in terms of
actual-receive utility, rather than that in terms of rate or
utility. In particular, we define the utility fairness index which
could measure the degree of fairness performance based on
the achieved throughput in lossy networks and seek to gain
its considerable value under our service delivery strategies.

In this article, we investigatemultiple city service delivery
of joint routing and rate-control that can minimize per-
formance degradation in the event of misbehaving nodes.
To the best of our knowledge, we are the first work to
address both routing and rate-control for multiple services in
WSNs via a fault-dynamic model-based approach. The main
contributions of this paper are outlined as follows:

(i) We design a distributed framework of fault activity
information at each sensor to locally characterize the
impact of the nondeterministic and dynamic faulty
behaviors and to incorporate fault activity informa-
tion into data delivery for multiple city services.

(ii) We propose a fault activity-based geographic oppor-
tunistic routing protocol, FAGOR, which combines
the direct and indirect impacts of faulty behaviors, to
protect against a wide range of attacks.

(iii) We formulate the problem of allocating resources
among multiple services in the presence of misbe-
having nodes as a lossy flow optimization problem
along leaky-hop model. A distributed algorithm, FA-
UOFC, is developed to allocate the effective rate
properly within the sensor networks and to achieve
lossy utility fairness by sources with different traffic
types.

(iv) We define a novel index, index of utility fairness, that
quantitatively measure the degree of utility fairness
among multiple city services in distributed systems.

The rest of the paper is organized as follows. Related
work is described in Section 2. We depict our system model
in Section 3, and we present methods that allow sensors
to establish novel metrics fault activity (FA) according to
the impact of misbehaviors in Section 4. In Section 5, we
introduce the formulation of a GOR protocol based on FA
metrics. In Section 6, we describe the leaky-hop model and
formulate the optimal rate-control for multiple services in
the presence of misbehaving nodes. The performance of our
algorithm is evaluated in Section 7. Finally, we conclude the
paper and give directions for future work in Section 8.

2. Related Work

Over the past few years, literatures investigated the multiple
city service delivery over wireless networks. A resource
management scheme is proposed in [21] to offer the delivery
of various city services in the Internet of Things. Tang et
al. [22] propose a cross-layer resource allocation model for
guaranteeing the QoS requirements of elastic service (audio

and video surveillance, habitat monitoring, and real-time
traffic monitoring) based on the optimal achievable rate in
Cloud Radio Access Network. Spachos et al. [23] design
an energy-aware dynamic routing scheme to improve the
QoS-aware routing of multimedia traffic by optimizing the
selection of the forwarding candidate set.The feasibility of the
schemes mentioned above does not consider the existence of
malicious nodes, and there is no policy given to defend the
misbehaviors of wireless nodes. There exist works that study
particular misbehaviors of node-selfishness for multiservice
delivery. Luo et al. [24] design an algorithm to select relay
nodes in terms of residual energy metrics in WSN-based
IoT. The “ground truth” status of each node in [25] is served
as virtual credit to encourage data delivery according to its
social andQoS behavior.Thework in [26] presents a dynamic
trust management for secure routing to deal with selfish
behaviors and trust-related attacks. Our fault-aware routing
and resource allocation scheme extends from these solutions
with consideration given to a wider range of misbehaviors on
the multiservice delivery in WSNs from the perspectives of
both direct-impact factors and indirect impact factors.

Due to the misbehaving nodes’ effect on network perfor-
mance, various defense strategies dealingwith the nodes’mis-
behaviors have been studied for wireless networks. However,
most of these works only present countermeasure analysis
for different types of faulty nodes and have not consid-
ered the uncertainties and dynamics of real environments.
Most of the studies assume that the faulty nodes employ a
constant strategy that will not change with time. In fact, a
faulty node can adopt variable misbehaviors to maximize its
intrusion strength [27]. Malicious nodes can be equipped
with cognitive technology and can adapt their attacking
strategy according to the legitimate users’ actions [28]. The
attackers decrease their attacks in frequency to disguise
themselves and to avoid being detected [29]. Mitchell and
Chen [30] characterize a malicious attacker by its capacity
to perform random attacks. Similar to [30], our approach
works against misbehaving behaviors which may exhibit
inconsistent behaviors; a misbehaving node acts as a good
node and does not launch attacks at first, in order to gain
the trust of other nodes, or, it may perform on-off attacks
with a randomprobability.Ourwork characterizes the impact
of potential dynamic faults and incorporates statistical infor-
mation into the resource allocation and routing protocols.
This assumption not only provides efficient defense against
stationary failures but also is suitable for mobile attacks and
the uncertain losses from the various environments.

In the reliable routing of WSNs, geographic routing is an
attractive approach since no end-to-end route is determined
before data delivery [31]. A QoS-aware geographic oppor-
tunistic routing, QGOR, is explored in [14] for delivering
packets with both time delay and reliability constraints in
WSNs. Using location information, Wu et al. [32] design
an efficient routing and load balancing algorithm in hybrid
VANET.These studies, however, do not consider and respond
to location-related attacks. Liu et al. [33] consider the use
of the location verification such that neighbors exchange
their location information to address a series of location-
related attacks. One main limitation of this scheme is that



4 Wireless Communications and Mobile Computing

if the localization mechanism is separated from the routing
protocol, the protocol will fail. FAGOR is similar to those
schemes in terms of security requirements. FAGOR differs
from them in that it uses RSS to detect location information
and the verification from the other sensors to identify this
type of misbehaviors with possibility.

An optimization problem is first applied to formulate the
rate-control stack design of the wireline context by Kelly et al.
[34]. This pioneering work was further advanced by studies
in cellular wireless networks [35], ad hoc networks [36], and
wireless sensor networks [37]. The fundamental assumption
of the above research is that each application attains concave
utility function and, thus, is only suitable for elastic traffic. It
cannot deal with the resource allocation of multiple services
in sensor networks where both elastic and inelastic traffic
are commonly engaged. Lee et al. [38] show that instability
and high network congestion may be caused by the mixing
of inelastic and elastic traffic in the absence of appropriate
rate controllers. Hande et al. [39] have further derived the
sufficient and necessary conditions of system optimality in a
mixed-traffic scenario and have proposed a link provisioning
method which could potentially be used during the network-
planning stage. Alternatively,Wang et al. [20] have developed
a new rate-control framework that is able to deal with both
elastic and inelastic traffic of multiple services such that the
resulting utility is proportional fair. However, these works do
not consider the existence of misbehaving nodes and assume
that each wireless node is cooperative and well-behaved.

Recently, numerous protocolswhichmaximize the sumof
each application’s utility by setting fixed reliability constraints
have been proposed to allocate the resources of multiple
services to provide reliable wireless transmissions [16]. Their
works, however, are unable to adapt fairness dynamically
in terms of the actual-receive resource of each application.
Li et al. [19] incorporate rate, in addition to delay and
reliability, into the utility function to support different QoS
requirements of various traffic. In our paper, we take a similar
approach that the utility is defined to be a function of effective
utility received at destination nodes. By means of embodying
QoS objectives in the extended utility function, our FA-
UOFC is applicable for various services addressing their real
utility requirements and improves the utility performance
both of inelastic sources and elastic sources.

3. System Model and Assumptions

This section presents the network and the misbehaving-node
model handled in this article, as well as the assumptionsmade
in order to design the proposed architecture.

3.1. NetworkModel. In a smart city, a wireless sensor network
involves tiny devices, called sensor nodes V = {1, 2, . . . , 𝑉},
which have ability to cater to different applications. These
devices are randomly deployed in a city area with a constant
size, for example, a smart community containing residential
buildings, hospitals, schools, shopping malls, cafes, and
banks. Two SNs within the wireless transmission range 𝑅
can send data and communicate with each other, and any
two nodes with a distance greater than 𝑅 would require a

multihop to communicate with each other. A link is denoted
as a pair as nodes (𝑖, 𝑗), where 𝑖 ∈ V is the transmitter and𝑗 ∈ V is the receiver. The data collected by sensors is sent
to sinks which process data locally or through core networks
such as the Internet.

The location of sinks as data, computation, and control
center are known in the network. Each sensor knows the geo-
graphic coordinate of itself using one of secure localization
algorithms [40]. Meanwhile, a sensor can adapt its location
information with the help of some trusted mobile anchor
nodes in neighbor set, for example, vehicle nodes equipped
with GPS.

Due to the broadcast nature of the wireless medium,
the transmitters contend in wireless channel capacity for
the shared wireless medium if they are within the interfer-
ence range of each other. Considering the protocol model
[41] for successful transmission, the interference among the
transmissions is characterized by the interference sets. Since
the transmitters included in the interference set share the
same common channel capacity, only one of the sensors
may transmit over a channel in a time slot. Moreover, since
energy is a major concern inWSNs, we assume that sinks are
powerful services for collecting data and that other sensors
have limited and unreplaceable batteries. We build a power
dissipationmodel to guarantee the operational lifetime of the
sensor network in Section 6.

3.2. City Services. WSNs provide a variety of services to city
users that will force networks to support heterogeneous traf-
fic.More generally, utilities ofmultiple city services in a smart
city can be categorized as follows in terms of performance
goal perspectives [20]:

(i) Elastic utility for traditional data services such as file
transfer, mail, and ftp

(ii) Inelastic utility including real-time utility, rate-
adaptive utility, and stepwise utility such as video
surveillance, real-time monitoring, and teleconfer-
encing

Figure 1 illustrates an example network with five flows 𝑠1
to 𝑠5 of source rates 𝑥1 to 𝑥5, respectively. There are different
types of sensors embedded to support city services with dif-
ferent QoS requirements.The utility types of source nodes are
given as follows: inelastic utility for the first four source nodes
and elastic utility for the fifth source node. Note that, in com-
parisonwith other data delivery for elastic traffic, the assump-
tion of mixed traffic in our rate-control model is practical
for many smart city applications, such as water consumption,
electricity consumption, target tracking, health surveillance,
and smart home appliance.

3.3. Fault Activity Information. In this article, we assume
that the source nodes have no prior knowledge of the
abnormal behaviors of nodes being performed. That is, we
make no assumption about the malicious nodes’ strategies,
misbehaviors’ goals, or mobility patterns. We assume that the
types of misbehaviors, like failure of internal components or
external faults, are unknown to the network.
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Figure 2: The delivery framework for multiple services based on the fault activity information.

In order to characterize the effect of nodes’ misbehav-
iors on the multiservice delivery, each source must collect
information on the impact of the misbehaviors in city parts
of networks. However, due to the distributed characteristic
of wireless sensor nodes, no central network entity collects
the information on the misbehaviors’ impact of all sensors
and a fully distributed solution is required. Every source/SN
should have its own fault activity information (FAI) for
both its neighbors’ and its own faulty behavior impact. The
node FAI at each SN obtains the faulty activity impact of
its neighbors and of itself in terms of direct and indirect
impacts recommended by the SNs around it. Meanwhile, the
direct and indirect impacts are affected by SNs’ factors, that is,
energy, trust verification, and delivery quality inside a sensor.

When sensor node 𝑖 delivers multiservices to the sink via
multihop communication, there are some candidates based
on node 𝑖’s knowledge of available forwarding neighbors.
Nevertheless, since the node misbehaviors may degrade the
reliability of the routing path, each hop selects the most reli-
able one of these candidates in terms of their FAI. Addition-
ally, each sensor node tries tomaximize the benefit by sending
the feedback signal, the “resource price” determines the cost
of consuming limited resources by competing services, to
the source. Accordingly, each source is charged the resource
price and is then allocated a certain amount of resources
for delivering its service. For various types of services or
applications, each source is associated with a utility function
that reflects how much QoS benefit that source obtains at
the allocated transmission rate. Here, the network model of
the distributed framework of the candidate selection and rate
allocation of the sources is shown in Figure 2.

4. Characterizing the Impact of
Faulty Activities

In this section, we propose techniques for sensor node
estimation and characterization of the impact of faulty
activities and for obtaining misbehavior information. Under

the distributed framework of the fault activity information
(FAI), the FAI of each sensor node consists of two parts: direct
impact and indirect impact of misbehaviors on multiservice
delivery. Based on FAI, we determine the node-faulty state
and get the estimation of FA metric. Each relay sensor
should incorporate its neighbors’ estimates into its candidate
selection for next-hop from its neighbor set. In order for
a source node to incorporate the misbehavior impact in
the rate-control problem, its own estimation of FA must be
recorded in the data packets when the packets arrive at this
intermediate sensor and be sent back to the source nodewhen
the packets arrive at the sinks.

4.1. Direct-Impact Model

4.1.1. Delivery Quality inside a Sensor. In a smart city, sensors
with heterogeneous nature support and forward a mix of
elastic and inelastic traffic.With the existence of misbehaving
sensors along routing paths, the data rate of a flow gets
thinner and thinner and the actual-receive rate at the sink
is considerably lower than that at the source. Figure 3 shows
the utility obtained by elastic and inelastic applications at
different actual-receive rates. If an elastic service gets a rate
slightly greater or lower than their minimum required rate,
inelastic applications get zero utility. Therefore, the quality
of delivery inside a sensor is a significant factor for utility of
multiple services.

Although a faulty node may perform various behaviors,
any good node exhibits the same behavior: delivering packets
correctly. Similar to the approach in [42], we use the ratio of
packets successfully delivered compared to those sent (pack-
ets may be corrupt even if received) in order to characterize
the delivery quality inside a sensor. During a certain period[𝑡 − 𝑇, 𝑡], each node (sender) enters the promiscuous mode
and checks whether the packet is actually forwarded by its
selected nodes. Additionally, it can record in the neighbor list
the running average number 𝑁𝑅𝑖[𝑡 − 𝑇, 𝑡] of packets sent to
node 𝑖 and the running average number𝑁𝑉𝑖[𝑡 − 𝑇, 𝑡] of valid



6 Wireless Communications and Mobile Computing

Sink node

(a)

Inelastic traffic

Elastic traffic

0

0.2

0.4

0.6

0.8

1

U
til

ity

2 4 6 8 100
Actual-receive rate

(b)

Figure 3: Utility of elastic and inelastic services.

packets. Each sensor is aware of the delivery quality values of
any node 𝑖 andof its one-hopneighbors for the period [𝑡−𝑇,𝑡],
denoted as 𝑃𝑅𝑖([𝑡 − 𝑇, 𝑡]):

𝑃𝑅𝑖 ([𝑡 − 𝑇, 𝑡]) = 𝑁𝑉𝑖 [𝑡 − 𝑇, 𝑡]𝑁𝑅𝑖 [𝑡 − 𝑇, 𝑡] . (1)

4.1.2. Energy. If some sensors malfunction due to the lack
of energy, this degrades the overall network efficiency and
performance. 𝐸𝑖 is denoted as the remaining energy of node𝑖. Let 𝑒𝑠, 𝑒𝑡, and 𝑒𝑟 be the energy consumed in the sensing,
transmitting, and receiving for one data packet per unit time.

𝐸𝑖 =
{{{{{{{{{
𝑒𝑠 + 𝑒𝑡 if flow 𝑠 starts from node 𝑖
𝑒𝑡 + 𝑒𝑟 𝑠 ∈ 𝑆 (𝑖)
0 otherwise.

(2)

In order to update the direct-impact metric, the location
beacon of one-hop neighbors is extended to apply an addi-
tional field of remaining energy 𝐸𝑖(𝑡). We can use 𝑃𝑅𝑖([𝑡 −𝑇, 𝑡]) and𝐸𝑖 to update the estimate𝐷𝐼(𝑡) at the end of the time
interval. In order to balance the stability and the accuracy
of the estimation results, we update the estimation 𝐷𝐼(𝑡)
through iterations:

𝐷𝐼 (𝑡) = 𝜅 (𝛼𝐷𝐼 (𝑡 − 𝑇) + (1 − 𝛼) 𝑃𝑅𝑖 ([𝑡 − 𝑇, 𝑡]))
+ (1 − 𝜅) 𝐸𝑖 (𝑡) , (3)

where 0 < 𝛼 ≤ 1 is the parameter that controls the preference
between current and historic samples and 0 < 𝜅 ≤ 1.
4.2. Indirect Impact Model

4.2.1. Trust Verification. In smart environments, the network
also has one or more malicious users that control a number
of malicious colluders. All colluders may cooperate with each
other and turn their partner into an inside faulty node. Dur-
ing the initial stage or under a random attack strategy, these

malicious nodes do not immediately launch packet dropping
behaviors, and they modify their transmission power to dis-
guise themselves. Hence, the impact of the disguised nodes’
misbehavior is indirect on packet delivery from the perspec-
tive of the network, and a validation metric can be applied
to distinguishmalicious nodes with the voting-based scheme.

To keep consistency, we follow the assumption and vari-
able definitions about GOR in [43]. Each node periodically
broadcasts the location beacon with the location information
to its one-hop neighbors. After receiving the beacon from
node A, a neighbor B verifies the location information in
terms of the received signal strength. RSS is given by the
following [44]:

RSS𝐴𝐵 (dBm) = 𝑃𝑡 − 𝑝0 − 10𝛽 lg [𝑑𝐴𝐵𝑑0 ] + 𝑥, (4)

where 𝑃𝑡 is the node’s transmission power in dBm and 𝛽 is
the path loss factor. Here, 𝑝0 is the path loss at the reference
distance 𝑑0 and 𝑥 is a random variable. However, if the RSS
is susceptible, the above approach will lead to high false
negatives against location-related attacks. Based on (4), the
distance is estimated as𝐷𝐴𝐵 = 𝑑𝐴𝐵(1±𝜌), where 𝜌 is themea-
surement error. To reduce the effect of the disguised nodes,
nodeA requires collectingmore RSS value from the informa-
tion of its common neighbors. We denoteH = 𝑁(𝐴) ∧𝑁(𝐵) ={𝐻1, 𝐻2, . . . , 𝐻𝑘} as the intersection of A’s neighbor set and
B’s neighbor set. A neighbor node 𝑅𝑗 is selected by 𝐵 to find
the difference of the RSS value of the sender in𝐻 (e.g., node𝐻𝑗). Even though the transmission power may be modified,
the difference 𝑅𝐻𝑗𝐵𝑅𝑗 is found to be constant [45]:

𝑅𝐻𝑗𝐵𝑅𝑗 = RSS𝐻𝑗𝐵 − RSS𝐻𝑗𝑅𝑗10𝛽 = lg
𝑑𝐻𝑗𝑅𝑗𝑑𝐻𝑗𝐵 . (5)

As either the node 𝐻𝑗 or the chosen neighbor node 𝑅𝑗
may use forged information of this distance value, 𝐷𝐻𝑗𝑅𝑗 or
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𝐷𝐻𝑗𝐵 are used to replace the value of 𝑑𝐻𝑗𝑅𝑗 and 𝑑𝐻𝑗𝐵. We can
get the inequality from (5):

lg
𝐷𝐻𝑗𝑅𝑗𝐷𝐻𝑗𝐵 + lg

1 − 𝜌1 + 𝜌 ≤ 𝑅𝐻𝑗𝐵𝑅𝑗 ≤ lg
𝐷𝐻𝑗𝑅𝑗𝐷𝐻𝑗𝐵 + lg

1 + 𝜌1 − 𝜌 . (6)

Following this method, we can obtain (𝑅𝐻1𝐵𝑅𝑗 , 𝑅𝐻2𝐵𝑅𝑗 , . . . ,𝑅𝐻𝑐𝐵𝑅𝑗) for other nodes in set H. In this round, two disguised
nodes𝐻𝑚 and𝐻𝑖 are identified with 𝑅𝑗, provided that

𝑅𝐻𝑖𝐵𝑅𝑗 + lg
1 − 𝜌1 + 𝜌 ≤ 𝑅𝐻𝑚𝐵𝑅𝑗 ≤ 𝑅𝐻𝑖𝐵𝑅𝑗 + lg

1 + 𝜌1 − 𝜌 . (7)

With node𝐵’s neighbor nodes as reference nodes, each𝐻𝑖
belonging to 𝐻 can be identified using this method. During
the time period [𝑡 − 𝑇, 𝑡], there are 𝑞𝑖([𝑡 − 𝑇, 𝑡]) disguised
nodes that are faked by actually one node in a round and𝑓𝐻𝑖([𝑡 − 𝑇, 𝑡]) rounds of the entire 𝑚𝐻𝑖([𝑡 − 𝑇, 𝑡]) rounds in
the calculation. The estimate value 𝐷𝑆𝐻𝑖(𝑡) of the possible
disguiser𝐻𝑖 can be obtained by

𝐷𝑆𝐻𝑖 (𝑡)
= 𝛾𝐷𝑆𝐻𝑖 (𝑡 − 𝑇)

+ (1 − 𝛾) 1𝑞𝐻𝑖 ([𝑡 − 𝑇, 𝑡]) (1 − 𝑓𝐻𝑖 ([𝑡 − 𝑇, 𝑡])𝑚𝐻𝑖 ([𝑡 − 𝑇, 𝑡])) .
(8)

An attacker can launch a spoofing attack by sending
forged location beacons to attract SNs to choose one of them
as the next-hop. In this paper, the FAImanagementmakes use
of the RSS to verify SNs’ location and to address the location-
related attacks by offering nodes the location with possibility.
Based on the collected RSS values, we can compute the values(𝑅𝐴𝐵𝐻1 , 𝑅𝐴𝐵𝐻2 , . . . , 𝑅𝐴𝐵𝐻𝑘) for the set H whose size is 𝑘, where𝑅𝐴𝐵𝐻𝑖 = (RSS𝐴𝐵 − RSS𝐴𝐻𝑖)/10𝛽 = lg(𝐷𝐴𝐻𝑖/𝐷𝐴𝐵). Then the
following inequality can be provided to decide whether node𝐴 is marked as a successful validation:

lg
𝑑𝐴𝐻𝑖𝑑𝐴𝐵 + lg

1 − 𝜌1 + 𝜌 ≤ 𝑅𝐴𝐵𝐻𝑖 ≤ lg
𝑑𝐴𝐻𝑖𝑑𝐴𝐵 + lg

1 + 𝜌1 − 𝜌 , (9)

where 𝑑𝐴𝐻𝑖 and 𝑑𝐴𝐵 are the position announced in the
received location beacon. If the inequality is satisfied, it
means that node A with one neighbor𝐻𝑖 ∈ H can be marked
as a successful validation, and𝑀𝐻𝑖 = 1. Otherwise,𝑀𝐻𝑖 = 0.
We can obtain the ratio of successful validation of node A:

𝐿𝐶𝐴 (𝑡) = 1𝑘
𝑘∑
𝑖=1

𝐷𝑆𝐻𝑖 (𝑡)𝑀𝐻𝑖 . (10)

Furthermore, we introduce the indirect impact metric to
address issues of location-related attacks. In order to gain the
trust of other nodes, some malicious sensors claim them-
selves as legitimate nodes but transmit beacon messages con-
taining false location information to confuse other sensors.
Each network node may obtain the verification information
of its candidates indirectly received from its neighboring

nodes. Additionally, the impact of these disguised nodes’mis-
behaviorwhich pollutes the network systemwith bogus infor-
mation is indirect on packet delivery from the perspective of
the network. We get the expression of indirect impact metric
of node A:

𝐼𝐷𝐼𝐴 (𝑡) = 𝛿1𝐷𝑆𝐴 (𝑡) + 𝛿2𝐿𝐶𝐴 (𝑡) , (11)

where𝛿1+𝛿2 = 1 and 0 < 𝛿𝑖 < 1which is the coefficient factor.
The indirect impact metric of each node’s one-hop neighbors
can be calculated in terms of information in the beacon.
To reduce the bandwidth consumption caused by beacon
exchange, it is not necessary to contain the neighbor infor-
mation in the beacon unless the information is changed.

4.3. Fault Activity Metric Based on Determining Node State.
Due to the uncertainty in the faulty impact, we model the
direct impact and the indirect impact as random processes
and allow the sensor nodes to collect empirical data for
characterizing the process. In order to identify the faulty state
of each node, we design an impact metric which enables each
node to measure faulty impact for both its own faulty impact
and its neighbors’ faulty impact based on its knowledge of
available one-hop neighbors. The total impact value for node𝐴 can be given by

𝐼𝐴 (𝑡) = 𝜖𝐷𝐼𝐴 (𝑡) + (1 − 𝜖) 𝐼𝐷𝐼𝐴 (𝑡) , (12)

where 𝜖 is the factor with 0 < 𝜖 ≤ 1. Then we define the novel
faulty state and FA metric as follows.

Definition 1 (the node-faulty state). Λ 𝑖(𝑡0) denotes the faulty
status in node 𝑖 at time 𝑡0, where Λ 𝑖(𝑡0) = 1 indicates that
the node 𝑖 is faulty where 𝐼𝑖(𝑡0) ≤ 𝐼0; otherwise, Λ 𝑖(𝑡0) = 0
indicates that node 𝑖 is not faulty.

To determine the node-faulty state, we can use a heuristic
approach to test whether the current node is experiencing
“being faulty condition” in which the impact metric drops
below a certain threshold. Any node whose impact metric is
below the threshold can be regarded as a faulty node since
we are unable to accomplish our objectives efficiently. We
suppose that each node 𝑖 updates 𝐷𝐼𝑖 and 𝐼𝐷𝐼𝑖 after each
update period of 𝑇 seconds and estimates the FAmetric after
each update calculation period of 𝑇𝑠 ≫ 𝑇 seconds. Next, we
define the FA which is the time that faulty nodes spend in
each state per unit time.

Definition 2. TheFA for node-faulty state denoted by𝐴 𝑖 is the
fraction of time during period [𝑡 − 𝑇𝑠, 𝑡] for which the node 𝑖
is in the state Λ 𝑖, that is, 𝐴 𝑖 = (𝑇/𝑇𝑠) ∫𝑡𝑡−𝑇𝑠 Λ 𝑖(𝑥)𝑑𝑥.

To facilitate observation, we illustrate an example of
converting the impact value of a sensor node A (as shown
in Figure 4) into the faulty state with 𝐼0 being 0.6 in Figure 5
and the value of fault activity in Figure 6. Once we obtain the
estimation of FA, we can get the fault-statistical information
for routing path selection and resource allocation.
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Figure 4: Impact value of a sensor node.
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Figure 5: Distribution of faulty state.
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Figure 7: Connectivity probability with 𝑆 = 1000 ∗ 1000m2, 2 ∗10−5 ≤ 𝜆 ≤ 1 ∗ 10−3, and 50m ≤ 𝑅 ≤ 360m.

5. Fault Activity Geographic Opportunistic
Routing Algorithm

In this section, a geographic routing protocol on fault activity
metric is presented, providing methods for sensors to choose
the candidates based on impact caused by faulty behaviors.
FA-GOR selects more forwarding candidates based on the
routing metric of available next-hop forwarders.

Before presenting our routing algorithm, we first discuss
an intrinsic nature of WSNs that can support our idea:
network connectivity. When sensors are distributed in area 𝑆
randomly, the process that there are 𝑛 sensors in an arbitrary
area 𝑈 is modeled according to Poisson distribution [40]:

𝑃 {𝑁𝑛 𝑈 = 𝑛} = (𝜆𝑈)𝑛𝑛! 𝑒−𝜆𝑈, (13)

where 𝜆 denotes node density, |𝑁𝑛| is the cardinality of 𝑁𝑛,
and 𝜆 = |𝑁𝑛|/𝑈. In order to describe the full connection
probability 𝑃𝑐, we first calculate the probability 𝑃iso that no
link exists between sensor𝑁 and other nodes:

𝑃iso = 𝑃 {𝑁𝑛 𝜋 = 𝑅20} = 𝑒−𝜆𝜋𝑅2 . (14)

In terms of the isolation probability 𝑃iso, the full connec-
tion probability is given by the following [46]:

𝑃𝑐 ≥ 𝑒−𝜆𝑆𝑃iso . (15)

Figure 7 shows that when 𝜆 and𝑅 are set as proper values,
the expected fully connected can be achieved in a WSN.

Assuming that Dist(𝑦,Dest) is denoted as the distance
from sending node 𝑦 to the sink (denoted as Dest) and
Dist(V,Dest) is denoted as the distance from its neighbor
V ∈ 𝑁(𝑦) to the sink, we have the routing metric for the
forwarding candidates as follows:

metric𝑦V = 𝜗(1 − Dist (V,Dest)
Dist (𝑦,Dest)) + (1 − 𝜗) (1 − 𝐼V) , (16)
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Require: V ∈ 𝑁(𝑦), the neighbor set of node 𝑦
Ensure: the next forwarder 𝑛
(1) start a retransmission timer;
(2) select the forwarding set 𝐹(𝑦) including 𝑔 candidates from

neighbor nodes𝑁(𝑦), 𝐹(𝑦) = 0, 𝑔 = 0;
(3) for each node 𝑖 ∈ (𝑁(𝑦) − 𝐹(𝑦)) do
(4) if metric𝑦𝑖 = max{metric𝑦𝑗}, ∀𝑗 ∈ (𝑁(𝑦) − 𝐹(𝑦)) and𝑛 ≤ 𝑔 then
(5) add 𝑖 to 𝐹(𝑦); 𝑔 + +;
(6) end if
(7) end for
(8) prioritize the forwarder set using metric;
(9) broadcast the data packets;
(10) for each node 𝑖 ∈ 𝐹(𝑦) do
(11) receive the data packet;
(12) check the sender ID and start a timer and time(𝑖) = 𝜅/metric𝑦𝑖,

where 𝜅 is a constant;
(13) end for
(14) if node 𝑛 which obtains the highest priority receives the data

packet correctly then
(15) reply an ACK to notify the sender as well as other candidates

to cancel their timers;
(16) else
(17) if the priority timer expire then
(18) set 𝑛 = 𝑛, node 𝑛 has the lower-priority;
(19) goto 14;
(20) end if
(21) end if
(22) if no forwarding candidate has successfully received the packet

then
(23) if the retransmission timer does not expire then
(24) goto 2;
(25) end if
(26) end if
(27) return

Algorithm 1: FAGOR algorithm.

where 𝜗 ∈ (0, 1] is the constant weight indicating the relative
preference between distance and fault impact value 𝐼V. Each
next-hop forwarder is assigned with its priority based on the
metric value of (16).

We introduce the FAGOR algorithm to select the next
relay node following the assigned priority in forwarder set 𝐹
to relay the packets. Algorithm 1 depicts the pseudocode of
FAGOR algorithm.

Our FAGOR could defend against a wide range of misbe-
haviors. For example, in Figure 8, as one candidate of node𝐵’s
next-hops, node 𝐴 lies about its location and associates with
disguisers (𝐻4–𝐻7) as its colluders. The mutual neighbors of𝐴 and 𝐵, 𝐻1–𝐻7, need to report their RSS values related to𝐴 to 𝐵 and work based on majority voting. 𝐵 could choose
reference nodes from𝑁(𝐴) ∧𝑁(𝐻) to verify the validity of the
voters. Node 𝑅 sends the estimate value 𝐷𝑆𝐻𝑖 about 𝐻4–𝐻7
to node 𝐵 by (8). Node 𝐵 calculates 𝐿𝐶𝐴 to incorporate it into
indirect value of node 𝐴. Finally, node 𝐴 is found as being
faulty state during a period and could not be selected into the
routing path.

6. Fault Activity Utility-Based Optimal Flow
Control Approach

In this section, we present a leaky-hopmodel which explicitly
takes account of faulty activities and then present fault
activity-based utility optimal flow control (FA-UOFC) based
on the leaky-hop model. One underlying assumption in the
utility framework of rate control is that the same flow is
present at all the hops along the route. In hostile environ-
ments, however, the data rate 𝑥𝑠 of a given flow 𝑠 becomes
thinner along its path. Due to potential faulty behaviors on
each node, all data deliveries are not successful.

6.1. Leaky-Hop Model. In Section 4, 𝐴 𝑖 is denoted as the
fraction of time during the unit period for which node 𝑖
exhibits misbehavior, while 1 −𝐴 𝑖 is the time fraction during
which node 𝑖 accomplishes its communication effectively
as a good node. 𝐴 𝑖 characterizes the probability of faulty
behaviors over single hop. At a link (𝑖, 𝑗) with transmission
rate∑𝑠∈𝑆(𝑖,𝑗) 𝑥𝑠, since data is only received correctly on 1 −𝐴 𝑖
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Figure 8: An illustration for misbehaving nodes.

from hop 𝑖, the correctly received data rate 𝑥𝑗 at hop 𝑗 is
presented by

𝑥𝑗 = (1 − 𝐴 𝑖) ⋅ ∑
𝑠∈𝑆(𝑖,𝑗)

𝑥𝑠. (17)

For path 𝑅𝑠 traversing multiple hops, the end-to-end
packet success ratio for path 𝑅𝑠 is given by

𝛾𝑠 = ∏
(𝑖,𝑗)∈𝑅𝑠

(1 − 𝐴 𝑖) . (18)

𝑅𝑖𝑠 is denoted as the subpath of 𝑅𝑠 between source 𝑆 and
the intermediate node 𝑖, and 𝑅𝑖𝑠 is denoted as the subpath of𝑅𝑠 between the intermediate node 𝑖 and the sink node of 𝑅𝑠.
For subpath 𝑅𝑖𝑠 of a data flow, the data delivery probability
at leaky-hop 𝑖 is given by 𝛾𝑖𝑠 = ∏(𝑖,𝑗)∈𝑅𝑖𝑠(1 − 𝐴 𝑖). It can be
seen that the data rate of a given flow becomes “thinner and
thinner” at each hop along its routing path, and we call the
flow traversing every potentialmisbehaving hop to be a leaky-
hop flow. We define goodput 𝑥𝑠 of flow 𝑠 as the data rate
received correctly at the sink [47]. Therefore, in the presence
of misbehaving nodes, 𝑥𝑠 = 𝛾𝑠𝑥𝑠.

An example leaky-hop model is described in Figure 9.
Flow 1 traverses along four leaky-hops: 𝑛1, 𝑛3, 𝑛4, and 𝑛6.
Flow 2 traverses along three leaky-hops: 𝑛2, 𝑛3, and 𝑛5. The
goodput of flow 1 at the destination is (1 − 𝐴𝑛1)(1 − 𝐴𝑛3)(1 −𝐴𝑛4)(1 − 𝐴𝑛6)𝑥1. It can be seen that the data rate of a flow
becomes lower and lower along multiple hops. For example,𝛾𝑛11 𝑥1 → 𝛾𝑛31 𝑥1 → 𝛾𝑛41 𝑥1 → 𝛾𝑛61 𝑥1. There may exist different
data delivery probabilities at a leaky-hop for different data
flows.The leaky-hop 𝑛3 for flow 1 and flow 2 has different data
delivery probabilities: 𝛾𝑛31 = (1 −𝐴𝑛3)𝛾𝑛11 , 𝛾𝑛32 = (1 −𝐴𝑛3)𝛾𝑛22 .
We call a potential faulty node on the routing path of flow 𝑠
to be a leaky-hop for flow 𝑠.

The resource allocation problem in WSNs gives rise to
many new challenges. Among the many unique characteris-
tics ofWSNs, we focus on two constraints in our formulation.
Due to the broadcast nature of the wirelessmedium, all trans-
missions are not successful and the transmitters contendwith
each other in the broadcast domain. To apply the constraint

of contention regions, we use the contention set concept from
[48]. The contention set Ω is denoted as the subset of links
belonging to a contention region that, at most, one link in Ω
can transmit in each time slot successfully. Let Ω(𝑖,𝑗) be the
contention link set of link (𝑖, 𝑗). If user 𝑠 transmits over link(𝑖, 𝑗), other flows in the contention set Ω(𝑖,𝑗) cannot transmit
packets simultaneously. Let 𝑐(𝑖,𝑗) be the capacity of link (𝑖, 𝑗).
We incorporate the node-faulty activity statistics into the link
capacity constraint generation. Due to leaky-hops along the
routing path, the flow rate is potentially reduced at each of
the receiving hops as packets are lost. The availability metric
in Definition 2 means the fraction of time for which the
immediate sensor delivers packets correctly. The stochastic
capacity constraint on the total flow rate traversing a link (𝑖, 𝑗)
is given by

∑
(𝑖 ,𝑗)∈Ω(𝑖,𝑗)

∑
𝑠∈𝑆
(𝑖 ,𝑗)

𝛾𝑖𝑠𝑥𝑠𝑐(𝑖,𝑗) ≤ 1. (19)

Another major point in WSNs is the energy constraint
caused by the energy consumption of sensing, transmitting,
receiving, and relaying data. Let 𝐵𝑖 denote the initial amount
of initial battery (energy) at node 𝑖, 𝑖 ∈ 𝑁.

We also incorporate the FA statistics into the energy
constraint, in which the power consumption of each node 𝑖
should not exceed the maximum allowed power generation𝑝max
𝑖 :

(𝑒𝑡 + 𝑒𝑟) ∑
𝑠∈𝑆(𝑖)

𝛾𝑖𝑠𝑥𝑠 + (𝑒𝑠 + 𝑒𝑡) 𝜆𝑖 ≤ 𝑝max
𝑖 , (20)

where 𝜆𝑖 = 𝛾𝑖𝑠𝑥𝑠, if flow 𝑠 starts from sensor node 𝑖; otherwise,𝜆𝑖 = 0. For a prespecified lifetime, 𝑇𝑑, the maximum node
power consumption 𝑝max

𝑖 = 𝐵𝑖/(𝑇𝑑−𝜏𝑝idle), where 𝜏 and 𝑝idle
are the duty cycle and energy consumed in the idle state per
unit time.

6.2. FA-UOFC for Multiple Services. For wireless sensor
networks in a smart city, many different types of sensor
are emerging to present numerous applications that exhibit
different utility behaviors. Similar to [20], we observe that the
operations of the data gathering involve both inelastic and
elastic traffic. In order to support the multiple types of traffic,
the flow control strategy should have the ability to allocate
traffic rates properly in order to balance the performance for
different applications. We will adopt the rate-control proto-
col, newly developed by Wang et al. [20], for handling elastic
and inelastic traffic. When each source 𝑠 transmits at rate 𝑥𝑠,
it attains a utility𝑈𝑠(𝑥𝑠). The utility function𝑈𝑠(⋅) is assumed
to be continuous, strictly increasing, and bounded in the
interval [𝑚𝑠,𝑀𝑠]. We define a “pseudoutility” 𝑢𝑠(𝑥𝑠) as

𝑢𝑠 (𝑥𝑠) = ∫𝑥𝑠
𝑚𝑠

1𝑈𝑠 (𝑦)𝑑𝑦, 𝑚𝑠 ≤ 𝑥𝑠 ≤ 𝑀𝑠. (21)

In order to provide a good performance balance for
different applications in sensor networks, the flow control can
be generalized to obtain new problem formulations, namely,
utility optimal flow control (UOFC), which maximizes the
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Figure 9: An example network with leaky-hop flows.

sum pseudoutility under the contention constraint [41] and
the energy constraint.

At the sink of flow 𝑠, the correctly received data rate can
be represented as 𝛾𝑠𝑥𝑠. The optimization problem introduced
previously can be presented as a new formulation:

Problem: max ∑
𝑠∈𝑆

(∫𝛾𝑠𝑥𝑠
𝑚𝑠

1𝑈𝑠 (𝑦)𝑑𝑦)
s.t.: ∑

(𝑖 ,𝑗)∈Ω(𝑖,𝑗)

∑
𝑠∈𝑆
(𝑖 ,𝑗)

𝛾𝑖𝑠𝑥𝑠𝑐(𝑖,𝑗) ≤ 1
(𝑒𝑡 + 𝑒𝑟) ∑

𝑠∈𝑆(𝑖)

𝛾𝑖𝑠𝑥𝑠 + (𝑒𝑠 + 𝑒𝑡) 𝜆𝑖
≤ 𝑝max
𝑖 .

(22)

Since the objective function𝑈𝑠(⋅) is nonnegative, continu-
ous, and strictly increasing (not concave), the “pseudoutility”∫𝛾𝑠𝑥𝑠
𝑚𝑠

1/𝑈𝑠(𝑦)𝑑𝑦 must be a strictly increasing concave func-
tion. Therefore, with linear, separable, convex, and compact
constraints, the optimization problem in (22) has a unique
optimal solution.

In the following, we use Lagrangian dual method
and develop a rate-control algorithm. First, we form the
Lagrangian as follows:

𝐿 (𝑥, 𝜆, 𝜆) = ∑
𝑠∈𝑆

(∫𝛾𝑠𝑥𝑠
𝑚𝑠

1𝑈𝑠 (𝑦)𝑑𝑦

− 𝛾𝑖𝑠𝑥𝑠(( ∑
(𝑖,𝑗)∈𝐿(𝑠)

∑
(𝑖 ,𝑗)∈Ω(𝑖,𝑗)

𝜆) + (𝑒𝑟 + 𝑒𝑡) ∑
𝑖∈𝑁(𝑠)

𝜆

+ (𝑒𝑠 + 𝑒𝑡) 𝜄𝑠)) +∑
𝑙

𝜆𝑐𝑙 + ∑
𝑖∈𝑁

𝜆𝑝max
𝑖 ,

(23)

where 𝜆 = [𝜆1, 𝜆2, . . . , 𝜆𝐿]𝑇, 𝜆 = [𝜆1, 𝜆2, . . . , 𝜆𝑆]𝑇, and 𝑢 =(𝜆, 𝜆) are all nonnegative. 𝜄𝑠 = 𝜆, assuming flow 𝑠 starts from
node 𝑛. The objective function of dual problem is given by

min
𝜆,𝜆

𝐷(𝜆, 𝜆) = min
𝜆,𝜆≥0

max
𝑥

𝐿 (𝑥, 𝜆, 𝜆) . (24)

We use the gradient method to solve the above dual
problem. The Lagrangian multipliers for the dual can be
updated as follows at each iteration 𝑡:

𝜆(𝑖,𝑗) (𝑡 + 1) = [[𝜆(𝑖,𝑗) (𝑡) + 𝜑( ∑
(𝑖 ,𝑗)∈Ω(𝑖,𝑗)

∑
𝑠∈𝑆(𝑖,𝑗)

(𝑥𝑠𝛾𝑖𝑠)

− 𝑐(𝑖,𝑗))]]
+

,
(25)

𝜆(𝑖) (𝑡 + 1) = [𝜆(𝑖) (𝑡)
+ 𝜑(((𝑒𝑡 + 𝑒𝑟) ∑

𝑠∈𝑆(𝑖)

𝑥𝑠 + (𝑒𝑠 + 𝑒𝑡) 𝜆𝑖)𝛾𝑖𝑠
− 𝑝max
𝑖 )]+ ,

(26)

where 𝜑 > 0 is a small step size, and 𝑧+ = max{0, 𝑧}. Here,𝜆(𝑖,𝑗), (𝑖, 𝑗) ∈ 𝐿, can be considered the price for using the
resource of contention set Ω(𝑖,𝑗). Similarly, 𝜆(𝑖), 𝑖 ∈ 𝑁, can
be interpreted as the price for using energy at sensor node𝑖. Given these two prices, each flow 𝑠, 𝑠 ∈ 𝑆, adopts its rate
according to

𝑥𝑠 (𝑡 + 1) = [𝑢−1𝑠 (𝜆𝑠 (𝑡))]𝑀𝑠
𝑚𝑠

, (27)

where [𝑧]𝑎𝑏 = min(max(𝑧, 𝑎), 𝑏), 𝑢−1𝑠 is the inverse of 𝑢s, and
(27) can be replaced as follows:

𝑥𝑠 (𝑡 + 1) = 𝑈−1𝑠 ([ 1𝜆𝑠 (𝑡)]
𝑈𝑠(𝑀𝑠)

𝑈𝑠(𝑚𝑠)

) , (28)

where 𝜆𝑠(𝑡) = ∑(𝑖,𝑗)∈𝐿(𝑠) 𝜆(𝑖,𝑗)(𝑡) + (𝑒𝑟 + 𝑒𝑡) ∑𝑖∈𝑁(𝑠) 𝜆𝑖(𝑡) + (𝑒𝑠 +𝑒𝑡)𝜄𝑠(𝑡). Hence, we propose Algorithm 2 based on the problem
formulation of fault activity-based utility optimal control.

Our algorithm can be carried out in a distributedmanner
by message exchange in the network, as shown in Figure 10.
To implement our scheme, no node in the network needs
to know global information nor the individual variables
of algorithm. The information needs to be updated by the
receiving node and to be sent via piggybacking.
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At each time 𝑡 = 1, 2, . . . ,
(1) Update source rate: Each source node 𝑠 calculates the

source rate 𝑥𝑠(𝑡 + 1) for the next period according to
Eq. (28);

(2) Update resource prices: Using the information of
aggregated transmission rate, link (𝑖, 𝑗) computes a new sole
contention price 𝜆(𝑖,𝑗)(𝑡 + 1) according to Eq. (25) and
node 𝑖 computes a new energy price 𝜆𝑖(𝑡 + 1) according to
Eq. (26);

(3) Deliver information towards the sink: Sensor node 𝑖
adapts the contention price 𝜆(𝑖,𝑗)(𝑡) and the energy
price 𝜆𝑖(𝑡) along the path, and propagates towards the
sink;

(4) Feedback message from the sink: The sink feedbacks
the FA parameter and the aggregated resource price to
the source via the reverse path.

Algorithm 2: FA-UOFC algorithm.
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Figure 10: System model for Algorithm 2.
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First, each sensor node estimates and updates the
resource price locally, the fault activity information of its
neighbors, and its own fault activity information; then we
apply two additional header fields, mean field and price field,
to both data packets and control packets. When a new packet
arrives, the updated FAI is multiplied together and the local
prices are added to the price of the packets that arrive from
the upstream node. When the packet arrives at the sink, val-
ues of the two fields will be feedback to the source node by the
acknowledgement packet.

Second, when the packet arrives at the sink, the aggre-
gated FAI and resource prices will be piggybacked to the
source node in the acknowledgement packet.

Third, each node can construct its local contention set by
exchanging information from neighbors instead of knowing
the entire network topology.

Hence, the total number of additional exchange opera-
tions is within 𝑂(𝐿𝑁), where 𝑁 is the number of source 𝑆
routing paths and 𝐿 is the number of network’s links. The
proposed fault activity utility optimal flow control algorithm
is practical and realizable in WSNs.

6.3. Utility Fairness. The goal of our rate-control approach is
to able to maintain an acceptable level of service degradation,
including effective network throughput and fairness, in the
presence of misbehaving nodes. In this section, we establish
the existence and uniqueness of a utility fair solution with
the presence of misbehaving nodes and define a novel index,
utility fairness index, which quantitatively measures the
degree of utility fairness in distributed systems.

Considering the performance of different services, the
utility OFC (UOFC) with the resource constraints in WSNs
allocates flow rates of different applications according to their
utility requirements, and, what is more, the optimization
approach yields utility fairness [20]. In WSNs without faulty
nodes, the set of goodput rate vector 𝑋 for each flow 𝑠 that
satisfies the resource constraints in problem (22) with 𝛾𝑖𝑠 =1 for 𝑖 ∈ 𝑁 is called the rate region 𝑋(𝑐, 𝑠, 1). In hostile
environments, the set of goodput vector𝑋 that follows from
problem (22) with 𝛾𝑖 ̸= 1 is denoted as 𝑋(𝑐, 𝑠, 𝛾). It is clear
that 𝛾𝑖𝑠 ≤ 1 and that𝑋(𝑐, 𝑠, 𝛾) ⊆ 𝑋(𝑐, 𝑠, 1).

When the rate-control Algorithm 2 with 𝐴 𝑖 = 0 leads
to equilibrium (𝑥∗, 𝜆∗, 𝜆∗) at convergence, the pseudoutility
function 𝑢(𝑥) is maximized within the feasible solution.
Here we can employ both a utility proportional fairness as
described in [20] and utility max-min fairness proposed
in [48]. For any other feasible allocation 𝑥 ̸= 𝑥∗, if∑𝑠∈𝑆(𝜕𝑢(𝑥∗𝑠 )/𝜕𝑥𝑠)(𝑥𝑠 − 𝑥∗𝑠 ) = ∑𝑠∈𝑆((𝑥𝑠 − 𝑥∗𝑠 )/𝑈𝑠(𝑥∗𝑠 )) ≤ 0,
the source rate allocation 𝑋∗ = [𝑥∗1 , 𝑥∗2 , . . . , 𝑥∗𝑠 ]𝑇 is utility
proportionally fair. 𝑈(𝑥) is the strictly concave function;
the strict inequality holds and meets the utility proportional
fairness definition. Therefore, the source rate allocation in
Algorithm 2 with 𝛾𝑖 = 1 is utility proportionally fair.
To achieve utility max-min fairness, we give a new dis-
tributive flow control algorithm. If the aggregate price of
Algorithm 2 is replaced with 𝜆𝑠(𝑡) = max{max(𝑖,𝑗)∈𝐿(𝑠)𝜆(𝑖,𝑗)(𝑡),
max𝑖∈𝑁(𝑠)𝜆𝑖(𝑡)}, which is the maximum of the contention
prices and the energy prices along the path, the updated

algorithm could provide a utility max-min fair allocation
among all data flows.

6.3.1. Utility Fairness of𝑋(𝑐, 𝑠, 𝛾). We relate the arguments on
utility OFC based on the leaky-hop model to a case without
leaky-hop by proving a continuity property of fair allocation
as 𝛾𝑖 approaches 1. Let the ratio of node-faulty activities drop
to zero: lim𝑘→∞min(𝑖,𝑗)∈𝑅𝑠𝛾𝑘𝑖 = 1. Then the rate regions in
WSNs containing faulty nodes converge the rate regions in
the correspondingWSNswithout faulty nodes, and utility fair
solution converges to the corresponding utility fair solution
without faulty nodes [47].

The goal of our rate-control approach is to be able to
maintain an acceptable level of service degradation, including
effective network throughput and fairness, in the presence of
misbehaving nodes. In this section, we establish the existence
and uniqueness of a utility fair solution with the presence of
misbehaving nodes and define a novel index, utility fairness
index, which quantitatively measures the degree of utility
fairness in distributed systems.

In the homogeneous traffic context, Jain et al. [49]
propose a quantitative measure called Index of Fairness to
tell how far the resource allocation is from equality. With
considering QoS requirements of different applications, it
may be undesirable to allocate resources simply according to
conventional measurements such as Index of Fairness [49].
Hence, we define a novel index, index of utility fairness 𝑓(𝑥),
which measures the utility fairness of various applications
and addresses their utility requirements:

𝑓 (𝑥) = (∑𝑛𝑠=1 𝑢 (𝑥𝑠))2|𝑁|∑𝑛𝑠=1 𝑢 (𝑥𝑠)2 , (29)

where 𝑥𝑠 is the goodput of flows and |𝑁| is the number of
flows in WSNs. This index measures the “equality” of user
utility allocation. If all sources get the same amount of utility,
that is, if 𝑢(𝑥𝑖 ) are all equal, then the utility fairness index is
1. As the disparity increases, the utility fairness decreases and
is near 0 as only a selected few users will be favored. A higher
value of 𝑓(⋅)means a higher degree of utility fairness.

7. Performance Evaluations

In this section, we conduct simulation experiments to evalu-
ate the performance of the proposed FAGOR protocol and
FA-UFOC scheme when misbehaving nodes exist in the
network. We first describe the simulation setup and then
compare the simulation results with GPSR [12], DWSIGF
[13], QGOR [14], and our proposed FAGOR protocol in a
variety of experiments. Next, we illustrate the advantage of
the FA-UOFC over the traditional OFC approach without
considering misbehavior of faulty nodes. Finally, we show
the effectiveness of our proposed FAGOR protocol combined
with our FA-UOFC algorithm for WSNs in adversarial
environments, and we simulate the fairness of our proposed
scheme in terms of utility fairness index and the convergence
discussed in Section 6.3.1.

The extensive simulations have been conducted in
OPNET and C++ simulator. The OPNET simulator is
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Figure 11: Simulation scenario.

designed for the network design and performance test. It is
further enhanced to support for wireless sensor networks
in city environments. In original OPNET, the calculation of
received power only considers the propagation model of free
space. In the urban communication environment, wireless
channel is affected by the diffraction of signals by various
buildings and trees. A Rician model is used as a channel
fading model to illustrate effects due to buildings, obstacles,
and trees in the city. We incorporate Rician distribution into
the receiver power module in OPNET in accordance with
radio wave propagation model in practical scenarios.

We consider static WSNs for a smart city. Therefore,
mobility is not considered in experiments. As shown in
Figure 11, 100 to 400 wireless sensors, which include both
misbehaving sensors andwell-behaved sensors, are randomly
deployed in an area of 1000m × 1000m. The percentage of
misbehaving nodes to all the nodes which is a simulation
parameter is varied from 0 to 0.4 in different experiments.
Each sensor has IEEE 802.15.4 based technology.The sources
send data to 10 sinks which have sufficient power. The initial
power of each sensor is set to 9mW. The parameters for
energy consumption are set to 𝑒𝑡 = 150 nJ/bit, 𝑒𝑟 = 158 nJ/bit,
and 𝑒𝑠 = 100 nJ/bit, respectively [50]. Each simulation runs
3000 iterations, and the default simulation parameters are
listed in Table 1.

7.1. The Effectiveness of FAGOR. In this section, we show
how our FAGOR protocol can provide effective routing with
the existence of an arbitrary number of misbehaving nodes.
The proposed FAGORprotocol is benchmarked against other
three routing protocols: (1) DWSIGF, (2) GPSR, and (3)
QGOR (a QoS-aware GOR which provides routing service
based on the end-to-end QoS metric [22]). The following
two metrics are used to compare the performance of the
protocols:

(i) PDR: the ratio of the total number of data packets by
the sink packet delivery to the total amount of data
packets sent by the source

(ii) End-to-enddelay: the time interval for the data packet
to be transmitted from the source node to the sink

Table 1: Parameter values in simulations.

Parameter Value
Simulation iterations 3000
Numbers of nodes 100, 200, 300 or 400
Percentage of misbehaving
nodes 0∼0.4
Network size 1000
MAC protocol 802.15.4
Packet size 512 byte
Numbers of candidates 𝑁 = 3
Maximum power
consumption 9mW

Power parameters 𝑒𝑡 = 150 nJ/bit,
Weight values

𝑒𝑟 = 158 nJ/bit, 𝑒𝑠 = 100 nJ/bit𝛼 = 0.7, 𝛿1 = 0.4, 𝛿2 = 0.6, 𝜅 = 0.7𝛾 = 0.7, 𝜗 = 0.7, 𝜖 = 0.8, 𝜑 = 0.002

We simulate Sybil attacks with 4 Sybil nodes which
perform random attacks with a configurable probability.
The Sybil nodes create more virtual locations by altering
their transmission power, which is similar to location spoof-
ing attackers. We model randomly distributed misbehavior
nodes such as black holes, gray holes, and nodes in jamming
regions which drop data packets with variable possibility.The
routing protocol is simulated attacking with varied probabil-
ities to evaluate performance under various misbehaviors.

First we show the effectiveness of FAGOR under varied
the number of misbehaving nodes. Figure 12(a) reports the
packet delivery ratio of FAGOR in comparison with the other
three routing protocols. We have the following observations:
(a) the PDR of FAGOR is consistently higher than GPSR
and DWSIGF with the existence of a varied number of
misbehaving nodes, and (b) the PDR of FAGOR declines
more slowly than GPSR and DWSIGF as the percentage
of misbehaving nodes increases. The reason is that the
misbehaving nodes are more likely to be chosen as the next-
hop nodes inGPSR andDWSIGF,while FAGOR incorporates
faulty impacts for choosingmore reliable candidates to set up
the routing paths.

The PDR in QGOR is higher than in other routing
protocols except FAGOR. This can be explained as follows.
QGOR also selects more reliable relays according to the QoS
priority of neighboring nodes. However, without the ability
to identify location-related attacks, QGOR may select a Sybil
node as the next-hop relay. Our FAGOR gives low reliability
values to Sybil nodes based on majority voting and to other
misbehaving nodes based ondirect-impact values. In terms of
the compound of reliability value by the proposed FAmetric,
FAGOR transmits packets with faulty hops, and the impact of
misbehaviors on the network performance is stable.

As the number of misbehaving nodes increases, the end-
to-end delay of GPSR and DWSIGF plotted in Figure 12(b)
decreases. For hostile sensor networks, misbehaving nodes
in the routing path would cause links to break. The decline
of the end-to-end delay means that only the data packets
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Figure 12: Packet delivery ratio and end-to-end delay versus percentage of misbehaving nodes.

from the nodes that are closer to the sink can be successfully
delivered to the sink in GPSR and DWSIGF, while it is
hard to successfully transmit the data packets to a distant
destination with more hops. However, FAGOR and QGOR
encourage suboptimal candidates to collaboratively relay data
packets that the delay of such packets raises. As the number
of misbehaving nodes increases, FAGOR and QGOR spend
more time maintaining uninterrupted communication, and
higher end-to-end delays are consequently achieved.

Furthermore, FAGOR gets a lower end-to-end delay than
QGOR because of the existence of Sybil nodes among misbe-
having nodes. Since the reliability of neighbors is unknown
at the beginning, FAGOR uses majority voting to decrease
the probability of location attacks. Compared to QGOR
which operates without identifying location attacks, FAGOR
mitigates Sybil attacks in advance and saves the network
delay time.

We further study the effect of 𝐼0 on the performance of
FAGOR. The packet delivery ratio under varied values of𝐼0 is shown in Figure 13(a). In this simulation, we find out
that underestimating the parameter 𝐼0 will lead to imprecise
next-hop choosing results and will affect the performance
of FAGOR. On the other hand, overestimating 𝐼0 as shown
in Figure 13(b) may make the routing algorithm yield less
feasible next-hops, lead to repeated candidate discovery, and
result in higher delay.This result illustrates that there is trade-
off between the PDR and time delay and choosing a proper
value of 𝐼0 gives better performance of FAGOR.

Figure 14 compares the performance of four protocols for
different network size by increasing the numbers of nodes
from 100 to 400. Compared with GPSR and DWSIGF, our
FAGOR improves the delivery ratio by approximately 40%
and keeps stable with the different random topologies.

In order to evaluate the number of candidates of the
performance of FAGOR, we consider network scenarios with
different numbers of misbehaving nodes. From Figure 15(a),
we see that PDR increases and the gap of PDR between 𝐼0 =0.1, 𝐼0 = 0.4, and 𝐼0 = 0.7 gets smaller as the number of
candidates increases. Thus more candidates in FAGOR can
relieve the performance degradation under more misbehav-
ing nodes. Figure 15(b) shows that the transmission delay
decreases when 𝑁 = 1. This is because, in FAGOR, when
packet dropping ratio is high, there will be fewer hop counts
which means that the data delivery would not last long. As
the number of candidates increases, transmission time delay
when 𝐼0 = 0.1 increases faster than when 𝐼0 > 0.1 due to
a long one-hop delay in the presence of more misbehaving
nodes. The simulation results show that there is a trade-off
between the time delay and robustness on the selection of the
candidates’ numbers.

One object of FAGOR is to ensure the ability to operate
effectively under dynamic misbehaving networks. In our
simulation study, we set up a configurable probability of
misbehaving nodes which behave well at the beginning of the
experiment. They change to misbehaving nodes at random
points of time. In Figure 16, we show the PDR performance of
four protocols with a varied percentage of behavior-changing
nodes.The following observations can be obtained from these
figures. First, the packet delivery ratio of FAGOR is consis-
tently higher than that of the other three protocols with dif-
ferent percentages of changing misbehaving nodes. Second,
since FAGOR selects faulty nodes in the routing path, the
impact ofmisbehaviors on the network performance is stable.

7.2. The Effectiveness of FA-UOFC. In this subsection, we use
numerical examples to illustrate the advantage of FA-UOFC
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Figure 13: Packet delivery ratio and end-to-end delay with different values of 𝐼0.
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Figure 14: Scalability evaluation.

algorithm over the OFC with same resource constraints.
In the simulation, the sensor nodes turn to misbehaving
nodes with probability 0.35. The network topology for one
sink is depicted in Figure 17. We assume a link capacity of
4 kbps and a maximum node power consumption of 4mW.
In smart cities, there are various types of sensors embedded
in networks to support multiple services with different QoS

requirements. Therefore, we set utility functions consisting
of elastic and inelastic traffic. The utility function of each
source node is given as 𝑈1(𝑥1) = 1/(1 + 𝑒−2(𝑥1−6)), 𝑈2(𝑥2) =
log(𝑥2 +1)/ log 11,𝑈3(𝑥3) = 0.1𝑥3,𝑈4(𝑥4) = 1/(1+𝑒−2(𝑥4+4)).
All the sources have their maximum rates at 10Mbps.

We compare the effectiveness of two flow control
strategies: (1) NE-OFC (OFC with noneffective utility
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Figure 15: Candidate number evaluation.
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Figure 16: Packet delivery ratio versus percentage of behavior-
changing nodes.

functions and constraints); (2) FA-UOFC (our improved
OFC approach). NE-OFC approach subject to contention
and energy constraints for WSNs is with utility functions
of allocated flow rate without considering the faulty impact
caused by misbehaving nodes. Figure 18 shows the com-
parison of the goodput for each flow at sink between our
proposed FA-UOFC and NE-OFC. The proposed FA-UOFC
can be seen to have achieved higher performance in terms

of effective throughput compared to the conventional flow
control method. Obviously this is due to the introduction of
the faulty activitymetric.The source adjusts its flow rate on its
route adaptively to compensate for data loss in our FA-UOFC
algorithm, which takes into account the effect ofmisbehaving
nodes in utility function and constraints.

According to Section 6, 𝑥 is denoted as the injection rate
at the source node and 𝑥 is denoted as the goodput at the
sink. Figure 19 verifies that the rate-control algorithm in NE-
OFC converges and is able to provide utility proportional
fairness (we use the sumof contention price and energy price)
among four source nodes according to the utilities of 𝑥 on the
source nodes. Without considering faulty nodes, the source
algorithm controls the flow rates to provide a utility fair
resource allocation in which 𝑆1 achieves a utility 𝑈1(𝑥1) = 1
and 𝑆2, 𝑆3, and 𝑆4 then share the remaining network resources
with an equal utility of 0.52.

In fact, the goodputs of four flows cannot maintain the
utility fairness at their sink nodes after traveling along the
leaky-hops. The utilities of goodputs for four flows in the
NE-OFC approach and FA-UOFC approach are shown in
Figure 20. It can be seen that FA-UOFC yields higher utilities
of goodput for four flows than NE-OFC. In Figure 19, three
flows share a fair utility allocation that 𝑈2(𝑥2) is equal to𝑈3(𝑥3) and 𝑈4(𝑥4). However, the utility fairness is broken
due to different faulty effects on three paths consisting of
misbehaving nodes. 𝑈3(𝑥3) and 𝑈4(𝑥4) of goodputs at the
sinks both from NE-OFC and FA-UOFC in Figure 20 are
lower than those of rates at the source nodes in Figure 19.
Meanwhile,𝑈2(𝑥2) of goodput from FA-UOFC increases, yet𝑈2(𝑥2) from NE-OFC decreases. We calculate two indexes
of utility fairness, 0.7 and 0.86, according to (29) for NE-
OFC and FA-OFC, respectively. It demonstrates that better
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Figure 18: Goodput at sink.
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Figure 19: Utility of flow rate at source in NE-OFC.

utility fairness is attained among flows by FA-UOFC. Our
proposed algorithm effectively adjusts the resource allocation

by explicitly taking into account the faulty effects in utility
functions and constraints. Clearly, the network performance
under misbehaving nodes is improved by our proposed FA-
UOFC algorithm through both better utility fairness and
higher effective throughput.

7.3.TheFAGORProtocol Combinedwith FA-UOFCAlgorithm.
In the following, we investigate the performance of our pro-
posed FAGOR protocol combined with FA-UOFC algorithm
forWSNs in adversarial environments.Theproposed FAGOR
+ FA-UOFC scheme is benchmarked against the scheme
with only FAGOR which does not employ any optimal flow
control algorithm. Figures 21 and 22 plot the goodputs and
the goodputs’ utilities obtained by FAGOR and FAGOR +
FA-UOFC while increasing the percentage of misbehaving
nodes in the network from 5% to 40%. Clearly, our pro-
posed method significantly outperforms FAGOR in terms
of the goodputs and goodputs’ utilities obtainable under a
varied percentage of misbehaving nodes. The benefit of our
proposed method over FAGOR increases as the number of
misbehaving nodes increases. The result demonstrates that
the FA-UOFC complements secure routing and alleviates the
performance degradation caused by the misbehaving nodes
along the routing paths.



Wireless Communications and Mobile Computing 19

500 1000 1500 2000 2500 30000
Number of iterations

0

0.2

0.4

0.6

0.8

1

U
til

ity
 o

f g
oo

dp
ut

U1

U2

U3

U4

(a) NE-OFC

500 1000 1500 2000 2500 30000
Number of iterations

0

0.2

0.4

0.6

0.8

1

U
til

ity
 o

f g
oo

dp
ut

U1

U2

U3

U4

(b) FA-UOFC

Figure 20: Utility of goodput.
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Figure 21: Goodput at sink.

We also take a closer look at Flow 2 and Flow 3 in
Figure 22. As the number of themisbehaving nodes increases,
the goodputs’ utilities of Flow 2 and Flow 3 in our scheme
increase, whereas they decrease in FAGOR. Accordingly, our
scheme achieves higher goodputs’ utilities for Flow 2 and
Flow 3 than FAGOR. This is due to the source nodes in
our scheme, which are able to compensate for faulty nodes
in the allocation of traffic based on the real performance
requirements of services and which can achieve utility fair-
ness among the goodputs.

To demonstrate the fairness of FAGOR and FAGOR +
FA-UOFC, we point to the variation of 𝑓(𝑥) in (29). With
various values for the percentage of misbehaving nodes 𝑝1

and the probability of dropping packets 𝑝2 in Figure 23, our
proposed scheme can be seen to achieve a higher degree
of utility fairness in terms of utility fairness index 𝑓(𝑥)
for goodput than the FAGOR scheme. This is because our
proposed scheme explicitly takes into account the loss feature
of faulty nodes and embodies the utility fairness objectives in
the utility function that are concerned with the goodputs.

For a sequence of networks with decreasing impact with
misbehaving nodes, we can see in Figure 23 that the utility
fairness index converges to 0.92. As discussed in Section 6,
the rate allocation and utility fairness in our scheme converge
to those of the corresponding lossless networks when the
ratios of nodes’ faulty activities drop to zero. Figure 23
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Figure 22: Utility of each flow.
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Figure 23: Utility fairness index.

shows the trends of utility fairness for goodput in adversarial
environments.

8. Conclusion

In this paper, we studied the problem of routing and rate
control for multiple city services over wireless sensor net-
works in the presence of misbehaving nodes whose effect
can be characterized statistically. We presented methods for
each sensor to probabilistically characterize the impact of
a variable fault. To address how to maintain an acceptable
level of network performance degradation, we utilized fault
activity information in the next-hop selection of each sensor

and incorporated this information into the rate-control algo-
rithm for data sources. An improved, fault-aware version of
the routing algorithm FAGOR is proposed, and we explicitly
added fault activity information into the routing metric.
We formulated resource allocation for multiple services as
a lossy network flow optimization problem using relaxed
utility functions. In addition, we developed a distributed
rate-control algorithm called FA-UOFC which can achieve
the lossy utility fairness among sources with different traffic
types. Through comprehensive performance comparisons,
we demonstrate that FAGOR protocol achieves a better
performancewith an acceptable overhead and that FA-UOFC
algorithm achieves a higher effective utility and better utility



Wireless Communications and Mobile Computing 21

fairness when various misbehaving nodes exist in a WSN.
Finally, we show that our proposed FAGOR protocol com-
binedwith FA-UOFCalgorithmproves effective in improving
effective utility and utility fairness compared to the scheme
with only FAGOR protocol.

Even through the development of our research is based
on the wireless sensor network setting, the framework can
generally be extended to other energy-constrained wireless
ad hoc networkmodels. In the future, mobility aspects can be
considered in order tomodelmore realistic wireless networks
in smart cities. We also plan to model smart malicious
behaviors and study their effects on data delivery.
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Cognitive radio technology allows unlicensed users to utilize licensed wireless spectrum if the wireless spectrum is unused by
licensed users. Therefore, spectrum sensing should be carried out before unlicensed users access the wireless spectrum. Since
mobile terminals such as smartphones are more and more intelligent, they can sense the wireless spectrum. The method that
spectrum sensing task is assigned to mobile intelligent terminals is called crowdsourcing. For a large-scale region, we propose
the crowdsourcing paradigm to assign mobile users the spectrum sensing task. The sensing task assignment is influenced by some
factors including remaining energy, locations, and costs of mobile terminals. Considering these constraints, we design a precise
sensing effect function with a local constraint and aim to maximize this sensing effect to address crowdsensing task assignment.
The problem of crowdsensing task assignment is difficult to solve since we prove that it is NP-hard.We design an optimal algorithm
based on particle swarm optimization to solve this problem. Simulation results show our algorithm achieves higher performance
than the other algorithms.

1. Introduction

In recent years, the wireless traffic has grown heavily and
this case leads to crowd wireless spectrum. According to the
current policy that wireless spectrum assignment is fixed,
only licensed users can utilize the licensed wireless spectrum.
Even though the wireless spectrum is idle, unlicensed users
cannot use the idle spectrum.Therefore, the current policy of
spectrum assignment leads to low ratio of wireless spectrum
utilization. To solve this problem, cognitive radio has recently
emerged to improve wireless spectrum utilization [1]. When
the licensed wireless spectrum is idle, cognitive radio makes
unlicensed users utilize the wireless spectrum. Therefore,
unlicensed users should carry out spectrum sensing before
they use the wireless spectrum.

With the development of mobile terminals such as
smartphones and pads, a new paradigm called mobile crowd
sensing and computing (MCSC) appears [2]. The formal
definition of MCSC is described as follows: a new sensing

paradigm that empowers ordinary citizens to contribute data
sensed or generated from their mobile devices and aggregates
and fuses the data in the cloud for crowd intelligence
extraction and human-centric service delivery.

Inspired by MCSC, mobile terminals configured with
sensors are leveraged to accomplish spectrum sensing task.
In the same spirit, with the recent Federal Communications
Commission (FCC) ruling that a geolocation database could
be used by Secondary TV spectrum users to obtain the spec-
trum availability, it is assumed that there is a crowdsourcing-
based fusion center (FC). FC assigns sensing task to mobile
users and receives the sensing data from them. To incentivize
mobile users to carry out sensing tasks, FC needs to provide
monetary benefits. This way is called crowdsourcing.

In this paper, we propose the crowdsourcing paradigm to
assign the spectrum sensing task to many mobile users. It is
assumed that there is a crowdsourcing-based fusion center
(FC). FC assigns the sensing task to mobile users. During
the assignment process, we have considered some factors.
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At first, the remaining energy is very important to mobile
users. Only when a mobile user has enough energy can
the wireless spectrum be sensed. Then mobile users should
be given incentives to carry out spectrum sensing. With a
limited budget, FC may choose a subset of whole mobile
users to carry out spectrum sensing. At last, the positions of
mobile users also influence the sensing results. Considering
these factors, we propose precise sensing effect function
for the crowdsourcing-based sensing task assignment. And
the objective function considers a local constraint. Then we
prove that the sensing task assignment is NP-hard.Therefore,
we design an optimal algorithm based on particle swarm
optimization (PSO) to solve the problem. Simulation results
show our proposed algorithm achieves higher performance
than other algorithms.

In this paper, we study the problem of sensing task assign-
ment. The main contributions of this paper are summarized
below.

(i) Considering the remaining energy of mobile users,
budget constraint, and mobile users’ positions, we
propose precise objective function with a local con-
straint. We define the local constraint which means
the sensing effect of a channel in a location is not less
than a threshold. Compared to other literatures, we
aim to not only maximize global sensing effect but
also satisfy the local sensing constraint. And we prove
the sensing task assignment is NP-hard.

(ii) Since the sensing task assignment is NP-hard, we
design an optimal algorithm based on particle swarm
optimization (PSO) to solve the problem. To the
best of our knowledge, there is no related work
designing the PSO-based algorithm to solve sensing
task assignment in cognitive radio networks.

(iii) Simulation results show our proposed algorithm
achieves higher performance than other algorithms.

The rest of the paper is organized as follows. In Section 2,
related literatures are introduced. In Section 3, the system
model of sensing task assignment is described. In Section 4,
we design a PSO-based algorithm to solve the sensing task
assignment. In Section 5, the proposed algorithm is evaluated
with simulation results. Finally, conclusions are shown in
Section 6.

2. Related Work

In cognitive radio networks, licensed users activitywill decide
whether the spectrum is idle or not [3]. As some factors such
as shadowing and multipath fading may make a user mistake
the sensing result, cooperative spectrum sensing is proposed
to improve the sensing accuracy [4].

There have been some related literatures about cooper-
ative spectrum sensing. In wideband wireless system, users
exchange their compressed sensing results. According to the
sensing results, they estimate the spectrum states coopera-
tively [5]. In [6], authors propose a two-level defense scheme
to solve the attackers in cooperative spectrum sensing. In
[7], cooperative spectrum sensing based on crowdsourcing

is studied to address the security issue brought by malicious
mobile users. In [8], authors consider the simultaneous sens-
ing and transmitting of users and propose a novel detection
model for cooperative spectrum sensing. In multichannel
networks, the sensing task assignment is considered in par-
allel, and several sensing strategies are proposed to schedule
users based on network parameters [9]. In [10], authors pro-
pose a game-theoretic distributed power control mechanism
based on channel sensing results of users in cognitive wireless
sensor network. To maximize the sensing quality, authors
study the problem of multichannel sensing assignment in the
multichannel system [11–13].These literatures use a simplistic
objective function and there is no budget constraint. If the
system has a limited budget, there may be only a subset of
mobile users chosen to carry out spectrum sensing. In [14],
considering budget constraint, the authors study the problem
of sensing task and channel allocation. However, the energy
of mobile users is not considered. In [15], considering the
character of sensing tasks and the sensor availability, authors
study the multitask allocation problem to maximize overall
system utility. It is the first to study different data quality
metrics and formulate the multitask allocation optimization
problem when diverse sensing capability constraints of each
participant are taken into account. To achieve the near-
optimal objective, the method using a two-phase offline
multitask allocation framework needs historical call data
from the telecom operator.

The aforementioned literatures use centralized algo-
rithms. There are some distributed methods about spectrum
sensing. In [16], with a distributed way, spatial spectrum
sensing is studied to make use of spatial spectrum oppor-
tunities. To analyze the performance of spatial spectrum
sensing, stochastic geometry is utilized. In [10], based on
channel sensing results of users, a game-theoretic distributed
power control mechanism is proposed. Besides, there are
other studies about spectrum sensing [17–20].

3. System Model

It is assumed that there is a crowdsourcing-based fusion
center (FC). FC assigns the sensing task to mobile users.
Remaining energy and positions of mobile users, as well
as limited budget, may influence the assignment process.
Considering these constraints, we propose precise sensing
effect function with a local constraint. Then we prove the
sensing task assignment is NP-hard.

3.1. Problem Formulation. We assume that there are many
locations needed to be sensed. In each location, there are
many channels that needed sensing. By crowdsensing task
assignment, we aim to maximize the sensing effect with a
local constraint.

Let 𝑀 denote the number of locations needed to be
sensed and 𝑁(𝑗) denote the number of channels that should
be sensed in a location 𝑗. In the location 𝑗, shadowing,
multipath fading, and other issues may influence the sensing
results of mobile users in different positions of this location.
In other words, mobile users may obtain different sensing
results in the same location since they are at different
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positions. Therefore, location 𝑗 may be divided into several
sublocations. The spatial diversity can be captured by the
sensing outcomes of mobile users in different sublocations.
In a sublocation ℎ of location 𝑗, 𝑧𝑖ℎ𝑗 = 1 denotes that there
is at least one mobile user sensing channel 𝑖, and 𝑧𝑖ℎ𝑗 =
0 denotes that there are no mobile users sensing channel
𝑖. In location 𝑗, let 𝑦𝑖𝑗 denote the number of sublocations
where channel 𝑖 is sensed by at least one mobile user. We
can derive 𝑦𝑖𝑗 = ∑𝑚(𝑗)

ℎ=1
𝑧𝑖ℎ𝑗, where 𝑚(𝑗) denotes the number

of sublocations in location 𝑗. Obviously, the higher 𝑦𝑖𝑗 is,
the more effective the sensing result is. When 𝑦𝑖𝑗 equals
zero, there is no sensing effect. When 𝑦𝑖𝑗 equals 𝑚(𝑗), the
maximized sensing effect is reached. We can imagine that
sensing effect increases fast as 𝑦𝑖𝑗 increases when 𝑦𝑖𝑗 is small,
while sensing effect increases slowly as 𝑦𝑖𝑗 increases when 𝑦𝑖𝑗
is large. Let 𝑓(𝑖, 𝑗) = √𝑦𝑖𝑗/𝑚(𝑗) denote the sensing effect of
channel 𝑖 in location 𝑗. Then we can design the sensing effect
function for the crowdsensing task assignment as follows:

𝑀

∑
𝑗=1

𝑁(𝑗)

∑
𝑖=1

𝑤𝑖𝑗𝑓 (𝑖, 𝑗) , (1)

where 𝑤𝑖𝑗 denotes the nonnegative weight with
∑𝑀𝑗=1∑𝑁(𝑗)𝑖=1 𝑤𝑖𝑗 = 1, and 𝑤𝑖𝑗 could distinguish the important
degrees of sensing channels in each location. According to
formula (1), the sensing effect function increases as 𝑦𝑖𝑗 varies
from zero to 𝑚(𝑗). And the smaller 𝑦𝑖𝑗 is, the faster sensing
effect function increases with the 𝑦𝑖𝑗 growth. The larger 𝑦𝑖𝑗
is, the more slowly sensing effect function increases with the
𝑦𝑖𝑗 growth.

To obtain optimized sensing effect, we aim to maximize
the sensing effect function in (1) with a local constraint which
means the sensing effect of channel 𝑖 in location 𝑗 is no less
than a threshold 𝐻. The local constraint can be described as

𝑓 (𝑖, 𝑗) ≥ 𝐻 𝑖 ∈ [1, 𝑁 (𝑗)] , 𝑗 ∈ [1, 𝑀] . (2)

There are some factors which should be considered as
follows.

For the mobile users, the remaining energy should be
considered at first. Only when one mobile user’s remaining
energy is higher than the threshold could the mobile user
carry out the task of spectrum sensing. Let Th be the
normalized threshold of the remaining energy, K denote the
set of all mobile users, and 𝑒𝑘 be the remaining energy for a
mobile user 𝑘. Then the energy constraint can be expressed
as

𝑒𝑘 ≥ Th 𝑘 ∈ K. (3)

Let 𝑀 denote the number of locations needed to be
sensed. For a location 𝑗, only themobile users in that location
can sense the channels within that location. We assume a
mobile user can only sense one channel. In location 𝑗, letK(𝑗)
denote the set of mobile users, 𝑛(𝑗) denote the number of

mobile users, and 𝑁(𝑗) denote the number of channels that
should be sensed. For the mobile user 𝑘 ∈ K(𝑗), 𝑥𝑘𝑖 = 1
denotes that the channel 𝑖 is sensed by mobile user 𝑘 and
𝑥𝑘𝑖 = 0 denotes that the channel 𝑖 is not sensed by mobile
user 𝑘. Then considering a mobile user can only sense one
channel, another constraint can be expressed as

∑
𝑘∈K(𝑗)

𝑁(𝑗)

∑
𝑖=1

𝑥𝑘𝑖 ≤ 𝑛 (𝑗) . (4)

Additionally, the incentive scheme allows FC to pay for
the mobile users that try to sense channels. However, the cost
of crowdsensingmust be in the acceptable range. Let 𝐶 be the
maximum cost that can be paid for the sensing users and 𝑐𝑘
be the cost for the mobile user 𝑘 ∈ K(𝑗). The constraint can
be expressed as

𝑀

∑
𝑗=1

∑
𝑘∈K(𝑗)

𝑐𝑘
𝑁(𝑗)

∑
𝑖=1

𝑥𝑘𝑖 ≤ 𝐶. (5)

The optimal object of crowdsensing task assignment can
be described as

max
𝑀

∑
𝑗=1

𝑁(𝑗)

∑
𝑖=1

𝑤𝑖𝑗𝑓 (𝑖, 𝑗)

subject to 𝑓 (𝑖, 𝑗) ≥ 𝐻, 𝑖 ∈ [1, 𝑁 (𝑗)] , 𝑗 ∈ [1, 𝑀]

𝑒𝑘 ≥ Th, 𝑘 ∈ K

∑
𝑘∈K(𝑗)

𝑁(𝑗)

∑
𝑖=1

𝑥𝑘𝑖 ≤ 𝑛 (𝑗)

𝑀

∑
𝑗=1

∑
𝑘∈K(𝑗)

𝑐𝑘
𝑁(𝑗)

∑
𝑖=1

𝑥𝑘𝑖 ≤ 𝐶

𝑀

∑
𝑗=1

𝑁(𝑗)

∑
𝑖=1

𝑤𝑖𝑗 = 1.

(6)

Figure 1 depicts an example of crowdsensing task assign-
ment. There are two locations and three channels in the
system. Each location is divided into three sublocations.
Mobile users in different sublocations may obtain different
sensing results about the same channel. Since the local
constraint is not satisfied or the remaining energy is not
enough or the cost is too high, some mobile users are not
assigned sensing task. Other users are assigned channels to
sense according to formula (6).

3.2. NP-Hardness. The problem of crowdsensing task assign-
ment is difficult to solve since we prove this problem is NP-
hard. The reason is that the problem of crowdsensing task
assignment is as hard as maximum coverage problem which
is NP-hard [21].

The maximum coverage problem is described as follows:
given a number 𝑑 and a collection of 𝑙 sets 𝑆 = {𝑆1, 𝑆2, . . . , 𝑆𝑙},
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sublocation 1

Sublocation 1

Location 1

Location 2

sublocation 2

Sublocation 2

sublocation 3

Sublocation 3

A mobile user sensing channel 1
A mobile user sensing channel 2
A mobile user sensing channel 3
A mobile user sensing no channels

Figure 1: An example of crowdsensing task assignment.

themaximum coverage problem is to select at most 𝑑 of these
sets to form 𝑆 such that the maximum number of elements
is covered:

max
𝑆


U
𝑆𝑖∈𝑆


𝑆𝑖

,

s.t. 𝑆 ⊆ 𝑆, 𝑆
 ≤ 𝑑.

(7)

Theorem 1. The problem of crowdsensing task assignment is
NP-hard.

Proof. By showing a special case of crowdsensing task assign-
ment is as hard asmaximum coverage problem, we prove that
the problem of crowdsensing task assignment is NP-hard.

The special case is described as follows: each mobile user
has enough energy to carry out spectrum sensing, the local
threshold 𝐻 is set to zero that means the local constraint is
satisfied, and the cost of crowdsensing is in the acceptable
range. There are 𝐾 mobile users and 𝑀 locations in the
system. And, in each location, there are 𝑁 channels that
should be sensed. Each mobile user is denoted by 𝑖 ∈
{1, 2, . . . , 𝐾}. Then 𝐾 mobile users can form 2𝐾 sets such as
{1}, {1, 2}, and {1, 2, 3}. Let the nonnegative weight 𝑤𝑖𝑗 be a
constant. Then (6) can be rewritten as

max
𝑀

∑
𝑗=1

𝑁

∑
𝑖=1

𝑓 (𝑖, 𝑗) . (8)

Let 𝑙 equal 2𝐾 and 𝑑 equal 𝑀𝑁. Equation (8) means
selecting 𝑑 sets from 𝑙 sets to maximize the sum of 𝑓(𝑖, 𝑗).
Compared to (7), it is at least as hard as the maximum
coverage problem which is NP-hard. In other words, the
special case of crowdsensing task assignment is NP-hard.

The problem of crowdsensing task assignment is no easier
than the special case.Therefore, the problem of crowdsensing
task assignment is NP-hard.

4. The Optimal Algorithm Based on PSO

Since the crowdsensing task assignment problem is NP-hard,
we design the optimal algorithm based on particle swarm
optimization (PSO) to solve this problem in this section.
The PSO algorithm is good at NP-hard problem optimization
[22].ThePSOalgorithm is described at first.Then the optimal
algorithm based on PSO is proposed. And time complexity is
analyzed.

4.1. PSO Algorithm. In the PSO algorithm [23], each particle
flies in the search space with certain speed. During the flight,
a particle changes its flight experience with its companions.
Therefore, each particle can fly to a better solution region
based on this mechanism. Let 𝑉𝑖𝑑 denote the particle speed
and 𝑋𝑖𝑑 denote the particle’s position. The movement of the
particle is described as follows:

𝑉𝑡+1𝑖𝑑 = 𝑤𝑉𝑡𝑖𝑑 + 𝑐1𝑟1 (𝑃𝑖𝑑 − 𝑋𝑡𝑖𝑑) + 𝑐2𝑟2 (𝑃𝑔𝑑 − 𝑋𝑡𝑖𝑑) (9)

𝑋𝑡+1𝑖𝑑 = 𝑉𝑡+1𝑖𝑑 + 𝑋𝑡𝑖𝑑, (10)

where 𝑤 denotes the inertia weight, 𝑃𝑖𝑑 denotes this particle’s
historical best position, and 𝑃𝑔𝑑 denotes the global best
position. Both 𝑟1 and 𝑟2 are independent in the range [0, 1],
and both 𝑐1 and 𝑐2 are study factors. The inertia weight 𝑤
makes the algorithm improve its performance according to
a series of applications. Formulas (9) and (10) calculate the
current particle’s velocity and position, respectively.

4.2. Crowdsensing Task Assignment Algorithm Based on PSO.
We design an optimal algorithm based on PSO to solve
crowdsensing task assignment. According to PSO algorithm,
each particle’s position represents a solution to the crowd-
sensing task assignment problem. It can be denoted by a
matrix as follows.

When there are 𝑁(𝑗) channels in location 𝑗 ∈ [1, 𝑀], the
total number of sensing channels is∑𝑀𝑗=1𝑁(𝑗) in all locations.
Let 𝐾 denote the number of mobile users. Then each particle
is defined as a 𝐾 × ∑𝑀𝑗=1𝑁(𝑗) matrix X, where X[𝑎][𝑏] = 1
denotes that themobile user 𝑎 chooses channel 𝑏 to sense, and
X[𝑎][𝑏] = 0 denotes that the mobile user 𝑎 does not choose
channel 𝑏 to sense.

We optimize the crowdsensing task assignment based
on PSO algorithm (PSO-CTA). The optimized algorithm is
described as follows. Initialize 𝑞 particles randomly, and each
particle denotes a solution of crowdsensing task assignment
of all 𝐾 mobile users. Then we set the particle with the
highest objective function based on formulas (6) to be the
current best solution. According to the PSO algorithm, we
use the PSO formulas (9) to merge the crowdsensing task
assignment and determine the new particle position until
it converges or this swarm obtains its longest lifetime. If
PSO-CTA converges, the best solution can be obtained. The
proposed algorithm is described as follows.
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Initialization.Thefirst important problem to be solved is how
the algorithm initially produces the particles. We produce a
random particle as follows.

For a mobile user, its remaining energy should be consid
ered at first. If its remaining energy is higher than the thresh-
old, the mobile user could carry out the task of spectrum
sensing. Then it chooses a channel to sense randomly in
its corresponding locations. All mobile users with enough
energy choose channels like this. If the local constraint of
sensing effect in (2) is satisfied in each location, the cost
should be considered next. Otherwise, this particle should be
generated again. If the cost for the mobile users which carry
out spectrum sensing is lower than the maximum cost 𝐶, the
process of initialization is completed. If the cost for themobile
users which carry out spectrum sensing is higher than the
maximum cost 𝐶, FC will not assign sensing task to some
mobile users to satisfy the cost constraint. At first, when there
are multiple users sensing a channel in the same sublocation,
FC will only choose a user with lower cost to assign sensing
task, and other users are given up. According to our model,
the sensing effect will not change. If the cost constraint
is satisfied, the initialization is completed. Otherwise, FC
should continue to give up users in the sublocations with
less weight until the cost constraint is satisfied. Then a
𝐾 × ∑𝑀𝑗=1𝑁(𝑗) matrix X is generated corresponding to this
particle.

Initialize 𝑞 particles randomly, and each particle denotes
a solution of crowdsensing task assignment of all 𝐾 mobile
users.

Optimizing Process. After each spectrum sensing instance of
a mobile user, its energy will decrease. A mobile user should
determine that its remaining energy meets the energy con-
straint. If its remaining energy is higher than the threshold,
the mobile user is able to carry out spectrum sensing again. If
its remaining energy is lower than the threshold, the mobile
user could not carry out spectrum sensing from now on. For
each particle, if a mobile user’s energy is not enough to carry
out spectrum sensing, the user’s row vector is set to zero in
the corresponding matrix. Then the matrix of a particle will
change.

Based on the current matrix, the crowdsensing effect
function of the particle is obtained following (1). After calcu-
lating all particles’ effect function, we can derive a particle’s
historical best position 𝑃𝑖𝑑 and the global best position 𝑃𝑔𝑑.
The best position corresponds to the maximized crowdsens-
ing effect function.

According to a particle’s historical best position 𝑃𝑖𝑑 and
the global best position 𝑃𝑔𝑑, we merge the matrixes to
optimize the sensing task assignment. Let T1 denote the
current matrix of a particle and T2 and T3 denote historical
best solution of the particle and the global best solution,
respectively. The merging matrix can be described as the
combination of T1, T2, and T3. Then we optimized the
merging matrix as follows.

In the merging matrix, if a channel in a sublocation is
sensed by multiple users, only one user with higher energy
is reserved and other users are given up. That means only an

element is set to one in the column vector of the merging
matrix after optimization. If a user chooses different channels
to sense in T1, T2, and T3, there are more than elements set
to one in the row vector of the merging matrix. Considering
the global property of PSO, we optimize the row vectors of
the merging matrix with specific probability decided by the
parameters in (9) to guarantee the search space. If a mobile
user chooses different channels in these three matrixes, the
user will select the channel in T1 based on the probability
𝑤/(𝑤 + 𝑐1 + 𝑐2), select the channel in T2 based on the
probability 𝑐1/(𝑤 + 𝑐1 + 𝑐2), and select the channel inT3 based
on the probability 𝑐2/(𝑤+𝑐1+𝑐2).Thatmeans only an element
is set to one in the row vector of the merging matrix after
optimization. The search space and converging speed of this
algorithm can be adjusted by adjusting the values of𝑤, 𝑐1, and
𝑐2.

The proposed algorithm for crowdsensing task assign-
ment problem is described in Algorithms 1, 2, and 3.

4.3. Analysis of TimeComplexity. Thecomplexity of proposed
PSO-CTA algorithm is computed as follows. The computa-
tion complexity is 𝑂(𝑛 × 𝑁 × 𝑞) in the initialization stage,
where 𝑛 denotes the number of mobile users, 𝑁 denotes the
number of channels, and 𝑞 denotes the number of particles.

In Line (3) of Algorithm 1, optimizing the sensing task
assignment which is described in Algorithm 3 dominates the
complexity of our algorithm. Then we focus on the compu-
tation complexity of optimizing the sensing task assignment.
In a particle, the mobile users satisfying formulas (2), (3), (4),
and (5) should be chosen, and the chosen mobile users are
combined to obtain the maximized sensing effect function.
Therefore, the complexity of a particle is 𝑂(𝑛2 × 𝑁). The
complexity of all particles is 𝑂(𝑛2 × 𝑁 × 𝑞) at the stage of
evaluating sensing effect function.

When particles update their velocities and positions, the
computation complexity is 𝑂(𝑛 × 𝑞) in Lines (4)–(7) of
Algorithm 1. Therefore, the computation complexity of the
whole algorithm is 𝑂(𝑛2 × 𝑁 × 𝑞).

5. Simulation Results

The proposed PSO-CTA algorithm is evaluated by simu-
lations. The average solution is obtained by running the
algorithm 100 times. We compare our PSO-CTA algorithm
with the algorithm in [14]. The simulation parameters are
described as follows. There are some locations needed to be
sensed, with the same radius. Each location is equally divided
into 3 sublocations. The whole number of channels is 𝑁 = 5.
The local threshold 𝐻 is set to 0.57. The nonnegative weight
of 𝑤𝑖𝑗 is identical for each channel and each location. Mobile
users are deployed randomly in the locations.

Figure 2 shows the crowdsensing effect outcomes as the
number of locations varies from 15 to 40 when there are
50 mobile users. The cost values of 𝑐𝑘 are chosen from
{1; 2; 3; . . . ; 49; 50}. The maximum cost is 𝐶 = 𝑎 ∑50𝑘=1 𝑐𝑘,
where 𝑎 equals 0.6 and 0.8, respectively. The normalized
energy threshold of Th is set to 0.2 and 0.5, respectively.
The crowdsensing effect function could be obtained based
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Input:
Objective function according to formula (6);
A local constraint 𝐻;
The number of mobile users 𝐾;
The number of locations 𝑀;
The number of channels 𝑁(𝑗) in location 𝑗;
The number of sub-locations 𝑚(𝑗) in location 𝑗;
The maximum cost 𝐶;
The maximal generation 𝑇;
Output: The maximum sensing effect function and sensing task assignment
Initialization:
Randomly generate each particle;

Optimization:
(1) repeat
(2) for each particle
(3) Optimizing the crowdsensing task assignment of the particle;
(4) Update the 𝑃𝑖𝑑;
(5) Update the 𝑃𝑔𝑑;
(6) end for
(7) until stopping criterion is satisfied

Algorithm 1: Overall procedure of proposed PSO-CTA.

(1) for each mobile user
(2) if its remaining energy satisfies formula (3)
(3) It chooses a random channel;
(4) else it will not sense;
(5) end if
(6) end for
(7) if the cost constraint is satisfied
(8) The initialization is completed;
(9) else reserve a user sensing a same channel in a sub-location;
(10) end if
(11) if the cost constraint is satisfied
(12) The initialization is completed;
(13) else give up users less weight until the cost is satisfied;
(14) end if

Algorithm 2: Random generation of each particle (initialization).

(1) for each particle
(2) for each mobile user
(3) if its remaining energy satisfies formula (3)
(4) Maintain the matrix;
(5) else set the corresponding row vector to zero;
(6) end if
(7) end for
(8) Then the current matrix T1 is derived;
(9) Evaluate the crowdsensing effect function of this particle;
(10) Obtainthis particle’s Pid (matrix T2) based on crowdsensing effect function;
(11) Obtain 𝑃𝑔𝑑 (matrix T3) with the optimal 𝑃𝑖𝑑;
(12) Merge matrix T1, T2, T3;
(13) Optimize the column vectors of the merging matrix;
(14) Optimize row vectors of the merging matrix with specific probability using (9);
(15) Evaluate the crowdsensing effect function of merging matrix according to (6);
(16) end for

Algorithm 3: Procedure of optimizing the sensing task assignment of the particle.
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Figure 2: Crowdsensing effect function with 50 mobile users.

on (1). This function reflects the sensing effect and its value
is between 0 and 1. The closer the value is to 1, the better
the sensing effect is. Compared to the DRA algorithm in [13]
and the budget algorithm in [14], our proposed PSO-CTA
algorithm achieves higher crowdsensing effect function. As
the number of locations increases, the crowdsensing effect
function decreases. The reason is that more locations lead to
more sublocations and fixed number of mobile users cannot
sense all sublocations. When Th equals 0.2 and 𝑎 equals
0.8, the crowdsensing effect function obtained is higher than
those obtained when Th and 𝑎 equal other values, since there
are more mobile users assigned to sense channels with Th =
0.2 and 𝑎 = 0.8.

Figure 3 shows the crowdsensing effect results as the
number ofmobile users varies from20 to 70when there are 20
locations.The cost values of 𝑐𝑘 are chosen from {1; 2; 3; . . . ; 𝐿},
where 𝐿 denotes the number of mobile users. The maximum
cost is 𝐶 = 𝑎 ∑𝐿𝑘=1 𝑐𝑘, where 𝑎 equals 0.6 and 0.8, respectively.
The normalized energy threshold of Th is set to 0.2 and
0.5, respectively. Compared to the DRA algorithm in [13]
and the budget algorithm in [14], our proposed PSO-CTA
algorithm achieves higher crowdsensing effect function. As
the number ofmobile users increases, the crowdsensing effect
function increases. The reason is that more sublocations
could be sensed by more mobile users. When Th equals 0.2
and 𝑎 equals 0.8, the crowdsensing effect function obtained is
higher than those obtainedwhenTh and 𝑎 equal other values,
since there are more mobile users assigned to sense channels
with Th = 0.2 and 𝑎 = 0.8.

Figure 4 shows the average remaining energy of mobile
users as the number of spectrum sensing instances increases
when there are 50 mobile users deployed randomly in 15
locations. It is assumed that the initial average energy of
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Figure 3: Crowdsensing effect function with 20 locations.
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Figure 4: Average remaining energy with the number of spectrum
sensing instances.

each user is 0.6. And after each spectrum sensing instance,
a mobile user’s energy falls 0.5%. The normalized energy
threshold Th is set to 0.5 and 0.3, respectively. As shown in
Figure 4, our proposed PSO-CTA algorithm achieves higher
remaining energy of mobile users than the other algorithms.
Andwe can see that the remaining energywill be higherwhen
the threshold of Th is set to a higher value.

It is assumed that there are four channels and three
locations which can be divided into three sublocations. The
nonnegative weight is not identical for each channel. We
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Figure 5: Local sensing effect with weight equaling 0.1 for three
locations.
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Figure 6: Local sensing effect with weight equaling 0.1 for 40 users.

set the weights equal to 0.3, 0.3, 0.3, and 0.1 for these four
channels. Under the aforementioned conditions, the local
sensing effect for the fourth channel (weight equaling 0.1)
is shown in Figure 5. When there are not so many users in
the system, the fourth channel is not sensed for the budget
algorithm and DRA algorithm as the weight is too small
to increase the global sensing effect. In the proposed PSO-
CTA algorithm, the fourth channel should be sensed because
a local constraint is set. Any channel, no matter what its
weight equals, should be sensed. Therefore, no channel will
be omitted with the PSO-CTA algorithm.

When there are 40 users, Figure 6 shows the local sensing
effect for the fourth channel as the number of locations

increases. There will not be enough users to sense each
channel if the number of locations increases.Thus, the budget
algorithm and DRA algorithmmay choose the channels with
higherweights to improve the global sensing effect.Therefore,
the local sensing effect for the fourth channel will decrease.
However, the proposed PSO-CTA algorithm will not ignore
the fourth channel due to the local constraint.

6. Conclusion

For a large-scale region, this paper proposes the crowdsourc-
ing method to assign the spectrum sensing task to many
mobile users such as smartphones and pads. Considering
some constraints such as remaining energy, locations, and
costs of mobile users, we propose a sensing effect function
with a local constraint and aim to maximize the sensing
effect function. Since the problem of sensing task assignment
is proved to be NP-hard, we design an optimal algorithm
based on PSO to solve this problem. Simulation results show
our algorithm achieves higher performance than the other
algorithms.
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[4] T. Yücek and H. Arslan, “A survey of spectrum sensing algo-
rithms for cognitive radio applications,” IEEE Communications
Surveys & Tutorials, vol. 11, no. 1, pp. 116–130, 2009.

[5] F. Zeng, Z. Tian, and C. Li, “Distributed compressive wideband
spectrum sensing in cooperative multi-hop cognitive net-
works,” in Proceedings of the 2010 IEEE International Conference
on Communications, ICC 2010, zaf, May 2010.

[6] J. Feng, G. Lu, H. Wang, and X. Wang, “Supporting secure
spectrum sensing data transmission against SSDH attack in
cognitive radio ad hoc networks,” Journal of Network and
Computer Applications, vol. 72, pp. 140–149, 2016.



Wireless Communications and Mobile Computing 9

[7] R. Zhang, J. Zhang, Y. Zhang, and C. Zhang, “Secure crowd-
sourcing-based cooperative pectrum sensing,” in Proceedings of
the 32nd IEEE Conference on Computer Communications, IEEE
INFOCOM 2013, pp. 2526–2534, April 2013.

[8] Y. Lu, D. Wang, and M. Fattouche, “Cooperative spectrum-
sensing algorithm in cognitive radio by simultaneous sensing
and BER measurements,” Eurasip Journal on Wireless Commu-
nications and Networking, vol. 2016, no. 1, article no. 136, 2016.

[9] C.-H. Liu, A. Azarfar, J.-F. Frigon, B. Sansò, and D. Cabric,
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Vehicular networks, as a significant technology in intelligent transportation systems, improve the convenience, efficiency, and safety
of driving in smart cities. However, because of the high velocity, the frequent topology change, and the limited bandwidth, it is
difficult to efficiently propagate data in vehicular networks. This paper proposes a data dissemination scheme based on fuzzy logic
and network coding for vehicular networks, named SFN. It uses fuzzy logic to compute a transmission ability for each vehicle by
comprehensively considering the effects of three factors: the velocity change rate, the velocity optimization degree, and the channel
quality. Then, two nodes with high abilities are selected as primary backbone and slave backbone in every road segment, which
propagate data to other vehicles in this segment and forward them to the backbones in the next segment. The backbone network
helps to increase the delivery ratio and avoid invalid transmissions. Additionally, network coding is utilized to reduce transmission
overhead and accelerate data retransmission in interbackbone forwarding and intrasegment broadcasting. Experiments show that,
compared with existing schemes, SFN has a high delivery ratio and a short dissemination delay, while the backbone network keeps
high reliability.

1. Introduction

Vehicular networks, as a promising technology for intelli-
gent transportation systems, usually utilize vehicle-to-vehicle
(V2V) communications to support data services when no
fixed infrastructures are deployed. They are designed to
improve driving safety and enhance the driving experience
by supporting smart applications such as collision warning,
traffic congestion alarm, and sharing parking information [1–
3]. When a collision occurs, this warning information should
be immediately disseminated to those vehicles which might
be affected, in order to avoid new rear-end collisions and
potential traffic jams after this accident. An example scenario
of safety alert dissemination is shown in Figure 1.

Data dissemination in vehicular networks faces many
challenges including variation in vehicle densities, frequent
topology change, and limited wireless communication band-
width [4, 5]. In order to design an efficient data dissemination
scheme aiming for high delivery ratio, short propagation
delay, and low resource consumption, two aspects need to be

considered: driving environments and content broadcasting.
Complicated driving environments, as the first aspect of
designing efficient data dissemination schemes, result in
multiple factors affecting the intervehicle communication
performance. Existing research analyzes some parameters
in relay node selection, but the comprehensive influence of
intervehicle distance, channel quality, and other factors still
require further study. For content broadcasting, the second
aspect of designing efficient data dissemination schemes,
some schemes select different forwarding nodes for different
data flows. Since wireless signals are likely to overlap with
others in a geographical area, data dissemination in vehicular
networks by flooding easily results in serious redundancy,
contention, and collision [6]. With transmission demand
increasing, the probability of broadcast storms may sharply
rise. To address this issue, some studies select several nodes
with excellent communication capabilities to disseminate
data, which solve the broadcast storm problem in dense
scenarios. However, there is still a lot of work to be done on
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Figure 1: An instance scenario of collision warning.

how to select appropriate nodes and improve the efficiency of
data propagation in vehicular networks.

In this paper, a data dissemination scheme based on fuzzy
logic and network coding in vehicular networks is proposed,
named SFN. A primary backbone and a slave backbone
are selected in each road segment to construct a backbone
network, through which all the packets are transmitted
between different road segments. The backbone nodes are
stable for a certain period of time and serve for different data
flows. Therefore, the SFN scheme avoids too frequent relay
node selection and decreases the probability of data resource
contention. Specifically, the backbone nodes are selected
according to the transmission abilities of all the vehicles
in this segment, which are calculated by fuzzy logic and
comprehensive consideration of the vehicle velocity change
rate, the velocity optimization degree, and the channel qual-
ity. Additionally, based on network coding, an efficient for-
warding and retransmission algorithm is designed for both
intersegment and intrasegment communications. It helps
in reducing and accelerating the retransmissions; therefore,
the resource consumption decreases and the dissemination
latency is shortened.

The main contributions of this proposal are in three
aspects.

(1) Construct a backbone network composed of two
backbone nodes in each road segment to support data trans-
missions between road segments. This backbone network
utilizes fuzzy logic to select backbones based on three factors:
the velocity change rate, the velocity optimization degree, and
the channel quality. This is done to improve the stability and
reliability of the backbone network.

(2) Network coding in data forwarding and retrans-
mission algorithm improves the backbone-to-member and
interbackbone transmissions. This improvement is because
backbone nodes encode and decode the data packets, leading
to a small transmission overhead and a quick data recovery.

(3) Conduct sufficient experiments to evaluate the per-
formances of this proposal and analyze some parameters. In
particular, real taxi trajectory data in Sanya, China, are used
to construct vehicular scenarios. The experimental results
show that SFN has a higher delivery ratio and a shorter
dissemination delay than compared schemes.

The remainder of the paper is organized as follows.
In Section 2, the related work on data dissemination in
vehicular networks is introduced. In Section 3, an overview
of SFN scheme is provided. The details of the backbone
network construction are discussed in Section 4. The coding
and forwarding algorithm is presented in Section 5. Then,
experimental results and analysis are shown in Section 6.
Finally, Section 7 provides the conclusion of this paper.

2. Related Work

Currently, a big challenge in vehicular networks is to achieve
stable and reliable data transmission in the scenarios with
frequent topology change and limited bandwidth. Some early
researches use flooding for data transmission, in which a
node rebroadcasts packets to its neighboring vehicles once it
receives them. When there is a traffic jam on the road, it is
easy to cause broadcast storms and information congestion,
and hence the dissemination delay sharply increases. Then,
some studies try to reduce the transmissions of redundant
packets. In order to improve the information propagation
reliability and address the broadcast storm problem, Kork-
maz et al. only allow the node farthest from the sender to
broadcast the packet [7]. In [8], the receiver calculates the
forwarding probability based on the distance between the
sender and the receiver and sets the forwarding waiting time
for retransmission checking according to the current time
slot.The next-hop node is selected considering a single factor,
which may cause velocity instability and decrease channel
quality. Shen et al. design a data scheduling framework,
which avoids the collisions and improves the dissemination
efficiency by providing the transmission opportunity to
nodes with maximum utilities [9].

Some studies analyze the impacts of relevant factors
on the dissemination performance in vehicular applica-
tions. Zhu et al. propose a data forwarding strategy based
on relative velocity and distance between vehicles, which
improves forwarding efficiency [10]. In [11], the vehicles
parked on the pavement or in parking lots are selected as
backbones, which extend the coverage of the network. A
scheme in [12] introduces a delay model and an improved
greedy broadcast algorithm as well as a coverage elimination
rule, taking into account road topology and traffic signals.
Specifically, vehicle density is considered in some routing
schemes. In [13], routing protocols are adapted for vehicular
applications in a real-time way, according to the current level
of vehicle density. For highway or urban scenarios, a protocol
supports multidirectional data dissemination by combining a
generalized time slot scheme based on directional sectors and
a store-carry-forward algorithm [14].

In recent years, as a classical mathematical method,
fuzzy logic has been utilized to improve data propagation
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in vehicular networks. In [15], a protocol incorporates fuzzy
logic with geographical routing when making forwarding
decisions. It takes the moving direction and the distance as
the inputs of fuzzy logic and improves the delivery ratio.
A seamless streaming dissemination system for vehicular
networks is designed in [16]. It uses fuzzy logic to check
if a roadside unit or a vehicular node can be a candidate
to transfer stream data for users or not. In [17], Wu et
al. propose a fuzzy-logic-based algorithm considering link
quality, intervehicle distance, and vehiclemobility and design
a redundancy transmission approach to enhance reliability.

Besides, since network coding can enhance data delivery
in wireless communications, some existing researches focus
on its benefits in data dissemination [18]. The paper [19]
uses network coding to rebroadcast the messages, which
improves the overall reliability and delivery ratio. In [20],
cache solutions utilize network coding to reduce bandwidth
cost and shorten latency. An abstract model of a general
network coding process is developed to support distribution
of content in vehicular networks. Furthermore, some studies
combine fuzzy logic with network coding in vehicular net-
works. In SBN scheme, the factors including vehicle velocity,
vehicle density, and channel quality are taken into account
in fuzzy logic, while it also uses network coding to improve
the transmission efficiency [21]. However, since this scheme
prefers to select the vehicles with slow velocities as backbone
nodes, its performance is greatly affected when most of the
vehicles have much higher velocities than the backbones.
FUZZBR scheme in [22] models the forwarding ability based
on distance, velocity, and communication quality and selects
two relays within a particular range by using fuzzy logic.
In [23], fuzzy logic is utilized to select next-hop nodes,
considering factors such as the distance between vehicles and
vehicle velocity and density.

In order to improve the data dissemination in vehicular
networks, how to select appropriate backbone nodes and how
to fully explore network coding both require further study.
Therefore, the scheme applied in this paper uses fuzzy logic
to comprehensively consider the state of traveling vehicles
and the channel quality of V2V communications. In addition,
two backbone nodes in each road segment are selected
to construct a reliable backbone network and use network
coding in data forwarding to shorten propagation delay and
reduce bandwidth consumption.

3. SFN Scheme Overview

In SFN, the focus is on data dissemination scenario, where
the data (such as collisionwarningmessages) have one source
(such as the vehicle which has collided) and several destina-
tions (such as the vehicles behind which might be affected).
This proposed scheme aims to deliver the data from its source
to all the destinations quickly with a small overhead. It is
noteworthy that, with the provision of backbonenetwork, this
scheme also applies in unicast transmission applications each
having one source and one destination, with some simple
adjustments.

To collect real-time information of traveling vehicles,
each vehicular node gets its location and velocity from
onboard equipment like GPS and speedometer. It is assumed
that all the vehicular nodes have the same communication
radius, denoted by 𝑅. For efficient multihop data transmis-
sions, a long road is divided into multiple segments, and the
length of each segment is𝑅/2, which ensures the connectivity
of the backbone network [20]. It should be noted that the road
width is negligible when compared with the transmission
radius.

In the scheme, there are two kinds of vehicular nodes:
backbone nodes and member nodes. In every segment, two
backbone nodes are selected, named primary backbone and
slave backbone, and other nodes are member nodes. The
backbone nodes transmit packets between different road
segments and propagate packets to member nodes in the
same segment, while member nodes only generate and
receive packets. In each segment, primary backbone has a
higher transmission ability than slave backbone, and it takes
more data transmission tasks. Having two backbone nodes
in each segment, as opposed to one backbone node, has
two main benefits. First, if one backbone loses data or gets
incorrect data, the other can transmit correct data to the next
segment immediately. In addition, the missing or incorrect
data can be recovered through exchanging packets between
backbones. In this way, the scheme reduces the transmission
overhead and shortens the dissemination delay.

When a data packet such as a collision warning message
is generated and is ready to be disseminated in a specific area,
the sender transmits it to the backbone nodes in the same
segment first. In the next step, it is transmitted through the
backbone network to all the target segments. In an example
scenario shown in Figure 2, a highway has four segments:
𝑆1, 𝑆2, 𝑆3, and 𝑆4. In 𝑆1, V2 is the primary backbone and V3
is the slave backbone. Similarly, V7, V10, and V11 are primary
backbones in their segments, while V8 and V12 are slave
backbones. The source V1 generates two data packets 𝑝 and
𝑞, which need to be broadcasted in all four segments. First,
V1 transmits the original data to the backbones V2 and V3 in
its segment. Then, V2 encodes them to 𝑝 + 𝑞 and 2𝑝 + 𝑞 and
forwards the encoded packets to the backbones V7 and V8 in
the next segment. If V7 loses 𝑝 + 𝑞 and V8 loses 2𝑝 + 𝑞, they
firstly send the received packets to the next backbone node V10
and then recover their lost packets through packet exchange
between themselves. Backbones V11 and V12 obtain the data
through backbone network in a similar way. Additionally, the
primary backbones V2, V7, V10, and V11 decode and broadcast
the data to the member nodes in their segments.

If there is only one vehicle in a segment, such as V10 in 𝑆3, it
is selected as a unique backbone, the primary backbone. Data
dissemination in sparse scenarios will be discussed later.This
paper uses linear network coding [24] in the examples and
experiments; however, this suggested scheme also supports
other network codes.

It is obvious that how to select backbone nodes greatly
affects the data dissemination performance. In SFN, back-
bone nodes are selected periodically according to the trans-
mission abilities of the vehicles. Specifically, each vehicle
calculates its transmission ability and shares it with others
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Figure 2: A scenario instance of SFN.

within the same segment. The two nodes with the highest
abilities work as backbone nodes, among which primary
backbone has a higher ability than slave backbone.

Here, the method to compute the transmission ability is
the key for backbone selection. Since the relation between
the driving status and the communication quality is not
clear, it is challenging to design a simple and accurate
model. Considering that fuzzy logic is an efficient method to
model complicated relations [25], it is used in this study to
compute the transmission ability. By doing so, three factors
are taken into account: the velocity change rate, the velocity
optimization degree, and the channel quality. With respect to
the cycle of backbone selection, from experiment results in
Section 6, the backbone network in SFN is more stable than
the compared schemes. Therefore, the backbone selection
cycle can be longer and hence it is less costly to maintain
backbone network.

In vehicular data services, a vehicle may receive several
messages that need to be forwarded to others from different
neighbors. In traditional schemes, a sender sends out the
original messages in different directions, regardless of the
existing packets at receivers. Additionally, once several pack-
ets are lost, the sender resends these packets, not considering
the different lost packets at different receivers. In this way,
the network has a large retransmission overhead especially
in case of lots of data. However, network coding works well
in these cases, which reduces the transmission consumption.
In SFN, backbone nodes encode the original packets to coded
packets and hence improve the communication performance.
This is explained in detail in Section 5.

In dense vehicular networks, the backbone network helps
in transmitting data effectively and reducing the probability
of broadcast storm. However, in sparse vehicular scenarios,
it is difficult to select two backbones in every segment, and
hence the data dissemination may be interrupted. In order
to support data propagation in sparse areas, in SFN, if there
is a unique vehicular node in a segment, it is regarded as
the primary backbone to maintain connectivity. If there is
no vehicle in a segment 𝑆𝑖, a sender in the previous segment
𝑆𝑖−1 tries to find another forwarder in the next segment 𝑆𝑖+1.
Since the length of each segment is 𝑅/2, two nodes in 𝑆𝑖−1

and 𝑆𝑖+1 might be in the transmission range of each other.
Furthermore, if several nodes in 𝑆𝑖+1 could communicatewith
the sender in 𝑆𝑖−1, two nodes are selected that are moving
in the same direction with the sender and having the largest
transmission abilities as the next backbones. Although the
delivery probability may be reduced due to a long distance
between nodes in 𝑆𝑖−1 and 𝑆𝑖+1, the connectivity of the
backbone network is enhanced. In case the vehicle density is
so low that the sender cannot communicate with any vehicles
in the next two segments, it carries packets and continues
traveling until a next-hop vehicle appears.

4. Backbone Network Construction

In this section, the selection of backbone nodes and construc-
tion of a backbone network are discussed.The backbone node
selection is decided by the transmission abilities of the vehic-
ular nodes. These abilities are computed according to three
transmission factors: the velocity change rate, the velocity
optimization degree, and the channel quality. These factors
are not independent; for example, a large velocity change rate
leads to a low channel quality. Considering the complicated
relations among these factors and the transmission ability,
fuzzy logic is utilized to model the transmission ability. In
detail, there are four steps as listed below.

(1) Calculation of the Transmission Factors. Each vehicle gets
its driving and communication information from its sensors
and hello messages and then calculates its velocity change
rate, velocity optimization degree, and channel quality.

(2) Fuzzification. For each factor, a membership function is
used to convert an original value to several fuzzy values.

(3) Calculation of the Transmission Ability Rank. All the
combinations of nonzero fuzzy values of the three factors are
obtained. For each combination, it is mapped to transmission
ability ranks according to preset rules.

(4) Defuzzification. A function graph and a defuzzification
method are designed to convert the transmission ability ranks
and values to an overall transmission ability value.
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4.1. Transmission Factors. In vehicular networks, the vehicle
velocity and the channel quality greatly affect the transmis-
sion performance. Here, three variables are introduced to
represent relevant factors.

(1) Velocity Change Rate. The relative velocity is an important
factor in vehicular networks [26]. High velocity jitter usu-
ally leads to intermittent communication and transmission
failures accordingly. Consequently, the vehicle with a high
velocity jitter is not suitable to be selected as a backbone node.
In order to indicate the velocity jitter of a vehicle, the velocity
change rate is introduced, denoted by V𝑐 and calculated by

V𝑐 =

V ⋅ V𝑙
V𝑠2 − 1


. (1)

Here, V is the current velocity of the vehicle, V𝑠 is the average
velocity within a recent short duration of 𝑡𝑠, and V𝑙 is the
average velocity in a recent long period of time 𝑡𝑙 (𝑡𝑙 > 𝑡𝑠).

Since V𝑠 and V𝑙 imply the recent mobility features of the
vehicle and V shows the current state, V𝑐 indicates the recent
velocity change rate. Because of the frequent velocity changes,
here two average velocities are used rather than velocities at
two specific times in the past. In (1), a big difference between
V𝑠 and V𝑙 or between V and V𝑠, meaning a high velocity jitter,
results in a large V𝑐. It is apparent that the larger the value
of V𝑐 is, the less chance the vehicle has to be selected as
backbone. Therefore, in order to easily use fuzzy logic, only
those vehicles with V𝑐 in [0, 1] are considered as backbone
candidates.This study’s experiments show that SFN performs
well when 𝑡𝑙 = 10 × 𝑡hello and 𝑡𝑠 = 4 × 𝑡hello, where 𝑡hello is the
hello message cycle.

(2) Velocity Optimization Degree. The velocity change rate
factor is not enough for backbone selection. This is because
a vehicle with a stable velocity may not be a good backbone
if its speed is very different from other vehicles in the same
segment.The velocity optimization degree shows the relation
between a vehicle’s average velocity and the optimal velocity
of vehicles in the same segment, denoted by V𝑑 and calculated
by

V𝑑 =

1 −


V𝑙
𝑉 − 1



, V𝑙 ≤ 2𝑉. (2)

Here, 𝑉 is the optimal velocity of vehicles in this segment at
this time.

Only the vehicles whose velocity V𝑙 is less than or equal
to 2𝑉 are considered to be backbone candidates. In this way,
the value domain of V𝑑 is [0, 1], which can be easily analyzed
in fuzzy logic, and a vehicle with a similar velocity to 𝑉
has a high V𝑑. In other words, a high V𝑑 means the vehicle
should have a high probability to be backbone.This is because
it keeps the same pace with other vehicles and has a long
encountering time to transmit data. Meanwhile, the above
equation can be represented by

V𝑑 =
{{{
{{{
{

V𝑙
𝑉 , V𝑙 ≤ 𝑉;

2 − V𝑙
𝑉 , 𝑉 < V𝑙 ≤ 2𝑉.

(3)

There are many factors affecting the vehicle velocity, and
[27] proposes an optimal velocity model by investigating the
properties of congestion and the delay time of carmotion.The
optimal velocity 𝑉 is determined by the vehicle density, the
number of lanes, the traffic accidents, and some other factors.
Although it is a complicated issue to select an appropriate
value for 𝑉, the comprehensive analysis of present and
predicted traffic informationmay give some clues. For further
information, please refer to [28, 29]. In this study’s simulation,
the same optimal velocity is set for all segments except the two
with smaller values, due to assumed traffic collisions.

(3) Channel Quality. The channel quality reflects the relia-
bility of intervehicle channel, denoted by 𝑙𝑟. It is related to
many factors, including the network technology, the local
environment, the signals traveling through channel, and the
fundamental physics behind wireless transmission. A greater
channel quality provides a higher delivery probability. It is
difficult to estimate channel conditions in vehicular networks
accurately due to the frequent changes of network topology
and the complex environmental factors, such as weather
and nearby buildings [30]. Thus, the delivery ratio of hello
messages, which are periodically exchanged among all the
vehicles in the same segment, is used in experiments to
represent channel quality.

4.2. Fuzzification. A membership function presents whether
a value of an element falls within a specific range and indicates
the membership degree in a fuzzy set [31]. The fuzzy set is
obtained by assigning a value to each level to represent its
grade of membership function. In SFN, fuzzy logic uses a
membership function to convert the value of every factor
to a fuzzy set. Suitable membership functions are acquired
for transmission factors through data analysis and simulation
experiments, shown in Figure 3. For instance, if the usual
velocity range is [60, 100] km/h, an extreme value of the
velocity optimization degree is got when V𝑙 = 100 and
𝑉 = 60 as V𝑑 ≈ 0.3. Therefore, in the membership
function of V𝑑, (0, 0.3) is “bad” with probability of 1. Some
additional experiments with different membership functions
are illustrated in Section 6.3.

As Figure 3 shows, the velocity change rate has
three levels {Low, Medium, High}, while the velocity
optimization degree and the channel quality both have
three levels {Bad, Medium, Good}. In Figure 3(a),
when the velocity change rate V𝑐 is 0.1, its fuzzy set
via mapping is {Low: 0.5, Medium: 0.5, High: 0}.
Similarly, when the velocity optimization degree V𝑑
is 0.74 and the channel quality 𝑙𝑟 is 1, their fuzzy
sets are {Bad: 0, Medium: 0.75, Good: 0.25} and
{Bad: 0, Medium: 0, Good: 1}, respectively.

Based on the three fuzzy sets, several combinations are
obtained, each ofwhich consists of three nonzero fuzzy values
relevant with three factors. In the above example shown in
Figure 3, four combinations are listed in Table 1.

4.3. Transmission Ability Rank. First, the influences of trans-
mission factors on the transmission ability in theory as well
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Figure 3: Membership functions of transmission factors.

Table 1: Fuzzy value combinations.

Combination V𝑐 V𝑑 𝑙𝑟
𝑐1 Low: 0.5 Medium: 0.75 Good: 1
𝑐2 Low: 0.5 Good: 0.25 Good: 1
𝑐3 Medium: 0.5 Medium: 0.75 Good: 1
𝑐4 Medium: 0.5 Good: 0.25 Good: 1

as the feedback from experiments are analyzed. In the next
step, 27 rules are set to determine the transmission ability

rank, denoted by 𝑡𝑎𝑟, as listed in Table 2. According to the
rules, map the fuzzy sets of three transmission factors into
a transmission ability rank. Overall, there are six ranks of
the transmission ability as {Perfect, Good, Acceptable, Not
Acceptable, Bad, Very Bad}.

Each fuzzy value combination is mapped to a transmis-
sion ability rank according to the rules. Meanwhile, the rank
value is the minimum fuzzy value in the combination. When
multiple combinations are mapped to the same rank with
different rank values, the maximum rank value is selected.
To sum up, max-min method [32] is used to calculate
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Table 2: The rules of transmission ability ranks.

Rule V𝑐 V𝑑 𝑙𝑟 𝑡𝑎𝑟
Rule 1 Low Good Good Perfect
Rule 2 Low Good Medium Good
Rule 3 Low Good Bad Not Acceptable
Rule 4 Low Medium Good Good
Rule 5 Low Medium Medium Acceptable
Rule 6 Low Medium Bad Bad
Rule 7 Low Bad Good Not Acceptable
Rule 8 Low Bad Medium Bad
Rule 9 Low Bad Bad Very Bad
Rule 10 Medium Good Good Good
Rule 11 Medium Good Medium Acceptable
Rule 12 Medium Good Bad Bad
Rule 13 Medium Medium Good Acceptable
Rule 14 Medium Medium Medium Not Acceptable
Rule 15 Medium Medium Bad Bad
Rule 16 Medium Bad Good Bad
Rule 17 Medium Bad Medium Bad
Rule 18 Medium Bad Bad Very Bad
Rule 19 High Good Good Not Acceptable
Rule 20 High Good Medium Bad
Rule 21 High Good Bad Very Bad
Rule 22 High Medium Good Bad
Rule 23 High Medium Medium Bad
Rule 24 High Medium Bad Very Bad
Rule 25 High Bad Good Bad
Rule 26 High Bad Medium Very Bad
Rule 27 High Bad Bad Very Bad

Table 3: Combination mapping results.

Combination Rule 𝑡𝑎𝑟 Rank value
𝑐1 Rule 4 Good 0.5 [= min (0.5, 0.75, 1)]
𝑐2 Rule 1 Perfect 0.25 [= min (0.5, 0.25, 1)]
𝑐3 Rule 13 Acceptable 0.5 [= min (0.5, 0.75, 1)]
𝑐4 Rule 10 Good 0.25 [= min (0.5, 0.25, 1)]

Table 4: Final transmission ability ranks.

𝑡𝑎𝑟 Value
Perfect 0.25
Good 0.5 [= max(0.5, 0.25)]
Acceptable 0.5

the transmission ability rank. For the above example, the
combination mapping results are shown in Table 3, and the
final transmission ability ranks are listed in Table 4.

4.4. Defuzzification. Next, several transmission ability ranks
are converted into a digital number, which is the transmission
ability value, denoted by 𝑡𝑎V, according to a function graph.
The function graph of SFN scheme is shown in Figure 4. 𝑡𝑎V is
the coordinate of the center of gravity of a shadow 𝑠𝑝, which
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Figure 4: Function graph of transmission ability rank.

is determined by the ranks and their values. 𝑡𝑎V is calculated
by

𝑡𝑎V =
∫
𝑥∈𝑠𝑝

𝜇 (𝑥) 𝑥 𝑑𝑥
∫
𝑥∈𝑠𝑝

𝜇 (𝑥) 𝑑𝑥
. (4)

Still in the above example, the shadow in Figure 4 is
in line with the transmission ability ranks listed in Table 4.
Accordingly, the transmission ability value 𝑡𝑎V = 0.71 is
calculated.

Each node broadcasts its own transmission ability value
to others in its road segment. The higher the transmission
ability value is, the better the node works as a backbone.
Therefore, every node sorts the received values in ascend-
ing order and selects the nodes with maximum values as
backbones. For instance, in Figure 2, there are six vehicles
in the segment 𝑆4, which are V11, V12, V13, V14, V15, and V16,
and their transmission ability values are 0.91, 0.88, 0.75, 0.85,
0.66, and 0.76, respectively. Each vehicle receives and sorts
the transmission ability values and selects V11 as primary
backbone and V12 as slave backbone.

5. Data Coding and Forwarding Algorithm

In data transmission process, SFN uses network coding to
reduce bandwidth consumption and support fast recovery
when packet loss occurs.There are twomain cases as follows.

(1) In wireless communications, when there are several
packets to be forwarded in different directions, the relay
node can send a small number of coded packets to complete
the delivery. As shown in Figure 5, V1 and V3, respectively,
send packets 𝑞 and 𝑝 to each other through a relay node V2.
Without network coding, V2 needs to send 𝑞 to V3 and 𝑝 to V1,
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and thus the total number of transmissions is 4. By contrast,
with network coding, V2 only needs to broadcast 𝑝 + 𝑞 to V1
and V3. Hence, the total number of transmissions is 3. This
example shows that network coding reduces the transmission
overhead which results in improvement of the bandwidth
utilization.

(2)Network coding also works for efficient data recovery.
In Figure 5, a primary backbone V3 wants to broadcast two
original packets 𝑝 and 𝑞 to its member nodes. First, V3
encodes 𝑝 and 𝑞 to coded packets 2𝑝 + 𝑞 and 2𝑝 + 3𝑞, which
are linearly independent. If V6 only receives 2𝑝 + 3𝑞 and V7
only receives 2𝑝 + 𝑞 correctly, V3 needs to resend data to
V6 and V7. Using networking coding, V3 does not need to
resend 2𝑝 + 𝑞 and 2𝑝 + 3𝑞 again. Instead, it creates and
sends a new coded packet 2𝑝 + 5𝑞 with a new coefficient
matrix. Then, V6 and V7 individually decode two coded
packets and get original packets. This example demonstrates
the improvement in retransmission efficiency and saving
network resources through network coding.

In SFN, every primary backbone uses network coding
to transmit data packets to backbones in the next segment
and member nodes in the same segment, while each slave
backbone only transmits coded packets to backbone nodes.
After receiving data packets, the primary backbone decodes
them to recover the original data. Then, it encodes these
packets with its own coefficient matrix and finally broadcasts
them to member nodes in the same segment and backbones
in the next segment. If some packets are lost, the receiver
sends a request message to the backbones in the same
segment or in the upstream segment. In the next stage, when
another node receives this request, it encodes its packets and
transmits them to the request sender. An example of data
coding and forwarding of backbone 𝐵𝑃𝑖 in a segment 𝑆𝑖, when
it receives a packet 𝑝, is illustrated in Algorithm 1.

In the algorithm, 𝑝 is the packet 𝐵𝑃𝑖 just received, and
OP𝑃𝑖 and CP𝑃𝑖 are the original packets and the coded packets
carried by 𝐵𝑃𝑖 , respectively. NOP is the new original packets
𝐵𝑃𝑖 gets by decoding 𝑝 and other existing packets; DP is the
new coded packets 𝐵𝑃𝑖 creates; 𝐵𝑖 is the backbones in the
segment 𝑆𝑖, consisting of primary backbone 𝐵𝑃𝑖 and slave
backbone 𝐵𝑆𝑖 ; and 𝑀𝑖 is the member nodes in the same
segment.

Also, SOP(𝑥) is the original packets used to generate a
coded packet 𝑥; YP(𝑥) is the existing packets at 𝐵𝑃𝑖 , which
are generated by all or part of original packets in 𝑥; and

DIR(𝑥) is the forwarding direction of packet 𝑥. There are two
forwarding directions along the road; DIR(𝑥) = 1 means
data transfer from 𝑆𝑖 to 𝑆𝑖+1 and DIR(𝑥) = −1 means data
transfer from 𝑆𝑖 to 𝑆𝑖−1. In addition, REQ(𝑥) is a request for
data packet 𝑥.

According to the data coding and forwarding algorithm,
when 𝐵𝑃𝑖 receives a data packet 𝑝 correctly, it tries to get
original packetsNOP.Then,𝐵𝑃𝑖 generates and forwards coded
packets of NOP to the next-hop backbones and delivers them
to the member nodes. If the data packet is not received
correctly, 𝐵𝑃𝑖 sends a request of this data to its slave backbone
𝐵𝑆𝑖 for data sharing.When 𝐵𝑃𝑖 receives a request of some data,
if it has that data, it encodes and replies to the request sender;
otherwise, it forwards the request to the last-hop backbones.

In SFN, fuzzy logic is used to select two backbone nodes
in each road segment, construct a backbone network, and
use network coding to propagate data packets to target road
segments. The backbone nodes with suitable velocity and
good channel quality help to improve the transmission effi-
ciency, while the network coding in intrasegment broadcast
and intersegment forwarding may enhance the utilization of
limited communication resources.

6. Performance Evaluation

6.1. Network Configurations. In order to evaluate the perfor-
mance of SFN scheme, the opportunistic network environ-
ment simulator (ONE [33]) is used to conduct simulation
experiments.The scenario configurations are listed in Table 5.
Regarding themobilitymodel, a vehicle-followingmodel [34]
is utilized, which results in different vehicle velocities and
different densities in the road segments. For V𝑑 calculation,
to simulate different optimal velocities in different segments,
a small optimal velocity of 60 km/h for two segments is set,
300–450m and 1350–1500m, while other segments have a
higher optimal velocity of 90 km/h. Moreover, the influences
of different backbone selection cycles, velocity ranges, and
membership functions of transmission factors are discussed
in Section 6.3.

SBN [21] and FUZZBR [22] are chosen as compared data
dissemination schemes in vehicular networks. Compared
with SBN, the proposed scheme SFN has several advantages.
Although both of them utilize backbone nodes to forward
data, SFN improves the backbone selection and the backbone
network construction. Firstly, SBN prefers a vehicle with
slow speed to be backbone in a road segment, no matter
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Input: 𝑝, OP𝑃𝑖 , CP𝑃𝑖 ;
Output: NOP, DP;
(1) if 𝑝 is a correct data packet then
(2) 𝑢𝑜𝑝 = SOP(𝑝) −OP𝑃𝑖 ;
(3) if ∃𝑠𝑐 ⊆ YP(𝑢𝑜𝑝) satisfying decoding conditions then
(4) obtain original packets SOP(𝑠𝑐) by decoding 𝑠𝑐;
(5) NOP = SOP(𝑠𝑐) −OP𝑃𝑖 ;
(6) while ∃{𝑟, 𝑠} ⊆ NOP having DIR(𝑟) ̸= DIR(𝑠) do
(7) create a coded packet DP({𝑟, 𝑠});
(8) send DP({𝑟, 𝑠}) to 𝐵𝑖+1 and 𝐵𝑖−1;
(9) send two coded packets using {𝑟, 𝑠} to𝑀𝑖;
(10) NOP = NOP − {𝑟, 𝑠};
(11) end
(12) create coded packets DP(NOP);
(13) if DIR(NOP) = 1 then
(14) send DP(NOP) to 𝐵𝑖+1 and𝑀𝑖;
(15) else
(16) send DP(NOP) to 𝐵𝑖−1 and𝑀𝑖;
(17) end
(18) end
(19) end
(20) if 𝑝 is an incorrect data packet then
(21) send REQ(𝑝) to 𝐵𝑆𝑖 ;
(22)end
(23) if 𝑝 is REQ(𝑞) from node 𝑧 then
(24) if 𝑞 is carried by 𝐵𝑃𝑖 then
(25) if ∃ other original packet 𝑡 to be sent to 𝑧 then
(26) create one or several coded packets DP({𝑞, 𝑡});
(27) send DP({𝑞, 𝑡}) to 𝑧;
(28) else
(29) send 𝑞 to 𝑧;
(30) end
(31) else
(32) if DIR(𝑞) = 1 then
(33) send REQ(𝑞) to 𝐵𝑖−1;
(34) else
(35) send REQ(𝑞) to 𝐵𝑖+1;
(36) end
(37) end
(38)end

Algorithm 1: Data coding and forwarding algorithm for primary backbone 𝐵𝑃𝑖 .

Table 5: Simulation environment configurations.

Parameter Value
Road 2000m with 4 lanes
Number of vehicular nodes 20, 40, 60, 80, 100
Data packet size 512 bytes
Vehicle velocity Random in [60, 100] km/h
Communication radius 300m
Backbone selection cycle 4 s
Simulation time 150 s
Hello packet exchange cycle 1 s

how fast other vehicles drive; SFN chooses a vehicle with a
speed close to the optimal speed in each segment. Therefore,

the backbones in SFN are probably in a similar pace to
others, which results in more intervehicle communication
chances. Secondly, considering that the frequent change of
velocities affects the quality of wireless transmission, SFN
chooses vehicles with relatively stable speeds as backbones,
which enhance the efficiency of data delivery. Thirdly, SFN
uses fuzzy logic to calculate the transmission abilities of
vehicles, as well as a large quantity of experiments to figure
out the appropriate membership functions. Fourthly, for
sparse vehicular scenarios, SFN maintains the connectivity
of backbone network by picking up backbones from a farther
segment rather than the next one. Last but not least, while
SBN has only one backbone in each segment, there are two
backbones, primary backbone and slave backbone, in each
segment in SFN, which not only improve the reliability of
backbone network but also accelerate data delivery as a result
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of network coding. Overall, SFN is an innovative schemewith
several advantages over SBN.

Comparing SFN and FUZZBR, both of them utilize fuzzy
logic to select nodes for forwarding. However, the factors
and their membership functions in fuzzy logic are different,
and the tasks of those selected nodes also differ. On the
one hand, as it was discussed above, SFN uses the speed
factor in depth, which helps to select appropriate backbone
nodes. On the other hand, FUZZBR selects the relays for
each data delivery requirement, while SFN constructs a
backbone network for all the data services during a period
of time, which reduces the overhead of forwarder selection
and improves the efficiency of data dissemination.

The experiments evaluate four criteria: the delivery ratio,
the number of transmissions, the dissemination delay, and
the backbone stability. The delivery ratio is the ratio of
the number of delivered packets to the total number of
transmissions during the data dissemination from the source
to the destination segments. The higher the delivery ratio
is, the better the performance the scheme has. Besides, the
number of transmissions counts the successful and failed
transmissions as well as the retransmissions, which indicates
the communication overhead of the scheme. Additionally,
the dissemination delay is the delay from the time the data
generated to the time data dissemination finishes. A scheme
with a short delay works well in delay-sensitive applications.
The backbone stability is the ratio of the number of nodes
working as backbones during a specific period of time to the
total number of backbones. Higher backbone stability implies
a less frequent backbone reselection and hence a smaller
update cost of backbone network.

6.2. Simulation Results. This study’s SFN scheme is compared
with SBN and FUZZBR, and the results are shown in Figure 6.

(1) Delivery Ratio. In Figure 6(a), the data delivery ratios of
three schemes rise when the vehicle density increases, and
SFN keeps a high and relatively stable ratio compared with
SBN and FUZZBR. In a sparse network with 20 vehicles, SFN
has a higher ratio than SBN and FUZZBR by about 25%,
due to the data forwarding between two segments 𝑆𝑖 and 𝑆𝑖+2
when no vehicles exist in 𝑆𝑖+1. In the scenario with a high
density (100 vehicles), the delivery ratio of SFN is also higher
than others by approximately 10%, because of its stable and
efficient backbone network.

(2) Number of Transmissions. As Figure 6(b) shows, when
the node density is low, SFN and FUZZBR transmit less data
than SBN, and vice versa. As discussed above, SFN works
well when there are few nodes, while in other schemes the
sender searches for the next-hop relay all the time, resulting
in a large transmission overhead. In Figure 6(b), SBN has
the smallest transmission overhead among the compared
schemes, when there are more than 40 vehicles. The main
reasons lie in two aspects. First, because of the relatively
even vehicle distributions in all segments, the intervehicle
communication is relatively reliable. A small number of
retransmissions make the advantages of two backbones and
network coding in SFN not apparent. Second, in dense

scenarios, the backbone network in SBN, consisting of one
backbone in each segment, is well connected. Since it avoids
the exchange among backbones in the same segment, the
number of transmissions is smaller than SFN. However, if the
number of vehicles is a bit less, the transmission overhead
of SBN rises sharply. However, SFN keeps a relatively small
communication cost, despite data sharing between the pri-
mary and slave backbones, which may be acceptable in most
vehicular applications.

(3) Dissemination Delay. According to Figure 6(c), in sparse
networks, the propagation latencies of all the schemes are
longer than those in dense networks, due to the fewer
encounter chances between vehicles. SBN has the longest
delay, because the unique backbone in every segment has
to wait for retransmissions in case of packet loss, before
forwarding to the next segment. In general, SFN has a short
delay, similar to FUZZBR.

(4) Backbone Stability. SFN and SBN use backbone nodes
to forward the data packets, which help to avoid broadcast
storms. Therefore, the maintenance of backbone network
affects the performances of these schemes. The results of
backbone stability in SFN and SBN are illustrated in Fig-
ure 6(d). This figure shows the proportions of nodes selected
as backbones in consecutive 1–5 rounds (a round is 1 s) in all
the backbones. It is obvious that, in SBN scheme, half of the
backbone nodes only work for one round, which indicates
that amajority of the backbone nodes are changed frequently.
In comparison, the backbones in SFN are more stable than
SBN. In detail, over 70% of backbones work for 2 to 4 rounds.
Therefore, the cost of backbone update in SFN is small.

To sum up, in vehicular scenarios with different vehicle
densities, SFN keeps a higher delivery ratio and a shorter
propagation delay than SBN and FUZZBR and maintains an
acceptable transmission overhead and a good stability of the
backbone network.

6.3. Parameter Analysis. Considering that the backbone
selection cycle and the velocity distribution affect the per-
formances of data dissemination schemes, in this section,
two main criteria are analyzed: the delivery ratio and the
dissemination delay. Additionally, in order to select appropri-
ate membership functions of transmission factors (as shown
in Figure 3), a large number of experiments are conducted.
Due to space limit, here only the coordinates of the peaks in
medium levels of the membership functions are presented. It
should be mentioned that, in these experiments, the number
of vehicles is always 80.

In the first group of experiments, the backbone selection
cycle ranges from 1 s to 6 s, and the results are illustrated
in Figure 7. As shown in Figure 7(a), when the backbone
selection cycle is shorter than 4 s, the delivery ratio of SFN
keeps stable at around 87%. However, longer cycles such as
5 s and 6 s lead to lower delivery ratios by nearly 4% and
8%, because the network topology changes a lot during a
long time and the backbones are not always suitable. In SBN,
when the backbone selection cycle increases, the delivery
ratio decreases gradually. In Figure 7(b), the dissemination
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Figure 6: Experimental results.

delay of SFN drops slightly when the cycle changes from
1 s to 4 s and then rises with increasing cycle. The reason is
that too frequent backbone selection leads to a large control
cost, and too long cycle has detrimental impacts on the
performance of backbone network as a result of unsuitable
backbones. Overall, in order to achieve a high delivery ratio
and a short dissemination delay, 4 s is a good choice for
backbone selection cycle in SFN.

In the second series of experiments, the maximum
velocity difference ranges from 0 to 40 km/h with 80 km/h
as the standard velocity. In other words, the speed ranges are
[80, 80], [75, 85], [70, 90], [65, 95], and [60, 100], respectively.
The results are shown in Figure 8. Obviously, with a large
speed range, the delivery ratio reduces and the dissemination

delay grows, because the variety of mobility aggravates the
unreliable wireless channels. It is noteworthy that when the
speed range changes, SFN keeps a higher delivery ratio than
SBN and FUZZBR, while keeping a short delay.

In the third group of experiments, the performances of
SFNwith different membership functions of the three factors
V𝑐, V𝑑, and 𝑙𝑟 are listed in Table 6. In Figure 3, the values of
V𝑐, V𝑑, and 𝑙𝑟 at the peak points in medium levels are 0.2,
0.65, and 0.5, respectively. Here, the results with other values
are illustrated. Table 6 shows that, in general, the delivery
ratio, the transmission overhead, and the dissemination delay
are best when using this paper’s selected values. Actually, a
series of experiments with typical values provide guidance to
determine the assignment of complicated variables.
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Figure 8: Results with different maximum velocity differences.

Table 6: Results of SFN with different membership functions of transmission factors.

Parameters in {V𝑐, V𝑑, 𝑙𝑟} Delivery ratio (%) Number of transmissions Dissemination delay (s)

{𝑥, 0.65, 0.5} 𝑥 0.2 0.3 0.4 0.2 0.3 0.4 0.2 0.3 0.4
Results 86.53 83.31 73.26 59.20 72.40 65.40 9.86 10.36 11.53

{0.2, 𝑦, 0.5} 𝑦 0.6 0.65 0.7 0.6 0.65 0.7 0.6 0.65 0.7
Results 80.25 87.50 79.67 64.00 58.20 59.00 11.37 9.86 13.51

{0.2, 0.65, 𝑧} 𝑧 0.4 0.5 0.6 0.4 0.5 0.6 0.4 0.5 0.6
Results 83.60 86.26 78.55 68.20 61.00 66.40 12.1 10.8 9.97
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In one word, an appropriate backbone update frequency
and suitable membership functions affect the overall perfor-
mance of SFN, which can be selected through sample analysis
in preliminary experiments. Moreover, SFN performs better
than compared schemes in the scenarios with different speed
ranges.

6.4. Performance Evaluation Using Real Taxi Trajectories.
Besides the simulated vehicular scenarios, a set of experi-
ments are carried out based on real taxi trajectories. The
open-access dataset is provided by the Ministry of Transport
of China [35]. It includes the real-time trajectories of 4600
taxies in Sanya, Hainan Province, from 9 a.m. to 10 a.m. on
November 15, 2016. The GPS data collection cycle is 10 s.

In the experiments, to improve the data reliability, five
roads are selected to create data dissemination scenarios,
denoted by 𝐴, 𝐵, 𝐶,𝐷, and 𝐸. They are displayed in Figure 9,
and the time period is from 9 a.m. to 9:10 a.m. In these
scenarios, there are 15, 14, 20, 255, and 15 vehicles traveling on
the selected roads 𝐴∼𝐸, respectively. For some missing data,
estimated locations according to the existing prior and next
entries as well as the velocities are inserted.

The main difference between the simulation scenarios
and the real trajectory scenarios is that the vehicle distri-
butions in simulations are relatively even in all segments,
while the vehicles are unevenly distributed in real scenarios.
Therefore, the performances of the three schemes in real
scenarios vary from the simulation results.

The results are shown in Figure 10. Compared with the
results in simulated scenarios, generally, SFN can be seen to
still perform best, and SBN has a better performance than
FUZZBR.This is because the nonuniform traffic distribution
and the different mobility patterns of vehicles greatly degrade
the performance of FUZZBR.

From Figure 10(b), compared with the simulation results
in Figure 6(b), SBN does not show the smallest transmission
overhead in most of the cases in real trajectory experiments.
The reason is that a large variety of mobility patterns of

vehicles leads to unstable communications and hence weak-
ens the performance of SBN. Meanwhile, because of the
reliable backbone network and the network coding, SFN
shows obvious advantages over others.

In conclusion, SFN with a reliable backbone network
composed of two backbones in each segment and network-
coding-based data forwarding has a high delivery ratio and
a short dissemination delay, in both simulated vehicular
networks and real vehicular scenarios based on taxi trajectory
data.

7. Conclusion

In order to improve data dissemination in vehicular net-
works, the proposed SFN scheme utilizes fuzzy logic to
construct backbone network and network coding for effi-
cient data forwarding. In each road segment, a primary
backbone and a slave backbone are selected according to
the transmission abilities of vehicles, which are calculated
by fuzzy logic and take into account three transmission
factors: the velocity change rate, the velocity optimization
degree, and the channel quality. Then, these backbones
construct a backbone network to support intersegment data
dissemination. Moreover, when transmitting several packets
in different directions or retransmitting more than one
packet, SFN uses network coding to reduce the transmission
overhead and hence saves wireless bandwidth and achieves
quick recovery. In particular, for sparse scenarios, a specific
solution is put forward to accelerate data propagation. The
experimental results show that SFNhas a higher delivery ratio
and a shorter dissemination delay than other schemes, while
keeping backbone stability.

However, the quality enhancement of wireless commu-
nications in light of MAC and physical layers could further
improve the performance of data dissemination schemes
[36]. Furthermore, to model the transmission ability of
vehicles thoroughly in theory will be a challenging but
significant attempt in the future.
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Figure 10: Results using real taxi trajectories.
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Muchhas been said about the benefits that the Internet ofThings (IoT)will bring to citizens’ life. Countless smart objectswill be soon
offering autonomous behavior in smart environments by sensing the physical world around us, collecting information about us,
and taking proactive actions (many times without our consent) with the ultimate goal of improving our wellness. Without a strong
guarantee on user privacy, the IoT may sound scary for many citizens. Indeed, the IoT-Architecture Reference Model (IoT-ARM)
is a European effort for promoting IoT quality aspects such as security and privacy. This paper paves the way to the adoption of
reference architectures by describing the application of the IoT-ARMwithin a European-funded project, SMARTIE.The SMARTIE
architecture has been designed to empower citizens to take control of their IoT devices and privacy, while guaranteeing scalability
for large deployments in smart cities.

1. Introduction

Millions of smart objects will be around us soon in what we
call smart homes, smart buildings, and smart cities [1]. For
citizens, smart environmentswill bring ubiquitous innovative
services that will make their everyday life easier and improve
their wellness and even their health. However, the ubiquitous
and autonomous nature of Internet of Things (IoT) devices
has made the debate on user privacy hotter than ever. These
devices many times do not expose user interfaces for privacy
configuration and collect and share user data without users
being aware of this. The benefits of the IoT will not be
maximized if citizens perceive their privacy in peril andhence
neglect to take part of IoT services. Nevertheless, the risk of
losing citizens’ trust on the IoT is not seen by IoT verticals
that focus on accomplishing their application-specific goals,
leaving important quality aspects such as security undefined
or poorly applied. Video cameras that are left open to online
viewing, Internet-connected automobiles that are hacked on
highways, and automatic unlock mechanisms for homes that
grant unauthorized access [2] are just some examples. Having
witnessed the harmful consequences of cyberattacks in the
Internet, one can easily imagine the serious threats of smart
cities with millions of connected IoT nodes; some of them

controlling critical infrastructures for transport, security, and
health. To meet the expectations on the IoT, it is imperative
to address its challenges and maximize its benefits while
reducing its risks. Common consensus on security and other
quality aspects is needed in heterogenous and interconnected
smart cities. In this regard, in order to promote quality aspects
of IoT platforms, the European Union (EU) has invested
efforts on several FP7-programme-funded projects in the last
few years [3]. Notably, the IoT-Architecture (IoT-A) project
started in 2010 to develop aReferenceArchitecture and finally
released the IoT-Architectural Reference Model (IoT-ARM)
[4] in 2012. The ultimate goal of IoT reference architectures
is to consolidate an IoT ecosystem for engineers to work
under the frame of well-stated quality-of-service aspects.
Likewise, stakeholders can rely on reference architectures as
a framework that guarantees the quality of compliant IoT
platforms and enables their comparison.

This paper introduces the IoT-ARM to readers through
a real use case, the generation of the platform developed
by the SMARTIE EU-funded project. Given the large and
interconnected documentation on the IoT-ARM, this paper
is intended to help readers to understand the benefits of
this Reference Architecture and how they can generate their
IoT platforms based on its specifications. SMARTIE is an

Hindawi
Wireless Communications and Mobile Computing
Volume 2017, Article ID 3859836, 13 pages
https://doi.org/10.1155/2017/3859836

https://doi.org/10.1155/2017/3859836


2 Wireless Communications and Mobile Computing

Derive other views
Create PE 

view

Create IoT context view
Business 

goals

Use cases
PE 

model

Analyze 
context

Analyze 
domain

Derive design choices
UNIs

Perspectives

Threat
analysis

Analyse 
threats

Define 
requirements

Make 
design 
choices

IoT functional 
view

Design 
choices

Derive 
functional 

view

Derive 
information 

view

Functional 
view

Information 
view

IoT domain 
model

IoT architecture
Context 

view
Domain 

model

IoT information model

De�nition of the IoT 
information model

De�nition of requirements and 
design choices

De�nition of IoT 
architecture

IoT information 
view

· · ·

· · ·

Figure 1: Main steps in the ARM-complaint architecture-generation process. Solid arrows indicate the flow of control, being “Create PE
View” the starting process. Transparent circles are application-dependent processes and hence not specified by the IoT-ARM. Blue-colored
circles are processes modeled by the IoT-ARM. Dashed arrows indicate inputs and outputs. Blue rectangles represent IoT-ARM inputs and
green parallelograms the outputs of processes.

integrating IoT platform that supports the secure and efficient
dissemination of IoT data in smart cities. Scalability and
user privacy have therefore been the two major quality
perspectives for the SMARTIE platform. Scalability is pro-
vided by the distribution and decentralization of most of the
SMARTIE functionality. Privacy is guaranteed by Functional
Components that allow citizens to be in control of the
disclosure of their sensitive data: decentralized policy-based
access control, encryption, and secure device bootstrapping.

This paper is organized as follows. Section 2 describes
the IoT-ARM. Section 3 illustrates the ARM-compliant
architecture-generation process through the SMARTIE plat-
form. Section 4 introduces the SMARTIE architecture and
describes the main components for user privacy. Section 5
describes the interaction between the main Functional Com-
ponents of SMARTIE for a particular use case. Section 6
introduces some related work, and finally Section 7 gives
some conclusions.

2. The Basics of the IoT-ARM

The IoT-ARM was conceived as an abstract and application-
independent reference framework in order to support the
generation process of IoT architectures in any IoT domain.
Thus, the IoT-ARM defines high-level concepts, semantics,
and functions that are common to any IoT platform. It is
composed of two main blocks [4]: the IoT Reference Model
and the IoT Reference Architecture. The former constitutes a
general information model for the IoT that architects can use
as the foundation for their application-specific information

model. The latter serves as the basis and guidance for the
design and derivation of concrete IoT architectures. The
rationale behind the IoT-ARM is the development of IoT
platforms that satisfy the stakeholders’ concerns on quality
aspects. To this end, IoT architectures are formed by archi-
tectural views that are designed to accomplish well-defined
qualitative requirements.The IoT-ARMrelies on perspectives
to represent qualitative aspirations on (a) evolution and inter-
operability, (b) availability and resilience, (c) trust, security,
and privacy, and (d) performance and scalability.

Figure 1 outlines the three main phases involved in
the generation of an IoT-Architecture based on the IoT-
ARM: the definition of the IoT Information Model, the
definition of design choices, and lastly the definition of
the IoT-Architecture. As it can be seen in the last phase,
an IoT-Architecture is a composition of architectural views.
Architects take the high-level architectural views defined in
the IoT Reference Architecture as a reference to design their
own views representing their particular application’s require-
ments. The following subsections introduce the fundamental
IoT-ARM blocks that support the three phases outlined in
Figure 1.

2.1.The IoT ReferenceModel. The IoTReferenceModel (from
now on RM) provides a common understanding of the IoT
domain for any IoT platform. The RM provides three basic
submodels for the architecturing process: the IoT Domain
Model, the IoT Information Model, and the IoT Functional
Model. Architects rely on these three models to roughly
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define the functionality and information flows that their IoT
platform should provide.

The IoT Domain Model forms the basis for the rest
of submodels by providing a common taxonomy of the
main IoT concepts and their relationships [5]. This common
taxonomy represents the backbone of the information model
of any specific IoT domain. As depicted in Figure 1, the IoT
DomainModel is themain IoT-ARM’s input for the definition
of any application’s information model.

In the IoT Domain Model, there are seven core concepts:
Physical Entity (PE), Virtual Entity (VE), Augmented Entity
(AE), User, Device, Resource, and Service. A PE is any
physical object that is relevant from a user or application
perspective. An AE is a combination of a PE and its digital
representation, that is, its VE. In a typical IoT scenario, VEs
are associated with Resources that reflect the state of the
related PEs (e.g., the temperature resource of a temperature
sensor). Services can expose Resources and can be associated
with VEs. Users can interact physically with PEs and digitally
with Services. Indeed, a User can be either a person or a
software agent.

The IoT InformationModel gives more details about VEs
(i.e., relations, attributes, and services) at a conceptual level.
Thus, this model can be seen as an augmentation of the
information provided by the IoT Domain Model.

The IoT Functional Model is an abstract framework for
understanding the main Functionality Groups (FGs) of any
IoT-Architecture and their interactions.

2.2. IoT-ARM Requirement Process. The IoT-ARM takes a
quality by design approach by defining a requirement pro-
cess as a previous step to the generation of any particular
architecture. This process, which is depicted by the second
phase of Figure 1, results in a set of choices for the design of
the IoT-Architecture. It relies on three main sources of high-
level requirements and design choices: Unified Requirements
(UNIs), Perspectives, andThreat analysis. Architects can rely
on these components to derive or instantiate their concrete
design choices as follows.

2.2.1. Perspectives and Tactics. The IoT-ARM links qualitative
perspectives to a set of abstract tactics that should be followed
to accomplish the perspective’s quality properties. Architects
have to translate perspectives’ tactics to concrete design
choices for their system architecture. To support this critical
task, the IoT-ARM gives a set of design choices for the
architectural views impacted by perspectives’ tactics.

2.2.2. Unified Requirements. The IoT-ARM defines a set of
UNIs that are formulated on a high abstraction level in order
to be applied to any potential domain-specific IoT system.
Each UNI is associated with relevant information such as the
driving (high-level) business goal, involved concepts of the
IoTDomainModel, and the impacted components of the IoT
Reference Architecture (i.e., architectural views and FGs). On
one hand, architects can take UNIs as the basis to instantiate
requirements for their particular needs. On the other hand,
through UNIs’ associations, architects can easily identify the

components that are impacted by UNIs and hence should be
especially considered. Moreover, some UNIs are associated
with perspectives, thereby allowing architects to explore the
quality aspects that should be addressed for these UNIs and
the design choices that would help satisfying these UNIs.

2.2.3. Threat Analysis. The IoT-ARM provides a Threat anal-
ysis that assesses common risks for any IoT system. This
analysis on one hand concludes a set of mitigating design
choices and, on the other hand, can serve as an inspiration to
define concrete requirements for any particular architecture.

2.3. The IoT Reference Architecture: Architectural Views.
Architectural views represent system aspects that can be
conceptually isolated, namely, the PE View, the IoT Context
View, the Functional View, the Information View, and the
Deployment and Operation View.

The PE View identifies the physical entities that will be
central for the IoT system. The IoT Context View represents,
on one hand, how the system interfaces to the outside world
and, on the other hand, the domain model of the system.
These two views are not defined by the IoT-ARM since they
are use-case-dependent. The Functional View provides a set
of Functional Components (FCs) for each FG identified in
the IoT Functional Model. The Information View describes
how information is handled and exposed by FCs as well as the
information flows between them.TheDeployment andOper-
ation View is a set of guidelines to help architects to realize
concrete systems based on their defined IoT-Architecture.

3. Generation of the SMARTIE Architecture

This section outlines how the SMARTIE platform’s architec-
ture has been developed based on the IoT-ARM. We intro-
duce the four most important building blocks for generating
an IoT-Architecture (see Figure 1) from our experience: the
definition of business goals and use cases, the design of the
domain model, the derivation of design choices, and the
definition of the architecture’s Functional View. We refer the
reader to [4] for further information on the ARM-compliant
architecture-generation process.

3.1. Business Goals and Use Cases. The definition of the IoT
system’s use cases and business goals is the starting point
for architects. SMARTIE defines several uses cases for smart
cities such as intelligent public transportation, trafficmanage-
ment, and energy management and safety in smart buildings
[6]. The core business goal of SMARTIE is “to enable the
efficient and secure dissemination of data in smart cities based
on a user-centric privacy- and security-by-design approach.”
Moreover, the SMARTIE project has developed a set of smart
city services integratedwith the SMARTIE platform. For each
of them, main business goals that represent functional goals
were determined [6, 7]. Due to space limitations, only one
of these services is considered: the smart management of
emergencies and energy consumption in buildings. In this
use case, business goals include the following: “the system
must be capable of detecting emergency events such as fire
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and notifying these events to authorized parties,” “emergency
notifications should include information about the people that
is within the building for quickly and effectively responding to
the emergency,” “the system must be capable of detecting the
building places where there might be users and whether they
have mobility restrictions,” and “the system must be capable to
efficiently reduce energy consumption of the building based on
human presence.”

3.2. Definition of the Architecture’s Domain Model. The
defined business goals and use cases are used to build the
most elementary architectural view, that is, the PE View. In
this view, we think about the things of interest and their prop-
erties. As stated in the IoT-ARM, a PE is an identifiable part
of the physical environment that is of interest to the user for
the completion of some goal. In our use case, themost evident
physical entities of interest are the people that are within the
building. One of the goals of the system is to help on rescuing
people in case of emergency. We come back to the above
definition of PE to highlight that PEsmust be uniquely identi-
fied. In our application scenario, people will be provided with
a unique Radio-Frequency Identification (RFID) card. Note
that a PE can also be any entity that is part of the environment
and is needed for a software artifact to complete some goal.
It suggests that sensor devices that enable monitoring the
presence of people and the status of the buildingwill be PEs of
our system too. Indeed, the IoT-ARM RM defines the Device
class as a subclass of PE [4].Thus, we have decided to consider
these devices as PEs in our information model. Nevertheless,
whether or not to consider devices as PEs is questionable and
dependent on each specific application’s design choices. In
our system, the most evident example of IoT devices as PEs
are RFID sensors that control the access of people holding
RFID cards. Other useful devices are sensors that indicate
when windows are open, when lights or Air Conditioning
(ACs) systems are switched on/off, video cameras with
human-detection capability, and so forth. Lastly, the IoT sys-
tem should be able to monitor building spaces such as rooms
and halls, thereby being these spaces PEs for our system too.

Based on the PE View and the defined business goals, the
next step is to create our IoT Context View that represents
the IoT system’s information model. This view is composed
by the context view and the domain model. Both models
are complementary and essential for the rest of the archi-
tecting process. The context view describes the relationships,
dependencies, and interactions between the system and its
environment. The domain model provides a deep insight
into the relationships between the system entities and also
interactions with the outside world. Usually, it is easier to
first build the context view and afterwards the domainmodel,
since the level of detail given for outside interfaces is lower
than that of the IoT system.

Figure 2 shows the SMARTIE context view for the
building management use case. The Building Management
Office provides RFID cards for access to the building. The
Building Automation System (BAS) is a smart gateway
(GW) between the building’s physical world (i.e., sensors
and actuators) and the SMARTIE platform. The building’s
security system is an external entity that provides additional

safety information such as presence detection based on video-
camera records. The SMARTIE platform will monitor the
status of the building and detect locations with human
presence. Based on this information, the EnergyManagement
Service will optimize the energy consumption of the building
by controlling lights, AC systems, and energy supplies from
solar panels. In case of emergency, information about human
presence in the building including personal information (e.g.,
reduced mobility conditions and telephone numbers) will be
notified to Emergency Managers.

Figure 3 shows a subset of the SMARTIE domain model
that includes the two pivotal concepts in any IoT domain: the
PEs of interest and users. As stated in the IoT-ARM, a user
is a human person or a software agent that needs to interact
with a PE. Users can be either human beings or Active Digital
Artifacts (ADAs). An ADA is a running software application,
agent, or service that may access other services or Resources.
By keeping this definition in mind, we define several users
(upper right corner of Figure 3) such as EmergencyManagers,
Building Visitors, and Building Automation System (BAS).
An Emergency Manager is a person that can be notified of
emergency events. In case of emergency, this usermayneed to
interact with the system to do some action or get information
for safety (e.g., to know if there is some open door in case of
fire). A Building Visitor is a person that is within the building
and interacts physically with the environment (e.g., he opens
a window and turns on an AC). A BAS is a software agent
that interacts with the building’s sensors and actuators. A BAS
acts as smart gateway (GW) between the building and the
platform.

The upper left corner of Figure 3 shows the SMARTIE
platform’s PEs. A Registered Person in Figure 3 represents
people that have been previously registered and given an
RFID card. Note that a Registered Person PE is a Building
Visitor User too, since the former interacts with the building.
We have defined classes for the kinds of sensors and actuators
of interest for our application. PEs can be an aggregation of
other PEs. Based on this property, we define the Smart Space
class that represents a building space composed of sensors
and actuators. Each PE is represented in the IoT system by a
VE that can be an ADA or a Passive Digital Artifact (PDA)
such as a database entry. We have defined high-level VEs
such as the Smart Space VE that is a composition of other
lower-level VEs such as the Light Sensor VE. Services are
associated with VEs and expose Resources hosted on PEs.
For example, the EmergencyDetection Service informs about
the state of the Smoke Detector resource (i.e., binary state of
“smoke detection”) that is hosted by the Smoke Detector PE.

3.3. Derivation of Requirements and Design Choices. Once we
have formulated our business goals, PE View, and IoT Con-
text View, we can proceed with the requirement engineering
process to finally derive the design choices that will impact on
the last process, that is, the derivation of architectural views.
The ultimate goal of SMARTIE is to facilitate the integration
of user-centric privacy and governance into IoT applications
for smart cities. Thus, security and privacy are first-class
business goals in order to enable citizens to (1) control their
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Figure 2: SMARTIE context view for the smart building use case.

devices that join an IoT application to sense and publish data,
(2) define fine-grained access control rules for their devices,
and (3) decide who can or cannot be in possession of their
devices’ data. Thus, major requirements and design choices
of the SMARTIE platformwere deduced from a deep analysis
on the IoT-AThreat analysis, UNIs, and tactics. Table 1 shows
only a few of SMARTIE design choices, mainly related to
access control under different quality perspectives. Section 4
introduces the SMARTIE architecture’s components for these
design choices. More information about the requirements for
the SMARTIE platform can be found at [7].

As it can be seen in Table 1, the IoT-ARM allows deter-
mining concrete design choices and correlate them based
on different qualitative perspectives and tactics. The design
choices taken for the Functional View will impact on the rest
of the architecture’s views. A relevant design choice about
the SMARTIE’s functionality was the enforcement of context-
aware user access control policies by data producers such
as sensors to improve user privacy (e.g., S-DC P.7 under
the Privacy perspective in Table 1). Thus, only the actual
authorized data will be granted by IoT devices rather than
providing sensor data to centralized servers in charge of
applying privacy filters. To accomplish this design choice
while guaranteeing scalability, other choice on functionality

was taken: decentralized access control for IoT devices (e.g.,
S-DC SP.4 and SP.6 under the scalability and performance
perspective in Table 1). To facilitate the extensibility of
the SMARTIE platform (e.g., integration with different IoT
applications) and device-to-device communication, other
design choice was to separate access control from application
logic as much as possible (e.g., S-DC EI.1 and EI.2 under the
evolution and interoperability perspective in Table 1).

To ensure user privacy, sensitive information needs to
be end-to-end encrypted (DC S.10 under the security per-
spective). This decision requires other design choices at the
Information View. For pull communication, SMARTIE uses
transport-level encryption (S-DC EI.3 in Table 1). For push
communication based on subscriptions, SMARTIE encrypts
sensor data based on application-level user-defined attributes
that data receivers must satisfy (e.g., S-DC S.5 in Table 1).
This design choice ensures user privacy policies regardless of
who receives the data (e.g., S-DC P.1 in Table 1); only those
receivers that satisfy certain application-level attributes will
be able to decipher the data.

3.4. Generation of the Architecture’s Functional View. We
took the IoT-A Functional View as the foundation for the
SMARTIE’s architecture. We modified this view based on
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the design choices for SMARTIE, resulting in the functional
architecture shown in Figure 4. In this architecture, the
Communication FG represents the variety of communication
technologies (e.g., data representation, addressing, and net-
workmanagement) that can be used by devices in IoT systems
and provides a common interface for the IoT Service FG.

The Management and the Security FGs contain vertical
functionality that can be used by any other FG in the archi-
tecture. The former provides all the functionalities that are
necessary to govern an IoT system. The latter is responsible
for ensuring security and privacy in the IoT system and is
further described in Section 4.

The Service Organization FG is used for composing
and orchestrating services of different levels of abstraction.
The IoT Broker FC provides asynchronous communication
(i.e., based on subscriptions/notifications) to match service
requests with service offers. This FC relies on the VE Geores-
olution FC to find out the required IoT Services.

Applications can interact with the IoT system at the
VE level that models high-level concepts of the physical

world (e.g., “give me the status of windows in the room
102”). The VE Georesolution FC allows registering services
by indicating the VE with which they can be associated and
discovering services based on location information. The VE-
Service FC provides access to VE Services (e.g., “switch off
lights in room 102”).

Besides the VE level, applications can interact with the
IoT system at the IoT Service level by directly communicating
with services hosted by devices (e.g., “give me your status” on
a temperature sensor). Typically, IoT Services interact with
devices and/or network Resources. High-level services are
possible such as the Emergency Detection Service and the
Energy Consumption Reasoner. The DiGcovery FC allows
discovering IoT services by a service description or a ser-
vice identifier, and it accepts location parameters to filter
responses [8]. The Resource Directory with Secure Storage
(RD) FC enables the automated registration of services and
stores service information encrypted. The RD FC notifies
the DiGcovery FC each time a new service is stored in the
directory. In turn, theDiGcovery FCwill automatically create
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Figure 4: Simplified version of SMARTIE platform’s Functional View and its Functional Groups (FGs). The device and application FGs are
out of the scope of the ARM. Grey-colored rounded rectangles represent FCs defined for SMARTIE and dark blue-colored rectangles are FCs
from IoT-ARM.

VE-Service associations in the VE Georesolution FC when
new IoT Services are registered.

4. Functional Components for
User-Centric Privacy

The Security FG of the IoT Functional View includes FCs
for Authorization, Key Exchange and Management (KEM),
Trust and Reputation, Identity Management (IdM), and
Authentication.The SMARTIE architecture includes all these
FCs except the Trust andReputation FC, that is, planned to be
considered in the near future. Figure 4 shows the primordial
security-related FCs in the SMARTIE architecture, but the
rest of FCs are described in [9].

The IoT Authorization FC is mainly distributed between
three SMARTIE FCs: the eXtensive Access Control Markup
Language (XACML), Decentralized Capability-Based Access
Control (DCapBAC), and Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) FCs. These architectural artifacts sat-
isfy many of the SMARTIE requirements and architectural

design choices for user-centric governance, privacy, and
scalability described in Section 3.3 and listed in Table 1.

The XACML FC as its name states allows defining
fine-grained attribute-based access control policies through
XACML.This FC stores and handles the user’s context-aware
authorization policies that will determine the devices that can
join specific IoT applications and the entities that can access
to these devices.Thus, any IoT application that allows users to
define their access control policies by the XACML standard
can be easily integrated with SMARTIE.

The DCapBAC FC is a delegated authorization mecha-
nism [10] that flexibly allows a client device or application to
access to a resource at a server device. This FC is distributed
between the devices (i.e., the server and the client) and the
SMARITE platform that provides authorization decisions.
This authorizing SMARTIE functionality is called Authoriza-
tion Server (AS).The client device requests the AS authoriza-
tion to access to the server device. If this authorization request
is granted, the AS generates a self-contained JSON-encoded
authorization token that embeds lightweight but context-
aware authorization rules. Authorization tokens enable the
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server device to locally authenticate and authorize the client
as long as they are signed by a recognized authority. The
DCapBAC FC transforms user-defined XACML-based rules
into lightweight JSON-based rules embedded in authoriza-
tion tokens. Authorization tokens are integrity-protected and
are resilient against centralized server failures (i.e., as long as
the authorization token has not expired, clients and servers
can directly communicate without any centralized authority).
The DCapBAC FC therefore guarantees that user privacy
policies are accomplished by any of the user’s devices. This
FC also facilitates the integration of user devices intomultiple
IoT applications since authorization rules follow a RESTful
approach, without application-specific access control logic.

The CP-ABE FC implements an encryption-based autho-
rization mechanism that encrypts data based on dynamic
attribute-based policies that data consumers must hold [11].
This FC contains the policy attributes associated with data
types and encrypt data based on these attributes. Here, a
data type can be associated with a single data producer (e.g.,
“video from my vc identified by vc-entrance”) or aggregated
data (e.g., “my location” combines data frommultiple sources
such as the user’s cell phone or laptop). When the IoT Broker
FC needs to notify some information to a set of consumers,
it requests the CP-ABE FC to encrypt this information by
specifying the data type.

5. Real Scenarios for a Smart City

TheSMARTIE IoT-ARM-compliant platformhas been across
country deployed for different use cases such as smart traf-
fic management, public transportation, and environmental
alarms [12].The use case considered in this paper, emergency
and energy management in smart buildings, has been tested
in University of Murcia (UMU), Spain. The SMARTIE plat-
form has been deployed for a smart building with 8 floors and
a total area of 6.500m2. For the considered use cases, RFID
sensors, video cameras and sensors for windows, doors, AC
systems, and lights inform the Emergency Detection Service
and Energy Consumption Reasoner about human activity in
the building. The performance of SMARTIE in this scenario
has been evaluated by taking time measurements of each of
its components [13].

Figure 5 shows the main communication flows for the
secure dissemination of data from sensor devices and some
of the FCs of the SMARTIE architecture in Figure 4. The
BAS connects to Home Automation Modules (HAMs) that
serve as GWs to sensors and actuators. HAMs are intelligent
modules that are distributed throughout the building and
provide uniform interfaces to the BAS. The HAMs, BAS, and
some devices can directly interact with the platform through
RESTful communication (i.e., HTTP or CoAP).

When devices start up, they join the SMARTIE platform
based on the Secure Bootstrapping FC that is composed
of several other FCs (step 1 in Figure 5). A device first
authenticates the PANA FCs that implements an extension of
the Protocol for carrying Authentication andNetwork Access
(PANA) [14]. This extension merges device authentication
and authorization in order to save Resources at constrained
devices [15]. The device needs to prove possession of a

previously installed SMARTIE symmetric key and the PANA
will query theXACMLFC for the authorization of the device’s
key to join the platform. If this authorization request is
successful, the PANAFCwill register the device to the RD FC
based on the privacy rules set for the device at theXACMLFC
(step 2 in Figure 5). Moreover, the PANA FC will reply to the
device with the public key of the sensor’s AS for future client
requests. If the device was a sensor that had to periodically
publish to the IoT Broker, the PANA would also reply to the
device with an authorization token for publication (step 3 in
Figure 5).

When the RD FC completes a device registration request,
it notifies the DiGcovery FC that the device has been
registered. In turn, the DiGcovery FC registers an association
between the device’s IoT Service and its corresponding VE to
the platform’s VE Georesolution FC.

When a sensor publishes to the IoT Broker FC (step 4
in Figure 5), the sensor attaches its authorization token to
the body of its CoAP request towards the IoT Broker FC.
Since the authorization token is signed by the DCapBAC FC,
the IoT Broker FC can verify the authenticity of this token.
Moreover, the sensor needs to be authenticated by proving
possession of the public key contained in the token during the
Datagram Transport Layer Security (DTLS) handshake with
the IoT Broker FC.

When an application connects to the platform, it authen-
ticates the Authentication FC that relies on the IdM FC (step
5 in Figure 5). After authentication, the KEM FC will provide
the application with the proper attributes and cryptographic
material to decrypt notifications from the IoT Broker FC.
To this end, the KEM FC will communicate with the CP-
ABE FC to obtain the necessary information. To subscribe to
the IoT Broker, the application first obtains an authorization
token from the DCapBAC FC and uses it to subscribe to
a given service (steps 6 and 7 in Figure 5, resp.). The IoT
Broker FC does not verify if the application is authorized to
access to this required service’s data. Instead, it creates the
subscription and whenever the service produces some data,
this FC requests the CP-ABE FC to encrypt this data and
notifies all the subscribers of the encrypted data.

6. Related Work

The Alliance for Internet of Things Innovation (AIOTI)
(http://www.aioti.org/) was launched by the European Com-
mission in March 2015 in order to create and standardize
an IoT ecosystem in Europe. This alliance is currently
consolidating an IoT Reference Architecturemainly based on
the results from IoT-A and oneM2M. The latter is an ETSI
initiative that started developing their Reference Architecture
[16] in parallel to the IoT-A project.There are other emerging
initiatives that are intended to promote interoperability for
large-scale IoT deployments. The IEEE Standard for an
Architectural Framework for the Internet of Things (IEEE
P2413) [17] defines a three-tier architectural framework,
addressing descriptions, definitions, and common aspects in
different IoT domains. The ITU-T Y.2060 “Overview of the
Internet of Things” recommendation [18] follows a similar
approach by providing a more harmonized view about the

http://www.aioti.org/
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IoT ecosystem. IoT reference architectures are today a recent
research topic and analyses that show the application of the
IoT-ARM is scarce. The authors of [19] have to a very limited
extent addressed this topic. However, this paper only shows
some ARM-compliant architectural aspects of the proposed
architecture.

SMARTIE has focused on (1) the by-design integration
of security and privacy in IoT applications through the
IoT-ARM and (2) the scalability of smart cities based on
the decentralization of core functionalities for the secure
dissemination of data. Other EU-funded projects have used
the IoT-ARM for designing their platforms. The COSMOS
project relied on the IoT-ARM to identify the requirements
for its platform for decentralizedmanagement of things in the
IoT [20]. This project provided a trust and reputation model
based on different kinds of security threats. The FIESTA-IoT
project aims to provide a common framework to access to and

share IoT datasets in a testbed-agnostic way.The project pro-
vides an analysis of different IoT testbeds based on the IoT-
ARM that is used as the foundation for its platform design
[21]. Other EU-funded projects have also their focus on the
dissemination of city data or the enhancement of the current
state of IoT by integrating security and privacy.The City Plat-
form as a Service (CPaaS.io) project is developing a platform
for merging city data form a diversity of sources (e.g., social
media, IoT data, and government data) and making this data
available to third-parties (https://cpaas.bfh.ch/).TheRERUM
project [22] aims to make IoT more secure by providing
a middleware based on OpenIoT [23]. It provides CoAP
with JSON signatures based on Elliptic Curve Cryptosystem
(ECC) of at least 192 bits for message integrity. SOCIOTAL
[24] looks at IoT security from a societal point of view. Its
main goals are user trust, user control, and transparency with
the ultimate goal of obtaining the confidence of everyday

https://cpaas.bfh.ch/
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users and citizens. BUTLER project integrates OAuth 2.0
between authorization servers and clients for the obtention
of access tokens and the derivation of security material [25].

Since the literature on IoT security is extensive, it falls
out of the scope of this paper due to space limitations. We
refer the reader to the references in this paper to find out
more about the main aspects on security and privacy of
SMARTIE: decentralized access control, encryption-based
authorization, and secure bootstrapping.

7. Conclusion

This paper has given the authors’ insights into the application
of the IoT-ARM to generate the architecture of the SMARTIE,
an IoTplatform for secure andprivacy-preserving dissemina-
tion of data in smart cities. The main goal of this platform is
to empower citizens to take control of their privacy policies
and devices. To this end, based on the IoT-ARM guidelines
on security and scalability, SMARTIE provides architectural
artifacts for efficient and scalable security and user-centric
privacy.The paper has introduced SMARTIE user access con-
trol for pull communication (i.e., decentralized authorization
tokens) and push communication (i.e., data encryption based
on application attributes). SMARTIEprovides an application-
agnostic, scalable, and privacy-preserving platform for data
dissemination in large deployments of smart cities.

One of the goals of the SMARTIE EU-funded project
has been to evaluate the IoT-ARM for the generation of
IoT platforms. Although the IoT-ARM represents a big
step towards the homogenization of quality aspects in IoT
platforms, further work on this Reference Architecture is
necessary. In its current state, its steep learning curve may
discourage some architects from using it.

Conflicts of Interest

The authors declare that they have no conflicts of interest.

Acknowledgments

This work has been sponsored by European Commission
through the FP7-SMARTIE-609062 EU Project and the
Spanish National Project CICYT EDISON (TIN2014-52099-
R) granted by the Ministry of Economy and Competitiveness
of Spain (including ERDF support).

References

[1] A. Al-Fuqaha, M. Guizani, M. Mohammadi, M. Aledhari, and
M. Ayyash, “Internet of things: a survey on enabling tech-
nologies, protocols, and applications,” IEEE Communications
Surveys & Tutorials, vol. 17, no. 4, pp. 2347–2376, 2015.

[2] G. Ho, D. Leung, P. Mishra, A. Hosseini, D. Song, and D. Wag-
ner, “Smart locks: Lessons for securing commodity internet of
things devices,” in Proceedings of the 11th ACM Asia Conference
on Computer and Communications Security, ASIA CCS 2016, pp.
461–472, Xi’an, China, June 2016.

[3] S. Krco, B. Pokric, and F. Carrez, “Designing IoT architecture(s):
a European perspective,” in Proceedings of the 2014 IEEE World

Forum on Internet of Things (WF-IoT ’14), pp. 79–84, Seoul,
South Korea, March 2014.

[4] A. Bassi, M. Bauer, M. Fiedler et al., Enabling Things to Talk:
Designing IoT Solutions with the IoT Architectural Reference
Model, Springer Berlin Heidelberg, 2013.

[5] S. Haller, A. Serbanati, M. Bauer, and F. Carrez, “A domain
model for the internet of things,” in Proceedings of the 2013 IEEE
International Conference on Green Computing and Communica-
tions and IEEE Internet of Things and IEEE Cyber, Physical and
Social Computing, GreenCom-iThings-CPSCom 2013, pp. 411–
417, Beijing, China, August 2013.

[6] “SMARTIE Use Cases”, SMARTIE project Deliverable 2.1,
http://www.smartie-project.eu/download/D2.1-Use%20Cases
.pdf.

[7] SMARTIE Requirements”, SMARTIE project Deliverable 2.2,
http://www.smartie-project.eu/download/D2.2-Requirements.
pdf.

[8] A. J. Jara, P. Lopez, D. Fernandez, J. F. Castillo, M. A. Zamora,
and A. F. Skarmeta, “Mobile digcovery: discovering and inter-
acting with the world through the internet of things,” Personal
and Ubiquitous Computing, vol. 18, no. 2, pp. 323–338, 2014.

[9] SMARTIE Initial Architecture Specification”, SMARTIE project
Deliverable 2.3, http://www.smartie-project.eu/download/D2.3-
Initial%20Specification.pdf.

[10] J. L. Hernández-Ramos, A. J. Jara, L. Maŕın, and A. F. Skarmeta
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Carpooling is becoming a more and more significant traffic choice, because it can provide additional service options, ease traffic
congestion, and reduce total vehicle exhaust emissions. Although some recommendation systems have proposed taxicab carpooling
services recently, they cannot fully utilize and understand the known information and essence of carpooling. This study proposes
a novel recommendation algorithm, which provides either a vacant or an occupied taxicab in response to a passenger’s request,
called VOT. VOT recommends the closest vacant taxicab to passengers. Otherwise, VOT infers destinations of occupied taxicabs
by similarity comparison and clustering algorithms and then recommends the occupied taxicab heading to a close destination to
passengers. Using an efficient large data-processing framework, Spark, we greatly improve the efficiency of large data processing.
This study evaluates VOT with a real-world dataset that contains 14747 taxicabs’ GPS data. Results show that the ratio of range
(between forecasted and actual destinations) of less than 900M can reach 90.29%. The total mileage to deliver all passengers is
significantly reduced (47.84% on average). Specifically, the reduced total mileage of nonrush hours outperforms other systems by
35%. VOT and others have similar performances in actual detour ratio, even better in rush hours.

1. Introduction

Urban air and soil quality are essential to the health of urban
residents. Good urban air and soil quality can greatly improve
the function of the nervous system, enhance the efficiency
of work, and ensure the healthy status of urban residents
[1]. However, taxicab exhaust emissions have an extremely
negative effect on urban soil [2] and air quality [3]. In Beijing,
a taxi can run hundreds of thousands of kilometers a year
[4, 5]. Under normal circumstances, exhaust emission from
a taxi is more than 5 times the emission from a private car.

Carpooling services can effectively reduce the excessive
emissions from taxis by reducing the total mileage to deliver
all passengers. But unlike regular taxicab services that arbi-
trarily assign one vacant taxicab to a new passenger [6,
7], taxicab carpooling services require catching a particular
taxicab, which refers to a taxicab with existing passengers
heading to a direction similar to that of the new passenger.
However, the occupied taxicab could not be found for a
passenger based on the existing solutions for finding a vacant
taxicab.

For the carpool service, there are mainly two categories:
static and dynamic carpooling. In the static carpooling
research, most researches focus on how passengers with
similar destinations are assigned to a car [8–10] and how
to improve the timeliness for the real-time performance of
the carpooling service [11–13]. In all, the static carpooling
problem in a sense can be regarded as a special member of
the general class of the Dial-a-Ride Problem (DARP) [14].

Although the static carpooling researches have greatly
improved the performance of carpooling services, the above
researches are all built on the premise that the information
of all passengers is known in advance. But the travel routes
and time of existing passengers in taxicabs are not accessible
for us on the basis of the existing infrastructure, unless we
spend a huge fortune building a new thorough taxi system. In
addition, the size of increasing vehicle data goes far beyond
the range of DARP. Since the general DARP is NP-hard
[15], only small datasets can be dealt with optimally [16, 17].
However, the further development of big-data-processing
technology and the upgrading of taxi equipment (GPS [18]
and fare meters), forming a huge GPS records database
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with rich semantic information, provide an opportunity for
predicting existing passengers’ information, namely, the core
of dynamic carpooling.

This paper belongs to the dynamic carpooling research.
In dynamic carpooling, we do not have any information
about travel routes and travel time of passengers in advance.
What is more, reasonable request matching needs to be
timely and efficiently accomplished with continuous query
requests generated in real time. Thus, dynamic carpooling
has the characteristics of real time, quick response, reasonable
matching, and so forth.These characteristics are undoubtedly
quite suitable for the large-scale taxi scene andmore in accord
with the needs of the public.Thus, this paper focuses on real-
time dynamic carpooling based on taxicabs’ GPS records.

Based on big-data-processing technology and historical
taxicab GPS data, some researches [19, 20] provide a dynamic
real-time carpooling service. However, existing dynamic
carpooling researches have four defective aspects: (I) inade-
quate information mining, (II) ignoring valuable situations,
(III) ignoring destination distribution characteristics, and
(IV) one-sidedness of screening criteria. In Section 2, we
will elaborate on these defective aspects and propose our
motivations.

In this study, we proposeVOT, a taxicab recommendation
system based on extremely large taxicab GPS data. By using
a unified standard to distinguish taxicab performances, VOT
provides both carpooling and conventional taxicab services,
which can effectively reduce the excessive emissions of taxis.
The key contributions of this study are as follows:

(i) To the best of our knowledge, we propose the first
carpool service, which can significantly reduce the
total mileage to deliver all passengers under the
premise of fully ensuring the interests of passengers.
In addition, for raw GPS datasets with unstructured
format, Spark is applied to improve the efficiency of
large data processing.

(ii) To achieve our goal, we design a novel method to
predict the occupied taxicabs’ destination by simi-
larity comparison and clustering algorithms. It can
obtainmore accurate forecasting destinations by fully
mining GPS datasets and eliminating interferences
from worthless destinations.

(iii) To more comprehensively evaluate the taxicab car-
pooling performance, we further propose a novel
metric calledDistanceDispersion, which is defined as
an average distance between a particular passenger’s
destination and possible destinations of occupied
taxicabs.

(iv) We evaluate VOT with a real-world dataset, contain-
ing 14747 taxicabs’ GPS data. The results show that
the ratio of range (between forecasted and actual
destinations) of less than 900Mcan reach 90.29% and
VOT can reduce 53% of the total mileage to deliver all
passengers, especially outperforming other systems
by almost 35% at 0:00 to 7:00AM.

The rest of the paper is organized as follows. Section 2
introduces our motivation. Section 3 presents taxicab net-
works research. Section 4 proposes our system overview.
Section 5 depicts the system implementation. Section 6
validates our design with datasets. Several practical issues
are discussed in Section 7, followed by the conclusion in
Section 8.

2. Motivation

In this section, we present our motivations to improve the
four legacy defects for taxicab carpooling services based on
empirical data from a real-world taxicab network of 14747
taxicabs in Shenzhen [21].

First, we demonstrate theoretically four defects in the
existing dynamic carpooling system and then further clearly
interpret these deficiencies by figures and experiments.
Finally, we discuss themethodswe adopt tomake up for these
weaknesses.

2.1. Inadequate Information Mining. In dynamic carpooling
services, we need to predict the potential destinations of
these real-time occupied taxicabs for detecting this one
with the best carpooling performance. However, we argue
that although the potential destinations would be obtained
eventually, little information (only the origin of occupied
taxicabs and real-time passengers) is used to predict des-
tinations in existing dynamic carpooling research. In other
words, the potential destinations are inferred by finding
similar trajectories that start at the same origin (the real-time
occupied taxi) and pass the same location (starting point of
passenger 𝑃) in other researches.

As shown in Figure 1(a), the passenger 𝑃 sends a carpool
request to the server at 𝑂𝑃. At this point, the real-time
occupied taxi 𝑇 (taking the existing passenger on𝑂𝑇, passing
through L1, L2, L3, . . . , L9 to an unknown destination) in L9
can serve as a potential carpooling option for the passenger𝑃, so we need to infer the destination of 𝑇 (or the existing
passenger) for quantifying its carpool performance.

As shown in Figure 1(b), existing dynamic carpooling
studies use only C1 (the nearest intersection from 𝑇’s origin𝑂𝑇) and C4 (the nearest intersection from 𝑃’s origin 𝑂𝑃)
as the matching criteria. This approach ignores the valuable
information between 𝑂𝑇 and 𝑂𝑃. To the best of our knowl-
edge, the more detailed the matching data we provide is, the
more accurate our matching results will be. Therefore, the
method of applying the last manned trajectory (between 𝑂𝑇
and 𝑂𝑃) of 𝑇 as the matching data in VOT is a necessary
supplement to higher forecasting precision.

2.2. Ignoring Valuable Situations. The application of only
two origins (real-time occupied taxicabs and passengers) not
only results in the incomplete mining of the GPS dataset,
but also ignores a great deal of valuable historical trajectory
information (with high similarity).

Compared with the last manned trajectory of real-time
taxicabs, the historical manned trajectories, especially with a
higher degree of similarity, have a higher likelihood of having
the same destination as these real-time taxicabs. Because
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Figure 1: Real GPS records (VS) existing methods for dynamic carpooling.
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Figure 2: Ignoring valuable situations.

two pairs of latitude and longitude with the same value
hardly exist, we introduce the regional division in this paper.
Then, the map is divided into many marked regions (two-
dimensional value, like (63, 15)).

We extract a case from experiments applying real GPS
records and draw it up in Figure 2. As shown in Figure 2,
when a passenger 𝑃 asks for a carpooling request in (63.15)
region, there is a real-time occupied taxicab 𝑇 that can be
regarded as a potential carpool option. Then, VOT puts
the last manned trajectory data of 𝑇 as matching data and
compares it with the historical manned trajectory dataset.
Compared with “History 2,” the destination of “History 1”
with greater similarity is closer to the destination of 𝑇. This
confirms our previous conclusions.

2.3. Ignoring Destination Distribution Characteristics. After
obtaining the initial potential destinations collection, existing
dynamic carpooling schemes equally treat all destinations
that appear in this collection and regard the frequency of
potential destinations as their probability. However, there are
two drawbacks if we follow the existing methods:

(A) Existing researches ignore the fact that the historical
trajectories that generate the preliminary potential
destinations collection have different similarity. In
other words, each possible destination corresponds
to different possibilities (by quantifying the similarity
of historical trajectories). Compared with existing
studies, this paper aims to detect those destinations
with high similarity and high frequency, instead of
only focusing on frequency.

(B) In the existing dynamic carpooling, a large propor-
tion is allocated to massive possible destinations with
quite low frequency. It has little chance to be the
real destination when the region has few frequencies.
Moreover, existing studies ignore the characteristics
of destination distribution with regional distribution
[22–24]. In other words, the vast majority of destina-
tions are distributed in several hot spots.

Considering the above-mentioned limitations, we con-
centrate our efforts on finding the most likely regions and try
our best to eliminate the interference of loose and extremely
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low frequency destinations. Therefore, VOT makes use of
clustering algorithms to divide the potential destinations
and applies the cluster center to represent all the possible
destinations in the same cluster. In this way, it highlights
these regions with high frequency and high similarity to the
greatest extent. What is more, even if the true destinations
of real-time occupied taxicabs are not the forecasted cluster
centers, the distance between these true destinations and
cluster centers is quite small. To validate our design, we
propose a new parameter in Section 6, called Real Prophecy
Distance (RPD), to test VOT on the entire GPS dataset.

2.4. One-Sidedness of Screening Criteria. In this work, we
argue that although carpooling choice would be obtained
eventually, the ultimate carpooling choice should not be
obtained by a parameter that can only meet the requirements
of carpooling service in one side. Taxicab GPS records have
been used by several systems to provide dynamic carpooling
services. But existing researches, which mainly focus on
detour distance, cannot perform well in both the interests of
passengers and the mitigation of gas exhaust emissions.

As well known, if carpooling passengers have the same
destination as the existing passengers, they would debus at
the same time and place. Under this scenario, the carpooling
service achieves its best utility, in which the carpooling
passengers have no detour distance. Meanwhile, it reduces
the mileage of the whole trip of carpooling passengers.
In other words, a greater degree of closeness between the
carpooling passengers’ destination and the destinations of
occupied taxicabs indicates lower extra consumption and a
better carpooling performance.

Thus, we conduct our first work to provide carpooling
services, which applies a novel parameter called Distance
Dispersion to quantify the closeness between the destinations
of particular passengers 𝑃 and occupied taxicabs. The ulti-
mate carpooling strategy for 𝑃 in this paper is to select an
occupied taxicab with the minimum Distance Dispersion as
the “can-carpool” taxicab. In order to prove the superiority
of Distance Dispersion, we evaluate the performance of VOT
through actual detour ratio (%) and reduced totalmileage (%)
in Section 6.

3. Taxicab Networks Infrastructure

In this section, we present the taxicab networks infrastructure
and the implicit semantic information inferred from the raw
large GPS dataset.

3.1. Infrastructure. Underlying taxicab infrastructures in
large cities are presently equipped with GPS, communication
devices, and dispatch centers. Based on the upgrades of taxi-
cab devices, the taxicab network can be roughly divided into
two parts, namely, (1) numerous taxicabs, in the frontend,
which provide service and assume the role of the sensing
terminal at the same time, and (2) dispatching centers with
cloud servers, in the backend, to receive and store sensing
records for the taxicab service [25, 26].

The establishment of the large taxi GPS dataset is the
foundation of system implementation. Based on the popular-
ity of taxicabs’ underlying infrastructure, these locations and

statuses are periodically uploaded to the dispatching center,
which forms a large taxi GPS dataset. The formation step of
this dataset is presented as follows:

(1) Loaded with a wireless transmission module, the
taxicab would cyclically send its status to the nearest
cell tower.

(2) The status data would be forwarded to the cloud
server by the cell tower.

(3) The real-time GPS data are stored in the cloud server
established for analysis according to the fixed format.

Each GPS record of the large GPS dataset contains all the
attribute categories of the taxicab real-time information. A
GPS recordmainly consists of the following parameters: plate
number, which is the unique identification of taxicabs; date
and time, which demonstrate the time of this record gener-
ated by the GPS device; GPS coordinates, which monitor the
global status of the taxicab; Status Bit, which indicates if some
passengers exist when this record is uploaded.

Real-time GPS records of tens of thousands of taxicabs
would be uninterruptedly transmitted to the cloud server,
forming large amounts of GPS trajectory information. Such
raw large GPS dataset has a very high resolution, which can
be used to locate a particular taxicab at fine granularity related
to both time and space. Nonetheless, such a fine-granular
large GPS dataset has many erroneous and missing records.
Meanwhile, such a raw GPS dataset could not be obtained
firsthand as it is in a format that is not ready for analysis [27].
In the next subsection, we extract useful implicit semantic
information about the taxicab service from the raw large
dataset.

3.2. Implicit Information in Underlying Infrastructure. Based
on historical and real-time GPS records, we observe four sta-
tuses related to passenger demand by continuously tracking
the GPS records of the same taxi.

(1) Take-In Status. For the same taxicab, if its status value
turns from “0” to “1” in two consecutive records, then
this taxi just picked up a passenger. The location of
Take-In Status is considered an origin or a take-in
location of a trip.

(2) Drop-Off Status. If the status value turns from “1” to
“0” in two successive records, then this taxicab just
dropped off a passenger. The location of Drop-Off
Status is considered a destination of a trip.

(3) Occupied Status. Continuously observing the same
taxi, if the status value keeps “1,” then the taxi is
heading to the destination of the passengers. We
believe the location of Occupied Status is the middle
section of one trajectory.

(4) Wander Status. When we continuously observe the
GPS records of taxicabs, the taxi is at Wander Status
if the status value holds “0” all the time.

Based on the implicit semantic information mined from
the real-time GPS dataset, the regular taxicab recommen-
dation systems can efficiently locate and recommend vacant
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Figure 3: Semantic demonstration.

taxicabs to real-time particular passengers. Some existing
recommendation systems even could provide a carpooling
option when no nearby vacant taxicab is available. But they
fail to guarantee result accuracy because of the low utilization
of the large dataset and the inference from numerous worth-
less destinations with low frequency and low similarity.What
is more, existing dynamics carpooling researches ignore
the characteristics of destination distribution with regional
distribution and cannot perform well in both the interests of
passengers and the mitigation of gas exhaust emissions and
traffic congestion.

Our extensive understanding on the large GPS dataset
and carpooling service provides an opportunity to obtain
higher inference accuracy. Based on the above analysis and
discussion, our recommendation system locates and recom-
mends the best taxicab in the performance of carpooling
and conventional service to the real-time passenger, which is
presented in the next section.

4. System Overview

This recommendation system is designed to mine GPS
records in depth for enhanced recommendation quality. Con-
sidering that regular services are commonly understood, we
provide a scenario in which carpooling services are applied,
and then we present the main idea of our recommendation
system.

4.1. Scenario Demonstration. Figure 3 presents a scenario in
which passenger𝑃 requests for a taxi at origin (𝑂𝑃) heading to
destination (𝐷𝑃). Built on the implicit semantic information
in underlying taxicab infrastructure and specific passenger
information, no taxis in the Wander Status are found around
the passenger 𝑃. But, based on the observation on real-time
GPS records, the recommendation system can locate nearby
occupied taxi 𝑇 as a potential “can-carpool” taxicab (heading
to an unknown destination) that will pass the origin of 𝑃
soon. Owing to the limited knowledge on the destinations of
existing passengers on taxicab𝑇, carpool service could not be
reached just with the request of passenger 𝑃.

By reverse tracking on the real-time GPS records based
on time,VOT obtains the lastmanned trajectory (between𝑂𝑇
and 𝑂𝑃) of𝑇. Compared with this last manned trajectory, the
historical trips, especially with a higher degree of similarity,
have a higher likelihood of having the same destination as the
existing passengers.Thus,VOT fully mines the historical and
real-time GPS records and regards the destinations of highly
similar historical trajectories as potential destinations.

VOT further optimizes the potential destination sets by
the clustering algorithm catching center regions, which can
efficiently summarize the features of destination distribution
and thoroughly reduce the interference from worthless des-
tinations with low frequency and similarity. In this study, we
catch these center regions by using different clustering algo-
rithms (𝐾-means [28, 29], density-based spatial clustering
of applications with noise (DBSCAN) [30, 31], and balanced
iterative reducing and clustering using hierarchies (BIRCH)
[32, 33]).

When a nearby occupied taxicab provides a carpooling
service to the particular passenger 𝑃, the real trip of 𝑃 gener-
ates additional consumption comparedwith the conventional
taxi service.Therefore, the optimal carpooling strategymeans
a “can-carpool” taxi with the lowest consumption. A greater
degree of closeness between the destinations of carpooling
passengers and occupied taxicabs indicates lower consump-
tion and a better carpooling performance.

Therefore, a novel parameter called Distance Dispersion
is used to quantify the degree of closeness in VOT. Distance
Dispersion could be obtained by averaging the Manhattan
and the Euclidean Distances between the real-time passen-
gers’ destination and forecasted potential destinations.Differ-
ent occupied taxicabs have different destinations, resulting in
different Distance Dispersions for 𝑃 to carpool. The optimal
carpooling strategy for 𝑃 is to select an occupied taxicab with
the least Distance Dispersion as the “can-carpool” taxicab.

4.2. Main Procedure. The main procedure of VOT is pre-
sented in Figure 4.

4.2.1. Manned Trajectory Distributions. The taxicab manned
trajectory distribution, which is the foundation of carpooling
service, plays a crucial role in our recommendation system.

We separate individual trips from the entire historical
GPS dataset by continuously tracking and observing the
change in Status Bit on the GPS records of the same taxicab.
The distribution, generated from the large GPS dataset,
contains historical GPS records for all taxicabs. With the
context of a particular passenger, such a distribution can
generate the potential destinations of trajectories with a high
degree of similarity compared to another certain trajectory.

4.2.2. Distance Dispersion Calculation. Based on the manned
trajectory distribution, when receiving a request from pas-
senger 𝑃, our recommendation system would apply the
similarity comparison and clustering algorithm to calculate
an expected Distance Dispersion 𝜌𝑃𝑇 for 𝑃 to carpool with
a particular nearby taxicab 𝑇 according to six different
calculation models. All calculation models are divided into
the following four steps:

(1) All systems first locate a nearby taxicab set 𝑇, where
taxicabs are near the origin, based on the traces of
taxicabs in the dataset for a particular day.

(2) According to the manned trajectory distribution and
passenger 𝑃 information, we can calculate a prelimi-
nary potential destination set 𝑀𝐷𝑃𝑇 for taxicab 𝑇.
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(3) Based on the context information, our system opti-
mizes 𝑀𝐷𝑃𝑇 by removing worthless destinations to
achieve a compact size in basic and advancedmodels.
We then calculate𝑅𝐷𝑃𝑇 containing the representatives
of all potential destinations by the clustering algo-
rithms for a further optimization.

(4) On the basis of 𝑅𝐷𝑃𝑇, the recommendation system
assigns probabilities and calculates the Distance Dis-
persion of this particular occupied taxi.

Basic K-Means

(1) When we receive a request, this scheme can calculate
set 𝑇, where taxicabs are all near the request origin
based on the real-time GPS records.

(2) By calculating the similarity between historical tra-
jectories and the last manned trajectory of 𝑇, our
system obtains the set𝑀𝐷𝑃𝑇, in which every potential
destination has two attributes (frequency and average
similarity).

(3) In the basic design, if a destination is the polar
opposite of a passenger destination, then our recom-
mendation system would eliminate this destination,
due to that large consumption compared with con-
ventional taxi service. As shown in Figure 5, when the
possible destination 𝐷2𝑇 of 𝑇 is in B, 𝐷2𝑇 is a closer
destination to 𝐷𝑃, which diminishes consumption
compared with 𝐷1𝑇 in A.𝐾-means is then used to deeply optimize and highly
generalize the characteristics of the taxi destination
distribution.

(4) In the basic design, with assigning equal probabil-
ities for the destinations in 𝑅𝐷𝑃𝑇, VOT calculates a
weighted average 𝜌𝑃𝑇 by their locations.

Advanced K-Means. Advanced K-means is similar to basic K-
means except for two differences.

In (3), the advanced design is built upon the basic design.
However, in the advanced design, based on richer underlying
information, our system further reduces the size of 𝑀𝐷𝑃𝑇 by
two steps of depth optimization.

Step 1. We firstly census a set, called Recent Occur Desti-
nations (ROD), which contains the destinations and their
frequencies that have occurred in the recent days according to
historical manned trajectories. And there are some potential
destinations that do not appear in ROD or have onlyminimal
frequencies (less than three times). Therefore, since these
destinations have a small probability of being the real destina-
tion,VOT in the advanced model removes these destinations
that have rarely occurred in recent days to improve prediction
accuracy.

Step 2. If a region appears many times in a short period of
time, this indicates that there has been a great service demand
for this region in the last few hours. In other words, this
region has a great possibility of being the real destination.
Therefore, VOT firstly censuses these regions, which are the
final destinations for manned trajectories that have occurred
in recent hours. Then, VOT in the advanced model detects
and marks the region with high frequency. At the end of
clustering algorithms, we can obtain the middle region of
the marked region and the cluster center in which this
marked region is located. At last, the intermediate region
replaces the original cluster center as the representative.These
measures in Step 2 not only effectively solve the problem of
short-term carpooling request surge caused by unexpected
emergencies, but also compensate for the omission of real-
time emergencies in Step 1.

In (4), after obtaining the clustering result from𝐾-means,
the recommendation scheme assigns probabilities to different
representatives based on their individual frequencies, result-
ing in an accurate calculation in the Distance Dispersion. In
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other words, the visits of these representatives are used as the
basis for assigning probability. For example, if 10 trips starting
from 𝑂𝑇 exist in the distribution, four of them have 𝐷𝑥𝑇 as
their destination, whereas the others have 𝐷𝑦𝑇; our system
then assigns Pr(𝐷𝑥𝑇) = 4/10 and Pr(𝐷𝑦𝑇) = 6/10 to calculate a
weighted average 𝜌𝑃𝑇 .

Basic and advanced K-means optimize 𝑀𝐷𝑃𝑇 by the 𝐾-
means algorithm, a typical clustering algorithm based on
distance. 𝐾-means uses distance as the similarity evaluation
index; thus, the closer the two objects are, the greater the
similarity is. The function method to find the extremum is
used for the adjustment rules of iterative operation [28, 29].
The entire process is calculated as

𝐾∑
𝑖=1

𝑁∑
𝑗=1

((𝐹𝑗 − 𝐹𝑖)2 + (𝑆𝑗 − 𝑆𝑖)2)1/2 , (1)

where 𝐾 is the number of initial cluster centers and 𝑁 is the
number of remaining destinations. 𝐹 represents frequency,
and 𝑆 denotes average similarity.

The Minkowski Distance formula between two regions
and the cluster center coordinate are shown below:

MK = ( 𝑛∑
𝑘=1

(𝑥1𝑘 − 𝑥2𝑘)𝑝)
1/𝑝

(𝐾+𝑁∑
𝑖=1

𝐹2𝑖𝐾 + 𝑁, 𝐾+𝑁∑
𝑖=1

𝑆2𝑖𝐾 + 𝑁) .
(2)

When 𝑝 = 1, the Minkowski Distance is the Manhattan
Distance; when 𝑝 = 2, the Minkowski Distance is the
Euclidean Distance.

Basic and advanced DBSCAN are similar to basic and
advanced K-means, but they use DSBSCAN to optimize𝑀𝐷𝑃𝑇. DBSCAN is a spatial clustering algorithm based on
density, which is not sensitive to distance. The algorithm
divides the regions with sufficient density into clusters and
finds the clusters of arbitrary shapes in noisy spatial databases
[30, 31]. Based on the above reasons, advanced DBSCAN
has the best performance in both Distance Dispersion and
reduced total mileage on average, except when the density is
uneven and the distance between clusters is very different at
some time, which can also be proved in Section 6.

Basic and advanced BIRCH are also similar to basic and
advanced K-means, but they use BIRCH to optimize 𝑀𝐷𝑃𝑇.
BIRCH is a clustering algorithm based on hierarchy [32].This
algorithm uses two concepts, namely, clustering feature and
clustering feature tree, to generalize clustering description
[33].

4.2.3. Online Recommendation. The algorithm recommends
a real-time taxi with the minimum expected Distance Dis-
persion for a particular passenger by analyzing the Distance
Dispersion for every nearby taxi whether in theWander or in
the Occupied Status.

5. System Implementation

5.1. Calculation Framework. Although the raw GPS dataset
is typically of a large volume and interconnects multidimen-
sional recordswith high resolution,much of the raw dataset is
of no interest in our design.We need tomap this raw physical
GPS dataset to a filtered and compressed logical dataset for
analysis. Moreover, we should process this raw physical GPS
dataset by an intelligent method in order to meet the high
timeliness and low latency requirements. In this aspect, a
large data-processing framework can be a good solution to
the problem of raw and massive data processing.

Spark [34] is the latest generation of software framework
for distributed processing of large-scale data, which has the
advantages of high efficiency, high fault tolerance, and low
cost [35]. Memory distribution dataset goes into operation in
Spark, which improves the performance of iterative computa-
tion by caching data in memory [36]. Thus, Spark meets the
requirements of the real-time taxi recommendation system
for high timeliness and low latency [37]. In conclusion, our
recommendation system uses Spark to deal with the raw GPS
dataset.

As a burgeoning big-data-processing model, Spark pro-
vides the basic abstraction that is a resilient distributed
dataset (RDD [38]). RDD represents an immutable, parti-
tioned collection of elements that can be operated in parallel.
Data manipulation in Spark programs can be divided into
three steps: the creation of RDD, the transformation of the
existing RDD, and the operation of the RDD returning the
computing result. In detail, before submitting the Spark pro-
gram, Spark runs the program’s main function and builds a
Spark context.Then, Spark programs load data by abstracting
data into a RDD. Finally, based on the user-defined logic,
the data processing and transformation are realized on the
basis of user-defined functions and the operator (map, filter,
groupByKey, sortByKey, etc.) provided by Spark.

However, although the types of operators provided by
Spark are rich, there are still some complex and unique
operation logics, which need to be implemented by the
combination with user-defined functions and the operators
provided by Spark.

5.2. Historical Manned Trajectory Distribution. Each GPS
record has a pair of latitude and longitude, but if the GPS
latitude and longitude point are regarded as a mark of
matching the trajectories, we could not map the particular
trajectories because two pairs of latitude and longitude with
the same value hardly exist. Therefore, we introduce regional
division in VOT. The map is divided into many marked
regions. A marked region would contain several GPS records
of the same taxicabs by continuously tracking the GPS
records. The taxicab trajectory can then be represented by a
series of marked regions. In this manner, trajectory matching
becomes possible by searching for particularly same regions.

Based on the raw large GPS dataset and regional division,
VOT could obtain the manned trajectory distribution, in
which each manned trajectory consists of a series of marked
regions instead of one-by-one GPS latitude and longitude
point to describe the entire taxi-manned trajectory. As shown
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Table 1: Original GPS records and areas of manned trajectory.

Number Time Longitude Latitude Area Status
23953 19:32:45 PM 114.0993 22.5451 Jd43Wd7 0
23953 19:32:49 PM 114.0989 22.5518 Jd43Wd7 1
23953 19:33:08 PM 114.0990 22.5401 Jd43Wd6 1
23953 19:33:26 PM 114.0988 22.5391 Jd43Wd6 1... ... ... ... ...
23953 19:47:55 PM 114.0489 22.5321 Jd35Wd5 1
23953 19:48:01 PM 114.0479 22.5316 Jd35Wd5 1
23953 19:48:10 PM 114.0429 22.5312 Jd34Wd5 1
23953 19:51:20 PM 114.0409 22.5298 Jd34Wd5 0

(1) Input taxicabs GPS data after cleaning
(2) Using 𝑚𝑎𝑝 transformation, the format of raw taxicabs GPS records is
converted to (plate number, (date and time; marked region; status bit))
(3) Using groupByKey transformation, all the taxicabs GPS data of the same
plate number are gathered.
(4) if (Using 𝑓𝑖𝑙𝑡𝑒𝑟 transformation, we inspect and detect if there are
real-time taxicabs in Wander Status){

(1) Using 𝑚𝑎𝑝 transformation, we calculate the distance between
these real-time taxicabs and 𝑃. Then, (corresponding distance,
plate number) are exported.

(2) Ascending order of corresponding distance can be obtained by𝑠𝑜𝑟𝑡𝐵𝑦𝐾𝑒𝑦(true) transformation.
(3) Using take(1) operation, we obtain and recommend the nearest

taxicab in Wander Status to the passenger 𝑃.}
(5) else{

(1) Using 𝑓𝑖𝑙𝑡𝑒𝑟 transformation, we inspect and detect if there are
real-time taxicabs in Occupied Status.

(2) Using 𝑚𝑎𝑝 transformation, GPS data for each taxicab are
arranged in reverse chronological order. Then, we output plate
number and the corresponding last manned trajectory, namely,
several continuous GPS records in which the status bit is 1.}

Procedure 1: Access to real-time taxicab information.

in Table 1, serval original GPS records are used as examples
to demonstrate the above conversion.

The original GPS records are transformed to several
marked regions (e.g., Jd43Wd6) after the regional division in
Table 1. A series of raw GPS records describe the details of
the above entire trajectory, which can be mapped on a given
region map, corresponding to a unique carpool graph. Thus,
a manned trajectory is extracted from raw GPS records and
represented by a series of marked regions.

5.3. Function Implementation. The procedure of Spark data
processing is a series of RDD transformations and operations.
Hence, a series of key RDD transformations and operations
are used to explain the critical details of the mechanisms and

algorithms in this section. In the following, the significant
RDD transformations and operations are described.

5.3.1. Access to Real-Time Taxicab Information. Upon receiv-
ing a request from passenger 𝑃 in 𝑂𝑃, we first need to search
for taxicabs around passenger 𝑃 through the real-time GPS
records. In Procedure 1, the real-time taxicabs in Wander
Status orOccupied Status are obtained by testing the time and
Status Bit of GPS records.

If there are several real-time taxicabs in Wander Status
around 𝑃, the distances between 𝑂𝑃 and these taxicabs are
regarded as an attribute of vacant taxicab performance.Then,
we select the nearest vacant taxicab to 𝑃. If there is no
real-time vacant taxicab around 𝑃 but only a few real-time
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Step 1. Obtaining Initial Destination Sets
(1) Input the historical taxicab manned trajectory data. Then, the storage level of these trajectory data is put into
StorageLevel.MEMORY ONLY by 𝑐𝑎𝑐ℎ𝑒 method due to the need for repeated comparisons.
Input the last manned trajectory of real-time taxicabs in Occupied Status. 𝑡𝑒𝑥𝑡𝐹𝑖𝑙𝑒 method is used to load the HDFS file
into Spark as an initial RDD.
(2) Using 𝑚𝑎𝑝 transformation, we can obtain the similarity between the last manned trajectory of these taxicabs
and the historical manned trajectory data.
After the above operations, the new RDD with the format of (similarity, destination) is transformed.
(3) Using sortByKey (false) transformation, the descending order about similarity of potential destinations is obtained.
(4) Using take(n) operation, we can obtain n taxicab historical manned trajectories which have higher similarity, and
destinations of these manned trajectories are regarded as a preliminary set 𝑀𝐷𝑃𝑇.
(5) In order to deal with these data more conveniently and quickly, we change the form of 𝑀𝐷𝑃𝑇 to (destination, similarity)
by 𝑚𝑎𝑝 transformation. After that, the new 𝑀𝐷𝑃𝑇 is exported to HDFS to facilitate filtering operations later.

Step 2. Forecast Final Destinations
(1) 𝑡𝑒𝑥𝑡𝐹𝑖𝑙𝑒 method loads and abstracts 𝑀𝐷𝑃𝑇 into RDD, and then 𝑉𝑂𝑇 gathers the similarity of the same potential destination
by 𝑔𝑟𝑜𝑢𝑝𝐵𝑦𝐾𝑒𝑦 transformation.
(2) Using multiple operators provided by Spark and user-defined functions, downsized and optimized 𝑀𝐷𝑃𝑇 is obtained in
basic and advanced models.
(3) Using 𝑓𝑜𝑟𝑒𝑎𝑐ℎ operation, we calculate the visit frequency and the average similarity of potential destinations in 𝑀𝐷𝑃𝑇
and export the data in the format of (potential destinations, (frequency, average similarity)) to HDFS.
(4) The new 𝑀𝐷𝑃𝑇 in HDFS is abstracted as RDD by the 𝑡𝑒𝑥𝑡𝐹𝑖𝑙𝑒 method. Then, through a series of transformations and
actions including user-defined functions, we implement and complete three different types of clustering
algorithms and output the representatives 𝑅𝐷𝑃𝑇 of 𝑀𝐷𝑃𝑇.
The format of initial 𝑅𝐷𝑃𝑇 is ((destinations and these attributes in Cluster A), (destinations and these attributes in Cluster B). . .)
(5) Based on 𝑚𝑎𝑝 transformation and initial 𝑅𝐷𝑃𝑇, cluster centers and total visit frequency of clusters are calculated
by user-defined functions.
The format of the output file is ((the cluster center 𝐶A and total visit frequency 𝑁A of Cluster A),. . .).
(6) We traverse each element of the RDD by the 𝑓𝑜𝑟𝑒𝑎𝑐ℎ operation to count the total visit frequency 𝑁. Then, the ultimate𝑅𝐷𝑃𝑇 with the format of ((𝐶A, 𝑁A/𝑁), . . .) is exported to HDFS.

Procedure 2

taxicabs in Occupied Status, we further calculate the last
manned trajectory of the real-time taxicabs in Occupied
Status (see Procedure 1).

5.3.2. Potential Destinations of Occupied Taxicabs. In Proce-
dure 2, in order to obtain potential destinations of real-time
taxicabs in Occupied Status, our algorithm is roughly divided
into two steps.

Step 1 (obtaining initial destination sets 𝑀𝐷𝑃𝑇). By the com-
parison between the last manned trajectory of these real-time
occupied taxicabs and the historical manned trajectory data,
VOT calculates and acquires the destinations of 𝑛 trajectories
which have higher similarity, namely, 𝑀𝐷𝑃𝑇.
Step 2 (forecast final destinations 𝑅𝐷𝑃𝑇). Based on the fre-
quency and average similarity of every potential destina-
tion in 𝑀𝐷𝑃𝑇, different clustering algorithms (𝐾-means,
density-based spatial clustering of applications with noise
(DBSCAN), and balanced iterative reducing and clustering
using hierarchies (BIRCH)) complete clustering operations.
Then, we calculate and regard the cluster centers set 𝑅𝐷𝑃𝑇
as the representative of potential destinations in the same
cluster.

5.3.3. Distance Dispersion Calculation and Optimal Recom-
mendation. In order to screen out the real-time occupied

taxicab with the best carpooling performance, Procedure 3
is divided into two steps.

Step 1. Our algorithm calculates the Distance Dispersion of
every real-time taxicab in Occupied Status.

Step 2. This real-time taxicab in Occupied Status with the
best carpooling performance is selected by VOT and recom-
mended to the particular passenger 𝑃.

As shown in Procedure 3, our recommendation strategy
specifies a map transformation that puts the representatives𝑅𝐷𝑃𝑇 and 𝑃’s request (origin and destination) as input file to
calculate Distance Dispersion of real-time occupied taxicabs.
The generic calculation formulas are as follows:

𝜌𝑃𝑇 = ∑
𝐷𝑇∈𝑅𝐷

𝑃

𝑇

Pr (𝐷𝑇)(EM𝐷𝑃𝐷𝑇 + MH𝐷𝑃𝐷𝑇2 )

EM = ( 𝑛∑
𝑘=1

(𝑥1𝑘 − 𝑥2𝑘)2)
1/2

MH = 𝑁∑
𝑘=1

𝑥1𝑘 − 𝑥2𝑘 ,

(3)
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(1) Input and abstract clustering results 𝑅𝐷𝑃𝑇 to new RDD.
(2) Using 𝑚𝑎𝑝 transformation, the carpool performance of a single potential destination of a real-time taxicab in Occupied
Status is quantified (Distance Dispersion) by user-defined functions.
(3) Using 𝑟𝑒𝑑𝑢𝑐𝑒𝐵𝑦𝐾𝑒𝑦 transformation, the carpool performance of a single real-time occupied taxicab is obtained
by aggregating all Distance Dispersion of potential destinations in 𝑅𝐷𝑃𝑇.
(4) By the 𝑠𝑜𝑟𝑡𝐵𝑦𝐾𝑒𝑦 transformation, the descending order of the carpool performance (the ascending order of Distance
Dispersion) is processed.
(5) Using take(1) operation, we obtain and recommend the real-time taxicab in Occupied Status with the best
carpooling performance to the passenger 𝑃.

Procedure 3: Distance Dispersion calculation and optimal recommendation.

where 𝑅𝐷𝑃𝑇 is the representative of 𝑀𝐷𝑃𝑇 and 𝐷𝑇 is a repre-
sentative of the potential destinations. EM𝐷𝑃𝐷𝑇 is the Euclidean
Distance between passenger 𝑃’s destination 𝐷𝑃 and the real-
time taxicab 𝑇’s destination 𝐷𝑇. MH𝐷𝑃𝐷𝑇 is the Manhattan
Distance between these destinations. Every destination has
a different probability according to the frequency by which
it appears in 𝑅𝐷𝑃𝑇. Pr(𝐷𝑇) = |𝐷𝑇|/|𝑅𝐷𝑃𝑇|, where |𝐷𝑇| is the
total frequencies of 𝐷𝑇 and |𝑅𝐷𝑃𝑇| is the total frequencies of
all destinations. If𝑇 is a vacant taxicab, then operations return
0 as the Distance Dispersion, given that no distance exists for
a vacant taxicab.

6. Evaluation

The sample dataset, which contains 4.5 million GPS raw
records of 14747 taxicabs, is used to test our recommendation
system. Owing to the large size of the dataset, we find amajor
amount of errant records. Twomain errors exist: (i) abnormal
error (e.g., although the state value is 1, which means the
taxicab is moving, the continuous GPS records show that the
latitude and longitude are maintained, which is illogical) and
(ii) matching error (after matching with the electronic map,
the GPS coordinates indicate that a taxicab is off the road)
[39].

These errors may result from different causes, such as
GPS devicemalfunctions, software issues, and human factors.
Before data processing, we clean the original data using
simple preprocessing operations to delete abnormal and
invalid GPS records.

6.1. Evaluation Setup. In this study, VOT compares three
clustering algorithms (𝐾-means, DBSCAN, and BIRCH) in
basic and advanced models. The taxi-manned trajectory
distributions, which show real passenger requests, can be
obtained based on the historical GPS datasets. Real requests,
which occurred in the dataset at one day, are regarded as
future requests to test our recommendation system. Based
on a specific manned trajectory, for example, take-in time𝑇𝑥, origin area 𝑂𝑥, drop-off time 𝑇𝑦, and destination area𝐷𝑦, in the taxi-manned trajectory distributions, a passenger
request (request time 𝑇𝑥, origin 𝑂𝑥, and destination 𝐷𝑦) can
be generated.

All recommendation algorithmsmatch this actual request
with the real-time GPS records for a nearby taxicab set 𝑇

based on the trajectories of taxicabs in the dataset for a par-
ticular day. If vacant taxicabs exist in 𝑇, all recommendation
algorithms suggest the closest vacant taxicab to passengers.
Otherwise, basic𝐾-means calculates theDistanceDispersion
for every occupied taxicab in 𝑇 based on the basic model
and the 𝐾-means algorithm in Section 4.2 and then rec-
ommends the occupied taxicab with the minimum attribute
value. Other algorithms function similarly, except that these
algorithms calculate Distance Dispersion based on different
clustering algorithms (DBSCAN and BIRCH) and different
models (advanced models).

Distance Dispersion is regarded as a key metric to
show the efficiency of taxicab service, which is obtained
by (EM𝐷𝑃𝐷𝑇 + MH𝐷𝑃𝐷𝑇)/2; this metric is used to evaluate the
closeness between passenger and taxicab destinations. For
vacant taxicabs, the Distance Dispersion is 0; for occupied
taxicabs, we compare and recommend the occupied taxi-
cab with the minimum Distance Dispersion to passengers.
Hence, Distance Dispersion can provide a recommendation
which maximizes passengers’ interests for both carpooling
and conventional taxicab services.

What is more, we justify carpooling services by showing
reduced total mileage (%). Unlike Distance Dispersion which
concentrates on the interests of an individual passenger,
reduced total mileage is used to calculate how much total
mileage can be reduced (leading to less gas exhaust emis-
sions and less traffic congestion) by an efficient system
recommending more suitable taxicabs in Occupied Status for
passengers. SupposingM is the total mileage for individually
delivering all passengers and m is the total mileage for
delivering all passengers with either conventional taxi or
carpool service, then the percentage of reduced mileage
equals (𝑀 − 𝑚)/𝑀.

In order to prove the superiority of Distance Dispersion,
we use actual detour ratio to evaluateVOT, which is regarded
as a key metric to show the efficiency in other recom-
mendation systems. Compared to conventional taxi service,
carpooling service has a detour distance (ActualDistance −
DirectDistance).Thus, actual detour ratio can be obtained by(ActualDistance − DirectDistance)/DirectDistance.

Then, we propose a new parameter, called Real Prophecy
Distance (RPD), to demonstrate the ratio of correctly pre-
dicted destinations, which is obtained by quantifying this
distance between true destinations and forecasted cluster
centers.
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Figure 6: Distance Dispersion (M).

We evaluateVOT at different cluster numbers and various
region sizes, according to the above metrics. This evalua-
tion leads to different service effects in terms of the same
algorithm. The default setting of cluster number is 5, and
the default setting of region length is 600M. For the entire
dataset, we use the real requests from a one-day dataset and
test all the algorithms with the trajectories of taxicabs on
other days. The average results are reported.

6.2. Distance Dispersion. In this subsection, we investigate
the average Distance Dispersion performance.

Figure 6 shows the average Distance Dispersion in dif-
ferent 1 h time slots of one day. During rush hours, such
as 8:00 to 10:00AM and 18:00 to 20:00 PM, the average
Distance Dispersion for all versions is lower than during
nonrush hours, such as 1:00 to 7:00AM. This result is due to
the fact that passengers during rush hours have more fixed
destinations and that more historical GPS data are available
for predictions. Therefore, our recommendation system can
more accurately predict the destinations of occupied taxicabs
by context information and manned trajectory distributions.

A comparison of the three clustering algorithms indi-
cates that DBSCAN has the best performance, with a

minimum Distance Dispersion, and performs well in both
basic (2.560 km) and advanced (1.671 km) scenarios, which
effectively guarantees the interests of passengers. That is
because DBSCAN can find clusters of arbitrary shapes, which
provides it with the highest prediction accuracy. 𝐾-means
has a good carpool quality in the advanced model, but
the performance is poor in the basic model, with a large
difference at 1.524 km. That is because many abnormal and
worthless data seriously interfere with 𝐾-means in the basic
model.

6.3. Reduced Total Mileage. In this subsection, we evaluate
the performance of VOT through the percentage of reduced
total mileage (%).

Figure 7 shows the percentage of reduced total mileage
in different 1 h time slots. During rush hours, such as 8:00 to
10:00AM and 18:00 to 20:00 PM, the percentages of reduced
totalmileage for all six schemes are higher than those on non-
rush hours, especially 1:00 to 7:00AM.This result is attributed
to the increased carpooling service demands during rush
hours compared to those on nonrush hours.Meanwhile, with
more accurate carpooling recommendations for passengers,
our recommendation system also leads to a much bigger
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Figure 7: Reduced total mileage (%).

reduction in the total mileage to deliver the same number of
passengers than the reduced total mileage on nonrush hours.

In both 𝐾-means and BIRCH algorithms, the advanced
model outperforms the basic one by 15.06% and 10.05%
on average, respectively, indicating the superiority of the
advanced model. With high carpool quality, DBSCAN is not
sensitive to basic and advanced scenarios, which confirms
our previous observations. From the overall view, DBSCAN
is the best choice because of its stable and high carpool
quality with 47.84% in reduced total mileage on average in
the advanced model. Nevertheless, 𝐾-means outperforms
DBSCAN at some hours in the advancedmodel, such as 9:00-
10:00 and 21:00.

6.4. Actual Detour Ratio. Figure 8 shows the performance for
the average actual detour ratio in different 1 h time slots of
one day. During the busy commuting time, such as 8:00 to
10:00AM and 18:00 to 20:00 PM, the average actual detour
ratio for all three algorithms in the advanced model is higher
than those on nonbusy hours, such as 1:00 to 7:00AM. The
variation trend of VOT is almost the same as that of similar
researches.

With the best performance among the three algorithms,
the actual detour ratio (%) of DBSCAN at any 1 h time
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Figure 8: Actual detour ratio (%).

slots of one day is no more than 10%, which is clearly
superior to other researches in the busy commuting time.
Then, although 𝐾-means and BIRCH do not have a good
performance, their worst cases are still no more than 15%,
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Figure 9: Real Prophecy Distance (M).

14.04%, and 12.84% respectively. What is more, there is only
3.48% difference on average between advanced DBSCAN
with the best performance and advanced 𝐾-means with the
worst performance. In other words, all versions ofVOT in the
advanced model can fully guarantee and control the actual
detour ratio.

Based on the results of the above supplementary exper-
iments, we demonstrate that VOT can perform well in both
the interests of passengers (actual detour ratio (%)) and the
mitigation of gas exhaust emissions (reduced total mileage
(%)). Therefore, Distance Dispersion is regarded as a key
metric to show the efficiency of conventional and carpooling
service in VOT, instead of actual detour ratio (%).

6.5. Real Prophecy Distance Distribution. Figure 9 shows the
percentage of Real Prophecy Distance distribution under the
default region length (600M).

The distributions (<900M) of RPD for six versions are
all over 85% (except for basic 𝐾-means, 83.26%), especially
advanced DBSCAN with 90.29%. Remarkably, because the
default region length is set to 600M, the worst condition of

the RPD distributions (<900M) is that there is only less than
two regions between true destinations and forecasted cluster
centers. What is more, the distributions (<500M) of RPD
for six versions are almost all over 25%, in which advanced
DBSCAN has the best performance with 30.90%. Notably,
RPD, which is less than 500M, means only one situation: the
predicted cluster centers are in the same region as the real
destinations (or adjacent when region length is 400M). In
other words, the prediction result must be absolutely correct,
if RPD is less than 500M.

For 𝐾-means, DBSCAN, and BIRCH, the advanced
model outperforms the basic model by 5.22%, 2.97%, and
3.29% on average, clearly indicating the superiority of the
advanced model. A comparison of these clustering algo-
rithms suggests that DBSCANhas the best performance. And
DBSCANworks well in the three different RPD distributions
(<500M (30.90%), <700M (72.14%), and <900M (90.29%)),
which clearly demonstrates the prediction accuracy of VOT.
These results confirm that VOT is actually able to guarantee
high prediction accuracy.
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Figure 10: Distance Dispersion versus cluster number.

6.6. Cluster Number Effect. In this subsection, we learn the
influence of recommendation radius onVOT performance at
9:00AM of one day.

6.6.1. Distance Dispersion with Different Cluster Numbers.
Figure 10 shows the effect of different cluster numbers on
the performance of the 6 schemes in terms of Distance
Dispersion. We change the cluster number from 3 to 8,
which in turn alters the number of destinations to be used
to summarize the distribution characteristics of occupied
taxicabs.

For all six visions of VOT, the Distance Dispersion
under the advanced model is invariably better than that in
the basic model. That is because better recommendations
are provided to passengers by eliminating the worthless
candidate destinations in the former. Minimum Distance
Dispersion is achieved when the cluster number is 5, and the
increase for 6 versions of VOT slows down when the cluster
number is close to 8. Comparedwith the numbers 3 and 8 that
cannot precisely generalize the characteristics of destination
distribution, the number 5 is consistent with the destination
distribution of a vast majority of taxicabs.

6.6.2. Reduced Total Mileage (%) with Different Cluster Num-
bers. Figure 11 shows the effects of different cluster numbers
on the percentage of reduced total mileage at 9:00AM of one
day.

The maximum reduced total mileage occurs when the
number of the clusters is 5. When the cluster number is close
to 8, the decrease for 6 versions of VOT slows down. In other
words, the minimumDistance Dispersion and the maximum
reduced totalmileage, which indicate the best carpool quality,
occur at 5 at the same time. Thus, we recommend that the
number of clusters be set to 5 for enhanced carpool quality.
And in the advancedmodel,𝐾-means outperformsDBSCAN
in terms of reduced total mileage at 9:00 of one day, which
confirms our previous observations.

6.7. Region Length Effect. In this subsection, we study the
effect of recommendation radius on VOT performance for
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Figure 11: Reduced total mileage (%) versus cluster number.
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Figure 12: Distance Dispersion in advanced𝐾-means versus region
length.

24 h on one day in the advanced model. Due to the great
similarity in tendency of the three algorithms, we just present
the performance in 𝐾-means algorithm.

6.7.1. Distance Dispersion with Different Region Lengths. Fig-
ure 12 shows the effect of different region lengths in advanced𝐾-means on Distance Dispersion. We change the region
length from 400M to 800M, which increases the size of
potential taxicabs that can be recommended and the number
of similar manned trajectories that can be analyzed.

For𝐾-means, with the increase in the radius from 400M
to 800M, the performance of VOT decreases. Nonetheless,
the decrease slows down when the region length is close
to 800M, which is due to the fact that the radius is large
enough to have a sufficient number of similar taxicab-
manned trajectories and taxicabs for analysis and inference,
and an even larger radius would not help. DBSCAN and
BIRCH also have the same trend. But there are still different
trends for 𝐾-means, DBSCAN, and BIRCH between 400M
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Figure 13: Reduced total mileage (%) in advanced 𝐾-means versus
region length.

and 800M, that is, 850.0760M, 491.1766M, and 671.8267M,
respectively.

Similar trends are maintained when the radius increases
from 400M to 800M, such as a better performance from
18:00 to 20:00 and aworse performance from 1:00 to 7:00AM,
which verify the previous inference in the previous sections.

6.7.2. Reduced Total Mileage with Different Region Lengths.
Figure 13 shows the effects of different region lengths on the
percentage of reduced total mileage for 24 h on one day.

With the increase in the radius from 400M to 800M,
the reduced total mileage of𝐾-means in the advanced model
increases given the increased carpooling service demands
and the more accurate inference available. However, the
increase for 𝐾-means slows down when the region length
is close to 800M. Hence, the default region length is set to
600M because the radius is sufficiently large to provide accu-
rate inference and calculation (only 2.76% between 600M
and 800M), and an even larger radius is not unnecessary.
DBSCAN and BIRCH also have the same trends.

The increase in region length from 400M to 800M leads
to the largest difference in the performance of 𝐾-means
between 400M and 800M, that is, 12.53%. By contrast, the
difference in the DBSCAN performance is insignificant (i.e.,
5.80%) because 𝐾-means (based on distance) is sensitive to
the change in region length, whereas DBSCAN (based on
density) is unresponsive to this change. Compared with K-
means, the performance of BIRCH has only 9.17% increase-
ment when the region length varies from 400M to 800M.

6.7.3. Real Prophecy Distance Distribution with Different
Region Lengths. In this section, we evaluate the influence of
region length on Real Prophecy Distance distribution under
the advanced model.

Tables 2, 3, and 4 show the effect of different region
lengths on the three different RPD distributions (<500M,<700M, and <900M) in the advanced model.

For the three different clustering algorithms, with the
increase in the region length from 400M to 600M, the ratio

Table 2: Real Prophecy Distance <500M versus region length.

<500 400 500 600 Max. difference𝐾-means 24.0256 24.6381 25.0975 1.0719
DBSCAN 30.6759 30.7728 30.8996 0.2237
BIRCH 26.2619 26.8249 27.2711 1.0092

of RPD shows an increasing tendency. That is because a
larger region length enlarges the range of a single grid, which
increases the possibility that the inferred cluster centers
contain the GPS records of the real destinations. But for
the three different RPD distributions (<500M, <700M, and<900M), the performance under 600M outperforms that
under 400Mby only 0.768%, 3.334%, and 4.740% on average.
Specifically, the minimal variation tendency of the RPD
distributions (<500M) is 1.07%, 0.22%, and 1.01% for 𝐾-
means, DBSCAN, and BIRCH, respectively. In other words,
even if the region length is set to 400M, all versions of VOT
in the advanced model also can guarantee good prediction
accuracy for the three RPD distributions.

In addition, in contrast to our previous comparison
experiments from 400M to 800M in the initial manuscript,
we do not carry out experiments with region lengths of 700M
and 800M. This is because if the region length is too long,
the situation satisfying the RPD distribution tends to be
homogeneous. For example, when the region length is set to
800M, the distributions (<500M and <700M) of RPD are
quite consistent. This results in an obscure tendency of RPD
distribution. Therefore, these inconclusive experiments are
not executed in this section.

7. Discussion

AlthoughVOT provides good carpooling performance, there
is room for further enhancements. Discussed below is the
system feasibility or implementability that warrants further
investigation.

7.1. Changes in Existing Taxicab System. Although there is
no need to build a completely new taxicab network, further
optimization and promotion are necessary to the existing
taxicab system for a better service. For example, a convenient
two-way communication needs to be deployed between the
taxicabs and the backend server, instead of one-way commu-
nication via GPS. With the development and popularization
of the fourth-generation mobile communication technology,
the convenience and practicability of mobile devices provide
an opportunity for realization of two-way communication.
Thus, we will study this respect in the further work.

7.2. An Acceptance by Passengers of Sharing the Taxi. In
VOT, we can only realize whether the taxicab has passengers
via the Status Bit of the GPS records. But if the two-way
communication between the taxicabs and the backend server
is realized successfully, the number of existing passengers
in real-time taxicabs can be obtained by uploading the
passengers’ information.
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Table 3: Real Prophecy Distance <700M versus region length.

<700 400 500 600 Max. difference𝐾-means 61.4596 64.0293 66.4653 5.0057
DBSCAN 71.0951 71.5964 72.1402 1.0451
BIRCH 64.3057 66.4358 68.2569 3.9512

Table 4: Real Prophecy Distance <900M versus region length.

<900 400 500 600 Max. difference𝐾-means 80.0751 83.6194 87.1817 7.1066
DBSCAN 89.1928 89.7317 90.2919 1.0991
BIRCH 82.7529 85.5416 88.7672 6.0143

Then, VOT can provide personalized carpooling options
according to the preferences of passengers. For example, the
acceptable number of taxi-sharing passengers is two and
female only; two and male only; two and no request for male
or female preference; three and female only; three and male
only; three and no request for male or female preference;
no request. We believe that a variety of carpool preferences
options can provide passengers with more comfortable car-
pooling services.

7.3. The Support from Relevant Law. Through the careful
and extensive investigation, currently in China, voluntary
carpooling is legally a contractual relationship that belongs to
the agreement of the parties’ autonomy. The drivers have the
obligations for ensuring the passenger safety. If man-made
accidents or unforeseen events happen, the accidents should
be dealt with based on the “General Principles of Civil Law”
[40], “Law of Tort Liability” [41], and “Road Traffic Safety
Law” [42].

There are currently no specific laws and regulations to
restrict taxicab carpooling services. With the popularity of
the concept of vehicle sharing, the government and a large
number of researchers are actively promoting the introduc-
tion of relevant laws.

7.4. The Extra Benefit in Fleet Managers. Because reduced
total mileage (%) can reach 47.84%, the cost for delivering all
passengers could be significantly reduced. Namely, taxis can
accomplish more delivery tasks at the same fuel costs. This
could increase the income of the company and the drivers.
And there are some researches [43–46] about the benefit
for passengers. In the further work, the benefit for the fleet
managers and passengers will be increased as an important
consideration in advanced VOT.

8. Conclusion

In this work, we analyze, design, and evaluate a recom-
mendation system for both carpooling and regular taxi
services based on large-scale historical GPS records. Our
recommendation system mines taxi-manned trajectory dis-
tributions from a historical GPS dataset. Real requests are
extracted from taxi-manned trajectory distributions, and
either a taxi in Wander Status with no Distance Dispersion

or an occupied taxi with minimal Distance Dispersion is
recommended to particular passengers. We employ a generic
big-data-processing model, Spark, to efficiently handle the
raw GPS dataset. Using the real-world dataset containing
14747 taxi GPS records to evaluate the system, the ratio of
range (between forecasted and actual destinations) of less
than 900M can reach 90.29%, which effectively guarantees
the interests of passengers. Our recommendation system can
significantly reduce the total mileage (47.84% on average).
Nearly half of the total mileage of the taxi is reduced, thereby
effectively reducing the air and soil pollution. Meanwhile, the
average reduced total mileage of 0:00 to 7:00 is increased to
45.03%, which outperforms other systems by 35%. For actual
detour ratio, VOT and others have similar performances,
even better in rush hours.
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