Secure Data Outsourcing in

Blockchain-Based Internet of
Things

Lead Guest Editor: Yinbin Miao
Guest Editors: Kim-Kwang Raymond Choo, Ximeng Liu, and Zhiquan Liu




Secure Data Outsourcing in Blockchain-Based
Internet of Things



Security and Communication Networks

Secure Data Outsourcing in Blockchain-
Based Internet of Things

Lead Guest Editor: Yinbin Miao
Guest Editors: Kim-Kwang Raymond Choo,
Ximeng Liu, and Zhiquan Liu




Copyright © 2023 Hindawi Limited. All rights reserved.

This is a special issue published in “Security and Communication Networks.” All articles are open access articles distributed under the
Creative Commons Attribution License, which permits unrestricted use, distribution, and reproduction in any medium, provided the
original work is properly cited.



Chief Editor

Roberto Di Pietro, Saudi Arabia

Associate Editors

Jiankun Hu (), Australia
Emanuele Maiorana (), Italy
David Megias (), Spain
Zheng Yan (), China

Academic Editors

Saed Saleh Al Rabaee(2), United Arab
Emirates

Shadab Alam, Saudi Arabia
Goutham Reddy Alavalapati(), USA
Jehad Ali (%), Republic of Korea
Jehad Alj, Saint Vincent and the Grenadines
Benjamin Aziz ("), United Kingdom
Taimur Bakhshi (®), United Kingdom
Spiridon Bakiras (), Qatar

Musa Balta, Turkey

Jin Wook Byun (i), Republic of Korea
Bruno Carpentieri (), Italy

Luigi Catuogno (), Italy

Ricardo Chaves (), Portugal
Chien-Ming Chen (), China

Tom Chen (1), United Kingdom
Stelvio Cimato (1), Italy

Vincenzo Conti(l), Italy

Luigi Coppolino (1), Italy

Salvatore D'Antonio (9, Italy
Juhriyansyah Dalle, Indonesia
Alfredo De Santis, Italy

Angel M. Del Rey (), Spain

Roberto Di Pietro (2, France

Wenxiu Ding (2), China

Nicola Dragoni (), Denmark

Wei Feng (1), China

Carmen Fernandez-Gago, Spain
AnMin Fu(®, China

Clemente Galdi(), Italy

Dimitrios Geneiatakis (), Italy
Muhammad A. Gondal (), Oman
Francesco Gringoli (), Italy

Biao Han(»), China

Jinguang Han (), China

Khizar Hayat, Oman

Azeem Irshad, Pakistan

M.A. Jabbar (), India

Minho Jo (%), Republic of Korea
Arijit Karati(»), Taiwan

ASM Kayes (), Australia

Farrukh Aslam Khan (%), Saudi Arabia
Fazlullah Khan (%), Pakistan
Kiseon Kim (1), Republic of Korea
Mehmet Zeki Konyar, Turkey
Sanjeev Kumar, USA

Hyun Kwon, Republic of Korea
Maryline Laurent (), France
Jegatha Deborah Lazarus (), India
Huaizhi Li(®), USA

Jiguo Li(®), China

Xueqin Liang , Finland

Zhe Liu, Canada

Guangchi Liu (9, USA

Flavio Lombardi (), Italy

Yang Lu, China

Vincente Martin, Spain

Weizhi Meng (2), Denmark
Andrea Michienzi (), Italy

Laura Mongioi (), Italy

Raul Monroy (), Mexico
Naghmeh Moradpoor (), United Kingdom
Leonardo Mostarda (), Italy
Mohamed Nassar (), Lebanon
Qiang Ni, United Kingdom
Mahmood Niazi (), Saudi Arabia
Vincent O. Nyangaresi, Kenya

Lu Ou(}), China

Hyun-A Park, Republic of Korea
A. Peinado (19, Spain

Gerardo Pelosi (1), Italy

Gregorio Martinez Perez(2), Spain
Pedro Peris-Lopez (), Spain

Carla Rafols, Germany

Francesco Regazzoni, Switzerland
Abdalhossein Rezai(2), Iran
Helena Rifa-Pous (), Spain

Arun Kumar Sangaiah, India
Nadeem Sarwar, Pakistan

Neetesh Saxena, United Kingdom
Savio Sciancalepore(i2), The Netherlands



https://orcid.org/0000-0003-0230-1432
https://orcid.org/0000-0002-4312-6434
https://orcid.org/0000-0002-0507-7731
https://orcid.org/0000-0002-9697-2108
https://orcid.org/0000-0001-8842-493X
https://orcid.org/0000-0002-4335-8331
https://orcid.org/0000-0002-0589-7924
https://orcid.org/0000-0001-5089-2025
https://orcid.org/%200000-0003-4750-7864
https://orcid.org/0000-0002-8964-0746
https://orcid.org/0000-0002-5450-3207
https://orcid.org/0000-0003-1960-9986
https://orcid.org/0000-0002-6315-4221
https://orcid.org/0000-0002-4450-3983
https://orcid.org/0000-0002-6502-472X
https://orcid.org/0000-0001-8037-1685
https://orcid.org/0000-0003-1737-6218
https://orcid.org/0000-0002-8718-111X
https://orcid.org/0000-0002-2079-8713
https://orcid.org/0000-0001-9327-0138
https://orcid.org/0000-0002-3600-0016
https://orcid.org/0000-0003-1909-0336
https://orcid.org/0000-0002-8531-9226
https://orcid.org/0000-0001-9575-2990
https://orcid.org/0000-0002-8131-3206
https://orcid.org/0000-0002-1632-5737
https://orcid.org/0000-0002-2988-700X
https://orcid.org/0000-0001-6455-502X
https://orcid.org/0000-0003-1688-0113
https://orcid.org/0000-0003-2621-582X
https://orcid.org/0000-0002-5082-5727
https://orcid.org/0000-0002-4993-9452
https://orcid.org/0000-0003-4059-2728
https://orcid.org/0000-0001-7311-6459
https://orcid.org/0000-0001-5605-7354
https://orcid.org/0000-0002-2421-2214
https://orcid.org/0000-0002-7023-7172
https://orcid.org/0000-0003-4227-6067
https://orcid.org/0000-0001-9166-0570
https://orcid.org/0000-0002-7256-3721
https://orcid.org/0000-0001-8069-3801
https://orcid.org/0000-0002-5115-0928
https://orcid.org/0000-0002-6532-2081
https://orcid.org/0000-0003-4588-3196
https://orcid.org/0000-0003-0723-7847
https://orcid.org/0000-0003-4384-5786
https://orcid.org/0000-0001-8005-8701
https://orcid.org/0000-0003-2341-0996
https://orcid.org/0000-0002-3465-995X
https://orcid.org/0000-0002-8709-2678
https://orcid.org/0000-0001-8852-8317
https://orcid.org/0000-0001-8857-4436
https://orcid.org/0000-0001-7318-7644
https://orcid.org/0000-0002-8441-781X
https://orcid.org/0000-0003-1183-736X
https://orcid.org/0000-0002-3812-5429
https://orcid.org/0000-0001-5532-6604
https://orcid.org/0000-0001-6943-0760
https://orcid.org/0000-0001-8529-499X
https://orcid.org/0000-0003-0923-0235
https://orcid.org/0000-0003-0974-3639

De Rosal Ignatius Moses Setiadi (),
Indonesia

Wenbo Shi, China

Ghanshyam Singh (©), South Africa
Vasco Soares, Portugal

Salvatore Sorce (), Italy
Abdulhamit Subasi, Saudi Arabia
Zhiyuan Tan (%), United Kingdom
Keke Tang(®), China

Je Sen Teh ("), Australia

Bohui Wang, China

Guojun Wang, China

Jinwei Wang (), China

Qichun Wang (%, China

Hu Xiong (%), China

Chang Xu (), China

Xuehu Yan (%), China

Anjia Yang (), China

Jiachen Yang (), China

Yu Yao (), China

Yinghui Ye, China

Kuo-Hui Yeh (%), Taiwan

Yong Yu(), China

Xiaohui Yuan (), USA

Sherali Zeadally, USA

Leo Y. Zhang, Australia

Tao Zhang, China

Youwen Zhu (), China

Zhengyu Zhu (), China


https://orcid.org/0000-0001-6615-4457
https://orcid.org/0000-0002-5159-3286
https://orcid.org/0000-0003-1976-031X
https://orcid.org/0000-0001-5420-2554
https://orcid.org/0000-0003-0377-1022
https://orcid.org/0000-0001-5571-4148
https://orcid.org/0000-0002-9366-5671
https://orcid.org/0000-0003-3474-4115
https://orcid.org/0000-0001-6137-6667
https://orcid.org/0000-0002-9726-7232
https://orcid.org/0000-0001-6388-1720
https://orcid.org/0000-0002-7958-6571
https://orcid.org/0000-0003-2558-552X
https://orcid.org/0000-0001-5458-541X
https://orcid.org/0000-0003-0598-761X
https://orcid.org/0000-0003-0667-077X
https://orcid.org/0000-0001-6897-4563
https://orcid.org/0000-0003-4365-9713
https://orcid.org/0000-0001-6562-8243

Contents

Contract-Based Incentive Mechanism for Redactable Proof-of-Stake Blockchains
Yumei Wang, Yongdong Wu(2), and Junzuo Lai
Research Article (10 pages), Article ID 6403686, Volume 2023 (2023)

A Blockchain-Based Personal Health Record System for Emergency Situation

Yuan Liu{®, Yan Du(), Yanan Zhang ("), Yuan Li(), Leung Cyril (), Chunyan Miao (), Qingfeng Tan (),
and Zhihong Tian

Research Article (13 pages), Article ID 4941214, Volume 2022 (2022)

A Multiuser Ciphertext Search Scheme Based on Blockchain and SGX

Lianhai Wang(®), Fengkai Liu, Lingyun Meng, Wei Shao, Shujiang Xu, Shuhui Zhang(®), and Donghui
Huang

Research Article (12 pages), Article ID 9062615, Volume 2022 (2022)

Lightweight Mutual Authentication Scheme Enabled by Stateless Blockchain for UAV Networks
Lingjun Kong ("), Bing Chen (), Feng Hu(?), and Ji Zhang
Research Article (19 pages), Article ID 2330052, Volume 2022 (2022)

Improved Efficient Privacy-Preserving Certificateless Provable Data Possession Scheme for Cloud
Storage

Xiuguang Li("), Ruifeng Li("), Xu An Wang (), Ke Niu (), Hui Li(®), and Xiaoyuan Yang

Research Article (9 pages), Article ID 7302767, Volume 2022 (2022)


https://orcid.org/0000-0002-0850-724X
https://orcid.org/0000-0002-0246-0778
https://orcid.org/0000-0001-6030-8187
https://orcid.org/0000-0003-1717-6515
https://orcid.org/0000-0002-2645-7119
https://orcid.org/0000-0001-9911-2069
https://orcid.org/0000-0002-0300-3448
https://orcid.org/0000-0002-9758-3470
https://orcid.org/0000-0002-9409-5359
https://orcid.org/0000-0002-5701-3465
https://orcid.org/0000-0001-5017-3207
https://orcid.org/0000-0002-9007-4788
https://orcid.org/0000-0002-2863-5441
https://orcid.org/0000-0003-3738-4135
https://orcid.org/0000-0001-5576-9210
https://orcid.org/0000-0002-4156-2443
https://orcid.org/0000-0003-2070-4913
https://orcid.org/0000-0001-8933-3132
https://orcid.org/0000-0001-8310-7169

Hindawi

Security and Communication Networks
Volume 2023, Article ID 6403686, 10 pages
https://doi.org/10.1155/2023/6403686

Research Article

WILEY | Q@) Hindawi

Contract-Based Incentive Mechanism for Redactable Proof-of-

Stake Blockchains

Yumei Wang, Yongdong Wu

Jinan University, Guangzhou 510632, China

, and Junzuo Lai

Correspondence should be addressed to Yongdong Wu; wuyd007@qq.com

Received 21 October 2022; Revised 7 April 2023; Accepted 3 May 2023; Published 17 May 2023

Academic Editor: Andrea Michienzi

Copyright © 2023 Yumei Wang et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Blockchain has received a lot of attention due to its immutability. However, the immutability characteristic prohibits editing the
blocks which need to be modified. Although the existing redactable blockchain enables to manipulate blocks in a controlled way, it
may suffer from the security threats if the number of honest committee members (CMs) is insufficient. Thus, to attract honest CMs
for validating and voting the editing blocks in permissionless blockchain, this paper presents a contract-based incentive
mechanism between contract issuer and every CM. Firstly, it models the interaction between the contract issuer and each CM in
the verifying and voting process. Secondly, it builds an incentive mechanism according to the contract issuer’s cost and the
committee size. Finally, it selects a sufficiently large number of CMs with an optimization method. The analysis shows that the
present mechanism is secure against Sybil attack, and the simulations demonstrate that the proposed mechanism is effective.

1. Introduction

As the underlying technology of Bitcoin proposed in 2008
[1], blockchain has received widespread attention due to its
immutability merits. Nevertheless, the immutability of
blockchain has shown some side effects. For example, if
a blockchain has been misused to store and distribute in-
appropriate content such as child pornography and material
that infringes on intellectual property rights on the chain, the
immutability of the blockchain prevents fulfilling the data
regulations such as the “right to be forgotten” [2] and
General Data Protection Regulation (GDPR) [3]. As a result,
some chain participants may be reluctant to participate the
blockchain for fear of being accused of possessing illegal
information.

To overcome the shortcoming of the immutability,
a redacting process is employed to rewrite the block data in
a secure and controlled manner [4]. Usually, it varies with
the consensus mechanisms in the blockchains. For the most
popular POW blockchains and POS blockchains, crypto-
graphic primitive based redacting and voting based
redacting are preferable, respectively.

As a POS-like blockchain consumes much less energy
than a POW counterpart and is deployed widely, this paper
focuses on the POS blockchain, in particular to its redacting
process. Generally speaking, a redacting process for POS
blockchain composes of four main steps (e.g., [5]): (1)
submitting an editing request from a user; (2) selecting
a leader and Committee Members (CMs) in blockchain; (3)
voting on the editing request from CMs; and (4) updating
the block data. Specifically, at the beginning of each editing
time slot, CMs are pseudo-randomly selected as volunteers
according to their stakes by a verifiable random function
(VRF) [6] and then verify the editing blocks before deciding
whether to vote on them. However, if CMs spend resources
to vote without reward, they may be reluctant to participate
honestly in validating editing blocks and voting on candidate
blocks over time. As a result, it increases the security risk that
the data on the chain are maliciously tampered with.

In the editing process, it is critical to select as many
honest CMs as possible to reduce security risks because
rewriting old consensus blocks requires a stricter consensus
approach. We believe that the higher the voting power, the
more honest the CMs will be, because the larger the
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percentage of stake in the blockchain, the less they want the
blockchain to suffer from the security risk of tampering. To
this end, this paper designs an incentive mechanism to
motivate more CMs with higher voting rights to join in the
validation and voting of rewriting blocks. Thus, it has to
address two challenging problems. Firstly, the leader does
not know in advance which stakeholder would become a CM
and would be willing to participate in validation and voting.
Secondly, he does not have an accurate value of the CMs’
voting rights and does not know how the CMs would vote.
Information asymmetry between the leader and CMs may
lead to high costs for the leader to complete the editing
process. Therefore, the best strategy for a leader is to design
an incentive mechanism that reduces the impact of in-
formation asymmetry. In addition, the more CMs con-
tribute, the more rewards they will receive. Accordingly, this
paper presents a contract-based incentive mechanism. The
addition of contracts allows the scheme to not only effec-
tively motivate CMs to participate in redactable block val-
idation and voting but also to maximise the utility of the
leader. The contributions of this paper can be summarised as
follows:

(1) Design an incentive mechanism to inspire more CMs
with higher voting power to participate honestly in
validating edit blocks and voting on candidate
blocks. As long as a CM completes her validation and
voting tasks, she will be rewarded with a portion of
the transaction fee provided by the leader.

(2) Propose an enhanced redactable POS blockchain
scheme for permissionless systems, so as to mitigate
the security risk of tampering with data on the chain.
The security analysis shows that the present scheme
is secure against Sybil attack.

(3) Carry on abundant simulations to demonstrate that
the present contract-based incentive mechanism
achieves high performance in member utility com-
pared to a contract with no information asymmetry.
Thus, the present mechanism will have honest CMs
enough to engage in voting.

The rest of the paper is organized as follows. Section 2
introduces the related work in redactable blockchain and
incentive mechanism for blockchain. Then, in Section 3, we
introduce the system model and the attack model. In Section
4, we introduce the overview of the enhanced Redactable
POS Blockchain. The problem formulation and optimal
contract designing for information asymmetry are elabo-
rated in Section 5. Section 6 evaluates the performance of the
designed contract. Finally, Section 7 concludes this paper
and presents future work.

2. Related Work

Nowadays, the growing fusion of blockchain technology
with other fields has been contributed by many scholars.
Rathee et al. [7] proposed a blockchain framework that
addresses the security problem of malicious intrusion on
smart devices by adversaries in the Internet of Vehicles.

Security and Communication Networks

Further, Rathee et al. [8] proposed a device-trustworthy
management approach with the help of blockchain-based
data transparency for the possible network adversaries in
industrial Internet of things (IoT). Krishnamurthy et al. [9]
proposed a voting layout based on blockchain and IoT
devices in order to enhance the security of e-voting. In
addition, Cai et al. [10] proposed an oracle protocol by
utilizing alternative mechanisms to filter objective in-
formation from subjective data. The expanding applications
of blockchain have also led to increased concerns about the
security of data on the chain. Therefore, this section briefs
the redactable scheme and incentive mechanism. The in-
centive mechanism is used to attract the CM so as to
guarantee the security of the redactable scheme.

2.1. Redactable Scheme. To remove harmful data in the
blockchain, redactable blockchain has been proposed.
According to the authorization and modification method,
the existing redactable schemes are mainly divided into two
types: authorization-based chameleon hashing function and
voting-based double hash chain.

In the redactable scheme with authorization-based
chameleon hashing function, the trapdoor of the chame-
leon hash function is used to calculate hash collisions for
arbitrary input data, thus enabling changes to block data
without changing the original block connection. Ateniese
etal. [4] first proposed a block-level redactable scheme based
on chameleon hash functions, where authorized entities can
obtain trapdoors and compute hash collisions for the cor-
responding blocks. Further, Derler et al. [11] proposed the
policy-based chameleon hashes (PCH), which refers to the
ability of anyone with all the permissions required by
a policy to have the ability to compute arbitrary collisions for
a given hash and hence enables fine-grained and controlled
editing at the transaction level. Subsequently, accountability
[12], revocation [13], supervision [14], and k-time [15] are
embedded to make the editable scheme be more relevant to
practical applications.

In the voting-based redactable scheme, anyone who
harvests enough votes will be able to reach a consensus
among the users on the chain to change the block. In order to
eliminate a trusted central authority, Deuber et al. [16]
proposed a block-level double hash chain scheme under
nonauthorisation through consensus-based voting. This
scheme extends the structure of adjacent blocks by pre-
serving a copy of the Merkle root in its original state. In such
a way, the integrity of the hash link among blocks is not
broken, even if the hash value of the new block changes. To
speed up voting for consensus, Li et al. [5] proposed an
instantly editable blockchain protocol for POS and POW.
The protocol pseudo-randomly selects the committee based
on stake or computing power. That committee will validate
edit blocks and voting on candidate blocks. Of these,
completing a redaction requires only a time slot in the case of
a synchronous network in POS blockchain.

In general, most editing schemes based on chameleon
hash function require a trusted central entity to grant editing
rights, and some schemes still require complex multiparty
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computation (MPC) to manage chameleon hash traps, and
the nondisclosure of traps makes it impossible for the public
to verify the edited blocks. The voting-based consensus
editing schemes achieve a decentralized, publicly verifiable
editing process and do not require complex cryptographic
primitives. However, the voting-based schemes demand
a high level of honesty from the members involved in
validating the editing blocks. In practical scenarios, often
rational members are unwilling to spend extra computa-
tional resources and time to participate in the editing
process. Therefore, this paper investigates an incentive
mechanism to motivate members to honestly participate in
the editable voting process.

2.2. Incentive Mechanism. As POS-type blockchain becomes
more and more popular, Kang et al. [17] built a Stackelberg
game to jointly maximise the utility of blockchain user and
the profit of each miner on the POS-based consortium
blockchain network. The game is designed to incentivize
miners to participate in the verification and propagation of
mined block, using the transaction fee of the blockchain user
as a reward. However, it may be not practical because the
game model assumes the information between leader and
CMs is symmetrical. Later, Kang et al. [18] proposed
a delegated proof of stake (DPoS) blockchain. The scheme is
designed to allow highly reputable candidates to be selected
as active miners and standby miners. Incentive is designed to
motivate candidate miners to participate in block validation
and prevent internal collusion among active miners. The
designed mechanism is based on contract theory with
asymmetric information. However, it is not applicable to
secure data editing in the POS blockchain.

In summary, contract theory and other game theoretic
approaches have been applied and developed in the
blockchain domain. Nevertheless, there is a common
problem with many of these works: the universality of the
methods is not high. Consequently, in order to be able to
effectively solve the incentive problem in the editable
blockchain scenario, further research on secure and feasible
contract theory schemes is necessary.

3. Preliminaries

In this section, we introduce the system model and the
security model considered in this paper.

3.1. System Model. The current voting-based editable
blockchain [5] retains the data structure of the block header
and block body with a new replica of the Merkle root of the
original data in the block header. This double hash chain
model ensures the integrity of the blockchain after data
modification. To the best of our knowledge, there is a lack of
incentive measures for committee in existing voting-based
editable blockchain, i.e., committees are not rewarded for
their contribution. This greatly reduces the interest of CMs
in participating in data editing. Therefore, in this paper, we
propose an editable scheme with incentives that allows CMs

to actively choose whether to complete voting and validation
tasks based on workload and rewards.

At the high level, our system consists of three entities as
shown in Figure 1: leader, user, and CM. When there is no
user request to edit, the blockchain elects the leader via an
underlying POS-based protocol, which generates the next
block as usual. Otherwise, a committee is elected locally
using the VRF to make pseudo-random decisions based on
the stakeholder’s stake. The committee needs to participate
in the vote on the edit request. The output of VRF and
a staked cryptographic sortition method will determine how
many votes the member will get. The number of votes an edit
block receives above a certain threshold is considered
a consensus reached by the whole network. The specific
design of the above process can be found in [5]. However,
CM requires some computational resources and power to
validate the edit block and complete the voting process. To
encourage nodes to participate in the block editing process,
our designed system rewards participating members in the
form of transaction fees. More details about the scheme are
given in Section 4. And we introduce the problem formu-
lation, optimal contract in Section 5. For the convenience of
the readers, we have listed the main notations used in the
paper in Table 1.

3.2. Security Model. With reference to Figure 1, the par-
ticipants jointly update a permissionless redactable block-
chain. The blockchain stores the edited blocks and nonedited
blocks including transactions submitted by the user, vali-
dated and voted by the CMs, and recorded by the leader. The
committee that votes on the editable blocks is elected based
on the stakes among stakeholders. A leader is supposed to be
honest and rational in the present protocols.

A user is assumed to be malicious if he behaves in the
following ways: (1) broadcasts a large number of mean-
ingless edit requests and (2) publishes an edit request
intended to add harmful data to the chain.

A CM can be honest, lazy, or malicious. In particular, (1)
members are considered honest when they have truly val-
idated the editable block and voted honestly based on the
results of the validation; (2) they are assumed to be lazy when
they skip the editable block validation or vote for it ran-
domly; (3) malicious members vote in the opposite way in
accordance with the validation results. The tolerance for
malicious CMs is strictly less than (T/2), where T is the
expected committee size of stakes. A malicious vote by a CM
could result in illegally tampering with the data on the chain.

4. Overview of the Enhanced Redactable
POS Blockchain

In this section, a contract-based redactable POS Blockchain
is described, where the contract is designed as an incentive
mechanism to motivate higher voting rights committees to
join the validation and voting of editable blockchain data. In
other words, in order to ensure the consistence among all the
nodes in the blockchain after editing, the number of honest
CM s shall be sufficiently high in the validation and voting of
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FIGURE 1: The system model.
TaBLE 1: List of main notations.
Notations Description
%, G Set of CMs, types of CMs be classified
0, . g-type ,
Rg, F g g-type CMs’ incentives, g-type CMs’ resources
u,U,, Utility of leader, utility of CM
c Unit value of resources for leader
c Unit cost of computing resources spent by a CM
P, Prior probability of a g-type CM
v(*) A monotonically increasing valuation function
R ax Total editable transactions’ fee
UC Utility of a CM for launching the Sybil attack

editing block. Hence, it is in desire to develop an incentive
mechanism to attract CMs.

As illustrated in Figure 2, we present an overview of the
scheme to enhance the security of the redactable blockchain
by embedding a contract-based incentive mechanism. A
detailed design of the mechanism will be described in
Section 5. The present redactable POS blockchain has three
entities: (1) blockchain users, (2) leader, and (3) CMs. If
a user wants to make an edit request and after broadcasting
that request to the network, the mechanism allows for the
editing of blocks by performing the following main steps:

@ The leader develops the contract set based on the
information he can gather about the committee and
then broadcasts the set of contracts to the blockchain
network.

®@ Each CM selects a corresponding contract and signs
it and then carries out the tasks in accordance with
the provisions of the contract.

® The CM returns a proof including the voting outputs
(i.e., edited blocks’ verification and voting results) to
the leader.

@ The leader gathers the proofs to verify the eligibility
of voters and the vote results. When the number of
the proofs associated with the editing blocks is higher
than the vote threshold, the proofs are compressed
and packed into a new block. Afterwards, a fee is paid
to the corresponding CMs in accordance with the
terms of the contract.

Finally, similar to [5], blockchain users check that
whether the edit blocks meet the policy, i.e., whether the
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votes exceed the threshold and whether the blocks em-
bedded in the votes satisty the requirements of the block-
chain. If yes, blockchain users will update the data locally.

5. Contract-Based Incentive Mechanism

Section 4 describes the overview of the enhanced redactable
blockchain which includes an important incentive mecha-
nism for attracting CMs. This section will elaborate the
mechanism.

5.1. Problem Formulation. In each time slot, a monopoly
market consists of a leader as task issuer and a set of CMs %.
In order to attract more CMs with high voting rights in
validation and voting, we use the level of votes as a classi-
fication criterion for the type of CMs, ie., CMs can be
classified according to their votes: 8, < ... <0, < ... <0,
g €{1,---,G}, where Gg denotes a CM with a number of
votes within a certain range. In this paper, assume that all
CMs are rational. That is to say, a CM with more votes pays
more attention to take part in the voting process.

The leader must overcome the resulting economic loss
due to the information asymmetry caused by the leader not
knowing the specific types of CMs. The leader offers CMs of
different types contracts containing a series of reward-
performance packages (R g (F g),F g). In this case, F g Is
the validation and voting performance requirement for
aCMof0,,and R, (F,) is the corresponding reward to a CM
of 6. If a CM completes a validation and voting task to
a higher quality, i.e., the more computing resources invested,
the more rewards the member will receive.

(1) Utility of the Leader: Depending on the contract
(R, F ;) between a CM of type g and the leader, the
utility function of the leader can be expressed as
follows:

U(6,)=cF,-R,, (1)

where ¢’ >0 is the unit value of computing resources
for the leader, F, is the required computing re-
sources provided to the leader by a CM of type g, and
R, is the reward that leader must provide to a CM of
type g under the contract (R, F,) where the reward
refers to the transaction fee provided by the block-
chain users who make the edit requests. The utility of
the leader is the benefit generated from the resources
invested by the CMs minus the incentive to the CMs.
For a validation and voting task with G types of CMs
participating, the total utility available to the leader
as task issuer is

G !
U=y (|%|Pg)<c F, - Rg), (2)
g=1

where g , is the prior probability of a CM of type g,
and ) P, =1. According to reference [5], it is
known that the ballot of a CM is broadcast to the
entire blockchain network, where the ballot contains
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FIGURE 2: Diagram of the enhanced redactable POS blockchain scheme.

the specific number of votes that the member has. As
a result, the leader has access to the voting in-
formation of all previous CMs for each slot. Based on
the historical CMs’ voting information obtained, the
leader can statistically determine the historical
probability distribution of members’ types. Assum-
ing that the stakes of blockchain users do not change
over time, leader can infer the current probability
distribution based on the historical distribution. The
leader’s goal is to maximise profits through the
validating and voting process as follows:

G
U= gzl (121P)(Fy=R,). (3

(2) Utility of CMs: For a CM of type g, based on the
signed contract, the utility function is defined as
follows:

U, =6,v(R,) - cF, (4)
where v(R) is a monotonically increasing valuation
function of the incentive R, for a CM of type g,
where v(0) = 0, (0v/0R) >0, and (9*v/0R?) <0, and
c is the unit cost of computing resources spent by
a CM. The utility of CMs is the reward received from
the leader minus the cost expended. However, CMs
wish to maximise their utility by minimising the
resource consumption in the validation and voting
process. Specifically, the goal of a CM of type g is to
maximise his utility, denoted as follows:

max U, = Hgv(Rg) —cFy Vg efl,...,G} (5)
(R, F,)

(3) Contract Feasibility: Given that the utility function
for a certain type CM is defined as equation (4), the
contract theory suggests that each contract item for

CMs must satisfy the following principles of indi-
vidual reasonableness (IR) and incentive compati-
bility (IC) in order for a contract to be feasible. IR
implies that a CM will join the block verification and
voting when he receives a non-negative utility, i.e.,

0,v(R,) - cFy20,Yg € {1,---,G}. (6)

IC is when a CM of type g, to maximise utility, will only
choose the contract (Rg, F g) over all other contracts
(R 5 Fq ).

va(Rg) - ch > va(Rg,) - ch,,Vg, g €{l,---,Gl,g#g .
(7)

Furthermore, all the rewards that a leader can offer will

not exceed R, which is the transaction fee given by

blockchain users for editable transactions on the chain.
Thus, we have [18]

G
Y |%IP Ry <Ry ¥g € {1,--+, G}, (8)
g=1

According to the constraints given above, the optimi-
zation problem can be expressed as

G

max U, = Z(|%|Pg)<c’Fg —Rg),
R,F, g=1
s.t.,
6,v(R,) —cF,=0,Yg € {1,...,G},
va(Rg) —cF, 20gv(Rg,) —cFy,¥g,g €{l,---,GLg#g ,
i |%|P,Ry < Ry, Vg € {1,-++, G},
g=1

(9)



5.2. Optimal Contract for Handling Information Asymmetry.
The problem represented equation (9) is not a convex op-
timization problem. The main difficulty in solving this
problem is how to reduce the number of incentive con-
straints [19]. As the number of IR and IC constraints is N
and N (N - 1), respectively, we need to simplify the con-
straints until they are easy to solve. Similar to [18, 20], the
number of constraints can only be effectively reduced if the
utility function of the CMs satisfies the Spence-Mirrlees
property. Luckily, the designed utility function equation (4)
satisfies the condition. Thus, equation (9) can be solved with
the following steps:

Lemma 1 (Monotonicity Condition). The incentive R must
be monotonically increasing with respect to the type 0 of a CM.

Proof. According to the IC constraint (7), for CMs of type i
and type j, where 0, #6;, we can have

0v(R;) - cF;> 9iv(Rj) - cF,

10

GjV(RJ-) - cF;20v(R;) - cF;. (1)
Furthermore, we get

(6,-6,)[v(R) - v(R;)] 0. (11)

Since (0v/OR) >0, whenever ;> 6]-, there must be
R;>R,.

Next, we consider three types, i.e., 0;,_; <8, <0,,,, and the
following constraints which can be called local downward
incentive constraints (LDICs).

011V (Ris1) = €Fip1 20,1 v(R;) = cFy, (12)

0v(R;) - cF;>6,v(R,_;) — cF;_,. (13)

The equation (13) together with R;>R, ; implies
0,,1v(R;) —cF;20,,,v(R,_;) —cF,_;. This in turn implies
that for type 6,,,, the downward incentive constraint and
contract term (R;_;, F;_,) are also satisfied.

01V (Riy1) = €Fiyy 26, v(Riy) — cFyy. (14)
G-1 ! G G
max
Rp.ge{lG g=1 i=g i=g+1
s.t.,
ei
Y |%|P,Ry <R, ¥g € {1,--+,G}.
g=1
To solve equation (18), we let

' G G
Zy=1U|(c le)v(RYI0,2 ,Pi = 041 2L g Pil = L?fIPgRg.
For each type 0,,g € {1,---,G - 1}, we find an R;to max-
imise the value of Z,. While for type 6, we maximise
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Thus, we can reduce the set of downward incentive
constraints to a set of LDICs and the monotonicity condition
R; >R, ;. It is easy to show that the above approach also
holds for the upward incentive constraint set. O

Lemma 2. LDICs are tight at the optimum point when the
monotonicity condition is satisfied.

Proof. We start by ignoring the set of local upward incentive
constraints and concentrate only on the monotonicity of
incentive and the set of LDICs. According to the converse
method, if the LDIC for some type 6; is not tight, we have

0v(R;) - cF;>6,v(R;_;) — cF;_;. (15)

In this case, the leader can adjust the contract by raising
F; until 8,v(R;) — c¢F; = 0;v(R,_;) — cF,_.

Based on the above inferences, we can transform
equation (9) into

G

max U, = Z(|%|Pg)<c’Fg —Rg),
(Rg’Fy) g=1
s.t.,

0,v(R,) - cF, =0,

va(Rg) —cFy= Hgv(Rg_l) —-cF (16)

g—l’vg € {2"")G}>

0<R < <Ry< - <R,

G
Y |%|P R, <R, Vg €{l,--+,G}
g=1

The standard procedure for solving the equation (16) is
to first solve this optimization problem without the
monotonicity constraint and then check that the resulting
solution satisfies the monotonicity condition [19]. By iter-
ating over the IC and IR constraints, we can obtain

[0,v(R) + XL,A]

F = (17)

P ’Vge{]_)’G}

Let A;=6;[v(R)-v(R_)], Vie{2,---,G}, A =0.
Therefore, equation (16) can be replaced by

!

C Cc
}Z |%|zv(Rg) egZPi—egHZ P;| =I%IPyR, ¢ +1%|—Pcb6v(Rg) ~|%|PGRg

(18)

|2 | (c,/c)PGGGV(RG) — |%|PgR;; to find ’Rz As mentioned
before, (0*v/0R%)<0,Z g is a concave function when
|2| (c//c)[GnggPi - BgHZiG:gHPi] > 0. Because the sum of
concave functions is concave and the constraint is affine,



Security and Communication Networks

equation (18) is a convex optimization problem. We assume
that the types of CMs obey a uniform distribution so that
monotonicity is satisfied [19, 20]. Otherwise, we use the
infeasible subsequence substitution algorithm to find the
final tuple (R, F) [21]. O

5.3. Security against Sybil Attack. A malicious CM may
spawn multiple nodes N = {nl, Moo o) nq} under his control
to participate in validation and voting. He distributes his
own votes to these nodes in order to gain lager utility. We

can describe the type of CM and the type of these nodes as

Hg* and {Gﬁ,...,%} where Gg* = Bﬁ +...+ Hg;

Theorem 3. A contract (Rg*,Fg*) according to equation (5)
is resistant to Sybil attack.

q g"
C<Fy* _ZF92> =Zei(vi_vi—
k=1 i=1

g
Y .0;,1v;_1, we have

7
Vie) < 20 —

4 k
Vg + Z Z 0;(vi —vi_y).  (21)

k=1i=1

Since Zig:l 0, (v, -

9
UC>(q- 1Dy, - ) 6,
k=1

Since Y1 121 16; (v; —v;_;) > 0, arational CM’s UC must
be a positive utility when CERCRZEDY S 10g:v4: > 0. As
a result, we have designed the contract to be we ’11 protected
against Sybil attack under certain conditions. O

6. Simulation Results

Firstly, this section evaluates the proposed incentive
mechanism based on contract theory through simulation.
Then, the characteristics of this paper are compared with
those of the schemes mentioned in the paper.

All of our experiment is run on desktop with AMD
Ryzen 7 5800H with Radeon Graphics 3.20 GHz CPU and
16.0 GB RAM on Windows 10. For comparison purposes, we
compare the present incentive mechanism under in-
formation asymmetry with another incentive mechanism
without information asymmetry, which refers to the leader
knowing the specific type of each CM. Obviously, optimal
design without information asymmetry is the best result we
can achieve.

It is assumed that there are 500 CMs and a leader. The
type of each CM follows a uniform distribution. They are
classified into 20 different types according to the votes, so
the probability of each member being a certain type is
0.05. Parameter ¢ =5 or ¢ = 1. As a contract publisher,
aleader generates contract items based on the information
that has been obtained and sends them to each CM. Each
stakeholder chooses to sign a contract and then acts as
voter and verifier to execute the contract. Every CM
completes his task honestly will receive a reward from the
leader.

Proof. Substituting the left and right sides of the above
inequality back into the committee’s utility function equa-
tion (4), the collation gives

UC=U,(g") - Y Un(d)

: ) <Fg* —iFg;)

= 9 Vg Z(
For convenience, we abbreviate v(R,) as v, . Further-
more, we take equation (17) into equatlon 19) to get

k

q
1) = (q=1)0v, - Zzei(vi_vi—l)' (20)

k=1i=1

6.1. Contract Feasibility. Figures 3(a) and 3(b) show that
incentive and resource improve with node type, which re-
flects the monotonicity of our system. The difference is that
the incentive for our contract is a concave function with
respect to the node type, whereas the incentive without
information asymmetry is a linear function. We can see that
under no information asymmetry, when the miner knows
the specific type of node, it can obtain higher resources with
lower rewards.

The utility of the node with different types ranging from
17 to 19 is presented in Figure 3(c). The results show that
utility is only maximised when a node chooses a contract
item designed for his type and the utility of node is non-
negative. The former accounts for the IC constraint, and the
latter verifies the IR constraint.

6.2. Contract Performance. Figure 4 reveals that different
types of nodes bring different utilities to miner. The higher
the node type, the higher utility it can bring. Figure 4(a)
presents that the utility under no information asymmetry is
an upper bound on the utility under information symmetry.
This is because the miner knows all the information about
the node in the former condition. Figure 4(b) displays that
the optimization utility of our mechanism is higher than the
utility without information asymmetry and that this utility
remains zero. The reason for this has already been explained
in the previous chart. Thus, the incentive of information
asymmetry protects nodes from being over utilized.
Figures 4(a) and 4(c) show the same performance that is
because the utility is still highest with no information
asymmetry, but we strive for some reward for the nodes.

6.3. Comparison of Solutions. In order to better reflect the
innovation and necessity of the enhanced redactable POS
blockchain solution proposed in this paper, we compare this
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TaBLE 2: Comparison of editable blockchain solutions.

Works
Features Ateniese et al. Derler et al. Deuber et al. Xu et al. Li et al. Ours
EuroS&P’17 [4] NDSS’19 [11] S&P'19 [16] TIFS’21 [15] TDSC22 [5]
Decentralization X X 4 X v v
Without MPC X X 4 4 v v
Public verifiability X X v v v v
Incentive mechanism X X X v X v

Scheme characteristics: v means fully realized, X means not realized.

paper with the existing research works in terms of the  public verifiability. Overall, a voting-based editable block-
following four features: decentralization, without MPC,  chain solution can achieve decentralization, without MPC,
public verifiability, and incentive mechanism. The resultsare ~ public verifiability, and this paper adds an incentive mech-

shown in Table 2. anism to effectively engage enough CMs to honestly partic-
As can be seen from the above table, this paper makes an  ipate in verifying and voting on editable blocks. As a result,
innovative design to add incentives based on the literature [5].  the research work in this paper further improves the security

In terms of decentralization and without MPC, existing works ~ of the block editing process compared to existing studies.
[4, 11] and [15] require a central entity for the issuance of

editing rights, and some of them also require MPC for 7 Conclusions

trapdoor management, while this paper is a decentralized

scheme based on voting to reach consensus. In terms of public =~ This paper proposes a contract theory-based incentive
verifiability, the disclosure or nondisclosure of the chameleon =~ mechanism on voting-based redactable POS blockchains to
hash trapdoor determines whether the edited block satisfies ~ deal with the issue of insufficient committee incentives. To
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demonstrate the effectiveness of the mechanism, we com-
pare the feasibility and performance with a contract design
that does not consider information asymmetry. The ex-
perimental results show that the incentive mechanism can
effectively attract enough high-stakes CMs to honestly join
the validation and voting of editable blocks. In addition, the
mechanism can defend against Sybil attack. Therefore, the
present incentive for CMs with high stake in the voting-
based editing POS blockchain solution is practical, as it
allows these members to receive the rewards they deserve. In
the future, we will investigate incentive mechanisms with
broader incentive coverage so that CMs with lower voting
weights can also receive the rewards they deserve.
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A personal health record (PHR) system stores personal health-related information, which can assist physicians in quickly forming
appropriate treatment plans in emergency situations. Because a PHR contains lots of sensitive information, the patients are only
willing to share their records with authorized doctors with their permission. There are three main challenging issues: (1) it is costly
to store and maintain the growing PHRs data; (2) the existing PHR systems still face the privacy leakage risk during data
transmission and access control processes; and (3) the response speed cannot meet the need in an emergency situation, especially
when the patients are unconscious. In this paper, based on the permissioned blockchain Hyperledger Fabric, we propose a PHR
management system preserving patients’ privacy and also supporting emergency access. In the system, we use reencryption
technology and the anonymous identity mapping mechanism to protect patient privacy and use smart contracts to define access
control strategies in an emergency situation. Furthermore, we use a quick response code and bloom filter to optimize system
performance. The security analysis and experimental results show that our proposed framework guarantees the privacy of patient

data from multiple aspects while improving the efficiency with which doctors can obtain PHR information.

1. Introduction

A personal health record (PHR) including healthcare his-
tory, medical records, allergy history, and genetic diseases is
an important property of each patient [1]. Patients own their
PHRs, and they do not have to disclose all their records to
doctors whenever they seek medical treatment, unless in the
case of major diseases. Meanwhile, doctors should also be
allowed to check their patients’ PHRs, even in emergency
situations, when the patients may be unconscious and their
lives are in danger [2].

Many systems have been designed to manage and access
patients’ personal health records based on traditional cen-
tralized databases [3, 4] or blockchain [5]. When a patient

seeks treatment from a doctor, the doctor can view the
patient’s personal health information under the patient’s
permission. However, these systems still have several
challenging problems, especially in an emergency situation.
Firstly, its storage is costly for a healthcare service institute or
hospital in recording and maintaining the fast-growing
volume of personal information. In order to overcome the
storage cost, the health recording service may only promise
to maintain the records happening in the recent 3 years or 5
years and discard the older records. Secondly, the health
records are stored in a centralized server and the data is at
risk to be leaked when the data is transmitted or accessed by
doctors. Since health records contain highly private and
sensitive information, data leakage can result in exposure to
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privacy. Thirdly, the traditional access control methods bear
relatively long time delay without considering the emer-
gency requirements; meanwhile, the quick access mecha-
nism is credential for patients.

Aiming at solving the above three problems, this paper
designs and implements a personal health record system
based on blockchain. The system is composed of three main
modules: personal health records storage, emergency access
management, and encrypted transmission. The increasing
data of all patients are stored in the distributed file system
IPES [6, 7] and, to avoid a vast amount of data occupying
massive blockchain space, only the hash of the uploaded
personal health record file on IPFS is stored in the block-
chain. In addition, the access control strategy is set on the
blockchain and executed by smart contracts automatically.
While the unconscious patient with certain identifying in-
formation is under treatment, smart contracts check the
identity of the emergency doctor who applies for the PHR
file according to the access control list (ACL). ACL deter-
mines whether the emergency physician is allowed to access
the data by screening the doctor’s ID. An application is
launched after obtaining the information about the patient
(the information is not the patient’s personal health record
information, but the information used for identity au-
thentication, while letting the system know which patient’s
information to obtain). This information is described as a
quick response code in this paper.

The most important part of this system is the protection
of patients’ personal health records. The protection consists
of three parts: anonymous storage of encrypted private keys,
the encryption of personal health record files, and the en-
cryption of message transmission. The anonymous identity
mapping mechanism [8] makes it impossible for anyone
other than the patient to know the encrypted file corre-
sponding to the private key, so, even if someone gets the
private key, they do not know which file to decrypt. This part
ensures the security of the smart contract execution that
decrypts the private key. The second part ensures the privacy
and security of the personal health record file. The personal
health record file is encrypted by the key from AES algo-
rithm [9] and it is encrypted again by the public key of
patient (notice that the key from the AES algorithm is
different from the public key and private key of patient).
Encrypted files are stored on IPFS that returns hash values to
the patient. Furthermore, the patient’s private key is
encrypted and then stored on the blockchain (the private key
is encrypted and anonymized to prevent leakage, and it is
decrypted during the execution of the smart contract). The
third part guarantees the security of message transmission
during the application of data. When an authorized doctor
applies the patient’s data, the smart contract will send the
corresponding hash value of the patient’s encrypted personal
health record file. The doctor can ask for the file from IPFS
through the given hash. After obtaining the double-en-
cryption file, the doctor will apply for the decryption of the
patient’s private key to completely decrypt the original PHR
file encrypted from the AES algorithm and the patient’s
public key. What is more, the smart contract is launched to
reencrypt the decrypted AES key by the doctor’s public key
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and return it to the doctor. The doctor can then decrypt it
with his/her private key and see the patient’s original PHR
file.

Meanwhile, the design of this system also considers the
response time to race against time for the patient’s life. Each
patient can generate a quick response code that includes his/
her basic information, representing his/her identity. Doctors
enter the system by scanning codes to save the time of
finding and inputting patient information. Furthermore, the
bloom filter [10] is used to store the access control list, which
can quickly filter the medical doctor’s identification to ac-
celerate the authentication of the doctor’s identity.

Our system is a Hyperledger Fabric [11] based block-
chain application that realizes data sharing with emergency
doctors while ensuring the privacy of patients’ personal
health records in emergency situations. In addition,
according to experimental verification, the performance of
our proposed system is greatly optimized, which can ef-
tectively accelerate the speed of doctors obtaining a patient’s
PHR. The contributions of this paper are as follows:

(i) We achieve doctors’ access without the authoriza-
tion of the patient’s supervision in an emergency
situation through escrowing the patient’s encrypted
private key on the blockchain and setting the access
control list on the smart contract.

(ii) We use symmetric encryption, asymmetric en-
cryption, and reencryption technologies to protect
the privacy of patients’ PHR and introduce the
anonymous identity mapping mechanism to protect
the encrypted private key escrowed on the
blockchain.

(iii) In order to optimize the system, we introduce the
quick response code and bloom filter to accelerate
emergency physicians to obtain the patient’s PHR
data and also design a smart contract to verify that
PHR data has only been added but not changed
when updating.

The remainder of this article is organized as follows.
Section 2 introduces some related work. Section 3 describes
the proposed model. Section 4 analyzes the security and
privacy of the proposed model. Section 5 presents the results
of the simulation experiments and evaluates the perfor-
mance of the proposed model. Finally, the paper is sum-
marized in Section 6.

2. Related Work

In this section, we summarize some outstanding research
work currently solving problems in the PHR system, while
discussing the weakness of existing solutions.

In order to better store and share the patient’s personal
health records, researchers introduced the semitrusted
server to implement data storage and proxy reencryption. Li
et al. [17] proposed a framework for access control to PHR
stored in a semitrusted server, using attribute-based en-
cryption (ABE) technology to encrypt the PHR file of each
patient. Users in the PHR system are divided into multiple
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security domains, which reduces the complexity of key
management for users and ensures a high degree of privacy
for patients. Bhatia et al. [18] proposed a lightweight cer-
tificateless proxy reencryption scheme to make the PHR
system capable of low-power mobile devices, which uses the
semitrusted proxy server to perform the reencryption
process. Reference [14] proposed a revocable and unpaired
ciphertext policy attribute-based encryption for the man-
agement of personal health records and added a proxy
decryption server to decrypt the partial ciphertext at the
decryption end, which can effectively reduce the compu-
tational overhead of the decryption end. Although the above
models protect the privacy of the PHR system and consider
efficiency issues, their designs all rely on the semitrusted
server. The server is extremely vulnerable to single-point
attacks, which cannot guarantee the security of data.

After discovering the shortcomings of the centralized
PHR system, a lot of research work introduced blockchain.
Hussien et al. [16] proposed an attribute searchable en-
cryption method based on the smart contract to achieve
secure and fine-grained access control. They introduced
distributed storage IPFS to avoid storing large amounts of
data on the blockchain and used one-to-many encryption to
prevent unauthorized users from accessing data stored in
IPFS. Wang et al. [19] proposed a new data integrity veri-
fiable PHR sharing scheme based on blockchain. The new
scheme uses searchable symmetric encryption and attribute-
based encryption technology to achieve fine-grained access
control without the involvement of a third party. Thwin and
Vasupongayya [20] proposed a blockchain-based PHR
model, which uses proxy reencryption and access control list
to achieve flexible access control to the patient’s PHR, re-
vokes the doctor’s access authority by updating the access
control list, and uses blockchain to record access logs to
ensure data auditability and nontampering. Although the
above PHR systems use blockchain technology, they are
designed only for conscious patients, and the patient can
authorize when the doctor requests access to the data. The
emergency situation is not considered, such as how to handle
data requests from doctors while the patient is unconscious.

In dealing with emergency access, Huda et al. [12] in-
troduced a new privacy-aware protocol for handling
healthcare professionals’ access to patient-controlled PHR in
emergency situations. It uses an IC card embedded with a
patient’s emergency access report for strong authentication.
The method of storing data on the IC card is risky. If the IC
card is lost, it will cause irreparable losses. The emergency
access policy designed in [15] is to preset a timeout period. If
the patient rejects the emergency request, the patient is
conscious and the doctor needs to be authorized to access
normally. If the patient does not operate over time, the
system will approve an urgent request. The setting of the
timeout period here is a problem. Reference [21] proposed
three verification methods for the PHR system in emergency
situations. The first is that the telecommunication provider
determines whether the patient’s telecommunication
equipment is within a reasonable distance of the hospital
location. If reasonable, the telecommunication provider
provides the patient’s key sharing. The second is to send a

shared key request to emergency contacts if the patient does
not respond within a reasonable time. The third is to
combine the first and second methods; if the patient’s
emergency contacts do not answer the phone, the first
method will be used. References [22, 23] and [24] used the
second method but cannot guarantee that emergency
contacts respond to data requests rapidly. Reference [25]
proposed a context-aware technology to realize automatic
transmission of authorization in the PHR system. According
to different roles, the permissions granted are different.
Some role owners, such as emergency physicians, obtain
additional permissions for certain data objects, thus en-
suring access to PHR data when the patient is unconscious.
Reference [13] also used a role-based authorization method.
Although the duration of emergency doctor access is limited,
it does not achieve complete privacy protection, because the
patient’s PHR information is not private to the emergency
doctor regardless of whether the patient is in an emergency.
Through the analysis, it can be seen that current access
control strategies in the PHR systems under emergency
situations have not achieved the desired effect.

Compare our system with the system proposed in the
existing papers based on the above analysis from five aspects:
decentralized, patient data privacy, access control, consid-
ering emergency, and accelerating response. The compari-
son results are shown in Table 1. It can be seen from the
comparison results that part of the systems proposed in the
existing papers does not consider solving the problems that
exist in emergency situations and, currently, there are few
considerations for optimizing the PHR system and accel-
erating the response speed of the system.

3. The Proposed System Model

In this section, we will introduce our system model in detail,
including system architecture, system workflow, and system
optimization.

3.1. System Architecture. The architecture of the system
model proposed in this paper is shown in Figure 1. Firstly,
the patient provides his/her basic information and personal
health records. The complete PHR file is encrypted by
symmetric encryption algorithm AES and asymmetric en-
cryption algorithm RSA. Then, the encrypted data is
uploaded to the distributed storage network IPES, and the
hash value returned by IPES is recorded on the blockchain.
The encrypted private key of the patient is also stored on the
blockchain, because of considering the patient’s unconscious
situation. Here, in order to ensure the security of the
encrypted private key, this paper introduces the anonymous
identity mapping mechanism to store the encrypted private
key on the blockchain. In addition, each patient generates a
quick response code (QR) based on his/her basic infor-
mation to indicate his/her identity. The doctor scans the QR
code to get the patients’ basic information and quickly enters
the system. Smart contracts deployed on the blockchain
authenticate the identity of the doctor who enters. The
authorized doctor initially obtains the encrypted data. This
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TaBLE 1: The comparsion of different PHR system.

PHR system name  Decentralized  Patient data privacy =~ Access control ~ Considering emergency ~ Accelerating response
Huda et al. [12] X v v v X
Rajupt et al. [13] v X v v X
Liu and Xu [14] X v 4 X X
Son et al. [15] v v v v X
Hussien et al. [16] v v v X X
Our system v v v v v
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FIGURE 1: The proposed system architecture.

data is first reencrypted by the smart contract and then
decrypted by the doctor. For the update of the PHR data, the
patient can update the data himself/herself, and the doctor
can also help the patient update the medical record with the
patient’s permission. In the update, a smart contract is
designed to verify that the data has only been added and not
changed. Our system contains the following five entities:

(1) patientis an entity that owns PHR data and wishes to
share his/her PHR data with the doctor when nec-
essary. The patient has absolute control over PHR
data; he can define access control strategies and
decide who can access his/her data. Considering that
data must be accessed in an emergency situation, the
patient escrows the encrypted private key on the
blockchain and provides the corresponding de-
cryption method in the smart contract. Besides,
every patient has a quick response code that rep-
resents his/her identity.

(2) doctor is an entity that applies for access to PHR data
and accurately treats patients based on existing data.
The doctor quickly enters the system by scanning the
QR code to authenticate the identity and then
queries the patient’s hash values stored on the

blockchain based on the information in the QR code.
The doctor downloads the corresponding encrypted
file on IPES according to the hash values and then
sends the file to the smart contract for reencryption.
The doctor finally decrypts the reencrypted file with
his/her own private key to get the complete PHR
data.

(3) IPFES is an entity used to store encrypted files. It is a
distributed file system based on content addressing.
After patients upload encrypted files, they will get the
corresponding hash values, and the hash value of
each file is unique.

(4) Blockchain network is responsible for storing some
hash values and recording access logs. The block-
chain in this system refers to Hyperledger Fabric,
which only allows partial organizations to access it.

(5) Smart contract is an agreement that can automati-
cally perform some functions without the inter-
vention of a third party. The smart contract
automatically performs operations such as decryp-
tion of the patient’s private key, re-encryption of
PHR data, and verification of data only being added
without change.
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TaBLE 2: Explanation of notations in different transaction
processes.

Notation Description

PID The ID represents patient’s identity
DID The ID represents doctor’s identity
AnonymityID, The patient’s anonymous identity
HNumber The number of doctors” hospitals

Pk pia> Skyia The patient’s public key and private key
Pk sia> Skaid The doctor’s public key and private key
Num Length of the generated symmetric key

K AES symmetric key

C Original PHR file

c Updated PHR file

C, File with symmetric encrypted PHR

C, Updated symmetric encrypted PHR file
C, File with encrypted K

Cs File with reencrypted EnK

Ensk,iq The patient’s cyclically encrypted private key
EnK K’s ciphertext after being encrypted by PK,
EnK’ EnK’s reencrypted key

Hash, Hash value returned by IPFS uploading file C;
Hash, Hash value returned by IPFS uploading file C,
Hash, Hash value returned by IPES uploading file C,

3.2. System Workflow. In this part, we will introduce the
main workflow of the system from the perspective of the
patient. First, the patient stores the PHR data. Then, the
doctor requests to access the patient’s PHR data. Finally, the
patient or doctor updates the PHR data. The specific op-
erations in the above three different workflows are mainly
introduced in detail: the encryption and uploading opera-
tions performed in the storing PHR data process; the
downloading, re-encryption, and decryption operations
performed in the requesting PHR data process; the autho-
rization setting and the verification of only being added
without change operations performed in the process of
updating PHR data process. The main notations used in this
section are shown in Table 2.

3.2.1. Storing PHR Data. The interaction process of storing
PHR data is shown in Figure 2. The main execution process
is as follows:

(1) KeyGenl (PID) — (pkyg, skyiq): the KeyGenl
algorithm is used to delegate a trusted party to
generate a pair of keys. It takes as input the patient’s
identity PID and outputs a key pair pkpid, Skpid'

(2) KeyGen2 (Num) — K: the KeyGen2 algorithm is
used to delegate a trusted party to generate a sym-
metric key to encrypt the PHR file. It takes as input
the specified length of the key Num € {128, 192, 256}
and outputs symmetric key K.

(3) Encl (K, C) — C;: the Encl algorithm uses K to
encrypt the patient’s uploaded file based on the
symmetric encryption algorithm AES. It takes as
input the symmetric key K and the original PHR file
C and outputs the encrypted file C;.

(4) Enc2 (pkyq, K) — C,: the Enc2 algorithm uses
Pkyiq to encrypt the symmetric key and writes the

'
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FIGURE 2: Sequence diagram of storing a PHR.

encrypted key to the file. It takes as input the patient’s
public key pk;; and symmetric key K and outputs
the encrypted file C,.

(5) Enc3 (sk,q) — Ensk;y: the Enc3 algorithm is run
by those who need to share their PHR data based on
the cyclic shift encryption algorithm. It takes as input
the patient’s private key sk,q and outputs the
encrypted key Ensk,;4.

(6) UploadToIPES (C,, C,) — (hash;, hash,): the
UploadToIPFS algorithm is run by patients to upload
encrypted files to the distributed storage system
IPFS. It takes as input encrypted file C, and C, and
outputs two hash values hash | and hash, which are
returned by IPFS.

(7) 1dentityMap ~ (PID) — AnonymitylD,;q:  the
IdentityMap algorithm anonymizes the patient’s
identity, which is only visible to developers after
encapsulation. It takes as input the patient’s identity
PID and outputs an anonymous identity
AnonymityID,;y.

(8) InitializeP (PID, hash,, hash,, AnonymityID;q,
Enskpid): the InitializeP algorithm is run by smart
contract and stores this information on the
blockchain in the form of key-value pairs like
{PID, {hash,, hash,}} and {AnonymityIDpid,
Ensk,q}. The encrypted private key is stored
anonymously to prevent the private key from
being leaked.
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After uploading the PHR data, the patient needs to
deploy a smart contract for decrypting Ensk,4 on the
blockchain. The smart contract can be invoked to obtain
the decrypted private key. Since the encrypted private key
is stored anonymously, the attacker needs a lot of
computing power to map the private key to the corre-
sponding user. Meanwhile, the blockchain records who
invokes the decryption smart contract. If there is an il-
legal operation, the patient can pursue the legal re-
sponsibility of the attacker after regaining consciousness.
At last, the patient can generate a QR code representing
his/her identity according to the input PID and the
format of the uploaded file, which is convenient for
doctors to enter the system quickly.

3.2.2. Requesting PHR Data. The interaction process of
requesting PHR data is shown in Figure 3. The doctor enters
the system to authenticate his/her identity by scanning the
QR code. The QR code can provide the patient’s basic in-
formation like PID. The main execution process is as follows:

(1) KeyGen3 (DID) — (pkyg, skyqa): the KeyGen3
algorithm is used to delegate a trusted party to
generate a pair of keys. It takes as input the doctor’s
identity DID and outputs a key pair pky4, skyiq-

(2) InitializeD (DID, HNumber): the InitializeD algo-
rithm is run by a smart contract and stores doctor’s
information on the blockchain in the form of key-
value pairs like {DID, Hnumber}.

(3) Authentication (DID) — True/False: the authen-
tication algorithm is run by a smart contract and
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used to authenticate the doctor’s identity. Firstly, the
algorithm judges whether the doctor’s ID contains
“ED,” “ed,” “Ed,” or “eD” and then checks whether
the qualified doctor’s ID is in the access control list.
This algorithm takes as input the doctor’s identity
DID and outputs the authentication result true or
false.

(4) Querylnfo (PID) — (hash,, hash,): the QueryInfo
algorithm is to query the corresponding information
on the blockchain. It takes as input the patient’s
identity PID and outputs hash values of encrypted
files hash; and hash,.

(5) DownloadFile (hash,, hash,) — (C,, GC,): the
DownloadFile algorithm is to download the patient’s
encrypted files from IPFES by hash values. It takes as
input files’ hash values hash; and hash, and outputs
encrypted files C; and C,.

(6) Decl (PID) — sky,;q: the Decl algorithm maps the
patient’s anonymous identity according to the en-
capsulated identity mapping algorithm IdentityMap
(PID) and then queries the patient’s encrypted
private key Ensk,y on the blockchain according to
this anonymous identity. The algorithm is run by a
smart contract to automatically decrypt the patient’s
encrypted private key. This algorithm takes as input
the patient’s identity PID and outputs the patient’s
private key skp;q.

(7) ReEnc (C,, pkpg> skyiq) — Cs: the ReEnc algo-
rithm uses pk;q and sk, to generate new key to
reencrypt file C,. This algorithm is run by a smart
contract. It takes as input file C ,, doctor’s public key
pkyiq> and patient’s private key sk;y and outputs
reencrypted file C,.

(8) Dec2 (Cy, Gs, skyq) — C: the Dec2 algorithm is
used to decrypt the file to obtain the complete PHR
file. This algorithm uses sk;q to decrypt file C; to
obtain K and then uses K to decrypt file C, to obtain
the original PHR file C.

3.2.3. Updating PHR Data. The interaction process of
updating PHR data is shown in Figure 4. Patients can update
the PHR data themselves or they can authorize physicians to
update through settings. The following main execution
process is introduced using patient updating as an example.

(1) AuthorizeSet (PID) — True/False: the
AuthorizeSet algorithm is for the conscious patient
to set the doctor’s permission of updating his/her
PHR data. This algorithm can reset the authorization
setting when necessary for the patient. It takes as
input the patient’s identity PID and outputs au-
thorization setting result as true or false.

(2) Encl (K, C') — C;: the Encl algorithm is the same
as the algorithm in the third step of the process of
storing PHR data; only the encrypted data is different.
It takes as input the symmetric key K and updated
PHR file C' and outputs the encrypted file C;.
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FIGURE 4: Sequence diagram of updating a PHR.

(3) UploadToIPFS (C;) — hash;: the UploadToIPFS
algorithm is the same as the algorithm in the fourth
step of the process of storing PHR data; only the
uploaded file content is different. It takes as input the
encrypted file C; and outputs the hash value hash,
returned by IPFS.

(4) VerifyOnlyAdded (C;, C;) — True/False: the
VerifyOnlyAdded algorithm is run by a smart con-
tract and verifies the updated PHR file before
updating data on the blockchain. This algorithm is to
compare the contents of two encrypted files to de-
termine whether the PHR file has only been added but
not changed. It takes as input encrypted files C; and
C, and outputs the validation results as true or false.

(5) InitializeP (PID, hash;, hash,, AnonymityID,q,
Ensk,;4): the InitializeP algorithm can only run if the
returned result of the VerifyOnlyAdded (C;, C,)
algorithm is true. This initialization algorithm just
updates the hash value of the saved PHR file, and the
rest of the parameters remain unchanged. The data
stored in key-value pairs on the blockchain is
modified to {PID, {hash;, hash,}} and {Anonym-

ityIDpq, Enskpiq}.

For doctors, they enter the PHR data acquisition system
after scanning the patient’s QR code. If the current patient
has authorized the doctor to update, the doctor can click the
updating entry to update the data according to the above
process. Otherwise, there is no update entry in the PHR data
acquisition system.

3.3. System Optimization. In order to ensure that the re-
sponse speed of the system meets the need in emergency
situations, our system has made the following two
optimizations.

FIGURE 5: An example of the QR code.

3.3.1. Quick Response Code. The patient generates a QR code
according to his/her ID and the format of the uploaded PHR
file. The QR code must include the PHR file format because
only the content of the file can be queried from IPFS based
on the corresponding hash value. If the content is not saved
in the correct formatted file, the content will be garbled.
Figure 5 is an example of the QR code. QR code does not
store private information, so there is no issue of privacy
leakage. The patient can print out his/her QR code and carry
it with him/her. In case of an emergency, legal doctors can
directly scan the code to enter the doctor authentication
interface, saving time for the doctor to find and input the
patient’s identity information. Furthermore, this QR code
can provide effective identity information for the patient
when the patient does not bring the identity card or medical
card, which brings convenience to the medical treatment.

3.3.2. Bloom Filter. When a doctor applies for access to the
patient’s PHR, he first needs to authenticate the identity.
100,000 emergency doctor IDs are initialized in the access
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Bloom Filter 1 1 0 0 1

0 0 1 0 1 0 1 0 bit

Misjudgment

Bloom Filter 1 1 0 0 1

0 0 1 0 1 0 1 0 bit

FiGURrE 6: The bloom filter authentication.

control list. If the doctor’s input ID is in the access control
list, it means that this doctor is authorized. There are too
many IDs in the access control list. If the common traversal
algorithm is used to query whether the input ID is in the
access control list, it is very time-consuming, especially,
when multiple doctors use the system to search at the same
time. We choose to use the bloom filter to store the doctor’s
ID, which can effectively shorten the authentication time
and speed up the system response. Actually, the bloom filter
is a binary array. To judge whether the data is stored in this
array is to see if the corresponding bit is 1 or 0 after hash
processing; if the corresponding bit is 1, it exists, and if the
corresponding bit is 0, it does not exist. The bloom filter
authentication process is shown in Figure 6.

(i) Figure 6(a) shows the process of a new ID to be inserted
into the bloom filter, which is also the initialization of
the access control list. The bloom filter has 6 bits. Taking
ID,, ID,, and ID ; as an example, assume that k=3
hash functions need to be calculated. Each ID is hashed
and modelled to get the corresponding value, and the
value of the corresponding index in the bloom filter is
then set as 1. Taking k= 3 as an example, b, (ID;) mod
0=0, h, (ID;) mod =1, h; (ID,) mod 0 =4, then the
indexes corresponding to ID, are set as 0, 1, and 4. In
the same way, the indexes corresponding to ID, and
ID; can also be calculated and initialized to 1,
respectively.

(ii) Figure 6(b) presents the data query verification process,
which determines whether a doctor’s ID is legal to
access the requesting data. In order to determine
whether an ID exists in the access control list, the bloom
filter calculates the k hash value of the requesting
doctor’s ID based on the different hash functions. In

this example, the filter calculates the three hash values
and checks whether the corresponding bits are all 1.
When all the verified bits are 1, then the ID is au-
thorized to access the requesting data. Suppose that
there are two doctors ID | and ID; who request the
same patient’s record; we verify their query requests one
by one. We first calculate three hash values of ID, and
take their modulus and then find that the three cor-
responding index values in the bloom filter are 1,
showing that ID, is a legal doctor to access the data.
Similarly, we calculate the three hash indexes for ID;
and the corresponding hash values are 0, 1, and 1,
resulting in the query denial from ID;.

Following the designed authentication method based on
the bloom filter, the time complexity to set and verify the
filter for an ID is O(k), regardless of the amount of data.
Here, the parameter k is the number of hash functions,
which is generally not too large, and we set k=5 in the
system implemented in this paper. Comparatively, the time
complexity of traditional traversal methods is O(n), where n
is the total number of legal IDs in the access control list.
Therefore, the proposed design of the bloom filter can ac-
celerate the authentication speed, especially when the access
list contains a large number of legal IDs.

Meanwhile, the drawback of the proposed bloom filter is
that there exists a certain false positive rate. For example,
given an illegal doctor identity ID,, the calculated indexes
are 0, 1, and 7 which are set as 1 for ID, and ID,. In this case,
ID, will be treated as a legal doctor, resulting in a false
positive case happening. The false positive rate decreases
with the number of hash functions, and when we set k=5,
the false positive rate is approximately 0.01, which is ac-
ceptable in our application scene.
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4. Security and Privacy Analysis

In this section, we analyze how the proposed system ensures
data security and privacy issues against several possible attacks.

Case 1. The proposed PHR system can prevent attackers
from illegally obtaining private keys to decrypt data.

Threat model: the PHR system escrows the patient’s
encrypted private key on the blockchain. The smart
contract is invoked to decrypt the patient’s private key.
Since the smart contract is transparent, the attacker can
obtain the private key of the corresponding patient by
downloading the smart contract on the blockchain and
performing the decryption process locally.

Argument: the proposed system designs an anonymous
identity mapping mechanism, which is only visible to
the patient himself/herself. The patient stores his/her
encrypted private key on the blockchain using an
anonymous identity. Even if the attacker downloads the
decryption smart contract deployed on the blockchain
to obtain the private key, the attacker does not know
which patient’s data can be decrypted by the obtained
private key. Unless the attacker performs countless
tests, this operation will consume a lot of computing
power. Therefore, the anonymous mapping mechanism
can well protect the privacy of patients.

Case 2. The proposed PHR system can resist malicious
access.

Threat model: attackers use the PHR system access
mechanism that does not require authorization in an
emergency situation to obtain the patient’s personal
health records by maliciously accessing the system,
resulting in leakage of patient privacy.

Argument: the proposed PHR system is based on the
Hyperledger Fabric, which is a permissioned block-
chain. Different from the public blockchain, Fabric
does not allow all users to access it and only targets a
limited number of third-party organizations to access
it. Moreover, our system also creates an ACL. If
someone wants to access PHR data, they need to au-
thenticate their identity after entering the system.
Besides restricting access, it is necessary to record the
access logs of people entering the system. If the attacker
breaks through the front barrier and enters the system,
all his/her access and operation behaviors will be
recorded on the blockchain. Patients can view access
logs of their PHR data when they are conscious. If
patients find some suspicious behaviors, they can assert
their rights through the law.

Case 3. The proposed PHR system can resist the attacker to
tamper with data.

Threat model: personal health records include the
patients’ physical indicators, as well as their previous
diagnosis records, medication status, and treatment

plan. The attacker’s goal is to modify or replace part of
the data, thereby causing damage to the PHR data.

Argument: the PHR data that uploads to IPFS is
encrypted by symmetric encryption and asymmetric
encryption algorithms. The hash value returned by
IPES is stored on the blockchain. Since the blockchain
is open and transparent, the attacker can obtain the
hash value from the blockchain and query the corre-
sponding file in IPFS, but the file is encrypted. The
encrypted file can only be decrypted with the patient’s
private key. If the attacker wants to modify the content
of an encrypted file, he/she needs to reupload the
modified file to IPFS to obtain a new hash value and
then modify the hash value on the blockchain. Mod-
ifying the data on the blockchain needs to create an-
other main chain, which is almost impossible. In
addition, for patients and physicians who have per-
mission to update the PHR data, a blockchain-based
verification smart contract is deployed that only allows
additions and does not allow modification of previously
existing content. Therefore, the model effectively resists
malicious tampering with the patient’s PHR data.

Case 4. The proposed PHR system can resist single-node
attacks.

Threat model: the attacker unites multiple computers to
launch an attack on a target so that the power of the
attack increases exponentially. Or the attacker node is
disguised as multiple identities, and the data that
needed to be backed up to multiple nodes is deceptively
backed up to the same malicious node.

Argument: since the PHR system is a distributed system
based on the blockchain, the patient’s PHR data is
actually stored in IPFS. IPFS is a decentralized storage
system that breaks files into countless fragments and
stores them in each node. As more and more nodes are
added, single-node attacks will have no impact on the
system. In addition, in the model proposed in this
paper, a single attacker node cannot disguise multiple
identities. Firstly, Hyperledger Fabric needs to verify
the identity of each node. Secondly, the newly added
node in IPFS needs to complete the replication proof
and the space-time proof to prove that it is an effective
and stable node; otherwise, it will be challenged and
punished by the system. Therefore, the model effec-
tively resists single-node attacks.

Through the analysis of the above four cases, we can
know that the system proposed in this paper has high
security and privacy. It can resist multiple security attacks
and ensure the safety of patients’ PHR information. The
PHR system stores personal private data, including a lot of
sensitive information. Therefore, the security and privacy
issues of the PHR system have always been a point of
concern for users, which is also the reason why the PHR
system has not been widely used. The development of this
system will further increase the utilization rate of the PHR
system.
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5. Performance Evaluation

This section mainly introduces the experimental test envi-
ronment and evaluates the performance of our system
according to the results of the experiments. In addition, we
compare our experimental results with the systems proposed
in other papers, which shows the superiority of the system
proposed in this paper.

The experimental test environment is as follows. The
host is a machine with Intel(R) Core(TM) i7-6700 CPU,
2.60 GHz, and 8 GB RAM, and the operating system is
Ubuntu 16.04LTS, 64 bits. Front-end interaction is imple-
mented by Intelli] IDEA, Java 1.8, Java security library,
Spring boot 2.4.4 [26], and Apache Tomcat 9.0.44. The
simulation experiment test tool used is JMeter. The PHR
data set used in the experiment comes from [27], and some
medical videos come from [28]. For the testing of the
blockchain service, the Hyperledger Fabric network is cre-
ated in Docker [29] environment with Java JDK. The Fabric
network includes an endorser node, an orderer node, and
two peer nodes.

Experiment 1. Response time for each stage of a single user.

In order to better present the results of the experimental
tests and the superiority of the system, we divide the ex-
perimental process into three stages, namely, patient
uploading PHR data, patient updating PHR data (here, we
take patient updating as an example, and the doctor
updating is the same), doctor identity authentication, and
doctor getting PHR data. Firstly, we test the time spent in
three different transaction stages in the case of a single user.
The PHR file format uploaded by the patient is pdf and the
file size is 2 MB. The format of the updated PHR file is also
pdf and the updated file size is 2.4 MB. The experimental
results are shown in Table 3. It can be seen that, under the
abovementioned conditions, the process of requesting data
by the doctor including authentication and getting the
patient’s PHR data probably only takes about 7.5 seconds.

We compare our experimental results with the experi-
mental results of the system proposed in [13]. The system
proposed in [13] is also a PHR access control system based
on Hyperledger Fabric in consideration of the emergency
situation. This system does not achieve complete privacy
protection and response speed optimization. In addition, the
access control strategy of this system is role-based access,
which means that the emergency doctor has the right to
directly access the data at any time. Comparison finds that,
in our proposed system, the speed of emergency doctor
authentication and getting patient data is greatly improved.
The time taken by emergency physicians from entering the
system to obtain the complete patient’s personal health
records has been reduced by approximately 45%. Moreover,
the average response time of receiving messages from the
emergency contacts in the traditional access control PHR
systems [22, 23] is “431.28 s” during simultaneous conver-
sations. It can be seen that, compared to the blockchain-
based system proposed in the other literatures and the
traditional system, the performance of the system proposed
in this paper is superior.
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TaBLE 3: The response time of different transaction.

Response time Total time

Roles Transaction

(ms) (ms)

The patient Patient upload PHR 3750 3750

P Update patient’s PHR 4183 4183
Doctor authentication 2498

The doctor = batient's PHR 5049 7547

Experiment 2. Comparison of the execution time of each
stage when the data size is different under a single user.

For purpose of more intuitively showing the influencing
factors that affect the change of the response time of the
system at each stage, we conducted the following tests on the
system. Taking a single user as an example, the experiment is
designed to test the change of response time with the size of
the data block in the four transaction processes of patient
uploading PHR data, patient update date, doctor identity
authentication, and doctor getting data. The data sizes of
64 kB, 128 kB, 512kB, 2 MB, 8 MB, 32 MB, and 128 MB are
tested, respectively, to get the response time at different
transaction stages. For the update stage of patient data, the
size of the updated data is slightly larger than the corre-
sponding original uploaded data. The size of the updated
data only affects the time to update the data on the
blockchain and does not affect the time to verify whether the
data is modified, because the part verified for the updated
data is always the same part as the original uploaded data.
Moreover, the update part of the experiment is based on the
successful update as an example.

The experimental results are shown in Figure 7.
Figure 7(a) shows that the time for patients to upload and
update PHR data rises with the increase of the PHR data size.
When the data size is the same, the time of updating the PHR
data stage almost and always exceeds the time of uploading
stage. The time gap between the two stages increases with the
size of PHR data, because the difference is the time that it
takes for the smart contract to verify whether the updated
data follows the principle of only being added but not
changed, and the time of uploading data to the blockchain
and updating the data in the block of the blockchain is
almost the same. The verification part uses the file com-
parison algorithm, so the verification time rises with the
increase of the PHR data size. In Figure 7(b), we can observe
that the response time for doctor identity authentication
remains stable basically and does not change with the size of
the PHR data uploaded by the patient. This shows that the
response time of the doctor authentication stage is inde-
pendent of the size of the PHR data uploaded by the patient.
Figure 7(c) shows that the response time of the doctor
getting the PHR data stage rises with the increase of the data
size. Meanwhile, the response time increases greatly with the
size of the data changing greatly. When comparing the line
graph of the patient uploading the PHR data stage in
Figure 7(a) and the line graph in Figure 7(c), the following
conclusions can be drawn. When the size of data is small, the
doctor getting PHR data stage takes longer than the
uploading stage, because the doctor getting PHR data stage
includes multiple processes of decrypting the patient’s



Security and Communication Networks

11

20000
é 18000
20000 E 16000
18000 £ 14000
16000 'g 12000
14000 =
@ Q
2 12000 g 10000
2 10000 :;5“ 8000
£ 8000 2 6000
oo
L = - - - = = -
2000 A 2000
0 0
64K 128K 512K 2M 8M 32M  128M 64K 128K 512K  2M 8M 32M  128M
Data Size Data Size
—e— Patient Upload PHR
-m- Update Patient's PHR
(a) (b)
20000
18000
g 16000
L
g 14000
[_4
% 12000
£ 10000
= 8000
2
= 6000
=}
S 4000
)
2000
64K 128K 512K 2M 8M  32M  128M
Data Size

(c)

FIGURE 7: The response time of different data size.

private key, reencrypting the data by the smart contract, and
decrypting the data by doctor’s private key. When the size of
data is large, the patient uploading data stage takes longer
than the doctor getting PHR data stage, because the data
needs to be encrypted in the uploading stage. The larger the
data block, the longer the encryption time. Therefore, it can
be known through experiments that the data size is one of
the important factors affecting the response speed of the
system.

Experiment 3. Comparison of doctor authentication time
with and without bloom filter.

To verify the optimization of the response speed of the
system designed in this paper, we adopted the following
experimental scheme. We compare the time to authenticate
the doctor’s identity using the bloom filter and using the
traditional traversal method without using the bloom filter
in the case of different numbers of users. We simulate and
test the response time of doctor identity authentication when
the number of concurrent users is 20, 40, 60, 80, 100, 120,

140, and 160. Since the emergency system does not have very
large-scale concurrency, the maximum number of concur-
rent users that we choose is only 160.

The experimental results are shown in Figure 8. We can
see that as the number of users increases, the advantages of
using the bloom filter become more and more obvious.
According to the experimental results, when the number of
users is 20, the authentication time of the system using the
bloom filter is shorter than that of the unused system. As the
number of concurrent users gradually increases, the dif-
ference between the identity authentication time of doctors
using the bloom filter system and the unused system is
getting bigger and bigger. Comparing the experimental
results horizontally, we can find that the advantages of using
the bloom filter gradually become apparent as the number of
concurrent users increases.

It can be seen from three experiments that the perfor-
mance of the system proposed in this paper is better than
some systems proposed in the other literatures, so the op-
timization method that we proposed is effective.
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6. Conclusion

In this work, a personal health record system based on
blockchain is proposed to protect the privacy of patients and
improve the access control efficiency of their records in
emergency situations. The proposed solution uses block-
chain and IPFES to store health record data, where IPES stores
encrypted complete data and blockchain stores the data hash
to mitigate the data storage cost issue. We use cryptography
technologies such as symmetric encryption, asymmetric
encryption, and reencryption to ensure the privacy of patient
PHR data. We propose private key escrow and access control
list to enable emergency doctors to access in emergency
situations. In addition, we optimize the response speed of the
system by designing a QR code and bloom filter so that
emergency doctors can efficiently access patients’ records
even when they are conscious. The proposed system is
evaluated by comparing it with the existing ones in the
literature, and the experimental results show that our system
can decrease the authentication time by 45%, demonstrating
the efficiency of the proposed system.

In future work, we plan to apply the proposed system in a
realistic application scenario and collect the runtime per-
formance data to do further evaluations.
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To ensure the security of data, more and more users encrypt data for storage, which makes the high-efficiency ciphertext search
problem in the context of cloud storage a research hotspot. Existing solutions still suffer from many vexatious problems, such as
the need to maintain complex index structures and the unsatisfactory application of homomorphic schemes. To solve the above
problems, this paper proposes a multiuser ciphertext search scheme based on blockchain and SGX. Our scheme uses blockchain
and SGX to protect keywords and data privacy and complete decryption and keywords search of ciphertext data which does not
need pregenerated indexes or preselected keywords. Second, for a multiuser scenario, a smart contract is designed to verify
authorization requests and manage multiple authorized users. Finally, we give security analysis, function comparison, and
performance analysis to prove the security and feasibility of our scheme. Experiments show that our scheme has effectively met

practical requirements.

1. Introduction

With the rapid development of Internet of Things (IoT)
technology, the amount of data generated by various ap-
plications has increased dramatically. To solve the problem
of massive data storage, many enterprises and individuals
choose to outsource data storage to cloud servers. Cloud
storage can not only reduce local storage costs of users but
also allow them to download and use the outsourced data
regardless of device, access times, and geographical re-
strictions. However, it also brings problems such as data
leakage and security risks. In 2021, data leakage incidents
occurred frequently, which brought huge losses to enter-
prises and awakened society to the importance of data se-
curity. Therefore, privacy protection, data integrity, and
sustainable services in the context of cloud storage have
become major issues that cannot be ignored.

To prevent illegal data access by servers or unauthorized
users, data should not be stored in plaintext. Users should
encrypt data before uploading individual data to a cloud
server. However, the commonly used data encryption
scheme will limit the ability of the cloud server to process
user access requests. In other words, the original search
function of the cloud server will be invalid due to encryption,
making the data retrieval a very difficult task. If a user wants
to query data containing a certain keyword, he needs to
download the encrypted data and then decrypt it for content
search. The method is utterly inefficient since it requires
extra space overhead and brings a poor experience to the
user. Hence, the ciphertext search problem in the context of
cloud storage has become a hot research topic in academia.
In 2000, Song et al. [1] proposed a method that can perform a
search on ciphertexts, namely, the symmetric searchable
encryption (SSE) technology. At present, the research of SSE
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technology for data retrieval has been developed to a certain
extent. A typical SSE model is shown in Figure 1. A user first
generates the index of a file from its keywords. A specific SSE
algorithm is used to encrypt the file before it is uploaded to
the cloud server. To fulfill a search, a data requester sends a
Trapdoor to the cloud server. The cloud server searches the
ciphertext for the Trapdoor and returns the search results.
However, such models cannot guarantee data security when
cloud servers are dishonest or compromised (centralization
problems). To solve this problem, some schemes improved
the security of data cloud storage by combining blockchain
technology with SSE technology.

Blockchain [2] is a distributed database that creates a
fully trusted environment between unfamiliar individuals
without the need for third-party trust endorsements.
Moreover, blockchain combined with cryptography tech-
nology can ensure transaction traceability, irreparable
modification, and nonrepudiation. It is widely used for
secure data sharing and large-scale collaborative computing
and has been regarded as a powerful tool to solve data se-
curity and privacy issues in the context of cloud storage. At
present, some schemes [3-10] combine blockchain and SSE
technology. A user first stores encrypted data in Inter-
planetary File System (IPFS) and then sends the generated
indexes and Trapdoor to smart contracts. Smart contracts
can perform keyword search operations instead of cloud
servers and finally return the search results to users, avoiding
the centralization problem of cloud servers. However, the
existing solutions mainly focus on keyword-based search.
Users need to share keyword sets and encryption keys, which
leads to many restrictions on the selection of keywords for
users. The risk of data leakage by direct data sharing can also
not be neglected. Since the search effect depends on the
correlation between keywords and files, it is difficult to meet
the data retrieval requirements for ciphertext in cloud
storage systems. Furthermore, in the data search phase, a
large amount of on-chain overhead can be costly for smart
contracts to perform search operations. We need to consider
moving data search operations to the off-chain to process.

Homomorphic encryption (HE) technology is an en-
cryption method that allows direct operation on ciphertexts
[11]. Some researchers use HE technology for ciphertext
retrieval research [12-17]. Users first perform homomorphic
encryption on files, under the premise of effectively pro-
tecting the privacy of users’ sensitive data, the cloud server is
entrusted to directly perform addition and multiplication
isomorphic operations on the ciphertext data, and the result
is equivalent to the operation on the plaintext. However,
such schemes suffer from a large computational overhead
problem. Therefore, the homomorphic encryption scheme is
difficult to apply in practice.

To solve the above problems, we propose a multiuser
ciphertext search scheme based on blockchain and SGX.
Specifically, to ensure the privacy of user data and solve the
inability of smart contracts to be applied to complex
computing scenarios, we combine blockchain and SGX to
design a new ciphertext search model. The combination of
blockchain and SGX will encounter challenges in data in-
teraction and result traceability. But we solve the challenge of
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FIGURE 1: A typical searchable encryption model.

data interaction through on-chain contract storage and off-
chain call acquisition. And then we record the search results
on the blockchain to solve the traceability challenge of the
search calculation result. In addition, for a multiuser sce-
nario, we also design a smart contract to authorize and
manage users. In summary, the main contributions of this
paper are shown as follows:

(1) First, we propose a multiuser ciphertext search
scheme based on blockchain and SGX. In this
scheme, we use blockchain and SGX to protect
keywords and data privacy and complete decryption
and keywords search of ciphertext data which does
not need pregenerated indexes or preselected
keywords.

(2) Second, for a multiuser scenario, a smart contract is
designed to verify user authorization requests and
manage multiple authorized users.

(3) Finally, we give security analysis, function com-
parison with other schemes, and performance
analysis to prove the security and feasibility of our
scheme. Experiments show that our scheme has
effectively met practical requirements.

L1. Organization. The rest of this paper is organized as
follows: Section 2 introduces related works. Section 3
presents preliminaries. Section 4 describes the system model,
threat model, and design goals of the scheme. Section 5
presents the specific construction and protocol of the
scheme. Section 6 delivers security analysis and functional
comparisons. In Section 7, we test and analyze the func-
tionality of the scheme. Finally, Section 8 concludes the

paper.

2. Related Works

2.1. Searchable Encryption Schemes. At present, as a research
hotspot in the field of cloud storage security, searchable
encryption has made great progress. In 2000, Song et al. [1]
proposed a symmetric searchable encryption scheme (SSE).
SSE scheme [18, 19] has high encryption efficiency, but its
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key management is more complicated in the data sharing
phase. To solve this problem, Boneh et al. [20] proposed a
public key searchable encryption scheme supporting key-
word search, and to narrow down the keyword search,
searchable encryption schemes [21-25] supporting multiple
keywords were proposed. Xia et al. [26] proposed a mul-
tikeyword sorting search scheme supporting dynamic up-
dates. Li et al. [27] proposed a searchable encryption scheme
using a fixed server to verify the user’s identity in an e-mail
sending and receiving environment, which improves the
security requirements of the scheme. Yang et al. [28] proposed
a search scheme that supports both multikey search and
semantic sorting. Wang et al. [29] used each leaf node in a
Merkle tree to store the MAC corresponding to the index and
kept the root node as evidence locally. However, this scheme
is implemented in a single-user model, which includes only
two entities, the data owner and the server. Chen et al. [30]
implemented forward and backward security in their scheme,
but this scheme does not address the authorization problem
well in a one-to-many model. The above schemes provide
users with search results that satisfy the actual needs, but they
fail to satisfy the needs of multiple users for data search and
fail to achieve data access control. In addition, cloud
encrypted data faces centralization problems such as server-
side untrustworthiness and tampering of stored data.

In order to achieve multiuser access to data, in com-
bination with attribute-based encryption (ABE), searchable
encryption schemes can achieve keyword search while en-
abling fine-grained access control of encrypted files. Yin
et al. [31] proposed a ciphertext policy attribute-based (CP-
ABE) searchable encryption scheme, which has a high
possibility of causing the server to return search results
containing a large amount of irrelevant content and waste
network bandwidth. Lin et al. [32] proposed an attribute set-
based Boolean keyword search scheme, which can realize
fine-grained access control and Boolean keyword search
over encrypted personal health records (PHR). Zhang et al.
[33] proposed a practical CP-ABE scheme, which offers
users revocation and attribute update. The ciphertext size
and decryption cost grow with the complexities of access
policies. Mao et al. [34] gave the generic construction of
Chosen-Plaintext Attack (CPA) secure CP-ABE scheme
with verifiable outsourced decryption. Sun et al. [35] pro-
posed a verifiable attribute-based ciphertext retrieval
scheme, which allows multiple owners to encrypt and
outsource their data to the cloud server independently. The
scheme supports user attribute write-oft and can verify the
results returned by the server in a many-to-many scenario,
but the scheme has large storage overheads. Miao et al. [36]
proposed a secure multiauthority CP-ABKS (MABKS)
system to avoid having performance bottleneck at a single
point in cloud systems.

2.2. Searchable Encryption Schemes Based on Blockchain.
With the continuous maturity of blockchain technology,
some schemes have introduced blockchain technology into
searchable encryption to solve the centralization problems
faced by encrypted data in the cloud such as server-side

untrustworthiness and tampering of stored data. Zheng et al.
[37] proposed a blockchain-enabled public key encryption
scheme with multikeyword search (BPKEMS), which sup-
ports file updates. Moreover, a smart contract is used to
ensure the fairness of transactions between the data owner
and user without introducing a third party. Chen et al. [30]
proposed a public key searchable encryption scheme in
Vehicle Social Network (VSN), which replaces the original
cloud server with a smart contract in the blockchain. Li and
Wang et al. [38, 39] studied searchable encryption in a cloud
environment, and two schemes reduced the search time
under a large number of keywords. Jiang et al. [3] proposed a
search scheme that supported multiple keywords and re-
duced the computation of the scheme and improved the
efficiency of the scheme. Yang et al. [4] proposed a
searchable encryption scheme in a shared electronic medical
record scenario. The scheme stores the ciphertext of elec-
tronic medical records in the cloud server and the keyword
ciphertext in the blockchain. Zhang et al. [5] introduced a
dynamic accumulator algorithm into a blockchain search-
able encryption scheme to improve the cryptographic search
performance of the scheme. Guo et al. [6] designed a dy-
namic searchable encryption scheme based on the block-
chain and used smart contracts in the blockchain to
implement the verifiable function. Poongodi et al. [7] used
the blockchain to design a trusted architecture using en-
cryption and hashing methods to achieve reliable keyword
search. Searchable encryption schemes generally suffer from
high computational and storage overhead. Xu et al. [8]
proposed a postquantum public key searchable encryption
scheme on blockchain (PPSEB) for E-healthcare scenarios,
which utilized a lattice-based cryptographic primitive to
ensure the security of the search process and introduced
blockchain technology to solve the problem of third-party
untrustworthiness in the search process. Fu et al. [9] and Liu
et al. [10] proposed a blockchain-based searchable encryp-
tion scheme in which the blockchain is used to store secure
indexes and deploy smart contracts to perform the search of
ciphertext files. All the above schemes are index-based ci-
phertext search schemes, which can effectively protect users’
data security because the search object is encrypted data.
However, the semantic relationship of words is lost, and
keyword search operation cannot be performed on ci-
phertext, so the index corresponding to encrypted data
needs to be generated in advance, and a complex index
structure needs to be maintained. In practical applications,
users cannot search data beyond the predefined indexes and
are restricted in the selection of keywords. In addition, a
large amount of on-chain overhead is required in the data
search phase, and a large amount of data needs to be
considered to be processed off-chain.

2.3. Ciphertext Search Schemes Based on Homomorphic
Encryption. In recent years, in order to improve the accu-
racy and security of ciphertext retrieval, HE technology has
attracted the attention of many researchers. The user first
performs homomorphic encryption on plaintext data. On
the premise of ensuring data privacy, the cloud server is



entrusted to perform homomorphic operation on ciphertext
data directly, and the search result is equivalent to the
operation on plaintext. In 1978, the HE scheme was first
proposed by Rivest et al. [11]. In 2009, Gentry et al. [12]
implemented homomorphic encryption theoretically. And
then someone proposed the DGHV scheme [13] and the
GSW13 scheme [14] in 2010 and 2013, where the former
implemented an integer-based fully homomorphic en-
cryption based on the approximate maximum convention
number problem and the latter proposed the first identity-
based homomorphic encryption scheme based on the error
learning problem, to effectively guarantee the security of
outsourced data and satisfy users to efficiently retrieve data
stored in the cloud. In 2018, Fu et al. [15] proposed CRSHE: a
new ciphertext retrieval scheme based on homomorphic
encryption, which effectively solves the problems of privacy
leakage of retrieved keywords and nonsupport of homo-
morphic encryption and improves the search efficiency and
accuracy. In 2020, Han et al. [16] proposed a homomorphic
encryption-based full-text retrieval scheme for cloud stor-
age, which combines integer vector encryption technology
with vector space model and is applied in full-text retrieval in
third-party untrusted cloud storage. In 2021, Liu et al. [17]
proposed a homomorphic encryption-based keyword search
scheme in cloud servers, which has higher accuracy com-
pared with the traditional ciphertext search scheme. Such
schemes can directly perform computer on ciphertext data,
but they require larger computational overhead or lower
search efficiency, which is difficult to apply in practice.

3. Preliminaries

3.1. Blockchain Technology. The blockchain is a chained data
structure formed by connecting multiple data blocks
through a hash function, as shown in Figure 2. It realizes
data verification, sharing, computing, storage, and other
functions through a consensus mechanism. The blockchain
provides a distributed trust ledger for each participant, and
each node or user maintains and stores the same ledger to
ensure that all users and nodes in the corresponding
blockchain are completely consistent. A smart contract on a
blockchain is an automatically running program that au-
tomatically performs some functions driven by time or
events. It is a decentralized program code deployed in the
blockchain to execute. Therefore, the smart contract pro-
vides programmability for the blockchain. The main high-
level languages for writing smart contracts on Ethereum are
Solidity, Serpent, and LLL; it is implemented by storing it
compiled into bytecode.

3.2. SGX. The wide application of blockchain technology
enables applications to ensure the security of data on the
chain. However, in the off-chain processing of data,
blockchain technology cannot guarantee its security, so off-
chain data processing requires a trusted execution envi-
ronment based on hardware or software.

The solution adopted in this paper is to rely on the
software protection extension Software Guard Extensions
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(SGX) [40] launched by Intel. The SGX is an extension of the
Intel instruction set architecture, which provides hardware-
level security for the operation of the program, rather than
based on external software. It allows the application to open
up a protected and trusted executable area in the memory,
called an Enclave. The Enclave provides integrity protection
for the programs. If someone attempts to access the Enclave
outside the safe area, he will be rejected. After the data in the
Enclave is transmitted to the nonsafe area through special
encryption, even if other machines get the encrypted data,
encrypted data cannot be decrypted, which ensures the
correctness and confidentiality of the data.

4. Problem Formulation

In this section, we describe in detail the system model, threat
model, and design goals in the scheme and design a mul-
tiuser ciphertext search scheme based on blockchain and
SGX.

4.1. System Model. In this scheme, the proposed system
model mainly contains five entities: data owner A, data
requester B, data storage DS, blockchain BC, and query node
S, as illustrated in Figure 3.

4.1.1. Data Owner A. The data owner is an entity with a large
amount of data but limited resources. He uses a key to
encrypt personal data and upload it to the data storage. And
data authorization requests and authorized users are verified
and managed; different data owners allow different query
nodes to perform data searches on the ciphertext.

4.1.2. Data Requester B. The data requester is the entity that
requests the ciphertext data to search. When the data re-
quester wants to search for keywords, he needs to send a data
authorization request to data owner A and finally obtains the
plaintext data after decryption according to the encrypted
search result.

4.1.3. Data Storage DS. Data storage is a kind of platform
that provides distributed storage service for data owner A. It
has huge storage space and powerful computing power;
however, it is not trustworthy. When uploading ciphertext
data, it first verifies the integrity of the data, stores the related
data after successful verification, and returns the corre-
sponding storage hash address.
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4.1.4. Blockchain BC. 1t is a public chain composed of data
owners, data requesters, and query nodes. Anyone can join
this public blockchain to view or publish transactions. It is
mainly used for data storage, transaction recording, and
smart contract deployment.

4.1.5. Query Node S. 'The query node is a registered node on
the blockchain. It has its own corresponding SGX trusted
execution environment and can take advantage of its own
SGX trusted hardware. SGX is a trusted and independent
execution environment that exists independently of an
untrusted operating system, providing a safe and confi-
dential space for private data and sensitive computing in an
untrusted environment.

4.2. Threat Model. In this scheme, data request B is con-
sidered semicredited. Only after the verification of the au-
thorization request, data request B can obtain the search
permissions for encrypted data. We assume that the key
storage of data owners A and data requester B is safe, not
attacked by attackers, and all search tasks are performed in
SGX Enclave. Secondly, external attackers steal the trans-
mitted data transmitted through public channels and hope
to read or modify the data of data owner A. In addition, if the
storage data is not accessed for a long time, it may cause loss
and other conditions.

4.3. Design Goals. In this scheme, our main design goals are
as follows:

(1) Data privacy: In this scheme, since the personal data
of data owner A is very sensitive, data security
protection is necessary, so in this scheme, the data is
encrypted and uploaded to the data storage DS to
store.

(2) Storage integrity: In this scheme, the data storage DS
stores the encrypted data only when the integrity of
the data is verified.

(3) User access control: In this solution, when data
requester B wants to search the personal data of data
owner A, he needs to send an authorization request
to data requester A, and the search permission can
only be obtained after the authorization is successful.

(4) Privacy of keywords: In this scheme, due to the
encrypted transmission of query keywords, other
entities cannot obtain any information about key-
words through the ciphertext of the keyword.

5. QOur Scheme

In this subsection, we introduce the system construction and
protocol of this scheme in detail. This scheme includes six
phases: system initialization phase, data processing phase,
data storage phase, user authorization phase, data search
phase, and data decryption phase. And Table 1 gives some
important notations and descriptions used in the following
paper. Details are as follows.

5.1. Scheme Construction

5.1.1. System Initialization Phase. Based on the security
parameters, the keys and system parameters are generated in
the following ways, as follows.

We choose the secure SHA-256 hash algorithm hash (m)
and RSA signature algorithm Signgy (171), where Signgy (1)
denotes that SK signs m. The system calls the ECC algorithm
to generate the key pair (PK,, SK,) and (PK,, SK,,) for data
owner A and data requester B, respectively, and then cal-
culates their Ethereum network addresses addra and addrb.
The data owner A uses the DES algorithm to generate a
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TaBLE 1: Notations and descriptions.
Notations Descriptions
(PK,, SK,) Public/secret key pair of A
(PK,, SK,) Public/secret key pair of B
(PKogr SKogx) Public/secret key pair of Enclave
K Symmetric encryption key of A
M A plaintext data collection
C A ciphertext data collection
H A ciphertext data hash collection
Set The outsourced collection
CT The data authorization request
Tr The Trapdoor

symmetric key k, generating the Enclave key pair
(PKygx SKgx) of the SGX corresponding to the query nod.e.
System parameters 1s
para = {hash (m), Signgx (m), addr a, addr b}.

5.1.2. Data Preprocessing Phase. As a registered user of the
blockchain, data owner A first divides M into equal-sized
datam; (i=1,2, ..., n) and uses a symmetric key k to encrypt
a plaintext data collection M = {m,,m,,...,m,} and gen-
erate a ciphertext data collection C = {¢,¢,, .. .,c,}, where
the ciphertext data c; = Enc, (m;), and then generate a ci-
phertext data hash collection H = {hy, h,, ..., h,}, where the
ciphertext data hash value h; = hash(c;), and finally write
search program P.

5.1.3. Data Storage Phase. Data owner A uses his own
private key SK, to sign PK, and H and P to generate r =
signgy (PK,||H||P) and send the outsourced collection Set =
(PKU||DC||H |Pllr) to the data storage DS. After the data
storage DS receives the Set, first, it verifies the validity of the
signature r and the integrity of the ciphertext data collection
C. If the verification passes, store H||C||P in the data storage
DS, and then data storage DS returns the corresponding
storage hash address addr = {addr,addr,,...,addr,}.
Otherwise, the verification fails, and the outsourced col-
lection set needs to be reuploaded.

The data owner A uses the SGX remote authentication
mechanism to authenticate the identity information of the
SGX Enclave of the query node. After the authentication is
passed, the query node obtains the search program P from
the data storage DS and then installs and deploys it in the
Enclave. The data owner A uses the PK,,, encryption key k,
organizes the hash value collection H, and stores the hash
address addr and other information, generates a timestamp
ts1, and finally records the txdata in the blockchain. Al-
gorithm 1 describes the process of data owner A’s data
transaction txdata generation.

5.1.4. User Authorization Phase. If data requester B wants to
search the ciphertext data of data owner A, he first uses
private key SK,, to encrypt his public key PK, and query
keyword wCT = Encgr (PK,|lw) and then sends the data
authorization request CT in the form of a transaction to data
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owner A. After the data owner A receives the data au-
thorization request CT, he first uses addrb to query
whether the legal user list in the smart contract contains
this user. If the query is successful, it means that the data
requester B can obtain the search permission; if the query
fails, the data owner A then decrypts the CT using the data
requester B’s public key PK, and then performs the
Keccak-256 hash operation on the public key PK, of the
data requester B, truncates the last 20 bytes into the string
R1, and finally calls the smart contract to R1 matches
addrb. If it returns 1, it means that the authorization
request is verified, and the data owner A adds the data
requester B to the list of legal users through the smart
contract; if it returns 0, it means that the data requester B
cannot obtain the search permission. In addition, data
requester B can also be removed or revoked from the list of
legal users through the smart contract.

After the verification is passed, the data owner A uses k
to encrypt w to generate a Trapdoor Tr = Enc; (w) and sends
Tr to the query node through the blockchain.

5.1.5. Data Search Phase. The Intel SGX extension employs
two data sealing schemes: the safe zone strategy (MERN-
CLAVE) policy and the sealed strategy (MRSIGNER) policy.
In this scheme, MRSIGNER is used to query nodes and
generate public and private key pairs (PK,,,,SK;,,) in the
Enclave, the private key obtains key (SKj,,) through the
MRSIGNER policy and outputs it to the nonsecure area, and
the public key is explicitly output to the nonsecure area and
uploaded to the chain. The query node obtains the Tr sent by
the data owner A through the blockchain and performs data
decryption and keyword search operation in SGX trusted
execution environment. The query node sends the final
search results to the blockchain.

Specifically, the SGX trusted execution environment
corresponding to the query node first performs integrity
verification on the ciphertext data and executes step (1). The
SGX trusted execution environment corresponding to the
query node performs decryption and keyword search op-
erations and executes steps (2)-(6). The query node sends
the encrypted search result to the data requester B and
executes step (7), taking the search for ciphertext data c; as
an example. Algorithm 2 describes the process of decryption
and keyword search;

(1) The query node first uses the MRSIGNER policy of
the corresponding SGX, decrypts key(SK,,,) to
obtain SK;,,, then obtains the ciphertext data ¢; and
its corresponding hash value h; through the smart
contract, regenerates the ciphertext hash value 4, and
calculates whether h; and h are equal to verify data
integrity.

(2) The SGX corresponding to the query node uses the
private key SK,,, to decrypt Encpx__ (k) to obtain the
key k = Decge (Encp (K)).

(3) The SGX corresponding to the query node uses the
key k to decrypt the ciphertext data ¢; to obtain the
plaintext data m; for performing the search task.
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Output: Transaction txdata;

(2) Encrypted kEkey = Encpy (k);

(4) Set r = signgy (PK,|H|P);

(5) Set Set = (PK,||C||H]||P|Ir);

(6) Send Set to the DS and get addr;
(7) Generate timestamp fs1;

(8) Set txdata={Ekey, H, addr, ts1};
(9) Return txdata;

Input: Session key k; A’s data M = {m,,m,, ..
(1) Encrypted Owner data M = {m,,m,,...,m,}¢; = Enc; (m;) and C = {c,c,,...,¢,};

(3) Set h; = hash(c;) and H = {h, h,, ..., h,};

.,m,}; Search P;

ALGORITHM 1: Privacy protection of data owner A’s data.

(4) The SGX corresponding to the query node uses the
key k to decrypt Tr = Enc; (w) to obtain the query
keyword w = Decy (Tr).

(5) The SGX corresponding to the query node performs
a search task on the plaintext data m; according to
the query keyword w. If the query is successtful, the
count value is incremented by 1.

(6) If count is not equal to 0, use the public key PK,, of
the data requester B to encrypt m; to generate
Edata; = Encpg (m;); else return false.

(7) Finally, the query node sends the encrypted data
Edata; or false to the data requester B through the
blockchain.

5.1.6. Data Decryption Phase. Data requester B obtains
Edata; from the blockchain and decrypts Edata; using the
private key SK,, to obtain the corresponding plaintext data.

5.2. Our Protocol. In this scheme, the protocol flow includes
the following 11 steps, where Step 1 describes the data
preprocessing phase, Steps 2-3 describe the data storage
phase, Steps 4-5 describe the user authorization phase, Steps
6-8 describe the data search phase, and Step 9 describes the
data decryption phase. The logical process is shown in
Figure 4.

Step 1. The data owner A encrypts data with an encryption
key k and uploads it to the data storage DS.

Step 2. Data storage DS receives the encrypted data. If the
verification passes, it returns the corresponding hash ad-
dress; otherwise Step 1 needs to be performed again.

Step 3. Data owner A records hash address and encrypted
key on the blockchain in the form of transactions for data
sharing.

Input: Enc, (w); Encpx  (k); ¢;, h;; count;
Output: search result; e

(1) Set h = hash(c;);

(2) if (h=h;) then

(3) Decrypt EncPKW (k)k = DecSKW (EncPKW (k));

(4) Decrypt Enc; (w)w = Dec; (Ency (w));

(5) Decrypt ¢;m; = Dec; (c;);

(6) Search computation with m;;

(7) if (count !'=0) then

(8) Encrypted m;Edata; = Encpg (m;);

(9) return Edata;;

(10) else

(11) return false;

ALGORITHM 2: Data acquisition and search computation.

Step 4. If data requester B wants to search the encrypted data
of data owner A, data requester B needs to send an au-
thorization request to data owner A.

Step 5. Data owner A performs authorization verification
and updates the legal user list after the verification is passed
and uploads the Trapdoor to the blockchain.

Step 6. The query node obtains the Trapdoor, hash address,
and encrypted key from the blockchain and then downloads
encrypted data from the data storage DS.

Step 7. The query node performs decryption and keyword
search operations of ciphertext in the SGX-based TEE.

Step 8. The query node sends the encrypted search results to
the blockchain.

Step 9. Data requester B obtains the encrypted search results
from the blockchain and then decrypts the search results.
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6. Security and Function Analysis

6.1. Security Analysis. Since the personal data of the data
owner is sensitive and private, the security of the data is of
great importance in this scheme. Data security is analyzed in
the following aspects.

6.1.1. Data Security. In this solution, to protect data security,
the personal data of data owner A is encrypted by the key k
and stored in the data storage DS, and data requester B can
obtain the search permission only through an authorization
request. First, the data owner A uses the key to encrypt the
data and store it in the data storage DS. Anyone can find the
encrypted data through the storage hash address in the
blockchain. To decrypt the encrypted data, the attacker must
obtain the key k. However, the key k is only stored locally in
data owner A and SGX security zone. Assuming that data
owner A does not leak the private key, the attacker cannot
obtain the key k. Therefore, the security of the personal data
of data owner A is guaranteed.

6.1.2. Signature Forgery. In this scheme, the correct storage
of data is guaranteed through the basic principle of signa-
ture. The user signs the ciphertext data and uploads it to the
data storage DS. When the private key of the data owner is
securely stored, the attacker cannot forge the signature, so

other entities cannot destroy the authenticity of the data
upload by forging the signature.

6.1.3. Tamper-Proof. In the data upload storage phase, there
may be malicious users tampering with the blockchain in-
formation or transaction information. In this plan, the
blockchain setup is POA consensus. Each block is generated
by the certification node. For the compulsory process to
verify the identity, the right to generate new blocks can be
obtained. Malicious nodes cannot know the private key of
the credible certification nodes, and it is impossible to fake
the identity of the certification node to pack the block or
modify the signature of the block information. Malicious
nodes are difficult to tamper with data on the blockchain and
data stored on the blockchain to ensure the authenticity and
accuracy of the data.

6.1.4. Data Privacy. In this solution, to ensure the privacy of
the data, data owner A uses a symmetric encryption algo-
rithm to protect personal data, and data requester B can
obtain the search permission only after the authorization is
successful. In addition, in the data search stage, the
encrypted personal data and query keywords are read in the
nonsecure area of SGX, encrypted data can only be
decrypted in the secure area of SGX, and the decrypted data
cannot be obtained in the nonsecure area of SGX. Finally,
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TaBLE 2: The comparison of functionality and security with the existing schemes.

; : . Execution

Schemes Encryptlon Pre.generated Authorized Blockchain-based Mult1u§er environment/leakage
algorithm indexes access scenario risk

E/;’;]n g and Fan Symmetric v/ X X X Cloud server/high
Chen et al. [30] Public key v X v X Smart contract/high
Liu et al. [10] Symmetric i X v/ v Smart contract/high
Fu et al. [15] Homomorphic v X X v Cloud server/high
Our scheme Symmetric X Y Y, v/ SGX/low

use the public key of data requester B to encrypt the search
results in the secure area of SGX and output them in the
nonsecure area of SGX. Even if other machines steal the
encrypted data in the nonsecure area, the data cannot be
decrypted on the personal machine. Thus, the privacy and
security of the data in the data upload stage and the data
search phase are guaranteed.

6.2. Function Analysis. In Table 2, we compare our scheme
with existing schemes in terms of functionality and security. We
can see that schemes [10, 15, 29, 30] require pregenerated in-
dexes and do not better solve the authorized access problem.
Schemes [10, 30] use smart contracts to replace cloud servers to
perform search tasks, which can solve the centralization problem
of cloud servers in schemes [15, 29], but schemes [10, 30] still
have a high risk of data leakage and are difficult to apply to
complex computing scenarios problems. Also, schemes [29, 30]
are suitable for single-user scenarios. However, this scheme does
not require pregenerated indexes and is suitable for multiuser
scenarios. Our scheme also uses TEE to better protect user data
security and perform decryption and full-text search under the
SGX oft-chain to solve the problem that smart contracts cannot
be applied to complex computing scenarios.

7. Experiment and Analysis

In this subsection, the practicality and feasibility of this
scheme will be tested and analyzed through experiments. We
installed Ubuntu 20.0 on a computer with Intel(R) Core(TM)
i7-9750H CPU@2.60 GHz, 16 GB RAM, Microsoft Windows
10 operating system, and then performed simulation exper-
iments. We use the DES symmetric encryption algorithm to
encrypt the data, the blockchain part uses the Ethereum
private network built by Geth, the smart contract is written in
solidity language, and the search program P is written in C++.
Next, we mainly tested and analyzed the implementation and
gas costs of the contract and the performance of this scheme.

7.1. Implementation and Gas Costs. To discuss the feasibility
of smart contract in this scheme, we implemented it on
Rokeby (an Ethereum test network) where Rinkeby not only
provides free funding requests but also designs a user in-
terface for a convenient block resource manager. In addition,
we employed a Google Chrome plugin (MetaMask-Chrome)
to link Rinkeby in Chrome and use Remix10 to deploy and

invoke smart contracts; the details of this implementation
are shown below.

(1) First, we used MetaMask to generate two users (data
owner A and data requester B) for our test with
addresses 0x5B38Da6a701c568545dCfcBO3FcB875f5
6beddC4 and 0xAb8483F64d9C6d1EcFIb849Ae
677dD3315835cb2, then switched to A’s account,
and requested 3 Ether from Rinkeby so that A could
deploy contracts and generate data transactions, etc.

(2) Then, we simulate user A. We use Rinkeby to deploy
the smart contract to the blockchain and get
its address (0x9D7f74d0C41E726EC95884E0e97-
Fa6129e3b5E99), and we also call the autuser algo-
rithm via Remix to verify that B’s authorization is
passed or not.

(3) Next, we simulated A updating and viewing the list
of legitimate users. Update the authorized user B to
Rinkeby by calling the adduser algorithm, and view
the list of legal users by calling the getuser algorithm.
Here getuser is designed as a view type algorithm
that will not modify the state of the smart contract
(therefore, there is no transaction confirmation
time).

(4) Finally, we also simulated that A deletes the au-
thorized user B from the list of legitimate users. The
authorized user B is removed from the legal user list
by calling the deluser algorithm, where the algorithm
can only be called by A.

Additionally, to test the cost in terms of transaction fees,
we evaluated the gas cost of these operations (i.e., authorize,
adduser, getuser, deluser). As it can be seen from Table 3, the
biggest cost is to deploy a smart contract, which is about
5.0881 USD, but it only needs to be executed once. Although
other operations are called repeatedly, their cost is about 1
USD (especially the cost of getuser is about 0.1709 USD),
which means that A only needs to spend 0.1709 USD to view
the list of legitimate users, which is an acceptable cost even if
it is called repeatedly.

7.2. Performance Test and Analysis

7.2.1. Cost of Cryptographic Primitives. We use symmetric
encryption algorithm to perform user encryption and SGX
decryption tests on file data, respectively, and compare the
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TaBLE 3: Gas costs for smart contract (Gasprice=2GWEI], 1
ether =2900 USD).

Operation Gas used Actual cost (ether) USD
Deploy 876489 0.00175452978 5.0881
Autuser 34005 0.000068010 0.1972
Adduser 50096 0.000101920 0.3167
Getuser 29474 0.000058948 0.1709
Deluser 43749 0.000087498 0.2537
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FIGURE 6: SGX decryption time test.

average calculation time of different sizes of data. Each
experiment is repeated 1000 times and the average time is
calculated. The test results are shown in Figures 5 and 6. As
can be seen from the figures, the average time of user en-
cryption and SGX decryption increases gradually with the
increase of data volume.
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FIGURE 7: Search time test.

7.2.2. Search Performance. To verify the performance of this
scheme in terms of search efficiency, as shown in Figure 7, we
use the control variable method and the length of the keyword as
2 characters and test the average time of different numbers of
keywords. The unit of time is milliseconds (ms), each experi-
ment is repeated 1000 times, and the average time is calculated.
From the curve shown in Figure 7, it can be seen that, with the
increase in the number of keywords, the search time increases;
this scheme only designs a simple keyword matching operation
in the data search phase, which is related to the number of
keywords. For encrypted data stored in the cloud environment,
the search time efficiency of this scheme is reasonable.

8. Conclusion

In this paper, we propose a multiuser ciphertext search
scheme which uses blockchain and SGX to protect keywords
and data privacy and performs the decryption and keywords
matching of ciphertext data in SGX. To fit searching in
multiuser scenarios, we design a smart contract to realize
user authorization and management. The security analysis,
function comparison, and performance analysis prove that
our scheme meets the security and privacy requirements. In
the future, we will carry out further research work on
multikeyword ciphertext search based on blockchain and
SGX in specific scenarios.
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The UAV network composed of resource-constrained lightweight UAV swarms can efficiently accomplish mission with time
critical requirements in dynamic and complex environments. However, the trusted authentication of network nodes poses a huge
challenge due to its own resource constraints, the lack of trusted centralized support, frequent joining or departure of UAVs to or
from the network, and the presence of cyber-attacks. In this paper, we propose a stateless blockchain based on triple aggregatable
subvector commitment and present a dynamic proof of trust authorization consensus mechanism with a periodic random
selection of authorized nodes to guarantee the trustworthiness of mutual authentication of UAV nodes. Our proposed triple
vector authentication solution solves several of the challenges mentioned above very well. The extensive experiments demonstrate
that our blockchain-based authentication scheme enjoins significant advantages over the four schemes currently available for
UAV network authentication in terms of single authentication latency, speed of energy consumption, average computational cost,

and end-to-end latency.

1. Introduction

The UAV network is a mission-oriented, temporary mobile
self-organizing network, consisting of a fleet of lightweight
UAVs that collaborate with each other at low cost; with
distributed, equal, and destruction-resistant characteristics,
all drones are linked as peer entities, both as data processing
hosts and to undertake message routing and forwarding
functions, interdrone communication without base station
forwarding, to complete data transmission in a multi-hop
manner, capable of complex environments, and high
timeliness. It has a wide range of practical applications, such
as joint search and rescue, environmental surveys, emer-
gency communications, and military missions. Lightweight
UAYV nodes have the advantage of efficient networking and
easy deployment, but at the cost of limited resources in terms
of energy supply, storage, and computing power, which
makes UAV networks a special type of mobile self-organized
networks and face more complex network threats than
MANETs [1, 2].

Firstly, the use of wireless links makes the UAV network
more vulnerable to attacks launched from the links, which
can come from all directions, and any node can be targeted.
Ways of compromise include revealing secret information,
jamming information, and impersonating nodes. Each node
therefore needs to be in direct or indirect contact with the
adversary. Further, the autonomy of nodes in UAV net-
works, operating in an unpredictable environment, increases
the risk of nodes being captured, compromised, and
hijacked, and thus in addition to being subject to external
attacks, attacks launched from within by compromised
nodes are more difficult to detect and more dangerous.
Therefore, the operation of any node must adhere to a
certain pattern rather than immediately trusting its peers.
Finally, the mobility of UAVs, complex mission environ-
ments, and mission needs all make UAV's frequent access to
the network, resulting in dynamic changes in UAV network
topology and size, leading to a network with no clear de-
fensive boundaries and statically configured security solu-
tions that are not applicable. At the same time, invalid
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network node information leads to increased end-to-end
latency and higher routing costs, increasing the number of
mutual communication failures and reducing the overall
performance of the network.

In conclusion, mission UAV networks in complex and
unknown environments are inherently very vulnerable and
dynamic, and such characteristics bring new challenges to
their security defense. It is necessary to build a lightweight
and trusted global trust platform on UAV networks to
achieve efficient authentication and key management to
secure UAV networks, while also meeting the requirements
of real-time, robustness, and dynamic adaptability of ad hoc
mission networks.

As a special mobile self-organizing network, the nodes of
the UAV network are mainly authenticated based on the
threshold secret sharing technology authentication mode,
certificate chain authentication, blockchain-based authen-
tication mode, and stateless blockchain based on the
cryptographic accumulator method, but due to the limited
resources of the UAV network, the dynamic nature of these
methods are not good enough to meet the needs in terms of
computing, bandwidth, storage, and energy supply.

In the stateless authentication blockchain recommended
in this paper, UAV nodes establish the local trust degree of
neighboring nodes by monitoring each other’s forwarding
behavior with neighboring nodes. The network periodically
performs data consensus on the local trust degree of the
authorized agent node group and completes a decision
consensus based on this; i.e., it counts the global trust degree
of nodes, elects a new round of authorized agent groups, and
resets the three-vector commitment weights. A new block is
created with the decision consensus result, and the UAV
blockchain network system is updated. Through the identity
vector commitment in the new block, untrustworthy nodes
are identified and isolated from the network, maximizing the
availability and trustworthiness of the network nodes ac-
tually involved in the mission and enabling a new round of
UAV identity authentication. The decision consensus result
is stored in the blockchain, while local trust transactions as
data consensus can be discarded after the decision consensus
is reached and do not need to be on the chain, so the identity
blockchain for UAVs is stateless and lightweight for fast
authentication of inter-UAV communication.

The main contributions of this work are as follows:

(i) First, we introduce the new concept of triple vector
commitment stateless blockchain in UAV networks.
Using an aggregatable subvector commitment
technology, the blockchain only records the dy-
namic changes of identity commitments in triple
vectors instead of every authentication transaction.
This not only enables lightweight blockchain
storage, but also avoids the massive amount of
recalculation in individual vector commitment due
to membership changes. It greatly reduces the
computational and communication overhead in-
curred by UAVs frequently entering and leaving
the network and the isolation of untrustworthy
nodes.
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(ii) Second, we propose a novel dynamic multicenter
trust authorization proof consensus mechanism,
where a set of agent nodes are periodically elected as
a blockchain consensus committee among all UAV's
that have been registered to the mission network.
The committee members are randomly and dy-
namically replaced periodically to sense the UAV
flight dynamics in real time and monitor the nodes’
reports on the abnormal forwarding behavior of
their own neighboring nodes. New block generation
and consensus are either achieved periodically or
triggered to complete in time according to node
identity status changes. This not only ensures
consensus efficiency, but also significantly reduces
the risk of blockchain consensus master nodes being
tracked and locked, and improves the security of the
consensus process.

(iii) Third, we propose the method of local mutual
authentication of blockchain nodes. In each period
of the blockchain, any node of the UAV network is a
peer-to-peer full node. The UAVs only need to
provide their own commitment witness to achieve
localized two-way authentication which only in-
volves giving the existence of vector commitment
instead of traversing the whole blockchain. This
reduces both the computational and communica-
tion complexities of UAV mutual authentication to
a constant level.

(iv) We compare our scheme with several major existing
MANET node authentication schemes, including
remote direct anonymous authentication, threshold
key sharing authentication, certificate-coin au-
thentication by blockchain token method, and
blockchain authentication based on cryptographic
accumulator. The extensive experimental results
demonstrate that our proposed scheme outperforms
other competitive schemes in terms of single-step
authentication latency, energy consumption, au-
thentication computational overhead, and end-to-
end latency.

The rest of paper is organized as follows. The related
work is discussed in Section 2. The system model, including
the network model, the threat model, and the blockchain
model, is elaborated in Section 3. Section 4 describes the
design details of our proposed vector commitment-based
lightweight authentication scheme for stateless blockchains.
In Section 5, the safety certification and performance
analysis on our proposed scheme are conducted. Simulation
results and analysis are illustrated in Section 6. Finally, the
conclusion is presented in Section 7.

2. Related Works

For the distributed, self-organized, and autonomous char-
acteristics of self-organized networks, according to different
application models, domestic and international research
mainly includes the authentication model based on
threshold secret sharing technology [3], certificate chain-
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based authentication, and blockchain-based authentication
model.

In [4], the UAV remotely connects to the control center
via a 4G wireless network using direct anonymous attes-
tation (DAA) for remote authentication. However, this
method requires the support of a remote center and is not
very scalable. Using the threshold secret sharing technique,
[5] proposed a distributed certificate-based authentication
model where the certificate is partitioned into #n shares, a
share is allocated to the node acting as a distributed cer-
tificate authority (D-CA), and ¢t of these shares are collected
at authentication time to reconstruct the certificate. In the
scheme proposed by Yi and Krave [6], the node uses flooding
to send a certificate request (CREQ) and the D-CA responds
with a certificate reply (CREP) as a response. The successful
collection of t copies of the certificate shares node, and the
user reconstructs the complete certificate. A valid certificate
indicates successful authentication. This approach increases
the communication overhead of the network and does not
protect against black hole attacks launched by resource-
powered malicious nodes.

[7-9] proposed to apply identity-based public key
cryptosystems to MANETs, introducing distributed cryp-
tography to propose a fully distributed identity-based
scheme, and each node performs the process of issuing and
managing certificates and maintains a certificate repository.
The nodes complete mutual authentication through the
chain of authentication formed by the certificate repository.
The advantage is that there is no need for a certification
center to authorize the management of worker certificates,
avoiding the risk of a single point of failure. But the in-
troduction of private key generators (PKGs) caused key
escrow problems and the risk of impersonation attacks.
Certificates and identities cannot be bound, and malicious
nodes can impersonate other nodes to join the network at
will. In addition, the inconsistency of the certificate chain of
each node also leads to authentication failure, and the
certificate repository management and maintenance costs of
the nodes increase with the expansion of the network scale.
This is difficult to achieve for resource-constrained UAV
nodes.

Certificate-less public key passwords [10] are an im-
provement on identity ID-based public key passwords, and
[11-14] combined threshold cryptography with certificate-
less public key passwords in the MANET authentication
model. However, the security of the system master key relies
on the absolute security and reliability of the distributed
server, and in addition, there is a risk of man-in-the-middle
attacks during key negotiation. Most of the schemes in the
above literature use bilinear pairing, which provides good
security, but their high operational complexity results in
these schemes not being lightweight; key distribution mostly
requires the establishment of a secure channel. Ad hoc,
highly dynamic UAV networks cannot be provided.

Blockchain-based decentralized authentication uses the
tamper-evident and traceable nature of the blockchain to
store information such as identity and public key. The
process of authentication traverses the blockchain to query
the certificate, then checks whether the public key belongs to

its declared identity, and finally sends a challenge message to
determine whether the other party holds a matching private
key by verifying the digital signature. [15] proposed au-
thentication and key management mechanisms to achieve
security of heterogeneous drones through the combination
of transaction chain and blockchain, but the scheme requires
that the drones as cluster head must have sufficient resources
and act as the full node role of the blockchain, so there is still
the risk of local single point of failure, which cannot
guarantee the security of the full node of the cluster head
itself, and the nonstop growth of the blockchain shared
ledger makes the section face problems such as “storage
bloat” and reduced authentication efficiency.

Researchers [16, 17] used blockchain technology to
improve the public key infrastructure (PKI) authentication
technology. Distributed PKI authentication is implemented
to avoid the problems of single point of failure and certificate
transparency in traditional PKI, and to effectively address
the inefficiency of using the method of traversing the
blockchain to query certificate authentication and the in-
creasing storage overhead as the size of the blockchain
grows. By combining blockchain and dynamic accumulator,
a blockchain PKI model that can update certificates in bulk is
constructed, thus improving the efficiency of authentication.
The model can efficiently add, revoke, and renew user
certificates. However, the consensus of the blockchain until
the transaction is on the chain confirms that the authenti-
cation is successful, which makes the latency of a single
authentication, as well as the computational and commu-
nication overheads insufficient to meet the requirements of
mission drone networks in terms of real-time and low en-
ergy consumption. [18] Color green addressed this paradox
by proposing a novel semipermitted blockchain framework
that balances decentralization and efficiency, making the
system scalable and efficient at the same time. A randomly
selected public node joins the committee to execute the
protocol to protect the block, but separates transaction
execution from the protocol, thus reducing protocol waiting
time and allowing lightweight nodes to participate, but the
public node requires high resources.

The combination of blockchain technology and cryp-
tographic accumulator technology has been used to solve the
authentication problem of distributed network systems, and
there have been many research results at home and abroad.
The accumulator, first proposed by Benaloh and de Mare
[19], is a compact representation of an arbitrarily large set
that can be used to prove claims of membership or non-
membership in the underlying set. The protocol in [20] used
RSA accumulators to combine large states into a short
commitment to design stateless blockchains where the
verifier only needs to store block headers, greatly reducing
the need for disk and RAM, reducing the storage overhead of
the verifier, and linearly increasing system throughput. [21]
provides cryptographic accumulator universal composable
(UC) processing using two weaker accumulators, con-
structing the accumulator in a modular fashion and
extending the anonymous credential system to support
revocation using the results of the UC accumulator. Libert
and Yung in [22-24] vector commitments give



4 Security and Communication Networks
TaBLE 1: Classification and comparison of authentication methods.
Method Papers Overhead and shortcomings
Threshold secret 3, 5 6] High computational and communication overheads; unable to defend against black hole attacks
sharing > launched by malicious nodes with powerful resources.
High storage and communication overheads; there are key escrow issues and risk of impersonation
Certificate chain [7-9] attacks. Inconsistencies in the certificate chain across nodes lead to authentication failures. As the size of
the network increases, the cost of managing and maintaining the certificate store increases.
Certificate-less public [10-13] High computational and communication overheads; man-in-the-middle attack risk during key
key negotiation, key distribution mostly requires establishment of secure channels.
Traditional [15-17] High storage and computational overheads, “storage explosion,” inefficient consensus, and limited
blockchain system scale.
Stateless blockchain  [21-24] Storage overhead very low; nodes are dynamically added and removed, resulting in frequent

recalculations of the accumulator.

commitments to ordered sequences that satisfy positional
binding; i.e., an adversary algorithm should not open a
commitment for two different values at the same position.
The commitment string and the open witness are short, and
their size is independent of the vector length. [20] applies
unknown-order group batch processing techniques to
cryptographic accumulators and vector commitments to
develop techniques for noninteractive aggregated mem-
bership proofs that are verified by a constant number of
group operations and provide size invariant bulk non-
membership proofs for a large number of elements. Using
these new accumulator and vector commitment constructs
to design stateless blockchains where nodes require only a
constant number of stores to participate in consensus. [25]
proposed vector commitments with subvector openings that
allow a commitment vector to be opened at a set of locations
with an opening size that is independent of the length of the
vector and the number of open locations. On its basis, [23]
proposed incremental aggregation to design an algorithm
that generates openings quickly by preprocessing and then
to implement subvector commitments. VMware research
and the Ethereum team [24] propose aggregatable subvector
commitment (aSVC) schemes that can aggregate multiple
proofs into a small subvector proof. The approach of aSVC
obtaining a stateless payment cryptocurrency has very low
communication and computational overhead. However, the
above authentication methods complete consensus on a
fixed number of nodes and all suffer from accumulator
recalculation when nodes leave or join. The joining and
leaving of drone nodes in a UAV network are frequent, and
there is interference from Byzantine nodes with legitimate
identities, which the above parties cannot handle. Table 1
summarizes the above authentication methods.

The authentication methods described above cannot be
applied to lightweight, dynamic, and time-varying node
trustworthiness for UAV networks. How to build a dynamic
UAV trustworthy platform based on stateless blockchain to
provide fast mutual authentication between UAVs is the
main research objective of this paper.

3. System Models

UAV networks in complex and unknown mission envi-
ronments are inherently Byzantine distributed systems with

time-varying trustworthiness. The purpose of the light-
weight authentication blockchain system is to monitor the
trustworthiness of drone nodes during a mission and to
provide a global platform for rapid mutual authentication
between nodes. In traditional blockchains, transactions need
to complete consensus and update the blockchain across the
network before they can be authenticated successfully, which
makes the authentication efficiency, and the computation
and communication overhead insufficient to meet the re-
quirements of UAV networks in terms of real-time and low
energy consumption. The stateless authentication block-
chain provided in this paper periodically performs data
consensus on the local trustworthy state records of nodes,
which are generated by monitoring the forwarding behavior
of neighboring nodes, and then performs decision consensus
on the data consensus results, i.e., aggregatable identity
vector commitment based on the global trustworthiness of
nodes. Its lightweight nature is reflected in the fact that only
the decision consensus result is kept, and the new blocks
added to the blockchain are blockheads of fixed size, without
the need to keep intermediate historical state data; thus, its
storage is controlled.

3.1. Network Model. In the mission preparation phase, the
system authorizes the registration server as the authoritative
control center in the initialization phase of the system, which
initializes the security environment parameters of the
mission. The UAV nodes and the created blocks of the
blockchain register the UAV identity, calculate the identity
vector commitment, and select the authoritative UAV node
for the task execution phase. The proof-of-authority con-
sensus mechanism (POA) is used to broadcast the created
block to all the mission UAV nodes on the chain for reaching
a consensus.

The system network model is divided into a network
model for the mission preparation phase and a network
model for the mission execution period based on the process
of the mission (Figure 1). In the mission preparation phase,
the UAV swarms and the registration server form a wireless
network with the registration server as the authorization
center in a secure environment. All nodes deploy blockchain
client programs, and the registration server acts as a trusted
authority to initialize the security environment parameters
of the UAV mission network. The registration server acts as a
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FIGURE 1: Mission-based UAV network model.

trusted authority to initialize the security environment
parameters of the UAV mission network, register the
identity of the UAV, assign public and private keys, establish
the genesis block, and build the blockchain network system
with the proof-of-authority consensus mechanism. The
registration server does not participate in the mission ex-
ecution, and the network after the mission starts is a self-
organized network of autonomous UAV nodes that forward
data in a multi-hop manner. The blockchain system su-
pervises the flight dynamics and forwarding behavior of the
network nodes in real time to maintain the effective oper-
ation of the mission network.

3.2. Threat Model. The ultimate goal of a mission-oriented
UAV network is to complete time-sensitive missions, and
any factor that affects the proper achievement of the mission
can be considered a threat to the UAV network.

(i) Environmental threats: The UAV network mission
execution environment is complex and variable, it
may be the scene of distress and rescue, or it may be
the enemy-occupied area of the battlefield, the UAV
network may suffer physical interference, or even be
directly damaged and affect the performance of the
overall network, and the network system should
have the ability to sense the nodes leaving the
network in a timely manner and cancel the identity
of the lost network members; at the same time, the
additional network members can be quickly au-
thenticated into the network. The network system
should have the ability to sense when a node has left
the network, to cancel the identity of lost network
members, and to quickly authenticate additional
network members to the network to ensure the
network’s ability to perform its mission.

(ii) Malicious nodes: Malicious nodes include external
unauthorized malicious nodes and compromised
nodes. Malicious nodes can launch impersonation
attacks, black hole attacks, and DOS attacks, and can
also conspire to conduct wormhole attacks. Com-
promised nodes with legitimate identities can be
more damaging to the network by launching in-
ternal attacks. Therefore, in addition to authenti-
cation, the drone network should also have the
ability to detect untrustworthy nodes and isolate
compromised nodes from the network in a timely
manner.

(iii) Selfish nodes: Due to their own reduced energy,
nodes only receive information and do not forward
it out of self-protection. Such uncooperative zombie
nodes, although they do not initiate harmful attacks,
exist in the network and generate ineffective com-
munication, wasting energy and reducing the
overall performance of the network. The system
should also have the ability to identify and mark
them for isolation.

3.3. Blockchain Model. The solution recommended in this
paper implements local mutual authentication of UAV
network nodes using a stateless authentication blockchain.
The initialization of the blockchain is done in a secure
environment. The mission starts with all UAV network
nodes having the same Genesis block, which contains an
identity vector commitment, an authenticated smart con-
tract, and a specified set of authorized nodes. The consensus
process takes place in the authorized node group, with the
number of authorized nodes set based on the network size.
The authorized nodes are responsible for detecting the flight
status of the drone nodes, such as whether they leave the
network. All nodes send to the authorized nodes the local
trust assessment of neighboring nodes generated during the
consensus cycle. Similar to the node trustworthiness mon-
itoring method (WatchDog) proposed in [26], monitor the
forwarding behavior of neighboring nodes to assess their
trustworthiness. The consensus cycle is set according to the
network size, but consensus is initiated when two conditions
occur during the consensus cycle: (i) an authorized node
finds a record below the trustworthiness threshold in the
collected local trustworthiness assessment dataset; (ii) an
authorized node does not receive a response from a par-
ticular drone node several times in a row, and this number
exceeds the threshold set by the system.

The consensus process consists of a data consensus and a
decision consensus. The data consensus consists of a local
trustworthiness assessment generated by all nodes during
the consensus cycle, and the status records of the UAV
flights detected by the authorized nodes (whether they re-
spond or not). Data consensus results in each authorized
node having an identical subset of status records. A decision
consensus is performed on the results of the data consensus
to determine the global trustworthiness of the nodes, elect a
new set of authorized nodes, and update the triple identity
vector commitment. The results of the above decision
consensus are recorded in a new block, a fixed size block
header to be exact, and the drone network continues to work
under the management of the new authorized node group
after the blockchain has been synchronized and updated. In
the meantime, historical state data used for data consensus
can be discarded after decision consensus, and the block-
chain grows only the block head that holds the decision
consensus result at a time, avoiding the creation of a “storage
explosion.”

The consensus process is generated periodically, and the
group of authorized nodes for consensus in each period is
dynamically generated according to the consensus result of



the decision, which is a dynamic polycentric proof-of-au-
thority consensus mechanism (DPOTA), as shown in Fig-
ure 2, where the UAV network is reorganized by new blocks
added to the blockchain, triple identity vector commitment,
node cancellation determined by dynamic aggregation, and
isolation. The stateless blockchain UAV network guarantees
network trustworthiness and provides fast mutual authen-
tication between nodes.

4. Recommended Scheme

In this section, we explain the stateless blockchain au-
thentication system supporting DPOTA consensus mech-
anism, and our approach solves or alleviates the conflict
between UAV networks with resource constraints in storage,
computation, energy, and bandwidth and high requirements
in dynamism, real time, and security during mission exe-
cution. Figure 3 shows the operation of the mission-oriented
UAV network stateless blockchain light authentication
certification by timeline.

The mission-oriented stateless blockchain authentica-
tion system for UAV networks consists of two phases and
four roles. In the mission preparation phase, the UAV
network operates in a secure network environment, in-
cluding a trusted third party, a registration server (RS), and a
UAV to be registered (UAV); in the mission execution
phase, it works in a nonsecure network state, including a
stateless blockchain trusted platform and a blockchain UAV
node (BUAV), and throughout the mission, the UAV net-
work security is performed by the registration server and the
blockchain together.

At the beginning of the mission, a blockchain client
program is deployed for the registration server and the
candidate UAVs participating in the mission to initialize the
UAYV network in a secure environment with the registration
server as the center. The registration server constructs the
UAV network mission-related security environment pa-
rameters based on the hyperelliptic curve public key cryp-
tosystem [27] (HECC), receives UAV registration requests,
generates public and private keys and identity IDs, and
builds the identity vector. The vector commitment is cal-
culated based on the identity vector, and the identity witness
of the corresponding UAV is generated at the same time.
Subsequently, trust authorization committee members are
randomly selected, node trust vectors are initialized, and
creation blocks are constructed. After completing the ini-
tialization, the registration server broadcasts the Genesis
block to all registered UAVs to build the blockchain system
of the UAV network.

4.1. System Initialization. In the mission preparation phase,
the network environment is secure and the registration
server is authorized as the control center to complete the
initialization of the stateless blockchain system. The mission-
oriented UAV network system is initialized, including the
initialization of the registration server, the initialization of
the UAV, and the initialization of the blockchain. Table 2
lists the main authentication-related global symbol.
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Registration server initialization: First, the hyperelliptic
curve HE(F,) is customized for the system, where
p € HE(F)) is its basis, the large prime g is its order, g # p,
and g is not divisible by p — 1. Then, set the one-way hash
functions by equation (1), where G,<(C, F, q) is the Abelian
cyclic additive group on the hyperelliptic curve, generating
the element P € G;.

H, =(0,1)" — Z,
. ) (1)
H,=(0,1" — G,.

Randomly select k € Z; as the private key of the reg-
istration server and P; = kP as its public key. The public
cryptographic parameters, {q, G,, P, P, H,, H,}, are stored
in the registration server only as important security envi-
ronment parameters for the current mission.

UAV initialization: The UAV provides hardware-related
information such as MAC and IP address, and applies for
identity registration with {U|JU,,,.IIP} as a request to the
registration server, which is not involved in the mission
execution. The registration server generates the private key
d € Z; and the corresponding public key U = d - P for the
UAV. The public security parameters, {g, G,, P, Py, H, H,},
are built into the associated smart contract in binary form,
which is deployed to the Genesis block by the registration
server. Based on the UAV identity request {U||U [P}, the
registration server key k € Z; is used to sign the requested
UAV, and the registration smart contract generates the UAV
node identity and assigns the initial value of trust to each
node, with the identity ID calculated by equation (2). The
final registration server assigns the public and private keys of
the UAV, the identity ID, and the creation block to the
corresponding UAV nodes.

ID, = H,(H, (U;[|ID;[[1P)|Sign},, (U, |ID,|IP)).  (2)

Stateless blockchain initialization: During the mission
preparation phase, the network environment of the regis-
tration server is secure and the setup (1%, 1) function is run
to establish vector committed common reference parame-
ters (crs), which are built into the smart contract associated
with the creation of the block in binary form. Since the
registration server does not participate in the task network,
the crs of the UAV network are hidden during the mission
execution phase and no adversary algorithm can use the crs
to fake the related information. The structure of the Genesis
block is shown in Figure 4, which mainly includes the
registered UAV identity vector commitment, the consensus
committee member list, the UAV trust value vector, and
the smart contracts related to registration, deregistration,
trust management, and authentication. The UAV identity
registration contract (SC_IDReg) is invoked only at the
registration server. The hyperelliptic curve cryptosystem is
used to sign UAV requests and generate unique UAV ID.
The order of UAV registration forms the order of positions
in the identity vector, and values in the trust vector are
assigned in this order. The number of registered UAVs can
be much larger than the number of UAVs for mission
execution.
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(10) end for

.
(12) #{ID = {ID,,1ID,,...

(15) IninilizeTrustList ()

(16) for all UAV nodes:

(17) for uav_i in length of D. do
(18)
(19) Send (IB.ID, W)
(20) end for

(23)
(24) else

(25)  Abort Genesis block;
(26) end if

Input: Security parameters A, UAV number N, UAVs request.
Output: Nodes’ ID vector commitment, C, trust value vector.

(1) In Register Server:

(2) #Recelved all UAVS’ requests

(3) ID = {0}; TrustList={0};

(4) crs=Setup (1*,1V);

(5) for i in Ndo# UAV nodes

(6) MySign = Slgn (U;IMAC;|1P)

(7) ID; = H,(H, (UJIMAG, ||IP)||MySlgn)
(8) ID.Append(ID;);

(9)  TrustList. Append (trustvalue);

(11) #Get the all registered UAVs identities:
,ID,,...,IDy}

13) CID<—C0mmit(ﬁ,r), #r is randomnal;
(14) #Randomly selects 5 UAVs from n UAVs as the trusted committee

W;—Prove (4, ﬁ)) k), # k is randomnal;

(21) #When receive genesis_block from register sever
(22) if current_block is constructed correctly then
block_chain.append (genesis_block);

ALGORITHM 1: UAV registers/builds the stateless blockchain.

The identity vector is generated in the registration server
ID = {ID,,ID,,...,ID,...,IDy},i € {1,2,3,...,N}, com-
bined with a random number to compute the identity vector
commitment of the UAV, Cyp, and the identity witness
vector W = WLW,, ., Ws,...,Wy}. The registration
server constructs the Genesis block and synchronizes it to
all registered UAVs. The registered UAVs obtain their own
IDs and identity witness to initialize the mission-oriented
UAV network blockchain system. Please refer to Algorithm
1.

4.2. Triple Vector Commitment Stateless Blockchain. In the
mission execution phase, the network environment is
complex and insecure; with the possibility of external net-
work attacks, nodes leaving the network, and nodes being
compromised, the stateless blockchain serves as a global
trust platform to manage the mission UAV network.
Dynamic multicenter proof-of-authority consensus
protocol: When a new block is created, the current au-
thoritative nodes randomly select the consensus committee
members for the next round based on the blockchain trust



Security and Communication Networks

Next
genesis Block ~c-w—aon-
Block /
t’ﬁ"J-; Previous Block (*Current *©|
block hash | header | block hash
\ '[ Departure UAV Blacklist .

SC_SVCScala T | SV sVC Type Byte (8bits)

SC_TrustManage <<{ UAV Trust Value Vector ] 4 trast value
j 5 Content :
SC_Authenticate ‘( LG ]\ e 0-3: acc depature times
Merkle root Timestam
Smart Contact / E J [ L J

FIGURE 5: Stateless blockchain structure diagram.

vector. This makes it difficult for adversaries to ascertain the
target to attack Through a smart contract related to trust
management, the consensus committee members respond to
the flight status of the drones and handle reports of ab-
normal behaviors when nodes forward data. The consensus
mechanism is triggered directly when the aggregatable
deregistration subvector or blacklist subvector of consensus
nodes changes to ensure the trustworthiness and validity of
participating members in the mission-oriented UAV
network.

Figure 5 represents the structure of a new block added to
the stateless blockchain, a fixed size block header that holds
the results of each cycle of decision consensus, containing
subvector witness aggregation, subvector witness aggrega-
tion for nodes leaving the network, subvector witness ag-
gregation for untrustworthy nodes, and a dynamically
changing vector of trust values for all nodes. The system sets
the blockchain consensus period according to the network
size and specific environment, and the historical state data
used for data consensus need not be on the chain. Consensus
committee members call the smart contract SC_SVCScala to
perform dynamic aggregation of drone member witness and
call the smart contract SC_TrustManage to modify the trust
vector value of the drone. After the decision consensus, if
any drone’s trust value is below a certain threshold, its
witness will be aggregated into the malicious node blacklist
subvector; the witness of a drone that does not respond to
the authorized node detection with a test greater than a set
value will be aggregated into the revocation subvector. The
number of authorized node groups is relatively small, and
the PBFT consensus algorithm can be used for data
consensus.

Identity vector commitment: Mission-oriented UAV
networks operate in unknown and complex mission envi-
ronments. The mission process is exposed to multiple risks,
such as environmental factors causing nodes to leave the
network, or compromise of internal nodes due to malicious
attacks, and selfish behavior of nodes protecting their own
resources. The UAV network needs to sense the dynamic
changes in the validity and trustworthiness of UAV nodes in
a timely manner. Rapid response to the deregistration,
restoration, or isolation of abnormal nodes is necessary to
maintain the overall performance of the network and ensure

the reliability of mission execution. The proposed triple
identity vector commitment mechanism avoids costly
recalculation of the generic cryptographic accumulator due
to changes in membership status and only requires reclas-
sification of the changing UAV identity proofs. The key
functions of the proposed scheme are shown below:

(1) crseSetup (14, 1Y), output public parameter crs,
supported vector length N, (crs include public pa-
rameters of the security environment of this mission
network, providing implicit input for other algo-
rithms, including adversary algorithms, and UAV
network applications need hidden processing).

. s d . -
(2) Cip—Commit(ID, r), input vector ID and random
number r, output vector of commitment Cyp,.

— —

(3) W;—Prove(i, ID, r), generating witness of the ex-
istence of the corresponding element at position
i € [N] in the ID vector.

4) W%Aggregate(CID,ﬁ)} [SI,{W;:i€S§}), given the
set of positions S € [N] of the elements of the vector
to be aggregated, has been witnessed accordingly
W;:i €S, and outputs aggregation W: [W| = [W,|.

(5) W'(—Disaggregate(W,ﬁ [s'], {Wj: i€ S}'), un-
make the corresponding witness in the set S' ¢ [N]

from the aggregated W.

(6) b«—Verify(CID,ﬁ [S],W) verifies whether the
commitment Cy;, contains the corresponding sub-
vector, ID [S], in the location set S by aggregating the
witness W, and b =1 indicates that the corre-
sponding identity ID is legitimate.

In the mission preparation phase, the legal information of
all nodes’ ID witness is compressed into the identity vector
commitment, and the UAV is assigned the identity ID; in the
registration phase, as well as the witness W; that proves its
existence in the commitment C. The first layer of vector
commitment, C;p«Commit(ID, r), is created by the regis-
tration server and saved in the Genesis block. UAVs that
become members of the consensus committee initiate the
UAV flight state sensing module, which aggregates the
identity witness of UAVs that have left the network to the
revocation subvector commitment (the second layer vector
commitment). During the mission execution phase, when the
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UAV forwards data, its built-in monitoring module
WatchDog [12] reports the bad behaviors of neighboring
nodes to authorized nodes. The smart contract related to trust
management of the blockchain system determines whether to
aggregate the identity witness of the questioned nodes to the
blacklist subvector (the third layer vector commitment) based
on their trustworthiness. As shown in Figure 6, when a UAV
launches a communication request, the received UAV verifies
whether it is in the identity vector commitment in turn, then
detects whether its witness is in the blacklist subcommitment,
otherwise detects whether its witness is in the revocation
subvector commitment, and finally decides whether to de-
aggregate the witness of the UAV from the revocation sub-
vector, and de-aggregation means that the UAV rejoins the
network. This ensures that the UAVs participating in the
mission network are valid and trusted.

4.3. Identity Revocation Subvector Commitment. During the
execution of the mission, the UAV leaves the network ac-
tively due to the mission need or the UAV leaves the network
passively due to failure, attack, and other reasons, as well as
the flight obstacle that causes the UAV to temporarily leave
the network; the members of the blockchain trust authority
committee in each period activates the UAV flight state
sensing module, sensing UAV leaving, and dynamically
aggregate the corresponding UAV according to the received
UAV leaving event transactions of the witness and update
the cancellation identity subvector commitment, indicating
the identity of the node corresponding to the revocation
witness from the task network, as shown in Figure 6, UAV
ID1,1ID2,ID3 at due to the loss of connection state; the smart
contract SC_SVCScala invokes the aggregation function
module to establish or update the dual identity commitment
as follows.

$=1,2,3,
WRevoke . (3)
s «—Aggregate (Cp, ID[S], {W,),i € S.

When the once departed UAV returns to the mission
network, if UAV ID3 requests network communication, its
identity is verified as legitimate in the first layer vector
commitment, it is determined not to be a compromised node

after verification in the third layer subvector commitment,
and the associated smart contract then updates its second
layer identity deregistration subvector commitment as
follows.

S =1,2,

(4)
W?ZEVOke<—Disaggregate(Wm,ID[S'], {w;).jes.

De-aggregation with identity subvector commitment
adapts to network scalability and reduces invalid commu-
nication. Revocation aggregation refers to the algorithm 2,
where actively departing UAVs send departure transactions
to the current authority committee; meanwhile, the au-
thority committee members periodically sense all current
trusted members of the UAV network. If no response is
received for more than two periods, the unresponsive UAV's
are set to leave the network state. The authority committee
members in the current cycle accumulate the departure time,
update the trust vector in the blockchain, and reach con-
sensus on whether the UAV leaves the network by voting.
The high four bits of the UAV trust value vector in the block
structure are the trust value of the UAV, and the low four
bits are the cumulative value of the time the UAV is off the
network.

4.4. Untrustworthy Node Identity Subvector Commitment.
To secure the entire UAV network and prevent malicious
nodes from causing unbearable malicious damage to the
entire network system, the triple identity subvector promises
an irrecoverable revocation mechanism for malicious drone
node identities. The objective is to discover and isolate the
malicious nodes from the mission UAV network in the
shortest possible time. The trustworthiness of the UAV
nodes involved in the mission execution is guaranteed. This
paper focuses on stateless local lightweight authentication
based on vector commitment, node trustworthiness control
refers to WatchDog algorithm to identify whether neigh-
boring nodes are abnormal by nodes monitoring their
neighboring nodes to forward packets, and the detailed
process refers to [28].

The trust level saved by the UAV trust vector in the latest
block is an important reference standard when selecting new
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authority members in the periodic consensus. If the trust
value of UAV ID,, IDq, ID; is less than the threshold value
set by the system, a triple identity subvector aggregation, and
malicious node blacklist, an irreversible identity witness
aggregation is established or updated, and the smart contract
invokes the following functional module to achieve it.

S=4,5k,
Blacklist (5)
W5 ——Aggregate (C,ID[S], {W;: i € S}).

Triple subvector commitment: Identity witness of a node
whose identity is legitimate but not trusted can be classified
as a third layer of blacklisted subvector commitment. During
this period, a new block is created by a bookkeeper elected by
the committee and the new block is multicast with updated
trust vectors and blacklisted subvector commitments to
UAVs that the blockchain confirms are valid. When a UAV
initiates a communication request, the UAV that receives the
request first performs the first layer of vector commitment
verification to determine whether the identity of the
requesting node is legitimate and again verifies that its
identity is trustworthy. All the verification is done locally
without traversing the blockchain to query. The details are
described in Algorithm 3.

4.5. Local Two-Way Authentication of UAV Node.
Two-way authentication process: The identity vector com-
mitment ensures the infeasibility of forgery attacks, man-in-
the-middle attacks; timestamp mechanism ensures that re-
entry attack requests are directly abandoned, circumventing
the formation of broadcast storms; at the same time, the
random number r is generated by the initiating request
node, then signed by the receiver, and sent back to the
requester, confirming that it is a response to the requester’s
request, while the information replied by other receivers is
directly rejected. The authentication protocol in the rec-
ommended scheme, whether it is a replay attack of the le-
gitimate identity of the compromised node, or a replay
attack of the external malicious node after eavesdropping,
can be effectively circumvented.

Figure 7 shows an authentication process between two
nodes of the task-oriented UAV network. The UAV ID,
broadcasts an authentication request, and the UAV IDy
receives the request, verifies the legitimacy of ID, through
the authentication smart contract of the local blockchain,
determines the legitimacy of its identity through triple
subvector commitment, detects the timestamp, and filters
the replay request. After the verification is passed, IDy sends
a response to ID4, and ID, also verifies the legitimacy of
IDg. After passing the verification, it stops receiving the
response information sent by other nodes, establishes the
session key, encrypts the sent data, and sends it directly to
IDg, completing one-time transmission, where ¢, is the
request timestamp, ¢ is the response timestamp, r—Z is
the random number generated when ID, requests,
sign (SK 4 (r[|t,) is the signature when UAV ID, requests,
sign (SKg (r||tB) is the signature when UAV IDj responds,
SK,/PK,, SKz/PK} are the public and private keys of UAV
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ID, and IDy, respectively, and W ,, W are the respective
identity witnesses.

5. System Analysis
5.1. Authentication Correctness. Symbol explanation:
The UAV network  node identity =~ vector

— —

ID = (ID,,1ID,,...,IDy), ID[S] = (ID;,i € S) denotes the
identity subvector represented by the ordinal number in the
UAV identity set S. Using ID[-i] to represent ID[N]~i
denotes the removal of the unmanned node corresponding
to position i from the identity vector. »n is an integer and
using [N] to represent the set{1,2, ..., N}. Algebraic group
model means that the group elements of the adversary
output cannot be created arbitrarily, but must be obtained by
group computation based on the group elements. If the
adversary  algorithm is given group elements
X, X,, ..., Xy € Gy, then each adversary algorithm outputs
group elements:

N
7.
ZeG,z=[]x7,
soeeslls (6)

Zysoo 2y €7,

Security assumption: Let G,, G, be cyclic additive groups
and Gy be cyclic multiplicative groups, both of order prime
g. G, G, Gy is based on the hyperelliptic curve public key
cryptosystem and satisfies the nondegenerate bilinear
pairing:

e: Gy xG, — Gy. (7)

91> 92 9r:=e€(g,»g,) then are G,, G,, Gy generating
elements, respectively. It is difficult to solve the -wBDHE
(weak bilinear Diffie-Hellman exponent problem) in the
group of bilinear pairings; i.e., the probability expressed by
the following equation can be neglected.

[( Va2, > N+]:|
Pr gy
o o oV gN#2 BN ol 2 oaN 'gl
9191 5591 s91 >-91 92592 592
=negl (1),
(8)

where a—Z, is the secret value, no one knows after the
initial generation of public parameters, the public param-
eters are taken from the group G, with 2N — 1 values except
g*™*V and N values are taken in G, by calculating the

values in Gp:

a(N+D) _ o! ol
9r =€l 91,9

N+1)

( 9

=e(g 1>92)a
. Stateless verification: Establish the commitment, vector
ID = (ID,ID,,...,IDy) € Z}, and  compute the
commitment:

N

1D 10
Cip =91 . (10)
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Input: Identity vector commitment, Cyp, related UAV ID, aggregation flag.

Output: Aggregation of the uncontacted UAVSs’ proof.
(1) # assign committee members, monitoring all UAVS’ fly status.
(2) wrevoke = Monitor_period=5s;
(3) #counter: detect if UAV is online.

(4) timeout_count = 0;
(5) TimeoutList=0;

(8) while 1 do
(10)  Receive (ActiveleavingMsg)

(12)  ModifyTimeoutlist ()
(13)  if Aggregation Flag then

(15) else

(17)  end if
(18) end while
(19) while aggregation flag is true do

(22) timeout_court = 0;

(23) end if

(24) end while

(25) #current turn expired,

(26) In the header of committee:
(27) blockchain.create (newblock)
(28) blockchain.append (newblock)
(29) blockchain.broadcast (newblock)
(30) In UAV nodes: _

(31) for uav_i in length of IDdo

(35) else
(36) abort new block
(37) end if

(38) end for

(6) # mission executing phase, crs are hardcode;
(7) thread_monitor_leaving_Event() #monitoring start.

(9) #activating leaving UAV request

(11)  #calculating uncontacted times

(14) W§6V0k5<—Aggregate (C,ID[S],W;),i e S

(16) WeyekeDisaggregate (W3, 1D [STW),jeS

(20)  iftimeout_court++ > Monitor_periodthen
(21) blockchain.Broadcast_Send (online_hello)

(32)  #when receiving new block from authority committee
(33)  if new_block is constructed correctly then
(34) block_chain.append (newblock)

ALGORITHM 2: Second subvector commitment build/update.

Generate witness and member ID; existence evidence
establishment:

N+1-i

L o
) iIDjaNﬂfxﬂ CID
W,=g"" “\ T : (1)

1

Member verification, based on commitment C and
witness W, verification, is

N+1
ID; &

N+1-i
€<CID>93 ) =e(Wi9,) gr . (12)

5.2. Security Analysis. The timeliness of mission-oriented
UAYV networks is the biggest feature that distinguishes them
from other self-organized networks. The security configu-
ration of network nodes, such as public and private keys, and
identity IDs, is generated by the mission and expires with the

completion of the mission. Therefore, physical attacks such
as capture and cloning are not considered, but they must
have the ability to resist unauthorized access, eavesdropping,
impersonation, replay, and man-in-the-middle attacks.
Since the registration server that keeps the system master key
does not participate in the task execution, there is no
possibility of generating legitimate malicious nodes due to
the master key leakage during the mission, the generation of
vector commitment and witness are also completed in the
task preparation stage, and the vector commitment cryp-
tographic accumulator has conflict-free and strong unidir-
ectionality, so the success probability of active attackers
forging witnesses by constructing false member sets is
negligible.

Resistance to eavesdropping attacks: Communication
between UAVs in a UAV network begins with two-way
authentication, and after authentication is passed, a session
key is negotiated to encrypt the information for
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(1) In UAYV node:
(2) WBlacklist =0:

(5) #uavs locally analysis

(7) while 1 do
(8)  AnalysisObserveData ( );

12) ObserveCounter = 0;
(13) end if

(14) end while

(15) In Committee members:

(20)  ckchain.append (newblock)

(22) end if
(23) In UAYV nodes: _
(24) for uav_i in length of ID. do

(27)  else
(28) abort Genesis block
(29) end if

(30) end for

Input: Identities VC, Cp, related uav ID.
Output: Aggregation of the uncontacted UAVSs’ proof.

(3) watchCycle=10s, ObserveCounter = 0;
(4) #watchdog in UAV observes neighbors’ behaviors,

(6) #send the misbehavior to the current committee.

(9) ifObserveCounter + + > watchCyclethen
(10) #create untrust transaction
(11) SendMisBehavor (ID, behaviorType);

(16) #In current turn the committee receives the tip-offs

(17) VoteforalluntrustedTransaction ( );

(18) if the uav with its trust value less than 0 or current turn expired then
(19)  blockchain.create (newblock)

(21)  ckchain.broadcast (newblock)

(25)  if current_block is constructed correctly then
(26) block_chain.append (genesis_block)

ALGoriTHM 3: Third subvector commitment.

transmission. Eavesdropping attacks alone do not cause
degradation of the performance of the UAV network in the
mission.

Resisting man-in-the-middle attacks: Active tampering
attacks that can be launched by the man-in-the-middle role
through eavesdropping attacks are rejected outright because
the identity and identity witness of the vector commitment
cannot be forged and the identity of the man-in-the-middle
node cannot be verified by the authentication smart contract
because it is not registered in the stateless blockchain. Man-
in-the-middle attacks do not pose a threat to the UAV
network.

Resistant to replay attacks, for replay attacks after
eavesdropping, the UAV network generates a large amount
of invalid communication, which will seriously affect the
performance of the network. There are three main methods
to resist replay attacks, timestamp, execution sequence
number, and random number to ensure the freshness of
requests, but execution sequence number and random
number methods need to save historical data and require
consensus of all nodes, which is unaffordable for lightweight
drones, so this paper recommends the stateless lightweight
blockchain authentication method, which uses a timestamp
plus a random number side for two-way authentication to

identify replay attacks, reject malicious forwarding, and
avoid unnecessary communication interference.

5.3. Efficacy Analysis. In this paper, we recommend a
lightweight authentication scheme based on the hyperelliptic
curve cryptosystem, which has a shorter key length com-
pared to RSA and elliptic curve cryptosystem at the same
security level, and its dot product operation is faster than the
bilinear pair operation. It is concluded from the [29] that the
relative computational cost of the bilinear [30] pair oper-
ation is about several twenty times that of the elliptic curve
dot product operation; therefore, the elliptic curve dot
product algorithm is more efficient and more suitable for
UAYV networks with limited arithmetic power. Transferring,
drones run the stateless blockchain system as full nodes, and
the dynamic trust authorization proof consensus mecha-
nism ensures the security and trustworthiness of the UAV
network in each round of generating new blocks. Each
authentication process record is not used as a blockchain
transaction to mark whether the nodes within the drone
network are valid and trustworthy in the current round by
recording the dynamically aggregated identity witness
subvector change values into new blocks. This not only
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Request=(ID || W 4| [PK,|[r]| T, |[SignSKA(r|| T,))
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Broadcast Request > SignSKA(t||T )

T s:timestamp, r X Z,

SignSKB
r|| Tp) is valid?

Directly reply

Disaggregate W

is valid?

Verlfy timestamp Ty

No

Send it to Trust

committee
Ty:timestamp
Reply=(ID|| W] | PKp||r]| T5||Sign®*B(x]| T))
Send Encrypted :
| Generate Session Key I: Messagyep =I Generate Session Key |

Request_UAV: 1D,

Replay_UAV: IDg

FiGure 7: Communication process of the mutual authentication.

eliminates the “storage bloat” problem, but also reduces the
single-step authentication time complexity from O(n) to
O (log n) and space complexity from O (n) to O (1) compared
to stateful blockchain (historical state shared ledger), where
no traversal of state records is required to query for au-
thentication, but instead local authentication is performed in
a proof manner. In the next section, experimental simula-
tions and results analysis are presented in detail to effectively
reduce the speed of UAV network energy consumption.

6. Experimental Simulation and Result Analysis

6.1. QualNet Network Simulation. The QualNet Simulator,
developed by Scalable Networks Technologies (SNT), is
software to help with network design, operation, and
management. The QualNet Simulator simulates the network
behavior and performance of thousands of nodes and is a
comprehensive suite of tools for simulating large wireless or
wired networks. The simulation experiment scenario for the
proposed solution is described in Table 3. The scenario was
developed by comparing the single-step authentication la-
tency of the UAV nodes at different network sizes, the
energy consumption rate of the UAV network for a fixed
period of time at a specified size, the computational effort of
the UAV network in the presence of different numbers of
malicious nodes at a specified time (200 s), and the fixed size
of the UAV network with different malicious nodes to
measure the performance superiority of the stateless block

authentication scheme with triple vector commitment rec-
ommended in this paper relative to the following schemes.

Scheme I [4]: relies on remote direct anonymous au-
thentication over mobile communication link con-
nections such as 4G: remote DAA.

Scheme II [5]: Threshold key sharing scheme.

Scheme III [18]: BlockchainPKI, a public blockchain
authentication scheme for certificate tokens.

Scheme IV [25]: The stateless BlockchainVC with
cryptographic accumulator.

6.2. Analysis of Experimental Results of UAV Network
Simulation. Single-step authentication latency: The au-
thentication latency is tested at the node movement speed of
10 m/s and different scales. The time required for the UAV to
initiate an authentication request and obtain access or start
communication after verification is passed as shown in
Figure 8. In Scheme I, the UAV connects to a trusted third
entity through a remote network for direct anonymous
authentication, and the latency continues to increase as the
number of nodes increases because all nodes share the
mobile communication connection center. Scheme II in-
creases with the size of the network and the time to collect
the key share to recover the master key to ensure the security
threshold value increases. In Scheme III, with blockchain
certificate token authentication, the query time and
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F1GURE 8: Single authentication latency of UAV networks at different sizes.

TABLE 3: Parameters related to the UAV network simulation scenario.

UAV network topology

Planar structure

Simulation area size

UAV flight speed

Number of multicenter authorized nodes

UAV node dwell time

Simulation time

Total number of UAV nodes

Number of lost UAV sorties triggering new blocks
Number of malicious UAV nodes

New block round time (s)

1000 m x 1000 m x 100 m
0, 5, 10, 15, 20, 25
5, 10, 15, 20
2s
800s
50
2,5, 8
0, 5, 10, 20
10, 20

consensus time grow rapidly with the number of outgoing
blockchain certificates and the increase in the size of par-
ticipating network nodes. Constructing a stateless block-
chain with the cryptographic accumulator approach in
Scheme IV, the time for authentication is theoretically
constant in magnitude, but fluctuates in time due to
recalculation of accumulation values and network member
witnesses caused by UAVs entering and leaving the network.
The recommended method does not update computation by
triple vector commitment and only changes some of the
member witness aggregation to other subvectors into a
promise, and the authentication delay fluctuation is small.

The rate of energy consumption of the UAV network:
The consumption of the mission UAV network energy is
directly related to the UAV range, and reducing the con-
sumption rate of energy usage is the key to mission com-
pletion. Figure 9 shows the simulation test of five scenarios;
in the time of 800s, 50 UAV network, the presence of 20
malicious nodes, and the implementation of replay attack
case, observe the rate of energy decline; in Scheme III due to
the consensus algorithm of proof of workload, energy
consumption is the fastest, about 400s of time simulation
energy is consumed; Scheme I requires remote

communication, shared channel resource competition, and
the interference from replay attacks; the energy consump-
tion also decreases quickly and eventually ends around 500 s;
and because the UAV moves in a random wandering
manner, resulting in frequent access to the network by the
UAYV, leading to an increase in the computation of the
update of Scheme IV, the energy decreases significantly at a
later stage. Recommended scheme. The recommended
scheme because they are all local authentication, no con-
sensus, and better resistance to replay attacks, knowledge in
maintaining the network trustworthy is the DPOTA con-
sensus protocol cycle, processing can be aggregated sub-
vector commitment operations, energy consumption is
small, energy consumption is also the slowest, increasing the
overall working time of the UAV network.

Computational cost under different numbers of mali-
cious nodes: The test conditions are set up with a drone
network size of 50 drones, running for 100 seconds, with
different numbers of malicious nodes in the network, ini-
tiating the same communication task, and comparing the
computational cost required for the five authentication
schemes. As shown in Figure 10, Scheme III has insignificant
changes because the computational overhead is mainly
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FIGURE 9: UAV network energy consumption rate.
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Ficure 10: Computational cost with the different malicious nodes.

derived from the consensus overhead caused by the scale of
the nodes due to the qualities of the traditional blockchain
itself to prevent double-splash attacks; Scheme I, which relies
on a remote third-party trusted entity to provide authen-
tication, can resist replay attacks, and the computational
overhead is basically unchanged; Scheme II has a rapid
increase in computational overhead when the number of

malicious nodes increases, as there is no effective defense
given by the certificate center or blockchain platform. The
computational overhead of Scheme IV also increases
gradually because of the increase in malicious nodes, which
increases the frequency of recalculating the cumulative value
and updating the identity witness of its system.
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FiGure 12: Comparison of storage growth of different blockchains in UAV networks.

End-to-end transmission latency under different numbers
of malicious nodes: The test conditions are set with a drone
network size of 50 drones and the presence of 5 malicious
nodes and 20 malicious nodes in the network. The end-to-end
communication latency of the five authentication schemes is
compared, as shown in Figure 11. Scheme III, the interference
of replay attacks by malicious nodes on end-to-end

transmission, is negligible due to the traditional blockchain
with the feature of preventing replay attacks, and the inefficient
consensus leads to its high time consumption. Scheme I, which
relies on remote third-party trusted entities to provide au-
thentication, can resist replay attacks, and end-to-end latency
makes no difference in these two cases. In Scheme II, when the
number of malicious nodes increases, its end-to-end
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transmission latency is severely affected due to the absence of
effective defense given by certificate centers or blockchain
platforms; Scheme IV, because the increase of malicious nodes
leads to the change of effective nodes in the network, which
increases the computation of commitment and witness up-
dates, thus affecting the end-to-end transmission latency;
Recommended scenario, due to local two-way authentication
and effective defense against malicious nodes, the end-to-end
changes in transmission latency are minimal.

Consensus and storage: Blockchains are shared data-
bases that keep growing along with consensus. Experiments
are conducted to compare the storage requirements of drone
networks under different blockchains. To satisfy compara-
bility, the following experimental scenario is set up, where
malicious nodes are not considered, the UAV network is
well connected, the network size is 100 nodes, the running
time is 200 seconds, the routing protocol is DSR, all nodes
send data randomly every 5 seconds, and the size of data
packets is fixed.

(1) Traditional blockchain based on a distributed PKI
with a delegated proof of stake consensus algorithm
(DPOS). Each time a packet is sent as a transaction,
consensus is accomplished by a fixed number of 21
delegated nodes, with a provision to initiate con-
sensus every 20 seconds.

(2) Stateless blockchain based on accumulator: same as
above.

(3) Stateless authentication chain recommended in this
paper: set the consensus cycle to 20s, and the local
trustworthiness assessment generated by monitoring
the forwarding behavior of neighboring nodes on
routing information and data packets as a data
consensus transaction, again reaching consensus
among the 21 authorized nodes selected dynamically
in the cycle and completing consensus on the
decision.

The experimental results are shown in Figure 12.

As with traditional blockchains, each of transaction data
needs to be on the chain, and the new block after consensus
is reached contains the transaction data within 20s. As new
blocks are created, the size of the blockchain keeps in-
creasing, and the larger the transaction data package, the
faster the blockchain grows.

Stateless blockchain based on cryptographic accumula-
tor or vector commitment is to create new blocks with
authentication results as transactions, and the new blocks
reach consensus at delegated authorized nodes to finally
confirm the authentication success. Its transactions are
smaller than the authenticated data, but still have transaction
blocks.

The recommended stateless authentication chain is with
triple identity vector commitment, its consensus process
contains data consensus and decision consensus, the local
trust assessment of all nodes to their neighboring nodes in
each cycle is the object of its number consensus, its ultimate
purpose is to obtain decision results through statistical
analysis of the results of data consensus, its decision results

Security and Communication Networks

in fixed size, including updated triple vector commitment
and new authorized node group, the size is not more than 50
bytes. The historical state data used for data consensus do
not need to be saved.

At the same time, it is clear that the first two types of
authentication are confirmed after the block consensus, then
the blockchain is updated, and their authentication effi-
ciency is equivalent to the consensus efficiency. The rec-
ommended solution, on the other hand, whose consensus
aims to maintain the trustworthiness of the drone network,
is authenticated locally by the nodes on that blockchain’s
trusted platform, which is fast and not limited by the size of
the network.

7. Conclusions

In this paper, a scheme for lightweight mutual authenti-
cation of UAV network nodes is proposed. The recom-
mended scheme is based on vector commitment to establish
a stateless blockchain with a consensus mechanism of dy-
namic multicentric trust authorization proof to maintain the
trustworthiness and effectiveness of participating nodes in
the UAV network during mission execution in the scenario
of dynamic changes in the size and agency of the mission
network due to environmental factors and cyber attacks.
According to the timeliness requirements of the mission
network, a triple aggregatable subvector commitment mu-
tual authentication protocol is designed to effectively resist
counterfeit attacks, man-in-the-middle attacks, and replay
attacks. Simulation experiments demonstrate that this
scheme has better performance in terms of energy con-
sumption, computational cost, single authentication latency,
and end-to-end delay compared to current authentication
methods that can run in mission-based UAV networks.
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Cloud storage technology is evolving at a high speed; effectively auditing the cloud data’s integrity has become a focal point.
Recently, Ming and Shi proposed a certificateless integrity auditing scheme with a privacy protection function. The scheme used
the certificateless cryptosystem to solve the certificate management problem of the auditing schemes based on public key in-
frastructure and the key escrow problem of the identity-based auditing schemes. Although their scheme is novel and efficient, we
found that their scheme was not secure and could not achieve integrity auditing of cloud data. The malicious cloud server can
generate the proof through the blocks and tags sent by the user. On the basis of the original scheme, we propose an improved
auditing scheme; our new scheme is more secure and effective. In addition, for the problem of idle tags in the existing cloud data
integrity auditing scheme, we propose the idea of intermediate tags and we applied the idea to the improved scheme to improve

audit efficiency.

1. Introduction

Users are increasingly inclined to store data in the cloud to
obtain more convenient data management services. Cloud
service providers (CSP) centrally hold massive amounts of
users’ data. For an attacker, a successful attack on the cloud
server will gain a great deal. Therefore, it is easy for CSPs to
become the targets of centralized attacks. The dishonest
CSPs may also deliberately delete users’ data to reduce their
own storage burden or deliberately conceal security inci-
dents that damage data integrity to maintain their own
reputation. Therefore, the cloud data integrity audit schemes
are proposed to effectively solve problems [1].

Motivation: We note that the existing audit schemes
require users to calculate data tags corresponding to all data
blocks when preprocessing data blocks and upload them to
the CSP for storage. However, in the auditing process,
generally few tags are used to generate the proof. Once the
proof is verified, it can ensure that each data block specified
by the auditor is complete and guarantee all original data’s
integrity with a high confidence probability. For 1,000,000

data blocks with a size of 4kB, assuming that the server
deletes or is tampered with 1% of the data blocks, the auditor
only needs to audit 460 data blocks, which can be higher
than 99% confidence probability [2] to judge the integrity of
all the data. Therefore, most of the data tags are idle during
the audit process. Suppose it is an application scenario where
data blocks are frequently updated [3]; a large number of
tags are calculated and stored in the cloud, but they will be
updated as the data blocks are updated before they are used,
resulting in larger computing and storage resources waste.
To solve the idle tags problem, we propose the idea of in-
termediate tags. Before uploading the data, when processing
the data, users only generate the key intermediate tags and
then upload them to CSP. When the third-party auditor
(TPA) challenges the cloud data, CSP generates complete
certification tags for the challenged data block. Then they
enter the normal audit process.

Recently, Ming and Shi [4] proposed a certificateless
auditing scheme called CLPDP that supports privacy pro-
tection. In their scheme, CSP can use tags to easily forge the
proof. Even if all outsourced data are deleted by CSP, it can
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still give the correct proof to pass the audit. So we point out
the security problem in their scheme. In addition, we find
that the original scheme is one that can apply the idea of
intermediate tags. Therefore, we also improved the original
scheme.

Our contributions are as follows:

(1) We analyze Ming and Shi’s scheme and find the
security problem. CSP can forge the proof to pass the
audit. Then we described the attack method in detail.

(2) We propose the idea of intermediate tags, which can
reduce the computing overhead of users in audit
schemes. After improving the safety of the original
scheme, we use the idea of intermediate tags to
promote the original scheme.

(3) We performed security analysis on the improved
scheme, and we proved that the improved scheme is
secure. The efficiency of the improved scheme is also
analyzed and compared with that of the original
scheme. The improved scheme is more efficient,
which proves the applicability of intermediate tags.

2. Related Works

Early data integrity audit schemes required users to
download all their stored data and verify the downloaded
data locally. However, most users store a large amount of
data, so it requires high communication, storage, and
computing costs for users to download all data for verifi-
cation, and users generally cannot meet such requirements.
Ateniese et al. [2] formally defined the Provable Data
Possession (PDP) scheme. When verifying the integrity,
users divide data files into blocks, and only partial data
blocks are downloaded. Finally, the integrity of all data can
be verified with a very high confidence rate. This method
enables users to complete the audit task without down-
loading complete files, reducing the huge communication
cost in the process of a data integrity audit. In 2013, Wang
etal. [5] introduced TPA into the data integrity audit system.
Users can further reduce their own expenses by outsourcing
audit tasks to TPA. At present, scholars add various func-
tions to the basic data integrity audit scheme [2] to meet the
requirements of different application scenarios.

Users will inevitably need to change their data after
uploading data files. Therefore, the cloud data’s content
should be allowed to change dynamically. Considering the
urgent need for data integrity audit schemes in the dynamic
update, scholars put forward audit schemes with dynamic
update functions. Dynamic data update has gradually be-
come the basic function in cloud data integrity audit
schemes, which is indispensable in the application of real
scenarios. Existing data structures applied to dynamic data
updates mainly include Index Switcher, Index Hash Table,
Merkle Hash Tree, Skip List, Dynamic Hash Table, Red-
Black Tree, etc. In the construction of a data integrity
verification scheme supporting dynamic data updates, the
difficulty lies in solving the problem of extra computation
costs caused by index change.

Security and Communication Networks

Jin et al. [6] constructed the mapping from the data block
index to the tag index and designed the Index Switcher data
structure to avoid the extra computational overhead caused
by tag recalculation. In addition, the dispute arbitration
function is added to the proposed audit scheme to ensure
that users or the cloud will not commit improper acts during
the audit process. Tian et al. [7] proposed the audit scheme
supporting dynamic updates, privacy protection, and batch
audit. The dynamic hash table data structure is designed to
realize fast audit and efficient data updates by recording the
attributes of files and data blocks at the audit ends. Shen et al.
[8] proposed the whole/sampling audit method to solve the
problem of distrust between users and the cloud and
designed a double-linked information table to achieve ef-
ficient data update. Their scheme also supported the batch
audit function. Guo et al. [9] constructed a multileaf au-
thentication method based on the Merkle tree, which can
simultaneously authenticate multiple leaf nodes and cor-
responding indexes and realize batch data updates. The
scheme supports log auditing. By checking the log files
generated by auditors, users can verify whether the auditors
perform their audit work honestly. The public audit protocol
designed by Hou et al. [10] supports blockless verification
and batch verification. The scheme uses the chameleon
authentication tree to realize the efficient and dynamic
operation of outsourced data and reduces computing costs
and improves the audit efficiency. Mishra et al. [11] used a
binomial binary tree and indexed hash table data structure to
construct an audit scheme supporting batch audit and ef-
ficient dynamic update based on BLS signature.

The reliability of data is the basis of its value and benefit.
After the reliability of data is solved, other problems of data
such as consistency, practicality, and availability are
meaningful. Multicopy storage is the most straightforward
and simple way to improve reliability. CSP provides storage
services at low prices. Users can use the massive storage
space it provides. More and more users choose multicopy
storage to obtain more availability of data. The audit schemes
supporting dynamic manipulation of multiple replicas while
ensuring data integrity remain to be explored and further
investigated. Curtmola et al. [12] constructed the first
multicopy audit scheme, in which each copy can generate a
corresponding integrity proof against challenges, and
storing multiple copies is more efficient than storing each
copy individually. Liu et al. [13] constructed the multiple-
copy audit scheme supporting data dynamic updating. The
Merkle hash tree node used in their scheme contains the
node level parameters, which are allocated to each data
block. It is more efficient when verifying multiple replica
updates. The audit scheme of Guo et al. [14] reduces the
storage burden of CSP by sharing an authenticated identity
tree among multiple copies. The scheme supports multicopy
and batch auditing, which also reduces the computational
cost. Yaling and Li [15] proposed a flexible multicopy PDP
scheme based on the characteristics of a multibranch tree.
Their scheme ensures the integrity and reliability of multiple
copies and implements the verification of any copy and
supports dynamic update operation and privacy protection.
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In recent years, in order to optimize audit performance
and improve update efficiency, batch audit and batch update
have become indispensable functions of cloud data integrity
audit schemes. Qi et al. [16] applied the rank-based Merkle
hash balanced tree to integrity verification and improved the
dynamic update’s efficiency. Deng et al. [17] implemented
batch auditing using BLS signature and rank-based Merkle
hash tree.

Later, scholars introduce TPA to perform a public audit
on behalf of users to reduce the computation cost. However,
TPAs are often not fully trusted [18], which can lead to the
disclosure of users’ privacy [19]. Li et al. [20] solved the key
management problem based on fuzzy identity. The scheme
took the user’s biometrics as the identity and designed a
corresponding audit protocol to protect the data content.
Wang et al. [21] scheme uses a ring signature to calculate the
metadata required for verification. The authenticator and
random mask technology are used to protect data privacy;
the scheme can also realize batch audits. The audit scheme of
Wang et al. [22] is based on an algebraic signature and
integrates forward error correction codes to enhance data
possession assurance and recover data when a small number
of blocks are deleted, thus significantly reducing commu-
nication complexity.

With the development of blockchain technology,
many scholars apply blockchain technology to cloud data
integrity audits [23]. The certificateless audit scheme
proposed by Zhang et al. [24] can resist malicious TPA;
the scheme uses Bitcoin as the source of pseudorandom
numbers to help generate challenging information. Li
et al. [25] proposed a lightweight audit scheme with
blockchain technology for integrity audit. In their scheme,
the user and CSP are set as two mutually untrustworthy
entities, and the TPA is removed. After the user stores the
lightweight verification tags into the blockchain, the
Merkle hash tree is constructed through the tags to
generate the proof, so as to save computational power.
Yang et al. [26] provided the mutual blockchain for
outsourced cloud data and proposed an incentive
mechanism based on credit, so that CSPs can supervise
each other, which prevents collusion and realizes public
audit efficiently. Yang et al. [27] proposed a certificateless
multicopy and multicloud data public audit scheme based
on blockchain technology. Their scheme leverages the
unpredictability of blocks in the blockchain to build fair
challenge information, preventing malicious auditors
from colluding with CSP to deceive users. Wang et al. [28]
used blockchain to replace TPAs and designed a block-
chain-based fair payment smart contract for a cloud data
audit. In their scheme, users and CSP will run blockchain-
based smart contracts to ensure that the cloud periodically
submits data to the cloud with proof of possession. Only
after verification can the CSP be paid. Wei et al. [29] built
a blockchain integrity protection mechanism. The scheme
deploys the distributed virtual machine agent model on
the cloud allowing multitenant collaboration and
achieving reliable storage, monitoring, and verification
tasks. Reference [30] proposed a protection model based
on a private chain, which synchronously uploads

modification records of files and hash values of files to
blockchain for storage and judges whether the data is
complete by comparing hash values.

Quantum computers use qubits to represent many
possible states of 1 and 0 at the same time and have more
processing power than standard computers. Most cloud
storage data auditing schemes are based on a traditional
cryptosystem. However, with the introduction of algo-
rithms such as quantum large number decomposition, the
traditional cryptosystem loses its security. Lattice-based
cryptography is generally considered to be effective
against the quantum attack. Xu et al. [31] designed the first
lattice-based cloud data audit scheme based on the small
integer solution problem. The audit scheme designed by
Liu and Cao [32] supports public verification but does not
provide strict security certification. Zhang et al. [33]
designed an ID-based public audit protocol based on
lattice by using ID-based signature technology and further
provided a solution to solve the key exposure problem
[34], which protected user data’s privacy. In addition,
TPA cannot obtain information about users’ data during
audit verification. Sasikala and Shoba Bindu [35] designed
a lattice-based certificateless public auditing protocol for
the first time, but it was pointed out by [36] that the
scheme had security problems.

Organization: We organize our paper as follows. In
Section 3, we reviewed the certificateless privacy protection
secure cloud storage scheme of Ming and Shi. Section 4
describes the attack against the original scheme. In Section 5,
we propose the concept of intermediate tags and give an
improved audit protocol. In Section 6, the security and
performance of the improved scheme are analyzed to prove
that it is safer and more efficient. Finally, in Section 7, we
summarize our work.

3. Review of Ming and Shi’s Scheme

The system model of Ming and Shi is shown in Figure 1,
including a key generation center (KGC), a data owner
(DO), CSP, a data user (DU), and TPA. Figure 1 shows their
system model. To facilitate understanding, we define and
explain the various symbols and variables that appear in our
paper in Table 1.

Specifically, the following is the operation process of the
original scheme:

(1) Setup: KGC first selects the cyclic group G on the
elliptic curve E, defines the large prime number g
with the order of G, and selects the generator P € G.
Then it selects the secure hash function
Hjp34:{0,1}" — Zg, selects a random A € Z} as
the system master key, and calculates
P, =A- P € G. Finally, KGC keeps the master key
in secret and exposes the parameters.

(2) PartialKeyGen: DO sends the real identity infor-
mation ID € Z* to KGC. After KGC receives
ID € Z*, it selects a random number u € Z* and
calculates PID; =u-P, PID, =1 D&H, (u- Py,
|PID).
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TasLE 1: Notations.
Notations Descriptions
E The elliptic curve
F, The finite field
G The cyclic group
P Generator of G
Hyys, Secure hash function H (-): {0, 1}" — Z;
Pos Public key of the system
ID e Z} DO’s real identity
PID DQ’s virtual identity
Au,d, v, Random numbers
(x,9) DO’s secret key
(D, X) DO’s public key
id; The identifier of the data block m;
m; The data block
wj, ¢ T Intermediate parameters
R, s; The tags of m;
Q The collection of challenged indexes
{o, B} The proof
H The computational cost of one hash
A, The computational cost of one addition on Z*
M, The computational cost of one multiplication on Z;
Ag The computational cost of one point addition on G
The computational cost of one point multiplication
Mg on G

Then KGC sends DO’s virtual identity

PI D = {PID,, PID,} to DO and randomly selects

deZj.

alculates D=d-P, 1=H,(PI D|D), y=d+A-1.

Finally, KGC sends DO’s partial keys {D, y} to DO.
(3) SecretValueGen: DO randomly chooses x € Z7 and

obtains complete private key {x, y}.

(4) PublicKeyGen: DO calculates X = x - P and obtains
the complete public key {D, X}.

(5) TagGen: the data file M is divided into n blocks by
DO as M = {m;,m,, ..., m,}, where m; ., € Z.
DO selects a random number r; € Z* and calculates
R, =rP, w;=H;(X|Rlid;), ¢;=H,(DIRllid;),
and s; =r;-m;+w;-x+¢;-y for i €{l,2,...,n},
where id; is the identifier of m;. Thus the tags o =
{Ri,R,, ..., R, 81,85, .., 5,} are generated by DO;
they are sent with the data blocks to CSP. DO deletes
the local data and tags.

(6) Challenge: after receiving DU’s audit request, TPA
generates the challenge message. It first selects a
random subset Q in {1,2,...,n}. The subset Q in-
cludes ¢ elements. For j € Q, TPA randomly selects
v; € Zg; then it sends chal = {j, Vj}jeQ as the chal-
lenge message to CSP.

(7) ProofGen: CSP calculates a = ) ;cqv; - s; - Pand f =
YjeqVj-m;-R; after it receives chal = {j,v
then it sends {](x, B} as the proof to TPA.

(8) Verify: after receiving {a, 8}, TPA calculates 7 = H,
(PI D|D). Then it calculates w; =H3(X||Rj||idj)
and gbj = H4(D||Rj||idj) for j € Q and verifies

a;ﬁ+<2wj.vj>.x+<2¢j-vj>.(D+T-Ppub).

jeQ jeQ
(1)

j}jeQ;

If equation (1) holds, DO’s data is complete.

The proof of the correctness of equation (1) is as
follows:
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oc—szP Z (rm twix+;y )

jeQ jeQ
—Zv mP+Z ]-xP+Zvj¢ij

jeQ jeQ jeQ
= Z vjijj + ( Z vjwj>X + < Z ngbj)(D + TPPub)

jeQ jeQ jeQ
=+ < Z wjvj>X + < Z </>]-vj>(D + TPpub).

jeQ jeQ
(2)
4. Our Attack

In the scheme of Ming and Shi, we find that the CSP can
calculate the value of the aggregated data blocks needed at
the Proofgen stage. In this way, even if the CSP deletes
DO’s cloud data, the correct data possession proof can be
generated by it at the Proofgen stage and passed the audit.
In this section, we show two types of attacks; the process
by which CSP forges the “correct” blocks is also
introduced.

4.1. The First Type of Attack. The first attack is caused by a
design error in the verification equation; the detailed de-
scription is as follows:

Assume that the entities in the scenario run the audit
scheme following the process described above; when the
scheme progresses to the ProofGen stage, CSP needs to
generate the proof {a, }. We note that, in equation (1),
CSP can obtain all values except a« and f3, so CSP just
needs to randomly select o € G; it can obtain f by cal-
culating equation (1). Similarly, CSP can also calculate
the value of « by calculating equation (1) when it ran-
domly selects 3 € G. Thus, CSP does not need to store
DO’s data to generate the proof {a,f} that satisfies
equation (1).

4.2. The Second Type of Attack. At the TagGen stage, the CSP
receives blocks and tags. CSP first calculates s;” = s; - P, so it
gets the following equations:

'sl':rlml-P+w1-X+¢1-(D+T-PPub),

52’=rzmz.P+w2.X+(/>2.(D+T.Ppub), 3)

sr',=rnmn'P+wn-X+</>n-(D+T-Ppub).

X and D are DO’s public keys, CSP knows the values of X, D,
and P, it can also calculate the value of w; and ¢; for
1 <i<mn, and then it obtains r;m; for 1 <i <n to calculate the
following equations:

5
rym;-P=s —w, -X—¢1-(D+T-Ppub),
r2m2-P=sz'—wz-X—</>2-(D+T‘Ppub), (4)
rnmn~P=sr'l—wn-X—¢n~(D+T-Ppub).

At the ProofGen stage, the CSP needs to calculate
B= Zv -m; R—Zv -mjr ;P. (5)

jeQ

Even if CSP deletes {m,,m,, ..., m,}, it can calculate the
value of $ with rym, - P, r,m, - P...... r,m, - P, which can
pass the audit.

5. The Improved Auditing Scheme

In this section, we first explain what an intermediate tag is
and how to set an intermediate tag; then we give an im-
proved secure auditing scheme.

We first analyze the probability of misbehavior detection
in existing PDP schemes. For n = 1000000 4 KB data blocks,
we assume that 1% of the data blocks’ integrity is damaged;
TPA can specify 460 data blocks to obtain a confidence
probability higher than 99%. We set n as the data blocks’
total number, ¢, as damaged data blocks’ number, and ¢, as
randomly challenged data blocks’ number during the audit.
We set a random variable X representing the number of
corrupted blocks in the challenged blocks; Py represents the
corresponding probability. We have the deduction as
follows:

Py =P{X>1}=1-P{X=0}=1

n-c¢ n-1l-¢ n-c¢+l-¢ (6)
n n-1 n-c,+1 °
Because (n—c;/n)> (n—1-c,/n-1), so:
n—c\
p 21—( 1) . 7
x . ?)

In the case of ¢;/n = 1%, when c, is 300, 460, and 688, Py
is greater than 95%, 99%, and 99.9%, respectively. Therefore,
in an audit process, few data blocks are challenged, and the
relevant tags are used to generate the proof. Most of the
other data blocks and relevant tags are idle.

Assuming that there are total » = 1000000 data blocks
and tags stored in the cloud, 460 of them are challenged in
each audit, and the challenged data blocks are different in
multiple audits. Then it takes about 2173 audit times to use
all the data blocks and corresponding tags. In practical
applications, due to the user’s demand for data update, many
idle blocks and corresponding tags are modified and updated
before they can be used, resulting in a large waste of
computing overhead.

Therefore, we propose the idea of intermediate tags: at
the TagGen stage, users only generate intermediate tags
composed of the private key and data blocks, instead of
calculating mature tags used by CSP when generating evi-
dence, which reduces the calculation overhead of users. At
the ProofGen stage, CSP calculates mature tags of only a few



challenged data blocks according to the challenge infor-
mation from the TPA and uses them to generate the proof.
The idea of intermediate tags is applied to the following
improved scheme:

(1) Setup: KGC first selects the cyclic group G on the
elliptic curve E, defines the large prime number g
with the order of G, selects P € G as the generator,
H,34:{0,1}* — Z? as hash functions, and a
random A € Z* as the system master key, and cal-
culates P, =A-P € G. Finally, KGC keeps 1 in
secret and exposes the public parameters.

(2) PartialKeyGen: DO sends the real identity infor-
mation ID € Z¥ to KGC. After KGC receives
ID € Z7, it selects a random number u € Z; and
calculates PID, =u-P,
PID, = I D&H, (u- P,,|PID,). Then KGC sends
DO’s virtual identity PI D = {PID,, PID,} to DO
and randomly selects deZ, and calculates
D=d-P, 1=H,(PI D|D), y=d+A-7. Finally,
KGC sends DO’s partial keys {D, y} to DO.

(3) SecretValueGen: DO randomly chooses x € Z7 and
obtains complete private key {x, y}.

(4) PublicKeyGen: DO calculates X = x - P and obtains
the complete public key {D, X}.

(5) TagGen: the data file M is divided into n blocks by
DO as M = {m;,m,, ..., m,}, where m; ., € Z.
DO randomly selects r; € Z”, k € Z and calculates
R, =P, s;=r;m;+k. Note that here we have
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simplified the formula for calculating s;, and the
intermediate tag s; in the improved scheme is dif-
ferent from the mature tag s; in the original scheme.
Thus the tags 0 = {R,R,,..., R, 8,85, ...,5,} are
generated by DO; they are sent with the data blocks
to CSP. DO sends k to TPA and deletes the local data
and tags.

(6) Challenge: after receiving DU’s audit request, TPA
generates the challenge message. It first selects a
random subset Q in {1,2,...,n}. The subset Q in-
cludes c elements. For j € Q, TPA randomly chooses
v; € Z;; then it sends chal = {] vj} . to CSP as the

jeQ
challenge message.

(7) ProofGen: CSP calculates w; = H, (X||R]-||idj) and
¢;=H (DIIRjIIid]-) for jeQ after receiving
chal = 1, Vj},;Q' Then it calculates a = ) ;cqv; - (s;
P+w;X+¢Y), f=3qvj m;-R; as the proof
and sends {a, B} to TPA.

(8) Verify: after receiving the proof {a, 8}, TPA calcu-
lates 7= H, (PI D|D) and calculates
w; = Hy (XIIR;llid)), ¢; = H,(DIR;lid;) for j € Q.
Then, it verifies

a=f+ Y vikP+ Y wiyX+ ) gvi(D+1Py). (g)
i jeQ jeQ

If equation (8) holds, DO’s cloud data is complete.
The correctness of equation (8) is as follows:

a=Y v (s; P+wX+¢;(D+7P,y))+ Y vkP

jeQ

jeQ

= vj(rj-mj+w]-x+gbj-y)-P+ZvjkP

jeQ

jeQ

jeQ jeQ

jeQ jeQ

6. Analysis of the Improved Protocol

In this section, we first demonstrate that the improved
scheme can resist the above attacks. Then the improved
scheme’s performance is analyzed. We also compare the
computation overhead in two schemes, so as to prove that
our improved scheme is more efficient.

6.1. Security Analysis. CSP holds the following equations in
the improved scheme:

=Y v;mR; +<Z v]-w]->X+<

jeQ

= Z virim;P + Z vjw;xP + Z vip;yP + Z v]-kP
jeQ jeQ

< 9)

Z vj</>j>(D + TPpub) + Z vjkP

jeQ

:ﬁ+ZvjkP+<ijvj>X+<

jeQ

D (pjvj)(D + TPy )-

jeQ

s;=rmy +k,

s, = 1,m, + k,

(10)

s;=r;m; +k.

In equation (10), r; and k are unknown to CSP; it always
has more unknowns than equations, so CSP cannot solve the
equations to calculate the values of r; and k. At the ProofGen
stage, CSP cannot know r,m,,r,m,,...,r,m,. When CSP
uses the second of the above attacks, it can list the following
equations:
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TaBLE 2: The computational costs of the two schemes at each stage.

The original scheme

The improved scheme

TagGen nMg + 2nH + 3nM , + 2nA,
(c—1)Ag +2cM 4+

ProofGen (c = 1)A, + M,

Verify (2c+ 1)H + 3A; + 2cM 5+

(2c - 2)A, +3M,

nMg +nM, +nA,

2cH + (¢ = 1)Ag + (5¢ + )M 4+
(4c-4)A, + (c+4)Mg
(2c+ 1)H +4Ag + (3¢ + 1)M 5+
(3¢ -3)A, +4Mg

m;-R, =s,-P+k-P,

m,-R,=s,-P+k-P,
.2 2= 5 (11)

m;-R;=s;-P+k-P.

Since CSP does not know the value of k, it cannot
compute the value of m;-R. When generating
B=2XjeqVj m;-R;, CSP can not calculate the value of 8
with the tag uploaded by DO. Only when the m,m,, ..., m,
are stored correctly and completely by CSP, can CSP gen-
erate the correct 5 and pass the TPA audit.

When CSP uses the first of the above attacks, after
randomly selecting one of the values of & and f, it attempts
to obtain the value of the other variable by calculating
equation (1). But in equation (9), k is unknown to CSP, and
CSP cannot compute f3 from « and equation (1) or compute
a from f3 and equation (1).

6.2. Performance Analysis. The idea of intermediate tags is to
save computing overhead for DO. The difference of storage
and communication costs between two schemes is small, so
we mainly analyze the computing costs of the two schemes.

In the original scheme, at the TagGen stage, DO needs to
calculate R; = r;P, w; = Hj (XIIRjIIidj), gbj =H, (DIIRjIIidj),
s;=r;-m;+w;-x+¢;-y, and the calculation cost is
nMg +2nH + 3nM , + 2nA,. At the ProofGen stage, CSP
calculates o = ) jcqv; - s;- Pand f =} ;cqv; - m; - R, setcas
the number of elements in Q, and the calculation cost is
(c—1Ag+2cM, + (c —1)A, + cM. At the Verify stage,
TPA calculates 7= H,(PI D|D), for jeQ, calculate
w; = Hj (X||Rj||idj), ‘/5]' = H4(D||Rj||idj) and equation (1),
the and calculation cost is
(2c+1)H +3A5 +2cM; + (2c - 2)A, + 3M,,.

In the improved scheme, at the TagGen stage, DO only
needs to calculate R; = 1;P, s; = r;m; + k, and the compu-
tational cost is nM g + nM, + nA,. At the ProofGen stage,
CSP calculates w; = Hj (XIIRjIIid]-), ¢;=H, (DIIRjIIidj) for
each challenged block. Then, it calculates a = )’ jeqVj - (s;-
P+w;X+¢;(D+1Py,) » f=Yjqvj-m;-R; , and the
calculation cost is
2cH + (c - 1)Ag+ (5¢+ )M, + (4c —4)A, + (c +4)M,.
At the Verify stage, TPA calculates 7 = H, (PI D|D), cal-
culate w; = Hj (X||Rj||idj), ¢, = H4(D||Rj||idj) for jeQ,
and equation (1) is also calculated. The calculation cost is
(2c+1)H +4A5 + Bc+1)M, + (3¢ -3)A, +4M.  'The
computational costs of the two schemes at each stage are
compared as Table 2.

As we can see from Table 2, in the improved scheme, DO
reduces the computational overhead of 2nH + 2nM , at the
TagGen phase. At the ProofGen phase, CSP needs to bear the
extra computation overhead of
2cH + 3¢+ 1)M, + (3¢ —3)A, +4M. At the Verify
phase, TPA needs to bear the extra computation overhead of
Ag+ (c+1)M, + (c - 1)A, + M. Notice that the value of
n is much larger than the value of ¢, the extra computing
overhead borne by CSP and TPA is far less than the reduced
computing overhead by DO, and the improved solution is
more user-friendly and more efficient.

7. Conclusion

In this paper, we point out that Ming and Shi’s scheme is
insecure. The aggregated data blocks required for the audit
are easy to forge. CSP can provide the correct integrity proof
after modifying or deleting the data, and TPA will give the
correct integrity audit results. In addition, to solve the idle
tags problem in the existing audit schemes, we propose the
idea of intermediate tags, which can save computing power
for users. Finally, we apply the idea to the improved scheme
and upgrade the original scheme on security to solve the
security problems of the Ming and Shi’s scheme and improve
the audit efficiency. We hope that our idea of intermediate
tags can be used by more scholars to construct more efficient
audit solutions and the security issue pointed by us can be
avoided when they design the scheme.
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