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In satellite communication, carrier parameter estimation usually uses a serial structure, and the accuracy of frequency offset
estimation (FOE) will greatly affect the accuracy of phase offset estimation (POE). A new carrier synchronization mode
(NCSM) can realize the decoupling of carrier FOE and POE to a certain extent, but this mode is based on multibase phase
shift keying (MPSK) modulation analysis, the decoupling performance is poor when uses in amplitude phase shift keying
(APSK) modulation, and the decoupling performance of NCSM has a low tolerance of frequency offset. An improved carrier
parameter estimation decoupling technique is proposed to solve these problems. The simulation results show that, compared
with the original method, under the premise of ensuring the accuracy of carrier parameter estimation, the proposed method is
more robust to the modulation mode, the POE has stronger antioffset ability, and the normalized FOE range has been

significantly enhanced.

1. Introduction

With the increasing demand of satellite communication
system, satellite communications are also more closely
linked to fifth generation (5G) wireless networks. On the
one hand, security is an important factor in wireless com-
munication systems [1, 2]. On the other hand, high-speed
and reliable wireless communication is a hot research
topic in academia and industry, and various related
researches have been carried out for different communica-
tion scenarios [3]. In [4], the authors qualitatively analyse
the research progress of geocast routing (GR) in intelligent
transportation systems and also analyse some future
research challenges of GR. In [5], the authors proposed a
predictive distributed cluster mechanism that has further
improved the transmission performance of wireless sensor
network devices. In order to further improve the transmis-
sion performance of satellite communication, the role of
high-order modulation in satellite communication is
becoming more and more important. Compared with

QAM modulation signal, MAPSK modulation signal is
widely used in satellite communication because it is more
suitable for nonlinear communication channels. The latest
generation of digital video broadcasting standards (Digital
Video Broadcasting-Second Generation Extensions, DVB-
S$2X) adds a variety of high-order APSK modulations on
the basis of the original modulation mode, among which
the highest order of APSK is up to 256 [6]. Due to the
existence of multiple amplitudes and narrower phase dis-
crimination of APSK signals, the synchronization algo-
rithm of high-order modulated signals is challenging, and
there are urgent needs to design advanced synchronization
algorithm for high-order modulation signals in satellite
communication.

In satellite communication, carrier frequency error of
receiver mainly comes from Doppler frequency shift and
carrier frequency difference introduced by the crystal oscilla-
tor error of receiver [7, 8]. At the same time, due to the sud-
den nature of satellite communication, pilots are usually
introduced to help achieve fast acquisition and FOE, but
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the limited spectrum resources limit the pilot frequency
overhead. Therefore, the large Doppler shift and pilot cost
are the two main factors affecting the performance of coher-
ent demodulation of satellite communication. Aiming at the
above problems, various carrier synchronization algorithms
have been proposed in many literatures. Classical forward
frequency offset estimation includes algorithms such as
M&M [9], L&R [10], and Fitz [11]. These estimation algo-
rithms can only approach the Cramer Rao Lower Bound
(CRLB) at high SNR, and it is difficult to take into account
both the accuracy of FOE and the range of FOE. In [12,
13], the authors propose a maximum likelihood iterative
synchronization based on the expected maximum algorithm.
By combining carrier synchronization with the decoder,
accurate synchronization could be obtained, but the syn-
chronization range cannot be guaranteed and the complexity
is impractical. In [14], the authors propose a code-assisted
carrier synchronization method based on frequency search,
whose complexity is less than the original EM algorithm.
Although the abovementioned coding-assisted carrier syn-
chronization algorithms can work at low signal-to-noise
ratios, the scope of application of such algorithms is limited.
In [15], the authors propose a fast Fourier transform (FFT)
frequency offset estimation algorithm based on interpolation
and binary search. In [16], an improved Discrete Fourier
Transform (DFT) frequency offset estimation algorithm is
proposed, which solves the problem of the limited estima-
tion range of Candan algorithm. In [17], the authors use
coarse estimation based on discrete Fourier transform and
fine estimation based on golden section search algorithm
to improve the performance of frequency offset estimation.
Although the performances of the abovementioned FFT-
based frequency offset estimation algorithm are quite good,
the complexity of this type of algorithm is still high. In order
to reduce complexity, the authors in [18] proposed the max-
imum likelihood carrier FOE method based on the equal-
interval pilot symbol, leading to higher estimation accuracy
and lower SNR threshold, nevertheless, the synchronization
range is still quite small. In [19], the carrier synchronization
is carried out by structure of autocorrelation plus cross-
correlation to achieve high accuracy and wide estimation
range. Unfortunately, the estimated performance becomes
worse when the pilot interval is large. In [20, 21], the authors
consider the case that the first sampling time of the receiver
is placed in the middle of the burst structure and gives the
Cramer-Rao Bound (CRB) for the joint FOE of this case
and the traditional case, respectively. However, in practical
application, it is impossible to set the sampling zero time
position artificially. Moreover, the possible influence of this
structure on carrier synchronization performance has not
been further discussed in [20, 21]. The authors in [22] pro-
posed a frequency phase decoupling technique based on
autocorrelation operator under MPSK modulation. How-
ever, the direct transplant to APSK or other high-order
modulation signals will lead to poor performance.

To solve the above issues, this paper proposes a new car-
rier phase decoupling technique for high-order APSK sig-
nals. We firstly obtain the decoupling factor by the product
of the signal of modulation removal and the autocorrelation
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function. Then, we add a phase unwrapping module to over-
come the influence of high FO on the decoupling factor.
Using the above decoupling factor, we change the order of
arg operator and summation to get the phase offset estima-
tion, eliminating the influence of amplitude of modulated
signal to POE. Simultaneously, we also carry out FOE with
the autocorrelation function. The simulation results demon-
strate that the decoupling performance of the proposed
method is better than NCSM, and the FOE has high estima-
tion accuracy and large estimation range.

2. Signal Model

For the convenience of readers, we list and explain all the
symbols used in this paper in Table 1.

In a Gaussian channel, the baseband discrete signal after
ideal timing synchronization can be expressed as

r(k) = (k)P 4 n(k), ke, (1)

where c(k) is known modulated signal, f; and 6 are fre-
quency offset (FO) and phase offset (PO) generated during
signal reception, T is the symbol period, n(k) is the complex
Gaussian random variable, its mean is zero, and its variance
is 0=Ny2. k2{N,N+1,---,N+L-1} is sampling time
set corresponding to the pilot symbol in the data frame,
and |« | = L. The data frame structure is shown in Figure 1,
where L is pilot length, and N and N are the pilot start posi-
tion and the total length of the “data-pilot” structure.

We multiply both sides of (1) by c¢*(k) to remove the
modulation information of the received signal, yielding

z(k) = r(k)c* (k) = a(k) e/ aTk0) 4 d(k), (2)

where z(k) is called unmodulated information signal, d
(k) = ¢*(k)n(k) is Gaussian white noise, and a(k) = c(k)c*(
k) is a real constant.

The principle block diagram of the traditional carrier
synchronization mode (TCSM) is shown in Figure 2. First,
the pilot information is used to estimate the FO, then, the
result of FOE is compensated to the demodulation signal,
and finally, the POE is performed. In this mode, the accuracy
of the FOE will affect the backward POE. In order to ensure
the accuracy of the FOE, more pilot overhead is usually
needed. Therefore, this processing method is not applicable
to the communication environment with limited spectrum
resources.

In [22], the authors proposed the NCSM suitable for
MPSK, and it can realize the decoupling of FO and PO to
a certain extent. The structure diagram of NCSM is shown
in Figure 3.

The autocorrelation operator formula based on the
demodulation signal can be obtained from (2) (for MPSK
signals, |a(k) | =1).

N+L-a-1

Z_ 2 (k)z(k+ a) = T 4 y(a), (3)

k=N

R(a) =

L-—«
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TaBLE 1: Symbol description.

r(k) Received signal
c(k) Known modulated signal
fa Frequency offset
0 Phase offset
fd Estimated frequency offset
0 Estimated phase offset
n(k) Complex Gaussian random variable
T Symbol period
N Pilot start position
N Total length of data
z(k) Unmodulated information signal
d(k) Gaussian white noise
a(k) Signal energy
R(a) Autocorrelation operator
D(k) Decoupling factor
y(a) Noise interference term
¥ («) Noise interference term
' (k) Noise interference term
Z (k) Phase angles of z(k)
R (a) Phase angles of R(«)
where y/(a) is the sum of noise terms
1 L-a-1 )
y(@=1— Y e PN Gk + a+ N)
k=0

+ 2 aT(keasN) g (k+N)+d(k+a+N)d*(k+N).
(4)

The decoupling factor D(k) is expressed as

D(k) = z(k) - R* (&)

w112 =2(k) - [e_ﬂ”fdm + ‘/’*(5‘)}

a=L-1/2

(5)

Then, the decoupling factor D(k) of carrier parameter
estimation is sent to the PO estimator based on maximum
likelihood criterion to obtain the PO

N+L-1

-1
0= arg { Z D(k)} = arg {ejeejZHf[,TN Z ejandT(k—L—IIZ) +w}
k=0
_ o jonf,on S0 (fTL)
arg {ef efMd Sin (f,T) +Y ;.
(6)

When the signal-to-noise ratio (SNR) of the received sig-

nal is high, we get |y | =0, then, 0 is approximately

0 N=0and |de|<1
- f T|L>1 @)
H,(6,f,N,L), N#Oor dT

where H,(6,f,; N, L) is a function representing phase
ambiguity, and its value is related to the PO, the FO, the
pilot initial position, and the pilot length. We can see from
(7) that when the FO is small, the estimated value of PO is
still approximately equal to the true value. However, when
the received signal is APSK, the derivation of (6) is not valid.
In order to make the decoupling method suitable for differ-
ent modulation modes, we improved NCSM and proposed
an improved carrier parameter estimation decoupling tech-
nique (ICPEDT). The specific structure is introduced in next
section.

3. ICPEDT Based on Parameter Correcting

Figure 4 is the block diagram of ICPEDT. Compared to
NCSM, the ICPEDT changed the function of the compara-
tor and added unwrapping operator. The specific analysis
is as follows.

For APSK modulation, the |a(k) | # 1 in (2), so the auto-
correlation operator formula of demodulation signal is chan-
ged as

N+L-a-1 )
Vz(k+a) = yaeﬂ”de“+‘I’(oc), (8)

Lock:N

where y, =a*(k)a(k+a), ¥(a) is noise interference
term

Ak +N)c(k+a+N) e EN) (k1 o+ N)
Ay (a)

+c(k+N)E(k+a+N) 2aT(krarl)
Ay (@)

+c(k+a+N)c(k+N) n(k+a+N)n

Ay (@)

n*(k+N)

“(k+N).

The D(k) can be expressed as

D) =) K @i =209 [0 (1)

The expression of POE is

N+L

Z arg{D(k)

N+L

Z arg{akyL " I 2f T(k-L-112)46) | ‘P(k)}

7 )

hl»—‘
Z
L~|~
2
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FIGURE 1: The data-pilot frame structure.
® fa
z Frequency offset Phase offset 0
> L » Compensator o —
estimation estimation
FIGURE 2: Serial carrier synchronization mode.
that PO estimator can still accurately estimate the PO under
auto- R(cx) D(k) a larger FO.
correlation Compensator
z(k) Operation |_'
P o 3.1. Phase Unwrapping. In this paper, we use a phase
2 2(k) unwrapping method. This method can not only eliminate
R(o) the phase folding caused by the FO but also greatly reduce
the probability of incorrect interval switching caused by

FiGgure 3: The principle block diagram of NCSM.

where ‘?’(k) is still the noise interference term. Compar-
ing (9) and (4), each team of ¥(«) is multiplied by a real
number A;(«). We set A;(a) <A then, let ¥,(a) be
denoted as

max’>

1 L-a-1

W1 (0) = A (@) = 7—— Y A P E N (1 o+ N)
k=0

+ AmaxejandT(kerN)n* (k+N) +A

(a)n(k+a+N)n*(k+N).

(12)

‘max

From (12), we know that |¥(«) | <|¥,(«)|. Because |y(
) | =0 holds in (4) under high SNR, the value of [¥(«) | also

approaches zero at this time. By analogy, I‘f’(k) | =0 is true
when the SNR is high, the result of POE is

0 N=0and faTl<1
§~ bl (L_l) b
~ o TI1 (13)
d
H,(0,f;»N,L), N#Oor -1

where H,(0,f;,N,L) is still a function representing
phase ambiguity. Different from (6), we first calculate the
phase angle of D(k) in (10), and then sum D(k). In this
way, we can eliminate the influence of signal amplitude
information on POE. When |f ;T | >1/(L — 1), the POE per-
formance of (11) is still very poor. The reason is that larger
FO results will cause phase folding of arg {D(k)}. If we
can compensate for the folding phase of arg {D(k)}, the
POE will not be affected by the pilot overhead. This means

the simultaneous presence of noise and FO.

Assume 9(k) = 9(k) + A(k), where 9(k) is the estimated
phase value at time k, 9(k) is the estimated phase value after
phase unwrapping, and A(k) is the phase compensation
parameter. The concrete calculation steps are as follows.

(i) Initialization, A(0) =0, 9(0) = 9(0)
(i) k=k+1

o~

A(k=1) + 27, 9(k) - 9(k - 1)<,
Ak) =9 A(k-1)-2m,9(k) - 9(k—1) >, (14)
A(k—-1), Other;

~

(iii) (k) = 9(k) + A(k)
(iv) Repeat step (ii)

The variation of A(k) is determined by the phase differ-
ence between time k and time k — 1. If the random noise at
the moment of k is large, the PO error exceeding 7 will cause
A(k) to change 27. If the random noise disappears at k + k;
(ko =1), this will cause the phase estimation difference to
exceed —m and cause A(k) to reversely change 27t. In this
case, the carrier phase error will only occur between k and
ky — 1. Therefore, the method is also applicable to the case
of low SNR.

3.2. POE Based on ICPEDT. In order to further reduce the
influence of FO on POE, phase angles of z(k) and R(«) were
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F1GURE 4: The block diagram of ICPEDT.

TaBLE 2: Algorithmic complexity comparison of phase offset
estimation.

Multiplication Addition Complex angle
2
NCSM w 21 +4L+3 %L
2
jcpepT  SE AL o T )
2 2 2
calculated, and phase correction was performed
Z (k) = unwrap{arg {z(k)}}, (15)
R («) £ unwrap{arg {R(a)}}. (16)
Then, (11) can be written into
o NiLol 1 NeLo1 -1
0=1 Y D=1 Y zi-r (%)
L A L & 2
1 N1 .
=7 arg{ake’(zndek+9) + d(k)} (17)

. L-1
—arg {VL_I/ZeﬂndeLI/Z +1P( 5 ) }

If the noise interference terms d(k) and W(L — 1/2) are
ignored, we can get

N=0,
N#0,

0~ { o (18)
H;(6,f 5 N),

where H;(0, f ;, N) is still a function representing phase
ambiguity. From (18), the result of POE is no longer limited
by the pilot overhead, so the POE based on ICPEDT has
greater antifrequency offset ability after phase unwrapping.
At the same time, comparing (11), (17) only needs one real
number multiplication operation, so the algorithm complex-
ity is greatly reduced after phase unwrapping. Therefore, the
computational complexity of the algorithm in this paper is

only a little higher than that of the NCSM. More in detail,
the complexity comparison between NCSM and ICPEDT is
explained in Table 2.

3.3. FOE Based on ICPEDT. The FO can be estimated
directly by the intermediate variable R («). R («) is the cor-
rection term after phase unwrapping of the autocorrelation
operator R(«), and (16) can be expanded as

R («) = unwrap{arg {R(a)}} =27nf , Ta+¥(a), (19)
where « € [1, L — 1/2]. Sum both ends of (19) separately

L-1/2

; Ry(o) =

L-1/2

> onf, Ta+¥(a)=

a=1

w (2nf T+ ¥(«)).

(20)

If the influence of noise term is ignored, then

R 4 L-1/2
fa= T+ )T ; Ry(«). (21)

Because the phase of the autocorrelation factor R («) is
corrected, the phase of R(«) is the actual FO. Therefore,
the estimation range of FOE using R («) is no longer affected
by the pilot overhead. Theoretically, the frequency offset
estimation range is up to (-0.5, 0.5).

4. Simulation and Analysis

ICPEDT can solve the problem that the FOE directly affects
the POE in TCSM and realizes the parallel estimation of FO
and PO. According to (18), the selection of the initial posi-
tion of pilot will affect the accuracy of POE. Therefore, first
simulate the influence of the initial position of the pilot on
the performance of ICPEDT.

4.1. The Selection of Initial Position N of Pilot. Assume that
the modulation mode is QPSK, assume f,T =0.08, and 0
= 371/8, the pilot overhead is set to be L = 35. Figure 5 shows
the MSE of POE for different N.
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It can be seen from Figure 5, under different SNR, the
POE has the best performance at the initial pilot position
N =0, and the performance of POE deteriorates with the
increase of the initial pilot position. Therefore, in order to
obtain the best performance under large FO, the starting
point N should be set to zero. In the simulation parameters
below, the pilot overhead L is set to 35 and N =0.

4.2. The Performance of POE under Different Modulation
System. First, assume the modulation system is QPSK, f,T
=0.008, 0.05, the normalized PO 6 € (-0.5,0.5], E,/N, =8
dB. Then, set the modulation system to 32APSK, E,/N, =
15dB, and other simulation conditions remain unchanged.
Figures 6 and 7 show the expectation of POE of ICPEDT
and NCSM for different PO.
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We can see from Figures 6 and 7, in the case of QPSK
modulation and the normalized FO is 0.008, the value of
POE of NCSM basically coincides with the actual PO. But
when the normalized FO is 0.05, the result of POE of NCSM
has a large deviation from the actual PO. The reason is that
NCSM’s precise estimation range is limited. It can be seen
from (6) that when L =35, the POE range of NCSM is
(-0.0286, 0.0286). So when FO is 0.05, NCSM’s estimation
deviation is very large. When the signal is 32APSK, the over-
all performance of NCSM’s POE decreases, and the estima-
tion accuracy deteriorates. However, the estimated value of
POE of ICPEDT under different modulations is very close
to the actual PO, and the estimation accuracy does not dete-
riorate with the increase of the frequency deviation, which is
consistent with the conclusion of (18).

4.3. The MSE of POE under Different Normalized FO.
Assume the modulation is 64APSK, f,T =[-0.4,0.4], 0=3
m/8, and E,/N,=15dB, Figure 8 shows the MSE of the
POE of ICPEDT and NCSM under different FOs.

It can be seen from the simulation results in Figure 8 that
the decoupling performance of NCSM is poor under
64APSK modulation, and the PO can be accurately esti-
mated only when FO is small. However, ICPEDT’s POE
can still work well under large FO. The method in this paper
has strong robust. This is because the phase unwrapping
module eliminates the estimation error caused by phase
folding, thereby significantly reducing the influence of FOE
on the performance of POE.

4.4. The FOE Accuracy of Different Algorithms. Assume the
modulation method of the signal is 64APSK, f,T =0.02,
and 0 = 371/8. Figure 9 shows the estimation accuracy perfor-
mance curve of different algorithms.

The simulation curves show that the M&M [3] algorithm
has the worst estimate accuracy. The estimation perfor-
mance of L&R [4] algorithm gradually deteriorates with
the increase of E,/N,,. The main reason is that the L&R algo-
rithm does not consider the impact of signal amplitude
information on POE. The estimation accuracy of FOE based
on ICPEDT is close to the performance of Fitz [5] algorithm,
which is better than L&R and M&M algorithms. Its perfor-
mance is close to the lower bound of FOE performance
CRB. This shows that the autocorrelation FOE algorithm
based on equation (21) is unbiased.

4.5. The FOE Range of Different Algorithms. Assume the sim-
ulation signal is 64APSK, f,T € (-0.5,0.5], 8 =3m/8, and
E,/N, = 15dB. Figure 10 shows the estimated range of differ-
ent FOE algorithms.

We can see from Figure 10 that the Fitz algorithm has
the smallest estimation range of FO, which is about
(-0.028, 0.028), followed by the L&R algorithm. The esti-
mated range of FOE based on ICPEDT is consistent with
the estimated range of the M&M algorithm, which is close
to (-0.5, 0.5]. The simulation results are consistent with the
conclusion derived from (21).

5. Conclusions

According to the characteristics of satellite communication,
we propose a strong robust carrier parameter decoupling
technique suitable for high-order APSK modulation. This
technique can realize parallel estimation of FO and PO. Both
theory and simulation show that, compared with the existing
methods, the method in this paper is more robust to the
decoupling of high-order APSK modulated signals, and the
POE of the method in this paper has better estimation per-
formance and stronger antifrequency offset ability. The
accuracy of the FOE in this paper is equivalent to the Fitz
method, but it has a larger FOE range. The range of FOE
in this paper is close to (-0.5, 0.5], but the computational
complexity is similar to the Fitz algorithm. Therefore, this
method has good engineering practical value.
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Mobile edge computing (MEC) is becoming more and more popular because of improving computing power in virtual reality,
augmented reality, unmanned driving, and other fields. This paper investigates a nonorthogonal multiple access- (NOMA-)
based MEC system, which is under imperfect channel state information (ipCSI). In this system model, a pair of users offloads
their tasks to the MEC server with the existence of an eavesdropper (Eve). To evaluate the impact of Eve on the performance of
the NOMA-MEC system, the secrecy outage probability (SOP) expressions for two users with the conditions of imperfect CSI
and perfect channel state information (pCSI) are derived. In addition, both throughput and energy efficiency are discussed in
the delay-limited transmission mode. Simulation results reveal that (1) due to the influence of channel estimation errors, the
secrecy outage behaviors of two users under ipCSI conditions are worse than those of users with pCSIL; (2) the secrecy
performance of NOMA-MEC is superior to orthogonal multiple access- (OMA-) aided MEC systems; and (3) the NOMA-MEC

systems have the ability to attain better system throughput and energy efficiency compared with OMA-MEC.

1. Introduction

As the mobile communication systems develop rapidly, the
technical standards have constantly evolved. The 4th-
generation communication system relies on orthogonal fre-
quency division multiple access to operate, and the data ser-
vice transmission rate reaches even 1,000 megabits per
second. However, with the large-scale popularization and
application of intelligent terminals, the requirements for
new mobile services are increasing. The transmission rate
of wireless communication will have difficulty in meeting
the application requirements of future mobile communica-
tion. To improve the spectrum efficiency of the 5th-
generation (5G) mobile communication technology, the
industry recommends a new method of multiple access mul-
tiplexing, the nonorthogonal multiple access (NOMA). Only

a single radio resource can be distributed to one user in
orthogonal multiple access (OMA), while NOMA is capable
of allocating one resource to multiple users at the same fre-
quency, time, or code domain. In some scenarios like near-
remote effect and large coverage multinode access cases,
especially uplink communication scenarios, the nonorthogo-
nal method with power reuse has obvious performance
advantages over traditional orthogonal access.

Considerable research efforts have been devoted to
investigate NOMA performance. For the downlink commu-
nications, the authors in [1] considered joint user pairing
and power allocation issues, where the achievable total rate
was optimized according to the minimum rate constraint
of all users. To study the large cellular networks, a new anal-
ysis framework was developed to evaluate the outage perfor-
mance and obtained the closed-form expressions of outage
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probability [2]. The authors in [3] proposed a power allo-
cation algorithm for a multiuser scheme to ensure success-
ful and low-complexity successive interference cancellation
(SIC) decoding and evaluated the proposed performance
under different user weight ratio scenarios. As a further
advance, the optimal user grouping of the downlink
NOMA system was studied to make the sum rate maximal
[4]. To further enhance the performance of the system, an
advanced multiple-input multiple-output NOMA-aided
unmanned aerial vehicle framework was proposed in [5],
where the outage probability and diversity order were sur-
veyed in depth. For the uplink communications, the
authors studied the NOMA system with imperfect SIC,
considered to minimize the total power consumption with
the constraints of quality of service, and evaluated the
impact of imperfect SIC on system performance [6]. For
the cognitive Internet of Things (IoT) supporting the
6th-generation mobile communication technology, the
authors of [7] proposed a hybrid spectrum access scheme
based on NOMA to maximize the average data transmis-
sion rate of the cognitive IoT. The above scenarios are
assumed under the ideal condition; however, the loss of
distance and path is inevitable during the transmission
process in actual scenarios. Thus, it is necessary to
research the imperfect channel state information (ipCSI).
A new method to solve the problem of multiuser detection
was proposed in [8], where the receiver problem of ipCSI
scenarios caused by channel estimation errors was dis-
cussed carefully. The user ending (UE) signatures pre-
sented by forward error correction channel codes under
different arrangements were adopted to distinguish the
desired useful signals from interfering UEs and provide
robustness for channel state information (CSI) errors. Sim-
ilarly, the authors of [9] designed a system model based
on an ipCSI scenario, obtained the closed-form solution
of the outage probability, and analyzed the performance
of the NOMA system. For a cooperative NOMA system,
the authors in [10] considered the influence of residual
transceiver hardware damage on the system and deduced
the expressions of interruption probability, traversal capac-
ity, and energy efficiency, which proved the superiority of
outage performance of cooperative NOMA. On this basis,
considering the challenge of large-scale connection in
IoT, the author investigated the performance of NOMA
for cooperative synchronization of wireless signals and
power transmission in a large-scale IoT system [11].
With the popularization of 5G, new applications have
higher requirements for computing capabilities. With the
core technology of mobile communication networks,
mobile edge computing (MEC) sinks computing resources
and storage resources closer to users and handles resource-
intensive and delay-sensitive tasks at the edge of the net-
work, which tackles the problems of extended communica-
tion resource processing time and high energy
consumption. Due to the high requirements of MEC on
latency and energy consumption, a mass of literature has
regarded these two problems as optimization objectives.
Considering the resource constraints and interference
between multiple users, the authors of [12] designed an
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iterative MEC resource allocation algorithm which oper-
ated heuristically to make dynamic offloading decisions
and confirmed that this method overmatches the cloud
computing solutions in the field of execution delay and
offloading efficiency. To achieve the requirements of ultra-
reliability and low delay in mission-critical applications,
the authors of [13] proposed a new system design, where
the applications of extreme value theory to exact probabil-
ity were used for local computing and task oftloading. The
combined application of NOMA and MEC is a pivotal
solution technology. In [14], the authors comprehensively
considered the uplink and downlink communication
where NOMA cooperated with MEC. It indicated that
NOMA-MEC can greatly reduce the delay and energy
consumption of the offloading process. The authors in
[15] jointly optimized the power and time distribution to
cut down computing and offloading energy consumption
and then obtained the closed-form expression of optimal
power and time allocation solution. In [16], the partial off-
loading scheme based on NOMA minimized the average
power consumption and realized the dynamic power delay
trade-off for MEC offloading by using the Lyapunov
method. To improve the offloading efficiency of edge
users, a NOMA-assisted MEC system was introduced in
[17], where a joint communication and computation
resource iterative optimization algorithm with low com-
plexity was proposed to minimize the energy consump-
tion. In the full-duplex mode, edge users utilize NOMA
to transfer part of the computing workload to two MEC
servers. The energy consumption of the whole system
was effectively reduced through the cooperation scheme,
and the resources of different MEC servers were balanced
to improve the experience quality of edge users. Regarding
energy efficiency, the authors of [18] studied joint user
association and resource allocation and proposed a match-
ing method to reduce the energy consumption of each
user in NOMA-MEC networks. It was proven that this
method effectively lessens the energy consumption and
iterations times. In [19], a NOMA-MEC task delay mini-
mization problem was investigated, where a bisection
search iterative algorithm is applied to tackle the noncon-
vex optimization issue. It is observed that the cooperation
between NOMA and MEC can significantly improve
energy/power efficiency.

Physical layer security (PLS) is expected to be a com-
plementary role of wireless communication security in
the future. Compared with traditional key encryption mea-
sures, PLS technology makes full use of the diversity, time
variation, and heterogeneity of wireless channels to ensure
that legitimate users receive private and useful information
safely. Considering the existence of eavesdroppers (Eves),
the author in [20] optimized the allocation of time, power,
and subchannels to acquire safe and energy-saving trans-
mission among multiple users. The authors of [21] studied
the secure communications via full-duplex wiretap with
wireless power supply and proposed an iterative algorithm,
which was capable of achieving higher total security rate
and anti-interference ability of wiretap. To enhance the
security of computing task offloading, the authors in [22]
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researched the security behaviors of NOMA for MEC-
aware networks, considered passive eavesdropping
schemes, measured the security performance of computing
offload by using security interruption probability, and
deduced the semiclosed form expression of the optimal
solution. In order to further evaluate the eavesdropping
ability of users without knowing the CSI of the Eve, the
authors in [23] proposed an effective iterative algorithm
to maximize the minimum antieavesdropping ability of
uplink NOMA users by jointly formulating the security
rate, locally calculating bits, and allocating power. To
solve the delay problem of NOMA in the presence of
malicious Eves, an algorithm based on binary search
was proposed, which can ensure the security rate and
make the maximum task delay of uplink NOMA users
minimal [24]. The authors of [25] considered the trans-
mission scenarios of single-antenna and multiantenna
devices at the same time, where the exact secrecy outage
probability (SOP) expressions for two antenna-aided sce-
narios were derived. Furthermore, the authors employed
stochastic geometry to model legitimate users and Eves
and studied the impact of physical layer confidentiality
on the performance of a unified NOMA framework
[26], where the external and internal eavesdropping sce-
narios were checked carefully. Given the backscatter com-
ponent, the PLS of the environmental backscatter NOMA
system with the actual assumptions of residuary hardware
damage, channel estimation error, and imperfect SIC were
studied in [27].

This paper mainly investigates the integration of
NOMA and MEC by taking ipCSI and perfect channel
state information (pCSI) into account, i.e. considering
the Eve in the NOMA uplink-assisted MEC scenarios
with channel estimation errors. The treatises of [28, 29]
have studied the impact of Eves on NOMA-MEC system
performance. To the best of the authors’ knowledge, the
NOMA-based MEC secure problem is always considered
in the pCSI condition. Little is known, however, about
the security performance analysis of MEC based on
NOMA under ipCSI. This motivates us to evaluate the
damaging influence of ipCSI for NOMA-based MEC
secure communication, since pCSI is hardly obtained
due to channel fading and channel estimate errors in
reality. We sum up the contributions of this paper as
follows:

(1) We concentrate on the secrecy performance of
NOMA-MEC in the presence of an Eve. We derive
the exact expressions of SOP of NOMA-MEC under
ipCSI/pCSI conditions. To obtain more insights, we
further derive the expressions of the asymptotic
SOP at high signal-to-noise ratios (SNRs) and pro-
vide diversity orders of the legitimate user

(2) The results of system performance are also evaluated
by simulation, which reveal that in the presence of
the Eve, the SOP under ipCSI conditions is greater
than that under the ideal condition. We also analyze
the effect of channel estimation errors and the Eve’s

SNR on system performance. Under both ipCSI and
pCSI conditions, the secrecy performance of the
nearby user for NOMA-MEC overmatches that of
the remote user and OMA-MEC

(3) We discuss the system throughput and energy effi-
ciency in delay-limited transmission mode. We con-
firmed that NOMA-MEC is capable of attaining the
greater system throughput and energy efficiency rel-
ative to OMA-MEC. As the channel estimation
errors increase, the system throughput and energy
efficiency of NOMA-MEC decrease seriously

2. System Model

We consider the uplink NOMA -assisted MEC communica-
tion framework as shown in Figure 1, in which the tasks
are offloaded by M legitimate users to a single MEC server
in the presence of an Eve, assuming that all devices are
equipped with a single antenna and work in a half-duplex
mode. Each link in the system experiences Rayleigh fading
and will be bothered by additive white Gaussian noise
(AWGN). Then -th user and them -th user are selected
fromMusers to offload tasks, where Eve wiretaps the com-
munication between the users and MEC server. i, ~ .4/ (0
, (A),) denotes the channel parameters of links between the

user and MEC server, and EEve,i ~EN(0, SA)Eve,i) represents
the channel parameters of links between the user and Eve,
ie{1,2M}, Q;= Qp;=1.

Due to the existence of channel estimation errors, it is
hard to achieve perfect CSI in actual scenarios. In order to
evaluate the impact of Eve under ipCSI on the NOMA-
MEC system, the channel factor of the i -th user and
MEC server is modeled as i, =h, + @e,, and the channel
parameter of the i -th user and Eve is modeled as EEveJ
= hgye; + @egy;» where @€ (0,1), h;, and hg,; represent
the channel gain under pCSI. @ = 0 represents that the sys-
tem is able to acquire the pCSI, and @ =1 represents that
the system cannot acquire the pCSI and will sustain from
the channel estimation error ¢;~%.#(0,07) and eg,; ~

€N(0,07 ).

In this paper, the n -th and m -th users are paired to
perform a nonorthogonal transmission scheme and offload
their missions to the MEC server simultaneously. More-
over, the n-th/m-th user is regarded as a nearby/remote
user, which is close/far to the MEC server and Eve. There-
fore, the channel gains between users and the MEC server
can be classified as |hA,|* < |hA,|*, and the channel gains
between users and the Eve can be classified as |h/\Eve,m|2
< |hAgyen|” [30]. According to the principle of NOMA,
the received signals at the MEC server and the Eve are
given by

YMEC = (hm + (Dem) V mem + (hn + a)en) V pnxn + NMEcs
(1)
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Eavesdropper yw_
(Eve)

Base station

MEC server

The m-th user

FIGURE 1: System model of uplink NOMA-assisted MEC communications.

YEve = (hEve,m + ‘DeEve,m) V mem + (hEve,ﬂ + ‘DeEve,n) Vv ann + Mpyes

(2)

respectively, where x; represents the j -th user’s signal of
offloading task, j€ (m,n). nypc ~ €N (0, 03pc) and ng,
~@N(0,0%,.) represent the AWGN at the MEC server
and Eve, respectively. The transmission power of the j
-th user is represented as P;, P;=a;P, while P is the total
transmission power of the paired users. In order to ensure
reasonable fairness among users, we assume that a,, > a,,
a, +a,=1. Hence, the signal-to-interference-plus-noise
ratios (SINRs) for the MEC server to decode the informa-
tion of two users are derived as

_M 3
"0, +1° 3)
Ym_ p‘ | (4)

aplh,P+06,+6,)+1

respectively.
The SINR expressions of n -th and m -th tapped by Eve
are given by
2
_ aanve’hEve,n}
yEve,n (De +1

Eve,n

(5)

amPEve|hEve,m|2 (6)

2 b
anPEve’hEve,n‘ + (D(eEve,n + eEve,m) +1

YEve,m =

respectively, where p 2 P/o} and pg . 2 Plo},, represent
the transmit SNR of the MEC server and Eve, 0, =02a,p,

) ;
Ove = 0¢,, AiPpyer 1 € {m, n}.

3. Performance Analysis

In this section, the secrecy outage behaviors with an Eve
under ipCSI and pCSI in the uplink NOMA-MEC system
are analyzed. The new exact expressions of SOP and the
asymptotic SOP are derived in the high SNR region. In addi-
tion, we acquire the diversity orders and evaluate through-
put as well as energy efliciency to further explore the
security in NOMA-MEC.

3.1. Secrecy Outage Probability. The secrecy outage means
that users cannot complete the offloading tasks within a cer-
tain time slot in the presence of the Eve. As a consequence,
the secrecy outage performance for the users under the two
conditions of ipCSI and pCSI with Eve is analyzed in detail.

Considering that the n -th user and the m -th user off-
load tasks to the MEC server at the same time, the secret rate
of the two users can be defined as

Cn = [logz(l + yn) - 10g2 (1 + VEve)n)]+’ (7)

Cpn= [logz(l + V) — 10g2(1 + VEvevm)r’ ®)

respectively, where (x)" = max {0, x}.

Assuming that the target secrecy rate of the n -th user is
V,,» when its actual secrecy rate C,, is less than V, the n -th
user has an outage behavior. Thus, the SOP of the n -th user
with the ipCSI condition is expressed as

Pn =Pr (Cn < Vn) = ‘[:thvm (x)F},}1 (2V"(1 +X) - l)dx (9)

Theorem 1. Under the condition of ipCSI, the exact SOP
expression of the n-th user in the NOMA-MEC system with
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Eve can be given by

" M! Monnsi (M —n\ [(n+i\ (it
Pipesr = m(%e,ﬁl)z ( . )( >(;1421

i=0 r=0 1 r

w ¢~ ((277-1)(@0,+1)r1a, p02,) pQ,
(9 + I)PQn + ZV” (en + I)YPEveQEve,n

(10)

Eve,n

where @ = 1.

Proof. The SINR of the n -th user in the process of oftloading
to the MEC server y, and the SINR wiretapped by Eve yg .,
can be obtained in (3) and (5), respectively. According to
order statistics, the CDF of the n -th user’s sorted channel
gain and the PDF of the n -th user’s unsorted channel gain
are given by

M! Mopnii [ M —p n+i (_l)iH ~r(@0,+1)x
m ; ;)( ; ) ( ; > P ,
(11)

Ey,(x)=

@0

an pEveQEve,n

ven T 1 (@0 1)310,01,Oprc), (12)

S s ®) =

respectively. Substituting (11) and (12) into (9) and doing

M! M!

(M =m)l(m = 1)1 (M =n)l(n -1'22

m
Py 1pCSI

‘D(eEve n + QEve m)

some arithmetic operations, we can get (10), which com-
pletes the proof.(] O

Corollary 2. Upon substituting @ = 0 into (10), the exact SOP
expression of the n -th user under the circumstance of pCSI

with Eve is shown as
M-nn+i (M —n
s 2o )
© =0 r=0 1
p‘Qn + ZV" rPEveQEve,n ‘

n+i (_I)Hr ~
( r ) n+i ¢
(13)

According to the SIC principle, the MEC server first decodes
the task x,, by regarding the task x, as an interference. By this
time, a secrecy outage event occurs when the actual secrecy rate
C,, is lower than the target secrecy rate V, =log (1+7v,,).
Therefore, the SOP under ipCSI with Eve can be given by

n
PpCSI (M l’l

((2¥5-1)ria,p02,) P2,

P,=Pr(C,<V,)= J:Ofym ), (2" (1+y)-1)dy.
(14)

Theorem 3. Under the condition of ipCSI, the exact SOP
expression of the m -th user with Eve is shown as

)

n+r—1 (_1)i+s+r+k 00
x . J +
k m+i 0 pEve(am‘QEve,m + QEve,nyan)

X e_(y(w(GEve,n+9E\'e,m)+1>/amPEveQEve,m>e ( (zvm(1+}, )[(D(e +9 +l]/umem) aQO

where @ = 1.

Proof. See the appendix.(J O

M! M! Mo

Pm
pest = (M —m)!(m—

D (M =-n)l(n—-1)!

i=0

anam‘QEve,m‘QEve,n (15)
(am‘QEve,m + QEve,nyan)z

d 9
(1+k)a,2, +s(2"»(1+y)-1)a,Q 4

n

Corollary 4. Upon substituting ® = 0 into (15), the exact SOP
expression of the m -th user under the pCSI condition with

Eve can be given by

m+i M=nn+r-1 [ M — m m+1i M-n
r=0 k=0 i s r

y n+r—1 (_1>i+s+r+k J~oo 1 . a0, Qpve i Qpve n (16)
k m+i 0 PEve(amQEve,m + QEve,nyan) (amQEve,m + ‘QEve,nyan)z

N e‘()’/‘szLveQEve,m)e’(s(zv’"(IU’)’I)/“mPQm)

a,Q,, dy.

(1+k)a,2, +s2V(1+y)-1)a,Q,



3.2. Diversity Order. In this subsection, we acquire the diver-
sity orders of users under the two CSI conditions with Eve,
which is defined as follows:

i o8 PG

o7 (17)

where P®(p) denotes the SOP at high SNRs.

Corollary 5. The asymptotic SOP of the n -th user at high
SNR region under ipCSI condition with Eve is given as fol-
lows:

M M-nn+i (M —n n+i\ (_pyir
Pg,’zwos]: m(eEve,n"‘I) Z ( . ) ( ) (ngi

i=0 r=0 1 r

. <1 (@ -6+ 1)r> : PQ,

aann 9Eve,n + l)an + ZVH (en + 1>’p51‘eQEvc,n .
(18)

Remark 6. Substituting (18) into (17), the diversity order for
the n -th user under ipCSI condition with Eve p, ;o =0 is

acquired.

Corollary 7. Substituting p — oo into (13), asymptotic SOP
of the n -th user at a high SNR region under the pCSI condi-
tion with Eve is shown as

preo _ M! Mz—:ﬂg‘: M—-n n+i (_1)i+r
PO (M =-n)(n-1)! 5 5\ . n+i

! 2V =1)r pQ,
a,pQ, | pQ,+2"rrp, Q
(19)

Remark 8. Substituting (19) into (17), the diversity order for
the n -th user under the pCSI condition with Eve p,, ,o; =7

Eve,n

is obtained.

3.3. Throughput Analysis. In this subsection, we discuss the
system throughput in the delay-limited transmission mode
of the system.

Under the condition of ipCSI, we also derive the
throughput for the users with Eve, which is given by

Ripcsi = <1 - P?pCSI) V,+ (1 - P;;CSI) Vi (20)
where Pi”pCSI and Pin;CSI have been obtained in (10) and (15),
respectively.

Under the condition of pCSI, we may derive the
throughput for the users with Eve, which is given by

Rycst = (1 - P;CSI) Vi, + (1 - P;nCSI) Vi (21)

where PgCSI and P;"CSI have been obtained in (13) and (16),
respectively.
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3.4. Energy Efficiency. Given the previous analysis of system
throughput, we focus on the energy efficiency in NOMA-
MEC in this subsection. Energy efficiency had been defined
in [31].

In view of the results obtained above, the system energy
efficiencies under the ipCSI and pCSI conditions with Eve
are shown as

Ripcsi

Mipcst = —;P ) (22)
Rycst

fpcst = 7;13 > (23)

respectively, where T' denotes the time of the whole trans-
mission process and 77;,c5; and 77, are the energy efficiency

of the system under the ipCSI and pCSI conditions,
respectively.

4. Results and Discussion

In this section, the simulation results verify the rationality of
the theoretical expressions deduced above. The secrecy per-
formance under the ipCSI and pCSI conditions with Eve is
further evaluated seriously. We assume that the path loss
factor is =2 and the power allocation parameters are a,
=0.2 and a,,=0.8. The target secrecy rates of the users
are V, =2 bits/s and V,, =0.05 bits/s.

Figure 2 indicates the relationship between SOP for the
two users and the transmit SNR. The channel estimation
errors are set to 0; =-10dB, 0; =-10dB, 0, =0dB,

and G‘fEem =-20dB. According to (10) and (13) and (15)

and (16), the exact theoretical SOP curves of the paired users
under the ipCSI and pCSI conditions with Eve are drawn,
respectively. Error floors of SOP exist under the ipCSI for
the NOMA-MEC system. The reason lies in the existence
of interference of channel estimation errors in communica-
tion transmission. One can also observe that the error floor
exists in a remote user under pCSI since the MEC server will
suffer from interference of the near user while detecting the
remote user’s message.

As indicated in Figure 3, we study the system throughput
versus SNR under ipCSI and pCSI conditions in the delay-
limited transmission case with Eve. The channel estimation
errors are set to 0; =-10dB and 07 =-10dB. The solid

curves represent the throughput in the NOMA-MEC system
under ipCSI and pCSI with Eve. The dashed curves stand for
the throughput in the OMA-MEC under ipCSI and pCSI
with Eve. It can be observed that the throughput of
NOMA-MEC under pCSI is higher than that under ipCSI.
This is because the user’s SOP under the pCSI condition is
lower than that of the ipCSI condition, which proves that
channel estimation errors and the Eve will indeed affect sys-
tem performance.

Figure 4 depicts the system energy efficiency versus the
SNR for the paired users under ipCSI and pCSI conditions
in the delay-limited transmission case with Eve. The solid
curves indicate the energy efficiency for the NOMA-MEC
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FIGURE 2: SOP for paired users versus SNR.
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FiGUurRe 3: System throughput versus SNR in delay-limited
transmission mode.

system. At high SNRs, under the same conditions, NOMA-
MEC obtains higher energy efficiency than OMA-MEC.
Meanwhile, the energy efficiency with channel estimation
error is superior to that without channel estimation error
since the pCSI condition is capable of achieving much
greater throughput than ipCSI condition.

In Figure 5, the SOP for the paired users with channel
estimation errors from o} =0; =-10dB to 0; =0; =0
dB is illustrated. We can observe that the quality of commu-
nication condition is improved as SNR increases. Moreover,
the n-th user is closer to MEC server than the m-th user, so
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FIGURE 4: System energy efficiency versus SNR in delay-limited
transmission mode, P=5W, and T =1s.
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FiGURE 5: SOP versus SNR with different values of channel
estimation errors.

the improvement in SOP performance of the n-th user is
much more obvious. One can also observe that the SOP rises
with the increase of the channel estimation error values, and
the influence on the nearby user is more obvious than the
remote user on account of the interference from the nearby
user, the Eve, and the channel estimation error. Meanwhile,
the nearby user is only disturbed by the Eve and the channel
estimation error.

Figure 6 plots the SOP for the n -th user and m -th user
versus various values of target secrecy rate. When V,, =0.05
bits/s, V, =2 bits/s, V,, =0.3 bits/s, V,, =3 bits/s, V,, =0.7
bits/s, and V,, = 4 bits/s, it is observed that with the simulta-
neous increase of target secrecy rate for both users, SOP rises



—_
<
1

Vm = 0.05bit/s, Vi = 2bit/s
Vm = 0.3bit/s, Vn = 3bit/s
Vm = 0.7bit/s, Vn = 4bit/s

Secrecy outage probability
=

—_

S
&
1

107 T T T T T t T T T
0 5 10 15 20 25 30 35 40 45 50

SNR (dB)

e Simulation —— User m - pCSI

—w— Usern - pCSI —s— User m - ipCSI

—o— Usern - ipCSI

FIGURE 6: SOP versus SNR with various values of target secrecy
rate.

Secrecy outage probability

1074 T T T T T T T T T
0 5 10 15 20 25 30 35 40 45 50

SNR (dB)

o Simulation —%— User m - pCSI

—— Usern - pCSI —=— User m - ipCSI

—e— Usern - ipCSI

FiGURrE 7: SOP versus SNR with different SNR values of the Eve.

as well. As a result, the influence of the target secrecy rate of
users must be taken into consideration in the practical
system.

m‘QEve,m‘QEve,n
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Figure 7 indicates the SOP versus different SNR values of
the Eve. py.. =-5dB, pg,. =0dB, and pg, =5dB. It can be
seen that when the SNR values of the Eve rises, the SOP
also gradually increases. That is because when the SNR
of the Eve increases, it will strengthen the interference to
users, which will lead to the degradation of users’ secrecy
performance.

5. Conclusions

We have studied the secrecy performance of uplink NOMA-
MEC under ipCSI and pCSI conditions with an Eve. New
exact and approximate expressions of SOP are derived for
NOMA-MEC systems. The analysis results have revealed
that the SOP of NOMA-MEC with pCSI performs better
than that of OMA-MEC. Due to the influence of channel
estimation errors, the secrecy behaviors of NOMA-MEC
with ipCSI are inferior to that of pCSI. As the increase of
channel estimation errors, the SOP of NOMA-MEC is get-
ting worse. Moreover, the throughput and energy efficiency
in the system have been studied under ipCSI and pCSI con-
ditions with the Eve.

Appendix
A.1. Proof of Theorem 3

The SINR of the m -th user in the process of offloading to
the MEC server y,, and the SINR wiretapped by Eve yg, . .

can be obtained in (4) and (6), respectively. The CDF of
the m -th user’s unsorted channel gain is given by

FyEve‘m (y) =Pr (YEve,m < y)
2
= Pr amZPEve|hEve,m‘ < y
aanve‘hEve,n| + (D(GEve,n + GEve,m) +1
y(aanve|hEve,n{2 + w(aEve,n + eEve,m) + 1)

amPEve

=Pr |hEve,m |2 <
(A1)

With some simple operations, the above expression can
be rewritten as

() = 1 = € 0000t a0n) 1)t Onn) IS eveom

YEven

am‘QEve,m + QEve,nyan .
(A.2)

Taking the derivative of (A.2), the PDF expression f,,

can be obtained:

Eve,m

(A.3)

f YEven ()}) -

PEve (am‘QEve,m + 'QEve,nyan)

@(eEve,n + eEve,m) +1 + a,a
(amQEve,m + ‘()Eve,nyan)2

> e’(Y(‘D(gEve,n +Opyvem)+1)/ 8 Prye Qpverm) .
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The CDF of sorted F, is expressed as

|1
F =Pr <y)=Pr <
n ) =P (V<) (a,,p|h,,|2+a)(9n+9m)+l 4
2
. <|hm|2 _ (@l +@(6,+6,) + 1))_
4,

(A4)

Similarly, the sorted CDF expression F, ~of the m-th

user can be expressed as

M! M-m m+i M—n n+r-1

M
FVm(y)Z(M—m)( m—1) (n—1)/(M— n'zzz >

i=0 =0 r=0 k=0
M-m m+i M-n
. X
i s r
n+r—1 i+s+r+k
-1
( )( )
k m+1

Substituting (A.3) and (A.5) into (14), (15) can be
attained easily.

aQO
(1+k)a,Q,, +sya,Q,

(A.5)

(Y[@(6,+6,,) 1)/, p2,)
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Exploiting unmanned aerial vehicles (UAVs) as base stations (UAV-BS) can enhance capacity, coverage, and energy efficiency of
wireless communication networks. To fully realize this potential, millimeter wave (mmWave) technology can be exploited with
UAV-BS to form mmWave UAV-BS. The major difficulty of mmWave UAV-BS, however, lies in the limited energy of UAV-
BS and the multiuser interference (MUI). Beam division multiple access with orthogonal beams can be employed to alleviate
the MUL Since each user has dominant beams around the line of sight direction, beam selection can reduce the power
consumption of radio frequency chain. In this paper, we formulate the problem of maximizing the sum rate of all users by
optimizing the beam selection for beamspace and UAV-BS deployment in the mmWave UAV-BS system. This nonconvex
problem is solved in two steps. First, we propose a signal-to-interference plus noise ratio-based greedy beam selection scheme
to ensure that all the ground users in the given area can be served by the UAV-BS, where a zero forcing precoding scheme is
used to eliminate the MUL Then, we utilize the continuous genetic algorithm to find the optimal UAV-BS deployment and
beam pattern to maximize the sum rate of all users. Moreover, considering the mobility of the UAV-BS, the UAV-BS
trajectory and beam selection for beamspace are optimized in the mmWave UAV-BS system. The simulation results

demonstrate the effectiveness of the proposed design for the mmWave UAV-BS system.

1. Introduction

Unmanned aerial vehicles (UAVs) have drawn growing atten-
tion in a wide range of applications, such as disaster rescue,
surveillance and monitoring, aerial imaging, and cargo delivery
[1, 2]. Wireless communication utilizing UAVs is a promising
technology to achieve fast deployment and flexible reconfigura-
tion [3, 4]. Specifically, UAVs as different types of wireless
communication platforms, such as UAV base stations
(UAV-BS), aerial relays, and UAV swarms, assist and enhance
terrestrial communications [5, 6]. Employing UAV-BS in par-
ticular is a cost-effective solution to assist the existing terrestrial
communication infrastructure by providing seamless coverage
and improving the network performance. Recent researches on
UAV-BS can be divided into two main categories.

In the first category, UAVs are considered aerial quasi-
stationary BSs. The altitude and horizontal positions of
UAVs can be separately or jointly optimized to obtain a bet-
ter air-ground channel for meeting different requirements of
ground users [7-9]. Specifically, in [7], the altitude of the
UAV-BS was optimized to achieve the maximum coverage
for the terrestrial users. By contrast, with the fixed altitude,
the horizontal placement of UAV-BS was jointly optimized
with the user association in [8]. Furthermore, the joint opti-
mization of altitude and horizontal positions of UAV-BS
was investigated in [9], where the aim of the UAV-BS place-
ment is to maximize the number of covered users with min-
imum transmit power.

For the second category, UAVs are considered mobile BSs.
By exploiting the mobility of UAV-BS, the communication
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distance between the UAV-BS and terrestrial users can be
significantly shortened via careful design on the trajectory of
UAV-BS. In [10], a joint optimization of the UAV-BS trajec-
tory and transmit power for multiple users was developed to
dynamically establish short-distance line of sight (LoS) links
and thus to improve the throughput of the system. A joint
optimization of the UAV-BS trajectory and user scheduling
for a UAV-enabled secure system was proposed in [11] to
maximize the minimum secrecy rate under the required
constraints of UAV-BS and ground users. In [12], a joint
optimization of the UAV trajectory and nonorthogonal multi-
ple access (NOMA) precoding was investigated for a UAV-
assisted NOMA network, where the UAV trajectory and
NOMA precoding are jointly optimized to maximize the sum
rate of users served by the UAV-BS and NOMA-network BS.

Early researches mainly focused on the UAV-BS work-
ing in microwave frequencies with a single antenna owing
to the strict constraint of size. Because the UAV-BS also
has limited on-board energy, the signals of a single antenna
may be significantly attenuated due to the long communica-
tion distance between the UAV-BS and ground users [13].
However, by exploiting the small wavelengths of millimeter
wave (mmWave) signals, mmWave frequencies can be
adopted to the UAV-BS to pack large antenna arrays in
small dimensions [14, 15].

The combination of UAV-BS and mmWave communica-
tion technology therefore offers advantages of enhancing cov-
erage, improving energy efficiency, and providing sufficient
bandwidth [16]. An UAV-BS mmWave system can naturally
establish LoS links between UAV-BS and ground users to
support the connectivity of existing ground wireless networks
[17]. Because of limited scattering of air-to-ground links in the
mmWave band, the path loss is dominant by LoS. The authors
of [18] developed a 3D beamforming approach to achieve effi-
cient and flexible coverage in mmWave UAV-BS communica-
tions. In [19], the impact of adaptive navigation on mmWave
UAV-BSs was investigated to enhance the system performance.
Furthermore, the mmWave UAV-BS deployment optimiza-
tion is an important issue to improve the performance. In
[20], the optimized mmWave UAV-BS deployment, which
includes the optimal height, horizontal coordinates, and cover-
age radius, was analyzed by taking into account human body
blockage. Xiao et al. [21] presented a mmWave UAV-BS
deployment optimization with a constant modulus beamform-
ing to maximize the sum rate of all ground users. However,
since mmWave UAV-BSs place large antenna arrays in a small
area, the power consumption of radio frequency (RF) chains is
considerable [22], but UAV-BSs typically have limited energy
supply. In addition, to support simultaneous transmissions
between the mmWave UAV-BS and ground users, the multi-
user interference (MUI) mitigation is necessary.

Since mmWave UAV-BS signals propagate mainly through
LoS paths, users from different directions can be simultaneously
served by orthogonal beams, which is known as beam division
multiple access (BDMA) [16]. By employing orthogonal beams,
MUI can be effectively decreased to improve the system perfor-
mance [23]. In particular, the discrete lens array (DLA), which
points signals in different directions, was employed in BDMA
to transform the conventional spatial channel into a beamspace
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channel [24]. To exploit the sparsity of the beamspace channel,
beam selection was investigated in [25] to achieve near-
optimal performance with fewer RF chains. In [26], a compar-
ison among different kinds of beam selection schemes was
evaluated, in terms of the required number of RF chains as
well as the trade-off between spectral efficiency and energy
efficiency. Furthermore, the power allocation for BDMA
transmission was analyzed in [27] with only statistical channel
state information (CSI). In [28], considering the power leakage
and the imperfect channel statistics estimation, the RF chains
were further reduced after the beamspace transformation in
the lens antenna array.

There exist increasing interests in the use of the genetic
algorithm (GA) for wireless communication and signal
processing [29-31], since GA can attain the global optimal
solutions of challenging optimization problems with affordable
computational complexity and it does not require derivative
information [32]. The work [31] applied several evolutionary
algorithms, including continuous GA (CGA), to solve the diffi-
cult problem of joint channel estimation and turbo multiuser
detection/decoding. Compared with discrete GA [32], CGA
has high precision, low storage, and high speed without the
requirement of prior decoding. In [33], GA was utilized to find
the optimal deployment of drones to cover the target area with
the lowest cost. However, the method of [33] is based on the
single transmit antenna, which can be improved by taking the
multiple transmit antennas and MUI into account.

The comparison of the recent researches in UAV-BS and
BDMA is summarized in Table 1. Inspired by the existing
research, we focus on the mmWave UAV-BS system, where
the mmWave-frequency antenna array and DLA are employed
by the UAV-BS to direct signals to different directions and to
form the beamspace channel. We propose a beam selection
optimization for beamspace and UAV-BS deployment to max-
imize the sum rate of all ground users. Due to the sparse nature
of the beamspace channel in BDMA, the dominant beams are
near the LoS directions of the ground users. By properly
designing the horizontal positions of the mmWave UAV-BS,
not only can the better channel gain be achieved but also the
interfering channel distance among the ground users can be
enlarged to alleviate the MUI, while imposing lower number
of RF chains. However, this design problem is nonconvex
and difficult to solve directly. To tackle this challenging optimi-
zation problem, we decompose it into two subproblems by first
designing the beam selection scheme for beamspace and then
finding the optimal positions and beam pattern of the
mmWave UAV-BS. For the first subproblem, we propose a
signal-to-interference plus noise ratio- (SINR-) based greedy
beam selection scheme. When the UAV-BS communicates
with its served users, if the served users have different dominant
beams, the UAV-BS will naturally select their corresponding
dominant beams. However, in the scenario that two or more
users have the same dominant beam, the UAV-BS can select
the beams to users according to the SINR-based greedy beam
selection scheme. Zero forcing (ZF) precoding is used to fur-
ther eliminate the MUL Given the SINR-based greedy beam
selection, we design a CGA to solve the second subproblem,
namely, the optimal deployment of the mmWave UAV-BS
system. Similarly, considering the mobility of the mmWave
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TaBLE 1: Reference comparison of recent researches.
(7] (8] (9] (ro) 11} [12] 18]  [20]  [21]  [25]  [26]  [28] = [33]
2016 2019 2017 2018 2018 2019 2019 2018 2020 2016 2015 2018 2019

UAV-BS Vv v v % Vv v v % Vv

Deployment v v/ v/ v

3D deployment v v v v
Trajectory v v v/

mmWave N N VA v N

Beamforming v N N v N

BDMA v N N

Z N NI

Beam selection v v v

SINR v v v

Multiuser v v % v v v % v v v % %
Multiuser interference v v N

GA N

UAV-BS, we also optimize the trajectory of the mmWave
UAV-BS by the CGA scheme, given the SINR-based greedy
beam selection. The main contributions of this paper are
recapped below.

(1) In this paper, we consider a mmWave UAV-BS,
which is equipped with the lens antenna array to
serve the multiple ground users. Aimed at maximiz-
ing the sum rate of all ground users, the optimization
problem of beam selection and UAV deployment is
complicated to solve, which is decomposed into
two subproblems

(2) First, we propose an SINR-based greedy beam selec-
tion scheme for the users which share the same
dominant beams, where ZF precoding is employed
to further minimize the MUIL Then, the CGA of
UAV-BS deployment is designed to optimize the
UAV deployment and beam pattern by maximizing
the sum rate of ground users

(3) We also formulate an optimization problem of beam
selection and UAV-BS trajectory in the multiuser
mmWave system to maximize the sum rate of all
ground users with the speed constraint of UAV-BS.
Given the suboptimal SINR-based greedy beam
selection, the CGA-based mmWave UAV-BS trajec-
tory optimization is proposed

The paper is structured as follows. Section 2 introduces the
system model and problem formulation. The optimizations of
beam selection in beamspace as well as mmWave UAV-BS
deployment and trajectory are addressed in Section 3. The
design analysis and achievable performance are provided
and discussed in Section 4. Section 5 concludes the paper.

In this paper, R and C denote the real and complex num-
ber fields, respectively. The boldfaced lowercase and uppercase
letters stand for vectors and matrices, respectively. ||| denotes
the Euclidean norm, while the transpose and Hermitian trans-

pose operators are denoted by (-)* and (), respectively. The
inverse operation is denoted by (-) ', while tr(-) represents the
trace operation. The operator &/ \ 98 denotes the set consisting
of all elements in & excluding those in 3. The integer ceiling
operation is denoted by [-], 0 is the K-dimensional zero vec-
tor, and I is the (K x K)-dimensional identity matrix, while
A(i, 1), denotes the submatrix consisting of the rows of A
with the row indices given by the index set .#. The cardinality
of the set .# is denoted by |7 |, and the jth element of .7 is
denoted as .7(j), while w(; ., and w(,;) denote the kth row

and kth column of W, respectively.

2. System Model and Problem Formulation

As illustrated in Figure 1, we consider an mmWave downlink
multiuser communication system, where a rotary-wing UAV-
BS employs N, transmit antennas and Ny RF chains to simul-
taneously communicate with K terrestrial users. The different
users are served by different beams. Each ground user is
equipped with a single antenna, and the horizontal coordinate
of the kth ground user is given by u; = [x,y,]" e R*!, 1 <k
< K. We assume that the UAV-BS flies at a constant altitude
H (m) above the ground and the location of UAV-BS pro-
jected on the ground in the 3D rectangular coordinate system

is defined by q = [qqu}T e R¥,

2.1. Channel Model. Owing to the flexibility of the UAV-BS,
the LoS can be naturally established in low-altitude plat-
forms [34], and scattering is relatively rare in mmWave
frequencies for the air-to-ground links. Thus, we assume
that the wireless links between the UAV-BS and the ground
users are dominant by the LoS paths [18, 35]. Then, the
effective channel model between the UAV-BS and the kth
ground user can be expressed as [36]

hy = Bra(6y), (1)
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FIGURE 1: A mmWave UAV-BS serving multiple ground users.

where a(6,) € CN! is the array steering vector of the kth
ground user and 8, is the gain of the LoS path for this
ground user. The channel coeflicient 3, depends on the path
loss at the mmWave frequency and is given by [37, 38]

1
(47f 0 X 10%1c) - dH

= 2)

where d; =\/H?+|/q-u||* is the distance between the

UAV-BS and the kth ground user, c¢=3 x 108 m/s is the
speed of light, f,  is the carrier frequency, and «; is the

parameter of the LoS path loss model. In our investigation,
fmm =28 GHz is allocated and & = 0.95 is adopted. In addi-
tion, the spatial direction 6 is defined as 6, =cos (¢,),
where ¢, is the real angle of departure of the kth ground
user. Hence, the range of 0, is [-1, 1]. A uniform linear array
(ULA) is employed in the mmWave UAV-BS, and the array
steering vector for the kth ground user is expressed as [26]

a(0y) = [ AT . (00 (0] C1=01,N, -1,
(3)

where A is the signal wavelength and d = A/2 is the antenna
element spacing.

2.1.1. UAV-BS Deployment. For the mmWave UAV-BS
deployment, the spatial direction of the kth user 0, is related
to the placement of the UAV-BS, given as the cosine value of
the direction vector from the kth ground user to the UAV-

BS and the UAV-BS forward direction vector [100]" [21].
Thus, the spatial direction 8, is defined as

(Beri0] - [.,H] ) - [100]"

T
beere0)” = [a.q,H| 11007
_ Xk~ 9y

v&&—4ﬁz+0@—%)2+H?

(4)
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2.1.2. UAV-BS Trajectory. To take into account the mobile
nature of the UAV-BS, the UAV-BS trajectory should be
considered. Specifically, the fly-hover communication proto-
col [39] of rotary-wing UAV-BS can be adopted to realize
the communication with users. The UAV-BS serves the
ground users with a constant mission time T, which can be
equally divided into N +1 time slots. For this fly-hover
communication protocol, the UAV-BS successively visits
the N optimized hovering locations and communicates with
the ground users when it is hovering at the optimized loca-
tions. Since the UAV-BS flies at a constant altitude H, the

horizontal coordinate in the nth time slot is defined as q[n]

= [qx[n]qy[n]]T, n=0,1,---,N + 1. In practice, the trajectory
of the UAV-BS should satisfy the following constraints:

q[0]=q;, q[N + 1] =g,

o, =4 llar+1]-q[n][| <vp,, 0<n<N, (5)

tra =

q[l’l] € [qx,l’ qx,h] X |:qy,l’ qy,h:| ,Vl’l,

where q, q; € R®! denote the initial and final horizontal
locations of the UAV-BS, respectively, and v, is the max-
imum speed of the UAV-BS, that is, the UAV-BS velocity
V < Vo While [q, 1, q,,] X [g,,, q,,,] denotes the UAV-BS fly-
ing area. The forward direction vector of the UAV-BS is
related to the location of the next time slot and is defined

as qr[n] = [(q,[n+ 1] = q,[n)) (g, [n + 1] =g, [n]))0]", n=0,1,
.-+, N. Thus, the spatial direction of the kth user at the nth
time slot can be expressed as

0, = ([xkyko}_ [%%HD -qy[n] . 6

’ [x,0]" - {qquH} T||'||‘lf[”]

~

2.2. Beamspace Representation. By employing an elaborately
designed DLA, the traditional channel (1) in the spatial
domain can be translated into an equivalent one in the
beamspace or angular domain [40]. In particular, let Ue
CNNi be the spatial discrete Fourier transform (DFT)
matrix representing the operation of the DLA, which is
acquired by the steering vectors at the N, fixed spatial
frequencies with uniform spacing [41, 42]. Thus, the DFT
matrix U, which contains the N, orthogonal beams that
cover the whole space, is defined as

1

VN

where v, =1/N(n - ((N;+1)/2)), n=1,2,---,N,, are the
predefined spatial directions. The DFT matrix U forms the
basis of the N -dimensional spatial orthogonal signal space.

Let x € CX*! be the transmitted symbol vector to the K
ground users and y € CK*! be the received signal vector at
the K ground users. Then, the system model in the beamspace
domain can be expressed as

U= —— [a(y)a(y,) - a(vy, ). (7)
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y= H'Wx +n, (8)

where n ~ €A/ (0, 021 ) is the additive white Gaussian noise
(AWGN) vector with the covariance matrix 021, W € CNK

is the precoding matrix, and the beamspace channel H €
CNK is defined as

H=[h, h,, - h,;] = [UhUh, --- Uhg ] =UH, (9)

where H € CNK is the spatial channel for all the K users and
h,;, € CV! is the beamspace channel of the kth user. The

beamspace channel H indicates that the signals of each user
are mapped in the N, orthogonal beams, and each element
of h,; denotes one of the N beams supported by the DLA.

2.3. Problem Formulation

2.3.1. UAV-BS Deployment Problem Formulation. Let the
UAV hovering area &/, be defined by

qx,l < x < qx,u’ qy,l < qy < qy,u’ (10)

where g,; and g, denote the minimum values of g, and g,
respectively, while q,, and q,, represent the maximum
values of g, and q,, respectively. The UAV-BS deployment
problem is to determine the position q€ /g, to deploy

the UAV-BS. Due to the sparse nature of the beamspace
channel [24], there are only a few dominant entries of the
beamspace channel for each user. The use of the beamspace
channel allows us to select the corresponding beams to
reduce the dimension of the mmWave UAV-BS system
without significant performance loss. The reduced system
model in the beamspace domain is given by

F=H'Wx+n, (11)

where H, = H(b, :),., and & consists of the indices of the
selected beams, while W, is the precoding matrix with the
corresponding reduced dimension. Thus, the received signal
at the kth user can be expressed as

- ~H - ~H -
V=B ) WX+ Y hy WXt (12)

where y, is the kth element of y. Based on the above discus-
sion, for the UAV-BS transmission with multiple users, the
average achievable rate of the kth user is

~H ~ 2
h, k)W r(:,k)”

~H
op+ (Pt/K)Zj'(:I,jik hy W) ||2)>
(13)

where P, is the total transmission power of the UAV-BS.
Thus, the sum rate of all the users is R, = Y, R;.

R =log, | 1+ (P/K)

Note that the beamspace channel H is a function of the
UAV-BS position q, and hence, 98 also depends on q as well
as the way of beam selection. Therefore, R, depends on
both q and %, and the UAV-BS placement problem in the
beamspace domain can be formulated as

maXRsum(q’ ‘%)’
% (14)
s.t. q €Ay

2.3.2. UAV-BS Trajectory Problem Formulation. The UAV-
BS trajectory problem is to determine the mission trajectory

{q[n]}, € A, of the UAV-BS. At the nth time slot, given

the UAV-BS position q[n], the beamspace channel H is
known. Let 3B[n] be the corresponding selected beam set.
In order to study the performance of the UAV-BS trajectory,
we consider the sum rate of the kth user served by the UAV-
BS in the nth time slot of a mission, which is expressed as

~H -
hr(k,:) [H}W r(:k) [”]”2
~H
0%+ (PalK)Z L e [ [alw . 117

(15)

Ry[n] =log, | 1+ (Py/K)

where h, (k] is the reduced beamspace channel vector of
the kth user in the nth time slot, P,; denotes the transmit
power at the UAV-BS for each time slot, and w™, (.4 [1] is
the reduced precoding vector of the kth user in time slot n.
Therefore, the sum rate for all the users over the N + 1 time
slots can be expressed as Ry, = Yy Yonco Rel].

Based on the above discussion, we can formulate the sum
rate maximization problem for the UAV-BS trajectory as

max Rymn ({1} {B1]}Y),
(el Yo (B, ~({an]} o {Bn]},n)

s.t. {q[n]}lr:,:() € 'dtra'

(16)

{B[n]}", depends on the UAV-BS trajectory {q[n]}_,
and how the beams are selected at each time slot n.

3. Solution of the Problem

By evaluating the Hessian matrices of the objective functions
for the problems (14) and (16), it can be seen that both the
optimization problems are nonconvex and highly complex.
Therefore, it is challenging to solve the problems (14) and
(16) by the existing optimization tools. We focus on the
optimization problem of UAV-BS deployment first by sepa-
rating the problem (14) into two subproblems. The “inner”
subproblem determines the selected beam set B giving the
UAV-BS position q. A suboptimal SINR beam selection
algorithm is introduced to incrementally maximize the
sum rate of the mmWave UAV-BS system. With this SINR
beam selection scheme, the “outer” subproblem then solves
the UAV-BS deployment by employing the CGA algorithm.



Next, we solve the optimization problem (16) for UAV-BS
trajectory in a similar way. Specifically, the CGA is designed
to optimize the UAV-BS trajectory with the proposed
suboptimal SINR beam selection scheme.

3.1. Beam Selection. Given the UAV-BS position q, the
beamspace channel H is known. The proposed SINR beam
selection scheme is composed of two parts. The ground users
having unique dominant beams can select the dominant
beams to communicate with the UAV-BS, while the users
having overlap dominant beams will search for the proper
beams from the unselected beams by incrementally maxi-
mizing the SINR of the mmWave UAV-BS system, where
ZF is utilized to further eliminate the MUL

Due to the sparse structure of the beamspace channel in
the mmWave UAV-BS system, the beamspace channel for
the kth user has dominant values near the LoS direction
[25]. Since the dominant beams have the most transmission
power, they can be selected for the transmission to reduce
the number of RF chains with minor performance loss. In
order to reduce the number of RF chains Ny to the mini-
mum, we consider that each user is served by only one beam,
and hence, Ny = K. Let the index of the selected dominant
beam for user k be & which is defined as [43]

max,k>

B naxk = {i* =arg max |h§),k|2}, (17)

<i<N,

where hz’k denotes the ith element of the kth column of the

beamspace channel H.

Given the beamspace channel vectors h,,; and the corre-
sponding selected beam indexes (17) for 1<k <K, the K
users can be assigned into the two groups, the nonoverlap
group & and the overlap groups &,. The group Ty
includes the users having the unique dominant beams, while
a user in the group &, has the same selected beam with
some other users in &,. In particular, the selected beam
set or index of a nonoverlap user i satisfies B, ;N
(Ujtit<jek Bumax,j) = . On the other hand, if Braxi N
(U#i’,lgjsKgg
and is assigned to &,. Obviously, &y and &, satisty
EyUEy={1,2,--K} and &,N & =3. We consider an
example of K =6 and N, =8, where B, .., = {1}, B2 =
{4}’ ‘%max,.” = {7}’ ‘%max,él = {7}’ t%max,S = {8}’ and ‘%max,6
={8}. Then, &y ={1,2} and &, ={3,4,5,6}.

For nonoverlap user k € &, the beam with index %, ,
will be directly selected, since this dominant beam contains
most of the transmission power and causes few interferences
to other users. Let By denote the selected beams for the

max’j) + @, the i'th user is an overlap user

nonoverlap users in ). For the overlap users in &, the
beams should be reselected to communicate with the
UAV-BS by maximizing the sum rate of all users. To incre-
mentally maximize the sum rate, the beams which result in
the maximum increase in SINR should be selected. In order
to mitigate the MUI with the user group &y, the beams for
the users in ¥, are selected from the beam set %, = {1, 2,
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<N }\ By, . Let By denote the selected beams for the

overlap users in &,.
The precoding matrix W, for all the users with the
selected beams % = By U By can be expressed as

W, =aF, (18)

where « is the power normalization factor given by

Py
a:‘lw, (19)

and F, is the ZF precoding matrix expressed as
~ ~H~ \"1
F=H, (H, H,) , (20)

in which H, = H(b, :),. 5 - The SINR with the ZF precoding
for user k can be expressed as [44]

Plof’
Ko?

SINR, 5 = (21)

Thus, the maximization of the SINR can be transformed
to the maximization of the normalization factor « with
respect to the selected beam set %y for the overlap users
in &,.

Hence, we can select the required beams for the overlap
users in & one by one based on a greedy-type beam selec-
tion algorithm that identifies the beams with the maximal
gains in terms of SINR. Specifically, at each selection stage,
a beam is selected for an overlap user in & which maxi-
mizes the gain in the SINR. This greedy beam selection
algorithm is summarized in Algorithm 1.

3.2. Continuous Genetic Algorithm for UAV-BS Deployment.
For given q, we use Algorithm 1 to select the beam set
Baep(q) = Bsa(q). Express the objective function of the

UAV-BS deployment problem for this beam selection
scheme as f4,,(q) = Ry (9, Byep(q)). Hence, with this

greedy SINR-based beam selection scheme, the optimization
of the UAV-BS deployment can be expressed as

Q" =arg max /e (q). (22)

We propose to apply the CGA [30, 45, 46] to solve this
optimization problem. With Py, denoting the population

size and g being the generation index, the procedure of the
CGA-based UAV-BS deployment is detailed below.

(1) Initialization: at g =0, the initial population of Py,
or candidate UAV-BS locations
{qg,p}ﬁff are randomly generated over the UAV

chromosomes

hovering area /. Algorithm 1 is utilized to select
the beam set B, (q,,,) for every chromosome q,,
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Input: H, B, for 1<k<K
Output: B, H,

l:fork=1—K

2: if ggmax,k n (Uk’#k,lgk’SK‘%max,k’) =0
3. ke gN

4: else

5: ke%,

6: end

7: (%gﬁ, =N keﬁN‘%max,k

8: By, =0

9: Br=1{12,N} \ By,

10: forj' =1 — K — ||

11: j=H{L2-K\ Gy }i")
12: fori' =1 — | %]
13: i=<%’R(i,)
" C(‘) = H(b; :)be(@gN UBy, Vi)
- i i i _1
15: Fi = ci((c)"c)
16: ol = \/Pystr (FO (F)")
17: end
Sk l 2
18: if =arg maxla®)]
19: ‘%’ffo = ‘%?o v i;
20: %R%‘%R\(%R(l;)
21: end
22: ‘%Sel = %ZO U ’%ZL\'

23:H,=H(b, )5,

ALGORITHM 1: Greedy SINR-based beam selection.

, and then, the fitness value Fy., =f;.,(q,,) is
calculated, for 1<p<Pg,,. The PdZ: chromosomes

are ranked from top to bottom according to their
fitness values. Denote this ranked population as

. Pyep :
{a,,3F dep,, }pzl with the fitness values F dep,; =
> >
Fdepg)2 = —Fdepg,l,dep

(2) Selection: set g=g+1. The P,  previous

chromosomes with the highest fitness values will
survive  into  the next generation, ie,

_ . _ Preepd
{qg,p =Qqgp; Fdepw = Fdepg,l,;, }p=1 ,  and these

high-fitness chromosomes also form a mating pool,
where Py, g = Paep * Vaep 15 the size of the mating

pool. The selection ratio y,,, decides how many
chromosomes are to be chosen for the mating pool
from the total Py, chromosomes. The mating pool
is used to select parents to provide Py, = Picepq
offspring for the next generation to maintain a
constant-size population

The rank weighting, a roulette wheel weighting [30], is
used to choose chromosomes for mating. With this weight-
ing, the chromosome with the largest fitness has the greatest
probability of mating, while the chromosome with the smal-

lest fitness has the lowest probability of mating. Let P3P be
the probability of selecting the mth chromosome for mating
from the Py, ; chromosomes, which is calculated as

Pkeep,d - m+1

dej
plep =
m Pkeep,d
Zm:l m

1 <M< Prey g (23)

Then, P3P is turned into the cumulative probability P‘Cijg
for deciding which chromosome can be selected as a parent.

In particular, when a random number P, between 0 and 1

is generated, if Piff;_l <P um SPij, the mth chromosome
will be selected as a parent (mum). For instance, let Py, 4
=4, and the corresponding PP € {0.4,0.3,0.2,0.1}. Then,
PP € {0.4,0.7,0.9,1}. If P, =0.33, the first chromosome
is selected as “mum.” Similarly, the “dad” chromosome is
chosen in the same manner. We adopt two parents produc-
ing two offspring as a common form of mating. Thus, Py,
- Pkeep)d parents are required for mating to create new
offspring. We will assume that Py, = Peep 4 is an even num-

ber, and we have selected (Pge,, — Pyeep,g)/2 pairs of parents.

(3) Crossover: each pair of parents selected for the cross-
over operation can be expressed as

T
qg,mum = [qx,g,mumqy,g,mum] >
(24)

T
Qg,dad = |:qx,g,dadqy,g,dad:| :

They are used to produce two offspring q ., and q, ..

The single crossover point scheme is utilized to combine
the parents’ information. A crossover point g, is randomly

selected between x and y. If y is selected as the crossover
point, i.e.,, g, =y, the two new offspring are produced as

T
qg,osl = [qx,g,mumqpu,g,osl} >
(25)

T
qg,osz = [qx,g,dadqpc,g,OSZ:I >
with

qp(,g,os] = qp[,g,mum - H<Qp[,g,mum - qp[,g,dad) = qy,g,mum - .u(qy,g,mum - qy,g,dad) ’

dp.g052 = 9p,g.dad T nu(qp[,g,mum - qpu,g,dad) = 4y,9dad T #(‘Zy,g,mum - qy,g,dad) >

(26)

where y is a random value uniformly selected in the range of
(0,1). Similarly, if x is selected as the crossover point, i.e.,
q, =%, the crossover operation produces the two corre-

sponding offspring from the pair of parents.

Algorithm 1 selects the beam set for every offspring, and
its fitness value is calculated. After the crossover, the new
generation of the chromosomes include the Py, elitist



chromosomes from the previous generation and their Py,
= Pyeep,a Offspring. These Py, chromosomes are ranked
from top to bottom according to their fitness values as

. Py,
{qg,p > Fdepw }pif

(4) Mutation: the element 9y gp of chromosome q, is
randomly selected to mutate; thereby, the mutated
element is replaced by a new random value g, ;<
D gp <Dp, 10 where p, =x or y, while 2<p < Py,.

We opt to not mutate the best chromosome with

the highest fitness found so far, i.e., q ;. The number

of elements that will mutate in each generation is
governed by a mutation probability M, [45, 46].
Thus, the total number of mutated elements is 2(
Py —1)My, since each chromosome has 2 ele-
ments. The mutation operation is crucial to provid-
ing sufficient diversity for the CGA

Algorithm 1 then selects the beam sets for the mutated
chromosomes, and their fitness values are calculated. After-
ward, the mutated population of the Pg., chromosomes is
ranked again from top to bottom according to their fitness
values as {q,,; Fy, } o

gp> " depg, Sy

is the

maximum number of generations, the procedure
stops and the chromosome with the highest fitness
is chosen as the solution, ie, " =q,,. Otherwise,

(5) Termination: if g> Gpaxdepr Where Gy dep

the procedure repeats from step (2)

The CGA-based UAV-BS deployment algorithm is sum-
marized in Algorithm 2. The population size Py, the max-

imum number of generations G the selection ratio

max,dep>

Vaep» and the mutation probability My, are the problem-

dependent algorithmic parameters, which need to be care-
fully chosen.

3.3. Continuous Genetic Algorithm for UAV-BS Trajectory.
With the initial and final locations q; and qg fixed, the
UAV-BS trajectory has N locations, which is expressed as

ay=[a"[1a"[2] - q"[N]] . (27)

For given g[n] at time slot n, we use Algorithm 1 to select
the beam set %B,,(q[n]) = B (q[n]). Denote the overall

beam set selected for qy by Algorithm 1 as %B,,(qy) =
{B(qn])},. Then, the optimization of the UAV-BS tra-
jectory is reduced to

qy =arg max ., (qy), (28)

AN € ira
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where the objective function of the UAV-BS trajectory prob-

lem i £, (dy) = Ruumy(Qys B (@y))- We also apply the
CGA to solve this optimization problem. From (27), each
chromosome has 2N coordinates, and the pth chromosome
in the gth generation can be expressed as

N

W, = {1} = [0 (1 2,002 (29)

n=

T
o qx,g,p [N]qy,g,p [N]:| :

With the population size P,,,, the procedure of the CGA
for the UAV-BS trajectory is now detailed.

(1) Initialization: at g =0, the initial population of P,
P, .
chromosomes {qng} " s randomly generated,
) p:

constrained inside &f,,,.
the beam sets {%B,,,(qy )}
9P

Algorithm 1 then selects

P and the correspond-
p=1

ing fitness values {Ftraw = ftra(qu)}Pml are calcu-

p=
lated. Then, these P, chromosomes are ranked
from top to bottom according to their fitness values

. Ptra 1 >
as {qu s Fia,, }P=1 with the fitness values F

trag, =
Fy, =--2F

tragyz tra

9Ptra

(2) Selection: set g =g+ 1, and retain the Py, previous
chromosomes with the highest fitness values in the next

. P
eneration  as = ; F =F kepit
8 {ay 0o Wy 3 Py, = Py, } p=1’

which also form a mating pool, where Piq,, =Py,
Yo With y,., being the selection ratio. As usual, the
mating pool is used to select parents to provide P,
— Py, Offspring for the next generation to maintain
a constant-size population

The rank weight is also adopted to select parents from
the mating pool. The probability Piy* of the mth chromo-
some to be selected from the mating pool is again defined by

Ptra _ Pkeep,t -m+1
m Pkeep,t ’
m=1

1<m< Preey s (30)

and P is converted into the cumulative probability P to
choose chromosomes as parents from the mating pool.

(3) Crossover: the mating strategy with two parents pro-
ducing two new offspring is utilized, and hence, a
total of (Py, — Pyeep,)/2 pairs of parents are selected.
A generic pair of two parents selected from the
mating pool can be expressed as
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T
qy, = [qx,g,mum[l]qy,g,mum[l} o qx,g,mum[n} qy,g,mum [l’l] o Qx,g,mum [N] qy,g,mum [N]] >

gmum

T
qNg,dad = [qx,g,dad[l]qy,g,dad[l] " bx,g,dad [}’l} Qy,g,dad[n] " lx,g,dad [N] 4y,9.dad [Nﬂ :

InPUt: 'Qide;v Pdep’ ydep’ Gmax,dep’ Mdcp

Output: q*, B4,,(q")

1: Set g =0, randomly generate P, chromosomes
Faep, » for 1<p<Py,

9gp

2: Rank Py, chromosomes according to their fitness values from top to bottom as {q,,, ; F, ap,, }11: duf

3: Pkeep,d = Pdep “Vdep

€ 9 g,> determine By, (q,,,) with Algorithm 1, and calculate fitness values

4: while g <G, e
5: g=g+1
Proopd — . Prey

6: {qg,p > Fdepw }I:lp’i = {qg—l,p 5 Fdepgiw }Pill)'d

7: PP =Py g —m+ 1Y, 0 m, PP — P 1 <m< Py

8: fori=1-— Py, — Pyegpal2

9: Select pair of parents with Pgﬁ{q’ from mating pool

10: Use single-point crossover to generate two offspring

11: Calculate their beam sets and fitness values

12: end for

13: Rank Py,,, ; survivals and Py, — Py, 4 offspring according to their fitness values from top to bottom as {q,,, ; Fq, » }j: if

14: for p=2— Py,

15: Mutate q,, with mutation probability My,

16: If mutated, re-calculate beam set and fitness value

17: end for

18: Rank mutated population according to their fitness values from top to bottom as {q,,, ; Fa,, , }P““lP

k 9P~ p=

19: if g > Gmax’dep

20: 9" =4, Baep(q") = Baep(q,, )break

21: end if

22: end while

ArcoriTaM 2: Continuous GA for UAV-BS deployment.

The number of crossover points depends on the UAV-BS 5 5
flying area [q,q,,] x [4,,4,,,] and the maximum speed con- (qx,h - qx,l) + (qy,h - qy,l)
straint v,,.. In particular, the longest straight flying distance N, = -1. (32)

1%
max

is the diagonal line \/ (Gep = qx,l)2 +(qy, — qy’l)z; thereby,
the minimum required number of time slots to fly across the
UAV-BS flying area can be expressed as

Thus, the 2N;-point crossover scheme is utilized to
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guarantee the offspring satisfying the constraints o/,,,. Spe-
cifically, the first crossover point n is randomly selected
from {1,2,-,N—N;+ 1}, and the two offspring produced
can be expressed, respectively, as

N, =~ |:qx,g,mum[1]qy,g,mum[1} qx,g,mum[n - l}qy,g,mum[n - 1]

gosl

qx,g,osl [H]Qy,g,osl [n]qx,g,osl [I’l + 1] o qx,g,osl [11 +N; - 1}

qy,g,osl [I’l + Nl - 1] qx,g,dad[” + Nl]qy,g,dad[n + Nl]

T
o qx,g,dad [N] qy,g,dad [N]:| ’qNgv(,82
(33)

= |:qx,g,dad[1]qy,g,dad[l} o qx,g,dad[n - l]qy,g,dad[n - 1]

qx,g,osZ [n]qy,g,OSZ [n]qx,g,OSZ[n + 1] qx,g,osZ [I’l + Nl - 1]

[n+N;-1]

[ﬂ + Nl}qy,g,mum[n + Nl]

qy, 9,082 qx,g,mum

o qx,g,mum [N] qy,g,mum [N”T

Each offspring contains portions of the “genes” from both
parents. Specifically, offspring os1 has mum’s genes before the
first crossover point # and dad’s genes after the last crossover
point n + N; — 1, while offspring 0s2 has dad’s genes before the
first crossover point n and mum’s genes after the last crossover
point 7+ N; — 1. The new coordinates g, and g, at the cross-

over points are the combinations of the coordinates from both
parents, which can be expressed as

qx/y,g,osl [nl} = qx/y,g,mum [nl} —H <qx/y,g,mum[nl] - qx/y,g,dad[”ﬁ) >

qx/y,g,osZ [nl} = qx/y,g,dad[nl] +u (qx/y,g,mum [nl] - qx/y,g,dad[”ﬂ) >

(34)

for n<n;<n+ N;—1, where y is a random value uniformly
selected from (0, 1). If the new coordinates produced do not
satisfy the maximum speed constraint of &/,,,, y is reselected
until the new coordinates meet the requirements of &/,.,.

The beam set of every offspring is then selected using
Algorithm 1, and its fitness value is calculated. The new gener-
ation of the chromosomes, including the Py, elitist chromo-
somes from the previous generation and their Py, — Pyeo,,
offspring, is ranked from top to bottom according to their fit-
ness values as {qng s Foa }

P,
> 7 trag, p=1

tra

(4) Mutation: the chromosomes Qv,,» 2<Pp <Py, are

subject to random mutation with the mutation prob-
ability M,,, to explore other area of &/, so as to
avoid local maxima. Specially, 2N, points of a chro-
mosome, qx,g,p [I’l], qy,g,p[n]’ ] qx,g,p [H + Nl - 1]’ qy,g,p
[n+ N, - 1], are randomly chosen to be mutated. If
the mutated chromosome does not satistfy the

requirement of &, the chromosome is remutated
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are met. Given the muta-
N(Ptra - 1)

until the constraints &/,,,
tion probability M,,, a total of 2M
elements will be mutated

tra

The beam sets for the mutated chromosomes are selected
with Algorithm 1, and their fitness values are calculated. The
mutated population of the P,,, chromosomes is ranked again
from top to bottom according to their fitness values as

. Ptrz\
{qu»P > Ftragyp }p=1.

(5) Termination: if g> G, > Where G, ., denotes
the maximum number of generations, the procedure
stops with the solution g =qy . Otherwise, the

9

procedure repeats from step (2)

This CGA for the UAV-BS trajectory optimization is
summarized in Algorithm 3.

3.4. Complexity Analysis. The complexity of the proposed CGA
for the UAV-BS deployment optimization with the aid of the
greedy SINR beam selection algorithm is specified by the num-
ber N, 4¢p Of the cost function evaluations and the complexity
per cost function evaluation. Given the population size P, and
the maximum number of generation Gy, 4ep» We have N, =
Piep * Giaxdepr Whereas the complexity per cost function is
derived according to R, and the greedy SINR beam selection
algorithm. The complexity evaluations of R, and the greedy
SINR beam selection algorithm are listed in Table 2.

Thus, the complexity of the proposed CGA for the
UAV-BS deployment optimization with the aid of the

greedy SINR beam selection algorithm is Ny gep - { (K |
EulEE " (N = 9] = DBy +1) + 4Gy +1)7 +1]

+2K*+ (N, +1)K}. In a similar way, the number Ng, .
of the cost function evaluations of the proposed CGA for
the UAV-BS trajectory optimization with the aid of the
greedy SINR beam selection algorithm is Ngy o = Py, -
Grnaxtra> and the complexity of the proposed CGA for the
UAV-BS trajectory optimization with the aid of the greedy

SINR beam selection algorithm is N -Ngy v, - {(K = |Fy])
Yt ™ (N =[Gl = D3] +)" + 4% +1) +1] +2
K?+ (N, +1)K}.

4. Performance Analysis

We evaluate the performance of the proposed CGA for the
UAV-BS deployment optimization and the proposed CGA
for the UAV-BS trajectory optimization, with the aid of the
greedy SINR beam selection algorithm. We consider an
UAV-BS simultaneously serving several (K) ground users in
ammWave system. The terrestrial users are randomly distrib-
uted in the square area of [0,100] x [0,100] (m?), and the UAV-
BS deployment area/flying area is also this [0,100] x [0,100]
(m®) square area. The main default parameters of this simu-
lated UAV-BS mmWave system are listed in Table 3.

4.1. Performance of the CGA for UAV-BS Deployment. We
first quantify the performance of the proposed CGA-based
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Input: 'Qytm’ Nl’ Ptm’ th’ Gmax,tm> Mtra

Output: gy, B.(qy)

1: Set g =0, randomly generate P, chromosomes v, € 9> determine @tra(qup) with Algorithm 1, and calculate fitness values

Fia,,» for 1<p<P,,

2: Rank P,,, chromosomes according to their fitness values from top to bottom as {q L3 Fi,, }P";

9 P p=

3: Pkeep,t = Ptm *Yira

4: while g <G, 1,

5: g=g+1

6: {q - F }Pkecp,l — {‘] -F }Pkeep,t

' Nop > " tragyd oy Norp? 7 gop oy

7: PYS =Py, —m+ 1Y, ’m, P — PY8. 1 < m < Py,

8: fori=1-— Py, — Prpep/2

9: Select pair of parents with PY¢ from mating pool

10: repeat

11: Randomly generate y

12: Use 2N;-points crossover to produce two offspring qy  , qy ,

g.osl 9,05

13: until U, W, € A v

14: Calculate beam sets and fitness values of two offspring

15: end for

16: Rank survivals and offspring according to their fitness values from top to bottom as {qu ; thw}P‘";

: o3 p=

17: forp=2-—P,,

18: Select U,, with probability M,,,

19: repeat

20: Randomly mutate 2N, elements of qy )

9

21: until Mutated chromosome satisfies </,

22: Calculate beam set and fitness value of mutated chromosome

23: end for

24: Rank mutated population according to their fitness values from top to bottom as {qy )3 thgP}P‘"i

9 P p=

25: if g > Gmax,tra

26: 4% =4y,,> Bua(4x) = Bya(qy,, )break

27: end if

28: end while

ArcoriTHM 3: Continuous GA for UAV-BS trajectory.
TaBLE 2: Complexity in number of operations.
Number of operations
|| Vi k N.K
K-|9x| . ~3 N2
F (K=19xD Xy (N= Gyl = ) [3(1 G +)° +2(| % +i)?]
K-|%y] : 82

@ (K=1xD X, " (Ne= Gl = ) (2 %] +) + 1)
R 2K* + K

UAV-BS deployment with the aid of the greedy SINR beam
selection scheme.

Figure 2 depicts the achievable sum rate as the function
of the number of users for the proposed CGA-optimized
UAV-BS deployment, in comparison with the performance
attained by the random UAV-BS deployment. Both deploy-
ments are aided by the greedy SINR beam selection. The
system has the total transmission power P, =20dBm. The
position of the mmWave UAV-BS in the random deploy-

ment is randomly chosen in the square area of [0,100] x
[0,100)m?. As expected, the CGA-optimized UAV-BS
deployment outperforms the random deployment. In par-
ticular, for the system with K =8 users, the sum rate
attained by the proposed optimized approach is about 5
bits/s/Hz higher than that of the random deployment.
We also evaluate the achievable sum rates as the func-
tions of the transmit power P, for our CGA-optimized
UAV-BS deployment and the random UAV-BS deployment
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TaBLE 3: Default system parameters.

Parameter Value
Height of UAV-BS H 100 m
Number of transmit antennas at UAV-BS N, 16
Network AWGN 2 -94 dBm
Frequency f, . 28 GHz
LoS parameter o 0.95
Population size Py, 20
Mutation probability Mg, 0.2
UAV-BS deployment . .
Selection ratio Ve 0.5
Number of generation G,y dep 50
Population size P, 100
Mutation probability M., 0.05
) Number of time slots N 10
UAV-BS trajectory Maximum speed of UAV-BS v, 50 (m/s)
Selection ratio y,, 0.5
Number of generation G, i1 50

Sum rate (bits/s/Hz)

70

1 2 3 4 5 6 7

The number of users

—o— Optimized UAV-BS position
-a- Random UAV-BS position

FiGURrk 2: Comparison of achievable sum rates versus number of users for the CGA-optimized deployment and random deployment, both
with the aid of the greedy SINR beam selection, given total transmission power P, =20 dBm.

in Figure 3, for the system of K =4 ground users. Again, the
greedy SINR beam selection is utilized by both deployments.
It can be seen that our CGA-optimized UAV-BS deploy-
ment outperforms the random deployment by around 8

bits/s/Hz.

Next, we investigate the convergence performance of the
proposed CGA with the aid of the greedy SINR beam selec-
tion for UAV-BS deployment. The system has K = 4 ground
users with the total transmission power P,=20dBm.

Figure 4 depicts the maximum sum rate and the mean sum
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—=- Random UAV-BS position

F1GUrE 3: Comparison of achievable sum rates versus total transmit power P, for the CGA-optimized deployment and random deployment,
both with the aid of the greedy SINR beam selection, given K =4 ground users.

45

Sum rate (bits/s/Hz)

38

Generation

—e— Mean sum rate
—e— Maximum sum rate

FiGure 4: Convergence performance of the CGA with the aid of greedy SINR beam selection for optimizing UAV-BS deployment, averaged
over 100 runs. The system has K =4 ground users and total transmission power P, =20 dBm.
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F1GURE 5: Comparison of achievable sum rates versus total transmit power P, for three beam selection schemes. The system has K =4
ground users, and the UAV-BS is deployed at the CGA-optimized position.

rate of the population as the function of the number of
generations, averaged over 100 independent deployments.
It can be observed from Figure 4 that the CGA converges
within 30 generations.

Our greedy SINR beam selection scheme selects one
beam per user by incrementally maximizing the SINR, and
it requires Nyp=K RF chains. The maximum channel
magnitude selection (MCMS) scheme in [43] is selected as
a reference to the proposed greedy SINR beam selection
scheme. For the MCMS scheme, by calculating the |k}, |
for each beam, m strongest beams can be chosen for each
user. To demonstrate its effectiveness, we compare its sum
rate performance versus the system transmit power P, with
those of the MCMS scheme with 1 beam per user and 2
beams per user. Again, the system has K =4 ground users.
For fair comparison, the CGA-optimized UAV-BS position
is used for all the three cases. To mitigate MUI and for a fair
comparison, the ZF precoding is also employed in the
MCMS scheme. The MCMS scheme chooses the required
number of dominant beams for each user, which may result
in selecting the same beam for different users. Note that for
the scheme with 2 beams per user, the required RF chains
are Ny = 2K. Figure 5 compares the sum rate performance
of these three beam selection schemes as the functions of
the transmission power P,. Observe that our proposed beam
selection scheme, which has 1 beam per user, significantly
outperforms the MCMS scheme with 1 beam per user. Given
P, =25dBm, for example, the sum rate of our greedy SINR
selection scheme is 13 bits/s/Hz higher than that of the

latter. This is because this MCMS scheme selects the stron-
gest beam of each user. But some users may share the same
strongest beam, and hence, this scheme may result in inter-
ference from selecting the same beams for different users. It
was further observed that the sum rate of the MCMS scheme
with 2 beams per user is only marginally better than that of
our greedy SINR selection scheme of 1 beam per user. This is
because although utilizing the second strongest beam for
each user is beneficial for enhancing the achievable rate of
the individual user, some second strongest beams may be
shared by different users too, resulting in the increased inter-
ference. Hence, the performance gain of the MCMS scheme
by using 2 beams per user is very slight compared with our
greedy SINR beam selection scheme.

In order to see the trade-off between sum rate perfor-
mance and RF complexity, we need to investigate the trans-
mit energy efficiency, which is defined by [47]

R

= ——— (bits/s/Hz/W),
Py + Ngg - Pre )

n (35)

where R (bits/s/Hz) is the sum rate and Py (W) represents
the power consumed in each RF chain, and Py = 34.4 mW
is adopted as the practical value [47]. For the same system
setup as in Figures 5 and 6, compare the energy efliciency
against the total transmit power P, achieved by the three
beam selection schemes. As observed from Figure 6, the
energy efficiency of the MCMS scheme with 2 beams per
user is far inferior to that of its counterpart of 1 beam per
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Energy Efficiency (bits/s/Hz/mW)
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P,(dBm)

—o— Proposed beam selection

—»— Conventional beam selection 1-beam
-2~ Conventional beam selection 2—beam

FiGgure 6: Comparison of energy efficiency performance versus total transmit power P, for three beam selection schemes. The system has
K =4 ground users, and the UAV-BS is deployed at the CGA-optimized position.
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F1GURE 7: Comparison of achievable sum rates versus number of users for the CGA-optimized deployment and random deployment, both
with the aid of the greedy SINR beam selection, given total transmission power P, =20 dBm and N, = 256.

user, except for high P, situation. Our greedy SINR selection  for P, = 20dB, although the sum rate of the MCMS scheme
scheme with 1 beam per user significantly outperforms both ~ with 2 beams per user is about 1 bit/s/Hz better than that
MCMS schemes, in terms of energy efficiency. In particular,  of our scheme of 1 beam per user, as shown in Figure 5,



16 Wireless Communications and Mobile Computing

100 @
90 4\ - - - R IR R LI
straight ) ' '
‘ Ry n = 419.4 bits/s /Hz j
B0 4 - - - N e

7

604 N0 ‘

y(m)

. _optimized

' Ryyyy = 477.1 bits/s /Hz

W04 |- D o
* ‘ : :

504-f e 3 3

304 gt R TR

O T S . L Yoo NG

20 : L% ‘ ‘

10 4 T e L SRR N

O T f{I T T

0 20 40 60 80 100
x(m)

—e— Optimized UAV-BS trajectory
—— Straight UAV-BS trajectory

#  Location of random user
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greedy SINR beam selection scheme. The system has K =4 ground users, and the transmit power per time slot is P,; =20 dBm.
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FiGure 9: Convergence performance of the CGA with the aid of greedy SINR beam selection for optimizing UAV-BS trajectory, averaged
over 100 runs. The system has K =4 ground users, and transmit power per time slot is P,; =20 dBm.
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F1gure 10: Comparison of achievable sum rates versus number of users for the CGA-optimized UAV-BS trajectory and straight-line UAV-

BS trajectory, both with the aid of greedy SINR beam selection, given transmit power per time slot P; =20 dBm.

the energy efficiency of our greedy SINR beam selection
scheme is 57 bits/s/Hz/mW higher than that of the former.

Figure 7 shows the achievable sum rate of the proposed
CGA-optimized UAV-BS deployment and the random
UAV-BS deployment when N,=256. Both deployments
are aided by the greedy SINR beam selection. The system
has the total transmission power P, =20 dBm. As shown in
Figure 7, when the number of users is 100, the sum rate of
the CGA-optimized UAV-BS deployment is better than that
of the random deployment. It can conclude that the pro-
posed CGA-optimized UAV-BS deployment is still robust
when the number of users is 100.

4.2. Performance of the CGA for UAV-BS Trajectory. In the
first experiment, there are K =4 randomly located ground
users, whose locations are indicated in Figure 8. The UAV-
BS flying trajectory starts from q; = [0100]" and ends at q
= [1000]". The transmit power of the UAV-BS for each time
slot is P,; =20dBm. Figure 8 depicts the CGA-optimized
UAV-BS trajectory and the straight-line UAV-BS trajectory,
both with the aid of the greedy SINR beam selection scheme.
For the CGA-optimized UAV-BS trajectory, the UAV-BS is
able to serve the ground users better by flying closer to them
to achieve a higher sum rate. Specifically, the sum rate of the
CGA-optimized UAV-BS trajectory is more than 57
bits/s/Hz higher than that achieved by the straight-line
trajectory.

In Figure 9, we investigate the convergence performance
of the CGA for optimizing UAV-BS trajectory with the aid
of the greedy SINR beam selection scheme for the same

system of K =4 ground users with the transmit power per
time slot P,; =20 dBm. The curves of the maximum sum rate
and mean sum rate in Figure 9 are averaged over 100 runs. It
can be seen that the CGA converges within 50 generations.
Evidently, the UAV-BS trajectory optimization is much more
challenging than the UAV-BS deployment optimization.
Figure 10 compares the achievable sum rates as the func-
tions of the number of users K for the CGA-optimized
UAV-BS trajectory and the straight-line UAV-BS trajectory,
both adopting the greedy SINR beam selection. The transmit
power per time slot is P,; =20dBm. The UAV-BS’s initial

and final coordinates are q;=[0100]" and g =[1000]",
respectively. As shown in Figure 10, the CGA-optimized
UAV-BS trajectory outperforms the straight-line UAV-BS
trajectory considerably. Furthermore, the sum rate gain of
the CGA-optimized UAV-BS trajectory over the straight-
line UAV-BS trajectory increases with K.

Figure 11 compares the achievable sum rates as the func-
tions of transmit power per time slot P, for the CGA-
optimized UAV-BS trajectory and the straight-line UAV-
BS trajectory, both adopting the greedy SINR beam selec-
tion. K =4 ground users are randomly distributed in the
square area of [0,100] x [0,100]m2. From the results of
Figure 11, we observe that the sum rate of the CGA-
optimized UAV-BS trajectory is consistently more than 60
bits/s/Hz higher than that achieved by the straight-line
UAV-BS trajectory, over the whole range of P,; evaluated.
When the target sum rate is 600 bits/s/Hz, the CGA-
optimized UAV-BS trajectory attains 2.5dBm gain in P
compared with the straight-line UAV-BS trajectory.
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F1Gure 11: Comparison of achievable sum rates versus transmit power per time slot P,; for the CGA-optimized UAV-BS trajectory and
straight-line UAV-BS trajectory, both adopting greedy SINR beam selection. The system has K = 4 ground users.
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F1GuRre 12: Comparison of sum rates versus number of users K for three beam selection schemes, given the system with the CGA-optimized
UAV-BS trajectory and transmit power per time slot P,; =20 dBm.

For the system adopting the CGA-optimized UAV-BS  of ground users for the three beam selection schemes,
trajectory with the transmit power per time slot P, =20  namely, the proposed greedy SINR beam selection with 1
dBm, Figure 12 compares the sum rates versus the number =~ beam per user as well as the MCMS scheme with 1 beam
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BS trajectory, both with the aid of greedy SINR beam selection, given transmit power per time slot P,; =20 dBm and N, = 256.
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per user and 2 beams per user. It can be seen from Figure 12
that the MCMS scheme with 2 beams per user achieves a
slightly better sum rate than our greedy SINR beam selection
scheme with 1 beam per user, while our beam selection
scheme significantly outperforms the MCMS scheme with
1 beam per user, in terms of sum rate. Our greedy SINR
beam selection is the most energy-efficient scheme, while
the MCMS scheme with 2 beams per user has the worst
energy efficiency, as shown in Figure 13.

Figure 14 compares the achievable sum rates of the
CGA-optimized UAV-BS trajectory and the straight-line
UAV-BS trajectory with N, =256. Both schemes employ
the greedy SINR beam selection. The transmit power per
time slot is P,; =20dBm. The UAV-BS’s initial and final

coordinates are q; =[0100]" and q; = [1000]", respectively.
As shown in Figure 10, when the number of users is 50,
the sum rate of the CGA-optimized UAV-BS trajectory out-
performs that of the straight-line UAV-BS trajectory.

5. Conclusions

In this paper, we have investigated the challenging problems
of optimizing the UAV-BS deployment and the UAV-BS
trajectory in mmWave systems. We have formulated the
optimal deployment/trajectory problem as the one that max-
imizes the sum rate among the ground users subject to the
deployment/trajectory constraints. To solve this highly com-
plex and nonconvex problem, we have decomposed it into
two subproblems. First, we have proposed a greedy SINR
beam selection scheme for the mmWave UAV-BS multiuser
system with one beam per user. Specifically, the users with
the unique nonsharing dominant beams use their dominant
beams, while the other users select the beams by incremen-
tally maximizing the SINR. With the aid of this greedy SINR
beam selection, we have proposed to use the CGA to solve
the deployment/trajectory optimization problem to maximize
the sum rate. The sum rate and energy efficiency as well as con-
vergence performance have been evaluated for the proposed
CGA-optimized UAV-BS deployment and CGA-optimized
UAV-BS trajectory. Our studies have demonstrated that the
proposed solutions achieve excellent performance, in terms
of both sum rate and energy efficiency. The results have also
shown that the CGA converges sufficiently fast even for the
very challenging UAV-BS trajectory optimization.

Our future work will consider that each user is equipped
with multiple antennas. The receive beamforming and beam
selection can be designed to compensate for the path loss in
mmWave frequency.
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This paper performs a comprehensive survey on transmission schemes for the large-scale Internet of things (IoT) networks with
nonorthogonal multiple access (NOMA). By solving the interference among users, NOMA can significantly improve the
frequency reuse efficiency and support multiple users to use the same frequency resources. It is considered to be one of the
most effective technologies for the next-generation wireless communication. However, there are still many challenges on the
transmission schemes for the large-scale NOMA system, including the short-data packet transmission, active user detection,
channel estimation, and data detection. In order to meet these challenges, this paper first reviews the short-packet transmission
in the large-scale NOMA systems and then reviews the active user detection and channel estimation technologies of the

considered systems.

1. Introduction

The application of Internet of things (IoT) has promoted a
significant increase in data traffic of wireless networks
[1-3]. For machine-type communication (MTC) or
mission-critical communication (autonomous driving,
drones, and augmented/virtual reality), all of them have pro-
posed new development requirements on capacity, latency,
reliability, and scalability. In particular, the massive
machine-type communication (mMTC) and mass access
are considered as two very important scenarios of the fifth-
generation (5G) and beyond 5G (B5G) wireless communica-
tions [4-8]. As a typical application of mMTC, large-scale
IoT-enabled cellular networks are widely used in intelligent
buildings, intelligent cities, intelligent medical treatment, fac-
tory automation, automatic driving, intelligent meters, and
other fields. It has been recognized that large-scale IoT can
significantly reduce the system operation cost [9, 10].

As shown in Figure 1, only a short number of unknown
users are active at any given time in the large-scale IoT
model. This communication mode is mainly designed with
the purpose of energy saving. Generally, developing future
cellular IoT faces many challenges, such as adapting to more
users with low latency requirements, dynamically identifying
active users, and reliably receiving their information [11].
For the traditional authorization-based random access
scheme, uncoordinated users can compete for physical layer
resource blocks for data transmission. Each active user ran-
domly selects one from a set of predefined orthogonal pre-
amble sequences to notify the base station (BS) that the
user is active [12, 13]. As to each activation preamble, the
BS responds to the corresponding user as permission for
the subsequent transmission. Each user who receives a
response to its preamble transmission sends a connection
request for the required resources of the subsequent data
transmission [14-16]. When only one user in the system
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%" Denoting active users, and others are idle users.

FIGURE 1: System model of sporadic

communications.

large-scale IoT

selects the current preamble sequence, the BS authorizes the
user’s connection request and sends a contention resolution
message to notify the reserved resource user to send sus-
pended data. If two or more users select the same preamble
sequence, the connection request will send conflicts [17-19].

When the BS detects a conflict, it will not reply to the
contention resolution message. The affected user restarts
the random access process after the timer expires. For the
authorized access scheme, the user needs to handshake four
times with the BS, which increases the control signaling
overhead and latency. On the contrary, users can start data
transmission in the unauthorized protocol without shaking
hands with the BS, which can meet the low latency require-
ments of large-scale IoT. In addition, the nonorthogonal
multiple access (NOMA) technology allows multiple users
to share the same resource block (including time and spec-
trum resources) to establish more connections.

At present, there are still some challenges, such as the
nonorthogonal transmission scheme for short data packets
(or short packets), large-scale pilot sequences, active user
detection, channel estimation, and multiple optimal design
and analysis of user data detection. Recently, it has been rec-
ognized that a reliable nonorthogonal transmission scheme
and effective multiuser detection can improve the spectrum
efficiency of the system. Therefore, the license-free NOMA
can effectively combine the low access latency of the
license-free protocol with the advantages of large numbers
of connections of NOMA and the high spectrum efficiency,
which can meet the communication requirements of the
large-scale IoT networks that realize the low latency and reli-
able communication. The cochannel interference of NOMA,
especially in the IoT networks with large-scale multiple
access, dramatically limits the system performance. Hence,
designing an appropriate license-free NOMA scheme is very
critical.

Due to the requirements of low transmission latency, the
data packet length and pilot sequence of IoT users are lim-
ited, the scale of users is enormous, and it is challenging to
meet the needs of all users for the orthogonal spectrum
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resources and pilot sequence. Therefore, nonorthogonal
transmission schemes and nonorthogonal pilot sequences,
such as Gaussian and Reed Muller (RM) sequences, have
been widely studied. In addition, signal detection plays a
vital role in the design of a license-free NOMA system. This
is because with no coordination, multiple users can transmit
information to BS in parallel and BS needs to detect these
signals efficiently. In particular, BS needs to detect signals
from some unknown users among a large number of poten-
tial users. The signal detection problem of large-scale IoT
networks involves three essential parts: identifying active
users, channel estimation, and multiuser data detection
[20, 21]. The signal detection of large-scale IoT can be
divided into two successive stages: channel training and data
transmission, in which active user detection, channel estima-
tion, and data decoding will be performed. The paper imple-
mentation plan includes the following steps: (1) performing
the channel estimation and then performing the joint detec-
tion of the data of active users and multiuser and (2) per-
forming the channel estimation and active users jointly
and then detecting the multiuser data. For the single-phase
transmission scheme, data information is embedded in a
pilot sequence or pilot symbols are embedded in a data
packet and the BS can jointly detect active users and their
data in a phase. This scheme does not require particular
channel estimation and can reduce the system overhead
and transmission latency. However, the signal transmission
and reception scheme need to be carefully designed.

Due to the broadcast characteristics of wireless transmis-
sion, ten large-scale IoT networks are vulnerable to interfer-
ence and attack by illegal users, so physical layer security is
very important. In [22, 23], the authors analyze the physical
layer security of the cooperative NOMA system and a two-
stage relay scheme is proposed. The closed expression of
outage probability and the asymptotic expression of outage
probability under signal-to-noise ratios (SNRs) are derived.
In [24], the authors proposes a security-enhanced user pair-
ing scheme under weak security constraints to achieve high-
frequency spectral efliciency and weak system confidential-
ity. In [25], the authors study the outage probability and
secret outage probability in two-user NOMA systems. Based
on the concept of NOMA, the interruption behavior of
trusted users under the constraint of security outage proba-
bility is studied.

Most researches on IoT data transmission are based on
the Shannon theory [26-29]. In practice, the data packets
of IoT users are tiny and different users have different busi-
ness requirements. In addition, signal detection mainly uses
compressed sensing (CS) or linear inversion technology,
which ignores the changing characteristics of sparse signals
[30-33]. Therefore, researches based on the large-scale IoT
transmission characteristics and different business require-
ments are not systematic and complete. This paper studies
the nonorthogonal transmission and signal detection of
large-scale IoT from the following three aspects: (1) from
the perspective of short-data packet transmission, we design
a reliable nonorthogonal transmission scheme for the cellu-
lar IoT uplink and downlink and analyze the system error
performance and its influencing factors, (2) we study the
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characteristics of fast fading of nonzero elements of sparse
signals and design efficient and reliable active user detection
algorithms to reduce the false alarm rate of IoT user activity
detection, thereby improving the utilization of spectrum
resources, and (3) from the structural characteristics of dou-
ble signal sparsity, we use Bayesian inference and optimiza-
tion theory to design estimation algorithms for the user
activity, channel jointly, and data, reducing the pilot over-
head for reliable information transmission. However, for
the large-scale NOMA, a series of topics such as the design
of nonorthogonal transmission scheme with a short data
packet, reliable detection algorithm with low complexity,
and the reduction of system signaling overhead and trans-
mission latency are very challenging. The problems men-
tioned above have essential theory and application value
for the planning and deploying the large-scale multiple
access technology in IoT networks.

2. Recent Progress and Challenges

It is essential to design the large-scale IoT signal transmis-
sion and detection solutions to meet a series of requirements
such as large-scale connections, reliable transmission of
short data packets, high spectrum efficiency, and low signal
overhead. In particular, the reliable transmission design
and performance analysis of short data packets and the
design of large-scale signal detection algorithms are the keys
to IoT researches. To fully understand the existing problems
and limitations of the IoT research, we will analyze the rele-
vant research status and development of the trend in the
following.

2.1. Short-Data Packet Transmission in Large-Scale Multiple
Access. In the third-generation partnership project (3GPP)
IoT standard, the uplink of the narrow-band IoT (NB-IoT)
uses single-carrier frequency division multiple access (SC-
FDMA) and the downlink uses orthogonal frequency divi-
sion multiple access (OFDMA). Although the transmission
and reception schemes of IoT can be simplified, the spec-
trum efliciency of the system is low. Therefore, it is necessary
to design new multiple-access schemes to improve IoT net-
work spectrum efficiency further. In fact, the performance
of the large-scale IoT networks is determined by the channel
estimation, uplink data transmission, and downlink data
transmission. At present, some researchers have optimized
designs for a system that couples two or three parts of chan-
nel estimation, uplink data transmission, and downlink data
transmission. In the literature, the researchers considered
the channel estimation and uplink data transmission of a
single-cell uplink in the large-scale multiantenna system,
jointly optimized the pilot length and transmission power,
and then obtained an optimized design with an optimal pilot
length equal to the user number [34]. In addition, for the
three-stage transmission, a cellular IoT transmission proto-
col can be designed for large-scale access by optimizing the
transmission time of three stages to maximize the rate and
speed. They proposed a reliable transmission scheme based
on NOMA, analyzed the relationship between packet rate
and interruption of the performance, and optimized the

transmission power of the system [35]. Specifically, the cur-
rent optimized design for IoT uplink and downlink data
transmission is based on the Shannon theory which is given
by [36],

C=log,(1+y), (1)

where y represents the received SNR. Although the Shannon
theory defines the theoretical upper bound of the communi-
cation rate without transmission error, it theoretically
requires an infinite amount of code to implement. In prac-
tice, the amount of data transmitted by IoT users is short
and the short-packet transmission requires a low transmis-
sion latency. Therefore, the Shannon capacity cannot accu-
rately characterize the reliability and latency of the large-
scale IoT short-data packet transmission.

To accurately describe the channel capacity under the
finite code length, the finite coding system can be designed
for the additive white Gaussian noise (AWGN) channel.
The approximate relationship between the achievable rate r
, the code length L, and the packet error rate € can be derived
as

reog09) 1 (1 ) e @

where Q7'(e) is the inverse function of function Q(x)=

[5°1/7/2me"**dt. Although equation (2) is an approxima-
tion of the upper bound of the achievable rate under a finite
code length, most of existing researches have verified that
equation (2) is very accurate.

For the research on the nonorthogonal transmission sys-
tem of short packets of large-scale IoT, there is still no com-
plete theoretical framework and the design and performance
analysis of the large-scale IoT short-data packet nonortho-
gonal transmission scheme based on the finite coding has
not been studied. The influence of channel estimation error
propagation, data encoding length, and the number of mes-
sage bits on system performance are also to be further
studied.

2.2. Active User Detection and Channel Estimation for Large-
Scale Multiple Access. In order to estimate the active users
and their channel information, a practical approach is to
use the “sporadic” nature of the large-scale IoT communica-
tion to model the received signal in the training phase as a
sparse signal recovery problem and then solve the problem
based on the CS technology or a Bayesian inference frame-
work. In [37], Du et al. considered a joint design scheme
for the active user detection and channel estimation for a
single antenna system, where the received pilot signal is por-
trayed as a single measurement vector problem. They pro-
posed a joint iterative algorithm based on the message
passing and block sparse Bayesian learning to design high-
precision and low-complexity algorithms to solve the sparse
signal recovery problem. In addition, for a system with
analog-to-digital converters (ADC), He et al. [38] proposed
an active user detection and channel estimation based on a



generalized expectation-consistent signal recovery algo-
rithm, which allows the output mapping of the signal to be
of the arbitrary form. The above findings show that the sin-
gle antenna system can serve thousands of IoT users and
requires long lead sequences. Therefore, the large-scale
antenna system is considered to improve system connectiv-
ity. The joint active user detection and channel estimation
problem for the large-scale receive antenna system is
described as a multiple measurement vector problem [39].
The authors use the approximate message passing (AMP)
algorithm with multiple measurement vectors to solve the
problem and use the approximate message passing algo-
rithm based on state evolution to analyze the limiting perfor-
mance of the system.

However, most of the existing algorithms for active user
detection are based on the derivative frequency matrix,
which satisfies the finite isometric property or has low inter-
correlation. In addition, the active user detection algorithm
is based on the prior distribution of the large-scale fading
of the user or the exact large-scale fading information. In
practice, the AMP and the CS-based active user detection
algorithms are not suitable for highly correlated derivative
matrices and the oversampled discrete cosine transform
matrix has very high intercorrelation under individual
parameters. In contrast, the AMP algorithm performs poorly
in the same setting. In addition, during the active user detec-
tion and channel estimation phase, it is not practical to
assume that the statistical characteristics of the channel are
known to the receiver.

Based on the in-depth analysis of the sparse structure of
the received signal in a large-scale multiple access system,
the design of active user detection and channel estimation
scheme is of great significance for further improving the
accuracy of active user detection. However, there is little
research on this aspect.

2.3. Data Detection Algorithms for Large-Scale Multi Access.
In the large-scale IoT network based on unauthorized
NOMA, multiuser data detection plays a vital role, as multi-
ple users can transmit data simultaneously without coordi-
nation [40]. Although only a tiny fraction of users is active,
the potential user base is large. Hence, the BS needs to obtain
a priori information of the data detection of multiple users
with the unknown active user. Moreover, two factors need
to be considered when designing a data detection scheme
for the large-scale multiple access. On the one hand, the
impact of the active user detection and the accuracy of the
channel estimation on the data detection give a large num-
ber of potential users. On the other hand, the computational
complexity of the algorithm is reduced while ensuring the
accuracy of the algorithm.

In the large-scale IoT networks, the multiuser data detec-
tion involves two key components, the active user detection
and the channel estimation. In [41], the authors jointly
designed the algorithm which can detect the low-
complexity active user and data under the assumption that
the complete channel information is known [42]. To charac-
terize the impact of incomplete channel information on the
multiuser data detection, Liu et al. [43] first jointly designed
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the active user detection and channel estimation algorithm,
based on the estimated active user and channel information,
using the traditional minimum mean square error (MMSE)
and least squares (LS) for data detection. However, for the
two design schemes mentioned above, the accuracy of active
user detection and channel estimation affects the perfor-
mance of multiuser data detection to a great extent. In addi-
tion, when the number of active users is large, the
computational complexity that MMSE and LS detection
required is high because they are designed to find the inverse
of the matrix. Moreover, the existing works focus on the
packet synchronization transmission system that users can
only change their activity status at the beginning of each
coherent time. During the packet transmission, the packet
alignment among a large number of users will result in sig-
nificant overhead and the user who fails to align their
packets can disrupt the entire multiuser data detection
process.

Currently, in order to further reduce the system over-
head and detection error rate and improve the spectral effi-
ciency of the system, Ding et al. [44] concentrated the
three parts of active user detection, channel estimation,
and data detection in a phase and used blind detection and
semiblind detection algorithms to solve the multiuser data
detection problem. However, the dual sparsity of the signal
and channel has not been fully exploited in this algorithm.
Moreover, it will be more challenging as it can be seen from
the three-part joint design scheme that the BS needs only a
phase-based data signal to identify the active users, estimate
the channel, and decode the user data. In this sense, sym-
bolic synchronous transmission is more suitable for the unli-
censed multiple access system to minimize the user
coordination cost and improve reliability. However, depend-
ing on the structure of the symbol synchronous system, it is
more challenging to design for the active user identification,
channel estimation, and data decoding using the dual-block
sparsity performance.

In summary, the current researches on the multiaccess
scheme for the large-scale IoT networks mainly focus on
active user detection and channel estimation. Although
many effective mechanisms and algorithms have been pro-
posed, the current researches rely more on traditional signal
detection methods for multiuser data detection. In particu-
lar, in the large-scale NOMA system with two-phase or
three-phase signal transmission, although there have been
many results on the optimal design of active user detection,
channel estimation, and data transmission, a complete the-
ory and technology system has not yet been formed and
there are still many key issues to be solved:

(1) Firstly, for the nonorthogonal transmission scheme
of short packets for the large-scale IoT networks,
most of the existing researches are based on the
Shannon theory for optimal design. In practice, the
quality of service requirements of large-scale IoT
users is different. In the smart home scenario, most
of the data packets received by the user equipment
are very short, which requires low latency and
high-reliability transmission. For the fax service
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scenario, it requires a lot of data transmission.
Therefore, the design of a signal transmission and
reception scheme that can meet the needs of large-
scale IoT services and realize short packets, low
latency, and reliable transmission is worthy of fur-
ther research

(2) Secondly, for the NOMA-based large-scale IoT
research, most of the existing signal processing
schemes mostly focus on active user detection and
channel estimation. Regarding the false-positive rate
and false-negative rate of active users, the relevant
research only finds a compromise between them
and does not consider handling the false-positive
rate and false-negative rate separately based on the
characteristics of active user signals. Meanwhile, the
traditional MMSE detection is more in consideration
for multiuser data detection. However, this detection
scheme is only applicable to the case of a short num-
ber of active users. If the number of the potential
user base and active users is still large, the detection
requires a low-complexity algorithm. This prompts
us to study a more reliable and more widely applica-
ble detection scheme, which considers signal charac-
teristics, user’s prior information, and each user’s
guide frequency sequence to propose effective active
users and data detection algorithms

(3) Finally, for the data joint detection scheme and
active users of the large-scale IoT networks, the
related literature only uses the CS or linear model
inversion technology to configure the system with-
out considering the specific signal transmission,
reception scheme, and the structure of the signal
processing problem. The relevant algorithm or
mechanism has much room for improvement.
Therefore, how to study the signal detection model
of the large-scale multiple access based on the char-
acteristics of the received signal and reduce the sys-
tem detection error rate, the transmission latency,
and the system overhead also needs further
investigation

3. Research Plan

3.1. Research Plan to Be Adopted. This paper studies how to
design an effective nonorthogonal transmission and recep-
tion scheme under the condition of limited spectrum and
energy resources. The objective is to realize low latency
and reliable transmission in large-scale IoT networks,
improve the system user access rate and spectrum efliciency,
and save the system cost. Drawing on the research progress
and thought methods in related fields such as NOMA,
large-scale IoT, and signal processing and combining the
characteristics of large-scale multiple access and IoT, the
technical solution shown in Figure 2 has been proposed
and the performance of the adopted solution and its impact
factors are comprehensively analyzed and simulated to ver-
ify the system platform. In the following, the specific techni-
cal lines and the associated research schemes will be

presented for each research component. In particular, the
problem description, system modeling, and the research
plans will be provided.

3.2. Nonorthogonal Transmission and Reception Scheme of
Large-Scale IoT Short Data Packets Based on Finite Coding.
In large-scale IoT networks, especially the cellular IoT, the
system performance is mainly determined by the channel
estimation and uplink and downlink data transmission.
Based on the traditional time division duplex (TDD) mode
of cellular IoT, the uplink and downlink of the system are
transmitted on different time slots of the same frequency
resource. The system only needs to estimate the uplink
channel information to take advantage of the channel reci-
procity in the coherent time. However, since the BS and
IoT users have different processing capabilities and higher
requirements for the implementation of the NOMA scheme,
a hybrid multiple-access scheme is needed for the large-scale
IoT uplink and downlink communication modes and char-
acteristics. The specific technical solution is shown in
Figure 3.

A cellular IoT model, as shown in Figure 4, includes N
short-packet transmission users and a central BS where all
user terminals are equipped with a single antenna and a
low-resolution ADC.

The BS preassigns a dedicated nonorthogonal spreading
sequence S, € C'»*! to each user, where the length of the
sequence L, is shorter than the total number of users N

and each element of the sequence is independently and
equally probabilistically selected from the set {-1,1}. In
the uplink, an authorization-free NOMA scheme is used,
i.e., each user can access the network and transmit data with-
out being authorized. Therefore, the BS needs to estimate the
active users and their channel information before detecting
the uplink data. In addition, due to the high computational
power of the BS, algorithms with higher accuracy can be
used to jointly detect multiuser information. However, users
in large-scale IoT networks have very limited computational
power. In the downlink nonorthogonal transmission, if the
information of all active users is superimposed and broad-
cast, the performance of each user will decrease and the
detection complexity will increase. Therefore, it is necessary
to consider the active user pairing and grouping strategies
and use a nonorthogonal transmission scheme within a
group of users and orthogonal resources between groups,
such as subcarriers. Moreover, in the nonorthogonal trans-
mission scheme for downlink packet data, the obtainable
capacity can be expressed as a function of code length and
error block rate using the finite code length capacity. For
user n, the signals of other users are usually considered as
interference. Thus, in the group with N users, the signal-
to-interference-plus-noise ratio (SINR) of the nth user when
decoding its own signal is

2
T WA Y ki N % + 02+ 1Up

where ay =p/P, P=}_,..n Pk and p= P/o? denote the
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transmission signal-to-noise ratio (SNR), En is the estimated
channel, and o? is the variance of the channel estimation
error. Accordingly, the instantaneous error block rate of user
n is approximated by

g, ~ Q C(Yn—m) - (Bn/Ld> i (4)

V(Yn—>n)/Ld

where ¢(y,_,,) =log,(1+y,_,) is the Shannon capacity
and V(y, . )=01-(1/(1+y, ,)")(loge)’ denotes the
channel dispersion. When the probability density function
ofy, ., isf, (x), the average error block rate of user n

can be written as

~ 0 C(Yn—»n) B (Bn/Ln)
e JO Q( i ) f, (®dx.  (5)

Ml

In the uplink pilot frequency and data transmission
phase, since the receiver with low-resolution ADC is consid-
ered, the received signal is quantized, which cannot provide
good statistical information. At present, most of the approx-
imate information transmission algorithms are not suitable
for the model’s active user detection, channel estimation,
and data detection. The algorithms for this part need to be
redesigned. In addition, for this model, the impact of
analog-to-digital conversion bits on the system performance
needs to be studied. On the other hand, in the downlink
nonorthogonal transmission, the downlink channel needs
to be estimated before analyzing the error block rate perfor-
mance of the system. Meanwhile, the performance of the
user grouping strategy for the nonorthogonal transmission
should be discussed and analyzed to obtain a more explicit
user grouping criterion, which will be the key issue to be
investigated. Firstly, we will model the short-packet non-
orthogonal transmission system for the cellular IoT uplink
and downlink; design the uplink active user, channel estima-
tion, and multiuser detection algorithms; and analyze the
performance of uplink based on the short packet transmis-
sion and its impact factors. For the downlink, the downlink
channel estimation method should be proposed to derive the
error block rate performance of the short-packet nonortho-
gonal transmission and the impact of channel estimation
error, information bits, coding length, and other factors on
the performance of short-packet nonorthogonal transmis-
sion in the downlink is analyzed. Meanwhile, using the
power domain NOMA theory, we analyze the short-packet
nonorthogonal transmission performance under different
cellular IoT transmission service requirements and discuss
the variation of system performance under different user
groupings. This guides the design of short-packet nonortho-
gonal schemes for the cellular IoT.

3.3. Large-Scale IoT’s Active Users and Data Grading
Detection ~ Scheme Based on  Reliable Information
Transmission. In the signal coherent detection of large-
scale IoT uplink, i.e., license-free NOMA, active users, and

data detection are the two key parts, in particular, data
detection can be performed through estimation of active
users and channels first or active users and data detection
can be combined. In the coherent detection, if a joint detec-
tion scheme of active users and data is used, the channel
information needs to be estimated in advance. However, in
the case of unknown active users, the channel of active users
should be estimated, which increases the complexity of the
detection algorithm and leads to a degradation in the perfor-
mance of active users and data detection. Therefore, for
active user and hierarchical coherent detection schemes,
the characteristics of sparse signals should be exploited to
obtain the reliable iterative first, and then, the information
iterative steps can be optimized and higher detection accu-
racy can be obtained at the cost of more computational com-
plexity. The specific technical solution is shown in Figure 5.

Assuming that the summarized users are synchronized
in a frame structure and are active or dormant for the entire
frame, a single-cell IoT uplink license-free single/multicar-
rier NOMA system is considered. Moreover, a block fading
channel is considered, i.e., the channel coefficients remain
unchanged within a frame. Since only a short part of users
is active in the coherent time, without loss of generality, it
is assumed that the BS knows the distribution of each user
activity indicator «, or the total number of active users,
where K(K < N), ,, obeys Bernoulli distribution, i.e., Pr (
a,=1)=€and Pr (a, =0) =1 —¢, for a certain frame K/N
= €. In a certain frame, the active user sends a pilot symbol
followed by L; data symbols, while the inactive user stays
dormant throughout the frame.

In the training phase, at the BS, the pilot measurement of
the Ith (I=1,2,---, L) subcarrier is

N
Y = Z {,8pa,h, +2) = S(diag (a)hy) + 2, (6)
n=1

where {, is the energy normalization factor of the pilot in the
spread sequence, S ={p[s;, s,,-,8,] is the pilot observation
matrix, and a = (a;, &y, )T € {0, 1}" is the user activity
indicator vector. Notation h = (h,}, hyj,--+,h,;) T is the chan-
nel vector, where h, ~%4(0,02), and z ~ CN(0, UIZ,ILp)
represents the additive white Gaussian noise vector.

In the uplink transmission phase, at the BS, the jth data
symbol received by the Ith subcarrier is

N
d _ d
ylj - Z xn,j(xnhnl + le' (7)
n=1

Thus, the signals received by all subcarriers can be
expressed as

y;.i =H(a)x; + z;l, (8)

dad d AT ga T -

where y = 1j,y2j,---,ij) ,H2[h,h,,--- h]", and x; =
T . . N

(%1% xy;) - The license-free single/multicarrier

NOMA system can provide a large number of links and
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FIGURE 5: Technical solution of the activity user and data

low access latency and has a wide range of applications in
the cellular IoT. However, due to a large number of potential
users and that these users use nonorthogonal pilot
sequences, the key challenges existing in the unlicensed con-
nection scenarios for large-scale IoT users are channel esti-
mation, active user detection, and data decoding. A
fundamental question is, in addition to active user detection,
how to design a receiver to perform the channel estimation
and/or multiuser data detection effectively.

We intend to solve how to exploit the nonzero element
characteristics of sparse signals and the sparse structure of
system blocks to effectively improve the system’s channel
estimation, active user detection, and data decoding. To take
advantage of the fast attenuation characteristics of nonzero
components in the sparse signals, the traditional least abso-
lute shrinkage and selection operator (LASSO) problem can
be transformed into an iterative weighting problem

min [k, N
s.t. Hyf—Sl_llHZSS,

where ”thl,w = Z£:lwn|hnl|hnl 2 anhnl’ w, = 0,neA, w, = 1
,n¢ A, e is the tolerable estimation error and the set A is
defined as A={n:h,}+0. Since the information of the
nonzero element part of the sparse signals is more reliable,
the estimation of some nonzero elements can be stopped
after several iterations. In addition, the active user set is
updated based on the symbol energy of unreliable informa-
tion and the accurate or approximate total number of active
users known by the BS. This can not only reduce the false
alarm rate but also reduce the missed detection rate and even
achieve a complete detection of active users. For the uplink
transmission stage, the multiple user signals received by
the BS are decomposed into linear combinations of different
signal vectors and the maximum likelihood (ML) detection
problem is transformed into two separable subproblems,
using alternate minimization algorithm. By analyzing the
information of each iteration, the inversion of large-scale
matrices is avoided, thereby reducing the computational
complexity of multiuser data detection.

. . Optimization
Joint estimation ;
NOMA based on ; algorithm
-~ ; of active users
single-carrier and channels
Active users
anfl datfi Analysis of Algorithm
class1ﬁcgt10n Expand multiuser data design and
detection detection analysis
Active
NOMA based on Channel
. . users o
multi-carrier q estimation
detection
Convex
analysis

classification detection solution in the large-scale IoT.

3.4. Joint Blind Detection Scheme of Large-Scale IoT Activity
Users and Data Based on Double-Sparse Learning. Due to the
transmission latency requirement, it is necessary to further
reduce the pilot symbol transmission. Different from the
active user and data classification detection scheme, the
active user and data joint blind detection scheme based on
the double-sparsity learning needs to devised into the data
packet as the user’s identity, and at the same time, the activ-
ity can be completed in one transmission stage for user and
data detection. We need not to estimate the channel infor-
mation firstly, which can help reduce the transmission
latency further. The specific technical solution is shown in
Figure 6. Therefore, considering the symbol synchronization
and authorization-free uplink NOMA system, users are
allowed to initiate data packet transmission at the beginning
of any symbol interval. Whenever the user wants to transmit
a message, it generates a data packet that carries the message
and the identity of the sending user. Once activated, the user
transmits the data packet to the BS at L consecutive symbol
intervals. Assume that the jth data packet of user n is denote

by ¢/ e ! and s,; represents the transmission symbol of

user # in the tth symbol interval. As shown in Figure 7, ()

represents the symbol interval at which user n starts to
k-1~ C(])(k)> k=1,2,--,L

. The symbol of the dormant user can be represented by
zero. Therefore, when tS,J ) <t< tg,] s holds, the transmis-
sion symbol of user n is s, , = o )(t — 1); otherwise s,,,

transmit the jth data packet, s,

=0. For the data packet C£,J>, the channel from user n to
the BS can be expressed by hip =4/ ﬁng5,1>, where 8, and

g,(f ) represent large-scale and short-scale fading, respectively.
The channel state remains unchanged during the entire

transmission period of the data packet cs,] ), which is the
block fading channel.

In the tth symbol interval, the signal received by the BS
can be expressed as

y, =H,s, +w, e CM™,

(10)

T
where H,=h, ,h,,,--,hy,] and s, = (s, .5, - 5y,) - If

t) <t <+ holds, then, we have h,, =h", Otherwise, h,,
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FIGURE 6: Technical design of joint blind detection solution for large-scale IoT activity users and data.
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FIGURE 7: User activity status within the symbol interval.

=0. This problem combines active user detection, channel
estimation, and data detection, which can help reduce the
system’s transmission latency. Note that the representations
of the channel and the signal are both sparse, so that this
problem is also called as the double-sparsity problem. The
performance analysis of the model and the use of the double
sparsity of the received signal model to design detection
algorithms should be developed.

We firstly use the double sparsity of the received signal
model to describe the iterative information of the estimated
channel and data estimation as a conditionally independent
random distribution and use a blind detection algorithm to
estimate the signal in each sparse block. Secondly, a low-
complexity information iterative algorithm is used between
the independent sparse blocks, which can make good use
of the sparseness of the signals to improve the system perfor-
mance and reduce system transmission latency. Finally,
numerical results should be provided to verify the reliability
of the above theoretical results and correctness.

4. Conclusions

In this paper, we performed a comprehensive survey on the
transmission schemes for large-scale IoT with NOMA,
which could support multiple users to use the same fre-

quency resources as long as the interference among users
could be addressed. The NOMA technique could help
improve the frequency reuse efliciency significantly and
was viewed as one of the most efficient candidate of the tech-
niques for the next-generation wireless communications.
However, there still existed a lot of challenges on the trans-
mission schemes for large-scale NOMA systems, including
the short-data packet transmission, active user detection,
channel estimation, and data detection. To address these
challenges, we firstly reviewed the short-data packet trans-
mission in the large-scale NOMA system and then reviewed
the active user detection and channel estimation techniques
for the considered system. We further described the data
detection algorithms for large-scale NOMA systems. In
future works, we will incorporate some intelligent algo-
rithms, such as the deep learning-based algorithm [45-47],
deep Q-network-based algorithms [48], federated algorithms
[49, 50], and transfer learning-based algorithms [51], to the
considered system to enhance the system transmission
performance.

Data Availability

The data in this work can be available through email to the
authors of this paper.
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Low-density parity-check (LDPC) codes have become the focal choice for next-generation Internet of things (IoT) networks. This
correspondence proposes an efficient decoding algorithm, dual min-sum (DMS), to estimate the first two minima from a set of
variable nodes for check-node update (CNU) operation of min-sum (MS) LDPC decoder. The proposed architecture entirely
eliminates the large-sized multiplexing system of sorting-based architecture which results in a prominent decrement in
hardware complexity and critical delay. Specifically, the DMS architecture eliminates a large number of comparators and
multiplexors while keeping the critical delay equal to the most delay-efficient tree-based architecture. Based on experimental
results, if the number of inputs is equal to 64, the proposed architecture saves 69%, 68%, and 52% area over the sorting-based,
the tree-based, and the low-complexity tree-based architectures, respectively. Furthermore, the simulation results show that the
proposed approach provides an excellent error-correction performance in terms of bit error rate (BER) and block error rate
(BLER) over an additive white Gaussian noise (AWGN) channel.

1. Introduction

Internet of things (IoT) will be one of the major trends in next-
generation wireless networks for connecting billions of devices
to the Internet [1-4]. These communication devices will pro-
vide a high data rate with low transmission delay and energy
consumption [5-8]. In this regard, low-density parity-check
(LDPC) codes [9-15] are one of the most promising
candidates in the list of error-control codes and adopted as a
primary choice for next-generation IoT networks [16-19].

Compared to other error-correction codes, like Bose-
Chaudhuri-Hocquenghem (BCH) codes, Reed Solomon (RS)
codes, and turbo codes, LDPC codes have many advantages,
e.g., very low error floor, high-speed encoder and decoder,
and more varieties in code construction [20-23]. Therefore,
LDPC codes have become the focal choice for many commu-
nication standards, such as 10-Gigabit Ethernet (802.3an) [24]
and Wi-Fi (802.11n/ac/ad) [25-27].

To obtain an optimal performance, LDPC codes are
usually decoded with an iterative process between the two
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decoding phases, i.e., check-node update and variable-node
update. Among various decoding algorithms, sum-product
(SP) [28] algorithm provides a tremendous decoding perfor-
mance close to Shannon capacity. However, it suffers from
large complexity because of logarithmic and multiplicative
functions involved in CNU operation. For hardware imple-
mentation of decoder, an area-efficient approximation of
SP called min-sum (MS) [29] algorithm was proposed which
provides implementation advantages over SP algorithm by
computing two minimum values from a set of messages
arriving at check nodes. But it suffers from performance
degradation. The normalized min-sum (NMS) and offset
min-sum (OMS) [30], modified versions of MS, significantly
improve the performance of MS by introducing additional
normalization and offset factors, respectively.

In hardware implementation of MS decoder, each itera-
tion involves two operations, i.e., CNU and variable-node
update (VNU). For CNU, a minimum-value unit (mvu), also
called minimum finder, is required to estimate the first two
minima (Min,, Min,) and index of the first minimum value.
For large block-length LDPC codes required in high data
rate applications, a huge number of minimum-value units
are needed to estimate the first two minima and index of
Min, which significantly increases the complexity of CNU
operation. Existing methods require circuitry with high
complexity in terms of comparators, multiplexors, latency,
and area time. Thus, a low cost algorithm is greatly desired
to reduce the complexity of CNU operation of MS decoder.

Recently, some attempts have been utilized to estimate
the first two minima from a set of messages arriving at check
node. In [31], a single minimum min-sum (smMS) algo-
rithm was proposed which only computes the absolute
minimum value and the second minimum value is com-
puted by adding a corrective constant in the first minimum.
The smMS provides a significant reduction in hardware
complexity of CNU processor, but it suffers from perfor-
mance degradation. Wang et al. proposed a modification
factor min-sum (mfMS) algorithm in [32]; the mfMS algo-
rithm improves the performance of smMS by introducing
a modification factor in absolute minimum value. Zhang
et al. used the mfMS approach to design a flexible LDPC
decoder for multigigabit per second applications [33]. A
variable-weight min-sum (vwMS) algorithm was proposed
by Angarita et al. in [29] by introducing a variable
iteration-based correction factor; the performance of vwMS
is better than smMS and mfMS. A simplified variable-
weight min-sum (svwMS) is also proposed in [29] which
requires low computational cost to determine if more than
one input message shares the same first minimum value.
In [29, 31-33], the absolute minimum value is calculated
first, and then, the second minimum is estimated by apply-
ing a modification or correction factor to absolute minimum
value. Researches have also investigated various problems on
the other related topics of communications [34-44].

Besides the single minimum-based algorithms, some
efforts have been made to propose architectures which com-
pute the two minima from a set of messages for CNU oper-
ation [45-49]. A sorting-based architecture was proposed by
Xje et al. in [46] for finding two minima, but it suffers from
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FIGURE 1: Sorting-based search module architecture.

large critical delay. Chen-Long et al. proposed a tree-based
architecture in [47] which requires some additional com-
plexity but provides critical delay less than that of sorting-
based architecture. A low-complexity tree-based architecture
[48] was proposed by Lee et al. which reduces some hard-
ware complexity of tree-based structure while keeping the
critical delay between those of the sorting-based and tree-
based architectures. This manuscript presents an efficient
approach, known as dual min-sum (DMS) architecture, for
finding the first two minima (Min,; and Min,) from a set
of variable nodes participating in CNU operation. Com-
pared to existing sorting-based and tree-based architectures,
the proposed scheme efficiently eliminates a large number of
comparators and multiplexors while keeping the critical
delay almost equal to the tree-based architecture. Based on
experimental results, if the number of inputs is equal to 64,
the proposed architecture saves 69%, 68%, and 52% area
over the sorting-based, tree-based, and low-complexity
tree-based architectures, respectively. Furthermore, the
simulation results show that the proposed approach outper-
forms its counterparts by providing an excellent error-
correction performance close to NMS algorithm over an
additive white Gaussian noise (AWGN) channel.

The remainder of this correspondence is arranged as
follows. In Section 2, the basic concepts about LDPC codes
and min-sum decoding are given. A detailed review of the
state-of-the-art architectures for finding the first two min-
ima is given in Section 3. Section 4 presents a proposed
architecture to find the first two minima for CNU operation
of min-sum LDPC decoder. The performance analysis and
hardware implementation of the proposed architecture are
given in Section 5, and the conclusion of this correspon-
dence is presented in Section 6.

2. Min-Sum LDPC Decoding

An (N, K) LDPC code can be described by the null space of
a M x N sparse parity-check matrix H, where M denotes to
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the number of parity-checks and N denotes to the block
length of code. It can also be specified by a bipartite graph
or Tanner graph having M check nodes and N variable
nodes. The check nodes {c,, -, ¢, } specify the rows of H
and variable nodes {v,,---,cy} specify the columns of H.
The degree of check node (d,) is equal to the number of
nonzero entries in a row of H, and the degree of variable
node (d,) is equal to the number of nonzero entries in a
column of H.

Let N,,={n: H,,, =1} denote the set of variable nodes
involve in check node ¢,, and M, ={m: H,, =1} denote
the set of check nodes connected to variable node v,,. Also,
let N,,, represent the set N,, with excluding the variable
node n and set M, ,, represents exclusion of check node m
from the set M,. The log-likelihood ratio (LLR) for a
random variable can be defined as In ((1—1y)/y), where y
represents the probability of transmitted bit being equal
to zero. In addition, let ¢!  denote the LLR message
for bit n, sent from variable node v, to check node c,
in the jth iteration. Similarly, ¥\)  denotes the LLR
message for bit n, sent from check node ¢, to variable
node v, in the jth iteration. Finally, w=[w,;, w,, -, wy]
and r=][r;,r,, -, ry] denote the transmitted and the
received codewords, respectively. Also, let us assume that
€=1[¢,,¢,, -, &y] denote the intrinsic reliability provided
by the channel. The MS decoding consist of the following
steps:

(1) Initialize j=1,---, J . Where J .  represents the
maximum number of iterations

(2) Initialize yU=")

m—n

=0, Vme{l,---, M}, VneN,,
(3) VNU function: Vne{l,---, N}, VmeM,,

- ',1
o0 =+ Yy yUl (1)

M

(4) CNU function: Vme{1, ---, M}, VneN,,

(pgl)—»m‘ H Sign (gar({’)—»m) :

(2)

() =mj
Yi—n = mlnn’st\n

m\n

(5) Hard decision: applying a hard decision to compute
the transmitted sequence W = (@, @,, --+, Wy) as

o=t Y v,

m'eMy

0, ifu,>0,
'lI) =
1, otherwise.

If WHT =0 or the maximum number of iteration
Jmax 18 reached, move to Step 6; otherwise, set j=
j+1 and go back to Step 3.

(6) Output: declare the estimated sequence WAY) as the
decoder output

As compared to conventional SP and NMS algorithms,
although the performance of MS algorithm is lower, it
requires much simpler hardware circuitry for CNU opera-
tion performed in check-node update processor. In practical
implementation of MS decoder, instead of finding the mini-
mum value in (2), two minimum values are computed from
the set of messages arriving at check node and a suitable one
is selected depending upon the information received at the
check node. Thus, the MS decoder reduces the hardware
complexity and provides implementation advantages in
terms of area and delay. In the next section, we introduce
some existing architectures to find the first two minima for
CNU operation of MS decoder.

3. Related Architectures

Generally, the hardware circuit used to find the first two
minima from a set of messages arriving at check node is
known as search module (SM). Let, for a given set of mw
-bit messages received at check node, X = {x,, x;, -+, x,,_; |3
SM generates three outputs: (1) the first minimum value of
set {X}, (2) the second minimum value of {X}, and (3)
the index of the first minimum value. For hardware realiza-
tion, two 2-input units, mvu,_, and mvu,_,, are used as the
fundamental units of a search module. mvu,_,, as shown in
Figure 1(a), consists of one comparator and one w-bit 2-to-1
multiplexor and it returns the smaller value from two inputs.
mvu,_, consists of one comparator and two w-bit 2-to-1
multiplexors, and it returns both smaller and larger values,
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FIGURE 4: Low-complexity tree-based search module architecture.

as depicted in Figure 1(b). Also, assume m inputs of SM be a
power of 2, ie., m= 2k If m is not a power of 2, then such
SM can be obtained by pruning some leaf nodes of the
balanced SM having 2 inputs as described in previous liter-
atures [45-47]. Next, we present some state-of-the-art archi-
tectures to find the first two minima and index of the first
minimum value.

The sorting-based SM architecture for eight inputs is
depicted in Figure 2. The overall process of sorting-based
SM is partitioned into two steps: (1) Min, is computed with
the binary search tree and (2) an index-controlled multiplex-
ing system is used to compute Min,. In Figure 1(c), the
index of Min, can be estimated from comparison results.
A set of candidates, Y = {y,, y,, y; }, is computed by the mul-
tiplexing system which employs three 8-to-1 multiplexors to
estimate the value of Min,. Once the set Y is in hand, two
mvu,_, are required to compute Min,. Consequently, the
sorting-based SM requires nine 2-to-1 multiplexors, nine
comparators, and three 8-to-1 multiplexors for processing

Logical-unit

Miny

Min,

FiGUre 5: The proposed search module for DMS architecture.

v Right-shift
€> register
N

FIGURE 6: Detailed structure of logical unit for DMS architecture.

eight inputs. But it causes the long critical delay due to
serially connected multiplexing system.

The sorting-based architecture is not feasible for high-
speed applications because it induces a large critical delay
due to serially connected multiplexing system. A tree-based
architecture, as depicted in Figure 3, was proposed in [47]
for high-speed realization. In tree-based SM, Min; and Mi
n, have almost the same processing time due to the hierar-
chical tree architecture. Compared to sorting-based SM, it
requires more comparators and multiplexors for finding
Min,. Three mvu,_; and one 2-to-1 multiplexor are addi-
tionally required for combining two subtrees. But the serially
connected multiplexing system is completely removed which
reduces the critical delay.
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Input: a set X of m positive values.
for j=1: m do
Step 1

of values.
Step 2

end for
Output: X, ={Min,, Min_, }

Partition set X into pairs of values and find the minimum value of each pair. Continue partitioning, and find Min, from the last pair

Input the last pair of values in Step 1 to logical unit, and estimate Min _,.

ALGorITHM 1: DMS algorithm.

The tree-based architecture provides implementation
advantages over sorting-based architecture in terms of criti-
cal delay, but it is not cost-effective for large block-length
LDPC codes. Thus, it has higher hardware complexity that
arises from large number of comparators and multiplexors.
A low-complexity tree-based architecture was proposed
in [48] which reduces the number of comparators while
keeping the critical delay between those of the sorting-
based and tree-based architectures. A low-complexity
tree-based SM, referred to as SM,,,, for eight inputs is

depicted in Figure 4 where a PROg unit provides a candi-
date set, Y ={y,,,,¥;}, for finding Min,. A tree structure
composed of two mvu,_; is required to find Min, from
candidate set Y. SM,,, requires nine comparators and twenty
2-to-1 multiplexors to process eight inputs. Therefore, the
existing sorting-based and tree-based search modules are not
cost-effective for large block-length LDPC codes. Hence, a
low-cost SM architecture is greatly needed for hardware
implementation of MS-LDPC decoder. Next, we present SM,
known as DMS architecture, which reduces the hardware
complexity of MS decoder for large block-length LDPC codes.

4. Proposed Architecture

The complexity of comparators and multiplexors is consid-
erable for hardware realization of the MS-LDPC decoder.
A DMS-based SM is presented which reduces a large
number of comparators and multiplexors while keeping
the critical delay almost equal to the tree-based architecture.
The proposed SM is conceptually similar to sorting-based
SM. But the serially connected multiplexing system for find-
ing Min, is completely removed which reduces the hardware
complexity and critical delay. The proposed DMS-based SM
estimates the Min_, value using a logical unit, as depicted in
Figure 5. The complexity and delay of logical unit are much
less than those of the serially connected multiplexing system.
The hardware complexity of both the proposed and sorting-
based architectures is the same to find Min,. But the DMS-
based SM estimates the Min_, using a logical unit which
reduces the hardware complexity.

The DMS-based SM for eight inputs is depicted in
Figure 5, where seven comparators and seven 2-to-1 multi-
plexors are required to find Min,. The logical unit, as
depicted in Figure 6, requires two adders, one right-shift
register, and one AND gate for estimating Min,. The first
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FIGURE 7: Error-correction performance of the proposed approach
and its competitors for the IEEE802.16e (2304, 1152) LDPC code.

step of DMS approach is to replace the CNU function in
(2) with

IeN,,

H sign (U/SLM) . (4)

n’st

v,

Yy, = min,

In other words, the sign and output magnitudes are
estimated from all N,, variable nodes arriving at check node
¢,,- The next step is to find the first two minimum values

for CNU operation. Let Afrjl)m and /\i{}b denote Min, and

Min,, respectively. The magnitude of check-node output
is computed as

Asub = ’7% ({,‘l + b)—‘ > if q)y({])—wn = Amin’ (5)

v,
otherwise,

min>

where a and b denote the variable nodes participating in
the last mvu, ; of DMS architecture. Thus, the DMS
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FIGURE 8: Error-correction performance of the proposed approach and its competitors for the IEEE802.16e (2304, 576) standard

LDPC code.

architecture reduces the hardware complexity for CNU
operation of the MS-LDPC decoder.

As an illustrative example, assume a set X of eight
input values, X={2,8,1,6,5,3,7,4}. Based on Step 1
of the DMS algorithm, set X as partitioned into pair
of values as R={{2,8},{1,6},{5,3},{7,4}}. Finding
the minimum value of each pair, a subset is obtained
as X, ={2,1,3,4}. Again, partitioned subset X, into a pair
of values as R; = {{2, 1}, {3, 4} }. Finding the minimum value
of each pair, we obtain the last pair of values as {1,3} which
returns the first minimum value as Min; = {1}. According to
Step 2 of the DMS algorithm, the last pair of values, {1, 3}, is
passed to the logical unit for finding Min_,. Based on (5),
Min_, can be estimated as [(1/2)(1+3)] =2. Afterward,
the DMS algorithm returns the output as X, ={1,2}. It
is important to mention that the DMS algorithm returns
Min, which is always the first minimum value of set X,
but it returns Min_, which is the estimated second mini-
mum value among the values of X; it may or may not be
the exact second minimum value. Consequently, the DMS
algorithm provides an efficient architecture which is more
cost-effective for large block-length LDPC codes.

5. Experimental Results

5.1. Performance Analysis. In this section, the error-
correction performance of the proposed DMS approach in
terms of bit error rate (BER) and block error rate (BLER)
is compared with its counterparts under the same condi-
tions. The standard IEEE802.16e LDPC codes with code
rates 0.5 and 0.75 having a block length of 2304 are used
for evaluating the performance of the proposed and some
other existing algorithms. The performance of the proposed
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FiGure 9: Critical delay of the proposed architecture and its
counterparts for different numbers of inputs.

approach is compared with the NMS, mfMs, sywMS, and
exMin-#n [49] algorithms with maximum number of decod-
ing iterations equal to 50. Binary phase-shift keying (BPSK)
transmission is assumed over an AWGN channel. Figures 7
and 8 depict the performance analysis for the (2304, 1152)
and (2304, 576) IEEE802.16e LDPC codes.

Figure 7 compares the error-correction performance of
the proposed DMS algorithm with NMS, svwMS, and
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exMin-n, for n=2. Numerical results show that the DMS
algorithm provides an excellent error performance close to
the NMS algorithm with code rate 0.5 and code length of
2304 for IEEE802.16e standard LDPC code. At a BER of 1
075, the DMS algorithm performs very close to NMS with
a degradation of 0.09dB. On the other hand, the exMin-2
and svwMS algorithms perform with a degradation of
0.20dB and 0.30dB, respectively.

Similarly, the error-correction performance of the DMS
algorithm is also compared with NMS, mfMS, and exMin-
n, for n = 3, for IEEE802.16e standard LDPC code with code
rate 0.75 and a code length of 2304. Figure 9 reveals that the
DMS algorithm performs close to the NMS algorithm with a
degradation of 0.06 dB at BER of 107°. But the exMin-3 and
mfMS algorithms provide a performance loss of 0.22 dB and
0.26dB, respectively. As a result, the proposed DMS
algorithm outperforms its counterparts under the same
conditions by providing an error-correction performance
very close to the NMS algorithm.

5.2. Complexity and Speed Performance. As compared to the
state-of-the-art architectures [46-48], the proposed DMS
architecture reduces the computational complexity for
CNU operation of the MS-LDPC decoder. According to
Table 1, a comparison of the hardware complexity and crit-
ical delay of DMS architecture with sorting- and tree-based
architectures is shown, where 7, 7, T and 7, denote
the delay of comparator, multiplexor (2-to-1), multiplexor
(2k-to-1), and logical unit, respectively. The sorting-based
[46] and low-complexity tree-based [48] architectures
require 2F+ k-2 comparators, and the tree-based [47]
architecture requires 25*! — 3 comparators to find the first
two minima. As the DMS architecture completely removes
the multiplexing system inevitable for sorting-based SM, it

requires 2f — 1 comparators for finding two minima. The
sorting-based SM requires 2% +k—2 2-to-1 and k2*-to-1
multiplexors, where the tree- and low-complexity tree-
based architectures require 3.2F — 4 comparators to find the
first two minima. But the DMS architecture requires 2% — 1
multiplexors for finding Min, and Min_,. Also, the DMS
architecture additionally requires two adders, one right-
shift register, and one AND gate for the implementation of
logical unit, but it keeps the critical delay almost equal to
that of the tree-based architecture. Consequently, if the
number of input values is equal to 16, for example, the
DMS architecture eliminates 16.66% comparators compared
with the sorting-based and low-complexity tree-based archi-
tectures and 48.27% comparators compared with the tree-
based architecture. Also, the proposed architecture requires
65.90% less multiplexors compared with the tree-based and
low-complexity tree-based architectures.

For fair comparison, four types of architectures are
implemented in 6-bit CMOS standard cell library process:
the sorting-based [46], tree-based [47], low-complexity
tree-based [48], and proposed DMS architectures. Figure 9
depicts the critical delay for four architectures against differ-
ent numbers of inputs. To the best of our knowledge, the
tree-based [47] architecture is assumed to be the best archi-
tecture in literature for high-speed realization. Figure 9
shows that the critical delay of the DMS architecture is
almost the same as that of the tree-based [47] architecture.

The most area-efficient architecture was proposed by Lee
et al. in [48]. Figure 10 shows that when k is equal to 6, the
proposed architecture saves 69%, 68%, and 52% area over
the sorting-based, tree-based, and low-complexity tree-
based architectures, respectively. Consequently, the pro-
posed architecture is proved to be the most area-efficient
architecture for high-speed realization. Consequently, the



Wireless Communications and Mobile Computing

DMS architecture reduces the hardware complexity of the
MS-LDPC decoder for CNU operation.

6. Conclusion

An eflicient approach has been proposed to find the first
two minima for CNU operation of the MS-LDPC decoder.
The proposed architecture is conceptually similar to the
sorting-based architecture, but it completely removes the
large-sized multiplexing system which results in a prominent
reduction in hardware complexity and critical delay. The
proposed architecture estimates the second minimum value
by utilizing a logical unit circuit having complexity and delay
less than those of the multiplexing system. Based on the
experimental results, the proposed architecture provides a
critical delay almost the same as that of the tree-based archi-
tecture. More specifically, the proposed SM eliminates a large
number of comparators and multiplexors for CNU operation
of the MS-LDPC decoder. Therefore, the DMS architecture
saves 69%, 68%, and 52% area over the sorting-based, tree-
based, and low-complexity tree-based architectures, respec-
tively. Furthermore, simulation results show that the proposed
approach outperforms its competitors in terms of bit error rate
(BER) and block error rate (BLER) by providing an excellent
error-correction performance over an AWGN channel.
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This paper investigates a full-duplex relay network assisted by radio frequency (RF) power station in ubiquitous electric Internet of
Things (UEIoT), where a wireless sensor on high voltage transmission line collects electric data and then transmits data to a
destination via a full-duplex decode-and-forward relay. The destination receives and processes the data to inspect the state of
high voltage transmission line. Both the sensor and relay do not have fixed energy source; so, they first have to harvest energy
from a RF power station and then complete information transmission by using the harvested energy. As the line-of-sight (LOS)
propagations often exist in outdoor application scenarios of UEIoT, the Rician fading channel is adopted in the network. To
explore the system outage performance, the explicit expressions of the outage probability and throughput of the system are
derived by using mathematical analysis. Simulation results validate the correctness of our theoretical analysis and also evaluate

the effects of system parameters and deployment position of power station on the outage performance.

1. Introduction

The ubiquitous electric Internet of Things (UEIoT) aims to
realize the interconnection of all things and human-computer
interaction in the power system by integrating modern infor-
mation technologies, including wireless sensor networks, artifi-
cial intelligence, and advanced communication technologies
[1]. The State Grid Corporation of China has planned to ini-
tially build UEIoT by 2021 to support the development of grid
business and some other emerging businesses. By 2024, UEIoT
will be established to form an energy internet ecosystem with
joint construction, cogovernance, and sharing [2, 3]. UEIoT
has attracted much attention from academia to industry [4, 5].

The UEIoT can be applied to a large number of outdoor
and field application scenarios, such as field power line inspec-
tion. Unfortunately, although wireless sensors are deployed on
the high-voltage line, they cannot be driven directly by the
power of the high-voltage line. So, recently passive Internet
of Things [6] has attracted attention and become an important
part of UEIoT, where the sensors can be wirelessly charged by
harvesting energy of the radio frequency (RF) signals emitted
by wireless power stations [7-9]. The authors in [7] realized
a practical wireless powered sensor network and investigated
the efficiency of RF energy harvesting (EH). In [8, 9], an IoT
powered by a static and mobile base station was, respectively,
studied, where a number of wireless sensors first harvested
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energies from base station and then transmit their information
to the base station. The works in [6-9] considered the linear
EH model, while [10, 11] further considered a more practical
nonlinear EH model. In [10], a wireless powered cognitive
radio sensor network was studied, where two primary users
communicate to each other with the help of a sensor node with
nonlinear energy harvester and accurate expressions of the out-
age probability and throughput were derived for the primary
system. [11] considered a downlink nonorthogonal multiple
access (NOMA) network, where the near user was equipped
with a nonlinear energy harvester, and the outage probabilities
and throughput for both the far and near users were derived.

On the other hand, to complete information delivery,
wireless sensors generally communicate by using relaying
mode due to the long distance among sensors in IoT [12].
Compared with traditional half-duplex relay, full-duplex relay
can use the same frequency band to simultaneously receive
and transmit information; so, the transmission delay and sys-
tem spectrum efficiency are greatly improved [13, 14]. Owing
to these merits, full-duplex relay has attracted increasing inter-
est [15-17]. In [15], an optimal beamformer design was pro-
posed for a full-duplex decode-and-forward (DF) relay
system with self-energy recycling. [16] extended the one-way
relay system in [15] to two-way relay one and analyzed outage
performance of the system. The authors in [17] studied effect
of residual self-interference (SI) on the stability performance
of the full-duplex amplify-and-forward (AF) relay system.

To inherit the benefits of RF EH and full-duplex relaying,
some exiting works have investigated the full-duplex relay
networks powered by RF EH, see e.g., [18-21]. In [18], some
full-duplex AF relays first harvested energy from a source
and then received and forwarded the information of the
source to a destination by using the harvested energy. The
achievable information rate was maximized by designing
optimal power allocation and relay selection policy [18].
The authors in [19] further studied two-way relay system
and derived closed-form expressions of the throughput and
outage probability over Rayleigh fading channels. In [20], a
multidestination relay network was considered, where a
source first emitted energy to a full-duplex DF relay and then
the relay further used the harvested energy to forward the
information of the source to multiple destinations, and the
spectral efficiency of system was enhanced by jointly optimiz-
ing the time allocation, subcarriers, and transmission power
of the source and relay. Different from the works [18-21]
considered a relay network consisting of a source, a DF relay
and a destination, as well as a power station, where the source
and relay first harvested energy from the power station and
then cooperatively transmit information to the destination.

This paper also considers a full-duplex relay network
assisted by a dedicated power station in the UEIoT, as shown
in Figure 1. A wireless sensor (S) on high voltage transmission
line collects electric data and then transmits data to a base sta-
tion (D) via a dual antenna full-duplex DF relay (R). D receives
and processes the data to inspect the state of high voltage
transmission line. Both S and R do not have fixed energy
source; so, they first have to harvest energy from a RF power
station and then complete information transmission by using
the harvested energy. Different from [21], the Rician fading
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channel model is better suited in outdoor roadside scenario
with RF energy harvesting, according to the experimental
result [22]. As UEIoT is usually deployed in outdoor roadside
scenario, the Rician fading channel model is adopted in this
paper.

For such a network, our contributions are summarized as
follows. Firstly, the EH process and information transmission
are modeled for the full-duplex relay network powered by RF
power station. Then, the explicit expressions of the outage
probability and throughput of the system are derived by
using mathematical analysis in order to explore the system
outage performance. Simulation results validate the correct-
ness of our theoretical analysis, and the effects of system
parameters on the outage probability are also discussed.
Finally, the optimal deployment position of power station is
also investigated, which may provide some useful insights
on the future practical applications of UEIoT.

The rest of this paper is organized as follows. In section 2,
the system model is presented. Section 3 derives the outage
probability and throughput of the system. Section 4 shows
some simulation results to evaluate our theoretical analysis
and illustrate the system performance. Finally, this paper is
concluded in section 5.

2. System Model

We consider a full-duplex relay network assisted by RF
power station (PS) in UEIoT, as shown in Figure 1, which
is composed of a source (S), a relay (R), and a destination
(D), as well as a dedicated RF PS. S desires to transmit infor-
mation to D with the help of R. S and R do not have fixed
energy source; so, they have to harvest energy from PS and
then use the harvested energy to accomplish information
transmission. R adopts the decode-and-forward (DF) proto-
col. As the decoding processing power required at R is much
less than its transmit power, its decoding processing power is
thus ignored. PS, S, and D are equipped with single antenna.
R is equipped with two antennas, one is the receiving antenna
used to receive information from S or harvest energy from
PS, and the other is the transmitting antenna used to forward
received information to D in the full-duplex mode.

Figure 2 illustrates the time frame of the transmission
protocol. It is assumed that each time frame is with the time
period of T, which is divided into two parts, where the first
part is used for energy transfer and the second one is for
information transmission with full-duplex relaying. Consid-
ering there exist line-of-sight (LOS) propagations between
the nodes in the outdoor UEIoT, the links between any two
nodes are modeled as Rician fading channels. The channel
coefficients are assumed to be unchanged in each time frame
T, but may change independently between any two adjacent
time frames.

Specifically, during the first part with time interval of aT,
PS broadcasts energy to S and R, where « is the time division
factor satisfying 0 < & < 1. The energy harvested by S and R
can be, respectively, expressed by

Eg=aTnPgd," |h, |, (1)
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Eg = aTnPyd,"|h,)%, (2)

where h; and h, are the channel coeflicients of the links from
PS to S (PS-S) and from PS to R (PS-R), respectively. d, and
d, denote the distances between PS and S and between PS
and R, respectively. P, denotes the transmit power of PS. m
represents the path loss exponent. # is the energy harvesting
efficiency satisfying 0 <# < 1.

During the second part with time interval of (1 — &) T, by
using the harvested energies, S and R cooperatively transmit
information to D with the full-duplex mode; that is, S trans-
mits information to R, and R simultaneously receives infor-
mation of S and forwards the information to D. From (1)
and (2), the available transmit power at S and R can be,
respectively, expressed by

Eg naPyd,"|h,

= or ™ (e G)
_ Er W“PBdgm‘hﬂz
PR_(I—oc)T_ (1-a) )

Let x5 and xy, respectively, represent the signals transmit-
ted by S and R, with E[jxg|’] = Py and E[|xg|’] = Py. nyg
denotes the additive Gaussian white noise (AWGN) with
the mean of 0 and the variance of N, at the relay node R.
The signal received at R can be expressed as

yr=1/d5" hyxg + hppxp + 1, (5)

where the first term of right part \/d;" h;x is the desired sig-
nal, and the second term hypxy is the self interference (SI). h,
represents fading coeflicient of the link from S to R (S-R). gy
represents the channel coefficient of the link between the
transmitting antenna and receiving antenna of R. d; is the
distance between S and R.

R adopts self-interference cancellation (SIC) technology
to eliminate SI. However, it is hard to completely eliminate
SI in practice, and therefore, the residual self-interference
(RSI) always exists [23], which may limit the system perfor-
mance of full-duplex mode. In order to describe the RSI,
denote it as npy, and then the signal received at R can be
transformed into [24]

yr =1/ 45" h3Xs + ngg + np, (6)

where np; is modeled as a complex Gaussian distribution
with mean of 0 and variance of Nyg [25]. Ny is propor-
tional to the transmit power Py of R, that is,

Npgp = QPp, (7)

where Q represents the SIC capability and indicates the
strength of the self-interference cancellation capability of
relay. The smaller the value Q is, the stronger the relay SIC
capability is.

Simultaneously, R also decodes and forwards signal to D
while receiving the signal from S. The signal received at D can
be expressed as

Yp=1/ dy"hyxg + np, (8)

where h, denotes the fading coeflicient of the link from R
to D (R-D), and d, represents the distance between R and D.
np represents the AWGN with the mean of 0 and variance of
N, at D.



Following (6), the received signal-to-interference and
noise ratio (SINR) for decoding at R can be given by

dy" Pg|hs)?
L ©)
RSI 0

By substituting (3) and (7) into (9), and using some
simple mathematical transformations, we can obtain that

Vp= dImd;m(qu)f} (10)
K 0d)"e, + (1/0)
where @ = nay,/(1 - a) with y, = Pz/Ny, and ¢, = |h;|* (i =

,2,3,4).

Similarly, by using (4), (7), and (8), and after some math-
ematical transformations, the received signal-to-noise ratio
(SNR) at D can be given by

Yp=2d,"d," 9,9, (11)

3. Outage Performance Analysis

In this section, we analyze the outage probability of the sys-
tem. As R adopts DF protocol, it will decode the information
of S and forward the information to D if the information is
correctly decoded. Let y,, be the required SINR for successful
transmissions for both S-R link and R-D link. Then, the out-
age probability of the system can be expressed by

=P {yr <vu})PA{yp <vu}>
(12)

Py =P {yr <yum )+ (1

where P.{y,<y,,} is the outage probability of the first
hop (i.e., S-R link), and P {y, <y,,} is the outage proba-
bility of the second hop (i.e, R-D link) . For convenience,
PA{yr <ys} and P{y,<y,} are represented as P, p
and P, p, respectively.

Define R,, (in bps/Hz) as a target transmission rate
threshold. According to the Shannon formula, we can have
that

Ry = (1-a)log, (1 +7yy,), (13)

and thus y,, can be calculated as y,, = 28+/(1-9 — 1.

To calculate P, , and P_, p, firstly it can be seen that
there are two multiplied random variables ¢; in (10) and
(11). Following the Rician distribution, the probability
density function (PDF) f, (x) and cumulative probability
function (CDF) F

tively, given by [26]

o, (%) of the random variable @; are, respec-

folw= B DTy

l

K+ 1\'K/x 0,
( ) ze v (14)
A

=0
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0 = = mil
(15)

where B; = ((K; +1)/A;)(i=1,2,3,4). K; and A, represent the
Rician factor and the mean of random variables P
respectively.

In order to facilitate the derivation and analysis, define an
auxiliary variable Y;;=¢,¢;, and the CDF of Y;; can be

expressed as

Fy (y) :Pr{Yij <}’} :Pr{‘Pi‘Pj <)’}

“ o0 (16)
_Pr{(Pi < %} = L F, (%j)f% (goj)dgoj.

By using (14) and (15), the CDF of Y in (16) can be fur-
ther calculated as

00 o L gipm " sy
Fy,,(y>:j0 {1—‘3"(‘2 > T (%) e B‘””}fw, (¢))de, (17)
) B,-%,Aje_p,%i (Bf_Kf)k - kd

& ok T

’ ) 0‘10: 1 KI_K_k
“1-2 ()Y 3y e (58) Ko (2/BB),

where A; = Bje™ and K (-) are the modified Bessel function
of the second kind [27].

Then, by using (10) and (17), the outage probability of
the first hop can be derived as

d\"d" ¢,
P =P 1 3 173
out_R r{‘QB ;m¢2+(1/®) <Yth}

{1, < Lol (00

d,"d;s
0 Yo (Qpd5" @, + (1/D

= [ fator, (M O gy,

21-A,
where

(B,K,)IK! K ;¥
n2!(k)* (1)’

o0 [ee] [ee]
acanen § 85§
q=0 =0 k=0 z=0
_JOO 9,-B:9» |:BlB3yth(‘QBd2m(P2 +

(P —-m j—m
0o d,"d;

B,B,y,, (Qd," ¢, +
'Kk—z+l <2\/ = th(d—rfld—rfl
1 3

Similarly, by using (11) and (17), the outage probability
of the second hop can be derived as

ktm+1

<1/®>>} :

(1/@)))6@2.
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TaBLE 1: System simulation parameter table.
Parameter Explanation Default value/value range
n Energy harvesting efficiency 0.8/0-1
A Mean of ¢, 1
d; Distance 3m
m Path loss coefficient 2
(0] SIC capability -20dB
Ry, Transmission rate 0.05 bits/s/Hz/0.01-0.5 bits/s/Hz
o Time division factor 0.4/0-1
Yo Power station transmit power and noise power ratio Pz/N, 0-50dB
K; Rician factor 2/0-4
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Finally, the system throughput for a delay limited
scenario can be expressed as

R=Ryp(1 = Poy) (1 - a). (24)

F1GURE 3: The system outage probability versus Py/N,, for different
Rician factor K.

4. Simulation Result

This section presents some simulation results to verify our
obtained theoretical results and demonstrate the system per-
formances. For clarity, the simulation parameters are listed in
Table 1. In the figures of the section, the marker of Ana+
denotes the numerical results calculated by the derived closed
expression, the marker of Sim+ denotes the simulation
results obtained by Monte Carlo method, and Appr+
denotes the numerical asymptote in high SNR regime. In
the following, we will discuss the effect of system parameters
and PS position on the system performance, respectively.

4.1. The Effect of System Parameters on Performance.
Figures 3 and 4 show the effect of the ratio of the PS transmit
power to the noise power (i.e., y, = P3/N,) on the system out-
age probability and throughput with different values of the
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FIGUre 5: The system outage probability versus time switching
factor « for different y,.

Rician factor, respectively. From Figures 3 and 4, it can be
seen that the results calculated by the closed expression
match the results obtained by Monte Carlo simulation well,
which demonstrates the correctness of our obtained theoret-
ical results.

From Figures 3 and 4, one can also find that for a fixed
Rician factor K, the greater the value of y, is, the smaller the
system outage probability becomes, and the larger the system
throughput becomes. This is because with the increment of
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FIGURE 6: The system throughput versus time switching factor « for
different y,.

y, for given N, the energy harvested by S and R increases,
which yields higher SINR of both R and D. It can also be found
that for fixed y,, the greater the value of the Rician factor is,
the lower the outage probability of the system becomes, and
the larger the system throughput becomes. The reason is that
the larger Rician factor means the stronger LOS, which
increases the energy harvested by both S and R. Finally, from
Figure 3, it can be seen that the outage probability gradually
approaches an numerical asymptote in high SNR regime. This
indicates that increasing the transmit power of PS cannot infi-
nitely decrease the outage probability of the system.

Figures 5 and 6 show the effects of the time division factor
« on the system outage probability and throughput for differ-
ent values of y,, respectively. The results calculated by the
closed expression fit well with those obtained by Monte Carlo
simulation, confirming that the derived closed-form solution
of the system outage probability is completely accurate again.
One can see that for a fixed a, the larger y, is, the lower out-
age probability is and the larger throughput is, which agrees
with Figures 3 and 4.

From Figure 5, one can see that for a fixed y,, with the
increment of the value of «, the outage probability decreases
first and then increases. On one hand, when the value of « is
close to 0, the time allocated for energy harvesting is rela-
tively short. In this case, the less energy can be harvested by
S and R and therefore, the outage probability of system is
close to 1. On the other hand, when the value of « approaches
to 1, the time assigned for information relaying transmission
becomes very short, and thus the outage probability of sys-
tem tends to be 1. In addition, it can be found that there is
an optimal value of «, which makes the outage probability
of system reach the lowest. For example, for y, = 30, when
« is equal to about 0.6, the system achieves the best outage
performance.
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From Figure 6, one can also see that for a fixed y,, with the
increment of the value of , the system throughput increases
first and then decreases. The reason is as follows. When the
value of « is close to 0, S and R do not have energy to transmit
information, while when the value of « is close to 1, S and R do
not have time to transmit information. Moreover, it can be
found that there is an optimal value of «, which makes the sys-
tem throughput reach the largest. For example, for y, = 30,
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FIGURE 9: The considered coordinate system.

when « is equal to about 0.08, the system achieves the best
throughput performance. Finally, by comparing Figure 6 with
Figure 5, it can be found that the optimal values of « are differ-
ent for the best outage probability and throughput.

Figures 7 and 8 discuss the effect of transmission rate
threshold R,;, on the system outage probability and through-
put with respect to y,, respectively. It can be seen that for
fixed transmission rate threshold R, as the value of y,
increases, the outage probability gradually decreases, and
the throughput gradually increases, and they tend to be sta-
ble, which is consistent with the results in Figures 3 and 4.
Moreover, from Figure 7, one can observe that for a fixed
Y,» the smaller the value of R, is, the lower the value of sys-
tem outage probability becomes. This is because when R,
becomes smaller, y,, =281 —1 also becomes smaller,
which further causes lower outage probability. Finally, from
Figure 8, it can found that the larger the value of R, is, the
larger the system throughput becomes. The reason is that
from (24) one can see that with the decrement of system out-
age probability, the throughout gradually increases.

4.2. The Effect of Power Station Position on Performance. In
order to discuss the effect of power station position on per-
formance, we consider a coordinate system, as shown in
Figure 9. § is located at the origin of coordinate, R is located
at the positive X-axis, and their distance d; is set to be 10 m.
D islocated in the fourth quadrant and its distance d, from R
may be set to 5m, 10m, 20 m, or 30 m. PS moves at a straight
line whose distance h from the X-axis is set to be 10 m. The X
-axis coordinate of PS is denoted by x, which is used to rep-
resent the position of PS. Besides, the ratio of PS transmit
power to the noise power y, is set to be 40 dB, and other sys-
tem parameters are set according to Table 1.

Figures 10 and 11 show the system outage probability and
system throughput with respect to PS position x for different
distances between R and Dd,, respectively. It can be found
that with the increment of the X-axis coordinate of PS x,
the outage probability first decreases and then increases while
the throughput first increases and then decreases. And there
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is an optimal PS position whose X-axis coordinate is located
between S and R, which makes the outage probability of
system reaches the lowest or system throughput reach the
largest. The reason is when the X-axis coordinate of PS is
located between S and R, and both hops are balanced, which
leads to lower outage probability and larger throughput. It
can be also seen that with the increment of distance between
Rand Dd,, the outage probability increases, and the through-
put decreases, which is caused by larger path loss from R to D
. Finally, one can see that with the increment of distance
between R and Dd,,, the optimal PS position is gradually close
to R. This is because when PS is closer to R, it can supply
more energy to R to alleviate the effect of larger path loss
from R to D.
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5. Conclusion

This paper has studied the communication outage perfor-
mance of full-duplex relay networks powered by RF energy
harvesting in UEIoT, where the outdoor Rician fading chan-
nel model is adopted and full-duplex relaying protocol is
employed. The explicit expression of the outage probability
of the system has been derived. Simulation results have vali-
dated the correctness of our theoretical analysis and also
evaluated the effects of the transmit power of the power sta-
tion, the Rician factor, the time division factor, and system
transmission rate threshold on the system outage probability
and throughput. The optimal deployment position of power
station is also investigated, which provides some useful
insights on the future practical applications of UEIoT.
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Pilot power allocation for Internet of Things (IoT) devices in massive multi-input multioutput heterogeneous wireless sensor
networks (MIMO-HWSN) is studied in this paper. The interference caused by fractional pilot reusing in adjacent cells had a
negative effect on the MIMO-HWSN system performance. Reasonable power allocation for users can effectively weaken the
interference. Motivated by the water-filling algorithm, we proposed a suboptimal pilot transmission power method to improve
the system capacity. Simulation results show that the proposed method can significantly improve the uplink capacity of the
system and explain the influence of different pilot transmission power on the performance of the system, but the complexity of

the system almost does not increase.

1. Introduction

Due to the continued development of 5G and the gradual
proliferation of 6G, the wireless data traffic is estimated to
reach the unprecedented quantity. Most of the future data-
intensive applications handling a massive number of con-
nected IoT will demand high data rates with low latency in
some scenarios (such as vehicle network, smart city, and
remote health) [1, 2]. MIMO, millimeter wave (mmWave),
nonorthogonal multiple access (NOMA), and heterogeneous
cellular network (HetNet) have been broadly investigated
from all aspects of academia, research, and industry at home
and abroad [3-9]. Massive MIMO technology configures a
large number of antennas for multiple base stations (BSs),
and the transmitted signals can be dynamically adjusted
horizontally and vertically, thus improving the performance
of wireless communication systems. The technology was
introduced by Bell Laboratories in 2010 [10-12]. Wireless
sensor networks (WSNs) play a very important role in tele-
medicine, electronic instruments, transportation, and many

other fields. WSN is equipped with abundant sensor nodes
(SN) which can sense the external environment and perform
communication and calculation and connect extensive wire-
less devices through the wireless systems [13-19]. HWSN
usually consists of low power consumption and a tiny village
network stack on the macrocell, though the space and spec-
trum reuse technology upgrades the capacity of the hot spots
of the overlay network [20-22]. In this paper, the massive
MIMO-HWSN system embodies some small-cell base
stations (SBSs) and macrocell base stations (MBSs).

In actual wireless communication systems, the number of
orthogonal pilots is often less than active users, so it is impos-
sible for each user to use the orthogonal pilots because of the
limited length of the coherence time. When several users in
the system use the same pilots, pilot contamination will result
in inaccurate channel estimation and the BS cannot obtain
accurate channel state information (CSI) [23-29]. In the
time-division duplex (TDD) massive MIMO-HWSN system
which employs pilots to conduct uplink channel estimation,
the pilot contamination seriously hinders the increasing
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trend of wireless communication system capacity and delays
the process of standardization and industrialization [30, 31].

In the current research, there are many means to mitigate
the pilot contamination. In terms of channel estimation,
some researchers designed new channel estimation methods
or improved the existing channel estimation algorithm
according to the characteristics of the system to reduce chan-
nel estimation errors and directly alleviate the pilot contam-
ination. In addition to the classical Minimum Mean Square
Error (MMSE) and Least Square (LS) channel estimation
[32], a variety of channel estimation methods that may
become the industry standard of massive MIMO systems
has also been proposed. Reference [33] proposes a channel
estimation method based on mutual cooperation between
base stations (BSs) in the system. This scheme uses additional
second-order statistical information of channels to distin-
guish users. Reference [34] proposes a blind channel estima-
tion method based on subspace projection without mutual
cooperation between cells. This blind channel estimation
scheme is combined with an appropriate power allocation
scheme which can effectively alleviate the pilot contamina-
tion in massive MIMO systems. Reference [35] gives a chan-
nel estimation method which has no special requirements on
the encoding and signal structure of the transmitting end.
The channel response vectors corresponding to different
users will be close to orthogonality when the number of BS
antennas is close to infinity. This scheme uses the feature of
the massive MIMO system to decompose the covariance
matrix of the received signal by eigenvalue decomposition,
so as to achieve the purpose of distinguishing users. Refer-
ences [31, 32, 36-39] gave a channel estimation scheme
combined with geographic location information. After the
channel estimation based on the uplink pilot sequence, the
scheme performs a postprocessing process based on the fast
Fourier transform on the steering vector at the BS. Hence,
the users with different angles of arrival (AOAs) can be effec-
tively distinguished.

For the pilot allocation, an allocation scheme based on
channel covariance matrix is proposed in [36, 37]. References
[38-40] proposed a partial pilot sequence (frequency) multi-
plexing scheme or soft multiplexing scheme. Reference [41]
modeled the pilot scheduling problem as an optimal permu-
tation and combination problem and obtained the corre-
sponding low-complexity approximate solution. Reference
[42] uses the unique sparse characteristics of broadband
system channels in the time domain to distinguish between
target users and interfering users and designs a pilot sequence
allocation scheme that can randomize pilot pollution in
multiple consecutive uplink frames. For mitigating the inter-
ference between cells and increase the system capacity in
[43], a pilot allocation scheme with cell sectorization is given
which ensures that the pilot sequence used in each sector and
adjacent cells are orthogonal. Reference [44] grouped cell
edge users based on channel AOA information, thus effec-
tively mitigating the adverse effects of interfering users on
target users. In [45], the Rice fading channel model is
adopted, and the pilot sequence is allocated according to
the line-of-sight interference between different users. In
[46], a problem is formulated to jointly optimize the number
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of BS antennas, power allocation and guide neck sequence
allocation are constructed, and a step-by-step solution is
proposed.

In this paper, a macrocell SN (MSN) uplink pilot transmit
power allocation scheme based on location-aware channel
estimation and a novel pilot allocation method is proposed
and obtains the effects of different power allocations on
improving massive MIMO-HWSN system performance.
Inspired by the main idea of power allocation in the water-
filling algorithm, that is to say, when MSN has better channel
gain, more transmit power will be allocated, we apply the
power allocation method according to the constraint condi-
tions and only implement this method for MSNs. In the
simulation, the results of pilot power average transmission
are compared, which shows that the proposed method can
effectively improve the performance of the system.

The remainder of this paper is organized as follows. The
massive MIMO-HWSN system and the channel model are
presented in Section II. A novel channel estimation method
is described in Section III. Section IV proposes a pilot power
allocation scheme. The simulation results under different
conditions are given in Section V. Finally, we summarize this
paper in Section VL

1.1. Notations. The upper case and lower case boldface repre-
sent matrices and vectors, respectively. (A)” and (A)”
denote the transpose and conjugate transpose of A, respec-
tively. C denotes the complex number. E{B} and Tr(B) indi-
cate the statistical expectation and the trace of B for random
variables B.

2. System Model

We consider a heterogeneous multicell multiuser massive
MIMO system with C hexagonal macrocells. As shown in
Figure 1, there are P covered small cells in each macrocell.
At the coherent time, one single-antenna SSN is served in
each small cell and K, single-antenna MSNs in a macrocell.
The number of SSNis is far less than that of the MSNs in each
cell of this system. The MBS has M antennas in each cell,
where M > >K,,, while the SBS has one antenna.

The time division duplex (TDD) model is applied in the
system to reduce the large overhead of training in the
MIMO-HWSN system, which is shown in Figure 2. The
response vectors of the uplink channel change with time
but remain unchanged in the coherent time.

At the uplink training, all MSNs and SSNs from their
own cells send the pilot signal to corresponding BSs.
b= [b1> Br > B,) € CT is the pilot sequence of the
k-th MSN of a cell, ke[1,K,], and E{¢;¢}'} =1. T is
denoted as the length of the pilot sequence. The pilot
sequences are orthogonal when k has different values,
ie., gbklgkaz =0, where k, £k, and k;,k,€[1,K,]. In the
MIMO-HWSN system, the k-th SSN reuses the pilot
sequences of the s,-th MSN in the same cell, which is
denoted as ¢, €{¢,,¢,, ¢y }, where s, €{1,2,---, K, }
and ke ([1,P].
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F1Gure 2: Coherent time model.

We consider the narrow-band channel which is a com-
monly used channel model, which can be modeled as

h, = \/—Z (Op.ckg) ok (1)

where w;, ., stands for the large-scale fading parameter

of the i-th path, which contains the shadow fading and
path-loss; Q denotes the path of the k-th MSN in the c-th cell
to the b-th MBS; v(6) indicates the steering vector; and 6, . ,

denotes the AOA of the g-th path. The AOA is small and can
be assumed in [0, 0,,.,] generally. The steering vector is
given in this expression for uniformly spaced linear array as

1
e—jZn% cos (6)

ORI )

e ]ZH(M;I cos (0)

M antennas
7 I ]

@
é SBS
0O

SSN

FIGURE 1: The MIMO-HWSN system model with C=3 and P=2.

> Coherent time

where A denotes the wavelength, D indicates the antenna
spacing at MBS, and D < A/2. The received signal by the MBS
in the c-th cell can be denoted as

c K, c p
= Z Z Vel cidr + Z Z \/P h,b,c,k¢sk + Ny,
c=1 k=1 =1 p=1

(3)

where Y, € C**" denotes the received signal matrix and
N, € C™" indicates the additive white Gaussian noise
(AWGN) matrix; p,, and p'c,ks are pilot transmitted power
of the k,,-th MSN and k_-th SSN in the c-th cell to the b-th
MBS, respectively; and h,, = [hb’c)km,l Mok 2 ]T

/ !
and hb,c,ks = [hb,c,ks,l hb,c,ks,z hb,c,ks,M}

hyex 4 and hb’c)ks) ;, which denote the channel coefficient
between the k,,-th MSN and k.-th SSN in the c¢-th cell and
the b-th antenna of the b-th MBS, respectively. The orthogo-
nal pilot sequence is used for the LS channel estimation at the
MBS. That is, right multiplying Y, by ¢1' can be written as

hb,c,km,M
T .
denote channels with

H c
B _ ngk =h Pc kh
bbk = =hp gt bk
VP e=tozb \| Pok

C /
P iy 1
+ z z hb)c,z.+Nb R
=1 =k V Pok



where N’ = Nbgbf/\/‘ﬁb; indicates the equivalent noise
matrix for channel estimation. Obviously, for the k-th MSN
in the b-th cell, the part containing the lib’ . denotes the inter-
tier interference from the SSNs using the same pilot as the
MSN, while the part that contains h,, ; is the intercell inter-
ference casued by MSN in the adjacent cell.

The received signal by the i-th SBS in the b-th macrocell
is written as

K,, c r

\/Ebzckgbzck(pk + z z \ Eh:ckghzckﬁbsk*)’bn

(5)

where §,; . and Z‘b)i,c)ks are pilot transmitted powers of

the k,,-th MSN and k-th SSN, respectively; g,,; , and bb)i)c,k
are the channel coefficients linking the k,,-th MSN and k,
-th SSN of the c-th cell to the i-th SBS of the b-th macrocell,
respectively; and y,,; denotes the AWGN vector. Similarly, we

can get the channel estimation ?b) i Which can be denoted as

H.I
é _ ¢5i Yb,i _é N ZC Ibiics,
bib,i — Ib,ibi =
V Sb,i,b,i 7= \V4 Eb,i,b,i
————
P1
!
g byi,b,k Ib,ick
+ ZS =s.,k#i Z 1,j#l Zs =s; + Cb’i’
A V Ebz b,i J=hi k V fb,i,b,i
P2 P3

(6)

where {;,; = (/55 Vp.i! /§b,ip,; denotes the equivalent noise at
the channel estimate. Behind the second equal sign of (4), P1
is the intertier interference caused by the s;-th MSN of each
macrocell. The sum of P2 and P3 denotes the intercell interfer-
ence which is caused by other SSNs with the same pilot. In this
formula, P2 is the intercell interference casued by the SSNs in
the same macrocell, and P3 can be denoted as the intercell inter-
ference from SSNs in the adjacent macrocell.

Based on the analysis of the above equations, the funda-
mental cause of pilot contamination is that different MSNs
in the system reuse the same pilot sequence. The length of
the coherent time in a massive MIMO system is limited,
which is shown in Figure 2, and this character limits the
length of the pilot sequence. The limited length of pilot
sequences also means that the number of orthogonal pilot
sequences available in the system is limited. On the other
hand, the number of users is generally huge in a massive
MIMO system, so it is impossible for all users to allocate
mutually orthogonal pilot sequences. In this case, the phe-
nomenon of pilot multiplexing occurs. Moreover, the base
station in each cell will not only receive the uplink pilot
sequences sent by SNs in the cell but also receive the pilot
sequences sent by SNs in other cells. Furthermore, when
the channel estimation is conducted at the BS, SNs in other
cells using the same pilot sequence will be affected, resulting
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in inaccurate channel estimation results. Specifically in this
system model, the k-th SN (k=1,2,3,---,K,,) in each cell
reuses the same pilots. The base station in the b-th cell simul-
taneously receives uplink pilot sequences from SNs in other
cells. So the channel estimation result obtained by the BS
based on the received pilot signal includes both the channel
response parameters of users in the b-th cell and the channel
response parameters from users in other cells.

We only consider the process of MSNss to its correspond-
ing MBSs in the stage of transmitting data. Actually, the
stages of SSNs are very similar to those of MSNs. The
received signal y, € C**! in b-th can be denoted as

C K,

Yo =vPm Z Z hy ik Xpck + /P

c=1 k=1 c:

P

/! )
Z hy Xt & (7)
k=1

Mo

Il
—

where x;, ;. and chb,c,ks denote the symbols transmitted by
the k,,-th MSN and k,-th SSN in the c-th cell to b-th MBS,
respectively; E{|x, |’} = E{|)/Cb,c,k|2} =1; and p,, and p, are
the data transmit power which are assumed to be identical
for all MSNs and SSNGs, respectively. ¢, € CM*! denotes the
AWGN vector. The MBS demodulates the data according
to the channel estimation lAlu)k, which is obtained in the pre-
vious stage. In this stage, we consider the matched-filter (MF)

detector, and the detected signal from the k-th MSN to /-th
MBS in the j-th cell can be modeled as

< (b0,
Xpph =~ = - (WA 0) Ty X ek
\/ﬁ Z 1 Zk 1 G G

S1
H
PsC P HY 1 (hAy ) g
ty/ p_;z =1 ZH (WA ) "By g Xy ok + T

S2 S3

(8)

where S1 can be expressed as

_ H Ko H
S1 = (hAyp5) hy g Xy + Zk'#c (A1) hy g 0

Sla
C K, Hy k. Ik
+ ZC’# Zk:l (h/\b,h,k) hb,c Xbe >

S1b

©)

where Sla represents the interference from MSNs of the
same macrocell and S2a denotes the interference from MSNs
of the different macrocells. The SINR of the k-th MSN in the
b-th macrocell is computed by (10). A channel estimation

method will be introduced to get the more accurate h.
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3. A Novel Location-Aware Channel
Estimation Method

SINR_, =

’ (hNppi) hy i ‘ ?

h can be rewritten as
h=h+h, +n, (11)

where h; denotes the sum of all interfering channels, h is the
profitable channel vector, and n is the AWGN vector. Actu-
ally, we regard (2) as a single frequency signal, and its
frequency is f,=(D/A) cos () when M — oo, and we
denote F as the N-point Fast Fourier Transform (FFT) of h.
Then, the N-point DFT of a(6) can be written as

= 2
X(k) = a(m) exp (—j—km), (12)
m=1 N
where a(m) = exp (—j2n(mDI/A) cos (0)), which is the
m-th element of a(f), and me[0,M—1], ke[0,N-1],
max [X (k)] =M, let ky, =argmax|X(k)|,ke€[0,N—1], ky,
= gn(0)], where | gy(0)] represents the integer rounding
for gy, and it can be expressed as

N—NB cos (0), O O,E )
aw@=1 _* E {n )
—NX cos (0), Oe {E,n}.

The large frequency domain values of F should be in
the region J(kin»kna) wWhen X(k) approachs to the
maximal value M, which can be written as

s
[0’ kmax] U [kmin’N]’ emin € |:0, 5?|
](kmin’ kmax) = Opmax € [z, ﬂ}
max 2
(Kmin> Kimax)> otherwise
(14)
where kmin = LgN(emin)—l and kmax = LgN(QmaXﬂ. The
values of F outside the interval J(k,,kn.) are set to

zero, which is equivalent to canceling the signals outside
the interval [0, 60,.,)> leading to the interference and
the effect of the noise reducing. Then, the Inverse Fast
Fourier Transform (IFFT) of E can be expressed as

£=[fA(0) fA(L) -+ FANN - 1)), (15)

K 2 C K
Zkr';k| (hAb,b,k)th,b,kl| LD ’(h/\b,b,k)th,c',k

2 2 2 :
+ (Ps/pm)ZcC:IZ£:1|(hAb,b,k)H}Ilb,c,k| + |(h/\b,b,k)H£b’ 1P
(10)

The estimation of the channel coefficient vector can
be written as

B=[FAOFA(L) - FAM = 1)) (16)

4. Uplink Pilot Power Allocation Based on
Water-Filling Algorithm

First, we introduce a pilot assignment method based location
for massive MIMO-HWSN system. The novel channel esti-
mation at the MBSs shown in the previous section is utilized,
and some orthogonal pilot sequences could be reused by
SSNis so that the idea can support more users simultaneously
reducing the interference partly.

In Figure 3, we define d,; ; as the Euclidean distance

nk,j
between the j-th macrocell and the n-th interfering user.
2(0) = [cos (6) sin (0)]” indicates the directional vector
with unit length. In the j-th macrocell, there is a function
to measure the interference at the MBS from the k-th
MSN to the n-th interfering user, which is written as

27(0,,,)2(0,,:
In,k,c=| ( J;y) ( ’k’])|: (17)

n,k,c

where 6, ; denotes the AOA of the k-th MSN in the j-th macro-

cell at the n-th MBS, and we denote y as the pathloss exponent.
Then, the interference to all MSNs can be expressed as

=

m

C K,

c
Z Lot Z Z Lo (18)

=1 n=1,n#l I=1 k=1 s;=k

C
Tysn = z
b=1

=~

where Tyq is the interference from MSNs and the second
part of T)qy is the interference from SSN.

The assignment not applicable to this scenario that the
SBSs with only one antenna. Thus, the interference at the
SBS is

1
I /n ke = 7y 0 (19)
ok, v
dn,k)c
where I, j denotes the interference from the k-th SSN to

the n-th interfering user in the j-th macrocell. Similarly, the
interference to all SSNs can be written as



MSN

F1GURE 3: [llustration of k-th MSN in /-th macrocell with respect to
n-th interfering MSN.

The first part of Tggy is the interference from MSNs, and
the second part of Tggy is the interference from SSNs. All inter-
ference in this system can be modeled as T = T gy + Tsgn-

The traditional optimal mode can find the optimal pilot
allocation method with the minimum T value by exhaus-
tively calculating various schemes, but for MIMO-HWSN,
this is impossible because its complexity is very high.

In this model, there is a hexagonal macrocell, which is
evenly divided into K,, sectors, and there is only one MSN
in each sector. We determine the number of MSN K, sup-
ported by each macrocell, but we are not sure where the
MSN is located in each sector. Then, we introduce a pilot
allocation algorithm to get a suboptimal pilot allocation
scheme, which is divided into four steps:

(1) The same pilot will be assigned to the two sectors
which have the least interference between two sectors
in an adjacent macrocell

(2) In the central macrocell, we assign the pilots to each
SSN. Since different pilot allocation modes lead to
different interferences, the pilot allocation mode can
be determined after finding the minimize intertier
interference

(3) We assign the pilots to SSNs in each macrocell and
the remaining unallocated sectors through exhaustive
search, which depends on ensuring the minimize
interference metric I. When calculating interference
from MSNs, only the SSNs in the same macrocell
with the MSNs are considered

(4) Checking for the interference between SSNs and
assigning same pilots. A new pilot allocation method
is proposed to handle the serious interference

After the four-step pilot assignment algorithm, a subopti-
mal pilot allocation model with reasonable computational
complexity can be determined.
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After determining the pilot allocation, the mode of allo-
cating the total pilot transmission power to the MSNs will
significantly affect the system capacity. The uplink capacity
of the k-th MSN is given by

The uplink SINR; ;. of the k-th MSN in j-th macrocell can

be obtained through (10). In order to achieve a larger average
achievable system capacity, the optimization problem can be
written as

C K,

max Z Z SINR

{4} =1 =1
K
s.t. pc,k =pt0tal’

(22)

a
3

o
I
—
=~
Il
—

where {A} represents the optimal pilot power allocation
schemes. Since it is difficult to get a closed form solution to
the optimal problem, we consider proposing a suboptimal
power allocation method combined with the traditional
water-filling algorithm. The traditional water-filling algorithm
allocates the transmit power adaptively according to channel
conditions. In general, more power is allocated when the chan-
nel condition is good, and less power is allocated when the
channel condition is poor, so as to maximize the SINR and
transmission rate. Inspired by the water-filling algorithm, we
can propose a suboptimal pilot transmit power allocation
scheme on the basis of keeping the total power unchanged.

Figure 4 shows the distribution process of the water-filling
algorithm. The interference energy is expressed by the recipro-
cal of the I'/SINR,,, where I' represents the difference of the
values of SINR. Obviously, the subchannel with a large SINR
has a small reciprocal I'/SINR,, in Figure 4 and, thus, can allo-
cate more energy. Otherwise, it can be allocated less energy.
The SINR is too small for channel 3, that is, I'/SINR; is too
large, so no energy is allocated to this subchannel.

The result of the “water-filling algorithm” shows that the
characteristic subchannel with a large channel gain is allo-
cated with larger power to make its capacity larger; on the
contrary, the characteristic subchannel with a small channel
gain is allocated with smaller power to maintain a certain
capacity to ensure that the characteristic subchannel with
good channel conditions can transmit more information.
When the conditions of a subchannel are poor to a certain
extent, the transmit power may not be allocated for that
channel. At this point, the subchannel does not send any
data. The water-filling algorithm makes full use of the good
channel conditions, discards the poor channels, and avoids
the system using most of the transmit power to make up
for the poor channel conditions.

Sufficient power is allocated for each WSN to guarantee
the successful transmission of pilot sequences. However,
when the allocated pilot transmission power is too large, it
will affect the system performance of other users, so this
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FIGURE 4: Water-filling algorithm of AWGN channel.

condition p_; € [P, i1» Prnay) Should be satisfied. The values are
Puin :ptotal/ZKm and Prmax = 3ptotal/21<m'

We can set the number of all MSNs to U=L-K,,, and
the pilot transmission power of MSNs can be written as
Py={p,,py->py}> where p;=0, i€1,2,---,U. Then, we
use the pilot to distribute the transmission power based on
the water-filling algorithm, which can be described as follows:

First, the lowest power p_. is assigned to MSNGs; that is,
for all the elements p,=p, .., i€1,2,---, U, the power not
allocated is

Prest = Protal = U * Prnin- (23)
Second, a set of numbers as T = {t,t,,---, t;;} is gener-
ated to satisfy both uniform distribution in [p_,,p. | and
the constraint
U
Z tu = Prest’ (24)
u=1

where t; >t,>--->t;. Through the previous calcula-
tion, we can clearly obtain the channel gain of MSNs,
marked as H,;={|h|% |h,|% - |hy|’}. The remaining
power is allocated to MSNs according to the order of chan-
nel gain. |hj|2 indicates the channel gain of j-th MSN, and
the order of values in H, is j# . The pilot power of j-th
MSN can be given as

pj:pmin-l_tj#' (25)

where ¢ is the j#-th value of T.

We can improve the system capacity by the above
scheme, while satisfying the constraints in (22).

5. Simulation Result

The performance of our proposed scheme is evaluated via
simulations. We propose a multicell multiuser MIMO-
HWSN system with C =7 macrocells, which is divided into
§=12 sectors evenly. The number of MSNs is set as K, =
12, and P=4 SSNs of the four reused partial orthogonal
pilots are randomly distributed. The radio of the macrocell
is set as 500 m, the number of paths in the multipath chan-

7
TaBLE 1: Parameters of the simulation system.

Macrocell radius 500 m
Number of orthogonal pilots 12
Path loss exponent 35
Number of paths per user Q 50
Angle spread 10 degrees
Variance of shadow fading 8dB
Transmit power at SSNs 10 mW

Antenna spacing D A2

FIGURE 5: The model obtained after assigning the pilots.

nel is 50, and the path loss exponent is 3.5. It is assumed
that there are 12 orthogonal pilots and the angle spread is
10 degrees. The transmit power of SSNs is 0 dBm, and the
variance of shadow fading is 8 dB. The wavelength A =2D.
All of the parameters which are used in simulations are
listed in Table 1.

In the location-aware channel estimation, we set N =
8192 as the size of FFT. Figure 5 is the model of a massive
MIMO-HWSN system using pilot assignment based on
location information. In this figure, the red dots represent
the randomly distributed small cells, the red numbers indi-
cate the pilot reused by SSN in that small cell, and the
black numbers in each sector indicate the pilots to which
the sector is assigned. In the allocation process, we ensure
that the interference between MSNs using the same pilot
is always minimal. In this model, the pilots used by MSNs
in each sector of the central macrocell are randomly
assigned. The pilot allocation in the central macrocell will
affect the pilot types used by other SNs in the system. We
assume that the pilot settings in the central macrocell are
as shown in the figure.
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FIGURE 6: Average per SN uplink capacity versus antenna number of MBS.

Average capacity (bps/Hz)

Total pilot power of MSNs (mW)

—&— Proposed allocation (uniform AOA)
—A— Average allocation (uniform AOA)
-B- Proposed allocation (Gaussian AOA)
-A- Average allocation (Gaussian AOA)

FIGURE 7: Average capacity versus the total pilot power of MSNG.

55



Wireless Communications and Mobile Computing

In the simulation, we use the channel estimation which
is proposed in the previous section, and AOAs have Gauss-
ian and uniform distributions. We consider that AOAs have
uniform distribution when 0 ¢€[0-6,,0+6,], where 0 is
the line of sight AOA and 8, = §y/2. In another assumption
that AOAs are Gaussian random variables, the mean and
variance are 8 and (8y/2)°, respectively, where 8, is the
angle spread.

The proposed pilot allocation mode can be evaluated
using the average uplink capacity of each user. In Figure 6,
the relationship between the average uplink capacity of each
MSN and the number of MBSs’ antennas in this scheme is
shown, and the total pilot power is 40 mW. In the figure,
the “average allocation” scheme has poor performance. This
is because it equally distributes the pilot transmit power to
MSNss without any difference and does not take into account
that different MSNs are affected by pilot-related pollution to
different degrees. The “proposed allocation” scheme outper-
forms the “average allocation” scheme because it allocates
more pilot transmit power to MSNs with better channel
conditions. In two pilot power allocation modes, because
some useful paths are filtered out and AOA obeys Gaussian
distribution in an interval, so the Gaussian distribution of
the AOA average uplink capacity is lower than the uniform
distribution of AOA. With the increase of MBS antenna
number, each under two kinds of AOA distribution MSN will
significantly improve the average uplink transmission capac-
ity. Different AOAs have higher resolutions, and pilot fre-
quency reuse caused by interference will be greatly reduced.

Figure 7 shows the relationship of the average uplink
capacity and the total pilot power of MSNs in two schemes,
that is, pilot power average and distinguishing allocation.
As the total transmitted power of the pilot increases, the
average uplink capacity increases significantly. Moreover,
regardless of the distribution of AOAs, with the increase of
total power, the average power distribution obtained by the
proposed power distribution scheme differs greatly from
the uplink average capacity. The larger the p, ., value, the
more transmitted power is allocated to the WeChat nodes
with better channel gain, which tends to have a fundamental
impact on system capacity.

6. Conclusion

In order to improve the uplink capacity of the MIMO-
HWSN system, a pilot transmission power scheme based
on the traditional water-filling algorithm is proposed.
Location-aware pilot allocation and channel estimation are
introduced to suppress interference. When the total pilot
transmitting power is fixed, based on the proposed pilot trans-
mitting power scheme, more transmitting power can be allo-
cated to a MSN with better channel gain, and the system
capacity can be improved. Simulation results show that this
method has the ability to significantly improve the uplink
capacity when considering the average power allocation.
These contributions will certainly improve the performance
of 6G systems and make the quality of service of users much
higher than 5G and bring some additional benefits.
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In wireless sensor networks, energy is a precious resource that should be utilized wisely to improve its life. Uneven distribution of
load over sensor devices is also the reason for the depletion of energy that can cause interruptions in network operations as well.
For the next generation’s ubiquitous sensor networks, a single artificial intelligence methodology is not able to resolve the issue of
energy and load. Therefore, this paper proposes an energy-efficient routing using a fuzzy neural network (ERFN) to minimize the
energy consumption while fairly equalizing energy consumption among sensors thus as to prolong the lifetime of the WSN. The
algorithm utilizes fuzzy logic and neural network concepts for the intelligent selection of cluster head (CH) that will precisely
consume equal energy of the sensors. In this work, fuzzy rules, sets, and membership functions are developed to make
decisions regarding next-hop selection based on the total residual energy, link quality, and forward progress towards the sink.
The developed algorithm ERFN proofs its efficiency as compared to the state-of-the-art algorithms concerning the number of

alive nodes, percentage of dead nodes, average energy decay, and standard deviation of residual energy.

1. Introduction

Wireless sensor network (WSN) is referred to as a collection
of smart sensor nodes that collects data and taken appropri-
ate decisions [1-3]. WSN environment is comprised of smart
sensor nodes for detecting some unusual (RFID enabled) that
collects data from the confined condition and forward it to
the base station. WSN is a group of smart sensor nodes that
collect data from encompassing conditions and forward it
to the base station for future actions [4-6]. It also overloads
the data on cloud applications that are downloaded by users
for processing. The sensing field is a sensor-enabled environ-
ment that is used in almost all the fields for smart monitoring
purposes, such as human or animal tracking, medical, mili-
tary, automobile industries, natural hazard, environmental
monitoring, seismic detection, agriculture, navigation, and
surveillance environments [7, 8]. The sensor nodes have a

limited range of energy that is used to communicate and
computation. It is highly difficult to recharge these smart
nodes or to provide some alternate power source [9-11]. In
WHSN, few nodes deplete their energy more quickly than
may cause degrading the lifetime of the network. The authors
proposed an energy efficiency approach where ANT colony
with Huffman coding is used to conserve the energy of
WSN [12]. Therefore, this paper will look after energy and
load of sensor nodes to improve the lifetime of WSN. A load
of sensor nodes must be evenly distributed or scheduled to
obtain the defined goal. The proposed approach schedules
the load among nodes having higher transmission capabili-
ties and computational power.

Routing using route-centric parameters is also a support-
ing approach used in the past to tackle energy consumption
balancing issues. In this approach, the routing is performed
into a small network region, and in each region, one sensor
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is selected as next hop that will forward the data from other
sensors of a sink [13, 14]. Parameter-centric routing further
applies geocast techniques to reduce delay and improve the
packet delivery ratio. The next-hop plays a significant role
in scalable routing to load balancing, enhancing network life-
time [15]. The major feature used for designing a parametric
centric routing is optimal selection techniques for next hop
sensor for forwarding the data to the sink. Advanced sensor
networks are becoming complex day by day; therefore, tradi-
tional mathematical models for next hop selection are not
appropriate. A fuzzy inference system provides applicable
solutions to fabricate a model for the selection of next hop,
as it processes the detailed part of general human apprehen-
sion in absence of any mathematical tools. In 1965, the basic
theory of fuzzy is explained by Zadeh [16]. Then, Takagi and
Sugeno followed the fuzzy system and proposed a fuzzy logic
modeling to evaluate the mess of different pragmatic applica-
tions, namely, as control, inference, prediction, and estima-
tion [17]. There are some advantages with fuzzy modeling
like as the capacity to translate immanent indecisive of
human feature into linguistic variables and apprehension of
outcomes in natural rule portrayal way and in simple aug-
mentation rule with the help of the extension of new postu-
lates and usefulness of the system. The fuzzy logic is also
affected with some disadvantages of no proper method to
explain human practical knowledge into fuzzy logic data-
bases. It only analyses the rule database. It cannot think out
of the box, or we can say, generalization in fuzzy is a little dif-
ficult. It is high time to obtain a generalized solution, to tune
the membership function to alleviate error rates in order to
enhance the accomplishment index, a generalized solution
is required. The artificial neural network (ANN) model pro-
posed by McCulloch and Pitts trained various variants of the
ANN model as adaptive liner neuron, which is known as
adaptive linear element algorithm [18]. The ANN is an
analytical model for “connectionist” which analyses by logic
neurons of the human cerebrum. Such models acquire
knowledge from trained data vectors and input-output of
the system [19-24]. It depicts the weight function concerning
the problem including the error rate of the system to make a
more efficient system. To enlarge the learning algorithm with
generalization ability of fuzzy environment is the incorporat-
ing concept that is followed here [25]. It obtains logical inter-
pretation to rectify the issues. A hybrid system named neuro-
fuzzy system is proposed by Jang, Lin, Berenji, and Nauck
[26-33].

In this context, we propose an energy-efficient routing
using soft computing-based hybrid system by combining an
adaptive neural network and a fuzzy inference system to find
an appropriate next hop sensor from the neighboring sen-
sors. The election of next hop relies upon residual energy of
each sensor, node degree, and forward progress towards the
sink. In each round, a new next hop is selected which sup-
ports equalizing the energy consumption to meliorate the
lifetime of the network by altering the path each time. The
followings are the main contribution of the paper:

(1) First, a system and energy model is presented to
explain the topological configuration of WSN and
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to analyze the energy required for transmitting and
receiving data throughout the network

(2) To optimize the performance of the sensor network,
routing centric parameters are derived focusing on
expected energy consumption, expected node degree,
and expected forward progress towards the sink

(3) Fuzzy-Neural networks have been used which jointly
combine three routing centric parameters to efficient
next hop selection

(4) A fuzzy neural network-assisted energy-efficient
routing framework is developed based on the energy
model and routing centric parameters

(5) The proposed routing framework is simulated to
comparatively evaluate the performance against
state-of-the-art routing providing metrics related to
sensing environments

The remaining part of the paper is organized as fol-
lows: the section presents a review of energy-centric rout-
ing with and without heuristics approaches. Section 3
presents energy-efficient routing using a fuzzy neural net-
work for WSN. Section 4 explained the simulation results
and analysis for the proposed routing. The conclusion is
presented in section 5.

2. Related Works

2.1. Energy Centric Routing without Heuristics. The first hier-
archical clustering algorithm is LEACH (low energy adap-
tive clustering hierarchy) which supports two stages for
each clustering round [34]. One deals with cluster head
(CH) selection and with cluster formation in a network.
Another stage deals with data transmission to CH. When a
cluster is formed, all the sensor nodes are assigned with
some probability through a probabilistic model to elect
CH. A predefined threshold value is defined which plays
an important role in electing CH. An arbitrary value
between 0-1 is generated for every sensor node which is fur-
ther compared to the threshold value for electing CH in a
particular round. To avoid intercluster interface, each CH
floats a message using CSMA. Now the sensor nodes are
able to make the decision regarding the data transmission
that to which CH they wish to connect. After this, CH piles
up data from its member nodes and claims data aggregation
technique to lessen data redundancy and forward the filtered
data to the intended base station. This is how the LEACH
algorithm takes fair decisions for CH selection, and each
node gets equal opportunity to become a CH [35]. But the
critical concern with the LEACH algorithm is that the
energy consumption of the nodes is not considered which
is our prime concern. Moreover, LEACH does not look after
the asymmetric classification of clusters in networks, and
multihop data transmission is also not allowed. Therefore,
to overcome the mentioned issues of LEACH, hybrid energy
efficiency distribution (HEED) is introduced [36]. This algo-
rithm also supports a probabilistic model for CH selection
where the probabilistic is increased twice in between the
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rotations. But this algorithm (HEED) has its own issues. In
HEED, few sensor nodes are exempted for the selection of
CH, and few nodes are not even a part of any cluster and
are freely available. To focus on the conservation of energy,
a power-efficient gathering in sensor information systems
(PEGASIS) is launched that uses greedy. In PEGASIS, every
node acquires data from its near node and forwards it to
another neighbor node, and fused [37]. The fused data is
transmitted to the base station from a specified node. After
a specified time slot, random nodes are selected for the des-
ignated role. Hence, all the nodes participate equally and
deplete their energy evenly. The average energy consump-
tion in each rotation is abated.

2.2. Energy Centric Routing with Fuzzy-Heuristics. A fuzzy
logic system plays a significant role in the selection of CH
in sensor-enabled IOT environment. Gupta et al. introduced
fuzzy logic approach to select CH nodes based on current
energy level, the centrality of node, and density [38]. This
approach is different from the traditional LEACH approach,
as in this scheme the base station is simply accountable for
the election of CH node and base station further processes
the data using Mamdani type fuzzy inference system that
provides output as a plunge to decide favorable node, appli-
cable for CH. After this stage, all the operations are similar
to LEACH. CHEF is proposed as a new CH selection scheme
that observes the residual energy and local distance as param-
eters [39]. The local information about the node is gathered
from neighboring nodes. This mechanism is localized within
a cluster. The base station does not gather information or
select CH. LEACH and CHEF share a common set-up phase.
CHEF works in residual energy and local distance. Another
protocol came which is an improvised version of traditional
LEACH names as LEACH-FL (low energy adaptive cluster-
ing hierarchy protocol based on fuzzy logic) [40]. It analyses
three parameters as fuzzy variables such as node density,
energy level, and distance to base station. The base station
collects data and applies Mamdani type fuzzy inference sys-
tem to make decision for CH. Here, expected residual energy
and actual residual energy are used to determine the chance
of being a CH. This approach is also similar LEACH. The
nodes which have extra residual energy along with expected
residual energy have high chance of becoming a CH node.
For energy prediction technique with fuzzy logic for homoge-
neous WSN, LEACH-ERE is introduced by Lee and Cheng
[41]. This approach presents a concept considering the dis-
tance to the base station, concretion of node leads to bumpy
energy utilization over a network. The fuzzy logic-based clus-
tering algorithms for wireless sensor networks are presented
in papers [42-46]. In this approach [42, 43], the base station
is not static and aggregated data is not transmitted to mobile
station. This scheme proposed a super CH (SCH), which for-
wards data to the base station. This approach also makes use
of probabilistic model in each CH selection round. Hence,
CH is selected through Mamdani type fuzzy inference sys-
tem. Three main fuzzy descriptors such as residual energy,
mobility, and centrality are used for making a decision on
CH selection. The node with the highest value of summation
of centrality and battery power will get a chance to be CH.

The centrality varies upon mobility if the base station, there-
fore, fuzzy labels are as additives. The node with a greater
probability of becoming a CH will become a super CH. The
super CH decreases the transmission value and hence
decreases the node dead time, as the number of rounds
increases and improves the network survivability. In [43],
the improved LEACH has been proposed to enhance the net-
work lifetime and reduce packet loss for mobility-oriented
services for WNS. In [44], authors have proposed to enhance
clustering hierarchy (ECH) method to improve the energy
efficiency using the sleep-wake up duty cycling approach
for the sensors which sensed redundant data due to coverage
overlapping. In [45], authors have suggested a cluster head
selection method using fuzzy logic aiming at energy saving
of the sensors to improve the WSN lifetime.

Nayak et al. exhibit the importance of IoT in WSN [46].
All the applications of IoT use different energy-efficient
model for enabling various services. The WSN-based envi-
ronment works in two stages, one is to establish cluster-
based model for service followed by designing an energy
aware model. This scenario is not performance effective for
IoT-enabled environment because IoT devices are consid-
ered dynamic in nature. Therefore, it is high time to impro-
vise the algorithms and emphasize fuzzy-based technique
with an adaptive neural network that can adapt to a dynamic
network as well. An analytical hierarchy process with a
fuzzy-based energy management system is proposed for
industrial equipment management that displays as an
exposer of numerous case studies [47]. A fuzzy-based vehic-
ular physical system is also observed that combines fuzzy
and Markov chain for optimizing location-oriented channel
access delay. To measure the channel density, two parame-
ters such as signal to inference ratio and channel access delay
are used [48]. Qitu et al. also proposed an IoV enabled set-
up for communication using fuzzy logic. Here, the velocity
of the vehicle, vehicle nearly nodes, and height of antenna
are taken as parameters for selection of CH. In this approach,
an optimal number of CHs is elected to bridge the communi-
cation and enhances the overall throughput [49, 50]. A
genetic-based virtualization technique is proposed to tackle
the torrent delay and reduce the energy utilization [51]. Kai-
wartya et al. [52] developed similar approach for agriculture
purposes which works on seven metrics to quantify the quan-
tity measurement of sensor nodes. INDRIYA is a testbed
experiment that is used to examine the effectiveness of this
algorithm.

The abovementioned approaches are fuzzy logic-based
approaches which show promising results for load balancing
and energy conservation but these are not suitable for weight
fuzzy descriptor to adapt to the environment. In real-time
applications where input-output pair changed with the envi-
ronment, such approaches are not suitable [53]. Therefore,
the purpose of introducing a novel energy-efficient routing
using fuzzy neural network in WSN is to address the issue
of the leaning rate of membership function, reducing energy
consumption, and improving the survivability of the sensor
networks. The routing approach has potential newer areas
of applications including E-mobility route planning [54]
and information sharing in traffic environment [55].



3. Energy-Efficient Routing Using Fuzzy Neural
Network (EREN)

In this section, the detail of the proposed ERFN is presented
focusing on routing centric parameters. First, the network
and energy model of WSN is discussed. Second, the routing
centric parameters: residual energy, node degree, and for-
ward distance towards sink are presented. We have concen-
trated in-depth on constructing the mathematical model of
these routing parameters using a probabilistic modeling
approach. Thus, the route forming approach by selecting a
next hop at each step using a fuzzy neural network is
presented.

3.1. Network and Energy Model. We consider that there are N
sensors that are placed arbitrarily in network field to monitor
the place and its physical features periodically. Each sensor
has neighboring sensors, and it transmits data to one of the
neighboring sensors. We assume immobile sensors with
equal initial energy. The computation capabilities of each
sensor are identical. Symmetric radio links are considered
between any two neighboring sensors. The sink is located
inside the network region. Let the maximum transmission
of each sensor is R. Adaptive transmission is considered by
using distance between any two neighboring sensors.

The first order radio model to analyze the energy con-
sumption of the proposed routing is discussed. Let 77z is the
size of packet in bits. The energy is needed for transmitting
a m bits of packet across d unit distance between a sender
sensor and one of its neighboring sensor is expressed by

M % Eqee + M % &g % difd<d,,
Erx(m,d) =

M * Ege +mxeg,, +d" ifd>d,

elect

mpf

(1)

To receive a m bits of packet, the energy requirement is
given by

ERX(m) =m* Eelect’ (2)

where Eg. . denotes statistics about the energy dissipate for
transmitting electrons per bit. Several factors such as accept-
able bit-rate, digital coding, and modulation affect the Eg,..
The ¢, and ¢, represent the need of energy in the free-
space path and multipath environment, respectively. When
two neighboring sensors for which energy usage is calculated
are separated with the distance less than or equal to I,
{a,= \/m ), the radio model applies (1) otherwise (2)
to calculate the energy need for transmitting the data.

3.2. Routing Metric Computation

3.2.1. Degree Distribution of Sensor. The essential feature of a
sensor in WSN is the degree of connectivity with neighboring
sensors. A sensor with zero degrees cannot transmit data in
the network. A sensor with higher degree is healthier against
link failure, and it hikes the chances of the data transmission
in the network. A neighboring sensor with a higher degree
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will be preferred for next hop selection. Here, we compute
the degree distribution of a sensor. Let N number of sensors
are placed in the network field. The degree of each sensor is
the sum of N — 1 independent random variables, which fol-
lows a binomial distribution. Let p is the probability of a link
being present, and the « is representing a random variable of
degree. The degree is distribution is given by

N-1
P(“=k)=< L )Pk(l-P)N_k_l- (3)

N-1
The quantity ( L ) is the number of ways of choos-
ing k link, out of the possible N — 1 links, and p¥(1 — p)¥ ™!
is the probability that the k selected links are present and the
remaining N — k — 1 are not.

(1) Expected Degree. Since N is large, replacing N — 1 by N
does not cause much error. The expected degree of a sensor
is given by

E(a) =pN. (4)

For very small p, the probability P(« — k) tends to Poisson
distribution and expressed as

P(a=k)= ((N"kill)p)k ¢ (N70P), (5)

The probability of at least node having one degree is
defined as

Pla>1)==1-¢(@1P), (6)

Now the question is how to compute link probability p,
for that we uniform sensor deployment over a network field
of the area A. The P be influenced by the broadcasting region
of each sensor. The region covered by each sensor is given by
Ap=nR*. Thus, the probability of a link being present is
given by

AgNA 7R

= x . 7
p=— 3 (7)
The expected degree of a sensor can be determined by
substituting p in (4) and is not counting the border sensors.

3.2.2. Forward Progress. The proposed routing selects a next
hop sensor from the neighboring sensors which lie in its for-
ward search space. The forward search space is transmission
region of a sensor which belongs to the direction of the sink
(see Figure 1, red shaded region). To minimize the unneces-
sary transmissions, here, we define a forwarding search space
(ESS) as a region that is a half-circle towards sink as depicted
in Figure 1. Now we calculate which neighboring sensor node
n;of a sensor n, lies in its FSS. Let a point n;(x;, y;) represents
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FiGure 1: Forwarding search space.

that the sensor n; is located at a position (x;, y,), another
point n;(x;, yj) denotes the position of the sensor n; (cf.

Figure 1). The sink s is position at (x,, y,), represented by a
point s(x,, y,). Equation of line passing through two point
n;(x;,y;) and s(x,, y,) is given by

ax+by+c=0

¢ =yi(x = x) + X,y = i)

Find the projection of the point n;(x;,y;) on the line
given in eq. (8) to decide its progress towards sink. The pro-
jection of n,(x;, yj) is an intersection point between the line

given in eq. (8) and a perpendicular drawn from the point
n;(x;,y;) to the line (8). The equation of the perpendicular

is given by

ax+by+c,=0

a, =x;— X,

by=y; =¥

¢ =x;(X, = x;) +y;(s — i)

The projection P(x,, y,) of the point n;(x;, y;) on the line
given in eq. (8) is calculated as

bic, —bye;  aye; —ac
> = , . 1
(xp yP) <a1b2 —a,b,” ab, —a,b, (10)

A sensor n; is belonging to the FFS; of a sensor n; if the

following inequality is satisfied.

n; € FSS;iff, (11)

\/(xi —x;)" + (y,- ‘)’j)z <r

and ,

\/(xs —xp)z + (ys —yp>2 < \/('xs -2+ (- 2)’

(12)

where ris the radius of the circle that represents the
transmission range of the sender sensor ;.

(1) Forward Progress. It is defined as distance travel a packet
from sensor #; to a sensor n; towards sink. It is calculated as

the distance between the points n;(x;,y;) and (x,,,). It is
given by

Fij:\/(xi—xp)2+ (yi—yp)z. (13)

(2) Expected Forward Progress. To drive expected forward
progress of a packet towards sink, let there are n;, number
of neighboring sensors are lying in the FSS of a sensor, which
has data to send to the sink. Letd; is distances between the
sensor and neighboring sensors, and each neighboring sensor
is located at the angles 8, from the sender to the destination.
The forward progress of each neighboring towards destina-
tion is X; where i=1,2 --- n;,. To calculate the expected for-
ward, the probability distribution of distance X need to be
computed. The neighboring sensor lies anywhere in the
range of 0 to 7, and 0 to 77/2 . Let the probability density func-
tion (pdf) fyy(x,0) of the distance (x) and angle (0)is
expressed by

2x

ks (14)

Fxo(x:0) =

where 0 <x <R, and 0<0<n/2 . The pdf xcan be com-
puted as

fX(x)=rzi d0= " (15)



To maximize the forward progress for neighboring
sensor, a farthest neighboring sensor from the sender sen-
sor is preferred as relay for transmitting the packets. Since
all x; are identical independent random variables, each
with pdf fy(x), the pdf of x is

2n,—1

where Fy(x) is the cdf of x. The expected forward prog-
ress (EFP) of the X, is

1y,

r. 17
2nh +1 ( )

EFP=E(X,,) = J;fom (x)dx =

3.2.3. Residual Energy. The residual energy of each is
remaining amount of energy after a transmission occurred.
In this work, we prefer a neighboring sensor that acts as
next hop which has the highest energy. A sensor with
more energy lives longer. Let initial energy of E; and after
receiving and transmission of a packet of size m bits, the
residual energy E, of a sensor can be given by

Ep=E;— (Erx(m, 1) + Epg(m)). (18)

(1) Expected Energy Consumption. The expected energy
consumption E(E,,(m,r)) for transmitting of m bits data
from a sensor to its next hop sensor using (11) can be
expressed as

E(Eqa(m, 1) = Ex (m, 1) + Eqg(m))
2
n, (19)
= [Zeelecﬁeefp (w r) ]m

3.3. Single Metric Using Fuzzy Neural Network. Initially, in
ERFN, all the routing centric metrics: residual energy, degree
of a sensor, and forward progress towards sink are jointly
assumed for the purpose of searching the next hop sensor
from the FSS. Let NH is considered as a single metric for
choosing a next hop from the FSS. The NH is determined
by an adaptive neuro-fuzzy inference system (ANFIS). It is
much superior than fuzzy logic inference system (FIS),
attributable to in contrast to another ANN, ANFIS has
higher functionality to follow situational’s changes in the
learning practice and updates the weight of membership
function of FIS and minimizes error rate in deciding the
rules in fuzzy logic. Supervised learning is used in ANFIS
for the learning process. The ANFIS employs the learning
method of the Takagi-Sugeno fuzzy inference system [50].
The simple structural design of ANFIS with three input
parameters residual energy (Eg), sensor degree («), forward
progress (Fl-j), and one output single metric (NH) is shown
in Figure 2. Each routing metric has a membership function
agreeing to the Takagi-Sugeno fuzzy inference model, which
consists of 27 rules. A five-layer architecture of ANFIS that
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consists of fuzzy layer, T-norm layer, normalized layer, de-
fuzzy layer, and aggregated layer is presented in Figure 2.
The first fuzzy layer (is called also called membership/
antecedent layer) and fourth de-fuzzy layer (is also known
as the consequent layer) are dynamic since they are mod-
ified agreeing to results achieved and the rest layers are
static in nature.

We define the linguistic variables of the routing centric
metrics as residual energy (Ey) = {below, fair, high} and is
symbolized by {E,,E,, E;}, sensordegree (a) = {deficient,
medium, compact} that is represented by {a,a,, a3},
forward progress (F;;) = {adjacent, midway, distant} is
dented as {F,, F,, F;}, and output single metric (NH) = {
weakest, weaker, weak, medium, strong, stronger, strongest }
as {H,,H,,H;,H,,H;, Hs, H,}. The ANFIS consists of 27
if-then rules related to three linguistic variables of three input
variables, and these rules are developed by inspiring from
Takagi-Sugeno fuzzy inference system shown in Table 1.
These rules can also be expressed as

Rule 1=if Ey isEy, Fy; is Fy, and o is a;, then H, =q,
Eg +1r Fjj+sa+t).

Rule 2 =if Ey isE,, Fyis Fy, and « is a,, then H, =¢,
Eg + ”zFij +s0+ 1,

Rule 27 =if Ey is E5, Fj; is F3, and a is a3, then H, =g,,
Ep + r27Fij + Sy 0+ tyy

Where E;, F,, and «, are the values of the membership
function of input parameters Ep, F;;, and « in antecedent
(If) part, the q,,7,,s;,andt, denote linear parameters of
consequent (then) part of Takagi-Sugeno model. The work-
ing process of ANFIS to produce a single metric output NH
is defined by layer wise as follows.

3.3.1. Fuzzy Layer. It includes a number of nodes which are
shown by square in Figure 2 and are dynamic in nature dur-
ing backward pass. Every node in this layer contains a mem-
bership function which takes input as routing metrics and
generates output as the degree of membership in the range
0 and 1. The triangular, trapezoidal, Gaussian, and general-
ized bell membership function can be used by nodes of this
layer. This uses Gaussian (Eq. function). The membership
function for adaptive node Ey can be given by

by, (Eg) = exp [ <Ek)] . (20)

2xk

Similarly, the membership functions y, («) and pi, (F;;)
for adaptive nodes a and F;; can be determined. Where x;

and z; are Gaussian membership functions parameters, con-
trol the shape, and slop of the functions and k=1, 2, 3.

3.3.2. T-Norm Layer. This layer consists of a number of
nodes, each of them is static in nature, that are shown by
circle labeled with 7 (cf. Figure 2). At each node of this layer,
the incoming signals (membership functions from layer 1)
are multiplied to generate the output. The AND operator is
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FIGURE 2: ANFIS for NH selection.
TaBLE 1: Fuzzy rules.
Rule If then Rule If then
E, Fij o NH Eg F,-j o NH
L E, F, a H, 15. E, F, a, H,
2. E, Fy 2] H, 16. E, By o H,
3. E, Ey &3 Hy 17. E, Fy L) H,
4. E, F, oy H, 18. E, F, oy H,
5. E F, % H, 19. E; Fy o H;
6. E, F, o H, 20. E, F, a, H
7. E, F; oy H, 21. E; F, oy H,
8. E Fy % H, 22. E, F, o H,
9. E, Fy &3 H, 23. Es F L) H;
10. E, Fy o H, 24. E, F, o3 Hg
11 E, Fy o) H, 25. E, By o H;
12 E, Fy o3 H; 26. E; By o H;
13 E, F, o H, 27. E; F, oty H,
14 E, F, o H,
legcellhysf/zz:lct}; éltofse in the T-norm layer to compute the ante- T, = Tka k=123, (22)

Ty = by, (Er) * thy, (@) * py, (Fy), k=1,2,3. (21)

3.3.3. Normalized Layer. This contains the nodes which are
nonadaptive in nature, which is also recognized as normal-
ized node, shown by a circle labeled as N (cf. Figure 2).
Each node computes the output by taking the ratio of the
kth rule generated at T-norm layer to the summation of
all rules produced by T-norm layer. The output at this layer
can be given as

3.3.4. Defuzzy Layer. This layer contains the nodes, which
are adaptive in nature and are shown by square with label
R (cf. Figure 2). Each node produces the output as the
product of normalized firing strength and out of individual
rule. The output is given by

H
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Input: Ey, Fyj, aand M,
Process:

for m=1 to M,

ij>

Output: NH

Input the fixed premise {Ey, F;;, a} to fuzzy layer of Takagi- Sugeno inference engine
Fuzzy layer produces pi, (Eg), 4, (o) and pi, (F;;) for each node according to Eq. (19).
Tune the firing strength T of each node using Eq. (21)

Computes the firing strength T, of each node using Eq. (22).

Performs defuzzification the consequent parameter of each node using Eq. (23).
Computes the aggregated output NH using Eq. (24).

ArcoriTHM 1:NH selection algorithm using neuro-fuzzy (NHSN).

3.3.5. Aggregated Output Layer. This layer contains a single
nonadaptive node. The out at this node is estimated by tak-
ing the summation of all the incoming inputs to this layer
[53]. The aggregated output is given by

_ 2 TiH,

=Ty 24)

NH =) T, H,
k

We present Algorithm 1. NH selection algorithm is
using neuro-fuzzy to explain the working of ANFIS. The
gradient descent and least mean square-assisted hybrid
learning algorithm have been used to train the premise
and consequent parameters in two passes, namely, forward
pass and backward pass. The nodes of fuzzy and defuzzy
layers are updated over time. In the forward pass, the fixed
premise parameters {Ey, F;,a} are static and passed

through fuzzy layer to defuzzy layer in the proposed Algo-
rithm 1. The least mean square method is used to update
these fixed premise parameters. After getting the fourth
layer’s output which is termed ad consequent parameter,
the actual output is analyzed with fourth layer’s output,
and the error is noted. The prime aim is to minimize the
error recursively. With the backward pass, this error is sent
back to fuzzy layer and membership function of fixed pre-
mise parameters is updated by employing the gradient
descent method simultaneously. One execution round of
the hybrid learning process (including both forward pass
and backward pass) is called epoch. The algorithm is exe-
cuted till it converges (the error becomes infinitesimal

small) or till the maximum number of epoch (Mpoq)-

3.3.6. Neuro-Fuzzy Routing Approach. The proposed neuro
computes the aggregated output routing in which each sen-
sor selects a next hop to forward the data packets. In this
routing, packets are sent to sink via different routes. For each
packet, a new route might be constructed which reduces
energy utilization of all sensors in the WSN. The neuro-
fuzzy routing approach contains three phases: neighbor dis-
covery, metric calculation, and next hop selection using
NHSN. Each sensor executes the routing algorithm to search
next hop till the sink is reached. The routing algorithm is
given as Algorithm 2.

(i) Neighbor Discovery. Each sensor n; broadcasts
HELLO packets comprising its location information
in its vicinity. Each sensors n; which gets this
HELLO packet, answer with “ECHO” packets with
its position information. On the reception of these
ECHO packets, each sensor constructs its neighbor
list. The only sensors which lies in the respective
ESS will be added to the list

(ii) Metric Calculation. The sensor n; calculates forward

progress for each sensor n; € FSS;. Each sensor n;

€ FSS; sends containing its residual energy and
degree information to the sender sensor #;. The sen-
sor n; estimates NH;; fusing Algorithm 1 or all the

sensors 1; € FSS;

(iii) Next Hop Selection. For the NH selection, the only
sensors lie in FSS of the sender sensor contributes
in the selection process. The sensor n; appoints a
sensor as NH which has the highest NH;; value. This

NH is used to forward the packet to the next NH
until the packet reaches to the sink

3.3.7. Time Complexity Analysis of NHSN and FNA
Algorithms. NHSN algorithm uses the ANFIS algorithm
which combines the fuzzy algorithm and neural network.
When Algorithm 1 was supplied a number of inputs, to
obtain the optimum values of the parameters, it is updating
the weights of the parameter continuously. The proposed
rules used to modify the weight were dominant in the com-
plexity of the algorithm. The time required to run the ANFIS
algorithm depends on the number of inputs (k). The asymp-
totic time complexity of the algorithm is O(k).

In the FNA algorithm, the neighbor discovery phase and
the running of time of this phase take O(nm) where # is the
number of sensors in a route and m is the average number
of neighbor sensors. The metric calculation needs the run-
ning time O(m + k). The next hop selection phase takes the
time of O(m). Thus The asymptotic time complexity of the
Algorithm 2 is O(nm + k).

4. Simulation Results and Analysis

In this portion, the proposed ERFN routing for WSN is
evaluated by conducting large-scale simulation employing
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1. Neighbor discovery:

II. for each neighbor ; of n;do

V. Add n; to FFS;
VI. end if
VIL end for
2. Metric calculation:
L. for each sensor n; € FSS;do

IIL n; gets Eg, F;;, a

ij
end for
3. Next Hop selection:
L. NH n, =argmaX(NHij), n; € FSS;

L. Each sensor n; € N advertises HELLO packet to discover all neighbors n;

III. Sensor n; obtains its position information (xj, y].) using any localization techniques
IV.If point (x;, y;) satisfies Eq. (11) then

IL. Sensor n; computes F;; using Eq. (13)

IV. Sensor n; computes NH for n; using NHSN

IL. Sensor n; sends data packet to the NH #;

ArLGoriTHM 2: Neuro-fuzzy routing (FNA) algorithm.

MATLAB fuzzy logic simulator tool neuro-fuzzy designer to
trained ANFIS. We customize the fuzzy inference system by
adding new membership functions for devised routing cen-
tric metrics to predict the next hop. The area of network field
is assumed to be 300 x 300 m?, and 200 sensors are placed
randomly in this field. The sink is placed in the center of
the field. The initial energy of each sensor is 2]. The values
of Ege and g, are taken as follows: 10 (n]/bit) and
20pJ/bit/m®. The length of data packet transmitted and
received by each sensor is set as 64 bits. The location of the
sink node is (200, 200). The cycle time is 60 microseconds.
The packet rate is 200 packets/s. The sensing and transmis-
sion ranges of each sensor are assumed to be 10m and
20 m, respectively. Each simulation result is taken by averag-
ing of 10 runs of each simulation, thus, measuring the perfor-
mance of the ERFN.

The proposed ERFN is compared with similar position-
based routing: eBPR [6] and EeBGR [9] to show its effective-
ness. A number of performance metrics are deliberated to
assess the performance of the developed routing approach.

4.1. Network Lifetime. It is defined in many depending on
applications WSN including the time until a certain percent-
age of sensor dies or the time until sensors are not capable to
send data to sink. This paper terms the lifetime of the net-
work by means of the time until 50% of sensors die. The sim-
ulation process goes on till 90% of nodes are dead.

4.2. Average Residual Energy. It is defined as the ratio of the
sum of the remaining energy of all alive sensors to the num-
ber of alive sensors in the network after each round. Let EY, is
residual energy of ith sensor. The average residual energy of
all the sensors for the next rounds is calculated as

1 i
Eo = Y Ej. (25)
ieN

4.3. Average Energy Consumption. It is defined as the ratio of
the sum of the amount of energy consumed by all sensors to
the number of sensors after each round.

4.4. Standard Deviation (SD) of Residual Energy. It is a statis-
tical measure defined as the square root of the variance of
residual energy of all the sensors. The SD of residual energy
is a square root of the variance of residual energy is given by

o) =[5 X (EaE)" (26)

4.4.1. Network Lifetime. Figure 3 shows the lifetime in the
terms of the number of alive sensors which are involved in
the routing process in different rounds. The results are
obtained for the proposed ERFN and compared with the
state-of-the-art routing approaches: EeBGR and eBPR. At
the beginning, all sensors are alive. When the routing algo-
rithms run in rounds, sensors drain their energy, and the
number of alive sensors reduces. It is noted that as the num-
ber of rounds increases, the number of alive sensors for the
proposed ERFN is comparatively more than that of EeBGR
and eBPR. In the proposed ERFN, the first sensor dies in
about 250 rounds, whereas in EeBGR, first sensor dies at
about 200 rounds, and in eBRP, the first sensor dies at about
180 rounds. Further, it is also noted that after 1000 rounds,
the number of alive sensors in the proposed EREN is about
180, whereas the number of alive sensors for EeBGR and
eBPR is 150 and 170, respectively. After 2000 rounds, the
number of alive sensors EeBGR, eBPR, and ERFN is about
35, 60, and 75, respectively. It is due to the fact that the pro-
posed EREN selects the next hop using the neuro-fuzzy sys-
tem, increasing to a much longer lifetime of the network.
Figure 4 exhibits sensor death percentage for different
number of rounds. It is witnessed that the proposed ERFN
performs better as compared to EeBGR and eBPR. The
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FIGURE 4: Sensor death percentage.

sensor death percentage of all the considered routing
approaches is gradually increasing up to about 400 rounds.
After that, the death percentage for both EeBGR and eBPR
is increasing sharply as compared to that of ERFN. For
example, at 700 rounds, the death percentages for both
EeBGR and eBPR are 20% and 18%, respectively, whereas
for ERFN, it is 5%. It is noted that the sensor death rate
for ERFN is slower than that of the state-of-the-art
approaches. It is due to the fact that the proposed routing
uses supervised learning approach minimizes the error rate
in selecting the next hop.

4.4.2. Energy Consumption. Figure 5 displays the average
residual energy of all sensors for the different number of
rounds. All sensors have equal that is 2 joule initially energy.
As the all considered routing approaches run in rounds,
after some rounds, it is seen that the ERFN saves more
energy as compared to both EeBGR and eBPR. For example,
after 500 rounds, the average residual energy for the ERFN
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FIGURE 6: Avg. energy consumed by nodes over rounds.

is about 1.8 joule; however, at the same number of rounds,
the average residual energy for both EeBGR and eBPR is
1.4 joule and 1.6 joules. It is because of the ERFN changes
the routes frequently by using ANFIS where the state-of-
the-art approaches do not use any learning algorithms.
Thus, the ERFN conserves more energy, increasing the net-
work lifetime.

Figure 6 displays the average energy consumption for all
the sensors for different rounds. The average energy con-
sumption is likely to be constant for ERFN and eBPR up
to 250 rounds whereas it is high for EeBGR. But the ERFN
consumes less energy as compared to both approaches. For
example, after 500 rounds, the ERFN exhausts 0.1 joules
energy, and both EeBGR and eBPR exhaust 0.25 and 0.4
energy, respectively. It noted that as the execution rounds
increase, the energy consumption for all the routing also
increases but this increment is less for the ERFN. It is clear
that the proposed routing consumes less energy which is
essential for network lifetime enhancement.
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4.4.3. Standard Deviation for Residual Energy. When WSN
starts operating, each sensor begins exhausting a different
amount of energy, and the SD of residual energy changes.
Figure 7 exhibits the SD for residual energy among all the
nodes in WSN. Low SD indicates better energy consumption
balancing. Initially, all the routing approaches consume
under one mean, indicating good energy consumption balan-
cing among sensors. However, as the rounds increase, the
SDs of residual energy for all considered routing approaches
change. The SD with the proposed ERFN is lower than that of
both EeBGR and eBPR. For example, at 500 rounds, the SD
for EREN is 0.23 whereas both EeBGR and eBPR give 0.30
and 0.38. The SD of eBPR is much closer to the EREN as
compared to EeBGR, and it is because both ERFN and eBPR
take the same routing metrics. It is observed that ERFN gives
much flatter graph over EeBGR and eBPR, and it is due to the
fact that the ERFN uses ANFIS to select next hop which fre-
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quently changes path for the data packets in each round. It is
clearly noticed the ERFN achieves better energy consump-
tion balancing than the state-of-the-art approaches.

Figure 8 displays SD of residual energy for different num-
bers of alive sensors. It is observed that in all cases of alive
sensors, the SD for the proposed ERFN is less than that of
EeBGR and eBPR. For example, 80 numbers of alive sensors,
the SD for ERFN is 0.018 whereas for EeBGR and eBPR, the
SDs are 0.02 and 0.025, respectively. It indicates that the
ERFN obtained a better energy balance compared to EeBGR
and eBPR. Further, it is observed that the proposed ERFN
achieved the highest energy balance for the alive sensor
equals to 80 for all the routing approaches. Thus, the pro-
posed routing outperforms both EeBGR and eBPR in the
term of SD of the residual energy.

5. Conclusion and Future Perspective

This paper proposes a new energy-efficient routing using
fuzzy neural network in wireless sensor networks. Specially,
an adaptive neuro-fuzzy inference system has been employed
to combine the three routing-centric metrics: residual energy,
forward progress, and sensors degree. The next hop selection
algorithm using neuro-fuzzy to assign duty of packet forward
to a neighboring sensor as next hop is presented. The neuro-
fuzzy routing algorithm is presented to route the packet from
source sensor to the sink. Simulation has been conducted
using MATLAB fuzzy logic simulator tool neuro-fuzzy
designer. The results indicate that ERFN outperforms the
EeBGR and eBPR in the terms of lifetime, energy consump-
tion, and SD of residual energy. In the future, the proposed
routing will be studied using other machine learning algo-
rithms for newer areas of applications including E-mobility
route planning and information sharing in traffic environ-
ment. More energy-saving technical ideas will be incorpo-
rated such as employing duty cycling approaches in the
sensor-oriented wireless communication environment.
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The fifth-generation-enabled Internet of Things (5G-enabled IoT) has been considered as a key enabler for the automation of
almost all industries. In 5G-enabled IoT, resource-limited passive devices are expected to join the IoT using the WiFi
backscatter communication (WiFi-BSC) technology. However, WiFi-BSC deployment is currently limited due to high
equipment cost and short transmission range. To address these two drawbacks, in this paper, we propose a low-cost and long-
range node-assisted WiFi backscatter communication scheme. In our scheme, a WiFi node can receive backscatter signals using
two cheap regular half-duplex antennas (instead of using expensive full-duplex technique or collaborating with multiple other
nodes), thereby reducing the equipment cost. Besides, WiFi nodes can help relay backscatter signals to remote 5G infrastructure,
greatly extending the backscatter’s transmission range. We then develop a theoretical model to analyze the throughput of WiFi-

BSC. Extensive simulations verify the effectiveness of our scheme and the accuracy of our model.

1. Introduction

The fifth-generation-enabled Internet of Things (5G-enabled
IoT) is considered to be a key enabler for automation of
almost all industries [1-5]. In a typical 5G-enabled IoT, a
5G customer premise equipment (5G-CPE) is introduced to
bridge a WiFi-based IoT network and a 5G base station [6],
as shown in Figure 1. In this solution, the 5G-CPE may first
use its WiFi module to collect data from the WiFi-based
IoT devices and then upload these data to a remote cloud
server timely using its 5G module. Hence, this solution can
take full advantage of 5G’s high bandwidth and low latency,
as well as WiFi’s ubiquity.

Besides WiFi, backscatter communication (BSC) is
another popular wireless technology in IoT [7]. BSC is
designed for communications between tags (which are
severely resource-limited and battery-free) and readers. With
BSC, tags first harvest energy from ambient signals, then con-
vey information by modulating and reflecting ambient sig-

nals (instead of generating signals by themselves), while
readers are dedicatedly designed to receive the reflected sig-
nals from tags. As a recent advance, WiFi-based BSC
(WiFi-BSC) [8-11] has been proposed. With WiFi-BSC, tags
may harvest energy and convey information by utilizing
ubiquitous WiFi signals, while WiFi nodes with self-
interference cancellation capability (which is called WiFi
reader) may receive the reflected signals from tags. WiFi-
BSC opens up a promising opportunity for tags to join
WiFi-based IoT networks, but WiFi readers are expensive
because they are required to support costly full-duplex tech-
niques or collaborate with other WiFi nodes to implement
the self-interference cancellation. On the other hand, the
transmission range of WiFi-BSC is very short (say, 1 m to
54m [9, 10]). As a result, current WiFi-BSC deployment is
very limited.

L.1. Motivation. In recent years, the multiuser, multi-input,
and multioutput (MU-MIMO) technology has been intro-
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duced to WiFi. With MU-MIMO, a WiFi node can use regu-
lar half-duplex antennas to receive different signals from
multiple nodes simultaneously and then distinguish these
signals for further processing. This feature motivates us to
apply MU-MIMO in WiFi-BSC for enabling conventional
WiFi nodes to act as WiFi readers, without utilizing costly
tull-duplex technique and collaborating with other nodes.

In addition, the transmission range of WiFi (up to
1000m [12, 13]) is much longer than that of WiFi-BSC. This
motivates us to let WiFi nodes relay tags’ information toward
5G-CPE, greatly extending the transmission range of the
WiFi-BSC.

1.2. Contribution. In this paper, we propose a low-cost and
long-range node-assisted WiFi-BSC scheme. Our contribu-
tions can be summarized as follows.

(1) Propose a low-cost WiFi-BSC design. Our design
only requires a conventional WiFi node to be
equipped with two regular half-duplex antennas, so
as to adopt MU-MIMO to decode the reflected sig-
nals from tags. This avoids adopting costly full-
duplex technique and collaborating with other nodes
for extracting reflected signals of tags, thereby saving
equipment cost greatly

(2) Propose a long-range node-assisted WiFi-BSC
design. Our design lets WiFi nodes relay tags’ infor-
mation to a remote 5G-CPE, hence extending the
transmission range of the tags significantly

(3) Develop a theoretical model to analyze the through-
put of our scheme, and verify the accuracy of our
model via extensive simulations. The results show
that our design significantly outperforms existing
WiFi-BSC schemes in terms of throughput
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1.3. Related Works. In recent years, BSC has quickly become a
key technology for low-power wireless communication sys-
tems [14] and therefore has received lots of attention in the
research community. Below, we present related works of
BSC in terms of physical (PHY) layer and medium access
control (MAC) layer schemes.

1.3.1. PHY Layer Schemes. In the PHY layer, many works are
dedicated to achieving feasible BSC. For example, Liu et al.
proposed ambient backscatter that enables two tags to com-
municate with each other by reflecting ambient TV signals
[7]. However, in practical IoT systems, tags are more com-
monly covered by WiFi signals instead of TV signals. To this
end, WiFi backscatter [10] enables tags to reflect ambient
WiFi signals in their transmissions and uses an off-the-shelf
WiFi device to receive and decode reflected signals. However,
the decoding accuracy of this approach is low, because the
WiFi node receives both the reflected signal and the ambient
signal and has a difficulty in separating these two signals. To
improve the decoding accuracy, BackFi [8] is proposed to
enable the reader to have prior knowledge of the ambient sig-
nal. In this approach, a WiFi node equipped with a full-
duplex transceiver is introduced to perform regular WiFi
transmission and backscatter reception simultaneously.
When decoding the reflected signals, the node adopts the
self-interference cancellation (SIC) technique to cancel the
ambient signals sent by itself. Nevertheless, deploying a
full-duplex transceiver is costly. To avoid deploying a full-
duplex transceiver, HitchHike [9] lets tags reflect ambient
WiFi signals from a WiFi band to a dedicated band. At the
receiving end, there are two WiFi nodes connecting to the
same backend server. One node receives the reflected signal
over the dedicated band, while the other node receives the
regular signal over the WiFi band. Then, the server collects
these two signals and extracts tags’ data from the reflected
signal by comparing these two signals. This design requires
collaborations between multiple WiFi nodes, which is still
expensive. Different from the above approaches, without
deploying a full-duplex transceiver and assigning a dedicated
band for BSC in our design, we enable a half-duplex WiFi
node to receive and decode the backscatter signals using only
two regular antennas.

Besides, some works focus on improving the PHY layer
security (PLS) of BSC. For example, in [15], Li et al. investi-
gated the impact of in-phase and quadrature-phase imbal-
ance on the security performance of BSC systems and
found out that there exists a trade-off between reliability
and security. Further, they proposed a system parameter
adjustment scheme to prevent BSC from being eaves-
dropped. Reference [16] investigated the joint effects of resid-
ual hardware impairments, channel estimation errors, and
imperfect successive interference cancellation on the PLS of
BSC and proposed an artificial noise scheme to prevent
BSC form being eavesdropped. Reference [17] studied the
PLS of BSC in the case where cognitive radio is introduced
in conjunction with BSC. The authors also optimized the per-
formance trade-off between reliability and security of BSC by
adjusting system parameters. It is worth pointing out that the
PLS of BSC is out of scope of this paper.
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1.3.2. MAC Layer Schemes. Along with PHY layer achieve-
ments, some works focus on proposing efficient medium
access control (MAC) protocol for BSC. For example, [18]
proposed a distributed MAC protocol for tag-to-tag commu-
nications. When ambient signals exist, tags contend for
transmissions, and the loser tags harvest energy while the
winner tag performs transmissions. There are also MAC
designs for tag-to-WiFi communications. Most of them
assumed a full-duplex WiFi access point (AP) that can emit
ambient signals and receive the reflected signals from tags
simultaneously. For example, Ma et al. proposed a demand-
based MAC scheme for WiFi backscatter communication
[11]. In this scheme, when having a demand for collecting
data from tags, the full-duplex WiFi AP ceases all WiFi trans-
missions and sends a period of ambient signals, and tags con-
tend and transmit data to the AP during this period.
Reference [19] proposed a rendezvous scheme for sporadic
BSC. In this scheme, a full-duplex WiFi AP divides the time
into frames with equal length; each frame is further divided
into subperiods for coordination, WiFi transmission, and
BSC, respectively. Tags perform contentions in the coordina-
tion subperiods and perform transmissions (to the AP) in the
BSC subperiods. Then, this idea is extended by [20], where
the full-duplex WiFi AP adopts the deep reinforcement
learning technique to learn the optimal time-division strat-
egy. Different from the above approaches, we focus on
extending the range of BSC, with the assistance of regular
half-duplex WiFi nodes.

The rest of this paper is organized as follows. Section 2
details our design. In Section 3, we theoretically analyze the
performance of our design. Section 4 validates the accuracy
of our theoretical model. Section 5 concludes this paper.

2. Our Design

In this section, we detail our low-cost and long-range node-
assisted WiFi backscatter communication scheme for 5G-
enabled IoT. The scheme consists of a physical (PHY) layer
design and a MAC layer design. Below, we first present an
overview of the scheme and then detail two designs.

2.1. Design Overview. In our design, we consider a 5G-
enabled IoT network, which consists of one 5G-CPE, multi-
ple WiFi nodes, and multiple backscatter tags. Adopting
oft-the-shelf hardware only, we propose a design to achieve
an objective as follows. Backscatter tags first transmit data
to their nearby WiFi nodes; then, the WiFi node forwards
the backscatter data to the remote 5G-CPE.

In the PHY layer, whenever a WiFi signal is sent, the tag
uses the signal as an excitation signal to perform a tag-to-tag
communication or a tag-to-WiFi communication. During
the tag-to-WiFi communication, a WiFi node can extract
backscatter data from ambient WiFi signals using only two
regular half-duplex antennas, instead of being equipped with
expensive full-duplex receivers or collaborating with multiple
nodes.

In the MAC layer, we divide the IoT network into multi-
ple subcells (as shown in Figure 2), where each subcell con-
sists of a WiFi node and multiple tags. We propose a MAC

5G-CPE o
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FIGURE 2: Design overview: Tag2-1 first transmits its data to Node2,
and then Node2 forwards the backscatter data to the remote 5G-
CPE.

layer protocol as follows. First, WiFi nodes follow the WiFi
standard to contend for the channel. Then, the WiFi winner
node starts a WiFi transmission, while the tags in its subcell
harvest energy from the transmission signal. At the same
time, other tags adopt our proposed scheme to contend and
transmit data to the WiFi nodes in their subcells.

Below, we detail our PHY layer design and our MAC
layer design in sequence.

2.2. PHY Layer Design. In our PHY layer design, we assume
that each WiFi node has two antennas: antenna 1 (AT1)
and antenna 2 (AT2). When a WiFi node transmits signals,
it only activates its AT1. When a WiFi node receives signals,
it activates both AT1 and AT2.

As shown in Figure 3, when a node (say, Nodel) sends a
WiFi signal to 5G-CPE, other nodes (say, Node2) and the
tags (say, Tag2-1 and Tag2-2) can sense this signal. Using
the WiFi signal as an excitation signal, a tag (say, Tag2-1)
can adopt the Manchester technology to send information
to other tags (say, Tag2-2). It can also adopt the M-ary phase
shift keying (M-PSK) technology to perform a high-rate
transmission to a WiFi node (say, Node2). Below, we detail
the tag-to-tag communication and the tag-to-WiFi
communication.

2.2.1. Tag-to-Tag Communication. We adopt the Manchester
technology in tag-to-tag communication. Below, we intro-
duce the Manchester modulation and demodulation under
the ambient WiFi signals, respectively.

(1) Modulation. When performing the Manchester modula-
tion, a tag changes the amplitude of its received WiFi signal
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5G-
CPE

Tag2-2 Tag2-1

. T Node2

F1GURE 3: PHY overview: Nodel transmits its data to the 5G-CPE (in blue), and the transited signal (in grey) is also received by Tag2-1, Tag2-
2, and Node2. Tag2-1 uses this WiFi signal as excitation signal and transmits its data to Tag2-2 and Node2 (in red).

z(t) and then reflects the signal. Therefore, the backscatter
signal x,,(t) reflected by the tag can be expressed as follows:

xp(t) =m(t) - z(t),0<t < T, (1)
where
s(t),  bit=0,
m(t) = , (2)
=s(t), bit=1,
is the backscatter baseband signal and
T
I, 0<t< 7
s(t) = 3
=4 0
0, —<t<T.
2

(2) Demodulation. Each tag uses energy detection technique
to demodulate a backscatter signal y,(t) = hy,(t) * x,(1)
(ignoring noise) received from other tags, where hy,(t) is
the impulse response of the channel between tags. We define

Pﬁfoww&
0 (4)

When P, > P,, the tag regards that y,(t) carries a bit “0”;
otherwise, it regards that y, () carries a bit “1.”

2.2.2. Tag-to-WiFi Communication. We adopt the M-PSK
technology in tag-to-WiFi communication. Below, we
explain M-PSK modulation on tags and the demodulation
on nodes sequentially.

(1) Modulation. In the M-PSK scheme, bits are represented
by phases of symbols. We take the 4-PSK scheme (i.e., M =
4) as an example to explain the modulation process. As
shown in Figure 4, 4-PSK has 4 valid constellation points e

= {e/, el%, el%, e/%}; these constellation points correspond
to bit pairs B ={11,01,00,10}. When performing modula-
tion, m(t) in (1) is set according to the mapping relationship
between e and B. For example, because “10” corresponds to
e/%, when modulating “10,” we set m(t) = /%,

(2) Demodulation. In the case shown in Figure 2, Node2
receives regular WiFi signals x,, () from Nodel and reflected
signals x,(¢) from Tag2-1 simultaneously. Because Node2
activates its AT1 and AT2 during its receptions, a MU-
MIMO system is formed, as shown in Figure 5. In this sys-
tem, Nodel’s AT1 and the Tag2-1 are the inputs, while
Node2’s AT1 and AT2 are outputs. Benefitting from this sys-
tem, Node2 can easily extract m(t) from x,(¢) and then can
decode backscatter data from m(t) as follows.

Step 1. Extracting the backscatter baseband signal.
Because Node2 activates two antennas in its reception, we
can use a vector y to represent Node2’s received signal:

»1()
= 5 5
' L’z(t) ] ®)

where y,(t) is the signal received by ATiand i=1,2.
Taking into account the signal fading of x,,(¢) and x,(¢)
in the MU-MIMO system, (5) can be expanded as follows:

Oy = [, (1) * hyy (£) + x, () * hbl(t)]

L X () * By (£) + 2, (F) * hyy(t)

. [ 2, () * By (£) + (m(t) - 2(8)) * hyy (2)
L% (£) * By (8) + (m(2) - 2(1)) * by (1)

- [, (£) * hyy () + (m(2) - (x,(8) * he(2))) = hbl(t)]
| X, () * hyy(f) + (m(2) - (xw(t) * hf(t))) * hy, (1)

o= [, (1) % hyy (8) + m(t) - (x, () * [hp(t) * by (£)]) ] |
Xy (1) * By (8) +m(t) - (x, () * [hp(t) * By (2)])
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FiGURrk 4: Constellation diagram of 4-PSK and bits represented by
constellation points.

Nodel x, (0

Node2

Tag2-1 x, (t)

FIGURE 5: A MU-MIMO system in the tag-to-WiFi communication:
Nodel and Tag2-1 are inputs, and Node2’s AT1 and AT2 are
outputs.

In (6), hy;(t) is the impulse response of the channel
between Nodel’s AT1 and Node2’s ATi, i=1,2, and hy,(t)
is the impulse response of the channel between the tag and
Node2’s ATi, i=1,2. According to (1), we transform @ to
@. Then, we have ® from @, because z(¢) is x,,(t) received
at the tag, where z(t) =x,,(t) * hs(t) and hy(t) is impulse
response of the channel between Nodel’s AT1 and the tag.
Next, because the symbol period is much longer than the typ-
ical propagation delay in IoT (e.g., 50 ns in WiFi [8]), we can
consider m(t) to be a constant [8] and hence have ® to ®@.
Finally, if hy;(t) and hy(t) * hy, (t),i=1,2 in equation ® are
known, we can obtain x,(¢) and m(t) by combining these
equations. Fortunately, benefitting from MAC layer design
(see Section 2.3), hy;(t) and h(t) * hy, (t),i= 1,2, can be esti-
mated before demodulations.

At the receiver end, analog signals are sampled before
being further processed. Hence, we can write (6) in the dis-
crete domain as follows:

Xy [1] - hyy + mln] - (x,[n] - [y By, ])
y= : (7)
Xy [1] - hyy + mln] - (x,[n] - [hy - hy,))

Step 2. Decoding backscatter data.

Upon extracting m[n], we perform the following opera-
tions to decode bits from it. First, we, respectively, compute
the distance between m[n] and each of valid constellation
points in e. Then, we regard m[n] as the constellation point
that results in the shortest distance and decode m|n] as the
corresponding bits. For example, if m[n] is closest to e/’ € e
and “10” corresponds to e/, we decode m|[n] as “10.”

2.3. MAC Layer Design. To better describe our MAC layer
design, we assume an IoT network with the topology shown
in Figure 2. In this topology, the IoT network comprises
two subcells, i.e., subcellk, k = 1, 2. In subcellk, there are one
WiFi node (i.e., Nodek) and two tags (i.e., Tagk — 1 and Tag
k-2).

Further, we describe the MAC layer design using the exam-
ple shown in Figure 6. In this example, Nodel and Node2 per-
form carrier sense multiple access/collision avoidance
(CSMA/CA) mechanism to contend for their transmissions.
Then, Nodel wins the contention and the whole network starts
a process that can be divided into four periods as follows.

2.3.1. Period @©: Header Transmission. In this period, Nodel
sends a WiFi PHY header (including WiFi preamble) and a
MAC header. All tags (ie., Tagl-1, Tagl-2, Tag2-1, and
Tag2-2) harvest energy from the WiFi signal carrying headers.
Node2 receives the PHY header and uses the WiFi preamble in
the header to evaluate hy;(t), i =1, 2, in Equation (6).

2.3.2. Period @: Asynchronous Block ACK (AB-ACK). In this
period, Nodel sends an asynchronous block ACK (AB-ACK)
shown in Figure 7, which comprises a Start field (i.e., the start
of the tag and WiFi transmission), a Transmit address field
(TA for short, i.e., the signature of Nodel), a Duration field
(i.e., the number of Receive address), and n Receive address
fields (RA for short, i.e., the signature of the sender of the
backscattered data buffered in Nodel). The length of each
field is 1 microslot. In the example of Figure 6, the RA only
contains the signature of Tagl-1 (i.e., n = 1), indicating that
Nodel has only successfully received and buffered the back-
scatter data from Tagl-1 between its last and current
transmission.

All tags receive the AB-ACK and detect the TA field in it.
Tag2-1 and Tag2-2 learn from TA that the current sender
node does not belong to the same subcell (i.e., is not Node2),
so they read n from the duration field and then perform
energy harvesting operation for a time of sending n RAs (i.e.,
n microslots). Meanwhile, Tagl-1 and Tagl-2 learn from TA
that Nodel is the current sender node, so they continue to
check the Duration and RA fields. Then, Tagl-1 detects its sig-
nature in RA and knows that its previous transmission is suc-
cessful. Meanwhile, Tag1-2 does not detect its signature in RA
and hence knows that its previous transmission is unsuccess-
tul. Later, it will perform a retransmission to Nodel.

Node2 keeps silent.

2.3.3. Period ®: Backscatter Contention. This period is fur-
ther divided into ] microslots. In each microslot, Nodel sends
a predefined busy tone.

Tagl-1 and Tagl-2 perform energy harvesting and do
not send data to Nodel, because Nodel is performing trans-
mission instead of reception. Meanwhile, Tag2-1 and Tag2-2
attempt to send packet to Node2; hence, they perform a con-
tention as follows. First, they generate a random backoft
counter uniformly distributed in (0, /- 1). Then, they sense
the channel and decrease their counters by 1 if there is no
backscatter preamble (B-preamble) being transmitted. The
B-preamble is a predefined special sequence transmitted
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FIGURE 7: Asynchronous block ACK format.

using our tag-to-tag communication scheme and its length is
1 microslot. Then, Tag2-1’s counter first reaches 0 and Tag2-
1 starts to broadcast B-preamble repeatedly until the Ith
microslot. Tag2-2 detects Tag2-1’s B-preambles, stops its
backoff and transmission attempt, and performs energy
harvesting.

Node2 receives a busy tone from Nodel and a B-
preamble from Tag2-1 in the /th microslot. Then, it substi-
tutes them and the h,(¢),i= 1,2 obtained in period @ into
(4) to estimate hy(t) * hy,(t),i=1,2.

2.3.4. Period @: Backscatter Transmission. In this period,
Nodel follows the WiFi standard to send its data and the
buffered Tagl-1’s data to 5G-CPE. Tagl-1, Tagl-2, and
Tag2-2 perform energy harvesting. Tag2-1 sends a packet
to Node2 using our tag-to-WiFi communication scheme,
where the packet consists of the tag’s address and a data pay-
load. Node2 buffers this packet and records the tag’s address,
and then, it forwards the packet to the 5G-CPE in its next
transmission.

3. Performance Analysis

In this section, we analyze the MAC layer performance of the
proposed backscatter system (namely, throughput). We con-
sider a saturated network (i.e., all WiFi nodes and backscatter
tags always have a packet to send) consisting of 1 5G-CPE

and n subcells. Each subcell consists of 1 node and g tags.
That is, there are n nodes and G tags in total, where G=n
x g. We also assume that the nodes have the same packet size
L, and the tags have another same packet size L;. In the fol-
lowing, we express the throughput in terms of WiFi and
backscatter.

3.1. Throughput of WiFi. In the following, we first calculate
the generic slot and then express the throughput of WiFi.

3.1.1. Calculation of the Generic Slot. Let 7(y) denote the
attempt rate of each WiFi node. In 802.11 networks, 7(y)
can be achieved through setting the minimum contention
windows (CW,;,) and the maximum backoft stage ()
[21]. We have

min

2

= m—1 K’ (8)
I+ C‘Nmin + yCWminZk:O (2)/)

7(y)

where y is the collision probability of each WiFi node and can
be expressed as

©)

Let Q denote time duration of the generic slot that elapses
for one decrement of the backoff counter. Q2 depends on

p=1-(1-7(y))""
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TaBLE 1: Main simulation parameters for PHY and MAC layers of WiFi.

Parameter Description Value

PHY model

Rysa Data rate of MCS 4/MCS 8 3.9/7.8 Mb/s

Ry asic Basic rate 0.65 Mb/s

PHY header Length of PHY header 160 ps

MAC model

Tsrrs Duration of SIFS interval 160 ps

T s Duration of DIFS interval 264 us

Tgjot Duration of an IEEE 802.11ah time slot 52 us

Lyyigi Length of DATA packets 1000 bytes

Lycx Length of ACK packets 14 bytes

MAC header (40 bytes + 4 bytes)@Ry,, 46 us

Route header 20 bytes@R g, 21 ps

Trwisi 1000 bytes@R 4, 1026 ps

T ack (24 bytes + 1 4bytes) @R ;. 39 us

CW in Minimum value of contention window 16

m Maximum backoff stage 7

whether a slot is idle or interrupted by a successful or an
unsuccessful WiFi transmission [22, 23]. So, Qcan be
expressed as

0,1 Py,
Q=< T,P,, (10)
Ts, Pb _PS’

where P, =1-(1—-1(y))" is the probability of a busy slot;
P, =nt(y)(1-1(y))"" is the probability of a successful WiFi
transmission from any of n contending nodes; o is the dura-
tion of one time slot; and T, and T are the mean time for a
successful transmission and an unsuccessful transmission,
respectively.

Let E(Q) denote the mean value of Q. We have

E(Q)=(1-Py)o+P,T,+ (P, - P)Ts. (11)

3.1.2. Calculation of WiFi’s Throughput. We define the
throughput, I',, as the number of bits that the WiFi nodes
successfully transmit in E(Q) [21-23]. We have

r

PS w
= Eo) (12)

~

3.2. Throughput of Backscatter. Here, we first calculate the
probability of a successful backscatter transmission and then
calculate the throughput of backscatter.

3.2.1. Calculation of the Probability of a Successful Backscatter
Transmission. In a subcell, when there is only one tag that
wins the contention, the winner tag performs a successful

backscatter transmission. Let 3 denote the probability of a
successful backscatter transmission. We have

Yic(ch )

=y

(13)

In (13), the denominator represents the number of g tags’
all possible contention results, while the numerator repre-
sents the number of that only one tag wins the contention.
In the numerator, 7 is the backoff counter of the winner; / —
2 is the maximum backoff counter that the winner can select.
C; represents that any one of g contending tags wins the con-

tention, where its backoff counter equals to i. (CL, ,)?" rep-
resents that the other g —1 tags fail the contention, where
their backoft counters are greater than i.

3.2.2. Calculation of Backscatter’s Throughput. Each success-
ful WiFi transmission can provide a backscatter Transmis-
sion Opportunity (TXOP) for all winner tags in other n —1
subcells (except the subcell of the WiFi transmitter), and
then, the winners can transmit their backscatter data to the
neighbouring WiFi nodes in parallel. Note that we have the
same f in all subcells, because the number of tags in all sub-
cells is the same. Therefore, we express the throughput of
backscatter, I',, by

-1)BP,L
sz(n )ﬁs b. (14)

E(Q)

Finally, we also define the total throughput, I';, as the sum
of WiFi’s throughput and backscatter’s throughput, which
can be expressed as



I,=T,+T,. (15)

4. Performance Evaluation

In this section, we verify the accuracy of our theoretical
model and make comparisons with BackFi [8].

In our design, we consider an IoT network consisting of 1
5G-CPE, n nodes, and G(G = n x g) tags, where each subcell
consists of 1 node and g tags. The WiFi nodes contend to
upload their data to 5G-CPE, where each WiFi transmission
activates n — 1 backscatter transmissions in other subcells.

In BackFi, the IoT network comprises 1 5G-CPE, n
nodes, and g tags, where all tags surround the 5G-CPE in
the transmission range of backscatter. The 5G-CPE of BackFi
contends for the channel to obtain the backscatter data.
When the 5G-CPE wins the channel, it sends the excitation
signal to a target tag. Then, the tag modulates the excitation
signal and reflects the signal back to the 5G-CPE.

In simulation, we consider a saturated network (in both
our design and BackFi). The PHY and MAC layer’s default
parameter settings of our design and BackFi are set according
to IEEE 802.11ah [13] and listed in Table 1. The other default
parameter settings of our design are shown in Table 2.

Here, we verify the accuracy of our model in terms of
throughputs (which are calculated by (12) and (14)).
Figure 8 plots the WiFi’s throughput and backscatter’s
throughput, when n=1,---,10; g=5; and Ry, = 3.9 Mb/s.
From Figure 8, we have the following observations:

(i) The theoretical curves closely match the simulation
curves. This manifests that our performance model
is very accurate

(ii) As n increases, the throughput of WiFi decreases
slightly, while the throughput of backscatter
increases significantly. For example, the throughput
of backscatter when n =10 (0.68 Mb/s) is 0.7 times
more than that of when n =5 (0.4 Mb/s)

Here, we compare our design with BackFi in terms of
WiFi’s throughput, backscatter’s throughput, and total
throughput. Figure 9 plots the throughput of our design
and BackFi as the number of nodes, n, varies, where g =5
and Ry, = 7.8 Mb/s. From Figure 9, we have the following
observations:

(i) As n increases from 1 to 20, the total throughput of
our design is steady at 3.0 Mb/s, while that of BackFi
decreases from 3.1 Mb/s to 2.5 Mb/s

(ii) The backscatter’s throughput of our design is much
higher than that of BackFi. The reasons are as fol-
lows. In our design, each WiFi transmission
(whether transmitted by the 5G-CPE or the WiFi
nodes) can activate n — 1 backscatter transmissions.
However, in BackFi, only each 5G-CPE’s transmis-
sion can activate one backscatter transmission

(iii) The WiFi’s throughput of our design is always
0.3 Mb/s lower than that of BackFi. This is because
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TABLE 2: Main simulation parameters of our design.

Parameter Description Value
l Number of microslot 8
L icro—slot Length of micro-slot 16 us
2.5
5
2
=
2
<
o0
j=)
I
=
Number of WiFi nodes, n
—— Ana WiFi —e— Ana backscatter
—— Sim WiFi —o— Sim backscatter
F1Gure 8: Throughput vs. number of WiFi nodes.
35
3 4
~ 251
2
27
=)
=
%15 - .
<
E 14
0.5
O T T i hd hd hd hd hd hd S

Number of WiFi nodes, n

—— Sim our WiFi —o— Sim BackFi's Backscatte
—— Sim BackFi's WiFi ~—a— Sim our total

—e— Sim our Backscatter —a— Sim BackFi's total
FIGUre 9: Comparison of throughput between our design and

BackFi.

our design introduces the AB-ACK and the back-
scatter contention, which increases redundancy of
WiFi packet

5. Conclusions

In this paper, we propose a low-cost and long-range node-
assisted WiFi-BSC for 5G-enabled IoT. First, in the PHY
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layer, we enable the oft-the-shelf WiFi devices to receive and
decode backscatter signals using only two regular antennas,
which reduces the deployment cost of WiFi-BSC signifi-
cantly. Then, in the MAC layer, we enable WiFi nodes to
relay WiFi-BSC data toward the 5G-CPE, extending the com-
munication range of WiFi-BSC greatly. Next, we model our
scheme. Finally, we run extensive simulations to verify the
accuracy of our model and the effectiveness of our scheme.
This study shows that the WiFi-BSC has a great potential in
5G-enabled IoT.
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With the development of Internet of Things (IoTs), devices are now connecting and communicating together on a heretofore
unheard-of scale, forming huge heterogeneous networks of mobile IoT-enabled devices. For beyond 5G- (B5G-) enabled
networks, this raises concerns in terms of spectral resource allocation and associated security. Cognitive radio is one effective
solution to such a spectrum sharing issue which can be adopted to these B5G networks, which works on the principle of sharing
spectrum between primary and secondary users. In this paper, we develop the confidentiality of cognitive radio network (CRNs)
for IoT over k-u fading channels, with the information transmitted between secondary networks with multiple cooperative
eavesdroppers, under the constraint of the maximum interference that the primary users can tolerate. All considered facilities
use a single-antenna receiver. Of particular interest, the minimum limit values of secure outage probability (SOP) and the
probability of strictly positive secrecy capacity (SPSC) are developed for this model in a concise form. Finally, the Monte Carlo

simulations for the system are provided to support the theoretical analysis presented.

1. Introduction

With the recent roll-out of 5G technology globally, an ever-
increasing number of intelligent devices are now joining the
Internet including mobile IoT devices in social, industrial,
healthcare, and smart-grid nature [1]. With this rapid rise
in connectivity between such devices, associated security
threats and challenges are also on the increase, becoming
more pressing, and need to be resolved urgently.
Traditional network encryption mechanisms can resolve
security problem through various encryption algorithms at
the network layer and above. However, such encryption
mechanisms can no longer provide perfect security for
wireless communication networks due to the complexity
and time-consuming nature of the problem. Fortunately,
the influence of fading channel and noise actually provides
the possibility for implementing physical layer security
(PLS), which has been the subject of extensive research in
the literature. On the basis of [2], Wyner first proposed a
model to estimate the security of communication systems
[3]. For the scenarios of active eavesdropping, Ai et al. pro-

vided another evaluation benchmark, namely, average
secrecy capacity (ASC), over double-Rayleigh fading chan-
nels [4]. Referring to the classical Wyner eavesdropping
model, SOP was given to study the security of the correlated
Rician fading channels [5]. To minimize information leak-
age, a precoding scheme and the security of Rician fading
channels were investigated by analyzing the SOP in [6]. Else-
where, [7] studied the security capability of large-scale fading
channels according to the probability of nonzero secrecy
capacity (PNSC) and SOP.

The generalized fading channel can model the real trans-
mission environment. By changing its parameters, it can
represent many channel models. To account for this, a large
section of the literature has studied the transmission
performance and security of the generalized fading channels
[8-15]. In [8], Lei et al. employed two mathematical forms
to complete the derivation of the lower limit of SOP and
strictly positive secrecy capacity (SPSC). Elsewhere, the
ability of such a channel to resist active eavesdropping
was investigated by deriving the ASC in [9]. Using a sys-
tem model of decode-and-forward (DF) relay cooperation
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over generalized-K channels, the exact and approximate the-
oretical expressions of SOP and ESC were evaluated in [10].
Using channels with the premise that the main link follows
a-p distribution and the eavesdropping link was modelled
as k-u distribution, the analytical expressions of ASC, SOP,
and SPSC were derived in [11]. Sun et al. described the closed
form of SOP and SPSC over other k- shadowed fading chan-
nels in a concise form [12] and gave an approximate analysis
through the method of moment matching. The authors of
[13] analyzed the security of Fox’s H-function fading chan-
nels by simulating the SOP and probability of nonzero
secrecy capacity (PNZ). In real-world wireless communica-
tion networks (WCNs), the correlation between antennas
cannot be ignored. Based on this, the security performance
analysis of correlated systems over #-u fading channels [14]
and k-y shadowed fading channels [15] has also been
investigated.

More recently, nonorthogonal multiple access (NOMA)
and ambient backscatter communication technology have
attracted more and more attention due to the high spectral
and energy efficiency for the Internet of Things. In order to
investigate the reliability and security of the ambient back-
scatter NOMA systems considering hardware damage, the
outage probability (OP) and the intercept probability (IP)
were studied [16]. More practically, the ambient backscatter
NOMA system under in-phase and quadrature-phase imbal-
ance (IQI) was taken into account in [17], where the expres-
sions for the OP and the IP are derived in closed exact
analytical form [18] and the secure performance for the
future beyond 5G (B5G) networks in the presence of nonlin-
ear energy harvesters and imperfect CSI and IQI in terms of
the closed form of OP and IP was studied.

Most recently, many scholars are interested in CRNs
because they can make use of scarce spectrum resources
without causing decoding errors to the primary user’s com-
munication. Considering a multirelay network over Naka-
gami- m fading channels, the authors of [19] studied the
effect of three different relay schemes on the security capacity
of the channel. In [20], the SOP of the single-input multiple-
output (SIMO) underlay CRNs over Rayleigh fading chan-
nels with imperfect CSI were derived and analyzed. Park
et al. [21] proposed a CRN model composed of a multirelay
primary network and a direct link secondary network, where
the outage performance of the two networks was analyzed.
The secrecy outage performance of DF-based multihop relay
CRN under different parameters was investigated in the pres-
ence of imperfect CSI in [22]. The authors in [23] studied the
energy distribution of CRN by analyzing spectrum sharing.
Based on an underlying CRN, the derivation and analysis of
SOP and SPSC are described in [24]. Combined with
machine learning, a resource allocation protocol for CRN
has also been proposed, and the influence of channel param-
eters on spectrum efficiency is presented in [25]. For condi-
tions where the secondary network cannot interfere with
the communication of the primary network, the authors in
[26] took PNSC and SOP as the benchmark for studying
CRN over Rayleigh fading channels. Recently, security issues
are studied for popular applications such as relaying system a
direct connection [27] and NOMA system [28].
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As a generalized channel, k-p fading can be equated with
Rayleigh, one-sided Gaussian, Nakagami- m, and Rician
fading channel [29], which can be used to simulate many
wireless communication scenarios, so it is of great value to
explore transmission performance. Bhargav et al. [30] ana-
lyzed the security of the wiretap system over fading channels
by deriving the SOP and SPSC of the considered system. The
SOP was derived based on classical Wyner’s model over k-u
distribution [31]. The authors in [32] studied the statistical
properties of k-u distribution and obtained the probability
density function (PDF) and cumulative distribution function
(CDF) for multiple independent k- variables. Utilizing DF
relay scheme, the SOP and SPSC in a relay system over k-u
channels were provided [33]. As an extension to [32], the
authors of analyzed the secrecy outage performance of a
SIMO wiretap system over k-u channels.

1.1. Motivation and Contribution. To date, there is negligible
work presented in the literature on the CRN security assess-
ment of multiple eavesdroppers over k- fading channels.
Motivated by the aforementioned discussions, this paper
presents such an investigation into the secrecy outage perfor-
mance of CRN under multiple eavesdroppers by deriving the
SOP and SPSC.

The main contributions of this paper are summarized as
follows:

(i) The work presents a CRN security assessment of
multiple eavesdroppers over k-u fading channels,
considering multiple eavesdroppers in the cognitive
radio network. It provides theoretical analysis of
SOP and studies the influence of channel parame-
ters and other parameters on the secrecy outage
performance

(ii) The paper also presents a derivation of SPSC for
such a setup, from which it can be seen that SPSC
is independent of the primary channel, and this con-
clusion is confirmed by simulation

(iii) To further evaluate the security for the considered
system, the asymptotic analysis of SOP in the high
signal-to-noise ratios (SNRs) is derived in this paper.
The simulation results indicate that the secrecy
diversity order is equal to the main channel parame-
ters and is not influenced by the other parameters

1.2. Organization. The rest of this paper is organized as fol-
lows. Section 2 illustrates the proposed system model. Section
3 presents the premise, including the PDFs and CDFs of the
main, primary, and wiretap channel. The SOP is derived in
Section 4, the asymptotic SOP is then considered in Section
5. Section 6 introduces the associated evaluation of the SPSC.
In Section 7, numerical results are presented based on the
Monte Carlo method to verify the theoretical analysis pre-
sented in the preceding sections. Finally, Section 8 provides
the conclusion for this paper.

1.3. Notations. In this paper, I,,(-) is the modified Bessel
function with order m and we present I'(-) as the Gamma
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function. y(a, z) denotes the Pochhammer symbol. (U), is the
denotation of the generalized Laguerre polynomial. L, (-)
presents upper incomplete Gamma function. ¥(a,b;z) is
the Tricomi confluent hypergeometric function defined in
[33] (Equation (9.211.4)). ,F,(a, b;c; z) is the Gauss hyper-
geometric function of variable z with parameters of a, b, and
c. In this paper, we represent the probability density function
(PDF) in f(-) and the cumulative distribution function
(CDF) in F(-).

2. System Model

The system model is presented in Figure 1. It consists of one
primary transmitter (PT), one primary receiver (PR), one
secondary transmitter (ST), one secondary receiver (SR),
and multiple eavesdroppers (E;,i=1,2,--,L;). An effective
way to realize spectrum sharing is to use cognitive radio net-
works (CRN). There are three types of CRN: interweave,
underlay, and overlay. The model in this paper adopts the
underlying CRN. The system model and analysis method
can also be applied to other wireless fading channels.

In this paper, we assume that the considered network
functions in underlay mode, i.e., the secondary users (SUs),
concurrently are entitled to use the resources of the primary
network. In underlay mode, communication among the sec-
ondary networks of the CRN can be implemented, but it
must be carried out under the limitation of guaranteeing
the quantity of service (QoS) of the primary network. ST tries
to transmit information to SR in the presence of multiple
cooperative wiretappers, without reducing the communica-
tion quality of the primary network. Hence, the transmitter
power P, of ST is written as

where I, is the maximum interference power at PR and P,
represents the peak transmit power of S restricted by
designed hardware. It is assumed that there are no direct
links between PT and SR and that E, (i=1,2,---,L;) can only
eavesdrop on the signal from ST. All links of the considered
system are independent, nonidentity, frequency flat, and sub-
ject to k-p fading, with the coefficients of the channel
unchanging during a transmission block.

Based on these assumptions, h, , is the channel gain from
Stov,ve(d,p,e,i€(1,2,--,Lg)); the power gains can be
denoted as a k-p random variable with channel parameters
(k,» u,), assuming that all channel coefficients are integers;
finally, L; is the number of wiretappers. Therefore, the
received signals are

Vo= hspxs + 1,
Ysa = hsdxs + 1y (2>

yse, = hse,»xs * Mo

where 7,
zero mean value and variance of 6 on PR, SR, and E;. From

(2), the received instantaneous SNRs are

ng, n,; are the additive white Gaussian noise with

|| P
){pz S1;-2 S’
—
Va= |th;‘2 =, ©)
— ’hsei‘zﬁs
Ye,. - o2 .

. 2 2
For convenience, we define x = [h,|",y,, = |hy[", and y, =

|hsei|2. Taking into account that multiple eavesdroppers



collaborate with maximal ratio combining (MRC) technol-
ogy, the total received instantaneous SNR at E is

P
Ve= 2 Vo= 50 [he (4)

From this, one can get the total wiretapped channel
power gain as

= [ (5)

3. Statistical Characteristics of k-y Fading

Since all channels of the considered system experience the
independent, nonidentity k-u fading, from [26] (Equation
(10)), the k-p power probability density function (PDF) of
the link from ST to SR or E; can be expressed as

( u—l)/2
2N k0,0
0

u

k,(1+k,)
xI, 1| 24, Q—z

:L(M> (~((a (1+k,))2,)2)

w,(1+k, )"WH

fu(Z) - ku<“ )/ze#ukuﬂu

etuku 0

u

X OZO: (kutuu)i (“u(l +ku))izi+;4ul
ST (u,, + 1) Q

u

(6)

where z € (y;,x), ue(p,d), and p, and d denote the sub-
scripts of the channel coefficient from ST to PR or SR, respec-
tively; y,,x is the channel power gain of the link from ST to
SR or PR, respectively; I,,(+) is the modified Bessel function;
and I'(+) is the Gamma function.

Utilizing ([34] Equation (8.445)), we substitute A, =
((1+k,)p,)/Q, into (6), and after some algebraic manip-

ulations, (6) can be rewritten as
o)

1+;4”—1 e—/\,,z.

(Au>(#u+1)/2 (2) (,~1
(u k )*‘u ek

— Z u/’lu u
emku il (p,, +1)

ful2) =

(7)

According to the relation between the CDF and PDF,
the CDF of the channel gain can now be derived as
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where y(u, +1,A,2) denotes the lower incomplete Gamma
function from ([34] Equation (8.350.1)).

In the considered system, all eavesdropping links, though
independent, are not necessarily identical, and the coopera-
tive eavesdroppers all apply MRC techniques, such that the
total channel gain of all of the wiretap links is written as
y,= Y. where y,, is the channel gain of the link from
the transmitter to E; and L is the number of eavesdroppers.
Therefore, the PDF of y, is given by [33] (Equation (3))

_ e PPy U & Kl w-1 [ Uy,
J09= g >Z<U>f’< %)

e —(y./2B) qyeq+U 1 i q
@’ Z"qz 4T (U +q) <2ﬁ£)’

where (U), =I'(U + k)/I'(U) denotes the Pochhammer sym-
bol [32], the series representation of the generalized Laguerre

polynomial L\"™" ([35] Equation (05.08.02.0001.01)). The
efficient ¢ in f(y,) can be calculated as

=<%) e"p{ Zﬁgl’aqua}

10)
a (U “Hei
30"
C Ilckzlcjdk], k>1, (11)
=0
- ]ﬁU L - E j+l
dj__z—ggl:xiai(ﬁ_ai)] </3£+a,(U—E)>

L 1-a;/f3 i
+ Z#el <m) (j=z1),
(12)

where a; = Q4/ 244, (1 + k)5 Xoj = 2kitt;s U = ZiL:oMi; L is
the number of eavesdroppers; ,; is the average power gain
of the ith wiretap link; and k,;, u4,; are the channel coefficients
of the ith wiretap link. The parameters & and 8 must be
carefully selected to guarantee the convergence of the series
in (9). Specifically, when &< U/2 and >0, (9) will con-
verge in any finite interval; if &> U/2, must be chosen
as > (2-U/§)a, /2, to make certain the uniform conver-
gence of (9) in any ﬁmte interval, where a,) = max {a;} (i=
L., L).

4. Analysis of Secrecy Outage Probability

According to information security theory, perfect secrecy
connection can be guaranteed if the rate of encoding of the
confidential data into code words is lower or equal to the
secrecy capacity. Otherwise, the security of the information
will be compromised. In this section, we focus on analyzing
the SOP, which is an important performance metric of
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describing the security of the considered system; it denotes
the maximum achievable rate. The secrecy capacity of CRN is

Cr—-Cry,>7.,
Cs:{ D~ CEYa > Ve (13)

OYd < Ye

where Cp=10g,(1 +y,) and Cy=log,(1 + y,) are the instan-
taneous channel capacity of main and wiretap link (s),
respectively.

For a CRN working in underlay mode, in order to guar-
antee the quality of the service for the primary network, the
transmitter power of ST must be constrained by the maxi-
mum interference threshold, I, that the primary user can

tolerate and its maximum transmitter power, P, ., as
—
P.=min{ L, P+ (14)
x

From the definition of SOP, it can be denoted as

SOP =Pr {C, < Cy}

IP IP
=Pr CSSCth,x<p— + Pr CSSCth,XZP

I
=Pr {CSSCth)PSZPmaX} + Pr {CSSCth’Ps: _P} .
X

sop,

sop,

(15)

From expression (15), we can see that the SOP is
composed of two components, with reference to SOP, and
SOP,. The remainder of this section will consider these 2
terms in greater detail.

4.1. SOP, Analysis. When P =P, ., the work mode is the
same as for a normal communication system. According to
probability theory, SOP, can be calculated as

SOP, =Pr {C, < Cy,, P, =P

max

I
— Cy Cin _ p
=Pr {y, ey, + e l}Pr{st } (16)
Il

Next, we derive an expression for I, from (16):
I, =Pr {y, <€y, +e -1}, (17)

where y,; = (P/0?)y,, y, = (Pjo?)y,, and P, =P, . Rearran-
ging terms and using mathematical methods, we can obtain

0-1
o

4iywwm

I, =Pr {yds6y8+

=J FD(®y2+
0

(18)

where ® = ¢ and a =P
that I, > j 0
bound of I, as

' ax/0°. Taking account of the fact
p(©y,)fe(y,)dy,, here, we derive the lower

ﬁ=ﬁ%@mmmm@ (19)

Substituting (8) and (9) into (19) and utilizing [38]
(Equation (3.10.1.2)), we derived the expression of It as

PRICTCUTIED N S (gq
etaka part qzoq!F(U+ q)\ &
i (2BOAgkapty) T (g +i+q+U)
= (g ti) (kg +1)
X, F (g +ipy+i+q+Us;pu,+i+ 1,-20N,).
(20)

Applying (8) to this equation, we get

o) e

From this, the lower bound of SOP, can be obtained by
applying (20) and (21) as

>

q=0 i

M8
gk
18

SOP,"=C, G CCICI (g +i+q+U),F, (4,

=~
Il

0

T
o
T

o

tihpy it g+ U;pu,+i+ 1,-201)),

(22)
where
C. = 1 (2BOA,)"
0 el"pkp e["dkd
_ (2PONgkauty)’
bl ) (pg )
! (23)
(ot I

Cl:

l!I’(,up + l) Y(Pl" th A"Pmpax)’

c - h <U)q
1T U \E)
4.2. SOP, Analysis. From (15), SOP, can be expressed as

I
SOP, = Pr {CS <Cy» P, = ;’}

1 1
=Pr {ﬂ Secth,x> P—p} (24)




Let 3, = 1,/0°, after some mathematical operations simi-

lar to those employed for I,, we obtain the following expres-
sion for SOP,:

I
SOP, =Pr {ydg(@ye /3 x,x> r }
- 2 max (25)

= J H(x)f p(x)dx,

1,/P,

! max

where H(x) = ["Fp(®y, + ((© - 1)/B,)x)f(y,)dy,. Substitut-
ing (8) into this equation, after some mathematical deriva-
tion, we can obtain H(x) as

H(x) = 1~ Iy (x), (26)

00 ipgti-l 5 n
IH(X): 1 Z(kdnud) Z Ai

k | |
eHaka part 1. =0 n.

. Jooe—M@yﬁ((@—l)/ﬁz)") (@ye +
0

®ﬁ_2 1x> nfE( e)dye'
(27)

Then, substituting (7) into (25), I};(x) can be given by

Fo B, (evy
% k;oqlf(Uw) ( 3 ) (28)

where ¢ =1/(281,0 + 1); substituting (26) into (25), SOP,
becomes

00

I (x)f p(x)dx . (29)

L/P,

P! max

sop2:1—12—J

Iy

From this, we can substitute (28) and (7) into I P, and

with the aid of binomial expansion and [34] (Equation
(3.351.3)), Ip can be shown to be

co o0 Hgt9-1 oo

0,35y 5y S oo,

i=0 g=0 n=0 k=04=0d=0
(q+U-

. ®-1 I
xF(yp+z+d, <Ad—ﬁ2 +Ap> P;}(),

d
CquDan
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where

Uyt

= g
(kp”p‘/’)i
ir (Mp + i) ’

k) (31)
D,= ( d!/;!d)

N d
1-¢
D, = ((=k),/q'T (U + q))(9U/E)%,
v =4,/A((©-1)/B,) +A,.
I'(x,y) is the upper incomplete Gamma function ([34]

Equation (8.350.2)). Making use of the derivation result, the
lower SOP can be obtained as

SOP'=1-1, -1, +SOP;. (32)

5. Analysis of Secrecy Outage Probability
Asymptotic Secure Outage Probability

Although the expressions of SOP can help us perform numer-
ical analysis on the secrecy outage performance of the consid-
ered system, asymptotic analysis can also be used to further
evaluate the system performance. Therefore, we focus on the
derivation of an asymptotic expression of SOP in this section
and study the impact of the maximum transmit power (P, . )
of ST and the maximum interference (1) that PU can tolerate
on the secrecy communication with multiple eavesdroppers.

In the high-SNR region, the asymptotic SOP can be
defined as

SOP™ = (G,02;) % +0(Q, %), (33)

where G, =, denotes the secrecy diversity order and o(-)
represents higher order terms. The secrecy array gain is

1 1 O-1\VH
Ga_(“kd) {(2ﬁ®)U(Md)€“"kp< @ )

;Z ZA Ci A, % <®®al)qr(q +U)¥

®-1
2ﬁ®(x> (34)
Hq o0

ZZZZA LA AGAT

(!" e”kOquOzo

Ip (Vnq)
Ny, +i+d, A —)} ,
(P PPmax

q+U, g+ U+p;+1;

2[3@ Ha
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where
1
B eHa ky?

(R U\“
A= T (?> |
o-n‘/ 1\’
Ad:Cid( 3 ) <—Apzﬁ®> (g—d+q+U-1),

A= (kp”p)‘zv)l
: nr (e, +1)

0

(35)

6. Probability of Strictly Positive
Secrecy Capacity

In information theory, the absolute security of communica-
tion can be guaranteed only when the instantaneous secrecy
capacity exceeds zero. Thus, SPSC is considered to be an
important indicator for measuring the secure communica-
tion system, which is given by the formula

SPSC=Pr {Cs>0}=1-Pr {Cs<0}. (36)
SubstitutingC,into (16), we can get
oo k oo )
SOP|c o= Y D" BycyA A;(2B) eI (uy +i+q+U)
k=0 g=0 i=0

X F (g +ispy+i+q+Usp,+i+1,-24,P),
(37)

4

where A = (py(1+k))/Qq3 U= Yoty s By = A /etik s
A; = (kgpgrg)'1il(py + i)l and A, and A, are the same as
mentioned above. Then, SPSC can be obtained as

o k oo

SPSC=1- Y Y % AgceA A, (2B) ™l (y +i+q+U)
k=0 g=0 i=0

X F (g + iy +i+q+U;p,+i+1,-21,P).
(38)

From this expression of SPSC, we can see that it does not
rely on the primary channel gain but is only dependent on
the gain of eavesdropping channel and main channel.

7. Numerical Results

In this section, the curves obtained by Monte Carlo simula-
tion of SOP for the considered system are compared with
the above mathematical analysis in order to consider the
impact which the different related parameters have on the
security of the cognitive networks. After verification, when
the value of the variable reaches 50 times, it converges to a
constant value. Infinite series does not affect the simulation
results. The parameters utilised in this paper are set to
P..=1 and o=1, and the other parameter settings are
as shown in the relevant figure.

Figure 2 shows the curves of the SOP for different num-
bers of eavesdroppers. It can be seen that the analysis results
are in agreement with the simulation curves across the entire
range of SNRs. In addition, the approximate curve is the
tangent line of the exact theoretical results. Moreover, we
can also see that the SOP will increase as the number of
eavesdroppers increases. This is due to the fact that all of



10° @

1071 4

107 5

10—3 B

10—4 B

Secrecy outage probability

107 3

Wireless Communications and Mobile Computing

10°°

--- Asymptotic

—— Analysis (QE,QP) =(6,1)

— Analysis (Q,,2,) =

FIGURE 3: SOP with (k,

100 4

10—2 B

107 5

Secrecy outage probability

1076 5

(5.3)

O Simulation (2,.(2,) = (6,1)
% Simulation (Qe,QP) =(5,3)

, ﬂp) =(22), 45 =25 (keip ) 2125 = (3,2)(5,2) (4, 1) 5 red traces 2, =1,0Q,=6; blue traces Q,=3,0,=5.

10

- - - Asymptotic
—— Analysis
% Simulation (p;=1)

15

20 25 30

0, (dB)

A Simulation (p; = 2)
O Simulation (¢, = 3)

FIGURE 4: SOP with different y1; values Q, =2, Q,=6;1,=0.1; Cy = 0.01; (k,, pt,) = (1, 1) sk =35 (ke p;) 2 55 = (2:2)(3,1)(2, 1).

the eavesdroppers cooperate with each other. The more
eavesdroppers there are, the stronger the wiretapped signal
strength, which means that the eavesdropper SNR increases,
followed by an increase in the SOP.

Figures 3 and 4 provide the curves of SOP versus Q, for
different values of k; and p;. In order to observe the variation
of SOP with k; more clearly, two groups of experiments with
different parameters were carried out and the results are

shown in Figure 3. It can be seen that SOP decreases with
the increase of either k,; or ;. Moreover, we can see that with
this increase in the value ofkjory ;which means the SNR at
the receiver increases, the secrecy performance will improve.

Figures 5 and 6 show the influence of channel parameters
(k4> ;) on SOP. In Figure 6, we plot the different curves of
SOP when k; and p; are varied. The blue curve is the differ-
ence between (ky, ;) =(1,1) and (kg p,) = (1,2); the red
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curve shows the difference of SOP at (kg , 4;) =(3,1) and
(kg uy)=(3,2). It is worth noting that the two curves
coincide together in the low Q; region; when Q; is very
high, the difference is very small. When Q, = 12, the differ-
ence of SOP is a negative peak; the corresponding positive
maximum appears at ; =19, 20. In other words, at these
two points, the channel parameters (k,, ;) have the greatest
impact on the channel security performance.

From Figure 7, it can be seen that the higher the value
of I, the better the security of the system, since ST can

transmit more high power information. We can also see

that there is a limitation for the SOP in the high I,. This

is attributed to the fact that the maximum transmit power
of ST(P,,,,) is equal to 1, while I, — oo, as suggested in
the above sections.

Next, without loss of generality, we plot a set of curves
with different parameters to observe the effect of Cy on
SOP. As we can see from Figure 8, the SOP for lower C,;, out-
performs the ones for the higher C,;,. This is due to the fact
that SOP is the probability that secrecy capacity C, remains
below the output threshold C,. The lower the threshold C,
is, the smaller the corresponding probability obtained. In
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particular, the red curve of Cy, =0.01 is almost identical to
the blue curve of Cy, =0.1.

Figure 9 shows the SPSC for different values of (2. From
Figure 9, we can see that the SPSC decreases with the increas-
ing values of (k,, y,). This can be explained by noting that the
larger (k,, p,) implies a stronger signal obtained by eaves-
droppers; hence, the eavesdropper SNR increases which
decreases the secrecy capacity and thereby increases the

(4,1)(5,2)(3,2); up ones Q,=1,0,=6;(

# Simulation (Cy, = 0.1)

k

o thy) (ks phg) = (2,1)(1,2) 5 down ones

SOP. In addition, we can also observe that the SPSC does
not change with the variation of (k,, ¢1,) as discussed in (38).

To sum up, the interesting conclusion can be obtained
that the improvement of the confidentiality is manifested
by a larger value of SPSC and a smaller value of SOP. There-
fore, a smaller number of eavesdropping antennas, a larger k,;
,alarger p;, and a smaller Cyy, can improve the confidentiality
of the CRN model.
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8. Conclusions

In this paper, we have investigated the security perfor-
mance for CRNs which operate in underlay mode with
5G, beyond 5G, and Internet of Things (IoT) technolo-
gies, where all channels experience independent, but not
necessarily identically, k-p fading. The exact and asymp-
totic theoretical expressions of SOP are derived for the
considered system in the presence of multiple eavesdrop-
pers. We also derive an equivalent expression for the
SPSC of such a system. These resulting formulae show
that the secrecy diversity order relies on the main chan-
nel parameter. This is corroborated with simulation
results, which also prove this conclusion. Finally, Monte
Carlo simulation results are presented to verify these analyt-
ical expressions and illustrate the influence which factors
have on the secrecy performance versus the SNR ratio (s) of
the channel (s).
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There are high demands on both massive connections and high spectrum efficiency, and the cognitive radio-based nonorthogonal
multiple access (CR-NOMA) system is developed to satisfy such demand. The unreal situation of CR-NOMA is considering the
perfect channel state information (CSI) in receivers. This paper indicates impacts of imperfect CSI on outage and throughput
performance. In particular, we focus on performance of the secondary network related to the imperfect CSI, and we derive
closed-form expressions of outage probability and throughput for the downlink in such a CR-NOMA system. Particularly, a
general form of Nakagami-m fading channel is adopted to examine the impact of fading on the performance of the CR-NOMA
system. As the main achievement, we conduct extensive simulations and provide analyses to demonstrate the outage

performance of the CR-NOMA system with CSI imperfections.

1. Introduction

Considering as a promising multiple access technique, non-
orthogonal multiple access (NOMA) has been proposed
due to the higher traffic adaptation and optimized spectral
efficiency (SE) [1]. By sharing frequency/code/time
resources, the NOMA-based networks serve multiple users
allocated various power allocation (PA) coefficients. In partic-
ular, the users with weak channel qualities are required more
power compared with the users possessing stronger channel
conditions. The strong users benefit from successive interfer-
ence cancellation (SIC) to detect their own messages [1]. By
introducing a cooperative diversity gain, cooperative NOMA
(co-NOMA) has been studied in various scenarios to highlight
the performance of NOMA [2-5]. To enhance the reliability
performance, a co-NOMA scheme was investigated in [5], in
which relay nodes are assigned as the users with better channel
conditions (namely, NOMA-strong users).

To further improve the SE, an underlay cognitive radio
(CR) network is considered as another technique that allows
secondary users (SUs) to transmit only if they do not result in

reducing performance of primary users (PUs) related to
harmful interference [6]. To address some of the 5G chal-
lenges including spectrum efficiency and massive connectiv-
ity, it is necessary to study the combination of NOMA with
CR networks while maintaining reliable transmission of pri-
mary and secondary users. In various circumstances of the
underlay CR-NOMA developed in [7-10], a superimposed
signal is sent by the secondary transmitter to the secondary
NOMA destination users. The authors concluded that if the
PA factors and target rates are accurately chosen, the perfor-
mance of NOMA users can be enhanced.

The outage performance of CR NOMA systems has been
investigated extensively in the literature [11-15]. Particu-
larly, Nakagami-m fading channels are adopted in suitable
systems such as [11, 15]. The authors in [16] studied overlay
CR-inspired NOMA by introducing expressions of the out-
age probability. A similar scenario was performed in [17];
however, different from [16], only the best secondary user
is chosen to forward the signal to the primary user. To assist
in transmission between secondary NOMA users and a sec-
ondary base station (SBS), many relays are deployed [18].
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In such a system, it is beneficial as the selected relay with the
strongest link with the SBS is required to forward signals to
the secondary receivers [18]. However, these papers assumed
that channel state information (CSI) is available and exact
estimation at the receivers. In practice, imperfect CSI occurs
as the main reason of degraded performance. It motivates us
to study the new system performance analysis for CR-
NOMA over Nakagami-m fading. In particular, we evaluate
numerous new challenges when compared to previous works.
These main challenges are summarized as follows.

(i) A cooperative scheme needs to be deployed in the
context of NOMA transmission. Such a NOMA
scheme has been recognized as a crucial approach
to further improve spectral efficiency in CR-NOMA,
especially for users with poor channel condition

(ii) Spectrum sharing is required at the secondary net-
work in CR-NOMA; then, transmit power con-
straint is necessary since the SUs are permitted to
reuse the licensed spectrum bands belonging to the
PU. Spectrum sharing performs well under the con-
ditions that the interference to the PU is guaranteed
to be less than an assigned threshold

(iii) Outage performance of CR-NOMA network
depends on the estimated channels at receiver. How-
ever, imperfect CSI make crucial impacts on SNR
and then outage probability becomes worse

To address these challenges, we propose the CR-NOMA
under a scenario of imperfect CSI by considering the
Nakagami-m fading channel model. The proposed system
in this research is challenging and more realistic compared
with [19]. On the comprehensiveness, we implement our
proposed method through simulations. We summarize the
main contributions of this research as follows.

(i) It need be improved performance of far NOMA
users in CR-NOMA. Due to poor channel condition,
the far user requires to assign a higher power alloca-
tion factor. Particularly, the secondary network is
affected by interference from the primary nodes;
then, relaying scheme should be implemented to
achieve expected system improvement

(ii) Impacts of interference among two networks in CR-
NOMA are considered. Degraded performance can
be accepted under the limitation of interference sat-
isfied. In particular, outage probability and through-
put are the two most important metrics and we
derive the concrete expressions of these metrics
under the constraints of transmit power and sepa-
rated target rates of NOMA users

(iii) Simulation results show the performance of the pro-
posed CR-NOMA model using Nakagami-m fading
channel models with respect to different variable
conditions. We mainly focus on the trade-off
between the system outage performance and other
characteristic parameters such as level of CSI imper-
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fections, total transmit power, and target rates. The
results illustrate that the system outage behavior
has a satisfied value within a certain range

2. System Model

We examine a general NOMA model as a system model
shown in Figure 1 wherein a downlink of CR-NOMA sce-
nario. The relay is necessary to serve two NOMA users U,
and U, which can operate in the secondary network (SN)
containing secondary source (BS) intends and relay R. More-
over, the relay operates in a decode-and-forward (DF) mode.
It is noted that such SN deals with interference to the pri-
mary transmitter (PT) and primary destinations (PD) are
operated in the primary network (PN). The transmit source
BS in the SN is limited by transmit power of the PN. It is
assumed that all nodes are equipped single antenna and
operated in half-duplex mode. The Nakagami-m fading
channel coefficients are adopted in the considered system
with parameter m. In such a CR-NOMA system, we denote
wireless channels from node a to node b as g,,. In the sec-
ond hop of the SN, we denote g, and g, denote the links
from relay to user U, and U,, respectively. To guarantee
NOMA fairness characteristic, let 4, and a, be the power
allocation factors. It is noted that we can assume that a, >
a, with a; +a, =1 [20, 21]. ny, n,, and n, are denoted as
Additive White Gaussian Noise (AWGN) with variance of
N,.

In a real scenario, the imperfect CSI-related channels are
known at the receivers; it is given by [22]

9]‘:?7,“*6]" (1)

where je {SR, 1,2}, 7 ; represents the estimated channel fac-
tor, and e; stands for the channel estimation error. Moreover,
Ip ~ CN(0, Nyu) is denoted as the interference from the PN
to SN, and y is the scaling coefficient of I,. The CSI of pri-
mary transmitters is not available at the secondary receivers
as reported in [19].

To enable functions of CR in the context of the CR-
NOMA system, the transmit power of secondary node Q is
restricted as [19] P, <min (Ith/|gQP|2’PQ)’ Q< {S,R}. We
denote P, as the maximum average allowed transmit power,
with I,;, denoted as the interference temperature constraint
(ITC) at node PD.

There are two phases in transmission at the SN. The
received signal at the relay R in the first phase is computed by

Vs = (Gsr +€sr)V/ Ps(v/ar1X) +\/ay%,) + Ip + g
=gsrV/ Ps(v/ar1x; + \/a,%,)

(2)
+egp/ Ps(V/a1x) +\/ay%,) +1p + np.

effective noise

To further evaluate performance, the signal-to-interfer-
ence-plus-noise ratio (SINR) and signal-to-noise ratio
(SNR) before and after performing SIC can be obtained to
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FIGURE 1: System model of CR-NOMA.

detect signal x, and x,, respectively, at R and they are given
by

_ Pg|gAse’a,
Pg|gNsgl*a + Pslesg|*(ay +ay) + Nopt + N

_ (Ps/No)|ghsel* @ (3)
(Ps/Ny)|gNsp|*as + (Ps/Ny )esp|* + p + 1

_ FASEN
9Nk a2 + lesg| s + 1+ 17

Yr1

2
A a
Vi = g 25R| 2Ps : (4)
lesr|"ps + 1
where pg = P¢/N, is defined as the transmit SNR at the BS.

In the second phase, the received signals in U,, i € {1,2},
can be expressed by

Y= (9, +e)\/Pr(y/a1x, +/a,x,) +Ip +n;
=g,V Pr(vV/a1x + /ay%,) + e/ Pp(\/arx, +/a,x,) +Ip + 1.
(5)

Considering signal at U, the SINR to detect its signal x,
is given by

_ |g/\1|2ﬂ1PR (6)
- 2 2 1 )
|gN ["arpp + prle|” +p+

Yu,1

Similarly, to detect signal x;, x,, we compute the corre-
sponding SINR at user U, as

2
9Nl "4 p
Yu,1 = p 90| D ’ (7)
197 aapp + pples|” +u+1
2
N, | a
Yu.2= AT (8)

prleal +p+1

3. Performance Analysis

To compute the outage probability (OP) for users U, these
functions are necessary, and they include the probability den-
sity function (PDF) and the cumulative distribution function
(CDF) of dedicated Nakagami-m channel, respectively, as [15]

xmj—le—xlﬂj
Flop(x) = ———> 9)
Z I(m;) ()"
T (my,x/;) _y(mpx/0) ' )
Flof =1~ Ty iy Zala)

(10)

where I'(a) = [(°x* e dx, y(a, x) = [{x* e *dx, and I'(,
x)= [ x*'e*dx represent for the Gamma function, the
lower and upper incomplete Gamma function, respectively
([23], Equations 8.310.1, 8.350.1, and 8.350.2).

It is noted that the PDF of |ej|2 is given as flejlz(x) =

eI (m, ) (0,)™), in which Q= A/m, m, and A

stand for the fading severity factor and mean, respectively.

Regarding Nakagami fading, we also assume m is an integer
number.

3.1. Outage Probability of User U,. The OP is determined by
SNR, i.e., y,,; = 2*f — 1 with R,,; being the target rate at user
U;,i=1,2, and its unit is BPCU (BPCU is short for bit per
channel use). Then, it can be computed the OP of U, as [19]

Py =1-Pr (min (VR,l’ Yu,1» VU1,1> > Vzhl)

=1-Pr (YR,l > Vrhl) Pr <VUZ,1 > th1> Pr (VUl,l > Vthl) : (1 1)

—_——
\Ill ll"2 \IIS

Lemma. The first term of (11) ¥, is formulated by

mep—1  igg
¥, =

isp=0 ksp=0 M, —1

@k B (1= (I (mgp, py/psQsp)IT (mgp)) )& PO e

Ksg O (B, + Q)"

M +isp — kep — 1

mal i M, + igp — ke — 1
+
isg=0 kep=0 mexk -1
isk (" esk
Br* Qg

xTI

' kep!I'(mgp) (B, + QSR)meSR+iSR7kSR
. (msp + kg (B0 +'QSR)pI> ( Ogp >m5p

QerQpps CIO

: (ﬁ + Do >mspk5R.
I @0
(12)

Proof. See the appendix.
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(13)

With the help of (9), (10), and some transform, it can be
expressed as

m-1 g me] + il - kl -1
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i1=0 k,=0 m, —1

€
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where (2; = (,/Q, . Similarly, putting (6) into (11) and the
close form of ¥5 can be obtained as

mol b fm, +iy—ky =1
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. 040, By (1 = (I'(mgps Pyl prrp) /T (mgp)) e F1O'
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(15)

Putting the result of Lemma (12), (14), and (15) into (11),
the OP of x, is written as

1-¥, x¥,x¥,, if:yth1<ﬁ,

p! a (16)

out —

1, otherwise.
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3.2. Outage Probability of x,. Similarly, it can be obtained
outage probability for x, as

Pl =1-Pr (min (VR,z’ VU2,2> > Ythz)
=1-Pr (YR,z > Ythz) Pr (YUz,z > Yzhz) : (17)
v, D

Then, with the (4), ¥, can be expressed as

|gAsk[*azp
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Similarly, the close form of ¥, is expressed as
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where 8, = y,;,,/,. Then, ¥ is written as

mol b fm, +iy =k, =1
LEDID)
i,=0 k,=0 m, —1

€
: 05205 B3 (1 = (L (mgps i/ prrp) /T (mgp)) e P/
ol (B, + )7

N m22 Izz n’le2 +1, > /))zZZQ;nZ .
=0 k,=0 m, —1 kT (mgp) (B, + Q)" 2 7F

€

a0 (0) Q e
% F(mRP +ky (B, - gp + z)Pz) (@Qz )
24 2RPPR RP

[e) —mpp—k,
B [ A— ) .
< : QQRP




Wireless Communications and Mobile Computing

10°

£

E

<

=)

°

-

o

%)

&

3

o

107! T T T T T
0 5 10 15 20 25 30
pindB

— P!, Ana. -~ OMA
-—- P Ana. Asymp

out

o Simulation

FIGURE 2: The OP of two users versus transmit SNR with m =2 and A, =0.01.

10° §

Outage probability

107! ]

-5 0 5

— Pl Ana.

out

-—- P2 Ana.

out

o Simulation

10 15 20 25 30

F1GURE 3: Outage performance versus transmit p; varying p with m =2 and A, = 0.01.

Finally, the closed-form outage probability of x, is
formulated as

Pl =1-¥,x¥,.

out — (21)
3.3. Asymptotic Analysis. To obtain the insight about CR-
NOMA systems, the asymptotic outage probability is pre-
sented in high SNR regimes p=p;=p, — 0o based on
the outage probability. In high SNR, we use e*=1-ux.

Moreover, we can write the incomplete Gamma function as

p(a, bx) =" (bz)a : (22)

Base on analysis, the asymptotic outage probability of x,
is obtained as

Pl =1-¥P X VP X PP,

out,0o ~

(23)
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Similarly, the asymptotic outage probability of x, is
expressed as

Pl

out,c0

=1-¥YPxVPo, (25)

where
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3.4. Consideration on Throughput. The achieved outage
probability leads to computations on throughput to indicate
the ability of transmission at fixed target rates. As an extra
metric, overall throughput can be given as

Tiora = (1= Poy) Ry + (1= Plyy) Ry (27)

4. Simulation Result

The main parameters in simulation are provided in detail.
First, the fixed power allocation factors are assigned for
two NOMA users, a; =0.8, a, =0.2. In addition, we set
channel gains as Ag =1, Agp=Ag=0.1, A, =1, A, =2,
R, =Ry, =R,,=1 (BPCU), A, = AESR = /\el = /\ez, m=mgy
=m, =m,=mg =Mpp, #=0.1, and p; =10dB except for
specific cases.

In Figure 2, we consider the OP versus transmit SNR
at the SN. Different OP values are seen for two users at
the SN due to different power allocation factors assigned
to U;. As the main achievement, the exact matching can
be seen between analytical results and simulation results.
Secondly, the OP of two users are better than the OMA
case in the whole range of SNR p, which confirms the
benefit of the CR-NOMA model. In addition, the OP
can be improved as increasing of transmit SNR at the
BS, which confirms the necessity of improving the quality
of transmit signal.

In Figure 3, two cases of p which makes impacts on the
OP of two users versus the transmit SNR at secondary source
are studied. It can be seen clearly that p=30dB is a better
case. The main reason is that p = 30 dB leads to higher SINR
and then OP will be improved.

Figure 4 plots OP of two users in different fading param-
eters; m =1, m = 3, and m = 3 are the better outage behavior.
It can be seen clearly that m =3 leads to a better channel
which plays an important role to improve the performance
of destinations. The main reason is that main expressions
of SINR depend on channel gains. Therefore, higher channel
gains result in higher SINR and the corresponding outage
performance can be enhanced. When m = 3, such outage per-
formance meets saturation lines sooner for the case of m =1,
which confirms that the outage performance can not be
adjusted by increasing SNR at the base station at high SNR
region.
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Moreover, other trend of OP is similar as previous cases.

In Figure 5, the OP decreases significantly for the case of
R,;,=0.5and A, =0.01. Two factors make influence on OP
performance which is confirmed in this figure. It is important
to examine OP under the impact of imperfect CSI. Therefore,
A, related to the level of imperfect CSI is controlling param-
eter to target best outage performance for two users. The
lower target rate R, is required at lower CSI imperfection
CSI that provides better outage performance. It can be
observed the lowest case is the OP of user U, that corre-
sponds to A, =0.01 and R, =0.5.

Regarding impacts of power allocation factors on OP per-
formance, Figure 6 requires we perform simulation for case
of a, >0.5. Figure 5 shows the different trends of OPs for
two users U; when we change power factor as 0.5<a, <1.
Looking at case a; < 0.7, the OP of the user U, is better than
that of U,. However, opposite trend happens as a; > 0.7. The
main reason is that power level allocated to each user is
strictly related to the OP.

To look on throughput performance, m fading parameter
makes influence on the performance of two users of such a
CR-NOMA, all observations as Figure 7. It can be observed
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that the highest throughput occurs at A, =0.01 and m = 3.
The ceiling throughput is also seen at a high region on trans-
mit SNR as SNR is greater than 25dB. Interestingly, the
existence of R,, corresponds to maximal throughput as
simulation reported in Figure 8.

5. Conclusions

In this paper, we have studied the impact of imperfect CSI on
the CR-NOMA as a possible realistic scenario. Two users are
evaluated in terms of outage performance to show advan-
tages of a developed CR-NOMA system wherein NOMA
users cooperate with the relay nodes. In particular, we
derived the closed-form expressions of outage probabilities
and throughput to show performance gaps among two
NOMA users. Our simulation analysis confirms that the tar-
get rates and power allocation factors are main impacts on
these metrics. The further simulation results show that CR-
NOMA yields better outage performance once we limit
imperfect CSI at low level and proper power allocation factor
achieved.

Appendix
Proof of Lemma

Next, we further examine the outage event at the BS for x,
and it can be formulated by the following.
It can be recalled that

= |9A5R|2“1Ps Pr
5, =Pr >V Ps < ——
|gAs*arps + lese ps +u+1 v |gspl”
1975zl a1p; Pr
r >Yir Ps> — |»
<|9/\5R|2a2P1 + lesg|’py + [gspl (1 + 1) e |gspl®
(A1)

where pg=Py/N, pp=Pp/Ny, and p,=1,/N,. Then, we
determine the first and second term of (A.1) which are
denoted as C, and C,, respectively. Firstly, C; can be rewrit-
ten as

Cy =Pr (|ghgl® > By lese|* + B,©) Pr <|hSP|2 ) %>)
s

(A.2)

where 8, =y,,,/a, = y,,,9, and @ = u + 1/p,.
Then, the first term of C, is denoted as C,;and it can be
obtained as

Cu=[ o] SOty (43)

Bx+p,©

With the help of (9) and after some manipulations, it can
be further achieved as

9
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where Qg = Qgp/Q, . Then, the second term (A.2) is so-
called as C,,. With the help of (10), C,, can be given as

I'(mgp, py/psQsp)

C,=1-
2 I'(mgp)

. (A.5)
The second component is computed as

P
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(A.6)

in which ® = (u + 1)/p, . Similarly, C, is rewritten as
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Putting (A.4), (A.5), and (A.7) into (A.1), we can obtain
(12). It completes the proof.
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This paper selects an unlicensed relay among available self-powered relays to not only remain but also secure information
transmission from an unlicensed source to an unlicensed destination. The relays harvest energy in signals of the unlicensed
source and the licensed transmitter. Then, they spend the harvested energy for their relaying operation. Conditioned on the
licensed outage restriction, the peak transmission power restriction, Rayleigh fading, and the licensed interference, the current
paper proposes an exact closed-form formula of the secrecy outage probability to quickly evaluate the secrecy performance of
the proposed relay selection method in cognitive radio networks with energy harvesting. The proposed formula is corroborated
by computer simulations. Several results illustrate the effectiveness of the relay selection in securing information transmission.
Additionally, the security capability is saturated at large peak transmission powers or large preset outage probabilities of licensed
users. Furthermore, the security capability depends on many specifications among which the power splitting ratio, the relays’

positions, and the time switching ratio can be optimally selected to obtain the best security performance.

1. Introduction

In cognitive radio networks, unlicensed users are supported
to use opportunistically the allotted frequencies of licensed
users to improve significantly the spectrum utilization effi-
ciency, which is currently low [1]. Amidst three typical oper-
ation mechanisms of cognitive radios (interweave, underlay,
overlay), the underlay one has received more attention
because of its low system design complexity [2]. Following
this trend, our work also considers this mechanism. The
underlay mechanism requires the power allotment for unli-
censed users strictly subject to the licensed outage constraint
(This paper uses “constraint” and “restriction” interchange-
ably) inflicted by communication reliability of licensed users
and the peak transmission power restriction imposed by
hardware design [3]. These power constraints bound the
transmission power of unlicensed users, inducing insufficient
power to reliably transmit information directly from an unli-
censed source to an unlicensed destination. Additionally,

severe wave propagation conditions (heavy path-loss, strong
shadowing, and severe fading) induce communication outage
for the direct channel between the unlicensed source-
destination pair. Therefore, exploiting unlicensed relays in
this direct link can significantly mitigate these severe wave
propagation conditions and eliminate the need of large trans-
mission power over a wide coverage range. Consequently, the
relays can play a role as a bridge for the source information to
reach the destination. Instead of exploiting all available relays
which either transmit simultaneously in one orthogonal
channel or sequentially in several orthogonal channels,
selecting one relay among them according to a certain crite-
rion is considered as an efficient-and-economical solution
in terms of complexity, power, and bandwidth [4-11]. How-
ever, as an assistant, the selected relay may be unwilling to
consume its individual energy for assistant activity. Nowa-
days, advanced technologies allow wireless users to power
their operations by the harvested radio frequency (RF)
energy [12-15]. As a result, the selected relay can extend
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the coverage range of the unlicensed source with the
harvested energy, better maintaining reliable source-to-
destination communications. Nevertheless, the harvested
energy is limited and, thus, the issue is whether the selected
relay can ensure secure-and-reliable communication for
source data against the eavesdropping of wire-tappers in
the viewpoint of information theory. This viewpoint affirms
that the positive subtraction of the wire-tap channel capacity
from the main channel capacity ensures the secured commu-
nications [16]. The current paper solves such an issue.

L.1. Previous Works. While most recent publications focused
on securing direct transmission (i.e., without relaying [17-
23]) and relaying transmission (i.e., without relay selection
[24-28]) in cognitive radio networks with energy harvesting
(CRNwWEH) by the physical layer security technique (e.g.,
[29-33]), to the best of our understanding only three works
in [34-36] mentioned the relay selection in these networks.
To be specific, [34] studied the security capability of the con-
ventional reactive relay selection in CRNwEH in terms of the
secrecy outage probability (SOP) through Monte-Carlo simula-
tions under the (peak transmission and interference) power
constraints. The conventional reactive relay selection selects
one relay which produces the highest signal-to-noise ratio
(SNR) to the destination as compared to all remaining relays.
Additionally, [34] considered the time switching protocol for
energy harvesting, which enables the relay to harvest energy
from merely the unlicensed source signal. To improve the secu-
rity capability, [35] suggested a link selection method in which
the link (A link is a multihop communication link through
which the unlicensed source transmits information to the unli-
censed destination via multiple unlicensed relays) of the largest
capacity is adopted. Also, [35] permitted the relays to scavenge
the energy in the beacon signals with the time switching proto-
col. Furthermore, [35] solely analyzed the connection outage
probabilities (The connection outage probability indicates the
possibility that the received SNR is smaller than a target value)
of the wire-tapper and the unlicensed destination. Recently,
([37] is the conference version of [36]. In [37], a part of the
results of [36] was briefly presented without any proof. How-
ever, the direct link was considered in [37] but not in [36])
[36] suggested a relay selection method where the adopted
relay must successfully recover the unlicensed source’s infor-
mation and minimize the SNR at the wire-tapper. In [36], the
(peak transmission and interference) power constraints were
imposed on the unlicensed transmission power, and the power
splitting protocol was considered for energy harvesting. Addi-
tionally, [36] only analyzed the intercept outage probability
(The intercept outage probability signifies the possibility that
the SNR at the wire-tapper is lower than a target value). In
addition, [34-36] neglected the interference from the licensed
transmitter (shortly, licensed interference). In general, the
licensed interference should be considered in the underlay
mechanism because both licensed and unlicensed users trans-
mit on the same wireless channel. Moreover, the licensed inter-
ference is useful for energy harvesting at relays. Furthermore,
none of [34-36] neither investigated the licensed outage con-
straint nor analyzed the SOP, a key security capability indicator
in the viewpoint of information theory.
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1.2. Motivations. This paper extends [34, 36] with the follow-
ing remarkable differences (Since the system models in [34,
36] and ours are completely different, it is impossible to
compare their security performance under the same system
parameters):

(i) The relays work solely as they are able to recover
successfully the unlicensed source’s information.
Such an operation of the relays avoids the error
propagation (e.g., [34])

(ii) The proposed relay selection method (It is obvious
that this paper completely differs [35] because the
former proposed the relay selection while the latter
proposed the link selection) selects one relay which
produces the largest maximum secrecy rate (As
recommended by the reviewer, “maximum secrecy
rate” should be used in this paper instead of “secrecy
capacity” which is normally used in the literature) as
compared to activated relays. On the contrary, [34]
selects one relay which produces the largest SNR to
the unlicensed destination as compared to all
remaining relays, and [36] selects one relay which
produces the smallest SNR to the wire-tapper as
compared to activated relays. Therefore, the relay
selection method in [34] only concentrated on
improving the main (the unlicensed selected relay
to the unlicensed destination) channel capacity
while that in [36] merely focused on degrading the
wire-tap (the unlicensed selected relay to the wire-
tapper) channel capacity. It is reminded that the sub-
traction of the wire-tap channel capacity from the
main channel capacity is the maximum secrecy rate
[16]. Accordingly, our relay selection is more
complete than [34, 36] in improving and evaluating
the security performance in the viewpoint of infor-
mation theory

(iii) The licensed interference is investigated in analyzing
the security performance of the relay selection in
CRNwEH while [34, 36] ignored this interference.
Considering this interference complicates the per-
formance analysis but valuable because the licensed
interference should not be neglected in the underlay
mechanism in general

(iv) The relays take advantage of the licensed interfer-
ence for energy harvesting. Apparently, converting
unexpected signals to advantageous energy sources
is valuable and this also distinguishes [34, 36] where
the energy in the licensed interference is not har-
vested at relays

(v) The power splitting based energy harvesting method
is employed in this paper while [34] uses the time
switching based energy harvesting method

(vi) Our work suggests the precise closed-form SOP
analysis that distinguishes [34] where merely simu-
lation results were provided and [36] where the
intercept outage probability (IOP) was analyzed. It
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is reminded that the SOP analysis in this paper is
more complete than the IOP analysis in [36] because
the former considers both the wire-tap and main
channels while the latter only investigated the
wire-tap channel. Moreover, our SOP analysis con-
siders the licensed outage constraint while [34, 36]
ignored it

1.3. Contributions. Our work contributes the following:

(i) Propose the relay selection method for securing the
unlicensed source-to-destination information trans-
mission in case that their direct link is blocked. The
proposed method maximizes the maximum secrecy
rate in the information processing stage, and the
relays are able to scavenge the energy in both signals
of the licensed transmitter and the unlicensed source
based on the power splitting protocol. Moreover, the
relays must correctly restore the unlicensed source’s
information before relaying it

(ii) Propose exact closed-form expressions for principal
security capability indicators including the SOP, the
intercept probability (IP), the probability of strictly
positive maximum secrecy rate (PSPMSR) under
both licensed outage restriction and peak transmis-
sion power restriction, and the licensed interference
to quickly assess the secrecy performance of the relay
selection in CRNwEH without the need of exhaus-
tive simulations

(iii) Exploit the suggested formulas to optimally select
pivotal system parameters

(iv) Supply multiple results to achieve helpful insights
into the security capability; for example, the mini-
mum SOP accomplishable with reasonable selection
of the time switching ratio, the relays’ positions, and
the power splitting ratio; the secrecy performance
saturation at high peak transmission powers or high
preset outage probabilities of licensed users

1.4. Paper Structure. The next part describes maximum
secrecy rate, signal model, system model, unlicensed power
allocation, and relay selection. Part 3 presents the detailed
derivation of essential performance indicators including the
IP, the SOP, and the PSPMSR. Part 4 shows analytical/simu-
lated results, and Part 5 closes our work.

2. System Description

2.1. System Model. Figure 1 demonstrates the relay selection
in CRNwEH. A complete communication from the unli-
censed source (US) to the unlicensed destination (UD) with
the help of the selected unlicensed relay (UR,) comprises two
stages as depicted in Figure2(a).

In Stage I, both the licensed transmitter (LT) and US con-
currently transmit their legitimate information to the
licensed receiver (LR) and UD, correspondingly, inducing
mutual interferences between the unlicensed and licensed
networks. The unlicensed interferences (i.e., in the unli-

LT: Licensed transmitter
LR: Licensed receiver
US: Unlicensed source

— Stagel
UD: Unlicensed destination

‘mo= Stagell UR;: Unlicensed relay
W: Wire-tapper

h,: Channel coefficient

FIGURE 1: System model.

censed to licensed direction) are well investigated in open lit-
erature but the licensed interferences (i.e., in the licensed to
unlicensed direction) are normally ignored (e.g., [5, 6, 8, 17,
21-26, 28, 34-37]). As such, by integrating these mutual
interferences into the system model, the current paper is
undoubtedly more general than published ones yet the
performance analysis is more complicated. The wire-tapper
(W) purposely eavesdrops the US’s information. Due to
bad propagation conditions, the US’s signals are unable to
be reliably received by UD and W. Therefore, it is advisable
to ask the unlicensed relays (UR;), i € [1, K], in the transmis-
sion range of US for relaying the US’s information to UD. In
order to save bandwidth and power, this paper just selects
one relay, namely, UR,, from a subset of relays which
successfully decodes the US’s information. Moreover, in
order to avoid the waste of energy for relaying operation,
the relays are assumed to relay with the energy scavenged
from the RF signals. The energy harvesting is implemented
with the power splitting protocol (e.g., [38, 39]) as seen in
Figure 2(b). More specifically, the signals of LT and US
provide the RF energy for UR; to harvest. Accordingly, this
paper exploits even the interference from LT as a useful
energy supply. The power of UR;’s received signal is split into
two portions: one for restoring the US’s information (Most
previous works (e.g., [5, 12, 17-19, 21-28, 34-39]) omitted
the power consumption of the information decoder. The
current paper also follows this assumption) and another for
harvesting the energy.

In Stage II, the adopted relay UR,, restores the US’s infor-
mation and forwards the decoded information to UD at the
same time that LT transmits its information to LR, which
again induces mutual interference between the licensed and
unlicensed networks. At the end of Stage II, UD attempts to
restore while W wire-taps the US’s information from UR,’s
transmit signal.

2.2. Slgnal Model. In Flgure 1, huv € {hll’ hlw’ hld’ hl?’[’ hSl’ hS’r"-’
R, 1 by, g} symbolizes the channel coefficient between a
transmitter-receiver pair (The global channel state information
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US sends data
UR; harvests energy and decodes information

Selection of the best relay UR,,

UR,, sends data
UD and W decode information

oT

(1-a)T

(a) Stage intervals

1-A; /%\ Information
o/

decoder
Power
splitter Energy
" A "I harvester

(b) Signal processing at UR;

FIGURE 2: Signal processing.

is assumably available in this paper, which is similar to [6,
8, 21]. How to obtain such global channel state informa-
tion is beyond our scope but rather we focus on the SOP
analysis for the proposed relay selection in CRNWwEH).
Under the assumption of Rayleigh fading, h,, is modelled
as a zero-mean [, -variance circular symmetric complex
Gaussian distribution, ie., h,, ~€A(0,u,,). Integrating
path-loss into channel characteristics, 4, is deputized as
U, =T,y with w symbolizing the path-loss exponent and
T,, symbolizing the transmitter wu-receiver v distance.
Therefore, it is naturally accepted in the following that
the cumulative distribution function (CDF) and the proba-
bility density function (PDF) of the channel gain |k, | are
correspondingly represented as Fj .(x)=1 — e and
fip, p(x) = Wolp,,.

In Figure 2, o with o€ (0,1), A; with A,€(0,1), and T
symbolize the time switching ratio, the power splitting
ratio, and the total duration for transmission from US to
UD through UR,, respectively. Given these notations in
Figure 2, one can model the signals as follows.

UR, and LR receive signals in Stage I, correspondingly, as

yri =hsr[1/P5x5 +hlri\/}Tlxl+nr,»’ (1)
yll :hsleSxS+hll\/Exl+nll, (2)

where x, and x; are respectively the unity-power transmit
symbols of US and LT; the receive antennas of UR; and LR
generate the noises n, ~.4/(0,07) and ny ~E€H(0,07),
respectively; the transmission powers of US and LT are P,
and P;, respectively.

As shown in Figure 2(b), the relay UR; divides the
received signal y, into two portions: one portion of \//_\;yri

passes through the energy harvester and another portion of
\/1-Ay, passes through the information decoder. Based

on /Ay, , the energy that UR; scavenges in the Stage I is
computed as

Er,m = 1’]15{ ’ \/xiyri

2
}“T = ”i)ti (Ps[’lsr» + Pl[’llr. + O'f) ‘XT’

(3)

where Z{-} symbolizes the statistical average and #, with
1; € (0,1) symbolizes the energy conversion efficiency.

The UR; consumes the scavenged energy in (3) to
transmit information in Stage II with the peak transmission
power as

E, anh; 2
Prm= ﬁ 14 (Ps#sr,. + Py, + Gri)' (4)

According to the operation principle in Figure 2(b), one
can represent the input signal of the information decoder as

¥, =1-Ay, + n, where the passband-to-baseband signal
converter creates the noise n, ~EN(0, 6fi). Inserting (1)
in y, yields y, =+/(1-4)Phy x;+/(1=L1)Phy x; +
\/1——)Lil’lri +1,, which creates the SINR (signal-to-inter-
ference plus noise ratio) for decoding x, as

Vo = (I_Ai>Ps’hsri‘2 _ P5|hsr,’2
T (U= A)P Iy P+ (1= Aot +8 Py |+ O]

(5)

where Ei =07 + (07 /(1= 1))

Generally, the relay UR;, which is scheduled to transmit
in Stage II, will result in the received signals at UD, W, and
LR, respectively, as
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yr,d = hrid Pr,-xr,- + hld \/}Tlxl + 1y (6)
yr[w = hrtw Prixri + hlw \/ITZ'xl T Ny (7)
yril = hr,»l Pr[xr,- + hll\/lTlxl +np, (8)

where the receive antennas of UD, W, and LR create the noises
ny ~EN(0,02), n, ~EN(0,02), and nj, ~ €N (0, 07), cor-
respondingly; P, is the transmission power of the relay UR;.
It is noted that because LT transmits the signal x; at the same
time that UR; transmits the signal x, , the terms (hy;\/Px;,

hy/Pixp hyn/Pix;) are the interferences induced by LT to
UD and W, respectively. Furthermore, in order to decrease
the number of notations without loss of generality, equations
in (1), (2), (6), (7), and (8) supposed that merely one licensed
transmitter-receiver pair are communicating to each other in
both stages. That is why the same set of notations (h, P}, x;)
is used for both stages in (1), (2), (6), (7), and (8). The case
of different licensed transmitter-receiver pairs in two stages
is straightforwardly extended.

2.3. Maximum Secrecy Rate. Assuming that the relay UR, is
scheduled to transmit information in Stage II. Then, (6)
and (7) yield the SINRs at UD and W as

2
V.= Pri‘hr,-d’ (9)
P+ 02

2
y — P’i‘h’iw| . (10)
" Pl\hlw|2+05)

From (9) and (10), channel capacities that UD and W
achieve through the assistance of UR; are respectively given
by [40]

Ca=(1-a) 10g2<1 + yr[d),

(11)
Cruw=(1-a)log, (1 + Vr,.w)’

where the duration of Stage IT of (1 — «) T indicates the prelog
factor of (1 - «).

The subtraction of the (UR; to W) wire-tap channel
capacity from the (UR; to UD) main channel capacity is the
maximum secrecy rate [16]. Therefore, with the assistance
of UR;, the maximum secrecy rate can be achieved as

1+Yr-d !
Cr = [Crid_cr;w]+:(1_‘x> |‘10g21+yX ‘| > (12)

where [x]" denotes max (x, 0).

2.4. Licensed Power Allocation. From (2), one can compute
the SINR at LR in Stage I as

Py|hy|*
Tt (13)
Ps‘hsl‘ +al2
from which the channel capacity that LR can obtain in
Stage I is

Cp=alog,(1+yy). (14)

Similarly, the SINR at LR in Stage II under the activa-
tion of the relay UR, is inferred from (8) as

Pl|hll‘2

Pri‘hri,|2+olz’

Vi = (15)

from which the channel capacity that LR can obtain in
Stage II under the activation of the relay UR, is

Cpi=(1-a) log, (1 +yy,). (16)

In cognitive radio networks, the reliability of the
licensed users is of paramount importance. Therefore, the
unlicensed transmitters (US and UR;) must guarantee the
reliability of the licensed users while they operate. In this
paper, the reliability of the licensed users is represented
by the outage probability of the licensed receiver. As such,
the transmission powers of the unlicensed users must be
controlled for the outage probability of the licensed
receiver not to exceed a preset value . To be specific, P,
and P, must be subject to

Pr {Cll Scz}S£) (17)

Pr {CIZiSCZ} <& (18)

where C, is the target spectral efficiency of LR.

Restrictions in (17) and (18) are named as the licensed
outage restrictions.

The transmission powers of US and UR; are also upper-
bounded by their peak transmission powers, P, and P, ,,
correspondingly, that are due to the hardware design and
the energy harvester, respectively. As such, P; and P, are

constrained by

P, <P (19)

P, <P, . (20)

Restrictions in (19) and (20) are named as the peak trans-
mission power restrictions.



The solution of the equation system (i.e., the qualities
hold for (17) and (19)) is the transmission power of P, as

P 1
P, = min ( 1 {_
Yoy 1 -€

>t sm

+
eYzl‘le/le/‘ll_l:| P )) (21)

where y, =2%/%— 1.

Similarly, the solution of the equation system (i.e., the
qualities hold for (18) and (20)) is the transmission power
of P, as

+
P. =min M Le_yzzdzzlpll"u -1/ ,P , (22)
" Vool |1 € "

where y,, =26/(179) — 1.
The equations in (21) and (22) are derived similarly as
(13), eq. (17)) and (31, eq. (19)).

2.5. Relay Selection. According to information theory,
UR; can achieve the channel capacity in Stage I as
Cy, =alog,(1+y, ) bps/Hz where the reason for the

appearance of the prelog factor « is that the duration of Stage
Iis aT. Moreover, according to information theory, UR; can
recover the US’s information as long as C,, exceeds the target

spectral efficiency of SUs, Cy, i.e., C;, > C;. Equivalently, x is

N
correctly restored at UR, if y, >y, where y, =2/* - 1.

Let 9 be the set of relays that correctly restored the US’s
message, i.e.,

2={UR;: C, =C,}. (23)

sr; =

Among relays in 9, the relay, namely, UR,, that maxi-
mizes the maximum secrecy rate is chosen to relay the US’s
information in Stage II. According to this relay selection
method, the maximum secrecy rate that CRNwEH can
achieve is given by

C

C 1 log, [ Y + 24
sec_rrl?eg r,._IrlilEagg( _‘X) 08, 1+,yr‘w > ( )

%(Cy) =Pr{|2|=0} + ;
(e}
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which is essential to derive the performance metric for the
proposed relay selection method in CRNwEH.

3. SOP Analysis

In the viewpoint of information theory, the most appropriate
performance metric for evaluating the security capability of
wireless transmission is the SOP, which is the possibility that
C,.. is below a target security degree C;. Therefore, the lower
SOP indicates the more secure wireless transmission. This
part derives elaborately the SOP for the suggested relay selec-
tion method in CRNwEH. The derived closed-form expres-
sion of the SOP facilitates in evaluating the secrecy
performance without time-consuming simulations and in
deriving other paramount security capability indicators,
e.g., the PSPMSR and the IP.

The SOP of the relay selection in CRNwEH is
expressed as

_ _ L+, o
%(Cy) =Pr {Ce. < Cy} =Pr rrrlleg((l—oc) log, Ty, <Cyp.
(25)
Because the number of relays which restore correctly the

US’s message in Stage I varies from 0 to K, according to the
total probability principle, (25) can be decomposed as

%(C;) =Pr {0<G,||2|=0} Pr{|2| =0} + i Pr
k=1

- ¢ max(1 - a)|log L+ Y <C
1i€2 ? [ ’

where |- | symbolizes the cardinality of the set.
The target security degree C, is nonnegative and hence,
(26) can be simplified as

|2| = k} Pr {|2| =k},

(26)

Pr {max (1-a) llog2 (ii;”ﬁ] < (_?3} Pr {é’f;} : (27)
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K
In (27), ( )zK!/k!(K—k)! denotes the binomial
k

coefficient and & stands for the m™ combination among
K

k

taken from the set of K different elements. For instance,
S1={1,2}, $5={1,3}, $5={2,3} for k=2 and K=3.

In order to represent (27) in closed-form, the triplet (@,
@,, @;) will be solved sequentially as follows.

The quantity @, is the possibility which all relays fail to
restore the US’s information in Stage I. As such, @, can be
computed as

combinations, each comprising k distinct elements

@, =Pr {ﬁ{y“i<yl}}. (28)

i=1

Because of the statistical independence of y, , i={1,---,
K}, one can rewrite (28) as

Q=P {y <y1}, (29)

=] N e’
T,

K
=1

where .7, has the precise closed form as

j etiYI
=1-0, , 30
=1-0—5 (30)
with
p
0, = lel (31)
b\_Z
= P ) (32)

The proof of (30) is presented in Appendix A.
The quantity @, is the probability that the relays belong-

ing to the set §* successfully decode the US’s information

while the relays not belonging to the set ¥ unsuccessfully
decode the US’s information. Therefore, @, is represented
in closed-form as

Q3 =Pr m{ srXZYI}’m{ySr)<YI} : (33)
i€, S,

Because of the statistical independence of y, , i={1,---,
K}, one can rewrite (33) as

o=[[a-7)]]7> (34)

iesk jesk,

where ., is given by (30) while .7; is also given by (30)
with i being replaced by j.
The last quantity @, is decomposed as

1+y, i C
@,=Pr ﬂ{[lo&(lﬂ/,d)] <1—3oc} . (35)
riesk riw

Terms (1+y,,)/(1+y,,) are statistically dependent

. . 2
because they contain two common variables (|h,|” and

|h,|"). To decorrelate them, one applies the conditional
probability as

= 1+ Yrd :
Q=& H Pr { [Iog2 <m>:| <Gy

T Eé’lfn i

Il Ihzwlz} ;

| (36)

where

The term &, is represented in closed-form as

2 ~(2%-1) (A;|hy*+B;
g =1 (Clul + D)e ), (38)
l 26 (Ai\hld|2 +B;) + Cilhy,|* + D;

where
__ b
" [’lr,-dpri ’ (39)
2
o
i u d{} > (40)
Py
C = WP (41)
raws T
2
D= "";) . (42)
The proof of (38) is presented in Appendix B.
For simplicity, one lets
X= |hld|2’ (43)
Y= |hlw‘2’ (44)
—(293-1)(A,;X+B))
_(GY+Dye ( ) (45)

a;= —= .
2%(AX+B)+CY + D,
Then, &, in (38) has a compact form as

g,=1-a,. (46)



Inserting (46) into (36), one has

Q,=Exy H(l_“i) : (47)

k
r €S,

Using the following equality ([3], eq. (30))

L-1 L-u+1 L-u+2

ﬁ (I-a)= Z(—l)” Z i Hak

k=1 =1 vy=v+1 Yy V1t ket
LH“k’
ke
(48)
with #={1,2,--,L} and MA={R[v], -, Rv,]} to

expand (48) as

(C,Y + D;)e (371 (AX+B)
Qyp =5 ‘ ’
W EXY H2C3A-X+CY+2C3B»+D-

[15/4
7x(2(3 1 ZA
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| |1 |6 |-t |5 w2 ||
Q=1+ (-1)" > Ex,Y{H,.m,ai}
u=1 v;=1 vy=v+1 V=V e —
Qs
stz
+(=1) m|:‘X,Y{Hie&fnai}>
Uy S
025{;
(49)

k k
where of = {&} [v,], > Sy Vil }-
To obtain the closed form of @,, one needs to evaluate a
common expression

Dw =EX,Y{Hai}’ (50)

/4

where 7 = {of, ¥ }.
Inserting (45) into (50), one obtains

C,Y +D,

26* 1 ZB
= /4 =
‘ HzCsA. Ty
€W !

7(2C371) ZBi 1
=e 374 (H 2C3Ai> x By

/4

15/4
“ 11 X+27G(ClA)Y + (B +274D;))/A,

1 1

3- C,. B+2GD]"
[H (CY+D)}E { ¢ X(291) L 1L {X+2c3_ty+ ite " ,} }
i€ €W A. A.

F

The term J can be rewritten in an explicit form as
1

o x(26-1 ZA I
K = J ie”""/-’e i€ H {x +276 2 G Y+ Bi+2 D, KD’] dx
0 M =7 A; A

L X[UW " 1;;} Y Hy(x+27¢ Gy,
= — X+2
A

B+ 2*CsD,.> i
A

Hia Jo i i
(52)
where
_ C, B,+2°%D, B +2GD]| "
H:H 2G| Zi iy 4 O i_ b i
! i A4 A A,
jEWj:#i
(53)

which is obtained from the partial fraction decomposition.

(51)

By exchanging the summation and the integration, one
obtains

dx

1 J~oo e—[l/ﬂld‘f(zcl‘l)zx’e%fAf]X

H=— i C C
Wais o x+27%(CJA)Y + (B +27%D;)/A;

U+ (25-1) ZA <2 &G Y+M>
1 15/8

=— Z Hie
- C% B,. +2°6D,
A, ’

Hig i
-1)) 4
(54)

x Ei| — —+ 3
Hig e

where Ei(-) is the exponential integral in [41], and the
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integral in the first equality is achieved from the following
result:

(0] —ax

¢ bdx: —eEi(~ab). (55)

O(a, b) =J

0 X+

Inserting H; in (53) into (54) and performing simplifica-
tions, one reduces % to

H = erYEi(—ViY -U,), (56)
Mzd iew |\ jer Y+
J#i
where U, = [1/p,;+ (2% = 1)Y,pA](B;+2°%D))/A, V,
= Uy + (2% - )Y AJ2 9 CilA, M= ((B;+27%D;)/

A= (B;+2°GD))IA)2%(Ci/A; - C/A)™", and  L;=eVi/

161;[[ 2°5(ClA; - CIA,)).
J#i

The term & in (51) can be written in an explicit form as

%=J iey/*‘lw{l_[(ciy+Di)}‘%’dy

0 nulw icw

1
=—| —e 7w (Cy+Dy) L;
JO M {l;[/ } Hig t;/

e"VEi(-V,y - U,)dy

1
H y+Mj

IV i

- [Liew i Z Lijme—(l/VIW‘Vi)y <}/ + D’)
Brota i Jo Ci

By denoting X =W\ i, one can rewrite # as

H=— Hie‘}/ci Z LiJOOe—(l/ylw—Vi)y <)/ + Dl)
HFrwbia i Jo G

(58)
. {H (1 - %) }Ei(—v,y - U,)dy.
]

jex

Using (48) to decompose 7 as

oy Ci 0 D,
F = _ien G Z LiJ e (Ua=Vy (), + E’> Ei(-Vy-U,)
0 i

Hwbhia o
[2]-1 |X|-g+1 | X |-q+2 ||

X{H DINC LD DI th+<—1)Xku}dy,
q=1

w =1 wy=u+1 U=ty +1 jeZ keX
(59)
where Z = {Z[u,], -, L[u,]} and
M. -D,/C;
= (60)
y+M;

One can further simplify (59) as

H=— HiEWCi L.
Hwbia ey

|2]-1
: {% + Y (1)
q=1

|2 |-q+1 |2 |-q+2 1]
z O+ (-1 Dy},

u=1 uy=u;+1 U=t 1 +1
(61)
where
00 D.
Dy = J e (Wka=Vi)y <y + E) Ei(-V,y-U,)dy, (62)
0 i
- ~ (V= Vi) _t
(D‘@_L (U y<y+ Ci) Viy-U)) {Hb }dy,
jeRB
(63)
with B={Z, Z}.

The following solves @ and @ in closed forms to finish
the computation of 7. First of all, @ can be represented in
terms of two special functions as

1 . (1
@Qqu(#lw v,,v,,U) CP(E_V"’V"’ U,),

(64)

where ¥ (b, ¢, d) and O(b, ¢, d) are respectively defined as

¥(b, ¢ d)= L xe P Ei(~cx — d)dx,
o (65)
e ™ Ei(~cx - d)dx.
0

O(b, ¢, d) =J

Applying ([42], eq. (16)) with appropriate substitutions
yields the closed form of ©(b, ¢, d) as

Ei(-d) e d
5 +TQ<b+C’ E)’ (66)

-) is the function defined in (55).

O(b,c,d) =

where Q(:,
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TaBLE 1: Key specifications. 100
Specification Value K i 1
Coordinate of LR LR at (0.7, 0.6) \‘\0\__.\‘ o
Coordinate of LT LT at (0.2, 0.8) \‘\‘\iA
Coordinate of UD UD at (1.0, 0.0) . K3 ° °
Coordinate of UR, UR, at (0.3402,0.0421) 3 107! ‘\‘\.\‘LL
Coordinate of UR, UR, at (0.2063,0.1785) °
Coordinate of UR, UR; at (0.3132,0.1696)
Coordinate of UR, UR, at (0.3954,-0.1489)
Coordinate of UR; UR; at (0.2534,0.0243) ,
10_ T T T T T
Coordinate of US US at (0.0, 0.0) 0 3 6 9 12 15 18
Coordinate of W W at (1.0, 0.4) p,../N, (dB)
Energy conversion efficiency n=0.9
© Simulation
Path-loss exponent w=4 — Analysis
F1Gure 3: SOP versus P, /N,,.
Similarly, applying ([43], eq. (29)) with appropriate sub-
stitutions yields the closed form of ¥(b, ¢, d) as 10°
K=1
Ei(-d) e et /1 d d
¥(b,c,d)= t——+— (== |Q[ b+, — . \‘\H
( ) b b(b+c) b \b ¢ c o
K=3
(67)
° 9
Inserting (60) into (63), one obtains § 107! 4 Kes
(Dgg _ J\Doei(l/l‘-lwfvi)y (}/ + 2) El(—Vy _ U)H Mj - Dj/Cj dy \
0 C; i@ Y +M;
(68)
—2 . . . .
Performing the partial fraction decomposition, one 10 0 4 8 12 16 20
simplifies (68) as
PN, (dB)
D, = H M. — Z Ooe*(l/ﬂzwfvi)y © Simulation
% . ey —— Analysis
jERB J 0 (69)
( D. Z Q], F1GURE 4: SOP versus P)/N,,.
ot —’) Ei(-Viy-U)) dy,
C; i)t M;
By exchanging the summation and the integration, (69) is
where Q; =[] ,cg 44/ 1/(M, - M,). reduced to

D; © vy +Di/C; .
D = {H (Mj - Cj) } > QJJO et V')yWE’(—ViJ’ -Uydy

y+M;

(70)

D. 00 D. 00 e‘(l/.“lw_vi)}’

= — ) -t~V Ei(—V .y — U. L _ M. i(-V.y—U.
{”(M] q)}z Q Le wVOVEi(-Vy Ul)dy+<c M])J I Ei(-Vy-U,)dy %,

i 0 Jj

o (-v,v,U,) A(-v,M,V,U;)

VL Vis
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FI1GURE 5: SOP versus the preset outage probability of licensed user.

where

ooe—bx
A(b, ¢, g, 1) = Ei(—gx —l)dx. 71
(egl=| SrBiCo-nde (1)

The function A(b, ¢, g, 1) has an accurate closed form as
([42], eq. (19)) by setting the argument a of ([42], eq. (19))
to zero. Therefore, the precise closed form of A(b,¢, g,!1)
should not be summarized in this paper for brevity.

Given the exact closed forms of @y in (64) and @, in
(70), it is apparent that & in (61) is solved in a precise closed
form. Therefore, @,4, in (51) is presented in an exact closed
form. Consequently, @, in (49) is also presented in an exact
closed form.

Because @, in (29), @, in (49), and @; in (34) are all rep-
resented in precise closed forms, the SOP of the relay selec-
tion in CRNwWEH in (27) is found in an exact closed form.
The derived SOP formula is helpful to quickly rate the secu-
rity performance without exhaustive simulations. Upon our
knowledge, this formula is novel. Furthermore, some
paramount security performance indicators including the
PSPMSR and the IP are easily obtained from this formula.
To be more specific, the IP indicates the probability of the
negative maximum secrecy rate:

¢=Pr {Cy. <0} =%(0). (72)

sec

Moreover, the PSPMSR indicates the possibility of the
strictly positive maximum secrecy rate:

k=Pr{C,.>0}=1-Pr{C, <0} =1-%(0). (73)

4. IMlustrative Results

This part presents analytical/simulated results to rate the
secrecy performance of the relay selection in CRNwEH
through key specifications where (27) generates analytical
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F1GURE 6: SOP versus the time switching ratio.

results, and the computer simulation produces simulated
results. Key specifications under consideration are tabulated
in Table 1. To limit case studies, equal noise variances, equal
power splitting ratios, and equal energy conversion efficien-
cies are supposed, ie, 07 =0} =0% = O'%i = 61 =Ny, 7,=1,
A;j=Aforie[l,K].

Figure 3 shows the SOP versus P, /N, for C;=0.1
bps/Hz, a=0.6, £=0.1, C,=0.2 bps/Hz, P,/N,=15 dB,
A=0.8, and C, = 0.3 bps/Hz. The results confirm the preci-
sion of (27) owing to the assortment between the analysis
and the simulation. Furthermore, the SOP reduces with the
increase in the number of relays (K =1 reduces our system
model to relaying transmission (i.e., without relay selection
[24-28]) in CRNwEH.). This exposes the effectuality of the
relay selection in securing CRNwEH. Moreover, the SOP
reduces with the increase in P, /N,. This originates from
the truth that the increase in P, /N, creates UR; more
chances to correctly restore the US’s data and to harvest more
RF energy from the US’s signal, ultimately mitigating the SOP
in Stage II. However, the SOP is saturated at large P, /N,.
Such saturation comes from the power allotment for US
and UR,; in (21) and (22) in which transmission powers of
US and UR; do not depend on P, /N, at high P_,/N, (ie.,
the peak transmission power restriction is relaxed at high
P, IN,), causing the saturated SOP.

Figure 4 shows the SOP versus P;/N, for « =0.6, e = 0.1,
C,=0.2 bps/Hz, P, /N, =15 dB, C;=0.1 bps/Hz, A=0.8,
and C, = 0.3 bps/Hz. The results corroborate (27) since the
simulation coincides with the analysis. Moreover, the SOP
reduces with increasing number of relays, again exposing
the effectuality of the relay selection in securing CRNwEH.
Furthermore, the SOP is minimum at a moderate value of
P, for a specific number of relays. Here are reasons for this
observation. For low values of P;, the interference from LT
is small but the unlicensed users must transmit with low
power to guarantee the QoS of LR to be fixed at e=0.1.
Therefore, the SOP is large. For high values of P;, the
interference from LT is large but the unlicensed users must
transmit with high power to guarantee the QoS of LR to be
fixed at €=0.1. The increase in the interference from LT
may surpass the increase in the unlicensed users’ the
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FIGURE 7: SOP versus the power splitting ratio.

transmission power and thus, the SOP is large for high values of
P,. As such, a moderate value of P; creates the minimum SOP.

Figure 5 shows the SOP versus ¢ for P, /N,=15 dB,
a=0.6, C, =0.2 bps/Hz, P}/N,=17 dB, C,=0.1 bps/Hz,
A=0.8, and C, = 0.3 bps/Hz. The results confirm the preci-
sion of (27) owing to the assortment between the simulation
and the analysis. In addition, the SOP reduces with increasing
number of relays as expected. Furthermore, the SOP decreases
with increasing the preset outage probability of licensed receiver.
The reason is that the increase in & permits licensed receivers to
tolerate more interference from unlicensed transmitters. Conse-
quently, unlicensed transmitters are able to send signals with
larger powers, intimately tempering the outage in Stage II. How-
ever, the saturated SOP occurs at large € (e.g., € > 0.5). The rea-
son for the SOP saturation is the power allotment in (21) and
(22) in which the second term in P, (or Prx) does not depend

on & Consequently, large values of ¢ make P; (or P,)

unchanged, resulting in the saturated SOP.

Figure 6 shows the SOP versus « for P, /N,=8 dB,
€=0.1, C,=0.2 bps/Hz, C;=0.1 bps/Hz, P;/N,=12 dB,
A=0.8, and C, = 0.3 bps/Hz. The results verify the accuracy
of (27) because the simulation exactly agrees with the analy-
sis. Additionally, the SOP decreases with increasing number
of relays as expected. Furthermore, the appropriate selection
of @, namely, «,,,, minimizes the SOP. Here are the reasons

for the existence of « . Increasing o extends the duration

opt*
of the Stage I and hence, UR; scavenges more energy and
restores correctly the US’s data with a larger possibility.
Nonetheless, the increase in « also mitigates the maximum
secrecy rate in the Stage II and therefore, the SOP accretes.
As a result, the trade-off between the durations of two stages
is optimized with &, for the minimum SOP.

Figure 7 demonstrates the SOP versus the power splitting
ratio A for C; =0.1 bps/Hz, P,,,/N, =8 dB, C, = 0.2 bps/Hz,
a=0.6, C,=0.3 bps/Hz, P//N,=12 dB, and £=0.1. The
results expose that the simulation matches the analysis, cor-
roborating (27). In addition, the security capability is
enhanced with increasing number of relays as expected.
Furthermore, the security performance is optimized by

optimally adopting A. Here are reasons for the existence
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FIGURE 8: SOP versus the target spectral efficiency of unlicensed
users.
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F1GURE 9: SOP versus the target spectral efficiency of licensed users.

of the optimum value of A for the best security perfor-
mance. The increase in A allows UR; to harvest more
energy and hence, UR; improves its communication reli-
ability in the Stage II, eventually reducing the SOP. How-
ever, the increase in A also mitigates the energy for the
message decoder, deteriorating the possibility that UR;
decodes successfully the US’s data in the Stage I and induc-
ing more secrecy outage in Stage II. As such, A can be opti-
mally selected to compromise the communication reliability
of US and UR, in both stages.

Figure 8 illustrates the SOP versus C, for P,,/N, =10 dB,
1=0.8, a=0.6, C;=0.1 bps/Hz, £=0.1, C,=0.3 bps/Hz,
and P;/N, = 15 dB. The results show the assortment between
the analysis and the simulation, corroborating (27).
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FIGURE 11: SOP versus the relays’ positions.

Additionally, the security performance is enhanced with
increasing number of relays as expected. Furthermore, the
security performance reduces with the increase in C,. This
is obvious since the higher target spectral efficiency the unli-
censed users expect, the lower the possibility for the relays to
exactly recover the US’s data and thus, the higher the outage
probability in Stage IL

Figure 9 demonstrates the SOP versus C, for P,,/N, =10
dB, 1=0.8, «a=0.6, C;=0.1 bps/Hz, €¢=0.1, C,=0.2
bps/Hz, and P;/N = 15 dB. The results verify the agreement
between the analysis and the simulation, corroborating the
accuracy of (27). Additionally, the SOP reduces with increas-
ing number of relays as expected. Moreover, the security per-
formance is worse with the increase in C,. Here are reasons
for this. For a certain value of € in (17) and (18), the larger
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target spectral efficiency the licensed users expect, the smaller
the interference at licensed users induced by unlicensed users
must be and thus, the smaller transmission power the unli-
censed users must transmit with, causing the larger SOP.
However, the system outage always occurs at high values of
C,. Here are the reasons for this. Relied on (21) and (22),
we see that y,, and y,, (or C,) are inversely proportional to
the terms inside [-]". Therefore, the increase in C, up to some
value (e.g., 2.13 bps/Hz) induces [-|" = 0 and thus, P, =0 and
P, =0always happen as C, is above a threshold, inducing the
system outage with the probability of 1.

Figure 10 plots the SOP versus C; for P, /N,=10
dB, =0.61=0.8, £=0.1, C, =0.2 bps/Hz, C, =0.1 bps/Hz,
and P;/N, =15 dB. The results affirm the preciseness of (27)
since the simulation agrees with the analysis. Additionally,
the security capability is enhanced with increasing number
of relays as expected. Moreover, the security performance is
worse with the increase in C;. The reason is since condi-
tioned on specifications, and the higher target security degree
causes the higher SOP.

Figure 11 assumes all relays to be located at (d, 0) to dem-
onstrate the SOP versus the relays’ positions for Cy=0.1
bps/Hz, P,/N,=15 dB, ¢=0.1, C, =0.2 bps/Hz, a« =0.6,
P//N,=17 dB, A=0.8, and C,=0.3 bps/Hz. The results
corroborate (27) owing to the assortment between the simu-
lation and the analysis. Furthermore, the security perfor-
mance improves with increasing number of relays, again
demonstrating the efficacy of the relay selection in securing
CRNWEH. Note that the secrecy outage event occurs as UR,
is unable to exactly restore the US’s data (i.e., US is far away
from UR,) or UR, is unable to transmit reliably the restored
source data to UD (i.e, UD is far away from UR,). Conse-
quently, it is natural that the relays’ optimum positions always
exist. This optimum position optimally compromises the
probability that UR;, can precisely decode the US’s data with
the possibility that UR,, is able to transmit reliably the recov-
ered source data to UD to maximize the security performance.
Figure 11 verifies this observation that the best security perfor-
mance is obtained when UR, is d,, =0.85,0.87,0.91 away

from US for K =1, 3, 5, correspondingly.

5. Conclusions

The current paper performed the secrecy performance anal-
ysis for the relay selection in CRNwEH by deriving the pre-
cise closed-form formula of the SOP under investigation of
the licensed outage restriction, Rayleigh fading, the licensed
interference, and the peak transmission power restriction.
The preciseness of the suggested formula was confirmed by
computer simulations. Numerous results illustrated that the
relay selection dramatically improves the security capability.
Furthermore, the secrecy performance is saturated at large
peak transmission power or large target outage probability
of licensed user. Additionally, the secrecy performance of
the relay selection in CRNwWEH depends on several key spec-
ifications among which the power splitting ratio, the time
switching ratio, and the relays’ positions can be optimally
adopted to achieve the best information security.
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Appendix
A. Proof of (30)

J; in (29) is rewritten after invoking (5) as

‘ 2

F.=P { < } p Pifh <

= r — r - '

i ysr,- yl Pl|hlri |2 : b\_i YI

pp < 2 (mih 52

00
-1 _J ¢ /Pty (Poctony ) 1 e
0 A"llr,»
&N Pt

wy ((PIYI/PS[’lsri) + (I/Plzr,.)) |

=1-

(A1)

Given O; and G; in (31) and (32), respectively, one can
reduce (A.1) to (30), finishing the proof.

B. Proof of (38)

By considering two scenarios, log,((1+7v, ;)/(1+7v,,)) =0
and log, ((1 + yr‘d)/(l + yr’_w)) <0, one can decompose &, as

1+ 1+
&, =Pr {log2 (1 Vra > < Cs|log, (1 +)}:r"d>

yrd
20, [hyg |, [l } {log2< )
Yy
1+Yrd
> 0 [hyg|?, [y | }+Pr {0 < Cs| |l [y [*} Pr {log2 <1 +y, )

<0thd| ‘hlw|

(B.1)

where Cj is given in (37).
Due to the positive target security degree (ie., C; >0),
(B.1) is simplified as

i

P L% L ) VAN T I e
Hrwbs, -
2
_ 1= PPl 40 oy (il )
kurinY;
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1+
©,=Pr { Prd 56,

Pral?, 1|
1+y,, “

=Pr {yrid < 263 (1 + Yr,vw) - 1‘|hld|2’ ‘hlw|2}

263 (14x)-1 5 5
j j Fy o (opllals g ) dyds.

0

(B.2)

and |hlw‘2’
uncorrelated and hence, their joint PDF is symbolized as the
multiplication of their marginal PDFs, ie., f "y (%, y|| s
) =f M<x||h ol )y, d(y||hld| ). Therefore, (B.2) is fur-

ther decomposed as

oo [ (29 (1+x)-1 2 2
ZJ U L1y Oy | £, (xllB ) dx

0

Conditioned on |k, y,4 and p, ~are

= [, O - P (el )
(B.3)

To achieve the closed form for (B.3), the CDF of y, ,, F
(z||hy|*), and the PDF of y, ,,
The CDF of y, , is

=Pr {Yridgz“hld‘z}
P, |h, |
_pr § Pl 2’*"*' = <zl
Pylhyg|” + 03

=Pr {\hridfz < Pi (Pilhyal? +0§i)‘|hld2}

=1 — ¢ Py, (Pz|hld\2+‘7i) )

f Vo (2|, ), are found first.

Fy,[,d(Zthd‘z)

(B.4)

The PDF of y, , is straightforwardly obtained from the

PDF of |1, |
PDF of y, , can be reduced to

P, hw +0 P hw2+o_%u
fy (o) = L) ( I'IP'>
(B.5)

rv

? by using the variable change and hence, the

_ Pl + 04 a(rimurat i,
Aurw T

Inserting (B.4) and (B.5) with appropriate variable substi-
tutions into (B.3) results in

2
© - ro{l _ (w1 P, (Pl\hld\2+aj)} (Pifhy|” +07,) ¥Rl 402 ) i Py 1o
0 yriwprx

(2% (Pulial*+0% ) g+ (Pillia P +03, ) bty ) X1 P, dx (B6)

P

i

2C3 ((Pl|hld|2 + 0?1)/Hr,d) + ((Pllhlw|2 + Gi)/yr,w>
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Given A;, B;, C;, and D; in (39), (40), (41), and (42),

respectively, one can shorten (B.6) as (38). This completes
the proof.

Data Availability

The authors declare that all data used to support the findings
of this study are included within the article

Conflicts of Interest

The authors declare that they have no conflicts of interest.

Acknowledgments

This research is funded by Viet Nam National University Ho
Chi Minh City (VNU-HCM) under grant number B2021-20-
01. We would like to thank Ho Chi Minh City University of
Technology (HCMUT), VNU-HCM for the support of time
and facilities for this study.

References

(1]

(7]

(9]

Z. Tian, S. Yi, P. Zhiwen, L. Nan, and Y. Xiaohu, “Matching
theory based physical layer secure transmission strategy for
cognitive radio networks,” IEEE Access, vol. 9, pp. 46201-
46209, 2021.

K. Ho-van, L. Pham-Hong, S. Vo-Que, and T. Luu-Thanh,
“On the performance of opportunistic relay selection in cogni-
tive radio networks with primary user's interference and direct
channel,” Wireless Personal Communications, vol. 91, no. 1,
pp. 345-367, 2016.

K. Ho-Van, “Outage analysis of opportunistic relay selection
in underlay cooperative cognitive networks under general
operation conditions,” IEEE Transactions on Vehicular Tech-
nology, vol. 65, no. 10, pp. 8145-8154, 2016.

A. Bletsas, A. Khisti, D. P. Reed, and A. Lippman, “A simple
cooperative diversity method based on network path selec-
tion,” IEEE Journal on Selected Areas in Communications,
vol. 24, no. 3, pp. 659-672, 2006.

J. He, S. Guo, F. Wang, and Y. Yang, “Relay selection and outage
analysis in cooperative cognitive radio networks with energy
harvesting,” in 2016 IEEE International Conference on Commu-
nications (ICC), pp. 1-6, Kuala Lumpur, Malaysia, 2016.

L. Jiang and H. Tian, “Energy-efficient relay selection scheme
for physical layer security in cognitive radio networks,” Math-
ematical Problems in Engineering, vol. 2015, Article ID 587104,
9 pages, 2015.

B. M. ElHalawany, M. Elsabrouty, O. Muta, A. Abdelrahman,
and H. Furukawa, “Joint energy-efficient single relay selection
and power allocation for analog network coding with three
transmission phases,” in 2014 IEEE 79th Vehicular Technology
Conference (VTC Spring), pp. 1-7, Seoul, Korea, 2014.

H. Lei, H. Zhang, I. S. Ansari et al., “On secrecy outage of relay
selection in underlay cognitive radio networks over Nakagami-
m fading channels,” IEEE Transactions on Cognitive Commu-
nications and Networking, vol. 3, no. 4, pp. 614-627, 2017.

C. Wang, H.-M. Wang, and X.-G. Xia, “Hybrid opportunistic
relaying and jamming with power allocation for secure coop-
erative networks,” IEEE Transactions on Wireless Communica-
tions, vol. 14, no. 2, pp. 589-605, 2015.

(10]

(11]

(12]

(13]

(14]

(15]

[16]

(17]

(18]

(19]

(20]

(21]

(22]

(23]

(24]

15

H.-M. Wang and X.-G. Xia, “Enhancing wireless secrecy via
cooperation: signal design and optimization,” IEEE Communi-
cations Magazine, vol. 53, no. 12, pp- 47-53, 2015.

X. Li, Q. Wang, M. Liu et al,, “Cooperative wireless-powered
NOMA relaying for B5G IoT networks with hardware impair-
ments and channel estimation errors,” IEEE Internet of Things
Journal, vol. 8, no. 7, pp. 5453-5467, 2021.

T.-T. Chan and T.-M. Lok, “Utilizing interference by network
coding for simultaneous wireless information and power
transfer,” IEEE Wireless Communications Letters, 2021.

R. Parekh, U. Shah, and K. George, “Experimental study on 3D
fractal base antennas design for efficient Wi-Fi energy harvest-
ing,” in 2021 IEEE 11th Annual Computing and Communica-
tion Workshop and Conference (CCWC), pp. 1459-1463, NV,
USA, 2021.

H. Zheng, K. Xiong, P. Fan, Z. Zhong, and K. B. Letaief, “Age
of information-based wireless powered communication net-
works with selfish charging nodes,” IEEE Journal on Selected
Areas in Communications, vol. 39, no. 5, pp. 1393-1411, 2021.

K. Ma, Z. Li, P. Liu et al., “Reliability-constrained throughput
optimization of industrial wireless sensor networks with
energy harvesting relay,” IEEE Internet of Things Journal,
2021.

A. D. Wyner, “The wire-tap channel,” Bell System Technical
Journal, vol. 54, no. 8, pp. 1355-1387, 1975.

L.Ni, X. Da, H. Hu, Y. Yuan, Z. Zhu, and Y. Pan, “Outage-con-
strained secrecy energy efficiency optimization for CRNs with
non-linear energy harvesting,” IEEE Access, vol. 7, pp. 175213-
175221, 2019.

N. Pham-Thi-Dan, T. Do-Dac, K. Ho-Van, S. Vo-Que, and
S. Pham-Ngoc, “Effect of Nakagami-m fading on secrecy out-
age of energy scavenging underlay cognitive networks,” in
2019 International Conference on Advanced Technologies for
Communications (ATC), pp. 287-291, Hanoi, Vietnam, Octo-
ber 2019.

D. Wang and S. Men, “Secure energy efficiency for NOMA
based cognitive radio networks with nonlinear energy harvest-
ing,” IEEE Access, vol. 6, pp. 62707-62716, 2018.

F. Wang and X. Zhang, “Secure resource allocation for cooper-
ative cognitive radio networks with dedicated energy sources,”
in 2018 IEEE International Conference on Communications
(ICC), pp. 1-6, Kansas City, MO, USA, May 2018.

H. Lei, M. Xu, I. S. Ansari, G. Pan, K. A. Qaraqe, and M. S.
Alouini, “On secure underlay MIMO cognitive radio networks
with energy harvesting and transmit antenna selection,” IEEE
Transactions on Green Communications and Networking,
vol. 1, no. 2, pp. 192-203, 2017.

A. Singh, M. R. Bhatnagar, and R. K. Mallik, “Secrecy outage
performance of SWIPT cognitive radio network with imper-
fect CSI,” IEEE Access, vol. 8, pp. 3911-3919, 2020.

R. Tan, Y. Gao, H. He, and Y. Cao, “Secrecy performance of
cognitive radio sensor networks with an energy-harvesting
based eavesdropper and imperfect CSI,” in 2018 Asian Hard-
ware Oriented Security and Trust Symposium (AsianHOST),
pp- 80-85, Hong Kong, China, December 2018.

N. Pham-Thi-Dan, K. Ho-Van, T. Do-Dac, S. Vo-Que, and
S. Pham-Ngoc, “Security analysis for cognitive radio network
with energy scavenging capable relay over Nakagami-m fading
channels,” in 2019 International Symposium on Electrical and
Electronics Engineering (ISEE), pp. 68-72, Ho Chi Minh City,
Vietnam, October 2019.



16

(25]

(26]

(27]

(28]

(29]

(30]

(31]

(32]

(33]

(34]

(35]

(36]

(37]

(38]

(39]

M. Bouabdellah, F. el Bouanani, P. C. Sofotasios et al.,
“Cooperative energy harvesting cognitive radio networks with
spectrum sharing and security constraints,” IEEE Access, vol. 7,
pp. 173329-173343, 2019.

T. V. Nguyen and B. An, “Cognitive multihop wireless pow-
ered relaying networks over Nakagami-m fading channels,”
IEEE Access, vol. 7, pp. 154600-154616, 2019.

W. Zhao, R. She, and H. Bao, “Security energy efficiency
maximization for two-way relay assisted cognitive radio
NOMA network with self-interference harvesting,” IEEE
Access, vol. 7, pp. 74401-74411, 2019.

N. Pham-Thi-Dan, T. Do-Dac, K. Ho-Van, S. Vo-Que, and
S. Pham-Ngoc, “On security capability of cooperative communi-
cations in energy scavenging cognitive radio networks,” in 2019
International Conference on Advanced Technologies for Commu-
nications (ATC), pp. 89-93, Hanoi, Vietnam, October 2019.

H. M. Wang, T. X. Zheng, J. Yuan, D. Towsley, and M. H. Lee,
“Physical layer security in heterogeneous cellular networks,”
IEEE Transactions on Communications, vol. 64, no. 3,
pp. 1204-1219, 2016.

C. Wang and H. M. Wang, “On the secrecy throughput maxi-
mization for MISO cognitive radio network in slow fading
channels,” IEEE Transactions on Information Forensics and
Security, vol. 9, no. 11, pp. 1814-1827, 2014.

H. Lei, R. Gao, K. H. Park, 1. S. Ansari, K. J. Kim, and M. S.
Alouini, “On secure downlink NOMA systems with outage
constraint,” IEEE Transactions on Communications, vol. 68,
no. 12, pp. 7824-7836, 2020.

X.Li, M. Zhao, M. Zeng et al., “Hardware impaired ambient back-
scatter NOMA systems: reliability and security,” IEEE Transac-
tions on Communications, vol. 69, no. 4, pp. 2723-2736, 2021.

X. Li, M. Zhao, Y. Liu, L. Li, Z. Ding, and A. Nallanathan,
“Secrecy analysis of ambient backscatter NOMA systems
under I/Q imbalance,” IEEE Transactions on Vehicular Tech-
nology, vol. 69, no. 10, pp. 12286-12290, 2020.

P. Maji, B. Prasad, S. D. Roy, and S. Kundu, “Secrecy outage of
a cognitive radio network with selection of energy harvesting
relay and imperfect CSI,” Wireless Personal Communications,
vol. 100, no. 2, pp. 571-586, 2018.

T. D. Hieu, T. T. Duy, and S. G. Choi, “Performance enhance-
ment for harvest-to-transmit cognitive multi-hop networks
with best path selection method under presence of eavesdrop-
per,” in 2018 20th International Conference on Advanced
Communication Technology (ICACT), pp. 323-328, Chunch-
eon, Korea (South), February 2018.

K. Ho-van and T. Do-Dac, “Security enhancement for energy
harvesting cognitive networks with relay selection,” Wireless
Communications and Mobile Computing, vol. 2020, Article
ID 8867148, 13 pages, 2020.

N. Pham-Thi-Dan, K. Ho-Van, T. Do-Dac, S. Vo-Que, and
S. Pham-Ngoc, “Energy harvesting cooperative cognitive net-
works: relay selection for information security,” in 2019 Inter-
national Symposium on Electrical and Electronics Engineering
(ISEE), pp. 93-96, Ho Chi Minh City, Vietnam, October 2019.

K. Ho-Van and T. Do-Dac, “Overlay networks with jamming
and energy harvesting: security analysis,” Arabian Journal for
Science and Engineering, 2021.

P. Nguyen-Huu and K. Ho-van, “Bidirectional relaying with
energy harvesting capable relay: outage analysis for
Nakagami-m fading,” Telecommunication Systems, vol. 69,
no. 3, pp. 335-347, 2018.

(40]

[41]

(42]

(43]

Wireless Communications and Mobile Computing

E. Biglieri, J. Proakis, and S. Shamai, “Fading channels:
information-theoretic and communications aspects,” IEEE
Transactions on Information Theory, vol. 44, no. 6, pp. 2619-
2692, 1998.

L. S. Gradshteyn et al., Table of Integrals, Series and Products,
Academic Press, San Diego, CA, USA, 6th edition, 2000.

K. Ho-van and T. Do-Dac, “Reliability-security trade-off anal-
ysis of cognitive radio networks with jamming and licensed
interference,” Wireless Communications and Mobile Comput-
ing, vol. 2018, Article ID 5457176, 15 pages, 2018.

K. Ho-Van, “On the performance of maximum ratio combin-
ing in cooperative cognitive networks with proactive relay
selection under channel information errors,” Telecommunica-
tion Systems, vol. 65, no. 3, pp. 365-376, 2017.



Hindawi

Wireless Communications and Mobile Computing
Volume 2021, Article ID 9931174, 13 pages
https://doi.org/10.1155/2021/9931174

WILEY

Hindawi

Research Article

Physical Layer Secrecy Analysis of Multihop Hybrid Satellite-
Terrestrial Relay Networks with Jamming

Xiaoqi Wang (", Hanwei Zhang (", and Zheng Hou

School of Surveying and Land Information Engineering, Henan Polytechnic University, Jiaozuo 454003, China
Correspondence should be addressed to Zheng Hou; houzheng.com@163.com

Received 12 March 2021; Revised 3 May 2021; Accepted 20 May 2021; Published 10 June 2021

Academic Editor: Yuan Ding

Copyright © 2021 Xiaoqi Wang et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

This paper explores the secrecy analysis of a multihop hybrid satellite-terrestrial relay network (HSTRN) with jamming, where one
satellite source is aimed at communicating with destination users via multihop decode-and-forward (DF) terrestrial relays, in the
existence of an eavesdropper. All the destination users are deployed randomly following a homogeneous Poisson point process
(PPP) based on stochastic geometry. Each relay operates not only as a conventional DF relay to forward the received signal but
also as a jammer to generate intentional interference to degrade the eavesdropper link, considering shadowed-Rician fading for
legitimate link and wiretap link while Rayleigh fading for jamming link. To characterize the secrecy performance of the
considered network, the accurate analytical expression for the secrecy outage probability (SOP) is derived. In order to reveal
further insights on the achievable diversity order of the network, the asymptotic behavior of SOP expression at high signal-to-
noise ratio (SNR) region is deduced. Moreover, the throughput of the system is discussed to characterize the secrecy
performance. Finally, the theoretical results are validated through comparison with simulation results and show that (1) the
secrecy performance of the considered network gets better with the decreasing of the hops and with the decreasing severity of
the channel fading scenario, (2) the relay of the network operating as a jammer can provide better secrecy performance without

extra network resources, and (3) small hops and high SNR can yield to high throughput of the system.

1. Introduction

With the development of wireless communication towards
high-speed and broadband, there are great challenges for wire-
less communication to support massive and seamless connec-
tion under limited spectrum, while satellite communication
has become much popular on account of its high transmission
quality, wide coverage at low cost, and easy deployment [1-3],
and it has various applications in navigation, military defence,
disaster response, and other remote or dangerous areas.
Unfortunately, between the satellite and the terrestrial termi-
nal, masking effect caused by some obstacles and shadowing
will make the line-of-sight (LOS) communication unstable
even unavailable, and the performance of the satellite network
will be affected seriously. Therefore, relay technology has
drawn increasing attention by researchers due to its improve-
ment in the reliability and coverage of the networks [4-9].
Satellite communication with joined relay forms a new
framework of hybrid satellite-terrestrial relay networks

(HSTRN) [10-13]. This framework can provide satellite ser-
vices to handheld devices, which has been incorporated in the
DVB-SH standard [14]. In HSTRN, the relay transmits the
signal from satellite to the destination. That cooperative tech-
nique has been an important approach in relay communica-
tion for its advantage of providing diversity gain, enhancing
coverage, and reducing power consumption [15]. Amplify-
and-forward (AF) and decode-and-forward (DF) are two
cooperative diversity protocols in common. Based on differ-
ent relay protocols, more and more researchers have paid
attention to improving the performance of HSTRN from dif-
ferent views [12, 16, 17]. An et al. [12] investigated the outage
probability (OP) performance and the ergodic capacity of an
AF HSTRN. Sakarellos et al. [16] examined the OP perfor-
mance of a HSTRN using the maximal ratio combining
(MRC) technique based on DF relaying. The authors of
[17] focused their research on the performance of a multian-
tenna HSTRN with multiple cochannel interferes at both the
terrestrial relay and destination.
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However, the transmission security of HSTRN is hardly
involved. Recently, the security of wireless communication
has become much important to evaluate a communication
system. In the beginning, the security of satellite communica-
tion mainly bases on the traditional encryption method at
upper layers, but there is a great challenge for this method
because of its complex algorithm and without consideration
of the error transmission at the physical layer. To solve this
problem, Wyner characterized fading channels to achieve
physical layer security based on information-theoretic
approach [18]. And yet, research on physical layer secrecy
in HSTRN is limited [19-24]. In [19], the authors explored
the physical layer secrecy analysis of multiuser HSTRN by
deriving accurate and asymptotic expressions for secrecy out-
age probability (SOP) and deducing the expression for prob-
ability of nonzero secrecy capacity. Huang et al. [20]
investigated the secrecy performance of HSTRN by compar-
ing AF and DF protocols, revealing that the system secrecy
performance with the DF protocol was always better than
that with the AF protocol. And on this basis, Bankey and
Upadhyay [21] studied the physical layer security of a down-
link HSTRN with multiantenna satellite, multiple terrestrial
destinations, multiple relays, and multiple eavesdroppers.
Guo et al. [22] presented a joint relay selection and a user
scheduling scheme based on jammer to balance the system
performance and actual implementation. In order to enhance
the secrecy of the system under the total power constraint of
relays, Yan et al. [23] investigated cooperative jamming by
the relays to maximize the secrecy rate. Likewise, Yan et al.
[24] maximized the secrecy rate of HSTRN through the joint
optimization of the relay beamforming vector and the covari-
ance matrix of artificial noise. In addition, the authors of [25]
proposed an unmanned aerial vehicle (UAV) to ground com-
munication system with spatially random eavesdropper
account on both ground and airspace and investigated the
secrecy performance of the system.

In general, the present physical layer secrecy studies
mostly have focused on the HSTRN with dual-hop relaying
[19, 20] or multiple users without consideration of their distri-
bution [19], while multihop communication has been proved
to extend the coverage of a wireless network effectively as well
as to combat the adverse effects of wireless fading channels
without more network resources [26]. Given its indoor cover-
age and service availability, especially in highly shadowed
regions like shopping malls, office buildings, and dense resi-
dential areas, where the users of complicated distribution do
not have LOS communication with the satellite due to mask-
ing effect, the investigation is explored in this paper.

In view of the aforementioned discussion, the secrecy
performance of a multihop HSTRN is investigated, where a
satellite source communicates with destination users via mul-
tihop relays in the presence of an eavesdropper. The relays
use the DF protocol to forward the received signal and jam
the reception of the eavesdropper simultaneously, while the
ground users are deployed randomly. Both of the legitimate
link (including satellite link and terrestrial link) and wiretap
link experience shadowed-Rician fading [27, 28], while jam-
ming link undergoes Rayleigh fading [29]. The main works
we have done can be summed up as follows:
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(1) A multihop HSTRN with jamming is proposed, in
which all the destination users are deployed ran-
domly following a homogeneous Poisson point pro-
cess (PPP) distribution based on stochastic
geometry. The probability density functions (PDFs)
and the cumulative distribution functions (CDFs) of
the channel gain between the relay and users are
deduced

(2) The accurate analytical SOP expression of the consid-
ered network is derived

(3) The asymptotic behavior of the SOP expression at
high SNR region is explored, and the throughput of
the system is obtained

(4) The simulation is carried out to verify the theoretical
results, which reveal that the performance of a multihop
HSTRN depends on the hops, secrecy rate, jammer,
and shadowing severity of the considered network

The rest of this paper proceeds as follows. The system
model and channel model are presented in Section 2. The
secrecy analysis of the network is provided in Section 3,
where the accurate, asymptotic SOP formulas and the
throughput of the system have been derived. Numerical
and simulation results are given in Section 4, and conclusions
are drawn in Section 5.

Notations 1. In this paper, |-| denotes the absolute value of a
scalar, E[-| denotes the expectation operator, n! symbolizes
the factorial of n, f,(-) and Fy(-) represent the PDF and
CDF, respectively, and Pr (-) means the probability for a ran-
dom variable.

2. HSTRN Description

2.1. System Model. Considering the configuration of a down-
link multihop HSTRN is shown in Figure 1, where one satel-
lite source (S) communicates with destination users (D) via
L—1 DF terrestrial relays {R};7', in the existence of an
eavesdropper (E). Each relay operates as a conventional DF
relay, which can fully decode the received confidential signal
and then forward it to the next legitimate node. Meanwhile,
at each hop, the eavesdropper also attempts to decode the
message over an eavesdropper channel. On the other hand,
each relay operates as a jammer mode to generate intentional
interference to degrade the eavesdropper link. And all the
ground destination users are deployed randomly following
a homogeneous PPP based on stochastic geometry. Here, it
is assumed that each node has only one antenna. In the long
distance communication between the satellite and the terres-
trial terminal, masking effect caused by severe shadowing and
heavy obstacles (such as clouds, hills, and mountains) will
make the LOS communication unstable even unavailable,
and the performance of the satellite network will be affected
seriously [19, 21]. Therefore, in view of masking effect and
heavy fading, we assume that the direct link between S and
D as well as between S and E is unavailable [12, 30, 31].
The legitimate link (S— R,— D) and wiretap link



Wireless Communications and Mobile Computing

S

|

~3% Legitimate link
---» Eavesdropper link
—-» Jamming link

1S 4

FIGURE 1: System model of a multihop HSTRN.

(R, — E) are assumed to undergo Shadowed-Rician fading
while jamming link follows Rayleigh fading. (Here, the statis-
tical characterization for fading channels of terrestrial link
can be changed with the parameter variation of Shadowed-
Rician fading distribution.) All the receivers are affected by
additive white Gaussian noise (AWGN) with zero mean
and variance.

Without loss of generality, the total communication is
divided into I hops.

In the first hop, the satellite source transmits its signal
x,, (t) with E[|x, (¢) ] =1 to the first relay R,. Then, the relay

) with E[lx, (1)1 =1 to
= 1

the next relay until the destination in the next hops. During
the next periods, each relay performs both as a relay and a
jammer, so it can fully decode the received signal and then
forward the signal to the next node and use some of its avail-
able power to transmit jamming signal simultaneously.
Meanwhile, the eavesdropper also attempts to decode the sig-
nal. For simplicity, we assume that the intended receiver has
an a priori knowledge of the artificial jamming signal and
hence is able to eliminate the effects while decoding the orig-

forwards its received signal {x, (t)}

inal signal [32]. So all the jamming signals are well known by
the next relay or the destination, and the signal received at
the relay or the destination at hop [/ is given as

Yar =V Prihgxg (t)+ng, (L<I<L), (1)

where P;_; is the transmission power (P, being the transmis-
sion power at S) and h,; represents the channel coefficient
between R,_; — R;(D) (hy, corresponding to S — R)),
while 7, is the AWGN variable at the destination.

Here, for simplicity, we assume that the eavesdropper
cannot do joint decoding, which can be realized by using ran-
domized code books at each hop to confuse the eavesdropper
in practice [26, 32]. Therefore, the eavesdropper receives the
signal only from R;_, at hop /, and considering the unavail-
ability between S and E as well as the jamming signal, the sig-
nal received at the eavesdropper at hop [ can be obtained as

Ver =V Praheixs () +(/Piahyx,, (1) +ny, (2<1<L),
(2)



where P;_, is the jamming power at R;_,, h,; and h;; denote
the, respectively, channel coefficient of wiretap and jamming
link between R;_; — E, and n,; is the AWGN variable at the
eavesdropper.

Thus, the instantaneous received SNRs at R;(D) and E
can be expressed as

P,
Yar= ﬁ|hd,z’2=ﬂs‘hd,z|2’ (I<I<L), 3)

Pl—l |he,l}2 — Yre,l
P ]hj’,|2 +02 Vg tl ’

Yer =

2 2 .
where y,,, =1,|h,|" and y,,; =n;|h;|", with 5, = P,_; /0 and
T’]] = Pj,H/az.

2.2. Channel Model. According to most of the related works,
such as [19, 28], the legitimate link and wiretap link follow
the independent shadowed-Rician distribution, and the

PDF of \hp|2, p={s,e} (s, e, respectively, corresponding to
the legitimate link and wiretap link), is given by

m

iy (= Y SR B0 5

k=0

where a, = (2b,m,/(2b,m,, + QP))mP/Zb;:, B,= 1/2bpk, 8, =

2
Q,12b,(2b,m, +Q,), and {(k)=(-1)"(1-m,) 6,"/(k!)",
with b > My and 8 p being the multipath components, the fad-
ing severity parameter, and the average power of LOS,

respectively, and (-),, being the Pochhammer symbol [33].
After applying the transformation of variable, the PDF of
Y, is given by

mp—l

f0=a, ¥ SEdelGams g

pard (qp) k+1

By integrating the PDF in Equation (6), the CDF of y )
can be given as

0=1-a, 5 4O §E<ﬁp_6p)(kﬂp)x"e'<<ﬁp-6pm>x.

(7)

For the jamming link, the channel coefficient |h; | follows
Rayleigh fading distribution (Rayleigh distributions are usu-
ally used to model multipath fading without LOS paths. For
simplicity, we assumed Rayleigh fading for the jamming link.
And other fading models are applicable here.) with the CDF
and PDF of y;,; given, respectively, by

F, (x)=1-¢"M, (3)
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Le"f/m, (9)

Fy, %)=
yje'l( ) Yje,l

where y, is the average SNR of the jamming link.

3. Performance Analysis

In this subsection, the exact closed-form SOP expression is
deduced, the asymptotic behavior of the SOP is analysed,
and the throughput of the considered system is discussed.

3.1. SOP Analysis. We start with the instantaneous capacity
of the legitimate link and the wiretap link at hop I, which is
given by

1
Cd,l = z 10g2(1 +Yd,l)’ (1 SZSL))

1 (10
Car= 1 log, (1+7v,,), (2<I<L).

The achievable secrecy capacity of the network is defined
as the difference between the capacity of the legitimate link
and the wiretap link. Therefore, the secrecy capacity at hop
[ is expressed as

. 1 1+y *
Cy=[Cay—Col* = {L log2<1+yd’ll>} , (2<1<L), (11)

where [x]" = max (x, 0).

To facilitate the analysis, we denote the secrecy SNR of
hop I by y;=(1+y,,)/(1+y,;) and Equation (11) can be
expressed as

1 +
C = [Z logzy,} , (2<1<L). (12)

For multihop DF relaying, secrecy outage of the network
occurs whenever the data transmission in any hop is either
unsuccessfully decoded or imperfectly secure. Given the
assumption that the direct link between S and D is unavail-
able and considering the fact that the secrecy outage deci-
sions are taken on each hop, the secrecy SNR of the
network can be expressed as

Vsys = min{Yl’yl}’ (13)

2<I<L

where y, =y, .

As can be seen, the form is similar to that of conventional
multihop DF relay networks. However, secrecy SNR is used
here instead of instantaneous SNR. It is due to the fact that
the system secrecy performance is dominated by the weakest
hop in view of security.

Thus, we can obtain the secrecy capacity as

Cys =min{C,,, C;}. (14)

S a<i<L

The network is defined to be secrecy outage when the
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secrecy capacity C, is lower than a predefined secrecy rate
V4> Damely,

Psec =Pr (Csys < Yth)’ (15)

which can be expressed as
Psec =Pr (YSYS < YO) > (16)

where y,, = 257n,

Assuming that all y; are independent of each other and
invoking Equation (13) into Equation (16), the SOP of the
network can be obtained as

L—

P .=1- [1 - Fyl()’o)} H[l - Fyl()’o)} [1 - FyL(Vo)]
_ (17)

To proceed further, we require F,, (y,), F, (v,), and F,,

—

(o) respectively.
According to Equation (7), F,, (y,) can be obtained as

mal ek
Fy (vo) =1~ k; (rls(>k)+l

Ly}
Yy

=14

_ —(k+1-p)
(ﬁs 65> ! peGsmm  (18)
r’s

Then, we need to express the CDF of y,.

Theorem 2. The CDF of y, can be expressed as Equation (19),
where @ = ((ﬁs - 85)/}75))}0 + ((ﬁe - 82)/11e) and 61‘ =cos [((21
— 1)m)/2N].

m—1 k C(k)g VOP
S 5o P (B = 8,)imy) P
m,— Ckl

~—

(p+ )bt

— Sy (19)

2N = k=0 1t
8, +1\F "k
i 1- 8i2))0k+1“e C(k i)l
k;=0 e

Proof. See Appendix A.
In the last hop, the channel coefficient h;; between the
last relay y, , and the destination user D is denoted as

o= —=—==> (20)

where d represents the distance between the last relay y, ,
and the user D, v denotes the path loss exponent, and the
coordinates of y, ; and the user D are symbolized by (0,0,
h) and (x, y, 0). Hence, the distance is represented as

d=1\/x2+y2+h*. (21)

As can be seen the distance is related to the location of the
last relay y, , and the user D. Assuming that all users are
modeled independently and identically distributed in the
area following a homogeneous PPP [2], denoted by A, the
PDF of A is given by

1

A=~ (22)

where R is the radius of the area.

Theorem 3. Based on stochastic geometry, the CDF of y, is
given by

m—1 k k' P P
-1 e S 33 (")
k=0 =P =0\ t

\ nkip-1 1 b (_1)n
2070 () s

. (( R+ h2)(<”””>’2)” _ hvf+vn+2) e (B0)m)x ynip

(23)

Proof. Combining Equations (7) and (22), the CDF of |, |*
is derived as Equation (24), where Y(-,-) represents the
lower incomplete Gamma function.

o 09= | (B p 4 ))ala)dn = [:_h

mg—1 k
(rma Y e Y g — sy e
=0 p:

p=0
w2
R >> o r
2a, "5 & L P
k=0 p=01=0 t

E:(ﬁ _ 65)—(k—p+1+t+(2/v))v—lxp—t—(Z/v)
e

e (Bdx (r(” Y2 (B8 (R + hz)”’z)

14

- r(”t: 2 (.- as)th) ) .

(24)

Based on Equation (24), using series exploration of
Y(-,-) and applying the transformation of variable [33],
Equation (23) can be obtained.



By derivation of Equation (23), the PDF of y,; can be
obtained as

0=k e B (o Oest ),
(25)

where

E(kprtym) =

ez anyns(’)

i (VP (1)
(B =0 kP (17_5) nl(vt+vn+2)

R2 I’lz) (vt+vn)/2)+1 _ hvt+vn+2).

D12 >d|N

=
Il
o

i

Theorem 4. The CDF of y; can be obtained as Equation (29),
where

_ , n+p
E:-ljs 85(8’+1> Ykt p+n+ D)

1 2
_ . _ —k;—p-n-2
,(/35 5581+1y +/38 5e> ’

ne 2 % o,

—~

(26)

(27)

_ —(k+1-p)
B, 55> yoPe (Bm8)mm,
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8+ 1\ "1
Ezz(n+p)<’2 ) v 'k, +p+n)!

~5,8,+1 -5, Firpnd
, (/35 LAY Be > ,
ne o 2 e

(28)

m,— 1 k)

2(xoc k2
Fy (v))=1- ZZZZZ k+1 o

k=0 p=0t=0n=0 k,=0 e’

P wkpt (1N (1)
(t)“ () ones

(RZ " hZ) ((vtrvn)/2)+1 hvt+vn+2)

. <,y0n+P(n +p+k;)! 7 e‘(Z/(—Vje,z(5f+1>))+(1%)

(D(n+p+k,+1) 2N

(29)

Proof. See Appendix B.

Theorem 5. The SOP of the network can be formulated as

sec e+l
k=0 p=0 (’75) ’75
m—1 k C(k) k! y P m,—1 ((k ) L-2
*s Z Z +1 S k+1—pa9 Z ki +1 (P+k )'(D L
k=0 p=0 p ((:85 - 65)/775) k=0 e
N _
+%ze (2 (758 1)) )+ (17701) Z k+1 (6 +1 )! 1k k2 (30)
i=0 =0
2o, " &R (k) (K, K (P p pi )
X s i [3 8 n—k+p— 1< )
R? %;;;klgo qek“ ¢ vt+vn+2)

. ((RZ + hZ)(("”V”)/Z)“ _ hvt+vn+2) <

Qrtprhk+1)

Proof. Invoking Equations (18), (19), and (29) into Equation
(17), Equation (30) can be obtained.

3.2. Asymptotic Behavior. To get better insights on the secrecy
performance of the network, the asymptotic secrecy outage
behavior at high SNR region is investigated. Here, we exam-
ine the asymptotic SOP analysis at high SNR region
(;73 - OO)

Yo" (n+ptk)

_ % e~ (2 (@) +(V (7)) ; \/1-82(8, + 52)) .

Corollary 6. The diversity order of the network at high SNR
region can be obtained easily as

lim %8 (Piee) _ ;. (31)

d=- log 7,

rIS 0o

Proof. As in [19], at high SNR region, assuming 7, — 00 and
applying the Maclaurin series expansion of the exponential
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TaBLE 1: Table of parameter settings for numerical results.

Monte Carlo simulations
Shadowing-Rician fading parameters (heavy shadowing)

Shadowing-Rician fading parameters (average shadowing)

10° iterations
m, = 1, bp =0.063, and QP =0.0007

m, =5, bp =0.251, and QP =0.279

The transmit SNR of the wiretap link n,=10dB

The height of the last relay h=100m

The radius of the area R=500m

The path loss exponent v=3

function [33], the PDF f, can be approximated as is defined as

P
Ry, =Y x1-p (36)
: (32) thr = [1= Peec (V)]

£, (%) =

SN

and by integrating Equation (32), the asymptotic behavior of
F, can be given as
P

F, (x)= L. (33)

Therefore, we can derive F, (y,) = (a,/)y, and

1y, N
oy e T (T (6,
Fy (vo) = ,75()(1_ STy (T “”ﬂ)

i=0

m,—1 _k1_2
) z C(lfcl)l (kl_,_l)!(M) , (2<1<1).
k=0 Me v e

(34)

Now, invoking F, (y,) and Equation (34) into Equation
(17), the asymptotic expression for the SOP can be derived as

N
PR =1-(1- Esolry | [ 12 %ol l_el/mlze—z/(m(a,m) /1 -52
) M5 N3
m,
k

1
1,
“_](kl -5, k-2 L1
gwjk‘*)‘ (k‘“)!(ﬁ . > > '

-,

(35)

On invoking Equation (35) into Equation (31) and doing
some algebraic manipulations, the diversity order of 1 can be
acquired.

Remark 7. Through the asymptotic analysis of the SOP, we
can reveal that the diversity order of the multihop network
at high SNR region is 1. Importantly, it remains unaffected
by the hops, secrecy rate, or other channel parameters.

3.3. Throughput Analysis. In order to estimate the secrecy
performance of the network further, the throughput of the
overall system is explored. According to [34], the throughput

L

where the constant 1/L indicates that the communication
process is divided into L hops, y,;, represents the secrecy rate,
and P (y,,) can be obtained from the previous section.
Thus, by substituting Equation (30) into Equation (36), the
analytical throughput expression of the system is derived.

4. Numerical Results

In this section, the theoretical analysis results obtained from
Section 3 are presented through comparison with Monte
Carlo simulations. Monte Carlo simulations are carried out
in order to verify the accuracy of the theoretical derivation.
In particular, the SOP and throughput analysis are examined
under various channel settings. Unless otherwise stated,
channel parameters of the legitimate link are the same with
those of the wiretap link and the parameter settings are used
as shown in Table 1 [2, 19, 27, 35, 36].

Figure 2 shows the results of the SOP versus #, for differ-
ent hops under heavy and average shadowing scenarios of
shadowing-Rician fading. The numerical results obtained
from Equations (30) and (35) (y,, =0.5, Viel = 1dB) agree
well with the Monte Carlo simulation results, which confirm
the correctness of the analysis. From the figure, it can be
observed that the curves of the asymptotic SOP almost over-
lap with the analytical ones at the moderate and high SNR
region. Moreover, it is obvious that the SOP performance of
the network under average shadowing scenarios is better
than that under heavy shadowing scenarios and it gets worse
with the increasing hops. This is because the communication
distance gets increasing with the increasing hops. This figure
also indicates that the achievable diversity order does not
change with different hops.

Figure 3 investigates the SOP performance of the network
versus hops for 7, = 20, 30, 40 under heavy and average sha-
dowing scenarios. Herein, we set y,, =0.1 and y;,; = 1dB. It

is obviously found that theory results sufficiently coincide
with the Monte Carlo simulation results. And as can be seen
from Figure 3, the SOP performance of the network is getting
worse with the increasing severity of the channel fading sce-
nario and it gets better with the decrease of the hops L.
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Figure 4 plots the results of the SOP versus #, for different
secrecy rate y,, under heavy and average shadowing scenar-
ios of shadowing-Rician fading. Here, it is assumed that the
received signal from the satellite experiences 2 hops and
Vjey = 1dB. As is expected, the SOP performance of the net-
work gets worse with the secrecy rate increasing.

Figure 5 shows the SOP performance comparison of the
network versus 7, for different average SNR of the jamming
link y;,; under heavy and average shadowing scenarios of
shadowing-Rician fading. Also, the performance comparison
of HSTRN without jamming is presented. Here, we suppose
that the communication process experiences 2 hops and y,,
=0.1. As shown in the figure, the SOP performance of the
network with jamming is better than that without jamming
obviously. And when the average SNR of the jamming link
Vi, gets increasing, the SOP performance of the network
improves correspondingly. This can be attributed to the jam-
mer. The stronger the jamming signal gets, the weaker the
wiretap signal becomes. Hence, the jammer has a great effect
on the SOP performance of the network.

Figure 6 depicts the SOP performance comparison of the
network versus #, based on different channel settings of the
legitimate link and wiretap link. Here, we still set y, = 0.1,
Vjes = 1dB, and L =2. As can be seen from the figure, when

the legitimate link is under heavy shadowing scenarios
(m;=1) and the wiretap link is under average shadowing
(m,=5), the SOP performance of the network is the worst.
While the legitimate link is under average shadowing scenar-
ios (m, =5) and the wiretap link is under heavy shadowing
(m, = 1), the network has the best SOP performance.

Figure 7 presents the system throughput versus #,
(Y =0.1, y;;=1dB). As can be noted, the throughput

increases with #, increasing and then trends to a fixed con-
stant based on the same hop. This can be explained by the
fact that SOP will approach to zero at high SNR region. Also,
the throughput of system degrades with hops increasing, and
it is better under average shadowing scenarios than that
under heavy shadowing scenarios, which is consistent with
the SOP performance seen from Figure 2.

5. Conclusions

In this work, the secrecy analysis of a multihop DF HSTRN
with jamming has been investigated. Considering shadowed-
Rician fading for legitimate link and wiretap link while consid-
ering Rayleigh fading for jamming link, the accurate SOP for-
mula of the considered network has been derived. The
asymptotic behavior of the SOP expression at high SNR region
is explored, and the throughput of the system is discussed.
Finally, simulation results are given as verification of the theo-
retical results and illustrate that some key system parameters
have great impacts on the SOP performance of the considered
network. The results reveal that the hops and the jammer play
important parts in the secrecy performance of the multihop
DF HSTRN with jamming. In the future, multiantenna satel-
lite, multiantenna relay, and multiple eavesdroppers in such
system could be our further research.
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Appendix
A. Proof of Theorem 2

After the approximation (1 + x)/(1 + y) = x/y and the substi-
tution of Equation (4), y; can be obtained as

. Ya, (Yje,l + 1) .

Y
! )}re,l

Therefore, F,, (y,) can be expressed as

Y, (Yje,l + 1)

< Yo | = Pr (A < yOYre,l)
YVe,l

Fyl()’o) ~ Pr

= JO FA (YOyre,l)fywyl (Yre,l) d))re,l’

where A=y, (y;; +1).
To proceed, we require F,(z), and it is derived as

Z

Fa@) =pe(a<2)= [ £ (Z21)5, adr
(A3)

Invoking Equations (6) and (8) into Equation (A.3),
doing some algebra processing and applying the approxima-
tion of the Gaussian-Chebyshev quadrature [37], F,(z) can
be formulated as

mg—1 k —(k+1-p)
C(k) 5 K! (ﬁ —5s>
Fy(z)=1-a — =

2 kzo 7 p:zopl n,

N
oK Z o (27 6:))+(175)
2N 3

-1 k
' mz G(k) (5i + 1> [1Z 5.2k o (B=8)m) (3+1)2)z
k+1 2 l :

k=0 "ls

e (B-8)m)z _

(A.4)

Now, substituting Equations (A.4) and (6) into Equation
(A.2), Equation (19) can be obtained.

B. Proof of Theorem 4
Like Equation (A.2), F, (y,) can be expressed as
Fy,_ (Vo) = JO FAL (YOYre,L)fymI‘ (yre,L)dyre,L’ (Bl)

where A = Yd)L(yje,L +1).
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And F, (z) can be derived as

z z
FAL (2)=Pr(A; <z)= J ije,z_ (—L - l)de,L (Yd,L)de,L'

0

Invoking Equations (25) and (8) into Equation (B.2),
doing some algebra processing like Equation (A.4), F, (z)
can be obtained as

e

(B,—0 )"*k+p—1 y (i) pn (_1)ne—(<ﬁ;6$)/m)zznﬂ,
s s ns

= nl(vt +vn+2)

3

e
2N

/N
—

R2 + hZ)((VHVH)/Z)H _ hvt+vn+2> _ E(k’px t, }’l)

N
3 1= 67 )

_ nep
_B.=9, (81"" 1) P+ = (B=8)/m.) (3:+1)12)z
s 2

n+p-1
(n+p) (51' + 1) e ((B8)m)(5,1)2)2
2

(B.3)

Then, substituting Equations (B.3) and (6) into Equation
(B.1), doing some algebra processing, Equation (29) can be
obtained.
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With the continuous development of 5G (5th generation mobile networks) communication technology, increasing attention has
been paid to the integration of 5G technology and vertical industry. Based on the consideration of power security, the large-scale
application of 5G in the power industry will start from the distribution grid and gradually extend to the high-voltage power
grid. There have been some powerful attempts to apply 5G technology in distribution grid automation, distribution grid relay
protection, and distribution grid monitoring. This article will summarize the application of 5G technology in these fields,
focuses on the analysis of possible problems in technical standards, network security, application costs, and signal coverage, and

will propose reasonable prospects and thoughts on the integration of 5G technology and distribution grids.

1. Introduction

The electric power communication network is a valuable
foundation supporting the development of the country’s
electric power capacity. The emergence of 5G communica-
tion technology will qualitatively improve all aspects of the
electric power communication network. 5G technology is
expected to play the role of “connecting everything” in the
power communication network [1, 2]. Compared with the
previous generation of mobile communication technology,
5G technology, that is, fifth-generation mobile communica-
tion technology, has the characteristics of larger bandwidth,
lower latency, higher capacity, and wider connections [3]. It
has become a key technical basis for establishing a “three-
type two-net” strategy in China. Under the influence of the
“two-net” strategy, the distribution grid will be deeply inte-
grated with 5G technology in the future, and higher require-
ments for the economy, safety, and reliability of the operation
of the distribution grid will be implemented [4]. The con-
struction of the ubiquitous power Internet of Things runs
through all links of the power system and requires a great
extent of detection and control for each node of the distribu-

tion grid. Regardless of the method, it is essential to carry out
real-time detection and control of the operation status of the
distribution network, transmit the control signals sent by the
cloud server in a timely manner to each link of the distribu-
tion network, and execute the method quickly [5].

Further research on 5G technology will accelerate the
development of distribution grid automation [6]. Due to
the access of a large number of distributed power sources,
the increasing demand of users for power reliability and the
high management costs and low efficiency of traditional
power distribution methods, distribution grid automation
has gradually developed. The construction and development
of distribution grid automation will largely alleviate the prob-
lems of power waste and uneven power distribution [7].
There are a large number of measurement and control
objects in the distribution grid, such as substations, subsec-
tion posts, distribution stations, distribution transformers,
and section switches. There are usually hundreds or even tens
of thousands of sites [8]. Although China has achieved data
connections to important nodes, there are still large-scale
user-side data and edge data that have not yet been obtained.
In terms of distribution grid terminals, most of the terminal
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equipment is located in a very harsh geographic environ-
ment, so buried optical fibers and power wireless private net-
works have now become the major power communication
methods for terminals [9]. Because of the high cost of optical
fiber communication and the lack of optical fiber access
conditions in some areas, large-scale buried optical fiber
communication cannot be implemented on a large scale.
The power wireless private network can only be used to real-
ize the connection of most terminals. In recent years, 3G and
4G power wireless private networks have achieved remark-
able results in the “last mile” of the power communication
network, but some of the performance indicators of 4G still
fail to meet the national strategic target requirements, unlike
5G communication technology [10]. The realization of feeder
automation (FA) has gradually transitioned from a noncom-
munication method achieved through recloser timing adjust-
ment to a centralized intelligent FA method that uses a feeder
terminal unit (FTU) or distribution terminal unit (DTU) for
fault detection and communication technology for fault iso-
lation and restoration of power supply in nonfaulty sections
[11, 12], but the operation effect of the pilot project of distrib-
uted intelligent FA is not good. Due to the distrust of the sys-
tem and equipment, the feeder is semiautomatic, manual,
and not fully automatic. In January 2019, the China Southern
Power Grid took the lead in completing the 5G network dis-
tributed differential protection service test in Shenzhen. This
test showed that 5G technology fully meets the various ser-
vices of grid control under the condition of ultralow latency.
In May of the same year, Shenzhen completed the first
domestic and foreign field synthesis of synchronous vector
measurement based on a 5G distribution grid, smoothly solv-
ing the problem of absolute time synchronization and delay
between devices. 5G technology will play a vital role in the
development of the distribution grid in the near future.
This article will start from the concept, structure, core
features, and core technology of 5G technology; summarize
the current integration technology of 5G technology in distri-
bution grid automation, distribution grid relay protection,
distribution grid monitoring, and vital node monitoring;
analyze the challenges that 5G technology and the distribu-
tion grid will face; and finally provide a new outlook for the
future integration of 5G technology and the distribution grid.

2. 5G Communication Technology

2.1. Concept and Structure of 5G Communication Technology.
5G (5th generation mobile networks) communication tech-
nology is the same as the traditional communication
network, and it is also a type of cellular mobile communica-
tion technology [13]. A schematic diagram of the 5G com-
munication system is shown in Figure 1. The content of a
transmission is converted into a bit torrent by a digital analog
converter.

The 5G communication system is composed of a core
net, macrobase station and microbase station. Compared
with microbase stations, macrobase stations have higher
transmit power and broader coverage areas. Although the
coverage of a single microbase station is limited, a large num-
ber of microbase stations will ensure the signal strength of the
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area where it is located, making the wireless network more
reliable. Microbase stations, macrobase stations, and users
are mainly receivers, and the data of all receivers come from
the core network. The core network is centrally responsible
for the control and data transmission of the entire system
and is the core “brain” of the whole system [14].

2.2. 5G Core Features. The core features of 5G are shown in
Figure 2 and Table 1. 5G communication technology has a
transmission speed far exceeding that of 4G communication
technology and has a greater capacity to connect more
devices. At the same time, the bandwidth, delay, and reliabil-
ity of 5G communication technology are five times, ten times,
and one hundred times those of 4G communication technol-
ogy [13]. The emergence of 5G technology will dramatically
change electric power.

5G communication technology has an ultrahigh-speed
transmission rate incomparable with that of traditional com-
munication technology; that is, the peak speed of the uplink
reaches 10 Gbps, and the peak speed of the downlink reaches
20 Gbps. In some tests, a peak transmission speed of 20 Git/s
for single user equipment has been achieved [15]. There are
three main reasons why 5G communication technology can
achieve a transmission speed nearly ten times that of 4G
communication technology. 5G technology directly increases
its spectrum range to above 6 GHz; it adopts massive antenna
technology represented by massive multiple input multiple
output (MIMO) [16] and improves the transmission rate
through 3D beamforming [17].

Another notable feature of 5G technology is that the
number of connections has increased from 10,000 to
1,000,000 per square kilometer, and it supports a data trans-
mission capacity of 10 Mbps per square meter. Due to the
increase in its spectrum width and the extensive application
of microbase stations, it can support more device connec-
tions. The improvement in spectrum width provides condi-
tions for connecting more devices on this basis. Microbase
stations were implemented in the 4G communication era,
and their effect is very significant. Therefore, in the future
5G era, more microbase stations will be implemented,
thereby increasing the connection density and capacity.

5@ technology fundamentally changes the network archi-
tecture, including the core network and wireless access net-
work, and reduces the air interface transmission delay and
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TaBLE 1: Comparison between 4G and 5G technology.
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distance between the source and the node; that is, the core
network has changed from traditional centralized to distrib-
uted, physically shortening the distance from the user so that
5G technology has a millisecond delay [14].

5G communication technology also has the core charac-
teristics of high reliability, and the performance index for
the packet loss rate has reached 0.001%. Multiconnection
technology is the reason for the high reliability of 5G
communication technology. It provides users with high-
reliability communication by combining the wide coverage
range and mobility of low-frequency bands with the large
bandwidth and high speed of high-frequency bands.

2.3. 5G Core Technology. In addition to its high-profile core
features, 5G core technology has also caused heated discus-
sions. 5G technology has many core technologies. Among
them, the superior adaptability of edge computing and net-
work slicing in electric power has become a hot topic of
research and discussion by scholars.

Due to the emergence of 5G technology, edge computing
has returned to everyone’s field of vision as the core technol-
ogy of 5G. Edge computing is based on the completely cen-
tralized management and automatic operation of cloud
infrastructure. Cloud computing can store a large amount
of data in the cloud, so users can dynamically obtain what
they need [18]. With the gradual increase in the amount of
user equipment, cloud data will become increasingly large
and complex, and various performance indicators of cloud
computing will be greatly challenged. With the emergence
of edge computing, the computing function in the cloud
can sink part of the computing authority, which can share
the large amount of data and calculations for the cloud.

Moreover, the traditional cloud-to-end distance is long, and
edge computing can shorten the distance to the end, endow-
ing edge computing with the characteristics of faster calcula-
tion speeds and lower latency [19].

The service objects of the network have gradually devel-
oped from the original mobile phones to various types of
equipment, and higher requirements have been proposed
for the network. Reference [20] proposes a reliable partition
solution for the 5G transmission network based on virtual
network embedding and provides special protection in elastic
optical networks. Network slicing technology is another core
technology of 5G technology. Network slicing technology
refers to logically cutting a physical network into multiple
virtual networks to achieve end-to-end connections. Accord-
ing to different business requirements and security require-
ments [21], the virtual network can be cut and personalized
on demand. When the virtual network in a certain applica-
tion scenario fails or is abnormal, it will not affect other
virtual networks.

3. Application of 5G Technology in the
Distribution Grid

3.1. Distribution Grid Automation and Relay Protection. At
present, 2.5G dedicated wireless communication is mostly
used for low-voltage switch cabinets in distribution grids,
and a small number of switch stations use optical fiber com-
munication. The automatic fault diagnosis and isolation of a
medium-voltage distribution grid cannot be guaranteed. The
low-voltage distribution grid has a low degree of automation
and requires many workforce and material resources for
maintenance.

3.1.1. Accurate Fault Location. Traditional fault location
technology is mainly divided into two methods: one method
locates the fault based on additional equipment, and the
other method locates the fault based on the measurement
information of the distribution line. The fault location of
additional equipment is mainly determined by the sectionali-
zer and recloser method [22] and the fault indicator method
[23]. In the second method, the accuracy of the fault location
is based on the measurement information of the distribution
line [24]. The decisive factor is the need for sufficient mea-
surement information for analysis to achieve accurate fault
location determination. Current fault location technology
achieves accurate fault location determination through algo-
rithm optimization or by predicting the passage of accident
collectors. In the literature [25], an FTU is established at
the circuit breaker and section switch so that the fault current
is detected, and the algorithm is used to locate the fault. Ref-
erence [26] collects the status of fault indicators and smart
meters through the control center and uses a multihypothesis
method to quickly identify faults and activate protection
devices. This easily shows that for current precise fault loca-
tion technology, most of the analysis methods are continu-
ously optimized after various measurement information has
been collected.

The core features of 5G technology are large bandwidth
and low latency, which can greatly reduce the collection time



of key information in the distribution grid. At the same time,
the distribution grid can be combined with the edge comput-
ing capability of 5G technology, and this low-latency com-
puting business can be delegated to an edge computer
room. At the same time, edge computer rooms are close to
the access side, reducing the data transmission distance from
the physical level and increasing the fault removal speed. The
large bandwidth and low latency of 5G technology extend the
precise fault location technology in the distribution grid. In
the literature [27], distributed power distribution fault detec-
tion based on edge computing is introduced. In the fault
detection system of this work, the network layer uses mostly
4G networks and optical fiber power private networks. Cur-
rent 4G communication technology is far inferior to 5G com-
munication technology in terms of latency and bandwidth,
and optical fiber networks cannot be widely used due to their
cost and environmental conditions. In the near future, a 5G
power local area network will be the main communication
method in the distribution grid.

3.1.2. Fault Isolation. FA plays an important role in fault iso-
lation in distribution grid automation. At present, centralized
FA applies simple principles and mature strategies, and dis-
tributed FA has gradually evolved due to the large number
of distributed energies needing access.

The most significant feature of centralized FA is that it
needs to upload measurement information to the master sta-
tion when a permanent fault occurs. The feeder monitoring
terminal of each switch or ring network cabinet must com-
municate with the power distribution master station, which
is controlled by the master station. After that, the dispatcher
isolates the fault and applies self-healing schemes for differ-
ent situations [28]. Reference [29] introduced a centralized
intelligent feeder automation system based on IEC61850
and explained the information sequence diagram of fault iso-
lation and fault detection for centralized FA in detail. The
continuous interaction of this information is very compli-
cated. The document does not give a reliable communication
method that can support such a complicated information
exchange process and the time to successfully isolate the
fault. In such a continuous isolation solution that requires
uploading and downloading, only a 5G network with large
bandwidth, low latency, and strong reliability can provide
communication technology support and improve the effi-
ciency of fault isolation on the original basis.

The greatest difference between distributed FA and cen-
tralized FA is that distributed FA does not rely on the global
information of the master station, completes fault location
identification and isolation through mutual communication
and cooperation between terminals, and reports the results
and process of processing. Although the distribution grid
has been continuously connected to various distributed loads
in recent years, distributed FA has the characteristics of one-
time fault handling and a strong ability to adapt to the line,
which makes the distribution grid more reliable; thus, dis-
tributed FA has become a current research hotspot and direc-
tion. Reference [30] introduced a method for implementing
intelligent distributed feeder automation in active distribu-
tion grids, which can isolate faults within milliseconds and
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realize power supply in nonfaulty areas within seconds.
According to the technical requirements of distributed intel-
ligent feeder automation proposed in the literature, rapid
fault isolation achieved through remote control, and smart
electronic equipment is desired, so the main communication
method in the literature chooses the optical fiber-based com-
munication method. However, due to the cost of optical
fibers and because some areas are not suitable for dedicated
optical fibers, this will become the main reason restricting
their large-scale application. The wireless network provided
by 5G communication technology can reduce the power
communication network’s reliance on optical fibers, cover a
wide range of smart electronic devices, and complete remote
control more accurately and quickly. Due to the superior
characteristics of 5G technology, its cost will be greatly
reduced, and its core technology edge computing capability
can be applied to the application of distributed FA, reducing
the time delay from the physical distance.

3.1.3. Differential Protection. Due to its selectivity and
efficiency, differential protection has become a reliable selec-
tive main protection method for power system equipment
[31-33]. Differential protection is based on Kirchoff’s current
law (KCL), which compares the incoming and outgoing cur-
rents of the relays at both ends of its protection section to
determine internal and external faults and act. The reliability
of differential protection depends entirely on the communi-
cation system at both ends of the line [34]. The greatest lim-
itation of early differential protection systems with buried
cables and overhead lines used as communication media is
that the protection length is limited and the relays at both
ends will lose their original functions when the line is discon-
nected. After that, differential protection that uses optical
fibers and digital communication networks as the communi-
cation medium [35] appeared and is still in use today, which
makes up for the previous generation of differential protec-
tion and, to a large extent, guarantees the shortcomings of
relay function loss due to line disconnection. Reference [36]
pointed out that wireless networks have a unique position
and advantages in many communication media; that is, they
have a lower cost and faster response time than cable optical
fibers. At the same time, relays can also ignore system param-
eter changes; the construction of a 30 km differential protec-
tion scheme is proposed by connecting the relays used in
differential protection to the relays at the sending end and
the receiving end through a wireless transmission network.
5@ technology is about to be applied in wireless communica-
tion [37]. Because of its large capacity and wide coverage, 5G
technology will allow more relay connections, especially due
to its superior time delay characteristics, to allow information
and data to be transmitted more accurately and quickly.

3.2. Distribution Grid Monitoring

3.2.1. Power Distribution Room Monitoring. The primary
need is to ensure the safety and stability of the environment
inside power distribution rooms. Through the sensors
installed in distribution rooms and 5G communication tech-
nology, indoor temperature, humidity, and the presence of
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dangerous gases (SF¢/Oj; etc.) can be transmitted to on-duty
personnel in real time, and appropriate schemes can be
arranged to ensure the normal operation of all equipment
in the distribution room within a standard range.

Second, it is necessary to conduct real-time monitoring of
important equipment in power distribution rooms. Some
important equipment, such as transformers, switch cabinets,
power distribution cabinets, and DTUs, exists in power dis-
tribution rooms. In traditional power distribution room
management, it is necessary to arrange personnel to regularly
inspect and monitor equipment. With the emergence of 5G
technology and the development of sensors, 5G technology
can be combined with existing sensors. For example, multiple
sensors are installed around the transformer to obtain data
such as the operating temperature of the transformer, the
vibration acceleration of the transformer tank, and the
electrical output of the transformer and then monitor and
analyze these data. After that, the data are uploaded to the
monitoring personnel in real time through the 5G communi-
cation network. When an abnormality occurs, the alarm
from the power distribution room can be received in the
shortest time, and a set of suitable fault solutions can be auto-
matically generated and calculated. In this way, the normal
operation of the equipment in the power distribution room
can be ensured to the greatest extent, the efficiency of moni-
toring and maintenance of the power distribution room can
also be improved, and the monitoring cost can be reduced.

Because of its small size, convenient installation, and low
cost, medium-voltage distribution grid phasor measurement
units (PMUs) bring a qualitative improvement in fault diag-
nosis and fault location technology to the distribution grid
[38, 39]. The combination of PMUs and 5G technology will
gradually develop in the direction of visualizing the operation
of the distribution grid. This will depend on the core features
and core technology of 5G technology [40]. Power distribu-
tion rooms can build a 5G cellular network and rely on the
large bandwidth, low latency, and large capacity of 5G tech-
nology. Power distribution rooms can not only monitor the
operation of the distribution grid in real time but also obtain
a large amount of accurate terminal data and bus informa-
tion, as well as equipment operating status [41]. The large
amount of data is visually fed back to the client for real-
time monitoring and control. 5G technology can provide
faster upload and download speeds to support the data trans-
mission of high-definition video and pictures during repair
processes; at the same time, these data will be returned to
the center in real time. 5G communication technology not
only provides a possibility for the visualization of the distri-
bution grid but also improves the efficiency of the daily
inspection of the distribution grid, reduces costs, and
improves efficiency.

The ring main unit is an important part and key link in
the automation of the distribution grid, so it is of great signif-
icance to integrate automatic monitoring and detection in the
ring main unit of a distribution room. The traditional ring
main unit mostly relies on the connection of cables or optical
fibers to realize multipoint detection and control. Wired data
transmission will increase the complexity of the line inside a
ring main unit and increase security risks. Compared with

wireless public network, 5G is more expensive. The real-
time standard of on-line ring main unit monitoring is very
strict. Because of its outstanding core characteristics, 5G
technology can replace the existing data transmission of
wired and wireless public networks. It can ensure real-time
monitoring and reduce cost without increasing the complex-
ity of the ring main unit. Multiple units in a ring main unit
will also better complete their functions with the integration
of 5G communication technology. For example, the signal
processing unit inside a ring main unit needs to control the
returned telemetry signal, remote signal, and other control
devices while also simultaneously realizing visual online
real-time detection for the ring main unit.

3.2.2. Online Monitoring. 5G technology lays the foundation
for the future application of online monitoring technology in
smart grids [42]. A distribution transformer is important
basic equipment for distribution grid operation, so monitor-
ing its data is necessary. The transformer terminal unit
(TTU) is an important core device for the automatic online
monitoring of distribution grids. Depending on the TTU
used for the real-time monitoring data of distribution
transformers, the abnormal operation status of distribution
transformers can be discovered and solved in time.

TTUs have stringent standards for communication
networks. It is necessary to pay attention to the cost-
effectiveness and real-time performance of communication
networks to ensure high reliability. Optical communication
meets the requirements of reliability and real time, and due
to the large number of TTU devices and their wide distribu-
tion, it is obviously impossible to use optical communication
for a wide range of purposes. At present, more communica-
tion modes are power line carriers and wireless communica-
tion networks. The main disadvantage of a power line carrier
is that when the distribution transformer is abnormal, the
speed of data transmission for monitoring is slow, and it is
also vulnerable to harmonics and electromagnetic interfer-
ence between power lines. 5G communication technology,
to a large extent, meets the stringent requirements of TTU
devices for communication. When a distribution transformer
is in abnormal operation conditions, the abnormal operation
data can be quickly transmitted, and the low latency of the
data can be guaranteed. At the same time, 5G’s superior cov-
erage ensures the connection of multiple TTU devices in
some areas. 5G communication technology is of great signif-
icance for future online TTU monitoring.

3.2.3. Intelligent Interconnection of Power Distribution
Equipment. Distribution grids contain a large number of
power electronic devices, such as series-shunt compensators,
contactless switches, and active power filters. These devices
often operate in an independent form to meet the growing
demand of distribution grids [43]. With the introduction of
increasingly more distributed energy, power electronic
devices are gradually developing toward interconnection.
Reference [44] introduces several communication methods
used in distribution grids to connect power and electronic
devices, among which cellular networks are a mature
communication technology. However, traditional cellular



communication technology is conducive to communication
between smart meters and distribution stations or remote
nodes, but as a public platform, the cellular network will have
the drawbacks of network congestion and long delays. In the
future, power electronic devices in the distribution grid may
be interconnected and integrated through 5G cellular net-
works or network slicing technology to achieve the integra-
tion of energy information.

3.3. Important Node Monitoring. Knowing the trend direc-
tion [45] requires unified detection and the control of a large
number of connected distributed energy sources in distribu-
tion grid automation. However, the greatest difficulty with
distributed energy monitoring is that the topology of the dis-
tribution grid cannot be identified [46]. Research on sensors,
such as topology sensors and high-precision phasor units of
uPMUs, largely solves the problem of topology identification
[47, 48]. Subsequently, reference [49] assumes that the nodes
of the distribution grid are measurable, measures and con-
trols the nodes of the distribution grid, realizes the identifica-
tion of the distribution grid topology through node data, and
successfully identifies the access points of the distributed
energy. Regardless of which method is used, the nodes are
arranged and calculated from the nodes in the distribution
grid. There are many nodes in the distribution grid. To
achieve multipoint collaborative computing and ensure data
delay, a 5G wireless network and distribution grid nodes
can be combined. Wireless intelligent devices are placed on
important nodes in 5G communication technology, such as
connecting sensors and the intelligent terminals of the distri-
bution grid of a 5G network. Because the coverage of the 5G
signal is wide enough, the sensors in a region can be intercon-
nected. At the same time, an edge computer room combined
with 5G edge computing can realize the identification of
distributed energy access and distribution grid topology in
a region.

4. Challenges of Distribution Grids with
5G Technology

4.1. 5G Technical Standard Maturity Match. In the first half
of 2020, the technical freeze of the release 16 (R16) standard
for 5G technology and the establishment of ultrareliable and
low-latency communication (URLLC) standards were com-
pleted. Smart grids have just been established in 3GPP release
18 (R18), which is the first definition of a 5G +smart grid
end-to-end standard architecture. Research on how 5G tech-
nology can support the business needs of distribution grids
and even power grids is still in the initial stage, and it will take
a long time to freeze the R18 technical standard. Due to the
lack of certain technical standards, the application of 5G
technology in distribution grid-related business is still in
the initial stage of exploration, and the large-scale application
of 5G technology needs further exploration.

All distribution terminals will be integrated with 5G tech-
nology in the future; for example, the communication mod-
ule of 5G technology will be embedded in the distribution
terminal. At present, relevant research on 5G communica-
tion terminals is still in progress. The market of intelligent
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communication terminals has been saturated before.
Although the emergence of 5G technology gives communica-
tion terminals the opportunity to reenter the market, the rel-
evant supporting industries of 5G technology are unable to
support the development of 5G communication terminals
and mass manufacturing [50].

4.2. 5G Network Slicing Security Issues. Reference [51] pro-
vides a simple key generation and key management scheme
that provides a quantum secure key hierarchy in the 5G sce-
nario for Internet of Things devices. The security of network
slicing technology in 5G communication technology needs to
be solved. Currently, there are many new security issues in
network slicing specially tailored to the distribution grid.
For new network attack, this indicates whether the network
can resist attack from outside when network slicing is imple-
mented. Network defense means of network slicing need
turther research and exploration. Since the formation of net-
work slicing is achieved by several virtual networks separated
by physical networks, it is possible to achieve mutual nonin-
fluence mentioned in network slicing. However, the degree of
independence of a single sliced network and the associated
problems with other networks will lead to new network secu-
rity problems, such as information and data leakage in the
slice. Only by ensuring the operational safety of the distribu-
tion grid can we further promote and apply network slicing
technology in the distribution grid.

4.3. Network Cost Performance. Another problem to be con-
sidered in the application of 5G technology is the cost perfor-
mance of a network, that is, the choice of a public network or
a private network. Compared with public networks, private
networks have the advantages of network security, informa-
tion data transmission speed, and relatively smooth signal
switching and reselection, but their construction cost is
incomparable to that of public networks. 5G technology has
a high transmission speed, and its data transmission is also
more expensive. A problem with network construction is that
the network must be reasonably arranged within the range of
acceptable costs. It is obviously unreasonable to choose only
one of them. Therefore, if the operators can flexibly open the
network architecture system in the future and cooperate to
discuss a set of suitable network selection schemes, the
scheme can also be used to reasonably design different busi-
ness requirements for the distribution grid. To ensure safety,
flexibility, and reliability, the distribution grid and 5G tech-
nology can be integrated in depth.

4.4. 5G Signal Penetration. The signal problem of 5G technol-
ogy has always been a hot topic; that is, how to improve the
speed without sacrificing signal strength is of interest. In
the era of 4G-LTE systems, because its wavelength is approx-
imately 8 m, 5G mainly uses millimeter waves, so its antenna
length is greatly shortened, and more antennas can be
arranged in space to improve the transmission rate at one
time. However, the signal strength of the 5G millimeter wave
is weak; that is, signal attenuation in the transmission pro-
cess is very serious. For the signal penetration problem of
5G communication technology, although the uplink and
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downlink decoupling technology of “downlink 5G frequency,
uplink 4G frequency” has been proposed, the construction of
a large number of microbase stations and application of mas-
sive MIMO technology to base stations are design schemes to
be adopted in cities. For the distribution terminals applied to
some harsh environmental conditions, such as terminals
built in remote areas, the construction level of base stations
cannot reach the scale of base stations in cities and the cables
buried in the ground, so the reception effect of signals may
not be good. Therefore, to apply 5G technology to terminals
to complete data collection and transmission or achieve
remote functions in the distribution grid, only technical the-
ory can be achieved, but for specific technology implementa-
tion, it is still far from reaching this goal.

5. Conclusions

The emergence of 5G technology will change the architecture
of traditional mobile communication and its security. The
existing communication network was not achieved over-
night. The relevant 5G technical standard, R18, is still being
studied. Even if the standard is completely frozen, it is impos-
sible to deploy 5G in an all-around way. Only using the
original special power network can the existing optical fiber
network be retained. For some distribution grids, 5G com-
munication technology can be combined, and a set of net-
work structures combining private networks and public
networks can be developed with operators to pave the way
for transition. For example, [52] introduces a kind of low-
cost, data-centric next-generation lightless network, and
Gigabit wireless LAN technology based on an optical fiber
wireless network to meet the requirements of a 5G communi-
cation network. In addition, we also need to consider the
location of constructed 5G base stations, signal, security,
and anti-interference issues. Further research programs and
plans for the integration of 5G technology into the distribu-
tion grid are needed.
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