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In late 2019, the COVID-19 pandemic began to spread over the world, causing millions of deaths. In the first few months of the
pandemic, several countries (such as China) prevented the spread of the pandemic successfully. By contrast, the pandemic in many
other countries was not controlled well. For example, India encountered a second serious outbreak of COVID-19 from April 2021
due to the poor resistance measures implemented by the government. To figure out the effective countermeasures to the pandemic,
this research proposes a COVID-19 pandemic and its response system, which consists of the infection subsystem, the quarantine
subsystem, and the medical subsystem. On this basis, an improved SEIR-SD model is established which is utilized to analyze the
response measures to the pandemic quantitatively. This model successfully simulates the actual epidemic scenarios in Wuhan,
which verifies its effectiveness. Afterward, the impact of hospital administration rate, quarantine rate, average contact number,
and contact infection rate on the cumulative number of infections and deaths are analyzed by simulation. The results show that
both the medical and administrative efforts, especially in the early stage of the epidemic, are significant in reducing the number of
infections and shortening the epidemic period. In the medical aspect, the more stringent quarantine brings the earlier inflection
point of the epidemic; more importantly, improving the treatment rate significantly reduces the scale of the epidemic. In the
administrative aspect, enforcing individual protection and strict community closure can effectively cut off the transmission of the
virus and curb the spread of the epidemic. Finally, this research proposes several practical suggestions in response to the COVID-
19 pandemic. The main contribution of this research is that the effects of different response measures on the number of new
infections daily and the cumulative number of deaths of a country or region in the COVID-19 pandemic are estimated
quantitatively based on modeling and simulation.

1. Introduction

The COVID-19 epidemic was discovered in Wuhan in late
2019 and spread over the world. After the outbreak, the
Chinese national government and Wuhan local government
immediately adopted a series of measures to control the
spread of the virus. These measures include but are not
limited to closing communities, enforcing individual pro-
tection, isolating suspected cases, and establishing tempo-
rary treatment centers for mildly infected cases.
Simultaneously, medical staff and supplies from all over
China supported Wuhan rapidly, which greatly reduced the
death rate of confirmed cases in Wuhan. However, the
pandemic in many other countries was not controlled well.

For example, India encountered a second serious outbreak of
COVID-19 from April 2021 due to the poor resistance
measures implemented by the government.

From the perspective of system science, the epidemic of
infectious diseases in the population is a complex diffusion
process. The analysis and prediction of infectious disease
spread based on models can help understand the epidemic
mechanism and the inherent laws and provide a theoretical
basis for the choice of intervention measures. The models are
established based on either the micro- or macroperspectives.
The micromodels focus on the individuals in the crowd.
There is a contact network with individuals. The contact
between the infected cases and the suspected ones leads to
the state change of the suspected ones, forming the
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transmission dynamics process on the network [1]. There are
two main research fields of network-based micromodel: the
first one is to study the spread of infectious diseases in ideal
networks, such as small-world networks and scale-free
networks, which partially depict the characteristics of real
social networks [2]. The second one is to study the spread of
infectious diseases on the real network. The basic method is
to carry out actual investigations and construct a contact
network close to the real one [3]. Macroscopic modeling
regards the population as a whole and focuses on the changes
of its state. The composite population method considers the
spatial heterogeneity of the population and divides the
population into different groups, which are coupled by the
flow of people, forming a complex dynamic system [4].
Correspondingly, the single group method shows the epi-
demic process of infectious diseases in the number of sus-
ceptible, infectious, and other types of people. The most
popular single population model is the compartment model.
One of the classic compartment models is the SIR model,
which was proposed by Kermack et al. in 1927 [5]. Based on
the SIR model, the SIS model [6], SIRS model [7], and SEIR
model [8] are developed. The SEIR model is one of the most
representative mathematical models of infectious disease
dynamics in a fixed population. The model considers the
incubation period of infectious diseases and is suitable for
large-scale modeling of the COVID-19 epidemic on the
country and city level. Therefore, this paper intends to
analyze the COVID-19 epidemic by the improvement of this
model.

The system dynamics model [9] was first proposed in
1956 by Forrester of the Massachusetts Institute of Tech-
nology. It has been widely used in industry, agriculture,
economy, management, medicine, transportation, ecology,
environment, energy, military, and many other fields. For
example, Assuncao et al. used system dynamics to establish
an urban sustainable development system considering the
natural factors, physiological feelings, and psychological
feelings [10]. Ekinci et al. utilized the model to assess the
future impact of various air quality factors on environmental
sustainability [11]. As one of the most powerful tools to
study complex systems, system dynamics has a broad
prospect on public health, in which the combination of
system dynamics and the classical models of infectious
diseases is a new field of infectious disease research [12, 13].
Li et al. combined the system dynamics with a multi-
compartment model to predict the development trend of the
COVID-19 epidemic [14]. In this study, the system dy-
namics model is combined with the SEIR model so that the
solution process of the SEIR model can be simulated and
visualized. More importantly, the effect of different variables
on simulation results can be analyzed.

After the outbreak of COVID-19, many scholars engaged
in the study of the epidemic by establishing mathematical
models. Tang and Zhao used the classical SEIR model to fit
the epidemic development trend [15, 16]. Considering
quarantine measures and types of the infected population,
Wei et al. proposed the SEIR + CAQ model to predict the
number of infected cases [17]. In the early stage of COVID-
19, many studies focused on the scale prediction of the
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epidemic. For example, British scholar Jonathan et al.
predicted in January 2020 that infected cases in Wuhan
would reach 190,000 on February 4™ [18]. Shen et al. es-
timated the basic and effective reproduction times of
COVID-19 [19]. They predicted the peak time and scale of
the epidemic based on the existing epidemiological data and
the dynamic model. They also estimated that the number of
infected people would ultimately be less than 20000. Wu
et al. calculated the number of infected people in Wuhan by
the number of cases in January 2020 and predicted that the
number of infected cases on January 25 would exceed 6000
[20]. In terms of epidemic prevention and control measures,
Lin et al. proposed a conceptual model of the outbreak of
COVID-19 in Wuhan, which was based on the consideration
of such interventions as holiday extension, travel restriction,
hospitalization, and quarantine [21]. Adam et al. estimated
that within two weeks of the restriction, the transmission
volume would decrease by nearly a half. The Lancet pub-
lished an editorial that China has successfully avoided a large
number of cases of infection and death because of the strong
public countermeasures [22]. They also called on the other
countries to learn from China’s experience [23]. To sum up,
the current research of COVID-19 primarily focuses on the
prediction and estimation of epidemic development. There is
a lack of modeling and analysis of specific prevention
measures. Therefore, this paper focuses on analyzing the
effectiveness of the measures such as closing communities,
enforcing individual protection, isolating suspected cases,
and establishing temporary treatment centers for mildly
infected cases.

The dynamic models are utilized to study the effect of
various prevention and control measures in the COVID-19
pandemic (He et al., 2020) [24]. For example, Zhao and
Chen developed a SUQC model to explicitly parameterize
the intervention effects of control measures of the pandemic
[25]. Moran’s spatial statistic with various definitions of
neighbors was used by Kang et al. (2020) to conduct a test to
determine whether a spatial association of the COVID-19
infections existed [26]. Linka et al. (2020) combined a global
network mobility model with a local epidemiology model to
simulate and predict the outbreak dynamics and control of
the pandemic in Europe [27]. On this basis, Jia et al. (2020)
developed a spatiotemporal risk source model, which can
not only forecast the distribution of confirmed cases but also
identify regions that have a high risk of transmission at the
early stage of the pandemic [28].

This research combines the infectious disease model
(hereinafter referred to as “SEIR”) with the system dynamics
model (hereinafter referred to as “SD”). We analyze the
countermeasures of Wuhan by the combined model, and
finally, propose feasible suggestions for the response to the
epidemic. The model simulates the situation of a large area
and scale of individuals within an acceptable complexity.
Moreover, the Chinese official data are utilized to fit the
model, while the values of the parameters in this model are
set by the authoritative data. On this basis, the effectiveness
of the model is verified. The remainder of this paper is
organized as follows: The second section proposes the
COVID-19 epidemic and its response system. The third
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section establishes the improved SEIR-SD model for the
system. The fourth section makes simulations on several
countermeasures according to the real and some hypo-
thetical scenarios in Wuhan. The fifth section is the con-
clusions and suggestions.

2. COVID-19 Epidemic and Its Response System

The factors in the COVID-19 epidemic and its response
forms a complex dynamic feedback system that includes the
medical supplies, the hospital beds, the medical staff, the
patients, etc. The system consists of the following subsys-
tems: the infection subsystem, the quarantine subsystem,
and the medical subsystem.

2.1. Infection Subsystem. In the infection subsystem, the total
number of people in the city, the average number of contacts
per person daily, and the infection rate have a positive
impact on the number of people who are infected and enter
the incubation period. The close contacts of patients in the
incubation period are infected due to the lack of protective
measures, resulting in an increase in the number of infected
people daily. After the incubation period, patients begin to
develop symptoms. In addition, the number of infected
people, the average number of close contacts, and susceptible
people were positively correlated with the number of close
contacts of symptomatic people. Among the close contacts,
some are infected and go into the incubation period, while
others are uninfected but still susceptible. There are two
important factors to determine whether close contacts are
infected or not. The first one is the infection rate of close
contacts. The transmission mode of the virus is diverse. It is
easy to be infected without any protective measures. After
taking measures such as wearing masks and disinfecting, the
infection rate of close contacts is greatly reduced. The second
one is the quarantine rate. If the infected cases are found
precisely and quarantined in time, the probability of sec-
ondary infection should decrease significantly.

The causal relationship of the infection subsystem is
shown in Figure 1.

The meaning of parameters in Figure 1 is shown in
Table 1.

2.2. Quarantine Subsystem. In the quarantine subsystem, the
factors that have a positive impact on the number of
quarantined close contacts one day are the number of close
contacts and the overall proportion of quarantined close
contacts (the quarantined rate). Among these quarantined
close contacts, some are diagnosed as infected and receive
treatment, while others are not infected and released from
quarantine. In addition to the number of quarantined close
contacts on that day, the influencing factors of the number of
these two parts also include the overall proportion of close
contacts who are infected. The number of newly quarantined
people on that day and the quarantine days positively impact
the cumulative number of quarantined people and the
number of released people on that day, while the number of
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FIGURE 1: Causal relationship of infection subsystem.

released people on that day negatively impacts the cumu-
lative number of quarantined people.

The causal relationship of the quarantine subsystem is
shown in Figure 2.

The meaning of parameters in Figure 2 is shown in
Table 2.

2.3. Medical Subsystem. In the medical subsystem, the pa-
tients who are infected in the incubation period have
symptoms after the incubation period, so the number of
patients who have symptoms after the incubation period is
affected by the average incubation period of the disease and
the number of patients who are infected and in the incu-
bation period. Due to the influence of medical supplies and
hospital beds, only a part of the people with symptoms can
be admitted to the hospital. Therefore, the positive influ-
encing factors of the number of people with symptoms
admitted to the hospital one day are the number of people
with symptoms and the overall proportion of people with
symptoms admitted to the hospital. The number of hospi-
talized patients directly affects the number of cured patients
and the number of deaths. Some of the people who have not
been treated can recover by themselves. The number of self-
healing people is affected by the average self-healing time,
the proportion of patients treated, and the number of pa-
tients with symptoms.

The causal relationship of the medical subsystem is
shown in Figure 3.

The meaning of parameters in Figure 3 is shown in
Table 3.

3. Improved SEIR-SD Model for COVID-19
Epidemic and Its Response

The classical SEIR epidemic model considers four groups of
people including the susceptible, exposed, infected, and
rehabilitated. It uses a set of differential equations to express
the transmission mechanism of infectious diseases. But the
model does not consider the strong intervention of man-
agement measures. The Chinese government and the local
government of Wuhan have implemented a series of ef-
fective measures to control the spread of the virus. These
measures include but are not limited to closing commu-
nities, enforcing individual protection, isolating suspected
cases, and establishing temporary treatment centers for
mildly infected cases. The spread of the virus has been largely
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TaBLE 1: Definition of parameters in Figure 1.

Parameter Definition

IR The proportion of close contacts infected

QR The proportion of close contacts found and quarantined (quarantine rate)
ND The number of uninfected cases in close contact but not quarantined daily
YD The number of infected cases in close contact but not quarantined daily

CN The average number of close contacts of infected cases

CD The number of close contacts of those with symptoms daily

AN The number of people except for those in quarantine, hospitalization, and death
CcC The cumulative number of close contacts

EC The cumulative number of infected cases in the incubation period

ED The number of infected cases going into incubation period daily

NN The average number of daily contacts per person (average contact number)
PN Cumulative population

ER The proportion of infections after contacting infected cases (contact infection rate)
SC Susceptible population

IN The number of initial infected cases

ST
\
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F1GURE 2: Causal relationship of quarantine subsystem.
TaBLE 2: Definition of parameters in Figure 2.

Parameter Definition

WD The number of close contacts released from quarantine daily
AD The number of infected cases in quarantine daily

QC The cumulative number of infected cases in close contacts
QD The number of quarantined close contacts daily

ST Quarantine days

>Khg—

FIGURE 3: Causal relationship of the medical subsystem.
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TaBLE 3: Definition of parameters in Figure 3.

Parameter Definition

ET The average incubation period

ID The number of new infections daily

IC The cumulative number of infections

HD The number of new infections and admitted to the hospital daily

HT Average hospitalization time

RC The cumulative number of self-healing

HR The proportion of patients admitted to hospital (hospital admission rate)

DD The number of cases cured and discharged daily

KD The number of new deaths daily

RD The number of self-healing daily

RT Average self-healing time

HC The cumulative number of cases in hospital

DC The cumulative number of cases cured and discharged

CR Average cure rate

KC The cumulative number of deaths

controlled because of the interventions. This study intends to
improve the classical SEIR model by adding the variables
related to the management measures. Afterward, we com-
bine the improved SEIR model with SD simulation to an-
alyze the influence of management factors, such as the
community closure degree, the personal protection degree,
the hospital treatment rate, and the quarantine rate of close
contacts on the number of confirmed cases and deaths of a
country or region.

Based on the COVID-19 epidemic and its response
system proposed in Section 2. We propose the flowchart of
the infection subsystem (Figure 4), quarantine subsystem

(Figure 5), and medical subsystem (Figure 6). There are three
types of variables in the flowcharts which are the level
variables, rate variables, and auxiliary variables. The level
variables in the rectangle represent the cumulative effect of
the system over time. The rate variables in the form of a valve
control the strength of the system change. Auxiliary vari-
ables are used to construct information feedback between
the variables.

In the infection subsystem, CC, EC, and SC are selected
as the level variables, while the rate variables are CD, ED, and
ND. The functional relationships of the infection subsystem
are shown in the following equations:

dcc
4 =CD-YD-ND-QD, 1
dEC
—~-ED+YD-ID, (2)
dt
(ﬁ—tC:ND+WD—ED—CD, (3)
AN = PN - KC - HC - QC, (4)
(IC+EC)-NN-ER-SC
SC, ,
AN >SC
ED= (5)
(IC+EC)-NN-ER-SC (IC+EC)-NN-ER-SC<SC
AN ’ AN -7
ND=CD-(1-QR)- (1-1R), (6)
SC-ED, ID-CN>SC-E D,
CD-= (7)
ID-CN, ID-CN<SC-E D,
YD=CD-(1-QR)-IR, (8)
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FIGURE 6: Medical subsystem flowchart.

In the quarantine subsystem, the level variable is QC, while
the rate variables are WD, QD, and AD. Equations (9)-(12)
show the functional relationships of the quarantine subsystem.

Complexity
dQcC
Q€ _ o p-wp-4ab, (9)
dt
QD-IR, time>1,
AD= _ (10)
0, time< 1,
C D-QR, time>1,
QD= . (11)
0, time< 1,
D-(1-1R), time>ST,
W D= Q ( ) ] (12)
0, time < ST,

In the medical subsystem, the level variables are DC, IC,
HC, KC, and RC which are determined by the rate variables
DD, ID, HD, KD, and RD. The functional relationships
of the medical subsystem are shown in the following
equations:

dDC

—~=DD, (13)

dt

dic

——=ID-RD-HD, (14)

dt

dHC

qrzHD+AD—DD—KD, (15)

dKC

—“_KD, (16)

dt

dRC

——=RD, (17)

dt
H D-CR, time>HT,

DD = ) (18)
0, time< HT,

HD=ID-HR, (19)
E D, time>ET,

ID= ) (20)
0, time < ET,
HD-(1-CR), time>HT,

K D= (21)
0, time < HT,
ID-(1-HR), time>RT,

RD-= _ (22)
0, time < RT,

The improved SEIR-SD model is established, of which
the system flowchart is shown in Figure 7 which consists of
three parts, i.e., infection part, quarantine part, and medical
part. The model considers asymptomatic infection and
subclinical cases. The assumptions of the model include:
there is only human to human transmission; there is no
specific medicine or vaccine for the virus; other diseases do
not influence the mortality rate and other parameters; there
is no population mobility; deaths occur only in hospital; the
isolated cases are immediately tested for nucleic acid
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FIGURE 7: System flowchart of the improved SEIR-SD model.

regardless of the existence of symptoms; the close contacts
are quarantined within one day if the conditions permit. The
isolated cases are tested for nucleic acid within one day. In
this model, the initial values of the level variables are zero
except SC and EC. The sum of the initial values of SC and EC
is equal to the cumulative population, and the initial value of
EC is equal to IN.

4. Simulation Results and Analysis
4.1. Simulation of Epidemic Responses in Wuhan

4.1.1. Simulation Parameter Setting. This section tests the
simulation effect of the model to ensure the validity and
reliability of the model in terms of structure, parameter
settings, and functional relationships using the historical
data of the COVID-19 epidemic in Wuhan. It was not until
February 14th that the number of nucleic acid tests that can
be performed in Wuhan every day met the demand. In other
words, the number of confirmed cases was reliable after that.
Therefore, the initial time of the model is set as February
14th, 2020. The basic parameters of the model are set as
follows: initial time =1, end time = 100, time step = 1.

The parameter values of the model are set based on the
official data or authoritative research results that have been
published, as shown in Table 4 [22, 29-33].

We set QR =0.94, HR=0.9 based on the data published
by Hubei Provincial Health Committee and Wuhan Mu-
nicipal Health Committee.

According to the official announcement ([16, 34-37]),
the following variable values are determined. In the initial
period of the epidemic, residents can move freely in the city,
so we set NN=2.7 for this period. Since February 5th
(time =35), villages, communities, and units have been
closed, so we set NN =2 for this period. After mid-February
(time =44), all the residential districts had been strictly
closed, so we set NN =0.7 for this period. According to the
authoritative news report, in the early stage, there were
insufficient personal protective supplies, such as masks, so
we set ER=0.06 for this scenario; in late February (time-
=55), the supplies gradually became sufficient, so we set
ER =0.03 for this scenario. We set CR=0.93 based on the
data published on the official website of Wuhan Health and
Health Commission for the scenario in the early stage. In the
later period (time >38), the public places are requisitioned to
build temporary treatment centers and many designated
hospitals are renovated to increase available beds, which
effectively improves the treatment rate and cure rate, so we
set CR=0.98 for this scenario.

According to the policy and actual situation, the
logical functions of NN, ER, and CR can be established as
follows:
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TaBLE 4: Model parameter values.

name HT CN ET RT PN Ir In ST

Value 12 2 5.2 9 10000000 0.17 1180 14

NN = IFTHEN ELSE (Time < = 35,2.7,IF THEN ELSE (Time > 35: AND: Time < 44, 2,0.7)),

ER = IF THEN ELSE (Time < = 55,0.06,0.03),
CR = IFTHEN ELSE (Time < = 38,0.93,0.98).

4.1.2. Simulation Results. The number of confirmed cases in
Wuhan officially released by the authority cannot reflect the
actual infection number due to the poor nucleic acid testing
ability in the early stage of the epidemic. We select a total of
30 days from February 14th to March 14th for simulation.
The simulated number of infections daily (ID) and a sim-
ulated cumulative number of deaths (KC) are compared
with the actual data to verify the effectiveness of the model.
The simulation results are shown in Figure 8.

As shown in Figure 8(a), the number of confirmed cases
has been steadily decreasing since mid-February until a
sharp decline occurred on February 19th. This is because all
the cases were admitted and all the close contacts were
quarantined compulsorily in Wuhan after February 16th.
Figure 8(b) shows that as the cure rate increases, the cu-
mulative number of deaths shows a slower trend.

From the simulation results, the average deviation and
its variance between the actual and simulated number of
confirmed cases in every single day are —5.24% and 0.0516,
respectively. The average deviation and its variance between
actual and simulated cumulative deaths are —0.80% and
0.0013, respectively. Therefore, it suggests that the improved
SEIR-SD model proposed in this paper is effective.

During the epidemic, Wuhan has adopted the measures
such as closing communities, enforcing individual protec-
tion, enhancing treatment rate (establishing temporary
treatment centers for mildly infected cases, adding hospital
beds, and adding medical personnel and supplies), and
enhancing quarantine rate (accurate tracking and quick
quarantine of close contacts and suspected cases). To study
the effect of these measures on the stemming and control of
this epidemic, this paper utilizes the improved SEIR-SD
model to make simulations according to the measures.

4.2. Simulation Analysis of the COVID-19 Epidemic Response
Measures

4.2.1. Impact of Hospital Administration Rate. HR is an
important factor affecting the development of the epidemic.
Based on the improved SEIR-SD model proposed in the
previous section, this section studies the trend of ID and KC
with time (T) under different HRs. In this simulation, it is
assumed that residents can move freely (NN =3) while
taking extremely limited personal protective measures
(ER =0.06), and other parameter values are the same as those
proposed in Section 4.1. HR and T are regarded as the ex-
perimental variables, while other variables are regarded as

(23)

the control variables. The value of HR is set between 0 and 1,
while T'is between 0 and 30 (days). The simulation results are
shown in Figure 9.

Figure 9(a) shows the trend of ID over time under
different HRs. It can be seen that ID continues to grow with
time, which gives rise to the effect of improving HRs in-
creasingly more obvious. While HR is low, the epidemic
spreads increasingly more rapidly, resulting in a substantial
increase in the number of infected people; in the middle and
late stage of the epidemic, ID has a maximum growth rate
and exceeds 200000; after the majority of residents are in-
fected, the growth rate declines. When HR is close to 1, ID
increases slowly, and the maximum value is only 16071.
Consequently, the growth rate of ID varies greatly under
different HRs.

Figure 9(b) shows the trend of KC over time under
different HRs. Overall, KC shows an exponential upward
trend with time. When HR is lower than 0.5, the number of
patients that can be accommodated in the hospital is small,
and most of the patients who died from infection are not
included in the statistics. Therefore, KC is small in the figure.
When HR exceeds 0.5, KC shown in the figure is the actual
value. It implies that with the increase of HR, the rising trend
of KC gradually decreases.

Therefore, ensuring the adequate supply of medical
materials and medical staff, which improves the hospital
admission rate, can restrain the development of the epidemic
to a great extent. Especially in the early stage of the epidemic,
ensuring a high admission rate can effectively prevent large-
scale outbreaks.

4.2.2. Impact of Quarantine Rate. Close contacts of infected
cases are important carriers of the virus. Therefore, their
quarantine rate directly affects the development of the ep-
idemic. This section studies the trend of ID and KC with
time (T) under different QRs. The basic assumptions of this
simulation are as follows: residents can move freely
(NN =3), the majority of infected cases are admitted to the
hospitals (HR =90%), and few personal protection measures
are taken (ER=0.06). QR and T are regarded as the ex-
perimental variables, while other variables are regarded as
the control variables. The value of QR is set between 0 and 1,
while T'is between 0 and 30 (days). The simulation results are
shown in Figure 10.

Figure 10(a) shows the trend of ID over time under
different QRs. With the passage of time, the number of
infected cases increases gradually, and the effect of measures
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FiGgure 8: Comparison of simulated and actual data of the COVID-19 in Wuhan. (a) The number of confirmed cases in every single day.
(b) The cumulative number of deaths.

to improve QR is more obvious. When QR is relatively low, ~ Therefore, there are great differences in the growth of ID
the speed of disease transmission is the fastest. In this case, under different QRs.

ID would reach 202368 on the 30th day. With the gradual Figure 10(b) shows the trend of KC over time under
increase of QR, the growth of confirmed cases slows down.  different QRs. As is shown in the figure, KC increases ex-

When QR reaches 0.9, the upper limit of ID is only 19872.  ponentially with time. When QR is low, the upper limit value



10

300000

250000

200000

ID

150000

100000

50000

(=)
2774
2-15
2-16
2-17
2-18
2-19
2-20
221
2-22
223

12000

10000

8000

KC

<+ N O N 0 O O —

—_ o = = = - NN
! ' ! ! ' ! ! ' '

NN AN AN AN AN

(b)

o0
aQ
&

Complexity

IM8RZYIJITININLYN RS DN
‘\Il(\ll(\ll(\ll(\ll(\llmmmmmmmmmlllll
AN AN AN AN NN [Sa T s o N <o BN s NN < 0

IMERIJITIOTN O RS oo

(\ll(\ll(\vl(\ll(\ll(\llmmmmmmmmﬂ’I|||||

AN AN NN NN [So TN o BN S S TN S I s o)
T

FiGure 9: Trend of ID and KC under different HRs.

of KC is 13718. By increasing QR, which inhibits the spread
of the virus, the growth rate of KC decreases continuously.
When QR reaches 0.9, KC should be lower than 3660.
Consequently, with the increase of QR, the rising trend of
KC gradually decreases.

Therefore, improving the quarantine rate by accurate
tracking and rapid quarantine of close contacts of infected
cases can effectively reduce the number of infections and
deaths. In the early stage of the epidemic, the improvement
of the quarantine rate has a more significant impact on the
spreading speed of the epidemic.

4.2.3. Impact of Average Contact Number. The degree of
community closure directly determines the average contact
number of residents. In this section, we study the trend of ID
and KC with time (T) under different NNs. The basic as-
sumptions of this simulation are as follows: most infected cases
are admitted to the hospitals (HR =90%), residents can move
freely (NN = 3), and few personal protection measures are taken
(ER=0.06). NN and T are regarded as the experimental vari-
ables, while other variables are regarded as the control variables.
The value of NN is set between 0 and 3, while T'is between 0 and
30. The simulation results are shown in Figure 11.
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Figure 10: Trend of ID and KC under different QRs.

Figure 11(a) shows the trend of ID over time under
different NNGs. It is not difficult to find that the effect of early
adoption of strict community closure measures is extremely
obvious. In the case of the free flow of people, NN is the
highest, so the epidemic spreads most rapidly. After 30 days,
the value of ID reaches 16097. In the case that the gov-
ernment takes compulsory community closure measures, ID
decreases significantly, and the maximum number is only 24,
which differs significantly from the former case.

Figure 11(b) shows the trend of KC over time with
different NNs. Under the condition of the free flow of

residents, KC increases exponentially over time, reaching the
maximum of 3358 cases. On the contrary, taking the greatest
degree of community closure measures leads to a significant
decline in the number of deaths (the maximum is only 31
cases). Consequently, strict closure measures can effectively
reduce KC.

It implies that the restraint effect of the epidemic should
be very significant if strict community closure measures are
taken in the early stage of the outbreak. Otherwise, the
number of patients would increase exponentially, and the
epidemic should be much more difficult to restrain.
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FiGure 11: Trend of ID and KC under different NNs.

4.2.4. Impact of Contact Infection Rate. In this section, we
analyze the impact of ER on ID and KC. In the simulation,
QR and HR are set to 0.94 and 0.9, respectively. While people
do not take any protective measures, and the contact in-
fection rate is very high. In this case, the maximum value of
ER is set to 0.06. By contrast, in the case that people take the
most stringent personal protection, ER reaches the mini-
mum (0.03). Therefore, the value of ER is set between 0.030
and 0.060. The simulation results are shown in Figure 12.
Figure 12(a) shows the trend of ID over time under
different ERs. At the same level of ER, ID increases with the
passage of time. While ER is 0.06, the value of ID on the 30

day of the epidemic can reach four times that at the be-
ginning of the epidemic. At the same time node, the greater
the ER, the more the ID. Additionally, with the increase of
ER, the increase of ID becomes faster. While ER is 0.042, ID
reaches 1000. While ER reaches 0.06, ID could be more than
10000.

Figure 12(b) shows the trend of KC over time under
different ERs. At the same level of ER, KC increases with
time. While ER is 0.06, KC could increase from 382 to 3359
in 30 days. At the same time node, the greater the ER, the
more the KD and KC. By contrast, while the ER is reduced to
0.045, KC would also reduce to less than 1000.



Complexity

18000
16000
14000
12000
10000

1D

8000
6000
4000
2000

0

0.036

202
2-15
2-16
2-17
2-18
2-19
2-20
2-21
2-22
2-23
2-24
2-25
2-26
2-27
2-28
2-29

3500

3000

2500

2000

KC

1500

1000

500

0.036
0.033
293
2-15
2-16
2-17
2-18
2-19
2-20
2-21
2-22
2-23
2-24
2-25
2-26
2-27
2-28
2-29

()

13

3-1
3-2
3-3
3-4
3-5
3-6
3-7
3-8
3-9
3-10
3-11
3-12
3-13
3-14

3-1
3-2
3-3
3-4
3-5
3-6
3-7
3-8
3-9
3-10
3-11
3-12
3-13
3-14

Ficure 12: Trend of ID and KC under different ERs.

The simulation results show that when the contact in-
fection rate is high, the number of new infections daily and
the total number of deaths increase exponentially. Therefore,
the measures such as wearing masks to reduce the contact
infection rate are of pivotal importance to restrain the de-
velopment of the epidemic.

4.2.5. Combined Impact of Hospital Admission Rate and
Quarantine Rate. This section studies the values of IC and
KC on the 30th day under different HRs and QRs. In this
simulation, we assume that residents can move freely

(NN=3) and take extremely limited personal protection
measures (ER=0.06). HR and QR are regarded as the ex-
perimental variables, while other variables are regarded as
the control variables. The value of QR is set between 0 and 1,
while T is between 0 and 30. The simulation results are
shown in Figure 13.

Figure 13(a) shows the values of IC under different HRs
and QRs. Given a fixed value of QR, with the increase of HR,
IC continues to decline. Specifically, if both QR and HR are
0.1, then IC is 6636770; while HR is increased to 0.9, IC
decreases to 1151102. Additionally, Given a fixed value of
HR, with the increase of QR, IC decreases. Specifically, while
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FiGure 14: Values of IC and KC under different NNs and ERs.

HRis 0.1 and QRis 0.9, IC should be 4282985. When thetwo  the number of infected people and deaths show a relatively
factors (HR and QR) work together, HR plays a decisive role small downward trend.

in the trend of the curve and determines the overall trend of Figure 13(b) shows the values of KC under different HRs
the epidemic situation. By contrast, the growth of QR makes ~ and QRs. Given a fixed value of QR, while HR is within the
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interval of [0,0.5], KC increases with HR. At this stage, the
number of infected cases that can be accommodated in the
hospitals is small, and most of the patients who died from
infection are not included in the statistics. While HR is
within the interval of [0.5,1], KC gradually decreases with
HR. Moreover, given a fixed value of HR, KC decreases with
the increase of QR. Specifically, while both HR and QR are
0.1, KCis 10399. By contrast, if QR increases to 0.9, then KC
decreases to 6307 correspondingly.

Therefore, the hospital admission rate is more important
than the quarantine rate in responding to the epidemic. The
increase of the quarantine rate can only delay the peak of the
epidemic but cannot determine the scale of the epidemic. On
the contrary, enhancing the hospital admission rate (or
treatment rate) can radically restrain the epidemic.

4.2.6. Combined Impact of Average Contact Number and
Contact Infection Rate. This section studies the values of IC
and KC on the 30th day under different NNs and ERs. In this
simulation, HR and QR are set as 0.9 and 0.94, respectively.
NN and ER were regarded as the experimental variables,
while other variables were regarded as the control variables.
The value of NN is set between 0 and 3, while ER is between
0.03 and 0.06. The simulation results are shown in Figure 14.

Figure 14(a) shows the values of IC under different NNs
and ERs. Given a fixed value of NN, IC increases with ER.
Specifically, while NN is 3 and ER drops from 0.057 to 0.03,
IC drops from more than 9000 to 300. Additionally, given a
fixed value of ER, IC increases with NN. Specifically, while
ER is 0.057 and NN increases from 0.3 to 3, IC increase from
23 to more than 9000.

Figure 14(b) shows the values of KC under different NN
and ERs. At the initial stage of the outbreak, the residents do
not take the necessary protective measures, resulting in a
high ER. With the increase of NN, KC grows rapidly. After
the residents make personal protection, ER decreases and
the growth rate of KC slows down. Similarly, KC increases
with NN, and the growth rate slows down with the decrease
of ER.

It implies the increase of average contact number and
contact infection rate make the cumulative number of in-
fections and the cumulative number of deaths increase
exponentially. Therefore, in the early stage of the epidemic, if
the residents can improve their awareness of self-prevention,
strictly take scientific protective measures, and reduce
outdoor activities, the spread of the epidemic can be re-
strained to a great extent.

5. Conclusions and Suggestions

This research establishes an improved SEIR-SD model for
the COVID-19 epidemic. The real scenarios of the epidemic
in Wuhan are simulated successfully by this model, which
proves the effectiveness of the model. Afterward, the impact
of hospital administration rate, quarantine rate, average
contact number, and contact infection rate on the cumu-
lative number of infections and deaths are analyzed by
simulation. The results show that both the medical and
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administrative efforts, especially in the early stage of the
epidemic, are significant in reducing the number of infec-
tions and shortening the epidemic period. In the medical
aspect, the more stringent quarantine brings the earlier
inflection point of the epidemic; more importantly, im-
proving the treatment rate significantly reduces the scale of
the epidemic. In the administrative aspect, enforcing indi-
vidual protection and strict community closure can effec-
tively cut off the transmission of the virus and curb the
spread of the epidemic. In this regard, this research proposes
the following suggestions:

(1) Based on the accurate judgment of the epidemic
situation, the government should implement strict
and effective community closure measures at the
preliminary stage of the epidemic. Specifically, it is
necessary to close factories and schools, stop col-
lective activities or large-scale crowd assemblies, and
take traffic restrictions in villages, communities, and
other areas to reduce close contact among residents.

(2) The residents must improve their protection, such as
wearing masks and keeping social distance in public
places. The government should ensure an adequate
supply of protective supplies and sterilize public
places.

(3) The national or regional medical resources, includ-
ing medical supplies and medical care personnel,
should be allocated reasonably. Establishing tem-
porary treatment centers for mild patients and
expanding the capacity of the existing hospital for
severe patients are important ways to realize the
quarantine and treatment of the patients.

(4) Accurate tracking of the close contacts of confirmed
cases and the suspected cases is of great importance.
It is also necessary to mobilize the social forces and
resources to establish quarantine places and conduct
quarantine on suspected cases and close contacts to
cut off the transmission chain of the virus
fundamentally.

(5) In the early stage of the development of the epidemic,
we should focus on ensuring the hospital admission
rate. On this basis, we should quarantine mild in-
fected cases, which not only reduces the occupation
of important medical resources but also helps to
restrain the epidemic to a certain extent.
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This paper further extends the existing GARCH-MIDAS model to deal with the effect of microstructure noise in mixed frequency
data. This paper has two highlights. First, according to the estimation of the long-term volatility components of the GARCH-
MIDAS model, rAVGRYV is adopted to substitute for the RV estimator. rAVGRYV uses the rich data sources in tick-by-tick data and
significantly corrects the impact of the microstructure noise on volatility estimation. Second, besides introducing macroeconomic
variables (i.e., macroeconomic consistency index (MCI), deposits in financial institutions (DFI), industrial value-added (IVA),
and M2), Chinese Economic Policy Uncertainty (CEPU) index and Infectious Disease Equity Market Volatility Tracker (EMV) are
introduced in the long-run volatility component of the GARCH-MIDAS model. As indicated by the results of this paper, the
rAVGRV-based GARCH-MIDAS is slightly better than the RV model-based GARCH-MIDAS. In addition to the common
macroeconomic variables significantly impacting stock market volatility, CEPU also substantially impacts stock market volatility.

Nevertheless, the effect of EMV on the stock market is insignificant.

1. Introduction

Traditional econometric models have been extensively used
to analyze macroeconomic and financial consistent sampling
frequency data. On the whole, the research methods using
such data consist of VAR-type models, GARCH-type
models, cointegration tests, and Granger causality tests.
Most of the mentioned studies complied with low-frequency
data models to examine the correlation between macro-
economics and stock market volatility. Over the past few
years, among the studies on modeling problems of variables
at different sampling frequencies, the Mixed Data Sampling
(MIDAS) proposed by Ghysels et al. [1] has aroused the
biggest attention. Such a model can develop a linear cor-
relation between high-frequency explanatory variables and
low-frequency explanatory variables, and it has been ex-
tensively applied in studies on macroeconomics, stock

market, and crude oil futures for its ability to fully draw
upon available information. Based on the MIDAS regression
model, Engel et al. [2] developed a GARCH-MIDAS model,
decomposing volatility into long-term and short-term
components. Their model is adopted to study the correlation
between stock market volatility and macroeconomic vari-
ables. Subsequently, Asgharian et al. [3] examined the effect
of U.S. macroeconomic variables on stock market volatility
by adopting the GARCH-MIDAS model.

The reason why this model outperforms the conven-
tional GARCH-class models is that it can decompose the
total conditional variance of the conventional GARCH
model into two parts, that is, short-term volatility at a high
frequency captured by a GARCH process and long-term
volatility at a low frequency. To calculate the sum of squares
of intraday yield data, Andersen et al. [4] proposed the
GARCH-MIDAS model with a long-run component based
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on realized volatility (RV). For the RV estimator, most
scholars exploited return data with a 5-minute sampling
frequency to determine high-frequency realized volatility
(Wang and Ghysels [5]; Conrad and Kleen [6]). Though
intraday high-frequency data involves sufficient data in-
formation and can increase the estimation efficiency of stock
volatility, it is difficult to estimate due to considerable data.
Moreover, when high-frequency data are used to estimate
the stock market volatility, prices are sampled at finer in-
tervals, and microstructure issues turn out to be more
pronounced.

RV proposed by Andersen et al. [4] is justified based on
the assumption of a continuous stochastic process to meet
the challenge from market microstructure noise in practical
applications (Ait-Sahalia et al. [7]). Zhang et al. [8] proposed
realized volatility through subsample averaging (rAVGRV)
that exploited the abundant sources in tick-by-tick data; to a
great extent, it could correct the effect of the microstructure
noise on volatility estimation. As indicated by Liu et al. [9],
rAVGRYV is a more theoretically and empirically reliable
estimator than RV.

When predicting financial market volatility, macro-
economic indicators are important (Andersen et al. [4];
Conrad and Loch [10]; Dorion [11]). The GARCH-MIDAS
model has been the most popular model adopted to in-
vestigate the correlations between aggregate financial vol-
atility and macroeconomic or financial variables (Conrad
et al. [12]; Conrad et al. [13]; Pan et al. [14]; Su et al. [15];
Conrad and Kleen [6]; Opschoor et al. [16]; Dominicy and
Vander Elst [17]; Lindblad [18]; Amendola et al. [19];
Conrad et al. [12]; and Borup and Jakobsen [20]).

The study is different from existing studies, and the long-
run volatility component of the GARCH-MIDAS model is
impacted by realized volatility and other explanatory vari-
ables. The explanatory variables here included the macro-
economic variables, that is, macroeconomic consistency
index (MCI), deposits in financial institutions (DFI), in-
dustrial value-added (IVA), and M2, as well as Chinese
Economic Policy Uncertainty (CEPU) index and Infectious
Disease Equity Market Volatility Tracker (EMV). The reason
for selecting CEPU and EMV variables is twofold. On the
one hand, although China’s stock market has been leaping
forward over the past two decades, it is still emerging. It is
not sufficiently mature to require the government to stabilize
it by releasing and implementing necessary policies. The
government’s policies are overly frequent, and the constant
modifications in policies increase internal and external
uncertainties, thereby increasing stock market volatility. On
the other hand, the coronavirus (COVID-19) outbreak in
December 2019 has significantly affected global macro-
economy and financial markets. Intuitively, stock market
reacts to such a pandemic more promptly and directly than
other sectors in economic and financial system. Accordingly,
the two mentioned variables should be included in this
paper.

The paper further extends the existing studies, and the
highlights focus on two aspects. (1) In the estimation of the
long-term volatility components of the GARCH-MIDAS
model, rAVGRV is used to replace the RV estimator.
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rAVGRYV uses the rich sources in tick-by-tick data and to a
great extent corrects the effect of the microstructure noise on
volatility estimation. Accordingly, the rAVGRV-based
GARCH-MIDAS model should be able to characterize the
volatility of the stock market more effectively. As a matter of
fact, the study by Liu et al. [9] confirmed that rAVGRV
exhibited a better performance than RV. (2) Besides in-
troducing macroeconomic variables MCI, IVA, DFI, and
M2, CPEU and EMV were also introduced in the long-run
volatility component of the GARCH-MIDAS model. The
Chinese government’s policies are too frequent, and the
constant modifications in policies increase internal and
external uncertainties. Moreover, COVID-19 has imposed
great burden on global macroeconomy and financial mar-
kets. For this reason, CEPU and EMV should be introduced.

The rest of the study is organized as follows. The second
section elucidates the GARCH-MIDAS model. The third
section refers to an empirical study that explores the esti-
mation, forecasting the GARCH-MIDAS model built in the
study at several levels. The fourth section presents the ap-
plication of the model to the portfolio. The fifth section is the
robustness analysis of this paper. The last section concludes
the present study.

2. GARCH-MIDAS Model

In accordance with Campbell [21], the correlation between
the variations of unanticipated and expected returns in the
stock market can be set below:

Tig = Ei—l,t(ri,t )

© S
=(Ey —Ei1y) ) p'0di e —(Ep o —Eiyy) Y p' AL s
j=0 Jj=1

(1)

where r;; denotes the logarithmic stock return on day i of
month £; d;, expresses the logarithmic dividend on day i of
month ; d;, represents the discount factor; E;_ , (.) denotes
the conditional expectation for a given set of information
I, ;; up to moment i — 1.

Engle and Rangel [22] argued that unanticipated returns
can be determined based on future cash flows or expected

returns:
Tig — Ei—l,t(ri,t) = VT Gitip (2)

where the volatility consists of at least two components, and
the volatility of stock returns falls into short-term g;, and
long-term 7, components, where g; , represents the volatility
on day i of month ¢, and 7, denotes the volatility at month .
Moreover, it is assumed that the random perturbation term
¢;; follows with the conditional standard normal distribu-
tion, that is, &I, ,, ~ N (0, 1).

Thus, the conditional variance of stock returns is written
as

Uz'z,t = E[(”i,z - Ei—l,t(”i,t))z] = TGz (3)

Assume that E;_ ,(r;;)=u, so equation (2) can be
written as
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Tit = U+ VTGt (4)

For the short-term volatility component, it follows a
mean-reverting unit-variance GJR-GARCH (1, 1) process:

(ri— Lt~ .”)2

7, +Bgi1e

(5)

where Iy is an indicator function, which means that the
function takes a value of one if the condition is satisfied and
zero otherwise. The short-run parameters are subject to
a>0; f>0; y=0; o+ +7y/2<1. Parameter y contains the
information of asymmetry.

The long-term volatility component with a single ex-
planatory variable takes the following form:

giy =1 —a—-p-0.5y) +(¢x + Vl{r,,”<0})

K
log(r,) =m+ GZ D (wy, w )RV

=

Ni
RV, =1
t it>
i=1

where K denotes the number of periods over which the
volatility is smoothed. If t represents a day, RV, denotes daily
realized volatility; if the sampling frequency of intraday
high-frequency data is 5min, the value of N; is 48; if ¢
represents a month, the monthly realized volatility is written
as

t—j>

(6)

1 22
RV,=— Y RV,,. (7)
22 A

Compared with daily return data, intraday high-frequency
data containing rich data information and realized volatility
estimation based on high-frequency data can significantly in-
crease the estimation efficiency of volatility, whereas the effect of
market microstructural noise on realized volatility cannot be
ignored. When noise is present, the estimator RV is biased, and
applying it to the GARCH-MIDAS model will adversely affect
the estimation of this model. To address the mentioned
problem, this paper also considered applying the RV via sub-
sample averaging (rAVGRV) proposed by Zhang et al. [8] to the
GARCH-MIDAS model to substitute for the RV estimator.
Thus, the single-factor GARCH-MIDAS model is expressed as

K
log(z,) =m+6 Z & ;(w;, w,)TAVGRV,_;. (8)
=

The rAVGRV estimator can effectively eliminate the
effect of noise. rAVGRYV is defined as follows.

Assume that, in period t, there are N equispaced returns
r;; and A is set to equal alignPeriod. For i>A, the sub-
sampled A-period return is defined as

A-1
Tiy = Z ikt (9)
k=0

It is defined that N*(j)= N/A if j=0; otherwise,
N*(j)=N/A -1. The j-th component of the rAVGRV
estimator is expressed by

SN
RV/ = Z P (10)

i=1

Take the average across the different RV{,j=0,...,
A -1, and the rAVGRYV estimator is defined.

When Y, is the MIDAS term, the long-run component of
the GARCH-MIDAS model is

K
log(z,) :m+02 D (w0, ®,)Y,_j, (11)
=
where Y denotes the macroeconomic variable.
In the GARCH-MIDAS model expressed in equations
(8) and (11), @ i (wg,w,) is obtained from the weight
function proposed by Ghysels et al. [1], and the equation is
expressed as

GIK)“ T = /K

Z;El (i/K)wl_l (1 A i/K)wz—l' (12)

9; (@), w,) =

To ensure that the weights of the lagged variables are in a
decaying form, w, = 1 is generally fixed. Thus, equation (12)
can be defined as

(1 - j/K)“"

S RTET (13)

Qj(wz) =

The single-factor GARCH-MIDAS model presented in
the previous section considers only the rAVGRYV volatility
estimator or macroeconomic variable in the MIDAS term.
However, numerous studies have shown that both realized
volatility and macroeconomic variables have a significant
impact on stock market volatility. With Y denoting the
macroeconomic variable, as inspired by Engle et al. [2],
equation (4) can be modified as

Tig =4+ \/T(Yt)gi,tfi,t- (14)

As a result, the long-run volatility component expressed
in equations (8) and (11) can be rewritten as

K
log(7,) =m+ 06, Z ®j(w1,R,w2,R)rAVGRVt_j
j=1
K
+0, Z D (wy, )Y,
=1

(15)

Equations (14) and (15) represent multifactor GARCH-
MIDAS model.

3. Empirical Analysis
3.1. Data

3.1.1. Stock Market Data. This paper considers daily log-
returns on the SSE Composite Index, calculated as
ri, =100 % (In(p;,) — In(p;,_,)), for the 2006 : M1 to 2021 : M6
period. To assess the volatility forecasts, this paper employed
daily realized variances RV;; and rAVGRV,, where RV, is
calculated from 5min intraday log-returns. The data can be
obtained from Wind database.



3.1.2. Explanatory Variables. Explanatory variables consist
of macroeconomic consistency index (MCI), deposits in
financial institutions (DFI), industrial value-added (IVA),
and M2, as well as economic policy uncertainty index
(EPUI) and Infectious Disease Equity Market Volatility
Tracker (EMV). They are monthly data.

The monthly data of the Chinese Economic Policy
Uncertainty (CEPU) index built by Huang et al. [23] are
used. The index using 10 mainland Chinese newspapers can
capture a wide range of uncertainty timely [24]. The In-
fectious Disease Equity Market Volatility Tracker (EMV)
was built by Baker et al. [25]. Note that this paper aims to
investigate whether and how infectious disease pandemic
can affect the stock market volatility from a long-term
perspective, instead of focusing on a single public health
emergency, so the data from January 2006 to June 2021 are
selected.

Table 1 reports the descriptive statistics of these time
series. EMV is found with much larger standard deviation
than those of stock indices. All the series have significant
autocorrelation up to 10th lag, and they are not normally
distributed.

The entire sample falls into two parts (i.e., estimation and
forecast), in which the length of the estimation interval is
from January 2006 to December 2020 (total 3647 days). The
size of the forecast interval is from January 2021 to June 2021
(total 118 days). Both the daily closing rate data and the
intraday high-frequency data are obtained from the RESSET
database. Notably, when forecasting the volatility of SSE
Composite Index, this paper uses a one-step forward rolling
time window method. In other words, the first estimation
interval ¢t =1,2,...,3647 is adopted to estimate the pa-
rameters of the GARCH-MIDAS model to determine the
volatility value of SSE Composite Index, which is used as the
volatility prediction value on day 3648. By keeping the length
of the estimation interval constant, the estimated sample
interval is shifted back one day, and the second estimation
interval is t = 2, 3,...,3648, in which the parameters of the
GARCH-MIDAS model are estimated again, and the vol-
atility of the 3649th day is predicted. Next, the volatility
prediction of the 118th day is conducted.

3.2. In-Sample Performance

3.2.1. Analysis Based on Single-Factor GARCH-MIDAS
Model. In the estimation of the GARCH-MIDAS model, the
choice of weights w and lags K is of high significance. For the
choice of weights, this paper follows the study by Engle et al.
[2], in which the first weight is taken, and the second weight
is chosen during the estimation of the model to ensure that
the weights decrease with the increase in the number of lags.

Complexity

Kis the number of lags in MIDAS; since we use monthly data
in the MIDAS equation, the lag order K can be taken as 12
according to Engle et al. [2].

The single-factor GARCH-MIDAS model considers only
the rAVGRYV (RV) estimator or macroeconomic variable in
the MIDAS term. The estimation results of single-factor
GARCH-MIDAS model are listed in Table 2.

From Table 2, the following conclusions are drawn: (1)
besides macroeconomic variable MCI, macroeconomic
variables IVA, M2, and DFI are significant, thereby dem-
onstrating that they significantly impact the volatility of the
stock market. (2) Chinese Economic Policy Uncertainty
(CEPU) index significantly impacts stock market volatility.
The government’s policies are overly frequent, and the
constant changes in policies increase internal and external
uncertainties, thereby increasing stock market volatility. (3)
Infectious Disease Equity Market Volatility Tracker (EMV)
does not significantly impact the stock market, probably
because timely actions by the Chinese authorities can reduce
the volatility of their stock market, as also verified by Ali et al.
[26] in the recent COVID-19 pandemic. (4) The coeflicients
0 corresponding to RV and rAVGRYV are significant and are
taken as positive values, which demonstrates that RV and
rAVGRV can significantly improve the volatility of the
Chinese stock market. Moreover, the loss functions MSE and
QLIKE values of the GARCH-MIDAS (rAVGRV) model are
smaller, which demonstrates that the model can be made
better by using the rAVGRV estimator instead of the RV
estimator in the GARCH-MIDAS model.

3.2.2. Analysis Based on Multifactor GARCH-MIDAS Model.
The multifactor GARCH-MIDAS model built with equa-
tions (14) and (15) is estimated using data within the sample
interval, and the estimation results are listed in Table 3.

According to Table 3, (1) for all multifactor GARCH-
MIDAS models, the rAVGRV estimator still significantly
improves the Chinese stock market. (2) Consistent with the
results of the single-factor GARCH-MIDAS model shown in
Table 2, macroeconomic variables IVA, M2, and DFI sig-
nificantly impact the volatility of the stock market. Chinese
Economic Policy Uncertainty (CEPU) index significantly
impacts stock market volatility. Infectious Disease Equity
Market Volatility Tracker (EMV) insignificantly impacts the
stock market.

Figure 1 illustrates the long-term components of stock
market volatility of the GARCH-MIDAS model incorpo-
rating significant macroeconomic variables and CEPU,
basically complying with the overall trend of the total
conditional variance. Thus, the GARCH-MIDAS model
incorporating macroeconomic variables and CEPU is sug-
gested to have high goodness of fit.
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TasLE 1: Descriptive statistics.

RV, rAVGRYV, MCI IVA M2 DFI CEPU EMV
Frequency Monthly Monthly Monthly Monthly Monthly Monthly Monthly Monthly
Mean 2.294 1.999 1.992 0.101 5.974 5.975 2.284 —-0.294
Std 0.217 0.074 0.018 0.046 0.257 0.255 0.369 0.491
Skewness 2.582%** 2.043*** -0.935"** 0.532%** —0.384"** —0.355"*" 0.194**~ 2.259***
Kurtosis 11.113*** 6.930"** 4.310"** 2.185™** 1.894"~ 1.887** 2.210 8.708"**
JB stat 693.668""* 241.078*** 39.153*** 13.477*** 13.593*** 13.085"** 5.810" 397.347%**
Q (5) 232.73%** 226.1""* 517.89*** 627.17"** 814.5™** 814.36™"" 556.5""" 398.03***
Q (10) 322.64"" 324.34"* 623.98""* 1045.6™** 1493*** 1494.6™** 917.41*** 486.07"**

Notes: the Jarque-Bera statistic test for the null hypothesis of normality in sample returns distribution. Q (r) is the Ljung-Box statistics of the return series for
up to nth order serial correlation. ***, **, and * indicate rejection at the 1%, 5%, and 10% significance level, respectively.

TaBLE 2: Estimation results of single-factor GARCH-MIDAS (K=12).

o B y m 0 w, MSE QLIKE
GARCH-MIDAS 0.0457*** 0.951"** 0.006 2.031%"" 0.434** 1.328*** 2017 1.632
(RV) (<0.001) (<0.001) (0.606) (<0.001) (0.049) (0.002) : :
GARCH-MIDAS 0.045"** 0.951%** 0.005 2.013*** 0.456" 1.558*** 41.659 1.601
(rAVGRYV) (<0.001) (<0.001) 0.642 (<0.001) (0.084) (0.005) : :
GARCH-MIDAS 0.065 0.933*** 0.003 2.061 —-16.070 7.553 42197 1.628
(MCI) (0.128) (0.966) (0.966) (0.341) (0.944) (0.973) ' ’
GARCH-MIDAS 0.062*** 0.933*** 0.008 2.147*** 9.062%** 4.965** 42.087 1.628
(IVA) (<0.001) (<0.001) (0.655) (<0.001) (<0.001) (<0.001) ' ’
GARCH-MIDAS 0.064"* 0.933*** 0.005 21527 1.296" 2.312 42,189 1.629
(M2) (0.024) (<0.001) (0.782) (0.001) (0.095) (0.997) : :
GARCH-MIDAS 0.063*** 0.933*** 0.005 2.095*** —1.598*** 1.928*** 42190 1.629
(DFI) (<0.001) (<0.001) (0.766) (<0.001) (<0.001) (<0.001) : :
GARCH-MIDAS 0.060*** 0.935*** 0.007 2.096"** —-3.480"" 2.359*** 42206 1.626
(CEPU) (<0.001) (<0.001) (0.667) (<0.001) (0.019) (<0.001) : :
GARCH-MIDAS 0.064*** 0.933*** 0.005 2.081*** 0.438 2.801%** 42.035 1.629
(EMV) (<0.001) (<0.001) (0.766) (<0.001) (0.448) (<0.001) ’ )

ET TR
>

Notes: the bracketed numbers are the p value of the estimations.

3.3. Forecast Comparisons. To assess the predictive perfor-
mance exhibited by different models, the following loss
functions are employed in the study:

MSE:ii(h k)
Nt t t) >

1 Y ~
MAE = ;|ht 1,

(16)

MSD=%§:(\/hT—\/Ei)2,

MAD=;]§\/IZ—\/E,
N

QLIKE = % D

t=1

g - log<i> .
ht ht

N in the loss function represents the length of the
prediction interval, with N=118 days. h, and h, denote the
actual and predicted values of stock market volatility, re-
spectively. Since the actual value of stock market volatility is

, and * indicate rejection at the 1%, 5%, and 10% significance level, respectively.

unobservable, as suggested by Pan et al. [27], an estimate of
RV based on the 5min frequency was used instead of h,. A
minor loss function indicates higher accuracy and better
out-of-sample predictive power of the model. To verify
whether the differences between the different prediction
models are significant, the MCS proposed by Hansen et al.
[28] is introduced for testing. The first step of the MCS test
takes M = M,, M, denotes the candidate model, and the
significant level is set to a. If the null hypothesis is rejected,
the worse-performing prediction model will be eliminated.
The process continues till there is no more rejection of the
null hypothesis to obtain the set of surviving models, which
will be recorded as M ; The model contained in M ; refers to
the optimal prediction model at the 1 —a confidence level. A
condition for a model belonging to M is that its p value of the
MCS test exceeds the significant level. In other words, the
larger the p value of the prediction model is, the stronger the
model’s predictive power will be. Table 4 lists the results of
the MCS tests based on different models.

The benchmark p value of the MCS test is set to 0.1.
Given the principle of the MCS test, if the corresponding p
value of the model is less than 0.10, the out-of-sample
predictive ability of the model will be poor and will be
rejected in the MCS test process. A larger p value reveals that
the out-of-sample predictive ability of the model is better. As
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TaBLE 3: Estimation results of multifactor GARCH-MIDAS model (K=12).

o B m 0, 0, w, w, LLF
GARCH-MIDAS 0.070*** 0.909*** -0.017 0.342%** 0.142 1.858*** 4.433 _5902.481
(rAVGRV + MCI) (<0.001) (<0.001) (0.998) (<0.001) (0.971) (<0.001) (0.917) ’
GARCH-MIDAS 0.069*** 0.898** —-0.585* 0.325*** 7.403*** 2.017*** 1.001 5894 395
(rAVGRV +IVA) (0.002) (<0.001) (0.083) (0.001) (0.006) (0.001) (0.920) '
GARCH-MIDAS 0.068*** 0.897*** 6.035* 0.306™** -0.972* 2.292%** 2.037 _5896.277
(rAVGRYV + M2) (0.001) (0.001) (0.086) (<0.001) (0.093) (0.001) (0.386) :
GARCH-MIDAS 0.067*** 0.898*** 7.458** 0.289*** -1.207** 2.182%** 1.608 _5895.538
(rAVGRYV + DFI) (0.001) (0.001) (0.032) (<0.001) (0.035) (0.001) (0.354) :
GARCH-MIDAS 0.067*** 0.906"** 1.872%** 0.3327** —0.724*"* 1.941%** 38.808 5894433
(rAVGRYV + CEPU) (0.001) (0.001) (0.001) (<0.001) (0.003) (<0.001) (0.248) :
GARCH-MIDAS 0.069*** 0.909*** 0.282 0.3417*** 0.084 1.891%** 4.151 _5902.443
(rAVGRV + EMV) (<0.001) (<0.001) (0.528) (<0.001) (0.748) (<0.001) (0.763) ’

Notes: LLF indicates maximum likelihood function value. The bracketed numbers are the p value of the estimations.

5%, and 10% significance level, respectively.

indicated by the above Table, the p value of the GARCH-
MIDAS model based on the rAVGRYV statistic is also slightly
larger than the p value of the GARCH-MIDAS model based
on the RV statistic, and the ranking of the model is higher
after a two-by-two comparison. Thus, the results above
demonstrate that the GARCH-MIDAS (rAVGRV) model
can be better than the GARCH-MIDAS (RV) model to some
extent, since the rAVGRV statistic removes the effect of
noise in the estimation, and the estimated realized volatility
can be more accurate.

4. Application in the Portfolio

To verify the effectiveness of various types of volatility
forecasting models in practice, they can be applied to a
portfolio. It is assumed that the investor invests his money in
equities and risk-free assets, respectively. In a standard
mean-variance portfolio, the optimal weighting of an in-
vestor’s investment in a stock is determined a priori based on
the predicted variance. A volatility timing strategy popular
in forecasting literature (Campbell and Thompson [29];
Ferreira and Santa-Clara [30]; Neely et al. [31]) is adopted in
this paper. To be specific, at the end of day f, the investor
calculates the optimal weight of the stock index according to
the following equation for the next day t+1:

1 R, - Ry,

= (17)
6 ht+1

Wy

In the above equation, & denotes the risk aversion co-
efficient, R,,, represents the predicted value of stock returns
that exceed the risk-free rate R(,, and here this paper se-
lected the benchmark bank 1-year time deposit rate in place
of the risk-free rate. h,,,; expresses the predicted value of
stock market volatility. The weight of an investor’s invest-
ment in equities is expressed as w,, and the remainder weight
1 — w, is assigned to the risk-free asset. Certainly, the op-
timal weight of stock is affected by the value of risk coef-
ficient 8. For robustness check, four different §’s of 5, 10, 15,
and 20 are adopted.

Then the return of the portfolio is expressed as

kA Ek
>

, and *indicate rejection at the 1%,

Rp,t+1 = WiRyyy + Rf,t' (18)

To assess the portfolio performance, the measure of
certainty equivalent return (CER) is adopted as follows:

CER, =, - %(SO’;, (19)
where y, and 02 denote the mean and variance of the
portfolio returns, respectively. The CER values of the
portfolios by using different volatility models are listed in the
tables below.

Tables 5 and 6 list the annualized percentage values. (1)
The economic value corresponding to the GARCH-MIDAS
model significantly exceeds that of the GARCH model, so
the GARCH-MIDAS model can have high performance in
the portfolio, regardless of the risk aversion coeflicient. (2)
GARCH-MIDAS (rAVGRV) model is slightly better than
GARCH-MIDAS (RV) model, and the application of the
GARCH-MIDAS (rAVGRV) model to a portfolio can create
a higher economic value.

5. Robustness Checks

To verify whether it is better to use rAVGRYV instead of the
RV estimator in the GARCH-MIDAS model, the GARCH-
MIDAS-X model (Amendola et al. [24]; Engle and Patton
[32]) is applied for further analysis. GARCH-MIDAS-X
models are built for MCI, IVA, DFI, CEPU, EWV, and M2,
respectively. RV or rAVGRYV is included as a daily lagged
variable in the short-run component (the so-called “-X”
term). In this paper, the SSE Composite Index data from
January 2006 to December 2020 are still used. The estimation
results of the GARCH-MIDAS-X model are listed in Table 7.

As indicated by the results in Table 7, (1) for all GARCH-
MIDAS-X models, the corresponding loss functions MSE
and QLIKE are significantly smaller when the X term is the
rAVGRYV estimator, which demonstrates that the GARCH-
MIDAS-X model built based on rAVGRYV is better. (2)
According to the parameter term z, when the X term is the
rAVGRV estimator, it significantly impacts the Chinese
stock market in most cases.
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FiGure 1: Fitting of conditional variance and long-run components of volatility for the multifactor GARCH-MIDAS model incorporating

macroeconomic variables and CEPU. (a) rAVGRV +IVA. (b) rAVGRV + M2. (¢) rAVGRV +DFI. (d) rAVGRYV + CEPU.

According to Table 8, (1) the coeflicients 6, corre-

sponding to rAVGRV are significant and are taken as a

To test the robustness of the research results in the

previous section, CSI 300 index is also used as a proxy

positive value, so rAVGRV estimator can exert a signifi-

variable for the Chinese stock market. The selected data
estimation interval remains from January 2006 to December

2020. Moreover, the estimation results are listed in Table 8.

cantly positive effect on the volatility of the Chinese stock
market. (2) Variables IVA, M2, DFI, and CEPU still
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TaBLE 4: The MCS tests of GARCH-MIDAS model.

Loss function MSE MAE MSD MAD QLIKE Rank_ M
GARCH-MIDAS (rAVGRYV) 1.000 1.000 1.000 1.000 1.000 1
GARCH-MIDAS (RV) 0.845 0.793 0.845 0.762 0.813 2
GARCH-MIDAS (rAVGRYV + MCI) 1.000 1.000 1.000 1.000 1.000 1
GARCH-MIDAS (RV + MCI) 0.743 0.803 0.790 0.746 0.802 2
GARCH-MIDAS (rAVGRV +1VA) 1.000 1.000 1.000 1.000 1.000 1
GARCH-MIDAS (RV +1IVA) 0.751 0.698 0.821 0.792 0.880 2
GARCH-MIDAS (rAVGRYV + M2) 1.000 1.000 1.000 1.000 1.000 1
GARCH-MIDAS (RV + M2) 0.797 0.813 0.796 0.808 0.779 2
GARCH-MIDAS (rAVGRYV + DFI) 1.000 1.000 1.000 1.000 1.000 1
GARCH-MIDAS (RV + DFI) 0.862 0.787 0.794 0.838 0.745 2
GARCH-MIDAS (rAVGRYV + CEPU) 1.000 1.000 1.000 1.000 1.000 1
GARCH-MIDAS (RV + CEPU) 0.812 0.799 0.852 0.884 0.802 2

Notes: numbers in the table indicate the p values of the MCS test based on different loss functions. Rank_M indicates the ranking of the model.

TaBLE 5: Investment performance of different models based on RV.

8 GARCH GARCH- GARCH-MIDAS GARCH-MIDAS GARCH-MIDAS  GARCH-MIDAS GARCH-MIDAS
MIDAS (RV) (RV + MCI) (RV +IVA) RV + M2) (RV + DFI) (RV + CEPU)

5 1.545 1.670 1.801 1.790 1.840 1.805 1.796

10 1.329 1.503 1.664 1.595 1.699 1.686 1.599

15 1.260 1.332 1.493 1.320 1.582 1.480 1.436

20 1.065 1.252 1.325 1.295 1.399 1.373 1.311

TaBLE 6: Investment performance of different models based on rAVGRYV.

s GARCH-MIDAS GARCH-MIDAS GARCH-MIDAS GARCH-MIDAS GARCH-MIDAS GARCH-MIDAS
(rAVGRYV) (rAVGRYV + MCI) (rAVGRV +1VA) (rAVGRV + M2) (rAVGRV +DFI)  (rAVGRV + CEPU)

5 1.789 1.880 1.822 1.900 1.873 1.815

10 1.585 1.662 1.718 1.826 1.800 1.770

15 1.330 1.465 1.604 1.684 1.612 1.592

20 1.112 1.340 1.482 1.526 1.493 1.391

TaBLE 7: Estimation results of GARCH-MIDAS-X (K=12).

X B z m 0 w, MSE QLIKE
GARCH-MIDASX (MOD Ve ggops  o0o4  Lon 00w 1els 4630 1913
GARCHMIDASX (IVA) ' (Udey  Oge 003 L0 sam oo ses0 1ol
GARCHMIDASX(DFD  \viny 0o oo Lo g 2088 63 LoD
GARCHMIDASX (CEPU) |\ Uies godoes  gom  Losst  —omoa-  serd  aodss 1439
GARCHMIDASX(BMYV) |\ Uies gosoes  goos 4o 063 1o 4907 16w
GARCHMIDASX (M2 Uiy 00 goaae  ooso  lesto  1hsic 6004 1so6

Notes: ***, **, and *indicate rejection at the 1%, 5%, and 10% significance level, respectively. X represents RV or rAVGRV. z represents the coefficients
corresponding to X term. Other parameters are consistent with Table 2.
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TaBLE 8: Estimation results of multifactor GARCH-MIDAS model based on CSI 300 (K=12).

o B y m 0, 0, w, w, LLF
GARCH-MIDAS 0.065*** 0.914*** 0.016 —0.700 0.302%** 0.562 1.827*** 1.003 6201200
(rAVGRYV + MCI) (<0.001) (<0.001) (0.321) (0.650) (0.001) (0.393) (<0.001) (0.782) :
GARCH-MIDAS 0.064*** 0.911*** 0.015 -0.321 0.276*** 7.175%** 1.838*** 6.663** 6193.656
(rAVGRV +1IVA) (0.001)  (<0.001)  (0.360)  (0.251)  (<0.001)  (0.004) (0.001) (0.037) :
GARCH-MIDAS 0.061*** 0.909*** 0.018 9.231** 0.217** -1.461** 2.059*** 2.576 —6194.839
(rAVGRV + M2) (0.001)  (<0.001)  (0.265)  (0.026) (0.014) (0.030) (0.002) (0.665) :
GARCH-MIDAS 0.061*** 0.908*** 0.018 8.742** 0.228*** —1.382%* 2.096*** 4214 _6194.75
(rAVGRYV + DFI) (0.001)  (<0.001)  (0.261) (0.031) (0.008) (0.036) (0.001) (0.481) :
GARCH-MIDAS 0.061*** 0.915*** 0.017*** 2.200%** 0.277*** -0.780*** 1.868*** 56.843*** _6191.956
(rAVGRV + CEPU)  (<0.001)  (<0.001)  (0.006)  (<0.001)  (<0.001) (0.001) (0.001)  (0.002) ‘
GARCH-MIDAS 0.064*** 0.917*** 0.015 0.534 0.282%** 0.073 1.710** 3.458 —6201.44
(rAVGRYV + EMV) (0.001) (<0.001) (0.389) (0.484) (0.003) (0.803) (0.048) (0.684) ’

Notes: LLF indicates maximum likelihood function value. The bracketed numbers are the p value of the estimations.

5%, and 10% significance level, respectively.

significantly impact the volatility of the stock market, and
the impact of EMV on the stock market remains insignif-
icant. In brief, the conclusions drawn from Table 8 comply
with Table 3. Thus, the findings of this paper are verified to
be robust.

6. Conclusion

We further extend the existing GARCH-MIDAS model. This
paper has two highlights. First, the rAVGRV estimator
considering noise effects is adopted to estimate the long-
term volatility components of the GARCH-MIDAS model.
Second, in the GARCH-MIDAS model, the Infectious
Disease Equity Market Volatility Tracker (EMV) and Chi-
nese Economic Policy Uncertainty (CEPU) index are in-
troduced besides macroeconomic variables to more
comprehensively analyze the factors of Chinese stock market
volatility based on the research in the study. Moreover, the
following conclusions are drawn:

The GARCH-MIDAS (rAVGRV) model is slightly better
than the GARCH-MIDAS (RV) model, since the effect of
noise on the stock market in high-frequency data cannot be
ignored. rAVGRYV statistic removes the effect of noise in the
estimation. As a result, the estimated realized volatility can
be more accurate.

In single-factor GARCH-MIDAS model, the coeflicients
0 corresponding to RV and rAVGRYV are significant and are
taken as positive values, which demonstrates that RV and
rAVGRYV significantly improve the volatility of the Chinese
stock market.

For all GARCH-MIDAS models, macroeconomic vari-
ables IVA, M2, and DFI significantly impact stock market
volatility. Likewise, Chinese Economic Policy Uncertainty
(CEPU) index impacts stock market volatility significantly,
the government’s policies are overly frequent, and the
constant changes in policies cause more internal and ex-
ternal uncertainties, which increases stock market volatility.
Besides, Infectious Disease Equity Market Volatility Tracker
(EMYV) insignificantly impacts the stock market, since timely
actions by the Chinese authorities can reduce the volatility of
their stock market, which is also verified by Amendola et al.
[24] in the recent COVID-19 pandemic.

kA Ek
>

, and *indicate rejection at the 1%,

Data Availability

The stock data used in this article can be obtained from the
Wind database. The macroeconomic consistency index
(MCI), industrial value-added (IVA), M2, and deposits of
financial institutions (DFI) can be obtained from the official
website of the People’s Bank of China (https://www.pbc.gov.
cn/diaochatongjisi/116219/index.html) or the Oriental
Fortune website (https://data.eastmoney.com/cjsj/xfzxx.
html). The Chinese Economic Policy Uncertainty (CEPU)
index  (https://economicpolicyuncertaintyinchina.weebly.
com/) was constructed by Huang et al. [23]. The Infec-
tious Disease Equity Market Volatility Tracker (EMYV)
(http://www.policyuncertainty.com/infectious_EMV html)
was constructed by Baker et al. [25]. To save space, we will
not show all the data in this article, but they can be provided
upon request.
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With the development of the Internet, social media has become an important platform for people to deal with emergencies and
share information. When a public health emergency occurs, the public can understand the topics of the event and perceive the
sentiments of others through social media, thus building a cooperative communication network. In this study, we took the public
health emergency as the main research object and the natural disaster, accident, and social security event as the secondary research
object and further revealed the law of the formation and evolution of public opinion through the analysis on temporal networks of
topics and sentiments in social media platforms. Firstly, we identified the derived topics by constructing the topic model and used
the sentiment classification model to divide the text sentiments of the derived topics into two types: positive sentiment and
negative sentiment. Then, the ARIMA time series model was used to fit and predict the evolution and diffusion rules of topics and
sentiments derived from public opinions on temporal networks. It was found that the evolution law of derived public opinions had
similarities and differences in various types of emergencies and was closely related to government measures and media reports.
The related research provides a foundation for the management of network public opinion and the realization of better

emergency effects.

1. Introduction

With the development of the economy and the deepening of
the social transformation period, social contradictions are
further aggravated, and the frequent occurrence of emer-
gencies has become a severe test faced by social governance
[1]. Based on relevant research, the emergency is defined as
the event that poses a serious threat to human life, health,
property, and safety and is further divided into four types:
natural disaster, accident, public health, and social security
event [2, 3]. For example, the COVID-19 outbreak in 2020 is
a typical public health event, which has brought serious
economic losses and human casualties to all countries in the
world and posed serious challenges to the governance of
social order and the maintenance of social stability. When
public health events or other types of emergencies occur,
people will carry out heated discussions on social media
around the relevant events and try to obtain information

related to the event and understand the situation related to
the event with the convenience of social media, to reduce the
impact brought by the uncertainty [4]. However, the im-
mediacy of emergency makes the response of the govern-
ment and media lag, which cannot meet the explosive
demand of the public for the information related to the
event, often leaving the public in the situation of lack of
information and psychological anxiety. At this time, the
public is vulnerable to the influence of false information and
tends to form negative emotions, which makes emergency
management more complex, weakens social cohesion, im-
pacts social order and social stability, and finally causes
social crisis [5].

In recent years, as an integral part of modern society,
social media has penetrated everyone’s daily life. According
to the statistics of relevant agencies, the global users of social
media have exceeded 4.7 billion in 2021, which means that,
on average, 6 out of 10 people in the world are using social
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media [6]. Through the social network established in the
social media platform, on one hand, the public can express
their views conveniently, share their experiences and
thoughts, and make comments on the event. On the other
hand, they can also interact with other social media users
through functions such as thumb up, retweet, and comment
[7]. The advantages of social media in instant communi-
cation and interaction also make it play an increasingly
important role in the emergency management of emer-
gencies [8]. Therefore, when an emergency occurs, the public
tends to use social media to collect and disseminate infor-
mation and form a cooperative communication network on
the social media platform through the exchange of pictures,
texts, and other information, to realize information sharing
and the exchange of views [9], which also provides favorable
conditions for rescue and management after the occurrence
of emergencies.

In addition, the occurrence of emergencies is often not
isolated, but there will be further evolution and development
in the context of time and space and under the action of the
environment derive to other related events. When an
emergency occurs, the public’s discussion and concern about
the emergency itself is usually defined as the original public
opinion of the emergency, and the public’s discussion and
concern about the related events evolved in the context of
time and space of the emergency is defined as the derived
public opinion [10]. In short, the communication process of
emergencies on social media is influenced by various ex-
ternal factors and thus forms other interrelated event
contents. Derived public opinions are derived from the
public’s discussion and attention on related events after the
differentiation of emergencies in social networks. The typical
characteristic of derived public opinion is the transfer of
evaluation object, which is different from the research object
of original public opinion. Compared with the original
public opinion, the derived public opinion of an emergency
is more concealable. In the early stage of an emergency, it
hides in the evolution of the original public opinion and is
difficult to attract public attention. However, when the
original public opinion of the emergency has evolved to a
certain stage, or when the control and treatment measures
for the emergency are ineffective, the derived public opinion
will often break out quickly. On the one hand, it attracts the
attention of the public and becomes a hot topic in society,
further expanding the scope of impact and the degree of
function of the emergency [11]. On the other hand, it will
have an impact on the original public opinion, aggravate and
upgrade the public opinion, increase the difficulty of public
opinion management in the social network, and further
impact the social order and social stability [12]. Therefore,
the relevant analysis of public opinion derived from
emergencies based on public health events is not only
conducive to the prediction and emergency management of
emergencies but also to reducing the negative impact of
online public opinion, which is an important guarantee for
the realization of network security governance and the
maintenance of social order and social stability.

In this study, we take the public opinion derived from
public health emergencies as the main research object and
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introduce other types of emergencies such as natural di-
sasters, accidents and disasters, and social security as the
secondary research object. Combined with the time series
analysis method, this study attempts to explore the topic-
sentiment evolution law of public opinions derived from the
public health event on temporal networks and further
compares the commonality and difference of topic-senti-
ment evolution law in different types of emergencies.
Through the above analysis, this study attempts to answer
the following questions:

(1) What are the characteristics of the topic evolution of
public opinions derived from public health emer-
gencies on temporal networks? Are there any dif-
ferences from other types of emergencies?

(2) What are the characteristics of the emotional evo-
lution of public opinions derived from public health
emergencies on temporal networks? Are there any
differences from other types of emergencies?

The rest of this paper is structured as follows. In the next
section, the study will review the public opinion derived
from emergencies and the related studies on topic-sentiment
evolution. The third part introduces the method of this
paper, mainly including the principle and advantages of the
model used in this paper. The fourth part introduces the
research design of this paper, including data collection and
preprocessing, topic model, sentiment model, and time
series model. The fifth part shows the research findings of
this paper and reveals the topic and sentiment evolution
rules of derived public opinions on temporal networks. The
sixth part is the research conclusion of this paper, which
summarizes the foregoing and puts forward the further
direction for the follow-up research.

2. Related Studies

2.1. Research on Public Opinion Derived from Emergencies.
Derivative public opinion is formed in the discussion and
interaction of social media users on related events under the
evolution of emergencies. These related events are often
referred to as secondary or derivative events, which evolve
from the original events. Among them, original events
usually refer to the emergent events that first appear and
then evolve and spread, while secondary events and de-
rivative events are a series of related events that evolved from
original events under the action of the spatiotemporal sit-
uation [10]. The difference between the two is that the
secondary event and the original event are consistent in
terms of type and cause of the occurrence, with continuity
and linkage, while the derivative event is quite different from
the original event in terms of type and cause of occurrence
[11]. In short, the secondary event is triggered by the original
event, acts on the same object as the original event, and is of
the same type as the original event. In addition, the derived
event is also the event caused by the original event, but the
research object has changed and the type is different from
the original event. For example, the governance and pre-
vention events caused by public health events are called
secondary events, but the changes in stock prices caused by
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public health events belong to the derived event. In addition,
from the perspective of the content of related events, some
scholars believe that related events are reflections of original
events from different aspects, and they name related events
as subevents [12, 13]. However, there are few studies on the
definition and feature description of associated events, and
there is a lack of authoritative definition standards and
discriminant framework. Therefore, to facilitate the follow-
up research work, a series of related events evolving in the
context of time and space of emergencies are uniformly
referred to as derivative events.

Online public opinion on emergencies refers to the
synthesis of attitudes, opinions, and sentiments expressed on
social networks around the occurrence and dissemination of
emergencies in a certain time and space with social media
platforms as communication channels [14]. Derived public
opinion refers to the social media users expressing their
views, opinions, and evaluations on the derivative events of
emergencies through the network platform [15]. Existing
related studies that take derived public opinion as the re-
search object mainly focus on the dissemination and pre-
diction of derived public opinion, the evolution mechanism
of derived public opinion, the formation and response of
derived public opinion, and so on. Among them, the dis-
semination and prediction of derived public opinion are
mainly studied. On the one hand, information mining
methods are used to understand the dissemination mech-
anism of derived public opinion; on the other hand, methods
such as machine learning are used to realize the prediction of
derived public opinion. For example, some scholars estab-
lished a digital model to simulate the propagation dynamics
of network rumors in social networks, to identify the
propagation characteristics of network rumors, a special
derivative public opinion, in social networks [16]. In ad-
dition, some scholars established a control model and
explained the propagation mode of derived public opinion
based on the propagation mechanism, to realize the control
of derived public opinion [17]. As for the prediction of the
derived public opinion, on the one hand, recent studies use
machine learning algorithms such as HDP to analyze the text
semantics to realize the classification of the derived public
opinion [18]. On the other hand, deep learning algorithms
such as neural networks are used to realize the prediction of
the derived public opinion through the analysis of social
media data [19].

At present, the research on the evolution mechanism of
derived public opinions mainly adopts the method of case
study and analyzes the evolution of derived public opinions
in social networks by selecting specific emergencies as re-
search objects. Some studies choose a single emergency
event as the research object. For example, based on the
investigation of an emergency accident and disaster event,
the evolution path and internal logic of derived public
opinions are explored from the interaction and game among
the government, media, and the public [20]. There are also
studies taking large-scale emergent event data sets as re-
search objects. For example, based on the analysis of 101
emergent event data sets, the changes of online public
opinion in time and space are explored, providing a rich

research basis for the evolution mechanism of derived public
opinion [21]. The third aspect of related research on de-
rivative public opinion focuses on the formation reasons and
coping strategies of derivative public opinion and provides
theoretical summarization of derivative public opinion from
a multidisciplinary perspective. For example, some scholars
described the propagation mode of derived public opinions
in social networks through the epidemiological model and
explained the reason why expert intervention and govern-
ment action cannot play a role from the perspective of time
delay [22]. From the perspective of competitive diffusion,
some scholars also proposed network interruption strategy
and balance strategy to deal with the spread of derivative
public opinions in social networks, to control the derivative
public opinions, and reduce the damage caused by negative
public opinions such as rumors [23].

To sum up, the emergence of derivative public opinion
has attracted the attention of all sectors of society and be-
come a key topic of research by scholars. However, the
current research on derivative public opinion mainly focuses
on the formation reasons and countermeasures of the de-
rivative public opinion, and there is a lack of sufficient
exploration of the evolution of the derivative public opinion
in the time scale. Therefore, we introduce the time series
model to analyze the evolution law of public opinion derived
from emergencies in social networks from the perspective of
time series, to make contributions to the governance of
public opinion derived from emergencies and the mainte-
nance of network order.

2.2. Topic Research on Network Public Opinion. With the
development of the Internet and information technology,
people have become accustomed to getting information
from social media. However, the complexity and diversity of
information in social media make it more difficult for us to
find the information we want. Using the topic discovery
method to analyze topics from event news can not only help
people better understand the occurrence and evolution of
the event but also analyze the issues of public concern and
understand the public opinion and focus. Therefore, the
analysis method of topic discovery has attracted the atten-
tion of many scholars and has been widely applied in the
related research of online public opinion [24].

At present, the topic research of online public opinion on
emergencies mainly focuses on the topic discovery and
transmission evolution of online public opinion. Among
them, the topic discovery of network public opinion is
mainly aimed at the identification of the unexpected event
topic in social networks, or the improvement and optimi-
zation of the accuracy of the prediction model based on the
original model. Cluster analysis and topic models are usually
adopted in the research. The former is mainly based on the
clustering assumption that the similarity of documents of the
same class is large and the similarity of documents of dif-
ferent classes is small, and then the text information is
transformed into digital information and processed by the
machine learning method. For example, some studies use the
large-scale text data in social media to detect the tweet event



monitoring system based on subdivision and, based on
considering the frequency distribution and the similarity of
information content, detect the tweet segments of emer-
gency events as event fragments and then cluster the event
fragments into the events to realize the identification of
relevant events [25]. There are also studies on the use of
machine learning clustering algorithms to identify topic
trends in social media and provide meaningful analysis to
synthesize accurate descriptions of each topic [26]. The latter
is based on the topic discovery tool widely used in text
mining to automatically find the potential hidden topics and
model them from the large-scale text data. The most widely
used model is LDA (Latent Dirichlet Allocation) model and
its improved model [27]. For example, the LDA model is
used to detect and classify the evolution of topics in social
networks when public health emergencies occur [28]. Based
on the LDA model, TS-LDA (Trend Sensitive-Latent
Dirichlet Allocation) model is proposed to extract potential
topics from text information more effectively [29].

The transmission evolution of network public opinion
mainly focuses on the communication mechanism and
evolution law of emergency topics in social networks.
Through the analysis of large-scale social media data, it tries
to depict the communication path of event topics in social
networks based on the evolution model. Relevant re-
searches focus on establishing the evolution model of the
emergency topic in the social network or realizing it by
dividing the evolution life cycle of the emergency topic in
the social network. For example, based on the OLDA
(Online LDA) topic evolution model, combined with the
correlation between topics in different time segments, the
topic evolution of online public opinion has been effec-
tively tested [30]. Some studies combine the LDA model
with the improved Birch hierarchical clustering method to
propose a new text enhancement strategy, to expand the
content of social media with short text characteristics, and
then extract the topic evolution characteristics of network
public opinions [31]. In addition to the research based on
topic models such as LDA, some scholars had also intro-
duced social network analysis method to construct topic
evolution model based on the network matrix formed by
forwarding relationship and further explored the interac-
tion and evolution mechanism of event topics under the
influence of environment in the communication of public
opinion [32]. In addition, the evolution of the topic of
emergencies in the life cycle has also attracted the attention
of many scholars. For example, based on the amount of
information about the event topic in different periods, the
evolution of online public opinion is divided into four
stages: initial stage, outbreak stage, decline stage, and end
stage [33]. Or based on the nature of the events, such as
choosing a public health emergency as the research object,
the network public opinion is divided into different stages
according to the local evolution of the virus and hot trends
[34]. Some studies also analyze the propagation charac-
teristics of emergencies in different life cycle stages, such as
propagation period, control period, and stable period, by
simulating the time evolution process of multiple emer-
gencies in social networks [21].
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To sum up, the topic research of network public opinion
is relatively mature and has achieved good results, but few
studies take the topic of derived public opinion as to the
research object. Given this, we take the derived public
opinion as to the research object, explore the propagation
evolution law of the derived public opinion topic, and
compare and further explore the derived public opinion law
of different types of emergencies.

2.3. Sentiment Research on Network Public Opinion. With the
development of Internet technology, the public has become
accustomed to using social media in their daily life. Through
the extraction of users’ posts, comments, tweets, blogs,
discussions, and other content in social media, we can
analyze the opinions and attitudes of social media users and
then infer the individual sentimental trends and behavioral
preferences [35]. This method of analysis is often referred to
as sentiment analysis, sometimes also referred to as view-
point analysis, opinion mining [36]. As a branch of natural
language processing, it is widely used in information re-
trieval, text mining, and other fields [37]. For example, based
on the test set, relevant researchers conduct retrieval eval-
uation by making use of the correlation judgment of in-
formation objects and topics, to verify the validity and
reliability of the information collected by the test set in the
retrieval evaluation [38]. In addition, there are also studies
based on social network analysis methods to conduct sen-
timent analysis on the large-scale text data of emergencies in
social networks, to understand the communication structure
and characteristics of event content [39].

Similar to topic research, transmission evolution is also
the focus of online public opinion sentiment research. The
sentiment research of network public opinion mainly fo-
cuses on two aspects, namely the influencing factors of
sentiment and the evolution mechanism of sentiment. Based
on the analysis of text information, we can not only un-
derstand what factors will affect sentiments but also un-
derstand the changes of sentiments in different times and
spaces, to realize the analysis and prediction of sentiments.
Among them, in the field of commercial products, the in-
fluence factor analysis of sentiment is most commonly used.
For example, some studies divide the review text of mobile
phone products on Amazon into emotions such as joy,
sadness, trust, and anger, and understand the influencing
factors of consumers’ emotions through the analysis of the
review text, to provide feedback for mobile phone manu-
facturers [40]. According to the content characteristics of
product reviews, some studies are conducted to understand
the influencing factors of user preferences in the reviews, to
improve the effectiveness of user perception information in
the shopping platform, and provide better suggestions for
users in the choice of products [41]. In addition to the re-
search on the influencing factors of emotion, we can also use
the sentiment of users in social media to analyze the evo-
lutionary transmission mechanism of network public
opinion, to realize the prediction of emergencies. For ex-
ample, based on the transference and infectivity of senti-
ment, scholars have used social media data to predict
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national political elections based on sentiment analysis
methods and achieved good results [42, 43]. Some scholars
also used opinion mining and sentiment analysis to predict
stock price indexes and trends based on public comments
and opinions published on social media platforms [44, 45].

Before we can do sentiment analysis, we need to first
categorize the sentiments. The commonly used research
methods are mainly divided into two categories: sentiment
classification based on sentiment dictionary and sentiment
classification based on machine learning [46]. The former is
mainly based on the meaning of words and phrases in the
document to mark the sentimental direction of the document,
through manual screening, based on the existing dictionary, or
based on the method of corpus construction. For example,
NRC Sentiment Dictionary is used to calculate the sentimental
performance of news headlines in eight dimensions when an
emergency occurs [47], or taking emergencies as an example,
the method of point mutual information based on existing
sentiment dictionaries is used to construct emoji dictionaries to
calculate text sentiments [48]. The latter needs to use super-
vised, semisupervised, and unsupervised machine learning
methods, such as support vector machine, Naive Bayes, and
neural network, to classify sentiments based on labeled data as
the training set. For example, SVM is used as a classifier to
classify text data sets by mapping emojis and word vectors into
sentiment space [49], or N-gram is used as the text feature and
Naive Bayes as the classifier to identify the sentimental types of
netizens [50]. With the development of deep learning tech-
nology, more and more studies use deep learning models as a
classifier to replace the traditional machine learning model for
sentiment analysis of short texts. For example, through the
sentimental data analysis framework, the convolutional neural
network is used to realize the recognition of different senti-
mental types on text, video, and other data [51], or based on the
cyclic neural network, the long and short memory model
(CLSTM) is introduced to make the cyclic neural network
better store the sentimental information [52]. These studies
have achieved good results, making deep learning one of the
most popular methods in sentiment classification. The success
of these studies has made deep learning one of the most
popular methods of sentiment classification.

To sum up, the study of online public opinion by using
sentiment analysis has always been a hot topic of research.
However, the difference of sentimental evolution in the
social network by comparing derivative public opinion of
different emergencies with derivative public opinion as the
research object has received less attention from scholars.
Given this, we combine the deep learning method to classify
sentiments and attempt to make further study on the sen-
timental evolution of derived public opinions in social
networks based on time series analysis. In addition, we also
compare and explore the law of public opinion derived from
public health events and other types of emergencies.

3. The Proposed Methodology

In this part, we introduce the research methods used in the
study and mainly build three models, namely, the topic
identification of online public opinion, the sentiment

classification of online public opinion, and the time series
model of online public opinion. In the topic identification
model, the research mainly used the Word2Vec word vector
model to convert text data into word vectors and then used
the clustering method to realize topic identification. In the
sentiment classification model, the biLSTM model was
mainly used to realize the identification of text sentiment
based on the training set, and it was divided into positive and
negative sentiment types. In the time series model, the re-
search mainly used the ARIMA model to make topic-sen-
timent analysis of public opinion derived from emergencies
and further compared different types of emergencies, to
explore the evolutionary commonalities and differences
between the public health event and other types of emer-
gencies on temporal networks. In this section, we will briefly
introduce the principle and advantages of the Word2Vec
word vector model, biLSTM sentiment classification model,
and ARIMA time series model.

3.1. The Construction of Topic Identification Model. Social
media provides a convenient channel for people to under-
stand the information related to emergencies. However, the
large scale of network data, the large amount of useless
information, and the existence of noise make it more difficult
to extract effective information. To timely and accurately
discover important information, the topic identification
method has been widely used in event detection and in-
formation extraction of social media [53]. However, in social
media platforms such as Twitter and Facebook, which are
dominated by short text information, the traditional topic
identification model represented by LDA is not applicable,
and the effectiveness of topic identification cannot be well
guaranteed [54]. As a typical topic model, LDA mainly uses
the soft clustering method to cluster documents and,
through the study of document matrix, realizes topic clus-
tering by using the cooccurrence relationship of words in
documents. However, when the topic model is applied to
short text documents, the problem of sparse data often
occurs. Specifically, on the one hand, the number of words in
short documents is smaller than that in long documents, so it
is difficult for the model to distinguish the document se-
mantics by a small number of words. On the other hand, the
number of contexts in short texts limits the application of the
model, making it difficult for the thematic model to accu-
rately identify the meanings of ambiguous words. To further
improve the accuracy of topic recognition, researchers
proposed a series of topic identification and text mining
methods based on deep learning, among which the most
representative model is Word2vec, which can generate word
vectors and is represented by a shallow and two-layer neural
network structure [55]. Compared with the topic model
represented by LDA, Word2vec is mainly expressed as the
word embedding model with neural network structure. By
learning context-word matrix, words are converted into
word vectors, which shows better results in topic recognition
of short text information.

Word2vec word vector model can be regarded as a
simplified neural network model. Firstly, the text is



processed by using a shallow neural network, and based on
using a large data set as a training set, the relationship
between words and context is obtained. Secondly, the se-
mantic of the word is mapped to the vector space, and the
word is transformed into a distributed word vector by
representing it as a similar semantic word [56]. Among
them, word vector training of the Word2vec model is mainly
completed by the Skip-Gram model and Continuous Bag-of-
Words (CBOW) model. The difference is that the former
mainly realizes the prediction of the context words through
the semantics of the current word, while the latter mainly
realizes the prediction of the current word through the
semantics of the context. Although the Skip-Gram model is
more accurate in obtaining word vectors of all texts after
traversing all texts, the CBOW model has been adopted by
researchers for its higher efliciency and faster speed in the
analysis of large-scale social media data sets [57]. Consid-
ering that this paper adopts a relatively large data set, we use
the CBOW model to carry out topic analysis on the public
opinions derived from emergencies.

As a shallow neural network model, the CBOW model is
composed of the input layer, projection layer, and output
layer. It is a word bag model formed based on continuously
distributed word representation methods [58]. The objective
function of the CBOW model is usually expressed as a
logarithmic likelihood function, as shown in (1), where C
represents the objective function of the model; w is the
central word to be studied, and »n is a given sequence of
training words, which means that n words are taken before
and after the central word w.

C= Z p (w|Context(w)). (1)

wen

The CBOW model is a prediction of the central word
based on the context words with a probability of
p (w;|Context (w;)). Assume that T is the number of training
words in the corpus, and w,,;) is the t the component value
of vector w. Based on the context information of the central
word w;, the model combined with softmax function for
normalization calculation and finally generated the vector
value of w;. The specific calculation is shown in

exp(ww(,-))
Zz:l eXP(“’w(t))

The structure of the CBOW model is shown in Figure 1.
Firstly, the model enters the context word of the target
word and passes it to the embedding layer initialized with
random weights. Secondly, the model transfers the word
embeddings of the context words to the lambda layer to
obtain the averaged word embeddings. Thirdly, we pass the
averaged word vectors to the dense layer and match the
predicted words with the target words based on the pre-
diction of the target words by the softmax function. Finally,
loss calculation and embedding layer updating are
implemented by categorical cross-entropy and back-
propagation, respectively.

p (w;|Context (w;)) = (2)
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3.2. The Construction of Sentiment Classification Model.
In recent years, sentiment classification models based on
deep learning have achieved good results in tests and have
been widely applied [59]. Among them, in natural language
processing studies that have requirements on the length of
input variables, recurrent neural networks (RNN) have
become an important tool in the field of sentiment analysis
by the high efficiency of information processing [60]. In this
study, a bidirectional long short-term memory model was
used to realize sentiment classification based on a recurrent
neural network.

The long short-term memory model, as a variant of the
recurrent neural network, is widely used in sentiment
analysis. On the one hand, it is because the design structure
of the model can capture remote dependencies and solve the
short-term memory problem of traditional recurrent neural
networks. On the other hand, it can not only consider the
order of text data but also save or delete information in the
training process, so it has a great advantage in the processing
of sequential text data. The realization of the model is mainly
divided into three stages: selective memory, forgetting, and
output stage. Selecting memory is the input stage, selectively
recording input information. The forgetting stage is the
second extraction of information, forgetting unimportant
information and recording important information, to
achieve the selection of information recording. The output
phase determines what information is ultimately output into
the current state.

Corresponding to the implementation stage of the
model, the long short-term memory model selects infor-
mation through the “gate” to realize the selective passage of
information. The structure of the model is composed of an
input gate, forgetting gate, output gate, and memory unit.
The model mainly realizes the selection of information to be
forgotten through the forgetting gate, and the specific for-
mula is shown in (3). The symbol of forgetting gate is
represented by f,, o is the activation function, W, and b,
respectively, represent the weight and standard deviation of
forgetting gate, h,_; represents the hidden state at the
previous moment, and y, represents the input of text in-
formation at the current moment.

ftza(tht_1+Wf‘ut+bf). (3)

The input gate is corresponding to the selected memory
stage of the model, which mainly determines the input of
text information and realizes the preservation of memory
information. The specific calculation equation is shown
below, where i, represents the input gate, C, represents the
temporary memory unit, W; and b; respectively represent
the weight and standard deviation of the input gate, W and
b respectively represent the weight and standard deviation
of the memory unit, and C,_, represents the memory unit of
the previous moment.

iy =0(Wh_y + W, +b,),
6t = tanh (WCht—l + Wc‘l/lt + bc), (4)
C=Cif + étiz'



Complexity

W (i-n)

Embedding embedding

Layer
(vocab_size
X

embed_dim)

W (i+n)
embedding

Lambda
Layer W (avg) Dense Layer -
(Average Embedding (Softmax) W7 )
Embeddings)

FiGure 1: The structure of the CBOW model.

Similar to the input gate, the output gate corresponds to
the output stage of the model and mainly determines the
output of the text information in the memory unit at the next
moment. The specific calculation equation is as follows,
where the output gate is represented by the symbol o,, the
memory unit is represented by the symbol C,, W, and b,
represent the weight and standard deviation of the output
gate, respectively, and h,_, and h, represent the hidden state
of the memory unit at the previous moment and the current
moment, respectively.

0 = G(Woht—l + Wo!’lt + bo)’

(5)
h, = o,tanh (C,).

Long short-term memory model can effectively process
sequential text and solve the short-term memory problem of
recurrent neural networks, which has been recognized by
many scholars. However, the LSTM also has some defects. It
can only process data from the front to the back, ignoring the
backward feature of text information and being unable to
encode information from the back to the front. Therefore, to
further improve the accuracy of the classification effect, we
adopted the bidirectional long short-term memory model to
achieve the sentiment classification work in this paper. The
bidirectional long- and short-term memory model is
composed of two forward and backward long- and short-
term memory models, including all forward and backward
information. It can complete the learning of sequence data
from both front and back directions and, finally, get the
output results with more accuracy. The model structure is
shown in Figure 2 below. Firstly, the model inputs text data
in the pretraining embedding layer and transform it into
word vectors. Secondly, the forward and backward LSTM
models are used to obtain the information before and after
the word vectors, and then they are spliced. Finally, the
complete information is input into the softmax function
layer to output the probability distribution of positive and
negative sentiments based on the function prediction.

3.3. The Construction of Time Series Model. Time series is a
sequence formed by ordering the observation values of the
same object in the order of time. The purpose is to use the

existing historical data to predict future data [61]. To realize
the prediction of observations, stochastic and dynamic
models based on time series data have been established.
Common models include Autoregressive (AR), Moving
Averages (MA), and Vector Auto-Regression (VAR), as well
as Auto-Regressive Moving Average (ARMA) and Auto-
Regressive Integrated Moving Average (ARIMA) models
based on AR and MA models. Compared with other models
that directly use the past value to predict the future value, the
ARIMA model first weights the past data and corrects the
error value, showing a better prediction effect, so it is widely
used in time series analysis [62]. Based on existing studies,
this study mainly uses the ARIMA model to realize topic-
sentiment evolution analysis of public opinion derived from
emergencies and then explores the internal formation and
propagation rules of public health emergencies and other
three kinds of emergencies.

ARIMA model is a composite model based on time
series, where AR refers to the autoregressive model, and it
mainly makes regression predictions based on the correla-
tion between lag data and observed data. p is used to
represent the number of autoregressive items. We refer to
Integration and it is expressed as a single integer order. At
the same time, it is also the number of times of making the
time series stationary and making a difference. The statio-
narity of the time series is maintained by measuring the
observed values in different periods, where the number of
differences for the stationary time series is usually repre-
sented by d. MA refers to the Moving Averages model which
measures the correlation between the observed value and the
residual term, where the number of moving average items is
often expressed by g. Therefore, ARIMA (p,d,q) is also
commonly used in research to represent the autoregressive
differential moving average model [63].

The basic principle of the ARIMA model is to approx-
imate the data change of the observed object in time through
mathematical methods and realize the prediction of the
future based on the fitting of historical data. The general p
order Autoregressive (AR) model equation is shown in (6).
Among them, the stationary data series is represented by z,,
the autoregressive coeflicient is represented by ¢,, w, rep-
resents the random error term of the time series, also known
as the white noise series, and ¢ represents the constant.
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FiGURE 2: The architecture of the biLSTM model.

p
zZ,=c+ Z 0pZi_py T W, (6)

n=1

The Moving Averages (MA) model equation of order g is
shown in (7), where 8, represents the moving average co-
efficient, w, represents the white noise process of the time
series, and ¢ represents the expectation of the stationary time
series, which is usually assumed to be equal to 0.

9
Zt =&+ Z ﬁnwt—n' (7)
n=0

ARIMA model is obtained by combining AR, MR model,
and difference, and the model equation is shown in (8),
where z, represents the data series after difference, to convert
the nonstationary time into a stationary time series. The
parameter p represents the order of the AR model, the
parameter g represents the order of the MA model, w,
represents the white noise sequence, and c represents the
constant.

p q
!
Zp=c+ z e Z Btor_p- (8)
n=1 n=0

The use of the ARIMA model to analyze the derivative
public opinion in the time scale mainly involves the fol-
lowing steps. Firstly, the stability test of the derived public
opinion should be carried out. If it is not stable, the non-
stationary sequence should be converted into a stationary
one using differential transformation or other methods. In
this paper, we mainly use the graph method to check the
stationarity of time series data. After the production of the
time sequence map with the release time of microblog as the

abscissa and the number of texts as the ordinate, it can judge
whether the time series data are stable by observing the trend
of the derived public opinions on temporal networks.
Secondly, the form of the model is determined by the au-
tocorrelation coefficient and partial correlation coefficient,
and the parameters of the ARIMA (p,d,q) model are de-
termined according to the fitting degree of the model. Fi-
nally, the white noise test is carried out on the residual
sequence to judge the effect of extracting useful information
from the model, to achieve accurate prediction of derived
public opinion.

4. Research Design

In the study, we first captured the public health event as our
main research object and then captured the microblog data
sets of three different types of emergencies, the natural
disaster, accident, and social security event, for comparative
analysis. In addition, we complete the text preprocessing by
removing stop words, word segmentation, and filtering text
content. Secondly, we use Word2Vec and K-means clus-
tering methods to extract the topics of various types of
emergencies and divide the identified topics into original
topics and derived topics and further obtain the derived
topic data sets of each emergency through calculation.
Thirdly, based on the training data set, we combined the
bidirectional long short-term memory model to realize the
sentiment classification of text information and divided it
into two types: positive sentiment and negative sentiment.
Finally, we use the time series analysis method to model the
derived public opinion, explore the topic-sentiment evolu-
tion mechanism of the derived public opinion in public
health events, draw the evolution map, and make a
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comparison with other three kinds of emergencies to un-
derstand the commonality and difference of the evolution
law. The research framework is shown in Figure 3.

4.1. Data Collection and Preprocessing. The research mainly
takes the public health emergency as the main research
object and, through the comparison with other three kinds
of emergencies, reveals the topic-sentiment evolutionary
commonality and difference of public opinion derived from
emergencies on temporal networks. Therefore, we selected
four representative emergencies in recent years as our case
materials and obtained data sources through Sina Weibo.
Among them, we selected the case of “virus cruise ship” (the
large-scale virus infection in Japanese luxury cruise ships) as
our main research object in public health events. This is
because it not only involves a massive viral transmission in a
confined space, which has captured the world’s attention,
but it is also so typical of its relevance to COVID-19. In
addition, the forest fire, gold mine explosion, and hostage-
taking incident are selected as natural disasters, accidents,
and social security cases, respectively.

Sina Weibo is one of the most representative and in-
fluential information interaction and exchange platforms in
China. Similar to Twitter, Facebook, and other social media
platforms, users share their experiences, express their views
on events, and interact with each other on Weibo, thus
building an information exchange and sharing network.
Through the method of limited time and searching key-
words, the researchers obtained the event posts and time
information of the four types of emergency cases on the
platform, which provided sufficient data support for our
subsequent research.

Before data analysis, to further improve the efficiency of
model operation and the accuracy of results, some data
preprocessing steps need to be taken. First, we did a pre-
liminary browsing of the data we obtained to remove invalid
posts and filtered the text content through methods such as
regular expressions. Second, we used the Jieba tool for word
segmentation of Chinese text to solve the problem of lack of
space in Chinese text compared with English text. Finally, to
further process the invalid words in the text data, we used the
HIT Chinese stop word table to label the part of speech and
deleted the stop word.

4.2. The Design of Topic Identification Model. Before using
the Word2vec model to transform text information into a
word vector, we first extract feature words through the TF-
IDF model to reduce the interference of useless information
and noise in text data. Based on weighted processing, we
extract the 20 most important keywords from each text data
and use them as corpus sets for word vector transformation.
Second, we use the CBOW model in Word2vec to transform
the word vector of the data set, convert the text into a word
vector, and use the common text mining method k-means to
cluster the text. Finally, we divide the extracted topics into
different clusters according to the similarity between texts to
realize the recognition of text topics.

After using Word2Vec word vector model and K-means
clustering method to realize topic identification of text data,
we divided the identified topics into original topics and
derived topics according to the judgment criteria of derived
events. In the existing studies, it is very common to detect
derived events based on topic identification based on the
clustering method [64]. Considering that the evaluation
subjects involved in public opinions of emergencies in social
networks are easy to identify, combining with existing
studies, we regard the change of evaluation subjects as the
criterion for the classification of original topics and derived
topics. If the subject of evaluation in the topic has changed,
the topic will be identified as a derived topic, and a data set
containing the derived topic will be further established for
analysis [65].

To analyze the derived public opinion, we need to es-
tablish the derived public opinion data set according to the
identified topics. First of all, we need to give all text data
corresponding topics according to the topic identification
model to distinguish the text data of each event and divide it
into data sets of different topics. Secondly, we use Q,, to
represent the topics identified by the topic model and W,
to represent the keywords of each topic. The sequence
number of the topic is m, the sequence number of the
keyword is n, and the topic (keyword) is Q,, (W,,,). For
example, the first keyword of the first topic can be expressed
as Q; (W,,), and the first keyword of the third topic can be
expressed as Q; (W), etc. Thirdly, we use K,,,,, to represent
the frequency of occurrence of a certain keyword # in topic
m, and m values of K,,,,, can be obtained from any text data.
Finally, we compare the K,,,,, value among different text data.
The higher the value is, the more likely the text data is to
belong to a certain topic, to obtain the data sets of the
original topic and derived topic. After obtaining the data set
of the derived topics, we counted the relationship between
the time of microblog posting and the number of microblog
postings in the derived topic data set, and then obtained the
time-series data that can be analyzed.

4.3. The Design of Sentiment Classification Model. In this
paper, we mainly use the bidirectional long- and short-term
memory model to realize sentiment classification, but before
using the deep learning model for sentiment classification of
text data, we need to train and test the sentiment classifi-
cation model based on the test training set data of Weibo.
Combined with the existing research, we use the public data
set of microblog sentiment classification evaluation in 2013
and 2014 of the NLPCC International Conference as our
model data set. We divide sentiments into two types:
“positive sentiment” and “negative sentiment,” among
which positive sentiment includes emotions such as love and
happiness, while negative sentiment includes emotions such
as disgust, fear, anger, and sadness.

The reason why we choose the NLP&CC data set for
training and testing is that the NLP&CC data set has been
widely used in the training and evaluation of fine-grained
Chinese sentiment classification models in recent years and
has achieved good results [66, 67]. On the other hand, the
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FiGure 3: Research framework.

NLP&CC data set comes from the Sina Weibo platform,
which is consistent with our data sources and is suitable for
our sentiment analysis research. At the same time, con-
sidering that some new words that were not originally in-
cluded in the training data set are now widely used, the
corpus may change over time. Before adopting the biLSTM
model to achieve sentiment classification, we randomly

captured and filtered 200,000 microblogs, carried out pre-
training by using the CBOW method, and obtained semantic
representation and semantic similarity of words through the
pretrained word embedding model. Therefore, when the
input statement contains a word that does not appear in the
training corpus but appears in the pretraining corpus, the
prediction model can also grasp its sentimental meaning and
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turther improve the prediction accuracy and generalization
ability of the model. After the pretraining of the sentiment
classification model, we carried out sentiment recognition
on the microblog data set, divided the microblog posts into
positive and negative sentiment types, and assigned the
corresponding sentiment labels to each text data. The ac-
curacy of the model was 0.71, which met the needs of our
research.

4.4. The Design of Time Series Model. To realize the topic-
sentiment analysis of the derived public opinion on temporal
networks, we used the ARIMA model to analyze the derived
data set. Based on obtaining the data set of derived public
opinion, the research mainly establishes a time graph with
the number of texts as the ordinate and the time scale as the
abscess, to observe the evolution of the topic and sentiment
of derived public opinion in the time scale. Among them, the
steps for obtaining topic-based time series data of derived
public opinion are as follows.

First of all, topic clustering of text data is carried out
through a topic identification model, and corresponding
topic tags are assigned to each microblog. Secondly, we
divide the topics identified by the topic model into original
topics and derived topics and extract the text data containing
all the derived topics according to the calculation method of
the derived topic data set. Thirdly, we select a derived topic
that needs to be analyzed, filtered, and extracted in the data
set and establish the derived topic data set. Finally, we set up
a two-dimensional coordinate graph according to the release
time and text quantity of the derived topic data set to carry
out the time series analysis of the derived topic.

The acquisition method of time series data based on
sentiment-derived public opinion is similar to that of topic
data. Firstly, sentiment classification is carried out on text
data and a corresponding sentiment type is given to each
post. Secondly, all text data containing derived topics are
extracted according to the computation method of the de-
rived topic data set. Thirdly, according to the needs of
analyzing a certain sentiment type, the sentiment data set
derived from the event is established by screening and ex-
traction in the data set. Finally, according to the release time
and the number of texts in the data set, the coordinate map is
established to analyze the change of sentiment derived from
public opinion on the time scale.

5. Results and Discussion

5.1. Descriptive Analysis of Data. In this paper, we take
public health emergencies as the main research object and
further explore the evolution mechanism of public opinions
derived from public health events on temporal networks by
comparing public health events with natural disasters, ac-
cidents and disasters, and social security events. We chose
the “Japanese Virus Cruise” as a public health case, which
occurred during the COVID-19 transmission. During the
period of January and February 2020, 712 people of 3,711
crew members and tourists were infected and many died in
an outbreak on a Japanese luxury cruise ship. At the same
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time, forest fire (March 30, 2019, to April 10, 2019), gold
mine explosion (January 10, 2021, to February 5, 2021), and
hostage taking (January 22, 2021, to February 10, 2021) were
selected as natural disaster, accident disaster, and social
security event cases. After the occurrence of these events,
they all attracted the general attention of the public on the
Weibo platform. The public carried out relevant discussions
around the topic and formed a large amount of text data,
which provided abundant analytical materials for our
research.

Under the condition of the specified time, we crawled
relevant data from the Weibo platform by searching key-
words. For example, we crawled posts related to public
health events on Weibo between January 19, 2020, and
February 21, 2020, based on search keywords such as
“COVID-19 virus cruise ship” and “cruise ship outbreak”.
The posts included users’ comments on the event itself and
interactions with other people’s comments. Finally, the
number of complete and valid posts reached 85,551. The
number of posts of each emergency is shown in Table 1.

5.2. Derivative Public Opinion Data Set Based on Topic
Identification. In this study, the Word2Vec word vector
model was used to transform text data into vectors, and the
K-means clustering method was used to realize topic
identification. Considering that the main object of the study
is the formation and development of derived public opin-
ions, we only show the clustering results of public health
emergencies in the following Table 2 and realize the iden-
tification of derived topics according to the judgment criteria
of derived events.

According to the difference of K value, the results of K
value clustering will also change greatly. Combined with
data volume and data content, we chose the appropriate K
value to achieve text clustering. The clustering results are
shown in Table 2. The text data of the public health
emergency after clustering by the K-means method can be
divided into 9 categories. Considering the limited space in
the paper, we only show part of the keywords in the table.
For example, topics 1 and keywords can be expressed as
QW Wi W, Wi, Wi, ...,W,,}, namely, the topic
“police arrest sabotage resistance to disease” by {“eliminate,”
“arrest,” “nuisance, ” “police,” “Jinan
Municipal Party Committee,” “playing mahjong,” “indus-
try”} as keywords.

In the topic clustering of the public health emergency, we
can find that the topics together form the development vein
of public health emergencies. For example, topic 3 “the latest
news about a massive virus outbreak on ships” and topic 6
“cruise ship epidemic prevention and control are ineffective,
becoming a disaster area” were the beginning of our selected
public health events. COVID-19 spreads rapidly in the cruise
ships during this period. Then topic 4 “medical personnel are
on board to help infected people” and topic 9 “the gov-
ernment held a press conference to give details of the virus
outbreak about the ship” represented the government’s
concern and response to this public health event. Topic 5
“people prayed for the safe return of those infected” and

» .
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TaBLE 1: The number of posts of each emergency.
Event types Microblog entries
Natural disaster 99612
Accident 110505
Public health 85551
Social security 101734

topic 8 “the public accused officials of shirking their re-
sponsibility” were not only the public’s care and blessing for
the infected people on the ship, but also the evaluation of the
behavior of government officials in public health emer-
gencies. Topic 1 “the police arrested those who were
obstructing the fight against the epidemic,” topic 2 “people
called for a common fight against the epidemic,” and topic 7
“the news media reported the situation of the epidemic”
were divided into derived topics according to the judgment
criteria of derived events because of the change of evaluation
subjects.

Combined with the acquisition method of derived public
opinion data sets, we can obtain the data sets of various
topics in the public health emergency. For example, there
were 2,308, 4,138, and 7,447 data on the topics of “the police
arrested those who were obstructing the fight against the
epidemic,” “people called for a common fight against the
epidemic,” and “the news media reported the situation of the
epidemic,” respectively. In addition, we could also calculate
the heat of each topic based on the proportion of the topic
data set to the total data set. Among them, there were 85,551
data sets of public health emergencies, and the data quan-
tities and heat ratios of each topic are shown in Table 3.

As can be seen from Table 3, among the topics after the
clustering of the public health emergency, the topic with the
highest popularity was “the latest news about a massive virus
outbreak on ships,” which had aroused the most heated at-
tention and discussion in cyberspace. The topic with the least
popularity was “cruise ship epidemic prevention and control is
ineffective, becoming a disaster area,” and the data set obtained
was the least. This phenomenon showed that online public
opinion was susceptible to the influence of the event itself in the
transmission process, and the initial major progress of the event
was easy to attract public attention, but with the passage of time
and the impact of other news it had weakened. Among the
three topics derived from public opinion, the topic “the news
media reported the situation of the epidemic” had the highest
popularity, ranking second among all the topics. The topic of
“the police arrested those who were obstructing the fight
against the epidemic” and the topic of “people called for a
common fight against the epidemic” had weakened in pop-
ularity, but they also ranked high among all the topics. On the
one hand, this confirmed the importance of derivative public
opinion, which had a broad scope of influence and a large
degree of influence. On the other hand, from the perspective of
content, it was also confirmed that derived topics played an
important role in propaganda and guidance during the
transmission of COVID-19 and lead to the differentiation of
content in the transmission process.

To compare the differences between the spread of the
public health emergency and other types of emergencies on
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temporal networks, we conducted topic clustering for dif-
ferent types of emergencies. In addition, we combined the
number of topic data sets in each emergency to calculate the
heat of the topic. The topic clustering and heat comparison
results of various types of emergencies are shown in Table 4.

According to the transfer of evaluation subjects in the
topics, the identified topics could be divided into original
topics and derived topics. Considering the differences in the
influence of various derived topics on temporal networks, we
selected the two derived topic data sets with the highest topic
popularity from each emergency for further analysis. The
topic data sets derived from the natural disaster event were
“guard mountains and rivers and guard homeland” and
“salute every hero who carries the burden.” Derived topic
data sets of the accident included “a foreign trade dispute
arose in the mineral trade” and “improve the system to
prevent the recurrence of the tragedy.” The derived topic
data sets of the public health event were “the news media
reported the situation of the epidemic” and “the public
accused officials of shirking their responsibility.” Derived
topic data sets of the social security event were “protect
fairness and justice and reduce tragedy” and “malignant
incident caused the net friend onlookers.”

5.3. Topic Analysis of Derived Public Opinions Based on Time
Series. After obtaining the derived public opinion data set,
we used the time series analysis method to analyze the
extracted derived public opinions on the time scale. Con-
sidering that the period of all the data sets of public opinion
adopted in the study lasted for about one month, it was not
suitable for slicing with the unit of “day.” In addition, to
further refine the time scale and more intuitively show the
evolution trend of derived public opinions, we finally chose
to slice the time data in the unit of “three hours.” The re-
lationship between the release date and the number of posts
in the data set was counted, and the analyzable time series
data {time, time_number} were finally constructed.

The specific steps of time series analysis were as follows.
Firstly, we imported the sliced post publishing time and
number data {time, time_number} into the analysis software
and observed the stationarity through the observation of the
sequence diagram. Secondly, since the acquired data were all
nonstationary series, we used the difference method to carry
out the first-order difference and the second-order differ-
ence respectively to make the data stable. It was found that
the second-order difference is more suitable for the data
obtained by us, and the data after the difference was
transformed into a stationary time series. Thirdly, we carried
out autocorrelation and partial correlation tests on the data
after difference and determined the values of coefficient p
and coefficient g in the ARIMA model by combining ACF
autocorrelation diagram and PACF partial correlation di-
agram. Finally, the results of ARIMA models with different
coefficients were compared, and the appropriate coeflicients
were selected to draw the formation and evolution graphs of
each derived topic on temporal networks. The ARIMA
model test results of each derived topic are shown in Table 5.
The overall fitting effect of the model is represented by
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TaBLE 2: Topic clustering of the public health emergency.

No. Topic

Keyword

against the epidemic

2 People called for a common fight against the epidemic
3 Latest news about a massive virus outbreak on ships
4 Medical personnel are on board to help infected people

5 People prayed for the safe return of those infected

Cruise ship epidemic prevention and control is
ineffective, becoming a disaster area

7  The news media reported the situation of the epidemic

The public accused officials of shirking their

The police arrested those who were obstructing the fight Eliminate, arrest, nuisance, inspection authorities, police, Jinan municipal

party committee, playing mahjong, industry

Together voice, power, advice, conviction, total amount, complete, colleges

and universities, having been square, each way

Latest news, docked, new coronet, passenger, infection, confirmed, risk,

patient, crew, institute

Unknown, number, critical, patient, CDC, team healing, sea, deterioration,

body

Home country, thanks, family members, science, coping, disaster, crisis,

family, family

Hard-hit areas, rescue teams, living hell, high incidence areas, drugs, find

out, blacklist, suicide note, location

huangqiu.com, TV, cases, reports, people’s daily, infected persons, Japan

broadcasting association, health department

Shirk responsibility, malpractice, flaunt, show, shine a magic mirror, empty

8 responsibility talk, distinguish, hear, post

9 The government held a press conference to give details Epidemic, media, journalists, proliferation, control, data, acknowledgment,
of the virus outbreak about the ship press release, disclosure, epidemic
TaBLE 3: Comparison of the number of posts and heat on various topics in the public health emergency.

. . Microblog The heat of the

Ranking Topic Number topic

1 Latest news about a massive virus outbreak on ships 49213 0.575

2 The news media reported the situation of the epidemic 7447 0.087

3 People prayed for the safe return of those infected 6499 0.076

4 The public accused officials of shirking their responsibility 6490 0.076

5 The government held a press conference z;)l i(,i;ve details of the virus outbreak about the 6295 0.074

6 People called for a common fight against the epidemic 4138 0.048

7 The police arrested those who were obstructing the fight against the epidemic 2308 0.027

8 Medical personnel are on board to help infected people 1711 0.020

9 Cruise ship epidemic prevention and control is ineffective, becoming a disaster area 1450 0.017

stationary R?, and the range of R” is 0-1. The closer the value
is to 1, the better the fitting effect of the model will be. The
information criterion of the model is represented by BIC,
and the model is selected according to the fit degree of the
model. In addition, the residuals of each model were not
correlated, and the residuals of the time series data con-
formed to the distribution of random series, and there was
no outlier, showing a good fitting effect.

According to the test results of the ARIMA model of each
derived topic, as shown in Table 5, we established the mea-
sured and fitting graphs of the formation and evolution of
each derived topic on temporal networks. The curves of actual
and predicted values for each derived topic are shown in
Figure 4, where the abscissa is the time of posting posts after
slicing and the ordinate is the number of posts. Moreover, the
red curve represents the actual value, the blue curve represents
the predicted value, and the confidence intervals UCL and
LCL are represented by the purple curve and the pink curve,
respectively. In addition, Figures 4(a) and 4(b) respectively
represent the derived topics with the highest and second-
highest popularity among the topics of the natural disaster
emergency. Figures 4(c) and 4(d) respectively represent the
derived topics with the highest and second-highest topic

popularity in the accident event. Figures 4(e) and 4(f) rep-
resent the derived topics with the highest and second-highest
topic popularity among the public health event, respectively.
Figures 4(g) and 4(h) represent the derived topics with the
highest and second-highest topic popularity among the social
security event, respectively.

As can be seen from Figure 4, the two derived topics of
the natural disaster event had an obvious “long tail effect” in
the time series, and the heat of the event had an obvious
outbreak phenomenon at the beginning of its occurrence,
and it gradually flattened out over time. Among them, the
mean value of the derived public opinion data in Figure 4(a)
was about 514.08, the standard deviation was about 717.463,
the maximum value was 3747, the minimum value was 0, the
skewness was 2.440, and the kurtosis was 7.033. The data
fluctuated violently and had the characteristics of sharp peak
and right bias. The mean value of the derived public opinion
data in Figure 4(b) was about 42.75, the standard deviation
was 64.142, the maximum value was 394, the minimum value
was 0, the skewness was 3.057, and the kurtosis was 12.358.
The fluctuation of the data was still relatively severe, but it
was a little gentle compared with Figure 4(a), and it had
more obvious sharp peaks and right-skewed characteristics.
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TaBLE 4: Topic clustering and heat comparison of various types of emergencies.
No. Topic Data  Heat Is it derivative?
N-1 The list of martyrs was announced 47759  0.480 No
2 Guard mountains and rivers, and guard the homeland 39412  0.396 Yes
3 The forest fire is under control 3816 0.038 No
4 Salute every hero who carries the burden 3424 0.034 Yes
5 Relatives commemorate the martyrs 1833  0.018 No
6 Remember the spirit of serving the motherland 1600  0.016 Yes
7 Internet users have been detained for insulting martyrs 1323 -~ 0.013 Yes
8 The citizens bid a tearful farewell to the martyrs 445  0.004 No
A-1 The survival of the trapped miners 47553 0.430 No
2 The public hoped for the safe return of the miners 32346 0.293 No
3 A foreign trade dispute arose in the mineral trade 14782 0.134 Yes
4 There was an explosion at the gold mine site 7545  0.068 No
5 The results of the accident investigation were announced 6342  0.057 No
6 Improve the system to prevent the recurrence of the tragedy 1057  0.010 Yes
7 Carry out the investigation and rectification of risks and hidden dangers 880  0.008 Yes
P-1 Latest news about a massive virus outbreak on ships 49213  0.575 No
2 The news media reported the situation of the epidemic 7447 0.087 Yes
3 People prayed for the safe return of those infected 6499  0.076 No
4 The public accused officials of shirking their responsibility 6490  0.076 Yes
5 The government held a press conference to give details of the virus outbreak about the ship 6295 0.074 No
6 People called for a common fight against the epidemic 4138 0.048 Yes
7 The police arrested those who were obstructing the fight against the epidemic 2308  0.027 Yes
8 Medical personnel are on board to help infected people 1711 0.020 No
9 Cruise ship epidemic prevention and control is ineffective, becoming a disaster area 1450  0.017 No
S-1 A hostage-taking incident took place in Kunming 47288 0.465 No
2 Protect fairness and justice, and reduce the tragedy 21844 0.215 Yes
3 The public prayed for the safety of the injured 15358 0.151 No
4 Details of the hijacking were relayed to the authorities 4876  0.048 No
5 The public discussed the specific circumstances of the hijacking case 4687  0.046 No
6 Malignant incident caused the net friend onlookers 3943 0.039 Yes
7 Formulate policies and improve relevant systems 2991  0.029 Yes
8 Discuss the offender’s motive and condemn the offender 747  0.007 No

TaBLE 5: ARIMA model test results of the topic data set.

Types Model Stationary R? BIC

N-01 ARIMA (5, 2, 7) 0.712 13.396
N-02 ARIMA (5, 2, 6) 0.686 8.773
A-01 ARIMA (12, 2, 14) 0.778 11.858
A-02 ARIMA (12, 2, 16) 0.819 3.816
P-01 ARIMA (8, 2, 3) 0.684 10.906
P-02 ARIMA (6, 2, 3) 0.682 8.566
S-01 ARIMA (3, 2, 1) 0.651 15.038
S-02 ARIMA (3, 2, 3) 0.475 10.822

According to the observation of Figures 4(c) and 4(d), it
can be found that the derived topics of the accident
emergency all passed a stable period before the outbreak,
which was also consistent with the development of the event
itself. Combined with the text data, the accident did not
arouse public attention immediately after its occurrence but
took a period of fermentation before it finally aroused public
opinion. Among them, the mean value of the derived public
opinion data in Figure 4(c) was about 73.97, the standard
deviation was about 294.524, the maximum value was 3117,
the minimum value was 0, the skewness was 7.673, and the
kurtosis was 68.851. Moreover, the fluctuation range of the

data was large, and the characteristics of the peak were very
obvious and skewed to the right. In Figure 4(d), the mean
value of the derived public opinion data was 1.60, the
standard deviation was 0.371, the maximum value was 47,
the minimum value was 0, the skewness was 6.505, and the
kurtosis was 49.248, showing obvious characteristics of
sharp peak and right skewness, but the range of data changes
was smaller than that in Figure 4(c).

Based on Figures 4(e) and 4(f), the variation of the
derived topics of the public health event over time scales was
reflected. Compared with other types of emergencies, the
time-series images of the public health event showed unique
characteristics. According to Figures 4(e) and 4(f), we can
intuitively feel the difference in the propagation of derived
topics. The former fluctuated more violently and experi-
enced several successive periods of fluctuation, while the
latter erupted more gently and discontinuously. Combining
the textual data, we found that this was due to the nature of
the selected public health event. The frequent occurrence of
COVID-19 around the world and its great depredation had
attracted more attention and discussion on the derived topic
of “the news media reported the situation of the epidemic,”
and its popularity remained high. The change in the timing
trend of the topic “the public accused officials of shirking
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FIGURE 4: Actual and predicted values with ARIMA models in derivative topic. (a) Natural disaster 1. (b) Natural disaster 2. (c) Accident 1.
(d) Accident 2. (e) Public health 1. (f) Public health 2. (g) Social security 1. (h) Social security 2.

their responsibility” was due to the influence of the press
conference and the improvement of the way to deal with the
epidemic, and the popularity did not last and gradually
faded. In short, the reason why the opinion dissemination of
public health events on temporal networks was different
from other emergencies was mainly related to the charac-
teristics of public health events themselves. Different from
other emergencies, public health events tended to last for a
long time and were prone to drastic changes under the
influence of the external environment. In addition, com-
pared with other events, public health events had a wider
range of regional impacts, and the extent of impacts varied
with the governance measures and environmental differ-
ences in different regions. In Figure 4(e), the mean value was
209.21, the standard deviation was 243.799, the maximum
value was 1811, the minimum value was 0, the skewness was
2.494, and the kurtosis was 10.211. The data fluctuated
sharply, with a large number of peaks, and had obvious
right-skewness characteristics. In Figure 4(f), the mean
value was 31.16, the standard deviation was 81.708, the
maximum value was 634, the minimum value was 0, the
skewness was 5.219, and the kurtosis was 31.352. Compared
with Figure 4(e), the mean value was smaller and the
fluctuation was relatively gentle, but the sharp peak and right
skewness were more obvious.

Based on Figures 4(g) and 4(h), we can observe the
changes of the derived topics of the social security event on
temporal networks. Both of them experienced relatively
intense fluctuations at the beginning of the event, and as
time goes on, the heat gradually cooled down and the curve
gradually became flat. In Figure 4(g), the mean value of the
data was 140.55, the standard deviation was 646.252, the
maximum value was 6208, the minimum value was 0, the
skewness was 6.929, and the kurtosis was 55.914. The
fluctuation of the data was relatively violent, and the feature
of the peak was especially obvious, and it was right-skewed.
In Figure 4(h), the mean value of the data was 7.511, the
standard deviation was 92.606, the maximum value was 703,
the minimum value was 0, the skewness was 5.319, and the

kurtosis was 30.702. Compared with the mean value of
Figure 4(g), the fluctuation of the data was relatively gentle,
and the characteristics of sharp peak and right skewness
were not obvious.

5.4. Sentiment Analysis of Derived Public Opinions Based on
Time Series. After sentiment classification of public opinion
data sets by the biLSTM model, we gave each text data the
corresponding positive sentiment or negative sentiment
label and established a derivative public opinion data set
through data screening. Then, we extracted the positive
sentiment data set and negative sentiment data set from the
derived public opinion data sets respectively and established
the ARIMA model to analyze them on temporal networks.
Among them, the ARIMA model test results of the senti-
ment data set derived from public opinion are shown in
Table 6. In addition, we selected appropriate model coeffi-
cients to draw a map of the evolution of positive and negative
sentiments derived from public opinion in the time series.
The fitting degree of the selected model was higher than that
of other coefficient values, which achieved better results, and
also met the conditions that the residual sequence was
uncorrelated and the outlier value was 0.

After determining the coefficients of the time series
models of positive and negative sentiments, we drew the
corresponding time series maps of public opinions derived
from emergencies. For example, the evolution trend of
positive sentiment derived from public opinion over time is
shown in Figure 5. The legend was consistent with the time
series of the topic. The red and blue curves represent the
actual and predicted values, and the purple and pink curves
represent the upper and lower limits of confidence intervals,
respectively.

It can be seen from Figures 5(a) and 5(b) that the public
opinion derived from the type of the natural disaster event
had a relatively obvious positive sentiment fluctuation at the
initial stage of the event, and it was relatively gentle as time
goes on. Combined with the text material, it mainly came
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TaBLE 6: ARIMA model test results of the sentiment data set.
T Positive sentiment Negative sentiment
es
P Model Stationary R BIC Model Stationary R BIC
N-01 ARIMA (6, 2, 16) 0.677 12.001 ARIMA (5, 2, 10) 0.707 12.862
N-02 ARIMA (6, 2, 3) 0.660 6.588 ARIMA (5, 2, 6) 0.656 8.026
A-01 ARIMA (12, 2, 14) 0.776 11.891 ARIMA (8,2, 1) 0.707 2.717
A-02 ARIMA (12, 2, 16) 0.805 3.655 ARIMA (4, 2, 1) 0.717 1.086
P-01 ARIMA (10, 2, 8) 0.691 10.900 ARIMA (8, 2, 10) 0.694 6.378
P-02 ARIMA (8,2, 1) 0.688 8.302 ARIMA (8, 2, 3) 0.676 4.906
S-01 ARIMA (4, 2, 2) 0.711 13.463 ARIMA (3, 2, 2) 0.650 13.907
S-02 ARIMA (3,2, 1) 0.549 10.362 ARIMA (3, 2, 3) 0.450 7.313
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FIGURE 5: Actual and predicted values of ARIMA model in positive sentiment. (a) Natural disaster 1. (b) Natural disaster 2. (c) Accident 1.
(d) Accident 2. (e) Public health 1. (f) Public health 2. (g) Social security 1. (h) Social security 2.

from the public’s respect and love for the heroes that
emerged at the beginning of the event. Compared with
Figure 5(a), the positive sentiment in Figure 5(b) formed a
wave peak again at the end of time and became the focus of
people’s attention. This was because the announcement of
the list of heroes suffering in emergencies at this time caused
people to spontaneously form respect and gather positive
sentiment.

According to Figures 5(c) and 5(d), it can be found that
the sentimental evolution of public opinions derived from
the accident was similar to the topic evolution map, both of
which realized rapid outbreak after fermentation. Combined
with the materials, the positive sentiment gathered at this
time was mostly from the recognition of the emergency
management department’s handling speed and handling
methods, as well as the admiration of the disaster victims’
tenacious will to survive.

Based on Figures 5(e) and 5(f), we can observe the
evolution of positive sentiment of the public health event in
time series. The former formed a continuous outbreak of
fluctuations in the transmission process, and the sympathy
and encouragement of people around the world for the
victims of the disaster became the mainstream of commu-
nication on social media. The latter had undergone a period
of fermentation. It was not until the specific ways and ar-
rangements of the event emerged that positive sentiment
emerged from the public, which mainly focused on the
prayers and wishes for the victims.

According to Figures 5(g) and 5(h), we can observe the
evolution process of the positive sentiment of the social
security event in the time series. The fluctuation trend of the
two was relatively similar, both of which presented inverted
“U” fluctuation at the initial stage of the outbreak of the
event. The content of the material focused on the hope that
public justice can be protected and the relevant system can
be improved. Meanwhile, it was also the joy of the success of
rescuing hostages and the recognition of rescuers.

When an emergency occurs, the distribution of negative
sentiment derived from various public opinions in the time
series is shown in Figure 6. From Figures 6(a) and 6(b), it can

be found that the negative sentiment change of public
opinion derived from the natural disaster event in the time
series presented an “M” shape and had a long tail effect. The
burst curve of negative sentiment was similar to that of
positive sentiment, both rising sharply at the onset of the
event, but the difference was that the duration of negative
sentiment was shorter than that of positive sentiment.
Combined with the text, it may be related to the media
propaganda content. At the initial stage of the event, relevant
media publicity focused on the economic losses and human
casualties caused by the natural disaster, but after the out-
break of the event, it focused on paying tribute to the heroes
emerging from the emergency and praising the people’s
spirit of protecting their homes, which gathered more
positive sentiment rather than negative sentiment.

Figures 6(c) and 6(d) show the change of negative
sentiment in the time series of public opinions derived from
the accident, which were similar to positive sentiment. The
outbreak of negative sentiment was mainly concentrated in
the intermediate stage after the occurrence of the accident,
which was related to the lag of public attention caused by the
accidents. With positive sentiment being different, negative
sentiment also produced intense fluctuation change but far
less than on a change in positive sentiment. This may be
because, after the event, the rescue workers searched the
relevant locations of the victims in time and made supplies,
which weakened the formation of negative emotions such as
anxiety and fear.

According to Figures 6(e) and 6(f), we can observe the
negative sentiment change of public opinion derived from
the public health event in the time series, and the trend of
curve change was consistent with the positive sentiment. The
curve of negative sentiment in Figure 6(e) fluctuated up and
down continuously, while the curve of negative sentiment in
Figure 6(f) formed a sharp outbreak trend after passing the
lag period in the initial stage. Combined with the text, this
may be determined by the nature of the study of the public
health emergency. Although COVID-19 had brought heavy
disasters to the people of the world, people were also inspired
by the heroes emerging from the disasters. In addition, the
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FIGURE 6: Actual and predicted values of ARIMA model in negative sentiment. (a) Natural disaster 1. (b) Natural disaster 2. (c) Accident 1.
(d) Accident 2. (e) Public health 1. (f) Public health 2. (g) Social security 1. (h) Social security 2.



20

Surprise

Happiness

Fear

Sadness

Natural disaster 01
Natural disaster 02
Accident 01
Accident 02

Complexity

Disgust

> {Like

Public health 01
Public health 02
Social security 01
Social security 02

F1Gure 7: Multidimensional emotion radar diagram of public opinion derived from emergencies.

continuous overcoming of the epidemic management dif-
ficulties had brought confidence to the people, and positive
sentiment and negative sentiment were accompanied by
each other.

Based on Figures 6(g) and 6(h), it can be found that the
emotional distribution of public opinions derived from the
social security event in the time series was similar to positive
sentiment, both of which showed an inverted “U” shaped
trend. But the evolution curve of negative sentiment was
steeper and more dramatic, and it was also associated with
the rapid changes of social security events, which were less
predictable. When the hostage taker made the corre-
sponding action of threatening the hostage, the negative
sentiment of the public was produced sharply and fluctuated
accordingly.

Combined with the above analysis, we found that the
evolution and distribution of public opinions derived from
different types of events were significantly different in time
series. Based on the topic analysis, it was found that
influenced by the nature of events, the evolution of the
derived topics of the public health event in time series was
more volatile than that of other emergencies and fluctuated
continuously with time. In addition, it also had a certain

continuity. This was also because the public health event was
dynamic in time and a long-term process of continuous
development. In space, it involved the vast majority of
people and had a broader scope of time and space. From the
sentiment analysis, it was found that the positive and
negative sentiments of the public health event were similar
to those of other emergencies, and both had a certain range
of ups and downs. But more than any other emergencies, the
emotional evolution of the public health event had spiked
and revived rather than leveling off over time. At the same
time, the occurrence curve of positive sentiment and neg-
ative sentiment in the public health event was closer, and the
disasters brought by the epidemic caused people to con-
tinuously form negative sentiment. However, the formation
of negative sentiment was not independent, and the
emergence of heroes in the public health event and the good
news of overcoming difficulties would also promote the
generation of positive sentiment.

5.5. Emotional Distribution of Derived Public Opinion in
Emergencies. To have a deeper understanding of the emo-
tional dynamics of public opinions derived from
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emergencies in social media, we further subdivided senti-
ments into seven emotion types: “like,” “fear,” “sadness,”
“surprise,” “anger,” “happiness,” and “disgust,” and used the
radar chart to describe the distribution of each derived
public opinion on different emotions. The details are shown
in Figure 7. To facilitate the understanding of the graph, we
took the logarithm of the number of microblogs containing
different emotions.

As can be seen from Figure 7, in the derived public
opinion of various emergencies, the emotion of like occupies
a dominant position. Combined with the text materials, the
emotion of like mainly came from paying tribute to the
heroes who emerged in the emergency. Despite the huge
material losses and casualties caused by all kinds of emer-
gencies, the heroic deeds and the spirit of cooperation that
emerged in the emergencies also brought hope to the public.
Among them, compared with other emergencies, the dis-
tribution of public opinion derived from public health events
was also in the first place. This may have something to do
with the fact that the public health event was larger in scope
and involved the largest number of people, resulting in the
largest number of heroic acts and acts of resistance. Sec-
ondly, disgust and sadness played an important role in the
derivative public opinion of all kinds of emergencies.
Combined with the text materials, the aversion mainly came
from the resistance of the public to the disaster and the
resistance to some behaviors of seeking personal interests
during the disaster. Much of the sadness came from
mourning the loss of life. This finding also corresponds to
our previous conclusion that the spread of derived public
opinions in social media was accompanied by the spread of
different emotions, and the distribution of emotions also
helped us to further understand the influence of derived
public opinions.

6. Conclusion

In this paper, the main research object of our study was the
public health emergency, and through the comparison with
the natural disaster, accident, and social security emergency,
we revealed the evolution law of public opinion on temporal
networks. Firstly, we used the topic clustering method to
construct the topic model of emergencies and divided the
identified topics into original topics and derived topics.
Secondly, we extracted the derived topic data set according
to the keywords of the derived topics and used the sentiment
classification model to assign the corresponding sentiment
labels to the text data. Finally, we used the time series model
to analyze the formation and evolution rules of public
opinions derived from emergencies and compared the topic-
sentiment evolution rules of the public health event with
other emergencies in common and different.

It is found that compared with other types of emer-
gencies, the public opinions derived from the public health
event had unique characteristics in the evolution of topics
and sentiments. In the topic analysis, the public opinion
derived from public health events had more obvious dy-
namic characteristics and fluctuated with time. Through
sentiment analysis, it was found that the public opinion
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curve derived from public health events had more spikes and
did not gradually stabilize over time, but formed a new
growth curve. But at the same time, combined with the text
materials, it was found that the government’s measures and
media reports would deeply affect the fluctuations of public
opinion derived from emergencies on temporal networks.
The public not only paid attention to the development of
original events but also paid great attention to the devel-
opment of derivative public opinions. Through correlation
analysis, we can have a clearer understanding of the
propagation characteristics of derived public opinions on
temporal networks. At the same time, it can also make a
certain contribution to the emergency management of
public opinion, reduce the public’s negative emotions, and
maintain the network order and society.

By using deep learning methods, we can more easily
understand the propagation and evolution of public health
events on temporal networks. However, there is still room
for further development of the relevant research carried out
by the deep learning method in this paper, such as selecting a
more appropriate clustering model and classification model
and selecting larger data sets for training. We will also take
this study as a starting point and carry out further research in
the future.
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After the occurrence of public health emergencies, due to the uncertainty of the evolution of events and the asymmetry of
pandemic information, the public’s risk perception will fluctuate dramatically. Excessive risk perception often causes the public to
overreact to emergencies, resulting in irrational behaviors, which have a negative impact on economic development and social
order. However, low-risk perception will reduce individual awareness of prevention and control, which is not conducive to the
implementation of government pandemic prevention and control measures. Therefore, it is of great significance to accurately
evaluate public risk perception for improving government risk management. This paper took the evolution of public risk
perception based on the COVID-19 region as the research object. First, we analyze the characteristics of infectious diseases in the
evolution of public risk perception of public health emergencies. Second, we analyze the characteristics of risk perception
transmission in social networks. Third, we establish the dynamic model of public risk perception evolution based on SEIR, and the
evolution mechanism of the public risk perception network is revealed through simulation experiments. Finally, we provide policy
suggestions for government departments to deal with public health emergencies based on the conclusions of this study.

1. Introduction

After the occurrence of public health emergencies, due to the
uncertainty of the evolution of events and the asymmetry of
pandemic information, the public’s risk perception will
fluctuate dramatically. The public takes various protective
measures, such as collecting relevant information about the
pandemic, forwarding and spreading information about the
pandemic, producing violent emotional reactions, buying
protective goods, and even leaving the pandemic area [1, 2].
In early March 2020, more than 50,000 people across the
country were surveyed about their psychological stress and
emotional state according to the Shanghai Mental Health
Center; the survey showed: about 35% of the interviewees
suffered from psychological distress and had obvious
emotional stress reaction; about 5.14% of the interviewees
suffered from serious psychological distress. During

COVID-19, there has been frantic buying of face masks and
disinfectants across the country and around the world.
Moreover, public risk perceptions are highly contagious, and
excessive risk perceptions by some members of the public
can lead to irrational behavior by more members of the
public, jeopardizing social harmony and stability. Therefore,
we should pay attention to the public’s risk perception and
emotional guidance, face up to the psychological needs of the
public to vent their emotions, and reasonably guide the
public’s emotional fluctuations and behavioral reactions.
These become an important task of COVID-19 pandemic
prevention and control [3].

Public risk perception refers to the concern or anxiety
expressed by the public about something [4], which reflects
the process of the public’s subjective evaluation of a specific
risk state [5, 6]. When the public is aware of risks, it
stimulates the psychological state of coping with risks and
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further generates the demand for risk-related information
and emergency behavior based on subjective judgment. Too
high risk perception often leads the public to overreact to
risk events, resulting in a variety of irrational and unnec-
essary behaviors, which have an unnecessary impact on
economic development and social stability. However, when
risk perception is too low, the public may give up taking
effective self-protection behaviors. Public risk perception is a
collection, selection, and understanding of the process of
crisis information and response [7, 8]. In the all-media
information age dominated by the network, the public’s
information demand, information channel, and information
content are characterized by diversification and complexity.
It leads to dynamic change and unpredictability of public
risk perception, which further increases the difficulty of
health emergency prevention and control.

Therefore, after the occurrence of major public health
emergencies, the dynamic evolution law of public risk
perception along with the development of the events should
be grasped. It is helpful for the government to adopt active
and effective risk management policies and measures.

2. Literature Review

2.1. Risk Perception. Scholars generally believe that the
public’s risk perception is mainly affected by individual
characteristics, time, event progress, risk information, and
other factors [9]. A questionnaire survey through a psy-
chological scale is the most effective method to study the
influencing factors and differences of risk perception. Pea-
cock et al. take hurricane as the research scenario and ex-
plore the influencing factors of the formation process of
public risk perception from two dimensions of socioeco-
nomic and demographic characteristics [10]. In order to
study the characteristics and influencing factors of public
risk perception, Slovic carried out a series of empirical
studies and summarized 15 different characteristics of risk
perception [11].

In the field of behavioral science and psychology, many
scholars focus on the important role of memory in indi-
vidual behavioral decision-making [12], Most of their re-
search results support that individual memory system has a
decisive influence on behavioral decision-making [13].
Welch et al. believed that the information obtained through
news media and informal communication channels of social
networks all belonged to the information used for behavioral
decision-making in the individual memory system [14]. The
same conclusion can also be reached when scholars intro-
duce individual memory to build mathematical models. For
example, Mullainathan took consumers’ memories of pre-
vious products and wages as the basis for purchasing de-
cisions and constructed a consumer memory decision model
[15]. Mehta et al. studied the relationship between con-
sumers’ forgetting rate of brands and purchasing decisions
and believed that when consumers are faced with many
brands, their memory and perception of these brands play an
important role in consumers’ choice [16]. Wei et al. con-
structed an evolution model of individual memory per-
ception and corporate reputation to study the optimal
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strategy of CSR activities of enterprises [17]. Wei et al. in-
troduced the recency effect, Lenovo effect, and read-back
effect and built the public risk perception evolution model
based on crisis information flow. This model uses the crisis
information growth model, stakeholder influence model,
and stakeholder memory model to measure the process of
crisis information release, information diffusion, and in-
formation perception. The diffusion coeflicient and forget-
ting coefficient of crisis information are introduced to
explain the transmission mechanism of crisis information in
the population. It is found that there are lag effect, cumu-
lative effect, and jump phenomenon in the evolution of
public risk perception [18].

2.2. Communicable Disease Model Network Public Opinion
Spread. The infectious disease model is a mathematical
model that uses an ordinary differential equation to describe
the spread and prevalence of the infectious disease. Consider
the similarity between the spread of information and the
spread of infectious diseases. Daley et al. applied the infectious
disease dynamics model to information transmission, di-
viding individuals into three categories: susceptible, sprayer,
and immune and then constructing the classic DK model [19].
Subsequently, some scholars further refined the communi-
cation process and improved the model [20, 21]. However,
with the rapid development of information technology and
the explosion of social networks, the mode of information
transmission has undergone profound changes. The classical
infectious disease model can no longer accurately describe the
geometric progression fission propagation process of network
information [22]. One of the important reasons is that the
spread of infectious diseases is unconscious, and the trans-
mission of diseases by infected people is not based on people’s
subjective will. However, the essence of information com-
munication is social communication, and further research
needs to consider the attributes of network information
content, public society, and other factors [23-25].

Shang et al. integrated the social network and communi-
cation dynamics model and proposed a simulation planning
method taking public emergencies as scenarios [26]. Zhu et al.
[27] established an infectious disease model based on the
transmission rules of the Ebola virus. Wang et al. considered
the interdependence of online and offline activities and con-
structed an information transmission model of a two-layer
social network based on complex network theory and com-
munication dynamics [28]. Liu et al. considered the influence
of network dynamic evolution and constructed a dynamic
network diffusion information transmission model of public
emergencies [29]. Wang et al. defined the types of the public
and the role of government intervention, and combined with
the characteristics of emergency information communication,
they constructed a public opinion communication control
model under government intervention [30]. Zhong et al
considered the relationship between public status transition
and the influence of government intervention, constructed the
SEIRS model of public opinion communication control under
government intervention, and used control factors to realize
effective intervention of online public opinion in emergencies
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[31]. Yin et al. [32] considered that users may enter into another
related topic after discussing one topic and proposed a multi-
information susceptibility discussion immunity (M-SDI)
model, effectively predicted the trend of online public opinion
communication of public health emergencies through the
fitting analysis of COVID-19 public opinion data obtained
from China’s Sina Weibo. Wang et al. analyzed the mutual
influence of multiple public opinion communication and the
rule of state transfer among different groups after an emer-
gency occurred and proposed the 3SI3R model [33].

So that’s all, at present, the research on infectious disease
models is relatively mature, and most of them are applied in the
field of information dissemination and network public opinion
dissemination. However, there are few literature on the evo-
lution of applying the infectious disease model to public risk
perception. Therefore, in the context of COVID-19, this paper
analyzes the spread characteristics and rules of public risk
perception by using the infectious disease model. Considering
the propagation properties of the social network, such as social
reinforcement effect, containment mechanism, and forgetting
mechanism, we constructed the evolution dynamics model of
public risk perception based on SEIR, which better delineated
the evolution of public risk perception and provided decision-
making suggestions for the government in formulating the risk
management of public health emergencies.

3. Model Construction

3.1. Characteristics of the Evolution of Public Risk Perception in
the COVID-19. The essence of an infectious disease is that
the carrier of the pathogen transmits its own germs to the
person who comes into contact with it through contact with
other individuals. In the context of COVID-19, the spread of
public risk perception has the characteristics of infectious
disease, and individuals who perceive risk will transmit their
perceived risk to other individuals who communicate with
them through various communication channels. The
transmission of infectious diseases between hosts needs to
break a certain threshold, and the spread of the public’s
perceived risk in the context of COVID-19 also needs certain
conditions, as the perceived risk exceeds their own tolerance.
Therefore, in the context of COVID-19, the spread of public
risk perception has the characteristics of risk sources,
transmission media, infectivity, and immunity.

3.1.1. Risk Source. The source of risk is the precondition of
risk transmission. If there is no source of risk, there is no risk
transmission. Risk sources are equivalent to pathogens in
infectious diseases. The public health emergency caused by
the COVID-19 outbreak in late December 2019 is a risk
source for the spread of public risk perception. As the core of
the process of risk communication, the source of risk causes
public panic and panic buying of medical equipment
depending on the communication media.

3.1.2. Propagation Medium. The transmission medium is
the carrier of risk source transmission. After the outbreak of
COVID-19, the media of public risk perception are the

Internet, TV, newspapers, Weibo, and other mass media.
The pandemic information permeates the entire social cy-
berspace, and the public receives the pandemic information
and transmits the perceived risk incorrectly, thus causing
panic among the general public.

3.1.3. Contagious. Infectivity is the most fundamental
characteristic of infectious diseases. If there are only path-
ogens and infectious media, but pathogens do not have
infectivity, they do not belong to infectious disease. Risk
source of contagion will spread the risk to the environment,
when individuals perceive more risk than they can bear, they
will spread the risk perception to the outside world through
their closely related kinship, work and neighborhood
relationships.

3.1.4. Immunity. Some people are immune to certain in-
fections because they have antibodies or have been vacci-
nated against them. In the process of risk transmission
caused by the outbreak of COVID-19, some individuals
show different immunity based on their psychological
quality and knowledge. For example, individuals with poor
mental health and inadequate knowledge of novel corona-
virus and the spread of the virus have much lower immunity
than individuals with high mental health and abundant
protective behaviors against COVID-19. At the same time,
the individual’s gender, personality, and living environment
will affect their immune ability.

Therefore, in the context of COVID-19, the transmission
process of public risk perception has the characteristics of the
transmission process of infectious diseases. The infectious
disease model is used to analyze and simulate the transmission
process of risk perception so as to understand the principle of
risk perception transmission and provide a reference for the
formulation of risk perception control measures.

3.2. Factors Influencing the Evolution of Public Risk Perception.
Public risk perception is widely spread through the Internet,
TV, newspapers, Weibo, and other mass media in the social
network space such as the circle of relatives, neighbors, and
friends who are closely related to individuals. The dissem-
ination of public risk perception is a complex process, which
is not only affected by individual factors such as interin-
dividual intimacy, knowledge background, and life experi-
ence [34-36] but also affected by social factors such as
information memory effect, social reinforcement effect,
interest attenuation effect, containment mechanism, au-
thority effect, broken window effect, and responsibility
dispersion effect [37-40]. This paper focuses on the influence
of the forgetting mechanism, social reinforcement effect, and
containment mechanism on public risk perception
transmission.

3.2.1.  Forgetting  Mechanism. German  psychologist
Ebbinghaus revealed the nonlinear attenuation of infor-
mation value with the passage of time through the method
of relearning. It reflects the significant impact of



attenuation characteristics on information dissemination.
Relevant literature call this phenomenon a forgetting
mechanism [41], and it is proved by simulation that this
mechanism can inhibit information diffusion and reduce
the scale of information dissemination [42]. Scholars have
shown that the rate of forgetting has a significant impact on
the density of spreaders and immunizers in rumor-
spreading experiments. The higher the forgetting proba-
bility or the faster the forgetting speed, the weaker the
spreading power of rumors [43]. Then, in major public
health emergencies, the public risk perception transmission
characteristics will be the same.

3.2.2. Social Reinforcement Effect. In the process of infor-
mation transmission, individuals tend to be skeptical of
information, and the probability of transmitting information
after receiving it only once is very limited. However, if the
neighbor repeatedly prompts the same information so that
the individual receives the same information many times,
the probability of the individual believing the information
and spreading it will greatly increase. In social networks,
information is dense, and a lot of information is mixed with
truth and false. It is difficult for ordinary people to make a
reasonable judgment. At this time, most people will use
others’ judgment to form their own opinions. Therefore, the
social reinforcement effect is very obvious in the information
dissemination of social networks.

Literature [44] constructed a rumor propagation model
with social reinforcement effect and interest attenuation
effect based on the social network and believed that the social
reinforcement effect and interest attenuation effect would
simultaneously act on the propagation state node, which
would be converted into the connected state by interest
attenuation effect, and the connected state would be con-
verted into the propagation state by the social reinforcement
effect. Therefore, this paper defines the propagation prob-
ability function of public risk perception in the social net-
work caused by the social reinforcement effect as follows:

A(m) =1-(1-Be ", (1)

where f is the initial transmission rate, which represents the
probability that an individual will transmit the pandemic
information after receiving it only once; b is the strength-
ening factor; and m is the number of messages received when
m=1and A(1) = f.

Figure 1 shows that under the action of different rein-
forcement coefficient b, the propagation probability of in-
dividual risk perception changes with the change of m. Initial
value A (1) = 8 = 0.5 represents the transmission probability
of risk perception of susceptible individuals receiving in-
formation of an pandemic.

Based on the above considerations, this paper focuses on
the local environment of individuals to describe the for-
getting mechanism, social reinforcement effect, and con-
tainment mechanism of the spread of public risk perception
and analyzes how these factors affect the spread of risk
perception through simulation.
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Ficure 1: Influence of different reinforcement coefficients on
propagation probability.

3.3. Dynamic Evolution Model of Public Risk Perception in
COVID-19. The individual in the social network is repre-
sented as the node in the network, and the relationship
between individuals is represented by the connection be-
tween nodes, so the social network is represented as a
concrete network structure. The individuals in the social
network are represented as nodes in the network, and the
relationships between individuals are represented by the
links between nodes, thus representing the social network as
a specific network structure. In the process of risk perception
propagation, it can only be propagated between neighboring
nodes. When a node propagates risk perception to its
neighboring nodes, if the neighboring nodes choose to
believe and accept the information, then the neighboring
nodes continue to propagate risk perception to its neighbors.
If the neighboring node does not accept the risk perception,
the neighboring node does not propagate it again.

When the risk perception spreads from the risk source
to the whole network, there will be different psychological
states for the same information due to the different in-
terests and knowledge of nodes in the network. Therefore,
nodes have different attitudes on whether to accept the
spread of risk perception and ultimately lead to different
trends in the spread of risk perception. So that, the nodes
in the social network can be divided into four states: the
susceptible state (S), the latent state (E), the onset state (I),
and the recovering state (R). Among them, the susceptible
state refers to the public who has not received the pan-
demic information. The latent status refers to receiving
information but not disseminating risk perception. In
other words, it refers to receiving pandemic information
for the first time and perceiving risk but not breaking one’s
maximum risk tolerance. The onset state refers to the state
of panic and anxiety when receiving information, which is
spreading risk perception. The recovery status refers to
the public who rationally see the pandemic and do not
spread it.
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The proportions of these four groups in the total pop-
ulation at time ¢ are, respectively, S(t), E(t), I(t), R(t), and
SH)+E()+I(t)+R(t)=1.

Considering the social reinforcement effect, forgetting
mechanism, and containment mechanism of public risk
perception, the following risk perception communication
rules are proposed:

(1) When the susceptible individual S; receives the in-
formation transmitted from an infected individual
I;, the susceptible individual S; may change to the
latent state E; with probability & or may change to the
onset state I; with the initial rate of transmission f3
and transmit the pandemic information to other
individuals. The state transition can be expressed as
follows:

a B
Si+1;, — E+I1,S+1;, — L;+1; (2)

(2) The nodes in the latent state are suspicious of the
pandemic information and will receive the infor-
mation transmitted from the nodes in the neigh-
boring pandemic state many times. Under the
influence of the social reinforcement effect, the nodes
in the latent state E; will be transformed into the
onset state I; with the probability of transmission A.
The latent node E; that has not been transformed
into the disease state may be transformed into the
recovering state R; with probability 6. The E; tran-
sition process of the latent state can be expressed as
follows:

E, -5 I,E -5 R. (3)

(3) Since the onset node has already believed the pan-
demic information and spread it, the transmission
state will not be affected by the social strengthening
effect. However, the onset state I; is affected by the
social containment mechanism, the nodes in the
onset state I; will be transformed into the recovery
state R; with the probability of transmission . The I;
transition process of the onset state can be expressed
as follows:

I, R, (4)

(4) With the passage of time, the recovering state R; was
affected by the amnesia mechanism and changed to
the susceptible state S; with a probability of 6. The R;
transfer process of the healing state can be expressed
as follows:

R 5. (5)

1 1

According to the above analysis, the evolution model of
the public risk perception network in COVID-19 is shown in
Figure 2.

In summary, the public risk perception communication
dynamics model is as follows:

5
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| !
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; ]
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FIGURE 2: State transition diagram of social network nodes.
% = —aS(t)I(t) — BS(t)I(t) + OR(2),
% =aS(H)I(t) —AE(t) - OE(t),
(6)
% = BS()I(t) + AE(t) — eI (t),
% = OE(t) + eI (t) — 6R(¢).

3.4. Analysis of the Basic Reproduction Number of the Model.
In this paper, the next-generation matrix method is used to
calculate the basic reproduction number R,

States 1, 2, 3, and 4 represent the states of E, I, S, and R,
respectively. The density of class 4 node states is denoted by
x;, that is x = (x}, X, x3,%,)". Constructor F(x): F;(x)
represents the probability of new diseased nodes in state i;
according to the above information, when i = 1, the prob-
ability of new diseased node in latent state E is aSI; when
i = 2, the probability of new diseased node in onset state is
BSI; and when i = 3,4, there were no new disease nodes in
susceptible nodes and recovered nodes. Therefore,

F,(x) aSI

_ F, (x) B BSI
F(x)= E () 1o | (7)

F,(x) 0

Constructor V(x): V,(x), V,(x), V5(x), and V,(x),
respectively, represents the probability of change of state
nodes of E, I, S, and R; hypothesis V; (x) = V; (x) - V] (x),
where V7 (x) represents the probability of changing from
another state node to the i state and V; (x) represents the
probability of transition from the i state node to another
state; therefore,

V,(x) AE + OE
Vv [ - AE
vin=| 2 ) . (8)
V5 (x) aSI + BSI -8R
V, (%) SR — 0F — ¢l



Obviously, when there is no diseased node in the net-
work system, all nodes are susceptible to infection, that is,
E, = (0,0,8%,0) is the equilibrium point of the system, The
derivative of F (x) and V (x) at E, is as follows:

DF (E,) =<F 0),

00 )
DV (E,) (V ) )
YN L
where
0«
i < 0B )
10
(A +6 0 ) (10)
V= .
-1 ¢
Therefore, we calculated that
al o
A+0)c ¢
FV''= . (11)
Br B
(A+0)k ¢

The spectral radius of FV ™! is expressed as p (FV 1), that

is, the basic regeneration number R, is
1y ar+B(A+0)

In the analysis of the network information transmission
process, the basic regeneration number R, is an important
parameter to measure whether network information can be
spread on a large scale. It represents the average number of
people affected by introducing a disease state node when all
the network space is susceptible to infection without in-
tervention. When R, < 1, the network information will not
be widely diffused. When R, > 1, the network information
will present a large-scale diffusion trend.

It can be seen from equation (12) that the basic re-
generation number is closely related to the social effects of
public risk perception, and these social effects have an
important influence on whether the public risk perception
spreads on a large scale. Among them, when other factors
remain unchanged, the initial transmission rate of public
risk perception keeps increasing, so that the basic regen-
eration number R, gradually changes from a value less than
1 to a value greater than 1, and the public panic gradually
spreads. With the increase of the basic regeneration number
R, the diffusion scale becomes larger and larger.

4. Numerical Simulation and Analysis

This part will verify the rationality and stability of the evo-
lutionary model of public risk perception through simulation
experiments and analyze the propagation mechanism of risk
perception. In the simulation experiments, the initial condi-
tions given are: S(0) =1, E(0) =0.00, I(0) =0.00, and
R(0) = 0.00.
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4.1. Analysis of the Density of State Nodes in the Network.
Set the initial parameter to «=0.2,8=0.51=0.5
0 =0.3,e = 0.2, = 0.1 and substitute into equation (12); the
calculation gives the basic regeneration number R, as 3.125,
The theory suggests that public risk perceptions undergo mass
diffusion, which is consistent with the results in the figure.

From Figure 3, it can be seen that the node density of the
susceptible state decreases rapidly at the initial stage and
eventually tends to stabilize; the node density of the latent state
increases rapidly to a peak of 0.31, then gradually decreases,
and eventually tends to 0; the node density of the pathogenic
state increases rapidly at the early stage of propagation and
reaches a peak of 0.63, after which the node density gradually
decreases and eventually stabilizes at 0.32; the node density of
the healed state rapidly increases during the propagation
process and eventually reaches a stable at 0.61. The density of
nodes in the healed state increased rapidly during propagation
and eventually reached a stable level of 0.61.

4.2. Impact of Initial Propagation Rate on the Evolution of
Public Risk Perception. The node density of the morbidity
state represents the active degree of risk perception trans-
mission; the node density of the healing state represents the
degree of risk perception transmission final state. Therefore,
the impact of public health pandemics on public risk per-
ception is investigated by analyzing the change in node
density of morbidity and healing states with the initial
transmission rate f. Figures 4 and 5 depict how public risk
perceptions vary over time in terms of the density of mor-
bidity status and healing status under the influence of dif-
ferent initial transmission probabilities. Set the initial
parameter «=0.2,1=0.5,0=03,6=0.2,§ =0.1; take
three casesf = 0.2, = 0.5, and f = 0.8; and substitute into
equation (12); the calculation can get the basic regeneration
number R, as 1.625, 3.125, and 4.625, respectively; theoret-
ically, the public risk perception will carry out large-scale
diffusion, which is consistent with the results in the figure. As
can be seen in Figures 4 and 5, both the onset state and the
healing state R density maxima increase with increasing initial
transmission probability 8. That is, the greater the initial
probability of transmission, the more the public is inclined to
spread risk perceptions, and the shorter the time it takes to
reach the peak. After the node density of the disease state
reaches its peak, as the government’s emergency work ad-
vances, such as the effective implementation of pandemic
prevention and control measures, some members of the
public believe that the pandemic is temporarily controllable,
and the number of publics spreading information about the
pandemic begins to decrease, and eventually, all change to the
disease state. Therefore, the greater the initial rate of trans-
mission of public risk perception, the faster the network
transmission that is not only fast but also on a large scale.

4.3. The Impact of Social Reinforcement Effects on the
Evolution of Public Risk Perceptions. Set the initial parameter
toa=0.2,=0.50=0.3,e=0.2,§ = 0.1 and take the three
casesb=1,m=1,b=1,m=2, and b =2,m = 2. Figure 6
depicts the change in the density of morbidity status nodes
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FiGure 3: Trend of state changes of various nodes in the SEIR
model.
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FIGURE 4: Effect of initial transmission rate on the density of nodes
in the onset state.

over time for different social reinforcement effects on public
risk perception. As can be seen in Figure 6, the greater the
number of times an individual receives information about an
pandemic, the greater the density of morbidity status nodes,
for the same reinforcement factor. Similarly, the higher the
reinforcement factor, the higher the density of onset nodes,
given the same number of times an individual received
information about the pandemic. This suggests that the
public is more inclined to disseminate risk perceptions in the
presence of social reinforcement effects.

4.4. Impact of Containment Mechanisms on the Evolution of
Public Risk Perceptions. Set the initial parameter to « =
0.2,8=0.51=0.5,0=0.3,8 = 0.1 and take the three cases
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FIGurE 5: Effect of initial propagation rate on node density in the
healed state.
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FiGure 6: Effect of reinforcement effects on the density of nodes in
the onset state.

€=0.2, £=0.4, and &= 0.6. Substituting into equation
(12), the corresponding basic regeneration numbers R, are
3.125, 1.56, and 1.04, respectively, and the nodal densities
of onset states when public risk perception transmission
reaches stability are 0.27, 0.16, and 0.1, respectively. From
Figure 7, it can be seen that the maximum value of the
onset state node density decreases with the increase of the
containment mechanism e. Since ¢ represents the strength
of the containment mechanism, this means that the
stronger the containment mechanism, the easier it is for
the onset state nodes to be influenced by other nodes and
stop spreading, the faster the network reaches a stable
state, and the smaller the density of onset state nodes after
the network is stable. Therefore, the containment
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FiGure 7: Effect of containment mechanisms on node density in the
onset state.

mechanism curbs the spread of public risk perception toa
certain extent, reducing the speed and scope of
transmission.

4.5. The Impact of Forgetting Mechanisms on the Evolution of
Public Risk Perception. Set the initial parameter to
a=0.2,=0.5,1=0.5,0=0.3,¢ = 0.2; take the three cases
of § = 0.1, § = 0.4, and & = 0.7, and substitute into (12); the
corresponding basic regeneration numbers are all 3.125. The
node densities of onset states when network propagation is
stable are 0.28, 0.52, and 0.61, respectively.

As can be seen from Figure 8, the maximum value of the
onset state node density increases with the increase of the
forgetting rate 8. Since § represents the intensity of for-
getting, this means that the greater the degree of forgetting,
the easier it is for sick state nodes to forget the received
pandemic information and the easier it is for them to be-
come susceptible nodes again to receive pandemic infor-
mation and propagate risk perceptions, making the density
of sick state nodes greater when the network is stable.

5. Research Conclusions and
Policy Recommendations

5.1. Research Conclusions. In this paper, based on COVID-
19, first, we analyzed the infectious characteristics of public
risk perception in public health emergencies. Second,
according to the characteristics of public risk perception
transmission in social networks, we established the evolution
dynamics model of public risk perception and solved the
basic regeneration number. Finally, we revealed the evolu-
tion mechanism of the public risk perception network
through parameter selection and simulation experiments.
Therefore, the significance of this study is reflected in the
following three aspects:
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Figure 8: Effect of forgetting mechanisms on the density of nodes
in the onset state.

(1) Systematically summarize the characteristics of
public risk perception of infectious diseases in public
health emergencies, including risk sources, trans-
mission media, infectivity, and immunity. It pro-
vides a theoretical basis for the establishment of a
public risk perception model.

(2) Systematically analyze the influencing factors of
public risk perception of public health emergen-
cies. From two dimensions of individual and social
factors, we focused on analyzing the influence of
the forgetting mechanism, social reinforcement
effect, and containment mechanism on the spread
of risk perception and established the evolution
dynamics model of the public risk perception
based on SEIR. The stability of the model is proved
theoretically by solving the basic regeneration
number.

(3) The infectious disease model is applied to the evo-
lution model of risk perception of public health
emergencies; through simulation experiments, we
revealed the evolution mechanism of public risk
perception network. The greater the initial rate of
diffusion, the greater the speed and scope of network
diffusion; the stronger the social reinforcement ef-
fect, the greater the speed and scope of network
diffusion; the stronger the rate of forgetting, the
greater the speed and scope of network diffusion; and
the stronger the rate of containment, the weaker the
speed of network diffusion and the smaller the scale
of network diffusion.

5.2. Policy Recommendations. The conclusions of this study
can provide the following suggestions for relevant govern-
ment departments to deal with major public health
emergencies:
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(1) The government should immediately launch the
emergency plan to rescue the affected public, shrink
the scope of the emergency, reduce the level of the
emergency, cut down the influence of the emergency,
and weaken the public risk perception so as to reduce
the negative impact of the online public opinion of the
emergency and maintain social harmony and stability.

(2) The government should undertake the responsibility of
supervision, regulation, and management. First, on the
premise of satisfying the public’s right to know,
gradually relax the control on news media, and stan-
dardize the system of information disclosure and
dissemination. In the process of information disclo-
sure, the government should establish two-way com-
munication channels: on the one hand, timely inform
the public of the truth of the incident and, on the other
hand, invite experts to objectively analyze and release
authoritative information. Second, the government has
a responsibility to know the source of the public’s fear
and respect the public’s perception of risk. The risk that
may be overestimated by the public through various
ways has to be reduced, so as to reduce the public’s risk
perception level and relieve the public’s panic.

(3) News media should abide by professional ethics and
report objectively and fairly, which will help reduce
the risk perception of the public. The media is the
reporter of the risk information of public health
emergencies, the interpreter of dynamic informa-
tion, and the guide of the public’s risk perception.
After the occurrence of public health emergencies,
the public relies more on media reports because of
asymmetric information. Therefore, the media
should report information objectively, accurately
and timely so that the potential risks can be rec-
ognized by the public so as to cut down the public’s
risk perception and panic and ultimately reduce the
change from vulnerable groups to latent groups or
disease groups.

(4) The public should maintain a positive and optimistic
attitude, collect emergency information rationally
and objectively, and reduce the overestimated risk
perception because of information insufficient. In-
stead of passively receiving information, the public
should actively acquire and screen information. The
analysis must be rational and objective so as to avoid
herd behavior.

In a word, in the face of public health emergencies, the
government should establish an early warning and response
mechanism for public risk perception. The media should
report the emergency objectively and fairly in order to guide
public opinion correctly. The public should remain positive
and optimistic, enhance the awareness of discrimination,
reduce unnecessary panic, and improve the confidence to
overcome difficulties.
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Tuberculosis (TB) is a serious global health threat that is caused by the bacterium Mycobacterium tuberculosis, is extremely
infectious, and has a high mortality rate. In this paper, we developed a model of TB infection to predict the impact of saturated
recovery. The existence of equilibrium and its stability has been investigated based on the effective reproduction number R.. The
model displays interesting dynamics, including backward bifurcation and Hopf bifurcation, which further results in the stable
disease-free and stable endemic equilibria to be coexisting. Bifurcation analysis demonstrates that the saturation parameter is
accountable for the phenomenon of backward bifurcation. We derive a condition that guarantees that the model is globally
asymptotically stable using the Lyapunov function approach to global stability. The numerical simulation also reveals that the

extent of saturation of TB infection is the mechanism that is fuelling TB disease in the population.

1. Introduction

Modeling and simulation are significant decision tools for
controlling human diseases [1, 2]. Although every disease
demonstrates its own series of biological characteristics, the
models should be adjusted to every case in order to tackle
real-world scenarios [3, 4].

Tuberculosis (TB) kills more people every year than any
other infectious disease, including HIV and malaria, making
it one of the most serious global health challenges [5].
Despite the fact that TB is a curable and preventable disease,
it is still one of the top ten causes of mortality worldwide
[5, 6]. TB is usually caused by the bacterium Mycobacterium
tuberculosis. In 2018, there were 10 million new cases of TB
reported, with 8.6% of those living with HIV [5]. To be
infected with TB, a person just has to inhale a few TB
bacteria [5, 6]. The infection may also affect other areas of the
body, like the kidneys, brain, skin, and spine, in some cases.
The TB infection is not new to the community, yet it has a
long history of presence since antiquity in China, Egypt, and
India [7]. Tuberculosis is transferred from one infected

individual to another by germ-infested air droplets. When a
person with active tuberculosis germs spits, talks, coughs, or
sneezes, the TB germs are propelled into the air [5]. TB can
be contracted effectively from relatives and companions. An
individual becomes contaminated effectively when they
inhale a couple of TB germs. Approximately ten percent of
TB-infected people develop active TB infection, while the
other ninety percent remain latent [5]. TB infection is not
transmitted by people who are latently sick. Individuals with
TB may be identified by skin or blood testing. People with
immunocompromised diseases are more susceptible to TB
(HIV and diabetic patients). A cough that lasts longer than
three weeks, fever, coughing up blood, chest pain, fatigue,
weight loss, exhaustion, and night sweats are all symptoms of
active tuberculosis [5, 8]. TB is a transferable disease, which
can be treated with medication therapy [5, 8].

Treatment is a significant and viable technique that can
be used within a population to control the spread of in-
fectious diseases. In modeling techniques, the role of
treatment function addresses the likelihood of treatment
against the disease at a given time for each infected person.
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In standard epidemic models, the treatment rate is pro-
portional to the infective’s population size; however, in
general, the rate of recovery is determined by medical re-
sources such as medications, vaccinations, hospital beds,
isolation areas, and the effectiveness of the treatments. It is
understood in practice that societies have limited medical
services for the treatment of infections, so offering these
services places considerable pressure on facilities for public
health. It is therefore more realistic to consider treatment
functions of the saturated form, which appear to be large as
the number of infectives increases [9-11]. Wang and Ruan
[12] proposed an SIR model with a constant treatment as
follows:

1>0,

h(l){T’ (1)
0, I=0,

that modeled a treatment capacity limit. The following
piecewise linear treatment function was considered by Wang
and Ruan [12]:

i, 0<I<I,
h(I){ 2)

I, I>1,

where I, is the infectious threshold at which the healthcare
system gains capacity; that is, treatment rises linearly with I
until capacity is achieved, and then it takes its maximal
value, 7I. This appears to be more realistic than the standard
linear function. Eckalbar and Eckalbar [13] built the fol-
lowing SIR model using a quadratic treatment function:

T(I) = max{ 1 - gI*,0, 1,9>0. (3)

Apart from that, we are aware that delaying treatment for
infective persons has a negative impact on treatment effi-
ciency. Zhang and Liu [9] employed a saturated treatment
function that was both continuous and differentiable,
h(I) = 7I/(1 + kI), where 7>0,7 corresponds to the cure
rate, and the quantity k represents the delay in treatment.

It has been noted that saturation in recovery or treat-
ment function allows multiple endemic equilibria to occur
when R, changes [9, 10, 14-17]. For R, < 1, the presence of
backward bifurcation (the existence of endemic equilibrium
along with disease-free equilibrium) implies that only R < 1
is insufficient to eradicate the disease from the community
[9, 14, 16, 17].In this situation, an endemic equilibrium is
established along with the stable disease-free equilibrium
(bistability of equilibria when R, < 1). Moreover, some re-
searchers have observed the presence of limit cycles
alongside the stable disease-free equilibrium when R;<1
[16, 17]. Subsequently, if R, <1, the occurrence of a stable
endemic equilibrium and oscillations in the infective pop-
ulation indicate that maximum efforts are needed to elim-
inate or monitor the disease [14, 16, 17].

Moreover, when R, > 1, some different scenarios, for
example, Hopf bifurcation and the occurrence of several
endemic equilibria, also have been observed as a result of
saturated recovery or treatment [12, 14, 15, 17]. For example,
Cui et al. [14] proposed and investigated an SIS model with
saturated recovery rate and discovered the occurrence of
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oscillatory behavior in the population via Hopf bifurcation
because of the treatment capacity limitations. Wang and
Ruan [12] presented and analyzed an SIR model with a
constant treatment rate of infective. They noticed that when
R, >1, the system experiences different bifurcations in-
cluding saddle-node bifurcation and Hopf bifurcation.
Global stability is observed without removal rate, while
oscillatory behavior for constant removal rate was discov-
ered. The behaviour of SEIR epidemic model with saturated
treatment function is investigated by [18], a backward bi-
furcation that results in bistability emergence, and numerical
result work suggested that they should improve the medical
conditions to control the epidemic [19]. To fully understand
the influence of delayed treatment on transmission of the
dynamics of disease, Zhang et al. [20] considered an SEIR
model approach with saturated incidence and saturated
treatment method. Their finding recommends that to
eliminate the disease, they should raise the effectiveness and
extend the capacity of treatment. In other words, our
medical technology and contribution of more drugs and
beds provide timely treatment to patients.

In this paper, we incorporated saturated recovery which
was excluded in previous four-dimensional SEIR-like
models with exogenous infection used to study the phe-
nomenon of backward bifurcation (see [21, 22]).

2. Construction of the Model

We examined the transmission dynamics of TB by
employing a nonlinear ODE system of S E,I,R, type system,
which was developed in [21, 22]. Our aim is to better un-
derstand the interplay between exogenous reinfection and
saturated treatment (recovery) rate in determining the
outbreaks of TB. The whole population N, (¢) is classified
into four (9) compartments, S, E,, I,, and R,, which, re-
spectively, denote susceptible, exposed, infected, and treated
individuals. A normal mass action known as density-de-
pendent incidence form interaction for the TB epidemic is
examined and the population is considered to also be ho-
mogeneously mixed. The S,, E,, I,, R, process of TB spreading
is shown in Figure 1.

2.1. The Model with Saturated Recovery Rate. The nonlinear
model that is considered in this study consists of a system of
ordinary differential equations (ODEs):

%: A—uS, -BS1,

Cgi’ =fSI,- pBEI, - (x+u)E,

drI cl )
d—tl = pPEI, + «xE, — (u+ 7+ 0)I, “Trol

% = I, +7I_uR,

dt 1+l

with the initial conditions given by the following equation:
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FIGURE 1: Schematic diagram showing the dynamics of TB in-
fection with saturated recovery.

S,(0) =S,,>0,
E,(0)=E,;>0,
(5)
I1,(0)=1,>0,
R,(0) = R, >0.

In this epidemiological system, the susceptible com-
partment is increased by recruiting individuals, either by
immigration or birth, into the population at the constant
rate A. The term y is the natural death rate. The exposed
compartment becomes infectious at the rate of ¥ E and
progresses to actively infected state. Exogenous reinfection
can enable individuals that are already infected to develop
active TB. This happens when they contract new infection
from infectious individuals at a constant rate pBEI. Infected
individuals are decreased in number because of treatment,
which is given at the rate 7I, cI/ (1 + ®I). 0 respectively. The
term cI/(1 + @I) is the saturation form of treatment (re-
covery) to the infected populations with the recovery rate c,
and the parameter ® determines the magnitude of the
impact of delaying the treatment of infected individuals.

3. Basic Properties of the TB Model with
Saturated Recovery

Following the technique in [23, 24] (and furthermore the
proof in [24]), it is not hard to demonstrate that when all
model parameters remain nonnegative, the state variables
S, E,,1,, and R, are all positive for all time t given they are
initially positive.

Theorem 1. The region

A
®= {(S,,E,,I,,R,) €R}, N, s—}, (6)
u

is positively invariant and attracts all nonnegative solutions of
model system (4).

Proof. As mentioned in the study of [23], considering the
nonlinear system of model (4), we take the first equation and
let A = fBI,.

ds
—=A-(A , 7
& A+u) (7)
that is,

ds
_’_ () S, 8
52 (A+p) (8)
d

=>%2 (A + p)dt. 9)

1

Integrating (9) by separation of variables gives

jd?sl'z J (A + pydt, (10)

and therefore
(11)

Similarly, it can also been shown that E, (t) >0, I,(¢) >0,
R, (t) >0, for all £>0.

S, ()28 ge” M 0.

3.1. Invariant Region

Theorem 2. The solution of TB model system (4) is enclosed
in the region @ subset €€R®, given by

A
O = {(S,,El,l,,R,) €R:, N, s]», (12)
Z

for the initial conditions (5) in @.

4. Analysis of Disease-Free Equilibrium (DFE),
P,, and Effective Basic Reproduction
Number R

The disease-free equilibrium (DFE) state, P,, of system
model (4) is obtained by setting the right-hand side of (4) to
zero which is given by

A
P, = (S,,E,,I,,R,)(—, 0, 0,0). (13)
[z

The basic reproduction number of system model (4) was
calculated using the next generation operator approach (see
[25, 26]), where it is obtained to be

B BrA
Cuur k) (u+S+T+c)

R (14)
where R is the effective reproduction number of system
model (4). The following outcomes would guaranty the
stability of P, when the threshold quantity R < 1 ascertains
that the system will be free from TB infection under a
threshold condition. A significant result is the following
theorem.



Theorem 3. The disease-free equilibrium state, P,, of model
system (4) is locally asymptotically stable (LAS) when R < 1
and unstable if R > 1.

Proof. Consider model system (4), and the Jacobian of
system (4) at P, is given by

—BA

- 0 —_— 0

: ¢

0 —(k+u ﬁ—A 0
2(Py) = H

0 k  —(p+d+7+c)(Rc-1) 0

0 0 T+cC —Y

(15)

Then, the root characteristic equation of X (P,) is —u,
—(k+u), —,and —(u+ 8+ 7+¢)(Ro — 1). If Rp < 1, all the
characteristic roots are negative and thus P is locally as-
ymptotically stable and unstable when R > 1.

4.1. Global Stability of P, State. In order to ensure that TB is
independent of the initial size of the subpopulations of
model system (4), it is necessary to show that P, is globally
asymptotically stable (GAS) [27-30]. Several approaches,
such as the Lyapunov theorem, [27, 29, 31, 32] and global
stability theorem have been used to prove the global stability
of the disease free equilibrium, P,. Here, we shall apply the
method that was introduced in [32].

Theorem 4. The disease-free equilibrium P, of model system
(4) is global asymptotically stable in Q if Ro <1 and con-
ditions (H,) and (H,) are satisfied as given in [32].

Proof. 'The two conditions (H,) and (H,) in Castillo-
Chavez global stability theorem must be satisfied for R- < 1
to ascertain the global stability of the P,. Write system model
(4) in the following form:

dx
E = F(X) Z):

(16)
i—f= G(X,2); G(X,Z)=0.

Here, the components X = (S',R’) and Z = (E/,I))
where X € R? denotes uninfected population and Z € R?
denotes the infected population. The disease-free equilib-
rium is defined by

Complexity

P, =(X",0), (17)

X" :(é,()). (18)
u

For condition H, (the global asymptotical stability of
X™) to be fulfilled, we have

where

A—uS’
dx “
d—=F(X,O)< ‘ > (19)
‘ uR;
written in the form of linear differential equations as follows:
ds’
[ A _ *
dt #SI 4
(20)
dR’
= _,R.
ETRRY
Solving linear differential equation (20) yields
5 A -
S, (1) ==+8 (0",
3 (21)

R (t) = R’ (0)e ¥,

Now, clearly R(t) — 0 and S/ (t) — (A/y) as
t — 00, regardless of the value of S/ (0) and R; (0).

Hence, X* = ((A/u),0) is globally asymptotically stable.

Next, applying second condition of the theorem pro-
posed in [32], that is, G(X,Z)=AZ-G(X, 2),
G(X,Z)=0, we have

ﬁSlL - (Au K+ pﬁlz)Et

Gl(X)Z)
G(X,Z)=|: = )
G, (X, 2) KE,—<y+6+T+ af )I,
1+®
—(p+x) 0
oG
A) =— (X* .
) aZ(X,O) .
K —<y+8+r+—
@)

(22)

This is certainly an M- matrix (the off-diagonal elements
of A are nonnegative) [32].
Since

—(u+K)E; 0
G(X,2) = , (23)
KE" —(y+6+r+gll*

then,
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G(X,Z2) = AZ-G(X,2)

[—(y + x) 0

E*

K —<y+8+7+é [17

[—(u+K)E 0

so that

G(X,Z)zAZ—G(X,Z)z[g]. (25)

Since G (X, X,) >0, we have showed that condition H2
of the theorem proposed in [32, 33] is satisfied by our model.
This shows that regardless of the initial population of in-
fected, TB still can be controlled.

4.2. Endemic Equilibria and Bifurcation Analysis. To find
endemic equilibrium (S}, E;,I,R;) as before, we set the
right-hand side of system model (4) to zero. Solving for S},

5
—(u+x)E; 0
]_ % C s
kE, —<y+6+1+51l (24)
- E’ 0
(u+x)E; I:Ojl
KE; —<y+6+r+£1f 0
®
S = A 26
SR 20
B - (M +(c/(1 +?I’ NI ’ 27)
p =B,
where M = (u+ 7+ 6) and
R - (t+(c/(1+ @I, ' (28)

1%

By substituting and simplifying equations (26)-(28), we
get the following equation in I}:

E?, and R; from first, third, and last equation of (4), re- F(I‘* ) - AI? * EI’Z " CI' +D=0, (29)
spectively, we have where
A=opp*M,
B=(p(~@A+ M +c)f+ @M ((p + D + x))ps
C=(~p@AR +((p+ 1) (M + O + K(~0A + M + ) + u@M (x + ), Y
D=(x+p(u+t+38+c)(1-Re).

Clearly, A>0. When R->1, then D<0 and thus
F(0) <0. Furthermore, as as I, — 0o, F(00) > 0. Accord-
ingly, from the continuity of F(0), at least one positive I,
exists, such that F (I,) = 0, and thus there will be at least one
endemic equilibrium of the model system (4). Notice that if
R->1 and B,C are positive, then model system (4) has a
unique endemic equilibrium defined as P* = (S}, E;', I}, R)
from Descartes’ rule of sign. The number of possible positive
real roots of the cubic polynomial (29) depends on the signs
of B,C, and D. We, therefore, propose the following results.

Theorem 5. The TB model system (4) has

(1) A unique endemic equilibrium when Rs > 1.

(2) One or more than one endemic equilibrium when
B<0,C>0, andR- < 1.

(3) No endemic equilibrium when R < 1.

Now we will look at the polynomial in (29) to see how it
influences the existence of endemic equilibrium.

If ® = 0, the polynomial (29) reduces to a linear equation
in I, with a unique solution

I/ = —2,

C

which is positive if and only if R, > 1. As a result, we can now

say that if ® = 0, then a unique endemic equilibrium exist if

R->1 and there cannot be an endemic equilibrium when

R < 1. To put it in another way, if the treatment of certain

infected outpatients is not delayed, when the effective re-

production number is smaller than unity, an endemic steady

state solution is not possible, ignoring the possibility of a
backward bifurcation in this scenario.

(31)



4.3. Local Stability of Endemic Equilibrium (P*). The Jaco-
bian matrix of (4) at P* is given as

Y 0 X 0
I, —(x+u~+ppl,) —pBE, +S, 0O
Z(P*) — /g ] (K Abl p/'; l) pﬁ L /3 ] ) (32)
0 pBI, +x b 0
0 0 B —Y
Here

Y=-u+pI,

X= _ﬁsl’

N p/}EI -M c C(DI[ (33)

- + 2)
1+l (1+l)

c c®l,
+ - 5
1 +CDI! (1+(DII)

[

=T

A =pBl,-VY+x+2u-Y,
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We obtain the characteristic equation after some row
and column operations of X (P*) given by

M+ ALV + AN+ AL+ A, =0, (34)

where

A2 = p(pEt - St)Itﬁz + ((K‘El + (lbl -¥ _Y))plt - StK)ﬂ

+([J—‘*I’—Y)K+[12+(—2‘I’—2Y)[4+\I’Y,

A3 :P(pEl - SI)A“II + (pEI - SL)Y +X11)ﬁ2 + ((leY + (KEI - \PIt)p - KS!

+((=kE, +¥)p + S,)Y = kyI)B + (=Y + ¥)u* + (¥ — ©)Y — ¥)u + k¥,

A4 = ‘Ll((le (pEl + Sl)ﬁz + (P\IJIL - K(pEt - Sl))ﬁ + \P(K+‘“))Y _ﬂXII ((pﬁlt + K))

Thus, all the roots of the characteristic equation X (P*)
are with negative real parts if A; >0, A;>0, A,>0, and
A A Ay > A5 + ATA,. Therefore, from Routh-Hurwitz cri-
terion [34], the endemic equilibrium state P* is locally as-
ymptotically stable if these conditions are true. The following
result can be obtained.

Theorem 6. If R >1 and B and D are positive, then the
unique endemic equilibrium P* of system model (4) is locally
asymptotically stable provided A;>0,A,>0, and A A,
Ay> AL+ AZA,

4.4. Analysis of Backward Bifurcation. The existence and
stability of endemic equilibrium are determined by inves-
tigating the possibility of backward or forward bifurcation
due to the existence of endemic equilibrium. To investigate
the possibility of backward or forward bifurcation of model
system (4), we use the center manifold theory [35, 36]. Let
the bifurcation parameter be f§ = 5*.

Firstly, we obtained the bifurcation parameter at R, = 1,
and thus

(35)
PrA B
‘u(;c+‘u)(‘u+5+‘r+c)_l’ (36)
and therefore
ﬁ:ﬁ*:‘u(x+/,¢)(‘u+8+y+c)' (37)

Ax

To investigate the use of center manifold theory in [35], it
is convenient to make simplification and transform the
variables on model system (4). This is done by rewriting our
system model (4).

Let
x, =S,
x,=E,
2 [ (38)
x3 - Il’
x4, =R,

Moreover, by using the vector notation V = (xi,x,,
x3,x4)T, model system (4) can be restated in the form of
(AV/dt) = (f1, fo» f3,x,)" as follows:
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dx
d_tIZA_ﬁxlx3 —ux, = f1
dx
d_tz = Bxy x5 = pPxyx; — (K + p)x; = f,
dx, [N
Fraalas + pPxyxs —(U+ 0+ T)x5 —T%: s
dx, CX5
& oy, M
(39)

We next show that the Jacobian matrix of (4) at the point
(Py, %) has a simple zero eigenvalue, that is,

—B*A

—u 0 ﬁ_ 0
14

B'A

N 0 —(xk+ — 0
2(Py, ") = (et ) u . (40)

0 K —(u+d+7+¢c) O
0 0 T+cC —Y

With = %, system model (39) has a simple zero real
part eigenvalue, and all other eigenvalues are negative (i.e.,
has a hyperbolic equilibrium point). The center manifold
theory [35] can therefore be used to examine the dynamics of
the system (39) close to § = *. It is practicable to derive the

right eigenvectors of X (P,,f") represented by
w = (W), Wy, @3, w,)", where
BA
w, =— (u+x),
Lo
+7+0+
©, = U+t <
“ (41)
w3 =1,
T+c¢
w, =——.
o
Conversely, the left eigenvectors represented as

v = (v}, 0,05 0,)" are easy to obtain, where

v, =0,
K
V=
2T 2uk+ 18+ c
(42)

L

2uk+ 18+ ¢
v, = 0.

4.5. Computation of a and b. Hence, associated bifurcation
coeflicients are denoted by a and b, respectively; as explained
in [35], when bifurcation coeflicients a and b are both
negative, then the system undergoes a backward bifurcation;
otherwise, forward bifurcation will occur.

It is convenient to find both a and b defined by [35]

DS
a= VW W i ——— , , (43)
kgl k Jox a ( 0 )
b = Z kala aﬁ ( O’ﬁ ) (44)

Taking into account model system (39) and examining a and
b only, which are not equal to zero derivatives, for the terms

o f .
<Bxiaij> (Po, B7),

o f .
(axiag*)(l)o’ﬁ )

(45)

we get
o’ f, o’ f,
a= zvlwlwwa 0%, (P, B7) + 21’2‘4’2“’48 0%, (Py, 87)

2 fs 2’ f, .
+ 2“3“’1"—’4ﬁ (Py, B7) + 2”3“’2“’4@ (Py, B%)

2

0
+ 2“3“’3“’4% (Po, B7) + 21’4“’3‘4’48 ( oB)
azfl % a2f3 *
=2 —— (P, —— (Py, ).
b Ulv4ax4aﬂ( 0 /3 )+v3w2w4ax4aﬁ( 0 ﬁ )
(46)
Now considering (43) and (44), we obtain
2(p+x) (u+x)(p+7+0+¢)
2u+t+d+c KAp
—(y+r+8+c)+ca)}, (47)
K A

T2utktTiotcp

As indicated by the result shown in [35], our system
experiences backward bifurcation at § = 8, only when both
a and b are positive at (P, 8*). Obviously, b is consistently
positive. Hence, the positivity of a offers the threshold
circumstance for the phenomenon of backward bifurcation.

4.6. Analysis of Hopf Bifurcation. Hopf bifurcation of system
(4) around endemic equilibrium point will be considered in
this section. We employ the criterion that was derived in [37]



to show that Hopf bifurcation exists. Let P** = (S, E;,
I*, R7) be an endemic equilibrium of system (4) when R > 1
and f be a bifurcation parameter for which P** is locally
stable when f§ < 3, and unstable when > f,. At = j3,, P**
loses its stability and periodic solutions emerge. The char-
acteristic equation at endemic equilibrium equivalent to
model system (4) at P** is given by

X'+ A X+ AXP+AX+ A, =0. (48)

It was also observed that the component of the endemic
equilibrium P** smoothly relies on f, and the corresponding

Complexity

According to [37], the coeflicients of the characteristic
equation have to meet the prerequisite for a pair of purely
imaginary eigenvalues, which are

A, >0, Ay >0 and A;A, - ALA, >0.
A, = AJA A, - A2 - AAT=0.
To complete the discussion, we need to drive the
transversality condition (ii). For this reason, we let +ia be a
pair of purely imaginary eigenvalues corresponding to f,.

Here, differentiating characteristic equation (48) with re-
spect to f3, we get

characteristic equation is given as dx dA dA
. , ) (4X° 434, X2 +24,X + Ay) o + XL+ XP—2
X +A PX + A PX +A;(BX+A,(B)=0. (49) dp dg dp
To this place, the coeflicient is a smooth function of j. XdA3 dA,
Following the approach in [38], a Hopf bifurcation occurs * g * g
when the following two conditions are satisfied: (50)
'The Iacoblap matrix J(P**,,) has.a.palr.of purely Further, we get
imaginary eigenvalues and the remaining eigenvalues
have negative real parts.
(dx)‘1 ~ 4X° +3A, X% +2A,X + A, (51)
dg X* (dA,/dB) + X* (dA,/dB) + X (dA,/dB) + (dA,/dB)
The following relation will be used.
. d(Re(X))] [ (dX)l}
51gn[4 = sign|Re| —
dp X=ia,A,=0 [ \dp X=ia,A,=0
-~ ien 'Re (A3 -34,0°) +(24,0 — 40’ (52)
& ((dA,/dB) - (dA,/dB)e) +((dA/dB)x — (dA,/dB)’)i
= sign[Y].
Here
(A; -34,0°)((dA,/dB) - (dAy/dB)a’ ) +(24,0 — 4a” ) ((dAs/dB)a — (dA, /dB)a’ ) 53
= . 5

((dA,/dB) — (dA,/dB)a?)” +((dAs/dB)a — (dA,/dB)e’)’
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If (A5 - 3A,0%) ((dA,/dB) — (dA,/dB)a?) + (2A,a—
40®) ((dAy/dB)a — (dA,/dB)a’) <0, then sign[d(R,(X))/
dBlg o> 0. We then summarize this result in the following
equation:

(A3 - 3A1“2)(% - %txz) +(2A2(x - 4a3)

dA;  dA, <0
—a-— .
g~ dp
Therefore, the transversality condition holds, and the
system undergoes the phenomena of Hopf bifurcation at
B, = a. Thus, transmission rate f3, crosses its critical value,

B, =, and individuals start oscillating around endemic
equilibrium point P**. This ends the proof of the theorem.

(54)

4.7. Global Stability of Endemic Equilibrium When Rs> 1.
To prove the global stability of endemic equilibrium state
P** of system model (4), we consider the case when ex-
ogenous reinfection parameter p =0. We employed the
Lyapunov function method and LaSalle’s invariance prin-
ciples [39, 40]. System model (4) with p = 0 therefore re-
duces to

)
= A—uS,~ BSI,
dt AI/{SI ﬁSl L
dE,
? - ﬁSlII - (ll)Et’
(55)
dI,
E = KE: - (12)11 - f(II)’
dR
= T ,
a =/ (L) +TLpR,
with
L =u+x
L=pu+1+56, (56)
cl
1) = L
f1) 1+@lI,
Furthermore, define
1—‘0 :{(SI’EI’II’RI) It El = Il = R: = 0} (57)

The following result is obtained.

Theorem 7. If R-> 1, then the endemic equilibrium state
P** given by (55) is GAS in I'\T',,.

Proof. Consider the model without exogenous reinfection
given by (55), and R > 1, so that the endemic equilibrium
P** of the model (55) exists. In addition, consider the
following Lyapunov function method of this type which has
been utilized in the study of epidemiology and ecology, such
as in [29, 41-43], for model system (55) comprising the first
three equations of (55), defined by the following. Define the
Lyapunov function

%k * 3k S
U(S,E,1,)=5,-S" -5, ln<ST>

L

* % * % E
+El _Et —El IH(F> (58)

and the derivatives of U are given by

, , S** , , E** , l , I**,
U=S, - s S+E—}3—El+;1(11—’1—1,). (59)

] !

]
Filling in the derivatives and using (55) in U’, we have

* %

S
:A_ﬁstlt_ﬂsl_ y

(A _ﬁslll - ”St) +ﬁ8111 - llEx

S,
E** l I**
- ‘E (ﬁslll_llEl)+;l[KEl_IZII_II_(KEI_ZZII)]’
(60)
. S** S** ll
=Al1-2—)- -2 g
0=a(155 ) (155 ) o)
CECBSL e BB WD
E 1 K

[ L

At the endemic steady state, it can be observed that

/55‘**:(“+K)(”+T+8+f):lllz. (62)

K K

Using expression (62) in equation (61) yields
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=Al1-2+—]- 1 -2 SR i}
o) ()R

] [ !

. ; . x S** S**
U:(ﬂsz* Il +‘LlSl )(l_ls—>_ﬂst(l_

L

E**l _
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111**E * % * %
II I_,_ﬁs[ Il 4

L

_Et**ﬁ8111+E**l _
E ! 1

L ]

i 1

ZIII**Ei

+ ﬂsl** II** , (63)

BS,1E" LIM™E

!
® ok
[ St

S

, S**
U=uS*(2-2—-
5 ;

]

We also observed from (55) at steady state that

LE =BS1". (64)
Using expression (64) in equation (63) gives
’ %% S,** S; * %
U = uS, (2— 5 _SI**)+[;SI
(65)

I** (3_51** B SlIlEl** _EII** >
' Sl Sl Il EI IIEI
We can simplify the first term in the last equation of (65)
as follows.
2_81** _i _2Slsl** _S[**Z_SIZ_ (S,_SI**)Z
Sl S‘** - SS** - SI_SI**

=

<0

(66)

Finally, it follows that since the arithmetic mean exceeds
the geometric mean,

SIE, EI, ) 0 67)

. s
SI Sl** Il** EI IIEI**
Accordingly, it follows from this that U <0 when R >
with U =0ifand only if S, =S**, E,=E ", and I, = I*.
Thus, U is a Lyapunov function for system model (55) in
I'\I,. Thus, the largest compact invariant set where U = 0 is
a singleton {(S,,E,I,) = (S, E*,1;*)}, and therefore it
follows that by [39], S,(t) — S*, E,(t) — E**, and
I,(t) — I ast — oo.

5. Numerical Simulation and Discussion

To confirm the feasibility of theoretical findings regarding
stability and bifurcation of model system (4), we employed
numerical continuation package XPPAUT [44] to perform
one parameter bifurcation analysis and Matlab to perform
numerical experiment. Motivated by some epidemiological
literature of TB model [21, 45], model system (4) was val-
idated by choosing a set of parameter values as illustrated in
TB relevant literature, and the estimated parameters used are
captured in each respective figure.

Figure 2 demonstrates the population of exposed in-
dividuals as the transmission rate f3 is varied from 0 to 2.
The y-axis defines the exposed individuals and x-axis de-
fines the transmission rate beta (f3). The red and black lines
represent stable and unstable steady states, respectively.
The green (blue, respectively) cycles illustrated the

S e e BSTT?
—)+ﬂsl IL _ﬂl

R R

] L

occurrence of stable and unstable limit cycles in this epi-
demiological system. In general, this epidemiological
system demonstrates rich bifurcation dynamics which are
epidemiologically important. Several dynamical behaviors
of the system are observed as 5 changes. As demonstrated
in Figure 2, the system is identified by Sub-H,BP,
LP,and LPC, which corresponded to Hopf bifurcation,
transcritical bifurcation, saddle-node bifurcation, and
saddle-node bifurcation of cycles. van Voorn [46] stated
that “when an unstable limit cycle is born, while the
equilibrium becomes stable, we have a subcritical Hopf
bifurcation.” Hence, the bifurcation is subcritical. Indeed,
Figure 2 reveals that for the bifurcation point, the stable
equilibrium (red line) becomes unstable (black line). In
addition, stable and unstable limit cycles also emerge. As
the bifurcation parameter f increases, the unstable limit
cycles collide with stable limit cycles via a saddle-node
bifurcation of cycles LPC.

Figure 3 depicts a codimension-two bifurcation graph as
p and 7 are changed. To examine the interaction of sub-
critical Hopf, saddle-node, and transcritical bifurcations, we
conducted a codimension-two bifurcation analysis of TB
model (4) as we varied the transmission rate 3 and recovery
parameter 7, and the result can be seen in Figure 3. There is
indeed a codimension-2 point, black curve with red point,
referring to cycle saddle-node bifurcation. This kind of bi-
furcation frequently occurs as a result of a collision between
stable limit cycles (green curve) and unstable limit cycles
(blue curve). In general, the codimension-2 bifurcation
point serves as an organizing center, separating the pa-
rameter space into various curves with distinct qualitative
findings: red curve corresponds to saddle-node bifurcation,
blue curve corresponds to Hopf bifurcation, and cyan curve
corresponds to transcritical bifurcation as demonstrated in
previous result (that is, Figure 2, which illustrates the same
qualitative mechanisms as Figure 3).

In Figures 4 and 5, we set the parameter values as A = 4,
u=0.18,§=0.08, x =0.03, p=0.5 ¢=0.02, and ® = 0.1,
and f is varied around the critical value 8, = 1.7. The
threshold quantity R~ = 2.3670 > 1, and the eigenvalues are
(—0.2163698605 + 1.3497172651, —3.652541848, -0.21636
98605-1.3497172651) and the model system endemic
equilibrium is given as (2.53865, 3.9028, 0.820965). Here, P*
is found to be unstable. The endemic equilibrium P* is stable
for f<f, and unstable for > f,. We discover that the
condition for Hopf bifurcation is fulfilled resulting in the
presence of periodic oscillations around P*. The graphs for
the results obtained are given in Figures 4 and 5.
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0

0 02 04 06 038 1 1.2 14 16 1.8 2
beta

FIGURE 2: One-parameter bifurcation diagram of exposed individuals (E) with transmission rate (f) as a bifurcation parameter. The fixed
parameters are y = 0.18, A =4, p = 0.5, « = 0.03, c=0.02, b=0.2, § = 0.08, and 7 = 2. The Hopf bifurcation points occurred at § = 1.035.
Sub - H corresponds to subcritical Hopf bifurcation, LPC corresponds to saddle-node bifurcation of cycles, LP corresponds to saddle-node
bifurcation, BP corresponds to transcritical bifurcation, SLC corresponds to stable limit cycle, and ULC corresponds to unstable limit cycle.

3
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FIGURE 3: Two-parameter bifurcation diagram of model system (9) in the (7, 8)-plane. The fixed parameters are y = 0.18, A =4, p = 0.5,
x =0.03,¢c=0.02, b=0.2, § = 0.08, and 7 = 2. Red curve denotes saddle-node bifurcation, blue curve denotes Hopf bifurcation, cyan curve
denotes transcritical bifurcation, and black curve at (red point) denotes saddle-node bifurcation of cycles.
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FIGURE 4: The oscillatory simulation of susceptible individuals (blue colour), exposed individuals (green colour), and infected individuals
(red colour). Parameters are = 1.7, A =4, y=0.18, § = 0.08, x = 0.03, p = 0.5, ¢ = 0.02, and @ = 0.1 which give R, = 2.3670 > 1. The
oscillatory solution is unstable for some initial conditions. Those used to produce the figure are S(0) =2, E(0) =3, and I(0) = 1.5.
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FIGURE 5: Phase trajectory for model system (4). The solution approaches periodic orbit around endemic equilibrium when R > 1. (a) Phase
diagram of S, I- plane. (b) Phase diagram of E, I-plane.

0.5 4

0 200 400 600 800 1000
Time (Years)

(a) (b)

FIGURE 6: The trajectories and phase diagram of S, I-plane of model system (4). (a) Profile of S, I with respect to time when p = 0. (b) Phase
trajectory for S, I-plane when p = 2.

14 16

— ¢=0.04
— ¢=0.07
— ¢=0.1
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Furthermore, we consider another set of representative
parameters as A =4, u=0.18, 5 =0.04, ¥ =0.03, p=2,
¢=0.02, ®=0.1, and B =1.7. The threshold quantity
R =2.4093 > 1, and the equilibrium is (2.11674, 0.997134,
1.0057) while the eigenvalues are given as (-0.231843,
—0.231843 + 5.08514I). We can conclude that P* is stable
since all of the eigenvalues are negative or negative real parts
(see Figure 6).

Figure 7 depicts the phase diagram of S, and I, planes
with different values of saturated recovery ¢ and with
u=0.18 A=4, p=0.5 x=0.03,b=0.1, and 7 = 2. When
¢ = 0.04, the endemic equilibrium is unstable, and as we
increase the value of ¢ to 0.1, the endemic equilibrium
becomes stable; furthermore, we observed the appearance of
two (5) stable limit cycles. We observed that the stability
endemic equilibrium state changes from stable to unstable,
and this kind of bifurcation is called subcritical Hopf bi-
furcation (see [46, 47]).

Figure 8 illustrates a typical bifurcation graphs of system
model (4). In this diagram, the recruitment rate is changed,
whereas other parameters are kept constant. The set of
representative parameter values which result in Figure 8 are
u=018, §=012, £=003, f=16 p=012 c=09,
® =0.11, and 3.5<A<5. Figure 8(a) demonstrates the
scenario of forward bifurcation that when R <1, the TB-
free equilibrium is globally asymptotically stable, while if
R:>1, the TB infection can persist. Conversely, as we ob-
served from Figure 8(b), increasing the value of the pa-
rameter @ from 0.1 to 0.25, the TB infection can persist once
defined for the range of R values below unity which sug-
gests the occurrence of the phenomenon of backward bi-
furcation. This suggests that diminishing R below one will
not be fundamentally enough for the eradication of TB
epidemic from the population. When R is adequately re-
duced such that R < R, the positive equilibrium does not
exist anymore and TB epidemic will cease to develop and will
gradually fall from its generally high endemic to the TB-free
equilibrium. From Figure 8(b), we observed that when
RE <R <1, there are stable endemic equilibrium, an un-
stable endemic equilibrium, and a stable TB-free equilib-
rium, whereas when R < 1, there is just one steady endemic
equilibrium.

Figure 9 illustrates the backward bifurcation diagram of
system model (4) as the effective basic reproduction number
(Rp) varies against the infected population (I).
Figures 9(a)-9(d) demonstrate that increasing the value of @
contributes to the extension of the region of bistability, while
reducing the value of @ brings about contraction of the
bistability region. The TB eradication quantity also known as
critical reproduction number shifts from left to the right
when @ decreases and vice versa. Here, high value of @
means insufficient treatment for a huge population of TB
infections; therefore, we prefer a scenario where there will be
consistent TB epidemics within the population despite the
fact that R < 1.
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6. Conclusions

Dynamical models of TB infection have been analyzed by
numerous authors [21, 22, 48-50]. However, they all pro-
posed linear recovery function to investigate transmission
dynamic behavior of their model. However, we discovered
that recovery from TB infection depends upon numerous
factors such as antibiotic treatment and the number of
hospital beds. This leads to nonlinearity in the number of
recoveries. The nonlinear recovery function rate principle
was then introduced to reveal some insight into the eradi-
cation of TB disease by examining the effect of antibiotic
treatment and the number of hospital beds.

The main goal of this study is to investigate the quali-
tative dynamics of the TB infection incorporating saturated
recovery (treatment) of the form cI,/(1+ ®I,) into the
model proposed in [21, 22] which gives a more realistic
model. On the other hand, complicated dynamic behaviors,
including oscillations, can be caused by saturated recovery
[9, 10, 14-17].

Typically in epidemiology, the criterion for the persistence
and extinction of an infection is vital. The effective repro-
duction number is computed and the conditions for the local
stability of equilibria and the existence of backward bifur-
cation and Hopf bifurcation are determined. Under the
condition of R, < 1, the infection disappears completely from
Theorem 3. But if R~ > 1, then according to Theorem 3, there
will be endemic disease. In reality, the epidemic cannot be
eliminated except that the basic reproduction number is
reduced under a lower level to such an extent that R, <R- < 1
(see Figure 8(b)). The mathematical analysis of the TB model
system (1) has shown two important mathematical phe-
nomena: bistability and periodicity (oscillatory), which have
been observed in some other infectious diseases. In the
bistability phenomenon, which usually comes with a con-
versation of backward bifurcation (see [21] and the references
therein), the system exhibits multiple endemic equilibria
despite R < 1. In such situation, a stable endemic equilibrium
has been shown to compete with a stable disease-free equi-
librium. From these results, it has been confirmed that de-
creasing R < 1 cannot control the spread of TB infection in
the population. The second phenomenon undergoes oscil-
latory behavior under some certain conditions. The occur-
rence of limit cycles supports the behavior stated in several
studies on the dynamics of some contagious diseases such as
whooping cough, measles, rubella, and so on [51-54]. Nu-
merical findings indicate that ® which is the saturation pa-
rameter is accountable for backward bifurcation. Inability to
intervene before TB infection has accumulated in the pop-
ulation will prompt a circumstance where a TB epidemic
exists despite the fact that the R. < 1. Improving existing
medical technologies and channeling adequate resources in
medicines can essentially encourage early intervention by
ensuring that individuals infected with TB get treatment
immediately.
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The emerging Industrial Internet of Things (IIoT) provides industries with an opportunity to collect, aggregate, and analyze data
from sensors, including motion control, machine-to-machine communication, predictive maintenance, smart energy grid, big
data analysis, and other smart connected medical systems. The physical systems and the cyber systems are organically integrated,
forming an interdependent IIoT. This system provides us with enormous advantages, but at the same time, it also introduces the
main safety challenges in the design and operation phase. To exploit the security threats of IToT systems, in this paper, we propose a
novel security-by-design approach for interdependent IloT environments across two different levels, namely, theory modeling and
runtime simulation. Our method theoretically analyzes the cascading failure dynamics of the intentional attack network. Si-
multaneously, we verified the theoretical results through simulations and gave the risk factors that affect the system’s security to
mitigate potential security attack threats. Besides, we prove its applicability through comparative simulation experiments to study
application environments that rely on IIoT, which shows that our method helps identify risk factors and mitigate IIoT

attacks’ mechanism.

1. Introduction

In recent years, with human society’s progress and the
widespread use of the Internet, many emerging technologies
and industries are booming. Emerging industries such as
artificial intelligence, Internet of things, virtual reality,
blockchain, big data, and cloud computing have accelerated
the development and application of modern high-tech
technologies.

With the rapid development of communication and
sensor technology [1, 2], the Internet of things technology
has attracted extensive attention in the emerging digital
world. The goal of the Internet of things is to create a world
of the Internet of things. The emergence of Internet of things
technology has dramatically changed people’s way of life,
work, and entertainment. It has been everywhere in
transportation, home furnishing, medical treatment,
learning, and logistics. We found that the Internet of things
technology has been embedded in people’s daily life,

intelligently connecting things or objects around us. The
industrial Internet of things is the deep integration of the
Internet of things in industrialization and informatization.
In 2011, Germany first proposed the concept of Industry 4.0
[3, 4] and took CPS (cyber-physical system) as the primary
goal of Industry 4.0 development [5]. Industrial Internet of
Things (IToT) is a subset of the Internet of Things (IoT) [6],
which requires a higher level of security, security, and re-
liable communication [7]. In the industrial field, future
information application scenarios and CPS technology have
high adaptability. CPS provides critical technology for the
ubiquitous industrial Internet of things technology.
According to the US National Science Foundation
(NSF), CPS seamlessly integrates computing and physical
components. As the core architecture of IIoT, the goal of
CPS is to realize the deep integration of information systems
and physical systems [8]. CPS has been applied in many
areas, such as intelligent transportation systems [9, 10],
monitoring, and control [11, 12], national defense weapon
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systems, intelligent aerospace, smart home, and other fields
[13, 14]. CPS’s impact is enormous, and its emergence will
change the way people interact with the physical world [15].
In the modern industrial system [16], we pay special at-
tention to the security of information technology [17]. CPS
provides new opportunities in technology and brings more
and more attention and challenges [18]. If these risks are not
analyzed and handled appropriately, the consequences will
be severe.

Part of the existing research focuses on the design and
evaluation of CPS modeling. Because CPS is widely used in
various industries, and the physical resource network and
computing resource network of each industry are dif-
ferent, it is almost impossible to model CPS as a general
model. Aiming at the information physical production
system (CPPS), Ref. [19] proposes a system architecture
that can adapt to the independent processing line. For the
hierarchical control system, network physical modeling
and network emergency assessment are carried out in Ref.
[20]. In the context of targeted destructive impact, Pav-
lenko and Zegzhda [21] proposed a new network physical
system security evaluation method. Ribeiro and Bjérkman
[22] critically compare today’s automation solutions with
their potential network physical solutions. Wireless
sensor actuator network is applied in industrial auto-
mation. Lu et al. [23] review the existing technology of
industrial wireless control systems. Ref. [24] models and
evaluates the energy management system of networked
and automated electric vehicles and develops a network
attack analysis method. The emergence of CPS attracts
more people’s attention to the physical network world,
which is the opportunity.

However, we know that a general modeling method is
not popular in the network physical world. The scale, to-
pology, and connection heterogeneity of networks bring
great challenges. We know that CPS is composed of two
networks, and the two networks are interdependent. In
network physical systems, physical devices such as batteries
and sensors are regarded as physical components. Em-
bedded computer and communication networks are con-
sidered - network components.  Generally, it is the
interdependent computational-resource network and
physical-resource network that the CPS model as Ref. [25].
In the interconnected system, the destruction of a node
usually affects the whole system and brings essential in-
fluence. The interdependence between nodes leads to a
node failure chain reaction called cascading failure [26].
Cascading failures will have a significant impact on CPS.
Therefore, CPS needs to evaluate the risk of the coupled
network.

This paper makes a significant contribution to the se-
curity of the IToT system composed of CPS. Traditional fault
analysis methods, such as fault tree analysis [27], are widely
used in the CPS system [28]. However, this method does not
consider the cascading failure of two networks in CPS due to
the coupling relationship. Other scholars [29] have con-
sidered this cascading failure problem, but only under the
deliberate attack strategy. In real life, the attack is often
targeted and deliberate [30, 31]. In this paper, we model the
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IIoT system composed of computing resources and physical
resources as two interdependent complex networks and
elaborate the cascading failure dynamics of the cyber-
physical system under the intentional attack strategy. We
define the coupling relationship between physical resource
networks and information resource networks through the
model proposed in this paper. The specific contributions are
as follows:

(i) We apply the percolation theory to the cascading
failure of interdependent networks. Percolation
theory is a process of removing network vertices and
edges. We consider that both physical resource
networks and computational resource networks are
scale-free networks, and their degree distribution
obeys power-law distribution. We analyze the ro-
bustness of our model in intentional attack strategy
by calculating the proportion of functional nodes
after cascading failure stops.

(ii) We use a mathematical method to analyze the
cascading failure process of the coupling network in
detail. The results show that, given the power-law
exponent and initial attack parameters of the cou-
pled network, there is always a threshold for the
network to collapse and form a steady state. Beyond
this threshold, the network will no longer have
functional nodes. Within the threshold range, there
are still functional nodes in the coupling network
after cascading failure stops.

(i) We further verify the accuracy of the theoretical and
experimental results through simulation experi-
ments. In addition, we analyze several essential
parameters in the simulation phase, such as power-
law index, attack parameters, etc. We find that the
percolation threshold decreases with the increase of
the power-law exponent of the network, which
improves the robustness of the surface network.
This work speeds up the understanding of the re-
lationship between the online world and the
physical world.

The essay proceeds as follows. The related work of this
paper is addressed in Section 2. Section 3 presents the
concept of the interdependent network model and the de-
tailed cascading failure dynamics. In Section 4, the whole
cascading failure dynamics is interpreted by the theoretical
method. In Section 5, we solve the theoretical equation in
Section 4 by numerical analysis and get the theoretical so-
lution to give the simulation results. Section 6 summarizes
the relevant conclusions and gives some possible works in
the future.

2. Related Work

The Industrial Internet of Things system, composed of CPS,
has always been the focus of scholars. We will mainly analyze
and study the two critical theories of the security of the
Industrial Internet of Things, namely the interdependent
network and percolation theory.
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2.1. Interdependent Networks. The scholarly study of the
interdependent network mainly concentrates on the evo-
lutionary dynamics and network structure’s robustness
[32-34]. The robustness of the network structure here refers
to the integrity of network topology after some nodes fail.
When a network in the cyber-physical system is attacked, it
will split into a more extensive cluster and smaller groups.
From the research of scholars [33, 35-37], it can be con-
cluded that a node holds its function only if it meets two
conditions as follows:

(i) Nodes in the current network must combine with
those in another network.

(ii) The node should be part of the most extensive set of
connected clusters.

Those who satisfy the conditions mentioned above are
considered as functional nodes and features prominently in
the entire network. When an attack comes, only these can
remain. Once there exist no function nodes, the network
would collapse completely.

In 2010, a “one-to-one correspondence” theoretical
model was put forward by Buldyrev et al. [38] to abstract the
robustness of coupled networks cascading failures into a
model, and they found that the interdependent network
under random attack is more fragile than the single network.
This brings more scholars’ attention to the coupled net-
works. Huang et al. [31] and others examined and put
forward the interdependent networks’ robustness model
when being deliberately attacked. They transformed the
targeted-attack model into a random attack model. They
found that in an entirely random coupled scale-free network,
even if the attack probability on a large vertex in one of the
networks is reduced, the system is still fragile, which shows
that it is complicated to protect the entirely random coupled
scale-free network. Since then, Dong et al. [30] have also
studied the degree-based attack of partial interdependent
systems.

Parshani et al. [39] used the mathematical research
method proposed by Buldyrev to study the partially inter-
acted network. It was found when the degree of interde-
pendence between the two subnetworks decreased, the
network robustness would be enhanced; that is, the former
first phase transition of network seepage is now transformed
into the second phase transition. In 2014, Danziger studied a
system of partially coupled spatial networks and presented
cascade dynamics measurements. Chattopadhyay and Dai
[40] researched some interdependent networks and estab-
lished mathematical equations. Combining two attack
models, random attack and target attack, we can learn more
regarding the robustness of coupled interdependent
networks.

In 2012, Gao et al. [34] jointly published a network
paper on the interdependent network in the Journal of
Nature Physics. They developed a more general mathe-
matical method based on Buldyrev and others’ mathe-
matical framework, which further opened a new
milestone for individuals to study the interdependence
network.

In 2014, Shao et al. [41] researched the robustness of
interdependent networks with clustering properties and
noticed that the lower the clustering coefficient, the better
the network robustness. In the same year, Zhou et al. [42]
and others conducted an in-depth study on the cascading
failure dynamics and found that a spontaneous second-order
phase transition happened in the first-order phase transition
point.

In recent years, experts and scholars have studied how to
slow down coupled networks’ cascading failure. Tootaghaj
[43] had a comprehensive knowledge of failure location and
focused on recovery strategies after failures. In this way, he
developed two methods to solve the continuous cascading
failure.

2.2. Percolation Theory. There are many theories in the
research process of complex networks, such as game
theory, communication theory, and percolation theory
[42]. In network science, percolation theory becomes a
significant part of the complex network structure’s re-
search evolution [39, 44]. Callaway et al. [45] first pro-
posed the concept of percolation in 1957. Percolation
theory is a method to estimate network reliability. There
are two standard percolation modes: bond percolation
and site percolation. In an n *n % n mesh, the edges be-
tween nodes are preserved with probability p. Given a
probability p, what is the probability of a path from the
top to the bottom of the grid, called bond percolation
[45]2 If the mesh vertex is retained with probability p,
then there is a question concerning the probability of a
path from the top to the bottom of the mesh, called site
percolation [46].

In [35, 38], the seepage theory is used to measure the
coupled network’s characteristics. In a single network,
Cohen et al. [46] used percolation theory [47] to study
network robustness and vulnerability.

In 2010, the percolation theory was used by Buldyrev
et al. [38] to explore the robustness of interdependent
networks. In 2013, Zhou et al. [48] researched the perco-
lation phenomena of similar interdependent networks. In
2015, Dong et al. [49] and others delved into the percolation
problem of the interdependent network with feedback de-
pendent edges and found that in the case of strong coupling,
the system with feedback dependent edges is more
vulnerable.

The percolation research of interdependent networks
mainly designs the network random evolution rules and the
network seepage application [50, 51]. So far, there are a host
of areas worth studying network seepage.

We will systematically analyze and study the security of
IToT by using the two methods of interdependent network
theory and seepage theory. Compared with the above work,
this paper’s difference is that it analyzes the interdependent
network’s cascading failure dynamics based on the inten-
tional attack mode, and the network type is closer to reality.
We can better evaluate CPS’s network security performance
and industrial Internet of things through the combination of
theory and simulation.



3. Proposed Model and Concepts

We propose a new modeling and analysis method of IloT
environment security from the two aspects of modeling and
simulation. Figure 1 shows the primary process of our
method. At the modeling level, we start with analyzing the
network’s cascading failure dynamics, studying the process
of cascading failure mathematically, and proving when the
network will come to an end. Furthermore, we get the critical
value equation of network collapse. We find this threshold
by image fitting. In the simulation, we build a cyber-physical
network model of coupled networks. We will simulate the
network’s process being attacked deliberately, get the
number of nodes remaining in the most connected group
after the network crash, and find the network’s critical value
by drawing graphs. By analyzing these two levels, the em-
ulation results can be fed back to the modeling results to
analyze further the network security performance of the
industrial Internet of things.

3.1. Modeling Level. In real life, the IIoT system is often
based on CPS architecture, usually composed of a coupled
computational-resource and physical-resource networks.
As shown in Figure 2, these scenarios show the IIoT
system based on CPS architecture. Many research and
empirical data show that the number of nodes in a physical
resource network is less than that in a computing resource
network. Therefore, at the modeling level, we set the
number of nodes of the two coupled networks to be 3:1.
We use S and I to represent the two networks of com-
puting and physical resources. The number of nodes is N
and N, respectively. We call the connecting edge between
S and I as internetwork connection and the connecting
edge of the nodes in two networks as intranetwork con-
nection. Both intranetwork and inter network connec-
tions are random. Nodes from different networks depend
on each other by connecting edges. Failure of either party
will result in the failure of the other party. It can be found
that only a few nodes are linked to a large number of
nodes, while most nodes are only connected with a small
amount. We usually call the network with this distinct
scale-free network. For the convenience of research, we
consider the two coupled networks as scale-free networks.
The degree distribution of scale-free networks follows the
power-law distribution. In other words, P (k) o< k™ where
P (k) is the probability that a node has k edges and 1 is a
power-law exponent.

The computing and physical resources in IloT are
composed of many components, such as control devices,
network devices, computers, and batteries. In the whole
system, the damage of some devices has little effect on the
network cascading failure. Therefore, in this paper, we only
consider the impact of critical nodes on cascading failure of
coupled networks. For example, in a smart grid, the power
control node that provides power for communication
network operation and the communication node that
ensures the regular operation of the power network are the
key nodes.
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Some natural factors or emergencies may lead to some
nodes’ failure in the network in real life. However, more
often than not, the network is deliberately attacked due to
human factors. Therefore, in this paper, we assume that
some computing resource network nodes suffer from in-
tentional destruction. We use a deliberate attack strategy to
delete the number of nodes in the network S, and the ratio is
1 - p. The internetwork connection and intranetwork
connection of these deleted nodes will be deleted. Due to
interdependence, some nodes in the network I lose their
connection, leading to dysfunction. As mentioned above,
due to the coupling and interdependence between com-
puting resource networks and physical resource networks,
node failure in one network will affect another network. The
node failure in another network will affect this network in
turn, leading to the node failure in the network coupled with
it. Therefore, it is a cycle process. We call this process a
professional term: cascading failures, as shown in Figure 3.

The cascading failure dynamics have been described
clearly, and we need to determine when it will stop. When
the nodes in the two networks no longer fail or the coupled
network collapses completely, we think the network has
reached a stable state. At this point, cascading failures stop.
We stipulate that only the nodes that meet the requirements
of maintaining function in at least another network and
belong to the largest connected cluster are called function
nodes. Therefore, the functional nodes eventually survive.
The following section will detailedly analyze the cascading
failure dynamics by using mathematical methods.

3.2. Simulation Level. At the simulation level, the experi-
mental data are used to verify the above theoretical results’
accuracy. We will build two scale-free networks that are
coupled and interdependent. The number of nodes in the
two networks is set to 3000 and 9000, respectively. We know
that three network nodes S establish a connection rela-
tionship with one network I. The nodes of network S and
network I will also be connected randomly. Hence, we can
compare the two networks. According to the targeted-attack
model, intentional attacks between networks are skillfully
transformed into equivalent random attacks. Referring to
the above probability equations, which indicate targeted
attacks, each node’s failure probability is determined, and
then nodes are deleted randomly. Due to the cascading
failure, the nodes in one network are deleted, which will
cause the nodes in another network to be affected and fail. In
each step of the cascading failure dynamics, we will save the
remaining nodes in the current network until there is no
cascading failure in the network. The storage of these data
will help us analyze the changes of network nodes. Algo-
rithm 1 shows our simulation steps.

4. Mathematical Analysis of Cascading
Failure Dynamics

In this section, we will use some mathematical methods to
describe the process of cascading failures in coupled net-
works. Since the direct calculation of an intentional attack
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will increase the difficulty, we will use some scientific K
. . . = —1
methods to convert an intentional attack into a random Qq (k) = TN R (1)
i=0 Vi

attack. After the transformation, we will analyze the process
of network cascading failure step by step. Finally, we get the
expression that the network finally reaches a steady state.
The related symbols are defined in Table 1.

4.1. Stage 1: Intentional Attack in Network S. Various nodes
in a network have different weights. Some nodes are crucial
in the connectivity of the network. The criteria for evaluating
node importance are not unique, and here we choose a more
general one. Gallos et al. [36] proposed the influence of the
degree of any vertices on network robustness. In Ref. [36], a
family of functions is defined as follows:

Assign Q, (ki) to each node i with a corresponding
degree of k;, where Q, (ki) implies the likelihood of nodes’
failure caused by being attack.

By observing the function, we can know that when a <0
and the node degree is 0, the formula will become mean-
ingless. From this, to keep the nodes with node degree 0
from being excluded and make them conform to the situ-
ation of the coupled system in real life, we improve the
function equation and get the following functions:

(k; + 1)

k) =

(2)
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F1GURE 3: The process of cascading failure. (a) The left and right sides represent a computational-resource network and a physical-resource
network, and the nodes are connected randomly. The shadow nodes S, S, S5 S, indicate the deliberately damaged nodes of network S. (b) The
damaged nodes are disconnected from network S and network I. Those belonging to the largest connected cluster in S will be preserved.
Consequently, the node S; will be deleted. (c) Because of the node’s failure in the network S, the node I, in the network I has no interlinks. I,
also fails. (d) It demonstrates that the node I, does not belong to the giant network I and fails. (e) The nodes’ failure occurs in the network I,
and the interlink is disconnected from S,,. Thus, Sy fails. (f) The nodes of both networks do not fail anymore and reach a stable state.

(1) for each i € [0,1] do

(2) fori=1to50do

(3) Target attack network S;

(4) Remove the node of the attacked node network S;
(5) int step;

(6)
(7)
(8)
©))

step++;
if step% = 2 then

10) else

11

12) end if

13) end while

(14) end for

(15)  Save the number of remaining nodes in the network;

(16) end for

while The number of network nodes is still changing do

Delete the node in network S that has lost its normal function due to the failure of the node in network I;

Delete the node in network I that has lost its normal function due to the failure of the node in network S;

ArGoriTHM 1: Network cascading failure against intentional attack simulation.

When a <0, it is more vulnerable to fail low degree
nodes, and those with high degrees are better protected.
When a >0, the nodes with high degrees are more vul-
nerable to failure, and the nodes with a low degree are better
protected. When a =0, W= 1/N, all nodes have the same
probability of failure, which is equivalent to being converted
into a random attack. When &« — + 0o, the nodes with
degrees from high to low are deleted in turn. On the con-
trary, when o« — o0, the nodes with degrees from low to
high are deleted in turn.

According to the previous description, our main method
is to construct a network S’, which is equivalent to the original
network S. Therefore, the intentional attack on network S can
be transformed into a random attack on network .
According to Huang et al. [31] method, target attack is
mapped to random attack. In the first step, according to
equation (1), we first remove the (1 — p) scale nodes from the
network. The edges between the remaining nodes and the
removed nodes are preserved. Then, the degree distribution of
the remaining nodes P, (k) is as follows:
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TaBLE 1: Symbol definition.

Symbol Explanation
Ng, N; The initial nodes of scale-free network S and I.
N ,S,-’ N}, Number of nodes that have supporting interlink in the network S and I at stage i and j.
Ng,N; The giant components that remain functional in N and N
His U The fraction corresponding to Ng and Nj.
Wi 1 The fraction corresponding to N and N7
Ag Ay Parameters of the degree distribution of network S and 1.
Q, (k) the method in Ref. [38], we obtain the remaining nodes’
P, (k) = NS (3) generating function as follows:

We assume Qp(k) describes the number of k-degree
nodes among the resting part.

After deleting another node, Qp(k) will become as
follows:

P, (k) (k+1)*
S, () (k+ 1)
When N — 00, equation (4) could be changed into a
derivative of Q, (k) with respect to p:
dQ, (k) P,(R)(k+1)°
dp P, (R (k+ DT

Qpoay () = Q, (K) - (4)

(5)

When N — oo combining equation (3) with equation
(5), it can be seen that

dQ, (k) P, (k) (k+ 1)*
1 = Pa (-

Y Py (k) (k + D)

(6)

To better find a solution concernin% the equation (6), a
new function G, (x)=Y,P(x)x*V" is defined and
d =G, (p) [39], then we can solve equation (6) to get the
following:

Py (k) = %P(k)d“‘“”, ?)
o _ 4G, (d)
Y P, (k) (k+1)*= G (8)

Accordingly, the generating function of P, (k) is as
follows:

G ()= X Py (0 - ., TPt o)

Since network S is randomly connected, the probability
that an edge ends at the remaining nodes is equal to the ratio
of the number of edges sent from the remaining nodes to the
total number of edges from all nodes of the original network:

PNCk(p)Y Y P ()kd ™"
NGy Y Pk

Here, we define <k} as the original network’s average
degree, and set <{k(p)) as the remaining nodes’ average
degree after the network being intentionally attacked. With

(10)

p=

(11)

Our goal is to transform the target attack on network S
into random attack on network §'. Through some theoretical
research, it can be found that the difference between a target
attack and a theoretical attack is only in the first step of
cascading failure. Therefore, as long as we seek out a network
S', its generating function Gg, (x) and G, (x) are equal after
randomly deleting nodes with (1 - p) ratio. Then, the
random attack analysis of network S’ can replace the in-
tentional attack analysis of network S. Based on the expe-
rience of Ref. [38], we use Gy, (1 — p + px) = G, (x) to get
the following formula:

G (x) = Gg, (1 - p + px).

Gso(x)=GSb<1+E(x—1)). (12)
p

Next, we use the random attack analysis process to
continuously analyze the process of cascading failure under
targeted attack, mainly searching the iterative process de-
tailedly with the generation function and percolation theory.
Then, we analyze the ratio of the current network’s func-
tional nodes amounts to the total quantity of nodes in the
original network after each step of failure. The generating
function of network S’ has been obtained, as shown in
equation (12). In light of the above generating function of
network S', the generating function of the underlying
branching process Gg, (z) is as follows:

Géo(z)
G (1)

G, (2) = (13)

When §' is randomly attacked to remove the nodes with
the ratio of (1 — p), the remaining nodes’ degree distribution
will change while affecting the corresponding degree dis-
tribution in generating function. Therefore, the degree
distribution of the remaining nodes in S’ is N¢; = p * Nj.
The proportion of function nodes is as follows:

gs(P):l—Gso[l—P(l_fs)]’

where we define fg as the function of p, fs meets the
following:

(14)

fs=Gs[1-p(1-f)]. (15)

Next, we will analyze the cascading failure dynamics step
by step.



4.2. Stage 2: Equivalent Failure Under Random Attack in
Network S'. In the previous paper, we have analyzed the
process from intentional attack to random attack. Therefore,
we think that the initial attack is a random attack on network
S'. The (1-p) ratio of node failure. The quantity of
remaining nodes is as follows:

Ng =p-Ng=u-Ng. (16)

From equation (16), we could get y; = p. Based upon the
previous analysis, the quantity of nodes in the giant com-
ponent in N, is as follows:

N =gs(#1) - Ngy = - gs (1) - Ng=py - Ns. (17)
From equation (17), we obtain the following:

=ty - s (uy)- (18)

4.3. Stage 3: Cascading Failures in Network I Caused by S-Node
Failures. Through the analysis of the CPS system, we know
that the nodes in the coupling network S’ and I' are in-
terdependent. Therefore, the failure of nodes in network S’
may lead to the nodes crash in network I'. In our model, one
node in network I’ connects with three nodes of network §’,
and the internetwork connection and intranetwork con-
nection are random. Consequently, the quantity of nodes
remaining in network I' is as follows:

[Chom - (=) 1+ Ch g (L) - 24443 - 3]
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Np=[1-(-)’] Ny =(gj =34 +3-p,) N, =) - Ny,
(19)

o=y =3+ 3y = gs () - (7 =3y +3).
(20)

Using the same analysis theory before, we can get the
number of nodes in N, that belongs to the huge connec-
tivity component:

N12:91(#2’)'1\]12,:/42,'91(/“‘2’)'1\’1:!‘z'NI- (21)
From equation (21), we obtain the following:

= thy - g (). (22)

4.4. Stage 4: Further Fragment in Network S'. From the
previous theoretical derivation of cascading failure, it is
found that the number of nodes with dependency in those
that remained and belonging to network S'. In the first step
of random failure, it is derived that a node in network I may
have a random connection to one to three nodes in network
S'.In Table 2, we list the proportion of different connections.

According to our previous model, intralinks connection
and interlinks connection are completely independent,
which is a completely random event. Consequently, we get
the quantity of nodes with dependency in S':

NS?ZZ”Z'NI' [1 (1 [4 )3] (23)
- B!
So Ns3=!43"91(H3’)'Ns=#3'N5- (29)
So,

Ng; = 4y - gr () - N (24)

= 13- gs (43)- (30)

From N, to Ng;, we know that Hs = H3- gs(Hs

Ng, — N3 = (1 - g; (4)) - Ng;. (25)

Based upon the theory in Ref. [52], the nodes removed in
the initial stage do not belong to N,, Ng; and N, so from
the proportion of nodes removed in N, has the identical
ratio with those nodes removed from N¢,. So

Ng —Ns,3 = (1 — 91 (I/‘z,)) “Ng
=(1-g;(4)) - Ngy.

The fraction of the total nodes removed to the original
network S’ is as follows:

(26)

L=pr+ (1= gr (W) - o = 1=y g1 (1)- (27)
From equation (27), we know the following:
Uy =t g1 (a)- (28)

So, the quantity of nodes in the massive component in
Ny, is as follows:

4.5. Stage 5: Cascading Failures in I Once Again. Because of
the coupled CPS system, the network’s nodes would occur
breakdown caused by the previous failure of relevant nodes
in the network S'. As in the second step, the quantity of
dependent nodes in I is obtained.

N1’4=[1_(1_P‘3)3] N =(P[§_3'#§+3'#3)'NI'

(31)
From N, to Nj,, we can obtain the following:
[1-(15 - 315 +341)]
)

L J

Np-Np= N, (32

Same as the previous analysis, we get the following:

[1-(u3 =315 +343)]
Ha

N =Ny = N (33)
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TaBLE 2: The proportion of different nodes.
0 1 2 3
(1-w)’ Ciom - (1-p)’ G- (-p) ﬂ?
Thus, we know the fraction of the nodes that failed in
network I is as follows:
L—(p3-3-p5+3-p
L=+t ( p ) =1-p - (3 -3-ps +3) g5 (p3). (34)
2
y=p((x gs@)" =3 % g5 (x) +3) - gs (),
So, ) (41)
x=p-g1\y.
pi=p (03 =3 15 +3) - gs (). (35) o . ,
Simplify equation (41) to get the following:
It is found that the quantity of nodes in the largest 2
component in N, is as follows: X=pPgi [P‘ ((x g5 (%) —3-x- gs(x) + 3) S (x)].
I / 42
Ny =py- g1 (ps) - Np. (36) (42
In the process of solving the seepage threshold of a scale-
So, free network, it is hard to directly replace the degree dis-
ty =ty g1 (ua). (37) tribution of the network into the equation. Therefore, we

Following the prior conclusions of the cascading failure
dynamics method, we can identify the node size after each
step of the process, which could be expressed by the fol-
lowing equations:

{ poi = i (W31 = 3ty +3) - g5 (5,1

(38)
! ! !
Haiv1 = H1 - 91 (/421')’

where y; = p.

In the next section, we will use numerical simulation and
other methods to find Eq’s solution (38). Thus, we can get the
critical threshold of the coupled network.

5. Performance Analysis

5.1. Formula Calculation. Through the analysis in the pre-
vious section, it is clearly known that cascading failures
will not occur again when the nodes in the coupled
network are no longer in failure. Table 3 shows the specific
state equations of the two networks at each stage.
Therefore, in the coupled system, we can obtain the fol-
lowing equations when the cascading failure dynamics
comes to an end:

I ! . — ! o
{ /’lfz /“‘217,2 .”21+I2 (39)
tair1 = Hai-1 = Pairs:
In order to solve the above equations more efficiently, we
define variables x, y:

(0<x,y<1). (40)

!

T A o
{ Y = Wi = Haia = Wairos
! !
X = Wiv1 = Wai-1 = Paivs-

Consequently, equation (38) can be shown as follows:

need to rewrite equation (42) into two equations and make
them infinitely approximate by drawing. Let’s rewrite
equation (42) into the following two equations:

zZ = x,
{z=p-g1[p-((x-gs(x))z—3-x-gs(x)+3)-gs(x)].
(43)

According to the above equations, we draw the two
equations in the figure. When the curve equation is tangent
to the straight line, the intersection point is the seepage
threshold as shown in Figure 4.

In Figure 4, we can see that when « is 1, the percolation
threshold of the network is 0.5, while « is 2, it is 0.59. So far,
we have solved the seepage threshold of the coupled network
under different conditions. In order to verify the accuracy of
the theoretical results, we will do some simulation
experiments.

5.2. Case Results and Analysis. Simulation experiments in
this section verify the correctness of the theoretical value.
We analyze and verify the correctness of the theoretical data
from several different dimensions. We write a C++ program
to simulate the whole cascading failure process of interde-
pendent networks in order to obtain the proportion of
surviving nodes in the final steady state. Considering the
actual situation, the power-law exponent of a scale-free
network with power-law distribution is not a fixed value. We
set this value between 2.0 and 3.0 to adapt and study different
interdependent network systems. Whether the size of the
network node affects the change of the experimental
threshold is also the focus of our research. We set the
network node size to different values. In addition to attack
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TaBLE 3: The stage of network S and network 1.
Network S Network I

Stage 1 i =p =y gs(py) o o , ,

Stage 2 o, , , , to =ty gs (W) - (=3 +3) iy = i g1 ()
Stage 3 Hs = phy - g1 () ps = p3 - s (43) o o , ,
Stage 4 pa =y Gs () - (5 =3 3 +3) py = g - Gr (g)
Stage 2i poi = 1 (M3 =3 iy +3) - s (Uaiy) tar = Wi - 91 (U2

. ! ! ! ! !
Stage 2i +1 Haist = 1 - G1 (Bai) Haier = Hain1 * Gs (M)
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FIGURE 4: Solving iterative equations. We set the parameter A of the network to 2.8 and change the value of a. (a) The intersection of a curve
and a line stands for the critical threshold of the coupled system in the case of & = 1. (b) The intersection of a curve and a line describes the

critical threshold of the coupled system obtained with o =2.

parameters a, it is also essential to study cascading failure of
coupled networks. We will set a between —1.0 and 2.0.

5.2.1. System Robustness. In Figure 5, we analyze the
remaining nodes’ proportion when the failure comes to an
end in two networks with different p. From these three
graphs, we can find that as p goes from pc+¢ to pc—¢, the
value of the ordinate suddenly drops from a nonzero finite
value to 0, where ¢ is a value tending to 0. This shows that
when the value of p is in this range, the remaining nodes’
scale will reduce to an exceedingly small value by deleting
one node in the network. Moreover, we can observe that the
abscissa’s value corresponding to the network’s remaining
nodes’ phase transition corresponds to the theoretical value,
verifying the formula’s theoretical value.

From Figure 5, it is found that with the change of
abscissa, the changing trend of network S and I is the same.
Both networks are generic nodes or crash at the same time.
When p approaches the critical threshold, the maximum
connected component in the network will rise linearly, this
indicates that when p exceeds the critical threshold, some
nodes may exist, or the coupled system may collapse. This is
consistent with our theoretical analysis.

In Figures 5(a) and 5(b), we set the attack parameter « to
the same value and change the power-law index A of a scale-
free network to 2.6 and 2.8, respectively. Comparing the two
graphs, we get that the greater the A is, the smaller the
percolation threshold is, and the more reliable the network
is. The larger the A of the scale-free network, the higher the
likelihood that a few network nodes have the most con-
nections. That is, the network connections are closed. So, the
reliability of the network will be improved. In Figures 5(b)
and 5(c), we change the attack parameter « of the network,
one is set to 1, and the other is set to 2. The scale-free network
is invariant. By comparison, we find that the larger the a, the
bigger the pc. This shows that the reliability of the coupled
network is getting worse. The larger the «, the more vul-
nerable the nodes are to attack, so the network reliability is
reduced. These analyses correspond to our previous theo-
retical analysis.

From Figure 5, it can be seen that the blue line repre-
senting the percentage of the nodes that remained in net-
work I is almost invariably above the red one, which
represents that proportion in network S. Due to the initial
attack in network S, every node in network I was linked with
three nodes in network S, the network I receives a certain
degree of protection. This has a particular significance for us
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FiGure 5: The fraction of survival nodes in network S and I. Abscissa p represents the proportion of nodes that are not attacked in the
targeted-attack process and 1 — p represents the percentage of the attacked nodes. Ordinate p, indicates the proportion of remaining nodes
when cascading failure stops after the coupled network receives a targeted attack. The red line represents network S, the blue line represents
network I, and the abscissa corresponding to the black line represents the theoretical value of the critical threshold when the networks fail.

in the construction of real-life infrastructure. We can
connect more critical nodes in the coupled system to
multiple dependent sides to improve its security.

5.2.2. Influence of Network Size. In Figure 6(a), various
values of p are selected in the range [0.485, 0.545] near
pc=0.5, and we conduct 60 experiments at each point to
calculate more accurately the times that the coupled system
has not entirely failed. The same method is applied in
Figure 6(b), except that the value of « is changed. By ob-
serving Figure 6, we can see that the curve is steadily

approaching critical importance as nodes’ size increases.
When network nodes’ scale reaches a specific value, the first-
order phase transition occurs near the critical threshold,
distinct from the second-order phase transition of single

networks.

5.2.3. Comparison between Different A and a. Figure 7
compares the change of percolation threshold under dif-
ferent A. We keep the other parameters unchanged. The
abscissa represents the power-law index A of the scale-free
network, and the ordinate stands for the critical threshold pc
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Figure 7: The relationship between pc and A. We compare the
transforming of pc in the case of different power-law indexes A.

of the network. It can be found from the figure that the
seepage threshold decreases with the increase of A. This
reduction is relatively small. This shows that the power-law
index of scale-free networks is not a factor that significantly
changes coupled networks’ robustness. This has an efficient
significance for us to analyze CPS.

In Figure 8, for comparison purposes, we set the rest of
the network’s parameters to the same, only changing the
value of a. The A of the network is 2.8, and the minimum
degree of network is 3. We can see that the critical threshold
pc increases with an increase of «. This implies that the
robustness of the network is reduced. The greater « is, the
more vulnerable the nodes with high degrees are. Hence, the
network’s robustness decreases. This also verifies the pre-
vious theoretical results. We can also find that the perco-
lation threshold pc is not alike when the scale-free network
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F1GURE 8: The relationship between pc and a. We compare different
a with different critical threshold pc. The abscissa represents a, and
the ordinate represents the essential threshold pc.

faces various targeted attacks. This is because of the char-
acteristic that the least nodes of the scale-free network have
the most connections, which leads to the difference between
percolation thresholds in the face of different attacks. This is
beneficial for us to protect the coupled network in real life.
Correspondingly, we should analyze different situations
according to the actual network structure.

5.3. Engineering Applications. As a typical CPS application,
the smart grid provides us with many conveniences in real
life [53]. Figure 9 shows a vast power grid system with
isolated grids connected by long-distance transmission lines.
A smart grid system is composed of a power grid network
and communication network coupled and interdependent
[35]. The power grid is controlled by the communication
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FIGURE 9: A huge power grid system with isolated grids connected
by long-distance transmission lines.

F1Gure 10: The grid nodes appear red in a large area.

network, which also needs power from the power grid [54].
This interdependence will increase the risk of the power grid,
and the failure of a network node will cause the collapse of
the whole power grid [55, 56].

The most classic blackout in the United States was in
2003 [45]. A circuit line is entangled with the roots of the
trees growing under it. Due to the lack of timely measures,
nearly 20 high-voltage lines were out of control. This led to
more severe consequences. The interruption of one line
made other high-voltage lines overburdened, and eventually,
the entire New York State Grid collapsed. As shown in
Figure 10, it can be seen that the power grid collapses in a
large area, and the grid nodes appear red in large areas.
Therefore, it is necessary to study the cascading failure
dynamics of coupled networks.

We can use the network model to abstract the smart grid
system into a system composed of two coupled networks.
We can take the real power grid’s data scale and the average
degree of network nodes to study the cascading failure
dynamics caused by partial node failure. According to the
power grid failure process simulation, we can purposefully
study the critical nodes in the network and study network
nodes’ influence and network size on the cascading failure
dynamics. According to this data, we can improve the ro-
bustness of the smart grid more effectively.

6. Conclusion

The research work addressed the emerging IIoT concept and
its cybersecurity concerns with probable outcomes. The se-
curity risk analysis is not yet developed, and various strategies,
conceptual design, and technical implementations are ex-
pected in this paperwork. The cascading failure theory was
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suggested for providing risk assessment services at the re-
gional level by improving effectiveness, accessibility, and
expandability. The risk analysis scheme proposed for security
service corresponds to the interdependent IIoT application
environment. The key risk factor is an essential part of en-
suring IIoT system security; however, the research study
addressed the mathematical mechanism analysis details of the
emerging IIoT systems. We propose a novel risk analysis
scheme for security modeling and analysis of such interde-
pendent IToT environments in the design. This method aims
to support the development of secure IIoT environments at
the modeling and simulation levels framework, and risk
factors were hacked at the basic level itself. The methods
utilized resistance and risk alleviation techniques. In the
future, we plan to examine the environment of other complex
application scenarios of our proposed risk analysis method,
such as connected cars and houses, wearable devices, and
smart medical care in intelligent interdependent IIoT appli-
cations. This will give us an in-depth understanding of the
risks and challenges faced in these environments. They must
be addressed to protect the security of interdependent dis-
tributed devices and all connected service-related partici-
pants, thereby limiting the risk elements that may affect the
entire interdependent IToT environment. Besides, we also aim
to extend our work by including privacy requirements during
the modeling and the analysis of such systems by including
other risk requirements such as privacy protection and ci-
phertext retrieval in the modeling process. Through this
extension, we will be able to protect user data security in
interdependent IIoT systems and identify key risk factors that
may affect user security requirements, such as anonymity,
interconnectivity, unobservability, and undetectability, etc.
Finally, we plan to introduce artificial intelligence and game
theory methods for comparative analysis to determine the
attacker’s attack path mitigation technology.
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Information spreading dynamics on temporal networks have attracted significant attention in the field of network science.
Extensive real-data analyses revealed that network memory widely exists in the temporal network. This paper proposes a
mathematical model to describe the information spreading dynamics with the network memory effect. We develop a Markovian
approach to describe the model. Using the Monte Carlo simulation method, we find that network memory may suppress and
promote the information spreading dynamics, which depends on the degree heterogeneity and fraction of bigots. The network
memory effect suppresses the information spreading for small information transmission probability. The opposite situation
happens for large value of information transmission probability. Moreover, network memory effect may benefit the information
spreading, which depends on the degree heterogeneity of the activity-driven network. Our results presented in this paper help us
understand the spreading dynamics on temporal networks.

1. Introduction

Extensive real-data analyses revealed that social network
exhibits strong temporal properties [1-3], i.e., the edges and
nodes do not always exist at any time, and may vary with
time. For instance, in scientist collaborative networks, two
researchers may collaborate to publish a paper but rarely
collaborate at every time step [4-9]. Besides, two researchers
may build their first collaboration. Another example is that
in the transportation network, two cities may build ex-
pressways and high-speed trains. Thus, a new edge is added.
The emergence and disappearance of edges and nodes widely
exist for the online social network due to the login or log out
of the online platforms. Therefore, the temporal network is a
widely used method to describe the social network, in which
nodes represent individuals and edges stand for their
relationships.

For the information spreading on temporal networks,
researchers from different disciplines made great contri-
butions [10-19]. In what follows, we first review the progress

of information spreading on social network. Different from
the static networks, i.e., the network topology does not
change with time, researchers found some important results
[15,20-23]. When the information is spreading on the static
networks, scholars found that the existence of some hubs
may eliminate the threshold point [24, 25]. Specifically, any
values of information transmission probability can trigger
the information spreading on social networks. Based on
these results, we can understand why information can always
spread on social platforms. Researchers further revealed that
the network community, clustering, and degree-degree
correlations could alter the spreading dynamics of infor-
mation [26, 27]. In reality, sharing a piece of information is
risky, and thus affirming its reality and reliability is fatal.
Researchers used the threshold-based model to include this
factor in the spreading dynamics, such as the Watts
threshold model and other generalized models. For that
threshold-based information spreading model, the phase
transition of the dynamical system is always discontinuous,
i.e., first-order phase transition [28]. Wang et al. [29, 30]


mailto:wjpan@cafuc.edu.cn
https://orcid.org/0000-0001-8277-4277
https://orcid.org/0000-0003-1448-4336
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2021/8015191

proposed nonredundant information spreading dynamics
and revealed a transition between the continuous and dis-
continuous transition in the system.

When researchers studied the information spreading
dynamics on temporal networks, scholars found that net-
work temporality can suppress or promote the information
spreading [1, 20, 21, 31-37]. Xue et al. proposed a mathe-
matical model to describe a heterogeneous population,
where a fraction of nodes adopts a complex contagion. They
used a Markovian approach to describe the spreading dy-
namics. They found that the promotion or suppression of the
network temporality is determined by the heterogeneities of
population and degree distribution. Scholtes et al. [38] found
that the non-Markovian temporal network may speed up or
slow down the information spreading. Wang et al. [39]
proposed a heuristic immunization strategy for information
spreading and demonstrated the effectiveness of this strategy
in real-world data.

For the temporal network, an essential factor is the
network memory [38, 40-42], which means that edges that
existed in the current time step may already occur in pre-
vious time steps. Sun et al. [43] revealed that network
memory inhibits the spreading process for SIR models, in
which the epidemic threshold is enlarged while the
spreading size decreases. How memory affects the infor-
mation spreading dynamics is an important question. To
address this, we propose a mathematical model on temporal
networks with memory. Then, we develop a Markovian
theory for the dynamical model. Through extensive Monte
Carlo simulations, we systematically investigate the dy-
namics. Finally, we conclude.

2. Information Spreading Model

In this section, we introduce the information spreading
dynamics on temporal networks with network memory.

2.1. Activity-Driven Network with Memory. Mathematically,
the temporal network & can  be described as
$=(%9,...,%, ), where &, represents the temporal
network at time step ¢. For network &,, we use the temporal
adjacency matrix A, to represent the topology of &,. If
A, (i, j) = 1, there is an edge between nodes i and j at time ¢.
Otherwise, A, (i, j) = 0.

To build the activity-driven network with memory effect,
we generalize the activity-driven model proposed in [44-46].
We build memory activity-driven network as follows.

(i) Assign value for network size N and potential ac-
tivity x; according to a given distribution f (x). In
this paper, we assume f (x) follows a power-law
distribution. That is to say, f (x) = ex™?, where y is
the potential activity distribution exponent,
e=1/ Y™ X7, Xpyp =107, and  x.,,, = 0.99.
Mathematically, the larger the value of y, the more
homogeneous the degree distribution of the tem-
poral network. Therefore, we can change y to in-
vestigate the degree heterogeneity of the temporal
network.
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(ii) Generating temporal network &,: for each node i,
there are two possible ways to build edges. If node i
becomes active with probability a; = #x;, where 7 is
a parameter, node i forwardly connects to m ran-
domly selected nodes. If node i is inactive, it can
only receive the connections from other active
nodes.

(iii) At the end of the time step t, we delete every edge
with probability 1 — £. Therefore, the memory effect
is induced. The higher the value of &, the more
substantial the memory effect of the temporal
network. For the case of £ = 0, the temporal network
is memoryless. When & = 1, the network is static.

According to the above steps, we know that the average
degree of network &, is <k,) = 2mne(y — 1/y - 2).

2.2. Information Spreading Model. We here adopt the in-
formation spreading model proposed in [47]. This model
uses a generalized susceptible-infected-susceptible (SIS)
model to describe the dynamics of information spreading.
The susceptible nodes mean that they do not receive any
information but may receive the information. The infected
nodes represent that they have obtained the information and
willing to share it with neighbors. In this model, we assume
that there are two types of nodes, i.e., activists and bigots.
The activists are willing to share the information with
friends. Thus, we assume that they have a smaller adoption
threshold 8, = 1. The bigots are less likely to accept the
information. Therefore, we set those bigots with a higher
adoption threshold 6, > 1. In this model, we randomly select
a fraction of w nodes as the bigots and the remaining 1 — w
nodes as activists.

The information spreading dynamics evolve as follows:

(i) Randomly selecting p, fraction of nodes to receive
the information and setting the rest as susceptible
nodes.

(ii) At every time step, every infected node i tries to
transmit the information to its very susceptible
neighbor j with probability A. If node j succeeds in
receiving a piece of information, it would be rep-
resented by the mark +1 and the like. In this sit-
uation, we consider the state of node j. If node j is
an activist, it becomes infected. If node j is a bigot, it
becomes infected only when its received informa-
tion is larger than 6,.

(iii) Every infected node becomes a susceptible state with
probability y,.

When the infected nodes no longer exist or the spreading
dynamics has run 10000 times, the dynamics ends.

3. Theoretical Analyses

To obtain mathematical analysis results on the spreading
dynamics, we use a generalized discrete Markovian ap-
proach, which is inspired by Refs. [39, 48-50]. In theory, we
assume that there are no dynamical correlations among the
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state of neighbors. That is to say, the infection probabilities
of a susceptible node from informed neighbors are de-
pendent. At any time step ¢, node i can only be susceptible or
infected state. Define x; (t) = 1 when node i is in the infected
state and x; () = 0 when in susceptible state. The probability
of node i in the susceptible and infected states is Pr[x; (¢) =
0] and Pr([x; (t) = 1], respectively. For the sake of simplicity,
we denote Pr[x; (t) = 0] and Pr[x; (t) = 1] as s; (t) and p; (¢),
respectively.

For the evolution of p;(t), we should consider two
situations: the evolutions of bigots and activists, which are
denoted as p? (¢) and pf’ (1), respectively. Therefore, we have

p; () = pi () + pi (1) (1)

In the following, we study the evolutions of pf (t) and
pib (). For an activist, such as node i, the evolution of p? (¢)
includes two situations. On the one hand, node i is in the
infected state at time step ¢ and does not recover to sus-
ceptible state with probability (1 —y)p;(¢). On the other
hand, node i is susceptible at time step t and gets infected by
neighbors at this time step with probability (1 - p;(t))
(1-¢°(t)), where

N
a ®=[](1-2e,;0p;®), (2)
=1

represents the probability of node i remaining susceptible at
time step t. The evolution of p? (t) is

plt+1) =(1-w)[1-y)p;®)+(1-p@)(1-q ®)]
(3)

For the bigots, the evolution of pf(t) is more complex.
The bigots will only be infected if the information received is
greater than the threshold 6,. Therefore, we should first
compute the number of information received by node i and
denote g/’ (¢) as n pieces of information received by node i at
time step t. Using the results presented in Ref. [47], we have

d0- Y Do [10-10)
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Until now, we have presented the expression of the
evolution equations of the information spreading dynamics.
In the steady state, i.e., t — 00, we have p; (t + 1) = p; (t).
We denote the fraction of nodes in the infected state in the
steady state as p, which can be computed as

1 N
p=ﬁ;p,~. (5)

We use p as the order parameter of the system in the
following numerical studies.

4. Results

In this section, we use the Monte Carlo method to study the
information spreading dynamics on temporal network with
memory effect. When generating the temporal network, we
set the average degree of every temporal network &, with

average degree <k,» = 10. In the dynamical system, we set
the order parameter p as

Enax+1000

P = 1000 Hz p(t), (6)

~*max

where ¢, = 5000 and p(t) = 1/N YN, p; (). We set 6, = 2.
To numerically locate the steady state of the dynamical
system, we compute the average values of p(¢). When the
average value of variance p () is smaller than 107>, the steady
state of the system is reached.

In Figure 1, we first investigate the information
spreading dynamics without bigots (i.e., & = 0). For dif-
ferent strengths of the memory effect, we find two distinct
regions. When the information transmission probability A
is small, a strong memory effect suppresses the information
spreading dynamics (see £ = 0 and & = 1). That is to say, the
temporal network is not beneficial in information trans-
mission. However, for larger values of A, the temporal
network is beneficial for information spreading. For static
networks, the network topology does change with time. The
information can be accessed by more susceptible nodes for
small values of A since the giant connected cluster is larger.
However, more different nodes will be connected to the
temporal giant connected cluster for temporal networks
and promote the information spreading for larger A. Once
the network memory effect is not strong enough, compared
with the information spreading on static and temporal
networks, the information is suppressed regardless of the
information transmission probability. Thus, we know that
the middle memory effect can suppress the information
spreading.

We further investigate the information spreading on a
given strength of memory effect for different values of bigots
in Figure 2. We note that both the fraction of bigots and
memory affect the information spreading. For a given net-
work topology, we find that p increases with w since bigots are
not beneficial in transmitting the information. Besides, we
note that the increase pattern of p versus A is different for
distinct values of w. When w =0, p increases continuously
with A. However, p discontinuously increases with A when w is
large (e.g., w = 1.0 in Figures 2(b)-2(d) and 2(f)).

The network memory effect may benefit the information
spreading, which depends on the degree heterogeneity of the
activity-driven network. When the potential exponentisy = 2.1
and 3.5, the network memory effect suppresses the information
spreading (Figures 2(a), 2(c), 2(d), and 2(f)). However, when the
potential exponent is y = 3.0, the network memory effect
promotes the information spreading, as shown in Figures 2(b)
and 2(e).

Finally, we investigate the phase transition of the system
with different initial seed sizes in Figure 3. Generally
speaking, the phenomena are the same as those stated in
Figure 2. We find that the system always has a hysteresis loop
no matter what value w and y is assigned. In more detail, the
final information spreading size p depends on p,,. The larger
po> the higher p in the hysteresis loop region. We also note
that the larger w, the smaller p. That is to say, the bigots
hinder the information spreading dynamics.
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FiGure 1: Information spreading on activity-driven networks. The final information spreading size p versus information transmission
probability A with y = 2.1 (a), y = 3.0 (b), and y = 3.5 (c). We set the fraction of seeds as p, = 0.1 and the average degree as <{k,) = 10, and
there are no bigots (i.e., w = 0.0).
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FiGgure 2: Continued.
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FIGURE 2: Information spreading on activity-driven networks. The final information spreading size p versus information transmission
probability A with y = 2.1 (a), y = 3.0 (b), and y = 3.5 (c) for £ = 0.5. p versus A with y = 2.1 (d), y = 3.0 (e), and y = 3.5 (f) for £ = 0. We set
po = 0.1 and <k, = 10.
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FIGURE 3: Information spreading on activity-driven networks. The final information spreading size p versus information transmission
probability A with p, = 0.1 (a) and p, = 0.9 (¢) for y = 2.1. p versus A with p, = 0.1 (b) and p, = 0.9 (d) for y = 3.5. We set £ = 0.5 and

¢k, = 10.

5. Conclusions

In this paper, we proposed a mathematical model to in-
vestigate the effects of network memory on the information
spreading dynamics on temporal networks. We first pro-
posed a dynamical model in which the temporal network
has a memory effect. Specifically, the current temporal
network can remember the previous interconnections.
Furthermore, an information diffusion model is developed
on this type of temporal network. Then, we used a Mar-
kovian approach to describe the information spreading
dynamics. Finally, we used the Monte Carlo simulation
method to study the information spreading model nu-
merically and found that network memory may promote
and suppress the dynamics. The effects depend on the
heterogeneous degree distribution and the fraction of
bigots in the populations.

The results presented in this paper may shed some light
into investigating the dynamics of information on temporal
networks. On the one hand, the Markovian theory may be
used to study other dynamics on temporal networks. On the
other hand, the memory effect of temporal network should
be included when studying other dynamics. Finally, some
further studies about memory of temporal network should
be investigated, for instance, developing more accurate
theory and designing more realistic models to describe the
spreading dynamics.
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