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Evolving fifth-generation- (5G-) and-beyond communica-
tion networks are envisioned to provide services withmassive
connectivity, ultrahigh data-rate, ultralow latency, much
improved security, very low energy consumption, and high
quality of experience. 5G-and-beyond communication sys-
tems not only will be more advanced but also are expected
to be more complex in comparison with legacy systems. To
achieve the goals of 5G-and-beyond communication systems,
convergence of the heterogeneous wireless technologies has
emerged as one of the key solutions.This entails convergence
of not only the radio frequency (RF) technologies, but also
the optical and RF/optical wireless technologies. The optical
spec trum is considered as an emerging solution for the
development of future high capacity optical wireless commu-
nication (OWC) networks. It offers unique advantages, such
as huge unregulated optical spectrum and inherent security.
Therefore, future networks are anticipated to adopt amultitier
RF/optical architecture comprising macrocells, microcells,
different types of licensed small cells, optical attocells, OWC
networks, and relays. The future 5G-and-beyond systems,
instead of being a single wireless access network, will be
a “network of networks.” The seamless integration among

heterogeneous wireless, optical and RF/optical wireless net-
works, demands paradigm shifts in such a way that differ-
ent networks collaborate with each other so as to achieve
the desired goals of the 5G-and-beyond communications.
In order to attain full convergence of the heterogeneous
networks, many technical issues need to be resolved.

The motivation behind this special issue has been to
solicit cutting-edge research relevant to applications, archi-
tecture, and resource management of heterogeneous wireless
networks for 5G-and-beyond communications. This special
issue invited papers that address such issues. Following a
rigorous review process (including a second review round),
six outstanding papers have been finally selected for inclusion
in the special issue. The accepted papers cover a wide range
of research subjects in the broader area of convergence of
heterogeneous wireless networks to meet the demand of 5G-
and-beyond communications systems.

The paper “Network-Assisted Optimal Datalink Selec-
tion Scheme for Heterogeneous Aeronautical Network” by D.
Wang et al. focuses on datalink selection mechanism in
heterogeneous aeronautical network. The authors proposed
a priority distinction selection algorithm by constructing
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multiuser multiobjective optimization problem to maximize
the number of users accessing their optimal datalinks and
minimize the modification of the users’ access requests.

The paper by J. Myung et al. entitled “Threshold Secret
Sharing Transmission against Passive Eavesdropping inMIMO
Wireless Networks” proposes a threshold secret sharing
scheme for secure communications in multiple input and
multiple output wireless networks. In their novel scheme,
the base station divides the secret data into a number of
parts using a polynomial-based approach and transmits the
divided data to the legitimate user by beamforming with
multiple spatial dimensions.

The paper “An Implementation Approach and Perfor-
mance Analysis of Image Sensor Based Multilateral Indoor
Localization and Navigation System” by M. Shahjalal et al.
investigates the implementation issues for indoor mobile
robot localization and navigation systems. The authors pro-
posed an indoor navigation and positioning combined algo-
rithm and further evaluate its performance for the feasibility
of real-implementation.They developed an Android applica-
tion to support data acquisition from multiple simultaneous
transmitter links.

The paper by K. Shim et al. entitled “Exploiting Oppor-
tunistic Scheduling for Physical-Layer Security in Multitwo
User NOMA Networks” addresses the opportunistic schedul-
ing inmultitwo user nonorthogonalmultiple access (NOMA)
systems consisting of one base station, multiple near users,
multiple far users, and one eavesdropper. The authors intro-
duced a user selection scheme, called best-secure-near-user
best-secure-far-user scheme to improve the secrecy perfor-
mance. Additionally, the authors proposed a descent-based
search method to find the optimal values of the power
allocation coefficients that can minimize the total secrecy
outage probability.

The paper “Fuzzy Based Network Assignment and Link-
Switching Analysis in Hybrid OCC/LiFi System” by M. Khalid
et al. proposes a hybrid optical camera communications
and light fidelity architecture to improve the quality-of-
service (QoS) of users.The authors present a network assign-
ment mechanism for such hybrid systems. A dynamic link-
switching technique is proposed which includes switching
provisioning based on user mobility and detailed network
switching flow analysis. Fuzzy logic is used to develop their
proposed mechanism. A time-division multiple access is also
adopted to ensure fairness in time resource allocation while
serving multiple users using the same light-emitting diode in
the hybrid system.

The paper by M. R. Bosunia and S.-Ho Jeong entitled
“Efficient Content Delivery for Mobile Communications in
Converged Networks” proposes a content-centric networking
based content delivery mechanism for 4G and 5G heteroge-
neous converge networks. The authors described a mobility
management scheme to support the content diversity and
network diversity by leveraging the abundant computation
resources in the mobile network. In addition, this paper
analyzes the existing approaches with respect to mobility and
evaluates the performance of their seamless content delivery
mechanisms in terms of content transfer time, throughput,
and data transmission success ratio.
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The mobile Internet is already playing a key role in people’s daily lives worldwide, resulting in the dramatic growth in the number
of mobile devices.The size of the Internet and the amount of the traffic are being expanded rapidly, which poses various challenges.
In particular, the Internet and mobile communications are entering a new era that demands faster communication services and
uninterrupted content delivery. A new paradigm called content-centric networking (CCN) is considered as an appropriate way for
efficient content delivery. In this paper, we propose a CCN-based efficient content delivery mechanism in the 4G network and also
in the upcoming 5G network where various heterogeneous networks are converged. We also propose a novel mobility management
scheme to support the content diversity and network diversity by leveraging the abundant computational resources in the mobile
network. In addition, we analyze the existing approaches with respect to mobility and evaluate the performance of our seamless
content delivery mechanism in terms of content transfer time, throughput, and data transmission success ratio. Simulation results
are also presented to show that the content-centric wireless network with our mobility management scheme can improve the data
delivery services significantly compared to the existing schemes.

1. Introduction

Recently, as the use of mobile devices such as smart phones
and tablets has increased exponentially, the number of ser-
vices that connect mobile devices to the Internet has also
increased. Accordingly, the volume of the mobile content has
increased enormously, and it is a big challenge to support
fast content delivery as well as seamless mobility in the
wireless network. The content-centric networking (CCN) [1,
2] architecture can be useful to resolve this issue.

The current Internet is configured for host-to-host com-
munication, and therefore it is not suitable for the future
Internet which will deal with various contents and provide
seamless mobility for moving users. The main focus of CCN
is to provide more efficient, faster, and secured delivery of
a content rather than to establish the communication path
to the content source. CCN provides name-based routing
without exploiting the content/device address. CCN operates
using two simple messages for content transmission: first one

is the Interest packet and the other is the Data packet. The
Interest packet contains the request for a desired content, and
the request consists of different attributes such as content
name, content type, and content version. The Data packet
contains the original data with the content name, security
related information, and several other attributes, e.g., hop
distance and content source description.

Figure 1 shows the CCN forwarding module which
is equipped with three functional and operative elements
for content-based routing: Content Store (CS), Forwarding
Information Base (FIB), and Pending Interest Table (PIT).
The CS is the physical storage of the content and stores the
identical name of the published content. The FIB preserves
the content routing information for mapping between the
content name and the next hop towards the content source.
The PIT keeps track of and records the status of all received
Interest packets in order to satisfy later when the content is
on hand. Any node that wants to publish a content spreads
the content name to the nearby nodes to make it available
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Figure 1: A forwarding module for CCN.

and accessible to the content consumers. A node sends an
Interest packet to retrieve a content based on the routing
information available in the FIB. When a node receives the
Interest packet, it enforces a lookup inside the CS to check
the content availability. If the requested content is available
then the content is delivered back to the content requester. If
the content is not available inside the CS, a pending Interest
is recorded in the PIT and the Interest packet is forwarded via
the face guided by the FIB.

The LTE-based 4G mobile network establishes a network
architecture to provide faster data retrieval and seamless
mobility management. Even though LTE promises to be a
faster and more efficient data delivery network, its communi-
cation architecture is still centralized and host oriented; thus
various performance degradation issues, e.g., high bandwidth
consumption, cross domain traffic, high delay for the long
communication path, and waste of network resources, may
need to be resolved. A new paradigm called CCN is con-
sidered as an appropriate way of efficient content delivery as
mentioned above. The integration of CCN and LTE can be
used to resolve the issues by providing timely and fast delivery
of the data with efficient resource utilization.

In this paper, we propose a CCN-based efficient content
delivery mechanism in the 4G network and also in the
upcoming 5G network where various heterogeneous net-
works are converged. We also propose an efficient mobility
management mechanism to address the content diversity and
network diversity by leveraging the abundant computational
resources in the LTE-based 4G network. Our proposed
mobility management scheme introduces a context-aware
handover prediction mechanism to deal with the heterogene-
ity of wireless content providers and consumers. Context
awareness provides a significant effect to guarantee data
continuity in the mobile environment. We also introduce
a content similarity matching mechanism to provide the
data continuity when mobility increases the chance of data

unavailability. The rest of the paper is organized as follows.
Section 2 describes the recentwork related to content delivery
inCCN. Section 3 presents a novel approach to integrateCCN
with LTE and some mechanisms for efficient and seamless
content delivery in the LTE network in detail. Section 4
describes implementation details and performance issues,
and finally, Section 5 concludes the paper.

2. Related Work

Seamless content delivery andmobility management in wire-
less networks are important research issues which have been
focused a lot under various scenarios. A lot of works have
been proposed so far in this area. The LTE network is limited
to the measured value of the received signal strength which
is a factor that triggers handover in the wireless network. In
reality, handover involves content delivery rate requirements
for a particular application, packet loss, end-device demand
for high/low data rate, and many more.

There are various mobility-related mechanisms and pro-
tocols across all the layers in the TCP/IP protocol stack
for providing seamless content transmission. For example,
Mobile IP [3] provides mobility support at the Network
layer; the Stream Control Transmission Protocol (SCTP) [3]
and the Datagram Congestion Control Protocol (DCCP) [3]
provide seamless mobility support at the transport layer.
Dynamic DNS (DDNS) [3] and Session Initiation Protocol
(SIP) [3] are examples to provide mobility management at
the application layer. The efficiency of these mechanisms is
limited due to the acting of IP address as a locator as well as
an identifier and also due to the cross layer communication
between different layers. The separation of the locator from
its identifier is proposed in Host Identity Protocol (HIP) [3]
and Locator Identifier Separation Protocol (LISP) [4], but
they cannot come out from the host-to-host communication
scenario.
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The future Internet architecture based onInformation-
Centric Networking (ICN) such as CCN, Name Data
Networking (NDN), Data-Oriented Network Architecture
(DONA), and Network of Information (NetInf) uses in-
network content caching to improve the efficiency of content
transmission, reduce the network traffic and content access
latencies, alleviate the present communication bottlenecks,
and support ubiquitous access and efficient mobility manage-
ment. DONA [5] introduces integrated name resolution and
content-based routing schemes by replacing the concept of
DNS in the traditional TCP/IP based Internet architecture.
DONA uses a flat, self-certifying name of a content and
registers the content name and the location in a domain
server called Resolution Handlers (RHs). RHs are structured
into a BGP topology of the network and content lookups
are performed by querying a consumer to its local RH. If
no reference of the requested content is found, the query is
forwarded up the tree until a content source is found; an out-
of-band delivery path is then established by the source (over
IP). DONA reduces the applicability due to the dependency
on RHs like DNS and location-based communication. The
amount of delay and overhead may also be a big concern for
DONA.

Network of Information (NetInf) [6] follows the similar
mechanisms as DONA and also provides content delivery
using a name resolution (NR) service. To handle content and
device mobility issues and provide content-based routing,
NetInf uses Multiple Distributed Hash Table (MDHT) [7]
and Late Locator Construction (LLC) [8] schemes. MDHT
and LLC try to make the content management and name
resolution simple and provide in-network content caching.
PERSUIT [9] uses three key components, Rendezvous,
Topology, and Routing, to provide seamless content delivery
and mobility management in a publish/subscribe architec-
ture. Bloom filter based source routing is used to transfer
content through the network [10]. However, NetInf reduces
its efficiency due to the dependency on the NR which is
responsible for content registration, content updates, and
content-based route establishment. It requires a re-binding
similar to DONA. The mechanism for handling mobility in
NetInfmay vary according to the chosen content locator; thus
the implementation can be complex.The cost of updating the
routing information for PERSUIT is very high. The packet
loss may be significant in the case of high mobility.

The CCN architecture [11, 12] decouples the content from
the location and device and distributes the content using
content name-based routing. In CCN, consumer mobility is
managed inherently by its receiver driven nature. There is
no need to update the routing information due to mobility
from a consumer’s perspective; the consumer just retransmits
Interest packets if the content is not available yet. Even though
CCN supports consumer mobility inherently, it faces long
delays to re-issue the Interest after rebinding to a newnetwork
and cannot provide seamless content transmission. Content
provider mobility is still an open issue in CCN; there are
several issues to be resolved such as update of routing and
location information, repeated transmission of Interest/Data
packets, and undesirable content delivery delays due to
mobility.

A proxy-based approach [13] proposes a publisher mobil-
ity support protocol in CCN and a fast FIB update mecha-
nism. It introduces the mobility entry in FIB for mobile and
temporal destination and also defines the Home Router (HR)
or proxy to announce the original entry of the publisher to the
network and establish a tunnel between the previous point
of attachment and a new point of attachment to reduce the
packets loss due to mobility. Clustered CCN [14] introduces
the cluster concept to support mobility which can be viewed
as a hierarchical mobility management scheme to support the
extensive mobile domain. It forms a cluster with a cluster
head that manages all the responsibilities of its members
like Interest processing and mobility tracking. With the
assistance of the cluster or proxy, it can reduce the Interest
dissemination and content distribution, but the overhead and
complexity of this approach are high due to its centralized and
hierarchical nature.

A converged network is useful to exploit content diversity
and device heterogeneity by disseminating contents through
several networks, e.g., Wi-Fi, broadcast networks or cellular
networks [15, 16]. Despite a large variability of content
requests to several routes and several content sources for
efficient transmission of user requests and content storing,
content requests are typically satisfied by the nearby devices
or networks [17–19]. The separation among content delivery,
content storage, and content and device mobility operations
may reduce the performance efficiency of the network and
increases the operational complexity of the network.

Fetching the content before handover was proposed in
[20] to support producer mobility in name-based routing.
Software defined controller for CCN [21] proposed amobility
management mechanism for allowing packet forwarding
and intermediate routing on the device mobility. Software
Defined Mobile Network [22] was proposed to improve
the content delivery efficiency by optimizing caching in the
LTE network in which Software Defined Networking (SDN)
mechanisms were integrated with the Mobility Management
Entity (MME). It allows dynamic relocation of contents in
any intermediate node. This mechanism was compared and
evaluated in [23] by using simulation. The simulation results
showed that the in-node content caching reduced traffic
load and improved content delivery efficiency. Even though
intermediate content storing ensures faster content access,
the virtual tunnel-based content redirection in the LTE
network increases the overhead and reduces the transmission
efficiency.

A mobility direction prediction mechanism was pro-
posed in [24] for reducing the number of handovers and
data losses in the LTE network. However the scope of this
work is very limited due to theTCP/IP-based communication
nature.The future mobile networks demand the mobility and
portability of devices and data or contents in an autonomous
and adaptive way to provide seamless content delivery, to
be connected to several access networks simultaneously, and
maintain the high quality of content transmission without
any interruption even in the highly mobile environment. The
proposed mechanism is an enhancement to our previous
work [25], which makes it possible to directly fetch and store
contents in any appropriate node before handover to enable
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Figure 2: Content delivery procedure in the content-centric mobile network (e.g., LTE network).

faster content retrieval for reducing content transmission
delays and preventing the repeated transmission of Inter-
est/Data packetsto avoid the network congestion.

3. A CCN-based Mechanism for
Seamless and Efficient Content Delivery in
the Mobile Network

Mobility in the Internet means that either the consumer or
the provider is moving away from its point of attachment to
another or both of them are moving away together. Mobility
support is a service such that the mobility of the node should
not result in any loss of data or extended periods of discon-
nection. It is still an issue how CCN will be integrated with
the LTE network. We simplify here a seamless data delivery
procedure in the content-centric LTE network. The eNodeB,
SGW/PGW, and MME can support the CCN function and
protocols. The detailed content delivery procedure in the
content-centric LTE network is described below and also
shown in Figure 2.

(i) Step 1: UE1 establishes a connection to an eNodeB.
(ii) Step 2: the eNodeB sends the UE1 information con-

taining the node identifier and the interface identifier
to the SGW/PGW.

(iii) Step 3: UE1 sends the Interest packet via the eNodeB.
When the eNodeB receives the Interest packet, it
performs according to the basic operation of the CCN
node.

(iv) Step 4: the SGW/PGW receives the Interest packet
from the eNodeB. After searching its CS and PIT, if
no matched content is found, it checks its FIB.

(v) Step 5: the SGW/PGW’s FIB sends the Interest packet
via the face of the content provider.

(vi) Step 6: when a content provider receives the Interest
packet, it searches its CS. When the matched content
is found, it sends the Data packet of the content out
via the incoming face.

(vii) Steps 7, 8: when the SGW/PGW receives the Data
packet, it forwards it to the eNodeB and UE1 based
on their PIT.

(viii) Step 9: UE1 terminates the connection.
(ix) Step 10: UE2 establishes a connection to the eNodeB.
(x) Step 11: the eNodeB sends the UE2 information con-

taining the node identifier and the interface identifier
to the SGW/PGW.

(xi) Step 12: UE2 sends the Interest packet to the eNodeB.
(xii) Step 13: when the eNodeB receives the Interest packet,

it performs according to the basic operation of the
CCN node. Since it is cached in the previous eNodeB,
it sends the Data packet to UE2.

(xiii) Step 14: UE2 terminates the existing connection.

3.1. Device Mobility Prediction. Device mobility or consumer
mobility allows consumers to change their point of attach-
ment without disrupting the connectivity. We have defined a
mathematical model which takes into account the preference
of end devices, e.g., UEs, when selecting a base station
for seamless and fast content retrieval and content delivery
services. Let 𝑥 be a value for a single criterion and 𝛼 be the
steepness. 𝑥𝑚𝑖𝑛 ≤ 𝑥𝑚 ≤ 𝑥𝑚𝑎𝑥 where 𝑥𝑚 is the midpoint of the
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variation range. These variations can be defined as [26] using
the single criteria utility function as shown in

𝑢 (𝑥) =

{{{{{{{{
{{{{{{{{
{

0 𝑖𝑓 𝑥 ≤ 𝑥𝑚𝑖𝑛
1

1 + 𝑒𝛼(𝑥𝑚−𝑥)/(𝑥−𝑥𝑚𝑖𝑛) 𝑖𝑓 𝑥𝑚𝑖𝑛 < 𝑥 ≤ 𝑥𝑚
1 − 1

1 + 𝑒𝛽(𝑥−𝑥𝑚)/(𝑥𝑚𝑎𝑥−𝑥) 𝑖𝑓 𝑥𝑚 < 𝑥 ≤ 𝑥𝑚𝑎𝑥
1 𝑖𝑓 𝑥 ≥ 𝑥𝑚𝑎𝑥

(1)

where

𝛽 = 𝛼 (𝑥𝑚𝑎𝑥 − 𝑥𝑚)
𝑥𝑚 − 𝑥𝑚𝑖𝑛

(2)

and 𝛼 > 0 is the tuned steepness parameter. The proposed
utility function satisfies the following properties: 𝑢(𝑥) =
0 ∀𝑥 ≤ 𝑥𝑚𝑖𝑛, 𝑢(𝑥) = 1 ∀𝑥 ≥ 𝑥𝑚𝑎𝑥, and 𝑢(𝑥𝑚) = 0.5.
The point of attachment selection in the wireless networking
environment is based on the aggregation of different utility
functions for decision processes. Hence, we define here a
multicriteria utility function that is able to integrate the end
devices’ different choice metrics to select a best point of
attachment. Let 𝑅 = 𝑅1 . . . 𝑅𝑛 be a set of potential alternatives
(e.g., possible different eNodeBs) and each alternative can be
described as a different descriptor or attributes (e.g., received
signal strength, mobility direction, and load in terms of
data transfer rate) 𝑥 = 𝑥1 ∗ . . . ∗ 𝑥𝑛, and each alternative
attribute being described as a utility function 𝑢(𝑥𝑛), the
simple weighted average of different alternatives A(R1 . . .Rn)
is used to maximize the selection probability of the best
eNodeB as follows:

𝐴𝑅 =
𝑙

∑
𝑖=1

𝑤𝑖𝑢 (𝑥𝑖) (3)

where 𝑤𝑖 is a weight that reflects the content receiver’s pref-
erence. Weights are assigned according to the UE’s expected
criteria.

(i) Received Signal Strength. Received signal strength (RSS)
is one of the most popular parameters to take a handover
decision. By monitoring the RSS, it is easily determined
whether the UE should connect to a new eNodeB or not.
The UE reports the received RSS value for all the neighbor
eNodeBs to the serving eNodeB. The eNodeB that takes a
handover decision uses the RSS values of each eNodeB in a
single criteria utility function as shown in (1).

(ii)Mobility Direction.The proposedmechanism also uses the
moving direction prediction of each UE tomake the decision
of the movement towards an eNodeB. We assume that each
eNodeB is aware of the position of the 2-hop neighbor
eNodeBs and each UE is aware of its own position. Assuming
the serving eNodeB position is (𝑋𝑒, 𝑌𝑒), the position of the
UE is (𝑋𝑢, 𝑌𝑢), and the candidate eNodeB position is (𝑋𝑛 , 𝑌𝑛),
using the Pythagorean Theorem, it is possible to estimate
distance between a UE and a candidate eNodeB as shown in

d = √(𝑋𝑛 − 𝑋𝑢)2 + (𝑌𝑛 − 𝑌𝑢)2 = √(Δ𝑋)2 + (Δ𝑌)2 (4)

Therefore, the probability of a UE being in a coverage area
of an eNodeB is

𝑃𝑟 {𝑑 ≤ 𝑅𝑟} = 𝑃𝑟 {√(Δ𝑋)2 + (Δ𝑌)2 ≤ 𝑅𝑟} (5)

So 𝑑 is normalized using the coverage 𝑅𝑟 as follows:

𝑑𝑅 = 𝑅𝑟 − 𝑑
𝑅𝑟 (6)

Since the velocity is a vector and a UE moves to different
direction, it is reasonable to predict the direction or angle of
the UE towards a candidate SBS using the vector formula.The
moving angle of the UE from the associated eNodeB to a new
candidate eNodeB can be estimated as shown in

𝜃 = cos−1 𝑋𝑢𝑋𝑛 + 𝑌𝑢𝑌𝑛
√𝑋2𝑢 + 𝑌2𝑢 ∗ √𝑋2𝑛 + 𝑌2𝑛

(7)

It is considered that the 120∘ angle is the acceptable angle
towards a eNodeB as in [24]. So it is considered as an offset of
𝜇= ±60∘ to normalize the 𝜃 value as shown in the following
formula

𝜃𝑅 = 𝜇 − 𝜃𝑅
𝜇 (8)

Then 𝜃 and 𝑑 are used to estimate the movement predic-
tion 𝑃𝑚 as shown in the following formula

𝑃𝑚 = (1 − 𝛼) ∗ 𝑑𝑅 + 𝛼 ∗ 𝜃𝑅 (9)

The eNodeB that takes a handover decision uses the
movement prediction values of (9) of each eNodeB in a single
criteria utility function as shown in (1).

(iii) Load. In order to take the accurate context based decision
for handover, the load of a candidate eNodeBwas additionally
considered. In some cases, the UE can attach to an eNodeB
which has a greater RSS value but might be overloaded in
terms of connected UEs. In other words, based only the
RSS and the number of associated UEs that are currently
associated with an eNodeB, the handover decision may
experience the degradation of a performance. Each eNodeB
transmits its current work load to its two hop neighbor
eNodeBs. The eNodeB that takes a handover decision uses
the work load value of each eNodeB in a single criteria utility
function as shown in (1).

3.2. Candidate eNodeB Selection. The handover decision is
made in the serving eNodeB. The UE reports the mea-
surement of RSS values of all the candidate eNodeBs and
its own position information to the associated eNodeB.
Each eNodeB sends its load estimation to 2-hop neighbor
eNodeBs. Then the associated eNodeB uses (1) to make the
utility estimation of each alternative of the eNodeB. For each
candidate eNodeB, three different utility values are estimated
and combined in the aggregated metric function as shown in
(3). The serving eNodeB selects the eNodeB which has the
highest aggregated metric value.



6 Wireless Communications and Mobile Computing

eNodeB1

1. Establish 
connection 

eNodeB2

mobility

6. Data

7. Data

16. Configure

MME

eNodeB3

14. Establish 
connection 

UE Provider

10. Buffer
4. Interest

8. Data

13. Data

18
. D

ata

3. Interest

9. Interest to MME

5. Interest
12. Interest

17. Interest

11. Interest

15. UE identifier

2. UE identifier

UE

Figure 3: Seamless content retrieval in the highly mobile environment.

3.3. Seamless Content Retrieval Using MME. Consumer mo-
bility allows consumers to change their point of attachment
without disrupting connectivity. The point of attachment
selection in the wireless networking environment is based
on an aggregation of different utility functions for decision
processes. Hence, we define here multicriteria that are able
to integrate the end devices’ different choice metrics to select
the best point of attachment. This paper proposes a soft-
handover approach where a new connection is established
with the new eNodeB before breaking the current connection.
This is almost similar to the follow-me service that is the
modern trend of mobile communications. In the proposed
approach, UEs send the measurement reports to the serving
eNodeB. Then the eNodeB follows the procedure mention
in Section 3.1 to decide whether the UE will move to a new
eNodeB or not. If the serving eNodeB decides the necessity
for a new eNodeB to continue the seamless content retrieval
of the UE, it forwards the Interest and related information
to the new eNodeB; then the new eNodeB forwards the
Interest to the most appropriate content provider to retrieve
the content. If the content retrieval is successful, the UE
releases the connection with the old eNodeB and continues
the content transfer using the new eNodeB.Themessage flow
for seamless content retrieval of the UE is shown in Figure 3.

The detailed operational procedure for seamless content
retrieval of the UE in the content-centric LTE network is
described below.

(i) Step 1: an UE establishes a new connection to
eNodeB1.

(ii) Step 2: eNodeB1 sends details about the UE, e.g., UE
identifier, interface identifier to MME.

(iii) Step 3: the UE sends an Interest message via eNodeB1.
When eNodeB1 receives the Interest, it follows the
same procedure performed by a CCN node.

(iv) Step 4: eNodeB2 receives the Interest message from
eNodeB1 and follows the same procedure performed
by a CCN node. After doing look-up on its CS and
PIT, it forwards the Interest to the mobile content
source (UE Provider).

(v) Step 5: after forwarding the Interest message to the
content source, it adds PIT entry to forward content
in future.

(vi) Step 6: when the content source receives the Interest
message, it looks up its CS. When the matching
content is found, it replies back with the Data message
as a response through the arrival interface of the
Interest message.

(vii) Step 7, 8: eNodeB2 and eNodeB1 forward Data packets
to the UE.

(viii) Step 9: during the ongoing content transfer, the
eNodeB1 estimates the mobility prediction and
decides whether it will move from eNodeB1 or not
using (3), as in Section 3.1. If the serving eNodeB1
finds the best candidate for content transmission,
the eNodeB1 sends the chunk Interest to the MME
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Figure 4: Separate buffer to store and forward data.

with preceding the Interest with the best candidate
eNodeB.

(ix) Step 10: eNodeB1 receives the Data packet but cannot
transmit it to the UE efficiently. In our proposed
mechanism,wemaintain a separate buffer as shown in
Figure 4 to store and forward theData packets for later
transmission. If an eNodeB tries to buffer the packets
in the main queue, buffer overflow may hamper
the normal operation of the eNodeB. To solve the
problem, we maintain an extra buffer so that all the
Data packets for upcoming handover can be stored
separately by stamping as buffered packets. To avoid
buffer overflow it checks the current queue status
using the Exponentially Weighted Moving Average
(EWMA) formula as shown in the following formula

𝑄𝑎V𝑔 = (1 − 𝛼) ∗ 𝑄𝑎V𝑔 + 𝑄𝑐𝑢𝑟𝑟 ∗ 𝛼 (10)

where 𝛼 is a weight factor and Q𝑐𝑢𝑟𝑟 is the current
queue size. eNodeB1 can buffer packets if the current
status falls below or is equal to a minimum threshold
called 𝑄𝑇ℎ calculated as shown in the following
formula

𝑄𝑇ℎ = w ∗ 𝑄𝑠𝑖𝑧𝑒 (11)

where 𝑤 is a weight factor. Based on the extra buffer
occupancy, if the value of Q𝑎𝑣𝑔 is ≤Q𝑇ℎ, eNodeB1
discards the Data packet. MME sends the Interest
message to eNodeB1 to transfer the buffered Data
message to the desired eNodeB where the UE wants
to move, e.g., eNodeB3.

(x) Step 11: MME forwards the received Interest message
to the desired eNodeB where the UE wants to move,
e.g., eNodeB3.

(xi) Step 12: eNodeB3 receives the Interest message and
forwards the Interest message to the eNodeB2. It also
receives the buffered Data messages sent by eNodeB1.

(xii) Step 13: after receiving the Interest message from
eNodeB3, eNodeB2 sends the Data message as a
response to the Interest message.

(xiii) Step 14: The UE terminates the connection to the
eNodeB1 and uses the same physical handover oper-
ation like LTE and makes a connection to eNodeB3.
It is a UE initiated handover, and the UE establishes a
new connection to eNodeB3.

(xiv) Step 15: eNodeB3 sends the UE details, e.g., UE
identifier, interface identifier to MME.

(xv) Step 16: since the UE’s identifier is already registered
in the MME, MME identifies that the UE is moved
from eNodeB1 to eNodeB3. MME sends the Interest
message to eNodeB1 and eNodeB2 to reconfigure the
previous path.

(xvi) Steps 17, 18: the UE sends the Interest to the new
eNodeB, e.g., eNodeB3, and continues to receive the
content seamlessly using the new eNodeB.

3.4. Seamless Content Delivery Using MME. Provider mobil-
ity allows sources to relocate without disrupting content
availability. In order to reduce handover latency and the cost
of the provider mobility in CCN, we propose a new mech-
anism that can allow soft-handover approach where a new
connection is established to a new eNodeB before breaking
the old connection. Once a handover occurs, the producer
will update its prefix to match the new location (e.g., when a
producer named /prefix moves from eNodeB1 to eNodeB2,
the producer’s name will change from /eNodeB1/prefix to
/eNodeB2/prefix).

If the producer changes its attachment point, i.e., eNodeB,
its location name becomes invalid and Interests from the UE
and eNodeB will no longer reach the content source. As soon
as it is assigned a new location name at the new eNodeB,
the eNodeB and MME update the binding information.
Consumers exploit CCN’s multipath forwarding to handle
handovers. Due to mobility, if the content name is changed
and the producer receives the old named Interest message,
then it can use similarity matching mechanism to satisfy
the Interest. Let a content be denoted by 𝑑 which consists
of naming components or attributes, e.g., location and type
denoted by V𝑑. Thus the content name is represented by
d = (V1𝑑, V2𝑑, . . . , V𝑚𝑑). Then for similarity matching, the
following formula shown in (12) is used to calculate the
similarity, 𝑆1,2, between the content item 𝑑1 and the content
item 𝑑2.

𝑆1,2 =
∑𝑚𝑖=1𝑤𝑖 ∗ 𝐵 (V𝑑1𝑖 , V𝑑2𝑖 )

∑𝑚𝑖=1𝑤𝑖
(12)

where 𝑚 is the number of qualitative attributes that present
the content, e.g., movie, video, size, and length, 𝑤𝑖 is the
weight for each attribute based on its significance, and B (i,m)
is a similarity function returning 1 if V𝑑1𝑖 = V𝑑2𝑖 and 0 otherwise.
Using the similarity value obtained from (9) based on the
requested content and available content and also based on the
significance of the data, the producer can determine whether
the Interest was satisfied or not. The detailed operational
procedure for seamless data delivery of a provider UE in the
content-centric LTE network is described below.Themessage
flow regarding seamless data delivery of the provider UE is
shown in Figure 5.

(i) Step 1: UE (provider) establishes a connection to
eNodeB1 and registers its content name to eNodeB1.
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(ii) Step 2: eNodeB1 sends the UE the details, e.g., UE
identifier, interface identifier to MME.

(iii) Step 3. UE (consumer) sends Interest message via
eNodeB2. When eNodeB2 receives the Interest, it
follows the same procedure performed by a CCN
node.

(iv) Step 4: eNodeB1 receives the Interest packet from
eNodeB2 and follows the same procedure performed
by a CCN node. After doing look-up on its CS and
PIT, it forwards the Interest to the mobile content
source.

(v) Step 5: after forwarding the Interest packet to the
content source, it adds PIT entry to forward data in
the future.

(vi) Step 6: when the content source receives the Interest
packet, it looks up its CS. When the matching content
is found, UE replies back with the Data packet as a
response through the arrival interface of the Interest
packet.

(vii) Step 7, 8: eNodeB1 and eNodeB2 forward the Data
packet to the UE.

(viii) Step 9: during the ongoing content transfer, the
eNodeB1 estimates the mobility prediction using (3)
and decides whether UE will move from eNodeB1
or not. If the serving eNodeB1 finds any best can-
didate for content transmission, it uses the same
physical handover operation like LTE and triggers a

connection to eNodeB3. UE establishes connection to
eNodeB3.

(ix) Step 10: eNodeB3 sends the UE details, e.g., UE iden-
tifier, interface identifier to MME.

(x) Step 11: Since the UE’s identifier is already registered
in the MME, MME identifies that the UE is moved
from eNodeB1 to eNodeB3. MME sends the Interest
packet to eNodeB1 and eNodeB2 to reconfigure their
path.

(xi) Steps 12, 13: eNodeB1 forwards the Interest packet
to eNodeB3. When eNodeB3 receives the Interest,
it follows the same procedure performed by a CCN
node. For content matching, it can use the similarity
matching equation (9). After doing look-up on its CS
and PIT, it forwards the Interest to the mobile content
source.

(xii) Step 13: UE (Content Producer) receives the old
named Interest packet; it uses the similarity matching
equation (9) to satisfy the Interest that ismatchedwith
any appropriate content.

(xiii) Steps 14, 15: after receiving the Interest fromeNodeB3,
eNodeB2 sends the Data packet as a response to the
Interest packet to eNodeB1.

4. Performance Evaluation

This section presents simulation results in order to demon-
strate that the content-centric LTE network is well suited to
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today’s communication trend. This section also analyzes the
performance of the content-centric LTE network with our
proposedmobilitymanagement scheme and compares it with
the prediction-based LTE [24] and mobility management for
CCN [21].

The simulationswere performed using CCNx, LENA/NS-
3, Direct Code Execution (DCE) on VMware, and Ubuntu
12.04 environment. We used a simulation topology as shown
in Figure 6. The size of the content which is transferred
between the mobile producer and mobile consumer is 1.1
Mbytes. The number of eNodeBs was considered to be three
to show the mobility scenario of the UEs. The number of
UEs covered by each eNodeB varies from 1 to 10 to show the
effectiveness of our proposed mechanisms and also to show
the content delivery efficiency in the low load and high load
environment. The UEs may work as a content provider or a
content consumer.

We showed the performance for different number of
content providers who publish the video files and different
number of consumers. Each content provider publishes
different content files after 1-minute interval in the whole
simulation time, and contents are requested randomly from
the different consumers. We selected a half of all UEs to work
as consumers and the other half as producers at each eNodeB.
To show the efficiency of the proposed mobility management
mechanism, we varied the mobility speed of the UE. The UE
was placed in the boundary of its serving eNodeB to create the
handover scenario. The UEs and eNodeBs were distributed

uniformly using the grid position allocator. The simulation
used a random walk mobility model, and the moving speed
of UEs varied in the range from 0 km/h (stationary) to 60
km/h. When the number of the UEs and the number of the
eNodeBs increase, the number of content providers and the
number of generated contents also increase and the network
becomes heavily loaded. For the simulation simplicity and
reducing the processing complexity, we assigned each weight
of (3) with the equal value of 1/3. We ran the simulation 10
times for each simulation configuration and took the average
value of the results.

We evaluated the efficiency of the proposed approach and
applicability by showing the average content transfer time, the
average throughput observed by each consumer over time,
and the average content delivery success ratio as performance
parameters.Wemeasured the average content transfer time𝑇
using the following formula:

𝑇 = ∑𝑛𝑖=1 𝑇𝑖,𝑓 − 𝑇𝑖,𝑠
𝑛 (13)

where 𝑛 is the total number of UEs which are involved in
receiving the content, 𝑇𝑖,𝑠 is the time at which the UEimakes a
requests to retrieve the content, and 𝑇𝑖,𝑓 is the time at which
the UE receives the requested content. Average throughput
is measured as the average number of data bytes received by
all the consumer UEs per second. Data transmission success
ratio is the ratio of the total number of data packets received



10 Wireless Communications and Mobile Computing

 Prediction-based LTE
 Mobility Management for CCN
 Proposed Content Delivery Mechanism

8 12 16 204
No of UEs (producer, consumer)

1.0
1.5
2.0
2.5
3.0
3.5
4.0
4.5
5.0
5.5
6.0
6.5
7.0
7.5
8.0
8.5
9.0
9.5

C
on

te
nt

 T
ra

ns
fe

r T
im

e (
se

c)

Figure 7: Average content transfer time.

by the all consumer UEs to the total number of Data packets
sent by all the producer UEs.

4.1. Content Transfer Time. Figure 7 shows the average
content transfer time observed by UEs. The average content
transfer time of our proposed CCN-based mobility manage-
ment mechanism has been evaluated and compared with the
prediction-based LTE and CCN-basedmobility management
mechanism in the LTE network.

The content transfer time of our proposed approach is
shorter than the content transfer time of others because of
its efficient soft handover based mobility management mech-
anism for both consumers and producers. The introduction
of the extra buffer reduces the chance of long transmission
delay, queuing delay, propagation delay, and processing delay
at intermediate nodes in case of high mobility scenarios. In
case of high mobility cases, our proposed mechanism uses
the make-before-break approach when changing the routing
path if needed. To avoid the high cost of tunnel setup, we use
the same approach in case of consumer mobility. The main
reason is that a content is retrieved in the candidate eNodeB
before the original handover occurred. In the proposed
mechanism, a node acquires the content from the edge
network whereas in the other content communication a node
acquires the content from a remote network. Therefore, the
routing path, cost, and latency in the proposed mechanism
are smaller.

4.2. Average Throughput. Figure 8 depicts the average
throughput of the prediction-based LTE, CCN-based mobil-
ity management mechanism, and our proposed mechanism
with the varying number of producers and consumers in
random mobility scenarios. The throughput of our proposed
mechanism is better and stable as it is able to detect
and differentiate losses due to congestion, link failure, and
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Figure 8: Average throughput observed inside the consumer.

mobility. Our in-network buffering capability does not affect
the normal operation of the network in case of high mobility,
so the throughput rate is always consistent in case of our
approach. However, the content delivery rates are hardly
affected by mobility and tend to be stable, as shown in
Figure 8.

4.3. Data Transmission Success Ratio. We also measured the
performance of reachability and continuity of ourmechanism
in terms of data transmission success ratio, which implies
how much data were received correctly by the consumer
in the random mobility scenario. The proposed content
similarity approach increases the content availability when
mobility changes the content location. Also the buffer-
ing capability, fast path switch, and handover prediction
reduce the packet loss rate. The simulation result showed
a significant improvement in this case as illustrated in
Figure 9.

5. Conclusion

In this paper, we proposed a novel content delivery mech-
anism and a mobility management scheme for the evolved
communication architecture such as 4G/5G to make the bal-
ance between the content diversity and network diversity. We
then analyzed the performance of the proposed schemes with
the LTE network in the mobile environment. By presenting
different simulation results, we showed that the proposed
schemes can be used as a possible solution for faster content
transmission and seamless content delivery in the mobile
environment. It is possible to provide accelerated, reliable,
resource-efficient, and cost-effective communication, which
will also be helpful for 5G.
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In recent times, optical wireless communications (OWC) have become attractive research interest in mobile communication for
its inexpensiveness and high-speed data transmission capability and it is already recognized as complementary to radio-frequency
(RF) based technologies. Light fidelity (LiFi) and optical camera communication (OCC) are two promising OWC technologies that
use a photo detector (PD) and a camera, respectively, to receive optical pulses. These communication systems can be implemented
in all kinds of environments using existing light-emitting diode (LED) infrastructures to transmit data. However, both networking
layers suffer from several limitations. An excellent solution to overcoming these limitations is the integration of OCC and LiFi. In
this paper, we propose a hybrid OCC and LiFi architecture to improve the quality-of-service (QoS) of users. A network assignment
mechanism is developed for the hybrid system. A dynamic link-switching technique for efficient handover management between
networks is proposed afterward which includes switching provisioning based on usermobility and detailed network switching flow
analysis. Fuzzy logic (FL) is used to develop the proposed mechanisms. A time-division multiple access (TDMA) based approach,
called round-robin scheduling (RRS), is also adopted to ensure fairness in time resource allocation while serving multiple users
using the same LED in the hybrid system. Furthermore, simulation results are presented taking different practical application
scenarios into consideration.The performance analysis of the network assignment mechanism, which is provided at the end of the
paper, demonstrates the importance and feasibility of the proposed scheme.

1. Introduction

Communication currently relies on the radio-frequency (RF)
spectrum, which is overcrowded and strictly regulated [1].
Because of several factors including interference, limited
resources, and human safety it is obvious that RF based
technologies will not be sufficient to manage the massive
future data traffic. Wireless communication using the optical
spectrum has been regarded as a congruent solution to the
spectrum congestion of RF based technologies [2–6]. In
particular, the optical wireless technology, especially visible
light communication (VLC), has added a new dimension in
the world of mobile communications for its huge unregulated
spectrum (up to 800 THz [7]), cost effectiveness, energy effi-
ciency, and high security [3, 8, 9]. Moreover, current indoor
and outdoor environments are currently heavily congested

with light-emitting diode (LED) based lighting infrastruc-
tures, enabling VLC to be exploited as a complementary
technology to RF.

Light fidelity (LiFi) is a subset of OWC technology in
which a photo detector (PD) receives the variation in the
intensity of light, which carries data bits encoded from the
light source [3, 10, 11]. A PD can detect high-speed LED
flickering, a capability that enables LiFi to support high
data rates. An extensive improvement in bandwidth reuse is
observed for LiFi technologies, resulting in excellent spectral
efficiency. Because of these benefits provided by LiFi, several
architectures integrating LiFi and RF have been already pro-
posed to enhance the quality-of-service (QoS) of users; these
architectures include those that manage resource allocation
[12–15], dynamic handover [16, 17], energy harvesting [18],
delay analysis [19], and channel assignment [20].

Hindawi
Wireless Communications and Mobile Computing
Volume 2018, Article ID 2870518, 15 pages
https://doi.org/10.1155/2018/2870518

http://orcid.org/0000-0002-7773-3523
http://orcid.org/0000-0003-1487-086X
http://orcid.org/0000-0002-4876-6860
http://orcid.org/0000-0002-9963-303X
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2018/2870518


2 Wireless Communications and Mobile Computing

However, LiFi cannot be efficiently utilized in daylight
because it suffers from extensive interference generated by
sunlight [3]. In indoor environments, it can suffer from the
same problem resulting from neighboring lighting infras-
tructures. LiFi has a low signal-to-interference-plus-noise
ratio (SINR) because it is heavily affected by the inter-
ferences generated by adjacent light sources. In addition,
the communication distance that can be obtained using
LiFi is comparatively short with respect to other existing
technologies. These limitations inspire further research on
the optimum potentiality of LiFi in practical environments.

Optical camera communication (OCC) is a recently
introduced VLC technique that uses an image sensor to
receive optical signals [21–26]. The exponential growth
in camera-mounted smart devices has enabled OCC to
be utilized in innovative application scenarios, such as
indoor/outdoor positioning [27, 28], localized advertising
[29], digital signage, and vehicle-to-vehicle (V2V) or vehicle-
to-infrastructure (V2I) communications [30–32]. OCC has
added significant user flexibility with the use of smartphone
cameras to receive data from LEDs. Furthermore, OCC
is highly stable in terms of variations in communication
distance. Because of the limited angle-of-view (AoV) of
cameras, OCC is less affected by interferences generated from
neighboring LEDs.However, similar to LiFi, OCC has several
limitations. For example, because of the meager sampling
rates of current commercial cameras, OCC offers a low data
rate, which particularly decreases the user QoS.

Until now, a hybrid OCC and LiFi model had not been
developed. In this study, a hybrid networking architecture
integrating OCC and LiFi is proposed to enhance the user
QoS. The network is assigned to users through utilization
of fuzzy logic (FL). FL is a convenient approach to map
an input to an output and is provided on the basis of
several truth scores ranging from 0 to 1 [33]. This method is
flexible and intuitive without far-reaching complexity, which
are characteristics that lead us to choose this approach.
We propose a new network assignment mechanism inside
the LED cell (the entire coverage area of the LED) for
users. Fuzzy inputs are chosen using the parameters that
determine the quality of both networks. The fuzzy rules are
generated by considering real-world application scenarios
of users. The center-of-gravity (CoG) method is used to
defuzzify the inputs and obtain mark allocations for each
user. Furthermore, we develop a FL-based vertical link-
switching mechanism between the networking layers, as
both of the networks support user mobility. We briefly
discuss the switching probability and corresponding network
switching flow analysis of the hybrid system. Round-robin
scheduling (RRS) [34], an existing time-division multiple
access (TDMA) approach, is adopted to ensure fairness in
resource allocation among users.

The remainder of the paper is organized as follows:
Section 2 provides a system overview and an analysis on
channel parameters, which includes theoretical representa-
tions of SINR for both technologies. The FL-based network
assignment mechanism, including a discussion on user QoS,
is explained in Section 3. Sections 4 and 5 describe the link-
switching strategy and the network switching flow process,

respectively. The performance of the assignment mechanism
is evaluated in Section 6, which also includes a discussion
of the outage probability and QoS performance. A brief
summary of our work is provided in Section 7. Finally,
Section 8 presents future research possibilities related to our
proposed hybrid infrastructure.

2. System Overview

2.1. Hybrid System Architecture. In this study, a hybrid
OCC/LiFi networking layer is considered. Taking usermobil-
ity into account, this hybrid system can serve multiple users.
Therefore, the hybrid system is suitable for any roaming
or stationary user. A particular LED is configured by two
parallel LED-driving circuitries. Although both technologies
use the same optical spectrum, no interference will be
generated because the TDMA based RRSmethod is exploited
to allocate time resources when there are multiple users.
A generalized block diagram of our proposed architecture
is shown in Figure 1. The PD can receive high-rate LED
flickering, whereas a camera cannot. Current commercial
cameras are configured with low frame rates (in most cases,
30–50 frames per second). This configuration particularly
reduces the modulation bandwidth of OCC [35, 36]. It is also
worth noting that the LEDflickering must not be observed by
human eyes (equivalent to a threshold of approximately 100
Hz [37]).

2.2. OCC Channel Model. For a VLC system, the route for
optical signal transmission has two components: line-of-
sight (LOS) and non-line-of-sight (NLOS). Because of the
nature of camera pixels, region-of-interest (RoI) mechanisms
are applied for OCC, by which the reflection component
of the transmitted signal is spatially separated from the
LOS component [23]. An indoor hybrid system with the
transmitter and receiver presented at Tx and Rx, respectively,
is illustrated in Figure 2. The LED cell represents the entire
coverage area of the LED.

The LOS channel for optical signal transmission is mod-
eled by Lambertian radiant intensity, which is represented by
the following equation [38]:

𝑅𝑜 (𝛼) = (𝑚𝑙 + 1) cos
𝑚𝑙 (𝛼𝑖𝑟)2𝜋 (1)

where 𝛼𝑖𝑟 signifies the angle of irradiance of the LED. 𝑚𝑙 is
the Lambertian emission index, which originates from the
radiation angle Ψ1/2, called the radiation semiangle of the
LED;𝑚𝑙 is defined as

𝑚𝑙 = −logcosΨ1/22 (2)

We assume that the Euclidean distance between Tx and
Rx is 𝑑𝑎,𝑏, which is calculated from the horizontal distance
𝑑𝑏,𝑥 and the vertical distance 𝑑𝑎,ℎ (𝑑𝑎,𝑏 = √𝑑2𝑎,ℎ + 𝑑2𝑏,𝑥). The
overall DC channel gain for OCC is formulated as [12]

𝐻𝐼𝑆𝑡,𝑟 = 𝑔𝑜𝑝 cos (𝛼𝑖𝑛) Δ 𝑜𝑐𝑐𝑅𝑜 (𝛼)𝐴𝑐𝑑2𝑎,𝑏 (3)
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where 𝛼𝑖𝑛 implies the corresponding angle of incidence,𝑔𝑜𝑝 represents the gain of the optical filter, and Δ 𝑜𝑐𝑐 is a
rectangular function whose value implies that the channel
has no gain if the LED remains outside of the angle-of-view
(AoV) of camera receiver. If 𝛽𝑎𝑜V is the AoV of the camera,
then Δ 𝑜𝑐𝑐 is represented as

Δ 𝑜𝑐𝑐 = {{{
0, 𝛼𝑖𝑛 ≥ 𝛽𝑎𝑜V
1, 𝛼𝑖𝑛 < 𝛽𝑎𝑜V (4)

𝐴𝑐 is the area of the entire image of the LED projected in
the image sensor. It is often signified by the number of pixels
occupied by the image. If𝜌 denotes the pixel edge length, then
the projected area is

𝐴𝑐 = 𝐴 𝑙𝑓𝑜2𝜌2𝑑2
𝑎,𝑏

(5)

where 𝑓𝑜 denotes the focal length of the camera and 𝐴 𝑙
represents the physical area of the LED.

There is a minimum area of the projected image in the
image sensor, below which the transmitted data cannot be

decoded.The power received by the image sensor in this case
is termed as the threshold power and expressed as

𝑃𝐼𝑆𝑡ℎ = argmin𝑃𝐼𝑆𝑟
= argmin[𝑔𝑜𝑝 cos (𝛼𝑖𝑛) Δ 𝑜𝑐𝑐𝑅𝑜 (𝛼) 𝐴𝑐𝑃𝑡𝑑2

𝑎,𝑏

] (6)

where 𝑃𝐼𝑆𝑟 is the power received by the image sensor and 𝑃𝑡
denotes the optical power transmitted by the LED.

Most existing commercial cameras offer a low AoV. As
a result, the LOS components of neighboring LEDs do not
reach inside the camera’sAoV.Moreover, asmentioned above,
introducing RoI signaling techniques significantly reduces
the effect of the reflected components. Thus, OCC offers an
excellent SINR, which is represented as

𝑆𝐼𝑁𝑅𝑜𝑐𝑐 = (𝜁𝑐𝑃𝑡𝐻𝐼𝑆𝑡,𝑟)2
∑𝑁𝑖=0 (𝜁𝑐𝑃𝑡𝐻𝑜𝑐𝑐𝑖,𝑟 )2 + 𝑁𝑜𝑓𝑟

(7)

where 𝜁𝑐 denotes the optical-to-electrical conversion effi-
ciency at the image sensor, 𝑁𝑜 is the spectral density of the
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noise power, 𝑓𝑟 is the sampling rate of the camera, 𝑁 is
the number of interfering transmitters, and 𝐻𝑜𝑐𝑐𝑖,𝑟 is the DC
gain from these transmitters. The channel capacity can be
expressed by the Shannon capacity formula [23], which is

𝐶𝑜𝑐𝑐 = 𝑓𝑟𝑊𝑠log2 (1 + 𝑆𝐼𝑁𝑅𝑜𝑐𝑐) (8)

where𝑊𝑠 represents the number of data symbols transmitted
to the pixels within each image frame.

2.3. LiFi Channel Model. The NLOS part of the transmitted
signal is disregarded in terms of LiFi because our baseband
modulation bandwidth 𝐵 is 20 MHz, which does not exceed
the maximum allowable value [16, 39]. Thus, the LOS trans-
mission model for LiFi is represented as

𝐻𝑃𝐷𝑡,𝑟 = 𝑔𝑜𝑝𝑔𝑐𝑜𝑛 cos (𝛼𝑖𝑛) Δ 𝑙𝑖𝑓𝑖𝑅𝑜 (𝛼)𝐴𝑝𝑑2
𝑎,𝑏

(9)

where 𝐴𝑝 denotes the physical area of the PD sensitive to
light and 𝑔𝑐𝑜𝑛 is the gain of the optical concentrator, which
is a function of the refractive index and field-of-view (FoV)
of PD.The rectangular function Δ 𝑙𝑖𝑓𝑖 is expressed as

Δ 𝑙𝑖𝑓𝑖 = {{{
0, 𝛼𝑖𝑛 ≥ 𝛽𝑓𝑜V
1, 𝛼𝑖𝑛 < 𝛽𝑓𝑜V (10)

where 𝛽𝑓𝑜V denotes the PD FoV. The PD should receive a
certain amount of power to generate a minimum electrical
current in order to decode the actual sent data bits. The
threshold power of LiFi is denoted as

𝑃𝑃𝐷𝑡ℎ = argmin𝑃𝑃𝐷𝑟
= argmin[𝑔𝑜𝑝𝑔𝑐𝑜𝑛 cos (𝛼𝑖𝑛) Δ 𝑙𝑖𝑓𝑖𝑅𝑜 (𝛼) 𝐴𝑝𝑃𝑡𝑑2

𝑎,𝑏

] (11)

where 𝑃𝑃𝐷𝑟 denotes the total amount of power received by
the PD. LiFi uses an intensity based modulation scheme; as
such, LiFi is affected by the interference generated by neigh-
boring LEDs and other background lights. This interference
ultimately results in reducing the SINR to a great extent,
as LED infrastructures are commonly developed for indoor
environments. Several studies [16, 40] have investigated the
SINR in terms of LiFi, which can be expressed as

𝑆𝐼𝑁𝑅𝑙𝑖𝑓𝑖 = ((𝜁𝑝√𝑃𝑒/𝑃𝑡) 𝑃𝑡𝐻𝑃𝐷𝑡,𝑟 )2
∑𝑁𝑖=0 ((𝜁𝑝√𝑃𝑒/𝑃𝑡) 𝑃𝑡𝐻𝑃𝐷𝑖,𝑟 )2 + 𝑁𝑜𝐵

(12)

where 𝜁𝑝 is the optical-to-electrical conversion efficiency at
the PD and 𝑃𝑒 is the amount of electrical power converted
after receiving the optical signals. The LiFi channel capacity
can also be calculated from the Shannon capacity formula,
which is

𝐶𝑙𝑖𝑓𝑖 = 𝐵 log2 (1 + 𝑆𝐼𝑁𝑅𝑙𝑖𝑓𝑖) (13)

3. FL-Based Network Assignment

Inside the hybrid network, the network is selected according
to the type of service and quality that the user requires. FL is
dispensed to assign a particular user to a network. Instead of
making decisions for choosing a network in a hybrid system
in terms of Boolean logic (only true or false values), the FL-
based assignment considers truth values of variables ranging
from0 to 1 [33, 41–43].We apply theMamdani fuzzy inference
system to evaluate our proposed scheme; this system includes
three principal steps: fuzzification of input variables, rules
evaluation, and defuzzification.

Fuzzification refers to the process of transforming the
crisp inputs into degrees of functional blocks through using
the different types of fuzzifiers, called membership func-
tions. A fuzzy set is graphically represented by membership
functions. For example, a triangular function is presented in
Figure 3(a) and described as

𝜇 (𝑥; 𝑎𝑇, 𝑏𝑇) =
{{{{{{{{{

0, 𝑥 ≤ 𝑎𝑇 [𝑅𝑒𝑑 𝑙𝑖𝑛𝑒]𝑥 − 𝑎𝑇𝑏𝑇 − 𝑎𝑇 , 𝑎𝑇 ≤ 𝑥 ≤ 𝑏𝑇 [𝐵𝑙𝑢𝑒 𝑙𝑖𝑛𝑒]
1, 𝑥 ≥ 𝑏𝑇 [𝐺𝑟𝑒𝑒𝑛 𝑙𝑖𝑛𝑒]

(14)

where 𝑎𝑇 and 𝑏𝑇 are the breakpoints of the membership
functions and 𝑥 is a particular input.

We considered four input variables to perform the net-
work assignment mechanism: data rate requirement, SINR
requirement, amount of instantaneous received power, and
LOS Euclidean distance between the access point (AP) and
the receiver. The variables are chosen on the basis of appli-
cation scenarios. For example, if a user wants to localize its
position, it will definitely need an excellent SINR rather than
high data rate to minimize the localization resolution. On the
contrary, both data rate and SINRmust be high for a real-time
video call. Moreover, the instantaneous power significantly
contributes to determining the bit-error performance of
connectivity. In addition, a low received power degrades the
user’s QoS level by increasing the outage probability to a great
extent. On the other hand, the maximum communication
distance varies for different optical wireless systems and
user achieves satisfactory QoS when the communication
distance is short. A long distance between the LED and
receiver increases the interference for LiFi, although OCC
is less affected by interference. In particular, the maximum
communication distance for LiFi is very short compared to
OCC for stable communications.

The membership functions are chosen on the basis of
several experiments involving the use of training data. The
grades of the membership functions are assigned according
to the effect of variations in the value of a particular input.
Figure 3(b) shows an illustration of the fuzzification of the
SINR requirement of a specific user on the basis of service
type and quality. The procedure is characterized by four dif-
ferent membership grades: low, average, high, and excellent.
These grades are distributed from –10 to 60 dB. As shown in
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Figure 3: Fuzzification process: (a) a generalized triangular function; (b) SINR requirement.

Figure 3(b), the four membership grades can be represented
in a similar approach, which is

𝐿𝑜𝑤 → 𝜇 (𝑥; 𝑝, 𝑞) , 𝑥 ≥ 𝑝
𝐴V𝑒𝑟𝑎𝑔𝑒 → {{{

1 − 𝜇 (𝑥; 𝑝, 𝑞) , 𝑥 > 𝑝
𝜇 (𝑥; 𝑞, 𝑟) , 𝑥 ≥ 𝑞

𝐻𝑖𝑔ℎ → {{{
1 − 𝜇 (𝑥; 𝑞, 𝑟) , 𝑥 > 𝑞
𝜇 (𝑥; 𝑟, 𝑠) , 𝑥 ≥ 𝑟

𝐸𝑥𝑐𝑒𝑙𝑙𝑒𝑛𝑡 → 1 − 𝜇 (𝑥; 𝑟, 𝑠) , 𝑥 < 𝑠

(15)

The chosen SINR values of the breakpoints are –10, 10,
30, and 40 dB. For example, if a user requires an SINR of
around 25 dB, then the user will be categorized as “average” in
the fuzzification process. Other inputs are fuzzified through
a similar approach. However, the status of the membership
grades is varied according to the numerical information of
the input variables. For example, the data rate requirement is
fuzzified through three membership grades: low, average, and
high.

After fuzzifying the inputs, different rules are used to
evaluate the performance of the hybrid system [41]. These
if/then rules are generated by assigning a membership grade
to each of the input variables, and a decision is made after
multiplying (also can be referred to as “and” operation) the
rules. For example, if the data rate requirement is low, the
SINR requirement is excellent, and the instantaneous receive
power is medium, then the user will be connected via LiFi for
the shortest distance between the light source and receiver
(or OCC for the highest distance). It is worth noting here
that the rules are comprehensive and are generated keeping
the nature and quality of the user requirements in mind. In
general, rules are the guidelines generated according to the

membership functions and serve as a basis for why we choose
a particular network in a specific kind of service scenario.

The network assignment procedure is illustrated in
Figure 4. The user must remain inside the LED cell in order
to get connected via LiFi or OCC. However, the connection
possibility significantly depends on the FoV or AoV offered
by the PD or camera, respectively. Because the effects of the
NLOS components on the optical signal are disregarded, the
LED must appear inside the coverage area of the receiver.
After getting a new network access request (NAR) from the
user, the service type will be investigated. The examination
on the input variables will be initiated immediately following
the investigation. Then, the system will go through the
fuzzification process described earlier.

Subsequently, the rules are employed and evaluated. The
last stage of the network assignment mechanism is the mark
allocation, a process that is also referred to defuzzification.
The mark indicates the possibility of choosing a network in
the network assignment process. Two separate outputs are
considered for LiFi and OCC. Both outputs are characterized
with triangular membership functions. We have considered
five membership grades for each output to obtain a precise
result in the network selection mechanism. In this paper,
the mark is termed as network assignment factor (NAF) and
denoted as 𝜗𝑙𝑖𝑓𝑖 and 𝜗𝑜𝑐𝑐 for LiFi and OCC, respectively. We
have adopted CoG [33] method for defuzzification because
it shows better performance results than the bisector-of-area
(BoA)method,which is realized through several experiments
on training data. The NAF is provided as a crisp value by the
CoG method, which is represented as

For LiFi, 𝜗𝑙𝑖𝑓𝑖 = ∫
1

0
𝑧𝜇𝑙 (𝑧) 𝑑𝑧

∫1
0
𝜇𝑙 (𝑧) 𝑑𝑧

For OCC, 𝜗𝑜𝑐𝑐 = ∫
1

0
𝑧𝜇𝑐 (𝑧) 𝑑𝑧

∫1
0
𝜇𝑐 (𝑧) 𝑑𝑧

(16)
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Figure 4: Admission strategy for a new network access request.

where ∫1
0
𝜇𝑙(𝑧)𝑑𝑧 indicates the total area of the region after

combining all the membership functions. NAF values range
from 0 to 1. In fact, a higher NAF increases the possibility
of choosing a network. Thus, when a network access is
requested by a new user, the NAFs of both networks will be
compared. The network with the higher NAF will be chosen.
For example, if LiFi achieves an NAF of 0.6 for a new user,
whereas OCC obtains 0.8, then the user will be connected to
OCC instead of LiFi.

When multiple users want to connect to the same AP
and RRS [34], a TDMA technique is considered. Each user is
allocated a particular time slot, referred to as quantum time,
to ensure fairness among all users. If the process of serving the
user is not entirely executed within that time slot, the process
will resume after completing all other processes in the queue.
Figure 5 illustrates an RRS scheduling process, in which four
users want to get access from the serving light source. The
process for LiFi user-2 does not finish within the allocated
time slot, it gets connected again after the other time slots
allocated in the queue have been completed.

User-2User-1 User-2 User-3 User-4

Quantum 
time

OCC
LiFi

Job-1 Job-2

Figure 5: Example of RRS scheduling process.

The user QoS is measured considering achievable user
data rate and SINR. We develop a parameter, referred as
demand satisfaction factor (DSF), to analyze theQoS of users.
If the user achieves a lower data rate or SINR than it requires,
the DSF will be decreased. In general, DSF is calculated on
the basis of time resource allocation to each user. The DSF of
a particular user is represented as follows:
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𝐷𝑆𝐹 =

{{{{{{{{{{{{{{{{{{{{{{{{{

(1 − 𝑛
𝑁𝑡)(

𝜆
𝜎𝑖)

𝜑𝑎𝑖𝜒𝑎𝑖𝜑𝑟𝑖𝜒𝑟𝑖 , {𝜆 < 𝜎𝑖}& {𝜑𝑎𝑖 < 𝜑𝑟𝑖}& {𝜒𝑎𝑖 < 𝜒𝑟𝑖}𝜑𝑎𝑖𝜒𝑎𝑖𝜑𝑟𝑖𝜒𝑟𝑖 , {𝜆 ≥ 𝜎𝑖}& {𝜑𝑎𝑖 < 𝜑𝑟𝑖}& {𝜒𝑎𝑖 < 𝜒𝑟𝑖}𝜒𝑎𝑖𝜒𝑟𝑖 , {𝜆 ≥ 𝜎𝑖}& {𝜑𝑎𝑖 ≥ 𝜑𝑟𝑖}& {𝜒𝑎𝑖 < 𝜒𝑟𝑖}𝜑𝑎𝑖𝜑𝑟𝑖 , {𝜆 ≥ 𝜎𝑖}& {𝜑𝑎𝑖 < 𝜑𝑟𝑖}& {𝜒𝑎𝑖 ≥ 𝜒𝑟𝑖}
1, {𝜆 ≥ 𝜎𝑖}& {𝜑𝑎𝑖 ≥ 𝜑𝑟𝑖}& {𝜒𝑎𝑖 ≥ 𝜒𝑟𝑖}

(17)

where 𝜑𝑎𝑖 and 𝜑𝑟𝑖 indicate the achievable and required data
rate, respectively, and 𝜒𝑎𝑖 and 𝜒𝑟𝑖 indicate the achievable and
required SINR, respectively. 𝜆 and 𝜎𝑖 represent the quantum
time and burst time of the user, respectively. 𝑛 indicates
the total number of users waiting in queue at the particular
time and 𝑁𝑡 is the maximum number of users that can be
connected inside the LED cell.

4. Link-Switching Strategy

It is already known that LiFi suffers from more interference
than OCC. This interference can originate from the LOS
component of other light sources or other components
reflected from painted walls or mirrors. For simplicity, we
assume an indoor scenario, in which a user can be connected
to several LEDs. It is obvious that the user device will be
affected by the LOS component of the neighboring LED near
the edge of the LED cell. Thus, if just under the LED cell,
the user will suffer the least amount of interference and will
receive the best SINR.Therefore, the probability of allocation
to the LiFi network will be high. If the user appears to be
connected with OCC at that time, the probability of link-
switching to LiFi will also be high because the final goal of
network allocation is increasing the user QoS as much as
possible. In the same way, if the user goes too close to the
edge of the LED cell, then the probability of switching from
a LiFi to an OCC network will be high. Figure 6 shows two
LED cells, each having a diameter of ]. If 𝛾% of the diameter
of a specific LED cell is covered by a neighbor LED cell, the
probability of user devices interfering with the neighbor LED
within an LED cell will be

𝑃𝑗 =
𝜏∑
𝑗=1

[[
[
2𝜀∫]/2
(]−2𝛾𝑗])/2

√]2 − 4𝑧2𝑑𝑧
𝜏𝜋]2 ]]

]
(18)

where 𝜀 is the total number of neighbor LED cells inter-
fering with the serving LED cell and 𝜏 is the total number
of user devices inside the cell. Thus, whenever the LOS
distance between the LED AP and the receiver changes,
the link-switching probability of either network will also
be changed according to the user service requirements. The
network assignment for the network switching request can
be performed in two ways: LiFi-to-OCC and OCC-to-LiFi
switching.

The link-switching can be implemented within either the
same LED AP or different APs. Figure 7 shows the switching
policy for OCC-to-LiFi. Initially, the user communicates

using the OCC network. Then, the condition of the user
will be investigated, i.e., whether the user is remaining
static or roaming around the LED cells. The LOS distance
from the LED AP to the camera will change for every
microsecond for the moving user. Therefore, there will be
chance for the camera to receive power below𝑃𝐼𝑆𝑡ℎ . In this case,
communication between the user and LEDAPwill terminate.
The immediate received power will be compared with 𝑃𝐼𝑆𝑡ℎ ,
and when the power exceeds the threshold value, the LiFi
received powerwill be immediately comparedwith𝑃𝑃𝐷𝑡ℎ . If the
received power is higher than the threshold, then the user will
be connected to LiFi. However, if the received power is also
below threshold, the user will be connected to the adjacent
AP and follow a newNAR strategy. There is a high possibility
for a static user to switch between service and quality require-
ments. For example, the user can switch from 360p to 1080p
video calling, or can stop real-time communication and
start browsing. For this reason, whenever the user switches
between different services, the NAF will be investigated. If
NAF is found decreasing, then it will be compared to that of
LiFi. If LiFi offers a higher NAF than OCC, then the user will
be switched to LiFi. A similar strategy will be followed for
LiFi-to-OCC switching, which is shown in Figure 8.

5. Network Switching Flow Process

In this section, we propose a detailed network switching
flow mechanism for the hybrid system. The flow procedure
is generalized and applicable to either OCC-to-LiFi or LiFi-
to-OCC switching. The flow mechanism is illustrated in
Figure 9.

The switching flow mechanism is implemented through
25 steps. When the user device senses that the NAF of the
serving receiver (SR) is decreasing (step-1), it sends a report
to the serving AP (SAP) it is connected to (step-2). The
SR then searches for new signals (step-3), and the SAP by
which the user will be connected to the target receiver (TR)
is selected (step-4).Then the preauthentication is checked by
the receiver with the target AP (TAP) (step-5). On the basis
of the preauthentication and the NAF, the SR investigates
the signal quality. Together, the SAP and SR decide if a
switch to the TAP should be executed (step-6). The SAP
initiates the switching process by sending a request to theTAP
via a gateway (steps-7 and 8). Network assignment control
(NAC) is initiated to specify the possibility of whether or not
the network can be assigned (step-9). Afterward, the TAP
responds to the switching request (steps-10 and 11). Then, a
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Table 1: System parameters for the simulation.

Transmitter parameters
LED radius 5 cm
Transmitted optical power, 𝑃𝑡 10 W
Half-intensity radiation angle,Ψ1/2 60∘
Gain of optical filter, 𝑔𝑜𝑝 1.0

LiFi parameters
Physical area of PD 1 cm2

Gain of optical concentrator, 𝑔𝑐𝑜𝑛 1.5
Optical-to-electrical conversion efficiency, 𝜁𝑝 0.53 A/W
Optical bandwidth, 𝐵 20 MHz
FoV, 𝛽𝑓𝑜V 85∘

OCC parameters
Image sensor size 6 × 4 (3:2 aspect ratio)
Pixel edge length, 𝜌 2 𝜇m
Frame rate, 𝑓𝑟 30 fps
Focal length, 𝑓𝑜 6 mm
Optical-to-electrical conversion efficiency, 𝜁𝑐 0.51 A/W
AoV (diagonal), 𝛽𝑎𝑜V 60∘

O
]

]

Figure 6: Illustration of two adjacent LED cells.

new link is set up between the TAP and gateway (steps-12
to 15), and eventually, packet data are forwarded to the TAP
(step-16). An optical channel is reestablished with the TAP
(step-17), reconfigured (steps-18 to 20) and finally detached
from the SAP and synchronized with the TAP (step-21).
The SR then sends a signal to the gateway, indicating the
completion of the switching mechanism and synchronization
with the TAP (steps-22 and 23). Finally, the optical link
between the former SAP and gateway is deleted (steps-24 and
25), and the packets are sent to the TR via the TAP.

6. Performance Evaluation

In this section, the network assignment mechanism is sim-
ulated considering the system parameters summarized in
Table 1. The hybrid system can be implemented in indoor
and outdoor environments. OCC is particularly preferred in

daylight, and both LiFi and OCC can be utilized during the
nighttime. We performed the simulations while considering
the maximum communication distance of LiFi and OCC.
When the LOS distance is high, OCC is slightly more
preferred than LiFi.

Figures 10 and 11 show how theNAFs vary with increasing
communication distance for both LiFi and OCC.The consid-
ered fuzzy rules are arranged in Table 2. The simulations are
particularly based on the different service scenarios of users.
For example, in case a user wants to localize its position, the
service does not need a high data rate; rather, it requires a least
bit-error rate for precise localization. This case is considered
in Scenario-A. A user who wants to browse websites is
reflected in Scenario D. Scenarios B and C indicate high-
quality voice and video calling users, and Scenarios E and F
reflect the standard quality.

As shown in Figure 10, LiFi achieves an NAF higher than
0.5 when the communication distance is kept within 6 m
in all cases. The main reason that LiFi works in a limited
communication distance is because of the optical signal
receiving characteristics of PDs. OCC provides a good NAF
for all cases except high-quality voice and video calling users
because of its data rate limitation, which is shown in Figure 11.

For mobility supporting characteristics of LiFi and OCC
technologies, our proposed hybrid system also ensures effi-
cient switching between networks based on the service
scenarios. The switching is very essential, as the size of the
LED cell is very small, and our current indoor environment
is decorated with numerous LED infrastructures. Link-
switching is initiated whenever the receive power of the
serving network falls below the threshold value. Figure 12
illustrates the power received by the users from different
distances from LED AP.

The link-switching probability of OCC and LiFi is illus-
trated in Figure 13. The probability is measured considering
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Table 2: Selected fuzzy rules for different scenarios.

Scenarios Req. data rate Req. SINR Ins. receive power
A Low Excellent Medium
B Average High High
C High Excellent High
D Average Poor Low
E Average Average High
F Average High High

Start

Switch to LiFi

Handover to adjacent AP and 
follow new NAR strategy

Continue with OCC

Yes

No

Yes

No

Yes

No Is NAF 
decreasing?

Yes

No

Is user
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Is receive power 
decreasing?

No

Yes

Yes

No

User 
communicates 
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Follow LiFi-to-OCC switching 
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No

Yes

PIS
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tℎ ?

PPD
r > PPD

tℎ ?

Is lifi ≤ occ ?

Figure 7: OCC-to-LiFi link-switching strategy.

an indoor scenario in which the diameter of the LED cell is
10 m. The link-switching probability is illustrated in terms
of probability of user position inside the LED cell to receive
highest optical signal. The highest position probability inside
the LED cell corresponds with a user situated at the center of
the LED cell (represented by O in Figure 6), and the lowest
probability corresponds with a user located at the edge of
the LED cell. It can be seen in Figure 13 that a user has
a high probability of switching from LiFi-to-OCC when it
remains near the LED cell origin. However, the probability
decreases whenever the user comes close to the LED cell of
the neighboring LED.TheOCC-to-LiFi handover probability

attains the inverse situation because of the capability of the
camera to spatially separate the interfering element from the
image sensor.

Figure 14 illustrates the outage probability of our pro-
posed hybrid scheme. We set the threshold of the LiFi
SINR as 0 dB for the simulation. We can clearly see that
the outage probability is higher when the user moves away
from the AP in terms of using LiFi only. However, after
integrating OCC and LiFi, a clear improvement in outage
possibility can be observed. The QoS performance of users
is presented in Figure 15. The average DSF is measured
assuming 0.16 persons/meter2 can be served inside the LED
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Figure 8: LiFi-to-OCC link-switching strategy.

cell. We also assume the number of users connected to OCC
and LiFi in the hybrid infrastructure are same. Although
the performance greatly depends on how much time is
allocated to each user, our proposed scheme demonstrates
better QoS performance than the case when only LiFi is
present.

7. Conclusions

Next generation VLC networks will be exploited to achieve a
higher service quality for users in all kinds of environments.
One of the main advantages of using VLC is that existing
lighting infrastructures can be utilized to send data to
users. LiFi is a OWC technology that offers a high data
rate. However, it suffers from interferences when there are
multiple light sources, and the interference originated from
these sources eventually degrades the service quality. Using
OCC, the SINR can be significantly improved in all kinds
of scenarios. Thus, the combination of high data rate and
high SINR can be achieved by integrating OCC and LiFi. A
hybrid OCC and LiFi architecture is proposed in this paper in
which the network assignment for each user is based on FL.
By using the FL concept, optimality can be achieved with less
computational complexity. After defuzzification, each net-
work generates a score called NAF, which is utilized to assign

the appropriate network to a particular user. Furthermore, a
link-switching mechanism based on FL is proposed, and a
network switching flow analysis is provided. Performance is
evaluated on the basis of different practical scenarios, and this
evaluation includes switching and outage probability analysis
inside the LED cell. The user QoS is also analyzed, and the
results of this analysis demonstrate the importance of our
proposed scheme.

8. Future Research

Currently, researchers are working on enabling the coexis-
tence of RF and OWC to achieve high-data-rate output with
improved coverage. The coexistence of different OWC tech-
nologies for the same kind of AP can be utilized to achieve
a better service quality for users. The implementation of our
proposed hybrid system indifferent application scenarios will
be a momentous topic in future OWC related research, which
will include testing our system’s optimality with respect to
other future homogenous hybrid infrastructures.

Data Availability

The data used to support the findings of this study are
available from the corresponding author upon request.
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In this paper, we address the opportunistic scheduling in multitwo user NOMA system consisting of one base station, multinear
user, multifar user, and one eavesdropper. To improve the secrecy performance, we propose the users selection scheme, called best-
secure-near-user best-secure-far-user (BSNBSF) scheme.The BSNBSF scheme aims to select the best near-far user pair, whose data
transmission is the most robust against the overhearing of an eavesdropper. In order to facilitate the performance analysis of the
BSNBSF scheme in terms of secrecy outage performance, we derive the exact closed-form expression for secrecy outage probability
(SOP) of the selected near user and the tight approximated closed-form expression for SOP of the selected far user, respectively.
Additionally, we propose the descent-based search method to find the optimal values of the power allocation coefficients that can
minimize the total secrecy outage probability (TSOP). The developed analyses are corroborated through Monte Carlo simulation.
Comparisons with the random-near-user random-far-user (RNRF) scheme are performed and show that the proposed scheme
significantly improves the secrecy performance.

1. Introduction

To support the 5G-and-beyond-5G communication net-
works, called future communication networks, nonorthog-
onal multiple access (NOMA) has been considered as a
solution to increase the spectral efficiency by superposing
multiple users in resource domain (e.g., time and frequency)
[1–3]. More specifically, the downlink scenario of the mul-
titwo user NOMA networks consisting of one base station,
a near user (that has strong channel state information (CSI)),
and a far user (that has low CSI) is actively considered. The
base station simultaneously transmits message to both users
using the superposition coding; then the transmit power
of the far user message is allocated more than that of the
near user message. Under the NOMA scenario, the near
user first subtracts the far user message using the successive
interference cancellation (SIC) technique [4]; after that the
near user decodes its own message. Different from the near
user, the far user directly decodes its own message from the
received signal without the interference elimination process

since the far user message has allocated higher transmit
power than that of the near user message.

The NOMA system can allocate the multiple information
on the transmit signal using the superposition coding. Thus,
the NOMA system has an advantage in terms of spectrum
efficiency compared to that of the OMA system [5–7].
However, this point is a disadvantage in terms of the security
[8, 9]. For example, if the eavesdropper succeeds in the
interception of one NOMA signal, then the eavesdropper
can obtain multiple user information [10]. Thus, the security
issue is more important in the NOMA system. Physical
layer security (PLS) is one of the possible solutions against
the attack of the malicious user. More specifically, from the
information-theoretical aspect, the message can be confiden-
tially transmitted if the main channel (between legitimate
users) and the eavesdropper channel (between a legitimate
user and an eavesdropper) can be controlled so that the
legitimate user can decode the received message successfully
while the eavesdropper is not able to decode their intercepted
message [11]. It is shown that PLS is on the cutting edge of the

Hindawi
Wireless Communications and Mobile Computing
Volume 2018, Article ID 2797824, 12 pages
https://doi.org/10.1155/2018/2797824

http://orcid.org/0000-0003-4851-0811
http://orcid.org/0000-0002-0587-3754
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2018/2797824


2 Wireless Communications and Mobile Computing

technique of security in wireless communication to prevent
eavesdropping attacks [12–14].

In PLS, the secrecy outage probability is defined as the
probability that the achievable system secrecy capacity of the
near/far user drops below a predefined target secrecy rate as
in [15]. From the secrecy outage probability, we can measure
the degree of security on the system. For example, the low
secrecy outage probability system means that the system is
more robust compared to that of the high secrecy outage
probability system in the viewpoints of security. To improve
the PLS performance, the CSI-based opportunistic schedul-
ing [16], that is, the source (destination), communicates with
one scheduled destination (source) in a certain resource block
(e.g., time and frequency). It has been recognized as an
attractive scheduling scheme [17–19] since the time-varying
nature of wireless channels is exploited. Thus, opportunistic
scheduling is expected as one of techniques to enhance the
secrecy performance on NOMA system.

Indeed, the authors of [20] studied the security perfor-
mance of single-input-single-output (SISO) NOMA system.
The authors confirmed that the secrecy sum rate of SISO
NOMA system has better performance than that of the OMA
system. Liu 𝑒𝑡 𝑎𝑙. [21] compared themultiple-input-multiple-
output (MIMO) NOMA system and MIMO OMA system.
Additionally, the authors proved that MIMO NOMA system
is better than MIMO OMA system in terms of sum channel
capacity. In [22], the authors proposed the transmit antenna
selection (TAS) scheme to improve the secrecy performance
for downlink multiple-input-single-output (MISO) NOMA
system. The first proposed antenna selection scheme is the
optimal antenna selection scheme for near user and far user,
respectively, while the second proposed antenna selection
scheme is the suboptimal antenna selection scheme for the
main channel performance of the near user and far user,
respectively. The authors of [23] addressed the PLS of large-
scale NOMA system. This network consisted of the multiple-
antenna base station; the legitimate users were uniformly dis-
tributedwithin a disc, and the eavesdropperswere distributed
in an infinite two-dimensional plane via a homogeneous
Poisson point process (PPP). The authors derived new exact
and asymptotic analyses for the secrecy outage probability
(SOP). Li 𝑒𝑡 𝑎𝑙. [24] optimized the secure beamforming and
power allocation design on the MISO NOMA system. From
the numerical results, the authors demonstrated that their
proposed scheme outperformed that of the conventional
OMA system. The authors of [25] designed a secure NOMA
system under secrecy constraints where a transmitter sends a
signal to multiusers in the presence of an eavesdropper. The
authors minimized the total transmit power subject to the
QoS and secrecy constraints. The authors of [26] exploited
the artificial-noise-aided secure transmission forNOMAfull-
duplex relay network. The authors proposed the novel joint
NOMA and artificial-noise-aided full-duplex relay (NOMA-
ANFDR) scheme to enhance the physical security. Specifi-
cally, this paper derived the SOP and secrecy throughput.
The NOMA-ANFDR outperformed the joint NOMA and
artificial-noise half-duplex relay (NOMA-ANHDR) scheme.

Very recently, in [8], the authors proposed the cooperative
NOMA system to enhance PLS performance. The authors

considered the NOMA system including a base station, two
users (near user and far user), a relay, and an eavesdropper.
The authors derived the closed-form and asymptotic analysis
for security outage probability and strictly positive secrecy
capacity, respectively. The authors of [27] designed a secure
massive NOMA system with multiclusters. The authors
studied the interuser interference in the designed NOMA
system and proposed the power control and power allocation
algorithm for maximizing the secrecy capacity. In [28], the
authors studied the security impact in the multiuser visible
lighting communication (VLC) [29]withNOMAsystem.The
authors considered both single eavesdropper and multiple
eavesdroppers scenarios when the one transmitter commu-
nicates with multiple users. The authors derived the exact
secrecy outage probability in this network.The author in [30]
proposed the relay-supported cooperative NOMA system.
Theproposed system helped to transmit data using the multi-
ple antenna equipped with relay. In a certain time block, this
system selected the transmitted antenna in the relay based
on the legitimate channel state information. The authors
derived the exact closed-form expression in the proposed
system. Lei 𝑒𝑡 𝑎𝑙. [31] proposed the NOMA system consisting
of multiple-antenna base station, multidestinations equipped
with multiple antennas, and multieavesdroppers equipped
with multiple antennas. Then, the authors proposed and ana-
lyzed the max-min based transmit antenna selection scheme
when the eavesdroppers work independently or collude.

In the related works, the authors proposed the several
schemes to improve the PLS performance. However, the
opportunistic scheduling in the multitwo user NOMA net-
work was not considered in the literature. Thus, in this
paper, we propose a new users selection scheme to improve
the PLS performance in downlink multitwo user NOMA
system using the opportunistic scheduling in the presence
of one eavesdropper. Compared with the aforementioned
works, the main contribution and feature of this paper can
be summarized as follows.

(i) In this paper, we propose a newnear/far user selection
scheme on the multiple-two user NOMA system.The
proposed scheme, denoted by best-secure-near-user
best-secure-far-user (BSNBSF) scheme, aims to select
the best near-far user pairs, whose data transmission
is the most robust combat against the eavesdropper’s
attack. More specifically, in a certain resource block,
we take into account the main/eavesdropper channel
state information to select the received user pairs.

(ii) We drive novel expressions for the selected user pairs,
respectively, to estimate the secrecy performance
achieved by the proposed scheme. The analyses are
not reported in the literature. More specifically, for
the selected near user case, we derive an exact closed-
form expression on the SOP, whereas, for the selected
far user case, we obtain a tight approximated closed-
form expression on the SOP, respectively.

(iii) We present other results, called the asymptotic SOP,
for the proposed scheme. These expressions provide
the insight into the behavior of the average far user
channel power gain (𝜆SF).
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Figure 1: Schematic illustration of the multitwo user NOMA system with the presence of an eavesdropper.

(iv) We conduct the optimal analysis of the power alloca-
tion coefficient (𝜃N). More specifically, the proposed
optimal analysis finds the optimal power allocation
coefficient value to make the total SOP minimum on
the proposed system based on the descent method.

(v) Through the numerical results, we demonstrate
that the BSNBSF scheme significantly enhances the
secrecy performance on the multitwo user NOMA
system compared to that of the benchmarked scheme.
More specifically, in the case of the SOP for the
selected near user, the floor occurs and the selected
far user shows the convex pattern as a function of the
transmit SNR. Additionally, the secrecy sum through-
put of the BSNBSF scheme shows better performance
than that of the RNRF scheme.

The rest of this paper is organized as follows. In Sec-
tion 2, the proposed system model and user pair selection
scheme are described. Section 3 investigates the closed-
form and asymptotic analyses of the multitwo user NOMA
systems. Section 4 presents the optimal analysis of the power
allocation coefficients. Section 5 presents some illustrative
numerical results based on the insightful discussion. Monte
Carlo simulations are shown to corroborate the proposed
analyses. Finally, Section 6 concludes the paper.

Notations: 𝑋 ∼ CN(0, 𝜎2) denotes a circularly symmet-
ric complex Gaussian random variable 𝑋 with zero mean
and variance 𝜎2; Pr(⋅) is the probability; 𝑓𝑋(⋅) and 𝐹𝑋(⋅)
represent the probability density function (PDF) and cumu-
lative distribution function (CDF) of the random variable 𝑋,
respectively.

2. System Model

Let us consider a downlink multitwo user NOMA system
including a base station (S), a set of 𝐾 near users,N = {N𝑖 |𝑖 = 1, 2, . . . , 𝐾}, and a set of 𝑀 far users, F = {F𝑗 | 𝑗 =1, 2, . . . ,𝑀}, and an eavesdropper (E), as shown in Figure 1.
More specifically, the near users can perfectly use the SIC
technique to subtract the far 𝑥F [22]. Both the legitimate and
the illegitimate receivers are equipped with a single antenna
and operate in half-duplex mode. In this paper, ℎXY and|ℎXY|2, where X ∈ {S}, Y ∈N ∪F ∪ {E}, present the channel
coefficient and the corresponding channel gain of X →
Y, respectively. Assuming that all wireless channels exhibit
Rayleigh block fading channel, ℎXY can be modeled as inde-
pendent and identically distributed (i.i.d.) complex Gaussian
random variable with zero mean and variance 𝜆XY. Thus, the
corresponding channel gain, |ℎXY|2, is an exponential random
variable with probability density function (PDF), 𝑓|ℎXY |2(𝑧) =(1/𝜆XY)exp(−𝑧/𝜆XY), if 𝑧 ≥ 0; otherwise, 𝑓|ℎXY|2(𝑧) = 0 as in
[32–34]. More specifically, the average channel gain can be
written as 𝜆XY = (𝑑XY/𝑑0)−𝜖L, where L is the reference
signal power attenuation, 𝑑XY denotes the distance between
X and Y, 𝑑0 presents the reference distance, and 𝜖 is the
path-loss exponent [33]. And the channel noise is followed
by𝜔Y ∼ CN(0, 𝜎2Y). We also assume that the source perfectly
knows the channel state information (CSI) of all legitimate
users and eavesdropper, as in [11, 35].

2.1. Communication Process. In this subsection, we present
in detail the communication process in two-user NOMA
system. Assuming that N𝑖 and F𝑗 are selected to receive its
data from the S in a certain time slot. From the principle of
NOMA, the messages 𝑥N and 𝑥F that will be allocated to 𝜃N
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and 𝜃F, respectively, are superposed as √𝜃N𝑥N + √𝜃F𝑥F and
then broadcasted by S, where 𝜃N and 𝜃F denote the power
allocation coefficients. We suppose that |ℎSN𝑖 |2 > |ℎSF𝑗 |2, and
set 0 < 𝜃N < 𝜃F and 𝜃N + 𝜃F = 1 as in [21].

At the near userN𝑖, the received signal is given by

𝑦SN𝑖 = √𝑃S𝜃NℎSN𝑖𝑥N + √𝑃S𝜃FℎSN𝑖𝑥F + 𝜔N𝑖
, (1)

where 𝑃S denotes the transmit power of the S. Because of
the power allocation coefficient condition, the near user
needs to subtract the component, 𝑥F, from the 𝑦SN𝑖 using the
SIC process [36]. The signal-to-interference-plus-noise-ratio
(SINR) of the eliminated component, 𝑥F, is expressed as

𝛾𝑥F
SN𝑖

= 𝑃S𝜃F ℎSN𝑖 2𝑃S𝜃N ℎSN𝑖 2 + 𝜎2SN𝑖 . (2)

After the SIC process, the N𝑖 archives its own message, 𝑥N,
from the received signal in which signal-to-noise-ratio (SNR)
is obtained as

𝛾𝑥N
SN𝑖

= 𝑃S𝜃N ℎSN𝑖 2𝜎2
SN𝑖

. (3)

At the far userF𝑗, the received signal is given by

𝑦SF𝑗 = √𝑃S𝜃FℎSF𝑗𝑥F + √𝑃S𝜃NℎSF𝑗𝑥N + 𝜔F𝑗
. (4)

Different from the near user, the F𝑗 directly decodes the
SINR from the received signal because of the power allocation
coefficient condition. The received SINR at F𝑗 to decode 𝑥F is
given by

𝛾𝑥F
SF𝑗

= 𝑃S𝜃F ℎSF𝑗 2𝑃S𝜃N ℎSF𝑗 2 + 𝜎2SF𝑗 . (5)

Meanwhile, the eavesdropper can intercept the signal
due to the broadcast nature of wireless medium. Thus, the
received signal at E can be written as

𝑦SE = √𝑃S𝜃NℎSE𝑥N + √𝑃S𝜃FℎSE𝑥F + 𝜔E. (6)

Different from the legitimate user, we assume that the E has
enough ability to distinguish each message from the received
signal. Thus, the SINRs of the received signal are given by

𝛾𝑥F
SE
= 𝑃S𝜃F ℎSE2𝑃S𝜃N ℎSE2 + 𝜎2SE , (7)

and

𝛾𝑥N
SE
= 𝑃S𝜃N ℎSE2𝜎2

SE

, (8)

respectively.

In physical-layer security, the secrecy capacity means the
difference between main channel capacity and eavesdropper
channel capacity. Thus, in two-user NOMA system, the
secrecy capacities of 𝑥N and 𝑥F are given by [22, 37]

𝐶𝑠,N𝑖 = [log2 (1 + 𝛾𝑥NSN𝑖) − log2 (1 + 𝛾𝑥NSE)]+ , (9)

𝐶𝑠,F𝑗 = [log2 (1 + 𝛾𝑥FSF𝑗) − log2 (1 + 𝛾𝑥FSE)]+ , (10)

respectively, where [𝑥]+ = max{𝑥, 0}.
2.2.The Proposed Best-Secure-Near-User Best-Secure-Far-User
(BSNBSF) Scheme. The proposed user selection process is
conducted through the channel state information (CSI)
estimation/calculation system. Thus, this process is carried
out before the data communication process as in [11, 35]. In
this paper, we propose the BSNBSF user selection scheme to
maximize the secrecy capacity at N𝑖 and F𝑗, respectively. The
proposed scheme can be mathematically expressed as

N𝑏 = argmax
𝑖∈N

{log2(1 + 𝛾𝑥NSN𝑖1 + 𝛾𝑥N
SE

)} , (11)

and

F𝑏 = argmax
𝑗∈F

{{{log2(1 + 𝛾𝑥FSF𝑗1 + 𝛾𝑥F
SE

)}}} . (12)

(11) and (12) mean that the selected users are the best secrecy
capacity of a certain time slot.

3. Secrecy Outage Performance Analysis

In this section, the performance investigation of the proposed
user selection scheme in terms of secrecy outage probability
(SOP) is presented. Because the wireless channels undergo
i.i.d. Rayleigh fading, for the sake of notational convenience,
we assume that 𝜆SN1

= 𝜆SN2
= . . . = 𝜆SN𝑖

= 𝜆SN, 𝜆SF1
=𝜆SF2

= . . . = 𝜆SF𝑗
= 𝜆SF.

We also assume the all nodes have the same noise
variance. Let 𝛾 = 𝑃S/𝜎2 present the transmit SNR as in
[11, 22]. The SOP of a user can be defined as the probability
that the instantaneous secrecy capacity of the user falls below
a predefined target data rate [23].Thus, the SOPs atN𝑏 and F𝑏
are obtained as 𝑃SOP,N𝑏 = Pr (𝐶𝑠,N𝑏 < 𝑅th,N𝑏) , (13)

and 𝑃SOP,F𝑏 = Pr (𝐶𝑠,F𝑏 < 𝑅th,F𝑏) , (14)

where 𝑅th,N𝑏 and 𝑅th,F𝑏 denote the target data rate at N𝑏 and
F𝑏, respectively.

3.1. The Exact Secrecy Outage Probability. At the selected near
user, the SOP of N𝑏 can be expressed as

𝑃SOP,N𝑏 = Pr(log2(1 + 𝛾𝜃N ℎSN𝑏 21 + 𝛾𝜃N ℎSE2 ) < 𝑅th,N𝑏) . (15)
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Because all wireless channels are assumed to be independent,
(15) can be rewritten as

𝑃SOP,N𝑏 = Pr(max
𝑖∈N

{{{
1 + 𝛾𝜃N ℎSN𝑖 21 + 𝛾𝜃N ℎSE2

}}} < 𝛾th,N𝑏) , (16)

where 𝛾th,N𝑏 ≜ 2𝑅th,N𝑏 . As we can observe that the events of
the probability in (16) are not mutually exclusive because they
include the same components |ℎSE|2, therefore conditioning
on |ℎSE|2 = 𝑧, the 𝑃SOP,N𝑏 can be further expressed as

𝑃SOP,N𝑏 = ∫∞
0

Pr( 𝐾⋂
𝑖=1

(1 + 𝛾𝜃N ℎSN𝑖 21 + 𝛾𝜃N𝑧 < 𝛾th,N𝑏))
⋅ 𝑓𝑍 (𝑧) 𝑑𝑧.

(17)

Since the assumption that all wireless channels are identical,
(17) can be further expressed as

𝑃SOP,N𝑏 = ∫∞
0

𝐾∏
𝑖=1

Pr(ℎSN𝑖 2 < 𝛾th,N𝑏 − 1𝛾𝜃N + 𝛾th,N𝑏𝑧)⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
Ψ⋅ 𝑓𝑍 (𝑧) 𝑑𝑧.

(18)

For the sake of notational convenience, let 𝑋𝑖 ≜ |ℎSN𝑖 |2; Ψ in
(18) can be rewritten as

Ψ = ∫(𝛾th,N𝑏−1)/𝛾𝜃N+𝛾th,N𝑏𝑧
0

𝑓𝑋𝑖 (𝑥) 𝑑𝑥. (19)

After some algebra manipulations, Ψ can be obtained as

Ψ = 1 − exp(− 1𝜆SN

(𝛾th,N𝑏 − 1𝛾𝜃N + 𝛾th,N𝑏𝑧)) . (20)

Plugging (20) into (18) and making use of the binomial
theorem [38, Eq. (1.111)]

(𝑎 + 𝑏)𝑁 = 𝑁∑
𝑘=0

(𝑁𝑘)𝑎𝑁−𝑘𝑏𝑘, (21)

𝑃SOP,N𝑏 in (18) can be further expressed as

𝑃SOP,N𝑏 = 𝐾∑
𝑛=0

(𝐾𝑛) (−1)𝑛 1𝜆SE

exp(−𝑛 (𝛾th,N𝑏 − 1)𝜆SN𝛾𝜃N )
⋅ ∫∞
0

exp(−(𝑛𝛾th,N𝑏𝜆SN

+ 1𝜆SE

)𝑧) 𝑑𝑧. (22)

After some algebra manipulations and making use of the fact
that ∫∞
0

exp(−(1/𝑎)𝑥)𝑑𝑥 = 𝑎 [38, Eq. (3.310)], consequently,
the exact closed-form expression for SOP of the selected near
user can be obtained as

𝑃SOP,N𝑏 = 𝐾∑
𝑛=0

(𝐾𝑛) (−1)𝑛 𝜆SN𝑛𝛾th,N𝑏𝜆SE + 𝜆SN

⋅ exp(−𝑛 (𝛾th,N𝑏 − 1)𝜆SN𝛾𝜃N ) . (23)

At the selected far user, the SOP of F𝑏 can be expressed as

𝑃SOP,F𝑏
= Pr(log2(1 + 𝛾𝜃F ℎSF𝑏 2 / (𝛾𝜃N ℎSF𝑏 2 + 1)1 + 𝛾𝜃F ℎSE2 / (𝛾𝜃N ℎSE2 + 1) )
< 𝑅th,F𝑏).

(24)

Similar to the case of the selected near user, all wireless
channels are independent and identical. And the events of
the probability in (24) are not mutually exclusive because
they include the same components 𝛾𝜃F|ℎSE|2/(𝛾𝜃N|ℎSE|2 +1).
Therefore, conditioning on 𝛾𝜃F|ℎSE|2/(𝛾𝜃N|ℎSE|2 +1) = 𝑡, (24)
can be further expressed as

𝑃SOP,F𝑏
= ∫∞
0

𝑀∏
𝑗=1

Pr( 𝛾𝜃F ℎSF𝑗 2𝛾𝜃N ℎSF𝑗 2 + 1 < 𝛾th,F𝑏 − 1 + 𝛾th,F𝑏𝑡)⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
Φ⋅ 𝑓𝑇 (𝑡) 𝑑𝑡.

(25)

In order to further simplify the integral (25), the following
lemma enables us to characterize the SINR at far user and
eavesdropper to decode 𝑥F.
Lemma 1. Suppose that 𝑈 ≜ 𝛾𝜃F𝜌/(𝛾𝜃N𝜌 +1) (𝜌 ∈ {|ℎSF𝑗 |2,|ℎSE|2}); the cumulative distribution function (CDF) and
probability density function (PDF) can be expressed as

𝐹𝑈 (𝑢) = {{{{{{{
1 − 𝜑 (𝜆𝑈, 𝑢) , 𝑖𝑓 0 ≤ 𝑢 < 𝜃F𝜃N ,1, 𝑖𝑓 𝜃F𝜃N ≤ 𝑢, (26)

and𝑓𝑈 (𝑢)
= {{{{{{{

𝜃F𝜆𝑈𝛾 (𝜃F − 𝜃N𝑢)2𝜑 (𝜆𝑈, 𝑢) , 𝑖𝑓 0 ≤ 𝑢 < 𝜃F𝜃N ,0, 𝑖𝑓 𝜃F𝜃N ≤ 𝑢,
(27)

respectively, where 𝜑(𝛼, 𝑡) = exp(−𝑡/𝛼𝛾(𝜃F − 𝜃N𝑡)); 𝜆𝑈
represents the average channel power gain.

Proof. The CDF of 𝑈 can be written as𝐹𝑈 (𝑢) = Pr (𝛾𝜃F𝜌 < (𝛾𝜃N𝜌 + 1) 𝑢) . (28)

After some basic manipulations, (28) can be rewritten as

𝐹𝑈 (𝑢) = Pr(𝜌 < 𝑢𝛾 (𝜃F − 𝜃N𝑢)) , (29)
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if 𝜌 < 𝜃F/𝜃N; otherwise, 𝐹𝑈(𝑢) = 1. After some calculation
steps, the PDF of 𝑈 can be obtained as presented in equation
(27). This completes the proof of Lemma 1.

For the sake of notational convenience, let 𝑌𝑗 ≜ |ℎSF𝑗 |2.
After some algebra manipulations, since 𝑌𝑗 is a nonnegative
random variable and constants are strictly positive constants,Φ in (25) can be further obtained as

Φ = Pr(𝑌𝑗 < 𝛾th,F𝑏 − 1 + 𝛾th,F𝑏 𝑡𝛾 (𝜃F − 𝜃N (𝛾th,F𝑏 − 1 + 𝛾th,F𝑏 𝑡)))
= ∫(𝛾th,F𝑏−1+𝛾th,F𝑏 𝑡)/𝛾[𝜃F−𝜃N(𝛾th,F𝑏−1+𝛾th,F𝑏 𝑡)]
0

𝑓𝑌𝑗 (𝑦) 𝑑𝑥
= {{{{{{{

1 − 𝜑 (𝜆SF, 𝛾th,F𝑏 − 1 + 𝛾th,F𝑏𝑡) , if 1𝜃N𝛾th,F𝑏 − 1 > 𝑡,1, if 1𝜃N𝛾th,F𝑏 − 1 ≤ 𝑡.
(30)

By plugging (27) and (30) into (25), since 𝜃F/𝜃N ≥ 1/𝛾th,F𝑏𝜃N−1, the 𝑃SOP,F𝑏 can be further expressed as

𝑃SOP,F𝑏 = ∫1/𝛾th,F𝑏𝜃N−1
0

𝑀∏
𝑗=1

[1
− 𝜑 (𝜆SF, 𝛾th,F𝑏 − 1 + 𝛾th,F𝑏𝑡)]

⋅ 𝜃F𝜆SE𝛾 (𝜃F − 𝜃N𝑡)2𝜑 (𝜆SE, 𝑡) 𝑑𝑡
+ ∫𝜃F/𝜃N
1/𝛾th,F𝑏𝜃N−1

𝜃F𝜆SE𝛾 (𝜃F − 𝜃N𝑡)2 𝜑 (𝜆SE, 𝑡) 𝑑𝑡.
(31)

Similar to (20), we rely on the binomial theorem [38, eq.(1.111)]. Consequently, (31) can be further written as

𝑃SOP,F𝑏 = ∫1/𝛾th,F𝑏𝜃N−1
0

𝑀∑
𝑘=0

(𝑀𝑘 ) (−1)𝑘
⋅ exp(− 𝑘 (𝛾th,F𝑏 − 1 + 𝛾th,F𝑏 𝑡)𝜆SF𝛾 [𝜃F − 𝜃N (𝛾th,F𝑏 − 1 + 𝛾th,F𝑏𝑡)])
⋅ 𝜃F𝜆SE𝛾 (𝜃F − 𝜃N𝑡)2 exp(− 𝑡𝜆SE𝛾 (𝜃F − 𝜃N𝑡)) 𝑑𝑡
+ ∫𝜃F/𝜃N
1/𝛾th,F𝑏𝜃N−1

𝜃F𝜆SE𝛾 (𝜃F − 𝜃N𝑡)2 exp(− 𝑡𝜆SE𝛾 (𝜃F − 𝜃N𝑡)) 𝑑𝑡.

(32)

To the best of the authors’ knowledge, it is very difficult
to obtain the exact closed-form expression of (32). Thus, in
this paper, we approximate (32) using Gaussian-Chebyshev
quadrature [39, eq. (25.4.38)]. First, to utilize the Gaussian-
Chebyshev quadrature, the range of (32) can be coordinated
as

𝑃SOP,F𝑏 = 𝛽1 ∫1
−1

𝑀∑
𝑘=0

(𝑀𝑘 ) (−1)𝑘 exp(− 𝑘 (𝛾th,F𝑏 − 1 + 𝛾th,F𝑏 (𝛽1𝑥 + 𝛽1)))𝜆SF𝛾 [𝜃F − 𝜃N (𝛾th,F𝑏 − 1 + 𝛾th,F𝑏 (𝛽1𝑥 + 𝛽1))])
⋅ 𝜃F𝜆SE𝛾 (𝜃F − 𝜃N (𝛽1𝑥 + 𝛽1))2 exp(− 𝛽1𝑥 + 𝛽1𝜆SE𝛾 (𝜃F − 𝜃N (𝛽1𝑥 + 𝛽1))) 𝑑𝑥
+ 𝛽2 ∫1

−1

𝜃F𝜆SE𝛾 (𝜃F − 𝜃N (𝛽2𝑥 + 𝛽3))2 exp(− 𝛽2𝑥 + 𝛽3𝜆SE𝛾 (𝜃F − 𝜃N (𝛽2𝑥 + 𝛽3))) 𝑑𝑥,
(33)

where 𝛽1 = ((1/𝛾th,F𝑏𝜃N)−1)/2, 𝛽2 = ((𝜃F/𝜃N)− (1/𝛾th,F𝑏𝜃N)+1)/2,𝛽3 = ((𝜃F/𝜃N)+(1/𝛾th,F𝑏𝜃N)−1)/2. Next, to approximate𝑃SOP,F𝑏 in (33), (33) can be transformed using the fact that

∫1
−1

𝑓 (𝑥)√1 − 𝑥2√1 − 𝑥2 𝑑𝑥 = 𝑁∑
𝑖=1

𝑤𝑖√1 − 𝜏2𝑖 𝑓 (𝑥𝑖) , (34)

where 𝑤𝑖 = 𝜋/𝑁, 𝜏𝑖 = cos(((2𝑖 − 1)/2𝑁)𝜋), and 𝑁 is the
number of terms, respectively. Plugging (33) into (34), and
after some manipulations, eventually, the tight approximated
closed-form expression for SOP of the selected far user can
be obtained as

𝑃SOP,F𝑏 = 𝛽1 𝑁∑
𝑖=1

𝜋𝑁√1 − 𝜏2i 𝑀∑
𝑘=0

(𝑀𝑘 ) (−1)𝑘
⋅ exp(− 𝑘 (𝛾th,F𝑏 − 1 + 𝛾th,F𝑏 (𝛽1𝜏𝑖 + 𝛽1))𝜆SF𝛾 [𝜃F − 𝜃N (𝛾th,F𝑏 − 1 + 𝛾th,F𝑏 (𝛽1𝜏𝑖 + 𝛽1))])

⋅ 𝜃F𝜆SE𝛾 [𝜃F − 𝜃N (𝛽1𝜏𝑖 + 𝛽1)]2
⋅ exp(− 𝛽1𝜏𝑖 + 𝛽1𝜆SE𝛾 [𝜃F − 𝜃N (𝛽1𝜏𝑖 + 𝛽1)])
+ 𝛽2 𝑁∑
𝑖=1

𝜋𝑁√1 − 𝜏2𝑖 𝜃F𝜆SE𝛾 [𝜃F − 𝜃N (𝛽2𝜏𝑖 + 𝛽3)]2
⋅ exp(− 𝛽2𝜏𝑖 + 𝛽3𝜆SE𝛾 [𝜃F − 𝜃N (𝛽2𝜏𝑖 + 𝛽3)]) .

(35)

3.2.TheAsymptotic Analysis. In this subsection, we derive the
asymptotic SOP in the high SINR regime, which is mathe-
matically described as 𝜆SF → ∞ and 𝜆SN = 𝛽𝜆SF (𝛽 > 1)
[21, 40]. This expression gives insight into the behavior of
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Input: system parameters such as 𝛾th,N𝑏 , 𝛾th,F𝑏 , 𝜆SN, 𝜆SF, 𝜆SE, 𝜃N, 𝜃F , 𝛾; and the given optimization parameters
such as step size, 𝑠𝑡 = 10−2, search length, Δ𝑘 = 1

Output: 𝜃N∗
(1) Assign iteration index to the initial: 𝑘 ← 1
(2) Choose a starting point of the searching optimal value: 𝜃N𝑘 ← 10−9
(3) while 𝑃TSOP(𝜃N𝑘 ) > 𝑃TSOP(𝜃N + 𝑠𝑡Δ 𝑘) do
(4) Update the searching optimal value: 𝜃N𝑘+1 ← 𝜃N𝑘 + 𝑠𝑡Δ𝑘, 𝑘 ← 𝑘 + 1
(5) end while
(6) return 𝜃N𝑘

Algorithm 1: The Descent-based Algorithm for Finding 𝜃N∗ .
the secrecy outage for high SINR. Using the Taylor’s series
approximation of the term, that is, exp(−𝑎/𝑥) ≈ 1 − 𝑎/𝑥,
and after some algebraic manipulations, the asymptotic SOP
of the selected near user can be obtained as

𝑃asym

SOP,N𝑏
= 𝐾∑
𝑛=0

(𝐾𝑛) (−1)𝑛
⋅ 𝛽𝜆SF𝑛𝛾th,N𝑏 + 𝛽𝜆SF

(1 − 𝑛 (𝛾th,N𝑏 − 1)𝛾𝜃N𝛽𝜆SF

) . (36)

Similar to the asymptotic SOP for the selected near user, the
asymptotic SOP for selected far user can be expressed as

𝑃asym

SOP,F𝑏
= 𝛽1 𝑁∑
𝑖=1

𝜋𝑁√1 − 𝜏2𝑖
⋅ 𝑀∑
𝑘=0

(𝑀𝑘 ) (−1)𝑘 𝜃F𝜆SE𝛾 [𝜃F − 𝜃N (𝛽1𝜏𝑖 + 𝛽1)]2
⋅ exp(− 𝛽1𝜏𝑖 + 𝛽1𝜆SE𝛾 [𝜃F − 𝜃N (𝛽1𝜏𝑖 + 𝛽1)]) ⋅ (1
− 𝑘 (𝛾th,F𝑏 − 1 + 𝛾th,F𝑏 (𝛽1𝜏𝑖 + 𝛽1))𝛾 [𝜃F − 𝜃N (𝛾th,F𝑏 − 1 + 𝛾th,F𝑏 (𝛽1𝜏𝑖 + 𝛽1))] 𝜆SF

)
+ 𝛽2 𝑁∑
𝑖=1

𝜋𝑁√1 − 𝜏2𝑖 𝜃F𝜆SE𝛾 [𝜃F − 𝜃N (𝛽2𝜏𝑖 + 𝛽3)]2
⋅ exp(− 𝛽2𝜏𝑖 + 𝛽3𝜆SE𝛾 [𝜃F − 𝜃N (𝛽2𝜏𝑖 + 𝛽3)]) .

(37)

4. Optimal Analysis of the Power Allocation
Coefficients 𝜃N

In this section, we carry out the optimal analysis of the
power allocation coefficient 𝜃N. Specifically, using the descent
algorithm [41], we propose a descent-based algorithm (Algo-
rithm 1) for finding the optimal point of 𝜃N, denoted as 𝜃N∗ ,
which results from the minimum value of the total secrecy
outage probability (TSOP) as follows.

In our paper, the optimization algorithm is applied to
obtain the optimal power allocation coefficient of 𝜃N ∈

(0, 0.5) that minimizes the TSOP.Theprocess of the proposed
optimization algorithm can be explained as follows.

(i) At the starting point 𝜃N𝑘 , we determine a descent
direction satisfying 𝑃TSOP(𝜃N𝑘 ) > 𝑃TSOP(𝜃N𝑘+1 ), where𝑘 presents the index of the iteration.

(ii) We update the searching optimal value, that is, 𝜃N𝑘+1 =𝜃N𝑘 +𝑠𝑡Δ𝑘, where 𝑠𝑡means the step size. If 𝜃N𝑘 < 𝜃N𝑘+1 ,
we can obtain 𝑃TSOP(𝜃N𝑘 ) > 𝑃TSOP(𝜃N𝑘+1); otherwise𝜃N𝑘 is optimal.

(iii) As we can see, when 𝜃N𝑘 is its optimal value,𝑃TSOP(𝜃N𝑘 ) becomes the smallest value. Therefore, the
iteration process of updating 𝜃N𝑘 will be stoppedwhen𝑃TSOP(𝜃N𝑘 ) < 𝑃TSOP(𝜃N𝑘+1).

Please note that the proposed algorithm is operated on the
system parameters collected through CSI estimation process
before data transmission process.

5. Numerical Results

In this section, we present the representative numerical
results to illustrate the achievable performance of the pro-
posed scheme. Monte Carlo simulation results are generated
to validate the developed analysis. In simulation setting,
we assume that positions of the source S, the cluster of
near users, the cluster of far users, and the eavesdropper
E are randomly deployed satisfying some given distance
constraints. Specifically, we set that the distance between S

and the cluster near users is 𝑑SN = 10m, the distance between
S and the cluster of far users is 𝑑SF = 20m, and the distance
between S and eavesdropper is 𝑑SE = 30m, respectively. It is
noted that although multiple near or far users are located at
the same location, their channel characteristics are different
from one to another. The power allocation coefficients of the
near user (𝜃N) and far user (𝜃F) are 0.2 and 0.8, respectively.
Additionally, the reference distance 𝑑0 = 1m, and power
degradation at 𝑑0 is 𝐿 = 30 (dB), the path-loss exponent𝜖 = 2.7.

Figure 2 presents the performance comparison of the
BSNBSF scheme and random near user and random far user
(RNRF) scheme, in which the number of the near users is 3,
and the number of the far users is 3, respectively. As can be
seen in Figure 2, the SOP of the BSNBSF scheme is lower
than that of random selection scheme. The reason is that
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Figure 2: Performance comparison between the proposed BSNBSF
scheme and the RNRF scheme with secrecy outage probability as a
function of the transmit SNR, where 𝜃N = 0.2, 𝑅𝑡ℎ,N𝑏 = 𝑅𝑡ℎ,F𝑏 = 0.1
bps/Hz.

the proposed scheme considers the secrecy channel capacity
to select the near user and far user, respectively. When the
transmit power increases, the SOP of the selected near user is
increased until it reaches a performance floor. Different from
the case of the selected near user, the SOP of the selected
far user is plotted as in convex pattern with respect to the
transmit SNR.

Next, we investigate the TSOP of the proposed scheme
and RNRF scheme, which can be mathematically defined as
[23]

𝑃TSOP = 1 − (1 − 𝑃SOP,N𝑏) (1 − 𝑃SOP,F𝑏) . (38)

Figure 3 illustrates the impact of the transmit SNR and the
number of near and far users on the performance of the
proposed scheduling scheme. As can be seen in Figure 3,
increasing the number of near and far users does not improve
the performance of the RNRF while the performance of the
proposed scheme is improved when the number of the near
and far users is higher.The reason is that the BSNBSF scheme
exploits the difference in channel conditions between users to
select the best near and far users pair.

In Figure 4, we plot the SOP as a function of the transmit
SNR with different numbers of the near user and the far
user, respectively. As can be observed in Figure 4, the SOP
decreases when the number of the near user increases. The
reason is that the security performance increases when more
nodes take into account the data transmission. In contrast
to the case of near user, when the number of the far user
increases, the secrecy performance is impacted a little bit.
One of possible reasons is that the channel condition of
the far user is not so much stronger than that of near user.
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Figure 3: Illustration of the impact of the number of near users and
far users as a function of the transmit SNR, where 𝑅th,F𝑏 = 𝑅th,N𝑏 =0.1.
Thus, security performance does not have much effect on the
number of far participants. Additionally, we can observe that
the results of the asymptotic analysis tightly approximate the
closed-form analysis as a function of the increase of average
far user channel power gain.

Figure 5 illustrates the TSOP as a function of the distance
between the base station and eavesdropper with different
numbers of the near users and the far users. As can be
seen in Figure 5, when the distance between the base station
and eavesdropper increases, the TSOP decreases. The reason
is that, when the distance between the base station and
eavesdropper increases, it is difficult for the eavesdropper
to intercept the information between the legitimate users.
Additionally, we can observe that the proposed scheme has
better secrecy performance than the benchmarked scheme
with the same transmit power.

Figure 6 presents the TSOP as a function of the secrecy
target data rate, 𝑅th (bps/Hz), with different numbers of the
near users and the far users. As can be seen in Figure 6, the
total secrecy outage probability increases when the secrecy
target data rate increases. This means that if the base station
is allowed to transmit with a higher secrecy data rate (in order
to obtain higher secrecy throughput), the data transmission
will be vulnerable to the eavesdropper.

We investigate the effect on power allocation mechanism
on the secrecy performance of the proposed scheduling
scheme as shown in Figure 7, where the total secrecy outage
probability of the selected user pair is plotted as a function
of the transmit power and power allocation coefficient of the
near user, 𝜃N. It is noted that 𝜃F = 1− 𝜃N. As can be observed,
the TSOP poses a complicated convex characteristic with
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Figure 4: Illustration of the impact of the number of near users
and far users on the secrecy outage probability as a function of the
average far user channel power gains, where transmit SNR = 30
dBm, 𝑅th,F𝑏 = 𝑅th,N𝑏 = 0.1 bps/Hz.

Eavesdropper distance (m)

To
ta

l s
ec

re
cy

 o
ut

ag
e p

ro
ba

bi
lit

y 
(T

SO
P)

BSNBSF, K = 3, M = 3
BSNBSF, K = 5, M = 5

RNRF, K = 3, M = 3
RNRF, K = 5, M = 5

10
0

10
−1

0 5 10 15 20 25 30

Figure 5: Illustration of the total secrecy outage probability as a
function of the distance between base station and eavesdropper with
different numbers of the near users and the far users, where transmit
SNR = 30 dBm, 𝑅th,F𝑏 = 𝑅th,N𝑏 = 0.1 bps/Hz.

respect to 𝜃N. More specifically, the total secrecy outage
probability is a convex function with respect to 𝜃N when the
transmit SNR is less than 30 dBm or greater than 45 dBm
under our setting, while it is not a convex function when
the transmit power is in the range from 30 dBm to 45 dBm.
Hence, we apply the optimization algorithm for finding the
minimum power allocation coefficient of the near user, 𝜃N,
when the transmit SNR is less than 30 dBm.
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Figure 6: Illustration of the total secrecy outage probability as a
function of the secrecy target data rate, 𝑅th (bps/Hz), with different
numbers of the near users and far users, where transmit SNR = 30
dBm.

Figure 8 illustrates the TSOP with different transmit SNR
as a function of the power allocation coefficient of the near
user, denoted as 𝜃N. When the transmit SNR increases, the
TSOP decreases. Additionally, there is the optimal value of𝜃N where the TSOP is minimum as presented in Figure 8.
It is noted that the minimum TSOPs are obtained using the
proposed descent-based search method.

Finally, we investigate the secrecy performance improve-
ments of the proposed scheme in terms of the secrecy sum
throughput as a function of the transmit SNR. The secrecy
sum throughput can be defined as [42]

Tsum = (1 − 𝑃SOP,N𝑏)𝑅th,N𝑏 + (1 − 𝑃SOP,F𝑏)𝑅th,F𝑏 . (39)

As can be observed in Figure 9, comparing the proposed
scheme with the RNRF scheme, the proposed scheme signif-
icantly improves the secrecy sum throughput. More specifi-
cally, when the number of the near and far users increases,
the secrecy sum throughput increases. Different from the
proposed scheme, the RNRF scheme does not affect the
number of the near and far users. The reason is that, when
the near and far users are selected in the proposed system,
we consider the channel condition of the main channel and
eavesdropper channel. However, the benchmarked scheme
does not consider that condition to select the near and far
users, respectively.

6. Conclusion

In this paper, we propose the opportunistic scheduling
scheme to enhance the secrecy performance in multitwo
user NOMA system. The proposed BSNBSF scheme aims
to improve the physical layer security of the considered
NOMA system. Specifically, the BSNBSF scheme selects the
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Figure 8: Illustration of the total secrecy outage probability with
different transmit power as a function of the power allocation for
the near user (𝜃N), with 𝐾 = 5,𝑀 = 5, 𝑅th,N𝑏 = 𝑅th,N𝑏 = 0.1 bps/Hz.

user pair by estimating both main channel and eavesdropper
channel characteristics to select the most robust near and far
users, respectively. The exact closed-form expression for the
SOP of the selected near user and the tight approximated
closed-form expression for the SOP of the selected far user
are presented. In order to get more insightful results, the
asymptotic results for the SOP of the selected near user and
the selected far user are obtained. Moreover, we propose
the optimization algorithm, called the descent-based search
algorithm, to find the optimal value of 𝜃N that minimizes
the TSOP when the transmit SNR is less than 35 dBm. The
obtained results are verified by the computer simulation.
From the numerical results, the proposed scheme provides
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Figure 9: Illustration of the secrecy sum throughput with the
different numbers of the near users and far users as a function of
the transmit power, where 𝑅th,F𝑏 = 𝑅th,N𝑏 = 0.1 bps/Hz.

better secrecy performance compared to that of the RNRF
scheme. Additionally, the increasing number of participant
near and/or far users improves the robustness of the BSNBSF
scheme. The descent-based search algorithm has been pro-
posed to find out the optimal value of 𝜃N∗ that minimizes the
secrecy performance. The BSNBSF scheme can also support
better performance than the RNRF scheme in terms of the
secrecy sum throughput.
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Optical camera communication (OCC) exhibits considerable importance nowadays in various indoor camera based services such
as smart home and robot-based automation. An android smart phone camera that is mounted on a mobile robot (MR) offers
a uniform communication distance when the camera remains at the same level that can reduce the communication error rate.
Indoor mobile robot navigation (MRN) is considered to be a promising OCC application in which the white light emitting diodes
(LEDs) and an MR camera are used as transmitters and receiver, respectively. Positioning is a key issue in MRN systems in terms
of accuracy, data rate, and distance. We propose an indoor navigation and positioning combined algorithm and further evaluate
its performance. An android application is developed to support data acquisition from multiple simultaneous transmitter links.
Experimentally, we received data from four links which are required to ensure a higher positioning accuracy.

1. Introduction

Currently, optical wireless communication (OWC) is exten-
sively used to mitigate the data traffic from mobile commu-
nications among which the ultraviolet (UV), infrared (IR),
or visible light (VL) spectrums are used as the propagation
mediums. The VL spectrum is extensively used by OCC,
light fidelity (Li-Fi), and visible light communication (VLC)
[1, 2]. OCC is becoming a promising technology in terms
of localization and navigation because of global positioning
system (GPS) using radio frequency (RF) based wireless
networks such as wireless fidelity (Wi-Fi), ultra wideband
(UWB), Bluetooth, and wireless local area network (WLAN)
which are not much accurate location based communication
services. Also GPS works well only in the case of outdoor
applications, such as tracking and robot navigation, and it
is considerably difficult to estimate the accurate locations
using RF technology in an indoor environment. WLAN
based localization schemes, such asAOA,TDOA, andWLAN
fingerprint, have several challenges as it was developed

initially only for wireless networking. In the AOA and TDOA
approaches the users have to know the locations of access
points (APs) and are not able to provide maximum network
coverage. Also the localization errors are high for the NLOS
cases [3]. Although fingerprint method which uses power of
the received signal has recently captured lots of attention,
it faces several challenges. Specific RSS measurement is
not possible for individual APs due to dense deployment.
Moreover, surveying stage is more time consuming and
records the RSS for a time period which increases the
complexity of the system. Also RSS weakens in case of
NLOS propagation due to the presence of obstacles like walls,
furnitures, and doors [4]. In addition, if there are many
WLANs in a typical region thiswould cause extra interference
between each other, whereas, OCC is a new technology
that offers low cost, simple and low latency communication,
and higher positioning accuracy. We used smartphone based
localization technique using OCC where image is processed
by controlling the camera properties so that other lights
cannot make any interference among each other. As each
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room contains LED light so there is no possibility that objects
will make any interruption during the LOS communication.

OCC uses an unlicensed spectrum in which the LED
infrastructures are used as the transmitters. LED is an
electronic light source in which illumination intensity can
be controlled at a high frequency using an externally driven
circuit. LED is a useful transmitter because it is energy
efficient, has common indoor lighting infrastructures, and
is cheap; additionally, a highly accurate data transmission
is possible due to the variable luminary properties of LED.
Digital data is transmitted through the LED light by varying
the properties of LED according to the different modulation
schemes. Typically, for low frame rate (25∼30 fps) commer-
cial cameras undersamplingmodulation techniques are used.
This technique includes phase-shift on-off keying (PSOOK)
[5], frequency-shift on-off keying (FSOOK) [6], and m-array
pulse amplitude modulation (PAM) [7].

A color camera, which is used as the receiver for OCC
applications, typically comprises an image sensor (IS), lens,
and Bayer filter. A camera exhibits several benefits over a
photo diode (PD) in terms of the extended field of view
(FOV) and because of the fact that the pixels of the IS can
receive light fromvarious directions, thereby providing a high
signal to noise ratio (SNR). Localization is possible at the
cm-level of accuracy in an indoor environment under stable
illumination from an external light source. Several reports on
positioning using a VLC system have already been proposed.
In one report, a VLC-based positioning system in which
the LEDs wirelessly transmit the location information has
been proposed [8]. The location information signals were
received by a PD, and the spatial distribution was measured
at each reference point. Further, the information from people
or objects can be obtained using map positioning. There are
some localization or navigation services using OCC exhibit
an external cloud server to store the mapping data and to
compute the position at which the camera is connected to
server via Wi-Fi or Bluetooth during location estimation [9].
This approach exhibits a few drawbacks because it requires
an external server and an additional RF network, which is
expensive and time consuming.

For localizing a rolling shutter (RS) camera that was
mounted on an MR, the location information should be
received using the camera from multiple LEDs. We propose
an android phone mounted mobile robot positioning (MRP)
approach using multiple frequency-shift keying (MFSK) in
which we are able to obtain four locations ID from four
different LEDs simultaneously. We enhance distance mea-
surement technique that allows maximum 2 cm error at
100 cm horizontal distance in case of single LED inside
the FOV when camera and LED are not even in vertical
line-of-sight (LOS). An MRN algorithm is also proposed to
navigate MR to different location. Relevant work on indoor
localization is described in Section 2. Section 3 describes the
overall scenario of the indoorMRP andMRN systems as well
as the transmitter characteristics. A brief description of the
android application and the openCV libraries, rolling shutter
effects, and MR specifications are provided in Section 4.
The proposed algorithm and the remaining operational
characteristics, such as the camera FOV and the exploration

of ID distribution systems, are described in Section 5. In
Section 6, the details of the accuracy enhancement technique
are provided. A demonstration scenario and results are
presented in Section 7. Finally, this research work concludes
in Section 8.

2. Related Works

Currently, camera-bearing mobile phones are commonly
used and are important commodities in e-commerce. There-
fore, location based services (LBS) have become an important
issue. To ensure better performance in LBS, it is mandatory
to measure the location of these mobile devices accurately
especially indoors.

GPS is a pseudo-lite system, which faces challenges
at the point of indoor localization. This system is a LOS
based localization solution which accumulates the sensor
information from satellites that are located at a considerable
distance (20,000 km) from the ground. The signals of the
satellites are interrupted by the obstacles on the ground, such
as trees and buildings, due to the LOS channel characteristic
and the considerable distance between satellites and sensors.
Therefore, a considerably large modification is required to
make the GPS system to be suitable for indoor localization.
For example, the integration of GPS signals with the indoor
transmitting antennas has been reported to localize sensor
nodes [10]; however, it is not cost effective, and the localiza-
tion error is observed to be 1 m in delay of 10 sec.

The distinctness and novel characteristics of OWC-based
techniques are considered important supporting candidate
over existing solutions for indoor localization and navigation
scenarios. Several approaches of VL-based localization and
navigation schemes for mobiles, PDs, or wearable computers
have been reported [11–17]. There is still considerable debate
about the value of localization resolution. A lower value of
localization resolution was observed from the simulation
results of various conditional approaches. An important
subpart of OWC is OCC in which the camera receives a
signal from themodulated light beam that was observed from
an LED. An IS detects the intensity of the metameric LEDs
within a fixed indoor environment [18]. The localization
performance exhibits a 1-degree orientation measurement,
and the calculated resolution was observed to be 1.5 and 3.58
cm for 2D and 3D space, respectively. Without measuring
the angular displacement, 0.001-m localization resolution has
been observed [19]. In a similar approach, the localization
using an LED transmitter and a camera as the receiver has
been discussed by other groups [20, 21]. Additionally, the
information from an accelerometer sensor has been included;
further, the demodulated data from the IS could be used to
improve the overall performance in a 3D indoor environment
[22].

Popular methods for localization can be used to measure
the signal strength of the receiver, i.e., a photodiode or
camera. This signal can be either visible light or RF. An RSS-
based localization scheme for an aperture-based receiver,
which exhibits a wide FOV and a better angular diversity,
has been proposed [23]. They derived the Cramer-Rao lower
bound of position estimation for improving the overall
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Figure 1: A scenario of the proposed model (a) MRP and MRN system using OCC and (b) transmitter set.

performance. Meanwhile, a generic framework of RSS has
been introduced to enrich the positioning performance [24].
Alternatively, the combination of spatiotemporal constraints
in RSS fingerprint-based localization has achieved the same
purpose [25]. Compressive sensing has been applied to
improve the localization performance in noisy scenarios [26].
The implication of the RSS approach was also observed in the
VL-based positioning schemes [27–29].Here, the localization
resolution was observed to be 4 m [30]. Importantly, an
artificial intelligence algorithm that was applied to collect
the location-labeled fingerprints was reported for optimizing
the overall performance [31, 32]. Although the positioning
accuracy that was obtained for the RSS fingerprints was
observed to be 80% [33], a 3D space fingerprint required
considerable overhead for positioning a high speed object
as compared with that obtained in a simpler 2D space
fingerprint.

Time-of-arrival (TOA) and time-difference-of-arrival
(TDOA) are two methods that have been used several times
to provide a solution for localization in indoor environments.
A TDOA-based localization scheme has been proposed in
which a light beam with a unique frequency was transmit-
ted in different phases [34–36]. A TOA-based localization
algorithm has also been developed [37]. The most important
issue is that the TOA- and TDOA-based localization schemes
are cost-effective and accurate. Furthermore, these schemes
depend on the location information from a central node
as well as from other reference nodes in the same indoor
space. An extendedKalman filter-basedTDOAapproach that
ignores the impact of this dependency on the reference node
information has also been proposed [38].However, deploying
such a tracking algorithm is not always advantageous because
the extended Kalman filter failed to accurately estimate the
position as a first-order approximation.

Angle-of-arrival (AOA) is another method that can be
applied for indoor localization. In this approach, the receiver
estimates the angle of the transmitted signal by calculating
the time difference of arrival from the individual trans-
mitter. Transmitting the gain difference from the LED has
been considered by AOA for indoor localization [30, 39,
40]. Simulation results depicted that the average value for

localization resolution was 3.5 cm. However, in our proposed
system, it is not essential to gather the angle information from
LEDs to measure the position of the camera. The position
is calculated with the help of distance comparison among
several LEDs (e.g., more than two LEDs). These distances
are calculated using the photogrammetry technique [41],
where the occupied image area of the LEDs on the image
sensor varies with the distance. Furthermore, AOA exhibits
some disadvantages, e.g., the accuracy degrades with the
increasing distance between the transmitter and receiver and
the reflections of the signal from the multipath add some
error during the location measurement and require large and
complex hardwire devices and the shadowing and directivity
of the measuring aperture have significant effect on the
overall performance of location estimation.

3. Indoor Transmitter Scenario

Figure 1(a) depicts a scenario of the proposed indoor trans-
mitter and receiver scenario for MR positioning and naviga-
tion system using OCC. A circular shaped white LED having
a diameter of 9.5 cm was used as the transmitter. Because
the LED exhibits an altering luminary property, it can flicker
at ultrahigh speeds that are beyond the perception of the
human eye. The indoor location ID is modulated with a high
modulation frequency and encodedwith additional bits using
an LED driver circuit. This encoded signal is further fed to
the LED, which continuously transmits this ID using the
flickering light. The driver circuit comprises a 12-V dc power
supply, an Arduino board, and a high speed switching device
including metal-oxide-semiconductor field-effect transistor
(MOSFET). The transmitter set with an LED driver circuit
is depicted in Figure 1(b). LEDs are installed on the ceiling,
and the location number is transmitted to the MR receiver
camera. In our system, transmitters are arranged in a square-
shaped regular pattern in which each side of LEDs is 50 cm
apart from each other. In this case, the positioning system of
the camera is mounted on top of theMR, whichmaintains an
equal height along the z-axis. Therefore, the LEDs transmit
the modulated data bits that contain only the (x, y) location
information.
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Figure 2: Transmitted data bit mechanisms.

The visual flickering in an optical wireless communica-
tion is a major problem that can be defined as the change
in the illumination of the LED when it transmits a binary
‘1,’ ‘0’ code-word in terms of the light that is perceived by
the human eyes. Generally, human eyes can avoid flickering
if the data is modulated with a frequency that is greater
than 200 Hz [42]. The LED transmitter should be driven
using the accurate LED driver circuit to avoid any noticeable
flicker. Multiple frequency-shift keying (MFSK) is used as
the modulation technique to generate the modulated binary
code-words using the LED driver circuit. Figure 2 depicts the
characteristics of the transmitted bit pattern. Our proposed
study uses the modulation frequencies 2 and 4 kHz, which
are safe enough to avoid flickering. Further, the modulated
signal can be encoded using bi-phaseManchester line coding.
Each of the binary bits, 1 and 0, is defined using a different
code. Bit ‘1’ is defined as ‘01,’ whereas bit ‘0’ is defined
as ‘00.’ We transmitted five bits of data from each LED.
Therefore, in a single indoor system, 32 location IDs can
be provided to 32 LEDs. Furthermore, if the actual data
is ‘11011,’ the encoded signal will be ‘0101000101’ after bi-
phaseManchester line coding as shown in Figure 2. Although
there are 3 consecutive ‘0’s in this example, the bi-phase
Manchester encoding eliminates the possibility of visual
flickering because it confirms one transition in the middle of
each bit. As this code stream is continuously transmitted, a
starting bit symbol ‘11’ is added at the beginning of the code-
word to differentiate between every simultaneous code-word.

4. Receiver Characteristics

4.1. Android Application Background. An application is de-
signed for the android studio platform using the camera
2 hardware package which is added in API level 21. Some
android features are described in this study that are used
to create the camera device and process the requests. One
request acts to capture a single frame and output a set of image
buffers for the request. A cameraManager is required when
multiple requests are in queue to maintain the full frame rate.
To accumulate the captured frame data a getCameraCharac-
teristics class is used.The image data is encapsulated in Image
objects and can be directly accessed through a class named

ImageReader using a YUV 420 888 format.The image data is
rendered onto a surface with defined size. For processing the
captured image frames openCV320 libraries were imported
into the application. Initially, the camera shutter speed is
controlled to focus only to the white LEDs and to detect only
the region of interest (RoI).

4.2. Rolling Shutter Effect. Currently, most of the consumer
cameras contain complementary metal–oxide–semicon-
ductor (CMOS) sensors, which include rolling shutter
mechanisms. The sequential read-out technique is a key
feature of the rolling shutter camera in which each frame is
not captured at exactly the same instant [43]. The scene is
captured by scanning rapidly, either horizontally or vertically,
unlike a global shutter camera in which the complete scene is
captured at the same time. In a rolling shutter camera, each
row of the pixels is exposed at once at the exposure time.The
read-out time protects the rows of pixels from overlapping.
In a single captured image, the rolling shutter allows multiple
exposures. Therefore, for an LED, which flickers on-off
according to the modulated binary bit stream, the captured
image contains a bunch of dark and white strips. The width
of the strips depends on the modulation frequencies, and the
number of strips depends on the distance.

Although a different camera receives signals of similar
frequencies from the same transmitter, the width of the strips
is different as the specifications of the camera sensorsmay dif-
fer fromdevice to device. In our system, amultiple frequency-
modulated signal is transmitted, and the dark andwhite strips
are received at different distances, as depicted in Figure 3.The
camera captured the pictures with a fixed clockwise rotation
of ImageView of 270∘. As the distance increases, the size of
the LED in the IS decreases; further, the number of strips
also decreases because the width remains identical for fixed
frequencies at any distance for a particular camera.

4.3. Introduction to MR Functionalities. Localization and
navigation are challenging issues in optical camera communi-
cation for the existingMRs.The initial requirement is to con-
nect to the input interface of theMR to provide necessary data
from the android phone such as the location ID and its dis-
tribution system. When a camera captures the rolling images
from multiple LEDs, it processes the images and obtains the
locations, thereby making a decision about the location dis-
tribution system and then feeds the data to the MR. The MR
must exhibit a user input interface (UI) to set a target location
ID, a data base (DB) to store the ID distribution information,
and a display screen to exhibit the location information and
the subsequent direction to move after making a decision.
Figure 4 depicts the specifications of the MR and its required
functionalities. It also exhibits a data and image-processing
unit to compare the IDs and a database to store the previous
tracking information. The MR receives the IDs and can
therefore localize itself. It also has a capability to compare the
stored IDs and navigate by itself if the user sets a destination.

5. Operational Principle

5.1. Navigation Algorithm. The objective of the MRN system
is to navigate an MR by receiving the locations or location
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Figure 3: Experimentally, the number of dark and white strips decreases with the increase in distance. (a) 52 strips at a distance of 100 cm.
(b) 28 strips at a distance of 250 cm. (c) 5 strips at a distance of 480 cm.
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Figure 4: Block diagram of the mobile robot functionalities.

ID using multiple LED lights. Figure 5 describes a flowchart
of the applied navigation algorithm in our proposed system.
A user inputs a target location into the smart phone that is

mounted on the top of an indoor MR. Because the complete
environment in the room is unknown to an MR, it should
fix its position first, which indicates that a location should
be observed inside the room. Therefore, it estimates the
number of LEDs that arewithin the camera’s FOV.To perform
navigation, theMR should perceive the direction inwhich the
location values are changing.Thus, aminimumof three LEDs
should be within the camera’s FOV, as depicted in Figure 1(a)
in previous section. Here, in case I, the IS can only detect
two LEDs among which each LED exhibits the same value
for the x location; further, it is difficult to observe a variation
in the value of the x location. In cases II and III, there are
four LEDs within the camera’s FOV as MR is situated deep
inside the room. If three or more LEDs are detected using the
IS, the smart phone receives the LED locations and compares
them with the target location. If the target location matches
any of the received locations, the MR moves in a horizontal
distance toward the LED that is located directly below the
target location.

As mentioned in the previous paragraph, to localize
the MR to a floor position of a target LED, we need to
measure the horizontal distance from the MR to that floor
position. Here, floor position of an LED means the position
on the floor which is just below the LED. Suppose, the target
LED is transmitting (x, y) location ID. When the MR is
located in its initial position as depicted in Figure 6, the
implemented android smartphone app calculates the direct
distance, D, from the ceiling LED. The direction towards the
LED is predicted from the image formation on the IS (image
formation technique on IS is well described in [42]). After
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Figure 5: The mobile robot navigation flowchart.

obtaining the direct distance, we can easily find the horizontal
distance, s, using Pythagoras distance formula for right angle
triangle as the vertical distance is fixed inside a room. After
calculating the value of s and understanding the direction
to move, MR navigates this distance and fixes its location
to (x, y) location. If the target location is not matched with
any of the received location ID, the MR estimates the nearest
LED that is required to reach the destination. Subsequently,
the MR traverses a certain amount of distance to go a
point that is exactly below that particular LED. Further,
the MR again receives the locations of the LEDs that are
within camera’s FOV. Subsequently, the procedure continues
until the destination is reached. If the camera detects two
LEDs within its FOV, the MR cannot detect the location
distribution system.Therefore, it initially chooses one ID and
goes to a point that is located exactly below that LED, and
then MR continues with the aforementioned procedure.

5.2. Camera Field of View. We considered the indoor envi-
ronment to possess a uniform square distribution of LEDs.
Figure 7 depicts the manner in which the number of LEDs
within camera’s FOV depends on different factors such as
the height of the room, the distance between two adjacent
LEDs, and the angle of view (AOV), i.e., the FOV angle. For
the purpose of navigation, the MR should understand the
location distribution system among the LEDs. It is obvious

that at least two diagonally located LED locations should be
considered to make a decision about the direction in which
the X and Y locations are increasing or decreasing. A relation
has been derived to estimate the number of LEDs that were
captured within the FOV at any time considering the camera
view angle, the height of the roof, and the surface area taken
by a single LED.

The horizontal and vertical FOV can be estimated using
the following two equations:

𝜙ℎ = 2tan−1 𝑑ℎ2𝑓 (1)

𝜙V = 2tan−1 𝑑V2𝑓 (2)

where 𝜙V and 𝜙ℎ are the FOV in vertical and horizontal
directions and 𝑑ℎ, 𝑑V are the sensor dimensions, respectively.𝑓 represents the focal length of the camera lens. Figure 7
shows the camera FOV and its area is projected vertically on
the roof of height ℎ𝑟. We can represent the area of the FOV
using the following equation.

𝐴𝐹𝑂𝑉 = 4ℎ𝑟2 tan (𝜙V) tan (𝜙ℎ) (3)
Because the LEDs are distributed in a square pattern and

each LED separated by a distance 𝑎 along each side (where𝑎 > LED diameter) then each LED will occupy an area of 𝑎2.
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Now we can find the number of LEDs will be in the
camera FOV using (3).

𝑁𝐿𝐸𝐷 = 4ℎ𝑟
2 tan (𝜙V) tan (𝜙ℎ)𝑎2 (4)

5.3. Exploring the ID Distribution System. The smart phone
that was used to perform this study was a Samsung S7 edge,
which contained a 26-mm camera and a focal length of
4.2 mm. The height of the room that was observed using
the camera was 2.56 m. We set up the android camera
with a height and width of 600 and 800 px, respectively.
In a general scenario, there were always at least four LEDs
within the camera’s FOV under this type of consideration.
To define the coordination distribution system, we divided

LF region FR region

RB regionBL region

(８，＆,９，＆) (８＆２,９＆２)
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Figure 8: Region basis locations selection and exploring their
distribution system.

the IS into four regions, i.e., left-front region (LFR), front-
right region (FRR), right-back region (RBR), and back-left
region (BLR), as depicted in Figure 8, where each region
contains an equal number of pixels. The camera will detect a
single LED per region and receive the location ID as well. We
defined the locations on a regional basis, which are (XLF,YLF),
(XFR,YFR), (XRB,YRB), and (XBL,YBL), respectively, within the
four regions. It is obvious that the LEDs will be present either
in both LF and RB regions or in both FR and BL regions. If
XLF < XRB or XFR > XBL, the x-location increases in the
right direction; otherwise, it increases in the left direction.
Further, if YLF > YRB or YFR > YBL, the y-location increases
in the front direction; otherwise, it increases in the back direc-
tion.

6. Performance Analysis

6.1. Measurement of Distance Accuracy. The direct distance
from the camera to an LED can be measured by considering
a few distance parameters. If D is the direct distance of the
LED (𝑥𝑖, 𝑦𝑗) from the camera lens and d is the distance of the
formed image on the sensor from the camera lens, then we
can write from the general lens equation:

1𝐷 + 1𝑑 = 1𝐹 (5)

𝑑𝐷 = 𝐹𝐷 − 𝐹 (6)

where F is the focal length of the lens. Here, magnification
factor is required to introduce and compare the relative size
of the actual size and the detected size on the IS.

The magnification factor, m can be written as follows:

𝑚 = √ 𝑎𝑖𝑗𝐴 𝑖𝑗 =
𝑑𝐷 (7)

where𝐴 𝑖𝑗 is the actual surface area of the nearest LED (𝑥𝑖, 𝑦𝑗)
and the area covered by the detected image on the IS is 𝑎𝑖𝑗.
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Table 1: Distance measurement data from an LED at different floor positions.

Horizontal
distance, dh
(cm)

Measured
direct distance,

(cm)

Actual direct
distance, (cm)

Error in distance
measurement

(cm)

Detected area
(px)

1st Radius,
𝑟 (px)

2nd Radius,
𝑟
 (px)

00 255.5 255.5 0 348

11

11
10 255.88 255.9 0.02 347 10
20 256.65 256.7 0.05 341 10
30 257.6 257.7 0.1 337 10
40 258.85 259 0.15 336 10
50 260 260.2 0.2 330 9
60 262.5 262.8 0.3 324 9
70 264.3 264.7 0.4 314 9
80 267.1 267.7 0.6 306 9
90 269.5 270.61 1.11 298 8
100 272.5 274.5 2 288 8

Normally, it is observed that F<<D; therefore, we can
combine the above equation as follows:

𝑎𝑖𝑗 = 𝑚2𝐴 𝑖𝑗 (8)

𝑎𝑖𝑗 = 𝐹2𝐷2𝐴 𝑖𝑗 (9)

𝐷 = 𝐹√𝐴 𝑖𝑗𝑎𝑖𝑗 (10)

where the focal length F and the actual LED size 𝐴 𝑖𝑗 are
known. The only requirement is to obtain the detected LED
area, 𝑎𝑖𝑗, from the IS.

Using (10), the distance can be measured accurately at
a position at which the camera is vertically in the LOS of
the LED. But when it navigates through some other places
which are not just below the LED, can be experienced some
errors during this measurement. Because at that time the
shape of the circular LED will be seemed like a ellipse to
the camera. This happens due to the radial distortion of
the camera [44]. The wide-angle camera, short focal-lengths
camera, or the fisheye camera are the main reason behind
the radial distortion. Determining intrinsic, extrinsic, and
distortion coefficient of IS and lens of the camera is required
to omit the effect of radial distortion. This radial distortion
makes a significant transformation of the projected object
from the actual object with a normal focal length. To verify
the localization scheme, a back-projection method deploys
to measure area of LED from distorted image from read-
world space [45]. In the following section we will exhibit a
figure to illustrate the accuracy of the distance measurement.
Although at the boundary position the accuracy remains
greater than 98%, we have undertaken one further step to
mitigate this error. Let us take 𝑟 as the radius of circular LED
and the area will be 𝜋𝑟2. Now when circular shape changes
to eclipse, one radius 𝑟 reduces to 𝑟 and the area becomes𝜋𝑟𝑟. Table 1, presents the data measured from a LED with
a size of 71 cm2 located at a ceiling of height of 2.56 m. The
pixels allocated for the detected LED at different positions are
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Figure 9: Percentage of accuracy of the measured direct distances
from the camera to the LED at different horizontal points.

recorded to show at far distance detected contour becomes
smaller than nearer. We tabulated the radius of eclipse which
is required to calculate the actual size of eclipse and correct
the positioning error.

This radius data is integrated within the application and
will be called when this radius will be measured by smart-
phone through image processing. Comparing the existing
data with the actual area of the LED can predict to measure
the direct distance.

The distance between the LED and the camera changes
when the MR moves horizontally. The direct distance from a
particular LED is required to calculate the horizontal distance
that is required to move and to get the floor location of
that particular LED. We used (10) to measure the direct
distance between the camera and the LED. We graphically
represented the percentage of accuracy that is observed while
measuring the direct distance at a particular point on the floor
in Figure 9. The distance is measured with 100% accuracy
when the camera is situated directly below the LED.When the
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Figure 10: Distance error comparison in terms of variation of no. of LEDs inside the camera FOV at different horizontal points. (a) Inter-LED
distance = 50 cm and (b) inter-LED distance = 100 cm.

camera is shifted horizontally far away from the floor location
of the LED, the accuracy is reduced.

To evaluate the performance of the proposed localization
algorithm we have tested the accuracy of measuring the
distance for different type of scenarios. We have got the
distance measurement error of 2 cm maximum in case of
single LED inside the camera FOV. However, when there
are multiple LEDs inside the camera FOV, the distance error
increases as the probability of LED being at the middle of
the IS reduces. Figure 10 depicts the comparison of error
in measuring the distance between LEDs and camera for
different cases varying the number of LEDs into the camera
FOV. We have taken two scenarios: first is for the case where
the inter-LED distance is 50 cm and second is for the case
where it is 100 cm. In each scenario we have considered 2
to 4 LEDs for the comparison. We started measuring from
the floor position of an LED and took 10 more reading going
away about 10 cm in each step. We can see from the figure
that if there are more LEDs into the IS at the same time, the
error formeasuring the distance increases.This is because the
chance of an LED to be detected at the center of IS is being
reduced accordingly. As our system comprises LEDs that are
distributed in a rectangular pattern there is more possibility
of being 4 LEDs at a time in the IS. And for this case we have
to consider up to 7.5 cm distance error for positioning and
navigation purpose when the inter-LED distance is 50 cm.
But for the second case described in Figure 10(b) the value
of the distance error increases up to 8.5 cm for 4 LEDs due to
increase of the inter-LED spacing to 100 cm.

Though the distance error reducing with the reduced
number of LEDs being allowed into the camera FOV, it is
required to have more than two LEDs into the camera FOV
to get the navigation information and we should accept this
error anyway. Also, we have described a way in this section
that can be applied to reduce the distance error to a certain
level for moving to a horizontal distance to reach the target
LED location increasing the positioning performance.
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Figure 11: BER comparison forM-FSK (M=2,4,8) in indoor wireless
Rician fading channel.

6.2. Bit Error Rate for MFSK. To evaluate bit error rate
(BER) performance we considered an indoor wireless Rician
fading channel. MFSK is simple and flexible for multilink
communication over this channel. It is known [46] that the
bit error probability for MFSK is

𝜌𝑠 = 1𝑀
𝑀∑
𝑖=2

(−1)𝑖 (𝑀𝑖 ) exp [− (1 −
1𝑖 ) 𝜌] (11)

where M is the number of orders and 𝜌is the instantaneous
signal-to-noise ratio (SNR) value. In Figure 11, we depicted
a BER comparison graph between different modulation
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Figure 12: Experimental setup. (a) Four LEDs that are 50 cm apart from each other transmit the location IDs. (b) Captured image after setting
the exposure time to 1/8000 sec.

orders (M=2,4,8). We have seen, for increasing M, bit error
probability decreases.When the transmission is done keeping
the same bit energy which means that the symbol duration
becomes double for the case of 4-FSK compared to 2-FSK,
maintaining the same bit rate meanwhile. In such case the
BER becomes lower as symbol duration increases with higher
modulation index.

7. Demonstration Results

We used a platform to demonstrate our OCC system to
evaluate its performance. To understand the ID distribution
system, we should receive the location information using a
minimum of two diagonally located LEDs that are described
in Section 5. The platform comprises four LED transmit-
ter links that are placed in a square shape, as depicted
in Figure 12(a). The LEDs are arranged by maintaining a
distance of 50 cm between them. For better explanation,
we considered these transmitters to be a single unit. These
four transmitters are linked continuously and transmit four
different locations, which are encoded with the help of a PC
and an LED driver circuit.

To focus only on the target-transmitting LED, we con-
trolled the camera exposure time. The exposure time is the
duration at which each pixel is exposed to light. Using this
process, we can obtain the dark and white strips at a region
at which the LEDs are captured by darkening all the parts
of the image except the parts that depict the target LEDs.
Figure 12(b) depicts the captured image using the Samsung
S7 (edge) camera of the transmitting LED unit after setting
the camera’s CaptureRequest.SENSORE EXPOSURE TIME
to 1/8000 sec.We can observe that all the four LEDs represent
the same dark and bright strip width. This is because same
modulation frequencies were used for all the four transmit-
ters, and the frequencies ranged from 2 to 4 kHz. Generally,

the characteristics of the rolling image are such that the strips
can be formed horizontally. However, in our case, we rotated
the image using imageView at 270∘, and this is the reason for
the observation of vertically formed strips.

To demodulate the data from the detected strip pattern
we should initially measure the width of each dark and white
strip. We know different camera has different frame rate and
also for a fixed camera, frame rate fluctuates within a short
range. For this reason, the width also varies and as the width
is measured in a scale of number of pixels in a row, it should
be an integer value. In our system, we observed brighter strips
at which the width varied between 5 and 7 pixels, whereas it
varied between 1 and 3 pixels for darker strips. Therefore, the
midvalue was considered to be four to distinguish between
dark and white patterns. When the measured width was
greater than four, smart phone will consider the LED to be
in the ON state and store a binary ‘1’ value. Otherwise, the
LED is assumed to be in the OFF state and stores a ‘0’ value.
Figure 13 illustrates the android implementation software that
can simultaneously receive data from four LEDs.We received
five bits of ID per LED and defined each combination of
the received binary ID to a fixed location in the application
system. The table in Figure 13 depicts the manner in which
the location is assigned to different IDs. To receive multiple
LEDs, the overall time for processing one frame should be
within the critical frame time. Otherwise the applicationmay
unfortunately be stopped.The critical frame time is defined as
the maximum processing time for one frame. In our system,
we used 20 fps to limit the critical frame time to 50 msec. We
add a starting symbol to recognize when the data is starting.
So, the time to get the data obviously depends on the timing
of getting the frame containing that symbol. We test in real-
time debugging the software in android studio. We observe
the timewhich is required for initialization, frameprocessing,
demodulating, and device response.Wefigure out that almost
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CoordinateBits
(1,1)00000
(1,2)00001
(2,1)00010
(2,2)00011
(1,3)00100
. . .. . . . . 

Figure 13: Implemented android application receiving multiple
LEDs ID simultaneously.

1000 ms is required to debug and getting device response
when communicating with 4 LEDs simultaneously. As each
LED is transmitting 10 bits, we got data at 40 bps rate for 4
LEDs with this device.

8. Conclusion

This work focuses on the reception of data from multiple
indoor LED transmitters as well as on the localization and
navigation of the MR, processing the received data. The
indoor LED locations are received as binary data of five bits
per link at a data rate of 40 bps. The proposed algorithm
was implemented in an indoor platform where four LEDs
having sizes of 71 cm2 were kept at a distance of 50 cm
from each other. The four LEDs transmit four different IDs,
and an android application that was developed to receive
these IDs performed well simultaneously. We were able to
communicate with the LEDs from a maximum distance of
480 cm. As our positioning approach requires measurement
of the direct distance from the camera to the LED, we
compare the accuracy of measuring the distance at different
floor positions. Maintaining the floor height to be constant,
we experience an increase in the percentage of error when
the camera moves a long distance horizontally. To mitigate
this error, we fix some recorded distance values within the
application to compare.We have foundmaximum 2 cm error
at 100 cm horizontal distance from the floor position of the
target LED when the MR moves horizontally toward that
LED. Thus, the accuracy is improved from the localization

and navigation viewpoint as well as based on the distance for
indoor communication.
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We propose a threshold secret sharing scheme for secure communications in multiple input andmultiple output wireless networks.
In the proposed scheme, the base station divides the secret data into𝑁�푚�푖�푛 parts using a polynomial of degree 𝑇− 1 (𝑇 ≤ 𝑁�푚�푖�푛) and
transmits the divided data to the legitimate user by beamforming withmultiple spatial dimensions.Then, at the user, the secret data
can be reconstructed with a sufficient number (≥ 𝑇) of divided parts by using the Lagrange interpolating polynomial. However, it
is difficult for the eavesdropper to correctly estimate the 𝑇 parts due to the difference between the main channel with beamforming
and the eavesdropping channel in the physical layer, which results in the failure of secret data reconstruction.The numerical results
show that the eavesdropping probability of the proposed scheme is lower than those of conventional schemes.Moreover, we analyze
the symbol-error-rate and show that the theoretical result is well aligned with simulation results.

1. Introduction

Recently, multiple input and multiple output (MIMO) wire-
less networks have attracted significant attention due to
the potential performance improvements; they have been
shown to lead to spatial multiplexing or diversity gain [1–5].
The spatial dimensions derived from multiple antennas have
initiatedmany new transmission techniques utilizing space as
a new resource other than frequency and time [3–5]. Among
the conventional methods, maximum ratio transmission [3]
is proposed, in which a single stream is sent for achieving
full diversity gain from multiple spatial dimensions. In
addition, for throughput enhancement, spatial multiplexing
transmission has been proposed to transmit multiple streams
simultaneously [4, 5]. However, most of existing works only
focus on spatial dimensions by multiple antennas in order
to maximize the spatial multiplexing gain or diversity gain
without considering security.

Wireless transmission is inherently vulnerable to eaves-
dropping due to the broadcast nature of the wireless medium
[6–12]. Although a large number of security measures—from
wired equivalent privacy in thewireless link layer to transport

layer security in the application layer—have already been
developed and widely deployed throughout network layers,
the fact remains that it is these very measures that must now
confront substantial challenges by attackers or eavesdroppers
with immense computing resources acquirable from a cloud
or bounded error quantum polynomial time algorithms
leveraging quantum computers, to list just a few. As one
of new attempts to overcome this problem, physical layer
security (PLS) has been introduced to achieve fundamental
secrecy in the sense that it does not rely on any intractability
assumptions unlike cryptographic algorithms implemented
in higher network layers. With a single antenna configu-
ration, Wyner first introduced a wiretap channel and the
associated secrecy, the results of which show the feasibility
of ultimately secure communication [6]. However, there is
a problem in that secrecy cannot be guaranteed if the gain
of the eavesdropping channels is higher than the gain of
the main channel, that is, the channel of the target user.
To overcome this problem, PLS with multiple antennas
has been proposed [8–12]. In MIMO wireless networks, by
beamforming and jamming techniques, the secrecy can be
provided even though the quality of the main channel is
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Figure 1: MIMO wireless networks with an eavesdropper.

worse than the quality of the eavesdropping channel. Most of
existing works have only focused on increasing the secrecy
rate by beamforming and jamming design, assuming that
the transmitter knows the channel state information (CSI)
of the eavesdropper. However, it is impossible to obtain
the CSI of the eavesdropper due to the passive posture.
Therefore, to ensure secrecy against passive eavesdropper, a
new transmission techniquewithmultiple spatial dimensions
is needed on the condition that the transmitter cannot know
the eavesdropping channels.

In this paper, we propose a threshold secret sharing
transmission for secure communications in the absence of an
eavesdropping channel information. In the proposed scheme,
the secret data is divided into𝑁�푚�푖�푛 parts using a polynomial
of degree𝑇−1 and then transmitted to the target user through
multiple spatial dimensions by a transmit beamforming. At
the user, based on the Lagrange interpolating polynomial,
the secret data can be recovered when a sufficient number
(≥ 𝑇) of the divided parts are combined together. We
also propose the majority rule for secret reconstruction to
overcome fading and noise impairments in wireless channels.
At the point of the eavesdropper, it is difficult to correctly
estimate the 𝑇 parts due to the difference between main
channel and eavesdropping channel in the physical layer.
Therefore, attempt to reconstruct the secret data is unsuc-
cessful. The numerical results show that the eavesdropping
probability of the proposed approach is better than those of
the conventional approaches. Also, we provide an analysis of
SER for the proposed secret sharing scheme and verify that
the proposed theoretically derived results well agree with the
Monte-Carlo simulation results.

Notations. X�푇, X∗, X†, ‖X‖, and E[⋅] denote the transpose, the
conjugate transpose, the pseudo inverse, the Euclidean norm
of matrix X, and the expectation function, respectively.

2. System Model

As shown in Figure 1, we consider MIMO wireless networks
with a base station (BS) with 𝑁�푡 transmit antennas, a target
user (TU) with 𝑁�푟 receiving antennas, and an eavesdropper
(EA) with 𝑁�푒 receive antennas. When BS transmits a secret
data over the channel matrix H to the TU, the radio signal
is exposed to the EA over the cross channel G. The channel
coefficients are assumed to bemutually independent Rayleigh

flat fading with additive white Gaussian noise (AWGN)
having zero mean and unit variance.

The received signal at the target user can be written as
y = Hx + n, (1)

where y, x, and n denote the received signal vector, the
transmitted signal vector, and the AWGNvector, respectively.
Also, the eavesdropping signal can be written as

z = Gx + w, (2)
where z and w denote the received signal vector and the
AWGN vector at the EA, respectively.

3. Threshold Secret Sharing Transmission in
MIMO Wireless Networks

3.1. Threshold Secret Sharing Generator. Threshold secret
sharing is a well-known scheme in cryptography introduced
by Adi Sharmir [13]. In the scheme, a secret data is divided
into𝑁 parts by a polynomial of degree 𝑇 − 1. To reconstruct
the secret data, a minimum number of parts (𝑇) is required
for solving the polynomial problem correctly. In the threshold
scheme, this number is less than the total number of parts
(𝑇 ≤ 𝑁). Therefore, this is called the (𝑇,𝑁)-threshold secret
sharing scheme [14–16].

For spectral efficiency and throughput enhancement in
MIMO networks, a BS transmits independent and separately
encoded signals, so-called streams, from each of the multiple
transmit antennas. Considering our system model, the num-
ber of streams (that is, the spatial multiplexing order) can be
obtained as

𝑁�푚�푖�푛 = min (𝑁�푡, 𝑁�푟) . (3)
It means that there are 𝑁�푚�푖�푛 independent wireless paths
between the BS and the TU by beamforming.

With multiple paths and the threshold scheme, the BS
divides the secret data into𝑁�푚�푖�푛 parts using a polynomial of
degree 𝑇−1 (𝑇 ≤ 𝑁�푚�푖�푛).Then, the 𝑖th part with a polynomial
can be calculated as

𝑆�푖 = 𝑓 (𝑖) = (𝑎0 + 𝑎1𝑖 + ⋅ ⋅ ⋅ + 𝑎�푇−1𝑖�푇−1) mod 𝑝, (4)

where coefficient 𝑎0 is the original secret data while the other
coefficients 𝑎1, 𝑎2, . . . , 𝑎�푇−1 are all randomly chosen at the BS.
In addition, 𝑝, 𝑇, and mod denote a large prime number
greater than any of the coefficients, a parameter control-
ling the balance between the symbol-error-rate (SER) and
eavesdropping probability (EP), and the𝑝-modulo operation,
respectively. We assume that the value 𝑝 and 𝑇 are preshared
with BS and TU.

For example, let us examine how the proposed scheme
works in MIMO wireless networks with𝑁�푡 = 𝑁�푟 = 5. In the
given antenna configuration, the value of𝑁�푚�푖�푛 is determined
to be 5 by (3). Also, with preshared parameter (ex. 𝑝 = 17 and𝑇 = 3), BS randomly chooses the remaining coefficients as a
number smaller than 𝑝 (ex. 𝑎1 = 4, 𝑎2 = 2).Then, 𝑆�푖 for secret
data can be obtained as

𝑆�푖 = 𝑓 (𝑖) = 4⏟⏟⏟⏟⏟⏟⏟
secret data

+ 4𝑖 + 2𝑖2 mod 17, (5)

and 𝑆1 = 10, 𝑆2 = 3, 𝑆3 = 0, 𝑆4 = 1, and 𝑆5 = 6.
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The divided parts in (4) are modulated (ex. QPSK,
QAM) and then the modulated signals are transmitted to
the target user through spatial dimensions with the transmit
beamforming matrix V as

y = HVx + n, (6)

where x = [𝑆1, 𝑆2, . . . , 𝑆�푁𝑚𝑖𝑛]�푇 and 𝑆�푖 denotes the 𝑖-th mod-
ulated signal. Also, the eavesdropping signal with transmit
beamforming is rewritten as

z = GVx + w. (7)

3.2. Spatial Dimension with Beamforming. For the design of
an efficient transmit beamforming and receive combining
efficiently, we assume that the perfect CSI of H is available
at the BS by channel reciprocity or feedback. If the BS
also has the perfect CSI of the eavesdropping channel G,
a secure signal transmission can be possible using transmit
beamforming (e.g., Zero-Forcing Beamforming) to nullify
the eavesdropping channel. However, due to the passive
characteristic of the EA, it is hard to obtain the eavesdropping
CSI at the BS. Therefore, without any information about the
eavesdropping channel, transmit beamforming is generally
designed for maximizing the spectral efficiency or improving
the reliability of the target user.

With the perfect CSI of H, the spatial dimensions in the
MIMO networks are obtained by singular value decompo-
sition (SVD). The channel H can be decomposed to UDV∗
by using SVD, where U ∈ C�푁𝑟×�푁𝑟 , V ∈ C�푁𝑡×�푁𝑡 are unitary
matrices, andD ∈ C�푁𝑟×�푁𝑡 is a diagonalmatrix whose nonzero
entries √𝜆�푖 are the square roots of the eigenvalues of H∗H.
With the transmit beamforming matrix V and the receive
combining matrix U∗, the combined signal at the target user
can be rewritten as

U∗ ⋅ y = U∗ ⋅ U⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
I

DV∗ ⋅ V⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
I

x + U∗ ⋅ n,
ỹ = Dx + ñ. (8)

Since U is a unitary matrix, the noise vectors ñ and n
have the same distribution. Then, the 𝑖-th signal of ỹ can be
obtained as

𝑦�푖 = √𝜆�푖𝑥�푖 + 𝑛�푖, 𝑖 = 1, . . . , 𝑁�푚�푖�푛. (9)

3.3. Reconstruction of the Secret. With the receive com-
bining matrix U∗ and the channel compensation of the
received signals, the demodulated data [𝑆1, 𝑆2, . . . , 𝑆�푁𝑚𝑖𝑛] can
be obtained at the target user. Then, the target user with𝑁�푚�푖�푛 demodulated data randomly chooses a subset composed
of 𝑇 data (ex. [𝑆1, 𝑆2, . . . , 𝑆�푇]) and estimates the Lagrange
interpolating polynomial as

𝑓 (𝑖) = �푇∑
�푗=1

𝑆�푗 ⋅ [[
�푇∏
�푘=1,�푘 ̸=�푗

𝑖 − 𝑖�푘𝑖�푗 − 𝑖�푘]]
mod 𝑝, (10)

where 𝑖�푗, 𝑖�푘 means the index parameter of a subset. Then, the
secret data can be obtained by 𝑓(0) = �̂�. For example, with

𝑁�푚�푖�푛 = 5, 𝑇 = 3, 𝑝 = 17, and the demodulated data 𝑆1 = 10,𝑆2 = 3, 𝑆4 = 1, and the secret data and a polynomial of degree𝑇 − 1 can be reconstructed by (10) as

𝑓 (𝑖) = 3∑
�푗=1

𝑆�푗 ⋅ [[
3∏
�푘=1,�푘 ̸=�푗

𝑖 − 𝑖�푘𝑖�푗 − 𝑖�푘]]
mod 17,

= (10 ⋅ 𝑖 − 21 − 2 ⋅ 𝑖 − 41 − 4 + 3 ⋅ 𝑖 − 12 − 1 ⋅ 𝑖 − 42 − 4 + 1 ⋅ 𝑖 − 14 − 1
⋅ 𝑖 − 24 − 2) mod 17,

= (21 − 13𝑖 + 2𝑖2) mod 17 = 4⏟⏟⏟⏟⏟⏟⏟
secret data

+ 4𝑖 + 2𝑖2.

(11)

However, since modulated signals are transmitted with
fading channel and noise in MIMO wireless networks, the
reconstruction of the secret must consider the demodulation
error. In other words, the derived result in (10) can change
depending on which subset a user chooses. Considering the
proposed secret sharing scheme, the number of the subset
(𝑁�푠) is

𝑁�푠 = C(𝑁�푚�푖�푛𝑇 ) , (12)

where C ( �푎�푏 ) denotes the number of possible combinations
of 𝑏 objects from a set of 𝑎 objects. Then, a set (℧) of the
estimated secret data �̂� from (10) and (12) is obtained as

℧ = {�̂�1, �̂�2, . . . , �̂��푁𝑠} , (13)

and the secret data is finally determined bymajority rule of℧
to reduce the effect of the demodulation error. Figure 2 shows
a simplified block diagram of the proposed threshold secret
sharing system in MIMO wireless networks.

3.4. Performance Analysis. In this subsection, we provide an
analysis of SER to show how SER is affected by 𝑇, 𝑁�푚�푖�푛, and
signal-to-noise ratio (SNR). In our MIMO networks, the 𝑖-
th modulated signal 𝑆�푖 is transmitted to the user through the𝑖-th spatial dimension in (9) by beamforming technique in
Section 3.2. To find the distribution of the 𝑖-th eigenvalue,
the joint probability density function (𝐸�퐽�푃�퐷�퐹) of the 𝑁�푚�푖�푛-
eigenvalues of Wishart matrices, 𝜆1 ≥ 𝜆2 ≥ ⋅ ⋅ ⋅ ≥ 𝜆�푁𝑚𝑖𝑛 ≥ 0,
is defined [17] as

𝐸�퐽�푃�퐷�퐹 = 1𝐾�푚,�푛 𝑒−(1/2)∑
𝑁𝑚𝑖𝑛

𝑖=1
�휆𝑖

�푁𝑚𝑖𝑛∏
�푖=1

𝜆(1/2)(�푁𝑚𝑎𝑥−�푁𝑚𝑖𝑛−1)�푖

⋅ ∏
�푖<�푗

(𝜆�푖 − 𝜆�푗) 𝑑𝜆1 ⋅ ⋅ ⋅ 𝑑𝜆�푁𝑚𝑖𝑛 ,
(14)

where

𝐾�푚,�푛 = (2�푁𝑚𝑎𝑥𝜋 )�푁𝑚𝑖𝑛/2

⋅ �푁𝑚𝑖𝑛∏
�푖=1

Γ (𝑁�푚�푎�푥 − 𝑖 + 12 ) Γ (𝑁�푚�푖�푛 − 𝑖 + 12 ) ,
𝑁�푚�푎�푥 = max (𝑁�푡, 𝑁�푟) .

(15)
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Figure 2: A simplified block diagram of the proposed threshold secret sharing system in MIMO wireless networks.

Then, the density of the 𝑖-th eigenvalue can be obtained
by integrating (14) as

𝐸�푖�푃�퐷�퐹 = ∫
�푅
𝑁𝑚𝑖𝑛−1

+

𝐸�퐽�푃�퐷�퐹𝑑Ω, (16)

where 𝑑Ω = 𝑑𝜆1 ⋅ ⋅ ⋅ 𝑑𝜆�푖+1𝑑𝜆�푖−1 ⋅ ⋅ ⋅ 𝑑𝜆�푁𝑚𝑖𝑛 and the integration
takes place over the positive orthant, 𝑅�푁𝑚𝑖𝑛−1+ = {(𝜆1, . . . ,𝜆�푖+1, 𝜆�푖−1, . . . , 𝜆�푁𝑚𝑖𝑛) : 𝜆 ≥ 0}.

Also, if log2𝑀 is even integer, SER of𝑀-QAM in AWGN
channel can be defined [18] as 𝑃�푆�퐸�푅 = 1 − (1 − 𝑝)2 with

𝑝 = (1 − 1√𝑀)𝑒𝑟𝑓𝑐(√ 32 (𝑀 − 1) 𝐸�푠𝑁�표) , (17)

where

𝑒𝑟𝑓𝑐 (𝑥) = 2√𝜋 ∫∞
�푥

𝑒−�푡2𝑑𝑡, (18)

and 𝐸�푠/𝑁�표 means the signal-to-noise ratio. Then, SER of𝑀-
QAM in fading channel can be obtained as

𝑃�푠 = 2E [𝑝] − E [𝑝2] . (19)

Also, with 𝑁�푚�푖�푛 spatial dimensions in our MIMO net-
work, SER of the 𝑖-th dimension is rewritten as

𝑃�푖�푠 = 2E�푖 [𝑝] − E�푖 [𝑝2] , (20)

where

E�푖 [𝑝] = ∫∞
0

𝑝 ⋅ 𝐸�푖�푃�퐷�퐹𝑑𝜆�푖,
E�푖 [𝑝2] = ∫∞

0
𝑝2 ⋅ 𝐸i

�푃�퐷�퐹𝑑𝜆�푖,
𝑝 = (1 − 1√𝑀)𝑒𝑟𝑓𝑐(√ 3𝜆�푖2 (𝑀 − 1) 𝐸�푠𝑁�표) .

(21)

Since we cannot find any closed-form expression in
our best knowledge, 𝑃�푖�푠 needs to be calculated by numeri-
cally integrating (21). Then, based on the majority rule in

Section 3.3, SER of the proposed threshold sharing scheme
can be obtained by (10) and (20) as

𝑃�푠 = 1 − ∑
�푠�푢�푚(k)≤�푁𝑚𝑖𝑛−�푇−1

�푁𝑚𝑖𝑛∏
�푖=1

(𝑃�푖�푠)�푘𝑖 ⋅ (1 − 𝑃�푖�푠)1−�푘𝑖 , (22)

where

k = {𝑘1, . . . , 𝑘�푖, . . . , 𝑘�푁𝑚𝑖𝑛} ,
𝑠𝑢𝑚 (k) = �푁𝑚𝑖𝑛∑

�푖=1

𝑘�푖, 𝑘�푖 ∈ {0, 1} . (23)

4. Eavesdropper Behavior

In this section, we explain the eavesdropper’s behavior against
the threshold secret sharing system.

4.1. With only G. If EA is a legitimate user and an internal
eavesdropper in wireless network, EA can easily obtain the
channel state information of G by channel estimation using
pilot and preamble signals of BS [19]. With only information
G, the eavesdropping signal in (7) is combined by the receive
combining matrix UG

e to eliminate interference caused by
channel G as

UG
e ⋅ z = UG

e ⋅ GVx + UG
e ⋅ w

= Ṽx + w̃G, (24)

where

UG
e = G†‖G‖ . (25)

In this case, since there is no information of the transmit
beamforming matrix V and the eavesdropper fails to decode
the received signal correctly, except for the transmit beam-
forming matrix V = I.

4.2. With G and H. For efficient eavesdropping, channel
information about H and G is needed at the EA. First,
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based on the channel estimation technique, EA knowsG. We
also assumed that smart EA can be obtained H and 𝑝 by
eavesdropping the TU’s channel feedback and the exchanged
information for secure data transmission.

Then, with the channel information of H, EA predicts
V for the target user by SVD of H. Therefore, for efficient
eavesdropping, the eavesdropping signal can be combined by
the receivematrixUGH

e considering channel compensation as

UGH
e ⋅ z = UGH

e ⋅ GVx + UGH
e ⋅ w

= D̃ex + w̃, (26)

where

UGH
e = (G ⋅ V)†‖G ⋅ V)‖ , (27)

and D̃e denotes the diagonal matrix through the inverse
matrix operation. Then, the transmitted data are estimated
by the compensation of D̃e. Finally, the secret data can be
obtained through the same procedure as that of the secret
reconstruction described in Section 3.3.

5. Numerical Results

In this section, we provide the simulation results of the
symbol-error-rate (SER) and the eavesdropping probability
of the proposed scheme. For simulation, MIMO wireless
channels are considered as shown in Figure 1, where the chan-
nel coefficients are assumed to be flat Rayleigh fading with
mutually independent and additive white Gaussian noise
terms having zero mean and equivalent variance CN(0, 𝜎2).
We compare the (𝑇,𝑁�푚�푖�푛)-threshold secret sharing scheme
(TS-(𝑇,𝑁�푚�푖�푛)) with spatial multiplexing transmission (SM)
and diversity transmission (Div). In SM, for full multiplexing
gain, we assumed that the BS transmits 𝑁�푚�푖�푛 independent
data to the TU by beamforming. Therefore, an instantaneous
EP at the EA is defined by 𝑁�푠�푚 over 𝑁�푚�푖�푛, where 𝑁�푠�푚 is
the number of successfully decoded data. Also, since a single
data transmission is assumed for full diversity gain in Div,
an instantaneous EP is defined by eavesdropping success (1)
or failure (0). The specific parameters are indicated at each
figure.

In Figure 3, SER versus SNR at the TU is evaluated for
different approaches. With full diversity gain, Div shows the
best SER performance. On the other hand, SM shows the
worst SER performance, because 𝑁�푚�푖�푛 stream is simultane-
ously transmitted through spatial dimensions with an equal
transmit power constraint. In general, we can see that TS
achieves better performance than SM. In the high SNR region
in particular, it achieves the diversity gain as Div because the
TS can recover the secret data by majority rule, even though
there are somemiss-decoded parts due to the low eigenvalues
in (9). On the contrary, in a low SNR region, due to the error
propagation of majority rule, the TS shows the worst SER
performance. In addition, through the slope of the graph, we
can see that SER performance is determined by a gap between𝑇 and 𝑁�푚�푖�푛. With the fixed 𝑁�푚�푖�푛, the performance of the TS
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Figure 3: Symbol error rate vs. SNR (dB) at the target user, where𝑁�푡 = 𝑁�푟 = {8, 5} and 𝑇 = {4, 3, 2}.

approaches that of the SM as 𝑇 approaches to 𝑁�푚�푖�푛, because
the secret data can be reconstructed only when all parts are
successfully decoded to solve the polynomial. In addition, if𝑇 approaches 1, the performance of the TS approaches that
of Div, because the secret data can be easily obtained by
solving the polynomial with a small number of parts. It is
noticeable that the theoretically derived result in Section 3.4
is well matched with simulation results.

In Figure 4, we evaluate the performance of EP at the
eavesdropper under different SNR. With full diversity gain,
Div shows the most vulnerable performance to eavesdrop-
ping. On the other hand, the proposed TS shows good
performance against eavesdropping compared to SM and
Div, especially in the low SNR region. If only G is available,
the eavesdropping fails due to the intersymbol interference
caused by beamforming matrix V. Even though the smart
EA has the perfect CSIs of both G and H, it is hard to
estimate the sufficient number (≥ 𝑇) of parts correctly, and
it fails to reconstruct the secret data because the gain of the
effective eavesdropping channelGV is degraded compared to
the gain of the effective main channel HV in physical layer.
We can also see that EP is determined by the threshold value.
When the threshold value is set to be 𝑁�푚�푖�푛, the most secure
communication against eavesdropping is possible.Therefore,
an appropriate threshold value should be set according to
the user’s purpose because there is a performance trade-off
between SER and DP depending on the threshold value.
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Figure 4: Eavesdropping probability vs. SNR(dB) at the eavesdrop-
per, where𝑁�푡 = 𝑁�푟 = 𝑁�푒 = {8, 5} and 𝑇 = {4, 3}.

6. Conclusion

In this paper, we considered a threshold secret sharing to
enhance physical layer security against an eavesdropper.
In the proposed scheme, with 𝑁�푚�푖�푛 spatial dimensions by
beamforming, the secret data is divided into 𝑁�푚�푖�푛 parts
using a unique polynomial of degree 𝑇 − 1 and then
transmitted to the user. Then, the user can reconstruct the
secret data with a sufficient number (≥ 𝑇) of parts by
using the Lagrange interpolating polynomial. However, at the
eavesdropper, the reconstruction of secret data fails due to the
difference between the main channel and the eavesdropping
channel in the physical layer. The simulation shows that the
eavesdropping probability of the proposed scheme is better
than those of the conventional approaches. Moreover, we
found that the threshold value plays an important role in our
scheme.Therefore, in the future, we would like to extend our
current scheme with a fixed threshold value to a dynamic
scheme where the base station can determine their own
threshold value to simultaneouslymaximize the user’s symbol
error rate and to minimize the eavesdropping probability
with imperfect CSI.
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Currently, the existing datalink selection algorithms in heterogeneous aeronautical network unilaterally focus on the user side or
network side and lack the two sides’ cooperation, which seriously affects the utilization of available datalinks. Firstly, to reflect
the user-side requirements and network-side load, we propose a user-centric datalink selection scheme combing the user-side
multiattribute utility and the network-side access rate for single-user selection. It can be established as amultiobjective optimization
problem and solved by the selected optimal datalink. Secondly, for multiuser datalink selection, in order to guarantee the access
requests of multiple users, the central control mode of Software Define Networking (SDN) is used to assist the user to perform
datalink selection on the network side. By constructing multiuser multiobjective optimization problem, a priority distinction
selection (PDS) algorithm is proposed to maximize the number of users accessing their optimal datalinks and minimize the
modification of the users’ access request. Finally, the proposed user-side datalink selection scheme and network-side assisted
selection algorithm are simulated to verify the feasibility and effectiveness.

1. Introduction

In the field of aeronautical communications, with the antici-
pated increase in the number of aircraft [1], the communica-
tion demands have shown exponential growth in numerous
applications, such as air traffic control (ATC) for manned
aircraft [2], communication and surveillance for unmanned
aerial vehicles (UAVs) [3–5], and the cooperative systems
of manned-unmanned aerial vehicles [6]. In all of these
applications, a great mass of heterogeneous information with
different criticality levels needs to be transmitted over the
datalinks. However, it is impractical to use a single datalink
tomeet all requirements in air-to-air and air-to-ground com-
munications [7]. Different datalinks have obvious differences
in their technical indicators, usage costs, and potential risks
and are applicable to diverse scenarios. Due to the diversity
of aircraft and the specificity of the terrestrial networks
corresponding to different links, the aeronautical network
composed of aircraft, transmission links, and terrestrial
access networks exhibits apparent heterogeneity, which is

more complexity than the homogeneous network. However,
the convergence of multiple heterogeneous transmission
links can extend system capacity and utilize heterogeneous
resources efficiently, which is unrealizable for a single link.
Therefore, by integrating multiple Radio Access Technolo-
gies (RATs), Next Generation Air Transportation System
(NextGen) [8] and Signal European Sky for ATM Research
(SESAR) [9] conduct researches on heterogeneous aeronauti-
cal communication systems including NEWSKY (NEtWork-
ing the SKY) [10] and SANDRA (Seamless Aeronautical
Networking through integration of Data links, Radios, and
Antennas) [11], which have achieved significant progress.
The heterogeneous aeronautical communication system con-
structs the network architecture by the airborne segment,
the link segment and the ground segment. It introduces the
Multilink Operational Concept (MLOC) on the link segment
and isolates the applications from different RATs on the
airborne segment. Combined with the construction of the
heterogeneous aeronautical network on the ground segment,
it is possible to integrate the future datalinks such as L-band
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Digital Aeronautical Communications System (LDACS) [12]
and Aeronautical Mobile Airport Communications System
(AeroMACS) [13] and to be compatible with the original
technologies, such as very high frequency (VHF) digital link
mode 2 (VDL 2) [14].

The aircraft generally has multilink configuration and
multihoming capabilities to ensure flight safety and reliability
of information transmission. In the scenario where multiple
links are available, suitable datalink selection is needed
to maintain seamless communications [15]. As we know,
there are four main reasons for triggering the aircraft to
select datalink [16]: (1) changes in the flight phase of the
aircraft lead to changes in available links, (2) arrival of
new or handover services, (3) dynamic changes of user-side
attributes or network-side properties, and (4) changes in
user or operator preferences. The usual datalink selection
algorithm is based on a preset priority. For example, the
VHF link has the highest priority, followed by the satellite
link and High Frequency (HF) link. This method does not
consider the attributes of the services and easily causes the
network congestion, long access time, and unguaranteed
communication effect. In addition, the baseline link selection
algorithm used in SANDRA is also one of the commonly
used methods [17]. It selects available links according to a
single attribute. This algorithm is too simple to consider user
preference and multiple attributes, so the selected datalink is
not optimal. Compared with single-attribute link selection,
the multiattribute link selection method considers multiple
factors and has a better user experience.The optimal datalink
selection algorithm proposed by ALAM et al. utilizes the
multiple attribute decision making (MADM) method to
consider user preference, and has remarkable flexibility [17].

The existing datalink selection algorithms in heteroge-
neous aeronautical network unilaterally focus on the user
side or network side, and usually use user-side attributes
and preferences as the basis for datalink selection instead
of network-side dynamic attributes. Considering the wide
coverage of aeronautical links, such as the Iridium beam
footprint with a diameter of approximately 550 kilometres
[18] and the maximum transmission range of 200 nautical
miles of LDACS, it is more than one aircraft in the over-
lay airspace as shown in Figure 1. Simultaneously, multiple
aircraft are likely to perform datalink selection due to their
high-speed mobility. If plenty of aircraft select the same
datalink, the access network will be congested with excessive
load. So it is necessary to estimate the network-side load to
guide the link selection on the user side. Moreover, according
to the limited resources of the heterogeneous network and
the different available datalinks of each user, we should
consider that how to maximize the protection of the user-
side access requests with multiuser access and network-side
assistance.

In this paper, we propose a network-assisted optimal
datalink selection scheme for the heterogeneous aeronautical
network. Firstly, for single-user selection a multiattribute
utility function is constructed according to the user-side
requirements, and the access rate is measured to present the
network-side load. The multiobjective optimization problem
is implemented to reflect the user-side demand and the

HF Ground Station VHF Ground StationFuture Aeronautical
Communication System

Ground Station

Satellite (Maybe
LEO/MEO/GEO)

. . . . . .

Satellite Cell
HF Cell
VHF Cell

Figure 1: Multilink overlapping airspace scenario.

network-side dynamic, and then converted to a single-
objective optimization problem solved by the selected opti-
mal link. Secondly, for multiuser link selection, in order to
guarantee the access requests of multiple users, the central
control mode of Software Define Networking (SDN) [19]
is used to assist the user to perform link selection on the
network side. By constructing multiuser multiobjective opti-
mization problem, a priority distinction selection algorithm
is proposed to maximize the number of users accessing their
optimal datalinks andminimize themodification of the user’s
access request. Finally, the proposed user-side datalink selec-
tion scheme and network-side assisted selection algorithm
are simulated to verify the feasibility and effectiveness.

This paper is organized as follows. Section 2 establishes
the system model and proposes the evaluation models on
user side and network side, respectively. The novel datalink
selection scheme assisted by the centric network architecture
is presented in Section 3. Simulation results are presented in
Section 4 and Section 5 concludes the paper.

2. System Description and
Problem Formulation

In this section, we formulate the datalink selection problem
in the heterogeneous aeronautical network. Specifically, we
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Figure 2:The utility function under different 𝛾.

consider a heterogeneous aeronautical environment which
consists of M different datalinks and N aircraft in the
overlapping airspace, as shown in Figure 1. For each datalink,
it corresponds to one different ground access network. We
assume that every aircraft is independent with each other,
and the scene of cooperation between different aircraft is not
considered in this paper. Note that network selection and link
selection have the same meaning because the end point of the
link is the access network, and the terms users and aircraft are
interchangeable in this paper.

2.1. The Utility Function on User Side. To effectively evaluate
the different attributes of datalinks, we design a universal
utility function on user side to map different attributes to
corresponding utility metrics. For the sake of generality, we
use the Sigmoid function to build this utility that satisfies the
following additional conditions:

𝑢 (𝑥) = 0 ∀𝑥 ≤ 𝑥min

𝑢 (𝑥) = 1 ∀𝑥 ≥ 𝑥max

𝑢 (𝑥) = 0.5, 𝑥 = 𝑥mid

(1)

where 𝑥max and 𝑥min are the maximum and minimum values
of the attribute 𝑥, respectively, and 𝑥mid = (𝑥max + 𝑥min)/2 is
the median value.

We construct the utility function that meets (1) as follows
[20]:

𝑢 (𝑥)

=

{{{{{{{{{{{{{{{{{{{{{

0 𝑥 ≤ 𝑥min

(𝑥/𝑥mid)𝛾
1 + (𝑥/𝑥mid)𝛾 𝑥min < 𝑥 ≤ 𝑥mid

1 − ((𝑥max − 𝑥) / (𝑥max − 𝑥mid))𝛾
1 + ((𝑥max − 𝑥) / (𝑥max − 𝑥mid))𝛾 𝑥mid < 𝑥 ≤ 𝑥max

1 𝑥 > 𝑥max

(2)

where 𝛾 ≥ 2. Figure 2 shows the utility function of different𝛾. It is straightforward that this utility function is twice
differentiable, monotonic, and concavity-convex and satisfies
the utility theory [20].

Generally, the attributes of each different link are classi-
fied into upward attributes and downward attributes accord-
ing to their anticipated values. For upward attributes, such
as received signal strength (RSS) and transmission rate, we
directly use 𝑢(𝑥) as their utility function. On the contrary,1 − 𝑢(𝑥) is adopted as the utility function for downward
attributes, e.g., cost, bit error rate, and delay.

In order to evaluate the datalink more comprehensively,
it is not enough to only consider a single attribute, so an
overall utility combined by multiple attributes is inevitable.
The combined multiattribute utility function should follow
the following criteria:

𝜕𝑈 (x)
𝜕𝑢𝑖 ≥ 0

sign(𝜕𝑈 (x)
𝜕𝑥𝑖 ) = sign(𝑑𝑢𝑖𝑑𝑥𝑖)
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lim
𝑢𝑖→0

𝑈 (x) = 0, ∀𝑖 = 1, . . . 𝑛
lim
𝑢1,...,𝑢𝑛→1

𝑈 (x) = 1
(3)

In the multiattribute utility function, the exponential-
multiplication form is commonly used with satisfying con-
straints (3) [20]. Thus the overall utility of the user 𝑗
corresponding to the link 𝑒𝑖 can be constructed as

𝑈𝑖𝑗 (x) =
𝐾∏
𝑘=1

𝑢𝑖𝑘 (𝑥𝑖𝑘)𝜔𝑘 , 𝑖 = 1, 2, . . . ,𝑀 (4)

where x is the vector consisting of 𝑥𝑖𝑘; 𝜔𝑘 ∈ [0, 1] is the
weight of the 𝑘th attribute 𝑥𝑖𝑘 of the link 𝑒𝑖 and the utility
function 𝑢𝑖𝑘(𝑥𝑖𝑘). It is apparent that ∑𝐾𝑘=1 𝜔𝑘 = 1, where𝐾 is the number of attributes. Although different services
of aircraft have different requirements on the importance
of each attribute, the weight of each attribute for the same
service is fixed for different links and the i-TRUST method
can be adopted to determine its value [17].

2.2.TheAccess Rate onNetwork Side. Given that there ismore
than one aircraft that triggers link selection in the overlapping
airspace, the load of the access network connected by differ-
ent link has to be considered to avoid access failure caused
by multiuser access simultaneously. However, the increasing
flight security problem reminds aircraft do not share their
private information with others in a noncooperative scenario.
The current selecting user has no idea of the number of
other users selecting the same link, and does not know the
resources they requested, so it is a challenging problem for
current selecting user to select the optimal link that satisfies
its required resources and maximize the access rate of target
network. Thus, we consider the access rate, which means the
probability of current selecting user successfully accessing the
target link, as the evaluation metric on the network side.

On account of the imperfect network information about
other selecting users, the current selecting user has to
estimate this information by the existing knowledge and then
regard it as the evaluation criterion on the network side when
performing the datalink selection.Therefore, in order to assist
a selecting user to infer the link selection behaviours of
other selecting users, we investigate the relationship between
any two selecting users based on their available link sets,
because each one has several available links in the overlap-
ping airspace. According to [21], we use the intersection of
available link sets of the two users as the criterion. When the
intersection is empty, the two are completely uncorrelated,
which means the correlation coefficient is 0 and their link
selection behaviours are totally unaffected. Conversely, when
the available link sets of the two are identical, the two are
absolutely related and their correlation coefficient is 1, which
causes that the link selection behaviours have the greatest
impacts on accessing the target network. If the intersection
is a part of the available link set, then the two will be partially
related and the correlation coefficient is between 0 and 1. So
in order to estimate the access rate of the target network, the

probability of other users selection target network and their
requirements on link resources are two prerequisites.

According to the above analysis, considering the worst
case, it is assumed that all selecting users are completely
related to the current selecting user, which has the greatest
influence on the user link selection. In the heterogeneous
aeronautical network, we assume that the current number of
users and the remaining available resources of each access
network are embedded in the air intelligence, and are peri-
odically transmitted by broadcast to each user in the current
airspace. It can be seen that the number of users in the current
airspace is 𝑁 = ∑𝑀𝑖=1𝑁𝑖, where 𝑁𝑖 is the number of users
accessing the network 𝑒𝑖. Since the resources used by different
multiple access methods are generally different, such as the
channel of Frequency Division Multiple Access (FDMA),
time slot of Time Division Multiple Access (TDMA), code
word of Code Division Multiple Access (CDMA) and time-
frequency resource block of Orthogonal Frequency Division
Multiple Access (OFDMA), a unified measurement criterion
using bit rate is reasonable for different access networks.
Therefore, the remaining available bit rate of the current
network can be adopted to measure its available resources
uniformly, which can be expressed as

𝑅𝑖𝑠 = (𝑁𝑖max − 𝑁𝑖) 𝑅𝑖max (5)

where 𝑁𝑖max is the maximum number of users supported by
the link 𝑒𝑖 in the current airspace and 𝑅𝑖max is the maximum
bit rate supported by the link 𝑒𝑖.

To ensure the current selecting user to successfully access
to the network connected by target link, two factors need to
be met. Firstly, the current user needs to select the expected
link as the target link. Then, the number of users selecting
the target link should be smaller than the maximum number
of users supported by the target link in the current airspace,
which means that the target link is not fully loaded. Since the
target link is selected on the user side according to the overall
utility of each link, we can calculate the selected probability
of the target link among M datalinks, and its probability can
be given by

𝛼𝑖𝑗 = 𝑈𝑖𝑗 (x)
∑𝑀𝑖=1𝑈𝑖𝑗 (x) (6)

Secondly, the underload probability of the corresponding
target network is calculated. The current selecting user lacks
of the information of other selecting users in the same
airspace, sowe assume that other selecting users can select the
best link based on available resources according to theAlways
Best Connection (ABC) [22] criterion. The probability of
each user selecting a link based on available resources can be
expressed as

𝑞𝑖 = 𝑅𝑖𝑠
∑𝑀𝑖=1 𝑅𝑖𝑠 (7)

For the target link, the total number of users at the next
moment consists of two parts: one is the number of users
switching from other links to the current link 𝑁𝑜2𝑖; the other
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is the number of users who maintain the access to current
link𝑁𝑖2𝑖.The probability of the former𝑁𝑜2𝑖 can be calculated
by the current selecting user according to the estimated
information of other selecting users as follows:

𝑃 {𝑁𝑜2𝑖 | 𝑁 − 𝑁𝑖 − 1}
= (𝑁 − 𝑁𝑖 − 1

𝑁𝑜2𝑖 ) (𝑞𝑖)𝑁𝑜2𝑖 (1 − 𝑞𝑖)𝑁−𝑁𝑖−1−𝑁𝑜2𝑖
(8)

Following the same reason, the distribution probability of
the latter 𝑁𝑖2𝑖 can be given by

𝑃 {𝑁𝑖2𝑖 | 𝑁𝑖} = ( 𝑁𝑖
𝑁𝑖2𝑖) (𝛾𝑖)𝑁𝑖2𝑖 (1 − 𝛾𝑖)𝑁𝑖−𝑁𝑖2𝑖 (9)

where 𝛾𝑖 is the probability of user staying on the current
link and can be estimated by the same probability of current
selecting user.

Only when 𝑁𝑖2𝑖 + 𝑁𝑜2𝑖 ≤ 𝑁𝑖max − 1 does the current
selecting user accessing the target link have no collisions with
other users, therefore, the underload probability of target link
is expressed as

𝑃𝑖Underload = 𝑃 {𝑁𝑖2𝑖 + 𝑁𝑜2𝑖 ≤ 𝑁𝑖max − 1} (10)

where 𝑁𝑖2𝑖 + 𝑁𝑜2𝑖 is a simple two-dimensional random
variable.

Consequently, the access rate of the target network can be
obtained as follows:

𝑃𝑖𝑗Access = 𝛼𝑖𝑗𝑃𝑖Underload (11)

3. The Proposed Datalink Selection Scheme

In this section, we propose the datalink selection on the
user side and the network-assisted selection scheme on the
network side.

3.1. User-Side Selection Scheme. Since the users generally have
a multilink configuration for safety, we only consider the
scenario of selecting the optimal link whenmultiple links are
available and use 𝛽𝑖𝑗 to indicate the result of link selection,
where

𝛽𝑖𝑗 = {{{
1, if current user select datalink 𝑒𝑖
0, otherwise. (12)

When only the link selection on the user side is consid-
ered, the user desires to select the link with the largest overall
utility. At this time, the user-side evaluation model can be
established as the following optimization problem:

max O
1
𝑗 =
𝑀∑
𝑖=1

𝛽𝑖𝑗𝑈𝑖𝑗 (x)

s.t.
𝑀∑
𝑖=1

𝛽𝑖𝑗 ≤ 1
(13)

where∑𝑀𝑖=1 𝛽𝑖𝑗 ≤ 1means that atmost one link can be selected
among all the available links, and the constraint can be easily
extended to the selection of multiple links.

Similarly, when only considering the link selection on
the network side, the user expects to select the link with the
highest access rate. The optimization problem established by
using the network-side evaluation model is given by

max O
2
𝑗 =
𝑀∑
𝑖=1

𝛽𝑖𝑗𝑃𝑖𝑗𝐴𝑐𝑐𝑒𝑠𝑠

s.t.
𝑀∑
𝑖=1

𝛽𝑖𝑗 ≤ 1
(14)

However, in the actual link selection, the user should
not only consider the user-side evaluation model, but also
consider the evaluation model on the network side; that
means the current selecting user expects to both obtain
the maximum utility and the highest access rate. Conse-
quently, combining O1𝑗 and O2𝑗 under the same constraints,
the multiobjective optimization problem {O1𝑗 ,O2𝑗} can be
established. For themultiobjective optimization, according to
the importance of each target, the simple weighting method
is usually adopted to transform multiple objectives into a
single-objective optimization problem to obtain an accept-
able solution under certain compromise [23]. According to
[24], the feasible solution of transformed single-objective
optimization is one of Pareto optimal solutions when each
weight of single target is greater than zero.

Therefore, the multiobjective optimization problem{O1𝑗 ,O2𝑗} under the same constraints of O1𝑗 or O2𝑗 can be
transformed into the following single-objective optimization
problem:

max O𝑗 = 𝜆𝑗 ⋅ O1𝑗 + (1 − 𝜆𝑗) ⋅ O2𝑗
s.t.

𝑀∑
𝑖=1

𝛽𝑖𝑗 ≤ 1 (15)

where 𝜆𝑗 ∈ [0, 1] and 1 − 𝜆𝑗 are the weights of the O1𝑗 and
O2𝑗 , respectively, which represent the significance of the user-
side and the network-side objectives on the decision making.
When 𝜆𝑗 = 1, the optimization problem (15) is converted
to the user-side optimization, and to the network-side opti-
mization when 𝜆𝑗 = 0. Therefore, 𝜆𝑗 should be determined
by user’s requirement and generally set to 0.5 considering
the fairness between the user and the network. Considering
that the objective function and constraints in (15) are linear
and the number of available links for each user is limited,
the multiobjective optimization can be solved by the integer
programming method [25].

The link selection scheme we proposed on the user side
is as shown in Figure 3. In general, the steps involved in this
user-side scheme are summarized as follows.

Step 1. The prelink screening [17] is firstly performed to find
candidate links that meet the requirements.

Step 2. If there is only one candidate link after the prelink
screening, it will be chosen as the target link to establish
connection.
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Figure 3: Link selection scheme on user side.

Step 3. If there is no available link, no connection will be
established and the request will be dropped.

Step 4. If there are more than one candidate links, the link
utility on the user side is first calculated, and then the access
rate on the network side is calculated. Subsequently, the
optimization problem O𝑗 is constructed and solved, and the
candidate link corresponding to the maximization of O𝑗 is
determined as the optimal link.

Due to the simple search method can be used to solve
the optimization problemO𝑗 because of the limited candidate
links, we sort the links according to their O𝑗 decreasingly to
form a priority list, then the selected optimal link is the first
element in this list.

3.2. Network-Assisted Selection Scheme. Due to the limited
resources of heterogeneous aeronautical network, the target
access networkwill have serious collisions if all selecting users
in the same airspace utilize the above-mentioned user-side
scheme to select the optimal link. In this multiuser access
scenario, the heterogeneous aeronautical network needs to
assist user to perform the link selection and ensure each user’s
access request with minimal modification.

In the overlapping airspace, both the selecting users and
the nonselecting users are included among the N users. For
the selecting user, it needs to select the optimal link according
to the service requirement, whereas for the nonselecting user
staying in certain link, it can be considered as a special
selecting user who only has one candidate link that is actually
the original link. We establish an optimization model for this
scenario from the user’s perspective to optimize all N users’
requests as follows:

max {O1,O2, . . . ,O𝑁}

s.t.
𝑀∑
𝑖=1

𝛽𝑖𝑗 ≤ 1
𝑁∑
𝑗=1

𝛽𝑖𝑗 ≤ 𝑁𝑖max

(16)

where∑𝑁𝑗=1 𝛽𝑖𝑗 ≤ 𝑁𝑖max represents the number of users access-
ing the network 𝑒𝑖 cannot exceed the maximum number of
users supported by this network.

The multiobjective optimization problem in (16) can be
transformed into a maximum-minimum problem by the
weighted Tchebycheff method [26] as follows:

min max
𝑗

{𝜙𝑗 (O𝑜𝑗 − O𝑗)}
s.t. 𝜙𝑗 > 0

𝑀∑
𝑖=1

𝛽𝑖𝑗 ≤ 1
𝑁∑
𝑗=1

𝛽𝑖𝑗 ≤ 𝑁𝑖max

(17)

where O𝑜𝑗 = maxO𝑗 is the maximum of O𝑗 and 𝜙𝑗 is the
positive weight assigned to the user 𝑗 by the heterogeneous
network.

The objective function in the optimization problem (17)
can be further transformed into the following objective
function:

min
𝑁∑
𝑗=1

{𝜙𝑗 (O𝑜𝑗 − O𝑗)} (18)
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Generally, considering the fairness between different
users, we assume the same 𝜙𝑗 is reasonable for each user.
Under this assumption, the solution of optimization problem
(18) is a Pareto optimal solution for the multiobjective
optimization problem [26]. As a combinatorial optimiza-
tion, the complexity of optimization problem (18) increases
exponentially with the number of users and their candidate
links and will lead to a NP-hard problem which causes the
traditional optimal search method searching one by one to
be unimplementable.

In order to reduce the complexity of solving combi-
natorial optimization, suboptimal intelligent optimization
algorithms, such as Genetic Algorithm (GA) [27] and Par-
ticle Swarm Optimization (PSO) [28], are generally used to
approximate the optimal solution. However, the complexity
of the intelligent optimization algorithm is still very high
and the approximate optimum solution is not optimal for the
users because the optimization problem (18) is established
from the heterogeneous network’s perspective.

Therefore, from the user’s perspective, a priority dis-
tinction selection (PDS) algorithm on the network side is
proposed by setting user’s priority to maximize the number
of users accessing their optimal links. We use the number of
available links to distinguish the user priority, which means
the smaller the number of available links, the higher the
priority of the user. Particularly, the flexibility of the user
decreases with the increasing number of available links. By
setting the priority, the high priority users with low flexibility
are allowed to access at first and followed by the low priority
users subsequently. For the group of users with the same
priority, the underload links can be accessed by the users
who evaluate them as optimal links, and then the access of
other users in this group will be allowed if the resources
are plenty enough. Thereby, we can guarantee the maximal
number of users to access their optimal links and the whole
heterogeneous network in the meanwhile. The steps of the
proposed PDS algorithm for optimization problem (18) are
as shown in Algorithm 1.

Step 1. Firstly, the user 𝐴𝑖𝑗 with 𝑖 candidate links can be
classified in the set G𝑖; that means 𝐴𝑖𝑗 ∈ G𝑖, 1 ≤ 𝑖 ≤ 𝑀.
Correspondingly, the accessible network resources of 𝐴𝑖𝑗 are
Re = {Re1𝑙 , . . . ,Re𝑖𝑡}, 1 ≤ 𝑙, 𝑡 ≤ 𝑀, where Re𝑖𝑡 represents the
remaining number of access user supported by 𝑖th available
link, which is sorted by user-side utility (note that the Re of
each user is different).

Step 2. For a user with only a single available link 𝐴1𝑗 ∈ G1,
the available resource of the link is Re = {Re1𝑙 }, and the link 𝑒𝑙
is the optimal access link. If Re1𝑙 ≥ 1, we can get 𝛽𝑙𝑗 = 1which
means the user 𝐴1𝑗 can access link 𝑒𝑙, and then Re should be
updated after access; otherwise, the user𝐴1𝑗 cannot access any
link because of 𝛽𝑙𝑗 = 0.
Step 3. For users with multiple available links 𝐴𝑖𝑗 ∈ G𝑖, 𝑖 >
1, the available resources are Re = {Re1𝑙 , . . . ,Re𝑖𝑡}, where𝑙 ̸= 𝑡&1 ≤ 𝑙, 𝑡 ≤ 𝑀. Firstly, the user who can access the

Step 1: Sort 𝐴𝑖𝑗 ∈ G𝑖, Re = {Re1𝑙 , , . . . ,Re𝑖𝑡}
Step 2:
For all 𝐴1𝑗 ∈ G1, Re = {Re1𝑙 };

If Re1𝑙 ≥ 1, 𝛽𝑙𝑗 = 1, 𝐴1𝑗 can access 𝑒𝑙, update Re;
else 𝛽𝑙𝑗 = 0, no network can be accessed by 𝐴1𝑗.

Step 3:
For all 𝐴𝑖𝑗 ∈ G𝑖, 𝑖 > 1, Re = {Re1𝑙 , . . . ,Re𝑖𝑡};

If Re1𝑙 ≥ 1, 𝛽𝑙𝑗 = 1, 𝐴𝑖𝑗 can access 𝑒𝑙, and update
Re;

else put 𝐴𝑖𝑗 to candidate set D𝑖.
For 𝑘 = 1, . . . , 𝑖 − 1

If D𝑖 = ⌀, break;
else For all 𝐴𝑖𝑗 ∈ D𝑖;

If Re𝑘+1𝑡 ≥ 1, 𝐴𝑖𝑗 can access to 𝑒𝑡 and be
deleted from D𝑖, and then update Re;

else 𝐴𝑖𝑗 still stay in D𝑖.
If 𝑘 = 𝑖 − 1, D𝑖 ̸= ⌀, 𝐴𝑖𝑗 ∈ D𝑖 can’t access any
network, and need to wait the next selection.

Algorithm 1: The proposed priority distinction selection algo-
rithm.

optimal link is judged according to the link resources, which
is the same as the user with single available link. For all users𝐴𝑖𝑗 ∈ G𝑖, 𝑖 > 1, if Re1𝑙 ≥ 1, the user𝐴𝑖𝑗 can access the optimal
link 𝑒𝑙 because of 𝛽𝑙𝑗 = 1, then Re is updated; however, for
other users in G𝑖, we sort them in a candidate set D𝑖. For
the users in the candidate set 𝐴𝑖𝑗 ∈ D𝑖, we repeat the above
operation, and currently the user needs to search backwards
for the suboptimal accessible link because of Re1𝑙 = 0. If
the resources are available, the access is performed and the
current user is deleted from D𝑖; otherwise, the user continues
to be retained in D𝑖. Ultimately if there are still users in D𝑖
after 𝑖 − 1 iterations, they cannot access to any link and need
to wait for the next link selection.

Therefore, the proposed network-assisted selection
scheme is based on the user’s priority. First of all, the link
selection mechanism on the user side is performed for each
user, and then an access request with the sorted candidate
link list is sent by the selected optimal link to heterogeneous
aeronautical network. We assume that the heterogeneous
network adopts a central control mode of SDN [19], the
network receives the access requests of all users and then
optimizes these requests according to (18) by PDS algorithm.
Eventually, the network sends an acknowledgement to each
user on the optimized access link, suppose that the user’s
reception detection is performed on each candidate link.

4. Performance Evaluation

Due to the poor availability and reliability of HF communica-
tions, HF links are not considered here. Assume that Iridium,
VDL2, Inmarsat broadband global area network (BGAN)
[29], and Mobile User Objective System (MUOS) [30] are
the available links for aircraft in the overlapping airspace and
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Table 1: The specific attributes of different aeronautical links [17].

Attributes Links
Iridium VDL2 BGAN MUOS

BR(kbps) Up to 2.4 Up to 31.5 Class 4: up to 200 Up to 64
Class 6: up to 432

PD(ms) Up to748 Up to 2000 Up to 1100 Up to 1000
RSS(dBm) - - - -
CST($/MB) 7 1 3 5

Table 2: Utility values for different services.

Links
Attributes Services

BR (kbps) PD (ms) RSS (dBm) CST ($/MB) 20 kbps 2kbps
safety non-safety safety non-safety

Iridium 2.1 100 -84 7 - 0.5260
VDL2 31.5 50 -80 1 - 0.6163 - 0.6163
BGAN1 32 260 -100 3 0.1933 0.1933
BGAN2 32 260 -82 3 0.1871 0.1871
MUOS 40 260 -100 5 0.3369 0.3369

their specific parameters are listed in Table 1 [17]. Since Class
4 and Class 6 of BGAN only differ in transmission rate, they
can be expressed as BGAN1 and BGAN2, respectively. In
this paper for so many attributes of each different link, only
the corresponding bit rate (BR), packet delay (PD), received
signal strength (RSS), and cost (CST) are considered.

4.1. The User-Side Selection Scheme. To begin with, we calcu-
late the overall utility on the user side. Assume that the RSS
vector of the five datalinks is [-84, -80, -100, -82, -100] in dBm
shown in Table 2, the BR can be calculated by the current RSS
accordingly. Since all three satellite links of BGAN1, BGAN2,
andMUOSuse synchronous orbit satellites, it can be assumed
that the minimum propagation delay of one-hop is 260 ms.
And considering the cost of data transmission, we can see
that the costs of Iridium and VDL2 are the highest and lowest
compared with other links, respectively.

Take the 20kbps security service as an example to cal-
culate the user-side utility. The prescreening of the available
links is performed firstly. Since the VDL2 does not support
the safety service, the available link sets are BGAN1, BGAN2,
and MUOS as shown in Table 2. Under the principle of
quality priority, the weights of attributes required by the
service can be obtained by the i-TRUST method, where
𝜔 = [0.30 0.15 0.50 0.05]. The overall utilities of 20kbps in
different links calculated are UBGAN1 = 0.1933, UBGAN2 =0.1871, and UMUOS = 0.3369. For the 2 kbps security service,
the other four links except VDL2 are candidate links. Under
the same weights as the 20 kbps service, the user-side utility
of Iridium is 0.5260. If only the link selection on the user
side is considered, the best link for the 20 kbps safety service
is MUOS, and the best link for the 2 kbps safety service is
the Iridium link. For nonsafety services of 2kbps or 20kbps,
VDL2 is a candidate solution, but the Iridium link is not
included in candidate set of the 20kbps nonsafety service.

According to Table 2, users with 20kbps or 2 kbps nonsafety
service tend to choose the most efficient VDL2 link.

Secondly, we calculate the access rate by the underload
probability on the network side. We assume that there are
a total of 200 aircraft in the overlapping airspace which
remains stable at the current time, and the vector of the
maximum number of users supported by the five datalinks
is [40, 70, 50, 50, 80]. For different 𝛾𝑖, the 𝑃𝑖Underload changing
with the number of users in the target network is shown in
Figure 4.When the number of users in the Iridium network is
less than𝑁𝑖max = 40, the𝑃𝑖Underload of the Iridiumnetwork is all
100% that is because the resources of Iridium network occupy
a tiny proportion of the total resources and the probability
of other users choosing the Iridium is diminutive in the
heterogeneous network. The underload probabilities of other
networks increase with the ascending number of users due
to the substantive scenarios of𝑁𝑖2𝑖 +𝑁𝑜2𝑖. Considering more
opportunities of current users switching to other links when
the number of users held in the target network grows, the
possible chances of users in other networks to handover to
the target network increase, which augments the 𝑃𝑖Underload
of the target network. Generally, 𝑃𝑖Underload increases with the
descending 𝛾𝑖 in Figure 4(b) compared with Figure 4(a), due
to the decreasing 𝛾𝑖 leading to the incremental availability of
other users.

As for the access rate of different links shown in Figure 5,
the change trend of 𝑃𝑖𝑗𝐴𝑐𝑐𝑒𝑠𝑠 is consistent with 𝑃𝑖Underload when𝛼𝑖𝑗 remains unchanged, but the 𝑃𝑖𝑗𝐴𝑐𝑐𝑒𝑠𝑠 is lower than 𝑃𝑖Underload .
With the declining number of users in the target network,
𝑃𝑖𝑗𝐴𝑐𝑐𝑒𝑠𝑠 gradually decreases because so many resources can be
utilized by other users with high selecting probabilities. On
the contrary, a considerable 𝑃𝑖𝑗𝐴𝑐𝑐𝑒𝑠𝑠 can be achieved with the
growing number of users benefiting from the more dynamic
in the target network.
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Figure 4: The 𝑃𝑖Underload of the current network under different user numbers in different links.
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Figure 5: The 𝑃𝑖𝑗𝐴𝑐𝑐𝑒𝑠𝑠 of 20kbps and 2kbps safety services.
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Figure 6: The datalink selection results of different services in MUOS network.

Table 3: The available datalinks and their utilities of different users.

User Network ID User Network ID
1 2 3 4 5 1 2 3 4 5

1 1 0 0 0 0 11 0 0.4 0.3 0.6 0
2 0 1 0 0 0 12 0 0 0.5 0.3 0.4
3 0 0 1 0 0 13 0.2 0 0.4 0 0.6
4 0 0 0 0.5 0.7 14 0 0 0 0.4 0.3
5 0.5 0.7 0 0 0 15 0.2 0 0.5 0 0.4
6 0 0.4 0 0.6 0 16 0.2 0.4 0.5 0.3 0
7 0 0 0.5 0 0.4 17 0 0.7 0.5 0.3 0.4
8 0 0 0 0.4 0.6 18 0.2 0.7 0.5 0 0.4
9 0.7 0 0 0.4 0 19 0.2 0.4 0.6 0.3 0.7
10 0.2 0.6 0.5 0 0 20 0.7 0.8 0.6 0.3 0.4

Finally, the results of user-side selection in MUOS
network are shown in Figure 6 as an example. With the
incremental number of users, the user selects the optimal
link with the maximum 𝑃𝑖𝑗𝐴𝑐𝑐𝑒𝑠𝑠 when 𝜆𝑗 = 0. Conversely, the
user would like to select the link with maximum 𝑈𝑖𝑗(x) when𝜆𝑗 = 1, which results in conflictions among other users on
the network side such as the Iridium link selected by 2kbps
safety service in Figure 6(b). For 𝜆𝑗 = 0.5, the user considers
the over utility and access rate more fairly for the optimal link
selection.

4.2. The Network-Assisted Selection Scheme. In order to
simplify the presentation complexity, the scenario with the

number of users𝑁 = 20 and the number of above-mentioned
links 𝑀 = 5 is considered, and the accessible networks
corresponding to each user and their overall utilities are
shown in Table 3. On the network side, we use 𝑅𝑎𝑡𝑒 =(∑𝑁𝑗=1maxO𝑗 − ∑𝑁𝑗=1 O𝑗)/∑𝑁𝑗=1maxO𝑗 to measure the per-
formance of the proposed algorithm, where O𝑗 is the value
of each user accessing the corresponding network after using
the proposed PDS algorithm. On the user side, we use the
number of users accessing the heterogeneous network𝑁𝑎 and
the number of users accessing optimal link 𝑁𝑜 to measure
the performance. The proposed PDS algorithm is compared
with the GA and PSO intelligent algorithms, whose number
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Figure 7: The 𝑅𝑎𝑡𝑒 of different algorithms under Renet =[3 5 4 3 5].

of iterations is set to 200 and population size is 100 for saving
the processing time.

Firstly, 20 network resources are taken as an example to
verify the performance of proposed algorithm. We assume
that the number of available resources corresponding to each
network is Renet = [3 5 4 3 5].Without considering resource
constraints, the maximum cumulative utility achieved by
the access link is 13.4 according to Table 3. As shown in
Figure 7, the maximum cumulative utility obtained by the
GA algorithm is 11.2, and correspondingly the minimum of𝑅𝑎𝑡𝑒 is 16.42% in the 200 iterations. Simultaneously when𝑅𝑎𝑡𝑒 reaches its minimum, Figure 8 presents that 𝑁𝑎 is equal
to 19 and 𝑁𝑜 equals 9, which means 10 users access the
nonoptimal links and one user cannot access the heteroge-
neous network. Through multiple selection, crossover and
mutation operations, the 𝑅𝑎𝑡𝑒 of GA algorithm does not
converge to a stable value, because the above operations
cause individuals to become random and do not evolve in an
optimal direction during evolution. Moreover, for all access
schemes corresponding to individuals in GA algorithm, not
all of them meet resource constraints. On the contrary, the
PSO algorithm gradually converges to the local optimal
solution through multiple iterations. The maximum utility
value obtained at this time is 12, and the 𝑅𝑎𝑡𝑒 gradually
stabilizes at 10.45%. Meanwhile, 𝑁𝑎 = 20 and 𝑁𝑜 = 12,
which means there are 8 users switching from the expected
optimal link to the nonoptimal link, so the PSO performance
is better than the GA algorithm. From Figure 7 we can see
that the PDS algorithm has the best performance, because
the PDS algorithm is a deterministic search algorithm which
does not needmultiple iterations and has low complexity.The
cumulative utility obtained by PDS algorithm is 12.7, and the𝑅𝑎𝑡𝑒 is only 5.22%. Currently, the 𝑁𝑎 is equal to 20 and 𝑁𝑜
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Figure 8: 𝑁𝑎 and 𝑁𝑜 of different algorithms under Renet =[3 5 4 3 5].

equals 18 according to Figure 8, which means only the 19th
and the 20th users cannot access the optimal link. Therefore,
the required modification for users’ link selection in this PDS
algorithm is the smallest compared with GA and PSO.

When the resources of heterogeneous network are less
than the number of users, for example, in the case where the
number of access network resources is Renet = [2 4 3 2 4],
the three algorithms are evaluated. As can be seen from
Figure 9, the GA algorithm still does not converge with the
reduction of network resources, and the minimum of 𝑅𝑎𝑡𝑒
is 33.58% in 200 iterations. Meanwhile 𝑁𝑎 = 14 and 𝑁𝑜 =10 can be reached by GA algorithm according to Figure 10,
which means one user cannot access and four users have to
access to nonoptimal links. With the reduction of resources,
the PSOalgorithmgradually improves its search performance
and is superior to the PDS algorithm in the 𝑅𝑎𝑡𝑒, which is
stable at 4.67% as the iteration increases, because the search
range of PSO is drastically reduced and it can reach the
optimal solution from the perspective of the network. Only𝑁𝑜 = 12 out of𝑁𝑎 = 15 users can access to their optimal links
when using PSO algorithm; however, for the PDS algorithm
the𝑁𝑜 can reach 13 with𝑁𝑎 = 15 although the 𝑅𝑎𝑡𝑒 is 27.61%
at this time. From the user’s perspective when the network
resources are gradually reduced, the PDS algorithm is still
better than PSO algorithm and can reduce the complexity
without the multiple iterations. Therefore, the DSP algorithm
canmaximize the number of users accessing the optimal links
and minimize the user’ modification greatly compared with
GA and PSO algorithms.

5. Conclusions

This paper proposes a novel network-assisted datalink selec-
tion mechanism for heterogeneous aeronautical network in
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Figure 10: 𝑁𝑎 and 𝑁𝑜 of different algorithms under Renet =[2 4 3 2 4].

multilink overlapping airspace. For a single-user selection,
the user combines the user-side utility with the network-
side access rate to optimize and select the optimal link. For
multiuser selection, combined with the network-side central

control mode, a priority distinction selection algorithm with
low complexity is proposed to assist users to perform link
selection, maximize the number of users accessing their
optimal links, and minimize the user-side modification. The
effectiveness of the proposed selection schemewith proposed
algorithm is validated by simulations. In the future, we will
study the multilink selection, especially dual-connectivity
scheme, to support the high mobility of aircraft. By utilizing
the multilink connectivity, the aircraft can reduce the unnec-
essary handover for realizing a seamless communication and
make use of the diversity to improve the robustness and relia-
bility. Furthermore, under the constraint of limited resources
we will optimize the global performance of the aeronautical
heterogeneous network considering dual-connectivity users
in the overlapping airspace.
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