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Volume 2014, Article ID 859279, 10 pages
Usalpharma: A Cloud-Based Architecture to Support Quality Assurance Training Processes in Health
Area Using Virtual Worlds, Francisco J. Garcı́a-Peñalvo, Juan Cruz-Benito, Cristina Maderuelo,
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The emergence of cloud computing leads to new developments for diverse application domains. This is particularly
true for healthcare with its tremendous importance in today’s
society, thus making it worth to investigate the relevant perspectives and insights. In this special issue, readers will find
the foundations together with cutting-edge developments in
the state-of-the-art of cloud computing based systems for
healthcare.
Cloud computing is getting increasing attention and
represents nowadays one of the most important research
topics in computing science and information systems. Cloud
computing refers to both the applications delivered as services over the Internet and the hardware and software systems
within the data centers which provide those services. Cloud
is now seen as a valid strategy and specific applications based
on these technologies have become widespread.
Healthcare, as with any other service operation, has been
impacted by the cloud computing phenomenon with the
literature reporting both benefits and challenges of cloud
computing in the area. However, the evolving nature of
science and technology creates new scenarios that must be
studied using interdisciplinary and holistic means.
The aim of this special issue was to collect innovative and
high-quality research contributions regarding the advances
in the healthcare domain that are enabled by the use of
cloud computing architectures and techniques. The focus
is intended to be integral for cloud computing in healthcare, but emphasizing not only the IT side of the phenomenon but also the managerial and the health practitioner
side.

Editors received a considerable amount of submissions
that were peer-reviewed by top experts in the field. Based on
the reviews and our reading of the papers, editors selected
seven high-quality ones to be published. Contributions of
these papers are summarized as follows.
Two contributions deal with scenarios where cloud
computing can serve as an enabler for improved decision
making and contribute to systemic improvements in healthcare domain. In “Usalpharma: a cloud-based architecture to
support Quality Assurance training processes in health area
using Virtual Worlds” by F. J. Garcı́a-Peñalvo et al., the authors
discuss ways cloud-based architectures can extend and
enhance the functionality of training environments based on
Virtual Worlds with focus on training processes in Quality
Assurance for pharmaceutical laboratories. In “Cloud based
meta-learning system for predictive modeling of biomedical
data” by M. Vukicevic et al., the authors propose a cloudbased system that integrates a meta-learning framework for
ranking and selection of the best predictive algorithms for
data at hand and open-source big data technologies for
analysis of biomedical data.
Two contributions focus on the topics of risk and security
as management issues in cloud computing based systems for
healthcare. In “Proposal for a security management in cloud
computing for health care” K. by Haufe et al., the authors
propose a framework that aims to cover the most important
security processes related to cloud computing in the healthcare sector. The approach considers both the standards of the
ISO 27000 family, as well as specific aspects of healthcare
organizations using cloud computing. In “Risks and crises for
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healthcare providers: the impact of cloud computing” by R.
Glasberg et al., the multidisciplinary team of authors analyze
risks and crises for healthcare providers and discuss the
impact of cloud computing in such scenarios.
Three contributions deal with specific healthcare-related
use cases of cloud computing in diverse application scenarios. In “SAMuS: service-oriented architecture for multisensor
surveillance in smart homes,” S. Van Hoecke et al. present
the design of a service-oriented architecture (SOA) for
multisensor surveillance in smart homes. The solution is
evaluated by building a smart Kinect sensor that is able
to dynamically switch between IR and RGB and improves
person detection by incorporating feedback from pressure
sensors within the SOA. In “A cloud-based X73 ubiquitous
mobile healthcare system: design and implementation” by Z.
Ji et al., a ubiquitous mobile healthcare uHealth system
is presented. It is based on the ISO/IEEE11073 personal
health data (PHD) standards (X73) and cloud computing
techniques. In “An expert fitness diagnosis system based on
elastic cloud computing,” K. C. Tseng et al. describe an expert
diagnosis system based on cloud computing that is able to
classify a user’s fitness level based on supervised machine
learning techniques. This system uses parameters such as
user’s physiological data, age, gender, and body mass index
(BMI) and utilizes an elastic algorithm based on Poisson
distribution to allocate computation resources dynamically.
The special issue editors would like to take this opportunity to thank the authors for their papers and the reviewers
for their valuable comments and suggestions. Special thanks
also to the editorial team for its help and also for providing us
an opportunity to edit this special issue.
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Rapid growth and storage of biomedical data enabled many opportunities for predictive modeling and improvement of healthcare
processes. On the other side analysis of such large amounts of data is a difficult and computationally intensive task for most existing
data mining algorithms. This problem is addressed by proposing a cloud based system that integrates metalearning framework for
ranking and selection of best predictive algorithms for data at hand and open source big data technologies for analysis of biomedical
data.

1. Introduction
Data mining can be defined as the process of finding
previously unknown patterns and trends in databases and
using that information to build predictive models [1]. Due
to increasing amount of data generated in healthcare systems
(medical records, gene expression data, medical image data,
etc.), analysis became too complex and voluminous for
traditional methods and this is why data mining is becoming
increasingly important [2].
In the last decade data mining techniques (like clustering,
classification, or association) were successfully applied on
different medical and biomedical problems like prediction
of heart attacks [3], diagnostics based on gene expression
microarray data [4], classification of Parkinson’s disease [5],
identification of liver cancer signature [6], and so forth.
Special area of medical data mining is biomedical data
mining that seeks to connect phenotypic data to biomarker
profiles and therapeutic treatments, with the goal of creating
predictive models of disease detection, progression, and
therapeutic response. This area includes mining genomic data
(and data from other high-throughput technologies such as
DNA sequencing and RNA expression), text mining of the
biological literature, medical records, and so forth, and image
mining across a number of modalities, including X-rays,
functional MRI, and new types of scanning microscopes [7].

Even though many algorithms were specially designed
for application in this area [8], the exponential increase of
genomic data brought by the advent of the third generation
sequencing (NGS) technologies and the dramatic drop in
sequencing cost have posed many challenges in terms of data
transfer, storage, computation, and analysis of big biomedical
data [2, 7, 9, 10]. These authors emphasize the lack of
computing power and storage space, as a major hurdle in
achieving research goals. They propose cloud computing as a
service model sharing a pool of configurable resources, which
is a suitable workbench to address these challenges (Figure 1).
One of the “soft” approaches for reducing the need for
computer power for data analysis is introduction of metalearning systems for selection and ranking of the best suited
algorithms for different problems (datasets). These systems
store historical experimental records (descriptions of datasets
and algorithm performances) and, based on these records,
evolve models for prediction of algorithm performances on
a new dataset. By using these systems, analyst does not
have to evaluate large number of algorithms on a big data
(only ones with the best predicted performance) and this
way saves computational and time resources. Even though
specialized metalearning systems are developed for many
application areas like electricity load forecasting [11], gold
market forecasting [12], choosing metaheuristic optimization
algorithm for traveling salesman problem [13], and so forth,
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Figure 1: Projected growth of DNA sequence data in the 21st century
[7].

there are not many researches that utilize metalearning
in medicine [14] and in this paper we will propose such
approach. Similar efforts have been made in the field of
continuous improvement of business performance with big
data [15], which lets users analyze business performance in
distributed environments with a short response time, which
can be analogous with biomedical systems.
Researchers in this area suggest that the main problem
of exponential data growth is to provide adequate computing infrastructure that has the possibility to assemble,
manage, and mine the enormous and rapidly growing data
[2, 7, 9, 10]. They emphasize that intersection point between
genome technology, cloud computing, and biological data
mining provides a launch pad for developing a globally
applicable cloud computing platform capable of supporting
a new paradigm of data intensive, cloud-enabled predictive
medicine.
In this paper we propose an extension of cloud based
systems [16, 17] with data and model driven services based
on metalearning approach. Additionally, this system includes
open source data mining environments as a platform service
for users. System is based on open source technologies
and this is very important since they enable collaborative
collection of data and fast development of new algorithms
[18].

2. State of the Art
In this section a brief overview of cloud based healthcare
systems and metalearning systems which are correlated with
proposed system is discussed. Cloud systems emerged as a
technology breakthrough in the last decade and impacted
a wide range of business like SME [19], education [20], egovernment [21], data mining [22], and so forth.
Ahuja et al. [23] exhaustively reviewed usage and consideration points in implementing cloud healthcare system.
They identified that the most important points are infrastructure and number of facilities. Infrastructure has great influence since most of the healthcare facilities and office locations
were built years ago and cannot use cloud systems. Number
of facilities is important on operation of health organization
and whether their IT infrastructure is distributed between
facilities or is in a single datacenter. Moving to the cloud
would help communication, application, and collaboration

between health organizations. Cloud computing reduces
operating costs, because the need for IT staff in each facility
is lower and overall IT budget is reduced.
The advantages of cloud computing and big data technologies, like Hadoop and related software, increased their
popularity in medicine and bioinformatics. Dai et al. [16]
identified four bioinformatics cloud services. Those are DaaS
(data as a service), SaaS (software as a service), PaaS (platform
as a service), and IaaS (infrastructure as a service). Bioinformatics generates huge amount of raw data and they should
be available for data analysis through DaaS. Additionally, a
large diversity of software tools is necessary for data analysis
and SaaS is provided as an option in regarding this problem.
Platform as a service provides programmable platform for
development, testing, and deploying solutions online. IaaS
offers a complete computer infrastructure for bioinformatics
analysis.
Lack of support for complex and large scale healthcare
application of electronic medical records was identified by Li
et al. [24]. Therefore, XML was used as a model for managing
medical data while Hadoop infrastructure and MapReduce
framework were used for data analysis. Their system, called
XBase, is doing various data mining tasks like classification of
heart valvular disease, detecting association rules, diagnosis
assistance, and treatment recommendation.
As Schatz et al. [25] stated, sequencing of DNA chain
is improving at a rate of about 5-fold per year, while
computer performance is doubling only every 18 or 24
months. Therefore, addressing the issue of designing data
analysis arises as a question. A practical solution for solving
this problem is to concentrate on developing methods that
make better use of multiple computers and processors,
where cloud computing emerges with promising results. They
stated that Hadoop/MapReduce technology is particularly
well suited, from genomic point of view, for analysis of
DNA sequence. The Crossbow genotyping program leverages
Hadoop/MapReduce to launch many copies of the short read
in parallel leveraging of Hadoop/MapReduce and Crossbow
for greater results. In their benchmark test on the Amazon
cloud, Crossbow Hadoop/MapReduce analyzed 2.7 billion
data points in about 4 hours, which included the time
required for uploading the raw data, for a total cost of $85
USD. Beside this, they described obstacles which can pose
significant barrier in analysis of DNA sequence.
An interesting approach to design of biomedical cloud
system was described by Taverna [26]. It is a workflow
management system that allows uploading data to the cloud
from web application, creating data flow and run analysis
from multiple computing units. While analysis is running,
user can monitor the progress. This application also allows
sharing of data flow, enabling many researchers from the
same or other projects to influence and give contribution to
research process.
Frameworks for cloud based genome data analysis, such
as Galaxy [27], offer generalized tools and libraries as components in workflow editor. Galaxy enables users to define
pipelines that through specifically developed visualization
show progression of the workflow. It is extensible and, therefore, a community built around it contributes in developing
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various tools for genome analysis. It is important to notice
that Galaxy is integrated with biomedical databases, such as
UCSC table data, BioMart Central, and modENCODE server.
Hadoop and MapReduce distributed computing
paradigm has been implemented in CloudBurst [28]. It
is used for mapping short reads to reference genomes in a
parallel fashion in cloud environment. Essentially, it provides
a parallel read-mapping algorithm optimized for mapping
sequence data to the human genome and other reference
genomes, intended for use in a biological analysis including
SNP discovery, genotyping, and personal genomics.
Another large biological extensible workbench is SeqWire
[29]. Users are allowed to write and share pipeline modules. It
provides massive parallel processing using sequencing technologies, such as ABI SOLID and Illumina, web application,
pipeline for processing and annotating sequenced data, query
engine, and a MetaDB.
Web based cloud system, such as FX [30], provides high
usability for users that are not familiar with programming
techniques. It is developed for various biomedical data analyses such as estimating gene expression level and genomic
variant calling from the RNA sequence using transcriptomebased references. User uploads data and configures data
analysis settings on Amazon Web Service (AWS). Since this
application is domain specific, it does not require manual
arrangement of pipelines.
Critical cloud services in biomedicine are infrastructure
services. Therefore, CloVR [31] offers a virtual operating
system with preinstalled packages and libraries required for
biomedical data analysis, such as large-scale BLAST searches,
whole-genome assembly, gene finding, and RNA sequence
analysis. It is implemented as an online application but does
not provide GUI. Instead, command-line based automated
analysis pipelines with preconfigured software packages for
composing workflows are implemented.
Chae et al. [9] focus on two emerging problems in
bioinformatics data analysis. Those are computation power
and big data analysis for the biomedical data. Biomedical
analysis requires very big computing power with huge storage
space. They proposed BioVLab as an affordable infrastructure
on the cloud, with a graphical workflow creator which provides an efficient way to deal with these problems. BioVLab
consists of three layers. The first layer is a graphical workflow
engine, called XBaya, which enables the composition and
management of scientific workflows on a desktop. The second
layer, gateway, is a web-based analysis tool for the integrated
analysis of microRNA and mRNA expression data. Analysis
is done on Amazon S3 Interface, which presents third
layer of architecture. Data and commands from gateway are
transferred to cloud, which analyze data and return results to
user on desktop. They emphasized that analysis of big medical
data requires use of appropriate tools and databases from a
vast number of tools and databases; therefore using cloud
would not solve problems of computational power and big
data analysis.
Cloud healthcare application could have great impact
on society, but security, privacy, and government regulation
issues limit its usage. Zhang and Liu [32] defined security
model for cloud healthcare system. First part of the model is
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secure collection of data. Data collection module is created
and maintained independently by care delivery organizations. Second part is secure storage. Storage system must be
encrypted and it can allow only authorized access. Third part
is secure usage, which consists of medicine staff signature
and verification sections. Their model deals with problem
of information ownership, authenticity and authentication,
nonrepudiation, patient consent and authorization, integrity
and confidentiality of data, and availability of system.
Since security is identified as a major challenge in cloud
systems, Wooten et al. [33] designed and implemented secure
healthcare cloud system. This was achieved with a trustaware role-based access control and a tag system. System was
implemented on top of Amazon Web Services (AWS) Elastic
Compute Cloud (EC2) and Linux, Apache, MySQL, and PHP
(LAMP) solution stack.
Liu and Park [34] focused on challenges and adaptation
of e-healthcare cloud systems. This system extends the cloud
paradigm in order to satisfy global demands in digital
healthcare applications. Therefore, technology, healthcare
process, and service are identified as the main characteristics
of healthcare cloud systems. Similarly, new challenges arose
by the unique requirements of the e-healthcare industry for
using cloud services for regulation, security issues, access,
intercloud connectivity, and resource distribution.
IBM Watson is also used in healthcare as cloud service.
Giles and Wilcox [35] used Watson ability to use natural
language processing and combine it with content analysis
in order to help medical staff in diagnostic analysis. This
application of Watson identifies diseases, symptoms, right
medications, and modifiers directly from medical records
from different medical facilities stored on cloud.
Knowledge cloud based systems in medicine, as Lai et al.
[17] stated, are one of the major government’s strategic plans
to drive the healthcare services which are identified as public
concerns in China. They highlighted some successful criteria
for establishment of a private knowledge network for business
network collaboration and the knowledge cloud system for
radiotherapy dynamic treatment service in China, such as
innovation outsourcing, marketing opportunity, economy of
scales, leverage existing resources, and service on demand.
Three parties are identified in the KaaS service model. The
first party is the knowledge user (patients, hospitals, and
doctors), the one who pays for the knowledge service on
demand. The second party is the knowledge expert (external
consultants), the one who provides the knowledge service on
demand. The third party is the knowledge agent who links
together the knowledge user and the knowledge expert on
demand.
Great potential of cloud services in the area of
biomedicine is identified by Grossman and White [7],
who made a vision of biomedical cloud in the future. Since
amount of data which hospitals and medical institutions
are dealing with is growing rapidly, big data technologies
will have indispensable role in data analysis. Consequently,
managing and processing data will fundamentally change,
and new data mining and machine learning algorithms
will be developed to deal with these changes. Explosion of
data is expected to be in genomic, proteomic, and other
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“omic” data and molecular and system biology. Probes
that collect data from tissue are more complex and allow
simultaneous tracking and collect more data than few years
ago. Authors have also considered several issues such as
security, scalability of storage, scalability of analysis, peer
with other private clouds, and peer with public clouds.
Metalearning presents powerful methodology which
enables learning on its past knowledge of solving different
tasks. This methodology is used in fraud detection [36], time
series forecasting [37], load forecasting [11], and others.

3. Metalearning Framework for
Clustering Biomedical Data
Exponential growth of the data and rapid development of
large number of complex and computationally intensive data
mining algorithms led to one of the major problems in
modern data mining: selection of the best algorithm for data
at hand [38]. Namely, analyst often does not have enough time
or resources for creating models and evaluating them with all
available algorithms.
One of the most promising approaches for dealing
with this problem is metalearning [39, 40]. Metalearning is
methodology which solves different data mining tasks based
on past knowledge. The main idea is to store history of experimental results with descriptions (meta-attributes) of datasets
(e.g., dataset characteristics, algorithm, and classification
accuracies for classification problems) and, based on this,
to create metamodel (classification or regression) that will
predict the performances of each algorithm on new dataset.
Creating of such metamodel (with good performance) would
reduce the need for brute force evaluation (evaluation of
every algorithm).
Metalearning system is built on set of algorithm or
combination of algorithms (ensembles). Therefore, every
algorithm or combination of algorithms (ensembles) is simpler. Theoretically, metalearning system can be infinitely large
by putting metalearning as component of other metalearning
systems. An advantage of its using is that it can address new
types of tasks that have not been seen but are similar to
already defined problems.
Metalearning, by Smith-Miles [39, 40], is defined with the
following aspects:
(i) the problem space, 𝑃, which represents set of
instances (datasets) of a given problem class;
(ii) the meta-attribute space, 𝑀, which contains characteristics that describe existing problems (e.g., number
of attributes, entropy, normality, etc.);
(iii) the algorithm space, 𝐴, which represents the set of
candidate algorithms which can be used to solve the
problems defined in problem space 𝑃;
(iv) a performance metric, 𝑌, which represents measures
of performance of an algorithm on a problem (e.g.,
classification accuracy (for classification problems) or
root mean square error (for regression problems)).
General procedure for metalearning is done in several
steps: first, datasets from problem space are evaluated by

algorithms from algorithm space. Further, metafeatures of the
datasets are related to algorithm performance, forming the
database of metaexamples. Then, regression or classification
models are created (and evaluated by performance metric).
Finally, when new problem (dataset) arrives, meta-attributes
are extracted and performance prediction is made. In this
way analyst does not have to evaluate each algorithm on each
dataset but only ones with the best predicted performance
of the problem and algorithm spaces. While technologies for
data collection enabled cheap and fast accumulation of data
and extension of problem space, development and collection
of data mining algorithms is a more difficult problem since
development of new algorithms demands a lot of time and
effort, and also different algorithms are implemented on
different platforms.
The most important issue for good performance of metalearning systems is the size of problem and algorithm space
because the accuracy of metamodels is directly dependant on
these spaces [39, 40]. This means that cloud based system and
service oriented architecture should be natural environment
for this kind of systems because it would enable community
based extension models to be created and evaluated by
performance metric in order to capture relations between
meta-attributes and algorithm performance.
With metalearning approach in solving problems time
for choosing appropriate algorithm for problem is greatly
reduced but requires time for creating and updating metamodels, especially if data and algorithms are gathered from
community. This is one of the main motivations for integration of such a system in cloud based environment and integration with big data technologies (like Hadoop, Hive, and
Mahout) for storing and aggregation of data and predictive
modeling.
3.1. Component Based Metalearning System for Biomedical
Data. One of the promising approaches for tackling these
problems (existence of large algorithm space and existence
of efficient procedure for selection of the best algorithm)
is component based data mining algorithm design [41–43].
This approach divides algorithms with similar structure (in
this case representative based algorithms) into parts with
the same functionality called subproblems. Every subproblem
has standardized I/O structure and can be solved with one
or more reusable components (RCs), presented in Table 1.
This approach combination of RCs, which originates from
different algorithms, can be used to design large number
(thousands) of new “hybrid” algorithms. This approach gave
very promising results in the area of clustering biomedical
(gene expression) data [8, 44, 45].
Combining RCs is used for reproducing or creation
of cluster algorithms. For example, K-means algorithms
can be reconstructed as RANDOM-EUCLIDEAN-MEANCOMPACT. However, a new hybrid algorithm can be constructed using DIANA-CORREL-MEDIAN-CONN, where
DIANA is used to initialize representatives, CORREL to
measure distance, MEDIAN to update representatives, and
CONN to evaluate clusters.
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Table 1: Sub-problems and RCs for generic clustering algorithm
design.
Sub-problem
Initialize representatives
Measure distance
Update representatives
Evaluate clusters

Reusable components
DIANA, RANDOM, XMEANS,
GMEANS, PCA, KMEANS++, SPSS
EUCLIDEAN, CITY, CORREL,
COSINE
MEAN, MEDIAN, ONLINE
AIC, BIC, SILHOU, COMPACT, XB,
CONN

Extended metalearning system, shown in Figure 2, is used
in this research. Problem space is presented in upper left
cloud. Every problem (dataset) from problem space 𝑃 has its
task (clustering, classification, regression, etc.) denounced 𝑥.
Based on problem, function 𝑓 extracts meta-attributes. For
selected problem, based on meta-attributes, function 𝑆 selects
algorithm from algorithm space 𝐴. Every algorithm is constructed from reusable components (RCs), from which additional meta-attributes were derived (algorithm descriptions).
Also, as a result of clustering algorithm on specific dataset
internal evaluation measures (additional meta-attributes) are
calculated and saved as meta-attributes. Central cloud is the
most important part of metalearning system. It is responsible
for ranking and selection of algorithms. Inputs in this cloud
are task 𝑥, algorithm 𝑎, and performance metric 𝜋. Metaattributes created for each task 𝑥 are input for ranking and
selection, as they are a basis for learning on metalevel. For
most tasks performance of meta-learning system is calculated
earlier, as output label, and it is available on metalevel.
3.2. Initial Evaluation of Component Based Metalearning
System for Clustering Biomedical Data. In this section we will
describe the data and the procedure for initial evaluation of
the proposed system. 30 datasets gathered from original metalearning system [46] were used (http://bioinformatics.rutgers.edu/Static/Supplements/CompCancer/datasets.htm).
For the construction of the metaexamples a set of 13 metaattributes for dataset description proposed by Nascimiento
et al. [46] are used (detailed description of datasets and
metafeatures can be found in Nascimiento et al. [46]).
Additionally, meta-attribute space is extended with
descriptions of algorithms (four components of algorithm
and normalization type described in Table 1) and internal
cluster evaluation measures including compactness, global
silhouette index, AIC, BIC, XB-index, and connectivity. These
three types of meta-attributes (dataset descriptions, reusable
components, and internal evaluation measures) form the
space of 24 meta-attributes.
Component based clustering algorithms were used to
define algorithm space. For that purpose 504 RC-based cluster algorithms were designed for experimental evaluation.
These algorithms were built by combining already described
RCs (Table 1) with 4 different normalization techniques,
which lead to total of 2016 clustering experiments.
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Table 2: Meta-algorithm performance.
Algorithm/Error
RBFN
LR
LMSR
NN
SVM

RMSE
0.143
0.111
0.265
0.101
0.050

MAE
0.109 (±0.092)
0.086 (±0.070)
0.094 (±0.248)
0.064 (±0.078)
0.034 (±0.036)

For validation of clustering models AMI (adjusted mutual
information) index was used since it is recently recommended as a “general purpose” measure for clustering validation, comparison, and algorithm design [47], after exhaustive
comparison between a number of information theoretic
and pair counting measures. Even more, this measure is
thoroughly evaluated on gene expression microarray data.
After validation of component based clustering algorithms on 30 datasets, 55326 valid results were gathered,
which represent metaexample repository. Next step was
identification of the best algorithm for ranking and selection
of algorithms for clustering gene expression microarray data.
A procedure for ranking and selection of the best clustering algorithms is based on regression algorithms, called
meta-algorithms, which predict (regression task) AMI values
based on a dataset metafeatures, algorithm components, and
internal evaluation measures.
In this research five meta-algorithms were used. Those
are radial basis function network (RBFN), linear regression
(LR), least median square regression (LMSR), neural network
(NN), and support vector machine (SVM).
Estimate of quality of regression algorithms is done using
mean absolute error (MAE) and root mean squared error
(RMSE). Validation of results is done using 70% of dataset
for training the model and the remaining 30% for testing.
Performance of each algorithm, in terms of MAE and
RMSE, and best values are shown in bold (Table 2).
Although all five algorithms showed good results, SVM,
as in Table 2, gave the best performance, and this model
should be used for prediction of algorithm performances for
new datasets. RMSE of 0.05 and MAE of 0.034, with the
smallest variance (numbers in brackets), indicate that this
metamodel is applicable to the new problems since AMI
measure takes values from 0 to 1 where 1 is the best. Note
that with an extension of algorithm space and problem space
these results could be changed and so continuous evaluation
of available meta-algorithms should be done. Because of this
it is important to have adequate computing infrastructure
for processing big data and updating the models. Process for
creating and updating the models is presented in Figure 3.
Creation of model contains several steps. First, microarray
metaexamples are loaded, from which only important variables are selected. After that, data preparation phase was
conducted where only those attributes that are important
for model building were selected, label attribute was set on
AMI attribute, missing values were replaced with average
value, and nominal values were transformed to numerical
values using dummy coding. Modeling phase is conducted
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Figure 2: Extended metalearning system for clustering biomedical data.

4. Extended Cloud Based Model for
Big Data Analysis
Dai et al. [16] addressed the problems of storing and analysis
of biomedical data by proposing a cloud based model for
analysis of biomedical data and it is composed of four service
categories:
Figure 3: Main process for finding the best model for prediction of
AMI.

Figure 4: Stream for application of metalearning system on new
cases.

using 10-fold cross validation where the above-mentioned
five algorithms were used. Every trained model is saved on
hard disk, which allows its reusability.
Automatic application of the selected (in this case SVM)
model is presented in Figure 4. After every update of the
model or after inserting new dataset, this process needs to be
updated. Saved model, in this case SVM, is loaded and applied
on new dataset. Results gathered are sorted and exported.
Detailed information can be found in Radovanovic et al. [48].

(i) data as a service (DaaS),
(ii) software as a service (SaaS),
(iii) platform as a service (PaaS),
(iv) infrastructure as a service (IaaS).
DaaS is group of cloud services which enables on demand
data access and provides up-to-date data that are accessible
by a wide range of devices that are connected over the
web. In case of bioinformatics, Amazon Web Services (AWS)
provides repository of public archives (data sets), including
GenBank, Unigene, Ensembl, and Influenza Virus, which can
be accessed from cloud based applications.
Since bioinformatics requires a large diversity of software
tools for data analyses, the task of SaaS in bioinformatics is to
deliver and enable remote access to software services online.
Thus, installation of software tools on desktop computer is
no longer required. Another one advantage of using SaaS is
enabling much easier collaboration between dispersed groups
of users.
Platform as a service (PaaS) should offer a programmable
environment for users in order to develop, test, and deploy
cloud applications. Computer resources scale automatically
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Figure 5: Cloud based system [16] integrated with KaaS extension
[17] for analysis of biomedical data.

without user interference. In most PaaS services, besides
programming environment, database and web server are
available.
Since most medical institutions do not have computing
resources, such as CPU, IaaS offers a full computer infrastructure delivering virtualized resources. Those virtualized
resources can be operating systems, RAM, CPU, or other
computer resource.
Lai et al. [17] introduced a new service model in cloud
computing—the knowledge as a service (KaaS) that facilitates
the interoperations among members in a knowledge network.
Extended model is depicted on Figure 5.
This new service model relies on data created in a
collaboration process of domain experts. It was recognized
as a new form of cloud service and categorized as KaaS. In
a nutshell, such approach is data driven and lacks higher
order structure in order to provide knowledge as a service.
This implies that KaaS in this form is provided by human,
domain experts. We extend this class of services with data
and model approach. By combining data driven models and
expert knowledge that is stored in unstructured data like
documents, notes, and collaborations, knowledge is created
and offered to cloud users. Specifically, we extend models of
[16, 17] by including big data technologies, platforms for data
mining, and metamodels for ranking and selection of the best
algorithms for biomedical data mining. System components
are displayed on a diagram (Figure 6) and classified according
to service type directed towards end user. Big data engine
provides data storage and access and it is a basis of each class
of services (diagram center).
Key component of KaaS is metalearning algorithms and
selected algorithms for clustering biomedical data. Both
are represented by algorithm space component, and both
are accompanied by their describing metamodels. These
metamodels are used in runtime for ranking and selection
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of best algorithms for the new problem (dataset). Experimental results provide knowledge on performances of each
algorithm with meta-attributes on each dataset. Data flows
are kept using big data engine such as Hadoop. Segment
of experimental results component lies on DaaS since these
meta-attributes can be provided as a data service. DaaS
provides biomedical data. It is divided into protected and
public segments.
Cloud approach provides data accumulation and higher
availability of data to interested parties (with rights of access
implied). Interested parties can be found among not only
medical employees and researchers but also community using
different software tools to access data using DaaS.
Central part of the circle (Figure 6) contains components
of a big data engine (HDFS, Hive, and Mahout) where all
the data are centralized (medical data, metadata, and algorithms performances). Additionally, big data engine provides
interfaces for data manipulation and analysis. Apache Hive
[49] is data warehouse software built on top of Hadoop,
used for querying and managing large datasets residing in
distributed storage. Apache Mahout [50] is also built on
top of Hadoop and is used as a scalable machine learning
library for classification, clustering, recommender systems,
and dimension reduction.
Our solution provides software for data analysis in a
service form (SaaS) with respect of SOA dependability [51].
Additionally, third party software can easily become an
integrated part of SaaS (RapidMiner [52], R [53], or others).
These software solutions are recommended because they
have a direct interface for access and analysis of big data
(e.g., Radoop [54] allows using visual RapidMiner interface
and has operators that run distributed algorithms based on
Hadoop, Hive [49], and Mahout [50] without writing any
code).
Most medical institutions require not only computing
resources, such as CPUs, but also communication infrastructure; these components are offered as a part of IaaS,
in a form of virtualized resources. Higher level of service
rests on using platform such as variety of operating systems.
But platform can also provide tools for development of
algorithms and applications (Eclipse, Netbeans, RapidMiner,
R. . .). The circle is closed by development of new algorithms
and also for algorithm deployment and execution. For this
reason algorithms space component is partly situated in PaaS
space.

5. Conclusion and Future Research
In this paper we proposed a cloud based architecture for
storing, analysis, and predictive modeling of biomedical big
data. Existing service based cloud architecture is extended by
including metalearning system as a data and model driven
knowledge service. As a part of the proposed architecture,
we provided a support for community based gathering of
data and algorithms that is an important precondition for
quality of metalearning. Advancement of this research area
and adding new value are enabled through platform for development and execution of distributed data mining processes
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Figure 6: Cloud based system for predictive modeling of biomedical data.

and algorithms. Finally, we provided data and model driven
decision support on selecting best algorithms for working
with biomedical data.
Retrospectively, proposed solution focuses on a specific
type of biomedical data, while other types still remain to
be included and evaluated. Data security and privacy still
remains a concern to be taken into a more serious account. In
order to provide even further impact in research community,
additional work is necessary on providing interoperability
among potential open source components.
System was tested on microarray gene expression data,
with specific meta-attributes for this data type (e.g., chip
type). Further efforts will be made to include other types
of biomedical data. This will be done by identifying specific meta-attributes that fit newly included data types.
Additionally, as a further work, integration with OpenML
[55] platform, used for storing and gathering datasets and

clustering algorithm runs, is planned. This platform provides
a base for a community to share experiments, algorithms, and
data. Significant clustering algorithm meta-attributes can be
extracted and used for updating our metalearning system.
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Becejski-Vujaklija, and Z. Obradovic, “Reusable components in
decision tree induction algorithms,” Computational Statistics,
vol. 27, no. 1, pp. 127–148, 2012.
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Copyright © 2014 Francisco J. Garcı́a-Peñalvo et al. This is an open access article distributed under the Creative Commons
Attribution License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is
properly cited.
This paper discusses how cloud-based architectures can extend and enhance the functionality of the training environments based
on virtual worlds and how, from this cloud perspective, we can provide support to analysis of training processes in the area of
health, specifically in the field of training processes in quality assurance for pharmaceutical laboratories, presenting a tool for data
retrieval and analysis that allows facing the knowledge discovery in the happenings inside the virtual worlds.

1. Introduction
Virtual worlds and serious games are now a resource increasingly accepted to train skills and acquire knowledge in various
areas, involving both formal learning, especially in universities taking into account new technological-based pedagogical
approaches [1], and informal learning, more oriented towards
workplace training and personal skills development [2]. But
how are they able to successfully face the interaction of
thousands of users expecting to complete these tasks? This
is because of their infrastructure and architecture. Virtual
worlds and 3D serious games are currently impossible to
maintain by the use of classical server structures, as the user
interaction within them is changing and does not respond
to traditional usage patterns and resource requests. Virtual
worlds and online 3D games had a radical change from the
acceptance and use of the concepts related to cloud computing and cloud-based architectures, where resources are
allocated and released dynamically, so they give a changing

service, agreeing with the type of interaction and load they
have. For example, Second Life (SL) typically has design of
one or more (physical or virtual) servers to support one
region or island, but this allocation varies with the interaction
of the various elements within the virtual ground, so that if
the region has a use peak other servers with free resources can
support the tasks and improve overall response against these
workloads [3–8]. Definitely, virtual worlds and 3D serious
games currently base their success on flexible architectures
that support many tasks in a transparent and dynamic way.
Building on this, this paper tries to extend these concepts
to a different use in the virtual worlds, such as support of
the interaction analysis, in this case focusing on supporting
cases of students training processes in the field of the health
sciences.
The current generation of 3D virtual worlds began to
develop about ten years ago. SL was the first to achieve
popularity and a high degree of development [9]. Since 2008
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many other virtual worlds have emerged with which SL has
been sharing its leadership. But currently, SL is still the most
widely used virtual world for healthcare and higher education
activities [10, 11]. All the content in SL has been generated by
the users. They can even create their own objects and spaces
using software provided by SL [11].
Several authors have explored SL [6, 12, 13] and found
a wide range of healthcare-related activities. SL has been
used for health education, community outreach, training
healthcare providers, and market and promotes health services and simulations purposes. Reference sites in healthcare
are Healthinfo Island, Imperial College London, Virtual
Hallucinations, or Second Health London [14–17].
Virtual worlds such as SL provide unique opportunities
to simulate real life scenarios and immerse the user in an
environment that can be tailored to meet specific educational
requirements. In these immersive learning environments,
learners and teachers can interact from anywhere in the real
world [18]. SL has been used to train healthcare professionals
in virtual problem solving and communication, in addition
to other conventional preclinical teaching methods, prior to
student treating patients in the clinical setting [19, 20]. Several
experiences have been developed in SL where students could
safely practice communication and assessment skills with
simulated patients [21], developing clinical diagnosis and
decision-making skills [22, 23], training procedures [24, 25],
assessment of competencies [10, 26, 27], and interacting
with 3D physiological models [28, 29]. Also SL has been
successfully used as a resource for health education [30] and
for continuing education for practitioners [11, 31–33] and even
has been used in real therapy sessions [34, 35].
On Usalpharma island from SL, property of the Department of Pharmacy and Pharmaceutical Technology from the
University of Salamanca, we have been carrying out activities
to develop professional skills in undergraduate and postgraduate students of pharmacy since 2010 [36]. These activities
take place in various facilities such as a community pharmacy
or a laboratory for drugs quality control. Pharmacists must
be the health professionals responsible for providing patient
care that ensures optimal medication therapy outcomes [37].
For this purpose, the future pharmacist should be formed in
many different areas such as drug design, drug manufacturing, dispensing, or treatment monitoring. In the community
pharmacy of our island, students can perform role playing
activities to train metodologies of pharmaceutical care that
involves the identification, resolution, and prevention of
potential drug related problems [38, 39]. There are also spaces
on the island for meetings and presentation of papers [40].
The other key facility is Usalpharma Lab. This laboratory
simulates the installations, equipment, documentation, and
tools like a real quality control laboratory of the pharmaceutical industry that fulfill regulations to such effects [41].
This kind of installations in the real world is very costly
and unusual in universities. Usalpharma Lab has been used
for training of pharmacy postgraduates in quality assurance.
Highly positive results were obtained as regards both the
achievement of the educational goals and student satisfaction
[42]. To carry out these practices, both avatars of teachers and
students meet in the virtual laboratory. The teacher guides
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and evaluates the student during the activity. But it would be
ideal that the student could access the laboratory whenever
he wanted using it as a tool for self-training. Data generated
through the student activity could be used by the teacher
to control and evaluate their activities, without having to
be present at the same time [43]. These data could provide
information of great relevance for the design of new practical
activities as well as the evaluation and monitoring of the
correct implementation of them.
The aim of this study is to deploy a cloud architecture that
supports the needs described in a virtual world, including
the mechanisms of data recovery and analysis of data for
proper evaluation of the practices developed inside. This will
be catalyzed in this paper by the development of a case study
with a tool destined to get data and analyze the insights
retrieved from the virtual world.
The paper is organized as follows: one section for proposal
of cloud architecture, another section for components and
workflows of the cloud system, one section about a study case
where we use the cloud proposal, and finally the conclusions.

2. Cloud Architecture
As discussed in the Introduction, this paper aims to articulate
a cloud architecture taking advantage of data and information
generated within a virtual world like SL, so starting from what
happens within the virtual world we can extract and analyze
information, getting to discover knowledge that serves to
gain insight of what happens or provide support in decisionmaking processes. This way we may tackle the isolation and
lack of interoperability issues that virtual worlds in general
and SL in particular present; these virtual worlds usually have
a structure of cloud servers, and they generally do not allow
integrating them into third party software components as
shown in this paper.
For example, SL or other private virtual worlds do
not provide APIs or explicit methods for interaction and
exchange of information with other software platforms; they
only provide in-world APIs to connect with web services or
retrieve information from external websites.
For this reason, the software architecture we describe
should attach or wrap the private cloud architecture from
virtual world, getting by this way a unique and unambiguous
process for data generation, storage and analysis.
In order to define a cloud architecture to solve problems
such as those discussed above, it is necessary to consider a
possible definition of the context of cloud computing.
Cloud Computing refers to both the applications delivered
as services over the Internet and the hardware and systems
software in the datacenters that provide those services [44].
Taking this contextualization of the problem, when a
cloud architecture is defined, it is essential to design the
system so that it is flexible enough to adapt itself to any data
center or server farm, regardless of location, organization,
technology, or number of machines [45]. In this paper, the
hardware part is not discussed, due to the fact that our cloud
architecture proposal is intended to have the possibility of
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Figure 1: Usalpharma Cloud Architecture.

being deployed on any current cloud product provided by
enterprises like Amazon, Google, Heroku [46–48], and so
forth.
Based on the experience gained during years in the field
of computing and software engineering, it is possible to base
the solution design patterns and software quality factors.
Our proposed architecture is based on a layer structure. The
layered architecture makes each layer given different responsibilities available within the group [49], thereby forming a
modular cloud system.
From these concepts we propose a modular cloud that is
composed by software services (in line with SaaS concepts)
[50]. Particularly, we extend the concept of software as a
service (Saas), to a wider platform, obtaining concepts as
CaaS (cloud as a service) or PaaS (cloud platform as a service),
so each module or part of the cloud can be a cloud service
or cloud architecture itself and contribute together with the
other parts to achieve the common goal. As abstraction of this
set of clouds within a single cloud, in the description of cloud
modules, we talk about service layers or layers: inside these
layers, we could find clouds as a service or software modules
as a service.
The integration of this cloud of clouds with the Virtual
World is designed thereby due to the location of SL in their
own private and closed cloud of servers and resources [51,
52]. It is necessary to propose an architecture capable of
interacting with it minimally, using this locked environment
to generate the best final outcome for analyst, so, through
minimum data output from SL private cloud, our Usalpharma
cloud is able to maximize the final outcome and analysis
capabilities. The process to maximize the outcomes with a
minimal income is supported by the cloud layers, and they
are responsible for the support of the whole quality assurance
training process in health area. With this solution, we also try
to manage the service level management in order to address
dependability [53] in the privative and close approach that SL
presents.
The layers for cloud architecture (named “Usalpharma
Cloud Architecture,” Figure 1) are the following.

(i) Data Collection Layer. This layer of the cloud
architecture is intended for retrieval and processing (prior to the storage) of the raw data which
arrives from the users platform; in this case it
arrives from the SL virtual world which actually
is another private cloud of servers and software
components.
(ii) Data Persistence Layer. This layer organizes and stores
information persistently. It is the key layer of the
architecture, on which depends the proper functioning of the cloud system. It needs to be flexible
enough to accept the storage of heterogeneous data
coming from the virtual world. This layer must also
provide a sufficiently powerful (without bottlenecks)
system so that any layer of the cloud architecture
can refer simultaneously with others without affecting
performance.
(iii) Analysis Layer. This layer is responsible for performing tasks more complex or costly in time analysis.
It communicates with the persistent data layer and
launches processes and algorithms to discover relationships in the data and analyze the behavior and
interaction of users of virtual world.
(iv) Data Provider Layer. This layer is responsible for processing data requests coming from users and analysts
or other 3rd party services that can be connected to
our cloud. It manages interaction with the persistence
layer by any data request.

3. Workflows and Components
In order to achieve a correct collaboration between software
layers, or cloud modules, we need to establish which components may be the components of cloud architecture and which
workflows can exist between them.
Below the components and workflows of the cloud
architecture are detailed briefly, emphasizing the specific part
of how the cloud environment could be built.
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Figure 2: Activity diagram for Usalpharma cloud.

Components
(i) Web layer to collect data: the data collector layer is
intended to be built based on web services, so through
API requests (URI request, etc.) the data could be
aggregated to cloud environment.
(ii) Database servers or cloud database to give a persistence layer and ensure access to every component
in cloud architecture: this component is the central
part of the cloud architecture and is used by all other
components. It must guarantee the correct interaction
and usage load by other components and ensure
the integrity and proper preservation of the data. At
present there are many database servers and storage
software, each having different features, one or the
other of which can be recommended depending on
the technical requirements of the system. In the case
of a cloud as the one proposed architecture, there
are three key features that must be met; the system
must ensure data persistence storage of heterogeneous data, the correct system scalability, and load
balancing. Support for heterogeneous data is because
the information coming from the virtual world can be
of different types and vary over time depending on the
events and interactions that are collected, so that the
right support heterogeneous data (not only in storage
but features such as indexing, search, retrieval, etc.)
will ensure the full support to the training processes
in the health area. The features of scalability and load
balancing in data persistence layer ensure that the
data growth and aggregation over time are performed
correctly, thus allowing the data persistence layer is
capable of supporting each once more data load and

adapt to the demands of use in both the present and
the future [54].
(iii) Web layer to provide information: this component
should provide data on demand to the analyst or
third party service. It must be able to properly access
the system data persistence and above all to provide
the data analyst with the way required by this want.
Therefore, this component must have a specific API
or software methods by which the analyst or software
can define the data and the presentation that he or she
needs.
(iv) Software services or cloud services to analyze data
storage at database: this component is one of the
most complex cloud architectures. In it lie the logic
of analysis and therefore much of the usefulness
of cloud architecture and the logic support of the
training process that takes place in the virtual world.
Within this component many algorithms and logical
processes of data analysis can be found. Depending
on the objectives the analysis must support different
collections of methods so that they can be applied
separately or together. Due to the complexity of these
tasks (cost in time, CPU cycles, etc.), the executions
can not be raised on demand and must be performed
automatically, saving the results in the data persistence layer, so they can be picked up later by analysts
or when software processes require them.
Workflows (represented in the activity diagram of Figure 2)
(a) Workflow for data collection is as follows.
(i) User interacts with the virtual world, using the
3D scene and the theoretical concepts behind
this training method.
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Table 1: Relation about key aspects in the training process and checkpoints that we need to know using the cloud-based analysis system.
Items to audit
Laboratory access
Installations
Equipment
Emergency systems
Documentation

Checkpoints monitored by cloud system
Entry across the SAS
Entrance to all rooms
Revision of the equipment documentation (calibration, qualification, cleaning and maintenance, etc.)
Check of shower and eyebaths
Check of emergency door, extinguisher, and the medicine chest
SOPs (standard operating procedures)
File cabinet of Research and Development documentation (locked)

(ii) From virtual world (SL) to data collector
layer: we use a data model for interconnection
between virtual world and data collector layer
based on RDF specification [55]. The data model
has a structure subject + verb + predicate (user
+ action + object and interaction data such as
time). This data model allows the achievement
of some goals, such as having a simple data
model or having formal semantics and provable
inference (e.g., for implementation of semantic
analytics in the cloud) or even the possibility of
using an extensible URI-based vocabulary (in
the same way of part of RDF goals described
in W3C specification). Requests are made via
HttpRequest, containing in the URI the data as
explained previously.
(iii) Data collector to persistence layer: this communication is made with the concrete API of the
data persistence layer technology. The collector
component composes the data with the exact
method and sends it to database layer.
(b) Workflow for scheduled analytics tasks is as follows.
(i) Analytics layer executes batch actions in order
to get new knowledge from data storage in
databases. For this purpose, it retrieves information from database, using the software methods according to storage technology. Later it
executes the analytics tasks, by applying algorithms of data mining, statistical methods,
Map/Reduce strategies [56, 57], and so forth.
(ii) Finally, the results of the analysis tasks are
stored in the persistence layer, so that they are
recoverable by analysts.
(c) Workflow for analysts is as follows.
(i) User/software service requires data for analysis
sending HttpRequests to data provider layer.
This request may contain heterogeneous information about users involved in the interaction,
objects, actions, date and time, and so forth. The
request may also contain information about the
format of the data returned from the request.
This allows them to filter and get results in a
more accurate way.

(ii) Data provider layer uses the data petition to
compose a new petition for data persistence
layer, which will return the data requested.
(iii) Finally, the data retrieved are sent to user or software in the way they require in the HttpRequest
made at the beginning of the workflow.

4. Case Study
The case study presented here is based on the application
of the cloud architecture described above to the case of a
training process in quality assurance carried out by using a 3D
environment as a virtual world like SL. Using data generated
by user interaction, we propose the application of the system
for collecting and analyzing data to help understand the
process of training of pharmacy postgraduate students in
quality assurance questions.
Our training scenario in this health area, Usalpharma
Lab, is a pharmaceutical research and development (R&D)
laboratory constructed in accordance with the quality standards demanded in the pharmaceutical industry. This kind
of laboratories must meet current Good Laboratory Practice
(GLP) norms. GLP refers to the set of regulations, operative
procedures, and practices established by certain agencies,
which are considered to be essential to ensure the quality and
integrity of the data generated in different types of research
or lines of study [58].
The layout of the laboratory is shown in Figure 3.
According to this layout, the access to the laboratory is a
special airlock system (SAS) that leads to the main laboratory
area. Around the main area are different rooms such as
document archives, storage, and production of purified and
ultrapurified water. In sum it has much of the equipment and
materials found in a real laboratory of this kind.
This laboratory has been built for training postgraduate students in quality assurance. Different scenarios are
simulated in the installation in order to test the students
auditing techniques knowledge. The students should follow
a checklist with different items to audit, and they should
identify regulation deviations alluding to the specific regulations aspect and should establish a classification of such
deficiencies, depending on their criticality. Until now, all
of the regulation deviations must be reflected in an audit
report with a final decision about the adaptation level of the
laboratory to the GLP regulation. Our goal is to use the cloud
platform to improve the insight of the auditing process made

6

The Scientific World Journal

Usalpharma Laboratory
Waste
storage

Document
archives

Washing
zone
Sample
storage

Climatic
chambers

Raw
material
storage
SAS

Safety
Emergency
Doors

Equipment
Documentation

Figure 3: Usalpharma Lab layout.

Table 2: Evaluation of the training performed in Usalpharma Lab.
Evaluated aspects

From data saved in
the cloud
architecture

From the audit
report

Mark
Requirement to pass
(i) Work in the activity period (dates fixed previously by
teachers)
(ii) Minimum total duration of 1 hour

Activity control
(i) Activity dates
(ii) Number and duration of the lab access
Audit methodology compliance
(i) Executed actions show in a list and as a percentage
(ii) Nonexecuted actions
Ability to
(i) identify regulation deviations
(ii) refer the deviations to the specific regulations aspect
(iii) classify the deviations depending on their criticality
Verdict about the virtual laboratory quality system

by students, in order to allow these students to perform the
activity without the teacher and anytime. For this reason, we
propose a set of control points that will help us meet the audit
system followed by them (Table 1).
Applying the cloud architecture, the teachers evaluation
system could comprise both the audit report made by the
student and all the interactive activity carried out for him
into the platform. The report should reflect the student’s
assessment of the regulation compliance and the information
arising by the cloud system allowing the teacher to establish
the traceability of the student activity into the laboratory. So,

25% of total mark (minimum required of 12.5%)

60% of total mark
15% of total mark

combining the report and the cloud data, the teacher can
control and evaluate the activity in a total way (Table 2).
In order to perform a proof of concept of the proposed
cloud architecture, we have implemented part of it, providing
a minimal system that collects data from the virtual world,
performs basic analysis that allows achieving the goals proposed to obtain knowledge about interaction, and provides
a system for search and retrieval of data from analysts and
teachers.
To develop the proof of concept, we have made use of
three main technologies: LSL (Linden Scripting Language)
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Figure 4: Snapshot of a tester during the pilots.

Figure 5: Web application to request data for analysis.

[59], Django Web Framework [60], and MongoDB [61]. We
use LSL to send data from virtual world (from the SL private
cloud); this communication is made in only one way and is
made by only one request; this is so, to avoid the latency
in virtual world. Latency is the enemy of games or virtual
worlds, and the information transmitted from the virtual
world to cloud architecture must fit into a single packet
wherever possible [4].
We use Django Web Framework to develop several
web applications and services, which allows articulating the
different components of the cloud system. Finally, we use
MongoDB database to perform the data persistence layer,
because this database meets the premises of support heterogeneous data, correct scalability, and load balancing [61] that
we discussed in the section of Workflows and Components.
Once we implemented (and deployed) the proof of
concept with these technologies, we performed a series of
tests and pilots with users, so that they could test the proper
operation of this minimal system built.
The tests were carried out for 5 postgraduate students in
pharmacy, so that they perform the audit training process
(Figure 4), but without having to deliver the final report on
the defects or regulation deviations.
To verify proper collection and use of analysis tasks
we implemented a small web tool (Figure 5) to search and
retrieve results data stored in the cloud architecture (through
communication with the provider data layer).
As seen in Figure 5, we could perform various types
of search, filtering by user or by object, and we can select
if we want to read the checkpoints achieved by the user.
For example, if you run a search for a user to check their
interaction with the 3D environment (without considering
the evaluation of checkpoints), we can get a result as shown
in Figure 6. The results include the user, the interaction

Figure 6: Results for user search.

performed, the object that receives the interaction, and the
date and time when the action was performed.
If we select the checkpoints information in search results,
we can get results quite similar to Figure 7. These results
include the number and percentage of checkpoints achieved
by the user and which of them (clustered by types of items to
audit) the user did not complete.
In light of the results, we can say that, through this cloud
architecture for recovery and analysis of data, we can get
a lot of detailed information about student activity within
the virtual world, which otherwise is almost impossible
to obtain in virtual worlds like SL. This solves a problem
observed in this type of practice in a Virtual World [43]: the
teacher should be virtually present during the entire activity.
Moreover, it is very difficult to review what are doing all
students in the laboratory at same time. Therefore, applying
this or other system to support the detailed control of user
interaction, can be capital to organize activities such as this,

8

The Scientific World Journal
the fantastic design of Figure 1, Usalpharma Cloud Architecture. Finally, the authors would like to thank the Ministry
of Science and Innovation of the Spanish Government for
funding the project under Identification no. TIN2010-21695C02-01 and the Regional Council of Education of Junta de
Castilla y León (Spain) through the Projects GR47 and MPLE
(ref. SA294A12-2).

References
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even increasingly complex training and allowing to obtain
better results.

5. Conclusions
Throughout this paper we have specified a complete cloud
architecture, starting from abstract design to workflows and
components and getting to perform a proof of concept
applied to a real case training audit quality assurance in the
field of health care.
We consider that this cloud architecture allows carrying
out the activity without the teacher’s presence during the
students practice. This is important to open new possibilities
in training field. In addition it is possible to control and
evaluate the students in a more efficient and complete way
than the evaluation made in past time; this can improve the
processes of training and reach more satisfactory results by
the students.
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Based on the user-centric paradigm for next generation networks, this paper describes a ubiquitous mobile healthcare (uHealth)
system based on the ISO/IEEE 11073 personal health data (PHD) standards (X73) and cloud computing techniques. A number of
design issues associated with the system implementation are outlined. The system includes a middleware on the user side, providing
a plug-and-play environment for heterogeneous wireless sensors and mobile terminals utilizing different communication protocols
and a distributed “big data” processing subsystem in the cloud. The design and implementation of this system are envisaged as an
efficient solution for the next generation of uHealth systems.

1. Introduction
As wireless medical sensors are becoming more popular and
cloud computing technology is growing up, they provide
the condition for the development of a body area sensor
network (BASN) component and a cloud environment for the
ubiquitous mobile healthcare (uHealth) systems. BASNs are
considered to be an important means to relieve the pressure
of insufficient medical resources in an aging era and are
becoming a strategic direction of the uHealth research. At
present, BASN are still at an early developing stage and facing
a series of challenges, such as the existence of heterogeneous
sensor protocols and “big data” computing and mining.
BASN is defined as a wireless network, which is formed by
sensors located on, and/or biosensors transplanted into, the
human body [1, 2] and a data collector (Sink) used for medical
data collection in real time. BASN can gather medical data,
perform classified learning, and analyze data in real time, thus
realizing an early medical warning [3, 4]. Being a network
type of huge significance and demand, BASNs become a
strategic direction of the uHealth research.
Researchers show that, at present, there are 1 billion
people worldwide with underweight and at least 0.3 billion

people with a morbid obesity. By 2015, the number of
subhealth world population will reach 1.5 billion, and by
2020, the expense on chronic diseases will reach 10 thousand
billion dollars [5]. By 2025, the aging population will reach
1.2 billion and this is a giant challenge to the provision of
sufficient medical resources. Aiming at these global problems,
changing the way of providing medical services becomes
quite important. As long as the unnecessary links in the
medical service system are wiped off, current technology can
improve the health condition and life quality of the mankind,
while at the same time medical resources will be utilized fully
and in an optimal way [6]. BASN can solve the problem of
shortage of both material and manpower resources in the
medical sector effectively by classifying, learning, analyzing,
and storing the patients’ medical data and by providing the
patients with early medical warnings, as a supplement to the
traditional medical systems.
The uHealth systems are based on the Internet of Things
concept [7], whereby the medical treatment emphasizes the
object management. This change of the concept urges the
mobile medical technology to adapt. “Things” in the uHealth
systems include doctors, patients, medical devices, and sensors. “Join” refers to all things being appreciable, interactive,
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Figure 1: A high-level view of a BASN-based uHealth system.

and controllable. “Network” is the working flow of medical
treatment and health management. The uHealth systems are
taking shape to a brand-new ecosphere. At this “big data” era,
researchers show that the data generated by sensors will reach
petabyte (PB) level annually [8], if electronic health recording
is set up only for 0.1 billion people. The medical cloud
provided by uHealth systems can reduce the cost of medical
informatization by providing a foundation for storing and
mining of “big data” with high availability, expansibility,
and performance of the data storage system; a “big data”
management and processing platform which adapts to
different needs; a data cleaning and loading mechanism; a
real-time data search and complex data analysis package,
and so forth. All of these can be efficiently used for disease
prevention, health condition monitoring, and timely remedy,
as a strategy and a core content of the future uHealth
development.

2. Related Research
At present, in both industry and academia, a lot of significant
work is done in this area. For example, in the CodeBlue
medical care project, conducted by the U.S. Harvard Sensor
Networks Lab [9], an ad hoc sensor network infrastructure
was proposed and developed for emergency medical care,
by providing a flexible naming and discovery algorithms to
ensure seamless transfer of data in the system. The MiThril
NGN wearable research platform, developed by MIT Media
Lab [10], is a next generation context-aware system providing
human-computer interaction with body worn applications.
The MyHeart telemedicine EU FP6 project [11], led by Philips,
has developed an intelligent system for the prevention of
cardiovascular diseases by periodic monitoring on the vital
signs and establishing the health status in real time.

Current research in the BASN area is mainly going in two
directions—power saving and communication protocols.
In [12], an ultralow-power wireless sensor network solution
was proposed. The authors stated that the design of a
low-power sensor is very important as the battery lifetime
is expected to increase only by 20% in the next ten years.
Medical sensors were not mentioned, but from research it
is clear that reducing the power consumption is one of the
main goals when designing wireless healthcare middleware.
In [13], Intel provided an evaluation software kit for the
development of embedded devices, which are used to
interact with medical devices. It is based on the Windows
Mobile operating system, and the devices must be certified by
Continua. Libresoft (http://openhealth.libresoft.es/) reported
on an open-source ISO/IEEE 11703 Personal Health Data
(hereafter it is called X73 [14]) system with its own Bluetooth
application programming interface (API). The authors stated
that it is not easy to develop a uHealth system operating in
a cloud environment. In [15], a uHealth system based on the
X73 standards was proposed, but the system seems as not
being able to provide a fully ubiquitous solution.
Although the literature reports on a number of valuable
results, BASNs are still at an early developing stage. There
are many important issues which need to be solved and
researched further. As the low-powered processing chips,
smart mobile terminals, cloud computing, and NGN develop
rapidly, there is a significant opportunity for healthcare
system development. Researching on BASN systems upon
cloud computing is of important significance to medical
informatization. This paper focuses on the development of a
cloud-based X73 uHealth system, consisting of a healthcare
middleware in the BASN domain and a distributed data
processing system in the cloud.
Figure 1 depicts the high-level view of a common BASNbased uHealth system. Operating as part of the system, sensor

The Scientific World Journal

3

Log data
node

Personal
gateway

Medical
sensors

Cloud environment
Master
node

S

S

S

S

WiFi/3G/4G
Bluetooth /ZigBee

S

Emergency
(first aid) system

Data
nodes

Sink
Cloud

WiFi/3G/4G

ISO/IEEE 11073
Personal mobile server

Log data node

Doctors/
medical
experts

Figure 2: The X73 uHealth system architecture.

nodes obtain and send medical data to a Sink node. After
some aggregation in the Sink node, the data is pushed to a
medical server for further processing and mining.
The main problem in the BASN domain is related to
sensors compatibility. Different vendors may implement
different communication protocols into their medical sensors, such as ISO, IEEE, and HL7, each one with its own
communication mechanism, data format, and so forth. To
solve this problem, the IEEE approved the X73 standard
[16], which provides an efficient real-time exchange method
for plug-and-play operation. Due to the complexity of the
X73 protocols, in the industry, currently only Continua
Health Alliance (http://www.continuaalliance.org/) produces
a hardware which is fully compatible with this standard. In
the academia, Korean scholars have reported that a sensor
could be adapted to the X73 protocols by means of an extra
hardware [17], but this will increase the cost of the sensor.
Developing of software middleware as an adapter is proposed
in this paper.
As cloud computing offers a low-cost solution to “big
data” storage and processing, a kind of healthcare system
enterprise solutions upon cloud computing emerged recently,
for example, proposed by IBM, Microsoft, Cisco, and so
forth. Most of them, however, are only concerned with
the infrastructure, that is, the informatization of hospitals,
medical treatment clouds, and so forth. Only few companies
are doing research on the BASN-oriented cloud. In the
academia, Laleci et al. have proposed an electronic health
record system based on cloud computing [18]. Sobhy et al.
have put forward the theory of MedCloud [19], but did not
propose the application of BASN. Even though these are
valuable examples in the area of medical data collection and
storage based on cloud computing, BASN, especially the data
acquisition technology upon X73 BASN, was not involved in
these systems. The problem of processing a massive amount
of medical data with higher throughput and lower delay needs
to be studied more extensively.
From the view of applications, BASN is with wide
prospect. As the aging society is short of medical resources,
BASN could offer an effective solution to this problem, which

will surely be the core one in the development of future
uHealth systems. Further fusion with IoT will lay down the
application direction of BASN in the future. For example,
BASN-based system can help monitor the eruption of epidemic situation, mass outbreak disease, or common disease
in the community, and as such can provide prevention and/or
early warning on emergency events. BASN will continue
being developed toward smart, micro, and wearable orientation. In the meantime, the establishment of large-scale BASNbased health monitoring platforms utilizing ubiquitous wireless communication techniques is envisaged to take place.
With the X73 standard and cloud computing technology,
this paper reports the development of a distributed uHealth
system for medical data collection, storage, analysis, and
mining with high performance and high reliability.

3. X73 BASN-Based uHealth Architecture
The X73 BASN-based uHealth system architecture is shown
in Figure 2.
In the Medical Sensors tier, a number of wireless medical
sensors (S)—such as pulse oximeter, heart rate monitor,
blood pressure monitor, thermometer, weighting scale, and
glucose meter—operate in a plug-and-play manner. They use
Bluetooth or ZigBee for communication with the ISO/IEEE
11073 based middleware (Sink) in the Personal Gateway tier.
The mobile phone of the patient acts usually as such a
gateway. A software agent, operating on the phone, periodically collects data from the sensors and sends a personalized message to a log data node and/or emergency
system under the Always Best Connected and best Served
(ABC&S) communication paradigm [20]. The message contains medical parameters’ values, the user’s location, medical
device’s information, IP address, and so forth. In the cloud,
a relevant cloud ant collects all such messages by using
the defined scheduling algorithms and generates medicalcare advices/instructions/statements which are sent back to
patients. The medical-care contents are personalized and
customized to best suit each mobile phone and patient. In
the cloud, a set of data mining applications run for log

4

The Scientific World Journal

Personalized healthcare middleware

Domain
information
model

Service
model

CommuniRule engine
cation
model

Gateway
agent

Device specializations
10404
pulse
oximeter

10406
pulse

10408
10415
10407
blood
thermometer weighing
pressure
scale

10417
glucose

Phase II
···

10400 common framework
20601 optimized exchange protocol

Serial

IrDA

Bluetooth

USB

ZigBee

Others
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data collecting, analyzing, processing, and advising. Different
patients may receive different medical-care advices and statements based on their personal profiles and current medical
condition. Also, the cloud provides medical experts’ and
doctors’ manual diagnosis when needed.
The X73 uHealth system, described in this paper, proposes a brand new environment based on an X73 PHD BASN
and a cloud architecture.
3.1. BASN. The developed X73 healthcare middleware supports the domain information model (DIM), medical device
encoding rules (MDER) and decoding library, and the communication model (CM). DIM defines details of the health
device object, medical device system (MDS), and metrics.
MDER expresses DIM objects by means of the abstract
syntax notation-one (ASN.1) specifications [21]. The service
model (SM) defines the object access methods and event
reporting. CM states the finite state machine (FSM) for the
ISO/IEEE 11073 agent (sensor node) and the ISO/IEEE 11073
manager (middleware). A rule engine is used for separating
the business logic from the middleware. A gateway agent acts
as a bridge between the personal mobile server and the rest
of the uHealth system. The middleware uses a multiagent
technology and a sensor adapter software to realize protocol
conversion for non-X73 sensors.
The middleware architecture of the sensor node is
depicted in Figure 3. The communication support layer is at
the bottom of this architecture. It is provided by the operating
system of the user’s mobile phone. The middle layer includes
the ISO/IEEE 11073 PHD device specializations. The DIM,
SM, CM, rule engine, and gateway agent operate at the top
layer.
3.2. Cloud Architecture. Based on the cloud computing technology, the designed and developed X73 cloud architecture
includes an efficient distributed message system used for

medical data collection, a fault-tolerant real-time computing
system for data storage, and a Hive system for data mining.
The distributed framework Apache Hadoop is suitable
for the design of the X73 uHealth cloud as it provides an
efficient Hadoop Distributed File System (HDFS) [22] for
data storing and a Hadoop MapReduce [23] for “big data”
processing. In order to increase the performance of the
cloud platform, this paper introduced a set of components
for efficient collection, storage, and analysis of “big data”
describing the user’s medical condition.
As regards the medical data collection and storage, the
traditional data storage way of the O (lg n) B + tree algorithm
is not suitable for this system due to its low efficiency. A Publish/Subscribe based distributed message system, supporting
two methods of synchronous collecting and asynchronous
subscription, is proposed in this paper.
As regards medical data storage and analysis, the high
fault-tolerance HDFS provides possibility to store data on
a low-cost computer with high aggregate bandwidth across
the Hadoop cluster. The Facebook’s Hive [24], acting as data
warehouse, provides data summarization, query, and analysis
in the Hadoop distributed environment.
Based on the Hadoop ecosystem, the X73 uHealth cloud
application architecture is shown in Figure 4.

4. System Design
4.1. Middleware of X73 uHealth Sensor Node. The X73
standard defines the concept of Agent and Manager. The
Agent represents the personal healthcare equipment (i.e.,
sensors), whereas the Manager represents the smart terminal
equipment (i.e., the Sink in our system). The X73 healthcare
middleware is mainly concerned with the communication
interface and data exchange between the sensors and the
Sink node. In the process of data transmission, an X73
software adapter is needed for the conversion of data formats,
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exchange protocols, and interface protocols. The X73 protocol
stack of a sensor node is shown in Figure 5.
4.1.1. Domain Information Model (DIM). In the X73 standard,
the Agent is expressed as a set of objects. Each object has one
or more attributes. Attributes are used to describe medical
data sent to the Manager by the Agent and to represent the
Agent’s various states, behaviors, and so forth. In addition to
the attributes, the objects can also have a series of methods,
such as GET and SET. The Manager communicates with
Agents mainly through these methods. In addition, the Agent
can produce a series of Events. When data in the Agent
changes, it can invoke the corresponding Event to send the
new data.
4.1.2. Service Model (SM). SM defines a flexible and efficient
way for an Agent to send configuration information to the
Manager. This way the Manager can create an Agent object.

The Agent can report standard or nonstandard configuration
information, which can be identified by the Manager during
the state of association. In the process of configuration and
information processing, the Manager will ask the Agent
to describe all objects. Depending on the requirements of
different applications, the Agent may vary from a very simple
to a very complicated one. The Manager can save all the
objects of an Agent through the Map object. This way it
provides a plug-and-play functionality for the Agent. SM also
defines the protocol used by an Agent to send measurement
data to the Manager.
4.1.3. Communication Model (CM). CM defines the topological structure to enable one or more Agents to connect to a
single Manager in a point-to-point (P2P) fashion. The IEEE
11073 standard is independent of the transport-layer protocol
and assumes that an Agent and the Manager establish a
connection by means of the Bluetooth or ZigBee standards.
For each P2P connection, the internal system is defined by
a Finite State Machine (FSM). The FSM defines the state
and substate of the interaction between an Agent and the
Manager, for example, the state of connection, association,
and operation. CM also defines the entry, exit, and error
information that may occur during the process of data
transmission.
Taking into account that Java provides an efficient and
hardware-independent platform for building both enterprise
applications and portable-devices applications [25], it was
selected for the implementation of the X73 protocol stack
in order to provide system uniformity, distribution, and
portability. The main modules include an ASN.1 codec
library, Medical Device Encoding Rules (MDER), a message
sequence mechanism, and FSM. In addition to the Adapter
used for non-X73 sensors, a Gateway Agent sensor adapter
was implemented by using the rules engine, which supplements the X73 uHealth system with a distributed processing ability and personalized features through embedding a
lightweight Java-based Multiagent System (MAS).
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4.2. uHealth Data Processing Subsystem Based on Cloud
Architecture. In order to process the high volume of medical
message flows in the cloud, an efficient storage strategy has
been developed and implemented with a O(1) disk storage
cost. The proposed cloud architecture consists of a distributed
message module, a distributed real-time computing module,
and a distributed log collection module, which are implemented based on Kafka [26], Storm [27], FlumeNG [28],
and Hadoop [22]. Figure 6 shows the architecture of the
distributed data processing subsystem in the X73 uHealth
system.
4.2.1. Message Queues Module. In the X73 uHealth system,
it is necessary to develop a high-throughput distributed
message queues module to satisfy the high volume of user’s
requests. Kafka [26] is an open-source software, which
improves the processing performance and extensibility by
lowering the complexity of the message queue system and
thus meets the requirements of the X73 uHealth system.
Kafka uses ZooKeeper [29] to coordinate and manage the
relationship between the producer, broker, and consumer.
Besides, Kafka implements an automatic load balancing
technology based on the Zookeeper.

4.2.2. Real-Time Computing Module. In the X73 uHealth
system, an efficient computation of a complex medical data
is often needed in a timely manner. For instance, the system
should be able to process messages in the range of one
million per second. Storm [27] can meet this demand. It
is an open-source, distributed, and fault-tolerant real-time
computing system. Storm receives real-time medical data
from the message queue, compares it with various predefined
health parameter thresholds, and monitors the patient’s state
of health in real time. When one of the medical parameter
values continues to deviate abnormally, the system can
intelligently send a health-warning information to the patient
and concerned family members for the purposes of disease
prevention and illness treatment in real time.
4.2.3. Log Collection Module. In order to minimize the
potentially large amount of log data in the X73 uHealth
system, a robust and reliable fault-tolerant distributed log
collection module is required. FlumeNG [28] is a reliable
open-source, log collection system, which can satisfy this
system requirement. FlumeNG serves as a link between
the distributed data collecting component and Hadoop data
center in this system.
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4.2.4. Hadoop Data Center. The X73 uHealth Hadoop cluster
includes one master node and a number of slave nodes [30].
The master node consists of a Name Node and a JobTracker;
the slave node consists of a Data Node and a TaskTracker.
Figure 7 shows the structure of the X73 uHealth Hadoop
cluster.

5. System Implementation
5.1. X73 uHealth Sensor Node Implementation. As explained
before, the X73 standard is mainly composed of three parts—
DIM, SM, and CM. The following subsections provide implementation details of each of these.
5.1.1. Domain Information Model (DIM). DIM defines the
object model of the X73 standard. In our implementation,

DIM is an abstract class, which includes MDS, Metric,
PM Store, PM Segment, and Scanner subclasses. Figure 8
shows the UML diagram of DIM.
MDS represents specific medical equipment. For instance, its subclass MDS 10404 represents a Pulse-oximeter.
One MDS uniquely identifies an Agent in the entire
system. The Agent provides information to the Manager by
the MDS internal attributes. MDS contains some Metrics,
Persistent Metric Store (PM Store), and other objects. The
Metric class is the base class which is used to represent
all the measured values, Agent status, and contextual data
object. PM Store is the data collected by the Agent, which
is composed of metadata objects and PM-Segment objects.
Persistent Metric Segment (PM Segment) contains metadata
and zero or more entity objects. Each entity object consists of
one or more measurement elements. The Scanner observes
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the measurement data, encapsulates it to an event, and sends
it to the Manager.
5.1.2. Service Model (SM). SM is used to exchange data
between an Agent and the Manager. Message exchange and
command execution mechanisms are provided, that is, the
connecting and disconnecting messages, behavior message,
data message, event, and so forth.
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5.1.3. Communication Model (CM). CM defines the communication between an Agent and the Manager, which is an
important part in the X73 system. A FSM is used to describe
the state transitions of the Agent and Manager (Figure 9).
Another role of CM is to change the DIM’s abstract data
model to transfer syntax. With the Medical Device Encoding
Rules (MDER), mapping of DIM Java objects to an ASN.1
binary format (or vice-versa) is achieved.
The state class is the parent class of the Disconnected
and Connected states. When an Agent is initiated, it is in
Disconnected state. This state identifies that the connection
between the Agent and the Manager has not been established
yet. After connecting, the Agent will receive a Transport
Connection Indication from the transport layer and the state
changes to Connected. As long as there is an established
transport connection, the Agent would be in Connected state
all the time. This state includes four subclasses—Associating,
Disassociating, Unassociated, and Associated. When the
Agent wants to release the current association, it would send
an Association Release Request to the Manager, and then
will enter the Disassociating state. In the case of timeout,
the Agent will send an Abort Request to the Manager, and
then will enter Unassociated state. If operating normally, the
Agent would always be in Associated state, which includes
two subclasses—Operating and Configuring. If the Manager
recognizes the configuration information sent by the Agent,
it will send an Accept Response back to the Agent. Then the
Agent enters the Operating state. When the Manager cannot
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Figure 11: The Drools operation in the X73 Sink node.

identify the configuration information, it will send back an
Accepted-Unknown-Config Response, and the Agent will go
to the Configuring state.
The relationship between DIM, SM, and CM is depicted
in Figure 10.
5.1.4. Rule Engine. Drools [32] is an open-source Java
rule engine platform developed by JBOSS (http://
www.jboss.org/overview/) and enhanced by im-plementing
the Rete algorithm for object-oriented systems with the
forward chaining excitation method. It is well suited to act
as a rule engine API in this middleware. Figure 11 shows the
Drools operation in the X73 Sink node. With this interface
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high performance and throughput. Kafka and FlumeNG are
the main components of the system.
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Figure 13: The use of Kafka in the X73 uHealth system.

design pattern, when a new rule is introduced in the system,
the latter does not need to be recompiled. This ensures
loose-coupling of the system.
5.1.5. Gateway Agent. The Java Agent Development framework (JADE) [33]—a FIPA specification compatible opensource software framework—is adopted to implement the
X73 uHealth system as a MAS with a distributed ability. An
agent platform is running on the log data node (c.f. Figure 2).
It provides an agent management system (AMS), a directory
facilitator (DF), and message transport services. The gateway
agent operates in mediator mode, that is, the JADE container
is split into a front-end (running on the mobile personal
server) and a back-end (running on the log data node).
Figure 12 shows the JADE architecture of the X73 sink node.
5.2. BASN Data Processing Subsystem Implementation Based
on Cloud Architecture. The main goal of using a distributed
message queue in this architecture is to free up the web
server from the analytical data processing and objects creating, which are both time- and resource consuming. The

5.2.1. Kafka. Kafka performs a Buffer role between the web
server and FlumeNG. The Message Producer is written in Java
and deployed on a Tomcat server. The Producer processes
data in an asynchronous nonblocking way. After receiving
data from the Android client, the Producer would first cache
it in the memory, and then when the triggering moment
occurs or the number of messages reaches the preconfigured
threshold, it would send all messages in a batch. The adoption
of the asynchronous processing and the batch sending mechanism can greatly improve the Kafka system’s throughput and
network utilization. Figure 13 illustrates the use of Kafka in
the X73 uHealth system.

5.2.2. FlumeNG. To guarantee reliability and fault tolerance
of the whole system, the FlumeNG is built with a FailOver
architecture. Every Kafka consumer runs a flumeMainClient
Agent on a machine; at the same time another flumeBackupClient Agent runs on a backup machine. When flumeMainClient Agent fails, the client’s data stream can be redirected
to flumeBackupClient Agent transparently. The data collected
from the FlumeMainClient or flumeBackupClient would be
sent to the remote flumeMainCollector Agent. Similarly to the
flumeMainClient Agent, the flumeMainCollector Agent also
has a flumeBackupCollector Agent, which runs on a backup
machine. In case of abnormal operation of the flumeMainCollector program, the flumeMainClient’s or flumeBackupClient’s
data flow would also be automatically redirected to the
flumeBackupCollector Agent. In addition, each Channel in the
Agent is implemented with a FileChannel, so as to ensure
that a message lost will not happen when the Agent operates

10

The Scientific World Journal
192.168.1.254
ﬂumeMainCollector
agent

127.0.0.1
ﬂumeMainClient
agent
AvroSource

AvroSource

AvroSink
FileChannel

Kafka
consumer

HdfsSink
FileChannel

AvroClient
192.168.1.253
ﬂumeBackupClient
agent
AvroSource

AvroSource

AvroSink
FileChannel

Data stream

Hadoop
data center

192.168.1.255
ﬂumeBackupCollector
agent
HdfsSink
FileChannel

FailOver data stream

Figure 14: The architecture of FlumeNG in X73 uHealth system.
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Figure 15: The UML Diagram of the X73 uHealth Cloud Architecture.

abnormally. Figure 14 shows the use of FlumeNG in the X73
uHealth system.
The UML diagram of the X73 uHealth cloud architecture
is shown in Figure 15. The operation of the HBase is encapsulated into a HealthDao Java object, which provides APIs for
the whole system thus making the HBase easy to use. In the
Kafka part, the healthSpout is the key object. The consumer is
initialed by this object with predefined properties. The output
of Kafka is directed to Storm for real-time computing and
to FlumeNG for saving. In the Storm part, a HealthTopology
uses Map/Reduce to operate on the Bolt object and saves the
results on the HBase database.

6. Results
6.1. X73 uHealth-Based Application. On the client side, various medical sensor nodes (such as pulse oximeter, blood
pressure monitor, weighing scale, glucose meter, activity hub,
etc.) send data to an intelligent terminal equipment, such as
a mobile phone, a set-top box, and so forth, which provides
an IEEE 11073 software adapter service. The gathered data is
then transmitted to a remote cloud computing center. On the
cloud side, the uHealth service provider may provide APIs
for corresponding data mining, that is, searching for all kinds
of potential medical threats or diseases and sending analysis
information to doctors, community service staff, health
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Figure 16: The architecture of the X73 uHealth application.

oximeter was used as a medical sensor device (Figure 17). For
communication with the middleware, an X73 adapter was
used to ensure compatibility. In the future, a pure HTML5compatible UI application will be developed to replace the
Android application.

Figure 17: The X73 uHealth system testbed prototype.

and fitness service system, and so forth. The X73 uHealth
based application consists of five layers (Figure 16).
The designed ISO/IEEE 11073 based healthcare middleware was tested on an Android mobile phone. A pulse

6.2. Performance Evaluation of X73 uHealth Cloud. To evaluate the performance of the X73 uHealth cloud component,
a client generation of data was simulated and the results
were collected through a script. The whole setup included
two Kafka distributed message queue servers, two FlumeNG
Agent servers, three Storm clusters composed of six servers,
and a Hadoop cluster composed of six servers. Each server
was installed on an Intel XEON PC with E5620 CPU and 8 GB
memory. The message size was set to 300 bytes.
During the tests, the clients send 10,000,000 messages to
the cloud. The cloud thread concurrency (X) is 10 (1,000,000
messages/thread), 25 (400,000 messages/thread), 50 (200,000
messages/thread), 75 (133,333 messages/thread), 100 (100,000
messages/thread), 150 (66,666 messages/thread), and 200
(50,000 messages/thread), respectively. Test results are shown
in Figure 18 for each of the five conducted tests (Table 1).
Test 1 shows that when the number of concurrent threads
grows from 10 to 75, the throughput of the system is increasing. The maximum throughput reached is 165800 messages
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Figure 18: The performance of the X73 uHealth cloud: (a) the number of processed messages per second in each test for different threads;
(b) the average number of processed messages per second for different tests.

Table 1: The number of Kafka Brokers and Storm Supervisors used
in each test.
Test Number
1
2
3
4
5

Kafka Brokers (KB)
KB = 1
KB = 2
KB = 2
KB = 3
KB = 4

Storm Supervisors (SS)
SS = 1
SS = 2
SS = 3
SS = 3
SS = 4

however, is not significantly increased compared with test 2,
and the peak of throughput does not exceed that of test 4.
The above test results clearly demonstrate that the number of Kafka Brokers and Storm Supervisors used in the
X73 cloud will influence the performance of the system. The
optimal number of Kafka Brokers and Storm Supervisors will
depend on the size of the clusters and messages used, and as
such can be found for each particular case.

7. Conclusion
per second. However, for the number of threads more than
75, the system throughput gradually decreases to 103240
messages per second (with 200 threads).
In test 2, the number of Kafka Brokers and Storm
Supervisors is two times that of test 1. The average system
throughput reached is about twice the throughput of test 1,
and the throughput slightly fluctuates with increasing the
number of threads.
Compared with test 2, test 3 only uses one extra Storm
Supervisor. The increase of the system throughput is not
significant, but the fluctuation of the throughput becomes
very obvious with increasing the number of threads.
In test 4, the number of Kafka Brokers is increased
by one, compared to test 3. When the number of threads
increases from 10 to 100, the system throughput shows an
increasing trend. The throughput reaches a maximum of
334700 messages per second when the number of threads is
100. However, as the number of threads continues to increase,
the throughput sharply decreases.
In test 5, the number of Kafka Brokers and Storm
Supervisors is two times that of test 2. The system throughput,

The design of a cloud-based X73 uHealth system has been
presented in this paper. The system consists of a “big data”
producer part and a “big data” consumer part.
In the producer part, a body sensor area network (BASN)
produces a set of medical data for its corresponding patient.
Each such network contains a number of small wireless
medical sensors and a Sink node. To provide a plug-andplay environment for heterogeneous medical sensors which
use different communication protocols, the system was developed based on the ISO/IEEE 11073 personal health data
(PHD) standards. It works as a multiagent system (MAS) to
provide intelligent collection of medical data from wireless
sensors attached to the human body and subsequently to send
the gathered data to a log data node based on the Always
Best Connected and best Served (ABC&S) communication
paradigm.
In the consumer part, a cloud-based architecture consumes the “big data” generated by the BASNs. It includes
a Kafka-based distributed message module for caching of
data by providing a load balancer and a high-throughput
mechanism. A Storm-based distributed real-time computing

The Scientific World Journal
module is used for data processing, providing real-time
monitoring of the “big data,” and serializing useful data to
an HBase distributed database. To save all medical data to
the database, a FlumeNG-based distributed log collection
module is used for storing the “big data” on a Hadoop data
center.
The evaluation of the system performance confirms the
system’s high throughput and scalability allowing the processing of larger amount of data by increasing the number of
cluster nodes. In addition, the system supports real-time data
processing for urgent alerting and offline data processing for
data mining.
This study may serve as a practical use case of utilizing
an open-source distributed framework for solving patients’
health problems, and as a model to solve the problem of “big
data” collection. It could be used as a reference for “big data”
processing in other fields as well.
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The design of a service-oriented architecture for multisensor surveillance in smart homes is presented as an integrated solution
enabling automatic deployment, dynamic selection, and composition of sensors. Sensors are implemented as Web-connected
devices, with a uniform Web API. RESTdesc is used to describe the sensors and a novel solution is presented to automatically
compose Web APIs that can be applied with existing Semantic Web reasoners. We evaluated the solution by building a smart Kinect
sensor that is able to dynamically switch between IR and RGB and optimizing person detection by incorporating feedback from
pressure sensors, as such demonstrating the collaboration among sensors to enhance detection of complex events. The performance
results show that the platform scales for many Web APIs as composition time remains limited to a few hundred milliseconds in
almost all cases.

1. Introduction
As a result of the falling birthrate and the increased life
expectancy, the world’s population is aging [1]. This aging
population and a shift in the burden of illness from acute
(infections and injury) to chronic conditions (e.g., asthma,
epilepsy, and heart disease) drive up health costs and create
a generation of people living with long-term illness and
disability. In order to cope with the impact of chronic
diseases, disability, or aging, patients are discharged earlier
from hospitals, receiving care in their own homes. They have
to rely on surveillance services to monitor their health and
on assistance when needed. This patient-centered concept of
bringing care from the hospital to the patient at home aims
to significantly reduce healthcare expenses [2]. Furthermore,
the patient-centered concept of living longer independently at
home also fulfills the growing social desire for a better quality
of life. As “home” for the elderly is a place full of memories
where they like to spend their time, equipping this location
with advanced electronics and sensors allows them to live
independently in their preferred environment.
These so-called “smart homes” are especially equipped
for remote monitoring, care delivery, and early detection of

health problems, serving especially elderly and people with
disabilities. To achieve this, nonobtrusive embedded objects
and sensors surround the inhabitants of these smart homes
and recognize individual users and their situational context.
The sensors either measure simple ambient conditions or capture video related to the environment surrounding the sensor.
Examples include temperature sensors, camera monitoring
sensors, light sensors, presence and weight sensors, toilet
flush sensors, automated switch-offs for dangerous devices
such as cookers and stoves, and visitor identification cameras.
Processing the signals from the different sensors reveals
some properties about objects located and/or events happening in their vicinity. However, sensors typically exert no effect
on each other, which is a suboptimal mode of operation. Each
sensor stands on its own, delivering information without
taking into account feedback from other neighbor sensors,
imposing a lot of restrictions to smart homes. Additionally,
optimizing the reliability of information retrieved from single
sensors has led to intensive research in the past few years,
yet has reached its limits [3]. Therefore, to further improve
the support people get from sensor systems in their everyday
lives, collaborative gathering and processing of sensor data
become necessary. This way, the available information and

2

The Scientific World Journal

intelligence of all sensors can be fed back to each of them
in order to optimize their functionality. For example, when a
visitor needs to be identified, or a demented patient must be
monitored, the smart home platform can dynamically switch
to infrared video sensors under bad illumination conditions
or use another video processing algorithm in response to
changes in movement, temperature, or lighting.
The combination of sensor information within a smart
home platform is a promising approach in order to enhance
the detection and interpretation of advanced events, and also
the topic of this paper. Unfortunately, it also comes with
a number of problems [4]: by combining sensor data, the
amount of available data rapidly increases. Therefore, the
following challenges need to be tackled in order to cope with
such an amount of data:
(i) representation of the sensor data: different sensors
communicate their results through different protocols
and represent their data in different formats, resulting
in a huge heterogeneity in terms of sensor data
representation;
(ii) finding relevant sensor data: not all sensors can be
combined with each other, which implies that we need
to investigate which sensor combinations make sense
and how this can be expressed;
(iii) performance issues: since smart homes have to deal
with a large amount of sensor data, possible performance issues need to be anticipated during the
detection and interpretation of events.
Current smart home solutions use different, proprietary,
or noncompatible technologies that hinder mass-market
development [5–7]. To overcome this issue, the serviceoriented architecture for multisensor surveillance in smart
homes (SAMuS), presented in this paper, adopts the Internet of Things vision and implements the sensors as Webconnected devices having a uniform Web API. This way, all
“things,” that is, sensors, are connected with similar technology, serving as “gold standard” solving current barriers in
mass-market adoption of smart homes. Moreover, advanced
reasoning and interpretation strategies can be applied to the
fusion of the sensor data, allowing combining information
between video sensors (cameras) and other nonvideo sensors
(such as temperature, sound, and heart rate). This in turn
enables an enhanced functionality of the sensors by allowing
them to detect complex events that currently remain undetected. As a result, the surveillance and care delivery services
within a smart home platform can be significantly improved.
For example, for demented patients having difficulties in
remembering the steps in doing everyday activities such as
washing their hands, the smart home platform will monitor
their movements and if the patient does not pick up the
soap, it gives instructions or shows video demonstrations.
Additionally, the platform can identify visitors, automatically
switch off dangerous devices when needed, and log everything in order to reassure the patient and help him recall
memories which will lead to long-term retention of memories
in the end. The smart home platform also allows the patients

to be monitored and supported by caregivers and family
remotely.
The remainder of this paper is structured as follows.
Section 2 gives an overview of the related work on smart
homes. In Section 3, the SAMuS platform is presented,
more specifically the architecture overview, internal design
issues, and broker components. In Section 4, the SAMuS
platform is evaluated by creating a smart Kinect sensor able
to dynamically switch between IR and RGB and optimizing
person detection by incorporating feedback from other sensors. Performance results on scalability are presented as well.
Finally, we highlight the main conclusions of this work in
Section 5.

2. Related Work
Smart homes are a long way from maturity. Although under
development for decades now, smart homes have barely
made it out of the research labs [6–8]. The idea of smart
homes comes from the earlier work on home automation
focusing on, for example, indoor climate monitoring [9]
or minimizing energy consumption [10]. The MavHome
project [11] defines the smart home as an intelligent agent
supervising and trying to improve the users’ life quality,
while keeping in mind ecological factors such as decreasing
water consumption. MavHome uses CORBA as underlying
technology to connect all the software services and data
mining to reduce the database size. The Amigo Project [12]
and the Service Centric Home [13] aim at the development
of middleware that integrates heterogeneous systems and
appliances to achieve interoperability between services and
devices [8].
Due to the opportunities of combining sensor information within a smart home platform, multisensor surveillance
in smart homes has also been the subject of many researches.
The ACHE smart house architecture [10] uses basic sensors,
limited to switching on/off, temperature readings, and door
open/closed values. All sensor values are processed centrally
to define occupancy patterns and adapt the environment to
improve the inhabitants’ comfort. Neural networks are used
to predict future states of the home. Also in [14], simple state
sensors are used in combination with pattern recognition and
classification algorithms based on naive Bayesian network to
detect simple activities like toileting and bathing. Regardless
of the suboptimal training method used for the activity
recognition, it is shown that it is possible to recognize
complex actions with simple sensors.
Finally, the Gator Tech Smart House project [15] uses
a service-oriented architecture approach to connect all the
sensors and actuators in the smart home. The layered architecture is based on OSGi, where the OSGi bundles contain
the definitions of services a particular sensor or actuator
can offer. The services can be composed into new, more
complex services, and an ontology describes every device in
the house, ensuring the services use compatible values while
communicating.
These solutions illustrate the potential of smart homes
and multisensor surveillance. Not surprisingly, numerous
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Figure 1: High-level architecture of the SAMuS multisensor surveillance platform.

companies compete and cooperate to produce devices and
sensors that will help consumers achieve longer living independently. However, despite the complexity of the market, a
clear concern is emerging that the market will not grow to
its full potential if current barriers, as a result of the different
and noncompatible technologies used, remain [5]. Therefore,
the sensors within the SAMuS architecture are implemented
as Web APIs; a general approach, not limited to OSGi
or any other (proprietary) technology, allowing combining
information between sensors and detecting complex events
that currently remain undetected.

3. Design of the Multisensor
Surveillance Architecture
The aim of this research is to design a platform for multisensory surveillance. A wide range of applications can benefit
from combining visual, audio, and other sensor information.
Examples are office or airport security and human tracking,
fire detection [16], traffic control systems, advanced health
care delivery and assistance to elderly (the use case of
this paper), and industrial process control and condition
monitoring. In these applications, multimedia support has
the potential of enhancing the level of information collected,
enlarging the range of coverage, and enabling multiresolution
views.
In the subsections below, it is explained how the SAMuS
platform tackles the challenges that were listed in Section 1.
Furthermore, the SAMuS platform also takes into account the
following requirements.
(1) Human-platform interaction for deploying new sensors should be straightforward, allowing for massmarket adoption of smart homes.
(2) Because the system may be deployed in highly flexible
environments, on-the-fly addition and removal of
components and sensors are preferred.

(3) The platform needs to be generic in the sense that
it should be possible to plug in new components,
independent of implementation languages, operating
systems, and hardware.
(4) The platform needs to be scalable so it can handle
complex sensor collaborations.
3.1. Architecture Overview. Figure 1 presents the high level
architecture of the SAMuS multisensor surveillance platform
that enables integration of sensors (video and nonvideo
sensors) using a broker architecture (SAMuS broker) in order
to enhance the sensors’ functionality and detect advanced
events.
The complexity and heterogeneity of these multisensor
surveillance systems, where various kinds of sensors need
to cooperate while having widely diverse characteristics,
directly map onto the service-oriented architecture pattern.
These service-oriented architectures benefit from loosely
coupled modularity, interoperability, flexibility, and reusability. Therefore, the SAMuS platform is designed based on
the principles of service-oriented architectures, wherein all
components, including sensors, are implemented as services.
More specifically, the SAMuS platform is built around a
broker that is able to discover available sensors and services
(service discovery component), select and compose sensors
(composer and reasoner component), and process the data
and sensor flows in order to facilitate multisensor surveillance
(flow executor component).
By using the generic concepts of service-oriented computing and brokering, the platform presented in this paper
is not restricted to healthcare monitoring in smart homes but
acts as a generic communication system in which sensors and
services can easily be plugged.
A SAMuS platform prototype as well as some prototype
sensors and processing services has been implemented in
the iLab.t HomeLab and is currently evaluated. Below is an
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overview of the main internal design details and the broker
components.

this description as a resource that can be discovered by
describedBy links.

3.2. Choosing the Service Style. In view of the broad support
for Web services, they are perfect for implementing the
service-oriented architecture and the integration of heterogeneous software components since applications can easily
be distributed and they expose well-defined functionality as
a Web service. The Web service technology enables thus the
required integration for the SAMuS platform.
Two main Web service style architectures exist, SOAP and
REST. The implementation of services in the SAMuS platform
is done using the REST style architecture for two reasons.
First, REST offers a lightweight communication compared to
SOAP [17] as there is no need to build, process, and send
long XML files; only the resource is transferred. Second,
implementing a Web service on a sensor hardware platform
cannot require much computing power. As implementing a
REST service only requires HTTP functionality, this is more
simpler than implementing a SOAP service on a device with
limited capabilities.

3.4. Service Discovery. In order for the SAMuS platform to
be able to discover the available sensors and services, the
platform can (i) hardcode the URIs, which is of course not
very flexible and maintainable, (ii) use a dedicated service
registry that collects all information on the different services
but requires changes to be posted to the registry, or—the most
flexible and therefore chosen solution—(iii) use a discovery
mechanism such as Web linking [22].
A discovery mechanism based on Web linking is implemented in the service discovery component, benefiting from
the REST service already being a HTTP server, so only HTTP
GET calls need to be performed in order to send the RDF
descriptions of the service in return. The drawback of this
method, however, is that some entry point to the service
need to be advertised to the consumers (such as the base
URL), which is not a part of the specification. The discovery
algorithm first configures the REST server on the sensor
platform by reading a configuration file (e.g., on microSD
card). The configuration file specifies the paths that need to
be available and the HTTP request types to accept. Once
the Web server is set up, the initial root discovery problem
is solved by letting the sensor broadcast a “Hello” message
containing a hash of the sensor platform’s MAC and IP
address. The broker’s service discovery component picks up
the broadcasted messages and does GET or HEAD requests
to the according IP address, returning the descriptions and
discovering all available options. If no request has been done
by the broker within a certain amount of time, the sensor
broadcasts the message again.

3.3. Describing the Services. It is impossible to make different
sensors and services interoperate if there are no agreements
or guidelines on how communication should happen. The
coordinating SAMuS platform can only select sensors and
services based on their capabilities in presence of a formal
description detailing their preconditions and postconditions.
Not only for selection, but also for support of dynamic
sensor and service composition, the services, its inputs and
outputs, and its functionality need to be described in an
unambiguously and machine-understandable way.
Different possibilities and standards exist that offer service description. The verbose WSDL is one of the oldest
ways to describe services; version 2.0 supports describing
REST services. ReLL [18] XML File improves WSDL by
adding different representation possibilities to a resource and
allowing converting to RDF triples. Finally, RDF [19] also
allows describing resources and has a natural compatibility
with REST. RDF can also define the semantic value [19] of a
resource.
As WSDL does not provide the means to capture the
functionality of a service, it cannot offer automatic service
discovery at runtime. ReLL is an XML-based standard and
thus uses too many resources on the sensors. However, RDF
is a universal resource description framework and the best
choice for this platform. The RDF language can describe a
service in full detail with far less lines than would be needed
in an WSDL or ReLL document. Also, with RDF being a
framework, different other framework components (such as
support for semantics and ontologies) can be used.
RESTdesc [20] is an implementation of the RDF principles, allowing describing services and using semantics and
using Notation 3 (N3, [21]). An example RESTdesc service
description of a light sensor can be found in Listing 1,
using the N3 notation. A GET request to the /lightValue
path gives the light sensor’s value, representing the lighting
condition of the environment. The sensor platform provides

3.5. Service Semantics and Ontology. Semantics provide a
uniform way to describe what the data really represents. This
is done by referencing to namespaces containing a general
understanding of what the data represents and its properties,
this way making the data machine-readable without losing
the human-readable advantage. This way, data of one sensor
can be reused by other types of sensors, reasoning techniques
can be applied onto the aggregated sensor data, and advanced
semantic service matching and composing techniques can be
used to automatically combine different sensors.
Although the value of semantics in service-oriented
and broker architectures is recognized, the concept is still
challenging and a lot of research remains. Different possibilities and standards exist that offer service semantics.
SAWSDL [23] provides WSDL-based semantic annotations
and allows adding semantics to a REST service. The annotation mechanism also supports integration of RDF and Web
Ontology Language (OWL) statements, providing a simple
implementation of ontologies. However, as short RDF-N3
descriptions are chosen to describe the services, SAWSDL
is not an option. Semantic Annotation for REST (SAREST)
is another annotation language to describe REST services
[17]. The problem, however, with SAREST is that semantic
descriptions need to be distributed to service consumers.
With REST services offering data as a resource, a client
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{
?sensor a sensor:LightSensor.
}
=>
{
:request http:methodName "GET";
http:requestURI "/lightValue/";
http:resp [http:body ?value
].
?sensor environment:lightingCondition ?value.
}.
Listing 1: A RESTdesc description of a light sensor.

Camera

Position (x, y, width, height)
Face (x, y, width, height)
Face (bitmap)
Eyes (x, y, width, height)
Eyes (bitmap)
···

Light intensity (“light”/“dark”)

Pressure (Boolean)
Pressure (x, y)

Reasoning module

Figure 2: Abstract schema of communication between broker’s
reasoning module and Kinect camera.

must specifically seek a description on a well-defined link,
before being able to consume the service properly. A third
option is the RDF framework, providing RDF semantics and
allowing semantic descriptions to be written in RDF-XML or
plain text RDF format. Finally, the OWL-S [24] specification
(based on the former DAML-S standard) defines two types of
possible expressions: descriptions of rules (defined in SWRL
[25]) and description of parameters (defined in either XML
or non-XML based markup). With OWL-S descriptions, a
lot of data is generated to describe a single simple service.
It allows describing complex services and structures in a
readable way, but it is hard to set up this description. The
RDF framework, on the other hand, allows descriptions to
be in non-XML based markup, making it the right choice
for our surveillance platform. The ontologies are expressed in
OWL. This allows ontological constructs to interact with the
semantic RDF descriptions of the services. For instance, the
fact that a thermocouple is a subclass of a temperature sensor
allows deciding that a thermocouple can be used whenever a
temperature sensor is required.
3.6. Sensor Collaboration. Semantics describe the measured
values of the sensors. When multiple sensors are available
in the network, it becomes really interesting when they can
cooperate. For example, as healthcare monitoring should
work day and night, in all kinds of lighting situations, the
value of the environment lighting condition can be used to
decide if RGB images or IR images should be used. Using the

data from the light sensor, the broker’s reasoning module can
warn the camera for bad lighting, making the camera change
to the IR stream and continue analyzing the images.
However, dynamic composition and integration of sensors and services is challenging and the topic of many
research studies as it is still very difficult to put into practical
use [26]. Therefore, a novel solution to automated composition of Web APIs is developed and used that does not
require new algorithms and tools and can be applied with
existing Semantic Web reasoners. Those reasoners can easily
incorporate external sources of knowledge such as ontologies
or business rules.
To achieve a proper analysis of which services can be
composed, a reasoner component is implemented in the
broker that takes all the descriptions of the sensors as input
and provides a composition that matches a certain goal. In
order to do so, the composer module transfers all collected
resources (i.e., service descriptions) to the reasoner, along
with a goal to achieve. An example goal could be the
following:
?sensor environment : lightingCondition ?value.

When all the data is processed by the reasoner, the
reasoner outputs the path to follow in order to achieve
the goal. Since a composition is equivalent to a proof [27],
creating a composition that satisfies a goal comes down
to generating a proof that supports the goal. Inside this
proof, the necessary Web API calls will be incorporated as
instantiated rules, containing the various HTTP requests that
need to be done.
In our case, the Euler Yap Engine reasoner (EYE) is
used, a backward-chaining reasoner enhanced with Euler
path detection, as it allows for very fast processing of all
the descriptions and generates answers in a performant way.
EYE accepts input descriptions in the N3/Turtle format and
returns a proof in N3. As N3 contains constructs that are not
supported in Turtle, we developed a parser that changes the
proof notation so it fits existing Turtle parsers such as Jena
(the one used here). Note that the solution is not limited to the
EYE reasoner; any reasoner with proof support can be used.
More detailed information on this approach to Web API
composition can be found in [27]. The evaluation in Section 4

6

The Scientific World Journal

Detection (%)

0.150
0.100
0.050
0.000
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Average histogram intensity
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64
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0.70
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0.40
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Table 1: Typical durations of configuration steps.
Eye detection (%)

RGB versus IR histogram

0.200

RGB detection
IR detection

Figure 3: Comparison of hit rates for RGB and IR images in different
lighting situations.

indicates that proof-based composition is a feasible strategy
today.
3.7. Executing the Sensor Flows. As already stated, a custom
parser was developed to process the generated proof by
transforming the formulas so that the Jena parser is able to
read the output. The HTTP flow is derived from the formulas
describing HTTP requests and the flow executor component
then executes the actual requests. To execute the composition,
the following algorithm is applied.
(1) Find the next Web API call whose required parameters are available, that is, literal values or placeholders
that have been filled out in steps 2 and/or 3.
(a) If no calls are pending, the composition has
been executed and the goal is reached. Go to step
4.
(2) Execute the Web API call with the parameter values
and augment the state with the retrieved values.
(a) If the call fails, a new composition must be
generated, starting from the current state but
explicitly excluding the failed API as a possibility.
(3) Make inferences on the new state using available
background knowledge. These inferences can possibly fill out placeholders in pending calls. Go to step
1.
(4) The composition has been executed and the goal has
been reached (event detected).

4. Evaluation
The SAMuS platform design supports a user-friendly sensor
deployment: whenever a new sensor needs to be deployed in
the SAMuS platform, the only configuration required is the
configuration file for the sensor platform as the remainder of

Initial start-up and broadcast procedure

10 s

Read out and save sensor description

4.3 s

Composing the descriptions
Flow execution overhead

See Table 2
50 ms

deployment is automated, resulting in minimal required user
interaction and solving the first requirement. As deploying
a new sensor can be done in a dynamic way so that the
platform and current services can continue working, the
second requirement is also fulfilled. By using a serviceoriented architecture and Web APIs, the platform is generic,
independent of implementation languages, operating systems
and hardware, fulfilling the third requirement. Finally, to
test if also the fourth requirement (scalability) is fulfilled, a
SAMuS platform prototype as well as some prototype sensors
and processing services has been implemented.
The sensor hardware platform, used to connect the actual
sensor devices to the SAMuS platform, is based on Netduino
Plus devices, which are standard Netduino boards with
onchip .NET framework and on-board debugging capabilities, extended with an on-board Ethernet port and an opensource TCP/IP stack. Implemented sensors are (i) a light
sensor, using a simple photoconductive cell changing its
resistance according to the amount of light that is perceived
(ranging from 1 kOhm for bright light to 10 kOhm for
darkness), (ii) a pressure sensor, more specifically a flexiforce
pressure or piezoresistive force sensor, changing resistance
according to the amount of force applied to the sensor
(ranging from 300 kOhm when pressing hard to infinity for
no pressure, and (iii) a video sensor, more specifically a
Kinect camera providing RGB, IR and depth images. Kinect
uses projected speckle patterns in near-infrared light to
determine the depth of any given scene. For the Kinect sensor,
different algorithms (e.g., for different environment lighting
conditions) were implemented to detect faces and eyes.
In order to test platform operation, a smart Kinect sensor
is created by coupling three simple sensors (light, pressure,
Kinect), this way being able to dynamically switch between IR
and RGB and optimizing person detection by incorporating
feedback from pressure sensors. The test case is as follows:
(i) Depending on the light intensity in the room, the
Kinect can use IR images instead of RGB images.
(ii) If the Kinect camera was not able to detect a user, the
reasoning module can still ask to check the presence
of a person for example, if a pressure sensor has
reacted. In that case, the camera will try to detect a
face or eye in the whole scene.
(iii) Depending on the position of the user and the data
from other sensors, the camera can switch between
two algorithms to perform a standard, quick detection algorithm or a more advanced algorithm. More
advanced algorithm takes too much time to be used
for every frame but have a much higher detection rate.
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Table 2: The reasoner component manages to create even lengthy compositions in a timely manner (average times of 50 trials).
Number of APIs 𝑛
𝑑 = 1 dependency
Parsing
Reasoning
Total
𝑑 = 2 dependencies
Parsing
Reasoning
Total
𝑑 = 3 dependencies
Parsing
Reasoning
Total

2

4

8

16

32

64

128

256

512

1,024

53 ms
2 ms
55 ms

53 ms
4 ms
57 ms

54 ms
5 ms
58 ms

55 ms
7 ms
62 ms

58 ms
11 ms
70 ms

64 ms
20 ms
84 ms

78 ms
43 ms
121 ms

104 ms
77 ms
181 ms

161 ms
157 ms
318 ms

266 ms
391 ms
657 ms

53 ms
3 ms
56 ms

53 ms
6 ms
59 ms

59 ms
69 ms
128 ms

56 ms
41 ms
97 ms

60 ms
45 ms
104 ms

67 ms
56 ms
123 ms

85 ms
84 ms
169 ms

117 ms
174 ms
292 ms

184 ms
461 ms
645 ms

331 ms
1,466 ms
1,797 ms

53 ms
3 ms
57 ms

53 ms
12 ms
66 ms

68 ms
45 ms
114 ms

56 ms
49 ms
105 ms

61 ms
61 ms
122 ms

70 ms
99 ms
169 ms

90 ms
200 ms
290 ms

129 ms
544 ms
673 ms

208 ms
1,639 ms
1,847 ms

371 ms
6,493 ms
6,864 ms

This is just one example of the many possible situations
and functionalities that are supported. Figure 2 shows a
schematic overview of communication between the reasoning module of the broker and the Kinect camera for the
implemented test case. The reasoning module sends two
kinds of data:
(i) “Light” or “Dark” to allow the camera to switch
between IR and RGB;
(ii) The fact that the pressure sensor is pressed or not
(true or false) to force the camera to find a person
in the image if it is not tracking a user at that
time. The position of the pressure sensor (𝑥, 𝑦) when
it is pressed can also be of value to increase the
performance of the tracking and detection algorithms
by reducing the search area.
The camera sends information to the reasoning module
on:
(i) the position of the person in the scene (𝑥, 𝑦, width,
height);
(ii) the detected face (bitmap) or the position of the
detected face (𝑥, 𝑦, width, height);
(iii) the detected eyes (bitmap) or the positions of the
detected eyes (𝑥, 𝑦, width, height).
Figure 3 shows the resulting recall in RGB and IR
for varying lighting situations. As can be seen, the switch
between algorithms is best done at an average light intensity
between 35 and 45. To be sure to switch on time and still keep
the RGB range as big as possible, it was decided to switch at a
light intensity value of 40.
This way, once the camera module is turned on, the
broadcast is sent and the Kinect waits for responses from
the broker. The broadcast listener on the broker accepts the
broadcast from the camera and sends a GET request to the
camera for more information. Once connected, the camera
switches algorithms to stream IR images instead of RGB
images (and vice versa) using the threshold of 40 for light
intensity. We tested this by (un) covering the light sensor.

As can be seen in Table 1, initial start-up and broadcast
procedure takes around ten seconds (i.e. initializing the
sensor platform, configuring the web server and sending
the broadcast message). The time to process an actual
request for sensor data (i.e. read description, dynamic
composition, flow execution overhead) is around five seconds. So, operational sensors can be set up in seconds.
Video footage of the platform operation can be found at:
http://www.youtube.com/watch?v=jS 0YKgpwkU.
In order to prove the scalability of the SAMuS platform
(allowing more complex service compositions), we tested
the reasoner module’s performance when creating proofs
with varying length and complexity. The results, presented in
Table 2, are achieved for the broker running on a consumer
computer (2.66 GHz Intel Core i7, 4 GB RAM). The results in
the first column indicate that starting the reasoner introduces
an overhead of ≈50 ms. This includes process starting costs,
which are highly machine-dependent. Inspecting Table 2
from left to right, we see the reasoning time increases linearly
with the composition length n and remains limited to a few
hundred milliseconds in almost all cases, fulfilling the fourth
requirement. The absolute increase in reasoning time for a
higher number of dependencies d never crosses 200 ms for
small to medium values of n, but becomes larger for high
n.

5. Discussion and Conclusion
In this paper the design of a service-oriented architecture for
multi-sensor surveillance in smart homes is presented as an
integrated solution enabling automatic deployment, dynamic
selection and composition of sensors. Sensors can be added
with minimal administrator intervention.
The challenges for sensor integration were mentioned
in Section 1. These challenges were addressed in the design
process in the following way.
By adopting the Internet of Things vision and implementing the sensors as web-connected devices, sensors have
a uniform Web API (solving the representation of sensor
data challenge). RESTdesc is used to describe the sensors

8
and a novel solution is presented to automatically compose
Web APIs that can be applied with existing Semantic Web
reasoners (solving the challenge of finding relevant sensor
data).
The procedure used for sensor discovery (the broadcast
algorithm) allows for a platform independent implementation, independent of the choice of sensor platform (Netduino,
Arduino, embedded Linux, etc.). The modular approach of
the platform allows for easy alteration of functionality by
replacing services and/or modules.
By implementing sensors as web-connected devices with
a uniform Web API, barriers of current smart home solutions
are reduced. Moreover, thanks to advanced reasoning and
interpretation strategies, information between video sensors
(cameras) and other non-video sensors (such as temperature,
sound, heart rate, etc.) can be combined to detect complex
events that remain undetected in current smart home solutions.
The presented solution is not limited to a design study:
all platform components are implemented and integrated,
allowing an operational multi-sensor surveillance architecture providing sensors to be set up in seconds. We evaluated
the solution by building a smart Kinect sensor being able
to dynamically switch between IR and RGB and optimizing
person detection by incorporating feedback from pressure
sensors, illustrating the opportunities of the platform. Additionally, the performance results show that the platform scales
for many Web APIs (solving the performance challenge).
Although the proof-of-concept provides a fully operational platform, it is still merely the start. This platform is
meant to activate a new way of implementing smart sensor
networks in smart homes so scaling up the complexity
of sensor interactions is required, allowing more complex
service compositions.
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This paper presents an expert diagnosis system based on cloud computing. It classifies a user’s fitness level based on supervised
machine learning techniques. This system is able to learn and make customized diagnoses according to the user’s physiological
data, such as age, gender, and body mass index (BMI). In addition, an elastic algorithm based on Poisson distribution is presented
to allocate computation resources dynamically. It predicts the required resources in the future according to the exponential moving
average of past observations. The experimental results show that Naı̈ve Bayes is the best classifier with the highest accuracy
(90.8%) and that the elastic algorithm is able to capture tightly the trend of requests generated from the Internet and thus assign
corresponding computation resources to ensure the quality of service.

1. Introduction
The aging society is a continually growing and accelerating
trend [1]. According to a world population report from the
United Nations [2], there were approximately 810 million
persons aged 60 years or over in the world in 2012, and
this number will increase to more than 2 billion by 2050.
Moreover, the United Nations estimates that 40% of older
people live alone or only with a spouse. Among this older
population, frailty, a status of multiple systems declining,
producing negative outcomes (e.g., metabolic syndrome)
[3–7], is a prevalent phenomenon. To help older people
to counter this problem and have a healthier life, numerous studies have been proposed. In these studies, physical
activity has been validated as one of the most effective
and economical methods against aging [8–10]. It not only
helps older people against metabolic syndrome and mood
disturbance [11] but also enhances central nervous system
health and cognitive functions [12]. It is obvious that physical
activity has positive effects on health. However, moderate
activity requires specialized knowledge from experts; without

such knowledge, it will not enhance health status and may
even cause injury. Now, along with the trend of the aging
society, the fast-growing demands of physical activity can
be expected, so expert resources to satisfy these needs are
critical. Because expert resources are very limited and life is
priceless [13], more cost-effective and flexible methods are
required.
In recent years, cloud computing has been a hot topic.
Cloud computing delivers reliable and high-quality service to
users on a scalable and elastic infrastructure; it can be a set
of heterogeneous computing units organized together, but it
works like a homogenous single machine. Cloud computing
systems can be easily scaled up and down, so it provides
huge potential for solving complex problems and ensures
quality of service (QoS). In supervised machine learning
[14], a computing system automatically learns classification
logics from data that are manually collected by experts, and
when the learning is finished, the system runs intelligently,
like an expert, and thus can be treated as an expert system.
A traditional expert system is built on a single machine,
and it is no longer able to handle the enormous number
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of requests from the Internet. However, when an expert
system is combined with cloud computing, it can deal with
the massive demands from the Internet. In this paper, we
aim to provide an expert system on a cloud infrastructure.
This system provides fitness status diagnoses based on a
supervised machine learning technique, and it can also
automatically scale up and down based on a resource allocation algorithm for improving the QoS. The remainder of this
paper is organised as follows: Section 2 presents related work,
Section 3 describes the proposed system, Section 4 shows the
experimental results, and Section 5 draws conclusions.
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Physical activity is a critical factor in healthcare, and it has
direct relevance for mortality. According to a report from
the World Health Organization (WHO) in 2008, insufficient
physical activity is among the top four risk factors for
mortality. About 3.2 million deaths are caused by insufficient
physical activity, so it is recommended that people participate
in 150 minutes of moderate physical activity a week. Moreover, in regions with the most insufficient physical activity,
such as the Americas and the Eastern Mediterranean region,
almost 50% of women are insufficiently active, while the
prevalence for men is 40% [15]. However, a more detailed
survey conducted by Kokkinos in 2012 [16] indicates that,
although the threshold for a significant reduction in mortality
risk appears to be at a caloric expenditure of approximately
1,000 Kcal per week, this activity must be customised to meet
individual needs. It also indicates that the risk of death during
physical activity for a person with a sedentary lifestyle is
2.5 to 30 times higher than that of a person with habits of
regular physical activity. Given this supportive evidence, we
can see the urgency of providing customised and intelligent
healthcare services for users to monitor their physical status
and thus to enhance it for a better life.

from the patient’s physiological data through a decision
tree algorithm [21]. They proposed a system framework and
implemented a specific use case, using a decision tree to
detect systemic inflammatory response syndrome (SIRS). In
this system, clinicians no longer need to define static rules
nor modify them; they only need to identify whether the
patient has SIRS or not. Next, the physiological data of the
patient can be collected through an electronic sensor, and a
decision tree [22] can be applied to the physiological data
for rule learning. This system is more flexible and more
cost effective, which reduces the intervention of clinical
experts. In the research of Lo et al. [23], more complex
methods were used for daily diet recommendations. They
used micro sensors combined with RFID (radio-frequency
identification) to collect the daily vital data of a user, and
these vital data are examined by an expert and corresponding
diet suggestions are recommended for health management.
Then, several techniques, TF-IDF (term frequency-inverse
document frequency) [24], K nearest neighbor (KNN) [25],
latent semantic analysis (LSA) [26], medical ontology [23],
and the curative food stemming mechanism [23], are applied
for supervised learning. It is obvious that the trend of the
system design is moving toward self-learning based upon
data that are systematically collected with little intervention
of experts. However, we rarely see a self-learning system
proposed on the topic of physical fitness. Although Acikkar
et al. [27] proposed an expert system based on support
vector machine (SVM) [28] for detecting the fitness level
of the athlete; the data they used to train the SVM [28]
are inconvenient to measure for ordinary people (e.g., the
speed of the user and the grade of the user). Furthermore,
to the best of our knowledge, an expert system built on a
cloud computing scale is also rare. Current expert systems in
healthcare are still built on a single machine in a client-server
mode [29]. However, with the continually growing healthcare
requests, we believe that this mode cannot cover the future
demands and challenges.

2.1. Current Expert Systems in Healthcare. Expert systems in
the medical domain have been continually developed since
1970. De Dombal et al. proposed a computer-aided system,
which performs diagnosis of acute abdominal pain [17].
In 1970, the computation capacity of computers was quite
limited, so the nature of the model in expert systems was
naı̈ve [18], but today, with the huge advance in technology,
more sophisticated and advanced approaches are proposed.
Seto et al. [19] presented a phone-based expert system
for telemonitoring in 2012; this system detects heart failure
according to a set of predefined rules that are constructed and
iteratively modified by heart failure clinicians. The process of
defining rules is time consuming and not computationally
flexible. However, this system can be distributed by smart
phone, and it can be widespread in a client-server mode;
when a rule set on the server side is modified, every client can
get the latest version through the Internet, so it still maintains
some efficiency. Ongenae et al. proposed another rule-based
expert system [20], but in contrast to the research of Seto
et al., the rule set of the system is automatically generated

2.2. Motivation. The motivation of this work comes from
the urgent need for physical fitness diagnoses for improving
the health status of older people, and current state-of-theart expert systems do not address this issue. Moreover, to
help older people diagnose their health status, we cannot rely
on conventional method that applies a universal standard
for measuring fitness level [30]. The diagnosis must be
customised according to the elder person’s personal features,
such as gender, age, and fitness level. In the research of Belza
et al. [31], personal instructors were involved; they can give
more appropriate adjustments during fitness measurement.
However, this approach is expensive and cannot be deployed
in a cost-effective way (e.g., without the intervention of an
expert). This led us to build an automatic expert fitness
diagnosis system that has not been proposed before. This
system makes customised diagnosed methods for elders, and
it is deployed on the cloud computing scale. It can automatically allocate computational resources to maximise the QoS
(quality of service) to the client while saving computation
resources on the server side.

2. Related Work
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Expert fitness diagnosis web service

Expert fitness advisor system

iFit

XML/JSON communication

Physiological raw data repository

Autoscaling monitor
Elder community

Elastic computing IaaS infrastructure

Expert cloud

Figure 1: Overview of expert cloud architecture.

3. Proposed System
3.1. Overview. Figure 1 illustrates the overview of the proposed cloud architecture. The iFit [32] is a user-friendly
platform for fitness promotion in the elder community. It
measures the user’s degree of fitness through a game-like
activity. The expert cloud is a prototype cloud system that
provides expert fitness diagnoses through a Web service.
This Web service receives physiological data and returns the
corresponding fitness level. The Web service is deployed on
an elastic cloud computing IaaS (infrastructure as a service)
infrastructure, and the autoscaling mechanism dynamically
supplies computing resources according to external requests
from the Internet. The expert fitness diagnosis system is
the core of the expert cloud, and it makes inferences based
on a knowledge database. This system is built by machine
learning techniques, and the analytical results of user fitness
level are learned from a physiological raw data repository.
The repository stores the general physiological data of users
without identity information. iFit communicates with the
expert cloud via an XML/JSON form. When users measure
their fitness on iFit, it sends the users’ physiological data to
the expert cloud, the expert cloud returns the corresponding
fitness level to iFit, and then iFit gives fitness suggestions to
the user.
3.2. iFit. iFit [32] is designed as a platform for elders to
monitor and enhance their physical fitness (see Figure 2). It
includes a monitor, two bases, a cushion, a handrail, and
a stand pad. The system architecture of iFit contains three
modules, and their relationships are illustrated in Figure 3.
When an elder is using iFit, the elder will first use an RFID
card that represents the elder’s identity to log in to the system,
and then the member management module will search for
the corresponding identify information and display it on the
screen. This module will also provide instructions to guide
the user during the process. Next, a game-like evaluation
module provides four game-playing scenarios, stealing eggs,

Figure 2: The iFit for physical fitness measurement and promotion.

making dumplings, jet skiing, and parachuting, which test
flexibility, grip strength, balance, and reaction time, respectively. The four games are designed to motivate elders to
engage in the test. When the tests are finished, the results
will be saved into a physiological database. Finally, a personal
health management module will fetch the physiological data
and combine them with the elder’s personal features, sex,
age, and BMI. These data will be sent to the expert fitness
diagnosis Web service for a fitness diagnosis, and the analysed
fitness level of the elder will be sent back and displayed on the
screen. The fitness levels are classified as strong, moderate,
and weak. They are used to represent the level of health of the
elder’s flexibility, grip strength, balance, and reaction time.
According to the fitness levels of each test, corresponding
sport suggestions will be also displayed on the screen.
The difference between the iFit in this work and previous
work [32] is that the previous work classified the fitness level
of an elder according to a comparison with the performance
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Figure 3: The system architecture of iFit.

of another group of elders of the same age. However, this scale
is too general, so it fails to capture differences in age, BMI,
and sex. To design a universal standard accounting for these
features, voluminous efforts are required. Thus, an expert
system based on machine learning is provided to solve this
problem; the personal features of elders will be incorporated
during fitness level classification so more accurate fitness
levels can be achieved.
3.3. Expert Fitness Diagnosis System Construction. The process of building the expert fitness diagnosis system is illustrated in Figure 4. Expert fitness diagnosis is an automatic
classification system. It includes a set of classifiers. In the
learning phase, iFit extracts a user’s raw fitness data and stores
them in the physiological information database. These data
will be uploaded to the physiological raw data repository
on the cloud before classifier learning. We investigate three
classification techniques, KNN [33], Naı̈ve Bayes [18], and
discriminate analysis [34]. In preprocessing, the data will be
normalised into a form that the classification techniques can
process. Then, after classifier learning is finished, a classifier
will be built and stored. In the online phase, iFit extracts the
physiological data from the user and sends it to the classifier
through JSON communication. The classifier will classify the
fitness level of the user and return the result to the user.

Table 1: Descriptions of features.
Feature

Description

Gender
Age
Weight
Body mass index
Flexibility
Reaction time
Grip strength
Balance

The gender of the user (male: 1, female: 0)
The age of the user (years)
The weight of the user (kg)
The BMI of the user
The flexibility of the user tested by iFit
The reaction time of the user tested by iFit
The grip power of the user tested by iFit
The balance of the user tested by iFit

3.3.1. Data Preprocessing and Classifier Learning. The preprocessing task normalises the raw data of the user into an
instance that consists of a set of features; these features are
described in Table 1. For a 65-year-old female with a weight
of 50 kgs and a BMI value of 25, when she is using iFit, her
flexibility, reaction time, grip strength, and balance will be
tested and stored. Then the preprocessing will normalise the
data into a sequence of feature values as follows: instancei =
[0, 25, 50, 25, 29.4, 501, 12.2, 5.86]. The last four values tested
by iFit are not intuitively interpretable, but these data can be
automatically processed by classifier learning algorithms.
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Figure 4: Process of classifier learning and decision making.

Next, when preprocessing is completed, the raw data will
be converted into instances. Matlab is used to analyse the
performance of KNN, Naı̈ve Bayes, and discriminate analysis.
However, since Matlab cannot be fully integrated with Java,
Weka [22], which is fully written in Java, is applied to build the
classifiers. In Weka, all instances share the same data format,
attribute-relation file format (ARFF), and various algorithms
can be applied to them to train a classifier. When the training
is over, the classifier is stored and deployed on a Tomcat Web
application server. A JSP (JavaServer Pages) Web page is built
as an interface to receive a JSON (JavaScript object notation)
request posted by iFit and return the classification result.
3.4. Autoscaling Mechanism. In a cloud computing system,
computational resources can be dynamically allocated. However, to determine how many computational resources are
needed, a detailed analysis is necessary. If the allocated
resources are greater than required, it wastes electricity
and produces unnecessary carbon dioxide. If the allocated
resources are less than required, it degrades the quality of service. Hence, this section presents an algorithm based on the
Poisson distribution that predicts the required computational
capacity according to the number of past requests from the
Web service.
Let a period of time be divided into 𝑛 intervals and let
𝑡𝑖 represent an arbitrary time interval. In 𝑡𝑖 , there are several
classification requests from the Internet, and their number
is denoted by 𝑄𝑖 . In a cloud computing system, there are
a number of running computational units in 𝑡𝑖 ; these units
are denoted by 𝑈. We assume that each unit has an equal

computational capacity that can process 𝐶 requests, so the
total computation capacity in 𝑡𝑖 is 𝑈 × 𝐶, where 𝑈 × 𝐶 ≥ 𝑄𝑖 .
In 𝑡𝑖 , the required computational capacity in 𝑡𝑖+1 is predicted
based on the Poisson distribution. The probability density
function of the Poisson distribution is expressed as follows:
𝑃 (𝑋 = 𝑘) =

𝜆 𝑖 𝑘 𝑒−𝜆 𝑖
,
𝑘!

(1)

where 𝑋 represents the number of requests and 𝜆 𝑖 represents
the average number of requests calculated at 𝑡𝑖 . Equation
(1) calculates the probability of 𝑘 requests generated from
the Internet. To calculate 𝜆 more precisely, we apply an
exponential moving average, described as follows:
𝜆 𝑖 = 𝛼 × 𝑄𝑖 + (1 − 𝛼) × 𝜆 𝑖−1 ,
𝛼=

2
,
𝑤+1

(2)
(3)

where 𝛼 ranges from 0 to 1. Equation (2) calculates 𝜆 𝑖
according to 𝑄𝑖 and the previous 𝜆 𝑖−1 , and 𝛼 is used to control
the relative weights of 𝑄𝑖 and 𝜆 𝑖−1 . A higher 𝛼 value indicates
a lower contribution from 𝜆 𝑖−1 and a higher contribution
from 𝑄𝑖 . 𝛼 is calculated by (3) and 𝑤 denotes time period;
a higher value of 𝑤 indicates a lower value of 𝛼. To predict
the required computation capacity at 𝑡𝑖+1 , we need to define
some parameters: (a) 𝐼 denotes the maximum number of
computational units which can be increased or decreased
from the current running units 𝑈; (b) 𝑇ℎ𝑟𝑒𝑖 and 𝑇ℎ𝑟𝑒𝑑 range
from 0 to 1, and they represent the threshold for increasing
and decreasing computational units.
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Input: 𝑄𝑖 , 𝑈, 𝐶, 𝑤, 𝐼, Thre𝑖 , Thre𝑑
Output: Predicted computational capacity in 𝑡𝑖+1
Method:
(1) Calculate the 𝜆 𝑖 in (2)
(2) Set 𝑖 ← 1
(3) while 𝑖 ≤ 𝐼
//Calculated by (1)
(4) if 𝑃 (𝑋 > (𝑈 + 𝑖) × 𝐶) ≥ Thre𝑖
(5)
𝑈←𝑈+𝑖
(6) else if 𝑃 (𝑋 < (𝑈 − 𝑖) × 𝐶) ≥ Thre𝑑 //Calculated by (1)
(7)
𝑈←𝑈−𝑖
(8) 𝑖 ← 𝑖 + 1
(9) End
(10) return 𝑈 × 𝐶
Algorithm 1: Elastic allocation.

In Algorithm 1, Step 1 calculates 𝜆 𝑖 given the requested
data in the past 𝑄𝑖 . Steps 2 to 10 are an iterative process. In
each iteration, the probability of the need to increase 𝑖 units
and decrease 𝑖 units will be estimated. If the probability of
increasing the units is higher than the threshold 𝑇ℎ𝑟𝑒𝑖 , the
computational units will be increased. If the probability of
decreasing the units is higher than the threshold 𝑇ℎ𝑟𝑒𝑑 , the
computational units will be decreased. If both probabilities
are lower than their thresholds, the running units 𝑈 are
unchanged.

4. Experimental Results
4.1. Data Generation. To collect the physiological data from
users, we recruited 85 adults aged 55 to 85 years old, 36
males and 49 females, from the Chang Gung Health and
Culture Village in Taiwan. First, the elders were asked to
log in to iFit and use it to test their grip strength, balance,
flexibility, and reaction time. Second, a professional trainer
classified the result of each test into the strong, moderate,
and weak categories according to his knowledge. Finally, the
fitness level given by the trainer and the physiological data
collected from iFit are combined and treated as training data
for classifier evaluation.
4.2. Experimental Setup. The expert fitness diagnosis system
is built upon a cloud platform that consists of five server
workstations. The five workstations share the same hardware
standard: CPU E31270 V2, 3.5 GHz, 8 GB memory, and
the Windows Server 2003 operating system. One of the
workstations serves as a master node with an autoscaling
mechanism, and the other workstations are treated as slave
nodes. The expert fitness diagnosis Web service is deployed
on a Tomcat Web server, and all workstations hold the same
Web service.
4.3. Performance Metrics. Precision, recalled from 𝐹1 [35], is
used to evaluate the classifier in this paper. The measures are
shown in Table 2, with the definitions shown below:

Table 2: Evaluation measures.
Measure
Precision
Recall
𝐹1

Description
TP𝑐
TP𝑐 + FP𝑐
TP𝑐
FP𝑐 + FN𝑐
2 × Precision × Recall
Precision + Recall

𝐶: the total number of categories,
𝑐: a category,
TPc : the number of users correctly classified while the
fitness level is 𝑐,
FPc : the number of users incorrectly classified while
the fitness level is 𝑐,
FNc : the number of users belonging to fitness level 𝑐
but incorrectly classified.
The mean absolute percentage error (MAPE) [36] is
used to evaluate the performance of the elastic allocation
algorithm. The equation is described as follows:
1 𝑛  𝐴 𝑡 − 𝐹𝑡 
∑
 ∗ 100,
𝑛 𝑡=1  𝐴 𝑡 

(4)

where 𝐴 𝑡 represents the actual value, 𝐹𝑡 denotes the predicted
value, and 𝑛 is the total number of observations. If the elastic
allocation algorithm works well, the MAPE will be very close
to zero; otherwise, the value of MAPE will be very large.
4.4. Classifier Performance. The performance of classifiers is
tested by K-fold cross-validation, and the average 𝐹1 of each
trial is selected to represent the total performance. The results
are presented in Table 3.
Naı̈ve Bayes has the best accuracy among other methods.
The performance of discriminate analysis is lower than that
of Naı̈ve Bayes but much higher than that of KNN. KNN
has the worst performance. This shows that, when trying to
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Figure 6: The simulation results of a logarithmic growth pattern.

Table 3: Classification performance (average 𝐹1 of 4-fold crossvalidation).

KNN
Naı̈ve Bayes
Discriminate
analysis

Flexibility

Balance

Grip
strength

Reaction
time

0.70
0.87

0.88
0.95

0.82
0.97

0.34
0.84

0.82

0.84

0.86

0.71

classify the fitness level of an elder, it cannot make decisions
according to records of similar individuals. According to
the experimental results, the expert fitness diagnosis system
should include four Naı̈ve Bayes classifiers. However, if
a more accurate technique is found, say SVM, it can be
combined with Naı̈ve Bayes or replace it if better performance
can be obtained.
4.5. Autoscaling Mechanism Performance. To estimate the
performance of elastic allocation algorithm, we start from a
simulation approach. The patterns include linear, logarithmic
growth, repetitive, and combined (linear and repetitive)
patterns. They are used to simulate the number of requests
from the Internet. The maximum number of requests is set at
15,000, the minimum number of requests is set at 0, and 𝐶 is
set to 100. We assume that there are 150 machines running on
the cloud infrastructure. The initial value of 𝑈 is set at 1. 𝑇ℎ𝑟𝑒𝑖
and 𝑇ℎ𝑟𝑒𝑑 are set at 0.2. The total number of time intervals is

Table 4: The MAPE values of simulation results.
Pattern
Linear
Logarithmic growth
Repetitive
Combined

MAPE
2.68%
1.10%
3.73%
9.19%

set at 1,000. The simulated results are presented in Figures 5,
6, 7, and 8, and the performance is described in Table 4.
The simulation results demonstrate that the elastic allocation algorithm is able to capture the trend of actual requests
from the Internet and provide accurate computation capacity.
In Table 4, 2.68% additional computation capacity is provided
in the linear pattern and 1.1% for the logarithmic pattern. The
combined pattern is the hardest pattern to predict; around
10% additional computation capacity is provided.
Next, we focus on a more realistic experiment. The
repetitive pattern is used and simulated on our cloud platform, which consists of five computers. To save time, we
selected time intervals ranging from 75 to 100 in Figure 7
for the experiment. 𝐶 is set to 1,000, so each computer is
set to handle 1,000 requests. We wanted to test whether the
elastic allocation algorithm could effectively allocate the five
computers. First, the total running time for processing all the
requests was estimated. Then we assigned a different number
of computers to process the requests simultaneously and to
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Figure 8: The simulation results of a combined pattern.

Table 5: The performance of multiple computers running simultaneously.
Number of assigned
computers
1
2
3
4
5

Total running
time

Average number of
assigned computers in
each time interval

743,870 ms
443,644 ms
421,508 ms
362,589 ms
316,873 ms

1
2
3
4
5

test whether the total running time could be reduced. The
results are presented in Table 5.
In Table 5, it is obvious that the more computers we
assigned, the faster running time could be obtained. When
five computers are always assigned for processing requests,
the total running time is the shortest. However, the loading
is not always large enough to utilise five computers on the
cloud. The computation capacity should be allocated when it
is necessary. The elastic allocation algorithm is applied here to
run the same task, and the results are presented in Table 6.
Table 6 shows that elastic allocation algorithm can intelligently allocate the computers; the average number of allocated computers is 2.9, but the running time is close to the
running time of five computers working simultaneously.

Table 6: The performance of the elastic allocation algorithm.
Elastic allocation
mechanism

Total running
time

Average number of
assigned computers in
each time interval

Elastic allocation
algorithm

328,885 ms

2.9

5. Conclusion
This paper presents a cloud-based expert fitness diagnosis
system; it measures a user’s fitness level based on iFit with
a combination of machine learning techniques. Discriminate
analysis, Naı̈ve Bayes, and KNN are utilised to build this system. This system classifies the user’s fitness level into strong,
moderate, and weak, and then iFit can give corresponding
sport suggestions to the user. To improve the processing
time of requests, this work presents an elastic allocation
algorithm to allocate computation resources automatically.
The experimental results show that Naı̈ve Bayes has the
highest classification accuracy and that the elastic allocation
algorithm is able to capture the trend of requests in several
patterns. It dynamically increases computation capacity when
the loading is high and decreases it when the loading is
low. Thus, this system is elastic enough to cover numerous
requests from the Internet while providing high precision and
a customised fitness diagnosis.
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We analyze risks and crises for healthcare providers and discuss the impact of cloud computing in such scenarios. The analysis is
conducted in a holistic way, taking into account organizational and human aspects, clinical, IT-related, and utilities-related risks as
well as incorporating the view of the overall risk management.

1. Introduction
In the industrialized countries hospitals are the backbone of
the healthcare system. In Germany 18.620.422 hospital treatments were conducted in 2.017 hospitals in 2012 [1]. Like in
most countries, nearly half of the hospital beds are in public
ownership with a growing number of privately owned hospitals [2]. The aim of the hospitals is to heal diseases, prevent
their deterioration, or alleviate disease symptoms, with specialized staff and equipment. For that reason, hospitals are a
relatively hazardous working environment for patients as well
as staff. The hospital staff has to deal with adverse events and
numerous potential, for example, wound infections, medication errors, and wrong-site surgery [3, 4]. This permanent risk
of unsafe situations makes the hospital sector an important
setting for an assessment for safety and risk management. The
majority of the publications and studies on risk management
in hospitals addressed clinical safety and risk management in
specific indications, medical subspecialties, or treatment settings such as intensive care or operation theatre [5–7]. Despite
this substantial body of research in the area of patient safety
in specific situations there are only a small number of systematic reviews or comprehensive, interdisciplinary approaches.
Based on a systematic literature review Hoff and colleagues
postulated that primarily the interventions and not the
organizational structure and features are linked directly to
patient safety [8]. In a more recent work, Dückers and

colleagues draw the somehow frustrating conclusion that the
scientific evidence for safety interventions in hospitals still is
limited and that the methodological quality of the studies is
generally weak [9]. Although a recent hospital survey indicates increased attention to the management of risks in hospitals, we are far from having defined a general approach for
various sources of risks, their analysis, evaluation, and treatment [10].
Not only the risks directly related to patient treatment, but
also the continuous governmental healthcare reform acts and
the increasing financial pressure on healthcare spending are
big challenges for a sustainable hospital management. On the
other side, information technology innovations are often considered as a major factor for the improvement of quality, efficiency, and efficacy in healthcare [11]. As one approach electronic health records (EMR) promise to improve efficiency
and effectiveness of healthcare providing processes [12]. The
use of electronic data in hospitals is ubiquitous and inevitable
and the use of health IT is still increasing but according to
the most recent data still only less than one-third of the hospitals in the US use a kind of electronic medical records [13].
Due to the slow speed of implementation of information technology the expected massive cost savings by EMR did not yet
come true [14]. With regard to the quality of patient care there
is only marginal improvement, too [15]. In particular, medical
doctors seem to be relatively reluctant to leave the traditional
way of unstructured paper-pencil documentation [16] and to
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adopt IT technologies in daily patient care. Other approaches
go as far as incorporating virtual or mixed reality [17] as
well as intelligent systems [18] in healthcare scenarios. Cloud
computing (CC) is increasingly being viewed as a key innovation in this regard and is generally considered one of the
most important developments in IT [19]. But in addition to
the opportunities that information technology pervasion to a
hospital, these new technologies also pose risks to the organisations. Security and privacy are the relevant threats for
hospitals in such a cloud environment, because health data
are the most private and sensitive data about the patients [20].
In our project, we extended the scope of the potential use
of health IT and cloud computing in hospitals, from the “classical” objectives of cost savings, quality management, and
clinical risk management to hospital crises. Objectives of the
project are to identify the specific crisis scenarios perceived
as most relevant by hospital care providers, to evaluate the
preparedness of hospitals to prevent, respectively, handle the
crisis scenarios, and to describe and develop IT and cloud
computing solutions to support crisis management in hospitals. The specific focus of this paper lies on identification and
handling of IT crises.
In general, a crisis is described as “an abnormal situation,
or even perception, which is beyond the scope of everyday
business and which threatens the operation, safety, and reputation of an organisation” [21]. Transferred to hospital management, a crisis is one or numerous critical situations which
could not be handled by routine measures of quality management. A hospital crisis is regarded as an event or a series
of events, which may occur either suddenly or which may
take some time to evolve. It results in a major, urgent problem
with potentially severe consequences for the hospital and it
must be addressed immediately.
Hospital crises can roughly be categorized into natural
disasters (i.e., earthquakes, floods, or fires), significant operational problems (i.e., personnel emergencies, accidents, and
theft of proprietary data) or extraordinary problems (i.e.,
hostage situations) [22]. To identify all relevant crises to a
hospital, it is also necessary to address internal problems. As
visualized in Figure 1, we classified hospital crises into four
areas according to the professional disciplines affected by the
crisis: medical care, information systems (IS), human resources (HR), and supply. In a contribution with the use of CC in
hospitals we present our results from the area of Information
Systems and Supply.
The rest of this work is structured as follows. In Section 2
risks associated with IT and utilities are discussed. Section 3
gives an overview of the overall approach and in Section 4 the
results of the evaluation are presented. Finally in Section 5 we
discuss our results and future research activities.

2. IT-Related and Utility-Related Risks
When running IT systems which process health data, both
the original organization (e.g., a clinic) and the CC provider
should implement a number of appropriate technical and
organizational measures of precaution. For data originating
from German healthcare applications these measures are
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Figure 1: Considered areas in a hospital.

specified in a catalog of eight control requirements (§ 9 in
conjunction with the annex to § 9 BDSG—the German Data
Protection Law). There is a similar requirement for socially
related data in § 78a of the Social Codex (Sozialgesetzbuch,
SGB), in conjunction with the annex to § 78a SGB.
Associated risks in this context arise from the fact that the
law stipulates only general requirements. The precise definition and implementation of specific measures are the obligation of both the healthcare provider and the CC provider. For
example, both should apply general measures for protecting
personal data (e.g., limited access) when dealing with healthrelated data and also implement measures to protect data
transmission (e.g., encryption). Furthermore, systems that
are operated for more than one client (e.g., processing
appointment data or analysis data for multiple clinics) should
ensure strict separation between data of each client organization. There exist specific recommendations about the compliant operation of a hospital management system (HIS) [23].
Similar requirements apply for CC and outsourcing scenarios, as providers are expected to implement and assure
security requirements of the client organization.
Specific risks and crises can occur when the organization
is not capable to follow all applicable regulations in the area of
medical confidentiality, social data, and state-specific rules
(rules that are different in every specific German federal
state).
Medical confidentiality describes the relation of trust between a doctor and a patient. In Germany it is regulated in
the professional code of conduct for doctors (Muster-Berufsordnung für die deutschen Ärzte und Ärztinnen (MBOÄ)) with medical confidentiality specified in § 9 Section.1
MBO-Ä. A breach of confidentiality is considered a criminal
offense and a reveal of patient data can result already from
archiving patient data with a service provider without the
previous written consent of the patient. This previous written
consent should include the specific data and the legal information about the service provider and is therefore often
unfeasible.
Social data as a term includes all personally related data
that concerns social aspect of a person. The increased confidentiality requirements for social data are defined in § 35 Sect.
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1 SGB I. A specific example of regulations in this area is the
recently introduced “electronic health card” (elektronische
Gesundheitskarte, eGK), a reduced EMR backup on the identity card of statutory sickness fund enrollees. Requirements
concerning data protection in the context of the eGK are
specified in Volume V of SGB, with particular regulations
concerning encryption and access control lists (ACLs) in §
291a SGB V.
Further IT-related risks and crises can also occur when
a clinic neglects obligations mandated by state-specific rules
(e.g., specific and different rules in Bavaria, Hamburg, or
Berlin) with respect to data protection and information
processing. A variety of state-specific hospital laws exist that
often stipulate different requirements with respect to patient
data processing. For example, according to the state hospital
law (Landeskrankenhausgesetz, LKG) of Berlin, hospitals in
Berlin are either allowed to process patient data in-house or
outsource this process to another hospital. Other providers
can process patient data under the mandate of the hospital
only if it has been sufficiently anonymized in order to eliminate person-related aspects from it (§ 24 Sect. 7 (2) LKG
Berlin).
Data processing in the context of CC typically constitutes
the so called data processing under mandate (German: Datenverarbeitung im Auftrag) as stipulated by § 11 BDSG. This
results in another wide range of risk and crisis-scenarios
stemming from the specific requirements regarding the contractual relationship between client and service provider. The
contract should specify the type and scope of the intended use
of data, the control rights of the client, and the specific technological and organizational measures that the provider will
be implementing in accordance with § 9 BDSG. Furthermore,
prior to the start of the actual data processing under mandate,
the client has to carefully select the service provider and to
convince himself that the technological and organizational
measures are appropriate (§ 11 Section 2 (4) BDSG). This control obligation continues during the actual data processing
with a requirement of regularly controls. Noncompliance
with it can result in regulatory fines. Major CC providers in Germany conduct yearly audits by independent
audit organizations and make the audit reports available to their clients (http://www.pironet-ndh.com/site/pndhwebsite-site/node/269414/Lde/).
Data processing under mandate with respect to social
data is regulated similarly but by § 80 SGB X. There are several
important differences to § 11 BDSG that can lead to additional
risk and crisis scenarios—client organizations are allowed to
use in general only providers from the public administration.
The inclusion of a private CC provider can only be considered
if otherwise there will be substantial problems for the normal
operation of the client organization or if there are substantial
cost benefits in comparison to a provider from the public
administration. As there are currently no reliable assessments
whether private CC providers can plausibly meet these conditions, we regard their inclusion in scenarios covered by the
SGB as legally unclear and thus having the potential to further
amplify the impact of major IT-related risks and crises
scenarios.
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The presented inherent risks of cloud-based data processing for healthcare providers show that these organizations
should have an elaborated demand and requirements concept
with respect to data privacy. The concept should consider
aspects such as the selection and evaluation process of possible CC providers, specific detailed requirements about service level agreements (SLAs), and specifically required organizational and technical measures that the CC provider
should conform to. This dramatically increases transaction
costs in the CC market, which is already marked by high levels
of information asymmetry [24]. Some existing automated
approaches for matching demand and supply, even at the level
of SLAs [25], are only of limited benefit, as they cannot
account properly for complex organizational measures. Specific technical measures, on the other side, can be clearly
stated in automated supply statements (e.g., the so called service level objectives as introduced in [26]) and can therefore
be easily matched to automated requirements. Recommendations for specific measures can be derived from relevant
standards, such as the Baseline IT-Security (IT-Grundschutz)
standard by the Federal Office for Information Security
(Bundesamt für Informationssicherheit, BSI).
Utilities-related risks associated with operating a healthcare provider have been rarely studied, with power-supplyrelated incidents being considered only during intra-hospital
transfer of critically ill patients [27]. Other important utilities,
for example, the supply with gases have only been considered
in the context of standardization efforts for the specific case
for Britain in 1979 [23], while water supply is typically assessed only as a potential source of infections (e.g., Legionellaceae) [26, 28, 29].
In our approach, we introduce the two perspectives, the
IT-related and the utilities-related, into the overall model in
order to better estimate the impact of crises that can arise
from these fields and to better recommend appropriate countermeasures, both proactively and retroactively.
In this work we present an approach that aims to consider
diverse aspects in the context of risk and crisis management
for healthcare providers in the context of CC, ranging from
human resources and clinical management to IT-related and
utilities-related aspects. Our analysis is focused on Germany,
as it is a jurisdiction with one of the most elaborated and
restrictive regulations with respect to liability, data protection, and duty of care particularly in the area of healthcare
[30].

3. Overview of the Approach
The objective of our project, “Risk Management in hospitals”,
is to analyze the behavior of the various key players in the
fields of Medical Care and Medicine, Supply, HR, and ITSystems with regard to the influence of dynamic risks in the
context of various simulated scenarios. In the first step of
the research project, a network of experts and executives from
politics, business, and media related to the hospital field
should be established, accompanied by the creation of a literature database. In a second step, information will be collected
in expert workshops and, in combination with the results
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Table 1: Results from WS 2—Information systems.

Rank

1

2

3

4

5

Field

IS

IS

IS

IS

IS

Risk/crisis

Description

Failure of the entire IT
infrastructure, or of
individual parts

The failure of the IT structures leads to the disturbance
of the normal hospital workflow. The necessary flow of
information is interrupted. Doctors and nurses cannot
access important treatment information (such as
laboratory test results). The administration cannot
access rosters and accounting data.

Trojan, virus, hacking

A criminal and defective attack on the information
systems of a hospital has taken place. The data of the
patient/hospital were copied, destroyed or damaged.
The attacks are not or at a later timepoint noticed. The
privacy of the patient is injured. Legal implications for
the hospital might occur, if it is not proven that all
necessary protective measures have been made.

Application systems are not
available

Application systems, which are necessary for adequate
treatment of patients, such as the hospital information
system (HIS) cannot be accessed. The technical staff of
the hospital is unable to solve problems within a short
time. The information (such as diagnostic images)
required by the medical staff are not available. There are
some limitations in the treatment as well as adequate
performance documentation.

Data theft/Social Hacking

Social Hacking is the acquisition of information
through manipulation and deception of a person.
Employees and partners have access to highly sensitive
data. This approach is performed directly or through
third parties. Because of carelessness or criminal
activity, these data become public. For the hospital it
means creating a large image damage and loss of
reputation.

Poor ergonomics lead to
incorrect entries/interpretations

Poor software ergonomics lead to incorrect entries or
misinterpretation of clinical data of patients. It can
increase the appearance of incorrect entries. Due to
outdated systems, the probability of incorrect entries or
misidentification may still increase. There will be
mistreatment of patients by the poor software
ergonomics.

of the literature search and the expert interviews, will be
used for the conception, planning, and implementation of a
prototype Decision-Making Tool. With such a tool (based
upon artificial neural networks), safety-relevant deficits in the
hospital as well as the development of ideal-solutions will be
illustrated. This project will thus provide decision-making
support for directing and managing bodies of hospitals. Our
empirical assessment follows a qualitative approach. For the
most important hospital crises, identified by literature search
and interdisciplinary expert groups, we evaluate the preparedness of German hospitals and develop adequate management scenarios including IT solutions such as cloud computing. These solutions are used for on-site approaches to
avoid incidents, to exchange data, as an information source,
for example, for guidance documents as well as active training
tools.
The core tools of our project were four expert workshops,
one for each cluster of crises in IT, HR, medical care, and

utilities. The participants consisted of experts and leaders of
the respective fields. For the expert workshops a standardized
agenda was set with the purpose of identifying the most
important crises of each area. The workshops were structured
in five phases, that is, the brainstorming phase, the discussion
and precision phase, the evaluation phase, the dyadic phase,
and the presentation phase. In the brainstorming phase the
experts and managers were asked to write down all the crises
they could think of. Following this, the identified crises were
written on cards and clustered on pin boards by the workshop
leaders. In the second phase the identified crises were presented and discussed in the whole group. The workshop leaders for the respective areas shortly presented the crisis given
by the group and discussed possible ambiguities. After all,
participants had the same level of knowledge about the identified crises. All of them were asked to select the most important crises from the first brainstorming in the third phase. For
this purpose, each of the participants had the opportunity to
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Table 2: Results from WS 2: supply.

Rank

Field

Risk/crisis

1

Supply

Loss of power for more
than 48 hours

2

Supply

Heating/air falls out:
evacuation necessary

3

Supply

Fire (smoke on ward)

4

Supply

Failure of the water supply

5

Supply

Spills of dangerous
substances (e.g., chlorine
gas)

award 10 points, with a maximum of 5 points for one crisis.
By this vote the total number of collected crises was reduced.
In the fourth phase, the workshop participants were
divided into teams of two experts. Each team of two should
choose to edit two crises. The processing was done by dyadic
interaction, where the two experts first worked out key
features, consequences, and costs of a crisis and fixed the
results on a poster. The teams had 45-minute time for the
development of a single crisis. In the final workshop phase,
the results of the teamwork phase were presented. For this
purpose, each team introduced their findings to the group
and then the results of the dyadic phase were discussed
together. In the last step, the participants received the possibility to rate the danger and the probability of occurrence of
the crises by setting points to a prepared evaluation scale on
the posters. The final assessments served to produce a better
ranking of crises.
In order to acquire participants for the workshop, a representative sample of German hospitals equally distributed with
regard to ownership, number of beds, and level of care of the
average population was determined. After preliminary phone
calls with the managers or their assistants of hospitals (𝑛 =
195) personal invitations were sent out. Overall, a number
of (𝑛 = 16) experts attended each of the workshops: WS 1

Description
There is a power failure lasting longer than 48 hours.
The propellant and thus the emergency power supply
cannot be maintained over the entire duration of the
power failure. It comes to a gradual failure of all supply
elements (e.g., hot water, heating, and cooling) and
communication (within and outside of the hospital).
The treatment can be carried out only in a severely
restricted way or not at all.
Due to a failure of the heating or cooling system, an
evacuation of the hospital is necessary. In consequence
of a very short time frame and the threat of patient risk,
an immediate action is needed. It comes to a mismatch
between existing and required human resources.
Scheduled treatment cannot take place and the hospital
is no longer accepting patients.
A fire spreads out at a unit with the consequence of
smoke and fire damage. Patients and staff are at risk.
The unit has to be evacuated.
In health care facilities such as hospitals, the availability
of drinking water is essential to survive. A supply of
water in the hospital cannot be ensured. The use of
sanitary units and the execution of cleaning operations
are no longer possible. While the remedy no medical
processes can take place. Depending on the duration
and extent of the failure, the hospital has to be
evacuated.
In many functional units of the hospital hazardous
substances are used daily. These include for example
disinfectants, surgical gases, drugs, and chlorine gases.
There will be a release of these substances in larger
quantities. The station is contaminated and needs to be
evacuated. Patients and staff are directly at risk.

consisted of Medical Care and HR and WS 2 was about Information Systems and Supply. In WS 1 physicians and experts
from hospital management and quality management participated. WS 2 was attended especially by heads of the IT
departments as well as technical directors of hospitals.

4. Results
A number of specific crises in hospitals were characterizing
the debates in the workshops. In particular in the area of
medical malpractice, the “Use of medical devices or implants
with defects or insufficient approval” and the “Occurrence of
hygiene crises due to organizational deficits” were highlighted
by the participants among others. All hospitals are threatened
periodically by these problems which pose a significant risk to
the economic survival. The fact that the participants (rather
from the medical field) consider the crisis “Failure of the edp
system” as one of the top-rated five crises from the field of
Medical Care underlines the increasing importance of information systems in health care.
In the second expert workshop, the major crises were collected from the field of information systems and categorized
according to their impact on hospitals. The results are shown
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in Table 1. In particular, the failure of the information technology infrastructure was identified as crisis. Furthermore, it
may be discerned that the threat of cybercrime such as trojans, viruses, and also social hacking poses a relevant threat
to the hospitals. Other major crisis scenarios resulting from
menace arise from the treatment of patients. Also in the workshop with participants primarily from the information technology area some crises that affect the IT-support of patient
treatment were identified.
Another important aspect within hospital crisis management is the dependence on a variety of external resources. As
shown in Chapter 1 hospitals are not only crisis-prone, they
also depend on a variety of critical infrastructures. This
results in a crises-evaluation in the field of supply which is
shown in Table 2.
The energy supply in hospitals is an element that requires
a precise control, because a current reduction for some minutes or a blackout could have a significant impact due to inoperative medical equipment, hampered communications and
transportation, stopped heating, and water supply. All scenarios could generate a collapse in the services. Hospitals
wouldn’t be able to work if they do not have a process to
counter the interruption; for this reason, it is important to
have a plan to mitigate and counter any emergency and also to
reduce any potential risk. The “Loss of power for more than
48 hours” was highlighted by the participants as particularly
important. Thus, existing fuel reserves have only to ensure the
operation up to 24 hours [31]. Other key points from this
workshop field were an outbreak of “fire” and the “Spills of
dangerous substances”. When these events occur they have a
significant impact on hospitals.

5. Discussion and Outlook
The consideration of hospital crises in the context of cloud
computing has the potential to bring new insights to decision
makers in healthcare and also to enhance the body of knowledge both in the areas of healthcare management and IT
management. Furthermore, by pursuing a holistic approach
our work offers a framework where the implications of crises
can be considered for the whole organization. The approach
defines hospital crisis as an event or a series of events, which
may occur either suddenly or which may take some time to
evolve. It results in a major, urgent problem with potentially
severe consequences for the hospital and it must be addressed
immediately. The selected evaluation methodology—expert
workshops—is an established approach, particularly in the
area of health-related research [32]. The identified crises during the evaluation confirm expectations that problems with
cloud-based systems (and IT systems in general) can lead
to substantial limitations of the handling capability of a hospital. In order to further corroborate these findings the research
team has launched a broad survey of hospital managers in
German-speaking countries. Although the survey is focused
on Germany as the largest healthcare market in Europe the
results are considered to be exemplary and generic to other
European countries as they reflect crisis scenarios described
in the literature [9]. To our knowledge there is no preceding
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project presenting a systematic evaluation of crisis management in hospitals differentiating the described areas. As a next
step the survey is going to be active until the first quarter of
2014 and authors expect to submit results from it for publication in the second half of 2014. Based on the findings of
the expert workshops and the expert survey authors plan to
develop a decision-support-tool that will extend the capabilities of standard risk assessment methods with the presented
holistic and domain-specific approach and thus provide hospital managers with a tailored instrument for crisis mitigation
and aversion.
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Cloud computing is actually one of the most popular themes of information systems research. Considering the nature of the
processed information especially health care organizations need to assess and treat specific risks according to cloud computing in
their information security management system. Therefore, in this paper we propose a framework that includes the most important
security processes regarding cloud computing in the health care sector. Starting with a framework of general information security
management processes derived from standards of the ISO 27000 family the most important information security processes for
health care organizations using cloud computing will be identified considering the main risks regarding cloud computing and the
type of information processed. The identified processes will help a health care organization using cloud computing to focus on the
most important ISMS processes and establish and operate them at an appropriate level of maturity considering limited resources.

1. Introduction
A fundamental step for the success of tapping health care
into the cloud is the in-depth understanding and the effective
enforcement of security and privacy in cloud computing
[1]. Despite the potential gains achieved from the cloud
computing of e-health services, the information security is
still questionable and the security problem becomes more
complicated under the cloud model [2].
Cloud computing as actually one of the most popular
themes of information computing is still at the wish list
of many organizations [3] and one of the most important
current research topics [4]. Cloud computing environments
provide a great opportunity to provide e-health services in
different scenarios in an effective and simple way [5].
One of the most important health care changes over the
past couple of decades was the growing interest in health
information privacy. Security and protecting the privacy and
security of health information are a continuous process [6].
Particularly the security of health information is a critical
responsibility of every health care organization[7].
Given that from a security perspective necessary processes and measures need to be planned and implemented.
This is especially important while outsourcing information

computing services in a cloud to assure an appropriate level
of information security. Actually a specific framework for
security management in cloud computing for health care does
not exist.
To address this open research question, in this paper
we propose a framework for security management in
cloud-based scenarios. The rest of this work is structured
as follows: in Section 2 we assess the current state of the
art in the area, while Section 3 gives an overview of the
framework. Section 4 presents results from the evaluation
of the framework, while Section 5 summarizes the main
findings and gives an overview of future research activities.

2. State of the Art
2.1. Cloud Computing. Cloud computing in its various models can be understood as a form of the well-known outsourcing of information computing services [8].
In the last years, cloud computing is evolved from a marketing hype to a serious alternative to classical information
computing [9] or even a long-held dream of computing as a
utility [4, 10]. Some are already considering cloud computing
as a paradigm change in information computing [3, 11].
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Nonetheless, using cloud services is an important strategic
decision [12].
Basic elements of cloud computing are the delivering
of scalable computing services as a combination of hardand software in a virtual environment with a usage-bound
payment [13]. Additionally the shared usage of computing
resources by more than one customer is a basic element of
cloud computing [14]. Cloud systems have shifted traditional
on-premise software products towards new and service oriented solutions [4].
While different definitions of cloud computing exist,
the US National Institute of Standards and Technology [14]
categorized cloud computing service models as follows:
(i) Infrastructure as a Service (IaaS),
(ii) Platform as a Service (PaaS),
(iii) Software as a Service (SaaS),
and cloud computing deployment models as follows:
(i) private,
(ii) community,
(iii) public,
(iv) hybrid.
Regarding [10] new in cloud computing are
(i) the illusion of infinite computing resources available
on demand,
(ii) the elimination of an upfront commitment by Cloud
users,
(iii) the ability to pay for use of computing resources on a
short-term basis as needed.
Of specific relevance are works in the area of the governance
of cloud computing offerings; see [15] for an overview.
2.2. Security Management. In the last years, the continuous
increasing dependency of nearly all organizations on appropriate secure information processing was stated practically, in
relevant standards and frameworks as well as in the literature,
for example [16, 17] and [18, page 5].
Standards for the management of information security
and collections of best practice measures were developed and
established [18–21]. Important standards for the development
and operation of an information security management system (hereinafter referred to as “ISMS”) are the ISO 270xx
as well as the standards of the German Federal Office for
Information Security (hereinafter referred to as “BSI”) and
the IT Grundschutz catalogues of the BSI in the Germanspeaking countries. Core principle of each ISMS standard is
the well-known plan-do-check-act cycle [18, 19] which is used
to structure ISMS processes.
2.3. Security Management in Cloud Computing. Security, in
particular, is one of the most argued-about issues in the cloud
computing field and the cornerstone of cloud adoption [4];

several enterprises look at cloud computing warily due to projected security risks [22] and security issues have prevented
businesses from fully accepting cloud platforms [4]. Research
regarding the integration of security in cloud computing is
still necessary [23]. Managing security across an enterprise is
one of the many business problems that organizations must
solve in order to accomplish their missions. An organization’s
security strategy and goals must be framed in the context of
risk [24]. So the specific risks according to cloud computing
need to be assessed and treated in the risk management
process. Specific security and privacy risks regarding cloud
computing, respectively, arise from the following:
(i) authentication and access control [25] include physical access issues as well as identity and credential
management [4],
(ii) shared usage of computing resources (except private
clouds if managed by the organization itself)—data in
the cloud typically resides in a shared environment,
but the data owner should have full control over who
has the right to use the data and what they are allowed
to do with it once they gain access [25],
(iii) virtualization has become an indispensable ingredient for almost every cloud [26] and comes with several
risks [27],
(iv) outsourced and distributed computing (except private clouds if managed by the organization itself)—
depending on the IT outsourcing risk appropriate risk
treatment measures need to be developed [28],
(v) mobile access/access via internet—it is popular to
access the cloud storage by mobile devices; this
application suffers data security risk, especially the
data leakage and privacy violation problem [4, 29],
(vi) flexible and rapidly changeable services and service
providers—the old advice “never touch a running
system” cannot be followed anymore in cloud environments built with the intention to enable fast
change [30].
In the health care sector, the general cloud computing risks
are concretized as the following [31].
(i) Availability: as most of the health care providers
would be using e-health cloud services, so to work
continuously and effectively, services and data should
be available all the time without performance degradation.
(ii) Reliability: using cloud computing for such a sensitive
field requires reliability for the provided services.
(iii) Data management: a good database management is
required for handling such diversified data.
(iv) Scalability: e-health cloud would be having hundreds
of health care providers with millions of patients.
(v) Flexibility: different health care providers might be
having different requirements.
(vi) Interoperability: as there are multiple cloud service
providers, services of e-health cloud for a client could
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be provided by different service providers; therefore
they all should work on same framework.
(vii) Security: as many service providers could provide
the e-health cloud services, and it would be used by
many health care providers, therefore their security
risk would be very high. When a single health care
provider is using its own IT infrastructure then it will
not be problem of security as it could monitor its
network effectively but on a shared network various
authentication methods and access controls would be
required.
(viii) Privacy: amongst all the issues of e-health cloud, the
most important one is privacy.
(ix) Organizational change: if e-health cloud is used in a
health care organization, then many changes would
be done like new policies, procedures, and workflows
as well changes in the process of how documentation
is done.
(x) Data ownership: in health care sector still there is no
clear guideline for ownership of patient’s record.
(xi) Privacy, trust, and liability issues: as cloud is on
Internet, there is a risk of data leakage, private data
exposure, and data loss which could result in loss of
reputation of health care provider as well as patient’s
trust.
(xii) Usability and end users experiences: e-health cloud
success lies in the fact that it is adopted by patients,
health care professionals, management, and insurance
companies.
Those risks and their consequences need to be analyzed in
depth and considered while planning for the usage of cloud
services for health care, defining necessary security measures,
and using cloud services.
For this a detailed individual risk assessment needs to be
performed [12].

3. The Framework
Organizations need to identify and manage many activities in
order to function effectively and efficiently. Any activity using
resources needs to be managed to enable the transformation
of inputs into outputs using a set of interrelated or interacting
activities—this is also known as a process [32, page 8]. In
other words, a process is a set of interrelated or interacting
activities which transforms inputs into outputs [33].
This section describes the proposed process framework
designed to guide information security efforts in general as
well as an identification of core ISMS processes for cloud
computing in health care.
3.1. General Framework. The initial and most high-level
process regarding ISMS is described in ISO 27003 as an ISMS
planning process [34, page 2]:
(i) obtaining management approval for initiating an
ISMS,
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(ii) defining ISMS scope and ISMS policy,
(iii) conducting organization analysis,
(iv) conducting risk assessment and risk treatment planning,
(v) designing the ISMS.
According to ISO 27000/27001, ISMS processes, which need
to be designed, are
(i) information security risk assessment process [19, page
3] which is an overall process of risk analysis and risk
evaluation [32, page 5],
(ii) information security risk treatment process [19, page 4]
which is a process to select and implement measures
to modify risk [32, page 5]; controls are now determined during the process of risk treatment, rather
than being selected from Annex A of ISO 27001 [35,
page 4],
(iii) resource management process, which ensures that
necessary resources are determined and provided [19,
page 5],
(iv) processes to assure necessary awareness and competence [19, page 5], where the process of creating awareness may be regarded as a form of communication [35,
page 12],
(v) communication processes [19, page 6], including internal and external communication as well as marketing
for the ISMS,
(vi) documentation control process [19, pages 6, 7],
(vii) requirements management process [19, page 7],
(viii) change management process [19, page 7],
(ix) process to control outsourced processes [19, page 7],
(x) performance evaluation process [19, pages 7, 8], containing monitoring (the performance of ISMS needs
to be monitored in terms of verification and reporting
of security control implementation), measurement (a
measurement system used to evaluate performance
in information security management and feedback
suggestions for improvement needs to be established
[32, page 11]), analysis, and evaluation,
(xi) internal audit process in terms of planning and conducting internal audits as part of an audit program [19,
page 8],
(xii) management review process [19, page 8],
(xiii) improvement process [19, page 9],
(xiv) information security incident management process [32,
page 11].
Figure 1 shows the ISMS processes and the interaction at
a high-level basis. The process begins with a requirements
management process which provides relevant requirements
as an input for the information security risk assessment
process. Another process which provides continuously input
for the assessment of risks is the information security incident
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Figure 1: ISMS process framework.

management process. Results of the risk assessment process
are evaluated risks which are needed in the risk treatment
process. Results of the risk treatment process are a risk
treatment plan, controls, and control objectives. Those results
are used in various processes to
(i) assure an appropriate awareness and competence
using appropriate communication,
(ii) regularly check the appropriateness of the chosen
controls and control objectives in the internal audit
process,
(iii) control outsourced processes,
(iv) evaluate the performance of the controls and the
ISMS in general.
Another core process in which the risk treatment plan,
controls, and control objectives are used as an input is
the change management process. The change management
process also delivers results of changes to the risk assessment
process to include them in the assessment of risks.
Results of changes, internal audits, the status of outsourced processes, and monitoring and evaluation results are

reviewed within the management review and improvement
process which initiates changes.
Supporting processes are the resource management process and the documentation control process.
3.2. Health Care Framework. While managing information
security of health care organizations which are using cloud
computing needs to consider more beside the core processes
“risk assessment” and “risk treatment.” Based on our experience with such organizations the following ISMS processes
seem to be particularly important.
Requirements Management Process. Particularly for health
care an appropriate protection of personal data needs to be
ensured considering specific legal and compliance requirements like national data protection laws and health care
specific requirements. Also questions like “who owns the
data?” should be answered in this context [36].
Process to Control Outsourced Processes. Given that cloud
computing in its various models is a form of outsourcing
of information computing services, the process to control
those outsourced processes is key to information security.
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Figure 2: Risk map.

As known from classic outsourcing the compliance of the
service provider with the defined requirements should also be
audited frequently while using cloud services. An increased
usage of different and changing subservice providers (chaining) is often used to increase the flexibility of the service
provision to keep it always in line with the demand. As a result
of this the changing subservice providers and services as well
as the location of the computing are mostly nontransparent
for the customer. The involved (sub)service providers, locations, and countries in which the information computing
is performed as well as specific security requirements and
measures should be defined in the contract between health
care organization and cloud service provider.
Information Security Incident Management Process. For all
significant or informative incidents, basic data (what, who,
when, where, risk, and consequences) should be logged so
that it can be passed on to the relevant people (notify), so
that they can recommend and/or take the necessary local
action [37]. Considering many involved parties using cloud
computing incident management processes for all involved
parties and their interfaces should be defined to ensure
appropriate information of the health care organization using
cloud computing of relevant incidents.
Also for biomedical researchers, those processes are
important because their work includes image analysis, data
mining, protein folding, and gene sequencing which requires
computing capacity as well as an appropriate management of
information security [38].

4. Evaluation Results
Evaluation of the proposed framework is currently being
conducted in a real-life setting within two organizations.

Organization 1 is a pharmaceutical company. Currently,
the framework is being implemented in the whole organization. The implementation led to a documented and
evaluated set of requirements of risks where previously
only a subjective and not documented understanding of
requirements and risks existed. Particularly, in two cases this
helped the organization to focus on resources to treat major
risks which were previously overlooked. Additionally, two
audits of outsourced processes—software development and
data center housing—were performed in which additional
risks and necessary improvements were identified. Figure 2
shows an anonymized example of the resulting risk map with
two risks regarding the outsourced processes (R1 and R2) as
well as the resulting risk after risk treatment (R1R and R2R).
Organization 2 is an IT service provider which also
provides services to health care companies. Currently, the
framework is being implemented in the whole organization.
Key benefit is also a broad understanding of requirements of
the different customers and related risks from an information
security perspective and the resulting precise usage of limited
resources. Especially the documentation of the results of
requirements analysis, risk assessment and treatment enables
the organization to deal with audits of their customers more
efficient as shown in Figure 3. Resources to search and
provide relevant information within customer audits and
within the change management process decreased after the
initial implementation of the ISMS by an average of 70%.
Preliminary results from this evaluation seem to confirm
the applicability of the proposed framework to address the
posited objectives.
In both cases especially an appropriate identification and
understanding of relevant requirements were key to provide
significant benefits. All the following processes rely on a
proper understanding of the relevant requirements. Missing or wrong information regarding relevant requirements
results in uncertain or wrong decisions and finally in higher
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the appropriate level of maturity using a proper maturity level
model.
By considering a maturity level model for ISMS processes
combined with an approach for the determination of the
necessary maturity level, the appropriateness of an ISMS can
be made transparent and unnecessary costs of information
governance can be avoided.
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Figure 3: Resources needed to conduct customer audits.

cost and/or risks compared with decisions while all relevant
requirements were identified and understood.
So cloud computing combined with identified and understood security requirements also enables tailored on demand
security controls as a benefit [4].

5. Conclusions and Future Work
Research on the various security issues regarding information
computing in health care environments has been done in
the past. While other researchers focus on specific issues like
access control or cryptographic controls [1, 36] a broader view
at the ISMS processes is also required.
As shown in this work from the perspective of a health
care organization using cloud computing the processes
(i) information security risk assessment,
(ii) information security risk treatment,
(iii) the control of outsourced processes,
(iv) requirements management,
(v) information security incident management
are key to ensuring an appropriate information security.
Considering this result and limited resources as well as
ensuring an efficient use of those resources, not every ISMS
process should be established and operated at the same level
of maturity.
Therefore a health care organization using cloud computing should focus on the identified processes of information
security risk assessment, information security risk treatment,
the control of outsourced processes, and requirements management. Particularly for these processes an adequate level of
maturity is needed.
In this context future, work is necessary to develop a more
detailed framework of ISMS processes (input, output, and
interfaces) and their interaction at an activity level to ensure
an appropriate interaction of the ISMS processes.
While not every ISMS process needs the same level of
maturity, also an approach should be developed to identify
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