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Hans Konrad Muller, Australia
Ali Ouaissi, France

Kanury V. S. Rao, India
Yair Reisner, Israel
Harry W. Schroeder, USA
Wilhelm Schwaeble, UK
Nilabh Shastri, USA
Yufang Shi, China
Piet Stinissen, Belgium
Hannes Stockinger, Austria
Graham R. Wallace, UK

Microbial Biotechnology
Suraini Abd-Aziz, Malaysia
Jozef Anné, Belgium
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We are very happy to publish this special issue of a Journal
of Biomedicine and Biotechnology published by Hindawi
Publishing Corporation.
This special issue contains 23 articles among totally 192
papers accepted in the BSBT 2011, AITS 2012, ISA 2012,
and UCMA 2012 postsubmission. Achieving such a high
quality of papers would have been impossible without the
huge work that was undertaken by the International Program
Committee members and external reviewers. We take this
opportunity to thank them for their great support and
cooperation.
Biometrics and Biosecurity focused on the various
aspects of advances in Biometrics and Biosecurity. This
special issue will provide a chance for academic and industry
professionals to discuss recent progress, problems, and
solutions in the area of biometrics and its application, biosecurity measures, biosafety protocols, including development,
implementation, strategies, and policies.
In “Anatomy of biometric passports,” authors summed up
relevant details of the electronic passports implementation in
the Czech Republic. This work will be used as a basis for the
next steps in an analysis of hardware (microscopic analysis,
side channel analysis, etc.) and software (protocols analysis,
ﬁrmware analysis, etc.) of such passports (in fact of the RFID
chips) that will be performed soon.
In “Security analysis and enhancements of an eﬀective
biometric-based remote User authentication scheme using
smart cards,” authors analyzed the security of Das’s scheme.

Authors have shown that Das’s scheme is not secure against
the various attacks and fails to provide mutual authentication
between the user and the server. Also, authors proposed the
enhanced scheme to overcome these security weaknesses,
while preserving all their merits, even if the secret information stored in the smart card is revealed.
Paper “Advanced pulse oximetry system for remote monitoring and management” proposes an advanced pulse oximetry system for remote monitoring and management. The
system consists of a networked pulse oximeter and a personal
monitoring server. The proposed pulse oximeter measures a
patient’s pulse oximetry data and transmits the data to the
personal monitoring server.
In “Real-time clinical decision support system with data
stream mining,” a new system is introduced that can analyze
medical data streams and can make real-time prediction.
This system is based on stream mining algorithm called
VFDT. The VFDT is extended with the capability using
pointers to allow the decision tree to remember the
mapping relationship between leaf nodes and the history
records.
The paper “Construction of a smart medication dispenser
with high degree of scalability and remote manageability,”
proposed a smart medication dispenser having a high degree
of scalability and remote manageability. Authors constructed
the dispenser to have extensible hardware architecture for
achieving scalability, and we install an agent program in it
for achieving remote manageability.
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The paper “A hybrid technique for medical image segmentation,” proposed a hybrid method for magnetic resonance
(MR) image segmentation. Authors ﬁrst removed impulsive
noise inherent in MR images by utilizing a vector median
ﬁlter. Subsequently, Otsu thresholding was used as an initial
coarse segmentation method that ﬁnds the homogeneous
regions of the input image. Finally, an enhanced suppressed
fuzzy c-means was used to partition brain MR images into
multiple segments, which employed an optimal suppression
factor for the perfect clustering in the given data set.
In the paper, “A survey and proposed framework on
the soft biometrics technique for human identiﬁcation in
intelligent video surveillance system,” the identiﬁcation technique using biometrics suitable for video surveillance system
was analyzed. In addition, the framework was proposed
to complement the problems of decreasing recognition
performance due to lighting, occlusion, and shadow.
In the paper, “A classiﬁcation method of normal and
overweight females based on facial features for automated
medical applications,” authors demonstrated that it is possible to predict body mass index (BMI) status using facial
characteristics. Authors’ research results provided useful
information for studies of obesity and facial characteristics
and might provide useful clues in the development of
applications for alternative diagnosis of obesity in remote
healthcare.
The aim of this paper, “A new method of diagnosing
constitutional types based on vocal and facial features for
personalized medicine” is to develop an accurate constitution
diagnostic method based solely on the individual’s physical
characteristics, irrespective of psychologic traits, characteristics of clinical medicine, and genetic factors. In this paper,
authors suggested a novel method for diagnosing constitutional types using only speech and face characteristics.
In “Secure remote health monitoring with unreliable
mobile devices,” authors designed a framework for secure
remote health-monitoring systems. Speciﬁcally, authors (i)
built a realistic risk model for sensor-data quality by interacting with health professionals, (ii) developed protocols and
mechanisms for data protection and quality assurance, and
(iii) proposed a new health-monitoring architecture that is
secure despite the weaknesses of common personal devices.
The paper, “A collaborative molecular modeling environment using a virtual tunneling service” proposed a collaborative molecular modeling environment to integrate diﬀerent
molecule modeling systems using a virtual tunneling service.
Authors integrated Co-Coot, which is a collaborative crystallographic object-oriented toolkit, with VRMMS, which
is a virtual reality molecular modeling system, through a
collaborative tunneling system.
The paper, “A privacy-preserved analytical method for
eHealth database with minimized information loss” proposed
the Hiatus Tailor (HT) system. By using the execution
chain graph (ECG) to progressively deidentify data, people’s
privacy can be protected. The name Hiatus Tailor refers to
the fact that the proposed system is capable of identifying the
missing element within the system and ﬁxing it.
In “An integrated gateway for various PHDs in uhealthcare environments,” authors proposed an integrated
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gateway for various personal health devices (PHDs). The
evaluation results showed that the size of separate messages
from various PHDs is reduced through the integration
process, and the process does not require much time; the
integration time is negligible.
The paper “Criminal genomic pragmatism: prisoners’ representations of DNA technology and biosecurity,” explores the
relationship between biometrics (speciﬁcally DNA material)
and biosecurity (the risks and beneﬁts of DNA technology)
in forensic applications from the point of view of convicted
oﬀenders.
In the paper, “Bayesian integration of isotope ratio for
geographic sourcing of castor beans,” authors investigated two
sources of isotope ratio (IR) data that may provide insight
into the region of origin for castor beans; (i) light element (C,
N, O, and H) stable isotope ratios (LeIR) and (ii) Sr isotope
ratios (SrIR). Both data types have been used to associate
plant and animal material with regions of origin.
In the paper “Inﬂuence of skin diseases on ﬁngerprint
recognition,” authors prepared a new collection of ﬁngerprints with skin diseases from patients, oriented not only on
dactyloscopic ﬁngerprints, but also on live ﬁngerprint images
from diﬀerent ﬁngerprint scanners. The resulting images
will be used for quality assessment, if the quality will be
acceptable for minutiae extraction and comparison based on
minutiae.
In the paper, “Finger-vein recognition based on (2D) 2 PCA
and metric learning,” (2D)2 PCA is applied to extract features
of ﬁnger veins, based on a new recognition method which
is proposed in conjunction with metric learning. It learns a
KNN classiﬁer for each individual, which is diﬀerent from
the traditional methods where a ﬁxed threshold is employed
for all individuals.
In “Using hierarchical time series clustering algorithm and
wavelet classiﬁer for biometric voice classiﬁcation,” a collection
of computational algorithms are proposed to support voice
classiﬁcation; the algorithms are a combination of hierarchical clustering, dynamic time wrap transform, discrete wavelet
transform, and decision tree.
In “Using medical history embedded in biometrics medical
card for user identity authentication: a privacy preserving
authentication model by features matching,” authors advocated a novel type of user authentication by using a user’s
medical history which can be electronically stored in a
biometric security card.
In the paper “FGF receptor-mediated gene delivery
using ligands coupled to PEI- β-CyD,” authors’ current
research indicated that the synthesized nonviral vector shows
improved gene delivery eﬃciency and targeting speciﬁcity
in FGFR-positive cells, indicating that it may have potential
applications in cancer gene therapy.
In the paper, “Using medical history embedded in biometrics medical card for user identity authentication: data
representation by AVT hierarchical data tree,” a new method
was proposed for abstracting the medical data by using
attribute value taxonomies, into a hierarchical data tree (hData).
In comparison of two “Suspension arrays for simultaneous
detection of ﬁve biothreat bacterial in powder samples,”
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authors reported a suspension array based on the 16S rDNA
gene ampliﬁed by universal primers, which is also called
universal primer PCR-based array.
In the paper, “antilisterial activity of nisin-like bacteriocinproducing Lactococcus lactis subsp. lactis isolated from traditional Sardinian dairy products” authors reported the
isolation of bacteriocin-like inhibitory substances from LAB
strains isolated from artisanal Sardinian dairy products.
Tai-hoon Kim
Sabah Mohammed
Carlos Ramos
Wai-Chi Fang
Osvaldo Gervasi
Adrian Stoica
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Digitizing medical information is an emerging trend that employs information and communication technology (ICT) to manage
health records, diagnostic reports, and other medical data more eﬀectively, in order to improve the overall quality of medical
services. However, medical information is highly conﬁdential and involves private information, even legitimate access to data
raises privacy concerns. Medical records provide health information on an as-needed basis for diagnosis and treatment, and
the information is also important for medical research and other health management applications. Traditional privacy risk
management systems have focused on reducing reidentiﬁcation risk, and they do not consider information loss. In addition,
such systems cannot identify and isolate data that carries high risk of privacy violations. This paper proposes the Hiatus Tailor
(HT) system, which ensures low re-identiﬁcation risk for medical records, while providing more authenticated information to
database users and identifying high-risk data in the database for better system management. The experimental results demonstrate
that the HT system achieves much lower information loss than traditional risk management methods, with the same risk of reidentiﬁcation.

1. Introduction
Electronic medical records and cloud storage have been
introduced in hospitals in recent years. Medical institutions
are required to store electronic records in a database and
provide access for doctors and researchers. Digital records
[1, 2] provide convenience, but such a system also introduces
the new challenge of storing personal information securely.
The issue of privacy [3] has received much public attention
recently. Based on personal information, a speciﬁc person
can be identiﬁed directly or indirectly. Information that
can be used to directly identify a particular person is
called personally identiﬁable information (PII). According
to the deﬁnition given by the United States Oﬃce of
Management and Budget, full name, Social Security Number,
face, ﬁngerprints, and genetic information are all categorized
as PII.

According to NIST IR7628, personal information privacy
means a person has the right to decide when and where
to disclose their personal information. It also says that the
storage and access of personal information and PII must
be secure. Three personal information security measures
have been proposed in NIST SP800-122: (1) minimizing the
use, collection, and retention of PII, (2) conducting privacy
impact assessments, and (3) deidentifying information.
Medical institutions save large amounts of personal
information in databases whose contents can be divided into
three categories: Direct Identiﬁers (DID), Quasi-identiﬁers
(QID), and Sensitive Information (SI). Information that
allows direct identiﬁcation, such as the Social Security
Number, is called DID. Details such as date of birth, level
of education, and postcode, which can be combined to
identify a person, are QID. Information that is private and
conﬁdential, such as medical conditions, is categorized as
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SI. To provide security of personal information, medical
institutions are required to check information before release
to prevent any violation of patient privacy.
When eHealth practitioners (such as service provider,
insurance company and other health researcher) want to
access medical records, the hospital can de-identify the
database to protect patient privacy. However, when multiple
users need to access the database, they would each have
unique requirements. The hospital must release several deidentiﬁed databases, which are then diﬃcult to manage. In
addition, the de-identiﬁed database diﬀers from the original
database. In other words, the de-identiﬁed database will
be altered and the degree of alteration is represented by
the information loss (IL). As the database provider, the
hospital prefers high IL to protect patient privacy and lower
the possibility of re-identiﬁcation of the information. In
contrast, researchers prefer databases with low IL for their
work. Therefore, the challenge is to strike a balance between
the two interests.
An information management procedure has been proposed [4] to manage research-oriented electronic medical
records. The aim is to minimize the probability of disclosure
of personal information. The procedure is as follows.
(1) The information owner must check the legitimacy of
the reason for requiring access to the database.
(2) A risk assessment must be conducted based on the
user’s requirements.
(3) Decide whether de-identiﬁcation is needed based on
the risk associated. Execute various de-identiﬁcation
methods.
(4) Release the database to a user once the risk of reidentiﬁcation is acceptable.
De-identiﬁcation [5, 6] is the primary method of protecting private information, where the original database
is modiﬁed to prevent direct identiﬁcation of a person
through their records even if multiple databases are combined. Some common de-identiﬁcation techniques are data
reduction, data modiﬁcation, data suppression, perturbation, and pseudonymisation [7]. The k-anonymity model
[8–10] is commonly used to assess the performance of
a de-identiﬁcation technique in reducing the risk of reidentiﬁcation. When users search the database after a
database is de-identiﬁed, one of every k results is authentic.
However, the other k − 1 results also appear in the search
results. Usually, the authenticity of the results cannot be
determined, which means the higher the k value is, the lower
the risk of re-identiﬁcation is [11].
Currently, numerous privacy-preserving administration
tools are commercially available on the market, ﬁve of
which are markedly popular [12]: the PARAT, μ-Argus,
CAT, UTD Toolbox, and sdMicro. Among them, the UTD
Toolbox and CAT are based on the k-anonymity algorithm.
The UTD Toolbox does not provide active support for its
products, despite its functions designed from the developer’s
perspective. The CAT suﬀers from usability diﬃculties.
For example, because the k value of k-anonymity cannot
be deﬁned using the CAT, this tool operates unstably.

In contrast to the CAT, the sdMicro is unable to process
large datasets; furthermore, it crashes frequently. Currently,
the tool receiving the most support is the PARAT, which is
superior to CAT regarding the k-anonymity algorithm, and
outperforms the μ-Argus in resulting precision level.
Some previous studies have focused on reducing the
risk of re-identiﬁcation. However, limited research eﬀort has
been spent on safeguarding privacy while minimizing data
distortion. El Emam et al. [13] proposed a set of programs
that balance the risk and the extent of data distortion. If
the risk exceeds the preset threshold value, the system tests
various de-identiﬁcation techniques to try and limit data
distortion to the required level. However, such a system is
unable to identify the data that is responsible for the higher
risk eﬀectively; it spends a lot of time on the trial-and-error
process.
In this study, we propose the Hiatus Tailor (HT) system.
By using the Execution Chain Graph (ECG) to progressively
de-identify data, people’s privacy can be protected. The name
Hiatus Tailor refers to the fact that the proposed system
is capable of identifying the missing element within the
system and ﬁxing it. It uses progressive risk assessment and
mitigation, and is able to balance the risk of re-identiﬁcation
and data distortion. Among the scenarios where the reidentiﬁcation risk requirement is satisﬁed, the proposed
method chooses the one that minimizes the distortion level.
The main contributions of this paper are summarized as
follows.
(i) In contrast to other de-identiﬁcation methods that
de-identify the entire database once, resulting in
high IL, the HT system not only meets the privacy
protection requirements, but also categorizes data
into QID blocks using ECG. The risk is assessed progressively for each block. Based the re-identiﬁcation
risk estimated by this assessment, an optimal deidentiﬁcation method is selected. As de-identiﬁcation
is not required at every node, the HT system is
capable of reducing IL.
(ii) Tradition risk assessment methods can only indicate
whether the risk is high or low. However, for most
databases, the source of the risk cannot be identiﬁed.
Therefore, the process of identifying the source of
the increased risk is time consuming. The HT system uses QID and progressively assesses risk for a
database. ECG allows an examination of the entire
system and assists medical institutions in evaluating
whether the target system satisﬁes privacy safeguard
requirements. If the system is found to have a high
level of risk, it is easier to identify and handle the QID
data block that is responsible for the high-risk level.

2. HT System Architecture and
Operation Method
The two main components of the HT system architecture
are the Execution Chain Graph Composer (ECG Composer)
and the Privacy Tailor. Based on various user requirements,
the ECG composer creates the Execution Chain Graph and
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Figure 1: HT system architecture.

sends it to the Privacy Tailor. As the Privacy Tailor receives
the Execution Chain Graphs from the ECG Composer at
diﬀerent nodes of execution, it assesses the risk of QID
combinations in the database. If the risk is too high, it deidentiﬁes the identiﬁable information with less information
loss in the database.
2.1. Architecture. The HT system architecture consists of two
major components: ECG Composer and the Privacy Tailor
(as shown in Figure 1). ECG Composer compiles the information obtained from users’ requirements and generates the
Execution Chain Graph, which is sent to the Privacy Tailor
for further processing and risk assessment.
The operation of the ECG Composer is based on
information from the following elements.
(i) Database schema: deﬁnes the properties of the
database, such as the type of the tables in the database
and the attributes of the table. From the database
schema, the data types of the stored data can be
identiﬁed.
(ii) Application context: includes components related
to SQL query statements, which is performed with
the SELECT statement to retrieve a list of columns
(including QIDs and other regular data) from one or
more queried tables with the optional WHERE clause
only returning the rows for which the comparison
predicate evaluates to True. These SQL query statements are the details relevant to the user application.
The order in which the application accesses QIDs
determines which QIDs are analyzed by ECG in
diﬀerent nodes.
(iii) Privacy policy: deﬁnes the privacy policy associated
with the user or company, such as the threshold k
(k-anonymity) for the QID. The privacy policy is
modeled as (U, Q, K, G, and F), for diﬀerent users
(U), the administrator can specify the QID(Q) list,
the threshold k (K) to be satisﬁed for k-anonymity,
and the de-identiﬁcation technique (G). The ﬁle (F)
of the de-id technique contains the de-id policy where
we adopt the taxonomy tree approach described

in [14]. The de-identiﬁcation technique (G) may
include Data Reduction, Data Modiﬁcation, Data
Suppression, Pseudonymisation, and Generalization.
Each de-identiﬁcation technique has its own speciﬁcation which is described in the ﬁle (F). For instance,
Generalization technique will revise the attributes
in a hierarchy manner based on the taxonomy tree
structure described in ﬁle (F). Take the ﬁeld “country
of origin” as a Generalization technique example.
USA and Canada are part of North-America. If
they are generalized, both USA and Canada will be
represented as North America.
Based on user requirements, ECG Composer compiles
the information obtained from these components and
generates the Execution Chain Graph, which is sent to the
Privacy Tailor for further processing and risk assessment.
Privacy Tailor is analogous to a privacy management
department. Its operation can be described as two stages: (1)
risk assessment: executes the risk assessment procedure and
estimates the re-identiﬁcation risk of the current assessment
phase. (2) Deidentiﬁcation: on completing the risk assessment, if the re-identiﬁcation risk is higher than the threshold,
Privacy Tailor identiﬁes the tuples that has relatively high risk
and needs to be de-identiﬁed. The re-identiﬁcation risk is
calculated as described in [15] (as shown in (1)):
R=

1

 ,

Min j F j

(1)

where F j is the size of an equivalence class.
An equivalence class is the set of records in the database
which have the same values on all quasi-identiﬁer attributes.
When an equivalence classes has the smallest value, we
have the highest probability of re-identiﬁcation and use it
as our re-identiﬁcation risk. As such, the Risk Assessment
component will scan the database based on various deidentiﬁed QID combinations to ﬁnd the size for each
equivalence class and obtain the re-identiﬁcation risk.
ECG Composer uses the contents of the Database schema
provided by the user, the operations deﬁned in Application
context, and the privacy policy associated with the user, to
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generate a series of Execution Chain Graphs and forward
them to Privacy Tailor. The Execution Chain Graph will
be described in the next section. Both Privacy Tailor and
Execution Chain Graph node use a node as their unit and are
divided based on several levels of re-identiﬁcation risk of the
QID combination in the required database table. When the
re-identiﬁcation risk is below the privacy policy threshold,
no operations are required; Privacy Tailor continues to the
next node. When the re-identiﬁcation value is larger than
the privacy policy threshold, identiﬁcation is performed at
that level by comparing the re-identiﬁcation risk value for
diﬀerent combinations of QID to ﬁnd the most suitable
scheme.
2.2. Execution Chain Graph (ECG). Database access task
execution is modeled and structured in various stages aimed
at clients in several nodes of database retrievals. As described
earlier, the ECG Composer compiles the user requirements,
consisting of the Database Schema, Application Context,
and Privacy Policy, and then generates the Execution Chain
Graph in which each node represents a “stored procedure”
that accesses database system, and the directed edge denotes
execution sequence (or caller to caller relations). Each stage
consists of several atomic “stored procedure” nodes which
have a set of associated attributes as follows.
(i) Information loss: the magnitude of the diﬀerence
between the original database and the database after
de-identiﬁcation.
(ii) Re-identiﬁcation risk: the possibility of identifying a
speciﬁc entity directly or indirectly with various deidentiﬁed QID combinations.
(iii) Table access: the table name where information is
stored and accessed.
(iv) QID: quasi-identiﬁer, which is a subset of attributes
that can indirectly identify a speciﬁc entity in a table.
(v) Condition: the relevant WHERE clause of the SQL
statement is used to extract the records which satisfy
a speciﬁed criterion.
These properties can be further classiﬁed as Local and
Aggregate. The Local value is the result of evaluating the QID
combination of the current node. Aggregate value is the
result of adding the evaluation of all QID combinations of
all previous nodes.
2.3. ECG Composer. This section describes the ECG composer process. The ECG composer requires users to provide
relevant data as input. When the system receives data
from the admin, it will output an Execution Chain Graph
according to requirements, and each node will have a
form to record relevant data. The input to ECG composer
consists of the Database Schema Ω; Application Context
Ψ; and QID List Γ. Algorithm 1 shows the algorithm of
ECG composer, which creates a node set S based on the
user’s Application Context. Every node has an associated
form that records node information. The order in which the
application accesses QIDs determines the execution order

which represents a direct edge from Si to its successor, S j .
It will retrieve the speciﬁed table, attribute list (AL), and
conditions for the data from the Application Context. ECG
composer compares the AL with the QID list (QL). If there is
an intersection, the QIDs in the intersection will be assessed
according to the privacy policy, in the order of application
access. In each node, node information will be updated to
complete ECG generation.
Figure 2 shows an example for the operations of ECG
composer. Supposedly, we have QID List (Γ = age, region,
sex, and education) and Application Context Ψ listed as
below:
SELECT age FROM E table WHERE age ≥30,
SELECT region FROM E table WHERE age ≥30,
SELECT sex FROM E table WHERE age ≥30.
Database Schema deﬁnes the data types for age, region,
and sex as integer, varchar, varchar, respectively. Based on
line 5 and 6 in Algorithm 1, ECG composer creates a node set
S with 3 nodes (S1 , S2 , and S3 ) and connects the 3 nodes. Each
node has an empty node information form that speciﬁes
information loss, re-id risk, and table access. This is the
initial ECG. For each node, ECG executes line 08 statement
to extract the (Table, AL, Condition) from Ψ. For example,
(E table, age, age ≥ 30) is extracted from the SQL statement
“SELECT age FROM E table WHERE age ≥ 30” for S1 . Next,
ECG composer will compute the intersection of the attribute
list (e.g., AL = age for S1 ) and the QID List (Γ = age, region,
sex, and education). If the intersection (QL) is not empty
then ECG performs two steps (line 11 and line 12) as follows:
(1) updates node information form (TABLE, QL, Condition)
for Si ; and (2) assesses risk for the current node Si locally.
In our example, according to the order of application
access, the system will assess age, region and sex in S1 , S2 ,
and S3 one by one. The assessment is based on the threshold
k deﬁned in the input privacy policy. For example, in node
S1 , according to SQL statement (SELECT age FROM E table
WHERE age ≥ 30), the age data from E table satisfying
age ≥ 30 will be selected and by the deﬁnition in database
schema, age is an integer value. After risk assessment, the
re-id risk is calculated to be 0.03. Initially, as the data has
not been processed yet, the value of IL is 0. When node
information is updated, IL = 0, re-id risk = 0.03, Table
Access = E table, QID = age, and Condition = age ≥ 30
will be recorded in the node information. On the other hand,
when the intersection (QL) is empty which means this SQL
statement has no risk due to no QID access, we will skip the
node Si .
2.4. Privacy Tailor. Algorithm 2 represents the Privacy Tailor
algorithm. After the ECG composer creates the Execution Chain Graph, Privacy Tailor will calculate the reidentiﬁcation risk and extent of data alteration at the level
of the node and record it in the node data. If the risk value
is higher than the threshold, Privacy Tailor will ﬁrst evaluate
and analyze each node to estimate re-identiﬁcation risk and
choose the most appropriate data for identiﬁcation.
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(1) Given: Database schema Ω; Application Context Ψ;
QID List Γ;
(2) AL: Attribute list;
(3) QL: Target QID list;
(4) S: node set;
//Create ECG
(5) S = Construct the node set from Ψ;
(6) Build the direct edge set for each pair of (Si , Si ) based on the order of the QID accesses in Ψ;
(7) For each node Si { //Si ∈ S (i: number of node);
(8) Extract the corresponding (Table, AL, Condition);
(9) QL = ∩ AL;
(10) If (QL != Φ) {
(11)
Update (TABLE, QL, Condition) for Si ;
(14) Assess risk for Si ;
(15) }
(16) }
Algorithm 1: ECG composer algorithm.

Database schema
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Privacy policy

QID
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No.

SQL statement

Threshold k

age

Integer

1

SELECT age FROM E table WHERE age ≥30

region

Varchar

2

SELECT region FROM E table WHERE age ≥30

k =2
(risk = 0.5)

sex

Varchar

3

SELECT sex FROM E table WHERE age ≥30

ECG composer

Attributes
Information loss

S3

S2

S1

Execution chain graph

Local
Aggregate
0
Re-identiﬁcation risk
0.03
Table access
E Table
age
QID
age ≥30
Condition
Node information in S1

Figure 2: ECG composer operation.

However, after knowing the identiﬁcation information,
the re-identiﬁcation risk value will change. Therefore, the
Privacy Tailor must reanalyze based the new information.
If the calculated risk value does not exceed the threshold,
it proceeds to the next node for analysis. When the reidentiﬁcation value at each node is below the threshold, the
Privacy Tailor completes execution.
Continuing the example from Figure 2, the Execution
Chain Graph can be divided into three levels, node in terms
of nodes S1 , S2 , and S3 (as shown in Figure 3). Using S1
as an example, re-identiﬁcation of node information shows
no value initially. Next, the Privacy Tailor performs an

evaluation and ﬁlls in the current node information. In node
S1 , all QIDs belong to E table, the Age data. It satisﬁes
the Conditions (comparison predicate) restricting the rows
returned by the query (e.g., age ≥ 30), as the re-identiﬁcation
risk is 0.03. Thus, de-identiﬁcation is no required and data
distortion is zero. In addition, if risk value is larger than the
user-speciﬁed threshold, the user speciﬁed de-identiﬁcation
method will be used and privacy model classes will be created
according to the de-identiﬁcation ﬁle.
Assume that a user requires access to information stored
in the electronic hospital records database. The information
in the database may include patients’ age, region, and gender.
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(1) Given ECG & Threshold;
(2) main(){
(3) while(ok==0){ //Set ok = 1 when ﬁnish
(4)
recheck=0;
(5)
Node information=compute(ECG);
//Compute information loss and Re-ID risk
(6)
Re-id risk=getRisk(Node information);
(7) if(Re-id risk > Threshold){
(8)
target=Find De-id target();
(9)
De-id(target);
(10)
recheck=1;
(11)
node=0;
(12) }
(13)
if(recheck!=1){
(14)
if(node number == max){
(15)
ok=1; //Reach the last node and end the process
}
(16)
(17)
else{ node number++; }
(18) }
(19) }
(20) } // End of main
(21) Find De-id target(){
(22) Compute aggregate risk for each node at each node;
(23) Choose the highest risk node;
(24) return node; }
Algorithm 2: Privacy Tailor algorithm.
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E Table
Age × region × sex
Age ≥30

Figure 3: Privacy Tailor operation.

Based on the user’s requirements, Privacy Tailor performs
risk assessment. The detailed processes are described as
follows.
(i) At node S1 , the Privacy Tailor begins evaluation
using the QID combination of the chosen table,
which is the re-identiﬁcation risk of the patients’ age.

Assuming that the threshold of the privacy policy
equals to 2, the re-identiﬁcation value calculated is
0.03, which is less than the threshold value 0.5. Thus,
the Privacy Tailor decides that age is low risk and deidentiﬁcation is not needed; the IL value is therefore
0.
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(ii) After evaluating S1 , node S2 is evaluated, which
involves calculating the re-identiﬁcation risk of the
combination of age and region (age × region). Supposedly, the result obtained is 0.73, which exceeds the
threshold. Therefore, the Privacy Tailor must proceed
with de-identiﬁcation at this level. There are three
possible de-identiﬁcation ways (age, region, and age×
region), each associated with re-identiﬁcation risk
and information loss (as shown in Table 1). After
calculating the results for the three diﬀerent deidentiﬁcation approaches, the Privacy Tailor will
choose to perform de-identiﬁcation on “region”
because it has a relatively low re-identiﬁcation risk
and the lowest data distortion level. After ﬁnishing
this step, the Local re-identiﬁcation risk will change
from 0.73 to the after de-identiﬁcation risk value
0.23. The Aggregate risk value will union S1 to S2 .
In other words, it rescans the QIDs in the union of S1
and S2 to obtain an aggregate risk value of 0.24; Local
IL equals 30%, and Aggregate IL equals the sum of IL
and that for S1 , which is 0% plus 30%, equals 30%.
(iii) After ﬁnishing the assessment of S2 , it will calculate
the re-identiﬁcation risk of the (age × region ×
sex) combination at S3 , and the result obtained is
0.1, which is lower than the threshold value. After
rescanning the union of QIDs in the 3 nodes from
S1 to S3 , the aggregate risk value becomes 0.3 (less
than the threshold 0.5). Therefore, the Privacy Tailor
will stop de-identiﬁcation at this level.
This example demonstrates that the Privacy Tailor
decides whether to perform de-identiﬁcation based on the
risk level, and then locate the optimal QID information combination from diﬀerent conditions; de-identiﬁcation is not
performed on all QID information. This multilevel method
only needs to deal with local information combinations most
of the time and therefore can eﬀectively reduce IL value. In
addition, it can also identify the high-risk data in a database
and help improve privacy safeguards.

3. Simulation and Results
This section presents a discussion of the experiments
performed. The environment developed in C language is
used to simulate the workﬂow of the HT system. We
used two datasets in the experiment. The ﬁrst dataset is
sourced from the Microdata (demodata.asl) and Macrodata
(demodata.rda) of μ-Argus [16], and is called Dataset 1
(shown with solid lines). The second dataset is sourced
from the adult data set of the UCI Machine Learning
Repository [17], and is called Dataset 2 (shown using dashed
lines). Under the considerations of the re-identiﬁcation risk
threshold between k = 2 and k = 15, the target attributes are
age, address, and income.
Based on assumptions above, the ECG composer outputs an Execution Chain Graph with accessing three QID
attributes: age, address, and income. In each node, the
Privacy Tailor assesses whether the re-identiﬁcation risk is
higher than the threshold. If the risk is within an acceptable

7
Table 1: Diﬀerent cases in re-indemniﬁcation process.
Case
Age
Region
Age × Region

Re-indemniﬁcation risk
0.55
0.23
0.36

Information loss
50%
30%
70%

range, the information will be passed to the next node
without de-identifying the attribute. In our experiment, the
risk values assessed in node one and node two are lower
than the threshold, while the node three assessment result
is higher than the threshold. Therefore, an appropriate deidentiﬁcation method combination is required.
Firstly, the risk of each de-identiﬁcation combination of
the attributes needs to be assessed. There are seven possible de-identiﬁcation combinations: address, age, income,
address × age, age × income, address × income, and
address × age × income. When the risk values of all
nodes are lower than the threshold, we perform data deidentiﬁcation with only some of the attributes, which result
in low information distortion. The following paragraphs
present the results plotted from the experiments. The HT
system uses the same de-identiﬁcation techniques as μArgus. With the same re-identiﬁcation risk threshold (k), we
compared the distortion levels between de-identifying with
the optimal combination of HT and de-identifying with the
entire dataset of μ-Argus. The distortion level is represented
by Modiﬁcation Rate (MR) and Extended Bias In Mean
(EBIM).
3.1. Modiﬁcation Rate. MR represents the distortion level
based on the amount of data being modiﬁed. The idea
here is that when executing a de-identiﬁcation procedure, a
portion of the data is modiﬁed, which causes data distortion.
Equation (2) is to calculate the ratio between the numbers of
modiﬁed attributes and the total attribute numbers.
MR =

NA
,
NT

(2)

where NA is the number of modiﬁed attributes of a dataset,
and NT is the total number of attributes in the dataset.
Figure 4 demonstrates the MR of both the HT system
and the μ-Argus system. The x-axis represents the reidentiﬁcation risk k, and the y-axis represents the MR of the
de-identiﬁed dataset. As shown in the ﬁgure, for Dataset 1,
the amount of data that needs to be modiﬁed is 65% and
95% for the HT system and μ-Argus system, respectively.
According to (2), the distortion level is determined by the
amount of data that is modiﬁed. Thus, the distortion level of
the HT system is 30% lower than that of the μ-Argus system.
For Dataset 2, we ﬁnd that when k = 2, the amount of data
that needs to be modiﬁed is 28% and 70% for the HT system
and μ-Argus system, respectively. As the threshold increases,
a larger part of dataset needs to be modiﬁed, and our system
maintains a relatively low-distortion level. Even when k = 4,
the MR of HT system increases, but remains lower than μArgus. Therefore, in terms of MR, the HT system is superior.
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Figure 4: Data distortion analysis on Modiﬁcation rate.

Figure 5: Data distortion on Extended Bias in Mean.

3.2. Extended Bias in Mean. EBIM extends the Bias In Mean
(BIM) method, proposed by Li and Sarkar [18], to calculate
the diﬀerence between the modiﬁed dataset and the original
dataset. As BIM is only suitable for calculating the diﬀerence
of single attribute between the modiﬁed dataset and the
original dataset, the EBIM improved the BIM method to
calculate the average of the diﬀerence for all attribute
ﬁelds, before and after modiﬁcation. To clearly indicate the
information loss, we used an extended BIM (EBIM) to
accommodate for the generalization strategy. Assuming the
interval where the attribute (X) resides is known, the range
R ≤ L, X, U > where U is the upper bound value; L is
the lower bound value; X is the original value. The EBIM
formula is given in (3) where j represents the index of the
attributes and i represents the index of data entry.

is processed, no additional de-identiﬁcation is required
between k = 4 and k = 12 in Dataset 1 (i.e., remaining
the same EBIM results). When k = 13 in Dataset 1, both
systems should further de-identify data and yielded higher
distortion levels. Moreover, in Dataset 2, HT system is able
to maintain a lower-distortion level than μ-Argus. Further,
no additional de-identiﬁcation is required beyond k = 4 in
Dataset 2. Based on both datasets, the HT system produced a
comparatively lower-distortion level.

N N





1 T A U − L
,
EBIM =
NT i=1 j =1 Xi, j

(3)

where NA is the total attribute numbers of a dataset; NT is the
total number of data entries.
As shown in Figure 5, it shows the comparison of the
distortion level by EBIM between the HT system and μ-Argus
system. The x-axis is the re-identiﬁcation risk threshold (k).
The y-axis represents the EBIM distortion level. Figure 5,
presents that the HT system outperforms the μ-Argus system
in all scenarios. In Dataset 1, the distortion rate increases
as the threshold increases. When k = 4, the distortion
increases due to the higher level of de-identiﬁcation required.
However, the HT system still manages a lower-distortion
level than μ-Argus does. After the previous de-identiﬁcation

4. Conclusion and Future Work
Safeguarding privacy has received increased attention from
the public. Using personal information, we may be able to
identify a particular person directly or indirectly. Traditional
methods, which perform de-identiﬁcation on the entire
database, can reduce the re-identiﬁcation risk and protect
private information, but they cannot provide authentic
information to researchers. Based on experimental results,
this paper proposes the HT system, which maintains a low
re-identiﬁcation risk in the required area, but is still able to
eﬀectively reduce the level of information loss and satisfy
the needs of medical and research groups, and identify the
information with high risk. HT system enables administrators to completely customize a privacy-preserved database
system for eHealth applications and ensure that all service
requests are managed in a consistent and reliable manner. In
future work, we will satisfy l-diversity requirement [19] to
ensure that sensitive attribute values in each equivalence class
are suﬃciently diverse in order to make the HT system have
more practical privacy protection.
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Dominik Malčı́k and Martin Drahanský
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Travelling is becoming available for more and more people. Millions of people are on a way every day. That is why a better
control over global human transfer and a more reliable identity check is desired. A recent trend in a ﬁeld of personal identiﬁcation
documents is to use RFID (Radio Frequency Identiﬁcation) technology and biometrics, especially (but not only) in passports. This
paper provides an insight into the electronic passports (also called e-passport or ePassport) implementation chosen in the Czech
Republic. Such a summary is needed for further studies of biometric passports implementation security and biometric passports
analysis. A separate description of the Czech solution is a prerequisite for a planned analysis, because of the uniqueness of each
implementation. (Each country can choose the implementation details within a range speciﬁed by the ICAO (International Civil
Aviation Organisation); moreover, speciﬁc security mechanisms are optional and can be omitted).

1. Introduction
Nowadays it is still more necessary to be able to perform the
identity check of passengers quickly and reliably—to prevent,
for example, unauthorized border crossing, or to avoid any
attempts of terrorist attacks, and so forth.
The idea of a better passport system incorporating biometrics has been alive for more than 20 years. However, it
has taken considerable time to prepare all aspects for the new
technology. Using biometrics to improve the system of travel
documents is undoubtedly a crucial milestone. Naturally,
there are security threats due to the fact that all biometric
features are usually very sensitive information that has to be
appropriately treated.

an outcome of the terrorism. A better control over migration
process with a lower number of illegal immigrants was also
demanded. Another item on the list was an aggravation of
the processes leading to faking documents. Last but not least,
the target was to achieve a simpler, faster and a more accurate
identity check process.
Use of technologies based on biometric features ensures
almost all the aforementioned aspects. Security of storing
and handling biometric information has to be treated in
the best possible way, because this information can be easily
misused.

2. Motivation

3. Responsibility for the Global Passports’
Evolution

After the incidents of the 11th September 2001 in New York,
USA, a strong need for a better type of security at airports
and borders all over the world was rising. This idea had
existed before 11th September 2001. However, that particular
terrorist attack can be considered as a strong impulse to start
implementing a new security policy [1].
The reason for introducing the new security policy implementing electronic and biometric elements was not only

A worldwide cooperation on uniﬁcation of travel documents
is under the auspices of the ICAO (http://www.icao.int/)
(International Civil Aviation Organisation) with a mandate
granted by the UN (http://www.un.org/) (United Nations)
in 1947. With respect to the mandate of the UN, the ICAO
issues recommendations and standards for employing new
technologies in the ﬁeld of travel documents (recently, the
implementation of biometrics).

2

Journal of Biomedicine and Biotechnology

RFID chip with the antenna is
integrated into the data page.

MRZ

Figure 1: On the left: a Czech biometric passport specimen with circled international logo of electronic passports; top right: RFID chip
without and with antenna; bottom right: data page with labelled MRZ (source: [1]).

The elements introduced by the ICAO, for example,
uniﬁed passport data page or Machine Readable Zone (MRZ),
can be seen in current versions of passports across the world.
This can be, unquestionably, considered as a tangible result
of the ICAO’s work [1].

4. RFID Technology
Radio Frequency Identiﬁcation is currently a widely used
wireless identiﬁcation technology. It is massively used simply
for identiﬁcation (chain supplement, personal identiﬁcation
cards, access cards, etc.), but its capabilities are much greater.
It always depends on the type of the chip—some of them
have only few bytes of ROM memory, but on the other
hand, modern trend is to integrate various functions with
suﬃcient amount of writeable memory. In the case of
ePassports (all the electronic passports are labelled with an
international logo—see the red circle in Figure 1) we can talk
about cryptographic functions and r/w memory modules
accompanied with memory modules that are readable only
for the tag itself (no information from these memory cells
can be retrieved out of the device).
RFID technology is based on two main devices—RFID
tag (also known as the RFID transponder) and the RFID
reader that has, in fact, usually also a writing ability, so the
term “RFID reader” can be misleading. RFID tag can be
either active or passive. The tag is commonly connected to
an antenna. Active tags have onboard power supply (usually
a battery) and active transmitter. Analogically to the active
tags, the passive tags have no integrated power source and
no active transmitter. The biggest diﬀerence between active
and passive tags is the price and the operating range—passive
tags’ range is given in centimetres or tens of centimetres
(ePassports incorporate passive RFID tags), in contrast to

that, the active tags can communicate for up to kilometres
[2].
All wireless technologies bring many advantages, but also
disadvantages—in the scope of travel documents the biggest
issue is security. It is clear that all wireless transfers can
be eavesdropped or exposed to other known attacks—the
manner of use of biometric passports can prevent some
attacks like, for example, “man in the middle,” because the
reader is in close distance to the passport. That is why all
communication transferring sensitive information has to be
securely encoded.
For the ePassport RFID chips was chosen standard compliant with ISO 14443 with modulation A or B frequency for
transmissions is 13,56 MHz with a short range (max. 15 cm)
[19].

5. Passport Chip Memory
The memory is logically divided into two main regions—one
is accessible from outside of the chip (via wireless communication), the second one provides a part of security by hiding
its content—the hidden content is available only for internal
functions of the chip.
The part of memory available for reading provides sixteen separated data groups (labelled as DG1, DG2, ,
DG16—see Figure 2). Each group incorporates diﬀerent
data. Dissimilar types of protection are used over the groups
of the stored data. The data groups DG1, DG2, DG3 and
DG5 are important within the scope of the biometric passports, because these groups are used for storing information
related to the identity check [3].
Data Group 1. DG1 stores exactly the same information
as those presented at the data page of the passport (see the
bottom right part of Figure 1)—basic personal information
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Document type
Issuing state or organization

Encoded
identiﬁcation
feature(s)

Name (of holder)
Document number
Check digit doc number
Detail(s)
recorded
in
MRZ

Nationality
Date of birth
DG1

Check digit DOB
Sex

Global interchange DG2 Encoded face
feature
Additional
DG3 Encoded ﬁnger(s)
feature(s)
DG4 Encoded eye(s)
Displayed portrait
DG5

Displayed
identiﬁcation DG6
feature(s)
DG7
Encoded
security
feature(s)

Reserved for future use
Displayed signature or usual mark

DG8

Data feature(s)

DG9

Structure feature(s)

DG10

Substance feature(s)

Data of expiry or vaild until date
Check digit DOE/VUD
Optional data

DG11

Additional personal detail(s)

DG12

Additional document detail(s)

DG13

Optional detail(s)

Check digit optional data ﬁeld

DG14

Reserved for future use

Composite check digit

DG15 Active authentication puplic key info
DG16

Person(s) to notify

Figure 2: Memory data groups of passport RFID chip. Please notice especially the description of DG1–DG5 (source: [3]).

like name, date and place of birth, sex, date of expiration, and
so forth.
Data Group 2. This data group is dedicated to a digital
form of a facial photograph. Size limit is set to 15 kilobytes.
Data Group 3. The most recent security element of passports—ﬁngerprint(s)—is stored in the DG5. Size limit is set
to 15 kilobytes per ﬁngerprint.
Data Group 4. Data group 4 should contain encoded iris
data, but this feature has not been used yet.
Data Group 5. The last important data group (with
respect to the biometrics) stores a photo of an owner that
is depicted on the data page.

6. Introduction to Biometrics
Techniques based on biometric features are being widely
deployed especially in the spheres, where a higher level of
security or a precise identiﬁcation is desired. However, all
the technologies are becoming aﬀordable for more ordinary
purposes, as well. Therefore, we can expect a massive use of
biometric-based products in the following decades.
A proper biometric feature should be unique for each
person and it should be invariable in time (usually from
a speciﬁc age); given in the simplest possible way—it is
an unambiguous identiﬁer of a person. Moreover, some of
the biometric features are well proven and have been even
practically used for a long period of time—for example,
ﬁngerprints in criminalistics. On the other hand, many of
the biometric features have been explored relatively recently.
As it is not possible to give an exhaustive overview of
biometrics, let us focus on the features that are important for
contemporary passport implementation—2D facial photo
and ﬁngerprints (the use of iris can be expected in the near
future) [4].
6.1. Facial Photograph. Facial photograph of an applicant is
employed as a basic security element. This type of security
is well known also from older types of documents. In classic

Figure 3: On the top left: an example of ideal facial photo with
measures; top right: the Czech endpoint station from the oﬃcers’
view; bottom: unacceptable facial photos (sources: [5, 6]).

paper documents, the facial photo primarily serves for visual
identiﬁcation by oﬃcers. Despite the oﬃcers’ training and
their ability to recognise a person even if there is some change
in an applicant’s appearance (moustache, haircut, glasses,
etc.), the case of similar individuals (twins, siblings or even
doubles) could lead to identity mismatch. If the facial photo
is treated from a biometric point of view (not just as a picture
of a person) —the face contains information that is invariant
in time and can be measured (see Figure 3), for example, the
distance between eyes, position of chin, position of nose, and
so forth. These factors can aﬀect the recognition process by
providing additional information to the oﬃcer. Nonetheless,
the twins will still look similar. That is why an absolutely
diﬀerent security component is needed (see Section 6.2)
[4].
Picture Data Storage. The picture data (facial photo) is
taken according to speciﬁcations in ISO19794-5 that deﬁnes
conditions for acquirement of this type of data: format,
scene, picture properties, and so forth. The picture data is
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Figure 4: Examples of ﬁngerprint fakes of diﬀerent materials.

stored on the chip twice (DG2 and DG5—see Figure 2), both
in JPEG/JPEG 2000 format.
The ﬁrst occurrence is designated for laser engraving with
following properties—grayscale, 60px distance between eyes,
resolution of 620 × 796, stored in DG5. The second picture is
encoded and stored in DG2 in full colour, resolution of 240
× 320 with max. size of 15 kilobytes. This smaller image is
used for biometric identity check [3, 6, 7].

(a)

(b)

Figure 5: Diﬀerence between a rubber stamp ﬁngerprint (a) and a
ﬁngerprint from a real ﬁnger (b).

• Histopathological changes

6.2. Fingerprints. With respect to the facts introduced in
the second paragraph of Section 6 the need for new reliable
means of identity veriﬁcation has been solved by introducing
ﬁngerprints. It has been proven that even ﬁngerprints of
monozygotic twins are signiﬁcantly diﬀerent. That means
the two identities of twins can be undoubtedly distinguished
by matching the corresponding ﬁngerprint with its stored
digital representation (of course, not only with the digital
representation of the ﬁngerprint, but also with, e.g, a paper
record of that ﬁngerprint—however, this variant is not dealt
with in this paper). Even so, there still exist possibilities for
counterfeiting ﬁngerprints. Nevertheless, the fraudsters have
to face the problems with tricking the ﬁngerprint scanners,
because the scanners are being more often equipped with
sophisticated liveness detection—especially when a security
risk is expected. Sometimes it is simply almost impossible
to cheat the ﬁngerprint checking, because of a presence of
an oﬃcer. Adopting this measure naturally does not result
in an absolutely perfect protection against unwanted actions
(Absolute security does not exist). Nonetheless, the security
level has rapidly increased with incorporating a ﬁngerprint
check [4].
Here might be considered that a potential attacker can
use ﬁnger fakes to circumvent the ﬁngerprint reader. Securing automated and unsupervised ﬁngerprint recognition
systems used for the access control is one of the most critical
and most challenging tasks in real world scenarios. Basic
threats for a ﬁngerprint recognition system are repudiation,
coercion, contamination, and circumvention [8]. A variety
of methods can be used to get an unauthorized access to
a system based on the automated ﬁngerprint recognition.
If we neglect attacks on the algorithm, data transport, and
hardware (all these attacks demand good IT knowledge),
one of the simplest possibilities is to produce an artiﬁcial
ﬁngerprint using soft silicon, gummy and plastic material, or
similar substances [8–10]—see Figure 4. One example of the
use of an artiﬁcial ﬁnger is shown in Figure 5, where you can
see the ﬁngerprint from a rubber stamp in comparison with
the ﬁngerprint from a real ﬁnger. For a really big amount
of sensors, there is no diﬀerence between them, that is,
the artiﬁcial ﬁngerprint is processed and recognized as one
concreter enrolled user from the database. To discourage

• Skin discoloration

• Histopathological changes and skin discoloration

Figure 6: Examples of histopathological changes (upper row), skin
discoloration (middle row) and a combination of both previous
categories (lower row).

potential attackers from presenting a fake ﬁnger (i.e., an
imitation of the ﬁngertip and the papillary lines) or, even
worse, to hurt a person to gain access, the system must
be augmented by a liveness detection component [8, 11,
12]. To prevent false acceptance we have to recognize if
the ﬁnger on the plate of the ﬁngerprint sensor (also
referred to as ﬁngerprint scanner) is alive or not. There exist
the following liveness detection methods [8]: perspiration,
spectroscopic characteristics, ultrasonic technology, physical
characteristics—temperature, hot and cold stimulus, pressure stimulus, electrical properties, bio-impedance, pulse,
blood oxygenation, and some other not very reliable methods.
The second often neglected problem are skin diseases
and their inﬂuence on ﬁngerprint recognition [13–15]. These
skin diseases (attacking ﬁngers or generally hands) could be
divided into three main groups [13, 14]: histopathological
changes, skin discoloration, combination of histopathological changes and skin discoloration—see examples in the
Figure 6. Histopathological changes mean that the structure
of papillary lines is changed and the biometric system is
not able to detect the separate papillary lines and valleys
among them. Most of the sensors are based on physical
principles, which do not allow acquiring of a ﬁngerprint
with a histopathological skin disease. The second group
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of a passport system. Moreover, scanning of veins of a ﬁnger
during a ﬁngerprint scanning process should also provide
liveness detection at the same time—that is a very important
aspect in a fake ﬁngerprint detection [8, 12, 16].

Usability

Voice

Face

Finger vein
Hand shape

Fingerprint

Iris
Security

Figure 7: A simple comparison of biometric features with highlighted features proposed for future use in passports (source: [17]).

contains skin discoloration, that is, only the colour of the
skin is changed, but the structure of papillary lines is kept
unchanged. The most of sensors for ﬁngerprint acquirement
are not prone to this type of skin diseases. The last category
combines both previous types. This category is very diﬃcult
for almost all of ﬁngerprint sensors, because the combination
of change of the structure of papillary lines and change of
their colour is often resulting in a structure and colour, which
is not recognizable as a ﬁngerprint for further processing.
In [13, 14], you can ﬁnd not only more closer description
of these skin disease categories including concrete disease
examples, but basic information how you can evaluate the
quality of a ﬁngerprint, that is, recognize if the skin is aﬀected
by such a distortion, which does not allow to acquire and/or
process the acquired ﬁngerprint.
Fingerprint Data Storage. Fingerprints are taken in compliance with ISO/IEC FCD 19794-4 and ANSI/NIST-ITL
1-2000 IS standards. The quality of the stored ﬁngerprint
has to be marked with NFIQ (NIST Fingerprint Image
Quality) equal to 3 or a better grade. In Figure 2 can be
seen that a DG3 has been designed to hold ﬁngerprint data.
Maximal data size of one ﬁngerprint is 15 kB in compressed
format WSQ (Wavelet Scalar Quantization) speciﬁed in
document IAFIS-0110 (V3), precisely according to the Grayscale Fingerprint Image Compression Speciﬁcation 1997
[1, 7].
6.3. Proposal for Further Use of Biometrics in Passports. With
respect to the latest results in the sphere of biometrics, it
is convenient to incorporate more biometric features into
one device to ensure the quality of an automatic processing
of personal identities and to prevent frauds in this area.
Proposed features for a future use are primarily based on an
iris recognition (use of the iris recognition has been already
prepared in current passports, however the real application is
still not common), veins of ﬁngers recognition and especially
combinations of these features with time-proven ﬁngerprints
(for a better illustration see Figure 7). A correctly implemented combination of aforementioned biometric features
should be robust enough to provide all demanded properties

7. The Czech Implementation
The Czech electronic passport was introduced as a second
device of this type in the EU (the passport system architecture can be seen in Figure 8). Since that time new types of
security have been already introduced, however due to the
backward compatibility of all solutions across the world and
given minimal requirements of the ICAO, the former threats
will be still present.
Despite particular rules were set by either the ICAO
or consequently by the EU, there is still enough space for
country-speciﬁc modiﬁcations. This results in a variety of
solutions across the world that are diﬀerent, but (mostly)
compatible at the same time. The necessity for variability of
local solutions rises from the fact that each country has its
eﬀective law and implemented related technologies that has
to be incorporated into the passport employment.
7.1. Legislative Framework for Passports in the Czech Republic.
A relevant legislative background for implementation of
the mentioned security technologies was established by the
European Union as a reaction to the 11th September 2001
terrorist attacks (This date is probably mentioned too often,
however, consequence of this event was undoubtedly a very
strong argument for employing a more sophisticated travel
documents technology). To be more precise, a preparation of
such a technology started much earlier, in 1981. The original
proposals were set by the ICAO organisation and the EU
regulations proceed from these recommendations.
Let us consider a coherent approach of the EU (2003) as
a ﬁrst important document for this paper. A brief sequence
of milestones with respect to the Czech Republic implementation then came into being as follows [18].
20th June 2003. A coherent approach in biometrics
implementation for biometric documents and data for
the EU citizens, third country nationals and information
systems.
13th December 2004. The council regulation No. 2252/
2004 concerning standards for security features and biometrics in passports was issued by the Council of the European
Union.
28th February 2005. The EU Commission Decision
C(2005) 409 established the technical speciﬁcations on the
standards for security features and biometrics in passports
and travel documents.
15th June 2005. Government of the Czech Republic issues
the ruling Nr. 740 that approves the process of implementation of the European Council regulations in the Czech
Republic.
23rd December 2005. Signature of a contract with provider, STC, s.p. (National Printer of valuables).
1st September 2006. Launch of the ﬁrst stage of the project—
testing of the whole process with regular data.
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Figure 8: The Czech passport system architecture (source: Ministry of the Interior of the Czech Republic).

1st April 2009. Launch of the second stage of the
project—implementation of ﬁngerprints (as the second
country in the EU, after Germany).
7.2. Security. The main goal of the whole ePassport project is
to preserve privacy of the personal data and prevent forgery
of the travel documents. Diﬀerent measures are used with
respect to the importance of the particular aspect.
During the process of biometric passsport implementation (from assignment to the ﬁnal product) several security
aspects were treated, especially:
(i) A process security in general.
(ii) A security of involved buildings.
(iii) Mechanical and optical security elements.
(iv) Public key infrastructure (PKI).
(v) Fulﬁlment of international standards and recommendations.
(vi) Digital communication encryption.
(vii) Incorporation of biometrics.
Mechanical and Optical Elements. Security elements of this
type are often used not only in passports (but also, e.g, bank
notes, other types of personal documents, etc.). Although
we do not aim at this type of security, let us mention at
least some of them (not all of the listed items have to be
necessarily employed in the last passport revision of the
Czech Republic): serial numbers, ﬂuorescent elements, relief
stamping, engraving, guilloches, holograms, laser perforations, mechanic perforations, watermarks and many more.
Basic Access Control (BAC). A very simple mechanism used
for protection of information stored in DG1 and DG5 (see
Section 5). The BAC technique is based on two crucial principles—the ﬁrst: data can be read only in case the passport is
opened on the data page (if not, the RFID chip is shielded—
a communication cannot be technically established); the

second, the MRZ contains information which is used for the
transmission password derivation. Actually, the data in DG1
and DG5 are the same as the information on the passport
data page (see the right bottom part of Figure 1), that is why
in the case the attacker has the ability to open the passport
on the data page and read the MRZ, the information from
the data page (and also from the DG1 and DG5) is not secret
anymore.
The keys for the BAC are derived by SHA-1 (It is possible
to use SHA-1 or SHA-2 (SHA224, SHA256, SHA384, and
SHA512)) from the MRZ, precisely from the passport serial
number (9 characters), owner’s date of birth (6 characters)
and the date of expiry (6 characters). The result of the hash
function is truncated to 16 bytes and divided into two passports (key A: 0th–7th byte; key B: 8th–15th byte) for 3DES. A
key for the main communication is then established via 3DES
encoded messages [1, 5, 6, 19].
Active Authentication (AA). The active authentication serves
as a protection against passport cloning. A couple of keys
(private and public) is generated during the process of
personalization of a new passport. The private key is stored
in a part of memory that is inaccessible from outside of the
chip (it is provided only in the hardware of the chip). The
public key is freely available in DG15 [3].
The principle is then based on the asymmetric cryptography. Random data are generated and sent to a passport chip
by a reader. The data are signed internally with the private key
stored in the chip and sent back to the reader. In the last step,
the reader veriﬁes compatibility of the key pair and emits a
result about authenticity of the private key [1, 6].
7.2.1. Extended Access Control (EAC). The aforementioned
BAC is deﬁnitely too weak to secure the sensitive biometric
data—the ﬁngerprints (DG3), in the future also the iris
(DG4). Therefore, a new security speciﬁcation was made.
The EAC was speciﬁed in technical report BSI TR-03110
(Advanced Security Mechanism for Machine Readable Travel
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Documents—Extended Access Control). The EAC has been
used in the Czech Republic since April 1, 2009 (it was
brought to light together with incorporation of the ﬁngerprints) [1, 6, 19].
Two cryptographic mechanisms are being used within
EAC.
Chip Authentication (CA, based on Diﬃe-Hellman). It
is an alternative to active authentication (protection against
chip cloning). In contrast to the active authentication, the
CA does not suﬀer from so called challenge semantics. The
challenge semantics can cause tracking of the owner’s transfer in a speciﬁc case. That is why Germany did not include
AA into their implementation of ePassport. After the DH
process a cryptographically strong shared secret is available
for encoding the following communication [19].
Terminal Authentication (TA, based on PKI). Only approved terminals have permission to access the data groups
with biometric data. The terminal has to be equipped with
a valid certiﬁcate of a particular country to access the data.
Each terminal is set to a speciﬁc self-destruction time period.
The length of this period depends strictly on conditions of
use of each terminal (from 1 shift to 1 month max.). Each
terminal is labelled with unambiguous ID and can be blocked
[1, 6].
7.3. Introducing of New Security Principles. Generally, it is
always important to employ contemporary standards, for
example, cryptographic standards, to ensure resistance to
attacks against algorithms, protocols, hardware, and so forth.
Use of new techniques is recommended also in the area of
travel documents by the ICAO. Nevertheless, the introduction of technologies capable to handle such new versions of
passports—with new algorithms and security principles—
takes a certain time (in some countries less, in some countries
more). However, till the time the old passport security
mechanisms as, for example, BAC or manual identity check
supported as regular principles, it will be possible to perform
attacks against these poor mechanisms at least at places
where the more secure mechanisms of current passports
(ﬁngerprints, iris) have not been implemented.
The best solution of this situation would be to prepare
a completely new revision of passports with employing only
contemporary secure mechanisms, but how to assure that all
countries would be able to adopt new technologies necessary
for handling the new passports? (And what about the compatibility with local law and regulations?). This is the biggest
issue that cannot be easily solved, and so the backward
compatibility will always open possibilities for attackers and
fraudsters.
An absolutely diﬀerent issue is the hardware design
security. The hardware design of the Czech biometric passports has not been examined yet. That is why we cannot
predict the current status of the hardware design now
(of course there exist some general recommendations for
designing secure hardware to prevent side channel attacks or
microscopic analysis) (It is convenient to study these mechanisms especially from the area of smart cards where new
countermeasures are usually introduced ﬁrst).
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A complete hardware analysis (including microscopic
analysis, side channel analysis, etc.) is the aim of our future
work—results and proposals for better implementation will
be published in our future texts.

8. Conclusion
This paper sums up relevant details of the electronic
passports implementation in the Czech Republic. This work
will be used as a basis for the next steps in an analysis of
hardware (microscopic analysis, side channel analysis, etc.)
and software (protocols analysis, ﬁrmware analysis, etc.) of
such passports (in fact of the RFID chips) that will be
performed within the next months.
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Pulse oximetry data such as saturation of peripheral oxygen (SpO2 ) and pulse rate are vital signals for early diagnosis of heart
disease. Therefore, various pulse oximeters have been developed continuously. However, some of the existing pulse oximeters
are not equipped with communication capabilities, and consequently, the continuous monitoring of patient health is restricted.
Moreover, even though certain oximeters have been built as network models, they focus on exchanging only pulse oximetry data,
and they do not provide suﬃcient device management functions. In this paper, we propose an advanced pulse oximetry system
for remote monitoring and management. The system consists of a networked pulse oximeter and a personal monitoring server.
The proposed pulse oximeter measures a patient’s pulse oximetry data and transmits the data to the personal monitoring server.
The personal monitoring server then analyzes the received data and displays the results to the patient. Furthermore, for device
management purposes, operational errors that occur in the pulse oximeter are reported to the personal monitoring server, and the
system conﬁgurations of the pulse oximeter, such as thresholds and measurement targets, are modiﬁed by the server. We verify that
the proposed pulse oximetry system operates eﬃciently and that it is appropriate for monitoring and managing a pulse oximeter
in real time.

1. Introduction
Nowadays, various personal health devices (PHDs) are
released on a continual basis in recognition of the necessity
for healthcare technologies at home. A PHD is a device that
measures data on the health of its user, for instance, a pulse
oximeter, activity monitor, or medication reminder. Among
the various PHDs, the pulse oximeter, which measures pulse
oximetry data (e.g., saturation of peripheral oxygen (SpO2 )
and pulse rate), has become one of the most important PHDs
for early diagnosis of heart disease [1, 2].
However, some of the existing pulse oximeters are not
equipped with communication capabilities, and consequently, the continuous monitoring of patient health is restricted. Moreover, even though certain oximeters have been
built as network models, they focus on exchanging only
pulse oximetry data and they do not provide suﬃcient device
management functions.

Meanwhile, in a situation, where networked PHDs are
being applied to various u-health services, the standardization of diverse PHDs is very important to guarantee
interoperability between u-health services [3, 4]. As a result,
ISO/IEEE 11073 [5] was proposed to deﬁne how personal
health data should be exchanged between a PHD and a
monitor and what format should be used for the data.
Despite the ISO/IEEE 11073 Committee eﬀorts to standardize various PHDs, many existing PHDs are nonstandard.
Many manufacturers of PHDs for u-health service providers
still use their own protocols, and consequently their PHDs
cannot be regarded as interoperable. This causes increases
in maintenance costs and prevents an integrated u-health
service.
In this paper, we propose an advanced pulse oximetry
system for remote monitoring and management. The system
consists of a networked pulse oximeter and a personal
monitoring server. The proposed pulse oximeter measures
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Figure 1: Communication procedure.

a patient’s pulse oximetry data and transmits the data to the
personal monitoring server. For the proposed system to
support remote monitoring and management functions, we
implement a PHD agent and manager on the basis of our
previous design study [6]. The PHD agent is placed in the
pulse oximeter, and the PHD manager is placed in the personal monitoring server.
The PHD agent converts pulse oximetry data and
operational errors that occur in the pulse oximeter to an ISO/
IEEE 11073 message format and transmits them to the
personal monitoring server. In the proposed system, the
pulse oximeter measures SpO2 and pulse rate and detects
four operational errors: sensor disconnected, sensor oﬀ, signal non-detected, and signal inadequate. The PHD manager
extracts the pulse oximetry data and operational errors from
the received messages. It also manages two components
of the system conﬁguration of the pulse oximeter: the
thresholds for SpO2 and pulse rate and measurement targets.
We verify that the proposed pulse oximetry system
operates eﬃciently and that it is appropriate for monitoring
and managing a pulse oximeter in real time; the average
response time for transmitting pulse oximetry data or errors
is 251 ms.
The rest of this paper is organized as follows: Section 2
introduces the ISO/IEEE 11073 standard as background
information. Section 3 describes the pulse oximetry system

in detail. Section 4 presents the results of implementation
and evaluation of the system. Finally, Section 5 draws conclusions and discusses some future directions for research.

2. ISO/IEEE 11073
ISO/IEEE 11073 was proposed on May 2006, to guarantee
interoperability between various PHDs. It speciﬁes how
personal health data should be exchanged between a PHD
and a monitor and what format should be used for the
data. The 11073-20601 Optimized Exchange Protocol [5] was
proposed to deﬁne the communication procedure and interoperable transmission format. Figure 1 shows the communication procedures between PHD (or agent) and manager.
Communication procedure can be divided into four phases
as follows.
(i) Association Phase. In this phase, an agent sends an
association request message including association
information (e.g., system ID and conﬁguration ID) to
a manager to establish a session. The manager analyzes the message and checks the conﬁguration of the
agent. If the manager can recognize the conﬁguration, the manager responds with an “accepted”
parameter (i.e., the association was accepted). In this
case, the operation phase is initiated. Alternatively,
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SpO2
0x0001 ScanReporfInfoFixed.obs-scan-ﬁxedvalue[0].obj-handle=1
0x0001 ScanReporfInfoFixed.obs-scan-ﬁxed.value[0].obj-val-data.length=10
0x0062 Basic-Nu-Obserlved-Value=98(%)
0x2007 12 06 12 10 00 00 Absolute-Time-Stamp=2007-12-06T12:10:0000
Pulse rate
0x000A ScanReporﬂnfoFix.obs-scan-ﬁxed.value[0].obj-handle=10
0x0001 ScanReporfInfoFixed.obs-scan-ﬁxed.value[0].obj-val-data.length=10
0x0048 Simple-Nu-Observed-VaIue=72(beats/min)
0x2007 12 06 12 10 00 00 Absolute-Time-Stamp=2007-12-06T12:10:0000
Figure 2: Standard message for transmitting SpO2 and pulse rate.

if the manager does not recognize the conﬁguration,
the manager responds with an “accepted-unknownconﬁg” parameter (i.e., the association was accepted
but the conﬁguration needs transmitted). In this case,
the conﬁguration phase is initiated.
(ii) Conﬁguration Phase. During this phase, the agent
sends its conﬁguration to the manager. The manager stores the conﬁguration and responds with an
“accepted” parameter to prompt the agent into the
operation phase.
(iii) Operation Phase. During this phase, the agent transmits personal health data and device information to
the manager. The personal health data are transmitted periodically or whenever the agent takes health
data from a PHD. In contrast, device information
is transmitted at the request of the manager, which
sends a “Get” method to retrieve the device information.
(iv) Disassociation Phase. If the agent or manager does
not have any more messages to transfer, this phase
is initiated to release the established session. During
this phase, association release request and response
messages are exchanged, with a “disassociation”
reason.
The ISO/IEEE 11073 Standard also speciﬁes device specialization protocols considering the characteristics of each
PHD, such as 11073-10404 (pulse oximeter) [7], 1107310407 (blood pressure monitor) [8], 11073-10408 (thermometer) [9], and 11073-10417 (glucose meter) [10]. Each
specialization protocol details how a PHD works and acts as
a description for creating a speciﬁc type of agent.
Among the protocols, 10404 describes pulse oximeters in
detail. This protocol deﬁnes objects to represent data that
are measured or estimated by pulse oximeters (e.g., SpO2 ,
pulse rate, and pulsatility). Of these, SpO2 and pulse rate are
mandatory objects. Figure 2 depicts the standard messages
for transmitting SpO2 and pulse rate.
Despite the ISO/IEEE 11073 Committee eﬀorts to standardize various PHDs, many existing PHDs are nonstandard.

Many manufacturers of PHDs for u-health service providers
still use their own protocols, and consequently their PHDs
cannot be regarded as interoperable. This causes increases
in maintenance costs and prevents an integrated u-health
service.

3. Proposed Pulse Oximetry System
In this section, we describe the proposed pulse oximetry
system in detail. The system consists of a networked pulse
oximeter and a personal monitoring server. The proposed
pulse oximeter measures a patient’s pulse oximetry data and
transmits the data to the personal monitoring server. For the
proposed system to support remote monitoring and management functions, we implement a PHD agent and manager on
the basis of our previous design study [6]. The PHD agent is
placed in the pulse oximeter, and the PHD manager is placed
in the personal monitoring server.
The PHD agent converts pulse oximetry data and
operational errors that occur in the pulse oximeter to an
ISO/IEEE 11073 message format and transmits them to the
personal monitoring server. The PHD manager extracts the
pulse oximetry data and operational errors from the received
messages. It also manages the system conﬁguration of the
pulse oximeter.
3.1. Pulse Oximeter. The pulse oximeter is developed to
measure patient pulse oximetry data. The pulse oximeter
architecture is shown in Figure 3.
(i) SpO2 Sensor. This measures SpO2 and pulse rate
using an infrared LED, a red LED, and a light sensor
photo (PIN) diode. Infrared light and red light are
passed through the user’s ﬁnger the PIN diode.
(ii) Ampliﬁer. This ampliﬁes the input signal.
(iii) Analog Filter. This decoupled the high-frequency
noise.
(iv) ADC. This converts a continuous signal to discrete
signal.
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Figure 3: Architecture of the pulse oximeter.
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(v) MCU. This controls all system functions. It calculates
SpO2 and pulse rate and stores these in memory.
(vi) Bluetooth Module. This module is used to communicate with external devices.
(vii) PHD Agent.
(a) Session Handler. This manages a communication session with a PHD manager. It maintains
connections with the manager until a session
completed.
(b) Message Handler. This generates and analyzes
the exchanged messages according to the 11073
Standard. It constructs a message from measured pulse oximetry data and operational
errors.
(c) Memory Handler. This extracts pulse oximetry
data, errors, and system conﬁgurations from
the memory of pulse oximeters. The extracted
data, errors, and conﬁgurations are passed to
the message handler.
The processes for converting pulse oximetry data into
an 11073 message are shown in Figure 4. The stored pulse
oximetry data are extracted and converted into an 11073
message by the memory handler and message handler of the
PHD agent. The values of SpO2 and pulse rate from the
memory are inserted into “Basic-Nu-Observed-Value” ﬁelds

and the measured time is inserted into “Absolute-TimeStamp” ﬁelds. The values of “obj-handle” are assigned as 1
and 10 for SpO2 and pulse rate, respectively.
3.2. Personal Monitoring Server. The personal monitoring
server analyzes, collects, and displays the pulse oximetry data
and operational errors sent by the pulse oximeter. It also
manages the system conﬁguration of the pulse oximeter.
The architecture of the personal monitoring server is shown
in Figure 5. The architecture of the PHD manager placed
in the personal monitoring server is similar to that of the
PHD agent except for a user interface module. The user
interface module displays the pulse oximetry data to the user
graphically. It also displays patterns or changes in data over a
speciﬁc period of time. PHDs are usually small, with limited
memory and LCDs, so a method that measures a user’s health
data on a PHD but collects and displays those on a device that
has better performance is more eﬃcient.

4. Implementation and Evaluation Results
In this section, we present the results of the implementation
and evaluation of the pulse oximetry system. The pulse
oximetry system is comprised of a networked pulse oximeter
and personal monitoring server. Figure 6 shows the prototype of the pulse oximeter. This prototype uses the ﬁngertype SpO2 sensor obtained from APK Technology and is
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Table 1: Operational errors detected and reported by the PHD
agent.

User interface
Bluetooth module

Pulse oximeter (PHD agent)
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connected to the patient
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Figure 5: Architecture of PHD manager.

(a)

(b)

Figure 6: The prototype of the pulse oximeter.

loaded with ATmega 128-16AC MCU and a Bluegiga WT12
Bluetooth module.
In the proposed system, the pulse oximeter measures
SpO2 and pulse rate using the ﬁnger-type SpO2 sensor and
stores the measured pulse oximetry data in memory. The
PHD agent within the pulse oximeter extracts the stored
pulse oximetry data and detects four operational errors: sensor disconnected, sensor oﬀ, signal non-detected, and signal inadequate. Table 1 lists these operational errors and the
corresponding codes. If an error occurs in the pulse oximeter,

the corresponding code is inserted into “Enum-ObservedValue-Basic-Bit-Str” attribute of the “Device and sensor
annunciation status” object, then the PHD agent transmits
the object using a “Remote Operation Invoke | Conﬁrmed
Event Report” method. Through this mechanism, the operational errors that occur in the pulse oximeter are reported to
the personal monitoring server.
The PHD agent converts the stored pulse oximetry data
and the detected errors into an 11073 message and transmits
the message to the PHD manager via Bluetooth. The reason
to use Bluetooth is a data transfer rate. Although Zigbee
might be more suitable for a single signal transmission in
terms of transmission range and network latency [11, 12],
we plan to use the pulse oximeter to a remote management
system. In the system, the pulse oximeter will be managed
by a management server remotely. To achieve this, the pulse
oximeter is required at a high data transfer rate. Moreover,
smartphones that support Zigbee have not been released on
the market thus far.
The PHD manager was implemented on an LG LU2300
smartphone (now called an Optimus Q) that is based on
Android 2.2. In addition, SQLite [13], which is an embedded
SQL database engine, is used for storing pulse oximetry
data. It extracts pulse oximetry data and operational errors
from the received messages. It also manages two components of the system conﬁguration of the pulse oximeter:
thresholds for SpO2 and pulse rate and measurement targets.
The pulse oximeter operates according to the modiﬁed
system conﬁgurations. Table 2 lists the manageable system
conﬁgurations of the pulse oximeter. For example, if the
PHD manager transmits a “Remote Operation Invoke | Set”
method with a speciﬁc value and targets the attribute
“MDC ATTR LIMIT CURR-Min SpO2 ,” this reﬂects an
attempt by the medical staﬀ to change the lower threshold for
SpO2 to a desired value. The system conﬁgurations can be
extended according to the management scenarios or target
PHDs using the conﬁguration phase described in Figure 1.
Figure 7 shows the screen of the PHD agent for 11073
messages exchanged between the PHD agent and the PHD
manager during a session. In Figure 7, the PHD agent sends
11073 request messages (represented as “Send-PackageNum
(1, 3, 5)”) and the PHD manager sends response messages
(represented as “Receive-PackageNum(2, 4, 6)”). The ﬁgure
shows that the PHD agent ﬁrst sends the association request
message and the PHD manager responds with the “accepted”
parameter. After that, the PHD agent sends the event report
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Table 2: System conﬁgurations of the pulse oximeter managed by PHD manager.
Conﬁguration

Value
Integer
Integer
Integer
0x0000
0x0001
0x0002

Min SpO2
Max PulseRate
Min PulseRate

MDC ATTR LIMIT CURR

MDC ATTR MSMT TARGET OBJ

Measurement target

Association request

Association response

Value of SpO2 , pulse rate

Description
Lower threshold for SpO2
Higher threshold for pulse rate
Lower threshold for pulse rate
SpO2 but no pulse rate is measured
Pulse rate but no SpO2 is measured
Both SpO2 and pulse rate are measured

System ID

Conﬁguration ID

Accepted

Event report

Measured time

SpO2

Pulse rate

Event report response

Release request

Reason = normal

Release response

Reason = normal

Figure 7: 11073 messages exchanged between PHD agent and PHD manager.

message to transmit the measured SpO2 and pulse rate, and
the PHD manager responds to the report. Finally, the PHD
agent sends the association release request message and the
PHD manager responds to the request. Based on this ﬁgure,
the PHD agent and PHD manager exchange 11073 messages
properly.
Figure 8 shows three screenshots of the PHD manager.
The patient can monitor pulse oximetry data through the
GUI. In Figure 8(a), the pulse oximetry data transmitted

from the PHD agent is displayed on the screen of the
smartphone. The PHD manager provides a function to alert
users to the detection of a low- or high-limit violation based
on the predetermined threshold. A green background represents a normal level and a red background represents an
abnormal level. Based on Figure 8(a), the SpO2 of 97% is
a normal level, but the pulse rate of 107 beats/min is an
abnormal level. The PHD manager also identiﬁes patterns or
changes in pulse oximetry data over a speciﬁc period of time,
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SpO2

Pulse
Rate

indicates threshold status
of SpO2 and Pulse Rate

(a) SpO2 and pulse rate

(b) SpO2 graph

(c) Pulse rate graph

Figure 8: Screenshots of PHD manager.

the association phase includes the Bluetooth connection
time. However, it does not signiﬁcantly aﬀect the system performance because the association phase is experienced only
once, and a Bluetooth connection is established only when
the physical connection between the pulse oximeter and the
personal monitoring server is disconnected. The evaluation
conﬁrms that the proposed system is appropriate for monitoring and managing a pulse oximeter in real time.
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6741.12

6000
5000
4000
3000
2000

5. Conclusion and Future Work

1000
251.01

119.39

Operation phase

Disassociation
phase

0
Association phase

Figure 9: Communication times of pulse oximeter.

as shown in Figure 8. Based on Figure 8, the PHD manager
receives pulse oximetry data from PHD agent and displays
these properly.
The proposed pulse oximetry system is a client-server
system. For this reason, its response time is an important
consideration. Hence, we evaluate the response times of the
pulse oximeter for each phase, as shown in Figure 9.
As shown in this ﬁgure, the pulse oximeter requires an
average of 6 s during the association phase, while requiring
251 and 119 ms during the operation and disassociation
phases, respectively. Such a large diﬀerence exists in the communication times because the communication time during

In this paper, we proposed an advanced pulse oximetry
system for remote monitoring and management. The system
consists of a networked pulse oximeter and a personal monitoring server. For the proposed system to support remote
monitoring and management functions, we implemented a
PHD agent and manager. The PHD agent within the pulse
oximeter extracts the stored pulse oximetry data, detects
operational errors, and transmits them to the personal monitoring server. The PHD manager within the personal monitoring server analyzes, collects, and displays the pulse oximetry data sent by the pulse oximeter. It also manages system
conﬁgurations of the pulse oximeter. The PHD agent reports
the detected operational errors using the “Remote Operation Invoke | Conﬁrmed Event Report” method, and the
PHD manager manages system conﬁgurations of the pulse
oximeter using “Remote Operation Invoke | Set” method.
The determined errors and system conﬁgurations can be
extended according to the management scenarios or
target PHDs using the conﬁguration phase. We also presented the results of the implementation and evaluation of
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the pulse oximetry system. The results conﬁrmed that the
proposed system is appropriate for monitoring and managing a pulse oximeter in real time.
As future work, we plan to apply the product to other
u-health services. We also plan to apply various protocols to
connect between the personal monitoring server and health
service providers.
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Collaborative researches of three-dimensional molecular modeling can be limited by diﬀerent time zones and locations. A
networked virtual environment can be utilized to overcome the problem caused by the temporal and spatial diﬀerences. However,
traditional approaches did not suﬃciently consider integration of diﬀerent computing environments, which were characterized by
types of applications, roles of users, and so on. We propose a collaborative molecular modeling environment to integrate diﬀerent
molecule modeling systems using a virtual tunneling service. We integrated Co-Coot, which is a collaborative crystallographic
object-oriented toolkit, with VRMMS, which is a virtual reality molecular modeling system, through a collaborative tunneling
system. The proposed system showed reliable quantitative and qualitative results through pilot experiments.

1. Introduction
A networked virtual environment (NVE) is a computersupported collaborative work (CSCW) environment where
multiple participants can interact with each other through
computer networks for enhancing performances of their
collaborations. Since, NVE can overcome limit of time and
space diﬀerences during face-to-face collaborations, NVE
has been widely researched for collaborative computeraided design [1, 2]. In a collaborative three-dimensional
(3D) computer-aided design (CAD) system, distributed participants can work together in order for creating or modifying a 3D model in a virtual environment. A 3D biomolecular
modeling system is one of promising collaborative applications, and it has also been popularly researched and developed by various research groups.
In order to design new materials and new drugs, we
need to understand functions of proteins through analysis
of a 3D protein structure at atomic resolution. First, it is
generally determined by X-ray crystallography or NMR. Second, we can simulate the behaviors of the 3D molecules
with equations of quantum and physics through computer
simulations. Third, the 3D model of an enzyme, which is a
candidate material or drug, can be used to design a higher

binding aﬃnity inhibitor against a target enzyme. Last,
we can simulate the designed enzyme to have better characteristics such as higher activity and stability for industrial
purpose [3, 4].
Since molecular modeling is a large and complicated process, its participants generally collaborate together according
to their roles and familiar applications. If all participants
use a same molecular system, it would work well. However,
it is not a case in a real world. The participating biologists
generally use their own favorite molecular modeling systems
among many available systems. Therefore, real-time collaborations of the participating biologists using NVE systems are
not smoothly realized in general.
In this paper, we propose a collaborative experiment
environment with diﬀerent molecular modeling systems.
The environment consists of two collaborative systems,
VRMMS (virtual reality molecular modeling system) [5–7]
and Co-Coot [8]. Since the biologists can use their favorite
systems with their designated roles, the proposed environment provides with a tunneling service for integrating the
diﬀerent collaborative applications. The proposed environment can reduce extra expenses for collaborations among
multiple biologists.
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2. Related Works
There have been several researches on collaborative molecular modeling systems for studying and analyzing 3D biomolecular structures. BioCore [9] is a real-time collaboration
tool for biomolecular modeling. It performs molecular
energy simulations, real-time monitoring, communication
among participants, and document management. BioCore
can also combined with existing software tools such as
VMD [10] (a visualization tool) and NAMD [11] (a computational system). However, BioCore strictly requires a high
performance PC for eﬀective and eﬃcient exercises of collaborations, and the network system of BioCore is not an
open standard. As a result, most researchers cannot easily
combine BioCore with other applications.
In our previous papers, VRMMS was suggested to visualize 3D biomolecular structures and calculate simulation of
energy minimization [5]. VRMMS was also coined a NVE
system to provide various collaborative device environments
such as a CAVE and a laptop [6, 7]. However, it still restricts
a connection from the other open-source software.
Coot is open-source software and popularly used. It is
specialized to edit 3D biomolecular structures for ﬁnding a
best enzyme model in a crystallography process [12]. Using
Coot as a platform, we developed a novel real-time collaboration tool, Co-Coot, to study 3D biomolecular structures
[8]. Co-Coot can represent 3D structure models simultaneously at multiple displays in remote places, and enable
multiple users to manipulate the models and conveniently
communicate with other users with Co-Coot. Even though,
Co-Coot is a good example of research approach to combine
a collaboration module with existing open source software,
it can restrict possible participations from other applications
with diﬀerent roles.

3. System Overview
We designed a system architecture of the collaborative environment as a client/server network topology. It is easy to
manage collaborative communications among clients and
a server. The proposed environment can be illustrated as
shown in Figure 1. User 1 can enter the collaborative server
and register his/her collaborative project. After the registration, other remote users can join the created project using
Co-Coot or VRMMS. The participated clients can create
various collaborative messages such as manipulation, rendering, editing, and ownership. These messages are capsuled in
the collaborative tunnels, and sent to the server. If the collaborative server receives the messages from user 1, it directly
distributes them to user 2 and also translates the Co-Coot
format messages into the VRMMS format messages for user
3 and user 4. The proposed agents of Co-Coot and VRMMS
provide open APIs for the collaborative tunneling services
[13].
The participating researchers can perform their collaboration simultaneously to share their intermediate experimental results, discuss a future direction, or solve their diﬃcult
problems via the proposed networked virtual environment.
The proposed environment oﬀers a pessimistic concurrency
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Table 1: Supporintg functions in VRMMS.
Functions
Manipulation
Rendering
Simulation
Ownership
File transferring
Chatting

Detailed operations
Translation, rotation, and scaling
Surface, wire frame, and ball and stick
Energy minimization
Pessimistic concurrency control
File sharing
Exchange text messages

Table 2: Supporintg functions in Co-Coot.
Functions
Detailed operations
Manipulation Translation, rotation, and scaling
Rendering
Wire frame
Editing
Add, delete, and rotate an amino acid with bonds
Ownership
Pessimistic concurrency control
File transferring File sharing
Chatting
Exchange text messages

control mechanism, which allows accesses and manipulates
shared 3D molecular models with permission from the
collaborative server. During the collaborative works, any user
can request the collaborative server for his/her authority over
a shared molecular model. The server may allow the current
request for an authority if it is available. If other user already
owns the shared molecular model, the server denies the
request from the user. This mechanism could avoid conﬂicts
among multiple requests from the participating researchers.
The proposed networked virtual environment also provides a private workspace if the denied user still wants to
manipulate the shared molecular model privately. With the
private workspace, the user can manipulate every features of
the biomolecular model and the intermediate result can be
stored in a ﬁle after using the private workspace.
3.1. Collaborative Tunneling Service. See Figure 2.
3.2. Transformation Strategies. In order to provide transformations between two diﬀerent applications, we need to
deﬁne a mapping mechanism between the applications. The
proposed system provides transformation strategies for the
mapping mechanism. We analyzed both VRMMS and CoCoot in order to extract important functions in a collaborative 3D molecular modeling process. We modeled six
functions of VRMMS and Co-Coot as described in Tables
1 and 2, respectively. Table 1 shows the selected important
functions of VRMMS and Table 2 shows the extracted
important functions of Co-Coot. We also described the
mapping functions of these two applications in Table 3.
The “Manipulation” functions of VRMMS and Co-Coot are
semantically “Equal”. It follows that our system treats the
functions as same functions. The “ownership” function, the
“ﬁle transferring” function, and the “chatting” function can
be “equally” treated between VRMMS and Co-Coot.
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(a)

(b)

(c)

(d)

Figure 3: Results of visualization of 1SFO [14] (a) in the wire frame mode in Co-Coot, (b) in the wire frame mode in VRMMS, (c) in the
ball and stick mode in VRMMS, and (d) in the surface mode in VRMMS.

Table 4: Selected molecular models.

Table 3: Function mapping between VRMMS and Co-Coot.
VRMMS functions
Manipulation
Rendering
Simulation
—
Ownership
File transferring
Chatting

Co-Coot functions
Manipulation
Rendering
—
Editing
Ownership
File Transferring
Chatting

Semantic mapping
Equal
Convertible
Readable
Readable
Equal
Equal
Equal

PDB CODE
1SFO

Name
Yeast polymerase II

Number of atoms
28,649

Though VRMMS has the “simulation” function, CoCoot does not, on the other hand. Then, the simulation
results from VRMMS could be translated into a text format
and read by the Co-Coot users as shown in Figure 4.

4. Results of the Collaborative Experiment
A user of VRMMS can monitor 3D molecular models
with various visualization methods such as wire frame, ball
and stick, and surface modes in rendering function. VRMMS
also provides a simulation function to calculate energy values
of the 3D molecular models. In Co-Coot, a user can visualize
molecular models as a wire frame mode. Co-Coot provides
an editing function to reﬁne current 3D molecular models.
Figure 3 shows diﬀerent results of visualizations from the
same molecular model 1SFO [14].
The “rendering” functions of the two applications are
semantically and operationally diﬀerent. But they are “convertible”. So, a “surface” rendering model in VRMMS can be
converted and expressed as a “wireframe” model in Co-Coot.
The same conversion strategy can be applied to the “ball and
stick” rendering model of VRMMS.

We evaluated performance of the proposed environment by
several quantitative and qualitative measures. As described
in Table 1, the proposed environment conducted through
using a real molecular model [14]. Table 4 shows its related
information such as its PDB code, name, and number of
atoms.
4.1. Rendering Speed Test. First, we compared the rendering
speed of Co-Coot and VRMMS with various visualizations
using the same molecular models. The experiment was
conducted on a desktop PC with Core 2 Quad CPU and an
nVdia GTX 265 graphic card. We tested rendering speeds of
Co-Coot and VRMMS for 100 seconds in terms of the FPS
(frames per second) values with four possible visualization
modes. As shown in Figure 5, the results showed a feasible
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Figure 4: Results of editing operations: (a) an original model on Co-Coot, (b) a changed model on Co-Coot, (c) the original model on
VRMMS, and (d) the changed model on VRMMS.
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Figure 5: Results of various visualization tests: (A) wire frame
mode in VRMMS (40.9 fps), (B) ball and stick mode in VRMMS
(22.8 fps), (C) wire frame mode in Co-Coot (18.8 fps), and (D)
surface mode in VRMMS (16.4 fps).

rendering speed even though it is dependent on visualization
modes or modeling systems.
4.2. Collaborative Tunneling Test. Second, we measured the
number of transformations and average delivering times. In
order to measure the values, we conducted a collaborative
molecular design process within diﬀerent environments

through network connections as shown in Figure 6. The
design computers were placed in diﬀerent locations, and connected by a 10 Mbps LAN. We selected two experts who have
experiences of using VRMMS and Co-coot. They conducted
the collaborative design tasks as described in Tables 1 and 2
for 40 minutes.
Figure 6 shows the results of the experiments for the proposed collaborative environments. A total number of transformed operations was 1004, and most occurred transformations were manipulation and chatting as shown in
Figure 7(a). As shown in Figure 7(b), the proposed transformation strategies as described in Table 3 showed diﬀerent delivering performances. Manipulation, ownership, ﬁle
transferring, and chatting showed fast delivery times. Since
Modiﬁcation needs more times to convert diﬀerent data,
the average delivering time of rendering showed medium
performances. Simulation and editing generally showed the
worst performances in the experiment because the proposed
environment consumed lots of times to transform the
operations.
4.3. User Interviews for Acceptance Test. We conducted user
interviews with the two subjects after conducting the previous experiments. The participants answered that the proposed environment was generally satisﬁed. However, they
required more collaborative tunneling services such as a
voice chatting and a sharing movie. They also answered
if the proposed environment could be applied to support
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(a)

(b)

Figure 6: Collaborative molecular modeling: (a) a user is using Co-Coot; (b) another user is using VRMMS.

Total-1004

60

33.3

32.3

36.6

35.7

Chatting

(ms)

40

49.5

42

File transferring

48.4

50

39.68571

30
20

(a)

Total

Ownership

Editing

Ownership-67
File transferring-12
Chatting-340

Simulation

Manipulation-430
Rendering-98
Simulation-23
Editing-34

Rendering

0

Manipulation

10

(b)

Figure 7: Results of trcollaborative tunneling test: (a) numbers of transformed data according to transformer strategies; (b) average delivering times.

other famous molecular modeling systems, then it would
be feasible to utilize the proposed environment in the real
collaborative molecular modeling processes.

5. Conclusions and Future Works
In this paper, we propose a new collaborative molecular
modeling environment to connect diﬀerent modeling systems based on an approach with a collaborative tunneling

service and transformation strategies. With our approach,
multiple users can collaborative together even though they
are manipulating diﬀerent modeling systems.
The proposed environment showed feasible rendering
performances in target applications with various visualizations. The results of another performance evaluation
of the pilot tests showed that the proposed environment
could successfully transform collaboration data with stable
delivering times through network.
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An additional user study showed that the participants
would like to adopt the proposed system in their collaborative molecular modeling environment. For our future works,
we will expand the tunneling services to the other popular
molecular modeling systems using ontology to support
semantic transformation strategies. We also plan to enhance
a concurrency control mechanisms with diﬀerent roles and
applications.
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Obesity and overweight have become serious public health problems worldwide. Obesity and abdominal obesity are associated with
type 2 diabetes, cardiovascular diseases, and metabolic syndrome. In this paper, we ﬁrst suggest a method of predicting normal
and overweight females according to body mass index (BMI) based on facial features. A total of 688 subjects participated in this
study. We obtained the area under the ROC curve (AUC) value of 0.861 and kappa value of 0.521 in Female: 21–40 (females aged
21–40 years) group, and AUC value of 0.76 and kappa value of 0.401 in Female: 41–60 (females aged 41–60 years) group. In two
groups, we found many features showing statistical diﬀerences between normal and overweight subjects by using an independent
two-sample t-test. We demonstrated that it is possible to predict BMI status using facial characteristics. Our results provide useful
information for studies of obesity and facial characteristics, and may provide useful clues in the development of applications for
alternative diagnosis of obesity in remote healthcare.

1. Introduction
Obesity and overweight have become major health issues,
because the prevalence of obesity has rapidly risen
worldwide. The causes of this phenomenon are excessive
ingestion of food, lack of physical activity, and environmental
and genetic factors [1, 2]. Obesity and abdominal obesity
are potential risk factors for insulin resistance and type
2 diabetes, cardiovascular diseases, stroke, ischemic heart
disease, and metabolic syndrome [3–6], and many studies
have investigated the relationship between obesity, disease,
and body mass index (BMI) [7–13]. In the medical ﬁeld
and public health, BMI is commonly used as an indicator of
overall adiposity. So, BMI is essential medical information
for the prognostic prediction of diseases and clinical therapy.
The principal cutoﬀ points for underweight (<18.50 kg/m2 ),
normal range (18.50–24.99 kg/m2 ), overweight or preobese
(25.00–29.99 kg/m2 ), and obese (≥30.00 kg/m2 ) have been
set by the World Health Organization (WHO).
A large number of studies on human face have focused
on facial morphology, face recognition, and medicine [14–
23]. Facial characteristics provide clinical information on
the present or future health conditions of patients. For

example, the status of cheeks, neck circumference, and
craniofacial morphology are associated with health complications, such as type 2 diabetes, hypertension, and sleep
apnea [18]. Using computed tomographic (CT) scanning,
Levine et al. [19] showed that the quantity of buccal fat
is strongly related to visceral abdominal fat accumulation,
based on the fact that patients with chubby facial cheeks
tend to have upper-body obesity, and argued that plump
cheeks of patients may be a high potential risk factor for
metabolic complications related to obesity. Further, using
facial measurements, Sadeghianrizi et al. [20] showed that
craniofacial morphology is signiﬁcantly diﬀerent between
normal and obese adolescents. They suggested that facial
skeletal structures of obese adolescents tended to be relatively
large, and that obesity was associated with bimaxillary
prognathism.
The motivation for this study is conveyed by the
following 2 questions: which features or facial characteristics are associated with overweight and normal BMI
status? If we identify facial features that diﬀer between
normal and overweight, how accurately can we identify
normal and overweight using these features? Contributions
of this study are as follows. We ﬁrst propose a method

2

Journal of Biomedicine and Biotechnology
Table 1: All features used in this study and brief descriptions.

Feature
FD n1 n2
FDH n1 n2
FDV n1 n2
FA n1 n2 n3
FA n1 n2
FR02 psu
FR03 psu
FR05 psu
FR06 psu
FR08 psu
FArea02
FArea03
Fh Cur Max Distan
Fh Angle n1 n2
Nose Angle n1 n2
Nose Angle n1 n2 n3
SAn 1 n2
Fh Cur Max R79 69
Nose Area n1 n2 n3
EUL L el1 ∼ EUL L el7
EUL L DH
EUL L MAX
EUL L RMAX
EUL L Sb
EUL L St
EUL L Sf
EUL L Khmean
EUL L khmax
EUL R er1∼ EUL R er7
EUL R DH
EUL R MAX
EUL R RMAX
EUL R Sb
EUL R St
EUL R Sf
EUL R Khmean
EUL R khmax
PDH44 53

Brief description
Distance between points n1 and n2 in a frontal (or proﬁle) image
Horizontal distance between n1 and n2 in an image
Vertical distance between n1 and n2 in an image
Angle of three points n1 , n2 , and n3 in an image
Angle between the line through 2 points n1 and n2 and a horizontal line
FD(17, 26)/FD(18, 25)
(FD(18, 25) + FD(118, 125))/FDH(33, 133)
FDH(33, 133)/FD(43, 143)
FDH(33, 133)/FDV(52, 50)
FD(43, 143)/FDV(52, 50)
Area of the contour formed by the points 53, 153, 133, 194, 94, 33, and 53
Area of the contour formed by the points 94, 194, 143, 43, and 94
Distance between points 7 and 77 in a proﬁle image
Angle between the line through 2 points n1 and n2 and a horizontal line
Angle between the line through 2 points n1 and n2 and a horizontal line
Angle of 3 points n1 , n2 , and n3 in a frontal(or proﬁle) image
Angle between the line through 2 points n1 and n2 and a horizontal line
FD(77, 9)/FD(6, 9)
Area of the triangle formed by 3 points n1 , n2 , and n3 in a proﬁle image
Slope of the tangent at a point (el1∼el7) in a frontal image
FDH(el1, el7)
FDH(el1, elmax )
FDH(el1, elmax )/FDH(el1, el7)
FDV(el7, el1)/FDH(el7, el1)
FDV(elmax , el7)/FDH(elmax , el7)
FDV(elmax , el1)/FDH(elmax , el1)
Average curvature of the left (or right) upper eyelid contour
Maximum curvature of the left (or right) upper eyelid contour
Slope of the tangent at a point (er1∼er7) in a frontal image
FDH(er1, er7)
FDH(er1, er max )
FDH(er1, er max )/FDH(er1, er7)
FDV(er7, er1)/FDH(er7, er1)
FDV(er max , er7)/FDH(er max , er7)
FDV(er max , er1)/FDH(er max , er1)
Average curvature of the left (or right) upper eyelid contour
Maximum curvature of the left (or right) upper eyelid contour
Horizontal distance between n1 and n2 in a frontal (or proﬁle) image

of classifying normal and overweight status using only
facial characteristics. To date, no study has addressed a
method that predicts BMI status using facial features.
Furthermore, we introduce meaningful and discriminatory features that show a statistically signiﬁcant diﬀerence
between normal and overweight by statistical analysis,
and identify compact and useful feature sets for BMI
classiﬁcation using facial features in female group. The
results of this study will be useful in understanding the
relationship between obesity-related diseases and facial characteristics.

2. Materials and Methods
2.1. Data Collection. A total of 688 subjects participated
in this study. At the Korea Institute of Oriental Medicine,
frontal and proﬁle photographs of subjects’ faces with a
neutral expression were acquired using a digital camera
with a ruler (Nikon D700 with an 85 mm lens) and the
subjects’ clinical information, such as name, age, gender,
weight, height, blood pressure, and pulse were recorded. All
images were captured at a resolution of 3184 × 2120 pixels in
JPEG format. Height and weight of subjects were measured
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Figure 1: All points in a facial image for feature extraction ((a): points and areas in frontal image; (b): points in proﬁle image; (c): points in
right eye; (d): point in left eye). Distance, angle, and area measurements were done based on self-made tool using MATLAB on Window XP.
Table 2: Subject characteristics and basic statistics (data are presented as mean (standard deviation); N: number of subjects, BMI: body
mass index).
Class
Normal

Overweight

N
Age
BMI
N
Age
BMI

by a digital scale (GL-150; G Tech International Co., Ltd,
Republic of Korea).
Based on identiﬁable feature points from the front
and proﬁle images of subjects, a total of 86 features were
extracted. The extracted features included distance between
points n1 and n2 in a frontal (or proﬁle) image, vertical
distance between n1 and n2 in a frontal (or proﬁle) image,
angles of 3 points n1 , n2 , and n3 in a frontal (or proﬁle)
image, area of the triangle formed by the 3 points n1 , n2 , and
n3 in a proﬁle image, and so forth. All points in a front and
proﬁle image are showed in Figure 1, and all the extracted
features and brief descriptions are given in Table 1.

Female: 21–40
189
32.1 (5.64)
22.2 (2.97)
77
32.91 (5.29)
26.0 (2.75)

Female: 41–60
193
50.0 (5.42)
23.6 (2.86)
229
50.31 (5.44)
25.6 (2.31)

2.2. Normal and Overweight Cutoﬀ Points. BMI was calculated as weight (kg) divided by the square of height (m)
of the individual. Health consequences and BMI ranges of
overweight and obesity are open to dispute [10, 24]. There
is natural consequence. Physiological and environmental
factors of race are associated with diﬀerences in BMI values
and the assignment of BMI values for obesity and overweight depends on various factors, such as ethnic groups,
national economic statuses, and rural/urban residence [8].
For instance, BMI values of a population in an Asian region
tend to be lower than those of a population in a Western
region; however, Asians have risk factors for cardiovascular
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Table 3: Detailed performance evaluation of experiments using the MDL method in 2 groups (Sen.: sensitivity, 1-spe.: 1-speciﬁcity, Pre.:
precision, F-Me.: F-measure, and Acc.: accuracy).
Group

Class
Normal
Overweight
Normal
Overweight

Female: 21–40
Female: 41–60

Sen.
0.884
0.623
0.653
0.747

1-spe.
0.377
0.116
0.253
0.347

Pre.
0.852
0.686
0.685
0.718

F-Me.
0.868
0.653
0.668
0.732

Acc.
80.8%
70.4%

Table 4: Detailed performance evaluation of experiments without the use of MDL method (Sen.: sensitivity, 1-spe.: 1-speciﬁcity, Pre.:
precision, F-Me.: F-measure, and Acc.: accuracy).
Group

Class
Normal
Overweight
Normal
Overweight

Female: 21–40

AUC and kappa values

Female: 41–60

1
0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1
0

Sen.
0.788
0.636
0.684
0.646

0.861
0.771

0.76
0.73
0.521
0.406

0.401
0.328

Female: 21–40

Female: 41–60
Age groups

AUC-MDL
AUC

Kappa-MDL
Kappa

Figure 2: A comparison of performance evaluations using AUC
and kappa in 2 female groups (AUC-MDL and Kappa-MDL: use
of MDL, AUC and Kappa: without the use of MDL).

disease and obesity-related diabetes at relatively low BMI
values [11, 25]. In this study, we followed the suggestions of
WHO to assign the cutoﬀ point for each class in the AsiaPaciﬁc region [25]. The proposed categories are as follows:
normal, 18.5–22.9 kg/m2 ; overweight, ≥23 kg/m2 .
Since the facial features and BMI are inﬂuenced by gender
and age [26], participants were divided into 2 groups: female;
21–40 (females aged 21–40 years) and female: 41–60 (females
aged 41–60 years). Detailed data and basic statistics of each
group are presented in Table 2.
For the selection of useful and discriminatory features,
only features presenting P-values < 0.05 in each group by
an independent two-sample t-test were used in this study.
In other words, only features with a P value < 0.05 were
included in classiﬁcation experiments. Thus, features used
in each group are diﬀerent due to the diﬀerence of age.
A detailed analysis of the statistical data and the selected
features is presented in Section 3.2.

1-spe.
0.364
0.212
0.354
0.316

Pre.
0.842
0.551
0.62
0.708

F-Me.
0.814
0.59
0.65
0.676

Acc.
74.4%
66.4%

2.3. Preprocessing and Experiment Conﬁgurations. In the preprocessing step, the experiment was performed in 2 ways: (1)
only the normalization method (scale 0∼1 value) was applied
to raw datasets, and (2) normalization and discretization
were applied for better classiﬁcation accuracy. We used the
entropy-based multi-interval discretization (MDL) method
introduced by Fayyad and Irani [27]. For classiﬁcation
performance evaluation, we used the area under the curve
(AUC) and kappa as major evaluation criteria. Additionally,
sensitivity, 1-speciﬁcity, precision, F-measure, and accuracy
were used for detailed performance analysis. All the results
were based on 10-fold cross-validation method for a statistical evaluation of learning algorithm. All experiments were
conducted by Naive Bayes classiﬁer in WEKA software [28],
and statistical analyses were conducted by SPSS version 19
for Windows (SPSS Inc., Chicago, IL, USA).

3. Results and Discussion
3.1. Performance Evaluation. For brief summarization of
performance evaluation, the AUC and kappa for the 2 groups
with and without the use of MDL method (i.e., 2 ways of
preprocessing) are depicted in Figure 2.
AUC values of the method using MDL in 2 female
groups ranged from 0.760 to 0.861, whereas AUC of the
method without the use of MDL ranged from 0.730 to 0.771.
AUC and kappa values of the method using MDL showed
improvements of 0.09 and 0.115, respectively, in the female
21–40 group, and 0.03 and 0.073, respectively, in female: 41–
60.
Comparing AUC and kappa values, the classiﬁcation
performance of the method with MDL was higher than that
of the method without MDL. These results showed that the
BMI classiﬁcation method of applying MDL was signiﬁcantly
better than that of not applying MDL.
The identiﬁcation of normal and overweight in female:
41–60 group was more diﬃcult than that of normal
and overweight in female: 21–40 group. The exact reason
behind this phenomenon is unknown, but obesity and
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Table 5: Statistical analysis of female: 21–40 group by an independent two-sample t-test (Std.: standard deviation).
Feature
FD17 26
FD117 126
FDH25 125
FDH36 136
FD18 25
FD43 143
FD53 153
FD94 194
FDH33 133
FA18 17 25
FA118 117 125
FA18 25 43
FA118 125 143
FA18 17 43
FA118 117 143
FA117 125
FA17 18
FR02 psu
FR05 psu
FR06 psu
FR08 psu
FArea02
FArea03
Fh Cur Max Distan
FDH12 14

Class
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight

Mean (Std.)
9.473 (1.317)
8.941 (1.115)
9.483 (1.303)
8.904 (1.257)
96.53 (5.116)
98.52 (6.32)
23.57 (2.469)
24.46 (2.191)
29.94 (2.675)
30.68 (2.753)
125.2 (7.101)
133.6 (7.384)
145.4 (5.941)
150.7 (7.642)
140.1 (6.022)
147.6 (6.934)
147.2 (5.63)
153.1 (7.02)
126.2 (6.591)
128.6 (6.75)
125 (7.339)
128.3 (6.199)
95.38 (5.104)
97.91 (4.896)
96.16 (4.753)
98.39 (5.082)
76.97 (6.255)
80.66 (6.108)
76.82 (6.824)
80.9 (5.583)
21.24 (3.645)
19.19 (4.142)
34.01 (5.091)
32.61 (5.32)
0.318 (0.044)
0.293 (0.041)
1.178 (0.055)
1.148 (0.048)
2.039 (0.117)
2.123 (0.115)
1.736 (0.151)
1.854 (0.147)
6470 (644.4)
6654 (652.2)
3596 (364.9)
3873 (361.9)
3.654 (1.564)
3.233 (1.585)
18.58 (2.713)
19.69 (2.817)

t

P-value

3.118

0.002

3.319

0.001

−2.69

0.0076

−2.75

0.0064

−2.036

0.0428

−8.625

0.0000

−5.991

0.0000

−8.875

0.0000

−7.261

0.0000

−2.684

0.0077

−3.56

0.0004

−3.722

0.0002

−3.396

0.0008

−4.39

0.0000

−4.644

0.0000

3.983

0.0001

2.002

0.0463

4.199

0.0000

4.183

0.0000

−5.334

0.0000

−5.783

0.0000

−2.106

0.0362

−5.637

0.0000

1.984

0.0483

−3.006

0.0029
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Table 5: Continued.

Feature
Nose Angle 14 12
Nose Angle 12 14 21
EUL L el2
EUL L el3
EUL L el6
EUL L DH
EUL L Sf
EUL R er2
EUL R er3
EUL R er6
EUL R er7
EUL R DH
EUL R RMAX
EUL R St
EUL R Sf
EUL R Khmean
PDH44 53

Class
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight

menopause-related research studies oﬀer some clues [29–
31]. Menopause leads to changes in fat tissue distribution,
body composition, waist-to-hip ratio (WHR), and waistto-height (W/Ht) in females. For instance, Douchi et al.
[29] demonstrated that the lean mass of the head of premenopausal and postmenopausal females were not diﬀerent,
while trunk and legs were altered following menopause.
Detailed results of the performance evaluation of each class
and group are described in Tables 3 and 4. We think that
these results imply the possibility of predicting normal and
overweight status using human face information.
3.2. Statistical Analysis of Facial Features. Statistical analysis
of the comparison between normal and overweight classes
was performed using an independent two-sample t-test,
and a P-value < 0.05 was considered statistically signiﬁcant.

Mean (Std.)
61.07 (4.611)
59.29 (4.108)
106.7 (4.634)
105.1 (5.237)
−0.637 (0.095)
−0.597 (0.087)
−0.22 (0.118)
−0.17 (0.11)
0.483 (0.105)
0.432 (0.113)
3.178 (0.248)
3.268 (0.292)
0.408 (0.106)
0.371 (0.132)
−0.63 (0.087)
−0.582 (0.095)
−0.208 (0.112)
−0.167 (0.1)
0.466 (0.106)
0.43 (0.111)
0.647 (0.235)
0.556 (0.29)
3.188 (0.226)
3.322 (0.241)
0.443 (0.069)
0.424 (0.066)
−0.633 (0.117)
−0.592 (0.123)
0.395 (0.106)
0.36 (0.104)
0.024 (0.007)
0.022 (0.007)
89.38 (6.081)
91.79 (5.527)

t

P-value

2.946

0.0035

2.397

0.0172

−3.135

0.0019

−3.206

0.0015

3.473

0.0006

−2.53

0.0120

2.442

0.0153

−3.957

0.0001

−2.822

0.0051

2.492

0.0133

2.432

0.0165

−4.292

0.0000

2.061

0.0403

−2.525

0.0122

2.452

0.0149

2.868

0.0045

−3.017

0.0028

Features with a P-value < 0.05 in each group are described in
Tables 5 and 6.
In female: 21–40, 42 features were signiﬁcantly diﬀerent
between normal and overweight classes (P < 0 05), and
11 of these features exhibited highly signiﬁcant diﬀerences
(P < 0 0000). Four features concerning distances between
n1 and n2 points in a frontal image (FD43 143, FD53 153,
FD94 194, and FDH33 133 related to the mandibular width
or face width) exhibited particularly signiﬁcant diﬀerences.
The features FA18 17 43 and FA118 117 143 representing
the angles between three points n1 (medial canthus),
n2 (midpoint of the upper eyelid), and n3 (mandibular
ramus) in a frontal image were highly signiﬁcantly diﬀerent.
Comparing female: 21–40 and female: 41–60 groups, many
features related to the eyelid were found in female: 21–40, but
the features were not found in Female: 41–60. For instance,
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Table 6: Statistical analysis of female: 41–60 group by an independent two-sample t-test (Std.: standard deviation).
Feature
FDH25 125
FDH36 136
FD18 25
FD17 25
FD43 143
FD53 153
FD94 194
FDH33 133
FA18 25 43
FA118 125 143
FA117 125 143
FA18 17 43
FA118 117 143
FR02 psu
FR05 psu
FR06 psu
FR08 psu
FArea02
FArea03
FDV12 14
FDH14 21
Nose Angle 14 21

Class
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight
Normal
Overweight

EUL R DH (horizontal distance from er1 to er7 in the eye
image) was highly signiﬁcantly diﬀerent between the normal
and overweight classes. The means of EUL R DH in normal
and overweight status were 3.188 (0.226) and 3.322 (0.241)
(t = −4 292, P = 0 0000). In female: 41–60, a total of
21 features were signiﬁcantly diﬀerent between the normal

Mean (Std.)
94.63 (5.466)
96.29 (5.493)
24.84 (2.283)
25.36 (2.805)
29.37 (3.287)
30.04 (2.923)
17.83 (2.717)
18.36 (2.471)
127.4 (6.471)
133.1 (7.721)
143.9 (6.343)
147.2 (7.141)
141.8 (6.01)
146.9 (6.485)
146.8 (6.057)
150.9 (6.582)
99.88 (5.308)
101.2 (4.954)
99.74 (4.776)
101.9 (5.373)
124.7 (5.38)
126 (5.471)
81.11 (6.753)
82.85 (6.574)
80.69 (6.449)
83.16 (7.35)
0.295 (0.044)
0.285 (0.051)
1.154 (0.046)
1.135 (0.049)
2.006 (0.104)
2.068 (0.121)
1.743 (0.134)
1.827 (0.157)
6358 (618.3)
6501 (696.7)
3886 (397.6)
4052 (402.6)
33.85 (3.313)
33 (3.571)
12.9 (1.633)
12.53 (1.889)
45.73 (4.983)
46.98 (5.765)

t

P-value

−3.097

0.0021

−2.055

0.0405

−2.199

0.0284

−2.076

0.0385

−8.184

0.0000

−4.848

0.0000

−8.385

0.0000

−6.615

0.0000

−2.589

0.0100

−4.343

0.0000

−2.438

0.0152

−2.676

0.0077

−3.632

0.0003

2.182

0.0297

3.966

0.0001

−5.688

0.0000

−5.935

0.0000

−2.212

0.0275

−4.245

0.0000

2.516

0.0123

2.163

0.0311

−2.402

0.0168

and overweight classes, and 8 of these features were highly
signiﬁcantly diﬀerent (FD43 143, FD53 153, FD94 194,
FDH33 133, FA118 125 143, FR06 psu, FR08 psu, and
FArea03; P < 0 0000).
Many features that were signiﬁcantly diﬀerent between
the normal and overweight classes in particular age

8
group were identiﬁed. 25 features such as EUL R St,
FD117 126, Fh Cur Max Distan, FDH12 14, EUL R DH,
and EUL R Khmean were found only in the female: 21–
40 group, while the features FD17 25, FA117 125 143,
FDV12 14, FDH14 21, and Nose Angle 14 21 were only
found in female: 41–60.
3.3. Medical Applications and Limitations. Patients or potential patients with obesity-related diseases must constantly
check their own BMI based on their weight. Measurements
using calibrated scales and ruler are ideal, but may not always
be possible in the critically ill [32] and in telemedicine or
emergency medical services in real time in remote locations.
Our method was designed under the prerequisite that above
method cannot be used in situations such as elderly trauma
or intensive care in emergency medicine, remote healthcare,
and so forth.
Several studies have been performed on patient BMI
and weight estimation in emergency medical service and
telemedicine [32–35]. These are important to enable accurate
drug dosage, counter shock voltage calculation, or treatment,
particularly in situations of serious illness, such as elderly
trauma or intensive care [33, 34]. On the one hand, most
patients are not aware of their body weight because the body
weight of many individuals changes over time. For example,
although patient self-estimates of weight are better than
estimates by residents and nurses in emergency departments,
22% of patients do not estimate their own weight within 5 kg
[34]. The method described herein can provide clues to the
development of alternative methods for BMI estimation in
the above situations or telemedicine, and the development
of medical ﬁelds because facial characteristics provide substantial clinical information on the present or future health
conditions of patients [18, 19].

4. Conclusions
The relationship between obesity, diseases, and face that are
associated with health complications has been researched
for a long time. Here, we have proposed and demonstrated
the possibility of identifying normal and overweight status
using only facial characteristics, and found statistically
signiﬁcant diﬀerences between the 2 classes in 2 female
groups. Although there are still problems to be solved for
the complete classiﬁcation of BMI status, this method would
provide basic information and beneﬁts to studies in face
recognition, obesity, facial morphology, medical science,
telemedicine, and emergency medicine.
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The aim of the present study is to develop an accurate constitution diagnostic method based solely on the individual’s physical
characteristics, irrespective of psychologic traits, characteristics of clinical medicine, and genetic factors. In this paper, we suggest a
novel method for diagnosing constitutional types using only speech and face characteristics. Based on 514 subjects, the area under
the receiver operating characteristics curve (AUC) values of classiﬁcation models in age and gender groups ranged from 0.64
to 0.89. We identiﬁed signiﬁcant features showing statistical diﬀerences among three constitutional types by performing statistical
analysis. Also, we selected a compact and discriminative feature subset for constitution diagnosis in each age and gender group. Our
method may support the direction of improved diagnosis prediction and will serve to develop a personal and automatic constitution diagnosis software for improvement of the eﬀectiveness of prescribed medications and development of personalized medicine.

1. Introduction
Due to the development of medicine and advances of
biotechnology and information technology, the midpoint
of medical treatment has shifted away from common
treatments of a certain disease to personalized medicine
[1–8]. Consistent with this paradigm, there has been an
explosion of interest in alternative oriental medicines and in
a fusion of oriental and western medicines [9–16]. One of
the core research areas of personalized medicine in western
and oriental medicine is to understand the psychological
characteristics, morphological traits, genetic characteristics,
and constitution of individuals. The human constitution has
been researched in western and oriental medicine for a long
time. For example, Hippocrates suggested that the human
constitution could be attributed to four kinds of substances
(blood, phlegm, choler, and black bile) [4]. Wang classiﬁed
humans into seven constitutional groups using physiological
and physical status [4, 17]. Similarly, Lee classiﬁed humans
into four Sasang constitutional types as TE (Teaeumin),
TY (Taeyangin), SE (Soeumin), and SY (Soyangin) based
on physiological, psychological, and physical characteristics
[2, 11–13, 15].

Personal constitution diagnosis is important for several
reasons. Firstly, people have vulnerability to particular
diseases according to their individual psychological characteristics, genetic characteristics, and morphological traits.
Therefore, risk factors for particular diseases can be identiﬁed according to an individual’s constitution in the early
stages of disease progression [18]. Secondly, drug response
to prescribed medicine varies with personal constitution
[11]. As such, the eﬃciency of prescribed medicine can be
improved if we know the patient’s constitution.
Many studies on Sasang constitution have been conducted. For the association of Sasang constitutions and
diseases and the diﬀerence of constitutional types, many
researchers introduced constitution analysis methods [1, 4,
5, 8, 12, 13, 15, 18–23]. Song et al. [22] classiﬁed TE and
SE among the constitutional types using skin elasticity of
the hand and proved that elasticity of the TE type was
higher than that of the SE type. Their constitution diagnosis
measured hand skin elasticity based on a questionnaire
survey of thickness and elasticity of the skin. The limitations
of the study were that experiments were performed in only
TE and SE types and not in the TY and SY types, and
elasticity measurements were performed only on the back of
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Figure 1: Points used in feature extraction ((a): points and areas in frontal image; (b): points in proﬁle image; (c): points in right eye; (d):
point in left eye).

the hand. Choi et al. [18] studied the distribution of insulin
resistance using multivariate logistic regression analysis and
features such as age, cholesterol level, smoker/nonsmoker,
diastolic blood pressure, and insulin in subjects of each
constitutional type. They demonstrated that prevalence of
insulin resistance diﬀers according to Sasang constitution
type and suggested that personal constitution type can
act as an independent risk factor for insulin resistance.
An association study between genome-wide SNP (simple
nucleotide polymorphisms) proﬁles and Sasang constitution
types for a more accurate Sasang constitution diagnosis was
conducted via experiments using 353,202 SNPs from 60
DNAs by Yin et al [8]. They observed that 5,692 SNPs in
TE versus SE association analysis were signiﬁcantly diﬀerent,
7,542 SNPs in SE versus SY were signiﬁcantly diﬀerent, and
4,083 SNPs in SY versus TE were signiﬁcantly diﬀerent.
The detailed contents of Sasang constitutional medicine are
described in references [2, 12], and the research on face or
speech signals are described in references [24–28].
Until recently, previous studies that used face, SNPs, skin,
body shape, and speech signals have focused primarily on
diﬀerence analysis among constitutional types; the study of
diagnosis prediction is rare. In this study, we focus on Sasang
constitution diagnosis using morphological characteristics
that are easily accessible to researchers and doctors.
The motivations of this study are as follows: ﬁrst,
how can we obtain essential and useful features that show

relationships between morphological characteristics and
corresponding constitutional types? Second, how does one
use these features to build an eﬃcient and accurate diagnosis
model?
We make the following contributions to the ﬁeld of
constitution diagnosis.
(i) Propose a readily available and novel method for an
accurate and detailed constitution diagnosis using the
combination of facial characteristics and speech signals in age- and gender-speciﬁc groups. Our method
may support the direction of improved diagnosis
prediction and will serve to develop a personal and
automatic constitution diagnosis tool for improvement of the eﬀectiveness of prescribed medications
and development of personalized medicine.
(ii) Suggest discriminative and meaningful features for
constitution diagnosis via statistical analysis, and
identify a compact and useful feature subset in
accordance with age and gender. Analysis of results
will serve to create a better discriminative feature set
in this ﬁeld.

2. Materials and Methods
2.1. Data Preparation. Speech and facial feature extraction
from 514 subjects in several hospitals and the Korea Institute
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Table 1: All features used in this study and brief descriptions.
Speech
xF0
xF1
xF2
xJITA
xRF60 120 F240 480
xRF240 480 960 1960
aRF2 F1
iDF0 aF0
uDF0 oF0
xMFCC4
SITS
SISTD
SSPD
RSF60 120 240 480
RSF240 480 960 1960
Face
Height
Weight
FD n1 n2
FDH n1 n2
FDV n1 n2
FA n1 n2 n3
FA n1 n2
FR02 psu
FR03 psu
FR05 psu
FR06 psu
FR08 psu
FArea02
FArea03
Fh Cur Max Distan
Fh Angle n1 n2
Nose Angle n1 n2
Nose Angle n1 n2 n3
SA n1 n2
Fh Cur Max R79 69
Nose Area n1 n2 n3
EUL L el1∼el7
EUL R er1∼er7

Brief description
Basic pitch of X. X is one of ﬁve vowels (A, E, I, O, and U).
Formant of 1st in 4 frequency periods of X
Formant of 2nd in 4 frequency periods of X
Mean ratio of change in pitch period of X
(Frequency band of 60∼120 Hz)/(frequency band of 240∼480 Hz) of X
(Frequency band of 240∼480 Hz)/(frequency band of 960∼1960 Hz) of X
Relative ratio between frequencies of A (aF2/aF1)
Diﬀerence of frequencies (iF0-aF0)
Diﬀerence of frequencies (uF0-oF0)
Mel frequency cepstral coeﬃcients of X
Amplitude average
Standard deviation of amplitude average
Time to read one sentence
(Power of frequency band of 60∼120)/(power of frequency band of 240∼480) (one sentence)
(Power of frequency band of 240∼480)/(power of frequency band of 960∼1960) (one sentence)
Brief description
Weight
Height
Distance between point n1 and n2 in a frontal (or proﬁle) image
Horizontal distance between n1 and n2 in an image
Vertical distance between n1 and n2 in a frontal (or proﬁle) image
Angle of three points n1 , n2 , and n3 in an image
Angle between the line through 2 points n1 and n2 and a horizontal line
FD(17,26)/FD(18,25)
(FD [18, 25] + FD [118, 125])/FDH(33,133)
FDH(33,133)/FD(43,143)
FDH(33,133)/FDV(52,50)
FD(43,143)/FDV(52,50)
Area of the contour formed by the points 53,153, 133, 194, 94, 33, and 53 in an image
Area of the contour formed by the points 94, 194, 143, 43, and 94
Distance between points 7 and 77
Angle between the line through 2 points n1 and n2 and a horizontal line
Angle between the line through 2 points n1 and n2 and a horizontal line
Angle of 3 points n1 , n2 , and n3
Angle between the line through 2 points n1 and n2 and a horizontal line
FD(77,9)/FD(6,9)
Area of the triangle formed by 3 points n1 , n2 , and n3 in an image
Slope of the tangent at a point (el1∼el7) in an image
Slope of the tangent at a point (er1∼er7) in an image

of Oriental Medicine in the Republic of Korea was carried
out. Constitutional types of all subjects were determined
by specialists and drug responses [21]. Speech record
conﬁgurations were no resonance, noise intensity from 40
to 50 dB, room temperature of 20◦ C ± 5◦ C and humidity of
40% ± 5%, Sennheiser e-835s microphone, Blaster Live 24bit external sound card, and GoldWave recording program.
Distance of the mouth of subjects and the microphone was
4–6 cm, and features were extracted using ﬁve vowels (A, E,
I, O, U) and one sentence. The extracted features consisted
of pitch, average ratio of pitch period, Jita (absolute Jitter),
MFCC (Mel frequency cepstral coeﬃcients) [29, 30], and so
forth.
We took photographs from the side and front of the
subject’s face using a digital camera with a ruler (Nikon

D700 with an 85 mm lens). Based on an identiﬁed feature
point from a side- and front-face image, we obtained features
such as distance, distance ratios, angle, and area from
forehead, nose, mouth, face shape, and eye [20]. Doctors
designated the feature points (Figure 1). Height and weight
of subject were measured by a digital scale (LG-150; G
Tech International Co., Ltd, Republic of Korea). A total
of 82 features were used in this study (29 features from
speech signals, 51 features from face, and weight and height
features). All feature measurements were done based on
self-made tool using MATLAB on Window XP. The speciﬁc
content of the extracted features was described in Table 1.
Since the face and speech signals are inﬂuenced by age
and gender [21, 31], experimental data were divided into ﬁve
categories based on age and gender: Female-20 (women aged
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Table 2: Comparisons using AUC values in 5 groups (Hybrid: combining face and speech data, FF: using full features, FS: using feature
selection).
Method
Hybrid-FS
Hybrid-FF
Face-FS
Face-FF
Speech-FS
Speech-FF

Female-20
0.89
0.67
0.77
0.62
0.69
0.6

Female-30
0.64
0.59
0.67
0.59
0.57
0.48

Female-50
0.75
0.67
0.69
0.63
0.58
0.54

Male-30
0.72
0.67
0.73
0.63
0.67
0.59

Male-50
0.78
0.69
0.71
0.62
0.73
0.64

Table 3: Detailed performance evaluation of experiments using feature selection in all groups.
Group
Female-20

Female-30

Female-50

Male-30

Male-50

Measure
Sensitivity
Speciﬁcity
F-measure
Sensitivity
Speciﬁcity
F-measure
Sensitivity
Speciﬁcity
F-measure
Sensitivity
Speciﬁcity
F-measure
Sensitivity
Speciﬁcity
F-measure

20–29 years), Female-30 (women aged 30–49 years), Female50 (women aged 50 years and over), Male-30 (men aged 30–
49 years), and Male-50 (men aged 50 years and over). The
Male-20 (men aged 20–29 years) category was excluded due
to the lack of a minimum number of subjects. The numbers
of each constitutional type in 5 groups are listed in Table 4
for statistical analysis.
2.2. Experiment Conﬁgurations. The goals of our experiment
were to measure the ability to distinguish constitutional
types, and to identify a more discriminative and compact
feature set through feature selection. We conducted classiﬁcation experiments of TE, SE, and SY constitution types
with our ﬁve data sets according to the diﬀerence of age and
gender, with and without feature selection. To investigate the
diﬀerences of detailed performances of each feature types,
speech feature set, face feature set, and hybrid feature set
(combining face and speech) were used in this experiment.
We applied normalization (scale 0∼1 value) to all data
sets. The Wrapper approach using machine learning of
LIBLINEAR [32] and the best-ﬁrst search (forward) was
used in feature subset selection. All experiments were
performed using LIBLINEAR (L2-loss SVM dual type)
in Weka software [33], and a 10-fold cross validation
for a statistical evaluation of learning algorithm was performed. For optimal parameter selection (tuning), the
value of the C parameter was obtained in the range of

TE
0.89
0.93
0.87
0.63
0.78
0.6
0.87
0.79
0.8
0.81
0.74
0.72
0.89
0.81
0.81

Class
SE
0.77
0.95
0.83
0.4
0.84
0.44
0.17
0.97
0.26
0.84
0.78
0.75
0.5
0.92
0.58

SY
0.91
0.9
0.88
0.53
0.66
0.52
0.8
0.74
0.72
0.09
0.92
0.14
0.68
0.82
0.68

{0 01, 0 05, 0 1, 0 5, 1, 2, 4, 8, 16, 32, 64, 128,

, 16348}, and
other parameters were ﬁxed as defaults. The area under
receiver operating characteristic curve (AUC) was used as a
major evaluation criterion. AUC is widely used to quantify
the quality of a prediction or classiﬁcation model in medical
science, bioinformatics, medicine statistics, and biology [34–
36]. We also evaluated performance using the sensitivity,
speciﬁcity, and F-measure for detailed evaluation. Statistical
analyses were conducted by SPSS version 19 for Windows
(SPSS Inc., Chicago, IL, USA).

3. Results and Discussion
3.1. Comparison of Experimental Results. For brief summarization of performance evaluation, the AUC values for the
5 groups with and without feature selection method are
showed in Table 2.
In experiments using full features without feature selection, the results indicated that the hybrid feature set (HybridFF) performed better than the individual face and speech feature sets (Face-FF and Speech-FF), except for performance by
the face feature set in the Female-30 group. The AUC values
of age and gender classiﬁcation models using hybrid feature
set without feature selection ranged from 0.59 to 0.69%.
After application of feature subset selection, the remaining number of features was small, whereas the AUC values
of constitution classiﬁcation were greater than that of
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Table 4: Statistical analysis by the one-way ANOVA test and the post-hoc Scheﬀe’s test.
Group

Feature
Height

Weight

uF2
Female-20
aRF2 F1

FA18 25 43

EUL L s6

FD43 143
Female-30
Fh Angle 6 7

Weight
Female-50
FD43 143

Male-30

Weight

iJITA

oJITA

SITS
Male-50
RSF60 120 240 480

FDV81 50

FArea03

Class
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY
TE
SE
SY

N
18
22
23
18
22
23
18
22
23
18
22
23
18
22
23
18
22
23
57
53
73
57
53
73
46
24
44
46
24
44
32
31
22
26
18
25
26
18
25
26
18
25
26
18
25
26
18
25
26
18
25

Mean
162.2
163.8
159.7
62.26
52.09
51.62
−0.613
−0.531
0.249
−0.414
0.519
1.225
95.28
91.29
92.15
0.427
0.523
0.442
133.0
124.4
127.2
61.78
65.59
60.80
0.615
0.375
0.414
0.443
0.335
0.384
79.34
64.45
71.22
0.464
1.793
−0.364
0.099
1.762
−0.163
−0.730
0.252
−0.042
−0.148
0.628
−0.217
32.42
29.93
29.86
4898
4135
4331

(N: number of samples, Std.: standard deviation, Sch.: Scheﬀe’s test, ∗ P< 0.05, ∗∗ P< 0.01, and ∗∗∗ P< 0.001).

Std.
5.334
5.018
4.979
7.328
4.689
5.776
0.750
1.146
0.999
0.912
1.510
2.644
4.945
4.927
4.882
0.102
0.099
0.104
5.985
7.085
7.100
8.052
9.818
8.071
0.194
0.144
0.119
0.202
0.144
0.142
9.244
7.099
7.868
1.282
4.813
1.144
1.023
4.564
1.004
1.182
0.763
1.123
1.033
1.411
1.025
2.788
2.744
2.953
556.8
417.1
502.4

F
3.689∗

19.85∗∗∗

4.975∗∗

3.772∗

3.520∗

5.346∗∗

23.55∗∗∗

5.039∗∗

25.64∗∗∗

3.384∗

26.29∗∗∗

3.456∗

3.558∗

5.088∗∗

3.382∗

6.426∗∗

14.23∗∗∗

Sch.
A, B
B
A
B
A
A
A
A
B
A
A, B
B
B
A
A, B
A
B
A
B
A
A
A
B
A, B
B
A
A
B
A
A, B
C
A
B
A, B
B
A
A, B
B
A
A
B
A, B
A
A
A
B
A
A
B
A
A
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the full feature set in all the experiments. For example, the
AUC values of classiﬁcation models using hybrid feature
set ranged from 0.64 to 0.89%. The values of classiﬁcation
models using feature selection showed improvements of 0.22
in the Female-20 group and 0.09 in Male-50.
When comparing the face (Face-FS), speech (SpeechFS), and hybrid feature sets (Hybrid-FS), the performance
of Hybrid-FS method was higher than that of Face-FS and
Speech-FS in the Female-20, Female-50, and Male-50 groups.
However, performance of Face-FS method was higher than
that of Hybrid-FS and Speech-FS in the Female-30 and
Male-30 groups. Thus, it is preferable to use the Face-FS
method in these two groups. The theoretical performance
of the Hybrid-FS method using feature selection is better
than or equal to that of Face-FS and Speech-FS, because the
hybrid feature set includes all the speech and face features.
However, realistically, many of the feature selection methods
may not ensure better performance because a greater number
of features add diﬃculty in building a classiﬁer and lead
to the curse of dimensionality and an NP problem [36–
38]. Detailed performance evaluation of experiments using
feature selection was showed in Table 3.
3.2. Statistical Analysis of Meaningful Features. For the
statistical analysis of features obtained from feature selection
in Hybrid-FS method, we carried out a one-way ANOVA
test, and for the post-hoc analysis, we performed the Scheﬀe’s
multiple comparison test. The ANOVA test indicated that
there was a signiﬁcant diﬀerence among constitutional types.
All features showing P values of <0.05 are shown in Table 4.
In this statistical analysis, we did not found features
that covered a broad range of applicability in predicting
constitutional types in the age- and gender-speciﬁc classiﬁcation. However, we identiﬁed several features with an obvious
propensity for classiﬁcations of constitutional type.
In facial feature analysis using results from the Scheﬀe’s
multiple comparison test, there was a statistically signiﬁcant
diﬀerence in weight among constitutional types. Weights
between TE and the other types were signiﬁcantly diﬀerent
in the Female-20 group (F = 19.85, P = 0.0000). Weights
between TE and the other types in the Female-50 group were
signiﬁcantly diﬀerent (F = 25.64, P = 0.0000). Weights among
TE, SE, and SY were signiﬁcantly diﬀerent in the Male30 group (F = 26.298, P = 0.0000). There was a signiﬁcant
diﬀerence in FD43 143 between TE and the other types in
the Female-30 group (F = 23.558, P = 0.0000) and between
TE and SE in the Female-50 group (F = 3.384, P = 0.0374).
FArea03 between TE and the other types was signiﬁcantly
diﬀerent in the Male-50 group (F = 14.231, P = 0.0000).
For speech features, there was a signiﬁcant diﬀerence in
SITS between TE and SE in the Male-50 group (F = 5.088,
P = 0.0088). The uF2 value between SY and the other
types was signiﬁcantly diﬀerent in the Female-20 group
(F = 4.975, P = 0.0100), and aRF2 F1 between TE and SY
was signiﬁcantly diﬀerent in the Female-20 group (F = 3.772,
P = 0.0286).
3.3. Limitations and Future Work. Constitution diagnosis is
very diﬃcult in this area, because constitution type decisions
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are dependent on qualitative judgments of doctors and
inspectors [22]. We think that it is possible to develop an
accurate diagnosis method or standardization for constitution diagnosis after collecting more diagnosis information by
doctors or inspectors.
Our experimental and statistical analysis showed an
important and useful feature for better diagnosis based on
diﬀerences in age and gender. Since diagnosis performances
and selected features diﬀer according to age and gender, it
makes constitution diagnosis diﬃcult in the real world. Until
now, features showing an obvious propensity for constitution
diagnosis are not yet suﬃcient, and data sets to achieve diagnoses that are more accurate are insuﬃcient. Accordingly,
more research for constitution diagnosis is needed.
In future work, we will investigate the relationship
between constitution and improvement of the eﬀectiveness
of medications and explore the role of constitutional types in
certain disease. We think that this is very important research
in clinical medicine, because the eﬃciency of prescribed
medicine can be improved if we know the patient’s constitution. For instance, Jeong et al. [9, 10] investigated changes
in cytokine production in the acute stage of SY constitution
CI (cerebral infarction) patients after oral administration of
Yangkyuk-Sanhwa-Tang water, and revealed that YangkyukSanhwa-Tang had a good eﬀect on anti-inﬂammatory
cytokines and a good CI treatment eﬀect. The results of these
studies may help to improve the eﬀectiveness of prescribed
medications in Sasang constitutional types.

4. Conclusions
This study describes a novel prediction method for constitution diagnosis as an essential prerequisite for personalized
medicine or alternative medicine. We demonstrated the
possibility and usefulness of constitution diagnosis using the
combination of face and speech feature sets in age- and
gender-speciﬁc groups, identiﬁed a compact and discriminative feature subset, and included supporting statistical
analysis of signiﬁcant features. Our results could be used
for developing an automatic constitution diagnostic tool for
improving the eﬀectiveness of prescribed medications and
could be used in the ﬁelds of speech and face recognition.
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We propose an integrated gateway for various personal health devices (PHDs). This gateway receives measurements from
various PHDs and conveys them to a remote monitoring server (MS). It provides two kinds of transmission modes: immediate
transmission and integrated transmission. The former mode operates if a measurement exceeds a predetermined threshold or
in the case of an emergency. In the latter mode, the gateway retains the measurements instead of forwarding them. When the
reporting time comes, the gateway extracts all the stored measurements, integrates them into one message, and transmits the
integrated message to the MS. Through this mechanism, the transmission overhead can be reduced. On the basis of the proposed
gateway, we construct a u-healthcare system comprising an activity monitor, a medication dispenser, and a pulse oximeter. The
evaluation results show that the size of separate messages from various PHDs is reduced through the integration process, and the
process does not require much time; the integration time is negligible.

1. Introduction
In recent years, the rapid emergence of population aging and
chronic diseases on a global scale has contributed to social
issues by increasing health insurance costs and lowering the
quality of life. Consequently, many researchers are focusing
on ubiquitous healthcare (u-healthcare).
Owing to this trend, personal health devices (PHDs) have
emerged as key components of u-healthcare systems [1, 2].
A PHD is a device that measures patient health data. Activity
monitors, medication dispensers, pulse oximeters, and blood
pressures are representative examples of PHDs.
In typical u-healthcare service architectures, PHDs measure and acquire patient health data and transmit them
to a compute engine (CE), such as a smartphone or
personal computer. A CE collects health data from PHDs
and transmits them to a remote monitoring server (MS). The
MS displays the received health data to medical staﬀ, and it
provides the patients with the analysis via a web-based UI.
In this way, communication protocols between PHDs
and CEs are very important for collecting health data from
various PHDs in a uniﬁed manner [3]. As a consequence, the

ISO/IEEE 11073 standard [4] was proposed to deﬁne how
personal health data should be exchanged between a PHD
and a CE, and what format should be used for the data.
The standard speciﬁes basic communication procedures
and data formats to support any type of PHD. It also
deﬁnes device specialization protocols in consideration of the
characteristics of each PHD.
In general, a logical point-to-point channel is established
between a PHD and a CE, and the PHD communicates with
single CE at any point in time. A CE may communicate with
more than one agent simultaneously using separate pointto-point connections. Therefore, the CE has a vital eﬀect on
the eﬃciency of the u-healthcare system. For this reason,
we developed a handheld CE and designed two kinds of
transmission modes: immediate transmission and integrated
transmission in the previous studies [3, 5].
In this paper, we present the implementation results of an
integrated gateway placed in a CE. The gateway receives measurements from PHDs and conveys them to an MS. On the
basis of the proposed gateway, we construct a u-healthcare
system comprising three PHDs: an activity monitor [6], a
medication dispenser [7], and a pulse oximeter [8]. Some
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Figure 1: General architecture of u-healthcare system.

experiments show that the size of separate messages from
these PHDs is reduced through the integration process, and
the integration time does not increase signiﬁcantly with an
increase in the number of separate messages.
The remainder of this paper is organized as follows.
Section 2 introduces the architecture of existing u-healthcare
systems and discusses their improvement on the basis of
previous studies. Section 3 describes the proposed method
and u-healthcare system. Section 4 presents the application
and experimental results of the proposed gateway, and
Section 5 summarizes and concludes the paper.

2. General Architecture of u-Healthcare System
The architectures of u-healthcare systems can be standardized or generalized by referring to previous studies on
u-healthcare systems. PHDs for measuring and acquiring
patient health data have been proposed in the past [9–
14]. Examples of PHDs are activity monitors, medication
dispensers, pulse oximeters, and blood pressures. Some
studies were conducted to construct a network for communication between components of a u-healthcare system. These
studies proposed methods for applying body area networks
(BANs), personal area networks (PANs), mobile networks
(GSM, CDMA), wireless local area networks (WLANs), and
Worldwide Interoperability for Microwave Access (WiMAX)
[15–18] to u-healthcare systems. In addition, standard
protocols for transparent integration and plug-and-play
interoperability have been actively investigated [19–23]. The
architectures of u-healthcare systems can be generalized on
the basis of these studies; the generalized architecture is
shown in Figure 1.

Figure 2: Architecture of the proposed u-healthcare system.

PHDs measure and acquire patient health data and
transmit them to CEs via wired/wireless communication,
for example, Bluetooth and USB. CEs collect health data
from PHDs and transmit them to a remote MS via mobile
communication (GSM or CDMA) or WLAN (WiFi). The
MS displays the received health data to medical staﬀ, and it
provides the patients with the analysis via a web-based UI. An
EHR server stores patient health data according to the EHR
rules, but this is out of scope of this paper.
In this architecture, communication protocols among
components are very important for collecting health data
from various PHDs and CEs in a uniﬁed manner. As a
consequence, ISO/IEEE 11073 [4] was developed to deﬁne
how personal health data should be exchanged between

Journal of Biomedicine and Biotechnology

3

Integrated gateway

PHD no. 1

Message handler
Message analyzer

Measurements

Message generator

PHD no. 2

Mode selector

Measurements

Database handler

Session
handler

Database
Measurements

PHD no. n

Conﬁgurations
Measurements

PHD conf.

Threshold

Anchor

Health data

User interface
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a PHD and a CE, and what format should be used for the
data. The communication procedures are as follows.
(i) Association and setup phase: this phase associates
communication sessions between a PHD and a
CE. A PHD sends an association request message
including association information such as system ID
and conﬁguration ID to CE. The CE analyzes the
message, checks the conﬁguration of the PHD, and
sends an association response message to the PHD.
(ii) Operation phase: when a CE recognizes a PHD’s
conﬁguration, this phase is initiated. During this
phase, a PHD transmits measurements with a data
report message.
(iii) Conﬁguration phase: when the CE does not recognize
the PHD’s conﬁguration, this phase is initiated.
During this phase, the PHD sends its conﬁguration
to the CE.
(iv) Disassociation phase: this phase is for disassociating
a communication session between a PHD and a CE.
In ISO/IEEE 11073, a logical point-to-point channel
between a PHD and CE is established, and a PHD communicates with a single CE at any point in time. A CE
may communicate with more than one agent simultaneously
using separate point-to-point connections.
Measurements from each PHD have diﬀerent characteristics. For example, SpO2 , pulse rate, and number of steps are
sensed continuously, whereas the status of some medications
and fall detection are sensed intermittently. Measurement
criticality also diﬀers. A high level of SpO2 , a high pulse
rate, or misdosing may cause fatal consequences in patients.
On the other hand, violation of an exercise program is

a secondary risk. Therefore, a CE has to decide both which
measurements should be transferred to an MS and when.

3. Proposed u-Healthcare System
3.1. Architecture of the Proposed u-Healthcare System.
Figure 2 shows the architecture for our proposed uhealthcare system. A PHD agent developed in a previous
study [8] is assigned to each PHD, and this transfers the
measurements to the CE. An integrated gateway is placed
in the CE to decide both which measurements should be
transferred to an MS and when. It also integrates the diﬀerent
kinds of 11073 messages received from PHDs into a single,
integrated message, which is then transferred to an MS.
PHD manager is assigned to an MS, and this analyzes the
integrated message from the CE.
3.2. Integrated Gateway. To improve transmission eﬃciency,
we implement an integrated gateway and place it in a CE.
This gateway receives measurements from various PHDs and
conveys them to an external MS. In this process, we apply
two kinds of transmission modes: immediate transmission
and integrated transmission [3]. In the former mode, the
gateway immediately conveys the measurements it receives
to an MS. This mode operates if a measurement exceeds
a predetermined threshold or in the case of an emergency.
Other than these cases, the gateway operates in the latter
mode, whereby the measurements are stored instead of
being forwarded. Then, when the reporting time comes,
all the stored measurements are extracted and integrated
into one message, and the integrated message is transmitted
to the MS. Through this mechanism, the transmission
overhead can be reduced. Figure 3 shows the architecture
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Conﬁguration messages
- Activity monitor
0x0001 //handle = 1 (1st measurement: exercise period)
...
0x0002 //handle = 2 (2nd measurement: calorie consumption)
...
0x0003 //handle = 3 (3rd measurement: distance)
- Medication dispenser
0x0001 //handle = 1 (1st measurement: medication status)
- Pulse oximeter
0x0002 //handle = 5 (5th measurement: SpO2 )
...
0x0002 //handle = 2 (2nd measurement: pulse rate)

Integrated conﬁguration message
0x0001 //handle = 1 (1st measurement: exercise period)
...
0x0002 //handle = 2 (2nd measurement: calorie consumption)
...
0x0003 //handle = 3 (3rd measurement: distance)
...
0x0004 //handle = 4 (4th measurement: medication status)
...
0x0005 //handle = 5 (5th measurement: SpO2 )
...
0x0006 //handle = 6 (6th measurement: pulse rate)

(a) Conﬁguration messages transmitted from the PHDs to the CE

(b) Integrated conﬁguration message transmitted from the CE to
the MS

Conﬁguration messages
Integrated message
0x0041 //exercise period (65 min)
...
0x000A //calorie consumption (10 cal)
...
0x00BF //distance (7 km)

- Blood pressure monitor
0x0001 //handle = 1 (1st measurement: systolic)
...
0x0002 //handle = 2 (2nd measurement: diastolic)
...
0x0003 //handle = 3 (3rd measurement: mean arterial pressure)

0x0001 //medication status (taken)
0x005F //SpO2 (95%)
...
0x0050 //pulse rate (80 beat/min)
(c) Integrated message transmitted from
the CE to the MS

- Glucose meter
0x0001 //handle = 1 (1st measurement: blood glucose)
(d) Conﬁguration messages transmitted from the added PHDs to
the CE

Integrated message
Integrated conﬁguration message
0x0001 //handle = 1 (1st measurement is exercise period)
...
0x0002 //handle = 2 (2nd measurement is calorie consumption)
...
0x0003 //handle = 3 (3rd measurement is distance)
...
0x0004 //handle = 4 (4th measurement is medication status)
...
0x0005 //handle = 5 (5th measurement is SpO2 )
...
0x0006 //handle = 6 (6th measurement is pulse rate)
...
0x0007 //handle = 7 (7th measurement is systolic)
...
0x0008 //handle = 8 (8th measurement is diastolic)
...
0x0009 //handle = 9 (9th measurement is mean arterial pressure)
...
0x000A //handle = 10 (10th measurement is blood glucose)
(e) Integrated conﬁguration message transmitted from the CE to the
MS

0x00 0x41 //exercise period (65 min)
...
0x00 0x0A //calorie consumption (10 cal)
...
0x00 0xBF //distance (7 km)
0x00 0x01 //medication status (taken)
0x00 0x5F //SpO2 (95%)
...
0x00 0x50 //pulse rate (80 beat/min)
...
0x00 0x78 //systolic (120 mmHg)
...
0x00 0x50 //diastolic (80 mmHg)
...
0x00 0x64 //mean arterial pressure (100 mmHg)
...
0xF4 0x4C //blood glucose (110 mmol/L)
(f) Integrated message transmitted from the CE to
the MS

Figure 4: Message integration scenario.
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Figure 5: Applied PHDs.

Figure 6: Graphical UI of MS.

of an integrated gateway. It consists of a session handler,
message handler, mode selector, database handler, database,
and user interface. The details of each handler are described
in [3].
The optimized exchange protocol [24] provides a mechanism for static data (e.g., types of measurements and their
units) to be transmitted only once, rather than on every
data transmission, during the conﬁguration phase. Once a
conﬁguration phase is negotiated between a PHD and CE,
the PHD transfers only dynamic data (i.e., measured health
data) to the CE. Therefore, the static data are excluded from
the integration, and only the measurements are targeted by
the integration.
In ISO/IEEE 11073, each PHD is represented as a medical
device system (MDS). Measurements are represented as
attributes of objects, and unique handles and attribute
IDs are assigned to each object and attribute, respectively.
However, uniqueness is only guaranteed within distinct
PHDs, and there may be some duplication between diﬀerent
PHDs. For example, the object handle “1” can be assigned
to the SpO2 object in a pulse oximeter while also assigned to
the body weight object of a weighing scale. Therefore, object
handles should be reassigned to guarantee global uniqueness,
and the conﬁguration phase between the CE and the MS
enables this. For example, consider the scenario as shown in
Figure 4. There are three PHDs (activity monitor, medication
dispenser, and pulse oximeter) that belong to the same CE.
(1) The PHDs transmit conﬁguration messages to the CE
for negotiating (see Figure 4(a)).

(2) The CE re-assigns the value of the object handles, and
transmits an integrated conﬁguration message to the
MS (see Figure 4(b)).
(3) After these processes, the CE can transmit the
integrated message to the MS (see Figure 4(c)).
(4) If the two PHDs (blood pressure monitor and
glucose meter) are added, these PHDs transmits their
conﬁguration messages to the CE (see Figure 4(d)).
(5) The CE reassigns the value of the object handles and
transmits an integrated conﬁguration message to the
MS (see Figure 4(e)).
(6) After these processes, the CE can transmit the
integrated message to the MS (see Figure 4(f)).

4. Application and Experimental Results
4.1. Application Results. On the basis of the proposed gateway, we construct a u-healthcare system comprising three
PHDs: an activity monitor [6], a medication dispenser [7],
and a pulse oximeter [8]. In addition, a CE and an MS implemented in the previous study [5] are extended and applied.
The activity monitor measures the user’s physical exercise
using a 3-axis accelerator, the medication dispenser delivers
medication to chronic disease patients according to a
predetermined schedule, and the pulse oximeter measures a
user’s SpO2 and pulse rate noninvasively. The 11073–10441
[25], 11073–10472 [26], and 11073–10404 [27] are applied to
the agents in the activity monitor, medication dispenser, and
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PHDs and conveys them to a remote MS. We implemented
two kinds of transmission modes: immediate transmission
and integrated transmission. The former mode operates if
a measurement exceeds a predetermined threshold or in
the case of an emergency. In the latter mode, it retains
the measurements instead of forwarding them. When the
reporting time comes, the gateway extracts all the stored
measurements, integrates them into one message, and
transmits the integrated message to the MS. Through this
mechanism, the transmission overhead can be reduced. On
the basis of the proposed gateway, we constructed a uhealthcare system comprising an activity monitor, a medication dispenser, and a pulse oximeter. To verify the proposed
gateway, the sizes of integrated messages and integration
times were measured. According to the evaluations, we could
verify that the proposed gateway in this paper is eﬀective for
u-healthcare systems.
In the future, we plan to apply the integrated gateway to
other PHDs such as blood pressures and glucometers.

40

Figure 8: Integration times.

pulse oximeter, respectively. Figure 5 shows the PHDs used
in our u-healthcare system.
The integrated gateway is implemented on the CE, and
the MS is extended to monitor the applied PHDs. In this
system, the CE and PHDs are connected via Bluetooth, and
the CE and MS are connected via WiFi. Figure 6 shows
the implemented and extended MS. Based on Figure 6, the
MS receives an integration message from CE and displays
measurements of each PHD properly.
4.2. Performance Evaluation. To verify the proposed gateway,
the sizes of integrated messages and integration times were
measured repeatedly as we increased the number of separate
messages (measurements). The results of these evaluations
are shown in Figures 7 and 8. Based on Figure 7, the
gateway reduces the sizes of 5 separate messages and of 40
separate messages from 1,660 Kbytes to 1,240 Kbytes and
from 13,280 Kbytes to 9,710 Kbytes, respectively.
Figure 8 shows the integration times of the proposed
gateway. As shown in Figure 8, the gateway spends about
2.1 sec for integrating 40 separate messages. According to the
evaluations, we could verify that the proposed gateway in this
paper is eﬀective for u-healthcare systems.

5. Conclusion
In this paper, we proposed an integrated gateway for various
PHDs. This gateway receives measurements from various
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Recently, many biometrics-based user authentication schemes using smart cards have been proposed to improve the security
weaknesses in user authentication system. In 2011, Das proposed an eﬃcient biometric-based remote user authentication scheme
using smart cards that can provide strong authentication and mutual authentication. In this paper, we analyze the security of Das’s
authentication scheme, and we have shown that Das’s authentication scheme is still insecure against the various attacks. Also, we
proposed the enhanced scheme to remove these security problems of Das’s authentication scheme, even if the secret information
stored in the smart card is revealed to an attacker. As a result of security analysis, we can see that the enhanced scheme is secure
against the user impersonation attack, the server masquerading attack, the password guessing attack, and the insider attack and
provides mutual authentication between the user and the server.

1. Introduction
Recently, user authentication scheme in e-commerce and mcommerce has become one of important security issues.
However, the security weaknesses in the remote user authentication scheme have been exposed seriously due to the careless password management and the sophisticated attack techniques. Several schemes [1–6] have been proposed to
enhance the various security problems in user authentication
schemes.
In traditional identity-based remote user authentications, the security of the remote user authentication is based
on the passwords, but simple passwords are easy to break
by simple dictionary attacks. To resolve the single-password
authentication problems, several biometrics-based remote
user authentication schemes [7–13] have been designed.
Generally, biometrics-based remote user authentication is
inherently more secure and reliable than the traditional
authentication scheme. There are some advantages of using
biometrics keys as compared to traditional passwords.
(i) Biometric keys cannot be lost or forgotten.

(ii) Biometric keys are very diﬃcult to copy or share.
(iii) Biometric keys are extremely hard to forge or distribute.
(iv) Biometric keys cannot be guessed easily.
(v) Someone’s biometrics is not easy to break than
others.
In 2010, Li and Hwang [12] proposed an eﬃcient biometrics-based remote user authentication scheme using
smart cards. They claimed that their scheme not only keeps
good properties (e.g., without synchronized clock, freely
changes password, mutual authentication) but also provides
nonrepudiation. But Das [13], in 2011, pointed out that LiHwang’s scheme does not resolve security drawbacks in login
and authentication, security drawbacks in password change
phase, and security drawbacks in veriﬁcation of biometrics.
Then, Das proposed more eﬃcient biometrics-based remote
user authentication scheme using smart cards which is
secure against the user impersonation attack, the server
masquerading attack, the parallel session attack, and the
stolen password attack, and provide mutual authentication.
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In this paper, we analyze the security of Das’s authentication scheme, and we have shown that Das’s authentication
scheme is still vulnerable to the various attacks and does
not provide mutual authentication between the user and the
server. Also, we proposed the enhanced scheme to remove
these security problems of Das’s authentication scheme,
even if the secret information stored in the smart card is
revealed to an attacker. To analyze the security analysis of
Das’s authentication scheme, we assume that an attacker
could obtain the secret values stored in the smart card by
monitoring the power consumption [14, 15] and intercept
messages communicating between the user and the server.
Also, we assume that an attacker may possess the capabilities
to thwart the security schemes.
(a) An attacker has total control over the communication
channel between the user and the server in the login
and authentication phase. That is, the attacker may
intercept, insert, delete, or modify any message across
the communication procedures.
(b) An attacker may (i) either steal a user’s smart card and
then extract the secret values stored in the smart card,
(ii) or steal a user’s password, but cannot commit
both of (i) and (ii) at a time.
Obviously, if both of the user’s smart card and password
was stolen at the same time, then there is no way to prevent
an attacker from impersonating as the user. Therefore, a
remote user authentication scheme should be secure if only
one case out of (i) and (ii) is happening.
This paper is organized as follows. In Section 2, we brieﬂy
review Das’s authentication scheme. In Section 3, we describe
the security analysis of Das’s authentication scheme. The
enhanced scheme is presented in Section 4, and security
analysis of the enhanced scheme is given in Section 5. Finally,
the conclusions are presented in Section 6.

2. Reviews of Das’s Scheme
In 2011, Das proposed an improved biometrics-based remote
user authentication scheme using smart cards. This scheme
is composed of three phases: registration phase, login phase,
and authentication phase. The notations used in this paper
are as follows shown in Table 1.
2.1. Registration Phase. Before logging in the remote server
Si , a user Ci initially has to register to the trusted registration
centre Ri as the following steps.
(R1) Ci submits his identity IDi and password PWi to Ri
through a secure channel. Also, the user submits his
biometrics information Bi on the speciﬁc device to Ri .
(R2) Ri computes fi = h(Bi ), ri = h(PWi ) ⊕ fi and ei =
h(IDi Xs ) ⊕ ri , where Xs is a secret value generated by
the server.
(R3) Ri stores (IDi , h(), fi , ei , ri ) on the user’s smart card
and sends it to the user via a secure channel.

Table 1: Notations used in this paper.
Notation
Ci
Ri
Si
Ai
PWi
IDi
Bi
h( )
Xs
x y
x⊕y

Description
User i
Trusted registration centre i
Server i
Attacker i
Password of the user i
Identity of the user i
Biometric template of the user i
A secure hash function
A secret information maintained by the server
x concatenates with y
Exclusive-OR operation of x and y

2.2. Login Phase. When the user Ci wants to log in the remote
server Si , the user has to perform the following steps.
(L1) Ci inserts his smart card into a card reader and
inputs the personal biometrics information Bi on the
speciﬁc device to verify the user’s biometrics. If the
biometrics information matches the template stored
in the system, Ci passes the biometrics veriﬁcation.
(L2) Ci inputs the IDi and PWi , and then the smart card
computes ri = h(PWi ) ⊕ fi . If ri equals ri , the smart
card computes the following equations, where Rc is a
random number generated by the smart card:
M1 = ei ⊕ ri
M2 = M1 ⊕ Rc

(1)

M3 = h(Rc )
(L3) Ci sends the login request message {IDi , M2 , M3 } to
Si .
2.3. Authentication Phase. After receiving the request login
message, the remote server Si has to perform the following
steps with the user Ci to authenticate each other.
(A1) Si checks the format of IDi .
(A2) If the IDi is valid, Si computes M4 = h(IDi Xs ) and
M5 = M2 ⊕ M4 .
(A3) Si veriﬁes whether M3 = h(M5 ) or not. If they are
equal, Si computes the following equations, where Rs
is a random number generated by the server:
M6 = M4 ⊕ Rs ,
M7 = h(M2 M5),

(2)

M8 = h(Rs )
(A4) Then, Si sends the message {M6 , M7 , M8 } to Ci .
(A5) After receiving the reply message, Ci veriﬁes whether
M7 = h(M2 Rc ) or not. If they are equal, Ci computes
M9 = M6 ⊕ M1 .
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User

Attacker
{IDi , M2 , M3 }

Login
phase

Authentication
phase

Extracts ei , ri
Generates Ras
Computes Ma4 = ei ⊕ ri
Ma5 = M2 ⊕ Ma4
Ma6 = Ma4 ⊕ Ras
Ma7 = h(M2 //Ma5 )
Ma8 = h(Ras )

Server

Extracts ei , ri
Generates Rac
Computes Ma1 = ei ⊕ ri
Ma2 = Ma1 ⊕ Rac
Ma3 = h(Rac )

{IDi , Ma2 , Ma3 }
{M6 , M7 , M8 }

{Ma6 , Ma7 , Ma8 }
{M10 }

Figure 1: User impersonation attack and server masquerading attack.

(A6) Ci veriﬁes whether M8 = h(M9 ) or not. If they are
equal, Ci computes M10 = h(M6 M9 ).
(A7) Then, Ci sends the message {M10 } to Si .
(A8) After receiving the message, Si veriﬁes whether M10 =
h(M6 Rs ) or not. If they are equal, Si accepts the
user’s login request.

3. Security Analysis of Das’s Scheme
In this section, we will analyze the security of Das’s scheme.
To analyze the security weaknesses, we assume that an
attacker could obtain the secret values stored in the smart
card by monitoring the power consumption [14, 15] and
intercepting messages communicating between the user and
the server. Under this assumption, we will discuss the various
attacks, such as the user impersonation attack, the server
masquerading attack, the password guessing attack, the
insider attack, and the mutual authentication between the
user and the server.
3.1. User Impersonation Attack. If the attacker can obtain the
secret values (ei , ri ) from the user’s smart card illegally by
some means and intercept the message {IDi , M2 , M3 } in the
login phase, the attacker can perform the user impersonation
attack as the following steps. The procedure of the user
impersonation attack is illustrated in Figure 1.
(UA1) The attacker Ai computes the following equations,
where Rac is a random number chosen by the attacker:
Ma1 = ei ⊕ ri ,

(UA3) Upon receiving the forged message, Si checks the
format of IDi . If it holds, Si computes M4 =
h(IDi Xs ) and M5 = Ma2 ⊕ M4 .
(UA4) Si veriﬁes whether Ma3 = h(M5 ) or not. If they are
equal, Si will be convinced the message {IDi , Ma2 ,
Ma3 } sent from the legal user.
(UA5) Then, Si makes the reply message {M6 , M7 , M8 } by
computing M6 = M4 ⊕ Rs , M7 = h(Ma2 M5 ) and
M8 = h(Rs ) in the authentication phase.
3.2. Server Masquerading Attack. If the attacker can obtain
the secret values (ei , ri ) from the user’s smart card illegally
by some means and intercept the message {M2 } in the login
phase and {M6 , M7 , M8 } in the authentication phase, the
attacker can perform the server masquerading attack as the
following steps. The procedure of the server masquerading
attack is illustrated in Figure 1.
(SA1) The attacker Ai computes the following equations,
where Ras is a random number chosen by the attacker:
Ma4 = ei ⊕ ri ,
Ma5 = M2 ⊕ Ma4 ,
Ma6 = Ma4 ⊕ Ras ,

(4)

Ma7 = h(M2 Ma5),
Ma8 = h(Ras )
(SA2) Then, Ai sends the forged message {Ma6 , Ma7 , Ma8 }
to the user Ci .

Ma3 = h(Rac )

(SA3) Upon receiving the forged message, Ci checks
whether Ma7 = h(M2 Rc ) or not. If they are equal,
Ci computes M9 = Ma6 ⊕ M1 .

(UA2) Then, Ai sends the forged message {IDi , Ma2 , Ma3 } to
the remote server Si .

(SA4) Ci veriﬁes whether Ma8 = h(M9 ) or not. If it holds, Ci
will be convinced the message {Ma6 , Ma7 , Ma8 } sent
from the legal server.

Ma2 = Ma1 ⊕ Rac ,

(3)
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(SA5) Then, Ci makes the reply massage {M10 } by computing M10 = h(Ma6 M9 ) in the authentication phase.
3.3. Password Guessing Attack. If an attacker can extract the
secret values (ri , fi ) from the legal user’s smart card by some
means, the attacker can easily ﬁnd out PWi by performing
the password guessing attack, in which each guess PW∗i for
PWi can be veriﬁed as the following steps.
(PA1) The attacker Ai computes the secret parameter ri ∗ =
h(PW∗i ) ⊕ fi from the registration phase.
(PA2) Ai veriﬁes the correctness of PW∗i by checking ri =
ri∗ .
(PA3) Ai repeats the above steps until a correct password
PW∗i is found.
Thus, the attacker can perform the password guessing
attack, and can successfully impersonate the legal user with
the guessed user password.
3.4. Insider Attack. In the registration phase, if the user’s
password PWi and biometrics information Bi are revealed
to the server, the insider of the server may directly obtain
the user’s password and biometrics information. Thus, the
insider of the server as an attacker can impersonate as the
legal user to access the user’s other accounts in other server if
the user uses the same password for the other accounts.
3.5. Mutual Authentication. Generally, if authentication
scheme is insecure against user impersonation attack and
server masquerading attack, the authentication schemes
cannot provide mutual authentication between the user and
the remote server. Therefore, Das’s scheme fails to provide
mutual authentication as described in Sections 3.1 and 3.2.
Namely, if the attacker can obtain the secret values (ei ,
ri ) from the legal user’s smart card by some means and
intercept the messages communicating between the user and
the server, the attacker can make the forged messages easily
by computing Ma1 = ei ⊕ ri , Ma2 = Ma1 ⊕ Rac , and Ma3 =
h(Rac ) in the login phase. Also, the attacker can make the
forged messages easily by computing Ma6 = Ma4 ⊕ Ras ,
Ma7 = h(M2 Ma5 ), and Ma8 = h(Ras ) in the authentication
phase.

4. The Enhanced Scheme
In this section, we propose an enhanced Das’s scheme which
not only can withstand the various attacks, but also provide
mutual authentication between the user and the server. The
enhanced scheme is divided into three phases: registration
phase, login phase, and authentication phase.
4.1. Registration Phase. Before logging to the remote server
Si , a user Ci initially has to register to the trusted registration
centre Ri as the following steps. The registration phase is
illustrated in Figure 2.
(R1) Ci submits his identity IDi and password information
(PWi ⊕ K) to Ri through a secure channel. Also the

User Ci

Registration centre Ri
IDi , (PW i ⊕ K), (B i ⊕ K)
Computes fi = h(Bi ⊕ K)
ri = (PWi ⊕ K)⊕ fi
ei = h(IDi //Xs )⊕ri
Smart card {IDi , h(), fi , ei }

Store K

Figure 2: Registration phase of the enhanced scheme.

user submits his biometrics information (Bi ⊕ K) via
the speciﬁc device to Ri , where K is a random number
generated by Ci .
(R2) Ri computes fi = h(Bi ⊕ K), ri = h(PWi ⊕ K) ⊕ fi
and ei = h(IDi Xs ) ⊕ ri , where Xs is a secret value
generated by the server.
(R3) Ri stores (IDi , h(), fi , ei ) on the user’s smart card and
sends it to the user via a secure channel. And Ci stores
random number K into the smart card issued by Ri .
4.2. Login Phase. When the user Ci wants to login the
remote server Si , the user has to perform the following steps.
The login phase and authentication phase are illustrated in
Figure 3.
(L1) Ci inserts his smart card into a card reader and
inputs the biometrics information Bi on the speciﬁc
device to verify user’s biometrics. If the biometrics
information h(Bi ⊕K) matches fi stored in the system,
Ci passes the biometrics veriﬁcation.
(L2) Ci inputs the IDi and PWi , and then the smart card
computes the following equations, where Rc is a
random number generated by the user:
ri = h(PWi ⊕ K) ⊕ fi ,
M1 = ei ⊕ ri ,
M2 = M1 ⊕ Rc ,

(5)

M3 = h(M1 Rc )
(L3) Ci sends the login request message {IDi ,M2 ,M3 } to Si .
4.3. Authentication Phase. After receiving the request login
message, the remote server Si has to perform the following
steps with the user Ci to authenticate each other.
(A1) Si checks the format of IDi .
(A2) If the IDi is valid, Si computes M4 = h(IDi Xs ) and
M5 = M2 ⊕ M4 .
(A3) Si veriﬁes whether M3 = h(M4 M5 ) or not. If they are
equal, Si computes the following equations, where Rs
is a random number generated by the server:
M6 = M4 ⊕ Rs ,
M7 = h(M4 Rs)

(6)
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User Ci
Veriﬁes fi = h(Bi ⊕ K)
Inputs IDi and PWi
Computes
ri = h(PWi ⊕ K)⊕ fi
M1 = ei ⊕ ri
M2 = M1 ⊕ Rc
M3 = h(M1 //Rc )

Remote server Si

{IDi , M2 , M3 }

{ M6 , M 7 }

Computes M8 = M1 ⊕ M6
Veriﬁes M7 = h(M1 //M8 )?
Computes
M9 = h(M1 //Rc //M8 )

Checks IDi
Computes M4 = h(IDi //Xs )
M5 = M2 ⊕ M4
Veriﬁes M3 = h(M4 //M5 )?
Computes M6 = M4 ⊕ Rs
M7 = h(M4 //Rs )

{M9 }

Veriﬁes
M9 = h(M4 //M5 //Rs )?

Figure 3: Login phase and authentication phase of the enhanced scheme.

(A4) Then, Si sends the message {M6 , M7 } to Ci .
(A5) After receiving the reply message, Ci computes M8 =
M6 ⊕ M1 and veriﬁes whether M7 = h(M1 M8 )
or not. If they are equal, Ci computes M9 =
h(M1 Rc M8 ).
(A6) Then, Ci sends the message {M9 } for authentication
to Si .
(A7) After receiving the message, Si veriﬁes whether M9 =
h(M4 M5 Rs ) or not. If they are equal, Si accepts the
user’s login request.

5. Security Analysis of the Enhanced Scheme
In this scheme, we will provide the security analysis of the
enhanced scheme based on the password and biometrics
information. To analyze the security of the enhanced scheme,
we assume that an attacker can access a user’s smart card and
extract the secret values stored in the smart card by some
means [14, 15], and intercept the messages communicating
between the user and the server.
5.1. User Impersonation Attack. To impersonate as the legitimate user, an attacker attempts to make a forged login
request message which can be authenticated to the server.
However, the attacker cannot impersonate as the legitimate
user by forging the login request message even if the attacker
can extract the secret values ( fi , ei ) stored in the user’s smart
card, because the attacker cannot compute the login request
message (M2 , M3 ) without knowing the secret value Xs kept
by the server. Hence, the attacker has no chance to login to
the enhanced scheme by launching the user impersonation
attack.
5.2. Server Masquerading Attack. To masquerade as the
legitimate server, an attacker attempts to make the forged
reply message which can be masqueraded to the user when
receiving the user’s login request message. However, the

attacker cannot masquerade as the server by forging the reply
message, because the attacker cannot compute (M6 , M7 )
sending to the user without knowing the secret value Xs
kept by the server. Hence, the attacker cannot masquerade
as the legitimate server to the user by launching the server
masquerading attack.
5.3. Password Guessing Attack. After the attacker extracts the
secret values ( fi , ei , K) stored in the user’s smart card under
the described assumption, the attacker attempts to derive the
user’s password PWi using ri = h(PWi ⊕ K) ⊕ fi in the
registration phase. However, the attacker cannot guess the
user’s password PWi using the secret values extracted from
the legitimate user’s smart card, because the attacker cannot
compute the secret value ri without knowing the secret value
Xs kept by the server.
5.4. Insider Attack. In the registration phase, if the user’s
password PWi and the biometrics information Bi are
revealed to the server, the insider of the server may directly
obtain PWi and Bi and impersonate as the user to access
user’s other accounts in other server. But, the enhanced
scheme is secure against the insider attack, because the user
submits h(PWi ⊕ K) instead of PWi and h(Bi ⊕ K) instead of
Bi .
5.5. Mutual Authentication. As described in Sections 5.1
and 5.2, the enhanced scheme can withstand the user
impersonation attack and the server masquerading attack,
consequently the proposed scheme provides mutual authentication between the user and the remote server. Namely,
even if the attacker can extract the secret values ( fi , ei ) stored
in the user’s smart card, the user can be authenticated to
the server and the server can be authenticated to the user.
Because the attacker cannot make the login request message
{IDi , M2 , M3 } and the reply message {M6 , M7 } without
knowing the secret value Xs kept by the server.
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Table 2: Security comparison of the related scheme and the enhanced scheme.

Security features
User impersonation attack
Sever masquerading attack
Password guessing attack
Insider attack
Mutual authentication

Li-Hwang’s scheme [12]
Possible
Possible
Possible
Possible
Not provided

5.6. Security Comparison of the Related Scheme and the
Enhanced Scheme. The security analysis of the related
scheme and the enhanced scheme is summarized in Table 2.
The enhanced scheme is relatively more secure than LiHwang’s and Das’s scheme. In addition, the enhanced
scheme provides mutual authentication between the user and
the server.

6. Conclusions
In this paper, we analyzed the security of Das’s scheme. And
we have shown that Das’s scheme is not secure against the
various attacks and fails to provide mutual authentication
between the user and the server. Also, we proposed the
enhanced scheme to overcome these security weaknesses,
while preserving all their merits, even if the secret information stored in the smart card is revealed. As a result of
security analysis, the enhanced scheme is secure against the
user impersonation attack, the server masquerading attack,
and the password guessing attack, the insider attack and
provides mutual authentication between the user and the
server.

Das’s scheme [13]
Possible
Possible
Possible
Possible
Not provided

[7]

[8]

[9]

[10]

[11]

[12]

Acknowledgment
This work was supported by Kangnam University Research
grant.

References
[1] L. Lamport, “Password authentication with insecure communication,” Communications of the ACM, vol. 24, no. 11, pp.
770–772, 1981.
[2] M. S. Hwang and L. H. Li, “A new remote user authentication
scheme using smart cards,” IEEE Transactions on Consumer
Electronics, vol. 46, no. 1, pp. 28–30, 2000.
[3] E. J. Yoon, E. K. Ryu, and K. Y. Yoo, “Further improvement
of an eﬃcient password based remote user authentication
scheme using smart cards,” IEEE Transactions on Consumer
Electronics, vol. 50, no. 2, pp. 612–614, 2004.
[4] M. L. Das, A. Saxena, and V. P. Gulati, “A dynamic ID-based
remote user authentication scheme,” IEEE Transactions on
Consumer Electronics, vol. 50, no. 2, pp. 629–631, 2004.
[5] C. W. Lin, C. S. Tsai, and M. S. Hwang, “A new strongpassword authentication scheme using one-way Hash functions,” Journal of Computer and Systems Sciences International,
vol. 45, no. 4, pp. 623–626, 2006.
[6] C. S. Bindu, P. Reddy, and B. Satyanarayana, “Improved remote user authentication scheme preserving user anonymity,”

[13]

[14]
[15]

Enhanced scheme
Impossible
Impossible
Impossible
Impossible
Provided

International Journal of Computer Science and Network Security, vol. 83, pp. 62–66, 2008.
W. C. Ku, S. T. Chang, and M. H. Chiang, “Further cryptanalysis of ﬁngerprint-based remote user authentication scheme
using smartcards,” Electronics Letters, vol. 41, no. 5, pp. 240–
241, 2005.
M. K. Khan and J. Zhang, “An eﬃcient and practical ﬁngerprint-based remote user authentication scheme with smart
cards,” Lecture Notes in Computer Science, vol. 3903, pp. 260–
268, 2006.
A. Baig, A. Bouridane, F. Kurugollu, and G. Qu, “FingerprintIris fusion based identiﬁcation system using a single hamming
distance matcher,” International Journal of Bio-Science and BioTechnology, vol. 1, no. 1, pp. 47–58, 2009.
J. Pedraza, M. A. Patricio, A. de Ası́s, and J. M. Molina, “Privacy and legal requirements for developing biometric identiﬁcation software in context-based applications,” International
Journal of Bio-Science and Bio-Technology, vol. 2, no. 1, pp. 13–
24, 2010.
C. C. Chang, S.C. Chang, and Y.W. Lai, “An improved biometrics-based user authentication scheme without concurrency
system,” International Journal of Intelligent Information Processing, vol. 1, no. 1, pp. 41–49, 2010.
C. T. Li and M. S. Hwang, “An eﬃcient biometrics-based
remote user authentication scheme using smart cards,” Journal
of Network and Computer Applications, vol. 33, no. 1, pp. 1–5,
2010.
A. K. Das, “Analysis and Improvement on an eﬃcient
biometric-based remote user authentication scheme using
smart cards,” IET Information Security, vol. 5, no. 3, pp. 541–
552, 2011.
P. Kocher, J. Jaﬀe, and B. Jun, “Diﬀerential power analysis,”
Proceedings of Advances in Cryptology, pp. 388–397, 1999.
T. S. Messerges, E. A. Dabbish, and R. H. Sloan, “Examining smart-card security under the threat of power analysis
attacks,” IEEE Transactions on Computers, vol. 51, no. 5, pp.
541–552, 2002.

Hindawi Publishing Corporation
Journal of Biomedicine and Biotechnology
Volume 2012, Article ID 830252, 7 pages
doi:10.1155/2012/830252

Research Article
A Hybrid Technique for Medical Image Segmentation
Alamgir Nyma,1 Myeongsu Kang,1 Yung-Keun Kwon,1
Cheol-Hong Kim,2 and Jong-Myon Kim1
1 School

of Electrical Engineering, University of Ulsan, Building 7, Room No. 308, 93 Daehak-ro, Nam-gu,
Ulsan 680-749, Republic of Korea
2 School of Electronics and Computer Engineering, Chonnam National University, Building 7, Room No. 506,
77 Yongbong-ro, Buk-gu, Gwangju 500-757, Republic of Korea
Correspondence should be addressed to Jong-Myon Kim, jmkim07@ulsan.ac.kr
Received 22 May 2012; Revised 11 July 2012; Accepted 12 July 2012
Academic Editor: Tai Hoon Kim
Copyright © 2012 Alamgir Nyma et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.
Medical image segmentation is an essential and challenging aspect in computer-aided diagnosis and also in pattern recognition
research. This paper proposes a hybrid method for magnetic resonance (MR) image segmentation. We ﬁrst remove impulsive noise
inherent in MR images by utilizing a vector median ﬁlter. Subsequently, Otsu thresholding is used as an initial coarse segmentation
method that ﬁnds the homogeneous regions of the input image. Finally, an enhanced suppressed fuzzy c-means is used to partition
brain MR images into multiple segments, which employs an optimal suppression factor for the perfect clustering in the given data
set. To evaluate the robustness of the proposed approach in noisy environment, we add diﬀerent types of noise and diﬀerent
amount of noise to T1-weighted brain MR images. Experimental results show that the proposed algorithm outperforms other
FCM based algorithms in terms of segmentation accuracy for both noise-free and noise-inserted MR images.

1. Introduction
Image segmentation plays a pivotal role in computer-aided
diagnosis and therapy. The objective of image segmentation is to partition an image into nonoverlapping, constituent regions that are homogeneous with respect to some
attributes such as intensity and texture [1]. The representative image segmentation methods are generally based on
the following techniques: thresholding, clustering, and edge
detection and region extraction [2]. In this study, a combination of both thresholding and fuzzy clustering techniques will
be considered because thresholding ﬁnds out the uniform
regions for fuzzy clustering that makes the clustering performance better.
For thresholding methods, it is necessary to convert an
image to a binary image depending on threshold values
that extract the objects from the background [3]. The most
convenient and widely used technique is histogram thresholding that is based on the shape properties of the histogram.
The image histogram has distinct peaks, with each peak
corresponding to one distinct region, and the valleys as
the threshold values for separating these regions [4, 5].

Thresholding-based segmentation algorithms are then generally eﬃcient in terms of computational complexity when
compared to other segmentation methods, and Otsu’s
clustering-based thresholding [6] is being one of the most
representative methods for image segmentation.
In addition, fuzzy clustering has been widely studied and
successfully applied in image clustering and segmentation
[7]. Fuzzy c-means (FCM) clustering [8, 9], which is one of
the basic methods of fuzzy clustering, is a soft segmentation
method that has been used extensively to improve the compactness of the regions with its cluster validity and simple
implementation. FCM depends on the Euclidean distance
between pixels based on the assumption that each feature is
of equal importance. However, in most real-world applications, features are not considered equally important. Thus,
this assumption may seriously aﬀect clustering performance.
To improve the performance of FCM, many techniques have
been proposed, such as rival checked FCM and suppressed
FCM (SFCM), which integrates the hard c-means (HCM)
and FCM in order to improve the convergence speed and
clustering performance [10, 11]. Based on the advantages of
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thresholding and fuzzy clustering algorithms for image segmentation, some authors have proposed hybrid techniques
combining various FCM-based methods with thresholding.
Histogram thresholding using fuzzy theory was proposed
by Tobias and Seara [12] in which thresholding was done
according to the similarity between grey levels, and this similarity was accessed through a fuzzy measure. However, the
application of this algorithm is limited based on the assumption that objects and background must occupy nonoverlapping regions. Chaabane Ben et al. proposed a hybrid method
that combines automatic thresholding with FCM [13]. However, this technique yielded good results such that signiﬁcant
peaks and valleys are identiﬁed properly. Another hybrid
approach was introduced by Tan and Isa, and it provided a
good solution to overcome the FCM’s sensitiveness to the
initialization condition of cluster centroids and selection of
the number of clusters by using the histogram thresholding
[14]. This algorithm, however, has one drawback such that
some ﬂat portions of the histogram curves had been recognized as dominating peaks. To improve the performance of
medical image segmentation, we propose a hybrid technique
using Otsu thresholding and enhanced SFCM (EnSFCM).
Furthermore, we reduce impulsive noise that is widely
presented in magnetic resonance (MR) images by employing
vector median ﬁltering.
The rest of this paper is organized as follows. Section 2
introduces the proposed image segmentation approach and
Section 3 presents experimental results of the proposed
approach and well-known image segmentation algorithms.
Finally, Section 4 concludes this paper.

2. Proposed Image Segmentation Framework
The proposed image segmentation approach consists of
vector median ﬁltering, Otsu thresholding, and EnSFCM, as
shown in Figure 1.
In the ﬁrst step, vector median ﬁltering is utilized to
reduce impulsive noise in medical images. Otsu thresholding
is then employed for rough segmentation of brain MR
images, and ﬁnally EnSFCM is applied to have well-segmented images. More details about the proposed approach
are described in the following sections.
2.1. Vector Median Filter. It is easily to see impulsive noise
in medical images which is independent and uncorrelated
to the image pixels and is also randomly distributed over
the image. In the case of magnetic resonance (MR) images,
uncertainty is widely presented because of impulsive noise in
the partial volume eﬀects originating from the low resolution
of sensors [11, 15]. With these reasons, impulsive noise
inherent in brain MR images can result in low segmentation
performance. Thus this paper utilizes a vector median ﬁlter
(VMF) to remove impulsive noise in images. VMF is a
vector processing operator that has been introduced as an
extension of scalar median ﬁlter and preserves the image
without getting blurred and no shifting of boundary [16]. It
approaches the problem of noise reduction by searching the
most robust vector in the processing window. The process to
ﬁnd the most robust vector is as follows.
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Denote by I an image to be processed, and let W be the
processing window centered on the pixel under processing of
size N × N, N = 3, 5, 7, . . ., and so forth. Let us consider that
each input vector xi is associated with the distance measure,
Li =

N 




xi − x j 

for i = 1, 2, . . . , N,

γ

j =1

(1)

where γ represents the selected norm. The distance between
two samples can be deﬁned by
⎛
m





xi − x j  = ⎝
xik − x jk
γ

γ

⎞1/γ
⎠

,

(2)

k=1

where m is the distance of the vectors and xik is the kth
element of xi . Thus distance Li serves as an ordering criterion
of Lo ≤ L1 ≤ · · · ≤ LN −1 which implies the same ordering of
the input vectors. The VMF output of the set {x0 , x1 , . . . , xN }
is deﬁned as the sample xVMF ∈ {x0 , x1 , . . . , xN } that satisﬁes
the following condition:
N
N 





xVMF − xi γ ≤ x j − xi  ,
i=1

for j = 1, 2, . . . , N.

γ

i=1

(3)
2.2. Otsu Thresholding. The Otsu’s algorithm is one of the
most referenced thresholding methods to partition images by
automatically selecting threshold values from the histogram
of the image. To ﬁnd threshold values, the Otsu’s algorithm
utilizes the variance property of the image because variance
is the measure of uniformity; the greater value of variance
represents the greater diﬀerence between the background
and the object [4, 6]. Initially, two regions are separated
by the intensity threshold, and then the optimal threshold
is determined by minimizing the within-class variance or
maximizing the between-class variance.
Assume that {Pi }iL=−01 are the probabilities of the graylevel image histogram of an image, where L is the range
of intensity levels. We can calculate the probabilities of
background (PB ) and the probabilities of object (PO ) of the
image with a threshold t as follows:
PB (t) =

t

i=0

Pi ,

PO (t) = 1 − PB =

L
−1
i=t+1

(4)
Pi .

The mean associated with the background and the object
can be further calculated using the following equations:
μB (t) =

t

i · Pi

P (t)
i=0 B

L
−1

,

i · Pi
.
μO (t) =
(t)
P
i=t+1 O

(5)
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Figure 1: Process of the proposed image segmentation approach.

By using values of mean, we can compute variance as
follows:
σB (t) =
σO (t) =

t

i=0
L
−1

i=t+1

i − μB

2

·

Pi
,
PB (t)

topt = arg max(σbetween-class (t)),
1≤i≤L−1

(6)
i − μO

2

·

Pi
.
PO (t)

2

= arg min(σwithin-class (t)).

(9)

1≤i≤L−1

The between-class variance (σbetween-class (t)) which is the
weighted variance of the cluster means around the overall
mean is deﬁned as follows:
σbetween-class (t) = PB μB (t) − μ

Finally, the optimal threshold value, topt , can be determined by maximizing the between-class variance or equivalently minimizing the with-class variance as follows:

2

+ PO μO (t) − μ ,

(7)



where μ = iL=−01 i · Pi is the global mean of the image.
Furthermore, the within-class variance (σwithin-class (t)) can be
expressed as follows:
σwithin-class (t) = PB (t) × σB (t) + PO (t) × σO (t).

(8)

2.3. Enhanced Suppressed Fuzzy C-Means. Fuzzy c-means
(FCM) is a data clustering algorithm in which data can
belong to several groups based on the membership value,
and it is one of the most prominent clustering techniques for
image segmentation, feature extraction, and pattern recognition [9, 17]. However, the conventional FCM sometimes
leads to accuracy degradation in segmentation. To solve this
problem, suppressed FCM (SFCM) was proposed to improve
the clustering performance as well as convergence speed,
which introduces the suppression factor for establishing
a relationship between hard c-means (HCM) and FCM
clustering algorithms [10]. However, there is no general consensus that the suppression factor for SFCM is optimal in any
sense or suitable for any given purpose. Thus, we propose
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an enhanced suppressed FCM (EnSFCM) to automatically
select the suppression factor for SFCM. The selection
procedure of the suppression factor, α, is based on the
separation strength between clusters that is a time variant
suppression rate. More details about EhSFCM are as follows.
Let X = {x1 , x2 , x3 , . . . , xn } where n is the number of
image pixels. The conventional FCM algorithm sorts the data
set X into c clusters. The standard FCM objective function is
deﬁned as follows:
Jm (U, V ) =

c 
n

i=1k=1

2
μm
ik d (xk , vi ),

(10)

where d2 (xk , vi ) is the Euclidian distance between the data
point xk and the centroid vi of the ith cluster and μik is
the degree of membership of the data xk to the kth cluster.
The parameter m which is called the fuzzy factor controls
the fuzziness of the resulting partition, (m ≥ 1), and c is
the total number of clusters. FCM clustering is an iterationbased clustering technique that produces an optimal number
of c classes by minimizing the objective function Jm (U, V )
with updated values of μik and vi according to the following
equations:
⎡

⎞1/(m−1) ⎤−1
⎛
c
2

d (x , v )
⎢
⎥
μik = ⎣ ⎝  k i  ⎠
⎦ ,
j =1

d 2 xk , v j

n
m
k=1 μik · xk
vi = 
n
m .

(11)

k=1 μik

SFCM modiﬁes the membership function in FCM by
utilizing the suppression factor as follows:
μ pk = 1 − α



i=
/ p

μik = 1 − α + αμ pk ,

μ pk = αμ pk ,

(12)
i=
/ p,

where μ pk refers to data point, xk belongs to the largest
cluster p, and α is the suppression factor which ranges in
the interval [0, 1]. SFCM then updates the value of vi with
the new membership function. The pixel clustering iterations are terminated when the termination measurement
max1≤i≤c vit − vit−1  < ε is satisﬁed, where vit are the current
centroids for 1 ≤ i ≤ c, vit−1 are the previous centroids for
1 ≤ i ≤ c, and ε is a predeﬁned termination threshold.
To match the perfect clustering of the given data set, it is
necessary to select an optimal suppression factor for SFCM.
We deﬁne a new exponential function to select the optimal
suppression factor, and it is automatically updated at each
iteration:
⎛


2 ⎞



 ⎟
v
−
v
i
j
⎜
α = exp⎝−min
⎠,
i=
/ j

m

(13)

where vi is the centroid of the ith cluster, v j is the centroid
of the jth cluster, and m is the degree of fuzziﬁcation. As
mentioned before, selection of the suppression factor, α, is

very essential for SFCM since higher values of α indicate that
FCM is superior to HCM whereas lower values represent
vice versa. It is evident that good clustering performance
exhibits compact clusters by giving more distance between
centroids. Likewise, both the fuzziﬁcation parameter and
the suppression rate α inﬂuence the learning rate of the
algorithms. Thus we intuitively selected mini =/ j vi − v j 2 /m,
illustrating the separation strength between the clusters and
the fuzzy factor that signiﬁes the fuzziness of the membership
values for the clustered data points.

3. Experimental Results
This section evaluates the performance of the proposed
approach. To evaluate the performance of the proposed
approach, we set some empirical parameters. Bezdek et
al. experimentally determined the optimal intervals for the
degree of fuzziﬁcation (m) and the termination threshold (ε),
which ranged from 1.1 to 5 and 0.01 to 0.0001, respectively
[17]. In this paper, we selected m = 2 and the termination
threshold to be 0.0001.
3.1. Segmentation Results for Gray Matter and White Matter.
We evaluate the correctness of the segmentation using real
brain scans with ground truth by expert segmentations
obtained from the Internet Brain Segmentation Repository
(IBSR) [18]. Figures 2(a)-2(b) and Figures 3(a)-3(b) show
examples of two slices and the manual labeling provided by
the IBSR, whereas the rest of the images illustrates the results
of clustering by using FCM [9], MSFCM [11], FCMT [13],
SFCM [19], and the proposed approach.
As indicated in the ﬁgures by a red mark, other FCMbased segmentation approaches miss considerable pixels in
the red-marked region. On the other hand, the proposed
approach successfully avoids this classiﬁcation error. In
addition to qualitative results, we quantitatively evaluate
and calculate the segmentation accuracy of the proposed
approach, which is described below.
3.2. Segmentation Accuracy. The performances of the proposed and other FCM-based approaches are compared with
respect to the optimal segmentation accuracy [20], which is
deﬁned as the sum of the correctly classiﬁed pixels divided by
the sum of the total number of pixels:
Segmentation Accuracy =

c

A ∩ Ci
ic
,
i=1

j =1 C j

(14)

where c is the number of clusters, Ai represents the set
of pixels belonging to the ith cluster by the segmentation
algorithm, and Ci represents the set of pixels belonging to the
ith cluster in the reference segmented image. To evaluate the
robustness of the proposed segmentation approach in noisy
environment, we add diﬀerent types of noise and diﬀerent
amount of noise to a T1-weighted brain MR image, shown
in Figure 2(a). All test images are corrupted by 8% and
10% Gaussian noise, speckle noise, and 10% and 12% salt
and pepper noise as shown in Figure 4. Figure 4 also shows
segmentation results of the proposed and other FCM-based
approaches.
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Figure 2: Comparison of the segmentation results on a simulated brain MR image. (a) original T1-weighted image, (b) manual class labeling
of gray matter (GM) and white matter (WM) slice regions; results obtained with (c) FCM, (d) MSFCM, (e) FCMT, (f) SFCM, and (g) the
proposed approach.

(a)

(b)

(c)

(d)

(e)

(f)

Figure 3: Comparison of the segmentation results on a simulated brain MR image. (a) original T1-weighted image, (b) manual class labeling
of gray matter (GM) and white matter (WM) slice regions; results obtained with (c) FCM, (d) MSFCM, (e) FCMT, (f) SFCM, and (g) the
proposed approach.
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Figure 4: Segmentation results in noisy environment. (a) 8% Gaussian noise, (b) 10% Gaussian noise, (c) speckle noise, (d) 10% salt and
pepper noise, and (e) 12% salt and pepper.
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Figure 5: Segmentation accuracy results for gray matter (GM) and white matter (WM) in noisy environment by using FCM, MSFCM,
FCMT, SFCM, and the proposed segmentation approach.

Figure 5 presents the quantitative results of these segmentation approaches for noise-free and noise-inserted
brain MR images. The proposed algorithm increases 3.92%
(GM) and 3.87% (WM) of the segmentation accuracy for a
noise-free brain MR image compared to the baseline performance, where we used the average value of the segmentation
accuracy as a baseline. For noise-inserted images, the proposed algorithm achieves 6.79%–14.73% (GM) and 6.42%–
17.03% (WM) improvements in the segmentation accuracy,
which is signiﬁcant in the ﬁeld of image segmentation for
diagnosis purpose.

4. Conclusions
This paper presented a hybrid medical image segmentation
technique. In the preprocessing step, we utilized vector
median ﬁltering to reduce the inﬂuence of noise. We then
produced rough-segmented images using the Otsu thresholding method. To obtain well-segmented images, we ﬁnally
used the enhanced suppressed FCM algorithm of the proposed approach. To match the perfect clustering of the given
data set, we deﬁned a new exponential function to automatically select the suppression factor for the suppressed FCM.
To evaluate the robustness of the proposed segmentation
approach in noisy environment, we added diﬀerent types
of noise and diﬀerent amount of noise to the T1-weighted
brain MR image and calculated the segmentation accuracy.
Experimental results showed that the proposed method
outperforms other FCM-based algorithms in terms of segmentation accuracy for both noise-free and noise-inserted
images.
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We propose a smart medication dispenser having a high degree of scalability and remote manageability. We construct the dispenser
to have extensible hardware architecture for achieving scalability, and we install an agent program in it for achieving remote
manageability. The dispenser operates as follows: when the real-time clock reaches the predetermined medication time and the
user presses the dispense button at that time, the predetermined medication is dispensed from the medication dispensing tray
(MDT). In the proposed dispenser, the medication for each patient is stored in an MDT. One smart medication dispenser contains
mainly one MDT; however, the dispenser can be extended to include more MDTs in order to support multiple users using one
dispenser. For remote management, the proposed dispenser transmits the medication status and the system conﬁgurations to the
monitoring server. In the case of a speciﬁc event such as a shortage of medication, memory overload, software error, or nonadherence, the event is transmitted immediately. All these operations are performed automatically without the intervention of
patients, through the agent program installed in the dispenser. Results of implementation and veriﬁcation show that the proposed
dispenser operates normally and performs the management operations from the medication monitoring server suitably.

1. Introduction
Medication nonadherence is a serious public health issue
with the increase in chronic diseases [1–3]. To improve
patient adherence, medication dispensers are often proposed
[4–8]. A medication dispenser is a device that delivers medication to the patient according to predetermined schedules; it
is considered a very eﬃcient device of improving medication
adherence [9–12].
However, there is some room for improvement in the
existing medication dispensers. (1) Most existing medication
dispensers are designed to support only a single user and
have a low degree of scalability. Thus, the assignment of
one medication dispenser to each patient would increase
the operation costs. (2) A correct medication schedule and
system settings should be preconﬁgured in a medication
dispenser. However, most existing medication dispensers
require users to conﬁgure the schedule and settings manually.
This leads to inconvenience and errors due to mistyping.
(3) An error in a medication dispenser can have fatal

consequences. Nonetheless, existing medication dispensers
are not equipped with remote device management functions.
Therefore, users must manage their medication dispenser by
themselves.
Moreover, considering that users of medication dispensers are typically in the older age group or are mostly
patients with chronic diseases, important investigations
should be carried out for achieving the improvements
mentioned above.
In this paper, a smart medication dispenser with a high
degree of scalability and remote manageability is proposed
and constructed. The proposed smart medication dispenser
allows multiple users to use a single medication dispenser,
thus providing scalability to the device. It also allows medical
staﬀ and system administrators, instead of end users, to
manage medication dispensers, thus leading to cost eﬃciency
and safe operation of the device. Medications for each patient
are stored in a medication cartridge and a cartridge is
placed in a Medication dispenser tray (MDT). One smart
medication dispenser has basically one MDT, but it can be
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extended depending on the number of patient (six MDTs
maximum). The medication schedule conﬁgured in the
dispenser is updated remotely by medical staﬀ workers. Also,
the system settings, embedded programs, and operational
errors are managed remotely by system administrators.
Meanwhile, the smart medication dispenser corrects a
patient’s medication state and transmits the corrected data to
the medication-monitoring server. When an abnormal state
is detected by the smart medication dispenser, the dispenser
and the server exchange several management messages.
Consequently, it can be inferred that the smart medication
dispenser requires more frequent message transmission than
existing medication dispensers. This causes serious constraint for medication dispensers which operate on limited
bandwidth networks. To overcome this constraint, the Open
Mobile Alliance (OMA) Device Management (DM) protocol
[13] is applied. This protocol is considered a de facto international standard for mobile device management. OMA DM
can provide an appropriate solution to the management of
the medication dispenser because it was originally designed
to accommodate limited bandwidth networks.
The contribution of this paper is the presentation of
a smart medication dispenser. The proposed dispenser has
three advantages over existing medication dispensers. (1)
To achieve a high degree of scalability, the medicationdispensing trays can be attached in succession, and therefore,
a single dispenser can support multiple users. (2) To achieve
a high degree of remote manageability and (3) to reduce
management costs and eﬀorts, remote management methods
are designed and implemented. These methods facilitate
updating of the medication schedule conﬁgured in the smart
dispenser. Further, system settings, embedded programs, and
operational errors can be remotely managed by medical staﬀ
and system administrators.

2. Related Works
To improve medication adherence, various methods based
on information technology are being carried out. The
method we have found in our survey can be categorized into
three types: application-level medication reminders, sensorbased intake trackers, or electronic medication dispensers.
Examples of the application-level medication-reminding
method are UbiMeds [14], Wedjat [15], and MyMediHealth
[16]. These applications run on mobile devices such as
PDAs and smart phones. They provide user interfaces for
conﬁguring medication schedules and alert users to the
time and type of medication according to the conﬁgured
medication schedule. They can prevent underdosing and
misdosing and are relatively low cost.
Sensor-based intake-tracking methods track and assess
the user’s medication habits using sensors. SmartDrawer
[17], which is a representative example of this type of
method, involves use of an RFID tag and reader. Additionally,
motion detection technologies based on computer vision
are used in some systems [18, 19]. These methods have an
advantage in that they can detect whether the user is actually
taking the medications.
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Finally, electronic medication dispensers are considered
very eﬃcient for improving medication adherence [9–
12]. They prevent overdosing, misdosing, and underdosing
through lockdown of the medication-dispensing tray, dispensing of medications according to the preconﬁgured medication schedule, and the medication time alarm. Although
early medication dispensers were built as stand-alone models
that could not communicate with external devices [4, 5],
communicable medication dispensers have been proposed
in recent years [6–8]. These dispensers collect a patient’s
medication status and transmit them to a monitoring server
to be analyzed by medical staﬀ.
The medication monitoring system described in this
paper is similar to these dispensers in terms of transmitting
medication status to a remote monitoring server. However,
the distinguishing feature of the medication monitoring
system proposed in this paper is that it can manage
medication dispensers remotely. The medication schedule
conﬁgured in the dispenser is updated remotely, and the
system settings, software, and errors are managed remotely
instead of patients.
The Simple Network Management Protocol (SNMP)
of the Internet Engineering Task Force (IETF) [20], WebBased Enterprise Management standard (WBEM) [21] of
the Distributed Management Task Force (DMTF), and OMA
DM [13] are the representative remote device-management
methods that increase device reliability and minimize user
inconvenience. Among these methods, OMA DM is the
international de facto standard for mobile device management and is used most widely. Various studies are being
carried out to apply OMA DM to a wide variety of ﬁelds.
In the early days, many studies focused on mobile device
management [22–24], whereas recent work has focused on
software fault management and debugging [25, 26], network
management [27], vehicle management [28], and so on.
Nevertheless, the application of OMA DM to managing
personal health devices is rare.
Considering that the medication dispenser users are
typically in the older age group, it is diﬃcult for them to
manage their dispensers and to conﬁgure numerous settings.
Moreover, a medication dispenser closely correlates with the
user’s health, and an error in a medication dispenser can
have fatal consequences. Therefore, extensive research on the
reliable maintenance of medication dispensers is essential.

3. Smart Medication Dispenser
The smart medication dispenser proposed in this paper is a
component of a medication monitoring system. The medication monitoring system is comprised of smart medication
dispensers and a medication monitoring server. Figure 1
depicts the overview of the medication monitoring system.
The smart medication dispenser transmits three types of
data to the medication monitoring server: the patient’s medication state, device state, and the system settings. The server
analyzes the medication state and generates management
operations for updating the medication schedule if necessary.
The server also analyzes device state and system settings
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Figure 1: Overview of the medication monitoring system.

and generates operations for managing system settings,
embedded programs, and operational errors.
3.1. Hardware Architecture. We develop the smart medication dispenser on the WinCE platform. Figure 2 shows the
hardware architecture of the dispenser.
(i) MCU: the MCU controls all system functions.
(ii) Touch-sensitive LCD: the liquid crystal display (LCD)
displays the medication information. It is also used
(by the user) to set parameters such as the medication
schedule.
(iii) Medication dispensing tray (MDT): the MDT contains
the medication to be taken. It dispenses the medications when the user presses the Dispense Button
at the proper time. The number of MDTs can be
extended to six to support multiple users.
(iv) Alarm module: the alarm module notiﬁes the user by
a buzzer that it is time to take medications. Upon
pressing the Dispense Button, the buzzer terminates
and the LED stops blinking.
(v) Dispense button: the dispense button is used to
dispense the user’s medication. It only works once
during each predetermined cycle period.
(vi) Infrared sensor: the infrared sensor checks the quantity of the remaining medications in the MDT. If
the quantity drops below the minimum level, it is
reported to the medication monitoring server.
(vii) Real-time clock: the real-time clock is used to ensure
that the device alerts the user to take his or her
medication at the proper time. It is basis for the alarm
cycle.
(viii) Communication module: the communication module
is used to communicate with a MS or PC. RS232
Serial communication and a local area network
(LAN) are provided.
The medication dispenser operates as follows: (1) When
the real-time clock reaches the predetermined medication

time, and then (2) the user presses the dispense button at
that time, (3) the predetermined medications are dispensed
from the medication dispensing tray (MDT).
3.2. Software Architecture. The smart medication dispenser
transmits the medication status periodically. If a speciﬁc
event such as a shortage of medication, medication jam,
memory overload, software error, or nonadherence occurs,
the event is transmitted immediately. All these operations are
conducted automatically without the intervention of patients
through software installed in the smart medication dispenser.
The software architecture is described in Figure 3.
3.2.1. DM Agent. The DM Agent, which is placed in
the smart medication dispenser, manages the dispenser
according to the operations of the medication monitoring
server. It consists of a Session Manager, Authentication
Manager, Protocol Manager, DM Function Manager, and
Tree Manager.
The Session Manager manages a management session
with the monitoring server. It maintains connections with
the server until a session completed. The Authentication
Manager generates a user’s authentication information to be
used when connecting to the server and conﬁrms the identity
of a server before performing management operations. The
Protocol Manager generates and analyzes the exchanged
messages according to speciﬁc message encoding methods
(XML, WBXML). It constructs a message from the patient’s
medication status and device status/settings to extract
management operations from a received message. The DM
Function Manager practically manages the smart medication
dispenser in accord with the monitoring server’s management operations. It provides the ﬁve functions of medication
state transmission, medication scheduling, system settings,
embedded programs management, and operational errors
management. The manageable data in the smart medication
dispenser are called management objects (MOs), which are
constructed as a so-called DM Tree. The Tree Manager
extracts and modiﬁes the values of MOs according to the
requests of the DM Function Manager.
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Figure 3: Software architecture of the smart medication dispenser.

3.2.2. Datastore. Datastore is a physical memory installed in
the smart medication dispenser. The DM Tree (Tree ﬁle),
embedded programs, and system settings (Conﬁguration
ﬁle) are stored in the Datastore. The MOs of the DM Tree are
transmitted and modiﬁed by the DM Agent, and the system
settings are updated manually by the user. The DM Daemon
synchronizes two ﬁles whenever one is changed.
3.2.3. DM Daemon. If the DM Agent were to run constantly,
it would be very ineﬃcient in terms of power consumption
and resource use. Therefore, we designed the DM Agent
in a way that it remains in the sleep mode until a speciﬁc
event occurs. If an event occurs, then the DM Daemon
runs the DM Agent to establish a management session with
the medication monitoring server. The DM Daemon is a
program that runs in the background. Its primary aims are

to (1) detect speciﬁc events, (2) count transmission intervals
of medication status, (3) listen to the server’s management
operations, and (4) execute the DM Agent to establish a
management session with the monitoring server. It is consists
of an Event Detector, Timer, and Alert Detector.
Once the user modiﬁes the system settings manually
or an operational error occurs in the smart medication
dispenser, the event is registered in the conﬁguration ﬁle.
While continually detecting the occurrence of speciﬁc events,
the Event Detector executes the DM Agent if an event is
detected. The Timer runs the DM Agent when it reaches
the speciﬁed interval from the most recent medication status
transmission. In general, a management session is initiated
at regular intervals by the DM Agent. The monitoring server
can also request the DM Agent to initiate a management
session by sending a particular message at a speciﬁc time.
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This message is called a Server Alert Message. The Alert
detector listens for server alert messages and executes the DM
Agent if a message is received.

4. Characteristics of Smart
Medication Dispenser
4.1. Multiuser Environment for a High Degree of Scalability.
At a hospital or a nursing home, a number of patients
might require medication treatments. The assignment of
one medication dispenser to each patient would increase the
operation costs. In contrast, the proposed smart medication
dispenser supports a multiuser environment. Medications
for each patient are stored in a medication cartridge, which
in turn is placed in an MDT. One smart medication dispenser
typically has one MDT, but the dispenser can be extended to
include more MDTs, depending on the number of patients
(a maximum of six MDTs per dispenser). Figure 4 shows the
method for increasing the number of MDTs in the smart
medication dispenser.
4.2. Remote Management Operations for a High Degree of
Manageability. The smart medication dispenser proposed
in this paper provides remote management methods. In
addition, the management methods are compatible with the
OMA DM protocol. Thus, numerous OMA DM servers,
which are already widely used in device management, can
be utilized as a medication monitoring server. To achieve
this, we deﬁned the manageable data of the smart medication
dispenser as MOs and arranged them into a tree structure
called a DM Tree. The medication monitoring server manages the smart medication dispenser through management
operations that contain several commands such as ADD,
DELETE, REPLACE, and GET. That is, the medication
monitoring server modiﬁes speciﬁc MOs using management
commands. For example, if a management operation that
contains the command “REPLACE” with a speciﬁc value
targets the MO “Rep Interval,” this reﬂects an attempt by the
medical staﬀ to change the transmission interval to a desired

value. This is an example of a conﬁguration management
operation. We have designed the following management
operations: medication status transmission; conﬁguration
management; software management; error reporting. For
these operations, the smart medication dispensers and the
medication monitoring server exchange several messages
during a management session.
A management session starts at regular intervals (the
value of the MO./Medication/System Conf/Rep Interval),
whenever an error occurs (whenever the MO./Medication/
Error is generated), or when the Monitoring Server alerts the
medication dispenser to initiate a management session with
Pkg. #0 (Server alert message). When a management session
begins, the child MOs belonging to the MO./Medication/
Med Status are transmitted to the Monitoring Server
automatically, whereas the child Mos belonging to the MOs./
Medication/User,./Medication/Med Schedule,./Medication/
Sys Conf, and ./Medication/SW are transmitted only when
the medication monitoring server requests them. On
the other hand, if an error occurs, then the dynamic
MO./Medication/Error is generated and transmitted
immediately. Figure 5 depicts the management operations
for the smart medication dispenser.
4.2.1. Medication State Transmission. Figure 5(a) shows the
medication state transmission operation. The medication
state is stored in the MO./Medication/Med Status/Tray as
six characters. That is, the smart medication dispenser can
distinguish up to six diﬀerent medications. Each character
represents the medication state (0: nonadherence, 1: adherence, 2: forcible dispensing, 9: upcoming). For example, the
MO./Medication/Med Status/Tray1 with the value “012999,”
represents the following facts: (1) the patient used the ﬁrst
medication tray; (2) s/he did not take the ﬁrst type of
medication; (3) s/he took the second type of medication;
(4) s/he dispensed the third type of medication forcibly; (5)
s/he is expecting to take fourth, ﬁfth, and sixth types of
medications later.
As described in Figure 5(a), the smart medication dispenser transmits the medication state with pkg. #1, which
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Figure 5: Management operations.

contains the REPLACE command when the server requests it
or the timer reaches the transmission time. The medication
monitoring server stores the received medication state in its

Datastore, and transmits pkg. #2 including the status code
200 (OK) as a response. During these processes, the stored
medication state is provided to the medical staﬀ.
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4.2.2. System Settings Management. Figure 5(b) shows the
system settings management operation. The medication
monitoring server alerts the smart medication dispenser
when it seeks to manage speciﬁc system settings. Before
managing the settings, the Monitoring Server ﬁrst checks the
assigned values of the target settings using GET commands.
The medication dispenser extracts the assigned values that
are requested and returns them with RESULT commands.
The medication monitoring server analyzes the received
values and then sends management commands to add,
delete, or replace the target settings. As shown in Figure 5(b),
the medication monitoring server sends the new medication schedule and transmission interval using REPLACE
commands. The medication dispenser modiﬁes the existing
schedule and interval to the received values and, thereafter,
operates according to the updated schedule and interval.
4.2.3. Embedded Programs Management. Figure 5(c) shows
the embedded programs management operation. When
a new version of embedded program is released, the
medication monitoring server makes the smart medication
dispenser update its program. To accomplish this, the server
alerts the smart medication dispenser to initiate a management session and requests information on the version of
installed program using a GET command. The medication
monitoring server then analyzes the version information
returned by the smart medication dispenser. If the version
is found to be old, the medication monitoring server
starts updating the program of the medication dispenser.
It sends the URL for updating the program along with a
REPLACE command to the medication dispenser. The medication dispenser then connects to the URL and downloads
the new program automatically. After the completion of
downloading, the medication dispenser installs the program
automatically and returns the result of the update.
4.2.4. Operational Errors Management. Figure 5(d) shows
the operational errors management operation. If an error
occurs in the smart medication dispenser, a dynamic
MO./Medication/Error is generated with a speciﬁc error

code. We deﬁned four types of error codes (1: shortage
of medication, 2: medication jam, 3: memory overload,
and 4: software error). Once the DM Daemon running in
the medication dispenser detects an error, it runs the DM
Agent, which transmits the corresponding error code to the
Monitoring Server by using a REPLACE command. The
Monitoring Server analyzes the error code, and informs the
patient and guardians of the fact in the case of a medication
shortage. In the case of a medication jam, the guardians
are notiﬁed of the error; in the event of memory overload,
the Monitoring Server attempts to delete unnecessary data
taking up space in the medication dispenser using DELETE
commands. In the case of software error, the Monitoring
Server recovers the error through the conﬁguration or
software management operation.

5. Implementation and Veriﬁcation Results
5.1. Implementation Results. Figures 6 and 7 depict the
printed circuit board (PCB) and a prototype of the smart
medication dispenser, respectively.
As shown in Figures 7(a) and 7(b), the number of
MDTs in the smart medication dispenser can be increased.
Figure 7(a) shows the front view of the smart medication
dispenser with one MDT (i.e., for one patient), whereas
Figure 7(b) shows the smart medication dispenser with
two MDTs (i.e., for two patients). The smart medication
dispenser can be connected to a medication-monitoring
server via an Ethernet port. It can also be connected to
the server wirelessly by attaching a wireless modem or a
Bluetooth dongle to the USB port. In addition, the dispenser
also supports RS232 serial communication with a local PC.
Figure 8 depicts the graphic user interface (GUI) of
the smart medication dispenser. It is displayed through the
touch-sensitive LCD.
Figure 8(a) shows the main view, which displays the
current date and time, user name, type and time of upcoming medication, and notices. It also contains the “System
Conﬁg” menu for changing the medication schedules and
system settings. Figure 8(b) depicts the medication schedule
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GUI. The user can check the conﬁgured schedules and
change them through the touch-sensitive LCD. Figure 8(c)
represents the DM Agent GUI. The user can change the
settings related to the Monitoring Server such as its IP
address, port number, and authentication method through
this GUI. The smart medication dispenser supports two
types of authentication: BASIC and MD5. The GUI also
contains the “Session Start” menu, which allows the user to
initiate a management session manually, and the “Tree view”
menu to check the DM Tree and MOs. These programs
are implemented in C# and the sizes of the ﬁrmware, DM
Agent, and DM Daemon were 3.62 MB, 152 KB, and 40 KB,
respectively.
5.2. Veriﬁcation Results. To verify the typical operation of
the proposed medication dispenser, the Funambol server
[29] based on the OMA DM protocol is used as a central
DM server. The server provides the Web-based interface

for generating management commands. First, we verify the
system settings management operation as shown in Figure 9.
The ﬁgures on the left show the screen of the medication
dispenser, and those on the right show the screen of the
Funambol DM server. In Figure 9(a), the medication
schedule is conﬁgured as Type 0: 08:30 AM, Type 1:
10:00 AM, Type 2: 01:30 PM, Type 3: 06:30 PM, and Type 4:
10:30 PM. To modify the schedule, the server generates
the following management command: <REPLACE,./Medication/TAKE/CH1,0070010900212003190042100>.
This
command replaces the values of the node./Medication/
TAKE/CH1 (i.e., the medication schedule) with the
following new values: Type 0: 07:00 AM, Type 1: 09:00 AM,
Type 2: 12:00 PM, Type 3: 07:00 PM, and Type 4: 09:00 PM.
In Figure 9(b), the medication schedule conﬁgured on the
medication dispenser is updated suitably. In addition, the
agent programs return status code 200 (OK) according to
the server’s UI.
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Next, we verify the embedded programs management operations as shown in Figure 10. As shown in
Figure 10(a), the old version of the UI software is
installed in the medication dispenser. Before updating
the software, the server generates the following management command: <REPLACE,./Medication/SW/DownURL,
http://210.125.31.70/client.exe>. This command initiates the
download of a new version of the UI software from the
URL, and installs the downloaded software. Figure 10(b)
shows that the agent program downloads the UI software,
and installs the new version of the UI software according to
the server’s command. Based on the ﬁgure, the UI software
installed on the medication dispenser is updated suitably. In
addition, the agent programs return status code 200 (OK)
according to the server’s UI.
From these ﬁgures, we can verify that the medication
dispenser performs the server’s management operations, and
the dispenser conforms to the OMA DM protocol.

6. Conclusion and Future Work
In this paper, we have proposed the smart medication dispenser to overcome the problems of existing medication dispensers, such as their nonexpandability, inconvenience, low
reliability, and communication ineﬃciency. The proposed
dispenser has three advantages over existing medication
dispensers. (1) To achieve a high degree of scalability, the
medication-dispensing trays can be attached in succession,
and therefore, a single dispenser can support multiple users.
(2) To achieve a high degree of remote manageability and
(3) to reduce management costs and eﬀorts, remote management methods are designed and implemented. These methods facilitate updating of the medication schedule conﬁgured

in the smart dispenser. Further, system settings, embedded
programs, and operational errors can be remotely managed
by medical staﬀ and system administrators. Results of
implementation and veriﬁcation showed that the proposed
dispenser operates normally and performs the management
operations from the medication monitoring server suitably.
The smart medication dispenser can be used to improve
medication adherence. It prevents overdosing, misdosing,
and underdosing. However, it cannot prevent voluntary
nonadherence, such as pretending to take medication or
spitting it out afterwards. For future work, we plan to develop
additional functions that detect a patient’s motions using a
camera sensor to verify actual compliance. We also plan to
extend our method to apply the smart medication dispenser
to other personal health devices such as activity monitors.
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This research aims to describe a new design of data stream mining system that can analyze medical data stream and make real-time
prediction. The motivation of the research is due to a growing concern of combining software technology and medical functions
for the development of software application that can be used in medical ﬁeld of chronic disease prognosis and diagnosis, children
healthcare, diabetes diagnosis, and so forth. Most of the existing software technologies are case-based data mining systems. They
only can analyze ﬁnite and structured data set and can only work well in their early years and can hardly meet today’s medical
requirement. In this paper, we describe a clinical-support-system based data stream mining technology; the design has taken into
account all the shortcomings of the existing clinical support systems.

1. Introduction
Data Stream Mining is the process of extracting useful information from continuous, rapid data streams. Data Stream
Mining is a very broad concept and it involves many technical
areas such as classiﬁcation, detection, and clustering. In this
paper, the authors mainly focus on data stream classiﬁcation,
because clinical support systems usually require real-time
medical prediction and classiﬁcation based on multivariate
data that have many attributes and terms. One of the main
algorithms in clinical support system is decision tree and that
will have to be improved in order to handle new applications
where data feed in as streams instead of a structured data
archive. Traditional decision tree is known which has a
limitation that its learning requires scanning through the
whole database many times. Data stream is a new data
concept where segments of data can only be processed one
pass at a time. The corresponding decision tree will have
to oﬀer a best possible decision over such unbounded data
stream, whenever it is being queried. Since about year 2000,
there have been progressively a handful of decision tree
algorithms for data stream mining emerged, such as Very Fast
Decision Tree (VFDT) [1] and Concept Adapting Very Fast
Decision Tree (CVFDT) [2]. However, these decision trees

may not be directly applied for medical use, many supporting
tasks are needed, and they will be introduced in this paper.
In the commercial market there exist a number of clinical
decision support systems. However, most of them are based
on traditional technologies, such as traditional decision tree,
Bayesian Network and Neural Network. These technologies
are mature and reliable, but they all required consuming
the data as static database. Each model refreshing may
require going through the whole dataset again. More importantly, most of these traditional systems can only make
diagnosis, they cannot make prediction. There are very
few systems that adopt data stream mining algorithms.
Moreover these systems are either doing detection or
diagnosis. The most similar clinical decision system from
our survey based on data streams is the one developed by
IBM (http://www.ibm.com/us/en/). It is a pioneer that is
capable of making prediction from medical data streams. The
IBM clinical decision support system is compared with our
proposed system in this paper. Table 1 shows some typical
existing clinical decision support systems that are available
from the latest research work from the academics.
There are some defects in the above clinical decision support systems mainly on traditional data mining algorithms.
The limitations are described in Table 2.

2

Journal of Biomedicine and Biotechnology
Table 1: Existing clinical decision support systems.

Name
A decision tree for tuberculosis
contact investigation [3]
Iliad [4]

Author/source
Gerald LB, Tang S, Bruce F et al., Am J
Respir Crit Care Med 2002;
166: 1122–1127
Developed by University of Utah School
of Medicine’s Department of Medical
Informatics

Based on
Traditional decision tree

Bayesian network

An artiﬁcial neural network
ensemble to predict disposition
and length of stay in children
presenting with bronchiolitis [5]

Walsh P, Cunningham P, Rothenberg SJ,
O’Doherty S, Hoey H, Healy R.

Neural network

MYCIN [6]

Developed at Stanford University by Dr.
Edward Shortliﬀe in the 1970s

Rules

BioStream: a system architecture
for real-time processing of
physiological signals (data stream
mining, focus on detection) [7]

Amir Bar-Or, David Goddeau, Jennifer
Healey, Leonidas Kontothanasis, Beth
Logan, Alex Nelson, JM Van Thong

Physical data stream detection QRS (the
algorithm was not described clearly in
original paper)

Table 2: Defects of traditional implementations.
Algorithm
Traditional decision tree
Bayesian network
Neural network
Rules

Defect
Only can analyze static and ﬁnite data set. Cannot handle data stream
Diﬃculty to get the probability knowledge for possible diagnosis and not being practical for large
complex systems given multiple symptoms
Training process consume so much time that users cannot use the systems eﬀectively
It is diﬃcult for experts to transfer their knowledge into distinct rules, and it needs many rules to
make system eﬀectively

2. Proposed Solution
In order to innovate an eﬀective real-time clinical decision
support system, we should use an algorithm that can analyze
data eﬃciently and accurately. Traditional decision tree may
be a good choice for structured database; however, it cannot
handle continuous rapid data streams. To solve this problem,
we must use a more powerful and advanced decision tree
algorithm such as Very Fast Decision Tree (VFDT). VFDT
was developed by Domingos and Hulten. It is a decision
tree algorithm based on Hoefding Tree. It uses ﬁxed size
memory and time to analyze every sample (data at a time
point). VFDT’s eﬃciency is much higher than traditional
decision tree. It can handle large amounts of continuous
data which we called data streams. However, if we use only
the original VFDT, we can only know the current situation
(illness), we cannot predict the situation in few minutes
(hours). So in our design, pointers are added on the VFDT’s
leaf nodes. For each leaf nodes, it can be looked as a class
label and it indicates a certain kind of medical situation
(illness). Each leaf node has one or several pointers. These
pointers are added by the learning algorithm in the training
process. Each pointer has a unique value and each pointer
represents a unique medical record which is similar with the
current situation in database. And there is a mapping table in
our system. This table stored every medical record, physical
address (path) and its pointer value. So when VFDT directs
a medical stream to a leaf node, we can use the pointer in

this leaf node to search for the mapping table then it uses the
physical index addresses to get these similar history medical
records directly. Then we can use these similar (or relevant)
records to make a prediction. The illustration of the system
logical structure is shown in Figure 1.
2.1. Classiﬁcation Process. The description of how the stream
classiﬁcation algorithm (VFDT) works in the proposed
model is explained via an example. Figure 2 shows the
outline of the classiﬁcation example. For example, at time
point T1 the medical data from four diﬀerent kinds monitors
(M1, M2, M3, M4) are given as blood pressure (M1) is X1,
ECG (M2) is X2, EEG (M3) is X3, and body temperature
(M4) is X4. So, data set at T1 is a vector of numeric
measurements from the sensor devices, {X1, X2, X3, X4}.
The data stream includes many time points in a data set like
T1, T2, T3 Tn. We can put several consecutive time series
points into a unit such as U1: {T1, T2, T3}, U2: {T4, T5, T6},
and U3: {T7, T8, T9}. So the data stream will be divided into
multiple captures and every capture is a data unit. Every data
unit represents the trend of illness corresponding to a period
of time. The VFDT analyzes every data unit and indicates
what the current situation is.
C1, C2 Cn are leaf nodes of the VFDT tree, each of
them indicates one class. Each class indicates one kind of
illness or medical situation in general. When the data stream
is analysed by the VFDT, the current situation will be directed
to a leaf node (certain illness class), and the information
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Figure 1: Logical structure of our design.
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Un · · · U2, U1: {T1, T2, T3}
X1

VFTD
Tn · · · T3, T2, T1

X2

Dataset

Dataset

X3
M3
M4

···

X4

C1

C2

Cn−1

C3

Cn

···

Classes (leaf)

Figure 2: Classiﬁcation by VFDT.

Class ID: C1
Illness (situation) label: heart attack
Pointer list: P1, P2, P3,. . ., Pn
Sum of pointer: n

Figure 3: Leaf node structure.

in this leaf node will send it to prediction algorithm. The
structure of leaf node (class) is shown in Figure 3.
P1, P2, P3, Pn are location pointers, they represent
digital medical records which are similar to the current

situations that have happened in the past. Suppose the VFDT
directs the current situation to the leaf node C1, then the
information of this leaf node will send it to the prediction
algorithm. The prediction algorithm will use the illness
(situation) label to search through the cache memory for
similar records. If there is a cache prediction that can match
the label, the system will then use the records from this
cache as prediction result. If there is no predictions found
in the cache that can match the current label, the prediction
algorithm will use the pointer value to search across the
mapping table. It uses corresponding physical addresses to
get these similar records for analysis. Here is an example of
the mapping table. (see Table 3).
Every record has a unique pointer value which is
created by the system in correspondence to its record ID.
Suppose record ID (RID) is R1, then R1’s pointer is P1 and
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Table 3: Mapping table example.

Pointer
P1
P2

RID
R1
R2

Class ID: C1

Leaf node

Illness (situation) label: heart attack
Pointer

P3

P5

P6

P8

···

List

3

5

6

8

···

Figure 4: Pointer list in leaf node.

its value is 1. When a new record is inserted into a database,
its stored position (physical path) and the pointer value is
recorded in the mapping table. The training function will use
this new record to train the VFDT algorithm as the feedback
process. Here we have an example of structure of pointer list
in a leaf node as depicted in Figure 4.
2.2. VFDT Training Process and Searching Process. How the
pointer is added to the VFDT’s leaf nodes is described
as follows. The pointer is added on the leaf node during
the training process. When the training algorithm uses a
series of medical records to train the VFDT, it will add the
record’s pointer to the result leaf node. The training process
is run whenever there is a new medical record to be added
into the database. For example the extractor in the training
function wants to fetch a medical record R1 as a training data,
then extractor sends R1’s medical data to VFDT algorithm
and R1’s pointer to the Adder which is an internal data
management function. When VFDT ﬁnishes the analysis of
R1, it gives the result leaf node C2, the Adder adds a pointer
P1 to the leaf node C2. When VFDT directs the current
situation to a certain leaf node, the system will use the pointer
stored in this leaf node to search across the mapping table.
From the table, the physical address stored can be retrieved
and subsequently it proceeds to collect the history record.
Figure 5 shows this concept—about how a pointer adds to
a leaf node and searches for a certain record.
At the initial stage, all medical records were stored in
traditional way like shelves of archive. We use this library
of existing medical records as initial data to train up
the VFDT decision tree. It is well popularly known that
VFDT decision tree needs many records to train up to a
satisfactory classiﬁcation performance. Once this incubation
period is over, the decision tree model is adequately trained;
classiﬁcation can be used on the ﬂy. The sensitivity of the
VFDT that is related to how often it should readjust the rules
under the tree so to reﬂect the updated relations of the new
incoming to the actual rules can be conﬁgured by the user at
will. During this initial training process, all medical records

Physical address
00000C900000FFFF
000B80000000FFFF

were added to a pointer. After initial training, one leaf node
can represent one illness class and each leaf node can visit
the medical records in their class directly. Figure 6 show the
VFDT, mapping and database after initial training process.
2.3. Prediction Process. How the prediction algorithm works
is introduced. When a classiﬁed result (leaf node) is sent
to prediction algorithm, prediction will use pointers of
this result (leaf node) to locate similar history of medical
records. These records have similar medical data. So the
common illness description of these records can be used
for current situation. The description covers treatment,
diagnosis, and illness history and they are written by diﬀerent
doctors. So these descriptions will have little diﬀerence in
expression. For example, A : (heart attack, taking compound
reserpine tablets) and B : (treatment is used to record history
of treatment). So before we use frequency algorithm to
ﬁnd the most common description, we need an algorithm
to ﬁnd the description which has the same meaning and
diﬀerent expression. Fortunately, there are already many
useful algorithms and applications in Natural Language
Processing, and, in my system, we used the sentence similarity [8] and semantic similarity [9] to ﬁnd the similar
description for a certain kind of illness, then we marked
the similar description with the same color and extract the
most frequent description. History of treatment is used for
medical advice against current illness. History of diagnosis
will be used as the system diagnosis for current situation and
history of illness description will be used for the prediction
of the current situation. There is an example that shows how
to extract the treatment information: suppose the leaf node
points to R1, R3, R6, and R7. Then prediction will extract
most frequency treatment actions. The linking of the leaf
nodes and the treatment actions are shown in Figure 7.
For this example, the treatment made by the system will
be in this shape: 1.XXXXXX 2.YYYYYY 3AAAAAA. Finally,
prediction will use these extracted information as the result.
And prediction will store this information in its memory as
a cache. When the same classiﬁed result (leaf node) is sent
for prediction, the prediction function will use the cache
information directly. It can make the system more eﬃcient.
In order to keep up the accuracy of the system, system will
clear the cache result when there are new pointers added to
the match leaf node. The system will use the new pointer list
to get the corresponding history record again, and then it
extracts new result and stores it in memory as a new cache
for this classiﬁed result (leaf node). For the process to extract
useful information in database, it will not cost much time
and system resource, because it is just a simple statistical
method and it just considers the data in a relatively small data
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···
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Direct to records

Figure 5: Training and searching process.

Table 4: Comparison between IBM’s system and our design.

Need oﬄine
analysis

System resources

Need training

IBM

My design

Yes

No

Oﬄine analysis (LSML)
needs to compute the
distance between matrixes
and this process will cost a
lot of resources
No, but it also needs
analysis of the database
before formal using (for
cluster the records in
database)

set (just consider the data which the current leaf node points
to). So the extract process can run in real-time and will not
delay the real-time decision. Figure 8 show the process of the
prediction.
2.4. Feedback Process. The Feedback process is mainly used
to update the mapping table and VFDT. When the system
received a new diagnosis made by doctors, feedback function
will rewrite the diagnosis into a uniform format and store
it in a medical database. Feedback function will also add

No need to do complex calculations, the
most complex calculation is just the
update of VFDT

Yes, before formal use it needs initial
training

the pointer and physical address of this new record into the
mapping table. Then the trainer will use this new medical
record to train the VFDT tree. Trainer will ﬁrst copy the
running decision tree and train the copied one. In this way
the training process will not aﬀect the system running. When
the train is ﬁnished, the pointer of this new record will
be added to a correct leaf node and the system will do
a frequency analysis for the new data set which this leaf
node represented to get the latest treatment, diagnosis, and
prediction information. Trainer will also replace the running
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VFTD

···

C1

C2

Class label

Cn
···

P3

P1

(Leaf node)

P2

P4

Mapping table

P1

R1

XXXXXXXXXX

P2
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YYYYYYYYYYY

P3

R3

ZZZZZZZZZZZ

P4

R4

SSSSSSSSSSS

Database
R1

R2
R4
R3

Figure 6: How mapping works in the initial training stage for VFDT.

Record index

Treatment

R1

1.XXXXXX, 2.YYYYYY, 3.ZZZZZZ, 4.UUUUUU

R3

1.XXXXXX, 2.AAAAAA, 3.YYYYYY, 4.EEEEEE

R6

1.XXXXXX, 2.BBBBBB, 3.YYYYYY, 4.AAAAAA

R7

1.YYYYYYY, 2.XXXXXX, 3.SSSSSSS

Figure 7: Extract most frequently used treatment from similar
history records.

decision tree by this new trained one. The operational ﬂow
of the feedback process is shown in Figure 9.

3. Comparison with IBM’s
IBM lately published a paper in 2011 called “A system for
mining temporal physiological data streams for advanced
prognostic decision Support” [10]. In their paper, they
designed a system that can monitor data streams from ICU
and make a prediction. This system is perfect; it almost takes

into all aspects. However, it needs an oﬄine system to analyze
the medical database using cluster and Locally Supervised
Metric Learning (LSML). LSML is an algorithm to analyze
the data class to ﬁnd the representative data matrix for this
class. LSML calculates the distance between patients’ history
records (medical data stored in matrix) and the formula is


dm xi , x j



=



xi − x j

T 

P xi − x j



(1)

We know that to compute large amounts of distance
between two points will cost a lot of system resources.
LSML needs to compute large amounts of distances between
matrixes (multidimensional point), so it needs a lot of
system resources and time. It is therefore speculated that they
designed an oﬄine system running independently from the
online system. In our design, there is no need for oﬄine
systems; all the systems are online and real-time. In our
design, the cluster process and initial training process will be
ﬁnished at same time. The most complex calculations are just
to update the VFDT (decision tree). So the proposed system
requires much less system resources than IBM’s. However,
the disadvantage in our design is that the initial system
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Figure 8: Prediction process.

needs a process of initial training. Although, it may not be
a big problem, it spends some time on training before it is
acceptable. IBM’s system also needs clustering process and
this process is also to operate oﬄine. After training, the
VFDT can classify the data stream and direct the current
situation to similar medical record sets. The new diagnosis
made by doctor will be a new medical record and it can be
fedback to system. VFDT will use this new record to update
(training) itself and once VFDT ﬁnished the update, the data
class in database will be updated naturally. As the VFDT
can update its decision tree very quickly, the update process
can run online (real-time). Table 4 compares our design and
IBM’s.

4. Conclusion
In this paper, a new system is introduced that can analyze
medical data streams and can make real-time prediction.
This system is based on stream mining algorithm called

VFDT. The VFDT is extended with the capability using
pointers to allow the decision tree to remember the mapping
relationship between leaf nodes and the history records.
This way can save the need of the oﬄine clustering process
that reduces the resource consumption for the system. In
fact, the clustering process and initial training in theory
can be processed together at the beginning. After initial
training, from any leaf node we can use its pointer list and
mapping table to retrieve the corresponding history records
directly. It is suggested that clustering and classiﬁcation
should be used together for a more accurate prediction—
prediction of a new insight requires retrieving the past cases
that are represented as similar history records. Clustering
helps grouping them, similar ones together. Prediction helps
locating them subsequently. The design as advocated in this
paper is at its initial phase and all these design elements are
in conceptual stage. A system prototype is currently being
developed so that soon experiments with suitable medical
data can be performed in order to validate the eﬃcacy of
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Figure 9: Feedback process.

the design model. The merit of the proposed system is that
it runs online in real-time which can be portable and operate
in mobile scenario on the move. It will be useful especially
for emergency help or in ﬁeld rescue missions.
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Biometrics veriﬁcation can be eﬃciently used for intrusion detection and intruder identiﬁcation in video surveillance systems.
Biometrics techniques can be largely divided into traditional and the so-called soft biometrics. Whereas traditional biometrics deals
with physical characteristics such as face features, eye iris, and ﬁngerprints, soft biometrics is concerned with such information as
gender, national origin, and height. Traditional biometrics is versatile and highly accurate. But it is very diﬃcult to get traditional
biometric data from a distance and without personal cooperation. Soft biometrics, although featuring less accuracy, can be used
much more freely though. Recently, many researchers have been made on human identiﬁcation using soft biometrics data collected
from a distance. In this paper, we use both traditional and soft biometrics for human identiﬁcation and propose a framework for
solving such problems as lighting, occlusion, and shadowing.

1. Introduction
Recently, with the increase of international terrorism and
violence, the interest in identiﬁcation technique using video
surveillance has greatly increased. Also, with widespread of
computers, biometric identiﬁcation comes in demand in
such ﬁelds as home automation and health care. Recently,
it has come about through pattern recognition, computer
vision, and image analysis automatically detecting physical
presence and verifying one’s identity.
Biometrics aims to recognize a person through physiological or behavioral attributes, such as face, ﬁngerprint,
iris, retina, and DNA [1]. Biometrical methods can be
largely divided into traditional technique that deals with

physical data such as face features and ﬁngerprints, and the
so called soft biometrics that is concerned about gender,
ethnicity, height, tattoo, and signature as shown in Figure 1
[2]. Traditional biometrics has excellent accuracy and great
versatility. However, it is diﬃcult to collect physical data from
a distance, and also cooperation is often required like with
lifting ﬁngerprint. On the other hand, soft biometrics has less
accuracy, but it can be used in a large variety of environments
and does not require cooperation. Since soft biometric
data are not totally dependable, person identiﬁcation is
made based on multiple data. For example, only gender
and ethnicity information is not enough to verify one’s
identity. Recently, multimodal biometric methods have been
extensively researched where traditional and soft biometrics
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Figure 1: Example of discrete soft biometric traits.
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Figure 2: Integration of soft biometric traits with a biometric system.

CCA

Fused
features

SVM

Gender
recognition

Figure 3: Gender recognition using face-gait combination.

work together in order to ensure best results for a speciﬁc
environment. One of the major advantages of a multimodal
approach is that it is harder to circumvent or forge [3].
In this paper, we analyze how biometrics can be used
for identiﬁcation in video surveillance system and propose
a framework to solve such problems as lighting, occlusion,
and shadowing. Section 2 of this paper describes biometric
identiﬁcation using video surveillance system. Section 3
further proposes a framework for human identiﬁcation from
a distance. Future research directions and conclusion are
presented in Section 4.

2. Biometrics
2.1. Traditional Biometrics. Broadly speaking, biometrics is
about establishing personal identity using physical, physiological, and behavioral characteristics of the person. The
main reason why it is so popular is security: with biometrics

there is no risk something might be lost or stolen as is often
the case with traditional IDs and passwords.
Especially, identiﬁcation using face features and ﬁngerprints has been extensively researched and is currently used
in a wide variety of applications because of high accuracy
rate. Then, attempts have been made to use face features
and ﬁngerprint in video surveillance systems that require,
however, extra eﬀort. On the one hand, identiﬁcation using
face features is very convenient for the people as recognition
is made without physical contact [4]. On the other hand,
this method is very sensitive to facial expression and changes
in lighting. The accuracy also decreases as face features do
change over the years. Besides, as the distance between the
camera and the person increases, it becomes more diﬃcult
to extract face features needed for identiﬁcation.
2.2. Identiﬁcation Using Discrete Biometric Information. As
discussed above, traditional biometrics methods are very
accurate and versatile. However, for the most part they can
be used only in controlled environment and in cooperation
with the person being investigated. On the contrary, soft
biometrics can be used in any environment and requires no
cooperation.
Wayman [5] has suggested a method for ﬁltering a
large-scale biometric database containing such information
as gender and age. Thus, the possible candidates can be
screened depending on the speciﬁc feature. This method
improves the speed of biometric system and the eﬃciency
of search. But, it appeared that the elements like age,
gender, ethnicity, and occupation can aﬀect performance
of biometric system [6]. For example, in young Asian
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Figure 4: Examples of normalized and aligned gait image.
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women workers of the mines, the diﬃcult identiﬁcation
problem occurs in biometric system. Therefore, recently
the methods that could verify identiﬁcation by assigning
diﬀerent weighted values to each of biometric features in
a multimodal system have been researched. Jain et al. has
proposed a multimodal biometric system that uses Bayes
Theorem as shown in Figure 2 [7]. The Bayes Theorem used
in the proposed system can be shown in




p y | ωi P(ωi | x)

,
i=1 p y | ωi P(ωi | x)

P ωi | x, y = n

(1)





G x, y =

where ωi is the number of test subjects in the database, x
is the value of traditional biometric traits such as face and
ﬁngerprint, and y is the value of soft biometric traits that
can be used additionally.
When multimodal biometric data is used, each piece of
data can contribute diﬀerently to identiﬁcation. For example,
ethnicity is much more informative than gender. In addition,
in case that forgery is possible using makeup or heel,
biometric information and soft biometric information have
equal inﬂuence on identiﬁcation, thus the recognition rate
can be reduced. As shown in (2), diﬀerent weighted values
can be assigned to diﬀerent biometric data. Lightweight
values are assigned to soft biometric data in contrast to more
accurate biometric information. The total of weighted values
assigned to each of biometric information is 1, a0  a1 , and
i = 1, 2, . . . , m :
gi x, y

Hossain and Chetty has used the face features and gait
data together to determine the gender [8]. Before, the gender
was determined by judging from face features only. By adding
gait data, however, the accuracy has been greatly increased.
Figure 3 shows a simple gender recognition workﬂow.
First, gait image and face image of the subject are
obtained using background subtraction technique. Gait cycle
is determined depending on the change in the number of
pixels in the lower part of the silhouette (Figure 4) as shown


= a0 log P(ωi | x) + a1 log p y1 | ω1


+ · · · + ak log p yk | ω1 + ak+1 log P yk+1 | ω1

+ · · · + am log P ym | ωi .

(2)

N

1 
Bt x, y ,
N t=1

(3)

where N is the number of image frames and Bt (x, y) are the
coordinates in the lower part of the silhouette (background
removed).
Thereafter, the gender is checked based on correlation
between the two images using canonical correlation analysis
(CCA) and the database. Lastly, after going through the main
identiﬁcation step primarily using face information and gait
information obtained from remote camera as shown in Figure 5, the recognition performance level was improved using
in conjunction with soft biometric information obtained
from the short distance camera.
2.3. Identiﬁcation Using Continuous Biometric Information.
Biometric identiﬁcation is an important component of
surveillance systems. There are, however, many constrains to
use face recognition in real environments where biometric
information should be obtained without interference [9].
For this, a variety of biometrics suitable for environment of
surveillance system has been researched.
For example, in case of height the speciﬁcity is low but
it is not oppressive and it obtains relatively accurate height
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from long distance as well as short distance. To determine
the height, projective geometry method has being researched
[10]. When vanishing line and vertical vanishing point on the
standard plane and a reference height are given, one’s height
can be easily calculated.
The color of clothes can also be used to verify subject
identity. First, quantization is used to distinguish clothing
color. The octree-based color quantization can conﬁgure
the similar palette to the pixel value obtained from image
because its memory utilization is low if an appropriate octree
depth is speciﬁed, the velocity of quantization is also fast
and it conﬁgures the dynamic tree for input image [11].
Figure 6(a) shows input subject, Figure 6(b) shows quantiﬁed
clothing area where the pixel value is 0 in the block, and
Figure 6(c) shows the result of typical quantization color
extracted from clothing area of input subject [12].
2.4. Soft Biometric Information Using Facial Mark. Soft
biometric may include a variety of facial marks such as
scars, tattoo, and freckles as shown in Figure 7 [13]. These
biometric data can play an important role in establishing personal identity. Also with high resolution camera, increased
database for facial image, and the development of image
process and computer vision algorithm, the research to verify
the identity using facial mark is increasing.

The research to improve facial recognition performance
using facial mark properly which can be obtained from facial
image and face is proceeding lately. Park and Jain suggested
the identiﬁcation technique using facial mark appeared on
the face [14]. Figure 8 shows a schematic diagram of the
proposed system. First, active appearance model (AAM) is
used to extract the face. After producing a Mean Sharp using
extracted facial image, it is mapped through barycentric
coordinates. But, the mapped image has the problem due to
the projected area such as eyes, nose, and mouth. This can
be solved using Laplacian of Gaussian (LoG) or Diﬀerence of
Gaussian (DoG) ﬁlter. After that, facial marks are extracted
using the diﬀerence between the Mean Sharp image and the
LOG image. Facial marks can be classiﬁed into 6 categories
as shown in Figure 9.

3. Long-Distance Human
Identiﬁcation Framework
Biometric information used for identiﬁcation in existing
video surveillance systems includes face features and ﬁngerprint. Such biometric information showed high recognition
rate if the exact feature of the subject is extracted. However,
with remote video surveillance there always such problems
as lighting, occlusion, and shadowing that badly decrease
recognition rate. Therefore, the research using soft biometric
information is proceeding. In case of soft biometric information, identity can be veriﬁed in various environments but
since its distinctiveness and permanence are low, it is possible
to forge and falsify the information. Therefore, we propose
a special framework for long-distance human identiﬁcation
as shown in Figure 10. The human identiﬁcation system
is divided into two subsystems shown in Figure 10. One
subsystem is called the primary biometric system and it
is based on traditional biometric identiﬁers like face and
ﬁngerprint. The other subsystem is called the secondary
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biometric system and it is based on soft biometric traits
like height and clothing color. After that, information on
height and clothing color obtained from video surveillance
camera is stored in the database and it is used for secondary
biometric information along with information on face and
ﬁngerprint for identiﬁcation. The experimental environment
of the proposed framework is assumed to be inside the building. Generally, for buildings requiring high level of security
such as companies, libraries, or broadcasting stations, a
single authentication system is not enough. Thus, both video
surveillance camera and a ﬁngerprint sensor are installed
at the entrance of the building. But inside the building,

the identity of the subject is further established from the
distance, using facial information obtained from video
surveillance cameras only. However, because of problems
with lighting, shadowing, and occlusion, it is diﬃcult to
obtain accurate facial data.
The proposed framework obtains information on primary biometric traits like face and ﬁnger print and secondary
biometric traits like height and clothing needed for identiﬁcation from video surveillance camera and ﬁngerprint
sensor in short distance to determine the access of the
subject at the entrance of the building shown in Figure 11(a).
Although height and clothing color are not as permanent and
reliable as the traditional biometric identiﬁers like face and
ﬁngerprint, they provide some information about the human
identiﬁcation that leads to higher accuracy in establishing
the human identiﬁcation system. Therefore, information on
height and clothing color obtained from entrance camera is
stored in the database and is used for additional biometric
information along with information on face and ﬁngerprint
for identiﬁcation. If the user is determined as unauthorized,
the entry of the user will be controlled.
If a subject is working inside the building where no
ﬁngerprint sensor is installed such as Figure 11(b), the
ﬁngerprint information cannot be obtained because the
ﬁngerprint sensor is not used like the environment of
building entrance. So information on face, height and
clothing color is obtained only by video surveillance camera.
However, if facial data needed for identiﬁcation cannot be
obtained when the distance between the camera and the
subject is too large or because of such problem as lighting,
shadowing, or occlusion, the data about one’s height, and
clothing color are stored in the database at the entrance of
the building and information on height and clothing color is
obtained from the inside. If a person reenters the building,
height and clothing color data can change. In this case, the
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identity can be veriﬁed by storing the new information on
subject’s height and clothing color in the database.
Therefore, the accuracy of object extraction required for
identiﬁcation was decreased in the existing video surveillance
system due to the environmental factors including lighting, occlusion, and shadow, but the human identiﬁcation
system using proposed framework is expected to improve
the recognition performance by using various biometric
information even though the feature extraction is diﬃcult

due to the environmental factors such as lighting, shadow,
and occlusion.

4. Conclusions
The research using biometric information for identiﬁcation
has been actively proceeded in video surveillance system.
Typically, the traditional biometrics uses information on
face and ﬁngerprint. However, the traditional biometrics has
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the problem of decreased recognition rate because it needs
cooperation with the user and low resolution image. Thus,
the multimodal biometrics is researched using in conjunction with soft biometrics recently to verify the identity in
nonoppressive and various environments. The multimodal
biometrics using diﬀerent biometrics is suitable for speciﬁc
environment like video surveillance system compared to
single biometrics and increases the recognition rate by
maximizing the advantages of each biometric information.
In this paper, the identiﬁcation technique using biometrics suitable for video surveillance system was analyzed.
In addition, the framework was proposed to complement
the problems of decreasing recognition performance due to
lighting, occlusion, and shadow. However, no human identiﬁcation system that satisﬁes various environments with the
current technique is existed. Therefore, proposed framework
limited the experimental environment to the inside of the
building, but in the future we plan to complement the
problems that can occur in various environments.
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Recent years have seen an increase in the forensic interest associated with the poison ricin, which is extracted from the seeds of
the Ricinus communis plant. Both light element (C, N, O, and H) and strontium (Sr) isotope ratios have previously been used
to associate organic material with geographic regions of origin. We present a Bayesian integration methodology that can more
accurately predict the region of origin for a castor bean than individual models developed independently for light element stable
isotopes or Sr isotope ratios. Our results demonstrate a clear improvement in the ability to correctly classify regions based on the
integrated model with a class accuracy of 60.9 ± 2.1% versus 55.9 ± 2.1% and 40.2 ± 1.8% for the light element and strontium
(Sr) isotope ratios, respectively. In addition, we show graphically the strengths and weaknesses of each dataset in respect to class
prediction and how the integration of these datasets strengthens the overall model.

1. Introduction
Castor bean is the common term used for the seed of the
plant Ricinus communis. Castor beans have a long history
as a commercial crop through the world and thus are a
valuable commercial commodity [1]. However, castor beans
also contain the toxic protein ricin, which is classiﬁed as a
Schedule 1 controlled substance under the Chemical Weapons Convention and as a select agent by several other agencies. In particular, very little ricin is necessary for a lethal
dose, estimated to be only 5–10 micrograms per kilogram
of body weight if injected or inhaled and 1–20 milligrams
if ingested [2]. Although few deaths to date have been attributed to ricin poisoning [3], recent years have seen an
increase in the seizure of ricin-containing samples related to
biocriminal activity [4]. Thus, methods to track the source of
castor beans have the potential to be of value to investigators.

Recent methods associated with the attribution of ricincontaining samples have focused on characterization of the
procedure that could have been used to extract ricin from the
seeds [5, 6]. These methods give valuable information to the
investigator. However, the information is associated with the
extracted ricin and not the castor bean. Additionally, under
the circumstance that the investigator collects castor beans in
lieu of the processed product, it may be of interest to discover
the region from which those castor beans originated.
By integrating data from a variety of analytical instruments, it may be possible to help identify the geographic
source of castor seeds. These integration methods promise
to yield a more complete and accurate view of a sample compared to any individual data source. However, heterogeneous
data collected from diﬀerent analytical methods cannot be
simply concatenated together to build a statistical model.
In addition, adequately orthogonal datasets are required to

2
construct an integration-based classiﬁer that is more accurate than the individual models.
Here, we investigate two sources of isotope ratio (IR) data
that may provide insight into the region of origin for castor
beans: (1) light element (C, N, O, and H) stable isotope
ratios (LeIRs) and (2) Sr isotope ratios (SrIRs). Both data
types have been used to associate plant and animal material
with regions of origin [7–11]. Stable isotope ratios of C,
O, and H in plants are inﬂuenced by climate [12], while
87/86 Sr isotope ratios are inﬂuenced by bedrock and soil [13],
suggesting that they should be treated as independent datasets. We ﬁnd that each dataset can predict region of origin
more accurately than expected by chance, but with moderate
success. Further, we present a statistical integration approach
based on a simple Bayesian network to utilize the two datasets in combination to predict region of origin (Figure 1).
The integrated classiﬁcation model signiﬁcantly improves
our capability to predict region of origin. In addition, this
statistical integration approach simultaneously yields a classiﬁcation prediction as well as a probabilistic conﬁdence in
the identiﬁcation.

2. Experimental Material and Methods
The castor seeds used for this study were a subset of a
larger collection assembled by various means including purchasing seeds in various locales, accepting donations of seeds
from collaborators, and sending seeds to volunteer growers
throughout the United States [14]. The collection includes
ornamental and agricultural varieties of castor seeds; our
goal was to gather seeds from as geographically diverse
regions as possible, and we accepted all acquisitions regardless of strain. Consequently, the collection is genetically
variable. The actual growth conditions of the seeds were
also not controlled; seeds could have been from irrigated
plots, watered only by precipitation or any other method.
From this broader collection, we subsampled seeds from 8
geographic regions from which we had multiple acquisitions
to determine whether, despite the variation in genetics
and potential cultivation method, there were characteristic
isotope ratio values that linked the seeds to their regions of
origin.
The nature of the seed collection imposed signiﬁcant
limitations in our deﬁnition of growth region. Ideally, a
growth region would consist of an area homogeneous in
geology, climate, and isotope ratios of precipitation and
surface water from which we would have multiple seed
acquisitions. Given the opportunistic nature of the castor
seed collection, however, it lacked the sampling density in
tightly constrained geographic regions required for the ideal
experimental design. We therefore deﬁned regions from
diverse global locations in which we had multiple acquisitions in relatively limited areas. The sample set used in our
analyses consisted of 68 castor seed acquisitions from 8 such
geographic regions (Table 1).
We deﬁned two categories of data: (1) δ 13 C, δ 15 N, δ 18 O,
and δ 2 H isotope ratios (LeIRs) of the seeds and (2) 87 Sr/86 Sr
isotope ratios (SrIRs) of the seeds. The average value of the

Journal of Biomedicine and Biotechnology
Table 1: Sample sizes and average values for each of the 8 regions
for the LeIR and SrIR data.
Region

No. Obs

US01 (CA)
US02 (AZ)
US03 (UT)
US04 (TX)
BRAZ01
BRAZ02
CHIN
INDI

7
4
7
8
15
7
9
11

δ 13 C
−26.26
−27.15
−28.57
−26.63
−27.07
−27.17
−27.62
−27.85

Avg. IR of seed
δ 15 N δ 18 O
5.97 23.27
8.04 24.20
7.50 19.11
4.34 22.52
8.47 21.88
7.74 22.55
5.98 17.72
8.22 23.72

Avg.
δ2H

87/86 Sr

−121.89

0.710
0.711
0.709
0.711
0.715
0.726
0.711
0.715

−157.90
−183.42
−143.75
−136.45
−136.17
−171.66
−138.34

Region
(R)

C, N, O, H
isotope
ratios (LeIR)

Sr
isotope
ratios
(SrIR)

Figure 1: Basic Bayesian network formulation used for integration
of the light element and Sr isotope ratios, LeIR and SrIR, respectively.

observations within each of these data categories is summarized in Table 1. Boxplots of the data are given in Figures
2 and 3 for the observed LeIRs and SrIR data, respectively.
2.1. Light Element (C, N, O, and H) Isotope Ratios. Light
element stable isotope ratios of castor beans were measured
by isotope ratio mass spectrometry as described in [14, 15].
In brief, ﬁve castor beans from a single geographic source
were homogenized using a Retsch MM200 machine (Retsch
GmbH & Co., Germany). The C and N stable isotope ratios
of the paste were determined on a Finnegan MAT Delta X
isotope ratio mass spectrometer (Bremen, Germany) coupled
to a Carlo Erba Elemental Analyzer 1108. The O and H stable
isotope ratios of the paste were determined using a ThermoFinnegan Delta Plus XL isotope ratio mass spectrometer
(Bremen, Germany) equipped with a thermal conversion elemental analyzer (TC/EA). Stable isotope content is measured
as a ratio, R (e.g., 13 C/12 C), and reported as a delta (δ) value
where δ = [(Rsample /Rstandard ) − 1]∗ 1, 000%. In this equation,
Rsample is the measured isotope ratio of the sample, and
Rstandard is the isotope ratio of an internationally recognized
standard. The standard for C isotope ratio measurement is
Vienna PeeDee Belemnite (VPDB), for N is air (AIR), and for
O and H is Vienna Standard Mean Ocean Water (VSMOW)
[16].
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Figure 3: Boxplot showing the spread and deviation within each
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3. Statistical Material and Methods
The statistical model is formulated as a simple Bayesian network (Figure 1). Bayesian statistics is a common approach to
make inferences from biological data because all data are
treated as random variables. Bayesian models provide a full
joint distribution over both the observable and unobservable
variables (1). Furthermore, the posterior probability of interest can be computed by integration or summation, such as
viewed in (2) [17, 18]. In particular, for the Bayesian formulation in Figure 1, the random variable region (R) is
conditionally dependent upon each data type; however, the
sources of data are not conditionally related to each other.
Thus, the joint probability can be described by these conditional relationships
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The speciﬁc probability of interest is the probability of
observing region k given our two data types, which can be
obtained directly by applying Bayes formula to (1),

(d)

P(Rk | LeIR, SrIR) =
Figure 2: Boxplots showing the spread and deviation within each
region for each light element IR.

2.2. Sr Isotope Ratios. Sr isotopes were measured by digesting
1-2 castor bean with 2-3 treatments of concentrated nitric
acid and hydrogen peroxide coupled with heating and
drying in order to break down all the organics. Strontium
was separated from the digested sample using Sr-Spec
(Eichrom) resin and nitric acid. The eluted Sr sample was
dried and treated with 1-2 drops concentrated acid to
further drive oﬀ organics and then reconstituted to a ﬁnal
volume of 4 mL of 2% nitric acid. The Sr isotope analyses
were performed on a MC-ICPMS (Neptunen Plus) using
a standard spray chamber and a self-aspirating nebulizer
on 50 ppb solutions. For quality control, NBS-987 was run
along with the unknowns (87 Sr/86 Sr = 0.71026 ± 1; n = 5).
The analyses were corrected for mass bias using 86 Sr/88 Sr =
0.1194 and normalized to a NBS-987 standard value of
0.71024.

P(LeIR, SrIR, Rk )
P(LeIR, SrIR)
P(LeIR | Rk )P(SrIR | Rk )P(Rk )
.
k P(LeIR | Rk )P(SrIR | Rk )P(Rk )
(2)

= 

Thus, the task of computing the probability of interest in (2)
simpliﬁes to computing the posterior probability models of
P(LeIR|R) and P(SrIR|R).
3.1. Individual Posterior Probability Models. MATLAB 2011b
with Statistics Toolbox V7.6 was used to perform all statistical analyses on the LeIR and SrIR datasets, as well as the
integration and validation of the models.
3.1.1. Light Element (C, N, O, and H) Isotope Ratios. The
light element stable isotope ratios (IRs) consisted of four
variables with little colinearity. These variables were relatively
normally distributed with P values ranging from 0.24 to 0.5
based on a Jarque-Bera test of normality [19]. Boxplots of the
distribution of each variable are given in Figure 2. Given the
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normal structure of the data and a categorically distributed
dependent variable (regions), linear discriminant analysis
(LDA) was used to derive a statistical classiﬁcation model.
LDA is a multivariate discrimination method commonly
used for classiﬁcation in chemometrics [20]. LDA uses statistical learning to infer an optimal linear combination of the
features to separate the regions. The “classify” function in
MATLAB was used to obtain the probability of region k(Rk )
given a set of IR values. The statistical model based on
training data can be described as


P Rk | δ 13 C, δ 15 N, δ 18 O, δ 2 H = fk (LeIR),

(3)

where fk (LeIR) is computed from a multivariate normal distribution. The posterior probability of interest (2) for a test
sample j(LeIR j ) is computed directly from the “classify”
function






P δ 13 C, δ 15 N, δ 18 O, δ 2 H | Rk = P LeIR j | Rk .

(4)

3.1.2. Sr Isotope Ratios. The SrIR data is described by a single
observed value, and unlike the LeIR, the observed data for
Sr is not normally distributed (P value of approximately
0.001). A boxplot of the distribution of Sr across regions is
given in Figure 3. Given that the data is non-normal with
a single independent variable and categorically distributed
dependent variable, multinomial logistic regression (MLR)
was used to derive a statistical classiﬁcation model [21] using
the “mrnﬁt” function in MatLab
P(Rk | Sr) =

e(Sr•βk )

,
1 + k e(Sr•βk )

(5)

where βk is the vector of regression coeﬃcients for region
k. Again the posterior is computed in MATLAB using the
“mrnval” function to obtain P(SrIR | Rk ).
3.2. Classiﬁcation Model Evaluation Metrics. Each model is
evaluated independently using a leave-one-out bootstrapping cross-validation approach (LOOB-CV) with resampling
[22] to obtain the full set of posterior probabilities for each
sample in our datasets. The LOOB-CV method was selected
to reduce the likelihood of overtraining the model, and
resampling is performed to acquire uncertainty estimates
on the metrics of model accuracy. In particular, for the
LOOB-CV method, each sample is left out to create N datasets [X−1 , X−2 , . . . , X−N ], where N = 68 for the data described in Section 2. A set of 100 bootstrap samples, each
containing 50 samples, are randomly selected for each X−i ,
(k)
[B−(1)i , B−(2)i , . . . , B−(100)
i ]. The model is trained on each B−i , and
the posterior of sample i is obtained. The posteriors across
the 100 bootstrap samples are averaged to obtain a more
accurate estimate of the posterior probability.
The results are evaluated using two approaches: (1) average classiﬁcation accuracy (CA) and (2) average area under
a receiver operating characteristic curve (AUC). To compute
these, each sample was deﬁned by a binary vector where
all values are initialized to zero. The probabilities for the
sample were sorted, and all locations equal to or greater

than the correct answer were set to 1. For example, suppose
the correct region has the third largest probability of the
8, then it is set to Si = [0, 0, 1, 1, 1, 1, 1, 1]. If the correct
region is identiﬁed as the most probable then this becomes
Si = [1, 1, 1, 1, 1, 1, 1, 1]. The CA is deﬁned as the fraction
of samples that are correctly classiﬁed into the appropriate
region


i Si1
(6)
.
N
The AUC is computed based on a modiﬁed receiver operating
characteristic (ROC) curve. ROC curves traditionally plot
the false positive rate (FPR) versus true positive rate (TPR)
of a binary classiﬁer. For this data, there are 8 possible classes
with one correct answer and seven potential false identiﬁcations. Thus, there may be 0, 1, 2, 3, 4, 5, 6 or 7 regions
incorrectly identiﬁed prior to correct answer, which means
that each sample may have an FPR deﬁned as one of these
eight values [0, 1/7, 2/7, 3/7, 4/7, 5/7, 6/7, 1]. Based on these
FPR states, the associated TPR for the full dataset is computed as the total number of samples that have an FPR less
than or equal to the deﬁned value,

CA =



i Sim

(7)
.
N
Note that CA = t pr1 . Similar to a binary ROC curve, a perfect classiﬁer would identify all samples correctly with no
regions correctly identiﬁed ahead of the true classiﬁcation,
which would result in an AUC of 1.0. Additionally, a random
permutation would yield a linear relationship between the
FPR and the TPR and an AUC of 0.5.
t prm =

4. Results and Discussion
Prior to evaluation of the improvement in classiﬁcation accuracy based on the integrated model, an exhaustive evaluation
of the variables that could be used for the LeIR data model
is performed. There are 15 possible combinations of the
four light element IRs (Table 2). For each combination, the
average CA and the average AUC are computed (6) and (7)
and are ordered in Table 2 by average CA. The most accurate
model is the one that includes all variables, although the
models excluding either O, H, or both are very similar. The
average ROC, however, is nearly identical for these top four
models. This result is consistent with past observations that
climatic factors and thus geography inﬂuence the C, O, and
H isotope ratios of plants [23–28]. These eﬀects are likely to
be similar for plants growing in similar geographic locales. N
isotope ratios of a single species, in contrast, are a function
of N sources such as fertilizer (if any) and are likely to
be independent of geography, at least in most cases [29].
However, since the inclusion of N improves our ability to
classify these regions and the IR of O may be highly valuable
to regions not included in our sample dataset and it does not
decrease accuracy, we utilize the LDA model that included all
four variables for the development of statistical models for
the purposes of integration.
The LOOB-CV analysis was performed 100 times, which
yielded an average CA of 55.9% ± 2.1% and 40.2% ± 1.8%
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δ 13 C
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δ O
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δ O
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δ 18 O
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δ 15 N
δ 15 N
δ 15 N
δ 15 N
δ 15 N
δ 15 N
δ 15 N

δ 13 C
δ 13 C
δ 13 C
δ 13 C
δ 15 N

δ2H

δ 18 O
δ 18 O

δ2H

Average CA
55.9%
55.2%
53.3%
52.2%
45.1%
42.8%
36.8%
35.8%
35.0%
33.9%
31.4%
30.7%
23.5%
23.0%
19.1%

Average AUC
0.88
0.87
0.88
0.87
0.84
0.83
0.83
0.78
0.78
0.78
0.75
0.82
0.67
0.63
0.69

for the LeIR and SrIR datasets, respectively. The integrated
posterior probability was computed as described in (2), and
the overall classiﬁcation accuracy improved to 60.9% ± 2.1%.
This is a signiﬁcant improvement over the individual IR
model; the null hypothesis that the average diﬀerence in the
means between the two models is equal to zero is rejected
with a P value less than 1e − 40 (based on a two-sample
t-test). The ROC curve (Figure 4), shows this is a clear
trend with an improvement of the AUC to 0.94 versus 0.88
and 0.80 for LeIR and SrIR, respectively. The 100 sampled
observations of the AUC of the integrated model are signiﬁcant larger than the LeIR model at a P value < 1e − 10 (based
on a two-sample t-test), and the curves depicted in Figure 4
are signiﬁcantly diﬀerent at a P value of 0.06 (based on a
sign rank nonparametric paired test) [30]. Thus, although
SrIR does not perform well alone, it does oﬀer a signiﬁcant
contribution if integrated with the LeIR data.
The evaluation of the datasets via the CA and AUC gives
an overall view of the predictability of the datasets with respect to region but does not give insight across the regions.
The improved accuracy of the integrated model points to
a capability of one dataset to correctly predict the appropriate region with higher probability than the misclassiﬁed
probability of the other dataset. To evaluate the classiﬁcation
accuracy in respect to region, a visualization akin to that used
in Visual Integration for Bayesian Evaluation (VIBE) was
employed [31]. Figure 5 gives classiﬁcation accuracy plot
across the 8 regions as the true class on the y-axis and
predicted class on the x-axis. A perfect classiﬁer would have
a diagonal of solid black since all of the predicted classes
would be equal to the true classes and have a value of 1. The
classiﬁcation accuracies observed in Figure 5 are slightly different than above since this is a single sample from the 100
iterations performed. However, a similar trend is observed
in which the IR data has a larger CA than the Sr data and
the integrated model outperforms either alone. The class

True positive rate

Table 2: The average CA and AUC for all possible combination of
the variables in the LeIR data.
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0.4
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False positive rate (fraction of regions
incorrectly scored ahead of true class)

SrIR (AUC = 0.8)
LeIR (AUC = 0.88)

0.9

1

Integration (AUC = 0.94)
Random

Figure 4: Modiﬁed ROC curves to evaluate the overall capability of
each data type to predict region versus the integrated model.

accuracy plot quickly demonstrates that the IR data has the
most challenge distinguishing regions 5 through 8 (outside
of the united states), and most often regions are misclassiﬁed
into region 4 (US04 = TX)—see Table 1. The Sr data has
a completely diﬀerent proﬁle in terms of how it correctly
and incorrectly classiﬁes samples. It most often misclassiﬁes
samples into either the third or ﬁfth regions, US03 (UT) and
BRAZ01. In addition, it never correctly classiﬁes any samples
from regions 1, 2, 4, and 8. The integrated model on the
right corrects many of the imbalances observed from the
individual datasets. The speciﬁc geographic regions that are
being correctly classiﬁed are easily distinguished from the
class accuracy plot, as well as those regions that cannot be
easily distinguished by isotope ratios.
The relative lack of power of the O and H isotope ratio
data to link seeds to their regions of origin initially appeared
surprising, as O and H isotope ratios of plant material have
been shown to be linked to geographic region of origin
[12]. Plants derive O and H atoms from their water sources,
while there is a strong and well-recognized link between the
isotope ratios of precipitation and geography [32]. However,
the limitations on experimental design imposed by nature
of the seed collection might lead one to expect this eﬀect.
Some of the deﬁned growth regions spanned a gradient of
climate. For example, the “Texas” region included samples
from the vicinity of Lubbock, which has an arid climate, and
Houston, which is quite humid. The surface water isotope
ratios of these two parts of the state are predicted to diﬀer
somewhat, based on US Geological Survey data [33]. Thus,
the source water accessed the plants as well as the extent of
evaporative enrichment of plant leaf water, a source used for
biosynthesis of many plant organic components [12], would
likely be expected to diﬀer and result in diﬀering O and
H isotope ratios in the seeds. A higher sampling density
in strictly limited geographic regions would permit a better
analysis of the eﬀect of O and H isotope ratios on region
of origin association. Another possible reason for the lack
of power of O and H isotope ratios to associate seeds with
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Figure 5: Class accuracy plots show what fractions of the samples are being classiﬁed into speciﬁc groups, allowing a direct comparison
of the true versus predicted classes: the integrated model on the right shows a clear improvement in overall matches between the true and
predicted classes.

regions of origin is the potential variation in cultivation
conditions of the seeds. Even if a region could be more tightly
deﬁned, cultivation practices could inﬂuence the actual isotope ratios of the water used by the castor plants. For example, irrigation via open ditches could result in signiﬁcant
evaporative enrichment in isotopic content of the water taken
up by the plants, while drawing water from a deep well could
provide them with water isotopically diﬀerent from surface
water. Controlling the environmental variation imposed by
cultivation conditions might also improve the discrimination
power of the O and H isotope ratios. Finally, the genetic variability of the castor seeds may aﬀect water dynamics within
the individual plants, which could impart some variation to
the O and H isotope ratios of plants growing in identical
environments.
The ability of isotope ratios to associate castor seeds with
region of origin despite the limitations imposed by sampling
density, the genetic variability of the seeds, and the probable
variation in cultivation methods is noteworthy. Presumably,
if we had been able to more strictly deﬁne geographic regions
to those with homogenous climate and geology and control
the variables of genetics and growth conditions, the accuracy
of the association would be improved, perhaps signiﬁcantly.

Further experiments with multiple seed acquisitions from
tightly deﬁned source regions could address this question.
For real-world application of isotope ratios for assigning
region of origin, however, it is unlikely that either the genetic
strain of the sample (whether of castor seeds or some other
plant product such as a food) or its cultivation method would
be controllable. Demonstrating that integrated isotopic data
can associate a plant product with its region of origin in the
absence of such control suggests that this approach could be
broadly useful for geographic sourcing.

5. Conclusion
Both light element (C, N, O, and H) stable isotope ratios and
87/86 Sr isotope ratios have been used to associate plant and
animal materials with its geographic region of origin. Here,
we show that each of these datasets independently can
associate castor seeds with region of origin more accurately
than would be expected by chance, as shown by both classiﬁcation accuracy and a modiﬁed ROC curve model. Bayesian
integration of these two data streams yielded results that were
signiﬁcantly better than those from either individual dataset.

Journal of Biomedicine and Biotechnology
This approach illustrates the beneﬁts aﬀorded by a rigorous
approach to data integration and its application to forensics
community.
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As the nation’s healthcare information infrastructure continues to evolve, new technologies promise to provide readily accessible
health information that can help people address personal and community health concerns. In particular, wearable and implantable
medical sensors and portable computing devices present many opportunities for providing timely health information to health
providers, public health professionals, and consumers. Concerns about privacy and information quality, however, may impede
the development and deployment of these technologies for remote health monitoring. Patients may fail to apply sensors correctly,
device can be stolen or compromised (exposing the medical data therein to a malicious party), low-cost sensors controlled by a
capable attacker might generate falsiﬁed data, and sensor data sent to the server can be captured in the air by an eavesdropper;
there are many opportunities for sensitive health data to be lost, forged, or exposed. In this paper, we design a framework for secure
remote health-monitoring systems; we build a realistic risk model for sensor-data quality and propose a new health-monitoring
architecture that is secure despite the weaknesses of common personal devices. For evaluation, we plan to implement a proof of
concept for secure health monitoring.

1. Introduction
The nation has an urgent need to build a national healthcare
information infrastructure (NHII) that provides health
information to all who need to make sound decisions about
health [1]. Readily accessible and reliable health information
would greatly improve everyone’s ability to address personal
and community health concerns. Health emergencies also
require prompt and authoritative information about the situation to be readily available to those involved. Fortunately,
present information technology brings us the hope that
signiﬁcant improvements in the public’ health and wellbeing
are not only possible but close at hand.
Wearable and implantable medical sensors and portable
computing devices present many opportunities for providing timely health information to health providers, public
health professionals, and consumers [2]. By supplying
real-time health information, or extensive measurements
collected continuously, a sensor-based health-monitoring
system complements the current healthcare information
infrastructure, which is based on relatively static, sparsely

collected information in the patient’s medical records. A
remote health-monitoring system may help to reduce the
cost of healthcare [3] and to simultaneously improve the
quality of the healthcare; patients may spend less time
in the hospital and yet have more detailed health data,
measured by wearable sensors as they go about their daily
activities; caregivers can more quickly react to the medical
emergencies of elders; trainers can analyze a trainee’s ﬁtness
level; consumers can maintain their own health and wellness.
Privacy and information quality, however, are two major
concerns in the development and deployment of remote
health-monitoring systems [4, 5]. To be viable, any such system must provide usable devices that respect patient privacy
while also retaining data quality required for the medical
purpose it serves. There are many opportunities for the data
to become lost, damaged, forged, or exposed: patients may
fail to apply sensors correctly, leading to medically incorrect
readings; the patient’s device may be misplaced, stolen,
or compromised, causing the medical data stored in the
device to be divulged [6]; the sensor data may travel across
multiple devices and networks before it is presented to the
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medical team. The problem is especially challenging, given
the diﬃculty of hardening low-cost sensors and the personal
devices that collect, process, and forward the medical data,
and given that all such devices will communicate over
wireless networks.
When such a system is compromised, the consequences
may be dire. Incorrect sensor data, whether it is inaccurate,
manipulated, delayed, or originating from the wrong patient,
can lead to incorrect diagnosis or inappropriate treatments.
When the data is used for medical research or epidemiological studies, public health can be endangered. When the
data is inappropriately disclosed, it may expose the patient’s
medical problems, and details of treatments underway.
Insuﬃcient data integrity may cause health professionals
to mistrust the data and may make them reluctant to use
devices that may, otherwise, be beneﬁcial to patient health.
Insuﬃcient protection of patient privacy may reduce the
patients’ willingness to wear medical sensors, or even inspire
them to cause the sensors to report incorrect data, again
reducing the health beneﬁt of these technologies.
The problem is diﬃcult due to the lack of control over
the situation at the patient’s end. Correct application of
sensors and proper conﬁguration of the device depend on the
patient’s ability and diligence. Education helps, but people
make mistakes and many fail to implement security practices
[7]. The problem becomes harder when the hardware or
software components are integrated into a personal device
such as a cellular phone, a PDA, or a smart watch. Such
devices have limited security features and are vulnerable to
unauthorized access; some security mechanisms (like TPM
[8, 9]) may be too restrictive and diﬃcult to use. The use
of dedicated devices, however, would be costly, has limited
ﬂexibility, and may reduce patient participation.
In this paper, we will address these issues by designing
a framework for secure remote health-monitoring systems.
Given the time available (one year), we will focus most on the
data-quality issues. Speciﬁcally, we want to (i) build a realistic
risk model for sensor-data quality, by interacting with health
professionals, (ii) develop protocols and mechanisms for
data protection and quality assurance, and (iii) propose a
new health-monitoring architecture that is secure despite
the weaknesses of common personal devices. For evaluation,
we will implement a proof of concept for secure health
monitoring.

2. Risk Analysis
First, we deﬁne some terminology.
(i) Medical Sensor Data. Data generated by sensors that can
directly describe some physiological condition of a person or
can describe the context of the person or the situation, such
as movement, location, temperature, or noise level.
(ii) Monitoring Software. A software component that performs health-monitoring tasks at the patient’s end; it controls
sensors, collects medical sensor data from sensors, processes
the data, and reports the data to the server.
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(iii) Monitoring Device. A portable device that can be
connected to the Internet through a wireless connection and
can communicate with wearable sensors through short-range
wireless connection; the monitoring software runs within the
monitoring device.
(iv) Patient. The person whose medical condition is monitored by the health-monitoring system, who wears the
sensors and carries the monitoring device; the monitoring
device may be owned by the patient and used for other
nonmedical purposes.
(v) Provider. The party who deploys the health-monitoring
system and collects the medical sensor data of the patient,
based on which it provides health services to the patient such
as medical diagnosis [10], emergency response, or ﬁtness
training; examples include physicians, nursing homes, or
personal trainers.
To design a secure health-monitoring system, we ﬁrst
need to understand what determines the quality of the
medical sensor data and how we can quantify the degree
of the data quality. Speciﬁcally, we want to identify factors
that aﬀect the data quality and then analyze to what extent
they inﬂuence the data quality. Others have described overall
security challenges in health-monitoring systems [4], and
initial ideas for protecting health-data integrity [11], but an
in-depth and realistic analysis of the problem is lacking in the
literature.
As a preliminary analysis, we recently identiﬁed eleven
factors that can aﬀect the quality of medical sensor data [5]
(see next section for detail). To ensure or evaluate the data
quality of a health-monitoring system, one should take these
factors into account. Without knowledge of physiology and
practical concerns, however, it is diﬃcult to quantify to what
extent each factor will contribute to the data quality.

3. Quality Control Framework
In this section, we design a quality-control framework based
on the risk analysis in the previous section. The framework
is a set of processes that ensure, verify, and evaluate the data
quality.
To design a quality-control framework, we ﬁrst analyzed
the health-monitoring system as a sequence of processes,
assigned related factors to each process, and then identiﬁed
possible methods for the quality control of individual factors.
Figure 1 illustrates our analysis. Medical sensing begins with
sensing the physiology of the patient (sense process). Each
sensor generates sensor data at a certain rate and transmits
them to the device through a wireless connection (transfer
process). The monitoring device collects data from sensors,
processes them as needed (collect process), and then forwards
them to the provider (transfer process). Upon receiving the
data from the device, the provider’s server evaluates the
validity of the data (verify process) and then presents the data
to the provider. When it presents the data, the server also
presents the level of the data quality to the provider (assess
process). Figure 1 lists the factors that are related to each
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process. For each factor, the possible methods for quality
control are shown. In the following, we discuss our analysis
in more detail. (For brevity, we skip the factors that are selfexplanatory.)
(i) Accuracy. The accuracy of a sensor depends on its design
and manufacturer (i.e., sensor proﬁle), the time since the
latest calibration, and the age of the sensor. The data quality
depends on the accuracy expressed by the expected error
bound.
(ii) Granularity. The quality of sensor data also depends on
the level of detail that a sensor can provide.
(iii) Application. The data quality also depends on correct
application of the sensor to the body; if the sensor is not
correctly applied to the body, it generates incorrect sensor
data. If the patient is responsible for the application, the
quality of sensor application depends on the patient’s ability
and diligence. The patient’s ability depends on the education,
age, and prior experience. When a sensor is incorrectly
applied, the data is likely to deviate from the range of
values that are considered reasonable as a physiological value.
We call this reasonableness of the medical data soundness.
The soundness of data includes physiological soundness and
contextual soundness; we explain these in more detail below
where we explain the veriﬁcation process.
(iv) Synchronization. It is often medically necessary to collect
multiple sensor readings of diﬀerent modalities, and a health
professional can derive a medical condition from their
combination. For the combination to be useful, the sensor
readings should be temporally synchronized. If sensors
cannot time-stamp each data, the device should do so, but
it should also make sure that the sensor data is sampled at
that moment (i.e., not replayed by an adversary). The data
quality depends on the granularity of the synchronization.
(v) Information Loss by Aggregation. Communication is
costly. To save the amount of information to be sent,
the device can aggregate sensor readings before sending
(e.g., reporting the average per minute). However, every
aggregation loses some information in data, and the quality
of data depends on the amount of information lost by the
aggregation.
Most factors related to sense, collect, and transfer processes are syntactic (except sensor application); they depend
little on the semantics of the medical data. For example, one
can protect message integrity without knowing the meaning
of the data contained in the message. However, medical data
has rich semantics that can determine what data is sound as
medical data. The veriﬁcation process exploits the semantics
of the medical sensor data to verify if the data is appropriate,
useful, or acceptable for the purpose of health monitoring.
(i) Patient Authentication: patient authentication veriﬁes
whether the sensors are monitoring the right person. Biometric data (e.g., ﬁngerprint [12]) is simple and accurate but
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its permanence can raise a privacy issue [13]. We can also
compare the data with the patient’s past data or the medical
proﬁle (e.g., disease or weakness) to verify the patient’s
identity. The data quality depends on the likelihood that we
are monitoring the right person.
(ii) Physiological Soundness: a physiological data cannot
take arbitrary values. One can check if the value falls in
a reasonable range (range check), if it is coherent with
the known probability distribution (probability distribution), if its temporal change exhibits a reasonable behavior
(autocorrelation), or if sensor values of diﬀerent modalities
accord with the known correlations between them. (Such an
anomaly can also signify a medical problem of the patient,
and the veriﬁcation methods can also apply to the problem
of anomaly detection. However, such “emergency detection”
is outside the scope of this work).
(iii) Contextual Soundness: like physiological soundness, we
can verify the data quality by comparing the medical data
with some context data such as body movement, location, or
temperature. For example, the acceptable values for heartrate or blood pressure are diﬀerent when the patient is
running or sleeping.
When quality veriﬁcation fails, the quality of incoming
data becomes uncertain. Even if all the veriﬁcations succeed,
there are many opportunities for data to become incorrect
(see Figure 1). To deal with the uncertainty, the providers
need to know how much they can trust the data and what
is causing the problem. The assessment process takes all the
factors into account, judges the current level of the data
quality, and presents that judgment to the provider.
Prior work on data integrity in health-monitoring systems focused on detecting packet loss [14], improving false
positives using sensor correlation [15], or categorizing the
data quality into four discrete states based on observed error
and lack of data [16]. Giani et al. [11] proposed a broad range
of methods for data validation, but only basic concepts were
proposed. Compared to prior work, our approach provides
a generic framework for the quality control of a healthmonitoring system.
DS theory has many uses; for example, it was recently
used for evaluating the performance of intrusion detection
systems (IDS) [17]. While they simply combined the partial
judgments that are provided by existing IDS schemes, our
future work will actually deﬁne belief functions for each
factor and also explore other possibilities for combining
partial results, seeking methods that ﬁt better to healthmonitoring applications.

4. Architecture
So that patients need not to carry a dedicated monitoring
device, we want to leverage the mobile device they already
carry—their cellphone. Mobile phones are increasingly
powerful, eﬀectively personal computing devices with substantial computation, storage, and networking capabilities.
Furthermore, they are increasingly able to sense location
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(GPS), motion (accelerometer), light, proximity, temperature, sound (microphone), and video (camera). The use
of existing devices has advantages in deployment cost and
usability [18].
On the contrary, turning a personal device to a healthmonitoring device also has challenges. First, personal devices
are diverse in software platform and security mechanism.
The developer must adapt to the wide variety of features (and
varying degrees of security) on mobile platforms such as
Windows Mobile, Mac OS X, and Symbian. Although some
future platforms may have strong security support such as
a TPM [8, 9], a TPM may not allow the patient to install
monitoring software without going through a complicated
platform-certiﬁcation process.
To address these challenges and yet still leverage the
patient’s mobile phone as a platform, we design a novel
architecture that decouples the monitoring component from
the personal device. Suppose that the health provider
distributes small health-monitoring units (HMUs) to patients
and asks them to keep the unit plugged into the device

through a common interface such as SD card, miniUSB, or
SIM card. (Although not all current phones have expansion
slots, and GSM phones only have one SIM-card interface,
we imagine next-generation mobile phones that have a
standard expansion slot of similar form factor and capability
to these examples). The HMU can store secret keys and
compute some cryptographic functions (as SIM card can do
in today’s GSM phones). As shown in Figure 2, the unit can
authenticate sensors (authenticator) and verify the authenticity of sensor data forwarded by the monitoring software
(auditor). When needed, it aggregates sensor data before
sending to the provider (fusor). The HMU adds message
authentication codes to messages sent to the provider, and,
without HMU, the device cannot prove authenticity of the
sensor data to the provider. The HMU makes the healthmonitoring portable from device to device, easy to manage,
and hard to compromise; there are many opportunities for
adversaries to access the device through software attacks [6],
while it requires a hardware attack to compromise the HMU
[19].
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5. Implementation Plan
To evaluate the potential for our approach in real applications, we plan to implement the framework using current
mobile-phone and smart-card technology. For test platform,
we will use G1 and Nexus One Android-based phones. For
monitoring unit, we consider Giesecke and Devrient (G&D)
smart card [20]. The software running within the monitoring
unit will be implemented as a Java applet for the JavaCard
platform. Collected data will be sent to the central server via
3G network.
As an application, we plan to implement Sleep Actigraphy using accelerometer readings to measure the patient’s
sleep pattern. In addition to security analysis, we plan to
evaluate the feasibility of the platform in terms of energy
consumption and usability.

6. Conclusion
Although advances of information technology and mobile
computing present many opportunities for providing timely
health services, the use of unreliable devices for remote
health monitoring opens vulnerabilities for privacy and
information quality. In this paper, we provided risk analysis and present a framework for secure remote healthmonitoring systems. We also designed a health monitoring
architecture that leverages a special monitoring unit that
plays the central role of the security by providing critical
security services including authentication, audit, key management, and data fusion. In future, we plan to implement
the framework and evaluate in a real setting.
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Background. Within the context of the use of DNA technology in crime investigation, biosecurity is perceived by diﬀerent
stakeholders according to their particular rationalities and interests. Very little is known about prisoners’ perceptions and
assessments of the uses of DNA technology in solving crime. Aim. To propose a conceptual model that serves to analyse and
interpret prisoners’ representations of DNA technology and biosecurity. Methods. A qualitative study using an interpretative
approach based on 31 semi-structured tape-recorded interviews was carried out between May and September 2009, involving
male inmates in three prisons located in the north of Portugal. The content analysis focused on the following topics: the meanings
attributed to DNA and assessments of the risks and beneﬁts of the uses of DNA technology and databasing in forensic applications.
Results. DNA was described as a record of identity, an exceptional material, and a powerful biometric identiﬁer. The interviewees
believed that DNA can be planted to incriminate suspects. Convicted oﬀenders argued for the need to extend the criteria for
the inclusion of DNA proﬁles in forensic databases and to restrict the removal of proﬁles. Conclusions. The conceptual model
entitled criminal genomic pragmatism allows for an understanding of the views of prison inmates regarding DNA technology and
biosecurity.

1. Introduction
Physical and biological traces left by the human body can
determine whether a person has been in a particular place
or in contact with another person or object and may include
DNA and ﬁngerprints (trace evidence), iris scanning, photographs, or images on CCTV cameras. Chief amongst these
biometric identiﬁers has been DNA proﬁling, frequently
described as the gold standard for identifying individuals [1]
and thus an important tool in crime prevention, detection,
and deterrence [2–4]. An increasing number of countries
are investing in computerised forensic databases containing
a variety of bioinformation, which enables law enforcement
agents and forensic experts for instance to compare DNA
proﬁles and ﬁngerprints from crime scenes and subjects on
an automated basis.

Due to the high potential of genetic information to
provide data that extends beyond the purposes of criminal
investigation, the most controversial aspects of forensic DNA
databases concern regulatory and ethical issues, leading
to the question of the legitimacy, beneﬁts, and risks of
using DNA technology in crime prevention, detection, and
deterrence. Stakeholders in the ﬁeld of politics, forensic
sciences, and the justice system typically argue that the
creation and expansion of DNA databases will help ﬁght
crime more eﬃciently [5], prevent miscarriages of justice
[6], and potentially deter oﬀenders from further criminal
activity [7]. Some academic researchers (mostly, although
not exclusively, in the social sciences and humanities), ethics
committees, and human rights groups generally claim that
genetic information needs additional protection and argue
that criminal investigation activities must be exercised with

2
due respect for a number of ethical values, in particular,
liberty, autonomy, privacy, informed consent, and equality
[8]. Previous literature on prisoners’ views of DNA technology and forensic databases indicates that this speciﬁc group
fears that agents of the criminal justice system do not use this
technology in a neutral and fair way [9–12].
Within the context of the uses of DNA technology in
crime investigation, biosecurity is, therefore, perceived by
diﬀerent groups according to their particular rationalities
and interests [13]. Given the relatively scarce information on
prison inmates’ perspectives, this paper analyses convicted
oﬀenders’ representations of DNA technology and biosecurity, aiming to propose a conceptual model that serves to
interpret their assessment of the meanings and uses of DNA
criminal investigation work.

2. Materials and Methods
2.1. Study Design and Participants. A qualitative study was
carried out using an interpretative approach. After obtaining
authorisation from the Portuguese General Board of Prison
Services, 31 semistructured interviews, lasting 34 minutes
on average, were conducted with inmates in three prisons
for adult males in the north of Portugal between May and
September 2009 by three interviewers, all duly trained in
accordance with the objectives of the study [11, 14]. The
interviewees were all male, since 94.5% of all prisoners in
Portugal were male at the time the interviews were carried
out, according to oﬃcial statistics provided by the Portuguese
General Board of Prison Services on 31 December 2009 [15].
The prison administrators were approached by the
research team with a request to provide a list of interviewees.
A theoretical sample was devised, based on representativeness in terms of diversity and exemplariness [16], combined
with convenience sampling. We interviewed prisoners for
whom bioinformation (ﬁngerprints and DNA evidence) had
played a role in their criminal investigation and/or trial (n
7), and others for whom this had not been the case (n 24)
[10]. Seven of the 31 prison inmates mentioned personal
experiences of giving DNA samples. In all cases, it was the
police who collected the sample by means of a buccal swab. In
two cases, the prisoners stated that the DNA evidence cleared
them of rape charges. One prisoner mentioned that a DNA
sample had been collected from him by force and one other
prisoner stated that he had not consented to the collection of
saliva.
The prisoners interviewed were mostly ﬁrst oﬀenders
(n 24) serving prison sentences for the following crimes:
homicide (n
11), rape and/or sexual abuse of minors
(n
8), theft (n
8), drug traﬃcking (n
4), driving
without a licence (n 2), and qualiﬁed fraud (n 1). The
length of the sentences varied from less than 3 years to 25
years. Twenty of the 31 interviewed inmates had been given
sentences of 5 to 20 years.
All the prisoners aﬃrmed that they knew what DNA was,
although only 22 of the 31 individuals were actually able to
spontaneously indicate at least one of the following biological
materials as containing DNA: hair, blood, skin, ﬁngernails,
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and saliva. There were also references to sweat (n
teeth (n 1) as bodily sources of DNA.

3) and

2.2. Data Collection. The interview guide contained a list
of open-ended questions covering the following themes:
(1) knowledge of the uses of DNA technology in criminal
investigation; (2) assessment of the beneﬁts and risks of
the use of DNA technology by law enforcement agents and
forensic experts; (3) opinions on the value of DNA evidence
in criminal investigations and trials and its eﬀectiveness in
preventing and deterring crime; (4) management of crime
scenes in order to avoid leaving traces of a crime; (5) opinions
on the criteria for including and removing DNA proﬁles
from forensic DNA databases. For the purposes of this
paper, the data relating to the core theme of biosecurity will
be discussed by exploring the answers obtained from the
following topic questions: “What is DNA?” and “What are
the dangers and beneﬁts of the uses of DNA technology and
DNA databases in criminal investigation?”.
All the interviews were tape-recorded after an informed
consent form had been completed by the participants.
The interviewees were told that their participation was
voluntary; they could refuse to answer any question and
could withdraw from the study at any moment. The tapes
were transcribed verbatim and the transcripts checked for
accuracy. Anonymity was guaranteed through the use of
pseudonyms.
2.3. Content Analysis. On the basis of topics previously
established in the interview guide and the categories that
emerged from the interviews, the central issues and concepts were identiﬁed and the data assembled according to
thematic categories. Conceptual diﬀerences were examined
and resolved by further joint debate. The qualitative data
was then systematically coded and synthesised around core
themes and categories.
The data was analysed based on the model proposed
by Williams and Johnson [17] for the conceptualisation of
meanings and uses attributed to DNA in forensic applications by the various stakeholders, which is summarised in
Table 1.
The data is presented by quantiﬁcation of the most
relevant cases in relation to each topic of analysis and,
whenever relevant, by selecting one interview extract that is
particularly representative of our qualitative analysis of the
discourses produced by the prison inmates.

3. Results and Discussion
All the prisoners mentioned that DNA was a powerful
identiﬁer that was unique to each individual, but none of
them referred to the possibility of identical twins having
the same DNA. Although this view corresponds in part to
the position of “genomic minimalism” [17], according to
which DNA is a mere identiﬁer in itself, the prison inmates
expressed concern about the possible uses of this technology
as an incriminating tool that could be used by the police to
produce evidence against a suspect.
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Table 1: Model for conceptualisation of meanings and uses attributed to DNA.
Representation
of DNA
Genomic
minimalism
Genetic
exceptionalism

Description of DNA

Main agents

Mundane identiﬁer, a mere
record of identity

Criminal justice
system, civil servants

Exceptional richness of
information

Ethics committees,
human rights groups

Powerful biometric
identiﬁer

Investigators,
criminal prosecutors,
some academic
forensic experts

Biometric
pragmatism

Actions
Forensic use of DNA as a low
risk/high beneﬁt solution to
criminal detection
Need to regulate its uses in
medicine, insurance and
employment, and in forensic
applications
Exceptionalism is recognised, but
as a resource for ﬁghting crime
rather than a restraint; no need
to classify the information as
requiring unique ethical
treatment

Source: Williams and Johnson [17].

Sixteen interviewees indicated that DNA databasing of
identiﬁcation would not prevent innocent people from being
sent to jail. A group of 11 individuals mentioned that DNA
alone cannot be proof of guilt, since DNA traces can be
planted at crime scenes by the police in order to incriminate
a suspect. As Artur, a prisoner serving a 12-year sentence for
burglary and aggravated theft, stated
“The police are quite capable of fabricating evidence to convict someone (· · · ). The technology
may be in the wrong hands.”
A small number of individuals reported that the power of
DNA to identify can be compromised due to laboratory
errors (n
1), contamination of samples (n
3), and
misinterpretation of results (n 2).
The discourse of the interviewees came close to the
position of “genetic exceptionalism” [17] when DNA was
seen as a particularly sensitive material, since it is diﬀerent
from any other biometric indicator, such as ﬁngerprinting.
Only 2 prisoners mentioned that a DNA analysis can indicate
an individual’s health status and 1 prisoner expressed
concern about the potential abuse of genetic information by
insurance companies.
The exceptional nature of DNA was, therefore, conceptualised by the prisoners in a way that was distinctively diﬀerent
from the position held by ethics committees and human
rights groups. Whereas the latter groups have emphasised
the exceptional information richness of genetic material,
the prisoners thought that the exceptional nature of DNA
derived from the fact that, in comparison with ﬁngerprints, it
is very diﬃcult to avoid leaving DNA at crime scenes (n 11)
and although ﬁngerprints can easily be altered with the use
of chemicals, surgery, or even third-party ﬁngerprint “theft”
(n 7), DNA cannot be altered or falsiﬁed.
As Micael, serving a 12-year sentence for rape, stated, it
is very diﬃcult not to leave any trace of DNA at the scene of
a crime,
“It’s, it’s very hard not leave any traces. We lose
hair every day—and any hair left at the crime

scene contains DNA. When we speak we release
saliva . . . and our bodies are always shedding skin
too . . . So we always leave some trace behind
. . .. It’s not as if you can put yourself inside a
bubble and go out and commit a crime, is it?” (cf.
Machado and Prainsack [10] p. 132).
All the interviewees expressed a view of DNA technology
and its uses in forensic contexts that resembled “biometric
pragmatism” [17] in the sense that they agreed with the
legitimate and justiﬁed use of DNA if this was regulated and
conﬁned to the investigation of crime. When referring to
criteria for removal of DNA proﬁles from a forensic database,
20 of the 31 prisoners argued that DNA proﬁles should never
be removed. With regard to the criteria for including DNA
proﬁles in forensic databases, 12 individuals stated that they
would agree with the creation of universal databases and 13
mentioned that the criteria for inclusion should be expanded
to cover suspects and all convicted oﬀenders. They did not,
therefore, agree with the Portuguese law (Law 5/2008 of 12
February) that establishes that only DNA proﬁles obtained
from individuals convicted of serious crimes punishable with
an eﬀective prison sentence of 3 years or more are included
in the national forensic DNA database.
António, serving a 5-year sentence for drug traﬃcking,
considered that all convicted oﬀenders should automatically
have their DNA proﬁles in the national forensic DNA
database,
“All convicted oﬀenders should have their DNA
proﬁles in the national forensic database. I do
not understand the logic of only uploading the
proﬁles of oﬀenders who have been given a threeyear sentence or more [silence]. What’s the logic in
giving [pause] some people the right [to be in the
DNA database] and not [to] others—if we’ve all
been convicted?”
In short, the data collected provided information that
enabled a new concept to be constructed—criminal genomic
pragmatism—and included in the model for understanding
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Table 2: Model for conceptualisation of meanings and uses attributed to DNA amongst prisoners.

Representation of DNA
Criminal genomic pragmatism

Description of DNA
A record of identity
Exceptional material
Powerful biometric identiﬁer

the speciﬁc views of prison inmates on DNA technology and
biosecurity (Table 2).

4. Conclusions
This paper explores the relationship between biometrics
(speciﬁcally DNA material) and biosecurity (the risks and
beneﬁts of DNA technology) in forensic applications from
the point of view of convicted oﬀenders. The prisoners
interviewed believe that DNA is a reliable technology for
identifying individuals. However, as a social group exposed
to the workings of the criminal justice system, they were
sceptical of the uses of this technology by the police and
the courts, believing, for example, that DNA evidence can
be planted at the scene of a crime. This mistrust of the use
of technology reﬂects the results obtained in similar studies
carried out in other countries, namely, in Austria and the
United States [9, 12, 18].
The prison inmates have constructed a grounded assessment of biometrics and biosecurity derived from the position
they occupy in the real world of crime and criminal investigation. We have termed this criminal genomic minimalism: the
prisoners had a practical and grounded vision (pragmatic)
based on representations concerning the unique and special
nature of DNA (genomic) but which was, above all, the result
of direct personal experience of the criminal justice system
(criminal), marked by a profound negativity and the feeling
that prisoners will always tend to be habitually suspected or
arrested in response to crime.
This conceptual model can be applied in future empirical
research with convicted oﬀenders to assess how this speciﬁc
type of biosurveillance can produce eﬀects on the selfmanagement of those whose actions and identities are captured by using DNA technology and databasing in criminal
investigation [10]. The knowledge of the possible impacts of
DNA technology on the behaviour of criminal actors can
be helpful to assist to carry out studies in the following
directions: (1) to analyse modalities of the convicted oﬀenders’ “forensic awareness” (their awareness of what biological
material criminal investigators are able to collect from crime
scenes and what inferences can be made from DNA analysis)
and if this will or not encourage criminal actors to take
additional measures to avoid leaving traces in crime scenes;
(2) to evaluate the impact that DNA technologies and DNA
databases can have on crime prevention and deterrence (the
knowledge of the potential of forensic DNA to assist criminal
investigations will deter or not individuals for committing
crime); (3) to incorporate the convicted oﬀenders’ views in

Actions
DNA can be planted to incriminate
Diﬃcult to avoid leaving DNA in crime
scenes
Need to expand the criteria for inclusion of
DNA proﬁles in forensic databases and to
restrict the removal of proﬁles

a renewed debate about the balance between imperatives of
personal safety, human dignity, and individual privacy on the
one hand, and collective security, justice, and equality on the
other hand.
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We have developed novel Bio-Plex assays for simultaneous detection of Bacillus anthracis, Yersinia pestis, Brucella spp., Francisella
tularensis, and Burkholderia pseudomallei. Universal primers were used to amplify highly conserved region located within the
16S rRNA amplicon, followed by hybridized to pathogen-speciﬁc probes for identiﬁcation of these ﬁve organisms. The other
assay is based on multiplex PCR to simultaneously amplify ﬁve species-speciﬁc pathogen identiﬁcation-targeted regions unique to
individual pathogen. Both of the two arrays are validated to be ﬂexible and sensitive for simultaneous detection of bioterrorism
bacteria. However, universal primer PCR-based array could not identify Bacillus anthracis, Yersinia pestis, and Brucella spp. at the
species level because of the high conservation of 16S rDNA of the same genus. The two suspension arrays can be utilized to detect
Bacillus anthracis sterne spore and Yersinia pestis EV76 from mimic “write powder” samples, they also proved that the suspension
array system will be valuable tools for diagnosis of bacterial biothreat agents in environmental samples.

1. Introduction
The threat of bioterrorism has attracted great attention after
the letter containing anthrax spore terriﬁed the USA and
the letters with “white powder” ﬂied all over the world
[1]. When a bioterrorism attack occurred, rapid detection
and identiﬁcation of biothreat agents are important to
determine that the suitable actions should be implemented
to disinfect pollution and cure infected people. Now, greater
than 160 species of microorganisms have been recognized to
be pathogenic. Thirty of them could be used as bioweapons.
Bacillus anthracis, Yersinia pestis, Brucella spp., Francisella
tularensis, and Burkholderia pseudomallei were the typical
examples among the list [2]. The development of rapid,
sensitive, and high-throughput diagnostic methods to ﬁght
against bioterrorism and prevent serious epidemic diseases is
under urgent needs.
With the application of PCR and DNA sequencing technologies, comparison of the genome sequences of bacterial
species showed that the 16S rDNA gene is highly conserved

among individuals of the same species and among species
of the same genus and hence can be used as the “gold
standard” for classiﬁcation of bacteria [3–6]. Here, we report
a suspension array based on the 16S rDNA gene ampliﬁed
by universal primers, which is also called universal primer
PCR-based array. Due to the scope of the detection speciﬁcity
of our array design principles, the universal primer PCRbased array cannot speciﬁcally distinguish certain species
from bacteria of the same genus because of the conservation
of 16S rDNA sequences. Alternatively, a suspension-arraybased multiplex PCR was developed which ampliﬁes speciesspeciﬁc regions of above ﬁve bioterrorism bacteria. Biotin
labeled PCR products were hybridized to corresponding
probes coupling on the unique sets of ﬂuorescent beads. The
hybridized beads were processed through the Bioplex, which
identiﬁed the presence of PCR products. The hybridization
results of above two Luminex xMAP arrays showed sensitivity from 2.5 fg (Yersinia pestis) to 30 pg (Bacillus anthracis)
bacterial DNA.
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Table 1: The primers and probes for detection of Bacillus anthracis, Francisella tularensis, Yersinia pestis, Brucella spp. and Burkholderia
pseudomallei by multiplex PCR suspension arrays.
Target organism

Bacillus anthracis

Brucella spp.

Francisella tularensis

Yersinia pestis

Burkholderia pseudomallei

Name
BA-1-F
BA-1-R
BA-1-P
BA-2-F
BA-2-R
BA-2-P
Bru-F
Bru-R
Bru-P
FT-F
FT-R
Ft-P
YP-F
YP-R
Yp-P
BP-F
BP-R
Bp-P

Sequence (5 -3 )
TGGACGCATACGAGACATAAT
TGCTTTAGCGGTAGCAGAGG
GAAGAACGCAGGCTTAGATTGGT
TTTCATAATCATGGATTTCCCG
TTACCCAACATCATCTTCGCA
CTCGCTTTCATCGCATTTCTCCC
TGGCTCGGTTGCCAATATCAA
GCGCTTGCCTTTCAGGTCTG
TTACGCAGTCAGACGTTGCCTAT
GGGCAAATCTAGCAGGTCAAG
GCTGTAGTCGCACCATTATCCT
TGCTGGTTTAACATGGTTCTTTGG
ACTCAATGTTGTGACGAGGATG
TTACTTCTAATGCCATCAGGTAGC
AACAGTAAGCATCCAGTCGTTCATA
CGATCTCGTCAAGGTGTCGG
CCCCAGTTCATCTGATACTTGC
AGGTCAATTTCCCGAACAAGACT

2. Materials and Methods
2.1. Bacterial Strains. Bacteria, strains Bacillus anthracis
(170044), Bacillus subtilis (170314), Bacillus cereus (170315),
Bacillus megaterium (1700201), Bacillus thuringiensis (8268), Bacillus pumilus (63202), Francisella tularensis (410101),
Burkholderia pseudomallei (53001), Brucella abortus (544A),
Brucella suis (1330S), Curtobacterium citreum (82-3), Yersinia
pseudotuberculosis (12718), Brucella abortus (S19), Brucella
suis (S2), Brucella ovis (M5), and Burkholderia mallei (58)
were provided by State Key Laboratory of Pathogen and
Biosecurity of China. Bacteria strains Bacillus anthracis
(sterne), Yersinia pestis (Ev76), Pseudomonas aeruginosa
(ATCC15442), Staphylococcus aureus (189), Escherichia coli
(44104), Escherichia coli (O157:H7), Vibrio Parahaemolyticus
(239), Yersinia kristensenii (ATCC 33638), Yersinia frederiksenii (ATCC 33641), Yersinia intermedia (ATCC 29909),
Yersinia rohdei (ATCC 43380), Yersinia bercovieri (ATCC
43970), Yersinia mollaretii (ATCC 43969), and Yersinia enterocolitica (ATCC 9610) were stored in our laboratory.

2.2. DNA Extraction. Y. pestis were cultured on Hottinger’s agar (Land bridge, China), Brucella and Vibrio Parahaemolyticus were cultured on TSA medium (Difco),
B. anthracis were cultured on DSM sporulation medium
(Difco) [7], F. tularensis was cultured on 5% sheep blood
agar. All other reference strains used in this study were
cultured on LB medium. Bacterial cells were harvested
by centrifugation for 5 min at 8000 ×g and washed two
times with 200 μL ddH2O. The cell pellet was resuspended
in 200 μL ddH2O, boiled for 10 min, then centrifuged at
8000 ×g for 5 min. The supernatants were collected and

Gene location
capB

chromosome

BCSP31

fopA

chromosome

chromosome

Product size
430 bp

212 bp

223 bp

250 bp

220 bp

150 bp

stored at −20◦ C for measuring the DNA concentration by
spectrophotometer (NanoDrop ND-1000).
2.3. Primer and Probe Design. For multiplex PCR-based
array, 6 sets of primer pairs and probes were designed
(Table 1). The genome sequences of the Bacillus anthracis,
Yersinia pestis, Brucella spp., Francisella tularensis, and
Burkholderia pseudomallei were obtained from GenBank.
Multiple alignments using ClustalW were performed, and
the primer sequences and the probes were designed on
genus-speciﬁc regions, each consisting of a forward primer,
reverse primer, and probe designed to target unique genomic
sequences of speciﬁc bacterial. The two signatures for
detection of Bacillus anthracis used in this multiplex assay
were developed. The speciﬁcities of the primers and probes
were evaluated using the Blastn. For Universal PCR-based
array, primers 341a, 519b were designed to amplify conserved
regions of 16S rDNA gene for bacterial species (Table 2),
probes were designed in the ampliﬁcation region of PCR,
containing a 20 dTTP spacer at 5 end. Primers and probes
were synthesized by Sangon Co. Ltd, China.
2.4. PCR Ampliﬁcation. The genomic DNA of the reference
strains were used as template. Universal PCR reactions were
done in 50 μL of the master mix (Takara Biotechnology Ltd.,
Dalian, China). The optimum reaction mixture contained
takara premix 25 μL. 400 pmol of each primer, and 2 μL
of template DNA. Ultra-pure sterilized water was used for
negative control. All reactions were performed in a 9700
PCR machine (ABI Biosystem, USA) with the following
cycles: ﬁrst cycle, 95◦ C for 5 min; 35 cycles, 95◦ C for
40 s, 58◦ C for 30 s, and 72◦ C for 40 s, followed by a ﬁnal
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Table 2: The Universal primers and probes for detection of Bacillus anthracis, Francisella tularensis, Yersinia pestis, Brucella spp. and
Burkholderia pseudomallei by suspension arrays.
Target organism
16S rRNA universal primers
Bacillus anthracis
Brucella spp.
Francisella tularensis
Yersinia pestis
Burkholderia pseudomallei

extension of 7 min at 72◦ C. Multiplex PCR reactions used
the same ampliﬁcation conditions and the primer and
probe sets were ﬁrst individually tested and then tested
in mixtures. The optimal multiplex PCR reagents are the
concentration of Taq polymerase, ddNTP, Mg2+ and primers.
Not only the multiplex PCR reagents but the PCR annealing
temperature, hybridization temperature, hybridization time,
and the amount of PCR product were optimized as well.
2.5. Beads Coupling and Hybridization. The probes (Tables
1 and 2) were coupled to carboxylated beads (Luminex)
internally dyed with a unique spectral address by modiﬁed
carbodiimide coupling method [8]. Coupling eﬃciency was
assessed by biotinylated oligonucleotide that was complementary to the probe sequence, the beads were stored in
TE buﬀer (pH 8.0) in the dark at 4◦ C. Each hybridization
reaction in a total volume of 50 μL was performed in a 9700
PCR machine (ABI Biosystem, USA) by mixing of 5∼17 μL
PCR product, 33 μL 1.5 × TMAC (4.5 M TMAC, 0.15%
Sarkosyl, 75 mM Tris-HCl, 6 mM EDTA) containing 5000
beads of each conjugate, and up to 50 μL of TE buﬀer. The
hybridization protocol was as follows: an initial denaturing
step of 10 min at 95◦ C, followed by incubation for 15 min
at 55◦ C. Then, the reaction system was transferred to a
96-well ﬁlter plate (Millipore Corporation, USA), washed
two times with 6 × SSPET (6 × SSPE, 0.01% Triton X100) with vacuum ﬁltration, and incubated for 10 min at
room temperature with 75 μL 4 ng/μL SA-PE (Molecular
Probe). Each well was corresponded to one test sample,
and the product of PCR negative control was used as
hybridization-negative control. The hybridized beads were
washed again with 75 μL 1× TMAC and resuspended in 75 μL
1 × TMAC. Data for each sample was collected using a
Bioplex workstation (Bio-Rad, USA). For each probe (bead
set) in a certain sample well, the MFI value was calculated
from the signals of at least 100 beads. The experiment was
repeated two to three times for each test sample to conﬁrm
the results. A detection threshold value was deﬁned for each
probe as two times of average background signal for that
probe. Signals above the detection threshold were considered
as positive.
2.6. Sensitivity and Speciﬁcity of Assays. Tenfold dilution
series of Bacillus anthracis Sterne, Francisella tularensis,
Yersinia pestis EV76, Brucella spp. M5, and Burkholderia

Name
341a
519b
B.a
Bru
F.t
Y.p
B.p

Sequence (5 -3 )
CCTACGGGAGGCAGCAGT
ATTACCGCGGC(T/G)GCTG
AAGTGCTAGTTGAATAAGCTGGCAC
GGAGAAGATAATGACGGTAACCCGA
GCCTCAAGGTTAATAGCCTTGGGGA
AAGGGGTTGAGTTTAATACGCTCAA
AATCATTCTGGCTAATACCCGGAGT

pseudomallei was diluted and used to test the sensitivity of
the assay as described above. Reference bacterial strains were
chosen to test the speciﬁcity of the assay.
2.7. Assessment of Array by Bacterial Strains and “White
Powder” Samples. To evaluate the potential use of our assay
for the detection of “white powder” sample, tenfold dilution
series of fresh culture of B. anthracis vaccine strain Sterne
spore in DSM (Difco) and Y. pestis vaccine strain EV76 in
Hottinger’s agar (Land bridge, China) were prepared. 500 μL
of each dilution was added to 0.1 g ﬂour (milk powder, corn
starch, wheat ﬂour, instant fruit-ﬂavored drink mix powder)
with vortexing and incubated for 2 hr at room temperature.
The negative control was ﬂour without contamination.
500 μL of PBS (150 mM NaCl, 1.7 mM KH2 PO4 , 5 mM
Na2 PO4 (pH7.4)) was added to each sample and vortexed,
then centrifuged at 10000 ×g for 3 min, the supernatant
was collected and washed with PBS for three times, centrifuged at 12000 ×g for 1 min each time. DNA extraction,
PCR, hybridization, and data analysis were performed as
described.

3. Results and Discussion
In the work discussed here, we developed two Bio-Plex assays
for simultaneous detection of Bacillus anthracis, Yersinia
pestis, Brucella spp., Francisella tularensis, and Burkholderia
pseudomallei. For universal primer PCR method, the 16 s
rDNA of those ﬁve bacterial was ampliﬁed, then the PCR
products were hybridized with encoded beads labeled by
speciﬁc 16 s rDNA probe of each pathogen. Whereas multiplex PCR method was developed to simultaneously amplify
multiple speciﬁc genes of diﬀerent pathogens in a single tube,
then the PCR products were hybridized with encoded beads
labeled by speciﬁc probe against target gene. The results were
compared between the universal primer PCR and multiplex
PCR method.
3.1. Optimization of PCR Ampliﬁcation. In this assay, 16 s
rDNA was ampliﬁed by the average size of 250 bp as
Figure 1 indicated the gel electrophoresis with universal
primer PCR ampliﬁcation. The multiplex PCR factors have
been optimized to approach the best reaction condition.
The optimum reaction mixture contained 30 μL of of the
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Figure 1: Gel electrophoresis (1% agarose gel) of the ampliﬁcation
products by universal primers PCR. Lane 1. Francisella tularensis;
Lane 2. Burkholderia pseudomallei; Lane 3. Yersinia pestis EV76;
Lane 4. Brucella spp. M5; Lane 5. Bacillus anthracis Sterne; M:
DL2000 DNA Marker.
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Figure 2: Gel electrophoresis (1% agarose gel) of the ampliﬁcation
products by multiplex PCR Lane 1.blank; Lane 2. Bacillus anthracis
Sterne; Lane 3. Yersinia pestis EV76; Lane 4. Francisella tularensis;
Lane 5. Brucella spp. M5; Lane 6. Burkholderia pseudomallei; Lane 7.
DL2000 DNA Marker.

primer PCR and multiplex PCR in individual species.
We observed that a semilogarithm dose-response curve
between the MFI and DNA concentration followed a
dynamic range. The universal primer PCR-coupled liquid
bead array was capable of detecting the speciﬁc target
sequence when a minimum amount of 0.8 pg Burkholderia
pseudomallei, 40 pg Brucella spp., 14 pg Bacillus anthracis,
0.2 pg Francisella tularensis, or 2.2 pg Yersinia pestis genomic
DNA template was present in the PCR ampliﬁcation reactions; the multiplex PCR-suspension array was sensitive
with a detection limit of 0.62 pg Burkholderia pseudomallei, 22.5 pg Brucella spp., 70 pg Bacillus anthracis, 0.95 pg
Francisella tularensis, and 50 fg Yersinia pestis genomic
DNA template. A negative control was added as previously
described [9].
3.3. Array Speciﬁcity. Twenty-eight reference strains of certain bacterial species were tested for evaluation of the
speciﬁcity of the two arrays. Table 3 indicated there are
cross reactions existed among the same genus for universal
primer PCR-based array. Such as it was positive signals
for Bacillus thuringiensis, Bacillus cereus samples using the
probes speciﬁc to Bacillus anthracis. Whereas there is no
false-positive result or cross reactivity observed in multiplex
PCR-based assay. Figure 4 shows the speciﬁcity of multiplex
PCR array in a 3D axis with a matrix of each combination of
four bacteria species by each multiplex array bead. The high
MFI column indicated that each bead was only positive to its
corresponding bacterium but not the other four bacteria.
3.4. Detectability from Cultures and White Powder Mixture.
As shown in Figure 5, we identiﬁed B. anthracis spore, and
Yersinia pestis EV76 in simulated “white powder”, 10000
cells/0.1 g powder of B. anthracis spore and 500 cfu/0.1 g
powder of Yersinia pestis EV76 showed positive signals when
tested by both two assays, which are signiﬁcantly below
the median lethal dose (LD50) of 8000∼10000 cfu Bacillus
anthracis [10] and 3000 cfu Yersinia pestis [11]. The results
suggested these two types of arrays have enough detective
ability to detect suspect bioterrorism agents from white
powders with high sensitivity and good dynamic detection
range.

4. Conclusion
master mix, 80 pmol of primer FT-F, FT-R, BP-F, BP-R, BA1-F, BA-1-R, 100 pmol of primer BA-2-F, BA-2-R, YP-F, YPR, 120 pmol of primer Bru-F, Bru-R each, 2 μL of DNA
template. Thermal cycles included 1 cycle of 95◦ C for 10 min,
32 cycles of 95◦ C for 30 s, 58◦ C for 30 s, and 72◦ C for 30 s,
followed by a ﬁnal extension of 7 min at 72◦ C. Figure 2 shows
the gel electrophoresis the multiplex PCR products.
3.2. Array Sensitivity of Universal Primer PCR Array versus
Multiplex PCR Array. The limits of detection for each
bacterium were tested in universal primer PCR-based array
and multiplex PCR-based array. Figure 3 shows the limits
of detection for each set of primers when tested universal

Dozens of techniques have been developed for detecting
and identifying biothreat agents by cell culture, lateral
immunological ﬂow, PCR, biosensor, solid- or liquid-based
biochip and analytical chemistry (GC and MS, etc.) methods
[9, 12, 13], biochemistry-based techniques, and analytical
chemistry method [14–17]. However, detecting potential
biological agents in environmental and clinical samples
requires assays that can recognize multiple analytes simultaneously to reduce the responding time and minimize the
impact of the bioattack. In this study, we have developed
a rapid high-throughput suspension array for simultaneous
detection of Bacillus anthracis, Yersinia pestis, Brucella spp.,
Francisella tularensis, and Burkholderia pseudomallei.
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Figure 3: Comparison of detection sensitivity of multiplex PCR-based and universal primers PCR-coupled assay, the inlet shows the cut-oﬀ
value of two assays. (a) Bacillus anthracis; (b) Yersinia pestis; (c) Francisella tularensis; (d) Brucella spp.; (e) Burkholderia pseudomallei.
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Figure 4: Speciﬁcity test of probes in multiplex primer PCR-coupled suspension array. For each tested agent (x-axis), the response of each
of six beads is shown (y-axis). Response is given as the median ﬂuorescent intensity (MFI) at z-axis. Dotted bars indicate the probe of BA1-coated bead; grid bars correspond to BA-2; right-slash bars are Yp-2; straight bars are Bru-2; right-dot bars indicate Ft-2; zigzag bars are
Bp-2. From the y-axis, B is the blank blocks; Ba is Bacillus anthracis Sterne; Yp is Yersinia pestis EV76; Bru is Brucella spp. M5; Ft is Francisella
tularensis and Bp is Burkholderia pseudomallei. The six bacterial coated beads are from species Bacillus anthracis, Yersinia pestis, Brucella
abortus, Francisella tularensis, and Burkholderia pseudomallei, respectively. Each sample yields an appropriate response from each of the six
beads present.
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Figure 5: Detectability for white powder mixture. (a) Bacillus anthracis sterne spore 102 ∼109 cells/0.1 g detected in white powder. (b)
Yersinia pestis Ev76 5 × 101 ∼5 × 108 cfu/0.1 g detected in white powder.
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Table 3: Speciﬁcity test of universal primer PCR-coupled suspension array.
Species
Bacillus anthracis
Bacillus subtilis
Bacillus cereus
Bacillus megaterium
Bacillus thuringiensis
Bacillus pumilus
Francisella tularensis
Burkholderia
pseudomallei
Brucella abortus
Brucella suis
Curtobacterium
citreum
Yersinia
pseudotuberculosis
Brucella abortus
Brucella suis
Brucella ovis
Burkholderia mallei
Bacillus anthracis
Yersinia pestis
Pseudomonas
aeruginosa
Staphylococcus aureus
Escherichia coli
Escherichia coli
Vibrio
Parahaemolyticus
Yersinia kristensenii
Yersinia frederiksenii
Yersinia intermedia
Yersinia rohdei
Yersinia bercovieri
Yersinia mollaretii
Yersinia enterocolitica

Strain

Brucella Spp.

170044
170314
170315
1700201
82–68
63202
410101

−

Bacillus
anthracis
+

−

−

−

−

−

−

−

+

−

−

−

−

−

−

−

−

−

−

−

+

−

−

−

−

−

−

−

−

−

−

−

−

+

−

−

−

53001

−

−

−

−

+

−

544A
1330S

+
+

−

−

−

−

−

−

−

−

−

−

82-3

−

−

−

−

−

−

12718

−

−

−

+

−

−

S19
S2
M5
58
sterne
Ev76

+
+

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

+

−

−

+

−

−

−

−

−

−

−

+

−

−

ATCC15442

−

−

−

−

−

−

189
44104
O157 : H7

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

239

−

−

−

−

−

−

ATCC 33638
ATCC 33641
ATCC 29909
ATCC 43380
ATCC 43970
ATCC 43969
ATCC 9610

−

−

−

−

−

−

−

−

−

+

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

−

The highly conserved 16S rRNA gene makes a remarkable
role in analysis of evolutionary distance and relatedness
of organisms and has a widespread use for bacterial identiﬁcation and taxonomy determination. The results from
16 s rRNA universal primer PCR-based suspension array
suggested that this method could be used to detect almost all
of the bacterial. However, it should be noted that this method
could not identify bacterial species with highly conserved
16 s rDNA sequence. In our study, Bacillus anthracis, Bacillus
thuringiensis, and Bacillus cereus belong to same genus,
which has 99% identity of 16 s rDNA [18]. The results
also showed high positive signals for Bacillus thuringiensis,
Bacillus cereus samples using the probes speciﬁc to Bacillus anthracis. The similar results were also observed for

Francisella
tularensis

Yersinia pestis

Burkholderia
pseudomallei

BSA

−

−

−

−

Yersinia pestis and Brucella spp. It suggested that the universal
primer PCR-based suspension array could not be used to
determine diﬀerent bacteria in the same genus. In an eﬀort
to distinguish ﬁve bioterrorism bacteria speciﬁc to species
as list above, we conducted multiplex PCR to target on
unique genomic sequence of speciﬁc pathogen in a same
suspension array. Those signature primers target on diﬀerent
genomic regions of the pathogen, increased the speciﬁcity
of an array, and reduced the risk of false-positive results.
Two detectable targets of B. anthracis, signature gene on the
bacteria genome and capB gene [19] located on plasmid
pXO2, were chosen, as the pXO2 plasmid is important to
the virulence of B. anthracis. Brucella spp. target in BCSP31
gene [20], Francisella tularensis target in fopA gene [21],

8
the detection targets in chromosome of Y. pestis [22] and
Burkholderia pseudomallei [23] were both speciﬁc on the
genome. However, not as universal primer PCR-based array,
we could not continuously increase signature targets in the
multiplex PCR-based suspension array system due to the
increased complexity of multiplexed reaction.
Powders were one of the most common nonclinical
specimens submitted to designated laboratories. Artiﬁcially
contaminated samples were prepared as simulated ﬁeld
samples to access the feasibility of the assay established above.
In this study, we developed two suspension array methods for
rapid detection of Bacillus anthracis, Yersinia pestis, Brucella
spp., Francisella tularensis, and Burkholderia pseudomallei.
with good sensitivity and speciﬁcity, which signiﬁcantly
reduces the detection time due to simultaneous detection
of ﬁve pathogens. The results suggest the feasibility of using
suspension array system in biological weapons diagnosis for
environmental samples.
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Finger vein recognition is a promising biometric recognition technology, which veriﬁes identities via the vein patterns in the
ﬁngers. In this paper, (2D)2 PCA is applied to extract features of ﬁnger veins, based on which a new recognition method is proposed
in conjunction with metric learning. It learns a KNN classiﬁer for each individual, which is diﬀerent from the traditional methods
where a ﬁxed threshold is employed for all individuals. Besides, the SMOTE technology is adopted to solve the class-imbalance
problem. Our experiments show that the proposed method is eﬀective by achieving a recognition rate of 99.17%.

1. Introduction
Finger vein recognition is a promising biometric recognition
technology which veriﬁes identities through ﬁnger vein
patterns. Medical studies have shown that the ﬁnger vein
pattern is unique and stable. In detail, the ﬁnger veins of an
individual are diﬀerent from the others’, and even the veins
captured from a single individual are quite diﬀerent from one
ﬁnger to another. Furthermore, the ﬁnger veins are also
invariant for healthy adults.
Compared with ﬁngerprints, ﬁnger veins are hard to be
forged or stolen as they are hidden inside the ﬁngers. The
contactless captures of ﬁnger veins also ensure both convenience and cleanliness, and they are user-friendly. Furthermore, Finger veins are less aﬀected by physiology and
environment factors such as dry skin and dirt.
A typical ﬁnger vein recognition process is composed of
the following four steps. Firstly, the ﬁnger vein images are
obtained via the ﬁnger vein capturing devices. Secondly, the
ﬁnger vein images are preprocessed. Thirdly, the features are
extracted. Finally, the ﬁnger vein images are matched based
on the extracted features.
The preprocessing procedure includes image enhancement, normalization, and segmentation. For image enhancement, Yang and Yan incorporated directional decomposition
and Frangi ﬁltering to enhance the image quality [1].

Yu et al. proposed an enhancement algorithm based on
multi-threshold combination [2]. Yang and Yang introduced
multi-channel Gabor ﬁlter to enhance the images and
obtained better performance [3]. Finger vein segmentation
is also a very important step, and there are some typical
methods including line tracking [4], mean curvatures [5],
and region growth-based feature [6]. A detailed description
of these approaches is beyond the scope of this paper.
However, a summary of these approaches with the typical
references is provided in Table 1.
PCA is a popular linear dimensionality reduction and
feature extraction technology. It has extensive applications
in image processing. Wu and Liu extracted the PCA features
and then trained a neural network for matching, which
results in a high recognition rate [7]. Since PCA transforms
the 2-dimensional image matrix to a 1-dimensional vector,
the covariance matrix is always large in size and it is time
intensive to obtain the projection matrix which is composed
of the covariance matrix’s eigenvectors. Yang et al. proposed
2DPCA to reduce the size of the covariance matrix and save
time for computing projection matrices [8]. In order to
represent the characteristics of the 2-dimensional images
more accurately, Zhang and Zhou introduced (2D)2 PCA
which can reﬂect the information of the image in row and
column directions, respectively, use less time to compute the
projection matrix, and get better experimental results on
face recognition [9].
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Table 1: Methods for personal authentication using ﬁnger vein recognition.

References
[4]
[5]
[13]
[14]
[15]
[16]
[10]
[7]
[11]

Method
Linetracking
Mean curvature
Wide line detector
Statistical vein energy
Moment invariants
Sliding window matching
Manifold learning
PCA + BP network
PCA + LDA + SVM

Recently, more and more researchers apply machine
learning methods to ﬁnger vein recognition. Liu et al. introduced manifold learning to ﬁnger vein recognition [10]. Wu
and Liu used PCA and LDA to extract features and train
a SVM model for recognition [11]. Measuring the distance
of the two samples is the premise of machine learning. For
example, KNN requires a distance metric to ﬁnd the neighbors of the target instance and then conducts classiﬁcation
or regression based on the distance metric. Typical distance
metrics, such as Euclidean distance, make signiﬁcant contribution in some application domains. In some conditions,
these metrics cannot satisfy the assumption that the distances
between instances from the same class are small while those
from diﬀerent classes are large. It limits the utilities of most
machine learning methods.
There are two challenges for ﬁnger vein recognition: (1)
how to eﬃciently extract distinguishing features and (2) how
to design a strong classiﬁer with high recognition rate and
fast recognition speed to make the system more practical in
real-world applications.
To overcome these two challenges, in this paper we
apply (2D)2 PCA to extract the features from ﬁnger vein
images. In order to address the shortcoming of traditional
distance-metric-based classiﬁers, we build a classiﬁer for each
individual based on metric learning. With regard to training
samples of each classiﬁer, the number of positive samples is
inadequate as compared to the negative samples. Thus, we
use SMOTE technology to oversample the positive samples
to balance the two classes before training the classiﬁer. The
experimental results show that the proposed method has
good performance on ﬁnger vein recognition.
The rest of this paper is organized as follows. The technical background is brieﬂy introduced in Section 2. The proposed method is described in Section 3. Experimental results
are provided in Section 4. Finally, this paper is concluded
in Section 5.

2. Technical Background
2.1. (2D)2 PCA. PCA is a typical linear dimensionality
reduction and feature extraction method. Due to the transformation from the 2-dimensional image matrix into a
1-dimensional column vector, PCA often makes the size
of the corresponding covariance matrix too large, and

Database ﬁngers × samples per each
339 × 2 images
125 × 9 images
10, 140 × 5 images
100 × 10 images
50 × 4 images
76 × 6 images
164 × 70 images
10 × 10 images
10 × 10 images

Performance
EER: 0.145%
EER: 0.25%
EER: 0.87%
CCR: 98.7%
EER: 8.93%
EER: 0.54%
EER: 0.8%
CCR: 99%
CCR: 98%

computing the eigenvectors and eigenvalues becomes timeconsuming. In order to solve this problem, Yang et al.
proposed 2DPCA to extract the features [8]. 2DPCA directly
uses the image matrix to compute PCA features without
transforming the 2-dimensional image matrix into a 1dimensional column vector. Therefore, it reduces the size of
corresponding covariance matrix and obtains the feature
projection matrix with less time. However, 2DPCA works
only for the row direction of images. To address the problem,
Zhang and Zhou proposed (2D)2 PCA which captures the
image information from not only the row direction but also
the column direction [9]. The experimental results show that
(2D)2 PCA outperforms 2DPCA and PCA in terms of both
recognition rate and running time. The process of (2D)2 PCA
is described as follows.
Considering M ﬁnger vein images, which are denoted
. . . , AM , we compute the mean image matrix as A =
by A1 , 
(1/M) j A j and the image covariance matrix G as
G=

M
T 

1 
Aj − A
Aj − A .
M j =1

(1)

For a random image matrix A, the key of obtaining the
new features is to get the projection matrix X ∈ Rn×d , n  d.
Then the new features are calculated as Y = AX. The total
scatter of the projected samples is used to determine a good
projection matrix X, where the total scatter of the projected
samples can be characterized by the trace of the covariance
matrix of the projected feature vectors. From this point of
view, we adopt the following criterion:
 

J(X) = trace E (Y − E(Y))(Y − E(Y))T



 

T
= trace E (AX − E(AX))(AX − E(AX))


 
T
= trace XT E (A − E(A)) (A − E(A)) X .

(2)

So,




J(X) = trace XT GX .

(3)

It has been proven that J(X) gets the maximum when
the projection matrix X is composed by the d orthonormal
eigenvectors coupled to the d largest eigenvalues. In so
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Before linear transformation,
traditional distance metric

After linear transformation, get new
distance metric

Figure 1: An example of LMNN.

saying, X obtains the optional value, and d can be controlled
by setting a threshold as follows:
d
λ
ni=1 i  θ,

(4)

j =1 λ j

where θ is a user-speciﬁc threshold and λ1 , λ2 , . . . , λn is the
top-n largest eigenvalues of G.
Because X only reﬂects the information in the row
direction, Zhang and Zhou proposed alternative 2DPCA
which reﬂects the information in the column direction
and combines 2DPCA with alternative 2DPCA to obtain a
new method called (2D)2 PCA [9]. Here is the process of
alternative 2DPCA.
T T

T

(n)
Let the image matrix A j = [(A(1)
j ) , . . . , (A j ) ] , and
(1) T

T
(n) T

the mean image matrix A = [(A ) , . . . , (A ) ] ,
(i)
(i)
(i)
where A(i)
j and A , denote the ith row vector of A j and A
respectively. The image covariance matrix can be rewritten as
G1 =

M m
 

1    (k)
(k) T
(k)
Aj − A
A(k)
.
j −A
M j =1 k=1

(5)

Similarly, to achieve the projected matrix X in 2DPCA,
we can obtain the projection matrix Z ∈ Rm×q from (2)
and (5). We can also compute q in the same manner as we
compute d in 2DPCA.
Using the projected matrix X, Z in 2DPCA and alternative 2DPCA, respectively, we can obtain the new feature
C = ZT AX.

(6)

We can see from (6) that the new feature C reﬂects more
information of the image than the features obtained by
2DPCA and alternative 2DPCA. Furthermore, the dimension
of C is smaller, and thus (2D)2 PCA costs less time than
2DPCA and alternative 2DPCA for image processing.

2.2. Metric Learning. Most machine learning methods use
distance metrics to measure the dissimilarity of instances.
Metric learning is able to learn an appropriate distance
metric. The main task of the metric learning is to ﬁnd a
better distance metric, based on which the distances between
the samples from same class become small while those from
diﬀerent classes become large. This helps to improve the
performance of the machine learning methods.
To overcome the shortage of the KNN classiﬁer using
Euclidean distance, Weinberge et al. proposed a metric learning method called LMNN (Large Margin Nearest Neighbor)
[12] which learns a distance metric to improve the performance of KNN classiﬁers. The metric is obtained by learning
a linear transformation matrix L. With this distance metric,
the distance between the same-class instances becomes
smaller, and they are separated from the other instances by
a large margin. The details are as follows.
Let Xi ∈ Rd (i = 1, . . . , n) denote the feature vector of
training instances and let yi be the corresponding label. The
essence of LMNN is to obtain a new distance D(xi , x j ) =
2
T
L(xi − x j ) = (xi − x j ) LT L(xi − x j ) after learning a linear
transformation L matrix. With this distance metric, the
distance between the instance and its k nearest neighbors
will be minimized and the distance between the instances in
diﬀerent classes will be larger. Figure 1 shows an example of
LMNN.
In Figure 1, green circles denote instances from the ﬁrst
class, yellow squares denote instances from the second class,
and red squares denote instances from the third class.
Consider the instance denoted by the white circle, which is
treated as a test instance from the ﬁrst class, in our following
analysis. Based on Euclidean distance, we ﬁnd 4 nearest
neighbors, and this test instance is misclassiﬁed into the
second class. However, using the LMNN-learned metric; this
instance is separated from the second and the third instances.
The distance between this instance and its neighbor is small.
Now it is correctly classiﬁed into the ﬁrst class.
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Input training samples

Preprocessing

Input testing sample

Preprocessing

Feature extraction by
(2D)2 PCA, label the samples

Feature extraction
by (2D)2 PCA

Increase positive samples
with SMOTE

Learn new distance metric
transformation L matrix

Build KNN classiﬁer based
on the new distance metric

Recognition result

Figure 2: The proposed framework for ﬁnger vein recognition.

2.3. SMOTE. The performance of machine learning algorithms is typically evaluated by prediction accuracy. However, this is not applicable when the data is imbalanced.
Existing solutions to the class imbalance problem can be
divided into two categories. One is to assign distinct costs
to training examples. The other is to resample the original
dataset, either by oversampling the minority class and/or
undersampling the majority class.
Chawla et al. proposed an oversampling approach called
SMOTE where the minority class is oversampled by creating
“synthetic” examples [17]. The minority class is oversampled
by taking each minority class sample and introducing
synthetic examples along the line segments joining any/all
of the k minority class nearest neighbors. Depending upon
the amount of oversampling required, neighbors from the k
nearest neighbors are randomly chosen.

input a test sample to every classiﬁer and identify which
individual this sample belongs to.
In the training process, it is necessary to preprocess the
infrared images of the ﬁnger veins. Preprocessing includes
grayscale, ROI selection, and normalization (e.g., size normalization and gray normalization). After the preprocessing,
we apply (2D)2 PCA to extract the features of the training
samples. Then we label the samples as positive and negative
class accordingly and oversample the positive samples with
SMOTE. We learn a new distance metric, that is, the
transformation matrix L, with LMNN. Finally, we build the
individual KNN classiﬁer based on this new distance metric.
The preprocessing and feature extraction in the recognition process are similar to that in the training process. After
that, we input the features of the samples to train classiﬁer to
verify the individual based on the classiﬁcation result.

3. The Proposed Method

3.1. Preprocessing. The preprocessing includes image grayscale, ROI selection, size normalization, and gray normalization.

The proposed method includes training process and recognition process. As shown in Figure 2, a classiﬁer is built for each
individual, and the samples from a certain individual are
treated as positive and others are negative. In the veriﬁcation
mode, we input a test sample to corresponding classiﬁer to
verify whether the sample comes from this individual based
on the classiﬁcation result. In the identiﬁcation mode, we

3.1.1. Image Grayscale. The original image (an example is
shown in Figure 3(a)) is a 24-bit color image with a size of
320 × 240. In order to reduce the computational complexity,
we transform the original image to an 8-bit image based on
the gray-scale equation Y = R ∗ 0.299 + G ∗ 0.588 + B ∗
0.114, where R, G, and B denote the value of red, green, and
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Figure 4: The ﬁnger vein capture device.


(a)

(b)

(c)

(d)

Figure 3: Examples of preprocessing.

blue. These three color components are coded by 8 bits. Y is
the value of pixel after gray-scale transformation.
3.1.2. ROI Selection. As the background of ﬁnger vein region
might include noise, we employ an edge-detection method
to segment the ﬁnger vein region from the
image.
 gray-scale

A Sobel operator with a 3 × 3 mask

−1 0 1
−2 0 2
−1 0 1

is used for

detecting the edges of ﬁngers. The width of the ﬁnger region
can be obtained based on the maximum and minimum
abscissa values of the ﬁnger proﬁle, and the height of the
ﬁnger region is similarly detected. A rectangle region can
be captured based on the width and height. This rectangle
region is called ROI (as shown in Figure 3(b)).
3.1.3. Size Normalization. The size of the selected ROI is
diﬀerent from image to image due to personal factors such
as diﬀerent ﬁnger size and changing location. Therefore it is
necessary to normalize the ROI region to the same size before
the feature extraction process by (2D)2 PCA. We use bilinear
interpolation for size normalization in this paper, and the
size of the normalized ROI is set to be 96 ∗ 64 (as shown
in Figure 3(c)).
3.1.4. Gray Normalization. In order to extract eﬃcient features, gray normalization is used to obtain a uniform gray
distribution (as shown in Figure 3(d)). Formally, we have


p i, j − G1
,
p i, j =
G2 − G1


(7)

where p (i, j) is the pixel value of the original image, G1 is the
min pixel value of original image, G2 is the max pixel value
of original image, and p(i, j) is the pixel value of image after
gray normalization.
3.2. Training Process. After the preprocessing, we extract the
features for each image by (2D)2 PCA and assign labels for
them. A classiﬁer is trained for every individual, where the
samples belonging to this individual are treated as positive
and others are negative. We oversample the positive samples

by SMOTE to obtain an augmented training set which
achieves class balance in general. LMNN is then used on the
augmented training set to obtain a transformation matrix L.
With this new distance metric, a KNN classiﬁer is built for
classiﬁcation.
3.3. Recognition Process. In the veriﬁcation mode, we input
the feature vector of a test sample to a classiﬁer which represents a certain individual, and then we verify whether the
sample belongs to this individual based on the classiﬁcation
result. In the identiﬁcation mode, we employ all classiﬁers to
classify the test sample. If only a classiﬁer C classiﬁes it as
positive class, this sample belongs to the individual which
corresponds to the classiﬁer C. If there are many classiﬁers
classifying the sample as positive class, then we use the
training accuracy rate for decision making: the sample
belongs to the individual that corresponds to the classiﬁer
with the best training accuracy.

4. Experimental Result and Analysis
4.1. Database. The experiments were conducted using our
ﬁnger vein database which is collected from 80 individuals’
(including 64 males and 16 females, Asian race) index ﬁngers
of right hand, where each index ﬁnger contributes 18 ﬁnger
vein images. Each individual participated in two sessions,
separated by two weeks (14 days). The age of the participants
was between 19 and 60 years, and their occupations included
university students, professors, and workers at our school.
The capture device was manufactured by the Joint Lab
for Intelligent Computing and Intelligent System of Wuhan
University, China, which is illustrated in Figure 4.
The original spatial resolution of the data is 320 × 240.
After ROI extraction and size normalization, the size of the
region used for feature extraction is reduced to 96 × 64.
Samples collected from the same ﬁnger belong to the same
class. Therefore, there are 80 classes, where each class
contains 18 samples in our database. Some typical ﬁnger
vein images are shown in Figure 5.
4.2. Experimental Settings. All the experiments are implemented with MATLAB and conducted on a machine with
2.4 G CPU and 4 G memory.
We design three experiments to verify the eﬃciency of
the proposed method. In Experiment 1, we extract features by (2D)2 PCA and then compare the classiﬁcation
performance of the metric-learning-based method and the
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(a)
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(c)

(e)

(f)

(d)

Figure 5: Sample ﬁnger vein images.

classic Euclidean-distance-based method. In Experiment 2,
we compare the classiﬁcation performance of KNN classiﬁer
combined with LMNN using diﬀerent number of training
samples. In Experiment 3, we employ the SMOTE technology
to further boost the performance.
Experiment 1. In this experiment, we ﬁrst generate four data
sets as follows. We select 480, 720, 960, and 1200 images (i.e.,
6, 9, 12, and 15 images for each individual) for training, and
the rest of 960, 720, 480, and 240 images (i.e., 12, 9, 6, and
3 images for each individual) are left for testing, respectively.
The Euclidean-distance-based recognition method works in
the following way. We treat the training samples from each
individual as the positive class and construct a center point
for each class, where the ith feature of the center point is
calculated by averaging the corresponding feature values of
the training samples. As there are 80 individuals, we then
obtain 80 center point Ci (i = 1, 2, . . . , 80). For any testing
sample C, we estimate the Euclidean distances from sample C
2
to each center point, D(C, Ci ) = C − Ci  (i = 1, 2, . . . , 80).
If (C, C j ) = min D(C, Ci )(i = 1, 2, . . . , 80), then C goes to the
jth class.

The metric-learning-based method works similarly as the
Euclidean-distance-based method except for the usage of
2
the learned distance metric D(C, Ci ) = L(C − Ci ) (i =
1, 2, . . . , 80). The recognition rates of these two methods are
compared in Table 2.
It is clearly seen that the recognition rate of the metriclearning-based method is higher than the Euclidean-distance-based method. With distance metric transformation,
two samples from diﬀerent classes with small Euclidean distance are dragged farther. On the other hand, two samples
from the same class with large Euclidean distance are pulled
closer. Furthermore, the samples from diﬀerent classes are
separated by a large margin. Next we are going to provide an
intuitive explanation based on the example shown in Figures
6 and 7.
These two ﬁgures show the data distribution of the data
set with 480 training samples and 960 testing samples. We
obtain 25 features for each sample using (2D)2 PCA and
select 2 features with the largest contribution to Euclidean
distance metric. These two features constitute the vertical
and horizontal coordinates of Figure 6. Similarly, these two
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Table 2: The recognition rates of the compared methods.
Euclidean-distance-based method
78.96%
82.08%
86.25%
84.58%

480 training, 960 testing
720 training, 720 testing
960 training, 480 testing
1200 training, 240 testing
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300
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400

200
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150
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−200
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−400
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−600
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−800
−300 −200 −100

0

100
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500
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−100
−50

0

50

100
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200

250

300

Positive training instances
Positive testing instances
Negative training instances
Negative testing instances

Positive training instances
Positive testing instances
Negative training instances
Negative testing instances

Figure 6: Samples distribution with Euclidean distance metric.

Metric-learning-based method
86.46%
91.25%
92.29%
93.75%

Figure 7: Samples distribution with new distance metric using
LMNN.
0.97

Experiment 2. In this experiment, we select 6, 9, 12, and
15 images from each individual as training samples to
build a KNN classiﬁer. The underlying distance metric for
each individual is learned by LMNN. Here the number of
neighbors, that is, k, is empirically set to be 3 in KNN. We

0.96
0.95
Recognition rate

features are transformed to a new metric space using LMNN,
as shown in Figure 7. The samples of the ﬁrst individual
(including 6 training images and 12 testing images) are
treated as positive, and the rest of them are considered as
negative. In Figures 6 and 7, we use red plus to denote
positive training samples, green plus for positive testing
samples, blue star for negative training samples, and yellow
star for negative testing samples. It is shown from Figure 6
that it is diﬃcult to distinguish the ﬁrst class from the
others because the distances between samples in the ﬁrst
class and the other classes are indiscriminating. This inherent
drawback of the Euclidean distance signiﬁcantly reduces the
recognition performance. However, by using LMNN, the
samples in the ﬁrst class are gathered together, as shown in
Figure 7. In detail, the positive samples are located mainly in
the area of abscissa value between 0 and 10. On the contrary,
most negative samples are scattered out. This makes it easier
to discriminate samples in the ﬁrst class from samples in the
other classes.

0.94
0.93
0.92
0.91
0.9

6

7
8
9
10
11
12
13
14
15
The number of the training samples of each individual

Figure 8: The recognition rates with diﬀerent numbers of training
images.

obtain diﬀerent recognition rates with diﬀerent numbers of
training samples, and the experimental results are shown in
Figure 8.
Overall, the recognition rate increases with the number
of training images increases. When the number of the
training images goes to 15, the recognition rate reaches
96.67%. It is also worth noting that, as compared to Table 2,
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Table 3: The recognition rate by SMOTE.

Without SMOTE
SMOTE-5
SMOTE-10
SMOTE-20
SMOTE-30
SMOTE-40
SMOTE-50

96.67%
96.67%
96.67%
98.75%
98.33%
99.17%
99.17%

the KNN-based method outperforms the above-mentioned
metric-learning-based method and the Euclidean-distancebased method, by considering the same number of training
images.
Experiment 3. This experiment veriﬁes that SMOTE can
improve the classiﬁcation performance. We select 1200
images (15 images for each individual) for training and 240
images (3 images for each individual) for testing. We use
SMOTE to oversample the positive samples to be 5, 10,
20, 30, 40, and 50 times as large as the original set. The
recognition result is shown in Table 3.
We observe that the recognition rate does not improve by
only increasing a small number of synthetic positive samples,
as shown in SMOTE-5 and SMOTE-10. After that, the
recognition rate increases by about 3%, and ﬁnally it achieves
99.17% with SMOTE-40 or SMOTE-50. With a suﬃciently
large set of synthetic positive samples, the recognition performance would not improve any more.

5. Conclusion
This paper proposes a new ﬁnger vein recognition method
based on (2D)2 PCA and metric learning. Firstly, we extract
features by (2D)2 PCA and then train a binary classiﬁer
for each individual based on metric learning. Furthermore,
we address the class imbalance problem by using SMOTE
oversampling before the classiﬁer is trained. The experimental results show that the proposed method achieves a
recognition rate of 99.17%. The contributions of this paper
are as follows. (1) We apply (2D)2 PCA to extract features of
ﬁnger vein image, where (2D)2 PCA reﬂects the information
in both the row direction and the column direction, and it
is more eﬃcient for feature extraction as compared to PCA
and 2DPCA. (2) We build the KNN classiﬁer based on metric
learning using LMNN which changes the sample distribution
in the new metric space. LMNN makes the distance between
the samples from the same class smaller and the distance
between the samples from diﬀerent classes larger. Furthermore, we also employ a maximum margin framework to
improve the recognition performance. This is incorporated
with individually trained classiﬁers which reﬂect the characteristics of the corresponding individuals. (3) We note
the class-imbalance problem; that is, when building the
classiﬁer for an individual, the number of the samples from
the other individuals is considerably large. We tackle it
by oversampling the positive samples with SMOTE, and

the experimental results validate the eﬀectiveness. Promising future work includes the exploration of features with
better discrimination as well as the processing ﬁnger vein
images of low quality.

Acknowledgments
This work is supported by National Natural Science Foundation of China under Grant nos. 61173069 and 61070097,
and the Research Fund for the Doctoral Program of Higher
Education under Grant no. 20100131110021. The authors
would like to thank Shuaiqiang Wang and Guang-Tong
Zhou for their helpful comments and constructive advice
on structuring the paper. In addition, the authors would
particularly like to thank the anonymous reviewers for their
helpful suggestions.

References
[1] J. Yang and M. Yan, “An improved method for ﬁnger-vein
image enhancement,” in Proceedings of the IEEE 10th International Conference on Signal Processing (ICSP ’10), pp. 1706–
1709, Beijing, China, October 2010.
[2] C.-B. Yu, D.-M. Zhang, and H.-B. Li, “Finger vein image
enhancement based on multi-threshold fuzzy algorithm,” in
Proceedings of the 2nd International Congress on Image and
Signal Processing (CISP ’09), pp. 1–3, Tianjin, China, October
2009.
[3] J. F. Yang and J. L. Yang, “Multi-channel gabor ﬁlter design
for ﬁnger vein image enhancement,” in Proceedings of the 5th
International Conference on Image and Graphics (ICIG ’09), pp.
87–91, Xi’an, China, September 2009.
[4] N. Miura, A. Nagasaka, and T. Miyatake, “Feature extraction
of ﬁnger-vein patterns based on repeated line tracking and
its application to personal identiﬁcation,” Machine Vision and
Applications, vol. 15, no. 4, pp. 194–203, 2004.
[5] W. Song, T. Kim, H. C. Kim, J. H. Choi, H. J. Kong, and S. R.
Lee, “A ﬁnger-vein veriﬁcation system using mean curvature,”
Pattern Recognition Letters, vol. 32, no. 11, pp. 1541–1547,
2011.
[6] Q. Huafeng, Q. Lan, and Y. Chengbo, “Region growth-based
feature extraction method for ﬁnger vein recognition,” Optical
Engineering, vol. 50, no. 2, pp. 281–307, 2011.
[7] J. D. Wu and C. T. Liu, “Finger-vein pattern identiﬁcation
using principal component analysis and the neural network
technique,” Expert Systems with Applications, vol. 38, no. 5, pp.
5423–5427, 2011.
[8] J. Yang, D. Zhang, A. F. Frangi, and J. Y. Yang, “Twodimensional PCA: a new approach to appearance-based face
representation and recognition,” IEEE Transactions on Pattern
Analysis and Machine Intelligence, vol. 26, no. 1, pp. 131–137,
2004.
[9] D. Zhang and Z. H. Zhou, “(2D)2 PCA: two-directional
two-dimensional PCA for eﬃcient face representation and
recognition,” Neurocomputing, vol. 69, no. 1–3, pp. 224–231,
2005.
[10] Z. Liu, Y. Yin, H. Wang, S. Song, and Q. Li, “Finger vein
recognition with manifold learning,” Journal of Network and
Computer Applications, vol. 33, no. 3, pp. 275–282, 2010.
[11] J. D. Wu and C. T. Liu, “Finger-vein pattern identiﬁcation
using SVM and neural network technique,” Expert Systems
with Applications, vol. 38, no. 11, pp. 14284–14289, 2011.

Journal of Biomedicine and Biotechnology
[12] K. Weinberge, J. Blitzer, and L. Saul, “Distance metric learning
for large margin nearest neighbor classiﬁcation,” in Proceedings of the Advances in Neural Information Processing Systems
(NIPS ’06), 2006.
[13] B. Huang, Y. Dai, R. Li, D. Tang, and W. Li, “Finger-vein
authentication based on wide line detector and pattern normalization,” in Proceedings of the 20th International Conference
on Pattern Recognition (ICPR ’10), pp. 1269–1272, Istanbul,
Turkey, August 2010.
[14] J. Yang and X. Li, “Eﬃcient ﬁnger vein localization and recognition,” in Proceedings of the 20th International Conference
on Pattern Recognition (ICPR ’10), pp. 1148–1151, Istanbul,
Turkey, August 2010.
[15] X. Qian, S. Guo, X. Li, F. Zhong, and X. Shao, “Fingervein recognition based on the score level moment invariants
fusion,” in Proceedings of the International Conference on Computational Intelligence and Software Engineering (CiSE ’09), pp.
1–4, Wuhan, China, December 2009.
[16] C. Liukui and Z. Hong, “Finger vein image recognition based
on tri-value template fuzzy matching,” in Proceedings of the 9th
WSEAS International Conference on Multimedia Systems and
Signal Processing (MUSP ’09), pp. 206–211, Hangzhou, China,
May 2009.
[17] N. V. Chawla, K. W. Bowyer, L. O. Hall, and W. P. Kegelmeyer,
“SMOTE: synthetic minority over-sampling technique,” Journal of Artiﬁcial Intelligence Research, vol. 16, pp. 321–357, 2002.

9

Hindawi Publishing Corporation
Journal of Biomedicine and Biotechnology
Volume 2012, Article ID 626148, 14 pages
doi:10.1155/2012/626148

Research Article
Inﬂuence of Skin Diseases on Fingerprint Recognition
Martin Drahansky,1 Michal Dolezel,1 Jaroslav Urbanek,2
Eva Brezinova,3 and Tai-hoon Kim4
1 Faculty

of Information Technology, Brno University of Technology, Bozetechova 2, 61266 Brno, Czech Republic
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There are many people who suﬀer from some of the skin diseases. These diseases have a strong inﬂuence on the process of
ﬁngerprint recognition. People with ﬁngerprint diseases are unable to use ﬁngerprint scanners, which is discriminating for them,
since they are not allowed to use their ﬁngerprints for the authentication purposes. First in this paper the various diseases,
which might inﬂuence functionality of the ﬁngerprint-based systems, are introduced, mainly from the medical point of view.
This overview is followed by some examples of diseased ﬁnger ﬁngerprints, acquired both from dactyloscopic card and electronic
sensors. At the end of this paper the proposed ﬁngerprint image enhancement algorithm is described.

1. Introduction
Skin diseases represent very important but often neglected
factor of the ﬁngerprint acquirement. It is impossible to say
in general how many people suﬀer from skin diseases, because there are so many various skin diseases [1–5]. In a general medical practice, about 20–25% of patients with skin
complaints are referred. When discussing whether the ﬁngerprint recognition technology is a perfect solution capable to
resolve all our security problems, we should always keep in
mind those potential users who suﬀer from some skin
disease.
In the following text, several skin diseases, which attack
hand palms and ﬁngertips, are introduced from the medical
point of view.
The situation after successful recovery of a potential user
from such skin diseases is, however, very important for the
possible further use of ﬁngerprint recognition devices. If the
disease has attacked and destroyed the structure of papillary
lines in the epidermis and underlying dermis (top two layers
of the skin), the papillary lines will not grow in the same
form as before (if at all), and therefore such users could be
restricted in their future life by being excluded from the use

of ﬁngerprint recognition systems, though their ﬁngers do
not have any symptoms of the skin disease anymore.

2. Skin Diseases
In the process of the ﬁngerprint image acquirement, the skin
structure on the ﬁngertip is being scanned. Skin is remarkable organ of the body, which is able to perform various vital
functions. It can mold to diﬀerent shapes, stretch, and harden, but can also feel a delicate touch, pain, pressure, hot, and
cold, and is an eﬀective communicator between the outside
environment and the brain.
Skin makes up to 12–15% of an adult’s body weight. Each
square centimeter has 6 million cells, 5,000 sensory points,
100 sweat glands, and 15 sebaceous glands. It consists of three
layers (see Figure 1) [6]: epidermis (the outer layer), dermis
(“true skin”), and subcutaneous (fat) layer.
Skin is constantly being regenerated [6]. A skin cell starts
its life at the lower layer of the skin (the basal layer of the
dermis), which is supplied with blood vessels and nerve endings. The cell migrates upward for about two weeks until it
reaches the bottom portion of the epidermis, which is the
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Figure 1: Skin structure [5].

outermost skin layer. The epidermis is not supplied with
blood vessels but has nerve endings. For another 2 weeks, the
cell undergoes a series of changes in the epidermis, gradually
ﬂattening out and moving toward the surface. Then it dies
and is shed. There are six skin functions [6] as follows.
Sensation. The nerve endings in the skin detect touch, heat,
cold, pain, and light pressure.
Heat Regulation. Skin helps to regulate the body temperature
by sweating to cool the body down when it overheats and by
shivering creating “goose bumps” when it is cold. Shivering
closes the pores. The tiny hair that stands on end traps warm
air and thus helps keep the body warm.
Absorption. Absorption of ultraviolet rays from the sun helps
to form vitamin D in the body, which is vital for bone formation. Some creams, essential oils, and medicines (e.g., antismoking patches) can also be absorbed through the skin
into the blood stream.

Protection. The skin protects the body from ultraviolet
light—too much of it is harmful to the body—by producing a
pigment called melanin. It also protects us from the invasion
of bacteria and germs by forming an acid mantle (formed by
the skin sebum and sweat). This barrier also prevents moisture loss.
Excretion. Waste products and toxins are eliminated from
the body through the sweat glands. It is a very important
function which helps to keep the body “clean” from the
inside.
Secretion. Sebum and sweat are secreted onto the skin surface. The sebum keeps the skin lubricated and soft, and the
sweat combines with the sebum to form an acid mantle
which creates the right pH balance for the skin to ﬁght oﬀ
infection.
There are a lot of skin diseases, which can aﬀect palms
and ﬁngers. These diseases can be divided into two groups. In
the ﬁrst group, palms and ﬁngers are mainly aﬀected. In the
second group, skin lesions can be diﬀuse, involving wide
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areas. We can also diﬀerentiate skin diseases [7, 8] by type
or localization of histopathological changes in epidermis and
dermis. Some of these diseases together with photographs are
described in the following chapters. These clearly show that
skin diseases may cause many problems in automatic biometric systems.
2.1. Diseases Causing Histopathological Changes of Epidermis
and Dermis. These diseases may cause problems for the most
types of sensors, because color of the skin and structure of
epidermis and dermis are inﬂuenced.
Hand eczema [5, 9–11] is an inﬂammatory noncontagious chronic disease with relapsing course. It is one of the
most common problems encountered by the dermatologist.
Pathological changes in the epidermis and in upper dermis
produce distinctive clinical pictures. Acute form is characterized by presence of erythema, swelling, blisters, and crusts. In
chronic form, scaling, ﬁssuring, and licheniﬁcation may be
seen. We can ﬁnd several main forms of hand eczema: irritant
dermatitis (acute or chronic), allergic dermatitis (acute or
chronic), atopic eczema and hyperkeratotic dermatitis. Hand
dermatitis causes discomfort and embarrassment and, because of its locations, interferes signiﬁcantly with normal
daily activities. Hand dermatitis is common in many industrial occupations. Typical example is hand dermatitis in construction and cement workers.
The prevalence of hand eczema is approximately 5.4%.
The most common type of hand eczema is irritant contact
dermatitis (35%; see Figure 2), followed by atopic eczema
(22%) and allergic contact dermatitis (19%). The most common contact allergies are to nickel, cobalt, fragrance mix, balsam of Peru, epoxy resin, and colophony. Hand eczema was
more common among people reporting occupational exposure. Housewives, hairdressers, nurses, workers with repeated exposure to cement, mortar, cutting oils, or abrasive are
mainly involved. Hand eczema represents a major occupational problem and accounts for more than 80% of all occupational dermatitis. Patients with hand eczema frequently
miss work and may need to change occupations.
Fingertip eczema [5] is very dry, chronic form of eczema
of the palmar surface of the ﬁngertips. It may be result of an
allergic reaction or may occur in children and adults as an
isolated phenomenon of unknown cause. One ﬁnger or several ﬁngers may be involved. Initially the skin may be moist
and then become dry, cracked, and scaly. The skin peels from
the ﬁngertips distally, exposing a very dry, red, cracked, ﬁssured, tender, or painful surface without skin lines.
Pompholyx (dishidrosis) [4] is a distinctive idiopathic
reaction pattern presenting as usually symmetric vesicular
hand and foot dermatitis. It is one of the most common
skin disorders. It is not related to blockage of sweat ducts,
although palmoplantar hyperhidrosis is common in these
patients. Itching precedes the appearance of tiny water-ﬁlled
vesicles on the palms and sides of the ﬁngers which are
relatively deep seated. The skin may be red and wet (see
Figure 3). The vesicles slowly resolve and are replaced by
erythematous scaly patches. Chronic eczematous changes
with erythema, scaling, and licheniﬁcation may follow.

Figure 2: Hand eczema.

Figure 3: Pompholyx (dishidrosis).

Figure 4: Tinea of the palm.

Etiology is often unclear. There are some possible causes
like atopic diathesis, tinea pedis, contact allergy, or systemic
allergic reaction.
Tinea of the palm (tinea manus) [5, 10, 11]. The most
common variant is dry keratotic form of tinea characterized
by adherent scales on an erythematous background. The nail
involvement is usually present. The skin changes are often
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Figure 5: Pyoderma [4, page 262].

unilateral, involving only one hand. The aﬀected hand is usually the dominant one (ﬁgure 4).
The dry keratotic form may be asymptomatic, and the
patient may be unaware of the infection, attributing the dry,
thick, scaly surface to hard physical labor. It is frequently
seen in association with tinea pedis whose prevalence is 10
to 30%. Erythema and scaling of the right hand can be seen
in Figure 3.
Pyoderma [9, 10] is a sign of bacterial infection of the
skin. It is caused by Staphylococcus aureus or Streptococcus
pyogenes. Blistering distal dactylitis is speciﬁc type of pyoderma and is characterized by tense superﬁcial blisters occurring
on a tender erythematous base over the volar fat pad of the
phalanx of a ﬁnger (see Figure 5).
It is more common for children, and some people are
more susceptible to these diseases (such as diabetics, alcoholics, HIV patients, etc.). Typically the face and hands are
aﬀected. The lesions have red color with blisters or ﬁlled
by pus. Felon is soft tissue infection of pulp space of distal
phalanx. In Figure 6 you can see cellulites on the ﬁngertip,
which arose following acute paronychia of lateral nail fold
and can involve the whole distal phalanx.
Pitted keratolysis [5] is a disease mimicking tinea, especially for people who swelter and wear rubber gloves in the
hot, humid environment. Hyperhidrosis is the most frequently observed symptom. The disease is bacterial in origin
(Corynebacterium species), characterized by many circular or
longitudinal and punched out depressions in the skin surface. The eruption is limited to the stratum corneum (see
Figure 7).
Keratolysis exfoliativa [5] is a common, chronic, asymptomatic, noninﬂammatory, bilateral peeling of the palms of
the hands. Its cause is unknown. The eruption is most common during the summer months and is often associated with
sweaty palms and soles. It is characterized by scaling and
peeling; the central area becomes slightly red and tender.
Lichen planus [10] is quite common, unique inﬂammatory cutaneous and mucous membrane reaction pattern of
unknown etiology. The prevalence of this skin disease is
around 0.5%. Lichen planus of the palm and soles generally
occurs as an isolated phenomenon. The lesions are papules
aggregated into semitranslucent hyperkeratotic or verrucous
plaques with globular waxy surface; ulceration may occur.

Figure 6: Cellulite of the ﬁngertip [9, page 1000].

Figure 7: Pitted keratolysis [4, page 269].

The lesions are often painful. This form of lichen planus is
very therapy resistant.
Acanthosis nigricans [4, 9] is nonspeciﬁc uncommon
reaction pattern that may accompany obesity, diabetes, and
tumors. Acanthosis nigricans is classiﬁed into benign and
malignant forms. In all cases the disease presents with symmetric, brown thickening of the skin (see Figure 8). During
the process, there is papillary hypertrophy, hyperkeratosis,
and increased number of melanocytes in the epidermis. The
palmar ridges of the palm show maximal accentuation, thus
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Figure 10: Raynaud’s phenomenon [9, page 405].
Figure 8: Acanthosis nigricans [9, page 502].

Figure 9: Systemic sclerosis.
Figure 11: Drug-included skin reaction to gold [4, page 128].

resembling the mucosa of the stomach of a ruminant (tripe
palm).
Pyogenic granuloma [5] is a benign acquired vascular lesion of the skin that is common in children and young adults.
It often appears as a response to an injury or hormonal factors. Lesions are small rapidly growing, yellow-to-bright red,
dome shaped. The ﬁngers and palms are very often involved.
The lesions can be bleeding or have the crust on the surface.
Systemic sclerosis [9, 10] is a chronic autoimmune disease
characterized by sclerosis of the skin or other organs. Emergence of acrosclerosis is decisive for ﬁngerprinting. Initially
the skin is infused with edema mainly aﬀecting hands. With
the progressive edema stiﬀ skin appears and necrosis of ﬁngers may form (see Figure 9).
The disease leads to sclerodactyly with contractures of
the ﬁngers. Typical “rat bite” necroses and ulcerations of ﬁngertips may develop, healing with pitted scars. Cutaneous

calciﬁcation occurs on ﬁngertips and may ulcerate and exude
white paste. Involvement of ﬁngers is usually seen in early
stage of limited systemic scleroderma. For more than 90% of
patients is typical Raynaud’s phenomenon (see Figure 10).
The typical patient is a 50+ years old woman.
Raynaud’s phenomenon [5, 9, 10] represents an episodic
vasoconstriction of the digital arteries and arterioles that is
precipitated by cold and stress. Raynaud’s phenomenon can
be associated with other disease, above all connective tissue
disease. Persistent vasospasm of medium-sized arterioles can
sometimes lead to gangrene of the terminal digits as illustrated in Figure 10.
It is much more common in women. There are three stages during a single episode: pallor (white), cyanosis (blue),
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Figure 12: Leprosy—loss of tissue [4, page 351].

and hyperemia (red). Estimates of the prevalence of Raynaud’s phenomenon ranged between 5 and 20%. The therapy
of this disorder is not quite satisfactory and problems are
usually long lasting. There are a lot of causes of Raynaud’s
phenomenon—connective tissue diseases, obstructive arterial diseases, neurogenic disorders, drugs as beta-adrenergic
blockers and ergot preparations, cytostatics, trauma, hematologic causes, and so forth.
Drug-induced skin reactions [5] are among the most common adverse drug reactions. They occur in many forms and
can mimic virtually any dermatosis and occur in 2-3% of
hospitalized patients. Sulfonamides, NSAIDs, and anticonvulsants are most often applied in the etiology. Figure 11
shows lichenoid drug reaction to gold.
Leprosy [9] is a chronic granulomatous disease caused
by M. leprae, principally acquired during childhood/young
adulthood. Clinical manifestations, natural history, and
prognosis of leprosy are related to the host response, and various types of leprosy represent the spectra of the host’s immunologic response. It is disease of developing world,
600,000 new cases annually and 1.5 to 8 million total cases
worldwide. More than 80% of cases occur in India, China,
Myanmar, Indonesia, Brazil, and Nigeria. Lepromatous type
can lead to loss of tissue of ﬁngertips (see Figure 12).
Herpes simplex virus [4, 9] in the host with systemic immune-compromise may cause chronic ulcerations as you can
see by the patient with advanced HIV disease in Figure 13(a).
Herpetic infection may uncommonly occur on the ﬁngers or periungually. Lesions begin with tenderness, and erythema- and deep-seated blisters develop 24 to 48 h after
symptoms begin (see Figure 13(b)).
Scabies [10, 12] is highly contagious disease caused by
the mite Sarcoptes scabiei. It is characterized by red papules,
vesicles, and crusts located usually on the areas with tender
skin, palms, and soles especially in infants.
Erythema multiforme [10, 11] is quite common skin disorder with multifactorial cause (see Figure 14). The most
common triggering agents are infections (in the ﬁrst place
herpes virus) and drugs. Minor and major variant of this

(a)

(b)

Figure 13: Herpes simplex virus. (a) patient with HIV [9, page
813]; (b) deep-seated blisters [4, page 369].

disease is described. Both forms are characterized by erythematous target-shaped lesions with a center with hemorrhage,
blistering, necrosis, or crust. When the trigger is herpetic
infection, frequent recurrences come.
Dermatitis artefacta [11] are changes of skin due to the
manipulation by patient. Patients often have psychosomatic,
psychiatric, or drug-abuse problems.
2.2. Diseases Causing Skin Discoloration. These diseases are
focused mainly on optical sensors.
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Figure 14: Erythema multiforme.

Hand, foot, and mouth disease (HFMD) [4, 5] is a contagious enteroviral infection occurring primarily in children
and characterized by a vesicular palmoplantar eruption. The
skin lesions begin as red macules that rapidly become pale,
white, oval vesicles with red areola.
Xanthomas [5, 9, 10] are lipid deposits in the skin and
tendons that occur secondary to abnormalities of lipid metabolism. Xanthoma striatum palmare is pathognomonic for
familial dysbetalipidemia, which is prone to atherosclerotic
cardiovascular disease. Palmar xanthomas can also follow
multiple myeloma and biliary cirrhosis. These localized deposits are yellow-orange, ﬂat or elevated, and are frequently
very ﬁrm, localized on the volar creases of palms and ﬁngers.
Carotenosis [4] is yellowish discoloration of the skin, especially of the palms and soles that is sometimes seen in diabetic patients.
Scarlet fever (scarlatina) [5, 10] is contagious worldwide
disease caused by β-hemolytic Streptococcus that produces an
erythrogenic toxin. It is most common in children (ages 1 to
10 years). In the ending stages of the disease, large sheets of
epidermis may be shed from the palms in glove-like cast,
exposing new tender and red epidermis beneath.
Kawasaki’s disease [9] is an acute febrile illness of infants
and children, characterized by cutaneous and mucosal erythema and edema with subsequent desquamation and cervical lymphadenitis and complicated by coronary artery aneurysms (20%). Most cases of Kawasaki’s disease in adults represent toxic shock syndrome. Erythematous macules appear
1 to 3 days after onset of fever, enlarge, and become more numerous; then desquamation beginning on tips of ﬁngers is
highly characteristic (see Figure 15).
Secondary syphilis [9, 10] (see Figure 16) starts at about
the 9th week of infection and is characterized by mucocutaneous lesions, which may assume a variety of shapes, including round, elliptic, or annular. These lesions are called syphilids. Semirigid small lesions of red-brown color with scaling
may be observed on palms, soles, and ﬁngers. Papulosquamous eruption can be similar to psoriasis.
Hereditary hemorrhagic telangiectasia [9] is an autosomal
dominant condition aﬀecting blood vessels, especially in the
mucous membranes of the mouth and the gastrointestinal

Figure 15: Kawasaki’s disease [9, page 425].

Figure 16: Secondary syphilis.

(a)

(b)

Figure 17: Hereditary hemorrhagic Telangiectasia ((a) [4, page
844], (b) [9, page 468]).
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Figure 18: Warts [4, page 404].

Figure 20: Epidermolysis bullosa [9, page 93].

Figure 19: Psoriasis.

tract. The diagnostic lesions are small, pulsating, macular,
and papular, usually punctuate. Telangiectases are present on
diﬀerent parts of the body, palms, and soles (see Figure 17).
2.3. Diseases Causing Histopathological Changes in the Junction of Epidermis and Dermis. These diseases are focused
mainly on ultrasonic sensors, which detect the base of
papillary lines on the border of epidermis and dermis. The
diagnoses also belong to the ﬁrst group.
Hand eczema—particularly chronic forms (see above).

3. Concrete Cases of Skin Diseases
on Fingerprints
Warts (verruca vulgaris) [10] are extremely common benign
epidermal neoplasms that are caused by human papilloma
viruses (HPVs). Warts commonly appear at sites of trauma,
on the hand, in periungual regions. HPVs induce hyperplasia
and hyperkeratosis. Large widespread warts occur in immunodeﬁcient patients as well in patients with atopic eczema. The

aggressive surgical therapy may result in scarring. The lesions
can aﬀect all ﬁngers of both hands; see Figure 18.
Psoriasis [9, 10, 12] (see Figure 19) is characterized by silvery-white scaly papules and plaques, sharply demarcated. It
occurs in 1% to 3% of the population. The disease is transmitted genetically, and environmental factors are sometimes
needed to precipitate the disease. The disease is lifelong
and characterized by chronic, recurrent exacerbations and
remissions that are emotionally and physically debilitating.
Psoriasis of the palms and ﬁngertips is characterized by red
plaques with thick brown scale and may be indistinguishable
from chronic eczema or tinea. The lamellar scales are more
adherent than those on other parts of the body, and only their
removal will reveal the reddish inﬂammatory base. There
may be cracking and painful ﬁssures and bleeding.
Systemic lupus erythematosus (SLE) [5] is a multisystem
disease of unknown origin characterized by production of
numerous diversity antibodies that cause several combinations of clinical signs, symptoms and laboratory abnormalities. The prevalence of LE in North America and Northern
Europe is about 40 per 100,000 population. In the case of
acute cutaneous LE, indurated erythematous lesions may be
presented on palms.
Epidermolysis bullosa [9, 12] is a term given to groups of
genetic diseases in which minor trauma causes noninﬂammatory blistering (mechanobullous diseases). Repetitive
trauma may lead to a mitten-like deformity with digits encased in an epidermal “cocoon.” These diseases are classiﬁed
as scarring and nonscarring and histologically by the level of
blister formation. Approximately 50 epidermolysis cases occur per million live births in the United States. The estimated
prevalence in the United States is 8.2 per million, but this
ﬁgure represents only the most severe cases as it does not
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include the majority of very mild disease going unreported
(see Figure 20).
We have acquired ﬁngerprints from patients suﬀering
from diﬀerent skin diseases. For this research it is also necessary to analyze a skin disease inﬂuence on speciﬁc ﬁngerprint
acquirement method, so all available methods for ﬁngerprint
obtaining were used: classic forensic ﬁngerprinting method
using dactyloscopic ink and card, clean ﬁngerprinting using a
chemical way for ﬁngerprint acquirement on a special dactyloscopic paper, and set of electronic ﬁngerprint sensors, each
based on diﬀerent scanning technology (optical, capacitive
touch, and capacitive sweep technology).
Particular examples of selected skin diseases from our
collection are shown in Figures 21, 22, 23, and 24. It is a good
illustration for the diﬃculty, which is caused by skin disease
for a ﬁngerprint recognition system. It is nearly impossible to
detect any papillary line (ridge) in the images (not even after
use of image enhancement algorithms, e.g., [13]); therefore,
the image enhancement algorithm in ﬁngerprint recognition
system is unable to reconstruct the papillary lines structures,
and the image could not be processed further any more.
The quality of such image is very low—due to diﬀerent
methodologies for estimation of the ﬁngerprint quality, the
image will be rejected at the beginning of the process. Indeed,
this situation is very bad for the users—they cannot use the
biometric systems; their physical identity has to be checked
in another way.
The joint question to this topic is ﬁngerprint image
compression—the common compression methods for ﬁngerprint images use JPEG-2000 or WSQ (wavelet scalar quantization), whereas other possible compression scenarios exist
[14]. It is unclear how the compression algorithm can inﬂuence the quality of such ﬁngerprint image, containing a skin
disease.
The most common skin diseases, which we collected, are,
psoriasis, atopic eczema, verruca vulgaris, and pulpitis sicca.
The probability of occurrence of other skin diseases is lower. However, the quality of other skin diseases, which we collected, was comparable with the types shown in Figures 21,
22, 23, and 24. In the most cases, nearly no papillary lines
(ridges) are identiﬁable; that is, such ﬁngerprints are not suitable for further processing (the pattern recognition algorithm, e.g., [15], is unable to detect biometric patterns necessary for further processing and recognition).

9
Table 1: The acquired database NFIQ rate testing results.
Disease/NFIQ
Verruca vulgaris
Atopic dermatitis
Psoriasis

Max.
5
5
5

Avg.
2,93
3,61
4,92

quality, we use our own methodology [16], which is based on
the thickness of the ridges and valleys (papillary lines) and
the steepness of the upward and downward edges of the
papillary lines.
One of our own criteria for the image quality estimation
is similarity with the sine function (this is only one possibility
from a set of other possible functions) [16]:
DD =



AFP
− 1 · 100%,
Asin

(1)

where
AFP =
Asin =

! xE
xS

f (x)dx,
(2)

! xE
xS

sin(x)dx,

whereas the function f (x) represents a side cut of a papillary
line—relation between the position and intensity of the pixel.
The second criterion is the thickness of the papillary line,
deﬁned as follows [16]:
DTh =



Th
− 1 · 100%,
0.033

(3)

2.54
· NPix [cm],
RDPI

(4)

with
Th =

whereas RDPI is the resolution of the sensor and NPix is
number of pixels of the papillary line in a deﬁned span. The
average thickness of the papillary line has been experimentally established to be 0.33 mm.
The last criterion is the steepness of the papillary line.
Here we deﬁne only the steepness of the upward papillary
line (the deduction for downward line is simple) as follows
[16]:

4. Fingerprint Image Enhancement Algorithm
Based on the experience with the damaged ﬁngerprints presented in the previous chapter, we tried to propose an algorithm, which could be used for enhancement of ﬁngerprint
images distorted by a skin disease. The process of the ﬁngerprint (with a skin disease) image enhancement is shown in
Figure 25.
The ﬁrst step is to remove the background information,
which does not belong to the ﬁngerprint itself and to estimate
the image quality. This is not a diﬃcult task, because we
do not use dactyloscopic cards, in which much background
information/noise could be found. For the estimation of the

Min.
1
1
3

Dα =

|α − 60◦ |

60◦

· 100%

(5)

with
⎛

⎞

Px1
⎠,
α = arc sin⎝ "
Px1 + P y

(6)

where the values P? are deﬁned according to Figure 26.
Furthermore, we use NFIQ (NIST ﬁngerprint image quality) and other standardized methods for ﬁngerprint image
quality estimation. We already have the NFIQ test results.
Some basic statistical results of the NFIQ rate of acquired
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Figure 21: Fingerprints with warts—verruca vulgaris (same person).

Figure 22: Fingerprints with atopic eczema (diﬀerent people).
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Figure 23: Fingerprints with light psoriasis (same person).

Figure 24: Fingerprints with advanced psoriasis (diﬀerent people).

database are shown in Table 1. NFIQ rate marks the top
quality ﬁngerprints with number 1 and the worst quality ﬁngerprints with number 5. The performed testing conﬁrmed
that the amount of damages on the ﬁnger corresponds to
the NFIQ rate, because the least invasive diseases (verruca
vulgaris) have statistically better results than the serious invasive diseases like psoriasis. All other methods are being tested
at the moment; that is, we are trying to ﬁnd such solution,
which would be reliable and quick enough to be usable in a
stand-alone device operated by a microcontroller unit with a
relatively low processing power.

There are three possible results given by the image quality estimator—LOW, MIDDLE, HIGH. If the quality is
HIGH, then there is no need for any complex image quality
enhancement; that is, in this case the image could be directly
processed by a minutia extraction algorithm. If the quality is
LOW, the image contains irrecoverable fragments in the
ﬁngerprint; that is, the enhancement is unreasonable in this
case. Our enhancement algorithm is needed for the images
classiﬁed as MIDDLE quality images, of which the quality is
insuﬃcient for a direct processing and is not that bad not to
be possible to enhance.
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Figure 25: Process of the ﬁngerprint image enhancement.

(b)

Figure 27: Phase image (a) and phase image with most signiﬁcant
frequencies (b).
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Figure 26: Determination of the upward and downward sections of
the curve in a side cut of a papillary line provided by the ﬁngerprint
image.

The input image of our image quality enhancement algorithm should be an equalized image. The extractor ﬁnds the
ﬁrst stable point in the image. Then it cuts a subarea of an
image undersampled to 100×100 pixels. This subarea is processed by a local equalization algorithm (see Figure 27). Then,
a phase image is obtained by the discrete fourier transform
(DFT). In our case, only 5% of the most signiﬁcant
frequencies (see Figure 2(b)) are being taken into account for
the further processing. We use these frequencies as an add-on
for the later comparison as well.
Our extractor undersamples the ﬁngerprint image, and
then it extracts the background of the image—there are
valleys for standard ﬁngerprints, scars, wrinkles, and other
damages for critical ﬁngerprints. Only the smaller part of the
image (around expected core position) is used for creation of
the phase images.

Each feature extractor outputs a vector of numbers. To
measure similarity of the vectors, the Euclidian distance and
square error between two vectors are calculated. For the contour shape, a special comparator was designed, which puts
greater weights to the tangents that are near the ﬁngertip.
They characterize more the uniqueness of the contour shape,
in our opinion.
Hence, the template is represented by 5% of the most signiﬁcant frequencies. The feature image of current record is
represented by all of frequencies (100%). Now we calculate
the phase correlation of these two images:
Cphase =

DFTimage · DFT∗template
DFTimage · DFT∗template

,

(7)

where DFT is the discrete Fourier transform of the respective
image and DFT∗ is its complex conjugate. All multiplications
in the equation are simple per element operations, which can
be ﬁnished really quickly.
After the phase correlation of the template image and
the current image, the Cphase is transformed by applying the
inverse DFT to get the normalized cross-correlation Ccolor of
both of the images (see Figure 28). The image Ccolor is then
normalized again to transform the values to an interval from
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respective user is then unable to use their ﬁngerprints for
appropriate recognition tasks in automated ﬁngerprint security systems.
We prepare a new collection of ﬁngerprints with skin diseases from patients, oriented not only on dactyloscopic ﬁngerprints but also on live ﬁngerprint images from diﬀerent
ﬁngerprint scanners. The resulting images will be used for
quality assessment and, if the quality will be acceptable, for
minutiae extraction and comparison based on minutiae.
Maybe, we will consider other methods, based not only on
minutiae but on correlation or other methods as well.

Acknowledgments
Figure 28: Normalized cross-correlation image in the color space
with a marked global peak in it (upper left corner).

0 to 1. The goal is to determine the location of the global
peak in the Ccolor image. Based on the value of the peak and
according to the mean value, the ﬁnal score is obtained as
score =

1
− 1.
Peak − Mean

(8)

The best ﬁnal score is 0; the Mean value is computed from
the selected pixel intensities. The selected pixels have their
intensities from 2% to 98%. In that case the highest and the
lowest peak intensities are avoided for the computation of
the Mean value. Therefore, Ccolor images with obvious peaks
generate scores that are better separated from those with
lower peaks or without peaks at all. In other words, the genuine images are better separated from the impostor images.

5. Conclusion
It is clear that either the color of the skin or the structure
of papillary lines on the ﬁngertip could be inﬂuenced by
the skin diseases. If only the color has changed, some of
optical ﬁngerprint scanners might be inﬂuenced, and so
this change is not crucial. On the other hand, the change
of skin structure is very signiﬁcant, because, if papillary
lines are damaged, it is impossible to ﬁnd the minutiae
and therefore to recognize the person. If we are unable
to recognize/enroll a person, then such person cannot use
the biometric system based on the ﬁngerprint recognition
technology, and therefore there is a big problem security
issue—how to authorize such person, if use of PINs (personal
identiﬁcation numbers) or other authorization methods is out
of question? We do not consider other security issues, like
secure communication [17], revocable biometrics, template
protection, and so forth—these are out of scope of this paper.
Some of these diseases are only temporary; that is, after
the healing of such disease, the papillary line structure or
color is restored and the user is again able to use their ﬁngers
for the ﬁngerprint recognition for the authorization tasks in
security systems. However, some diseases leave irrecoverable
ﬁnger damage restraining new growth of papillary lines, and
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Voice biometrics has a long history in biosecurity applications such as veriﬁcation and identiﬁcation based on characteristics of the
human voice. The other application called voice classiﬁcation which has its important role in grouping unlabelled voice samples,
however, has not been widely studied in research. Lately voice classiﬁcation is found useful in phone monitoring, classifying
speakers’ gender, ethnicity and emotion states, and so forth. In this paper, a collection of computational algorithms are proposed
to support voice classiﬁcation; the algorithms are a combination of hierarchical clustering, dynamic time wrap transform, discrete
wavelet transform, and decision tree. The proposed algorithms are relatively more transparent and interpretable than the existing
ones, though many techniques such as Artiﬁcial Neural Networks, Support Vector Machine, and Hidden Markov Model (which
inherently function like a black box) have been applied for voice veriﬁcation and voice identiﬁcation. Two datasets, one that is
generated synthetically and the other one empirically collected from past voice recognition experiment, are used to verify and
demonstrate the eﬀectiveness of our proposed voice classiﬁcation algorithm.

1. Introduction
Every human voice is unique [1] as it was found to be quantitatively composed of components called phonemes that
have a pitch, cadence, and inﬂection. Hence human voice
has been used as one of the popular biometrics in biosecurity
applications; it can be used to authenticate a person’s identity
(identiﬁcation) and control access (authentication and veriﬁcation) to a protected resource. Unlike other biological traits,
like ﬁngerprints and iris scans, voiceprints are relatively
vulnerable to replay attack. Much of the research works have
been devoted to ﬁnding improved solutions in the hope
of strengthening voiceprints for meeting high demands of
security applications. Some popular techniques include multimodal authentication that fused audio, visual, and other
forms of biometrics into one [2]. Since then, voice biometrics
has been largely geared towards the security directions of
biometric identiﬁcation and biometric veriﬁcation. Voice
biometrics is used either alone or in combination with other
biometrics. In voice veriﬁcation (VV), a voiceprint of a

speaker who claims to be who he is, is presented to the biometrics system for a one-to-one checking of the reference
voiceprint which is stored in a database. Once he is successfully veriﬁed with a match, subsequent access rights would
be granted to him. The other type of checking called voice
identiﬁcation (VI) relies on a one-to-many checking for
identifying a previously unknown voiceprint. The unlabelled
voiceprint under question is searching through the whole
database with the aim of ﬁnding a match of an already known
sample.
We can see that both VV and VI require a priori condition that a set of voiceprints must have already been known
for the matching of new samples to proceed. This is akin
to database query or supervised learning where preknown
samples must be initially used to train up a decision model,
so testing and matching of new sample can follow. A generic
example is illustrated in Figure 1. What if in a scenario
where a handful of unknown voiceprints are collected, but
we wish to obtain some information about them? Such scenarios may include but not limited to security surveillance
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Figure 2: Example that shows a voice-biometric system is compromised, and a voiceprint is counterfeited.

problems [3] where a list of voice traces are captured from a
monitored area, how many unique speakers there are, their
ages, and genders, and from their speech accents which ethnic backgrounds these people belong to; customer-service
applications where callers will be automatically classiﬁed
from their tones to categories of their needs and emotions.
It was only until recently, voice classiﬁcation (VC) that
attempts to determine if a speaker should be classiﬁed to
a particular characteristic group rather than to a particular
individual has gained popularity. VC can help complement
the security of VV and VI systems too. In Figure 2 an example
of a voice biometric system is being compromised; through
hacking, the content of a voiceprint B is modiﬁed to that
of another voiceprint (let us say A) that has a higher access
authority. That can be done by replay attack or injecting vocal
features of A into B. Because the database of the voiceprints
just like an encrypted list of passwords in a ﬁle system is
accessed individually, each voiceprint is protected independently; allowing the existence of two same voiceprints goes
undetected. So an imposter with B can cheat gaining a
restricted access right by matching B to A in a VI system. VC
could be used to prevent this fraud by checking how many
unique items there are in diﬀerent groups. If extra voiceprints
suddenly emerge or have gone missing from a group, the
integrities of the voiceprints must have changed.
For developing a VC system, several approaches have
been studied, such as Artiﬁcial Neural Networks (ANN),
Support Vector Machines (SVMs), Hidden Markov Models
(HMMs) and Gaussian Mixture Models (GMMs). They
have been used heavily for training up a model with pre-

deﬁned voice samples for voice recognition. Table 1 shows
a summary of the techniques by which majority of research
works used. These techniques generally function like a black
box; for instance, the weights for mapping the relations of
the inputs to the outputs are in plain numeric, the kernel
parameters are used for low-level computation, and so forth.
They require a full set of known samples to be available
before they can be tuned up for actual use. In this paper we
propose a fundamentally new approach by using unsupervised learning—clustering, where priori labeled samples are
not needed—the characteristic groupings will be dedicated
by the samples themselves. Voiceprints who share similar
features will be placed into distinctive groups that represent
some labels about the speakers. Subsequently a decision tree
(classiﬁer) can be built after studying and conﬁrming the
characteristic groups. The classiﬁer will then be used for classifying new samples into the groups. The advantage of decision tree is that easily comprehensible rules in terms of IFTHEN-ELSE conditions can be generated when the decision
tree is constructed. That gives an edge over the aforementioned black-box types of classiﬁcation algorithms. Using the
features of a human voice as a voice classiﬁer for classifying
speakers has not been researched a great extent although it
has a large implication in voice biometrics applications. To
the best of the author’s knowledge, nobody has applied such
techniques of VC before. This is the research focus of this
paper; a collection of algorithms are introduced for supporting grouping unlabeled voiceprints and then subsequently
classifying new incoming voiceprints. They can be used for
checking the integrity of the groups of voiceprints for solving
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Table 1: Classiﬁcation algorithms where majority of research works
on voice classiﬁcation used.
ANN
Kanak et al. [8]
Neﬁan et al. [9]
Fox et al. [10, 11]
Bengio [12, 13]
Chaudhari et al. [14]
Aleksic and
katsaggelos [15]
Wark et al. [16–18]
Jourlin et al. [19]
Hazen et al. [20]
Sanderson and
Paliwal [21]
Ben-Yacoub et al. [22]
Chibelushi et al. [23]
Luettin et al. [24]
Moreno and Ho [25]

HMM





GMM

SVM














the security problem that is illustrated in Figure 2. The
contribution of this paper is an alternative computation platform for realizing voice classiﬁcation; the algorithms are relatively simpler than the existing ones and fellow researchers
that can easily adopt them for implementing VC systems.

2. Our Proposed Model
The model that we proposed aims at providing a generic
voice classiﬁcation framework under which a collection of
algorithms such as hierarchical time series clustering, dynamic time wrap transform, discrete wavelet transform and
decision tree would have to work together. The prominent
advantage is its generic property that can be applied across a
variety of applications that capitalize on voice classiﬁcation.
While the inputs are previously unknown voices, the voices
would be automatically grouped together according to their
own characteristics. Each group or cluster being formed as
an output represents one pronounced characteristic which
is shared in common by all the voice samples inside (total
= n). Our model assumes that the collected voices in
waveforms would be recorded in the format of time series.
Each time series is a vector of numeric data points that
can be represented by a set of m attribute values, such as a
time series s = [x1 , x2 , . . . , xm ]. In a collected dataset whose
speakers’ identities are not known, a suﬃcient amount of
voice samples are gathered from each speaker and these
samples can then be clustered by using hierarchical time
series clustering algorithm. Clustering is done based on the
characteristics of the voice samples themselves. At this point
no classiﬁcation area was sought speciﬁcally, for instance
gender or ethnic background, as it was preferred to allow the
results to decide the characteristics that lead to a particular
clustering group.

As shown in Figure 3, an example scenario by the proposed model is a surveillance eavesdropper that collects from
a secret meeting a total of n voice traces. The voice traces
may be spoken by more than one speaker, one trace per
speaker at a time, and each voice trace can be encoded by m
coeﬃcient attributes regardless of how long the conversation
is. The voices are assumed to be undistorted and not intermixed. The voices that are in the form of time series can
be submitted for hierarchical clustering for self-grouping.
Hierarchical clustering instead of others is applied because it
gives a layered structure of groupings which we do not know
in advance in diﬀerent resolutions. After the clustering, not
only we know how the speakers whose voices are distinctively
grouped, the number of unique voices (hence the number of
speakers) can also be identiﬁed. In essence, it may be possible
to infer from the groupings that how many speakers there are
in the meeting, what characteristics they have in each group.
However, it requires further veriﬁcation and probably extra
information to infer detailed assertions such as gender, age,
and the emotions of the speech.
With the groupings available, the voice analysts can
assign meaningful labels on the groups. A voice classiﬁer
can be developed after the unlabeled voice traces labeled
with the classes derived from the characteristics of the
groups. So that in our model, unsupervised learning by
clustering comes ﬁrst, and then supervised learning for
building the decision tree follows. The voice traces in the
form of labeled time series can be used as training data to
build a classiﬁer. However, in our experiment, we opt to
transform the voice traces from time domain to frequency
domain, as our experiment results show that the accuracy
performance of the classiﬁer can be signiﬁcantly improved.
When the classiﬁer is ready, future new voice samples can
be automatically classiﬁed into the characteristic groups.
If necessary, the process of hierarchical clustering can be
applied on the new samples again in case new characteristics
from the voice samples may be discovered.

3. Design of the Hierarchical Time Series
Clustering Algorithm
The goal of time series clustering is to identify the speaker
category to which a voice belongs given the multivariate
time series points of each voice trace. In our experiments
the synthetic control wave dataset and empirical datasets
from UCI data archive were used [4]. The wave has 60
coeﬃcients and the live Japanese vowel data each wave is
characterized by 12 coeﬃcients. The time series data are
grouped together based on similarity—similar waves cling
together to form a cluster, and dissimilar waves tend to
stay far apart in separate clusters. Iteratively the time series
clustering algorithm relocate the data points one step at
a time to ensure that the data points inside the same
cluster have the minimum intradissimilarity and data points
across diﬀerent clusters have the maximum inter-similarity.
The similarity is deﬁned as the multidimensional distance
between two data points whose multiple attributes are
measured as how close they are in values. Two variables exist
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Figure 3: The proposed model of voice classiﬁcation with hierarchical clustering.
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Figure 5: Visualization of time series plots that represent the voiceprints by three diﬀerent speakers who uttered the same Japanese vowels.

for time series clustering algorithm, one is for choosing the
similarity function for measuring the distance between each
pair of data points, and the other is the overall operation that
converge from an initial assignment of data points to clusters
to a converged or optimal assignment of data points to clusters.
Many similarity measures are available such as Manhattan, Euclidean and Minkowski just to name a few. In
our experiments, a range of popular similarity functions
are compared in performance in order to observe which
one performs the best. Table 2 shows a list of performance
results in the percentage of correctly clustered groups by
using various similarity functions. Because the nature of the
data points that we are working with is time series, we choose
to use Dynamic Time Warping function (DTW) as a distance
measure that ﬁnds optimal alignment between two sequences
of time series data points. DTW a pairwise comparison of
the feature (or attribute) vectors in each time series. It ﬁnds
an optimal match between two sequences that allows for
stretched or compressed sections of the sequences. In other
words it allows some ﬂexibility for matching two sequences
that may vary slightly in speed or time. The sequences are
“warped” nonlinearly in the time dimension to determine a
measure of their similarity independent of certain nonlinear
variations in the time dimension. It is popular in the
application of signal processing where two signal patterns
are to be matched in similarity. Particularly suitable DTW is
for matching sequences that may have missing information
or various lengths, on condition that the sequences are long
enough for matching. In theory, DTW is most suitable for
voice wave patterns because exact matching for such patterns

often may not occur, and voice wave patterns may vary
slightly in time domain. A comparison will be given in our
experiment to verify this hypothesis. The pseudo code of the
DTW algorithm is given in Algorithm 1.
For clustering time series, likewise many variants of
algorithm are applicable. They range from simple ones like
K-means and K-medoids, to sophisticated algorithms like
DBSCAN, density-based clustering for clustering structures.
In our case, hierarchical clustering is desirable because it
allows the time series which are voice waves to be grouped in
diﬀerent levels automatically that helps a user to explore the
structure of the groupings from coarse to reﬁned. This is particularly useful when the grouping structure is not known in
advance. Like most of the clustering algorithms which operate by unsupervised learning, hierarchical clustering does
not require the number of clusters to be predeﬁned at the
beginning; it allows the data to decide the suitable number
of groups by themselves. In our experiment, agglomerative
mode which is also known as the “bottom up” approach is
used. Initially each observation starts in its own cluster, and
pairs of clusters are merged as one moves up the hierarchy.
For deciding which clusters should be merged, a similarity
function is used between sets of observations. A variety of
similarity functions are used here for experiments, they are
Canberra, DTW, Euclidean, Manhattan, and Minkowski
from power 1 to 10. The clustering algorithm constructs the
hierarchy from the individual time series by progressively
merging clusters up. The basic process of hierarchical clustering comprises of the following steps, given n time
series, and a two dimensional n × n similarity matrix
S.
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DTW(v1 , v2 ) {
//where the vectors v1 =(a1 ,. . .,an ), v2 =(b1 ,. . .,bm ) are the time series with n and m
time points
Let a two dimensional data matrix S be the store of similarity measures
such that S[0,. . .,n, 0,. . .,m], and i, j, are loop index, cost is an integer.
// initialize the data matrix
S[0, 0] := 0
FOR i := 1 to m DO LOOP
S[0, i] := ∞
END
FOR i := 1 to n DO LOOP
S[i, 0] := ∞
END
// Using pairwise method, incrementally fill in the similarity matrix
with the differences of the two time series
FOR i := 1 to n DO LOOP
FOR j := 1 to m DO LOOP
// function to measure the distance between the two points
cost := d(v1 [i], v2 [j])
S[i, j] := cost + MIN(S[i-1, j],
// increment
// decrement
S[i, j−1],
S[i-1, j−1]) // match
END
END
Return S[n, m]
}

Algorithm 1: Pseudo code of dynamic time wrap algorithm.
Table 2: Percentage of correctly clustered groups in various similarity functions.
Canberra

DTW

Euclidean

Manhattan

Minkowski

Minkow. 2

Minkow. 3

86.67

91.67

63.33

63.33

63.33

63.33

66.67

Minkow. 5

Minkow. 6

Minkow. 7

Minkow. 8

Minkow. 9

Minkow. 10

83.33

86.67

76.67

66.67

66.67

66.67

Minkow. 4
78.33

Step 1. Each time series is assigned to a cluster of its own,
with a total of n clusters for n time series. Initialize S with
similarity measures between the clusters which are the same
as the similarity measure between the time series that they
contain.
Step 2. The most similar pair of clusters are merged into a
single cluster. Retain the current level of clusters and move
up a level in the hierarchy.
Step 3. Calculate the new similarity measures in S between
the new clusters and each of the old clusters.
Step 4. Finally repeat Step 2 and Step 3 until all the time
series are clustered into a single cluster of size n. When this
happens, the highest level of the hierarchy is attained.

4. Experiments
4.1. Datasets. Two experiments are conducted for testing the
performance of the algorithm over a synthetic control dataset
[5] and a live dataset [6]. The synthetic control dataset

contains 600 examples of time series wave forms synthetically
generated by the process in Alcock and Manolopoulos
(1999) [7]. There are six diﬀerent classes of control charts
that represent generally diﬀerent shapes of time series waves.
Each wave is characterized by 60 coeﬃcients in the form
of temporal data points, each diﬀerent group (or class) has
100 samples and total there are 600 samples in the dataset.
Each class has an essentially unique bunch of waveforms that
are diﬀerent from those of the other classes; hence, we can
assume the six classes represent six diﬀerent types of speakers
who have diﬀerent voiceprints from one another. For example, it could be speakers who come from six diﬀerent geographical locations therefore diﬀerent ascents, speakers who
speak in six diﬀerent emotions/languages, or speakers of six
distinctively diﬀerent age groups. We generalize the names
of these characteristic groups as speech types.
The other empirical dataset contains 640 time series of
12 linear prediction cepstrum coeﬃcients (LPCs) taken from
nine male speakers. The data was initially collected by a
Japanese research team for examining a newly developed
classiﬁer for multidimensional curves (multidimensional
time series). The volunteered speakers uttered two Japanese
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Figure 6: (a) Six characteristic groups at the dendrogram by using DTW similarity function. (b) The corresponding row numbers of the
dataset at the dendrogram by using DTW similarity function.

vowels /ae /successively. For each utterance, a 12-degree
linear prediction analysis was applied to obtain a discretetime series with 12 LPC cepstrum coeﬃcients. This means
that one utterance by a speaker forms a time series whose
length is in the range 7–29, and each point of a time series
is of 12 features (12 coeﬃcients). Analysis parameters are as
follows: sampling rate = 10 kHz, frame length = 25.6 ms, and
shift length = 6.4 ms. So for the dataset, a set of consecutive
blocks represents a unique speaker. There are 30 blocks for
each speaker. Blocks 1–30 represent speaker 1, blocks 31–60
represent speaker 2, and so on up to speaker 9. A sample of
the time series taken from one of the voice trace is shown in
Figure 4.
Just as shown in our model in Figure 3, the raw voice
series are formatted and processed into records that have
exactly 12 coeﬃcients (attributes). Hierarchical time series
clustering is applied over the processed data, so that each
data point that the clustering algorithm works with has
identical attributes and scales for similarities measures. By
plotting the processed data with x-axis as the ﬁrst column

of a consecutive block against the rest of the series with
values within the range at the y-axis, we generate some
visualization of the time series points with distinguishable
shapes. Figure 5 shows three groups of voice series that are
taken from the dataset blocks from three diﬀerent speakers.
Just by visual inspection, we could observe their diﬀerences
in appearance. The four voice utterances on the top row sit at
about three quarters on the x-axis, the cap of the data clusters
is dominated by small square dots (that just represent one
of the coeﬃcient values of the block of the sample), then
followed by other shapes of dots and diamond shaped dots
at the bottom. Though each of the four clusters on the top
row is not exactly identical to each other, they roughly have
a similar structure. In the middle row, the voice visualization
by another speaker has the data near the middle of x-axis,
and the outlined structure has the cross-shaped markers on
the cap. And the visualization on the bottom row has an
obviously diﬀerent formation than the other two. That shows
the voices of the three speakers are essentially diﬀerent as by
their voice characteristics, and the diﬀerences can be visually
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Figure 7: (a) Six characteristic groups at the dendrogram by using Euclidean similarity function. (b) The corresponding row numbers of
the dataset at the dendrogram by using Euclidean similarity function.

spotted. However, computationally, the diﬀerences in voice
characteristics would have to be revealed by clustering
algorithm.
4.2. Results and Comparison. The hierarchical clustering
algorithm that we applied in the experiment is implemented
in R which is a free software environment for statistical
computing and graphics (http://www.r-project.org/). The
synthetic data are ﬁrst sampled with a ratio of 10% for
producing the ﬁrst iteration of data points and clusters.
DTW that serves as the similarity function is embedded
in the clustering algorithm for processing the time series
data till convergence. The experiment is repeated with other
similarity functions for comparison. A snapshot of the
resulting dendrogram by using DTW similarity function is
shown in Figure 6(a). It can be seen that the dendrogram by
DTW can eﬀectively partition the time series into six distinct
groups that represent six speech types. The groupings, by
the DTW dendrogram as shown in Figure 6(b), can be used
to map over to the actual row number of the dataset that
has a total of 600 rows. In other words, the time series

that are indexed by the row numbers can be allocated to
the six groups by the dendrogram as a result of time series
clustering. In another counter example, similarity function
by Euclidean distance is applied in the experiment; we can
easily see that the groupings at the dendrogram as shown
in Figure 7(a) are not in perfect order at all. We can safely
remark that DTW is superior to Euclidean in the clustering.
From a bird-eye view, Figure 8 shows clearly on the eﬃcacy of the two similarity functions in hierarchical time series
clustering. DTW has generally less chaotic grouping than
Euclidean similarity function. Without showing the dendrogram for each of the other varieties of similarity functions, a
comparison table below shows the performance of grouping
of each technique. The performance is estimated by counting
the number of mislocated groups in the dendrogram by that
particular similarity function. DTW performs consistently
well, while Minkowski shows an optima when the power was
increasing from 1 to 10. This observation conﬁrms that DTW
is suitable for time series clustering as time series do vary in
time domain more or less to certain extent.
The subsequent experiment is to build a decision tree
after the grouping has been formed by hierarchical time
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Figure 8: A bird-eye view of the comparison of the dendrograms which are produced by DTW and Euclidean similarity functions
respectively.

series clustering. There are two choices of decision trees to
be recommended. RIPPER function is suggested to be run
for generated comprehensible rules that are in the form of
IF-THEN-ELSE. The rules specify a sequence of conditions
meeting which in order lead to a predeﬁned class label. When
a new voiceprint is received, pass it over the rules by checking
its coeﬃcient values that can determine which class label
the voiceprint ﬁts in. The other decision tree algorithm is
the classical C5.0 or J48 with pruning mode on, in WEKA
which is an open source of machine learning algorithms for
solving data mining problems implemented in Java and open
sourced under the GPL (http://archive.ics.uci.edu/ml). The
time series data, however, are converted to their corresponding frequency domain by Discrete Wavelet Transformation

(DWT). DWT applies the the Haar wavelet transform which
was invented by Kristian Sandberg from University of Colorado at Boulder, USA in year 2000. DWT in principle works
better than time series points in classiﬁcation because DWT
can ﬁnd where the energies are concentrated in the frequency
domain, and remarkable coeﬃcients called Haar attributes
are well describing the characteristics of the time series.
A comparison of the original coeﬃcients in time domain
and transformed coeﬃcient in frequency domain can be
seen that wavelets after the transformation have sharper
and narrower statistical distribution than the time series
points, in Figure 9. DWT is implemented in the plug-in ﬁlter
in WEKA called “weka.ﬁlters.unsupervised.attribute.Wavelet.”
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(a)

(b)

Figure 9: (a) Attributes of the a voice time series; (b) transformed attributes called Haar coeﬃcient of the wavelet representation of the time
series.

(a)

(b)

Figure 10: Snapshots of a decision tree as a result of building a classiﬁer by (a) using the original time series, and (b) using the transformed
wavelets.
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Table 3: Classiﬁcation accuracy by the two datasets.
Synthetic data
Time
Wavelets
series
% correctly classiﬁed instances 91.67 95.00
Root relative sq. error
43.86 34.14
Coverage of cases
92.33 95.67
Precision
0.958
0.99
Recall
0.910
0.95
F-score
0.933 0.969

Empirical data
Time
Wavelets
series
55.20 64.13
72.82 47.80
81.54 62.28
0.5770 0.6445
0.5481 0.6185
0.5481 0.6308

The performance of the decision tree which is a voice
classiﬁer is deﬁned as a composite of accuracy measures.
They generally come in the following indices in data mining
as (1) the percentage of correctly classiﬁed instances, (2) the
root relative squared error, (3) coverage of cases, (4) overall
Precision; in a classiﬁcation task, the precision for a class
is the number of true positives (i.e., the number of items
correctly labeled as belonging to the positive class) divided
by the total number of elements labeled as belonging to
the positive class (i.e., the sum of true positives and false
positives, which are items incorrectly labeled as belonging to
the class), (5) overall Recall which is deﬁned as the number
of true positives divided by the total number of elements
that actually belong to the positive class (i.e., the sum of true
positives and false negatives, which are items which were not
labeled as belonging to the positive class but should have
been), and (6) F-score, which is a measure of a test’s accuracy
by considering both the precision and the recall of the test to
compute the score.
The performance comparison table is given in Table 3.
It compares mainly the classiﬁcation accuracy by using a
J48 decision tree in WEKA of the time series version and
the Wavelet version of the two testing datasets. It can be
noticed that in general Wavelets have improvement over the
time series in terms of classiﬁcation accuracy. The results of
the empirical data are generally lower in accuracy than the
synthetic control data probably due to its complex and less
uniform in the time series structures, plus the normalization
eﬀect for limiting the time series into ﬁxed length from its
original variable length. However, wavelet transformation
still shows its advantage in applying to the empirical data.
A sample of the decision tree generated from the experiment
is shown in Figure 10. By using the decision tree as classiﬁer,
new voiceprint can ﬁt into a speciﬁc class by traversing the
decision tree.

5. Conclusion
Using voice as a biometrics has its advantage because
it is a noninvasive nature process in human interaction,
and human voice has been proven to contain biological
traits that can uniquely identify an individual. In the past
many studies have focused on applying voice biometrics
into security-related applications such as user veriﬁcation

and biometric identiﬁcation. In contrast voice classiﬁcation
has not been researched extensively. Voice classiﬁcation is
recently becoming popular as it serves as the underlying
technique for monitoring diﬀerent types of speakers and
providing supreme customer service by estimating the
natures of phone/Web calls; these applications potentially
have high values in security surveillance and commercial
uses. In this paper, a set of relatively simple and transparent
techniques are described for enabling voice classiﬁcation.
Fellow researchers are encouraged to test out the collection of
algorithms as recommended in this paper for experimenting
voice datasets pertaining to voice classiﬁcation applications.
In particular, we showed via experiments that hierarchical
time series clustering algorithm with various similarity
functions can yield diﬀerent levels of accuracy. It is shown
possible that time series can be grouped into diﬀerent
clusters, just as if some unknown voices are grouped together
by their common characteristics. Wavelets after transforming
of time series samples into frequency domain demonstrate an
improved accuracy performance in decision tree. The future
works include ﬁne-tuning the mentioned algorithms in the
paper for even better performance. The algorithms should
be programmed into a single software program in order to
support as a core classiﬁcation engine for voice biometric
application systems.
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A novel vector with high gene delivery eﬃciency and special cell-targeting ability was developed using a good strategy that
utilized low-molecular-weight polyethylenimine (PEI; molecular weight: 600 KDa [PEI600]) crosslinked to β-cyclodextrin (βCyD) via a facile synthetic route. Fibroblast growth factor receptors (FGFRs) are highly expressed in a variety of human cancer
cells and are potential targets for cancer therapy. In this paper, CY11 peptides, which have been proven to combine especially
with FGFRs on cell membranes were coupled to PEI-β-CyD using N-succinimidyl-3-(2-pyridyldithio) propionate as a linker. The
ratios of PEI600, β-CyD, and peptide were calculated based on proton integral values obtained from the 1 H-NMR spectra of
the resulting products. Electron microscope observations showed that CY11-PEI-β-CyD can eﬃciently condense plasmid DNA
(pDNA) into nanoparticles of about 200 nm, and MTT assays suggested the decreased toxicity of the polymer. Experiments on
gene delivery eﬃciency in vitro showed that CY11-PEI-β-CyD/pDNA polyplexes had signiﬁcantly greater transgene activities than
PEI-β-CyD/pDNA in the COS-7 and HepG2 cells, which positively expressed FGFR, whereas no such eﬀect was observed in the
PC-3 cells, which negatively expressed FGFR. Our current research indicated that the synthesized nonviral vector shows improved
gene delivery eﬃciency and targeting speciﬁcity in FGFR-positive cells.

1. Introduction
Numerous vectors have been explored for use in gene delivery. An ideal vector system eﬃciently uptakes and delivers
drugs to target cells without stimulating signiﬁcant immune
responses, inﬂammation reactions, or cytotoxicity [1].
Although viruses are known to facilitate the entry of pDNA
into cells, great concern about the safety and immunogenicity of viral vectors has made nonviral vectors a more
attractive option than viral ones. Thus, there is a growing
need to develop biocompatible polymeric gene carriers that
will not elicit immune responses and toxic side eﬀects [2, 3].
Among the nonviral vectors available, polyethylenimine
(PEI) has shown high gene delivery eﬃciency both in vitro
and in vivo [4]; as such, it has received signiﬁcant attention
as a research subject. PEI molecules consist of repeated
basic units with a backbone of two carbons followed by

one nitrogen atom and contain primary, secondary, and, in
the case of branched PEIs, tertiary amino groups, each of
which has the potential to be protonated [5, 6]. Positively
charged amino groups may interact with negatively charged
phosphate groups of DNA molecules to form polymer-DNA
polyplexes with sizes in the nanometer range that can be
internalized by cells [7]. β-CyD-modiﬁed polymers have
been shown to be able to stabilize cationic polymer/DNA
complexes under physiological conditions, increase water
solubility, show minimal cytotoxicity, and demonstrate good
transfection eﬃciencies in many cell lines [8]. In improving
the gene transfection eﬃciency of nonviral carriers, new
strategies have been put forward to enhance the cellular uptake of PEI-based polyplexes; modiﬁcation of the
polymer must be done [9], such that speciﬁc ligands can
be incorporated into the gene carriers. Several targeting
moieties, including folic acid, transferrin, RGD peptide, HER
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peptide, EGF, and sugar moieties, have been employed in
polymeric gene carriers to enhance target cell speciﬁcity and
transfection eﬃciency.
Among these strategies, the ligand linkage strategy
appears to be the most attractive [7]. Receptor-meditated
gene delivery enhances the targeting ability and gene delivery
eﬃciency of PEI-β-CyD/pDNA polyplexes. However, when
ligands, especially those with high molecular weights, are
conjugated with PEI, the gene delivery eﬃciency of the
polyplexes may be aﬀected by a lower DNA condensation,
larger particle size, and increased spatial steric hindrance [10,
11]. Many functional peptides that speciﬁcally target tumors
were recently identiﬁed and applied as substitutes of whole
molecular ligands for the construction of targeting vectors to
overcome some disadvantages of nonviral polyplexes. In the
present study, a CY11 peptide-mediated nanopolymer was
prepared, its physicochemical properties were characterized,
and its transfection activities in FGF receptors (FGFRs)
overexpressing and under expressing cells were determined
[12]. The results indicated that FGFR-targeted polyplexes
had high gene eﬃciency and low cytotoxicity.

the SPDP-activated PEI-β-CyD solution under stirring at
room temperature under nitrogen for 3 h. The product
was dialyzed against pure running water with a dialysis
membrane (molecular weight cutoﬀ = (8,000–14,000)) and
lyophilized for 48 h. The ﬁnal product was stored at −80◦ C.

2. Materials and Methods

2.5. Electron Microscope Detection. Polyplexes of CY11-PEIβ-CyD/pDNA at a N/P ratio of 25 were prepared in 0.9%
saline. After vortexing for 1 min and standing for 30 min,
the polyplexes were observed under a transmission electron
microscope (JEOL, JEM-2010 TEM, JPN).

2.3. 1 H-Nuclear Magnetic Resonance (1 H-NMR) Analysis.
The structures of CY11, PEI-β-CyD, and CY11-PEI-β-CyD
were ascertained by studying their 1 H-NMR spectra. Samples
(5 mg) were dissolved in 0.7 mL deuterium oxide (D2 O).
The spectra were recorded using a Bruker 400 MHz NMR
spectrometer with 32 scans at room temperature.
2.4. Agarose Gel Electrophoresis Assay. The electrophoretic
mobility of the polymer/pDNA polyplexes was measured
using a gel electrophoresis system. An appropriate amount of
polymer was added to an equal volume of pDNA solution to
achieve the desired polymer/pDNA ratio. Gel electrophoresis
was conducted at room temperature in TEA buﬀer with 1%
(w/w) agarose gel at 100 V for 45 min. DNA bands were
visualized by an UV illuminator.

2.1. Chemicals and Reagents. PEI (branched 600 KDa or PEI
25 KDa), N-succinimidyl-3-(2-pyridyldithio) propionate
(SPDP, Molecular weight = 312.4 Da), 1-(4, 5-dimethylthiazol-2-yl)-3,5-diphenylformazan (MTT), dimethyl sulfoxide
(DMSO), and triethylamine (TEA) were obtained from
Sigma-Aldrich. The oligopeptide (CY11: CGMQLPLATWY)
was synthesized by GL Biochem (Shanghai, China), and
its amino acid sequence was conﬁrmed using mass
spectrography. 1,1-Carbonyldiimidazole (CDI) was obtained
from Pierce (Rockford, IL, USA). Plasmid pCAG-Luc-encoding luciferase activity assay kits were obtained from Promega
(Madison, WI, USA). The plasmid pEGFP encoding green
ﬂuorescence protein (GFP) was provided by the Institute of
Immunology, Zhe Jiang university, Hangzhou, China.
COS-7 (FGFR positive; a continuous cell line derived
from an African green monkey kidney), HepG2 (FGFR
positive; a human hepatocellular cancer cell line), and
PC-3 (FGFR negative; a human prostate adenocarcinoma
cell line) were obtained from the American Type Culture
Collection (ATCC, Rockville, MD, USA). These cell lines
were maintained in RPMI1640 supplemented with 10% fetal
calf serum (FCS), 2 mM glutamine, 100 units/mL penicillin,
and 100 μg/mL streptomycin in a 37◦ C incubator with 5%
CO2 .

2.6. Cell Viability Assay. COS-7, HepG2, and PC-3 cells
were grown in RPMI1640 supplemented with 10% FCS
at 37◦ C and 5% CO2 in 96-well plates (Falcon; Becton
Dickinson, USA) at an initial density of 8,000 cells/well to
10,000 cells/well. The growth medium was replaced with
200 μL serum-free RPMI1640 containing PEI 25 KDa,
PEI600, PEI-β-CyD, and CY11-PEI-β-CyD at diﬀerent
concentrations (5, 10, 20, 40, 80, 120, and 160 nmol/mL).
After 4 h of incubation, the medium was replaced with
200 μL freshly grown medium; following another 24 h of
incubation, the cells were washed once with PBS. Then
90 μL fresh medium and 10 μL MTT solution (5 mg/mL)
were added to each well. The plates were vigorously shaken
before measurement. Cell viability was assessed by obtaining
the absorbance of the products at 570 nm as measured
by a BioRad microplate reader (Model 550, BioRad). Cell
growth (%) relative to the control cells cultured in the
media without PEI25KDa, PEI600, PEI-β-CyD, or CY11PEI-β-CyD was calculated using the following formula:
[A]test /[A]control × 100.

2.2. Synthesis of PEI-β-CyD and CY11-PEI-β-CyD. PEI-βCyD was prepared according to the method of Tang et al.
[13].
SPDP (3.6 mg, 0.01 mmol) was dissolved in DMSO
(0.3 mL), and PEI-β-CyD (120 mg, 0.65 mmol) was dissolved
in DMSO (3 mL). The activation reaction proceeded under a
nitrogen atmosphere in the dark for 1 h at room temperature.
Peptide (12 mg, 12.3 μmol) was dissolved in 1 × PBS buﬀer
(1 mL). The peptide solution was dropped slowly into

2.7. In Vitro Gene Delivery. COS-7, HepG2, and PC-3 cells
were used for gene delivery tests. The cells were seeded in
24-well plates at a density of 1.0 × 105 /well with 0.6 mL
RPMI1640 containing 10% FCS. After 24 h of incubation, the culture media were replaced with 0.6 mL serumfree RPMI1640. Polyplexes of PEI600/PCAG-luc, PEI-βCyD/PCAG-luc, and CY11-PEI-β-CyD/PCAG-luc with different N/P ratios (20, 25, 30, 35, 40) containing 1 μg
PCAG-luc were added to each well, where as polyplexes of
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Figure 1:
analysis of (a) CY11, (b) PEI-β-CyD, and (c)
CY11-PEI-β-CyD. The peaks at 2.5–3.2 ppm are assigned to the
protons of PEI600 in (b) and (c). At 0.8–1.3 and 6.7–7.6 ppm, the
new peaks are assigned to the protons of the amino acids of CY11
in (a) and (c).

PEI25KDa/PCAG-luc at an N/P ratio of 10 were included in
the control group. After a 4 h of incubation, the medium was
removed and supplemented with fresh medium containing
10% FBS. Luciferase gene expression was determined 36 h
after transfection using a commercial luciferase assay kit
(Promega, USA). The transfection eﬃciency was expressed
as relative light units per milligram of cell protein, the
concentration of which was determined using a protein assay
kit (BCA, Pierce, USA).
pEGFP plasmids were used to detect the green ﬂuorescence emitted by green ﬂuorescence proteins after the
plasmids were delivered to the COS-7, HepG2, and PC-3 cells
at an N/P ratio of 25.
2.8. Statistical Analysis. Unless otherwise noted, the results
from in vitro experiments represent at least two independent
experiments. All results were expressed as means ± standard
error of mean (SEM). Statistical analysis was performed
using one-way analysis of variance (ANOVA) and the LSD
test. Analysis was conducted using SPSS12.0.A mean with
P < 0.05 considered statistically signiﬁcant.

3. Results
3.1. Synthesis and Characterization of CY11-PEI-β-CyD.
CY11-PEI-β-CyD synthesis was conducted according to
Tang et al. [13]. The 1 H-NMR spectra of PEI-β-CyD
were obtained to determine the ratio of PEI600 and βCyD (Figure 1(b)). The stoichiometry between PEI600 and
β-CyD was calculated using the characteristic peaks of
PEI600 (–CH2 CH2 NH–) and the C-1 hydrogen in β-CyD.
In our experiment, the molar ratio of PEI600 and β-CyD
was approximately 1 : 1.2.

The CY11 with a single cysteine at the end was directly
coupled onto the SPDP-activated PEI-β-CyD to produce the
CY11-PEI-β-CyD. The successful synthesis of CY11-PEI-βCyD was conﬁrmed using 1 H-NMR spectra, as shown in
Figure 1(c). The characteristic peaks of PEI (–NHCH2 CH2 –)
appeared at δ2.5 ppm to 3.3 ppm, those of β-CyD appeared
at δ5.0 ppm and δ3.4 ppm to 4.0 ppm, and those of the CY11
peptide appeared at δ0.8 ppm to 1.3 ppm and 6.7 ppm to
7.6 ppm (–CH2 –protons of peptide) of CY11-PEI-β-CyD.
These ﬁndings suggest the successful conjugation of CY11 to
PEI-β-CyD.
3.2. Complex Formation of CY11-PEI-β-CyD/DNA. The
binding capability of PEI-β-CyD and CY11-PEI-β-CyD
to DNA was evaluated using agarose gel electrophoresis
(Figure 2), and CY11-PEI-β-CyD was found to stably form
an N/P ratio of 4 (Figure 2(b)). However, the ability to
binding DNA was delayed, which was likely caused by the
steric hindrance of the conjugated peptides. Comparison
of PEI-β-CyD with condensed DNA at an N/P ratio of
3 (Figure 2(a)) showed that the peptide converted the
PEI primary amine into an amide, but the eﬃciency of
modiﬁcation was very low (<5% of the primary amines
modiﬁed).
The particle size of the copolymer/DNA complexes is
an important factor that aﬀects transfection activity. The
morphology of the CY11-PEI-β-CyD/DNA complex was
observed under TEM (Figure 3). The particle size of the
complexes at an N/P ratio of 25/1 was approximately 200 nm,
which was a suitable diameter for gene delivery.
3.3. Toxicity Assay of Copolymer. MTT assays of the COS7, HepG2, and PC-3 cells were performed to evaluate the
cytotoxicity of PEI600, PEI-β-CyD, CY11-PEI-β-CyD, and
PEI25KDa over an incubation period of 4 h at concentrations
ranging from 0 to 160 nmol/mL, as shown in Figure 4. In
the present study, CY11-PEI-β-CyD showed low toxicity
against the COS-7, HepG2, and PC-3 cell lines compared
with the control group (PEI25KDa). When the concentration
was over 120 nmol/mL, the percentage of cell viability
remained above 60%. A very sharp drop in the number of
viable cells was observed for PEI25KDa with increasing the
concentration. Furthermore, the modiﬁcation of PEI with βCyD led to a reduction in toxic side eﬀects in vitro.
3.4. Gene Transfer In Vitro. In verifying the enhanced gene
delivery ability of CY11-PEI-β-CyD and the targeting ability
of the CY11 motif, gene delivery experiments in vitro
were conducted in COS-7 (FGFR-positive), HepG2 (FGFRpositive), and PC-3 (FGFR-negative) cells using plasmid
pCAG-Luc. The transfection eﬃciency of the CY11-PEIβ-CyD/DNA complex in the COS-7 cells is shown in
Figure 5(a). The data demonstrated that the transfection
eﬃciency of CY11-PEI-β-CyD was twofold higher than
that of PEI-β-CyD at an N/P ratio of 25 achieved at
4.13 × 1010 RLU/mg protein. Similarly, an improvement
in transfection eﬃciency was observed with CY11-PEI-βCyD in HepG2 cells (Figure 5(b)). By contrast, in PC3 cells
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Figure 2: Agarose gel electrophoresis of 0.5 μg DNA complexed with (a) PEI-β-CyD and (b) CY11-PEI-β-CyD at N/P ratios from 1 to 7.

300 nm

Figure 3: Transmission electron micrograph of the CY11-PEI-βCyD/DNA polyplex. The polyplex is spherical with a diameter of
about 200 nm.

(Figure 5(c)) and at an N/P ratio of 20, the eﬃciency of PEIβ-CyD was about one and a half-fold higher than that of
CY11-PEI-β-CyD. Even at other N/P ratios, including 25, 30,
35, and 40, the eﬃciency of PEI-β-CyD was higher than that
of CY11-PEI-β-CyD. “Gold standard” branched PEI25KDa
exhibited the highest gene expression at N/P ratio of 10 and
decreased with higher N/P [13]. PEI-β-CyD and CY11-PEIβ-CyD complexes showed higher transfection eﬃciency at
N/P ratios of 20, 25, and 30 than PEI25KDa complex at its
optimal N/P of 10.
In order to further study the gene delivery capability
of CY11-PEI-β-CyD, pEGFP plasmids were transferred to
the COS-7, HepG2, and PC-3 cells to enable the direct
observation of green ﬂuorescence under a ﬂuorescence
microscope (Figures 5(d), 5(e) and 5(f)). The transfer
eﬃciency was far higher in COS-7 and HepG2 cells than in
PC-3 cells. In summary, the transfection study demonstrated
that CY-11 peptide-mediated PEI-β-CyD vectors could oﬀer
a strategy for targeted gene delivery, especially for FGFR
highly expressing tumor cells.

4. Discussion
The gene delivery ability of PEI was ﬁrst discovered by
Boussif et al. in 1995 [14]. Since then, the mechanism has

been extensively explored, and many strategies have been
undertaken in attempts to improve its eﬃciency of PEI.
PEI is widely used as a nonviral gene transfer vector. In
the ﬁeld of biomedical science, PEI could be an eﬀective
gene delivery vector for in vitro and in vivo transfection.
However, like other general nonviral vectors [15], PEI
shows low gene delivery eﬃciency and high cytotoxicity
compared with viral vectors. One of the strategies that
may be used to improve the eﬃciency of PEI is to modify
PEI with ligands that target speciﬁc receptors on cell
membranes [16]. Many peptides function as ligands for
targeted nonviral gene delivery systems to speciﬁc cell and/or
tissue types within the body and enhance the delivery
of nonviral vectors. EGF, folate, Her-2, transferring, and
antibodies are commonly used as such ligands, but obtaining, identifying, and isolating these ligands are complicated
and tedious [12]. More importantly, the combination of
ligands, especially those with high molecular weights, may
potentially aﬀect the biological behavior of the vector
and decrease gene delivery eﬃciency due to steric aﬀects
[7].
FGFRs are highly expressed in many tumor cells and
are upregulated in proliferating endothelial cells during
angiogenesis [17]. They can improve gene delivery by
overcoming identiﬁed cellular barriers and targets for cancer
gene therapy. Maruta et al. [12] found that the oligopeptide
CY11 binds to FGFR receptors with high aﬃnity via a novel
phage display technology and veriﬁed the occurrence of
enhanced gene expression using polylysine-based complexes
with the oligopeptides.
In the present study, the oligopeptide CY11 was selected
to conjugate with PEI-β-CyD, and the chemical and biological characteristics of the resulting CY11-PEI-β-CyD/pDNA
polyplexes were investigated. PEI-β-CyD has an abundance
of amine groups, much higher than the number of sulfhydryl
groups in CY11, such that the complete conjugation of
CY11 with PEI-β-CyD is possible. The molar ratio of
CY11 to PEI-β-CyD in the CY11-PEI-β-CyD complex
equaled that found in theoretical calculations from 1 H-NMR
results.
DNA condensation, particle size, and toxicity of the polyplexes are closely related to delivery eﬃciency [18]. Ideally,
polyplexes should be homogeneous, soluble, stable, small,
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Figure 4: The cytotoxicity of PEI600, PEI-β-CyD, CY11-PEI-β-CyD, and PEI25KDa against (a) COS-7, (b) HepG2, and (c) PC-3 cells. The
cells were treated with polymer of diﬀerent concentrations for 4 h in a serum-containing medium. Cell viability was determined using MTT
assays and expressed as percentages of the control. When the concentration of the polymer was <20 nmol/mL, the toxicities of the polymers
were similar (P > 0.05).

and have low toxicity. Gel retardation assay results showed
that, after conjugation of CY11, the ability of PEI-β-CyD for
pDNA condensation decreased, signifying that the surface
charges of PEI-β-CyD were blocked by CY11. The cells
toxicity assay conﬁrmed this result and showed that, even at
a CY11-PEI-β-CyD concentration of 120 nmol/mL, the percentage of cell viability remained above 60%. The cytotoxicity of PEI was related to the positively charged amine groups,
so PEI25KDa was found to have high toxicity. CY11 itself
did not stimulate the growth of cells. Spherical polyplexes of
about 200 nm in diameter were found to be suitable for gene
delivery.
In examining the role of CY11 oligopeptides, FGFRs
were highly expressed on COS-7 and HepG2 cells and lowly
expressed on PC-3 cell surfaces. The eﬃciency of CY11PEI-β-CyD (25 : 1) in COS-7 (25 : 1) and HepG2 cells was
about twofold higher than that of the PEI-β-CyD group
and higher than that of PEI25KDa (10 : 1) at a suitable N/P
ratio. Based on the in vitro results obtained from COS-7

cells, although not very obvious, the eﬃciency of CY11-PEIβ-CyD (25 : 1) was found to be higher than that of CY11PEI-β-CyD polymers with other conjugation ratios, such as
20 : 1, 30 : 1, 35 : 1, and 40 : 1. An optimal conjugation ratio
of oligopeptides is thus suggested to be present in this type
of molecules. Toolow or toohigh conjugation ratios of CY11
may aﬀect the eﬃciency observed because of insuﬃcient
ligand-mediated actions or steric hindrance eﬀects. The
decreased eﬃciency of CY11-PEI-β-CyD in PC-3 cells indicated that FGFR mediated the enhanced transgene activity
of CY11-PEI-β-CyD. The pathway of polyplex binding to
cells is a receptor-mediated process and not a simple static
electricity one; thus, an enhancement in eﬃciency could
be expected [12]. By contrast, for receptor-negative cells,
conjugation of the corresponding ligands yielded no beneﬁts
for achieving eﬃciency. Considering the high expression of
FGFR in most tumor cells, the observed enhancement in
eﬃciency indicated that CY11-PEI-β-CyD could be used
in future applications as a delivery vector for cancer gene
therapy.
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Figure 5: The gene delivery eﬃciencies of PEI600, PEI-β-CyD, CY11-PEI-β-CyD, and PEI25KDa with diﬀerent N/P ratios in (a) COS-7,
(b) HepG2, and (c) PC-3 cells. PEI25KDa at an N/P ratio of 10 shows the highest gene delivery eﬃciency. Data were shown as mean ± SD,
(∗ P < 0.05 as compared with other samples in the same group). The green ﬂuorescence emitted by green proteins expressed after the
transfer of CY11-PEI-β-CyD/pEGFP at an N/P ratio of 25 to cells: (d) COS-7, (e) HepG2, and (f) PC-3 cells. A ﬂuorescence microscope is
used. Fluorescence is more evident in COS-7 (FGFR-positive) and HepG2 (FGFR-positive) cells than in PC-3 (FGFR-negative) ones.
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In summary, the successfully synthesized CY11-PEI-βCyD polymer can eﬃciently condense DNA plasmids into
spherical particles of about 200 nm in diameter and with
positive zeta potential. The polymer has less cytotoxicity and
more eﬃcient gene delivery capabilities than PEI-β-CyD in
vitro. It also has FGFR-targeting ability.
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of disulﬁde-linked and hydrophobically-modiﬁed PEI for
plasmid delivery,” Journal of Biomaterials Science, Polymer
Edition, vol. 22, no. 7, pp. 873–892, 2011.
[7] O. V. Chumakova, A. V. Liopo, V. G. Andreev et al.,
“Composition of PLGA and PEI/DNA nanoparticles improves
ultrasound-mediated gene delivery in solid tumors in vivo,”
Cancer Letters, vol. 261, no. 2, pp. 215–225, 2008.
[8] K. Wada, H. Arima, T. Tsutsumi et al., “Improvement
of gene delivery mediated by mannosylated dendrimer/αcyclodextrin conjugates,” Journal of Controlled Release, vol.
104, no. 2, pp. 397–413, 2005.
[9] B. Chertok, A. E. David, and V. C. Yang, “Polyethyleneiminemodiﬁed iron oxide nanoparticles for brain tumor drug
delivery using magnetic targeting and intra-carotid administration,” Biomaterials, vol. 31, no. 24, pp. 6317–6324, 2010.
[10] M. Neu, D. Fischer, and T. Kissel, “Recent advances in rational
gene transfer vector design based on poly(ethylene imine) and
its derivatives,” Journal of Gene Medicine, vol. 7, no. 8, pp. 992–
1009, 2005.
[11] J. A. Fortune, T. I. Novobrantseva, and A. M. Klibanov,
“Highly eﬀective gene transfection in vivo by alkylated
polyethylenimine,” Journal of Drug Delivery, vol. 20, pp. 40–
58, 2011.
[12] F. Maruta, A. L. Parker, K. D. Fisher et al., “Identiﬁcation
of FGF receptor-binding peptides for cancer gene therapy,”
Cancer Gene Therapy, vol. 9, no. 6, pp. 543–552, 2002.
[13] G. P. Tang, H. Y. Guo, F. Alexis et al., “Low molecular weight
polyethylenimines linked by β-cyclodextrin for gene transfer

[17]

[18]

into the nervous system,” Journal of Gene Medicine, vol. 8, no.
6, pp. 736–744, 2006.
O. Boussif, F. LezoualC’H, M. A. Zanta et al., “A versatile vector
for gene and oligonucleotide transfer into cells in culture
and in vivo: polyethylenimine,” Proceedings of the National
Academy of Sciences of the United States of America, vol. 92, no.
16, pp. 7297–7301, 1995.
G. Liu, J. Xie, F. Zhang et al., “N-Alkyl-PEI-functionalized iron
oxide nanoclusters for eﬃcient siRNA delivery,” Small, vol. 7,
no. 19, pp. 2742–2749, 2011.
X. Bai, D. Miao, J. Li, D. Goltzman, and A. C. Karaplis, “Transgenic mice overexpressing human ﬁbroblast growth factor 23
(R176Q) delineate a putative role for parathyroid hormone in
renal phosphate wasting disorders,” Endocrinology, vol. 145,
no. 11, pp. 5269–5279, 2004.
L. Cai, N. Qiu, X. Li et al., “A novel truncated basic ﬁbroblast
growth factor fragment-conjugated poly (ethylene glycol)cholesterol amphiphilic polymeric drug delivery system for
targeting to the FGFR-overexpressing tumor cells,” International Journal of Pharmaceutics, vol. 408, no. 1-2, pp. 173–182,
2011.
B. Liang, M. L. He, Z. P. Xiao et al., “Synthesis and characterization of folate-PEG-grafted-hyperbranched-PEI for tumortargeted gene delivery,” Biochemical and Biophysical Research
Communications, vol. 367, no. 4, pp. 874–880, 2008.

Hindawi Publishing Corporation
Journal of Biomedicine and Biotechnology
Volume 2012, Article ID 403987, 11 pages
doi:10.1155/2012/403987

Research Article
Using Medical History Embedded in Biometrics Medical
Card for User Identity Authentication: Privacy Preserving
Authentication Model by Features Matching
Simon Fong and Yan Zhuang
Department of Computer and Information Science, University of Macau, Taipa, Macau
Correspondence should be addressed to Simon Fong, ccfong@umac.mo
Received 20 December 2011; Accepted 25 December 2011
Academic Editor: Sabah Mohammed
Copyright © 2012 S. Fong and Y. Zhuang. This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.
Many forms of biometrics have been proposed and studied for biometrics authentication. Recently researchers are looking into
longitudinal pattern matching that based on more than just a singular biometrics; data from user’s activities are used to characterise
the identity of a user. In this paper we advocate a novel type of authentication by using a user’s medical history which can be
electronically stored in a biometric security card. This is a sequel paper from our previous work about deﬁning abstract format of
medical data to be queried and tested upon authentication. The challenge to overcome is preserving the user’s privacy by choosing
only the useful features from the medical data for use in authentication. The features should contain less sensitive elements and
they are implicitly related to the target illness. Therefore exchanging questions and answers about a few carefully chosen features
in an open channel would not easily or directly expose the illness, but yet it can verify by inference whether the user has a record
of it stored in his smart card. The design of a privacy preserving model by backward inference is introduced in this paper. Some
live medical data are used in experiments for validation and demonstration.

1. Introduction
The latest trend in biometrics authentication nowadays is to
use multiple biometrics [1, 2] for extra security and users’
longitudinal activity patters for identifying the users. The
latter one appears to be appealing because it is generally
more diﬃcult to erase or forge a full history record about a
person as history involves event records in multiple parties
over a long period of time. Recently some advances in
biometrics theories are based on one’s email history patterns,
online activity log patterns, and other personal history
events [3, 4]. In this paper, we advocate the use of medical
history data as biometrics as they may equally well in
distinguishing a person and they are not easily counterfeited.
Each medical record is handled supposedly by licensed
medical professional (compare to a log on email ﬁle server
or other public online platforms), hence medical records
should be quite credible. Two adults are hardly having exactly
the same medical history in terms of conditions, prognosis,

treatment procedures, times, and places over a certain length
of time.
One of the major challenges in using medical history
for authentication, however, is privacy issue. Humans are
naturally reluctant to reveal their private medical records and
they may feel inferior if such data are openly communicated
in the public for authentication. As shown in Figure 1,
the medical history data that is stored in a smart card
could be used for both medical consultations in diﬀerent
clinics where they may not be able to access a common
patients’ database and for authentication in addition to
passwords or other forms of biometrics like ﬁngerprints
and iris scan. The authenticator in this case may be a
machine device or a human oﬃcer that is able to generate
some question-and-answer type of challenges to the testing
user about his medical history. Only the authentic user
is supposed to possess the knowledge of his own medical
history, and he would be able to correctly answer the
questions.
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Figure 1: Workﬂow of the two uses of medical history from the biometric card.

Due to privacy reason, the questions to be asked should
not come directly from the medical conditions. Embarrassments often occur especially when sensitive questions
were raised in public about the users, for example, “Did
you ever have a nose implant before? Did you start to
suﬀer from erectile dysfunction last week?” A self-help
authentication may avoid the embarrassment. However, it
is impractical too to assume some costly machines with
I/O devices are always available and proliferate everywhere,
which can silently generate and display the questions on
a small screen and receive input from the users. At times
human oﬃcers are deployed and such questions may be
asked in person in a public place. Given this privacy issue,
a privacy-preserving mechanism is therefore much desired
so that questions will not be directly asked from the medical
illness but authentication by referring to the medical history
can still be achieved.
A discreet user authentication model is introduced in
Figure 2, where the interface of the authenticator can be
a human oﬃcer and he is unnecessary to be a trusted
party; authentication is mainly done by a feature matching
module (usually as a secured software system). The module
is responsible for generating less-sensitive questions based
on the supplementary information from the attributes of
a medical condition. Upon receiving the answers to those
questions, the module then deduces a hypothetical answer;
this hypothetical answer will be cross-checked with the actual
answer that is read directly from the microchip of the smart
card over a secure smart card reading channel. For an
example if the user is suﬀering from hypothyroidism and this
particular illness is being used for authentication, the feature
matching module ﬁrst gathers a list of less-sensitive questions
from a mass database (that represents and generalizes the
illness) such as what the average basal metabolic rate is, the
intake of seafood, and experiences of any twitch in muscle.
The questions are based on symptoms of a disease which are
relatively less embarrassing to be communicated in an open
channel. The answers will then be used to infer or predict a
hypothetical disease. After the secure module reads the actual
answer from the smart card owned by the user, an attempt
of matching the hypothetical disease to the actual disease
indicates whether the testing user who oﬀered the answers
is the authentic user.
By this design the secrecy which is the illness records
of the user stored in the smart card will never leave
the authentication system and hence will not be revealed
directly to the public. The user will not be questioned
directly about the illness (the secrecy), instead by asked

by questions about his general lifestyle, dietary habits, and
disease symptoms which he experienced. Based on this
information, a hypothetical illness is inferred automatically
inside the authenticator model which is processed by secure
computer software. The human oﬃcer needs not to know
anything about the user’s medical history except to convey
the questions that are generated by the system to the user and
to input the user’s answers back to the system for analysis.
The general workﬂow of the proposed privacy preserving
authentication model is summarized by the following steps.
Step 1. Preparing knowledge models for each disease based
on the mass medical dataset.
Step 2. When a user is presented for authentication, his card
is ﬁrst read and one of the illnesses is randomly selected for
testing.
Step 3. If no knowledge model exists for any of his illnesses,
abort.
Step 4. From the knowledge model of the selected illness,
derive a short list of questions about the symptoms and/or
the lifestyle habitant attributes that lead to the illness (e.g.,
smoking habits lead to lung cancer). More details will follow
in the next section of the paper.
Step 5. Signal the questions to the authenticator interface
which is a human oﬃcer in this case.
Step 6. The questions are being asked from the user by the
oﬃcer, the oﬃcer collects the answers.
Step 7. The answers are entered to the system, quantiﬁed,
and processed.
Step 8. A hypothetical illness is estimated based on the
answers, with a probability of likelihood.
Step 9. The system reads the user’s biometric card via a
secure smart card reader for the information about the illness
IFF it has not been done so in Step 2. Otherwise, skip this
step.
Step 10. Positive verdict is generated if the hypothetical and
actual illnesses do match. Otherwise go to Step 12.
Step 11. Human oﬃcer is acknowledged about the result and
decide accordingly to grant the authentication to the user.
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Figure 2: Privacy-preserving authentication model using medical history from biometric card.

Step 12. Case is rejected or is repeated from Step 2 by
choosing another illness.

2. Design of the Privacy-Preserving
Authentication Model
The prime challenge to be overcome by our proposed model
is preserving the user’s privacy by selecting a short list of
useful features which are extracted from the medical data
for use in authentication. The features which are being
used instead of the direct information about the illness
must satisfy two conditions: ﬁrst, they should contain less
sensitive elements and only a few of them should be used;
using too many or a complete set of features will ultimately
reveal the identiﬁcation of the illness. Second, not only the
features must be controlled in quantity but also they must
be strongly relevant to the target illness such that the illness
can be suﬃciently characterized by only a handful of these
features.
The principle for the protection of privacy to work is
founded on causality which is deﬁned as the relationship
between an event (the cause) and a second event (the eﬀect),
where the second event is a consequence of the ﬁrst. The
term “feature” which we use here is the direct factor which
is a factor that aﬀects an eﬀect directly, that is, without
any intervening factors. For instance, lung cancer is due to
smoking habit. The feature or direct factor in this example is
smoking, and the eﬀect as the consequence is lung cancer as
the illness. The true identiﬁcation of an illness is described
by only a number of signiﬁcant features. The features are
allowed to be queried and responded in open, and the
answers (values) to the features could eﬀectively refer back
to the same illness.
The design of the model which is shown in Figure 3 combines the three analytic approaches for supporting deﬁning
causality relations of medical attributes from some given
clinical history data. The data are collectively accumulated
from a sizeable population as reference, which is called mass
medical data. The mass medical data are fed to a sequence
of processes to generate ﬁve main types of information for

quantitatively describing the causality among the features
and the illness. We call this causality information which
comes in four types: (1) correlation counts. The counts
represent the linear relationships for each pair of features
including the features to the class illness. (2) The optimal
number of features that can be used to describe an illness. (3) The signiﬁcance value of each feature; nonlinear
relationships are inferred by decision tree induction which
results in dependency network that shows the factors and
their signiﬁcances pertaining to the outcome of a disease,
and a set of decision rules that represent the nonlinear and
sometimes even complex relationships of the factors. (4)
the relation strength between each pair of features. (5) The
cooccurrences of the features with values that describe a state
of the illness. Nonlinear relationships refer to a varying trend
that describes the outcome, often by more than one factor.
These ﬁve types of causality information would be used along
with the new input testing values of the features (resulted
from asking the user the questions) to estimate a hypothetic
illness by summarization in data mining. If the hypothetic
illness is the same as the target illness, the feature values
which are provided from the authentication questions would
also be the same as the feature values derived from the target
illness. Our model should be extensive enough to cover the
attributes’ relations/dependencies both linear and nonlinear
and by ﬁnding such relations quantiﬁed for matching for
authentication.
2.1. Building Knowledge Models. Knowledge models must
initially be built prior to authentication application. Mass
medical history data collected from the public consists of
many patients’ past records, each record spanning across
a collection of attributes, that are to be used in building
decision trees for ﬁnding the underlying relations. Each
record often includes attributes taken from measurements of
tests, diagnosis and demographic attributes of the patients’
proﬁles. The records from the mass database should be in
the same format as the medical history database embedded in
the card of the testing user. Our proposed model has a work
ﬂow that accepts medical history datasets that are structured
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Feature selection
analysis

Correlation
analysis
NodeXL
visualization

Building dependency
network diagram

Estimating the relations
of symptoms over one or
more diseases

Network graph

For facilitating the correlation
checks of the features to the
target class
(1) Correlation counts

Constructing accurate and
compact decision trees

Interactive
dependency network
visualization

Dependency network

For ﬁnding the relevance of
the features to the target class
(2) The optimal number of features
(3) Signiﬁcance value of each feature
(4) The relation strength of each pair
of features

Classiﬁer/predictor

For ﬁnding the cooccurrence
conditions in terms of rules
between the features and the
target class
(5) The cooccurrences of the
features with values that
describe a state of the illness

Figure 3: Model for deriving the attribute relations via Network Graph, Dependency Network and Rule-based Decision Tree.

in columns as attributes and rows as patients’ records;
computational processes that transform them into resultant
outputs. There are mainly three streams of processing: (1)
correlation analysis, with the aid of NodeXL visualization
for generating Network Graph; (2) feature selection analysis,
building an accurate and compact rule-based decision tree,
extracting rules that show conditional relations among the
attributes; (3) after feature selection analysis, merge multiple disease datasets, construct a dependency network and
compute relation strengths among the attributes. From top
to bottom, the original historical datasets are transformed
through a sequence of subtasks which are described in details
in the following sections. In our experiment here we veriﬁed
this model by using two datasets lung cancer and heart
disease, acquired from UCI Dataset Repository which is well
known for benchmarking machine-learning techniques in
computer science research community [5].
Pertaining to knowledge discovery in medical ﬁeld,
Ohsaki et al. compared the performance of 40 diﬀerent
interestingness measures via a rule-discovery experiment
on clinical datasets of meningitis and hepatitis [6]. The
results supported that a stable and reasonable performance
is achieved by chi-square measure which is a prominent
member of the family of information gain methods. This
encourages us to follow along this direction for deriving useful rules for representing the relations between attributes and
the class illness. Applying information theoretic techniques
has its edge over frequency or statistical due to the nature of
the data; linear trend implies a direct relation between a pair
of univariate attributes. For multivariate attributes which
are usually the case for high-dimensional medical data, the
relations are cross-dependent among the attributes. Some

recent work applied computational intelligence techniques
that include Artiﬁcial Neural Network combined with Rough
Set Theory [7] for extracting decision rules from medical
data, Classiﬁcation Rules with aid of Concept Lattice [8] for
analyzing medical diagnostic data. The learning techniques
based on information theoretic have been proved their
usefulness as a tool for drawing conclusions from medical
data. Ohsaki et al. [6] expanded the work by considering
that attributes of diﬀerent signiﬁcances may be conditional
(interdependent) in data classiﬁcation and decision making.
An attribute that has low signiﬁcance close to zero may get
omitted in the feature selection process but this attribute
when used together with others may consequently lead
to an important rule that represents useful knowledge.
Therefore experiments were conducted in [6] that proved:
if an attribute group which contains signiﬁcant attributes,
the attribute group must be signiﬁcant and if an attribute
group includes attributes with low signiﬁcance individually,
the attribute group possibly may have high signiﬁcance.
Subsequently this proof advocates that taking a singular view
on the signiﬁcance of individual attributes is not enough.
Conditional relations among those attributes regardless of
their signiﬁcances must be taken into account in analyzing
medical data. Therefore the three levels of analysis were
proposed in our model design that allows users to ﬁnd linear
and nonlinear relations among data via Network Graph and
Dependency Network, respectively as well as a rule-based
decision tree that extracts and exhibits conditional rules for
studying the conditional relations among the attributes.
2.2. Correlation Model. By computing the correlation coeﬃcients over the dataset, the strengths of the relations between
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each pair of attributes could be obtained. Pearson algorithm
is used as it is popular, simple, and powerful in evaluating
the pairwise trend between two attributes, with value close
to 1 means highly correlated. The purpose of ﬁnding a
direct and linear relation between the attributes is twofold.
First, medical professionals may be interested to know or
to conﬁrm which pairs of attributes are directly related for
the sake of intellectual curiosity. For example, a person’s
weight and height are usually strongly correlated in the BMI
calculation. There may exist some not-so-well-known kind
of direct relationship in the process of knowledge discovery
in diﬀerent diseases or medical phenomena. Recent discoveries by correlation analysis include “High ﬁzzy soft drink
consumption linked to violence among teens (10/2011)”,
“TV Viewing Linked to Unhealthy Eating (09/2011)”, and
“Junk Food Makes Kids Fatter, But Happier (04/2009)” just
to name a few. In our case of authentication, we want to
ﬁrst match the features of the test samples by the correlation
values of their peer features. If two sets of features (test and
reference) have a similar set of correlation values which are
in two-dimensional form, the features are indeed similar
and they are likely to infer to the same disease. From the
performance view of authentication, this is a quick test
that could be conducted ﬁrst before proceeding to further
complicated tests.
The second purpose is for ﬁnding redundant attributes
and possibly eliminating them. Sometimes having fewer
attributes among the various medical examination tests
may be desirable in diagnosis of a disease. The authors
in [8] applied context reduction technique to reduce those
redundant attributes from the rules generated from classiﬁcation tree. The motive for excluding redundant attributes
in medical test is to replace expensive tests by cheaper tests
(with less testing attributes).
Although correlation is a major criteria for manifesting
similarities in medical analysis between data attributes [9],
another criteria which may be equally if not more popular are
association rules. In our model, the correlation coeﬃcients
matrix could be in turn ﬁlled in by a composite measure
of support and conﬁdence accordingly for association rules.
Association rules take forms of X → Y where X and Y are
sets of attributes. Support of s% means that s number of
records includes both X and Y . Conﬁdence of c% means c
amount of records that consists of X must also contain Y . In
our experiment, we computed correlation coeﬃcient matrix
as shown in Table 1.
Visualizing the correlation lattice as a Network Graph
for the medical data is enabled by a software program
called NodeXL-Network Overview, Discovery and Exploration for Excel, (software is freely downloadable from
http://www.codeplex.com/). It is a free and open source
spreadsheet add-in with features of network analysis and
visualization. The information to be visualized is stored
as a correlation coeﬃcient matrix (Table 1) which is to be
represented by a network graph. The attribute relations
are represented as a column of graph edge information;
they specify which pairs of vertices being connected in the
graph network. In particular, the edges and vertices that are
mapping the relations and attributes, respectively, have visual
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(a)

(b)

Figure 4: Network Graph by NodeXL—Top: (a) attribute info.
bottom: (b) relation strength.

properties to be programmed by the user according to the
values in the correlation coeﬃcient matrix, such as color, size,
and shapes. In our case, only size is taken as a performance
variable that represents the magnitude or strength, that is,
strongly correlated relations between pairs of attributes take
on thicker lines; attributes that occur more frequently in
association rules are represented by bigger vertices.
Interactively, users can adjust settings of the control panel
of the NodeXL template and explore the direct relations
between attributes. We modiﬁed the visualization of edge
thickness by using an exponential boosting function because
the diﬀerences between the correlation coeﬃcients are very
small considering the value ranging from 0 to 1, often in
decimal of one or two places. Screen captures of the Network
Graph in NodeXL are shown in Figures 4(a) and 4(b) that
show the distribution of frequently appeared attributes in

Item 1
Item 2
Item 3
Item 4
Item 5
Item 6
Item 7
Item 8
Item 9
Item 10
Item 11
Item 12
Item 13
Item 14

Item 1
1
0.304628
0.086859
0.268803
−0.16671
−0.83893
−0.16783
−0.76751
−0.16533
−0.14374
−0.16987
−0.84519
−0.38102
#DIV/0!

1
0.955484
−0.64095
0.876819
−0.50437
0.880265
0.151117
0.88728
0.896828
0.881941
−0.4055
0.759633
#DIV/0!

Item 2

0.999567
0.598202
0.995487
0.975886
0.998566
0.06833
0.973958
#DIV/0!

0.255924
−0.71313
−0.21787
−0.75615
−0.826
−0.7297
0.194064
−0.74226
#DIV/0!
0.775897
−0.08997
−0.1679
−0.06535
0.993808
0.126083
#DIV/0!

1
−0.055

1
−0.04098

1

Item 6

−0.69252

Item 5

0.904209
−0.42444
0.913895
0.226658
0.933745
0.963708
0.920922
−0.32866
0.843887
#DIV/0!

Item 4

−0.8371

1

Item 3

1
0.586164
0.997845
0.981833
0.999708
0.053754
0.975193
#DIV/0!

Item 7

1
0.554419
0.477619
0.576789
0.840339
0.712566
#DIV/0!

Item 8

1
0.992128
0.999127
0.017242
0.973904
#DIV/0!

Item 9

1
0.986037
−0.06468
0.956482
#DIV/0!

Item 10

1
0.042858
0.975849
#DIV/0!

Item 11

Table 1: Correlation coeﬃcient matrix shows a segment of correlated attributes from our experimental data.

1
0.229056
#DIV/0!

Item 12

1
#DIV/0!

Item 13

1

Item 14
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association rules and correlation of attributes, respectively.
For simplicity in the illustration, only the top 10 items
(attributes) are shown in bold. The heart disease dataset
originally has 76 attributes, describing the patients’ health
background, blood pulse rates and other measurements, and
so forth.

14
12

Worthiness (%)

10
8
6
4

R2
R2
R2
R2

2
0

4

1

7

= 0.9157
= 0.9009
= 0.9971
= 0.914

10 13 16 19 22 25 28 31 34 37 40
Attributes

Info gain attribute
Chi-square
Relief F
SVM

Poly. (info gain attribute)
Poly. (chi-square)
Poly. (relief F)
Poly. (SVM)

Figure 5: Worthiness measure of varying number of features being
added into training a decision tree.

Accuracy (%)

2.3. Feature Selection Analysis. Along with the Correlation
analysis which is an independent process by itself, our model
suggests Feature Selection Analysis to be done before commencing to analysing nonlinear relations. Feature selection
process has a long history in data mining whose aim is to
selectively retain only the “useful” attributes, which are also
known as features, in characterization of the data model
prior to training a data mining model. In our case, feature
selection allows us to compute a signiﬁcance value for each
feature, thereafter the selected features and their signiﬁcance
values will be used to construct a dependency network and
a decision tree. For authentication, the matching will be
done upon only a set of selected or “qualiﬁed” features that
have high signiﬁcance. By using a shorter list of important
features, the time taken for the authentication process can be
shortened.
A comprehensive survey on feature selection [10]
describes many types of techniques for selecting useful
attributes while ﬁltering irrelevant ones. The technique that
we adopted here is Information Gain that is shown to
oﬀer consistent performance from a collection of medical
datasets from UCI. The characteristics of some widely used
feature selection techniques are brieﬂy listed in Table 1.
What they have in common is the ability to evaluate the
information entropy in such a way whether including the
attribute under test would contribute to reducing the chaos
of information or not. At the same time, this measure implies
how much this particular attribute contributes to increasing
the predictive power of the training model, therefore it
is taken as a performance indicator for evaluating how a
prediction outcome would depend on each attribute.
The method of using feature selection is slightly diﬀerent
in our model than in traditional data mining. Instead of
directly short-listing top-k worthy attributes to build a
decision tree, in between we tried out all these algorithms
and plot out three performance charts on worthiness of
attribute, prediction accuracy, and decision tree size, by
varying the number of the short-listed attributes who
passed the feature selection test in ascending order. The
attributes are ﬁrst ranked and progressively one by one being
added to the decision tree building process. The motive of
this novel technique is to ﬁnd a just enough amount of
most highly contributing attributes. And also the attributes
yield an optimal balance of accuracy and decision tree
size.
From Figure 5, we can clearly see that an optimal number
of qualiﬁed attributes to be used is 13, that is where the
cross-point for the curves used by diﬀerent feature selection
algorithms. It is obvious that using too few would result in
an inaccurate model, too many attributes mean expensive
diagnosis tests. The number 13 which is deemed appropriate
for including the most qualiﬁed attributes in training

Feature worthiness curve
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Figure 6: The accuracy of the decision tree model trained by using
diﬀerent number of qualiﬁed features.

a decision tree model is unanimously agreed to be the
optimal point for accuracy (in Figure 6) and for tree size (in
Figure 7) as well.
To recap, ﬁnding the signiﬁcance values via Feature
Selection analysis helps estimating the optimal number of
most contributing features in building a decision tree and the
signiﬁcance values would be passed on to the next process,
building a dependency network diagram. More importantly,
from a handful of important features the authentication
system can randomly set a subset from them for formulating
questions every time.
2.4. Dependency Model. After obtaining a rule-based decision tree model, such as Ripper (Pruning to Produce Error
Reduction) by William Cohen of AT and T Laboratories
which is chosen in our model because of its suitability
and relatively high accuracy, the information about the
information gain for each attribute would be used for
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Figure 7: The resultant tree size of the decision tree model trained
by using diﬀerent number of qualiﬁed features.

inferring a collection of links each represents the predictive
power (in term of information gain) towards the prediction
class. Ripper has been shown performing fast with low error
rate in accuracy [11]. For a simple illustrative example, in
patients’ records, we may ﬁnd a very strong correlation
between obesity and body weight, but they have no predictive
power to diabetes disease on par with glucose level in blood.
These attributes, however, may all pass the feature selection
test as described earlier. We therefore opt to have a visual
tool that interactively allows medical professionals to explore
not only the direct (or linear) relations but predictive power
which we loosely deﬁne it as “dependency” to a particular
disease outcome.
Dependency Network Browser (DNB) is a standard
data mining tool with Analysis Server by versions of
Microsoft SQL 2000 and upwards. This tool is to present
the dependencies or relationships among attributions in a
data mining model. A decision tree would ﬁrst be required
to be built in order to display the predictive powers of the
attributes in form of dependencies (arrows that connect
from the attribute nodes to the prediction class). Once in
the Dependency Network Browser, the trained decision tree
model is expressed as a network of attribute nodes such that
it oﬀers the users the ability to view the whole prediction
model from the perspective of all attributes by relationship
information, therefore a global view of how attributes or
factors contribute to prediction of a certain class.
In our experiment, some modiﬁcations were done on
the standard copy of Dependency Network Browser, using
Flash and NET programming framework. One major modiﬁcation is to incorporate the ability of loading multiple
medical history datasets so that dependencies can be traced
across diﬀerent diseases. This feature is useful for factors
exploration especially those that were not previously known.
The implicit link could be traced down a chain of diseases
provided that they have common attributes in the forms
of factors and symptoms in the sense of cause-and-eﬀects
(causality) by considering their relationships towards some
related diseases. The second modiﬁcation is a set of formula
for quantitatively deriving a relational measure for this
indirect dependency across diseases. The whole approach
was coined as Extended Dependency Network Browser or
eDNB for short.
One upfront technical challenge in implementing eDNB
is the need of merging two or more medical datasets that

have diﬀerent dimensions in columns and rows though
they may share some common attributes. This is known as
schema matching and it is a classical problem in information
integration. A number of automated methods have been
attempted in the past [12], such as matching the missing
values by textual similarity, guessing the ﬁgures by using
the mean numbers, by most frequently appearing numbers,
and so other statistical tricks on. For the demand of very
high accuracy, however, in medical data analysis, we resort
to the most accurate yet computational-intensive method by
building a RIPPER decision tree for estimating the blank
values. As long as the two medical datasets have suﬃcient
amount of common attributes and the attributes have fairly
good predictive powers to the diseases, the decision-treepermissing-attribute method works satisfactorily. A pioneer
work on applying decision trees for estimating missing values
demonstrated its feasibility [13].
For our experiment, a number of decision tree types and
methods have been attempted, like pure tree induction, rulebased methods, and Meta which means combined methods.
It was found that RIPPER still oﬀers the highest accuracy
for our two datasets, with missing data estimation accuracy
69.2% and 69.9%, respectively, for heart disease and lung
cancer. When the two datasets are successfully merged and
the corresponding missing data are estimated, a rule-based
decision tree model is generated, so is the eDNB. From the
rule-based decision tree, RIPPER, some signiﬁcant rules are
extracted as examples below. The decision tree grows one
rule at a time by adding antecedents to the rule until the rule
reaches a perfect accuracy. The procedure searches for every
possible value of each attribute and it selects the condition
with highest information gain.
Rule 1. (sex >= 1) and (age >= 57) → class heart disease =
1 (79.0/23.0).
Rule 2. (sex >= 1) and (years <= 27) and (age >= 46) →
class heart disease = 1 (46.0/19.0).
Rule 3. Otherwise → class heart disease = 0 (151.0/40.0).
In this example, it shows that the attributes gender, years
of smoking, and age are conditionally related pertaining to
predicting a disease outcome. Such relations do not show
up in the Network Graph by measuring the correlation
coeﬃcient. But they have certain dependencies in the forms
of information gain and predictive power towards a disease
class. This is what our eDNB is supposed to essentially
reveal.
In order to generalize our eDNB model in the methodology, algebraic equations are used to deﬁne the computation
of relations between attributes. The diagram in Figure 8
shows a generic dependency model of two diseases d1 and
d2 , and the related factors or symptoms are associated with
them as sd01 to sdn1 for disease d1 and sd02 to sdn2 for disease
d2 . Between the two diseases they possess common attributes
such as sd01 ∪d2 to sdn1 ∪d2 , they are predicting both diseases.
Let rdi (sx ,s y ) be the relation of a pair of symptoms
which are predicting a common disease, di . For an example
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Figure 8: A network dependency model for two diseases and
associated factors.

of disease d1 , the relation between symptoms s0 and s2 is
expressed as:


rd1 (s0 , s2 ) =





Igd1 sd01 + Igd1 sd21


n
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sdi 1
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,

(1)

where n is the number of attributes predicting d1 . Ig
is the information gain value calculated in the feature
selection process and decision-tree-building process for each
dj

(sdi
attribution. Let rdi,dj
x , s y ) be the indirect relation of a pair
of symptoms which are predicting two diﬀerent diseases. For
example, the indirect relation between s3 from d1 and s5 from
d2 can be expressed as follow:
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where condition = if d1 and d2 have no predicting attribute
in common, and wd1 and wd2 are weights proportional to
the relative importance of the diseases that the common
attributes are predicting about. The sum of the weights
equals to 1. The weights are needed because the common
attributes are assumed to be the only linkage between the two
diseases and the relative portions of predictive powers by the
common attributes deciding how important the disease is in
relation to the symptoms.
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The current model can be extended to a chain of diseases

that go beyond two adjacent diseases. So we let rdi
···dk be an

where condition = if the relation chain of any two disease is
broken, that is, common symptoms of any two diseases along
the chain are missing or do not have suﬃcient worthiness
values. The chain is deﬁned by the link of possessing
common attributes from dα to dΩ.
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(5)
Sig p = β · (Y p−1 + (1 − β) · Y p−2 + (1 − β)2 · Y p−3 + · · · +

(1 − β)k · Y p−(k+1) )+(1 − β)k+1 · Sig p−(k+1) for any suitable
k = 0, 1, 2, . . . The weight of the general signiﬁcance of the
link between two diseases Y p−i is β(1 − β)i−1 where, the
coeﬃcient β represents the degree of weighting decrease,
a constant smoothing factor between 0 and 1. A higher
β discounts further linkages faster. Sig p is the value of
signiﬁcance at any position p along the disease chain.
Y p is the linkage strength at any position p, along the
chain. Y p is deﬁned by the proportion of common symptoms
and their predictability powers in disease p, in relation to
disease p − 1 and disease p + 1.
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For demonstration purposes, we used two medical
datasets whose attributes and signiﬁcances towards a disease
are displayed in an eDNB. Figure 9 shows that all the selected
attributes of the two diseases are fully displayed. A small
panel at the bottom of eDNB allows user to choose two
symptom attributes; then automatically the corresponding
relation of the two symptoms are displayed.
Figures 10 and 11 demonstrate the operation of eDNB
in a mode where only common attributes are displayed of
the two diseases. There is a slide-bar by which a user can
adjust the viewing by the strength of the dependencies. When
the slide bar moves down the minimum requirement for
dependencies strength increases, such that only the attributes
that have strong dependencies would remain. Attributes
of relatively weaker dependencies fade away. This way, the
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relations of the attributes-to-attributes and dependencies of
the attributes-to-diseases can be explored interactively.
With the model that derives information and relations
about the features in place, the following operation in
pseudocode describes about how feature matching is carried
out.
Step 1. Questions are generated from a short list of features
which have passed the feature selection process. If the list is
large enough, a subset of features are being chosen randomly
and used to generate the questions. Questions are conveyed
over to the user via the authentication oﬃcer.
Step 2. The answers of the questions are returned from the
user to the authenticator.
Step 3. Based on the answers which are the values for
the short-listed features, the ﬁrst matching test is over the
correlation tables. Retain and score about the degree of
matching of those feature values are in correlation with the
target feature values from the known illness. If the scores are
satisfactory over a minimum user-deﬁned threshold, proceed
to the next step, or else abort, return no match.
Step 4. From the dependency network graph, sum up the
strength values (or signiﬁcance values) as percentage scores
towards predicting the target illness by the passed features.
The higher the percentage scores are, the more matching the
hypothetical illness that are being described by the testing
features. Usually a user deﬁned threshold is needed to decide
if the matching is successful or otherwise. 50% is used here
for relaxed matching; a very high minimum threshold can be
set if strict matching is required. If the matching test fails,
abort and acknowledge the user about the failure; he may
choose to try the authentication again and the system will
select another target illness for testing next time. If matching
succeeds, proceed to next step.
Step 5. The user is successfully authenticated. The system
returns a positive acknowledge to the user. Just as an option,
the authentication can be tightened by choosing a series of
illnesses for feature matching. Of course the list of questions
will proportionally become longer, so is the feature matching
time.

Figure 9: Visualising all attributes associated with the two diseases
in eDNB.

Figure 10: Visualising only the attributes which are in common
between the two diseases in eDNB; the links that have relatively low
predictive powers are dropped.

3. Conclusion
An emerging trend in biometrics is to tap on users’ historical
data. Medical history data is one option that can uniquely
describe well of a user. However, one of the main challenges
by using medical history for identity authentication is the
possible leak of privacy if the medical history were to be
directly questioned on. In this paper a novel model is
proposed for preserving the privacy of medical history by
implicitly questioning the users using the features of the
illness instead of the illness itself. The features of the illness
are subtle and appear to be quite general when viewed
individually. It was found that when a set of features were
used collectively together, they are suﬃcient to infer the

Figure 11: Visualising the common attributes that have relatively
strong dependencies, others are grayed out.
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identiﬁcation of the illness. Taking the illness as the secrecy
that is supposedly known only by the user, the questions
that are derived from the selected features can be used to
orally verify if the user knows of his past medical history:
the experience of the illness indeed. From the answers of
the questions that are derived from the selected features,
a hypothetical illness is generated and it would be crossveriﬁed by the illness data that was stored in a smart
card. The emphasis of this authentication model is the
causality that is the basis for quantifying relations between
the features and the target illness. It is like a one-way hash
that transforms a set of information into a target (illness)
which we could use for matching it with the actual target
stored on the card. A number of technical support functions
are described in this paper; they are feature selection,
correlation values computation, and dependency network.
Though the foundation is laid by the contribution of this
paper in preserving privacy in user authentication over
medical history, a number of future works are possible. The
matching process can be ﬁne tuned by considering more
than one illness, as the current limitation of the model
is testing by one illness at a time. Some automated and
intelligent process is needed to derive suitable questions from
the selected features. And a performance evaluation should
be conducted for checking the accuracy and speed of the
whole authentication process too. These should be addressed
in future works.

References
[1] S. Mohamed, D. Noureddine, and G. Noureddine, “Face
and speech based multi-modal biometric authentication,”
International Journal of Advanced Science and Technology, vol.
21, no. 6, pp. 41–56, 2010.
[2] A. Jagadeesan, T. Thillaikkarasi, and K. Duraiswamy, “Cryptographic key generation from multiple biometric modalities:
fusing minutiae with iris feature,” International Journal of
Computer Applications, vol. 2, no. 6, pp. 16–26, 2010.
[3] N. Ann and T. Sotirios, “A study in authentication via electronic personal history questions,” in Proceedings of the 12th
International Conference on Enterprise Information Systems
(ICEIS ’10), pp. 63–70, June 2010.
[4] M. Nishigaki and K. Makoto, “A user authentication based on
personal history- a user authentication system using E-mail
history,” The Journal on Systemics, Cybernetics and Informatics,
vol. 5, no. 2, pp. 18–23, 2007.
[5] C. J. Merz and P. Murthy, “UCI repository of machine learning
database,” ftp://ftp.ics.uci.edu/pub/machine-learning-databases/.
[6] M. Ohsaki, H. Abe, S. Tsumoto, H. Yokoi, and T. Yamaguchi,
“Evaluation of rule interestingness measures in medical
knowledge discovery in databases,” Artiﬁcial Intelligence in
Medicine, vol. 41, no. 3, pp. 177–196, 2007.
[7] A. Sakr and D. Mosa, “Dealing medical data with fundamentals of new artiﬁcial intelligence,” International Journal of
Engineering Science and Technology, vol. 2, no. 9, pp. 4406–
4417, 2010.
[8] A. Gupta, N. Kumar, and V. Bhatnagar, “Analysis of medical
data using data mining and formal concept analysis, world
academy of science,” Engineering and Technology, vol. 11, pp.
61–64, 2005.

11
[9] M. Strickert, F. M. Schleif, T. Villmann, and U. Seiﬀerta,
Unleashing Pearson Correlation for Faithful Analysis of Biomedical Data, Similarity-Based Clustering, Springer, Berlin, Germany, 2009.
[10] M. Dash and H. Liu, “Feature selection for classiﬁcation,”
Intelligent Data Analysis, vol. 1, pp. 131–156, 1997.
[11] R. Abraham, J. B. Simha, and S. Iyengar, “Medical datamining
with probabilistic classiﬁers,” in Proceedings of the 9th International Conference on Information Technology (ICIT ’07), 2007.
[12] K. Jaewoo and J. F. Naughton, “Schema matching using
interattribute dependencies,” IEEE Transactions on Knowledge
and Data Engineering, vol. 20, no. 10, Article ID 4527243, pp.
1393–1407, 2008.
[13] Y. Hang and S. Fong, “Aerial root classiﬁers for predicting
missing values in data stream decision tree classiﬁcation,”
in Proceedings of the SIAM International Conference on Data
Mining (SDM ’11), vol. WS03, pp. 1–10, Mesa, April 2011.

Hindawi Publishing Corporation
Journal of Biomedicine and Biotechnology
Volume 2012, Article ID 539395, 11 pages
doi:10.1155/2012/539395

Research Article
Using Medical History Embedded in Biometrics Medical
Card for User Identity Authentication: Data Representation
by AVT Hierarchical Data Tree
Simon Fong and Yan Zhuang
Department of Computer and Information Science, University of Macau, Taipa, Macau
Correspondence should be addressed to Simon Fong, ccfong@umac.mo
Received 19 December 2011; Accepted 25 December 2011
Academic Editor: Sabah Mohammed
Copyright © 2012 S. Fong and Y. Zhuang. This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly
cited.
User authentication has been widely used by biometric applications that work on unique bodily features, such as ﬁngerprints,
retina scan, and palm vessels recognition. This paper proposes a novel concept of biometric authentication by exploiting a user’s
medical history. Although medical history may not be absolutely unique to every individual person, the chances of having two
persons who share an exactly identical trail of medical and prognosis history are slim. Therefore, in addition to common biometric
identiﬁcation methods, medical history can be used as ingredients for generating Q&A challenges upon user authentication. This
concept is motivated by a recent advancement on smart-card technology that future identity cards are able to carry patents’ medical
history like a mobile database. Privacy, however, may be a concern when medical history is used for authentication. Therefore in
this paper, a new method is proposed for abstracting the medical data by using attribute value taxonomies, into a hierarchical
data tree (h-Data). Questions can be abstracted to various level of resolution (hence sensitivity of private data) for use in the
authentication process. The method is described and a case study is given in this paper.

1. Introduction
Biometrics has become increasingly common nowadays in
authenticating users in security applications. There are many
applications based on ﬁngerprints, retina scans, voice waveforms, behavioural patterns and palm vessels recognition,
and so forth. They work by the assumption that biometric
resembles a bodily feature that uniquely belongs to an
individual person and hardly anybody else. This biological
feature is neither transferrable nor easily forged. A new
kind of biometrics is devised in this paper, established on
the information of one’s medical history. Although medical
history may not be absolutely unique to every individual
person, it is very rare to have two persons who share exactly
an identical trail of medical and prognosis. In fact, it is
diﬃcult to ﬁnd any pair of persons who own exactly the
same medical patterns in details that are described by time,
location, age, diagnosis results, treatment dates and recovery

progress, and so forth. It is therefore believed to be possible
for using the pattern of medical history as a biometric in user
authentication, at least in theory, in addition to the popular
biometric identiﬁcation methods. Similar biometrics theories are those based on one’s email history patterns, online
activity log patterns, and other personal history events [1, 2].
But medical history has its advantage because such history is
relatively more diﬃcult to be biologically forged, there are
hard evidences that could be found from the wounds and
scares; ultimate authentication by medical examination can
be made possible for further veriﬁcation, if necessary. The
unique inerasable physiological feature favours biometrics
authentication over other type of personal activities logs.
The use of medical history can be implemented in a form
of question-and-answer (Q&A) type of interactive challenge
upon authentication, by supposing that only the authentic
user has the secret (personal) knowledge about his or her past
medical conditions. The information about one’s medical
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history can be a rich resource for generating Q&A challenges
provided that the user has accumulated certain length of
medical history.
This biometrics concept is motivated by a recent advancement on smart-card technology that future identity
cards with gigabytes of in-built memory are able to carry
patents’ medical history like a mobile database [3]. Canadian
airports are the pioneer that accept this kind of biometric
security card for authentication and access control [4]; it
is anticipated that many other countries and organizations
will surely follow. The advantage of the original idea of
embedding the medical history in a biometrics card is
to allow medical rescue personnel access to this portable
medical history from his card in case of emergency. Also
the medical history on a card serves as a centralized
depository because it could be handy when medical records
are often stored in diﬀerent hospitals. The history data
stored in the card in principle shall be updated at the end
of every visit to a clinic. With the full and latest medical
records already in place in a portable biometrics card,
ideally they oﬀer a readily available resource for biometric
authentication. Usually these medical records are stored in
the memory chip of the card along with other popular
digitized biometric data like ﬁngerprint features too. Availability of the data is readily there on a portable biometric
security card, what left of a research question is how these
data could be used appropriately as biometrics for user
authentication.
Two major challenges are projected here pertaining to
using medical history as biometrics although the underlying
archiving technology in a smart card can be safely assumed
available. First is the process of matching and veriﬁcation of
lengthy medical history patterns in the task of authentication. Even it is technologically possible to store a longitudinal
pattern of medical cases for a patient, obtaining a current
pattern in the same longitudinal format (e.g., illness records
from infant to current age) from a user as a test subject
for testing or veriﬁcation against his stored pattern during
authentication task is almost impossible let alone accurate
matching. If the testing pattern was to be acquired from oral
interview with the user under authentication, it will surely
be a very time consuming process. A quick method is needed
for instant or almost instant authentication just like how
prominent features of a thumb print are extracted from a
scanned image in a very short time.
Sampling is one technique to tackle this problem when
a full length of detailed data is not suitable for complete
matching. More often, feature sampling which requires
only a set of signiﬁcant features to be matched has been
used for biometric authentication [5]. Feature sampling is
a general theme that includes using statistics, important
events, and approximate outline of a series of events for
instant authentication at a compromise of losing or omitting
some details. Usually its eﬃcacy is satisfactorily meeting
some minimum performance expectation. Similar to feature
sampling, sampling concept is to be applied on medical
history data here, however, not by random; only some
prominent features would be selected for authentication.
This implies some mechanism is required for abstracting the
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medical history dataset into a lightweight representative pattern that can support eﬃcient authentication. For example,
a medical record that has speciﬁc attributes and values of the
following: American, female, aged 19 months, suﬀered from
meningitis, deaf and blind, would lead one to speculate she
is Helen Keller.
The second challenge is privacy problem that is inherited
from the nature of the medical history itself. Humans are
generally uncomfortable to reveal too much detail of their
private illnesses that show a sign of physiological weakness as
a matter of ego. Since certain details of one’s medical history
are being taken as a personal secrecy for authentication, this
secrecy would have to be confessed upon the authentication:
the authenticator could be a machine or a human oﬃcer.
Naturally this process of authentication operates in a form of
exchanging simple questions and answers about the secrecy
that the user holds, and it has to be fast and concise. The
privacy challenge we face is to hide sensitive elements as
much as possible in the message exchanges. In other words
the questions would have to be asked implicitly without
compromising the leak of the sensitive medical conditions.
If medical history was to be used as authentication data
as an extra security measure, a special mechanism would
be needed to protect the privacy of the data as well as an
eﬃcient data structure that can eﬀectively hide and facilitate
approximate matching of the medical patterns. Therefore in
this paper, a new method is proposed for abstracting the
medical data by using attribute value taxonomies (AVT), into
a hierarchical data tree (h-Data). Questions can be abstracted
to various levels of resolution (hence sensitivity of private
data) for use in the authentication process. The method is
described and a case study is given in the following section.

2. Proposed Solution
The solution for tackling the resolution of details regarding
the medical history and privacy is to use h-Data by the
transformation of AVT. Once the data are constructed in
hierarchical format with the abstract data in a higher tier
supported and related to the detailed data in a lower tier,
questions can be derived selectively for user authentication.
Figure 1 shows the process of converting a copy of the
computerized patient’s records into an h-Data that are stored
together in a biometric smart card. The conversion process
would be done at the level of certiﬁcate authority that can be
trusted by users for data conﬁdentiality. This paper focuses
on how structured data with attributes in columns and
instances in rows are converted to h-Data via aggregation and
abstraction techniques.
After the h-Data are embedded in the biometric security
card, it could be used for question-based authentication.
Direct questioning can be done on the history data directly
that is stored in structured format. Direct questioning is
relatively simple because the questions can be randomly
chosen from a set of facts from the structured table, and
a binary verdict will return, should the answer matches
or otherwise. Likewise, direct questioning can be done by
simple visual inspection if the validator is a human oﬃcer,
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Figure 1: Conversion process of computerized patient’s records to h-data.

for example the record shows a person has a limb amputated.
Implicit questioning is a little more sophisticated that
probes the user for answers that implicitly imply a medical
condition. For example, for verifying if a patient is suﬀering
from type II diabetes mellitus, implicit questions could be
asking whether the user experiences hyperinsulinemia and
obesity; asking the user questions about his daily diet in
order to determine if he suﬀers from gastric disorders, or
questioning his whereabouts in a speciﬁc period of time
when his record shows that he was hospitalized, and so forth.
Figure 2 shows the data stored in the biometric card can
be used for two functions: computerized clinical records as
recently proposed for convenience of medical consultant in
diﬀerent hospitals and for user identity authentication. In
this case, the validator which is supposed to be a computer
would be able to securely retrieve the h-data and from there
derive a short list of questions to challenge the knowledge of
the user with respect to his medical history. A rule checking
module is necessary for cross-checking the answers from the
users against the logics and the temporal orders of the facts in
the h-data, for example certain medical conditions are likely
to exist in a sequential order.

3. Representation of Medical History in AVT
Medical history data usually are comprised of various and
meticulous clinical measurements, the data often carry many
attributes. One of the challenges is to preserve privacy
and ﬁnd association among the attributes. In this paper,
a multilevel data structure is proposed with the attributes
ﬂexibly abstracted and aggregated that represent various
resolutions of the conditions of the illness. It helps hiding
sensitive information by abstracting them and enabling
checking in the form of Q&A with the testing user
on the relations between the attributes of the data. We
test the aggregation and abstraction techniques by using
some sample data downloaded from UCI data repository
(http://archive.ics.uci.edu/ml/) which is a popular site for
providing data for benchmarking machine learning algorithms. The experimental results show that it is possible to
appropriately abstract and aggregate medical data.

Many data prepreprocessing techniques such as data
transformation, data reduction, and data discretization exist.
However, these techniques are rather based on quantitative
characteristics of the attribute values than the meanings
of the attributes. Hence attributes are combined, transformed or omitted without referencing to their ontological
meanings. For example, when these data are used in a
decision tree that classiﬁes heart diseases, the attribute
that represents the number of blood vessels colored by
ﬂuoroscopy may get merged with another attribute that
deﬁnes the number of cigarettes smoked per day, probably
because they are just similar in mere numbers or statistical
distributions as reﬂected from the prognosis data. Conceptually they may represent concepts from two totally diﬀerent
domains.
Apart from the broad spectrum of attributes and the
depth of the associated values, another kind of complexity
is the fact that the attributes and their values quite often
are speciﬁed at diﬀerent levels of resolution in a dataset. It
implies that eﬃcient methods for grouping and abstracting
appropriate attributes are needed, while at the same time a
consistent concept hierarchy or an organized view in relation
to the multiresolutions of taxonomy must be maintained.
Attribute value taxonomies (AVT) that were proposed by
Demel and Ecker [6] allow the use of a hierarchy of abstract
attribute values in building classiﬁers. Each abstract value
of an attribute corresponds to a set of primitive values of
the corresponding attribute. However, the focus of the works
in [7, 8] is formulating a new breed of learning classiﬁers,
namely, AVT-decision tree that is hierarchical in nature for
deriving rules directly from AVTs that are constructed from
the data. This type of AVT-Decision is called h-data in this
context here. For a simple example, the following diagram
is a sample AVT that has a concept hierarchy of Season →
phase of a season → month. The leave of AVT, that is, the
month (June, July, August, etc.) can associate with abstracted
attributes of a higher level. The abstracted attribute can in
turn belong to that of a next higher level. If we have a set of
decision trees, each is made for a diﬀerent level or resolution
in the concept hierarchy, we have the ﬂexibility of testing
or comparing cases that contain data represented in various
resolutions.
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Figure 3: Sample AVT for date attribute of a dataset [6].

This approach is especially useful when we deal with
data whose attributes have complex contextual resolutions.
For clinical data records, a subset of attributes in the record
may describe the body mass index (weight, height, plus even
age, gender and race), another subset of attribute in the
same record may represent the characteristic of a cell nucleus
(radius, perimeter, area, smoothness, texture, etc.). The same
goes forth for attributes that may describe other concepts
in the context of clinical measurement, for example, insulin
dose, (Regular, NPH, UltraLente dose). All these attribute
may reside in a single record as a complete diagnosis. Some
of the values and the units of these attributes may be the
same, just like in Figure 3, but they belong to diﬀerent
concept groups, placed in diﬀerent levels. Authenticators,
however, are interested in knowing the interrelations among
the attributes at diﬀerent abstract levels, and in relation to
the recorded decision, for deriving authentication questions.
The decision tree which is represented by h-data serves as a
hierarchical data structure that shows the causality (causeand-eﬀect) relations of the attribute data. The implicit
questioning is based on principle of causality.
On the other hand, by generalizing and grouping attributes and their values to speciﬁc concept levels, the anonymity
of the data can be enhanced, that satisﬁes one of the aims
here for protecting one’s privacy. Medical data are usually
hierarchical. When the data are mapped into hierarchies, the
speciﬁc data can become more general nodes in the hierarchy; hence the privacy can be better conserved. Sometimes
some aspects of the data may be suﬃcient to identify a person
especially rare illness.

In this paper, we devise a special hierarchical data model for allowing users to group data from a large set of
attributes of heterogeneous natures, to organized concept
views, similar to an AVT. The grouped attributes in abstract
levels could be used for formulating questions during the
authentication process in terms of how details the attributes
are pertaining to a speciﬁc medical condition as the target
class, and other interattributes relations. The challenge to
be met in this model is grouping the attributes and then
abstracting them to a higher level, which often requires
expert knowledge or some common medical ontological
databases. We used a collection of medical datasets as a case
study, for evaluating the performance of the model.

4. Generation of Multilevel h-Data
The framework of the multilevel h-data generation model is
shown in Figure 4. The central component in the framework
is the preprocessing mechanism that receives two sets of data
as inputs and transforms them into several datasets prior
to decision tree building process. Decision tree is used here
for knitting up the causality relations between the attributes,
with a target class to which the model maps with the attribute
data. For example, an illness of lung cancer would require
inference from a number of smoking-related attributes, such
as number of cigarette smoked per day, and years of being
a smoker. The two input datasets are as follows, one is
the original dataset with all the attributes, the other is a
concept hierarchy represented in AVT format. The input of
the concept hierarchy also speciﬁes the number of levels
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Figure 4: Framework of the Multilevel h-data generation process.

and what are the subgroups in each level. The concept of
hierarchy is assumed to be deﬁned by some domain experts
such as medical doctors. The other input dataset is a full
longitudinal history record of a particular person.
The output of the preprocessing is a set of transformed
datasets that have been abstracted and aggregated according
to their respective levels of abstraction at the concept
hierarchy. There will be n number of transformed datasets
(L1 , L2 , Ln ), one dataset is for each layer of abstract concepts.
The dimensions of the transformed datasets should be
lowered down to the abstract concepts in the corresponding
AVT level, such that M = Mn ≥ M2 ≥ M1 , where M is
the original dimension of the initial dataset, Mi is the new
dimension of the transformed dataset Li at level i. L1 is the
root of the AVT which also is the highest level, Ln is the
dataset that has the M number of original attributes.
With the transformed datasets L1 to Ln , traditional tree
building process for example, C4.5 algorithm is used to
induce the corresponding decision trees, DT to DTn as
outputs. Because of the reduced dimensionality the sizes
of the trees follow this pattern: C(DT1 ) ≤ C(DT2 ) · · · ≤
C(DTn ) where C(DT) is the size of the DT in terms of the
sum of nodes and leaves. Once the DT1,2...n are constructed
they could be used for classiﬁcation or prediction jobs by
testing new data records. However, new data records now
have the ﬂexibility and options of taking any abstract form
from whichever level of the concept hierarchy. The new data
record needs to be transformed by the same preprocessing
process (as in the model construction phase) unless it takes
the same original dimensionality M as the original training
dataset, prior to testing by the DT models.
The performance results as well as the information of
the attributes during the model construction phase would
be collected for visualization. With a large amount of
description features, visualization in a hierarchy and groups
of concepts oﬀers easy comprehension to human readers
of attributes information and the relations among them.
One would be interested to know the general relations of
two abstract concepts instead of the linkage of two detailed
attributes. For an example of an authentication question
based on medical history, whether and how much a seasonal
climate that the user lives with or some general patterns
of lifestyle that he is undertaking would contribute to his
medical condition over time, make more sense, and are better

interpretable than reading the measurements or very speciﬁc
information on the individual attributes.
A compact decision tree that is built from abstract classes
and attributes could potentially provide answers to high-level
questions such as the example above.
Authenticators can try to ﬁnd clues in the correct contextual level from the rules derived from such decision trees.
And the questions can be derived from the relations of
abstract concepts and their relations of prediction targets,
instead of going to ﬁner level attribute information, for
formulating some general authentication questions.
The key mechanisms in the preprocessing process are
the abstraction and aggregation methods. The two methods
iterate from the lowest level to the highest up along the
hierarchy speciﬁed in the given h-data according to the
given concept hierarchy. The details of the two methods
are discussed below. The overall operation of the model is
depicted in pseudo code:
4.1. Aggregation Method. Aggregation is a common data
transformation process in which information is gathered
and expressed in a summary form, for purposes such as
categorizing numeric data and reducing the dimensionality
in data mining. Another common aggregation purpose is
to acquire more information about particular groups based
on speciﬁc variables such as age, profession, or income.
Sometimes new variables would be created that represent
the old ones while the new variables can better capture the
meanings and the regularity of their data distributions.
We used two examples in our case study of organizing up
some live medical data downloaded from UCI. One example
is combining two attributes in the original data into a new
attribute called body mass index that is more descriptive than
the original ones. The two original attributes are weight (in
kg) and height (in meters) to be put into a simple calculation.
Sometimes categorical attributes are in text labels, crudely
written; the language structures and grammars can be quite
vague, depending on the sources. By using a lexical parser
and analyzer, we analyze and rank the values of the multiple
combined variables into a discrete measure of information
completeness. New ordinal data may result, for example
highly contagious, contagious, neutral; another example is
benign, malignant, when speciﬁc formula is used to evaluate
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Clean the data set from noise and missing values
Parse the ordered list of AVT and load them into memory
For i = level n to level 1.
Begin-For
(1) Compute the attributes information in level i
(2) Feature selection, eliminate redundant attributes if any: FS(Di )
(3) Aggregate selected attributes to abstract groups: Agg(Di )
(4) Abstract attributes to a higher level: Abs(Di , Li )
(5) Consume the newly transformed dataset and build a corresponding decision tree: Classifier
(Li , DTi )
(6) Retain the performance evaluation results for visualization.
(7) i -End-For
Algorithm 1: Operation of the model.

the values across a number of the measurement attributes.
The other example which is presented in Table 1, is on aggregating a set of conditional attributes that have binary values
(true or false) into a single attribute. In the UCI medical
dataset, there could be up to a dozen ﬂags that describe
the presence of a symptom, the seriousness of a symptom
or the characteristics of a symptom. For example, in the
heart disease dataset, combinations of conditional ﬂags such
as painloc: chest pain location (1 = substernal; 0 = none),
painexer (1 = provoked by exertion; 0 = none), and relrest
(1 = relieved after rest; 0 = none) are aggregated according
to the abstract concepts in the AVT, into ordinal values of
high, medium high, medium low and low. If the ﬂags in each
concept group are equally important, it would be a straightforward summarization by counting of true versus false. Or
else, for the attributes carry unequal relative importance, the
algorithm of multi-attribute decision analysis [9] is applied
to estimate the ranks.
For the other attributes, categorical aggregation is applied based on the analysis of the number of distinct
values per attribute in the data set. There are many ways
of doing segmentation and discretization. Some typical
methods include but not limited to binning, histogram
analysis, clustering analysis, entropy-based discretization,
segmentation and natural partitioning.
In our case study, a combined approach of binning and
histogram analysis is adopted. The data are categorized by
quartile analysis over a normal distribution of frequency.
The quartiles (25% each) are used to grade the new ordinal
variables as low ≤ Q1, medium low ≤ Q2, and >Q1,
medium high ≤ Q3 and >Q2, high > Q3. The aggregation
applied here is unique from the traditional aggregation
methods because the concept hierarchy structure is imposed
by the AVT (predeﬁned by experts). Two conditions must
be enforced for transforming the data to be consistent with
the given concept hierarchy. First the ranges and scales of
the values associated across each attribute must be the same.
Second, any new attribute emerged as a result of aggregating
old attributes must be one of the concepts that exist in a next
higher level up.

4.2. Abstraction Method. Abstraction here is referred to
grouping attributes as guided by the AVT and systemically
moving them on to higher level clusters in the tree hierarchy.
If the full information on an AVT is available, it would be
a matter of picking explicitly the attributes from a level and
clustering them by aggregation according to a concept found
in the next higher level. The process repeat until all the
concepts are done, level by level in the AVT. The logical data
format of h-data for representing an AVT would take the
following form, similar to that in [10].
Let avt be an ordered set of subsets, where avt ∈ AVT. An
instance of AVT can take the following format:




= avt((1, all diabetes records)1 ,






avt number o f concept, concept names

level number

4, insulin, glucose, exercises, diet
. . . , (Mn · · · n )),



2,

(1)
where Mi is the number of attributes, a, in level i, Li is the
working dataset in level i.
Dataset L can be viewed as a two-dimensional matrix
such that Li = Di (Mi ,Ri ), i ∈ 1, . . . , n. Let mvar = Mi and
rvar = Ri , in level i. A dataset in Di has m attributes that is,
Di = (a1,i , a2,i ,. . ., am,i ) with Ri instances in level i of avt.
As shown in the pseudocode in Algorithm 1, the function
Abs(Di , Li ) is to partition attributes a1,i to am,i from the
original dataset Di , in level i, and copy the new clusters
of transformed data to level i + 1 in Li . The purpose of
the abstraction is to keep attributes in the same cluster to
describe a common concept. The clusters themselves may be
relatively diﬀerent from each other. Therefore fewer clusters
or concepts would be found in an upper higher level; the
concepts are abstracted and can be described by using less
attributes. For every i, except the root, Li−1 would contain
a set of clusters to which the attribute ai belongs. Such
function is an optimization problem that uses heuristic to
approximate solutions, if the information of the avt is not
available, that is, we base solely on the information of the
attributes and their values to form clusters. When the avt
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Table 1: Examples of aggregation on binary variables in UCI medical datasets.
Lymphography data set
Lymphatics deformed?
Block of aﬀere: no, yes
Bl. of lymph. c: no, yes
Bl. of lymph. s: no, yes
Breast Cancer Wisconsin (Prognostic) data set
Cell symmetrical?
concavity
Fractal dimension
Smoothness

M. Tuberculosis genes data set
ORF functions
Class([1, 0, 0, 0], “Small-molecule metabolism”)
Class([1, 1, 0, 0], “Degradation”)
Class([1, 1, 1, 0], “Carbon compounds”)
E. Coli Genes data set
ORF functions
Class(5,1,1, “Colicin-related functions”)
Class(5,1, “Laterally acquirred elements”)
Class(5, “Extrachromosomal”)

is fully available, the job is simply parsing the ordered lists
and explicitly maps the attributes from Di to Li , attribute by
attribute and level by level.
One of the abstraction methods, as studied by [11], is to
measure the distances of the concepts and to determine how
the concepts should be grouped by the attributes, should avt
is not available even partially. It is called distance measures,
which allows us to quantify the notion of similarity between
two concepts. For an example of a medical record and assume
somehow we have some missing information or uncertainty
in a level of concepts in the avt, we may discover patterns
from Di such as “recovery duration is closer (more related)
to age than it is to gender” based on distance measures. This
kind of patterns presents ideas for grouping. If the similarity
can be quantiﬁed, similar attributes can be quantitatively
merged and labeled as a common concept.
Das et al. [12] proposed two approaches, namely
internal-based and external-based measures to computing similarity metrics and they should be used together.
Internal-based measure of a pair of attributes takes only
into account of their respective columns, ignoring other
attributes. External-based Measure is to view both attributes
with respect to the other attributes as well. Distance is
denoted as a distance measure function d(ai ,a j ) = d(a j ,ai )
for attributes ai ,a j ∈ (a1 , a2 , . . . , am ). This measure maps the
interattribute distance to real numbers.
Let υ be deﬁned as a subrelation over relation U that is
written as ai = 1(U) where ai , a j (a1 , a2 , . . . , am ) ∈. It is the
enumeration of all tuples with attributes ai = 1 or ai = true.
Subrelation υai=1 , a j =1 (U) is the enumeration of all tuples
with ai = 1 AND a j = 1. The subrelations are denoted as
υai (U) and υai,a j (U) for simplicity. Given a binary relation for
U, two attributes are similar if their subrelations υai = 1(U)
and υa j = 1(U) are similar.




d ai , a j =

υai (U) + υa j (U) − 2 × υai,a j (U)
.
υai (U) + υa j (U) − υai,a j (U)

(2)

Other possible implementations like those used in Kmeans are ﬁnding the similarity between two vectors of
attributes, such as Euclidean distance, Minkowski distance,
and Manhattan distance. It was already raised in [11] that the

main problem is deﬁning the right vectors and ﬁnding which
attributes to constitute in it. So far it is still an open question


d ai , a j





2
 v 


aix − a jx  ,
=

(3)

x=1

where ai and a j are vectors and v is the length of the ordered
enumeration of the vector. For external-based measure, an
extra working vector, E is needed and deﬁned as (e1 ,e2 ,. . . , ev )
of size v. External-based measure is to compute the distance
between a pair of attributes ai and a j with respect to E. One
implementation proposed by Das et al. [12] is based on the
marginal frequencies of the joint relation between ai and
each of the attributes in the external-set E.



υa j,p (U) 
 υai,p ,e (U)

,
−
d ai , a j , E = 
 υai (U)

(U)
υ
a,
j
e∈E




(4)

where E∈(a1 , a2 ,. . . , am ).

5. Experiment and Discussion
In order to verify the multilevel h-data model presented
above, a number of data set were used in experiments to
test out the outcomes. The medical datasets are obtained
from UCI machine learning repository. It has been widely
used by researchers as a primary source of machine learning
data sets, and the impact of the archive was cited over 1000
times. The datasets used contain a relatively complex set of
attributes with mix of numeric, Boolean, and nominal data
types from various disciplines of biomedical applications.
One of the clinical examples from the datasets used in
our experiments is diabetics datasets provided by outpatient
monitoring and management of insulin-dependent diabetes
mellitus (IDDM). Patients with IDDM are insulin deﬁcient.
This can either be due to (a) low or absent production of
insulin by the beta islet cells of the pancreas subsequent
to an autoimmune attack or (b) insulin-resistance, typically
associated with older age and obesity, which leads to a relative
insulin-deﬁciency even though the insulin levels might be
normal. Regardless of cause, the lack of adequate insulin
eﬀect has multiple metabolic eﬀects. However, once a patient
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Insulin
Increase the uptake of glucose in
tissues and reduce glucose in blood

Blood glucose

Exercises

Increase sensitivity of tissues to insulin actions
Diet

measurements that often come in numeric. Conceptual items
are useful for deriving authentication questions in biometric
application because they can be relatively easier questioned
and answered instead of numbers. (Who can remember a
certain glucose test result in number on a speciﬁc date, e.g.?)
Abnormal blood glucose (BG) conditions are as follows:
(i) premeal BG falls out of ranges 80–120 mg/dL,
(ii) postmeal BG falls out of ranges 80–140 mg/dL,

Larger meal increases blood glucose, small
meal risks lowblood glucose

Figure 5: High-level relationship diagram of abstract groups.

(iii) 90% of all BG measurements > 200 mg/dL and that
the average BG is over 150 mg/dL.
Hypoglycemic (low BG) symptoms are as follows:
(i) adrenergic symptoms, BG between 40–80 mg/dL;

is diagnosed and is receiving regularly scheduled exogenous
(externally administered) insulin, the principal metabolic
eﬀect of concern is the potential for hyperglycaemia (high
blood glucose).
Consequently, the goal of therapy for IDDM is to bring
the average blood glucose as close to the normal range as
possible. One important consideration is that due to the
inevitable variation of blood glucose (BG) around the mean,
a lower mean will result in a higher frequency of unpleasant
and sometimes dangerous low BG levels. Therefore given the
dataset which consists of a user’s medical history records
of his relevant diabetic’s conditions, one record per clinical
visit, an h-data model should be able to relate the blood
glucose level based on the values of the other measurement
attributes. We can see that the causality problem is somewhat
complex because many attributes may contribute to the
prediction target up to certain extent. And each of the
interrelations of the attributes plays an inﬂuencing factor to
the prediction. The last but never the least challenge is that
the original attributes spread across diﬀerent major concepts
(insulin, blood glucose, body, and diet) and at diﬀerent
resolutions.
To tackle this causality problem, a multilevel h-data
model is to be built. Firstly, we attempt to model an AVT on
h-data that shows all the necessary concepts, at diﬀerent level
of resolutions/abstraction. We start by modeling the problem
in the form of relationship diagram, as shown below. The
relationship diagram in Algorithm 1 captures the essence of
the main entities in the scenario. For simplicity, the attributes
are yet to be shown. Combining the goal that is deﬁned by
three facets, with the main entities, we establish a conceptual
hierarchy by attaching the corresponding attributes to them.
Furthermore, between the lowest layer which has the original
attributes and the level 1 of the hierarchy, several abstracted
concepts have to be added in, by human judgments. The
middle level forms an abstract view which would be used
later in estimating the relations of the clustered attributes to
the target class (which is one of the goals deﬁned).
The target is deﬁned by two objective, namely, abnormal
blood glucose conditions and hypoglycaemic symptoms. The
conditions are deﬁned accordingly and they will be used to
cross-check with the values of the respective attributes in the
dataset. By doing this we establish a relation between a conceptual item (high blood glucose) with a number of reﬁned

(ii) neuroglycopenic symptoms, BG below 40 mg/dL.
Together with the full training dataset, the AVT would
ﬁrst be decoded in an ordered list format and fed into
the preprocessing process as speciﬁed in Algorithm 1. The
original attributes in the dataset would be aggregated and
abstracted, as discussed above and transformed into a set
of new datasets (L1 ,L2 , . . . , Ln ) ready to be consumed by
the decision tree algorithms. Figures 5 and 6 demonstrate
the results of the attributes being aggregated into fourstandard categories. Some examples of attributes that are
aggregated from continuous values to categories are shown in
Figure 7.
The end result is the h-data which is a collection of
decision trees with each specially prepared for the abstract
concept views of a level in the AVT. An illustration is shown
in Figure 8 where a cone shape which represents the h-data
is in fact formed by a number of decision tree each of which
shows the relations of attributes and groups and the groupings and hierarchy are predeﬁned by AVT. By surﬁng up
and down of the h-data, the authenticator can ﬁnd the same
but at diﬀerent abstraction of information for formulating
authentication questions. This is one requirement needs to
be fulﬁlled for biometric authentication must be concise and
fast. We illustrate the results here by building a visualization
prototype that is programmed in Prefuse which is an opensource interactive information visualization toolkit and Java
2D graphics library. Through the selectors in the graphical
user interface, we can have the options of choosing to view
the combinations of the three domains of information.
(1) Predicted class: (center circle):
abnormal BG, premeal
abnormal BG, postmeal
abnormal BG, general
hypoglycemic, high BG
hypoglycemic, low BG.
(2) Link information: (line thickness):
predictive power to the target,
rank of relevance to the target,
information gain with respect to the target.

Journal of Biomedicine and Biotechnology

9

All the
diabetes data

Insulin

Blood glucose

Exercises

Meal

Heavy meal
ingestion

Ad-hoc
measurement
Regular insulin
dose

Heavy exercises
Breakfast BG
measurement

Light meal
ingestion
Light exercises

NPH insulin dose
Lunch BG
measurement
Ultralente insulin
dose

Other events
Postbreakfast
BG. m.

Prebreakfast
BG. m.

Supper BG
measurement
Snack BG
measurement

Prelunch
BG. m.
Postlunch
BG. m.
Presupper
BG. m.
Postsupper
BG. m.

Presnack
BG. m.
Postsnack
BG. m.

Figure 6: Concept hierarchy tree as AVT in the diabetics dataset.

A listing start date
1963
1974
1963

Listing start date

Listing durtn days

A listing durtn days
3083

2494
1283

921
87.5

0

175
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1902

1

1896

301.26

1877

2058

1944

601.51

Figure 7: Snapshots of aggregated attributes (high, MedH, MedL, low).
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Increase in the
level of abstraction

Level n−m

Level n−1

Level n

Figure 10: Visualization of attribute-to-class information at
abstract level 3 (middle layer).
Figure 8: Concept hierarchy and multilevel h-data cone.

Figure 9: Visualization of attribute-to-class information at level n
(most bottom layer).

(3) Attribute information: (circle diameter)
correlations to the target class,
correlations to the other attributes
worthiness of attributes (by Chi-Sq. algorithm).
Some snapshots of the visualization are shown in
Figures 9, 10, and 11. They display the information associated with the attributes that are increasingly abstracted
from Figures 9 to 11. Biometrics authenticators therefore
have the ﬂexibility of utilizing the interrelation information
of attribute-to-attribute and attribute-to-class at diﬀerent
abstract views for formulating questions.
One interesting observation is that the visualized charts
indicate that the blood glucose concentration has the most
inﬂuential factor in predicting the abnormal conditions.
By this information from the h-data, the authenticator
may question the test subject about his average blood
glucose concentration while his abnormal conditions are
already known. However, this may be a very well-known

Figure 11: Visualization of attribute-to-class information at
abstract level (high layer).

fact because the abnormal conditions are derived from
the BG measurements. So the authenticator may want to
turn oﬀ the attribute group BG and continue to search
for the next greatest predictive strength of other attribute
groups for formulating more challenging questions. The
other observation is that in Figure 10 when the attributes
are abstracted into major concept, at a glance we can see
that neuroglycopenic symptoms relate to concepts of the
following order: insulin, light diet, and heavy exercise. The
concept is an abstract form that embraces all the life-style
patterns related to the blood glucose concentration. So
questions about the test subjects lifestyles in terms of diets
and amount of daily exercise may be asked. The last resort for
authentication is of course a small blood test for collecting
his actual insulin and glucose level. But with the h-data,
we have the ﬂexibility of deriving authentication questions
from simple (general) to complex by descending along the
hierarchy.
The model we adopted here will work best when there
are many attributes from which meaningful concepts can be
abstracted. Also the AVT is good to have many distinctive
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levels, thus many levels of resolutions can be generated
for use in question searching upon authentication. Some
common levels of resolutions that we encountered from
attributes of datasets in data analytics include:
continent −→ country −→ province −→ city −→ street
year −→ sason/quarter −→ month −→ week −→ day
population −→ clan −→ body −→ organ −→ cell.

6. Conclusion
Biometric authentication in the past has taken many forms
of unique bodily features. In this paper a novel concept
of biometric authentication by exploiting a user’s medical
history is proposed. Similar concepts have been raised
recently by using information about the user’s unique
online activities and email logs. However, medical history is
relatively stronger than activity events because each medical
event is supposedly veriﬁed by medical professionals—the
records can be traced, the medical history can hardly forged
and instant testing can be made available (when necessary)
by a body examination on the spot. The application of
medical history in user authentication is suggested to
assume a question-based form; few short questions must be
answered by the testing subject upon authentication. Direct
questioning is believed to be inappropriate because users
may be reluctant to confess his medical conditions especially
in front of a human validator, and security of the medical
history may be comprised if they are used explicitly in the
authentication process. Hence, in this paper we stress on a
need that authentication should take on an implicit form
such that users will no longer have to be confronted with
his medical conditions. Instead general questions such as his
lifestyle and dietary habits would be asked whose answers
will be then inferred to the priori answer (the illness and
its extents, etc.) for authentication matching. To facilitate
such implicit questioning, a new type of data representation,
namely h-Data is introduced. h-Data has a hierarchy of
resolution for deﬁning the information about the medical
condition. A biometric security card can store a number
of h-Data, corresponding to each of the user’s medical
illness if he ever suﬀered from multiple major illnesses.
Essentially each layer of h-Data is a relation-map that maps
the attributes while specifying their relations and their
strengths to the target class. With h-Data the authenticator
can have the ﬂexibility of gliding along the hierarchy in
search of questions ranging from general to speciﬁc. Because
the medical conditions are already known, inferring from the
answers to those general questions can lead to a hypothetical
answer (medical condition) that could be used to test if it
matches with the actual one stored. This paper contributes to
the original idea which is believed to be the pioneer in using
medical history for user authentication. What follows will
be extensive research from the authors and hopefully from
the scientiﬁc community to further perfect this technological
innovation. Many future areas revolving this concept exist,
such as applying natural language in deriving authentication
questions, security and usability evaluation, and accuracy
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testing of the said technology, hardware and software system
design, messaging protocols, and so forth, just to name a few.
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With the aim of selecting LAB strains with antilisterial activity to be used as protective cultures to enhance the safety of dairy
products, the antimicrobial properties of 117 Lactococcus lactis subsp. lactis isolated from artisanal Sardinian dairy products
were evaluated, and six strains were found to produce bacteriocin-like substances. The capacity of these strains to antagonize
Listeria monocytogenes during cocultivation in skimmed milk was evaluated, showing a reduction of L. monocytogenes counts of
approximately 4 log units compared to the positive control after 24 h of incubation. In order for a strain to be used as bioprotective
culture, it should be carefully evaluated for the presence of virulence factors, to determine what potential risks might be involved
in its use. None of the strains tested was found to produce biogenic amines or to possess haemolytic activity. In addition, all strains
were sensitive to clinically important antibiotics such as ampicillin, tetracycline, and vancomycin. Our results suggest that these
bac+ strains could be potentially applied in cheese manufacturing to control the growth of L. monocytogenes.

1. Introduction
In modern societies, the increasing consumer demand for
natural and additive-free products has led food industry to
research novel and alternative technologies in food preservation, with the objective to improve quality and safety of their
products.
The use of microorganisms and/or their natural metabolites to inhibit the growth of pathogenic and spoilage bacteria
has appeared as a promising tool and is also perceived by the
consumer as a lower-risk food preservation [1]. In particular,
lactic acid bacteria (LAB) have acquired considerable relevance in the food industry and in public health, since they
are widely used in fermented foods, have a long history of
safe use, and are commonly given the Generally Recognized
As Safe (GRAS) status [2]. The preservative ability of LAB
in food is attributed mainly to the production of antimicrobial substances, including organic acid, hydrogen peroxide, and bacteriocins [3, 4]. The latter are ribosomally

synthesized, biologically active peptides or proteins with antagonistic activity against speciﬁc microorganisms [5, 6].
Many bacteriocin-producing LAB strains have proven eﬀective against spoilage and pathogenic microorganisms in food
products [7–9].
In the last decades, Listeria monocytogenes has become
one of the most signiﬁcant foodborne pathogens due to its
widespread occurrence and its ability to tolerate environmental stresses such as low pH, low temperatures, and salt
concentration up to 10% [10, 11]. These characteristics
enable its frequent contamination of food products, particularly those minimally processed and refrigerated. Foodborne
listeriosis is known to pose a serious health hazard when it
occurs in newborns, pregnant women, and immunocompromised subjects [12, 13].
Since dairy products have been frequently reported
as contaminated and associated with listeriosis outbreaks
[11, 14], new preservation strategies to control growth of
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L. monocytogenes have been developed, including the direct
application of bacteriocins as puriﬁed compound or the
inoculation with a bacteriocin-producer LAB strain under
conditions that favour production of the bacteriocin in situ
[15–17]. Nisin, produced by Lactococcus lactis, is currently
the only bacteriocin approved as preservative for utilization
as direct human food ingredient [18, 19]. The in-situ production of a bacteriocin by potential adjuncts or starter cultures in fermentation processes requires a bacteriocinogenic
strain that is well adapted to the particular food environment
in which it will be used, that is able to grow under the
food processing and/or storage conditions, and that produces
bacteriocin in suﬃcient amounts to inhibit the target bacteria. LAB originally isolated from certain food products
would be the best choice as starter cultures for these same
products, because they would be more competitive than LAB
from other sources [20].
With the aim of selecting LAB strains with antilisterial
activity to be used as protective cultures to enhance the safety
of dairy products, the antimicrobial properties of 117 L. lactis
subsp. lactis isolated from artisanal Sardinian dairy products
were evaluated, and six strains were found to produce bacteriocin-like substances. The capacity of these strains to antagonize L. monocytogenes during cocultivation in skimmed
milk was also assessed. In addition, basic safety aspects of the
strains such as production of biogenic amines, haemolytic
activity, and antibiotic susceptibility were addressed. To our
knowledge, this is the ﬁrst report on the isolation of bacteriocin-like inhibitory substances from LAB strains isolated
from artisanal Sardinian dairy products.

2. Materials and Methods
2.1. Bacterial Strains and Culture Conditions. Bacteriocin
producer and indicator strains used in this study are listed
in Table 1. Lactococcus lactis subsp. lactis strains were identiﬁed on the basis of their morphological and biochemical
characteristics as previously reported [21]; the identiﬁcation
was conﬁrmed by PCR analysis using species-speciﬁc primers derived from 16S rRNA sequences, according to Pu et al.
[22]. They were maintained at −20◦ C in M17 broth (Microbiol, Cagliari, Italy) with 15% (v/v) glycerol (Microbiol) and
subcultured twice as 1% inoculums in M17 broth at 30◦ C
for 24 h prior to experimental use. Listeria monocytogenes
ATCC 7644, Escherichia coli ATCC 35150, Enterococcus
faecalis ATCC 29212, Staphylococcus aureus ATCC 25923,
Lactobacillus plantarum DSMZ 20174, and Lactobacillus sakei
subsp. sakei DSMZ 20017 were used as indicators. All indicator strains were stored on nutrient broth (Microbiol) plus
20% (v/v) glycerol at −20◦ C except LAB strains which were
maintained in MRS broth (Microbiol) with 15% (v/v) glycerol. Before use, they were subcultured twice in appropriate
medium.
2.2. Screening of Lactococcus lactis Strains for Antimicrobial
Compound Production. A total of 117 L. lactis subsp. lactis
strains, previously isolated from Sardinian dairy products
including raw ewes and goat milk, and artisanal ewes and
goat cheeses, were preliminarily screened for antimicrobial
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Table 1: Bacteriocinogenic strains of Lactococcus lactis subsp. lactis
and indicator bacteria used in this study.
Species
Bacteriocinogenic strains
Lactococcus lactis subsp. lactis
Lactococcus lactis subsp. lactis
Lactococcus lactis subsp. lactis
Lactococcus lactis subsp. lactis
Lactococcus lactis subsp. lactis
Lactococcus lactis subsp. lactis
Indicator strains
Listeria monocytogenes
Escherichia coli
Enterococcus faecalis
Staphylococcus aureus
Lactobacillus plantarum
Lactobacillus sakei subsp. sakei

Strain

Origin

9FS16
16FS16
9/20234
6LS5
3LC39
1LC18

Ewes cheese
Ewes cheese
Raw ewes milk
Raw ewes milk
Raw goat milk
Raw goat milk

7644
35150
29212
25923
20174
20017

ATCC
ATCC
ATCC
ATCC
DSMZ
DSMZ

compound production against the indicator strains using an
agar spot method [23]. Overnight cultures of lactococci were
spotted (10 μL) onto the surface of MRS agar (1.2% (w/v)
agar—0.2% (w/v) glucose) plates, which were then incubated
anaerobically for 24 h at 37◦ C. The indicator strains were
inoculated into 7 mL of soft agar medium (MRS or nutrient
broth containing 0.7% w/v agar) to a ﬁnal concentration
of approximately 107 CFU/mL. The soft media were poured
on the plates which were incubated for 24 h at the optimal
growth temperature and atmosphere for the indicator
strains. Inhibition was scored positive in the presence of a
detectable clear zone around the colony of the producer
strain.
2.3. Antimicrobial Activity Assay. The lactococcal strains
exhibiting an inhibitory activity against at least three indicator strains, among which are L. monocytogenes ATCC 7644
and the bacteriocin-sensitive strain L. sakei subsp. sakei
DSMZ 20017, were further tested for their antimicrobial activity against L. monocytogenes ATCC 7644 using the welldiﬀusion method as described by Shillinger and Lücke [23]
with some modiﬁcations. Brieﬂy, 1% (v/v) aliquot of overnight culture of the indicator strain was inoculated into
20 mL of appropriate soft agar medium and poured into Petri
dishes. After cooling, wells (6 mm diameter) were cut into the
agar and ﬁlled with 100 μL aliquots of cell-free supernatant
of the potential producer strain collected by centrifugation
(10000 ×g, 15 min). In order to eliminate the inhibitory
eﬀect of lactic acid and/or H2 O2 , the supernatants were adjusted to pH 6.5 with 5 M NaOH, treated with catalase
(1 mg/mL, Sigma, Milan, Italy), and then ﬁltered through a
0.45 μm pore-size cellulose acetate ﬁlter (Millipore, Bedford
MA, USA) prior to use. The plates were refrigerated for 4 h
to allow the radial diﬀusion of the compounds contained in
the supernatant prior to incubation for 24 h at 37◦ C. The
antimicrobial activity was expressed as the diameter of the
inhibition zones around the wells. The nisin-positive L. lactis
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subsp. lactis ATCC 11454 was used as positive control. Sterile
M17 broth was used as negative control.
Sensitivity to proteolytic enzymes of the cell-free supernatants of bacteriocin producer strains was tested by treatment with pronase E, proteinase K, α-chymotrypsin, trypsin,
and papain (Sigma). All enzymes (10 mg/mL in sterile distilled water) were ﬁlter sterilized and added to supernatants
at a ﬁnal concentration of 1 mg/mL in phosphate buﬀer (pH
6.5). Following incubation at 37◦ C for 2 h, enzymes were
denatured by heating at 100◦ C for 5 min. Untreated samples
were used as controls. The residual activity of enzymetreated samples against L. monocytogenes ATCC 7644 was
determined by the well-diﬀusion method.
2.4. Antilisterial Activity: Coculture Tests in Skimmed Milk.
Bacteriocinogenic L. lactis subsp. lactis strains were separately
cocultured with L. monocytogenes ATCC 7644 in 100 mL of
10% reconstituted skimmed milk (RSM; Oxoid, Basingstoke,
UK) at 30◦ C for 24 h. Bacteriocinogenic strains were inoculated at about 5 × 106 CFU/mL, and L. monocytogenes had
a ﬁnal count of 106 CFU/mL. In each experiment, negative
control without bacteria, control inoculated with L. monocytogenes alone, and control inoculated with bacteriocinogenic
strain alone were included. After 0, 5, 10, and 24 h, samples
were taken, serially diluted in sterile saline solution, and
plated onto M17 agar plates for the enumeration of L. lactis
and on PALCAM (Microbiol) agar plates for the enumeration of L. monocytogenes. Values of pH were also monitored
by using a HI8520 pH meter (P.B.I., Milan, Italy).
2.5. Safety Assessment of Strains. The method of Bover-Cid
and Holzapfel [24] was used to screen Lactococcus strains for
the production of biogenic amines. Brieﬂy, the test strains
were subcultured twice at 24 h intervals in M17 broth
containing 1% of each precursor amino acid: tyrosine disodium salt, L− histidine monohydrochloride, L− ornithine
monohydrochloride and lysine monohydrochloride (Sigma),
and 0.005% pyridoxal-5-phosphate (Sigma) as a codecarboxylase factor. All strains were then streaked in duplicate
on decarboxylase medium plates each containing only one of
the above-mentioned amino acids and bromocresol purple
as pH indicator and incubated for 4 days in anaerobic conditions at 37◦ C. Decarboxylase medium without amino acids
was used as control. A colour change from brown to purple in
the medium indicated an increase in pH and was considered
a positive result.
Haemolytic activity was determined by streaking the
strains on Columbia Blood (Microbiol) agar plates supplemented with 5% deﬁbrinated sheep blood after 48 h of
incubation at 37◦ C. The haemolytic reaction was recorded by
observation of a clear zone of hydrolysis around the colonies
(β-haemolysis), a partial hydrolysis, and greenish zone (αhaemolysis) or no reaction.
Antibiotic susceptibility testing was carried out by disc
diﬀusion method according to the Clinical and Laboratory
Standards Institute (CLSI) guidelines [25], but MuellerHinton agar was replaced by M17 agar. The following antibiotics (Oxoid or BBL) were tested: ampicillin (AM; 10 μg),
vancomycin (VA; 30 μg) (inhibitors of cell wall synthesis),
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streptomycin (S; 10 μg), tetracycline (TE; 30 μg), gentamicin
(GM; 10 μg), kanamycin (K; 30 μg), erythromycin (E; 15 μg),
chloramphenicol (C; 30 μg), clindamycin (CM; 2 μg) (inhibitors of protein synthesis), ciproﬂoxacin (CIP; 5 μg), and
trimethoprim/sulphamethoxazole (SXT; 25 μg) (inhibitors
of nucleic acids). A suspension from fresh overnight cultures
with a density of McFarland 0.5 in buﬀered saline was plated
on M17 agar plates; then, antibiotic discs were dispensed
onto the plates. After incubation at 37◦ C for 24 h in anaerobiosis, the diameters of the bacterial-free zone were measured,
and results were expressed in terms of resistance according to
the interpretative criteria issued by the CLSI [26].

3. Results and Discussion
The antagonistic eﬀect of LAB dairy strains on pathogenic
microorganisms could be used for expanding the range of
healthful dairy foods. LAB, originally isolated from raw milk
or artisanal dairy products, are probably the best candidate
for improving the microbiological safety of these foods, because they are well adapted to the conditions of the substrate.
In this study a total of 117 Lactococcus lactis subsp. lactis
strains, isolated from artisanal Sardinian dairy products,
were preliminarily screened for antimicrobial compound
production against six indicator strains, including wellrecognized foodborne pathogens, by means of an agar spot
method (Figure 1). Twenty-eight strains were found to produce an inhibition zone against at least three indicators,
among which are Listeria monocytogenes ATCC 7644 and the
bacteriocin-sensitive strain Lactobacillus sakei subsp. sakei
DSMZ 20017, and were selected for further investigation.
Subsequently, the cell-free supernatants from these strains
were treated with catalase, neutralized, sterilized by ﬁltration,
and tested by well-diﬀusion assay against L. monocytogenes
ATCC 7644. Six L. lactis subsp. lactis, representing 5% of
the strain tested, were found to retain antimicrobial activity,
showing around the well a measurable clear zone with mean
values ranging from 2.3 to 3.7 mm (Table 2, control). The
substances produced by these strains were neither hydrogen
peroxide nor organic acid since the inhibitory activity was
not aﬀected by catalase and was maintained in neutralized
supernatants.
Several studies have demonstrated the antagonistic activity of autochthonous cultures isolated from dairy products
against L. monocytogenes [27–29]. The occurrence of bacteriocin-producing Lactococcus strains found in our study is
lower than previously reported [27, 28]. On the other hand,
the frequency of isolation of bacteriocin-producing strains
is variable and could be attributed to diﬀerences such as the
origin of the strains, the isolation media and technique used
to detect antibacterial activity, and the diversity of indicator
microorganisms used for initial screening.
The cell-free supernatants from the six strains producing
antimicrobial compounds were assayed for sensitivity to
proteolytic enzymes. The antimicrobial substances from all
strains were completely inactivated by treatment with pronase E and proteinase K and partially eliminated with αchymotrypsin. However, no loss of activity was observed
when the supernatants were treated with trypsin and papain
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Figure 1: Preliminary screening for antibacterial activity of Lactococcus lactis subsp. lactis strains isolated from artisanal dairy products.
Table 2: Enzyme sensitivity of the antibacterial compounds produced by the six Lactococcus lactis subsp. lactis determined by well-diﬀusion
assay. Results are expressed as mean ± standard deviation of three independent experiments.
Producer strains
9FS16
16FS16
9/20234
6LS5
3LC39
1LC18
Lc. lactis ATCC 11454§
∗

Control
3.7
3.7
2.3
3.7
3.0
2.5
2.7

Residual activity against L. monocytogenes ATCC 7644 after enzymes treatment∗
Pronase E
0
0
0
0
0
0
0

Proteinase K
0
0
0
0
0
0
0

a-Chymotrypsin
2
2
0.8
0.5
0.5
0.7
1.7

Trypsin
3.7
3.7
2.3
3.7
3.0
2.5
2.7

Papain
3.7
3.7
2.3
3.7
3.0
2.5
2.7

Inhibition zone in mm.
A-producer.

§ Nisin

(Table 2). The sensitivity to proteolytic enzymes of the strains
was similar to that observed in the nisin A-producer L. lactis
subsp. lactis ATCC 11454 used as experimental control, thus
suggesting that the inhibitory activity is related to heatstable proteinaceous compounds and may be due to nisinlike molecules which many strains of L. lactis are known
to produce [29, 30]. Further studies including puriﬁcation,
molecular characterization, and sequence determination of
nisin genes are being currently carried out in our laboratory
to conﬁrm these ﬁndings.
The eﬀects of the bacteriocin-producing strains on the
growth of L. monocytogenes ATCC 7644 in skimmed milk are
presented in Figure 2. Growth of L. monocytogenes increased
from 106 CFU/mL to 108 CFU/mL within 10 h in control
samples, reaching about 109 CFU/mL after 24 h of incubation. When L. monocytogenes was grown in co-culture with
the bacteriocin-producing strains, diﬀerent trends in the
growth were obtained. As can be seen, the bacteriocin-producing strains reduced L. monocytogenes population within
10 h, although diﬀerences in the degree of inhibition were
observed among the strains. The L. monocytogenes counts

were reduced by approximately 4 log units compared to the
positive control and by 2 log unit compared to the initial
inoculum. The inhibition did not seem to be correlated with
the reduction in pH during the ﬁrst 10 hours of fermentation, conﬁrming that the antimicrobial activity of the strains
is not due to the production of organic acid. Our results
suggest that these Bac+ strains could be potentially applied
in cheese-manufacturing to control the growth of L. monocytogenes. In a previous study, a Bac+ L. lactis strain used in
the manufacture of Jben cheese was able to reduce the growth
of L. monocytogenes by 2.7 log units after 30 h of processing
when an initial inoculum of 107 CFU/mL was used [31].
In order for a strain to be used as bioprotective culture,
it should be carefully evaluated for the presence of virulence
factors, to determine what potential risks might be involved
in its use. The formation of biogenic amines is of concern in
terms of food safety and quality. Biogenic amines are produced by LAB during the process of fermentation of foods
and beverages by amino acid decarboxylation. Bover-Cid
and Holzapfel [24] suggested that the capability to produce
biogenic amines in a synthetic medium might be strain
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Figure 2: Growth of Listeria monocytogenes in co-culture with Lactococcus lactis subsp. lactis bacteriocin-producing strains. Microbial counts
were calculated as the number of colony-forming units (CFU) per mL and reported as log10 CFU/mL. Data are expressed as mean ± standard
errors from two independent experiments each with two replicates.
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Table 3: Antibiotic resistance of the six bacteriocin-producing Lactococcus lactis subsp. lactis strains isolated from artisanal dairy products.
Antibiotic tested
Ampicillin (10 μg)
Vancomycin (30 μg)
Streptomycin (10 μg)
Tetracycline (30 μg)
Gentamicin (10 μg)
Kanamycin (30 μg)
Erythromycin (15 μg)
Chloramphenicol (30 μg)
Clindamycin (2 μg)
Ciproﬂoxacin (5 μg)
Cotrimoxazole (25 μg)

9FS16
S
S
R
S
R
R
S
S
S
S
R

16FS16
S
S
R
S
R
R
S
S
S
S
R

dependent rather than being related to speciﬁc species. In
our screening, none of the strains tested was found to
decarboxylate lysine, histidine, ornithine, or tyrosine (data
not shown), in agreement with other ﬁndings [32, 33].
Haemolytic activity is a trait associated with virulence in
some food-associated microorganisms, such as enterococci
[34, 35], but it has not been frequently reported for lactococci of dairy origin [36]. In our study no strain showed
haemolytic activity on sheep blood (data not shown).
The antimicrobial resistance of Lactococcus strains is
reported in Table 3. Within the group of antimicrobial agents
that inhibit the cell wall synthesis, all strains were susceptible to ampicillin and vancomycin. All strains were also
susceptible to tetracycline, erythromycin, chloramphenicol,
and clindamycin. Regarding the aminoglycosides, all strains
were resistant to streptomycin, the majority to kanamycin
and two to gentamycin. As for the antibiotics that inhibit the
nucleic acids synthesis, all strains were resistant to trimethoprim/sulphametoxazole and none to ciproﬂoxacin. When
multiple resistance is taken into account, two strains were
resistant to two antibiotics, two to three, and two to four.
Because of their long-time use in various food and feed
products, LAB have been given the GRAS status [37, 38];
however, several studies have recently documented the presence and expression of antibiotic resistance genes in foodassociated LAB including probiotics [39, 40], even though
this trait is not commonly found in dairy LAB species
[41]. Recently, the European Food Safety Authority (EFSA)
has introduced the Qualiﬁed Presumption of Safety (QPS)
concept, which is similar to the GRAS system in the United
States and would allow microorganisms for which there are
no special safety concerns to enter the market without extensive testing requirements [42]. The presence of acquired
antibiotic resistance is considered by EFSA an important
safety criterion for determining a strain’s QPS status [43].
In this study, all strains analysed were generally resistant to
aminoglycosides and trimethoprim/sulphametoxazole and
sensitive to other clinically important antibiotics such as
ampicillin, tetracycline, and vancomycin, in agreement with
other ﬁndings [36, 44, 45], but in contrast with some reports
where a high frequency of tetracycline resistance in L. lactis
of probiotic and dairy origin was observed [46, 47], or a
high percentage of L. lactis strains resistant to ciproﬂoxacin

9/20234
S
S
R
S
S
R
S
S
S
S
R

6LS5
S
S
R
S
S
R
S
S
S
S
R

3LC39
S
S
R
S
S
S
S
S
S
S
R

1LC18
S
S
R
S
S
S
S
S
S
S
R

found [48]. As previously reported [48], diﬀerent results may
be explained by the lack of standardization in phenotypic
antibiotic resistance testing in LAB food isolates, including
diﬀerences in methods and media used.
Resistance to some antibiotics such as aminoglycosides
has been reported to be intrinsic for lactococci [44, 48, 49];
but particular attention should be paid to the presence of
transferable resistance, since strains of L. lactis have been
reported to harbor diﬀerent plasmid-encoded resistance determinants [40, 46, 50].

4. Conclusions
The in situ production of bacteriocins by lactococcal strains
in dairy foods provides a very attractive alternative to the
use of puriﬁed bacteriocin, since many of them also generate
speciﬁc aromas and ﬂavors, but several issues including safety
and adequate technological properties of the selected strains
need to be addressed.
As the L. lactis strains tested in our study originated
from artisanal goat and sheep dairy products and exhibited a
strong inhibitory activity against L. monocytogenes, they may
be useful in controlling the growth of this pathogen in dairy
fermentation. The low level of antibiotic resistance observed
in our strains could be of interest for a possible technological application since it has been demonstrated that L.
lactis isolates displaying properties of technological interest
generally exhibited a low-resistance phenotype (less than two
antibiotics) [44].
Application of these bacteriocin-producing strains in
food system studies is necessary to determine their eﬀectiveness. The characterization of the bacteriocins and the technological properties of the strains are currently being investigated.
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“Bacteriocins produced by wild Lactococcus lactis strains
isolated from traditional, starter-free cheeses made of raw
milk,” International Journal of Food Microbiology, vol. 143, no.
1-2, pp. 61–66, 2010.
N. Benkerroum, H. Oubel, M. Zahar, S. Dlia, and A. FilaliMaltouf, “Isolation of a bacteriocin-producing Lactococcus
lactis subsp. lactis and applicatin to control Listeria monocytogenes in Moroccan jben,” Journal of Applied Microbiology, vol.
89, no. 6, pp. 960–968, 2000.
W. M. Deepika Priyadarshani and S. K. Rakshit, “Screening
selected strains of probiotic lactic acid bacteria for their
ability to produce biogenic amines (histamine and tyramine),”
International Journal of Food Science and Technology, vol. 46,
no. 10, pp. 2062–2069, 2011.
S. Novella-Rodrı́guez, M. T. Veciana-Nogués, A. X. RoigSagués, A. J. Trujillo-Mesa, and M. C. Vidal-Carou, “Inﬂuence
of starter and nonstarter on the formation of biogenic amine
in goat cheese during ripening,” Journal of Dairy Science, vol.
85, no. 10, pp. 2471–2478, 2002.
C. M. A. P. Franz, W. H. Holzapfel, and M. E. Stiles,
“Enterococci at the crossroads of food safety?” International
Journal of Food Microbiology, vol. 47, no. 1-2, pp. 1–24, 1999.

8
[35] B. D. Jett, M. M. Huycke, and M. S. Gilmore, “Virulence of
Enterococci,” Clinical Microbiology Reviews, vol. 7, no. 4, pp.
462–478, 1994.
[36] P. A. Maragkoudakis, K. C. Mountzouris, D. Psyrras et al.,
“Functional properties of novel protective lactic acid bacteria
and application in raw chicken meat against Listeria monocytogenes and Salmonella enteritidis,” International Journal of Food
Microbiology, vol. 130, no. 3, pp. 219–226, 2009.
[37] S. P. Borriello, W. P. Hammes, W. Holzapfel et al., “Safety of
probiotics that contain lactobacilli or biﬁdobacteria,” Clinical
Infectious Diseases, vol. 36, no. 6, pp. 775–780, 2003.
[38] S. Salminen, A. Von Wright, L. Morelli et al., “Demonstration
of safety of probiotics—a review,” International Journal of Food
Microbiology, vol. 44, no. 1-2, pp. 93–106, 1998.
[39] S. Mathur and R. Singh, “Antibiotic resistance in food
lactic acid bacteria—a review,” International Journal of Food
Microbiology, vol. 105, no. 3, pp. 281–295, 2005.
[40] V. Perreten, F. Schwarz, L. Cresta, M. Boeglin, G. Dasen, and
M. Teuber, “Antibiotic resistance spread in food,” Nature, vol.
389, no. 6653, pp. 801–802, 1997.
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