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As a fascinating branch of the emerging network science,
the mission of the epidemic dynamics on networks is to
understand how objects spread in networks and thereby to
work out cost-effective strategy for restraining undesirable
objects or promoting desirable objects. This special issue
contains ten excellent papers about this subject.

The basic function of the epidemic dynamics is to assess
the risk of infectious diseases. J. Liu proposed an epidemic
model with curing delay and explored its Hopf bifurcation
properties. M. De la Sen et al. modeled the propagation of
Ebola disease, determining the key factors affecting the global
behavior of the model.

Another important role of the epidemic dynamics is to
estimate the destructive effect of digital viruses. Z. Zhang
et al. suggested a computer virus spreading model with two
time delays (the curing delay and the vaccinating delay)
and showed the possibility of a Hopf bifurcation. C. Gan
et al. established and studied a digital virus model with
nonlinear infection rates and external infection sources and
developed a dynamic virus-inhibiting strategy. Q. Zhu and
C. Cen presented an epidemic model in which different
hosts in a network have separate security levels. Based on
a novel individual-level virus-countermeasure interacting
model, X. Zhang and C. Gan discussed the issue of how to
optimally distribute countermeasures in a network. Based on
an individual-level disruptive virus spreading model, J. Bi et
al. developed a cost-effective dynamic strategy of restraining
disruptive viruses.

An interesting application of the epidemic dynamics is
to forecast the risk of attacks and the efficiency of security
policies. Based on a new epidemic model and aiming at max-
imizing the utility of the entire system, Q. Shi et al. designed

a cost-effective static detection strategy for defending against
internal cyberattacks.

The epidemic dynamics can also be used to explore
the way that opinions diffuse in social networks. Under an
individual-level opinion spreading model, A. Lu uncovered
the influence of the network structure on the converging time
of opinion spreading.

For any undesirable transmissible object, the spectral
radius minimization problem (SRMP) turns out to be crucial
to contain its rampancy in a network. Y. Wu et al. studied
the SRMP for a class of regular networks and obtained
some results that would be instructive in developing heuristic
algorithms for the SRMP.
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This paper mainly addresses the issue of how to effectively inhibit viral spread by means of dynamic countermeasure. To this
end, a controlled node-level model with nonlinear infection and countermeasure rates is established. On this basis, an optimal
control problem capturing the dynamic countermeasure is proposed and analyzed. Specifically, the existence of an optimal dynamic
countermeasure scheme and the corresponding optimality system are shown theoretically. Finally, some numerical examples are
given to illustrate the main results, from which it is found that (1) the proposed optimal strategy can achieve a low level of
infections at a low cost and (2) adjusting nonlinear infection and countermeasure rates and tradeoff factor can be conductive to the

containment of virus propagation with less cost.

1. Introduction

In order to study the long-term behavior of computer virus
and suppress viral spread macroscopically, a large number
of dynamical models have been proposed in the past few
decades (for the related references, see, e.g., [1-11]). From the
perspective of the division scale of computers on networks,
these models can be roughly divided into two categories:
compartment-level models and node-level models.
Compartment-level models are those models that regard
computers having the same state as an object to study. This
work can be traced back to the 1980s. The first compart-
ment-level model is proposed by Kephart and White [1], who
followed the suggestions recommended by Cohen [12] and
Murray [13]. Since then, multifarious propagation models
have been developed (see, e.g., [14-22]). It is worth noticing
that Zhu et al. [6] proposed the original compartment-level
SICS (susceptible-infected-countermeasured-susceptible)
model with linear static countermeasure based on the CMC
(Countermeasure Competing) strategy presented by Chen
and Carley [23]. However, compartment-level models ignore

the effect of network eigenvalue on viral spread. Conse-
quently, node-level models are considered.

Node-level models are those models that regard a single
computer as an object to investigate. The first node-level
model (i.e., SIS (susceptible-infected-susceptible) model) is
proposed by Van Mieghem et al. [7]. Since then, Sahneh and
Scoglio [8] presented the node-level SAIS (susceptible-alert-
infected-susceptible) model, and Yang et al. [9, 10] considered
the node-level SLBS (susceptible-latent-breaking-suscepti-
ble) and SIRS (susceptible-infected-recovered-susceptible)
models, respectively. Very recently, Gan [11] established the
node-level SIES (susceptible-infected-external-susceptible)
model. Besides, for the other related work about this topic,
one can refer to [24-28] and the references cited therein.

Inspired by the above-mentioned work and based on
the compartment-level SICS model, this paper considers a
controlled node-level SICS model. Different from the con-
ventional node-level models, this paper mainly addresses the
issue of how to effectively distribute dynamic countermeasure
by optimal control strategy (for the related references of
optimal models, see, e.g., [29-33]). An optimal control
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FIGURE 1: The transfer diagram of the controlled node-level SICS model.

problem is proposed and the existence of an optimal control is
proved. The corresponding optimality system is also derived.
Finally, some numerical examples are made, from which it
can be seen that the proposed optimal strategy can achieve a
low level of infections at a low cost.

The subsequent materials of this paper are organized as
follows. Sections 2 and 3 formulate the controlled node-level
model and analyze the optimal control problem, respectively.
Numerical examples are provided in Section 4. Finally,
Section 5 closes this work.

2. The Controlled Node-Level Model

In this paper, the propagation network of computer virus
and countermeasure is represented by a graph G = (V, E)
with N nodes labelled 1,2, ..., N, where each node and edge
stand for a computer and a network link, respectively. Thus,
the graph G can be described by its adjacency matrix A =
[@;j] nxn> Where a;; = 0.

As was treated in the traditional SICS model [6], at any
time all nodes in the graph G are divided into three groups:
S-nodes (susceptible nodes are uninfected but have no immu-
nity), I-nodes (infected nodes), and C-nodes (countermea-
sured nodes are uninfected and have temporary immunity
due to the presence of countermeasures). Let S;(t), I;(t),
and C;(t) denote the probability of node i being susceptible,
infected, and countermeasured at time ¢, respectively. Then
the vector

(S, (1) sy Sy (1), 1, (). Iy (),C, ()., Cy () (D

probabilistically captures the state of the network at time t.

For convenience, two important functions, which will be
used in the sequel, are defined as follows:

a;;3;1; (t)
L+m I ()

fity=)

J

Clearly, f;(t) < }; a;;B;1;(t).

my 20, 3; > 0. ()

a;iy; t)C; (t)
ij¥j j

(t) = _—, >0,

g; (t) ; LemC,®° ™ 3)
where yj(t) € L*[0,T] is a controllable rate, y < y]-(t) <,
0 <t < T;vyand Y are positive constants, 0 < y <y < 1.

Now, a set of probabilistic assumptions on the state
transition of node i are made (see also Figure 1).

(Al) An S-node i becomes infected at rate f;(t).

(A2) An S- or I-node i becomes countermeasured at rate
gi(t).

(A3) An I-node i becomes susceptible at a constant rate
a; > 0.

(A4) A C-node i loses immunity at constant rate 6; > 0.

Let At be a very small time interval and o(At) be a higher-
order infinitesimal. Assumptions (Al)-(A4) imply that the
probabilities of state transition of node i satisfy the following
relations:

Pr (i is infected at time ¢
+ At | i is susceptible at time t) = f; (t) At

+0(At),
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Pr (i is countermeasured at time ¢
+ At | i is susceptible at time t) = g; (£) At
+o0(At),
Pr (i is countermeasured at time ¢
+ At | i is infected at time t) = g; (t) At + 0 (At),
Pr (i is susceptible at time ¢
+ At | i is infected at time t) = oAt + 0 (At),
Pr (i is susceptible at time ¢
+ At | i is countermeasured at time t) = 6,At
+ 0 (At).

(4)

Invoking the total probability formulas and letting At —
0, the controlled node-level model (i.e., controlled node-level
SICS model) can be derived.

% =l () +0,C (1) - f; (S (1) - g: (1) S; (1),
an,® _ e

T oL () + f;(0)S; () —g; () L; (1), -
d(f}t(t) = —0,C; () +g: (1) (S; (1) + ; (1)),

0<t<T, i=1,2,...,N,
with initial condition
(8,(0),...,Sx (0),1, (0),.... Iy (0),C, (0),...,Cp (0)"

€0,

(6)

where

ﬁ: {(Sl"'"SN’II""’IN’Cls---,CN)Te RiN | Si
(7)
+L+C;=1,i=12,.,N}.

The admissible control set is

U={u() e(20,1)" Iy<p( <y 1<i<N}, @)

where u(-) = (,()s ..., yn().

3. The Optimal Control Problem

As S;(t) + L(t) + C;(t) = 1,1 < i < N, system (5) can be
reduced to the following system:

% =—ogL, (1) + f; (t) (1 = L; (t) — C; (¢))
- gi (t) Ii (t) N (9)
% =-0,C;(t) + g; (t) (1 - C; (1)),

0<t<T,i=12,...,N,

with initial condition
(I, (0) ..., Iy (0),C, (0),...,Cx (0) €Q,  (10)
where

Q={....[\,Cpo....Cy) € RN [ L+C< 1, i

(11)
=1,2,...,N}.
Then system (9) can be written in matrix notation as
d’;it) =f(x(t),u(t), 0<t<T, (12)

with initial condition x(0) € Q.

Now, the objective is to find a control variable u(-) € U so
as to minimize both the prevalence of infected computers and
the total budget for dynamic countermeasure during the time
period [0, T']. That is, the following optimal control problem
needs to be solved:

T
Minimize J (u) = J L(x(t),u(t))dt (P)
uelU 0
subject to system (12), where
1
Law =Y (LO+3e? ), &>0 @)

i

is the Lagrangian and & = (g,,...,ey)" is a tradeoff factor
based on the control effect and control cost of dynamic
countermeasure.

3.1. Existence of an Optimal Control. First, a lemma, which
plays a critical role afterwards, is introduced.

Lemma 1 (see [34, 35]). We have an optimal control problem

T

Minimize J (u) = J Lx(t),u(t))dt (14)
ueU 0
subject to
d’;it) —f(x(0),u(t), 0<t<T, (15)

with x(0) € Q, where Q is positively invariant for system
(15). The problem has an optimal control if the following six
conditions hold simultaneously.

(Cl) There isu € U such that system (15) is solvable.

(C2) U is convex.

(C3) U is closed.

(C4) £(x,u) is bounded by a linear function in x.

(C5) L(x,u) is convex on U.

(C6) L(x,u) > ¢ [[ulls + ¢, for some p > 1, ¢; > 0, and c,.

In order to prove the existence of an optimal control,

six lemmas, one for each condition in Lemma 1, should be
proved.



Lemma 2. There is u € U such that system (9) or (12) is
solvable.

Proof. Substitutingu = := (7,...,7)” into system (12), one

N
can get the uncontrolled system:

dx (t)
dt

= f(x(t),0) (16)

with x(0) e Q. Then the function f(x,u) is continuously
differentiable, and Q) is positively invariant for the system.
Hence, the claimed result follows from the Continuation
Theorem for differential equations [36]. O

Lemma 3. The admissible set U is convex.

Proof. Let
1 (1 (1)
u = (Y > > VYN ) € U>
2 2 2
u? = (yf ), ..,yl(\,)) ey, (17)
0<&<1.

As (L*[0, T])Y is a real vector space, one can obtain
(1-5u? +&? e (120,17)". (18)
Then, the convexity of U follows by the observation that
-9y +5P <y, 1<i<N. 19)
Hence, the claimed result follows. O

Lemma 4. The admissible set U is closed.

Proof. Letu = (y,,...,yy)" be a limit point of U and

T
u? = (), n=12,00, (20)

be a sequence of points in U such that

T 5 1/2 1

[ —ul, = | [ o ©-wofa] <@

0 n

From the completeness of (L[0, T])N, one can get
N

limu®™ =u e (L2 [0, T])

n—-00

(22)
Hence, the closeness of U follows from the observation that
XSyi:r}Lr&y,F”)S?, 1 <i<N. (23)

O

Lemma 5. f(x,u) is bounded by a linear function in x.

Discrete Dynamics in Nature and Society

Proof. Note that, for system (9) and fori = 1,2,..., N,

—n72
yN dl;
T ol < T < -l + ;aij[}jlj,
(24)
dcC; _
Thus, the claimed result follows. O

Lemma 6. L(x,u) is convex on U.

Proof. Note that the Hessian matrix of L(x, u) with respect to
u € U is as follows:

H, (1)
[ o°L ;L PL L ]
aV12 Y10y, 0y10yn-1 Oy10yN
o°L oL L ’L

0,0y, a_)’zz 0y20yn-1 OY20YN

o’L oL o’L o’L

aVNE1aY1 aYNEIaVZ ayz\m aVN—ZlaYN (25)
0°L 0°L 0°L 0°L

L OynOy1  OYNOY2 OYNOYN-1 % 4

(e, 0 <« 0 07

0e -~ 0 0

00 - ey, O
L0 0 -+ 0 eyl

Foranyt € [0,T], H,(L) is real symmetric and its eigenvalues
are all positive. Then, H, (L) is positive definite. Hence, the
convexity of L(x, u) follows by the result in [37]. O

Lemma 7. L(x,u) > ¢ |[ull} + ¢, for some p > 1, ¢; > 0, and
G

Proof. Let p = 2, ¢, = min,{g;}/2, and ¢, = 0. Then, L(x, u) >
(min;{g;}/2) x ||u||§. Thus, the proof is complete. ]

Now, it is time to examine the main result of this
subsection.

Theorem 8. The optimal control problem (P) has a solution.

Proof. Lemmas 2-7 show that the six conditions in Lemma 1
are all met. Hence, the proof is complete. O

3.2. The Optimality System. In this subsection, a necessary
condition for an optimal control of problem (P) is drawn.

Theorem 9. Suppose u*(-) is an optimal control for problem
(P) and (I*(-),C*(-))T is the solution to system (9) with
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Then, there exist functions Aj,(t) and A5(t),
i < N, such that

“(

).
1<

U 1AL O [+ £+ g )]

Bi

(1+mI7 (1)

Lak,0(1-1,0-¢ ),
J

drs; (t)
dt

y; (t) = max <Imin {5,' (

= AL () f7 () + A5 ) [0, + g/ (1)]

Cr ()
1+m,C}

o) Zaij [1;.‘ A () - (1
J

Proof. The corresponding Hamiltonian is

dr.
-3 (e o)+ S0

+ZA2i

where A;, A,; are undetermined, A = (A, ...
o)

According to the Pontryagin Minimum Principle [35],
there exist functions A};(t) and A5,(t),0 <t < T,1 <i <N,
such that

dAy () OH (I (1),C (1), A" (1),u" (1))

(29)
dc,

dt’

A Agps

>

>

dt ol
dA5 () OH(I' (1),C" (1), A" (1), u’ (1)) (30)
e oC; ’
0<t<T,i=12,...,N.

% = -, () + i) (1-L#) -C; (1) - g; (O (1),

dc(;t(t) =-0C,(H+g 1 (1-C (1),

dAy; () Bi

S~ 1+ A (8 . - (t B -
dt + 11()[“1+ﬁ()+g1()] (1+m11i(t))2

dA,; (t) y; (£)

20 A ) F )+ A (D) [0+ g ()] + —
At 11()fz()+ 21()[1+g1()]+(1+m2Ci(t))2

Vi* (t)
(1+m,C; (1))

. Za,.]. [1; (t) A} (6) - (1- C; (t))x;]. ],
J

0<t<T,i=12,...,N,
(26)
with transversality conditions
AL (T =A5(T)=0, i=12,...,N. (27)
Furthermore, one can get
e ol ] o) .
0<t<T,i=12,...,N.

Thus, system (26) follows by direct calculations. As the
terminal cost is unspecified and the final state is free,
the transversality conditions hold. By using the optimality
condition

(31)

one can obtain that, for 0 <t < T'and for 1 <i < N, either

H(I",C",A",u") =min H (I',C",1",u),
uelU

OH (I" (£),C" (1), A" (1) ,u” (1))

o, =gy, (1)
__G® (32)
1 +m,C; (t)
: Za,.j (A 0-(1-CF0)A5;@)] =0
i
or y; (t) = y or y; () = y. Hence, the proof is complete. [

By combining the above discussions, one can get the
optimality system for problem (P) as follows:

Y agh; (0 (1-1;1)-C; (1)),

J

Y [0 - (1-C;0) Ay 0],

j
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FIGURE 2: p*(t) and I"(t) under different control strategies with 1, = m, = 2 for Example 1.
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FIGURE 3: y*(t) for different m, and m, for Example 1.

y; (f) = max { min (1 " m2C (t)) Za,J [I (1) Ay (1) - ( -C; (t)) Asj (t)] SYoY(o

with (1(0), C(0))T € Qand M(T) =0
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F1GuURE 5: The final proportion of infected nodes I"(T) and the objective function J(u") for different m, and m, for Example 1.

4. Numerical Examples

In this section, the effectiveness of the optimal dynamic
countermeasure will be verified by some numerical examples.

For our purpose, three networks are considered: a syn-
thetic small-world network (WS network [38]), a synthetic
scale-free network (BA network [39]), and a partial Facebook

network [40], with N = 150 nodes, respectively. The
parameters of system (33) are set as «; = 0.01, f3; = 0.004887
(the value of f5; comes from a report on some real infection
probabilities in [41]), 0, = 0.02,¢ = 1,y = 0.01,y = 0.1,
and T = 50,1 < i < N, and the initial conditions are set
as I;(0) = 0.03 and C;(0) = 0.01, 1 < i < N. The optimality
system (33) is solved by invoking the backward-forward Euler
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FIGURE 6: y*(t), I"(¢), I"(T), and J(u®) for different ¢ with m; = m, = 5 for Example 1.

scheme with step size 0.01. Here we have to point out that
some parameter values are chosen hypothetically due to the
unavailability of real world data.

Suppose u”(t) is an optimal control for problem (P) and
x"(t) is a solution to the corresponding controlled system. Let
y*(t) and I" (¢) denote the average control and the proportion
of infected nodes under u* (¢), respectively, where

Wm=§§ﬁm,
| (34)
ﬂmzﬁgﬁw.

Example 1. Take a WS network with 150 nodes and 150 links
as the propagation network.

Figure 2 exhibits the average control y* (¢) and I" (¢) under
different control strategies. Table 1 gives the final proportion
of infected nodes and the value of objective function J under
different control strategies, where the value of static control
u = 0.08895 is an average of several real curing probabilities
reported in [42]. From Figure 2 and Table 1, one can conclude
that u” is indeed the optimal control strategy to minimize the
objective function J and reduce virus prevalence to a low level
simultaneously.
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F1GURE 8: y*(t) for different m, and m, for Example 2.
TaBLE 1: I"(T) and J under different control strategies with m, = m, = 2 for Example 1.
u=u" u =0.01 u=0.04 u = 0.08995 u=0.1
I°(T) 0.0089 0.0283 0.0231 0.0072 0.0053
J(u) 172.55 218.97 211.61 181.14 177.27
Figure 3 demonstrates the average control p*(f) for Figure 4 displays I” (¢) for different m, and m,. From this

different m, and m,. From this figure, one can see that (a)  figure, it can be seen that (a) lower m, favors virus spreading,
enhancing m, and m, roughly reduces y*(t), (b) the smaller =~ whereas lower m, is conducive to the containment of virus
m, is, the longer y*(t) stays at , and (c) m, has a more prevalence, (b) m, affects I"(t) more significantly than m,
significant impact on y” (¢) than m, does. does, which implies that dynamic countermeasure plays a
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FIGURE 10: I"*(T) and J(u") for different m, and m, for Example 2.

dominant role in the suppression of virus diffusion, and (c)
linear infection rate overestimates virus prevalence, which is
in accordance with the result in [7].

Figure 5 depicts the final proportion of infected nodes
I"(T) and the objective function J(u®) for varied m,; and
m,. From this figure, it can be seen that J is decreasing and
increasing with respect to m; and m,, respectively, which
makes a suggestion that enhancing m, and diminishing m,

are beneficial to the containment of viral spread and reduce J
to a low level simultaneously.

Figure 6 shows y*(t), I*(¢), I"(T), and J(u®) for different
e. From this figure, it is found that decreasing ¢ is effective
on the suppression of virus propagation and attains a lower
J(u*) simultaneously, although it creates more control cost.
This is in good agreement with the fact that when the control
effect (i.e., to obtain a low level of infections) is given priority
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(i.e., withlower ), often the decision is made to spend enough
control cost. Hence, the tradeoff factor ¢ plays a critical role
in the balance between control effect and control cost.

Example 2. Take a BA network with 150 nodes and 150 links
as the propagation network.

Figure 7 displays y*(t) and I"(¢) under different control
strategies. Table 2 shows the values of I"(T) and J(u) under
different control strategies. Figures 8 and 9 depict y*(t)
and I*(¢) for different m,; and m,, respectively. Figure 10

demonstrates I*(T) and J(u®) for different m; and m,.
Figure 11 exhibits y* (¢), I*(t), I"(T), and J(u*) for different
e. From them, one can get the same results in Example 1. So
they are omitted here for brevity.

Example 3. Take a partial Facebook network with 150 nodes
and 603 links as the propagation network.

Figure 12 shows y*(¢) and I"*(t) under different control
strategies. Table 3 gives the values of I*(T) and J(u) under
different control strategies. Figures 13 and 14 display y*(¢)
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TABLE 2: I"(T) and J under different control strategies with m, = m, = 2 for Example 2.
u=u" u=0.01 u=0.04 u = 0.08895 u=0.1
I°(T) 0.0132 0.0288 0.0208 0.0111 0.0097
J(u) 169.84 219.58 202.91 185.27 185.65
TaBLE 3: I"(T) and J under different control strategies with m, = m, = 2 for Example 3.
u=u’ u =0.01 u =0.04 u = 0.08895 u=0.1
I°(T) 0.0013 0.0504 0.0035 0.0008 0.0006
J(u) 61.91 373.77 112.31 83.53 86.17
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FIGURE 15: I*(T) and J(u") for different m, and m, for Example 3.

and I"(¢) for different m, and m,, respectively. Figure 15
demonstrates I*(T) and J(u”) for varied m, and m,. Figure 16
depicts y*(¢), I" (), I"(T), and J (u") for different e.

Most of the results concluded from this example are the
same as those in Example 1 except the two phenomena listed
as follows: (a) higher m, increases y*(t), which is contrary to
the results in Figures 3(b) and 8(b), and (b) 11, has a negligible
impact on y*(¢) and I*(¢t). This indicates that the network

structure, to some extent, determines the control cost and
virus diffusion.

Combining the above numerical examples, the main
results are listed below.

(a) u” is indeed the optimal control strategy to minimize
the objective function J and reduce the infections to
a low level simultaneously.
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(b) Linear infection rate overestimates the prevalence of
virus.

(c) Enhancing m, and diminishing m, are conductive to
the containment of viral propagation and reduce J to
a low level simultaneously.

(d) m, has more significant influences on y* (¢), I* (¢), and
J(u™) than m; does.

(e) Decreasing the tradeoft factor ¢ is beneficial to the
suppression of virus spread and obtains a lower J(u®)
simultaneously, although it brings more control cost.

Additionally, the structure of network, to some extent,
determines the virus prevalence and the control cost. Thus,
we shall investigate how the network topology affects virus
spreading and control cost in the next work.

5. Concluding Remarks

This paper has studied the issue of how to work out an
optimal dynamic countermeasure for achieving a low level
of infections with a low cost. In this regard, a controlled
node-level SICS model with nonlinear infection rate has
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been established. Furthermore, an optimal control problem
has been proposed. The existence of an optimal control and
the corresponding optimality system have also been derived.
Additionally, some numerical examples have been given to
illustrate the main results. Specifically, it has been found that
the proposed optimal countermeasure scheme can achieve a
low level of infections at a low cost.

In our opinions, the next work could be made as follows.
First, the quadratic cost functions may be generalized to
some generic functions. Second, delays [43-45], pulses [46,
47], and random fluctuations [15] may be incorporated to
controlled node-level models. Last, but not least, it is worthy
to carry out research on the impact of the network topology
[9, 25, 48, 49] on the dynamic countermeasure strategy.
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We analyze the convergence time of opinion dynamics in a social network with community structure. Using matrix analysis,
we prove that the convergence time is determined by the second largest eigenvalue modulus. This modulus is close to 1 if the
social influence matrix is nearly uncoupled. Furthermore, we discuss and analyze the factors of community structure affecting the

convergence time.

1. Introduction

Community structure is ubiquitous in reality. It means that
many social networks can be divided into some groups such
that the connection within each group is dense, while con-
nection between groups is very sparse. Community structure
is always relevant to many social and biological phenomena.
Previous works have shown that community structure affects
the evolution of macroscopic phenomena taking place on
a network, such as synchronization [1, 2], the spread of
epidemics [3, 4], rumors [5], and opinion dynamics [6-8].

In opinion dynamics, various versions of the opinion
models have been proposed. First types are discrete opinion
models, among which are the Sznajd model [9], the voter
model [10, 11], the majority rule model [12], and the social
impact model [13]. Other models are continuous, using
concepts and methods based on ideas from statistical physics
or control theory. The most famous are bounded confidence
model [14, 15] and an earlier model, Degroot model [16],
including some agent-based models such as [17].

There are two interesting questions in opinion dynamics.
First, under what conditions will the opinions’ updating
processes converge to a well-defined limit? The second
question is about the convergence time or convergence rate
problem; that is, how quickly the consensus is reached if
opinions can converge ultimately. Previous works have shown

that the convergence time is determined by the topology
of social network and the updating rule of individuals’
opinion. For example, in bounded confidence model [15],
the convergence time is determined by bounded confidence
parameter, which is expressed by a real number ¢, such that
an agent, with opinion x, only interacts with its peers whose
opinion lies in the range of [x —¢, x+¢]. In another bounded
confidence model, Deffuant model [14], the convergence time
is only determined by convergence parameter y. In [18], the
authors studied the effects of adding shortcuts connecting
randomly chosen pairs of sites in a regular lattice on the
consensus time, using a local majority updating rule. They
showed that the consensus time dropped sensitively with the
addition of a small number of shortcuts. In [19], the author
introduced a two-state opinion dynamics model where agents
evolve by majority rule, finding that consensus is reached
in a time that scales to log N, where N is the number of
agents. On finite-dimensional lattices, where a group is a
contiguous cluster, the consensus time fluctuates strongly
between realizations and grows as a dimension-dependent
power of N. The upper critical dimension appears to be larger
than 4. In [20] the authors found that, for the voter model,
if the network is with an arbitrary but uncorrelated degree
distribution, the convergence time Ty scales as Nui/u,,
where g is the kth moment of the degree distribution and
N is the size of the network. In [21], the authors found in
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a coevolving network that if the number of committed agents
added exceeds a critical value, the consensus time growth
becomes logarithmic in network size N. Slight changes in
the interaction rule can produce strikingly different results of
consensus time.

Although it is shown that interaction rules or network
topologies have an important impact on the evolution of
group opinions, the continuous opinion dynamics issue with
community structure is still not well understood. Unlike all
the research above, here we mainly discuss the impact of a
community structure on convergence time, which applies to
situations of how we control the opinion evolution in a social
network with community structure. First, through matrix
analysis method, we prove that the convergence time is deter-
mined by the second largest eigenvalue modulus of social
influence matrix. Furthermore, we prove that this modulus
is close to 1 if the social influence matrix is nearly uncoupled.
Second, in our model the influence of interpersonal is ran-
dom, which is closer to reality. We propose the concept, distri-
bution of interpersonal influence, which can better describe
the interaction situations. We examine this issue from three
points of view: the number of nodes connected (including
the number of nodes connected between subgroups, the
number of nodes connected within subgroups, and the con-
nection density between subgroups), the size of subgroups,
and influence distribution. We find that the number of con-
nections between subgroups and the number of subgroups
within the subgroups exert a strong influence on the con-
vergence time. In addition, the impact of distribution of
influence on the convergence time shows the following fact:
the convergence time of the group opinions in an autocratic
society is longer than that in a democratic society in average,
but various connection patterns may bring much more
uncertainty.

The remaining of this paper is organized as follows: in
Section 2, we discuss the proposed model in detail. Then in
Section 3 we analyze the impact of community structure on
the consensus time. Section 4 concludes this paper.

2. Continuous Opinion Dynamics Model

2.1. Notations, Assumptions, and the Opinion Dynamic Model.
This section introduces the notations and the assumptions
and defines the consensus time of continuous opinion
dynamics.

Mathematically, a social network with community struc-
ture can be characterized by a big graph in which the
nodes represent people, and the edges evaluate their relation
strength.

We consider a set of #n individuals in a social network.
V ={1,2,...,n}. Arelation E € VXV models the interactions
between individuals. We assume the relationship is mutual
((4, j) € Eifand onlyif (,i) € E).V isthe set of vertices and E
is a set of edges of undirected graph G = (V, E), describing the
social network of individuals. Each individual has an opinion
modeled by a real number x;(t) € R. Initially, individual i
has an opinion x;(0) independent from others. Then, at every
time step, the individuals update their opinion by taking

Discrete Dynamics in Nature and Society

a weighted average of their own opinion and opinions of
others

X; (t+ 1) = Zaij (t)xj (t) (1)
j=1

with the coeflicients a;;(f) satistying
Vi,j € V,a;(t) #0 & j e {if U{N; (1)},

i 2
Z aij (t) = 17 ( )
j=1

where the coefficient a;; denotes the force of self-confidence
of individual i and a;; denotes to what extent individual i is
affected by individual j. N;(t) denotes the neighborhood of
individual 7 at time ¢ step.

Let X(t) = (x,(), %,(1),..., %, ()", At) = (@(t))
thus, the group opinion dynamics can be written as d)llows:

X(t+1)=A)X (1), 3)

where A is a row stochastic and nonnegative matrix. In this
following, we call it social influence matrix whose entry a;;
represents the influence strength from individuals j to i.

In this paper, we assume that (1) G is static and strongly
connected; (2) the relationship and interaction between
individuals are mutual; (3) every individual has a little self-
confidence. Under these conditions, it is easy to find that A
is constant and row stochastic matrix. The diagonal entries in
A are all positive, and zero-entries in A are symmetric. Using
nonnegative matrix theories, we can get some properties as
follows.

Proposition 1. Consensus will be reached ultimately.

Proof. Under assumption (1), it can easily be seen that A is
an irreducible, row stochastic and nonnegative matrix. The
summation of each row is equal to 1. Thus, the spectral radius
of Adenotedby p(A) = 1.«; = (1, 1,..., Dl isan eigenvector
of A = 1. Since all the diagonal entries are positive, using
Perron-Frobenius theory, we can get A is primitive. The
algebraic multiplicity of A = 1 is equal to 1. So the spectrum
of A can be denoted by

spec(A) ={A; | A, < A << <A =1} (@)

For any initial opinion vector X(0) = (x,(0),x,(0),
..,xn(O))T, it can be written as a linear combination as
follows:

n
X(0) = ) kiex, (5)
i=1
where «; is eigenvector corresponding to the eigenvalue A; of
A.Thus, forallt > 0, o} isan eigenvector corresponding to the
eigenvalue /\5 of A*. Since [A,| <A, ;| < <Al <A =1,
it follows that

i =1 ¢ . =i ¢ o
tlirgox () = tlggoA X (0) tll}l})loA Z ko

i=1
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t—00

n
. t .
= lim (;ki‘xi ‘)‘i> = Jim (kya; +0(1))
T
= (kKo ky)
(6)
So the opinions converge to a constant vector, whose compo-

nents are all equal. That means the consensus can be reached,
and the convergence time is consensus time.

Remark. Assumption (2) is not necessary condition but
sufficient for convergence of opinions. For example, if A =

(8%%) tlim,_y 4" = ($15182), 50 opini
we can get lim = ( 040402 ), so opinions
o1 0/ 8 t=eo 0.4 0.4 02/ p'
converge to a fixed vector, but the diagonal of A is not
positive. O

Proposition 2. The convergence time is determined by the
second largest eigenvalue modulus |A,].

Proof. First we introduce the definition of convergence time:
t* =inf {t, | Vt > t,, | X (t) - X|| < 6}, (7)

where § can be arbitrarily small, X(f) represents a series of
vector, and X is the limit of X(t).

|| - || represents a vector norm (1-norm, 2-norm, or co-
norm). If | X(¢) — X|| < &, it follows that

[kact, - 25 + 0 (1) < &5 (8)

when § is small enough, o(Atz) can be omitted. So (7) can be
rewritten as ||k o, -AtZII < 4.
Thus, we can get
—Iné —Iné
t> =
In(1/{A,])  —In[A,]

)

satisfying (7). So the convergence time t* = —cIn 8/ —In|A,],
where ¢ is a constant determined by the initial opinion vector
and eigenvector of weighted matrix A.

From the analysis above, it is obvious that the larger
[A,| is, the longer the consensus time is and vice versa.
For simplicity, we analyze the convergence time only by the
second largest eigenvalue modulus |A,| or —In [A,]. O

Proposition 3. For a nonnegative row stochastic partitioned
matrix A = (3 @), Where B= (b)), xn> C = (G)nyxny 1 =
ny, +n,. Let 0(A) be the summation of entries in D and E; then
foranye > 0,30 > 0, if |o(A)| < 6, satisfying ||A,| - 1| < e.

Proof. First, we prove that if all the entries in a matrix change
a little, the eigenvalues of the new matrix will also change.
Denote B by

b11 1712 e bl,nl
b21 bzz T bZ,nl

; (10)
bnl,l bn1,2 T bnl 1y

3
step 1 B is transformed into
1
by, + AW b 1,
" b21 bzz l’z,nl
- T W
bnl,l bnl 2 0 bnl,nl

Thanks to the continuity of eigenvalues, we can get that, for
any ¢ > 0, there exists 8 > 0, if |A)] < 8, satisfying
IA(BY) = M(B)| < ¢. For step 2 when BW is transformed into

b, + AW b, + A® ... by

@ b21 bzz e bZ,nl
B = > (12)

bnl,l bn1,2 e bnl,nl

we can get that, Ve > 0, 6P > o0, if |A?] < 89,
IA(B?P) = A(BY)| < e. Repeat this process, at the last step,
p p %

360 > 0, if [AT] < 87, ]A(B™) - A(B"V)| < g so
for any ¢ > 0, there exists 8" = min(6",8?, ...,6(”3), if

2 2

1AV AP, 1AM < &', satisfying M(B™) - A(B)| < n’e.
That is to say, if the matrix perturbation is small enough,
the eigenvalues will vary little accordingly. Secondly, let A" =

(%, g, )n><n’ So it is reducible, and naturally the spectral of

Al spec(A') = spec(B') u spec(C'). If 0(A) is small enough,
then all the entries in D and E are also small. When o(A)
trends toward 0, the entries in B and C must change a little
accordingly to keep A as a row stochastic matrix. Without
loss of generality, we can assume only one element d;; > 0 in
matrix D (or ¢;; in C). For these reasons, we can obtain that,
for any € > 0, there exists 8, if d;;, < 6, |A(A) - MAN| < &,
sinced,; < 0(A);ifa(A) < §,then, d;; < &, |AM(A)-MA")| < e
or specially [|A,| - 1| < e. That is to say, if 6(A) — 0, then the
second largest eigenvalue modulus is nearly 1. The inverse of
Proposition 3 has been proved by [22]. If second largest eigen-
value is sufficiently close to 1, then A is nearly uncoupled.

A social network with community structure means
partitioned matrix A with 0(A) is very small. According to
the above analysis, if individuals in different subgroups of a
society rarely interact with each other, then A, will be very
close to 1. As a result, it is hard to reach a consensus. O

3. The Impact of Community Structure on
Convergence Time

Although we have some analytical results of the second largest
eigenvalue modulus of the social influence matrix with com-
munity structure, the exact results depend on entries of this
matrix. Different network structures or different influence
distributions will affect the second largest eigenvalue mod-
ulus, which in turn affects the convergence time of the group
opinion. Therefore, the analysis of the impact of community
structure on the convergence of time includes the following
three aspects: the number of connection nodes, the size of
subgroups, and the distribution of interpersonal influence.
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The number of edges added between two subgroups

FIGURE 1: The relationship between the number of edges added
between two subgroups and the convergence time.

Convergence rate

10 20 30 40 50 60 70 80 90 100

The number of edges added in one subgroup

FIGURE 2: The relationship between the number of edges added in
one subgroup and the convergence time.

3.1. The Number of Connection Nodes. First of all, using the
famous WS model [23], we build a social network containing
two subgroups, respectively. Each social network is a small
world. To ensure the whole network is linked, the nodes
between subgroups are connected sparsely and randomly.
And then we investigate whether the increasing of connection
can influence the convergence time.

Figure 1 shows that the convergence rate of opinion evolu-
tion is highly dependent on the connection pattern between
subgroups. If the number of connections or connection
densities between subgroups increases, the convergence rate
of the group opinions is faster. At the beginning, when there
is only one connection between subgroups, there is almost
no connection between two subgroups, and the convergence
rate is almost zero. This is the result of the aforementioned
Proposition 3, and in this case, the social influence matrix
associated the social network is nearly uncoupled. So con-
sensus is hardly reached. However, when the number of
connections (or densities) between the groups increases, for
example, when the number of nodes increases to 10 pairs,
the second largest eigenvalue modulus |A,| will reduce from
0.9972 to 0.9881. When the number of connections nodes
goes up to 100, |A,| will drop to 0.9081 accordingly.

However, the convergence rate in Figure 2 declines with
the rise of the number of internal connections in one
subgroup. But the rate of weakening is much slower than
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FIGURE 3: Example of the frequency of interaction between different
subgroups impact on the second largest eigenvalue modulus, with
n, = 100, n, = 50, p, = 0.2, and p, = 0.4 (repeatedly calculating 30
times).

that in Figure 1. In Figure 2, with the ascent in the internal
connection of the subgroup (from the beginning of the
connection density 0.1is 0.9512; the second largest eigenvalue
modulus decreases slightly to 0.9561 when the number of
connected nodes ascends to 100 pairs).

In Figure 3, we explore the impact of two subgroups
interaction frequency on the consensus time. Frequency of
interaction in the first subgroup is denoted by p,, and the
second is p,. The interaction frequency between subgroups is
denoted by p;, which is the proportion of positive entries to
all the entries in D and E (or the connection density between
different subgroups).

In Figure 3, it is easily to be observed that if the parameter
P3 goes up, the second largest eigenvalue modulus will fall off.
Thus, the consensus time will be shorter with the increasing
frequency of interaction between subgroups.

3.2. The Size of Subgroups. In this section, we examine the
impact of the size of subgroups on the convergence time. For
a fixed size, for example, 150, of the social network, Figure 4
shows that |A,| will be the largest when n; is close to n,.
More precisely, if p; = p,, when n; = n, = 75, |A,] will
be the largest. That is to say, if a social network has a small
subgroup and a large subgroup simultaneously, it will always
be easy to reach a consensus. On the contrary, if the sizes of
two subgroups are about the same, it is difficult to reach a
consensus.

Simulation results show that the second largest eigenvalue
modulus is negatively correlated to the size of the correspond-
ing graph of A, as well as the density (or average degrees)
of the underling graph. For convenience, they are roughly
denoted by

|As| = f(np),

of

an < (13)
of

a—p <0.
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FIGURE 4: The relationship between the size of subgroups and the second largest eigenvalue modulus. x-axis is the size of one subgroup and
y-axis is the second largest eigenvalue modulus. Here we assume the size of G is 150, p; = 0.02,in (a), p; = p, = 0.2;in (b), p; = 0.2, p, = 0.4;

in (c), p, =04, p, =0.2.

If the interaction between subgroups is very small, A is
nearly uncoupled; using Proposition 3 we can get

spec (A) = spec (B) U spec (C); (14)
thus,
A2] (A) = max (|1,] (B), [, (C))
ie, [A;|(A4) = max (f (n, p), f (n—my,p))  (15)

= f(min (n,n—-n,),p).

Sofor fixed n,ifn; = n/2, min(n,, n—n,) can be the largest,
accordingly |A,] is the largest.

3.3. The Distribution of Interpersonal Influence. Finally, we
study three different distributions of influence strength of
individuals. In Figure 5 Case 1, power law distribution

represents an autocratic society, where minority-influential
individuals or opinion leaders exist, and the latter two both
represent a democratic society. In Case 2, the influence
of individuals follows normal distribution. In Case 3, all
individuals are affected by their neighbors with the same
influence. Repeatedly calculating 1000 times, we can get the
distribution of convergence rate as illustrated in Figure 5. It
can be seen that, in an autocratic society (Case 1), the con-
vergence of rate is slow with high probability, but sometimes
is very fast. This is due to the asymmetry and heterogeneity
of the power law distribution. If a few influential nodes
belonging to different subgroups connect with each other,
it will accelerate the convergence of groups opinions. On
the contrary, if influential nodes form links only by inner-
group, it will slightly slow down the convergence of group
opinions. Thus, to some extent, the convergence time or
convergence rate of group opinions is uncertain in this case.
In a democratic society (Case 2 and Case 3), the convergence



150 T T T T T T

Case 1: influence follows
power law distribution

Discrete Dynamics in Nature and Society

90 T T T

80 F Case 2: influence follows

normal distribution

70
100 60 |
> >
g g 50}
= &
£ o
50 30
20
10 +
0 0
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.4 0.42 0.44 0.46 0.48 0.5 0.52 0.54
—log(abs(A2)) —log(abs(A2))
(a) (b)
90 T T T T T
30| Case 3: influence between
different individuals
70 is constant
60
z
g 50t
QL
j=]
g
& 40
30
20 +
10 +
0
0.42 0.44 0.46 0.48 0.5 0.52 0.54 0.56
—log(abs(A2))

(c)

FIGURE 5: The distribution of convergence rate of group opinion is determined by the distribution of influence. x-axis is the convergence rate
—log(JA,|) and y-axis is the frequency (total frequency is 1000). (a) represents autocratic society; (b) and (c) represent democratic society.

time follows a narrow-range distribution. In general, the
average convergence rate is faster than that of Case 1. In Case
3, the influence matrix can be expressed as A = (D + I)flMA,
where M, is the adjacency matrix of the graph. In this case,
all the eigenvalues are real, and the second largest eigenvalue
is determined by the maximum degree of the graph.

4. Conclusions

Based on the framework of the Degroot model, this paper
studies the impact of the community structure topology
on the consensus time by introducing the second largest
eigenvalues modulus of social influence matrix. We prove
that if the interaction between subgroups is tiny, then the

consensus time will be very long. This means that opinions
profiles in a social network with community structure are
difficult to reach a consensus.

In order to study how the community structure impacts
on the convergence time (or the convergence rate), using the
second largest eigenvalue modulus, we examine this issue
from three points of view: the number of nodes connected
(including the number of subgroups connected, the number
of subgroups within the connection, and the connection den-
sity), subgroup size, and influence distribution. We find that
increasing the number of connections between subgroups
can accelerate the convergence of group opinions, while
increasing the number of subgroups within the subgroups
slows the convergence rate. The closer the subgroups’ size is,
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the longer the convergence time of the group opinions is. On
the other hand, the smaller the size of the subgroup is, the
shorter the convergence time is. Thus, the community struc-
ture depends not only on the density of the subgroups but also
on the relative size of the subgroups. In addition, the impact
of distribution of influence strength on the convergence time
shows that the convergence time of group opinions in an
autocratic society is longer than that in a democratic society
in average, but may involve more uncertainty, which depends
on the various connection pattern.

The implication of all the above is network intervene [24].
In order to accelerate the consensus, we must strengthen
the communication of individuals in different subgroups. On
the contrary, to maintain the discrepancy of group opinions,
we can strengthen the communication of individuals in the
same subgroups. Another effective way to control opinion
evolution is to vary the size of subgroups.
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Internal attack is a crucial security problem of WSN (wireless sensor network). In this paper, we focus on the internal attack
detection which is an important way to locate attacks. We propose a state transition model, based on the continuous time Markov
chain (CTMC), to study the behaviors of the sensors in a WSN under internal attack. Then we conduct the internal attack detection
model as the epidemiological model. In this model, we explore the detection rate as the rate of a compromised state transition to
a response state. By using the Bellman equation, the utility for the state transitions of a sensor can be written in standard forms
of dynamic programming. It reveals a natural way to find the optimal detection rate that is by maximizing the total utility of
the compromised state of the node (the sum of current utility and future utility). In particular, we encapsulate the current state,
survivability, availability, and energy consumption of the WSN into an information set. We conduct extensive experiments and the

results show the effectiveness of our solutions.

1. Introduction

WSN (wireless sensor network) is always vulnerable because
it is usually deployed in hostile environments [1]. The attack
behaviors in WSN are mainly divided into two types: external
attack and internal attack. For the improvement of hardware
performance, which makes the public cryptography possible,
the external attacks in WSN can be prevented effectively with
the security structure based on cryptography [2-4]. Thus, the
focus of the study is about internal attack such as detection,
revocation, and tolerance of the compromised nodes and rep-
licated nodes that have been physically captured. Normally,
there are three ways to detect internal attacks: analyzing the
attack behavior [5-8], detecting the compromised nodes [9-
13], and verifying replica attack [14-17].

In a WSN, the states of a sensor are typically distinguished
into healthy, compromised, responsive, or fail state. At any
time, a sensor stays precisely at one of the four states. For the
existence of internal attacks, the sensor transits among the
states in its lifecycle. In this paper, we leverage the continuous
time Markov chain (CTMC) to model the state transition of
sensors. In addition, we built up an internal attack detection

model for WSN based on classical SIR epidemiological
model. The model described the behaviors of the sensors in a
WSN under internal attacks.

Thereafter, we can detect the internal attacks over the
models. According to our study, the detection rate can be
viewed as the rate of the transitions from a compromised state
to a responsive state. In this way, the system responds imme-
diately when a sensor changes its state to a compromised
state; that is, the node has been attacked. Traditionally, the
existing studies on internal attack detection in WSN focus on
more efficient detection methods and higher detection rates
[18-20], while the detection rate is actually not the higher the
better in practice, especially when it is constrained with limits
of network characteristics of a WSN such as power and com-
puting capability. In contrast, we are more concerned with the
trade-off between detection rate and network characteristics.

Therefore, we proposed a solution to find the optimal det-
ection rate rather than choose the highest rate. By using the
Bellman equation, the utility for the state transitions of a sen-
sor can be written in standard forms of dynamic program-
ming. In addition, we encapsulate the four parameters, that is,
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current state, survivability, availability, and energy consump-
tion, into information set. The information set is a good indi-
cator for achieving the balance between network character-
istics and security. We can find the optimal detection rate by
maximizing the total utility. Extensive experiments have been
conducted to show the effectiveness of our solutions. The
experimental results show that our solution can indeed imp-
rove the survivability of WSN and therefore guide the design
of WSN.

The rest of this paper is organized as follows. In Section 2,
we give related work and outline the perspectives and app-
roaches in the existing literatures. In Section 3, we propose
the state transition model of internal attack and internal
attack detection model, based on CTMC and epidemiological
model, respectively. Thereafter, we establish dynamic progra-
mming model via the Bellman equation to find the optimal
detection rate. In Sections 4 and 5, we present the numerical
simulation study for our methods. Finally, we conclude our
study in the paper and the future work in Section 6.

2. Related Work

The epidemiological model has been widely used to ana-
lyze the spread of malware in wired networks [21-25]. In
literature [26], the impact of the network topology on the
viral prevalence was studied and author proposed a node-
based approach. In literature [27], epidemic processes were
studied in complex networks. In literature [28], a theoretical
assessment approach was proposed on the impact of patch
forwarding on the prevalence of computer virus.

In recent years, application of the epidemiological model
in WSN has become increasingly widespread [29]. The ana-
lyses based on the simulation and experiment research show
that the epidemiological model can effectively describe the
dynamic propagation of malware when the number of nodes
in the network is large enough. In literature [30], the attack
behavior of malware was studied by combining the epidemio-
logical model with a loss equation. In literature [31], the reac-
tive diffusion equation model of malware propagation was
proposed based on the theory of epidemiological diseases.

Normally the state of the sensors in a WSN is either
healthy, compromised, responsive, or failed. At any time, a
sensor stays precisely at one of the four states. The state of a
sensor will transit to other types if it suffers an internal attack.
Therefore, we use the CTMC to model the state transition
of a sensor, though the decision of the “malicious attacker”
is not random in the attacked WSN, while the attack time is
randomly distributed. The lifecycle of sensors can be regarded
as a dynamic system, so the stochastic process can be used to
establish the corresponding model. In some related papers,
the Markov chain [32] is also widely used to simulate the
spread of malware in WSN.

3. Model and Methods

3.1 State Transition Model. The various epidemic models are
actually state transition models. These states are mutually
exclusive: every sensor is in a precisely specific state at any
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H: healthy state
R: response state

C: compromised state
F: failure state

FIGURE 1: The value of D, for several planning horizons.

time. The sensor transits diversely among different states dur-
ing its lifecycle.

The state transition of a node in WSN can be modeled
with a CTMC. Figure 1 depicts the state transition diagram of
anode under an internal attack. A circled node in the diagram
stands for a state which is either healthy, compromised,
responsive, or failed, which are marked with H, C, R, or F,
respectively. Each arc in the diagram associates with a rate
/X,-j, i, j € {H,C, R, F}, which indicates the rate of the transi-
tion from state i to state j when the node suffered an internal
attack.

State transition processes are as follows: a node in WSN
in H was functioning correctly at the beginning. We suppose
that the healthy sensor becomes a compromised node under
an attack; that is, the state of the sensor turns to C from H.
When the compromised state has been detected, the state of
it will change to R; otherwise, the state of it will change to
F or remain at C. If a sensor stays in R, a response action
will be carried out. If we get an acknowledgement from the
node, then it moves to H. Otherwise, it will be viewed as
F. The response actions include software rejuvenation and
reconfiguration as a countermeasure against attacks. Since a
WSN is usually deployed in hostile environments or areas, the
sensors could be failed for the influence of environment and
outage of power.

3.2. Internal Attack Detection Model. We explore the impact
of detection rate on sensors under internal attack and metrics
by combining a classical epidemiological model and an
economic behavioral model based on a forward-looking, rep-
resentative agent. Detection efforts determine the detection
rate that will determine nodes from C to R by some specific
rate. It will affect the survivability and availability of nodes.
The survivability and availability of one single node will have
influence on the entire cluster and network.

There are four types of nodes in the WSN. Assume we
have N sensors in total, and let H,, C,, R,, and F, be the num-
ber of healthy nodes, compromised nodes, responsive nodes,
and failed nodes, respectively. Then we have the following
differential equations:

dH,
dr
dc,

E = AHCHtCt - Dtct - ACFCt’

= “AucH,C, + AgyR, — AypH,,
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dR

d_tt =D,C, - ARHRt - ARFRt’
dF

d_tt = AgpR, + AcpC, + AgpH,.

)

Equations (1) formalize four-state transition processes
when a sensor in the WSN is under an internal attack. D, in
the equations is the detection rate, that is, the rate that nodes
detected in C at every interval. The transition rate from C
to R is taken as the detection rate D,; that is, A\.y = D,. In
other words, response measures should be taken immediately
as long as the node is recognized as C. However, the other
types of state transition do not depend on the detection rate.

The above model (model 1) illustrates the dynamic evolu-
tion process of WSN under internal attack within a certain
period. The dynamics of internal attack detection model
cannot be analyzed thoroughly in a short period of time,
so we will focus on the process of the long-term dynamic
evolution on the WSN. With the power of WSN limited and
deployed in harsh environments, a large number of redun-
dant sensors are normally deployed in WSN for the sensors
cannot be able to be repaired once they transited to the failure
state. After the sensor fails, the redundant node will be the
suitable alternatives. We will call it “death” and “birth”; we
will put forward model 2:

dH

d_tt = Ny — AucH,C; + AR, = AypHy,

dc

d_tt = /\HCHtCt -D,C, - ACFCP )
dR

d_tt =D,C, - ARHRt - ARFRt‘

Assume the immutability of the sum of the sensors (inclu-
ding H,,C,,R,, and F,, excluding abundant nodes), N, is
the number of the “births”, and it is equal to the number
of “deaths,” namely the abundant nodes which replaced the
“death”. To simplify the counting process, let Ayp = Agp =
Arp = A

Dynamic analysis is carried out on model 2 and both
the existence and stability of the equilibrium point will be
discussed. According to (2), we find the steady state as
follows:

(i) Ey = (1,0,0).
(ii) Interior equilibrium point E*(H,", R/, C;)

H*_/\+Dt

t

Awc
* Dt(AHC_A_Dt)
Y dpe (D + A+ Agy)’

(3)

c* = (Agc—=A=Dy) (A + Aggy)
! Apc (D + A+ Agy)

3
The Jacobi matrix of the model is acquired:
_AHCCt -A _/\HCHt /\RH
J= AacCr AgcH, - D, - A 0 . @)
0 D, “Arg—A
(1) The Jacobian corresponding to Ey(1, 0, 0) is that
-A -Anc ARm
Jo=| 0 Agc—-D,-A 0 (5)
0 D, “Agg — A

and, thus, the eigenvalues of the Jacobian at E,(1,0,0) must
have negative real parts, which are equivalentto A; = -1 < 0,
A =Agc—D,—A<0,and A; = =Azy — A < 0.

(2) The Jacobian corresponding to E*(H,', R;, C;) is that

]*
Apyc—A-D,)(A+A
_( HC 0) (A + Apyr) A “A-D,  Agy
D, + A+ Agy (6)
= (Aic=A=D;) (A + Agy) 0 0
D, + A+ Agy
0 D, Agg-A

The eigenvalues of the Jacobian at E*(H,',R;,C;) are
obtained A, = —A < 0and A, and A; meet (A')* + (Mg +
A+ A ge = A=D)A+ Age)[(Dy + A+ Age))A + (g = A =
D) A+ Age) /(D +A+A ) D, = 0,because Ayo—A-D, > 0,
then A,A; > 0,1, + A5 < 0,and thus A, < 0, A5 < 0.

By using linear analysis, we can find that E* is always
stable.

Model 1, which is the key of the article, is the basis of the
model behind and simulation test. The dynamics analysis is
only carried out on model 2.

3.3. Dynamic Programming. We next present a dynamic
programming paradigm to find the optimal detection rate.
The method is based on an interesting observation that the
highest detection rate does not always act as the best choice.
So many factors influence the detection rate in WSN, such
as availability, survivability, and energy. Suppose we have
a healthy sensor under attack. The sensor still can provide
service even though it transits to C due to the attack. However,
the service will break off if the sensor, currently staying in C,
moves to R. The service continues when the sensor restores
to a healthy state successfully. The availability of the WSN
declines when the sensor in R is doing that recovery. The
utility of C is greater than R and the compromised nodes
might as well have not been detected in this case. So higher
detection rate does not always mean better utility. Moreover,
higher detection rate means more energy consumption,
which violates the efficiency rules in WSNs. Above all, we
focus on the optimal rate instead of the highest one. All the
factors we were concerned about have been abstracted to be
part of the information set.

We propose a new objective, namely, utility, measuring
the quality of the information set. The detection rate will



maximize the expected net value of the present utility, while
influencing current utility and expected utility in future
periods. To model this dynamic maximization, we define
utility within a period and define the probability of transiting
across states. We switch to a discrete-time formulation, with
time incremented in days and transition probabilities refor-
mulated below on the basis of (1).

Suppose that we have complete statistics about the current
value of utility, including the negative utilities, with its
information set including knowledge about survivability,
availability, energy consumption, and H,,C,, R, and F,.

Let u,(S) be the current utility of a sensor at time t in
S (S € {H,C,R, F}). Then, the utility of the sensor in C at
time ¢ is formally defined as follows:

u, (C,D,) = (bD, - D} ~a. )

The utility function u, is a hybrid indicator measuring
the content of the information set that has been mentioned
before, which can simplify the model and enhance the
generality of it. The utility function is concave and unimodal.
The coefficients, a and b, in (7) can be adjusted according to
the application.

According to (1), the transition probabilities between a
pair of states are written as follows:

P = 1 — el o),
Pgy = 1 — 0,
Pyp=1- e(f’\HF),

8
Peg =Dy, )
Pop = 1— e,
Ppp=1- ),

The detection rate is determined by the current utility, at
time ¢, and the expected utility at time ¢ + 1, of compromised
nodes. We use the Bellman equation to calculate the optimal
detection rate and utility equations can be written as standard
forms of dynamic programming

V, (H)
= u, (H) ©)
+ 8 [PegziVirr (H) + PcVigy (©) + PypViyy (B)],
V; ()
=u, (C,D,) (10)
+0 [PecVisy (C) + PopVisr (R) + PopVi (F)]
V, (R)
=u, (R) 11)
+ 08 [PrpVis1 (R) + PogViyy (F) + PV (H)],

V; (F) = u; (F) + 8 [PV, (F)]. (12)
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In the equation system, V,(S) (S = H, C, R, F) is the utility
for a sensor staying in S at time t and § is the discount factor.
u,(S) is current utility. V,,,(S) is the expected utility and
P;; stands for the transition probabilities between states (see
(8)). The second term of the right member in each equation
indicates that the utility of the future (¢ + 1) moments is
discounted to the present (t) utility.

Since the utilities are written in the standard form of
dynamic programming, we can optimize the detection rate
D, dynamically with a planning horizon of length 7. If t = 0,
then D, is chosen to solve the problem formalized by
(9)-(12). In period t = 1, the system updates knowledge on
information set and uses (9)-(12) to optimize anew over the
next 7 planning periods. The process continues in this way.
For example, if T = 7, then on February 1 the horizon is
through February 8, but on February 2 the horizon extends
to February 9, and so on:

V; (C) = max {ut (C’ Dt) (13)
+0 [PocViss (C) + PopViyy (R) + PopViy (F)]}

In (13), if we take the maximum value of (10), the optimal
D, can be obtained. So partial derivative of (13) is formalized
as

ou, (C,D,) -5l-
oD, oD,

oP, oP
SV (€)= TEVL (R (19)
t

The left member in (14) stands for the gain of utility, at
time, for a unitincrease of the detection rate. The right mem-
ber in (14) is the expected benefit from a unit increase of the
detection rate at time ¢, which comes from future discounts.

Ift = 7,wehavet+1 = 7+ 1. Each utilityat 7 + 1 is 0,
since T + 1 exceeds the planning horizon.

The optimal detection rate D, is determined by the
information set at time ¢ and its effects on the future values
of H, C, R, and F. It is reasonable to assume that the system
adapts to forecasts on the basis of the current information set.

The optimal detection rate can be reached with the
equation system (9)-(14) by using backward induction over
the planning period [0, 7].

4. Experiments

In this section we present the experimental studies of our
models. In the experiments, we simulate two different WSNs
that are under internal attacks and conduct three groups of
experiments with them. The first group of experiments is
designed to find the optimal detection rate D, by using the
dynamic programming paradigm. In the second group, we
verify the models. In the third one, we present comparative
studies by varying the value of detection rate D,.

4.1. Experimental Setup. We simulate two different WSNs in
the experiments:

(1) For the first WSN, the number of healthy sensors is
much larger than that of compromised sensors, where
H,=09,C,=0.1,R, = 0,and F, = 0.
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TABLE 1: The parameters in models.

Parameter Description

8 Discount factor

At Compromised rate

Acr Responsive rate

Aru Recovery rate

Acr Failure from compromised rate

Agr Failure rate

Arr Failure from responsive rate
TABLE 2: The parameter value.

Parameter Value

4 0.25

a 1

b 0.5

) 0.9

e 01

Aer D,,0.3,0.9

A it 0.8

Acr 0.000278

Aue 0.01

A 0.0417

)
e}

(2) In the second one, the number of healthy sensors
is almost the same as that of compromised sensors,
where H, = 0.6,C, =04, R, =0,and F, = 0.

The settings of the parameters of the models are summa-
rized in Tables 1and 2. Particularly, the utilities of H, C, R, and
F fallin [0, 1]. To note is that the parameters can be changed
according to various application scenarios.

5. Experimental Results

The Optimal Detection Rate. In the first group of experiments,
we are to find the optimal detection rate D,. In this experi-
ment, the current utilities of H, F, and R are initially set to
1, 0, and 0.6, respectively. We evaluated the detection rate
D, for the two WSNs. As we can see from Figure 2, there is
no significant difference of the detection rates between the
two WSNs. The results show that the ratio of healthy sensors
and the compromised sensors have little influence on the
detection rate D, and the value of D, gradually converges to
0.75 after 7 = 5. The optimal value of D, will be obtained
when 1 = 9, where the optimal values for both WSNs fall into
[0.74, 0.75].

Verifying the Models. We apply the optimal detection rate
D, = 0.75 in second group of experiments. Figures 3-6
plot the change in the number of sensors in H, C, R, and
F for WSNs in nine days. As we can see from Figure 3, the
number of sensors in H decreases when t isin [0, 1]. After the
decline, there is a sudden increase and the number of healthy
sensors gradually converges to a constant value after t = 4.
For example, the ratio of healthy sensors is around 0.9. Since

0.8

0.7 +

0.6 +

0.5t

0.3+

0.2 F

0.1+t

0 1 2 3 4 5 6 7 8 9
Planning horizon

-o- The initial value of nodes: H; = 0.6, C; = 0.4,R;, =0, F; =0
—— The initial value of nodes: H; = 0.9,C; = 0.1, R, =0, F; = 0

FIGURE 2: The value of D, for several planning horizons.

we have more healthy sensors, the WSN is therefore robust.
In contrast, as shown by Figure 4, the number of sensors
in C drops quickly to 0. The results justify the effectiveness
of our detection mechanism and the optimal detection rate
is very effective for the transition of compromised nodes
(detection rate in the model is transition rate). From Figure 5,
we observe that the number of responsive sensors jumps
quickly to a peak at ¢ = 1 and then gradually decreases to 0.
When t is in [0, 1], the number of nodes in C is greatest
and it is the period of most numbers of nodes from C to R.
So the number of nodes in R increases quickly and reaches
the peak. In Figure 6, we can see that the number of failed
sensors increases monotonically as the time is elapsing. This
is because a WSN is usually deployed in hostile environments
and the sensors cannot get repaired once they failed. From
Figures 3-6, we observe that there are big deviations between
the dashed lines and solid line at beginning, but the deviation
drops off gradually to 0 as time is increasing. It means that
each of the WSNs used in our experiments converges to
a steady state regardless of the initial condition during an
observation period. Therefore, we can conclude that our
model is general enough and it is applicable to a large range of
WSN.

Comparative Studies. In Section 3, we have made an assump-
tion that the optimal detection rate is better than the highest
one. To justify this assumption, in this group of experiments,
we census the number of sensors being in (H,C, R, and F)
by varying the detection rate D,. In the previous simulation,
we have got the optimal detection rate D, = 0.75 and we have
also proved that our model is valid for both WSNs. So we can
conduct the comparative experiments over only one WSN.
We use the WSN with H, = 0.9,C, = 0.1, R, = 0, and F, = 0.
In the literature [33], the author chose five empirical values
at the transition rate from C to R, and we select the highest
value 0.3 as D,. In addition, we select another detection rate,
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D, = 0.9, to compare with. We plot the results in Figures 7-10,
where the blue solid line represents the results D, = 0.75, the
green dashed line represents the results D, = 0.3, and the red
dashed line represents the results for D, = 0.9.

As shown in Figure 7, there is a drop at the beginning
for each line, but the blue solid one rises immediately when
t = 1. The other two lines, D, = 0.9 and D, = 0.3, get to
rise until £ = 2. This shows that our model can make the
WSN more robust, since it gets restored faster. Figure 8 shows
the number of compromised sensors. We observe that the
higher the detection rate D, the faster the line drops. The red
dotted line and the blue solid line move gradually close to
zero after t = 2, which means that the reliability of the WSN
is getting improved. We can also observe that the blue solid
line converges in almost the same speed with the red dashed
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FIGURE 6: The proportion of failed sensors.

line. In other words, our model and D, = 0.9 have the same
performances, which are much better than that of D, = 0.3.
Figure 9 plots the number of the responsive sensors. As we
can see from the figure, the blue solid line is completely below
the other red dashed line. It is clear that optimal detection rate
is better than the higher one. Although it only beats by D, =
0.3 att = 1, it gets improved fast after that time. In addition,
we observe the blue solid line drops first, which indicates the
recovery process starts earlier than other choices. Figure 10
plots the change of the failed sensors, where the three lines
show similar trend. To note is that the WSN has more failed
nodes when the detection rate D, goes larger. when D, is 0.75
and D, is 0.3, the number of failure nodes is similar.

We have compared our solution with other ones from the
recovery time, the recovery rate, the number of the final
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failed nodes, and the energy consumption. In general, the
simulation results show that our solution outperforms the
other ones. It justifies our observation that the highest detec-
tion rate is not always servers as the best choice.

6. Conclusion

In this work, we investigated the problem of finding the
detection rate of WSN under internal attacks. Firstly, we
established a state transition model of sensors based on the
CTMC. The model described the behaviors of sensors in a
WSN under attacked nodes and the transition between states.
We are the first to observe that detection rate is irrelevant
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to other state transitions except the transition from C to R.
Therefore, we take the detection rate as the transition rate
from C to R. Secondly, we modeled the state transition pro-
cess of the sensors in a WSN under internal attacks by using
the epidemic model and make a formal description about
this model. Thirdly, by using the dynamic programming
paradigm (Bellman equation), we can easily find the optimal
detection rate for WSN under internal attacks. In addition,
we encapsulated the influencing factors into an information
set which captures the current utility and the utility in future
time. In this way, the detection rate can be optimized by
maximizing the total utility of the current and future utility



discount in C. The experimental studies justified the validity
of our models.

In the future, we would like to quantize the influencing
factors with respect to survivability, availability, and energy
consumption in order to improve the accuracy and practica-
bility of detection rate. Moreover, it is more meaningful to set
the parameters applied in the simulation according to a real
world application. In addition, we will introduce the immune
state into the model and refer to the SIRS model [34, 35] for
further study. Therefore, it will accelerate the design of WSN
and then improve the availability and survivability of WSN.
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In reality, some computers have specific security classification. For the sake of safety and cost, the security level of computers will
be upgraded with increasing of threats in networks. Here we assume that there exists a threshold value which determines when
countermeasures should be taken to level up the security of a fraction of computers with low security level. And in some specific
realistic environments the propagation network can be regarded as fully interconnected. Inspired by these facts, this paper presents
a novel computer virus dynamics model considering the impact brought by security classification in full interconnection network.
By using the theory of dynamic stability, the existence of equilibria and stability conditions is analysed and proved. And the above
optimal threshold value is given analytically. Then, some numerical experiments are made to justify the model. Besides, some

discussions and antivirus measures are given.

1. Introduction

With the rapid development of the Internet, the spread
of computer virus has brought a lot of potential safety
problems, which not only caused huge waste to the network
resources but also harmed the interests of individuals and
the masses. The traditional way of antivirus is constantly
updating the virus library of antivirus software. But it is
a passive mechanism to prevent viruses. In this context,
the macroscopical study of computer virus propagation is
regarded as a very important approach to antivirus and has
received more and more attention from scholars.

In 1991, Kephart and White firstly used the model of
biological infectious virus to study the spread of computer
viruses [1]. Since then, a lot of dynamical models of computer
virus have been presented. These models can be simply
divided into two broad categories: homogeneous models and
heterogeneous models according to according to whether the
network is fully connected or not.

In recent years, more and more scholars have begun to
study heterogeneous models. Kjaergaard and his partners

followed the time evolution of information propagation
through communication networks by using the susceptible-
infected (SI) model with empirical data on contact sequences
[2]. Castellano and Pastor-Satorras studied the threshold of
epidemic models in quenched networks with degree distri-
bution given by a power-law for the susceptible-infected-
susceptible (SIS) model [3]. Zhu et al. investigated a new
epidemic SIS model with nonlinear infectivity, as well as
birth and death of nodes and edges [4]. Taking into account
the power-law degree distribution of the Internet, Yang et
al. proposed a novel epidemic model of computer viruses
and presented the spreading threshold for the model [5].
L.-X. Yang and X. Yang proposed an epidemic model of
computer viruses over a reduced scale-free network [6].
Yang and his partners proposed a node-based susceptible-
latent-breaking-susceptible (SLBS) model which addresses
the impact of the structure of the viral propagation network
on the viral prevalence [7]. To understand the impact of
available information in the control of malicious network
epidemics, Mishra and three others proposed a 1-n-n-1 type
differential epidemic model, where the differentiability allows
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a symptom based classification [8]. All these models assume
that the spread of viruses can only be through the topological
neighbors.

In fact, a lot of viruses can propagate without dependence
on the topology, such as Code Red (2001), Slammer (2003),
Blaster (2003), Witty (2004), and Conficker (2009). By
probing the entire IPv4 space or localized IP addresses, these
viruses can infect an arbitrary vulnerable computer. In this
condition, the propagation network can be regarded as fully
connected. Besides, there are still some fully interconnected
networks, such as virtual cluster in cloud [9-12]. So the
study of homogeneous models is also an important branch
of computer virus dynamical models. A portion of infected
external computers could enter the Internet and removable
storage media could carry viruses, based on the two facts.
Gan et al. established a series of dynamical models [13-16].
Amador and Artalejo investigated the dynamics of computer
virus spreading by considering a stochastic SIRS model
where immune computers send warning signals to reduce
the propagation of the virus among the rest of computers
in the network [17]. Liu and Zhong presented and analyzed
an SDIRS model describing the propagation of web malware
based on the assumption of homogeneity [18]. Yuan and three
others presented a nonlinear force of infection function for e-
SEIR model to study the crowding and psychological effects
in network virus prevalence [19].

In order to protect the security and stability of informa-
tion systems, the concept of information security classified
protection is proposed and has been a basic strategy of
construction of national information. But to our knowledge,
nearly all previous models describing the spread of computer
viruses ignore the impacts of security classifications. In order
to study how these factors affect the spread of computer
viruses on the Internet, this paper proposes a novel computer
virus propagation model. A thorough analysis of this model
shows that some equilibria existed and are globally asymptot-
ically stable in a specific situation. Besides, some simulation
experiments are performed to examine the conclusion got
from this model. In the end, some effective strategies for
controlling virus spreading are recommended.

The subsequent materials are organized in this fashion:
The idea of modeling is introduced in Section 2. The new
model is established in Section 3. The analysis of four
equilibria is addressed in Section 4. The local and global
stabilities of these equilibria are investigated in Sections 5 and
6, respectively. Simulation experiments and some discussions
are presented in Section 7. Finally, this work is outlined in
Section 8.

2. Idea of Modeling

In a security classification network, blindly increasing the
security level of computer will result in both waste of resource
and increase of cost. Therefore, reinforcing the security level
of computer must be targeted. About security classification
of computer, the influential criteria are “Trusted Computer
System Evaluation Criteria (TcsEC)” issued by United States
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Does the number reach
the threshold?

FIGURE I: Flow diagram of upgrading.

Department of Defense [20]. By using these criteria, comput-
ers in the network can be divided into four divisions. From
high to low, they are Levels A, B, C, and D, respectively.

Low Security Level: Divisions D and C. In this level, it is
reserved for those systems that have been evaluated but that
fail to meet the requirements for a higher evaluation class.
Classes in this level provide for discretionary (need-to-know)
protection and it can only provide a review of protection.

High Security Level: Divisions B and A. The security-relevant
sections of a system are mentioned throughout this document
as the Trusted Computing Base (TCB) [21]. Computers in this
level must carry the sensitivity labels with most data struc-
tures in the system and the system developer should provide
the security policy model based on TCB. By using formal
security verification methods, this level requires that each
operation in the system must have a formal documentation
and can only be made by the administrator.

Obviously, computers with low security level are more
likely to be infected by virus. This is the first breakthrough
point for modeling.

In the network with security classification, administrators
usually do not take any measures to upgrade the computers
with low security level if there are only few threats for the sake
of cost. With the increase of the infected computers number
in the network, the administrators will upgrade the security
level of computers ultimately. Here we assume that there
exists a threshold value. If the number of infected computers
is above the threshold value, some countermeasures will be
taken to level up the security of a fraction of computers with
low security level. Further, assume that the probability of
taking upgrading measures for one uninfected computer is
proportional to the number of infected computers. The flow
diagram in Figure 1 can briefly express these operations. How
the threshold value and the fraction of upgraded computers
affect the propagation of computer virus is the concern in this

paper.
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3. Model Formulation

According to the situation of computer virus infection and
the level of computer security, all computers in the network
are divided into three compartments.

a) S;-compartment: the set of uninfected or susceptible
I p P
computers in low security level

(b) S,-compartment: the set of uninfected or susceptible
computers in high security level

(c) I-compartment: the set of infected computers

For the modeling purpose, a series of parameters are intro-
duced and some assumptions are made.

(1) One can assume that the average probabilities per
unit time of §; and S, computers connecting to the
network are by and by, respectively.

(2) Every computer in the system is got out for some
reasons with the average probability per unit time y,
where p is positive constant.

(3) Due to possible contact with infected computers in
the network, every S; and S, computer is infected
with the average probabilities 5; and 3, per unit time,
respectively, where f3; and f3;, are positive constant and

B> B

(4) Assume that one I computer becomes an §; computer
(or an S;, computer) with the average probability per
unit time y, (or y,), where y,, y,, are positive constants.

(5) As mentioned in Section 2, the upgrading probability
of an §; computer is denoted by a piecewise function
f(I). The expression of f(I) is as follows:

0, if0<T <y,
f= ey
al, ifI>1

max*

I« denotes the threshold value and « denotes the a

fraction of upgrading computers.

Let §;(1), S;,(t), and I(t) denote, at time ¢, the average numbers
of §;-, S;-, and I-compartment computers, respectively. Let
N(t) denote the total number of all computers in the system
at time t. Unless otherwise stated in the following content,
they will be abbreviated as N, S, S, and I, respectively. Then,
S; + S, + I = N. The collection of the above parameters and
assumptions can be schematically depicted in Figure 2, from
which the dynamical model is formulated as the following
differential system:

S=b+yl-fI)S—BSI—uS,
S = b+ pl + f (DS = BuSul = S ®)

I=BSI+BSuI =yl —y,I - pl.

FIGURE 2: Transition diagram of the new model.

Considering that S; + S, + I = N, system (2) can be reduced
to the following system:

N =b +b, - uN,
Sp=by+yl+fD)(N=S,-1)-B,S,I—uSy,, (3)
I=B(N=8,=I)I+B,S,I =yl -yl - ul.

Solving the first equations of system (3), it is easy to obtain
lim,,,N = N* = (b + b,)/p. Therefore, system (3) can be
reduced to the following limiting system [22, 23]:

Sp=by+yul + f(D(N™ =8, = 1) = BySI - Sy
I=B(N" =S =) I+ BSpl =yl =yl = pl.
The feasible region for system (4) is
Q={(S,,1) 18,20, 120,0<S,+I<N"}, (5

which is positively invariant.

4. Equilibria

In this section, all equilibria of system (4) are calculated. To
obtain all potential equilibria, system (4) can be written as

by + yuI = BpSpI = Sy, = 0,
Bi(N" =8, = )T+ B,S,I =yl =yl = pl =0, (6)
ifo<I<]I

b, +yl +al (N* =S, —1)— B,S,I — uS, =0,
B (N* =8, =I) I+ B,Syl =yl —y,I —ul =0, @)
ifI>T,,.

From (6) the fact that there always exists a virus-free equilib-
rium can be got:

By = (Si0= 2 55 -0), ®
¢
and the basic reproduction number is
_ Bib + Bby

R )

Culptytn)



Let

C=uy+yn+u) - Bb - by

(10)
=um+ym+u)(1-R),

Ay = Biw
By = BBuN" = Biyn — Bt = Buvi — Buths (11)
A, =B -4A,C,
A, = BBy + By
By = (BB + aPy) N™ = Byn = Bt = Buyi = Butt

—a(p+mtiu), "
A, =B, —4A,C.

The quadratic equation of I can be got from system (6) and
(7) as follows:

AP -BI+C=0 if0<I<I,, (13)

A, =B, J+C=0, ifI>1]

max*

(14)

Considering that I = (B, +~/A|)/2A,I; = (B,—+/A})/24,
are the roots of (13) and I} = (B, + +/A,)/2A,, I, = (B, -
VA,)/2A, are the roots of (14) (I # I}), the solution of (6)
and (7) can be got as follows:

I*_Bl+\/A_1

! 24,

o bh"’yhll)k

" p+ Bulf

I* _ Bl_ VAI

2 24,

s by + yul;

2 p+ Buly

(15)

I* _ B2 + VAZ

5524,
o _botnl vali (N-1)
h3 — I* >

v+ Bul;

I* _ BZ_ VAZ

4 24,
o btnli vl (N- 1))
ha = .

vt Bl
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(13) and (14) can be deduced as follows:
Ay (11*2 - 13*2) - B, (If - 13*) - ‘XﬂhI;Z
+(B,-B,)I; =0,
(I L) [A Iy +I5) - B]

=I; [aB,1; — (B, - By)],
(Iy - L) [A (I7 + 1) - By] »
= 13* [‘xﬁhla* —af,N" +a(y+y, +u)]

(7 -5)[A (I; + I5) - B]

=aly (Bl = B N" + B (N* — I3 = S;5)],

(I; ) [A, (I + IJ) - By]

=aly (B =) (N" =I5 =S}3).»

because of ; > B, and I +S,, < N*, al; (- B,)(N" -1, —
S;;) = 0. Then

(7 -L) [A (I + I5) = B,] > 0. (17)

Assuming I} < I3, then A(I} + I;) - B, > 2A,I; - B, =
VA, > 0and (I] -I7)[A,(I; +I;)-B,] < 0, which contradicts
with (17). So I > I3 In the same way, one can get

L <I;<I; <I. (18)

Theorem 1. There are only two viral equilibria E{ = (S,,,
I7) (or E5 = (S;5,15)) and E; = (S;,, 1) (or Ej = (S}, 1))
in this model if

1) Ry < 1;

(2) By >0,A; >0 (or B, >0, A, >0);

B) I} > I,y (or Iy > I,0).

Proof. System (13) has two real roots if A; > 0. From (10) one
can get that C > 0 if Ry < 1; then C/A, > 0. So the fact
that I > 0, I; > 0if B; > 0 can be got (in the same way,
the fact that I > 0, I} > 0 can be gotif B, > 0, A, > 0)
and there are only two viral equilibria E}, E; (or E;, E;) if
If > 1, (or I; > I ) from (18).

max max

Theorem 2. System (4) has only three viral equilibria E; =
(S L) Ey = (S5, 13), and Ey = (S, 1)) if

DRy <L

(2) B, >0, A, > 0;

(3) B, >0, A, >0;

(4) I} <I,<I,.

max

Proof. Like the proof of Theorem 1, it does not need to be
stated. O
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Theorem 3. System (4) has only one viral equilibrium E{
(Spi>17) (or E5 = (Sp5, I3)) if

D Ry> 1L

(2) I} < Iy (or I > 1,

max)'

Vv

Proof. One can get C < 0if R, > land A; > 0, A,
0, C/A; < 0,C/A, < 0.S0I; >0, I; < Oand I
0, I; < 0. Then the fact that only E} (or Ej) existed if
I} <1, (or Ij > I, from (18) can be got. O

Vv

5. The Local Stability Analysis

To examine the local stability of the equilibria of system (4),
its Jacobian matrices should be got as follows:

]1:< Pl - u Yo = PuSh >
“BI+ Bl BIN" = BSy = 2B T+ RSy — Vi —yu — ¢

ifO<T <,
I, (19)
_<—ﬁh1—#—"d Vo = BuSu + a(N" =S, - 2I) >
N\ -BI+BI BN -BS 2RI+ BS -y

ifI>1

max*

Theorem 4. E; is locally asymptotically stable if Ry < 1.

Proof. The associated characteristic equation of E; can be got
from J; as follows:

()‘+P’)</\+Yl+)’h+ﬂ—/31%—,Bh%>- (20)

Then

A =-u<0,

b b
Ay==V=Yu—t+B—+B— (21)
2 1 h ZH h#

=(p+y+u)(Ro-1).

Based on the Lyapunov theorem [24], only if Ry < 1 are all
eigenvalues of (17) negative. At this situation, E; is locally
asymptotically stable. O

Theorem 5. E; (or E;) is locally asymptotically stable if
system (4) follows Theorem 1 or 2 or 3.

Proof. The associated characteristic equations of E] can be
got from J, as follows:

M+kA+k, =0, (22)

5
where
ky = BI + B I +u>0,
ky =1y (B (Buly + 1) = (Br = Br) (BuSi — vi)]
= I [2BBuI} + By = BiBSi + Bivn + BySi
= Bu¥n = BiBuly + BBuN" - ﬁzﬁhN*]
=1y [2BiBuly + Butt + Bivi = Buvi
(23)

+ B (BN" = BiSiy = Bily + PySii) = BiBN"]
=1y [2BBuly + Butt + Bivi = Py

+ By (vt v+ 1) = BBNT] = I [2BBuI; + Pyt
+ Biyn + Buvi + Bupt = BiBuN"]

B, + /A
=1 <2Alf —Bl> =I A, >0.
1

2

The associated characteristic equations of E; can be got from
], as follows:

M +kA+k, =0, (24)
where
ky =oly + BI; + B, + >0,
ky =I5 [By (s + Buls + )
= (B = Bu) (aSjs + 2aIy = aN" + B,Sj5 = 1)
=L 2(BBn+ Bpe) I
+a (BN = BiIy = BiSys + BuSis)
+ By (BN" = BT = BiSis + BiuSia) + B+ By, )
= Buvu = N™ (BB + Bue)] = I [24,1;
o (Y + v+ ) + By (v + v+ 1) + B+ By
= Buvu = N™ (BB + Buer)] = I [2A,1; - B, ]

. B, + 4/A .
=1 2A2% —Bz] =I}4/A, > 0.
2

k; > 0, k, > 0(ork; > 0, k, > 0); the Hurwitz crite-
rion follows [24], so E] (or EJ) is locally asymptotically
stable. O

6. The Global Stability Analysis

This section will discuss the global stability of the equilibrium
of system (4). To get global stability, let us investigate the
following lemmas.

Lemma 6. For system (4), there is no periodic solution in the
interior of Q).
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FIGURE 3: Trajectory figure and time plots of Example 1.
Proof. Let TaBLE 1: Related instructions.
N Not existin
G(Sp D)=ty +y I+ f(D(N" =S, 1) = BSyl e
E Only existing
= USp> EL Existing and locally asymptotically stable
H(SuI) =B (N* =S, =) T+ BSul -yl - I 26) EG Existing and globally asymptotically stable
—ul,
1 (b) I=0,0<S, <N".ThenI|g 7 =0.
B(Sh,I) = f’ o h B _(ShJ) )
(c) S, +1=N".Then (d(Sy+D/dt)|g 7= —b—pl <0.
and then . . .
In view of the orbit smoothness, combining the above
0 (GB) . 0 (HB) B U B <0 discussions can get the claimed result. ]
e T3 TP 7o PA<D
oS, o1 I In view of Lemmas 6 and 7 and Theorems 3-5, the main
it0<I<I,,,, @) result of this section can be got as follows.
27
0(GB) 0(HB) _ Y 0
as, Yo T B - T ~P-a<o, 7. Numerical Examples and Discussions
if 1> 1, In this section, some numerical examples are used to verify

Thus, the claimed result follows from the Bendixson-Dulac
criterion [24]. ]

Lemma 7. For system (4), there is no periodic solution that
passes through a point on 0Q), the boundary of Q.

Proof. Consider an arbitrary point (S, I), on the boundary of
Q. From (5), 0Q) consists of the following three possibilities:

(2) Sy = 0. Then Syl 7y = by + Yl > 0,if 0 < T < Ly,
and Sh|(§hj) =b,+yl+al(N* 1) > 0,if [, <I<
N*.

the results obtained in the previous section.

Example 1. Suppose 3, = 0.24, f3, = 0.08, y, = 0.146, y, =
0.003, = 0.0012, b, = 0.0018, u = 0.003, « = 0.005,
and I, = 0.38. In this situation, Ry < 1, I} < I . Some
trajectories of initial points are displayed in Figure 3(a) and
the time plots about two of them are shown in Figures 3(b)
and 3(c). In Figure 3(a), the blue dashed line divides Q) into O,
(above the blue dashed line) and Q, (under the blue dashed
line). The initial points in Q,; are finally stable at E} and in Q,
are finally stable at E;, which complies with the third rows of
Table 2. And the abbreviation notations of Table 2 are shown
in Table 1.
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TABLE 2: Main result of Section 6.
Conditions E, E; E; E; E;
Ry, <1 EG N N N N
I < I, EL EL E N N
Ry <1 By >1, B,>1, A; >0, A, >0 L2l >0 EL N E EL E
I>I,, EL N N EL E
R, > 1 [ < Loy E EG E N N
>, E N N EG E
Example 2. Suppose 3, = 0.24, f3, = 0.08, y; = 0.146, y, =  and I, = 0.38. In this situation, Ry > 1, I} < I,.. Some
0.003, b = 0.0012, b, = 0.0018, u = 0.003, &« = 0.005, trajectories of initial points are displayed in Figure 6(a) and
and I, = 0.21. In this situation, Ry < 1, I{ > I ... Some the time plots about two of them are shown in Figures 6(b)

trajectories of initial points are displayed in Figure 4(a) and
the time plots about two of them are shown in Figures 4(b)
and 4(c). In Figure 4(a), the blue dashed line divides Q into O,
(above the blue dashed line) and Q, (under the blue dashed
line). The initial points in Q, are finally stable at E; and in
Q, are finally stable at Ej, which complies with lines 4-5 of
Table 2.

Example 3. Suppose 5, = 0.24, f;, = 0.08, y, = 0.146, y, =
0.043, b = 0.0012, b, = 0.0018, u = 0.003, « = 0.005, and
I ax = 0.21. In this situation, R, < 1 and there is only E; in
the system. Some trajectories of initial points are displayed in
Figure 5(a) and the time plots about two of them are shown
in Figures 5(b) and 5(c). The initial points in are finally stable
at Ey, which complies with line 2 of Table 2.

Example 4. Suppose f3; = 0.3, 5, = 0.09, y; = 0.056, y, =
0.043, b = 0.0012, b, 0.0018, u = 0.003, « = 0.06,

and 6(c). The initial points in are finally stable at E}, which
complies with line 6 of Table 2.

Example 5. Suppose f; = 0.3, 5, = 0.09, y; = 0.056, y, =
0.043, b = 0.0012, b, = 0.0018, y = 0.003, « = 0.06,
and I, = 0.2. In this situation, Ry > 1, I; > I,,,. Some
trajectories of initial points are displayed in Figure 7(a) and
the time plots about two of them are shown in Figures 7(b)
and 7(c). The initial points in are finally stable at E;, which

complies with the last row of Table 2.

By introducing random factors and model adaptive
behavior, a series of simulations run are used to approximate
closer to actual worm propagation due to the unavailability
of real-world data. Hosts (used IP addresses) here appear
as abstractions in the simulations. Instead of modeling
various operating systems and services, each host is simply
considered to be one of the following: susceptible nodes with
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SC and INTVIN are short for security classification and
intervention, respectively. And the parameters I, and «

determine when to intervene and the strength of interven-
tions, respectively. For evaluation purpose, the values of the
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FIGURE 6: Trajectory figure and time plots of Example 4.

Sp

(a)

high security level, susceptible nodes with low security level,
and infected nodes. Here a complete network with initial
10000 nodes is applied for numerical evaluation. And we
focus on how the mechanisms of security classification and
intervention affect the propagation of network viruses. So we
simulate three scenarios for the spread of viruses: (1) non-SC
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F1GURE 8: Time evolution of the infected nodes in different scenar-
ios.

model parameters are set as follows: 3, = 0.3, 3, = 0.09, y, =
0.056, y, = 0.043, b = 0.0012, b, = 0.0018, y = 0.003,
and other parameters are shown in Figure 8. In general,
simulation results show that the intervention mechanism

«

FIGURE 9: Influence of I, and « on I;,. I, and I, are the
proportions of infected nodes in all nodes. Moreover, I, is the
average of 100 values for t > 10000. Here all other parameters are
the same as Figure 8.

proposed in this paper can be applied to curbing the spread of
virus effectively. Moreover, a large number of simulations are
conducted to study how the combination of I, and « affects
the propagation scale (see Figure 9). Obviously, the earlier
(the lower I ,.) and stronger (the higher «) the intervention
is introduced, the fewer the nodes finally get infected. We
divide the parameter subspace {(&, I,,): @« > 0, I, > 0}
into two parts, numbered as A and B (as shown in Figure 9).
Simulation results lead the following conclusion.
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(1) If (a, I0e) € A, the value of Iy, (defined in Figure 9)
only depends on the value of a. So in Figure 8 the
number of infected nodes in scenarios with I, =
500 is the same as the one with I, ,, = 1000, where o =
0.2, and it is higher than the one with I ,, = 500 and
« = 0.6. More precisely, the value of I ,; decreases as
« increasing.

(2) If (&, I,,,) € B, the value of I;,; only depends on the
value of I, .. (4). So in Figure 8 the number of infected
nodes in scenarios with &« = 0.2 is the same as the
one with « = 0.6, where I, = 2000, and it is higher
than the one with I,, = 1000 and &« = 0.6. Note
that Iy, does not always decrease with the increase
of I, because the intervention is never involved for
large I, (see the dark black part for I ,, > 0.3 in

Figure 9).

X

Remark 6. The simulations here do not take into account
latency issues, hop-count, bandwidth limitations, and trans-
fer times or connectivity issues. Since the scale of simulated
network is quite small compared with the real Internet, all
parameters are assumed on that scale. But the scale factor can
also make the real-world more complex.

Table 2 suggests that, to eradicate viruses from the
Internet, one should take necessary actions to control the
system parameters so that Ry is well below 1and not let system
meet the lines 3-5 of Table 2. After simple calculations, the
following can be got:

%:L>O

B um+wm+w)
%:L>O

B uly+y,+u)
%=L>O

ob  u(y+y,+u)

R, B
oo P s,

b, u(y+y+uw (28)
ORy  Yityut2u <0

2
W wnry+n)
? = —;2 < 0)
Ve u(t )
? = —;2 < 0.
Ve p(yt o+ w)
Thus, R, is increasing with f3;, 8;,, b, b, and is decreasing with
Yo Vi

Based on the above discussions, an incomplete list of
effective measures for users to contain the virus prevalence
is presented below:

(1) Timely acquire the updated versions of the antivirus
software, so that the two infecting probabilities, 3, and

Discrete Dynamics in Nature and Society

B> are both reduced and the curing probabilities, y;
and y,, are enhanced.

(2) Do not connect computers to the Internet when
unnecessary, so that the recruitment rate, y, is low-
ered.

(3) For both cost and security, let the threshold value of
computer virus lead administrator to take measures
to upgrade the security level approaching the value of
stable infections in the stage of taking measures.

8. Conclusions

In this paper, we presented a novel intervention mechanism
to restrain the virus spreading under the framework of
security classification. The model reflects a realistic scenario
how the intervention is applied when the number of infected
nodes reaches the intervention threshold. Theoretical anal-
ysis and numerical evaluation are used to study how I,
« affect the propagation behaviors. The main results are
listed as follows: (1) The dynamic behaviors of computer
virus under security classification are different with common
circumstance. Obviously, much higher security computers
will lead to fewer infections. (2) The earlier and the stronger
the intervention is introduced, the fewer the nodes finally get
infected. (3) According to the brief parameter analysis, some
other effective measures in reality are presented. Viewed from
a real-world perspective, in order to make better use of this
intervention mechanism, one of the most important things is
how to detect the exact number of infected nodes. Although
an in-depth discussion of this is outside this paper’s scope,
we are forced to point out that the measured value is below
the actual one. In this case, the actual value of intervention
threshold must be set below the theoretical one.

Our future work will be focused on studying such
intervention mechanism in heterogeneous networks, such as
small-world network and scale-free network.
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This paper is concerned with a delayed SEIS (Susceptible-Exposed-Infectious-Susceptible) epidemic model with a changing
delitescence and nonlinear incidence rate. First of all, local stability of the endemic equilibrium and the existence of a Hopf
bifurcation are studied by choosing the time delay as the bifurcation parameter. Directly afterwards, properties of the Hopf
bifurcation are determined based on the normal form theory and the center manifold theorem. At last, numerical simulations

are carried out to illustrate the obtained theoretical results.

1. Introduction

The outbreak of infectious diseases had not only caused
the loss of billions of lives but also badly damaged the
social economy in a short time, which brought much pain
to human society [1]. Thus, it has been an increasingly
urgent issue to understand how to prevent or slow down
the transmission of infectious diseases. To this end, many
mathematical models have been proposed for describing
the spread process of infectious diseases [2-10]. However,
all the epidemic models above do not consider the change
of delitescence of the infectious diseases. Considering that
the diversity of the delitescence period in each infected
individual who is infected with disease virus is mainly due
to the variation of the virus and the distinct constitution
of different people for some disease, such as HIN1 disease,
Wang proposed the following SEIS epidemic model with
a changing delitescence and a nonlinear incidence rate
[11]:

s _BS®HI®
7_A ds (t) ) +yI(t),
dE® _ BSOIO 0 ok,

dt 1+ al (t)

BS)I(t)
(1-4) Tral(n TEE®

—(d+y+08)I1(@),

i)
dr

)

where S(t), E(t), and I(¢) denote the numbers of the suscep-
tible, exposed, and infectious populations at time ¢, respec-
tively. A is the recruitment rate of the susceptible population;
d is the natural death rate of the population; § is the death
rate due to the disease of the infected population; ¢ is the
rate at which the exposed population becomes infectious; y
is the rate at which the infected population returns to the
susceptible population because of the treatment; y is the rate
at which the infected population becomes the exposed one;
and 1 —y is the rate at which the infected population becomes
infectious directly. BSI/(1 + «I) is the nonlinear incidence
rate, where 3 measures the infection force of the disease and «
measures the inhibition effect from the behavioral change of
the susceptible population. Wang investigated global stability
of system (1).

In fact, many infectious diseases have different kinds
of delays during their spreading process in the population,
such as latent period delay [9, 12-16], immunity period delay
[17, 18], and infection period delay [19]. The time delay
may induce Hopf bifurcation and periodic solutions. The
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occurrence of a Hopf bifurcation means that the state of the
epidemic disease prevalence changes from an equilibrium
to a limit cycle. Therefore, the time delay can influence the
dynamics of infectious diseases. So it is necessary and useful
to investigate system (1) with time delay. Based on this fact
and taking the period used to cure the infectious population,
we consider the following delayed epidemic system:

ds (1) BS (1)1 (1)
T = Ads (O~ eyl ),
dE(W)  PSOTE)
dt _'ul+0d(t) @+ E@®), (2)
S I
AO _ (1 OO (t)I((f)) CE(t) - (d+8)1 (1
—yl(t-1),

where 7 is the time delay due to the period that is used to
cure the infectious population. That is, we assume that all the
infectious populations will survive after time 7. The initial
conditions for system (2) are

(61 ()¢, (6).¢5 () € C = C([-7.0],R}), o
$1(0) >0, ¢,(0) >0, ¢,(0) >0,

where R? = (S,E,I) € R.

The outline of this paper is as follows. In the next section,
stability of the endemic equilibrium is analyzed and the
critical value of the time delay at which a Hopf bifurcation
occurs is obtained. In Section 3, direction and stability
of the Hopf bifurcation are investigated. In Section 4, the
obtained theoretical results are verified by some numerical
simulations. Finally, this work is summarized in Section 5.

2. Stability of the Endemic Equilibrium and
Existence of Hopf Bifurcation

By a direct computation, we know that if (I) b, = 0Oand /b, <
0, (I1) b7 — 4byb, > 0 and by /b, < 0, (I11) b — 4byb, > 0, b, = 0
and by /b, < 0, or (IV) b} — 4bb, = 0 and b; /b, < 0, then
system (2) has a unique endemic equilibrium P, (S,,E,, L,),
where

_d+e)(d+y+08)(1+al,)
Y B(1-p)(d+e) + upe

£ - (WPS.L)
Y (d+e)(1+al))

(4)

and I, is the unique positive root of the following equation:

bI* +bI+b, =0, (5)
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where

by=dd+e)(d+y+e)—AB((1—u)(d+e)+pe),

Sy
Il

(d+e)(2da+B)(d+y+e)
(6)
—B((1—p) (@ +e) +pe) (Ax+y),

a(d+e)(da+p)(d+y+e).

by

Let u,(t) = S(t) - S,, u,(t) = E(t) — E,, us(t) = I(t) -
We can rewrite system (2) as the following form:

1y () = ajuy () + ajsus (8) + bysus (t— 1)

Z | vflJl) l(t) ”3 ®,

1+]>2

U, (1) = ayuy (t) + ayu, (t) + ayus (f)

@,
+ 25 l lj; l

z+]>2

7)

ity (t) = azyuy (1) + asyu, (t) + agzuz () + byzu, (t — 1)

+ ) T ,f,%g &) ul (),

1+]>2
where
I
‘111:—<d+ L. >,
1+al,
s,
a;; = — ,
B l+al,
by =y,
#PL.
a, = ,
2 1+al,

ay, =—(d+e),

uPS.
1+al,’

*

_(1—#)ﬁl*’

3 1+al,

az = &

(1 -p) BL,

= - (d+9),
33 1+al @+9)

*
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by = -y,
(k) _ a”jf(k) (S*’E*>I*)

i dui () oul (1)
1 = A~ duy (- B0 ;(;Lf(g) fyus (t-7),
il ;(;Zf(g) —[@d+9u (),
7 = - B sy 0 - s )
—yus(t—1).
(8)
Then we obtain the linearized system of system (2)
oy (1) = ajuy () + ajzus () + bsus (t—1),
U, (1) = ayyuy (t) + ayu, (t) + ayus (t), ©
U (1) = azyuy (t) + asyu, (t) + azsus (f)
+byu, (E— 7).
The characteristic equation is
N+ AN+ AL+ A+ (BZ)L2 +BA+ BO) e
(10)
=0,
where
Ay = ay3 (a0 — ay103) + ayy (5303, — anas;),
AL = a0y, + ayas3 + 1033
A, =—(ay +ay +asy),
(11

By = bys (a5 — ay,03,) — a1105,b33,
By = by (ay; +ay) — agsbys,
B, = -b,;.
When 7 = 0, (10) reduces to
M+ (A, +B)AN + (A +B)A+A,+B,=0. (12

Routh-Hurwitz criterion implies that P, is locally asymp-
totically stable without delay if condition (H,) holds.

(H))A,+B,>0,(A,+B,)(A; +By) >A,+B,>0.

For t > 0, substituting A = iw (w > 0) into (10), we obtain

B wsin tw + (B0 - Bzwz) oS TW = A2w2 - Ay
(13)
B,wcostw - (BO - Bzwz) sintw = w® - A w.

Then

6 4 2
w° + a0 +a,w° +ay =0, (14)

3
where
a, = Af) - Bé,
a, = A2 ~2A,A, - B +2B,B,, (15)
A, =A% -2A,-B..
Let w® = v; then
Vv +¢12v2 +a;v+a, =0, (16)

where f(v) = v’ + a,v* + a,v + a,. According to the analysis
about the distribution of roots of (16) in Song et al. [20], we
have the following result.

Lemma 1. For the polynomial equation (16),

(1) ifay < O, then (16) has at least one positive root;

(2) ifay > 0and A = a2 —3a, < 0, then (16) has no positive
roots;

(3)ifay = 0and A = aﬁ - 3a, > 0, then (16) has positive
roots if and only if v; = (=a,+ VA)/3 > 0and f(v}) <
0.

Next, we assume that the coefficients in (16) satisfy the following
condition.

(H,) (i) ay < Oor(ii)ay > 0,A =a; —3a, >0, v =
(—a, + VA)/3 > 0, and f(v}) <0.

Thus, (14) has at least one positive root such that (10) has a
pair of purely imaginary roots tiw,. The corresponding critical
value T, can be obtained from (13)

1

Ty = ;0

(17)
(B, - A,B,) “’g +(A,By+ AyB, - A B)) “’g - AB,

- arccos — —
Biwg + (By ~ Byw})

Taking derivative with respect to T on both sides of (10), we
obtain

[@]1__ 307424, + A,
dr] AN +AN+AL+A)
(18)
. 2B,\A + B, T
A(B,A2+BA+B,) A
Further, we have
-1 Iw2
Re[Z_/\] T 22 f< 0) 2\2° (19)
T T=T, Blwo +(BO_BZw0)

Thus, if the condition (H,): f'(wé) # 0 holds, then
Re[d)t/d‘r];iro # 0. Then, based on the Hopf bifurcation
theorem in [21], we have the following.

Theorem 2. For system (2), if the conditions (H,)-(H;) hold,
then the endemic equilibrium E_(S,,E,,I,) of system (2) is
asymptotically stable for T € [0, 1,) and system (2) undergoes
a Hopf bifurcation at the endemic equilibrium E,(S,,E,,I,)
when T = 1, where 1, is defined in (17).



3. Direction and Stability of the
Hopf Bifurcation

Let T = 7y + u, 4 € R; then yu = 0 is the Hopf bifurcation value
of system (2). Rescaling the time delay t — (t/7), then system
(2) can be transformed into an FDE in C = C([-1, 0], R®) as
follows:

u(t) = Ly, + F(uu,), (20)
where
a;; 0 ag
LM¢=(TO+#) Gy Gy Gz
a3y O3y ds3
00 by (21)
00 0 |J¢(-1),
00 by

¢(0)

+ (79 + 1)

T
F(u¢) = (1o + ) (F, E, F5)
where F,, F,, and F; are defined by Appendix A.
By the Riesz representation theorem, there exists a 3 x 3
matrix function 7(0, u), 8 € [-1,0], whose components are
of bounded variation, such that

0
Lg=| an@we®. ¢ec(-10.R). @

In fact, we choose

ap 0 a;
nOu) = (1o +u)| @ an ay |$(0)
a1 Oz 04s3
(23)
00 by
+(rp+pu)| 00 0 |o(-1).
00 b
For ¢ € C([-1,0], R?), we define
fﬁéﬁgz, -1<06<0,
do
Awe=1 ,
| aneus@. oo, o0
( )(p 0, -1<6<0,
R(p)¢p =
F(uw¢), 0=0.
Then system (20) is equivalent to
i(t) = Ap)u, + R () u. (25)

For ¢ € C'([0,1]),(R%)", the adjoint operator A* of A is
defined as

de (s)
Sia A 0<s<l,
ds <s

A (p)=1 , (26)
| oo, s=o.
-1

Discrete Dynamics in Nature and Society

and a bilinear inner product is defined by

(9(s),4(0)) =9(0)¢(0)

0 0 (27)
[ [ ec-odmeswds

o=-1 Je

where 7(0) = 7(6,0).

Let g(8) = (1,45,g5) ™ be the eigenvector of A(0)
belonging to +iw,r, and q*(s) = D(1,q;,q5)e ™ be
the eigenvector of A*(0) belonging to —iw,7,. By a direct
computation, we can get

_ 1 + gy
)= ,
1wy = dy,
__iw—ay
1= a3 + b13e_iT0wo >
28
g =- 93,43 (28)
? iwy + ay,
* (a13 + bweiTUwO) (iwo + a22)
P Gyay, — (iwy + ayy) (iwy + ass + byye®o)’
From (27), we can get
(9" (5),9(0))
(29)

=D [1+q,d, +asd; +Toe a5 (bis + b )|
Then we choose
—_— —x% —x —1T W, —x\]71
D =[1+q,q, + 4535 +1oe ™5 (bys + byzq3)| . (30)

such that (g*,q) = 1.

Next, we can obtain the coefficients g,y, g;;> go,> and g,;
by using the method introduced in [21] and a computation
process similar to that in [22-24]. The expressions of g,,, g1
Jop» and g, are defined by Appendix B.

Then, we can get the following coefficients which deter-
mine the properties of the Hopf bifurcation:

. 2
1 9
C,(0) = 290y <911520 -2 |911|2 - %) + %,
b= Re {C, (0)}
P RefM (1)} G1)

B, =2Re{C, (0)},

Im{C, 0} + gy {V (5,)}

ToWo

) =

In conclusion, we have the following results.

Theorem 3. For system (2), if i, > 0 (4, < 0), then the Hopf
bifurcation is supercritical (subcritical). If B, < 0 (3, > 0),
then the bifurcating periodic solutions are stable (unstable).
IfT, > 0 (T, < 0), then the bifurcating periodic solutions
increase (decrease).
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FIGURE 1: P, is locally asymptotically stable for 7 = 4.475 < 7, = 5.1686 with initial values “27.5, 260.5, 65.”

4. Numerical Simulations

In order to verify the efficiency of the obtained results in
the paper, we carry out some numerical simulations in this
section. By extracting some values from [11] and considering
the conditions for the existence of the Hopf bifurcation, we
consider the special case of system (2) with the parameters
A=5d=001,8=05a=047y=05u=065¢=0.1,
and & = 0.02, Then, system (2) becomes the following form:

s . 058 1(D) B
dE(f) 03258()1(t)
dt 1+04I() 0-LLE(®),
dl (t) (32)
dt
01758 (1) I (t) B
= Troar * 0.1E (t) - 0.031 (£)
-0.5I(t-1),
0.00141% — 0.0999] — 0.2584 = 0, (33)

from which we can obtain the unique positive root I, =
73.8562 and then we get the unique endemic equilibrium
P,(34.3750,245.5930, 73.8562). Then, we can obtain w, =
03950, 7, = 5.1686, and A'(ty) = 0.0012 — 0.0759i.
Thus, based on Theorem 2, we know that the endemic
equilibrium P, (34.3750, 245.5930, 73.8562) is locally asymp-
totically stable when 7 < 1, = 5.1686, which can be
illustrated by Figures 1 and 2. In this case, the disease
can be controlled easily. Once the value of the delay

5
270
260 +
T 250}
240 |
230 1 1 1 1
0 100 200 300 400 500
t
5
70
£ 1)
passes through the critical value 7, = 5.1686, then the

endemic equilibrium P, (34.3750, 245.5930, 73.8562) loses its
stability and a Hopf bifurcation occurs, and a family of
periodic solutions bifurcate from the endemic equilibrium
P, (34.3750,245.5930, 73.8562). This property can be shown
as in Figures 3 and 4. In this case, the disease will be out of
control.

In addition, according to (31), we get C,(0) = —1.0027 —
0.9244i, 4, = 8355833 > 0, B, = —2.0054 < 0, and
T, = 31.5171 > 0. Therefore, we can conclude that the Hopf
bifurcation is supercritical and the bifurcating periodic solu-
tions are stable and increase. Since the bifurcating periodic
solutions are stable, it can be concluded that the populations
in system (32) can coexist from the view of ecology. Based on
this fact, we can conclude that the time delay is harmful for
system (32).

5. Conclusions

We generalize a delayed SEIS (Susceptible-Exposed-Infec-
tious-Susceptible) epidemic model with a changing delites-
cence and nonlinear incidence rate in this paper by introduc-
ing the time delay due to the period that is used to cure the
infectious population into the SEIS model considered in the
literature [11]. Compared with the literature [11], we mainly
consider the effect of the time delay on the model.

The main results are given in terms of local stability
and Hopf bifurcation. Stability of the endemic equilibrium
is investigated by analyzing the corresponding characteristic
equation. By choosing the time delay as a bifurcation param-
eter, sufficient conditions have been established for local
existence of Hopf bifurcation at the endemic equilibrium.
Then, with the help of the normal form theory and the
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FIGURE 2: P, is locally asymptotically stable for 7 = 4.475 < 7, = 5.1686 with initial values “22, 200, 75.”
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FIGURE 3: P, becomes unstable and a Hopf bifurcation occurs when 7 = 5.485 > 7, = 5.1686 with initial values “27.5, 260.5, 65.”

center manifold theorem due to Hassard et al. [21], direction
and stability of the Hopf bifurcation are determined. Finally,
through numerical simulations, it can be concluded that
the period used to cure the infectious population plays an
important role in the disease spreading and the disease may
be controlled by shortening the period used to cure the
infectious population.

Appendix
A. The Expressions of F|, F,, and F;

Fy = 9162 (0) + g5, (0) 5 (0) + g5, (0) $2 (0)

+9493 (0) 4+
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FIGURE 4: P, becomes unstable and a Hopf bifurcation occurs when 7 = 5.485 > 7, = 5.1686 with initial values “22, 200, 75.”

Fy = y¢5 (0) + hagpy (0) ¢ (0) + hsghy (0) 65 (0) o (=@ aps,
3 b
F gl (0) 4 (1+al,)
) ) PGl O))
Fy = k¢35 (0) + ky¢, (0) ¢5 (0) + k3¢, (0) ¢35 (0) 2 (1+al, )2 ’
+k4¢>§(0)+---, P __(l—pt)(xﬂ
- P
s, (1+al,)
o (1+al,)” ‘= (1 - ) o®BS,
B Yo(+ar)
9> = —m’ (A1)
. ap B. The Expressions of g,,, g,,> g,,> and g,,
3T 3
(1+al,) 7
920 = 210D ( g (4(3) (0))2 + 92‘1(1) (0) q(a) (0)
o’ BS
T ran)” +; (m (4% ©) + g 04 ©) + 33 (K, (47 ©)
hy = Gealy uop S*)3, +hq 0% ),
1+al,
up g1 = %D (20147 07 ) + g, (4" © 7% ©) + 7" (0)
hy= ——
(1+al.) 40 ©)+7; (2ma® 072 0+ (4” ©7° ©)
hy = —Lﬁy +30 4% 0)) +7; (2k,4” © 7% 0)
(1+al,)
" +k, (4% 7% 0 +3 047 (0)))),
pa”fSS,
h

Y +an)” g2 = 25D (9, (3% 0))” + 9:3° 07 (0)



+; (m (@ ©) + 17" ©7% ©) +3; (k (7 ©)
+hg"” 077 )),

g = 22D (9 (WS © 4% © + W 07 )
+ 0, (W ©4% 0+ 3w 07 0+ W 0" ©)
#8077 0) +9, (7 © (a7 ©) +24” ©)
1”077 ) +39,(4” ©) 7 ©)
+3; (m (2w 047 © + W9 ©7” ©)
iy (WP 047 © + 5w 07 0+ W 047 ©)
w8 077 0) +h (7 © (¢ )
+2470)¢® 0)7® (0)) +3h, ( pe) (0))2 7 (0))
+3; (ke (W © 4% © + W 07 0)
o (WP ©4% @ + 5w 07 0+ W 047 ©)
#2077 ) +k (77 © (@ ©)

+24" 4% ©7% ) + 3%, (¥ ©) 77 (0))> »

9504 (O)Eirﬂwoe + 90,4 (0)6410%6 +EleZi‘rOw06,

Wy, (0) =
2 ©) ToWy 375w,
i 0) ; ig,,9(0) _;
Wn (9) __ gll‘l( )eﬂowoﬂ + gllq( )e iTywy0 +E2,
ToWo ToWo
2i —2ityw, -1
1wy = ayy 0 —a;; —byze
E = —ay 2iwy — ay —y3
—a3 —a3) 2iwg — a3 — baae_ZiTDwo
E{"
X Egz) >
EY
-1 (1)
ay ap aj+by; E;
2
E,=—| a ap a3 X E(z) >
a3 a3 a3+ by E(23)

EY = g, (4% ) + 9,4 (0)q” (0),
E? = 1, (42 0) + g 0)4° (0),
E® =k, (¢ 0) + kg™ 4% 0),
E = 24,4 0)3% (0) + g, (4" 7% (0 +7” (0) 47 (0)),
EY =2mq™ 077 0) +h, (47 077 0 +7" 047 (0)),

EY = 2k,q” 037 (0) + K, (4" @37 0) +37 (047 (0).
(B.1)
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The spectral radius minimization problem (SRMP), which aims to minimize the spectral radius of a network by deleting a given
number of edges, turns out to be crucial to containing the prevalence of an undesirable object on the network. As the SRMP is
NP-hard, it is very unlikely that there is a polynomial-time algorithm for it. As a result, it is proper to focus on the development
of effective and efficient heuristic algorithms for the SRMP. For that purpose, it is appropriate to gain insight into the pattern
of an optimal solution to the SRMP by means of checking some regular networks. Hypercubes are a celebrated class of regular
networks. This paper empirically studies the SRMP for hypercubes with two/three/four missing edges. First, for each of the three
subproblems of the SRMP, a candidate for the optimal solution is presented. Second, it is shown that the candidate is optimal for
small-sized hypercubes, and it is shown that the proposed candidate is likely to be optimal for medium-sized hypercubes. The edges
in each candidate are evenly distributed over the network, which may be a common feature of all symmetric networks and hence
is instructive in designing effective heuristic algorithms for the SRMP.

1. Introduction

The epidemic modeling is recognized as an effective approach
to the understanding of propagation process of objects over
a network [1, 2]. For instance, epidemic models help us
understand the key factors that affect the prevalence of
malware [3-8]. The speed and extent of spread of an epidemic
on a network depend largely on the structure of the network;
whether the epidemic goes viral depends on whether the
spectral radius of the network exceeds a threshold [9-14].
Therefore, reducing the spectral radius of a network by
removing a set of edges is an effective approach to the
containment of the prevalence of an undesirable epidemic
on the network. The spectral radius minimization problem
(SRMP) aims to remove a given number of edges of a network
so that the spectral radius of the resulting network attains
the minimum. As the SRMP is NP-hard [15], it is much
unlikely that there be a polynomial-time algorithm for it. As
thus, a number of heuristic algorithms for the SRMP have
been proposed [15-19]. In most situations, these heuristics

are ineffective, because they produce nonoptimal solutions
rather than optimal solutions. For the purpose of developing
effective heuristic algorithms for the SRMP, it is appropriate
to gain insight into the pattern of an optimal solution to
the SRMP by means of checking some regular networks.
Recently, Yang et al. [20] studied the SRMP for 2D tori.

Hypercubes are a class of regular networks [21]. Due
to remarkable advantages in communication [22-25], fault
tolerant communication [26-30], fault diagnosis [31-34],
and parallel computation [35, 36], hypercubes have been
widely adopted as the underlying interconnection network in
multicomputer systems [37]. To our knowledge, the SRMP for
hypercubes is still unsolved.

This paper addresses three subproblems of the SRMP,
where two/three/four edges are removed from a hypercube,
respectively. First, for each of the three subproblems of the
SRMBP, a candidate optimal solution is presented. Second,
it is shown that the candidate is optimal for small-sized
hypercubes, and it is shown that the proposed candidate is
likely to be optimal for medium-sized hypercubes. The edges
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FIGURE 1: Three examples of H,,.

FIGURE 2: The proposed candidate in H,,.

in each candidate are evenly distributed over the network, The remaining materials are organized in this fashion:
which may be a common feature of all symmetric networks  the preliminary knowledge is given in Section 2. Section 3
and hence is instructive in designing effective heuristic = presents the main results of this work. Finally, Section 4
algorithms for the SRMP. summarizes this work.
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FIGURE 5: The proposed candidate in H,,.

2. Preliminaries

For fundamental knowledge on the spectral radius of a
network, see [38, 39]. The SRMP is formulated as follows:
given a network G = (V, E) and a positive integer k, find a
set of k edges of G so that the surviving network obtained
by removing the set of edges from the network achieves the
minimum spectral radius.

An n-dimensional cube (n-D cube, for short), denoted
by H,, is a network G = (V, E), where there is a one-to-one
correspondance ¢ from V to the set of all 0-1 binary strings
of length # so that node u is adjacent to node v if and only
if ¢(u) differs from ¢(v) in exactly one bit position. In what
follows, it is always assumed that the nodes of a hypercube
have been labelled with 0-1 strings in this way. See Figure 1
for three small-sized hypercubes.

An n-D cube can also be defined in a recursive way as
follows. (1) A 0-D cube is a graph on a single node. (2) For
n > 1, an n-D cube is built from two copies of an (n — 1)-D
cube in this way: connect each node in one copy to the same
node in the other copy.

3. Main Results

This section considers the optimal scheme of deleting
two/three/four edges from H,,, respectively.

3.1. Deleting Two Edges. Firstly, we consider a subproblem of
the SRMP, denoted by SRMP-H2, for which two edges will be
deleted from a hypercube. Let us present a candidate for the
optimal solution to the SRMP-H2 as follows, where n denotes
the dimension of the hypercube:

e, =1{0%,0""1},
@
e, = {1",1""0}.

Figure 2 shows the proposed candidate in H,, H;, H,, and
H;, respectively.

For 2 < n < 7, it follows by exhaustive search that the
proposed candidate is optimal. For instance, assume that the
red edge in the upper-left 3D subcube of Hj is the first deleted
edge, and each of the remaining edges is a candidate for
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FIGURE 6: The proposed candidate (red) versus 10° random candidates (blue).

the second deleted edge. The spectral radius of the surviving
network formed by deleting each of the candidate edges from
H; is shown in Figure 3. It can be seen that the larger the
distance between the two edges, the smaller the spectral
radius of the surviving network. At the extreme, the proposed
candidate is optimal.

For 8 < n < 11, the proposed candidate is compared
with 10° random candidates in terms of the spectral radius
of the surviving network; see Figure 4. It is concluded that
the proposed candidate is optimal among these candidates.

Therefore, we propose the following conjecture.

Conjecture 1. For all n > 2, the proposed candidate is an
optimal solution to the SRMP-H2.

3.2. Deleting Three Edges. Secondly, we consider a subprob-
lem of the SRMP problem, denoted by SRMP-H3, for which
three edges will be removed from a hypercube. Let us present
a candidate for the optimal solution to the SRMP-H3 as
follows, where n denotes the dimension of the hypercube,
c=|n+1)/3]:

e, =1{0%,0""1},
e, = {On—ZCIZC On—Zc—l 125+1} (2)
e; = {1n—c—loc+1 ln—coc} )

Figure 5 shows the proposed candidate in H;, H,, Hs, and Hg,
respectively.

For 2 < n < 6, it follows by exhaustive search that
the proposed candidate is optimal. For 7 < n < 10, the
proposed candidate is compared with 10° random candidates;
see Figure 6. It is concluded that the proposed candidate is
optimal among these candidates. Therefore, we propose the

following conjecture.

Conjecture 2. For all n > 3, the proposed candidate is an
optimal solution to the SRMP-H3.

3.3. Deleting Four Edges. Finally, consider a subproblem of
the SRMP, denoted by SRMP-H4, for which four edges will
be deleted from a hypercube. Let us present a candidate to the
optimal solution to the SRMP-H4 as follows, where n denotes
the dimension of the hypercube, ¢ = [(n — 1)/3]:

If n = 0,2 mod 3, then

0",0""1},

3)
ln —2c— 2

c+10 1n 2c— 2010}

=1

n—2c—2 2c+2 n —2c-2 4 2c+1
,=1{0 1o},
5= 1

{ln -2 c+1

nc201}
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FIGURE 7: The proposed candidate in H,,.

If n = 1 mod 3, then
e, = {0701},

On—Zc—l 2c+1’ 0n—2c—1 12c0} ,

(4)

1
1n—2c—10clc+1’ 1n—2c—10c1c0} ,

e ={
€
—c—1nct+l jn—c—1nc
e, = {10 1 ok}

Figure 7 shows the proposed candidate in H;, H,, Hs, and
Hy, respectively.

For 3 < n < 6, it follows by exhaustive search that the
proposed candidate is an optimal solution to the SRMP-H4
problem. For 7 < n < 10, the proposed candidate is compared
with 10® random candidates; see Figure 8. It is concluded that

the proposed candidate is optimal among these candidates.
Therefore, we propose the following conjecture.

Conjecture 3. For all n > 3, the proposed candidate is an
optimal solution to the SRMP-H4.

4. Summary

This paper has addressed the spectral radius minimization
problem for hypercubes. Given the number of edges to be
deleted, a candidate for the optimal solution has been pre-
sented. For small-sized hypercubes, the proposed candidate
has been shown to be optimal. For medium-sized hypercubes,
it has been shown that the proposed candidate is likely to
be optimal. Due to the symmetry of hypercubes, there are
multiple optimal solutions for each of the subproblems. The
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FIGURE 8: The proposed candidate (red) versus 10° random candidates (blue).

experimental results show that, up to isomorphism, all of
the optimal solutions are identical. By observing the pattern
of the proposed candidate, it has been speculated that, for
any symmetric network, the edges in an optimal solution are
always evenly distributed.

Towards this direction, some researches are yet to be
done. First, the proposed conjectures need a proof. Second,
this work should be extended to asymmetric networks such
as the hypercube-like networks [40, 41], the small-world net-
works [42], the scale-free networks [43, 44], and the general
networks [45, 46]. Last, the effectiveness of heuristics for the
spectral radius minimization problem must be improved.

Conflicts of Interest

The authors declare that there are no conflicts of interest
regarding the publication of this paper.

Acknowledgments

This work was supported by Science and Technology Support
Program of China (Grant no. 2015BAF05B03), Natural Sci-
ence Foundation of China (Grants nos. 61572006, 71301177),
Basic and Advanced Research Program of Chongqing (Grant
no. cstc2013jcyjA1658), and Fundamental Research Funds for
the Central Universities (Grant no. 106112014CDJZR008823).

References

(1] Z.Ma, Y. Zhou, and J. Wu, Modeling and Dynamics of Infectious
Diseases, Higher Education Press, Beijing, China, 2009.

[2] M. Draiefand L. Massoulié, Epidemics and Rumours in Complex
Networks, Cambridge University Press, 2010.

[3] J. O. Kephart and S. R. White, “Directed-graph epidemiological
models of computer viruses,” in Proceedings of the IEEE Com-
puter Society Symposium on Research of Security and Privacy,
pp. 343-359, 1991.

J. O. Kephart, S. R. White, and D. M. Chess, “Computers and
epidemiology;” IEEE Spectrum, vol. 30, no. 5, pp. 20-26, 1993.

(4]
[5] C. Gao, J. Liu, and N. Zhong, “Network immunization with
distributed autonomy-oriented entities,” IEEE Transactions on
Parallel and Distributed Systems, pp. 1222-1229, 2011.

L.-X. Yang, X. Yang, J. Liu, Q. Zhu, and C. Gan, “Epidemics
of computer viruses: a complex-network approach,” Applied
Mathematics and Computation, vol. 219, no. 16, pp. 8705-8717,
2013.

C. Gao and J. Liu, “Modeling and restraining mobile virus
propagation,” IEEE Transactions on Mobile Computing, vol. 12,
no. 3, pp. 529-541, 2013,

[8] L.-X. Yang and X. Yang, “A novel virus-patch dynamic model,”
PLoS ONE, vol. 10, no. 9, Article ID 0137858, 2015.

[9] M. Draief, A. Ganesh, and L. Massoulié, “Thresholds for virus
spread on networks,” The Annals of Applied Probability, vol. 18,
no. 2, pp. 359378, 2008.

(6]

(7]



[10] P. Van Mieghem, J. Omic, and R. Kooij, “Virus spread in
networks,” IEEE/ACM Transactions on Networking, vol. 17, no.
1, pp. 1-14, 2000.

[11] P. Van Mieghem, “The N-intertwined SIS epidemic network
model,” Computing, vol. 93, no. 2-4, pp. 147-169, 2011.

[12] E D. Sahneh, E N. Chowdhury, and C. M. Scoglio, “On the
existence of a threshold for preventive behavioral responses to
suppress epidemic spreading,” Scientific Reports, vol. 2, article
00632, 2012.

(13] E D. Sahneh, C. Scoglio, and P. Van Mieghem, “Generalized
epidemic mean-field model for spreading processes over multi-
layer complex networks,” IEEE/ACM Transactions on Network-
ing, vol. 21, no. 5, pp. 1609-1620, 2013.

[14] L. X. Yang and X. Yang, “The effect of network topology on the
spread of computer viruses: a modelling study,” International
Journal of Computer Mathematics, 2016.

(15] P. Van Mieghem, D. Stevanovi¢, F. Kuipers et al., “Decreasing
the spectral radius of a graph by link removals,” Physical Review
E —Statistical, Nonlinear, and Soft Matter Physics, vol. 84, no. 1,
Article ID 016101, 2011.

[16] J. G. Restrepo, E. Ott, and B. R. Hunt, “Approximating the largest
eigenvalue of network adjacency matrices,” Physical Review E.
Statistical, Nonlinear, and Soft Matter Physics, vol. 76, no. 5,
056119, 6 pages, 2007.

[17] A.Milanese, J. Sun, and T. Nishikawa, “Approximating spectral
impact of structural perturbations in large networks,” Physical
Review E - Statistical, Nonlinear, and Soft Matter Physics, vol. 81,
no. 4, Article ID 046112, 2010.

[18] P. Van Mieghem, H. Wang, X. Ge, S. Tang, and E A. Kuipers,
“Influence of assortativity and degree-preserving rewiring on
the spectra of networks,” European Physical Journal B, vol. 76,
no. 4, pp. 643-652, 2010.

[19] C. Li, H. Wang, and P. Van Mieghem, “Degree and principal
eigenvectors in complex networks,” Lecture Notes in Computer
Science (including subseries Lecture Notes in Artificial Intelligence
and Lecture Notes in Bioinformatics), vol. 7289, no. 1, pp. 149-
160, 2012.

[20] X. Yang, P. Li, L.-X. Yang, and Y. Wu, “Reducing the spectral
radius of a torus network by link removal,” PLoS ONE, vol. 11,
no. 5, Article ID e0155580, 2016.

[21] J. Xu, A First Course in Graph Theory, Science Press, 2015.

[22] Y. Saad and M. H. Schultz, “Data communication in hyper-
cubes,” Journal of Parallel and Distributed Computing, vol. 6, no.
1, pp. 115-135, 1989.

[23] T. Bier and K.-E. Loe, “Embedding of binary trees into hyper-
cubes,” Journal of Parallel and Distributed Computing, vol. 6, no.
3, pp. 679-691, 1989.

[24] V. Heun and E. W. Mayr, “Efficient dynamic embeddings of
binary trees into hypercubes,” Journal of Algorithms. Cognition,
Informatics and Logic, vol. 43, no. 1, pp. 51-84, 2002.

[25] C.-N. Lai, “Optimal construction of all shortest node-disjoint
paths in hypercubes with applications,” IEEE Transactions on
Parallel and Distributed Systems, vol. 23, no. 6, pp. 1129-1134,
2012.

[26] P.]. Yang, S.B. Tien, and C. S. Raghavendra, “Reconfiguration of
rings and meshes in faulty hypercubes,” Journal of Parallel and
Distributed Computing, vol. 22, no. 1, pp. 96-106, 1994.

[27] D. Xiang, Y. Zhang, and J.-G. Sun, “Unicast-based fault-
tolerant multicasting in wormhole-routed hypercubes,” Journal
of Systems Architecture, vol. 54, no. 12, pp. 1164-1178, 2008.

Discrete Dynamics in Nature and Society

[28] W. Yang and J. Meng, “Generalized measures of fault tolerance
in hypercube networks,” Applied Mathematics Letters, vol. 25,
no. 10, pp. 1335-1339, 2012.

[29] T.-L. Kung, C.-K. Lin, and L.-H. Hsu, “On the maximum
number of fault-free mutually independent Hamiltonian cycles
in the faulty hypercube,” Journal of Combinatorial Optimization,
vol. 27, no. 2, pp. 328-344, 2014.

[30] J.-J. Liu and Y.-L. Wang, “Hamiltonian cycles in hypercubes
with faulty edges,” Information Sciences. An International Jour-
nal, vol. 256, pp. 225-233, 2014.

[31] S.-L. Peng, C.-K. Lin, J. J. Tan, and L.-H. Hsu, “The g-good-
neighbor conditional diagnosability of hypercube under PMC
model,” Applied Mathematics and Computation, vol. 218, no. 21,
pp- 10406-10412, 2012.

[32] M.-C. Yang, “Conditional diagnosability of matching composi-
tion networks under the MM model” Information Sciences, vol.
233, pp. 230-243, 2013.

[33] C.-K. Lin, T.-L. Kung, and J. J. Tan, “An algorithmic approach
to conditional-fault local diagnosis of regular multiprocessor
interconnected systems under the PMC model,” IEEE Transac-
tions on Computers, vol. 62, no. 3, pp. 439-451, 2013.

[34] P-L. Lai, “Adaptive system-level diagnosis for hypercube mul-
tiprocessors using a comparison model,” Information Sciences,
vol. 252, pp. 118-131, 2013.

[35] K. W. Ryu and J. J4j4, “Efficient algorithms for list ranking
and for solving graph problems on the hypercube IEEE
Transactions on Parallel and Distributed Systems, vol. 1, no. 1,
pp- 83-90, 1990.

[36] O.H.Ibarraand M. H. Kim, “Fast parallel algorithms for solving
triangular systems of linear equations on the hypercube
Journal of Parallel and Distributed Computing, vol. 20, no. 3, pp.
303-316, 1994.

[37] A. Grama, A. Gupta, G. Karypis, and V. Kumar, Introduction
to Parallel Computing, The Benjamin/Cummings Publishing
Company, Inc., 2nd edition, 1994.

[38] P. Van Mieghem, Graph Spectra for Complex Networks, Cam-
bridge University Press, 2012.

[39] D. Stevanovic, Spectral Radius of Graphs, Elsevier, 2015.

[40] J. Fan, X. Jia, X. Liu, S. Zhang, and J. Yu, “Efficient unicast in
bijective connection networks with the restricted faulty node
set,” Information Sciences, vol. 181, no. 11, pp. 2303-2315, 2011.

[41] J. Fan, X. Jia, B. Cheng, and J. Yu, “An efficient fault-
tolerant routing algorithm in bijective connection networks
with restricted faulty edges,” Theoretical Computer Science, vol.
412, no. 29, pp. 3440-3450, 2011.

[42] D.]J. Watts and S. H. Strogatz, “Collective dynamics of ‘small-
world’ networks,” Nature, vol. 393, no. 6684, pp. 440-442, 1998.

[43] A.-L.Barabasi and R. Albert, “Emergence of scaling in random
networks,” American Association for the Advancement of Science.
Science, vol. 286, no. 5439, pp. 509-512, 1999.

[44] R. Albert and A.-L. Barabasi, “Statistical mechanics of complex
networks,” Reviews of Modern Physics, vol. 74, no. 1, pp. 47-97,
2002.

[45] L.-X. Yang, M. Draief, and X. Yang, “The impact of the network
topology on the viral prevalence: a node-based approach,” PLoS
ONE, vol. 10, no. 7, Article ID e0134507, 2015.

[46] L.-X. Yang, X. Yang, and Y. Wu, “The impact of patch forward-
ing on the prevalence of computer virus: a theoretical assess-
ment approach,” Applied Mathematical Modelling. Simulation
and Computation for Engineering and Environmental Systems,
vol. 43, pp. 110-125, 2017,



Hindawi

Discrete Dynamics in Nature and Society
Volume 2017, Article ID 3536125, 17 pages
https://doi.org/10.1155/2017/3536125

Research Article

Stability and Hopf Bifurcation Analysis for a Computer Virus
Propagation Model with Two Delays and Vaccination

Zizhen Zhang,' Yougang Wang,' Dianjie Bi,' and Luca Guerrini’

!School of Management Science and Engineering, Anhui University of Finance and Economics, Bengbu 233030, China
Department of Management, Marche Polytechnic University, Piazza Martelli 8, 60121 Ancona, Italy

Correspondence should be addressed to Zizhen Zhang; zzzhaida@163.com
Received 5 January 2017; Accepted 23 February 2017; Published 20 March 2017
Academic Editor: Lu-Xing Yang

Copyright © 2017 Zizhen Zhang et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

A further generalization of an SEIQRS-V (susceptible-exposed-infectious-quarantined-recovered-susceptible with vaccination)
computer virus propagation model is the main topic of the present paper. This paper specifically analyzes effects on the asymptotic
dynamics of the computer virus propagation model when two time delays are introduced. Sufficient conditions for the asymptotic
stability and existence of the Hopf bifurcation are established by regarding different combination of the two delays as the bifurcation
parameter. Moreover, explicit formulas that determine the stability, direction, and period of the bifurcating periodic solutions are
obtained with the help of the normal form theory and center manifold theorem. Finally, numerical simulations are employed for
supporting the obtained analytical results.

1. Introduction would enhance the probability that the user of a susceptible
computer will make his computer vaccinated [22, 23]. How-

Computer viruses, including conventional viruses and net-  ever, the mentioned models above neglect the influence of

work worms, can propagate among computers with no
human awareness and popularization of Internet has been
the major propagation channel of viruses [1, 2]. The past few
decades have witnessed the great financial losses caused by
computer viruses. Therefore, it is of considerable importance
to investigate the laws describing propagation of computer
viruses in order to provide some help with preventing
computer viruses. For that purpose and in view of the fact
that propagation of computer viruses among computers
resembles that of biological viruses among a population,
many dynamical models describing propagation of computer
viruses across the Internet have been established by the
scholars at home and abroad, such as conventional models
[3-8], stochastic models [9-12], and delayed models [13-18].
There are also some other computer virus models [19-21]
combined with network theory to investigate the impact of
the network topology, the patch forwarding, and the network
eigenvalue on the viral prevalence.

As is known, vaccination is regarded as one of the
most effective measures of preventing computer viruses and
the awareness that there exist many infected computers

vaccination strategy on the propagation of computer viruses.
Recently, considering the importance of vaccination, Kumar
et al. [24] proposed the following SEIQRS-V computer virus
propagation model:

% =A-BSE)I(t)—dS(t) - pS(t) +OR(t)
+xV (),

% =BS(t)I(t) - dE(t) - yE(t),

dI (t)

— YE@-dIO-al()-0I -0l (1),

d‘flt(” = 81(t) - dQ (1) - aQ (1) - £Q (8),

% =eQ(t)-dR(t) - OR(t) +nl (1),

% =pSt)—-dV () - xV (@),
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where S(t), E(t), I(t), Q(t), R(t), and V() denote the numbers
of the uninfected computers, the exposed computers, the
infected computers, the quarantined computers, recovered
computers, and vaccinated computers at time ¢, respectively.
A is the birth rate of new computers in the network; d is
the death rate of the computers due to the reason other than
the attack of viruses; « is the death rate of computers due to
the attack of viruses; f3 is the contact rate of the uninfected
computers; p, 0, x, ¥, 6, , and ¢ are the transition rates
between the states in system (1).

Obviously, system (1) neglects the delays in the procedure
of viruses propagation and it is investigated under the
assumption that the transition between the states is instan-
taneous. This is not reasonable with reality. For example, it
needs a period to clean the viruses in the infected and
quarantined computers for antivirus software and there is
usually a temporary immunity period for the recovered and
the vaccinated computers because of the effect of the antivirus
software. In addition, a stability switch occurs even when an
ignored delay is small for a dynamical system. Based on this,
we introduce two delays into system (1) and get the following
delayed system:

dzit) =A-BSE)I(t)-dS(t)— pS(t) +OR(t - 1,)
+XV(t_Tz),

% :ﬁs(t)l(t)—dE(t)—yE(t)’

d;it) =yE@)—dl(t)—al(t) =8I () -nI(t-1,), )

2

d?lt(t) =6I(t)-dQ((t) —aQ (t)_SQ(t—Tl),

dl;t(t) =eQ(t-1,)-dR(t)-OR(t-1,)
+’71(t_771)>

% =pSH)-dV () - xV(t-1,),

where 7, is the time delay due to the period that antivirus
software uses to clean the viruses in the infected and
quarantined computers and 7, is the time delay due to
the temporary immunity period of the recovered and the
vaccinated computers.

To the best of our knowledge, until now, there is no good
analysis on system (2). Therefore, it is meaningful to analyze
the proposed system with two delays.

The rest of this paper is organized as follows. In the
next section, we analyze the threshold of Hopf bifurcation
of system (2) by regarding different combination of the two
delays as the bifurcation parameter. In Section 3, by means
of the normal form theory and center manifold theorem,
direction and stability of the Hopf bifurcation for 7, > 0
and 7, > 0 are investigated. Simulation results of system
(2) are shown in Section 4. Finally, we finish the paper with
conclusions in Section 5.
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2. Analysis of Hopf Bifurcation

By direct computation, we know that if ARy(d + y) > d* +
(p+ x)d and B(d + 0)(d + a + &) > R,0e8 + RyOn(d +
a« + ¢), then system (2) has a unique viral equilibrium
P.(S,.E,.I,,Q,,R,,V,),where

s - (d+y)(d+a+d+n) _1

By R,
[ALALAL
Y
_&t+n(d+ate)
T d+0)dra+te)
p
V,= ———,
(d+X)RO (3)
5
T Trare”
I

~ (d+9)(d+(x+s)[d2+(p+X)d—AR0(d+X)]
~ (d+x) [RyPed + (d + a + ) (RyOy — pd - pO)]

R - By
" (d+y)(d+ra+d+n)

The linearized section of system (2) at P,(S,,E,,I,,Q,,
R,,V,) is as follows:

% =aSO+alt)+qR(t-1,)+oV(E-T1,),
% = 4, (1) + a,E(8) + as (1),
O e EO-al®+bI(-7),
dt
d?it(t) = agl (1) + asQ (1) + b,Q(t - 1,), @
””;t(t) — @R + b1 -7,) +bQ> - 1,)
+GR(t-1,),
% = ayS(8) +apV (1) + 6V (t-1,),
where

a, = _(ﬁl* +d+p)’
a, :_ﬁs*’
as = BI*’

a,=-(d+y),
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as = f3S,,

as =7
a,=-(d+a+d),
ag =90,

a9 =—(d+a),
ay, = —d,

a, = p

a,, = —d,

b, = -1,

b, = —¢,

by =1,

b, =¢,

¢ =0,

Q=X

¢ =-0,

¢ =—X-

Then, the characteristic equation for system (4) can be

obtained:

MrAN + AN + ALV + AN+ AL+ A,

+(BsA® + ByA* + B;AY + ByAY + BA + BO) e

+(C A +CA + CA + CA + C A + CO) e

+ (DAY + DA’ + DA + DA+ DO) g Mmn)

+(E;A° + E,A* + EA + EO) e Mmt2m)

+ (G +G AV +GA* + G A+ GO) e 2

(

(

(

+ (F4/\4 + F3A3 + Fz)tz +F A+ Fo) e n

(

+ (H3A3 +H A+ H A+ Ho)e*m“””
(

+ (LA + LA +1,) e Mmm) —
with

Ag = agay, (“1‘14“7“10 + aya5a6a,y — a,05a60,

- a3a6b3c1) >

©)

(6)

A = asag (ayaq (ayg + ay,) + ay0ay, (a; + ag))

+ ayagbyc; (ag + ayy) — aya3a5 (a9ayg + agar,
+ay0a12) — 1848,0 (a1 + a1)
= ayay (a0, (a; + ag) + aza4 (a; +ay))

A, = ayay06 (ag + ayy + ay,) + a,a,0,09 — a3a5bsc;
— asag (ayae + ajgar, + (a; + ag) (ayy + ay,))
+ay0ay, (a4 + ayaq + (a; + ay) (a, + ag)) + (ay
+ap,) (aa, (a; + a5) + a5 (a, + ay)),

Ay = asag (a) +ay +ay +ay,) - qa30, - aya, (a
+ag) — a;a5 (ay +a,) = ayay, (ay +a, +a; + ag)
= (ay + ap,) (aya + aza5 + (ay + a,) (a; + a9)),

A, = aja, + aay + a4a,, — asdg + (a; + ay) (a; + ay)
+(ay +ap,)(a +a,+a, +ay),

As=—(ay+a,+a,+ay+ay+a,),

By = a,a40,0a,, (a,b, + agb)) — aga,,a,,b, (a,as
+aya3),

B, = asagh, (a0, + a,a,, + a10ay,) — a,a5a4b, (ay
+ay,) = (asb, + aghy) (aya4 (ay + ar)
+ayar (a +ay))

— ayaza9ay; (b +by)

B, = (a;b, + agb,) (a,a, + ayya;,
+(ay +ay) (ap + a15)) + ayazasb, + (b + by)
(ayay (ayy + ay,) + ayar, (a; +ay)),

B, = asagh, — (a,b, + agb)) (a; + a, + a,y + ap,) — (b
+b) (aya, + ayay, + (a; +ay) (ayg +ap,)),

By = asby + agby + (by +by) (a) +ay +ay +ay,),

Bs=-(b +by),

Co = a10,0,05 (a10¢4 + A1,6;) + Aoa10a116, (a4,

— asdg) + agay (a,¢, + a1,6) (aya5 — ayas)

Cy = ay (63 + ¢) (10505 — A0305 — a,0,a;)

+ a5a5a116, (Ay + A1) + ag (4105 — a,05 + asag)
(@106 + a1265) = ay16 (a4a, (a9 + ayo)

+agay (a, +ay)),



C, = (g +¢)(aay (a, + ag) + ayay (a; +ay))

+ (a6 + a,6) (a1a, + asaq + (a; + ay) (a; + ag))
= a5ag (@106, + 126 — a116) + a4 (65 + ;) (a,05

—a a5 — asay) + a;,6, (a,a; + agay,

+(ay +a;) (a5 + ay)),

Cy =asag (¢ +¢;) — a6 (a, + a; +ag + ayg) — (a6
+a,6) (a, +a, +a, +ag) - (¢ +¢) (a,a4 + aya,
+(a, +a,)(a; +ag)),

Cy = ayey +anG tans +(g+q)(a +a,+a
+dy),

Cs=-(5+q),

Dy = ay (a,a,9¢, + 0101565 + a19a1,6,) (ab, + aghy)

+ ag (aya5a,,b,¢, — asa,0a,,b,6,) — agb, (a,as
- a,03) (a9¢4 + A1563)

D, = (¢ +¢) (ash, (a1a5 — aya3) — aya, (a,b, + aghy))
+ ag (asa, byo, — azagbyc,) + asagh, (a0c, + ap565)
- a6 (a,a, (b, +by) + (ag + ayg) (a0, + aghy))
= (@106 + a16) (@10, (by + by)
+(ay +a,) (a0, + aghy)),

D, = (ayocs + a1p65) (asby + agby + (b +b,) (ay + ay))
+(cs +¢) (@may (b +b,) + (ay +ay) (a,b, + asby))
+ay6 (a,by + aghy + (ay +ay,) (b + b))
—asagh, (¢ +¢4),

D; = (¢ +¢)(aby + aghy + (b +b,) (a; +ay))

— (b, + b)) (a9, + a6 +a156)

Dy = (b +b)(c; +cy)

Eq = ayc5 (a,by + agby) (a1¢4 + a116,) + agbycscy (a,05
- a,a5) — ag (aza9bsc,¢, + asa, b,6,65)

E, = agcy (ashyes + asbyey) — ay 665 (by (ay + aq)
+b(a,+a) - o (aa, (b +b)
+(a, + ay) (ab, + aghy)),

E, = cs¢4 (asby + agby + (ay +ay) (b + b))

+a,,66 (b +by),
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Ey=—cc (b +b),
F, = aya,4a,ya,,b,b,,
F, = -bb, (aa, (ayy + ay,) + aypar, (a; +ay)),
F, = bb, (aya, + aygay, + (a; +ay) (a9 + ay,))»
F, =-bb, (a, +a, +a;y+ay,),
F, = bb,
Gy = aycs¢4 (aa40, — a,a5a4 + a,a505)
+ a,07090,1 6,635
G, = ay16,6; (040, + 4409 + a,09) + asa5c36, (a; + ao)
= cs¢y (a4 (a7 + a9) + aza5 (a; + ay)),
G, = cs¢y (may + azay + (a, + ay) (a; + ay))
+ay,6,63 (a4 + a; + ag) — asagescys
G; =g (a) +a, +a; + ag) + 4,166,
Gy =iy,
Hy = a,byb, (ay (ay0¢s + a1565) + a1001,6,)
— a,asa,,b,b5¢,,
H, = ayagb,byc, — byb, (a0, (¢; +¢;)
+ay6, (a5 + ay)) — byby (a4 + ay) (@106, + a1,63) »
H, = byb, (a9¢, + a116 + apc + (ay + a,) (6 + ) »
Hy=-bb(c+cy),
Iy = abybycs (ay,6, + a1¢) — asagbybscicy,
I, = bbee, (a, + a,) + a1 b byoc,

I, = b bcey.

Casel(ty =1, =0). When 1, =1, =0, (6) becomes

/\6+A15/\5+A14/\4+A13)L3+A12)L2+AH}L+A10
=0,

where
A=Ay +By+Cy+Dy+Ej+F,+Gy+Hy+ I,
A,=A,+B +C +D, +E, +F +G, +H, +1,
A,=A,+B,+C,+D,+E, +F, +G, + H, + I,
A3=A;+B;+Cy;+D;+E; +F, +G; + Hs,
Ay=A,+B,+Cy+ D, +E, +F,+Gy, A

=A;+B; +Cs.

7)

(8)

€
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Clearly, D, = A5 = Bl +p+y+8+n+e+0+xy+2a+6d >
0. Thus, if condition (H,;) (see (10)) holds, then system (2)

without delay is locally asymptotically stable:

A 1
D, = det >0,
A Ay
As 10
Dy=det| Ay Ay Ay | >0,
An Ap A
Aps 1 0 0
Ay Ay A 1
D, = det 03 A Ais S0,
Ag Ap Az Ay
0 Ay Ay Ap
As 1 0 0 0
Ap Ay A 10
Ds=det| A, A A Ay A > 0,
0 Ay Ap Ap Ap
0 0 0 Ay Ay
Dy=A, > 0.

Case 2 (1, > 0; 7, = 0). Equation (6) equals
A%+ Azs/\5 + A24/\4 + A23/\3 + A22/\2 +AuA+ Ay
+ (st)t5 + 324){4 + 323/\3 + Bzzx\2 + ByA + Bzo)

ey (F24/\4 + Fy A’ + FpyA® + Fy A + on)

-2
e Aty =0,

where

Ayy=A,+Cy+ Gy,
A, =A+C+Gy,
Ay =A,+C+G,,
Ay = A3+ C5+ Gy,
Ayy=A,+C,+Gy,
A=A +G;,

B,, = By + Dy + E,
B, =B, +D, +E,,
B,,=B,+D, +E,,
B,; = B; + D5 + Ej,
B,, =B, +D,+E,,

B,s = Bs.

(10)

(11)

(12)

Multiplying M on left and right of (11), one has
BZSAS + BZ4A4 + 323)&3 + 322/\2 + ByyA + By + 2°
+ (A25A5 + AN AL AL+ A

(13)
+ Azo) i (Fzél)t4 + Fp A’ + FpA® + Fy A

+ on) e =0,
Assume that A = iw,; (w; > 0) is the root of (13):
Ly (“-’1) cosTyw; — Ly, (‘Ul) sinTyw; = Ly (wl) > (14)
Loy (“’1) SinTyw; + Ls (wl) cosTyw; = Lyg (wl) >
with
Ly (w;) = (Ayy + Fy) w;l - wf — (A, +Fy) wf
+ A,y + Fyps
Ly (w) = Azs‘“f — (A — Fy) wf +(Ay — Fy) w),
Ly () = Bzz“-’% - Bz4“"11 - By,
4 6 2 (15)
Ly (w,) = (Ayy — Fyy) W) —wy — (Ay - Fy) W,
+ Ay — Fyps
Lys(w) = Azswi ~ (A +Ey) ‘Uf +(Ay + By oy,
Ly (@;) = Bysw] — Bysw) — Byay.

Thus, one can obtain the expressions of cos 7w, and sin 7;w,
as follows:

COS T, w;

_ Ly, (@;) X Lyg (@) + Los () X Ly (w;)
Ly (@) X Lyy (@) + Ly (@) X Lys (@;)’

(16)
sin 7w,
_ Ly (w;) X Lyg (@;) = Lys (w;) X Lys (w;)
Ly (@) X Lyg (@) + Ly (@) X Lys ()
Then, we can get
cos’ 1w, +sin’1yw, = 1. 17)

Suppose that (H,;) (see (17)) has at least one positive root.
If condition (H,,) holds, then there exists w;, > 0 such
that (13) has a pair of purely imaginary roots +iw, . For w,,,

S 1
0= o1
(18)
% {Lzz (w19) X Lag (w19) + Ly (wyg) X Loy (wy0) }
arccos .
Ly (w19) X Ly (@3) + Ly (w19) X Lys (wyo)
Differentiating (13) with respect to 7;, one has
-1
[d_/\] =F21 (A)_ﬂ, (19)
dr, F,(A) A



where

Ey (A) = 5BysA* + 4By, A" + 3By30° + 2By,A + By,
5 4 3 2
+ (6/1 +5A,507 +4A,,07 + 3A,507 +2A,,A
+ A21) e (4F24/\3 +3FA° + 2F,,A + le)
e, (20)
Fyy () = (4FyA* + 3,500 + 25,07 + FyA) e ™™

— (A7 4+ AgsA® + A A + App)t + ALY + AN

+ AZOA) e
Thus,
-1
Re [ﬂ] _ Gor X Hyp + Gyr X Hy; 1)
ar Iycie, Hp + Hj;
with

Gor = 5stwfo - 3Bz3wf0 + By + (5A25w?0
~3(Ay +EFy) wfo +Ay + le) COS T1pWyg
3
- (6“’?0 ~4 (A~ Fyy) wig +2(Ay — Fy) wlO)
- 8in Ty W s
3 4
Gy = 2By,w;y — 4By w7, + (5A25w10
~3(Ay - Fy) “’fo + Ay - le) §in 71w
3
+ (6w§0 —4(Ay +Fy)w)y+2(Ay + Fy) ww)
+ COS T1gWg» (22)
Hyp = ((le + Ayg) Wy + A24w?0 - “)Zo
3\ . 4
~(3F; + Ay,) “’10) SIN Ty + ((4F24 — Ays) wy
2 6
~(2Fy, — Ay) wyy — Azs“’w) COS TyoWp»
Hy = ((Fn — Ayy) wio — A24wf0 + “)Io
3
~(3F; - Ay,) “)10) COS TjpWyg
4 2
- ((4F24 +Ay) Wy ~ (2F,, - Ay) Wi
6\
- A25“)1o) SIN T39Wyg-

Thus, if condition (H,,) G,g X Hyg + G,y x Hyp # 0 holds,
then Re[dA/dT,])_,, # 0. Based on the Hopf bifurcation
theorem in [25], we have the following results.

Theorem 1. Suppose that conditions (H,), (H,;), and
(Hy,) hold for system (2). The viral equilibrium P,(S,,E,,1,,
Q.,R,,V,) is locally asymptotically stable when 1, € [0,1,,)

and a Hopf bifurcation occurs at the viral equilibrium
P.(S,,E,,1,,Q,,R,,V,) when 1, = 1.
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Case 3 (1, = 0; T, > 0). Equation (6) becomes

A°+ A35A5 + A34/\4 + A33/13 + A32/\2 + A5+ Ag,

+ (C35)L5 + Cy A+ CuA + CuA2 + Cy A + C30)

e 4 (GyA* + G2 + GpA” + Gy A + Gy .
e g,
where
Az = Ay + By + Fy,
Ay =A, +B,+F,
Ay =A,+ B, +F,
A3 =A;+ B3+ F;,
Ayy=A,+B,+F,
Ajzs = As + Bs,
Cy9 =Cy + Dy + Hy,
C;,=C,+ D, +H,,
Cs5, =C,+ D, + Hy, (24)
Cs3=C;+D; + Hy,
Csy =C4+ Dy,
Cs5 = GCs,
Gyy = Ey + Gy + I,
Gy =E +G, + 1,
G;, = E, + Gy + I,
Gs3 = E5 + G,
Gy, =Gy
Multiplying e*™ on left and right of (23), one has
C35/\5 + C34)t4 + C33)L3 + C32A2 +CyA+Cyp + ()LG
+ A35A5 + A34A4 + A33A3 + A32)L2 + A5
+As) e + (Gyydt + Gy3A” + GuA? + Gy )
+ G3O) e =
Let A = iw, (w, > 0) be the root of (25):
Ly (w,) cos @, = Ly, (w;) sin Ty, = Lz (w,), (26)

Ly, (wz) sin 7,w, + L5 (wz) COS Tw, = L34 (wz) >
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with

Ly (w;) = (Asy +Gyy) wg - “-’g - (A3 +Gy) “-’g
+ Ay + Gsps

Ly (w,) = Ass“’; - (A3 - Gs3) w;
+ (A31 - G31) W,

2 4
Ly (w,) = Cpw) — Cyyw, — Csy,

(27)
Lsy (w,) = (Asy = Gsy) wg - wg - (A3, - Gyy) “é
+ Az — Gsop
Lys (w,) = Ass“)g — (A3 +Gy3) ‘U;
+ (A3 +Gy)) @y,
Lig (w;) = C33a)§ - C35w§ - G50,
Then,
COS T, W,
_ L3y (0,) X Lyg (@,) + Lz (w,) X L3y (w;)
Ly (0;) X Ly (@) + L3, (w,) X Ly (w,) (28)

sin T,w,

_ Ly (w,) X L (@) = L3z (,) X L5 (w,)
Ly (@;) X Ly (@,) + L3y (@) X Ls (w,)

And the equation following equation regarding 7, can be
obtained:

cos’T,w, + sin’T,w, = 1. (29)

Suppose that (Hj,) (see (29)) has at least one positive root.
If condition (H;;) holds, then there exists w,, > 0 such
that (25) has a pair of purely imaginary roots +iw,,. For w,,

Y
20 0 )
Ly (ws9) X Lig (@s9) + Lz (ws9) X Ly () }

31 (@) X Ly (o) + L, (o) X L5 (o)

X arccos {

Differentiate both sides of (25) with respect to 7,. Then,

(31)

& w3
dr,|  F,(A) A’

where

Fy (M) = 5C35A* + 4C5,A% + 3C33A° + 2C,,A + Cy,

+ (6)&5 +5A5 0% + 445,07 + 34,07 +24,,)

+ A31) e+ (4G34/\3 +3Gy3A° +2G3pd + G31)

e, (32)
Fyy () = (4G34A* +3G33A° +2G3pA% + Gy d) e '

— (M + AgsA® + AV + ALt + AL + AN

AT,
+ A3OA) e,

Thus,

Re [ di ]1 _ Gap X Hyp + Gy X H3I’ (33)

Aty Lyciw, Hiy + H3,
with
_ 4 2 4
Gig = 5C350y0 — Cy3wy + C3; + (5A35w20
2
=3 (A3 +Ga3) g + Ay + G31) COS Ty
5 3
- (6“’20 ~4 (A3 +Gyy) wyy +2 (A5 + Gyy) ‘*’20)
+ 81N T Wy
3 4
Gsp = 2C w0 — 4C,w50 + (5A35w20
2 .
=3 (A3 +Gy3) wyy + Ay — G31) SIN Ty Wy
5 3
+ (6“’20 —4(Asy +Gsy) Wy +2 (A3 +Gyy) wzo)
£ COS Ty Wy,
(34)
5 7
Hip = ((G31 + Aszg) Wy + Asywiy — W)y
3 .
- (3Gy; +Ay) wzo) SIN T5( Wy
4 2
+ ((4G34 — Ays) wyy — (2G5, — Asp) wig
6
- Asswzo) COS Ty Wy0>
5 7
Hyp = ((G31 = Ajp) yg — Asywi + W)
3
- (3G3; - Ay) wzo) COS Ty
4 2
+ ((4G34 + Ass) wy — (2Gs, + Ajp) wyy
6\ .
- A35w20) SIN T Wpo-
Similar to Case 2, we know that if condition (Hj,) Gsp X
Hyp + Gy X Hyp # 0 holds, then Re [dA/dT,])_,,, # 0.In
conclusion, we have the following results.

Theorem 2. Suppose that conditions (H,), (Hj), and
(Hs,) hold for system (2). The viral equilibrium P, (S,,E,, I,,



Q.,R,,V,) is locally asymptotically stable when T, € [0, T,;)
and a Hopf bifurcation occurs at the viral equilibrium
P.(S,.E,.1,,Q,,R,,V,) when T, = Ty,

Case 4 (1, > 0; 7, € (0,7,)). Regarding 7, as the bifurcation
parameter when 7, € (0,1,,), multiplying by '™, (6) be-
comes

BsA® + B\ + ByA’ + B,A” + BiA + By + (DA
+ DA + DA + DA+ DO) e 4 (E3/\3 + E,\
+E\A+E,) ey (A% + AL° + A0+ AN
+ AN+ AL+ AO) ey (CS)L5 +C A+ CA°

35
2 AT, —1,) ( )
+CA +CA+ Co)e

+ (F4/\4 +F\°
+E A+ F A+ FO) ey (G4)L4 + G50’ + GyA°
+G A+ GO) Mnm) (H3/\3 + H,A* + H|A

+ HO) e Mmrm) (IZ)L2 + LA+ 10) e Mmtan)

Let A = iw, (w; > 0) be the root of (35), and for the
convenience we still denote w; as w,; then,

Ly (wl) cosTyw; — Ly, (‘Ul) sinTyw; = Ly (“’1) >

(36)

Ly (w;)sintyw; + Lys (@) cos 1w, = Lyg (w;),

where

Ly (@) = (A4 +E) w0 — ) — (A, + E) 0! + A,
+Fy+ (C4w1 (C, + Hy) w} +Cy + HO) oS T,w,
+ (Cswf —(Cy + Hy)w} +(C, + H)) wl) sin 7, w,
+ (G4wf ~(Gy+ L) w! + Gy + 10) €08 27,w;

+ ((G1 +1;) w, - G3wf) sin 27, Wy,
Fy) ) + (A,

Ly (w)) = AS“’1 (A; - -F)w

+ (C5a)f -(Cy - Hy) wf +(C, - H)) wl) oS T,w,
(C4a)1 ~H,))w: +Cy - HO) sin 1,w,
+ ((G1 -1)w, - G3wf) €08 27,w,

(G} — (G, - L) @} + G, — 10) sin 21,0,
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Ly (@) = Byw] — Bw! - B,

+ (D3wf - Dlwl) sin T,w,;

+ (Dzwf - D4w;1 - DO) COS T,w;

+ (Eswi - Elwl) sin T,w; + (Eza)f - EO) COS T, Wy,
Ly (w)) = (A, - F,) 0, - (A, - F)w} + 4,
-F,+ ((?4(4)‘11 ~(Cy — Hy) @} +Cy - HO) COS T,w;
+ (Csw‘;’ -(Cy - Hy) wf +(C, - H)) wl) sin T,w,
+ (G4w;1 (G, — L)’ + G, - IO) €08 21,0,

+ ((G1 -I) w, - Gyw, )sm 21,w,,

Lys () (A, +F)w1+(A +F)w

+ (Cswf —(C; + Hy) @} +(C, + H)) wl) COS T,w,

= As“’l

- (C4a)‘1l - (C, + Hy) w; + Cy + Hy) sin 1,0,

+ ((G1 +1) w, - G3wf) €08 2T,w,

- (G4w;1 —(Gy+ L) w: + Gy + IO) sin 27,w;,
Ly (w;) = Byw] - Byw, — Byw,

+ (D3a)‘;’ - Dlwl) COS T,w,;

- (Dzwf - D4w;1 - DO) sin T,w,;

+ (E3w1 E wl) COS T,w; — (Ezwf - EO) sin T,w; .
(37)
Thus,
COS Ty,
_ Ly (0) X Lyg (@) + Lys (@1) X Ly (@;)
Ly (@) X Ly (@) + Ly (0,) X Lys (@;)
sin 7, w,;
Ly (w;) x Lyg (1) = Lyz (@) X Lys (w;)
Ly (07) X Ly (@) + Ly (@) X Lys (0,)°
Then, we get

(38)

2 .2
cos Tyw; +sin“Tw; = 1. (39)

Suppose that (H,;) (see (39)) has at least one positive root.
If (H4,) holds, then there exists w,, > 0 such that (35) has
a pair of purely imaginary roots +iw;,. For w;,,

07 L *0)}' (40)

10) X Lys (@)

12 (@]) X Lyg (@) + Lys (@]
Ly (wfy) X Lyg (@5y) + Ly (@

X arccos {
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Differentiating both sides of (25) with respect to 7,

(@] -3
dr,]  F,(A) A’

where
F, (A) = 5B;A* + 4B,A° + 3B;A° + 2B,A + B,
+((4D4 - 1,D5) A’ - DA + (3D; - 1,D,) A2
+(2D, ~ D)) A+ Dy - 1,Dg) e + (61°
+5A0" +4A,0° + 34,07 + 24,0 + Al) e
+((3E; - 21,E,) A* = 21,E;A° + 2 (E, - 1,E) A
+E, - 2121:“0) ey ((SC5 - 1,C) A = 1,C A
+(4C, - 1,C5) A + (3C; — 1,Cy) A2
+(2C, - 1,C)) A + Cy = 1,Cy) 477+ (4F,1°
+3E0° + 26,0 + F ) e " + ((3H, - 1,H,) A’
- ,H,\’ + (2H, - 7,H,) A + H, — 1,H,)
e M) ((4G4 -21,G;) A’ - 21,G,\*
+ (3G, - 1,G,) A* +2(G, - ,G,) A + G,
- ZTZGO) eMnm) (2 (I, - 1,1)) A = 20, L,A* + 1,
- 21'210) e Mn¥m),
Fyp (V) = (FA° + FA + B2 + FAY + Fyd) e ™
+ (HaA* + HyA + HyA? + Hyh) e M)y (LA
+ LA+ IA) e M — (174 AN + AN
+ AN AN F AN+ AO/\) e (CS/\6
+C A +C A + G +C A + CO/\) M)
— (G2 + G3A* + G2 + GIA® + Gyd ) M2,

Define

[d/\ ]_1 _ Gyr X Hyp + Gy X Hyy

2 2
ary e, Hip + Hy;

(42)

(43)

Similar to Case 2, we know that if condition (H,,) G, X
H,p + Gy X Hy; # 0 holds, then Re[d/\/d‘rl])L:iwf0 # 0. Thus,

we have the following results.

Theorem 3. Let T, € (0, T,,) and suppose that conditions (H,),
(Hy,), and (Hy,) hold for system (2). The viral equilibrium
P.(S,,E,,I,,Q,,R,,V,) is locally asymptotically stable when
7, € [0,7),) and a Hopf bifurcation occurs at the viral

equilibrium P,(S,, E,,1,,Q,,R,,V,) when 1, = 1},

Case 5 (1, € (0,1y); T, > 0). Regarding 7, as the bifurcation
parameter when 7, € (0, 1)), multiplying by ", (6) be-
comes

CsA’ + C A+ C3A° + A% + A + Gy + (D,

+ DA + DA% + DA+ DO) e+ (H3/\3

+ HyA> + H A + HO) ey (G4/\4 + G,

+ GV +GiA+Gy)e ™ + (A0 + AL + AN

+ AN + AN+ AL+ Ag) e + (BsA + BA' (44)
+B;A° + B,A” + BA + Bo) M) (E3)t3

+ E,1 + By A+ Eg) e M 4 (FA* + F3A°

+ KA+ F A+ FO) M) (Iz/\2 + LA+ IO)

e—/\(rz+2‘rl).

Let A = iw; (w;, > 0) be the root of (44), and for the
convenience we still denote w;‘ as w,; then,

Lg (“’2) COS T,w, — Ls, (wl) Sin 7w, = L3 (wz)’

(45)

Ls, (wz) sin T,w, + Lss (‘01) Cos T,w, = Lsg (“’2) >

where

L, (w,)

= (A + G w;, — S — (A, +Gy)ws + Ay + G,

( w5 — (B, + E,) ws + By +E)cos1’1w2
(B5a)2 (B; + E3) @] + (Bl—El)wz) sin 7, w,
(F4w2 (F,+ L) w, + Fy + 10) €08 27, ,

((F +1)w, - 3w2)sm21'1w2,

Ls, (w,)

= As0) — (A3 - G3) @y + (A, - G)) @,

+ ((32 — E,) @) — Byw; + Ey — BO) sin 7, w,
+ (B w, - (B; - E3) @) + (B, - El)wz)cosrla)2
(F4w2 -I )w2 +Fy -1 )sm 27T W,
(

+((F, - L) wy — F3wg)c052‘rlw2,
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Lss (w,)
= Czwg - C4w;1 -Cy+ (D3w§’ - Dlwz) sin 7, w,
+ (D2w§ - D4a);1 - DO) COS T{w,
+ (HSwg - lez) sin 27, w,
+ (szg - HO) COS 2T, W,,
Lsy (w,)
= (A4 -Gy @) ) — (A, - Gy) ) + Ay = Gy
+ (B4w§ — (B, - E,) w} + B, — EO) COS T, W,
+ (BSwg ~(B; - E;)w) + (B, - E;) wz) sin 1w,
+( Wy — (Fy - L) ws + F, —I)cosZ‘rlw2
+ ((F1 -1)w, - F3a);) sin 27y w,,
Lss (w,)
= Asw; — (A3 + Gy) ) + (A} +G)) w,
- (B4w;1 ~ (B, + Ey) @) + Ey + BO) sin 1, w,
+ (Bsw2 (By; + E;) w; + (B, + E )wz) €08 T W,
— (Fywy = (Fy + L) w; + F, — I) sin 27y,
+ ((F1 +1)) w, - F3w;) €08 2T, w5,
Lss (w,)
= C3w§ - Cswg -Ciw,
+ (D3w; -D- lwz) COS Ty W,
(D2w2 D4a)2 DO) sin 7, w,
+ (H3w2 H wz) COS 2T W,
(sz2 )sin 27T, w,.
Thus,

COS T,Ww,
_ Ls; (w,) X Lsg (@,) + Lss (w,) X Ly (w,)
Ls; (;) X Lsg (@) + L5, (@) X Lss (w,)

sin T,w,

_ Ls; (w;) X Lsg (@,) = Lss (w;) % Lss (w,)
Ls; (wy) X Ly (@) + L (w,) X Lss (wz)'

>

Discrete Dynamics in Nature and Society

Then, we get
2 .2
cos T,w, + sin"T,w, = 1. (48)

If (Hs, ) holds, then there exists w,, > 0 such that (35) has
a pair of purely imaginary roots +iw,,. For w;,

Ty = *
Wy
Ls, (wj) X Lsg (@) + Lz (w5) X Ly (w3) }

Ly (w3y) X Ly (@3y) + Ly (w3) X Lss (w3)

X arccos {
Differentiating (25) with respect to 7,, one can get

(50)

AR =oR
dr,]  F,(A) A’

where
Fi  (A) = 5C AT +4C,A° +3C50% +2C,A + C,

+((4D, - 7,D;) A’ = 7, D,A* + (3D; - 7,D,) 2
+(2D, - 1,Dy) A+ Dy - 1,Dy) e
+((3H, - 21,H,) A* = 21, H, AP
+2(Hy -y Hy) A+ Hy = 20,Hp ) e 47 + (4G,A°
+3G5A% +2G,A + Gl) e 4 (6A5 +5A,0*
+4A N + 34507 + 24,1 + Al) e
+((5Bs — 1,B,) A* = 7, BsA° + (4B, — 7,B;) A’
+(3B; - 1,B,) A’ + (2B, - 7,B,) A + B, — 7, B
- 4 ((3E; - 1,E,)) A — 1 E,N

(51)
+(2E, - 1,E,) A + B, — 1,Eg) e

(
+ (( -21,F;) 2 - 211F4)t4 + (3F, - 21,F,) 12
+(2F, - 21,F)) A+ F, - 213 po) AME2m)
(46)
+ (2 (L -1 L)A- 21112A2 +1, - 21“110) AMEt2n)
F, (V) = (GMS +GA + G +G A+ Go/\) e
+(EsA* + E;2° + E\A° + Eg)) e MEtT) (L2’
# LA+ M) e M0 - (FA° 4 FA* 4 By
(47) * FIAZ + POA) M) (Bs}t6 + B4}t5 + B3)L4
+ B2+ BAR + BpA) 7 — (A + A0

+ AN+ AM AN AN+ AOA) e,
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Thus,

Re[ﬂ]_l =GSRXH3R+G31><H3I

52
ar, H2, + H2, (52)

A=iwy,

Therefore, we know that if condition (Hs,) Gsg X Hsp +
Gs; X Hs; # 0 holds, then Re[dA/dT,])_;,; # 0. Then, we
have the following results.

Theorem4. Let 1, € (0, 1,,) and suppose that conditions (H,),
(Hs,), and (Hg,) hold for system (2). The viral equilibrium
P.(S,,E,,I.,Q,,R,,V,) is locally asymptotically stable when
7, € [0,75) and a Hopf bifurcation occurs at the viral
equilibrium P,(S,, E,,1,,Q,,R,,V,) when 7, = 7y,

3. Properties of the Hopf Bifurcation

In this section, we shall investigate direction and stability of
the Hopf bifurcation under the case where 7, € (0, 1y,) and
T, > 0.Setu, (t) = S(t)-S,,u,(t) = E(t)-E,,us(t) = I(t)-1I,,
(£ = QUO-Q,, us(t) = RO-R,, u5(t) = V(H)-V,,and t —
(t/1,). For convenience, we assume that 7; € (0,7y) < 75,
throughout this section. Then, system (2) becomes functional
differential equations in C = C([-1, 0], R®):

u(t) = Lu +F (1), (53)

with

L,¢ = (13 +p) (A¢> (0) + Bp (—Z—‘) +Co (—1)>,

20

—B¢; (0) ¢5 (0)
0 0
B1 (0) 3 (0) 50

0

F(u ) = (10 + 1) 0 ,
0
0

where
a 0a 0 0 O
a; a4 a; 0 0 0
A 0 aga, 0 0 O ,

0 0 agag 0 O

0 0 0 0ay O

a, 00 0 0 ap
000 0O0OO0
000 O0O0OO
00b 000

B= ,
000Db 0O
00b b 00
000 O0O0OO

11
0000 ¢ ¢
0000O0O
Co 0000O0O
0000O0O
000c¢g 0O
0000 0 ¢

(55)

Based on the Riesz representation theorem, there exists a 6x6
function 5(6, u) : [-1,0] — R such that

0
L= J dn(6,4)$(©6), ¢eC. (56)
-1
In fact, we choose

1 (6, u)

(150 + 1) (A+B+B), 0=

! o
(159 + 1) (B+C), ¢ —%,0) (57)

0
(10 + 1) B, e (—1,—:—1),

0, 0=-1.

For ¢ € C([-1,0], R%), we define

d¢ (9)
do °

0
L dn(0.u)$(0), 6=0,

-1<6<0,

A(u) ¢ =

(58)
0, -1<6<0,

R(u)¢= {F(Wp), .

Then, system (53) becomes
i(t)=A(u)u, + R(u)u, (59)

where 1,(0) = u(t + 0) for 6 € [-1,0].
Define A* as follows:

_de(s)
ds ’

0
J dr]T(s,O)(p(—s), s=0,
-1

0<s<l1,

A (g)= (60)

and a bilinear form

(9().40) =90 ¢(0)
0o (0 (61)
[ ] se-oamos©d
0=—1 Je=0

where #(0) = (0, 0).



12

Let g0) = (1,45 G5 Gu»qsrq6) 2™’ be the eigen-
vector of A(0) with +iw,7,, and let g*(s) = D(1,q;,q;,
459 )ei“n™° be the eigenvector of A*(0) with —iW5)Tyy-
Then, according to the definition of A(0) and A*(0), we
obtain

_ 03 tasq;
qz - . % >
Wy ~ a5
a3ds
q3 = 7. ; — >
(1“’;0 - a) (“";o —a, —bje M) — asag
_ agds
q4 - . - _ ittt ?
iwag — bye M0
.ok —iT5, W5,
10,0 — A — g3 — Ge %
a5 = cle_ifz*o‘”;o ’
.ok
4 = Wy — Ay
6 ay, + ce B
.ok
.yt a
b=
asz
- s
- (iwyy + ay) (iw), + ay) (62)
q5 = >
a3ds
.ok i W}
X (1w20+a7+b1e 1 2°)q3
qy =~
4 a
.ok
+ a,a; + (iw), + a;) as
asdg
b, (iwz‘o +ag + bye'n “)20)
b
agb,
.ok i’ W}
(1(4)20 +ay + be™ 20) s
%= by o :
ity w,
" _ (ae 2020
96 =~

i}, + g, + e
In addition, from (61), we have
(4" (),9(6) =q(0)q(0)
[ ] c-omeqe

= —k —% —k —k — T
= D(1,9,.95-43-95-95) (1,92, 93 44 95> 96)

0 0
_J J D(l"b’%"h’%’%)
-1 Je=0

Wy 0) = M()e”zowzoe + Me iTyyw500 " EleZITZ"wZOe

*

* * *
T30%20 315,w3

Wll (9) _ _igl*lq 20) ei‘rz*ow;oe + igllq (O) e—i‘rz*ow;oe +E

* *
T20Wa0 T50%20
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—it) w5y (§-0 T it wy,
+e 0y 0) (1,4, 95 44> 45 G6) € 20 dE
0o (0
_J J. D(l’qz’%’%’%’%)
-1 Je=o
_iTz*ow;o -0 T iTz*owzo
+e 0Oy 0) (1,45, 45, 44> G5, G6) €00 dE

=D [1 +q,q, + %ZI; +q,q, + ‘1521; + qeds

* 1T W
+Tet

0

|| aaaa.a)
T

'3(17‘12#13)%’ ‘15»%)

0
+1/e J_l(l,é;‘,éé‘,?liﬁ;@é‘)

-C (I’QZ’Q3)‘14"15>‘16)T] =D 1+, +a:3;
+ 449y + 4595 + 9eds
+1] ¢ MW (bs (0g; +bygs) + b, (b7, +b,45))
+ T;oe_irz*ﬂw;o (ads + s +3q5q5 + C4964s )] .
(63)
Thus, we can choose
D= [1 +ay0, + 35 + 94y + 9595 + deds
+1] e (bs (b,q5 +byq5) + by (bygy +b,g5))  (64)
)

-1
T Ty€ (645 + ©qs +6q535 + 4964 )] >

such that {(g*,q) = 1,(gq",g) = 0.

Then, using the algorithms from Hassard et al. [25] and
the similar computation process in [26-29], we obtain

920 = zﬂTz*oE% (EQ‘ -1),
9gu = ﬁT;OERe {as} (ﬁ; -1),
Yo2 = 2[31’;05@3 (ﬁ; -1), (65)
_ * T~ [f—k (1) 1 (1) —
9a1 = 2P15yD (qZ -1) (Wn (0)g; + EWZO (0) g,
1
+ W (0) + zw;(? (0)) ,

with

>

2>
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a{ 0 —a, 0 - e—2i1'2*0a7;0 _cze—Zi‘rz*ow;O 1 —ﬁQ3
—ay  a, —4s 0 0 0 Bas
0 -a a, 0 0 0 0
E =2 ° ’ , x :
0 0 —ag a, 0 0 0
0 0 _b3e—2i‘rl*w;0 _b4e—2i11*w;0 a; 0 0
—ay 0 0 0 0 a, 0
-1
a 0 a 0 G ) ~BRe{gs}
a; a, as 0 0 0 BRe{gs}
0 a5 a,+b, 0 0 0 0
E,=- X ,
0 0 a3 ag+bh 0 0 0
0 0 b by ap+a 0 0
a;, 0 0 0 0 ay,t¢ 0
(66)

where
I_2. *
a, = 2wy, — a,
!_2. *
a, = 2wy, — ay,

I ek —2it] wy,
a; = 2iw,, —a; — be ,

s (67)
a, = 2iws, — ag — be 1,
TP —2iT;w3
a; = 2iw,; — ayg — ;e >
I —2iTy0;,
ag = 2iw,; — dyy — e .
Then, we can get the following coefficients:
¢ = = gugn -2lg |2—M
1 205wy, \ 9190 11 3
+ 9
2
Re {C, (0)} (68)

2 T Re V(1))
pr=2Re {Cl (0)}’

Im{C, (0)} + 4, Im {)L' (12*0)}

* *
Tr0Wh0

h =

Thus, we have the following results.

Theorem 5. The sign of u, determines direction of the Hopf
bifurcation: if u, > 0 (u, < 0), then the Hopf bifurcation is
supercritical (subcritical); the sign of p, determines stability of
the bifurcating periodic solutions: if p, < 0 (p, > 0), then
the bifurcating periodic solutions are stable (unstable); the sign
of T, determines period of the bifurcating solutions: if T, > 0

(T, < 0), then the period of the bifurcating periodic solutions
increases (decreases).

4. Numerical Simulation

In this section, we present some numerical results of system
(2) in order to validate the analytical predictions obtained in
Sections 2 and 3. We choose a set of parameters as follows:
A =100, 8 =0.009,d = 0.05, p = 0.65,0 = 0.05, y = 0.55,
y = 045, « = 0.035,8 = 0.1, = 0.35, and ¢ = 0.07, and
consider the following special case of (2):

% =100 — 0.009S (t) I () — 0.05S (t) — 0.65S (t)
+0.05R (t — 7,) + 0.55V (t — 7,),

% =0.009S () I (t) — 0.05E (t) — 0.45E (t),

% = 0.45E (t) — 0.051 (t) — 0.035I (t) — 0.11 (¢)
- 0351 (t-1,),

(69)

d(flt(t) = 81 () - 0.05Q (1) - 0.035Q (t)
-0.07Q(t-1,),

dl; t(t) =0.07Q(t — ;) — 0.05R (t) — 0.05R (t — 7,)
+0.351 (t —1y),

% = 0.65S (t) — 0.05V (t) — 0.55V (t - 1,),

from which we can get the unique viral equilibrium
P,(66.0494,277.7978, 233.6617, 150.7495, 923.3406, 71.7439).
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FIGURE 1: The projection of the phase portrait of system (69) in
(S, E, V)-space with 7, = 3.605.
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FIGURE 2: The projection of the phase portrait of system (69) in
(I, Q, R)-space with 7, = 3.605.
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FIGURE 3: The projection of the phase portrait of system (69) in
(S, E, V)-space with 7; = 4.60.

It can be easily verified that condition (H,) is satisfied when
7,=17,=0.

By computation, we have w;, = 0.8554 and 1;, =
4.1056. Then, we get A'(1),) = 2.3686 + i1.0212. Thus, we
know that conditions (H,;) and (H,,) hold. We can
conclude that all roots that cross the imaginary axis at
iw;, cross from left to right as 7, increases by the
theory in [22]. According to Theorem 1, P,(66.0494,
277.7978,233.6617,150.7495, 923.3406, 71.7439) is asymp-
totically stable when 7, € (0,7,). This property can be
illustrated by Figures 1 and 2. In this case, spreading law
of the computer viruses can be predicted and the viruses
can be controlled and eliminated. However, once the
value of 7, passes through the critical value 1,,, P, (66.0494,
277.7978,233.6617, 150.7495, 923.3406, 71.7439) loses its sta-
bility and a Hopf bifurcation occurs, which can be shown
in Figures 3 and 4. The occurrence of a Hopf bifurcation
means that the state of computer viruses propagation changes
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FIGURE 4: The projection of the phase portrait of system (69) in
(I, Q, R)-space with 7, = 4.60.
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FIGURE 5: The projection of the phase portrait of system (69) in
(S, E, V)-space with 7, = 3.65.
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FIGURE 6: The projection of the phase portrait of system (69) in
(I, Q, R)-space with 7, = 3.65.

from the viral equilibrium point to a limit cycle. This makes
spreading of the computer viruses be out of control.
Similarly, we have the following: w,, = 1.8255 and 7,, =
3.7424when 1, = 0and 7, > 0; w, = 0.9665 and 7, = 3.1862
when 7, > Oand 7, = 225 € (0,7,); wy, = 2.4217 and
75, = 3.0254 when 7, > 0 and 7, = 2.45 € (0,7y). The
corresponding phase plots are shown in Figures 5-8, Figures
9-12, and Figures 13-16, respectively. In addition, for 7, > 0
and 1, = 2.45 € (0, 1,,), we have C,(0) = —17.2982+i13.5056
and /\'(T;O) = 0.3796+i2.0581 by some complex computation.
Based on (68), we get p, = 45.5692 > 0, p, = —34.5964 < 0,
and T, = —14.6441 < 0. Therefore, the Hopf bifurcation is
supercritical, the bifurcating periodic solutions are stable, and
the period of the bifurcating periodic solutions decreases.
According to the numerical simulation results, we know
that the time delay should remain less than the corresponding
threshold in order to control and predict the viruses’ propa-
gation by decreasing the period that antivirus software uses
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FIGURE 7: The projection of the phase portrait of system (69) in
(S, E, V)-space with 7, = 3.805.
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FIGURE 8: The projection of the phase portrait of system (69) in
(I, Q, R)-space with 7, = 3.805.
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FIGURE 9: The projection of the phase portrait of system (69) in
(S, E,V)-space with 7, = 2.86 and 7, = 2.25 € (0, 7,,).
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FIGURE 10: The projection of the phase portrait of system (69) in
(I, Q, R)-space with 7, = 2.86 and 7, = 2.25 € (0, 7y).

to clean the computer viruses and the temporary immunity
period of the recovered and the vaccinated computers. To
this end, we can adjust the parameters of our proposed
model in real-world networks, such as timely updating the
antivirus software on computers, properly controlling the
number of computers attached to the network, and timely

15
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e 290
- : 280
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FIGURE 11: The projection of the phase portrait of system (69) in
(S, E, V)-space with 7, = 3.574 and 7, = 2.25 € (0, 7,,).
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FIGURE 12: The projection of the phase portrait of system (69) in
(I,Q, R)-space with 7, = 3.574 and 7, = 2.25 € (0, 7y).
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FIGURE 13: The projection of the phase portrait of system (69) in
(S, E, V)-space with 7, = 2.862 and 7, = 2.45 € (0, 7y,).
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FIGURE 14: The projection of the phase portrait of system (69) in
(I, Q, R)-space with 7, = 2.862 and 7, = 2.45 € (0, 7}).

disconnecting computers from the network when the con-
nections are unnecessary. Of course, in the next step, we also
need to collect large amount of relevant data and estimate
the parameters involved in our proposed model through
statistical analysis in real-world networks. Namely, we have
to adjust the parameters in the model so as to control viruses’
propagation effectively if it is necessary.
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FIGURE 15: The projection of the phase portrait of system (69) in
(S, E, V)-space with 7, = 3.225 and 7, = 2.45 € (0, 7).
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FIGURE 16: The projection of the phase portrait of system (69) in
(I,Q, R)-space with 7, = 3.225 and 7, = 2.45 € (0, 1y)-

5. Conclusions

It is definitely an interesting work to consider the effect of
delays on dynamical systems, because a stability switch occurs
even when an ignored delay is small for a dynamical system.
Based on this fact, we introduce the time delay due to the
period that antivirus software uses to clean the computer
viruses in the infectious and quarantined computers (7,) and
the time delay due to the temporary immunity period of
the recovered and the vaccinated computers (z,) into the
SEIQRS-V computer virus propagation model considered in
[21]. We obtain some conditions for local stability and Hopf
bifurcation occurring by analyzing distribution of roots of the
associated characteristic equation.

By computation, there exists a corresponding critical
value of the time delay below which system (2) is stable and
above which system (2) is unstable. When the system is stable,
the characteristics of the propagation of computer viruses
can be easily predicted and then the computer viruses can
get eliminated. Otherwise, the propagation of the computer
viruses is out of control. Therefore, stability of the computer
virus propagation system must be guaranteed in practice.
In addition, we find that the effect of 7, on system (2) is
marked compared with 7, because the critical value of 7, is
much smaller when we only consider it. At last, we have also
derived the explicit formula which can determine direction
and stability of the Hopf bifurcation under the case where
7, € (0,7y) and 7, > 0.
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Disruptive computer viruses have inflicted huge economic losses. This paper addresses the development of a cost-effective dynamic
control strategy of disruptive viruses. First, the development problem is modeled as an optimal control problem. Second, a criterion
for the existence of an optimal control is given. Third, the optimality system is derived. Next, some examples of the optimal dynamic
control strategy are presented. Finally, the performance of actual dynamic control strategies is evaluated.

1. Introduction

The proliferation of computer networks has brought huge
benefits to human society. Meanwhile, it offers a shortcut to
spread computer viruses, inflicting large economic losses [1].
Consequently, containing the prevalence of digital viruses has
been one of the major concerns in the field of cybersecurity.
The spreading dynamics of computer virus has been widely
adopted as the standard method for assessing the viral
prevalence [2]. Since the seminal work by Kephart and White
[3, 4], a multitude of computer virus-spreading models,
ranging from the population-level models [5-12] and the
network-level models [13-17] to the node-level models [18-
22], have been proposed.

One of the central tasks in cybersecurity is to develop
control strategies of computer virus so that, subject to
limited budgets, the losses caused by computer infections
are minimized [23]. In recent years, the optimal design
problem of virus control strategies has been modeled as
static optimization problems [24-28]. The optimal static
control strategies, however, only apply to the small-timescale
situations where the network state keeps unchanged. In the
realistic situations where the network state is varying over
time, the optimal design problem of virus control strategies

can be modeled as dynamic optimal control problems [29-
33]. The optimal dynamic control strategies outperform their
static counterparts, because the former not only are more
cost-effective but apply to different timescales.

A disruptive computer virus is defined as a computer
virus whose life period consists of two consecutive phases:
the latent phase and the disruptive phase. In the latent phase,
a disruptive virus staying in a host does not perform any
disruptive operations. Rather, the virus tries to infect as
many hosts as possible by sending its copies to them. In the
disruptive phase, a disruptive virus staying in a host performs
avariety of operations that disrupt the host, such as distorting
data, deleting data or files, and destroying the operating
system. To assess the prevalence of disruptive viruses, a
number of virus-spreading models, which are referred to as
the Susceptible-Latent-Bursting-Susceptible (SLBS) models,
have been suggested [34-38]. The main distinction between
the SLBS models and the traditional SEIS models lies in
that the latent hosts in the former possess strong infecting
capability, whereas the exposed individuals in the latter
possess no infecting capability at all. Recently, the basic SLBS
models have been extended towards different directions [39-
43]. At the population-level, Chen et al. [44] developed an
optimal dynamic control strategy of disruptive viruses.
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All of the above-mentioned SLBS models are population-
level; that is, they are based on the assumption that every
infected host in the population is equally likely to infect
any other susceptible host. These models have two striking
defects: (a) the personalized features of different hosts cannot
be taken into consideration and (b) the impact of the struc-
ture of the virus-propagating network on the viral prevalence
cannot be revealed by studying the models. To overcome
these defects, Yang et al. [45] presented a node-level SLBS
model. In our opinion, optimal dynamic control strategies of
disruptive viruses should be developed at the node-level, so
as to achieve the best cost-efficiency.

This paper is intended to develop at the node-level an
optimal dynamic control strategy of disruptive computer
viruses. First, the development problem is modeled as an
optimal control problem. Second, a criterion for the existence
of an optimal control for the optimal control problem is given.
Third, the optimality system for the optimal control problem
is presented. Next, some exemplar optimal dynamic control
strategies are given. Finally, the difference between the cost-
efficiency of an arbitrary control strategy and that of the
optimal dynamic strategy is estimated.

The subsequent materials of this work are organized as
follows. Section 2 presents the preliminary knowledge on
optimal control theory. Sections 3 and 4 formulate and study
the optimal control problem, respectively. Some numerical
examples are given in Section 5. Section 6 estimates the
aforementioned difference. Finally, Section 7 closes this work.

2. Fundamental Knowledge
For fundamental knowledge on optimal control theory, see

[46].
Consider the following optimal control problem.

M{l%%g;{ize J (u (t))
T
_ J F(x(t),u(t))de
0 (P)
subject to % =f (X (t),u (t)) ’

0<t<T.

Lemma 1. Problem (P) has an optimal control if the following
five conditions hold simultaneously.

(Cy) U is closed and convex.

(C,) There is u(-) € U such that the adjunctive dynamical
system is solvable.

(Cy) f(x,u) is bounded by a linear function in x.
(C,) F(x,u) is convex on %.

(Cs) F(x,u) > ¢ |lull” + ¢, for some vector norm || - ||, p >
L,¢g > 0,andc,.
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3. Formulation of the Optimal
Control Problem

Consider a population of N hosts (nodes) labelled 1,2, ..., N.
As with the traditional SLBS models, assume that at any time
every node in the population is in one of three possible states:
susceptible, latent, and disruptive. Susceptible nodes are those
that are not infected with any disruptive computer virus.
Latent nodes are those that are infected with some disruptive
viruses and all of them are in the latent phase. Disruptive
nodes are those that are infected with some disruptive viruses
and some of them are in the disruptive phase. Let X;(t) = 0,
1, and 2 denote that at time ¢ node i is susceptible, latent, and
disruptive, respectively. Let

S; () = Pr{X; (t) = 0},
L;(t) = Pr{x; (1) =1}, o
B (t) = Pr{X, (t) = 2}.
As S(t) + Ly(t) + B(t) = 1 (1 <i < N), the vector
1(t)
= (Lo (®)s s Ly (), By (), By (8))

probabilistically captures the state of the population at time ¢.

Suppose a dynamic control strategy will be carried out
during the time frame [0, T']. Let us impose a set of statistical
hypotheses as follows.

2)

(H,) A susceptible node i is infected by a latent node j at
rate ﬁL,ij > 0. Let AL = (ﬁL,ij)NXN'

(H,) A susceptible node i is infected by a disruptive node j
atrate B ;; > 0. Let Ag = (Bgj) nwn-

(H;) Due to the outburst of latent viruses, a latent node i
becomes disruptive at rate ; > 0. Let & = max; ov;.

(H,) Due to the action of new patches, at time ¢ a latent
node i becomes susceptible at a controllable rate
yLi(t) € 12[0,T] and yr < yr;(t) < yp. Hereafter,

the symbol L*[0,T] stands for the set of all Lebesgue
square integrable functions defined on the interval
[0, T]. Moreover, the cost needed to achieve the
rate at the infinitesimal time interval [t,t + dt) is
p,-yf)i(t)dt, p; > 0,and @ > 0. This accords with the
intuition that the cost increases with y; ;(t).

(Hs5) Due to the action of new patches, at time t a disruptive
node i becomes susceptible at a controllable rate
ysi(t) € L*[0,T] and yg < y,;(t) < yz. Moreover,
the cost needed to achieve the rate at the infinitesimal
time interval [t,¢ + dt) is qiyg)i(t)dt, q; > 0. This
conforms to the intuition that the cost increases with
V(D).

Figure 1 shows hypotheses (H,)-(H;) schematically.
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By the total probability formula, we get

L; (t+At)

N N
D BriLi(®) + Y BryiB;(t)
=i = =S, ®Pr{X;(t+At)=1] X, (t) =0}

+L,OPr{X;t+A)=1]X,(t) =1}
+B, () Pr{X; (t+At) = 1| X, (¢) = 2}

FIGURE 1: Diagram of assumptions (H,)-(H;).

N
=[1-L;(t) - B,()] At Y [BriL; () + ByB; (t)]
j=1

(5)
+L; () — At [ +y.; ()] L; () + 0 (AL),

Let At > 0 denote a very small time interval. Hypotheses B (t + Af)
(H,)-(H;) imply the following relations. i
=S, ®)Pr{X;(t+At)=2]| X, (t) =0}
Pr{X;(t+At)=1]X, () =0}
+L,OPr{X;t+A) =2 X, (t) =1}

N N
=AtY BgL;(t)+ At Y BpiiB; (1) +0(At), +B, () Pr{X; (t + At) =2 | X; (t) = 2}
j=1 j=1

= oy AtL; (t) + B; (t) — yg, (t) AtB; () + 0 (At).
Pr{X;(t+At) =2 X;(t) =0} =0 (A1),

(3) Transposing the terms L;(t) and B;(t) from the right to the

PriX;(t+At) =2 | X;(t) =1} = ;At At),
X a0 =21 X0 = 1} = et +0(A) left and dividing both sides by At, we get

Pri{X;(t+At) =0 X;(t) =1} = y.; (1) At + 0 (At),
L;(t+At)—L,(t)
Pr{X;(t+At) =0 X;(t) =2} = yg; (t) At + 0 (At), At

. = . = = N
PriXitran=11X)=2=o(. “[1-L,0 - B, ] Y [BuyL; © + BayB; 0]
=1

(6)
As a result, we have (AD
0
—[a+yL O] L; (1) + AL
Pr{X,(t+At)=0]X,(t) =0}
! ! B; (t + At) — B; (t) o (At)
=ogL; (t) = yp; (1) B; () + .
N At b At
=1-At Z BriiL;(t)
j=l Letting At — 0, we get the following dynamical model.
N
- At Z BgiiB; (t) + o (At), dL; (1)
= (4) dt
PriX,(t+At)=1]X,(t) =1} N
=[1-L;(t)-B; (1] Z [ﬁL,iij (t) + Pg,jB; (t)] -
j=1 7

=1- oAt -y, (t) At +o(At),

Pr{X, (t+At) =2 X, (t) =2} = [og + v O] L; (1),
B (t)

=1-yg, (t) At + 0 (Ar). T

ogL; (£) — g, (1) B; (1),



wheret > 0,1 < i < N. We refer to the model as the
controlled SLBS model, where the control,

y(t) = (YL,1 () yin () v ()5

. (8)
YB.N (f)) ,

stands for a dynamic control strategy of disruptive computer
viruses. The admissible set of controls is

2N
= {y(t) € (LZ [O,T]) |l ye < v (1)
<V Ye<Vpi(t) <¥p 0<t<T, 1 9)
sisN}.

T N
Mipimive 1(0)= [ 3

i=

—

subject to

A solution to the optimal control problem (P*) stands for
an optimal dynamic control strategy of disruptive viruses. For
convenience, let

F(1().v(0) = Y L)+ B, (1)
i=1 (12)

+ i () + 4l (9]

4. A Theoretical Study of the Optimal
Control Problem

In this section, we shall study the optimal control problem
(P*) presented in the previous section.

4.1. Existence of an Optimal Control. As a solution to the
optimal control problem (P*) stands for an optimal dynamic
control strategy of disruptive viruses, it is critical to show that
there is such an optimal control. For that purpose, let us show
that the five conditions in Lemma 1 hold true simultaneously.

Lemma 2. The admissible set T is closed.

O UGRIOE
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Model (7) can be written in matrix notation as

%:f(l(t),y(f))’

Given a dynamic control strategy y(-). The total loss can
be measured by JOT Zf\:]l [L,(t) + B;(t)]dt, and the total cost
can be gauged by fOT Yl piyf,i(t) + qiyg)i(t)]dt. As a result,

the performance of a dynamic control strategy y(-) can be
measured by

0<t<T. (10)

Mz

I(y() = JT

+ Piyg,i (t) + qz’V}Z,i (t)] dt.

PZIGEEI0

I
—_

i

(11)

Hence, developing an optimal dynamic control strategy of
disruptive viruses can be modeled as solving the following
optimal control problem.

L; (t) + B (£) + piyy,; () + qvs; (t) | d

(®")
0<t<T,
Proof. Let y(t) = (yp.1 (), o yon(®), Y51 (®), -, ypn(E)" be
a limit point of T,
PP = (3 (0o p X (0 ()
. (13)
)/1(3"1)\,( )) , n=12,...,
a sequence of points in I' such that
p©-ro),
(14)

1/2
m@—y@F&] <5

i [LT X

The completeness of (L*0, T)*N implies p(t) € L*(0,T)*N.
Hence, the claim follows from the observation that

,i) (t) <7

YL < VLi (t) = limy

n—>oo

Ve < v, () = lim ) (1) < 7, (15)

Lemma 3. The admissible set T is convex.
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Proof. Let

YOO =GO OO,

eTl,

Y20 = (OO DO,

eTl,

)"

. (16)
o (6)

and 0 < k < 1. As (L2[0, T])?Y is a real vector space, we get

(1=x)y™ (1) + &y (1)

5
Proof. Substituting y(t) = 7 = (J[»---> L V---»V5) . into
model (7), we get
di(t) _
—— =f(I(¢),y), 0<t<T. 19
-~ =f(1(1).7) (19)

As f(I,y) is continuously differentiable, the claim follows
from the Continuation Theorem for Differential Systems
[47]. O

Lemma 5. £(I,y) is bounded by a linear function in L

Proof. The claim follows from the observation that, for i =
1,2,..., N,

N
(17)
c <L2 [O’T])ZN_ (1-L, —Bi)j; (/D’L,iij +/))B,iij)
N
So, the claim follows from the observation that - ((xl- + yL,i) L < Z BriiL;
j=1 (20)
v < (=) v (6) + ey () <7 N
+ z BijBj - <0‘i + YL) L;
< (1-x)y5) () + xS () < 75 (18) = -
Y_B = YB,z YB,: = V>
l<i<N oL; = yp;B; < oGL; — ypB;.
O
O
) . Lemma 6. F(I,y) is convex on T if 0 > 1.
Lemma 4. There isy € I such that model (7) is solvable.
Proof. The Hessian of F with respect to y,
[ 0°F 0°F 0°F ’F ]
ayf,1 OYL10VLN  9V1,10YE1 OYL,10VB,N
0°’F 0°F 0°F 0°F
OYLNOVL1 a)’%, N OYL,NOVB,1 OYLNOVEN
o*F o*F o*F o*F

0y5,10 VL1 a)’B, 19YLN o Yzzg,l a)’B, 19YBN

’F o’F o°F o°F (21)
L 0YpNOYL1 9YpNOYLN OYBNOYE, a)’JZs,N .
_PIVI?,EZ e 0 o --- 0 ]
0 - pun O
=0 (9 - 1) 6-2 >
0 0 qyg, 0
| 0 0 0 - quhy]




is always positive semidefinite. This implies the convexity of
F. O

Lemma7. F(I,y) > min;{c, di}IIIIIS, where || - | stands for the
0-norm of vectors.

Proof. We have

™M=

F(I’Y) = (L +B +p1yL1+qz)/B1>

I
—

i

Z

22
= min pl’ql Z(Vii-'_yg,i) ( )

1< <
i<N i

= min {poat 1],

1<i<N

O

We are ready to present the main result of this subsection.
Theorem 8. Problem (P*) has an optimal control if 6 > 1.

Proof. Lemmas 2-7 show that the five conditions in Lemma 1
are all met. Hence, the existence of an optimal control follows
from Lemma 1. O

4.2. The Optimality System. As the optimality system for the
optimal control problem (P*) offers a method for numerically
solving the problem, it is critical to determine the optimality
system. For that purpose, consider the corresponding Hamil-
tonian

H(IL(t),y(t),A ()

™=

]
—_

[L; () + B, () + PYL: (O + 4175 0]

1

N
+ Z Api (8)
i=1

(23)
N

: {[1 ~L;(t) - B; (t)] Z [ﬁL,iij (t) + BgijB; (t)]
=

N
[‘X +YL1(t) L (t)} ZABz(t) (X

~ VB, (t) Bi (t)] 5

where A(-) = (Ap;(),...,
adjoint.

AN Ag (). Ap ()T s the

Theorem 9. Suppose y*(-) is an optimal control for problem
(P*) with @ > 1; I7(-) is the solution to the controlled SLBS
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model with y(-) = y* (-). Then, there exists A" (-) with A*(T) =
such that

drj (¢
2;( . —14+Ap; () { o+ v, ()

+§:[,BL11 ; t)+ﬁBlJB] (t)]

j=1

—zﬁL,,[ $(6) = B; (9] A1, (1)

- ai)»E,i (t) >

dAg; (t) . . .
dt = ~1+yg, () Ag, (£) + AL (£)

[ﬁL gL (0) + BB (1)]

||M2

ZBJ,[ ~ L (6) - B} (6)] Ap (1),

(24)

Vz,i (t)

1/(6-1)
AL OL O
0p; '

0g;

1

1/(6-1)
Xy (0 BE () }

= max § min [

Y[ VB[ >

where0 <t <Tand 1<i<N.

Proof. According to the Pontryagin Minimum Principle [26],
there exists A* (¢) such that

dA;(6)  OH(I" (1),y" (1),A" (1)
d oL ’

0<t<T, 1<i<N,
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dAg; () OH(I"(1),y" (1),A" (1))
e 0B; ’

1

0<t<T, 1<i<N.
(25)

Thus, the first 2N equations in the claim follow by direct
calculations. As the terminal cost is unspecified and the final
state is free, the transversality condition A*(T) = 0 holds. By
using the optimality condition

Y (©)

= argmlnH( I (¢),y(t),

. (26)
y(t)el A (t)) ’

we get (a) either

OH (1" (), y" (t), A" (1))
oYL

(27)
* 6_1 * *
= Op; (YL,:' (t)) - AL (L7 (6) =0
ory;;(t) = Yy or v1.:(t) =y and (b) either
OH (I" (1), " (1, A" (1))
e
YB,l (28)
=0q, (v (1) - A5 (B () =0
or Y, (t) = yp or yg;(t) = . So, the last 2N equations in the

claim follow.
By combining the above discussions, we get the optimality
system for problem (P*) with 6 > 1 as follows.

dL (t) [1 B

i (t) = B, (t)]

Mz

> [Bril s (t) + BiiiB; ()] - o

.
Il
—

+ YL (t)] L (1),

dB;(t) _ 3
i oL (t) = yp; (t) B; (t),

dAp; (t)
dt

=1+ Ap; () Yo+ (1)

o 3 [ty ©) + a3, 0]

j=1

7
S Al 0-5,0]1,0
- ‘xi/\B,i (t) >
dAg; (t
%() =-1+ VB,i (t) AB,i (t) + ALJ (t)
z; [ﬁL1]L] (t) + BB ](t)]
=
- 2/3311 [ -L; (1) - (t)] Ay (8),
Yri (t)
1/(6-1)
= max 4 min M
- Op; ,
RS
VB (t)
1/(6-1)
= max § min M
- 0q; ’
RS
(29)

where I(0) = I, M(T) =0,0<t<T,1<i<N.

By applying the forward-backward Euler scheme to the
optimality system, we can obtain the numerical solution to
the optimal control problem (P*), that is, an optimal dynamic
control strategy of disruptive viruses. O

5. Numerical Examples

This section gives some examples of the optimal dynamic
control strategy of disruptive computer viruses. Given a
dynamic control strategy p(t). Define the average control
(AC) function, the average cumulative loss (ACL) function,
the average cumulative cost (ACC) function, and the average
cumulative performance (ACP) function as follows.

AC(t) =

Z [YLz (t + VB, (t)]



ACL(t) = % D Jt [Li(s)+ B, (s)] ds,

0

i=

—

0<t<T,
1 r .
ACC(t) = — [ W
( ) N ; L PiVL (s)
+ 4ivh (S)] ds, 0<t<T,
1 &t
ACP() = ) L L)+ B
0 0
+ Pivri (S) + q;Vp; (s)] ds,
0<t<T

(30)

These functions form an evaluation criterion of dynamic
control strategies of disruptive viruses.

5.1 Scale-Free Network. Scale-free networks are a large class
of networks having widespread applications. For our purpose,
generate a scale-free network G with N = 100 nodes using the
Barabasi-Albert method [48].

Example 10. Consider an optimal control problem (P*) on
the virus-spreading network G, where the parameters and the
initial conditions are set as follows.

(@) T = 200,060 = 2, YL = 0,y = 02, VB = 0.1,and
75 = 0.3.
(b) Brj = 0.005 and Bg;; = 0.001, (i, j) € E(G).
(0)a;=0.1and p;=qg; =1,i € V(G).
(d) L;(0) =0.1and B;(0) =0, 1 <i< N.
For the optimal dynamic control strategy to the optimal
control problem and some static control strategies, the AC

functions, the ACL functions, the ACC functions, and the
ACP function are shown in Figure 2.

5.2. Small-World Network. Small-world networks are another
large class of networks having widespread applications. For
our purpose, generate a small-world network G with N = 100
nodes using the Watts-Strogatz method [49].

Example 11. Consider an optimal control problem (P*) on
the virus-spreading network G, where the parameters and the
initial conditions are set as follows.

(@) T =200,0=2,y, =0y, =02, y5 = 01,andyp =
0.3.

(b) Br;j = 0.005 and PBg;; = 0.001, (i, j) € E(G).

(0)a;=0.1and p;=q; =1,i € V(G).

(d) L;(0) =0.1and B;(0) =0, 1<i<N.
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For the optimal dynamic control strategy to the optimal
control problem and some static control strategies, the AC
functions, the ACL functions, the ACC functions, and the
ACP function are shown in Figure 3.

5.3. Realistic Network. Consider a network G with N = 300
nodes cut out from the database of Stanford University [50].

Example 12. Consider an optimal control problem (P*) on
the virus-spreading network G, where the parameters and the
initial conditions are set as follows.

() T=200,0=2,y, =0,y =0.2, y5 =0.1,and y5 =
0.3. o -

(b) ﬁL)ij = 0.005 and /)’B,,-]- =0.001, (4, j) € E(G).
()a;=0.1and p; =g, =1,i € V(G).

(d) L;(0) =0.1 and B;(0) =0, 1 <i< N.

For the optimal dynamic control strategy to the optimal
control problem and some static control strategies, the AC
functions, the ACL functions, the ACC functions, and the
ACP function are shown in Figure 4.

6. Performance Evaluation

The previous discussions manifest that if the parameters in
the optimal control problem (P*) are all available, then an
optimal dynamic control strategy can be obtained by numer-
ically solving the optimality system. In realistic scenarios,
however, some of these parameters might be unavailable. In
such situations, it is necessary to estimate the performance of
an actual dynamical control strategy in comparison with that
of the optimal dynamical control strategy. Now let us present
such an estimation.

Theorem 13. Consider the optimal control problem (P*). Let
y* () be the optimal dynamic control strategy, y(-) an arbitrary
dynamic control strategy. Then,

(re)-1(r0)

202
< 2Na el —1-¢T - el
G 2
(31)
N T 6 %0
+ Z pi L YL (t) - YL (t)l dt
i-1

T

() = i (0) .
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FIGURE 2: (a) The AC functions, (b) the ACL functions, (c) the ACC functions, and (d) the ACP functions for the optimal dynamic control

strategies in Example 10.

where

¢, = max {2 max

N
1<i<N Z |ﬁ1"ij|
j=1

N
+ 2 max Z| | +YL — V> VB
hax - Bsij YL~ ViV
j=1
_‘)}_B N
N
= 2max Z| | +a+y;
@ 1sisN [ = ﬁL"J VL

N
+ max 4 2 max Z| | Vg
IsisN | & ﬂB”] VB

Proof. Let | - || denote the co-norm. Let I"(:) = IO
B* ()T denote the solution to the SLBS model with control
y*() and I() = (L()",B()T)" the solution to the SLBS

model with control y(-). As

L(t)=L; + Lt diag (1 - B, (s) - L; (5))

-AL(s)ds
t

+ J diag(l - B;(s) - L; (5))
0

(32) -AgB(s)ds

- Jt diag (oc,- + VL (S)) L(s)ds,

0
L" (t) = L,
+ Lt diag (1 -B!(s)-L: (S)>

-A;L" (s)ds
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FIGURE 3: (a) The AC functions, (b) the ACL functions, (c) the ACC functions, and (d) the ACP functions for the optimal dynamic control

strategies in Example 11.

+ Lt diag (1 -B!(s)-L: (S))
.ABB* (s)ds

t
_ J diag (oci v (s)) L* (s)ds,
0

we get
t
Li#t)-L"(t) = Jo diag (1 - B; (s) - L; (s))
“A;[L(s)—L"(s)]ds
+ Jt diag (1 - B; (s) - L; (s))
0
-Ag[B(s) - B (s)]ds
_ Jt diag (L; (s) = L7 (s) + B, (s) - B ())
0

-A; L™ (s)ds

(33)

So,

- Jt diag (L; (s) = L} (s) + B; (s) — B (s))
0
¢
AgB (9)ds — | diag (o + 71, ()

-[L(s)—L" (s)] ds - L diag (yL)i (s) - yzi (s))

-L* (s)ds.
(34)

L@ -1 @] <l [, Idiog (1- B )~ L, o))
L) - L7 @) ds + Al

t
[ Mg (1,9 - 1, 9)

B () =B ()] ds + A
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FIGURE 4: (a) The AC functions, (b) the ACL functions, (c) the ACC functions, and (d) the ACP functions for the optimal dynamic control
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' L Idiag (L, (s) ~ L (s) + B, (s) — B (5))| [ L@ -1 @l ds+ fa

s

t

L @l ds + A ANLICE NOIPS

t (35)
| Ieing (249~ 15 9+ B, 9 - B )] A

0 S

t

8 s [ g o, 0)] O] oo
L (s) = L" (s)]| ds - L diag (v, (5)) B (s) ds, -

¢
t . . . .
N L ”diag (YL,i &) -7, (s))" L (9)] ds B (t) =B + L diag (o;) L" (s) ds

t
< (20Ad + 2| Ag] + 7 - 3) ¢+ (A + 3+ 70) - | diag (3, ) B 9 s,
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we get
B(t)-B" (t)
= Jt diag («;) [L (s)-L" (s)] ds
0
t (37)
- L diag (ys, (5)) [B (5) - B (5)] ds
_ J diag (s (5) ~ s (5)) B" (s)ds.
0
Thus,
IB®-B" 0]
< L |diag (a)] - L (5) - L* ()] ds
o [ iag (s D] - B 9 - B 9] s
(38)

+ L |diag (ys; () = v3, )] - B ()] ds

< (%—y_B)HaJ IL(s) - L* (s)| ds

0
+y_BJ0t IB (s) - B* ()| ds.
As [l1(t) =T (1)l = max{|IL(t) - L* (1)Il, IB(£) - B* (t)II}, we get
61 @] < maxfa a2
+ 70 ¥ - pof t+ ([As] +

+ ﬁ) Lt ”L(s) - (s)” ds

s max [ Aa] 73] >
t
. J “B (s)-B" (s)" ds < ¢t
0
t
+6 J “I (s)-TI" (s)” ds.
0
Applying the Gronwall inequality [47], we get
”I (-1 (t)“ <qt+qo Jt se2ds
° (40)

:%(eozt—l—gt).
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Hence, we deduce that

UACAOIEACNO)

N T
< Zl L IL; ()= L; (t)]dt
T
+ Z L |B; (t) - B (t)| dt
T 0 0
+ Z b; L |YL,i (t) - Vz,i (t)| dt
N T
+Y g J e (&) = vag ()| dt
i=1 0

T
<2N L L@ -1 ()] dt

(41)
N T
DN AN ACEEHCIL
i=1
N T
+ 2.4 J 0F (1) - 6;* ()] at
i=1 0
< %(e%T—l—QT_ﬂ)
) 2
N T
DN AN ACEEHCIL
i=1
N T
+ 2.4 JO ¥ (O = v3f (0] .
i=1
0

Although this estimation is rough, it takes the first
step towards the accurate performance evaluation of actual
dynamic control strategies of disruptive computer viruses.

7. Conclusions and Remarks

This paper has studied the problem of containing disruptive
computer viruses in a cost-effective way. The problem has
been modeled as an optimal control problem. A criterion
for the existence of an optimal control has been given, and
the optimality system has been derived. Some examples of
the optimal dynamic control strategy have been presented.
Finally, the performance of an actual control strategy of
disruptive viruses has been estimated.

Towards this direction, there are a number of problems
that are worth studying. First, the bandwidth resources
consumed in the virus control process should be measured
and incorporated in the cost. Second, the optimal dynamic
control problem should be investigated under sophisticated
epidemic models such as the impulsive epidemic models
[51, 52], the stochastic epidemic models [53-55], and the
epidemic models on time-varying networks [56-58]. Last,
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it is rewarding to apply the methodology developed in this
paper to the optimal dynamic control of rumor spreading
[59-61].
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This paper studies the nonnegativity and local and global stability properties of the solutions of a newly proposed SEIADR model
which incorporates asymptomatic and dead-infective subpopulations into the standard SEIR model and, in parallel, it incorporates
feedback vaccination plus a constant term on the susceptible and feedback antiviral treatment controls on the symptomatic
infectious subpopulation. A third control action of impulsive type (or “culling”) consists of the periodic retirement of all or a
fraction of the lying corpses which can become infective in certain diseases, for instance, the Ebola infection. The three controls
are allowed to be eventually time varying and contain a total of four design control gains. The local stability analysis around both
the disease-free and endemic equilibrium points is performed by the investigation of the eigenvalues of the corresponding Jacobian
matrices. The global stability is formally discussed by using tools of qualitative theory of differential equations by using Gauss-
Stokes and Bendixson theorems so that neither Lyapunov equation candidates nor the explicit solutions are used. It is proved that
stability holds as a parallel property to positivity and that disease-free and the endemic equilibrium states cannot be simultaneously
either stable or unstable. The periodic limit solution trajectories and equilibrium points are analyzed in a combined fashion in the
sense that the endemic periodic solutions become, in particular, equilibrium points if the control gains converge to constant values

and the control gain for culling the infective corpses is asymptotically zeroed.

1. Introduction

Relevant attention is being paid in the last two decades to the
study of mathematical epidemic models which are modelled
by integro-differential equations and/or difference equations.
Those models describe the evolution of the various subpop-
ulations considered as the disease under study progresses.
Typically, the models have three essential subpopulations
(namely, susceptible, infected, and recovered by immunity)
whose dynamics are mutually coupled. There are different
degrees of complexity in the statement of the models. The
simplest ones have only “susceptible” (S) and “infected” (I)
subpopulations and are referred to as SI-models. A second
degree of complexity adds a third one said to be the “recov-
ered by immunity” subpopulation and those models are said
to be SIR-models. A further complexity degree splits the

infected into two subpopulations (or compartments), namely,
the so-called “infected” or “exposed” (E) subpopulation
(those having the disease but do not present yet external
symptoms) and the “infectious” or “infective” subpopulation
(those having external symptoms). The generic acronym used
for this last category of models is SEIR, being referred to
as SEIR epidemic models. General description of epidemic
models and some mathematical analysis on them is given
in some classical books. See, for instance, [1-3] and for
more recent models, see, for instance, [4-11] and references
therein. The positivity of the solution is investigated in a
number of works. See, for instance, [6-9, 12] and some
references therein. The use of nonlinear incidence rates in
the models is also investigated in a number of papers. See,
for instance, [13-15]. The presence of perturbations is also
investigated in many models. See, for instance, [9, 15-17]
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to give some of them. Also, certain robustness studies of
stability and positivity under deviations of the equilibrium
points due to Wiener noise are performed in [9]. The stability
properties and the convergence of the solutions to equilib-
rium states are a major analysis tool in most of the works.
In particular, the asymptotic solution behaviors including
associated diffusion effects have been provided in [18, 19]
and some references therein. The use of vaccination rules to
improve the infection behavior has been also proposed in the
literature. See, for instance, [6-8, 11, 20-23] and references
therein. In particular, two control actions are proposed in
[20], namely, a vaccination action of the susceptible and a
therapeutic treatment of the infectious subpopulation with
constant and nonconstant controls and impulsive controls are
proposed in [22, 23]. The stability and optimal control under
a subpopulation of infective in treatment with vaccination
is investigated in [24] and a model with delay, latent period
and saturation incidence rate and impulsive vaccination is
proposed and discussed in [25].

On the other hand, it turns out as known due to medical
experience that there are individuals who are infective but
do not have significant external symptoms, that is, the so-
called the “asymptomatic” (A) subpopulation, [26]. This
occurs even in the common known influenza disease. If
such an asymptomatic subpopulation is considered in the
model, then it turns out that the exposed subpopulation
have different transitions to the symptomatic infectious
subpopulation and to the asymptomatic ones so that a part of
the exposed become subpopulation asymptomatic infectious
after a certain time while others become symptomatic infec-
tious. Finally, it is well known that in the case of Ebola disease,
the lying dead corpses are infective [27, 28] which causes
serious sanitary problems in third world tropical countries
with low or scarce sanitary means when an Ebola disease
spreads thoroughly specially when it is transmitted from rural
areas to high populated urban ones. The dead corpses can be
considered in the model as a new subpopulation “D.”

The paper is organized as follows. Section 2 defines the
SEIADR model with the six subpopulations (S, E, I, A, D, R)
under controls in terms of vaccination control on the suscep-
tible and antiviral treatment on the symptomatic infectious
subpopulation. The vaccination control possesses feedback-
independent (which can be constant, in particular) and
feedback linear terms while the antiviral treatment control
is implemented via proportional gain acting on the symp-
tomatic infectious population. There is also a third control
which consists of an impulsive control action of retirement
of corpses to reduce the risks of dead-contagion to the living
uninfected population. The three mentioned controls have
feedback information taken on line from their respective
subpopulations. The nonconstant control terms are based
on feedback information of the respective subpopulations.
Section 2 also discusses later on some nonnegativity and
stability properties of the model, under the various controls,
in a linked way in the sense that the nonnegativity of the
subpopulations, under nonzero initial conditions, and the
boundedness of the total population both together guarantee
the boundedness of all the subpopulations for all time as
a result. Section 3 deals with the disease-free and endemic
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equilibrium points and the periodic limit solutions of the
controlled epidemic model as well as the associated local
stability properties. The dependence of the resulting disease-
free and endemic equilibrium states is seen to be dependent
on the limiting vaccination control gains. On the other hand,
the global stability is also investigated by using qualitative
theory of stability of differential equations by using Gauss-
Stokes and Bendixson theorems while neither Lyapunov
functions nor the explicit solutions of the differential model
are invoked at this stage. Finally, some numerical examples
are given in Section 4 with attention to oscillatory behaviors
under periodic culling action of dead infectious corpses and
some conclusions end the paper.

1.1. Notation

R,={reR:r>0s5Ry, ={reR:r>0},
C is the complex plane,
V and A stand, respectively, for logic “or” and “and,”

C? and PC" are, respectively, the sets of continuous
and piecewise-continuous functions of domain I and
image X. The functions f : I — X in those sets
are denoted, respectively, by f € C°(I,X) and f €
PC’(1, X),

card(A) denotes the cardinal of the set A,

card(A) = N, indicates that the cardinal of a denu-
merable set A is infinite as opposed to card(A) = oo,
denoting the infinity cardinal of a nondenumerable
set A,

I, is nth identity matrix,
8(t) denotes the Dirac distribution at t = 0,

m=1{1,2,...,m}

2. The SEIADR Epidemic Model: Some
Results on Nonnegativity, Stability, and
Equilibrium Solution Trajectories

The proposed SEIADR model is an extended SEIR model with
the following characteristics and novelties:

(a) Apart from the classical subpopulations of “suscepti-
ble” (S), “exposed” who are infected but not yet infec-
tive (E), “symptomatic infectious” (I), and “recov-
ered” (R) subpopulation, it has two extra additional
subpopulations, namely, “asymptomatic infectious”
(A) and “dead-infective” (D). The so-called asymp-
tomatic are a group of infective individuals (which
are modelled as a distinct group of the I-infective
subpopulation), characterized by small or null level
of infection, with acquired immunity, but who can
transmit the infective disease to others. The so-called
dead-infective subpopulation are dead individuals
(spread corpses in the distribution disease habitat)
which transmit the illness because of lack of good
sanitary performance or practice in certain infective
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illnesses (e.g., the Ebola disease) as it is a common
situation in some third world countries with scarce
technical and economic means.

(b) It incorporates three combined control actions which
can be of a feedback nature as follows: (1) the
standard vaccination control V' of the susceptible
which consists of two terms, one of them being a
nonfeedback gain and another feedback term with
a gain being proportional to the susceptible, (2)
the antiviral treatment & of the infective subpopu-
lation with a proportional gain on the symptomatic
infectious subpopulation, and (3) the dead-infective
culling which has a feedback impulsive nature mod-
ulated by a control gain in the sense that it is not
applied at all time but at certain periods where either
voluntary or civil-servant staff can become involved
on this duty. The three controls contain together
four, eventually time varying, design control gains
which is a novel contribution of the paper related
to the background literature while another novelty is
the global stability analysis outlined from qualitative
theory of differential equations.

It has been pointed out that the coexistence of an asymp-
tomatic infectious subpopulation, often known in some well-
known diseases as influenza, and a dead-infective subpop-
ulation (e.g., in the case of the Ebola) can occur. See, for
instance, a related UK medical report [29] and see also
[27]. Recent work on the incorporation of infective corpses
and asymptomatic infectious type as new subpopulation is
discussed, for instance, in [26, 28]. The epidemic SEIADR
model with vaccination and antiviral treatment together with
infective corpses culling is as follows:

St =by — (by+ BI () + BoA () + BpD (1)) S (1)
+nR(t) -V (1),

E(t)=-(b,+y)E(®)

+(BL®) + BaA (1) + BpD (1)) S (1), @
1) =~ (by+a+1) () +ypE®) -§(1), 3)
At)y=-(by+1)AM)+y(1-p)E(t), (4)
D(t)=-uD () +b,(I () + A1) +al (t)
—pp®DE) Y S(t-t), ()
t,elmpD
R(#) =~ +n) RO + 7 (I () + A1) + £ (t) ©
+V(t),
V() =V (t) + Ky () S(1), 7)
§() =K () 1(1); (8)
Vte Ry, (9)

with initial conditions satistying min(S(0), E(0), 1(0), A(0),
D(0), R(0)) > 0, where ImpD = {t € Ry, : D(t) # D(t")} =
Uter,, ImpD(t) is the total set of impulsive (“culling”) time
instants for removal of infective corpses (note that the
notation for f(t*) is simplified to f(t)). The vaccination
V(t) and (7) consist of feedback-independent term, which
can be constant, plus a linear feedback term injected on
the susceptible subpopulation while the antiviral action is a
linear feedback control applied to the symptomatic infectious
subpopulation. Besides,

ImpD (t7) = {o € ImpD : 0 < t},
ImpD (t) = {o € ImpD : 0 <t} = ImpD(t")
if t ¢ ImpD, (10)
ImpD (t) = {o € ImpD : 0 <t} = ImpD (¢") U {t}
it t € ImpD

and the (nonnegative) parameters and controls are the fol-
lowing:

b, is the recruitment rate.
b, is the natural average death rate.

B, BaPp are the various disease transmission
coefficients to the susceptible from the respective
symptomatic infectious, asymptomatic, and infective
corpses subpopulations.

1 is a parameter such that 1/# is the average duration
of the immunity period reflecting a transition from
the recovered to the susceptible.

y is the transition rate from the exposed to all
(i.e., both symptomatic and asymptomatic) infectious
subpopulation.

« is the average extra mortality associated with the
symptomatic infectious subpopulation.

7, is the natural immune response rate for the whole
infectious subpopulation (i.e., A + I), respectively;
p is the fraction of the exposed which become
symptomatic infectious subpopulation.

1 — p is the fraction of the exposed which becomes
asymptomatic infectious subpopulation.

1/uis the average period of infectiousness after death.

V(t) and &(t) are, respectively, the vaccination and
antiviral treatment controls and pp(t;)D(t;) is the
impulsive action of removal of corpses (or “culling”)
for all t; € ImpD with some piecewise continuous
pp(t) € [0,1]. The controls can be of different types
including constant and feedback actions. It turns out
that a well-posed epidemic model has to be positive
and with bounded solutions to be useful for potential
applications. The subsequent results are, respectively,
related to the nonnegativity under nonnegative initial
conditions and some smoothness conditions on the
controls and boundedness of the solutions of the



model. Note that the positivity of the trajectory
solutions as well as that of the equilibrium solutions
is a crucial “a priori” basic requirement for model
validation in many different biological problems. See,
for instance, [6-9, 12, 18, 30-32].

Theorem 1. The solutions of the SEIADR model (1) to (8)
are uniquely defined and if min(S(0), E(0),(0), A(0), R(0),
D(0)) = 0, Vy(t) € [0,b, +nR(1)], pp» Vi Ky, Kg € PC°(Ry,,
R,,) and pp : Ry, — [0, 1], then such solutions are, further-

more, nonnegative for any given nonnegative initial conditions
defined by:

S(t) = et [y (Ky(@)+B1(0)+ 4 Al0)+BpD(0)do) < $(0)

Lo
N L eli Ky O+BLOBAAOEDONO (1, | 1p (5) (1)

-V, (0))da>; vt € Ry,

E(t) = e &M (E ) + Jt e (B (o) + BoA (0)
0

(12)
+BoD(@)S(@)do )i Vi € Ry,
L(t) = e (rrormts Js Ke(0)do) ( 1(0)
, (13)
+ pr el Grretr Ke@NdO p () da); Vt €R,,,
0
A(t) = e &) <A 0)+y(1-p)
, (14)
: J eBE () da> ; Vit eRy,,
0
R(t) = e &™) (R ) + r e (1, (I (0) + A(0))
0
(15)
+ K (0)1(0) + V, (0) + Ky (0) S (0)) d0> ;
vVt € Ry,
D= (D) + [ ¢ [0y ra) 1 @)
L
+b,A(0)] da> ; (16)
Vt € [t;,t,1), Vt; € ImpD
with
D) =< (D)
(17)

N Jtm eﬂ(”_t") [(bz + OC) I(o)+ bzA (U)] dO')
t

i
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while
ti+1
D(t) =D() = | oo @D(@)8(0 1) do

i+l

=(1-pp(ti1)) D(t) = (1= pp (tis1))

& (D(t)

(18)

ti+l
+ J e [(by + &) I (0) + byA (0)] da),
t;
where T; = t;,, — t; Vt; € ImpD. Furthermore, S,E,I, A,R €
C°(Ry,,Ry,) are everywhere differentiable in Ry, and D €
PC°(R,,, Ry,) and it is time-differentiable in Ut etmpp (i tis1)-

Proof. The replacements of (7) into (1) and (8) into (3) yield
St)=b

— (by + Ky (t) + BI(t) + B2 A (1) + BpD (1) S(t)  (19)
+#%R ) - Vo @,

) =-(by+a+1+ K (1)) I(t) +ypE(t); (20)
vVt € Ry,. (21)

The solutions of (19), (2), (20), and (4)-(6) follow via direct
calculus and are unique and nonnegative resulting in (11)-
(18) for any given set of nonnegative initial conditions. Also,
S,E,I,A,R € C°(R,,,Ry,) since their first respective time
derivatives exist everywhere in R, from (1)-(4) and (6).
Furthermore, note from (5) and the fact that its impulsive
(“culling”) control p, : Ry, — [0,1] yields a unique
piecewise solution D € PC°(R,,,R,,) for each given
D(0). O

The boundedness of all the subpopulations for all time
and the asymptotic infection removal under a feedback, in
general, time-varying linear antiviral control law, is addressed
by the subsequent result.

Theorem 2. The following properties hold under the assump-
tions of Theorem 1I:

(i) lim sup, _,,I(t) < by/a, sup,eg I(t) < +00, sup,cg
N(t) < N(0) + b, /b, < +00; Vt € Ry, where N(t) =
S(t) + E(t) + I(t) + A(t) + R(t); Vt € Ry, is the total
alive population, and

max(supS(t) ,supE (t), supI(t), supA(t),

teR,, teR,, teR,, teR,,
supD(t), supR (t)) < supN (t) (22)
teR,, teR,, teR,,

< max(supN(t), supD(t)) < +00,

teRy, teRy,
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(ii) for any t € R, assume that K¢(t) = 0if I(t) = 0, and
the antiviral control gain is chosen to be

Ke (t) = §0) _ L[(oc+TO)E(t)+ocA(t)

I(t) I(t) (23)
+(BaA (1) + BpD () S®)] + BS (1) if I(t) #0.

Then, Ke(t) = O(I(t)), implying also that sup,g
K¢ (t) < +00, and the following limits exist:

lim (E(8) +1(5)+ A(®) + D(®) =0,

_ b (24)
lim (S(t) + R(¢)) = im N (¢) = im N (t) = =2,
t—00 t—00 t—00 b2

where N(t) = N(t) + D(t); Vt € R, is the total
population including infective corpses.

(i) If, furthermore, V(t) satisfies the most stringent con-
straint limsup,_,  (Vo(t) — b, — yR(t) + &,) <
0 for any fixed e,(< b — yR(t)) € R,, then
min(liminf, ,_ S(¢),liminf, ,_ R(t)) > 0.

t—00 t—00

Proof. Assume that limsup, , I(t) > b;/a and proceed by
contradiction. By summing up (1) to (4) and adding (6), one
gets N(t) = —b,N(t) + by — al(t); Vt € Ry, which concludes
that

lim sup (Jt e b= (al (o) —b)do+ N (t)> =0. (25
0

t—o00

Since limsup, , I(t) > bj/aand N € C°(R,,,R,,), which
is derived from the result of Theorem 1, it follows a contra-
diction to (25) since lim supt_m(J’Ot e 2 (al(0) - b))do +
N(t)) > 0. Therefore, lim sup,_,  I(t) < b;/a < +00. Also, the
boundedness of N(¢) follows directly since I(t) > 0; Vt € R,
from the standard comparison theorem for N(t) < N,(t) =
—b,N,(t)+b, leading to N(t) < e_bth(O) +(1 —e_lht)(bl/bz) <
N(0)+b, /b, < +00; Vt € R, provided that N;(0) = N(0) and
lim sup,_, . N(t) = b, /b,. From Theorem 1, all the subpopula-
tions are nonnegative for all time for any given nonnegative
initial conditions. Since the model is nonnegative for all
time then all the living subpopulations are bounded for all
time since N(t) < +o0o. From (17)-(18) the lying corpses
subpopulation is nonnegative and bounded for all time
since both the symptomatic and asymptomatic infectious
subpopulations are bounded for all time. As a result, the total
population is also bounded for all time as they are all the
subpopulations. Property (i) is proved. To prove Property
(ii), one gets from (2), (3), and (4) under the given antiviral
treatment control law that

EW+I)+A®)
=—b(EM)+1(t)+A(t)
+(BI(t) + BaA () + BpD (1)) S ()
—(a+1,) I (1) - E(t) —T,A(t)

5
=—(b+1y+a)(E)+I1)+A(®))
+(BL(®) + BaA (1) + BpD (1) S (1)
+(a+79) E(t) + aA(t) - Ke () I (1)
=—(b+1+a)(E@)+1(1)+A(1);
Vt € R,,
(26)

so that it exists the limit lim, , (E(t) + I(t) + A(t)) =
e &+t N(E(0) + 1(0) + A(0)) = 0. Thus, lim, , E(t) =
lim, , I(t) = lim, ,  A(t) = 0 since the three sub-
populations are nonnegative for all time under any given
nonnegative initial conditions. This also implies as a result
that lim,_,(S(t) + R(¢)) = lim,  N(t) = lim,  N(t) =
b, /b, since from (16)-(18), lim,_,.,D(t) = 0. It remains to
prove that K¢(t) = O(I(t)) = O(max(I(t), S(t)) < +00). First,
note that I(t) is uniformly bounded since it is nonnegative
and the total population is uniformly bounded. Thus, to
prove that Kg(t) = O(I(t)) = O(I(£),S(¢)), it suffices to
prove, in view of (23), that I < max(o(E), 0(A), o(D)). Since
lim,_,  (E(t)+I(t)+ A(t)) = 0, then lim,_, . (E(t) + A(t)) = 0.
On the other hand, note from (13) that I(f) — Oast — ¢, for
any t, € Ry, implies fotl ¢ (Orar )=o)+ [ K@) B0y gy —
0 and E(t;) — 0. If, in addition I(0) > O then t;, — oo.
On the other hand, from (12) if E(t) — 0 ast — ©o, then
I(t), A(t), D(t) — 0ast — oo. Thus, E(t)/I(t) and A(t)/I(t)
cannot diverge as t — oo if E(t) — 0 ast — oo. Thus,
if I(t) — 0 then E(t), A(t), D(t) — 0 and if E(tf) — 0 or
A(t) — 0 (see also (14)), then I(t) — 0. Then, K(t) =
O(I(t)) = O(I(t), S(t)). Property (ii) has been proved. On the
other hand, if liminf, , (b, — &, + yR(t) — V,(t)) = 0 then
liminf, ,  S(t) > 0 from (11) which leads to lim inf,_,  R(¢) >
0 from (15). Hence, Property (iii) is proved. O

Remark 3. Note that the condition lim inf,_, . (b, —&,+nR(t)—
Vo (t)) = 0 for &, = 0 of Theorem 2(iii) is guaranteed if V;,(t) €
[0,b)); Vt € Ry,.

3. Disease-Free and Endemic Equilibrium
Points, Limit Periodic Equilibrium
Trajectories, and Local and Global Stability

Define the linearized error of the trajectory solution with
respect to any equilibrium x* by

X(@t)=x(t)-x"(t); VteRy, \ImpD, (27)

where x(t) is the linearized state-trajectory solution in
Rg+whose six components are defined by S(t), E(t), I(t),
A(t), D(t), and R(t) in this order. In particular, x};(t) =
xi = (850,0,0,0,R})" for any t € Ry, is the disease-
free equilibrium solution, which is an equilibrium point, and
x:nd(t) = (S:nd(t)’ E:nd(t)’le*nd(t)’Aan(t)’D:nd(t)’ R:nd(t))T
for any t € [0,Tp] is an equilibrium periodic trajectory of
period T, if pp(t) — pp € (0,1) and (t;,; — t;) — TSH(> 0)
as t;(e ImpD) — oo.If p; = 0 or cardImpD < y,



(i.e., the cardinal of impulsive time instants is numerable
finite), then x, ,(t) = x_ 45 Vt € Ry, (ie, the limit
periodic endemic solution is just an endemic equilibrium
point). The following result holds and is concerned with the
eventually periodic asymptotic behavior of the dead-infective
lying corpses subpopulation under constant limiting values
of the culling removal fraction and culling period. It is also
obtained the intuitively obvious result that if all the lying
infective corpses are removed by the culling control then
the dead corpses infective subpopulation is asymptotically
zeroed at the culling time instants.

Theorem 4. The following properties hold:
(i) Assume that (t;,, — t;) — TSH(> 0), Vi(t) = V; Vt €
Ry, and pp(t;) — ppe [0,1]) as t;(€ ImpD) — co.
Then, a periodic limit solution of period Tr, of the form
lim D (T} +6) =D (T, +6)

byt o) I 4 byA
_7[(2+“) uv+2 av] (28)
(1-pp) (1)
(-0 p)e™)

exists for the dead-infective corpses subpopulation,
where the subscript “av” stands for a mean value of the
corresponding subpopulation on the period [0, T)) with
existing right and left limits

D (Tp +6) = lim D (nTp, +6) = Jim D(t;+6);

0 *
-1+ |; VOe[0,T)]

Vo € [0.T5),
(29)

D* (T )=D(07) = lim lim D (nT}, + 6)

6—(~ n—00

= lim lim D(¢; - 6)

0—0" t;—00

possessing eventual discontinuities D*(T)) # D*(T}")

which satisfy
D" (Tp) = (1 - pp) D" (T, )
D* T*—
_ o HTp
- e (by+a) I’ + b,A" ].

W= (1= pp)er) |

(i) If T}, = +00, or if ImpD has a finite cardinal, then

D* () = i [(by+ Q) ', + b,A

(IV]

1 (3)
D" (Tp) =

]

Dby ) I+ by A
I

If, furthermore pp, = 1, then D*(Tp) = 0.
For the disease-free equilibrium, Dy;(Tp,) = Dy
(T}) = 0 irrespective of Ty, and p},.
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If, furthermore pr, = 0, then the endemic equilibrium
periodic solution is an endemic equilibrium point
D:nd = ((bZ + (X)I:nd + bZA:nd)/["'

(iii) The limit periodic solution D*(T[, + 6) for 6 € [0, T})
induces limit periodic oscillations of the susceptible and
immune which obey the relationships:

§°(0)

b, -V, +nR" (6)
+ BI* (0) + BoA* () + BpD* (6)”  (32)

T b 1K (0)

N ()

R (9)= m,

where
Nz (0) = (b, + BI" () + BoA" (6) + BpD" (0))
((r+ K (0)) I" (6) + 1,A" (6) + V; (6))

+ Ky 0) (o + K; (0)) I" (6) + 70A™ () + by) »

Dy (0) = (b, +7) (33)
(b, + BI" (0) + BoA™ (6) + BpD" (0))
+b,Ky, (0);
Vo € [0, T}

provided that Vy(nTp, + 6) — V;(0), Ky (nT}, +0) —
Ky(0), and Kg(nTp, + 0) — Kg (0) for any 0 € [0,Tp)]
asn(e Z,) — oo. If p/, = 0, V;(0) = V;, K,(0) =
Ky, and K¢(0) = Kg; VO € [0,Tp] then the endemic
equilibrium solution is an endemic equilibrium point.

Proof. Note from (18) that if (¢;,; — t;) — Tp and pp(t;) —
pp € 0,1] as t;(e ImpD) — oo then the right limits D(T}, +
0) = lim,_,,D(nTp, + 0) = lim, _, D(t; + 0) exist for 6 €
[0, Tp) as well as the left limits

D(Ty,) = limg_¢-lim,_,, D(nTp, + 6) = limg_¢-lim, _,
D(t; — 0) with eventual discontinuities D(Tj,) # D(T},). So,
we have in the steady state

D(ti,) = D(t;) = D(Tp) =

= (1-pp)e*™D(Ty,

T
. (J P e_.’"(TD 0)
0

so that, from the mean value theorem since the limit the
periodic oscillation is bounded, there is a mean value of
the symptomatic and asymptomatic infectious subpopulation
such that

[1- (1= pp) ™| D" (15) = (1- i)

1-e#D

(1= pp) D (t;,1)
)+(1_P1*)) (34)

(b, +a)I" (0) + b,A" (0)] da)

(35)
[(bZ + (X) Ia*v + bZA:V] ’
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D* (T3, +6) = e *°D° (T5) + [(by + &) I, + b,A",]

a

6 o e—y@
. (JO e_”( _0)d0'> = 7 [(bZ + (X) I:V + bZA:v]

. [(1 ) +e”6]
(1-(1=pp)e)

(36)

>

V0 € [0,Tp].
If p; = 0, one gets from (36) that

ti(Eln!lller)l)—)ooD (t;+0) = [(b, + ) I, + AL ]

t+Th _—
- lim J e HIpt0-9) g
t;(eImpD)—00 t

i

(37)
b I’ +bA"
=D*(TE+6)=(2+(X) av+ 2 av;
U

v € [0,T5)

so that D(t) — 0ast — oo if the disease-free equilibrium
point is globally asymptotically attractive and D(t) — D ; =
(b, + I 4 + bAL 4)/u if the endemic equilibrium state,
which is an equilibrium point, is globally asymptotically
attractive. The proofs of Properties (i)-(ii) are complete. To
prove Property (iii), the inspection of (1) and (6) at any
equilibrium yields that S and R have periodic oscillation if D
is periodic. So, we can get from (1) and (6) that if V() =
Vi (0), Ky(0) = Ky (60), and K¢(0) = Kg‘ (0), for any 0 €
[0, T, the relations

§*(0)

_ b, - Vy (6) + nR" (6)
b, + K, (6) + BI" (0) + BoA” (6) + BpD" (6)

>

(To + K; (9)) I"(0) + 1,A" (0) + Vyy (0)

o= b +n
Ky (6)
Yo @ (38)
(10 + K7 (0)) I" (B) + 1,A™ (6) + V; (6)
- by+n
K (0)
" b +1

' b, - V7 () + nR* (0)
b, + K, (0) + BI* (0) + B,A* (6) + BpD* (6)

lead to

<1
B Ky (0)n )
(by +1) (by + K5, (6) + BI* (6) + B4A* (6) + BpD* (9))

(39)
“R*(0) = bii-n [(To + KE* (6)) I"(0) + TA" (0) + V; (0)
2

. K5 6) (b~ V5 (©) ]
(6, + K, 0) + BI 6) + BAA" (6) + BoD" (©))

which may be simplified as R*(8) = Ny(0)/Dx(0); VO €
[0, T}5). Thus, Property (iii) follows. O

On the other hand, the linearized error of the trajectory
solution with respect to an equilibrium trajectory is defined

by
X(t) =A%),

E(ti) = (Is

-M")x(t;); (40)
Vt € [t;,t;,1), Vt; € ImpD,

where %(07) = X, and M* are R® x R® matrix taking account
of the impulses, where (M*)55 = pp, as pp(t) = ppast — 0o
and its remaining entries being zero. The following result,
concerning the disease-free and endemic equilibrium points,
holds if the control gains converge to constant values and

pp = 0.
Theorem 5. Assume that Vy(t) — Vi, Ky (t) — Ky, Ke(t) —
K and pp(t;) — pp = 0, and (ti,, —t;) — Tp as tt(€
ImpD) — oo. Then, the following properties hold:

(i) There is a unique disease-free equilibrium point satis-

fying
* . * * * * * * T
Xgp = limox (6) = (S Ejpo Iy Asyps Digs R )

t—00

(41)
* « \T
= (83-0,0,0,0, R}
with
S = b, (b = V) + by _ b +’7N;f —V
af b, (b, +n+K;) b+n+K;
* b2V0 + K\);bl _ K;N;f + VO (42)

G b (b+n+K)  b+n+ Ky

: KySir + Vo “ N _§*
STher NS

leading to an associated limit total population

Al ® ® * b
Ny = Njs =S+ Ry = é (43)
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under a vaccination disease-free limiting control Vd*f = (ii) There exists some large enough threshold f.,,, such that
Vo + Ky S5 and a zero antiviral treatment control. if B> Beena then there is a unique endemic equilibrium

point with all its components being positive such that

y(bz+y)(b2+ro)(b2+oc+10+1<€*)
>
ﬂ()’P (b, +79) (u+ Bp, (b, + @) +y (1= p) (bz ta+7+ KE) (Barpt + ﬁDrbz))

Ny >S,4= 0, (44)

" B(Cr+BaCat PCp) b+ Ky + B(Cr + BayCa+ Bp,Cp) Eyy
o ((ro + Ki) Cr+ 10Ca) Epppg + Vo + Ky Sty (46)
end b2 +7 >
. (TO+K§)I*nd+TOA*nd+VO K i X
ond = 22+;7 ’ +<1+bz—J:”1>Send+(CI+CA+CD+1)Eend, (47)
where B4, = BalB and Bp, = BplP are relative dis- Co- 1 (b, + ) yp by (1-p)
ease coefficient transmission rates of the asymptomatic D~ ; by+a+1,+K; * b, +1,
infectious and lying infective corpses with respect to the ¢
symptomatic infectious one, and (48)
YpP
Cr=—""—1,
b va+t,+ K
c. =7 (1-p) (iii) The disease-free and endemic equilibrium dynamics
AT vt matrices are, respectively, given by
[~ (b +K) 0 ~BSys ~BaSy —PoSas noo]
0 ~(b,+y) BSas BaSas  BoSiy 0
. 0 o —(Byra+T+K;) 0 0 0
0 y(1-p) 0 -(b+1) O 0
0 0 b+« b, -y 0
| Ky 0 7+ K§ T, 0 —(b+n)]
- (bZ + ﬁle*nd + ﬁAAan + ﬁDD:nd + K\);) 0 _ﬁS:nd _ﬁAS:nd _ﬁDSan n ]
ﬁle*nd + ﬁAA:nd + ﬁDD:nd - (bZ + y) ﬁsznd /';AS:nd ﬁDS:nd 0
0 yp - (b, +a+71y+K; 0 0 0
A:nd = ( ’ ’ E) (50)
0 y(1-p) 0 -(b+1) 0 0
0 0 b, +« b, -y 0
i Ky 0 7+ K§ T 0 —(b+n)]




Discrete Dynamics in Nature and Society 9
Note that the endemic equilibrium linearized dynamics
can also be described equivalently by
- (b + Ky) 0 ~(B+1)S5 ~(Ba+1)Ses —(Bo+ 1), ]
0 - (b, +y) (B+1) Sz (Ba+1)S0s  (Bo+1)Siu 0
e 0 - (b, +a+1y+K; 0 0 0
A = o (rern i) (51
0 y(1-p) 0 - (b, + 1) 0 0
0 0 b+a b, -y 0
| Ky 0 ) + K 7 0 —(b,+ 1)

(iv) If p5, € (0,1) then the endemic equilibrium steady
state x,, ,(0) for 6 € [0,Tp) is periodic of period Tf,
leading to a matrix of dynamics A, : [0,Tf) —
R with A’ (T}) = Al ,0) and A} (T)) =

A}, ,(07) # A} ,(0). Equations (45)-(47) and (50)-(51)

remain valid with the change x,,; — x., ,(0) and the

corresponding changes in the two first rows of (50) and

(51) for 0 € [0, T}).

If the limit control gains V (), Ky,(-), and KE*(') are periodic
functions of period T}, then the disease-free equilibrium state
has periodic susceptible and immune components defined as in
Property (i) with the replacements K, — Ky,(0) and Kg —
K; (0) for 6 € [0,T7,) and Al : [0, T7;) — R™ in (49). In this
case, the endemic equilibrium state, if it exists, is also periodic
of period Tr,.

Proof. The disease-free equilibrium point is obtained directly
from (1) to (7) from the constraints Ej; = I}, = A% = D} = 0
and it is seen to be trivially unique. The Jacobian matrix of
the linearized system at such a disease-free equilibrium point
is (49). The proof of Property (i) follows directly. To prove
the existence of an endemic equilibrium point (Property (ii))
some calculations are now performed to see the compatibility
of the model with the existence of an equilibrium with
exposed subpopulation E; ; > 0 implying the remaining
subpopulations to be nonnegative. Direct calculations by
zeroing in (3) to (5) the time derivatives of the subpopulations
by taking into account (7)-(8) yield

E, >0 1 ,=CE. >0,
E, >0 A, ;=CLE, >0, (52)
E ;>0 D, =CpE, ;>0

with the above constants defined in (48). From (2), one gets
if E; 4 > 0 implying that I’} ; > 0 that (44) holds since

E, >0

[(I:nd > 0) A (A:nd > 0) A (D:nd > 0)] = (53)
* _ b2 + Y E*

end B(Cr+ BaCa+ BpiCh) Elq end’

This proves the first part of Property (ii) since N; ; < Nj;.
Now, note from (44) that if < .4 for a small enough
threshold f.,q for some existing small enough threshold
Beena> then S 4 > N, from (44). This implies that S ; > 0
from (44) but E;_; < 0 (then either the endemic equilibrium
point does not exist, since it has negative components, or it
coincides with the disease-free one) since (46) leads to E;, ; >
0and S, ; > 0implies R} ; > 0 and R, ; < 0 with S ; > 0 if
andonlyifE ; < 0. Therefore, E; ;>0 & (N, > S. ;> 0)
ifand only if 8 > f..,4. Now, summing up (1), (2), and (6), by
taking into account (7)-(8) at the endemic equilibrium point
yield (45)-(47) since
b2 (S:nd + R* )

end
=b + [(To + Ks*) Cr+1Cy—b, - Y] Ei g

CKySiatVo (10t KE) I+ ToAb

R; =
end b, +1 b, +1
(T0+K;)CI+T0CA i
- bz +7 end> (54)
Nend = R:nd + S:nd + (Ie*nd + A:nd + D:nd + E:nd)

B (r+K;) I

end

*
+ 1A gt Vo

b, +n

K\j * *
+ <1 + b, +’1>Send+(CI+CA+CD+ 1)E; 4
which completes the proof of Property (ii). The proof of
Property (iii) is direct by taking the respective Jacobian matri-
ces at the disease-free equilibrium point and the endemic
equilibrium. The respective Jacobian matrices are (49) and
(50). The use of (51), replacing (50), as the matrix of
linearized dynamics around the endemic equilibrium point
is legitimated via the identity:

(Blend + BaAeng + PoDend) Send
I*
end (55)

= [ﬁsend ﬁASend ﬁDSend] Aend .
D*

end
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Property (iv) follows directly from Property (iii) and Theo-
rem 4 with the replacement x, ; — x. ;(0) and C; = C;(6)
and C, = Cp(0) in (48) for 6 € [0,T}) and, eventually,
Sy — Sir(0) and Ry — R3(0) if the control gains converge
to periodic values of period Tj,. O

Theorem 5 is useful for the study under linearization of
the solution trajectories around the disease-free equilibrium
point if p5, = 0 under limit gains of the other controls.
However, if the above limit gain is nonzero and less than one,
then the trajectory solutions are asymptotically periodic. It
is also proved the existence and uniqueness of the endemic
equilibrium point if the coeflicient transmission rates exceed
a certain minimum threshold f_. 4. It is also deduced from
the disease-free equilibrium expressions that the susceptible
disease-free equilibrium numbers can be decreased, and cor-
respondingly the immune equilibrium numbers increased,
by increasing the constant vaccination and/or the linear
vaccination gains.

A constraint for the endemic equilibrium solution, if it
exists, is discussed and given in the subsequent result. The
existence constraints are easy to test under the form S, ;(0) <
b, /b, =V, (0), VO € [0,T}), or some equivalent constraints,
where T}, is the limit interculling action period.

Theorem 6. Assume that (t;,, —t;) — Tp, pp(nThH) — pp €
[0,1), Vo(nT}, + 6) — V;(0), Ky(nTj, + 60) — Ki,(0) and
Ke(nTp, + 6) — KE*(Q) asn — 00, V0 € [0,Tj] ast — oo,
t;(e ImpD) — oo, and n(e Z,) — oo. Then, the following
properties hold:

(i) The endemic equilibrium state x,,, = x, ,(0) for
0 € [0,TS], being a point if p;, = 0, equivalently if
cardImpD < N, (ie., it is finite), and a periodic

limit oscillation if p;, € (0,1] has the subsequent

components:
* B,B; (0)B
S* (0) = APT E
end ) Bf + Bafa(®)+ Ppfp©0)
b+y

" B(Cr®)+ BaCa + frrC 0)
E},,(0) = BB, (6)C, (6)

- (Ba (837 0) = 85,4 ©)) + K5, (0)S5)
1;,,6)=C(0)E,,, () = fC, ()

- (Br (83 0) = 5,4 0)) + K5, 0) S5 (6)).
A 0) = CAE;,; () = fC, (6)

- (Br (i (0) = 85,4 (6)) + K5, ()i 9))
D, (0) = Cp (0) E,,; 0) = £ () C, (6)

- (Br (Sy (0) = S5, 0)) + KyS3, (9)),
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Rt (0) = (Siy ©) = 53,4 (6)

+ (R, 0 - (B @)+ £01,®);
2
VO € [0, Tp].
(56)
Being real constants if pj, = 0, where
B, =b, + 1

By (0) = b, + 15 +a+ Ky (0),

Br=b, + 1

By =b, +y,

f=ypBas
f4®) =y(1-p) B ®), -
fo® = (Bf1 @)+ (b + ) f)

=L G- BO+p(r+ ) By,
b
C, () = 2 ;
0 b,B,B; (0) (y + Bg) + nufp (6)

Vo € [0.T5),

where C; = C(0) and C, = Cp(0) in (48) since
K; = Kg(@) for 0 € [0,Tp). If S,,,0) < ((Bg +
Ky(0))/Bg)Sy(0) = (1 + Ky (68)/(by + 1))S5,(6); VO €
[0, Tp,), then the endemic equilibrium state exists, while
being distinct of the disease-free equilibrium state. This

existence condition of the endemic equilibrium state is
equivalent to S}, ,(0) < b, /b, -V, (0); VO € [0, T}).

IfS,,40) > (1 + Ky (0)/(b, + m)S;¢(6); VO € [0,T)
then the endemic equilibrium state does not exist in

the sense that it has some negative components. On the
contrary, the opposed condition

Ky 0 -
b, +n )Sdf ©

_ by (b - Vi (0)) + by .
by (b, +1) ’

yields the existence of such an endemic equilibrium
state. In the case when the limit control gains are
constant, the disease-free equilibrium state is an equi-
librium point. If, in addition, py, = 0 then the endemic
equilibrium solution, if it exists, is also an equilibrium
point.

(ii)

NC)RS <1 +
(58)

00,15

* * b
N, 0) <Ny = El (59)
2
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and the dependence on 6 € [0,T},) is removed in the
case that the endemic equilibrium state is an equilib-
rium point.

Proof. The values of the components of the endemic equilib-
rium state follow by direct elementary calculations form (45)
and (48) and have been verified under symbolic calculation
with the Mathematica package. Note that in the general case
when the control gains converge to periodic functions of
period Tj, both the disease-free and endemic equilibrium
solutions are periodic with such a period [see Theorem 5(iv)].
The endemic equilibrium exists while it is distinct from the
disease-free one if (58) holds. To prove Property (ii), note by
zeroing (1) to (4) and (6) while summing them up and the use
of (7) at the disease-free and endemic equilibrium states that

Ne*nd (6) = S:nd (6) + R:nd (0) + E:nd (0) + Ie*nd (6)
+ Agpg (0) < Ny = S+ Rygs (60)

VO € [0.T5)

since N(t) = —-b,N(t) + b, — al(t); Vt € R, . Thus, since
(E;40) + I 4(0) + AL 4(0)) > 0; VO € [0,T}) implied by
E; 40) > 0,V0 € [0,Tp) if the endemic equilibrium state
exists then N 4(0) < Njs; VO € [0,Tp). Property (ii) is
proved. O

Note from the components of the endemic equilibrium
expressions given in Theorem 6(i) that the equilibrium num-
ber of the endemic susceptible increases while correspond-
ingly those of all the infective subpopulations decrease as the
limit antiviral control gain K increases. This is an interesting
tool to control the infection in the case that the endemic
equilibrium exists and the disease-free one is unstable so
unreachable in practice if the coefficient transmission rate is
large enough exceeding the threshold f.,4 of Theorem 5.

Remark 7. Note that we can write the linearized equation
around the endemic equilibrium state as

X(6) = [A56) + (AL () - A5 (6))] X (6)

= [A50) + (A4 (0) - A3 (0))] % (0); (61)
Vo € [0,Tp)
with
x(0)=%(Tp) = (1-pp)%(Tp ). (62)
where

A (0) - A5 (6
00 —a;0) —a,0) —a;50) 0
=100 a;0) a,0) as@) 0

04><6

(63a)

11
with
a3 (0) = (B+1)S.,4(0) - BSy (0,
14 (0) = (BBar + 1) Sena (0) = BBaSa (6).
(63b)
a15 (0) = (BBp, +1) Scua (0) — BBp,Sa (6)
Vo € [0,T})
since
Alg 0)x0g (6) = Appg (6) x0ng (6)
= [AL O + (AL 0 - A3 (0)] x5 0); (64)
V0 € [0,T})

by using (49)-(51) and (55). If Aj{(6) is nonsingular then

A 0) = ALO)I + A} O)NA, ,(0) — AL(0))] is also
nonsingular if

[&20 ©) - AL O = 2[a2 0) + a, (6) + a; (6)] .

<1; VOe[0,Th).

Therefore, if A}(0) is a stability matrix (then, nonsingular)

and (65) holds then K:nd(G) and A} ,(0) are stability matrices.

The following results give easily testable sufficiency-type
local instability and local stability tests for the endemic
equilibrium point based on the stability properties of the
disease-free matrix of dynamics of the linearized system
about the disease-free equilibrium. The extension to the case
of oscillatory periodic endemic equilibrium solution would

follow “mutatis-mutandis.”

Theorem 8. Assume that the control limits V', Ky, K¢, and
pr, = 0 exist and define the amounts

A

| bz(b1_Vo)+”lb1[ Ky,
L by (b +1+Ky)

o3y

Z:ﬂd B Atif'll >

1

(66)

Ko = ||A’;} bz +1

- Bmax (1B o) +1]

The following properties hold:

(i) The endemic equilibrium point exists and it is unstable
if Ay is instability nonsingular matrix (i.e., it has at
least one eigenvalue in Re s > 0) and kg < 1/2.

(ii) The endemic equilibrium point, provided that it exists,
is locally asymptotically stable ifA’;f is a stability matrix
and kg < 1/2.

Proof. Elementary calculation yields Z:nd
—1,5*

Ay (A no

is instability matrix then A, , is also instability matrix if

= Allg +

end — Aup)] if A% is nonsingular. If, furthermore, A%,
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*

1> ||Az;1(zend—Azf)||l,which isequivalenttoxg < 1/2,from

Banach’s Perturbation Lemma [33], since Z;d is nonsingular
and the eigenvalues are continuous functions with respect

to any matrix entry thus Z:nd is instability matrix. In the
same way, if A is a stability matrix (then nonsingular) and

kg < 1/2 then Z:nd is nonsingular and then stable by similar
reasoning.

It has to be pointed out that Theorem 10, which is stated
and proved later on, establishes that both equilibrium points
cannot be simultaneously stable. As a result, one concludes
via Theorem 8(ii) that if A% is a stability matrix and xg < 1/2
then the endemic equilibrium point does not exist. By linking
this observation with Theorem 6(i), one concludes as well that
Si 4> (1+ Ky /(b, +1))S; and the only existing equilibrium
point is the disease-free one which is globally asymptotically
stable. O

Theorem 8 can be reformulated for the use of £, -norms
by using the identity:

| o |Sena + B (Sena = Sio)l
+ [Sena + BBar (Sena = Si)| (67)

+[Sea + BBor (Sena — Sap)|

and for the use of ¢,-norms by using the square root of the
sum of the squares of the three right-hand-side terms in
the above identity as replacement of it. A simple sufficient
condition for the local stability of the disease-free equilibrium
follows.

—k

A

*
Adf

end —

Theorem 9. Assume that [3 is small enough according to B <
Beas with respect to the threshold:

1+ﬁAr+ﬁDr[

S* b2 +min (Y’ K\t - 11)]
daf

ﬁcdf =

B b, (b, +n+Ky,) b
= 7 B+ o) [ 5y~ Vo) ] 2

+min (y, Ky - 7)).

Thus, the disease-free equilibrium point is locally asymptoti-
cally stable provided that

(68)

o<
K;>11—b,

b, € (max(n—K;>K;+2To + Ky —wy(1-p) ©

* -«
—To,yp—oc—TO—KE,O), 5 )

Proof. Note from (49) that A} is a stability matrix since
diag(A}) is a stability matrix and A} is diagonally row
dominant if (68)-(69) hold. ]

Note that Theorem 9 can be combined with Theorem 5
in practical situations in the following sense. If the threshold
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B < Bear < Peend then the disease-free equilibrium is locally
asymptotically stable and no endemic equilibrium point
exists. If B > B.gr = Peeng then the endemic equilibrium
point is locally asymptotically stable while the disease-free
one is unstable. This local result has a global stability version
as discussed in the following. The subsequent global stability
result is proved in Appendix and it is based on the qualitative
theory of differential equations in the sense that Lyapunov
equation candidates are not used. The solution explicit
formulas are not invoked to construct the proof but only the
trajectory separating properties of eventually existing stable,
semistable, or unstable limit cycles around equilibrium points
are addressed and used.

Theorem 10 (global uniform asymptotic stability). Assume
that pp(t) — pp, = 0 as t(e€ ImpD) — oo. Thus, the following
properties hold:

(i) If the disease-free equilibrium point is locally asymptot-
ically stable while the endemic equilibrium state does
not exist then the epidemic model is globally uniformly
asymptotically stable and all the solution trajectories
converge asymptotically to the disease-free equilibrium
point.

(ii) If the disease-free equilibrium point is unstable and the
endemic equilibrium state exists then the system is glob-
ally uniformly asymptotically stable and all the solution
trajectories converge to the endemic equilibrium point.

(iii) The disease-free and the endemic equilibrium states
cannot be simultaneously either stable or unstable.

4. Numerical Simulations

It is now presented a set of numerical simulation work. The
parameters of the model are obtained from real data from
a study of Ebola disease [29]. The recruitment rate and the
natural average death rate are b, = b, = 1/(70x365) x daysf1
while the disease transmission coefficients are 5 = 0.16, 8, =
0.05, and B, = 0.5 (xdays ™), respectively. The average dura-
tion of the immunity period reflecting a transition from the
recovered subpopulation to the susceptible subpopulation is
determined by 1/5# = 1000 days, the average transition rate
from the exposed to both infectious subpopulations is y =
1/15.8 x days ', the average extra mortality of the symp-
tomatic infectious is = 1/13.3 x days™", the natural immune
response is 7, = 1/12 x days™’, the fraction of the exposed
subpopulation becoming symptomatic infectious one is p =
0.9, and the average duration of infection is 1/¢ = 20 days.
The initial conditions are given by S(0) = 1000/1050, E(0) =
10/1050, I(0) = 30/1050, A(0) = D(0) = 0, and R(0) =
10/1050 so that the initial total living population is normal-
ized to unity, N(0) = S(0) + E(0) + I(0) + A(0) + D(0) +
R(0) = 1. Figure 1 displays the natural evolution of the disease
in the absence of any external action. It is observed that the
number of infective and infectious subpopulations increases
implying an increase of infective corpses as well. The result
of the natural evolution of the epidemics is the dead of
individuals so that the total living population decreases with
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FIGURE 2: Natural evolution of the total alive population.

time as Figure 2 shows. After 250 days, the total living
population is only 56.47% of the initial one. Three control
mechanisms of fighting against Ebola have been considered
in the previous subsections. The effect of these control poli-
cies is now illustrated through simulation examples. Initially,
corpse culling (impulsive action on D) is considered as the
only action to modify the natural behavior of the disease.
Figures 3 and 4 show the effect of corpse culling on the system
with different culling rates. In this way, Figure 3 considers the
case when corpses are removed once daily at arate of pp, = 0.1
(i.e., 10% of corpses are removed daily) while Figure 4 shows
the behavior of the system when the daily culling rate is pj, =
0.8.
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FIGURE 3: Evolution of the subpopulations with a daily culling rate
of pp = 0.1.
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FIGURE 4: Evolution of the subpopulations with a daily culling rate
of pp = 0.8.

It can be deduced from Figures 3 and 4 that corpse culling
has a high impact on the evolution of the disease since all
the infected populations reduce their peak values due to the
application of culling. The direct consequence of this fact is
that the number of casualties is reduced as Figures 5 and 6
reveal for the total living population. Therefore, when the
culling rate is p, = 0.1, the total living population after 250
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FIGURE 5: Evolution of the total alive population with a daily culling
rate of pp = 0.1.
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FIGURE 6: Evolution of the total alive population with a daily culling
rate of pj, = 0.8.

days is 62.10% of the initial one while when pj, = 0.8 the total
living population after 250 days is 86.07% of the initial one.
On the other hand, Figures 7 and 8 show the effect of culling
when applied every other day instead of daily.

If we now compare Figures 6 and 8 it can be noticed
that the spacing of the culling action reduces the total
living population after 250 days of epidemics. Thus, from
Figures 5, 6, and 8 it is obtained the intuitive conclusion
that it is recommendable to perform culling as frequently as
possible with the highest possible rate. Hence, the proposed
mathematical model (1)-(6) captures and illustrates the effect
of culling in reality. Figures 9, 10, and 11 display the culling
effort corresponding to the cases considered in Figures 3, 4,
and 7, respectively. The culling effort is higher during the
first time instants for a higher culling rate while decreases
afterwards. Thus, a greater number of corpses are removed
initially, fact that reduces the number of deaths caused by the
infection, which in turn reduces the number of new corpses.
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FIGURE 7: Evolution of the subpopulations with an every other day
culling rate of p,, = 0.8.
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FIGURE 8: Evolution of the total alive population with an every other
day culling rate of p,, = 0.8.

As a consequence, the number of corpses to be removed
reduces as time goes by. On the other hand, a smaller culling
rate causes a peak in the culling effort during the evolution of
the disease, as Figure 9 shows.

Furthermore, vaccination can also be used in addition
to culling to fight against disease. In this way, Figures 12—
15 show the effect of a constant vaccination on the system
when a culling rate of p, = 0.1 is also applied. The constant
vaccination is expressed in both cases as a multiple of by, being
of V.=V, = 0.2b, for Figures 12 and 13 and V' = V;; = 0.8},
for Figures 14 and 15.

It can be noted from Figures 5, 13, and 15 that the
proposed constant vaccinations do not alter significantly the
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FIGURE 9: Culling effort p, D(¢) with a daily culling rate of p,, = 0.1.
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FIGURE 10: Culling effort p,, D(t) with a daily culling rate of p, = 0.8.

behavior of the system where the culling action has been
applied. This result points out that it may be difficult to
tune the constant vaccination term Vj, in order to obtain an
appropriate behavior of the controlled system. The proposed
feedback vaccination given by (7) in Section 2 contributes to
solving this tuning problem since it relates the vaccination
effort to the actual evolution of the system in such a way
that the amplitude of vaccination is calculated based on the
current value of susceptible. Thus, Figures 16 and 17 show
the system evolution when a feedback vaccination with a
constant of Ky, = 0.002 is applied along with the constant
vaccination term.

From Figures 12 and 16 we conclude that the feedback vac-
cination law calculated from the value of susceptible modifies
significantly the behavior of the system while Figures 13 and
17 reveal that the total living population is largely improved
by the action of feedback control. As a consequence, the main
recommendation related to vaccination campaign design is to
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FIGURE 11: Culling effort p,D(¢) with an every other culling rate of
pp = 0.8.
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FIGURE 12: Evolution of the subpopulations with daily culling rate of
pp = 0.1 and constant vaccination of V = V; = 0.2b,.

dynamically calculate the amount of vaccines to be applied
by using the proposed feedback law (7). The vaccination
control action is shown in Figure 18 while the culling effort
corresponding to this case is depicted in Figure 19. It can
be observed in Figure 19 that the culling action vanishes as
a direct consequence of D(t) tending to zero asymptotically.
Therefore, the combination of culling and feedback vaccina-
tion allows stopping the mortality associated with the disease.
Finally, we can also add antivirals to fight against Ebola.
Antiviral action is given by (8) which is a feedback control law
based on the symptomatic infectious subpopulation. In this
case, we consider the constant linear value of &(¢) = K I(t) =
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FIGURE 14: Evolution of the subpopulations with daily culling rate of
Pp = 0.1 and constant vaccination of V' =V = 0.8b,.

0.01I(t) to show its effect on the system. Figures 20 and 21
show the combined effect of the three external actions.

From Figures 17 and 21 it is observed that the total living
population is improved thanks to the use of antivirals while
the deaths associated with the disease are stopped due to the
use of the proposed approach. Moreover, it is now worth
comparing the behavior of the natural system without any
kind of external action with the evolution of the system when
culling, vaccination, and antivirals are applied, especially
Figures 2 and 21. After 250 days of epidemics, the total living
population without any external action is of 56.47% while it is
of 98.74% when the proposed dedicated policies are applied.
These values show the great success in the application of
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rate of pp = 0.1 and constant vaccination of V =V, = 0.8b,.
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FIGURE 16: Evolution of the subpopulations with daily culling rate of
pp = 0.1 and feedback vaccination of V' = 0.2b; + 0.002S5(¢).

control measurements to lessen the impact of epidemics in
society. Moreover, Figures 22, 23, and 24 show the control
efforts associated with each one of the therapies. It is shown
that the culling and antiviral actions vanish asymptotically so
that they are only applied for a limited period of time while
vaccination needs to be maintained since it converges to a
positive constant.

Figures 25-28 show the behaviors of the asymptomatic
and lying infective corpses under a culling rate of p, = 0.1.
The oscillatory nature of the solution due to the impulsive
culling action on infective corpses is better figured out in
Figure 28 which is ran on longer observation time intervals.
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FIGURE 17: Evolution of the total alive population with daily culling
rate of pp = 0.1 and feedback vaccination of V' = 0.2b; + 0.0025(¢).
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FIGURE 18: Vaccination function V' = 0.2b; + 0.0025(t) when a daily
culling rate of p, = 0.1 is also applied.

5. Conclusions

A new epidemic model is proposed with six subpopulations
by incorporating the asymptomatic infectious and the dead
corpses into a basic SEIR model of four subpopulations. The
model is driven by three simultaneous controls in terms of
a vaccination control on the susceptible which is based on
linear time-varying feedback plus a constant term, an antivi-
ral treatment on the symptomatic infectious subpopulation
with infection feedback information, and a culling action of
impulsive type on the infective dead corpses. The vaccination
controls are combinations of feedback-independent (which
can be constant, in particular) and feedback time-varying
linear terms and the antiviral treatment control is of a time-
varying linear feedback nature. There is also an impulsive
time-dependent control action consisting of the retirement

17

Culling action

O == _—

50 100 150 200 250
Time (days)

FIGURE 19: Culling effort p;, D(¢) when a daily culling rate of p, = 0.1
and vaccination law V' = 0.2b, + 0.002S(t) are applied.

Subpopulations

0 50 100 150 200 250

Time (days)

— S
— E
T
A
---D
---R

FIGURE 20: Evolution of the subpopulations with daily culling rate of
pp = 0.1, feedback vaccination V' = 0.2b; + 0.002S5(¢), and antiviral
treatment &(t) = K¢I(t) = 0.011(t).

of corpses so as to reduce the risks of dead-contagion to the
living uninfected population.

Anidentification and analysis of the endemic and disease-
free equilibrium points and equilibrium oscillations are
performed in the case that the control gains are constant.
The equilibrium oscillations arise as a generalization of the
equilibrium points when the dead corpses recovery action has
a periodic nature. The parameterizations of those mentioned
steady-state solutions are investigated as being dependent on
the control gains as they converge to constant values. The
local stability properties of the steady states and the global
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FIGURE 21: Evolution of the total alive population with daily culling
rate of p, = 0.1, feedback vaccination V' = 0.2b, + 0.0025(¢), and
antiviral treatment §(t) = K¢I(t) = 0.011().
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FIGURE 22: Vaccination function V' = 0.2, + 0.0025(t) when a daily
culling rate of p, = 0.1 and antiviral treatment &(t) = K I(t) =
0.011(t) are applied.

stability are investigated. The main novelties of the paper
are (a) the incorporation of the asymptomatic infectious
subpopulation and dead corpses as extra subpopulations
with study of their steady states being either equilibrium
points or oscillations; (b) the design of three distinct controls
on the above proposed extended SEIADR model which
can be time varying and with feedback information on the
susceptible, symptomatic infections and dead corpses; (c)
the performance of the global stability analysis based on
qualitative theory of differential equations rather than on
the analysis of Lyapunov functionals; and (d) the emphasis,
supported within a variety of performed simulations, that
the infection evolution might be very sensitive to the corpses
culling action (impulsive control) parameters.
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FIGURE 23: Culling effort p,D(t) when a daily culling rate of p,, =
0.1, vaccination law V' = 0.2b; + 0.0025(¢) and antiviral treatment
&(t) = K¢I(t) = 0.011(¢) are applied.
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FIGURE 24: Antiviral action when a daily culling rate of p, = 0.1,
vaccination law V' = 0.2b; +0.002S(¢), and antiviral treatment &(¢) =
KeI(t) = 0.011(t) are applied.

Appendix

Proof of Theorem 10. Rewrite (2) equivalently as

E(t) = (BI(t) + BoA(t) + BpD (1)) S (t)
=F (E(t),I(t)+A(t)) = F (E(t),0) (A1)

=—(b,+y)E(t)
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FIGURE 25: Evolution of the asymptomatic subpopulation with a
daily culling rate of p,, = 0.1.
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while one gets from (3), (4), and (8)
T@6)+ A+ (a+ K +Ke (1) 1(0)
=F (E(t),I1(t)+A(t) (A.2)

=yE(t) - (b + 1) I (t) + A(t)),

where I?E(t) = K(t) - Kg. Note from (A.1)-(A.2) that
F,(E(t),0) and F,(E(t),I(t) + A(t)) are continuous with
continuous partial derivatives with respect to their arguments

in any simply connected region C,,,, of R?

OF, (E(t),0)
OE (1)

OF, (E(t),1(t) + A(t))
oI (t)+ A1)

(A3)
=-(2b,+y+1y) <0; VteR,.

Any such region C;;, cannot contain a closed trajectory C
(limit cycle) from Gauss-Stokes theorem since then

f]gc [FL (E(®),0d(I(t)+A®) - E(E®),I(t)+A(t)dE (t)]

OF, (E(t),I(t) + A(1))

(A.4)

(e

intc

from (A.3) if Gy, is the interior of the set defined by the
simple curve C, a contradiction, (Bendixson’s criterion of
nonexistence of limit cycles [34] or Bendixson’s first theorem,
implies that the above integral has to be null for closed

trajectories) then it should hold F, (t)dF, (t)—F, (t)dF,(t) = 0
along the orbit C and this is impossible from (A.4), where

1_:1 ®)
= E(t) - E(0)
- [ 10+ ra(@) + oD @) S (0 do
t
—-+7) [ E@ o
_ 0 (A5)
F, (1)
I+ A@t)-1(0)—A(0)
- jt (a+Kf + K¢ (0))I(0)do
0

t
0

- [ 0@ -+ 1) 1@+ A@))do

from (A.1)-(A.2). Since Kg(t) — 0ast — oo one has from
(A.1) and (A.2) and (A.4) that

lim [I(t) +A(t)+((x+K§)I(t)
e (A.6)
~E(EW®,10)+A®)] =0,

oI () +A()

)dE ) d(I(t)+ A1) < 0;

lim [E(#) = (BI(#) + BaA (£) + BpD (1) S (1)
(A7)
~F (E(t),0)] =0.

Taking Laplace transforms in (A.6) by neglecting initial
conditions and using (48), one gets from (A.6) that E(s) =
ﬁz(s)/((CI + Cy)s + (a + Kg*)cz)’ where the superscript
“hat” denotes the Laplace transform in the Laplace argument
“s” of F,(-). Since F,(t) is not asymptotically periodic the
Laplace antitransform of E(s), that is, E(t), is not asymptot-
ically periodic from the above expression. Since E(t) is not
asymptotically periodic then I(t) and A(¢) and D(t) are not
asymptotically periodic (note the assumption p;; = 0). On
the other hand, one gets from (6) to (8) ast — 0o, since
Ky (t) — Ky, and K¢ (t) — Kg ast — oo that

R(t) + (by +n) R(t) -V, - K S (t)
(A.8)
=10A (1) + (7o + K7 ) I (£)

while summing up (1) and (6) by taking into account (2) and
(48) yields

St)+R(t) +b,(S(t) + R(t))
=-E(t)+b (A.9)

+(TOCA+(T0+Kg)CI—(b2+y))E(t).
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FIGURE 26: Zoom on the evolution of the asymptomatic subpopula-
tion with a daily culling rate of p, = 0.1.

Subtracting (A.8) from (A.9) and rewriting (A.9) in an
equivalent form yields

SH+E@) +(by+y)E®)-b +V,

(A.10)
= F;(S(t),R(t)) =~ (b, + Ky,) S (1) + R (1),
SH+RE)+E(t)-b
+(by+y-1Ca - (1o + K{ ) C;) E() (A1D)
=F; (S(t),R () =-b, (S() + R (1)),
OF; (S(t),R(t))  OF,(S(t),R(1))
S (t) OR (1)
(A.12)

=—(2b, + Ky,) < 0;
Vt € R,.

Since sign((0F;(S(t), R(¢)))/0S(t) + (OF,(S(t), R(t)))/0OR(t))
is constant along state-trajectory solutions in R?, one has
again that no closed trajectory (then no limit cycle) can exist
surrounding any region with Poincaré’s index +1. In view of
(A.11)-(A.12), the functions S(t)+E(t)+(b,+y) E(t)~b; +V, and
S(t)+R(t) +E(t)—b, + (b, +9-1,C4 — (1 +KE*)CI)E(t) are not
asymptotically periodic. Since E(t) and E(t) have been proved
to be nonasymptotically periodic then S@® +R®)), $t), R(¥),
and then their time-integral solutions are not asymptotically
periodic either.

The above arguments, together with the property of
uniform boundedness of the total population and that of
the nonnegativity of the solution, conclude that if only
the disease-free equilibrium point exists while it is locally
asymptotically stable then it is globally asymptotically stable
as well since no limit cycle can exist around it in any plane
in R}, associated with any two of the state variables. On
the other hand, assume that the endemic equilibrium state
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FIGURE 27: Evolution of the infective lying corpses with a daily
culling rate of p,, = 0.1.
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FIGURE 28: Zoom on the evolution of the infective corpses with a
daily culling rate of p,, = 0.1.

is not a stable attractor while the disease-free is unstable.
Then, an unstable limit cycle around it cannot exist from the
above discussion (which excludes both stable and instable
limit cycles) and, due to the nonnegativity of the solution and
to the uniform boundedness of the whole population, then
the trajectory converges asymptotically to it so that it is a
stable attractor.

If the disease-free equilibrium point is unstable and the
endemic equilibrium exists then the endemic equilibrium
point is a stable attractor and the system is globally asymp-
totically stable with any state-trajectory solution converging
to it.

Two other possible stability/instability combinations of
the stability of both equilibrium states are excluded as follows
leading to Property (ii):

(1) The case that both equilibrium states are simulta-
neously locally stable is excluded. Since there is no
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closed trajectory solution then there is no semistable
limit cycle separating the domains of attraction of
both equilibrium states within the first orthant of R®.

(2) The case that both equilibrium states are simultane-
ously unstable is excluded as well since the system is
globally stable if it is positive.
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This paper is devoted to exploring the combined impact of a generic nonlinear infection rate and infected removable storage media
on viral spread. For that purpose, a novel dynamical model with an external compartment is proposed, and the explanations of the
main model assumptions (especially the generic nonlinear infection rate) are also examined. The existence and global stability of
the unique equilibrium of the model are fully investigated, from which it can be seen that computer virus would persist. On this
basis, a next-best approach to controlling the level of infected computers is suggested, and the theoretical analysis of optimal control
of the model is also performed. Additionally, some numerical examples are given to illustrate the main results.

1. Introduction

In the wake of developments in computer and network
technologies, computer virus has become more capable of
conquering computer system. In the meantime, the study of
fighting against computer virus has in the past few decades
been paid more attention. In reality, there is no doubt that
antivirus software and firewall are the most effective pre-
vention measures. However, they are incompetent to inhibit
computer virus diffusion over the Internet [1]. To deal with
this problem, a wide variety of mathematical models have
been widely studied (for the related references, see, e.g., [2-
15]).

The infection rate is an important and essential system
parameter in computer virus propagation models. However,
the dominating majority of previous models assume a bilinear
incidence rate (for the related references, see, e.g., [16-20])
or a nonlinear increasing incidence rate (for the related
references, see, e.g., [21]). The former assumption is suitable
for the case where the proportion of infected computers
is small. The latter assumption neglects the fact that, due
to active protection measures taken during viral spread,
the infection rate would be decreasing, while the infected
computers may be increasing. In order to depict the case

where the infection rate could be decreasing with the infected
computers and inspired by the previous work (e.g., [22, 23]),
the proposed model of this paper adopts a nonlinear function
o(I) = BI/f(I), where f > 0 and function f € C?[0, +00)
with f' > 0, f < 0,and f(0) = 1 (see also the model
assumption (A3) in the next section).

External computers (i.e., computers outside the Internet)
and infected removable storage media play an important
role in viral spread (for the related references, see, e.g.,
[24, 25]). In [24], the impact of infected removable storage
media is considered, but the influence of external computers
is insufficient. In [25], a dynamical model, in which all
external computers are regarded as a separate compartment,
was proposed. Unfortunately, this model ignores the effects
of generic nonlinear infection rate and infected removable
storage media. Consequently, it is necessary to consider the
combined impact of a generic nonlinear infection rate and
infected removable storage media on viral spread.

In addition, optimal control theory is often applied
to control virus prevalence (for the related references, see,
e.g., [14, 26-28]). In [14, 27], a susceptible-latent-break-
ing-outside-susceptible (SLBOS) model and a susceptible-
latent-breaking-susceptible (SLBS) model were studied,
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respectively. References [26, 28] considered a susceptible-
infected-recovered-susceptible (SIRS) model in a fully
connected network and a complex network, respectively. To
our knowledge, there is no susceptible-infected-external-
susceptible (SIES) model that has been examined by applying
optimal control theory.

Combining the above discussions, a novel SIES model
with two kinds of incidence rates, which are caused by
infected computers and infected removable storage media,
is established in this paper. A systematic analysis of the
proposed model shows that the unique (viral) equilibrium
is globally asymptotically stable. This result indicates that
any effort in eradicating computer virus cannot succeed.
In this regard, theoretical analysis of a next-best approach
and optimal control of the model is performed. Numerical
analysis of the model is also included.

The remaining materials of this paper are organized as
follows: Section 2 formulates the model. Section 3 considers
the viral equilibrium and its global stability. In Section 4,
a theoretical analysis of optimal control of the model is
performed. Finally, Section 5 concludes the contributions of
this work and points out some further works that are worth
doing.

2. Model Characterization

In this paper, the proposed model consists of three compart-
ments (see (i)-(iii)), and the assumptions of it are also made
(see (A1)-(A8)):

(i) S-compartment: the set of all S-computers (suscepti-
ble internal computers, i.e., computers in the Internet)

(ii) I-compartment: the set of all I-computers (infected
internal computers)

(iii) E-compartment: the set of all E-computers (external
computers, i.e., computers outside the Internet)

(A1) Every computer is out of use with probability per unit
time u >0

(A2) Every S- or I-computer leaves the Internet with
probability per unit time y; > 0

(A3) Due to possible communication with I-computers
over the Internet, every S-computer is infected with
probability per unit time o(I) = BI/ f(I), where 3 > 0
and function f € C*[0, +00) with f' >0, f" < 0,and
fO)=1

(A4) Due to possible effect of infected removable storage
media, every S-computer is infected with probability
per unit time 6 > 0

(A5) Due to treatment, every I-computer is cured with
probability per unit time p, > 0

(A6) The rate of all newly accessed E-computers is § > 0

(A7) Every E-computer is either susceptible or infected
when it enters the Internet

(A8) Every susceptible (or infected) E-computer enters the
Internet with probability per unit time#, > 0 (orx; >
0)
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FIGURE 1: The transfer diagram of the proposed model.

For convenience, let S, I, and E represent the average
number of computers in S-compartment, I-compartment,
and E-compartment at time f, respectively. Collecting the
foregoing hypotheses, the proposed model can be depicted
by Figure 1 or the differential system

S=pl+mE—uS—0o(I)S—yS-6S,
I=0()S+6S—ul—yI-y,I+nE, (1)
E=8+yS+y,I-uE-nE-n,kE,

with initial condition (S(0), 1(0), E(0)) € R>.

3. Model Analysis

Let N = S+ I + E. System (1) can be rewritten as

N=§6- uN,

I=c(D(N-T-E)+0(N-I1-E)—ul -yl

— Yl +mE,

E=8+yN-yE-uE-nE-nkE,

with initial condition (N(0), I(0), E(0)) € Ri.
Let N* = §/pand E* = 8(u + y)/p(p + yy + 1 + 11).

Solving the first and third equations of system (2), we get

lim,_,, N(t) = N* and lim,_, . E(t) = E". System (2) can
be reduced to the limiting system [29]

I=o((A-I)-(u+y,+y,+0) [ +B, (3)

where A= N*—E* =8(n, +1,)/u(p + y, + 11, +17,) > 0 and
B=mE" +0A > 0.

Clearly, system (3) has no virus-free equilibrium. Thus,
this section mainly addresses the existence and global stabil-
ity of viral equilibrium of system (3) with respect to positively
invariant region: Q = {I |0 < I < N"}.

3.1 Equilibrium

Theorem 1. System (3) has a unique viral equilibrium I*,
where I™ is the unique root in (0, N*) of the equation

Fx)=0(x)(A-x)—(p+y,+y, +0)x+B=0. (4)
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Proof. IfI" is aviral equilibrium of system (3), then it satisfies
(4). Now, it suffices to show that (4) has a unique root
in (O,N"). As o(x) = Px/f(x) and o'(x) = Bl(f(x) -
xf'(x))/ £*(x)), we proceed by treating two possibilities.

Casel. f(x) - xf'(x) < 0; namely, o' (x) < 0. Note that
F0)=B>0,
F(A)=B-(u+y +y,+0)A

_ Oty ty)rym)

ulp+y +m+m,)

(A-2x) f(x)-(A-x) xf' (x)
f* (%)

—(p+y, +y,+0)

_ﬁA(fu)—xf(@)—x[zfu)—xf(@]
- f2(x)

~(+n+9+0).

F'(x)=p (5)

Let G(x) = 2f(x) — xf'(x); then G(0) = 2£(0) > 0. f(x) —
xf'(x) <0, f >0 f" < 0 implies that G'(x) = f(x) -
xf"(x) > 0. Hence, G(x) > 0; F'(x) < 0 implies that F(x) has
a unique root in (0, N*).

Case 2. f(x) - xf’(x) > 0; namely, o'(x) > 0. Let

F, (x) = @F (x)

=ﬁm—M+E%ﬁ—w+ﬁ+h+mfu)“)
=0.

Then,
ﬂ(wj=JHgng)=+a)>a
FgA):Bi%Q-4y+yl+h+6)fun<o, .

Fl(x) = _/3+Bxf (xlz_f(X)

—(;4+y1+y2+0)f'(x)<0.

Thus, F(x) has aunique rootin (0, N*). The claimed result
follows by the above discussions. O

Remark 2. Tt follows from the above proof that 0 < I < A.

3.2. Global Stability

Theorem 3. I” is globally asymptotically stable with respect to
Q.

3
Proof. Consider the Lyapunov function
o g
v-[ ®)
I u
Then,
. I-I
V], = [6()(A=I) = (u+y,+y,+6)1I+B]

*

o) (A-D~o(I")(A-T")

~(utp+p+0)(I-17)]

I-T1° X * *
= (A=) (W -0 -oU-T) ()
~(urp +p+0)(I-17)]

~(u+n +Y2+9)]-
Here, we proceed by treating two cases.

Case 1. If '(I) < 0, namely, f(I) - If’(I) < 0, then it
follows from the Lagrange mean value theorem that (o(I) -
oI)N/I -1 =d'(§) <0,& € (I,I'),or & € (I', ). As
A-I"=N"-E" -1 >0,V|3 < 0and V| = 0ifand
only if I = I'". Thus, the claimed result follows from LaSalle’s
Invariance Principle [30].

Case 2.1f o' (I) > 0, namely, f) - If’(I) > 0, let

wo()—a(I7)
H(I)=(A-1") 2"/ _ 451
(D =( )= o(I) w0)
~(pt+y +y,+0).
Then,
I*
Iﬂm=0+433%l—W+%+h+@=—§

<0,

. (1)
o (H(I-TI")=[o(I)-a(I")]

(I-17)°

H'()=(A-T")

-d' ().

Next, we need to further distinguish two subcases.

Subcase 2.1.1f I > I*, it follows from the Lagrange mean value
theorem that o(I) — o(I*) = o'(Q)(I - I*), { € (I*,I). As
f” <0,0" < 0. Then, for e € ({,I),

d-ad @)

H (I)=(A-T) T a (I
. (12)
=(A-133—%¥%l9-a%0<0.
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FIGURE 2: Time plots of S(¢), I(¢), and E(t) for system (1) given in
Example 4.

Subcase 2.2.1f I < I*, it follows from the Lagrange mean value
theorem that o(I) — o(I*) = o'(e)(I - I*), ¢ € (I,I*). As
f” < 0,0" < 0. Then, forc € (I, ¢),

H1=a-r) =028
(13)
—(a-r) T (IC)_(;*_ 9 o' (1) <o.

It follows from (12)-(13) that H(I) < H(0) < 0. Thus,
V| < 0. Furthermore, V|3 = 0 if and only if I = I". The
claimed result also follows from LaSalle’s Invariance Principle
[30]. The proof is complete. O

Example 4. Consider system (1) with § = 5, 4 = 0.01,
m = 01,7, = 02,9, = 0.08,y, = 008895, 6 = 0.1,
and o(I) = 0.04487I/(1 + VI). Figure 2 displays the time
plot of this system with initial condition (S(0), I(0), E(0)) =
(300, 20, 180). From Figure 2, the values of S(¢), I(t), and E(t)
tend to a constant, respectively. Furthermore, I(t) tends to a
positive constant. This shows that I is globally asymptoti-
cally stable.

Remark 5. Theorem 3 reveals that I(¢) tends to a positive
constant I*. From an epidemiological standpoint, it indicates
that computer virus would persist in network. Thus, one
can conclude that any effort in eradicating computer virus is
doomed to failure. Thus, the best achievable goal is to make
the number of infected computers below an acceptable level
(i.e., as low as possible). Note that I* cannot be expressed in a
specific formula, and it follows from Remark 2 that 0 < I* <
A. Then, one could keep the value of A below an acceptable
threshold. To this end, the following result is made.

Theorem 6. From Equation (3), A = 8(n,+n,)/u(pu+y, +1, +
#,). Then 0A/op < 0, 0A/0y, < 0, 0A/d§ > 0, 0A/dn, > 0,
and 0A/on, > 0.
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FIGURE 3: An illustration of the impact of o(I) on I(¢) for system (1)
given in Example 8.

Proof. Since A = 6(n; + 1,)/u(p + v, + 1, +11,), then

0A _ 8(m +m) Qu+y +m +m)

3 = 5 <0,
& Pty + 1y + 1)
0A 8 (17, + 1) <0
_ _ <o,
M p(u+y +my +m)
0A M +1,
— = >0, (14)
0 u(u+y +m+n)
0A _ S(u+y) -0
oM p(p+y +m+n)
A _  Slprn) o
Oy p(p+y +my+m)
Thus, the proof is complete. O

Remark 7. Theorem 6 implies the effects of some system
parameters on the value of A.

In addition, the following two examples exhibit the
impacts of (I) and 6 on I, respectively.

Example 8. Consider system (1) with § = 5, 4 = 0.01,
1, = 0.01, 7, = 0.04,y, = 0.04,y, = 0.08895, and 6 = 0.01.
Figure 3 demonstrates the time plot of this system with initial
condition (S(0), I(0), E(0)) = (450, 10, 40).

Example 9. Consider system (1) with § = 5, 4 = 0.01,
n = 0.04,n = 008, y, = 0.08, p, = 0.08895, and
a(I) = 0.0044871/(1+VI). Figure 4 shows the time plot of this
system with initial condition (5(0), 1(0), E(0)) = (450, 10, 40).
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FIGURE 4: An illustration of the impact of 6 on I(t) for system (1)
given in Example 9.

Figures 3 and 4 show the effects of different infection
rates and infected removable media on virus diffusion,
respectively.

4. Optimal Control of the Model

To make a tradeoft between control cost and control effect,
the control variable u(t) meaning the control strategy is
applied in the proposed model (system (1)). Then, one can
get the controlled dynamical system

S=y,I+E-uS—a(I)S-yS-6S,
I=0()S+0S—ul —yI-u(t)I+nE, (15)
E=08+yS+yl-uE-nE-nE,

with initial condition (S(0), I(0), E(0))" € Q', where

Q= (S,I,E)T6R3|S+I+E§§ . (16)
" u

The admissible control set is
U={u()eL’[0,T] |y, <u() <Py}, 17)

where y, and y, are positive constantsand 0 < y, <y, < L.
Let x(t) = (S(t),1(t), E(t))T. Then system (15) can be
written in matrix notation as
dx (t)

= 0<t<T, 18
5 (18)

f(x(),u),

with initial condition x(0) € Q'.
Now, the objective is to find a control variable u(-) so as
to minimize both the number of infected computers and the

total budget for treatment and vaccination during the time
period [0, T]. That is, it suffices to solve the optimal control
problem.

T

Minimize, ), T (u()) = Jo L(x(t),u(t)dt (19)

subject to system (18), where

2
L(x,u) =1+ % (20)

is the Lagrangian and € > 0 is a tradeoft factor based on the
control cost and control effect.

Theorem 10. The optimal control problem (19) has an optimal
control.

Proof. From equations (19) and (20), one can get that

(1) there exist u(-) € U such that system (18) is solvable,
(2) the admissible control set U is convex and closed,

(3) the right-hand side of system (18) is bounded by a
linear function in x,

(4) L(x,u) is convex on U,
(5) there exist p = 2, ¢, = €/2,and ¢, = 0 such that
L(x,u) > (¢/2)||ull3.
Thus, the claimed result follows directly from [31]. O

Theorem 11. Suppose Ti(-) is an optimal control for the optimal
control problem (19), and (S3(t),1(t), E(t))" is the solution to
system (18) with u(-) = #(-). Then, there exist functions /Tl(t),
A, (t), and X5(t), 0 < t < T, such that

ar, (t) — 7 o
1O L@ (urn 040 (T0)) 0T

- (0+0(T1)),

dx, (t) — T T

= =10 (e G5 M) - nhs () 2
+X;(t)(‘u+y1 +ﬁ(f)—C§(f))’

di, — = i

#(” = Ay () = Ay () + (u 4y + 1) 35 (0),

0<t<T,

with transversality conditions A,(T) = A,(T) = A;(T) = 0,
where

o (Tw)-pre (1 (t))_ o

rIm)




Furthermore, we have

u’ (1)
= max {min{(x; (t)_x(t))f(t),?z},yz}, (23)
€ 1e]
0<t<T
Proof. Note that the Hamiltonian is
H (S, I,E, A}, A5 A5, 1)
=I+§u2+)t1§+/\2%+ 32—1;:, ey

where 1, 1,, and A; are undetermined.

Then, applying the Pontryagin Minimum Principle [32],
there exist functions A, (), A,(t), and A5(#), 0 < t < T, such
that

dX, ()
dt
OH (S(),1(1),E(), A, (1), A, (8), A5 (1), (1))
N ’

dA, (t)
dt

OH (5,11, E(), X, (1), %, (1), 4 (1), @ (1)) (25)
oI ’

s (t)
dt
OH (S(1),T(1),E(8), A, (8), 4, (1), X5 (1), @ (1))
OE

>

0<t<T.

Hence, system (21) follows by a straightforward calculation.
As the terminal cost is unspecified and the final state is free,
the transversality conditions hold.

Note that the optimality condition H (S¢), I(-), E(-),
LOLOLGOED) = mingwHEGO,T0, B, 1,0,
A5 (), A3 (), u(-)). Then, either

OH (S(1), (), E(0), A, (1), 4, (1), A5 (1), (¢))
ou (26)
=eii(t)+ A, ()T (t) - A, (1)) =0

or #(t) = y, or ti(t) = y,. Thus, the proof is complete. O
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By combining the above discussions, the optimality sys-
tem for the optimal control problem (19) can be derived as
follows:

ds (t)
dt
=u@I(t) +mE@W) - pS{t) o (I 1) S1)
-nS®)-0S@),

dI (t)
dt

=0 (I(t)S)+0S(t) —ul (t) -y, I(¢)
—u®)I@®)+mE®)),

dE ()
dt

=0+pSW)+yI(t)—pE@®)-nE({) -n,E(@),

dA, (1)
di (27)

=L (u+y+0+0 1))

—A, OO+ 1) -yAs (1),

da, (1)
dt

=-1-1, @) (u-CS ()

+A, () (u+y, +u(t) —CS() —pAs (8),

dr

#(t) = —mpAy (8) = Ay () + (p+ 1y + 1) A5 (1),
~ { . {(Az(t)—)n(t))l(t)_} }

u (t) = max { min - YooY

0<t<T,

with (8(0), 1(0), E(0))" € ', and A,(T) = A,(T) = A,(T) =
0.

Next, the effectiveness of optimal control will be exam-
ined. Here we have to point out that all parameter values are
chosen hypothetically due to the unavailability of real-world
data.

Example 12. Suppose that § = 2, u = 0.01,#, = 0.012,#, =
0.021, 9, = 0.01,6 = 0.015, 9, = 0.001,7, = 0.8, o(I) =

0.005I/(1 + VI), e = 15,and T = 100. The optimality system
(18) with (5(0), 1(0), E(0)) = (100, 60, 40) is to be numerically
solved with the backward-forward Runge-Kutta fourth-order
scheme. Then Figures 5-7 and Table 1 are obtained.

Figures 5 and 6 exhibit the evolution of S and I with
different control strategies, respectively. From these two
figures, it is natural to see that the optimal control % is
superior to others.
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TaBLE 1: The values of I and objective function J under different control strategies u.
u=1u u =0.001 u=02 u=04 u=20.6 u=028
I(u) 55 104.1 19.9 9.5 6.1 4.3
J(u) 748.1 9894.8 26371 1671.4 1373.1 1322.9
160 120
140 + E
100 |
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80
100 ¢ E
S
80 | B 1 60
60 | b 40 ]
40 + R
20 + E
20 . .
0 20 40 60 80 100
. O 1 L L L L 1 1 1 1
Himet 0 10 20 30 40 50 60 70 80 90 100
—— S (u=0.001) — S(u=038) Time t
—— S(u=04) — S(u=m1n)
— I(u=0.001) —  T(w=08)
FIGURE 5: Evolution of number of susceptible computers with —— I(u=04) — I(u=1)

different control strategies.

Figure 7 shows the corresponding optimal control strat-
egy-

Table 1 lists the values of infected computers I and
objective function J under different control strategies. It is
easy to conclude that # is the best choice.

5. Conclusions and Prospects

This paper has investigated an SIES model with generic
nonlinear infection rate. A thorough analysis shows that the
unique (viral) equilibrium is globally asymptotically stable.
This result implies that any effort in eradicating computer
virus is inoperative. As a result, a countermeasure, which
mainly aims to maintain the number of infected computers
at an acceptable level, and optimal control analysis of the
proposed model have been posed. Some numerical examples
are also included.

The study of this model not only implies some new
practical measures but also gives a theoretical support to the
usefulness of some existing antivirus strategies and provides
the basis to developing many other more elaborated models.

The study can be continued in several directions. First
of all, it would be interesting for complex network (e.g.,
scale-free network) because our model is a homogeneous
model. Next, delays (or pulses) could be incorporated in our
model so as to characterize the delay in the development
of new vaccine (or the emergency of new virus). Finally,

FIGURE 6: Evolution of number of infected computers with different
control strategies.

Control variable

0.1+

100
Time t
— u(t)

FIGURE 7: An optimal control function for system (18).

our model involves a relatively large number of parameters,
which are very difficult to establish with accuracy. Therefore,
it is appropriate to modify our model by considering the
parameters to be random variables.
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