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Resource management is of paramount importance in
achieving high performance in Cloud environments. Differ-
ent from traditional parallel and distributed systems, resource
virtualization is a key feature in Cloud systems. Although
researchers have been developing various strategies and
techniques to address the resource management issues in
virtualized Clouds, they, as this special issue shows, still face
many new research challenges.

This special issue aims to report the latest scientific
advances in resource management techniques for virtualized
Clouds, especially on the topics including VM consolidation
strategies, scheduling techniques, techniques for managing
various types of virtualized resource, and VM management
for various types of application. This issue received 47 high
quality submissions. After the rigorous review process, 23
papers were accepted in this issue, documenting the relevant
research from China, Spain, USA, Australia, Korea, Mexico,
Luxembourg, Russia, France, and so forth.

The research presented in these 23 papers broadly covers
the interesting scope of this special issue. Among these
papers, scheduling strategies are proposed for various types
of application and platform. W. Zheng et al. from Xiamen
University in China proposed a randomization approach for
scheduling stochastic workflows. J. M. Cortés-Mendoza et al.
from CICESE Research Center in Mexico developed a new
method for scheduling VoIP (Voice over Internet Protocol)
tasks in Clouds. W. Lin et al. from South China University
of Technology in China designed a task scheduling algo-
rithm for heterogeneous virtual clusters. J. P. Orellana et al.
from University of Castilla-La Mancha in Spain investigated
scheduling strategies for FPGA devices equipped in Clouds.

Different resourcemanagement techniques are also inves-
tigated for virtualized Clouds. For example, a novel task-
classification-based VM consolidationmethod was proposed
by H. Choi et al. from Korea University in Korea. T. Chen et
al. from Shanghai Jiao Tong University in China developed a
new VM placement method by taking traffic balancing into
account.

In addition to managing computation resources, new
techniques are investigated for managing other types of
resource. As an example, the dynamic allocation of network
resources was studied by C.-H. Hong et al. from Korea
University in Korea. J. No et al. at Sejong University in Korea
implemented the cache management scheme for virtualized
I/O resources.

Finally, although virtual machine is still a popular
medium for providing the running environments for tasks
and services, other types of virtualization technologies are
emerging. B. Memishi et al. from Universidad Politécnica de
Madrid in Spain investigated the resource allocation based on
containers, a fine-grain alternative virtualization technology
to virtual machines. W. Ai et al. from Hunan University in
China proposed a novel metric to measure the elasticity of
virtualized resources. For this special issue, we are able to
select excellent papers providing a range of methods on the
theme of the special issue.
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The primary business challenge for the customers to use outsourced computation and storage is the loss of data control and security.
So encryption will become a commodity in the near future.There is big diffusion with the above scenario: take advantage of current
application’s full functionalities at the same time ensuring their sensitive data remains protected and under customers’ control.
Prior works have achieved effective progress towards satisfying both sides. But there are still some technical challenges, such as
supporting file or data-stream based applications and supporting full-text and advanced searches. In this paper, a novel security
broker based encrypted data search scheme, called Enc-YUN, is proposed, which transparently builds a reverse index at the security
broker when the data flow is transmitted to the cloud. And search firstly takes place on the index, in which the mapping structure
corresponds to and retrieves the very encrypted data in the cloud on behalf of the client.With this scheme, updated-to-date full-text
search techniques can be easily integrated to carry out the most advanced search functionalities, at the same time, maintaining the
strongest levels of data protection from curious providers or third parties. Experimental results show that Enc-YUN is effective
with broad categories of cloud applications, and the performance overhead induced is minor and acceptable according to user’s
perceptual experience.

1. Introduction

Specialization and outsourcing make society more efficient
and scalable, and computing is not any different. According to
Cisco global mobile data traffic report [1], cloud applications
account for 83% of total mobile data traffic by 2015 and will
account for 90% by 2019. The primary business challenge for
the customers to use outsourced computation and storage is
the loss of data control and security, especially with mission-
critical applications or privacy-sensitive applications.

A promising solution is encryption, providing only
encrypted data to the cloud. However, there exists diffusion:
take advantage of current application’s full functionalities at
the same time ensuring their sensitive data remains protected
andunder customers’ control. Take data search as an example;

can customers still search the contents based on encrypted
data?

Against the above problem, current efforts can be sum-
marized into two categories: the first approach focuses on
the Searchable Encryption (SE) Algorithms [2], which allow
the data owner to delegate search capabilities to the cloud
provider without decrypting the documents. However, this
approach should modify the legacy cloud provider’s interface
to adopt the very SE library. And the search capabilities
are limited to keyword granularity. The second approach
often uses a proxy, namely, data security broker, which
transparently sits between the cloud application and its users,
intercepting critical data before it is passed into the cloud and
replacing it with a random token or encryption value that is
meaningless for the cloud.
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This paper proposes security broker based architecture
to protect the data privacy and search on encrypted data,
called Enc-YUN, which builds a reverse index [3] to map
the data transmitted and data in the cloud, and search firstly
takes place on the index and then retrieves the corresponding
encrypted data in the cloud on behalf of the client. With this
scheme, updated-to-date full-text search techniques can be
easily integrated to carry out the most advanced search func-
tionalities, at the same time, maintaining the strongest levels
of data protection from curious providers or third parties.

There is no free lunch, though. With the above scheme,
some technical challenges are still waiting to be solved, which
can be summarized as follows.

NoModifications on the Legacy Applications. Actually, rewrit-
ing or modifying applications in order to implement the
Searchable Data Encryption Algorithms is always impossible
for the application providers. Broker is located between the
application and the user, which can intercept the information
to the plaintext of the user before it is transferred to the
applications and convert the ciphertext into plaintext before
the information is sent to the user. The user should trust
broker which is deployed on the user’s premises. The broker
and sensitive data are in the control of user, even though
broker works by intercepting user data to cloud service. In
fact, the broker provides an ability to adapt various cloud
services transparently without modifying or even sacrificing
usability.

Supporting More Categories of Applications While Being Non-
Custom-Crafted. With Enc-YUN, it is necessary to recognize
the protocol of the application to determine whether the
application requires encrypted and semantic analysis on the
content of protocol for obtaining the positions of sensitive
data which need to be encrypted. However, lots of various
SaaS applications need to be analyzedwhich is a big challenge!
Enc-YUN should support popular SaaS applications as much
as possible but should not analyze protocol of applications
one by one. Then, we classified SaaS applications and had a
protocol analysis about typical application in every category.
If a new application needs to be protected, Enc-YUN would
find the corresponding category and only require changing
fewer codes. In the future, we will investigate mechanisms
that fully automate analysis about protocol of application and
semantic content of protocol.

Selective and Searchable Data Encryption. First, if we would
encrypt simply all the content of protocol, this leads to the
server-side of application parse data error and possibly denial
of service. And the format of SaaS applications data such
as phone number and email needs to be verified by cloud
services.Thus, these data also should not be encrypted in case
of impacting the functionality of SaaS applications. Second,
keyword search is a common operation in SaaS applications,
but it is often impractical to run on the client because it would
require downloading large amounts of data to the user’s
machine. While there exist practical cryptographic schemes
for keyword search, they require that cloud provider modify
or rewrite the application code and interface.

The challenge facing Enc-YUN is how to implement
selective and searchable data encryption. Enc-YUN could
determine what data should be encrypted by policies related
to the attribute of data. That greatly preserves the usability
and user experience of cloud services.

2. Related Work

In this section, previous work has been well systematized
and summarized into two parts. The first part is mainly
about Searchable Data Encryption Algorithms by which
user can search documents without decrypting them. Client
controlled search on encrypted data is lucidly elaborated
in the second part of this section. This approach is often
implemented by a proxy called data security broker to
intercept critical data before it is passed into the cloud and
replace it with a random token or encryption value.

2.1. Searchable Data Encryption Algorithms. Traditional ci-
phertext search technologies can be summarized into two
typical categories.

Linear search compares the words of ciphertext in turn
to confirm whether or not the keyword exists and count
the frequency of this keyword. For instance, Song et al.
[4] proposed a solution based on searchable symmetric-
key encryption (SSKE) scheme which adopts stream cipher
method to encrypt character data.

Security index-based ciphertext search establishes a key-
word index [5] according to the document and then encrypts
and uploads index and document to the cloud. And keywords
will be compared from the index instead of the whole doc-
ument. Based on this approach, Boneh et al. [6] provided a
method, namely, public-key encryption with keyword search
(PEKS) [7, 8], such that the recipient searches keywords from
the file sent by the sender. And Agrawal et al. [9] in IBM
Research Center proposed an order preserving encryption
scheme (OPES) algorithm [10] that keeps the values in order
during the encryption process.

However, the conventional ciphertext search methods
proposed above are based on the premise that the cloud
provider needs to change the interface of existing cloud ser-
vices. In fact, it is difficult for providers to do this in practice.

2.2. Client Controlled Search on Encrypted Data. The broker
is the intermediary between cloud providers and users that
encrypt and protect sensitive data of users. Consider several
deployment locations of broker based on a simplified archi-
tecture of typical SaaS applications, outlined in Figure 1.

2.2.1. Between the Application’s Client-Side andUser. Thebro-
ker can encrypt data at the point (Figure 1(a)) before the
application code (including the client-side code) can access
it. The application can only view an encrypted version of the
data.

He et al. proposed a general solution which is Shadow-
Crypt [11] for encrypting textual data for existing web appli-
cations. ShadowCrypt runs as a browser extension, replacing
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Mobile terminal
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Figure 1: Architecture of typical SaaS applications and chokepoints for data encryption.

Network

Mobile 
terminal

Web browser

POST mail.qq.com HTTP/1.1 Method
Content-Length:50 Header

Body
sid=zWPZozph-
Xi2BTNl&from_s=cnew&signtype=0&to=%22914725294
%22<914725294@qq.com>&subject=test&content__ht
ml=<div>Hello World!</div>

QQMail

HTTP request

Send a mail

Figure 2: The procedure of sending mails to QQMail.

input elements in a page with secure, isolated shadow inputs
and encrypted text with secure, isolated clear text. According
to Figure 2, ShadowCrypt cannot encrypt data in mobile
application. And Figure 3 shows file data which is uploaded
to Dropbox by users is not stored in DOM nodes. Thus,
ShadowCrypt could not support encrypting file data. In
addition, it only applies to several web browsers in PC
platforms such as Chrome and Firefox.

Mimesis Aegis [12] which is suitable for mobile platforms
not only provides isolation but also preserves the user
experience through the creation of a conceptual layer called
Layer 7.5 (L-7.5), which is interposed between the application
(OSI Layer 7) and the user (Layer 8). However,Mimesis could
not support encrypting file data.

2.2.2. Between the Application’s Client-Side and Network. The
broker also can be deployed at the point (Figure 1(b)) to
encrypt data after the application’s client-side (i.e., JavaScript/
HTML) would send data to the cloud services. Therefore, we
can adopt the extension of browser and proxy as the broker.

Virtru [13] offers a browser plugin that performs email
encryption, such that web-mail providers like Gmail cannot
see users’ data in the clear. But Virtru provides only a point

solution for a handful of web-mail providers and does not
generalize to other web applications and mobile applications.

Mylar [14] is an extension of theMeteor JavaScript frame-
work for building applications that encrypt all their data sent
to the server. Developers need to write their applications in
Meteor (affecting backwards compatibility) and tell Mylar
what data needs encryption.

3. Enc-YUN: Security Broker Based Search on
Encrypted Data

There are three different parties in Enc-YUN: the users, the
security broker, and the cloud services. Enc-YUN aims to
protect the users’ confidential data from attacking by hackers
or intercepting by cloud providers.

3.1. Architecture. The architecture of Enc-YUN is shown in
Figure 5. Enc-YUNconsists of the five following components.

Parser. It intercepts data sent to and from the server, and it is
responsible for recognizing application protocol and analyz-
ing semantic content of protocol between the user and the
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Method 
POST dl-web.dropbox.com
HTTP/1.1
Header
Content-Type:multipart/form-
data;boundary=BOUNDARY
Content-Length:30
Body
--BOUNDARY
Content-Disposition: form-data 
filename=” Test.txt”
Hello World
--BOUNDARY

Hello world

Test.txt

Variable blob = 
“Hello world”

JavaScript

Variable buffer = 
“SGVsbG8gV29ybGQ=”

Flash uploader

Base 64 encoded

Web browser

DOM

Dropbox

HTTP request

<html>

<head> <body>

<div><meta> <title> <span>

<input> <input>· · ·

Figure 3: The procedure of uploading files to Dropbox.

cloud service in order to obtain what data require to be
encrypted or decrypted. It supports multiple application
protocols and various data formats. According to Figure 4,
the broker could also intercept a secure channel such as SSL/
TLS between users and cloud servers.The client sets SSL con-
nection with the broker, and the broker establishes another
SSL connection with the cloud server. As the broker works on
behalf of clients, it is trusted by clients even when it decrypts
the original data sent by clients.

Encrypter. It supports selective and searchable data encryp-
tion and integrates with several encryption algorithms such
as AES and DES. Encrypter calls for secret keys from Key
Manager before encrypting or decrypting and protects user
sensitive data with distributed keys.

Searcher. It would transformmetadata to MetaData Manager
for ciphertext search. Searcher receives search keywords from
users and searches content from cache which stores con-
fidential data and return the results to users.

Transmitter. It is responsible for transmitting encrypted data
from users to cloud services and data from SaaS applications
to users.

Key Manager. It performs generation, storage, and manage-
ment on keys used to encrypt or decrypt.

MetaData Manager. It stores and manages metadata.

3.2. Application Analysis. Enc-YUN not only supports pop-
ular SaaS applications as much as possible but also does not
analyze protocol of applications one by one. In regard of the
protocol recognition and semantic analysis when applying
SaaS, we encountered two challenges:

(i) How to achieve the automatic adaptation of new
application protocol if there are various protocols?

(ii) How to achieve the match of protocols without
changing broker when the protocol changes?

The application of SaaS can be divided into the following
categories: email, cloud storage, CRM, ERP, office 365, social
category and so on. Analyzing the protocol of two typical
applications of each category, we can find that the basic
protocol is the same.

Figure 2 presents the content of the protocol about
sending mail. Enc-YUN could obtain attributes and content
of data by analyzing this typical format of key-value. For
example, “subject” means mail subject and “content html”
means mail content. Then Enc-YUN encrypts the content of
the subject and body of mail. Furthermore, Figure 3 shows
the cloud storage applications adopt uploading content of
files in multipart format. And parser parses the content with
finite-state machine, encrypts data, assembles it into a new
standard multipart format, and then forwards the request
to the application. So we achieved the protocol adaptation
and semantic identification of typical applications according
to its category. If adding the new application is necessary,
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Figure 4: SSL/TLS interception in Enc-YUN.
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Transmit

Figure 5: Architecture of the Enc-YUN.

we only need to find the category the application belongs
to and achieve the protection of sensitive data in the new
applications with little code modification.

Meanwhile, we will maintain an updated application
feature library. Table 1 shows several features of QQMail in
the library. If the protocol of the application changed, the
application feature library will update the protocol feature
and rules of semantic analysis of the application. And Enc-
YUN could obtain new positions of sensitive data, extract
data, and encrypt data by synchronizing the feature library.

3.3. Selective and Searchable Data Encryption. Cloud services
would return error message when receiving request data
which is encrypted or has incorrect format from users. And
traditional keyword search is invalid on encrypted data.
Selective and searchable data encryption [15] is another
challenge for Enc-YUN.

Users have the right to choose if they want the data
to be encrypted and can set some policies to control what
data should be encrypted and what data should keep clear.
Enc-YUN carries out selective encryption based on policies
associated with attributes of confidential data.

Broker is deployed in the internal network of enter-
prise or organization controlled by users. Getting control

of encryption keys to sensitive data, permission of selective
data encryption updating policy, and metadata access, the
broker is credible for the users. Under Enc-YUN, users get
the control of sensitive data stored in SaaS application.

Then the paper proposed an approach of ciphertext search
based on broker. The architecture of ciphertext search is
shown in Figure 6:

(1) The user makes a keyword search request to the cloud
application.

(2) Broker would intercept this request and receive the
keyword fromuser.Then, the search query is executed
against the local index.

(3) The local index, which stores a reverse index to map
the keywords and data in the cloud, returns all of the
associated metadata to the broker.

(4) The broker forwards the result to the user.
(5) The user retrieves the encrypted data or records

according to the metadata ID which is the identity of
encrypted data in cloud applications.

(6) Cloud applications return encrypted data which con-
tains the keyword to the broker.

(7) Broker intercepts and decrypts ciphertext and then
returns plaintext to the user.
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Table 1: Example of QQMail features in the library.

Application Function Request
method Request URI Request content

type
Encryption

field
Encryption
algorithm

QQMail sendMail POST set3.mail.qq.com/cgi-bin/compose send?
sid=JIq-6XB24WTmf0ke

Key-value
format

Subject
content AES-256

QQMail receiveMail GET
set3.mail.qq.com/cgi-bin/readmail?folderid=

1&folderkey=1&t=readmail&mailid=
ZC0010-3nAORN1KF5ITb1kOXm

HTML format Response
data AES-256

Cloud applications

Broker Index

User User premises

(1) Search for keyword

(2) Search for keyword in index

(3) Return info of the document(4) Return metadata

(5) Get ciphertext
according to metadata ID

(6) Return ciphertext

(7) Decrypt

Key1

· · ·

Keyn

appld, Docld, pos1,

· · ·

appld, Docld, pos1,

ciphertext and

pos2, . . .

pos2, . . .

Figure 6: Architecture of ciphertext search in Enc-YUN.

3.4. Key andMetadata Management. Encrypted data sharing
between users becomes difficult because the users do not
share their own private key. Enc-YUN resolves this challenge
by wrapped key. Each user has a private/public-key pair. The
KeyManager stores the private key of the user, encryptedwith
the user’s password. When the encrypter encrypts sensitive
data, the Key Manager generates a random file-key which is
used to encrypt the data. And Enc-YUN creates a wrapped
key: an encryption of file-keys under the public key of users.
If Alice wants to share a sensitive document with Bob,
the Enc-YUN which needs to be authorized to obtain the
private key of Alice unlocks the wrapped key and creates
another wrapped key with Bob’s public key. Thus, Bob will
get plaintext of the document shared by Alice by unlocking
the wrapped key with his private key.

The metadata linking the application functions and
encrypted data is critical when the user in Enc-YUN autho-
rizes another user outside of Enc-YUN to view encrypted
mails and files. The metadata of a mail mainly includes

components like mail id, sender id, recipient id, attachment
id, ciphertext id, and so on.

4. Evaluation

In this section, we discuss the performance overhead of Enc-
YUN. We conducted the test on an Intel 2.5 GHz × 2 with
2GB of RAM. And we made some comparison tests between
cloud storage and mail application under the circumstances
of having Enc-YUN and not having Enc-YUN. The test
could estimate the performance of the Enc-YUN by time-
consuming brought from Enc-YUN.

Figure 7 shows that sending and receiving mails in Enc-
YUN have more network overhead than in the normal
network. Because the broker which is proxy would cost time
to establish connections betweenusers and cloud services, the
time in which Enc-YUN recognizes protocols and analyzes
semantic data from users had a small proportion in the entire
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Table 2: Time cost in adding and viewing info in http://www.youshang.com/. “In” is the number of inputs which require encryption on the
page. “Out” is the number of outputs which require decryption on the page.

Web page In
Cost time of
encrypter and
parser (𝜇s)

Cost time of
adding info (𝜇s) Out

Cost time of
encrypter and
parser (𝜇s)

Cost time of
viewing info

(𝜇s)
Customer management 5 24407.8 247292 (9.87%) 10 140146.6 32576 (430%)
Supplier management 5 25025.8 57748 (43.34%) 20 222413.8 32536 (683%)
Good management 10 17043.2 75690 (22.52%) 10 112071.2 38380 (292%)
Warehouse management 1 9545.8 26490 (36.04%) 5 56961.4 25060 (227%)
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Figure 8: Percentage of time cost in encrypter of Enc-YUN to
upload files and download files in Baidu Netdisk.

request completion time. This indicates that the algorithm
of protocol recognition and semantic analysis in Enc-YUN
is efficient. However, there are other time-consuming events
besides the parser and encrypter.The time may be consumed
by other modules of the Enc-YUN. We believe that the time
cost will be less if every module of Enc-YUN has a good
performance. And Figure 8 presents that the time percentage
of uploading small files or documents is close to normal
time of uploading files outside Enc-YUN. But the larger the
file, the more the time it will consume. It indicates that the
performance of Enc-YUN depends on the performance of

the broker. Table 2 lists the number of input fields which
require encryption for each page and the estimated time cost
of encrypter and parser increase in microseconds. The page
is loaded by browser in several hundred milliseconds. The
performance overhead induced by the Enc-YUN is minor
and acceptable according to user’s perceptual experience in
the millisecond level.

We also tested the Enc-YUN on a wide variety of popular
SaaS applications such as Salesforce, Gmail, and Google
Drive. And the application of message is the only type of
application in which Enc-YUN cannot encrypt data because
of the fact that the protocol of application is encrypted
by providers. While encrypting data always impacts some
application functionalities, we find that, for a broad range
of applications, encrypting data still retains prominent func-
tionality. As it can be seen from Table 3, Enc-YUN sup-
ports more semantic-rich functionalities because Enc-YUN
searches in local index and retains the functionalities of
normal information retrieval. All of the SSE schemes focus
on text-formed data regardless of complex data structures in
reality. However, Enc-YUN supports XML, JSON, relational
database model, and so on. Thus the real time of search in
Enc-YUN is also better than KPR [16] and KP [17] scheme.

5. Conclusion and Future Work

We presented Enc-YUN, a system for transparently encrypt-
ing confidential data and supporting selective and searchable
data encryption. Without any modification of the cloud and
applications, ciphertext search could take place in the Enc-
YUN. Moreover, Enc-YUN has ability to support more and
more applications with protocol recognition and semantic
analysis.

Enc-YUN’s contribution lies in providing a new perspec-
tive to achieving practical ciphertext search. And Enc-YUN’s
secure infrastructure and usable interface design provide a
basis for implementing wide variety of encryption schemes.
In the long run, we will try to improve the performance of
transforming large files and we aim at supporting more auto-
mated protocol inspection and intelligent protocol analysis.
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Table 3: Comparison between SE schemes and Enc-YUN. PEKS scheme: public-key encryption with keyword search scheme; SEKS scheme:
symmetric-key encryption with keyword search scheme. 𝑚 and 𝑛 are the maximum # of keywords and files, 𝑘 is the # of unique keywords
included in an updated file (added or deleted), 𝑑 is the # of incremental keywords in an updated file, 𝑝 is the # of parallel processors, and 𝑡 is
the network latency introduced due to the interactions.

Category Schemes

Query support

Single
keyword

Multiple
keywords

Fuzzy
search

Ranked
search

Support
complex data
structures

Dynamic
search Update time

SEKS schemes SWP [18] ✓ N N N N N —

PEKS schemes BCO+ [19] ✓ N N N N N —
SLN+ [20] ✓ N ✓ N N N —

Index-based
SEKS schemes

Goh [21] ✓ N N N N N —
GSW [22] ✓ ✓ N N N N —
KIK [23] ✓ N ✓ ✓ N N —
XWS [24] ✓ ✓ N ✓ N N —
KPR [16] ✓ N N N N ✓ 𝑂 (𝑘)

KP [17] ✓ N N N N ✓ 𝑂 ((𝑚/𝑝) log 𝑛) + 𝑡
Index-based
PEKS schemes

RT [25] ✓ ✓ N N N N —
BW [26] ✓ ✓ N N N N —

Enc-YUN Enc-YUN ✓ ✓ ✓ ✓ ✓ ✓ 𝑂(𝑑)
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Due to the increasing dimensionality and volume of remotely sensed hyperspectral data, the development of acceleration techniques
for massive hyperspectral image analysis approaches is a very important challenge. Cloud computing offers many possibilities
of distributed processing of hyperspectral datasets. This paper proposes a novel distributed parallel endmember extraction
method based on iterative error analysis that utilizes cloud computing principles to efficiently process massive hyperspectral
data. The proposed method takes advantage of technologies including MapReduce programming model, Hadoop Distributed File
System (HDFS), and Apache Spark to realize distributed parallel implementation for hyperspectral endmember extraction, which
significantly accelerates the computation of hyperspectral processing and provides high throughput access to large hyperspectral
data. The experimental results, which are obtained by extracting endmembers of hyperspectral datasets on a cloud computing
platform built on a cluster, demonstrate the effectiveness and computational efficiency of the proposed method.

1. Introduction

Hyperspectral remote sensing images are characterized by
their large dimensionalities and volumes, with hundreds of
nearly contiguous spectral channels.The hyperspectral image
obtained from the earth’s surface contains abundant infor-
mation of space, radiation, and spectrum, which provides
great help to the researchers for analyzing, processing, and
monitoring the earth’s surface information. However, due
to the limitation of the sensor in spatial resolution and the
diversity of the ground cover, the pixels of the image are
generallymixed pixels. One of themost important techniques
for hyperspectral data exploitation is endmember extraction
[1], which characterizes mixed pixels as a combination of
spectrally pure components (i.e., endmembers). Under the
assumption of minimal secondary reflections and multiple
scattering effects in data collection procedure, a number of
techniques have been developed under the linear unmixing
model in recent years [2], such as iterative error analysis (IEA)
[3], independent component analysis (ICA) [4], dependent
component analysis (DECA) [5], vertex component analysis
(VCA) [6], simplex growing algorithm (SGA) [7], and mini-
mum volume simplex analysis (MVSA) [8].

The abovementioned works have improved accuracy of
hyperspectral endmember extraction enormously. However,
most of them are very computationally intensive and there-
fore compromise their applicability in time-critical scenarios
including military reconnaissance, environmental quality
surveillance, monitoring of chemical contamination, wildfire
tracking, and biological threat detection. As a result, in recent
years, many techniques have been developed towards the
improvement of these algorithms in high-performance com-
puting architectures [9, 10]. For instance, low-weight inte-
grated components such as field programmable gate arrays
(FPGAs) [11], multicore central processing units (CPUs) [12,
13], and commodity graphics processing units (GPUs) [14,
15] have been successfully applied to accelerate computa-
tions. Nevertheless, with the development of hyperspectral
imaging technology and the volume of the hyperspectral
image growing, the traditional mechanism of allocating
computational resources to a single machine is insufficient to
meet the requirements of efficient hyperspectral processing.
Accordingly, the fast endmember extraction of large hyper-
spectral dataset has been an important issue in the field of
hyperspectral remote sensing. Fortunately, cloud computing
has recently become more and more popular in the research
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Input: Hyperspectral data X𝑁×𝐿, the number of endmembersm.
(1) Initialization: Threshold of 𝜃 (spectral angle), the number R for averaging the vectors

with the largest error, and endmember matrix U.
(2) Calculate the mean vector mean1×𝐿 of the hyperspectral data X𝑁×𝐿.
(3) Perform the constrained unmixing on X𝑁×𝐿 using mean1×𝐿 as endmember matrix, and

get the image of the errors (named “error image”) remaining after the unmixing.
repeat
(4) Find R pixel vectors with the largest error in the error image, and extract the subset of

the set of R vectors, consisting of all those vectors which fall within the angle 𝜃 of the
maximum error vector.

(5) Average the vectors in the subset to decrease the effects of outliers and noise, denoted
as p𝑖, and update endmember matrix U = [U; p1].

until m endmembers are extracted.

Algorithm 1: Endmember extraction based on IEA.

and commercial fields due to its homogeneous operating
environment and full control over dedicated resources (e.g.,
networks, servers, storage, applications, and services) [16,
17]. Cloud computing can be considered as the improved
processing for distributed processing, parallel processing,
and grid computing [18]. However, to the best of our knowl-
edge, despite the potential of large-scale distributed parallel
computing in cloud computing and the demands of massive
data processing in hyperspectral imaging, there are few cloud
computing implementations of this category of algorithms
in the literatures. In order to efficiently extract endmembers
from massive hyperspectral data, a novel distributed parallel
endmember extraction method based on iterative error
analysis (IEA DP) is proposed by utilizing cloud computing
principles to efficiently processmassive hyperspectral data. In
particular, the storage of hyperspectral data is well organized
to reduce the correlation among data partitions as well as
to avoid data skew. The processing logic of IEA algorithm
is optimized by reducing the intermediate data generated
by each execution node and avoiding transitional large data.
The newly developed method is implemented and evaluated
on Spark and MapReduce model. Its efficiency is evaluated
in terms of accuracy and parallel execution performance
through the comparison with a serial IEA implementation on
a single CPU.

2. Endmember Extraction Based on IEA

Let X𝑁×𝐿 = [x1, x2, . . . , x𝑁]𝑇 ∈ R𝑁×𝐿 denote a hyperspectral
image with N pixels, where x𝑖 ∈ R𝐿 is an 𝐿-dimensional
hyperspectral pixel observation. The linear mixture model
identifies a collection of spectrally pure constituent spectra
(endmembers) and expresses the measured spectrum of a
mixed pixel as a linear combination of the endmembers,
weighted by fractional abundances that indicate the pro-
portion of each endmember contained by the pixel [1].
This procedure can be described in mathematical terms as
follows:

x𝑖 = Uf𝑖 + n, (1)

where U = [u1, u2, . . . , u𝑚] denotes an L-by-m mixing
matrix in which the endmembers correspond to the columns.
This matrix is in general of full column rank. Here, 𝑚
denotes the number of endmembers, f𝑖 = [𝑓𝑖1, 𝑓𝑖2, . . . , 𝑓𝑖𝑚]𝑇
denotes anm-by-1 vector containing the respective fractional
abundances of the endmembers,𝑓𝑖𝑘 is the abundance fraction
of the 𝑘th endmember, with 𝑘 = 1, 2, . . . , 𝑚, and the notation(⋅)𝑇 stands for vector transpose operation; n denotes an addi-
tive L-by-1 noise vector representing the errors that affect the
measurement of the pixel at each spectral band. Endmember
extraction of hyperspectral data aims at obtaining a good
estimation of the mixing matrix U. Several methods have
been used to perform endmember extraction, including geo-
metrical, statistical, and sparse regression-based approaches
[1]. Among these methods, the IEA algorithm is one of the
most successful algorithms of the first category and therefore
has been widely used.

Assuming the existence of relatively pure pixels, the IEA
algorithm performs a series of linear constrained unmixing
[19] and chooses endmembers by minimizing the remaining
error in the unmixed image [3]. This procedure is executed
directly on the spectral data, without the requirement of
transformation into Principal Components (PCs) or any
other elimination of redundancy. A step-by-step description
of the IEA algorithm is given as shown in Algorithm 1.

3. Processing Framework Based on
Cloud Computing

In general, cloud computing uses MapReduce programming
model, which is essentially a coarse granularity parallel
programming model. MapReduce model can automatically
parallelize the large-scale computing tasks.More importantly,
the implementation details are transparent to the users. Users
define the computation of map and reduce functions, and
the underlying operating system automatically performs the
parallel computation across large-scale clusters of machines
and makes efficient use of network and disks by scheduling
intermachine communication [20]. Hadoop, a cloud comput-
ing framework that uses MapReduce model, is well known
for its fault tolerance and scalability [21]. However, Hadoop
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Figure 1: The processing framework based on cloud computing.

solutions rely on writing and reading data from HDFS and
therefore are of slow speed.

Fortunately, Apache Spark, a novel high-performance
framework capable of tacklingmassive data processing work-
loads while coping with larger and larger scales, has been
proposed in [22]. This framework enables streaming and
interactive queries and demonstrates its scalability, fault
tolerance, and the ability of handling batch processing.
Apache Spark is a cluster-computing platform, which is open
source, Hadoop-compatible, fast, and expressive. In terms of
data storage, Spark abstracts out of the distributed memory
storage structure by Resilient Distributed Dataset (RDD)
[23]. The RDD can control the data in the partition of
different nodes and is compatible withHDFS. A large amount
of existing data in HDFS can be loaded into RDD for being
processed as a data source. Spark runs on top of existing
HDFS infrastructures to provide enhanced and additional
functionality. Moreover, Spark is based on memory comput-
ing, which holds intermediate results in memory rather than
writing them to HDFS.

To be specific, the processing framework for distributed
parallel endmember extraction of hyperspectral data based
on cloud computing can be summarized graphically as shown
in Figure 1.

4. Distributed Parallel Optimization for
IEA Based on Spark

Spark is an extensible platform for data analysis that inte-
grates the calculation of primitive memory. Therefore, Spark
achieves better performance compared with Hadoop cluster
storage methods. With the development of remote sensing
technology, the data quantity of hyperspectral remote sensing
data is increasing. Even a single pixel may contain hundreds
of spectral information types, leading to more difficulty in
the calculation of hyperspectral data processing. On the

other hand, accelerating the processing of large amounts of
data in hyperspectral imagery is of great importance. In this
work, we present a distributed parallel implementation of IEA
algorithm (IEA DP) for endmember extraction of massive
hyperspectral image based on Spark.

It can be observed that the most time-consuming parts
of Algorithm 1 are the procedure of constrained unmixing,
the calculation of error image, and the selection of the
vectors with the largest error. Therefore, we concentrate on
the parallel optimization of these parts. In what follows,
we describe the distributed implementation of the different
phases of Algorithm 1 and describe the architecture-level
optimizations performed during the development of the
parallel implementation.

Storage is a critical issue of our distributed parallel imple-
mentation. In hyperspectral remote sensing, with increas-
ingly growing data volumes, it is important to efficiently store
and utilize potentially unlimited amounts of hyperspectral
datasets. HDFS represents a perfect choice for the reliability
and elasticity of the task of storing very large files on
different resources on large clusters. As a result, we store the
original hyperspectral datasets on HDFS, taking advantage
of its capabilities for distributed storage, fault tolerance, and
flexibility in a transparent way.

A class (named HSIInputFormat) is defined to
read original hyperspectral datasets from HDFS to
NewHadoopRDD instances ByteRDD. In HDFS, the original
hyperspectral image is divided into many spatial-domain
partitions [16]. In order to reduce the I/O (input/output)
overhead to the most extent, we read every data partition
on HDFS as a key-value pair, in which the key (named
Offset) is the offset of this partition in the original dataset
and the value (named Pixels) is the hyperspectral data
partition of byte type. Subsequently, ByteRDD is mapped
onto a MapPartitionsRDD (which consists of formatted
pixel vectors data, denoted as DataRDD). Finally, we cache
DataRDD in RAM for fast access. The flowchart of the
procedure for reading hyperspectral datasets is graphically
illustrated in Figure 2.

Firstly, the DataRDD is mapped onto partitions Pixel𝑝×𝐿,
which are accumulated to Sum1×𝐿 by column. The reduce
operation is then performed to aggregate theses Sum1×𝐿, and
the mean vector mean1×𝐿 of the hyperspectral data X𝑁×𝐿 is
calculated on driver.

Secondly, the constrained unmixing is performed on
X𝑁×𝐿 using mean1×𝐿, as follows:

abu𝑇1×𝐿 = (I − (EE𝑇)−1 aa𝑇

a𝑇 (EE𝑇)−1 a
)(EE𝑇)−1 E⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟

ta

x𝑇1×𝐿

+ (EE𝑇)−1 a

a𝑇 (EE𝑇)−1 a⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟⏟
tb

,
(2)

where I is an𝑁-order identity matrix, a is an N-dimensional
column vector with all 1 entries, E = mean1×𝐿, and x is a pixel
vector.
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Figure 2: Graphical illustration of the procedure used for reading hyperspectral datasets.

When computing (2), ta and tb parts are calculated,
respectively, on driver. After that, ta, tb, and E are broad-
casted to all workers. To avoid frequent garbage collection
of Java virtual machine, pixels in the partition are processed
successively by map operation. Take the pixel vector Pixel𝑖
for example; its abundance coefficients are estimated by (2)
and stored in vector abu1×𝑁. Then, its reconstruction error
can be computed. When all the pixels in the partition have
been processed, the maximum error 𝑚𝑎𝑥, as well as the
corresponding position 𝑝𝑜𝑠max, is selected. A tuple (𝑝𝑜𝑠max +
offset, 𝑚𝑎𝑥, pmax) is obtained as the output of map operation,
where offset is the key of the certain partition that denotes
the position of its first pixel in the whole hyperspectral image.
The tuple with maximum max is afterwards selected by the
reduce operation and is returned to driver.

In the next procedure, ta, tb,E, pos, and𝑅 are transmitted
to everyworker as broadcast variables.Themap operations are
performed on DataRDD to find the 𝑅 pixels with the largest
errors, and the subset of the set of 𝑅 vectors is extracted,
which consists of all those vectors which fall within the
spectral angle 𝜃 of the maximum error vector. After the
reduce operation is performed to merge sort, the vectors in
the subset is averaged as p𝑖 to decrease the effects of outliers
and noise, and endmember matrix is updated (U = [U; p1])
on driver side.

The algorithmic details of IEA DP are graphically illus-
trated in Figure 3. The storage of hyperspectral data is well
organized to reduce the correlation among partitions as well
as to avoid the data skew. Moreover, the logical procedure of
IEA algorithm is optimized by reducing the intermediate data

generated by every execution node and avoiding transitional
large data. Accordingly, the computation of the IEAalgorithm
can be greatly accelerated.

5. Experimental Evaluation

To evaluate the proposed distributed parallel implementation
of IEA algorithm, experiments were performed on a Spark
equipped cluster with 1master node and 8 slave nodes.Master
is also the NameNode of HDFS and slaves are the DataNodes
of HDFS.Master is a virtual machine created on the host with
an Intel Xeon E5630 CPUs at 2.53GHz with 8 cores by the
VMware vSphere.The slave nodes are implemented by virtual
machines created based on the virtualization of a 4-blade
IBM Blade Center HX5 equipped with 2 Intel Xeon E7-4807
CPUs at 1.86GHz and connected to a 12 TB disk array by SAS
bus. Each slave is configured with 6 CPU cores. Master and
slaves are all installed with Ubuntu 12.04, Hadoop 1.2.1, Spark
1.4.1, and Java 1.6.45. In addition, all nodes are connected by
a gigabit switch. Figure 4 illustrates the architecture of the
experimental platform.

The hyperspectral dataset used in our experiments is a
subset of the well-known Airborne Visible Infrared Imaging
Spectrometer (AVIRIS) Cuprite (http://aviris.jpl.nasa.gov/
data/free data.html) image with 224 spectral bands, which
was collected over the Cuprite mining site, Nevada, in 1995.
This scene has been widely used to validate the performance
of endmember extraction algorithms. Some bands 1–3, 107–
114, 159–169, and 221–224 have been removed prior to

http://aviris.jpl.nasa.gov/data/free_data.html
http://aviris.jpl.nasa.gov/data/free_data.html
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Figure 3: Design of IEA DP algorithm based on Spark.

the analysis due to water absorption bands and bands with
low SNR. The selected dataset consists of 350 × 350 pixels
(as shown in Figure 5), 192 bands, and a total size of about
44.86MB. In order to evaluate the algorithm’s performance
on data of different sizes, we use the Mosaicking function
of ENVI software to generate 3 datasets with different sizes
(including Dataset 1: 8400 × 350 with the size of about
1.05GB, Dataset 2: 16800 × 350 with the size of about
2.10GB, and Dataset 3: 33600 × 350 with the size of about
4.21 GB) by mosaicking the original 44.86MB dataset. Both
computational performance and unmixing accuracy have
been taken into consideration for evaluation.

At the beginning, we evaluate the accuracy of the con-
sidered endmember extraction algorithm on the AVIRIS
Cuprite image, taking advantage of the availability of
detailed laboratory measurements of endmembers con-
tained in the scene (http://speclab.cr.usgs.gov/maps.html).

According to the survey results by the US Geological
Survey (USGS), the Cuprite mining site mainly contains
five categories of minerals, that is, Alunite, Buddingtonite,
Calcite, Kaolinite, and Muscovite. Their reference ground
signatures are available in the form of a USGS library
(http://speclab.cr.usgs.gov/spectral-lib.html). The most sim-
ilar endmember signatures extracted by the IEA algorithm
are selected and compared with the available 5 reference
USGS spectral signatures in terms of spectral angle distance
(SAD), measured in radians. According to Table 1, it can be
concluded that the serial and distributed parallel versions of
IEA obtain identical results, while the extracted endmembers
are very similar, spectrally, to the reference USGS spectra.

The most important aspect in this work is to what
extent the distributed parallel implementation improves the
endmember extraction procedure in terms of computational
performance. Before reporting our performance evaluation,

http://speclab.cr.usgs.gov/maps.html
http://speclab.cr.usgs.gov/spectral-lib.html
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Figure 4: The architecture of the experimental platform.

it is worth emphasizing that our parallel implementation
provides identical results as the serial version in terms of
endmember spectra and fractional abundances. The key dif-
ference between the serial and parallel versions is the required
runtime for completing the calculation. In subsequent part,
we report the computational performance of the two versions
executed on the datasets with different sizes, that is, Dataset
1, Dataset 2, and Dataset 3.

The execution time and speedups spent in processing
Dataset 1 on the considered cloud computing architecture
are listed in Table 2. In the first column of Table 2, “Parallel

(𝑥)” denotes the parallel version executed on a distributed
platform consisting of 1master node and𝑥 slave nodes (where𝑥 = 1, 2, 4, 8). As can be seen from Table 2, the execution
time significantly decreases with regard to the increasing
number of nodes. In terms of speedups, Figure 6 indicates
approximately a linear growth with the number of nodes.

It is worth noting that the size of partition has great
effects on the performance of the parallel versions. In other
words, a good tuning of partition size helps improve the
computational performance. In this paper, we empirically set
the partition sizes (as Table 2 shows) to guarantee over 80%



Scientific Programming 7

Table 1: Spectral angle distance comparison between the endmem-
bers extracted by IEA from the AVIRIS Cuprite scene and the
reference USGS mineral spectral signatures.

Mineral SAD (in radians)
Serial version Parallel version

Alunite 0.0645 0.0645
Buddingtonite 0.0717 0.0717
Calcite 0.0898 0.0898
Kaolinite 0.0899 0.0899
Muscovite 0.0736 0.0736

Figure 5: A 350 × 350-pixel subset of the AVIRIS Cuprite scene.
CPU utilization for every slave while running, thus leading to
promising performance and speedup.

In a similar manner, experiments were performed on
Dataset 2 and Dataset 3, using one master node and 8 slaves,
to evaluate the efficiency of IEA DP algorithm on larger
datasets, as well as to compare IEA DP algorithm with a
Hadoop based IEA algorithm. It can be concluded from
Figure 7 that the execution time of the proposed IEA DP
algorithm scales roughly linearly with the size of the dataset.
Moreover, it is computationally efficient for large datasets
(e.g., only 8.1%, and 6.2% of the time is consumed by
initialization for the execution on Dataset 2 and Dataset 3,
resp.). This conclusion is important, as it indicates the better
scalability of the proposed IEA DP as the data size increases.
Moreover, Figure 8 demonstrates that the IEA DP algorithm
executed on the Spark platform processes the hyperspectral
data much faster than on the Hadoop platform.

To summarize, the proposed IEA DPperforms and scales
well under massive hyperspectral data. In particular, the
availability of additional computing resources leads to more
significant speedups.When using the cloud platform consist-
ing of 1 master node and 8 slave nodes, the IEA DP algorithm
achieves a speedup of 33x in the hyperspectral endmember
extraction. An endmember extraction task involving about
1 GB hyperspectral dataset, which took more than half an
hour to be completed by the serial version, can now be
completed in around 1.1 minutes by using our distributed
parallel algorithm. This achievement is very promising for
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Figure 6: Speedup of the IEA DP with Dataset 1.
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Figure 7: Execution time of the IEA DP algorithm with different
datasets.

a highly complex task, such as endmember extraction of a
hyperspectral image with high volume and dimensionality.

6. Conclusions

The increased availability of high dimensional hyperspectral
datasets is becoming an important challenge for hyperspec-
tral image processing.This paper proposes a novel distributed
parallel endmember extraction method based on iterative
error analysis that utilizes advanced cloud computing tech-
nologies such as HDFS, Apache Spark, and the MapReduce
model, to efficiently process massive hyperspectral data. Our
experimental results indicate that the proposed method can
be used to effectively process distributed collections of hyper-
spectral data of large scale. This contribution leads to the
conclusion that hyperspectral image processing can greatly
benefit from the efficient utilization of cloud computing
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Table 2: Execution time of the serial and parallel versions of the IEA method with Dataset 1.

Partition size (MB) Initialization (s) IEA (s) Total (s) Speedup (x) Percentage of initialization
Serial — 30.17 2017.68 2047.85 — 1.47%
Parallel (1) 269.17 12.33 415.80 428.13 4.78 2.88%
Parallel (2) 134.58 9.00 210.00 219.00 9.35 4.11%
Parallel (4) 67.29 8.67 106.13 114.80 17.84 7.55%
Parallel (8) 33.65 7.00 58.40 65.40 31.31 10.70%
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800.0

600.0
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200.0

0.00
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Execution time on Spark (s)
Execution time on Hadoop (s)

Figure 8: Execution time comparison between the Spark platform
and the Hadoop platform.

architectures. Future work will focus on optimizing more
complicated algorithms and applications for remotely sensed
hyperspectral images.
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The economic costs caused by electric power take the most significant part in total cost of data center; thus energy conservation is
an important issue in cloud computing system. One well-known technique to reduce the energy consumption is the consolidation
of Virtual Machines (VMs). However, it may lose some performance points on energy saving and the Quality of Service (QoS)
for dynamic workloads. Fortunately, Dynamic Frequency and Voltage Scaling (DVFS) is an efficient technique to save energy
in dynamic environment. In this paper, combined with the DVFS technology, we propose a cooperative two-tier energy-aware
management method including local DVFS control and global VM deployment. The DVFS controller adjusts the frequencies of
homogenous processors in each server at run-time based on the practical energy prediction. On the other hand, Global Scheduler
assigns VMs onto the designate servers based on the cooperation with the local DVFS controller. The final evaluation results
demonstrate the effectiveness of our two-tier method in energy saving.

1. Introduction

Cloud computing provides elastic computing resources on a
pay-as-you-go basis for most conceivable forms of applica-
tions but it also causes huge amounts of electric energy con-
sumption. Almost 0.5% of world’s total power usage is con-
sumed by the servers in data centers [1]. Among them, pro-
cessors (CPUs) account for themost significant part of power
and have the most dynamical power that can be adjusted,
while other components can only be completely or partially
turned off [2]. Owing to these reasons, reducing energy con-
sumption of processors using the dynamic nature of CPUs’
power has become a hot research topic in cloud computing
system.

To service more users for more income, service providers
prefer to share cluster resources among users. In cloud envi-
ronments, the virtualization technique is widely adopted to
allow users to share the physical resources. Making the work-
ing servers for VirtualMachines (VMs) as less as possible and
letting the idle servers be in a low-power mode will improve
the utilization of resources and reduce energy consumption,

which is known as VM consolidation. In each server, by
applying Dynamic Voltage and Frequency Scaling (DVFS),
which enables dynamic adjustment of execution frequency
on demand, more energy can be saved. The dynamic power
consumption of CPU is proportional to the frequency and to
the square of voltage. Scaling down the execution frequency
will reduce the power while it may also reduce the perfor-
mance and increase the execution time, which may instead
cause more energy consumption (energy is equal to the line
integral of power𝑃 to time 𝑡,𝐸 = ∫𝑡

0
𝑃𝑑𝑡). On the other hand,

real-time tasks in the cloud computing system usually have
requirements on execution speed; the extension of execution
time may violate QoS requirements. Thus, it is nontrivial
to reduce energy consumption by scaling the execution
frequencies of tasks [3].

VM consideration could improve the resource indeed
and many previous works [4–6] achieve significant result on
energy saving in virtualized cloud system. However, most of
them do not take the advantage of DVFS strategy. Some oth-
ers only apply theDVFS after allocationwhile not considering
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the influence of DVFS before allocation. However, if taking
impacts of DVFS technique on energy into consideration
before allocation, muchmore energy can be reduced. But it is
not trivial to minimize the total energy consumption by VM
allocation algorithm and DVFS strategies in this way. Several
problems need to be solved: (1) how to define Quality of Ser-
vice (QoS) requirements; (2) which servers can load arrival
VMs with requirements; (3) which server brings minimum
energy consumption by DVFS for arrival VMs and ensures
QoS requirements.

In this paper, we propose a cooperative two-tier energy-
aware management by taking the DVFS into consideration,
which offload real-time tasks to VMs on clusters and scaling
frequencies. On the local tier, we propose a novel way to find
the best combinations of frequencies of different CPUs that
consume the least energy based on the practical energy pre-
diction. We take both the frequency-power and utilization-
power relationship into consideration when forecasting
energy consumption. On the global tier, by cooperating with
local DVFS controller, the Global Scheduler assigns a VM
to its favourite processor in a cluster that brings minimum
energy change.The frequency to execute the arrival workload
has been decided before allocation instead of after alloca-
tion. The framework proposed in this paper takes both the
energy consumption and performance into consideration
and achieves good tradeoff between energy and consump-
tion.The status of each hosts is controlled by the globalmaster
by regular communication, so the master can control the
energy consumption and performance. Meanwhile, the com-
puting can be done in parallel in each candidate for allocation
to improve the effectiveness of computation. In summary, the
main contributions of this paper are as follows:

(i) We propose the multiprocessor power model, which
is shown to be close to the real power consumption
of a server according to the evaluation of the model.
Themultiprocessor powermodel helps us to precisely
estimate the energy consumption.

(ii) We transform the energy minimization problem of
frequency scaling to a node searching problem in
directed graphs. We also prove that the optimal state
which consumes the least energy can be found from
an initial state in which all processors’ frequencies are
maximum.

(iii) We provide a novel scheduling algorithm, which can
work in parallel and efficiently cooperates with local
DVFS controller, for the problem of energy-aware
scheduling. The experiments justify the effectiveness
of our strategy on energy saving.

The rest of this paper is organized as follows. Section 2
introduces some related works. Section 3 introduces the
framework of our solution and Section 4 introduces the task
model and the analysis of the request of a VM. In Section 5,
we introduce the energy prediction method and energy min-
imizing algorithm of local DVFS controller. The global VM
allocation algorithm is presented in Section 6. In Section 7,we
evaluate our solution through some experiments. Finally, we
conclude this paper in Section 8.

2. Related Work

Reducing energy consumption has already been a critical
issue of data center in recent years. Many works study the
energy saving strategies in virtualized environment. Kusic et
al. [7] defined a dynamic resource management as a sequen-
tial optimization in virtualized environment. The sequential
optimization whose objective is maximizing the profit of
provider is solved using Limited Lookahead Control (LLC)
by minimizing both energy cost and SLA. But the framework
captures the behavior of each application by simulation-based
learning and the complexity of themodelmakes the approach
not suitable for large scale data center.

In [8], the authors have developed dynamic resource
provisioning and allocation problem with virtualized tech-
nique for energy-efficient cloud computing. They propose
self-manage and energy-aware mechanisms to allocate the
Virtual Machines (VMs) andmigrate VMs according to CPU
utilizations and energy consumption. The placing problem
of allocation which can be seen as a bin packing problem
is solved by Modification Best Fit Decreasing (MBFD). For
the migration problem, three policies are proposed to choose
VMs to migrate in order to reduce energy consumption.

Cardosa et al. [9] have presented a novel approach for
power-efficient VM placement for the heterogeneous data
centers by leveraging min-max and share features of the VMs
based on the DVFS and soft scaling technique. The power
consumption and utilization obtained from the running time
of a VM are optimized by being set a priori. However, their
approach does not strictly support SLAs and the information
of applications’ priorities is needed. Cao and Dong [10] pro-
pose an energy-aware heuristic framework forVMconsolida-
tion which can obtain a better tradeoff between energy saving
and performance. A SLA violation decision algorithm is pro-
posed to determine hosts’ status for SLA violation. Based on
the hosts’ status, the minimum power and maximum utiliza-
tion policy for VM migration are used to achieve the energy
saving.

Reference [11] maximizes the utilization at virtual
machine level in the environment of container. The objective
of the paper is to dynamically set the sizes of virtual machines
in order to improve the utilization of VMs, which saves over-
all energy consumption. Experiments show that theirmethod
can achieve 7.55% of energy consumption compared to
scenarios where the virtual machine sizes are fixed. Reference
[12] proposes a VM allocation algorithm to reduce energy
consumption and SLA violation, which uses the historical
record of VMs’ usage.

Some other works mainly focus on the DVFS strategy
to decrease processors’ power consumption in hosts. Some
of them periodically adjust the frequency according to the
performance of server. Reference [13]monitors the utilization
of processors periodically and the frequency is decreased very
carefully when there are observable impacts on execution
time of tasks. Hsu and Feng [14] proposed a 𝛽-adaption algo-
rithm that periodically evaluates the performance and auto-
matically adapts the frequency and voltage at run-time. Ref-
erence [15] also developed the periodic DVFS controller for
multicore processor without using any performance model.
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However, the length of period has a great impact on the per-
formance of algorithms, it should be evaluated very carefully.

Scaling the frequency according to the types of workloads
is another efficient way to carry out DVFS control. They
achieve the goal of energy saving with a little or limited per-
formance loss by decreasing the frequency during the com-
munication, data access, memory access, or idle phases. Lim
et al. [16] proposed a run-time scheduler that applies DVFS
control during the communication phases which is identified
by intercepting the MPI calls. In [17], the authors presented a
novel algorithm that utilizes the opportunities in execution of
hybrid MPI/OpenMP application to scale the frequency and
reduce energy consumption. Tan et al. implement the DVFS
scheduling strategy for data intensive application in [18] and
achieved the energy saving. Their strategy adaptively sets
the suitable frequency according to the percentage of CPU-
bound time in the total execution time of workloads and is
implemented in source code level.

The DVFS is able to reduce the energy consumption,
but it is limited on a single server. A lot of work developed
the DVFS-based task scheduling among servers because
the distribution of workloads influences the overall energy.
References [19, 20] propose similar energy-aware strategies
that schedule a set of tasks onto physicalmachine.They adjust
supply voltage by utilizing slack time of noncritical jobs. Ref-
erence [19] also discussed the tradeoff between energy con-
sumption and scheduling length. Khan andAhmad [21] stud-
ied the problem of task allocation in grid and they utilized the
cooperative game theory to minimize the energy consump-
tion and makespan of tasks for DVFS-based clusters. Similar
to [21], Mezmaz et al. studied the problem for the dependent
precedence-constrained parallel applications [22]. Different
to these works, we study the independent real-time services
with deadline constraints in multiprocessor system.

References [23–27] researched energy-efficient task
scheduling for real-time system. Luo and Jha studied the
scheduling of periodic tasks in heterogeneous system and
gave a power-efficient solution [27]. In [24], authors proposed
an energy-aware task partitioning algorithmwith polynomial
time complexity for DVFS-based heterogeneous system.
Awan and Petters proposed an energy-aware partitioning of
tasks method which consists of two phases and they use a
realistic power model to estimate power consumption [23].
Our task allocating algorithm cooperates with the local DVFS
controller to predict the energy consumption in different
situations; the influence of frequency scaling to energy
consumption is taken into account before allocation for
saving more energy.

3. Overview

Our framework can accept and analyze the arrival workloads
and package them by Virtual Machines (VMs) and allocate
them to the suitable server to reduce energy consumption.We
first describe the architecture of our solution in Figure 1 and
subsequently introduce the real-time analysis in this section
[3]. In our solution, the Global Scheduler assigns a task to a
VM to execute it and guarantees its QoS requirement. This
VM will be allocated to a host which can offload it without
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Figure 1: System architecture of our solution to the energy-aware
resource management.

causing any violation of QoS requirement and brings mini-
mum energy consumption. Our objective is to find the allo-
cation method for VMs and frequencies scaling method for
tasks to reduce the energy consumption.

Definition 1 (host model). Let host
𝑗
= (𝑈
𝑗
, 𝐹
𝑗
) be denoted as

resources of jth host, where 𝑈
𝑗
and 𝐹

𝑗
are vectors that record

the utilizations and frequencies of each processor.

The Task Analyzer in Dispatcher receives and analyzes
the information of incoming task and sends it to other
components when necessary.TheHostMonitor is an assistant
component which connects to each server and gathers the
basic information of servers. The Local Monitormonitors the
resources of a server and sends the basic information toHost
Monitor when necessary. The basic information of servers is
recorded in theHostModel (Definition 1).Wemainly focus on
the resource of processor, so we only record the states of pro-
cessors in the Host Model. The main work mechanism of our
solution to schedule a new task request task

𝑛
is described as

follows:

(1) When task
𝑛
comes, the Task Analyzer analyzes the

basic information of task
𝑛
and sends it to the Host

Monitor and Global Scheduler (Section 6).
(2) When the Host Monitor receives the information of

task
𝑛
, it selects a set of candidates who can load task

𝑛

according to the basic information of servers and
sends the set to the Global Scheduler. In the large
datacenter, the number of candidates can be carefully
selected to improve the effectiveness of allocation.

(3) When the Global Scheduler receives the candidates
and the basic information of task

𝑛
, it sends the task

information to the servers who are in the candidate
set.

(4) When a candidate receives the task information, the
local DVFS controller (Section 5) will run to estimate
the minimum energy change if task

𝑛
is allocated to
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one of its VM according to the monitored informa-
tion. Then the controller returns the result to the
Global Scheduler.

(5) When the Global Scheduler receives responses from
all the candidates, it allocates task

𝑛
to the best server

using our allocation algorithm. There may be some
network error in communications like packet error or
loss or high network delay.We can set some threshold
for the Global Scheduler, for example, time threshold
for response time or retry times. When response
time or retry times of a candidate are larger than
the thresholds, the Global Scheduler can discard this
candidate.

This is the simple architecture for energy-aware task
scheduling and some project implemented details or opti-
mizations are not discussed in this paper.Wemainly focus on
the energy-aware scheduling for tasks and provide a solution
to this problem. Some problems like single point of failure
andnetwork error are also important for the distributed cloud
system. We consider that these problems have the maturing
solutions in today’s cloud system and these aspects may not
be a problem to our solution.

4. Task Model

The request of service in the cloud computing system usually
has deadline constraints which is the major aspect of Service
Level Agreements (SLAs). We explore energy saving method
for the cluster that accepts request for tasks.Wedefine the task
model (Definition 2) to describe the request for a task. The
task model records some important information that users
provide. 𝑠

𝑖
and 𝑑

𝑖
describe the requirements of tasks and 𝑒

𝑖

and 𝑢
𝑖
describe the execution characters of tasks.

Definition 2 (task model). Let task
𝑖
= (𝑠
𝑖
, 𝑑
𝑖
, 𝑒
𝑖
, 𝑢
𝑖
) describe

ith task, where 𝑠
𝑖
, 𝑑
𝑖
, 𝑒
𝑖
, 𝑢
𝑖
represent the start time, relative

deadline, predicted execution time, and the average utiliza-
tion, respectively.

For the isolation, scalability, and stability of system, tasks
are usually run in the VMs independently in the cloud
computing system. We can regard each task as a VM, so the
allocation of the tasks is equivalent to the allocation of VMs
in some degree. In our model, we assign a task to a VM to
run and the VM will be allocated to appropriate host. When
a task finishes, the VM loading this task will be shut off or
turned into sleep. The living time for a VM to run a task is
equal to the execution time of this task. Therefore, the living
time for the VM should not exceed the deadline of the tasks.
Let VM

𝑖
represent the virtual machine load task

𝑖
.

We designed the Task Analyzer to accept and analyze
the incoming request of tasks. It sends the basic informa-
tion of tasks to other components after preprocessing. The
living time of a task (i.e., VM) usually includes computing
time and CPU idle time. The CPU idle time may consist
of communication, memory, or disk access. The real-time
analysis we designed is to distinguish the computing time and
CPU idle time. The average utilization of a VM can reflect

the computation andCPU idle time in some degree. Let𝑇
𝑐
(𝑓)

and 𝑇
𝑖
represent computing time at frequency 𝑓 and idle

time of a VM, respectively. We estimate the computing time
𝑇
𝑐
(𝑓max) = 𝑒𝑖 ⋅ 𝑢𝑖 and idle time 𝑇

𝑖
= 𝑒
𝑖
⋅ (1 − 𝑢

𝑖
) for ith task.

The Task Analyzer calculates 𝑇
𝑐
(𝑓max) and 𝑇𝑖 and sends these

information to other modules.
The computing time has a tight relation to the CPU

frequency which shows a linear extension to the reduction
in frequency [28, 29], while the idle time of a task will barely
change due to frequency scaling.Therefore, the living time of
the VM of ith task frequency 𝑓 can be expressed as

𝑇
𝑖
(𝑓) = 𝑇

𝑐
(𝑓max)

𝑓max
𝑓
+ 𝑇
𝑖
. (1)

When the local DVFS controller predicts the energy consump-
tion in different frequency, the living time of VMs can be
calculated by (1) according to the task information provided
by Task Analyzer. Although the running time can be pre-
dicted under different frequency, the energy prediction and
DVFS controller are not a easy task. We will introduce details
of our method to solve them in next sections.

5. Local DVFS Controller

The DVFS Controller plays an important role in our frame-
work and it has two main functions. On the one hand, it
predicts the energy consumption of a multiprocessor server
according to the processors’ utilizations, frequencies, and the
living time of VMs. On the other hand, based on the energy
prediction, it runs the k-Phase energy Prediction (kPP) algo-
rithm to find the best frequencies combinations that bring
minimum energy consumption.

5.1. Energy Prediction for Multiprocessor Servers. The electric
energy consumption is the integral of the active power with
respect to time. Therefore, the power prediction of server is
crucial. Previous works like [30–34] provided serval methods
to estimate the power of a server. However, they only focused
on the frequency-power or utilization-power relationship
and the detailed power prediction for multiprocessor plat-
form is also ignored. In this paper, we provide a practical
power prediction for multiprocessor servers based on the
frequency-power and utilization-power relationship. We uti-
lize the fact that the homogenous processors will consume the
same power when they are under the same condition to
predict the power consumption.

The power consumption of a server consists of two parts:
static and dynamic power consumption. The static parts
include the power consumption ofmain board, hard disk, fan,
and so forth. CPU accounts for the largest part of dynamic
power. According to the previous studies, the dynamic power
consumption of CPU is proportional to the frequency and to
the square of voltage [34], which can be express as

𝑃dynamic ≃ 𝐴 × 𝐶 × 𝑉
2
× 𝑓, (2)

where 𝐴 is the percentage of active gates, 𝐶 is total capaci-
tance, 𝑉 is supply voltage, and 𝑓 is the operating frequency.
According to [31], the voltage has a linear relationship to
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Figure 2: Real power consumption of Dell R710 whose configurations are introduced in Table 1 and the legend represents the different
utilizations.

frequency, so the dynamic power of a processor can be
reduced as a function of frequency:𝑃dynamic = 𝛼×𝑓

3, where𝛼
is a proportional coefficient. Processors also have static power
when they are active. Let 𝑃

𝑠
represent the static power of a

server and 𝑃CPU
𝑠

represent the static power of processor. The
power of a host in which all homogenous processors work in
the same frequency𝑓with full utilization can be expressed as
follows:

𝑃 (𝑓) = 𝑃
𝑠
+ 𝑁
𝑐
(𝑃CPU

𝑠

+ 𝛼𝑓
3
) , (3)

where 𝑁
𝑐
is the number of CPUs. We want to eliminate the

static power of processors, which is not easy tomeasure. For a
given host, we can easily measure its maximum power which
is 𝑃max = 𝑃𝑠 + 𝑁𝑐(𝑃CPU

𝑠

+ 𝛼𝑓
3

max). Therefore, we can estimate
the power consumption of a host inwhich all processors work
in the same frequency 𝑓:

𝑃 (𝑓) = 𝑃max − 𝛼𝑁𝑐 (𝑓
3

max − 𝑓
3
) . (4)

The power consumption is also related to utilizations.
Figure 2(a) shows the power consumption with only one
processor running and Figure 2(b) shows the power of two
processors that work in same utilization and frequency. As
we can see, the power with different utilization under same
frequency is different. The power and the utilization present
a linear relationship which is with one voice to [30, 32, 33].

Therefore, the power consumption of one homogenous CPU
with frequency 𝑓 and utilization 𝑢 can be denoted as

𝑃CPU (𝑢, 𝑓) =
1

𝑁
𝑐

[𝑃max − 𝑃𝑠 − 𝛼𝑁𝑐 (𝑓
3

max − 𝑓
3
)] 𝑢. (5)

Finally, the power of prediction of a homogenous multipro-
cessor server can be expressed as

𝑃host = 𝑃𝑠 +

𝑁
𝑐

∑

𝑐=1

𝑃
𝑐

CPU

= 𝑃
𝑠

+
1

𝑁
𝑐

𝑁
𝑐

∑

𝑐=1

[𝑃max − 𝑃𝑠 − 𝛼𝑁𝑐 (𝑓
3

max − 𝐹
3

𝑗,𝑐
)]𝑈
𝑗,𝑐
.

(6)

We can view the power of jth host as a function of utilizations
and frequencies, which is presented as 𝑃host(𝐹𝑗, 𝑈𝑗), where𝑈𝑗
and 𝐹

𝑗
are defined in Host Model.

Definition 3 (Frequency Scaling Unit). A time interval [𝑡
1
, 𝑡
2
)

is a Frequency Scaling Unit (FSU) if (1) ∀𝑡 ∈ [𝑡
1
, 𝑡
2
),𝑁𝑇(𝑡) =

𝑁𝑇(𝑡
1
) and (2) 𝑁𝑇(⋅) changes at 𝑡

1
and 𝑡

2
, where 𝑁𝑇(𝑡)

represents the number of VMs at time 𝑡 in a server.

The energy consumption depends on both the execution
time and the power. We define the concept of Frequency
Scaling Unit (FSU, Definition 3) to estimate the living time
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Figure 3: An example of FSU.

of VMs.The FSU represents a period of time that the number
of VMs does not change. Once the number of VMs changes,
that is, a VM coming or leaving, it enters the next FSU. An
example of FSU is shown in Figure 3, which includes four
FSUs. Assuming a VM is stopped at time 𝑡

2
and next VM is

ended at time 𝑡
3
, then𝑇 = 𝑡

3
−𝑡
2
is an FSU. If aVM is allocated

to the server at 𝑡
1
and the VM finished at 𝑡

2
, 𝑇 = 𝑡

2
− 𝑡
1
is

said to the first FSU from current time. It is obvious that the
number of VMs in the host is equal to the number of FSUs if
all VMs finish at the different time, and we suppose that VMs
are ended at the different time in a host in the rest of this
paper.

If we set consistent frequencies for all processors in an
FSU, the power state in this FSU is relatively stable because the
workloads in this FSU are fixed. We know the length of this
FSU, so the energy consumption in an FSU can be predicted
conveniently and precisely by the following equation: 𝐸 =
𝑃×𝑇, where 𝑃 and 𝑇 represent power and time, respectively.
Based on the definition of FSU, power function, and related
notations in Notations, the energy consumption of jth host to
finish all the VMs can be predicted as follows:

𝐸
𝑗
=

𝑁
𝑗,𝑝

∑

𝑘=1

𝑃
𝑗,𝑘
(𝑈
𝑗,𝑘
, 𝐹
𝑗,𝑘
) 𝑇
𝑗,𝑘
, (7)

where the power of host 𝑃
𝑗,𝑘

can be calculated by (6) in
different situations. The length of FSU can also be estimated
under different frequencies by (1).

5.2. kPP Algorithm for Energy Minimization. According to
the analysis of energy prediction, if we set consistent frequen-
cies in an FSU, then we can predict the energy consumption
in an FSU conveniently. If we set FSUs with different frequen-
cies, the living time of VMs and power state of server will be
different, which brings different energy consumption. There
is an optimal solution that consumes minimum energy when
all VMs end in this server. We want to find the frequencies
combinations for all FSUs that bring minimum energy on
the promise of ensuring the requirements of VMs. Based on
the energy prediction, the energy minimization problem of

frequency scaling in homogenous multiprocessor platforms
can be formalized as follows:

min
𝐹
𝑗,𝑘
∈𝐹
𝑗

𝑁
𝑗,𝑝

∑

𝑘=1

𝑃
𝑗,𝑘
(𝑈
𝑗,𝑘
, 𝐹
𝑗,𝑘
) 𝑇
𝑗,𝑘

s.t. ∀𝑗 ∈ 𝐻, VM
𝑖
∈ 𝐽
𝑗
, 𝑠
𝑖
+

𝑁
𝑖

𝑝

∑

𝑚=1

𝑡
𝑖

𝑗,𝑚
< 𝑑
𝑖
.

(8)

For clearly describing the problem, we define (𝐹
𝑗,1
, 𝐹
𝑗,2
,

. . . , 𝐹
𝑗,|𝐽
𝑗
|
) as a state of possible frequencies combinations for

FSU 1 to |𝐽
𝑗
| using the notations in Notations. If there is only

one frequencies combination that is different between two
states, we say they are neighbors. For example, if there are two
states 𝑠

1
: (𝐹
𝑗,1
, 𝐹
𝑗,2
, . . . , 𝐹

𝑗,|𝐽
𝑗
|
) and 𝑠

2
: (𝐹
𝑗,1
, 𝐹
𝑗,2
, . . . , 𝐹



𝑗,|𝐽
𝑗
|
)

and the frequencies combinations of FSU |𝐽
𝑗
| in 𝑠
1
and 𝑠

2

are different while others are the same, then 𝑠
1
and 𝑠
2
are

neighbors. In addition, we define 𝐸(𝑠) as the cost function
of total energy consumption of 𝑠 according to (7) if we scale
the frequencies like 𝑠 in each FSU. Let a node present a state
and an edge (𝑢, V) between two nodes presents neighborhood
between 𝑢 and V. The minimization problem is to find the
“optimal” node that brings minimum energy without any
violation of SLAs from the initial node in the graph.

Lemma 4. Let the initial node represent the state in which all
processors’ frequencies are highest in all FSUs. If the initial state
ensures SLAs for all VMs, there is a path from initial node to
the optimal node with minimum energy consumption without
any violation of SLAs.

Proof. Let 𝑠
𝑚
= (𝐹
𝑗,1
, 𝐹
𝑗,2
, . . . , 𝐹

𝑗,|𝐽
𝑗
|
) represent the optimal

state with minimum energy consumption without any vio-
lation of SLAs. If all processors’ frequencies are highest in all
FSU of 𝑠

𝑚
, the initial state is the optimal state. Otherwise, we

select the FSU 𝑟 in which the frequencies are not highest for
all CPUs. If we scale the frequencies to highest in 𝑟, the new
state 𝑠

𝑛
will also ensure the SLAs for all VMs because proces-

sors are working at higher frequencies which leads to shorter
execution time. 𝑠

𝑛
is one of the neighbors of the optimal

state, which means that 𝑠
𝑛
can also move to 𝑠

𝑚
. Repeating the

process above, we can find a path from 𝑠
𝑚
to initial state 𝑠

𝑖
,

which represents that there is a path from 𝑠
𝑖
to 𝑠
𝑚
.

5.2.1. 𝑘-Phase Energy Prediction (kPP) Algorithm. By energy
prediction of k FSUs, the best frequencies combinations can
be foundmoving from the initial state according to Lemma 4.
There are |𝐹

𝑗
| possible frequencies combinations in each FSU,

so there may be |𝐹
𝑗
|
|𝐽
𝑗
| possible states of all FSUwith different

energy consumption. Let 𝐹𝐿
𝑗
represent the frequency levels

of jth host; we have |𝐹
𝑗
| = |𝐹𝐿

𝑗
|
|𝐶
𝑗
|. We want to find the opti-

mal solution with minimum energy consumption in these
|𝐹
𝑗
|
|𝐽
𝑗
| possible states while still ensuring SLAs. However,

the searching space may be |𝐹𝐿
𝑗
|
|𝐶
𝑗
||𝐽
𝑗
| which is too huge if

there are many VMs. Therefore, we provide two heuristic
algorithms to search the “optimal” solutions which are based
on simulated annealing (SA) [35] and variable depth search
(VDS) [36], respectively.
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Input:
The state of host

𝑗
;

Output:
The possible state 𝑠;

(1) 𝐽
𝑗
= host

𝑗
.getVM(), 𝐹

𝑗
= host

𝑗
.getFreqSpace()

(2) set 𝑠
0
be the state that the frequency is max for each CPU in all FSU

(3) 𝑠 = 𝑠
0
, 𝑒 = 𝑒max = 𝐸(𝑠0), 𝑡 = 0, 𝑘 = |𝐽𝑗|

(4) while 𝑡 < 𝑡max or 𝑠 doesn’t change in 𝑙 rounds do
(5) 𝑠𝑡 = 𝑠, 𝑟 = random(𝑘)
(6) 𝐹

𝑗,𝑟
= random(𝐹

𝑗
− 𝑠.get(𝑟)) /∗Select a neighbor∗/

(7) 𝑠𝑡.set(𝑟, 𝐹
𝑗,𝑟
) /∗Change frequencies combination of FSU 𝑟 to 𝐹

𝑗,𝑟

∗/
(8) for 𝑖 = 1 to 𝑘 do
(9) if VM

𝑖
violates SLAs according to 𝑠𝑡 then

(10) go to (17)
(11) end if
(12) end for
(13) 𝑒𝑡 = 𝐸(𝑠𝑡)

(14) if 𝑒𝑡 ≤ 𝑒max or random() < exp(−(𝑒𝑡 − 𝑒)𝑡/𝑝𝑇) then
(15) 𝑠 = 𝑠𝑡, 𝑒 = 𝑒𝑡 /∗Change states∗/
(16) end if
(17) 𝑡 = 𝑡 + 1

(18) end while
(19) return 𝑠

Algorithm 1: SA based kPP algorithm.

(1) Simulated Annealing Based Heuristic Algorithm. By com-
paring energy consumption of a random neighbor, we can
find a better state that brings less energy. If we repeat the
process many times, we may find the optimal state. Let 𝑠

0

represent the initial state in Lemma 4. In fact, since the simu-
lated annealing (SA) algorithm has been proved to converge
to the optimum with probability 1, it can be expected that
our algorithm will output nice results by enough iterations.
If we know the frequency steps and tasks’ information, the
living time of VMs is determined.Therefore, we can estimate
the total energy of the situation of state 𝑠

0
(line 3) using the

energy cost function 𝐸(⋅). The algorithm runs 𝑡max iterations
to find the state where less energy is consumed compared
to the initial state. In each iteration, the algorithm randomly
selects an FSU 𝑟 to change the frequencies of processors and
generates a new state 𝑠𝑡. This step takes 𝑂(1) time. If the
random neighbor 𝑠𝑡 violates SLAs for any one of VMs, the
state is discarded and our algorithm enters into the next
iteration. This step takes 𝑂(𝑁

𝑗,𝑝
) time, where 𝑁

𝑗,𝑝
is the

number of tasks. Otherwise, if predicted energy 𝑒𝑡 is less than
𝑒, 𝑠𝑡 is selected as compared state for next iteration due to less
energy consumption.The energy prediction takes𝑂(𝑁

𝑗,𝑝
⋅𝑁
𝑐
)

time according to (7), where𝑁
𝑐
is the number of processors.

Besides, the algorithm also changes the state from 𝑠 to 𝑠𝑡with
the probability exp(−(𝑒𝑡 − 𝑒)/𝑝𝑇) suggested by Metropolis
et al. [37] to give the possible to find optimal solution. The
details of the simulated annealing based kPP algorithm are
presented in Algorithm 1. Obviously, the time complexity of
SA-based kPP algorithm is 𝑂(𝑁

𝑗,𝑝
⋅ 𝑁
𝑐
⋅ 𝑡max).

(2) Variable Depth Search Based Heuristic Algorithm. The
VDS-based kPP algorithm selects the state that brings

minimum energy in a subset of neighbors and compares
it to the current state. If the selected state consumes less
energy on the promise of ensuring the SLAs of VMs, we
will change the state to it. The initialized state of VDS-
based algorithm is the same as the initialization of SA-based
algorithm.The algorithm selects a subset of neighbors whose
frequencies combination of FSU 𝑟 are different (lines 5-6).
The frequencies combination of FSU 𝑟withminimum energy
will be selected (line 7) and generates a new state. The energy
prediction takes 𝑂(𝑁

𝑗,𝑝
⋅ 𝑁
𝑐
) time, so the selection of state

with minimum energy takes 𝑂(|𝑋| ⋅ 𝑁
𝑗,𝑝
⋅ 𝑁
𝑐
) time, where

|𝑋| is the size of subset. The algorithm checks the violations
of SLAs of new state (lines 9–13). The process repeats for
𝑡max times or until the state 𝑠 does not change in 𝑙 iterations.
Therefore, the time complexity of this algorithm is 𝑂(|𝑋| ⋅
𝑁
𝑗,𝑝
⋅ 𝑁
𝑐
⋅ 𝑡max). The effectiveness of the variable depth search

is proved in [36].The details of VDS-based kPP algorithm are
shown in Algorithm 2.

The local DVFS controller runs the kPP algorithm when
the Global Scheduler asks it to predict the minimum energy
consumption and return it to Global Scheduler. This is one of
the opportunities to run kPP algorithm. When the workload
changes, the power state will change. In addition, the execu-
tion time of VMs may have some errors which may lead to
the error of energy prediction. Therefore, we apply the fre-
quencies scaling when a VM finishes and scale the frequency
for first FSU, which means that the algorithm only scales the
CPUs’ frequencies just for the first FSU while predicting the
frequencies combinations for k FSUs. As the example shown
in Figure 3, if the VM

4
comes at the time 𝑡

1
and is allocated

to the host, this host applies the kPP algorithm at that time
and sets the CPUs’ frequencies like FSU 1 of the result. When
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Input:
The state of host

𝑗
;

Output:
The possible state 𝑠;

(1) 𝐽
𝑗
= host

𝑗
.getVM(), 𝐹

𝑗
= host

𝑗
.getFreqSpace()

(2) set 𝑠
0
be the state that the frequency is max for each CPU in all FSU

(3) 𝑠 = 𝑠
0
, 𝑡 = 0, 𝑘 = |𝐽

𝑗
|

(4) while 𝑡 < 𝑡max or 𝑠 doesn’t change in 𝑙 rounds do
(5) 𝑠𝑡 = 𝑠, 𝑟 = random(𝑘)
(6) randomly select a subset𝑋 ⊆ 𝐹

𝑗

(7) 𝑥 = argmin(𝐸(𝑠𝑡.set(𝑟, 𝑥))), for all 𝑥 ∈ 𝑋 /∗Select the state form subset with minimum energy consumption∗/
(8) 𝑠𝑡.set(𝑟, 𝑥) /∗Change frequencies combination of FSU 𝑟 to 𝑥∗/
(9) for 𝑖 = 1 to 𝑘 do
(10) if VM

𝑖
violates SLAs according to 𝑠𝑡 then

(11) go to (15)
(12) end if
(13) end for
(14) 𝑠 = 𝑠𝑡 /∗Change states∗/
(15) 𝑡 = 𝑡 + 1

(16) end while
(17) return 𝑠

Algorithm 2: VDS-based kPP algorithm.

VM
1
finishes at the 𝑡

2
, the kPP algorithm also runs to obtain

the “optimal” state 𝑠 and scales frequencies according to the
result. Due to the specialities of kPP algorithm at running
time, the iteration should be completed in a short time so that
the local stage can scale the frequencies in time.

6. Global Scheduler

Different allocations of a new VM may affect the overall
energy consumption, because the new VM executed on
different servers will bring different energy consumption.
We want to find the appropriate scheduling to minimize the
energy consumption to finish all the VMs. We can obtain the
different energy consumption with different allocation if we
ask each host to predict the minimum energy consumption.
Using the results of different allocations, we can select a better
allocating scheme to reduce the energy consumption. Our
goal is tominimize the overall energy cost of thewhole cluster
for finishing all VMs including the new VM VM

𝑛
. To solve

the energy minimization problem of VM scheduling, we first
formalize the problem. Let decision parameter 𝑎𝑖

𝑗,𝑐
be 1 if the

ith VM is allocated to cth CPU of jth host, otherwise 0. The
energy-efficient VM allocation problem can be expressed as

min ∑

𝑗∈𝐻

{

{

{

min
𝐹
𝑗,𝑘
∈𝐹
𝑗

𝑁
𝑗,𝑝

∑

𝑘=1

𝑃
𝑗,𝑘
(𝑈
𝑗,𝑘
, 𝐹
𝑗,𝑘
) 𝑇
𝑗,𝑘

}

}

}

s.t. ∑

𝑗∈𝐻,𝑐∈𝐶
𝑗

𝑎
𝑛

𝑗,𝑐
≤ 1;

𝐽
𝑗
= 𝐽
𝑗
∪ {VM

𝑛
} , if 𝑎𝑛

𝑗,𝑐
= 1;

∀𝑗 ∈ 𝐻, VM
𝑖
∈ 𝐽
𝑗
, 𝑠
𝑖
+

𝑁
𝑖

𝑝

∑

𝑚=1

𝑡
𝑖

𝑗,𝑚
< 𝑑
𝑖
;

∀𝑘 ∈ 𝑁
𝑗,𝑝
, 𝑗 ∈ 𝐻, ∑

𝑐∈𝐶
𝑗

𝑈
𝑐

𝑗,𝑘
< 𝑈𝑇
𝑗
.

(9)

The energyminimization problem of VM scheduling is to
find the server which brings minimum energy of whole clus-
ter if VM

𝑛
is allocated to it. The minimum energy consump-

tion of each server can be predicted by kPP algorithm, repre-
sented by EMIN

𝑗
for jth host. If an incoming VM is allocated

to jth host, the value of EMIN
𝑗
changes while the minimum

energy consumption of other hosts does not change. When
VM
𝑛
is allocated to the yth host, the energy consumption

becomes EMIN
𝑦
+ ∑
𝑗∈𝐻−{𝑦}

EMIN
𝑗
, where EMIN

𝑦
is the

minimumenergy cost if VM
𝑛
is allocated to yth host.We have

𝐸min = EMIN
𝑦
+ ∑

𝑗∈𝐻−{𝑦}

EMIN
𝑗

= ΔEMIN
𝑦
+ EMIN

𝑦
+ ∑

𝑗∈𝐻−{𝑦}

EMIN
𝑗

= ΔEMIN
𝑦
+ ∑

𝑗∈𝐻

EMIN
𝑗
.

(10)

So we can select the host that brings minimum energy
change ΔEMIN

𝑦
to run the incoming VM. We call the

scheduling algorithmMinimum energy Change (MC), shown
inAlgorithm3.TheGlobal Scheduler sends the information of
a VM after analyzing to a subset of host (line 1) and each host
returns the predicted minimum energy change on it. There-
fore, we can run the energy-efficient algorithm in parallel to
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Input:
A new VM VM

𝑛
;

Output:
Designate host and processor for loading VM

𝑛
;

(1) Host Monitor selects a subset of active hosts that can load the VM
(2) notify the information of VM

𝑛
to all candidates

(3) each host estimates the minimum energy change ΔEMIN
𝑗
if VM is allocated to processor 𝑐 of host

𝑗

(4) host
𝑗
= argmin

𝑗∈𝐻
(ΔEMIN

𝑗
)

(5) return host
𝑗

Algorithm 3: Minimum energy change allocation.

obtain theminimumenergy consumption for each host when
a VM arrives. After the local DVFS controller predicts the
minimum energy change, it also records the best processor to
hold this VM. When this VM is really allocated to it, the VM
will be scheduled onto this best processor. Once deciding the
host, the selected host will start a VM to run the VMworking
under the selected frequencies. It is obvious that the time
complexity is𝑂(|𝐻|+𝐿+𝑇), where 𝐿 and𝑇 represent the time
complexity of local predicting algorithm and communication
time, respectively.

The number of candidate hosts will affect the total cost
of a cluster, we evaluate the influence of kPP strategy on the
total energy cost. Assume the total VM number is𝑁

𝑡
; the size

of subset for candidate hosts is𝑁
ℎ
and the average run-time

of local DVFS algorithm is 0.5 seconds. Let the mean power
consumed by a VM be 𝑃Watt and the average length of VMs
be 𝑡 seconds.ThekPP algorithm runswhen theMCalgorithm
asks candidate hosts to estimate energy consumption; the
energy consumption of kPP algorithm in this part is𝑁

ℎ
⋅ 𝑃 ⋅

𝑁
𝑡
⋅ 0.5.The kPP algorithm also runs when a VM is allocated

and finished, so the energy for this part is 2 ⋅ 𝑁
𝑡
⋅ 𝑃 ⋅ 0.5,

and the total energy produced by all VMs is𝑁
𝑡
⋅ 𝑃 ⋅ 𝑡. There-

fore, the energy consumption ratio (ECR) of kPP algorithm
compared to the total energy cost is

ECR =
0.5 ⋅ 𝑁

ℎ
+ 1

𝑡
. (11)

In a large scale data center, the mean VM length can be
acquired according to the historical data, andwe can carefully
select the size of candidate host estimating the energy change
of offloading a new VM to increase the energy consumption
of kPP algorithm as less as possible.

7. Experimental Evaluation

7.1. Evaluating Power Prediction. The energy prediction of
server depends on the accuracy of power prediction under
different utilizations and frequencies. We have evaluated the
multiprocessor power prediction method by comparing the
real power consumption to the estimation of power model
in different status for a specific host. The real experimental
environment is shown in Figure 4. The details of server R710
used in our paper are shown in Table 1. We explore the real
power consumption R710 and use the first seven steps when

Table 1: Details of servers.

Name Dell PowerEdge R710 Dell PowerEdge R720

CPUs
Two Intel Xeon
processors

E5645 @2.4GHz

Two Intel Xeon
processors

E5-2620 @2.1 GHz

Frequency
steps (GHz)

1.60, 1.73, 1.86, 2.00,
2.13, 2.26, 2.39, 2.40

1.20, 1.30, 1.40, 1.50,
1.60, 1.70, 1.80, 1.90,

2.00, 2.10
Memory 24G 1333Mhz DDR3 64G ECC DDR3
Disk Two 10 k SAS, 250GB One 10 k SAS, 300GB
Operation
system CentOS 6.5 CentOS 6.5

Dispatcher

Power recorder

USB

Power sourcePower analyzer3 R720 servers

Figure 4: Real system architecture.

we evaluate the power model because the last frequency is
very close to the frequency 2.39GHz. The power consump-
tion of the host when both processors are fully utilized at fre-
quency level 2.39GHz is 192 Watt and the static power when
the system is not idle is 110Watt.The proportional coefficient
𝛼 = 2.33135 is obtained and calibrated by offline experi-
ments.

For evaluating the multiprocessor power prediction, we
randomly select some frequencies and utilizations of two
processors and use power model to estimate the power
consumption. At the same time, we measure the real power
consumption of R710 server with the same frequencies and
utilizations of processors and results are shown in Table 2.
We use theAitekAWE2101 power analyzer tomeasure power.
Table 2 shows that the estimated power is very close to the real
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Table 2: Power comparison.

Frequencies (GHz) Utilizations Power (Watt) Error
CPU
1

CPU
2

CPU
1

CPU
2

Estimation Real
1.60 2.00 61% 87% 145.33 147.01 −1.14%
1.73 2.13 95% 84% 156.45 157.81 −0.86%
1.86 1.73 19% 14% 117.50 117.03 +0.40%
2.00 1.60 59% 9% 127.96 128.32 −0.28%
2.13 2.13 61% 84% 155.67 155.68 +0.00%
2.13 1.86 58% 57% 141.94 142.68 −0.52%
2.26 2.00 58% 30% 139.10 137.89 +0.87%
2.26 2.39 98% 81% 178.21 181.69 +1.91%
2.39 1.60 92% 18% 150.87 149.79 +0.72%
2.39 2.13 12% 59% 133.48 133.15 +0.25%

Table 3: Run-time versus SA iterations.

SA iterations 2 CPUs with 12 VMs 4 CPUs with 24 VMs
RT (ms) EC (J) RT (ms) EC (J)

0 0 2466027 0 3210277
10 1 2397905 1 3195957
100 3 2385065 7 3117021
1000 20 2323755 50 3004518
10000 170 2301687 486 2952581
100000 1676 2293194 4895 2923625
1000000 16645 2289410 46070 2851156

power consumption of the server with the same utilizations
and frequencies of different processors.

7.2. Convergence Speed. In this subsection, we compare the
convergence speeds of the two algorithms and present them
in Tables 3 and 4.The reported run-times and iteration times
are for running the two algorithms of a synthetic 2-processor
and 4-processor with 7 frequency levels machine where 12
and 24VMs are executed in parallel.The RT and EC in Tables
3 and 4 represent running time and energy consumption,
respectively. We can draw three obvious conclusions: (1) the
SA-based algorithm iterates significantly faster than theVDS-
based algorithmwhichmeans thatmore iterations can be exe-
cuted during the same period; (2) the VDS-based algorithm
outperforms the SA-based algorithm while it leads to the
same iteration times if the host is equipped with serval pro-
cessors; (3) when the processor number and frequency levels
are relatively small, both the two algorithms converge rapidly
and obtain the close results. And the VDS-based algorithm
perform better than SA-based algorithmwhen the number of
processors is small. This conclusion suggests that the service
provider may prefer the SA-based algorithm if they persist in
finding the best frequency configurations.

Notice that, in this experiment, we use a very extreme set-
up where a 4-processor host is enforced to run as much as
24VMs at the same time, which means a processor must be
responsible for 6VMs on average. In fact, in the real data-
centers, it can be expected that the average VM number on

Table 4: Run-time versus VDS iterations.

VDS
iterations

2 CPUs with 12 VMs 4 CPUs with 24 VMs
RT (ms) EC (J) RT (ms) EC (J)

0 0 2466027 0 3210277
10 5 2379716 12 3080983
100 38 2302226 118 2926700
1000 361 2293796 1145 2859979
10000 3519 2289368 11682 2855693
100000 35245 2289438 115659 2843434
1000000 349465 2289410 1140554 2848026

a single processor is far less than 6. Thus our algorithm can
run efficiently enough to serve for our online VM scheduling
algorithm and obtain an accepted result within 1 second
which is close to results of more iterations.

7.3. Experiments in Real Environment. Our real experimental
environment has three servers and a controller on a virtual
machine. The power is measured by Aitek Power Analyzer
AWE2101. Each R720 server whose details are shown in
Table 1 runs the kPP algorithm to predict energy and control
processors’ speed. We combine the kPP algorithm with the
random (Ran) and first-fit (FF) VM scheduling. The random
scheme allocates the coming task to the processor randomly
from the subset of processors which can offload the new task
without causing any violations ofQoS requirements.Thefirst-
fit scheme gives each processor an index and allocates the
coming task to the processor with smallest index who can
offload the new task without causing any violations of QoS
requirements. Meanwhile, the proposed global assignment
(MC) is also combined with the default DVFS controller
Ondemand [38] (DEF) in Linux. The two-tier energy-aware
resource management proposed in this paper is represented
by MC-kPP. We compare these six strategies to evaluate the
performance of our solution on energy savings. For each VM,
its execution time is generated uniformly at random between
a minimum and maximum living time represented by 𝐸𝑇min
and 𝐸𝑇max, respectively. The deadline of a VM is set from 1
to 1.5 times longer to its execution time randomly. Moreover,
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Figure 5: Energy consumption of real system. The legend in (a) and (b) means that the number of VMs needs to be allocated.

their utilizations requirements follow the normal distribution
with 𝜇 = 0.75 and 𝜎 = 1. In addition, the arriving times
of VMs follow a Poisson distribution with different average
rates.

In these experiments, the iteration times are 10000 for SA-
based kPP and 1000 for VDS-based kPP and the number of
neighbors in VDS-based kPP algorithm is 20. The results of
SA-based and VDS-based algorithms are very close, so we
show the results of VDS-based kPP algorithm in Figure 5
whose legend represents different numbers of VMs. Mean-
while, the size of candidates in MC algorithm is equal to the
number of servers. As we can see in Figure 5, the energy
savings of our solution can reach from 8% to 17% in the real
environment with 3 servers.

7.4. Simulation Results. Due to the inaccessibility of a large
scale datacenter, we conduct the simulations to evaluate MC-
kPP solution in a larger cluster. We model Dell R710 servers
to service the dynamically arriving VMs. Meanwhile, the
attributes of generated VMs are the same as the attributes
introduced in Section 7.3.

As we can see in Figure 6(a), the local kPP algorithm
can reduce energy consumption of a specific server compared
to Ondemand strategy. In addition, the influences of global
scheduling algorithm are greater than the influences of local
DVFS controller on energy savings when different scheduling
algorithms are applied.The lengths of VMs in Figure 6(b) are
generated uniformly and randomly between 600 and 7200
seconds. The legend in Figure 6(b) represents the arriving

ratio of VMs in one minute. The results show an increasing
tendency of the energy saving ratio with the increments of
VM numbers and the best result can reach about 28%. In
Figure 6(c), we investigate the influence of lengths of VMs;
VMs are generated in different lengthswhich are shown in the
legend. As shown in Figure 6(c), MC-kPP can also save more
energy when the VMs become more. At the same time, MC-
kPP performs better when the average execution time of VMs
becomes longer, because the influence of local kPP algorithm
itself becomes smaller and the effectiveness of frequencies
scaling becomes more obvious. In addition, the size of subset
in MC algorithm is also investigated in Figure 6(d); the
energy consumption of kPP algorithm in local machine is
below 0.5% of total energy consumption when the average
execution time is long. With the increment of subset size, the
performance of MC-kPP is improved because a better server
can be found in a larger scale. We also evaluate the effective-
ness of MC-kPP in different scales of data centers ranging
from 50 to 5000 servers with different features of arriving
VMs. According to the results of Figure 7, the MC-kPP
outperforms other strategies in different scales of datacenters,
which can reach about 25%energy savings.With the increase-
ment of host numbers and VM numbers, MC-kPP performs
stably in different scenarios.

8. Conclusions

In this paper, we propose a cooperative two-tier energy-
efficient strategy to manage the VM allocations and adapt
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Figure 6: Performance evaluation on different aspects. The legend in (a) represents the “server numbers-total VM number.” The legend in
(b) represents the “VM request number arriving in a minute.” The legend in (c) and (d) represents the “(minimum living time, maximum
living time).”

frequencies scaling for saving energy. A frequency scaling
algorithm is proposed based on the practical power and
energy prediction. The Global Scheduler collaborates with
local DVFS controller to assign VMs and save overall energy.

In addition, two heuristic algorithms are provided for search-
ing the optimal solutions which predict minimum energy
consumption. The time complexities of both the algorithms
are acceptable with satisfactory results according to the
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Figure 7: Energy consumption of different scale of datacenters with different number of VMs.

experiments. Finally, the real experiment results justify the
effectiveness of MC-kPP.

Notations

𝐽
𝑗
: The set of jobs (VMs) in jth host
𝐶
𝑗
: CPU set of jth host

𝐹
𝑗
: All possible combinations of frequencies for CPUs on

jth host
𝐹
𝑗,𝑘
: Combinations of frequencies for CPUs on jth host in
kth

𝑈
𝑗,𝑘
: Utilizations of CPUs of jth host in kth FSU

𝑈
𝑐

𝑗,𝑘
: Utilization of cth CPU of jth host in kth FSU

𝑇
𝑗,𝑘
: Time length of kth FSU of jth host



14 Scientific Programming

𝑁
𝑗,𝑝
: The number of FSUs from the current time of jth

host
𝑃
𝑗,𝑘
(⋅): The power function of jth host in kth FSU.
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Voice over Internet Protocol (VoIP) allows communication of voice and/or data over the internet in less expensive and reliable
manner than traditional ISDN systems.This solution typically allows flexible interconnection between organization and companies
on any domains. CloudVoIP solutions can offer even cheaper and scalable service when virtualized telephone infrastructure is used
in the most efficient way. Scheduling and load balancing algorithms are fundamental parts of this approach. Unfortunately, VoIP
scheduling techniques do not take into account uncertainty in dynamic and unpredictable cloud environments. In this paper, we
formulate the problem of scheduling of VoIP services in distributed cloud environments and propose a new model for biobjective
optimization. We consider the special case of the on-line nonclairvoyant dynamic bin-packing problem and discuss solutions for
provider cost and quality of service optimization. We propose twenty call allocation strategies and evaluate their performance by
comprehensive simulation analysis on real workload considering six months of the MIXvoip company service.

1. Introduction

Voice over Internet Protocol (VoIP) has nowbecome themost
popular technology to communicate for long distance calling
and is adopted all over the world. Together with general
aspects of quality of service (QoS) of the Internet and other
networks, like transmission rates, error rates, and other char-
acteristics, VoIP adds new requirements: voice quality, service
response time, throughput, loss, interrupts, jitter, latency,
resource utilization, and so on. Hypervisor-level scheduling,
traffic control, dynamic resource provisioning, and so forth
are issues to address for the VoIP providers to ensure QoS
and successful end-to-end business solution.

Effective VoIP scheduling involves many important
issues: load estimation and prediction, performance analysis,
system stability, call resource requirements estimation, rout-
ing, bandwidth limitation, resource selection for call alloca-
tion, and so forth [1–3].

Businesses provided VoIP systems are always looking for
a way to cut down costs. Beloglazov et al. 2012 [4] consider
efficiency of resource management deployed on the infra-
structure and applications running on the system. One of
the ways to reduce a cost is to avoid provisioning of more
resources than required by users and QoS.

CloudVoIP (CVoIP) solutions can offer even cheaper and
scalable service by using virtualized telephone infrastructure
in the efficient way. However, Tchernykh et al., 2015 [5], show
that virtualization in cloud computing adds other complexity
dimensions to the problem in terms of parameter variation,
system uncertainty, dynamic consolidation of the virtual
machines (VMs), and their migrations.

In this paper, we continue study presented by Cortés-
Mendoza et al., 2015 [3], where we introduce a VoIP opti-
mization model and study five call allocation strategies. We
describe and analyze amodel for cloudVoIP services focusing
on two important aspects: QoS and VM utilization. We
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take into account two main beneficiaries of the optimization
technology: VoIP provider that runs its software on the cloud
and end users.

While voice quality in real VoIPs is often seriously
affected by the signaling overhead, end-to-end delay, jit-
ter, packet loss, compression technique, hypervisor-level
scheduling, and so forth, we restrict ourselves to voice quality
affected by CPU usage during call processing.We believe that
the focus in our model is reasonable and representative for
real installations and applications.

In this paper, we provide a range of monoobjective and
biobjective optimization solutions considering billing hours
for VM running in a cloud and voice quality. We conduct
the comprehensive simulation on real data and show that
our scheduling strategies can provide a good compromise
between saving money and voice quality. The paper makes
the following contributions:

(i) We propose a set of on-line dynamic nonclairvoy-
ant scheduling strategies to deal with VoIP calls in
cloud environments. These strategies cover a wide
domain of the VoIP biobjective problem, so that VoIP
providers can select specific strategies depending on
the goals.

(ii) We propose a novel function to ensure the VoIP QoS.
This function considers the CPUutilization as amean
to evaluate the voice quality reduction.

(iii) We validate twenty strategies and evaluate their per-
formance by comprehensive simulation analysis on
real workload of the MIXvoip provider [6].

The paper is structured as follows. The next section briefly
discusses VoIP service considering underlined infrastructure
and software. Section 3 reviews related works. Section 4
presents several factors that have an impact on the QoS and
provider cost. Section 5 provides the problem definition and
corresponding model. Section 6 describes methodology of
the analysis. Section 7 describes approaches for VoIP call
allocation and corresponding algorithms. Section 8 describes
our experimental setup, workload, and studied scenarios.
Section 9 presents experimental analysis of the provider cost
when quality of service is guaranteed. Section 10 analyzes a
general biobjective problem. Section 11 concludes the paper
by presenting the main contribution of the work and future
research directions.

2. Internet Telephony

The Internet telephony VoIP refers to the provisioning of
voice communication services over the Internet rather than
via the traditional telephone ISDN network (ISDN (Inte-
grated Services Digital Network) is a set of standards for
digital transmission over ordinary telephone copper wire).
One of the reasons of its wide acceptance is significant
reduction of calling rates.

The scalability requires the service availability all the time
for any number of users. To deal with increasing number of
clients, providers may invest in a large infrastructure to avoid
loss of calls (hence, users). In the case of overprovisioning,
the infrastructure is underutilized most of the time.

The clients connect to a voice server, which is the main
part of the VoIP telephony system (Figure 1).The voice nodes
communicate with the database in the system, where all the
users are registered, and calls are recordedwith details such as
destination and duration. They provide software to emulate
a telephone exchange, gateways, interconnection switches,
session controllers, firewall, and so forth.

The voice nodes handle calls with different features such
as voicemail, call forwarding, music on hold, and conference
calls depending on customers. They provide signaling, voice
signal digitization, encoding, and so forth. In order to use
VoIP services, an Internet connection and an IP hard-phone
or soft-phone are needed.

Traditional VoIP solutions are not scalable. Drawbacks
arise when the hardware reaches its maximum capacity. To
scale it, it is necessary to increase or replace existing hard-
ware. Overprovisioning and, hence, cost overrunning are not
an efficient solution even with the growing number of the
customers andpotential safety of being able to deliver services
during peak hours or abnormal system behavior.

A CVoIP can further reduce costs, add new features and
capabilities, provide easier implementations, and integrate
services that are dynamically scalable. Other benefits include
data transfer availability, integrity, and security.

Cloud-based VoIP solutions allow reducing an impor-
tance of a Build-To-Peak approach.The virtual infrastructure
can be easily scalable.

In this solution, the voice nodes are operated by VMs.
Distributed cloud-basedVoIP architecture assumes that voice
nodes are distributed geographically; hence, they are grouped
in different locations (data centers). To deploy and effectively
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manage telephones via clouds, different characteristics need
to be improved. The most important is the utilization of the
virtual infrastructure and voice quality.

The advantage of cloud-based solution is in increased
scalability and low cost. However, it has several unsolved
problems. To optimize the overall system performance and
reduce provider cost, the VM utilization has to be high, but it
reduces quality of the calls (see Section 4). Hence, load of the
VoIP servers should be reduced to guarantee the QoS. On the
other hand, the idle time increases the useless expenses of the
VoIP provider.

The most important cause of the load imbalance is the
dynamic nature of the problem and system. The objective is
to maximize VoIP system performance by minimizing the
number of processing units without overloading them. It can
improve the provider cost and guarantee QoS.

2.1. Infrastructure. MIXvoip company [6] presents telephony
combining cloud servicewith smart business telephony, VoIP,
and other telephony services.

It developed the concept of the super node (SN) and super
nodes cluster (SNC) to enrichment features for telephone
exchanges (Figure 2).

SNC is a set of SNs deployed in a cloud and intercon-
nected logically at a local level. It provides short path between
two local users. This deployment brings redundancy on a

given geographical area but ensures a high voice quality
between the SNC nodes through the public Internet.

As shown in Figure 2, a user call is allocated to the nearest
SN in his area. This deployment allows providing services
near ISDN quality in a public IP network.

2.2. Software. Asterisk is the most known Private Branch
Exchange (PBX) software that includes all of the components
necessary to build scalable phone systems (see Madsen et al.
2011) [10]. It allowsmaking and processing calls and connect-
ing to other telephone services, such as the public switched
telephone network (PSTN) and VoIP services. It is a frame-
work for building multiprotocol, real-time communication
solutions providing a powerful control over call activity.

Delivering information and transferring data are based
on protocols, such as Session Initiation Protocol (SIP) and
Real Time Protocol (RTP). SIP is the protocol for signaling,
establishing presence, locating users, setting, modifying, and
tearing down sessions between end-devices. It is used for
controlling communication sessions such as voice and video
calls over IP networks. The media transportation is provided
via RTP. Codecs are used for converting the voice portion of
a call in audio packets to transmit over RTP streams.

TheVoIP system consists ofmultiple heterogeneous voice
nodes that run and handle calls. Each node has Asterisk
running processes. Each Asterisk instance has a unique IP
address that is used by end users to connect inside and outside
the network.
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3. Related Work

Different techniques have been introduced in recent years
in order to overcome the challenges of VoIP. However, VoIP
scheduling for QoS and provider cost optimization are still
insufficiently studied.

So, [11] (2011) analyzes dynamic scheduling and persistent
scheduling forVoIP services inwireless orthogonal frequency
division multiple access systems. The author develops ana-
lytical and simulation models to evaluate the performance
of VoIP services in terms of the average throughput and the
signaling overhead according to the scheduling schemes.

Lee et al. (2006) [12] analyze the performance of three
scheduling algorithms (Unsolicited Grant Service (UGS),
real-time Polling Service (rtPS), and extended real-time
Polling Service (ertPS)) for IEEE 802.16e standard covering
mobile broadband wireless systems. The authors use simu-
lation to show that ertPS algorithm with Enhanced Variable
Rate Codec (EVRC) and silence suppression can support
more calls compared with the UGS and rtPS algorithms, on
21% and 35%, respectively.

Folke et al. (2007) [13] analyze four scheduling algo-
rithms: Proportional Fair (PF), Maximum Rate (MR), MR
with the minimum bit rate (MRmin), and MR with strict
delay (MRdelay) for mix of conversational (VoIP) traffic and
interactive (web) traffic. All strategies are tested with varying
scheduling delay budgets and loads. The authors show that
a scheduler that gradually increases the VoIP priority and
considers the user’s current possible rate performs well.
However, a more drastic increase in VoIP priority is needed
when the delay budget is short. Furthermore, attempting
to uphold quality for both VoIP and web traffic makes the
system sensitive to overload situations.

Bayer et al. (2010) [14] analyze on demand scheduling,
uncoordinated resource coordination scheme, coordinated
resource coordination scheme, and VoIP aware resource
coordination scheme for TDMAbased access control inmesh
networks in the IEEE 802.16 standard. The authors show that
themesh networks are able to support VoIPwith good quality
when a persistence scheduling is applied. Compared to other
resource coordination schemes the VoIP aware scheduler
significantly increases the number of supported calls.

Wu et al. (2014) [15] present a real-time scheduling frame-
work in virtualized environment that considers real-time
constraints of applications.The authors propose amechanism
called multicore dynamic partitioning to divide physical
CPUs into two pools dynamically according to the scheduling
parameters of VMs. They use global earliest deadline first
strategy to schedule calls on VMs, with an Asterisk instance,
to improve CPU usage and guarantee the call quality.

Mazalek et al. (2015) [16] study the impact of the IPSec
encryption on the CPU utilization, bandwidth, and voice
quality. The authors show a significant effect of voice payload
period on the CPU utilization and bandwidth. They save up
to 40–60% of bandwidth when the period is chosen properly.
The call quality, expressed by mean opinion score (MOS)
scale, remains almost constant up to the moment, when the
CPU utilization is close to 80%.

Table 1: Processor utilization for 1 call without transcoding [7].

Protocol Codec 10 calls 1 call
SIP/RTP G.711 2.36% 0.236%
SIP/RTP G.726 2.13% 0.213%
SIP/RTP GSM 2.58% 0.258%
SIP/RTP LPC10 1.92% 0.192%

Costa et al. (2015) [17] show that Asterisk PBX server
is able to provide VoIP communication capabilities with
an acceptable MOS quality. The authors use the blocking
probability metric to measure the capacity of the VoIP
server and MOS to assess the quality of the voice calls. The
experimental results show that the Asterisk PBX using SIP
effectively handled more than 160 concurrent voice calls with
a blocking probability below 5%.

Cheng et al. (2015) [18] present and compare the SRT-
Xen scheduler with other four schedulers (Credit, Credit2,
rtglobal, and rtpartition). They focus on real-time-friendly
scheduling to improve the management of the virtual CPUs’
queueing. They use an instance of Asterisk to evaluate
the performance of the strategies and speech quality. SRT-
Xen achieves at least 13.61% more sessions with perceptual
evaluation of speech quality >4.

4. VoIP Quality of Service

4.1. Utilization. Calls have different impact on the proces-
sor utilization depending on the operations performed by
Asterisk, when the calls are being established. If transcoding
operations are performed, the utilization is higher than that
when transcoding is not used. In the latter case, Asterisk is in
charge of only routing the call. However, depending on the
codec, the processor load is influenced as well. Table 1 shows
processor utilization for call without transcoding presented
by Montoro and Casilari (2009) [7].

VoIP gateways support a larger number of codecs and
DSP modules (Digital Signal Processing): G.711, GSM,
LPC10, Speex. G.711 A-law and U-law PCM, G.726 ADPCM,
G.728 LD-CELP, G.729 CS-ACELP, G.729a CS-ACELP,
G.729 Annex-B, G.729a Annex-B, G.723.1 MP-MLQ, G.723.1
ACELP, G.723.1 Annex-A MP-MLQ, G.723.1 Annex-A
ACELP, and so forth. Some codec compression techniques
require more processing power than others. Examples of the
compression method are presented by Cisco [9]:

PCM: Pulse Code Modulation
ADPCM: Adaptive Differential Pulse Code Modula-
tion
LDCELP: Low-Delay Code Excited Linear Prediction
ACELP: Algebraic-Code-Excited Linear Prediction
MP-MLQ: Multi-Pulse, Multi-Level Quantization
CS-ACELP: Conjugate-Structure Algebraic-Code-
Excited Linear Prediction.

In [8], the authors present results of the benchmark
test that includes stress testing of queue calls, VoIP calls,
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Table 2: Queue calls [8].

Activity test Jitters CPU usage Simultaneous calls CPU usage per 1 call
5 calls to queue None 14% 10 1.40%
10 calls to queue None 18% 20 0.90%
15 calls to queue None 28% 30 0.93%
20 calls to queue None 36% 40 0.90%
30 calls to queue None 67% 60 1.11%
40 calls to queue None 84% 80 1.05%

Table 3: MOS score [9].

Compression Bit rate
(kbps)

MOS
score

Compression
delay (ms)

G.711 PCM 64 4.1 0.75
G.726 ADPCM 32 3.85 1
G.728 LD-CELP 16 3.61 3 to 5
G.729 CS-ACELP 8 3.92 10
G.729 × 2 encodings 8 3.27 10
G.729 × 3 encodings 8 2.68 10
G.729a CS-ACELP 8 3.7 10
G.723.1 MP-MLQ 6.3 3.9 30
G.723.1 ACELP 5.3 3.65 30

and extension to extension calls. Queuing calls are used
by call centers that prefer to answer to the incoming calls
automatically and place them in a queue instead of rejecting
them. Queuing allows the acceptance of more calls into
the system than existing extensions or agents capable of
answering them. While on hold, the callers receive different
announcements (position in the queue) followed by music.

Considering Tables 1 and 2, we conclude that CPU can
process from 70 to 500 calls with 100% of utilization.

4.2. Quality of Service. The VoIP QoS is determined by the
quality of voice, transit time of packets across the Internet,
queuing delays at the routers, packet travel time from source
to destination, jitter as deviations of the packet interarrivals,
packet loss, call setup and tear downtime, and so forth.

The quality of voice is a subjective response of the listener.
A common benchmark used to determine the quality of
sound produced by specific codecs is theMeanOpinion Score
(MOS). Listeners judge the quality of a voice sample that
corresponds to a particular codec on a scale of 1 (bad) to 5
(excellent). The scores are averaged to provide the MOS for
that sample. Table 3 shows the relationship between codecs
and MOS scores presented by Cisco [9].

Cortés-Mendoza et al. (2015) propose using processor uti-
lization in order to ensure QoS. Each codec provides a certain
quality of voice only if processor utilization is low enough.
Theoretically, processor utilization of 100% provides the best
expected performance.However, in [8], the authors show that
20 calls via a VoIP provider produced no jitters; CPU usage in
total was 19%. With increasing number of calls up to 90 and
utilization up to 85%, CPU cannot be able to handle the stress
anymore and jitters and broken audio symptoms will appear.
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Figure 3: Voice quality versus processor load (utilization).

Considering different types of calls with different codecs,
we use a threshold of 70% to ensure a high voice quality.

Figure 3 shows that the voice quality is reduced fast when
the processor utilization exceed 70%.

4.3. VoIP Provider Costs. VoIP provider costs are primarily
tied to their assets and the maintenance of these assets. For
example, providers have an infrastructure that needs to be
powered and cooled. It has storage arrays containing storage
disks, and these arrays are connected to chassis which are
all housed. So, major provider costs can be categorized as
servers cost (computing, storage, software, and associated
VoIP components), infrastructure cost (power distribution,
cooling equipment, space for facilities, etc.), operational cost
(energy, cooling, etc.), and network cost (links and transit
equipment). A number of other costs exist.

To offer competitive prices to prospective customersVoIP
providers should optimize the process. Inefficient resource
management has a direct negative effect on performance and
cost.

Virtualization technologies allow creating VoIP virtual
servers, which can then be hosted in data centers and rented
out (leased) on a subscription basis to any scale.

In a typical cloud scenario, a VoIP provider has the choice
between different resources that are available on demand
from cloud providers with certain service guarantees. These
service levels aremainly distinguished by the amount of com-
puting power guaranteed to receive within a requested time
and a cost per unit of execution time the VoIP provider has
to pay.This cost depends on the type of requested computing
resources, for instance, VMs with different performance.
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In order to evaluate the provider cost for cloud solution,
we use a metric that is useful for systems with VM. It must
allow the provider to measure the cost of the system in terms
of number of demanded VMs and time of their using.

In this paper, two criteria are considered for the model:
the billing hours for VMs to provide a service and their
utilization to estimate quality of service.

In the first scenario, we consider single-objective opti-
mization problem minimizing the total cost of VMs with
given restrictions. In order to ensure good QoS, the utiliza-
tion of the VMs is kept under the certain threshold (e.g.,
70%).

In the second scenario, we consider the biobjective
optimization approach that is not restricted to find a unique
solution but a set of solutions known as a Pareto optimal set.
In this case, we minimize two conflicting objectives: the cost
of VMs and QoS degradation. A tradeoff between the two
objectives depends on the VoIP provider’s preference.

5. Model

We address the model for VoIP in distributed cloud environ-
ment with heterogeneity of resources with different number
of servers, execution speed, amount of memory, bandwidth,
and so forth.

Let us consider that VoIP cloud infrastructure consists of
𝑚 heterogeneous super node clusters SNCs : SNC

1
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2
,

. . . , SNC
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with relative speeds 𝑠
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(𝑡) VM at time 𝑡. We assume that VMs of

one SNC are identical and have the same processing capacity.
The SNC contains a set of routers and switches that

transport traffic between the SNs and the outside world.
A switch connects a redistribution point or computational
nodes. The connections of the processors are static but their
utilization is changed. The SNC interconnection network
architecture is local. The interconnection between SNCs is
provided through public Internet.

We consider 𝑛 independent calls or jobs 𝐽
1
, 𝐽
2
, . . . , 𝐽

𝑛
that

must be scheduled on set of SNCs. The job 𝐽
𝑗
is described

by a tuple {𝑟
𝑗
, 𝑝
𝑗
, 𝑢
𝑗
} that consists of its release date 𝑟

𝑗
≥

0, duration 𝑝
𝑗
(lifespan), and contribution to the processor

utilization 𝑢
𝑗
. The release time of a job is not available before

the job is submitted, and its duration is unknown until the job
has been completed. The utilization is a constant for a given
job that depends on the used codec and is normalized for the
slowest machine.

In order to evaluate the system performance, we use
metrics that are useful for VoIP systems, where traditional
measures such as makespan, throughput, and response time
become irrelevant.

For this kind of systems, the metrics must allow the
provider to measure the performance of the system in terms
of financial attraction which helps him to assure benefits as
well as user satisfaction for the service.

Two criteria are considered in the analysis: Minimization
of the service provider cost and minimization of the quality
of service degradation.
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Figure 4: Voice quality reduction versus processor load (utiliza-
tion).

We define the provider cost model by considering a
function that depends on the number of VMs and their
running time.

We denote the number of billing hours in SNC
𝑖
by 𝑚
𝑖
=

∫

𝐶max

𝑡=0
𝑘
𝑖
(𝑡) ⋅ 𝑚

𝑖
𝑑𝑡 and run in 𝑚 SNC by 𝑚 = ∑𝑚

𝑖=1
𝑚
𝑖
. The

VM is described by a tuple {vmu
𝑖
(𝑡)}, where vmu

𝑖
(𝑡) is the

utilization (load) of VM
𝑖
at time 𝑡. VMhosts Asterisk running

process that handles calls.
As an optimization criterion, we introduce a quality

reduction function based on the VMs utilization (Figure 4).

6. Methodology of Analysis

To derive bounds of the provider cost, we consider two sce-
narios. The maximum cost can be archived if provider guar-
antees the voice quality with quality reduction equal to 0 by
setting the utilization threshold to 70%. Then, in the second
scenario, we realize a biobjective analysis, where no threshold
is used (100% of utilization is allowed), to study the compro-
mise between the provider cost and voice quality reduction.

6.1. Degradation in Performance. To choose a good strategy,
we perform an analysis based on the degradation method-
ology proposed in [19] and applied for scheduling in [20]. It
shows how themetric generated by our algorithms gets closer
to the best found solution.

The analysis is conducted as follows. First, we evaluate the
degradation in performance (relative error) of each strategy
relatively to the best performing strategy as follows:

(𝛾 − 1) ⋅ 100, with 𝛾 =
strategy metric value

best found metric value
. (1)

Then, we average these values for all scenarios and rank
the strategies. The best strategy with the lowest average
performance degradation has rank 1. Note that we try to
identify strategies, which perform reliably well in different
scenarios; that is, we try to find a compromise that considers
all of our test cases. For example, the rank of the strategy could
not be the same for any of the scenarios individually.
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6.2. Biobjective Analysis. In multiobjective optimization, one
solution can represent the best solution concerning provider
cost, while another solution could be the best one concerning
theQoS.The goal is to choose themost adequate solution and
obtain a set of compromise solutions which represents a good
approximation to the Pareto front.

Two important characteristics of a good solution tech-
nique are convergence to the Pareto front and diversity to
sample the front as fully as possible. A solution is Pareto opti-
mal if no other solution improves it in terms of all objective
functions. Any solution not belonging to the front can be
considered of inferior quality to those that are included. The
selection between the solutions included in the Pareto front
depends on the system preference. If one objective is consid-
ered more important than the other one, then preference is
given to those solutions that are near-optimal in the preferred
objective, even if values of the secondary objective are not
among the best obtained.

Often, results from multiobjective problems are com-
pared via visual observation of the solution space. One of
formal and statistical approaches uses a set coverage metric
SC(𝐴, 𝐵) that calculates the proportion of solutions in 𝐵,
which are dominated by solutions in 𝐴:

SC (𝐴, 𝐵) = {|𝑏 ∈ 𝐵| ; ∃𝑎 ∈ 𝐴; 𝑎 ≤ 𝑏}
|𝐵|

. (2)

A metric value SC(𝐴, 𝐵) = 1 means that all solutions of
𝐵 are dominated by 𝐴, whereas SC(𝐴, 𝐵) = 0 means that no
member of𝐵 is dominated by𝐴.This way, the larger the value
of SC(𝐴, 𝐵), the better the Pareto front 𝐴 with respect to 𝐵.
Since the dominance operator is not symmetric, SC(𝐴, 𝐵) is
not necessarily equal to 1 − SC(𝐴, 𝐵), and both SC(𝐴, 𝐵) and
SC(𝐵, 𝐴) have to be computed for understanding how many
solutions of 𝐴 are covered by 𝐵 and vice versa.

7. Call Allocation

In our model, CPU utilization is a key performance metric
for VoIP quality of service measurement. It can be used to
track QoS reductions, when it increases above the certain
threshold, or improvement, when it is below, and it is useful
for VoIP QoS problem studying.

The concept of VMutilization used in our study is simple.
Assume that the VM is allocated on a single core processor
of 2.0GHz. VM utilization in this scenario is the percentage
of time the processor spends doing VM work (as opposed to
being idle). If the processor does 1 billion cycles worth of VM
work in a second, it is 50% utilized for that second.

In general, monitoring CPU utilization, where VM is
running, is straightforward: from a single percentage of CPU
utilization to the more in-depth statistics. We can also gain
a bit of insight into how the CPU is being used. To gain
more detailed knowledge regarding VM utilization, we must
examine all details of the VM parameters, software installed,
and hardware of a system.

There are a lot of factors that contribute to the processor
utilization. In our case, we reduce ourselves to consider
Asterisk running processes and calls.

The call allocation problem is similar to a well-known
one-dimensional on-line bin-packing problem, the classi-
cal NP-hard optimization problem with high theoretical
relevance and practical importance. Bin-packing concerns
placing items of arbitrary height into a one-dimensional
space (bins with fixed capacity) efficiently.

Bin-packing remains one of the classical difficult prob-
lems. Scientists have analyzed and studied this computational
puzzle for decades, yet none have obtained an algorithm
which derives the optimal solution in reasonable amount of
time.We consider an on-line variant of the problem in which
items are received one by one.

Bins represent VMs, and the items height defines the
call contribution to the processor utilization. Before info
about the next call is revealed, the scheduler needs to decide
whether the call is packed in the currently available VMs or a
new VMmust be rented. The scheduler only knows the con-
tribution of the call to the processor utilization 𝑢

𝑗
due to the

used codec. All decisions have to bemadewithout knowledge
of duration of the call, call arrival rate, and so forth.

The principal novelty of this problem variation lies in
the temporal existence of the items. After a call lifespan
is reached, the VMs can free space for processing more
calls, so the state of the VMs is determined not only by the
decision maker during call allocations. Unlike the standard
formulation, bins are always open and dynamic and even
completely packed. Items in bins can be terminated (call
termination) and utilization can be changed at any moment.

As mentioned in Section 6, we consider two scenarios.
In the first scenario, the bin size is equal to 0.7 which
corresponds to 70% of VM utilization, so that the quality
reduction is zero. In the second scenario, the bin size is equal
to 1 which corresponds to 100% of VM utilization, so that the
quality reduction can appear.

On both scenarios, we do not sort the input items due to
the fact that we face an on-line bin-packing problem. Instead,
we can sort bins based on their utilization.

We study twenty strategies (Table 4), Rand, RR, FFit, Bfit,
WFit, MaxFTFit, MidFTFit, MinFTFit, RR 05, RR 10, RR 15,
Wfit 05, Wfit 10, Wfit 15, BFit 05, BFit 10, BFit 15, FFit 05,
FFit 10, and FFit 15, and evaluate their performance with
the real workload considering six months of the MIXvoip
company service.

We categorize all strategies in four groups by the type
and amount of information used for allocation decision (1)
knowledge-free (KF), with no information about applications
and resources; (2) utilization-awareness (UA) with CPU
utilization information; (3) time-awareness (TA) with VM
rental time information; and (4) time-awareness with CPU
utilization information (TA + UA).

In our previous work, Cortés-Mendoza et al. (2015)
[3] study three well-known bin-packing strategies adapted
for the described problem, First-Fit (FFit), Best-Fit (Bfit),
and Worst-Fit (Wfit), and two commonly used allocation
strategies, Round Robin (RR) and Random (Rand).

The significant contribution of this paper compared
with the previous work is that we analyze twenty strate-
gies, consider different scenarios solving monoobjective and
biobjective problems, and provide a deeper study of our
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Table 4: Call allocation strategies.

Description

KF
Rand Allocates job 𝑗 to VM randomly

using a uniform distribution

RR Allocates job 𝑗 to VM using a
Round Robin algorithm

UA

FFit Allocates job 𝑗 to the first VM able
to execute it

BFit Allocates job 𝑗 to VM with smallest
utilization left

WFit Allocates job 𝑗 to VM with largest
utilization left

TA

MaxFTFit Allocates job 𝑗 to VM with farthest
finish time

MidFTFit Allocates job 𝑗 to VM with finish
time between farthest and closest

MinFTFit Allocates job 𝑗 to VM with closest
finish time

RR 05 Allocates job 𝑗 to VM that finishes
not less than in 5, 10, and 15 minutes
using the RR strategy

RR 10
RR 15

TA + UA

BFit 05

Allocates job j to VM that finishes
not less than in 5, 10, and 15 minutes
using the WFit, BFit, and FFit
strategies

BFit 10
BFit 15
FFit 05
FFit 10
FFit 15
WFit 05
WFit 10
WFit 15

algorithms performance taking into account billing hours
and quality reduction.

Algorithm 1 describes the BFit strategy, where voice nodes
in the list are sorted in decreasing order of their utilization.
We use the term the voice node instead of VM to have
coherence with the call allocation terminology.

Line (1) may be changed depending on the strategy of
allocation. For example, the list is sorted in increasing order
inWFit strategy, and this line is not used in FFit strategy [21].

The main idea of the time-aware approach is to allocate
calls to VM taking into account the finishing time of rented
hours.

The goal is to allocate calls to VM to reduce number
of billing hours. We try to avoid next hour renting due to
continuation of the call over the rented hour.

For instance, MaxFTFit schedules the call to VM with
farthest away finish time. MinFTFit schedules the calls to the
voice node with nearest finish time. It tries to use already
running voice nodes. The objective of MidFTFit is not to
allocate calls to VMs that are not in beginning or end of the
rental time.

We also introduce the time-aware versions of RR
and WFit strategies (RR 05, RR 10, RR 15, WFit 05, and
WFit 10), where we do not allocate calls to VMs in which

Input: Voice node list (VNlist) and call.
Output: Allocation of call in one voice node.
(1) Sort VNlist by utilization on decreasing order.
(2) assigned← false
(3) node index← 1
(4) Do
(5) node voice← get(VNlist, node index)
(6) Add call to node voice
(7) if utilization of node voice <= 0.7 then
(8) assigned← true
(9) else
(10) remove call from node voice
(11) node index← node index + 1
(12) endif
(13)While (size of VNlist >= node index and
(14) assigned = false)
(15) If assigned = false then
(16) Create new node voice
(17) Add call to new node voice
(18) Insert new node voice into VNlist
(19) Endif

Algorithm 1: Best fit (BFit).

Input: Voice node list (VNlist), time and threshold.
Output: A voice node list for processing call.
(1) Create new VNlist
(2) For each node voices on VNlist
(3) If time end(node voice) <= time + threshold
(4) Add node voice to new VNlist
(5) endfor
(6) return new VNlist

Algorithm 2: Admissible VMs list (AVML).

rented time is finished in certain threshold. By these thresh-
olds, we try to avoid next hour renting due to continuation of
this call over the rented hour. It could reduce the number of
billing hours.We study three thresholds: 5, 10, and 15minutes
before the end of renting hour.

For these strategies, the algorithm has a new procedure,
named AVML (Admissible VMs List) (see Algorithm 2).

8. Experimental Setup

8.1. Simulation Toolkit. All experiments are performed using
the CloudSim [22], a framework for modeling and simu-
lation of cloud computing infrastructures and services. It
is a standard trace based simulator that is used to study
cloud resource management problems. We have extended
CloudSim to include our algorithms for call allocation,
supporting dynamic calls arrival, updating the systemparam-
eters before scheduling decisions, using the utilization of
the resources, dynamically creating VMs, and providing
statistical analysis using the java (JDK 7u51) programming
language.
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Figure 5: Call duration distribution.

Parameters are directly taken from traces of real VoIP
service studied by Simionovici et al. (2015) [2]. We use SWF
(Standard Workload Format) with four additional fields to
process the calls.

8.2.Workload. Theworkload is a set of registered phone calls
that have been registered by the VoIP system. It is recorded
in the Call-Detail-Record (CDR) database with the following
information: index of the call, ID of the user who makes the
call, IP of the phone where the call is placed from, IP of
the local phone, destination of the call, destination country
code, destination country name, telecommunications service
provider, beginning of the call (timestamp), duration of the
call (in seconds), duration of a paid call, cost per minute; and
so forth.

Supported call statistics could include incoming/outgo-
ing call attempts, whether successful or not, calls rejected or
failed, number of calls whose connected time is less than the
configured minimum call duration (MCD), number of calls
losing more than the configured number of packets, number
of calls encountering more than the configured amount of
latency and jitter, calls disconnected, and so forth.

Total call distributions per hour and per day during six
months (from 1November 2014 to 17April 2015) are presented
in Cortés-Mendoza et al. (2015) [3].

They demonstrate typical behavior for business cus-
tomers: two peak hours, 8–11 AM and 13–17 PM.Over a week,
the traffic is high fromMonday till Friday, while for weekends
it decreases considerably.

Figure 5 shows the call duration distribution during
the six months, which depends significantly on the clients
(e.g., call centers, schools, and business companies). In our
example, the duration of themajority of the calls is short (e.g.,
1–5 minutes).

Dang et al. (2004) [23] showed that the call arrival process
is fitted by a Poisson process and the call duration distribution
by a generalized Pareto distribution with parameter values
indicating finite variances.The authors tested a series of prob-
ability distributions and showed that the model agrees well
with the data in high-density regions and also fits the low-
density regions, known as tails of the distribution (Figure 5).

For the analysis, we use 24 workloads; each includes
phone calls made during one week. Figure 6 shows mean
number of calls per hour in a day during 24 weeks.
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Figure 6: Mean number of calls per hour in a day during 24 weeks
with the standard deviation.

During the weekends, the workload is low. It needs only
one VM to process it. For this study, we removed the jobs
of the weekends because they can be replaced with 24 billing
hours per day. One VM is always running even with no calls.

8.3. Scenarios. In our scenarios, each VM runs an instance
of Asterisk (voice node). The VMs are deployed by several
super node voices (SNs) and all of them belong to one SNC.
TheVoIP providers rent theVMs by hours [24]; when theVM
rental time is finished the VM can be turned off only if VM
is not processing any calls; in other cases, this VM continues
running for one more hour.

9. Scenario 1: Cost Analysis with
Guaranteed Quality of Service

In the first scenario, we evaluate the provider cost generated
by the twenty strategies: BFit, BFit 05, BFit 10, BFit 15, FFit,
FFit 05, FFit 10, FFit 15, MaxFTFit, MidFTFit, MinFTFit,
Rand, RR, RR 05, RR 10, RR 15,WFit,WFit 05,WFit 10, and
WFit 15.

We use the utilization threshold as the constraint to
guarantee the quality of service.

Figure 7 displays the number of billing hours during 24
weeks. We see that the workload is low during weeks 8 and 9,
so that the difference of billing hours generated by strategies
is about 50. In other weeks, the dispersion is higher up to 160
billing hours in week 5.

Table 5 shows the average number of billing hours during
considered 24 weeks. BFit and FFit are shown to be the best
strategies using 252.08 and 252.42 billing hours per week on
average to deal with given workload. WFit and MinFTFit are
worst ones with 351.08 and 363.96 billing hours, respectively.

RR 05, RR 10, and RR 15 strategies have a better perfor-
mance thannon-time-awareRR. Similarly,WFit 05,WFit 10,
and WFit 15 are better than WFit. The difference between
the best strategy, BFit, and worst one, MinFTFit, is about 111
billing hours per week on average.
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Figure 7: The number of billing hours during 24 weeks.

10. Scenario 2: Biobjective Analysis

10.1. Degradation. In multiobjective analysis, the problem
can be simplified to a single objective problem through
different methods of objective weighted aggregation. There
are various ways to model preferences; for instance, they can
be given explicitly to specify the importance of every criterion
or a relative importance between criteria. This can be done
by a definition of criteria weights or criteria ranked by their
importance.

In this section, we perform a joint analysis of two metrics
according to the mean degradation methodology described
in Section 6.1.

First, we present the analysis of the billing hours for
rented VMs and quality reduction separately. Then, we find
the strategy that generates the best compromise between
them.

In Table 6, we present the average degradation of billing
hours, quality reduction, and their means. The last three
columns of the table contain the ranking of each strategy
regarding the provider cost, quality, and their means. Rank-
BH is based on the billing hours’ degradation. Rank-QR
refers to the position in relation to the degradation of quality
reduction. Rank is the position based on the averaging two
rankings.

We see that the best strategy for the cost optimization is
BFit which allocates calls based on best fit strategy, where we
put the call into the fullest VM, which leaves the least utiliza-
tion left over. However, it is the worst strategy for the voice
quality. It tends to increase utilization and reduce quality.

The best strategy for the voice quality is WFit, where we
put the call into the VM, which leaves most of utilization left
over. It tends to underutilize VMs keeping the quality but
increases VM number and renting cost.

A good compromise is MaxFTFit strategy that allocates
the call to VM that finishes his hour far away.

Table 5: Average weekly billing hours.

Rank Strategy VM billing hours
1 BFit 252.08
2 FFit 252.42
3 MaxFTFit 254.71
4 FFit 05 259.46
5 FFit 15 261.75
6 FFit 10 261.79
7 BFit 05 266.13
8 BFit 15 269.21
9 BFit 10 273.25
10 MidFTFit 276.08
11 RR 15 279.79
12 WFit 15 283.79
13 RR 10 289.00
14 WFit 10 290.42
15 RR 05 306.88
16 WFit 05 311.29
17 Rand 336.29
18 RR 340.46
19 WFit 351.08
20 MinFTFit 363.96

10.2. Solution Space and Pareto Fronts. To solve the general
biobjective problem, we want to obtain a set of compromise
solutions that represent a good approximation to the Pareto
front. This is not formally the Pareto front as an exhaustive
search of all possible solutions is not carried out but rather
serves as a practical approximation of a Pareto front.

Figure 8 shows the solution sets for the twenty strate-
gies obtained based on 109 days of workload. This two-
dimensional solution space represents a feasible set of solu-
tions that satisfy the problem constraints. Note that we
address the problem of minimizing cost and maximizing
the quality. For better representation, we convert it to the
minimization of two criteria: degradations of both the cost
and quality reduction.

The solution space covers a range of values of cost degra-
dation from 0 to 0.65, whereas values of quality reduction
degradation are in the range from 0 to 0.26.

We see that the solution space is divided in three groups
located in right lower side, left lower side, and in the middle.
BFit, FFit, and MaxFTFit are located in the lower right
side being among the best solutions in terms of the billing
hours. They outperform other strategies, like RR, which are
in current use for VoIP service. WFit is located in the left side
being among the best solutions in terms of quality reduction.
The three versions of time-aware WFit (WFit 05, WFit 10,
and WFit 15) have a good behavior.

WFit is the best for quality reduction degradation
(QRD = 0). The range of the cost degradations is from 0.16
to 0.56. WFit 05 increases the QRD to 0.017 but reduces the
cost up to 0.05. ForWFit 10, the QRD increases from 0.017 to
0.06, but the cost reduces to 0.023.
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Table 6: Degradation and ranking.

Strategy Billing hours (BH) Quality reduction (QR) Mean Rank BH Rank QR Rank
BFit 0.263 21.099 10.681 1 20 4
BFit 05 6.911 17.930 12.420 7 16 6
BFit 10 8.405 17.342 12.874 9 13 5
BFit 15 8.091 17.240 12.665 8 12 3
FFit 0.535 21.031 10.783 2 19 4
FFit 05 3.483 18.758 11.120 4 18 5
FFit 10 4.638 18.069 11.354 5 17 5
FFit 15 4.812 17.819 11.315 6 14 3
MaxFTFit 2.096 17.835 9.965 3 15 1
MidFTFit 10.536 16.442 13.489 10 11 4
MinFTFit 39.147 12.800 25.973 20 10 7
Rand 31.263 1.094 16.178 17 4 4
RR 32.681 0.732 16.707 18 2 3
RR 05 22.542 2.144 12.343 15 5 3
RR 10 15.388 4.666 10.027 13 7 3
RR 15 11.772 6.980 9.376 11 9 3
WFit 35.435 0.000 17.718 19 1 3
WFit 05 23.904 1.085 12.494 16 3 2
WFit 10 16.606 3.301 9.954 14 6 3
WFit 15 13.292 5.428 9.360 12 8 3
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Figure 8: The solution space.

Finally, WFit 15 has a wide range of solutions for QRD
(from 0.019 to 0.099) but only 20% of its solutions are over
the 20% of cost degradation.

WFit versions cover different sectors in the Pareto front,
and they show the best compromise between both objectives
for the twenty strategies.

TheMaxFTFit solution space is in the same range for cost
as Bfit and FFit. It overcomes the quality reduction of both
strategies.

WFit 05, WFit 10, WFit 15, and MaxFTFit strategies
cover better the solution space and Pareto front. They are
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Figure 9: Pareto fronts.

good options for the VoIP providers. Figure 9 shows the
twenty approximations of Pareto fronts generated by the
studied strategies.

Using the set coverage metric, described in Section 6.2,
two sets of nondominated solutions can be compared. The
rows of Table 7 show the values SC(𝐴, 𝐵) for the dominance
of strategy 𝐴 over strategy 𝐵. The columns indicate SC(𝐵, 𝐴),
that is, dominance of 𝐵 over 𝐴. The last two columns show
the average of SC(𝐴, 𝐵) for row𝐴 over column 𝐵 and ranking
based on the average dominance. Similarly, the last two rows
show average dominance of 𝐵 over𝐴 and rank of the strategy
in each column.
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The ranking of the strategies is based on the coverage
percentage.Thehigher ranking implies that the front is better.

Table 7 reports the SC results for each of the twenty Pareto
fronts. According to the set coverage metric, the strategy
that has the best compromise between the number of billing
hours and quality reduction isWfit 15, followed byMaxFTFit,
RR 15, and WFit 05.

We see that MaxFTFit dominates the fronts of other
strategies in the range of 0–60%, with 21.8% in average
occupying the second rank. SC(𝐴,MaxFTFit) shows that
MaxFTFit is dominated by other fronts on 6.9% in average.
Meanwhile, WFit 05 and MaxFTF with the second and
third ranks are dominated by other strategies on 19.5% and
21.9% on average, respectively. They are dominated for other
strategies on 6.2% and 6.9%.

However, we should not consider only Pareto fronts,
when many solutions are outside the Pareto optimal solu-
tions.This is the case of BFit xx, FFit xx, andRR xx: although
the Pareto fronts are of good quality, many of the generated
solutions are quite far from them, and, hence, a single run of
the algorithm may produce significantly worse results.

11. Conclusions and Future Work

In this paper, we formulate and study scheduling problems
addressing VoIP service in cloud computing. We define
models of the provider cost and quality of service and
propose new on-line nonclairvoyant bin-packing algorithms
for call allocation. Unlike the standard formulation of the
problem, our bins are always open, even if they are completely
packed. Items in bins can disappear after call termination,
and utilization can be changed at any moment. The problem
is dynamic, when no knowledge about call duration or its
estimation is used.

Due to the fact that VM parameters are changing over
time, traditional scheduling techniques based on number of
calls do not adapt well to this dynamism. VoIP solutions do
not take into account uncertainty in dynamic and unpre-
dictable cloud environments.

Our approach is suitable for environment with presence
of uncertainty. It takes allocation decisions depending on
the actual cloud and VM characteristics at the moment
of allocation such as number of available virtual machines
and their utilization. It can cope with different workloads,
type of calls (voice, video, conference, etc.), cloud proper-
ties, and cloud uncertainties, such as elasticity, performance
changing, virtualization, loosely coupling application to the
infrastructure, and parameters such as an effective processor
speed and actual number of available virtual machines. We
propose twenty VoIP scheduling strategies and evaluate their
performance by comprehensive simulation analysis on real
data considering sixmonths of theMIXvoip company service.

We show that the proposed algorithms can be efficiently
used in a VoIP cloud environment. The monoobjective and
biobjective analyses provide a good compromise between
saving money and voice quality.

However, further study is required to assess their actual
performance and effectiveness in a real domain. This will be

the subject of future work. Moreover, quality in communica-
tion systems, hypervisor-level scheduling, dynamic consoli-
dation of calls and VMs, and distributed load balancing are
other important issues to be addressed.
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We consider a cloud data center, in which the service provider supplies virtual machines (VMs) on hosts or physical machines
(PMs) to its subscribers for computation in an on-demand fashion. For the cloud data center, we propose a task consolidation
algorithm based on task classification (i.e., computation-intensive and data-intensive) and resource utilization (e.g., CPU and
RAM). Furthermore, we design a VM consolidation algorithm to balance task execution time and energy consumption without
violating a predefined service level agreement (SLA). Unlike the existing research on VM consolidation or scheduling that applies
none or single threshold schemes, we focus on a double threshold (upper and lower) scheme, which is used for VM consolidation.
More specifically, when a host operates with resource utilization below the lower threshold, all the VMs on the host will be
scheduled to be migrated to other hosts and then the host will be powered down, while when a host operates with resource
utilization above the upper threshold, a VM will be migrated to avoid using 100% of resource utilization. Based on experimental
performance evaluations with real-world traces, we prove that our task classification based energy-aware consolidation algorithm
(TCEA) achieves a significant energy reduction without incurring predefined SLA violations.

1. Introduction

Nowadays, cloud computing has become an efficient
paradigm of offering computational capabilities as a service
based on a pay-as-you-go model [1] and many studies have
been conducted in diverse cloud computing research areas,
such as fault tolerance and quality of service (QoS) [2, 3].
Meanwhile, virtualization has been touted as a revolutionary
technology to transform cloud data centers (e.g., Amazon’s
elastic compute cloud and Google’s compute engine) [4]. By
taking advantage of the virtualization technology, running
cloud applications on virtual machines (VMs) has become
an efficient solution of consolidating data centers because
the utilization rate of data centers has been found to be
low, typically ranging from 10 to 20 percent [5]. In other
words, a single host (physical machine) can run multiple
VMs simultaneously and VMs can be relocated dynamically
by live migration operations, leading to high resource
utilization. Another issue of data centers is high energy
consumption, which results in substantial carbon dioxide
emissions (about 2 percent of the global emissions). A typical

data center consumes as much energy as 25,000 households
do [6]. In this regard, an efficient energy consumption
strategy in nonvirtualization environments (smart grids) has
been carried out [7].

As the virtualization technology [8, 9] has become pop-
ular widely, organizations or companies began to build their
own private cloud data centers using commodity hardware.
In this regard, there exists a need for designing more efficient
and effective VM consolidation techniques to reduce energy
consumption in cloud data centers. The simplest way to
achieve energy reduction in cloud computing environments
is to minimize the number of physical machines (PMs) by
allocating more VMs in a PM. However, this solution may
lead to a high degree of service level agreement (SLA) vio-
lations when each VM requires the host’s limited resources.
Moreover, the relationship between CPU utilization and
power consumption is not linear as shown in Figure 1. The
power consumption of CPU increases more than linearly
as utilization increases. More importantly, when the CPU
utilization is above 90%, the power consumption jumps up
quickly due to the architectural design and turbo boost
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Figure 1: Energy consumption of i5 and i7 CPUs (TB indicates turbo boost).

feature. In other words, the performance to power ratio [10]
exhibits sublinear growth, and therefore, just putting many
VMs to a PM utilizing 100% of CPU is not always the best
solution in terms of performance, energy consumption, and
SLA violations. We take Intel i5 and i7 CPUs in our exper-
iments, rather than server class CPUs in Figure 1, because,
for small and medium sized companies, using commodity
hardware like Intel i5 or i7 to build a private cloud is more
affordable and accessible [11].

In this paper, we present a new VM and task consoli-
dation mechanism in cloud computing environments. The
proposed method is based on task classification, in which
we divide cloud tasks into two categories: computation-
intensive and data-intensive tasks. A computation-intensive
task refers to a computation-bounded application program.
Such applications devotemost of their execution time to fulfill
computational requirements as opposed to I/O and typically
require small volumes of data, while a data-intensive task
refers an I/O-bounded application with a need to process
large volumes of data. Such applications devote most of
their processing time to I/O, movement, and manipulation
of data. The basic idea of our approach is twofold. One is
that when we need to migrate cloud tasks due to a migration
policy, we favor a computation-intensive task for migration
rather than a data-intensive task since the migration time
for computation-intensive tasks is shorter than that of data-
intensive tasks. In order to migrate data-intensive tasks,
it is necessary to move data for processing as well, and
this transferring of data generates communication over-
heads. Then, we prefer the target VM with no computation-
intensive tasks because data-intensive tasks consume less
CPU resources, thereby providing a comfortable executing
environment for the computation-intensive task.The other is
to use a double threshold approach (i.e., upper threshold and
lower threshold) for VMmigrations and optimization.When
aVM’s utilization is either above the upper threshold or below
the lower threshold, the VM is scheduled for migration. Our

double threshold approach is different from previous work
in that no algorithm is proposed to use the upper and lower
thresholds simultaneously in an effective way to the best of
our knowledge.With an extensivemeasurement observation,
we identified that there is much room for optimization by
balancing performance and energy consumption.

Our work differs from traditional scheduling algorithms
in the literature by designing and implementing a novel con-
solidationmechanismbased on a task classification approach.
We develop corresponding task scheduling and VM alloca-
tion algorithms for cloud tasks executed in virtualized data
centers.

The major contributions of this paper are summarized as
follows:

(i) We designed an energy-aware cloud data center
consolidationmechanismbased on task classification,
while preserving performance and SLA guarantee.

(ii) We developed a cloud task scheduling and VM
allocation algorithms that solve problems about when
and how to migrate tasks and VMs in an energy
efficient way.

(iii) We formulated a double threshold algorithm for
further optimization to improve the performance to
power ratio.

(iv) We undertook a comprehensive analysis and per-
formance evaluation based on real-world workload
traces.

The rest of this paper is organized as follows. Section 2
describes our research motivation and our intuition for
consolidation in virtualized clouds. In Section 3, the task
classification based energy-aware consolidation scheduling
mechanism and the main principles behind it are presented.
The experiments and performance analysis are given in
Section 4. The related work in the literature is summarized
in Section 5. Finally, Section 6 concludes the paper.
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Figure 2: Energy consumption and execution time of matrix multiplication of i5 and i7 CPUs.
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Figure 3: An illustrative example of TCEA.

2. Motivation and the Basic Idea

As the virtualization technology has been widely used, it is
easily possible to construct a private cloud computing envi-
ronment with open-source infrastructure as a service (IaaS)
solutions and commodity hardware (e.g., desktop-level CPUs
and peripherals). Figure 2 shows execution time of a matrix
multiplication benchmark program and its performance to
power ratio with CPUutilization for Intel i5-3570 and i7-3770
CPUs. With CPU utilization below 50%, the performance
gain from the CPUs is noticeable as CPU utilization increases
as the performance to power ratio indicates. However, when
CPU utilization is above 50% the performance to power
ratio grows sublinearly. This means that using high CPU
utilization is not always an energy-efficient way to perform
tasks. Even when we use a turbo boost feature, one of
dynamic voltage and frequency scaling (DVFS) techniques,
the performance gain of high frequency of CPU operations is
not big considering the performance to power ratio.

Hence, we devise another approach using a threshold
of CPU utilization so that a host that manages a couple of
VMs does not exceed a predefined CPU utilization thresh-
old. When a host exceeds the threshold, our consolidation
algorithm determines to migrate one of the tasks or VMs
on the host to another as depicted in Figure 3. Each task is
categorized as C-task (computation-intensive task) or D-task
(data-intensive task) and is assumed to use 25% of resources
or utilization for a VM for simplicity in this example. Note
that the task categorization mechanism of C-task and D-task
is explained in the next section. Assuming that the threshold
is 75% for a VM, tasks in VM 1 and VM 8 should be migrated
to underutilized VMs. For Case A, in which there are C-tasks
and D-tasks in a VM, our consolidation algorithm chooses a
C-task to be migrated and preferentially selects a target VM
with no C-tasks since migrating a C-task takes much shorter
time compared to aD-task andmigrating aD-task introduces
a major I/O bottleneck in the host. For Case B, in which there
are only D-tasks but C-tasks, we only consider underutilized
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Figure 4: Energy consumption and SLA violations with threshold
and migration policies.

VMs for target, disregarding the category of tasks running on
the target VM. For task migration, there are many prevalent
software and management technologies, such as openMosix,
which is a Linux kernel extension that allows processes to
migrate to other nodes seamlessly.

On the other hand, choosing a proper threshold value is
an important factor that influences the overall performance
and there is a tradeoff between the threshold value and SLA
violation. Figure 4 shows the tradeoff with various migration
policies. Obviously, lowering the threshold value leads to
lower energy consumption, but it causes SLA violations,
meaning a user’s request for tasks cannot guarantee to be
succeeded in preagreed metrics. In a condensed situation,
where there is no host that can afford additional VMs and
the ratio of PM to VM is low, it is more desirable to use
a higher threshold value, whereas, in a sparse situation,
where there are many free hosts available for additional
VMs and the ratio of PM to VM is high, it allows having a
lower threshold value but it is energy consuming and wastes
resources. As far as the latter case is concerned, we use a
double threshold approach to reduce energy consumption
more, while incurring the overall SLA violation as little as
possible. The resource types for a system are CPU, memory,
storage, network, and so forth. Among them, CPU is the
most dominant factor that influences energy consumption
[12]. In this paper, we focus on CPU utilization for migration
policies and leave integrating other types of resource into the
migration policies as future work.

3. Task Classification Based Energy-Aware
Consolidation Algorithm (TCEA)

As shown in Figure 5, we consider a typical cloud data center
with a cloud portal. When a user submits a task to the

cloud portal, TCEAfirst performs a task classification process
based on configurations of the task and historical logs. The
task is categorized as either computation-intensive or data-
intensive. Then, with this task classification information, we
assign the task to an appropriate VM and consolidate VMs
in the data center in an energy-aware way. After that, TCEA
periodically checks hosts with a predefined threshold value
so that unnecessary hosts are powered down after migrating
their VM to others, while maintaining SLA. The detailed
description of our proposed algorithms is given below.

(A) Double Threshold Scheme. Our consolidation algorithms
are based on the double threshold scheme. In order to
save energy consumption of a cloud data center, one may
consider using the minimum number of hosts by utilizing
CPU as much as possible for VMs. However, this approach
is not an energy efficient solution because it disregards the
performance to power ratio. Thus, TCEA uses the upper
threshold to prevent heating CPUs up. On the other hand,
when many of the hosts are easygoing as a whole, it is
necessary tominimize active hosts to save superfluous energy
consumption by consolidating VMs. For that purpose, we
employ the lower threshold.With the lower threshold, TCEA
periodically checks hosts and VMs whether it requires VM
or task consolidation. For example, if a host operates with
CPU utilization below the lower threshold, we migrate VMs
on the host to other hosts as long as there are available hosts
to accommodate the VMs without restricting VMs’ liberty.
With these in mind, it is important to choose proper values
for the double threshold scheme, that is, the upper threshold
and lower threshold, considering the tradeoff between perfor-
mance and energy consumption. To determine the conditions
of suitable threshold values, we conduct several experiments
in Section 4.

(B) Task Classifier. Unlike previous work, we consider a task’s
characteristics in consolidating a cloud data center. Towards
this end, we place a task classifier module to categorize tasks
into computational-intensive or data-intensive tasks. When
a user submits a task, it examines history log files to check
whether it has been performed before. If so, TCEA uses
the previous classification information without performing
the task classification process. If not, it performs the task
classification process as shown in Algorithm 1.

The criteria of classifying tasks in the task classifier
function are based on the communication to computation
ratio [13]. By examining the execution time and task transfer
time of a task, it puts the task to the corresponding queue.
In other words, when computation time is greater than
task transfer time of a task, the task classifier makes the
task resident in 𝑡𝑎𝑠𝑘𝑄𝑢𝑒𝑢𝑒

𝑐𝑜𝑚𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛
. Otherwise, the task is

considered as data-intensive. The classification information
of the task is also stored in the storage for future use.

(C) Task Assignment. The next step after performing the task
classification process is to assign tasks to appropriate VMs.
When assigning a task, TCEA first tries to find a host whose
utilization is relatively low as shown in Algorithm 2. Then,
it checks all the VMs in the host by counting the number
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Figure 5: System architecture of TCEA.

of computation-intensive tasks. Out of the VMs, a VM that
has the least number of computation-intensive tasks can be
a candidate when the task is computation-intensive. After
iterating this phase, the task assignment function selects a
VM for the task.

When the type of a task is data-intensive, TCEA does
not care about the types of tasks for finding target VMs.
The only consideration is the number of tasks running in
VMs. Thus, it finds a VM that runs the minimum number
of tasks in order to balance the load. For optimization, the
task assignment function migrates a task to another VM. At
this stage, we favor computation-intensive tasks formigration
because migrating data-intensive tasks is inefficient. In other
words, migrating data-intensive tasks takes more time than
migrating computation-intensive tasks since it is necessary to
move the data of data-intensive tasks aswell.When finding an
overutilized host, TCEA prefers a VM that runs the largest
number of computation-intensive tasks for migration. This
is based on the fact that migrating a computation-intensive
task ismore efficient thanmigrating a data-intensive taskwith
regard to the number of migrations and utilization shifting.
Once a task is chosen for migration, the next step is to choose
a target VM. There are two conditions for choosing a target
VM. One is CPU utilization and the other is the number
of computation-intensive tasks. Among VMs whose host’s
CPU utilization is low, a VM that runs the least number of
computation-intensive tasks will be chosen for the target VM.
Then, the task is scheduled to be migrated accordingly.

(D) Consolidation of VMs. For VM consolidation, it is
essential to handle and manage VMs and hosts chosen by
the double threshold scheme. Algorithm 3 shows the VM
consolidation in TCEA in detail. When a host’s utilization
is above the upper threshold (i.e., overutilized hosts), TCEA

chooses a VM to be migrated considering the number of
computation-intensive tasks. The more computation tasks
a VM has, the more likely the VM is to be a source for
migration. Once a source VM is selected, a target host
selection phase is performed. Since a source VM will occupy
a large portion of utilization, it is preferable to choose a
target host whose utilization is relatively low. Therefore, the
chosen target host may have fewer numbers of computation-
intensive tasks than others. On the other hand, when man-
aging underutilized hosts chosen by the lower threshold,
all the VMs in the host will be migrated to hosts whose
utilization is normal across the data center. The reason why
TCEA chooses normally utilized hosts as migration targets
is to exploit the performance to power ratio. Choosing a
host of full utilization as a target will result in more energy
consumption and consolidation management overheads. For
example, when a host becomes overutilized and is chosen as
a target host, TCEA will perform redundant load balancing
operations.

(E) Task Classification Based Energy-Aware Consolidation
Algorithm (TCEA). Algorithm 4 covers our overall consoli-
dation and scheduling scheme. Note that the procedure of
lines (1)–(6) is triggered upon receipt of a set of tasks and that
of lines (7)–(18) is performed periodically. The task classifier
function and the task assignment function are responsible
for consolidation and management of tasks in TCEA. TCEA
monitors VMs and hosts in the cloud data center for status
updates. With the predefined values including the upper
and lower thresholds, TCEA maintains 𝑙𝑖𝑠𝑡

𝑢𝑝𝑝𝑒𝑟
, 𝑙𝑖𝑠𝑡
𝑛𝑜𝑟𝑚𝑎𝑙

,
and 𝑙𝑖𝑠𝑡lower of hosts. To balance performance and energy
consumption, VMs in 𝑙𝑖𝑠𝑡

𝑢𝑝𝑝𝑒𝑟
and 𝑙𝑖𝑠𝑡lower will bemigrated to

𝑙𝑖𝑠𝑡
𝑛𝑜𝑟𝑚𝑎𝑙

. It is worth noting that choosing the proper values
of the upper threshold, lower threshold, and the number of
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(1) if 𝑡𝑎𝑠𝑘
𝑖
has no historical log file

(2) if VM execution time is greater than data movement time
(3) 𝑡𝑎𝑠𝑘𝑄𝑢𝑒𝑢𝑒

𝐶𝑜𝑚𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛
← 𝑡𝑎𝑠𝑘𝑄𝑢𝑒𝑢𝑒

𝐶𝑜𝑚𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛
∪ 𝑡𝑎𝑠𝑘

𝑖
;

(4) else
(5) 𝑡𝑎𝑠𝑘𝑄𝑢𝑒𝑢𝑒

𝐷𝑎𝑡𝑎
← 𝑡𝑎𝑠𝑘𝑄𝑢𝑒𝑢𝑒

𝐷𝑎𝑡𝑎
∪ 𝑡𝑎𝑠𝑘

𝑖
;

(6) end if
(7) else // The 𝑡𝑎𝑠𝑘

𝑖
has historical log file

(8) Retrieve information from the configuration file;
(9) Classify data type using obtained information;
(10) end if

Algorithm 1: Task Classifier ( ).

(1) if 𝑡𝑎𝑠𝑘
𝑖
∈ 𝑡𝑎𝑠𝑘𝑄𝑢𝑒𝑢𝑒

𝐶𝑜𝑚𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛

(2) for all ℎ𝑜𝑠𝑡
𝑖
∈ 𝑙𝑖𝑠𝑡
𝑛𝑜𝑟𝑚𝑎𝑙

, ∀𝑖 ∈ {1, 2, . . . , 𝑛};
(3) Find a ℎ𝑜𝑠𝑡

𝑖
with the lowest CPU utilization;

(4) for all V𝑚
𝑖
∈ ℎ𝑜𝑠𝑡

𝑖
, ∀𝑖 ∈ {1, 2, . . . , 𝑛};

(5) Check the number of computation-intensive tasks;
(6) Find a V𝑚

𝑖
having the least number of computation-intensive tasks;

(7) end for
(8) end for
(9) Assign 𝑡𝑎𝑠𝑘

𝑖
to V𝑚

𝑖

(10) else if 𝑡𝑎𝑠𝑘
𝑖
∈ 𝑡𝑎𝑠𝑘𝑄𝑢𝑒𝑢𝑒

𝐷𝑎𝑡𝑎

(11) for all ℎ𝑜𝑠𝑡
𝑖
∈ 𝑙𝑖𝑠𝑡
𝑛𝑜𝑟𝑚𝑎𝑙

, ∀𝑖 ∈ {1, 2, . . . , 𝑛};
(12) Find a ℎ𝑜𝑠𝑡

𝑖
with the lowest CPU utilization;

(13) for all V𝑚
𝑖
ℎ𝑜𝑠𝑡
𝑖
, ∀𝑖 ∈ {1, 2, . . . , 𝑛};

(14) Check the number of tasks;
(15) Find a V𝑚

𝑖
having the least number of tasks;

(16) end for
(17) end for
(18) Assign 𝑡𝑎𝑠𝑘

𝑖
to V𝑚

𝑖
;

(19) end if

Algorithm 2: Assign Task ( ).

(1) // for over-utilized hosts ∈ 𝑙𝑖𝑠𝑡
𝑢𝑝𝑝𝑒𝑟

(2) Find a ℎ𝑜𝑠𝑡
𝑖
with the highest CPU utilization ∈ 𝑙𝑖𝑠𝑡

𝑢𝑝𝑝𝑒𝑟
;

(3) for all V𝑚
𝑖
∈ ℎ𝑜𝑠𝑡

𝑖
, ∀𝑖 ∈ {1, 2, . . . , 𝑛};

(4) Check the number of computation-intensive tasks;
(5) Find a V𝑚

𝑖
having the largest number of computation-intensive tasks;

(6) end for
(7) for all ℎ𝑜𝑠𝑡

𝑗
∈ 𝑙𝑖𝑠𝑡
𝑛𝑜𝑟𝑚𝑎𝑙

;
(8) Check the number of computation-intensive tasks;
(9) Find a ℎ𝑜𝑠𝑡

𝑗
having the least number of computation-intensive tasks;

(10) end for
(11) Migrate V𝑚

𝑖
to ℎ𝑜𝑠𝑡

𝑗
;

(12) // for under-utilized hosts ∈ listlower
(13) for all ℎ𝑜𝑠𝑡

𝑗
∈ listlower, ∀𝑗 ∈ {1, 2, . . . , 𝑛};

(14) Find a ℎ𝑜𝑠𝑡
𝑗
with the lowest CPU utilization;

(15) end for
(16) Migrate all VMs ∈ ℎ𝑜𝑠𝑡

𝑗
to ℎ𝑜𝑠𝑡

𝑘
∈ 𝑙𝑖𝑠𝑡
𝑛𝑜𝑟𝑚𝑎𝑙

;
(17) Switch off ℎ𝑜𝑠𝑡

𝑗
;

Algorithm 3: Consolidate VM ( ).
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(1) for all 𝑡𝑎𝑠𝑘
𝑖
, where 𝑡𝑎𝑠𝑘

𝑖
∈ Task, ∀𝑖 ∈ {1, 2, . . . , 𝑛};

(2) Task Classifier ( )
(3) Assign Task ( )
(4) end for
(5) Update the status of each task;
(6) Store monitored status information;
(7) for all ℎ𝑜𝑠𝑡

𝑖
, where ℎ𝑜𝑠𝑡

𝑖
∈Host, ∀𝑖 ∈ {1, 2, . . . , 𝑛};

(8) Monitor the status of host;
(9) if CPU utilization is higher than 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑

𝑢𝑝𝑝𝑒𝑟

(10) 𝑙𝑖𝑠𝑡
𝑈𝑝𝑝𝑒𝑟
← 𝑙𝑖𝑠𝑡

𝑈𝑝𝑝𝑒𝑟
∪ ℎ𝑜𝑠𝑡

𝑖
;

(11) else if CPU utilization is lower than thresholdlower
(12) listlower ← listlower ∪ ℎ𝑜𝑠𝑡𝑖;
(13) else
(14) 𝑙𝑖𝑠𝑡

𝑛𝑜𝑟𝑚𝑎𝑙
← 𝑙𝑖𝑠𝑡

𝑛𝑜𝑟𝑚𝑎𝑙
∪ ℎ𝑜𝑠𝑡

𝑖
;

(15) end if
(16) Store monitored status information;
(17) end for
(18) Consolidate VM ( )

Algorithm 4: Task classification based energy-aware consolidation
algorithm.

VMs to be migrated influences the performance of TCEA. In
the next section, we validate TCEA for energy efficiency and
performance with these parameters.

4. Performance Evaluation

In this section, we present experimental results that demon-
strate the performance of TCEA for reducing energy con-
sumption by managing VM consolidation while achieving
SLA satisfaction. As input, we use real task traces (Intel Net-
batch logs [14]) and artifact task logs for a fixed combination
of computation-intensive tasks and data-intensive tasks. For
experiments, we assume that there are 50 hosts and 100 VMs
running in the cloud data center unless specified otherwise.
A host is equippedwith a quad-core CPU (i7-3770) with 4GB
of RAM and gigabit Ethernet. A user can specify the type
of a VM such as the number of vCPU, RAM, and storage
capacity. Otherwise, a default VM setting with 1 GB of RAM
and 1 vCPU is used.

In this experiment, we analyze the runtime of TCEAwith
varying upper thresholds from 100% to 60%. We conduct
this experiment for the real world datasets mentioned above.
In Figure 6, 𝑥-axis denotes the upper threshold and 𝑦-
axis represents the energy consumption, the number of VM
migrations, and the number of host shutdowns. The number
of VM migrations and the number of host shutdowns are
constantly going down as the upper threshold decreases.With
decreased upper threshold, the available hosts tend to remain
alive because VMs should reside in hosts whose utilization
is below the upper threshold, and therefore, the number of
VM migrations is reduced as well. For energy consumption,
90% is optimal. This indicates that (1) although hosts with
100% of upper threshold maintain more VMs, 100% is not
the best threshold due to the performance to power ratio,
(2) even though the number of host shutdowns peaks with
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Figure 6: Performance results for upper threshold.

100% of upper threshold, the energy reduction of using
the lower threshold (90%) dominates that of the number
of host shutdowns, and (3) the number of VM migrations
decreases with lower upper threshold because the probability
of finding satisfactory target VMs gets lower too. For the
rest of experiments, we use 90% of upper threshold unless
specified otherwise.

For a sparse situation, where there are many free hosts
available for additional VMs and the ratio of PM to VM
is high, we devise an optimization algorithm to migrate
VMs from underutilized hosts to others and shutdown the
hosts, thereby reducing energy consumption. To this end,
we use a lower threshold such that VMs in a host below
the lower threshold are scheduled to be migrated to other
hosts, and then the host gets shutdown. Figure 7 shows energy
consumption, the number ofVMmigrations, and the number
of host shutdowns with varying lower thresholds (e.g., 0.8
of 𝑥-axis means that 20% of hosts are chosen by the lower
threshold). Comparing with default (no task classification is
performed), TCEA consumes 14.05% less energy on average.
When the lower threshold is 50%, the difference between
default and TCEA reaches a peak. With respect to energy
consumption, the number ofVMmigrations, and the number
of host shutdowns, we use 50% of lower threshold for the rest
of experiments unless specified otherwise.

To verify the effectiveness of lower thresholds, we conduct
another experiment showing energy consumption, the num-
ber of VM migrations, and the number of host shutdowns
with VM ratios by increasing the number of VMs and hosts
(1x means a default setting of 100 VMs and 50 hosts). Note
that, in this experiment, 0.9 of VM ratio means that 10%
of hosts whose utilization is below the lower threshold are
scheduled to be powered down by migrating their VMs.
As shown in Figure 8, around 50% of the VM ratio suits
our purpose in terms of energy consumption, the number
of VM migrations, the number of host shutdowns, and
SLA violations. The ratio below 0.5 leads to SLA violations;
therefore we do not use ratio lower than 0.5.
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Figure 7: Performance results for lower threshold.

To investigate the respective improvement brought by
TCEA’s double threshold scheme, we compare the perfor-
mance of TCEA (double threshold) with the single threshold
scheme and default (no threshold and no task classification)
setting. In this experiment, we use real task trace logs and
artifact task logs for a fixed combination of computation tasks
and data-intensive tasks. In Figure 9, “Job” indicates real task
traces, Job c indicates only computation-intensive tasks, Job d
indicates only data-intensive tasks, and Job cd indicates 50%
of computation-intensive tasks and 50% of data-intensive
tasks.

As shown in Figure 9, there is no difference for the results
with the default setting (no threshold) in terms of energy
consumption because a threshold scheme is not applicable.
Nevertheless, we leave them for comparison. The double
threshold scheme saves 47.6% of energy compared to the
default setting. For the single threshold scheme, there is no
big difference between 90% and 100% but there are more
VM migration operations with 100% of upper threshold,
which leads to overheads. Of job categories (Job, Job c, Job d,
and Job cd), Job d shows a little performance impact with
single threshold because it uses relatively less CPUutilization,
and Job cd has performance improvement when the single
threshold is above 80%.The result for double threshold shows
similar phenomenonwhen the single threshold is used. How-
ever, the double threshold scheme further reduces energy

consumption by 14.2% compared to the single threshold
scheme.

An important requirement for achieving the optimal
performance of virtualized cloud environments is to find the
appropriate number ofVMs per PM. In such an environment,
the ratio of PM to VM affects the overall performance. To
validate the effect of the ratio of PM to VM, we compare the
threshold schemes (default, single, and double). The double
scheme achieves the largest energy reduction, followed by
the single scheme and by the default scheme as shown
in Figure 10. The double threshold scheme saves energy
consumption by 11.3% and 27.2% comparing with single and
default, respectively. For the number of VMmigrations, there
are some points where the double threshold scheme exhibits
more VMmigrations than the single threshold scheme does,
but it stabilizes when the ratio of PM to VM is 1 : 9 or more.
In addition, the double threshold scheme always outperforms
with respect to the number of host shutdowns.

To measure the scalability for the number of PMs and
VMs, we increase the number of PMs and VMs from 1 : 2
up to 10 : 20 as shown in Figure 11. As expected, TCEA
consumes less energy by 17.9% on average than the default
scheme and outnumbers the default scheme in terms of the
number of shutdowns. For VM consolidation, TCEA has a
higher number of VM migrations. For task scalability, we
compare energy consumption by increasing the task log size
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Figure 8: Performance scalability for the number of nodes with lower threshold.

up to 10 times as depicted in Figure 12. Comparing with the
default scheme, TCEA consumes less energy by 15.8% on
average. Obviously, TCEA has more VM migration and host
shutdown operations than the default scheme has for VM
consolidation.

5. Related Work

We summarize the related work across three perspectives:
resource allocation and scheduling in data centers and
clouds, threshold-based schemes with different objectives,
and energy savings in data centers. To balance energy
consumption and VM utilization, the authors of [10] used
a performance to power ratio. It schedules VM migra-
tion dynamically and consolidates servers in clouds. They
compared their proposed algorithm with three different

algorithms including the DVFS algorithm using real trace
log files. The authors of [13] proposed a criterion to divide
computation-intensive tasks and data-intensive tasks using a
communication to computation ratio. The rationale of this
task classification is to employ resource allocation methods
based on tasks or workflows to improve performance.

In [15], they developed an energy-aware scheduling to
reduce total processing time for VMs in a precedence-
constrained condition, while maximizing PM’s utilization
considering communication costs. In [16], they proposed a
prediction algorithm for finding overutilized servers and a
best-fit algorithm for hosts and VMs. The results show that
the algorithms reduce the number of migration operations,
rebooting servers, and energy consumption, while achieving
SLA guarantee. A separation mechanism of I/O tasks to
perform computation-intensive tasks in a batch in virtualized
servers to mitigate virtualization overheads is proposed in
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Figure 9: Performance comparison with task types and threshold schemes.

[17]. Because energy consumption and the frequency of SLA
violations determine the quality of service [18], in this paper,
we balance the tradeoff between energy consumption and
SLA violations using the double threshold schemes based on
tack classification and none of the abovementioned studies
consider the energy saving objectives in the context of task
classification.

For data-intensive workflows, where the majority of
energy consumption accounts for storing and retrieving
data, the authors of [19] consider not using DVFS. Instead,
they installed and used an independent node to store data-
intensive tasks.They endeavor to reduce energy consumption
by minimizing data access and then performed evaluations
by increasing the communication to computation ratio. The
authors of [20] proposed a VM scheduling algorithm to
reduce energy consumption with DVFS. By dynamically
adjusting clock frequency and its corresponding voltage, it
results in energy reduction in idle and computation stages.
In [21], they proposed a scheduling algorithm based on
priority and weight with DVFS. It increases servers’ resource

utilization to reduce energy consumption of the servers.
In [22], they used a threshold value to migrate a VM to
another host. When a host’s utilization is below the threshold
value, all the VMs belonging to the host are scheduled to be
migrated to other hosts to save idle power consumption. In
addition, some VMs are scheduled to be migrated when the
host’s utilization exceeds a certain threshold value to avoid
SLA violations. A service framework that allows monitoring
energy consumption and provisioning of VMs to appropriate
location in an energy-efficient way is designed in [23].

Various CPU consolidation techniques including DVFS,
dynamic power shutdown (DPS), and core-level power gating
(CPG) are introduced in [24]. The authors of [25] used
a threshold value to migrate VMs and consider resource,
temperature, and network conditions for optimization. They
considered migration time to minimize the number of
VMs that are in progress of migration simultaneously. The
authors of [26] designed an energy-aware resource allocation
heuristic for VMs’ initial placement, VM selection policy
for migration, and migration policy in virtualized cloud
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Figure 10: Performance comparison with PM to VM ratio.

computing environments. The authors of [27] developed a
resource allocation method at the cloud application level.
In the application’s perspective, it allocates virtual resources
for the application with a threshold-based dynamic resource
allocation algorithm to improve resource utilization. In [28],
they developed a VM placement algorithm based on the
evolutionary game theory. According to their experiments,
when the loads of the data center are above 50%, the
optimizations are unnecessary.

However, the design objective and the implementation
methods of these cloud data center schedulers and consoli-
dation algorithms are different from TCEA in terms of the
following aspects. First, the target of these cloud data center
schedulers is to enforce resource allocation strategy based
on fairness or priorities when sharing the resources of large-
scale cloud data centers among VMs, while TCEA is aimed at
improving both energy consumption and the performance of
tasks by dynamically migrating VMs in runtime. Second, we
extend a single threshold scheme to further improve the over-
all performance and energy consumption by incorporating
the double threshold scheme and task classification together.
Finally, they cannot solve both the maximum utilization
problem and the host shutdown problem in an efficient

way, while TCEA takes the performance to power ratio into
consideration and employs the host shutdown mechanism
by migrating VMs on underutilized hosts while maintaining
SLA violations.

6. Conclusions

As green IT and its related technologies have received much
attention recently, reducing the power consumption of cloud
data centers is one of the critical issues to address, thereby
reducing the carbon dioxide footprints. In this paper, we pro-
pose two consolidation mechanisms for a cloud data center.
One is the task consolidation based on task classification
(computation-intensive or data-intensive) and the other is
the VM consolidation that uses a double threshold scheme
(upper and lower). We optimize energy consumption in a
virtualized data center not bymaximizing resource utilization
but by balancing resource utilization of hosts with migrating
appropriate VMs. We prove that our task classification based
energy-aware consolidation algorithm (TCEA) achieves sig-
nificant energy reduction without incurring predefined SLA
violations.
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Virtualization has been an efficientmethod to fully utilize computing resources such as servers.Theway of placing virtual machines
(VMs) among a large pool of servers greatly affects the performance of data center networks (DCNs). As network resources have
become a main bottleneck of the performance of DCNs, we concentrate on VM placement with Traffic-Aware Balancing to evenly
utilize the links in DCNs. In this paper, we first proposed a Virtual Machine Placement Problem with Traffic-Aware Balancing
(VMPPTB) and then proved it to be NP-hard and designed a Longest Processing Time Based Placement algorithm (LPTBP
algorithm) to solve it. To take advantage of the communication locality, we proposed Locality-Aware Virtual Machine Placement
Problemwith Traffic-Aware Balancing (LVMPPTB), which is a multiobjective optimization problem of simultaneously minimizing
themaximumnumber of VMpartitions of requests andminimizing themaximumbandwidth occupancy on uplinks of Top of Rack
(ToR) switches. We also proved it to be NP-hard and designed a heuristic algorithm (Least-Load First Based Placement algorithm,
LLBP algorithm) to solve it. Through extensive simulations, the proposed heuristic algorithm is proven to significantly balance the
bandwidth occupancy on uplinks of ToR switches, while keeping the number of VM partitions of each request small enough.

1. Introduction

As virtualization technology [1] becomes the mainstream
way to multiplex various physical resources in modern cloud
data centers, the effective and efficient placement of virtual
machines (VMs) becomes an important issue. Mechanisms
such as VMware Capacity Planner [2] and Novell PlateSpin
Recon [3] consolidate VMs such that the consumption of
CPU, memory, and power are optimized. Owing to the
increasing deployment of communication-intensive applica-
tions like MapReduce [4], the data center network (DCN)
is becoming the bottleneck of applications performance
and scalability. Thus, those mechanisms without considering
network resources are not feasible in cloud data centers.

Three-layer tree-like architecture is prevalently used in
modern data centers [5], as shown in Figure 1. This kind of
architecture, however, inherently suffers scalability issue due
to the fact that links connected to the core layer switches
usually transfer more traffic from lower layers. Physical
machines (PMs) connected to the same Top of Rack (ToR)

switch can communicate at full line speed, and the traffic
between PMs connected to different ToR switches has to
traverse across links of the core layer, which is often the
bottleneck of data center networks (DCNs). In this paper,
we placed VMs on PMs by effectively balancing traffic in the
core layer of DCNs to minimize the maximum bandwidth
occupancy on uplinks of the Top of Rack (ToR) switches.

The issue on scalability of DCNs has attracted great atten-
tion from academia recently. Several recent works address
this issue by designing new DCN architectures, aiming at
maximizing the network bisection bandwidth [6–8] and
reducing the overall oversubscription ratio of the DCN.
Other papers [9–11] address this issue by optimizing VM
placements on PMs with different optimization goals. The
bisection bandwidth can be improved; however, the available
bandwidth in the core layer cannot be fully utilized. The
number of highly utilized links in the core layer never exceeds
25% [12], which means a great number of links in the core
layer are underutilized. Our proposed VM placement with
Traffic-Aware Balancing can evenly spread traffic across links
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Figure 1: An example of three-layer tree-like architecture.

of the core layer to utilize the high bisection bandwidth. Since
link utilizations in the core/aggregation layers are higher than
that in the ToR layer and a significant fraction of the core links
appear as hotspots persistently [12, 13], we only consider the
traffic across the core layer of DCNs, and the traffic between
VMs of the same request under the same ToR switch does not
contribute any traffic towards the core layer.

We formally defined our Virtual Machine Placement
Problem with Traffic Balancing (VMPPTB) as an optimiza-
tion problem, which minimizes the maximum bandwidth
occupancy on uplinks of each ToR switch. We proved its
NP-hardness by reducing from the Multiprocessor Schedul-
ing Problem [14] and designed a Longest Processing Time
Based Placement algorithm (LPTBP algorithm) to solve it.
The LPTBP algorithm provides an optimum solution to
the VMPPTB problem; however, the generated placement
schema tends to evenly place VMs of each request under
every ToR switch. As the fact that VMs of a tenant’s request
only communicate with other VMs within the same request
(communication locality property), we should reduce the
number of VM partitions of each request at the same time
(i.e., placing VMs of the same request on as few PMs as pos-
sible). We further proposed Locality-Aware Virtual Machine
Placement Problem with Traffic Balancing (LVMPPTB),
which aims to minimize the maximum number of VM
partitions of each request and the maximum bandwidth
occupancy on uplinks of ToR switches simultaneously. We
also proved it to be NP-hard by reducing from VMPPTB
and designed a Least-Load First Based Placement algorithm
(LLBP algorithm) to solve it.

We summarize our contribution as follows:

(i) We formally formulated the Virtual Machine Place-
ment Problem with Traffic Balancing (VMPPTB),
proved its computation complexity, and designed a
Longest Processing Time Based Placement algorithm
(LPTBP algorithm).

(ii) To take advantage of the communication locality
property, we further proposed the Locality-Aware

Virtual Machine Placement Problem with Traffic
Balancing (LVMPPTB), proved its NP-hardness, and
designed a Least-Load First Based Placement algo-
rithm (LLBP algorithm).

(iii) We designed a Greedy Based Placement algorithm
(GBP algorithm) as the expected baseline, and took
the LPTBP algorithm as the optimum solution. We
evaluated the performance of LLBP through exten-
sive simulations, compared with GBP algorithm and
LPTBP algorithm.

The rest of this paper is organized as follows. We briefly
present related work in Section 2. Problem formulation and
computation complexity proofs are presented in Section 3.
In Section 4, we describe the LPTBP and LLBP algorithms.
We evaluate our algorithms in Section 5. Finally, we make a
conclusion in Section 6.

2. Related Work

In [9], the authors addressed the network scalability issue by
using traffic-aware virtual machine (VM) placement. They
defined the placement problem as an optimization problem
to minimize the communication costs of all the VMs, where
communication cost is defined as the hops between each VM
pair. They assumed that the traffic matrices between virtual
machines are known in advance. The generated placement
scheme can reduce the communication distance between
VMs with large traffic and reduce aggregated traffic into the
higher level of the data center network (DCN) architecture.

In [10], the authors proposed jointly optimizing virtual
machine placement and route selecting. They strived to
minimize the averaged congestion rate of every link inDCNs.
Their placement strategy performs better in topologies with
rich connectivity and path diversity. Although the averaged
congestion rate is minimized, the traffic in DCNs may not be
significantly balanced. The traffic matrix is also assumed to
be known in advance.

In [11], the authors presented a Min-Cut Ratio-Aware
VMPlacement (MCRVMP) problem.They tried tominimize
the maximum ratio of the demand and capacity across all
cuts in the network, where the cut is defined as a set of
links that partition the hosts into two disjoint connected
components, the capacity is the sum capacity of the links, and
the demand is the total traffic from either side of the hosts. In
this way, each network cut may have spare capacity to absorb
unpredicted traffic bursts. This work is only used in medium
sized data centers, and traffic rates are assumed to be known
in advance.

Knowing the traffic matrix in advance is a very strong
assumption. In [15], the authors proposed to adopt the
product traffic pattern model to characterize the traffic rates
between VMs, where the traffic rate is defined as the product
of activity levels of two communicating VMs. Similar to the
objective of [9], they tended to place more active VMs into
physical machines (PMs) with less communication cost. The
proposed product traffic pattern is unrealistic to some degree.
The generated placement scheme may result in hotspots, as
VMs with higher activity levels are placed in hosts connected
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to the same switch; the uplinks of that switch may become
hotspots.

In [16], the authors formulated the placement problem as
an optimization problem to minimize the total cost caused
by network traffic and utilization of PMs. When the number
of PMs is fixed, the authors proposed three different traffic
cost functions to solve the optimization problem. The data
center topology, however, is not taken into consideration
when designing the traffic cost functions.

3. Problem Formulation

In this section, we define the VM placement problem
based on tree-like architectures such as fat-tree [6] and
VL2 [7]. Data centers usually leverage three-layer tree-like
architectures, in which physical machines (PMs) are directly
connected with Top of Rack (ToR) switches, ToR switches
are connected with aggregation switches, and aggregation
switches are further connected with core switches. The tree-
like topology, however, is often oversubscribed, due to the
fact that a higher level link has to carry traffic from several
lower level links. As the higher level links are often the
bottlenecks and hotspots [12], we explore to balance traffic
on links of the core layer of the data center networks
(DCNs).

In the VM placement problem, the traffic between VMs
connected to the same ToR switch does not transfer across
the core switch layer of DCNs. We only need to consider
traffic on the uplinks of ToR switches, since the traffic can
be dynamically load balanced among the aggregation layer
and the core layer using load balancing mechanisms like
Valiant Load Balancing [6]. By properly placing VMs of
multiple requests, we can better evenly and effectively utilize
every link of core layer of the DCNs and thus minimize
the maximum bandwidth occupancy on uplinks of ToR
switches.

3.1. VMPPTB Problem. We define the VM placement prob-
lem in the scenario where the DCN contains 𝑛 ToR switches,
represented as a set T = {𝑇

1
, 𝑇
2
, . . . , 𝑇

𝑛
}. For each ToR switch,

we can place up to 𝑐 VMs in one PM connected with it. Let
𝐿
𝑘
be the uplink of the 𝑘th ToR switch, and let 𝐵

𝐿𝑘
be the

accumulated bandwidth occupancy on uplink 𝐿
𝑖
. Suppose

there are 𝑚 requests R = {𝑅
1
, 𝑅
2
, . . . , 𝑅

𝑚
} from different

tenants in the cloud data center, and the corresponding
numbers of requested VM are S = {𝑠

1
, 𝑠
2
, . . . , 𝑠

𝑚
| ∀𝑖, 𝑠

𝑖
> 𝑐}.

If 𝑠
𝑖
⩽ 𝑐, the requested VMs could be placed under the same

ToR switch, and when 𝑠
𝑖
> 𝑐, the requested VMs must be

partitioned into several PMs. The bandwidth requirement of
VM 𝑗 of request𝑅

𝑖
is denoted as𝐵

𝑖𝑗
. If VM 𝑗was placed under

aToR switch𝑇
𝑘
, it would contribute𝐵

𝑖𝑗
bandwidth occupancy

on uplink 𝐿
𝑘
. We should properly place all the VMs of

requests under 𝑛 ToR switches to minimize the maximum
bandwidth occupancy on the uplinks of ToR switches with
the constraint that each VM should be placed under some
ToR switch and the number of VMs placed under one ToR
switch should be no more than 𝑐.

Let 𝐷𝑘
𝑖𝑗
be a binary indicator of whether VM 𝑗 of request

𝑅
𝑖
is placed under ToR 𝑇

𝑘
. Consider

𝐷
𝑘

𝑖𝑗
=

{

{

{

1, VM 𝑗 of request 𝑅
𝑖
is placed under 𝑇

𝑘

0, otherwise.
(1)

The descriptions of the symbols used in this paper are
summarized in Notations.

We formally define the Virtual Machine Placement Prob-
lem with Traffic Balancing (VMPPTB) as follows:

min max
𝑘∈[1,𝑛]

𝐵
𝐿𝑘 (2)

s.t.
𝑠𝑖

∑

𝑗=1

𝑛

∑

𝑘=1

𝐷
𝑘

𝑖𝑗
= 𝑠
𝑖
, ∀𝑖 ∈ {1, 2, . . . , 𝑚} (3)

𝑚

∑

𝑖=1

𝑠𝑖

∑

𝑗=1

𝐷
𝑘

𝑖𝑗
⩽ 𝑐, ∀𝑘 ∈ {1, 2, . . . , 𝑛} (4)

𝐵
𝐿𝑘

=

𝑚

∑

𝑖=1

𝑠𝑖

∑

𝑗=1

𝐷
𝑘

𝑖𝑗
⋅ 𝐵
𝑖𝑗
, ∀𝑘 ∈ {1, 2, . . . , 𝑛} . (5)

The objective function (2) minimizes the maximum
bandwidth occupancy on uplinks of ToR switches. Constraint
(3) ensures that each VM of requests is placed under some
ToR switch. Constraint (4) guarantees that the number of
VMs under every ToR switch is not more than the capacity
of one PM. Constraint (5) updates bandwidth occupancy on
uplink 𝐿

𝑘
when we place a VM under ToR switch 𝑇

𝑘
.

We prove VMPPTB is a NP-hard problem.

Theorem 1. For the Virtual Machine Placement Problem with
Traffic Balancing (VMPPTB) defined above, finding its optimal
solution is NP-hard.

Proof. This can be proven by a reduction from the Mul-
tiprocessor Scheduling Problem (MSP). Given a set J of
independent jobs and a number of processors 𝑀 and given
that job 𝐽

𝑖
has length 𝐼

𝑖
, what is the minimum possible time

required to schedule all jobs in J on 𝑀 processors such that
none overlap? The MSP is known to be a NP-hard problem
[14].

For example, we make the set J as a request of some
tenant, job 𝐽

𝑖
as 𝑉𝑀

𝑗
of request 𝑅

𝑚
, the length 𝐼

𝑖
of job 𝐽

𝑖
as

bandwidth requirement 𝐵
𝑚𝑗

of 𝑉𝑀
𝑗
of request 𝑅

𝑚
, and 𝑀

processors as 𝑛 ToR switches. It turns out to be an instance
of VMPPTB, except that the number of VMs placed under
a ToR switch is limited to 𝑐 in VMPPTB. However, we can
set 𝑐 extremely large such that the constraint holds in any
placement schema. In this way, the MSP can be reduced to
the VMPPTB. Thus, we prove the VMPPTB is a NP-hard
problem.

Since we have proven that VMPPTB is NP-hard by
reducing fromMSP,we can solveVMPPTBby approximation
algorithms designed to solve MSP. A simple but classical
algorithm called Longest Processing Time (LPT) algorithm
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can achieve an upper bound of (4/3 − 1/3𝑀)OPT [17]. It is
feasible to design a Longest ProcessingTimeBasedPlacement
(LPTBP) algorithm to solve VMPPTB. We first sort band-
width requirements of VMs of all requests in nonincreasing
order. Then we place the VM with the maximum bandwidth
requirement under the ToR switch, of which the uplink has
minimum bandwidth occupancy.We repeat the process until
VMs of all requests are placed on PMs.

3.2. LVMPPTB Problem. The LPTBP algorithm can generate
an approximate optimal solution to VMPPTB; however, it
cannot take the communication locality of VMs of a request
into consideration (i.e., VMs of a request only communicate
with other VMs within the same request). Thus, if all VMs of
a request are placed under as few ToR switches as possible, it
could essentially reduce the traffic forward to the core layer
and further mitigate hotspots in the core layer.

Let T
𝑅𝑖

= {𝑇
𝑘
| 𝐷
𝑘

𝑖𝑗
= 1, ∀𝑗 ∈ {1, 2, . . . , 𝑠

𝑖
}} be a subset of

T , which contains the ToR switches under which the VMs of
request 𝑅

𝑖
are placed. |T

𝑅𝑖
| denotes the number of VM parti-

tions of request 𝑅
𝑖
, which should be minimized to effectively

take advantage of the communication locality property. The
multiobjective optimization problem named Locality-Aware
Virtual Machine Placement Problem with Traffic Balancing
(LVMPPTB) aims to minimize the maximum bandwidth
occupancy on the uplinks of ToR switches and minimize
the maximum number of VM partitions of all the requests
simultaneously, which is formally defined as follows:

min max
𝑘∈[1,𝑛]

𝐵
𝐿𝑘

min max
𝑖∈[1,𝑚]






T
𝑅𝑖







s.t.
𝑠𝑖

∑

𝑗=1

𝑛

∑

𝑘=1

𝐷
𝑘

𝑖𝑗
= 𝑠
𝑖
, ∀𝑖 ∈ {1, 2, . . . , 𝑚}

𝑚

∑

𝑖=1

𝑠𝑖

∑

𝑗=1

𝐷
𝑘

𝑖𝑗
⩽ 𝑐, ∀𝑘 ∈ {1, 2, . . . , 𝑛}

𝐵
𝐿𝑘

=

𝑚

∑

𝑖=1

𝑠𝑖

∑

𝑗=1

𝐷
𝑘

𝑖𝑗
⋅ 𝐵
𝑖𝑗
, ∀𝑘 ∈ {1, 2, . . . , 𝑛}

T
𝑅𝑖

= {𝑇
𝑘
| 𝐷
𝑘

𝑖𝑗
= 1} , ∀𝑗 ∈ {1, 2, . . . , 𝑠

𝑖
} .

(6)

We also prove LVMPPTB is a NP-hard problem.

Theorem 2. For the Locaility-Aware Virtual Machine Place-
ment Problem with Traffic Balancing (LVMPPTB), finding its
optimal solution is NP-hard.

Proof. Since we have proven that the VMPPTB is a NP-hard
problem, we can prove LVMPPTB’s NP-hardness by reducing
it from the VMPPTB. A special instance of LVMPPTB is that
there is only one request in the DCN. Therefore, the number
of VM partitions of this request equals the number of VMs of
this request divided by the maximum number of VMs placed
under a ToR switch. It turns out to be the same with the

VMPPTB. If we can find an optimal solution to theVMPPTB,
we can also find an optimal solution to this special instance of
LVMPPTB and vice versa. As the VMPPTB is NP-hard, the
LVMPPTB’s NP-hardness is proven.

4. Algorithms

Wehave proven that the VirtualMachine Placement Problem
with Traffic Balancing (VMPPTB) is a NP-hard problem.
As the VMPPTB is the reduction from the Multiprocessor
Scheduling Problem, we designed a Longest Processing Time
Based Placement (LPTBP) algorithm to solve the VMPPTB,
as shown in Algorithm 1.

The LPTBP algorithm aims to achieve balanced band-
width occupancy of uplinks of all ToR switches by placing
the VM with maximum bandwidth requirement under the
ToR switch withminimumbandwidth occupancy every time.
First, {𝐵

𝑖𝑗
} are put into a two-dimensional array V . {𝐵

𝐿𝑘
} and

{𝐶
𝑘
} are initially 0. For the VM with maximum bandwidth

requirement, the LPTBP algorithm selects the ToR switch
with minimum bandwidth occupancy, places the VM under
it, and then updates V , B, and C. The LPTBP algorithm
repeats the process until noVMs can be placed under anyToR
switches and outputs a virtual machine placement schema.

Though the LPTBP algorithm has an approximation ratio
(4/3 − 1/3𝑀)OPT [17], the output placement schema does
not take advantage of the communication locality property.
Hence, we propose a heuristic algorithm named Least-Load
First Based Placement (LLBP) to solve the Locality-Aware
Virtual Machine Placement Problem with Traffic Balancing
(LVMPPTB), as shown in Algorithm 2.

The LLBP algorithm places the requests in the nonin-
creasing order of their numbers of VMs. For each request,
LLBP tries to find a minimum empty ToR switch set that
can hold all its VMs. The ToR switch(es) in an empty ToR
switch set is(are) fully available and connected to none of
VMs. If the empty ToR switch set exists, LLBP places all
VMs of the request in the nonincreasing order of bandwidth
requirement under the empty ToR switch set in the least-
load first way (placing the VM with maximum bandwidth
requirement under the ToR switchwithminimumbandwidth
occupancy). If no such empty ToR switch set exists for a
request, LLBP tries to find a minimumToR switch set to hold
its VMs and also place the VMs under the ToR switch set in
the least-load first way.

LLBP first places VMs of the request with maximum
number of VMs, and an empty ToR switch set exists to meet
the communication locality property, and the number of VM
partitions would be small. LLBP repeats the process until
no such empty ToR switch set exists. At this time, for these
requests with smaller numbers of VMs, LLBP tries to find
some ToR switch sets to hold their VMs, which are placed
under several ToR switches, and the numbers of VM parti-
tions would rise. The worst case is that each VM of a request
is placed under one ToR switch, in which the communication
locality property is hard to meet. However, as the number
of VMs is smaller, the number of VM partitions would be
smaller and the overhead of communication between these
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Input: {𝐵
𝑖𝑗
}: Set of bandwidth requirements of VMs of all requests;

{𝐵
𝐿𝑘
}: Set of cumulative bandwidth occupancy of the uplinks of all ToR switches;

{𝐶
𝑘
}: Set of cumulative numbers of VMs under ToR switches

𝐵
𝐿𝑐
: Maximum bandwidth capacity of a uplink of ToR switch;

𝑐: Maximum number of VMs under a ToR switch.
Output: Virtual Machine Placement Schema
(1) V ← {𝐵

𝑖𝑗
}, 𝑖 ∈ {1, 2, . . . , 𝑚}, 𝑗 ∈ {1, 2, . . . , 𝑠

𝑖
}

(2) B ← {𝐵
𝐿𝑘
}, 𝑘 ∈ {1, 2, . . . , 𝑛}

(3) C ← {𝐶
𝑘
}, 𝑘 ∈ {1, 2, . . . , 𝑛}

(4) B = 0

(5) C = 0

(6) for V ← 1 to ∑
𝑚

𝑖=1
𝑠
𝑖
do

(7) 𝑢 ← argmin
𝑘
𝐵[𝑘]

(8) (𝑝, 𝑞) ← argmax
𝑖,𝑗
𝑉[𝑖][𝑗]

(9) while (𝐵[𝑢] + 𝑉[𝑝][𝑞] ⩽ 𝐵
𝐿𝑐

&& 𝐶[𝑢] ⩽ 𝑐) do
(10) place VM 𝑞 + 1 of request 𝑅

𝑝+1
under ToR switch 𝑇

𝑢+1

(11) 𝐵[𝑢] ← 𝐵[𝑢] + 𝑉[𝑝][𝑞]

(12) 𝐶[𝑢] ← 𝐶[𝑢] + 1

(13) 0 ← 𝑉[𝑝][𝑞]

(14) end while
(15) end for
(16) return Virtual Machine Placement Schema

Algorithm 1: Longest Processing Time Based Placement (LPTBP).

Input: S = {𝑠
𝑖
}: Set of numbers of VMs of requests

{𝐵
𝑖𝑗
}: Set of bandwidth requirements of VMs of all requests;

{𝐵
𝐿𝑘
}: Set of cumulative bandwidth occupancy of the uplinks of all ToR switches;

{𝐶
𝑘
}: Set of cumulative numbers of VMs under ToR switches

𝐵
𝐿𝑐
: Maximum bandwidth capacity of a uplink of ToR switch;

𝑐: Maximum number of VMs under a ToR switch.
Output: Virtual Machine Placement Schema
(1) S ← {𝑠

𝑖
}, 𝑖 ∈ {1, 2, . . . , 𝑚}

(2) V ← {𝐵
𝑖𝑗
}, 𝑖 ∈ {1, 2, . . . , 𝑚}, 𝑗 ∈ {1, 2, . . . , 𝑠

𝑖
}

(3) B ← {𝐵
𝐿𝑘
}, 𝑘 ∈ {1, 2, . . . , 𝑛}

(4) C ← {𝐶
𝑘
}, 𝑘 ∈ {1, 2, . . . , 𝑛}

(5) B = 0

(6) C = 0

(7) for 𝑖 ← 1 to𝑚 do
(8) 𝑢 ← argmax

𝑖
𝑆[𝑖]

(9) find a minimum empty ToR switch set T
𝑅𝑢+1

to hold all VMs of request 𝑅
𝑢+1

, |T
𝑅𝑢+1

| = ⌈𝑠
𝑢+1

/𝑐⌉

(10) if T
𝑅𝑢+1

= 0 then
(11) find a minimum ToR switch set T 

𝑅𝑢+1
to hold all VMs of request 𝑅

𝑢+1

(12) end if
(13) place all VMs of request 𝑅

𝑢+1
in the non-increasing order of bandwidth requirement under T

𝑅𝑢+1

or T 
𝑅𝑢+1

in the least-load first way under constraints 𝐵
𝐿𝑘
, 𝑐

(14) update B, C by 𝑉[𝑢][0], 𝑉[𝑢][1], . . . , 𝑉[𝑢][𝑠
𝑢+1

− 1], 𝑠
𝑢+1

(15) end for

Algorithm 2: Least-Load First Based Placement (LLBP).

VMs is smaller. The VMs of all requests are placed in a
least-load first way, and the bandwidth occupancy on uplinks
of ToR switches can be balanced significantly. Therefore,
LLBP achieves a better trade-off between the number of VM
partitions of requests and bandwidth occupancy of uplinks of
the ToR switches.

We also design a Greedy Based Placement (GBP) algo-
rithm, as shown in Algorithm 3. The GBP algorithm places
VMs of all requests sequentially under ToR switches in the
ToR switch order, which means that each VM of a request
is placed as close as possible to other VMs of the same
request.
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Input: {𝐵
𝑖𝑗
}: Set of bandwidth requirements of VMs of all requests;

{𝐵
𝐿𝑘
}: Set of cumulative bandwidth occupancy of the uplinks of all ToR switches;

{𝐶
𝑘
}: Set of cumulative numbers of VMs under ToR switches

𝐵
𝐿𝑐
: Maximum bandwidth capacity of a uplink of ToR switch;

𝑐: Maximum number of VMs under a ToR switch.
Output: Virtual Machine Placement Schema
(1) V ← {𝐵

𝑖𝑗
}, 𝑖 ∈ {1, 2, . . . , 𝑚}, 𝑗 ∈ {1, 2, . . . , 𝑠

𝑖
}

(2) B ← {𝐵
𝐿𝑘
}, 𝑘 ∈ {1, 2, . . . , 𝑛}

(3) C ← {𝐶
𝑘
}, 𝑘 ∈ {1, 2, . . . , 𝑛}

(4) B = 0

(5) C = 0

(6) for 𝑖 ← 1 to𝑚 do
(7) for 𝑗 ← 1 to 𝑠

𝑖
do

(8) for 𝑘 ← 1 to 𝑛 do
(9) while (𝐵[𝑘 − 1] + 𝑉[𝑖 − 1][𝑗 − 1] ⩽ 𝐵

𝐿𝑐
&& 𝐶[𝑘 − 1] ⩽ 𝑐) do

(10) place VM 𝑗 of request 𝑅
𝑖
under ToR switches in the ToR switch order

(11) end while
(12) end for
(13) end for
(14) end for

Algorithm 3: Greedy Based Placement (GBP).

We illustrate the three algorithms by an example, as
shown in Figure 2. There are 3 requests, 𝑅

1
, 𝑅
2
, and 𝑅

3
,

which are placed under 5 ToR switches, 𝑇
1
, 𝑇
2
, 𝑇
3
, 𝑇
4
,

and 𝑇
5
. A ToR switch can be connected with up to three

VMs. The numbers of VMs of 3 requests are 4, 5, and 6,
respectively. The sets of bandwidth requirements of VMs of
requests are {25, 125, 225, 325}, {50, 150, 250, 350, 450}, and
{100, 200, 300, 400, 500, 600}, respectively. The results of the
three algorithms are shown in Figures 2(a)–2(c). The output
placement schema of LTPBP algorithm achieves the best
balance on the bandwidth occupancy of uplinks of ToR
switches (775∼825). However, the numbers of VM partitions
of requests are all more than 3.The output placement schema
of LLFBP algorithm achieves a trade-off between bandwidth
occupancy (650∼1100) and locality (the numbers of VM
partitions of requests are all less than 2). Although the
GBP algorithm guarantees the locality (the numbers of VM
partitions are all less than 2), it is the worst in balancing the
bandwidth occupancy (375∼1500), which varies significantly.
Let 𝛼 be the ratio of maximum bandwidth occupancy over
minimum bandwidth occupancy. As shown in Figure 2, 𝛼GBP
is 4, 𝛼LPTBP is about 1.06, and 𝛼LLBP is about 1.76. We
originally set 𝐵

𝐿𝑐
infinity as a default. If we set 𝐵

𝐿𝑐
a value,

the output placement schemamight be changed. If 𝐵
𝐿𝑐

⩾ 825

in LPTBP, the output VM placement schema would be not
changed. When 𝐵

𝐿𝑐
< 825, more ToR switches are needed. If

𝐵
𝐿𝑐

= 1000 in LLBP, the new output VM placement schema
is shown in Figure 2(d), in which the schema swaps a VM of
𝑅
3
for a VM of 𝑅

1
. Though 𝑅

3
has more VM partitions, the

bandwidth occupancy of uplinks is more balanced.

5. Evaluation

In this section, we evaluate the performance of the proposed
heuristic algorithm (Least-Load First Based Placement, LLBP

algorithm) by extensive simulations with different settings.
We implement a Greedy Based Placement (GBP) algorithm
and make it as the expected baseline of the algorithm
performance.The Longest Processing Time Based Placement
(LPTBP) algorithm can be taken as the optimal solution of
the algorithm performance. We compare the performance
of LLBP heuristic algorithm against the GBP and LPTBP
algorithms. We first present the simulation settings and then
show the evaluation results and corresponding analyses.

5.1. Simulation Settings. In our simulations, we set the five
parameters as follows: the number of ToR switches 𝑛ToR, the
number of VMs that can be placed under each ToR switch
𝑛Cap, the number of requests 𝑛Req, the number of VMs
of each request 𝑛VMReq, and bandwidth requirements of
each requested VMs 𝑛Bnd. The scale of DCNs is denoted
as 𝑛ToR and 𝑛Cap. In the simulations, we set (1000, 80),
(1500, 60), (2000, 40), and (3000, 30). 𝑛VMReq is drawn from
a uniform distribution between 80 and 120. 𝑛Bnd is drawn
from a normal distribution with a mean of 𝜇 and a variance
of 𝜎, where 𝜇 is drawn from a uniform distribution between
40 and 100 and 𝜎 is drawn from a uniform distribution
between 0 and 40. 𝑛Req is determined by other parameters.
We assume that all available VM slots are occupied by the
VMs of requests.

5.2. Simulation Results. We run the GBP algorithm, LPTBP
algorithm, and LLBP heuristic algorithm on the same ran-
domly generated dataset under each scale of DCN for 100
rounds. We record the minimum bandwidth occupancy and
maximum bandwidth occupancy on the uplinks of all the
ToR switches for each round and get the average values
shown in Figure 3. It is clear that the performance of the
GBP algorithm is the worst, the LPTBP algorithm is the best,
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= 1000

Figure 2: An example of comparison on the GBP, LLBP, and LPTBP algorithms.

and the LLBP algorithm is in the middle. According to the
simulation results, 𝛼GBP is larger than 3, 𝛼LPTBP is nearly 1,
and 𝛼LLFBP is about 1.5. 𝛼 values are close to the results of
example in Section 4.

Although the GBP algorithm places as many as possible
VMs of the same request under the same ToR switch, fully
taking advantage of the communication locality property, the
bandwidth occupancy on uplinks of all the ToR switches
varies significantly.The LPTBP algorithm can spread the traf-
fic of VMs evenly across all the uplinks of the ToR switches;
however, it distributes the VMs of a request under several
ToR switches. The proposed LLBP algorithm simultaneously
balances the bandwidth occupancy on uplinks of all the ToR
switches and takes advantage of the communication locality
property. From the simulation results and analyses, we can
conclude that LLBP algorithm performs effectively under
different scales of DCNs.

6. Further Optimization

6.1. Locality. The classification of the topologies of data
center networks (DCNs) falls under switch-centric, server-
centric, and other topologies, according to their structural
features. Switch-centric topologies consist of tree-like [6, 7,
18, 19], flat [20], and optical topologies [21, 22]. Server-centric
topologies are divided into topologies designed formega data
centers [23, 24] and modular data centers (MDCs) [25, 26].

Other topologies include unstructured [27, 28] and wireless
topologies [29, 30]. In DCNs, the locality can be defined as
different levels. For example, in the fat-tree [6] in Figure 4,
we can logically categorize locality into ToR level (𝑆

0
and 𝑆
1
),

pod level (𝑆
0
and 𝑆

2
), and tree level (𝑆

0
and 𝑆

4
). Locality is

different physically, such as server level, rack level, and row
level. We can set different values for various locality levels in
optimization.

6.2. Different Optimization Goal. In Section 3, we proposed
Locality-Aware Virtual Machine Placement Problem with
Traffic-Aware Balancing (LVMPPTB), which is a multiob-
jective optimization problem of simultaneously minimizing
the maximum number of VM partitions of requests and
minimizing the maximum bandwidth occupancy on uplinks
of ToR switches. We also can optimize one objective while
the other objective is fixed. For example, we can restrict the
maximum bandwidth on uplink of a ToR switch to a fixed
value to optimize the number of VM partitions of requests.

6.3. Online Balancing. VM placement problem occurs in the
scenario of running applications from the very beginning,
which is addressed by an offline algorithm. Once the VMs
of applications are running, various problems could occur at
different time, while we should use an online algorithm to
performVMmigration for load balancing and fault tolerance.
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Figure 3: Minimum and maximum bandwidth requirement of different algorithms under different simulation settings.
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We also can consider the correlations between several VMs to
optimize the VMmigration [31].

6.4. Fault Tolerance. In LPTBP and LLBP, we assumed that
all requests of tenants were running normally. If the event
of requests being lost occurs, we need to design a fault
tolerant mechanism to retrieve the lost request. Timeout
retransmission may be a way of solving the problem.

7. Conclusion

In this paper, we formulated Virtual Machine Placement
Problem with Traffic Balancing (VMPPTB) to balance traffic
in data centers. We proved its NP-hardness and designed a
Longest Processing TimeBased Placement algorithm. To take
advantage of the communication locality property, we pro-
posed Locality-Aware Virtual Machine Placement Problem
with Traffic Balancing (LVMPPTB) which simultaneously
minimizes the maximum number of VM partitions of each
request and minimizes the maximum bandwidth occupancy
on uplinks of ToRs. We proved its NP-hardness and designed
a Least-Load First Based Placement heuristic algorithm. We
conducted extensive simulations to evaluate the performance
of algorithms.

Notations

T = {𝑇
𝑘
}: Set of ToR switches

𝑐: Maximum number of VMs under a ToR
switch

𝐶
𝑘
: Number of VMs under ToR switch 𝑇

𝑘

𝐿
𝑘
: Uplink of ToR switch 𝑇

𝑘

𝐵
𝐿𝑘
: Accumulated bandwidth occupancy on

uplink 𝐿
𝑘

𝐵
𝐿𝑐
: Maximum bandwidth capacity of uplink

R = {𝑅
𝑖
}: Set of requests from tenants

S = {𝑠
𝑖
}: Set of number of requested VMs of each

request
𝐵
𝑖𝑗
: Bandwidth requirement of VM 𝑗 of

request 𝑅
𝑖

𝐷
𝑘

𝑖𝑗
: Indicator of whether VM 𝑗 of request 𝑅

𝑖
is

under 𝑇
𝑘

T
𝑅𝑖
: Set of ToR switches connected with VMs

of request 𝑅
𝑖
.
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As the virtual machine technology is becoming the essential component in the cloud environment, VDI is receiving explosive
attentions from IT market due to its advantages of easier software management, greater data protection, and lower expenses.
However, I/O overhead is the critical obstacle to achieve high system performance in VDI. Reducing I/O overhead in the
virtualization environment is not an easy task, because it requires scrutinizing multiple software layers of guest-to-hypervisor
and also hypervisor-to-host. In this paper, we propose multilayered cache implementation, called MultiCache, which combines
the guest-level I/O optimization with the hypervisor-level I/O optimization. The main objective of the guest-level optimization is
to mitigate the I/O latency between the back end, shared storage, and the guest VM by utilizing history logs of I/O activities in
VM. On the other hand, the hypervisor-level I/O optimization was implemented to minimize the latency caused by the “passing
I/O path to the host” and the “contenting physical I/O device among VMs” on the same host server. We executed the performance
measurement of MultiCache using the postmark benchmark to verify its effectiveness.

1. Introduction

Recently, VDI (Virtual Desktop Infrastructure) is becoming
an essential aspect of the cloud-based computing environ-
ment due to its advantages such as user customization, easy-
to-maintain software, and location-transparent accesses [1–
3]. VDI multiplexes hardware resources of the host among
VMs, which can improve server resource utilization and
density. Also, VDI is capable of isolating VMs on the same
host platform, which can offer the performance isolation
and the secure application execution in the guest. This is
performed by using the hypervisor that is responsible for
coordinating VM operations and for managing physical
resources of the host server.

While VDI offers several benefits, such as the increased
resource utilization and the private data protection, there
exist problems that can deteriorate the system performance,
including I/O virtualization overhead [4, 5]. Before I/O
requests issued in VMs are completed in VDI, they should
go through multiple software layers, such as the layer from

the back end, shared storage to the host server [6, 7], and
the layers between guest operating system, hypervisor, and
eventually host operating system.

Figure 1 shows the I/O virtualization path using KVM
hypervisor and QEMU emulator. The application I/O
requests are first handled by the guest kernel before being
passed to the virtual, emulated device executing in the user
space. After executing several modules including ones for the
image format, those requests are entered to the host kernel by
calling posix file system interface.The virtual disk is typically
a regular file from the perspective view of the host file system.
The files necessary for I/O requests can be stored either in
the local disk attached to the host or in the shared storage
connected by network.

As depicted in Figure 1, because the I/O virtualization
path is organized with multiple software layers, optimizing
I/O cost is very challenging, which requires scrutinizing
various virtualization aspects. In this paper, we are inter-
ested in mitigating such an overhead by implementing the
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Figure 1: I/O virtualization path in KVM/QEMU.

appropriate cache mechanism in the guest and KVM using
QEMU emulator [8–10].

Due to the thick software stack of VDI, implementing
the virtualization cache method needs to take into account
several layers with each I/O request passing through. For
example, considering only the guest VM for the cache may
not be enough to achieve the desirable I/O performance,
because the latency occurring in the hypervisor, such as the
context switching between the nonroot mode and the root
mode, can substantially deteriorate application executions.
Also, the OS dependency makes it difficult to port the guest-
level cache method across VMs, especially in the case where
VMs execute different guest operation systems.

In this paper, we propose the virtualization cache mecha-
nism on top of KVM, called MultiCache (Multilevel virtual-
ization Cache implementation), which combines VM’s guest-
level component with QEMU’s hypervisor-level component.
The main goal of the guest-level component of MultiCache
is to alleviate the I/O overhead occurring in the file trans-
mission between the back end, shared storage, and the guest.
Also, caching on the guest level can give the better chance to
retain the application-specific data. This is because while the
guest needs to consider only the applications running on top
of it, the hypervisor should control all the data necessary for
VMs on the same host, which can cause the cache miss for
the desired data due to the limited cache size or the swapping

activity. Finally, by tightly coupling with the light-weight
resourcemonitoringmodule, the component canmanage the
effective cache size in the guest.

The hypervisor-level component of MultiCache attempts
to reduce I/O latency by supplying the desired data in
QEMU instead of accessing the physical device of the host.
The other contribution of the hypervisor-level component is
to provide fast responsiveness by reducing the application
process block time before I/O completion. The hypervisor
mainly uses the hypercall to transit process control from the
guest operation system to the hypervisor itself. Because such
a transition requires the mode switching between nonroot
mode and root mode, the application process on the guest
should remain blocked, lagging the I/O performance behind.
The hypervisor-level component tries to optimize such an
overhead by providing the necessary data in QEMU.

This paper is organized as follows. In Section 2, we
discuss the related studies and, in Section 3, we describe the
overall structure of MultiCache. In Section 4, we present the
performance measurement and, in Section 5, we conclude
with a summary.

2. Related Studies

Reducing I/O virtualization cost is the critical issue to
accelerate I/O bandwidth of virtual machines. There have
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been several researches targeting I/O virtualization overhead.
First of all, most VDI schemes use the back end and shared
storage as a persistent data reservoir, such as DAS (host’s
direct attached storage), NAS (network-attached storage), or
SAN (storage area network) [6, 11]. This storage is used to
store read-only image templates or shared libraries and files
for VMs. As the virtual machine has gained a widespread
use in the cloud computing, managing the optimal cost
for transferring the image contents and files between the
storage and the host is becoming the essential research aspect.
For example, Tang [6] proposed FVD (Fast Virtual Disk)
consisting of VM image formats and the block device driver
for QEMU. FVD enables supporting the instant VM creation
and migration on the host by using copy-on-write, copy-on-
read, and adaptive fetching.

As the technology of SSD (Solid State Disk) is rapidly
growing, there have been several attempts to boost I/O
bandwidth by adopting SSD in the virtualized environment
[12–15]. For example, in vCacheShare [12], instead of propor-
tionally allocating the flash cache space on the shared storage,
vCacheShare uses the information about I/O accesses from
VMs and trace processing data to extract reuse patterns in
order to calculate the appropriate flash cache size. Mercury
[13] is the client-server, write-through based flash cache
method in the hypervisor. Byan et al. [13] argued that placing
the flash cache either in the networked storage server or in
VM may not be beneficial for speeding up I/O performance
due to the network latency or VM migration [16, 17]. Also,
utilizing flash cache with the write-back policy might not
satisfy high I/O demand, because every write should still
be written to the shared storage via a network hop for data
consistency and availability.

S-CAVE [14] is a hypervisor-level flash cache to allocate
the cache space among VMs. Similar to vCacheShare, S-
CAVE monitors I/O activities of VMs at runtime and uses
them to determine their cache space demand. Arteaga et
al. [15] proposed a flash cache on the client-side storage
system (VMhost).They used dm-cache [18] block-level cache
interface in their method and also argued that write-back
policy is beneficial in the cloud environment. Razavi and
Kielmann [19] tried to reduce the network overhead to be
occurring during VM startup time, by placing VM cache
either on the compute node or on the storage memory.
They found that when the cloud environment supports a
master image to be shared among multiple VMs, caching
VM images on the compute node would efficiently reduce
network traffics. Also, with the cloud environment, where
many compute nodes simultaneously use multiple VMs,
placing VM cache image to the storage memory can help
reduce the disk queuing delay.

Besides between the shared storage and the host, the
I/O latency taking place in the hypervisor should also be
addressed to achieve the desirable system bandwidth in the
virtualization environment. One of such overheads is VM
exit. The I/O requests issued in VMs are asynchronously
handled by the host while passing through the hypervisor
and the emulator such as QEMU. Since VMs run on the
nonroot mode and the hypervisor runs on the root mode,
servicing I/O requests causes exiting VM first to go to the

hypervisor, which incurs the context switching overhead.
Also, the replies from the hypervisor to VMs adversely affect
I/O performance. Since the application which issued those
I/O requests remains blocked on VM, such a switching
overhead can eventually slowdown the application execution.

There are several researches on this issue. For example,
SR-IOV [20, 21] was implemented to obtain the benefits
of direct I/O on physical devices, by defining extensions
to the PCIe specification. In SR-IOV, VDD running in the
guest either is connected to VF executing on the shared
sources for direct data movement or forwards the request
to dom 0 where PF driver manages and coordinates the
direct accesses to the shared resources for VFs. Yassour et
al. [22] proposed a device assignment, where VM can access
physical I/O resources directly, without passing through the
host emulation software.

However, the direct device assignment cannot work for
virtual resources such as virtual disk, losing the strength
of virtualization flexibility. To overcome such a drawback,
Har’El et al. [23] proposed a new form of paravirtual I/O,
which tried to overcome the weakness of the existing par-
avirtual I/O scheme [4, 24, 25]. Their I/O scheme attempts
to alleviate I/O overhead by providing the dedicated I/O core
controlled by a single I/O thread. Instead of mixing I/O and
guest workloads in the same core, using a dedicated I/O not
only can assign more cycles to guests but also can improve
overall system efficiency by reducing the context switching
cost.

The other issue of the I/O virtualization overhead is
that I/O requests should go through a thick I/O stack to
complete. In the case of KVM using QEMU, the typical way
of writing data in the guest is that, after passing the file
system and device driver layer of the guest kernel, the data
necessary for the write should be transferred to the emulated
device driver in the hypervisor. Also, the data enters the
host kernel that has the similar software structure to the
guest kernel (assuming the guest and host run the same OS)
and reaches the physical I/O device attached to the host.
Appropriately placing cache is a way of reducing such traffics
in the virtualization environment [26, 27].

Capo [27] uses local disks as a persistent cache. Shamma
et al. insisted that the majority of requests on VMs are
redundant and can be served by local disk. In order to
justify their argument, they first traced a production VDI
workload and found that caching below the individual VMs
is effective to improve I/O performance. Capo was integrated
with XenServer [28], by putting it into domain 0. Also.
Gupta et al. [29] studied the page sharing and memory
compression to save thememory consumption of VMs.Their
difference engine method searches for the identical pages by
using the hashing function. If pages have the same value,
then it reclaims the pages and updates the virtual memory
to point out the shared copy. Detecting the page sharing
in their method goes further by eliminating the subpage
sharing using page patching and by adapting in-corememory
compression.

Ongaro et al. [30] studied the impact of Xen scheduling
policy on I/O bandwidth with several applications showing
the different performance characteristics. They found that
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Xen’s credit scheduler does not lower the response latency
in the situation where several domains are concurrently
performing I/O, even with BOOST state. One of the reasons
is that the event channel driver always scans the pending
vector from the beginning, instead of resuming from where
it left. Also, they found the possibility of priority inversion
of which delivering the highest-priority packet is postponed
by preemption. Lu and Shen [31] traced the page miss ratio
of VMs, by employing the hypervisor-level exclusive cache.
They captured the pages evicted from VM memory into the
hypervisor exclusive cache, while avoiding containing the
same data in VM and exclusive cache. Jones et al. [32] also
proposed a way of inferring promoting and evicting pages of
buffer cache in the virtual memory. In order to correctly infer
page cache activities, they observed some sensitive events
causing control to be transferred toVMM, such as page faults,
page table updates, and disk I/Os.

However, optimizing either in the guest or in the hyper-
visor might not be enough to produce the desirable perfor-
mance because I/O path in the virtualization involves several
software layers including the shared storage to guest and
the guest to host. In this paper we attempted to target both
layers by implementing the guest-level component and the
hypervisor-level component.

3. MultiCache

3.1. System Structure. MultiCache was implemented to
exploit I/O optimizations targeting multiple layers of I/O
virtualization stack. Figure 2 represents an overall structure
of MultiCache. As can be seen in the figure, MultiCache
is divided into three components: guest-level component,
hypervisor-level component, and resource monitoring com-
ponent. The main goal of the guest-level component is to
mitigate the I/O latency between the shared storage and
the guest, by utilizing the history information of application
I/O executions. Furthermore, by retaining the application-
specific data in the guest, it can reduce I/O accesses to the
physical device attached to the host. Finally, it tries to deter-
mine the effective cache size while taking into consideration
VM and host resource usages in real time.

The guest-level component works at VM and consists
of three tables, including hash table, history table and I/O
map, to detect application’s I/O activities and to retain the
associated metadata representing the execution history logs.
Those logs are used to predict the next I/O behaviour to
preload the preferential files from the shared storage and also
used to maintain recently referenced files in VM.

The hypervisor-level component was implemented in
QEMU. The primary objective of this component is to
minimize the I/O latency incurred in the virtual to hypervisor
transition, by using the I/O access frequency measured in
QEMU. Also, by intercepting I/O requests before they go to
the host kernel, the component tries to reduce I/O contention
among VMs. The first attribute of the component is the
module interface interacting with QEMU I/O call while
exchanging the associated I/Ometadata with it, such as sector
numbers requested. The main module of the component
receives the I/O metadata from the interface and determines

the hit or miss, while communicating with the metadata
repository that contains the history logs of hypervisor’s I/O
execution, such as I/O access frequency. The device driver of
the component is responsible for managing the hypervisor
cache memory.

The third component of MultiCache is the real-time
resource monitoring component. The monitoring module
works at the hypervisor independently of guest operating
systems, collecting the resource usage information from all
VMs and the host server.Themonitoring information is used
by both components ofMultiCache to effectively perform I/O
optimization schemes. There are two tables associated with
the monitoring component: VM resource table for storing
VM resource usages and host resource table for host resource
usages.

3.2. Differences between Two Components of MultiCache.
There are four differences between the guest-level component
and the hypervisor-level component of MultiCache. First,
the main goal of the guest-level component is to mitigate
I/O overhead between the shared storage and the guest VM,
by prefetching and retaining files that will likely be used
in the near future. On the other hand, the hypervisor-level
component is to minimize I/O overhead between the guest
VM and the host, by cutting down I/O software stack inside
QEMU.

Second, two components of MultiCache use the different
I/O unit: files in the guest-level component and sectors
in the hypervisor-level component. While the guest-level
component uses files for I/O optimization, the hypervisor-
level component uses sectors that have been divided from
files in the guest kernel before arriving at QEMU I/O
call.

Third, to mitigate I/O overhead, the guest-level com-
ponent utilizes the usage count that indicates how many
times files have been referenced after they were brought
into the guest. By caching the files that have high usage
counts, the component attempts to reduce the network and
I/O overheads between the shared storage and the guest
VM. Also, this information is used to reduce I/O accesses
from the host. The hypervisor-level component utilizes the
I/O access frequency that implies how often sectors have
been accessed from the host. Instead of forwarding sectors
having frequently been used to the host, the hypervisor-
level component caches those sectors in memory to reduce
application process block time and I/O contention on the
host.

Finally, while the guest-level component reserves the
cache memory in the guest VM, the hypervisor-level com-
ponent reserves the cache memory in the hypervisor, which
is managed independently of guest operation systems. Table 1
illustrates the brief description about the differences between
two MultiCache components.

3.3. MultiCache Guest-Level Component. The guest-level
component of MultiCache was implemented to optimize
network and I/O overheads incurring in file transmissions
between the shared storage and the guest VM. Furthermore,
by monitoring and accumulating I/O history information,
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Table 1: Difference between two MultiCache components.

Guest-level
component

Hypervisor-level
component

Objective
To minimize the
overhead between
the shared storage
and the guest VM

To minimize the
overhead between
the guest VM and

the host
I/O unit File Sector

Optimization hint File usage count Sector I/O access
frequency

Cache memory Placed in the guest
VM

Placed in the
hypervisor

OS dependency Yes No

MultiCache enables providing better I/O responsiveness and
data reliability.

To maintain the history information, MultiCache uses
two kinds of tables: hash table and history table. The hash
table is constructed with hash keys and is used to locate
the associated history table containing the corresponding file
metadata. There are 𝜆 history tables organized to solve the
hash collision. One of the important file metadata in the
history table is the usage count. Every time files are accessed
for read and write operations, their associated usage count is
increased by one to indicate the file access frequency. Also,

MultiCache uses two I/O maps to determine the number of
files to prefetch it from and to replace it to the shared storage.

Figure 3 shows the structure of MultiCache guest-level
component. First, with the file inode, the hash key to access
the hash table is calculated. The associated hash table entry
contains the current history table address and its entry
number where the desired file metadata can be retrieved. If
the new file is used for I/O, then the next empty place in the
current history table is provided to store its metadata.

In order to maintain the appropriate cache memory size
in the guest, only the files with each having the usage count
no less than USAGE THRESHOLD are stored in the cache
and their file metadata is inserted into the read or write map,
based on file read or write operations. Separately maintaining
read and write maps offers two benefits. First, it enables
cashing more files showing frequent read executions in order
to support the better chance for the fast read responsiveness.
Second, it can contribute to enhancing data reliability and
availability by flushing out more dirty files at the replacement
phase. Besides, the I/O map enables maintaining files in the
guest according to their frequency and recentness to reduce
I/O accesses to the host.

In Figure 3, sections 𝐴 (cache window size) and 𝐶 in
the read and write maps, respectively, illustrate the files that
should be maintained in the cache memory; sections 𝐵 and
𝐷 are the candidates to be replaced under the cache memory
pressure. MultiCache can enhance the read responsiveness
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Figure 3: MultiCache guest-level component.

by caching more files whose most recent I/O accesses are
read operations. Such a process involves replacing less files
mapped in section 𝐵. Similarly, MultiCache can replace
more dirty files mapped to section 𝐷 for data reliability and
availability. Let𝑀𝑔 be the guest-level cache memory size and
letMEM THRESHOLD be thememory usage limitation over

which files designated at sections𝐵 and𝐷must be flushed out
to maintain the appropriate cache memory capacity. Finally,
let 𝑓𝑎, 𝑓𝑏, 𝑔𝑐, and 𝑔𝑑 be files whose metadata are mapped to
sections 𝐴, 𝐵, 𝐶, and 𝐷, respectively. At each time epoch,
MultiCache checks𝑀𝑔 by communicating with the resource
monitor to see if the following condition is satisfied:

{∑
𝑓
𝑎
∈𝐴

size (𝑓𝑎) + ∑𝑓
𝑏
∈𝐵

size (𝑓𝑏) + ∑𝑔
𝑐
∈𝐶

size (𝑔𝑐) + ∑𝑔
𝑑
∈𝐷

size (𝑔𝑑)}
𝑀𝑔

≤ 𝑀𝐸𝑀 𝑇𝐻𝑅𝐸𝑆𝐻𝑂𝐿𝐷. (1)

Algorithm 1 shows the steps involved in the guest-level
component of MultiCache. Let 𝑖 and 𝑘 be the most recent
positions of the read and write maps, respectively. Also, let
𝑓 be the file for read and let 𝑔 be the file for write.

In steps (1) and (2), MultiCache calculates the hash keys
of 𝑓 and 𝑔 to access their file metadata from two tables.
Also, the usage counts of two files are increased. In steps
(4) to (17), if the usage count is larger than or equal to the
threshold, then the metadata of 𝑓 and 𝑔 are inserted into the
read and write maps, respectively, to store the associated data
to MultiCache. In particular, if the last access of 𝑓 was write,
then the metadata is migrated from the write map to the read
map, while erasing its history from the write map. The same
procedure is applied for 𝑔 to save its metadata to the write
map. Steps (18) to (24) describe the procedure to maintain
the appropriate cache size by taking into account condition
(1). In the case that the condition is not satisfied, files mapped

to sections 𝐵 and 𝐷 are flushed out to eliminate the memory
pressure.

3.4. MultiCache Hypervisor-Level Component. The hypervi-
sor-level component was implemented to minimize the I/O
overhead caused by the software stack between the guest
VM and the host. Before completing I/O requests, there
are several mode transitions taking place between nonroot
mode and root mode, which incurs the application execution
being blocked. Furthermore, because those requests require
accessing the data from the physical device attached to the
host, the optimization at the hypervisor needs a way of
reducing I/O contention on the device during the service
time.

MultiCache hypervisor-level component uses several
tables, called the metadata repository, to maintain I/O-
related metadata at the hypervisor. Figure 4 shows the tables
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(1) calculate the hash keys of 𝑓 and 𝑔 to retrieve their file metadata from the hash and history tables;
(2) if (not found) then insert their metadata to the hash table and the history table end if
(3) increase the usage counts of 𝑓 and 𝑔 by one;
(4) if (the usage count of 𝑓 ≥ USAGE THRESHOLD) then
(5) if (𝑓 ∈ read map and its position in read map is 𝑎 where 𝑎 < 𝑖) then
(6) 𝑖++; move the metadata of 𝑓 from 𝑎th position to 𝑖th position of read map;
(7) else if (𝑓 ∈ write map) then
(8) 𝑖++; move the metadata of 𝑓 to 𝑖th position of read map; delete it from write map;
(9) else 𝑖++; insert the metadata of 𝑓 to 𝑖th position of read map end if
(10) end if
(11) if (the usage count of 𝑔 ≥ USAGE THRESHOLD) then
(12) if (𝑔 ∈ write map and its position in write map is 𝑏 where 𝑏 < 𝑘) then
(13) 𝑘++; move the metadata of 𝑔 from 𝑏th position to 𝑘th position of write map;
(14) else if (𝑔 ∈ read map) then
(15) 𝑘++; move the metadata of 𝑔 to 𝑘th position of write map; delete it from read map;
(16) else 𝑘++; insert the metadata of 𝑔 to 𝑘th position of write map end if
(17) end if
(18) for each time epoch
(19) receive the current guest VMmemory size from the resource monitor;
(20) check the condition specified in (1);
(21) if (the condition is not satisfied) then
(22) flush out files depicted in the section 𝐵 or𝐷 until memory pressure is eliminated;
(23) end if
(24) end for

Algorithm 1: MultiCache guest-level component.

Write index tableRead index table

Cache memory table

Address table Read index table address Write index table address Cache memory table address

Key Start read/write metadata table address Current read/write metadata table address Current table entry number

Sector number Sector size I/O access frequency Sector weight Chunk number Segment number

Start memory address Next chunk address Next chunk number Next segment addressNext segment number

Address table entry

Read/write index table entry

Read/write metadata table entry

Cache memory table entry

Read metadata table1 Write metadata table1

Read metadata table2 Write metadata table2

Read metadata table𝜆 Write metadata table𝜆

.

.

.
.
.
.

Figure 4: Metadata repository of the hypervisor-level component.

in the metadata repository. The address table stores the
addresses of the read and write index tables containing
the hash key and the start and current addresses of the
read and write metadata tables. Similar to the history tables
of the guest-level component, 𝜆 read metadata tables and
𝜆 write metadata tables are organized to target the colli-
sion problem. The read and write metadata tables contain
the access information about the sectors transferred from
QEMU I/O calls; the cache memory table maintains the
next chunk and segment addresses of the hypervisor cache
memory.

The hypervisor-level component uses I/O access frequen-
cies of sectors to determine if those sectors should be retained
in the cachememory.The I/O access frequency indicates how
many times the associated sectors were used in I/O requests.
There are two reasons for utilizing I/O access frequency. First,
because the cache memory maintained in MultiCache is of
a restricted size, a criterion is needed to filter sectors before
storing them in the cachememory. InMultiCache, only those

sectors that have been accessed no less than a threshold
(FREQ THRESHOLD) are stored in the cache memory.

Second, besides optimizing the mode transition and I/O
contention aforementioned, MultiCache gives an opportu-
nity to prioritize I/O requests, according to the VM’s different
importance. In other words, I/O requests issued in the high-
priority guest VM can be executed first, despite their access
frequency. In MultiCache, the priority of VM is determined
by the number of CPUs and the memory capacity with which
the VM was configured: the more number of CPUs and the
largermemory size it is assigned, the higher priority the guest
is given.

Let 𝑆 be a set of sectors consisting of I/O requests in a
guest. Consider a host where𝑁 number of VMs are currently
executing. Also, each VM(𝑖) is configured with 𝑢𝑖 number of
CPUs and V𝑖 memory capacity.

Definition 1. A sector sc ∈ 𝑆 issued from VM(𝑖) is defined by
four components: 𝑝sc, 𝑤sc, 𝛿sc, and𝑚sc:
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(1) apply the hash function to obtain a hash key using sc;
(2) access the read index table with the hash key to retrieve the metadata of sc from the read metadata table;
(3) if no metadata about sc is available in the read index table then
(4) store it in the read index table and the current read metadata table;
(5) update the read index table to point out the next entry of the current read metadata table;
(6) end if
(7) 𝑝sc++; 𝑤sc = 𝑝sc × the weight of guest VM;
(8) if (𝑤sc < FREQ THRESHOLD) then 𝛿sc = 0; exit to access sc from the host end if
(9) if sc has not been mapped to the cache memory then
(10) 𝛿sc = 0;
(11) map sc to the cache, by retrieving the chunk and segment numbers from the cache memory table;
(12) else
(13) 𝛿sc = 1;
(14) access the cache memory with the chunk and segment numbers of sc retrieved;
(15) end if

Algorithm 2: MultiCache hypervisor-level component.

(1) 𝑝sc is the I/O access frequency of sc.

(2) 𝑤sc is the weight of sc satisfying 𝑤sc = 𝑝sc × (𝑢𝑖/

∑
𝑁

𝑘=1
𝑢𝑘) × (V𝑖/∑

𝑁

𝑘=1
V𝑘), where (𝑢𝑖/∑

𝑁

𝑘=1
𝑢𝑘) × (V𝑖/

∑
𝑁

𝑘=1
V𝑘) is the weight of VM(𝑖).

(3) 𝛿sc is the mapping function, indicating either cache
hit (𝛿sc = 1) or miss (𝛿sc = 0).

(4) 𝑚sc is the position of the cache memory, where sc is
stored if 𝑤sc ≥ 𝐹𝑅𝐸𝑄 𝑇𝐻𝑅𝐸𝑆𝐻𝑂𝐿𝐷.

Algorithm 2 represents the steps for reading sc at the
hypervisor-level component of MultiCache.

Suppose that sc is one of the sectors consisting of a read
request in the guest. MultiCache calculates a hash key to
access the read index table containing the corresponding read
metadata table address. After retrieving the associated meta-
data from the table, the I/O access frequency is multiplied by
the VM weight to obtain the weight of sc. In the case where
the weight of sc is less than FREQ THRESHOLD, MultiCache
passes sc to the host kernel to access it from the physical
I/O device. Otherwise, from step (9) to step (15), MultiCache
checks to see if sc has been stored in the cachememory. If not,
sc is stored in the memory by using the chunk and segment
numbers retrieved from the cache memory table. In the case
where sc is found in the cache memory, it returns to the guest
without going down to the host kernel. In the write operation,
after updating the associatedmetadata to thewrite index table
and the write metadata table, the sector is mapped to the
cache table. If the associatedmetadata is available in the table,
then the sector having been mapped in the cache memory is
overwritten to update.

The cache memory handled by the hypervisor-level com-
ponent is partitioned into chunks that consisted of a number
of pages. In case of the write cachememory, the sectors stored
in the chunk are transmitted to the host kernel, either after
the chunk is filled with valid sectors or when the current
checkpoint (currently every 30 seconds) for the chunk comes.
Let 𝑀ℎ be the size of the cache memory; let 𝐶𝑖 be the 𝑖th
chunk; and let |𝐶𝑖| be the size of 𝐶𝑖. Also, let seg𝑘 be the 𝑘th

segment of𝐶𝑖 whose size, |seg𝑘|, is the same as that of a sector.
The chunk validity and segment validity are determined by
the chunk map and the segment map, respectively.

Definition 2. The allocation status of 𝐶𝑖 in the chunk map
and the one of seg

𝑘
of 𝐶𝑖 in the segment map are defined as

follows:

For any chunk 𝐶𝑖, bit: 𝐶[𝑖] → {0, 1}, 1 ≤ 𝑖 ≤ 𝑀ℎ/|𝐶𝑖|.
For any segment seg

𝑘
∈ 𝐶𝑖, bit: seg[𝑖, 𝑘] → {0, 1}, 1 ≤

𝑘 ≤ |𝐶𝑖|/|seg𝑘|.

If bit(seg[𝑖, 𝑘]) = 1, then the segment contains a valid
sector that should be transferred to the host. Otherwise,
bit(seg[𝑖, 𝑘]) = 0. Also, bit(𝐶[𝑖]) = 1 implies that all the seg-
ments consisting of 𝐶𝑖 contain the valid sectors. Algorithm 3
shows the steps involved in the write process for the cache
memory.

3.5. MultiCache Resource Monitor. The resource monitor
calculates the resource statuses of guest VMs and host server
at the hypervisor level because it should monitor the usage
information independently of guest operating systems. Also,
it is organized with the light-weight modules so that it
rarely affects I/O bandwidth on VMs. During application
executions, the monitor periodically notifies the resource
usage information to the guest-level and hypervisor-level
components to help themmaintain the effective cache capac-
ity for I/O improvement.

The resource monitor is composed of three modules:
resource collectionmodule, resource calculationmodule, and
usage container. The resource collection module works on
top of the server, while communicating with proc file system
and libvirt to collect the resource status information such as
CPU, memory, disk I/O, and network status. The resource
calculationmodule calculates resource usages and, finally, the
usage container stores the calculated information to offer it to
both components of MultiCache.

Figure 5 represents the functions to be called in the
resource monitor. To activate the monitor, the resource
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(1) for each chunk 𝐶
𝑖

(2) if (bit(𝐶[𝑖]) = 1) then transfer 𝐶
𝑖
to the host; bit(𝐶[𝑖]) = 0 end if

(3) end for
(4) /∗ let sc be the current sector to be stored in the cache memory ∗/
(5) /∗ let 𝑖 and 𝑘 be the chunk and segment numbers, respectively, selected from the cache memory table ∗/
(6) store sc to seg

𝑘
of 𝐶
𝑖
; bit(seg[𝑖, 𝑘]) = 1; update bit(𝐶[𝑖]) while reflecting bit(seg[𝑖, 𝑘]) value;

(7) 𝑘++;
(8) if ((𝑘 < |𝐶

𝑖
|/|seg

𝑘
|) and bit(seg[𝑖, 𝑘]) = 0) then

(9) store 𝑖 and 𝑘 to the cache memory table as the next position in the cache memory; exit;
(10) end if
(11) /∗ find the next empty chunk in the cache memory ∗/
(12) search for 𝐶

𝑖
such that (𝑖 = (𝑖 + 1)%(𝑀

ℎ
/|𝐶
𝑖
|) and bit(𝐶[𝑖]) = 0);

(13) store 𝑖 and 0 to the cache memory table as the next position in the cache memory;

Algorithm 3: Cache memory management.
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Figure 5: Resource monitor structure in MultiCache.

collection first initializes the functions to be called in the
resource calculation and the usage container, by issuing
𝑀𝑜𝑑𝑢𝑙𝑒𝐼𝑛𝑖𝑡( ). Also, it communicates with /proc and libvirt at
every time period 𝜆 by calling 𝐺𝑒𝑡𝑋𝑋𝑋𝐼𝑛𝑓𝑜( ) and accumu-
lates the resource status information to store it to the usage
container. The resource calculation module retrieves the sta-
tus information, by calling calcHostInfo and 𝑐𝑎𝑙𝑐𝑉𝑀𝐼𝑛𝑓𝑜( ),
and calculates the resource usages by applying the formulas
described in Table 2. Finally, the results are stored in the usage
container.

4. Performance Evaluation

4.1. Experimental Platform. We executed all experiments on
a host server equipped with an AMD FX 8350 eight-core
processors, 24GB of memory, and 1 TB of Seagate Barracuda
ST1000DM003 disk. Also, the other server having the same
hardware specification as the host server is configured as the

shared storage node. Two servers are connected with 1 Gbit of
network.The operating systemwasUbuntu release 14.04 with
3.13.0-24 generic kernel. We installed the virtual machine on
top of the host server by using KVM hypervisor. Each VM
was configured with two-core processors, 8 GB of memory,
and 50GB of virtual disk using virtIO. The operating system
of each VM was CentOS release 6.5 with 2.6.32-431 kernel.
We used postmark benchmark for the evaluation.

4.2. MultiCache Guest-Level Component Evaluation. We first
evaluated the guest-level component of MultiCache. In order
to analyze the accurate I/O performance pattern of the guest-
level component, we used the original KVM/QEMU version
that is not integrated with the MultiCache hypervisor-level
component. Also, we modified postmark to connect between
the host server and the shared storage node. As a result,
when files are generated from postmark, the files already
brought into the guest from the storage node are read from
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Table 2: Formulas and data structures for calculating resource usages.

Resource usage formula Resource monitor data structure

CPU% = 100 −
100

total
× (idlenow − idle

𝑡
)

(i) Total: total CPU usage
(ii) idlenow, idle𝑡: idle values at the moment and at 𝑡

struct S ProcCpuInfo {
u128 user, nice, system, idle, iowait;
u128 irq, softirq, steal, guest;

}

Memory usage = 100 × total − f ree
total

(i) Total, free: total and free memory sizes, respectively

struct S ProcMemInfo {
u128 total, free;
u128 buffers, cached;

}

Disk usage = (sectrnow − sectr
𝑡
) × 512

(i) sectrnow, sectr𝑡: sector usages up to now and at 𝑡, respectively

struct S ProcDiskInfo {
char disk name[20];
u128 r compl, r merge, r sectr, r milsc;
u128 w compl, w merge;
u128 w sectr, w milsc;
u128 io c prc, io milsc, io w milsc;

}

Network usage

PPS = packetnow − packet
𝑡

PacketSize =
(bytenow − byte

𝑡
) × 8

PPS
+ 12 + 7 + 1

BPS = PPS × PacketSize
(i) PPS: number of packets transmitted per second
(ii) BPS: network bandwidth in bit per second

struct S ProcNetInfo {
char net name[20];
char net hwaddr[20];
u128 r byte, r pack, r err, r drop;
u128 r fifo, r frm, r cmp, r mult;
u128 t byte, t pack, t err, t drop;
u128 t fifo, t col, t cal, t cmp;

}

MultiCache (cached) and the other files not residing in
MultiCache are read from the storage through NFS (not
cached).

Figure 6 shows I/O bandwidth while varying file sizes
from 4KB to 1MB. 𝑥-axis represents the ratio of not cached
to cached. For example, 90 : 10 implies that 90% of files
to be needed during transactions are exchanged with the
shared storage node. The number of transactions is 20000
and the ratio of read to write is 50 : 50. In the figure,
as the percentage of files being accessed from MultiCache
becomes high, better I/O bandwidth is achieved. Moreover,
the effect of MultiCache is more apparent with large files.
For example, with 20 : 80, where 80% of files are accessed
fromMultiCache, about 53% of I/O bandwidth improvement
is observed with 1MB of files as compared to that of 4 KB
of files. The reason is that as more number of large files is
accessed from MultiCache the network overhead to transfer
data to VM becomes small, resulting in the bandwidth
speedup.

In the evaluations, we observed that the effect of Multi-
Cache is especially obvious with read operations, as shown
in Figure 7. In order to see the impact of MultiCache in
the mixed I/O operations, we varied the read and write
percentages while increasing the number of transactions. In
Figure 7, 80 : 20 means that 80% of transactions are read
operations and 20% of transactions are writes. Also, we used
1MB of file size. Figure 7 exhibits that better I/O throughput
is generated with the large number of transactions and
especially with the larger percentage of read operations. This
is because write operations inevitably incur network and
I/O overheads to store data to the shared storage and such
burdens may lower the throughput.
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Figure 6: I/O bandwidth of virtCache.

However, I/O latency between the shared storage and the
VM is not the only one that should be addressed to achieve
the desirable performance. As mentioned, the I/O path from
the guest to the host should also be scrutinized because there
are multiple places causing the performance slowdown, such
as I/O contention to physical devices and mode transition
between the guest and the hypervisor. We will observe how
the hypervisor-level component of MultiCache can achieve
better bandwidth by overcoming such latencies.

4.3. I/OBandwidth ofHypervisor-Level Component. Wemea-
sured the I/O performance of the hypervisor-level compo-
nent. In this experiment, there is no file transmission between
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Figure 8: The effect of the cache memory.

the shared storage and the guest. In other words, all files for
I/O were generated from the postmark benchmark running
on the guest. The file sizes vary between 4KB and 1MB.

First of all, we observed the effect of the hypervisor cache
memory in Figure 8, while changing the cache memory size
from 250MB to 4GB. To warm the cache, we executed the
modified postmark for 5 seconds and took the average value
of each test case. Figure 8 shows the cache hit ratio obtained
while changing the cache memory size.The figure shows that
as the cache memory size becomes large, so does the hit ratio.
For example, increasing the memory size from 250MB to
4GB shows the hit ratio improvement by up to 6.9x.

However, there is a subtle difference worthwhile to
observe in the figure. While the hit ratio improves 126% from
500MB to 1GB, the hit ratio from 1GB to 2GB increases 34%.
Extending the cache memory from 2GB to 4GB produces
even the smaller percentage of hit ratio improvement. We
guess that this is because the locality is shifted as time goes
on. Also, the metadata stored in the metadata repository are
replaced to the new ones due to the space restriction.

Figure 9 shows the I/O bandwidth obtainedwhile varying
the cache memory size from 250MB to 4GB. We can notice
that Figure 9 depicts the similar performance pattern to
that of Figure 8: the larger cache memory size is, the better
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I/O bandwidth is. Also, while increasing the cache memory
size from 500MB to 1GB shows about 43% of bandwidth
speedup, the cache memory extension from 1GB to 2GB
produces only 12% of performance improvement.

In Figure 9, we compared the I/O performance of Multi-
Cache to that of the original KVM/QEMU. With the small
cache memory size such as 250MB, the I/O bandwidth of
MultiCache is less than that of the original version because
of the cache miss incurred by space restriction. However,
the performance difference becomes large as the memory
size of MultiCache increases. With 2GB of cache memory
size, MultiCache produces about 37% of I/O bandwidth
improvement compared to that of the original version. We
currently use 2GB of cache memory size. The RAM size of
the host is 24GB; therefore we use only about 8% of the total
size as the cache memory.

Figure 10 shows the read results while changing the chunk
size from 64KB to 4MB in the cachememory. As can be seen
in the figure, changing the chunk size does little affect I/O
bandwidth in the read operation because no write occurred
to the host.

Figure 11 shows thewrite bandwidths ofMultiCachewhile
comparing to those of the original KVM/QEMU.The original
version supports three write modes: default, write-through,
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and write-back. In the case of using 1MB of chunk size
in MultiCache, it generates about 33% and 27% higher
bandwidth than the default mode and the write-back mode
of the original version, respectively. There are two reasons
to explain such I/O bandwidth improvements. In the case of
write-back mode of the original version, it buffers the data
for I/O in the host kernel so that I/O requests issued in the
guest should go through the guest kernel and QEMU before
arriving at the host. Second, instead of flushing the data
out to the physical device, the hypervisor-level component
intercepts them in QEMU and collects in the cache memory
in a big I/Ounit. Such amethod can contribute to accelerating
I/O bandwidth, because, in Figure 11, we can notice that as
the chunk size increases, the write performance also becomes
large. However, based on the result with 4MB of chunk size,
increasing the size more than 1MB might not produce the
significant performance speedup due to the write latency in
the host.

5. Conclusion

We proposed a multilayered cache mechanism, called Mul-
tiCache, to optimize I/O virtualization overhead. The first
layer ofMultiCache is the guest-level component whosemain
goal is to optimize the I/O overhead between the back end,
shared storage, and the guest. Also, caching the application-
specific data in the guest can contribute to accelerating the
performance speedup. In order to achieve this goal, the guest-
level component uses the history logs of file usagemetadata to
preload preferential files from the shared storage and tomain-
tain recently referenced files in the guest. The second layer of
MultiCache is to minimize the I/O latency between the guest
and the host, by utilizing the I/O access frequency in QEMU.
Also, by intercepting I/O requests in QEMU before they are
transferred to the host kernel, the component can mitigate
I/O contention on the physical device attached to the host. In
the component, we accumulated the I/O access information
about application executions in the metadata repository and
used it to retain data with high I/O access frequency in
the cache memory. Both components of MultiCache were

integrated with the real-time resource monitoring module
collecting the resource usage information of VMs and host
at the hypervisor. The performance measurement with the
postmark demonstrates that our approach is beneficial in
achieving high I/O performance in the virtualization envi-
ronment. As a future work, we will evaluate MultiCache with
more real applications to prove its effectiveness in improving
I/O performance.
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Network virtualization technology is regarded as one of gradual schemes to network architecture evolution. With the development
of network functions virtualization, operatorsmake lots of effort to achieve router virtualization by using general servers. In order to
ensure high performance, virtual router platform usually adopts a cluster of general servers, which can be also regarded as a special
cloud computing environment. However, due to frequent creation and deletion of router instances, it may generate lots of resource
fragmentation to prevent platform from establishing new router instances. In order to solve “resource fragmentation problem,”
we firstly propose VR-Cluster, which introduces two extra function planes including switching plane and resource management
plane. Switching plane is mainly used to support seamless migration of router instances without packet loss; resource management
plane can dynamically move router instances from one server to another server by using VR-mapping algorithms. Besides, three
VR-mapping algorithms including first-fit mapping algorithm, best-fit mapping algorithm, and worst-fit mapping algorithm are
proposed based on VR-Cluster. At last, we establish VR-Cluster protosystem by using general X86 servers, evaluate its migration
time, and further analyze advantages and disadvantages of our proposed VR-mapping algorithms to solve resource fragmentation
problem.

1. Introduction

Network virtualization technology [1–3] has been regarded
as a gradual solution to the development of Internet architec-
ture, onwhich lots of researcher communities and equipment
venders focus. In this context, service providers can rent
network resources to lessees by establishing creating virtual
networks. Meanwhile, they can recycle network resources
occupied by virtual networks after the lifecycle of virtual net-
works comes to end. So, the future Internet can be regarded
as “a big cloud computing environment,” where operators can
flexibly allocate and recycle network resources. For example,
when one companywants to hold an online video conference,
it can rent a virtual network for its business. In this way, users
can get good quality of service during the lifecycle of virtual
network. Besides, service provides can rent virtual network
for research communities, and the latter can use these virtual
networks to establish testbed and evaluate new network
protocols in a real network environment.

Virtual router is one of key equipment to support the
deployment of network virtualization technology, which is
the samewith traditional router in the Internet. Virtual router
consists of several router instances, which can run in parallel
and independently. And each router instance plays an impor-
tant role in forwarding packets in virtual network. At the
same time when service providers want to manage network
infrastructure flexibly, network functions virtualization tech-
nology comes forth [4, 5]. The main idea behind it is to use
general servers to establish network elements, such as virtual
routers, firewall, NAT, and IDS. Besides, using general servers
to establish packet processing devices catches more andmore
researchers’ attentions, because the capability of packet pro-
cessing in general server can be up to 40Gbps by multicore
and multithread technology. Under this environment, using
a cluster of servers to achieve virtual router platform is a good
solution [6]. So, service providers can flexibly create or release
router instances in virtual router platform.
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With service providers continually creating and delet-
ing router instances, there is much discontiguous resource
fragmentation in virtual router platform. Unfortunately, it
cannot dispose of the incoming requests of creation of router
instances any more, even though virtual router platform has
enough resources. For instance, one platform consists of two
servers with 10Gbps processing ability: Server-A and Server-
B. And service providers have established one router instance
with 4Gbps processing ability in Server-A and another router
instance with 4Gbps processing ability in Server-B. At the
moment, it has two kinds of resource fragmentation on differ-
ent servers: one resource block with 6Gbps processing ability
in Server-A and another resource block with 6Gbps process-
ing ability in Server-B. When a new request that is establish-
ing router instance with 8Gbps processing ability comes, it
cannot create new router instance. Even though the remain-
der of resources in platform is up to 12Gbps processing
ability. In fact, resource fragmentation generated by frequent
creation and deletion of router instances may prevent plat-
form from responding to new requests when platform has
enough resources. Thus, “resource fragmentation problem”
is a severe problem. Unluckily, researchers do not pay any
attention to the above problem, while putting lots of efforts
into designing virtual router platformwith high performance
[7–11]. If we want to deploy virtual routers in the future, we
should immediately start to attach importance to “resource
fragmentation problem.”

In this paper, we firstly put forward VR-Cluster platform
to solve “resource fragmentation problem.” It is established
based on a cluster of servers by using the idea of network
functions virtualization. From the aspect of function planes,
it includes four function planes: switching plane, resource
management plane, forwarding plane, and control plane.
Forwarding plane and control plane also exist in the other
virtual routers. Switching plane is a special plane, which uses
flow strategies to transmit packets from exterior network to
router instances and to transmit packets from router
instances to exterior network. With the help of switching
plane, operators can seamlesslymigrate router instances from
one server to another server without changing connection
relationship between VR-Cluster platform and exterior net-
work, which results in zero packet losses for migrated router
instances. Resource management plane uses VR-mapping
algorithm to dynamically calculate mapping relationship
between router instances and physical platform and installs
migration strategies into corresponding servers. And three
VR-mapping algorithms including first-fit mapping algo-
rithm, best-fit mapping algorithm, and worst-fit mapping
algorithm are proposed, which are used to calculate mapping
relationship between router instances and physical platform.
At last, we establish a protosystem, namely, VR-Cluster, to
support migration of router instances. VR-Cluster uses X86
servers to establish four function planes and uses switches
to achieve full-mesh interconnection among function planes.
Our experimental results show that VR-Cluster can migrate
LF-Plane from one server to another server in one minute,
which can meet requirements of dynamical migration.

Besides, we also evaluate efficiency of our proposed VR-
mapping algorithms based on resource model and evaluation
model.

The remainder of this paper is organized as follow.
Section 2 discusses and illustrates research work related to
resource fragmentation in virtual router platform. Section 3
presents VR-Cluster architecture and exhibits how VR-
Cluster supports dynamic migration. Section 4 establishes
resource model for VR-Cluster and evaluation model for
“resource fragmentation problem.” Section 5 mainly exhibits
three algorithms including first-fit mapping algorithm, best-
fit mapping algorithm, andworst-fitmapping algorithm. Sec-
tion 6 presents our experimental results including migration
time and analysis of VR-mapping algorithms. Section 7 con-
cludes this paper with a summary of our studies and discusses
next works in the future.

2. Related Works

Many major router vendors and research communities have
begun to follow suit in building support for router virtual-
ization and explore how virtual routers can support multiple
router instances running on the same underlying physical
platform [2, 6–11]. It is a key device for bridging gap between
network architectures and physical platforms. Thus, many
people focus on moving toward virtual routers that can sup-
port polymorphic network architectures rather than mono-
lithic network architectures and accommodate simultaneous
coexistence of several router instances. However, unrea-
sonable mapping relationship between router instances and
virtual router platform may result in low resource utilization
and increase the failure possibility of creation of router
instances. We had explored it in our previous works [12].

Although “resource fragmentation problem” did not
catch any researchers’ attentions, some research communities
had explored how router instances can move from one node
to anther node [13–16]. For instances, RouterFarm [15] is
proposed to support migration of router instances, which
is achieved by reinstantiating a new router instance at a
new location. However, operators need to reconfigure router
instance, which may introduce downtime and packet loss.
VROOMis another protosystem that is supporting formigra-
tion of router instances. In the earlier schemes of VROOM
[16], which uses XEN to establish virtual environment
and deploys router instance into each virtual environment,
VROOM can move router instance from one location to
another location by using XEN tools. In order to decrease
downtime, currentVROOMsplitsmigration process into two
steps: migration of control plane andmigration of data plane.
However, VROOM has to change network interfaces that is
connecting to external network, which also results in changes
of link status and recalculation of routing information.

However, existing schemes cannot achieve seamless
migration of router instances, which may result in downtime
and packet loss. In this paper, we try to use dynamical migra-
tion of router instances to solve “resource fragmentation
problem.” Thus, we should firstly put forward virtual router
platform to support seamless migration before further ana-
lyzing VR-mapping algorithms.
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Figure 1: VR-Cluster platform architecture.

3. VR-Cluster

Wemainly present VR-Cluster from two aspects: (1) platform
architecture, whichmainly includes four function planes, and
(2) migration flow, which presents migration flow of router
instance.

3.1. Platform Architecture. In order to support dynamic
migration of router instances and to use dynamic migration
to solve resource fragmentation problem, we put forward
VR-Cluster architecture. Compared with other virtual router
architectures, VR-Cluster includes four function planes:
resourcemanagement plane, control plane, forwarding plane,
and switching plane, as shown in Figure 1. Resource man-
agement plane and switching plane are customized function
planes, which are used to support seamless migration of
router instances.

VR-Cluster architecture mainly includes four layers: (1)
resource management plane, which is responsible for man-
aging platform, such as calculation of mapping relationship
between router instances and physical platform, deployment
of router instances, and release of occupied resources, (2)
control plane, which usually uses system virtualization tech-
nology to run multiple logical control planes, (3) forwarding
plane, which is used to run multiple logical forwarding
planes, and (4) switching plane, which is responsible for
connection between VR-Cluster and external network. VR-
Cluster uses data fabric to achieve full-mesh interconnection
between switching plane and forwarding plane. And control

fabric is used to transmit control messages, such as configu-
ration messages installed by resource management plane and
control packets forwarded to control plane.

In VR-Cluster, forwarding plane and switching plane use
“resource pool” idea, which consists of a cluster of servers.
Forwarding plane can expand its forwarding ability by adding
the quantity of servers; switching plane can flexibly change
the amount and type of network interfaces. The high elas-
ticity of VR-Cluster is brought by interconnection network
including data fabric and control fabric.Thus, VR-Cluster not
only can strongly increase management flexibility, but also
has a good expansibility to support its ability.

3.1.1. Resource Management Plane. Resource management
plane is responsible for management tasks in VR-Cluster. It
has two main components: information collection (IC) and
VR-mapping algorithm (VR-MA), as shown in Figure 2. And
it usually runs in a single server, which can interconnect with
other function planes via control fabric.

IC component is mainly responsible for collecting phys-
ical information and VR information from other three
function planes. For physical information, it needs to know
the quantity of servers in each function plane and the amount
of each resource in servers. For VR information, it should
know the amount of router instances, the occupied resources
of router instances, and the location of router instances. IC
component periodically collects VR-Cluster information and
notifies VR-MA component with this information.
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Figure 2: Resource management plane.

VR-MA component is used to calculate mapping rela-
tionship between router instances and physical platform
based on collected information. After it completes calculation
of migration schemes, it will send migration strategies to
corresponding servers and execute migration actions. In this
paper, we propose three VR-mapping algorithms and will
present them later.

3.1.2. Control Plane. Control plane runs multiple logical con-
trol planes (LC-Planes for short) in parallel by using system
virtualization technology, such as VMware [17], XEN [18],
LXC [19], and KVM [20]. These LC-Planes share the same
physical resources. And each LC-Plane can run either routing
demos, such as Quagga [21] and XORP [22], or customized
protocols to support new network architecture. Compared
with forwarding plane and switching plane, control plane
does not need to adopt “resource pool” idea, because a single
server can support more than one hundred virtual environ-
ments in XEN or LXC. Although operators frequently create
or recycle LC-Plane, it may not produce any resource frag-
mentation. Besides, the migration of logical control planes
does not avoid downtime of router instances. Thus, VR-
Cluster does not supportmigration of control plane.We think
that migration of control plane just increases complexity of
VR-Cluster, rather than resource utilization ratio.

Although VR-Cluster does not need to migrate control
plane, it should cooperate with migration of forwarding
plane. When one new logical forwarding plane is reinstan-
tiated and sends registration messages to its corresponding
LC-Plane, the latter will install routing tables and other con-
figurations into this LF-Plane. And when the older LF-Plane
is recycled by resource management plane, LC-Plane will not
send any message to the older.

3.1.3. Forwarding Plane. Forwarding plane runs multiple
logical forwarding planes (LF-Planes for short) in parallel.
It does not use system virtualization technology to virtualize
data plane, because using system virtualization to achieve for-
warding plane has low forwarding ability. Now, each LF-Plane
usually adopts function-based router (such as Click [23]) or
flow-based router (such as OpenSwitch [24]). Each LF-Plane
must have a corresponding LC-Plane in control plane.

Forwarding plane consists of a cluster of servers to meet
various requests of forwarding ability in router instances.
Resource fragmentation problem mainly results by creation
and deletion of LF-Planes, rather than LC-Plane. At the same

time, forwarding plane does not directly connect with exte-
rior networks. When one LF-Plane is moved from one server
to another server, it does not care about change of network
interfaces. In other virtual router schemes, operators should
adjust network interfaces that are connecting with exterior
networkwhilemoving router instances, which does not avoid
downtime of router instances. In VR-Cluster, forwarding
plane and switching plane separation is a key design that can
support seamless migration of forwarding plane.

When resource management plane installs migration
strategies into forwarding plane, a new LF-Plane is estab-
lished in forwarding plane. At the same time, LF-Plane should
send registrationmessages to its corresponding LC-Plane and
gets overall routing tables and other configurations from LC-
Plane. Before new LF-Plane completes above action, the old
LF-Plane is running in forwarding plane and is responsible
for packet forwarding. Once resource management plane
completes installation of routing tables, it configures switch-
ing plane, makes packets received from exterior network
become sent to new LF-Plane, and recycles physical resources
occupied by old LF-Plane.

3.1.4. Switching Plane. Switching plane is a special plane,
which is used to provide network interfaces to connect with
exterior network. Switching plane also adopts “resource pool”
idea, as well as forwarding plane. Operators can expand the
amount of network interfaces by adding servers in switching
plane.

It adopts link virtualization technology to logically split
physical network interface into several virtual network inter-
faces. Resource management plane establishes virtual net-
work interfaces in switching plane and allocates these inter-
faces to corresponding router instances. Packets are continu-
ally received by virtual network interfaces in switching plane,
and the latter sends packets to forwarding plane through data
fabric based on flow strategies. Similarly, when forwarding
plane forwards packets to exterior network, it firstly transmits
packets to switching plane through data fabric and switching
plane is responsible for packet transmission. Thus, operators
can arbitrarily design their LF-Plane without caring about
network interfaces that connected with exterior network.

Once these virtual interfaces are created, their lifecycle
lasts until router instances are recycled by resource manage-
ment plane, and resource management plane cannot move
virtual network interface from one server to another server,
as shown in Figure 3. If resource management plane changes
network interface in one router instance, link status also
changes, which can result in recalculation of routing tables. In
some special scenes, it can breakdown end-to-end communi-
cation, which does not go against original idea inmigration of
router instances.Thus, VR-Cluster does not migrate network
interface in router instances.

3.2. Migration Flow. Due to private features of virtual router,
VR-Cluster just migrates LF-Plane, rather than the overall
router instances, because it does not result in downtime of
router instances and recalculation of routing tables. In this
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part, wemainly present howVR-Cluster can achieve seamless
migration of router instances, as shown in Figure 4.

The procedure of migration of router instances in VR-
Cluster mainly includes four steps, and tasks in each step are
as shown in the following.

Step 1. There is a router instance in VR-Cluster. Packets
received from exterior network are sent to LF-Plane through
data fabric. If packets belong to control packets, they will be
sent to LC-Plane by LF-Plane through control fabric. Besides,
packets forwarded (or generated) by LF-Plane (or LC-Plane)
must be sent to exterior network by switching plane. Resource
management plane is responsible for checkingwhether or not
there are migrating router instances, as shown in Figure 4(a).

Step 2. Resource management plane firstly establishes a new
LF-Plane. Even though there are two LF-Planes, packets
received by switching plane are just sent to old LF-Plane,
rather than new LF-Plane. After resource management plane
creates new LF-Plane, it immediately installs routing tables
and configurations into new LF-Plane. Only when new LF-
Plane has the same status as old LF-Plane, new LF-Plane has a
chance to forward packets, as shown in Figure 4(b).

Step 3. Once when resource management plane has com-
pleted installation of routing tables and configurations, it will
configure switching plane and control plane. And switching
plane will send packets to new LF-Plane, instead of old LF-
Plane. At the same time, it also configures control plane and
makes the latter transmit control packets to new LF-Plane.
However, resource management plane does not recycle old
LF-Plane, because old LF-Plane also has some packets to not
be disposed. Resource management plane does not recycle
old LF-Plane until old LF-Plane has completed packet for-
warding, as shown in Figure 4(c).

Step 4. Resource management plane recycles old LF-Plane.
During migration flow of router instance, network interfaces
do not change. LF-Plane may move from one server to
another server. In this context, VR-Cluster completes seam-
less migration of router instance, as shown in Figure 4(d).

4. Mathematics Model

In this section, we firstly establish resource model for VR-
Cluster and analyze main resources in each function plane.
And then we establish evaluation model for resource frag-
mentation problem based on resource model in VR-Cluster.

4.1. Resource Model. We firstly analyze fundamental resource
in VR-Cluster before we establish evaluation model for
“resource fragmentation problem.” VR-Cluster mainly in-
cludes three physical resources: control resource, forwarding
resource, and switching plane. The three types of physi-
cal resources are responsible for different function planes.
Besides, resource model should also include resources occu-
pied by router instances. So resource model mainly includes
four types of resource as follows.

Control Plane Resource. It refers to physical resources in
control plane, which determines whether available resources
meet requirements of LC-Plane. 𝐶𝑥 refers to physical
resources in control server that run LC-Planes. Each 𝐶𝑥

includes three parts of resources: (1) CPU, which is respon-
sible for calculation applications; (2) link-bandwidth, which
is mainly used to communicate with its corresponding LF-
Plane via control fabric; and (3) memory, which is used to
store related information, such as link-state database, routing
tables, and configuration rules, as shown in the following
formula:

𝐶𝑥 = ∑(𝐶cpu + 𝐶link + 𝐶mem) . (1)

And 𝐶 refers to the total physical resources in control
plane, which is calculated as shown in the following formula:

𝐶 =

𝑁

∑

𝑖=1

𝐶𝑖 (𝑖 ∈ 𝑐) . (2)

Forwarding Plane Resource. It refers to forwarding resources
in forwarding plane. 𝐹𝑥 refers to physical resource in for-
warding server that runs LF-Planes. Each 𝐹𝑥 also includes
three parts of resources: (1) CPU, which is responsible for
forwarding applications; (2) link-bandwidth, which is used
to communicate with its corresponding LC-Plane via control
fabric and to interconnect with switching plane via data fab-
ric; and (3)memory, which is used to store some related infor-
mation, such as forwarding tables or flow tables, as shown
in the following formula:

𝐹𝑥 = ∑(𝐹cpu + 𝐹link + 𝐹mem) . (3)

And 𝐹 refers to the total physical resources in forwarding
plane, which is calculated as shown in the following formula:

𝐹 =

𝑁

∑

𝑖=1

𝐹𝑖 (𝑖 ∈ 𝑓) . (4)

Switching Plane Resource. It refers to network interfaces in
switching plane. 𝑆𝑥 refers to physical resource in switching
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Figure 4: Migration flow of VR-Cluster.

server that provides network interfaces interconnected with
exterior network for router instances. Each 𝑆𝑥mainly consists
of two types of network interfaces: (1) exterior interface,
which is used to connect with exterior network, and (2) fabric
interface, which interconnects with forwarding plane via data
fabric, as shown in the following formula:

𝑆𝑥 = ∑(𝑆exterior + 𝑆fabric) . (5)

And 𝑆 refers to the total physical resources in switching
plane, which is calculated as shown in the following formula:

𝑆 =

𝑁

∑

𝑖=1

𝑆𝑖 (𝑖 ∈ 𝑓) . (6)

Router Instance Resource. It refers to physical resources occu-
pied by router instances in VR-Cluster. 𝑅𝑥 refers to physical
resources occupied by one router instance, which includes
three parts: (1) 𝑅𝑥

𝐶
, which stands for control resources occu-

pied by LC-Plane in router instance 𝑥, (2) 𝑅𝑥
𝐹
, which stands

for forwarding resources occupied by LF-Plane in router
instance 𝑥, and (3) 𝑅𝑥

𝑆
, which refers to interfaces occupied by

router instances 𝑥, as shown in the following formula:

𝑅𝑥 = 𝑅
𝑥

𝐶
+ 𝑅
𝑥

𝐹
+ 𝑅
𝑥

𝑆
. (7)

And 𝑅 refers to the total physical resources occupied by
router instances, which is calculated as shown in the following
formula:

𝑅 =

𝑁

∑

𝑖=1

𝑅𝑖 (𝑖 ∈ 𝑉𝑅) . (8)

We can use four types of resource to calculate resource
utilization in VR-Cluster that is an important criterion. The
resource utilization refers to the ratio of resources occupied
by router instances to overall physical resources including
overall control resources, overall forwarding resources, and
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overall interface-resources, as shown in the following for-
mula:

𝑅utilization =
𝑅

𝐶 + 𝐹 + 𝑆
. (9)

4.2. Evaluation Model. In order to evaluate “resource frag-
mentation problem” in VR-Cluster, we put forward three
evaluation criterions: (1) failure magnitude of creation of
router instances, (2) magnitude of resource fragmentation,

and (3) ratio of resource fragmentation. The details and
calculation formulas of these three evaluation criterions are
presented as follows.

4.2.1. Failure Magnitude of Creation of Router Instances. This
evaluation criterion is used to record failure times in the pro-
cessing of creation of router instances. Resourcemanagement
plane cannot establish new router instances, when it meets
one of three conditions as shown in the following formula:

sum (fail) =

{{{{{{

{{{{{{

{

sum (fail) + 1

if ((𝑅
𝑥

𝐶
> max {Re𝑚(𝐶𝑥)})&& (𝑅

𝑥

𝐶
< 𝐶))

if ((𝑅𝑥
𝐹
> max {Re𝑚(𝐹𝑥)})&& (𝑅

𝑥

𝐶
< 𝐹))

if ((𝑅𝑥
𝑆
> max {Re𝑚(𝑆𝑥)})&& (𝑅

𝑥

𝐶
< 𝑆))

sum (fail) other.

(10)

In Formula (10), max{Re𝑚(𝐶𝑥)} refers to the maxi-
mum of the remainder of resource block in control plane;
max{Re𝑚(𝐹𝑥)} refers to the maximum of remainder of
resource block in forwarding plane; and max{Re𝑚(𝑆𝑥)}

refers to the maximum of remainder of interface in switching
plane.

Formula (10) is mainly used to record failure magnitude
of creation of router instances, when VR-Cluster has enough
physical resources exceeding requested resources. If this eval-
uation criterion is too big, VR-Cluster has a severe resource
fragmentation problem. Otherwise, operators can establish
router instances with a low possibility of failure of creation
of router instances. Thus, we can use Formula (10) to reflect
resource fragmentation problem in VR-Cluster.

4.2.2. Magnitude of Resource Fragmentation. This evaluation
criterion is used to refer to howmuch resource fragmentation
is located inVR-Cluster.We can calculate the sum of resource
fragmentation in each function plane, as shown in the
following formula:

sum (f rag) =
𝑀

∑

𝑖

∑

𝑝

𝑃
𝐶(𝑚)

+

𝑁

∑

𝑗

∑

𝑞

𝑃
𝐹(𝑛)

+

𝑁

∑

𝑗

∑

𝑞

𝑃
𝑆(𝑒)

(𝑚 ∈ 𝐶; 𝑛 ∈ 𝐹; 𝑒 ∈ 𝑆) ,

(11)

𝑃
𝐶(𝑚)

: it refers to resource fragmentation in control server
𝑚 of control plane; 𝑃

𝐹(𝑛)
: it refers to resource fragmentation

in forwarding server 𝑛 of forwarding plane; 𝑃
𝑆(𝑒)

: it refers
to resource fragmentation in interface server 𝑒 of switching
plane; ∑𝑀

𝑖
∑
𝑝
𝑃
𝐶(𝑚)

: it refers to the magnitude of resource
fragmentations in control plane; ∑𝑁

𝑗
∑
𝑞
𝑃
𝐹(𝑛)

: it refers to the
magnitude of resource fragmentations in forwarding plane
∑
𝑁

𝑗
∑
𝑞
𝑃
𝑆(𝑒)

: it refers to the magnitude of resource fragmen-
tations in switching plane.

Magnitude of resource fragmentation is continually
changing when operators frequently create and recycle router
instances. If VR-Cluster has low magnitude of resource

fragmentation, it has the higher chance to allocate physical
resources for incoming requests of creation of new router
instances; otherwise, it fails to establish new router instances,
even though it has enough physical resources. Thus, magni-
tude of resource fragmentation is also an evaluation criterion
to evaluate resource fragmentation problem in VR-Cluster.

4.2.3. Ratio of Resource Fragmentation. In order to further
analyzing “resource fragmentation problem,” we propose
another evaluation criterion, namely, ratio of resource frag-
mentation. It refers to the ratio of the largest resource block
to overall physical resource.The calculation of this evaluation
criterion is as shown in the following formula:

𝑓
𝑅
= max {𝑓

𝐶
∗ 𝛼, 𝑓

𝐹
∗ 𝛽, 𝑓

𝑆
∗ 𝜒} . (12)

In Formula (12), 𝑓
𝐶

refers to the ratio of resource
fragmentation in control plane, as shown in Formula (13); 𝑓

𝐹

refers to ratio of resource fragmentation in forwarding plane,
as shown in Formula (14); 𝑓

𝑆
refers to ratio of resource frag-

mentation in switching plane, as shown in Formula (15). In
Formula (12), 𝛼, 𝛽, and 𝛾 are special parameters, whose value
is just equal to 0 or 1.

When the ratio of resource fragmentation in control plane
is not smaller than the ratio of resource fragmentation in
forwarding plane and the ratio of resource fragmentation in
switching plane, the ratio of resource fragmentation in VR-
Cluster is determined by the ratio of resource fragmentation
in control plane. And when both the ratio of resource frag-
mentation in control plane and the ratio of resource fragmen-
tation in switching plane are smaller than the ratio of resource
fragmentation in forwarding plane, the ratio of resource
fragmentation in VR-Cluster is determined by the ratio of
resource fragmentation in forwarding plane. 𝑓

𝑅
is always

lower than 1; only when VR-Cluster does not establish any
router instance, 𝑓

𝑅
is equal to 1.

Formula (13) is used to calculate the ratio of resource frag-
mentation in control plane: numerator refers to the largest
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resource block in control plane and denominator refers to the
total resources in control plane:

𝑓
𝐶
= 1 −

max (size (𝑃
𝐶(𝑛)

))

𝐶
. (13)

Formula (14) is used to calculate the ratio of resource
fragmentation in forwarding plane: numerator refers to the
largest resource block in forwarding plane and denominator
refers to the total resources in forwarding plane:

𝑓
𝐹
= 1 −

max (size (𝑃
𝐹(𝑛)

))

𝐹
. (14)

Formula (15) is used to calculate the ratio of resource
fragmentation in switching plane: numerator refers to the
largest resource block in switching plane and denominator
refers to the total resources in switching plane:

𝑓
𝑅
= 1 −

max (size (𝑃
𝑆(𝑒)

))

𝑆
. (15)

5. VR-Mapping Algorithm

VR-mapping algorithm mainly calculates mapping relation-
ship between router instances and substrate infrastructure.
Besides, it tries to solve “resource fragmentation problem” by
adjusting mapping relationship.

We introduce three algorithms into VR-Cluster: first-fit
mapping algorithm, best-fitmapping algorithm, andworst-fit
mapping algorithm. So we hope that these three algorithms
also have ability to get an optimization mapping relation-
ship between router instances and physical infrastructure
and calculate an optimization adjustment scheme, which
can efficiently solve “resource fragmentation problem” in
VR-Cluster. And we mainly consider mapping relationship
between LF-Planes and forwarding plane, because only LF-
Plane can migrate from one to another when resource
management calculate migration strategy.

5.1. First-Fit Mapping Algorithm. In first-fit mapping algo-
rithm, it mainly includes two types of linked lists: (1) F-idle
list used to manage idle resource blocks in forwarding plane
and (2) F-allocated list used to manage forwarding resources
occupied by router instances.

In first-fit mapping algorithm, it selects migrated router
instance from the last to the first in F-allocated list and
searches the first resource block in F-idle link including
enough remaining resources for themigrated router instance.
Once one router instance is moved, first-fit mapping algo-
rithm determines whether or not VR-Cluster can allocate
resources for new router instance: if not, first-fit mapping
algorithm will dynamically move router instance again until
VR-Cluster can establish new router instance or there is no
unmoved router instance. So, in first-fit mapping algorithm,
router instances are always located in the front servers in
forwarding plane.

The processing of first-fit mapping algorithm is present in
Algorithm 1.When resourcemanagement planemigrates one
router instance, it allocates forwarding resources for the latter.

Firstly, first-fit algorithm searches F-idle list to find the first
resource block that meets requirements of LF-Plane (S2). At
last, if it finds its selected resource blocks in F-idle list, it
can allocate resources for this request (S3–S5); otherwise,
it should dynamically move LF-Plane in VR-Cluster. For
dynamic migration in first-fit algorithm (S6–S16), it selects
the last router instances (S7) and searches the first resource
block for it (S8–S13): if there is one resource block for
migrated LF-Plane, it will move LF-Plane to this resource
block (S9–S12). If it does not find wanted result (S14–S17), it
will continue searching the first resource block for the last but
one until it searches the last router instance or gets its wanted
result (S6).

5.2. Best-Fit Mapping Algorithm. In best-fit mapping algo-
rithm, it mainly includes two types of linked lists: (1) F-idle
list used to manage idle resource blocks in forwarding plane
and (2) F-allocated list used to manage forwarding resources
occupied by router instances.

In best-fit mapping algorithm, it selects migrated router
instance from the last to the first in F-allocated list and
searches the first resource block including enough remaining
resources formigrated router instance in F-idle list. Once one
router instance is moved, best-fit mapping algorithm deter-
mines whether or not VR-Cluster can allocate for new router
instance: if not, best-fit mapping algorithm will dynamically
move router instance again until VR-Cluster can establish
new router instance or there is no unmoved router instance.
Best-fit mapping algorithm, compared with first-fit mapping
algorithm, has to sort resource blocks from smallest to largest
after VR-Cluster moves router instances or establishes new
router instance. So, in best-fit mapping algorithm, router
instancesmay be located in somedifferent servers in forward-
ing plane.

The processing of best-fitmapping algorithm is present in
Algorithm 2. When resource management plane establishes
one router instance, it allocates forwarding resources for the
latter. Firstly, best-fit algorithm searches F-idle list to find the
first resource block that meets requirements of LF-Plane (S2).
At last, if it finds its selected resource blocks in F-idle list, it
can allocate resources for this request and sort F-idle list from
smallest to largest (S3–S7); otherwise, it should dynamically
move router instances in VR-Cluster. For dynamic migration
in best-fit algorithm (S8–S23), it selects the last LF-Plane (S9)
and searches the first resource block for it (S10–S16): if there
is one resource block for migrated LF-Plane, it will move
LF-Plane to selected resource block and sort F-idle list from
smallest to largest (S11–S15). If it does not searchwanted result
(S17–S22), it will continue searching the first resource block
for the last but one until it searches the last LF-Plane or gets
its wanted result (S8).

5.3. Worst-Fit Algorithm. In worst-fit mapping algorithm, it
mainly includes two types of linked lists: (1) F-idle list used
tomanage idle resource blocks in forwarding plane and (2) F-
allocated list used to manage forwarding resources occupied
by router instances.

In worst-fit mapping algorithm, it selects migrated router
instance from the last to the first in F-allocated list and
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Input: migration of router instance
Output: whether or not execute it
Process:
(1) 𝑁 = ∑𝑃

𝐹(𝑛)
; 𝑅 = amount of VR;

(2) while (𝑛 < 𝑁) {
(3) if (𝑃

𝐹(𝑛)
≥ 𝑅
𝐹(𝑛)

)
(4) return SUCESS;
(5) }

(6) for (𝑖 = 𝑅; 𝑖 ≤ 𝑅; 𝑖 − −){
(7) select 𝑅𝑖; //search the first resource block
(8) while (𝑛 < 𝑁){
(9) if (𝑃

𝐹(𝑛)
≥ 𝑅
𝑖

𝐹(𝑛)
) {

(10) move 𝑅𝑖 to 𝑃
𝐹(𝑛)

;
(11) Break;
(12) }

(13) } //determine whether or not VR-Cluster meets
(14) while (𝑛 < 𝑁){
(15) if (𝑃

𝐹(𝑛)
≥ 𝑅
𝑥

𝐹(𝑛)
)

(16) return SUCESS;
(17) }

(18) }

Algorithm 1: First-fit mapping algorithm.

Input: migration of router instance
Output: whether or not execute it
Process:
(1) 𝑁∑𝑃

𝐹(𝑛)
; 𝑅 = amount of VR;

(2) while (𝑛 < 𝑁){
(3) if (𝑃

𝐹(𝑛)
≥ 𝑅
𝑥

𝐹(𝑛)
){

(4) sort F-idle list from smallest to largest;
(5) return SUCESS;
(6) }

(7) }

(8) for (𝑖 = 𝑅; 𝑖 ≤ 𝑅; 𝑖 − −){
(9) select 𝑅𝑖; //search the first resource block
(10) while (𝑛 < 𝑁){
(11) if (𝑃

𝐹(𝑛)
≥ 𝑅
𝑖

𝐹(𝑛)
) {

(12) move 𝑅𝑖 to 𝑃
𝐹(𝑛)

;
(13) sort F-idle list from smallest to largest;
(14) break;
(15) }

(16) } //determine whether or not VR-Cluster meets
(17) while (𝑛 < 𝑁){
(18) if (𝑃

𝐹(𝑛)
≥ 𝑅
𝑥

𝐹(𝑛)
){

(19) sort F-idle list from smallest to largest;
(20) return SUCESS;
(21) }

(22) }

(23) }

Algorithm 2: Best-fit mapping algorithm.

searches the first resource block including enough remaining
resources for migrated router instance in F-idle list. Once
one router instance is moved, worst-fit mapping algorithm
determines whether or not VR-Cluster can allocate new

router instance: if not, best-fit mapping algorithm will
dynamically move router instance again until VR-Cluster
can establish new router instance or there is no unmoved
router instance.Worst-fitmapping algorithm, comparedwith
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Input: migration of router instance
Output: whether or not execute it
Process:
(1) 𝑁 = ∑𝑃

𝐹(𝑛)
; 𝑅 = amount of VR;

(2) while (𝑛 < 𝑁){
(3) if (𝑃

𝐹(𝑛)
≥ 𝑅
𝑥

𝐹(𝑛)
){

(4) sort F-idle list from largest to smallest;
(5) return SUCESS;
(6) }

(7) }

(8) for (𝑖 = 𝑅; 𝑖 ≤ 𝑅; 𝑖 − −){
(9) select 𝑅𝑖; //search the first resource block
(10) while (𝑛 < 𝑁){
(11) if (𝑃

𝐹(𝑛)
≥ 𝑅
𝑖

𝐹(𝑛)
) {

(12) move 𝑅𝑖 to 𝑃
𝐹(𝑛)

;
(13) sort F-idle list from largest to smallest;
(14) break;
(15) }

(16) } //determine whether or not VR-Cluster meets
(17) while (𝑛 < 𝑁){
(18) if (𝑃

𝐹(𝑛)
≥ 𝑅
𝑥

𝐹(𝑛)
){

(19) sort F-idle list from largest to smallest;
(20) return SUCESS;
(21) }

(22) }

(23) }

Algorithm 3: Worst-fit mapping algorithm.

first-fit mapping algorithm, has to sort resource blocks from
largest to smallest after VR-Cluster moves router instances
or establishes new router instance. So, in worst-fit mapping
algorithm, router instances may be located in some different
servers in forwarding resource pool and control resource
pool.

The processing of worst-fit mapping algorithm is present
in Algorithm 3. When resource management plane estab-
lishes one router instance, it allocates forwarding resources
for the latter. Firstly, worst-fit algorithm searches F-idle list
to find the first resource block that meets requirements of
LF-Plane (S2). At last, if it finds its selected resource blocks
both in F-idle-allocated list, it can allocate resources for this
request and sort F-idle list from largest to smallest (S3–
S7); otherwise, it should dynamically move LF-Plane in VR-
Cluster. For dynamic migration in worst-fit algorithm (S8–
S23), it selects the last LF-Plane (S9) and searches the first
resource block for it (S10–S16): if there is one resource block
for migrated LF-Plane, it will move LF-Plane to selected
resource block and sort F-idle list from largest to smallest
(S11–S15). If it does not search wanted result (S17–S22), it will
continue searching the first resource block for the last but one
until it searches the last LF-Plane or gets its wanted result (S8).

6. Experimental Results and Analysis

Wefirstly use general servers to achieveVR-Cluster including
resource management plane, data plane, control plane, and
switching plane. We then evaluate migration time based on

VR-Cluster protoplatform. At last, we evaluate the amount of
resource fragmentation, ratio of resource fragmentation, and
failure magnitude of creation of router instances when VR-
mapping algorithm uses different algorithms.

6.1. Experimental Environment. Our real implementation
includes six servers and two switches, as shown in Figure 5:
serverwith Intel XeonCPUE5-2680Processors, 64GBRAM,
dual 10Gbps interfaces, and dual 10Gbps interfaces, running
Linux CentOS 6.5. One switch is 10Gbps switch with 12
interfaces; another switch is 1 Gbps switch with 24 interfaces.

Control plane just consists of one server, which uses LXC
to establish virtualization environment.The control interface
interconnects with control fabric, so it can communicates
with resource management plane and forwarding plane.

Resource management plane just includes one server. Its
control interface interconnects with control fabric, which
can communicate with control plane, forwarding plane, and
switching plane.

Forwarding plane consists of two servers, running modi-
fiedClick router. One 1Gbps interface that is regarded as con-
trol interface interconnects with control fabric; one 10Gbps
interface that is regarded as data interface interconnects with
data fabric.

Switching plane consists of two servers, running simple
flow-table based application. One 1Gbps interface that is
regarded as control interface interconnects with control
fabric; one 10Gbps interface that is regarded as data interface
interconnects with data fabric.
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Figure 5: Experimental environment.
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Figure 6: Creation time of LF-Plane.

6.2. Migration Time. Migration time in VR-Cluster mainly
includes two parts: (1) creation time of LF-Plane and (2)
installation time of routing tables.

6.2.1. CreationTime of LF-Plane. In ourVR-Cluster, LF-Plane
adopts Click router to create LF-Plane. Besides, it uses DPDK
tools to optimize I/O performance. When we migrate LF-
Plane from one server to another server, we firstly create new
LF-Plane in destination server. We evaluate twenty times of
creation time of LF-Plane in forwarding plane, and our results
are presented in Figure 6.

The average creation time of LF-Plane is about 2.3 s,
because a new LF-Plane using DPDK tools has to take much
time in initializingmemory. And creation time is also affected
by system loading in server of forwarding plane. If there are
multiple LF-Planes, resource management plane uses more
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Figure 7: Installation time of routing table.

than 2.3 s to complete LF-Plane. Thus, creation time in VR-
Cluster can meet our requirement, because old LF-Plane also
continually forwards packets, which does not be beak off by
creation of new LF-Plane.

6.2.2. Installation Time of Routing Table. In VR-Cluster, the
time that LC-Plane takes to install a routing entry into its
corresponding LF-Plane is about 0.3ms. If the scale of routing
table is 100K, LC-Plane will takes about 55.4 s. In order to
decrease installation time of routing table, we using packet
batching technology to transmit multiple routing entries
together. If MTU in control fabric is 1500, LC-Planes can
install at most 121 routing entries once. We evaluate instal-
lation time of routing table under different scale of routing
tables, as shown in Figure 7.
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Figure 8: Failure magnitude.

In Figure 7, installation time continually grows with
increase of scale of routing time. Relationship between scale
of routing table and installation time does not exist linearly.
Installation time it takes per time continually grows as the
amount of routing entries it has installed increases, because
LF-Plane has to take more time to search its routing tables
when there is a huge amount of routing entries in it. For
instance, LF-Plane takes about 0.56ms to complete a single
installation when it does not store any routing entry; when
LF-Planes has stored 400K routing entries, it may take about
1.09ms.

6.2.3. Migration Time of LF-Plane. Migration time of LF-
Plane is equal to the sum of creation time and installation
time. When the scale of routing table is less than 10K, migra-
tion time is mainly affected by creation time of LF-Plane.
Once the scale of routing table is more than 50K, migration
time is mainly determined by creation time. In current Inter-
net, a backbone router has about 500K routing entries. In this
context, migration time of LF-Plane is about 44.8 s, which is
less than one minute. Thus, migration time of LF-Plane in
VR-Cluster can meet our requirement.

6.3. FailureMagnitude of Creation of Router Instances. Failure
magnitude of creation of router instances can be reduced by
dynamic migration in VR-Cluster. In this part, we use it to
evaluate whether or not dynamic migration is useful and to
determine whether or not efficiency of dynamic migration is
related to VR-mapping algorithms, as shown in Figure 8.

It shows that failure magnitude of creation of router in-
stances increases as resource utilization continually increases.
Random mapping algorithm firstly shows failure of creation
of router instances when resource utilization is about 40%.
And it has a worse performance as resource utilization
continually increases. Sequence mapping algorithm is better
than random mapping algorithm, because the latter may
result in lots of small resource fragmentation.When resource
utilization is too high, these two algorithms have a bad perfor-
mance. For example, failure magnitude of creation of router
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Figure 9: Amount of resource fragmentation.

instances in random mapping algorithm and sequence map-
ping algorithm is correspondingly 98.9% and 72.6% at 95%
resource utilization. In our proposed three dynamicmapping
algorithms, they show the first failure of creation of router
instances only when the resource utilization is higher than
80%. Besides, performance of our proposed algorithms is
better than the other two algorithms. In particular, best-fit
mapping algorithm just has 27.5% failure magnitude when
resource utilization is 95%. So, best-fit mapping algorithm
is better than other proposed algorithms in terms of failure
magnitude of creation of router instances.

6.4. Amount of Resource Fragmentation. Amount of resource
fragmentation is another useful criterion to evaluate effi-
ciency of dynamicmigration. In this part, wemainlymeasure
the amount of resource fragmentation generated in process-
ing of creation and deletion of router instances, as shown in
Figure 9.

Worst-fit mapping algorithm generates more resource
fragmentation than other algorithms, because this algorithm
usually allocates the largest resource fragmentation for router
instances. Most of algorithms may generate more resource
fragmentation as resource utilization continually increases.
However, there is a special phenomenon in three algorithms
including first-fit, random, and sequencemapping algorithm:
the amount of resource fragmentation decreases after the
resource utilization exceeds a defined value. Its reason is
that VR-Cluster has a higher failure magnitude of creation
of router instances (as shown in Figure 8) when resource
utilization exceeds a defined value. However, the amount of
resource fragmentation in best-fit mapping algorithm does
not decrease, because it has a lower failure magnitude of cre-
ation of router instances. Best-fit mapping algorithm is also
better than other algorithms, which always has no more than
fifteen kinds of resource fragmentation.

6.5. Ratio of Resource Fragmentation. We measure the max-
imum size of resource fragmentation and calculate ratio of
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resource fragmentation when resource utilization is 50%, as
shown in Figure 10. When resource utilization is 50%, these
algorithms except for random mapping algorithm do not
show failure magnitude of creation of router instances.

It shows that ratio of resource fragmentation increases
severely with a start and stays in a fixed position. The fixed
value in worst-fit mapping algorithm is approximately 92%;
the fixed value in random mapping algorithm is about 78%;
and the fixed value of first-fit mapping algorithm is 60%,
which is the same as the fixed value in best-fit and sequence
mapping algorithm. The reason is that worst-fit mapping
algorithm always allocates the maximal resources for router
instances, and random mapping algorithm also potentially
splits big resource fragmentation into small pieces of resource
fragmentation. From aspect of ratio of resource fragmenta-
tion, first-fit algorithm and best-fit algorithm are better than
worst-fit algorithm.

6.6. Summary. From the above experimental results, migra-
tion time in VR-Cluster can be accepted, which cannot result
in downtime of router instances. Thus, VR-Cluster can use
dynamic migration to solve “resource fragmentation prob-
lem.”

We further explore efficiency of our proposed three
VR-mapping algorithms. These three algorithms are better
than random and sequence mapping algorithm. And best-fit
mapping algorithm is the best in five mapping algorithms. It
can reduce failure magnitude of creation of router instances,
amount of resource fragmentation, and ratio of resource
fragmentation.

7. Conclusion and Future Works

We find that there are lots of resource fragmentation in the
processing of creation and deletion of router instances. And
we firstly put forward “resource fragmentation problem” and
establish evaluation model to analyze the above problem. In
order to prove efficiency of dynamic migration, we establish

a virtual router platform, called VR-Cluster, and use it to
measuremigration time of router instances. At the same time,
this paper further proposes three VR-mapping algorithms
including first-fit mapping algorithm, best-fit mapping algo-
rithm, andworst-fitmapping algorithm.At last, experimental
results prove that migration time of router instance can meet
requirements of dynamical migration. Besides, best-fit map-
ping algorithm is the best to solve “resource fragmentation
problem” in five algorithms.

In next works, we will explore a better VR-mapping algo-
rithm than best-fit mapping algorithm, which can consider
green energy, system loading balance, and so forth.
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Virtualmachine (VM) technology is one of the energy-efficiency approaches to save energywith acceptable quality of service (QoS).
In our previous studies, Artificial Bee Colony (ABC) based VM allocation policy can make a good tradeoff between performance
and energy consumption. However, there are two problems in state-of-the-art ABC based approaches: (1) how to find global
optimized solutions efficiently; (2) how to minimize the decision time of VM allocation. To solve these two problems, the idea
of simulated annealing is adopted to get a better global optimum, and the idea of gradient descent is applied to accelerate the speed
of finding solution space inΔ𝑡. Comparedwith state-of-the-art ABC based policies, the experimental results show that the proposed
algorithm efficiently reduces energy consumption and SLA violation.

1. Introduction

At present, a large number of data centers have been put into
practice to support internet-based services. Many applica-
tions, such as E-commerce and scientific computing, require
large-scale data-intensive computing. As data centers and
their applications continue increasing, how to realize energy-
efficiency computing has become a particular challenge.

There are several properties of data centers making the
problemof energy-efficiency computing difficult to be solved.
First, workload of a data center is a priori unknown to energy-
efficiency policy and will likely be variable over both time
and space. As a result, a static energy-efficiency policy is
insufficient. Second, customerswish their jobs can be finished
in time with an acceptable price. Third, lots of computing
and storage nodes are occupied in finishing their jobs in
time with high energy consumption and low utilization.

Therefore, finding a tradeoff between energy consumption
and performance in data centers is an important issue.

Many practices have been applied to achieve energy-
efficiency, such as Dynamic Voltage and Frequency Scal-
ing (DVFS) [1] and virtual machine technique [2]. Vir-
tual machine technique can improve the utilization rate
of resources, which are computing and storage nodes. For
example, low-load nodes will be slept to save energy when
their VMs have been migrated to other nodes with workload
balance principles.

VM allocation policies with workload balance are con-
sidered as one of the important energy-efficiency solutions
in data centers. In CloudSim [3] simulator, the classical
policies have been proposed, such as Random Selection
(RS), MinimumMigration Time (MMT), and Median Abso-
lute Deviation (MAD), to make VM allocation decisions.
Zhao et al. [4] applied PSO algorithm to VM allocation
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policy, and they have achieved significantly on the mea-
surement of energy-efficiency and QoS. In our previous
works, Artificial Bee Colony (ABC) [5] is adopted to achieve
energy-efficiency [6]. However, ABC based VM allocation
policies have disadvantages of finding global solutions in
time.

To solve these problems, the idea of simulated annealing
is adopted to find the global solution as much as possible
in this paper. Based on the principle of simulated annealing,
following bees have probability to jump out of local optimum
to find global optimum in other solution space. Even more,
the idea of gradient descent is applied to accelerate the speed
of finding solution in Δ𝑡 with QoS. Considering these two
ideas, an ABC based energy-efficiency live VM allocation
policy with simulated annealing and gradient descent is
proposed in this paper.

The main contributions of the paper are summarized as
follows:

(i) The idea of gradient descent is used to solve the
problem that is how to satisfy the requirement of
accelerating the speed of finding local optimum solu-
tion in a data center.

(ii) The idea of simulated annealing is adopted to get 𝑚
approximate global optimums with searching in turn
per Δ𝑡 duration.

(iii) After finding global optimums in time, the frequency
of VMmigrations is reduced greatly to achieve a fairly
high energy-efficiency level.

The rest of this paper is organized as follows. Related
work is depicted in Section 2. The proposed VM allocation
policy is given in Section 3. Simulated experiments are done
in Section 4. Discussion and analysis are given in Section 5.
Section 6 concludes the paper.

2. Related Work

The virtual machine allocation (VM allocation) is a process
that is finding the target host for the live migrant VM. Tra-
ditionally, VM allocation policy is designed to achieve high
performance. Currently, energy consumption is considered
as another important influencing factor to evaluate the rea-
sonability of VM allocation policy. Therefore, performance
and energy consumption are two major influencing factors
to construct energy-efficiency evaluation model.

Fan et al. [7] found a strong correlation between single
server and CPU utilization rate; that is, there is a direct linear
correlation between CPU utilization rate and the server’s
energy consumption. The higher the CPU utilization rate is,
the more the energy consumption is. This is represented by a
host energy evaluation model:

𝑃total = 𝑃idle + (𝑃busy − 𝑃idle) 𝜇cpu, (1)

where𝑃total represents the total energy consumption of a host,
𝑃idle represents the energy consumption of an idle host, 𝑃busy
represents the energy consumption of a high load host, and

𝜇cpu indicates the CPU utilization rate of a host. But it cannot
measure the nonlinear CPU utilization rate.

Boglazov [8] proposed another empirical nonlinear
model to evaluate the energy consumption of a host:

𝑃total = 𝑃idle + (𝑃busy − 𝑃idle) (2𝜇cpu − 𝜇
𝛾

cpu) , (2)

where 𝛾 represents calibration parameters forminimizing the
squared error, which is obtained by experiments.

For the cost of energy consumption from data centers,
researchers have found a variety of efficient policies to reduce
the cost of energy and keep a relatively high QoS level.

Deng et al. [9] proposed the concept of green data
centers, which means low energy consumption, low cost,
and low levels of environment pollution. Fiandrino et al.
[10] proposed the model of energy consumption for VM
migration, which can reduce the cost of energy consumption
of data centers to achieve workload balance. However, they
did not discuss the problem of finding global optimum
and unsuitable VM migration. Nakada and Hirofuchi [11]
optimized the number of physical hosts and reduced the
frequency of virtual machine migrations. They made Service
Level Agreement (SLA) as an important influencing factor to
measure the optimal results and also placed VMmigration as
a multiobjective optimization issue.

Nishant et al. [12] utilized the ant colony algorithm to
solve the problem of VM migration. Each ant only updates
its local data, which leads to the low rate of convergence.
Jeyarani et al. [13] presented SAPSO to realize dynamic
VM scheduling in data centers. SAPSO promptly detects
and efficiently tracks the changing optimum that represents
target servers for VM placement. However, the idea did
not take future workload into account. From the perspec-
tive of long operation, the policy may incur additional
costs.

Previously, our research focuses on making use of ABC
algorithm to solve the problem of VM allocation, but it
is insufficient on the speed of convergence for finding 𝑚
local optimums in data centers. When dealing with the same
volume of jobs, the higher the energy-efficiency level of target
host is, the less it costs. As we all know, the energy-efficiency
level will be decreased rapidly when the workload of a target
host is larger than a certain critical value. Therefore, it is
important to achieve a fairly high energy-efficiency level in
data centers by making an effective live VM allocation policy.
In our previous researches, ABC based energy-efficiency live
VM allocation policy has been proposed. However, there are
still two problems which need to be solved in Section 1.

3. ABC Based Live VM Allocation Policy with
Simulated Annealing and Gradient Descent

Workload balance in data centers can save energy by migrat-
ing VMs to target hosts, and the key is to assign VM to the
optimal target host [14]. To achieve the goal of saving energy
in data centers, we introduce an ABC algorithm to seek the
best target hosts. However, Bi and Wang [15] found that an
ABC algorithm is easy to fall into local optimum. To solve
this problem, simulated annealingmakes the scouts jump out
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of local optimal solution space and then optimize the optimal
solution within multiple iterations. The following paper will
elaborate it from two aspects, one is the energy evaluation
model of data centers, and the other is an enhanced energy-
efficiency live VM allocation policy.

3.1. Data Center Energy Evaluation Model. In the live VM
allocation process, we want to assess the cost that the VM
needs to be migrated to the target host. We use 𝑃diff , which
represents difference in the energy consumption, to evaluate
virtual machine migration process cost:

𝑃after = 𝑃idle + (𝑃busy − 𝑃idle) (2𝜇cpu after − 𝜇
𝛾

cpu after)

𝑃now = 𝑃idle + (𝑃busy − 𝑃idle) (2𝜇cpu now − 𝜇
𝛾

cpu now)

𝑃diff = 2 (𝑃busy − 𝑃idle) (𝜇cpu after − 𝜇cpu now)

+ (𝑃busy − 𝑃idle) (𝜇
𝛾

cpu now − 𝜇
𝛾

cpu after) ,

(3)

where 𝑃after corresponds to the energy consumption of a
target host after receiving VM and 𝑃now means the current
energy consumption of the target host.

On the basis of the energy evaluation model, the metric
of fitness is defined as in

𝐹𝜎,𝜔 = tan 𝜃 =
𝐸𝜎 − 𝐸𝜔

√(𝑥𝜎 − 𝑥𝜔)
2
+ (𝑦𝜎 − 𝑦𝜔)

2

, (4)

where 𝐸 corresponds to the energy consumption and 𝜎 and
𝜔mean two different physical hosts.

3.2. Formal Problem. We formalized the problem as migrat-
ing 𝑛 virtual machines to 𝑚 hosts. Its solution is represented
as 𝑛-dimensional vector, where each element represents a
target host. We can describe the problem as to find a virtual
machine allocation policy; we define it as𝐴, which is to satisfy
the demand to maximize computing performance while
minimizing energy consumption. To solve this problem, we
define an array of 𝑆 = {𝐻,VM, 𝐸, 𝐴}. 𝐻 represents 𝑚
physical hosts; 𝐻(𝑚, 𝑡) = {𝐻1, 𝐻2, 𝐻3, . . . , 𝐻𝑚}, where 𝑡
means the VM migration time and VM represents 𝑛 VMs.
VM(𝑛, 𝑡, Δ𝑡) = {VM1,VM2, . . . ,VM𝑛} is expressed as 𝑛 VM
migration demand in Δ𝑡. 𝐸(𝑚, 𝑡) = {𝐸1, 𝐸2, 𝐸3, . . . , 𝐸𝑚}

represents the total energy consumption of 𝑚 hosts. The
purpose of the algorithm is to find the host location for
maximum performance and minimize energy consumption.
There are multiple locations to meet the demand, so we
define as (6), 𝑖 ∈ {1, 2, 3, . . . , 𝑛}, 𝑗 ∈ {1, 2, 3, . . . , 𝑚}, 𝑟 ∈
{1, 2, 3, . . . , 𝑠}, 𝜑 represents a different location selected that
is migrating VM to number 𝑗 host, and it has the following
relationship:

𝜑 =

{{{{

{{{{

{

1 if VM has been allocated to 𝐻𝑗 and 𝑟𝑐𝑟VM ≤ 𝑎𝑐𝑟𝐻𝑗

0 if VM has been allocated to 𝐻𝑗 and 𝑟𝑐𝑟VM ≥ 𝑎𝑐𝑟𝐻𝑗

Invalid if VM has not been allocated to 𝐻𝑗,

(5)

𝑍𝑠 =

𝑛

∑

𝑖=1

𝑚

∑

𝑗=1

𝜑, (6)

Δ𝐸 = 𝛿
𝑟

𝑘
− 𝛿
𝑟

𝑘−1
, (7)

𝛿𝐸 =

𝑚

∑

𝑘=1

(𝛿
𝑟

𝑘
− 𝛿
𝑟

𝑘−1
) , (8)

where 𝑟𝑐𝑟VM represents the smallest computing nodes of
VMs and 𝑎𝑐𝑟𝐻𝑗 marks the available computing resources
of 𝑗th host. There are 𝑜 positions for max 𝜑 that can be
selected in 𝑆 placement policy. It can be expressed as PS =
{𝑚,VM, 𝑜, 𝑡}.

The second parameter is based on energy consumption;
𝐴 = {𝑚,VM, 𝑟, 𝑡 + 𝑡𝑘}, where 𝑟 corresponds to any placement
of 𝑜 and 𝑘 represents the host number. The position 𝑜,
when selecting the host number 𝑘, is represented as 𝐴 =

{𝑚,VM, 𝑟, 𝑡 + 𝑡𝑘}. Their energy is represented as 𝛿𝛾
𝑘
, and it

means, according to 𝑟, the total energy consumption that
is migrating VMs to the host. Hence migrating VM energy

consumption can be expressed as (7). In order to achieve
better energy-efficiency, energy-efficiency VMmigration can
be represented as (8). In other words, in order to minimize
energy consumption, we must minimize the value of 𝛿𝐸.

3.3. Expressed Solutions. In order to achieve an ABC based
energy-efficiency algorithm, representation of the solution
becomes a priority. Solutions expressed represent the cor-
respondence between the optimal bee and problem spaces
found by ABC based algorithm. In this paper, there are
𝑛VMs to be migrated to 𝑚 target hosts, so this is an 𝑛-
dimensional vector problem. Each dimension is an integer
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Figure 1: Flowchart of FP-ABC VM allocation policy.

from 0 to 𝑚 − 1. Position vector is represented as 𝑔𝐵𝑒𝑠𝑡𝑖 =
{𝑔𝐵𝑖1, 𝑔𝐵𝑖2, . . . , 𝑔𝐵𝑖𝐷}. V𝑖𝑗 shows a nectar of the 𝑖th (The
𝑖th solution vector) position of the 𝑗th (𝑗th VMs to be
migrated) dimension. Velocity vector is represented as V𝑖 =
{V𝑖1, V𝑖2, . . . , V𝑖𝑗, . . . , V𝑖𝐷}; V𝑖𝑗 shows 𝑗-dimensional speed of the
𝑖th nectar source. 𝑝𝐵𝑒𝑠𝑡𝑖 = {𝑝𝐵𝑖1, 𝑝𝐵𝑖2, . . . , 𝑝𝐵𝑖𝐷} shows that
the current optimal location is found, and best position vector
is represented as 𝑔𝐵𝑒𝑠𝑡𝑖 = {𝑔𝐵𝑖1, 𝑔𝐵𝑖2, . . . , 𝑔𝐵𝑖𝐷}, which is
regarded as the current best target location in the population.

3.4. The Main Idea of ABC Based Energy-Efficiency Live VM
Allocation Policy. An ABC based live VM allocation policy
has been considered as a better energy-efficiency policy.
According to [15], it can reduce 25%∼30% energy cost with
acceptable SLA violation. However, in big data time, the ABC
based energy-efficiency live VM allocation policy will face
huge amount of data-intensive jobs and need to get the best
VM allocation decision in time.

To solve these problems, we have improved the ABC
algorithm in two ways. First, the traditional speed of ABC
based algorithm uses fitness function to find local optima
which need to be optimized. Therefore, the idea of gradient
descent is applied to getting the local optima rapidly. Second,
the traditional ABC based algorithm maybe falls into the
local optima in a time window of Δ𝑡. Therefore, simulated
annealing is applied to finding the global optima.

3.5. Improved Artificial Bees Live VM Allocation Policy. As
illustrated in Figure 1, the FP-ABC VM allocation policy can
be described as shown in Algorithm 1.

4. Results

4.1. Experimental Environment. The cloud simulator of
CloudSim3.0 [3] is used to conduct a simulation experiment.
Java programming language is adopted to get results from



Scientific Programming 5

Input: the candidate target host queue CTHQ = {ℎ
1
, ℎ
2
, . . . , ℎ

𝑛
}

Output: BestTargetHost
Pseudo-code as follows:
(1) CTHQ = {ℎ

1
, ℎ
2
, . . . , ℎ

𝑛
} are marked unexplored; Set the SimMigTaskQueue;

(2) Set the maximum temperature (T max), T = T max and T min;
(3) Initialize CandidateTargetHostQueue;
(4) Set NeighborHostQueue to be Null, and set BestTargetHost also to be Null;
(5) Set the number of following bees as 𝐾;
(6) Set the initial time point 𝑡, // set the number of 𝑛 VMmigration requests;
(7) While (T ≥ T min)
(8) Select an undetected host randomly, and send scouts in candidate target host queue;
(9) do
(10) Parbegin
(12) Calculates the host power // Sent 𝐾 following bees near the scouts randomly
(13) Use of gradient descent, calculation and evaluation function

𝐽 (𝐸) =
1

2

𝑚

∑

𝑖=1

(𝐸 (𝑥
𝑖
, 𝑦
𝑖
))
2

(14) If (𝐽(𝐸) = 0)
(15) Output the host number of current nearby following bee // find current local optima
(16) else {
(17) in accordance with the rules of

min𝑓(𝑥
𝑖
+ 𝛼

𝜕

𝜕𝑥
𝑖

𝐸 (𝑥
𝑖
, 𝑦
𝑗
)), min𝑓(𝑦

𝑗
+ 𝛼

𝜕

𝜕𝑥
𝑖

𝐸 (𝑥
𝑖
, 𝑦
𝑗
))

to apply the program of the gradient descent

(18) 𝑥
𝑖+1
= 𝑥
𝑖
− 𝛼

𝜕

𝜕𝑥
𝑖

𝐸 (𝑥
𝑖
, 𝑦
𝑗
), 𝑦
𝑗+1
= 𝑦
𝑗
− 𝛼

𝜕

𝜕𝑦
𝑗

𝐸 (𝑥
𝑖
, 𝑦
𝑗
)

}

(19) Endif
(20) use

𝐸(𝑥
𝑖
− 𝛼

𝜕

𝜕𝑥
𝑖

𝐸) = min
𝛼>0
𝐸(𝑥
𝑖
− 𝛼

𝜕

𝜕𝑥
𝑖

𝐸) to update 𝛼
𝑘
;

(21) ParEnd
(22) 𝑇

𝑘
= 𝑇
0
/𝑘
𝑚 // Make use of simulated annealing.

(23) Update fitness value,

𝐹
𝑖,𝑗
= tan 𝜃 =

𝐸
𝜎
− 𝐸
𝜔

√(𝑥
𝑖
− 𝑥
𝑗
)
2
+ (𝑦
𝑖
− 𝑦
𝑗
)
2

;

(24)While (𝐹
𝑖,𝑗
= 0)

(25) Following bees have returned, update current best target host;
(26) Update unexplored candidate target host group;
(27) Update the nearby hosts, candidate host queue and Top-N current best target host queue
(28) Recording time 𝑡;
(29) Endwhile
(30) Δ𝐸 = 𝐸 − 𝐸0 // Out of the current local optimal solution based on the Metropolis criterion
(31) If (exp(−Δ𝐸/𝑇) > random(0, 1))
(32) Return to Line (7)
(33) else
(34) Output BestTargetHost
(35) Endwhile
(36) Output similar target hosts

Algorithm 1

MyEclipse9.0. The experiment is done on Lenovo� desktop.
Its system parameters as follows:

CPU: Intel(R) Core(�) i7-3770 CPU @ 3.40GHz.
RAM: 4.00GB.
System type: 64-bit operating system.
OS: Windows 7.

PlanetLab [8] is a group of computers, which is tested
for computer networking and distributed systems research.
It was established in 2002 by Professor Larry L. Peterson and
Professor David Culler, and it was composed of 1353 nodes at
717 sitesworldwide in January 2016 [16]. 10-day sample data in
PlantLab cloud computing environment are chosen as exper-
imental data as shown in Table 1 [8]. Simulation data center is
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Table 1: Characteristics of the workload data (CPU utilization rate).

Date The number of VMs Mean Standard deviation Quartile 1 Median Quartile 3
03/03/2011 1052 12.31% 17.09% 2% 6% 15%
06/03/2011 898 11.44% 16.83% 2% 5% 13%
09/03/2011 1061 10.70% 15.57% 2% 4% 13%
22/03/2011 1516 9.26% 12.78% 2% 5% 12%
25/03/2011 1078 10.56% 14.14% 2% 6% 14%
03/04/2011 1463 12.39% 16.55% 2% 6% 17%
09/04/2011 1358 11.12% 15.09% 2% 6% 15%
11/04/2011 1233 11.56% 15.07% 2% 6% 16%
12/04/2011 1054 11.54% 15.15% 2% 6% 16%
20/04/2011 1033 10.43% 15.21% 2% 4% 12%

Table 2: Power consumption by the selected servers at different workload levels in Watts.

Workload level 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
HP ProLiant G4 86 89.4 92.6 96 99.5 102 106 108 112 114 117
HP ProLiant G4 93.7 97 101 105 110 116 121 125 129 133 135
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Figure 2: Energy consumption of the five algorithms.

composed of 800 heterogeneous physical nodes, and half of
these nodes are HP ProLiant ML100G4 server (1860MIPS)
while the other halves are HP ProLiant ML110G5 server
(2660MIPS) [8]. Energy consumption of these two servers
at different loads is shown in Table 2. Server virtual machine
is set as single-core; RAM can also be classified according
to the number of VMs. The following are the main types
of VMs: High-CPUMedium Instance (2500MIPS, 0.85GB),
Extra Large Instance (2000MIPS, 3.75GB), Small Instance
(1000MIPS, 1.7 GB), andMicro Instance (500MIPS, 613MB).

The simulation is performed in CloudSim3.0, Δ𝑡 is set as
30 seconds, and its safety parameter is 1.5.

4.2. Evaluating the Energy Consumption of FP-ABC with
Different Approaches. In Figure 2, FP-ABC can reduce the
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Figure 3: ASLAV metric of the five algorithms.

energy consumption of data center by 5.1% on the base of
ABC RS.The proposed energy evaluation model can be used
to evaluate different VM allocation policies. Our proposed
FP-ABC policy has advantage in saving energy.

4.3. Evaluating the Violation Rate of SLA with Different
Approaches. Service Level Agreement (SLA) represents a
guarantee under certain overload performance and reliability
of service. In other words the service provider and the user-
defined agreements are accepted by each other. SLAV is short
for Violations of SLA. ASLAV is the average rate of SLAV.
The QoS will be better if its ASLAV is lower. In Figure 3,
FP-ABC is the last one. Among these traditional policies,
THR RS has the worst performance. And it proves that VM
allocation policy of THR RS gets higher ASLAV value. The
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Figure 4: Number of VMmigrations of the five algorithms.

ASLAV value of FP-ABC is 10.4%, and it means that FP-
ABCcan reduce energy consumptionwith acceptableASLAV.
Therefore, the workload balance based policy can satisfy
user’s requirement of QoS.

4.4. Evaluating the Effectiveness of FP-ABC with Different
VM Allocation Policies. The number of VM migrations is a
statistic variable to measure the VM migration times which
occurred in data centers. The cost will be lower if fewer
VM migrations occurred. As shown in Figure 4, FP-ABC
and ABC RS can reduce the frequency of VM migrations
greatly. Furthermore, FP-ABC can reduce VMmigrations by
nearly 6.1% when compared with ABC RS. An unreasonable
VM allocation policy will increase the frequency of VM
migrations. Therefore, FP-ABC policy can find best hosts
as BestTargetHostList in Δ𝑡. As a result, we can save more
energy.

4.5. Evaluating the Energy-Efficiency of FP-ABCwith Different
VM Allocation Policies. In formula (9), ESV is an energy-
efficiency comprehensive index. It measures the tradeoff
between performance and energy consumption. As we all
know, the QoS will be violated when energy is saved greatly
and vice versa. Therefore, achieving a good energy-efficiency
tradeoff is difficult. However, FP-ABC has a good perfor-
mance in the metric of ESV depicted in Figure 5. The first
reason is that FP-ABC policy can reduce the VM migration
frequency to keep live workload balance in data centers;
the second reason is that the proposed energy consumption
evaluation model can be used to make a better evaluation of
energy consumption in data centers; the third reason is that
idea of simulated annealing and gradient descent can improve
the performance of ABC based policy. Evaluation model [8]
is presented as follows:

ESV = EC ∗ SLAV. (9)
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Figure 5: ESV metric of the five algorithms.
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Figure 6: ETMmetric of the five algorithms.

4.6. Evaluating the Decision Time of FP-ABC with Different
VM Allocation Policies. In Figure 6, based on the index
of execution time mean in Cloudsim3.0, it can reduce
the decision time 85% to THR RS, 86% to IQR RS, 88%
to MD RS, and 13.8% to ABC RS. Compared with these
traditional migration policies, the FP-ABC is more effective
to minimize the decision-making time.

5. Discussion

5.1.The Importance of Accelerating the Process of Finding Local
Optimized Target Hosts with FP-ABC. A huge number of live
migrant VMs are waiting to be allocated to their best target
hosts in Δ𝑡. Therefore, the solutions should be given in some
reasonable time window. Current state-of-the-art ABC based
live VM allocation policy should be improved by accelerating
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the speed of finding the local optimized target hosts. To solve
this problem, the idea of gradient descent is adopted to ABC
based live VM allocation policy. Current ABC based policy
only makes the judgment based on its fitness value, without
considering the requirement of speed. The idea of achieving
a local solution quickly is realized by gradient descent. It
will accelerate the process of searching local optimization in
order to accelerate the speed of FP-ABCpolicy. In Section 4.6,
we see that value of execution time mean is reduced when
compared with 3 traditional policies and ABC RS policy. It is
significant when facing with amount of applications and also
can save energy.

5.2. The Importance of Adopting Idea of Simulated Annealing
to Find Global Optimized Target Hosts. We want to find
the global optimum target host for each migrant VM in
VM allocation, because the unreasonable target host will
increase irrational energy consumption. In CloudSim3.0,
three traditional VM migration policies are not good at
finding the global optimum results, since their decision
is made only by workload balance without reasonability
analysis. Furthermore, the state-of-the-art ABC based policy
is easy to fall into local optimum.Therefore, we add the idea of
simulated annealing into ABC based policy, which can make
scout bees jump out of the current solution space on a certain
probability to detect other solution space.

5.3. Tradeoff between Energy Consumption and Service Qual-
ity. In data centers, to reduce energy consumption or
improve the quality of service simply is not a good energy-
saving policy, because reducing the total energy consumption
will decrease service quality; that is to say, it will increase
the value of SLAV. The main objective of this paper is to
achieve energy efficient goal and make the value of SLAV
accepted. Experimental results show that FP-ABC can save
energy effectively in the balance of the EC and SLAV, which
is based on formula (9) introduced in Section 4.5.

6. Conclusions

This paper presents a new live VM allocation policy to reach
as far as possible to meet the SLAV value while saving energy
consumption. We proposed the state-of-the-art ABC based
policy with the idea of simulated annealing and the idea
of gradient descent. The idea of gradient descent is used to
find the optimal solution with higher speed. And the idea
of simulated annealing is used to find the global optimal
solutions in Δ𝑡. Simulation experiment has proved that FP-
ABC policy can effectively reduce energy consumption with
relative high level of QoS. In addition, FP-ABC can effectively
reduce the energy consumption of data centers by 5.1%, when
compared with the state-of-the-art algorithm of ABC RS.

In the future, the proposed the state-of-the-artABCbased
policy should be adapted to the cloud of cloud. Cloud of
cloud is a new business model to get an economic data
center with good service performance. The improved ABC
based optimized model should be implemented in new
environment.
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Now all kinds of public cloud providers take computing and storage resources as the user’s main demand, making it difficult for
users to deploy complex network in the public cloud.This paper proposes a virtual cloud platformwith network as the core demand
of the user, which can provide the user with the capacity of free network architecture as well as all kinds of virtual resources. The
network is isolated by port groups of the virtual distributed switch and the data forwarding and access control between different
network segments are implemented by virtual machines loading a soft-routing system. This paper also studies the management
interface of network architecture and the uniform way to connect the remote desktop of virtual resources on the web, hoping to
provide some new ideas for the Network as a Service model.

1. Introduction

With the recent rapid development of cloud computing,
more and more personal and enterprise users enjoy the
various and convenient services brought by cloud computing.
The demand based access model not only saves a lot of
expenses for the user, but also avoids the waste of a large
number of idle resources for the society as a whole [1].
Being necessary for the development of the cloud computing,
virtualization technology abstracts physical resources into
logical resources, makes the diversity and compatibility of
equipment transparent to the upper structure, and realizes
more granular utilization of resources, including calculation,
memory, disk, network, and operating system.

Along with the advance of virtualization technology,
cloud providers are able to meet more requirements of com-
puting and storage capacity. Meanwhile, great efforts have
also been made to do the research in this respect [2]. Data
networks, considered a necessary component of the infras-
tructure that links the consumable resources together, have
not been utilized sufficiently compared to other resources.
While the computing and storage resources have their flexible
consumption model [3] in most IaaS (Infrastructure as a
Service), the network resource has not yet been turned into
a consumable service from the user perspective.

It is necessary to start with the reference to the concept
of network virtualization, which is the focus of the paper
[4]. The network virtualization generally refers to the tech-
nology used to abstract the physical network resources. It
makes the physical network resources pooled, which allocates
resources to users according to their requests in a logical
way, which can achieve the goal of flexible resources division
or merger. The users can manage their allocated virtual
networks independently without the concerns about the
physical implementation detail and the network resource
conflict with other users. The technologies commonly used
in the implementation of network virtualization are VLAN
(Virtual Local Area Network), VPN (Virtual Private Net-
work), Overlay Network, programmable network, and the
currently hot SDN (software-defined networking) [5] and
DCN (data center network) [6, 7]. Unlike the above, our
research objective is to connect the virtual network to the
virtual machine inside the cloud.

The cloud computing service model has three basic ser-
vices: Infrastructure as a Service (IaaS), Platform as a Service
(PaaS), and Software as a Service (SaaS). Similarly, in [8], the
authors proposed a new concept on the network, Network
as a Service (NaaS). According to the authors, NaaS should
allow a user to request a network by specifying precisely

Hindawi Publishing Corporation
Scientific Programming
Volume 2016, Article ID 9315672, 6 pages
http://dx.doi.org/10.1155/2016/9315672

http://dx.doi.org/10.1155/2016/9315672


2 Scientific Programming

the network topology, the router computing capacities, the
routing protocols, and possible other features.

Costa et al. [9] think that users nowhave little control over
the network, so they suggest that NaaS should be network
visibility and custom forwarding.As for the network visibility,
users are provided with an abstract view of their allocated
VMs without the need for reverse-engineering, but with
easier deployment. As for custom forwarding, users can
implement custom routing protocols, design firewall [10], and
develop gateway, such as acceleration gateway [11].

In this paper, based on the above concepts, we present
our design and implementation of VNetCloud, a platform
that allows users to set up their own network infrastructure
in a manageable way and makes the network a consumable
service for users. VNetCloud is a virtual cloud platform with
the network as the core requirement. The user platform will
get an exclusive, isolated cloud environment. In VNetCloud,
users can organize their computing, storage, and network
resources, especially their network resources in their exclu-
sive space. VNetCloud is not a local area network (LAN) but
a collection of networks.

The contribution of our work can be summarized as
follows:

(1) We designed and implemented a NaaS oriented plat-
form prototype, which provides users with not only
an isolated virtual resource environment, but also a
flexible network topology, which enables a user to
freely combine and dynamically dispatch his virtual
resources according to the requirement.

(2) We have used the HTML5 based drawing technology
to provide users with a more visual and convenient
interaction environment, in which the users can drag
and drop to add or manage virtual resources and
topological relations between virtual resources, thus
bringing about the implementation of high autonomy
in operations management.

(3) We have studied and implemented a remote desktop
method based on HTML5, which is used to push
all kinds of the system desktop environments to a
unifiedweb interface through the protocol conversion
middleware and therefore provides a strong support
for the platform.

The rest of this paper is organized as follows. Section 2
summarizes the related work. Section 3 illustrates the archi-
tecture and implementation of VNetCloud. In Section 4, we
describe application scenarios of our platform. We conclude
the paper in Section 5.

2. Related Work

VPC (virtual private cloud), an on-demand configurable pool
of shared computing resources allocatedwithin a public cloud
environment, was first put forward as a commercial solution
by AWS [12]. It can divide for each user on public cloud
an exclusive VLAN, and the user can add cloud services
to this private network space, create a subnet, and establish
connection with enterprise internal private cloud through

VPN. Based on the idea of VPC, Wood et al. proposed the
idea of CloudNet architecture [13], which joins VPNs with
cloud computing, with VPNs providing secure communica-
tion channels and allowing customer’s control over network
provisioning and configuration. CloudNet can provide secure
and seamless cloud resources to enterprises.

In [8], the authors proposed an extension of the virtual
private cloud concept, that is, Cloud Networking. In this
paper, the authors generalize the ideas in [13] and allow cloud
and network resources to be handled as a single set. Network
here refers to the connection between clouds, which are the
nodes in the net. NCSS (Network-Aware Cloud System Suite)
proposed by the authors has an integral control over clouds
and the network between clouds, providing functionalities
such as distributed network and cloud resource discovery,
network and cloud mapping and creation, network and
computing monitoring, and network and cloud resource
management. The authors’ research is based on the proposal
that the whole routing topology information and physical
routing equipment (such as PE and CE) information be
obtained or set up on the same control platform.

CloudNaaS is a network service platform that allows users
to utilize many network functions [14]. The authors present a
design of an integrated provisioning system for cloud appli-
cations and network services with interfaces for customers
to specify network requirements. CloudNaaS leverages the
OpenNebula [15] cloud framework to implement the cloud
controller component and utilize OpenFlow [16] enabled
switches within lab-base setup. CloudNaaS primitives are
implemented within the cloud infrastructure itself using
high-speed programmable network elements.

In [17], the authors put forward some challenges and
applicable scenes concerning Network as a Service and
design and implement a cloud platform with NaaS through
exploiting the functionality provided by software-defined
networks, hoping that the cloud provider can integrate the
cloud controller into an integrated network manager module
to have a centralized view of the network, which implements
the NaaS paradigm and is responsible for serving all the
network related requests including queries.

In recent years, many researches are about how to enable
the user to have control over different data centers or all kinds
of transmission equipment between cloud networks or have
implemented the flexible control of Network traffic based
on software-defined network, making the network more
intelligent. But it is difficult to make common users be able
to fully control all kinds of transmission equipment now. To
most of the requirements of the enterprises, all their resources
are not distributed on different clouds. The implementation
of their requirements for access control, security isolation,
load balancing, and so forth does not necessarily rely on
the control of transmission equipment like PE route, for
soft-routing can be provided to users as a virtual machine
in the public network. In this paper, what we are going to
solve is aiming at the solutions to the free organization of
the logical relations between their virtual resources, even
the construction of complex network architecture, and the
deployment of all kinds of security strategies for large users
on public clouds.
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Figure 1: A network topology of a commercial system.

3. The Architecture and Its Implementation

In our platform, the user can not only use the virtual
machines resource in cloud, but also build their network
topology for their business. As shown in Figure 1, it is a
network topology of a commercial system.

Let us call this mobile application A. When it is in
use, it first visits the website server on the outer network.
The authentication and authorization servers, along with the
WebAPI server of A-app, are set up in a security interception
area surrounded by two layers of firewall. Passing through
the security zone, mobile application A also needs to get
access to the load balance module of B-app and the gateway
before getting access to basic services, which is the produc-
tion environment architecture of the product, and the test
environment of the product must have same property. Here
is just one product of the company. When the production
environment is a complicated environment with a high cost,
the test environment needs an equivalent investment.

As we know, test environment is different from the
production environment, which is a transient operating
environment, instead of being used in software iterative
cycle. This company may require a test environment charged
by demand and time. While the mainstream cloud service
providers provide users with services focusing on computing
and storage, to build such a complex test environment on
a public cloud platform will be something very painful and
difficult.

In this paper, we aim to provide users with a virtual
cloud platformwhich ismade by virtualmachines and virtual
network devices. With the platform, users can build a test
environment for the commercial system.

The types of customers the public cloud platform faces are
various, and their demands for network are varied. Consider-
ing that the existing cloud providers have quantitative billing
on resources such as computing, memory, and hard disk, it is
natural to list the network as one of the quantifiable resources.

3.1. The Platform Infrastructure. As a prototype, we choose
VMware vSphere as our virtualization solution.The vSphere,
as a mature commercial product, not only features the most
advanced and complete server virtualization technology,
but also offers the API and the SDK for these products
and components. This platform customization management
of vSphere can be implemented with the use of VMware
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VM VMVM

vCenter server vDS
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Figure 2: The infrastructure of VNetCloud.

vSphereWeb Services SDK [18], which providesmanagement
interfaces for ESXi and vCenter and contains a Java sample
code and very detailed API documentation. As shown in
Figure 2, it is the architecture diagram for VNetCloud.

In addition, the VDS (vSphere distributed switch) [19]
is deployed for the management of virtual network, and the
collection of network segments is differentiated through the
VDS port group. The distributed port groups group many
ports under a common zone and provide locating point for
a virtual machine connected to the marked network [20].
The virtual machine does not connect its virtual network
interface card (vNIC) to a specific port on the vSwitch but
to a port group. All the virtual machines connected to the
same port group belong to the same network in the virtual
environment. The port group can be used to break up the
broadcast domains in the virtual environment. The vNIC of
different port groups will not be broadcast by each other. As
a result, the package transmission in the same port group is
more secure.

Apparently, this virtual switch system is based on the
Forwarding and Control Element Separation (ForCES) [21]
framework, which can be divided into two logical parts,
data plane and control plane. Data plane performs the actual
operations such as packet switching, filtering, and marking.
Control plane is a central controller of virtual network
management, allowing administrators to manage network
services through the higher-level functionality.

3.2. Web Interface. Our platform highlights that it is free for
users to organize the isolation network relations between the
virtual resources they have. Therefore we not only give the
infrastructure support, but also make users feel intuitively
that this network is a user-customized platform.

KineticJS is an open source JavaScript framework based
on HTML5 [22, 23]. It encapsulates HTML5 Canvas [24],
allowing easy and convenient operations of HTML5 Canvas.
In KineticJS, users can draw, operate, andmodify all graphics
or pictures on the canvas and add event monitors on them.

We design an HTML5 based drawing panel as the
main interface that allows users to deploy their customized
network topology. We can drag and drop the preset virtual
device icon from one division to the center panel through
KineticJS. The user, through a drag-and-drop operation, can
freely combine his resources and connect a virtual device
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Figure 3: Web interface of the platform.

icon to another, which means that the two devices can be
put in the same port group. By clicking on the linked line
icon, the corresponding network interface relation on both
ends of the device can be set. And by clicking on the device,
the configuration of virtual resources such as CPU, memory,
hard disks, and network interfaces can be viewed and set
up. We also place the entrance to the remote desktop in
them. Figure 3 shows the result of the implementation of the
platform interface in a user-customized way.

The virtual devices on the canvas and their dragging,
drawing, and connection are all based on KineticJS frame-
work, implementing instances such as Kinetic.Topology,
Kinetic.Topology.Background, Kinetic.Topology.Device, and
Kinetic.Topology.Line. Kinetic.Topology is the main class
of the topological graphs, containing the device list and
the line list and the connectors between them and the
get and set methods of these objects. When a device is
dragged into the canvas, the set method of the device
object is invoked, and the canvas will be updated. There are
two layers in Kinetic.Topology, used to display, respectively,
graphics painted and message data. Kinetic.Topology.Device
is a device class, and it also has a line list, different from
the line list in Kinetic.Topology, which is the relevant line to
the device. In addition, it also contains removing, checking
range, binding event, drawing, and so on. Such a visual
usage scenario can strengthen the user’s global mastery of the
virtual environment.

3.3. Logic of the Customized Network Topology. After the
topology design in the web interface is finished, the data of
connecting relation can be sent to background.With toJSON
method of Kinetic Topology, we can get the JSON data of
our customized network topology, which will be a collection
of Device and Line. Each subset in Device includes all kinds
of configuration information of the virtual devices and their
coordinates on the canvas. Each subset in Line contains
the network interface information of virtual machines on
both ends of all lines; those JSON data are submitted to the
background, through the Java reflection mechanism and the
deserialization of JSON, and a collection of Device and Line
is aggregated to become the object of network topology.

In the customized network topology, normally we put the
network interface of the virtual devices attached to the same

line into the same port group. Since a device can havemultiple
virtual networks, the different network interfaces can be
placed in different virtual networks, and network interfaces
of virtual machines in the same port group can communicate
with each other in the same subnet. Through VDS, we can
connect the network interfaces, which are necessarily to be
put in the same LAN, to the same port group at the same time.

As for network isolation and access control, we need a
soft-routing system as a customizable gateway device, which
can be loaded to a virtual machine. So we choose openWRT
[25], to be the core device of our network partitioning that
can completely meet the complex requirements of network
architecture for users. By joining different network interfaces
of openWRT to different port groups, the network data
between the port groups can be forwarded by openWRT. Like
using other common Linux systems, using openWRT allows
more flexible and diversified connections of the configuration
between different subnets for the user.

3.4. Cloud Desktop. VNetCloud, as a one-stop virtual cloud
platform, is expected not only to implement the overall
control over the network architecture of the resources the
users have, but also to get easy access to virtual resources.
A click of the device icon on web interface will implement
the access to the virtual machines of different systems on the
browser [26, 27].

Guacamole is an open source web application based on
HTML5 [28]. Guacamole pushes various types of desktop
environment by proxy to the unified web page through the
protocol conversionmiddleware. It is fusedwith our platform
well. The user can use VNetCloud in any place where he can
get access to the Internet with a computer ormobile phone via
a browser, without the need to install any client and plug-in.

Guaca mainly consists of three parts: Guacamole pro-
tocol, guacad, and web application. Guacamole protocol
contains remote display rendering and event transmission.
Guacd is a daemon process responsible for protocol conver-
sion, the core of Guacamole, which dynamically loads various
remote desktop protocols.Web application is presented at the
front. Through the integration of Guaca on the platform, we
simply click on the remote desktop interface of a device on
the topology with the browser, and we can view the remote
desktop in a new window or embedded in iframe and have
access to it.

When a user has dozens of virtual devices, it may be
difficult for him to locate the machine he wants to visit, so
it costs time to check back. The combination of network
topology and cloud desktopmakes users’ access target clearer.

4. Application

An important application of the NaaS cloud is the university
network experiment. We first build an experimental envi-
ronment for the computer network course in our university
by the VNetCloud. Computer network, as one of the core
courses of the Information Specialty, is abstract and difficult
to understand. At many times, it requires not only theoretical
teaching but also lab practicing. On one hand, the computer
network lab currently is taught in laboratory and requires
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Figure 4: A topology of RIP experiment.

a lot of resources. On the other hand, the simulation based
experiments cannot show the real data package transmitting
in the physical networks [29]. VNetCloud provides students
with a customized virtual network environment for computer
network experiments, where students can design a certain
network topology, deploy a new routing protocol, and recon-
figure the routing rules.ThenVNetCloud generates the corre-
sponding real network by connecting virtual machines. From
the generated network, students can learn the flows of data
packets and analyze the working process and performance of
protocols by using packets capturing tool.

In this section, the Routing Information Protocol (RIP)
experiment is used as an example to illustrate the usage of
VNetCloud. In Figure 4, the network topology contains three
routers and three PCs. The design of the network topology
as shown in Figure 4 can be simplified, done by dragging
the device icons from the web interface of VNetCloud and
connecting them. Then, we can click the “Save” button.
The background of VNetCloud will assign the demanded
resources (three routers and three PCs) for the user. In this
scenario, the resourceswill be released if the students exit.The
user can specify a pair of network cards which are responsible
for the connection between two devices, by clicking on the
“Connection” icon. For example, in Figure 4, eth1 and eth3 are
the pair of network cards responsible for the linking between
PC1 and PC2.

When the network environment is ready, RIP experiment
can be carried out. In the initial state, PC2 (10.0.5.2) is unable
to access PC1 (10.0.4.2). By clicking the icon of router R2 and
the access button of the pop-up device configurationwindow,
we can remotely access R2 through cloud desktop. Through
the access of R2, we can learn the routing table of R2. The
routing table displays the network information that can only
be directly accessed by R2, without knowing the network
segments 10.0.1.0, 10.0.4.0, and 10.0.6.0. Thus, the students
can install and configure Zebra and RIP for three routers. To
learn the response of RIP to the network topology change,
we can shut down eth2 of R1 and open the quagga service of
three routers. Then, we can observe that the routing table of
R2 will change soon. As shown in Figure 5, three pieces of
new routing information are added in the routing table of R2
with “R” flag. The routing information with “R” flag denotes
that it is produced by the RIP dynamic routing. Due to the

Figure 5: R2 routing table.

Figure 6: The change of R2 routing table after we start up the eth2
of R1.

shutdown of eth1, R2 cannot access R1 directly. It can access
the network segment 10.0.4.0/24 through the route from R3.

In the next operation, we restart eth2 of R1. It is observed
that the routing table of R2 changes accordingly. As we can
learn from Figure 6, R2 can access R1 directly. It can access
the network segment 10.0.4.0/24 through routing to R1.

Besides the computing network experiment, the platform
can also be used to simulate a commercial system, even to
deploy a complex commercial system.

5. Conclusion

In this paper, we design a user-customizable virtual net-
work platform that enables users to simulate real network
environment to build topology for project testing according
to the production environment, to undertake penetration
testing and network protocol testing or design a more secure
cloud for one’s own application. In VNetCloud, physical
infrastructure is built by the system, and the user only
needs to focus on the network architecture, which is very
convenient for deploying a complex network architecture on
the public cloud.

To simplify the platform interactivity, we provide users
with a more intuitive and convenient operating environment
in which many operations can be easily done by dragging
and dropping the icons, so that the user network resources,
along with their dynamic relationships and operations, can
be clearly displayed. In addition, concerning themethod used
to connect to the virtual resources, an open source project
Guacamole integrated into this platform. Thus the users can
access the remote desktop of the corresponding device in the
customized topology with a web browser.

In the future, we will also add such functionalities to
the platform as user-customizable device icons, uploading
image files, and deployment of OVF (Open Virtualization
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Format) template, allowing the user to independently add
virtual devices to the customized web space, making the user
really feel that this is his unique, personalized cloud when
enjoying public cloud services.
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Current open issues regarding cloud computing include the support for nontrivial Quality of Service-related Service Level
Objectives (SLOs) and reducing the energy footprint of data centers. One strategy that can contribute to both is the integration
of accelerators as specialized resources within the cloud system. In particular, Field Programmable Gate Arrays (FPGAs) exhibit
an excellent performance/energy consumption ratio that can be harnessed to achieve these goals. In this paper, a multilevel cloud
scheduling framework is described, and several FPGA-aware node level scheduling strategies (applied at the hypervisor level) are
explored and analyzed.These strategies are based on the use of a multiobjective metric aimed at providing Quality of Service (QoS)
support. Results show how the proposed FPGA-aware scheduling policies increment the number of users requests serviced with
their SLOs fulfilled while energy consumption is minimized. In particular, evaluation results of a use case based on a multimedia
application show that the proposal can save more than 20% of the total energy compared with other baseline algorithms while a
higher percentage of Service Level Agreement (SLA) is fulfilled.

1. Introduction

Nowadays, the processing computational resources have
shown an important change to achieve a balance between
performance and power consumption. Devices such as GPUs
and FPGAs among others are integrated as specialized
processing elements into cloud environments to extend the
capacity of the cloud.

FPGAs are commercial off-the-shelf reconfigurable sil-
icon devices that achieve hardware-like performance with
software-like flexibility. These are facts of great interest in
the context of cloud computing. Cloud mainly leverages
virtualization technology (i.e., virtual machines) to manage
resources of a data center. Thus, providers can share the
physical resources between clients.

In this context, resource scheduling is a critical issue that
can contribute to increasing the benefits of cloud platforms.
On one hand, depending on how many resources are allo-
cated to different users’ requests for service, more or fewer
requests can be serviced while fulfilling their SLA. This fact

impacts the benefits obtained by the cloud provider. On the
other hand, additional advantages can exist, such as achieving
a positive effect on the data center energy consumption.
The combination of both implies getting a better Return on
Investment (ROI) from the infrastructure which is crucial
when serving Software as a Service (SaaS) requests with QoS
requirements. Typically, a SaaS user issues a request for a
specific service, with particular QoS-related constraints (i.e.,
a deadline).The user does not need to be aware of which type
and how many resources are required to get its response. The
system must be able to allocate and schedule the necessary
resources (both in quantity and type) to serve this request.

This paper addresses the scheduling of jobs within a
cloud infrastructure which is composed of heterogeneous
physical nodes (with and without FPGA accelerators) from
a hierarchical point of view. In this structure the two levels of
scheduling are

(1) the Cluster Level Scheduler (CLS), to decide the type
of node where the virtual machine (VM) that will
serve the request will be deployed,
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(2) the Node Level Scheduler (NLS), to decide which one
of the VMs allocated to the node will get the use of the
accelerators (FPGAs in particular) available in a node.

The problem of high-level scheduling among physical
nodes, referred to asCLS, has previously been addressed by the
authors in [1, 2].Now, thiswork focuses on the impact of differ-
ent scheduling strategieswithin a physical nodewith FPGAre-
sources, which are applied at the hypervisor level. In a nut-
shell, the main contributions of the paper are the following:

(i) to extend the hypervisor functionality to support
dynamic control of FPGA devices as cloud computa-
tional resources,

(ii) to propose a novel FPGA-awareNode Level Scheduler
(NLS) metric aimed at QoS provision while reducing
energy consumption,

(iii) to present a novel fine-grained FPGA-aware Node
Level Scheduler,

(iv) to evaluate the Node Level Scheduler proposals in a
real testbed, comparing them to some simple sched-
uler techniques.

This paper is structured as follows. Sections 1 and 2
introduce and motivate the problem being tackled. Section 3
reviews literature related to the topic of the paper. The
framework where the presented research has been carried
out is outlined in Section 4. Next, Section 5 provides the
details on how accelerators (and in particular, FPGAs) are
included into the scheduling strategies, and the additional
fine-grained level of scheduling is introduced in Section 6.
The evaluation of results are presented in Section 7. Finally,
Section 8 provides some concluding remarks.

2. Background and Motivation

During the last few years, cloud computing has consolidated
as a paradigm that enables a flexible and on-demand use
of IT resources at different levels (infrastructure, platform,
or software) as a service. Typical cloud providers support
their service by means of massive data centers (usually
spread around the globe), while cloud users get access to the
resources with a pay-per-use model. This is referred to as a
public cloud model. The cloud computing paradigm can also
be appliedwithin an organization, leading to the private cloud
deployment model. Resources are pooled and shared among
the different organization user groups to meet their demands
on IT resources. In either case (public or private), cloud
computing platforms are composed of pools of computing,
storage, and networking resources that are made available
as a service to their users. Service Level Agreements (SLAs)
are established between providers and users, to specify the
conditions of the service, both from technical (availability,
Quality of Service, . . .) and formal (cost of the service,
penalties in case of contract breach, . . .) points of view.

Many challenges exist in this model that turn out to
be the focus of many research projects, such as efficient
resource management [3], security and privacy concerns
[4], or standardization [5], just to name a few of them. In
particular, some kind of orchestration is needed in order
to allocate the adequate resources to every user request [6].

As it has been pointed out before, cloud providers face the
following dilemma: admitting more users into the system
would lead tomore incomes, but if the available resources are
not enough for fulfilling the established SLAs, penalizations
will cut benefits down. Thus, care must be taken when
admitting more users into the system.

From another point of view, data center’s energy con-
sumption is nowadays a big concern. Energy costs are amajor
contributor to a data center’s Total Cost of Ownership (TCO)
[7].Thus, strategies to improve data center’s efficiency are the
topic of many research efforts, such as adjusting the voltage
supplied to servers according to their workload [8] or even
creating specific hardware designs [9]. One strategy that can
provide benefits regarding energy consumption as well as
performance in data centers is the integration of accelerators
as specialized resources within the cloud infrastructure [10],
such as General Purpose Graphics Processing Units (GPG-
PUs) or Field Programmable Gate Arrays (FPGAs).

FPGAs allow cloud computing data centers to scale up in
a more efficient way than using just conventional processors
[11]. It is interesting to note that the initiatives towards build-
ing exascale systems with low-energy consumption driven by
the European Union (EU) are based on the integration of
FPGAs with ARM processors [12].

However, using heterogeneous resources in cloud envi-
ronments is still an open challenge, as illustrated by the work
presented byMicrosoft in [13]. Frequently, cloud applications
which are running on VMs with a fixed amount of hardware
resources including accelerators do not use the same number
of them all the time due to their features. Thus, a proper
scheduling strategy might help to optimize the utilization of
these resources.

Moreover, different applications could benefit from the
FPGA over time, depending on their degree of compliance
with QoS requirements. To achieve this objective, the FPGA
should be properly shared among competing service requests.

3. Related Work
Incorporation of FPGAs in the cloud context is a relatively
new area of research. So, the Catapult project [13] led by
Microsoft represents the first detailed investigation of apply-
ing FPGAs within an enterprise-level data center application.
In this case, FPGA-accelerated nodes are used for the Bing
web search engine. Results show great improvements in both
the latency and the throughput of the service.

Nevertheless, FPGA-aware scheduling in a cloud envi-
ronment is still at initial stages. Integrating FPGAs as
first class computational resources to provide cloud service
demands novel high-level programming models to simplify
the development of software applications, maximizing com-
munication to FPGAs, and the development of efficient
FPGA-aware scheduling algorithms.

One crucial step to efficiently run applications across
heterogeneous hardware is to provide optimized versions
of computational kernels (as BLAS routines or FFT) [14].
OpenCL [15], VIVADO [16], and Lime [17] are high-level
programming models focused on reducing the time-to-
market in the designing process.

In addition, providing FPGAs as cloud computing
resources demands virtualization support in hardware with
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near-native performance. Open source interface frameworks
have recently emerged (RIFFA [18], DyRACT [19]) that
enable FPGA designs to be accessed through an abstracted
software API on the host with communication throughput
between the host and FPGA close to the limits of modern
PCIe interfaces.

Moreover, efficient resourcemanagements and scheduling
algorithms are open key challenges to providing FPGA cloud
services. The scheduling of jobs faces a multiobjective opti-
mization problem in the process of assigning jobs to a pool
of limited resources. Resource management and scheduling
have been a hot research topic in a cloud context, and many
approaches have been proposed to place the VMs to physical
CPUhosts. A survey of themost recent proposals aboutmeta-
heuristic scheduling solutions for cloud can be found in [20].

In this context, cloud-centric integration of FPGAs
frameworks is developed in [11, 21] by extending the open
source cloud management system OpenStack [22]. The sys-
tems support the on-demand deployment of a user designed
custom hardware while maintaining the cloud computing
benefits of scalability and flexibility. The bitstream of the
application is considered as a special VM image. So, FPGAs
are eligible as computational resources by the clients.

Another recent related work presents a framework that
integrates FPGAs in a standard server with virtualized
resourcemanagement and communication [23].The resource
management selects the smallest reconfigurable FPGA area
able to attend the request. If no one is found, the user request
is rejected, and the request can be processed in software. As
an application case study, they built a MapReduce accelerator
for word counting and preliminary results are evaluated
about integrating FPGA devices in the cloud using partial
reconfiguration.

At some points, the systems mentioned above can be
complementary to the work presented in this paper because
all of them focusing on supporting FPGAs as computational
cloud devices. But in contrast, in our case FPGAs are not
visible to the clients. The idea is to provide a QoS Software as
a Service by making efficient use of FPGA-aware scheduling
algorithms. Our work focuses on developing a cloudmanage-
ment framework able to scale up and down FPGA devices in
a dynamical way.

4. Hierarchical Scheduler
Architecture Overview

In previous works [1, 2] the problem of integrating FPGAs
into a cloud was faced by “HECCO” (Heterogeneous Cloud
Computing) architecture. In those approaches, every node of
the cloud system is composed of one or more CPUs with a
certain number of cores each and zero or more accelerators.
Frequently, the number of accelerators available within a
node is lower than the number of CPU cores available.
Therefore, they must be shared between clients. HECCO
enables the provision of IaaS and SaaS services with Quality
of Service (QoS) requirements.

In this work, the proposal architecture leveraged the use
of accelerators to (a) finish job tasks within a particular time
frame in order to fulfill their QoS requirements, expressed
as Service Level Objectives (SLO) within a Service Level
Agreement (SLA), and (b) reduce the energy footprint of
cloud data centers.

The whole picture of the framework is depicted in
Figure 1. It is organized into several layers:

(i) The Management Layer is responsible for receiving
client requests and selecting the most suitable node
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to allocate their applications. Each request is defined
by a template in which parameters such as the type of
service and the utilization time are defined.This layer
is composed of the Heterogeneous Cloud Computing
(HECCO), which includes the Cluster Level Sched-
uler (CLS).

As outlined above, it provides the “intelligence” to ful-
fill the QoS requirements expressed by clients within
their SLAs. In particular, the CLS implements a series
of mechanisms that are mainly aimed at allocating
every request to the most appropriate resource (i.e.,
a node with or without accelerators). Its decision is
based on the client’s SLA and the availability of the
resources.

More details on the management layer can be found
in [2].

(ii) The Deployment Layer, which receives instructions
from the management layer, is responsible for per-
forming actions such as the creation and monitoring
of the whole virtual environment. It has a complete
view of the cloud and is composed of the Virtual
Infrastructure Manager (VIM). The VIM is a cen-
tralized data center manager that allows to build and
manage the cloud environment.

(iii) The Hypervisor Layer provides the control of the
physical resources. This layer has a local view of
the system and is composed of a hypervisor, which
is responsible for the supervision of the VMs and
resources for each node. This layer also contains a
Node Level Scheduler (NLS) that is responsible for
sharing the local resources within a node. In this
case, the scheduling’s decision is focused on the
management of the use of the accelerators within each
node, in order to get the most out of them.

More details about this element are provided in
Section 5.

Figure 2 depicts the two different levels of scheduling.
First, the CLS receives the tasks and selects the most suitable
node to allocate each of them, following the strategies
proposed in [2]. Second, the NLSmanages the tasks allocated
to a specific node.

More precisely, it selects the task which is going to receive
the accelerator and for how long, by certain metrics.

In other words, given the fact that there may be more vir-
tual machines allocated to a node than accelerators available,
which virtual machine will deserve the use of an accelerator?
In the rest of this work, some insight will be given on this
issue.

5. Node Level Scheduling

In this section we will focus on the dynamic scheduling
strategy for allocated jobs within a node and timing-related
indicators, such as a deadline. This deadline is related to
when the job must have finished in order to deem its SLA
as fulfilled.

The main objective of the node level scheduling strategy
is twofold: first, to meet application SLOs and second, to con-
sume as less energy as possible. To achieve thismultiobjective,
the scheduling algorithm is aware of the properties of the
physical nodes and due to the good performance and low-
cost energy offered by the FPGAs, the scheduling maximizes
their utilization.

Basically, the algorithm uses a heuristic process for
assigning the physical resources inside the node (FPGAs and
CPUs) to the virtual machines that will be deployed at each
point of time. It is worth tomention that the use of this simple
algorithm avoids the overhead of the system. Recall that the
NLS is implementedwithin the hypervisor and should be able
to run with minimal computational resources.
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Require: Task
𝑖
, 𝑖 = 1, 2, . . . , 𝐾: Task 𝑇

𝑖
to be executed in the local node

ListTask = Set of tasks
metric(Task

𝑖
): function which computes the metric for task Task

𝑖

include(Task
𝑖
, ListTask): function which includes Task

𝑖
in ListTask

rank(ListTask): function which sorts ListTask according to the selected metric
top(ListTask): function which extracts the first VM from ListTask

(1) loop
(2) Wait until FPGA status == Free
(3) for each Task

𝑖
/𝑖 ∈ 1 ⋅ ⋅ ⋅ 𝑁 do

(4) Task
𝑖
.metric = metric(Task

𝑖
)

(5) include(Task
𝑖
, ListTask)

(6) rank(ListTask)
(7) end for
(8) VMfirst = top(ListTask)
(9) attach FPGA to VMfirst
(10) end loop

Algorithm 1: Node level scheduling algorithm.

In other words, a matching is done between computa-
tional resources and tasks (deployed as VMs) minimizing the
computational impact. On one side, the scheduler algorithm
has as input a list of tasks (𝑇1, 𝑇2, . . .), assigned by the
CLS algorithm, with all the nonattended job requests that
have been received in the node (see Figure 2). On the
other side, each time a computational virtual resource is
released in the node, the scheduler is notified and a matching
process is done. Then, a resource driven algorithm selects
the best candidates to match resources according to some
efficient metric. This scheduling is called a coarse-grained
scheduling because FPGAresources are busy (not available for
allocation) until the end of an assigned task.

In addition, in this paper, a multiobjective metric is
proposed and computed as the fraction of the computational
work of a task and the deadline or time available to finish it
up in order to fulfill the SLA.

Therefore, the multiobjective metric measures the com-
putational workload demanded on the node over the time;
that is, it provides a measure of the computational stress. And
it is a fact that the higher the computational requirements, the
more the energy consumption.That is why the task withmost
demanding requirements ismatched to an FPGA resource. In
other words, the algorithmmatches the most demanding job
according to this criterion to theVMwith FPGA accelerators.

The computationalwork parameter involved in themetric
reflects the workload that must process the VM. Then, we
need to apply some criteria to calculate this value. For
example, in our experiments with multimedia applications
this parameter is computed as the number of video frames to
be processed. Other examples are data-encryption services,
where this parameter could be the size of the data that will be
encrypted, or social network analysis services, where it could
be the number of tweets stored in a log file. Techniques such as
application profiling and using data fromprevious executions
are frequently used to estimate this value.

The other parameter used in the metric is the deadline
that is established by the client in the SLA.

To sumup, the node level scheduling process works as fol-
lows (see Algorithm 1): First, the selected metric is computed
for each task. Next, the scheduler sorts all tasks based on
that metric and the FPGA is assigned to the most demanding
task. This process is repeated every time the FPGA becomes
available. To achieve this goal, the status of the FPGA is
periodically monitored. This synchronization process is an
important issue in the overall scheduling process. Thus,
some implementation details will be explained in the next
subsection.The algorithm is aware of the heterogeneity of the
node, because the most demanding task is executed in a VM
deployed with FPGA resources.

5.1. Implementation Details. FPGAs are physically plugged
into computing nodes via the PCI express bus. The commu-
nication between VMs and the FPGAs is made through the
Intel Virtualization Technology for Directed I/O (VT-d) [24],
which is an extension of the Intel Virtualization Technology.
It allows a direct exchange of data between I/O devices and
VMs.

As pointed out above, a strategy able to control the
communication between the Node Level Scheduler (NLS)
and the VMs currently running in the node is required.
So, an FPGA synchronization service has been developed
which consists of an exchange of status messages between
the NLS and every VM deployed in the node. The full node
information is wrapped into a “JSON” [25] data structure
because it is easy to parse. The NLS is implemented as a
daemon. It is constantly listening to the status information
from the VMs currently deployed at the node. Each VM also
has a daemon, which is periodically monitoring the status
of the FPGA (whether an FPGA is attached to the VM or
not). Besides, the VMs periodically send their identification
and the progress of the running applications through anUDP
socket connection to the NLS. If a VM is using an FPGA, its
status is also forwarded to the scheduler bymeans of updating
a “status file.”

Figure 3 depicts the process of reassigning the FPGA to
different VMs. In this example, the FPGA is initially attached
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to VM1. Then, when computation on the FPGA ends, VM1
updates the status of the FPGA as “free.” As a result, the
NLS learns this state and gets aware of the fact that the
reassignment process can be made safely. At this point the
NLS can detach the FPGA from the current VM and attach it
to another VM (i.e., the one in the head of the list of pending
requests) through the hypervisor. The VM which finds an
FPGA attached to it (VM2, in this case) immediately uses it
and updates its status accordingly.

We use KVM [26] as hypervisor. It enables the manage-
ment of the FPGA because it supports hot-plug devices with
VT-d. So, it is a must that the underlying hardware supports
VT-d.TheNLSuses the “device add” [27] command to attach
the FPGA to a particular VM. Also, when the FPGA has
fulfilled a request, the NLS uses “device del” [27] to release
the FPGA.

The NLS is not only focused on the FPGA assignment,
it also considers the CPUs. In this case, the NLS matches
VMs to physical CPUs using First-Fit criteria. Moreover, the
scheduler uses the “taskset” [28] linux command to set the
CPU affinity of a running process given its identification
(PID). So, each VM has a PID and the CPU affinity “bonds”
this process to the first available CPU. This is made in order
to avoid swapping when a VM is assigned to different cores
along time. Finally, due to the complexity of coding FPGAs,
the RIFFA framework offered by Jacobsen and Kastner in [18]
has been used to develop the hardware acceleration design.

In Section 7.3 the evaluation of this strategy is shown.

6. Fine-Grained Strategy

In the previous section, the Node Level Scheduler decides
to assign the FPGA to a VM and the FPGA is not released
until the end of the task running in that VM. But it might
be the case that the task does not need to be accelerated
during its whole runtime in order to fulfill its deadline.

Moreover, it might occur that other tasks (which initially was
not placed at the head of the list due to the value of its metric)
would depend on the use of the FPGA to fulfill its deadline.
Thus, reconsidering the allocation of the FPGA with a finer
granularity could improve the number of fulfilled SLAs and,
consequently, improve the system ROI. Under this context,
a strategy which consists of dividing each task into smaller
subtasks (called “chunks”) has been explored. A trade-off
between the execution time of a chunk and the frequency of
checkpoints must be taken into account to decide the size of a
chunk.The rationale is to reschedule the FPGAmore often, so
that more tasks can potentially benefit from the acceleration
and power efficiency of the FPGA.

More precisely, all the chunks have the same requirements
of computational workload, but different deadline restric-
tions. Figure 4 shows how a task with size 𝑆 and deadline 𝐷
is divided into three chunks, with sizes 𝑠

1
, 𝑠

2
, 𝑠

3
and deadline

𝐷. Chunk size is set according to the characteristics of the
application that implements the task. This can be a certain
amount of data to be processed or any other application
relevant parameter. As an example, for the video processing
service, the chunk size is set as a certain number of video
frames to process.

Thus, Node Level Scheduler decisions on the use of the
FPGA are taken every time and a VM finishes the processing
of a chunk (see check point in Figure 4). In the current
implementation, this is done every minute. The Node Level
Scheduler selects the best candidate VM and attaches the
FPGA to it as is depicted in Figure 5.The process is similar as
in the previous case but now communication and scheduling
are done at the chunk level. It is worth to notice that the
application is completely independent and parallelizable.
What it means is that the application receives a group of
data as input and when the task has been finished the system
sends the result as output. For acceleration process a wrapper
function is used tomap the application that will use CPU and
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FPGA at the same time because it is different than the one
who is only running over a CPU. All the VMs of a node can
take advantages of the FPGA’s features and the whole node
can keep the performance while the energy consumption is
reduced.

In Section 7.3, some experiments are made showing the
necessity to adopt a balanced criteria for all requests due to
the fact that FIFO leads to lack of efficiency.

7. Evaluation

To evaluate the impact of the scheduling algorithms proposed
in this paper some experiments have been carried out on
a Heterogeneous Cloud Computing testbed environment,
with a real application case study. Details on the platform,
application, and workload are given next, prior to explaining
some evaluation results.

All the experiments have been run on a real testbed,
depicted in Figure 6.

Hardware is composed of an Intel Core i5 with 6Gb of
DRAM and an FPGAVirtex 6 by Xilinx (aML605 Evaluation
Kit, based on the powerful XC6VLX-240T-1FFG1156 [29]).

Additionally, as a way to measure the energy the testbed
includes a power consumptionmonitor node.More precisely,
the WattsUp PRO [30] power meter has been used. This
device aims to provide an independentmanaged and accessed
power data collecting mechanism. This device must be
positioned between the computing node power supply and
the main power plug, as shown in Figure 6. The output
data can be recorded into a file according to a predefined
interval or when particular events occur (i.e., when the power
consumption exceeds a threshold previously configured). In
our experiments, the monitoring frequency has been setup to
one sample per second.

7.1. Application. As real use case application an Image Con-
volution Software (ICS) is used as a service provided by
cloud. This application consists on convolving an image with
a filter or kernel (integer value) in both directions horizontal
and vertical. This technique can be applied also to process
sequences of video. Different type of filters can be used
depending on the target. For our experiments we use a Sobel
filter to process a sequence of video. This video is an AVI file

with resolution 720 × 384. The application has two versions,
the first one runs over a CPU and the another one over a
combination between CPU and FPGA.

7.2.Workload. In order to generate a realistic cloud workload
we have run the real ICS application and monitored its
behavior. Thus, for every test, a bag of tasks (20) was created.
Each of these requests are defined by two parameters: the
deadline of the task and the number of videos to process
(which relates to the amount of data to be processed by the
task). There are two types of service requests, depending on
how demanding their deadline. The first type of requests is
based on more relaxed deadline requirements (referred to
as soft requirements, SR), while the second type of requests
exhibits a more demanding deadline (referred to as high
requirements, HR).

The HR requests are more challenging than SR because
they require to fulfill stricter deadlines and specific resources
such as FPGAs to ensure the QoS-related SLOs.

To set up the deadline of each service request, we have
previously characterized the application. Basically, the Sobel
filter application has been run on the cloud using different
computational resources for different video sequences. In this
step, the number of frames, the power consumption, and
the time have been stored. Thus, we have got the profile of
each video stream. Then, the deadline is assigned to each
input request as a random value between the execution
times obtained in the profile with a margin of tolerance.
For instance, for a video stream composed of three chunks
the deadline could be a random value between 450 and 480
seconds while for nine chunks, the values are between 1400
and 1430.

To emulate the behavior of cloud clients, the input
requests rate follows a Poisson distribution 𝜆 = 1/𝑡interval.The
𝑡interval is the arrival time of the next requests and it was tuned
for this concrete scenario to avoid an early saturation.

Moreover, three types of bags of tasks have been created,
depending on the ratio between SR and HR requests. Note
that the same input request rate has been used for the different
types of bags of task, only the deadline of the requests
has been modified, in order to get a fair comparison of
the scheduling algorithms under evaluation. In particular,
workloads include 10%, 25%, and 50% of HR requests.

7.3. Evaluation for Coarse-Grained Scheduling. To carry out
a performance evaluation of the novel multiobjective metric
proposed in Section 5 hereinafter called Highest-Job-First
(HJF), QoS compliance and energy consumption are taken
into account. Moreover, for the sake of comparison both a
random (RND) (with none consideration for QoS require-
ments) and an Earliest-Deadline-First (EDF) scheduling
algorithm (the VM with closest deadline gets the FPGA use,
independently of the amount of data to be processed) have
also been implemented.

In order to understand the behavior of the whole system
we have selected several groups of metrics.

Thefirst one describes the behavior of thewhole system. It
is composed of the total energy used for the system to process
a bag of tasks (energy-to-solution [31]).
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Table 1: Energy (KJoules) for different scheduling criteria.

% HR request FPGA assignation criteria
RND EDF HJF

10% 648 638 614
25% 653 638 616
50% 657 639 634

The second group is relative to SLA compliance, the
percentage of SLA fulfilled successfully, and the average
energy invested per fulfilled SLA.

And the last one is focused on application performance,
namely, the average number of frames successfully processed
per unit of time (fps).

Table 1 shows energy consumed by the system. Results
show that the HJF and EDF metrics reduce the energy-to-
solution for all the type of bags of tasks with respect to the
RND baseline algorithm.

Hence, from these results we can point out that the FPGA-
aware Node Level Scheduler should use a QoS-aware metric.

Nevertheless, before getting a clue time an energy-to-
solution should be analyzed together with the number of
SLAs fulfilled. Table 2 shows the percentage of fulfilled SLAs

Table 2: Percentage of fulfilled SLAs for different scheduling
criteria.

% HR requests FPGA assignation criteria
RND EDF HJF

10% 85% 85% 90%
25% 75% 80% 85%
50% 60% 65% 70%

for the different scheduling techniques. Results show thatHJF
gets more fulfilled SLA for all the input workloads.

Figure 7 shows the cost per SLA measured as the energy
consumed. In all the cases, the cost per SLA increases with the
percentage of high requirements. These result from the fact
that some unlucky scheduling decisions can affect in a quite
negative way the future tasks. The allocation of the FPGA to
the most demanding task will change the state of the FPGA
to nonfree for a period of time. Then, if the physical node
receives a quite demanding task over this period of time, as
no preemption of task is possible, the new request only can
run in CPU resources. This can lead to a nonfulfilled SLA.
Finally, regarding the performance as is shown in Figure 8 the
amount of frames per second keeps an acceptable level even
whenmore demanding requests are processed. So, in the next



Scientific Programming 9

0
10
20
30
40
50
60
70
80

10 25 50

En
er

gy
/S

LA
 fu

lfi
lle

d

RND
EDF

HJF

High requirements percentage (%)
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Figure 8: Number of successfully processed frames per second.

sectionwewill evaluate our solution (fine-grained scheduling
see Section 6) to address this problem.

7.4. Evaluation for Fine-Grained Scheduling. In this section
the fine-grained scheduling strategy proposed in Section 6
will be evaluated. Evaluation conditions are the same as
detailed in Section 7. Recall that now the task is subdivided
into chunks and the FPGA assignation mechanism is job-
aware.

Table 3 shows that the energy tends to rise with the per-
centage of high requirements requests (these metrics present
the same behavior as in previous evaluation). However, the
energy per SLA fulfilled decreases 35% for theHJF scheduling
strategy in comparison with the other strategies (RND, EDF)
(see Figure 9). Results also show that the energy relative to
the number of fulfilled SLAs tends to decrease which means
a save of effective energy. Thus, the combination of both an
FPGA as an accelerator and an efficient scheduling strategy
allows the system to save energy. The reason is the system’s
selection of the most suitable resources for each request and
the speedup of the FPGA with lower energy impact. On the
other hand, the percentage of fulfilled SLAs (see Table 4)
shows a slightly upward trend (20%) for the HJF scheduling
with 50% of high requirements. What it means is that the
system is able to keep an acceptable ratio of SLA fulfilled.

Figure 10 shows the performance of the system in terms
of the number of processed frames per second. The use of

Table 3: Energy (KJoules) for different scheduling criteria (fine-
grained).

% HR requests FPGA assignation criteria
RND EDF HJF

10% 686 665 626
25% 694 699 646
50% 774 772 696

Table 4: Percentage of SLAs fulfilled for different FPGA assignation
criteria (fine-grained).

% HR requests FPGA assignation criteria
RND EDF HJF

10% 90% 95% 95%
25% 80% 80% 85%
50% 55% 70% 75%
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Figure 9: Energy (KJoules) per number of fulfilled SLAs (fine-
grained).

the proposed HJF strategy clearly outperforms the RND and
obtains similar results to the EDF. However, as shown before,
this is achieved with a lower energy consumption for the HJF
metric.

7.5. Fine-Grained Scheduling Optimization. The last strategy
presented above raises the following concern: when we check
with a certain frequency which VM needs most the FPGA in
order to fulfill its requirements, why not to check also if the
deadline is past? In case the deadline of the task had arrived,
the VM would be killed. In this way, no task keeps running
after its deadline, savings on energy.

When a SLA is violated, apart from penalties, some
amount of energy is wasted because the system uses the
resources to run a task that will not successfully end before
its deadline. The system behavior shows that keeping VMs
alive has a direct effect on the total energy and number of SLA
fulfilled. Now, an optimized scheduling, where VMs running
a request whose SLA has been violated are killed, is analyzed.

In this scenario, even though the scheduling and commu-
nication issues are the same as before, energy consumption
for all the FPGA assignation strategies is reduced as shown in
Table 5.
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Table 5: Energy (KJoules) for different scheduling criteria (opti-
mized fine-grained).

% HR requests FPGA assignation criteria
RND EDF HJF

10% 678 649 597
25% 638 619 611
50% 637 563 586

Table 6: Percentage of SLAs fulfilled for different FPGA assignation
criteria (optimized fine-grained).

% HR requests FPGA assignation criteria
RND EDF HJF

10% 90% 95% 100%
25% 80% 85% 90%
50% 65% 70% 85%
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Figure 10: Number of successfully processed frames per second
(fine-grained).

On the other hand, if we consider the effective energy
per fulfilled SLA, 40% of consumed energy is saved (see
Figure 11). In addition, the percentage of successfully fulfilled
SLAs is 15% better for HJF (see Table 6). Finally, Figure 12
shows an increase of 20% of frames per second for HJF in the
most demanding scenario (50% of high requirements).

To sum up, releasing the resources involved in the
execution of a task when its deadline is due improves the
percentage of fulfilled SLAs and increases the performance
of the cloud system while reducing the energy waste. A
comparison summary of the node level scheduling impact is
presented in Table 7.

Figure 13 shows the number of frames unsuccessfully
processed due to the SLA violation occurring. However,
the number of frames unsuccessfully processed decreases
significantly for the optimized fine-grained strategy because
it allows taking advantage of killing the VMs when their
deadline is achieved.

7.6. Evaluation Summary. Table 7 summarizes the differ-
ent results when applying the different FPGA assignation
strategies and scheduling techniques. It can be seen that
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for all the cases, the proposed HJF policy obtains the
best performance, in terms of SLA fulfillment and energy
consumption.Moreover, the configuration that yields the best
results is combining HJF policy with the optimized fine-
grained assignation strategy. Recall that for “fulfilled SLAs”
and “Frames processed per second,” the greater is better,
while for “Energy/fulfilled SLA” the lower is better.
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Table 7: Summary of tests.

% of high
requirements Scheduling strategy FPGA assignation

criteria % of fulfilled SLAs Energy/fulfilled
SLA

Frames processed per
second

10%

Coarse-grained
RND 85 38 285
EDF 85 37 283
HJF 90 34 300

Fine-grained
RND 90 38 284
EDF 95 35 271
HJF 95 32 302

Optimized
fine-grained

RND 90 37 286
EDF 95 34 268
HJF 100 30 326

25%

Coarse-grained
RND 75 43 260
EDF 80 39 271
HJF 85 36 291

Fine-grained
RND 80 43 244
EDF 80 43 257
HJF 85 38 249

Optimized
fine-grained

RND 80 48 240
EDF 85 48 245
HJF 90 34 292

50%

Coarse-grained
RND 60 54 188
EDF 65 49 198
HJF 70 45 215

Fine-grained
RND 55 70 126
EDF 70 55 184
HJF 75 46 164

Optimized
fine-grained

RND 65 48 192
EDF 70 48 180
HJF 85 34 250

8. Conclusions and Future Work

We have presented a hierarchical scheduler framework to
manage heterogeneous resources within a SaaS cloud envi-
ronment. This framework is responsible for selecting on-
demand the most suitable resources for a service while keep-
ing a balance between performance and power consumption.
The key of the framework is to maximize the number of
fulfilled SLAs saving energy by making efficient use of FPGA
devices. Thus, we have proposed a novel dynamic scheduling
metric which considers a combination of the workload
of a task, its remaining time to complete the task, and
the deadline. In addition, a fine-grained accelerator-aware
scheduling has been developed and improved by releasing the
resources associated with a task as soon as the system realizes
its SLA is not going to be fulfilled.

The proposed techniques have been compared with some
well-known scheduling strategies such as Earliest-Deadline-
First and Random. Experiments carried out over a real
testbed indicate that the proposed metric together with
the optimized fine-grained scheduling strategy increases the
performance of the system even when more demanding
requirements are involved. Moreover, these techniques save

23% of the total energy while the percentage of fulfilled SLAs
is 85% under the most demanding workload conditions.This
can be explained by the fact that FPGAs (as a accelerators)
have a great ratio performance/power consumption for cer-
tain type of applications. Thus, a proper use of these devices
can be turned into benefits for clients and providers.

The efficiency of this approach can be further improved
by using more sophisticated strategies such as machine
learning algorithms. Also, as a future work we will include
thememory and networkmetrics as variables to optimize the
use of the computational resources.
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To meet the various requirements of cloud computing users, research on guaranteeing Quality of Service (QoS) is gaining
widespread attention in the field of cloud computing. However, as cloud computing platforms adopt virtualization as an enabling
technology, it becomes challenging to distribute system resources to each user according to the diverse requirements. Although
ample research has been conducted in order to meet QoS requirements, the proposed solutions lack simultaneous support for mul-
tiple policies, degrade the aggregated throughput of network resources, and incur CPU overhead. In this paper, we propose a new
mechanism, calledANCS (AdvancedNetwork Credit Scheduler), to guaranteeQoS through dynamic allocation of network resources
in virtualization. To meet the various network demands of cloud users, ANCS aims to concurrently provide multiple performance
policies; these include weight-based proportional sharing, minimum bandwidth reservation, and maximum bandwidth limitation.
In addition, ANCS develops an efficient work-conserving scheduling method for maximizing network resource utilization. Finally,
ANCS can achieve low CPU overhead via its lightweight design, which is important for practical deployment.

1. Introduction

The use of cloud computing technology is rapidly increasing,
because it can provide computing resources to remote users
efficiently in terms of time and cost. By using cloud platforms,
cloud users can run diverse applications without considering
the arrangement of the hardware platforms. In addition,
because of the agile and elastic traits of cloud computing,
the amount of computing resources can be adjusted to reflect
the requirements of each user. Therefore, cloud computing is
rapidly being disseminated for general-purpose, network and
database server, and high-performance computing applica-
tions [1].

System virtualization [2] is an enabling technology of
cloud computing. A hypervisor or virtual machine monitor
(VMM) provides cloud users an illusion of running their
own operating system (OS) on a physical platform. Using
a hypervisor in the basement of the software layer, cloud
vendors can realize IaaS (Infrastructure as a Service), PaaS
(Platform as a Service), and SaaS (Service as a Service), which
are core services of cloud computing. Recent representative

hypervisor titles for cloud computing include KVM [3], Xen
[4], and VMware ESXi [5].

To satisfy the diverse requirements of cloud users, cloud
computing providers have recently allowed users to select the
Quality of Service (QoS) of each resource. As a result, users
can specify the needs appropriate to their programs and pay
fees according to the QoS level. However, it is challenging
for cloud providers to support stable QoS for applications in
each virtual machine (VM) because of interference between
cloud users [6]. In such environments, users can experience
unpredictable performance and performance degradation.
Therefore, research on achieving performance isolation dur-
ing resource sharing is gaining significant attention [6–10].

In particular, guaranteeing network performance is
widely studied because network performance influences the
Quality of Experience (QoE) that defines the satisfaction level
of each user. Most previous research efforts [11–14] focused
on methods to dynamically adjust network performance.
However, the proposed methods have limitations in that (1)
they can support only one type of policy among several
viable ones and (2) they incur high CPU overhead by
adopting feedback control, which frequently monitors the
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Figure 1: Xen I/O architecture.

actual usage of the network and compensates insufficient
resources. Therefore, a new approach is required to meet the
demands of the users while significantly reducing overhead.

In this paper, we propose ANCS (Advanced Network
Credit Scheduler), which can dynamically provide network
performance according to the requirements of each user of
a virtualized system. Compared to solutions proposed in the
previous research, ANCS can support several network perfor-
mance control policies simultaneously; these include weight-
based proportional sharing, minimum bandwidth guaran-
tees, and maximum bandwidth guarantees. In addition, at
all times ANCS provides a work-conserving scheme [15] that
distributes the unused resources of any VM to other VMs,
which maximizes total network utilization. Finally, ANCS
incurs low CPU overhead through its lightweight design.

The main contributions of this paper related to previous
studies are as follows:

(i) We deliver the details of ANCS that can satisfy diverse
performance demands throughmultiple performance
policies in virtualization. Each cloud computing tenant
has different performance requirements. In order to
satisfy the needs, ANCS provides three performance
policies: weight-based proportional sharing, mini-
mum bandwidth reservation, and maximum band-
width limitation. We elaborate on how to guarantee
desired performance according to each demand.

(ii) We develop an efficient work-conserving method
for utilizing network resources. In a non-work-
conserving method, when a VM cannot fully utilize
an allocated resource, the unused amount is wasted,
resulting in decreased overall network utilization. To
maximize the utilization, ANCS develops an efficient
work-conserving method to guarantee high utiliza-
tion regardless of the resource usage of each VM.

(iii) We design ANCS to use minimal CPU resources
when managing the network performance of VMs.
We do not utilize packet inspection or packet queuing
to reduce overhead in the QoS control.

The remainder of this paper is structured as follows:
In Section 2, we explain the background of virtualization

and the methods it uses to distribute network resources.
Section 3 elaborates on the design of ANCS. Section 4 shows
the performance evaluation results. Section 5 explains related
work. Finally, we present our conclusions in Section 6.

2. Background and Motivation

We select Xen [4] for implementing ANCS because it is an
open-source hypervisor and also supports a simple round
robin scheduling method. We can regard this scheduling
method as a baseline for our experiment and intend to
improve the scheduling method in terms of supporting
weight-based proportional sharing, minimum bandwidth
reservation, and maximum bandwidth limitation.

2.1. System Virtualization and Xen. System virtualization
allows several OSs to be consolidated on a single physical
machine. At the bottom of the system software stacks, the
hypervisor multiplexes all system resources, including pro-
cessors, memory, and I/O devices; it exports the virtualized
resources in the form of a VM. Therefore, each VM can
provide a complete system environment (composed of virtual
CPUs, virtual memory, and virtual devices) to each guest OS.

Xen [4] is an open-source hypervisor that adopts a
paravirtualization technique to minimize virtualization cost.
The paravirtualization technique enables communication
between the hypervisor and a guest OS by providing a
communication channel, which is referred to as a hypercall.
Hypercalls are analogous to system calls between anOS and a
user application. Hypercalls request Xen to execute sensitive
instructions on behalf of the guestOS.They include processor
state update operations such as memory management unit
(MMU) updates and physical interrupt masking operations,
which guest OSs cannot execute directly. To contain hyper-
calls, the source code of a guest OS must be modified to
facilitate paravirtualization.

2.2.The I/OModel of Xen. To process I/O requests from guest
OSs, Xen adopts the back-end driver in domain 0, which is
a driver domain, and the front-end driver in the guest OS
[16], as depicted in Figure 1. The back-end driver delivers
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I/O requests using the shared memory from the front-end
drivers to the actual device driver in domain 0. Afterward,
the back-end driver conveys the responses to each front-end
driver by notifying them via virtual interrupts. The front-
end driver behaves as an actual device driver in the guest
OS. It receives I/O requests from the guest OS and delivers
them to the back-end driver. It also brings the processed
result to the guest OS. For network devices, the front-end
network driver creates virtual network interfaces called vif s.
The virtual network interfaces behave as the actual network
devices in the guest OS. In systems that have several VMs,
the back-end network driver processes the requests of several
virtual network interfaces in a round-robinmanner without a
proportional sharing policy.Therefore, each competing guest
OS will have the same network performance, which cannot
satisfy the different requirements.

3. Design of ANCS
In this section, we present the details of ANCS, an advanced
network credit scheduler that dynamically allocates network
resources to VMs for guaranteeing the network performance
of VMs under various scenarios. First, we describe the design
goals of ANCS that aim to guarantee QoS for network
virtualization. Next, we elaborate on the coarse-grained algo-
rithm of ANCS using its flow chart. Finally, we explain the
fine-grained subalgorithms of ANCS for achieving diverse
performance goals.

3.1. Design Goals. The goals of ANCS that aim to implement
a network scheduler for guaranteeing QoS in virtualization
are as follows.

(i) Multiple Performance Policies. ANCS aims to meet the
network demands of each VM, which are described by
multiple performance policies. Recent cloud computing users
tend to run diverse network applications on their VMs.
These applications have different performance demands,
especially in terms of networks; minimum sustainable band-
width is an example of such a requirement. In order to
meet the various needs, ANCS provides the following three
performance policies: weight-based proportional sharing,
minimum bandwidth reservation, and maximum bandwidth
limitation. ANCS aims to satisfy the desired performance
of cloud users by allowing them to select an appropriate
performance policy among the three policies, according to
their demands.

(ii) High Network Resource Utilization. ANCS endeavors to
efficiently utilize the total network resources of a system
by applying a work-conserving method. In a non-work-
conserving environment, when a VM receives network
resources in proportion to its weight and does not consume
its allocated amount, the unused network resources then
become wasted, resulting in decreased total network utiliza-
tion. In order to enhance resource management efficiency,
ANCS adopts a work-conserving method, which yields
unused network resources to other VMs that have pending
network requests. This maximizes the resource utilization of
the entire system regardless of the usage of each VM.

(iii) Low CPU Overhead. ANCS focuses on minimizing
additional CPU overhead in achieving QoS for networks.
Other research efforts that aimed to guarantee QoS failed
to reduce CPU overhead, because of the complexity of
the proposed algorithms [12, 14, 17]. These studies adopted
either packet inspection or packet queuing for throttling the
sending packet rate per network interface, and therefore this
mechanism demands nonnegligible computation resources.
Unfortunately, this causes total network performance to
deteriorate. ANCS adopts a credit-based simple accounting
algorithm that incurs onlyminimal overhead, which prevents
performance degradation during the QoS control.

Although ANCS is implemented in the back-end driver
of the Xen hypervisor, ANCS can be applied to other hyper-
visors that use a paravirtual model where the back-end and
the front-end cooperate with each other to deal with network
packets. In a paravirtual model, each hypervisor processes
packets in a similar manner. For example, the back-end
receives/sends packets from/to the front-end by using shared
memory composed of descriptor rings. Also, after receiving
and sending packets, the back-end delivers virtual interrupts
to the front-end in order to notify that the packets have been
processed. Because of this architectural similarity, we believe
that ANCS can still satisfy the performance requirements in
other hypervisors.

3.2. ANCS Algorithm. In basic terms, ANCS is based on
the proportional share scheduling mechanism that allocates
network resources to each virtual interface in proportion
to its weight. Each virtual interface, called vif, is owned
by its VM and behaves like an actual network interface
within the VM. ANCS operates in the driver domain of
the Xen hypervisor, particularly in the back-end driver that
plays the role of the communication channel between the
hardware device driver and VMs, as depicted in Figure 2.
ANCS processes the network operation requests of VMs in
a round-robin manner, checking whether a vif has sufficient
resource allocation to possess the network resources. For this
purpose, ANCS uses the credit concept [18, 19] to represent
the amount of resource allocation. While network resources
are being used, every vif consumes its credit according to
the requested size; the credit value of a vif is recharged
regularly in proportion to its weight. If the credit value that
a vif has is less than the requested size, ANCS does not
process its requests.The vif must then wait for the next credit
value to be allocated. Therefore, the amount of credit a vif
has determines the network bandwidth of the corresponding
VM. The amount of credits allocated is calculated by the
configured performance policy of each VM.

Figure 3 depicts an overall flow chart of the ANCS
algorithm. In this section, we elaborate on the coarse-grained
algorithm of ANCS using the flow chart. We introduce
variables used in the ANCS algorithm and provide a general
description of them. Then, we explain the fine-grained
subalgorithms of ANCS. The detailed operations of ANCS
will be described in Sections 3.3 and 3.4.

The accounting function of ANCS runs every 30ms and
allocates network resources to vif s on a physical machine
in order. The value of 30ms is selected to decrease the
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overhead of periodically running the accounting function.
Please note that regardless of this period each virtual interface
can execute if it has sufficient credit values to process its
network packets. Therefore, the 30ms period does not affect
the network latency of each virtual interface. The following
procedure is performed per vif.

First, the two variables required to obtain the fair share of
each vif are calculated: CreditFair and CreditPeak. CreditFair
is determined depending on the weight of a vif. CreditFair
represents the fair share of network resources for a vif accord-
ing to its weight. Then, CreditPeak is calculated. CreditPeak
indicates the amount of available resources for a vif based on
the assumption that the vif dominates the network resource
when other vif s are idle. CreditPeak is used to maintain the
total amount of credits in the system in order to distribute
the proper amount of credits to each vif.

Second, the procedure to support work-conserving and
various performance policies is performed. ANCS checks
whether CreditNext is greater than zero. CreditNext is accu-
mulated in the previous scheduling period when some vif s
did not fully use their credit values. A positive CreditNext
value indicates that there were unused credits in the previous
scheduling period.This value is added to CreditPeak in order
to distribute unused credits in the current scheduling period.
We will explain this in more detail in Section 3.4. Then,
for proportional sharing, ANCS adds CreditFair to Remain-
Credit, which is the current credit value of the vif. In order
to support minimum bandwidth reservation and maximum
bandwidth limitation, ANCS determines whether the credits
allocated to the vif satisfy the configured performance policy,
which will be explained in depth in Section 3.3.

Finally, if the current vif is the last vif in the system, the
ANCS process for a single scheduling period is finished. If
there are additional vif s to which credits can be allocated,
ANCS selects the next vif and iterates the credit calculation.
If a VM does not consume its allocated credits in the current
period, ANCS adds the remaining credit value to CreditNext
to give other VMs a chance to consume unused credits.

3.3. Multiple Performance Policies. For the diverse
performance requirements of cloud computing users,
ANCS provides multiple performance policies, including
weight-based proportional sharing, minimum bandwidth
reservation, and maximum bandwidth limitation. Weight-
based proportional sharing is a base policy that proportion-
ally differentiates the amount of allocated resources based
on the weight of each VM. Minimum bandwidth reservation
guarantees that the quantitative network performance
of a VM is always greater than the configured value,
MinimumCredit, as shown in Figure 3. When the amount of
credits allocated to a vif becomes less than MinimumCredit,
ANCS adjusts CreditFair to satisfy the minimum bandwidth;
the CreditFair value of the vif is set to MinimumCredit in
order to support minimum bandwidth. When supporting
minimum bandwidth, the aggregated amounts of minimum
bandwidth requests from all vif s should not exceed the
total throughput of the physical device. By using the
minimum bandwidth reservation, ANCS can prevent
performance degradation of a specific VM and guarantee

sustainable minimum bandwidth. On the other hand,
maximumbandwidth limitation prevents aggressive resource
consumption by a specific VM. If the resources allocated
to a vif exceed the MaximumCredit value, ANCS reclaims
surplus resources from the vif for distribution to other VMs.

The administrator can apply an appropriate performance
policy to each VM according to the performance demands of
each user.The designated policy can be dynamically changed
during runtime. In addition, multiple performance policies
can be applied in a conjunctive form. For instance, when a
user requires a specific boundary of network performance
(e.g., larger than 200Mbps and less than 500Mbps), both
the reservation and limitation requirements can be applied
by specifying the minimum and maximum bandwidth val-
ues. Moreover, ANCS can satisfy the different performance
demands of multiple applications in a single VM, because
the designated performance policy is based on a vif, not a
VM. Therefore, a VM with several vif s can establish various
network performance requirements by assigning a different
performance policy to each vif.

3.4. Support for Work-Conserving. ANCS supports work-
conserving, in which a vif is idled when it does not have
network requests or responses. Work-conserving is a crucial
factor in cloud computing; it allows resources to be allocated
efficiently and system utilization to be maximized. For work-
conserving, ANCS modifies the amount of allocated credits
according to fluctuations in network usage.When a VM does
not fully use its credits, ANCS gives other VMs a chance to
receive unused credits by distributing additional credits to
them.

When a vif is idled for a certain amount of time, the
RemainCredit value of the vif can exceed CreditPeak, which
denotes the maximum credit value a vif can have. Then,
the credits of this vif must be distributed to other vif s. For
this purpose, CreditLeft, which is obtained by subtracting
CreditFair from RemainCredit, is added to the total credit
value. This increases the credits that can be allocated to the
next vif s. If a vif exceeds its CreditPeak, ANCS resets the
credit value of the vif to CreditFair, to give it a credit value
according to its weight. By distributing idle resources to active
VMs, ANCS can efficiently utilize network resources of the
entire system.

4. Evaluation

For evaluation, we implement ANCS in the driver domain,
domain 0, of the Xen hypervisor. The Linux version of
domain 0 is 3.10.55, and the version of Xen is 4.2.1. The
experiments are conducted on two identical physical servers,
each of which has an Intel i7 Quad core 3770 CPU running
at 3.5 GHz, 16GB of RAM, and a Gigabit Ethernet card. One
of them runs the Xen hypervisor with our modified driver
domain, and the other one runs vanilla Linux 3.10.11 working
as an evaluation machine. Because ANCS does not require
any modification on guest OSs, we run unmodified vanilla
Linux 3.2.1 for each VM. Iperf [20] benchmark is used to
measure the network performance of each VM. In addition,
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Figure 4: Bandwidth of VMs without ANCS.

we use Xentop to measure the CPU utilization of the driver
domain, which is described in Section 4.4.

4.1. Base Performance. Before we show the evaluation results
of ANCS, we produce the base performance for comparison.
For this purpose, we measure the network performance of
default VMs on the Xen hypervisor without ANCS. We ran
Iperf while launching up to five VMs one by one. As depicted
in Figure 4, the network performance of each VM on our
system is always even. When there is only one VM, the VM
(VM1) consumes all network resources, achieving 941Mbps
bandwidth. As the number of VMs increases, the system’s
network resources are equally shared among VMs. This
occurs because the unmodified driver of the Xen hypervisor
processes the requests of several virtual network interfaces in
a round-robin manner with the same weight. Therefore, each
guest OS has the same network performance.

4.2. Multiple Policies. To demonstrate that ANCS guarantees
the network performance ofVMsunder various scenarios, we
change the performance policy during runtime and observe
that the change is reflected properly in the system. When the
system is started, we set the weights of five VMs for weight-
based proportional sharing as {VM1 = 1/15, VM2 = 2/15,
VM3 = 3/15, VM4 = 4/15, VM5 = 5/15}; thus, the ratio of
the weights is 1 : 2 : 3 : 4 : 5. After measuring the performance
of each VM, we additionally set the maximum bandwidth
limitation policy to VM5. The bandwidth of VM5 is set
to 150Mbps while the weight-based proportional sharing is
maintained. Finally, the minimum bandwidth reservation is
set to VM1 with a value of 200Mbps. Similarly, the previous
configuration applied to other VMs is maintained.

The results of the experiment are shown in Figure 5. At
the beginning of the experiment, ANCS allocates credits
to vif s according to their weights. Therefore, the network
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Figure 5: Bandwidth of VMs with different performance policy
settings.

performance of each VM is differentiated proportionally, as
expected. When the maximum bandwidth limitation policy
is applied to VM5 in the second phase, VM5 shows the
bandwidth limited to 150Mbps. As the credit value allocated
to VM5 decreases compared to the first phase, the network
performance of other VMs increases naturally. Moreover, the
increment in the bandwidth of other VMs is proportional to
their weights. During the last phase, the bandwidth of VM1
increases to 200Mbps because of the reservation policy, while
the bandwidth ofVM5 is preserved as 150Mbps, the same as it
was in the second phase.Then, VM2, VM3, and VM4 receive
less credit value compared to the second phase, and therefore
their performance decreases.

Based on the above experiment, ANCS shows that it
guarantees the network performance of VMs under various
scenarios that combine the policies explained in Section 3.3.
The scenarios include all three performance policies provided
by ANCS. Our evaluation demonstrates that ANCS is capable
of handling various performance requirements in cloud
computing.

4.3. Support for Work-Conserving. In cloud computing, effi-
cient resource management is crucial for reducing mainte-
nance costs. For better efficiency in resource management,
ANCS maximizes resource utilization even if the number
of VMs and their performance policies are changed. We
evaluated the efficiency of ANCS in resource management by
measuring aggregated bandwidth in different environments.

First, Figure 6 provides the bandwidth results of the VMs
on a physical server. We configured only one policy (weight-
based proportional sharing) on all VMs. In addition, we
maintained the weight of each VM for weight-based propor-
tional sharing as {VM1= 1/15, VM2= 2/15, VM3= 1/5, VM4
= 4/15, VM5 = 1/3}, throughout the remaining experiments.
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Figure 6: Aggregated bandwidth of VMs with ANCS (only weight-
based proportional sharing is applied).

We then launched the VMs sequentially (VM1 through
VM5) and measured the network performance of each VM.
Evaluation results show that the network performance of
each VM is proportional to the weight. While the network
performance of each VM changes according to the weight,
the aggregated bandwidth maintains 940Mbps. We find
that ANCS fully supports work-conserving scheduling by
achieving themaximum aggregated bandwidth, independent
of the number of VMs on the physical server.

Next, Figure 7 shows the aggregated bandwidth in the
three experiment scenarios described in Section 4.2.Through
this experiment, we aimed to show that ANCS maximizes
resource utilization even if the performance policy of each
VM is changed. In the first phase, only weight-based propor-
tional sharing is applied to all VMs. In the second phase, the
maximum limitation policy is applied to VM5 while main-
taining the weight-based proportional sharing of the other
VMs. Finally, the minimum bandwidth reservation is set to
VM1. In the final phase, all of the performance policies that
ANCS provides are applied on the system: reservation toVM1
(200Mbps), limitation toVM5 (150Mbps), andweight-based
proportional sharing to all VMs. As depicted in Figure 7,
the aggregated bandwidth always achieves the maximum
bandwidth, 940Mbps, in all the experiment scenarios. It
is clear that the work-conserving property of ANCS is not
affected by the required performance policy of each VM, or
by the number of VMs.

4.4. CPU Overhead. In cloud computing, it is important
to decrease CPU overhead in terms of energy efficiency
when applying a new policy to the system. To illustrate the
CPU overhead caused by ANCS, we measured the CPU
utilization in the driver domain while sequentially generating
VMs one by one. Figure 8 shows the CPU utilization in
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Figure 7: Aggregated bandwidth of VMs with ANCS.
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Figure 8: CPU utilization in the driver domain when the number
of VMs is increased from one to eight.

three cases: Native Xen, Linux traffic controller, and ANCS.
Both Native Xen and the traffic controller are based on
the Xen hypervisor; they run unmodified Linux for driver
domains. In the experiment with Native Xen, the network
performance of each VM is equal because the default setting
of Xen is fair sharing. For the traffic controller experiment,
we utilize the Linux traffic controller in the driver domain
to differentiate the network performance of VMs, similar
to ANCS. The traffic controller does not support work-
conserving and only provides network performance policies
with fixed performance values; this is different from ANCS,
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Table 1: Latency values in ms measured by a ping program when
the number of VMs is increased from one to five.

Number of VMs
1 2 3 4 5

Native Xen 0.30 0.34 0.25 0.30 0.32
Traffic controller 0.30 0.30 0.30 0.32 0.32
ANCS 0.24 0.28 0.23 0.23 0.34

Table 2: Latency values in ms measured by Netperf when the
number of VMs is increased from one to five.

Number of VMs
1 2 3 4 5

Native Xen 0.12 0.13 0.12 0.12 0.12
Traffic controller 0.12 0.12 0.12 0.13 0.13
ANCS 0.12 0.12 0.12 0.12 0.12

which dynamically adjusts the network performance of VMs.
As depicted in Figure 8, the traffic controller demands non-
negligible computation resources as it adopts packet queuing
for throttling the sending packet rate. As ANCS adopts a
credit-based simple accounting algorithm that incurs only
minimal overhead, ANCS shows low CPU utilization in the
driver domain, which is comparable to the two different
techniques.

4.5. Network Latency. In this section, we evaluate network
latency in ANCS and compare the results with Native Xen
and the Linux traffic controller in the same experiment setup
described in Section 4.4. For the performance policy, we
configure the weight of each VM as one to provide the
same bandwidth to VMs, which prevents different resource
allocation from affecting network latency. We use both a
ping program and Netperf [21] with TCP RR to quantify the
latency of UDP and TCP pings, respectively. The ping pro-
gram sends 64-byte UDP packets to a client whereas Netperf
with TCP RR sends 1-byte TCP packets to a client. For these
experiments, we respectively execute both programs between
a client and a VM for 60 seconds and take the average value,
because network latency fluctuates on each measurement.
Tables 1 and 2 show the latency values (inms) of eachmethod
measured by the ping program and Netperf, respectively,
when the number of VMs is increased from one to five. In
both results, ANCS shows lower or similar latency compared
to Native Xen and the traffic controller. As explained in
Section 3.2, although the accounting function of ANCS runs
every 30ms, virtual interfaces with sufficient credit values
can run at certain points regardless of this period. Therefore,
the 30ms period does not affect the network latency of each
virtual interface.

5. Related Work

As cloud computing based on virtualization becomes preva-
lent and the requirements of each user are diversified,
techniques for improving QoS are increasingly studied. In
particular, network devices are considered to offer unstable

QoS, because sharing of the devices involves another schedul-
ing layer (such as the scheduler in the back-end driver).

vSuit [11] adopts a feedback controller in order to analyze
variations in network performance and to react to such
deviations by adjusting network resources to each guest OS.
Using this mechanism, vSuit can offer maximum bandwidth
reservation and limitation for each VM. Furthermore, CPU
overhead is shown to be under 1%. However, this research
does not support weight-based proportional sharing, and the
experiments are performed in 100Mbps environment.

DMVL [12] provides a technique to distribute the net-
work bandwidth to each VM in a stable and fair manner. For
this purpose, it separates the logical data path and the request
I/O queue belonging to each VM. In addition, it records the
allocated and consumed amounts of network bandwidth for
eachVMbyusing sharedmemory.This information is used to
adjust the amount of network bandwidth allocated in the next
iteration.The limitation of this research is that this technique
incurs nonnegligible CPU overhead in domain 0, up to 7%.

PSD [13] differentiates the network performance of each
VM based on each virtual network interface. It schedules
each virtual interface by means of a leaky bucket controller
and a time slot-based resource allocator, which distribute
the resource in proportion to a different ratio. However, this
approach cannot provide absolute bandwidth assignment.

The Linux traffic controller [14, 17] is a traditional
approach to adjusting the network bandwidth of each net-
work application. It classifies each packet according to its
header information and configures different bandwidths
according to each classification. In the paravirtualized Xen,
the traffic controller in domain 0 can be used to perform
network performance differentiation by classifying the pack-
ets based on the IP address of each VM. In this case, severe
CPU utilization occurs (up to 12%) when the number of VMs
increases, as shown in Figure 8.

Recently, Silo [22] proposes to consider both VM place-
ment and end host pacing to guarantee message latency
in cloud computing. In Silo, message latency between two
VMs is determined by the capacity of network switches
connecting two virtual machines. End host pacing controls
the transmission rate in a server by utilizing hierarchical
token bucket scheduling. Even though Silo guarantees quan-
titative network latency in cloud computing, it only covers
communication between two specific VMs. When a VM
starts new connection with another VM or migrates to a
different server, Silo needs to recalculate guaranteed latency.

Cerebro [23] predicts bounds on the response time
performance ofwebAPIs exported by applications hosted in a
PaaS cloud. However, Cerebro only predicts response time of
cloud applications and does not involve network scheduling
in the case of violation of predicted response time. Moreover,
Cerebro incurs computational overheads since it adopts a
static analysis to predict the response time.

As shown in Table 3, the solutions proposed to enhance
network QoS either provide only a single policy or incur
high CPU overhead through the use of high-frequency
feedback controllers. ANCS can support various policies,
including proportional sharing and minimum/maximum
network bandwidth reservation. It also maximizes the total
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Table 3: Comparison of virtual network scheduling methods.

ANCS vSuit DMVL PSD Traffic controller Silo Cerebro
Work-conserving o o o x o x x
Proportional sharing o x o o o x x
Minimum and maximum reservation o o x x x o x
CPU overhead Low Low High N/A High Low High

network bandwidth by supporting work-conserving while
reducing CPU overhead as much as possible.

6. Conclusion

In this paper we proposeANCS, which dynamically enhances
network performance to meet the various requirements of
users in cloud computing environments. Compared to solu-
tions proposed in previous research efforts, ANCS can pro-
vide several network performance control policies, including
weight-based proportional sharing, minimum bandwidth
guarantees, and maximum bandwidth guarantees, while
achieving low CPU overhead.
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There are a large number of open source projects in software repositories for developers to reuse. During software development and
maintenance, developers can leverage good interfaces in these open source projects and establish the framework of the new project
quickly when reusing interfaces in these open source projects. However, if developers want to reuse them, they need to read a lot
of code files and learn which interfaces can be reused. To help developers better take advantage of the available interfaces used in
software repositories, we previously proposed an approach to automatically recommend interfaces by mining existing open source
projects in the software repositories. We mainly used the LDA (Latent Dirichlet Allocation) topic model to construct the Feature-
Interface Graph for each software project and recommended the interfaces based on the Feature-Interface Graph. In this paper, we
improve our previous approach by clustering the recommending interfaces on the Feature-Interface Graph, which can recommend
more accurate interfaces for developers to reuse. We evaluate the effectiveness of the improved approach and the results show that
the improved approach can be more efficient to recommend more accurate interfaces for reuse over our previous work.

1. Introduction

Interfaces are an integral part of software projects, which is
also an importantmeans for software design.During software
development, most of the software projects use interfaces to
construct the frame of a project [1–3]. Program interface is
an effective way to construct the framework of a new project.
Reusing interfaces in software projects can save development
time and reduce development cost. Moreover, most of these
open source projects are of high quality [4–8]. If we can reuse
the interfaces in these open software projects to help develop
a new project, it can effectively allow developers to write less
code and improve the efficiency of their project development
[9–12].

Today, many open source software repositories are availa-
ble to developers such as SourceForge (https://sourceforge
.net/), Git (https://git-scm.com/), and OSChina (http://www
.oschina.net/).These software repositories provide an amount
of useful information to developers such as coding style,
document, and software interfaces. Hence, mining existing

software repositories can help developers to identify some
interfaces for reuse. One simple and directmethod is to check
these code files one by one and then extract the files useful for
developers. However, it is difficult, costly, and labor-intensive
for developers to implement interfaces all by themselves for a
new project.

The main problem is how we can deal with these use-
ful information easily. A number of techniques have been
proposed to analyze the software repositories for reuse in
software development. Chan et al. proposed a code search
approach, which returns a graph of API methods [13].
They used a greedy subgraph search algorithm to identify
a connected subgraph containing nodes with high textual
similarity to the query phrases.Thung et al. proposed a library
recommendation approach based on a set of libraries that a
project currently uses, which recommends relevant libraries
[14, 15].They proposed a hybrid approach that combines asso-
ciation rule mining and collaborative filtering to recommend
libraries for reuse. In addition, they also proposed an API
recommendation approach [15]. The APIs are recommended
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based on the measure of the relevance by looking into the
similarity between description of feature request and descrip-
tion of APIs. However, the search range of these techniques is
too large and the process of matching is complex. Moreover,
few of them focus on interface recommendation.

Considering the above issues, an automated approach
is needed to recommend interfaces to developers more
effectively. In our previous work, we proposed an approach
to effectively mine the software repositories for automatic
interface recommendation [16]. The approach used the LDA
(Latent Dirichlet Allocation) topic model [17] to construct
the Feature-Interface Graph (FIG) for each project to rec-
ommend interfaces based on their usage in each project.
However, the number of recommended interfaces is too large,
and we only consider the individual open software project
for recommendation. But in practice, different projects have
different considerations; that is, some interfaces are more
important in some projects while some others are less in
other projects. In addition, the time to construct the Feature-
Interface Graph (FIG) for each project is too large, and
developers need to wait a long time to reuse these recom-
mended interfaces. In this paper, we improve our previous
work considering these two aspects in the following way. On
the one hand, we use the LDA topic model to extract the
topics of open source projects in the open source software
repositories and identify the relevant open source projects. In
this way, we do not need to construct the FIGs for each project
in the software repositories, which is costly. On the other
hand, we cluster the interfaces of these relevant projects based
on the FIG and recommend the interfaces on the clustering
results. In this way, the interfaces are recommended based on
their general usage in all of the relevant software projects in
software repositories. In this paper, we make the following
contributions:

(i) We improve our previous work and propose a more
effective approach for automatic interface recommen-
dation by mining software repositories.

(ii) We conduct an empirical study to show the per-
formance improvement of our approach, and the
empirical results show that the performance of our
approach is greatly improved over our previous work.

(iii) We conduct an empirical study to show the accuracy
improvement of our approach, and the empirical
results show that the accuracy of the recommended
interfaces is also greatly improved over our previous
work.

The rest of the paper is organized as follows. In Section 2,
we introduce the background related to the LDA topicmodel.
We present our approach in Section 3. In Section 4, we
conduct an empirical study to evaluate our approach. In
Section 5, we discuss the related work. Finally, Section 6
concludes our approach and discusses some future work.

2. Background

Topic models were originated from the field of information
retrieval (IR) to index, search, and cluster a large amount

of unstructured and unlabeled documents. A topic is a
collection of terms that cooccur frequently in the documents
of the corpus.One of themostly used topicmodels in software
engineering community is Latent Dirichlet Allocation (LDA)
[17]. It has been successfully and widely applied to analyze
the software engineering data to support various software
engineering activities [18–22].

LDA is a probabilistic generative topic model for collec-
tions of discrete data such as text corpora [17]. It has been
applied to information retrieval to automatically organize and
provide structure to a text corpus [23]. In LDA, there is a set
of topics to describe the entire corpus. Each document can
contain more than one of these topics, and each term in the
entire repository can be contained in more than one of these
topics. Hence, LDA is able to discover a set of ideas or themes
that well describe the entire corpus. In this paper, we extract
the topics from the software by using the LDA topic model.
These extracted topics help us understand the features of the
target software.

The basic main idea of LDA is that documents are repre-
sented as randommixture over latent topics, where each topic
is characterized by a distribution over words [17]. Specifically,
the LDA model consists of the following building blocks:

(1) A word is the basic unit of discrete data, defined
to be an item from a software vocabulary 𝑉 =

{𝑤
1
, 𝑤
2
, . . . , 𝑤V}, such as an identifier or a word from

a comment.
(2) A document is a sequence of words denoted by 𝑑 =

{𝑤
1
, 𝑤
2
, . . . , 𝑤

𝑛
}, where 𝑤

𝑖
is the 𝑖th word in the

sequence.
(3) A corpus is a collection of documents denoted by𝐷 =

{𝑑
1
, 𝑑
2
, . . . , 𝑑

𝑚
}.

Given 𝑚 documents containing 𝑘 topics expressed over
V unique words, the distribution of 𝑖th topic 𝑡

𝑖
over V words

and the distribution of 𝑗th document over 𝑘 topics can be
represented.

By applying the LDA model, it outputs the distribution
values of the topics of the software projects. We use the
distribution values to show the accuracy of the topic. More
details of LDA can refer to the work of Blei et al. [17].

3. Our Approach

In this section, we present our approach about how to auto-
matically recommend interfaces. To develop a new software,
one of the first tasks is to specify the function modules
based on requirement analysis. During this process, interface
definition is an important task. After specifying the function
modules and providing the features about the new program,
some suitable interfaces should be defined. If some of the
interfaces can be recommended for developers to reuse, it will
improve the efficiency of software development and increase
the opportunity of code reuse.

The process of our approach is shown in Figure 1. The
input of our approach includes the software repositories and
the feature request of a new project. We first use the LDA
topic model to extract the software projects from software
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Figure 1: Process of our approach.

Table 1: The topics and the allocation values of topics extracted by LDA from JEdit project.

Topic Allocation Word
Topic 0 0.2722 textarea, jedit, gnu, general, software, version, line, copy, color, foundation
Topic 1 0.1836 jedit, entry, code, path, view, url, tag, gjt, jar, title
Topic 2 0.2748 type, undo, scan, scanpos, stream, read, input, encoding, dimision, font
Topic 3 0.2401 jedit, view, box, options, actionhandler, cons, selected, borderlayout, attribute, entity
Topic 4 0.2088 start, end, line, selection, offset, match, input, caret, search, strtline
Topic 5 0.1740 keyevent, vk, key, jedit, length, text, shortcut, installer, historymodel, swing
Topic 6 0.1700 path, vfs, browser, file, jedit, view, directory, session, menu, component
Topic 7 0.2342 offset, line, length, file, start, seg, header, jedit, number, rule
Topic 8 0.2379 interpreter, callstack, file, type, primitive, pat, lgpl, version, notice, item
Topic 9 0.6456 jj, active4, 3r, jjtn, xsp, active4, active2, jjtree, active1, active0

repositories that are relevant to the feature request provided
by developers. Then, we traverse the interfaces of these
relevant software projects and construct the Feature-Interface
Graphs (FIGs) for each of the relevant project. Finally, based
on the interfaces on the FIGs, we cluster the interfaces and
recommend the candidate interfaces based on the number of
their invocations in software repositories.

3.1. Identify Relevant Software Projects. First, we use the
topic model (LDA) to extract the topics for each project in
software repositories. After extracting the topics, we get some
words to describe each open source project. Before using the
LDA, we should preprocess these software projects to reduce
noise and improve the data quality for use. There are several
typical natural language processing (NLP) preprocessing
operations for the unstructured source code. We tokenize
eachword based on commonnaming practices, such as camel

case (𝑜𝑛𝑒𝑇𝑤𝑜) and underscores (𝑜𝑛𝑒 𝑡𝑤𝑜), remove common
English language stop words (𝑡ℎ𝑒), and strip away syntax and
programming language keywords (𝑝𝑢𝑏𝑙𝑖𝑐). More details of
the preprocessing operations can refer to our previous work
[24]. After preprocessing, we can use the LDA to extract the
topics for each project. We see each project as one document
collection. For each project, we get 𝐾 topics to describe the
features and𝐾 topic allocation values, we denote these topics
as a collection named 𝐹

𝑖
. Table 1 shows an example of the top-

ics extracted from JEdit (http://www.jedit.org/), a famous text
editor open source software. There are ten topics extracted
from this project. The first column is the topics, the second
the allocation of each topicwhich describes the significance of
this topic, and the last column the words describing the topic.

At the beginning of the development process, develop-
ers may provide a functional description of their request.
The description words of the new software are marked as
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a collection. For the feature request of a project, it is a short
textual description. So tokenization of the feature request is
conducted. During the process of tokenization, the feature
request text is turned into tokens. Then, we also get a set
of words to represent the feature request; that is, Feature =

{𝑤
1
, 𝑤
2
, . . . , 𝑤

𝑘
}. Then, we turn to match the words in the

collection with the topics of each software project; that is,
Software

𝑖
= {𝑤

1
, 𝑤
2
, . . . , 𝑤

𝑗
}. Specifically, for each project

in the software repository, we compute the similarity value
(Sim
𝑖
) by measuring how many words of the feature request

are also present in the LDA representation of a software
(Software

𝑖
), as shown as the following formula:

Sim
𝑖
=

Feature ∩ Software
𝑖



Software
𝑖

. (1)

The greater value the similarity (Sim
𝑖
) is, the higher the

similarity between feature request of the new project and the
target project in software repositories is. If the value of the
counter satisfies a threshold value, we claim that the target
project (Software

𝑖
) is relevant to the new project at hand.

3.2. Feature-Interface Graph Construction. In this paper,
Feature-InterfaceGraph (FIG) is an important representation
for interface recommendation. In this subsection, we discuss
the definition of FIG and the process of how to construct FIG.

FIG is formally defined as follows.

Definition 1 (Feature-InterfaceGraph). The Feature-Interface
Graph (FIG) is a graph; FIG = ⟨𝑁, 𝐸,𝑊⟩. 𝑁 = 𝑁

1
∪ 𝑁
2
,

where 𝑁
1
is the topic nodes and 𝑁

2
is the interface nodes

corresponding to the topic nodes. 𝐸 is the relation between
topic nodes and interface nodes, which is identified by the
LDA. 𝑊 is the weight on the edge, which represents the
number of interfaces been invoked in the software.

So on the FIG, there are two types of nodes, that is, topic
nodes and interface nodes. Topic nodes are used to store
the topics of the software. Interface nodes are the nodes of
interfaces used in the software. We distinguish topic nodes
and interface nodes because when developers need interfaces
to construct the frame of a new project, they need to first
provide the feature request about this new project. Then, we
can retrieve the interface nodes through matching the topic
nodes with the description of the new project.

Then, we traverse each project file and search interfaces
used in this project. We store the interfaces in the form of
Project Name-Package Name-File Name-Interface Name. For
example, we find an interface named BufferChangeListener.
We record its information and store this interface in the form
of jedit-org.gjt.sp.jedit.buffer-BufferChangeListener. To show
the importance of the interfaces, we count the number of
interfaces being invoked. Table 2 shows the interfaces in the
JEdit and the number of these interfaces being invoked.

After extracting the topics from the relevant projects
and traversing the interfaces, their FIGs can be constructed.
We mark the collection of topics as the topic nodes, the
collection of interfaces as interface nodes, and the number
of interfaces being invoked as the weight of edges. Figure 2

shows an example of the FIG for the JEdit project. In Figure 2,
there are many relevant open source projects in software
repositories. For each project, it has its own FIG and has ten
topics to describe its features and functions. In our approach,
we choose some of these topics to be considered as the most
suitable description of JEdit. For each project, we also search
the interfaces used in corresponding projects and calculate
the number of them being invoked. In Figure 2, the weight of
edges represents the number of interfaces being invoked.

3.3. Interface Clustering and Recommendation. After con-
structing the FIGs for each of the relevant projects, we
can obtain the information about the topics of the software
and their interfaces and the number of each interface being
invoked in the software. In our previous work, the interfaces
are recommended based on the number of their being
invoked for each project. However, different projects have
their individual characteristics and the usage of interfaces is
different. If we only consider the interface usage in individual
project, the recommending results may be inaccurate. So in
this paper, the interfaces are recommended based on the
whole perspective of interface usage in all of the relevant
software projects.

We cluster the interfaces also based on the LDA topic
model. Each interface on the FIGs is considered as a file for
LDA input. The process of interface clustering includes the
following steps:

(1) Natural language processing (NLP) techniques are
used to preprocess the interfaces to reduce the noise
in the interface data.

(2) LDA is applied to generate the topics.
(3) Clusters are generated, and interfaces having similar

topics should be allocated in a cluster.

Based on the interface clustering, we can compute the
total count of the interfaces being invoked in each cluster.
The greater value the count is, the higher the interface in that
cluster relevant to a topic is concerned. When this step is
finished, the interfaces are ranked and recommended based
on the following formula:

Rank (Inter
𝑖
) = Invoke (Inter

𝑖
) ×

Cluster (Inter
𝑖
)

Max (Clustering)
. (2)

In (2), Invoke(Inter
𝑖
) represents the number of Interface 𝑖

being invoked in a project; Cluster(Inter
𝑖
) represents the size

of the cluster Interface 𝑖 belonging to. LDAgenerates𝐾 topics.
For each topic, it is a cluster, which is composed of some
interfaces related to this topic. Sowhenusing LDA,weneed to
set the number of generated topics,𝐾. In addition, in Formula
(2), Max(Clustering) represents the largest size of the cluster
in the generated clusters. Based on this metric, the top 𝐾

interfaces can be recommended. According to the directed
edges they points to, the interfaces can be automatically
determined. Then, we go back to the corresponding project
to find the code snippet of the interfaces and recommend the
source code to the developers.
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Table 2: The interfaces and the number of their being invoked in the JEdit project.

Number Interface Invoked account
1 jedit-org.gjt.sp.jedit.browser-BrowserListener-BrowserListener 0
2 jedit-org.gjt.sp.jedit.buffer-BufferChangeListener-BufferChangeListener 1
3 jedit-org.git.sp.jedit.buffer-BufferListener-BufferListener 3
4 jedit-org.git.sp.jedit.gui-DefaultFocusComponent-DefaultFocusComponent 2
5 jedit-org.git.sp.jedit.gui-DockableWindowContainer-DockableWindowContainer 2
6 jedit-org.git.sp.jedit.gui-MutableListModel-MutableListModel 2
7 jedit-org.git.sp.jedit.help-HelpHistoryModelListener-HelpHistoryModelListener 1
8 jedit-org.git.sp.jedit.help-HelpViewerInterface-HelpViewerInterface 1
9 jedit-org.gjt.sp.jedit.indent-IndentAction-IndentAction 5
10 jedit-org.gjt.sp.jedit.indent-IndentRule-IndentRule 2
11 jedit-org.gjt.sp.jedit.menu-DynamicMenuProvider-DynamicMenuProvider 7
12 jedit-org.gjt.sp.jedit.search-HyperSearchNode-HyperSearchNode 2
13 jedit-org.gjt.sp.jedit.search-HyperSearchResults-ResultVisitor 0
14 jedit-org.gjt.sp.jedit.search-HyperSearchTreeNodeCallback-HyperSearchTreeNodeCallback 2
15 jedit-org.gjt.sp.jedit.search-SearchFileSet-SearchFileSet 2
16 jedit-org.gjt.sp.jedit.syntax-TokenHandler-TokenHandler 2
17 jedit-org.gjt.sp.jedit.textarea-ScrollListener-ScrollListener 2
18 jedit-org.gjt.sp.jedit.textarea-ScrollListener-java.util.EventListener 1
19 jedit-org.gjt.sp.jedit.textarea-StatusListener-StatusListener 2
20 jedit-org.gjt.sp.jedit.textarea-StructureMatcher-StructureMatcher 0
21 jedit-org.gjt.sp.jedit-EBComponent-EBComponent 15
22 jedit-org.gjt.sp.jedit-MiscUtilities-Compare 17
23 jedit-org.gjt.sp.jedit-OptionPane-OptionPane 1
24 jedit-org.gjt.sp.jedit-Registers-Register 2
25 jedit-org.gjt.sp.util-ProgressObserver-ProgressObserver 3
26 jedit-org.gjt.sp.util-WorkThreadProgressListener-WorkThreadProgressListener 0
27 jedit-org.objectweb.asm-ClassVisitor-ClassVisitor 1
28 jedit-org.objectweb.asm-CodeVisitor-CodeVisitor 1
29 jedit-org.objectweb.asm-Constants-Constants 1
30 jdeit-bsh-BSHBlock-NodeFilter 1
31 jedit-bsh-BshClassManager-Listener 2
32 jedit-bsh-BshIterator-BshIterator 2
33 jedit-bsh-ConsoleInterface-ConsoleInterface 1
34 jedit-bsh-NameSource-NameSource 0
35 jedit-bsh-Node-Node 1
36 jedit-bsh-Node-Node-java.io.Serializable 25
37 jedit-bsh-ParserConstants-ParserConstants 11
38 jedit-bsh-ParserTreeConstants-ParserTreeConstants 1
39 jedit-com.microstar.xml-XmlHandler-XmlHandler 1
40 jedit-gnu.regexp-CharIndexed-CharIndexed 6
41 jedit-installer-BZip2Constants-BZip2Constants 2
42 jedit-installer-Progress-Progress 2
43 jedit-installer-TarInputStream-EntryFactory 1
44 jedit-java.swing.border-Border 2
45 jedit-java.swing.text.Postion 1
46 jedit-javax.swing.ListModel 1
47 jedit-java.lang.reflect.InvocationHandler 1
48 jedit-java.util.Enumeration 1
49 jedit-java.util.EventListener-EventListener 0
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Figure 2: The Feature-Interface Graph of JEdit in the software repositories.

4. Empirical Study

In our previous work, we have evaluated the effectiveness of
our approach [16]. While in this paper, we improve our pre-
vious work aiming at decreasing the time cost and improving
the recommendation accuracy. So we define the following
research questions to compare with our previous work.

RQ1. Can our approach improve the efficiency of recom-
mending interfaces over our previous work?

RQ2. Can our approach improve the accuracy of the recom-
mended interfaces over our previous work?

4.1. Setup. To evaluate the effectiveness of our approach, we
conduct an empirical study on a famous open source software
repository, that is, SourceForge (https://sourceforge.net/), to
recommend interfaces.

In our approach, we need to use LDA to generate the
topics of the projects and interfaces (to save time, we only
select 200 active open source projects in the SourceForge
repositories). For LDA computation, we used MALLET
(http://mallet.cs.umass.edu/), which is a highly scalable Java
implementation of the Gibbs sampling algorithm. We ran

for 10,000 sampling iterations, the first 1000 of which were
used for parameter optimization. During this process, we
need to set the number of topics (𝐾) for LDA analysis.
In our previous work, we have conducted some empirical
studies to show which number of topics is good for interface
recommendation, and the results show that four number of
topics is a relatively good choice. So in this study, we also set
the number of topics 𝐾 = 4.

In addition, to conduct our study, we invited 20 people
to participate in our evaluation. These 20 participants are
from all walks of life, such as developers and students. Half
of them are from school with 2-3 years of development
experience and the other half are from industrywith 3-4 years
of development experience. In our study, the task for them
is to write a text-editing software as in our previous work
because all of them used text-editing software frequently and
they have the experience of developing this kind of software.
These 20 participants are divided into two groups, and they
used the previous approach [16] and the new approach in this
paper to recommend interfaces, respectively.They performed
the study under a similar circumstance.

For RQ1, we record the time of the interface recommen-
dation approach in this paper and that in our previous work,
respectively.
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Table 3: The average time (minutes) and gain (over previous
approach) to recommend the interfaces.

Previous approach New approach Gain
55.1 26.5 51.9%

For RQ2, we ask the participants to provide the feature
request for interface recommendation. Then, they evaluate
the usefulness of these interfaces to new projects. They
evaluate this by the support of the interfaces recommended
for them, which represents the usefulness of these interfaces
that can be used in their development process. The highest
score is 4 and the lowest score is 0.The higher the score is, the
more useful the interface is. For each participant, top twenty
interfaces will be recommended for them. In addition, after
their rating on the recommended interfaces, we asked them
to discuss on the recommended results and get a consensus
on which interfaces would be finally used to develop the
new project. This final results on the potentially-be-used
interfaces will be used as an authoritative result to measure
our previous approach and new approach. To quantitatively
compare these two approaches, we used precision and recall,
two widely used information retrieval and classification
metrics [25], to validate the accuracy of different approaches.
Precision measures the fraction of interfaces identified by an
interface recommendation approach that are truly relevant
(based on the authoritative results), while recall measures the
fraction of relevant results (i.e., interfaces that appear in the
authoritative results).

4.2. Results. In this subsection, we analyze and discuss the
results collected from our studies.

4.2.1. RQ1. In our previous work, Feature-Interface Graph
(FIG) for each project in software repositories needs to be
generated. While in this paper, we have a step to extract
the relevant projects from software repositories and then
generate FIGs for these relevant projects. However, during
this process, we need to run the LDA topic model to extract
the relevant software projects.Moreover, in this paper, we also
need to use the LDA topic model to cluster the interfaces
for interface generation. In practical software development,
efficiency is an important factor for interface reuse. So the first
research question is to evaluate whether the approach in this
paper can improve the efficiency of our previous work.

Figure 3 shows the time of these twenty participants to
get the interfaces recommended by the previous approach
and new approach. We notice that the new approach always
needs less time to recommend the interfaces. Table 3 shows
the average time for these two approaches to generate the
interfaces and the gain of new approach over previous
approach. From the results, we see that, on average, the time
for the newapproach to generate the interfaces is 26.5minutes
and 55.1 minutes for previous approach. Moreover, the gain
of the new approach over previous approach is bigger than
50%, which is a relatively big scale. Hence, the results indicate
that the new approach can savemuch time to recommend the
interfaces, which is more efficient for developers to use. So

0
10
20
30
40
50
60
70

1 2 3 4 5 6 7 8 9 10

Ti
m

e

Task

Previous approach
New approach

Figure 3:The time to recommend the interfaces for each participant
(minutes).
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Figure 4: The support results assessed by participants (4 represents
more useful, 3 useful, 2 undetermined, 1 useless, and so on).

based on the time results, we can conclude that our approach
improves the efficiency over the previous approach.

4.2.2. RQ2. In the new approach, we use a different metric
to rank the recommended interfaces. For previous approach,
we consider the usage of interfaces in each individual project,
while in the new approach, we consider the usage of interfaces
from a general view on similar interfaces of the relevant
projects. In our previouswork, we have shown the accuracy of
the recommended interfaces [16], while in the new approach,
we use a different metric to recommend the interfaces.
So the second research question aims to see whether the
recommended interfaces of the new approach are more
accurate than the previous approach.

In our study, we select the top twenty interfaces recom-
mended by each approach for participants to assess. So for
each participant, he/she needed to evaluate whether each of
the twenty interfaces is useful for reuse. So there are in all 400
assessment results. Figure 4 shows the evaluation results of
all the participants. From the results, we see that the number
of interfaces recommended by the new approach assessed
with the highest score (which indicates that the interfaces are
more useful) is bigger than that of the previous approach.
In addition, the number of interfaces recommended by the
new approach assessed with the score (3) is also bigger than
that of the previous approach. On the contrary, for interfaces
with other scores, that is, 2, 1, and 0, the number of previous
approach is bigger than the new approach. In addition,
we use the precision and recall to quantitatively compare
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Table 4: The precision and recall of these two approaches to
recommend the interfaces.

Approach Precision Recall
Previous approach 21.2% 44.8%
New approach 27.5% 62.4%
Gain 29.7% 39.3%

the previous approach and new approach. The results are
shown in Table 4, which show that both the precision and
recall of the new approach are improved. Specifically, the
gain approach of the new approach over previous approach
is 29.7%, and the gain of recall is 39.3%. So from the
results, we notice that the new approach can recommend
more useful interfaces for participants to reuse. Hence, we
can conclude that the new approach can recommend more
accurate interfaces for reuse over the previous approach.

4.3. Threats to Validity. In our study, we have demonstrated
the effectiveness of our new approach over the previous
approach. But there are still some problems in our evaluation,
which threaten the effectiveness of our study.

In our study, the first threat to validity comes from the
participants and the project used in the evaluation. The
participants in our study engaged in a similar job, but they
write their own feature request for interface recommen-
dation. Hence, they may hold different views about text-
editing software like JEdit. Some of them do not have enough
programming experience anddonot understand the function
of interfaces. In our evaluation, we list the interfaces and
functional description of them. Participants need to read
these description first and then score for the importance
of these interfaces based on their own understanding. We
address this threat by using popular and simple words to
describe the function of the interfaces and illustrate these
descriptions by giving examples.Moreover, these participants
performed the study under a similar circumstance, but in
practice, we cannot control that they can be fully devoted to
the experiment during the empirical study.

In addition, we only choose a text-editing software for
participants to conduct our study. We validate the effective-
ness of our approach based on the commonly used text-
editing software,which is easy andwidely used for conducting
studies. However, the results cannot be generalized to other
projects. Hence, more studies are needed to evaluate our
approach on different projects with different characteristics.

The other threat to our validity includes the repositories
we used and a possible mismatching between the features
provide by the developers and the topics extracted from the
open source projects. In addition, the number of topics is set
as 4 based on our previous work [16]. But a different value for
the number of topics may generate different results.

5. Related Work

A number of approaches have been studied to allevi-
ate the difficulty of code reuse, and some code/software
recommendation techniques were proposed, which include

the recommendations of example code [26–29], libraries [14]
and APIs [30, 31], and software applications [32].

A lot of current related work in this area focused on
code or code example recommendation [33–35]. Bruch et
al. proposed a code completion system that recommends
method calls by looking for code snippets in existing code
repositories [36]. They developed this system based on the
frequency ofmethod call usage. Proksch et al. also focused on
code completion and used Bayesian networks for more intel-
ligent code completion [37]. Lozano et al. proposed a source
code recommendation tool that aids developers in software
maintenance. They used a genetics-inspired metaphor to
analyze source code entities related to the current work-
ing context and provided its developer with a number of
recommended properties such as naming conventions, used
types, and invoked messages [33]. Murakami and Masuhara
proposed a method that mechanically evaluates usefulness
for their recommendation system called Selene.They adjusted
several search and user-interface parameters in Selene for
better recommendation [35]. Then, they also proposed using
the user’s editing activity to identify the source code relevant
to the current method/class. They used a modified degree-
of-interest model and incorporated the model in repository-
based code recommendation system [28]. McMillan et al.
proposed an approach for rapid prototyping that facilitates
software reuse by mining feature descriptions and source
code from open source repositories. They recommended
features and associated source codemodules that are relevant
to the software product under development [34]. Kim et
al. proposed a code example recommendation system that
combines the strength of browsing documents and searching
for code examples and returns high-quality code example
summaries mined from theWeb [27]. Ghafari et al. proposed
an approach for code recommendation in which code exam-
ples are automatically obtained by mining and manipulating
unit tests [26]. Zagalsky et al. developed a code search and
recommendation tool which brings together social media
and code recommendation systems. The tool enables crowd-
sourced software development by utilizing both textual and
social information [29]. Zhang et al. proposed an approach
that recommends interface parameters for code completion.
They used an abstract usage instance representation for each
API usage example and built a parameter usage database.
Then, they queried the database for abstract usage instances
in similar contexts and generated parameter candidates by
concretizing the instances adaptively [31]. All the above work
focus on fine-code level recommendation, which can be used
in code completion. In this paper, we recommend higher-
level code, that is, interfaces, for developers’ reuse, which is
different from the above work.

There are also some work that are similar to us, which
can recommend libraries or interfaces. Thung et al. proposed
two techniques that recommend libraries and APIs [14, 15].
In [14], they proposed a technique that automatically recom-
mended libraries for a particular project.Their input is a set of
libraries that the project has used, and the output is the other
libraries that are potentially useful for it. Our approach dif-
fers in several respects. The input of our approach is
the feature of the new project. Then, our approach returns
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the potentially useful APIs to the developers based on the
matching results between features of the new project and the
topics of existing projects. In addition, they also proposed
a technique that automatically recommended APIs based
on a feature request [15]. They take as input a new textual
description and recommended API methods from a set of
libraries. They compared the textual description of feature
request with the description of theAPIs in theAPI document.
Then, they computed the final similarity score between
two feature requests and recommended the best suitable
APIs. Our work differs from theirs. That is, we studied the
relationship between the number of APIs being invoked
and the importance of them. Moreover, our approach only
needed feature request as the input. Chan et al. proposed
a recommendation of API methods through giving textual
phrase [13]. Their approach returned a connected APIs
undirected graph. Based on this graph and the input query,
they mined a subgraph with a particular objective function.
In our previous approach [16], we built a graph different
from theirs. We recommend the interfaces based on the topic
model by matching the feature request and the topics of
existing projects. In this paper, we improve our previous work
considering further improving the efficiency and accuracy.

There are also a few of work that focused on higher-level
application recommendation. McMillan et al. proposed an
approach for automatically detecting closely related appli-
cations to help users detect similar applications for a given
Java application. They used an algorithm that computes a
similarity index between Java applications using the notion of
semantic layers that correspond to packages and class hierar-
chies [32]. In addition, they proposed to use API calls from
third-party libraries for automatic categorization of software
applications that use these API calls [8]. It enables different
categorization algorithms to be applied to repositories that
contain both source code and bytecode of applications. In this
paper, we focused on interface recommendation, and recom-
mendation of applications will become our future concern.

6. Conclusion

In this paper, we improve our previous work [16] to rec-
ommend interfaces by using LDA topic model to establish
the FIG. We mainly consider two aspects to improve the
previous interface recommendation technique.One is that we
only identify the relevant open source projects to construct
the Feature-Interface Graph to improve the efficiency of the
recommendation process. The other is that the interfaces are
recommended based on a general usage of the recommended
interfaces in all of the relevant software projects in software
repositories to improve the recommendation accuracy. The
empirical results show that the improved approach in this
paper can be more efficient to recommend more accurate
interfaces for reuse over the previous work.

In our interface recommendation approach, we still have
some issues that remain unsolved. In future, we plan to
conduct more studies with some tools that are used to mine
API usage and software search such as MAOP [38, 39],
Apatite [40], and code quality [41]. We also plan to conduct
empirical studies with a large number of other open source

projects to show the generality of our approach. Finally, we
would like to focus on higher-level recommendation, such as
service or application recommendation [42], which considers
the recommended interfaces in this paper.
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Elasticity is the foundation of cloud performance and can be considered as a great advantage and a key benefit of cloud
computing. However, there is no clear, concise, and formal definition of elasticity measurement, and thus no effective approach to
elasticity quantification has been developed so far. Existing work on elasticity lack of solid and technical way of defining elasticity
measurement and definitions of elasticity metrics have not been accurate enough to capture the essence of elasticity measurement.
In this paper, we present a new definition of elasticity measurement and propose a quantifying and measuring method using a
continuous-timeMarkov chain (CTMC) model, which is easy to use for precise calculation of elasticity value of a cloud computing
platform. Our numerical results demonstrate the basic parameters affecting elasticity as measured by the proposed measurement
approach. Furthermore, our simulation and experimental results validate that the proposed measurement approach is not only
correct but also robust and is effective in computing and comparing the elasticity of cloud platforms. Our research in this paper
makes significant contribution to quantitative measurement of elasticity in cloud computing.

1. Introduction

(1) Motivation. As a subscription-oriented utility, cloud com-
puting has gained growing attention in recent years in both
research and industry and is widely considered as a promising
way of managing and improving the utilization of data center
resources and providing a wide range of computing services
[1]. Virtualization is a key enabling technology of cloud com-
puting [2]. System virtualization is able to provide abilities
to access software and hardware resources from a virtual
space and enables an execution platform to provide several
concurrently usable and independent instances of virtual
execution entities, often called virtual machines (VMs). A
cloud computing platform relies on the virtualization tech-
nique to acquire more VMs to deal with workload surges
or release VMs to avoid resource overprovisioning. Such a
dynamic resource provision andmanagement feature is called
elasticity. For instance, when VMs do not use all the provided
resources, they can be logically resized and be migrated from
a group of active servers to other servers, while the idle

servers can be switched to the low-power modes (sleep or
hibernate) [3].

Elasticity is the degree to which a system is able to adapt
to workload changes by provisioning and deprovisioning
resources in an autonomic manner, such that at each point
in time the available resources match the current demand as
closely as possible [4]. By dynamically optimizing the total
amount of acquired resources, elasticity is used for various
purposes. From the perspective of service providers, elasticity
ensures better use of computing resources and more energy
savings [5] and allows multiple users to be served simultane-
ously. From a user’s perspective, elasticity has been used to
avoid inadequate provision of resources and degradation of
system performance [6] and also achieve cost reduction [7].
Furthermore, elasticity can be used for other purposes, such
as increasing the capacity of local resources [8, 9]. Hence,
elasticity is the foundation of cloud performance and can be
considered as a great advantage and a key benefit of cloud
computing.

Elastic mechanisms have been explored recently by
researchers from academia and commercial fields, and
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tremendous efforts have been invested to enable cloud
systems to behave in an elastic manner. However, there is
no common and precise formula to calculate the elasticity
value. Existing definitions of elasticity in the current research
literature are all vague concepts and fail to capture the
essence of elastic resource provisioning. These formulas of
elasticity are not suitable for quantifying and measuring
elasticity. Moreover, there is no systematic approach that has
been proposed to quantify elastic behavior. Only quantitative
elasticity value can produce better comparison between dif-
ferent cloud platforms. Therefore, the measurement of cloud
elasticity should be further investigated. As far as we know,
the current reported works are ineffective to cover all aspects
of cloud elasticity evaluation and measurement. Therefore,
we are motivated to develop a comprehensive model and an
analytical method to measure cloud elasticity.

(2) Our Contributions. In this paper, we propose a clear and
concise definition to compute elasticity value. In order to do
that, an elasticity computing model is established by using
a continuous-time Markov chain (CTMC). The proposed
computing model can quantify, measure, and compare the
elasticity of cloud platforms.

The major contributions of this paper are summarized as
follows.

(i) First, we propose a new definition of elasticity in the
context of virtual machine provisioning and a precise
computational formula of elasticity value.

(ii) Second, we develop a technique of quantifying and
measuring elasticity by using a continuous-time
Markov chain (CTMC) model. We investigate the
elastic calculation model intensively and completely.
The model is not only an analytical method, but also
an easy way to calculate the elasticity value of a cloud
platform quantitatively.

(iii) Third, we examine and evaluate our proposedmethod
through numerical data, simulations, and experi-
ments. The numerical data demonstrate the basic
parameters which affect elasticity in our analytical
model.The simulation results validate the correctness
of the proposed method. The experimental results on
a real cloud computing platform further show the
robustness of our model and method in predicting
and computing cloud elasticity.

The rest of the paper is organized as follows. Section 2
reviews the related work. Section 3 describes the definition of
cloud elasticity. Section 4 develops the computing model of
cloud elasticity. Sections 5, 6, and 7 present simulation and
numerical and experimental results, respectively. Section 8
concludes this paper.

2. Related Work

2.1. Elasticity Definition and Measurement. There has been
some work on elasticity measurement of cloud computing.
In [4], elasticity is described as the degree to which a system
is able to adapt to workload changes by provisioning and

deprovisioning resources in an autonomic manner, such that
at each point in time the available resourcesmatch the current
demand as closely as possible. In [10], elasticity is defined
as the ability of customers to quickly request, receive, and
later release as many resources as needed. In [11], elasticity
is measured as the ability of a cloud to map a single user’s
request to different resources. In [12], elasticity is defined as
dynamic variation in the use of computer resources to meet
a varying workload. In [13], an elastic cloud application or
process has three elasticity dimensions, that is, cost, quality,
and resources, enabling it to increase and decrease its cost,
quality, or available resources, as to accommodate specific
requirements. Recently, in [14], elasticity is defined by using
the expression 1/(𝜃 × 𝜇), where 𝜃 denotes the average time to
switch from an underprovisioning state to an elevated state
and 𝜇 denotes the offset between the actual scaling and the
autoscaling. Existing definitions of elasticity fail to capture
the essence when elastic resource provisioning is performed
with virtual machines, and the formulas of elasticity are
not suitable for quantifying elasticity. For example, 𝜇 in the
above expression is difficult to obtain when resource of a
cloud is increasing or decreasing. In contrast, the definition
proposed in our work reflects the essence of elasticity, and the
calculation formula focuses on how to measure the elasticity
value effectively.

There aremany approaches to predicting elasticity, antici-
pating the system load behavior, and deciding when and how
to scale in/out resources by using heuristics and mathemat-
ical/analytical techniques. In [4], the authors established an
elasticity metric aiming to capture the key elasticity charac-
teristics. In [15], the authors proposed execution platforms
and reconfiguration points to reflect the proposed elasticity
definition. In [5, 7, 16–18], the authors adopted predictive
techniques to scale resources automatically. Although these
techniques perform well in elasticity prediction, further
measurement of elasticity is not covered. In [4], the authors
just outlined an elasticity benchmarking approach focusing
on special requirements on workload design and implemen-
tation. In [15], the authors used thread pools as a kind of
elastic resource of the Java virtual machine and presented
preliminary results of running a novel elasticity bench-
mark which reveals the elastic behavior of the thread pool
resource. These studies mainly present initial research. In
most elasticity work, different elasticity benchmark programs
are expected to execute on different systems over varying
data sizes and reflect their potential elasticity, but they can
only get a macroscopic view of elasticity analysis rather than
the calculation of the elasticity value. In contrast, our work
performs in-depth research focusing on the measurement of
elasticity value.

2.2. Analytical Modeling. Continuous-time Markov chain
(CTMC) models have been used for modeling various
random phenomena occurring in queuing theory, genetics,
demography, epidemiology, and competing populations [19].
CTMC has been applied in a lot of studies to adjust resource
allocation in cloud computing. Khazaei et al. proposed an
analytical performance model that addresses the complexity
of cloud data centers by distinct stochastic submodels using
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CTMC [20]. Ghosh et al. proposed a performance model
that quantifies power performance trade-offs by interacting
stochastic submodels approach using CTMC [21]. Pacheco-
Sanchez et al. proposed an analytical performancemodel that
predicts the performance of servers deployed in the cloud by
using CTMC [22]. Ghosh et al. proposed a stochastic reward
net that quantifies the resiliency of IaaS cloud by usingCTMC
[23, 24]. However, to the best of our knowledge, CTMC
has never been applied in the research of cloud elasticity.
Our work in this paper adopts a CTMC model for effective
elasticity measurement.

3. Definition of Cloud Elasticity

In this section, we first present a detailed discussion of
different states which characterize the elastic behavior of a
system. Then, we formally define elasticity that is applied in
cloud platforms.

3.1. Notations and Preliminaries. For clarity and convenience,
Notations describes the correlated variables which are used
in the following sections. To elaborate the essence of cloud
elasticity, we give the various states that are used in our
discussion. Let 𝑖 denote the number of VMs in service and
let 𝑗 be the number of requests in the system.

(1) Just-in-Need State. A cloud platform is in a just-in-
need state if 𝑖 < 𝑗 ⩽ 3𝑖. 𝑇j is defined as the accu-
mulated time in all just-in-need states.

(2) Overprovisioning State. A cloud platform is in an
overprovisioning state if 0 ⩽ 𝑗 ⩽ 𝑖. 𝑇o is defined as
the accumulated time in all overprovisioning states.

(3) Underprovisioning State. A cloud platform is in an
underprovisioning state if 𝑗 > 3𝑖. 𝑇u is defined as the
accumulated time in all underprovisioning states.

Notice that constants 1 and 3 in this paper are only for
illustration purpose and can be any other values, depending
on how an elastic cloud platform is managed. Different
cloud users and/or applications may prefer different bounds
of the hypothetical just-in-need states. The length of the
interval between the upper (e.g., 3𝑖) and lower (e.g., 𝑖)
bounds controls the reprovisioning frequency. Narrowing
down the interval leads to higher reprovision frequency for
a fluctuating workload.

The just-in-need computing resource denotes a balanced
state, in which the workload can be properly handled and
quality of service (QoS) can be satisfactorily guaranteed.
Computing resource overprovisioning, though QoS can be
achieved, leads to extra but unnecessary cost to rent the cloud
resources. Computing resource underprovisioning, on the
other hand, delays the processing of workload and may be at
the risk of breaking QoS commitment.

3.2. Elasticity Definition in Cloud Computing. In this section,
we present our elasticity definition for a realistic cloud
platform and present mathematical foundation for elasticity
evaluation.The definition of elasticity is given from a compu-
tational point of view and we develop a calculation formula

for measuring elasticity value in virtualized clouds. Let 𝑇m be
themeasuring time, which includes all the periods in the just-
in-need, overprovisioning, andunderprovisioning states; that
is, 𝑇m = 𝑇j + 𝑇o + 𝑇u.

Definition 1. The elasticity 𝐸 of a cloud perform is the
percentage of timewhen the platform is in just-in-need states;
that is, 𝐸 = 𝑇j/𝑇m = 1 − 𝑇o/𝑇m − 𝑇u/𝑇m.

Broadly defining, elasticity is the capability of delivering
preconfigured and just-in-need virtual machines adaptively
in a cloud platform upon the fluctuation of the computing
resources required. Practically it is determined by the time
needed from an underprovisioning or overprovisioning state
to a balanced resource provisioning state. Definition 1 pro-
vides amathematical definition which is easily and accurately
measurable. Cloud platforms with high elasticity exhibit high
adaptivity, implying that they switch from an overprovi-
sioning or an underprovisioning state to a balanced state
almost in real time. Other cloud platforms take longer time
to adjust and reconfigure computing resources. Although it
is recognized that high elasticity can also be achieved via
physical host standby, we argue that, with virtualization-
enabled computing resource provisioning, elasticity can be
delivered in a much easier way due to the flexibility of service
migration and image template generation.

Elasticity 𝐸 reflects the degree to which a cloud platform
changes upon the fluctuation of workloads and can be
measured by the time of resource scaling by the quantity
and types of virtual machine instances. We use the following
equation to calculate its value:

𝐸 = 1 −
(𝑇o + 𝑇u)

𝑇m
= 1 −
𝑇o
𝑇m
−
𝑇u
𝑇m
, (1)

where 𝑇m denotes the total measuring time, in which 𝑇o
is the overprovisioning time which accumulates each single
period of time that the cloud platform needs to switch
from an overprovisioning state to a balanced state and 𝑇u is
the underprovisioning time which accumulates each single
period of time that the cloud platform needs to switch from
an underprovisioning state to a corresponding balanced state.

Let 𝑃j, 𝑃o, and 𝑃u be the accumulated probabilities of
just-in-need states, overprovisioning states, and underprovi-
sioning states, respectively. If 𝑇m is sufficiently long, we have
𝑃j = 𝑇j/𝑇m, 𝑃o = 𝑇o/𝑇m, and 𝑃u = 𝑇u/𝑇m. Therefore, we get

𝐸 = 𝑃j = 1 − 𝑃o − 𝑃u. (2)

Equation (1) can be used when elasticity is measured by
monitoring a real system. Equation (2) can be used when
elasticity is calculated by using our CTMCmodel. If elasticity
metrics are well defined, elasticity of cloud platforms could
easily be captured, evaluated, and compared.

We would like to mention that the primary factors of
elasticity, that is, the amount, frequency, and time of resource
reprovisioning, are all summarized in 𝑇o and 𝑇u (i.e., 𝑃o and
𝑃u). Elasticity can be increased by changing these factors. For
example, one can maintain a list of standby or underutilized
compute nodes. These nodes are prepared for the upcoming
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(a) Elastic cloud resource provisioning in cloud platform 𝐴
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(b) Elastic cloud resource provisioning in cloud platform 𝐵

Figure 1: An example of elasticity metrics.

surge ofworkload, if there is any, tominimize the time needed
to start these nodes. Such a hot standby strategy increases
cloud elasticity by reducing 𝑇u.

3.3. An Example. In Figure 1, 𝐴
11
= 3 hours, 𝐴

21
= 5 hours,

and 𝐴
22
= 4 hours are the time spans in underprovisioning

states, and 𝐵
11
= 4 hours, 𝐵

12
= 5 hours, and 𝐵

21
= 10 hours

are the time spans in overprovisioning states. The measuring
time of cloud platform 𝐴 is 𝑇𝐴m = 24 hours and cloud
platform 𝐵 is 𝑇𝐵m = 26 hours. So 𝑇

𝐴

u = 𝐴11 = 3 hours (i.e.,
underprovisioning time of cloud platform 𝐴), 𝑇𝐴o = 𝐵11 +
𝐵
12
= 9 hours (i.e., overprovisioning time of cloud platform

𝐴), 𝑇𝐵u = 𝐴21 + 𝐴22 = 9 hours (i.e., underprovisioning
time of cloud platform 𝐵), and 𝑇𝐵o = 𝐵21 = 10 hours (i.e.,
overprovisioning time of cloud platform 𝐵). According to (1),
the elasticity value of cloud platform 𝐴 is 𝐸𝐴 = 1 − 𝑇𝐴o /𝑇

𝐴

m −

𝑇
𝐴

u /𝑇
𝐴

m = 0.5, and the elasticity value of cloud platform 𝐵 is
𝐸
𝐵
= 1 − 𝑇

𝐵

o /𝑇
𝐵

m − 𝑇
𝐵

u /𝑇
𝐵

m = 0.27. As can be seen, a greater
elasticity value would exhibit better elasticity.

3.4. Relevant Properties of Clouds. In this section, we com-
pare cloud elasticity with a few other relevant concepts, such
as cloud resiliency, scalability, and efficiency.

Resiliency. Laprie [25] defined resiliency as the persistence of
service delivery that can be trusted justifiably, when facing
changes. Therefore, cloud resiliency implies (1) the extent to
which a cloud systemwithstands the external workload varia-
tion and under which no computing resource reprovisioning
is needed and (2) the ability to reprovision a cloud system
in a timely manner. We think the latter implication defines
the cloud elasticity while the former implication only exists
in cloud resiliency. In our elasticity study, we will focus on
the latter one.

Scalability. Elasticity is often confused with scalability in
more ways than one. Scalability reflects the performance

speedup when cloud resources are reprovisioned. In other
words, scalability characterizes how well in terms of per-
formance a new compute cluster, either larger or smaller,
handles a given workload. On the other hand, elasticity
explains how fast in terms of the reprovisioning time the
compute cluster can be ready to process the workload.
Cloud scalability is impacted by quite a few factors such as
the compute node type and count and workload type and
count. For example, Hadoop MapReduce applications typi-
cally scale much better than other single-thread applications.
It can be defined in terms of scaling number of threads,
processes, nodes, and even data centers. Cloud elasticity,
on the other hand, is only constrained by the capability
that a cloud service provider offers. Other factors that are
relevant to cloud elasticity include the type and count of
standby machines, computing resources that need to be
reprovisioned. Different from cloud scalability, cloud elastic-
ity does not concern workload/application type and count
at all.

Efficiency. Efficiency characterizes how cloud resource can
be efficiently utilized as it scales up or down. This concept
is derived from speedup, a term that defines a relative per-
formance after computing resource has been reconfigured.
Elasticity is closely related to efficiency of the clouds. Effi-
ciency is defined as the percentage of maximumperformance
(speedup or utilization) achievable. High cloud elasticity
results in higher efficiency. However, this implication is
not always true, as efficiency can be influenced by other
factors independent of the system elasticitymechanisms (e.g.,
different implementations of the same operation). Scalability
is affected by cloud efficiency. Thus, efficiency may enhance
elasticity, but not sufficiency. This is due to the fact that
elasticity depends on the resource types, but efficiency is not
limited by resource types. For instance, with a multitenant
architecture, users may exceed their resources quota. They
may compete for resources or interfere each other’s job
executions.
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Figure 2: State-transition-rate diagram for a birth-death process.
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Figure 3: Modeling an elastic cloud computing platform as an extended𝑀/𝑀/𝑚 queuing system.

4. Elasticity Analysis Using CTMC

In this paper, we implement the cloud elasticity computing
model using CTMC.

4.1. A Queuing Model. This section mainly explains why the
continuous-time Markov chain (CTMC) can be applied to
compute cloud elasticity and the connection between them.

A continuous-time Markov chain is a continuous time,
discrete-state Markov process. Many CTMC have transitions
that only go to neighboring states, that is, either up one
or down one; they are called birth-and-death processes.
Motivated by populationmodels, a transition up one is called
a birth, while a transition down one is called a death. The
birth rate in state 𝑖 is denoted by 𝜆

𝑖
, while the death rate in

state 𝑖 is denoted by 𝜇
𝑖
. The state-transition-rate diagram for

a birth-and-death process (with state space {0, 1, . . . , 𝑛}) takes
the simple linear form shown in Figure 2.

In many applications, it is natural to use birth-and-death
processes. One of the queuing models is 𝑀/𝑀/𝑚 queue,
which has 𝑚 servers and unlimited waiting room. The main
properties of a queuing system are as follows.

(1) Requests arrive in a Poisson process with parameter
𝜆.

(2) The service times are exponential random variables
with parameter 𝜇.

So a queuing system is a birth-and-death process with
Markov property.

A cloud computing service provider serves customers’
service requests by using a multiserver system. An elastic
cloud computing platform treated as a multiserver system

and modeled as an extended 𝑀/𝑀/𝑚 queuing system is
shown in Figure 3. Assume that service requests arrive by
following a Poisson process and task service times are
independent and identically distributed random variables
that follow an exponential distribution. When a running
request finishes, the capacity used by the corresponding VM
is released and becomes available for serving the next request.
The request at the head of the queue is processed (i.e., first-
come-first-served) on a runningVM if there is capacity to run
a scheduled request. Elastic resource provisioning cannot be
done with physical machines, and only virtual machines can
be reconfigured in real time. A cloud platform is able to adapt
to variation in workload by starting up or shutting off VMs in
an autonomic manner, avoiding overprovisioning or under-
provisioning. If no enough running VMs are available (e.g.,
underprovisioning state), a new VM is started up and used
for service. If there are excessive VMs (e.g., overprovisioning
state), redundant VMs are shut off.

According to (1) and (2), the calculation of the elastic-
ity value needs to count the accumulated time in all the
overprovisioning and underprovisioning states. In real cloud
platforms, it is possible to record the overprovisioning time
and underprovisioning times. Furthermore and fortunately,
the accumulated probability of both overprovisioning and
underprovisioning states can be computed using our pro-
posed CTMCmodel as discussed in the next section.

4.2. Elastic Cloud Platform Modeling. To model elastic cloud
platforms, we make the following assumptions.

(i) All VMs are homogeneous with the same service
capability and are added/removed one at a time.
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Figure 4: State-transition-rate diagram of our extended𝑀/𝑀/𝑚 queuing system.

(ii) The user request arrivals are modeled as a Poisson
process with rate 𝜆.

(iii) The service time, the start-up time, and the shut-
off time of each VM are governed by exponential
distributions with rates 𝜇, 𝛼, and 𝛽, respectively [26].

(iv) Let 𝑖 denote the number of virtual machines that are
currently in service, and let 𝑗 denote the number of
requests that are receiving service or in waiting.

(v) Let statev(𝑖, 𝑗) denote the various states of a cloud
platform when the virtual machine number is 𝑖 and
the request number is 𝑗. Let the hypothetical just-in-
need state, overprovisioning state, and underprovi-
sioning state be JIN, OP, and UP, respectively. We can
set the equations of the relation between the virtual
machine number and the request number as follows:

statev (𝑖, 𝑗) =
{{{{

{{{{

{

OP, if 0 ≤ 𝑗 ≤ 𝑖;

JIN, if 𝑖 < 𝑗 ≤ 3𝑖;

UP, if 𝑗 > 3𝑖.

(3)

The hypothetical just-in-need state, overprovisioning
state, and underprovisioning state are listed in Table 1.

Based on these assumptions, we build a two-dimensional
continuous-time Markov chain (CTMC) for our extended
𝑀/𝑀/𝑚 queuing system shown in Figure 4, which is actually
a mixture of 𝑀/𝑀/𝑚 systems for all 𝑚 = 1, 2, 3, . . .. The
CTMC model records the number of VMs and the number
of user requests received for service, which can eventually be
employed to calculate the elastic value 𝐸.

Each state in the model, shown in Figure 4, is labeled
as (𝑖, 𝑗), where 𝑖 (𝑖 ∈ {1, . . . , 𝑚}) denotes the number of
virtual machines that are currently processing requests and

Table 1: The relation between the virtual machine number and the
request number.

VM
number

Overprovisioning
state

Just-in-need
state

Underprovisioning
state

1 0 ⩽ 𝑗 ⩽ 1 1 < 𝑗 ⩽ 3 𝑗 > 3

2 0 ⩽ 𝑗 ⩽ 2 2 < 𝑗 ⩽ 6 𝑗 > 6

3 0 ⩽ 𝑗 ⩽ 3 3 < 𝑗 ⩽ 9 𝑗 > 9

4 0 ⩽ 𝑗 ⩽ 4 4 < 𝑗 ⩽ 12 𝑗 > 12

.

.

.

.

.

.

.

.

.

.

.

.

𝑖 0 ⩽ 𝑗 ⩽ 𝑖 𝑖 < 𝑗 ⩽ 3𝑖 𝑗 > 3𝑖

.

.

.

.

.

.

.

.

.

.

.

.

𝑗 (𝑗 ∈ {0, 1, . . . , 𝑚}) denotes the number of requests that are
receiving service. For the purpose of numerical calculation,
we set the maximum number of VMs that can be deployed as
𝑚, which is sufficiently large to guarantee enough accuracy.
Similarly, the maximum 𝑗 is 𝑚. Let 𝜇 be the service rate of
each VM. So the total service rate for each state is the product
of number of running VMs and 𝜇.

The state transition in an elastic cloud computing model
can occur due to user request arrival, service completion,
virtual machine start-up, or virtual machine shut-off. In state
(𝑖, 𝑗), according to Table 1, the state can be determined as
“just-in-need,” “underprovisioning,” or “overprovisioning.”
Depending on the upcoming event, four possible transitions
can occur.

Case 1. When a new request arrives, the system transits to
state (𝑖, 𝑗 + 1) with rate 𝜆.

Case 2. When a requested service is completed, if the system
examines the state as not “overprovisioning,” the system
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moves back to state (𝑖, 𝑗 − 1) with total service rate 𝑖𝜇. If the
system examines the state as “overprovisioning” and 𝑖 = 𝑗,
the systemmoves back to state (𝑖, 𝑗 − 1)with total service rate
(𝑗 − 1)𝜇, because a server is shutting off and cannot perform
any task at the moment. If the system examines the state as
“overprovisioning” and 𝑖 ̸= 𝑗, the system moves back to state
(𝑖, 𝑗 − 1) with total service rate 𝑗𝜇.

Case 3. The system examines the state as “underprovision-
ing” and transits to state (𝑖 + 1, 𝑗) with rate 𝛼.

Case 4. The system examines the state as “overprovisioning”
and transits to state (𝑖 − 1, 𝑗) with rate 𝛽.

We use 𝑃
𝑖,𝑗
to denote the steady-state probability that the

system stays in state (𝑖, 𝑗), where 𝑖 ∈ {1, . . . , 𝑚} and 𝑗 ∈
{0, 1, . . . , 𝑚}.We can now set the balance equations as follows:

𝜆𝑃
𝑖,𝑗
= 𝐾
2
𝜇𝑃
𝑖,𝑗+1
+ 𝛽𝑃
𝑖+1,𝑗
,

if 𝑖 = 1, 𝑗 = 0;

(𝜆 + 𝐾
1
𝜇) 𝑃
𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝐾
2
𝜇𝑃
𝑖,𝑗+1
+ 𝛽𝑃
𝑖+1,𝑗
,

if 𝑖 = 1, 0 < 𝑗 ≤ 𝑖 + 1;

(𝜆 + 𝐾
1
𝜇) 𝑃
𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝐾
2
𝜇𝑃
𝑖,𝑗+1
,

if 𝑖 = 1, 𝑖 + 1 < 𝑗 ≤ 3𝑖;

(𝜆 + 𝐾
1
𝜇 + 𝛼) 𝑃

𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝐾
2
𝜇𝑃
𝑖,𝑗+1
,

if 𝑖 = 1, 3𝑖 < 𝑗 < 𝑚;

(𝐾
1
𝜇 + 𝛼) 𝑃

𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
, if 𝑖 = 1, 𝑗 = 𝑚;

(𝜆 + 𝛽) 𝑃
𝑖,𝑗
= 𝐾
2
𝜇𝑃
𝑖,𝑗+1
+ 𝛽𝑃
𝑖+1,𝑗
,

if 1 < 𝑖 < 𝑚, 𝑗 = 0;

(𝜆 + 𝐾
1
𝜇 + 𝛽) 𝑃

𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝐾
2
𝜇𝑃
𝑖,𝑗+1
+ 𝛽𝑃
𝑖+1,𝑗
,

if 1 < 𝑖 < 𝑚, 0 < 𝑗 ≤ 𝑖;

(𝜆 + 𝐾
1
𝜇) 𝑃
𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝐾
2
𝜇𝑃
𝑖,𝑗+1
+ 𝛽𝑃
𝑖+1,𝑗
,

if 1 < 𝑖 < 𝑚, 𝑗 = 𝑖 + 1;

(𝜆 + 𝐾
1
𝜇) 𝑃
𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝐾
2
𝜇𝑃
𝑖,𝑗+1
,

if 1 < 𝑖 ≤ 𝑚, 𝑖 + 1 < 𝑗 ≤ 3 (𝑖 − 1) ;

(𝜆 + 𝐾
1
𝜇) 𝑃
𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝐾
2
𝜇𝑃
𝑖,𝑗+1
+ 𝛼𝑃
𝑖−1,𝑗
,

if 1 < 𝑖 < 𝑚, 3 (𝑖 − 1) < 𝑗 ≤ 3𝑖;

(𝜆 + 𝐾
1
𝜇 + 𝛼) 𝑃

𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝐾
2
𝜇𝑃
𝑖,𝑗+1
+ 𝛼𝑃
𝑖−1,𝑗
,

if 1 < 𝑖 < 𝑚, 3𝑖 < 𝑗 < 𝑚;

(𝐾
1
𝜇 + 𝛼) 𝑃

𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝛼𝑃
𝑖−1,𝑗
,

if 1 < 𝑖 < 𝑚, 𝑗 = 𝑚;

(𝜆 + 𝛽) 𝑃
𝑖,𝑗
= 𝐾
2
𝜇𝑃
𝑖,𝑗+1
, if 𝑖 = 𝑚, 𝑗 = 0;

(𝜆 + 𝐾
1
𝜇 + 𝛽) 𝑃

𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝐾
2
𝜇𝑃
𝑖,𝑗+1
,

if 𝑖 = 𝑚, 0 < 𝑗 ≤ 𝑖 + 1;

(𝜆 + 𝐾
1
𝜇) 𝑃
𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝐾
2
𝜇𝑃
𝑖,𝑗+1
+ 𝛼𝑃
𝑖−1,𝑗
,

if 𝑖 = 𝑚, 3 (𝑖 − 1) < 𝑗 < 𝑚;

𝐾
1
𝜇𝑃
𝑖,𝑗
= 𝜆𝑃
𝑖,𝑗−1
+ 𝛼𝑃
𝑖−1,𝑗
,

if 𝑖 = 𝑚, 𝑗 = 𝑚,
(4)

where

𝐾
1
= 𝑗, if 𝑖 > 𝑗;

𝐾
1
= 𝑗 − 1, if 𝑖 = 𝑗, 𝑗 ̸= 1;

𝐾
1
= 1, if 𝑖 = 𝑗, 𝑗 = 1;

𝐾
1
= 𝑖, if 𝑖 < 𝑗;

𝐾
2
= 𝑗 + 1, if 𝑖 > 𝑗 + 1;

𝐾
2
= 𝑗, if 𝑖 = 𝑗 + 1, 𝑗 + 1 ̸= 1;

𝐾
2
= 1, if 𝑖 = 𝑗 + 1, 𝑗 + 1 = 1;

𝐾
2
= 𝑖, if 𝑖 < 𝑗 + 1,

𝑚

∑

𝑖=1

𝑚+1

∑

𝑗=0

𝑃
𝑖,𝑗
= 1.

(5)

In the above equations, 𝜆, 𝜇, 𝛼, and 𝛽 are the request
arrival rate (i.e., the interarrival times of service requests are
independent and identically distributed exponential random
variables with mean 1/𝜆), the service rate (i.e., the average
number of tasks that can be finished by a VM in one unit
of time), the virtual machine start-up rate (i.e., a VM needs
time 𝑇 = 1/𝛼 to turn on), and the virtual machine shut-
off rate (i.e., a VM needs time 𝑇 = 1/𝛽 to shut down),
respectively. The balance equations link the probabilities of
entering and leaving a state in equilibrium.The total number
of equations is𝑚× (𝑚+ 1) + 1, but there are only𝑚× (𝑚+ 1)
variables:𝑃

1,0
, 𝑃
1,1
, . . . , 𝑃

𝑚,𝑚
.Therefore, in order to derive𝑃

𝑖,𝑗
,

we need to remove one of the equations to obtain the unique
equilibrium solution. Unfortunately, the steady-state balance
equations cannot be solved in a closed form; hence, we must
resort to a numerical solution.

The input and output parameters of our CTMCmodel are
summarized in the following.

Input. The request arrival rate is 𝜆, the service rate is 𝜇, the
virtual machine start-up rate is 𝛼, and the virtual machine
shut-off rate is 𝛽. (In addition, the definitions of “just-in-
need,” “underprovisioning,” and “overprovisioning” states
should also be included.)
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Output

(i) The accumulated underprovisioning state probability
𝑃u of a cloud platform is as follows:

𝑃u =
𝑚

∑

𝑖=1

𝑚+1

∑

𝑗=3𝑖+1

𝑃
𝑖,𝑗
, (6)

where 𝑃
𝑖,𝑗
is the steady-state probability.

(ii) The accumulated overprovisioning state probability
𝑃o of a cloud platform is as follows:

𝑃o =
𝑚

∑

𝑖=2

𝑖

∑

𝑗=0

𝑃
𝑖,𝑗
, (7)

where 𝑃
𝑖,𝑗
is the steady-state probability.

(iii) The elasticity value 𝐸 of a cloud platform is obtained
by (2), (6), and (7).

5. Model Analysis

In this section, we present some numerical results obtained
based on the proposed elastic cloud platformmodeling, illus-
trating and quantifying the elasticity value under different
load conditions and different system parameters. All the
numerical data in this section are obtained by setting 𝑚 =
1,000, that is, the maximum number of VMs that can be
deployed, to guarantee sufficient numerical accuracy.

5.1. Varying the Arrival Rate. For the first scenario, we have
considered a systemwith different service rates (𝜇 = 100, 120,
140, 160, and 180 jobs/hour), while the arrival rate is a variable
from 𝜆 = 100 to 400 jobs/hour in sixteen steps. In all cases,
the virtualmachine start-up rate and virtualmachine shut-off
rate are assigned values of 𝛼 = 120 VMs/hour and 𝛽 = 540
VMs/hour.

Figure 5 illustrates that the elasticity value is an increasing
function of the arrival rate. As can been seen, it increases
rather quickly when the arrival rate is up to 300 and smoothly
when the arrival rate is higher. This behavior is due to
the fact that increasing 𝜆 results in noticeable reduction of
the probability of overprovisioning but slight change of the
probability of underprovisioning. Furthermore, it is observed
that the elasticity value decreases as the service rate increases,
as described in the next section.

5.2. Varying the Service Rate. For the second scenario, we
have considered a systemwith different arrival rates (𝜆 = 200,
220, 240, 260, and 280 jobs/hour), while the service rate is a
variable from 𝜇 = 10 to 290 jobs/hour in fifteen steps. In all
cases, the virtual machine start-up rate and virtual machine
shut-off rate are assigned values of 𝛼 = 120 VMs/hour and
𝛽 = 540 VMs/hour.

Figure 6 illustrates that the elasticity value is a decreasing
function of the service rate. It shows that, for a fixed arrival
rate, increasing service rate decreases the elasticity value
sharply and almost linearly. This phenomenon is due to the
fact that increasing 𝜇 results in noticeable increment of the
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Figure 5: Elasticity versus arrival rate.
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Figure 6: Elasticity versus service rate.

probability of overprovisioning, and change of the probability
of underprovisioning does not affect the decreasing trend of
the just-in-need probability. Figure 6 also confirms that the
elasticity value is an increasing function of the arrival rate.

5.3. Varying the Virtual Machine Start-Up Rate. For the
third scenario, Figure 7 shows numerical results for a fixed
arrival rate, service rate, and virtual machine shut-off rate but
different virtual machine start-up rates.

First, we characterize the elasticity value by presenting the
effect of different arrival rates (𝜆 = 200, 220, 240, 260, and 280
jobs/hour) and the virtual machine start-up rate is a variable
from 𝛼 = 120 to 260 VMs/hour in fifteen steps. In all cases,
other system parameters are set as follows. The service rate is
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Figure 7: Elasticity versus virtual machine start-up rate.

𝜇 = 100 jobs/hour, and the virtual machine shut-off rate is
𝛽 = 540VMs/hour. As can be seen in Figure 7(a), it increases
slightly when the virtualmachine start-up rate increases.This
is due to the fact that, for high virtual machine start-up rate,
each virtual machine start-up time is shorter, meaning that
less time is needed to switch from an underprovisioning state
to a balanced state, so the probability of underprovisioning𝑃u
is smaller, while the probability of overprovisioning 𝑃o does
not change toomuch, and the probability of just-in-need 𝑃j is
increasing.

Second, we also analyze the effects of different service
rates (𝜇 = 100, 120, 140, 160, and 180 jobs/hour), while the
virtual machine start-up rate is a variable from 𝛼 = 120
to 260 VMs/hour in fifteen steps. In all cases, other system
parameters are set as follows. The arrival rate is 𝜆 = 200
jobs/hour, and the virtual machine shut-off rate is 𝛽 = 540
VMs/hour. It can be seen in Figure 7(b) that the elasticity
value increases slightly with increasing virtual machine start-
up rate.

The results allow us to conclude the increasing elasticity
value at increasing virtual machine start-up rate for a fixed
arrive rate, service rate, and virtual machine shut-off rate. In
other words, increasing the virtual machine start-up rate will
decrease the probability of underprovisioning and increase
the just-in-need probability. These behaviors (see Figure 7)
confirm that the elasticity value of a cloud platform has a
relationship to its virtual machine start-up speed.

5.4. Varying the Virtual Machine Shut-Off Rate. For the
fourth scenario, Figure 8 shows numerical results for a fixed
arrival rate, service rate, and virtual machine start-up rate but
different virtual machine shut-off rates.

We examine the effect of virtual machine shut-off rate
on elasticity. For different arrival rates (𝜆 = 200, 220, 240,
260, and 280 jobs/hour), the virtual machine shut-off rate is a
variable from 𝛽 = 540 to 680VMs/hour in fifteen steps. In all

cases, other system parameters are set as follows. The service
rate is 𝜇 = 100 jobs/hour, and the virtual machine start-up
rate is 𝛼 = 120 VMs/hour. It can be seen from Figure 8(a)
that the elasticity value increases slightly where the virtual
machine shut-off rate is increased from 540 to 680VMs/hour.
This happens because the virtual machine shut-off time is
shorter, and a platformbecomesmore responsive, resulting in
diminishing overprovisioning time which is the accumulate
time for the system to switch from an overprovisioning state
to a balanced state. Furthermore, the probability of overpro-
visioning 𝑃o is smaller, the probability of underprovisioning
𝑃u shows slight change, and the probability of just-in-need 𝑃j
is increasing.

We also calculate the elasticity value under the different
service rates (𝜇 = 100, 120, 140, 160, and 180 jobs/hour), while
the virtual machine shut-off rate is a variable from 𝛽 = 540
to 680 VMs/hour in fifteen steps. The arrival rate is 𝜆 =
200 jobs/hour, and the virtual machine start-up rate is 𝛼 =
120 VMs/hour. In Figure 8(b), the elasticity value increases
slightly by increasing the virtual machine shut-off rate. This
is also because of the corresponding reduction in virtual
machine shut-off time, guaranteeing shorter overprovision-
ing probability 𝑃o.

Based on these results, we can conclude the increasing
elasticity value at increasing virtual machine shut-off rate for
a fixed arrive rate, service rate, and virtual machine start-
up rate. In other words, increasing the virtual machine shut-
off rate will decrease the probability of overprovisioning
and increase the just-in-need probability. These behaviors of
Figure 8 confirm that the elasticity value of a cloud platform
has a relationship to its virtual machine shut-off speed.

6. Simulation Results

In this section, we present our elastic cloud simulation
system calledCloud Elasticity Value. Its aim is to demonstrate
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Figure 8: Elasticity versus virtual machine shut-off rate.

that our elasticity measurement is correct and effective in
computing and comparing the elasticity value and to show
cloud elasticity under different parameter settings.

6.1. Design of the Simulator. Our simulation uses the same
code base for the elasticity measurement as the real imple-
mentation. The simulator is implemented in about 40,000
lines of C++ code. It runs in a Linux box over a rack-mount
server with Intel�Core�2 Duo CPU and 4.00GB of memory.

The simulator consists of four modules, that is, the task
generator module, the virtual machine monitor module, the
request monitor module, and the queue module. The task
generator module produces simulation of Poisson distribu-
tion requests.The virtualmachinemonitormodule is used for
deciding whether to start up and shut off the virtualmachines
and recording the start-up and shut-off times. The request
monitor module is used to count how many requests are
being serviced in the system and to record the service times.
Arrived service requests are first placed in a queue module
and recorded their arrival times before they are processed by
any virtual machine.

The main process of the simulator is listed as follows.

Step 1. The task generator module produces simulation of
Poisson distribution requests. When the service requests
arrive, they are placed in a queue module and recorded their
arrival times.

Step 2. The virtual machine monitor module determines
whether to start up or shut off the VMs and records the start-
up and shut-off times.

Step 3. The request monitor module determines whether
there is a request in the queue. If there is a request, it takes
a request and assigns it to a running virtual machine and
records the service time.

Step 4. After the simulation time is over, the simulator
counts up the accumulated time in overprovisioning and
underprovisioning states and returns the elasticity value
using (1).

6.2. Simulation Results and Analysis. We have evaluated
cloud elasticity values using two methods, that is, (1) the
elasticity values in terms of the steady-state probabilities
obtained for the given parameter and (2) the elasticity values
in terms of our simulation system obtained for the same
parameters.We compare ourCTMCmodel solutionswith the
results produced by the simulation method.

We have considered the arrival rate characterized by 𝜆 =
60, 200, and 600 jobs/hour. The service rate values chosen
are 𝜇 = 60, 200, and 600 jobs/hour. In all cases, the virtual
machine start-up rate is assigned the value of 𝛼 = 300
VMs/hour, while the virtual machine shut-off rate is 𝛽 = 540
VMs/hour.

Table 2 shows the difference between the elasticity values
obtained by the CTMC model and the simulator. From
Table 2, we can see that the elasticity values between the two
cases are very close, with the maximum relative difference
only 0.8 percent. The agreement between the simulation
and CTMC model results is excellent, which confirms the
validity of our CTMC model. So we conclude that the
proposed elasticity quantifying and measuring method using
the continuous-timeMarkov chain (CTMC)model is correct
and effective.

7. Experiments on Real Systems

7.1. Experiment Environment. We have conducted our exper-
iments on LuCloud, a cloud computing environment located
in Hunan University. On top of hardware and Ubuntu
Linux 12.04 operating system, we install KVM virtualization
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Table 2: Comparison of CTMCmodel results and simulation results.

Arrival rate Service rate Start-up rate Shut-off rate Method Difference
CTMCmodel Simulation

60 60 300 540 0.705212 0.702837 0.3%
60 200 300 540 0.445756 0.475257 0.4%
60 600 300 540 0.635151 0.637240 0.3%
200 60 300 540 0.735167 0.739055 0.5%
200 200 300 540 0.543948 0.546414 0.5%
200 600 300 540 0.235727 0.234727 0.4%
600 60 300 540 0.827098 0.828784 0.2%
600 200 300 540 0.688974 0.684784 0.6%
600 600 300 540 0.435171 0.438784 0.8%

Table 3: Comparison of CTMCmodel results and experimental results with exponential service times.

Arrival rate Service rate Start-up rate Shut-off rate Method Difference
CTMCmodel Experiment

60 60 120 540 0.701205 0.706082 0.6%
60 200 120 540 0.475480 0.479752 0.9%
60 600 120 540 0.631525 0.649275 3.0%
200 60 120 540 0.731117 0.739533 1.2%
200 200 120 540 0.516099 0.521308 1.0%
200 600 120 540 0.221065 0.269039 2.2%
600 60 120 540 0.817088 0.826455 1.1%
600 200 120 540 0.687533 0.681169 0.9%
600 600 120 540 0.409537 0.491034 0.9%

software which virtualizes the infrastructure and provides
unified computing and storage resources. To create a cloud
environment, we install CloudStack open-source cloud envi-
ronment, which is composed of a cluster and responsible for
global management, resource scheduling, task distribution,
and interaction with users. The cluster is managed by a
cloud manager (8 AMD Opteron Processor 4122 CPU, 8GB
memory, and 1 TB hard disk). We use our elasticity testing
platform to achieve the allocation of resources, that is, virtual
machine start-up and shut-off on LuCloud.

7.2. Experiment Process and Results. First, in order to validate
the proposed model, Table 3 summarizes the comparison
between the two approaches, that is, the CTMC model and
the experiments on LuCloud. We have considered the arrival
rate characterized by 𝜆 = 60, 200, and 600 jobs/hour. The
service rate values chosen are 𝜇 = 60, 200, and 600 jobs/hour.
The virtual machine start-up rate is assigned the value of
𝛼 = 120VMs/hour, and the virtual machine shut-off rate is
assigned the value of 𝛽 = 540VMs/hour.

In Table 3, we can observe that the elasticity values of
both approaches are very close, with the maximum relative
difference only 3.0 percent. We conclude that the proposed
CTMC model can be used to compute the elasticity of cloud
platforms and can offer accurate results within reasonable
difference.

Our second set of experiments focus on the robustness
of our model and method, that is, its applicability when

the assumptions of our model are not satisfied. We have
considered Gamma distributions for the service times. The
Gamma(𝑘, 𝜃) distribution is defined in terms of a shape
parameter 𝑘 and a scale parameter 𝜃 [27]. We use the same
parameter settings in Table 3, except that the exponential
distributions of service times are replaced by Gamma distri-
butions, that is, Gamma(0.0083, 2), Gamma(0.0025, 2), and
Gamma(0.00083, 2), such that the service rates are still 𝜇 =
60, 200, and 600 jobs/hour.

From Table 4, we can see that the elasticity values of the
CTMC model and the experiments are very close, with the
maximum relative difference only 3.3 percent. We observe
that the experimental results with Gamma service times
match very closely with those of the proposed CTMCmodel.
So we conclude that the proposed model and method for
quantifying and measuring elasticity using continuous-time
Markov chain (CTMC) are not only correct and effective,
but also robust and applicable to real cloud computing
platforms.

8. Conclusion

In this paper, we have introduced a new definition of cloud
elasticity. We have presented an analytical method suitable
for evaluating the elasticity of cloud platforms, by using a
continuous-time Markov chain (CTMC) model. Validation
of the analytical results through extensive simulations has
shown that our analytical model is sufficiently detailed to
capture all realistic aspects of resource allocation process,
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Table 4: Comparison of CTMCmodel results and experimental results with Gamma service times.

Arrival rate Start-up rate Shut-off rate Service distribution Method Difference
CTMCmodel Experiment

60 120 540 Gamma(0.0083, 2) 0.701205 0.716401 2.2%
60 120 540 Gamma(0.0025, 2) 0.475480 0.476752 0.3%
60 120 540 Gamma(0.00083, 2) 0.631525 0.612930 3.0%
200 120 540 Gamma(0.0083, 2) 0.731117 0.711420 2.7%
200 120 540 Gamma(0.0025, 2) 0.516099 0.522762 1.3%
200 120 540 Gamma(0.00083, 2) 0.221065 0.227146 2.8%
600 120 540 Gamma(0.0083, 2) 0.817088 0.835865 2.3%
600 120 540 Gamma(0.0025, 2) 0.687533 0.667146 3.0%
600 120 540 Gamma(0.00083, 2) 0.409537 0.395865 3.3%

that is, virtual machine start-up and virtual machine shut-
off, while maintaining excellent accuracy between CTMC
model results and simulation results. We have examined
the effects of various parameters including request arrival
rate, service time, virtual machine start-up rate, and virtual
machine shut-off rate. Our experimental results further
evidence that the proposed measurement approach can be
used to compute cloud elasticity in real cloud platforms.
Consequently, cloud providers and users can obtain quanti-
tative, informative, and reliable estimation of elasticity, based
on a few essential characterizations of a cloud computing
platform.

Notations

𝐸: The elasticity value
𝑖: The number of VMs in service
𝑗: The number of requests in the queue
𝑇j: The accumulated just-in-need time
𝑇o: The accumulated overprovisioning time
𝑇u: The accumulated underprovisioning time
𝑇m: The measuring time
𝑃j: The accumulated probability of just-in-need

states
𝑃o: The accumulated probability of

overprovisioning states
𝑃u: The accumulated probability of

underprovisioning states
𝜆: The request arrival rate
𝜇: The request service rate
𝛼: The virtual machine start-up rate
𝛽: The virtual machine shut-off rate
(𝑖, 𝑗): A state in our CTMCmodel
𝑃
𝑖,𝑗
: The steady-state probability of state (𝑖, 𝑗)
𝑁: The average number of requests in the queue
𝑇: The average response time
𝑀: The average number of VMs in service
CPR: The cost-performance ratio.
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The increasing scale, such as the size and complexity, of computer systems bringsmore frequent occurrences of hardware or software
faults; thus fault-tolerant techniques become an essential component in high-performance computing systems. In order to achieve
the goal of tolerating runtime faults, checkpoint restart is a typical and widely used method. However, the exploding sizes of
checkpoint files that need to be saved to external storage pose a major scalability challenge, necessitating the design of efficient
approaches to reducing the amount of checkpointing data. In this paper, we first motivate the need of redundancy elimination
with a detailed analysis of checkpoint data from real scenarios. Based on the analysis, we apply inline data deduplication to achieve
the objective of reducing checkpoint size. We use DMTCP, an open-source checkpoint restart package, to validate our method.
Our experiment shows that, by using our method, single-computer programs can reduce the size of checkpoint file by 20% and
distributed programs can reduce the size of checkpoint file by 47%.

1. Introduction

Infrastructure as a Service (IaaS) [1] is a form of cloud com-
puting that provides virtualized computing resources over the
Internet. IaaS allows customers to rent computing resources
from large data centers rather than buy and maintain ded-
icated hardware. More and more software production and
services are directly deployed and run on IaaS clouds.
With the increase of computing nodes, the probability of
failures increases. Hardware failure fail-over or any unex-
pected reasonmakes node inactive. For distributed and high-
performance computing (HPC) applications, a failure in one
node causes the whole system to fail.

Fault tolerance is an indispensable component of cloud
computing. However, due to the embarrassingly parallel
nature of mainstream cloud applications, most approaches
are designed to deal with fault tolerance of individual pro-
cesses and virtual machines. This either involves restarting
failed tasks from scratch (e.g., MapReduce) or leveraging live
migration to replicate the state of virtual machines on-the-fly
in order to be able to switch to a backup virtual machine in
case the primary instance has failed [2, 3].

Checkpoint is an important method to provide fault
tolerance for distributed and HPC applications [4]. Through
the use of checkpoint, program’s in-memory states can be

written to persistent storage. If a crash occurs, the previously
saved checkpoint can be used to recover program to the
latest state. In IaaS cloud environments, checkpoint technique
can be more beneficial. For example, when resource prices
become expensive or the budget is tight, we can suspend the
running program and recover it later, or we can transfer the
program to a new cloud provider without losing progress.

However, with the increasing scale of computation, the
checkpoint size also increases. So the efficiency of the
checkpoint operation is becomingmore andmore important.
Not only will checkpoints incur performance cost, but the
checkpoint files consume large storage space, which causes
I/O bottlenecks and generates extra operational costs. For
example, saving 1 GBRAMfor each 1,000 processes consumes
1 TB of space. Although there have been attempts to reduce
the IO overhead using hardware technology (i.e., SSDs), with
the increasing of the number of computational nodes, this
method is still not an ideal solution.

In this paper, we focus on the reduction of the checkpoint
file size and ultimately achieve the purpose of reducing
the I/O and storage overhead. In the storage space of the
checkpoint file is mainly consumed by the content of the
process’s address space. We analyzed the content of the
process’s address space in order to identify different segments
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of redundancy. The results of analysis show that there exist a
lot of duplicate data in the stack section. For distributed appli-
cations, in heap segment between different processes, there
are a lot of duplicate data, and the contents in their dynamic
link library and code segments are the same. But the amount
of duplicate data in dynamic link library is less. According to
these characteristics, we propose a method that uses inline
deduplication to identify and eliminate duplicate memory
contents at the page level to reduce the checkpoint file
size. DMTCP (Distributed Multithreaded Checkpointing) is
a transparent user-level checkpoint package for distributed
applications. We implement our method based on DMTCP.
Experiments show that our method can greatly reduce the
checkpoint size.

The contributions of our work are as follows:

(i) We conduct a detailed analysis of the contents of the
checkpoint file, which reveals some characteristics
of data redundancy and the potential of integrating
deduplication into existing checkpoint systems.

(ii) Motivated by our experimental analysis, we propose
a method to reduce the size of the checkpoint file,
which works for both single-node and distributed
high-performance computing systems.

(iii) We present the design and implementation of our
approach in DMTCP and perform extensive evalua-
tion on a set of representative applications.

This paper is organized as follows. Section 2 presents
related work. Section 3 describes our motivation and related
background. Section 4 contains the design and implemen-
tation of our approach. In Section 5, we provide an exper-
imental evaluation of our design. Section 6 analyzes the
experimental results, and the conclusions and future work are
given in Section 7.

2. Related Work

2.1. Checkpoint Restart. There are roughly four major direc-
tions of research on reducing the size of checkpoint file.
Incremental checkpointing reduces the checkpoint size by
saving only the changes made by the application from the
last checkpoint [5–7]. Usually, a fixed number of incremental
checkpoints is created in between two full ones. During a
restart, the state is restored by using the most recent full
checkpoint file and applying in an ordered manner all the
differences before resuming the execution.

Memory exclusion [8] skips temporary or unused buffers
to reduce the size of the checkpoint file size. This is done by
providing an interface to the application to specify regions of
memory that can be safely excluded from the checkpoint.

Checkpoint compression is a method for the reduction
of the checkpoint file size by reducing the size of process
images before writing them to stable storage [9]. Besides
compression, another possible solution is deduplication that
is the mainstream storage technology. It can effectively
optimize storage capacity. This technology can reduce the
requirement on physical storage space and can meet the data
storage need which grows day by day. Our work focuses on

inline deduplication to identify and eliminate duplicate data
in the process.

2.2. Data Deduplication. Data deduplication is a specialized
data compression technique for eliminating duplicate copies
of repeating data [10, 11]. Data deduplication splits the input
file into a set of data blocks and calculates a fingerprint
for each of them. If there exists a block sharing the same
fingerprint, it indicates that block is duplicated, and we only
need to store the index number for the duplicated block.
Otherwise, it means that data block is unique, and its content
needs to be stored. As can be seen from the above process,
the key technology of deduplication mainly includes data
block segmentation, fingerprint computation, and data block
retrieval. Among these techniques, data block segmentation
is the most crucial.

Block segmentation algorithm is divided into three types:
the fixed-size partition, content-defined chunking, and slid-
ing block. Fixed-size partition algorithm first splits the input
data into fixed-size chunks. Then, chunks are compared
between each other in order to identify and eliminate dupli-
cates. While simple and fast, fixed-size partition algorithm is
very sensitive to data insertion and deletion and not adaptive
to the changes of content.

To deal with such issues, content-defined approaches [12]
are proposed. Essentially, they involve a sliding window over
the data and that hashes the window content at each step
using Rabin’s fingerprinting method [13]. When a particular
condition is fulfilled, a new chunk border is introduced and
the process is repeated until all input data was processed,
leading to a collection of variable-sized chunks. Content-
defined chunking algorithm is not sensitive to changes in
content, data insertion and deletion only affects a few blocks,
and the remaining data blocks are not affected. But it also
has disadvantages, the size of the data block is difficult to
determine; coarse granularity results in nonoptimal effect,
and fine-grained granularity often leads to higher cost. Thus,
the most difficult part of this algorithm lies in how to choose
a suitable granularity.

Sliding block algorithm [14] combines the advantages of
fixed-size partition algorithm and content-defined chunk-
ing algorithm. This algorithm uses Rabin fingerprinting to
subdivide byte-streams into chunks with a high probability
of matching other chunks generated likewise. If a signature
of the chunck/block matches one of the precomputed or
prespecified delimiters, the algorithm designates the end
of this window as a chunk boundary. Once the boundary
has been identified, all bytes starting from the previous
known chunk boundary to the end of the current window is
designated a chunk. A hash of this new chunk is computed
and compared against the signatures of all preexisting chunks
in the system. In practice, this method makes use of four
tuning parameters, namely, the minimum chunk size, the
maximum chunk size, the average chunk size, and the
window size. The sliding block algorithm deals with data
insertion and data deletion process efficiently and can detect
more redundant data than content-defined approaches; its
drawback is that it is prone to data fragmentation. In order
to obtain more redundant information, we use the sliding
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block algorithm in our approach, which will be described
later.

At present, data deduplication technology is widely used
in the storage system and network system; by using dedupli-
cation it can effectively reduce the data storage and system
overhead. For example, Srinivasan et al. [15] can achieve 60–
70% of the maximum deduplication with less than a 5% CPU
overhead and a 2–4% latency impact through the use of
deduplication.Agarwal et al. [16] designedEndRE; the system
uses the technology of data deduplication to eliminate the
redundancy of network data and reduce the cost of WAN
access. The experiment results show that EndRE can save an
average of 26% of the bandwidth and reduce the end-to-end
delay of 30%.

3. Background and Motivation

3.1. Background. Checkpoint restart is a mechanism that
periodically saves the state of an application to persistent
storage and offers the possibility to resume the application
from such intermediate states.

Depending on the transparency with regard to the appli-
cation program, single-process checkpoint techniques can
be classified as application-level, user-level, or system-level.
User-level checkpoint services are implemented in user space
but are transparent to the user application. This is achieved
by virtualizing all system calls to the kernel, without being
tied to a particular kernel [17]. System-level checkpointing
services are either implemented inside the kernel or as a
kernel module [18]. The checkpoint images in system-level
checkpointing are not portable across different kernels.

DMTCP (Distributed Multithreaded Checkpointing) is
a transparent user-level checkpoint package for distributed
applications [19]. DMTCP is very convenient for applications
to set checkpoint and restart. It works completely in user
space and does not require any changes to the application
or operating system. DMTCP automatically tracks all local
and remote child processes and their relationships. DMTCP
implements a coordinator process because DMTCP can also
checkpoint distributed computations across many comput-
ers. The user can issue a command to the coordinator, which
will then relay the command to each of the user processes of
the distributed computation.

Like the principles of a checkpoint, DMTCP also copies
the program information in-memory to the checkpoint file.
Program’s in-memory information includes the process id,
the process’s address space, opened file information, and
signal state. In the checkpoint file, the content of the pro-
cess’s address space occupies the main storage space. The
process’s address space information is mainly read from
/proc/self/maps, fromwhich we can obtain the contents of the
address space. The program’s address space consists of heap,
stack, shared libraries, mmap memory area, data, and text
segment.

3.2. Motivation. In this paper, we focus on reducing the size
of checkpoint file based on deduplication. In this section,
we analyze the content redundancy in regular checkpoint
files. The content needed to be stored by the checkpoint files

Table 1: Single-node program heap (KB).

Type Original gzip Deduplication Deduplication + gzip
BaseLine 132 0.49 68.18 0.51
Python 868 128.24 600 130.20
Vim 2220 283.14 2107.46 289.68
BC 264 8.8 232.23 8.83
Perl 264 23.63 264 23.98

generated byDMTCP can be classified into 5 categories: heap,
stack, code, dynamic link library, andmmap.We ignore other
types of content in checkpoint files due to the limited space
they occupy. The target programs used in our experiment
can be divided into two types: single-node program and
distributed program. Next, we conduct analysis on program
address spaces of these five categories on the two kinds of
programs, respectively, in order to characterize data duplica-
tion in prospective applications. After retrieving the content
of their progress address space, three methods can be used to
perform the analysis: gzip compression, deduplication, and
the hybrid of compression and deduplication. Sliding block
algorithm is used in deduplication, the minimum chunk size
is 512 B, the maximum chunk size is 32768 (32K), average
chunk size is 4096 B (4KB), and the window size is 48 B.

3.2.1. Single-Node Program Analysis. We perform experi-
ments using the following applications: BaseLine, a simple
C program, whose functionality is to print numbers con-
sistently; Python(2.7.6), an interpreted, interactive, object-
oriented programming language; Vim(7.4), an advanced
text editor; BC(1.06.95), an arbitrary precision calculator
language; and Perl(5.18.2), Practical Extraction and Report
Language interpreter.

Table 1 displays the experimental results on heap. The
compression rate of BaseLine, Vim, BC, and Perl is 99.6%,
87%, 96.6%, and 91%, respectively, showing that gzip based
compression has good effect on heap. But the results become
unsatisfying when redundant data deletion technique is
used. For example, in BaseLine, the original size of heap is
132 KB; after deduplication it still occupies 68.18 KB, with a
deduplication rate of 48.3%. For some applications the results
are even worse. For example, the rate for Python and Vim is
30.8% and 5.1%, respectively. The results become even worse
if we try to use gzip directly succeeding the deduplication
procedure. As shown in Table 1, after the deduplication +
gzip operations, the resulting heap size is even bigger than
when only the gzip compression approach is used. Of course,
the redundant data comes from adding unnecessary index
information.

Table 2 illustrates that applying deduplication and dedu-
plication + gzip to stack is much more effective as compared
to heap. In BaseLine, the original stack size is 8072KB; after
compression it shrinks to 11.69 KB, and after deduplication
it is 105.1 KB. With deduplication + gzip, the size is only
4.15 KB, which means the compression rate is 99.86% and the
deduplication rate is 98.7%.

In single-node program experiments, we can conclude
that the duplication of heap is quite limited as compared to its
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Table 2: Single-node program stack (KB).

Type Original gzip Deduplication Deduplication + gzip
BaseLine 8072 11.69 105.16 4.15
Python 8072 13.19 137.24 5.75
Vim 8068 13.03 101.36 5.57
BC 8072 13.32 105.18 5.8
Perl 8072 12.37 105.28 4.86

Table 3: Distributed program heap (KB).

Type Original Deduplication Redundancy rate
BaseLine 264 101.59 61.52%
CG 264 165.14 37.54%
EP 264 149.07 43.53%
LU 264 153.09 42%
MG 264 161.13 38.98%
IS 264 129 51.13%

relatively high compression efficiency. On the other hand, the
compression and duplication rates are both high in the case of
stack, and using gzip + deduplication can achievemuch better
effect. During the analysis of code, dynamic link library, and
mmap, we find that the duplication rate is not high, and gzip
compression is more suitable for reducing the size of these
components.

3.2.2. Distribute Program Analysis. We conduct experiments
on distributed programs using the following applications:
BaseLine and NAS NPB3.3. The BaseLine is a simple MPI
program, whose function is to calculate Pi. The NAS Parallel
Benchmarks (NPB) are a small set of programs designed to
help evaluate the performance of parallel supercomputers.
NPB 3.3-MPI was used in our experiments. The benchmarks
run under MPICH2 are CG (Conjugate Gradient, irregular
memory access and communication, level C), EP (Embar-
rassingly Parallel, level C), LU (Lower-Upper Gauss-Seidel
Solver, level C), MG (Multigrid on a sequence of meshes,
long- and short-distance communication, memory intensive,
level C), and IS (Integer Sort, random memory access, level
C). For convenience, we adopt two computers to build the
experiment cluster. A single process is run on each node.The
content of various segments, that is, heap, stack, code, DLL,
and mmap of each process, is collected. “Original” in Tables
3 and 4 represents the total size of each segment of the two
nodes.

Table 3 shows the results of the heap of distributed
programs.Theoriginal size of BaseLine is 264KB.After dedu-
plication, the size becomes 201.59 KB, obtaining a duplication
rate of 61.52%. Table 3 also shows that the duplication rates
of CG, EP, LU, MG, and IS are 37.54%, 43.53%, 42%, 38.98%,
and 51.13%, respectively. The rates increase significantly as
compared to the single-program counterparts, inferring that
there exists a lot of duplicated information on the heap of each
process between the two different nodes.We can apply gzip +
deduplication method to reduce the heap size of distributed
programs.

Table 4: Distributed program stack (KB).

Type Original Deduplication Redundancy rate
BaseLine 16140 80.21 99.5%
CG 16144 88.24 99.45%
EP 16140 80.24 99.5%
LU 16136 88.27 99.45%
MG 16144 88.27 99.45%
IS 16136 76.2 99.53%

Table 4 displays the result of the stack of distributed pro-
grams, which implies that there is a lot of redundant data in
stacks. For example, the original size of BaseLine is 16140KB,
and the size becomes 80.21 KB after deduplication, obtaining
a duplication rate of 99.5%. Other testing applications also
reveal a very high duplication rate. The rates of CG, EP, LU,
MG, and IS are 99.45%, 99.5%, 99.45%, 99.45%, and 99.53%,
respectively. In conclusion, not only do stacks have a lot of
redundant data themselves, but also the duplication rates of
the stack between different processes are even higher.

Other segments, like code, DLL, and mmap, do not
have too much redundant data on the same node, but their
contents are the same between different nodes in distributed
programs. But DMTCP stores every code, mmap, and DLL
of each node when setting checkpoints. Thus we only need
one checkpoint file to store the code and mmap of multiple
processes on the same node and DLL, while others only need
to keep the index.

In this section, we analyze the duplication rate of heap,
stack, DLL, and mmap in single program and distributed
program, respectively. In order to reduce the checkpoint file
size efficiently, we implement different strategies on different
segments, which can be summarized as follows:

Single-node program:

(i) for heap, code, DLL, mmap, and others: we con-
tinue to use gzip for compression;

(ii) for stack: gzip + deduplicationmethod is adopt-
ed.

Distributed program:

(i) for heap and stack between different processes:
gzip + deduplication method is adopted;

(ii) for code, DLL, and mmap of multiple processes
on the same node: only one copy is stored
in the checkpoint file; others just keep the
corresponding index;

(iii) other: we continue to use gzip compression.

4. Design and Implementation

4.1. Overview. In this paper, we focus on how to reduce the
checkpoint file size. When setting a checkpoint, we examine
each memory page in the program and apply techniques
tailored to the page type as detailed in the following.
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Figure 1: Architecture of DMTCP.

(i) Heap: in single-node programs, redundancy in heap
is not high, so gzip compression is used. In distributed
programs, we employ a combination of deduplication
and gzip to identify and eliminate redundancy within
heap pages.

(ii) Stack: for both single-node programs and distributed
programs, we employ a combination of deduplication
and gzip to identify and eliminate redundancy within
stack pages.

(iii) DLL and mmap of multiple processes on the same
node and code: in single programs, we only use gzip
compression. In distributed programs, for DLL, code,
and mmap of multiple processes on the same node,
only one copy is stored in the checkpoint file, while a
corresponding index is kept.

(iv) Other: for both single-node programs and distributed
programs, the remaining pages are compressed using
gzip.

Figure 1 shows the architecture of DMTCP. DMTCP uses
a stateless centralized process, the coordinator, to synchro-
nize checkpoint and restart between distributed processes. In
each user process, DMTCP creates a checkpoint thread. The
checkpoint thread is used to receive commands sent from
the coordinator, such as setting up checkpoints. In addition,
the checkpoint thread contacts user thread through the
signal (SIGUSR2). Our approach is implemented based on
DMTCP. Next, we discuss in detail the specific implementa-
tion.

4.2. Heap and Stack. The application can request a new
checkpoint at any time by using the command: dmtcp
command-c. When this command is issued and received by

the coordinator, each node will start to set checkpoint. From
the previous analysis, we can know that heap segment redun-
dancy in single-node program is not high, and stack segments
have higher duplicate data. In a distributed application, heap
and stack segment between different processes have a high
possibility of containing duplication. We need to identify the
single-node program and distributed programs. So, first we
need to check the type of the program. The process of each
node sends a request to the coordinator; the coordinator
determines whether the program is a distributed application
through collecting process information of each node and
returns the results to them. If the program is not a distributed
application, we only need to identify and eliminate duplicate
memory contents at the heap and stack page. Otherwise, we
need to rely on the information provided by the coordinator
to eliminate the redundancy between different process of
nodes.

Now we describe the heap and stack data deduplication
algorithm in distributed application. First, we need to get the
hash value of each memory page by hashing the content of
each page. If the hash value exists in the local hash table,
we can regard the page as a duplicate and obtain the page
index from the hash table and copy it to the checkpoint
file. Otherwise, we need to send the information to the
coordinator to query whether the hash value exists in other
processes.

If the coordinator returns true, we will get the page
index from the coordinator and copy it to the checkpoint
file. Otherwise, we need to store the page content to the
checkpoint file and generate a page index and send it to the
coordinator. The index contains the checkpoint file name,
the offset of the page in checkpoint file, and the page
length. The steps of this algorithm are depicted graphically
in Algorithm 1.
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(1) function DoDedup(𝑀𝑒𝑚𝑜𝑟𝑦𝑑𝑎𝑡𝑎, 𝑡𝑦𝑝𝑒)

(2) 𝐿𝑜𝑐𝑎𝑙𝐻𝑎𝑠ℎ𝑒𝑠 ← 𝑛𝑖𝑙

(3) 𝑀𝑝𝑖𝑓𝑙𝑎𝑔 ← 𝐺𝑒𝑡𝑃𝑟𝑜𝑔𝑟𝑎𝑚𝑇𝑦𝑝𝑒()

(4) 𝑈𝑛𝑖𝑞𝑢𝑒𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚 ← 0

(5) 𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚 ← 0

(6) if 𝑀𝑝𝑖𝑓𝑙𝑎𝑔 = 𝑓𝑎𝑙𝑠𝑒 then
(7) return 𝑆𝑖𝑛𝑔𝑙𝑒𝐷𝑜𝑑𝑒𝑑𝑢𝑝(𝑀𝑒𝑚𝑜𝑟𝑦𝑑𝑎𝑡𝑎, 𝑡𝑦𝑝𝑒)

(8) end if
(9) while 𝑝

𝑖
∈ 𝑀𝑒𝑚𝑜𝑟𝑦𝑑𝑎𝑡𝑎 do

(10) ℎ
𝑖
← 𝐻𝑎𝑠ℎ(𝑝

𝑖
)

(11) if ℎ
𝑖
∉ 𝐿𝑜𝑐𝑎𝑙𝐻𝑎𝑠ℎ𝑒𝑠 then

(12) 𝑈𝑛𝑖𝑞𝑢𝑒𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚 + +

(13) if 𝐼𝑛𝑞𝑢𝑖𝑟𝑒𝐹𝑟𝑜𝑚𝐶𝑜𝑜𝑟(ℎ
𝑖
, 𝑡𝑦𝑝𝑒) = 𝑡𝑟𝑢𝑒

then
(14) 𝐷𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝐼𝑛𝑑𝑒𝑥𝐼𝑛𝑓𝑜(𝑖𝑛𝑑𝑒𝑥𝑖𝑛𝑓𝑜)

(15) 𝑆𝑡𝑜𝑟𝑒𝑈𝑛𝑖𝑞𝑢𝑒𝐶ℎ𝑢𝑛𝑘(𝑖𝑛𝑑𝑒𝑥𝑖𝑛𝑓𝑜)

(16) else
(17) 𝑆𝑡𝑜𝑟𝑒𝑈𝑛𝑖𝑞𝑢𝑒𝐶ℎ𝑢𝑛𝑘(𝑝

𝑖
)

(18) 𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝐼𝑛𝑑𝑒𝑥(𝑖𝑛𝑑𝑒𝑥𝑖𝑛𝑓𝑜)

(19) 𝑈𝑝𝑙𝑜𝑎𝑑𝐼𝑛𝑑𝑒𝑥𝐼𝑛𝑓𝑜(ℎ
𝑖
, 𝑡𝑦𝑝𝑒, 𝑖𝑛𝑑𝑒𝑥𝑖𝑛𝑓𝑜)

(20) end if
(21) 𝑀𝑒𝑡𝑎𝐷𝑎𝑡𝑎[𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚] ←

𝑈𝑛𝑖𝑞𝑢𝑒𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚

(22) 𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚 ← 𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚 + 1

(23) 𝐻𝑎𝑠ℎ𝑒𝑠 ← 𝐿𝑜𝑐𝑎𝑙𝐻𝑎𝑠ℎ𝑒𝑠 ∪ {ℎ
𝑖
}

(24) else
(25) 𝑀𝑒𝑡𝑎𝐷𝑎𝑡𝑎[𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚] ←

𝑈𝑛𝑖𝑞𝑢𝑒𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚

(26) 𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚 ← 𝐶ℎ𝑢𝑛𝑘𝑁𝑢𝑚 + 1

(27) end if
(28) end while
(29) end function

Algorithm 1: Heap and stack data depulication algorthim.

4.3. Dynamic Link Library, Shared Memory, and Code. In
a distributed application, all of the dynamic link library,
code, and mmap of multiple processes on the same node are
the same. For all the running processes, this content only
retains one copy. In DMTCP, however, these contents are
copied to the local checkpoint file. Therefore, when setting a
checkpoint, we just need to copy the pages of the dynamic link
library, sharedmemory, and code to a checkpoint file, and the
other checkpoint files only need to save the corresponding
index information. However, for single-node applications,
the effects of data deduplication are not prominent. So
this algorithm does not apply to single-node applications.
DMTCP invokes gzip compression by default.

Like Algorithm 1, we first need to query the program
type. For a distributed program, we continue to the next
step. Otherwise, the algorithm is over. Next, we just have to
send local IP address to the coordinator to query whether
there are multiple processes running on the local node. If the
coordinator receivesmultiple IP addresses, itmeans the result
is true. The coordinator will send the result to all processes.
For shared memory segments, our algorithm is only suitable
for multiple processes on a node. In order to eliminate
redundancy between all processes dynamic link library and
code segment, we send a query to the coordinator to know

whether there is an index for the segment on the coordinator.
If the index does not exist, we copy the dynamic link library,
code, and DLL content to the checkpoint files and then
build an index and upload it to the coordinator. Otherwise,
the index information is obtained from the coordinator and
saved to the checkpoint file. The steps of this algorithm are
depicted in Algorithm 2.

4.4. Restart. Let us look at the operation of the stack segment
during the restart. For single-node applications, according
to the normal process of restart, the difference is that if the
data read from the checkpoint file is index, we need to locate
and read the real content from the memory according to
the index. For distributed applications, the restart is more
complicated. Eachnode containing unique block information
needs to create a listener thread, which is used to monitor
requests from other processes. After receipt, the requested
content will be sent to the requesting process. Before creating
the listener, we need to send initialization information to
the coordinator for registration. Registration information
includes the checkpoint file name, IP address, and port
number. When reading the stack and heap information from
the checkpoint file, we first read the metadata of each page
and locate each page from the meta information. If the page



Scientific Programming 7

(1) function DoDedup1(𝐿𝑖𝑏𝐼𝑛𝑓, 𝑡𝑦𝑝𝑒)
(2) 𝑀𝑝𝑖𝑓𝑙𝑎𝑔 ← 𝐺𝑒𝑡𝑃𝑟𝑜𝑔𝑟𝑎𝑚𝑇𝑦𝑝𝑒()

(3) 𝑝𝑜𝑠 ← 0

(4) 𝐶𝑘𝑝𝑡𝑛𝑎𝑚𝑒 ← 𝐺𝑒𝑡𝑐𝑘𝑝𝑡𝑛𝑎𝑚𝑒()

(5) if 𝑀𝑝𝑖𝑓𝑙𝑎𝑔 = 𝑡𝑟𝑢𝑒 then
(6) return 𝑆𝑖𝑛𝑔𝑙𝑒𝐷𝑜𝑑𝑒𝑑𝑢𝑝(𝐿𝑖𝑏𝐼𝑛𝑓, 𝑡𝑦𝑝𝑒)

(7) end if
(8) if 𝐼𝑛𝑞𝑢𝑖𝑟𝑒𝐹𝑟𝑜𝑚𝐶𝑜𝑜𝑟(𝐿𝑖𝑏𝐼𝑛𝑓.𝑛𝑎𝑚𝑒, 𝑡𝑦𝑝𝑒) = 𝑡𝑟𝑢𝑒 then
(9) 𝐼𝑛𝑑𝑒𝑥 ← 𝑛𝑖𝑙

(10) 𝐿𝑖𝑏𝐼𝑛𝑓.𝑓𝑙𝑎𝑔 ← 2

(11) 𝐺𝑒𝑡𝐼𝑛𝑓𝐹𝑟𝑜𝑚𝐶𝑜𝑜𝑟𝑑(𝐼𝑛𝑑𝑒𝑥)

(12) 𝐿𝑖𝑏𝐼𝑛𝑓.𝑝𝑜𝑠 ← 𝐼𝑛𝑑𝑒𝑥.𝑝𝑜𝑠

(13) 𝐿𝑖𝑏𝐼𝑛𝑓.𝑝𝑜𝑠 ← 𝐼𝑛𝑑𝑒𝑥.𝑐𝑘𝑝𝑡𝑛𝑎𝑚𝑒

(14) 𝑆𝑡𝑜𝑟𝑒𝑇𝑜𝐹𝑖𝑙𝑒(𝐿𝑖𝑏𝐼𝑛𝑓)

(15) else
(16) 𝐿𝑖𝑏𝐼𝑛𝑓.𝑓𝑙𝑎𝑔 ← 1

(17) 𝑆𝑡𝑜𝑟𝑒𝑇𝑜𝐹𝑖𝑙𝑒(𝐿𝑖𝑏𝐼𝑛𝑓, 𝑝𝑜𝑠)

(18) 𝑆𝑡𝑜𝑟𝑒𝑇𝑜𝐹𝑖𝑙𝑒(𝐿𝑖𝑏𝐼𝑛𝑓.𝑑𝑎𝑡𝑎)

(19) 𝑈𝑝𝐿𝑜𝑎𝑑𝑇𝑜𝐶𝑜𝑜𝑟𝑑(𝐿𝑖𝑏𝐼𝑛𝑓, 𝐶𝑘𝑝𝑡𝑛𝑎𝑚𝑒, 𝑝𝑜𝑠)

(20) end if
(21) end function

Algorithm 2: Dynmic link library, code, and mamap data deduplication algorthim.

exists locally, then we can read the corresponding content
to restart. Otherwise, we need to get the content from other
nodes. Before sending the request message to other nodes,
we need to send a request to the coordinator to get the
connection information to other nodes. The steps of this
algorithm are depicted in Algorithm 3.

At the checkpoint recovery phase, we need to remap
program states into memory. We take the dynamic link
library as an example to introduce the recovery phase. When
reading the dynamic link library from the checkpoint file,
we first obtain the header information of the dynamic link
library. We get the checkpoint file name of the dynamic link
library and check its existence on the local node. If true,
we continue to read the content from the checkpoint file.
Otherwise, we need to read the corresponding content from
other nodes. Like the previous recovery operation, we need
to request the coordinator to obtain information about the
checkpoint file and finally retrieve its content to restart.When
the content of the checkpoint file is read and remapped into
memory, the program can be restored to a correct state to run.

5. Experiment

In this section, we evaluate our approach on QingCloud,
which is a public cloud service, providing on-demand, flex-
ible, and scalable computing power. In particular, QingCloud
is a popular cloud platform, and, due to its per-second charge
method, our experiment will be conducted on QingCloud.
For simple comparisons, we use two nodes on QingCloud
to conduct our experiments. The configuration of the cloud

node is dual-core processors and 2GB of RAM. The system
ran 64-bit ubuntu 14.04. The two nodes are connected by
LAN. Experimental programs are divided into two categories:
single-node programs and distributed programs across the
nodes of a cluster.

For single-node programs experiments, we use the fol-
lowing applications: Python (2.7.6) an interpreted, inter-
active, object-oriented programming language; Vim (7.4)
interactively examining a C program; BaseLine, a simple
C application, whose function is to print a 32-bit integer
value every one second; BC (1.06.95) an arbitrary precision
calculator language; Emacs (2.25) a well known text editor;
and Perl (5.18.2) Practical Extraction and Report Language
interpreter. To show the breadth, we present checkpoint
times, restart times, and checkpoint sizes on a wide variety
of commonly used applications. These results are presented
in Figures 2, 3, and 4.

For distributed programs, the checkpoint will be written
to local disk. We use the MPI package for our experiments.
We use the following programs to implement our experi-
ments: NAS NPB3.3 and BaseLine. The BaseLine is a simple
MPI program that calculates Pi. The NAS Parallel Bench-
marks (NPB) are a small set of programs designed to help
evaluate the performance of parallel supercomputers. Prob-
lem sizes in NPB are predefined and indicated as different
classes. The benchmarks run under MPICH2 are BT (Block
Tridiagonal, level C), SP (Scalar Pentadiagonal, level C),
EP (Embarrassingly Parallel, level C), LU (Lower-Upper
Symmetric Gauss-Seidel, level C), MG (Multigrid, level C),
and IS (Integer Sort, Level C).
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(1) function UndedupHeapAndStack(𝑓𝑑)
(2) 𝑀𝑝𝑖𝑓𝑙𝑎𝑔 ← 𝐺𝑒𝑡𝑃𝑟𝑜𝑔𝑟𝑎𝑚𝑇𝑦𝑝𝑒()

(3) 𝐴𝑟𝑒𝑎𝐼𝑛𝑓 ← 𝑛𝑖𝑙

(4) 𝑁𝑜𝑑𝑒𝑠𝐼𝑛𝑓 ← 𝑛𝑖𝑙

(5) 𝑁𝑜𝑑𝑒𝑠𝐹𝑑 ← 𝑛𝑖𝑙

(6) if 𝑀𝑝𝑖𝑓𝑙𝑎𝑔 = 𝑡𝑟𝑢𝑒 then
(7) 𝐶𝑟𝑒𝑎𝑡𝑒𝑆𝑒𝑟V𝑒𝑟𝑇ℎ𝑟𝑒𝑎𝑑()
(8) 𝑅𝑒𝑔𝑖𝑠𝑡𝑒𝑟()

(9) 𝐺𝑒𝑡𝑁𝑜𝑑𝑒𝑠𝐼𝑛𝑓𝐹𝑟𝑜𝑚𝐶𝑜𝑜𝑟(𝑁𝑜𝑑𝑒𝑠𝐼𝑛𝑓)

(10) else
(11) return 𝑆𝑖𝑛𝑔𝑙𝑒𝑈𝑛𝐷𝑜𝑑𝑒𝑑𝑢𝑝(𝑓𝑑)

(12) end if
(13) while 𝑅𝑒𝑎𝑑𝐴𝑟𝑒𝑎(𝑓𝑑, 𝐴𝑟𝑒𝑎𝐼𝑛𝑓) do
(14) if 𝐴𝑟𝑒𝑎𝐼𝑛𝑓.𝑐𝑘𝑝𝑡𝑛𝑎𝑚𝑒 = 𝑀𝑦𝐶𝑘𝑝𝑡𝑁𝑎𝑚𝑒() then
(15) 𝑅𝑒𝑎𝑑𝐴𝑛𝑑𝑅𝑒𝑚𝑎𝑝(𝑓𝑑, 𝐴𝑟𝑒𝑎𝐼𝑛𝑓)

(16) else
(17) if 𝑁𝑜𝑑𝑒𝐹𝑑[𝐴𝑟𝑒𝑎𝐼𝑛𝑓.𝑐𝑘𝑝𝑡𝑛𝑎𝑚𝑒] ̸= 𝑛𝑖𝑙 then
(18) 𝐶𝑜𝑛𝑛𝐹𝑑 ← 0

(19) 𝐶𝑜𝑛𝑛𝐹𝑑 ←

𝐶𝑜𝑛𝑛𝑒𝑐𝑡𝑁𝑜𝑑𝑒(𝑁𝑜𝑑𝑒𝑠𝐼𝑛𝑓, 𝐴𝑟𝑒𝑎𝐼𝑛𝑓.𝑐𝑘𝑝𝑡𝑛𝑎𝑚𝑒)

(20) 𝑁𝑜𝑑𝑒𝑠𝐹𝑑[𝐴𝑟𝑒𝑎𝐼𝑛𝑓.𝑐𝑘𝑝𝑡𝑛𝑎𝑚𝑒] ←

𝐶𝑜𝑛𝑛𝐹𝑑

(21) 𝑅𝑒𝑚𝑎𝑝𝐹𝑟𝑜𝑚𝑂𝑡ℎ𝑒𝑟𝑁𝑜𝑑𝑒(𝑁𝑜𝑑𝑒𝑠𝐹𝑑, 𝐴𝑟𝑒𝑎𝐼𝑛𝑓)

(22) end if
(23) end if
(24) end while
(25) end function

Algorithm 3: Restart.
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Figure 2: Checkpoint time of single-node programs.

We report checkpoint times, restart times, and checkpoint
file sizes for a suite of distributed applications. In each case,
we report the time and file size when no compression is
involved.The experimentwas repeated five times. In Figure 7,
the checkpoint file size includes the sumof the checkpoints on
the two nodes.
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Figure 3: Single-node programs restart time.

6. Experimental Analysis

The graphs in Figure 2 show that, as compared to the original
DMTCP, the optimized version increases the checkpointing
time. Using the data deduplication algorithm and checking
the application category are twomain reasons for the increase
of time consumption. The checkpointing times under the
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Figure 4: Single-node programs checkpoint file size.

original DMTCP are 0.08, 0.13, 0.08, 0.11, 0.35, and 0.11
seconds for Python, Vim, BaseLine, Bc, Emacs, and Perl,
respectively. As a comparison, for the optimized DMTCP, the
checkpointing time increases, such as 1.15 seconds for Python,
1.56 seconds for vim, 1.12 seconds for BaseLine, 1.11 seconds
for Bc, 2.9 seconds for Emacs, and 1.34 seconds for Perl.

Figure 3 presents the restart time. In the restart time, For
the original DMTCP, the time consumption for the restart
operation is 0.03, 0.02, 0.03, 0.03, 0.05, and 0.04 seconds for
Python, Vim, BaseLine, Bc, Emacs, and Perl, respectively. As
in the case of the checkpoint phase, the restart time also
increases. The restart time for each application is increased
by about 0.1 seconds, in order to check the type of application
to communicate with the coordinator, which resulted in
additional costs.

In Figure 4, we can see that the checkpoint file size of
all applications is different between the original DMTCP
and optimized DMTCP. For single-node programs, we only
remove redundant data in the stack, but the final effect is still
good. Python’s checkpoint file size using the original DMTCP
is 29M and the file size for the optimized version is only 21,
indicating about 25% saving. Similarly, the file sizes of other
programs in optimized DMTCP are all reduced nontrivially.
For example, Vim is reduced by 24%; BaseLine is reduced by
35%; Bc is reduced by 31%; Emacs is reduced by 10%; Perl is
reduced by 29%.

Figures 5, 6, and 7 show the results for distributed
applications. Similar to the single-node programs, the check-
point time when using the optimized DMTCP increases for
all of the applications. For example, for the case of CG,
the checkpoint time is 8 seconds versus 12 seconds. For
other test programs, the time is also increased. For example,
BaseLine increases 7.2 seconds, EP increased 7 seconds, and
LU increased 5.5 seconds. The cost is mainly incurred by the
operation of data deduplication. Restart time also increases,
and the quantity depends on the duplicate data volume of the
various applications.
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Figure 5: Distributed programs checkpoint time.
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Figure 7 shows all the checkpoint file sizes of the dis-
tributed program. In the original DMTCP, the checkpoint
sizes for the testing programs range from 65MB to 1607MB.
Correspondingly, in the optimized DMTCP, the checkpoint
size for BaseLine, CG, EP, LU, MG, and IS is 34M, 564M,
36M, 396M, 47M, and 800M, respectively, indicating a
checkpoint size reduction by 47.7%, 49.8%, 47.7%, 49%,
50.4%, and 50%.

Through the above experiments, we can conclude that,
by using our method, despite the increase of checkpoint
and restart time, the checkpoint file size can be greatly
reduced. For the distributed applications, the effect is much
more prominent. In the experiment, single-node program
mainly reduced the stack segment of redundant information.
But, for distributed applications, we reduce the redundant
information in the heap and stack segments between different
processes.Moreover, the code, dynamic link libraries, and the
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Figure 7: Distributed programs checkpoint file size.

contents of sharedmemory in the same node are stored in the
checkpoint file of a process, while the remaining checkpoint
files are only stored in the content index. This is the effect of
the experimental program distributing better the single-node
program.

In this paper, the experimental program will be divided
into two types: single-node program and distributed pro-
gram. When checking the type of the program, process
of each node needs to wait until the coordinator collects
information of all processes, which will lead to some of the
processes being blocked.When the checkpoint is set, the heap
and stack segment uses data deduplication technology, which
will be segmented data block. In the distributed application,
the data deduplication technology will communicate with the
coordinator to query block information. In the checkpoint
restart phases, each node containing unique block informa-
tion needs to create a listener thread, which is used tomonitor
requests from other processes. Above all, these operations
will make extra time overhead; of course, there are some
other operations that will also have time overhead. We plan
to improve our approach to reduce the time overhead in the
future.

7. Conclusions and Future Work

In this paper, we conduct a detailed analysis about the data
redundancy in checkpoint files and the potential of utilizing
this finding to optimize checkpointing systems. Based on
the findings, we propose the design and implementation
of a system, which leverages inline data deduplication to
achieve the goal of reducing the size of checkpoint file.
We perform extensive experiments on a wide range of
single-node and distributed applications, and the results
demonstrate the effectiveness of our system that is more
prominent for distributed applications. However, the results
also indicate that there are rooms for improvement in
time consumption, which we plan to address in future
work.

Competing Interests

The authors declare that they have no competing interests.

Acknowledgments

This research was supported in part by the National Science
Foundation of China under Grants 61272190 and 61572179,
the Program forNewCentury Excellent Talents in University,
and the Fundamental Research Funds for the Central Univer-
sities of China.

References

[1] M. Armbrust, A. Fox, R. Griffith et al., “A view of cloud com-
puting,” Communications of the ACM, vol. 53, no. 4, pp. 50–58,
2010.

[2] B. Cully, G. Lefebvre, D. Meyer, M. Feeley, N. Hutchinson, and
A. Warfield, “Remus: high availability via asynchronous virtual
machine replication,” in Proceedings of the 5th USENIX Sympo-
sium onNetworked Systems Design and Implementation, pp. 161–
174, San Francisco, Calif, USA, 2008.

[3] M. Rosenblum and T. Garfinkel, “Virtual machine monitors:
current technology and future trends,” Computer, vol. 38, no.
5, pp. 39–47, 2005.

[4] E. N. Elnozahy, L. Alvisi, Y.-M.Wang, andD. B. Johnson, “A sur-
vey of rollback-recovery protocols inmessage-passing systems,”
ACM Computing Surveys, vol. 34, no. 3, pp. 375–408, 2002.

[5] S. Agarwal, R. Garg, M. S. Gupta, and J. E. Moreira, “Adaptive
incremental checkpointing for massively parallel systems,” in
Proceedings of the 18th Annual International Conference on
Supercomputing, pp. 277–286, ACM, July 2004.

[6] N. Naksinehaboon, Y. Liu, C. Leangsuksun, R. Nassar, M. Paun,
and S. L. Scott, “Reliability-aware approach: an incremental
checkpoint/restartmodel inHPC environments,” inProceedings
of the 8th IEEE International Symposium on Cluster Computing
and the Grid (CCGRID ’08), pp. 783–788, IEEE, Lyon, France,
May 2008.

[7] K. B. Ferreira, R. Riesen, P. Bridges, D. Arnold, and R. Bright-
well, “Accelerating incremental checkpointing for extreme-scale
computing,” Future Generation Computer Systems, vol. 30, no. 1,
pp. 66–77, 2014.

[8] J. S. Plank, Y. Chen, K. Li, M. Beck, and G. Kingsley, “Memory
exclusion: optimizing the performance of checkpointing sys-
tems,” Software—Practice and Experience, vol. 29, no. 2, pp. 125–
142, 1999.

[9] D. Ibtesham, D. Arnold, K. B. Ferreira, and P. G. Bridges, “On
the viability of checkpoint compression for extreme scale fault
tolerance,” in Euro-Par 2011: Parallel Processing Workshops, pp.
302–311, Springer, 2012.

[10] X. Lin, G. Lu, F. Douglis, P. Shilane, and G. Wallace, “Migratory
compression: coarse-grained data reordering to improve com-
pressibility,” in Proceedings of the 12th USENIX Conference on
File and Storage Technologies (FAST ’14), pp. 257–271, USENIX
Association, 2014.

[11] M. Lillibridge, K. Eshghi, and D. Bhagwat, “Improving restore
speed for backup systems that use inline chunk-based dedupli-
cation,” in Proceedings of the 11th USENIX Conference on File
and Storage Technologies (FAST ’13), pp. 183–198, San Jose, Calif,
USA, February 2013.



Scientific Programming 11

[12] B. Zhu, K. Li, and R. H. Patterson, “Avoiding the disk bottleneck
in the data domain deduplication file system,” in Proceedings
of the 6th USENIX Conference on File and Storage Technologies
(FAST ’08), article 18, USENIX Association, 2008.

[13] L. Valiant, Center for Research in Computing Technology, Har-
vard University, Cambridge, Mass, USA, 1994.

[14] N. Mandagere, P. Zhou, M. A. Smith, and S. Uttamchandani,
“Demystifying data deduplication,” in Proceedings of the ACM/
IFIP/USENIX Middleware’08 Conference Companion, pp. 12–17,
ACM, Leuven, Belgium, 2008.

[15] K. Srinivasan, T. Bisson, G. R. Goodson, and K. Voruganti,
“iDedup: latency-aware, inline data deduplication for primary
storage,” in Proceedings of the 10th USENIX Conference on File
and Storage Technologies (FAST ’12), vol. 12, pp. 1–14, San Jose,
Calif, USA, February 2012.

[16] B. Agarwal, A. Akella, A. Anand et al., “Endre: an end-system
redundancy elimination service for enterprises,” in Proceedings
of the 7th USENIX Conference on Networked Systems Design and
Implementation (NSDI ’10), pp. 419–432, 2010.

[17] M. Litzkow and M. Solomon, Supporting Checkpointing and
Process Migration Outside the Unix Kernel, 1992.

[18] J. Duell,The Design and Implementation of Berkeley Lab’s Linux
Checkpoint/Restart, Lawrence Berkeley National Laboratory,
Berkeley, Calif, USA, 2005.

[19] J. Ansel, K. Arya, and G. Cooperman, “DMTCP: transparent
checkpointing for cluster computations and the desktop,” in
Proceedings of the 23rd IEEE International Parallel and Dis-
tributed Processing Symposium (IPDPS ’09), pp. 1–12, IEEE,
Rome, Italy, May 2009.



Research Article
Research on Linux Trusted Boot Method Based on
Reverse Integrity Verification

Chenlin Huang,1 Chuanwang Hou,1 Huadong Dai,1 Yan Ding,1

Songling Fu,2 and Mengluo Ji3

1School of Computer, National University of Defense Technology, Changsha, Hunan 410073, China
2College of Polytechnic, Hunan Normal University, Changsha, Hunan 410073, China
3Department of Computer and Information Engineering, Luoyang Institute of Science and Technology, Luoyang, Henan 471023, China

Correspondence should be addressed to Huadong Dai; daihuadong@kylinos.cn

Received 25 February 2016; Accepted 8 May 2016

Academic Editor: Florin Pop

Copyright © 2016 Chenlin Huang et al.This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Trusted computing aims to build a trusted computing environment for information systems with the help of secure hardware TPM,
which has been proved to be an effective way against network security threats. However, the TPM chips are not yet widely deployed
in most computing devices so far, thus limiting the applied scope of trusted computing technology. To solve the problem of lacking
trusted hardware in existing computing platform, an alternative security hardware USBKey is introduced in this paper to simulate
the basic functions of TPM and a new reverse USBKey-based integrity verification model is proposed to implement the reverse
integrity verification of the operating system boot process, which can achieve the effect of trusted boot of the operating system
in end systems without TPMs. A Linux operating system booting method based on reverse integrity verification is designed and
implemented in this paper, with which the integrity of data and executable files in the operating system are verified and protected
during the trusted boot process phase by phase. It implements the trusted boot of operation system without TPM and supports
remote attestation of the platform. Enhanced by ourmethod, the flexibility of the trusted computing technology is greatly improved
and it is possible for trusted computing to be applied in large-scale computing environment.

1. Introduction

With the boom of Internet, the lack of a trustworthy infras-
tructure has been a barrel for the healthy development of
modern computing systems. More and more threats are
introduced due to the design flaws in software and hardware,
the improper authorization and authentication for legal users,
the abusing use of resources, and so forth. The key to solve
these problems is to build a trustworthy computing environ-
ment, where the safety of end system is well designed and
can be verified and trusted. Trusted computing technology
proposed by the Trusted Computing Group (TCG) is one
of the main practical efforts to achieve this goal. Trusted
computing architecture is based on the trusted hardware,
Trust Platform Module (TPM), and realizes transitive trust
through the constant trust metric in the progress of system
boot process to build a trusted computing environment.

Trusted platform module TPM and the related software
are introduced in trusted computing platform technology to
be as trusted root of the system, through the trust transfer
process to ensure the credibility of computing platforms and
applications and to improve the security of the terminal
platform. However, in order to support a variety of security
features in TCG specifications, a special trusted hardware
TPM is required to be deployed in the mainboard, which
has become a main barrier limiting the popularization of the
trusted computing platform technology. TPM is the base of
the trust chain and the trusted root throughout the trusted
boot process, which records and transfers trusted states in
end system. However, the TPM chips are not yet widely
deployed in most computing devices so far, thus limiting
the applied scope of trusted computing technology. It is
almost impossible to implement an overall trusted network
computing environment due to the hardware barrel.
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To fix the problem of lacking trusted hardware in exist-
ing computing platform, an alternative security hardware,
USBKey, is introduced in this paper to simulate the basic
functions of TPM and a new reverse USBKey-based integrity
verification model is proposed to implement the reverse
integrity verification of the operating system boot process,
which can achieve the effect of trusted boot of the operating
system in end systems without TPMs.

We have designed and implemented a Linux trusted boot
method based on reverse integrity verification, with which
the integrity of data and executable files in the operating
system are verified and protected during the trusted boot
process phase by phase. It implements the trusted boot
of operation system without TPM and supports remote
attestation of the platform. Enhanced by our method, the
flexibility of the trusted computing technology is greatly
improved and makes it possible to be applied in large-scale
computing environment.

2. The Trusted Boot in Operating Systems

2.1. Related Works. The trusted hardware, TPM (Trusted
Platform Module), plays a key role in trusted computing,
working as the base of trusted computing architecture and
the core to enhance the credibility of the general-purpose
computing platforms and networks. At present, the core
standard is TPM 2.0 [1]. TPM functions as a trusted root
of trusted computing platform, providing key cryptographic
functions and protected storage space which are necessary to
build trusted computing environment by coordinating with
other trusted computing software and hardware.

Given the limitations in TPM’s architecture and cryp-
tographic algorithms, new trusted computing architectures
Trusted Cryptography Module (TCM) [2] and Trusted Plat-
form Control Module (TPCM) [3] have been proposed by
scholars in China as official standards. Double certificate
structure is designed in TCM, and Chinese government
approved cryptographic algorithms are supported besides
commercial ones. TPCM is capable of performing active
control and trusted measurement on hardware level, which
controls the trusted computing base (TCB) in end systems.
Compared with TPM, a more rigid and trustworthy architec-
ture is implemented in TPCM.

Recently, trusted mobile computing platforms and
trusted cloud services are research focuses in both industry
and academia. Studies relating to trusted mobile computing
platform focused on TrustZone in smart devices, trusted
identity management, privacy protection, and other aspects.
Ekberg et al. propose ObC (On-board Credentials) system
which allows third party to develop and deploy credentials in
the device based on TrustZone and provides a TEE (Trusted
Execution Environment) function for application developers
[4]; Sujeen and Periasami propose a data security and
privacy protection technology based on TPMs [5]. Nyman
et al. propose a new, rich authorization model to solve the
traditional eIDmanagement problem by enhancing platform
integrity verification and eID authentication based on TPM
2.0 [6]. Zhao et al. implement and evaluate trusted boot of
the Trusted Execution Environment (TEE) based on ARM

TrustZone with the on-chip SRAM Physical Unclonable
Functions (PUFs) [7]. Santos et al. extend the concept of
trusted computing to the background of Infrastructure as
a Service (IaaS) and propose a trusted cloud computing
platform (TCCP) for ensuring the confidentiality and
integrity of computations [8]. But, users of cloud computing
do not have currently appropriate tools for their verification
of confidentiality, privacy policy, computing accuracy, and
data integrity. Banirostam et al. propose Trusted Cloud
Computing Infrastructure (TCCI) providing a closed
execution environment for infrastructure service developers
by a User Trusted Entity (UTE) [9]. Habib et al. propose a
multifaceted trust management system architecture for cloud
computing marketplaces and related approaches [10].

Since not all platforms are equipped with TPM mod-
ule, the traditional TPM leads to the loss of mobility and
flexibility due to the binding of user’s identity with specific
trusted platform. Accordingly, some scholars introduce some
USBKey-based secure boot solutions based on the principles
of separating platform and user certificate. To prevent the
master boot record from easily being manipulated and infil-
trated by bootkits, Müller et al. present Stark, whichmutually
authenticates the computer and the user in order to resist
keylogging during boot and implements trust bootstrapping
from a secure token (a USB flash drive) [11]. Based on
UEFI (Unified Extensible Firmware Interface), Kushwaha
proposes the creation of ESP (EFI System Partition) on the
USBKey [12]. Since the ESP contains the boot loader and
other critical codes for booting, the system always needs the
USBKey to boot the system to a running state. Meanwhile,
Microsoft’s secure boot architecture Win 8 increases UEFI-
based secure boot components and further enhances security
on the traditional concept of trusted booting.

In summary, the more flexible and practical trusted boot
technologies in operating system are being developed to be
bound with new user application schemas and scenarios and
to suit the development of mobile computing and cloud
computing.

2.2. Trusted Boot in Linux. Trusted boot is one of the core
functions of trusted computing platform.With the support of
trusted hardware, a trusted running environment for services
and applications is built with the verification of the integrity
of the whole hardware and software during system boot
process.

The following three key pointsmust be guaranteed during
the trusted boot process.

(1) The chain of trust must be established sequentially.
Before the transference of control rights, the executable
entity must be measured by trusted computing base. It can
only be loaded and gain control rights after its integrity is
verified, which fulfills the procedure of establishing chain of
trust. (2) All the metrics and calls involved in the process
of the establishment of the trust chain will eventually be
completed by TPM. (3) During the establishment of chain
of trust, all important secret data involved including keys,
premeasurement data, and verification data must be stored
and sealed inside TPM. TPM is responsible for ensuring
the integrity and confidentiality of the secret data. Unlike
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removable storage devices ormemory, there is no external call
interface provided to access the secrete data in TPM, which
ensures its confidentiality and credibility.

Taken the Linux trusted boot process based on TPMas an
example, the trusted bootmodel in operating system is shown
in Figure 1.

Trusted boot mainly includes two phases: the boot of
hardware platform and the startup of operating system. The
boot of hardware platform starts from the platform power
on to the BIOS initialization and ends after the BIOS passes
control rights to the boot loader. The reliability of hardware
environment is measured and verified in this phase. The
startup phase of the operating system begins with the loading
of operating system loader from the main boot sector, and
then the operating system kernel is loaded and ends till the
running of the Init process. This stage is mainly responsible
for checking the creditability of the system startup process
and the operating system kernel. The trusted boot process of
the startup phase of the operating system based on TPM is as
follows.

Step 1. Trusted BIOS loads boot loader stored in Boot sector
and then sends it to TPM to be measured and verified. Once
TPM has verified its integrity, the boot program is loaded
to memory 0000:7C00h, and then the BIOS passes control
rights to the CPU to run the Boot program to further load
operating system.

Step 2. TPM validates the operating system loader program,
such as Grub in Linux. If the verification is successful, the

Grub Stage 1 code in the master boot sector is loaded into
memory and gains the trusted boot control to further load
operating system kernel.

Step 3. The Grub Stage 1 continues trusted boot process
by first validating Grub Stage 1.5 code with TPM, if it is
successful, loads, and runs the code of the Stage 1.5 phase. At
the end of this stage, the file system is mounted.

Step 4. The Grub Stage 2 code is verified by TPM and
loaded by trusted Grub Stage 1.5. After successfully gaining
control, it will verify the integrity of the configuration file
“/boot/Grub/Grub.conf” in which the locations of the disk
partitions, the kernel image, and virtual RAM disk file initrd
are recorded.

Step 5. The Grub Stage 2 code opens the configuration file,
reads the operating system kernel image, and tries to verify
the integrity of the operating system kernel image by TPM. If
it is successful, the operating system kernel image is loaded
and gains control.

Step 6. Once the operating system kernel image is loaded,
TPM will measure and verify the Init process. If the Init
process is trusted, the kernel key data structures will be
created and the kernel Init process will be loaded and take
control.

Step 7. Firstly, the Init process determines the list of the kernel
modules needed to be loaded and the daemons needed to
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be created based on the system configuration. Then, it will
measure and verify each kernel module and daemon with
TPMmodule before they are loaded. Only the trusted kernel
modules and daemons are run sequentially to guarantee that
the initialized computing environment is trusted. At last,
the Init process starts receiving users’ inputs, and a trusted
computer is ready to be used.

At this point, the trusted operating system boot process
is over. As we can see, the traditional trusted boot process
based on TPM is in forward direction, which means all
measurements and verifications are strictly consistent with
the operating system boot process. The chain of trust is
established in a strict sequence.

3. A Linux Trusted Booting Method Based on
Reverse Integrity Verification

3.1. A Reverse Integrity Verification Model with USBKey.
As shown in Figure 2, in this paper, the operating system
trusted boot method based on reverse integrity verification is
implemented by the coordination of operating system kernel,
the BIOS (firmware), and USBKey (USB smart card). The
operating systemkernel provides a basic software system run-
ning environment, including the drivers for system hardware
and the construction of the system execution environment.
In the process of the system boot, there are four parts in
operating system kernel which are system boot Stage 1, Stage

1.5, Stage 2, and kernel modules. The BIOS firmware covers
the initial stage of system boot, completes the initialization of
hardware, and passes control to the boot loader. USBKey used
in this method has built-in CPU, memory, Chip Operating
System (COS), and internal safe data storage units, where
secret data are stored, such as the user digital certificates
and secret keys. There is also a sealed computing unit inside
USBKey that supports cryptographic operations such as
SHA1 algorithm, signature, authentication, data encryption
and decryption, and data digest. All operations are calculated
in the COS of USBKey which is totally safe to the outside
world. As a trusted hardware, USBKey provides us a method
to validate the integrity of data reliably.

Working as a trusted root, TPM provides support for the
storage of trusted measurement and trusted state (PCR) in
the establishment of chain of trust during trusted boot. It is
also the starting point and foundation of system trusted boot
and trust measurement. Especially in TPCM framework, the
trusted hardware is regarded as trusted base and is the first
functional hardware after powering on the system, so as to
provide guarantee to keep the whole system in trusted states.

Similar to the TPM, USBKey, as widely used secu-
rity hardware, also has built-in security guarantee, built-in
trusted measurement algorithms, and built-in secure storage
space. But in order to implement trusted measurement as
TPM module does, USBKey still needs to get rid of the
following two limitations: (1) Hardware driver needs to
be loaded before USBKey could be used, which makes it
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unable to activate trusted measurement from powering on
the system as required in TPCM. (2) There are no PCRs in
the USBKey built-in storage. New software data structures
have to be designed to simulate PCRs in TPM, so as to record
system’s trusted states and support trusted measurement
during trusted boot.

Tohandle the first problem,we assume that a trusted prior
measurement could be preceded by the kernel trusted mea-
surement module while the system was in the initial trusted
state. The trusted prior measurement generates foundation
trust metrics for trusted measurement. To solve the second
problem, a set of data structures are defined to simulate PCR
registers in TPMwhich can be used to store themeasurement
values in the process of prior measurements and trusted
boot. All measurement data are stored in safe storage area in
USBKey.

The reverse integrity verificationmodel based onUSBKey
is shown in Figure 2, in which the dotted line shows the
process of the priormeasurement and the solid line shows the
process of the reverse integrity measurement in trusted boot
process.There are five key elements in a trustedmeasurement
model based on TPM: PCR values for prior measurement,
TPM, targets to be measured, PCR values, and verification
results. First of all, a trust metric base needs to be constructed
as a credential reference library for later trusted boot in the
prior measurement phase. During prior measurement, the
entities in the system are measured by TPM following the
sequence of system boot and the trust measurement values in
PCRs are recorded into trustmetric base.Then, in the process
of system boot, TPM will measure the entities to be loaded,
which are targets to be measured sequentially and compare
the PCR values with the PCR values for prior measurement
for consistency to reach the verification results.

In the reverse integrity verification model based on
USBKey, the five key elements are trust metrics for prior
measurement, USBKey, targets to be measured, trust metrics,
and verification results. In ourmodel, trustmetrics refer to the
trust measurement values generated by USBKey. Compared
with the traditional trusted measurement model based on
TPM, the key elements are similar, while the TCB and the
trust measurement procedure differ a lot. The combination
of “USBKey + trust metric base” functions as the root of
trust instead of TPM only. The process of trusted boot is
also divided into two phases: the reverse integrity verification
phase and the trusted boot phase. After system starts up and
successfully drives and loads USBKey, the Reserve Integrity
Verification Module will initialize the reverse integrity veri-
fication phase. It will access the loaded system entities and
measure and verify their integrity values with USBKey by
comparing with the trust metrics for prior measurement. After
phase one, a reliable system environment is verified and the
trust foundation of the current system state is established.
Then, the trusted boot phase will handle the rest of system
boot the same as the process of trusted boot. Together with
USBKey, the Reserve Integrity Verification Module functions
as a TCB and makes sure the following loaded entities are
trusted. Once an entity needs to be loaded, the module will
call USBKey to measure the entity and verify its integrity
by comparing with the Trust Metrics for Prior Measurement.

Since only trusted entities are to be loaded and run, the whole
system will be in a trusted state persistently.

Operating system trusted boot method based on reverse
integrity verification contains the following steps.

(1) Prior Measurement. The initial system state can be
assumed to be trusted. To start a prior measurement process,
a regular system boot will be executed until starting to receive
the input of user. Then, the System Prior Measurement
Program will be loaded by the Init process and take control.
The System Prior Measurement Program starts revising the
whole boot process by measuring each stage during system
boot sequentially. For every stage, the integrity of the relative
entities is measured by USBKey; the measurement values are
stored intoUSBKey safe storage unit to form trustmetric base.

(2) Reverse Integrity Verification. For regular system boots
after priormeasurement, the reverse integrity verification can
be performed by the Reserve Integrity VerificationModule and
USBKey. Once the operating system kernel is loaded and the
USBKey is enabled, the Reserve Integrity Verification Module
will be loaded into kernel and control the rest of trusted
boot. The design of the Reserve Integrity Verification Module
is similar to trusted software stack, and it is able to complete
the integrity measurement of the target by cooperating with
USBKey. First, it will read the prior measurement values for
each boot stage from trust metric base, which are reference
library for later trust verification. Then, each stage during
system boot will be measured by USBKey. By referencing the
trust metric base, the current integrity state of the system is
verified by comparing the current measurement value with
the relative prior measurement value. If all the loaded boot
stages have passed reverse integrity verification, the current
system is marked as in a trusted state. The Reserve Integrity
VerificationModulewill continually be in charge to guarantee
that all the modules, services, and applications loaded later
are measured and verified by USBKey. Only trusted entities
are to be loaded and run until the trusted boot succeeds and
a trusted computing environment is established.

Following the system boot order, there are nine stages of
data that are measured and verified in our method:

(1) The BIOS.
(2) The Grub Stage 1 data in the master boot sector.
(3) Grub Stage 1.5 data.
(4) Grub Stage 2 data.
(5) Grub configuration file.
(6) The kernel image file.
(7) The Init process data.
(8) The kernel modules to be loaded by the Init process

based on the system configuration.
(9) The daemons to be loaded by the Init process based

on the system configuration.

The nine stages can be divided into two parts: BIOS
boot and operating system boot. The BIOS image needs to
be measured and protected which includes codes for POST
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Figure 3: The design of the prior measurement for the reverse integrity verification.

(Power-On Self-Test), system hardware initialization, and
loading operating system boot loader. The operating system
boot phase contains Grub Stage 1, Grub Stage 1.5, Grub Stage
2, the kernelmodules and daemons loaded by the Init process.

In the method, the System Prior Measurement Program
and the Reverse Integrity Verification Module are located in
the operating system kernel, whose legitimacy and integrity
are protected by USBKey signature.They can be loaded if and
only if USBKey PIN verification and signature authentication
are success. In this paper, SHA1 algorithm in USBKey is
applied to perform trust measuring.

3.2. The Design of Prior Measurement for Reverse Integrity
Verification. The different stages of system boot are premea-
sured by USBKey. The trust metric base is constructed by
collecting system prior measurement data, which are used to
support trust measurement with USBKey in the process of
the trusted boot.The design of the prior measurement for the
reverse integrity verification is shown in Figure 3, the stages
in the process of the operating system boot are measured by
USBKey and the prior measurement values are stored in safe
storage unit.

In prior measurement phase, a regular system boot will
be executed until starting to accept the user input. Then,
the System Prior Measurement Program will be loaded and
begin measuring each stage of system boot sequentially. The
trust measurement values are calculated by USBKey and are
stored into USBKey safe storage unit. The trust metric base

is constructed after prior measurement phase. As shown in
Figure 3, the specific steps are as follows:

(1) Operating system boots up until receiving user input,
that is, from powering on the system to the time the
Init process is successfully running. Then, it inserts
USBKey and verifies user’s PIN. If successful, the
System Prior Measurement Program is verified and
loaded; otherwise the prior measurement fails.

(2) The System Prior Measurement Program reads the
BIOS information and calls USBKey to execute trust
measurement with SHA1 algorithm. The returned
BIOS trust metric is stored in the safe storage unit in
USBKey.

(3) The System Prior Measurement Program reads the
Grub Stage 1 data from master boot sector and calls
USBKey to execute trust measurement with SHA1
algorithm. The returned trust metric is stored in the
safe storage unit in USBKey.

(4) The System Prior Measurement Program reads the
Grub Stage 1.5 code and calls USBKey to execute trust
measurement with SHA1 algorithm. The returned
trust metric is stored in the safe storage unit in
USBKey.

(5) The System Prior Measurement Program reads the
Grub Stage 2 code and calls USBKey to execute trust
measurement with SHA1 algorithm. The returned
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Figure 4: The trusted boot of operating system with reverse integrity verification.

trust metric is stored in the safe storage unit in
USBKey.

(6) The System Prior Measurement Program reads the
Grub configuration file “/boot/Grub/Grub.conf,” and
calls USBKey to execute trust measurement with
SHA1 algorithm. The returned trust metric is stored
in the safe storage unit in USBKey.

(7) The System Prior Measurement Program reads the
operating system kernel image file and calls USBKey
to execute trust measurement with SHA1 algorithm.
The returned trust metric is stored in the safe storage
unit in USBKey.

(8) The System Prior Measurement Program reads the
Init process data and calls USBKey to execute trust
measurement with SHA1 algorithm. The returned
trust metric is stored in the safe storage unit in
USBKey.

(9) The System Prior Measurement Program reads the
kernel modules to be loaded by the Init process
sequentially and calls USBKey to execute trust mea-
surement with SHA1 algorithm. The returned trust
metrics are stored in the safe storage unit in USBKey.

(10) The System Prior Measurement Program reads the
daemons to be loaded by the Init process sequentially
and calls USBKey to execute trust measurement with

SHA1 algorithm.The returned trustmetrics are stored
in the safe storage unit in USBKey.

(11) To protect TCB in the method, USBKey precedes the
summary and signature verification on the Reverse
Integrity Verification Module Rev Verify Mod
with user digital certificate inside. The results as
Rev Verify Mod’s trust metrics are deposited in the
safe storage unit in USBKey.

(12) The prior measurement process comes to an end.

3.3. The Trusted Boot of Operating System with Reverse
Integrity Verification. After the completion of prior measure-
ment, USBKey can reverse and verify the operating system
booting process according to the stored prior metric values.
To support USBKey-based verification, an operating system
kernel module, the Reverse Integrity Verification Module
(Rev Verify Mod), is implemented to measure and verify the
entities loaded and to be loaded modules and the modules
by calling the USBKey. To demonstrate the detailed USBKey-
based reverse integrity verification process, the USBKey-
based Linux operating system trusted boot process is shown
in Figure 4.

After the prior measurement, the trusted boot is enabled.
The system is powered on and operating system kernel is
loaded. Once the USBKey is on, the Rev Verify Mod will be
verified and loaded.Then, theRev Verify Mod reads the trust
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metric base from the safe storage unit in USBKey. At last,
the Rev Verify Mod sequentially reads the boot information
of each phase and carries out the trust measurement and
verification by comparing the current trust metrics with the
premeasured values. If they are not equal, the system state is
set as distrusted and the corresponding trusted boot failure
handler is activated. If they are equal, the current system state
is set as trusted and trusted boot continues to the next phase.
When all system boot phases are completed successfully, the
operating system is verified to be trusted and the trusted boot
succeeds.

As shown in Figure 4, the steps are as follows:

(1) Insert USBKey and system is powered on. The BIOS
boots first, and then the operating system is loaded
and boots until the Init process is successfully loaded
and user interface is active.

(2) USBKey is enabled and the Init process requires user
inputs PIN code to proceed to USBKey authentica-
tion.

(3) If USBKey authentication succeeds, it is ready to
be used to proceed to trusted boot. First, the
legitimacy and integrity of the Rev Verify Mod are
verified by USBKey by comparing the calculated
results with the prior measurement values. If they
are identical, the authentication is successful. Then
the Rev Verify Mod is loaded by operating system
kernel, and the control is handled over to the
Rev Verify Mod module.

(4) The Rev Verify Mod module reads the prior mea-
surement values of each boot stage from trust metric
base inside USBKey, which contains BIOS metric,
Grub Stage 1metric, Grub Stage 1.5metric, Grub Stage
2 metric, the metric of the Grub configuration file,
the operating systemkernel imagemetric, Init process
metric, kernel module metrics, and daemon metrics.

(5) The Rev Verify Mod module reads the BIOS infor-
mation and measures its integrity with USBKey. By
comparing the calculated results with the records of
the BIOS metric, the trustworthy state is judged. If
they are equal, then trusted measurement succeeds
and the current system is marked as in a trusted state;
otherwise, the current system is marked as distrusted.

(6) The Rev Verify Mod module reads the Grub Stage
1 data and measures its integrity with USBKey. By
comparing the calculated results with the records
of the Grub Stage 1 metric, the trustworthy state is
judged. If they are equal, then trusted measurement
succeeds and the current system is marked as in a
trusted state; otherwise, the current system is marked
as distrusted.

(7) The Rev Verify Mod module reads the Grub Stage
1.5 data and measures its integrity with USBKey. By
comparing the calculated results with the records of
the Grub Stage 1.5 metric, the trustworthy state is
judged. If they are equal, then trusted measurement
succeeds and the current system is marked as in a

trusted state; otherwise, the current system is marked
as distrusted.

(8) The Rev Verify Mod module reads the Grub Stage
2 data and measures its integrity with USBKey. By
comparing the calculated results with the records
of the Grub Stage 2 metric, the trustworthy state is
judged. If they are equal, then trusted measurement
succeeds and the current system is marked as in a
trusted state; otherwise, the current system is marked
as distrusted.

(9) The Rev Verify Mod module reads the Grub config-
uration file and measures its integrity with USBKey.
By comparing the calculated result with the records
of the Grub configuration file metric, the trustworthy
state is judged. If they are equal, then trusted mea-
surement succeeds and the current system is marked
as in a trusted state; otherwise, the current system is
marked as distrusted.

(10) The Rev Verify Mod module reads the operating
system kernel image file and measures its integrity
withUSBKey. By comparing the calculated result with
the records of the operating system kernel image
file metric, the trustworthy state is judged. If they
are equal, then trusted measurement succeeds and
the current system is marked as in a trusted state;
otherwise, the current system is marked as distrusted.

(11) The Rev Verify Mod module reads the Init process
file and measures its integrity with USBKey. By
comparing the calculated result with the records of
the Init process file metric, the trustworthy state is
judged. If they are equal, then trusted measurement
succeeds and the current system is marked as in a
trusted state; otherwise, the current system is marked
as distrusted.

(12) The Rev Verify Mod module reads the data of the
kernel modules to be loaded and measures its
integrity with USBKey. By comparing the calculated
results with the records of the kernelmodulesmetrics,
the trustworthy state is judged. If they are equal,
then trusted measurement succeeds and the current
system is marked as in a trusted state; otherwise, the
current system is marked as distrusted.

(13) The Rev Verify Mod module reads the data of the
daemons to be loaded and measures its integrity with
USBKey. By comparing the calculated results with the
records of the daemons metrics, the trustworthy state
is judged. If they are equal, then trustedmeasurement
succeeds and the current system is marked as in a
trusted state; otherwise, the current system is marked
as distrusted.

(14) Operating system boot is complete. During the pro-
cess of the above reverse integrity verifications, the
chain of trust is established by loading order. If
any step encounters a verification failure, the system
trusted boot fails and the system state is set to
be distrusted and the corresponding trusted boot
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failure handler will be called which will normally
suspend the system boot process or switch to the
distrusted boot process. If all integrity measurements
are successful in all steps, then the operating system
is set to trusted status, and the trusted boot succeeds.

(15) The operating system trusted boot based on reverse
integrity verification succeeds and system runs in a
trusted computing environment.

3.4. Comparative Analysis. USBKey is featured with low cost,
safe, portable, convenient, and other characteristics. Com-
pared with TPM, it can provide similar security functions
with higher flexibility at the same time. They both have
secure data storage space for sensitive data, such as trust
metrics, digital certificates, and keys. Reading and writing
operations on the safe storage space can only be achieved
through the COS inside the hardware, which prevents the
user from directly reading secret data. The user keys inside
the safe hardware cannot be exported, which eliminates the
possibility of the replication of user digital certificate or
identity information. A variety of cryptographic algorithms
are performed inside the safe hardware with the CPU inside.
Operations such as encryption, decryption, and signature
operations are performed within USBKey to ensure that the
key will not appear in the computer memory, so as to prevent
the fact that the user key may be intercepted by attackers.
Therefore, by applying the USBKey and the reverse integrity
verification method on operation system trusted boot, the
system integrity can be guaranteed, and better flexibility and
convenience are achieved.

In existing USBKey-based security enhancements meth-
ods, the USBKey is primarily used for user authentication,
such as USBKey-based two-factor authentication, and data
encryption and decryption. Our work in this paper extends
the application field of USBKey. By constructing prior mea-
surement libraries and reverse integrity verificationmodules,
the USBKey in our method can simulate TPM and support
key functions in trusted computing as trusted boot, trusted
storage, and remote attestation.

Themain advantages of the proposedmethod include the
following:

(1) In the operating system trusted bootmethod based on
the reverse integrity verification, the system is guaran-
teed by verifying the integrity of data and executable
files in different booting stages. The verifications are
not sensitive to loading sequence and are performed
stage by stage to ensure that the system is in a
trusted status. Compared with TPM-based trusted
boot, USBKey based trusted boot is more compatible
with application environment and is more flexibility
and easier to be used in real computing systems.

(2) With the operating system trusted bootmethod based
on the reverse integrity verification, the operating
system trusted boot can be achieved on endpoints
without TPMs, which greatly enhances the applicable
scope of trusted computing technology. At the same
time, the procedure for trusted boot is simplified,

and trust measurements and verifications can be per-
formed at any phase of system boot process through
the reverse attestation method.

Compared with TPM-based trusted boot, the main dis-
advantage for our method is that the system is unprotected
before the Rev Verify Mod module is loaded, which makes
it possible to bypass the reversed verification procedure and
boot a distrusted system. One solution is to enable USBKey
and implement USBKey-based reversed verification in BIOS
boot phase to achieve the lower level protection. Another
option is to encrypt the file system with USBKey, which only
can be decrypted after the system is verified to be trusted by
the Rev Verify Mod module.

4. A Scenario for Remote Attestation Based on
the Reverse Integrity Verification Method

4.1. Related Works about Remote Attestation. Remote attesta-
tion is one of the core functions in trusted computing. Users
are able to authenticate the identity of the target platform
andmeasure and verify the integrity of the trusted computing
platform with remote attestation by using TPMs or TCMs.

Remote platform authentication is one of the key mecha-
nisms in trusted computing, whose purpose is to prove the
identity of a remote entity by exchanging and verifying a
series of certificates with TPM. In 2004, Brickell and other
scholars proposed TPM-based direct anonymous attestation
(DAA) program [13], which utilized zero-knowledge proof
and group signature technology to prove the identity of
the platform, but it was too complex to be implemented.
Following DAA program, many new methods have been
proposed to improve the efficiency and usability of DAA [14–
18].

TCG defines a binary remote attestation protocol to
attest the integrity of the remote platform with trusted
hardware TPMs/TCMs. But it is argued for the overexposure
of the configuration information about the hardware and
software in local trusted computing platform. To overcome
the flaw in binary remote attestation, Chen and other scholars
firstly proposed a property based attestation protocol, PBA
protocol [19]. Later, PBA protocol was further studied, and
more remote attestation methods based on properties were
proposed [20–24]. So far, property based remote attestation
solution has currently been viewed as being themost valuable
and prosperous for remote attestation, which overcomes the
problems in binary remote attestation such as complexity,
privacy, misuse of proof, and other defects.

In China, the Trusted Connection Architecture (TCA)
[25] is proposed as a standard remote attestation protocol
which is an improvement of TCG’s Platform Trusted Service
(PTS). The basic authentication model in TCA is shown in
Figure 5.

Before establishing a trusted network connection, Access
Requester (AR) and Access Controller (AC) must separately
load PTS by calling the specific platform binding func-
tions. Then the bidirectional user authentication protocol
is performed, in which Policy Management (PM) acts as a
TrustedThird Party (TTP). PlatformA and PlatformB collect
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Figure 5: The basic authentication model in TCA.

integrity information with PTS protocol and then send the
integrity information to PM. Finally the integrity of Platform
A and Platform B is attested by PM.

4.2. A Scenario for Remote Attestation Based on the Reverse
Integrity VerificationMethod in Hybrid Trusted Network. The
remote attestation of the platforms relies on TPM chips;
therefore, it is hard for PTS to be widely used in practical
network environment since most of the servers and the
terminal nodes are not equipped with TPM/TCM chips. The
USBKey-based reverse integrity verification method in this
paper can simulate TPM tomeasure trusted boot process and
verify the trust state of the node. The system trust metrics
and simulated PCR values are stored inside safe hardware
with same data structures, which can be used to support
remote attestation with other trusted nodes with TPM.
Therefore, it is possible to deploy USBKey-based reverse
integrity verification mechanism on nodes without TPMs
and build a hybrid trusted network environment supporting
remote attestation on all nodes.

In a hybrid trusted network environment, bidirectional
remote attestation protocol between TPM-based trusted
nodes and USBKey-based trusted nodes is designed as
follows.

As shown in Figure 6, a new PTS protocol is designed
with only a few simple modifications upon the original one
to mask the differences between TPM/TCM and USBKey. A
transparent layer is implemented to support both TPM/TCM
and USBKey in remote attestation. Both PCR values gener-
ated by TPM/TCM and simulated PCR values generated by
USBKey are collected as trust evidence.Thereby bidirectional
remote attestation between TPM-based trusted nodes and
USBKey-based trusted nodes can be achieved, which greatly
reduces the cost of building an enterprise trusted network.

5. Conclusion

Aiming at the limitations in deploying and using TPMs
in practical applications, we propose USBKey-based reverse
integrity verification model which uses the widely used
USBKey to establish chain of trust instead of TPM. The
detailed design and implementation for this method are pre-
sented in Linux platform. The method supports the trusted
boot of the Linux operating system. The PCR values are
simulated to support the bidirectional remote attestation and
trusted network connections between TPM-based trusted
nodes and USBKey-based trusted nodes.

The proposed method greatly reduces the threshold
for applying trusted computing technology. It has a wide
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Figure 6: Remote attestation in hybrid trusted network.

prospective of applications and contributes a lot to the popu-
larization of trusted computing technology in real enterprise
environment.
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Replication technology is commonly used to improve data availability and reduce data access latency in the cloud storage system
by providing users with different replicas of the same service. Most current approaches largely focus on system performance
improvement, neglecting management cost in deciding replicas number and their store places, which cause great financial burden
for cloud users because the cost for replicas storage and consistencymaintenancemay lead to high overheadwith the number of new
replicas increased in a pay-as-you-go paradigm. In this paper, towards achieving the approximate minimum data sets management
cost benchmark in a practical manner, we propose a replicas placements strategy from cost-effective view with the premise that
system performance meets requirements. Firstly, we design data sets management cost models, including storage cost and transfer
cost. Secondly, we use the access frequency and the average response time to decide which data set should be replicated. Then,
the method of calculating replicas’ number and their store places with minimum management cost is proposed based on location
problem graph. Both the theoretical analysis and simulations have shown that the proposed strategy offers the benefits of lower
management cost with fewer replicas.

1. Introduction

Today, several cloud providers offer storage as a service, such
as Amazon S3 [1], Google Cloud Storage (GCS) [2], and
Microsoft Azure [3]. All of these services provide storage in
several data centers distributed around the world. Clients can
store and retrieve data sets without buying and maintaining
their own expensive IT (Information Technology) infrastruc-
tures. Ideally, CSPs (Cloud Service Providers) should be able
to provide low-latency service to their clients by leveraging
the distributed locations for storage offered by these services.
However, today’s Internet still cannot guarantee quality of
services and potential congestions can result in prolonged
delays. Replication technology has been commonly used to
minimize the communication latency by bringing the copies
of data sets close to the clients [4].Moreover, they also provide
data availability, increased fault tolerance, improved scalabil-
ity, and reduced response time and bandwidth consumption.
Amjad et al. [5] have presented various dynamic replication
strategies.

Compared with the definitions of conventional comput-
ing paradigms such as cluster [6], grid [7], and peer-to-peer

(p2p) [8], “economics” is a noticeable keyword in cloud com-
puting which has been neglected in data sets replicas place-
ments. “Economics” denotes that cloud computing adopts a
pay-as-you-go model, where clients are charged for consum-
ing cloud services such as computing, storage, and network
services like conventional utilities in everyday life (e.g., water,
electricity, gas, and telephony) [9]. However, most current
replicas approaches largely focus on improving reliability and
availability [10, 11] by providing users with different replicas
of the same service, ignoring the management cost spending
on replicas, which cause great financial burden (storage cost,
transfer cost, etc.) not only for cloud users, but also for CSPs.

It is obvious that the client access latency can be reduced
with the number of replicas increased. And every client
demands to access its data set from a replica that is as close as
possible in order to minimize its delay. However, there are at
least two challenges while replicating all data sets to all data
centers can ensure low-latency access [12]. First, the system
can not offer unlimited storage resources, and that approach
is costly and may be inefficient for the extra storage resource
consumption. Second, the problem is more complicated
when the data set may be updated, and the more the replicas
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are in the system, the higher the update costwill be.Thus, data
set replicas need to be carefully placed to avoid unnecessary
expense. And the replicas number and their store placements
may have a profound impact on the optimal replicas distribu-
tion in a balance way from cost-effective view. The resulting
tradeoff between the number of replicas and the data set delay
maps precisely to the replicas placement problem.

In practice, CSPs supply a pool of resources, such as
hardware (storage, network), development platforms, and
service at the expense of cost. And data set storage and
transfer costs are the two most important components in
data management, which are caused by storage resource and
bandwidth consumption, respectively. Also, with the number
of new replicas increased, the transfer cost will be declined
because the data set can transfermore effectively; but the stor-
age cost is getting bigger because of new replicas’ existence.
That is to say, too many replicas in the cloudmay lead to high
storage cost, and the increased storage cost for replicas may
be greater than the reduced transfer cost, if there is no suitable
replicas placements strategy. Therefore, it is urgent to find a
balance selectively to replicate the popular data or not.

Based on the analysis above, there are at least three impor-
tant issues that must be solved in order to achieve the mini-
mum-cost data set replicas placements scheme: (1) whether or
not to create a replica in cloud computing environment; (2)
howmany data set replicas should be created in the cloud; (3)
where the new replicas should be placed to meet the system
task successful execution rate and bandwidth consumption
requirements.

Therefore, in this paper, towards achieving theminimum-
cost replicas distribution benchmark in a practical manner,
we propose a replicas placements strategy model, including
theway to identify the necessity of creating replica, anddesign
an algorithm for replicas placements that can easily reduce
the total cost in the cloud.

The main contributions of this paper include (1) propos-
ing data sets management cost models, involving storage
cost and transfer cost; (2) presenting a novel global data set
replicas placements strategy from cost-effective view named
MCRP, which is an approximate minimum-cost solution; (3)
evaluating replicas placements algorithms using analysis and
simulations.

The remainder of this paper is organized as follows:
Section 2 presents relatedworks in data set replicas placement
and management cost. Then, in Section 3, data sets cost
models are proposed, and a replicas scarce resource test
algorithm is shown in Section 4. Section 5 describes the data
sets replicas number and store places from cost-effective view
based on Steiner Graph. Section 6 addresses the simulation
environments, parameters setup, and performance evalua-
tions of proposed replicas solutions. Finally, conclusions and
future works are given in Section 7.

2. Related Works

Wewill present in this section the background related to data
sets replicas placements and management cost models in the
cloud.

2.1. Data Sets Placements Strategies. Data sets replication is
considered to be an important technique used in cloud com-
puting environment to speed up data access, reduce band-
width consumption and user’s waiting time, and increase data
availability [13]. Data sets replicas placement is the problem
of placing duplicate copies of data set in the most appropriate
node in the cloud, which can be logically divided into two
stages, namely, replication decision and replicas placements.
The replication decision stage decides whether to create the
replica. If the decision is not to replicate, the data set will be
read remotely. The second stage is to select the best sites to
store the new replicas. There are two types of replicas place-
ments techniques: centralized and distributed. Distributed
replicas placements can be further classified according to
different implementation: free-scale topology [14, 15]; graph
topology [16]; multitier architecture [17]; hierarchical archi-
tecture [18, 19]; peer-peer architecture [20]; tree architecture
[21]; and so on.As a typical centralized replication placements
technology, Andronikou et al. have proposed a dynamicQoS-
aware data replication technique which is based on data
importance in [22]. Kalpakis et al. considered the minimum
cost of servicing read and write requests in a distributed
system; however it is in a tree network [23].

Conclusions as a result, the above-mentioned replication
technologies have not involved data set storage and transfer
cost, which are the most important elements for the clients
in deciding whether or not to use cloud storage system,
especially for small business. Therefore, we will consider the
data sets management cost as a basis for replicas placements
in order to minimize the storage and transfer costs on the
premise that system performance satisfies data set availability
requirements in this paper.

2.2. Data Set Management Cost. In a pay-as-you-go para-
digm, all the resources in the cloud carry certain costs,
so the more the replicas the more we have to pay for the
corresponding resources used. Some of them may often be
reused while the others may not be. So, once we decide to
create a replica, we need to evaluate its access frequency as
well as management cost, especially when large data sets—
or “big data”—are usually common in the cloud. In [23],
toward practically achieving the minimum data set storage
cost in the cloud, a runtime local-optimization based storage
strategy has been developed. The strategy is based on the
enhanced linear CTT-SP algorithm used for the minimum-
cost benchmarking.Theoretical analysis and random simula-
tions have shown its validity and reliability. Auction protocol
is used by Bell et al. to select the best replica of a data file,
where the total cost is computed as the sum of file transfer
cost and estimated queuing time for all jobs in the queue [24].

Base on the analysis, it is very necessary to design the data
sets replicas placements strategy from cost-effective view.
And this research is very significant for business, especially
for small businesses, which usually use big data on cloud
computing platforms.
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Figure 1: Architecture of cloud environment.

3. Data Sets Cost Models in the Cloud

In this section, we will first present some concepts in cloud
environment; then we propose storage cost model and single
transfer cost model, respectively. At last, we present data set
management cost model in the cloud.

3.1. Some Concepts in the Cloud. In cloud storage system,
there are some distributed data centers in cloud environ-
ment for data sets storage. And each data center has some
properties, such as storage capacity, CPU speed, and network
bandwidth, and read/write speed. Similarly, different configu-
rations of data center lead to different quality of service (QoS).

Definition 1 (cloud computing environment, CCE). Cloud
computing environment (CCE) can be regarded as a set of
distributed data centers, written as CCE = ⋃

𝑖=1,2,...,|DC|{dc𝑖},
where dc

𝑖
denotes the 𝑖th data center.

Figure 1 describes basic architecture of cloud computing
environment constituted by seven data centers.

Definition 2 (data center, DC). In CCE, each data center dc
𝑖

can be described as a 5-tuple: (dc
𝑖
, 𝑠
𝑖
, vs
𝑖
, sp
𝑖
, tp
𝑖
), where dc

𝑖
is

the identifier of data center, which is a unique identification
in CCE; 𝑠

𝑖
is the total space of data center dc

𝑖
, whose unit is

TB; vs
𝑖
is the size of vacant space on data center, whichmeans

the extra storage capacity of dc
𝑖
; sp
𝑖
means the storage price

of data, determined by the service provider; and tp
𝑖
is transfer

cost ratio with each unit size data set.

Definition 3 (data set, 𝑑). Data set 𝑑
𝑚

in CCE can be
described as a 3-tuple: (𝑑

𝑚
, 𝑠, 𝑝), where 𝑑

𝑚
is the identifier

of data set, and it is unique in the whole cloud environment;
𝑠 is the size of data set; and 𝑝 is its store place, 𝑝 ∈ DC.

In the following section, we assume that the architecture
of CCE and data set 𝑑

𝑚
are relatively fixed during a period of

time for simplicity.

3.2. Data Sets Storage Cost Model. In a commercial cloud
computing environment, service providers have their cost
models to charge users. For example, Amazon cloud service’s
prices are as follows: $0.15 per gigabyte per month for the
storage resource [1]. Storage cost depends on parameters such
as the CSP’s price policy, the size of the data set (original data
set and inserted data set), and the storage time.

Definition 4 (storage cost, 𝑐
𝑠
). Data set 𝑑

𝑚
’s storage cost is a

function of its data size 𝑑
𝑚
⋅ 𝑠, storage time 𝑡, and its deployed

data center dc
𝑖
’s storage cost ratio sp

𝑖
, and can be represented

as follows: 𝑐
𝑠
= sp
𝑖
× 𝑑
𝑚
⋅ 𝑠 × 𝑡.

That is to say, the total storage cost is the CSP’s storage
cost ratio function multiplied by the size of the data set and
its storage time, for example, using Amazon S3 for storage
pricing and considering that 0.5 T (512G) data set has been
stored for 6 months. The storage cost is $0.15 ∗ 512 ∗ 6 =
$460.8.

3.3. Data Sets Transfer Cost Model. In the cloud, the data sets
transfers are absolutely necessary once a request arrives, in
which process the transfer cost will be generated inevitably
for the reason for network consumption. In this model, the
input data sets transfers are free, whereas output transfer cost
varies with respect to data set volume and the CSP’s atomic
transfer cost ratio function.

Definition 5 (transfer cost, 𝑐
𝑡
). Data set 𝑑

𝑚
’s transfer cost is

the product of its data sets transfer time 𝑡
𝑡
anddata center dc

𝑖
’s

atomic transfer cost tp
𝑖
, which can be described as follows:

𝑐
𝑡
= tp
𝑖
× 𝑡
𝑡
.

It is noted that the transfer time 𝑡
𝑡
depends heavily on

the data set size and network bandwidth. And in practice, the
bandwidthmay fluctuate from time to time according to peak
and off-peak data access time. In this paper, we simplify the
problem and regard the bandwidth as a static value, ignoring
the volatility over time. For example, for a 10G data set, the
single transfer cost is $0.12 ∗ 10 = $1.2, if the transfer cost
ratio is $0.12 per GB data set.

3.4. Data Sets Management Cost Model. In this paper, we
facilitate a data set 𝑑

𝑚
’s management cost during a period

depending on several parameters: the size of the data sets
𝑑
𝑚
⋅ 𝑠, the time 𝑡, and the requests times 𝑛 during 𝑡. And 𝑑

𝑚
’s

total management cost can be defined as follows.

Definition 6 (data set 𝑑
𝑚
’s total management cost, tc). Data

set 𝑑
𝑚
’s total management cost during a period of 𝑡 is the sum

of its storage cost 𝑐
𝑠
and transfer cost 𝑐

𝑡
: tc = 𝑐

𝑠
+ 𝑛 × 𝑐

𝑡
=

sp
𝑖
× 𝑑
𝑚
⋅ 𝑠 × 𝑡 + tp

𝑖
× 𝑡
𝑡
× 𝑛, where 𝑛 is the requested times.

Let us introduce a simple example: a 500G data set is
stored in the cloud for a month, and the storage cost is $0.1
per GB and per month.The transfer cost is $0.12 per GB data
set, and the number of requests is 10.Then, storage cost is $50,
and transfer cost is $600, for a total of $650 in a month.
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Input: data set 𝑑
𝑚
, 𝜀af , 𝜀rt, 𝑡;

Output: if 𝑑
𝑚
is a replica scarce resource, return true; else return false;

(01) count the data set 𝑑
𝑚
’s requested access times 𝑛 using logs files;

(02) set af
𝑑
𝑚

= 𝑛/𝑡;
(03) sum the data set 𝑑

𝑚
’s response time rt

𝑖
using logs files;

(04) set art
𝑑
𝑚

= (∑

𝑖

𝑘=1
rt
𝑘
)/𝑛;

(05) set rsr
𝑑
𝑚

= art
𝑑
𝑚

/𝑑
𝑚
⋅ 𝑠;

(06) if ((af
𝑑
𝑚

> 𝜀af ) and (rsr
𝑑
𝑚

> 𝜀rt))
(07) return true;
(08) else
(09) return false;
(10) End.

Algorithm 1: Replica scarce resource testing.

4. Replicas Scarce Resource
Model in the Cloud

In this section, we will present the replicas scarce resource
model in order to determine whether or not to create a new
replica in the cloud.

4.1. Replicas Scarce Resource. There are many data sets stored
on the data center in the cloud environment. And it is not
necessary to replicate the data set on all the data centers. It
is intelligent to replicate the popular data sets with high user
frequencies for reducing data set transfer delay. In this way,
we will define replica scarce degree as a criterion of adding
replicas.

Definition 7 (access frequency, af). For a data set𝑑
𝑚
, its access

frequency is the requested access times per unit of time and
can be represented as follows: af = ∑

𝑛

𝑖=0
times
𝑖
/𝑛, where

times
𝑖
indicates the number of accesses to the replicas on data

center dc
𝑖
of unit time interval and 𝑛 is the total number of

replicas.

If a data set 𝑑
𝑚
’s access frequency is greater than a preset

threshold 𝜀af , then data set 𝑑
𝑚
is hot data.

Definition 8 (response time, rt). Response time rt is the time
that elapses when a service requests a data set until the user
receives the complete data set.

It is obvious that average response time can be calculated
starting from the initial time when the request is submitted
till the final response if received with the image from the
target node.

Definition 9 (average response time, art). Average response
time art is the ratio of total response time and the requested
times per unit of time and can be represented as follows: art =
(∑

𝑚

𝑘=1
rt
𝑘
)/𝑚, where𝑚 is the requested times during a period

of time 𝑡.

Average response time (art) is a basic parameter to
determine the replicas numbers and stored places for the
reason that the awt can be reduced by placing replicas on data

centers. However, awt is not the only valid parameter to create
replicas.The reason is the average response time depends on a
number of factors, such as bandwidth and data set size al. And
the bigger the data set size, the longer the average response
time. In this way, we will present replica scarce resource by
introducing data set size.

Definition 10 (replica scarce resource, rsr). A data set 𝑑
𝑚
is

a replica scarce resource if the ratio of a data set 𝑑
𝑚
’s average

response time art
𝑑
𝑚

and its size are less than a preset threshold
𝜀rt, which can be described as art

𝑑
𝑚

/𝑑
𝑚
⋅ 𝑠 > 𝜀rt.

To sum up, it is necessary to create replicas for replica
scarce resource. And there are two important factors to be
considered before creating new replica: (1) longer average
response time and (2) higher requests frequency.

For those data sets with low requested frequency, and
those with high requested frequency but short response
time, there is no need to place replicas from cost-effective
view. Algorithm 1 describes whether it is necessary to create
replicas for data set 𝑑

𝑚
.

Algorithm 1 presents the way to determine the possibility
of creating replicas. And its time complexity is 𝑂(𝑛), for the
reason that line (04) sums up all the response time 𝑛 times.

4.2. Replica Placements from Cost-Effective View. Once the
decision to create replicas has been made, the most urgent
problem needed to solve is where to place it. In this subsec-
tion, we will present a replica placement algorithm from cost-
effective view.

It is obvious that the replica’s candidate store places are
not unique, but a set of data centers.Then the most economic
way is to select the data centers with lower storage cost and
transfer cost to other data centers on the basis of shorter
average response time. And Algorithm 2 presents the suitable
stored places choosing schema by comparing the data set
management cost during a period of time 𝑡.

In Algorithm 2, line (01) defines the total cost 𝑐𝑐 as a
largest value, which will be modified immediately after the
first cycle. And the function min() in line (10) and line
(25) will return the smaller response time and transfer cost,
respectively. Line (14) is mainly used to compare average
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Input: data set 𝑑
𝑚
, data centers set DC = {dc

0
, dc
1
, dc
2
, . . . , dc

𝑛
}, dc
0
stores the

primitive data set 𝑑
𝑚
, testing time 𝑡; pre-set average response time 𝜀rt;

Output: data center dc
𝑚
with lowest cost;

(01) set cc = MAX COST; //Assuming the cost is largest
(02) set𝑚 = 0; //Initialize return data center index
(03) for each data center dc

𝑗
(except data center dc

0
)

(04) begin
(05) //Assuming the replica stores on dc

𝑗
;

(06) set rs
𝑗
= 0; //record total response time

(07) set 𝑛
𝑗
= 0; //record access times;

(08) for data center dc
𝑘
(except dc

0
and dc

𝑗
)

(09) begin
(10) set rs

𝑗
= rs
𝑗
+ 𝑛
𝑘
×min(rs

𝑘 dc
0

, rs
𝑘 dc
𝑗

);
(11) set 𝑛

𝑗
= 𝑛
𝑗
+ 𝑛
𝑘
;

(12) end
(13) set ars

𝑗
= rs
𝑗
/𝑛
𝑗
;

(14) if (ars
𝑗
> 𝜀rt)

(15) continue;
(16) else
(17) begin
(18) calculate the storage cost sc

𝑗
using Definition 4;

(19) set tc = 0; //transfer cost is initialized to zero
(20) set 𝑛

𝑗
= 0;

(21) for data center dc
𝑘
(except dc

0
and dc

𝑗
)

(22) begin
(23) calculate transfer cost 𝑐

𝑡dc
𝑘
−dc
𝑗

using Definition 5;
(24) calculate transfer cost 𝑐

𝑡dc
𝑘
−dc
0

using Definition 5;
(25) set tc = tc + 𝑛

𝑘
×min(𝑐

𝑡dc
𝑘
−dc
𝑗

, 𝑐
𝑡dc
𝑘
−dc
0

);
(26) set 𝑛

𝑗
= 𝑛
𝑗
+ 𝑛
𝑘
;

(27) end
(28) if tc < 𝑐𝑐
(29) 𝑚 = 𝑗;
(30) end
(31) end
(32) return𝑚.

Algorithm 2: Select replica’s economic stored placements.

response time before and after a replica is stored on data
center 𝑑𝑐

𝑗
. And the process will automatically break and turn

into next cycle once average response time is still greater than
preset threshold 𝜀rt.

Here, we will analyze the time complexity. Suppose there
are 𝑛 data centers, and in line (08), the loop times for transfer
cost are (𝑛 − 1), the same in line (21). So, the total time
complexity is 𝑂(𝑛2).

5. Data Sets Replicas Placements from
Cost-Effective View

In the previous sections, we have tentatively placed one
replica on a data center and obtained high system perfor-
mance with lowest data sets management cost. However,
replicas number and their storage places are still urgent prob-
lems to be solved from cost-effective view in practice. In this
section, we will present an approximate minimum-cost repli-
cas placements algorithm based on location problem (LP).

5.1. Minimum-Cost Replicas Placements Model. In order to
formulate the minimum-cost replicas placements problem,
wemake the following assumptions: (1)The cloud computing
environment is a customer-to-server system, in which the
data sets themselves travel to the facilities to be served. On
the other hand, the user requests the data set for further
analysis, not a result by computing or querying from the
data set. (2) Each data center represents a candidate replica
location as well as a data set demand point, for the reason
that client requests data via data center. (3) Only one replica
may be located per data center. (4) The replicas service is
uncapacitated; that is, they may serve an unlimited amount
of data sets requests.

In its simplest form, the minimum-cost replicas place-
ments problem is as follows: given a set of data centers,
which represent demand points as well as candidate replicas
placements, and a set of connections between each pair of
data centers. Each connection has a transport cost per unit
data set and each data center is associated with a charge
for data set storage. Also, all demands must be routed over
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Figure 2: Data set access domain with minimummanagement cost.

the connection to the nearest replica. The problem is to find
the set of replicas placements that minimize the total man-
agement cost: the sum of data sets storage and transport cost.

Ideally, the optimal minimum-cost replicas placement is
shown in Figure 2, where each replica is stored in a domain𝐷,
and the rest of the data centers retrieve data set from it. In this
way, the transfer lines and the data centers constitute a tree.

Next, we model the minimum-cost replicas placements
problem. Conventionally, a cloud environment is represented
by a graph where two nodes have an edge if and only if
two corresponding nodes can communicate with each other.
In order to describe such a circumstance, we will transform
them into a graph 𝐺. The transformation rules are as follows:

(1) Each data center dc
𝑖
is mapped to a node dc

𝑖
in the

graph, and all nods constitute the node set 𝑉.
(2) Each connection line between twodata centers should

be classified according to the type of network and
used for implementation: (i) lines in one domain from
a node with a replica to others can be transformed
into edges with weight 0, respectively; (ii) lines in one
domain between nodes without replica can be trans-
formed into edges, respectively, and their weight is
minimum transfer cost between corresponding data
centers; (iii) lines cross-domain can be transformed
into edges between corresponding nodes, and its
weight is the minimum transfer cost.

(3) The storage cost of each data center should bemapped
to the first property of corresponding node.

(4) The product of access frequency and time of period 𝑡
is mapped to second property of corresponding node.

In order to describe the nodes, we define a 3-tuple (dc
𝑥
,

𝑐
𝑥
, 𝑝
𝑥
) representing the identifier, storage cost, and transfer

times, respectively.

In this way, we wish to find optimal locations at which we
place replicas to serve a given set of 𝑛 clients; we are also given
a set of locations at which replicas may be stored, where store
replica at data center incurs a cost of 𝑓

1
(V
𝑖
), and each client

𝑗 must be assigned to one replica (or source data), thereby
incurring a cost of 𝑐

𝑖𝑗
, proportional to the distance between

data centers dc
𝑖
and dc

𝑗
; the objective is to find a solution of

minimum total cost.
The minimum-cost replicas placements problem is

defined as follows.

Definition 11 (minimum-cost replicas placements, MCRP).
Given a connected undirected and weighted graph 𝐺 =

(𝑉, 𝐸, 𝑤, 𝑓
1
, 𝑓
2
), (1) 𝑉 is the set of nodes; (2) 𝐸 is the set of

edges; (3) 𝑤 is a function 𝑤 : 𝑒(V
𝑖
, V
𝑗
) → 𝑅

+; (4) 𝑓
1
is a

function: V
𝑖
→ 𝑅

+, V
𝑖
∈ 𝑉, and 𝑓

1
(V
𝑖
) is a nonnegative real

value; (5) 𝑓
2
is a function 𝑉 → 𝑍

+
: V
𝑖
→ 𝑍

+, and 𝑓
2
(V
𝑖
) is

a nonnegative integer value associated with each node. The
goal is to divide 𝑉 into two subsets 𝑉

1
and 𝑉

2
, and 𝑉

1
is

nodes set with replicas, while 𝑉
2
is nodes set without replicas

and any V
𝑖
∈ 𝑉
2
need to request data set from (V

𝑗
∈ 𝑉
2
).

The task is to construct a forest constituted by trees. Each
subtree consists of a source node (with replica) and multiple
destination nodes such that the sum of transfer cost and
storage cost is minimized. That is, the value from each node
V
𝑖
to its root multiplied by 𝑓

2
(V) is minimized, represented as

Minimize( ∑

V
𝑖
∈𝑉
1
(𝑇)

𝑓
1
(V
𝑖
))

+ ∑

V
𝑖
∈𝑉
2
(𝑇)

∑𝑑(𝑇, V
𝑖
) 𝑓
2
(V
𝑖
) .

(1)

Several aspects of this formulation areworth noting. First,
we observe that if we set the transfer cost to the same, then
the result is simple, which is an alternate formulation of
the uncapacitated facility location problem (UFLP) in which
link additions are disallowed. Thus, the UFLP is a special
case of the UFLNDP in which link additions are disallowed.
Since the UFLP is NP-hard (in the parlance of computational
complexity) [25, 26], so is themore generalMCRP.Therefore,
we can conclude the following theorem.

Theorem 12. MCRP is NP-hard.

In the original problem, we need to decide 𝑑
𝑚
’s replicas

number and their places to put. Once we select a data center
𝑑𝑐
𝑘
, then the sum of the rest of the data centers transfer cost

and the storage cost must be minimal compared to selecting
other data centers. In the same way, the question that how
many replicas need to be placed in the cloud platform has
turned into how to select a subset of nodes in graph 𝐺 that
can minimize the sum of nodes weight and edges weight.

Then, it can be regarded as a UFLP using mapping rules
shown in Table 1.

Note that the storage cost for the node and cost of the
edges should be expressed in comparable units; for example,
the storage cost for each node can be expressed in dollars for
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Table 1: Mapping rules from minimum-cost replica placements strategy to UFLP.

Index Element in minimum-cost replica placements strategy Mapping Element in UFLP
(1) The transfer cost ratio between data centers 𝑐

𝑡
→ 𝑤(V

𝑖
, V
𝑗
)

(2) The storage cost of each data center 𝑐
𝑠

→ 𝑓
1
(V
𝑖
)

(3) The user requested access times → 𝑓
2
(V
𝑖
)

(4) min (Coststorage (dc𝑘) +∑Costtransfer) → min(Cost(𝑇))

Input: Graph 𝐺 = (𝑉, 𝐸, 𝑤, 𝑓
1
, 𝑓
2
) with edge-weighed and node-weighted;

Output: Graph 𝐺 = (𝑉, 𝐸, 𝑤) with edge weighed;
(01) Initialize an edge-weighed graph 𝐺, by setting 𝑉 = 𝑉, and 𝑤 = 𝑤;
(02) For each (V

𝑖
, V
𝑗
) ∈ 𝐸, do

(03) Assign the weight of this edge as
(04) 𝑤


(V
𝑖
, V
𝑗
) = 𝑤(V

𝑖
, V
𝑗
) +max(𝑓

1
(V
𝑖
) + 𝑓
2
(V
𝑗
), 𝑓
2
(V
𝑖
) + 𝑓
1
(V
𝑗
), 𝑓
2
(V
𝑖
) + 𝑓
2
(V
𝑗
));

(05) EndFor
(06) Initialize an edge-weighed graph 𝐺 by setting 𝑉 = 𝑉, and 𝑓

1
= 𝑓



1
;

(07) For each V
𝑖
∈ 𝑉

, do
(08) Assign the weight of edge from V

𝑖
to V
𝑗

(09) 𝑤


(V
𝑖
, V
𝑗
) = Dijkstra (V

𝑖
, V
𝑗
);

(10) Output 𝐺.

Algorithm 3: Construct graph with edge weighted.

each replica, while the cost of each edge can be represented
in dollars per request.

Theorem 13. An optimal solution to the MCRP consists of 𝑝
replicas and |𝑁|-𝑝 connections, where𝑁 is the total number of
data centers.

This property quantifies our intuition about the tradeoff
between constructing facilities and links; that is, as we build
more facilities, fewer links are needed. The property also
has implications in the identification of polynomial solvable
cases, as has been discussed in [27].

In this way, the minimum-cost replicas placements prob-
lem is NP-hard. Therefore, no polynomial time algorithms
of solving the problem are likely to exist for minimum-
cost replica placements. Hence, it is of practical importance
to obtain approximation methods whose costs are close to
optimal.

5.2. Approximate Algorithm for Replicas Placements with
Minimum Management Cost. In this subsection, we intro-
duce an approximate algorithm for MCRP. The idea is first
decomposing the transfer ratio to edge weight and then
finding the candidate replicas placements data centers using
graph 𝐺. Finally, the approximate solution for the graph 𝐺
gives an approximate solution for the original problem.

5.2.1. Transformation from Edge and Node-Weighted Graph
to Edge-Weighted Graph. First, we will construct a graph 𝐺
and then move the user access frequency and storage cost
to the edge as weight, constructing an edge-weighted graph.
The basic idea can be summarized as follows: decomposing

the storage cost on adjacent edges according to degree of data
centers. Algorithm 3 describes the setting of edge weight.

In Algorithm 3, function Dijkstra(V
𝑖
, V
𝑗
) returns a mini-

mum transfer cost from V
𝑖
to V
𝑗
. And the time complexity of

Dijkstra is𝑂(𝑛2); we know that the complexity of Algorithm 3
is 𝑂(𝑛3) from line (07).

5.2.2. Approximate Algorithm for MCRP. Next, we will
propose approximate minimum management cost replicas
placement algorithms based on the graph 𝐺. The basic idea
is to obtain possible replicas placements according to the
minimum spanning tree, as is shown in Algorithm 4.

In Algorithm 4, function deg(V
𝑖
) means the number

of edges linked to node V
𝑖
. And Algorithm 4 requires the

number of nodes greater than two; if not, the nodes with
minimum storage cost are the better ones.

Here, we will analyze the time complexity of Algorithm 4.
A simple implementation using an adjacency matrix graph
representation and searching an array of weights to find the
minimumweight edge to add requires𝑂(|𝑉|2) running time.
Kruskal Algorithm is greedy algorithm that runs in polyno-
mial time, whose time complexity is 𝑂(𝑛2); 𝑛 is the number
of vertexes. In the other steps, such as in line (03), its time
complexity is 𝑂(𝑛2). So, the total time complexity of MCRP
is 𝑂(𝑛2). A detailed example will be shown in Section 6.2.

The data center that deployed the original data set is
responsible for the data set and its replicas’ management,
including when to create replicas and where to place them.
With the data set requests increased (e.g., the number of
requests amounts to 5000 in a month), the data set replicas
placements algorithm with minimummanagement cost data
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Input: Graph 𝐺 = (𝑉, 𝐸, 𝑤, 𝑓
1
, 𝑓
2
) with edge-nodes weighted as (dc

𝑖
, 𝑐
𝑖
);

Output: The nodes set for replicas placements.
(01) Generate a minimum-cost spanning tree from 𝐺 using Kruskal Algorithm;
(02) V

𝑖
= node with maximum degree;

(03) While deg(V
𝑖
) ≥ 2 do

(04) Begin
(05) V

𝑖
= node with maximum degree;

(06) Print V
𝑖
;

(07) For V
𝑗
∈ 𝑉 and 𝑖 ̸= 𝑗 do

(08) If 𝑒(V
𝑖
, V
𝑗
) ∈ 𝐸

(09) Begin
(10) Delete 𝑒(V

𝑖
, V
𝑗
);

(11) If deg(V
𝑗
) = 0 Delete V

𝑗
;

(12) EndIF
(13) Delete V

𝑖
;

(14) V
𝑖
= node with maximum degree;

(15) EndWhile
(16) End.

Algorithm 4: Replicas placements with approximate minimum management cost.

centerwill start up, and the data set replicaswill be transferred
to other data centers according to the computation results.
Also, a replicas distribution table including some important
information such as original data set and its replicas’ location
will be placed, and its size, most recent update time, and so
forth al, will send to each data center, in order to let the others
knowwhere the data sets are placed. In this model, a user that
connected the data center accesses a data set as follows: First
he/she tries to locate the data set replica locally. If the object
replica is not present, he/she goes to check the data placement
directory residing on each data center, which stored a data set
replicas distribution structure. After that, the user’s request
goes to the nearest data center and then will transfer the data
set to user via near data center.

6. Analysis and Evaluation

In this section, we first present the experimental setups and
then discuss the tradeoff between storage cost and transfer
cost. Next, we describe the whole procedures of MCRP
approximate algorithm using an example step by step. At
last, we compare the result among different circumstances to
demonstrate how our replicas placements strategy works.

6.1. Experimental Setup. The experiments were conducted
on a cloud computing simulation environment built on the
computing facilitates at Network& Information Security Lab,
Shandong University of Finance and Economics (SDUFE),
China, which is constructed based on SwinDeW [28] and
SwinDeW-G [29–31]. The cloud system contains 10 data
centers (servers) and 50 high-end PCs (clients), where we
install VMWare (http://www.vmware.com), so that it can
offer unified computing and storage resources.

Figure 3 describes the simulation architecture model of
cloud storage platform, and the prices of cloud services follow
the well-known Amazon’s cost model: (1) $0.15 per gigabyte
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Figure 3: Architecture of cloud environment.

Table 2: Data sets access configurations.

Data centers dc
1

dc
2

dc
3

dc
4

dc
5

dc
6

dc
7

dc
8

Users number𝑚
𝑖
(×100) 1 0.6 0.8 1.1 0.6 0.7 0.9 1

Access frequency 𝜋 (×10) 2 3 3 5 4 6 5 4

per month for storage; (2) $0.1 per gigabyte for data sets
transfer process.

And in the analysis, we observe and study the running
conditions for a period of one month.The usage frequency is
according to Poisson distribution. Table 2 describes the data
centers users’ number𝑚, access frequency 𝜋, and so forth.

6.2. Tradeoff between Storage and Transfer Costs. We define
the cost of a solution in MCRP as the sum of storage cost and
transfer cost. In order to compare the total costs with different
replicas numbers, we have computed the storage and transfer
costs, respectively.The result is shown in Figure 4. Every point
on the black thick line in this diagram represents a value of
sum cost.
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Figure 4: Tradeoff between storage and transfer costs.
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Figure 5: Reduced cost comparisons of data centers.

From Figure 4, we can see that, without replica, the
storage cost is less than transfer cost for the reason that many
data sets are transported in the system.However, with replicas
number increased, the storage cost is gradually getting bigger
for the reason that more replicas need to be stored on
data centers, while the transfer cost becomes smaller for
the nearby replicas access. Furthermore, the total cost has a
minimum value with three replicas, whichmeans the optimal
solution.

Similarly, Figure 5 describes the reduced cost with one
replica. And the green part is the value that can be saved. Also,
it is obvious that the cost will be reduced with the replicas
added. Also, we can see that the data center dc

4
is the replica

storage place with maximum saved cost.

6.3. Approximate Algorithm for MCRP. In this section, we
will analyze the MCRP algorithms proposed in Section 5.

First, we need to generate a minimum-cost spanning tree
from Figure 3 using Kruskal Algorithm. And Figure 6 shows
the result, including seven edges.

Then,wewill select the nodewithmaximum linked edges,
for example, dc

4
, and delete its adjacent edges. Also, if the

degree of adjacent node is zero, then remove it at the same
time, for example, nodes dc

1
and dc

2
. Figure 7 shows the
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Figure 6: Minimum-cost spanning tree.
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Figure 8: Result after second deletion.

result after first deletion. And in this step, dc
4
is the first

selected replica store location.
It is obvious that there still exist nodes with degree greater

than two, for example, dc
6
, and then the node should be

deleted and also its linked edges. In this way, dc
6
is the second

selected replica store location. Figure 8 shows the result after
second deletion.

In this case, the maximum degree of all nodes is only one,
and then the node with small storage cost value is the suitable
place to store replica, for the reason that they have the same
transfer cost despite where the replica store place is. Figure 9
shows the result of replica store place, that is, a node set of
{dc
4
, dc
6
, dc
8
}.
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Figure 9: Result of replicas store places {dc
4
, dc
6
, dc
8
}.
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Figure 10: Elapsed time in measuring the replica possibility.

6.4. System Performance Comparisons of Replicas and No
Replicas. The random simulations are conducted on ran-
domly generated data sets of different sizes, generation times,
and usage frequencies. In the simulations, we use a number
of 50 data sets, each with a random size from 100GB to 1 TB.
And the usage frequency is also random from 1 to 10 times.

Simulation 1 (time complexity with one replica strategy). In
the previous section, we have simulated the possibility of
creating replicas in cloud platform. However, the algorithm
used is exhaustive method, whose time complexity is very
high. Figure 10 describes the elapsed time with increased
number of nodes. From Figure 10, we can see that the time
has a sharp increase. It is reasonable that we have to consider
several data centers as the candidate place for replica.

Simulation 2 (comparisons of replicas numbers between
MCRP and optimal strategy). Next, we evaluate the efficiency
of MCRP strategy with the optimal solution in different
number of usage frequencies. In the simulation, we assume
that there is different number of data centers in cloud
environment. And also data set usage frequency via each data
center is random.

Figure 11 describes comparisons of the replicas numbers
with different usage frequency, where we can see that the
numbers beyond the optimal values are in tolerable limi-
tations. Also, it is obvious that, with the increase of usage

frequency, the amount of replica numbers increased quickly.
The reason is that too much of data access leads to a big
burden for network transmission in current conditions, such
as network latency and bandwidth.

Simulation 3 (comparison of total cost between MCRP,
optimal strategy, “each data center with one replica (ARS),”
and “only original data set with no replica (NRS)” strategies).
MCRP is a minimum-cost replicas placements strategy that
can meet the system requirements under the condition of
minimum overall data set cost. In this simulation, we will put
the emphasis on the reduced cost between MCRP.

Figure 12 describes comparisons of total cost among
different replicas placements strategies, where we can see that
the total cost ofMCRP is greatly decreased compared to other
two straightforward strategies NRS and ARS. However, the
total cost ofMCRP is higher than the optimal strategy though
the time complexity is lower.

From the above experimental and simulation results, the
following conclusions can be drawn: (1) the proposed data
sets replicas placements strategy effectively reduces the cost
of application data set; (2) the proposed data replica strategy
reduces the number of replicas; also (3) the proposed data
replica strategy can effectively achieve system load balance by
placing the popular data files according to the cost and user
access history.

7. Conclusions and Future Works

In this paper we have investigated a model that simultane-
ously optimizes replicas placements from cost-effective view
in the cloud. This model has a number of important appli-
cations in replication technology. Also, our current research,
including experiments and simulations, is based on Amazon
cloud’s cost model, which can be reused by replacing the
corresponding cost ratio. The data sets replicas placements
strategy proposed in this paper is generic and dynamic, which
can be used in any data intensive applications with different
price models of cloud service. As presented in Section 5
and demonstrated in Section 6, minimum-cost replica place-
ments strategy is close to the optimal cost benchmark, though
it may not achieve the minimum cost. Therefore, it has great
significance in theory and application explained as follows:

(1) The strategy proposed in this papermainly focused on
only one data set 𝑑

𝑚
, not all the data sets in a dynamic

cloud computing system, which is simple and clear in
practice. In this way, the popular data sets with high
user frequencies are of particular concern, for the
reason that they are important factors determining
the system performance. However, for those data sets
with low access frequency, even never used since
generated, we have no need to consider their replicas.

(2) Considering the dynamic nature, which is the main
metric of the cloud computing system, such as cost of
transfer and storage and the user access frequency, the
minimum-cost replica strategy is still available and
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Figure 11: Comparisons of replicas numbers with different usage frequency.

effective, since we focus on a period of time 𝑇, not a
time point 𝑡. In this way, the strategy is still applicable
as long as we know the total cost in the past time.

(3) The replica deletion and maintenance strategies are
also easy to obtain from the minimum-cost replica
strategy. The basic idea is that when comparing the
total cost with replica and the cost of no replica, then
delete replicas once the cost with replicas is greater
than no replica. On the other hand, we can update

the replicas stored places according to the minimum-
replicas strategy at scheduled time intervals.

Furthermore, experimental results and analysis show
that the proposed strategy in cloud environment is feasible,
effective, and universal. Hence, we deem that it is highly
practical as a replica strategy. However, this paper presents
the first attempt to apply the technique to solve the problem
as how to place data sets replicas in the most appropriate data
centers in the cloud from the minimum-cost view. It must
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be kept in mind that these findings are the results of a
preliminary study. To bemore useful in practice, future works
can be conducted from the following aspects:

(1) The current work in this paper has an assumption
that the data set’s usage frequencies are obtained from
the system log files. Models of forecasting data set
usage frequency can be further studied, with which
our benchmarking approaches and replicas strategies
can be adapted more widely to different types of
applications.

(2) The replicas placements strategy should incorporate
the data set generation, and deduplication technology,
especially data content based deduplication technol-
ogy, which is a strong and growing demand for
business to be able to more cost-effectively manage
big data while using cloud computing platforms.
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In cloud systems consisting of heterogeneous distributed resources, scheduling plays a key role to obtain good performance
when complex applications are run. However, there is unavoidable error in predicting individual task execution times and data
transmission times.When this error is being not negligible, deterministic scheduling approaches (i.e., scheduling based on accurate
time prediction) may suffer. In this paper, we assume the error in time predictions is modelled in stochastic manner, and a novel
randomization approach making use of the properties of random variables is proposed to improve deterministic scheduling. The
randomization approach is applied to a classic deterministic scheduling heuristic, but its applicability is not limited to this one
heuristic. Evaluation results obtained from extensive simulation show that the randomized scheduling approach can significantly
outperform its static counterpart and the extra overhead introduced is not only controllable but also acceptable.

1. Introduction

Workflows have been widely used in various domains to
depict complex computational application with multiple
indivisible tasks and the data dependencies between tasks
[1]. These workflows are normally derived from scientific
problems in the fields of mathematics, astronomy, and so
forth, for example, Montage [2]. As themassive requirements
of calculation and communication became overwhelming in
these disciplines, clusters and grids, as evolutionary forms
of distributed computing, have been used to run workflow
applications since the end of the 20th century [3, 4]. Recently,
with more flexible and scalable capacity on computation and
storage and less hardware/software installation expense, it has
been gaining increasing popularity of using cloud computing
infrastructure to run workflows [5–9].

The assignment of workflow tasks to computing
resources, which is called workflow scheduling, is one of the
key effects on the execution performance of the workflow in
distributed computing environments like clouds. In general
form of scheduling problems, a workflow is frequently
represented by a Directed Acyclic Graph (DAG), where the
nodes symbolize the tasks and the arcs with direction

symbolize the data dependencies between tasks. The two
terms “node” and “arc” will be interchangeably used in the
rest of this paper. The most commonly focused objective
of DAG scheduling is the minimization of the makespan
(namely, overall execution time) of the workflow. Generally
a DAG scheduling problem has been proven to be NP-Hard
[10]. For getting closer favourable solution to this problem
with acceptable time and space complexity, many researches
have been carried out, and many heuristics have been
proposed and published in the literature [11, 12].

Nevertheless, for majority of the existing DAG schedul-
ing heuristics, the targeted DAG is modelled determinis-
tically [13]. This means that the heuristics assumptions to
the problem of inputs like task execution times and inter-
task communication times are deterministic and precisely
defined before. Clearly, the real-world workflow execution
is much more complex than the above assumption because
it is not possible to obtain accurate forecast of calculation
and communication. Intuitively, the modelling of task com-
putation times and communication times as random vari-
ables might be more realistic; it is also reasonabe to assume
that the expected random variables and the variance can
be predicted. In contrast to their deterministic counterparts,

Hindawi Publishing Corporation
Scientific Programming
Volume 2016, Article ID 9136107, 13 pages
http://dx.doi.org/10.1155/2016/9136107

http://dx.doi.org/10.1155/2016/9136107


2 Scientific Programming

the DAG scheduling problemsmodelled in stochastic fashion
are called stochastic scheduling [14]. A big number of heuris-
tics have been proposed for deterministic scheduling, but a
small number for stochastic. There have been a plethora of
studies showing deterministicDAG scheduling heuristics can
hardly work well for their stochastic counterpart problems.
Thismotivates the research on somehowadapting the existing
deterministic DAG scheduling heuristics into the stochastic
context and making improvement in terms of minimizing
makespan, which is also the main focus of this paper.

In this paper, we consider the problem of scheduling a
workflow onto a set of heterogeneous resources based on
stochastic modelling of task execution times and task com-
munication times with the objective of minimizing the
makespan. For such a problem, a novel randomization
scheduling approach is proposed. The proposed approach
is applied to a classic deterministic scheduling heuristic
and evaluated via extensive simulation experiments and the
results exhibit a significant improvement of workflow execu-
tion performance with an acceptable extra overhead.

The rest of the paper is structured as follows. Relatedwork
is discussed in Section 2. The stochastic DAG scheduling
problem and relevant definitions are presented in Section 3.
The proposed randomization scheduling approach with an
illustrative example is described in Section 4. The evaluation
results are provided and discussed in Section 5. Finally, a
conclusion is provided in Section 6.

2. Related Work

The past few decades witnessed a large number of efforts on
developing various deterministic DAG scheduling heuristics,
including HEFT [11], HBMCT [16], CPOP [11], GDL (DLS)
[17], WBA [18], ILS [19], GA [20], SA [21], Triplet [22], TDS
[23], STDS [24], and LDBS [25]. For an extensive list and clas-
sification of these heuristics we refer to [15, 26].These heuris-
tics differentiate with our work at the fact that they are based
on deterministic scheduling model other than our stochastic
model. Apparently, even when task execution times and data
transmission times are modelled by some sort of random
distribution, one can still apply one of the aforementioned
deterministic scheduling heuristics by using the means of the
randomvariables as inputs. However, as will be demonstrated
later in this paper, this idea does not lead to a preferable
schedule in most cases.Therefore, we derive a randomization
approach by taking advantage of properties of random task
execution times and data transmission times (as opposed to
constant values). Although our approach can work with any
deterministic heuristic in stochastic scheduling problems, we
choose using the commonly cited and well-known determin-
istic heuristic: HEFT [11].

HEFT [11] is a deterministic list scheduling heuristic
which aims to minimize the makespan of DAG applications
on a bounded number of heterogeneous resources. The
heuristic consists of two phases. In the first phase, the heuris-
tic computes numeric ranks for all tasks based on their
execution time predictions and data dependencies and then
prioritizes tasks in a list. In the second phase, by the pri-
oritized order, each task is allocated in turn to the resource

which is estimated to minimize finished time of the task. It
is worth mentioning that HEFT allows a task to be inserted
into the existing task queue of a resource as long as the task
dependency is not violated.

It has been widely recognized that due to the inaccuracy
in time prediction deterministic scheduling heuristic relying
on constant input may result in bad decision [27]. Over the
recent years, some works have been carried out to evaluate
the performance of deterministic DAG scheduling heuristics
with stochastic model, such as [26, 28]. However, the main
focus of these works is not on proposing an efficient schedul-
ing heuristic for the stochastic DAG scheduling problem.
One of recently popular ideas of addressing stochastic DAG
scheduling problems is adapting the existing deterministic
heuristics by changing their ranking function and/or the
way of comparing task attributes. Examples can be found in
[29–31]. Nevertheless, these heuristics still make scheduling
decision in a deterministic manner. In contrast, our heuristic
is randomized.

In our previous study [15], aMonte-Carlo based approach
has been applied to the stochastic DAG scheduling problem
to acquire a schedule which can outperform schedules gener-
ated by other comparable means. In essence, this approach
relies on a significant amount of random searches on the
solution space as well as an extensive evaluation for picking
up the result schedule. As a result, a result schedule with
a reasonable performance requires a considerable overhead.
This paper is an extension to our previous work [32]. In this
paper, we only do local search around a well-crafted schedule
and the cost of evaluation of the searching results is trivial.
That is to say, the overhead of the heuristic proposed in this
paper is much less than the Monte-Carlo based approach,
while a significant improvement on makespan can still be
achieved.

3. Problem Description

3.1. Application Model. In this paper, a workflow application
is represented by aDirectedAcyclic Graph (DAG)𝐺 = {𝑉, 𝐸},
where 𝑉 denotes a set of interdependent tasks, each of which
is represented by V

𝑖
, that is, 𝑉 = {V

𝑖
| 𝑖 = 1, 2, . . . , 𝑛}, and

𝐸 denotes a set of directed arcs, each of which represents
data dependency between two tasks, that is, 𝐸 = {𝑒

𝑗,𝑘
}. For

instance, 𝑒
𝑗,𝑘
= V
𝑗
→ V
𝑘
means the input of task V

𝑘
depends on

the output of task V
𝑗
. In this case, V

𝑘
is a child of V

𝑗
and V
𝑗
is a

parent of V
𝑘
; moreover, V

𝑘
cannot start to run before receiving

all necessary data from its parents. The node without parents
is called entry node, and the node without children exit node.
For the sake of standardization we assume that every DAG
here has only one single entry node and one single exit node.
For illustration, Figure 1 presents an example of DAG with 10
nodes.

3.2. Platform Model. We assume that the underlying com-
puting platform comprises a fixed number of heterogeneous
resources and uses 𝑅 = {𝑟

1
, 𝑟
2
, . . . , 𝑟

𝑚
} to denote the set

of resources. A task V can be executed at any resource 𝑝;
however a resource cannot execute more than one task at
a time. In addition, no temporal interruption is allowed
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Figure 1: A DAG example.

during this execution. There is a dedicated dual-direction
communication link between every pair of resources. This
means that the tasks allocated onto different resources can
transmit data to each other with no contention. For any
random variable RV, we use 𝜇(RV) and 𝜎(RV) to represent
the expectation and the standard deviation of RV. Given that
ET
𝑖,𝑝
represents the randomvariablemodelling the execution

time of task V
𝑖
on resource 𝑟

𝑝
and CT

𝑖,𝑗,𝑝,𝑞
the time for

transmitting data from V
𝑖
located on 𝑟

𝑝
to V
𝑗
located on 𝑟

𝑞
,

we assume that for each 𝑖 and 𝑝 (1 ≤ 𝑖 ≤ 𝑛, 1 ≤ 𝑝 ≤ 𝑚)
𝜇(ET
𝑖,𝑝
) and 𝜎(ET

𝑖,𝑝
) are known. We also assume the data

amount transmitted on each edge (denoted by 𝛿
𝑖,𝑗
), and the

average time needed for transmitting one unit of data from
one resource to another (denoted by 𝛾

𝑝,𝑞
) is known, so

𝜇 (CT
𝑖,𝑗,𝑝,𝑞

) = 𝛿
𝑖,𝑗
⋅ 𝛾
𝑝,𝑞
, (1)

as well as 𝜎(CT
𝑖,𝑗,𝑝,𝑞

), is known. For illustration, Tables
1(a) and 1(b) show the stochastic model of task execution
times and communication times of the DAG depicted in
Figure 1. Table 2 shows an example of possible outcome of
the stochastic model presented in Tables 1(a) and 1(b).

We use ST
𝑗,𝑞

to denote the start time of task V
𝑗
on resource

𝑟
𝑞
and FT

𝑗,𝑞
the finish time. In addition, we let pre(𝑗)

and suc(𝑗) stand for the set of parents and children of V
𝑗
,

respectively, and alloc(𝑗) symbolize the resource where V
𝑗
is

allocated. Obviously, we have

FT
𝑗,𝑞
= ST
𝑗,𝑞
+ ET
𝑗,𝑞
. (2)

In addition,

ST
𝑗,𝑞

= max {FT
𝑖,𝑝
+ CT
𝑖,𝑗,𝑝,𝑞

| 𝑖 ∈ pre (𝑗) , 𝑝 = alloc (𝑖)} .
(3)

Table 1: Stochastic model of the DAG example shown in Figure 1.

(a) Stochastic model of execution times

Resource 1 Resource 2 Resource 3
Exp. val. Std. dev. Exp. val. Std. dev. Exp. val. Std. dev.

Task 1 24.00 4.00 2.00 0.33 7.00 1.17
Task 2 36.00 6.00 32.00 5.33 49.00 8.17
Task 3 42.00 7.00 49.00 8.17 12.00 2.00
Task 4 12.00 2.00 8.00 1.33 56.00 9.33
Task 5 81.00 13.50 20.00 3.33 16.00 2.67
Task 6 9.00 1.50 30.00 5.00 24.00 4.00
Task 7 48.00 8.00 4.00 0.67 8.00 1.33
Task 8 64.00 10.67 18.00 3.00 42.00 7.00
Task 9 36.00 6.00 16.00 2.67 1.00 0.17
Task 10 54.00 9.00 28.00 4.67 63.00 10.50

(b) Stochastic model of communication times

Resource 1 Resource 2 Resource 3
Exp.
val.

Std.
dev.

Exp.
val. Std. dev. Exp.

val. Std. dev.

Resource 1 0.00 0 2.00 0.33 8.00 1.33
Resource 2 2.00 0.33 0.00 0.00 4.00 0.67
Resource 3 8.00 1.33 4.00 0.67 0.00 0.00

Table 2: A sampling of the stochastic model shown in Table 1.

(a) A sampling of stochastic task execution times

Resource 1 Resource 2 Resource 3
Task 1 13.45 2.05 6.75
Task 2 33.44 22.64 45.42
Task 3 25.05 51.33 11.61
Task 4 14.82 8.85 47.48
Task 5 88.77 22.64 15.39
Task 6 6.59 25.23 26.17
Task 7 35.47 4.05 9.08
Task 8 54.31 22.29 50.60
Task 9 33.52 19.80 1.28
Task 10 56.57 28.59 77.36

(b) A sampling of stochastic task communication times

Resource 1 Resource 2 Resource 3
Resource 1 0.00 2.58 8.46
Resource 2 2.58 0.00 5.58
Resource 3 8.46 5.58 0.00

3.3. Problem Definition. The main objective of this paper is
to minimize the overall execution time of a DAG application.
Given that the start time of entry node is always time 0, based
on the definitions and assumptions presented above, the
problem to be addressed in this paper is to generate a schedule
𝑆, which specifies the mapping of tasks and resources, as well
as the execution order of tasks on each resource, so that the
random variable FTexit node, alloc(exit node) can be minimized.
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Input: DAG 𝐺 on a set of resources 𝑅 with stochastic model
Output: A schedule specifying task mapping and execution order
(1) Create a candidate schedule listL, which is initially empty.
(2) Run a deterministic heuristic DH to generate the schedule entirely based on all mean values of task execution

times and communication times, and put the schedule intoL.
(3) while the termination condition of the producing phase is not met repeat
(4) Run the randomized heuristic RH and push the result schedule intoL.
(5) endwhile
(6) Compute the expected makespan based on mean values of all stochastic inputs for each schedule inL.
(7) Return the schedule with the minimum expected makespan as the result schedule.

Algorithm 1: The outline of the randomization scheduling approach.

4. Method

In this section, we firstly present the basic idea of the
proposed randomization approach and then describe the
details of the randomized HEFT heuristic (RHEFT), which
is derived from the combination of our randomization
approach and the classic HEFT heuristic. Furthermore, an
enhanced version of RHEFT (named, ERHEFT) is proposed.

4.1. Basic Idea. Among different categories of deterministic
DAG scheduling heuristics, list scheduling seems receiving
most research attention, because this kind of heuristics can
usually obtain a reasonably good schedule result without too
much overhead. As mentioned in Section 1, deterministic
DAG scheduling heuristics receive constant time prediction
as inputs. List scheduling heuristics firstly sort all workflow
tasks in terms of a rank, which is computed based on the time
prediction and associated with each task, and then allocate
the sorted tasks one after another onto a specific resource.
The resource where a task is allocated is normally decided by
which resource can minimize a certain time-related attribute
(e.g., estimated finish time of the current task) that can be
calculated based on the time prediction and is distinctive on
different resources. By doing so, list scheduling aims at a good
trade-off between optimization and algorithm complexity.
However, there is no guarantee that the resource allocation
made is the best possible decision for minimizing makespan.

The issue is more complicated in the case of stochastic
scheduling model. It will be more doubtable whether the
scheduling decision made by deterministic list scheduling
results will be favourable for minimizing the makespan,
because the time prediction based on which decision is made
is unreliable.

Assuming the time prediction can be modelled by prob-
ability distribution, our hypothesis is that it is almost impos-
sible to develop a static algorithm which can always obtain
an optimal schedule. Therefore, we consider generating a
set of various schedules based on the random prediction
and pick up that one which has the best chance to win. As
the time prediction is modelled randomly, when comparing
two time-related variables, for example, task finish times of
different tasks, there is no certain result. To decide which
task finished earlier, we need to roll a dice. Apparently, by

randomly deciding the comparison result of task finish times,
which is important factors for making scheduling decision,
we will generate various scheduling results. We regard all
these schedules as candidates and the one which has the
smallest expectation of makespan as the final output of our
approach.

The outline of our randomization scheduling approach
is presented in Algorithm 1, where DH denotes a given
deterministic DAG scheduling heuristic and RH means a
randomized scheduling heuristic.

4.2. The Randomized HEFT Heuristic (RHEFT). Among
existing list scheduling heuristics, the most well-known
and commonly cited one is heterogeneous-earliest-finish-
time (HEFT) heuristic [11]. We thereby choose to apply
the aforementioned randomization approach to HEFT and
propose a novel approach named RHEFTwhich is based on a
randomized HEFT. Namely, we let DH be HEFT and RH the
randomized HEFT.

The details of the randomized HEFT heuristic are pre-
sented in Algorithm 2. Similar to HEFT, the randomized
HEFT has two phases. In the first phase (Algorithm 2, lines:
1-2), the upward ranking of each node (denoted by Urank) is
computed as follows:

Urank (V
𝑖
) = ET

𝑖
+ max

V𝑗∈suc(𝑖)
{CT
𝑖,𝑗
+ Urank (V

𝑗
)} , (4)

where

ET
𝑖
=

∑
𝑚

𝑝=1
𝜇 (ET

𝑖,𝑝
)

𝑚
,

CT
𝑖,𝑗
=

∑
𝑚

𝑝=1
∑
𝑚

𝑞=1
𝜇 (CT

𝑖,𝑗,𝑝,𝑞
)

𝑚 ⋅ 𝑚
.

(5)

Especially for exit node, we have Urank(Vexit node) =

ETexit node.
In the second phase of the randomized HEFT (Algo-

rithm 2, lines: 3–9), it is needed to compute for each node
on each resource the earliest estimate start time (denoted by
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(1) Compute Urank (as defined in (4)) for all tasks.
(2) Sort all tasks in a listL in the non-descending order of Urank.
(3) for 𝑘 fl 1 to 𝑛 do (where 𝑛 is the number of tasks)
(4) Select the 𝑘th task V∗ from the listL.
(5) for each resource 𝑟

𝑝
∈ 𝑅 do

(6) Compute the mean value and variance of estimated finish time of V∗ on 𝑟
𝑝
(as defined in (7)).

(7) endfor
(8) Decide the winner resource of estimated finish time (𝑟∗) for V∗ according to the random comparison policy.
(9) Allocate V∗ to 𝑟∗.
(10) endfor

Algorithm 2: The randomized HEFT heuristic.

EST) and the earliest estimate finish time (denoted by EFT),
which are defined as follows:

EST
𝑗,𝑞
= max{AVT

𝑞
, max
V𝑖∈pre(𝑗)

{EFT
𝑖,𝑝
+ CT
𝑖,𝑗,𝑝,𝑞

}} , (6)

EFT
𝑗,𝑞
= EST

𝑗,𝑞
+ ET
𝑗,𝑞
, (7)

where AVT
𝑞
is the earliest available time of resource 𝑟

𝑞

to allocate V
𝑗
, taking into account the current load of 𝑟

𝑞

and the estimate execution time of V
𝑗
on 𝑟
𝑞
(i.e., 𝜔(ET

𝑗,𝑞
)).

In addition, 𝑟
𝑝
= alloc(𝑖). Apparently, at this moment, V

𝑖

has already been allocated. Particularly, for the entry node,
ESTentry node,𝑞 = 0 for every 𝑟𝑞. The main difference between
the randomized HEFT and its initial version is the random
comparison policy mentioned in line 8. For each task, we
use this comparison policy to compare the estimated finish
times (i.e., EFT) of different resources, which are random
variables in our stochastic model, as the estimated finish
time is determined by summing up the task execution times
and the communication times along the critical path. Let CP
denote the critical path, ND the set of nodes, and ED the set
of edges along with CP; then we have the earliest finish time
as below:

EFT = ∑

𝑖∈ND
ET
𝑖
+ ∑

𝑗∈ED
CT
𝑗
. (8)

For ease of analysis, we assume all task execution times and
communication times follow normal distribution. Then we
have

𝜇 (EFT) = ∑

𝑖∈ND
𝜇 (ET

𝑖
) + ∑

𝑗∈ED
𝜇 (CT

𝑗
) ,

𝜎 (EFT)2 = ∑

𝑖∈ND
(𝜎 (ET

𝑖
)
2
) + ∑

𝑗∈ED
(𝜎 (CT

𝑖
)
2
) .

(9)

Say there are two random variables EFT and EFT to compare
and determine which is larger.We let DV = EFT−EFT.Then
we have

𝜇 (DV) = 𝜇 (EFT) − 𝜇 (EFT) ,

𝜎 (DV)2 = 𝜎 (EFT)2 + 𝜎 (EFT)
2

.

(10)

Apparently, the value of DV corresponds to the comparison
result of EFT and EFT. The key idea of our random
comparison policy is to make a random draw of DV value,
if the outcome is less than zero, EFT < EFT; otherwise,
EFT ≥ EFT. However, to implement a precise random
draw of DV is not easy. Therefore, we use 𝜇(DV) and 𝜎(DV)
for approximation. In detail, without losing generality, we
assume 𝜇(DV) > 0, and if 2 × 𝜎(DV) > 𝜇(DV),

𝑃 (DV < 0) =
2 × 𝜎 (DV) − 𝜇 (DV)

4 × 𝜎 (DV)
; (11)

else 𝑃(DV < 0) = 0. One can easily get 𝑃(DV ≥ 0) =

1 − 𝑃(DV < 0). That is to say, the comparison result between
EFT and EFT is a 0-1 random variable. With probability of
𝑃(DV < 0), the outcome is EFT < EFT; with probability
of 𝑃(DV ≥ 0), EFT ≥ EFT. By this random comparison
policy, the deterministic HEFT is randomized. Note that
as described in Algorithm 1 (lines 3–5), RHEFT requires
running the randomizedHEFT for a certain number of times
to generate candidate schedules.

For illustration purpose, we runHEFT and RHEFT to the
DAG example modelled by Figure 1 and Table 1 and obtain
scheduling results, respectively. For RHEFT, the scheduling
result is picked up from 10 candidates. In order to present
these scheduling results, we assume the values shown in
Table 2 are the real task execution times and data transmis-
sion times. Then the scheduling details can be depicted by
Figure 2. In this case, RHEFT obtains a makespan of 117.17,
which makes a significant improvement (19.8%) to HEFT
with a makespan of 146.15.

4.3. Further Investigation on RHEFT. Although the illustra-
tive example shows that RHEFT can significantly outperform
HEFT on minimizing makespan, there are still two open
issues regarding with the configuration of RHEFT which are
worthy of further investigation:

(i) In RHEFT, how many candidate schedules should
we generate to gain substantial improvement on
makespan without paying too much overhead?

(ii) How often and to what extent can RHEFT improve
the makespan obtained by HEFT over various DAG
examples?
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Figure 2: Scheduling result of the DAG example shown in Figure 1 by using (a) HEFT; (b) RHEFT.

We examine these two issues by evaluation in the rest of
this subsection.

4.3.1. Evaluation Setting. We built a simulated computing
system and a stochastic DAG generator, which allow various
parameter settings. We use two types of DAGs: Montage
[2] and LIGO [33] as shown in Figure 3, which are derived
from real-world applications and have distinctive structures
and sizes. We consider the number of resources used to
be 3 and 8. All random variables used in our stochastic
model are assumed to follow normal distribution. For the
execution time of each task on each resource, we randomly
select its expected value from the range of [1, 100] and
its standard deviation value as 1/6 of its expected value.
Similar setting is applied to the communication time between
tasks on different resources. We specify a parameter named

communication-computation-ratio (CCR), which means the
ratio between the average communication cost and the
computation one, and adjust the value of communication
times to meet the specified CCR value. We randomly specify
the CCR value from [0.5, 1.5] in our experiments.

4.3.2. How Many Candidate Schedules Are Needed? One can
easily imagine that the more times RHEFT runs the ran-
domized HEFT heuristic, the more likely a better candidate
schedule may be obtained, and on the other hand the more
time cost is needed to be paid. In order to examine how
many times RHEFT should repeat running the randomized
scheduling procedure, we specify four DAG instances and
observe the expected makespan RHEFT can gain for these
DAGs as the number of repetition grows. Figure 4 shows the
observation results.
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(a) Montage, 34 nodes (b) LIGO, 77 nodes

Figure 3: DAG applications used in the evaluation [15].
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Figure 4: Change of expected makespan as the number of candi-
dates generated by RHEFT increases.

In the diagram shown in Figure 4, RHEFT with zero
repetition actually boils down to HEFT. As we can see from
the curves denoting “Montage on 3 resources” and “LIGO
on 8 resources,” the expected makespan of RHEFT reduces
rapidly as the number of repetitions grows. After the number
of repetitions reaches 10, no significant improvement can
be observed on the expected makespan. This observation
indicates that RHEFT is promising, as it can generate a
candidate schedule which is fairly better than HEFT’s with
only few more repetitions.

4.3.3. Improvement Rate on Makespan. Next, we observe to
what extent can a RHEFT schedule improve aHEFT schedule
on the expected makespan. Again, we consider the DAG
type to be Montage with 34 nodes and LIGO with 77 nodes
and the number of resources to be 3 and 8. Then for each
combination of the DAG type and the number of resources,
we generate 100 instances of the stochastic model. For each
instance, we collect the expected makespans obtained by
RHEFT and HEFT, respectively. For comparison, we define
the metric “improvement rate,” which is the ratio between
the reduced expected makespan and the expected makespan
of HEFT. Figure 5 shows the results of improvement rate.
In general, RHEFT obtains significant improvement on the
expected makespan (above 20%) in the case where LIGO is
used. Nevertheless, when Montage is used, RHEFT obtains a
similar result in the majority of cases of the 100 instances. It
can also be seen that the advantage of RHEFToverHEFTmay
be weakened as the number of resources increases. Anyway,
with every setting of DAG type and resource number, there
is always a chance that RHEFT can reduce the expected
makespan more than 20%.

4.4. The Enhanced RHEFT Heuristic. By making random
decision in the resource allocation phase of HEFT, we derive
a novel scheduling approach RHEFT which significantly out-
performs HEFT on minimizing makespan. This encourages
us to extend RHEFT by making random decision when
prioritizing the tasks in the listing phase.

The extension is fairly straightforward. In the first phase
of the randomized HEFT (Algorithm 2, lines: 1-2), instead
of defining task rank by the constant value Urank (as
defined in (4)), we consider it as a random variable Rrank.
The definition of Rrank is somehow correlated with Urank.
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(c) LIGO, 3 resources
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Figure 5: Makespan improvement of RHEFT over HEFT over 100 instances.

Recall that by (4), for task V
𝑖
, Urank(V

𝑖
) is calculated by

accumulating the time costs associated with the nodes and
edges along the critical path from V

𝑖
to the exit node. Let Ph

𝑖

denote this critical path for V
𝑖
,𝑁
𝑖
the set of nodes, and 𝐸

𝑖
the

set of edges along with Ph
𝑖
; then we have the definition of

Rrank(V
𝑖
) as below:

Rrank (V
𝑖
) = ∑

𝑖∈𝑁𝑖

MET
𝑖
+ ∑

𝑗∈𝐸𝑖

MCT
𝑗
, (12)

where

MET
𝑖
=

∑
𝑚

𝑝=1
ET
𝑖,𝑝

𝑚
,

MCT
𝑗
=

∑
𝑚

𝑝=1
∑
𝑚

𝑞=1
CT
𝑗,𝑝,𝑞

𝑚 ⋅ 𝑚
.

(13)

Especially for exit node, we have Rrank(Vexit node) =

METexit node.
When prioritizing tasks in the listing phase, we need to

compare the rank of V
𝑖
with V

𝑗
. The comparison procedure,

which is named randomized prioritizing procedure, is carried
out as follows:

(1) We firstly examine if there is any task dependency
between V

𝑖
and V
𝑗
.

(2) If V
𝑖
is an ancestor of V

𝑗
, V
𝑖
should be given higher

priority and placed before V
𝑗
in the list.

(3) If there is no dependency between V
𝑖
and V
𝑗
, random

variables Rrank(V
𝑖
) and Rrank(V

𝑗
) will be compared

by the random comparison policy as described in
Section 4 to determine which one has the higher
priority.
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(1) Compute Rrank (as defined in (12)) for all tasks.
(2) Sort all tasks in a listL in the non-descending order of Rrank according to the randomized prioritizing procedure.
(3) for 𝑘 fl 1 to 𝑛 do (where 𝑛 is the number of tasks)
(4) Select the 𝑘th task V∗ from the listL.
(5) for each resource 𝑟

𝑝
∈ 𝑅 do

(6) Compute the mean value and variance of estimated finish time of V∗ on 𝑟
𝑝
(as defined in (7)).

(7) endfor
(8) Decide the winner resource of estimated finish time (𝑟∗) for V∗ according to the random comparison policy.
(9) Allocate V∗ to 𝑟∗.
(10) endfor

Algorithm 3: The enhanced randomized HEFT heuristic.
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Figure 6: Scheduling result of the DAG example shown in Figure 1
by using ERHEFT.

We apply the above procedure to the listing phase of RHEFT
and then derive the enhanced RHEFT heuristic, namely,
ERHEFT. The details of the enhanced randomized HEFT
heuristic are provided in Algorithm 3.

Apparently, when ERHEFT generates candidate sched-
ules, the prioritized task list may be different from that of
RHEFT.This makes it possible for ERHEFT to generate more
candidate schedules than RHEFT can do. As a result, a sched-
ule with better makespan may be obtained. For illustration,
Figure 6 shows the scheduling result by applying ERHEFT
to the DAG example modelled by Figure 1 and Table 1. This
schedule has a makespan of 103.67 which is better than the
schedule acquired by RHEFT as shown in Figure 2(b).

Similar to the way by which we investigate in Sec-
tion 4.3.2, we observe how the expected makespan of
ERHEFTchanges as the number of repetitions used increases.
Here, the same evaluation setting as specified in Section 4.3.2
is used and the result is shown in Figure 7. This result indi-
cates that 200 may be the appropriate number of repetitions
that should be used by ERHEFT.

5. Evaluation

In order to compare the performance of HEFT, RHEFT,
and ERHEFT in stochastic scheduling model, we adopt the
evaluation setting as mentioned in Section 4.3.1 and evalu-
ate the expected makespan and the time cost of the com-
petitors with different configurations of evaluation para-
meters. The machine we used to carry out the evaluation
has the following hardware configuration: CPU Intel I3-4130
3.40GHz, 4G DDR3 memory, and 500G hard disk. We
used Java (JDK 1.7) to implement all heuristics and the
simulation.

First, we evaluate the average makespan that HEFT,
RHEFT, and ERHEFT can obtain with stochastic model. For
each experiment, we firstly specify the DAG type and the
number of resources we are going to use. Then we generate
the expected value and variance for stochastically modelling
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Figure 7: Change of expected makespan as the number of candi-
dates generated by ERHEFT increases.

each task execution time and then generate communication
times with specified CCR value, which as a whole is called
a stochastic model of the given DAG and resources. For each
combination of a DAG and a set of resources, we generate
100 stochastic models. And for each stochastic model, we
run HEFT, RHEFT, and ERHEFT and obtain their schedules,
respectively. Each time we take a sample for the stochastic
model (as shown in Table 2, including all execution times
and communication times), we can view them as runtime
information gathered after the DAG application completes
and use them to evaluate the performance of each schedule.
To be fair, we take 100 samples from each stochastic model.
So the result for each compared heuristic on a given DAG
and given resources is averaged over 10000 experiments
(100 stochastic models, each of which has 100 samples)
in total. For comparison, we use the metric of “speedup”
which is defined as the ratio between the average sequential
execution time of all tasks and the makespan obtained by a
heuristic.

In order to compare the heuristic competitors in different
scenario, we consider the number of resources to be 3, 6, and
8 and collect the average speedup results for CCR being equal
to 0.1, 1, and 10, respectively. The collected results are shown
in Figure 8.

One can easily see that in all combination of evaluation
parameter settings ERHEFT has better average speedup than
RHEFT, while RHEFT has better average speedup than
HEFT. The improvement on average speedup of ERHEFT
over HEFT can be up to around 20% in the case where
Montage is executed on 3 resources and CCR = 0.1 is used.
It is interesting to see that the effectiveness of ERHEFT
and RHEFT is closely related to CCR. When CCR is
high, ERHEFT and RHEFT usually achieve more significant

improvement on average speedup over HEFT. This indicates
our randomization approach may work better with workflow
applications which are data intensive. However, when CCR
turns to be as low as 0.1, the difference in the average
speedup obtained by HEFT, RHEFT, and ERHEFT seems
trivial. From a different perspective, this may also imply
that HEFT works especially well with computation intensive
applications and thus leave little space for further improving
its makespan.

In addition, we measure the time cost needed by HEFT,
RHEFT, and ERHEFT with different sizes of Montage DAG
and different numbers of resources. We use the ratio of the
time cost of RHEFT (ERHEFT) over that of HEFT as the
metric and the measurement result is shown in Figure 9.
From the diagram we can see that in most of the cases
the ratio of RHEFT over HEFT is within the range of 5
to 15. Moreover, there is no rapid ascending trend as the
DAG size or the number of resources, which represents the
scale of the scheduling problem, grows. This indicates that
the time complexity of RHEFT is close to HEFT. Because
HEFT usually needs very little time to compute a schedule,
the additional overhead introduced by a certain number of
loops of running HEFT and extra computation of random
variables, which results in 5 to 15 times of the time cost
of HEFT, is acceptable. The radio of ERHEFT over HEFT
exhibits a curve similar to RHEFT over HEFT. Even though
the radio of ERHEFT over HEFT reaches the range of 100
to 500, as the time cost for a single execution of HEFT is
tiny, the overall time cost for ERHEFT is still acceptable. For
instance, in our empirical results, for DAG with 234 nodes
ERHEFT runs for 3.2 seconds while for 12 resources ERHEFT
runs for only 1.9 seconds. Moreover, by adjusting the number
of loops used in the RHEFT approach, we can flexibly get a
good trade-off between the scheduling performance and the
heuristic overhead.

6. Conclusion

In this paper, we explore into the problem of scheduling
workflow tasks onto a set of heterogeneous cloud resources
with stochastic model of task execution and communica-
tion. We attempt to extend deterministic DAG scheduling
heuristic, to gain better average makespan. As a progress, a
randomization scheduling approach is proposed. We apply
the randomization approach to the classic deterministic
heuristic HEFT and two versions of novel randomized
heuristic: RHEFT and ERHEFT, are produced. We evalu-
ate and compare the performance of HEFT, RHEFT, and
ERHEFT with extensive simulation experiments where two
real-world workflow applications are used. The experimental
results suggest that RHEFT and ERHEFT are both promising
for stochastic workflow scheduling, as RHEFT and ERHEFT
not only significantly reduce the average makespan in most
cases of experimental setting, but also exhibit reasonable
scalability. Our future work may consider more stochastic
model other than normal distribution and/or randomizing
other deterministic DAG scheduling heuristics.
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Figure 8: Average speedup results with different CCR values.
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Cloud computing provides on-demand computing and storage services with high performance and high scalability. However, the
rising energy consumption of cloud data centers has become a prominent problem. In this paper, we first introduce an energy-aware
framework for task scheduling in virtual clusters. The framework consists of a task resource requirements prediction module, an
energy estimatemodule, and a scheduler with a task buffer. Secondly, based on this framework, we propose a virtual machine power
efficiency-aware greedy scheduling algorithm (VPEGS). As a heuristic algorithm, VPEGS estimates task energy by considering
factors including task resource demands, VM power efficiency, and server workload before scheduling tasks in a greedy manner.
We simulated a heterogeneous VM cluster and conducted experiment to evaluate the effectiveness of VPEGS. Simulation results
show that VPEGS effectively reduced total energy consumption by more than 20% without producing large scheduling overheads.
With the similar heuristic ideology, it outperformed Min-Min and RASA with respect to energy saving by about 29% and 28%,
respectively.

1. Introduction

Cloud computing gains its popularity since it satisfies the
elastic demands of computing capability fromboth individual
and enterprise users. Cloud platforms not only support
a diversity of applications, but also provide a virtualized
environment for the applications to run in an efficient and
low-costmanner [1]. As cloud computing is getting prevailing
in IT industry, the huge amount of electricity consumed by
cloud data centers also becomes a rising concern. According
to the previous statistics, globally there are over 5million data
centers [2], which account for about 1.5% of the global energy
consumption [3]. The figure may continuously go up as our
demands for computing are still growing. Hence, in order to
minimize the negative impact brought by energy wasting and
overconsumption, it is of great necessity to improve resource
utilization and to reduce energy consumption for cloud data
centers.

Applying energy-aware resource scheduling is an effective
way to save energy. Cloud data centers are usually virtualized.

Thus in an IaaS (Infrastructure-as-a-Service) cloud, virtual
machine (VM) is the basic unit for resource provisioning.
After a user-defined job is submitted, it is first “sliced”
into a number of tasks and generally each task will be
assigned to one VM for execution. During the execution,
the virtual resources allocated to the VM can be thought
of being occupied by the task. The mapping from tasks to
VMs is one-to-one. On the one hand, we do not consider
a many-to-one mapping because resource competition often
causes SLA (Service-Level Agreement) violations. On the
other hand, one-to-many mapping can be avoided by a
fine-grained job decomposition. Although the jobs or tasks
may not contain any attributes initially, we can exploit
available techniques to estimate their resources demands
including total instructions, amount of disk I/O, and the
data throughput on network. Besides, to attain the goal
of saving task execution energy, it is of great necessity to
consider servers’ power efficiency. Assigning tasks to high-
performance servers may enhance the data centers’ overall
performance but at the same time can cause extra energy
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Figure 1: Resource scheduling in IaaS cloud.

consumption (i.e., operational cost). This is because some
servers of high processing speed may not be power-efficient.
Hence, we argue that the power efficiency of servers and VMs
should be regarded as an important metric in today’s energy-
aware resource management.

Resource scheduling can be separated into two phases:
task scheduling and VM scheduling. The first phase of
mapping shown in Figure 1 represents task scheduling, which
is the focus of this paper. Previous task scheduling algorithms
(e.g., [4–6]) allocated tasks directly to physical servers.
However, these algorithms are not rather feasible and effective
since currently virtualization has been widely deployed on
physical servers. The running environment for tasks is the
virtual cluster. Besides, the majority of task scheduling
algorithms use the strategy that VM is dynamically created
on a selected server only when new tasks arrive. This kind of
strategy is useful to aggregate workload in order to avoid too
many idle servers. But it lowers the system’s response ability
as powering on a new VM takes time. An ideal target for
task scheduling is to reduce system energy consumption with
acceptable efficiency. Thus, in this paper, we propose to build
a virtual cluster maintenance mechanism which combines
VM “precreating” and “delayed shutdown.” To be detailed,
“precreating” means virtual machine can be started up on
servers under relatively light workload before tasks arrive.
“Delayed shutdown” allows a VM to stay alive for a certain
period after it finishes its task. In cloud environment, this
mechanism can maintain a large-scale idle VM cluster and
thus allows a shorter task response time without bringing big
overhead cost. At the same time, this mechanism is helpful to
reducemigration operations, so it can be used to simplify VM
consolidation (the 2nd mapping phase in Figure 1) strategies
such as [7, 8].

Supported by VM “precreating” and “delayed shutdown”
mechanism, we in this paper propose an energy-aware task
scheduling framework for virtualized cloud environment.
The framework consists of a task resource requirements pre-
diction module, an energy estimate module, and a scheduler
with a task buffer. The buffer works as an improvement on

simple FIFO queue of arriving tasks. The size of the buffer is
designed to be adaptive to the arrival rate of tasks. Receiving
the output from the task resource requirements prediction
module, task energy estimate module is responsible for esti-
mating the energy consumption of executing. As the key part,
the scheduler adopts a VM power efficiency-aware greedy
scheduling algorithm (VPEGS) to schedule the tasks in the
buffer heuristically. Experiments were conducted to evaluate
the performance of VPEGS in a simulated heterogeneous vir-
tual cluster. The results show that VPEGS averagely reduced
more than 20% energy consumption and outperformedMin-
Min [9], RASA [10], and Random-Mapping [11].

2. Related Work

Task scheduling has been proved to be a NP-problem [12].
Even with the mechanism of VM “precreating” and “delayed
shutdown,” task scheduling in a heterogeneous cloud is still
a nontrivial problem. Heuristic scheduling algorithms such
as Min-Min [9] and ant colony optimization [13, 14] are
widely used in cloud task scheduling because they are quite
efficient and sometimes able to approach optimal solutions
[15]. Min-Min is a typical task scheduling algorithm oriented
to heterogeneous infrastructures. Gutierrez-Garcia and Sim
[11] compare 14 heuristic scheduling algorithms with respect
to average taskmakespan.The results show thatMin-Min and
Max-Min [9] are the most effective among the algorithms
using batch mode. Besides, Etminani and Naghibzadeh [16]
proved that dynamically selecting Min-Min or Max-Min as
the scheduler according to the standard deviation of expected
task execution time can improve system performance. Priya
and Subramani [10] propose a heuristic scheduling named
RASA that consists of 3 phases. In initialization phase the
execution efficiency matrix is initialized, while the scheduler
finds the best-fit VM and returns its ID in the second and
third phase. The idea of RASA is using Min-Min and Max-
Min alternatively to schedule the tasks that arrived. Uddin et
al. [17] tested and analyzed the performance of RASA, TPPC,
and PALB inCloudSim considering power efficiency and cost
as well as CO

2
emissions. They concluded that TPPC is most

effective but neglected the detailed parameter settings of these
algorithms.

Cloud servers are usually virtualized. Thus it is of great
necessity to perform task scheduling in virtual clusters.
Sampaio and Barbosa propose POFARE [4], considering
both VM reliability and efficiency. This heuristic algorithm
promotes the energy utilization (MFLOPS/Joules) but pays
no attention to server virtualization. Lakra and Yadav [18]
conducted task scheduling by solving a multiobjective opti-
mization via nondominated sorting after quantifying theQoS
values of tasks and VMs. However, it has the drawbacks
of not being energy-aware and evaluating VM performance
merely by MIPS (Million Instructions per Second). VM
consolidation is another effective way to save energy with
the basic ideology that powering off idle servers can reduce
energy consumption. For example, HHCS [19], an energy-
saving scheduling strategy, makes use of the advantages of
two open-source schedulers (Condor and Haizea) in order
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to further increase CPU utilization of physical servers. In
addition, there are also implements (e.g., [20–22]) based on
setting thresholds and constrains. Ding et al. [23] adopt this
method to perform resource provisioning at the VM-level.
Current technology allows dynamic VM migration, which is
helpful to balance workload between servers. However, VM
migration causes extra time and energy overheads. Hence,
it is a better scheme to precreate and maintain a number of
VMs on servers under light workload. Then these idle VMs
can respond quickly when a new batch of tasks arrives.

3. Energy-Aware Task Scheduling Framework

3.1. Energy Estimate Module. In an IaaS cloud, virtualization
makes physical resources “transparent” as the applications
are run in VMs. To some extent, virtual machine provides
independent runtime environment and it is also the basic unit
allocated to user applications. In the proposed framework,
the energy estimatemodule predicts the expected task energy
consumption on each available VM and sends the data to the
scheduler. For energy estimation, the required information
includes task resource demands and the power efficiency of
each VM.

Job submitted to the cloud will first be decomposed into
several tasks.The decomposition principle can be data-based
or function-based. Practically, total number of instructions
and I/O data size can be estimated by analyzing the submitted
code or exploiting other existing techniques. Actually there
aremanyways to estimate the resource demands of a task.The
methods mentioned in [24] can be applied to process I/O-
intensive tasks while, according to [25], the required amount
of resources by the tasks belonging to the same job are usually
similar. In this paper, we use four “static” attributes to profile
a task: number of instructions, the size of data through disk
input/output, the size of data through network transmission,
and job id indicating the job it is generated from. The values
of these attributes remain unchanged despite the decisions
of the scheduler. On the contrary, “dynamic” attributes,
including the execution time and energy consumption of a
task, are dependent on the features of the VM that executes
it.

VM’s power features are directly related to the features of
its host. According to the definition of power efficiency, the
power efficiency of a server can be defined in three aspects:

PEproc =

proc perf
𝑃proc

,

PEio =

io rate
𝑃io

,

PEtrans =

trans rate
𝑃trans

,

(1)

where proc perf denotes the processor performance, which
can be quantified using MIPS (Million Instructions per Sec-
ond). io rate and trans rate represent the max disk I/O rate
andmaxnetwork transmission rate, respectively.Theirmetric
is MB/s. 𝑃proc, 𝑃io, and 𝑃trans are the power consumption
of the corresponding functional components. All these data

Designated
task

Task 2 
Task 3

Task 1 

Task wTask t

Figure 2: Simplified data exchanging by appointing designated task.

can be sampled on physical servers (e.g., we can obtain
𝑃proc by measuring CPU power). It is worth noting that
PEtrans denotes the power efficiency in transport data between
servers and it is stored in a matrix. PEtrans are exploited
to calculate the energy cost in multitask communications.
In order to shield the complexity of network, we use a
simple star network topology in designing the way that
tasks communicate with each other, assuming that only tasks
decomposed from the same job will conduct data transport
between each other.We select one of them to be a “designated
task” and other tasks follow the principle that they only send
data to or receive data from the “designated task” (Figure 2).

There exists a difference between the power efficiency of a
VMand its host server because of virtualization. For example,
different types of hypervisors suffer different degrees of
degradation in VM performance. We use 𝑑proc, 𝑑io, and
𝑑trans to represent the degradation in VM power efficiency
of processing, disk I/O, and data transmission, respectively.
Thus the power efficiency of a VM can be expressed as below:

PEproc = PEproc ⋅ (1 − 𝑑proc) ,

PEio = PEio ⋅ (1 − 𝑑io) ,

PEtrans = PEtrans ⋅ (1 − 𝑑trans) .

(2)

As a summary, Table 1 lists the power features of VMs.
The dynamic power consumption of cloud data centers

is mainly produced from the workload on each running
server, while the resource demands of tasks are the major
sources that drive server workloads. In cloud environment,
the demands of tasks can be generally modeled by the task
attributes mentioned above. However, it is very difficult to
precisely predict the workload as a whole because actually
a server has several components (e.g., CPU, memory, disk,
and NIC) that keep producing static (idle) and dynamic
power. Thus a possible way is to consider the workload of
each component separately. We adopted this ideology and
propose to calculate separately the power of computing,
storage accessing, and communicating. Particularly in this
paper we take the load of the whole server into account and
use it to model performance loss.

Let 𝑃



proc, 𝑃



io, and 𝑃



trans denote the VM’s power con-
sumption in processing, disk I/O, and network data transfer,
respectively. We assume that VMs stay busy when execut-
ing the tasks assigned. So we regard 𝑃



proc, 𝑃



io, and 𝑃



trans
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Table 1: VM power features.

VM power features Description
host id Indicates the VM’s host server
proc perf  Max processing speed of the VM
io rate Max disk I/O rate of the VM
trans rate Max data transfer rate of the VM
PEproc VM power efficiency (processor)
PEio VM power efficiency (disk I/O)
PEtrans VM power efficiency (data transfer)
𝑑proc PEcal degradation
𝑑io PEio degradation
𝑑trans PEtrans degradation

as unchanged values during execution. Considering task
resource demands, VM power features, and the workload on
host servers, we can estimate the energy consumption of a
task run on a VM via

task energy = 𝐸proc + 𝐸io + 𝐸trans

= 𝑃



proc ⋅ 𝑇proc + 𝑃



io ⋅ 𝑇io + 𝑃



trans ⋅ 𝑇trans,
(3)

where

𝑇proc =

𝑁proc

proc perf  ⋅ (1 − 𝐿)

,

𝑇io =

𝑁io
io rate ⋅ (1 − 𝐿)

,

𝑇trans =

𝑁trans
trans rate ⋅ (1 − 𝐿)

,

(4)

where 𝑁proc denotes the number of instructions, while 𝑁io
and 𝑁trans represent the amount of disk data throughput and
the amount of data transferred through network, respectively.
These task attributes can be estimated by existing techniques.
𝐿 is the performance loss caused by high workload on the
server. It is intuitive that the higher the load a server works
under, the greater value 𝐿 has. The correlation between the
workload ofCPUand other components is quite complex, but
there is a basic knowledge that the performance of the whole
system probably degrades when CPU is working under high
load. So as a simplification, we model 𝐿 as follows:

𝐿 =

{

{

{

𝑢

1/𝛽
, 0 ≤ 𝑢 ≤ 0.95,

1, 0.95 < 𝑢 < 1,

(5)

where 𝑢 represents the current CPU utilization of the host
server. 𝛽 is the high-load penalty factor and 𝛽 ∈ (0, 1]. With
(3) and (4), we finally have

task energy = (

𝑁proc

PEproc
+

𝑁io
PEio

+

𝑁trans
PEtrans

) ⋅

1

1 − 𝐿

, (6)

where PEproc, PE


io, and PE


trans represent the power efficiency
of VM regarding instructions processing, disk I/O, and data

transmission. From (6) we can see that assigning tasks
to virtual machines with high power efficiency is of great
significance to reduce energy consumption. Meanwhile, the
workload on servers should also be considered because high
load leads to great performance degradation, which increases
the energy required to finish a task.

3.2. Task Buffer. There are two methods to determine the
scheduling order: FIFO mode and buffer mode (or batch
mode). In completely FIFO mode, all tasks are organized
and scheduled sequentially according to the arrival time.
Thus FIFO mode provides best fairness but may fail to
satisfy the QoS (Quality of Service) of some specific tasks.
As an improvement, buffer mode allows buffering a certain
number of tasks and schedules them by some principles.
Buffer mode is similar to priority queue but it is not global,
which guarantees the scheduler’s efficiency and enhances its
effectiveness at the same time. Algorithms that adopt buffer
or batch mode include Min-Min, Max-Min [9], and RASA
[10]. Practically, it is not easy to determine the buffer’s size
because oversized buffer causes low efficiency while making
it too small may reduce the chance to find better scheduling
solutions.

In this paper, a variable-sized task buffer is adopted on
the basis of a global FIFO queue. To be more detailed, tasks
at the head of the FIFO queue are put in the buffer then
their minimum energy consumption (relevant to currently
available VMs) will be estimated. Tasks with lower predicted
energy consumption will be scheduled with higher priorities.
Assume that the arriving of cloud tasks is a Poisson process
with its intensity equal to 𝜆; then the expectation of task
arrival interval is 1/𝜆. Hence, it is a feasible way to set the
buffer size to a multiple of 𝜆 (and round it):

buf size = ⌈𝛼 ⋅ 𝜆⌉ , (7)

where 𝛼 is a system parameter that can be set empirically.
Increasing the size of buffer is helpful to find better (more
energy-saving) scheduling solutions when tasks arrive inten-
sively. Meanwhile a smaller buffer can make the scheduler
more efficient in the condition that the arrival rate is relatively
low.

3.3. Task Scheduling Framework. Now we briefly depict the
entire energy-aware task scheduling framework. After being
submitted to the cloud, users’ jobs are first decomposed into
several tasks. These tasks are put in a FIFO queue and then
those at the head are transferred to the task buffer. The
energy estimate module is in charge of estimating the energy
consumption of each task in the buffer. After receiving the
output from energy estimate module, the scheduler finishes
the scheduling of this batch of tasks. Then the next batch
is pushed into the buffer and the above process is repeated.
Figure 3 illustrates the whole energy-aware task scheduling
framework.

The algorithm inside the scheduler is the key part for
making energy-saving task allocations. Thus we propose an
energy-saving heuristic task scheduling algorithm.
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Figure 3: Energy-aware task scheduling framework.

Table 2: List of parameters used in the algorithm’s pseudocode.

Parameter Description
𝑉 The set of currently available VMs
𝑀 The set of physical servers
Buffer Task buffer
𝑄 Global task queue (FIFO)
buf size The size of task buffer

4. VM Power Efficiency-Aware Greedy
Scheduling Algorithm (VPEGS)

With the expansion of cloud data centers and the increase of
computing demands from users, it is of great significance to
consider the heterogeneity of both infrastructures and task
demands. Currently, many researches (e.g., [23, 26]) only cast
their sight on VM consolidation because it is an effective
way to reduce wasted energy by controlling the workload on
servers.However, ifmuch load is imposed on serverswith low
power efficiency, it will cause higher energy cost to warrant
the QoS of tasks, which is the situation that service providers
are unwilling to face.

A feasible and effective solution is to consider power effi-
ciency in task scheduling. In virtualized environment, colo-
cated VMs can be regarded to have equal power efficiency,
which can be calculated by applying (2). Thus, assuming
that the infrastructure supports VM precreating and delayed
shutdown, we propose a virtual machine power efficiency-
aware greedy scheduling algorithm (VPEGS). The algorithm
takes VM power efficiency and task demands into account
and provides a sort of energy-saving task scheduling. We
first list the parameters used in the algorithm and give brief
descriptions (Table 2).

VPEGS is heuristic and takes the estimated task execution
energy as the evaluation function. We exploit (6) to estimate
the execution energy consumption (task energy

𝑡,𝑘
) of task 𝑡

on VM 𝑘, considering VM efficiency, efficiency loss caused
by virtualization, and the performance loss caused by high
server workload. Since we adopt task buffer, the process of
scheduling is similar to Min-Min and RASA. In other words,
the program attempt to search the buffer for a (𝑡

∗
, 𝑘

∗
) satisfies

task energy
𝑡
∗
,𝑘
∗ = min {task energy

𝑡,𝑘
} , (8)

Input: 𝑉, 𝑀, 𝑄
Output: task-to-VM Mapping
(1) Initialize Buffer
(2) Initialize min energy = MAX FLOAT
(3) while 𝑄 is not empty do
(4) for 𝑖 = 1 to min{size(𝑄), buf size} do
(5) 𝑡 = dequeue(𝑄)
(6) add 𝑡 into Buffer
(7) end
(8) while Buffer is not empty do
(9) for each task 𝑡 in Buffer do
(10) for each VM 𝑘 in 𝑉 do
(11) calculate task energyt,k
(12) if task energy

𝑡,𝑘
< min energy then

(13) min energy = task energy
𝑡,𝑘

(14) selected task = 𝑡

(15) selected VM = 𝑘

(16) end if
(17) end for
(18) end for
(19) assign selected task to selected VM
(20) remove task t from Buffer
(21) update the states of 𝑉 and 𝑀

(22) end while
(23) end while
(24) return task-to-VM Mapping

Algorithm 1: Virtual machine power efficiency-aware greedy
scheduling algorithm (VPEGS).

where 𝑡 = 0, 1, . . . , (buf size − 1) and 𝑘 = 0, 1, . . . , 𝑛. 𝑛 is the
number of VMs currently available. Then in this round, the
scheduler assigns task 𝑡 to VM 𝑘. The pseudocode of VPEGS
is shown in Algorithm 1.

The task buffer is initialized first and then the global
FIFO queue which dequeues the tasks at the head. After the
buffer is filled (or FIFO queue becomes empty), the scheduler
computes task energy

𝑡,𝑘
for each task 𝑡 on every available

VM 𝑘 (line (11)). Its time complexity equals inspecting a
buf size ∗ 𝑛 sized matrix. The minimum element is found
and the correspondingVM ID and task ID are recorded (lines
(14)∼(15)). Then the selected task is assigned to the selected
VM. This process repeats until the buffer is clear. Then the
next batch of tasks will be sent into it.

We analyze the complexity of VPEGS as below: each
decision of assignment has to check the whole matrix whose
size is buf size ∗ 𝑛, so the complexity of assigning one task
is 𝑂(buf size ∗ 𝑛). Suppose the total number of tasks that
arrived is 𝑢. Thus the overall time complexity of finishing the
scheduling is 𝑂(𝑢 ∗ buf size ∗ 𝑛).

5. Algorithm Evaluation

5.1. Experimental Setup. We implemented VPEGS and eval-
uated it in a simulated environment. We also implemented
Min-Min [9], RASA [10], and Random-Mapping [11] in
order to compare their effectiveness. The algorithms and
test programs were written in Java (JDK version 1.8.0 65).
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Table 3: The setting of task attributes in the experiment.

Task attribute Value
𝑁proc ∼𝑈(170, 510)
𝑁io ∼𝑈(100, 3000)
𝑁trans ∼𝑈(100, 2000)
Threads {1, 2, 3, 4}

Table 4: The setting of server configurations in the experiment.

Type PEproc PEio 𝑑proc 𝑑io 𝑑trans Number
Server 0 0.33 10.50 0.2 0.2 0.1 20
Server 1 0.15 9.00 0.1 0.3 0.1 8
Server 2 0.17 9.50 0.1 0.2 0.1 20
Server 3 0.28 21.50 0.1 0.1 0.1 12
Server 4 0.21 15.50 0.2 0.2 0.1 40

The simulation was run on a PC equipped with a dual-core
Pentium CPU (2.10GHz) and 4.0GB memory.

For every task decomposed from a job, the experimental
setting of its attributes is listed in Table 3. Where the metric
of 𝑁proc is Million instructions, while the unit of 𝑁io and
𝑁trans is MB. In order to simulate the difference of power
efficiency between heterogeneous physical servers, we set 5
types of servers and the corresponding configurations are
listed in Table 4. In the experiment, we suppose the power
efficiency of data transfer is infinity (i.e., zero overhead) if
twoVMs are server-local.Otherwise, it equals 50.Meanwhile,
the task with the smallest task id is always appointed to be
the “designated task” when multiple tasks that belong to the
same job are active in the virtual cluster.Thus the elements in
PEtrans matrix are defined as

PEtrans (𝑖, 𝑗) =

{

{

{

+∞, 𝑖 = 𝑗,

50, 𝑖 ̸= 𝑗.

(9)

5.2. Experimental Results. In the experiment we set the
number of servers (𝑚) to 100 according to Table 4 fixedly.
The program randomly generated 250 to 300VMs in the
initialization phase. High-load penalty factor 𝛽 was set to
0.15. The intervals of task arrivals followed exponential
distribution with 𝜆 = 3 and the buffer size was set to 15
initially. After initialization, the test programutilizedVPEGS,
Min-Min, RASA, and Random-Mapping (RM) separately
as the scheduling strategy to run the simulation. Each test
repeated 30 times and we took the average as our results.
The comparison regarding total system energy consumption
is shown in Figure 4.

The result illustrates that VPEGS performed the best
among the four scheduling algorithms with respect to energy
saving (Figure 4). Min-Min and RASA had similar perfor-
mance since their heuristic principles behind are similar.
VPEGS saved 29.1% and 28.6% energy when compared to
them on average. As for the reason, we argue that Min-
Min and RASA in some way can be energy-saving because
shortening overall execution time reduces the consumption
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Figure 4: Comparing the performances of VPEGS, Min-Min,
RASA, and RM on total energy consumption (buffer size = 15).

brought by server idle power. However, as power efficiency
is not taken into account, assigning tasks to those high-
performance nodesmay cause extra energy consumption.On
the contrast, VPEGS considers both the performance and
power features of VMs and exploits power efficiency as the
prime metric. Specifically speaking, Min-Min and RASA are
more likely to utilize the servers with great processing speed
or throughput rate, whereas VPEGS prefers those with high
power efficiency. In our experiment, actually a big number of
high-performance servers were of comparatively low power
efficiency. As a result, VPEGS showed its advantage in energy
saving. It is also noticed that Random-Mapping (RM) seemed
to be slightly more energy-saving than Min-Min and RASA.
Essentially this is because RM assigns tasks evenly so usually
high workload would not be imposed on servers with low
power efficiency. Averagely, VPEGS outperforms Random-
Mapping by about 23.0%.

We also see that when the number of servers is fixed, it
seems to be tougher to maintain energy-saving performance
as the number of tasks increases (Figure 5). When virtual
resources are sufficient to satisfying tasks’ demands, using
VPEGS can reduce total energy consumption by more than
20%. However, as the task arrival rate remained unchanged
(𝜆 = 3), the workload of the whole cluster went high
as the total number of tasks increased. In other words,
comparatively energy-efficient VMs were gradually used
up. Onto the fixed-scale simulated data centers with 100
heterogeneous servers, the performance of VPEGS degraded
in our experiment when the number of tasks is more than 90
(Figure 5).

We mentioned that the size of task buffer may influence
the performances of scheduling algorithms. To verify it, we
changed the task arrival rate, namely, 𝜆, to 6. Correspond-
ingly, the size of buffer was adjusted to 30. We reinitialized
the clusters and conducted the experiment again. Figures 6
and 7 show the results. In this case, compared withMin-Min,
RASA, and RM, VPEGS averagely saved 29.8%, 29.0%, and
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Figure 5: Normalized energy consumptions with different total
number of tasks (buffer size = 15).
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Figure 6: Comparing the performances of VPEGS, Min-Min,
RASA, and RM on total energy consumption (buffer size = 30).

23.3% energy, respectively. It is a little surprising to find that
enlarging the task buffer does not have big impact. Butwe also
see that the performance of VPEGS in this case was slightly
improved when the number of tasks exceeded 100.

Tasks may not gain their earliest completion time in
VPEGS since energy consumption is considered primarily.
There is a kind of conflict, as mentioned in [27], between
optimizing execution time and energy consumption. VPEGS,
to some degree, sacrifices the efficiency of task execution to
attain the goal of savingmore energy. However,Min-Min and
RASA pay more attention to reducing total makespan and
task execution time. Figure 8 shows the total task execution
time of Min-Min, RASA, Random-Mapping, and VPEGS
with the buffer size equal to 15. As a result, Min-Min and
RASA are effective in shortening the overall execution time
of all the tasks. The reason is simple: Min-Min and RASA
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Figure 7: Normalized energy consumptions with different total
number of tasks (buffer size = 30).
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Figure 8: Comparing different task scheduling algorithms on the
total task execution time (buffer size = 15).

take predicted task completion time as the heuristic. Besides,
short tasks outnumbered long tasks in our experiment;
thus RASA yielded no better performance in reducing total
execution time than pure Min-Min. We ran the test again
after changing the task arrival rate and the buffer’s size
(Figure 9). Combining Figure 8 and Figure 9, we can see that
the change of buffer size did not affect the total task execution
time for VPEGS. But the time for RASA was shortened when
we reduced the number of tasks per batch (Figure 9). This is
because when the number of tasks in the buffer was reduced,
RASA was more likely to make the same decisions with Min-
Min.

We also carried out experiments to test the impact of the
buffer’s size on scheduling overheads (Figure 10). Scheduling
overhead represents the average time that the scheduler takes
to make a task assignment decision. We use the average time
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Figure 9: Comparing different task scheduling algorithms on the
total task execution time (buffer size = 5).
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Figure 10: The scheduling overheads of VPEGS, Min-Min, RASA,
and RM with different buffer sizes.

that a task stays in the buffer to evaluate the scheduler’s
efficiency in the experiment.

Though theoretically Min-Min, RASA as well as VPEGS
have the same time complexity; it can be pointed out from
Figure 10 thatMin-Min suffers the least scheduling overheads
among these three heuristic algorithms. The reason is that
VPEGS spends extra time on estimating task energy. RASA
checks whether the number of available VMs is odd before
assigning tasks. VPEGS is slightly more efficient than RASA
since it does not check the odd-even property and only
considers current availability of VMs. In other words, tasks
will not wait for occupied VMs in VPEGS even though
sometimes waiting helps to shorten the makespan and exe-
cution time. On this point, we conclude that VPEGS, as a
heuristic algorithm, only suffers small scheduling overheads
when adopting an appropriate size of task buffer.

As a summary, the experimental results illustrate that
as the scheduler of our proposed energy-aware scheduling
framework,VPEGS is effective to schedule tasks in an energy-
saving manner. Compared with traditional scheduling algo-
rithms focusing on optimizing overall makespan and task
execution time, VPEGS takes into account the task resource
demands, VM power efficiency, and server workload. The
target of algorithms like Min-Min and RASA are to shorten
the makespan and total execution time of a batch of tasks.
This is in some way helpful to save system energy when
the differences between servers’ power efficiencies are small
and server idle power makes great impact on the total
energy consumption. However, with the fast expanding on
data centers’ scale, cloud infrastructures probably consist of
hundreds of different types of servers. This heterogeneity
makes it necessary to consider more factors including server
performance, power efficiency, and serverworkloads. Aiming
at reducing the energy consumption of heterogeneous clus-
ters, VPEGSprovides a highly feasibleway to conduct energy-
aware task scheduling.We list themain advantages of VPEGS
as follows:

(i) Multiple factors that influence system energy con-
sumption are considered. VPEGS conducts schedul-
ing according to the estimation on task energy,
which takes into account the information about task
resource demands, VMpower efficiency, serverwork-
load, and performance loss.

(ii) VPEGS realizes a fine-grained resource provisioning
and task scheduling at the level of virtual machine
clusters supporting “precreating” and “delayed shut-
down.”

(iii) VPEGS has high feasibility since it works without any
training. Besides, we set the size of the task buffer to an
adaptive value to balance the scheduler’s performance
and efficiency.

(iv) Greedy strategy ismade use of to realize low-overhead
task scheduling.

6. Conclusion and Future Work

Cloud computing is believed to have great potential in
satisfying diverse computing demand from both individuals
and enterprises. But at the same time the overconsump-
tion of electricity by cloud data centers becomes a big
worry. Considering the virtualized environment in cloud
data centers, in this paper, we propose an energy-aware
task scheduling framework consisting of a task resource
requirements predictionmodule, an energy estimatemodule,
and a scheduler. Based on this framework, we propose a
heuristic task scheduling algorithm named VPEGS. VPEGS
takes into account task resource demands, server/VM power
efficiency as well as server workload. Oriented to heteroge-
neous cloud environment, the proposed algorithm does not
need training and is able to schedule tasks in an energy-saving
manner. VPEGS shares the similar heuristic ideology with
Min-Min and RASA, but it prominently saves system energy
by sacrificing some efficiency in task execution. Experiment
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based on simulation was carried out to evaluate VPEGS.
The results illustrate its novelty that VPEGS reduced system
energy consumption by over 20% when compared to the
strategy of Random-Mapping. It also outperformedMin-Min
and RASA in saving energy by approximately 29% and 28%,
respectively, without producing large scheduling overheads.

Future research will focus on how to effectively combine
task scheduling and VM consolidation strategies in order to
further enhance the effectiveness of energy saving. Besides,
we plan to make a deeper investigation into the factors or
technologies (e.g., Dynamic Voltage Frequency Scaling) that
influence server’s power efficiency.
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Hadoop distributed file system (HDFS) is undoubtedly the most popular framework for storing and processing large amount of
data on clusters of machines. Although a plethora of practices have been proposed for improving the processing efficiency and
resource utilization, traditional HDFS still suffers from the overhead of disk-based low throughput and I/O rate. In this paper, we
attempt to address this problem by developing amemory-basedHadoop framework calledMHDFS. Firstly, a strategy for allocating
and configuring reasonable memory resources for MHDFS is designed and RAMFS is utilized to develop the framework. Then,
we propose a new method to handle the data replacement to disk when memory resource is excessively occupied. An algorithm
for estimating and updating the replacement is designed based on the metrics of file heat. Finally, substantial experiments are
conducted which demonstrate the effectiveness of MHDFS and its advantage against conventional HDFS.

1. Introduction

Recent years have seen an astounding growth of enterprises
having urgent requirements to collect, store, and analyze
enormous data for analyzing important information. These
requirements continuously step over a wide spectrum of
application domains, ranging from e-business and search
engine to social networking [1, 2].

With the significant increment of data consumption in
various applications, from the level of GB to PB, there is an
urgent need for such platforms with superior ability to store
and process this exploding information. As the most used
commercial computing model based on the Internet, cloud
computing is currently employed as the primary solution and
can provide reliable, scalable, and flexible computing abilities
as well as theoretically unlimited storage resources [3]. With
necessary components available, such as networks, compu-
tational nodes, and storage media, large-scale distributed
clouding platforms can be conveniently and quickly built for
various data-intensive applications.

Conventional could computing systems mainly rely
on distributed disk storages and employ the management

subsystems to integrate enormous machines and build the
effective computing platform. Typical cloud computing plat-
forms include Apache Hadoop [4], Microsoft Azure [5],
and Google MapReduce [6, 7], among which the open-
source Hadoop system gains particular interests in practice.
Generally, these platforms all provide high throughput in data
access and data storing for clients by effectively managing
distributed computer resources, which are proved to be
appropriate to store and process large amount of data in real-
world applications.

However, as the evolvement of modern computer hard-
ware, the capacity of various memory media is continuously
increasing, with the decline of their prices. Considering this
situation, researchers and engineers have focused their effort
on the employment and management of memory resources
to step across the bottleneck of I/O rate in conventional
distributed cloud computing systems.

Current memory-based distributed file systems are
mostly designed for the real-time applications, including
HANA [8] and Spark [9, 10] as the typical representatives.
Their goal is to speed up the process of data writing and
reading from different perspectives. HANA is the platform
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developed by SAP Inc. and is widely used in fast data
processing by employing a specifically designed framework
of memory-based distributed storing. Even though HANA
platform is widely adopted, it is mainly designed to handle
the structured data instead of semistructured data. Since
there are quite a number of applications based on semistruc-
tured or even unstructured data, HANA is not suitable for
them. Meanwhile, HANA is usually memory-intensive due
to its high occupation of memory space. Spark is a recently
involved cloud computing system based on memory that
employs the basic concept of resilient distributed datasets
(RDD) to effectively manage the data transformation and
storage. Spark is a fast and general-purpose cluster computing
system which provides high-level APIs and an optimized
engine that supports general job executions. It is highly
dependent on the third-party component Mesos [11], whose
authority is to manage and isolate variousmemory resources.
This causes the unreliability and absence of customization
for Spark. Additionally, Spark is based on its self-developed
data model called RDD (resilient distributed datasets) that
differs significantly from the conventional HDFS data model.
Thus, the problem of compatibility is also the crucial part for
its limited employment on existing applications. Developers
have to design their data structures and architectures from
scratch.

Based on the above analysis, this paper mainly focuses on
improving the current infrastructure of HDFS. We extended
the storage media of HDFS from solely disk-based to
memory-based, with disk storage as addition, and designed a
proper strategy to preferentially store data into the memory.
Meanwhile, we proposed an algorithm of memory data
replacement for handling the overload of limited memory
space and effectively increase the average I/O rate as well as
overall throughput of the system.

Themain difference of ourMHDFS framework compared
to Spark and HANA includes two aspects. Firstly, we devel-
oped the framework based on nativeHadoop, which provides
consistent APIs and data structures. So existing applications
based on Hadoop can conveniently migrate to MHDFS
with little changes. Secondly, we designed the memory data
replacement module as the secondary storage. So MHDFS
can automatically handle the situation when memory space
is nearly occupied.

The remainder of this paper is organized as follows. Sec-
tion 2 presents a brief description of our proposed MHDFS
system and demonstrates the key architecture. Section 3 gives
the strategies of allocating and deploying distributedmemory
resources. Section 4 introduces fault tolerance design based
on memory data replacement. Then, in Section 5, experi-
ments on different size of data are conducted to evaluate
the effectiveness of our proposed model. Finally, we present
related studies in Section 6 and conclude our work in
Section 7.

2. Architecture

Based on the previous analysis, we now present MHDFS,
a memory-based Hadoop framework for large data storage.
MHDFS is an incremental system of the native HDFS. Other

than the normal modules, it includes two other modules, the
memory resource deployment module and the memory data
replacement module. The architecture of MHDFS is shown
in Figure 1. In MHDFS, name node accepts clients’ requests
and forwards them to assigned data nodes for specific writing
or reading jobs. Data nodes are based on both memory and
disk spaces, where memory space is selected as the preferred
storing media against disk through the help of memory
resource deployment module. Meanwhile, for handling the
problem of limitedmemory space, memory data replacement
module is involved as the middleware and swaps files into
disk when necessary. And it is proved to be useful to the
robustness of the whole system.

2.1. Memory Resource Deployment Module. This module is
designed for configuring and allocating available memory
space for deploying MHDFS. Based on the analysis on the
historical physical memory usage of each data node, we esti-
mate the size of availablememory space, that is, the remaining
memory space not occupied by ordinary executions of a
machine. Then, the estimated memory space will be mapped
to a file path and used for deploying MHDFS. Data will be
preferentially written into the memory space instead of the
conventional HDFS disk blocks.

2.2. Memory Data Replacement Module. This module is
designed for swapping data between memory and disk when
RAM space is occupied by executing jobs. In this module, a
reasonable upper bound is set to start the data replacement
process. In addition, a submodel based on file accessed heat is
proposed to find the best swapping data block. Intuitively, the
file heat is related to the access frequency of a file; that is, files
being accessed frequently during recent period will generally
have higher heats. Details will be presented in Section 3. In
this submodel, heat of each file will be evaluated and files
in the memory will be ranked according to their heat. Then,
files with low heat will be swapped out to the local disk so
as to ensure the available memory space for subsequent job
executions.

3. Strategy of Memory Resource Deployment

3.1. Allocation of Memory Resources. In order to allocate
available memory resources for deploying HDFS, we utilized
the records of physical memory on each data node and
estimate the reasonable memory spaces. The key strategy is
stated as follows.

We denote the total memory capacity of each data
node as 𝑀

𝑇
, which is related to the configuration of the

physical machine. To calculate the available memory space
for deploying MHDFS, we monitor the usage information
of data node within a time duration of Δ𝑇 and record the
maximal RAM usage as 𝑀

ℎ
. Since the memory usage is

fluctuating continuously with enormous job executions, we
give a relax to the local computing usage and set the maximal
usage as 𝛿 ×𝑀

ℎ
. The value of 𝛿 is determined by the running

status of different clusters, but generally we could set it as
120% to satisfy the local job executing requirements. Finally,



Scientific Programming 3

Memory resource deployment module

Memory data replacement module

Frame 1 

Memory resource deployment module

Memory data replacement module

Frame 2 

Client

Write Write

Back-up
Data node Data node

Name nodeClient

Read

Metadata request

Block request

Memory storage
Disk storage

Figure 1: The architecture of MHDFS.

the remaining memory space is allocated as the resources
for MHDFS, which is called the maximum available memory
storage space (𝑀

𝑎
):

𝑀
𝑎
= 𝑀
𝑇
−𝑀
ℎ
∗ 120%. (1)

If the calculated 𝑀
𝑎
is less than or equal to zero, the

historicalmaximalmemory usage on the node is convinced to
exceed 83.3%, which further indicates the heavy load of phys-
ical memory. In this case, due to the lack of enough available
memory spaces, this data node is decided to be unsuitable for
allocating memory resources for MHDFS. Intuitively, when
the total size of written data exceeds𝑀

𝑎
,MHDFSwill prevent

subsequent data writing into the memory of this node.
Since HDFS requires the storage paths mapping to spe-

cific directories, we have to map the available memory space
to a file path. For the sake of convenience,Ramfs is used as the
developing tool [12]. It is a RAM-based file system integrated
into the Linux kernel and works at the layer of virtual file
system (VFS).

According to the maximal available memory space 𝑀
𝑎

proposed above, we use Ramfs to mount the memory space
to a predefined file path, so that data could be written
into the memory accordingly. Ramfs takes the advantage of
dynamically allocating and utilizing memory resources. To
be more specific, if the amount of written data is less then
𝑀
𝑎
, say 𝑀

𝑑
(𝑀
𝑑
< 𝑀
𝑎
), Ramfs only occupies the memory

space of size 𝑀
𝑑
while the remaining are still preserved

for ordinary job executions. With the size of written data
increasing continuously, Ramfs enlarges the total occupied

memory space to meet system requirements. The size of the
remaining memory space could be marked as

𝑀
𝑝
= 𝑀
𝑇
−𝑀
𝑑
, (2)

where𝑀
𝑇
is the total memory space of the data node and𝑀

𝑑

is the actual used memory space by MHDFS.
Ramfs ensures 𝑀

𝑝
always being positive along with the

process of data reading andwriting,which improves the effec-
tiveness of memory utilization of the physical machine. And
the mechanism of dynamically allocating memory resources
further reduces its inferior effect to the capability of local
job executions. Practically, we can set parameters in hdfs-
site.xml file and configure the file pathmapped frommemory
to another storage path of data block.

3.2. Management of Memory Resource. Conventionally, data
is usually stored in the unit called data block in HDFS. Tra-
ditional data storing process in HDFS could be summarized
as the following steps: (1) client requests for writing data, (2)
name node takes charge of assigning data nodes for writing
and recording the information of assigned nodes, and (3)
specific data nodes store the writing data to its self-decided
file paths.

The data storage structure of the data node could
be demonstrated as in Figure 2. Each FSVolume repre-
sents a data storage path and the FSVolumeSet manages
all FSVolumes which is configured in the directory of
${𝑑𝑓𝑠.𝑑𝑎𝑡𝑎.𝑑𝑖𝑟}. Generally, there is more than one data stor-
age path ${𝑑𝑓𝑠.𝑑𝑎𝑡𝑎.𝑑𝑖𝑟} on each data node; HDFS employs
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Figure 2: The data storage structure of MHDFS.

the strategy of round robin to select different paths so that
data at each path could be balanced. The general idea of
round-robin path selection is to use variable curVolume to
record current selected storage path increasing it by one after
a block of data is written each time. Then curVolume points
to the next storage path in the volumes array. When each
data block is written, storage path is changed and finally,
after curVolume reaches the end of volumes array, it will be
redirected to the head.

To ensure data written into the memory preferentially,
we rewrite the policy of selecting storage path in HDFS.
We assign different file paths with different priorities, sort
them ordered by priority, and then store the file paths
into the volumes array of the data node. Considering Fig-
ure 2, for example, with the memory-based storage path in
array volumes[0] and the disk-based storage path in array
volumes[1], we check the paths in the array from start when
data is written. MHDFS will continuously check the paths
subsequently until a satisfied one is found out.

4. Strategy of Memory Data Replacement

4.1. File Replacement Threshold Setting. Obviously, memory
resource of physical machines is limited compared with disk
spaces. When the remaining memory space of the data node
is below a specific threshold, the process of replacing data
stored in memory into disk will be triggered. In MHDFS,
we design a strategy of threshold measuring and replacement
trigger.

The threshold setting is specific to the user and appli-
cation, whereas it is usually acceptable to set as the 10% of
the maximal available storage space of the data node, which
means when there is less than 10% of maximal available space
remaining, MHDFS should start the process of replacement.

Based on the assumption that the maximum available
memory on a data node DN is 𝑀

𝑎
and the already used

memory space on DN is𝑀
𝑢
, the trigger condition could be

set that the remaining memory space is less than 10% of𝑀
𝑎
.

The data replacement trigger threshold on the DN node is
denoted as 𝑇start, and its formula could be wrote as follows:

𝑇start = (𝑀𝑎 −𝑀𝑢) − 10% ∗𝑀𝑎. (3)

After the writing operation has finished on DN, the detection
of the threshold 𝑇start will be conducted.

Replacing process is constantly conducted with low heat
file swapped out from thememory until (4) is satisfied, which
indicates that the available memory space on DN is sufficient
again:

𝑇stop 𝑠 ≤
𝑀
𝑎
−𝑀
𝑢

𝑀
𝑎

. (4)

Generally, the threshold for stopping the replacement
process is very specific to different applications and config-
urations of clusters, which is decided by the user himself.
In this paper, according to the environment of our exper-
imenting cluster, the default stopping threshold is set as
𝑇stop 𝑠 = 40%; that is, when the available memory on DN
exceeds 40% ∗ 𝑀

𝑎
after the involvement of memory data

replacement, the replacement process will be suspended and
data will be still kept retaining in memory to ensure the
efficiency of subsequent data accesses.

4.2. Measurement of File Heat. In order to make the file
replacement effective, a strategy has to be proposed to
identify the files to be replaced. Intuitively, if a file is accessed
frequently by the applications, it is more preferable to retain
in memory, while the less frequently visited files could be
swapped into the disk to save memory space.

A frequency-based heat parameter is proposed in
MHDFS to handle the problem stated above. The heat
parameterwill be stored in themetainformation of each file in
the memory, which records the access frequency and access
volume. Basically, there are three rules:

(1) Files with more frequent access have higher heat.
(2) Files with larger amount of data access have higher

heat.
(3) Files with shorter survival time have higher heat.

We designed the heat metric based on the theory of time
series which can evaluate the accessing status of each file.The
frequency of the file being accessed is recorded within time
interval. The heat is updated after the file is accessed. The
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Input:
Operation: Type of Operate of Write and Read
RDatNum: Number of byte of requesting to access the file, or Number off byte of writing into file
⟨Fseq, Heat, Life, AccessT, InVisit𝑇⟩: File List, Current Heat, Life Time, Access Time, Access Interval

Output: Result: Result of Update
(1) Function UpdateHeatDegree
(2) Seq = Fseq;
(3) //Get current time;
(4) Time = getTime();
(5) if (operation == read) then
(6) factor = (Time − Access𝑇)/Invisit𝑇 + (Time − Access𝑇);
(7) New heat = (factor ∗ RDatNum + (1 − factor) ∗ heat)/(Time − Life);
(8) Invisit𝑇 = Time – Access𝑇;
(9) Access𝑇 = Time;
(10) Heat = New Heat;
(11) return Success, ⟨Fseq, Heat, Life, Access𝑇, InVisit𝑇⟩
(12) end if
(13) if (operation == write) then
(14) Access𝑇 = Time;
(15) Invisit𝑇 = Time – Access𝑇;
(16) if (operation == create) then
(17) Fseq = new Fseq();
(18) New heat = 0;
(19) Life = Time;
(20) Heat = New heat;
(21) return Success, ⟨Fseq, Heat, Life, Access𝑇, InVisit𝑇⟩
(22) end if
(23) if (operation == add) then
(24) return Success, ⟨Fseq, Heat, Life, Access𝑇, ReSet𝑇⟩
(25) end if
(26) end if
(27) if (operation == delete) then
(28) delete(Fseq);
(29) return null
(30) end if
(31) return Fail, ⟨Fseq, Heat, Life, Access𝑇, ReSet𝑇⟩
(32) End

Algorithm 1: Memory file heat update.

shorter the interval is, the greater impact the access has, and
vice versa.

We denote𝐻
𝑖
(𝑓) as the head of the file on data nodes in

the memory storage and propose the following equation:

𝐻
0
(𝑓) = 0

𝐻
𝑖
(𝑓) =
𝛽 ∗ 𝑆
𝑖
+ (1 − 𝛽) ∗ 𝐻

𝑖−1
(𝑓)

𝑇
𝑖

,

(5)

where 𝛽 = Δ𝑡
𝑖
/(Δ𝑡
𝑖
+ Δ𝑡
𝑖−1
).

Apparently, the equation is consistent with the above
three principles. When a file is accessed frequently, 𝐻

𝑖−1
(𝑓)

gives more weight to 𝐻
𝑖
(𝑓), and if bytes of accessed data

𝑆
𝑖
are large or file survival time 𝑇

𝑖
is small, 𝐻

𝑖
(𝑓) will also

generate a larger result. 𝛽 is an adjustment factor based
on the time series, which mainly works for adjusting the
relationship between the current heat and historical heat.

A larger adjustment factor results in a greater impact of data
accessed amount to the file heat, while a smaller one gives
more weight to the historical heat value.

4.3. File Heat Update. As can be seen from Section 4.2, file
heat updating process is specific to different data operations.
In this paper, we categorize various data operations into
three groups: (1) writing operation, including creating and
adding, (2) reading operation, and (3) deleting operation.
Considering the three kinds of operations, the updating
strategy is demonstrated as pseudocodes in Algorithm 1.

The updating of file heat information includes adding,
updating, and deleting. Initially, the heat of a file is zero
which clearly means that newly created file with no reading
access never has a positive heat. And if a file has never been
read since creation, the associated heat value will remain
unchanged. This indicates that reading operation is closely
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related to the increase of file heat which is confirmed to our
common sense. The updating process can be summarized as
follows.

(1) For reading operations, accessed data size and access-
ing time will be recorded, and our algorithm will
update the file heat as well as the access interval
parameter according to (5).

(2) For writing operations, we consider them as two
cases: (a) creating operation: a file sequence number
and file feat are initialized, with both creating time
and access time as current system time and access
interval as zero; (b) adding operation: adding time
is recorded and access interval is updated, without
updating the file heat.This is consistentwith the above
analysis that only reading operations can directly
impact the altering of file heat.

(3) For deleting operations, file heat recordwill be deleted
based on the defined file sequence number.

4.4. File Replacement. Based on the measurements of thresh-
old setting and file heat updating strategy stated above,
we designed the module of memory file replacement. The
process can be summarized in Figure 3.

For the sake of simplicity, we set the starting threshold of
replacement as 10% of total available memory space and the
stopping threshold as 40% of total available memory space.
The process could be summarized as the following steps:

(1) Check the remaining memory, and if remaining
memory space is less than 10% of 𝑀

𝑎
, replacement

process shall be started.
(2) Sort all files in memory by their file heats in descend-

ing order.
(3) Generally, each file may contain a number of data

blocks. Replacement process starts from the data
block with the longest survival time until all the data
blocks are moved out.

(4) When all data blocks in a file have been replaced into
the disk, the corresponding file heat is deleted and
replacement process carries on to replace the data
block in the file with secondary lowest file heat.

(5) Suspend replacement process when the remaining
space reaches 40% of𝑀

𝑎
again.

5. Experiment

In order to showcase the performance of our proposed
MHDFS model, we did comparison experiments on stimu-
lated datasets. Reading and writing performance is evaluated
on different size of data, say, 2GB and 8GB. Ramfs is utilized
as the developing tool for the mapping of memory space.

5.1. Experimental Setup. Experimental cluster is set up with
nine nodes: one for the Hadoop name node and resource
manager, and the others for the data nodes and data man-
agers. Each node is a physical machine with dual 3.2 GHz

Check remained
memory space larger

than 10% 

Sort files in memory 
by heat

Check remaining
memory space

Stop

Delete heat record if data of a 
file is all moved into disk

Suspend 
replacement

Write data block

Yes

No

No

Yes

Swap low heat 
files into disk

Figure 3: Process of memory file replacement.

Xeon EM64 CPU, 4GB MEM, and 80GB HDD, connected
via Gigabit Ethernet.We use RedHat Enterprise Linux Server
Release 6.2 as the host operating system and the version of
Hadoop distribution is 2.6.0.

For conducting the experiments, we map the memory of
name node to the file storage path using Ramfs and configure
two file paths (one for the disk storage and the other for
the memory storage) in the Hadoop configuration file. After
recompilation, HDFS can identify both the file paths and
dynamically assign priority to them.

5.2. Performance Comparison on Single-Node Cluster

5.2.1. I/O Test with Small Datasets (Less Than 2GB). Data
reading and writing operations are conducted on MHDFS
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Figure 4: HDFS/MHDFS 2GB data write test on single-node cluster.
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Figure 5: HDFS/MHDFS 2GB data read test on single-node cluster.

and HDFS based on a single-node cluster and performance is
recorded to evaluate the effectiveness of our proposedmodel.
Data size increases continuously from 500MB to 2GB. The
evaluating results are shown in Figures 4 and 5.

Generally, the throughput and average disk write rate of
both models increase with the increment of data size. The
throughput of HDFS is floating around 300MB/s, whereas
MHDFS reaches up to 700–800MB/s, almost three times
faster than HDFS. The result shows that MHDFS can signif-
icantly improve the performance of writing data compared
with conventional HDFS.

Considering the reading performance shown in Figure 5,
the throughput of HDFS is floating around 900MB/s, while
MHDFS is up to 3000MB/s, which is also three times
of HDFS. Internally, MHDFS is able to respond to data
reading requests in time, since the data read by MHDFS is
preferentially stored inmemory, rather than disk. Besides, the
relatively good performance of HDFS is highly related to the
use of SSD, which further indicates the significant improve-
ment of MHDFS against HDFS in various conditions.

5.2.2. I/O Test with Large Datasets (from 2GB to 8GB). In
this subsection, we evaluate our proposed MHDFS model
with larger size of datasets. Intuitively, when the written
data exceeds a certain size, memory space is occupied, and
subsequent writing will be directed to file paths in the disk.

Figure 6 shows the results of performance evaluation
with data size varying from 2GB to 8GB. Generally, after
the data size reaches over 2GB, the throughout and average
I/O rate both have declined due to the lack of memory
space. In detail, the value of throughput and average I/O
rate of writing and reading have declined from 800Mps
to 600Mps and 3000Mps to 2000Mps, respectively. Even
though both MHDFS and HDFS get declined performance
with data increases, MHDFS still achieves higher results
againstHDFS.This is consistent with our expectation and can
be explained as follows. When memory space is insufficient,
data replacement operation will be started and data can only
be stored into disk during the replacing period.Thismay lead
to the declined performance of MHDFS for a while. After the
complete of replacement, data is still written into the available
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Figure 6: HDFS/MHDFS 8GB data read/write test on single-node cluster.

memory space and reaches a relatively stable performance
with subsequent writing requests.

5.3. Performance Comparison on Multinode Cluster. For
comparing the performance of MHDFS and conventional
HDFS in real-world distributed environment, we conducted
experiments on the multinode cluster. We configure different
memory resources for MHDFS on each node to test the
triggering and swapping strategy.The configuration is shown
in Table 1.

Generally, nine nodes are selected for the experiment:
one for master node and the others for data nodes. The total
memory allocated for MHDFS is 10100MB, where master
node is allocated 2GB for ensuring the execution of thewhole
cluster. Memory allocation on each data node is according
to the historical maximal memory usage individually. We use
the Linux command top to periodically monitor the ordinary
memory usage of each machine and estimate the maximal
one. And for testing the effectiveness of our memory data
replacement strategy, the experiment data size is designed to
exceed the available total memory space.

5.3.1. I/O Test with Small Datasets (Less Than 10GB). We
evaluate the performance of MHDFS and HDFS on small

Table 1: Memory storage resources on each node.

Node Historical maximal
memory usage

Allocated memory
size (MB)

Master / 2000
𝑁1 59.7% 1250
𝑁2 62.6% 1000
𝑁3 65.0% 900
𝑁4 61.9% 1050
𝑁5 68.1% 750
𝑁6 58.9% 1200
𝑁7 62.7% 1000
𝑁8 64.1% 950

datasets, say, less than 10GB, when memory space for the
whole cluster is not fully occupied. In this case, MHDFS will
not trigger the process of data swapping and disk storing.The
amount of data is increasing from 1GB to 10GB, every 2GB
as the step. The results are shown in Figures 7 and 8.

As can be seen from Figure 7, the writing throughput and
average writing rate of MHDFS are 45Mbps and 50Mbps,
respectively, which only has a slight improvement over HDFS
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Figure 7: HDFS/MHDFS 10GB data write test on multinode cluster.
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Figure 8: HDFS/MHDFS 10GB data read test on multinode cluster.

compared with results in single-node environment. This is
due to the fact that writing data into the cluster requires
simultaneously copy writing; that is, for each writing, three
copies of the data should be stored in different nodes. With
100Mbps as the bandwidth of each node, the crucial cost of
writing is actually the network overhead which cannot be
improved byMHDFS. In fact,MHDFS is designed to leverage
the memory space for handling disk writing overhead and
thus can provide little help to other factors like network
transferring.

Figure 8 presents the results of reading test. The reading
throughput and average reading rate of MHDFS reaches
2600Mbps and 2650Mbps, respectively, which outperforms
two and half times compared to HDFS. Undoubtedly, this
is consistent with our theory that when reading data from
cluster, data as well as its copies are mostly stored in memory
and this provides very fast reading operations. Interest-
ingly, however, with the increase of data size, the reading
performance gets a few declines. This is because, for the
single-node environment, all data can be read from memory
while, for multinode clusters, some data must be transferred
via network from other data nodes. The additional cost of

network transfer leads to the slightly decline when large
amount of data is requested.

5.3.2. I/O Test with Large Datasets (from 10GB to 25GB). In
this subsection, we evaluate our proposed MHDFS model
with larger size of datasets in the environment of multinodes
cluster. In this situation, MHDFS will employ the strategy of
data replacement. Figures 9 and 10 demonstrate the writing
and reading results.

From Figure 9, it is clear that when writing data exceeds
10GB, that is, the allocated memory space for MHDFS, the
writing performance declines due to the involvement of data
replacement, even if it still outperforms HDFS with 5% to
15%.

Remarkably, different with the cases in single-node clus-
ter, the adjective impact of data replacement is much slighter
due to the fact that, in single-node situation, memory space
is totally prohibited for writing when data replacement is
conducted, while, for multinode cluster, replacing on one
node will not affect another node’s writing process; that is,
data replacement seldom occurs on all nodes in the whole
cluster.
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Figure 9: HDFS/MHDFS 25GB data write test on multinode cluster.
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Figure 10: HDFS/MHDFS 25GB data read test on multinode cluster.

The reading test result is undoubtedly consistent with
other evaluations according to Figure 10, and, due to the
factor of data locality, reading performance in multinode
cluster declines faster than that in single-node situation. In
detail, for single-node clusters, data is only read from local
machine while, formultinode clusters, data shall occasionally
be obtained from other machines via network.

5.4. A Real Case Benchmark. In this section, we benchmark
our MHDFS framework compared with native HDFS based
on the word-count case, that is, to evaluate the average
performance when processing real-world applications. We
evaluate the total executing time of the word-count cases as
MapReduce jobs under different input sizes, and both the
single-node and multinode clusters are examined (for the
single-node case, we only use the name node as a stand-alone
cluster). Figures 11 and 12 present the results of MHDFS and
HDFS on various data sizes, respectively.

It is obvious that, on both single-node and multinode
clusters, MHDFS achieves significant performance against
traditional HDFS. This proves the improvement of our
memory-based Hadoop framework that can accelerate the
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Figure 11: HDFS/MHDFS word-count test on single-node cluster.

execution of MapReduce jobs with the advantage of storing
the input data and intermediate results into the memory
space. Generally, the MapReduce process of word count can
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Figure 12: HDFS/MHDFS word-count test on multinode cluster.

generate double the sizes of its input; thus, for smaller size of
input, MHDFS is quite close to HDFS, while, for larger size of
input, MHDFS can notably benefit from the memory-based
intermediate data storage.

The result on multinode cluster also indicates the overall
better performance of MHDFS with the increasing of data
size from 500MB to 4GB. Interestingly, due to the inferior
capacities of data nodes, both MHDFS performance and
HDFS performance are worse than that on single-node clus-
ter from500MB to 1.5 GB. Since data processing is dispatched
to various machines in a multinode cluster, the capability of
machine is the major factor for smaller size of data, whereas,
for larger size of data, it is the ability of parallel processing
that counts, and thus HDFS and MHDFS achieve better
performance than single-node situation, between which
MHDFS costs less executing time owing to the employment
of memory space.

6. Related Work

Despite its popularity and enormous applications, Hadoop
has been the object of severe criticism, mainly due to its
disk-based storage model [13]. The input and output data
is required to be stored into the disk. Meanwhile, the
inner mechanism for fault tolerance in Hadoop requires the
intermediate results to be flushed into the hardware disk,
which undoubtedly deteriorates the overall performance of
processing large amount of data. In the literature, the existing
improvement for Hadoop framework can be concluded as
two categories: one aims at developing a wholly in-memory
system that stores all the intermediate results into the
memory, while the other focuses on employing a number
of optimizations to make each usage of data more efficient
[14, 15].

Spark [9, 10] and HANA [8] are typical examples belong-
ing to the first category. They are totally in-memory systems
that utilize the high throughput of memory media. Spark
is a fast and general-purpose cluster computing system
which provides high-level APIs and an optimized engine
that supports general job executions. Resilient distributed

datasets (RDD) are the key component for Spark to effectively
manage the data transformation and storage in memory.
HANA is the platform developed by SAP Inc. and is widely
used in fast data processing by employing a specifically
designed framework of memory-based distributed storing.
The main shortcoming is that they are built upon another
model completely different fromnativeHadoopwhichmakes
business migration inconvenient for companies. Meanwhile,
the absence of disk utilization, to some extent, causes the
systems’ intensive dependence on limited memory spaces
and lack of robust and fault tolerance. However, for those
Hadoop-enhanced systems, these problems do not exist.

The second category, however, handles the problem from
a different perspective. Hu et al. [15] analyzed the multiple-
job parallelization problem and proposed the multiple-job
optimization scheduler to improve the hardware utilization
by paralleling different kinds of jobs. Condie et al. [16] added
pipelined job interconnections to reduce the communication
cost and lower the reading overhead from disk hardware.
Since these researches mostly focus on designing probable
scheduling strategies or intermediate result storing strategies,
it is not necessary to enumerate them all, and although they
can improve the performance to some extent, these works
do not touch upon the idea of deploying Hadoop based on
memory spaces.

Our research is distinct from the existing literatures
mainly in the following aspects. First, we build MHDFS
solely upon native Hadoop system without any modification
to the crucial interfaces. This makes MHDFS compatible
with currently existing systems and applications and makes
migration much easier. Second, we design the strategy of
memory data replacement to handle the situation when
memory is fully occupied. Disk storages are still effectively
utilized to improve the overall performance of our system.

7. Conclusion

As the basic foundation of Hadoop ecosystem, disk-
dependent HDFS has been widely employed in various appli-
cations. Considering its shortcomings, mainly in low per-
formance of the disk-based storage, we designed and imple-
mented a memory-based Hadoop distributed file system
named MHDFS. We proposed the framework of allocating
reasonablememory space for ourmodel and employedRamfs
tool to develop the system. Besides, the strategy of memory
data replacement is studied for handling the insufficiency of
memory space. Experiment results on different size of data
indicate the effectiveness of our model. Our future study will
focus on the further improvement of our proposedmodel and
study the performance in more complicated situations.
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Containers are considered an optimized fine-grain alternative to virtual machines in cloud-based systems. Some of the approaches
which have adopted the use of containers are the MapReduce frameworks. This paper makes an analysis of the use of containers in
MapReduce-based systems, concluding that the resource utilization of these systems in terms of containers is suboptimal. In order
to solve this, the paper describes AdaptCont, a proposal for optimizing the containers allocation inMapReduce systems. AdaptCont
is based on the foundations of feedback systems. Two different selection approaches, Dynamic AdaptCont and Pool AdaptCont,
are defined. Whereas Dynamic AdaptCont calculates the exact amount of resources per each container, Pool AdaptCont chooses a
predefined container from a pool of available configurations. AdaptCont is evaluated for a particular case, the application master
container of Hadoop YARN. As we can see in the evaluation, AdaptCont behaves much better than the default resource allocation
mechanism of Hadoop YARN.

1. Introduction

One of the most relevant features of cloud is virtualization.
Many cloud infrastructures, such as Amazon EC2, offer
virtual machines (VMs) to their clients with the aim of
providing an isolated environment for running their pro-
cesses. MapReduce systems [1] are also important cloud
frameworks that can benefit from the power of virtualization.
Nevertheless, VMs are extremely complex and heavyweight,
since they are intended to emulate a complete computer
system. This capability is not needed in MapReduce sys-
tems, since they only have to isolate the map and reduce
processes, among other daemons. For this reason, con-
tainers, a much more lightweight virtualization abstraction,
are more appropriate. Containers support the virtualiza-
tion of a single application or process, and this is enough
for MapReduce systems. Due to their nature, mainly by
sharing a unique operating system kernel in a host, and
being infrastructure independent, containers can start and

terminate faster, which makes the container virtualization
very efficient.

A container represents a simple unit of a box-like packed
collection (or encapsulation) of resources, placed on a single
node of a cluster. Whereas it shares many similarities with
a VM, it also differs in some essential aspects. First, the
container can represent a subset of a VM; conceptually,
the VM could also be subset of a large container, but the
practice suggests that it is better to avoid this scenario.
The virtualization level is another crucial difference. VMs
are designed to emulate virtual hardware through a full
operating system and its proper additional add-ons, at the
expense of more overhead. On the other hand, containers
can easily use and share the host operating system, because
they are envisioned to run a single application or a single
process. Similarities between a container andVMare strongly
linked in the manner of how they use resources. As in
any VM, the main resources of a container are the main
memory (RAM) and the computing processing unit (CPU).
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The data storage and the data bandwidth are left in a second
place.

Due to the less overhead of containers, a considerable
number of cloud solutions, not only MapReduce-based
clouds, are using currently these abstractions as resource
allocation facility. Indeed, many experts are seeing containers
as a natural replacement for VMs in order to allocate
resources efficiently, although they are far from providing
all the features needed for virtualizing operating systems or
kernels. However, the coexistence between both abstractions,
containers and VMs, is not only a feasible future but indeed
now a reality.

According to our analysis made in Hadoop YARN [2],
its containers allocation is not efficient. The current form of
resource allocation at container level inHadoopYARNmakes
it impossible to enforce a higher level of cloud elasticity.
Elasticity can be defined as the degree to which a cloud
infrastructure is capable of adapting its capacity to different
workloads over time [3]. Usually, the number of containers
allocated is bigger than needed, decreasing the performance
of the system. However, occasionally, containers do not have
sufficient resources for addressing the request requirements.
This could lead to unreliable situations, jeopardizing the
correct working of the applications. For the sake of simplicity,
we only consider the main computing resources, the main
memory (RAM), and the computing processing unit (CPU).

We present a novel approach for optimizing the resource
allocation at the container level in MapReduce systems. This
approach, called AdaptCont, is based on feedback systems
[4], due to its dynamism and adaptation capabilities. When
a user submits a request, this framework is able to choose
the amount of resources needed, depending on several
parameters, such as the real-time request input, the number
of requests, the number of users, and the dynamic constraints
of the system infrastructure, such as the set of resources avail-
able.The dynamic reaction behind the framework is achieved
thanks to the real-time input provided from each user input
and the dynamic constraints of the system infrastructure. We
define two different selection approaches: Dynamic Adapt-
Cont and Pool AdaptCont. Whereas Dynamic AdaptCont
calculates the exact amount of resources per each container,
Pool AdaptCont chooses a predefined container from a pool
of available configurations.

In order to validate our approach, we use AdaptCont for
a particular case study on a particular MapReduce system,
the Hadoop YARN.We have chosen the applicationmaster of
Hadoop YARN instead of the YARN workers, because of the
importance of this daemon and because it involves the most
complex use of containers. The application master container
is required in every application. Additionally, the master
orchestrates its proper job, but its reliability can jeopardize
the work of the job workers. On the other hand, a particular
worker usually does not have impact on the reliability of the
overall job, although it may contribute to the delay of the
completion time. The experiments show that our approach
brings about substantial benefits compared to the default
mechanism of YARN, in terms of use of RAM and CPU. Our
evaluation shows improvements in the use of these resources,
which range from 15% to 75%.

In summary, this paper has the following main contribu-
tions:

(1) Definition of a general-purpose framework called
AdaptCont, for the resource allocation at the con-
tainer level in MapReduce systems.

(2) Instantiation of AdaptCont for a particular case study
on Hadoop YARN, that is, the application master
container.

(3) Evaluation of AdaptCont and comparison with the
default behavior of Hadoop YARN.

The rest of the paper is organized as follows. In Section 2,
we introduce AdaptCont as a general framework based
on feedback systems for allocating container resources. We
introduce a case study of the framework in Section 3. We
evaluate AdaptCont in Section 4. In Section 5, we discuss the
related work. Finally, we summarize the main contributions
and outline the future work in Section 6.

2. AdaptCont Framework

According to [4], feedback systems refer to two or more
dynamical systems, which are interconnected in such a way
that each system affects the behavior of others. Feedback
systems may be open or closed. Assuming a feedback system
𝐹, composed of two systems 𝐴 and 𝐵, 𝐹 is closed if their
components form a cycle, with the output of system 𝐴
being the input of system 𝐵 and the output of system 𝐵 the
input of system 𝐴. On the contrary, 𝐹 is open when the
interconnection between systems 𝐵 and 𝐴 is broken.

Feedback systems are based on a basic principle: correct-
ing actions should always be performed on the difference
between the desired and the actual performance. Feedback
allows us to (i) provide robustness to the systems, (ii) modify
the dynamics of a system by means of these correcting
actions, and (iii) provide a higher level of automation. When
a feedback system is not properly designed, a well known
drawback is the possibility of instability.

An example of a dynamic system that can benefit from
the feedback theory nowadays is a production cloud [5].
In this scenario, users, applications, and infrastructure are
clearly interconnected and the behaviors of any of these
systems influence each other. Our approach, AdaptCont, is a
feedback system, whose main goal is to optimize the resource
allocation at the container level in clouds and specifically in
MapReduce-based systems.

Before designing the feedback system, it is necessary to
define the features of a cloud:

(i) A cloud has a limited set of nodes 𝑛
1
, 𝑛
2
, . . . , 𝑛

𝑚
.

(ii) Each node 𝑛
𝑖
has a limited set of containers

𝑐
𝑖
1, 𝑐
𝑖
2, . . . , 𝑐

𝑖
𝑙.

(iii) The system can receive a limited set of job requests
𝑗
1
, 𝑗
2
, . . . , 𝑗

𝑟
.

(iv) Every job request has its workload input. These jobs
are part of applications.

(v) The same workload can be used as an input for
different applications.
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Figure 1: A generalized framework for self-adaptive containers, based on the feedback theory.

(vi) Applications could divide a large workload into small
input partitions called splits, each split being a work-
load of a particular container.

(vii) Depending on the cluster size and scheduler limita-
tions, simultaneous containers could run in single or
multiple sequential groups called waves.

(viii) By default, all the containers should finish before the
application submits the final output to the user.

(ix) Applications may introduce different job completion
time, though under the same user, input, and allo-
cated resources.

In a dynamic cloud, these parameters may change in real
time. Detecting these changes is strongly dependent on the
monitoring system, which should be particularly focused on
the infrastructure [6].

At a generic level, we can follow a feedback-based
approach based on three stages: input generation, constraint
filtering, and decision-making. The general pattern is shown
in Figure 1. This approach is closed. In real time, the
input generation module could receive several constraints in
sequence. After generating the initial parameters (by taking
into account the initial constraints), an additional follow-up
constraintmay require another parameters calculation before
being sent to the decision-making module. Consequently,
the number of runs of the input generation module is
proportional to the modifications (constraints) identified
from the system.

2.1. Input Generation. The input generation module of
AdaptCont collects or generates the required parameters for
making decisions about efficient resource allocation. These
parameters are as follows:

(i) The input workload size.
(ii) The input split size enforced by the application.
(iii) The total number of available containers per each

user.
(iv) The wave size in which these containers may be run.
(v) The constraints introduced by users.
Some of these parameters are collected directly from the

application. For instance, the input workload size comes in
every job request. Other parameters are more complex to be
generated. For instance, the number of waves 𝑤 depends on
the number of input splits 𝑛

𝑠
and the number of available

containers per user 𝑛
𝑐
, being calculated as 𝑤 = 𝑛

𝑠
/𝑛
𝑐
.

2.2. Constraint Filtering. This stage is needed because clouds
have a limited number of costly resources. Constraints may
be imposed by the infrastructure, application, and/or users.

Infrastructure constraints are those constraints related to
the limitation of the cloud provider, since not always the
number of resources is enough for fulfilling the resource
requests of all the applications and users.

Some constraints are enforced by applications. For in-
stance, some applications require a certain type of sequential
container. This is the case of MapReduce systems, where, by
default, containers of the first phase (map) need to finish
before the containers of the second phase (reduce) start [7, 8].

Finally, other constraints are defined by users. For
instance, some users have a limited capability for buying
resources.

2.3. Decision-Making. Based on the parameters coming from
the previous modules, the decision-making module outputs
the final resource allocation. In particular, this module
decides the minimum recommended container memory
𝑐RAM and CPU power 𝑐CPU per every container. This decision
depends on the particular problem addressed by these con-
tainers.

Once this module has decided these values for a specific
application of a user, the rest of the process is automatic, since
all the containers of an application are equal.This process has
to be called for different applications or different users.

2.4. Predefined Containers. A possible improvement of
AdaptCont is enabling the use of predefined containers with
different configurations (e.g., small, medium, and large).This
means that a cloud has a pool of static containers that can
be used for different user request. In this way, it will not be
necessary to trigger a new container, but a predefined one
ready to be used. This reduces the overhead of the resource
allocation process during the job submission. This feature
should be part of the decision-making module.

How can the framework define this pool of containers?
First, it should be able to identify the typical user requests in
the system.These requestsmay be evaluated from (i) previous
(stored) monitoring values or from (ii) other monitoring
variables measured at the same time, according to [9].

What happens if the container does not have the exact
configuration we need? In this case, the decision-making
module establishes a threshold. If the difference between the
required and existing configurations is below this threshold,
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client: Client system: ResourceManager container: Master container: Task

submitJob()
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finishJob()

terminateMaster
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finish()

Figure 2: Job flow messages in Hadoop YARN: a sequence diagram.

the system uses the already existing container. Otherwise, the
system triggers a new container.

3. AdaptCont Applied to YARN

We have chosen as a case of study the analysis of a relevant
type of a container in a specific kind of cloud systems, that
is, MapReduce-based clouds. Namely, the chosen container
is the application master in the next-generation MapReduce
system called YARN [2].

3.1. Background. YARN constitutes the new version of
Apache Hadoop. This new implementation was built with
the aim of solving some of the problems shown by the old
Hadoop version. Basically, YARN is a resource management
platform that, unlike the former Hadoop release, provides
greater scalability and higher efficiency and enables different
frameworks to efficiently share a cluster. YARN offers, among
others, MapReduce capabilities.

Thebasic idea behindYARN is the separation between the
two main operations of the classic Hadoop master, resource
management and job scheduling/monitoring, into separate
entities or daemons. The resource manager consists of two
main components: the scheduler and the applicationmanager.
While the scheduler’s duty is resource allocation, the applica-
tion manager accepts job submissions and initiates the first
job container for the application master. After this, the job is
managed by the application master, which starts negotiating
resources with the resource manager and collaborates with
the node managers to run and monitor its tasks. Finally,
it informs the resource manager that has been completed
and releases its container. The resource manager delivers the
results to the client. A simple sequence of these steps is given
in Figure 2.

For each job submission, the application master configu-
ration is static and does not change for different scenarios.

According to the state-of-the-art literature [10–14], most
large-scale MapReduce clusters run small jobs. As we will
show in Section 4, even the smallest resource configuration
of the application master exceeds the requirements of these
workloads. This implies a waste of resources, which could
be alleviated if the configuration is adapted to the workload
size and the infrastructure resources. Moreover, some big
workloads could fail if the container size is not enough
for managing them. At large-scale level, this would have a
higher impact.Therefore, our goal is to choose an appropriate
container for the application master.

3.2. Design. In order to optimize containers for the applica-
tion master, we will follow the same pattern of the general
framework, that is, AdaptCont.

The input generation module divides the workload input
size into splits. The YARN scheduler provides containers to
users, according to the number of available containers of
the infrastructure each instant of time. As we mentioned
above, the input generation module calculates the number
of waves from the number of input splits and the number
of available containers per user. Figure 3 shows how the
application master manages these waves.

Many constraints can be raised from the scheduler. An
example of this is the phase priority. It is well known that
the map phase input is by default bigger than or equal to the
reduce phase input [15]. This is one of the reasons why the
number of mappers is higher than the number of reducers.
Due to this, as a reasonable constraint, the constraint filtering
module prioritizes the number of mappers with regard to the
number of reducers.

Decision-making module considers mainly two param-
eters, total workload and wave sizes. Contrary to what
it may seem at first sight, the type of application does
not affect the resource allocation decision of our use case.
Some applications could have more memory, CPU, or I/O
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Figure 3: Workers containers monitored in waves by the application master container.

requirements, influencing the number and types of needed
containers. However, this would only determine the size of
the worker containers, and, in this case study, our scope
is focused only on the master containers, which contribute
largely to the reliability of the application executions.

Decision-making module uses two parameters:Ω andΨ.
The first parameter represents the minimum recommended
memory size for an application master container that man-
ages one unit wave, 𝑤unit. Our goal is to calculate 𝑐RAM
from the value of Ω, with 𝑐RAM being the recommended
memory size for the application master. In the same way,
we aim to calculate 𝑐CPU as the recommended CPU power
for the application master, from Ψ, which is the minimum
recommended CPU power for an application master that
manages 𝑤unit.

To calculate the memory, if the actual wave 𝑤 is bigger
than what could be handled by Ω, that is, bigger than
𝑤unit, then we declare a variable 𝜆 that measures this wave
magnitude: 𝜆 = 𝑤/𝑤unit. Now, it is easy to find 𝑐RAM:

𝑐RAM = 𝜆 ∗ Ω + 𝑆𝑡𝑑𝑒V, 𝑆𝑡𝑑𝑒V ∈ [0;
Ω

2
] . (1)

Regarding the CPU power, the formula for 𝑐CPU is

𝑐CPU = 𝜆 ∗ Ψ + 𝑆𝑡𝑑𝑒V, 𝑆𝑡𝑑𝑒V ∈ [0;
Ψ

2
] . (2)

Figure 4 represents the AdaptCont modules, which are
executed in the context of different YARNdaemons.Whereas
the input generation and the decision-making modules are
part of the application manager, the constraint filtering
module is part of the scheduler. The combination of both

daemons forms the resource manager. The resource manager
has a complete knowledge about each user through the
application manager and the available resources through the
scheduler daemon. When the application manager receives
a user request, the resource manager is informed about
the workload input. The scheduler informs the application
manager of every important modification regarding the
monitored cluster. According to this, the applicationmanager
reacts upon the user request, by optimizing the container for
its application master.

4. Experimental Evaluation

We have performed a set of experiments to validate our
approach and compare it withYARN.These experiments have
been made by means of simulations. In order to make this
evaluation, we have followed the methodology of Section 4.1.
Results of the evaluation are described in Section 4.2. Finally,
the discussion about these results is shown in Section 4.3.

4.1. Methodology. To evaluate AdaptCont, we have consid-
ered three different schedulers and three different application
master configurations, as is shown in Table 1. Below we give
details for all of them.
Scheduler. We have taken into account three important
schedulers, already implemented in YARN:

(i) FIFO Scheduler. This was the first scheduling algo-
rithm that was implemented forMapReduce. It works
on the principle that the master has a queue of jobs,
and it simply pulls the oldest job first.
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Figure 4: AdaptCont model applied to the Hadoop YARN application master.

Table 1: Methodology description, taking into account different
schedulers and masters.

Scheduler Master
YARN Dynamic Pool

FIFO FIFO-YARN FIFO-Dynamic FIFO-Pool
Fair Fair-YARN Fair-Dynamic Fair-Pool
Capacity Capacity-YARN Capacity-Dynamic Capacity-Pool
FIFO: FIFO scheduler. Fair: Fair scheduler. Capacity: Capacity sched-
uler. YARN: YARN master. Dynamic: Dynamic master. Pool: Predefined
containers-based master.

(ii) Fair Scheduler. It assigns the same amount of
resources (containers) to all the workloads, so that on
average every job gets an equal share of containers
during its lifetime.

(iii) Capacity Scheduler. It gives different amount of
resources (containers) to different workloads. The
bigger the workload is, the more the resources are
allocated to it.

Master. To compare YARN with AdaptCont, we use the
following application master configurations:

(i) YARN Application Master (YARN). This is the default
implementation of the application master in YARN.

(ii) Dynamic Master (Dynamic AdaptCont). This master
container is adjusted in accordance with AdaptCont.
Namely, it calculates thememory andCPU, according
to the decision-making module and only after this
does it initiate the master.

(iii) Predefined Containers-Based Master (Pool Adapt-
Cont). As defined in Section 2.4, the resource man-
ager has a pool of master containers, which can be
allocated depending on the workload size. This is an
optional optimization of AdaptCont.

Workload. According to the job arrival time, we consider two
additional sets of experiments:

(i) Set-All. In this scenario, all the jobs are already in
the queue of the scheduler. We are going to combine
this scenario with all the values of Table 1, since it is
important to evaluate the approach under pressure,
that is, when the load reaches high values.

(ii) Set-Random. This is a more realistic scenario, where
jobs arrive at random times. Again, this scenario
is evaluated in combination with all the values of
Table 1, in order to simulate the behavior of a common
MapReduce cluster.

An important parameter to take into account is the
workload size. We introduce two additional scenarios:



Scientific Programming 7

(i) Workload-Mixed. In this case, the workload size will
be variable, ranging from 500MB to 105GB, taking
(1) 500MB, (2) 3.5 GB, (3) 7GB, (4) 15GB, (5) 30GB,
(6) 45GB, (7) 60GB, (8) 75GB, (9) 90GB, and (10)
105GB as workload size inputs. We have used these
boundaries, because of the average workload sizes of
important production clusters. For instance, around
90% of workload inputs in Facebook [12] are below
100GB.

(ii) Workload-Same. In this case, every input (10 work-
loads) is the same: 10GB. We have used this value,
since, on average, the input workloads at Yahoo and
Microsoft [12] are under 14GB.

Therefore, we evaluate AdaptCont with the values of
Table 1 and the 4 combinations from previous scenarios:
Set All-Workload Mix, Set All-Workload Same, Set Random-
Workload Mix, and Set Random-Workload Same.
Constraints. In MapReduce, the application master has to
manage both map and reduce workers. The map phase input
is always bigger than or equal to the reduce phase input [15].
This is one of the reasons why the number of mappers is
bigger than the number of reducers. On the other hand, both
phases are run sequentially.Thus,we can assume as constraint
that the master container resources depend on the number of
mappers and not on the number of reducers.

In order to simulate a realistic scenario, we have intro-
duced in our experiments a partition failure that will impact
around 10% of the cluster size. We assume that this failure
appears in the fifth iteration (wave). This constraint forces
AdaptCont to react in real time and adapt itself to a new
execution environment, having to make decisions about
future resource allocations.
Setup. In our experiments, 250 containers are used for worker
tasks (mappers and reducers). This number of containers is
sufficient to evaluate the approach, considering 25 containers
per workload. We consider that every map and reduce
container is the same and can execute a particular portion
(split) of the workload. Each task runs on a container that
has 1024MB RAM and 1 virtual core. According to [16–18], a
physical CPU core is capable of giving optimal performance
of the container, if it simultaneously processes 2 containers at
most.Therefore, we take 1CPU core as equivalent to 2 virtual
cores.

Our goal is to evaluate the resource utilization of the
application masters, in terms of CPU and RAM. To get this,
we consider an isolated set of resources oriented only to
application masters. In this way, it will be easier to measure
the impact of AdaptCont on saving resources.

4.2. Results. In this section, we compare the CPU and
memory efficiency of YARN versus Dynamic AdaptCont and
Pool AdaptCont. Before that, we analyze the wave behavior of
the 10 workloads.
Wave Behavior. Figure 5 represents the resource allocation
(maximum number of containers or wave sizes) for the
combination we have mentioned before: Set All-Workload

Mix, Set All-Workload Same, Set Random-Workload Mix, and
Set Random-Workload Same.

Figure 5(a) shows different workload sizes with the same
arrival time (already in the scheduler queue). The experi-
ments demonstrate that a maximum wave is dependent on
the workload size and the scheduler. Regarding the FIFO
scheduler, since the queue order is formed by the smallest
workload first, for these small workloads, the maximum
wave is represented by the needed containers. For instance,
the first workload needs only 8 containers. This number of
containers is calculated dividing the workload size by the
split size (64MB). These 8 containers are provided by the
infrastructure, and this is the case of the second workload
(56 containers) and the third workload (112 containers).
For the fourth workload, the infrastructure is not capable
of providing the needed containers, which only has 74
containers in the first wave, that is, 250 − (8 + 56 + 112).
The fourth workload needs 240 containers in total. Thus, the
remaining containers (240−74 = 166) will be provided in the
next wave.

In the second wave, since the first three workloads have
finished, the scheduler will provide 166 containers to the
fourth workload and the rest (250 − 166 = 84) to the fifth
workload. This process is repeated until all the workloads
are given the necessary containers and every job has termi-
nated. As we can notice, the maximum wave for the latest
workloads reaches higher amount of allocated containers,
since the workload is bigger, and in most of the cases the
scheduler is busy with a unique job. Although initially the
infrastructure has 250 containers, from the fifth wave, there
is a slight decrease (225), due to the partition failure (10%
of the resources). This only affects the workloads not having
finished before this wave (in this case, the fifth).

The main drawback of the FIFO scheduler is that it may
delay the completion time of the smallest jobs, especially if
they arrive late to the queue. In general, this scheduler is not
fair in the resource allocation and depends exclusively on the
arrival time.

Regarding the fair scheduler, this scheduler allocates
the same number of containers to all the workloads and
consequently to all the users, that is, 250/10 = 25. The
partition failure forces the fair scheduler to decrease the
number of containers to 22 (225/10) from the fifth wave.

With regard to the capacity scheduler, this scheduler
takes advantage of available resources once some jobs have
finished. At the beginning, it behaves like the fair scheduler.
However, when some small jobs have terminated, the avail-
able resources can be reallocated to the rest of the workloads.
This is the reason why the biggest workloads in the queue get
a higher number of containers. As in the previous case, the
partition failure also implies a slight decrease in the number
of containers from the fifth wave.

Figure 5(b) represents the same mixed workloads but
when they arrive randomly to the scheduler queue. Clearly,
themain differences are noted in the FIFO scheduler, because
the arrival time of the workloads is different and now one of
the biggest workloads (9) appears in first place.

The other subplots of Figure 5 show the experimental
results of the same workloads with an input of 10GB. This
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Figure 5: Wave behavior: wave size according to the scheduler and the workload type.

input requires a static number of containers (in this case, 160
containers).

In Figure 5(c), all the jobs have arrived to the queue.
In this scenario, the FIFO allocation oscillates between the
maximum wave of 160 containers and the smallest wave of
90 containers (250 − 160). This oscillation is caused by the
allocation of resources to the previous workload, which does
not leave enough resources for the next one, and then the
cycle is repeated again.

In this case, the fair and capacity schedulers have the same
behavior, since all the workloads are equal.

Figure 5(d) shows the number of containers for the same
workload with random arrival.The difference of this scenario
versus the scenario shown in Figure 5(c) is twofold:

(1) The arrival of these jobs is consecutive. In every wave,
a job arrives. Due to this, the FIFO scheduler is forced
to wait after each round for a new workload, even
though at every round there are available resources

(250 − 160 = 90), not allocated to any job. Thus,
the FIFO scheduler always allocates 160 containers in
every wave.

(2) Whereas, in the previous scenario, the fair and capac-
ity schedulers behave the same, in this case, the capac-
ity scheduler acts similarly to the FIFO scheduler.This
is because the capacity scheduler adapts its decisions
to the number of available resources, which is enough
in every moment for addressing the requirements of
the jobs (160 containers).Thus, the capacity scheduler
achieves a better completion time, compared to the
fair scheduler.

According to this analysis, we can conclude that the
wave behavior and size are decisive in the application master
configuration.
Memory Usage. Figure 6 shows for the 4 scenarios the total
memory used by the three approaches: YARN, Dynamic
AdaptCont, and Pool AdaptCont.
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Figure 6: Memory usage and master type versus scheduler.

In the case of YARN, we have deployed the default
configuration, choosing theminimummemory allocation for
the application master (1024MB).

TheDynamicAdaptCont-based applicationmastermem-
ory is dependent on the waves size. If the wave size is
under 100, the decision-makingmodule allocates aminimum
recommended memory of 256MB. For each increase of 100
in the wave size, the memory is doubled. The reasons behind
this are as follows:

(1) A normal Hadoop task does not need more than
200MB [12], and this is even clearer in the case of the
application master.

(2) As most of the jobs are small [12–14], consequently,
the maximum number of mappers is also small
and, therefore, the application master requires less
memory.

(3) The minimum recommended memory by Horton-
works [17] is 256MB.

The Pool AdaptCont-based application master works in a
different way, constituting an alternative between the YARN
master and the Dynamic master. This application master has
three default configurations: small, medium, and big. The
small master has 512MB of memory, for all small jobs that
need a maximum of 250 containers. The medium master
has 1024MB, as it is the default minimum YARN setting.
In order to deal with big waves, the big configuration has
2048MB.

As we can see in Figure 6, YARN is outperformed by
both AdaptCont approaches. YARN always consumes 10GB,
not depending on the different use cases. For instance,
in Figure 6(a), Dynamic AdaptCont has memory usage of
6144MB versus 10GB in YARN, achieving 40% memory
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improvement. In this case, Pool AdaptCont only uses
5120MB, that is, 50% improvement compared to YARN.This
difference betweenDynamicAdaptCont andPoolAdaptCont
for the FIFO scheduler is due to theway of providingmemory
in both approaches. If the workload needs 250 containers,
Dynamic AdaptCont provides 256⌈(250/100)⌉MB, that is,
256 ∗ 3 = 768MB. In the same scenario, Pool AdaptCont
provides 512MB, corresponding to the small size configura-
tion.

In general, Dynamic AdaptCont is the best approach
in terms of memory usage, except in the case of the FIFO
scheduler, where the performance is close to and slightly
worse than the performance of Pool AdaptCont. In the
case of fair and capacity schedulers, Dynamic AdaptCont is
the best alternative, achieving on average 75% and 67.5%
improvement compared to YARN, versus 50% improvement
provided by Pool AdaptCont.

CPU Usage. The CPU usage is another relevant parameter to
take into account. In order to measure it, we have correlated
memory and CPU, considering that we need higher CPU
power to process a larger amount of data, stored in memory.

In YARN, you can assign a value ranging from 1 up to 32
of virtual cores for the applicationmaster.This is also the pos-
sible interval allocation for every other container. According
to [16], 32 is the maximum value. In our experiments, we use
the minimum value for the YARN master (1 virtual core for
its container) per 1024MB.

For the Dynamic AdaptCont, the decision-making mod-
ule increases the number of virtual cores after two successive
increments of 256MB of memory. This decision is based
on the abovementioned methodology, which states that a
physical CPU core is capable of giving optimal performance
of the container, if it simultaneously processes 2 containers
at most [16–18]. To be conservative, we address the smallest
container, that is, a container of 256MB. For instance, if the
memory usage is 768MB, the chosen number of virtual cores
is 2.

The same strategy is valid for the Pool AdaptCont, assum-
ing 1 virtual core for small containers, 2 virtual cores for
medium containers, and 3 virtual cores for large containers.

Due to this policy, the CPU does not change so abruptly
as the memory for Dynamic and Pool AdaptCont. Thus, as is
shown in Figure 7, both approaches behave similarly, except
in the case of FIFO with Workload Mix. This was previously
justified in the memory usage evaluation. As the CPU is
proportional to the memory usage, the behavior of Dynamic
AdaptCont with FIFO for Workload Mix is again repeated in
the case of CPU.

In most of the cases, the improvement of both Dynamic
and Pool AdaptCont against YARN reaches 50%.

4.3. Discussion. In this section, we discuss what combination
of approaches and schedulers can be beneficial in common
scenarios.

As a result of the experiments, we can conclude that
YARN used by default is not appropriate for optimizing
the use of MapReduce-based clouds, due to the waste of
resources.

In the presence of heavy and known advanced workloads
(this is the usual case of scientific workloads), according to
our results, the best recommended strategy is to use Dynamic
AdaptCont combined with FIFO scheduler.

However, if we have limited resources per user, a better
choice could be Dynamic AdaptCont combined with fair
scheduler. This scheduler allocates a small set of resources to
every workload, improving the overall performance.

In a scenario where we have a mixture of large and small
workloads, the choice should be Dynamic AdaptCont com-
bined with capacity scheduler. This is due to the adaptability
of this scheduler with regard to the input workload and
available resources.

Finally, as shown in the experiments, if our focus is
on CPU and not on memory, we can decide to use Pool
AdaptCont (combined with any schedulers) instead of the
dynamic approach.

5. Related Work

As far as we know, this paper is the first contribution
that proposes a MapReduce optimization through container
management. In particular, linked to our use case, it is the first
contribution that aims to create reliable masters, by means of
the allocation of sufficient resources to their containers.

There are many contributions on MapReduce whose
goal is optimizing the framework from different viewpoints.
An automatic optimization of the MapReduce programs
has been proposed in [19]. In this work, authors provide
out-of-the-box performance for MapReduce programs that
need to be run using as input large datasets. In [20], an
optimization system called Manimal was introduced, which
analyzesMapReduce programs by applying appropriate data-
aware optimizations. The benefit of this best-effort system
is that it speeds up these programs in an autonomic way,
without human intervention. In [21], a new classifications
algorithm is introduced with the aim of improving the data
locality of mappers and the task execution time. All these
contributions differ from our contribution since they are only
software-oriented optimizations for theMapReduce pipeline,
and they do not take into account the resource allocation or
the CPU and memory efficiency.

FlexSlot [22] is an approach that resizes map slots and
changes the number of slots of Hadoop in order to accelerate
the job execution.With the same aim, DynamicMR [23] tries
to relax the slot allocation constraint between mappers and
reducers. Unlike our approach, FlexSlot is only focused on
the map stage and both FlexSlot and DynamicMR do not
consider the containers as resource allocation facility.

In [24], authors introduce MRONLINE, which is able to
configure relevant parameters of MapReduce online, by col-
lecting previous statistics and predicting the task configura-
tion in fine-grain level. Unlike MRONLINE, AdaptCont uses
a feedback-control approach that also enables its application
to single points of failure.

Cura [25] automatically creates an optimal cluster con-
figuration for MapReduce jobs, by means of the framework
profiling, reaching global resource optimization. In addition,
Cura introduces a secure instant VM allocation to reduce
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Figure 7: CPU usage and master type versus scheduler.

the response time for the short jobs. Finally, it applies
other resource management techniques such as cost-aware
resource provisioning, VM-aware scheduling, and online
VM reconfiguration. Overall, these techniques lead to the
enhancement of the response time and reduce the resource
cost.This proposal differs from our work, because it is mostly
concentrated in particular workloads excluding others. Fur-
thermore, it is focused on VMs management and not on
containers, as AdaptCont.

Other proposals aim to improve the reliability of the
MapReduce framework, depending on the executional envi-
ronment. The work proposed in [26] is a wider review that
includes byzantine failures in Hadoop. The main properties
upon which the UpRight library is based are safety and
eventual liveliness. The contribution of this paper is to
establish byzantine fault tolerance as a viable alternative to
crash fault tolerance for at least some cluster services rather
than any individual technique.

The work presented in [27] represents a byzantine fault-
tolerant (BFT) MapReduce runtime system that tolerates
faults that corrupt the results of computation of tasks, such as
the cases of DRAM and CPU errors/faults. The BFT MapRe-
duce follows the approach of executing each task more than
once, but in particular circumstances. This implementation
uses several mechanisms to minimize both the number of
copies of tasks executed and the time needed to execute them.
This approach has been adapted to multicloud environments
in [28].

In [29], authors propose another solution for intentional
failures called Accountable MapReduce. This proposal forces
each machine in the cluster to be responsible for its behavior,
by means of setting a group of auditors that perform an
accountability test that checks the live nodes. This is done in
real time, with the aim of detecting the malicious nodes.

In order to improve master reliability, [30] proposes to
use a clone master. All the worker nodes should report their
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activity to this clonemaster. For unstable environments, some
other works [31–33] introduce dedicated nodes for the main
daemons, including the master daemon.

Unlike our approach, these contributions related to relia-
bility do not deal with the resource utilization.

6. Conclusions

The classic Apache Hadoop (MapReduce 1.0) has evolved
for a long time by means of the release of several versions.
However, the scalability limitations of Hadoop have only
been solved partially with Hadoop YARN (MapReduce 2.0).
Nevertheless, YARN does not provide an optimum solution
to resource allocation, specifically at container level, causing
both performance degradation and unreliable scenarios.

This paper proposes AdaptCont, a novel optimization
framework for resource allocation at the container level,
based on feedback systems. This approach can use two
different selection algorithms, Dynamic AdaptCont and Pool
AdaptCont. On the one hand, Dynamic AdaptCont figures
out the exact amount of resources per each container. On the
other hand, Pool AdaptCont chooses a predefined container
from a pool of available configurations. The experimental
evaluation demonstrates that AdaptCont outperforms the
default resource allocation mechanism of YARN in terms of
RAM and CPU usage, by a range of improvement from 40%
to 75% for memory usage and from 15% to 50% for CPU
utilization.

As far as we know, this is the first approach to improve the
resource utilization at container level in MapReduce systems.
In particular, we have optimized the performance of the
YARN applicationmaster. As future work, we will explore the
adaptation of AdaptCont for other containers of MapReduce
worker tasks and deploy AdaptCont on real distributed
infrastructures. We also expect to explore AdaptCont for
VMs, in particular for allocating raw VMs to different user
requests. We believe that fine-tuning a VM can be optimized,
driven by requirements coming from an intersection between
performance, reliability, and energy efficiency.
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The problem of high energy consumption is becoming more and more serious due to the construction of large-scale cloud data
centers. In order to reduce the energy consumption and SLA violation, a new virtual machine (VM) placement algorithm named
ATEA (adaptive three-threshold energy-aware algorithm), which takes good use of the historical data from resource usage by VMs,
is presented. In ATEA, according to the load handled, data center hosts are divided into four classes: hosts with little load, hosts
with light load, hosts with moderate load, and hosts with heavy load. ATEA migrates VMs on heavily loaded or little-loaded hosts
to lightly loaded hosts, while the VMs on lightly loaded and moderately loaded hosts remain unchanged. Then, on the basis of
ATEA, two kinds of adaptive three-threshold algorithm and three kinds of VMs selection policies are proposed. Finally, we verify
the effectiveness of the proposed algorithms by CloudSim toolkit utilizing real-world workload.The experimental results show that
the proposed algorithms efficiently reduce energy consumption and SLA violation.

1. Introduction

Cloud computing [1, 2] is derived from grid computing. At
present, cloud computing is receiving more and more atten-
tion, through which people can access resources in a simple
way. In contrast to previous paradigms, cloud computing pro-
vides infrastructure as a service (IaaS), platform as a service
(PaaS), and software as a service (SaaS).

On one hand, the construction of a large-scale virtualized
data centers meets the demand of computational power; on
the other hand, such data centers consume a great many
of electrical energy resources, leading to high energy con-
sumption and carbon dioxide emissions. It has been reported
that [3], in 2013, the total electricity consumption of global
data center was more than 4.35 gigawatts, and annual growth
rate was by 15%. The high energy consumption problem of
virtualized data centers causes a series of problems, including
energy wastes, low Return on the Investment (ROI), system
instability, and more carbon dioxide emissions [4].

However, most hosts in data centers are in a state of
low CPU utilization. Barroso and Hölzle [5] took a survey
over half a year and found that most hosts in data centers
operate at lower than 50% CPU utilization. Bohrer et al.
[6] investigated the problem of high energy consumption
and came to the same conclusion. Therefore, it is extremely
necessary to reduce the energy consumption of data centers
while keeping low SLA (Service Level Agreement) violation
[7].

In this paper, we put forward a new VM deployment
algorithm (ATEA), two kinds of adaptive three-threshold
algorithm (KAM and KAI), and three kinds of VM selection
policies to reduce energy consumption and SLA violation.We
verify the effectiveness of the proposed algorithms through
using the CloudSim toolkit.

The main contributions of the paper are summarized as
follows:

(i) Proposing a novel VM deployment algorithm
(ATEA). In ATEA, hosts in a data center are divided
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into four classes according to their load. ATEA mi-
grates VMs on heavily loaded or little-loaded hosts to
lightly loaded hosts, while the VMs on lightly loaded
and moderately loaded hosts remain unchanged.

(ii) Presenting two kinds of adaptive three-threshold
algorithm to determine the three thresholds.

(iii) Putting forward three kinds of VMs selection policies
and making three paired 𝑡-tests.

(iv) Evaluating the proposed algorithms by extensive sim-
ulation using the CloudSim toolkit.

The rest of this paper is organized as follows. In Section 2, the
relatedwork is discussed. Section 3 presents the powermodel,
cost of VM migration, SLA violation metrics, and energy
efficiency metrics. Section 4 proposes ATEA, two kinds of
adaptive three-threshold algorithm, VM selection policy, and
VM deployment algorithm. Experiments and performance
evaluation are presented in Section 5. Section 6 concludes the
paper.

2. Related Work

At present, there are various studies focusing on energy effi-
cient resource management in cloud data centers. Constraint
energy consumption algorithm [8–10] and energy efficiency
algorithm [11–15] are twomain types of algorithms for solving
the problem of high energy consumption in data centers.The
main idea of the constraint energy consumption algorithm is
to reduce the energy consumption in data centers, but this
type of algorithm focuses a little on (does not consider) the
SLA violation. For example, Lee and Zomaya [8] proposed
two heuristic algorithms (ECS, ECS + idle) to decrease the
energy consumption, but the two algorithms are easy to fall
into local optimum and do not consider the SLA violation.
Hanson et al. [9] presented Dynamic Voltage and Frequency
Scaling (DVFS) policy to save power in data centers. When
the task number is large, DVFS policy raises the voltage of the
processor in order to deal with the task in time; when the task
number is small, DVFS policy decreases the voltage of pro-
cessor for the purpose of saving power. Kang and Ranka [10]
put forward an energy-saving algorithm, and they supposed
that overestimated or underestimated execution time of tasks
is bad for energy-saving algorithm. For overestimation, the
extra available time should be assigned to other tasks in order
to reduce energy consumption. Similarly, this energy-saving
algorithm does not consider the SLA violation. Therefore,
the constraint energy consumption algorithm does not meet
the requirement of users because of focusing a little on (not
considering) the SLA violation.

The goal of the energy efficiency (energy consumption
and SLA violation) algorithm is to decrease the energy
consumption and SLA violation in data centers. For example,
Buyya et al. [11] raised a virtual machine (VM) placement
algorithm (called Single Threshold (ST)) based on the com-
bination of VM selection policies. ST algorithm sets a unified
value for all servers’ CPU utilization to make sure all servers
are below this value. Obviously, ST algorithm can save energy
consumption and decrease the SLA violation, but the SLA

violation remains at a high level. Beloglazov and Buyya [12]
proposed an energy efficient resource management system,
which includes the dispatcher, globalmanager, localmanager,
and VMM (VM Monitor). In order to improve the energy
efficiency, Beloglazov et al. put forward a new VMmigration
algorithm called Double Threshold (DT) [13]; DT sets two
thresholds to keep all hosts’ CPU utilization between the two
thresholds. However, the energy consumption and SLA vio-
lation for DT algorithm need to be further decreased. Later,
Beloglazov and Buyya [14, 15] proposed an adaptive double-
threshold VM placement algorithm to improve energy effi-
ciency in data centers. However, the energy consumption in
data centers remains at a high level.

In our previous study [16], we proposed a three-threshold
energy-aware algorithm named MIMT to deal with the
energy consumption and SLA violation. However, the three
thresholds for controlling host’s CPU utilization are fixed.
Therefore, MIMT is not suitable for varying workload.
Therefore, it is necessary to put forward a novel VM place-
ment algorithm to deal with energy consumption and SLA
violation in cloud data centers.

3. The Power Model, Cost of
VM Migration, SLA Violation Metrics,
and Energy Efficiency Metrics

3.1. The Power Model. Energy consumption by servers in
data centers is connected with its CPU, memory, disk, and
bandwidth. Recent studies [17, 18] have illustrated that the
energy consumption by servers has a linear relationship
with its CPU utilization; even DVFS policy is applied.
However, with the decrease of hardware price, multicore
CPUs and memory with large-capacity are widely equipped
in servers, leading to the traditional linear model not being
able to accurately describe energy consumption of servers.
In order to deal with this problem, we use the real data
of energy consumption offered by SPECpower benchmark
(http://www.spec.org/power ssj2008/).

We have chosen two servers equipped with dual-core
CPUs.Themain configuration of the two servers is as follows:
one is HP ProLiant G4 equipped with 1.86GHz (dual-core),
4GB RAM; the other is HP ProLiant G5 equipped with
2.66GHz (dual-core), 4GB RAM. The energy consumption
for the two servers at different load levels is listed in Table 1
[15].

3.2. Cost of VM Migration. Proper VM migration between
servers can reduce energy consumption and SLA violation in
data centers. However, excessive VM migration could bring
negative impact on performance of applicationwhich runs on
the VMs. Voorsluys et al. [19] investigated the cost problem
of VM migration, and the performance degradation caused
by VM can be described in

𝐶 = 𝑘 ⋅ ∫

𝑡0+𝑇𝑚𝑗

𝑡0

𝑢
𝑗
(𝑡) 𝑑𝑡,

𝑇
𝑚𝑗

=

𝑀
𝑗

𝐵
𝑗

,

(1)
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Table 1: Power consumption by the two servers at different load levels in Watts.

Server 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
HP G4 86 89.4 92.6 96 99.5 102 106 108 112 114 117
HP G5 93.7 97 101 105 110 116 121 125 129 133 135

where parameter𝐶 represents total performance degradation
caused by VM 𝑗, parameter 𝑘 is the coefficient of average
performance degradation caused by VMs (in terms of the
class of web-applications, the value of 𝑘 could be estimated as
approximately 0.1 (10%) of the CPU utilization [19]), function
𝑢
𝑗
(𝑡) corresponds to the CPU utilization of VM 𝑗, parameter

𝑡
0
represents start time of migration, 𝑇

𝑚𝑗
is completion time,

𝑀
𝑗
corresponds to the total memory used by VM 𝑗, and 𝐵

𝑗

represents the available bandwidth.

3.3. SLAViolationMetrics. SLA violation is extremely impor-
tant factor for any VMmigration algorithm. At present, there
are two ways to describe the SLA violations.

(1) PDM [15] (Overall Performance Degradation Caused by
VMMigration). It is indicated in

PDM =
1

𝑀

𝑀

∑

𝑗=1

𝐶
𝑑𝑗

𝐶
𝑟𝑗

, (2)

where parameter 𝑀 represents the number of VMs in data
center, 𝐶

𝑑𝑗
means the estimate of the performance degrada-

tion caused by VM 𝑗 migration, and 𝐶
𝑟𝑗
corresponds to the

total CPU capacity requested by VM 𝑗 during its lifetime.

(2) SLATAH [15] (SLA Violation Time per Active Host). It
means the percentage of total SLA violation time, during
which active host’s CPU utilization has experienced 100%, as
indicated in

SLATAH =
1

𝑁

𝑁

∑

𝑖=1

𝑇
𝑠𝑖

𝑇
𝑎𝑖

, (3)

where 𝑁 represents the number of hosts in data center,
𝑇
𝑠𝑖
corresponds to the total time, during which the CPU

utilization of host 𝑖 has experienced 100% utilization resulting
in the SLA violations,𝑇

𝑎𝑖
corresponds to the total time of host

𝑖 being in active state. The reasoning behind the SLATAH is
that the active host’s CPU utilization has experienced 100%
utilization, the VMs on the host could not be provided with
the requested CPU capacity.

Both PDM and SLATAH are two effective methods to
independently evaluate the SLA violation.Therefore, the SLA
violation is defined as in [15]

SLA = PDM × SLATAH. (4)

3.4. Energy Efficiency Metric. Energy efficiency includes en-
ergy consumption and SLA violation. Improving the energy
efficiency means less energy consumption and SLA violation

in data centers. Therefore, the metric of energy efficiency is
defined as in

𝐸 =
1

𝑃 × SLA
, (5)

where 𝐸 corresponds to the energy efficiency of a data center,
𝑃 means the energy consumption of a data center, and SLA
represents the SLA violation of a data center. Equation (5)
shows that the higher the 𝐸, the more the energy efficiency.

4. ATEA, Two Kinds of Adaptive
Three-Threshold Algorithm, VM Selection
Policy, and VM Deployment Algorithm

4.1. ATEA. VM migration is an effective method to improve
the energy efficiency in data centers. However, there are
several key problems which should be dealt with: (1) when a
host is supposed to be heavily loaded, where some VMs from
the host should bemigrated to another host; (2)when a host is
believed to be moderately loaded or lightly loaded, resulting
in a decision to keep all VMs on this host unchanged; (3)
when a host is believed to be little-loaded, where all VMs
on the host must be migrated to another host; (4) selecting
a VM or more VMs that should be migrated from the
heavily loaded; (5) finding a new host to accommodate VMs
migrated from heavily loaded or little-loaded hosts.

In order to solve the above problems, ATEA (adaptive
three-threshold energy-aware algorithm) is proposed. ATEA
automatically sets three thresholds 𝑇

𝑙
, 𝑇
𝑚
, and 𝑇

ℎ
(0 ≤ 𝑇

𝑙
<

𝑇
𝑚

< 𝑇
ℎ

≤ 1), leading to the data center hosts to be
divided into four classes: hosts with little load, hosts with
light load, hosts with moderate load, and hosts with heavy
load. When CPU utilization of a host is less than or equal
to 𝑇
𝑙
, the host is believed to be little-loaded. In order to

save energy consumption, all VMs on little-loaded host must
be migrated to another host with light load and the host is
switched to sleep mode; when CPU utilization of a host is
between 𝑇

𝑙
and 𝑇

𝑚
, the host is considered as being lightly

loaded. In order to avoid high SLA violations, all VMs on
lightly loaded host have to be kept unchanged; the reason
is that excessive VMs migration leads to the performance
degradation and high SLA violations; when CPU utilization
of a host is between 𝑇

𝑚
and 𝑇

ℎ
, the host is believed to be

moderately loaded; all VMs on moderately loaded host have
to be kept unchanged for the reason that excessive VMs
migration leads to the performance degradation and high
SLA violations; when CPU utilization of a host is greater than
𝑇
ℎ
, the host is considered as being heavily loaded; in order

to reduce the SLA violations, some VMs on heavily loaded
hostmust bemigrated to another host with light load. Figure 1
shows the flow chart of algorithm ATEA.
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Figure 1: Flow chart of ATEA.

Different from out previous study [16], where the thresh-
olds are fixed, in this paper, the three thresholds 𝑇

𝑙
, 𝑇
𝑚
, and

𝑇
ℎ
in ATEA are not fixed and these values can be autoadjusted

according to workload.
ATEA migrates VMs that must be migrated to other

hosts, while keeping some VMs unchanged. In doing so,
ATEA improves the migration efficiency of VMs. Therefore,
ATEA is a fine-grained algorithm. However, two problems
should be solved as for ATEA. Firstly, what are the threshold
values of 𝑇

𝑙
, 𝑇
𝑚
, and 𝑇

ℎ
? This problem will be discussed in

Section 4.2. Secondly, as mentioned above, some VMs on
heavily loaded host must be migrated to another host with
light load. Which VM should be migrated? This issue will be
discussed in Section 4.3.

TheVMplacement optimization of ATEA is illustrated in
Algorithm 1.

In the first stage, the algorithm inspects each host in host
list and decides which host is heavily loaded. If the host is
heavily loaded (corresponding to Line 2 in Algorithm 1), the
algorithm uses the VM selection policy to choose VMswhich
must be migrated from the host (corresponding to Line 6 in
Algorithm 1). Once VMs list that should be migrated from
the heavily loaded is created, the VM deployment algorithm
is invoked for the purpose of finding a new host to accommo-
date the VM (corresponding to Line 7 in Algorithm 1). Func-
tion “getNewVmPlacement(vmsToMigrate)” means to find a
new host to accommodate the VM. In the second stage, the

algorithm inspects each host in host list and decides which
host is little-loaded. If the host is little-loaded (corresponding
to Line 11 in Algorithm 1), the algorithm chooses all VMs
from the host to migrate and finds a placement of the VMs
(corresponding to Line 15-Line 16 in Algorithm 1). At last, the
algorithm returns the migration map.

4.2. Two Kinds of Adaptive Three-Threshold Algorithm. As
discussed in Section 4.1, what are the threshold values of
𝑇
𝑙
, 𝑇
𝑚
, and 𝑇

ℎ
? To solve this problem, two adaptive three-

threshold algorithms (KAM and KAI) are proposed.

4.2.1. KAM (𝐾-Means Clustering Algorithm-Average-Median
Absolute Deviation). For a univariate data set 𝑉

1
, 𝑉
2
, 𝑉
3
, . . .,

𝑉
𝑛
(𝑉
𝑖
is a host’s CPU utilization at time 𝑖, and the size of 𝑛

could be determined by empirical value), the KAMalgorithm
firstly uses the 𝐾-means clustering algorithm to divide the
data set (𝑉

1
, 𝑉
2
, 𝑉
3
, . . . , 𝑉

𝑛
) into 𝑚 groups (𝐺

1
, 𝐺
2
, . . . , 𝐺

𝑚
)

(the size of 𝑚 could be obtained by empirical value, and in
this paper, 𝑚 = 5), where 𝐺

𝑘
= (𝑉
𝑗𝑘−1+1

, 𝑉
𝑗𝑘−1+2

, . . . , 𝑉
𝑗𝑘
), for

all 1 ≤ 𝑘 ≤ 5, and 0 = 𝑗
0
< 𝑗
1
< 𝑗
2
< ⋅ ⋅ ⋅ < 𝑗

5
= 𝑛.Then, KAM

gets the average value of each group, formalized as follows:

𝐺
𝐴𝑘

=

(𝑉
𝑗𝑘−1+1

+ 𝑉
𝑗𝑘−1+2

+ ⋅ ⋅ ⋅ + 𝑉
𝑗𝑘
)

(𝑗
𝑘
− 𝑗
𝑘−1

)
, (6)
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Require: hostlist // hostlist is the set of all hosts
Ensure: migrationMap
(1) for each host in hostlist do
(2) if isHostHeavilyLoaded(host) then
(3) HeavilyLoadedHosts.add(host); // host is heavily-loaded
(4) end if
(5) end for
(6) vmsToMigrate = getVmsFromHeavilyLoadedHosts(HeavilyLoadedHosts);
(7) migrationMap.addAll(getNewVmPlacement(vmsToMigrate));
(8) HeavilyLoadedHosts.clear( );
(9) vmsToMigrate.clear( );
(10) for each host in hostlist do
(11) if isHostLittleLoaded(host) then
(12) LittleLoadedHosts.add(host); // host is little-loaded
(13) end if
(14) end for
(15) vmsToMigrate = getVmsToMigrateFromHosts(LittleLoadedHosts);
(16) migrationMap.addAll(getNewVmPlacement(vmsToMigrate));
(17) returnmigrationMap

Algorithm 1: Optimized allocation of VMs.

for all 1 ≤ 𝑘 ≤ 5. Then, KAM gets the Median Absolute
Deviation (MAD) of 𝐺(𝐺

𝐴1
, 𝐺
𝐴2
, . . . , 𝐺

𝐴5
). Therefore, the

MAD is defined as follows:

MAD = median
𝐴𝑝

(

𝐺
𝐴𝑝

−median
𝐴𝑞

(𝐺
𝐴𝑞
)

) , (7)

where 𝐴1 ≤ 𝐴𝑝 ≤ 𝐴5 and median
𝐴𝑞
(𝐺
𝐴𝑞
) is median value

of𝐺
𝐴𝑞
. Finally, the three thresholds (𝑇

𝑙
, 𝑇
𝑚
, and 𝑇

ℎ
) in ATEA

could be defined as follows:

𝑇
𝑙
= 0.5 (1 − 𝑟 ×MAD) , (8)

𝑇
𝑚
= 0.9 (1 − 𝑟 ×MAD) , (9)

𝑇
ℎ
= 1 − 𝑟 ×MAD, (10)

where 𝑟 ∈ 𝑅
+ represents a parameter of the algorithm that

defines how aggressively the system consolidates VMs. For
example, the higher 𝑟, the more energy consumption, but
the less SLA violations caused by VMs consolidation. The
complexity of KAM is 𝑂(𝑚 × 𝑛 × 𝑡), where 𝑚 is the group
number, 𝑛 denotes the data size, and 𝑡 is the iteration number.

As the value of 𝑉
𝑖
(𝑖 = 1, 2, 3, . . . , 𝑛) varies from time to

time, the value of 𝑇
𝑙
, 𝑇
𝑚
, and 𝑇

ℎ
are also variable. Therefore,

KAM is an adaptive three-threshold algorithm. When the
workloads are dynamic and unpredictable, as compared with
a fixed threshold algorithm, KAM generates higher energy
efficiency by setting the value of 𝑇

𝑙
, 𝑇
𝑚
, and 𝑇

ℎ
.

4.2.2. KAI (𝐾-Means Clustering Algorithm-Average-Inter-
quartile Range). KAI is another adaptive threshold algo-
rithm. For a univariate data set 𝑉

1
, 𝑉
2
, 𝑉
3
, . . . , 𝑉

𝑛
(𝑉
𝑖
is a

host’s CPU utilization at time 𝑖, and the size of 𝑛 could be
determined by empirical value), the KAI algorithm firstly
uses the 𝐾-means clustering algorithm to divide the data set
(𝑉
1
, 𝑉
2
, 𝑉
3
, . . . , 𝑉

𝑛
) into𝑚 groups (𝐺

1
, 𝐺
2
, . . . , 𝐺

𝑚
) (the size of

𝑚 could be obtained by empirical value, and in this paper,
𝑚 = 5), where𝐺

𝑘
= (𝑉
𝑗𝑘−1+1

, 𝑉
𝑗𝑘−1+2

, . . . , 𝑉
𝑗𝑘
), for all 1 ≤ 𝑘 ≤ 5,

and 0 = 𝑗
0
< 𝑗
1
< 𝑗
2
< ⋅ ⋅ ⋅ < 𝑗

5
= 𝑛. Then, KAI gets the

average value of each group, formalized as follows:

𝐺
𝐴𝑘

=

(𝑉
𝑗𝑘−1+1

+ 𝑉
𝑗𝑘−1+2

+ ⋅ ⋅ ⋅ + 𝑉
𝑗𝑘
)
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𝑘
− 𝑗
𝑘−1

)
, (11)

for all 1 ≤ 𝑘 ≤ 5. Then, KAI gets the Interquartile Range
(IR) of 𝐺(𝐺

𝐴1
, 𝐺
𝐴2
, . . . , 𝐺

𝐴5
). Therefore, the IR is defined as

follows:

IR = 𝑄
3
− 𝑄
1
, (12)

where 𝑄
3
is third quartiles of 𝐺 and 𝑄

1
is first quartiles of 𝐺.

Finally, the three thresholds (𝑇
𝑙
, 𝑇
𝑚
, and 𝑇

ℎ
) in ATEA can be

defined as follows:

𝑇
𝑙
= 0.5 (1 − 𝑟 × IR) , (13)

𝑇
𝑚
= 0.9 (1 − 𝑟 × IR) , (14)

𝑇
ℎ
= 1 − 𝑟 × IR, (15)

where 𝑟 ∈ 𝑅
+ represents a parameter of the algorithm that

defines how aggressively the system consolidates VMs. For
example, the higher 𝑟, the more energy consumption, but
the less SLA violations caused by VMs consolidation. The
complexity of KAI is 𝑂(𝑚 × 𝑛 × 𝑡), where 𝑚 is the group
number, 𝑛 denotes the data size, and 𝑡 is the iteration number.

As the value of 𝑉
𝑖
(𝑖 = 1, 2, 3, . . . , 𝑛) varies from time to

time, the values of 𝑇
𝑙
, 𝑇
𝑚
, and 𝑇

ℎ
are also variable. Therefore,

KAI is an adaptive three-threshold algorithm. When the
workloads are dynamic and unpredictable, as compared
with fixed threshold algorithm, KAI generates higher energy
efficiency by setting the value of 𝑇

𝑙
, 𝑇
𝑚
, and 𝑇

ℎ
.
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4.3. VM Selection Policies. As described earlier in Section 4.1,
some VMs on heavily loaded host must be migrated to
another host with light load.Which VM should be migrated?
In general, a host’s CPU utilization and memory size affect
its energy efficiency. Therefore, to solve this problem, three
kinds of VM selection policies (MMS, LCU, and MPCM) are
proposed in this section.

4.3.1. MMS (Minimum Memory Size) Policy. The migration
time of a VMwill change, depending on its different memory
size. A VM with less memory size means less migration time
under the same spare network bandwidth. For example, a
VM with 16GB memory may take 16 times’ longer migration
time than a VMwith 1GBmemory. Clearly, selecting the VM
with 16GB memory or the VM with 1GB memory greatly
affects energy efficiency of data centers. Therefore, if a host
is being heavily loaded, MMS policy selects a VM with the
minimum memory size to migrate compared with the other
VMs allocated to the host. MMS policy chooses a VM 𝑢 that
satisfies the following condition:

RAM (𝑢) ≤ RAM (V) , ∀V ∈ VM
𝑖
, (16)

where VM
𝑖
means the set of VMs allocated to host 𝑖 and

RAM(𝑢) is the memory size currently utilized by the VM 𝑢.

4.3.2. LCU (Lowest CPU Utilization) Policy. As for energy
efficiency in data center, the CPU utilization of a host is
also another important factor. Therefore, if a host is being
heavily loaded, LCU policy chooses a VM with the lowest
CPU utilization to migrate compared with the other VMs
allocated to the host. LCUpolicy chooses aVM𝑢 that satisfies
the following condition:

Utilization (𝑢) ≤ Utilization (V) , ∀V ∈ VM
𝑖
, (17)

where VM
𝑖
means the set of VMs allocated to host 𝑖 and

Utilization(𝑢) is theCPUutilization ofVM 𝑢 allocated to host
𝑖.

4.3.3. MPCM (Minimum Product of Both CPUUtilization and
Memory Size) Policy. As host’s CPU utilization and memory
size are two important factors for energy efficiency in data
center, if a host is being heavily loaded, MPCM policy selects
a VM with the minimum product of both CPU utilization
and memory size to migrate compared with the other VMs
allocated to the host. MPCM policy chooses a VM 𝑢 that
satisfies the following condition:

(𝑢CPU × 𝑢memory) ≤ (VCPU × Vmemory) , ∀V ∈ VM
𝑖
, (18)

where VM
𝑖
means the set of VMs allocated to host 𝑖 and

𝑢CPU and 𝑢memory, respectively, represent CPU utilization and
memory size currently utilized by the VM 𝑢.

4.4. VM Deployment Algorithm. VM deployment can be
considered as a bin packing problem. In order to tackle the
problem, a modification of the Best Fit Decreasing algorithm
denoted by Energy-Aware Best Fit Decreasing (EBFD) could

be used to deal with it. As described earlier in Section 4.1,
VMs on heavily loaded host or VMs on little-loaded host
must be migrated to another host with light load (CPU
utilization of a host at 𝑇

𝑙
-𝑇
𝑚
interval); VMs on lightly loaded

host or VMs on moderately loaded host are kept unchanged.
Algorithm 2 shows the pseudocode of EBFD, where 𝑇

𝑙
,

𝑇
𝑚
, and 𝑇

ℎ
are three thresholds in ATEA (the definition

of the three thresholds in Section 4.2). “vmlist” is the
set of all VMs. “hostlist” represents all hosts in the data
centers. Line 1 (see Algorithm 2) means to sort all VM
by CPU utilization in descending order. Line 3 represents
that parameter “minimumPower” is assigned a maximum
value. Line 6 is to check whether the host is suitable to
accommodate the VM (e.g., host’s CPU capacity, memory
size, and bandwidth). Function getUtilizationAfterAllocation
means to obtain host’s CPU utilization after allocating a VM.
Line 7 to Line 9 (see Algorithm 2) are to keep a host with light
load (CPU utilization of a host at 𝑇

𝑙
-𝑇
𝑚
interval). Function

getPowerAfterVM is to obtain the increasing of host’s energy
consumption after allocating a VM. Line 11 to Line 15 are
to find the host which owns the least increasing of power
consumption caused byVMallocation. Line 19 is to return the
destination hosts for accommodating VMs. The complexity
of the EBFD is𝑂(𝑚×𝑛); parameter𝑚 represents the number
of hosts, whereas parameter 𝑛 corresponds to the number of
VMs which should be allocated.

5. Experiments and Performance Evaluation

5.1. Experiment Setup. Due to the advantages of CloudSim
toolkit [20, 21] such as supporting on demand dynamic
resource provisioning and modeling of virtualized environ-
ments and so on, we choose it as the simulation toolkit for
our experiments.

We have simulated a data center which includes 800
heterogeneous physical nodes, half of which consists of HP
ProLiant G4 (Intel Xeon 3040, 2 cores 1860MHz, 4GB),
and the other half are HP ProLiant G5 (Intel Xeon 3075, 2
cores 2660MHz, 4GB). There are 1052 VMs and four kinds
of VM types (High-CPU Medium Instance (2500MIPS,
0.85GB); Extra Large Instance (2000MIPS, 3.75GB); Small
Instance (1000MIPS, 1.7 GB); andMicro Instance (500MIPS,
613MB)) in the data center. The characteristics of the VMs
correspond to Amazon EC2 instance types.

5.2. Workload Data. Using real workload to do experiments
is extremely significant for VM placement. In this paper, we
utilize the workload coming from a CoMon project, which
mainlymonitors infrastructure for PlanetLab [22].We obtain
the data derived from more than a thousand VMs’ CPU
utilization and theVMs placed atmore than 500 places across
the world. Table 2 [15] shows the characteristics of the data.

5.3. Experimental Results and Analysis. By using the work-
load data (described in Section 5.2), two kinds of adaptive
three-threshold algorithm (KAM and KAI) and three kinds
of VM selection policies (MMS, LCU, and MPCM) are
simulated. In addition, for the two adaptive three-threshold
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Require: 𝑇
𝑙
, 𝑇
𝑚
, 𝑇
ℎ
, vmlist, hostlist

Ensure: migrationMap
(1) vmList.sortByCpuUtilization( );

// sorted by CPU utilizatioin in descending order
(2) for each vm in vmlist do
(3) minimumPower = maximum;

// minimunPower is assigned a maximum value
(4) allocatedHost = null;
(5) for each host in hostlist do
(6) if (host is Suitable for Vm (vm)) then
(7) utilization = getUtilizationAfterAllocation(host, vm);
(8) if ((utilization < 𝑇

𝑙
) || (utilization > 𝑇

𝑚
)) then

(9) continue;
(10) end if
(11) EnergyConsumption = getPowerAfterVM(host, vm);
(12) if (EnergyConsumption <minimumPower) then
(13) minimumPower = EnergyConsumption;
(14) allocatedHost = host;
(15) end if
(16) end if
(17) end for
(18) end for
(19) return allocationHost.

Algorithm 2: Energy-Aware Best Fit Decreasing (EBFD).

Table 2: Workload data characteristics (CPU utilization).

Date Number of VMs Mean St. dev. Quartile 1 Median Quartile 3
03/03/2011 1052 12.31% 17.09% 2% 6% 15%

algorithm we have varied the parameters (𝑟 (7)–(9)) and
((11)–(13)) form 0.5 to 3.0 increasing by 0.5. Therefore, these
variations have led to 36 combinations of the algorithms
and parameters. For example, for KAM, there are three
VM selection policies (MMS, LCU, and MPCM) denoted
by KAM-MMS, KAM-LCU, and KAM-MPCM, respectively.
Similarly, for KAI, there are also three VM selection policies
(MMS, LCU, andMPCM) denoted by KAI-MMS, KAI-LCU,
and KAI-MPCM, respectively. In the following section, we
will discuss the energy consumption, SLATAH, PDM, SLA
violations, and energy efficiency for the algorithms with
different parameter.

(1) Energy Consumption. For the six algorithms (KAM-MMS,
KAM-LCU, KAM-MPCM, KAI-MMS, KAI-LCU, and KAI-
MPCM) with different parameter (0.5 to 3.0 increasing by
0.5), the energy consumption is shown in Figure 2, which
shows the energy consumption for the six algorithms. As for
KAM-MMS, KAM-LCU, and KAM-MPCM, KAM-MPCM
leads to the least energy consumption, KAM-LCU the second
energy consumption, and KAM-MMS the most energy con-
sumption. The reason is that KAM-MPCM considers both
CPU utilization and memory size when a host is with heavy
load. Compared with KAM-MMS, KAM-LCU leads to less
energy consumption. This can be explained by the fact that
the processor (CPU) of a host consumes much more energy
than its memory. Similarly, as for KAI-MMS, KAI-LCU,
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Figure 2: The energy consumption of the six algorithms.

and KAI-MPCM, KAI-MPCM leads to the least energy
consumption, KAI-LCU the second energy consumption,
and KAI-MMS the most energy consumption. The reason
is that KAI-MPCM considers both CPU utilization and
memory size when a host is with heavy load. Compared with
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Figure 3: The SLATAH of the six algorithms.

KAI-MMS, KAI-LCU leads to less energy consumption.This
can be also explained by the fact that the processor (CPU) of
a host consumes much more energy than its memory.

(2) SLATAH. The SLATAH is described in Section 3.3 (see
(3)). For the six algorithms (KAM-MMS, KAM-LCU, KAM-
MPCM, KAI-MMS, KAI-LCU, and KAI-MPCM) with dif-
ferent parameter (0.5 to 3.0 increasing by 0.5), the SLATAH
is shown in Figure 3, which shows the SLATAH for the six
algorithms. In terms of KAM-MMS, KAM-LCU, and KAM-
MPCM,KAM-MMS contributes to the least SLATAH,KAM-
MPCM the second, andKAM-LCU themost.The reason is as
follows: when a host is with heavy load, KAM-MMS selects
a VM with the minimum memory size to migrate leading
to less migration time. Therefore, KAM-MMS leads to the
least SLATAHcomparedwith KAM-LCU andKAM-MPCM.
Compared with KAM-MPCM, KAM-LCU contributes to
much more SLATAH. This could be explained by the fact
that SLATAH mainly depends on memory size but not CPU
utilization. Similarly, as for KAI-MMS, KAI-LCU, and KAI-
MPCM, KAI-MMS contributes to the least SLATAH, KAI-
MPCM the second, and KAI-LCU the most. The reason is
that KAI-MMS causes the least migration time leading to the
least SLATAH. Compared with KAI-MPCM, KAI-LCU leads
to much more SLATAH. This could also be explained by the
fact that SLATAH mainly depends on memory size but not
CPU utilization.

(3) PDM. The PDM is described in Section 3.3 (see (2)).
For the six algorithms (KAM-MMS, KAM-LCU, KAM-
MPCM,KAI-MMS, KAI-LCU, andKAI-MPCM)with differ-
ent parameter (0.5 to 3.0 increasing by 0.5), the PDM is shown
in Figure 4, which illustrates the PDM for the six algorithms.
As for KAM-MMS, KAM-LCU, and KAM-MPCM, the PDM
is the same.This could be explained by the fact that the overall
performance degradation caused by VMs due to migration is
the same. Furthermore, when parameter 𝑟 = 0.5, 1.0, and 1.5,
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Figure 4: The PDM of the six algorithms.
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Figure 5: The SLA violations of the six algorithms.

respectively, the corresponding PDM of the three algorithms
(KAM-MMS, KAM-LCU, and KAM-MPCM) are 0. As for
KAI-MMS, KAI-LCU, and KAI-MPCM, the PDM is also the
same.This could also be explained by the fact that the overall
performance degradation caused by VMs due to migration
is the same. At the same time, when parameter 𝑟 = 0.5,
the PDM of the three algorithms (KAI-MMS, KAI-LCU, and
KAI-MPCM) are 0.

(4) SLA Violations. The SLA violations are described in
Section 3.3 (see (4)). For the six algorithms (KAM-MMS,
KAM-LCU, KAM-MPCM, KAI-MMS, KAI-LCU, and KAI-
MPCM) with different parameter (0.5 to 3.0 increasing by
0.5), the SLA violations are shown in Figure 5, which shows
the SLA violations for the six algorithms. From (4), the SLA
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Figure 6: The energy efficiency of the six algorithms.

violations depend on SLATAH (Figure 3) and PDM (Fig-
ure 4). As for KAM-MMS, KAM-LCU, and KAM-MPCM,
the PDM is the same. Therefore, SLA violations depend on
SLATAH. In terms of KAM-MMS, KAM-LCU, and KAM-
MPCM,KAM-MMS contributes to the least SLATAH,KAM-
MPCMthe second, andKAM-LCU themost. So, KAM-MMS
contributes to the least SLA violations, KAM-MPCM the sec-
ond, andKAM-LCU themost. Furthermore, when parameter
𝑟 = 0.5, 1.0, and 1.5, respectively, the corresponding PDM
of the three algorithms (KAM-MMS, KAM-LCU, and KAM-
MPCM) are 0. Therefore, the corresponding SLA violations
of the three algorithms (KAM-MMS, KAM-LCU, and KAM-
MPCM) are 0. By the same way, as for KAI-MMS, KAI-LCU,
and KAI-MPCM, KAI-MMS contributes to the least SLA
violations, KAI-MPCM the second, and KAI-LCU the most.
At the same time, when parameter 𝑟 = 0.5, the PDM of the
three algorithms (KAI-MMS, KAI-LCU, and KAI-MPCM)
are 0. Therefore, the SLA violations of the three algorithms
(KAI-MMS, KAI-LCU, and KAI-MPCM) are 0.

(5) Energy Efficiency. For the six algorithms (KAM-MMS,
KAM-LCU, KAM-MPCM, KAI-MMS, KAI-LCU, and KAI-
MPCM) with different parameter (0.5 to 3.0 increasing
by 0.5), the energy efficiency (𝐸) is shown in Figure 6,
which shows the energy efficiency of the six algorithms. As
discussed in Section 3.4, (5) depends on energy consumption
(Figure 2) and SLA violation (Figure 5). Compared with
KAM-LCUandKAM-MPCM, the energy efficiency ofKAM-
MMS is the most. The reason is that KAM-MMS reduces the
migration time of VMs. In terms of energy efficiency, KAM-
MPCM is better than KAM-LCU. This can be explained by
the fact that KAM-MPCM considers both CPU utilization
and memory size. As (5) is related to energy consumption
(Figure 2) and SLA violation (Figure 5), when parameter
𝑟 = 0.5, 1.0, and 1.5, respectively, the corresponding SLA
violations of the three algorithms (KAM-MMS, KAM-LCU,
and KAM-MPCM) are 0. Therefore, the corresponding

Table 3: Comparison of the VMs select policies using paired 𝑡-tests.

Policy 1 Policy 2 Difference 𝑃 value
MMS (3579.5) LCU (2228.3) 1531.2 𝑃 value < 0.05
MMS (3579.5) MPCM (3109.9) 469.6 𝑃 value > 0.05
MPCM (3109.9) LCU (2228.3) 881.6 𝑃 value < 0.05

energy efficiency of the three algorithms (KAM-MMS,KAM-
LCU, and KAM-MPCM) is 0. Similarly, compared with KAI-
LCU and KAI-MPCM, the energy efficiency of KAI-MMS is
the most; the reason is that KAI-MMS reduces the migration
time of VMs. In terms of energy efficiency, KAI-MPCM is
better than KAI-LCU. This can be explained by the fact that
KAI-MPCM considers both CPU utilization and memory
size. As (5) is related to energy consumption (Figure 2)
and SLA violation (Figure 5), when parameter 𝑟 = 0.5,
the corresponding SLA violations of the three algorithms
(KAI-MMS, KAI-LCU, and KAI-MPCM) are 0. Therefore,
the corresponding energy efficiency of the three algorithms
(KAI-MMS, KAI-LCU, and KAI-MPCM) is 0.

Considering energy efficiency, we choose the parameter
of six algorithms to maximize the energy efficiency. Figure 6
illustrates that parameter 𝑟 = 2.0 for KAM-MMS is the best
(denoted by KAM-MMS-2.0), parameter 𝑟 = 3.0 for KAM-
LCU is the best (denoted by KAM-LCU-3.0), parameter 𝑟 =
3.0 for KAM-MPCM is the best (denoted by KAM-MPCM-
3.0), parameter 𝑟 = 1.0 for KAI-MMS is the best (denoted by
KAI-MMS-1.0), parameter 𝑟 = 1.0 for KAI-LCU is the best
(denoted by KAI-LCU-1.0), and parameter 𝑟 = 1.0 for KAI-
MPCM is the best (denoted by KAI-MPCM-1.0).

For the two kinds of adaptive three-threshold algorithms
(KAM and KAI), there are three VMs select policies which
could be provided. Does a policy that is the best compared
with other two policies in regard to energy efficiency exist? If
it exists, which VM select policy is the best? In order to solve
this problem, we have made three paired 𝑡-tests to determine
which VM policy is the best in regard to energy efficiency.
Before using the three paired 𝑡-tests, according to Ryan-
Joiner’s normality test, we verify the three VM select policies
(MMS, LCU, and MPCM) with different parameter (𝑟) that
maximization energy efficiency follows a normal distribution
with𝑃 value = 0.2> 0.05.The paired 𝑡-tests results are showed
in Table 3, which shows that MMS leads to a statistically
significantly upper value of energy efficiency with 𝑃 value
< 0.05 compared with LCU and MPCM. In other words, in
terms of energy efficiency, MMS is the best VM select policy
compared with LCU and MPCM. Therefore, KAM-MMS-
2.0 and KAI-MMS-1.0 are the best combination in regard
to energy efficiency. In the following section, we use KAM-
MMS-2.0 and KAI-MMS-1.0 to make comparison with other
energy-saving algorithms.

(6) Comparison with Other Energy-Saving Algorithms. In this
section, the NPA (Nonpower Aware), DVFS [9], THR-MMT-
1.0 [15], THR-MMT-0.8 [15], MAD-MMT-2.5 [15], IQR-
MMT-1.5 [15], and MIMT [16] are chosen to make compar-
ison in regard to energy efficiency. The related experimental
results are shown in Table 4.
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Table 4: The comparison of the energy-saving algorithms.

Algorithm
Energy
efficiency
(KWh)

Energy
consumption

(×10−7)

SLA
violations

SLATAH
(%)

PDM
(%)

Number of
VM

migrations
NPA — 2410.8 — — — —
DVFS — 803.91 — — — —
THR-MMT-1.0 38 99.95 2613 26.97 0.10 19852
THR-MMT-0.8 170 119.40 492 4.99 0.10 26567
MAD-MMT-2.5 169 114.27 518 5.24 0.10 25923
IQR-MMT-1.5 166 117.08 514 5.08 0.10 26420
MIMT (0–40%–80%) 5420 108.53 17 2.86 0.01 8418
MIMT (5%–45%–85%) 4949 112.26 18 3.22 0.01 8687
KAM-MMS-2.0 9231 83.33 13 1.73 0.01 6808
KAI-MMS-1.0 6393 104.28 15 2.03 0.01 7519

Table 4 illustrates the energy efficiency, energy consump-
tion, and SLA violations for the energy-saving algorithms. As
the NPA algorithm does not take any energy-saving policy
leading to 2410.8 KWh, DVFS algorithm reduces this value
to 803.91 KWh by adjusting its CPU frequency dynamically.
Because NPA and DVFS algorithm have no VMs migration,
the symbol “—” is used to represent the energy efficiency, SLA
violations, SLATAH, PDM, and number of VMs’ migration.
In terms of energy efficiency, THR-MMT-1.0 and THR-
MMT-0.8 algorithms are better thanDVFS.The reason is that
THR-MMT-1.0 and THR-MMT-0.8 algorithms set the fixed
threshold to migrate VMs leading to upper energy efficiency.

MAD-MMT-2.5 and IQR-MMT-1.5 are two kinds of
adaptive threshold algorithm, which (MAD-MMT-2.5 and
IQR-MMT-1.5) are better than THR-MMT-1.0 in regard
to energy efficiency. This could be described by the fact
that MAD-MMT-2.5 and IQR-MMT-1.5 dynamically set two
thresholds to improve the energy efficiency. But compared
with THR-MMT-0.8, the three algorithms (MAD-MMT-2.5,
IQR-MMT-1.5, and THR-MMT-0.8) are at the same level in
regard to energy efficiency.This could be explained by the fact
that the 0.8 threshold value is a proper value for the THR-
MMT algorithm.

KAM-MMS-2.0 and KAI-MMS-1.0 algorithms are better
than MIMT (0–40%–80%) and MIMT (5%–45%–85%). This
could be explained by the fact that MIMT (0–40%–80%) and
MIMT (5%–45%–85%) set the fixed threshold to control the
migration of VMs, while KAM-MMS-2.0 and KAI-MMS-
1.0 autoadjust threshold to control the migration of VMs
according to the workload.

Table 4 also shows that KAM-MMS-2.0 and KAI-MMS-
1.0 algorithms, respectively, improve the energy efficiency
comparedwith IQR-MMT-1.5,MAD-MMT-2.5, THR-MMT-
0.8, and THR-MMT-1.0 and maintain the low SLA viola-
tion of 13 × 10

−7. In addition, KAM-MMS-2.0 and KAI-
MMS-1.0 algorithms, respectively, generate 2-3 times fewer
VMsmigrations than IQR-MMT-1.5, MAD-MMT-2.5, THR-
MMT-0.8, and THR-MMT-1.0. The reason is as follows. On
one hand, KAM-MMS-2.0 and KAI-MMS-1.0 are two kinds
of adaptive three-threshold algorithm, which dynamically set

three thresholds, leading to the data center hosts to be divided
into four classes (hosts with little load, hosts with light load,
hosts with moderate load, and hosts with heavy load), and
migrate the VMs on heavily loaded and little-loaded hosts
to the host with light load, while the VMs on lightly loaded
and moderately loaded hosts remain unchanged. Therefore,
KAM-MMS-2.0 and KAI-MMS-1.0 algorithm reduce the
migration time and improve the migration efficiency com-
pared with other energy-saving algorithms. On the other
hand, KAM-MMS-2.0 and KAI-MMS-1.0, respectively, select
the best VMs select policy (MMS) combination with the
best parameter (𝑟) compared with other energy-saving algo-
rithms.

6. Conclusions

This paper proposes a novel VMs deployment algorithm
based on the combination of adaptive three-threshold algo-
rithm and VMs selection policies. This paper shows that
dynamic thresholds are more energy efficient than fixed
threshold. The proposed algorithms are expected to be
applied in real-world cloud platforms, aiming at reducing the
energy costs for cloud data centers.
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The amount of energy needed to operate high-performance computing systems increases regularly since some years at a high pace,
and the energy consumption has attracted a great deal of attention. Moreover, high energy consumption inevitably contains failures
and reduces system reliability. However, there has been considerably less work of simultaneousmanagement of systemperformance,
reliability, and energy consumption on heterogeneous systems. In this paper, we first build the precedence-constrained parallel
applications and energy consumption model. Then, we deduce the relation between reliability and processor frequencies and
get their parameters approximation value by least squares curve fitting method. Thirdly, we establish a task execution reliability
model and formulate this reliability and energy aware scheduling problem as a linear programming. Lastly, we propose a
heuristic Reliability-Energy Aware Scheduling (REAS) algorithm to solve this problem, which can get good tradeoff among system
performance, reliability, and energy consumption with lower complexity. Our extensive simulation performance evaluation study
clearly demonstrates the tradeoff performance of our proposed heuristic algorithm.

1. Introduction

For a long time, energy consumption has simply been
ignored in the performance evaluation in large-scale parallel
computing systems. However, Intelligence (DCDi) Industry
Census reported that the amount of electricity consumed
by global data centers ran up to 40GW in 2013, and it was
also with a 7% increase [1]. According to the latest world’s
Top 500 supercomputers Ranking, the power consumption
of first supercomputer “Tianhe-2” is 17.808MW and average
power consumption for Top 10 systems in Ranking list is
6.2939MW, respectively [2]. Thus, it is obvious that high
energy cost is a key feature of designing and applying
heterogeneous systems.

On the other hand, computing systems are a group
of heterogeneous processors connected via a high-speed
network that supports the execution of parallel applications.

For example, the Top supercomputer “Tianhe-2” in Top 500

lists consists of Intel Xeon� E5-2692 12C 2.200GHz and Intel
Xeon Phi 31S1P (MIC) [2]. For each processor, the number
of transistors integrated into today’s Intel Xeon EX processor
reaches to nearly 2.3 billion and its power consumption
over 130W [3]. This implies the possibility of worsening
single processor reliability, eventually resulting in poorness
of the whole heterogeneous system reliability. Furthermore,
the modern large-scale computing systems usually have a lot
of processors, such as “Tianhe-2” with 3,120,000 cores and
“Titan” with 560,640 cores [2]. One of the main problems
existing in this situation is system reliability, which drasti-
cally decreases as the number of processor cores increases
[4]. Even when the single processor’s one-hour reliability
becomes very high, such as 0.999999, as the system size
approaches 10,000 cores, the system’s MTTF (the Mean Time
to Failure) drops to less than 10 hours [4]. This also allows
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us to focus primarily on the main problem of this paper,
which is the simultaneousmanagement of systemperformance,
reliability, and energy consumption.

In recognition of this, we first build a reliability
and energy aware task scheduling architecture including
precedence-constrained parallel applications and energy
consumption model on heterogeneous systems. Then, we
propose the single processor failure rate model based on
DVFS technique and deduce the application reliability of
systems. Finally, to provide an optimum solution for this
problem, we propose a heuristic Reliability-Energy Aware
Scheduling (REAS) algorithm, which adopts a novel schedul-
ing objective RE. The overall objective of this paper is trying
to get good tradeoff among performance, reliability, and
energy consumption.

The rest of the paper is organized as follows: the related
work is summarized in Section 2. We describe the task
scheduling system model in Section 3. In Section 4, we
provide a system reliability model. To solve this problem,
a heuristic reliability and energy aware task scheduling
algorithm is proposed in Section 5. In Section 6, we verify
the performance of the proposed algorithm by comparing
the results obtained from performance evaluation. Finally,
we summarize the contributions and make some remarks on
further research in Section 7.

2. Related Work

The high-performance parallel application running on com-
puting systems is usually composed of intercommunicated
tasks, which are scheduled to run over different processors in
the systems. In most cases, the main objective of scheduling
strategies is to map the multiple interacting program tasks
onto processors and order their executions so that task
precedence requirements are satisfied and, in the meanwhile,
the minimum schedule length (makespan) can be achieved.
The problem of finding the optimal schedule is NP-complete
in general [5–9]. There are many scheduling algorithms
that have been proposed to deal with this problem, for
example, dynamic-level scheduling (DLS) algorithm [6] and
heterogeneous earliest-finish-time (HEFT) algorithm [5, 8,
10, 11].

As the energy consumption has become important issue
in designing large-scale computing systems in the last few
years,many techniques including dynamic voltage-frequency
scaling (DVFS), dynamic powering on/off, slack reclamation,
resource hibernation, and memory optimizations have been
investigated and developed to reduce energy consumption
[12–14]. DVFS, which is a technique in which a processor
runs at a less-than-maximum frequency when it is not fully
utilized in order to conserve power, is perhaps the most
appealing method for reducing energy consumption [14,
15]. Most of the early DVFS-enabled researches focused on
the single processor of embedded and real-time computing
systems [14, 16, 17]. Recently, there has been a significant
amount of work on task scheduling for heterogeneous sys-
tems usingDVFS-enabled techniques. For instance, Rountree
et al. focused on energy optimization of MPI program in
HPC environment and proposed a linear programming (LP),

which incorporates allowable time delays, communication
slack, and memory pressure into its scheduling using DVFS
(i.e., slack reclamation) [18]. Rizvandi et al. proposed a
method to find the best frequencies of processor to obtain the
optimal energy consumption [19]. Lee andZomaya addressed
the problem of scheduling precedence-constrained parallel
applications on multiprocessor computer systems and their
scheduling decisions are made using the relative superiority
metric (RS) devised as a novel objective function [20]. In [21],
Zong et al. proposed two energy-efficient scheduling algo-
rithms (EAD and PEBD) for parallel tasks on homogeneous
clusters based on duplication strategy.

All of this work demonstrated that dynamic adjusting
the processor’s voltage and frequency can effectively reduce
system energy consumption.However, recent researches have
illustrated that scaling the processor’s voltage and frequency
has negative impact of nanoscale semiconductor circuits’s
cosmic ray radiations, electromagnetic interference, and
alpha particles, which enforce the unreliability of processor
[22–24]. Thus, it is a good way to incorporate the reliability
into energy aware scheduling based on DVFS. Recently,
Zhu etc. focused on reducing energy consumption while
preserving the system reliability for periodic real-time tasks
[25, 26].They proposed a reliabilitymodel that the processor’s
reliability decreases as scaling their voltage and frequency
from max to min and incorporated the reliability require-
ments into heuristic energy aware task scheduling strategies.
However, their techniques are not suitable for precedence-
constrained parallel applications on heterogeneous systems
based on DVFS-enabled processors.

Many researches had dealt with the reliability on hetero-
geneous systems. For example, Dogan and Özgüner intro-
duced three reliability cost functions that were incorporated
into making dynamic level (DL) and proposed a reliable
dynamic level scheduling algorithm (RDLS) [27]; the goal
was to minimize not only the execution time but also the fail-
ure probability of the application. In our previous work [8],
we propose a scheduling algorithmwhich considers the task’s
execution reliability. Qin and Jiang investigated a dynamic
and reliability-cost-driven (DRCD) scheduling algorithms
for precedence-constrained tasks in heterogeneous clusters
[28]. Unfortunately, those works did not consider the energy
consumption and the reliability of scaling the processor’s
voltage and frequency. In recognition of this, we focus on
the reliability and energy consumption on DVFS-enabled
heterogeneous systems.

3. System Models

3.1. Scheduling Architecture. Various task scheduling archi-
tectures are proposed in literature [5, 8, 9, 14, 28, 29].
However, the energy consumption and system reliability
are not effectively incorporated into scheduling. In this
paper, we propose a reliability and energy aware task
scheduling architecture, as depicted in Figure 1(a). It is
assumed that all parallel applications, along with infor-
mation provided by user, are submitted to system by a
special user command. First, the parallel applications are
divided as a task DAG by Task DAG Model. Then, the
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Figure 1: (a) The reliability and energy aware task scheduling architecture. (b) A parallel application task graph.

Table 1: The parameters of heterogeneous processors.

𝜆𝑘 𝑃𝑠[𝑘] 𝛼[𝑘]
(𝑓𝑘,𝑙, 𝑉𝑘,𝑙)

1 2 3

𝑝1 1.4 × 10−4 73.6 3.663 × 10−8 (0.8 × 109, 0.93) (2.1 × 109, 1.23) (3.2 × 109, 1.43)
𝑝2 1.62 × 10−4 57.1 4.95 × 10−8 (2.3 × 109, 0.85) (3.0 × 109, 1.36)

estimate energy consumption of tasks, which are executed
on the DVFS-enabled heterogonous processors, is com-
puted by the Eneregy Consumption Estimator. At the same
time, reliability analysis computes the processors’ reliability
according to different frequency to get the whole system
reliability. Finally, the Scheduler schedules tasks based on the
above task energy consumption and system reliability.

3.2. Heterogeneous Systems. The target system used in this
work consists of a set of 𝑃 = {𝑝1, 𝑝2, . . . , 𝑝𝑚} heterogeneous
processors/machines [5, 8, 9, 14, 29], which are connected by
high-speed interconnects, such as Infiniband and Myrinet.
Each DVFS-enabled processor 𝑝𝑘 ∈ 𝑃 can adjust its
operational voltage and frequency [14].Therefore, they can be
executed on discrete set of frequency-voltage pairs, (𝑓𝑘,𝑙, 𝑉𝑘,𝑙),
in which (𝑓𝑘,1 < 𝑓𝑘,2 < ⋅ ⋅ ⋅ < 𝑓𝑘,𝑀𝑘

) and (𝑉𝑘,1, 𝑉𝑘,2 < ⋅ ⋅ ⋅ <

𝑉𝑘,𝑀𝑘
), where𝑀𝑘 is processor𝑝𝑘’s operation level [14, 30]. For

example, the quad-core AMDPhenom II supports 4 different
frequencies (0.8GHz, 2.1 GHz, 2.5 GHz, and 3.2GHz) and
voltages ranging from 0.85V to 1.425V [30]. Since clock
frequency transition overheads take a negligible amount of
time (e.g., 10 us–150 us), these overheads are not considered
in our study.

The heterogeneous processor’s failure is assumed to fol-
low a Poisson process and each processor has a constant
failure rate 𝜆 [8, 9, 29]. For example, 𝜆𝑘 denotes a processor
𝑝𝑘 failure rate when it works at normal voltage and frequency
[8, 9, 27, 29]. These failure rates can be derived from system’s
profiling, system log, and statistical prediction techniques

[31]. For demonstration purposes, we illustrate two hetero-
geneous processors, one has 3 frequency levels and the other
has 2 frequency levels, and the parameters are listed in Table 1.

3.3. ApplicationsModel. Theprecedence-constrained tasks of
parallel application are usually denoted as a Directed Acyclic
Graph (DAG) 𝐺 = ⟨𝑉, 𝑅, [𝑑𝑖,𝑗, 𝑤𝑖,𝑘,𝑙]⟩ [5, 8–10, 29], where
𝑉 = {V1, V2, . . . , V𝑛} is the set with 𝑛 tasks that can be
scheduled to any available DVFS-enabled processors [5, 8–
10, 29]; 𝑅 represents the precedence relation that defines a
partial order on the task set𝑉, such that V𝑖𝑅V𝑗 implies that the
task V𝑖 must be finished, before V𝑗 can start execution [5, 8–
10, 29]. [𝑑𝑖,𝑗] is 𝑛 × 𝑛 communication matrix that denotes
the communication time between tasks V𝑖 and V𝑗 for 1 ≤

𝑖, 𝑗 ≤ 𝑛. [𝑤𝑖,𝑘,𝑙] is 𝑛 × 𝑚 × 𝑀max computation matrix in
which each 𝑤𝑖,𝑘,𝑙 gives the estimated time to execute task V𝑖
on processor 𝑝𝑘 at frequency 𝑓𝑘,𝑙. Here, 𝑀max is the maximal
operation level on systems. The communication cost and
computation cost can be evaluated by building a historic table
and using code profiling or statistical prediction techniques
[31]. Figure 1(b) shows a parallel application DAG, Table 2
lists the tasks execution time on two heterogeneous DVFS-
enabled processors listed in Table 1, and the communication
time among these tasks is listed in Table 3.

Generally, the common objective of task scheduling is
to map tasks with precedence constrained onto processors
and get a minimum schedule length (which is also called
makespan) [10, 11]. Before presenting the schedule length, it
is necessary to define the scheduling attributes EST and EFT
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Table 2: Task estimated execution matrix [𝑤𝑖,𝑘,𝑙].

Task 𝑝1 𝑝2

𝑝1,1 𝑝1,2 𝑝1,3 𝑝2,1 𝑝2,2

V1 11.12 2.28 2.87 3.89 3
V2 36.29 13.82 9.12 12.7 9.78
V3 15.46 5.91 3.92 5.45 4.21
V4 5.33 2.01 1.4 1.94 1.49
V5 66.77 25.44 16.77 23.28 17.83
V6 13.82 5.3 3.53 4.84 3.75
V7 7.43 2.86 1.89 2.68 2.04
V8 8.48 3.19 2.09 2.91 2.31

Table 3: Estimated communication matrix [𝑑𝑖,𝑗].

Task V2 V3 V4 V5 V6 V7 V8
V1 6.99 15.48 6.69
V
2

10.86
V3 1.25 12.56
V4 6.93 0.3
V5 0.11
V6 6.535
V7 6.2

of task V𝑖. EST(V𝑖, 𝑓𝑘,𝑙) denotes the earliest execution starting
time of task V𝑖 ∈ 𝑉 on DVFS-enabled processor 𝑝𝑘 ∈ 𝑃

at frequency 𝑓𝑘,𝑙, which is constrained by tasks precedence
relation and the available time of processor 𝑝𝑘 [5, 8–10, 29].
EFT(V𝑖, 𝑓𝑘,𝑙) is the earliest execution finish time of task V𝑖 on
processor 𝑝𝑘 at frequency 𝑓𝑘,𝑙, which is described as

EFT (V𝑖, 𝑓𝑘,𝑙) = EST (V𝑖, 𝑓𝑘,𝑙) + 𝑤𝑖,𝑘,𝑙. (1)

In this paper, let 𝑋𝑙
𝑖,𝑘

= 1 denote the task V𝑖 scheduled on
processor 𝑝𝑘 at frequency 𝑓𝑘,𝑙; otherwise 𝑋

𝑙

𝑖,𝑘
= 0. Thus, the

schedule length is defined as follows:

makespan =

1≤𝑙≤𝑀𝑘

Max
1≤𝑖≤𝑛, 1≤𝑘≤𝑚

{𝑋
𝑙

𝑖,𝑘
EFT (V𝑖, 𝑓𝑘,𝑙)} . (2)

3.4. Energy Model. The major energy consumption of com-
puting systems depends on its memory, disks, CPUs, and
other components. This paper only considers DVFS-enabled
CPUs, which consume the largest proportion of energy on
systems [14, 19, 20, 32]. The power consumption of DVFS-
enabled microprocessor based on complementary metal-
oxide semiconductor (CMOS) logic circuits mainly consists
of static power and dynamic power dissipation, which can be
modeled as [25, 26]

𝑃 = 𝑃𝑠 + 0𝑃𝑑, (3)

where 𝑃𝑠 is the static power, which is a constant and the
power used to maintain basic circuits and keep the clock
running, and frequency-independent active power. 0 denotes
the processor’s model, if processor is at execution model,
0 = 1; otherwise, 0 = 0. 𝑃𝑑 is the most significant factor

of processor power consumption and can be estimated as
[14, 16, 19, 20, 32]

𝑃𝑑 = 𝛼𝑉
2
𝑓, (4)

where 𝛼 represents the switched capacitance, 𝑉 is the supply
voltage, 𝑓 represents processor’s working frequency, and 𝜎

stands for circuit dependent constant. The example of such
processor parameters is listed in Table 1.

Let EN(V𝑖, 𝑓𝑘,𝑙) be the energy consumption caused by
task V𝑖 running on DVFS-enabled processor 𝑝𝑘 at frequency
𝑓𝑘,𝑙, of which it is determined by task execution time and
processor power consumption:

EN (V𝑖, 𝑓𝑘,𝑙) = 𝑤𝑖,𝑘,𝑙 × 𝑃
𝑘

= 𝑤𝑖,𝑘,𝑙 × 𝑃
𝑘

𝑠
+ 𝑤𝑖,𝑘,𝑙 × 𝑃𝑑 (𝑓𝑘,𝑙) ,

(5)

where 𝑃𝑑(𝑓𝑘,𝑙) denotes dynamic power dissipation of proces-
sor 𝑝𝑘 at frequency 𝑓𝑘,𝑙 (see (4)). Thus, for an application 𝐺,
the energy consumption EN(𝑉) is the summation of all tasks
of energy consumption:

EN (𝑉) =

1≤𝑙≤𝑀𝑘

∑

1≤𝑖≤𝑛, 1≤𝑘≤𝑚

{𝑋
𝑙

𝑖,𝑘
EN (V𝑖, 𝑓𝑘,𝑙)}

=

1≤𝑙≤𝑀𝑘

∑

1≤𝑖≤𝑛, 1≤𝑘≤𝑚

{𝑋
𝑙

𝑖,𝑘
𝑤𝑖,𝑘,𝑙 × 𝑃

𝑘

𝑠
+ 𝑋
𝑙

𝑖,𝑘
𝑤𝑖,𝑘,𝑙 × 𝑃𝑑 (𝑓𝑘,𝑙)} .

(6)

At the same time, for heterogeneous systems, all proces-
sors are power-on; they are sleep or execution model. That
is to say, all processors of systems consume 𝑠𝑡𝑎𝑡𝑖𝑐 𝑝o𝑤𝑒𝑟 all
the time. Thus, the computing systems energy consumption
EN(𝑃) is the summation of all processors static power and
dynamic power dissipation of application energy consump-
tion:

EN (𝑃) = makespan × ∑

𝑘=1,2,...,𝑚

𝑃
𝑘

𝑠

+

1≤𝑙≤𝑀𝑘

∑

1≤𝑖≤𝑛, 1≤𝑘≤𝑚

{𝑋
𝑙

𝑖,𝑘
𝑤𝑖,𝑘,𝑙 × 𝑃𝑑 (𝑓𝑘,𝑙)} .

(7)

Obviously, systems energy consumption EN(𝑃) is greater
than application energy consumption EN(𝑉). In this paper,
one of our main objectives is to minimize systems energy
consumption EN(𝑃).

4. System Reliability Analysis and
Problem Statement

In this section, we first provide the single DVFS-enabled
processor failure rate model.Then, we analyze heterogeneous
systems reliability. At last, we formulate the reliability and
energy aware task scheduling as a linear programming
problem.



Scientific Programming 5

4.1. Single DVFS-Enabled Processor Failure Rate. Among
various sources of unreliability in a semiconductor circuit
processor, it is predicted that the failure rate due to cosmic ray
radiation-induced soft errors dominates all other reliability
issues [24]. Transient fault occurs when a high energy particle
such as alpha or neutron strikes a sensitive region in a
semiconductor device and flips the logical state of the struck
node [33]. Most of the modern DVFS-enabled processor
is the integration of multibillion transistors on a single
chip leading to increasing number of sensitive devices in
submicron technologies which is vulnerable to soft error
and consequently raises the Soft Error Rate (SER) [34].
These phenomena become more and more serious with the
continued scaling of processor’s voltage and frequency [23,
25].

Traditionally, the modern DVFS-enabled processor’s reli-
ability has beenmodeled as the followingPoisson distribution
with a failure rate 𝜆 when it works at normal voltage and
frequency [8, 9, 27, 29, 35]. Moreover, it has been shown
that DVFS has a direct and negative effect on failure rates
as blindly applying DVFS to scale the supply voltage and
processing frequency for energy savings, which may cause
significant degradation in processor’s reliability [23, 25, 26].
Therefore, for the DVFS-enabled heterogonous processor
𝑝𝑘 ∈ 𝑃 to be considered in this paper, the failure rate at a
reduced frequency 𝑓𝑘,𝑙 (and the corresponding voltage 𝑉𝑘,𝑙)
can be modeled as

𝜆𝑘 (𝑓𝑘,𝑙) = 𝜆𝑘 ⋅ 𝐻𝑘 (𝑓𝑘,𝑙) , (8)

where 𝜆𝑘 is the failure rate corresponding to the normal
processing frequency 𝑓nm (and corresponding to normal
voltage 𝑉nm). Prior researches which studied the effect of
normal voltage on processor’s reliability have revealed that
the failure rates generally increase with scaled processing
frequencies (and supply voltages) away from normal voltage
[24, 36]. On the other hand, the fault rates are exponentially
related to the circuit’s critical charge (which is the threshold
voltage). Thus, we have the following equations:

𝐻𝑘 (𝑓𝑘,𝑙)

=

{

{

{

𝑒
𝜓𝑘𝑉𝑡𝑘10

𝜉𝑘((𝑓𝑘,𝑙−𝑓nm)/(𝑓max−𝑓min)) 𝑓nm ≤ 𝑓𝑘,𝑙 ≤ 𝑓max

𝑒
𝜓𝑘𝑉𝑡𝑘10

𝜉𝑘((𝑓nm−𝑓𝑘,𝑙)/(𝑓max−𝑓min)) 𝑓min ≤ 𝑓𝑘,𝑙 ≤ 𝑓nm,

(9)

where the exponent 𝜓𝑘 is the parameter of threshold voltage
and 𝜉𝑘 is a constant, representing the sensitivity of fault rates
to frequency scaling, and 𝑓min and𝑓max denote theminimum
and maximum frequency, respectively.

In order to get the precision value of parameters 𝜓𝑘 and
𝜉𝑘, we use least squares curve fitting method [37]. Therefore,
the natural logarithm of both sides for (9) is

ln (𝐻𝑘 (𝑓𝑘,𝑙))

=

{{{{{

{{{{{

{

𝜓𝑘𝑉𝑡𝑘 + 𝜉𝑘 ln 10
𝑓𝑘,𝑙 − 𝑓nm

𝑓max − 𝑓min
𝑓nm ≤ 𝑓𝑘,𝑙 ≤ 𝑓max

𝜓𝑘𝑉𝑡𝑘 + 𝜉𝑘 ln 10
𝑓nm − 𝑓𝑘,𝑙

𝑓max − 𝑓min
𝑓min ≤ 𝑓𝑘,𝑙 ≤ 𝑓nm.

(10)

Let 𝑦 = ln(𝐻𝑘(𝑓𝑘,𝑙)), 𝐴 = 𝜓𝑘𝑉𝑡𝑘, 𝐵 = 𝜉𝑘 ln 10(1/(𝑓max −

𝑓min)), and 𝐶 = 𝜉𝑘 ln 10(𝑓nm/(𝑓max − 𝑓min)). Then, (10)
becomes

𝑦 =

{

{

{

𝐴 + 𝐵𝑓𝑘,𝑙 − 𝐶 𝑓nm ≤ 𝑓𝑘,𝑙 ≤ 𝑓max

𝐴 − 𝐵𝑓𝑘,𝑙 + 𝐶 𝑓min ≤ 𝑓𝑘,𝑙 ≤ 𝑓nm.

(11)

Thus, we can get the parameters 𝜓𝑘 and 𝜉𝑘 approximation
value by using least squares linear fitting method.

4.2. Application Reliability Analysis. Assume that the task
V processing time has taken place during the time interval
[𝐴, 𝐵] on heterogeneous DVFS-enabled processor 𝑝𝑘 at
frequency 𝑓𝑘,𝑙, where 𝐴 denotes the task start execution time
and 𝐵 denotes the task finish time [5, 8, 9, 29]. Thus, the task
execution reliability can be given by

𝑃 [V] = 𝑃 {𝑋 (𝐵) − 𝑋 (𝐴) = 0}

= 𝑃 {𝑋 (𝐵 − 𝐴 + 𝐴) − 𝑋 (𝐴) = 0}

= exp {−𝜆𝑘 (𝑓𝑘,𝑙) (𝐵 − 𝐴)} .

(12)

For a task V𝑖 of application𝐺 on processor 𝑝𝑘 at frequency
𝑓𝑘,𝑙, its reliability 𝑃[V𝑖, 𝑓𝑘,𝑙] is equal to all of its immediate
parent tasks and its execution reliability, which can be defined
by

𝑃 [V𝑖, 𝑓𝑘,𝑙] = ∏

V𝑗∈pred(V𝑖)
𝑃 [V𝑗]

× exp (−𝜆𝑘 (𝑓𝑘,𝑙) × 𝑤𝑖,𝑘,𝑙) ,

(13)

where pred(V𝑖) denotes all direct predecessors of V𝑖 and 𝑃[V𝑗]
is the reliability of task V𝑗 that is equal to the reliability of task
V𝑖 executing on processor 𝑝𝑘 at frequency 𝑓𝑘,𝑙

𝑃 [V𝑗] =

1≤𝑙≤𝑀𝑘

∑

1≤𝑘≤𝑚

{𝑋
𝑙

1,𝑘
𝑃 [V𝑗, 𝑓𝑘,𝑙]} . (14)

For the entry task V1 of application, which is executed on
processor 𝑝𝑘 at frequency 𝑓𝑘,𝑙 and pred(V1) = 𝜙, its reliability

𝑃 [V1, 𝑓𝑘,𝑙] = exp(−

1≤𝑙≤𝑀𝑘

∑

1≤𝑘≤𝑚

{𝑋
𝑙

1,𝑘
𝜆𝑘 (𝑓𝑘,𝑙) × 𝑤1,𝑘,𝑙}) . (15)

Generally, application 𝐺 has one exit task Vexit. The
reliability of application 𝑃[𝐺] is equal to the exit task Vexit:

𝑃 [𝐺] = 𝑃 [Vexit] = ∏

V𝑗∈pred(Vexit)
𝑃 [V𝑗] × 𝑃 [Vexit, 𝑓𝑘,𝑙] . (16)

This is the other objective of this paper, in which we try
to improve the application reliability 𝑃[𝐺]. From the above
analysis, we know that allocating tasks with less execution
times to more reliable processors might be a good heuristic
to increase the reliability.



6 Scientific Programming

Input: The task DAG of parallel applications
Output: The scheduling of task-processor pairs
(1) Calculate each task 𝑏 level of DAG
(2) Sort tasks in a scheduling list by non-increasing order of 𝑏 level
(3) while the scheduling list isnot empty do
(4) Remove the first task V𝑖 from the scheduling list
(5) Set min𝐹(V𝑖), min𝐸(V𝑖) as maximum value
(6) for each processor-frequency 𝑓𝑘,𝑙 in systems do
(7) Compute the earliest finish time EFT(V𝑖, 𝑓𝑘,𝑙) use (22)
(8) if min𝐹(V𝑖) > EFT(V𝑖, 𝑓𝑘,𝑙) then
(9) min𝐹(V𝑖) = EFT(V𝑖, 𝑓𝑘,𝑙)
(10) end
(11) Compute task energy consumption EN(V𝑖, 𝑓𝑘,𝑙) use (5)
(12) if min𝐸(V𝑖) > EN(V𝑖, 𝑓𝑘,𝑙) then
(13) min𝐸(V

𝑖
) = EN(V

𝑖
, 𝑓
𝑘,𝑙

)

(14) end
(15) end
(16) Set min RE(V𝑖) as maximum value
(17) for each processor-frequency 𝑓𝑘,𝑙 in systems do
(18) Compute the earliest finish time EFT(V𝑖, 𝑓𝑘,𝑙) use (22)
(19) Compute task energy consumption EN(V𝑖, 𝑓𝑘,𝑙) use (5)
(20) Compute metric RE(V𝑖, 𝑓𝑘,𝑙) use (24)
(21) if minRE(V𝑖) > RE(V𝑖, 𝑓𝑘,𝑙) then
(22) min RE(V𝑖) = RE(V𝑖, 𝑓𝑘,𝑙)
(23) end
(24) end
(25) Assign task V𝑖 to the corresponding processor-frequency
(26) Update the processor execution finish time
(27) end
(28) “Slack reclamation
(29) for each task in scheduling task-processor pairs do
(30) Compute task slack time Slack(V𝑖) use (25)
(31) for each frequency of processor 𝑘 do
(32) Compute the optimal frequency 𝑓𝑘,𝑙 use (26)
(33) end
(34) Reassign task V𝑖 and update corresponding data
(35) end
(36) Compute the schedule length, application reliability 𝑃[𝐺], systems energy consumption EN(𝑃)

Algorithm 1: The pseudocode for REAS algorithm.

4.3. Problem Statement. As simultaneous management of
scheduling performance, system reliability, and energy con-
sumption is the main problem of this paper, we formulate it
as follows:

Minimize makespan

Minimize EN (𝑃)

Maximize 𝑃 [𝐺]

s.t. 𝑋
𝑙

𝑖,𝑘
= 1 Or 𝑋

𝑙

𝑖,𝑘
= 0

1≤𝑙≤𝑀𝑘

∑

1≤𝑘≤𝑚

𝑋
𝑙

𝑖,𝑘
= 1 ∀V𝑖 ∈ 𝑉

V𝑖𝑅V𝑗 ∀V𝑖, V𝑗 ∈ 𝑉.

(17)

5. Proposed Reliability-Energy Aware
Scheduling Algorithm

This section presents a Reliability-Energy Aware Scheduling
algorithm on heterogeneous systems called REAS, which
aims at achieving lower energy consumption, high reliability,
and shorter schedule length. Its scheduling decisions are
made using the hybridmetric including energy consumption,
reliability, and schedule length, devised as a novel objective
function. The pseudocode of the algorithm is shown in
Algorithm 1. The algorithm is complete in three main phases
as described in the following sections.

5.1. Task Priorities Phase. This step is essential for list
scheduling algorithms. A task processing list is generated by
sorting the task by decreasing order of some predefined rank
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Table 4: The 𝑏 level value of task.

Task V1 V2 V3 V4 V5 V6 V7 V8
𝑏 level 73.4 61.4 42.4 26 34.15 16.6 13.7 3.8
Seq 1 2 3 5 4 6 7 8

function, such as 𝑡 level, 𝑏 level, Rank, CP, and DL [5, 6, 8–
10, 29]. Here, we use the average computation capacity, which
is defined as

𝑤 (V𝑖) =

∑
1≤𝑙≤𝑀𝑘

1≤𝑘≤𝑚
𝑤𝑖,𝑘,𝑙

∑
1≤𝑘≤𝑚

𝑀𝑘

. (18)

In this research, we use 𝑏 level as the rank function. The
𝑏 level of task V𝑖 is the sum of the path weight from task V𝑖
to exit task. We can compute this value recursively traversing
DAG from exit task, and it is defined as follows:

𝑏 level (V𝑖) = 𝑤 (V𝑖) + Max
V𝑗∈succ(V𝑖)

{𝑑𝑖,𝑗 + 𝑏 level (V𝑗)}

+ RC (V𝑖) ,

(19)

where succ(V𝑖) is the set of immediate successors of task V𝑖.
RC(V𝑖) is the average reliability overhead of task V𝑖 and can be
computed by

RC (V𝑖)

= (1 − exp
{

{

{

−

∑
1≤𝑙≤𝑀𝑘

1≤𝑘≤𝑚
𝜆𝑘 (𝑓𝑘,𝑙)

∑
1≤𝑘≤𝑚

𝑀𝑘

× 𝑤 (V𝑖)
}

}

}

)

× 𝑤 (V𝑖).

(20)

For the exit task Vexit, the 𝑏 level is equal to

𝑏 level (Vexit) = 𝑤 (Vexit) + RC (Vexit) . (21)

Basically, 𝑏 level(V𝑖) is the length of the critical path from
task V𝑖 to the exit task, including the average computation cost
and reliability overhead of task V𝑖. For example, considering
the application DAG in Figure 1(b), heterogeneous systems
parameters in Table 1, task execution time matrix in Table 2,
and communication matrix in Table 3, the task 𝑏 level value
which is recursively computed by (19) and (21) is shown in
Table 4.

5.2. Task Assignment Phase. In this phase, tasks are assigned
to the processors with earliest execution finish time EFT(V𝑖),

high reliability, and minimum task energy consumption
EN(V𝑖). However, for heterogeneous systems, these perfor-
mance metrics are conflicted most of the time. Here, we
introduce a novel objective as RE, which can get good
tradeoff among these metrics.We first redefine task V𝑖 earliest
execution finish time on processor 𝑝𝑘 at frequency 𝑓𝑘,𝑙 as

EFT (V𝑖, 𝑓𝑘,𝑙) = EST (V𝑖, 𝑓𝑘,𝑙) + 𝑤𝑖,𝑘,𝑙 + RO (V𝑖, 𝑓𝑘,𝑙) , (22)
where RO(V𝑖, 𝑓𝑘,𝑙) is the reliability overhead of task V𝑖 on
processor 𝑝𝑘 at frequency 𝑓𝑘,𝑙 and is computed by

RO (V𝑖, 𝑓𝑘,𝑙) = (1 − 𝑃 [V𝑖, 𝑓𝑘,𝑙]) × 𝑤𝑖,𝑘,𝑙. (23)

On the other hand, we let Min𝐹(V𝑖), Min𝐸(V𝑖) denote
the earliest execution finish time and minimum task energy
consumption on all processors of heterogeneous systems.
Thus, the novel metric RE of task V𝑖 on processor 𝑝𝑘 at
frequency 𝑓𝑘,𝑙 is

RE (V𝑖, 𝑓𝑘,𝑙) = 𝜃 ×
EFT (V𝑖, 𝑓𝑘,𝑙) − Min𝐹 (V𝑖)

EFT (V𝑖, 𝑓𝑘,𝑙)

+ (1 − 𝜃) ×
EN (V𝑖, 𝑓𝑘,𝑙) − Min𝐸 (V𝑖)

EN (V𝑖, 𝑓𝑘,𝑙)
,

(24)

where 𝜃 is the weight of task earliest execution finish time.
If the task execution time is more important than energy
consumption, we can give higher value to 𝜃; otherwise, 𝜃

value is lower. Moreover, the scheduling objective of this
problem is minimum in both schedule length and energy
consumption. Thus, in each task assignment step, we try
to get the minimum RE(Vi, 𝑓𝑘,𝑙) and assign task V𝑖 to the
corresponding processor frequency.

5.3. Slack Reclamation. Tasks of parallel application may
have some slack time for their execution due primarily
to communication events, for example, “multidimensional”
intertask communication (or intertask data dependencies),
and these processor slacks are an obvious source of energy
wastage. Slack reclamation was studied to reduce energy
consumption using the slack left by some completed task
instances. The idea behind the slack reclamation for the
reducing of energy consumption is to exploit the slack time
to slow down the execution speeds of the remaining tasks
[12, 20]. In this paper, we adopt this technique to reduce
energy consumption after making the scheduling decision.
The slack time of task V𝑖 is defined by

Slack (V𝑖) = Min
V𝑗∈succ(V𝑖)

{

{

{

Sch (V𝑗, 𝑠𝑇) − Sch (V𝑖, 𝑓𝑇) if V𝑖, V𝑗 on same processor

Sch (V𝑗, 𝑠𝑇) − 𝑑𝑖,𝑗 − Sch (V𝑖, 𝑓𝑇) otherwise,
(25)
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Figure 2: The experimental results of REAS algorithm with various weights 𝜃. (a) Schedule length. (b) Energy consumption. (c) Application
reliability.

where Sch(V𝑖, 𝑠𝑇) is the task V𝑖 earliest start time in scheduling
processor-frequency pairs and Sch(V𝑖, 𝑓𝑇) is the earliest
finish time.

If task slack time Slack(V𝑖) > 0, we can scale down the
execution frequency to save energy consumption. Thus, the
optimal frequency 𝑓𝑘,𝑙 is satisfied with

𝑤𝑖,𝑘,𝑙 + RO (V𝑖, 𝑓𝑘,𝑙) < Sch (V𝑖, 𝑓𝑇) + Slack (V𝑖) ,

EN (V𝑖, 𝑓𝑘,𝑙) < EN (V𝑖, 𝑓𝑘,orig) ,

(26)

where 𝑓𝑘,orig is the original scheduling processor-frequency
pairs. At last step, we reassign task V𝑖 to the optimal frequency
𝑓𝑘,𝑙.

6. Experimental Results and Discussion

In this section, we compare the performance, energy con-
sumption, and system reliability using our REAS algorithm
with three existing scheduling algorithms: DLS [6], RDLS
[27], and ECS [20]. The experiments are performed on the
synthetic randomly generated precedence-constrained paral-
lel application graphs as described below. The performance
metrics chosen for the comparison are the schedule length
(2) and (22), systems energy consumption EN(𝑃) (7), and
application reliability 𝑃[𝐺] (16).

To test the performance of these algorithms, we have
developed a discrete event simulation environment of het-
erogeneous systems with 8 DVFS-enabled processors using
C++. This simulator includes 2 Intel� Core� Duo, 2 Intel
Xeon, 2 AMD Athlon, 1 TI DSP, and 1 Tesla GPU, mostly
based on Intel processor. The systems are interconnected
by Infiniband, which is a switched fabric communications
link primarily used in high-performance computing. For the
Infiniband configuration, the switch considered is Mellanox
InfiniScaleTM III SDR and NIC is Mellanox ConnectXTM
IBDual Copper Card [21]. Other parameters of themodel are
set as follows.The failure rates of processors are assumed to be
uniformly distributed between 1×10

−4 and 1×10
−5 failures/hr

[8, 9, 28]; the transmission rates of links are assumed to be
1000Mbits/sec.

6.1. Randomly Generated Application Graphs. These experi-
ments use three commonly DAG characteristics to generate
parallel application graphs [5, 8, 9, 29]:

(i) DAG Size (V). It is the number of tasks in the appli-
cation DAG.

(ii) Communication-Computation Ratio (CCR). It is
the ratio of communication time to computation
time. A small CCR value means the application is
computation-intensive; a large CCR value indicates
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Figure 3: The experimental results. (a) 50-task schedule length. (b) 50-task energy consumption. (c) 50-task application reliability. (d) 100-
task schedule length. (e) 100-task energy consumption. (f) 100-task application reliability.

that the application is communication-intensive
[5, 8–10, 29].

(iii) Out-Degree. It is out-degree of a task node.

In experiments setting, DAG are generated based on the
above parameters with the number of tasks 50 and 100. Task
weights are generated randomly from uniform distribution
[1 × 10

9
, 9 × 10

11] execution cycles to be around 4.5 × 10
10;

thus the average task execution cycles are 4.5 × 10
10. We also

generated edge weights with a uniform distribution based on
a mean CCR. Different objective parallel applications can be
produced as giving various CCR values [5, 8–10, 29]. In these

experiments, we varied CCR in a reasonable range of 0.1 to
10.

6.2. Various Weight 𝜃 of REAS Algorithm. In the first
experiments, we evaluate the performance of weight 𝜃 to
REAS algorithm. Figure 2 shows the simulation results of
scheduling 50 and 100 tasks with CCR = 1 by varying weight
𝜃 from 0 to 1, in steps of 0.2. We observe from Figure 2
that the schedule length and energy consumption decrease
and the application reliability almost at the same level as the
REAS algorithm weight 𝜃 increases. It is reasonable that the
REAS algorithmwith high 𝜃 ismostly based on task execution
time andmakes its schedule length shorter and consumes less
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Figure 4: The experimental results of 100 tasks for 4 Intel Xeon and 4 AMD Athlon. (a) Schedule length. (b) Energy consumption. (c)
Application reliability.

energy. However, as the weight 𝜃 over 0.4, the performance
of REAS is not much distinguishable. Thus, in the below
experiments, we let 𝜃 = 0.5.

6.3. Random Task Performance Results. For the set of ran-
domly generated parallel applications, the results are shown
in Figures 3 and 4, where each data point is the average of the
data obtained in 1,000 experiments. In this set of experiments,
we assume the weight 𝜃 = 0.5 ofmetric RE (see (24)) in REAS
algorithm. In other word, the REAS algorithm has the same
weight on task execution time and energy consumption. In
the next section, we will examine the performance by various
weights 𝜃.

We observe from Figure 3(a) that REAS is over RDLS
and ECS with respect to schedule length, and the schedule
length increases as the CCR increases. The average schedule
length of the REAS algorithm is shorter than that of the RDLS
and ECS by 2.6% and 1.9%, respectively. This improvement
becomes more obvious as CCR increases, for CCR = 5 and
REAS over RDLS and ECS by 7.5% and 2.6%, respectively.
However, the REAS is inferior to DLS in terms of schedule
length. Figure 3(b) reveals that REAS saves more average
energy consumption than RDLS by 15.3%, ECS by 3.7%,
and DLS by 16%, respectively. Figure 3(c) shows that REAS
outperforms RDLS, ECS, and DLS by 0.3%, 2%, and 0.7% in
terms of the average application reliability.

This is mainly due to the fact that REAS algorithm
schedules tasks according to the novel objective RE, which
can get effective tradeoff among task execution time, energy
consumption, and task execution reliability. However, DLS
algorithm only focuses on optimizing the task execution time
and its actual execution time including the task scheduling
time and reliability overhead. Thus, the scheduling solution
generated by DLS can get optimal schedule length. However,
it consumes more energy and has lower reliability. RDLS
algorithm schedules tasks considering their execution relia-
bility and ignoring task energy consumption. ECS algorithm
is a solution for optimizing both schedule length and energy
consumption, but this solution needs more task execution
reliability overhead. Thus, REAS algorithm outperforms
RDLS, ECS, and DLS in terms of the schedule length, energy
consumption, and reliability. Other interesting experimental
phenomena are that RDLS and DLS are better than ECS in
terms of reliability. This is mainly due to the fact that tasks of
solutions RDLS and DLS are always executing on the normal
frequency of processor, which has the high reliability in all
processor frequency.

The improvements of scheduling performance also could
be concluded from Figures 3(d), 3(e), and 3(f) for 100 tasks.
These results also show REAS over RDLS and ECS by 4.9%
and 3.5% in terms of the average schedule length. And, REAS
is also over RDLS, ECS, and DLS by 8.93%, 4.53%, and 8.24%
in terms of the average energy consumption and by 1.86%,
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Figure 5: The experimental results of real-world DSP problem. (a) Schedule length. (b) Energy consumption. (c) Application reliability.

6.28%, and 2.1% in terms of the average application reliability,
respectively.

We also simulate heterogeneous systems with 4 Intel
Xeon and 4 AMD Athlon; the other configurations are the
same as before. Figure 4 shows the results of 100 randomly
generated tasks on this heterogeneous computing platform.
The results show REAS over RDLS, ECS, and DLS in terms
of average schedule length and energy consumption. How-
ever, REAS is inferior to RDLS in terms of the application
reliability.

6.4. Application Graphs of Real-World Problem. Using real
applications to test the performance of algorithms is very
common [5, 8–10, 29]. In this section, we also simulate a
real-world digital signal processing (DSP) problem, and the
detail can be seen in [5, 8–10, 29]. From Figure 5, we can
conclude that REAS is also better than RDLS, ECS, and
DLS.

7. Conclusions and Future Work

In the past few years, with the rapid development of heteroge-
neous systems, the high price of energy, system performance,
reliability, and various environmental issues have forced the
high-performance computing sector to reconsider some of its
old practices with an aim to create more sustainable system.
In this paper, we attempt the simultaneous management
of system performance, reliability, and energy consump-
tion. To achieve this goal, we first built a reliability and
energy aware task scheduling architecture, which mainly
includes heterogeneous systems, parallel application DAG
model, and energy consumption model. Then, we proposed
a relationship between execution reliability and processor’s
voltage/frequency anddeduced its parameters approximation
value by least squares curve fitting method. Thirdly, we
established parallel application execution reliability model
and formulated this reliability and energy aware scheduling
problem as a linear programming. Finally, to provide an
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optimum solution for this problem, we proposed a heuris-
tic Reliability-Energy Aware Scheduling (REAS) algorithm
based on a novel scheduling objective RE, which is synthetic
considering the task execution time, energy consumption,
and reliability.

The performance of REAS algorithm is evaluated with an
extensive set of simulations and compared to three of the best
existing scheduling algorithms for heterogeneous systems:
the RDLS, ECS, and DLS algorithms. The comparison is also
performed on the synthetic randomly generated precedence-
constrained parallel application DAG. The simulation exper-
iment results clearly confirm the superior performance of
REAS algorithm over the other three, particularly in energy
saving.

This work is one of the first attempts to consider the
simultaneousmanagement of systemperformance, reliability,
and energy consumption on high-performance computing
systems. Future studies in this domain are twofold. Firstly, it
will be interesting to extend our model to multidimensional
computing resources, such as interconnections, memory
access, and I/O activities. Secondly, in this paper, the failures
occurring on resources of systems are assumed to follow
Poisson process. Other reliability models can also be used in
further studies.
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