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Since its origination from P&G and MIT Auto-ID Center in
1999, the term “Internet of Things” (IoT) has been elevated
from a specific application concept, based onRFID, to a vastly
prominent phrase that represents the general direction to the
future of many important aspects of human life. From the
application perspective, all the major industries and sectors
are now experiencing a certain level of paradigm shift thanks
to IoT. For instance, the healthcare system is moving from
hospital-centered care to distributed omnipresent care; the
transportation is gradually replacing human involvement
with driverless technologies and vehicle-to-vehicle (V2V)
communications; in manufactory, Industry 4.0, which is
empowered by IoT, is taking the leading role in changing the
face of factories everywhere in the world. From technology
perspective, trending research/development fields in elec-
trical and computer engineering, such as Device-to-Device
Network, Wireless Sensor Networks, 5G, LoRaWAN, Blue-
tooth LE, MIMO, deep learning, and distributed low power
computing, have all been directly or indirectly contributing
to the evolution of IoT.

Due to the timeliness and importance of the topics, we
received a large number of submissions. In the reviewprocess,
each paperwas reviewed bymultiple experts in relevant fields.
After a rigorous two-round review process, we decided to
accept 10 excellent articles addressing cutting-edge wireless
communications and mobile computing technologies and
applications around the latest trend of IoT. Since the topics

of articles cover broad technology scopes, we will introduce
them below according to the themes of IoT applications.

The first theme is device-to-device (D2D) communica-
tion. In this special issue, we have two papers investigating
different D2D aspects. Specifically, in “Clustering Optimiza-
tion for Out-of-Band D2D Communications,” the authors
focused on clustering optimization algorithms for Out-of-
Band D2D communication. The results showed that well-
known clustering algorithms can be employed to determine
the cluster head which provides a near-optimal solution for
throughput in channels between the cluster head and its
members.

In “Performance Analysis of Three-Dimensional Clus-
tered Device-to-Device Networks for Internet of Things,” H.
Jung and I.-H. Lee aimed atmodeling and analyzing clustered
D2D networks in three-dimensional space for scenarios
where devices are stacked vertically and dispersed in the
horizontal plane.

The second theme is low power/short distance wireless
communications for IoT. In this issue, we accepted four
papers that are related to low power and/or short dis-
tance wireless communication technologies. In “Maximum
Power Plus RSSI Based Routing Protocol for Bluetooth Low
Energy Ad Hoc Networks,” the authors proposed an energy-
conserving multihop routing protocol for Bluetooth Low
Energy.
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Next, in “A High Throughput Anticollision Protocol
to Decrease the Energy Consumption in a Passive RFID
System,” the aim is an anticollision protocol that can solve
tag collision problem in UHF RFID.

The paper “An Adaptive Scheduler for Real-Time Oper-
ating Systems to ExtendWSNNodes Lifetime” introduced an
adaptive scheduler for RTOS used in WSN sensor node to
reduce energy consumption and thus increase the lifetime of
battery powered WSN sensor node.

In the paper “A Dual Key-Based Activation Scheme for
Secure LoRaWAN,” the authors focused on the security issue
of LoRaWAN, which is one of themost promising Low Power
Wide Area Network technologies for IoT, and they proposed
a dual key-based activation scheme for LoRaWAN to improve
its security.

The third theme in our special issue is MIMO and
beamforming for 5G and IoT.There are three relevant papers
in this category.The paper “5GMIMOConformalMicrostrip
Antenna Design” demonstrated eight-element microstrip
MIMO conformal antennas at 35GHz well suited for the 5G
MIMO communication.

In “Pipeline Implementation of Polyphase PSO for Adap-
tive Beamforming Algorithm,” the authors investigated a
low hardware cost realization of a partial Particle Swarm
Optimization algorithm for an adaptive beamformer.

The paper “Optimized Power Allocation and Relay Loca-
tion Selection in Cooperative Relay Networks” focused on
power allocation optimization in cooperation communica-
tion used in MIMO.

Finally, yet importantly, the last theme is cyberphysical
systems for IoT. Here we have one paper “SVM-Based
Dynamic Reconfiguration CPS for Manufacturing System in
Industry 4.0,” in which a cyberphysical system framework
was designed using learning algorithm SVM to support
Industry 4.0.

Haiyu Huang
Kejie Lu
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Yong Ren

Pai-Yen Chen
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Wireless Sensor Networks (WSNs) are a growing research area as a large of number portable devices are being developed.This fact
makes operating systems (OS) useful to homogenize the development of these devices, to reduce design times, and to provide tools
for developing complex applications. This work presents an operating system scheduler for resource-constraint wireless devices,
which adapts the tasks scheduling in changing environments. The proposed adaptive scheduler allows dynamically delaying the
execution of low priority tasks while maintaining real-time capabilities on high priority ones. Therefore, the scheduler is useful
in nodes with rechargeable batteries, as it reduces its energy consumption when battery level is low, by delaying the least critical
tasks. The adaptive scheduler has been implemented and tested in real nodes, and the results show that the nodes lifetime could be
increased up to 70% in some scenarios at the expense of increasing latency of low priority tasks.

1. Introduction

An operating system (OS) is a software layer that provides
hardware abstraction and allows the developer to manage
hardware resources. An OS also provides the developer stan-
dard mechanisms and services to ease and unify application
development.

Therefore, the main advantages of using an OS are the
software portability over heterogeneous hardware platforms
and the ability to build application level developments regard-
less of the hardware used. OSes also provide other features
such as multithreading capabilities or memory management.
Wireless Sensor Networks (WSNs) are one of the most
OSes demanding fields as these networks are composed by
heterogeneous nodes where efficient hardware management
is a main issue.

On the other hand, using an OS usually implies an over-
load in memory, CPU cycles, or energy consumption. This
overload could be a critical issue in autonomous resource-
constraint systems such as nodes present in WSNs. For this
reason,OSes forWSNsmust fulfil some specific requirements
and features:

(i) energy efficiency, so the battery of autonomous wire-
less sensor nodes could last long periods;

(ii) memory management tools, in order to develop
dynamic applications that use memory efficiently;

(iii) real-time capabilities, as most applications require
bounded processing latencies of sensor data;

(iv) wireless protocol stack, which allows reliable and effi-
cient communications in the nodes, while consuming
low resources;

(v) adaptability to the environment, as WSN applica-
tions are heterogeneous and they usually operate in
dynamic environments.

The scheduler is considered the core of an OS as it manages
the tasks execution and could provide real-timemanagement
capabilities to the developer. Optimizing the scheduler is
mandatory in OSes for WSNs in order to provide real-time
multithread capabilities while using the lowest resources
possible.

Our work proposes a scheduler that changes the task
scheduling depending on environment conditions, which are
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treated as inputs. Energy efficiency could be improved with
this algorithm as the scheduler adapts dynamically to the
environment when it changes. In this work, we use the device
battery level and the tasks priorities as environment inputs
in order to reduce energy consumption when the battery is
running low, while maintaining minimum latencies for high
priority tasks.

This paper is organized as follows. Section 2 presents
the related works in the WSN OS field. In Section 3, the
architecture of the scheduler is described. Section 4 shows
the algorithm used for making scheduling decisions, while
Section 5 describes the implementation of the algorithm in
real nodes and the test scenario used. In Section 6, results
are presented and discussed. Finally, the paper is finished in
Section 7 with the work conclusion.

2. Related Work

Operating systems for WSNs are a highly studied area in the
last decade since the first networks were deployed. Many of
them have been developed during the last years, with TinyOS
[1] and Contiki OS [2] being the most extended ones inWSN
applications.

These OSes fit the requirements of WSN OSes, as they
have a very small memory footprint while providing devel-
opment abstraction. They also provide full network stack,
simple memory management, and some multithreading
capabilities. These OSes can run well in resource-constraint
low-power microcontrollers, such as the Texas Instruments
MSP430 used in TelosB, running at 8MHz with 10 KB RAM.

However, newmicrocontrollers, such as low-power ARM
Cortex-M ones, have increased available resources while
maintaining very low energy consumption, reaching up to
120MHz clock speed and 320KB RAM.Therefore, these new
devices allow the usage of more advanced OSes that employ
fully preemptive threads and other features such as mutexes,
semaphores, timers, or queues. Real-time operating systems
(RTOS), such as open sourced FreeRTOS, may be used for
WSNon these newmicrocontrollers. A priority scheduler or a
round-robin scheduler may be used to implement a real-time
OS. Several studies have been conducted to compare perfor-
mance of both and to decide the best situation for using each
method [3]. A round-robin scheduler shares the executing
time with all active tasks, while a priority scheduler executes
first higher priority tasks, reducing their latencies. Mixed
strategies could be used as FreeRTOS does, where round-
robin schedule is applied for same-priority tasks. However,
for these OSes the main drawback is RAM usage, so several
memory optimization techniques are presented by authors
[4] to reduce it. Both thread optimization and memory
allocation techniques could be useful for multithread RTOS.

Recent studies demonstrate that these real-time operating
systems are being used in WSN monitoring systems [5],
showing that a sensor network could be implemented even
with real-time constraint over a wireless channel.

Other open issues regarding OSes are also being studied
in the last years such as their steep learning curve and their
power management features. RIOT OS [6] was developed
in order to reduce the learning curve when programming

IoT applications.This OS also provides real-time and built-in
energy capabilities and energy-efficiency features. However,
it uses a priority scheduler that does not share execut-
ing time between same-priority tasks and does not adapt
their properties dynamically. On the other hand, improving
power management of a multitasking WSN is also proposed
by Brandolese et al. [7]. This management infrastructure
and optimization model improves energy saving exploiting
hibernation modes dynamically without memory retention.
However, this method could cause losing real-time capa-
bilities, as sensing tasks are grouped to improve energy
efficiency, and they are not processed till a later time. Finally,
CerberOS [8] presents a method to facilitate third party
application design, by providing resource-secure capabilities
in the nodes, allowing sharing them for different applications.

The distributed OSes for WSN field are also targeted by
several researchworks in order to provide bettermanagement
features and a highly transparent interface for the network
developer [9, 10]. Load balancing of the nodes in distributed
architectures has also been studied by Zoican et al. [11].
This work proposes a method for centralized task migration
resulting in a final load near the average over all nodes
of the network. Therefore, node cooperation and context
aware methods will be critical issues for future WSN OSes
developments.

Finally, other works target dynamic reconfiguration and
operation of OSes. Lorien OS [12] was proposed as a
fully component based operating system allowing efficient
dynamic modules loading. On the other hand, an OS recon-
figuration mechanism is proposed by Gasmi et al., [13] in
order to provide efficient middleware that solves decision-
making problems during reconfiguration stage. Besides,
improving TinyOS tasks throughput while reducing energy
consumption is achieved using a dynamic priority scheduler
[14]. In this scheduler, the energy consumption is 1.14 times
lower than the original TinyOS.

All these works show the interest in dynamic reconfigu-
ration of OSes for WSNs. However, there are still open issues
getting an adaptive scheduler that modifies its properties
dynamically on changing environments. The main target
of our work consists in improving WSN nodes lifetime in
dynamic battery-operated environments by adapting dynam-
ically a round-robin scheduler.

3. Scheduler Architecture

In this section, we explain an architecture for an adaptive
scheduler that could modify its behaviour in changing envi-
ronments. The global architecture is shown in Figure 1. The
main idea consists in a module which accepts some envi-
ronment inputs and makes scheduling decisions to modify
scheduler properties. Some of the scheduler properties that
could be dynamically modified are the duty cycle, the tasks
priorities, and the scheduler system timer (Systick) period.

(i) The duty cycle is the portion the node CPU is running
with respect to total time; the rest of the time the node
is in low-power mode, also called sleep mode.

(ii) The tasks priorities allow managing tasks execution
and real-time capabilities, as higher priority tasks are
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Input data
Battery level, temperature,

Next task

Systick

Decision period

Task scheduling module

Adaptive scheduler

Decision module
Duty cycle, priority, Systick

accelerometer sensing . . .

Figure 1: Adaptive scheduler architecture.

usually executed with lower latencies compared with
low priority ones.

(iii) The Systick is the main timer of the scheduler, so the
execution could be changed from one task to another
in every system timer interrupt.

In order to make decisions, the scheduler architecture pro-
posed uses a decision period. At the starting time of this
period a decision is made in order to change scheduler
properties. This decision period is a multiple of the Systick
so we use only one timer for OS kernel management. The
Systick period and the CPU clock frequency are constant in
our scheduler, so theCPUdoes not change its executing speed
dynamically.

This architecture is scalable to adapt dynamically any
scheduler property although in this work wemanage only the
scheduler duty cycle. Our target consists in extending lifetime
through scheduler duty cycling control while maintaining
low latency for real-time tasks. Duty cycle represents the
time when the microcontroller is active, so it is directly
proportional with energy consumption.

Inmost schedulers, the active duty cycle is set by the tasks
load, so all energy management is expected to be done by
the programmer of each task. This way, a badly programmed
task that never sleeps causes the CPU always to be active, so
the duty cycle will be 100%. In the scheduler proposed, the
node active time is fixed by the duty cycling decision module
independently of the task load. A task which is in ready state
could not be executed if the fixed active time has lapsed. This
could cause increasing latencies for some tasks but save large
amount of energy in some situations. To avoid this effect for
real-time tasks the scheduler allows them to execute even if
the active time has lapsed. Therefore, the adaptive scheduler
saves energy by delaying low priority tasks. It should be noted
that this is donewithout slowing themdown as theCPU clock
frequency does not change.

The flowchart of the adaptive scheduler process with duty
cycling decision is shown in Figure 2.The schedule process is
executed each Systick interrupt. First, it checks whether there
is any active task or not. If not, it goes to sleep mode until the

next Systick interrupt is triggered, so the process would start
again.

On the other hand, if there are active tasks, it checks if
the decision has lapsed. If it does, a decision must be taken
in order to set a new duty cycle for the next decision period.
This duty cycle sets the maximum available executing time
for the tasks during this period. For example, if we set the
Systick timer to 1 time unit and the decision period to 5 time
units, we will have 2 time units as available active time if the
decision-making process sets the duty cycle to 40%.

Whether or not a decision is made, the next step consists
in checking if there is any available active time to execute tasks
during this period. If not, the system checks if there is any task
with highest priority, as we need them to be executed even
if there is not available time for this period. If there are not
highest priority tasks, the system goes to sleep mode until the
current period finishes.

Finally, if there is any available time or there is any highest
priority task, the next task to be executed will be scheduled in
a priority-based round-robin way. The task will be executed
during the Systick time, and when it lapses the process will
start again.

In Figure 3 a time diagram example is presented com-
paring a priority round-robin scheduler with our adaptive
scheduler. There are 3 tasks, with task 1 and task 2 being
low priority tasks, having equal priority, and task 3 being the
highest priority task. In this example, the decision period is 5
time units, while the decisions made set duty cycle to 40% for
the three first ones and 20% for the last decisions. This way,
the active time results in 2 and 1 time units, respectively. The
Systick timer for both schedulers are set to 1 time unit.

The example shows the behaviour of our proposed sched-
uler.While round-robin scheduler executes all available tasks
as soon as possible, the adaptive scheduler only executes the
fixed duty cycle for each period.This causes low priority tasks
to be delayed compared to round-robin scheduler. The result
over large time scheduler operation will be a lower number
of executions of these tasks which will lead to a large energy
saving. On the other hand, high priority tasks, like task 3,
execute the same way they do in a round-robin scheduler,
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meaning no extra latency for them. In this example task 3
executes during 3 time units in both schedulers, so it is not
delayed. On the other hand, task 1 lasts 6 time units in round-
robin scheduler to complete execution, while it needs 11 time
units in our scheduler. This delay in executing low priority
tasks results in large energy saving as the system is in sleep
state for a longer time.

In this work, we make duty cycle decisions, so node
active time is changed dynamically. Input data used on
this model could be either environmental parameters such
as temperature, humidity, and RSSI or node parameters
like battery level, energy consumption, tasks priorities, and
execution state. This data could be collected each time a
decision is made or could be stored in node memory and
accessed by the decision module.

4. Duty Cycle Decision Algorithm

In this section, we present a duty cycle decision algorithm
targeted at improving nodes lifetime. We use the approach
proposed by Sirakoulis and Karafyllidis [15] which uses
Public Goods Games (PGG) as a model to make decisions in
power-aware embedded systems. This approach is based on
GameTheory, which is a large field that studies mathematical
models for making decisions in scenarios where rational
players must use a shared resource. Players will take different
decisions depending on the outcome of each one. On the
PGG model, players compete for a shared resource and they
cooperate optimizing their global outcome. This work [15]
studies the effects of cooperation using a PGG applied to
embedded systems on changing environments and presents
a complete theoretical approach to these games. Besides, a
global overview to GameTheory is also presented.

As described by authors of [15], the PGG is the most
appropriate model for a scenario where there are power-
aware jobs considered as players that should compete or
cooperate for energy resources. Therefore, PGG provides a
standardized formulation to solve the decisions proposed in
our scheduler.

In our work, we propose a variation of the standard PGG
problem in order to get a duty cycle value for each decision
period. First, we define the global game parameters. The
players of our game are each active task for the decision
period and the shared resource is the execution time. The
players could cooperate investing part of their available time
in the decision cycle resulting in a global lower execution time
for all tasks. This way, the lifetime could be extended when
tasks decide to invest part of their time.

The investment done by each task in a decision cycle𝐼
𝑖(𝑡 + 1) is calculated in (1), where 𝑡 and 𝑡 + 1 are indexes
denoting the time step and 𝑖 is the index denoting the current
player (task). 𝐼

𝑖(𝑡) is the investment done by a task in the
previous decision cycle, adding a memory component to the
algorithm, while 𝐹 is a function of the reward 𝑟

𝑖(𝑡) obtained
each round for each task.The investment 𝐼𝑖 is limited between
0 and 1 and represents the portion of time a task invests in

order to save energy.The function𝐹 is then bounded in order
to maintain the investment on its limits as shown in (2):

𝐼𝑖 (𝑡 + 1) = 𝐼𝑖 (𝑡) + 𝐹 (𝑟𝑖 (𝑡)) , (1)

−𝐼𝑖 ≤ 𝐹 (𝑟𝑖 (𝑡)) ≤ 1 − 𝐼𝑖. (2)

The parameter 𝑟𝑖 represents the reward a task will obtain
when investing part of its executing time. It is defined by the
difference between the gain𝑔𝑖(𝑡) obtained and the investment
done in the previous decision period:

𝑟𝑖 (𝑡) = (𝑔𝑖 (𝑡) − 𝐼𝑖 (𝑡)) . (3)

The gain 𝑔𝑖 depends on the state of the inputs defined for
our scheduler decision module. Therefore, the gain changes
in every cycle depending on the input values, so it defines the
behaviour of the scheduler in changing environments. In our
algorithm, we use the node battery level, the tasks priority,
and a user-definedmultiplication factor (MF) as input values.

In order to get the desired behaviour, the gain function
is defined increasing with the multiplication factor and
decreasing with task priority and battery level. This way, for
high battery level or high task priority the gain value is low
since the task is less likely to invest its executing time. We
have defined the gain function in (4), where 𝑀(𝑡) is the
multiplication factor, 𝑃𝑖 is the normalized task priority, and𝐸(𝑡) is the battery level. On the other hand, the parameters𝑎, 𝑏, 𝑐, and 𝑘 are fixed weights used to calibrate the behaviour
of the scheduler:

𝑔𝑖 (𝑡) = 𝑀 (𝑡) ( 𝑎𝑃𝑖 +
𝑏

(𝐸 (𝑡) + 𝑘)2 + 𝑐) . (4)

It is important to note that the gain function defines the
behaviour of the scheduler depending on the input data.
This function could be modified in order to get a different
behaviour or if we had other input data sources. Thereby
both the function and its weights 𝑎, 𝑏, 𝑐, and 𝑘 could be tuned
depending on the desired behaviour. In our work, the gain
function and its weights have been fixed to empirical values,
which leads to a reasonable behaviour, in order to increase
the gain when battery is low and the task priority is also low.

Finally, the reward function 𝐹(𝑟𝑖(𝑡)) is defined in (5).
Its maximum and minimum values are 𝐹MAX and −𝐹MAX,
respectively, that must meet the bounds set in (2). So, using
the 𝐹MAX value of (6) we can make sure the bounds are
never exceeded.The reward function is linear between𝑅1 and𝑅2, which are fixed user-defined limits, and constant beyond
these bounds. This function and the memory component of
(1)make the scheduler response to changes slower, so the duty
cycle will not change abruptly even if input values do:

𝐹 (𝑟𝑖 (𝑡))

=
{{{{{{{{{

𝐹MAX 𝑟𝑖 (𝑡) ≥ 𝑅2
2𝐹MAX𝑅2 − 𝑅1 (𝑟𝑖 (𝑡) − 𝑅2) + 𝐹MAX 𝑅1 ≤ 𝑟𝑖 (𝑡) < 𝑅2
−𝐹MAX 𝑟𝑖 (𝑡) ≤ 𝑅1,

(5)

𝐹MAX = 𝐼𝑖 (𝑡) (1 − 𝐼𝑖 (𝑡)) . (6)
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Once the PGG has been formulated, the algorithm steps are
presented in order to get the duty cycle of each period:

(1) Check the number of active tasks.
(2) For each active task,

(i) calculate reward value 𝑟𝑖(𝑡) from previous gain
and investment values (3);

(ii) calculate reward function value 𝐹(𝑟𝑖(𝑡)) (5);
(iii) obtain the inversion of this cycle for this task𝐼𝑖(𝑡 + 1) (1);
(iv) compute the gain value of this cycle 𝑔𝑖(𝑡) (4),

which will be used in the next cycle.

(3) Calculate the arithmetic mean investment over all
active tasks (7).

(4) Obtain the period duty cycle from the mean invest-
ment (8):

𝐼mean (𝑡 + 1) = ∑
𝑁tasks
𝑖
𝐼𝑖 (𝑡 + 1)𝑁tasks , (7)

𝐷𝑇 (𝑡 + 1) = 1 − 𝐼mean (𝑡 + 1) . (8)

The duty cycle calculated has values between 0 and 1 as the
investment has. The greater the investment made by all tasks
is, the shorter the duty cycle of this period is. Therefore,
by using this decision module in our adaptive scheduler
architecture, the duty cycle is reduced when tasks decide to
cooperate investing part of their time. This allows extending
lifetime at the price of delaying low priority tasks that have
decided to reduce their executing time.

5. Materials and Methods

The adaptive scheduler and the duty cycle decision algorithm
proposed have been implemented in the YetiMoteWSN node
developed in the B105 Electronic Systems Lab which is shown
in Figure 4. It is a custom-designed node composed by a
high-performance low-power STM32L4 [16]microcontroller.
The node runs up to 80MHz with high memory capabilities
(512 KB Flash, 128 KB RAM) and supports several low-power
modes. In our test scenario, the microcontroller has 48MHz
system clock frequency. The node also has 2 accelerometers,
a temperature sensor, an air quality sensor, a power manage-
ment module, and 3 radio interfaces for 433MHz, 868MHz,
and 2.45GHz bands. A full version of FreeRTOS operating
system is implemented on these nodes, which uses a priority-
based round-robin scheduler. The tests performed are run
on FreeRTOS scheduler in order to compare results with our
adaptive scheduler.

The test scenario consists of 16 periodic tasks running a
fixed time of 60 seconds for each test. The tasks periods are
all different as well as their executing time in order to get the
most realistic scenario possible when the tasks do not execute
synchronously. In our tests, three scenarios have been defined
depending on average task load. The task load is defined as
the sum of the tasks active times divided by the total test

Figure 4: YetiMote WSN node used for testing the adaptive
scheduler.

time.Therefore, the tests have been performed using low task
load (5%),medium task load (10%), and high task load (25%).
Although 25% may not seem as a high executing load for
most systems, in an energy constrained WSN scenario this
task load is considered very high.

The input values used in our adaptive scheduler are the
battery level 𝐸(𝑡), the normalized task priority 𝑃𝑖, and the
user-defined multiplication factor 𝑀(𝑡). The battery level is
limited to 0 when battery is discharged and 1 when it is
fully charged.The scheduler implemented has 6 different task
priorities, from 1 to 6, so the normalized task priority 𝑃𝑖 is the
quotient of the task priority and the total number of priorities.
We have set the maximum task priority to 6 and the lowest
task priority to 1. In all the scenarios 3 tasks are defined as high
priority tasks, with priority levels 5 and 6, and the remaining
13 tasks have random priority values from 1 to 4. Finally, the
multiplication factor allows the user to tune the scheduler
behaviour dynamically, and it could have any positive value.

The adaptive scheduler parameters have been set to fixed
values for all tests as well as the duty cycle decision algorithm
parameters. The decision period value is 10ms, while the
Systick time value is 250 𝜇s. On the other hand, gain function
(4) parameters are 𝑎 = 0.5, 𝑏 = 3.5, 𝑐 = −2.5, and 𝑘 = 0.7,
while reward function (5)bounds are 𝑅1 = −0.6 and 𝑅2 = 1.2.
These values were empirically obtained after numerous tests
in order to get a specific scheduler behaviour. Different values
could be used to tune the scheduler if other behaviour is
desired.

Each test measures the energy consumption and each
one lasts 60 seconds. Therefore, different battery level or
multiplication factor values are fixed for each test so we
can evaluate energy saving on different input conditions.
The energy consumption is obtained counting the time the
microcontroller is in sleep mode during the test time. For
that reason, we need to suppose 30mW average power
consumption when microcontroller is running and zero
milliwatts when it is sleeping.
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Figure 5: High task load test: energy consumption.

The tasks latencies are also measured in order to evaluate
how much the tasks execution is delayed in the proposed
scheduler. We have measured the maximum and average
latencies reached over all tasks during a test as well as the
maximum and average latencies reached only by highest
priority tasks, which should not be delayed in our adaptive
scheduler.

For these tests, we use a modified version of FreeR-
TOS with most OS functionalities—in addition to the
scheduler—such as memory management, tasks manage-
ment, tasks communications, device drivers, and wireless
stack. The tests are performed using the default FreeRTOS
priority round-robin scheduler and using our adaptive sched-
uler in order to compare the performance of both.

6. Results and Discussion

For each of the three proposed scenarios, with different task
load, tests have been performed varying the battery level from
1 to 0, with a step of 0.05.Therefore, up to 20 tests are executed
for each scenario with different battery level values. Besides,
the tests have been carried out with different multiplication
factor values: 0.5, 1, 2, and 4. The priority round-robin
scheduler has also been tested in order to compare the results
with our scheduler.

First, we discuss the high task load scenario results.
In Figure 5, the energy consumption is presented for this
scenario over different battery levels andmultiplication factor
values. It can be seen that energy consumption is reduced
when battery is discharging. That allows saving energy in
low battery charge situations. The effect of the multiplication
factor can also be noticed, represented in the figures as
MF. Different MF values maintain the global behaviour.
However, the scheduler starts saving energy at different
battery level depending on MF. This way, the multiplication
factor input may be used from user level to dynamically tune
the scheduler behaviour.
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Figure 6: High task load test: average latency.
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Figure 7: High task load test: maximum latency achieved by highest
priority tasks.

Moreover, Figure 6 represents the average latency over all
tasks and it can be seen that latencies are highly increased
when battery level is low. However, Figure 7 shows that
for highest priority tasks the maximum latencies are not
increased as they have almost the same values as they do in
the round-robin scheduler.

From now on, we will present the results only for
multiplication factor 1, as this factor just tunes the scheduler
behaviour maintaining the same functionality. For medium
task load and low task load the results are quite similar, but
moving the average energy consumption and task latencies
to lower levels.

The results for medium task load are presented in Figures
8 and 9.The energy consumption is reduced when the battery
level runs low and the task latencies are increased. The same
behaviour can be seen in Figures 10 and 11 when the task
load is low but displaced to lower values. Therefore, the
results show that the scheduler behaviour is the same for
different tasks sets, making the scheduler suitable for various
applications with different tasks loads.
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Figure 8: Medium task load test: energy consumption.
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Figure 9: Medium task load test: average latency.

The latencies for highest priority tasks stand in the same
level as in the round-robin scheduler, so real-time jobs could
be performed with our scheduler even at low battery levels.

We also measure the overhead introduced by our sched-
uler in order to compare it to the overhead of a round-
robin scheduler. In the tests performed the round-robin
scheduler expends 58milliseconds in the scheduling routines
over 60-second tests. This time supposes 0.098% of the time
which is despicable over the total time. On the other hand,
our adaptive scheduler takes 83.4ms during the scheduling
routines and duty cycle decision algorithm.Thatmeans 0.14%
of total time, which could be still considered despicable.

Finally, we obtain the expected lifetime of a node running
our scheduler supposing it is powered by a 3000mAh battery.
Figure 12 shows the battery discharge rate of the round-robin
scheduler compared with our proposed one for the three test
scenarios and with a multiplication factor value of 1.

In this case the lifetime is extended from 48 days to 82
days, which means up to 71% increment. The lifetime is also
obtained for medium and low task loads, which leads to
57% and 21% improvement, respectively.That means that our
scheduler performs better with a higher task load.
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Figure 10: Low task load: energy consumption.
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As the results obtained show, this scheduler could be
highly suitable for battery-operated scenarios with energy
harvesting sources. For example, if the nodes have solar
panels as energy source, the battery is expected to be full
during daylight hours, so the scheduler will run similar to
a priority round-robin scheduler and low priority tasks will
not be delayed. However, during night hours, the battery
level will decay and the scheduler will start saving energy
by delaying low priority tasks. This way, we could prevent
the node running out of battery in cloudy days or in winter
station when the night lasts longer than the day.

7. Conclusion

In this paper, we have proposed an adaptive scheduler
architecturewhichmakes possible change the task scheduling
dynamically depending on the environment conditions. This
could be very useful for WSN applications where changing
environments are common. Specifically, we have targeted our
scheduling algorithm at improving nodes lifetime, while it
could be used for other optimization techniques in future
works.Theproposed scheduler changes dynamically its active
duty cycle depending on battery level and tasks priorities.
This leads to a large energy saving when battery charge is
low and normal operation when battery is charged. For this
duty cycle decisions, a PGG based algorithm is used and it is
integrated in our scheduler architecture.

The scheduler proposed delays low priority tasks to
achieve lower energy consumption, so they are executed with
a higher period during low battery level states, which gives
large energy saving.However, this latency does not affect high
priority tasks as they are executed in all conditions, evenwhen
battery level is low.

Finally, the adaptive scheduler presented has been imple-
mented and tested in real WSN nodes. The results show
higher latencies when using our scheduler compared to a
round-robin for low priority tasks. On the other hand, large
energy saving is achieved and we can increase nodes lifetime
up to 71% depending on the scenario.

The OS scheduler proposed is useful in many WSN
scenarios to prevent nodes running out of battery by delaying
noncritical tasks, while keeping high priority tasks running.
This could lead to controlled degradation mechanisms for
network nodes as they could maintain just critical function-
ality before the nodes run out of battery.
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CPS is potential application in various fields, such asmedical, healthcare, energy, transportation, and defense, as well as Industry 4.0
in Germany. Although studies on the equipment aging and prediction of problem have been done by combining CPS with Industry
4.0, such studies were based on small numbers and majority of the papers focused primarily on CPS methodology. Therefore, it is
necessary to study active self-protection to enable self-management functions, such as self-healing by applying CPS in shop-floor.
In this paper, we have proposed modeling of shop-floor and a dynamic reconfigurable CPS scheme that can predict the occurrence
of anomalies and self-protection in themodel. For this purpose, SVMwas used as amachine learning technology and it was possible
to restrain overloading in manufacturing process. In addition, we design CPS framework based on machine learning for Industry
4.0, simulate it, and perform. Simulation results show the simulation model autonomously detects the abnormal situation and it is
dynamically reconfigured through self-healing.

1. Introduction

The term Industry 4.0 refers to a strategy of German man-
ufacturing industries in which strategy copes with a change
such as social, technological, economic, ecological, and polit-
ical using Information Communication Technology (ICT).
The aim of Industry 4.0 is to primarily create a smart factory
that will use ICT technologies actively, such as Internet of
Things (IoT), enterprise software, location information, secu-
rity, cloud, big data, and virtual reality. The Cyber-Physical
System (CPS) plays a critical role in realizing Industry 4.0.
CPS acts as a medium to link physical world, such as sensors,
actuators, and mobile devices, with Internet service and
also to mirror what happens in the real world to a cyber
space to process preinspection, real-time management, and
postmortem. Europe, Sweden, US, China, and South Korea
use CPS in an attempt to realize Industry 4.0 [1, 2]. Recently,
manufacturing countries in an industrially advanced nation
are rapidly shrinking production populations, and the rate of
elderly dependency is soaring. This decrease in production
population is affecting the labor productivity, which is the
foundation of a manufacturing industry. In this regard,

Industry 4.0 emerged so that manufacturing evolution can
complement future competitiveness.

Themanufacturing facility is generally operated by a pre-
set program under existing factory automation system. On
the other hand, themanufacturing facilitymust decide how to
operate autonomously in Industry 4.0. Smart manufacturing
by a smart factory involves facilities and processing of an
individual factory and shares and uses all production infor-
mation by combining ICT with traditional manufacturing,
therebymaking it possible to achieve optimal production and
operation. At the same time, it also connects related factories
to establish a production system which will allow continued
collaboration through extension of the smart manufacturing
concept [3].

CPS refers to a computer-based component and system
that closely connects various complicated processes and
information of real space with the cyber space that provides
data access and processing services through Internet. The
smart factory CPS helps making optimal decision for the
network connecting the manufacturing equipment as well
as their design and operation through intelligent context
awareness, decision making, and execution [4, 5]. In spite of
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being old itself, CPS can be used to develop a new technology
by interfacing it with existing technologies, such as multia-
gent systems (MASs), service-oriented architectures (SOAs),
wireless sensor networks (WSNs) [6], Internet ofThings (IoT)
[7, 8], cloud computing [9–14], augmented reality, big data
[15], machine-to-machine (M2M), and mobile Internet [16].
Still, there are important tasks such as safety, security, and
interoperability that need to be considered [17].

In the past decade, research on CPS concept, modeling
method, and application method was broadly divided into
studies on the integration of CPS technology with other
ICT technologies or existing systems for application in
manufacturing. The most commonly used keywords are
cyber model, digital twin, real-time modeling, and analysis
[18]. Studies on the application in manufacturing primarily
involved problems such as aging of equipment and prediction
of problems, and they were solved by using machine learning
and artificial intelligence. Prior reports showed that a few
actual manufacturing cases were solved, but such papers
are a few in number and most of them focused on CPS
methodology. In the early stage, the conceptual approach of
the whole system or presentation of design methodology and
partial application of elemental technology are mainstream,
and more specifically, integrated and empirical research is
needed.

In this paper, CPS was applied to shop-floor as a part of
CPS research.The overall goal was to usemachine learning to
enable self-management functions, such as self-healing, and
to prevent the system from further degradation, thereby, pro-
viding active self-protection and self-healing. To achieve this,
we executed shop-floor modeling and applied self-healing
in the modeling. For this purpose, 5C’s CPS architecture
model of Lee et al. was used.The 5C’s CPS architecturemodel
consists of Connection, Conversion, Cyber, Cognition, and
Configuration. We have reconstructed the manufacturing
process based on this. The manufacturing site modeled the
conveyor belt manufacturing system using the M/D/1 queue,
and the parameters used were 𝜇, 𝜆, and 𝜌. SVM, a machine
learning method, was used to predict the occurrence of
abnormal conditions, and an abnormal situationwas detected
through the change of 𝜌. These concepts and researches can
serve as reference models for building CPS and can be useful
in the design step before starting the application.

Section 2 will describe a related architecture research
and basic research for implementing CPS. A framework
for dynamically reconfiguring CPS-based shop-floor will be
introduced in Section 3. Section 4 will explain the proposed
system and its results. Finally, Section 5 will complete this
with conclusions.

2. Related Research Work

In Section 2, we will describe three related studies for CPS
implementation. Section 2.1 describes the architecture under-
lying the dynamic reconfiguration framework, Section 2.2
describes the Queuing Theory on which the simulation
model is based, and Section 2.3 deals with related machine
learning that is the basis for self-healing.

2.1. Cyber-Physical System. Figure 1 shows the results of Lee
et al., who proposed CPS architecture of an Industry 4.0
basedmanufacturing system [19].The architecture comprises
5 levels, which is “connection,” “conversion,” “cyber,” “cog-
nition,” “configuration.” It consists of methodologies and
guidelines for CPS deployment for manufacturing from step-
by-step design and data collection for analysis and final value
creation. The paragraphs below explain the function of each
level in detail.

2.1.1. Connection Level. Acquiring accurate and reliable data
from machines and their components is the first step in
developing a Cyber-Physical System application. The data
might be directly measured by sensors or obtained from
controller or enterprise manufacturing systems, such as ERP,
MES, SCM, and CMM.

2.1.2. Conversion Level. Meaningful information needs to be
inferred from the data. Currently, there are several tools and
methodologies available to draw inference from the data in
the information conversion level.

2.1.3. Cyber Level. The cyber level acts as central information
hub in this architecture. Information is being pushed to it
from every connected machine to form a machines network.
Having massive information gathered, specific analytics have
to be used to extract additional information that provides
better insight on the status of individual machines among the
fleet.

2.1.4. Cognition Level. Implementing CPS in this level gener-
ates a thorough knowledge of the monitored system. Proper
presentation of the acquired knowledge to expert users sup-
ports leads to correct decision of the users. Since comparative
information as well as individual machine status is available,
decisions based on priority of tasks can be made taken to
sustain optimal maintaining process.

2.1.5. Configuration Level. The configuration level is the
feedback from cyber space to physical space and acts as a
supervisory control to make machines self-configuring and
self-adaptive. This stage acts as resilience control system
(RCS) to apply the corrective and preventive decisions, which
have been made in cognition level, to the monitored systems.

Lee et al. proposed a 5C’s CPS architecture to achieve the
goal of resilient, intelligent, and self-adaptable system. CPS in
a manufacture and automation environments can be applied
to diverse processes including simulation, design, control,
and verification. In manufacturing, CPS can improve quality
and productivity through smart presymptom and diagnosis
using big data from different machines, network sensors, and
systems. In addition to this, various related studies have been
carried out, but the focus was primarily on the role of the CPS
in methods for applications connected with technologies,
such as manufacturing, application scenarios, conceptual or
architectural design, and big data, analysis, IoT, and human-
machine interface (HMI) [20, 21]. Additionally, the degree
of CPS implementation in the enterprises is still low. These
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Figure 1: “5C” architecture of cyber-physical systems.

concepts and studies can act collectively as reference models
for building CPS and can be useful in the design phase
before starting an application.However, they dealt with issues
such as cyber model which is essential for more practical
implementation of CPS. In the present work, the production
site of the manufacturing process was implemented through
CPS. This can help to reduce the technology gap in the stage
of technological innovation.

2.2. Queuing Theory. The Queuing Theory creates models
(consequent insights) that are useful in predicting behavior
of systems which provide services to randomly generate
demand. It is also important to consider the statistical dis-
tribution of production operations (ex, process time, process
cycle, and production mix) that allow for a description
of the complex environment. When actually modeling a
production system, the main benefits of QueuingTheory are
the probability, average time of the system, average service
time, average work time, work time, average number of
customers in the system, and the probability of number of
customers who will be in the system.

The use of Queuing Theory allows rapid modeling of a
production system even when there are certain uncertainties
in the environment. These uncertainties can be managed
by statistical distribution of parameters, such as arrival and
service rate of the queuing model.

Figure 2 shows a typical Queuing Theory, comprising
input, output, queue, and service time of a production.

Table 1 shows the parameters associated with the adopted
notation. The most commonly used parameters are 𝜆, 𝜇, and𝜌. 𝜌 is an important parameter that describes how busy a
server is during a period of time.

This Queuing Theory is used in systems such as logistics
service, AGV, Less Than Truckload (LTT), conveyor belt
for assembling parts, airports with a queue for runway
access, elevators of banks, and warehouses. The stochastic of
transport routes, arrivals, and service times is mainly studied.
However, there are a few studies on 𝜌 of server. In this paper,

Customer
arrivals

Queue Server

Customer
departures

Figure 2: Queue of machine.

Table 1: Notation of the queuing models.

Symbol Units Description𝜆 Job/h Mean arrival rate of jobs at the system𝜇 h Mean service of jobs in the system𝜌 % Utilization coefficient of the department

we used a utilization of server to change the manufacturing
process efficiently.

2.3. Machine Learning in CPS. Artificial intelligence tech-
niques, such as artificial neural networks, inductive learning
methods, case-based reasoning, and genetic algorithms, have
been applied to the prediction field to recognize, predict, and
reconstruct the present situation. Odom and Sharda were the
first to apply artificial neural networks to predictions [22].
They compared prediction rates by applying discriminant
analysis and artificial neural network model, between which
the artificial neural networkmodel showed better results than
the discriminant analysis. Tam and Kiang applied artificial
neural networks and compared the results with those of dis-
criminant analysis, Logit, 𝑘-nearest neighbor, and inductive
reasoning. As a result, the model based on artificial neural
network showed better results in prediction and adaptability
than other methods.

Despite the excellent predictive accuracy of the artificial
neural networks, the main limitation is that it is difficult to
explain the cause of the prediction results and the possibility
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of generalization is also reduced. Furthermore, another dis-
advantage is that a lot of time and effort are required to design
an artificial neural network structure and excessive suitability
problem in constructing an artificial neural network model.

In this paper, we have proposed a solution to the above-
mentioned problems by recognizing the present situation
using support vector machine (SVM).

SVM proposed by Vapnik in 1995 is a learning algorithm
that first divides input data into two groups and then analyzes
them [23]. Figure 3 shows a typical SVM. To separate the
data, the support vector which is the farthest away from the
opposite group of data is found, the hyperplane, which is the
criterion for dividing into two groups, is determined, and the
margin is then calculated.There can bemultiple hyperplanes,
but there is one hyperplane that maximizes the margins and
the distance between the support vector and the hyperplane.
In our study, we found the hyperplanes and separated the
data.

We give a brief mathematical summary of the classical
SVM for binary-class classification. Assume there is a group
of independent training samples, as shown in the following
equation [24]:

{𝑥𝑖, 𝑦𝑖} , 𝑥𝑖 ∈ 𝑅𝑛, 𝑦𝑖 = ±1, 𝑖 = 1, 2, . . . , 𝑙. (1)

Given that the adopted classification method of the
samples is proposed as shown in the following equation:

𝑓 (𝑥) = sng (𝑤 ⋅ 𝑥 + 𝑏) , (2)

so, SVM line subclassification can convert a quadratic regres-
sion which can be recorded as

min (12 ‖𝑤‖2 + 𝐶(
𝑙∑
𝑖=1

𝜉𝑖)
𝑃) ,

s.t. 𝑦𝑖 (𝑤 ⋅ 𝑥 + 𝑏) ≥ 1 + 𝜉𝑖,
𝜉𝑖 ≥ 0, 𝑖 = 1, 2, . . . , 𝑙,

(3)

where 𝐶 stands for the penalty factor, the greater its expe-
rience error value is, the greater the penalty will be. By
the application of Lagrange’s multiplier method, (3) can be
changed into a Wolfe Dual Planning shown as

max ( 𝑙∑
𝑖=1

𝛼𝑖 − 12
𝑖∑
𝑖,𝑗=1

𝛼𝑖𝛼𝑗𝑥𝑖 ⋅ 𝑥𝑗) . (4)

𝛼𝑖 and 𝛼𝑗 stand for Lagrange multipliers. In this way,
after the adoption of dual planning, the research separates
the SVM and the input sample dimensions, thus to avoid
the appearance of so-called “Dimension Disasters.” The final
liner function for SVM can be shown as in the following
equation:

𝑓 (𝑥) = sng (𝑤 ⋅ 𝑥 + 𝑏) = sng( 𝑙∑
𝑖=1

𝛼𝑖𝛼𝑗𝑦𝑖𝑥𝑖 + 𝑏) . (5)

For nonlinear problems, substituting the kernel function𝑘(𝑥𝑖, 𝑥𝑗) into (6), one can obtain a final nonlinear function
for SVM as shown in the following equation:

𝑓 (𝑥) = sng( 𝑙∑
𝑖=1

𝛼𝑖𝑦𝑖𝑘 (𝑥𝑖, 𝑥𝑗) + 𝑏) . (6)

The most important part of CPS is self-healing. There are
various ways to solve problems when they occur, and self-
healing using machine learning is becoming more popular
these days [25, 26]. However, they are limited to real-
time monitoring, as they do not only detect and diagnose
machine failures, defective products, or training and test
predefined dataset. Therefore, it is necessary to study the
dynamic reconfiguration of manufacturing process based on
CPS when an abnormal situation occurs.

3. Machine Learning Based
Self-Aware Machines

Smart Factory is amanufacturingCPS that integrates physical
objects, such as machines, conveyors, and products with
information systems to enable flexible and agile production.
In this section, a framework and shop-floor modeling for
smart factory will be proposed. Discrete event simulationwill
be used to evaluate the proposed model.

3.1. Framework. The concept of smart manufacturing is actu-
ally based on the integration of IoT and CPS concepts. IoT’s
vision is to interconnect millions of devices and interconnect
them with enterprise systems. The combination of IoT and
CPS is essential to provide users with the data provided by
themillions of devices in the shop-floor. Applying the general
concept of CPS to the manufacturing system is called cyber-
physical production system (CPPS). CPPS is the factor that
enables IoT in the manufacturing process. Thus, the CPPS
concept allows for high level integration and interoperability
of manufacturing applications and systems by improving
autonomy and flexibility in industrial environments. As the
network communication technology developed, the virtual
world that emerged as IoT and the real world have a vision
to harmonize with each other. This indicates that it ensures
a smooth data flow between real-time data on the shop-floor
and information of the management system. Figure 4 shows
the work type of shop-floor. In the manufacturing system,
conveyor belt, AGV, warehouse, and machine exist. In order
to obtain data of each equipment, data should be provided
to users through wired/wireless communication networks
based on smart object.

Figure 5 shows that a smart factory framework consists
of physical layer and cyber layer. The physical layer transmits
the actual data generated at the shop-floor to the cyber layer
through an industrial network [27]. Shop-floor based real
data is collected in real time on all elements in the factory
layout, from automation facilities to equipment operated by
the operator, work performed by the operator, warehouse,
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Figure 6: Shop-floor field modeling.

buffer, conveyor, and logistics facilities such as AGV. Data
must be collected through smart objects such as sensors,
devices, actuators, and tags. A smart object is an intelligent
electronic device that has built-in Internet access control
function which makes it easy to access online anytime and
anywhere, thereby enabling data collection by equipment in
the cyber layer. The cyber layer collects all the data from the
industrial site and converts it into meaningful information
[28]. Actually, the data generated in the physical layer is
diverse and very large. Thus, it is necessary to reduce and
convert the data to make it suitable for techniques such as
machine learning and big data analysis [29].The transformed
information is trained through machine learning technology
to generate a model and the generated model is then tested.
The output datamay be used formonitoring or GUI provided
for user’s service. The output data is also kept for future
knowledge improvement.

3.2. Shop-Floor Modeling. Figure 6 shows a virtual model of
the conveyor belt shop-floor. There are three products in the

model, each product is manufactured and transported to the
next line. If the process time of a particular device is long
or short, there may be a change in the input quantity, which
may indicate out of order of the machine. In such a case,
it is necessary to stop the machine or change the order of
operations with other equipment. The path of the model is
changed through the diverter.

Figure 7 shows the open queuing network model. This
shows the conveyor belt in Figure 6 as a queuing model.
We will assume that a single server, and all nodes operate
according to a FIFO queuing discipline. It is assumed that the
data of all nodes are transmitted by wireless communication.
The following assumptions are followed for modeling imple-
mentation and testing.

(1) Input product arrives at the system following a Pois-
son distribution.

(2) The machine’s queue and server follow the M/D/1
standby queue.
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Figure 8: Parameter correlation.

The Poisson distribution is a discrete probability distribu-
tion that represents how many events occur within a unit of
time. If the probability is sufficiently large or the probability
is small enough, the Poisson distribution can approximate
the problem. The M/D/1 queue is a model used when the
service time is deterministic rather than random. It is a
single server which sets the machine’s working time constant
in the production system and the number of machines as
one.

Table 2 shows the average arrival rate (𝜆) and the average
service rate (𝜇) as parameters ofM/D/1 used in themodel.The
following relationship can be obtained in the M/D/1 queue
[30].

𝜌 = 𝜆𝜇 . (7)

If 𝜌 = 1, it means that the server is operating 100
percentages, and if 𝜆 > 𝜇, the service of the equipment is
blocked. In this paper, we do not consider the ratio of the
server over 100 percentages and since𝜇 is set to 1 atmaximum,𝜆 is specified as 0.1∼0.9, according to (7).

Figure 8 shows the correlation of three parameters
through (7). In order to verify the quality of the manufac-
turing process using SVM, a machine learning technology,
the input data needs to be divided into two groups.The input

Table 2: M/D/1 queue parameter.

Input parameter𝜆 𝜇 𝜌
0.1∼0.9 0.1∼1 0∼1

parameter is required to divide into two groups, 𝜌, 𝜆, where 𝜌
is the percentage of time that the server works on all of the
time. The results of 𝜌 obtained according to the ratio of 𝜆
and the 𝜌 obtained by changing 𝜇 during the manufacturing
process are placed in two groups. Then, test is done through
the newly modified 𝜇.

Figure 9 shows the SVM-based dynamic reconfiguration
CPS flowchart. When the shop-floor shown in Figure 5 was
initially constructed, the process proceeded to the M/D/1
queue and the data (𝜆, 𝜌, and 𝜇) of the generated queues
was input to the SVM training module. The SVM training
module finds a support vector for the input data, divides the
input vector into two groups, and calculates hyperplanes and
margins. The data in the queue which will be processed in
future is input to the SVM test module so that it belongs to
one of the two groups “class 1” and “class 2” generated in the
SVM training module. Then if the SVM test result belongs
to “class 1,” it decided that there is no abnormality in the
equipment, whereas if it belongs to “class 2,” it decided that
the equipment is abnormal. If an abnormality is decided, it
needs to be checked whether the average 𝜌 of the equipment
is out of the range of “𝜆 ± threshold” and then change the
path after confirming whether the state of the peripheral
equipment is normal.

4. Simulation and Results

In this paper, we implemented the model through Matlab
SimEvent of Mathworks, discrete event simulation soft-
ware [31–34]. The remainder of this section describes the
verification and validation of the simulation model and
some preliminary results. In order to implement CPS-based
environment, a network system capable of systematically
managing collected data using smart objects, such as sensors
and actuators and industrial networks, is needed. However, in
this study, simulation software is used to collect data because
there is no environment that can obtain data from factories
through sensors [35, 36].
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Figure 10 shows implementation of a conveyor belt at the
shop-floor. The production time of the initial product and
the process time of each equipment can be adjusted, and
the number of production of the product can be confirmed.
Exponential Arrival Time (EAT) can be generated with a
Poisson distribution of 0.1 to 0.9, and Stamp Entity (SE) can
cause an event to change 𝜇 during themanufacturing process.

Figure 11 shows the inside of each machine block. After
fixing the machine service based on the M/D/1 system, 𝜇 is
changed according to the event occurrence. If one needs to
change the conveyor path by changing 𝜇 in the machine, the
path can be changed through the entity output switch, which
acts as a diverter. This signifies transportation of product to
another line.

SVM is a machine learning algorithm that analyzes and
classifies various input variables, as mentioned above. In this
problem, 𝜆 and 𝜇 are used as input variables. As shown in

Figure 7, training was performed through a predetermined 𝜆
and 𝜇 was changed in the manufacturing process.

Based on the input/output variables defined in Table 3,
proceed according to the process represented in Figure 9. As
mentioned above, if the machine shows no change in service
time, it is assumed that it is under normal condition. On
the other hand, if there is a change, it is assumed that it is
an abnormal situation. Therefore, the output data is set as
training and test output values before and after the change
of 𝜇.

Figure 12 shows the training results, where the 𝑥-axis
represents 𝜆 and the 𝑦-axis represents the mean value of 𝜌
from 0.1 to 0.9. The value of 𝜌 was obtained by repeated
experiment from 0.1 to 0.9 after fixing 𝜇 and 𝜆. In this paper,
“class 1” was used when there was no abnormal situation
of the machine, and “class 2” referred to when the value
of 𝜇 was changed. To note, the newly input data has been
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Table 3: The variables of input and output data set.

Input Output
Before 𝜇 change
(normal state)

𝜆𝑖 SVM training
results𝜌𝑖

After 𝜇 change
(abnormal detection)

𝜆𝑖 SVM test results𝜌𝑖

classified as “class 2” because the new data is located below
the hyperplane.

In SVM modeling, property selection and parameter
setting are important. These two have a decisive influence on
the efficiency and accuracy of SVM classification. We used
the Grid-search (GS) algorithm for parameter optimization.
The Grid-search method is a method of finding optimal
parameters by attempting a discrete value of a suitable
interval within a predetermined range.
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Figure 12: Detect abnormal situation using SVM.

*.*

optimization finished, #iter = 313

nu = 0.310837

obj = −312.668385, rho = 0.976663

nSV = 57, nBSV = 52

Total nSV = 57

Box 1: Result of classification using LibSVM.

Two parameters (𝐶, 𝑟) are required to execute the SVM
using the Radial Basis Function (RBF) kernel.𝐶 is the penalty
parameter of the SVM, and 𝑟 is the kernel parameter. In the
GS, basically, (𝐶, 𝑟) pair with the highest cross-validation
accuracy is chosen. Thus exponentially increasing (𝐶, 𝑟)
values finds the optimal parameter. In this paper, 𝐶 and 𝑅
were obtained using GS during training.

Box 1 shows the model result obtained after training.
From the output, obj is optimal objective value of the dual
SVM problem. The value 𝜌 is –𝑏 in the decision function.
nSV and nBSV are number of support vectors and bounded
support vectors, respectively.

In order to verify the performance of the SVM-based
dynamic reconfiguration production system proposed, we
compared the server 𝜌 before and after the abnormal situa-
tion occurred and then proceeded with the reconfiguration

process of the production system. Abnormal situation means
that the process rate of the machine is overloaded or the rate
of service is changed due to decrease in speed.The processing
time was 10,000 sec and the time and place of occurrence of
the abnormal situation occurred randomly.

Figure 13 shows the server 𝜌 of machines #1-3 and #2-3
when no abnormalities occur. The 𝜆 of each machine were
0.7 and 0.8. It was observed that 𝜌 was similar to 𝜆 when
no abnormal situation occurred. The average value of 𝜌 were
classified as “class 1” in Figure 12.

Figure 14 shows the variation of 𝜌 after (a) and (b)
occurred at t = 3,000 and 4,000. Abnormal situations indicate
situations such as overloading or slowing down of the
machine, which lowers 𝜌.The average value of this 𝜌 has been
classified as “class 2” in Figure 12.

Figure 15 shows the 𝜌 after the change of the production
route after the abnormal situation occurs. After the abnormal
situation occurred at t = 3,000 on machine #1-3, the average𝜌 was out of the range of 𝜆 ± threshold, and the production
route was changed at t = 8,000 to the surrounding machine.
On machine #2-3, the production route has not changed
after the abnormal situation occurred at t = 4,000, because𝜌 has not exceeded threshold. The product of machine #1-
3 flow into machine #2-3 and increased at t = 8000. This
indicates that the simulation model has been reconstructed
by recognizing machine #1-3 as an error in the model test.

Figure 16 shows a number of products produced after an
abnormal situation has occurred and the production route
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Figure 13: Simulation results for server utilization when no event occurred (%): (a) server utilization in machine #1-3 (𝜆 = 0.7); (b) server
utilization in machine #2-3 (𝜆 = 0.8).
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Figure 14: Simulation results for 𝜌 during event occurrence: (a) event occurrence inmachine #1-3 (t = 5,200); (b) event occurrence inmachine
#2-3 (t = 3,400).

has changed. (a) shows that machine #1-3 is stopped at t =
8,000, and (b) shows that the number of products increases
because the products have flowed from machine #1-3 to
machine #2-3. This indicates that the simulation model has
been reconstructed.

5. Conclusions

In this paper, for development of CPS, we modeled and sim-
ulated conveyor belt manufacturing system based on M/D/1

queue and decided the occurrence of abnormal situation
due to equipment overload at shop-floor using SVM. SVM
is trained by using 𝜇, 𝜆, and 𝜌 of M/D/1 queue as input
parameters. As a result, it was possible to decide whether
the condition was normal or abnormal. For any abnormality,
the situation was solved by reconfiguring the manufacturing
system. This enabled a flexible system even if an abnormal
situation occurred in a CPS-based manufacturing system.
Future research will explore ways to use multiple decisions
by adding different types of decision making. It is expected
that CPS will be useful for further research and development
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Figure 15: The utilization after the change of the production route in the abnormal situation occurs: (a) event occurrence in machine #1-3 (t
= 3,000); (b) utilization changed due to abnormal situation recognition (t = 8,000).
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Figure 16: A number of entities after the change of the production route after the abnormal situation occurs: (a) event occurrence inmachine
#1-3; (b) a number of entities changed due to abnormal situation recognition (t = 8,000).

because it is a technology applicable to various fields as
well as Industry 4.0 and is indispensable in fields requiring
prediction and self-healing.
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Adaptive beamforming is a powerful technique for anti-interference, where searching and tracking optimal solutions are a great
challenge. In this paper, a partial Particle Swarm Optimization (PSO) algorithm is proposed to track the optimal solution of an
adaptive beamformer due to its great global searching character. Also, due to its naturally parallel searching capabilities, a novel
Field ProgrammableGateArrays (FPGA) pipeline architecture using polyphase filter bank structure is designed. In order to perform
computations with large dynamic range and high precision, the proposed implementation algorithm uses an efficient user-defined
floating-point arithmetic. In addition, a polyphase architecture is proposed to achieve full pipeline implementation. In the case of
PSOwith large population, the polyphase architecture can significantly save hardware resources while achieving high performance.
Finally, the simulation results are presented by cosimulation with ModelSim and SIMULINK.

1. Introduction

Potential interference has been the major concern for system
designers in military and critical civilian wireless commu-
nication since it may obscure the original received signal.
As we all know, the traditional filters process signals in fre-
quency domain, which are usually incapable of interference
cancellation in cases when the interference signals occupy the
same frequency band as the desired signal. In this case, if we
attempt to suppress high-power interferences, the low-power
signals of interest will be eliminated. Adaptive beamforming
[1], known as a spatial filtering method, has been a powerful
technique to enhance signals of interest while suppressing
the interference and the noise signal as a result of the linear
combination of the array antenna. Most of the adaptive
beamforming algorithms, according to whether the training
sequence is used or not, could be divided into two classes [2]:
blind adaptive algorithm and nonblind adaptive algorithm.
And, in our research, the nonblind algorithms are employed.

LMS [3] approaches may have been the most widely used
nonblind adaptive beamforming algorithm in engineering
applications due to its robustness and simplicity. However,
it exhibits a slow convergence and easily tracks into local
optimal solution, which would be a fatal flawwhen the digital

wireless communication system has a high-performance
requirement of real-time implementation.

Particle SwarmOptimization (PSO), whichwas proposed
by Professors Eberhart and Kennedy in 1995 [4], is now
one of the most important and widely used swarm intel-
ligence algorithms. Using some simple principles, the PSO
algorithms mimic the behavior of birds flocking to guide
the swarm particles to search for global optimal solution.
Compared to other evolutionary algorithms such as the
genetic algorithms [5], simulated annealing algorithms [6],
ant colony algorithms [7], and others, the PSO algorithms is
much easier to implement and shows great performance in
convergence speed and in searching global optimal solutions.
Therefore, it has been successfully used in many engineering
applications in recent years, including adaptive filters, which
can be regarded as real-world optimization problems [8–13].

Similar to other iterative evolutionary computation
approaches, the PSO algorithm is also a population-based
optimization technique, the main drawback of which is long
execution times, specificallywhen solving large scale complex
engineering problems. Therefore, with the advantage of nat-
urally parallel searching capabilities, parallel implementation
of the PSO algorithms has been proposed to overcome the
problems mentioned above, achieving high performance in
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comparison with software solutions [14–17]. However, the
PSO algorithm’s hardware cost will increase rapidly when its
population enlarges, since every increase in swarm size will
result in a linear increase in the consumption of hardware
resources. This weakness has restricted the use of the PSO
algorithm in wide applications of digital signal processing
methods.

Recently, advances in Very Large Scale Integration (VLSI)
technology have seen significant interest in using Field
Programmable Gate Array (FPGA) to speed up scientific
and engineering computation with its parallel implementa-
tion and configurable hardware technology [18–20]. Taking
advantage of powerful designed architecture, such as pipelin-
ing and parallel computing, FPGA could achieve much
greater processing speed than common software solutions.

FPGA implementation of the PSO algorithm is a feasible
and cheap solution because of its parallel high-performance
computing and configurable character. Several different par-
allel architectures have been proposed to implement the
PSO algorithm. Most of the previous work dealing with
the implementation of the PSO algorithms based on FPGA
uses fixed-point arithmetic since the conventional FPGA
technology just provides integer and fixed-point arithmetic
[21–25]. This approach could reduce the hardware cost in the
logic area; however, the simplification is likely to result in
resolution degradation because of its small dynamic range.
A simple implementation of adaptive filters with the PSO
algorithm based on FPGA has been presented in literature
[23]. In the anti-interference communication field, especially
in military wireless communication, the narrow interference
signal’s power is usually more than 30 dB higher than the
signal of interest which requires a large dynamic range;
namely, the algorithm operates over small and large numbers
during the PSO execution. In addition, the iterative PSO
algorithm needs high precision to offset the effect of update
error. Obviously, fixed-point arithmetic could not satisfy
these two requirements. Hence, we propose the adaptive
beamforming algorithm with PSO using the user-defined
floating-point arithmetic which would reduce the loss of
precision while decreasing the consumption of hardware
resources as much as possible. Although few previous works
[18, 26] have implemented the PSO based on floating-point
arithmetic, they are still presented using common parallel
architectures in which each particle has to use independent
hardware units to achieve signal processing. This results in a
large consumption of hardware resources and power, which
is an adverse issue for digital communication systems.

In this paper, we present a novel pipelined architecture
based on FPGA to implement an adaptive beamforming
algorithm using PSO based on the minimum mean square
error (MSE) criterion. The proposed architecture is based on
user-defined floating-point arithmetic [8]. This implemen-
tation architecture mainly applies to modern digital anti-
interference communication systems in which the baseband
chip cycle is much greater than the system clock period.
As a consequence, a large time redundancy is generated,
of which full use could be made. Essentially, this novel
architecture reuses hardware resources meaning that all
particles share the same hardware units to evaluate fitness

and update position. This hardly makes any difference in
achieving high performance of the system because of the
large fixed time redundancy. Using digital polyphase filtering
signal processing technology could save a large amount of
hardware resources and power consumption since essentially
only one hardware processing unit 𝑖 is needed for one particle.
In addition, the existing floating-point arithmetic on FPGA
designed by XILINX executes a formatting operation after
finishing every addition or multiplication operation which
would no doubt increase the consumption of resources.
Further, the existing floating-point arithmetic uses the IEEE-
754 standard, which may not be enough to achieve large
dynamic range and high precision. For the two reasons
given above, the implementations of adaptive beamforming
with the PSO algorithm are based on suitable user-defined
floating-point arithmetic.

The remainder of this paper is organized as follows. The
model of adaptive beamforming and the PSO algorithm is
presented in Section 2. Section 3 describes the related oper-
ations covering FPGA implementation of adaptive beam-
forming with the PSO algorithm. Section 4 provides the
entire proposed implementation architectures. The simula-
tion methods and results are given in Section 5. Finally, we
present our conclusions in Section 6.

2. Adaptive Beamforming

In a real digital anti-interference communication system, an
adaptive beamformer only processes baseband signals rather
than the RF (Radio Frequency) signals or IF (Intermediate
Frequency) signals. Figure 1 shows the entire simplified adap-
tive beamforming system based on the Uniform Linear Array
(ULA)with𝑁 isotropic antennas.The output of theULA 𝑥(𝑡)
is given by [10]

𝑋 (𝑡) = 𝑆 (𝑡) 𝑎 (𝜃𝑑) +
𝐿

∑
𝑖=1

𝑆𝑖 (𝑡) 𝑎 (𝜃𝑖) + 𝑛 (𝑡) , (1)

where 𝑆(𝑡) denotes the signal of interest with the Direction of
Arrival (DOA) 𝜃𝑑 and 𝑆𝑖(𝑡) denotes the interference signals
with the DOA 𝜃𝑖. 𝑎(𝜃𝑑) and 𝑎(𝜃𝑖) denote the steering vectors
for the signal of interest and interfering signals, respec-
tively. 𝑛(𝑡) is the additive white Gaussian noise (AWGN).
The RF signals from the ULA will be mixed with the
LOF (Local Oscillator Frequency) by the local oscillator
and then output the specified IF signals. Signal x(𝑛) =
[𝑥0(𝑛), 𝑥1(𝑛), 𝑥2(𝑛), . . . , 𝑥𝑁−1(𝑛)]𝑇 is the output of the AD
converter, as the input signal for the Digital Downconverter
(DDC).The main role of DDC is to transform the IF discrete
signals x(𝑛) down to the complex baseband signal X(𝑛)
(where X(𝑛) = [𝑋0, 𝑋1, 𝑋2, . . . , 𝑋𝑁−1]𝑇), which is the input
signal for the adaptive beamformer.

Figure 2 shows the working principle of the adaptive
beamformer. The aim of adaptive beamforming is to use an
a priori desired signal 𝑆𝑑(𝑡) to estimate the signal of interest
from the received signal outside of the interference and noise.

As shown in Figure 2, the output of the adaptive beam-
former is the linear combination of the weight vectors and the
output of DDC.The criterion is tomaximize the output in the
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direction of signal of interest and to get null in the direction
of the interferences. The weight vectors are updated in each
iteration by using the adaptive beamforming algorithm based
on the minimum mean square error (MSE) criterion. There-
fore, the adaptive beamforming problem can be described as
follows: the output of the adaptive beamforming 𝑌 is the lin-
ear combination of the input signalX(𝑛)with complexweight
vectors W(𝑛) (where W(𝑛) = [𝑊0,𝑊1,𝑊2, . . . ,𝑊𝑁−1]𝑇).
Then the error signal 𝐸(𝑛) is minimized between the desired
signal 𝐷(𝑛) and the output 𝑌(𝑛). Finally, 𝐸(𝑛) is used to
update the weight vectors𝑊(𝑛).

As described above, a simple example using LMS based
onMSE criterion as the adaptive beamforming algorithm can
be expressed as [1]

𝑌 (𝑛) = 𝑊𝐻 (𝑛)𝑋 (𝑛) , (2)

where

𝑊(𝑛) = [𝑤0 (𝑛) , 𝑤1 (𝑛) , . . . , 𝑤𝑁−1 (𝑛)]𝑇 ,
𝑋 (𝑛) = [𝑥0 (𝑛) , 𝑥1 (𝑛) , . . . , 𝑥𝑁−1 (𝑛)]𝑇

(3)

where 𝐻 denotes Hermitian transpose and 𝑇 denotes trans-
pose. The error signal 𝐸(𝑛) is given by

𝐸 (𝑛) = 𝐷 (𝑛) − 𝑌 (𝑛) . (4)

And the weight vectors updated equation is presented in the
following:

𝑊(𝑛 + 1) = 𝑊 (𝑛) + 𝜇𝑋 (𝑛) 𝐸∗ (𝑛) , (5)

where parameter 𝜇 is the correlation of the power spectrum
of the input signal, representing the step size which controls
the convergence speed.

3. Adaptive Beamforming Based on
PSO Algorithm

In this section, an adaptive beamforming algorithm using
PSO based on MSE criterion is proposed. Searching the
optimal solution for adaptive beamforming can be regarded
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as a Multiobject Optimization Problem (MOP). And the
MOP can be described in the following formula [26, 27]:

𝑉-min 𝑓 (𝑡) = [𝑓1 (𝑡) , 𝑓2 (𝑡) , . . . , 𝑓𝑁−1 (𝑡)]𝑇
s.t. 𝑡 ∈ 𝑋, 𝑋 ∈ 𝑅𝑚, (6)

where 𝑡 is the feasible solution and 𝑉-min means the
minimization of the functions group. As for the adaptive
beamformer, the object is to search for the optimal weight
vectors using the given input signals and the desired signals.
The weight vectors 𝑊(𝑛) can be regarded as a set of the
functions𝑓𝑖(𝑡).Therefore, the criterion is described as follows:

min 𝐽 = min 𝐸𝑝 (𝑛)
2 , (7)

where 𝐽 is the fitness function of PSO and 𝑝 = 0, 1, . . . , 𝑁−1.
Considering formulas (2) and (4), (7) is rewritten as

min 𝐽 = min 𝐷 (𝑛) − 𝑊𝐻𝑝 (𝑛)𝑋 (𝑛)
2 , (8)

where𝑊(𝑛)means the position vector in the PSO algorithm.
To solve theMOPmodel of the adaptive beamforming by

PSO, we consider a𝐷-dimensional problem space. The posi-
tion of the 𝑖th particle is expressed as 𝑆𝑖 = (𝑠𝑖1, 𝑠𝑖2, . . . , 𝑠𝑖𝐷),
which is represented as a weight vector and the speed of
the change of position of 𝑋𝑖 is 𝑉𝑖 = (V𝑖1, V𝑖2, . . . , V𝑖𝐷).

𝑖 = 0, 1, . . . , 𝑁 − 1, where 𝑁 is the population size. In each
iteration 𝑘, the PSO update equation is expressed as

V𝑘+1 = 𝜔V𝑘 + 𝑐1𝑟1 (P𝑘𝑝𝑏𝑒𝑠𝑡 − S𝑘) + 𝑐2𝑟2 (P𝑘𝑔𝑏𝑒𝑠𝑡 − S𝑘) (9)

S(𝑘+1) = S𝑘 + V(𝑘+1), (10)

where 𝜔 is the inertia weight and it mainly plays the role of
balancing the local search and global search [14]. 𝑐1 and 𝑐2
represent the acceleration constants, usually both set to 2,
which is easy to implement by a shift operation on FPGA.
𝑟1 = 𝑈[0, 1] and 𝑟2 = 𝑈[0, 1] are two random numbers
ranging from 0 to 1 [8]. 𝑃𝑝𝑏𝑒𝑠𝑡𝑖 = (𝑝𝑏𝑒𝑠𝑡1𝑖, 𝑝𝑏𝑒𝑠𝑡2𝑖, . . . , 𝑝𝑏𝑒𝑠𝑡𝐷𝑖)
represents the individual best position, and 𝑃𝑔𝑏𝑒𝑠𝑡 =
(𝑝𝑔𝑒𝑠𝑡1, 𝑝𝑔𝑒𝑠𝑡2, . . . , 𝑝𝑔𝑒𝑠𝑡𝐷) represents the best global position
in the search space.

As for the specified optimization problem by the PSO
algorithm, the fitness function could be described as (8), in
which parameter 𝑝 is the particles’ population.The flowchart
of the adaptive beamforming based on the PSO algorithm is
given in Figure 3.

4. Related Operation Based on
Floating-Point Arithmetic

The algorithms implemented on FPGA heavily depend on
the algorithmic precision. The user-defined floating-point
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arithmetic allows the designer to make appropriate use of
the bit-width of the floating-point representation according
to the balance of logic area consumption and the precision
requirement of the algorithm implementation. As stated in
(9) and (10), the related operations of the algorithm include
multiplication, addition, and random number generation.
For the user-defined floating-point data, the multiplication
operation is easy to realize by multiplying the IP (Intellectual
Property) core provided by XILINX. Therefore, our main
work focuses on the pipeline addition operation and random
number generation.

4.1. Floating-Point Uniform RandomNumber Generator. PSO
is a stochastic searching algorithm, which is based on several
particles randomly moving in a feasible space. In order
to compute (9) and (10), where 𝑟1 and 𝑟2 are supposed
to be set randomly, we need to use the uniform Random
Number Generators (RNGs). The position and velocity of
the population in PSO also require the RNGs to generate
uniform random initial values. In our proposed scheme, the
RNG module is built by the configurable bit-width Linear
Feedback Shift Registers (LFSRs), whose input is commonly
driven by the feedback XOR (exclusive OR) function of
several bits of the overall shift registers. The mantissa is a
period of 2bit-width. LFSRs on FPGA are operated on fixed-
point data. Hence, we could define two LFSRs to generate the
mantissa and exponent in floating-point format, respectively.

For the sake of simplicity of computation, all signals are
power normalized; therefore, as presented in Figure 4, the
signed bit of the exponent LFSR is set as 1. That is to say,
the generating exponent is always a negative integer. To avoid
an integer that is too small, the bit-width of LFSR’s exponent
is set as 4. And the bit-width of its mantissa is supposed
to be configurable enough according to the requirement of
precision. In this way, the algorithm avoids the fixed-point-
to-float-point conversion.

4.2. User-Defined Floating-Point Pipeline Addition Opera-
tion. The floating-point addition operation consists of the
sequence of mantissa and exponent operations: shift, swap,
round, and format [28, 29].

The floating-point pipeline addition in our proposed
implementation architectures consists mainly of two parts:
the basic-adder and formatting operation shown in Figure 5,
in which SHR and SHL mean shift to the right and left,
respectively. The basic adder first compares the exponents of
two input operands; then the bigger one is incremented as
the exponent of the output sum. At the same time, according
to the compared result, it swaps and shifts the mantissa of
the smaller number to align the two-incoming numbers.
Then the two mantissas are added and the sum is truncated
by discarding the lowest bit. The formatting operation first
preprocesses the exponent and mantissa of the sum of the
basic adder. Then it calculates how many duplicated sign bits
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there are and finally outputs the exponent by a subtraction
operation and the mantissa by SHL operation according to
the number of duplicated sign bits.

A conventional floating-point addition IP core, provided
by XILINX, does the formatting operation after every two-
incoming addition operation. However, the formatting oper-
ation consumes much more hardware resources compared to
the basic adder because of the operation of calculating the
duplicated sign bits.

In our proposed architecture, we use the eight-incoming
floating-point adder in formula (2) and the two-incoming
and four-incoming floating-point adder for others. However,
the use of the formatting operation should be minimized
since it consumes greater resources compared to the floating-
point adder based on the standard IEEE-754. Hence the
architectures of two-incoming and four-incoming floating-
point adders can be implemented in theway shown in Figures
6 and 7, in which it is unnecessary to conduct formatting after
every basic-adder operation; instead it conducts formatting
after summing all incoming numbers. In this way, the archi-
tecture of eight-incoming floating-point adder is presented in
Figure 8.

5. Pipeline Polyphase Architecture of PSO

In this section, we first explain what the time redundancy is
and then discuss how to use it to achieve a novel pipeline
polyphase PSO (PPPSO) architecture for adaptive beam-
forming. The polyphase term is derived from polyphase fil-
tering, a time-sharing multiplex technology which can make
good use of hardware resources units while not affecting
the high performance of the algorithm in our proposed
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Basic
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adder

Basic
adder

Basic
adder

Basic
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Figure 8: Architecture of eight-incoming floating-point adder.
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architecture. Finally, one particle’s whole hardware unit and
its main parts are presented.

5.1. Time Redundancy. In modern digital communication
system, AD converters sample signals very fast as a conse-
quence of extremely high requirement of data throughput
and huge hardware resources consumption if it processes the
signals directly after AD converters. In fact, it is not a feasible
solution since there are not enoughhardware resources, and it
is unnecessary as well. In general, the sampling signals will be
transformed byDDC and achieve the baseband signals with a
low chip rate (e.g., 500K chip/s).However, the system clock of
a 7-series XILINX FPGA can easily achieve 250M rate which
is 500 times faster than the chip rate. An example is shown in
Figure 9.

As we can see in Figure 4, every baseband chip continues
for 500 system clock cycles, only one of which is needed in
a conventional digital signal processing (DSP) scheme based
on FPGA. And this leads to a large time redundancy; that
is to say, the baseband signal chip is invalid in the other
499 system clock cycles, which is no doubt an enormous
waste of hardware resources.Therefore, we propose a pipeline
polyphase scheme tomake full use of this part of resources. To
make a better illustration, we define Time Redundancy Rate
(TRR) as follows:

TRR = ⌊baseband chip cycle
system clock cycle

⌋ , (11)

where ⌊⋅⌋means rounding down to the nearest integer.
One of the most important characteristics of PSO is

that all particles in the same population are independent
of the optimal solution (exchanging information only by
𝑃𝑔𝑏𝑒𝑠𝑡). Therefore, only one hardware unit is shared by all
particles to evaluate fitness value and update positions. This
greatly reduces the use of hardware resources. Undoubtedly,
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the greater the TRR is, the larger the population of the
PSO algorithm can be set, and higher performance can be
achieved, theoretically.

5.2. Adaptive Beamformer with PPPSO Algorithm. Thewhole
architecture of the adaptive beamformer based on the PPPSO
algorithm is presented in Figure 10. It consists of three parts:
(1) 𝑃𝑝𝑏𝑒𝑠𝑡 and 𝑃𝑔𝑏𝑒𝑠𝑡 updating module: the individual best
and global best values update or not according to the evalu-
ation of the fitness function value; (2) position and velocity
update module: the swarm particle updates according to
formulas (9) and (10); formula (3) signals storage module: it
mainly makes use of Random Access Memory (RAM).

As depicted in Figure 10, the 𝑃𝑝𝑏𝑒𝑠𝑡 and 𝑃𝑔𝑏𝑒𝑠𝑡 updating
module receives the input signals (shown as 𝑋) and the
desired signals (shown as 𝐷), then calculates fitness values
according to the fitness evaluation function, and finally
updates the values of individual best and global best. The
individual and global best, together with 𝑟1, 𝑟2, and𝜔, apply to
the position and velocity updating module to accomplish the
updating process. Finally, our proposed pipeline polyphase

architecture requires storage of all critical coefficients, includ-
ing position, velocity, 𝑃𝑝𝑏𝑒𝑠𝑡, and 𝑃𝑔𝑏𝑒𝑠𝑡.

𝑟1 and 𝑟2 will be generated at each system clock cycle by
RNG functionmentioned above. As for the inertia coefficient
𝜔, the proposed PPPSO architecture adopts the suggestion
from [14], setting it as a dynamic function of iteration index,
given by

𝜔𝑘 = 𝜔max − 𝑘 × 𝜔max − 𝜔min
𝐾 , (12)

where 𝜔max and 𝜔min represent the maximum and minimum
value of 𝜔, respectively; 𝑘 is the current iteration index of the
PSO algorithm; and𝐾 is the maximum iteration index when
the iterative process ends.

The timing diagram of the critical signals in our proposed
PPPSO architecture is presented in Figure 11. As depicted in
Figure 11, a polyphase period has an𝑁 (population size of the
algorithm) system clock cycle, in which the PPPSO algorithm
finishes one iteration.

That is to say, each particle will independently (they only
exchange searching information at the end of a polyphase
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period by the global best) finish its individual best update in
a system clock cycle, benefited from the pipeline polyphase
signal processing technique. In a polyphase period, the input
signals, desired signals, and the inertia 𝜔 remain unchanged
for all particles. Take position (shown as 𝑃 in Figure 11) as
an example to show how the pipeline architecture works. 𝑃𝑖𝑗
represents the 𝑖th data of the 𝑗th (1 ≤ 𝑗 ≤ 𝑁) phase data
channel which means 𝑗th particle’s position value. Therefore,
in a whole polyphase period, every particle would receive the
same𝑋 and𝐷 as the input of the whole architecture to finish
the update process. Since it is a pipeline process, every particle
in a specified phase channel could share the same hardware
units to achieve its own update using the previous position’s
value in the same phase channel and they do not affect each
other. In this way, when one polyphase period finishes, each
particle will have finished searching its own individual best
value and finished searching the optimal solution.

5.3. The Individual Best and Global Best Update Module. The
individual best and global best update module (depicted
as Figure 12) is another critical step of the whole pipeline
polyphase architecture. It contains the fitness function to
evaluate the fitness value of every particle’s position. The
individual best and global best are considered to update or
not according to computed value of fitness function.

As shown in Figure 12, the fitness function value is
calculated using 𝑋, 𝐷 and 𝑃 as incoming data. Then the
individual and global best will update or not according to
the new evaluated value of the fitness function. The global
best just updates one time at the end of the polyphase period
according to the compared result of the global best position’s
fitness value of the current and previous iteration. However,
it must compare the corresponding evaluated value at every
different specified phase channel, which is the method to
update the individual best. Hence each individual best of
the particles will be stored in RAM in order, as shown
in Figure 12, to achieve the comparison of each particle’s
individual best position of the current and last iteration.

In our proposed adaptive beamformer with the PPPSO
algorithm, a four-antenna simpleULA is applied.Hence, each
particle has four dimensions.

The fitness function uses the MSE criterion to minimize
the error value as stated in formula (8), in which 𝑊 denotes
the position of the particle in the PPPSO algorithm. It is
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Figure 13: Method to calculate the complex error.

noted that the adaptive beamformer with the PPPSO is a
complex-based algorithm so that all baseband signals are
complex-based. And the complex error is calculated as shown
in Figure 13.

5.4. Particle Update Equation. The position and velocity
update module is shown in Figure 14. As stated in formulas
(9) and (10), the updating process of each particle in each
dimension requires five additions (or subtractions), three
multiplications, and two uniform RNGs.

As depicted in Figure 14, all operations in the hardware
units of position and velocity updating module work in a
full-parallel pipeline way. These operation hardware units
need to work together in every system clock cycle because
of the pipeline requirement. However, our scheme makes
all particles share just one particle updating module, which
makes good use of the pipeline polyphase implementation.

6. Simulation Results and Analysis

The proposed architectures for an adaptive beamformer
based on the PPPSO algorithm have been developed in hard-
ware description language using Verilog HDL and VHDL
(Very High Speed Integrated Circuits Hardware Description
Language). All the architectures are synthesizable in the
XILINX ISE 14.7 tool and are based on the parameterizable
floating-point packages with user-defined bit-width. Our
proposed architecture mainly aims to the PPPSO algorithm
with a large scale population (more than 64 in size). As
mentioned above, the TRR is easy to achieve 500 in XILINX
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7-serias devices. Hence, the population can reach a scale of
500 in size theoretically.

Mentor Graphics ModelSim is the most conventional
HDL simulator to validate the timing of signals in the
whole architecture. However, it is complicated if only Mod-
elSim is used to validate the results of the whole adaptive
beamforming system. Hence, for convenience and simplifi-
cation, a cosimulation technique by ModelSim and MAT-
LAB/SIMULINK with HDL Verifier is applied to verify the
simulated results. HDL verifier automates Verilog andVHDL
design verification and analyzes its response, providing inter-
faces to link MATLAB/SIMULINK with ModelSim. In this
way, we are able to compare the complete calculated results
from ModelSim and the theory results from MATLAB to
verify the responses. The cosimulation schematic diagram is
depicted in Figure 15.

We consider a ULA with four elements for simulating the
real situation. The SNR (Signal-to-Noise Ratio) is set as 1 dB
and the ISR (Interference Signal Ratio) is 30 dB.The azimuth
(AZ) of the signal and interference are set as 0∘ and 60∘,
respectively. The desired signals and interference signals are
composed of PN sequences and sine function, respectively.
The system supposes that the ULA receives signals including
AWGN and horizontal narrow-band interference so that the
pitch angle is 90∘. These parameters are shown in Table 1.

As for the initial parameters, Huang et al. [8] suggested a
fixed value of 2.0 for both acceleration coefficients.The inertia
weight is set to be ranging from 0.9 to 0.4, as a linear function

Table 1: Simulation parameter.

𝑁 SNR/dB ISR/dB Signal AZ/∘ Interference AZ/∘

4 1 30 0 60

Table 2: Synthesis results for the PPPSO with different population
size.

Population
size FF LUTs DSP48 RAM

128 45840 (5.29%) 51948 (11.99%) 138 (3.88%) 25 (1.7%)
192 45840 (5.29%) 51976 (12.00%) 138 (3.88%) 25 (1.7%)
256 45840 (5.29%) 51985 (12.00%) 138 (3.88%) 25 (1.7%)
320 45840 (5.29%) 52009 (12.01%) 138 (3.88%) 25 (1.7%)

as stated in formula (11). The maximum and minimum of the
velocity are 0.125 and −0.125, respectively.
6.1. Synthesis Results. The synthesis results for the FPGA
implementation, based on a double precision PPPSO archi-
tecture, are presented in Table 2. The hardware resource
consumption is reported in terms of FF (Flip-Flops), LUTs
(Look-Up Tables), DSP blocks, and RAM memory for a
XILINX Virtex7 xc7vx690tffg1926. As depicted in Table 2,
it can be observed that the implementation architecture
requires around 5.29% FF, 12% LUTs, 3.88% DSP48, and
1.7% RAM of available resources for all different polyphase
(population size) implementations. No matter how large the
population size is, the cost in logic area does not increase very
much (the small increment for LUTs for the signals register
can be ignored). The proposed architecture is effectively
implemented in the hardware when a large scale population
is required. Table 3 depicts the synthesis results for architec-
tures based on user-defined floating-point arithmetic with
various bit-width when the polyphase number (population
size) is 128.
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Table 3: Synthesis results for architectures based on user-defined
floating-point arithmetic with various bit-width.

Bit-width
(man + exp) LUTs FF

32 + 8 32481 (7.50%) 31193 (3.60%)
36 + 8 36836 (8.50%) 33489 (3.87%)
40 + 8 40698 (9.39%) 35889 (4.14%)
48 + 8 46654 (10.77%) 40538 (4.68%)
52 + 12 45840 (11.99%) 51948 (5.29%)
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Figure 16: Fitness function (MSE) performance.

The hardware resources cost of DSP48 and RAM is
unchangeable because of the fixed use of multipliers and
RAM. As shown in Table 3, the cost of LUTs and FFs is
gradually decreased with shorter bit-widths of mantissa and
exponent. Taking into consideration Table 3, designers have
the option to balance the hardware unit consumption and
performance of precision. We suggest that the algorithm
should usemuch shorter bit-widths ofmantissa and exponent
while not doing so affects convergence of the algorithms.
From our simulation results, a value of 36 for bit-width of
mantissa and a value of 8 for bit-width of exponent would
already satisfy the requirement for the precision.

6.2. Simulation Results. Asmentioned above, it is convenient
to verify the simulation results using cosimulation technol-
ogy with ModelSim and SIMULINK as shown in Figure 15.
All simulation results are based on user-defined floating-
point arithmetic with a value of 36 for bit-width of mantissa
and a value of 8 for bit-width of exponent.

Figure 16 depicts the results of the MSE performance of
the PPPSO algorithm with different sizes of population (128,
196, 256, and 320, resp.). A 10-ensembleMonte CarloMethod
is applied to our simulation with different initial values for
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Figure 17: ULA amplitude pattern for PPPSO with different popu-
lation size.

all swarm particles. It can be observed in Figure 16 that
MSE learning curves of the PPPSO are very steep since the
number of swarm particles is very large. Although the MSE
learning curves shown in Figure 16 are closely convergent, the
convergent speed of the algorithm with 256-size and 320-size
populations is obviously greater than it is with 128-size and
192-size populations.

Figure 17 shows the amplitude pattern of the PPPSO
algorithmwith different population sizes by using global best
position, in the situation that signals are amid interferer and
AWGN with a SIR and SNR values mentioned in Table 1.
The algorithm in all of these situations can achieve a great
performance to null the signals from 60∘ direction, namely,
the interferer’s direction, and achieve a high gain for signals
at 0∘ direction, namely, the interested signal’s direction. In
general, they all are able to achieve a wider main lobe and can
null the signal at direction of the interferer while attempting
to achieve maximum reception in the specified direction of
desired signal.

7. Conclusions

This paper describes a pipeline polyphase PSO architecture
implementation on FPGA for an adaptive beamformer, using
the efficient user-defined floating-point arithmetic.The user-
defined floating-point arithmetic can perform computations
with a large dynamic range and suitable precision while
saving hardware resources consumption for the digital anti-
interference communication application. The major advan-
tage of our proposed architecture is to allow the use of the
PSO algorithm with a large scale population by polyphase
signal processing technology. In order to use polyphase archi-
tectures to implement the proposed algorithm rather than a
full-parallel architecture, a pipeline hardware architecture of
one swarm particle’s processing unit is required, in which the
hardware processing unit could be shared by all other swarm
particles, with the consequence of saving a large cost of logic
area.
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Synthesis results demonstrate that using FPGA to imple-
ment the adaptive beamformer based on the PSO algorithm
is an entirely acceptable solution. Moreover, the proposed
architecture allows the designers to explore the balance
of precision and performance by using the user-defined
floating-point arithmetic.

In order to simplify the simulation process, the cosimu-
lation technique with ModelSim and SIMULINK is applied
to validate the results of the whole adaptive beamforming
system with a four-antenna ULA. The PPPSO architectures
with various large scale populations are simulated. The MSE
learning curve and amplitude pattern are applied to measure
performance. The simulation results demonstrate that it is
efficient to implement the PPPSO algorithm with large scale
populations.

In the future, we intend to explore the balance for exactly
suitable precision requirement and the hardware logic area.
Furthermore, a complicated time-varying situation is also
supposed to take more real scenario into account.
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With the development of wireless communication technology, 5G will develop into a new generation of wireless mobile
communication systems. MIMO (multiple-input multiple-output) technology is expected to be one of the key technologies in
the field of 5G wireless communications. In this paper, 4 pairs of microstrip MIMO conformal antennas of 35GHz have been
designed. Eight-element microstrip Taylor antenna array with series-feeding not only achieves the deviation of the main lobe of
the pattern but also increases the bandwidth of the antenna array and reduces sidelobe. MIMO antennas have been fabricated and
measured. Measurement results match the simulation results well.The return loss of the antenna at 35GHz is better than 20 dB, the
first sidelobe level is −16 dB, and the angle between the main lobe and the plane of array is 60∘.

1. Introduction

Multiple-input multiple-output (MIMO) technology is orig-
inated from wireless communication antenna diversity tech-
nology and intelligent antenna technology. It is a combination
of multiple-input single-output (MISO) and single-input
multiple-output (SIMO) and therefore has the advantages
and characteristics of the two [1, 2]. The MIMO system is
equipped with multiple antennas at the transmitter and the
receiver. It can improve the quality of wireless communica-
tion and the rate of data exponentially without increasing
the bandwidth and transmitted power [3, 4]. Multiantenna
system is an important part of MIMO technology. MIMO
wireless system is not only affected by the multipath char-
acteristics of the wireless communication channel but also
depends on the design and layout of themultiantenna system.
The research of MIMOmultiantenna design mainly includes
the form of antenna element, the layout of multiple antennas,
and the mutual coupling analysis. At present, the research of
MIMOmultiantenna is focused on the exploration of low cost
and high performance designs of antenna and layout [5–7].

Antennas are usually placed on the surface of the carrier
to achieve the desired electromagnetic performance. To this
end, the conformal antenna was designed [8]. Conformal
antenna can be designed on the surface of the carrier, which

will not damage the mechanical structure of the carrier and
can save space [9–11]. It can be placed anywhere on the sur-
face of the carrier. Conformal antennas are usuallymicrostrip
antenna, stripline antenna, or crack antenna. The microstrip
antenna has many advantages such as low profile, small size,
light weight, and ease to integrate with other carriers. It is
therefore more suitable for conformal antenna [12, 13]. In
addition, the millimeter-wave band has attracted a lot of
attention due to the advent of 5G technology and its inherent
characteristics, such as short wavelength, wide frequency
band, and propagation characteristics in the fog, snow, and
dust environment [14–16].Therefore, there has been extensive
research on millimeter-wave microstrip antenna.

This paper presents the design of a MIMO conformal
antenna for 5G. The frequency is 35GHz, the carrier of
conformal is a cylinder, and the angle between the main
lobe of pattern and the carrier axis is 60∘. The sidelobe
characteristics of the antenna significantly affect the inter-
ference of the system and the suppression of the clutter. The
antenna designed in this paper requires the first sidelobe level
to be about −18 dB. In view of this characteristic, a series-
fed standing wave antenna array with Taylor distribution is
designed. Considering the influence of coupling, 4 pairs of
antennas are designed. The results of the research are well
suited for the 5G MIMO communication.
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2. 5G MIMO Conformal Antenna Design

2.1. Radiation Elements Design. The first part of the MIMO
conformal antenna design is the radiation elements. The
design uses microstrip patch antenna as radiation elements.
There are two main steps in the rectangular microstrip
antennas design. The first step is theoretical analysis, and the
second step is simulation and optimization.

Firstly, we choose dielectric substrate. For microstrip cir-
cuit, the loss of the microstrip is very large in the millimeter-
wave band. The loss can be divided into dielectric loss,
conductor loss, and radiation loss [17]. Substrates with low
loss tangent dielectric are usually chosen to reduce the dielec-
tric loss. When the dielectric constant is low, the total loss
of the microstrip would not change with the characteristic
impedance. On the contrary, when the substrate has high
dielectric constant, the loss of the microstrip will change
rapidly with the characteristic impedance. Thicker substrate
will increase radiation losses and the surface wave is more
serious. A smaller height is more effective in suppressing the
higher mode and reducing the radiation loss. Additionally,
the thinner substrate with good flexibility is good for confor-
mal antenna [18]. Taking these factors into consideration, we
use RT/duroid5880 (𝜀𝑟 = 2.2, tan 𝛿 = 0.0009) as substrate,
and the height of the dielectric substrate is 0.5mm.

Next the width 𝑊 of the patch elements is determined.
Directivity factor of microstrip antenna, radiation resistance,
and other characteristics will vary with the change of 𝑊.
These characteristics directly affect the frequency bandwidth
and radiation efficiency of the antenna. In order to get the
desired frequency bandwidth and radiation efficiency, the
choice of 𝑊 is particularly important. The size of the width
should meet the following requirement [18]:

𝑊 ≤ 𝑐
2𝑓𝑟 (

𝜀𝑟 + 12 )−1/2 , (1)

where 𝑐 is speed of light and 𝑓𝑟 is the resonant frequency. In
this design, 𝑓𝑟 is 35GHz.

The next step is to determine the length 𝐿 of the patch
elements. The size of unit length 𝐿 is determined by the
effective dielectric constant and the operating frequency.
Effective dielectric constant of substrate is defined as 𝜀𝑒,
which is given by the following [18]:

𝜀𝑒 = 1
2 [𝜀𝑟 + 1 + (𝜀𝑟 − 1) (1 +

12ℎ
𝑊 )−1/2] . (2)

The length 𝐿 of the rectangular microstrip patch antenna
is approximately 𝜆𝑔/2 and is given by the following [18]:

Δ𝑙 = 0.412(𝜀𝑒 + 0.3) (𝑊/ℎ + 0.264)
(𝜀𝑒 − 0.258) (𝑊/ℎ + 0.8)ℎ

𝐿 = 𝑐
2𝑓𝑟√𝜀𝑒 − 2Δ𝑙.

(3)

From (1)–(3),𝑊 is chosen to be 3.38mm and 𝐿 is 2.8mm.
There are three main methods to feed the rectangular

microstrip patch. Microstrip line feeding is usually used to
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Figure 1: The model of rectangular microstrip patch antenna.
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Figure 2: 𝑆-parameter of rectangular microstrip patch antenna.

design array elements, coaxial feeding is usually used for
single microstrip antenna, and the electromagnetic coupling
feeding is usually used in the microstrip antenna of double
structure [18]. Microstrip patch element designed here is
a radiation element in the antenna array, so microstrip is
chosen as feeding method.

The rectangular microstrip antenna element is shown
in Figure 1. 𝑊 and 𝐿 of the patch element are adjusted
during the simulation process. The size of 𝐿 mainly affects
the resonant frequency, and 𝑊 mainly affects impedance
matching. Through simulation and optimization, we get that𝑊 = 3.32mm and 𝐿 = 2.45mm, the width of feed line𝑤 = 0.46mm, and the center of the feed line ismidpoint of𝑊.

All simulations are performed using HFSS in the follow-
ing. Figure 2 is 𝑆-parameter of rectangular microstrip patch
antenna. It can be seen from the figure that return loss has
reached −49 dB at 35GHz.The relative bandwidth for |𝑆11| <−10 dB can be found from the figure to be 6.6%.

In this design, the line width of the microstrip line is
0.46mm, and the characteristic impedance is 50Ω. There-
fore, the input impedance of the patch element needs to be
close to 50Ω. Figure 3 is the input impedance of rectan-
gular microstrip patch antenna. From the figure, the input
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impedance is about 50.34Ω, which matches well to the
characteristic impedance of the microstrip line.

Figure 4 is the gain of rectangular microstrip patch
antenna, which shows that the maximum gain of the patch
element is 7.93 dB, the 3 dB lobe-width of 𝐸-Plane is 76∘, and
the 3 dB lobe-width of𝐻-plane is 73∘.The pattern of the patch
is consistent with the theory and the main lobe-width of 𝐸-
plane is slightly larger than the𝐻-plane.

The frequency band width of the microstrip antenna is
not enough for the whole system.Therefore, in the following,
we will analyze the array antenna tomeet the requirements of
the frequency bandwidth.

2.2. Theoretical Analysis of Series-Fed Array. The second part
of MIMO conformal antenna design is the microstrip series-
fed array. To get high gain, low sidelobe, beam scanning, and
beam control, we need to use the discrete radiating element
to form the array according to the appropriate excitation and
distance. In this paper, the requirements of the microstrip

Figure 5:The radiating element connected with a fine line to realize
the feeding.

array are as follows: the gain is 10 dB, the angle between the
main lobe and plane of array is not less than 10% (|𝑆11| <−10 dB), and the first sidelobe level is about −18 dB. The
design of microstrip is divided into three steps. The first step
is to select the feed method of the linear array, the second
step is to realize the offset of the main lobe, and third step is
to reduce the first sidelobe level.

For the antenna array, the feeding method can be formed
with parallel feed and series feed or the combination of the
two [18, 19]. In this paper, we use series feed, as shown in
Figure 5. The radiating elements are connected through a
microstrip line, and the end is open circuit.The first radiating
element is fed by a coaxial line. In order to avoid the influence
of the microstrip on the antenna radiation, it is necessary to
make it as thin as possible.

The second step is to realize the offset of the main
lobe of the antenna pattern. There are typically series-fed
traveling-wave array and the series-fed standing wave array.
For series-fed traveling-wave array, the distance between
radiating elements can be adjusted to achieve the offset of
the main lobe. However, in the design of standing wave array
with series-feeding, as long as the input impedance of the last
radiating element of the array is designed to be consistent
with the characteristic impedance of themicrostrip line, it can
also play a role in impedance matching to achieve the effect
of traveling-wave array. This design uses a series of standing
wave array, as shown in Figure 5. The advantage of this array
is that it does not require the addition of terminal load. In
the design of the radiating element, the input impedance
of the radiating element is designed near the characteristic
impedance of themicrostrip.Therefore, the radiating element
can be regarded as thematched load.We can change the phase
relationship between elements by adjusting the distance
between them in order to realize the arbitrary beam direction
and achieve the effect of the main lobe [20].

For the design of a series-fed traveling-wave array, assum-
ing that the main lobe angle from the end fire direction is 𝜃,
the relationship between the main lobe direction angle and
the radiating element spacing is as follows:

cos 𝜃 = 𝜆
𝜆𝑔 −

𝜆
𝑆 , (4)

where 𝑆 is the distance between the radiating elements and 𝜆𝑔
is the effective wavelength in themedium.When the distance𝑆 < 𝜆𝑔, the main lobe biases feed; otherwise, it biases load.
Element spacing 𝑆 is an important parameter influencing the
radiation characteristics of an antenna array. In order to avoid
grating lobes, radiating element spacing 𝑆 needed to meet the
following formula:

𝑆 < 𝜆01 + cos 𝜃𝑚 . (5)
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Table 1: Normalized current value of eight-element Taylor array.

Unit number 1 2 3 4 5 6 7 8
Normalized current 0.6 0.63 0.83 1 1 0.83 0.63 0.6

Table 2: 𝑆12 of eight-element Taylor array.

Unit number 2 3 4
𝑆12 −3.1792 −2.8252 −2.2721

Formulas (4) and (5) are for traveling wave. In this paper,
the design of the standing wave array can also use these two
formulas. The distance between the radiating elements of the
standing wave array obtained by the above two formulas is
4.41mm.

The third step is to reduce the sidelobe level. The antenna
design is based on 8-element linear array. Because of the need
to achieve the main lobe deviation, the distance between the
radiating elements is consistent. The sidelobe amplitude can
be reduced by controlling the current.The current amplitude
distribution design is based on the Taylor distribution [21,
22]. In the comprehensive design of the Taylor, it is necessary
to determine the ratio 𝑅 of the main lobe level to the
sidelobe level. The value of 𝐴 is calculated by 𝑅. Under the
guarantee of 𝑛 ≥ 2𝐴2 + 1/2, selecting appropriate 𝑛 (the
value of 𝑛 increases, the value of 𝜎 decreases, and the lobe-
width narrows down). The value of 𝑛 should not be too
large; otherwise, the amplitude distribution of the current
will change dramatically. After selecting 𝑛, beam broadening
factor 𝜎 and current amplitude distribution of each radiating
element can be calculated. Ratio of the main lobe level to the
sidelobe level is 𝑅 = −18 dB, 𝑛 = 4. The normalized current
values of all levels are shown in Table 1.

There are two methods to change the current amplitude
distribution.The first one is 𝜆/4 impedance transformer, and
the second is the patch width distribution method. Due to
the relatively small spacing of the radiating elements, the𝜆/4 section cannot be added, so the patch width distribution
method is used to change the current amplitude distribution.
In fact, the change of current amplitude distribution can be
realized by changing the radiation admittance of the element.
Firstly, 𝑆12 of eight-element Taylor array at all levels should
be calculated according to the current distribution. Feeding
in this paper is from the center to both ends of the array.
Therefore, according to the symmetry, only half of the array
needs to be considered where calculating 𝑆12. The calculated
results are shown in Table 2. According to these values, the
width of each radiating element can be adjusted, and the
appropriate size can be found to satisfy the current amplitude
distribution through simulation and optimization.

2.3. Simulation and Analysis of Microstrip Series-Fed Linear
Array. The model of rectangular array with uniform distri-
bution of one-end feeding is shown in Figure 6. 𝑋𝑂𝑌 plane
is the plane of the array. The rectangular microstrip patches
with the same shape are used to design the array element.The
spacing between patches is the same. First, we adjust the unit
spacing to meet the main direction deflection of the beams

of the microstrip series-fed linear array. Then, the array is
connected to the external 50 ohm coaxial line. Because the
impedance of the whole array is not matched to the 50 ohm
coaxial line, an impedance transforming section should be
added at the front of the array to match the impedance. The
length of the section is 𝜆𝑔/4. After optimization, the distance
between the radiating element and the radiating element is
4.19mm.

The 𝑆-parameter of a rectangular array with uniform
distribution of one-end feeding is shown in Figure 7. It can be
seen from the figure that, at the center frequency 35GHz, the
return loss is −27.7 dB.The relative bandwidth |𝑆11| < −10 dB
can be found from the figure to be 26.14%.

The impedance of a rectangular array with uniform
distribution of one-end feeding is shown in Figure 8. It can
be seen that the antenna is well matched at 48.8Ω.

The𝐸-plane gain is shown in Figure 9.Themaximumgain
is 13.79 dB. The first sidelobe level is −13.2 dB. The main lobe
deflection offset is achieved on𝐸-plane, the angle is about 60∘,
and the 3 dB lobe-width in the 𝐸-plane is 16.8∘.

The first sidelobe level is higher, which cannot meet the
design requirements.We need to find the appropriate spacing
between elements tomeet themain beamdeflection.Then the
current distribution is designed to reduce the sidelobe level.

In this paper, the Taylor current distribution is used to
reduce the sidelobe level. Taylor distribution is usually used in
the form of intermediate feed.The spacing between radiation
units usually takes one wavelength. As the design needs to
achieve main beam offset, the spacing is no longer a wave-
length. The feed position is required to be transferred to the
center of the array, and the form needs to be adjusted. For an
array which makes main beam deviation through changing
the spacing between the radiation units, we in fact change the
current phase difference between the radiating elements and
then the main beam is offset. Considering the current phase
difference for the whole array, add serpentine at one side of
the array to adjust the phase difference and, at another side of
the serpentine, the phase difference of 180 degrees should be
added at the beginning of the unit. Then, adjust the current
phase difference between the left and right arrays.

From the simulation results, we know that the unit
spacing which can satisfy the main beam offset is 4.19mm.
The next step is to transfer the feed position to the center
of the array, and add serpentine at one side of the array,
determine the length of serpentine through the simulation.
Before the design of Taylor matrix, we need to design a
uniformly distributed rectangular array with intermediate
feed to decide the length of serpentine. The design is shown
in Figure 10;𝑋𝑂𝑌 plane is the model plane.

The rectangular microstrip patches with the same shape
are used to design the array element. The spacing between
antennas is the same.The feed structure of this array is in the
middle of the array and is connected to a 50Ω coaxial line.
The design process is similar to that of a rectangular array
with uniform distribution at one end of the feed. The design
is divided into two parts. As can be seen from Figure 10, the
left end of the feed is the same as the uniform distribution of
one-end feeding. In the right end, serpentine lines are added
to realize phase array progression, so as to realize the beam
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Figure 8: Impedance of a rectangular array with uniform distribu-
tion of one-end feeding.

deviation. After the simulation, the length of the serpentine
is found to be 6.51mm.

The 𝑆-parameter of a rectangular array with uniform
distribution and intermediate feeding is shown in Figure 11.
It can be seen from the plot that, at the center frequency
of 35GHz, the return loss is up to −31.87 dB. The relative
bandwidth |𝑆11| < −10 dB can be found to be 21.7%.

The impedance is shown in Figure 12. It can be seen from
the figure that the antenna is well matched at 51.5Ω. The gain
graph of 𝐸-plane is shown in Figure 13. It can be seen from
the figure that themaximumgain is 13.36 dB, the first sidelobe
level is −13.7 dB, the main beam deflection offset is achieved
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Figure 9: The gain of 𝐸-plane of a rectangular array with uniform
distribution of one-end feeding.

on 𝐸-plane, the angle is about 62∘, and the 3 dB lobe-width in
the 𝐸-plane is 18∘.

The designed array has satisfied the requirement of the
main beam offset, but the sidelobe level is still too high. The
feeding position is in the middle of the array, which satisfies
the design of Taylor distribution. The design of Taylor distri-
bution is carried out based on this array. The model diagram
is shown in Figure 14;𝑋𝑂𝑌 plane is the plane of the array.

The form of the array is the same as that of the middle
feed, and there is a difference in the size of the array. The size
of the array element is designed according to Taylor current
distribution regulation 𝑆12 of the elements at all levels which
can be obtained from Table 2. By adjusting the radiation edge
size of each element, the radiation admittance of each element
can be changed, and the corresponding value of the radiation
edge size can be obtained.

After simulation and optimization, from the feed point to
the right, the sizes of radiation side are𝑊1 = 3.7mm,𝑊2 =3.4mm,𝑊3 = 4.1mm,𝑊4 = 3.2mm.

The 𝑆-parameter diagram of a rectangular array with Tay-
lor distribution and intermediate feed is shown in Figure 15.
It can be seen from the figure that at the center frequency
the return loss is very high (21.2 dB at 35GHz). The relative
bandwidth |𝑆11| < −10 dB can be found from the picture to
be 11.6%.

The impedance is shown in Figure 16. It can be seen that
the antenna is well matched at 50.1Ω. The gain graph of 𝐸-
plane is shown in Figure 17. It can be seen from the figure
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tion with intermediate feeding.

that the maximum gain is 13.9 dB, the first sidelobe level is−15.6 dB, the main beam deflection offset is achieved on 𝐸-
plane, the angle is about 60∘, and the 3 dB lobe-width in the𝐸-plane is 20∘.

Three kinds of arrays are given in this design.The first two
arrays actually provide reference for the Taylor distribution
matrix. The first array provides an appropriate spacing of the
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Figure 13: The gain of 𝐸-plane of a rectangular array with uniform
distribution with intermediate feeding.

radiating elements. The second one determines the length
of the serpentine. The final array form is based on the two
arrays to adjust the radiation side of each radiating element to
realize the current redistribution. In the array of rectangular
patch, the gain is higher in the form of uniform distribution
with intermediate feed.The lowest sidelobe level is the Taylor
distribution with intermediate feed to reduce the sidelobe.
The narrowest beam and the best matched impedance are the
uniform distribution with one end of the feed. It can be seen
that the reduction of the first sidelobe level is at the expense
of width of the main lobe.

3. Design of Conformal Arrays

The conformal array is designed in the third part of the
MIMO conformal antenna, and the conformal carrier is the
cylinder with a diameter of 60mm [23].

The center frequency of the design is 35GHz, and the
dielectric substrate with relative dielectric constant 𝜀𝑟 = 2.2
is selected. Thickness of the substrate is 0.5mm. According
to the design of the radiation unit, the size of the microstrip
patch antenna is only about 3mm. The curvature of 60mm
cylindrical diameter is smaller than the microstrip patch
antenna. So the antenna can be regarded as a planar antenna
and analyzed by the theory of planar antenna. The design
needs to achieve a specific beam direction, which is 60∘ to
the conformal vector axis, and can be realized by conformal
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Figure 14: A rectangular array with Taylor distribution with intermediate feed.
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Figure 15: 𝑆-parameter of a rectangular array with Taylor distribu-
tion with intermediate feeding.
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Figure 16: Impedance of a rectangular arraywithTaylor distribution
with intermediate feeding.

array. According to the analysis of the series-feed array, the
microstrip patch antenna can be composed of a series-feed
array to achieve such a beam direction. It can be realized
by adjusting the spacing between the elements. The low
sidelobe can be realized by the Taylor synthesis method. The
distribution current of the antenna array is tapered to reduce
the sidelobe level.
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Figure 17: The gain of 𝐸-plane of a rectangular array with Taylor
distribution with intermediate feeding.

Figure 18: The microstrip antenna conformal array.

The microstrip antenna conformal array is shown in
Figure 18.

Through simulation and optimization, the radiation char-
acteristic of microstrip antenna array is obtained. The 𝑆-
parameter is shown in Figure 19. The return loss of the
conformal array is down to 14 dB at 35GHz. The relative
bandwidth of |𝑆11| < −10 dB can be calculated to be 11.8%.

The input impedance of the array is shown in Figure 20.
It can be seen that the whole antenna is matched to 45Ω. The
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Figure 19: 𝑆-parameter of conformal microstrip antenna array.
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Figure 20: Input impedance of conformal microstrip antenna array.

gain of 𝐸-plane microstrip antenna conformal array is shown
in Figure 21. It can be seen that themaximumgain of the array
is 13.3 dB, and the first sidelobe level is −16 dB. The 𝐸-plane
realized the main beam offset. The offset angle is about 62∘.
The 3 dB beam width of 𝐸 plane is 18.2∘.

We fabricated a pair of 8-element series-fed conformal
antenna array, as shown in Figure 22. The analysis and test
results are compared.𝑆-parameters are shown in Figure 23. It can be seen
from the results of the 𝑆-parameters of the antenna that
the resonance point of the measurement and simulation is
consistent. The measurement results of the antenna relative
bandwidth is about 11%, which is slightly less than the
simulation results.

The comparison of measurement results and simulation
results of normalized pattern of𝐸 plane is shown in Figure 24.
It can be seen that the radiation plot of 𝐸-plane achieves the
main beam offset. The angle is about 62∘ and this meets the
requirements.The first sidelobe level rose to −14 dB.The 3 dB
lobe-width of 𝐸-plane is about 17∘. The measurement results
are in good agreement with the simulation results.
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Figure 21: Gain of 𝐸-plane of conformal microstrip antenna array.

Figure 22: Eight-element series-fed conformal antenna array.

The gain measurement is performed by comparing to a
standard horn antenna. The gain of the antenna is 12.2 dB.

4. Coupling Analysis of 5G MIMO
Conformal Antenna

It is also very important to decide the number of the anten-
nas in the design of MIMO conformal antenna. Antenna
coupling has significant impact on radiation pattern. When
using multiple antennas, the cross coupling between the
antennas should be discussed and the coupling needs to be
minimized. The main factor that affects the coupling is the
distance between antennas. The closer the distance between
antennas, the stronger the coupling.Therefore, we should find
the appropriate antenna spacing to meet the performance
requirement of the antenna coupling. At the same time,
this determines the maximum number of antennas [24]. For
conformal system, the diameter of the conformal carrier is
60mm. The carrier space is limited, so the number of RF
circuits is limited. At the same time, too many RF circuits
will increase the cost of the system. Therefore, the number
of antennas needs to be determined by considering these
factors.

As we know, the energy of array antenna can be coupled
by space wave or surface wave, when the coupling level is
greater than −20 dB, the performance of the antenna will
be greatly affected [25]. In this design, each antenna is used
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Figure 24: Comparison of the measurement and simulation results
of the 𝐸 surface orientation of the 8-element series-fed conformal
antenna array.

as an independent antenna, so the requirement of coupling
between the antennas is low, and the coupling between
antennas is−40 dB.Through simulation and optimization, we
find thatwhen the number of the antennas is eight, it canmeet
the requirement of the coupling of antenna to be less than−40 dB. Eight antenna arrays can be placed on the conformal
carrier. Actually we cannot put so many antennas. First of all,
to consider the cost of the RF circuit, eight arrays of antennas
require eight RF links. Secondly, to consider the volume of
the conformal carrier, not more than four radio frequency
links can be placed in this limited space.Therefore this design
uses four arrays. Combined with the spatial symmetry of the
antenna, the four pairs of antennas are distributed with equal
distance in the conformal cylindrical carrier. The simulation
model is shown in Figure 25.

Figure 25: MIMO radar conformal antenna.
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Figure 26: 𝑆-parameters of MIMO conformal antenna 1.

The 𝑆-parameters of the first antenna in the MIMO radar
conformal antenna are shown in Figure 26. It can be seen
from the figure that the antenna’s reflection parameters are−21.5 dB. Considering the coupling of antennas, it is clear that
the cross coupling satisfies the requirements of −40 dB.

The radiation plot of the first antenna in theMIMO radar
conformal antenna is shown in Figure 27. It can be seen from
the figure that, by considering the coupling effects, the first
sidelobe level has been significantly improved to −11.5 dB.
This is consistent with the theoretical analysis.

The fabricated conformal antenna with 4 arrays of anten-
nas is shown in Figure 28.
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Figure 28: Planar expansion of four pairs conformal microstrip
antenna.

5. Conclusion

In this paper, in order tomeet the requirements of the antenna
system, an 8-cell series-fedmicrostrip standing wave antenna
array by traveling-wave theory has been designed in Ka band
(35GHz). The deflection of the main lobe and the plane
of array is realized by adjusting the spacing between the
elements. At the same time, the Taylor distribution is used for
the antenna synthesis, and the first sidelobe level is reduced
by controlling the current amplitude of the unit. Next,MIMO
conformal antenna at 35GHz is designed. The bandwidth of
antenna is greater than 10%, the gain is greater than 10 dB, and
the first sidelobe level is reduced to−16 dB.The angle between
the main lobe and the carrier axis is 60∘. The measurement
results agree well with the simulation results, which meet
the requirements of the system to the antenna performance.
Considering the cost of system, space limitation, and antenna
coupling, we design four 8-cell series-fedmicrostrip standing
wave antenna arrays. The four antenna arrays are evenly dis-
tributed on the conformal of carrier, and the cross coupling
of the antenna is lower than −40 dB.
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This paper proposes a novel energy-conserving multihop routing protocol to maximize network lifetime and consume the battery
in a distributed manner during route discovery in energy-constrained Bluetooth Low Energy ad hoc networks. Furthermore, a
flooding avoidance approach is adopted by the proposed scheme to minimize the number of route request packets flooded. In
addition, the proposed scheme maximizes network lifetime by using residual battery and RSSI as a route metric. The simulation
results confirm that our proposed scheme has a surpassing performance with regard to network lifetime, evenly distributed battery
consumption, and route discovery latency compared with the traditional on-demand routing protocol.

1. Introduction

Bluetooth Low Energy (BLE) [1] is a notable wireless com-
munication technology with low-power, low-cost, and low
complexity and it is regarded currently by many researchers
as the ideal technology for realizing IoT, M2M, and energy-
constrained applications [2, 3]. In particular, mobile ad hoc
networks (MANET) and wireless sensor networks (WSN) are
commonly operated by battery-powered devices in energy-
constrained networks. Therefore, low-power and low-cost
communication technologies are necessary to connect sen-
sors and mobile nodes. Additionally, multihop communica-
tion should be considered to communicate with out-of-the-
radio-coverage devices in the massive sensor networks and
MANET.Due to its low-power consumption, BLE technology
is adequate to implement MANET and WSN.

For instance, sensors and mobile nodes are distributed
in ad hoc environment, which has no fixed infrastructure,
no information of the entire network topology, and constant
transformation of the network topology. Moreover, a device
depends on its battery as the power source; thus, the whole
network may collapse due to a node’s depleted energy.There-
fore, network lifetime depends on each node’s residual battery
level. Due to the limitations of ad hoc networks mentioned
beforehand, energy-conserving scheme is a very important
issue [4].

A few scenarios using BLE technology can be considered.
Firstly, BLE technology can be applicable in the environment
monitoring systems transmitting changes of the physical
world periodically. Secondly, a disaster area without network
facilities can use BLE technology to deliver short messages
using BLE embedded gadgets such as wide-spread smart-
phones and tablets. In such ad hoc environment, multihop
communication is necessary to deliver short messages to a
long distance.

However, Bluetooth 4.0 only supports single role and one
hop communication, which is called a piconet. The single-
hop communication nature of BLE restricts multihop com-
munication and was not solved until the release of Bluetooth
version 4.0.The latest attributes of Bluetooth 4.1 specification
permit BLE devices to have binary roles and participate in
multiple piconets. Thus, corresponding and conveying data
to a BLE device beyond single-hop distance has become
possible for BLE devices [5]. Although the multihop routing
is supported from BLE version 4.1, the BLE specification
does not include a specific algorithm for the aforementioned
purpose.

A routing protocol is a requisite to transfer data from a
source to a multihop distance destination to support multi-
hop communication among devices. Proactive (table-driven)
and reactive (on-demand) approaches are the two categories
of routing protocols of MANET [5]. In the former method,
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each node retains a whole routing information of the network
so the routing discovery latency is very short. However, each
node consumes more energy to renew its routing table at any
time in which the topology of the network is modified.

Contrarily, MANET extensively adopts reactive routing
protocols to minimize power usage by establishing connec-
tions in on-demand manner. On account of on-demand
route discovery features, a route path is constructed once the
node generates a route request. Thus, on-demand approach
is an appropriate multihop communication protocol under
the power-restricted environment of BLE networks. Ad
hoc On-demand Distance Vector (AODV) protocol [6] is
another ad hoc routing protocol, which is well known for
its simplicity and efficiency in MANET [7]. However, the
traditional AODV has a flooding issue. A source floods
route request messages (RREQ) to the entire networks to
discover a path to a destination. Consequent to the flooding
mechanism, AODV degrades the performance in the energy-
constrained networks [8]. In addition, Temporally Ordered
Routing Algorithm (TORA) [9] is a source initiated on-
demand routing protocol in ad hoc networks which uses
a broadcasting scheme to find a destination using query
(QRY) and update (UPD) packets. If a source node wants
to find a destination to transmit data, the source broadcasts
a QRY packet to its neighboring nodes and the destination
or adjacent nodes broadcast an UPD packet to the upstream
nodes. When an intermediate node receives an UPD packet
from a downstream node, the intermediate node calculates
the height value which is the hop count number to the
destination and broadcasts UPD including its height. After
the route discovery procedure, TORA organizes a directed
acyclic graph (DAG) which is rooted at the destination.
Due to the broadcasting approach of the route discovery
procedure, TORA also consumes more energy in the energy
limited networks.

In this paper, we propose a new energy-conserving
routing protocol includingmultihop communication scheme
in the power-restricted BLE networks. We focus on evenly
distributed energy consumption among BLE devices and
maximize the network lifetime in the energy-constrained
networks such as MANET. The proposed protocol utilizes
residual battery power and Received Signal Strength Indi-
cation (RSSI) as route metrics. In addition, to decrease the
volume of route request packets which cause significant
power usage, the flooding avoidance approach is adopted.

We organized the remaining parts of this study in this
manner. Related works are illustrated in Section 2. Section 3
demonstrates the state transition of BLE node and node dis-
covery procedure. Section 4 illustrates the energy-conserving
multihop routing protocol and a route metric proposed.
Finally, Section 5 evaluates the proposed routing protocol
and depicts the outcomes of simulation and the conclusion
is shown in Section 6.

2. Related Works

We introduce a short illustration of the existing energy-
conserving mechanisms in ad hoc networks. Further, we
reviewed multihop routing protocol in Bluetooth networks

[7, 10–15], since fewer studies have been performed on BLE
networks [5].

Toh [16] proposed a routing protocol utilizing battery
capacity as a route metric to satisfy two critical challenges in
wireless ad hoc networks, namely, maximizing lifetime and
evenly distributed power consumption. The study proposed
ConditionalMax-MinBatteryCapacity Routing (CMMBCR)
to select the energy efficient route path with the aid of a
threshold value. The scheme selects the shortest path exclud-
ing any nodes that operate under the defined battery capacity
to extend the network lifetime and operation time.The study
mentioned that power-aware routing protocols are inclined
to have longer route paths that reduce the lifetime of nodes.

A route metric that occupies a combination of Minimum
Drain Rate (MDR) and the remaining battery level was
proposed to estimate the lifespan of individual node regard-
ing recent traffic loads [17]. The proposed metric decides
which nodes can participate in a route. Moreover, the study
introduced Conditional Minimum Drain Rate (CMDR) to
reduce the whole energy consumption during transmission.
CMDR selects a pathwhich is longer than a defined threshold
among all the possible paths. However, if nodes which belong
to all the possible paths do not satisfy the threshold, the
proposed scheme follows MDR mechanism.

Zhang and Riley [18] proposed an energy-aware on-
demand routing protocol in Bluetooth sensor networks.
When data is required to be sent to a sink node, a source
discovers its neighboring nodes.When a source sends a route
request message to a relay node, it selects a node with the
highest remaining current level. A route request message is
delivered to an intermediate node; it stores the information of
the source and the previous node in its neighbor list for route
reply messages and flooding loop prevention. Forwarding or
discarding decision is dependent on the surplus power of a
node along the route path to extend the network lifetime.

A power-efficient reactive routing protocol was intro-
duced in ad hoc networks [19]. The research used average
energy consumption and link error rate as route metrics to
find an energy efficient route path. In addition, total energy
for data transmission and packet error rate were calculated
for a reliable route path. The performance was evaluated in
terms of throughput and average energy costs using three
different mobility models. In the performance evaluation, a
few routing schemes such as shortest-delay, power-aware, and
retransmission energy were adopted.

A routing protocol based on transmission power was
proposed for mobile ad hoc networks [20]. The proposed
scheme uses a RSSI and residual battery level as a routemetric
to find an energy efficient route path. To discover the nearest
neighboring node, a node broadcasts route request messages
and it calculates RSSI and distance using replied messages
from the neighboring nodes. A node selects the next hop
which has a higher RSSI and adjusts its transmission power
to save its energy consumption.

A reactive routing protocol supportingmultihop commu-
nicationwith scatternet formationwas proposed in BLEwire-
less sensor networks [5]. For neighbor discovery procedure,
each node alternates its role as an advertiser and scanner. To
find a route path of a destination, a source delivers a route
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Figure 1: The state transition diagram of a BLE node.

request message to its master in its piconet. If a destination
is not found in a piconet, the master sends the message to
a relay node in another piconet. After a destination receives
multiple route requestmessages, it sends route replymessages
to all possible paths. Finally, a source selects the shortest path
from the route response messages.

An enhanced routing protocol based on the traditional
AODV was introduced to improve the flooding issue during
route request procedure in Bluetooth ad hoc networks.Three
metrics, namely, hop count, battery capacity, and average
traffic loads, are adopted to handle multiple route request
packets. A route request packet contains three metrics to find
the lowest cost path. The route metrics are updated with the
node’s values as a route request packet, which includes three
metrics, arrived at an intermediate node. When multiple
route request messages are arrived at a destination, the pro-
posed route selection algorithm chooses the lowest cost path.
Moreover, route request packets are only delivered to bridge
nodes to minimize the number of route request packets.
However, the proposed routing protocol does not present the
configuration of bridge nodes and network topology.

An on-demand multihop routing protocol using scat-
ternet structure was introduced in Bluetooth networks [21].
A route path is established whenever data transmission
is required and only contains the nodes along the route
path. When communication starts, a route path is set up
dynamically and released after the transmission. A node can
have a single role and double roles for the scatternet route
structure. To connect piconets in critical areas, double role
nodes are allowed in this research.

3. Node Discovery Procedure

In this section, we describe the state changes and neighbor
discovery of BLE nodes in the discovery procedure. BLE

nodes are presumed to be distributed randomly in a substan-
tial indoor structure.

3.1. State Transition of BLENode. When BLE devices turn on,
they enter “Idle” state to save their battery consumption. Each
BLE device discovers neighbor nodes within a defined time
using the discovery timer. If the timer expires or the neighbor
list is unchanged, BLE devices return to “Idle” state. If a BLE
device detects some changes of incoming or outgoing devices
within the radio range, it updates the neighbor list to include
the detected information. After updating the neighbor list,
a BLE device goes back to “Idle” state. When a device
wants to transmit data to a destination, it moves to “route
request” state and sends data in “data transmission” state.
After transmitting data, a BLE device returns to “Idle” state.
Figure 1 illustrates the state transition of a BLE device in the
proposed scheme.

3.2. Node Discovery Procedure Using Random Role Switching.
Node discovery procedure is collecting adjoining nodes’ ID
and their residual battery levels by reciprocating advertise-
ment messages. A BLE node updates a neighboring node’s
residual battery level in its neighbor list after receiving an
advertisement message from a nearby node. The residual
battery level is used as a route metric with RSSI to establish
the minimum battery consumption route.

Random operation function in Figure 2 determines each
BLE node’s role. Then, a node changes its role at random
after the operation time within the expected discovery time.
To fulfill the maximum advertisement interval of BLE spec-
ification, the operation time is settled at 30ms. The nodes
which operate as advertisers broadcast advertising messages
through the advertisement channels (37, 38, and 39) during
the operation time including its own id and battery level.
Similarly, scanners wait to receive advertising messages from
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neighboring nodes that are sent via the advertising channels
during the operation time. This process continues through
the discovery time as shown in Figure 2.

When a BLE node obtains advertisement packets from
nearby nodes, it calculates weight of the advertising nodes
with the residual battery level and RSSI. Sequentially, it
updates the neighbor list entry for the corresponding adver-
tising node.The proposed routing protocol utilizes two para-
meters as a route metric and chooses the maximum residual
battery route using the weight value. The neighbor list has

four fields, that is, device id, weight, residual battery, andRSSI
as described in Table 1. After the node discovery procedure,
each node completes configuring its neighbor list.

4. Energy-Conserving Multihop
Routing Protocol

We introduce the energy-conserving on-demand multihop
routing protocol in BLE ad hoc networks and how to
calculate the routemetric using residual battery andRSSI.The
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Figure 3: Route request and reply message formats.

Table 1: Neighbor list table.

Device ID Weight Residual battery RSSI
6 bytes 2 bytes 4 bytes 2 bytes

proposed scheme chooses the minimum weight node to
discover a route from a source to a destination. A route
request packet is broadcasted using ADV IND message and
data channel PDU is used for transmitting a route reply
packet.The two packet formats for the route discovery proce-
dure are illustrated in Figure 3.

4.1. Route Metrics: Maximum Power Plus RSSI (MPPR). The
route metric of this paper includes two metrics, that is,
Maximum Power Plus RSSI (MPPR). If a source transmits
data to a destination, a source finds a neighbor node with
the minimum weight value in its neighbor list. Then, the
source sends a route request message to the node having the
minimum weight. The route metric is computed by using

Weight𝑖 = 𝛼 × (1 − 𝑃𝑖𝑃max
) + (1 − 𝛼) × RSSI𝑖

RSSImin
,

Route𝑗 = min
𝑗∈neighbors of node𝑖

(Weight𝑗) .
(1)

𝑃𝑖 is the current residual battery of node 𝑖 and 𝑃max
is the maximum battery level of a coin cell battery. RSSI𝑖
is a RSSI value of node 𝑖 and RSSImin is the minimum
RSSI value. We used 230mA and −100 dBm, respectively,
for 𝑃max and RSSImin. The route metric is already calculated
by exchanging advertisement messages during the node
discovery procedure. If a node’s residual battery (𝑃𝑖) is close to𝑃max and RSSI value (RSSI𝑖) is large (close to 0), the weight of
(1) reaches zero. Hence, if a node with the maximum residual
battery (230mA) and the larger RSSI value is subjected to be
chosen during the route discovery procedure, a node searches

its neighbor list and transmits the route request message to
a nearby node having the minimum weight (Route𝑗). The
MPPR routing scheme uses Prim’s algorithm for forwarding
route request packets. In addition, the proposed scheme
utilizes a priority parameter (𝛼) to compare the performance
when 𝛼 changes from 0 to 1.

4.2. Flooding Avoidance Route Discovery Scheme. The flood-
ing RREQ packets consume substantial power of BLE nodes
during route discovery procedure so this paper proposes the
flooding prevention mechanism to minimize energy con-
sumption. The proposed mechanism discards RREQ packets
in the intermediate nodes using the minimum weight node
address as illustrated in Figure 4. Whenever a source tries to
discover a routing path to a specific destination, the source
identifies the minimum weighted node in its neighbor list.
Then, the source broadcasts a route request message includ-
ing the address of theminimumweight node as shown in Fig-
ure 3. When a route request message is delivered to an inter-
mediate node, the intermediate node checks the minimum
weight node address. If the minimum weight node address
of a RREQ packet is identical to the node receiving a RREQ
message, then the node forwards the route request message.

For example, when node 6 forwards a RREQ message,
node 6 looks up its neighbor list table and finds that node
7 has the minimum weight value. Then, node 6 sets the
minimum weight node address as node 7’s address in a
RREQ message (Min. node = 7) and broadcasts a RREQ
message. When neighboring nodes (nodes 3, 4, 5, and 8) of
node 6 receive the RREQ message, they discard the route
request message because their addresses are not equal to the
minimum weight node address in the route request message.
In addition, the proposed scheme uses the sequence number
to avoid a route path loop like AODV protocol. When a node
receives a RREQ message with the same sequence number
which it already forwarded, the node discards the RREQ
message to prevent the route loop.
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Figure 4: Flooding avoidance mechanism of route discovery procedure.

The procedure of flooding avoidance mechanism in an
intermediate node is described in Figure 5. An intermediate
node discards the route request message if the minimum
weight node address of the packet is not identical to its
address.

In this route discovery scheme, a source chooses a
neighborwith themaximumresidual power and the strongest
RSSI value for the route request procedure. Whenever an
intermediate node’s battery level is lower than the neighbor-
ing nodes, the intermediate node is eliminated from the route
path.This scheme can distribute energy consumption among
BLE nodes.

4.3. Route Discovery Procedure. Aligning with the Bluetooth
4.1 specification, we considered route request and reply
transmission time and delays for the proposed system. A
RREQmessage is simply broadcasted through advertisement
channels. A route reply message (RREP) is delivered after
establishing unicast connections along the route path. Thus,
the route reply procedure is more complicated than the route
request procedure as illustrated in Figure 6.

In this paper, we assumed that a RREQ message can
be received within the advertisement period (𝑇ADV). Upon
receiving a RREQ message, the node changes its role from a
scanner to an advertiser and broadcasts it to the neighbors.
Hence, we assumed that the role switch time (𝑇ROLE SW) is
one clock period. Moreover, we presumed that a unicast
connection is established by exchanging ADV DIRECT IND
and CONNECT REQ messages during three advertisement
periods (𝑇CONN SETUP). After the connection setup, the
mandatory delay (𝑇POST CONN) was considered in accordance
with the Bluetooth specification. The RREP transmission
time (𝑇REP) is the RREQ packet size over BLE data rate
(1Mbps). Table 2 shows the description and time of route
discovery latency.

4.4. Energy Consumption. The measurements of a CC2541
BLE chip of Texas Instruments [22] are referred to as the

power usage model of this paper. In reference to these mea-
surements, we determined the present current consumption
and time of each phase in the course of route discovery
process.

In the proposed routing protocol, RREQ messages are
broadcasted during BLE advertisement period. Contrast-
ingly, RREP messages are delivered via unicast connections
during the route reply procedure. Accordingly, the route reply
procedure exchanges more control message and consumes
additional energy. Figure 7 illustrates the current level and
time of each phase, respectively, and shows extra energy
consumption of route reply procedure.

Table 3 describes the time and current consumption for
each phase in an intermediate node during route discovery
procedure as depicted in Figure 7.

5. Performance Evaluation

In this section, we describe the simulation environments and
the performance evaluation of the energy-conserving routing
protocol by modifying the priority parameter (𝛼) in (1). We
evaluated network lifetime, average residual battery, energy
consumption, average number of route requests, and the
latency of route discovery procedure. The proposed scheme
adopted on-demand routing protocol to reduce network
connectivity and maximize network lifetime. In this section,
we compare the performance with other on-demand ad hoc
routing protocols such as AODV and TORA. However, we
excluded Dynamic Source Routing (DSR) protocol because
DSR includes the addresses of intermediate nodes to transmit
data. If a routing path hasmore than four hops, DSR over BLE
cannot contain all nodes’ address in its data packet because
BLE payload is only 27 bytes long.

5.1. Simulation Environments. In the proposed scheme, all
BLE devices are presumed to be spread randomly within 100× 100 meters and the radio coverage is 20 meters. The BLE
nodes increased in the increments of 10 from 50 to 100 and
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Figure 5: Handling RREQ message in an intermediate node.

Table 2: List of route discovery latency.

Notation Description Time (ms)
𝑇ADV Advertisement interval 30
𝑇IFS Inter-frame space 0.15
𝑇ROLE SW Role switch time 1.25
𝑇CONN SETUP Connection setup time 30
𝑇POST CONN Mandatory delay after connection request 1.25
𝑇REP Transmission time of RREP message 0.296

the weight values for the route discovery were calculated
by changing alpha values (0.3, 0.5, 0.7, and 1.0) in (1). The
route discovery was performed every second after choosing
a source and a destination randomly using Poisson process.
Thus, the route discovery is assumed to occur frequently.

We adopted WINNER-II path loss model [23] for RSSI
calculation between two nodes and the RSSI value was
used to compute the node’s weight mentioned in Section 4.
For each BLE node, we collected 300 records of data. For
the performance evaluation, a simulator using Python and
NetworkX [24] was implemented to gauge the operation of

the proposed scheme, AODV, and TORA protocol.The route
paths and network topology are illustrated in Figure 8.

In this simulation, we adopted B3 scenario of WINNER-
II path loss model to calculate the RSSI value between two
nodes within the radio coverage. The scenario is suitable for
large indoor structures such as airport, factories, and stations
sized from 20 × 20m to 100 × 100m. Equation (2) shows the
calculation of path loss inWINNER-IImodel and parameters
are fixed in accordance with the scenario selected. The path
loss exponent is A, while B acts as the intercept, C is the
frequency dependent parameter, d is a distance, fc is the
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Figure 6: Message flows of route discovery procedure.
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Figure 7: Current waveform of an intermediate node.

system frequency of BLE, and 𝑋 is an optional parameter.
These parameters are set to 𝐴 = 13.9, 𝐵 = 64.4, 𝐶 = 20,𝑓𝑐 = 2.4, and 𝑋 = 0 in the B3 Line of Sight (LOS) scenario.
Further, the transmission power of each BLE device was fixed
at 4 dBm in the simulation. As the path loss model has a
correlation with the distance between two nodes, RSSI values
can be applied to the proposed scheme. Thus, the proposed

routing scheme considered the distance as well as the residual
power.

PL = 𝐴log10 (𝑑 [m]) + 𝐵 + 𝐶log10 (𝑓𝑐 [GHz]
5.0 ) + 𝑋,

RSSI = 𝑇𝑥Power − PL.
(2)
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Figure 8: Network topology and the comparison of route paths.

Table 3: Time and current consumption of an intermediate node.

Category State Phase Time notation Current notation

Common

a Wake-up 𝜏wa 𝑖wa
b Preprocessing 𝜏pp 𝑖pp
c Pre-Tx/Rx 𝜏pre 𝑖pre
e Tx-to-Rx 𝜏sw 𝑖sw
m Postprocessing 𝜏po 𝑖po
n Pre-sleep 𝜏ps 𝑖ps

Route
request

d Rx (RREQ) 𝜏rxreq 𝑖rx
f Tx (RREQ) 𝜏txreq 𝑖tx

Route
reply

g Rx (ADV DIRECT IND) 𝜏rxadv 𝑖rx
h Tx (CONNECT REQ) 𝜏txcon 𝑖tx
i Rx (RREP) 𝜏rxrep 𝑖rx
j Tx (ADV DIRECT IND) 𝜏txadv 𝑖tx
k Rx (CONNECT REQ) 𝜏rxcon 𝑖rx
l Tx (RREP) 𝜏txrep 𝑖tx
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Table 4: Average current consumption of each phase in a route path.

Phase Source (mA) Intermediate (mA) Destination (mA) Neighbor (mA)
Route request 0.047 0.069 0.047 0.047
Route reply 0.032 0.048 0.032 None
Data transmission 0.02 0.025 0.02 None
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Figure 9: Network lifetime.

Table 4 shows the energy consumption of each phase
along the route path. At the time of the route request process,
a neighboring node of the route path exhausts energy. This
is because the neighbor nodes do not forward route request
messages when the minimum weight node address in a route
request message is not equivalent to its address.

5.2. Network Lifetime. The period when the first node is
depleted of its energy is defined as the network lifetime. We
have simulated the network lifetime by applying different pri-
orities between residual battery and RSSI by changing 𝛼 (𝛼 =0.3, 0.5, 0.7, 1.0) in (1). A source and a destination are chosen
randomly and route request is generated by Poisson process.
After successful route discovery, a 20-byte data packet was
delivered. When it comes to the energy consumption in each
node, whenever a RREQ or RREP message is acquired by a
node during route discovery procedure, node’s battery level
is decreased by the calculated level as shown in Table 4. If
a node’s battery capacity becomes zero in the network, this
simulation stops and calculates the lifetime.

The proposed scheme has the longest network lifetime
when 𝛼 is 1 (𝛼 = 1.0) as illustrated in Figure 9. When
route decision is made only by the residual battery during
route discovery procedure, the performance is at its best. In
addition, the result of the proposed scheme shows that the
lifetime is improved as the number of BLE devices increases
regardless of the value of𝛼.The increment of lifetime explains
that the proposed scheme consumes the energy of BLE
devices evenly.

However, AODV and TORA protocols show the gradual
decline of the network lifetime when the number of BLE
devices is increasing. The network lifetime is reduced in
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Figure 10: The percentage of residual battery.

AODV protocol when the number of BLE devices grows, due
to its RREQ broadcasting mechanism in AODV. Moreover,
route request messages are concentrated on specific BLE
devices and their energies are depleted rapidly in AODV
protocol. In TORA’s case, the network life time is the lowest
among other protocols because it adopts the broadcasting
scheme during the route request and route reply procedure
using QTY and UPD packets, respectively. Therefore, TORA
consumes more energy during the route discovery procedure
than the proposed scheme and AODV.

5.3. Average Residual Battery. Average residual battery is
measured when the network lifetime simulation is done.
We have calculated the average residual battery level of all
nodes. As described in Figure 10, the residual battery of
the proposed scheme (𝛼 = 1.0) has the minimum battery
level at approximately 20%. The residual battery of AODV
and TORA protocols is bigger even though their network
lifetime is much shorter than the proposed scheme as shown
in Figure 9.

On the contrary, the proposed scheme has a longer
lifetime with a remaining battery around 18%.The simulation
result demonstrates that the proposed scheme has consumed
energy in a distributedway comparedwithAODVandTORA
protocols.

5.4. Power Consumption for Route Discovery. During the
route discovery process, power consumption (𝑃route) is com-
puted using (3). Energy consumption for each phase is
mentioned in Section 4.4. A source node consumes energy
(𝑃source) to broadcast a RREQ packet using BLE advertise-
ment channels. The energy consumption of neighboring
nodes (𝑃neighbor) occurs when they receive RREQ messages
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Figure 11: Energy consumption for route discovery.

from their neighbors. The neighboring nodes do not broad-
cast RREQ messages unless they have the minimum weight
value among the neighbors. Intermediate nodes along the
route path consume more energy (𝑃interm) to broadcast
RREQ messages and receive RREP messages. The energy
consumption of a destination node (𝑃dest) takes place when it
receives a RREQmessage and responds with a RREPmessage
via a unicast connection.

𝑃source = 𝑃RREQ TX + 𝑃RREP RX + 𝑃Data TX,
𝑃interm = (𝑃RREQ RX + 𝑃RREQ TX)

+ (𝑃RREP RX + 𝑃RREP TX)
+ (𝑃DATA RX + 𝑃DATA TX) ,

𝑃dest = 𝑃RREQ RX + 𝑃RREP TX + 𝑃Data RX,
𝑃route = 𝑃source + [(𝑁hop − 1) × 𝑃interm]

+ [(𝑁RREQ − 𝑁hop) × 𝑃neighbor] + 𝑃dest.

(3)

Figure 11 clearly presents that TORA protocols consume
the highest energy compared to the proposed scheme and
AODV due to the QRY and UPD flooding mechanism.
AODV only broadcasts RREQ messages during the route
request procedure but TORA adopts the broadcast mecha-
nism for the route request and reply procedure. Therefore,
when the number of nodes increases, TORA consumes more
energy during the route discovery procedure. Contrastingly,
the proposed scheme shows that its energy consumption
decreases when the value 𝛼 is changed from 0.3 to 1.

5.5. Average Number of Route Request Messages. The average
number of RREQmessages (𝑁RREQ) is determined during the
network lifetime simulation. A flooding approach of AODV
andTORA is used to disseminate route requestmessages over
the advertisement interval. For instance, the average route
requests number is (𝑁 − 1) × 2 when 𝑁 numbers of BLE
nodes are distributed and connected in AODV and TORA.
Contrarily, route request messages are transmitted to nearby
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Figure 12: Average RREQ number.

nodes and only a node with the minimum weight among
neighboring nodes forwards a RREQ message to find a route
path in the proposed scheme. Equation (4) describes the way
of calculating RREQ numbers of a route path. Hence, AODV
and TORA protocols have greater values than the proposed
scheme in the average number of RREQ messages and show
similar result because of the broadcasting approach for their
route request procedure.The steady progress of route request
messages with regard to the surge of BLE devices of the
proposed routing protocol is described in Figure 12.

𝑁RREQ =
dest−1∑
𝑖=source

Number of Route𝑖’s neighbor. (4)

5.6. Route Discovery Latency. The elapsed time between
delivering RREQ and receiving RREP at a source is defined
as route discovery latency. The latency was calculated using
(5) for the proposed scheme, AODV, and TORA protocol.We
assumed that a RREQmessage is delivered during the adver-
tisement period (𝑇ADV = 30ms) and the role switch time
(𝑇ROLE SW) is 1.25ms. The number of RREQ messages and
the route path length are represented as 𝑁RREQ and 𝐿PATH,
respectively. TORA broadcasts UPD packets for the route
reply procedure so we consider the delivery time of UPD
packets (𝑇TORA UPD) as described in (5). We also assumed
that an UPD packet of TORA is delivered during the adver-
tisement period because a route is not established unlike the
proposed scheme. Other parameters were already mentioned
in Table 2.

𝑇RREQ = (𝑇ADV + 𝑇IFS + 𝑇ROLE SW) × 𝑁RREQ,
𝑇RREP = (𝑇CONN SETUP + 𝑇IFS + 𝑇ROLE SW + 𝑇POST CON

+ 𝑇REP) × 𝐿PATH,
𝑇TORA UPD = (𝑇ADV + 𝑇IFS + 𝑇ROLE SW) × 𝑁UPD.

(5)

As shown in Figure 13, the results clearly show the steady
increase of the proposed scheme, while AODV and TORA
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Figure 13: Route discovery latency.

protocols follow an exponential growth as the number of
BLE nodes increases. In particular, TORA shows a higher
exponential growth because of the broadcast scheme during
the route request and reply procedure. This exponential
growth in the latency resulted from the increasing amount
of RREQ and UPD messages.

5.7. Average Throughput. The average throughput is calcu-
lated by the ratio of the data packet size delivered over the
route discovery latency plus packet delivery time (𝑇DATA𝑖)
during the network lifetime as depicted in (6). The total
number of transmitted data is represented as 𝑁 during the
network lifetime of each protocol.

Average throughput

= 1𝑁
𝑛∑
𝑖=1

( Data size
𝑇RREQ𝑖 + 𝑇RREP𝑖 + 𝑇DATA𝑖) .

(6)

The average throughput decreases as the number of
BLE device increases due to the augmented route discov-
ery latency in the proposed scheme, AODV, and TORA.
Specifically, the lowest throughput of TORA is caused by
the increased route discovery time. The average throughput
of AODV is also affected by the broadcast approach of
route request message. The proposed scheme shows that the
average throughputs have no big differences related to 𝛼 value
as described in Figure 14.

6. Conclusions

We proposed an energy-conserving multihop routing pro-
tocol based on maximum power and RSSI in BLE ad hoc
networks. This study is designed to avoid the flooding
mechanism that causes substantial energy consumption. Sim-
ilarly, the proposed scheme focused on magnifying network
lifespan under power-constrained ad hoc networks by using
the residual battery level and RSSI as a route metric. In
addition, the energy-conserving routing protocol minimizes
the number of route request messages which are solely
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forwarded by the minimum weighted node. Therefore, the
outcome of the minimized number of route request messages
causes less power exhaustion and shorter route discovery
latency compared with the typical ad hoc routing protocol.

The performance evaluation revealed that our suggested
energy-conserving protocol improves performances with
regard to network lifetime, average residual battery, power
usage, route discovery latency, and the volume of route
request messages under power-restricted BLE ad hoc net-
works. Furthermore, the battery consumption of the pro-
posed scheme is evenly distributed during route discovery
procedure and it results in less residual battery level after a
longer network lifetime.
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[23] P. Kyösti et al., WINNER II channel models, IST-4-027756
WINNER II Deliverable D1.1.2, V1.2.4.2, 2008, http://www.ist-
winner.org/deliverables.html.

[24] “NetworkX website,” http://networkx.github.io/index.html.

http://www.rfc-editor.org/info/rfc3561
http://www.rfc-editor.org/info/rfc3561
https://tools.ietf.org/html/draft-ietf-manet-tora-spec-04
https://tools.ietf.org/html/draft-ietf-manet-tora-spec-04
http://www.ti.com.cn/cn/lit/an/swra347a/swra347a.pdf
http://www.ti.com.cn/cn/lit/an/swra347a/swra347a.pdf
http://www.ist-winner.org/deliverables.html
http://www.ist-winner.org/deliverables.html
http://networkx.github.io/index.html


Research Article
Performance Analysis of Three-Dimensional Clustered
Device-to-Device Networks for Internet of Things

Haejoon Jung1 and In-Ho Lee2

1Department of Information and Telecommunication Engineering, Incheon National University, Incheon 22012, Republic of Korea
2Department of Electrical, Electronic and Control Engineering, Hankyong National University, Anseong 17579, Republic of Korea

Correspondence should be addressed to In-Ho Lee; ihlee@hknu.ac.kr

Received 27 April 2017; Accepted 10 September 2017; Published 13 November 2017

Academic Editor: Haiyu Huang

Copyright © 2017 Haejoon Jung and In-Ho Lee.This is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in anymedium, provided the originalwork is properly cited.

Internet of things (IoT) is a smart technology that connects anything anywhere at any time. Intelligent device-to-device (D2D)
communication, in which devices will communicate with each other autonomously without any centralized control, is an integral
part of the Internet of Things (IoT) ecosystem. Thus, for D2D applications such as local file sharing or swarm sensing, we
study communications between devices in proximity in ultra-dense urban environments, where devices are stacked vertically and
dispersed in the horizontal plane. To reflect the spatiotemporal correlation inherently embedded in the D2D communications,
we model and analyze clustered D2D networks in three-dimensional (3D) space based on Thomas cluster process (TCP), where
the locations of clusters follow Poisson point process, and cluster members (devices) are normally distributed around their cluster
centers. We assume that multiple device pairs in the network can share the same frequency band simultaneously. Thus, in the
presence of cochannel interference from both the same cluster and the other clusters, we investigate the coverage probability and
the area spectral efficiency of the clustered D2D networks in 3D space.

1. Introduction

Fifth-generation (5G) networks are being developed to
support dramatically increasing data traffic with various
multimedia applications [1]. As more devices are embraced
to connect everything, everywhere, and everyone, networks
become dense with unprecedented rise of mobile traffic. In
this context, device-to-device (D2D) communication, which
relieves the burden of base stations (BSs), is an important
feature for various types of mobile networks in the future
cellular systems [2–4]. Through the D2D communication,
wireless devices can constantly interact to each other as well
as with their environments, which is the key 5G enabler for
the Internet ofThings (IoT) [5–7].TheD2D communications
to create, gather, and share information involve various types
of devices such as sensors, smartphones, cars, health care
gadgets, and home appliances [8].

Motivated by such emerging applications of the D2D
communications, in this paper, we model and analyze D2D
networks in three-dimensional (3D) space based on stochas-
tic geometry [9]. To be specific, we consider 3D multicluster

D2D networks, where devices in close proximity form a
clustered network architecture. Poisson point process (PPP)
is a widely used to analyze various types of networks (e.g., [10,
11]) includingD2Dnetworks, for itsmathematical tractability.
However, it cannot capture the fact that a device typically
has multiple proximate devices, any of which is a potential
serving device, with correlation in space and time.

To overcome this limitation, the authors in [12] develop
a more realistic model for two-dimensional (2D) D2D net-
works, where the devices locations are modeled as a Poisson
cluster process, in particular a variant of a Thomas cluster
process [9], where the D2D network consists of multiple clus-
ters, and cluster members (devices) are normally distributed
around the center of clusters. Different from the widely
used uniform spatial distribution assumption with PPP as in
[13], the model proposed in [12] reflects the spatiotemporal
correlation in the content demand in D2D networks in
the IoT environments as indicated in [14, 15]. Using this
model, they investigate 2D clustered D2D networks for local
information sharing with each cluster [16–18].
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However, as highlighted in [19–22], a 2D space model
assumed in [12] may not be suitable for dense urban envi-
ronments with high-rise buildings, where both devices and
small-cell BSs are distributed over the 3D space. In [12], the
coverage probability of wireless networks has been studied
for various 2D deployment scenarios without much con-
sideration for the vertical component of node distributions.
However, to better model the future wireless environments
(especially for the IoT applications) with ultra-dense deploy-
ments of devices and BSs, we need to consider the spatial
distribution in the vertical space as well as the horizontal
plane, as noted in [19–22]. For this reason, we extend the
analytic framework of [12] in 2D space (on the horizontal
plane) into 3D space. To our knowledge, this is the first study
to model 3D D2D networks using TCP.

The contributions of this paper are fourfold. First, we
derive the probability distributions of distance between two
devices that belong to (i) the same cluster and (ii) two
different clusters in the 3D space. Second, we provide the
exact mathematical expressions of the coverage probability
and the area spectral efficiency of the 3D clustered D2D
networks. Third, the approximate upper and lower bounds
of the coverage probability are obtained, which are useful
in the coverage analysis to gain insights into system design
guidelines. Moreover, we present numerical and simulation
results to validate our analysis and compare the 2D and 3D
TCP models with various system parameters.

2. System Model

We consider a D2D network in 3D space, where the devices
participating communications exist in clusters by the nature
of D2D communications [12]. We assume that each device
communicates with other devices in the same cluster, while
the devices across clusters do not communicate directly
(or, the intercluster communications may use orthogonal
channels). As shown in Figure 1, the locations of the devices
in 3D space are modeled by a TCP, where the cluster centers
follow a homogeneous PPP Φ𝑐 with density 𝜆𝑐. Also, the
cluster members (devices) are independent and identically
distributed (i.i.d.) according to a symmetric normal distribu-
tion with variance 𝜎2 around each cluster center 𝑥 ∈ Φ𝑐 with
the density function of the device locations 𝑦 ∈ R3 relative to
a cluster center as

𝑓𝑌 (𝑦) = 1
(2𝜋)3/2 𝜎3 exp(−

𝑦22𝜎2 ) , (1)

where 𝜎 is the scattering parameter.
The devices in the cluster of 𝑥 ∈ Φ𝑐 are denoted by

N𝑥, which has two subsets: (i) transmitting devices N𝑥
𝑡 and

(ii) receiving devices N𝑥
𝑟 . Suppose the set of simultaneously

transmitting devices in the cluster is B𝑥 ⊆ N𝑥
𝑡 , and its

cardinality |B𝑥| follows a Poisson distribution with mean 𝜆𝑡.
In other words, the number of simultaneously active trans-
mitting devices (Dev-Txs) inside each cluster is a Poisson
random variable (RV) withmean 𝜆𝑡.Therefore, excluding the
serving (or desired) Dev-Tx, we assume that the number of
interfering devices follows a Poisson distribution with mean

Cluster center
Cluster member (device)

x
y

z

Figure 1: An example illustration of a three-dimensional clustered
D2D network based on TCP.

(𝜆𝑡 − 1). As in [12], without loss of generality, we perform
analysis based on a typical device in a representative cluster𝑥0 ∈ Φ𝑐, where the typical device is regarded as the device
receiver of interest. We assume that the typical device is
located at the origin.

We assume that the serving Dev-Tx is located at 𝑦0 inside
the cluster 𝑥0 ∈ Φ𝑐. Thus, the distance between the serving
Dev-Tx and the typical device is denoted by 𝑟 = ‖𝑦0 + 𝑥0‖.
Hence, with the transmit power of each device denoted by𝑃0, the received power at the typical device is

𝑆 = 𝑃0ℎ0𝑟−𝛼 = 𝑃0ℎ0𝑥0 + 𝑦0𝛼 , (2)

where 𝛼 is the path-loss exponent and ℎ0 is the power gain
of small scale fading channel, which follows exponential
distribution with unit mean, as in [12, 19–21]. The typical
device suffers from two types of cochannel interference: (i)
intracluster interference caused by the simultaneously active
Dev-Txs in the same cluster and (ii) intercluster interference
caused by the Dev-Txs in the other clusters, which are
represented as

𝐼intra = ∑
𝑦∈B𝑥0 \𝑦0

𝑃0ℎ𝑦𝑥0𝑥0 + 𝑦𝛼 , (3)

𝐼inter = ∑
𝑥∈Φ𝑐\𝑥0

∑
𝑦∈B𝑥

𝑃0ℎ𝑦𝑥𝑥 + 𝑦𝛼 , (4)

respectively. Consequently, assuming interference-limited
networks, the signal-to-interference-ratio (SIR) at the typical
device is

SIR (𝑟) = 𝑆𝐼intra + 𝐼inter
= ℎ0/ 𝑥0 + 𝑦0𝛼∑𝑦∈B𝑥0 \𝑦0 (ℎ𝑦𝑥0 / 𝑥0 + 𝑦𝛼) + ∑𝑥∈Φ𝑐\𝑥0 ∑𝑦∈B𝑥 (ℎ𝑦𝑥/ 𝑥 + 𝑦𝛼) ,

(5)
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where 𝑃0 is canceled, since we assume the fixed transmit
power for all Dev-Txs.

3. Distance Distributions

In this section, we derive the probability distributions of the
distances from the typical device to intra- and intercluster
devices for system performance analysis associated with SIR.
We assume that the content of interest for a typical device in
a given cluster is available at a device chosen uniformly at
random in the cluster, as in [12]. Based on this assumption,
we derive the distance distributions from the typical device
to the serving Dev-Tx, intra- and intercluster interferers.

3.1. Distances between Typical Device and Intracluster Dev-
Txs. For the intracluster devices, let D

𝑥0
𝑡 be the set{𝐷𝑖}𝑖=1:|N𝑥0𝑡 | of distances from the typical device to the set of

possible Dev-Txs N𝑥0
𝑡 in the cluster 𝑥0 ∈ Φ𝑐, where 𝑑𝑖 =‖𝑥0 + 𝑦‖ is the realization of 𝐷𝑖. We note that the index 𝑖

will be omitted when it is clear from the context. To delve
into the distance statistics of D2D links, we first derive the
probability distribution function (PDF) of the distance V0 =‖𝑥0‖ between the cluster center 𝑥0 and the typical device at
the origin. Then, using this result, the PDF of the separation
between the intracluster Dev-Tx and the typical device will
be derived.

Lemma 1 (probability distribution of V0 = ‖𝑥0‖). The PDF of
V0 is given by

𝑓V0 (𝑥) = √ 2𝜋 𝑥
2

𝜎3 exp(− 𝑥
2

2𝜎2) , (6)

where 𝑥 ≥ 0.
Proof. Based on the 3D Gaussian distribution defined in (1),𝑍 = V20/𝜎2 is the squared sum of three i.i.d. standard (zero
mean and unit variance) Gaussian random variables, which
corresponds to the PDF as

𝑓𝑍 (𝑧) = √ 𝑧2𝜋𝑒−𝑧/2, (7)

where 𝑧 ≥ 0. Therefore, by the change of variables, we can
obtain the PDF in (6).

Lemma2 (probability distribution of𝐷 = ‖𝑥0+𝑦‖). ThePDF
of the separation between the typical device and the Dev-Tx in
the same cluster is given by

𝑓𝐷 (𝑑) = 𝑑22√𝜋𝜎3 exp(− 𝑑
2

4𝜎2) , (8)

where 𝑑 ≥ 0.
Proof. The locations of the cluster center 𝑥0 and the Dev-
Txs 𝑦 are i.i.d. random vectors in R3, where the three
components follow i.i.d. Gaussian distributions with zero
mean and variance of 𝜎2. Suppose 𝑍 = ‖𝑥0 + 𝑦‖2/2𝜎2, which

is the squared sum of three i.i.d standard Gaussian random
variables. Thus, 𝑍 follows a chi-squared distribution with 3
degrees of freedom with the PDF:

𝑓𝑍 (𝑧) = √ 𝑧2𝜋𝑒−𝑧/2. (9)

Therefore, the PDF of𝐷 = 𝜎√2𝑍 in (8) can be derived by the
change of variables (it is noted that the PDF and conditional
PDF of 𝐷 are, resp., obtained by extending the probability
distribution analysis in 2D to 3D space).

3.2. Conditional Distribution of 𝐷 Given ‖𝑥0‖. The distances
of the typical device to the Dev-Txs in the same clusters,
which are required to calculate 𝑆 and 𝐼intra in SIR, are
correlated because of the common factor 𝑥0. Therefore,
conditioning the relative location of the cluster center, 𝑥0, to
typical device, we can treat the locations of the intracluster
devices as i.i.d. RVs, which means that the distances between
the typical device and the intracluster devices are i.i.d. To
exploit this property, the following lemma gives the condi-
tional distribution of𝐷 given ‖𝑥0‖.
Lemma 3 (conditional probability distribution of 𝐷 = ‖𝑥0 +𝑦‖ given ‖𝑥0‖). The conditional PDF of 𝐷 for a given ‖𝑥0‖ is
derived as

𝑓𝐷 (𝑑 | V0) = 𝑑3/2𝜎2√V0 𝑒−(V
2
0+𝑑
2)/2𝜎2𝐼1/2 (V0𝑑𝜎2 ) , (10)

where 𝑑 ≥ 0 and 𝐼1/2(𝑡) = ∑∞
𝑘=0(1/𝑘!Γ(𝑡 + 𝑘 + 1))(𝑡/2)1/2+2𝑘 is

the modified Bessel function with order 1/2.
Proof. Let 𝑍 = ‖𝑥0 + 𝑦‖2/𝜎2. Because ‖𝑦‖2/𝜎2 is the squared
sumof three i.i.d standardGaussianRVs, conditioned on V0 =‖𝑥0‖, 𝑍 follows a noncentral chi-square distribution with the
PDF:

𝑓𝑍 (𝑧 | V0) = 12 (𝜎
2𝑧
V20
)1/4 𝑒−(V20+𝜎2𝑧)/2𝜎2𝐼1/2 (V0√𝑧𝜎 ) . (11)

Since 𝐷 = ‖𝑥0 + 𝑦‖ = 𝜎√𝑍, its PDF in (10) can be obtained
by the change of variables (it is noted that the PDF and
conditional PDF of 𝐷 are, resp., obtained by extending the
probability distribution analysis in 2D to 3D space).

3.3. Distances to Serving Dev-Tx and Interferers: 𝑟, 𝑤, and𝑢. Let the distances from the typical device to the serving
Dev-Tx and intracluster interferer be 𝑟 = ‖𝑥0 + 𝑦0‖ and𝑤 = ‖𝑥0 + 𝑦‖, respectively. Their conditional PDFs given that
V0 = ‖𝑥0‖ are same as (10). In other words,𝑓𝑅(𝑟 | V0) = 𝑓𝐷(𝑟 |
V0) and 𝑓𝑊(𝑤 | V0) = 𝑓𝐷(𝑤 | V0). In addition, conditioned on
the distance V = ‖𝑥‖ between one of the other clusters 𝑥 ∈ Φ𝑐
and the typical device, the distances {𝑢 = ‖𝑥 + 𝑦‖, ∀𝑦 ∈B𝑥}
between the typical device and the intercluster interfering
Dev-Txs in 𝑥 ∈ Φ𝑐 are i.i.d., following the conditional PDF𝑓𝑈(𝑢 | V) = 𝑓𝐷(𝑢 | V0 = V) given in (10). Also, the PDF of
V = ‖𝑥‖ is identical to the PDF of V0 = ‖𝑥0‖ defined in (6).
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4. Performance Analysis: Pc and ASE

In this section, we investigate the coverage probability, Pc,
and the area spectral efficiency, ASE, of the clustered D2D
network. We first find the Laplace transforms of the two
interference terms to characterize SIR. Then, we derive the
exact expressions of Pc and ASE.

4.1. Laplace Transform of Intracluster Interference. Condi-
tioned on V0 = ‖𝑥0‖, we first derive the Laplace transform
of 𝐼intra as

L𝐼intra (𝑠 | V0) = E [𝑒−𝑠𝐼intra]
= E[

[
∏

𝑦∈B𝑥0 \𝑦0

Eℎ𝑦𝑥0
[exp( −𝑠ℎ𝑦𝑥0𝑥 + 𝑦𝛼)]]]

(𝑎)= EB𝑥0
[
[

∏
𝑦∈B𝑥0 \𝑦0

1
1 + 𝑠 𝑦 + 𝑥0−𝛼]]

(𝑏)= exp((1 − 𝜆𝑡) ∫
R3

𝑠 𝑦 + 𝑥0−𝛼1 + 𝑠 𝑦 + 𝑥0−𝛼𝑓𝑌 (𝑦) 𝑑𝑦)
(𝑐)= exp((1 − 𝜆𝑡) ∫∞

0

𝑠𝑤−𝛼

1 + 𝑠𝑤−𝛼𝑓𝑊 (𝑤 | V0) 𝑑𝑤) ,

(12)

where (𝑎) follows from the exponentially distributed ℎ𝑥0 with
unit mean and (𝑏) follows from the probability generating
functional (PGF) of Poisson process of the intracluster
interferers with mean (𝜆𝑡 − 1). Also, (𝑐) follows from 𝑤 =‖𝑥0 + 𝑦‖.
4.2. Laplace Transform of Intercluster Interference. The
Laplace transform of 𝐼inter is given by

L𝐼inter (𝑠) = E [𝑒−𝑠𝐼inter]
= EΦ𝑐

[
[
∏

𝑥∈Φ𝑐\𝑥0

EB𝑥
[
[
∏
𝑦∈B𝑥

Eℎ𝑦𝑥
[exp( −𝑠ℎ𝑦𝑥𝑥 + 𝑦𝛼)]]]

]
]

(𝑎)= EΦ𝑐
[
[
∏

𝑥∈Φ𝑐\𝑥0

EB𝑥
[
[
∏
𝑦∈B𝑥

1
1 + 𝑠 𝑦 + 𝑥−𝛼]]

]
]

(𝑏)= EΦ𝑐
[
[
∏

𝑥∈Φ𝑐\𝑥0

exp(∫∞

0

−𝜆𝑡𝑠𝑢−𝛼1 + 𝑠𝑢−𝛼𝑓𝑈 (𝑢 | V) 𝑑𝑢)]]
(𝑐)= exp(4𝜋𝜆𝑐 ∫∞

0
(𝜅 (V) − 1) V2𝑑V) ,

(13)

where 𝜅(V) = exp(∫∞0 (−𝜆𝑡𝑠𝑢−𝛼/(1 + 𝑠𝑢−𝛼))𝑓𝑈(𝑢 | V)𝑑𝑢)
and (𝑎) follows from the exponentially distributed ℎ𝑥0 with
unit mean. Also, (𝑏) and (𝑐) follow from the PGF of Poisson
process (with the mean of 𝜆𝑐 and (𝜆𝑡 − 1) resp.).
4.3. Coverage Probability and Area Spectral Efficiency. Letting𝛽 denote the SIR threshold for successful decoding at the

receiver, which is a function of modulation and coding, the
coverage probability is

Pc = P [SIR > 𝛽] = E𝑅 {P [SIR (𝑅) > 𝛽 | 𝑅]}
= E𝑅 {P [ℎ0 > 𝛽𝑟𝛼 (𝐼intra + 𝐼inter) | 𝑅 = 𝑟]}
= E𝑅 {E {𝑒−𝛽𝑟𝛼(𝐼intra+𝐼inter) | 𝑅 = 𝑟}}
= ∫∞

0
∫∞

0
L𝐼inter (𝛽𝑟𝛼)L𝐼intra (𝛽𝑟𝛼 | V0)

× 𝑓𝑅 (𝑟 | V0) 𝑓V0 (V0) 𝑑𝑟 𝑑V0.

(14)

Therefore, letting the area spectral efficiency be defined as the
average achievable rate per unit bandwidth per unit area as in
[12], the area spectral efficiency is given by

ASE = 𝜆𝑡𝜆𝑐 log2 (1 + 𝛽) Pc, (15)

where 𝜆𝑡𝜆𝑐 is the average density of simultaneously active
Dev-Txs of the whole D2D network.

5. Approximate Upper and Lower Bounds of Pc

Because the exact expressions of Pc and ASE are unwieldy,
we provide easy-to-compute upper and lower bounds of Pc.
In particular, the lower bound is in a closed form, which
can be readily evaluated. As stated in Section 2, 𝑟 and 𝑤 are
correlated because of the common factor 𝑥0. For analytical
tractability to derive the two approximate bounds, we allow
separate deconditioning on 𝑟 and 𝑤 as in [12], which implies
that 𝑟 and 𝑤 are i.i.d. following the PDF in (8).

5.1. Upper Bound of Pc. Since the intracluster interferers are
significantly closer to the typical device compared to the
intercluster Dev-Txs, 𝐼intra is dominant in the denominator
of SIR. Thus, we can derive the approximate upper bound
of SIR by ignoring 𝐼inter, which corresponds to the upper
bound of Pc. By the i.i.d. assumption of 𝑟 and 𝑤, the
Laplace transform of 𝐼intra can be approximated as L̃𝐼intra(𝑠) =𝑒(1−𝜆𝑡) ∫∞0 (𝑠𝑤−𝛼/(1+𝑠𝑤−𝛼))𝑓𝑊(𝑤)𝑑𝑤, where 𝑓𝑊(𝑤) follows the PDF
in (8). Thus, the upper bound of Pc is given by

P̃c = E𝑅 {P [ℎ0 > 𝛽𝑟𝛼𝐼intra | 𝑅 = 𝑟]}
= ∫∞

0
L̃𝐼intra (𝛽𝑟𝛼) 𝑓𝑅 (𝑟) 𝑑𝑟,

(16)

where 𝑓𝑅(𝑟) follows the PDF in (8).

5.2. Lower Bound of Pc. We first derive lower bounds of
L𝐼intra(𝑠) and L𝐼inter(𝑠) in closed forms. Then, using the two,
the lower bound of Pc will be obtained.
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Lemma 4 (lower bound ofL𝐼intra(𝑠)). The lower bound on the
Laplace transform of 𝐼𝑖𝑛𝑡𝑟𝑎 is

L𝐼𝑖𝑛𝑡𝑟𝑎 (𝑠) ≥L
∗
𝐼𝑖𝑛𝑡𝑟𝑎 (𝑠) = exp[ 1 − 𝜆𝑡6√𝜋𝜎3 𝑠

3/𝛼 (3𝜋/𝛼)
sin (3𝜋/𝛼) ] . (17)

Proof. See Appendix A.

Lemma 5 (lower bound ofL𝐼inter(𝑠)). The lower bound on the
Laplace transform of 𝐼𝑖𝑛𝑡𝑒𝑟 is given by

L𝐼𝑖𝑛𝑡𝑒𝑟 (𝑠) ≥L
∗
𝐼𝑖𝑛𝑡𝑒𝑟 (𝑠) = exp[−43𝑠3/𝛼

𝜆𝑐𝜆𝑡 (3𝜋2/𝛼)
sin (3𝜋/𝛼) ] . (18)

Proof. See Appendix B.

With (17) and (18) along with the independent decon-
ditioning assumption, we can obtain the approximate lower
bound of Pc in a closed form as

Pc ≥ ∫∞

0
L

∗
𝐼inter
(𝛽𝑟𝛼)L∗

𝐼intra
(𝛽𝑟𝛼) 𝑓𝑅 (𝑟) 𝑑𝑟

(𝑎)= ∫∞

0
exp (−𝜌𝑟3) 𝑟22√𝜋𝜎3 exp(− 𝑟

2

4𝜎2)𝑑𝑟,
(19)

where 𝜌 = (3𝜋𝛽3/𝛼/𝛼 sin(3𝜋/𝛼))((𝜆𝑡−1)/6√𝜋𝜎3+4𝜋𝜆𝑐𝜆𝑡/3)
and (𝑎) follows from 𝑓𝑅(𝑟) following (8). Because 𝜌 ≥ 0
(∵ 𝛼 ≥ 2 and 𝜆𝑡 ≥ 1), we can obtain the lower bound in
(20), where Bi(𝑎) = (1/𝜋) ∫∞0 cos(𝑡3/3 + 𝑎𝑡)𝑑𝑡 is the Airy
function, the derivative of which is Bi(𝑎). Moreover, 2𝐹2 is
the generalized hypergeometric function [23].

Pc
∗

= 108𝜌4/3𝜎4 2𝐹2 (1/2, 1; 1/3, 2/3; −1/432𝜌2𝜎6) + 𝑒−1/864𝜌2𝜎6 (32/3𝜋Bi (1/48 3√3𝜌4/3𝜎4) − 12 3√3𝜋𝜌2/3𝜎2Bi (1/48 3√3𝜌4/3𝜎4))648√𝜋𝜌7/3𝜎7 . (20)

6. Numerical Results

In this section, we present numerical results to validate our
analysis and discuss the impacts of system parameters. For
simulations, the device locations are randomly drawn from a
TCP over 100 × 100 × 100m3 cube. The cluster centers follow
PPP with intensity 𝜆𝑐, and devices are normally distributed
around their cluster centers. Moreover, the number of the
Dev-Txs in each cluster follows a Poisson distribution with
mean 𝜆𝑡. Also, we assume the path-loss exponent 𝛼 of4, as in [12, 19, 20]. The simulation results are obtained
from 106 random realizations of device distribution (network
topology) and Rayleigh fading channel.

6.1. Impacts of System Parameters. Figures 2(a) and 2(b) show
how the coverage probability Pc varies, as the average number
of simultaneously active Dev-Txs 𝜆𝑡 increases, with 𝜆𝑐 =0.3 and 0.05, respectively. In the figures, the circles indicate
the simulation results, while the solid line represents the
theoretical results obtained numerically using (14).Moreover,
the dash-dotted and dashed curves correspond to the upper
and lower bounds P̃c and Pc

∗ in (16) and (20), respectively. In
both figures, the simulation results show the excellent agree-
ments with the theoretical results, which verifies our analysis.
Moreover, the approximate upper and lower bounds of Pc
derived in the previous section are validated. Specifically,
comparing the two figures, when 𝜆𝑐 is large, the actual Pc is
closer to the lower bound Pc

∗ compared to the upper bound
P̃c, as in Figure 2(a), because the large 𝜆𝑐 results in the higher
intercluster interference 𝐼inter, which is ignored in the P̃c. On
the other hand, for small 𝜆𝑐, the gap between the exact Pc
and its upper bound P̃c is significantly smaller compared to
the difference from its lower bound Pc

∗, as in Figure 2(b),
since the intracluster interference 𝐼intra is dominant relative

to the intercluster interference 𝐼inter. In either case, the exact
Pc curve is always bounded by P̃c and Pc

∗.
In Figures 3 and 4, we observe the impacts of 𝜎 and 𝜆𝑐

on exact Pc, numerically obtained by (14), respectively. In the
figures, we consider three scenarios in the presence of (i) only
intracluster interference, (ii) only intercluster interference,
and (iii) both intra- and intercluster interferences, which
correspond to the dashed, dash-dotted, and solid lines,
respectively. Moreover, the triangles and circles indicate the
corresponding simulation results. In both figures, when 𝜆𝑡
grows, the intracluster interference, indicated by the dashed
line, is dominant compared to the intercluster interference,
which is indicated by the dash-dotted line. Also, in Figure 3,
the larger 𝜎, which means the larger spatial scattering of
the devices from the cluster center, results in the lower Pc.
This can be attributed to the increased impact of 𝐼inter, while
the Pc curves only with 𝐼intra do not change as indicated by
the dashed curves in the figure. The Pc curves only with𝐼intra stay the same regardless of 𝜆𝑡, because the variations
of the serving and interfering Dev-Txs cancel each other. We
can observe the same trend in Figure 4: as 𝜆𝑐 increases, Pc
decreases because of the increased intercluster interference𝐼inter. On the other hand, the coverage probability Pc only
with the intracluster interference 𝐼intra does not vary under
the variation in the cluster density 𝜆𝑐.

Figures 5 and 6 show the exact area spectral efficiency
ASE, numerically obtained by (15), versus the average number
of simultaneously active Dev-Txs 𝜆𝑡. In the figure, the
horizontal axis indicates 𝜆𝑡, while the vertical axis is ASE.
Also, the solid, dashed, and dash-dotted lines represent the
theoretical results with different system parameters (𝜆𝑐, 𝜎,
and 𝛽), while the circle and triangle markers represent the
corresponding simulation results. Lastly, the optimal 𝜆𝑡 in
each graph is indicated by the “x”-marker.
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(a) Pc with 𝜆𝑐 = 0.3 clusters/m3, 𝜎 = 0.3, and 𝛽 = 0 dB
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(b) Pc with 𝜆𝑐 = 0.5 clusters/m3, 𝜎 = 0.3, and 𝛽 = 0 dB

Figure 2: Pc versus 𝜆𝑡: comparison with the upper and lower bounds.
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Figure 3: Pc versus 𝜆𝑡 with 𝛽 = 0 dB, 𝜆𝑐 = 0.03 clusters/m3, and𝜎 = {0.3, 0.5}.

As shown in Figures 2, 3, and 4, we can observe the great
correlation between the simulation and theoretical results.
If comparing the curves with 𝜎 = 0.3 and 0.5 with the
same 𝜆𝑐 in Figure 5, ASE increases, as 𝜎 decreases, which
is expected from the result of Pc in Figure 3. Moreover,
for the fixed 𝜎 = 0.5, the curves with 𝜆𝑐 = 0.03 show
significantly higher ASE compared to the curve with 𝜆𝑐 =0.01, because of the greater multiplication factor in (15). In
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Figure 4: Pc versus 𝜆𝑡 with 𝛽 = 0 dB, 𝜎 = 0.5, and 𝜆𝑐 ={0.01, 0.03} clusters/m3.

Figure 6, the higher 𝛽makes ASE increase for small 𝜆𝑡, while
the curves with higher 𝛽 decrease more rapidly compared
to the curves with smaller 𝛽, as 𝜆𝑡 increases. One of the
most important design aspects is the optimal 𝜆𝑡 to maximize
the ASE, which determines network operation and wireless
resource allocation. In Figure 5, 𝜆𝑡 ≈ 2 gives the best ASE for
all the three curves, which indicates its low sensitivity to 𝜎
and 𝜆𝑐. On the other hand, if we increase the SIR threshold
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Figure 5: ASE versus 𝜆𝑡; variations in 𝜎 and 𝜆𝑐 with 𝛽 = 0 dB.
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Figure 6: ASE versus 𝜆𝑡 with 𝜎 = 0.5, 𝜆𝑐 = 0.03 clusters/m3, and𝛽 = {−5, 0, 5} dB.

𝛽 as in Figure 6, the optimal value of 𝜆𝑡 decreases (4.25, 2, 1
for 𝛽 = −5, 0, 5 dB, resp.), because lower 𝛽 can accommodate
more simultaneous users (devices).

6.2. Comparison between 2D and 3D TCP Models. In this
section, we compare the performance of the 3D clustered
D2D networks with the 2D clustered networks studied in
[12]. For the comparison, we set the same cluster density
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Figure 7: Comparison of 2D and 3D with 𝛽 = 0 dB, 𝜆𝑐 = 0.03, and𝜎 = {0.4, 0.5}.

per unit space 𝜆𝑐 (clusters/m2 and clusters/m3 in 2D and 3D
spaces, resp.). Figures 7 and 8 show the coverage probability
Pc versus the average number of simultaneously active Dev-
Txs𝜆𝑡 in the 2D and 3D spaces. In the figures, the lined curves
represent the theoretical results, while the markers indicate
the simulation results. As shown in the figure, we observe that
the analytical and simulation results are consistent with each
other both for the 2D and 3D cases. For the same parameter
set, Pc of the 2D TCP is higher compared to Pc of the 3D TCP,
which is consistent with the results assuming uniform node
distribution following PPP in [20]. This can be explained by
more number of interferers inside volumes with the same
radius from the typical device in 3D space compared to 2D
space even with the same cluster density 𝜆𝑐 per unit space.
From the figure, the gap between the 2D and 3D curves grows
for the larger 𝜎 and 𝜆𝑐. Furthermore, compared to the 3D
space results, the Pc performances in the 2D space are less
sensitive to the change in 𝜎 and 𝜆𝑐 as observed in Figures 7
and 8, respectively.

Furthermore, Figure 9 displays the area spectral efficiency
ASE versus 𝜆𝑡 graphs of the 2D TCP under the change in𝛽 using the same parameters as the 3D TCP case shown in
Figure 6:𝜎 = 0.5,𝜆𝑐 = 0.03 clusters/m2, and𝛽 = {−5, 0, 5} dB.
Overall, the ASE in the 2D TCP is greater compared to the
3D case, because of the higher coverage probability Pc as
indicated in Figures 7 and 8. That is, if we use the 2D TCP
model for ultra-dense urban environments where the devices
exist in 3D space, whichwill be common in the futurewireless
networks, both the coverage probability and the area spectral
efficiency are overestimated. When comparing the impact of𝛽, we can observe the similar trend in the 2D and 3D models
that the higher𝛽 gives the higher ASEwith small𝜆𝑡. However,
while the curves with 𝛽 = 0 dB and 5 dB cross over at around
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Figure 8: Comparison of 2D and 3D with 𝛽 = 0 dB, 𝜎 = 0.5, and 𝜆𝑐 = {0.01, 0.03}.
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Figure 9: ASE versus 𝜆𝑡 in two-dimensional (2D) space with 𝜎 = 0.5, 𝜆𝑐 = 0.03 clusters/m2, and 𝛽 = {−5, 0, 5} dB.

𝜆𝑡 = 6 in Figure 6, the two curves in Figure 9 keep the
measurable gap. Interestingly, the optimal 𝜆𝑡 to maximize the
ASE shows the similar (but not exactly the same) trend to that
seen in Figure 6. Thus, in a nutshell, the 2D TCP model can
be used to estimate the optimal number of simultaneously
active Dev-Txs in the 3D clustered networks; however both
Pc and ASE estimated based on the 2Dmodel are significantly
overestimated compared to the actual performances of the 3D
clustered D2D networks.

7. Conclusion

In this paper, we have studied clustered D2D networks in 3D
space modeled by TCP for dense urban environments, where
devices are distributed over the 3D space. Using stochastic
geometry, we have analyzed Pc and ASE of the D2D network
in the presence of cochannel interference from both the same
cluster and the other clusters. We have derived the exact
mathematical expressions of Pc and ASE, which were verified
with the simulation results. Moreover, the approximate upper
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and lower bounds on Pc have been derived, which provide
design insights. Both the numerical and simulation results
indicate that Pc in 3D space is significantly lower compared
to 2D space for the same cluster density 𝜆𝑐 per unit space
because of the more interferers within a certain distance. In
addition, compared to the 3D space, the 2D TCP model is
less sensitive to the system parameters such as the spatial
scattering of the devices 𝜎 and the cluster density 𝜆𝑐.
Comparing the twomodels, we can conclude that the optimal
numbers of simultaneously active devices 𝜆𝑡 tomaximize ASE
can be similar in the 2D and 3D models. However, it is not
appropriate to use the 2D TCP to estimate Pc and ASE of the
D2D networks following the 3D TCP especially for the large𝜎 and 𝜆𝑐.

The study in this paper provides guidelines on how to
operate D2D networks in the presence of cochannel interfer-
ence among devices, which are distributed in clusters in 3D
space.Themost significant aspect is howmuch simultaneous
traffic to accommodate using the same channel. Through
analysis and simulation, we have shown that there exist an
optimal number of the simultaneously active D2D links to
maximize ASE, and the optimum is smaller in the 3D D2D
networks compared to the 2D D2D networks. Based on
this result, one can determine the number of the cochannel
D2D pairs to allow communicating in each cluster at the
same time, which impacts the higher layer design such as
wireless resource allocation for given cluster density 𝜆𝑐,
spatial scattering of devices 𝜎, and quality of service (QoS)
requirement characterized by 𝛽.
Appendix

A. Proof of Lemma 4

L𝐼intra (𝑠)
= ∫

R3
exp(∫

R3

(1 − 𝜆𝑡) 𝑓𝑌 (𝑦) 𝑑𝑦1 + 𝑦 + 𝑥0𝛼 /𝑠 ) ⋅ 𝑓𝑌 (𝑥0) 𝑑𝑥0

= ∫
R3

exp(∫
R3

(1 − 𝜆𝑡)1 + ‖𝑧‖𝛼 /𝑠𝑓𝑌 (𝑧 − 𝑥0) 𝑑𝑧)
⋅ 𝑓𝑌 (𝑥0) 𝑑𝑥0
(𝑎)≥ exp(∫

R3
∫
R3

(1 − 𝜆𝑡)1 + ‖𝑧‖𝛼 /𝑠𝑓𝑌 (𝑧 − 𝑥0) 𝑓𝑌 (𝑥0) 𝑑𝑥0𝑑𝑧)
(𝑏)≥ exp(∫

R3

(1 − 𝜆𝑡)1 + ‖𝑧‖𝛼 /𝑠 𝑓𝑌 ∗ 𝑓𝑌∞ 𝑑𝑧)
= exp( (1 − 𝜆𝑡)8𝜋√𝜋𝜎3 ∫R3

11 + ‖𝑧‖𝛼 /𝑠𝑑𝑧)
= exp[ 1 − 𝜆𝑡6√𝜋𝜎3 𝑠

3/𝛼 (3𝜋/𝛼)
sin (3𝜋/𝛼) ] ,

(A.1)

which corresponds to L∗
𝐼intra
(𝑠) in (17). (𝑎) follows from

Jensen’s inequality, and (𝑏) follows from Holder’s inequality.

B. Proof of Lemma 5

L𝐼inter (𝑠)
(𝑎)≥ exp(4𝜋𝜆𝑐 ∫∞

0
∫∞

0

−𝜆𝑡𝑠𝑢−𝛼1 + 𝑠𝑢−𝛼𝑓𝑈 (𝑢 | V) 𝑑𝑢V2𝑑V)
(𝑏)= exp(−4𝜋𝜆𝑐𝜆𝑡 ∫∞

0

𝑠𝑢−𝛼1 + 𝑠𝑢−𝛼 𝑢2𝑑𝑢)

= exp[−43𝑠3/𝛼
𝜆𝑐𝜆𝑡 (3𝜋2/𝛼)
sin (3𝜋/𝛼) ] ,

(B.1)

which is L∗
𝐼inter
(𝑠) in (18). (𝑎) follows from the Taylor expan-

sion of an exponential function, and (𝑏) is based on the
property of the PDF in (10) that ∫∞0 𝑓𝑈(𝑢 | V)V2𝑑V = 𝑢2.
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An incremental selection hybrid decode-amplify forward (ISHDAF) scheme for the two-hop single relay systems and a relay
selection strategy based on the hybrid decode-amplify-and-forward (HDAF) scheme for the multirelay systems are proposed along
with an optimized power allocation for the Internet ofThing (IoT). Given total power as the constraint and outage probability as an
objective function, the proposed scheme possesses good power efficiency better than the equal power allocation. By the ISHDAF
scheme and HDAF relay selection strategy, an optimized power allocation for both the source and relay nodes is obtained, as well
as an effective reduction of outage probability. In addition, the optimal relay location for maximizing the gain of the proposed
algorithm is also investigated and designed. Simulation results show that, in both single relay and multirelay selection systems,
some outage probability gains by the proposed scheme can be obtained. In the comparison of the optimized power allocation
scheme with the equal power allocation one, nearly 0.1695 gains are obtained in the ISHDAF single relay network at a total power
of 2 dB, and about 0.083 gains are obtained in the HDAF relay selection system with 2 relays at a total power of 2 dB.

1. Introduction

Recently, multiple-input multiple-output (MIMO), as a
milestone in the development of wireless communications,
brought an efficient transmission rate and reliability. To put
it into practice, a cooperative communication scheme was
then proposed in time [1], and it had been widely used
and rapidly developed. In cooperative communications, the
diversity gain was obtained, when the relay node forwarded
messages and the destination node combined the received
signals from both the source and relay nodes. According
to different strategies for processing signals at the relay
nodes, there are mainly three cooperation schemes, such as
the amplify-and-forward (AF) [1], the decode-and-forward
(DF) [2], and the coded cooperation (CC) [3]. To solve
the deficiency of AF relay amplifying both the noises and
signals, causing the incorrect DF relay decoding and also
the error propagation phenomenon, an incremental relay
protocol [4], accompanied by a hybrid decode-amplify-and-
forward (HDAF), was proposed [5]. For the shortage of

the incremental relay protocol, the incremental selection
amplify-and-forward (ISAF) [6] was investigated, which
selected the proper occasion to retransmit themessages in the
source according to the channel estimation, when the direct
transmission between the source and destination was failed.
But the noise amplification still remained. Then, an incre-
mental selection hybrid decode-amplify forward (ISHDAF)
scheme was proposed in [7], where the HDAF scheme was
combined with incremental selection strategy. Compared
with the aforementioned ISAF scheme, the ISHDAF scheme
had a significant improvement in bit error rate (BER) and
outage probability, since both the BER and outage probability
of a cooperative transmission system in the DF strategy
were lower than those in the AF strategy. According to the
principle of incremental relay, the average spectral efficiency
of the ISHDAF scheme was also higher than that of the
HDAF scheme. However, all gains were obtained under
equal power allocation of the source and relay nodes for
the low systematic complexity, which caused the deficiency
of only few performance improvements. To improve the
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spectral efficiency of the system, there was also a signal-to-
noise ratio (SNR) based incremental hybrid decode-amplify
forward (IHDAF) protocol proposed in [8]. Furthermore, the
SNR thresholds, the power allocation schemes, and the relay
locations were studied to optimize the outage probability and
BER performance.

Meanwhile, power allocation in cooperation communi-
cations had always been one of the research hot-spots. In
wireless uplink transmissions, successive interference can-
cellation (SIC) was combined with the power allocation
method to obtain the optimal power allocation ratio for
efficient resource allocation [9]. For relay forwarding systems,
two power allocation methods, by the Lagrange multiplier
method and the differential algorithm, respectively, were
also proposed for the lower bound of symbol error rate
(SER) in the HDAF relay cooperative networks [10]. Xiao
and Ouyang in [11] developed a two-source-destination-pair
cooperative network with the HDAF protocol. And a closed-
form expression of the outage probability was derived and
thus a minimal total power was obtained under the con-
straints of the supposed outage probability. Similarly, for the
two-source-destination-pair system, there was also a parallel
shiftwater filling algorithmproposed for the power allocation
[12]. The advantage of it over the conventional ones was the
reduced complexity by just eliminating the iterative searching
process. However, the cost is a little performance decrease. In
[13], amultirelay selection schemewith joint power allocation
was proposed, featured with the significantly decreased com-
plexity of computation. To achieve this effect, it used a simple
power reallocation during the multirelay selection process.
Also a joint relay selection and power allocation scheme for
cooperative wireless sensor networks was proposed in [14].
It adaptively chose the proper relays and their transmission
power to maximize the signal-to-noise ratio (SNR) at the
destination by the channel state information (CSI). Then a
SNR-based relay selection for IHDAF cooperative diversity
protocol was also proposed in [15], and the closed-form
expressions of average channel capacity and outage probabil-
ity were derived simultaneously. Also a swarm intelligence-
based power allocation and relay selection algorithm could
be used for wireless cooperative networks [16]. It could not
only reduce the computational complexity effectively, but
also select the optimal relay nodes to solve the nonlinear
optimization problems by a fast global search with low cost.
In [17], with a AF protocol based two-hop multiple energy-
harvesting relays network, an improved power allocation was
investigated to improve the whole outage performance. The
innovation in the proposed scheme lied in the fact that it
jointly maximized the transmit power under the constraints
of limited individual relay energy. Also the power allocation
and relay selection strategies in both dual-hop and multihop
scenarios in cognitive relay networks were researched [18].
They achieved the good features of both minimal total
transmit power and maximal entire network capacity. For
the relay selection optimization, there had been a dynamic
strategy to choose the best relay node and path under the
constraints of total power and power allocation for each
relay [18]. In addition, an improved relay selection strategy of
HDAF scheme was proposed to improve the BER and outage

probability [19]. It can adaptively select the AF or DF forward
strategy for all relays according to the channel quality. Then
the best relay was chosen to forward signals. However, it still
used the equal power allocation to reduce the complexity.
In [20], a power allocation algorithm by the lowest average
bit error was proposed for these infrastructure-less networks
using unbalanced communication links. To investigate the
influence of the links on the system performance, the location
of the relay node with respect to the source and destination
nodes was also studied. Unfortunately, only the effect of
certain node locations, rather than the optimal relay location,
was determined. Subsequently, a much more detailed study
about the optimal relay location was presented in [21], but
under simply fixed ratio nodes power.

In this paper, by analyzing a two-hop single relay coop-
erative network with an ISHDAF scheme and the multirelay
selection strategy with a HDAF scheme, an optimized power
allocation is proposed. The main contributions are summa-
rized as follows:

(1) The power allocation is optimized in both the
ISHDAF single relay and the HDAF multirelay sys-
tems. In the case of link status change, the preferred
links are allocated with much more power for trans-
mission according to the well-known water filling
principle in information theory, which reduces the
entire power consumption under the same system
performance. The proposed scheme also provides a
new hybrid automatic repeat request (ARQ) retrans-
mission and relay forward mechanism, where the
source node can retransmit messages to the destina-
tion node when the first direct transmission failed. It
differs from the source node sending new messages
to the destination node directly in the incremental
relaying protocol. So it can bemore suited for all kinds
of the multiple relay channel status and obviously
improves the systematic outage probability without
any complexity increase.

(2) The approximate closed-form expression of the sys-
tematic outage probability with relation to the node
power and channel coefficients is derived by the
equivalent infinitesimal replacement of the probabil-
ity distribution function at high SNR. And it can be
taken as the objective function of the optimization.
Then, the minimization is achieved under fixed total
power by Lagrange multiplier method, and the objec-
tive function is related to the power of the source
node and the relay nodes. The power allocation coef-
ficients between the source and the relay nodes are
then obtained to achieve optimized power allocation.
Moreover, the power allocation changes the location
selection of the relay nodes, which can be calculated
indirectly from the above closed-form expression. It
can adaptively satisfy the link conditions to optimize
the entire system performance.

(3) By introducing the path loss factor, the powers of
the source and the relay nodes are modeled as the
objective function related to the distance among all
nodes. According to both the property of the objective
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Figure 1: System model of a single relay communication.

function and the related numerical analyses, the
relationships of the varied power to the distance of
the nodes are obtained. Then, the optimized node
positions are obtained to improve the power efficiency
with minimized systematic outage probability. Also
the power allocation of all relay nodes with respect
to their relative location to the source and destination
nodes can be clearly and quantitatively analyzed by
this model. Therefore, the link status associated with
the proposed relay position obviously affects the
selection of the cooperative schemes, which can be
adopted in practice.

This paper is organized as follows. In Section 2, a
single relay cooperation system with the ISHDAF scheme is
introduced. Section 3 presents a multirelay selection strategy
based on the HDAF scheme. Subsequently, the analytical
expressions of the outage probability of both the ISHDAF
and the HDAF relay system are derived in Section 4. In
this section, an optimized power allocation using Lagrange
Method is also proposed to minimize the outage probability.
Simultaneously, the close-form analytical expression of the
optimal relay location of the proposed algorithm is given
to manifest the relationship between the relay location and
the outage probability. After that, in Section 5, the simula-
tion results and analyses are presented to verify the good
outage probability and optimal power allocation brought by
the proposed algorithm. The optimal relay location by the
proposed method is also given and tested to be effective.
Finally, Section 6 concludes the whole paper.

2. Single Relay Model and ISHDAF Mutual
Information Evaluation

For a classic three-node relay model shown in Figure 1, it
consists of a source node S, a relay node R, and a destination
node D. Equipped with a single omnidirectional antenna,
all nodes communicates with each other. The ideal channel
state information (CSI) can be obtained through channel
training. For the independent links S-D, S-R, and R-D, their
channel gains, that is, |ℎ𝑠𝑑|2, |ℎ𝑠𝑟|2, and |ℎ𝑟𝑑|2, are subject
to the exponential distribution with channel parameters as1/𝜎𝑠𝑑2, 1/𝜎𝑠𝑟2, and 1/𝜎𝑟𝑑2, respectively. At a flat Rayleigh
fading channel, the noise is an additive white Gaussian noise
(AWGN), with zero mean and variance𝑁0.

In an ISHDAF cooperative network, the whole transmis-
sion is divided into two time slots. In the first slot, node S
sends a signal to node R and node D, while in the second slot,
either node S or node R sends the signal to node D, which
depends on the link status. Suppose that the transmitted
power of the source node S is 𝑃𝑆1, and the information

transmission rate is 𝑅 bit/s. There are two main situations
according to the decoding results of the destination node.

For the first situation, if the destination node successfully
receives the signal sent by the source in the first slot, the
transmission from node S to node D is not interrupted. In
this case, the mutual information is defined in [22] as

𝐼DT = 12 ⋅ log2(1 + ℎ𝑠𝑑2 𝑃𝑆1𝑁0 ) , (1)

which needs to be larger than 𝑅 according to the information
theory. By simplifying (1) and the condition of 𝐼DT > 𝑅, the
relationship of |ℎ𝑠𝑑|2 > (22𝑅−1)𝑁0/𝑃𝑆1 is obtained. Given the
threshold as 𝑇1 = (22𝑅−1)𝑁0/𝑃𝑆1, and |ℎ𝑠𝑑|2 > 𝑇1, the source
node S keeps transmitting directly to the destination node D
in the second slot, and the relay node R remains inactive.

For another situation, if the direct transmission fails in
the first slot, or the destination does not receive the correct
information from the source, the source would retransmit the
message to the destination in the second slot. In this case, the
mutual information is deduced and presented in [6] as

𝐼DRT = 12 ⋅ log2(1 + 2 ℎ𝑠𝑑2 𝑃𝑆1𝑁0 ) . (2)

To ensure the success retransmission, (2) should also be
larger than 𝑅 and it can obtain |ℎ𝑠𝑑|2 > 𝑇1/2. When 𝑇1/2 <|ℎ𝑠𝑑|2 ≤ 𝑇1, the source retransmits message and the relay
remains inactive in the second slot.

The relay node starts the cooperative transmission when
there is |ℎ𝑠𝑑|2 ≤ 𝑇1/2. Then, if the relay can correctly decode
the information from the source, the DF scheme is adopted
in the second slot. It needs to satisfy the relationship of 1/2 ⋅
log2(1 + |ℎ𝑠𝑟|2𝑃𝑆1/𝑁0) > 𝑅, or |ℎ𝑠𝑟|2 > 𝑇1, which is the
required condition for the relay to forward the correct signal
in the DF protocol. Otherwise, when |ℎ𝑠𝑟|2 ≤ 𝑇1, the AF
protocol is used instead.

If the DF scheme is adopted for the cooperative transmis-
sion, the mutual information is obtained by the maximum
ratio combining (MRC) for the destination as

𝐼DF = 12 ⋅ log2(1 + ℎ𝑠𝑑2 𝑃𝑆1𝑁0 + ℎ𝑟𝑑2 𝑃𝑅1𝑁0 ) . (3)

If the relay node transmits in the AF protocol, the mutual
information is expressed in [6] as

𝐼AF = 12 ⋅ log2 [1 + ℎ𝑠𝑑2 𝑃𝑆1𝑁0
+ 𝑓(ℎ𝑠𝑟2 𝑃𝑆1𝑁0 , ℎ𝑟𝑑2 𝑃𝑅1𝑁0 )] , (4)

where 𝑓(𝑥, 𝑦) = 𝑥𝑦/(1 + 𝑥 + 𝑦).
In summary, the mutual information in the ISHDAF

cooperative network is concluded as follows. When|ℎ𝑠𝑑|2 > 𝑇1, the source directly transmits to the destination
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Figure 2: System model of the multiple relay communication.

successfully, and the mutual information is 𝐼DT. When𝑇1/2 < |ℎ𝑠𝑑|2 ≤ 𝑇1, the direct transmission in link S-D
failed. But the retransmission is successful in the second slot,
and the mutual information is 𝐼DRT. When |ℎ𝑠𝑑|2 ≤ 𝑇1/2
and |ℎ𝑠𝑟|2 > 𝑇1, the DF protocol is used to forward the
messages and the mutual information is given as 𝐼DF. When|ℎ𝑠𝑑|2 ≤ 𝑇1/2 and |ℎ𝑠𝑟|2 ≤ 𝑇1, the AF protocol is employed
to forward the messages, and the mutual information is
expressed as 𝐼AF.
3. Multiple Relay System Model and Relay
Selection Strategy

There is a typical two-hop multirelay cooperative network
shown in Figure 2, consisting of the source node S, the
destination node D, and 𝑁 relay nodes R𝑖 (𝑖 = 1, 2, . . . , 𝑁).
Equipped with single omnidirectional antenna, all the above
nodes operate in a half-duplex mode. Hence the entire
transmission procedure is also divided into two slots, under
the independent and identically distributed (i.i.d.) AWGN
channel noise. In addition, all channels are also supposed
to be the flat Rayleigh fading channels, with fixed channel
gains and independent channel status in each transmission.
The destination node can select the appropriate relay nodes
and notify them to forward the source information, where
the channel status information (CSI) is available between all
nodes through training sequence feedback.

Based on the system model, there is a relay selection
strategy as the HDAF scheme, which chooses the AF or
DF scheme to forward signals adaptively according to the
channel status. If the channel status of link S-Ri is good
enough for the relay to decode the source information, theDF
protocol is selected to forward signals in the relay. Otherwise,
the AF protocol is just used to prevent from the error
propagation.According to the above strategy, the𝑁 relays can
be divided into two sets for comparison. The optimal relay
is then selected among the 𝑁 relays in the premise of the
maximumSNR at the destination. Finally, the specific process
of the relay selection is listed as follows.

3.1. Determination of the Cooperative Relay Schemes. At first,
there are some symbol definitions about the transmission
power of the source and relay, respectively, that is, 𝑃𝑆2 and

𝑃𝑅2, as well as the information transmission rate 𝑅 bit/s. The
channel noise is the AWGN with zero mean and variance𝑁0. Three channel parameters, such as |ℎ𝑠𝑑|2, |ℎ𝑠𝑟𝑖|2, and|ℎ𝑟𝑖𝑑|2, are the channel gains of the links S-D, S-Ri, and
Ri-D, respectively. They are subjected to the exponential
distribution with parameters of 1/𝜎𝑠𝑑2, 1/𝜎𝑠𝑟𝑖2, and 1/𝜎𝑟𝑖𝑑2.
If the relays decode the signals from the source successfully,
there will not be any interruption for transmission between
source node S and relay node Ri. For this case, the mutual
information in the transmission is deduced as

𝐼𝑠𝑟𝑖 = 12 ⋅ log2(1 + 𝑃𝑆2 ℎ𝑠𝑟𝑖2𝑁0 ) . (5)

Equation (5) should be larger than 𝑅 to ensure that the
transmission is not interrupted. And it can be transformed as|ℎ𝑠𝑟𝑖|2 > (22𝑅 − 1)𝑁0/𝑃𝑆2. Thus the threshold value can be set
as 𝑇2 = (22𝑅 − 1)𝑁0/𝑃𝑆2. When |ℎ𝑠𝑟𝑖|2 ≥ 𝑇2, the relay can
decode the signal successfully. So the DF protocol is selected
to forward the signal to avoid noise amplification. When|ℎ𝑠𝑟𝑖|2 < 𝑇2, the decoding in the relay failed. And the AF
protocol is adopted to prevent error propagation.

Therefore, the candidate relays are divided into two sets
according to whether successful decoding occurs or not in
the relays, where the relays in set ΩDF select the DF scheme
to forward the signals in the second slot and others in setΩAF
use the AF scheme. They are expressed as

ΩDF = {𝑅𝑖 : ℎ𝑠𝑟𝑖2 > 𝑇2} ,ΩAF = {𝑅𝑖 : ℎ𝑠𝑟𝑖2 ≤ 𝑇2} . (6)

3.2. Optimal Relay Selection. Since the optimal relaymeans to
the maximized SNR in the destination, there are two steps to
obtain it. Firstly, the best relays of 𝑅𝑏DF and 𝑅𝑏AF are chosen
from the sets ΩDF and ΩAF, respectively. Then, the optimal
relay 𝑅𝑏 can be chosen between relay 𝑅𝑏DF and relay 𝑅𝑏AF.

For the cooperation system with the AF scheme, the
destination combines the signals from the source and the
relay together by the maximum ratio combination (MRC)
mechanism, and the instantaneous SNR at the destination is
expressed as 𝛾AF = 𝛾1AF + 𝛾2AF, (7)

where the instantaneous SNR is expressed as 𝛾1AF =𝑃𝑆2|ℎ𝑠𝑑|2/𝑁0 in the first slot and 𝛾2AF = 𝑃𝑆2𝑃𝑅2|ℎ𝑠𝑟𝑖|2|ℎ𝑟𝑖𝑑|2/[𝑁0(𝑃𝑆2|ℎ𝑠𝑟𝑖|2 + 𝑃𝑅2|ℎ𝑟𝑖𝑑|2 + 𝑁0)] in the second slot. Thus for
the relay selection in set ΩAF, the instantaneous SNR 𝛾AF is
maximized to get the best relay, so the candidate relay 𝑅𝑏AF
with largest SNR 𝛾2AF is obtained and expressed as

𝑅𝑏AF
= arg max

𝑅𝑖∈ΩAF

{{{ 𝑃𝑆2𝑃𝑅2 ℎ𝑠𝑟𝑖2 ℎ𝑟𝑖𝑑2𝑁0 (𝑃𝑆2 ℎ𝑠𝑟𝑖2 + 𝑃𝑅2 ℎ𝑟𝑖𝑑2 + 𝑁0)}}} .
(8)
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For the cooperation system with the DF protocol, the
signals from the source and the relay are combined by the
MRC scheme, and the instantaneous SNR at the destination
is obtained as

𝛾DF = min (𝛾1DF, 𝛾2DF) , (9)

where the instantaneous SNR from the first slot is 𝛾1DF =𝑃𝑆2|ℎ𝑠𝑟𝑖|2/𝑁0 and that of the second slot is 𝛾2DF = 𝑃𝑆2|ℎ𝑠𝑑|2/𝑁0 + 𝑃𝑅2|ℎ𝑟𝑖𝑑|2/𝑁0. If all relays in set ΩDF can succeed in
decoding the signals, the instantaneous SNR at the destina-
tion is 𝛾2DF. Then the optimal relay 𝑅𝑏DF is represented as

𝑅𝑏DF = arg max
𝑅𝑖∈ΩDF

{𝑃𝑆2 ℎ𝑠𝑑2𝑁0 + 𝑃𝑅2 ℎ𝑟𝑖𝑑2𝑁0 } . (10)

Finally, the optimal relay 𝑅𝑏 can be chosen as the larger
instantaneous SNR between 𝑅𝑏DF and 𝑅𝑏AF. Then it forwards
the signal from the source in the corresponding mode. And
it is expressed as

𝑅𝑏 = max {𝑅𝑏AF, 𝑅𝑏DF} . (11)

Meanwhile, the mutual information of the cooperative
transmission of the HDAF scheme by the proposed relay
selection strategy is

𝐼HDAF = {{{
𝐼DF , ℎ𝑠𝑟𝑏2 ≥ 𝑇2𝐼AF , ℎ𝑠𝑟𝑏2 < 𝑇2, (12)

where |ℎ𝑠𝑟𝑏|2 is the channel gain of link S-Rb.

4. Optimization of Power Allocation in
the Relay Selection

The power allocation is optimized to obtain high power effi-
ciency, where the entire power is taken as the constraint con-
dition and the outage probability as the objective function.
Then, the outage probability of the whole cooperation system
is deduced analytically. And the Lagrange multiplier method
is used to solve the optimal power allocation equation.

4.1. Deduction of Outage Probability. Outage probability is
defined as the probability of failure in a transmission, which is
one of the most used measures to evaluate the entire wireless
communications.The transmission interruption occurswhen
the link capacity can not attain the required user rate. In other
words, the mutual information of the transmission channel
is smaller than the actual transmission rate. For a single
relay network in the ISHDAF scheme, the direct source-
destination transmission or retransmission is premised on
the successful decoding of the received signals in the desti-
nation. Hence, the interruption only exists in the cooperative

transmission. Based on the analysis in Section 3, the outage
probability of the ISHDAF scheme can be deduced as𝑃ISHDAF

out

= Pr(ℎ𝑠𝑑2 ≤ 𝑇12 , ℎ𝑠𝑟2 > 𝑇1, 𝐼DF < 𝑅)
+ Pr(ℎ𝑠𝑑2 ≤ 𝑇12 , ℎ𝑠𝑟2 ≤ 𝑇1, 𝐼AF < 𝑅) .

(13)

By replacing (3) and (4) into (13), and letting 𝛾 = 22𝑅 − 1,
it gets

𝑃ISHDAF
out = Pr(ℎ𝑠𝑑2 ≤ 𝑇12 , ℎ𝑠𝑟2 > 𝑇1, ℎ𝑠𝑑2 𝑃𝑆1𝑁0
+ ℎ𝑟𝑑2 𝑃𝑅1𝑁0 < 𝛾) + Pr(ℎ𝑠𝑑2 ≤ 𝑇12 , ℎ𝑠𝑟2
≤ 𝑇1, ℎ𝑠𝑑2 𝑃𝑆1𝑁0 + 𝑓(ℎ𝑠𝑟2 𝑃𝑆1𝑁0 , ℎ𝑟𝑑2 𝑃𝑅1𝑁0 )
< 𝛾) .

(14)

The probability density function (PDF) of |ℎ𝑠𝑑|2, |ℎ𝑠𝑟|2, and|ℎ𝑟𝑑|2 is expressed as𝑓|ℎ𝑠𝑑|2 (𝑥) = 𝜆1𝑒−𝜆1𝑥,𝑓|ℎ𝑠𝑟|2 (𝑥) = 𝜆2𝑒−𝜆2𝑥,𝑓|ℎ𝑟𝑑|2 (𝑥) = 𝜆3𝑒−𝜆3𝑥,𝑥 > 0,
(15)

where 𝜆1 = 1/𝜎𝑠𝑑2, 𝜆2 = 1/𝜎𝑠𝑟2, 𝜆3 = 1/𝜎𝑟𝑑2. Given the
exponential distribution𝑋 and 𝑌 with parameters 𝜃1 and 𝜃2,
respectively, the PDF of 𝑍 (𝑍 = 𝑋 + 𝑌) is deduced by the
integral equation 𝑓𝑍(𝑧) = ∫∞−∞ 𝑓𝑋(𝑧 − 𝑦)𝑓𝑌(𝑦)𝑑𝑦, and it is
expressed in [23] as

𝑓𝑍 (𝑧) = 𝜃1𝜃2(𝜃2 − 𝜃1) ⋅ (𝑒−𝜃1𝑧 − 𝑒−𝜃2𝑧) , 𝑧 > 0. (16)

In addition, the probability distribution function 𝑊 is
approximately represented as𝐹𝑊(𝑥) ≈ (𝜃1+𝜃2)𝑥 on condition
of high SNR, when𝑊 = 𝑋𝑌/(1 + 𝑋 + 𝑌) [23].

Based on the above discussion, at high SNRs, the outage
probability of the ISHDAF scheme can be calculated as
follows:

Pr(ℎ𝑠𝑑2 ≤ 𝑇12 ) = 1 − exp(− 𝑇12𝜎2
𝑠𝑑

)
= 1 − exp(− 𝛾𝑁02𝑃𝑆1𝜎2𝑠𝑑) ≈ 𝛾𝑁02𝑃𝑆1𝜎2𝑠𝑑 ,

(17)
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and similar result is obtained as Pr(|ℎ𝑠𝑟|2 ≤ 𝑇1) ≈ 𝛾𝑁0/(𝑃𝑆1𝜎2𝑠𝑟).
According to (16), take𝑁0/(𝑃𝑆1𝜎2𝑠𝑑) as 𝜃1 and𝑁0/(𝑃𝑅1𝜎2𝑟𝑑)

as 𝜃2; there is the following deduction:
Pr(ℎ𝑠𝑑2 𝑃𝑆1𝑁0 + ℎ𝑟𝑑2 𝑃𝑅1𝑁0 < 𝛾)
= ∫𝛾
0

𝜃1𝜃2 ⋅ (𝑒−𝜃1𝑧 − 𝑒−𝜃2𝑧)𝜃2 − 𝜃1 𝑑𝑧
≈ 𝜃1𝜃2𝜃2 − 𝜃1 ⋅ ∫𝛾0 [(1 − 𝜃1𝑧) − (1 − 𝜃2𝑧)] 𝑑𝑧
= 𝜃1𝜃2𝜃2 − 𝜃1 ⋅ ∫𝛾0 (𝜃2 − 𝜃1) 𝑧 𝑑𝑧 = 𝜃1𝜃2𝛾22
= 𝛾2𝑁022𝑃𝑆1𝑃𝑅1𝜎2𝑠𝑑𝜎2𝑟𝑑 .

(18)

With (18) and the descriptions mentioned above, there is

Pr(ℎ𝑠𝑑2 𝑃𝑆1𝑁0 + 𝑓(ℎ𝑠𝑟2 𝑃𝑆1𝑁0 , ℎ𝑟𝑑2 𝑃𝑅1𝑁0 ) < 𝛾)
= 𝛾22 ⋅ 𝑁0𝑃𝑆1𝜎2𝑠𝑑 ( 𝑁0𝑃𝑆1𝜎2𝑠𝑟 + 𝑁0𝑃𝑅1𝜎2𝑟𝑑) .

(19)

Therefore, the outage probability of a single relay ISHDAF
cooperative network is expressed as

𝑃ISHDAF
out = 𝛾𝑁02𝑃𝑆1𝜎2𝑠𝑑 [(1 − 𝛾𝑁0𝑃𝑆1𝜎2𝑠𝑟) 𝛾2𝑁022𝑃𝑆1𝑃𝑅1𝜎2𝑠𝑑𝜎2𝑟𝑑
+ 𝛾𝑁0𝑃𝑆1𝜎2𝑠𝑟 𝛾22 𝑁0𝑃𝑆1𝜎2𝑠𝑑 ( 𝑁0𝑃𝑆1𝜎2𝑠𝑟 + 𝑁0𝑃𝑅1𝜎2𝑟𝑑)]
≈ (𝛾𝑁0)44𝑃2𝑆1𝜎4𝑠𝑑𝜎2𝑠𝑟 ( 1𝑃𝑆1 + 𝜎2𝑠𝑟𝑃𝑅1𝜎2𝑟𝑑) .

(20)

Similarly, the outage probability in the HDAF relay
selection strategy is denoted as

𝑃HDAF
out = Pr(ℎ𝑠𝑟2 > 𝑇2, ℎ𝑠𝑑2 𝑃𝑆2𝑁0 + ℎ𝑟𝑑2 𝑃𝑅2𝑁0
< 𝛾) + Pr(ℎ𝑠𝑟2 ≤ 𝑇2, ℎ𝑠𝑑2 𝑃𝑆2𝑁0
+ 𝑓(ℎ𝑠𝑟2 𝑃𝑆2𝑁0 , ℎ𝑟𝑑2 𝑃𝑅2𝑁0 ) < 𝛾) .

(21)

It is obvious that 𝑃HDAF
out just lacks the part of “|ℎ𝑠𝑑|2 ≤𝑇1/2” when compared with 𝑃ISHDAF

out . Finally, according to the
above analyses, the outage probability is deduced as

𝑃HDAF
out ≈ (𝛾𝑁0)32𝑃𝑆2𝜎2𝑠𝑑𝜎2𝑠𝑟 ( 1𝑃𝑆2 + 𝜎2𝑠𝑟𝑃𝑅2𝜎2𝑟𝑑) . (22)

4.2. Optimization of Power Allocation. Using the Lagrange
multiplier method, the optimized power allocation among
the source and relay nodes tominimize the outage probability
is produced as follows. For the ISHDAF scheme, with entire
power as the constraint, as long as the fixed power 𝑃 with𝑃𝑆1 + 𝑃𝑅1 = 𝑃, the optimization problem can be denoted as

min
(𝛾𝑁0)44𝑃2𝑆1𝜎4𝑠𝑑𝜎2𝑠𝑟 ( 1𝑃𝑆1 + 𝜎2𝑠𝑟𝑃𝑅1𝜎2𝑟𝑑)

s.t. 𝑃𝑆1 + 𝑃𝑅1 = 𝑃. (23)

Let𝑃𝑆1 = 𝑎𝑠𝑃, 𝑃𝑅1 = 𝑎𝑟𝑃, where 𝑎𝑠+𝑎𝑟 = 1.The Lagrange
function is established as

𝐿 (𝑃𝑆1, 𝑃𝑅1, 𝜆) = (𝛾𝑁0)44𝑃2𝑆1𝜎4𝑠𝑑𝜎2𝑠𝑟 ( 1𝑃𝑆1 + 𝜎2𝑠𝑟𝑃𝑅1𝜎2𝑟𝑑)− 𝜆𝑃 (𝑎𝑠 + 𝑎𝑟 − 1) . (24)

Take partial derivation of (24) with respect to 𝑎𝑠 and 𝑎𝑟,
respectively, and then make them equal to zero; we can get3𝑎4𝑠 𝜎2𝑠𝑟 + 2𝑎3𝑠 𝑎𝑟𝜎2𝑟𝑑 − 𝜆𝑃 = 0, (25)

1𝑎2𝑠 𝑎2𝑟𝜎2𝑟𝑑 − 𝜆𝑃 = 0. (26)

By combining (25) and (26) together, and setting 𝑒 =𝑎𝑠/𝑎𝑟, a quadratic equation with respect to variable 𝑒 is
obtained as

𝑒2 − 2𝑒 − 3𝜎2𝑟𝑑𝜎2𝑠𝑟 = 0. (27)

According to the root of (27) and 𝑎𝑠 + 𝑎𝑟 = 1,
the optimized solutions of 𝑃𝑆1 and 𝑃𝑅1 satisfying (23) are
obtained, respectively, as

𝑃𝑆1 = 𝑃 ⋅ 𝜎4𝑠𝑟 + √𝜎2𝑠𝑟 + 3𝜎2𝑟𝑑2𝜎4𝑠𝑟 + √𝜎2𝑠𝑟 + 3𝜎2𝑟𝑑 , (28)

𝑃𝑅1 = 𝑃 ⋅ 𝜎4𝑠𝑟2𝜎4𝑠𝑟 + √𝜎2𝑠𝑟 + 3𝜎2𝑟𝑑 . (29)

From (28) and (29), the powers 𝑃𝑆1 and 𝑃𝑅1 of the
ISHDAF relay network in the optimized power allocation
mainly dependon the channel coefficients of link S-R and link
R-D, but not on that of link S-D.

Similarly, the power allocation optimization for the
HDAF scheme can be defined as

min
(𝛾𝑁0)32𝑃𝑆2𝜎2𝑠𝑑𝜎2𝑠𝑟 ( 1𝑃𝑆2 + 𝜎2𝑠𝑟𝑃𝑅2𝜎2𝑟𝑑)

s.t. 𝑃𝑆2 + 𝑃𝑅2 = 𝑃. (30)
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Finally, the optimized powers 𝑃𝑆2 and 𝑃𝑅2 in the above
power allocation are resolved as

𝑃𝑆2 = 𝑃 ⋅ 𝜎4𝑠𝑟 + √𝜎2𝑠𝑟 + 8𝜎2𝑟𝑑2𝜎4𝑠𝑟 + √𝜎2𝑠𝑟 + 8𝜎2𝑟𝑑 , (31)

𝑃𝑅2 = 𝑃 ⋅ 𝜎4𝑠𝑟(2𝜎4𝑠𝑟 + √𝜎2𝑠𝑟 + 8𝜎2𝑟𝑑) . (32)

4.3. Optimal Relay Location. The power allocation depends
on the channel coefficients, which are related to the distance
between the relay and the source or the destination. To obtain
themaximum outage probability gain by the proposed power
allocation, an optimal relay location is deduced as follows.

To simplify the analysis of power allocation, we just
constrain the situations where the distance between the link
S-D and the link S-R-D is approximately equal, especially
when the distance is quite large. Otherwise, under the same
channel noise variance 𝑁0 in the assumed condition, the
transmission of the link S-R-D ismuchworse than that of link
S-D, which loses the sense of relay selection. And it has been
adopted similarly in [21]. Then, given normalization distance
of link S-D (or approximate link S-R-D) as 𝑑SD = 1, and the
distance 𝑥 of link S-R, there is 𝑑SR = 𝑥 and 𝑑RD = 1 − 𝑥,
where 0 < 𝑥 < 1. When the path loss factor is considered
as 𝛼 = 4, the channel coefficients are obtained as 𝜎𝑠𝑟 = 𝑥−4,𝜎𝑟𝑑 = (1 − 𝑥)−4. Then, for the ISHDAF scheme, the transmit
power of the source and relay is presented as

𝑃𝑆1 = 𝑃 ⋅ 𝑥−16 + √𝑥−8 + 3 (1 − 𝑥)−82𝑥−16 + √𝑥−8 + 3 (1 − 𝑥)−8 , (33)

𝑃𝑅1 = 𝑃 ⋅ 𝑥−162𝑥−16 + √𝑥−8 + 3 (1 − 𝑥)−8 . (34)

Taking the derivation of variable 𝑥 in (33), it obtains

𝑑𝑃𝑆1𝑑𝑥 = 𝑃 ⋅( 16𝑥−172𝑥−16 + √𝑥−8 + 3 (𝑥 − 1)−8
− ((4𝑥−9 + 12 (𝑥 − 1)−9) /√𝑥−8 + 3 (𝑥 − 1)−8) + 32𝑥−17𝑥16 (2𝑥−16 + √𝑥−8 + 3 (𝑥 − 1)−8)2 ).

(35)

Equation (35) is always greater than zero in the interval
of 0 < 𝑥 < 1. So (33) is easily recognized as the monotone
increasing function since the derivation of it, (35), is greater
than zero. Then, 𝑃𝑆1 is kept at about 0.5P, when 𝑥 is less than
0.5, and it tends to be 𝑃, when 𝑥 is greater than 0.9. So the
transmit power of the source is always larger than that of the
relay in the proposed algorithm of the ISHDAF scheme.

Substituting (33), (34), and 𝜎𝑠𝑟 = 𝑥−4, 𝜎𝑟𝑑 = (1−𝑥)−4 into
(20), it gets

𝑃ISHDAF
out = (𝛾𝑁0)4 𝑥84𝑃3 (1
+ 𝑥−16𝑥−16 + √𝑥−8 + 3 (1 − 𝑥)−8
+ 𝑥8 (1 − 𝑥)8 (2𝑥−16 + √𝑥−8 + 3 (1 − 𝑥)−8)) .

(36)

From (36), the systematic outage probability is relatively
small in the case that the distance of link R-D is larger than
that of link S-R. In other words, the relay node R is relatively
close to the destination node D for better outage probability.
However, when the relay node is approximately located in the
middle between the source and destination node, the entire
outage probability is minimal. Simultaneously, a theoretical
analysis about the outage probability of the HDAF system
just resembles that of the ISHDAF system. But when the relay
node is close to the destination node, the outage performance
decreases, and the optimal relay location closely approaches
to the source node than that of the ISHDAF system. Since the
order of (36) is too high to obtain the analytic solution, only
numerical results are available and they will be given in the
successive simulation related in Section 5.

4.4. Diversity Gain. Given the diversity gain in the proposed
ISHDAF scheme, it should be divided into three cases as
follows.

First, when |ℎ𝑠𝑑|2 > 𝑇1, the source transmits directly to
the destination successfully in the first time slot, and 𝐼DT in
(1) shows that the signal is transmitted only in one path. So it
extracts one diversity gain in the direct transmission.

Second, the direct transmission is failed, but the retrans-
mission is successful in the second time slot, when there is𝑇1/2 < |ℎ𝑠𝑑|2 ≤ 𝑇1. The SNR received by the destination
node is twice as straightforward, while the transmission still
experiences only one path.Therefore, the diversity gain is still
one.

Third, the relay node starts to forward signals in the AF
protocol or the DF protocol. In these two cases, the desti-
nation node receives signals from two links. So the system
achieves two diversity gains in the cooperative transmission
by the relay nodes. In addition, for the multirelay selection
strategy under the HDAF scheme, it employs DF or AF
mode to forward signals adaptively according to the channel
status. Because both forward modes are required for R-D
transmission, the full diversity gain of 2 is then obtained.

In summary, the proposed ISHDAF schemeobtainsmuch
more outage probability performance gain by the direct
link retransmission rather than the relay forwarding, when
compared with the IHDAF one in [8]. In other words, the
diversity gain in the ISHDAF scheme is better than that of the
IHDAF one, because the overall channel transmission effect
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Figure 3: Outage probabilities between the OPA and the EPA in
different forwarding strategies.

(retransmission and then cooperative relay communication)
in the former is superior to that (just cooperative relay
communication) in the latter.

5. Simulation Results and Analysis

To validate the proposed power allocation optimization algo-
rithm for the ISHDAF and the HDAF relay selection strategy,
two typical kinds of cooperative network are simulated and
analyzed. For a single relay network, the outage performances
by the proposed HDAF and ISHDAF strategy are compared.
Besides, the optimized power allocation (OPA) and the
equal power allocation (EPA) algorithms are employed in
the two strategies, respectively, for comparison. In addition,
for a HDAF multirelay selection network, the outage per-
formances of the whole system with different relay numbers
are simulated and compared. And the simulations for the
validation of the optimal relay location are also performed in
both the HDAF and the ISHDAF single relay network.

The simulation parameters are set as follows. The trans-
mission rate is set as 𝑅 = 1 bit/s. The node distance is fixed as𝑑SD = 1, where 𝑑𝑖𝑗 is the normalized distance between node𝑖 and node 𝑗. All channels are Rayleigh flat fading channels,
and 𝛼 = 4 stands for the path loss factor. The channel noise
is an AWGN with zero mean and variance 𝑁0 = 1. By the
Binary Phase Shift Keying (BPSK)modulation, the results are
simulated and shown as follows.

Figure 3 shows the comparison of the outage probability
between the OPA and the EPA scheme. They are at both the
ISHDAF and the HDAF single relay network, respectively,
with distance parameters of 𝑑SR = 0.8 and 𝑑RD = 0.2.
From Figure 3, in the ISHDAF strategy, the OPA scheme
achieves amuch better outage performance gain over the EPA
scheme. And it is also true in the HDAF strategy. Moreover,
the ISHDAF strategy has larger gain over the HDAF strategy,
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Figure 4: Outage probabilities between the OPA and the EPA under
the specific relay location.

when they are under the same power allocation. There are
nearly 0.1695 gains for the OPA scheme compared with
the EPA scheme in the ISHDAF strategy and about 0.045
gains for the ISHDAF strategy compared with the HDAF
strategy employed in the OPA scheme, at a total power of
2 dB. With the increasing of the total power, the outage
probability decreases, and the gains become gradually small.
The reason is that when the relay node is far from the
source, the outage performance of link S-R is poor. So
the threshold is decreased too in the OPA scheme, which
guarantees the direct transmission or retransmission in link
S-D with the ISHDAF strategy. Also, from (14) to (18), there
is a condition as |ℎ𝑠𝑑|2 ≤ 𝑇1/2 for the ISHDAF to calculate
the outage probability. So the outage performance of the
ISHDAF scheme outperforms that of the HDAF one in the
EPA scheme.

The outage performances of different schemes with the
distance parameters of 𝑑SR = 0.2 and 𝑑RD = 0.8 are compared
in Figure 4. At both the ISHDAF and the HDAF cooperation
relay network, the OPA and EPA scheme have almost the
same performance. Since the relay transmission opportunity
increased when the relay node approaches the source node,
the whole transmission in the ISHDAF scheme is similar to
that of the HDAF one. And from (25) to (29), the node power
based on the OPA scheme is also similar to that of the EPA
scheme. At the same time, the OPA algorithm in the ISHDAF
strategy achieves a better gain, when the distance of link S-R
is larger than that of link R-D.

There is also a comparison of outage performance
between the OPA and the EPA scheme, in the HDAF mul-
tirelay selection network. They are simulated with different
number of relays, under the distance parameters of 𝑑SR = 0.8
and 𝑑RD = 0.2 and the results are shown in Figure 5. From
Figure 5, the outage probability is reduced with the increased
number of the relays. This is because many more numbers
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Figure 5: Outage probabilities among different number of the relays
in the HDAF scheme.

of relays result in better channel quality of the best selected
relay. It also leads to the increased mutual information
in transmission; thus the outage probability of the system
reduces correspondingly. In addition, Figure 5 shows that,
with the same relay number in theHDAF cooperative system,
OPA scheme has a significant outage performance gain than
that of the EPA scheme. For instance, at a total power of 2 dB,
there are about 0.083 gains for OPA scheme when compared
with those of the EPA scheme under 2 relays. Since the
declined threshold results in many more opportunities for
the DF protocol employed at the relay node, at such relay
location, in this case, the DF protocol outperforms the AF
protocol similar to that in [24].

To verify the theoretical analysis of the optimal relay
location for the proposed algorithm, some simulations are
performed in the cooperative single relay network. For
the different relay locations, the outage probabilities of the
ISHDAF and the HDAF strategies are illustrated in Figure 6,
with the fixed total power of 10 dB. From the results, the
outage probability is really low when the relay node R is
relatively close to the destination node D. It turns out to be
the lowest (i.e., best) one for the relay node R at the middle
position between the source node S and the destination
node D, which is consistent with the theoretical analysis
indicated by (32). The most possible reasons mainly rely on
the following reasons. When the relay is a little far from the
source, the cooperative scheme at the relay performs better
under the node power allocation, which is related to the link
performance. Moreover, when the relay node is just in the
middle between them, the performance of both link S-R and
linkR-D is good.Thewhole systemcan thus obtainmaximum
benefit in the proper power allocation ratio of the source
and the relay under the proposed algorithm. In addition, the
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Figure 6:Outage probabilities among different relay locations in the
OPA scheme.

simulation shows that the outage probability performance of
the ISHDAF scheme is always better than that of the HDAF
scheme in the proposed algorithm.

6. Conclusion

In this paper, an optimized power allocation algorithm is
proposed, which mainly employs the two-hop single relay
network with ISHDAF scheme and the multirelay selection
strategy with HDAF scheme. The optimization of the pro-
posed algorithm is just to minimize the outage probability
of system under the constraints of total power of the source
and relay nodes. In addition, the proposed scheme can only
occupy a small amount of time complexity to obtain the
power allocation optimization in a cooperative communi-
cation system. In the simulations, the proposed algorithm
is applied in the ISHDAF and the HDAF scheme with
the well-known three-node models, respectively. Simulation
results show that the proposed algorithm can achieve much
larger gain by the ISHDAF scheme than that by other
ones. Also, for different number of the relay nodes in a
cooperative network, the simulation comparisons show that
the proposed algorithm by the HDAF relay selection strategy
has a significant validity in power allocation. Simultaneously,
the optimal relay location by the suggested algorithm is also
established for an even better gain over current schemes.
Therefore, the proposed optimized power allocation and relay
location selection algorithm can be effectively adopted in
cooperative IoT relay systems in practice for high power
efficiency and good outage probability performance.
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One of the main existing problems in Radio Frequency Identification (RFID) technology is the tag collision problem.When several
tags try to respond to the reader under the coverage of the same reader antenna their messages collide, degrading bandwidth and
increasing the number of transmitted bits. An anticollision protocol, based on the classical Binary Tree (BT) protocol, with the
ability to decrease the number of bits transmitted by the reader and the tags, is proposed here. Simulations results show that the
proposed protocol increases the throughput with respect to other recent state-of-the-art protocols while keeping a low energy
consumption of a passive RFID system.

1. Introduction

The Radio Frequency Identification (RFID) technology use
is being increased in applications where autoidentification
methods are needed [1–5]. RFID is used to identify codes
stored in devices, called tags, using radio frequency waves.
These tags are attached to different objects which can be iden-
tified without an existing line of sight. RFID is a low intrusive
technology which can be easily adapted to the Internet of
Things [2].

An RFID system is basically composed of two elements: a
reader andone ormore tags.The reader is an electronic device
with a RF module, a control unit, and one or more antennas
which establish a bidirectional communication with the sec-
ond device, the tags; tags include an IC-chip and an antenna
and are attached to the object to be identified. Tags can
be active (battery-powered) or passive (obtain power from
reader’s signal). Passive tags are widely used due to their low
price and the absence of batteries; however, they have a lower
coverage than the active ones.This paper is focused onpassive
RFID systems consisting of a reader and different numbers of
passive tags.

Typically, an RFID systemmay contain several tags coex-
isting and transmitting to the reader at the same time using
the same channel (the air).This fact can cause the cancellation
of tags’ responses.The reader may not be able to decode their
waveforms and tags will be forced to retransmit their mes-
sages causing a decrease in the time needed to be identified
and an increase in the energy consumed by the reader. This
problem is called the tag collision problem [1].

This problem is faced using anticollision protocols. Sev-
eral protocols are presented in the literature and can be
mainly classified into Aloha based and tree based protocols
[3]. Aloha based protocols, classified as probabilistic since
tags’ responses, are randomly organized and distribute re-
sponses among slots. The current standard EPC global Class
1 Gen 2 [6] belongs to this category. Research in these types
of protocols is focused on the optimal distribution of tags’
responses in a timeline. Tree based protocols, on the other
hand, are classified as deterministic since they are supposed
to read all the tags in the interrogation zone [3]. These
protocols usually split the set of tags upon collisions until
achieving a successful response from all the tags; however,
some recent solutions provide an estimation phase to define
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initial subsets which are easier to be identified by the reader
[7, 8].

The energy consumption of an anticollision protocol has
been directly related to active RFID systems due to the
use of batteries in active tags [9–12]. Passive RFID systems
are increasingly being used with portable readers which
means that the energy consumed by the reader is becoming
important, and the anticollision protocol used affects it [13].
A deep analysis of the energy consumption of anticollision
protocols in passive RFID is given in [14]. The window
procedure is presented and applied to the query tree (QT)
protocol [15], in the query window tree protocol (QwT), to
decrease the energy consumed by a passive RFID system.
QwT manages to decrease the number of bits transmitted by
the tags which produces a significant decrease in the energy
consumed by the reader. The use of the window forces the
anticollision protocol to add a new type of slot, called go-on
slot, which increases the total number of slots and, therefore,
the total number of bits transmitted by the reader. This is
specially problematic when the reader is asking the tags for
the last part of their identification code (ID), since it needs to
transmit longer commands [14].

This paper presents the contribution of a new protocol
called binary window tree (BwT). This protocol proposes
adding an additional internal counter to the tags which
indicates the last bit of their transmitted ID.Thismodification
allows the adoption of the window in BT. Additionally, the
reader is adapted to working with the window which is tuned
to dynamically adapt its size during the procedure of the
identification using tags with memory. This protocol is later
compared to other state-of-the-art protocols in the literature.
The results show that the novel proposed protocol increases
the throughput of the RFID systemwhile it saves energy using
passive tags.

Subsequently, the rest of the paper is organized as follows.
Section 2 provides background information and related work
on anticollision protocols. Section 3 presents the proposed
BwT protocol. In Section 4 the simulation results of the com-
parison with state-of-the-art protocols are presented. And
Section 5 concludes this paper.

2. Background

In order to properly understand the proposed work, some
concept definitions are introduced here:

(i) A slot determines the period of time that includes a
reader command and a tag response.This time is usu-
ally fixed, but some state-of-the-art works consider it
dynamic, as is the case of this work. Three types of
slots are usually considered upon the number of tags’
responses: a collision occurs when more than one tag
responds in the same slot period; a success slot is given
when only one tag responds to a reader command;
and an idle slot occurs when no tag responds to a
reader command.

(ii) An interrogation cycle is the period of time the reader
needs to identify the whole set of available tags. An
interrogation cycle is composed of several slots.

CWCommand

No response

Reader

Tags

Tag response

CWCommand

Collision slot

Idle slot

Tag response

CWCommand

Success/Go-on slot

Reader

Tag

Reader

Tag

Tag response

tR

T1

T1

T1 T3

T2

T2

tT

tT

Figure 1: Example of a collision/idle/success/go-on slot in the
transmission model used.

(iii) The metric throughput is conceived as the number of
read tags in the unit of time.

Using these main concepts the transmission model
between the reader and the tags can be explained.This model
assumes an ideal channel for transmissions.No physical-layer
and no capture effect (when the reader decodes only the
tag response with the highest power in a collision slot) are
considered here. All tags in the antenna range remain cor-
rectly energized during the interrogation cycle; all tags’
responses are synchronized; and lastly, a collision occurs only
when two different messages or bits are simultaneously trans-
mitted since error transmissions are not considered. These
assumptions are extensively made in other similar anticolli-
sion protocol works proposed [7, 8, 14, 16]. The transmission
model is explained below.

2.1. Transmission Model. The transmission model used is de-
fined in [6], which corresponds to the EPC global C1G2
standard.

Figure 1 shows the link timing of the three types of slots
mentioned (collision, idle, and success) and the go-on slot
explained below. Also, in Definition of Symbols andVariables
a list of all the variables used in the paper is included. The
reader starts transmissions using commands during time
𝑡𝑅. The reader holds the RF downlink carrier, also called
continuous wave CW, so that tags can harvest energy and
respond with their ID. After every reader command there is a
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Figure 2: Example of an identification cycle with BT.

time 𝑇1 needed for the tags to generate their responses and a
time 𝑇2 needed for the reader to receive all the transmissions;
a slot will be considered idle when the reader waits for the
tags’ responses for a time 𝑇3. Additionally, the tag’s response
is produced during time 𝑡𝑇.

With respect to the energy consumption model, 𝐸 rep-
resents the energy consumed by the reader. It is a function
of the time it spends transmitting and receiving information.
An energy model is proposed where the reader transmits the
command and the CW to power up passive tags with power
𝑃𝑡𝑥. In addition, the reader will require extra power 𝑃𝑟𝑥 when
receiving data from the tags.Therefore, the expression used to
calculate the total energy consumed during the interrogation
cycle is shown in

𝐸 = 𝐸𝑐 + 𝐸𝑖 + 𝐸𝑠

=
𝑐+𝑠

∑
𝑗=0

[𝑃𝑡𝑥 × (𝑡𝑅𝑗 + 𝑇1 + 𝑡𝑇𝑗 + 𝑇2) + 𝑃𝑟𝑥 × 𝑡𝑇𝑗]

+
𝑖

∑
𝑗=0

[𝑃𝑡𝑥 × (𝑡𝑅𝑗 + 𝑇1 + 𝑇3)] .

(1)

Here, 𝐸𝑐, 𝐸𝑠, and 𝐸𝑖 represent the energy consumed
during collision, success, and idle slots and 𝑐, 𝑠, and 𝑖 represent
the number of collision, success, and idle slots, respectively.

2.2. RelatedWork. Here, some of themost relevant tree based
protocols in the literature are presented. This will later be
simulated and compared in Section 4.

2.2.1. Binary Tree Protocol. The Binary Tree (BT) protocol
was firstly applied to RFID by Hush andWood in [17]. It uses

a tree to organize and identify all the tags into the reader’s
antenna range. Every time a collision occurs between tags’
responses the responding tags are split into two different
subgroups. These subgroups become increasingly smaller
until they are split into two tags, which can therefore be
identified (see Figure 2).

The reader consecutively interrogates all these subgroups
and tags outside these groups which wait until their subgroup
is chosen for the interaction with the reader. Every time the
protocol reaches a leave of the tree, the reader identifies the
tag and goes back to the last subgroup produced which starts
to be split in a similar manner.

Bertsekas and Gallager then included an internal counter
on every tag which they modify upon the reader commands
[18]. The reader can indicate the three possible slot states.
Upon an idle slot, tags decrease their counters by 1; upon
a collision slot, transmitting tags choose between 0 and 1
randomly, and waiting tags increase their counter by 1; upon
a success, the transmitting tag goes to sleepmode and the rest
of the tags decrease their counters by 1.

2.2.2. Fast Tree Traversal Protocol. Choi et al. proposed the
Fast Tree Traversal Protocol (FTTP) [7] that uses the Maxi-
mum Likelihood Estimation (MLE) to calculate the number
of available tags on the internal nodes of the left branch of the
tree.

The protocol uses BT until the first tag is identified.
This process covers the full left branch of the tree. Then,
the protocol goes step by step back on the different internal
nodes and calculates the number of available tags on the
right branch of those nodes using MLE. FTTP estimates that
the number of tags available on the right branch should be
equal to the number of tags on the left one which is already
known.This is used tomodify the internal counters of the tags
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Figure 3: Example of a communication slot between the reader and a tag.

and separate their responses. FTTP then uses BT whenever a
collision is produced during the identification.

2.2.3. Optimal Binary Tracking Tree Protocol. A BT based
protocol with a bit estimator and bit tracking technology,
referred to as the Optimal Binary Tracking Tree (OBTT)
protocol, is given in [8]. It first employs a bit estimation algo-
rithm to estimate the existing number of tags. Tags choose
to swap one of the bits in a 1-bit string. This string is split
into 𝑥 = 1/𝑘 − 1 segments of the tag ID length 𝑘 and each
portion is transmitted separately to the reader. The reader
uses Chebyshev’s inequality [16] to calculate the estimated
number of bits 𝑛with the number of selected and nonselected
bits received in the tags’ responses. Once 𝑛 is obtained, the
optimal number of queries 𝑚 to initialize a query stack is
calculated using 𝑚 = 0.595824 𝑛. Afterwards, 𝑚 queries are
generated and pushed onto the stack. The rest of the process
is solved using BT. Although the slot efficiency obtained by
OBTT is very high, the preprocessing increases the energy
consumption of the protocol, especially when 𝑥 > 1.

2.2.4. Query Window Tree (QwT). A protocol named Query
window Tree (QwT) protocol which uses a methodology
to manage the number of bits transmitted by the tags is
presented in [14].The “window” is a bit string of size𝑊, where
0 < 𝑊 < 𝑘, responded to by the tags instead of their
full ID. The QwT is a modification of the query tree (QT)
protocol [15] which includes the window methodology in
tags’ responses. As in QT, the reader transmits a command
filled with a bit string, called query of length 𝐿, and the value
of 𝑊 calculated at the reader side. Tags compare the query
with their initial part of their ID and those matching the
reader’s query respond exclusively to the following number
of bits specified by𝑊 from the ID.

Three possible slot statuses can happen at the reader side,
idle, collision, and success, as well as in QT. However, QwT
introduces a new type of slot called go-on, when the reader
receives similar windows of one or more tags simultaneously
and obeys the following condition 𝐿 + 𝑊 < 𝑘. In this case,
the reader has not received the full ID of the tag; therefore it
cannot consider the tag identified.

The window alleviates tags from transmitting large num-
ber of bits upon a collision. However, low𝑊 values can cause

the number of go-on slots to increase. Heuristic function (2)
is proposed in [14] which provide an updated𝑊 value in case
of a go-on slot to decrease its number. 𝛽 parameter is used to
tune the heuristic function.

𝑊 = 𝑘
(𝑘 − 𝛽)2

× 𝐿2. (2)

Using the window, tags transmit fewer bits than that of
the QT to be identified. However, the number of reader bits
required by QwT is larger than that of QT since it uses a lot
of longer queries than the latter.

3. The Proposed BwT Protocol

Here the BwT protocol is presented. This protocol imple-
ments the window methodology into BT. BwT tags use two
counters: a slot counter SC and a bit counter BC; and the
reader, on the other hand, uses another counter 𝑟𝐵𝐶. All tags
update their SC on every slot and transmit when 𝑆𝐶 = 0.
The BC indicates the first bit of its ID to transmit and is
updated adding the 𝑊 value only when the tag is in the
transmitting state (𝑆𝐶 = 0) and a notification of a go-on
slot is received. Therefore, whenever a tag has its counter
𝑆𝐶 = 0, it transmits𝑊 bits starting from BC bit (see Figure 3)
and a cyclic redundancy check code (CRC), similar to that
demanded on the EPC C1G2 standard [6], to differentiate
their responses at the reader.

The reader of BwT follows the same procedure on every
slot. First, it receives the window transmitted by the tags and
checks the type of slot it has received. According to the type
of slot, the reader updates its counter 𝑟𝐵𝐶 to monitor the
length of the already acquired ID of the transmitting tag or
tags and calculates the new𝑊 value to be transmitted. Then,
it transmits a new command containing the status of the last
slot received and the newly calculatedW.

As mentioned before, slots can be idle, success, collision,
and go-on. Pseudocode for the BwT reader and tags is shown
in Algorithms 1 and 2 to perform an identification cycle. This
pseudocode is executed during a specified time until all the
tags in the interrogation zone are identified. In the beginning,
the reader is initialized with 𝑟𝐵𝐶 = 0 and𝑊 = 1. The new
command is assembled with the type of the last slot and the
value of𝑊 and is broadcast to the tags.
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(1) Command = 𝜀
(2)𝑊 = 1
(3) 𝑟𝐵𝐶 = 0
(4) 𝑡𝑎𝑔𝐼𝐷 = []
(5) 𝑘 = 𝐼𝐷.length
(6) while(unidentified tags) do
(7) broadcast(Command,W)
(8) [winID,crcOK] = receiveResponses
(9) if isempty(winMatch) then Command = Idle
(10) else crcOK==0 then
(11) Command = Collision;𝑊 = 1
(12) LIFOpush(tagID)
(13) else
(14) tagID = tagID+winID
(15) rBC = tagID.length
(16) if 𝑟𝐵𝐶 +𝑊 < 𝑘 then
(17) Command = Go-On
(18) 𝑊 = 𝑓(𝑟𝐵𝐶)
(19) else
(20) Command = Success
(21) 𝑊 = 1; LIFOpop(tagID)

Algorithm 1: Pseudocode of BwT. Reader procedure.

(22) sleep = false
(23) 𝑆𝐶 = 0; 𝐵𝐶 = 0
(24) 𝑛𝑊 = 1; 𝑜𝑊 = 1
(25) while (not sleep) do
(26) receive(Command,nW)
(27) switchCommand
(28) case Idle:
(29) SC=SC−1
(30) case Collision:
(31) ifSC==0 then SC=rand()%2
(32) else SC=SC+1
(33) case Go-On:
(34) ifSC==0 then 𝐵𝐶 = 𝐵𝐶 + 𝑜𝑊
(35) case Success:
(36) ifSC==0 then sleep=true
(37) else SC=SC−1
(38) ifSC==0 then
(39) backscatter(ID[BC:BC+nW]); 𝑜𝑊 = 𝑛𝑊

Algorithm 2: Pseudocode of BwT. Tag procedure.

After a certain period of time or after receiving a response,
the reader identifies the type of slot according to the CRC
consistency and takes the following actions depending on the
slot identified:

(i) Idle slot (Algorithm 1 line (9)): when no response is
received, the reader broadcasts a new command “Idle” with
an invariant𝑊.

(ii) Collision slot (Algorithm 1 lines (10)−(12)) occurs
when the reader decodes the received windows and these
are not CRC consistent. The reader needs to remember the
already acquired ID since it may belong to different tags with
a common partial ID. Therefore, the accumulated tag ID

received at that point is stored into a Last Input First Output
(LIFO) stack. Then the reader indicates the new command
“Collision” with𝑊 set to 1 and broadcasts it to the tags.

(iii) Go-on slot (Algorithm 1 lines (16)−(18)) is when the
CRC validates the received window and the condition 𝑟𝐵𝐶 +
𝑊 < 𝑘 is met. The reader updates the partial ID received and
its length with the received window (Algorithms 1 lines (14)-
(15)). Then, 𝑊 is updated using the exponential heuristic
function shown in (3). How 𝑊 is adjusted is given in
Section 3.1.

𝑓 (𝑟𝐵𝐶) = 𝑘 (1 − 𝑒−𝛽×𝑟𝐵𝐶) . (3)

This expression is a practiced deduction to balance the num-
ber of tag transmitting bits and go-on slots. It allows the
reader to choose small 𝑊 when the probability of collision
is prone to increase, providing a small colliding tag bit rate;
while it offers larger 𝑊 when 𝑟𝐵𝐶 increases (and, thus, the
probability of collision decreases), contributing to decrease of
the number of go-on slots. In addition, this𝑊 value is always
delimited by the expression

𝑊 =
{
{
{

𝑓 (𝑟𝐵𝐶) , 𝑊 ≤ 𝑘 − 𝑟𝐵𝐶
𝑘 − 𝑟𝐵𝐶, 𝑊 > 𝑘 − 𝑟𝐵𝐶.

(4)

Lastly, a new command “go-on” with the calculated 𝑊 is
broadcast to the tags.

(iv) Success slot (Algorithm 1 lines (20)-(21)) is when the
CRC validates the receivedwindow and the tag ID is uniquely
defined: 𝑟𝐵𝐶+𝑊 = 𝑘.Then, the ID is stored in a database and
a new partially received ID is popped from the LIFO stack to
continue the identification of the rest of the tags.

The tags’ operation in Algorithm 2 line (25) starts receiv-
ing the reader’s command and acts differently if they have
transmitted in the previous slot (𝑆𝐶 = 0).

(v) If tags remained silent in the previous slot, they update
their SC counter adding in case of collision (Algorithm 2 line
(32)) or subtracting for idle or success (Algorithm 2 lines
(29), (37)).

(vi) If a tag transmitted in the previous slot (𝑆𝐶 = 0), it
performs differently. Upon a collision, the tag chooses a new
SC randomly between 0 and 1; in case of success it goes to
“sleep” state until the next interrogation cycle; and in case of
a go-on command, the tag updates its BC counter with the
previous 𝑊 transmitted (oW), transmits by backscattering
the immediately received𝑊 bits (nW) from the bit indicated
by BC, and attaches the calculated CRC in the response.

An example of an identification of three tags using BwT
is shown in Table 1.This example shows how the counters are
updated upon the different types of slots.

3.1. Tuning 𝛽 in BwT. As previously explained, the reception
of a CRC consistent tag response does not necessarily mean
the identification of a tag.Theuse of thewindow can cause the
tag response to be only part of the ID; that is, 𝑟𝐵𝐶 +𝑊 < 𝑘.

There is a need of dynamically recalculating𝑊 in order to
decrease the number of go-on slots while keeping the number
of tag transmitting bits low. The higher the value of 𝑊, the
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Table 1: Example of an identification cycle of BwT.

Slot Reader Tag 1-0001011 Tag 2-1001010 Tag 3-1110001 Reader interpretation
rBC [tagID] LIFO Command W SC BC SC BC SC BC

(1) 0 [ ] { } 𝜀 1 0 0 0 0 0 0 X
(2) 0 [ ] { } Collision 1 1 0 0 0 0 0 1
(3) 1 [1] { } Go-on 6 1 0 0 1 0 1 X
(4) 1 [1] {1} Collision 1 2 0 1 1 0 1 1
(5) 2 [11] {1} Go-on 5 2 0 1 1 0 2 10001
(6) 1 [1] { } Success 1 1 0 0 1 Sleep — 0
(7) 2 [10] { } Go-on 5 1 0 0 2 1010
(8) 0 [ ] { } Success 1 0 0 Sleep — 0
(9) 1 [0] { } Go-on 6 0 1 1011
(10) 0 [ ] { } Success 1 Sleep — —

lower the number of go-on slots and the higher the number of
tag transmitting bits. A desirable behavior can be found using
exponential equation (3) to search for a balance between these
parameters.The parameter 𝛽 is tuned in order to seek for that
balance.

The simulation results of the energy consumed by the
RFID reader to identify 1 tag, the throughput of the system,
and the number of slots and reader bits needed per tag for
different values of 𝛽 are shown in Figure 4 under a set of 1000
tags (more details about the simulation parameters are also
given in Section 4). The results show that for 𝛽 = [0,13–0,27]
the energy consumed by the reader, and the number of slots,
and reader bits per tag are at their lowest values and the
throughput shows the highest values achieving a compen-
sated balance between go-on slots and tag transmitting bits.
Therefore, a value of 𝛽 = 0,2 is chosen for the comparison
with the state-of-the-art protocols.

4. Simulation Results

This section presents the simulation results of the proposed
protocol using Matlab R2016b with an evaluation of the out-
comes. A comparison between the proposed BwT protocol
and the presented protocols in Section 2.2, BT [17], FTTP [7],
OBTT [8], and QwT [14], is presented here.

A scenario with one reader and a varying set of tags
from 100 to 1000 tags is proposed. These tags are uniformly
distributed and 𝑘 is assumed as 128 bits since it is the most
common ID length that is currently used in the standard EPC
C1G2 (96 bits of Electronic ProductCode+ 16 bits of Protocol
Control + 16 bits of CRC) [6]. The tag IDs are uniformly
distributed and dynamically generated with varying random
seed values for every simulation iteration. The simulated
responses have been averaged over 100 iterations for accuracy
in the results. Table 2 shows the parameters used in the
simulations. Tari, the time interval for a data 0 transmission,
is set to the standard’sminimumof 6.25𝜇s for the highest data
rate (same for reader and tag), conditioning, RTCal, TRCal,
T1, T2, and T3 in accordance with the EPC standard [6]. 𝑃𝑡𝑥
and 𝑃𝑟𝑥 were obtained from [15].

Presented in Figure 1 is the link timing of the four typical
types of slots to perform identification time calculations and

Table 2: Parameters used in simulations.

Parameter Value
Tari 6.25 𝜇s
data rate 160 kbps
RTCal 18.75 𝜇s
TRCal 24.38 𝜇s
𝑇1 18.86 𝜇s
𝑇2 8.13 𝜇s
𝑇3 37.5 𝜇s
Ptx 825mW
Prx 125mW

(1) for energy calculations. The duration of each slot can be
different, and bits 0 and 1 have been considered as 1 Tari for
easiness in calculations. This, in fact, has been applied to all
the protocols, ensuring fairness in the comparison.

The length of the reader commands is set to 3 bits for
all the compared protocols, enough to encode all the needed
commands. BwT, in addition, attaches 𝑊 represented with
log2𝑊+1 bits; andQwT uses the length of the query on every
slot plus the corresponding𝑊 bits. Tag responses are 𝑘 bits
long, except for BwT and QwT which use𝑊 bits and a CRC
of 5 bits and OBTT which transmits the following ID bits to
the received query after the estimation phase.

Figure 5 shows the throughput and the total number
of bits used by the RFID system in the comparison of the
simulated protocols. The calculation of the throughput is
based on the total number of bits transmitted by the reader
and the tags. BwT shows the highest throughput, slightly over
OBTT. The use of the window increases the number of slots
needed to identify the set of tags due to the generation of
go-on slots. OBTT splits the initial set of tags in smaller
subsets and therefore decreases the number of collisions and
total slots. BwT, however, reduces the length of tag responses
causing a BwT collision to spend less time than that of an
OBTT. This is directly reflected on the throughput, meaning
that the time BwT spends with go-on slots plus the time saved
in collisions with low 𝑊 values is less than the time OBTT
spends on collisions.
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Figure 4: Selected 𝛽 = 0,2 to obtain a high throughput, and a reduced energy consumption, low number of slots, and reader bits per tag in
an interrogation cycle.

The window, therefore, contributes to reducing the num-
ber of tag transmitting bits, which is shown on Figure 5(b)
showing BwT as the least bit consuming protocol. Although
QwT also uses the window, the excessive number of bits
demanded by the reader transmitting queries causes a higher
increase in the total number of bits than that of the BwT,
decreasing also the throughput of the system. OBTT presents
good results also in both metrics thanks to its estimation
phase at the beginning of the identification and the use of
Manchester coding in the interrogation of the tags. This

codification helps the reader to track collisions bit by bit,
which in the end affects the total number of bits transmitted
by reducing them. FTTP also presents an estimation phase in
the beginning; however, it does not use Manchester coding
and cannot reach the throughput of OBTT.

Simulations results per tag are shown in Figure 6. The
energy consumed by the reader to identify 1 tag is shown
in Figure 6(a). The energy consumed has been calculated
using (1). In this comparison, BwT outperforms the other
compared protocols for all the different sets of tags. The
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energy consumed to identify 1 tag is not affected by the total
number of tags existing in the range of the antenna in BwT.
OBTT and FTTP, however, show slight increases in dense and
low populated tag environments, respectively. QwT shows
a high increase when there are a few tags on the range of
the reader’s antenna and BT shows the worst results of the
comparison.

As the bit window technique modifies the number of tag
transmitting bits per slot, Figure 6(b) shows the improvement
caused by the window in QwT and BwT as the least tag bit
transmitting protocols, quite the opposite of BT. Although
BwT and QwT tags need to use CRCs, they transmit the low-
est number of bits.

The decrease in tag transmitting bits shown by the
windowed protocols BwT and QwT is achieved at the cost of
an increase in go-on slots. Figure 6(c) presents both protocols
as the most slot consuming protocols to identify a tag. FTTP
and OBTT, using the estimation phase, provide the best
performance in terms of slots, where the bit tracking protocol
OBTT stands out with only 2 slots to identify a tag. Notice
also that despite the need of both windowed protocols of the
highest number of slots, BwT saves more than 50% of the
reader bits transmitted compared with that of QwT. QwT
tags demand that the reader transmit long queries, which
increases the number of reader bits.

Summing up, BwT reduces the number of tag transmit-
ting bits thanks to the use of the window and avoids transmit-
ting queries. This fact results in a deep reduction of the total
transmitted bits reducing the energy consumed by the reader
and increasing the throughput of the RFID system. These
results show evidence of BwT being a good candidate which
seeks for a high throughput under low energy consumption.

5. Conclusions

An anticollision protocol, called BwT, has been presented in
this paper. BwT applies the window procedure to the BT pro-
tocol including an additional counter in the tags in order to
manage the number of ID bits they transmit and the bits they
have already transmitted. BwT has been compared to several
state-of-the-art anticollision protocols outperforming them
in terms of throughput and decreasing the energy consumed
by the reader to identify 1 tag. Therefore, simulations showed
that BwT can be considered as a good RFID anticollision
candidate in passive RFID systems.

Definition of Symbols and Variables

𝑡𝑅: Time needed to transmit a reader
command

𝑡𝑇: Time needed to transmit a tag response
𝑇1: Time the tags need to generate a response
𝑇2: Time the reader needs to receive a

response
𝑇3: Max. time a reader waits before

considering the slot idle
𝑃𝑡𝑥: Reader transmission power
𝑃𝑟𝑥: Reader reception power
𝐸: Energy consumed by reader

𝑘: Length of a tag ID
𝐿: Length of a query
𝑊: Size of the window.
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With the advent of the Internet of Things (IoT) era, we are experiencing rapid technological progress. Billions of devices are
connected to each other, and our homes, cities, hospitals, and schools are getting smarter and smarter. However, to realize
the IoT, several challenging issues such as connecting resource-constrained devices to the Internet must be resolved. Recently
introduced Low Power Wide Area Network (LPWAN) technologies have been devised to resolve this issue. Among many LPWAN
candidates, the LongRange (LoRa) is one of themost promising technologies.TheLongRangeWideAreaNetwork (LoRaWAN) is a
communication protocol for LoRa that provides basic security mechanisms. However, some security loopholes exist in LoRaWAN’s
key update and session key generation. In this paper, we propose a dual key-based activation scheme for LoRaWAN. It resolves the
problem of key updates not being fully supported. In addition, our scheme facilitates each layer in generating its own session key
directly, which ensures the independence of all layers. Real-world experimental results compared with the original scheme show
that the proposed scheme is totally feasible in terms of delay and battery consumption.

1. Introduction

Today, we are living in the Internet of Things (IoT) era
where billions of IoT devices are deployed all over the world.
According to a report from Ericsson [1], the number of
connected IoT devices will reach 28 billion by 2021. These
devices produce a massive amount of data and transfer the
information to cloud servers, which can be accessed anytime
and anywhere. Revolutionary changes are brought into our
lives.

Many approaches have been taken to realize various types
of communication used in the IoT environment. In the last
few years, short-range communication technologies, such
as Bluetooth, ZigBee, and Z-Wave, have been popular for
utilizing resource-constrained IoT devices because of their
low energy consumption [2]. However, their short commu-
nication range makes them difficult to use for important IoT
applications that require a wide communication range, such
as smart city [3]. Although cellular networks provide a wide
coverage area, they are also not fully suitable for the IoT
environment because of its complexity and cost [4]. To com-
plement the shortcomings of these conventional approaches,

Low Power Wide Area Networks (LPWAN) technologies
have recently been developed.They are devised to enable long
range communication with low battery consumption. With
these technologies, even resource-constrained small sensors
or actuators can send messages up to tens of kilometers and
survive for several years even without a power source [5].

Among the recently proposed LPWANtechnologies, such
as SigFox, LoRa,Weightless, Ingenu, and Telensa, LoRa is one
of themost competitive technologies because of its low power
consumption and low cost design [6]. LoRa is a physical
layer protocol that enables low power and long-distance
communication up to 15 km using chirp spreading spectrum
modulation [4]. LoRaWAN is an upper layer protocol based
on LoRa that defines the structure and operation of the
entire system [7]. LoRaWAN’s asynchronous communication
scheme enables much longer battery lifetime by reducing the
overhead caused by synchronization [5].

While many LPWAN technologies are primarily focused
on issues such as battery consumption and communication
range, security is also an important issue. In the IoT environ-
ment, the importance of security becomes much greater than
ever before.The IoT can be a big threat to privacy because it is
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closely related to a user’s real life. Moreover, the damage from
security incidents can be unprecedentedly enormous due to
the large scale and connectivity of the IoT environment. To
prepare for this situation, previous studies on IoT security [8–
10] have addressed some important factors, one of which is
key management. According to the research, cryptographic
keys can be leaked through various attacks, considering that
IoT sensing devices are usually deployed where the attacker
can access them. This can be applied to LoRaWAN as well.
LoRaWAN specifications [7] emphasize that the key must be
uniquely managed to minimize the damage caused by key
leakage. This means that when the key is extracted from an
end node, it should not affect the other nodes. However, it
is not enough and problems still occur with key updates.
Although LoRaWAN uses cryptographic keys for several
security mechanisms, such as authentication, encryption,
and integrity checking, the current LoRaWAN specifications
provide update of these keys partially. In some cases, an end
node may have to keep using certain keys without changing
them during its lifetime. Thus, at some point in the future, if
the key is leaked, all the data that the end node has transferred
may be passed on to the attacker. To prepare for the attack,
keys must be updated periodically, as pointed out in many
previous studies [11–14]. How the session key is created in
the current LoRaWAN is also problematic. As depicted in
Figure 1, each session key is used in a different layer. Thus,
the current way in which both session keys are only created
by a network server can violate the independence between
layers. According to [15], this system could lead to a conflict
of interest between the network server and the application
server.

In this paper, we propose a dual key-based activation
scheme with a new key called a network key (NwkKey).
Our scheme resolves the problem that key updates are not
available in some cases. We also redefine the operation of
each server in the key generation process. In our scheme, a
network server and an application server generate a network
session key (Nwk SKey) and an application session key
(App SKey), respectively, so that each layer works completely
independently. Moreover, our scheme does not require any
additional entities such as a trusted third party. Finally, we
demonstrate the feasibility of our scheme through a real-
world test. To the best of our knowledge, this is the first
attempt to improve the security of LoRaWAN activation.

The rest of this paper is organized as follows. Section 2
provides related works. Section 3 is about LoRaWAN archi-
tecture. In Section 4, we provide basic information about
LoRaWAN end node activation. In Section 5, a detailed
explanation of our proposed scheme is provided. Section 6 is
a security analysis of our scheme. In Section 7, we evaluate
the performance of our scheme. Section 8 provides our
conclusion about this research.

2. Related Works

A security report [16] written by Miller of MWR Infos-
ecurity provides LoRaWAN’s possible vulnerabilities and
countermeasures as well as basic description of LoRaWAN
security. According to the report, all LoRaWAN entities

should be prepared for vulnerabilities that can occur during
keymanagement, communications, and Internet connection.
Especially in case of an end node, the report emphasizes that
even if cryptographic keys are leaked through side channel
attacks, this should not affect other parts of the system.

In [15], Girard of Gemalto pointed out a problem
with LoRaWAN’s key provisioning method. In the current
LoRaWAN, the network server generates both session keys.
This means that the network server generates even the
application session key to be used by the application server.
According to [15], this could lead to a conflict of interest
between the network server and the application server. As
a solution to this problem, the author proposes a new
LoRaWAN network structure with the trusted third party.

In [17], Zulian analyzed the DevNonce of LoRaWAN.The
DevNonce is a random number generated by the end node.
It is used for replay attack prevention as well as session key
generation. Replay attack prevention works in such a way
that the network server determines an invalid message by
checking whether previously used DevNonce is contained
or not. The author mathematically analyzed the method and
determined that the end node can be unavailable with a
certain probability under the current DevNonce system. To
alleviate this problem, the author proposed increasing the size
of the DevNonce field to 24 or 32 bits.

Naoui et al. proposed a new security architecture for
LoRaWAN [18]. Their scheme uses the concept of a proxy
node, which performs several other functions, including the
basic function of the conventional LoRaWAN gateway. In
particular, proxy nodes evaluate each other’s trustworthiness
to create a table and forward it to the end node.The end node
can then communicate through the proxy node that has the
highest trust value.

The current LoRaWAN has problems with key update
and session key generation. In the case of the key update,
it has not been addressed in any LoRaWAN security study,
despite its seriousness. The solution proposed by [15] to
solve the problem of session key generation also has some
disadvantages. Because of the newly added trusted third
party, the whole join procedure becomes more complex and
communication overhead is increased. It is also difficult to be
applied to the existing LoRaWAN network already deployed
without the trusted third party. In this paper, we propose a
dual key-based activation scheme that fully supports the key
update and resolves the problem of session key generation
without any additional entities.

3. LoRaWAN Architecture

In this section, we briefly describe the architecture of the
LoRaWAN network and its entities. We also provide a
description of the protocol architecture and message format
that are used in the LoRaWAN network environment.

3.1. LoRaWAN Network Architecture. As shown in Figure 1,
the LoRaWAN network uses a star topology in which an
end node can send messages to multiple gateways that
communicate with the network server. Since an end node
does not belong to a specific gateway, more than one gateway
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Figure 2: LoRaWAN protocol architecture.

can receive a message sent by an end node [19]. LoRa radio
technology is used in communications between an end node
and the gateways. The gateways and network server are
connected via standard IP connections. The following is a
brief description of the entities defined in the LoRaWAN
specifications [7].

(i) End node: a LoRaWAN end node is typically used to
send small amounts of data at low frequencies over
long distances. It can be utilized in various fields such
as smart city, smart building, factory automation,
farm automation, and logistics.

(ii) Gateway: a LoRaWAN gateway receives packets from
the end node via a LoRa radio link. It then forwards
them to the network server through the IP connec-
tion.

(iii) Network server: the LoRaWAN network server man-
ages the entire network. When it receives packets, it

removes the redundancy of packets and performs a
security check and then determines the most suitable
gateway to send back an acknowledgement message.

3.2. LoRaWAN Protocol Architecture. Figure 2 shows the
protocol architecture of LoRaWAN. As shown in this figure,
LoRaWAN’s protocol consists of aMAC layer and an applica-
tion layer, and it operates based on the LoRa physical layer.
The packet format is displayed in Figure 3. The maximum
payload lengths 𝑀 and 𝑁 vary with the data rate. It is
specified in [20].

(i) MAC layer: the packet processed in the MAC layer
consists of a MACHeader (MHDR), a MAC Payload,
and a Message Integrity Code (MIC). In a join proce-
dure for end node activation, theMACPayload can be
replaced by join request or join accept messages. The
entireMACHeader andMACPayload portion is used
to compute theMIC value with a network session key
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(Nwk SKey). The MIC value is used to prevent the
forgery of messages and authenticate the end node.

(ii) Application layer: the MAC Payload handled by the
application layer consists of a FRM Header (FHDR),
an FPort, and a FRM Payload. The FPort value is
determined depending on the application type. The
FRM Payload value is encrypted with an application
session key (App SKey). This encryption is based on
the AES 128 algorithm.

4. LoRaWAN End Node Activation

When a new end node is added to a LoRa network, it should
go through an activation process. Through the activation

process, both session keys are shared between the end node
and the network server. Currently, LoRaWAN provides two
types of activation methods. One is over-the-air activation
(OTAA) and the other is activation by personalization (ABP).

4.1. Over-the-Air Activation. In the OTAA mode, an end
node communicates with the network server to perform the
activation process, which is called join procedure. According
to the LoRaWAN specifications [7], the OTAA mode is used
when an end node is deployed or reset. Figure 4 shows the
LoRaWAN join procedure. A detailed explanation of each
step is as follows.

(i) Join request message: by sending a join request
message, the end node starts the join procedure.
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DevEUI, AppEUI, and DevNonce are included in the
join request. DevEUI and AppEUI refer to the global
end node and application identifier, respectively.They
follow the IEEE EUI-64 address space format. The
DevNonce is a random number generated by the end
node. The MIC value of join request is calculated by
the following formula:

𝑐𝑚𝑎𝑐 = 𝑎𝑒𝑠128 𝑐𝑚𝑎𝑐 (𝐴𝑝𝑝𝐾𝑒𝑦,𝑀𝐻𝐷𝑅 | 𝐴𝑝𝑝𝐸𝑈𝐼 |

𝐷𝑒V𝐸𝑈𝐼 | 𝐷𝑒V𝑁𝑜𝑛𝑐𝑒)

MIC = 𝑐𝑚𝑎𝑐 [0 ⋅ ⋅ ⋅ 3] .

(1)

An application key (AppKey) is preshared between
the end node and the network server.

(ii) After the network server receives the join request, it
performs the replay attack prevention process, which
is based on the DevNonce. If the DevNonce in the
join request is previously used, the network server
determines that the message is invalid and that the
join process will fail. If the message is valid, the
network server authenticates the end node with the
MIC value. If the end node passes the authentication,
the network server generates an Nwk SKey and an
App SKey by the following formula:

𝑁𝑤𝑘 𝑆𝐾𝑒𝑦 = 𝑎𝑒𝑠128 𝑒𝑛𝑐𝑟𝑦𝑝𝑡 (𝐴𝑝𝑝𝐾𝑒𝑦, 0x01 |

𝐴𝑝𝑝𝑁𝑜𝑛𝑐𝑒 | 𝑁𝑒𝑡𝐼𝐷 | 𝐷𝑒V𝑁𝑜𝑛𝑐𝑒 | 𝑝𝑎𝑑16)

𝐴𝑝𝑝 𝑆𝐾𝑒y = 𝑎𝑒𝑠128 𝑒𝑛𝑐𝑟𝑦𝑝𝑡 (𝐴𝑝𝑝𝐾𝑒𝑦, 0x02 |

𝐴𝑝𝑝𝑁𝑜𝑛𝑐𝑒 | 𝑁𝑒𝑡𝐼𝐷 | 𝐷𝑒V𝑁𝑜𝑛𝑐𝑒 | 𝑝𝑎𝑑16) .

(2)

AppNonce is a random number generated by the
network server. NetID is a 24-bit field. Its 5 LSBs are
called NwkID which is used to separate addresses of
geographically duplicated LoRa networks. The other
bits of NetID can be freely determined by the network
server.

(iii) Join accept message: a join accept message contains
AppNonce, NetID, DevAddr, DLSettings, RxDelay,
and CFList. The DevAddr is a 32-bit identifier of the
end node within the current network. The 7 MSBs of
DevAddr are referred to as the NwkID, which is also
contained in NetID. The other bits can be arbitrarily
chosen by the network server. DLSettings contains
several values related to the downlink configuration.
RxDelay is a delay between the transmission and
reception process. CFList is an optional field that is
about channel frequencies. Finally, the whole join
accept message is encrypted with the AppKey.

(iv) Transfer App SKey: since the App SKey is devised
to secure end-to-end communications between the
end node and the application server, it should be
transferred from the network server to the application
server. The LoRaWAN specification does not specify

when and how to exchange App SKey with the appli-
cation server. We thought it is an essential part and so
included it in the join procedure.

(v) After receiving the join accept message, the end node
decrypts it and generates session keys using extracted
parameters.

4.2. Activation by Personalization. ABP is the way in which
an end node can belong to a particular LoRa network without
performing a join procedure under certain circumstances. In
theABPmode, the end node does not haveDevEUI, AppEUI,
and AppKey, which are essential for join procedure. Instead,
both session keys required for LoRaWAN communications
and DevAddr are preloaded on the end node.

4.3. Problem Statement

(1) OTAAkeyupdate: in theOTAAmode, authentication
and session key agreement is performed using the
AppKey preshared between the end node and the
network server. In this process, one of the most
critical problems is that updating the AppKey is not
supported by the LoRaWAN specifications. Under the
current standard, session keys can be updated several
times, but the AppKey that is used to generate them
cannot be updated. In other words, the end node has
to use only one AppKey for a lifetime. As pointed
out in several previous IoT security studies [8–10],
we have to prepare for key leakage, which can have
various causes, such as node capture attacks and side
channel attacks.

In this respect, LoRaWAN AppKey, which cannot be
updated, can cause serious security problems. If the
AppKey is leaked by an attacker, the attacker can get
the contents of all join accept messages that have been
sent up to that point. As shown in (2), AppNonce,
NetID, and DevNonce are used to generate session
keys. Among them, the AppNonce and NetID are
contained in the join accept message. The DevNonce
can easily be obtained in the join request transmitted
without encryption. By using these parameters, the
attacker can restore all the session keys used in the
past. Thus, the attacker can steal all the data that the
target node had previously transmitted. From this
perspective, many previous studies on key manage-
ment [11–13] and NIST [14] have emphasized that the
key must be updated periodically.

(2) ABP key update: in the ABP mode, the AppKey is
not preloaded on the end node. Since the AppKey
is essential to the join procedure, the end node
cannot perform it, which means that there is no
way of updating session keys. Therefore, in the ABP
mode, the end node must use the same session key
throughout its lifetime. This can also pose a similar
security threat to the end node, as discussed in (1).
If the attacker successfully steals these keys, he or she
can get all the data sent from the target node that were
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Figure 5: Dual key join procedure.

protected by the session keys. This is why supporting
the key update in theABPmode is an important issue.

(3) Session key generation: under the current LoRaWAN
session key generation system, the network server
generates all the session keys alone. Since the
Nwk SKey and the App SKey are used in different
layers, this system does not guarantee independence
between layers. According to [15], there is even the
risk that the network server with the App SKey
can intercept the application layer data. Thus, we
need to construct a new system in which each layer
independently generates its own session key.

5. Dual Key-Based End Node Activation

5.1. Dual Key-Based Over-the-Air Activation. Compared to
the original join procedure, the notable feature of our scheme
is the existence of the NwkKey. The NwkKey has the same
properties as the AppKey. They are of the same length and
should not be deduced from the public information of the end
node. They should not also be shared with other end nodes.
In our scheme, the NwkKey and the AppKey are preloaded
together on the end node. The NwkKey is shared with the
network server, and the AppKey is with the application
server. During the proposed join procedure, Nwk SKey and
App SKey are generated from the NwkKey and the AppKey,
respectively.

Our scheme works in two modes, initial and noninitial.

(1) Initial Join Procedure. The initial mode is applied when
an end node performs the join procedure for the first time.

Figure 5 represents the proposed initial join procedure, and
the details are as follows.

(i) Join request: the join request message is created in
the samemanner as the original scheme.Themessage
includes AppEUI, DevEUI, and DevNonce. The MIC
is also calculated in the same way, except that the
NwkKey is used instead of theAppKey. In our scheme,
preshared key between the end node and the network
server is not the AppKey but the NwkKey.

𝑐𝑚𝑎𝑐 = 𝑎𝑒𝑠128 𝑐𝑚𝑎𝑐 (NwkKey,𝑀𝐻𝐷𝑅 | 𝐴𝑝𝑝𝐸𝑈𝐼 |

𝐷𝑒V𝐸𝑈𝐼 | 𝐷𝑒V𝑁𝑜𝑛𝑐𝑒)

MIC = 𝑐𝑚𝑎𝑐 [0 ⋅ ⋅ ⋅ 3] .

(3)

(ii) On receipt of the join request, the network server
authenticates the end node by recalculating the MIC
value. Since the end node and the network server
share theNwkKey, the end node can be authenticated.
If the message is valid, the network server generates
the Nwk SKey with the NwkKey and transfers NetID
and DevNonce to the application server.

𝑁𝑤𝑘 𝑆𝐾𝑒𝑦 = 𝑎𝑒𝑠128 𝑒𝑛𝑐𝑟𝑦𝑝𝑡 (NwkKey, 0x01 |

NwkNonce | 𝑁𝑒𝑡𝐼𝐷 | 𝐷𝑒V𝑁𝑜𝑛𝑐𝑒 | 𝑝𝑎𝑑16) .
(4)

Compared to the original join procedure, the
NwkNonce and the NwkKey are used instead of
the AppKey and the AppNonce. The NwkNonce
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is a random number that has essentially the same
properties as the AppNonce.

(iii) Application server generates an App SKey after
receiving the NetID and DevNonce from the network
server. The generation method is as follows:

𝐴𝑝𝑝𝑆𝐾𝑒𝑦 = 𝑎𝑒𝑠128 𝑒𝑛𝑐𝑟𝑦𝑝𝑡 (AppKey, 0x01 |

AppNonce | 𝑁𝑒𝑡𝐼𝐷 | 𝐷𝑒V𝑁𝑜𝑛𝑐𝑒 | 𝑝𝑎𝑑16) .
(5)

(iv) When the App SKey generation is completed, the
application server sends the AppNonce to the net-
work server. At this time, the AppNonce is encrypted
with the AppKey. Since the network server does not
have the AppKey, it cannot decrypt the ciphertext.

(v) Join accept message: after receiving the encrypted
AppNonce from the application server, the network
server sends a join accept message. In the proposed
scheme, theNwkNonce and the encryptedAppNonce
are included. The rest is the same as the original join
accept message. The entire message is encrypted with
the NwkKey before transmission.

(vi) The end node decrypts the join accept message. After
that, it generates the Nwk SKey and the App SKey
with the extracted parameters.

When communication is initiated with the newly created
session keys, the end node and both servers immediately
discard the NwkKey and the AppKey. This is to prevent the
key from being leaked by the attacker in the future.

(2) Noninitial Join Procedure. If the end node already joined
to the network through the initial join procedure needs to
perform join procedure again, the noninitial join procedure
is performed. The noninitial mode is almost the same as
the initial mode, except that the session keys created in the
previous join procedure are used instead of the NwkKey and
the AppKey. In other words, the noninitial join procedure
is the process of creating new session keys from the old
session keys. The joined end node no longer has the NwkKey
and the AppKey. Therefore, subsequent join procedures are
performed in the noninitial mode. Through this process, the
end node can update the keys used for LoRaWAN’s security
mechanisms.

5.2. Dual Key-Based Activation by Personalization. In the
current LoRaWAN’s ABP mode, both session keys and
DevAddr are directly mounted on the end node. Since there
are no DevEUI, AppEUI, and AppKey, the join procedure
cannot be performed. This means that the session keys
mounted on the end node cannot be automatically updated.
For the absence of an AppKey, our proposed noninitial join
procedure that utilizes both session keys can be a solution.
However, a problem still remains, in that the join request
cannot be made due to the absence of DevEUI and AppEUI.
Therefore, we propose a new join request for ABP mode as
follows:

𝐽𝑜𝑖𝑛𝑅𝑒𝑞𝑒𝑠𝑡𝑓𝑜𝑟𝐴𝐵𝑃 = [𝐷𝑒V𝐴𝑑𝑑𝑟 | 𝐷𝑒V𝑁𝑜𝑛𝑐𝑒] . (6)

It uses DevAddr as an identifier. All the other steps, such
as session key generation and join accept processing, can be
done in the samemanner as the noninitial join procedure. As
a result, the end node activated via ABPmode can also update
its session keys.

6. Security Analysis

6.1. Basic Security Mechanisms. Our scheme satisfies the
same security requirements as LoRaWAN, such as authen-
tication, message integrity, data confidentiality, and replay
attack prevention. End node authentication is achieved by
using the NwkKey and the MIC value. When a join request
arrives, the network server authenticates the end node by
recalculating the MIC value with the NwkKey. The MIC is
also used for message integrity checking. If the recalculated
MIC value is different from the transmitted one, this means
that the message is manipulated by unauthorized entities.
Application data is encrypted by the App SKey. In the current
LoRaWAN, since the network server generates the App SKey,
application data confidentiality may not be perfectly guar-
anteed. However, in the proposed scheme, the App SKey is
only shared between the end node and the application server.
Thus, application data confidentiality is guaranteed. Replay
attack prevention is provided by the DevNonce. When a
previously used DevNonce is contained in a join request, the
network server considers it invalid.

6.2. KeyUpdate. In the current LoRaWANactivation process,
the key update is not fully supported. In the OTAAmode, the
end node cannot update the preloaded AppKey and in the
ABP mode, preloaded session keys cannot be updated. The
end nodemust use these keys for a lifetime without updating.
Thus, if the key is stolen by the attacker, he or she can steal all
the data that the target node had previously transmitted.

On the contrary, in our scheme, the end node can update
keys in any cases. Regardless of the activation mode in which
the end node is activated, the end node can update the
key using the proposed initial or noninitial join procedure.
Another important aspect of our scheme is that once the key
is updated, the previously used key is discarded. In case of
the initial join, preloadedNwkKey andAppKey are discarded
after the procedure is done.Through the noninitial join, both
previously used session keys are discarded. All keys are valid
only for the session in our scheme.Thus, the data transmitted
in the previous sessions can be protected even if the current
session keys are leaked.

6.3. Session Key Generation. LoRaWAN network communi-
cation consists of two layers. Each layer has a different session
key. Under the current LoRaWAN session key generation
system, the network server creates both session keys. There-
fore, the security mechanism of each layer is not completely
isolated. The network server with the App SKey can access
the application layer data, which should not be permitted.

However, in our scheme, each layer generates its own
key. The network server creates the Nwk SKey, and the
application server creates the App SKey. This means that the
network server is no longer involved in creating App Skey
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(a) End node: SK-IM880B demo board (b) Gateway: Raspberry Pi2 with IMST IC880A board

Figure 6: LoRaWAN devices.

and cannot access the application layer data. Thus, compared
with the previous method, each layer independently operates
a security mechanism.

7. Performance Evaluation

We performed a real-world experiment to demonstrate the
feasibility of the proposed scheme. In this section, we provide
detailed information on the experimental environment and
an analysis of the experimental results.

7.1. Experimentation Environment

(1) Hardware Environment. We have installed a private
LoRaWAN network consisting of four entities: the end node,
gateway, network server, and application server. Figure 6
shows LoRaWAN devices that we used in this experiment.
Hardware specification is shown in Table 1.

(i) End node: we installed the end node by uploading the
source code [21] provided by Semtech to the demo
board included in SK-IM880B [22].

(ii) Gateway: wemade a gateway device by connecting the
Raspberry Pi 2 and IMST IC880A [23] board accord-
ing to the tutorial [24, 25] provided by Semtech and
The Things Network. We uploaded the LoRaWAN
gateway source code [26, 27] provided by Semtech to
complete the gateway installation.

(iii) Network server: there are open source projects for
implementing LoRa network server [28, 29]. We
established the network server by installing these
source codes on Ubuntu OS.

(iv) Application server: there is also an open source
project for LoRa application server [30]. It is installed
on our application server computer, which runs on
Ubuntu OS.

We implemented the proposed scheme by modifying the
source code on each entity.

(2) Network Environment. We installed the network environ-
ment according to [20]. In this document, parameters related

Table 1: Hardware specification.

End node STM32L151CB MCU, 128K Flash, 10K
RAM, IM880B-L Module

Gateway Raspberry Pi 2 with IC880A, Wi-Fi
connection

Network server Intel Core i5-470UM 1.33GHz CPU, 4G
RAM, Ethernet connection

Application server Intel Core 2 6600 2.4GHz CPU, 4G
RAM, Ethernet connection

to LoRa transmission, such as default channels, frequency,
date rate, and delays, are specified.

(i) Band: in South Korea where we have conducted ex-
periments, the LoRa dedicated band is 920–923MHz
[20]. Currently, however, student researchers face dif-
ficulty in obtaining experimental equipment for the
band. Therefore, we conducted experiments with EU
863–870MHz band equipment, which can be easily
purchased online. Although the band is being used
for other purposes in South Korea, we determined
that simply verifying the feasibility of our scheme is
possible.

(ii) Reception windows: Figure 7 shows when reception
windows open in an end node. After completion of
the join request transmission, the end node opens
two reception windows. A join accept packet can be
received only when the reception window is open.
The first reception window (RX1) is opened Join
Accept Delay1 seconds after the completion of the
join request transmission. The Join Accept Delay1 is
defined as 5 seconds for EU band. By default, the
join accept packet received by RX1 uses the same
frequency and same date rate as the join request. The
second reception window (RX2) opens after the Join
Accept Delay2 and uses the predefined channel. The
Join Accept Delay2 is defined as 6 seconds for EU
band. The network server decides which reception
window to use when creating a join accept message.
Since the predefined channel for RX2 is not contained



Wireless Communications and Mobile Computing 9

Join request
transmission

Join Accept Delay1

Join Accept Delay2

RX1
Open

RX2
Open

Figure 7: LoRaWAN reception windows.

4500

4700

4900

5100

5300

5500

To
ta

l j
oi

n 
de

lay
 (m

s)

3 5 971 43373531 47 4925 27 2921 331917 39 4115 4513 2311

Trial (count)

Original
Dual

Figure 8: Total join delay.

in the default channel list provided in [20], we use RX1
as a default setting in our experiment.

7.2. Experimentation Results. In this section, we provide the
experimentation results. Our proposed scheme has addi-
tional work on the end node and server-side compared to
the original scheme. This may increase delay and battery
consumption. Thus, we compared with the proposed initial
join procedure and the original join procedure in terms of
delay and battery consumption, which are key elements of
feasibility.

(1) Delay. At first, we measured the total join delay from the
end of the join request transmission until the end of the join
procedure on the end node. Figure 8 shows the experimental
result after performing the original join procedure and
the proposed initial join procedure 50 times, respectively.
Some of the abnormal values seemed to be caused by the
temporarily impaired LoRa wireless link. Table 2 shows the
average time spent on each scheme. According to the results,
the total join delay in the proposed initial join procedure
increased by about 18ms on average. To find out the cause
of the increase in delay, we analyzed how the delay occurs at
each step of the join procedure. Figure 9 shows the structure
of the delay that occurs in the join procedure. Both original

Table 2: Total join delay.

Total join delay
Original join 5057.92ms
Proposed initial join 5076.64ms

and proposed join procedure follow this structure. According
to the structure, the total delay can be expressed as follows.

𝑇𝑜𝑡𝑎𝑙𝐽𝑜𝑖𝑛𝐷𝑒𝑙𝑎𝑦 = 𝐶𝑜𝑚𝐷𝑒𝑙𝑎𝑦𝑗𝑜𝑖𝑛𝑟𝑒𝑞

+ 𝐽𝑜𝑖𝑛𝐷𝑒𝑙𝑎𝑦𝑔𝑎𝑡𝑒𝑤𝑎𝑦

+ 𝑃𝑟𝑜𝑐𝑇𝑖𝑚𝑒𝑗𝑜𝑖𝑛𝑎𝑐𝑝𝑡

+ 𝐶𝑜𝑚𝐷𝑒𝑙𝑎𝑦𝑗𝑜𝑖𝑛𝑎𝑐𝑝𝑡.

(7)

𝐶𝑜𝑚𝐷𝑒𝑙𝑎𝑦𝑗𝑜𝑖𝑛𝑟𝑒𝑞 means join request communication
delay between the end node and gateway. 𝐽𝑜𝑖𝑛𝐷𝑒𝑙𝑎𝑦𝑔𝑎𝑡𝑒𝑤𝑎𝑦
means gateway join delay. 𝑃𝑟𝑜𝑐𝑇𝑖𝑚𝑒𝑗𝑜𝑖𝑛𝑎𝑐𝑝𝑡 means the join
accept processing time of the end node. 𝐶𝑜𝑚𝐷𝑒𝑙𝑎𝑦𝑗𝑜𝑖𝑛𝑎𝑐𝑝𝑡
means join accept communication delay between the gateway
and end node.

(1) 𝐶𝑜𝑚𝐷𝑒𝑙𝑎𝑦𝑗𝑜𝑖𝑛𝑟𝑒𝑞: the join request had no differ-
ence between the proposed scheme and the original
scheme. Therefore, it can be assumed that the same
delay occurs.

(2) 𝐽𝑜𝑖𝑛𝐷𝑒𝑙𝑎𝑦𝑔𝑎𝑡𝑒𝑤𝑎𝑦: as depicted in Figure 9, the gateway
join delay is the time when the join request packet is
received on the gateway until the join accept packet
starts sending. This value mainly consists of server-
side processing time and gateway waiting time. At
the end node, RX1 is opened 5 seconds after the
join request is sent, and the join accept message
must arrive at this time. As shown in Figure 10 and
Table 3, the server-side processing time is less than 1
second. So the gateway must wait until RX1 is open
on the end node. If the gateway immediately sends
a join accept message without the waiting time, a
message cannot be received on the end node where
RX1 has not yet been opened. Thus, proper waiting
time on the gateway is essential for the successful
join procedure. In our experiment, the network server
deliberately set the gateway join delay to 5 seconds,
which is the same as Join Accept Delay1, to generate
a proper waiting time on the gateway. According to
this mechanism, the gateway waits until the gateway
join delay becomes 5 seconds and then sends the join
accept message. As a result, the gateway join delay of
both schemes is equally 5 seconds.

(3) 𝑃𝑟𝑜𝑐𝑇𝑖𝑚𝑒𝑗𝑜𝑖𝑛𝑎𝑐𝑝𝑡: as can be seen in Table 4, the join
accept processing time increased by about 0.4ms
on average in the proposed scheme. This is because
it performed AES encryption once more. However,
since the increased value was very small, the effect on
the overall delay was negligible.

(4) 𝐶𝑜𝑚𝐷𝑒𝑙𝑎𝑦𝑗𝑜𝑖𝑛𝑎𝑐𝑝𝑡: according to our analysis, the other
factors constituting the total join delay had little effect
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Figure 10: Server-side processing time.

Table 3: Server-side processing time.

Server-side processing time
Original join 205.07ms
Proposed initial join 205.53ms

Table 4: Join accept processing time.

Join accept processing time
Original join 1.3ms
Proposed initial join 1.78ms

on the increased delay of the proposed scheme.There-
fore, the join accept communication delay can be
inferred as the most decisive factor on the increased
delay. The only change in the join accept message
of the proposed scheme was the payload length. As

Table 5: Join accept packet size (without CFList field).

Join accept payload length
Original join 12 bytes
Proposed initial join 28 bytes

shown in Table 5, the payload length of the join accept
message increased by 16 bytes.We concluded that this
is the main cause of the delay increase.
For further analysis, we carried out a simulation
with the LoRa Modem Calculator [31] provided by
Semtech. The result shown in Figure 11 cannot be
directly applied to our experimental results because
the calculator does not support the SX1257 transmit-
ter that is equipped in our IC880A gateway board.
However, at least we can determine how the trans-
mission time was changed according to the payload
length.
We also considered the maximum payload length.
According to [20], the maximum payload length
varies from 59 bytes to 230 bytes depending on the
data rate. Thus, we can ensure that the increased pay-
load length did not affect feasibility because the 28-
byte payload length satisfied the maximum payload
length in any cases.

As a result, the total join delay of our scheme increased
by about 18ms because the payload length of the join accept
packet increased.This payload length completely satisfied the
maximum payload length criterion specified by LoRaWAN.
Therefore, in terms of delay, our scheme is feasible.

(2) Battery Consumption. Our end node uses two AAA-sized
1.5-V batteries.The source code [21] provided by Semtech has
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Table 6: Average battery consumption.

Average battery consumption
Original join 0.23mv
Proposed initial join 0.24mv

a function that measures the remaining battery capacity of
the end node in millivolts. We use this function to measure
the battery consumed during the join procedure. However,
we cannot obtain meaningful values in one or two join
procedures because the battery consumption is less than
one millivolt. To overcome the limitation of measurement
method, we decide to measure after performing 10 consec-
utive join procedures. Figure 12 is the result of 10 sets of
experiments, 10 times per set.

Due to transmission errors, function errors, and so on,
the battery consumption value per set seemed not to be
constant. We performed 10 sets, a total of 100 experiments,
to ensure that these external factors are equally applied to
both schemes. Therefore, the relative battery consumption of
the proposed scheme for the original scheme is trustworthy.
Table 6 shows that the battery consumption of the proposed
scheme is not significantly different from the original scheme.
Therefore, in terms of battery consumption, the proposed
scheme is feasible.

8. Conclusion

In this paper, we proposed a dual key-based activation
scheme. Our scheme uses NwkKey and AppKey to perform
the initial join procedure. From the second join procedure,
session keys are used, which are created in the previous
join procedure. This resolves the key update problem, which
was not fully supported in the original scheme. In addition,
our scheme makes each layer generate its own session key
so that the layers can work independently. We compared
the performance of the original scheme and the proposed
scheme through a real-world experiment. According to the
experimental results, our scheme is feasible in terms of delay
and battery consumption.
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Significant increase in multimedia traffic challenges 5G networks in terms of capacity and correspondent QoS parameters. Device-
to-device communication paradigm has already become an integral part of 3GPP standards; nevertheless it has not yet been widely
deployed due to many different reasons. D2D is expected to leverage implementation of many qualitatively new services and to
efficiently accomplish it D2D devices are supposed to form clusters. Due to practical limitations, current D2D implementations
are mostly out-of-band and use Wi-Fi Direct. In this paper, we propose a novel model for throughput optimization in out-of-
band D2D clusters. We delivered numerical results for different typical cluster member distributions and revealed key functional
dependencies. Further, for the first time we compare clustering algorithms for out-of-band D2D and identify effective clustering
algorithm that increases network resource utilization rate.

1. Introduction and Rationale

Integration of device-to-device (D2D) communication tech-
nology became a mainstream direction for fifth-generation
(5G) communication networks. Driven by a huge increase in
demand of multimedia traffic transfer, D2D communication
allows saving scarce network resources by transferring data
directly between devices either in-band or out-of-band, and
D2D communications allow significantly reducing traffic
between base station (BS) and end-user device [1].

According to the 3rd-Generation Partnership Project
(3GPP) [2], D2D is a flexible paradigm of direct communi-
cation between devices which is open for use and based on
cellular communication technologies (in-bandD2D commu-
nication) and alsoWLAN technologies which are IEEE 802.11
standardization (out-of-band D2D communication) [3].

The last approach has recently become attractive due
to the ease of implementation compared to in-band D2D,
where end-user device shall be equipped with appropriate
uplink/downlink functionality. In case of in-band D2D com-
munications, the transmission power should be properly
regulated so that the D2D transmitter does not interfere

with the cellular UE communication while maintaining the
minimum SINR requirement of the D2D receiver [4]. This
significantly complicates feasibility of in-band D2D wide-
scale implementation at least for the time being. Out-of-
bandD2D can be easily implementedwith network assistance
option; hence cellular operators are able to control out-of-
band sessions. For the obvious reasons, IEEE 802.11-based
Wi-Fi is taken as the transmission technology for imple-
mentation of out-of-band D2D functionality [5]. Operators
of communication networks can encourage regular users
to use D2D technology in order to improve the overall
performance of the communication system in return for
rewards proportional to their contributions.

Typically, geographically beside D2D nodes can form
a cluster (Figure 1), where traffic circulates between cluster
nodes directly, and outside-of-cluster traffic is forwarded
to BS via relay node, so-called cluster head. A number of
algorithms for cluster head selection are available today,
e.g., [6, 7]. The decision on selection of a particular cluster
member as a cluster head affects at least network efficiency,
energy expenditures, and quality of service (QoS) offered to
all members within the cluster. Generally, if all data transfer
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Figure 1: Out-of-band clustering of D2D components.

members are the members of the same cluster, the cluster can
operate off-line, meaning without connection to network BS.

A larger number of cluster members are expected to lead
to larger savings of the network resources. However, the
maximum number of members in a cluster is restricted by
coverage of selected D2D technology, channel throughput of
cluster head and cluster traffic intensity, and cluster members
physical location towards cluster head. Existing studies show
that D2D clustering in 5G leads to reduction of signaling
traffic and provides higher spectral efficiency and better
energy performance than conventional cellular systems [7, 8].
Thus, efficient D2D clustering in 5G networks especially with
high density of devices is of a paramount importance.

Multiple past works have concentrated on quantitative
and qualitative analysis of cluster algorithms for D2D com-
munications. In [1, 3] the authors provide comprehensive
analysis of D2D communications. The use of out-of-band
D2D communications and D2D clustering is discussed in
detail given criteria of cluster head selection based on channel
quality between cluster head and BS. In [9], the authors
designed clustering algorithm for in-band D2D case, which
increases system-level spectral efficiency. Numerical analysis
and simulationmodeling have shown that this proposal gives
66% gain in terms of throughput compared to traditional
solutions, in the case where 20% of users use D2D commu-
nication.The authors derived the probability density formula
(pdf) for the optimal number of repeater units in the cluster
and have come up with the cross-cluster interaction scheme.
Also via simulation the authors show that the proposed
algorithm provides gains up to 40% in terms of network
efficiency of resource use.

Different aspects of the out-of-bandD2Dcommunication
are presented in [4, 10, 11]. In [4, 10], the authors developed
analytical model of the network unloading for different D2D
scenarios using stochastic geometry. The authors estimated
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Figure 2: Possible cluster structures.

potential opportunities of the out-of-band D2D communi-
cation, using both the system level and the mathematical
analysis. They show that at 30% of clustering productivity
and energy network performance increase up to four and
two times, respectively. In [11] the authors studied problems
of implementation of network-assisted D2D communication
while interacting in social networks. Besides, they use the
existing experimental LTE testbed [12] for implementation of
D2D system and show its performance evaluation in terms of
latency and users satisfaction.

D2D transmission technology selection is still rather
limited to Wi-Fi and Bluetooth due to wide implementation
of those in consumer devices. Most recent of works, e.g.,
[13, 14], consider D2D devices forming clusters by using Wi-
Fi Direct (see Figure 2). Due to features of radio channel,
resources of channel between cluster member and cluster
head may drastically vary for different nodes within one
cluster. Therefore, while forming cluster, we suggest the way
cluster head is selected shall be based primarily on anticipated
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QoS parameters, not distance asmany studies suggested up to
date [15, 16].The same applies to selection of clustermembers.
Clustering algorithm can be implemented for different target
parameters such as cumulative throughput of cluster as a
whole, maximum number of cluster nodes, and quality of
service.

Summarizing the results of the analysis of publications,
we can conclude that most of them are devoted to analysis
and evidence of the effectiveness of using both in-band and
out-of-band clustering.The efficiency of spectrum utilization
is not the only criterion that should be considered when
solving the clustering problem. Therefore, further in this
paper we design clustering algorithm, which is characterized
by bandwidth of the channels between cluster members and
the cluster head.

The remainder of this paper is organized as follows. In
Section 2, the reference scenario for D2D is defined and
analytical model for cluster is introduced. The proposed
model is delivered in Section 3. The required analytical and
simulation performance evaluation campaign are reported in
Section 4. Section 5 discusses clustering algorithms, whereas
the concluding remarks and future research directions appear
in Section 6.

2. Reference Scenario Definition

The use of D2D communication allows the increase in
system effectiveness of cellular communication; moreover
D2D directly influences at system level both efficiency and
energy. The users are distributed on the BS coverage area
randomly. Generally, network planning takes into account
distribution of nodes in the geographical area letting operator
provide at least wanted coverage and required throughput
and QoS. The possible cluster structures are presented in
Figure 2.

We assume that mobile stations (MS) can interact directly
with base station (BS), through transit node (CH1) or head
node of a cluster (CH2, CH3). Generally, one cluster can have
a star-like structure with single transit node, head node of
cluster, or tree-like structure, including both head node and
other transit nodes (𝑟).The choice of the cluster structure can
be done without the involvement of network functionality
(for mobile stations) and involving the network functionality
(for the BS). Shaping of the cluster consists of the MS group
choice and distribution of their functionality within the
cluster (terminal node, transit node, or head node of the
cluster). To shape a cluster one needs to define the indicators
that characterize the decision for cluster shaping (status
indicators) and the criterion validity (quality) of decision
and control settings that affect performance status and also
method of finding the valid (optimal) solution.

The authors in [3, 4] suggested approach for the analysis
and shaping of tree-like structure of clusters. Following the
proposal, in this paper we focus attention on clusters with
star-like structure with one head node; such structure is
very useful for high density wireless environments such as
apartment block houses, offices, and stadiums.

Quality of traffic service within a cluster and between
cluster head node and BS depends on channels throughput

between cluster participants (𝑏𝑖𝑗) and between head node
and BS (𝑏𝑘) and also on traffic intensity (𝑎𝑖) produced by
users. We suppose that in BS service area there are 𝑛 of
MS that support D2D mode. We indicate the set of MS as𝑀 = {𝑚1, 𝑚2, . . . , 𝑚𝑛}. Then the task of clustering consists
of estimating a quantity of clusters (𝑘) and choosing their
structure when the best possible QoS is provided.We assume
the efficiency of the solution is higher, if in a service area
of BS there are a smaller number of channels (BS-CH) (i.e.,
quantity of clusters (𝑘)) and a greater number ofMSwhich are
using D2D mode. At the same time QoS for the participants
of clusters should not be below target value (the rule) 𝑏0𝑖𝑗.
Generally, target values can be different for different users.
They depend on characteristics of the produced traffic, that
is, the type of services required.

We indicate the set of clusters in BS service area as𝐶 = {𝑐1, 𝑐2, . . . , 𝑐𝑘}. We assume that all clusters owned by
multitude 𝐶 are formed by elements of multitude 𝑀, and
not all elements of𝑀 should be included in clusters, and the
clusters have no general elements (they form disjoint subsets)𝐶 ⊆ 𝑀, ∀𝑐 ⊂ 𝐶 and ∪𝐶 = { }.

As it was said above, cluster shaping can be performed
by various methods, the choice of which depends on desired
outcome. Further we consider the possibility of use of certain
centroid methods for the task of clustering objects [17, 18].
The solution of the clustering problem represents the solution
to the optimization problem where certain metric 𝑑(𝑚, 𝑝𝑚)
is minimized or maximized. This metric characterizes the
“distance” between cluster participant and cluster center𝑝𝑚 =(1/|𝑐|) ∑𝑚∈𝑐𝑚.

Distance, throughput, time delay, and so forth can be used
as optimization metric. Generally, it is the task of nonconvex
optimization which may not have a unique solution. As a
rule, to solve this problemdynamic programming is required,
which can minimize the parameter 𝑑2(𝑚, 𝑝𝑚) for all clusters.

𝐶 = min∑
𝑐∈𝐶

∑
𝑚∈𝑐

𝑑2 (𝑚, 𝑝𝑚) . (1)

Well-known clustering algorithms allow us to find the partic-
ular (near-optimal) solution. As it was said above, clustering
can be chosen in different scenarios, depending on goals and
restrictions.Therefore, to solve the considered clustering task
the analysis of possible solutions and approach to selecting of
criteria and clustering method is required.

3. The Proposed Model Description

Quality of traffic service is instantiated by probability and
time indexes as the probability of availability, discard prob-
ability, and data delivery time. These indexes depend on
the traffic parameters and bandwidth of the network con-
nection. Thus, for given traffic characteristics, the amount
of bandwidth best describes the results of decision that is
made in terms of quality of communication services. Under
the throughput we assume the achievable data rate. The
throughput is not a complete metric for the quality of service
description. The quality of service depends on the traffic
characteristics. To analyze such quality characteristics as
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Figure 3: Cluster model.

packet loss ratio and delay it is necessary to build a complete
model based on queuing theory. At this stage we concentrate
on the initialmodelwhere knownparameters such as number
of users and distribution of users in the service area are
available. We suppose that the initial clustering solution shall
be done taking into account only throughput parameter in
assumption that all users generate equal traffic flows. In fact,
analytical results given below can be used for different types
of traffic flows. As a target metric we consider throughput
between network elements 𝑏𝑖𝑗. In our analysis we consider
the case when head node is already defined. We assume the
communication area of head node represents as a circle with𝑅 radius, centered at the location of the head CH node, as it
is shown on Figure 3.

Considering the IEEE 802.11 family standards as commu-
nication technology betweenD2D nodes, one shall define the
type of dependence 𝑏𝑖𝑗. According to [12], data transmission
rate between two cluster members is defined by making the
choice of modulation and coding scheme (MCS) according
to receiving conditions (i.e., radio channel quality). These
conditions are evaluated by signal power on receiver input𝑠 = 𝑝𝑟𝑥 or the signal-to-noise ratio (SNR) or signal/noise +
noise (SINR), where, in addition to the useful signal, the noise
power is total power of all received signals, including noise.
The noise power is the power created by nodes from neigh-
boring clusters. According to [12] the model dependence of
data transmission rate on signal power at the receiver input𝑠 is a jump function which increases with power growth.
Figure 4 shows an example of dependence between data
transfer rate and magnitude 𝑠 for the IEEE 802.11n standard
using the 20MHz channel width.

Similar dependence can also be constructed for values of
SNR and SINR. Signal power, SNR, and SINR are estimated
by the equation given below.

𝑠 = 𝑝𝑟𝑥 = 10 lg( 𝑃𝑟𝑥1mW
) dBm,

SNR = 10 lg 𝑃𝑟𝑥𝑃𝑁 = 𝑝𝑟𝑥 − 10 lg(
𝑃𝑁1mW

) dB,
SINR = 10 lg 𝑃𝑟𝑥𝑃𝑁 + 𝑃𝐼 = 𝑝𝑟𝑥 − 10 lg(

𝑃𝑁 + 𝑃𝐼1mW
) dB,

(2)
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Figure 4: The data transfer rate dependence from the magnitude 𝑠.

where 𝑝𝑟𝑥 is the receiver input power (dBm); 𝑃𝑟𝑥 is the
receiver input power (W); 𝑃𝑁 is the input noise intensity
(W); 𝑃𝐼 is the receiver input interference power (W). The
receiver input signal power can be described by the RCPI
power indicator of receiving channel. According to [19] the
value of this indicator is measured with an accuracy of ±5 dB
(95% of confidential interval) taking into account the band
noise, corresponding to the channel strip.

Alongwith the specifiedmetrics, signal power on an input
of the receiver can be described by the indicator of power of
the accepted RSSI signal. For this value the exact compliance
with a power of the accepted signal is not defined. According
to the IEEE 802.11 standard it can vary from the minimum to
the maximum value.

Each of the parameters specified above affects throughput
of the channel and can be selected as a metric in the task
of a clustering. The choice of specific parameter depends on
possibility of its assessment and statements of the problem.
In this article we generally restrict ourselves by the analysis of
throughput in a cluster without considering a specificmethod
of clusters shaping (this is a topic of further research). In
the presented analysis as metrics we selected the input signal
power on the receiver 𝑠 which can be estimated by RCPI
parameter.

The value of throughput which can be defined by this
model (see Figure 4) depends on receiving conditions and,
in practice, has the considerable dispersion. Taking this fact
into account for analyzing the bandwidth we can assume that
the jump model approximation by the continuous function
does not propagate a significant error in the results but
significantly simplifies the task.

Considering that most of D2D users are concentrated
indoors, we describe the signal attenuation using the model
recommended in [20] for indoor application (ITU-R 1238),
thus considering out-of-band D2D:

𝐿 (𝑑) = 20 lg (𝑓) + 𝑁 lg (𝑑) + 𝑃𝑓 (𝑛) − 28 dB, (3)

where 𝑑 is the distance in meters; 𝑓 is the frequency in
MHz; 𝑁 is the back-off power; 𝑛 is the number of obstacles;𝑃𝑓(𝑛) is the loss of power parameter while passing over the
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Figure 5: Dependence of data transfer rate on the distance to the
device.

obstacle (dB). Considering the attenuationmodelwe describe
dependence of throughput on the distance of jump function
(see Figure 5):

�̂� (𝑑) = �̂� (𝐿 (𝑑)) . (4)

The jump functionwas approximated by normal distribu-
tion [21], which reflects the trend of the throughput at varying
distance.

𝑏 (𝑑) =
{{{{{{{{{

0 𝑑 < 0
𝑏max𝑒−𝑑2/2𝑐2 0 ≤ 𝑑 ≤ 𝑅
0 𝑑 > 𝑅,

Mbps (5)

where 𝑑 is the distance in meters; 𝐷 is the constant; 𝑏max is
themaximumpossible data transfer rate (Mbps); 𝑐 is the half-
width of the curve in meters.

𝑅 = arg {�̂� (𝑑) = 0} (m) . (6)

Generally, mobile stations are distributed across the service
area in a randomway; therefore, value of distance 𝑑 and value
of signal attenuation 𝐿(𝑑) in between are also a random value.
In this case we do not consider signal depression, which also
affects the character of a random value of attenuation and
consequently throughput. In this analysis we consider only
a factor of a relative positioning of users 𝑏(𝑑).

Since throughput is a function of a random value, the
distribution function 𝑏 can be determined according to [22]
as

𝐹 (𝑏) = ∬
𝐷𝑏

𝑓 (𝑥, 𝑦) 𝑑𝑥 𝑑𝑦, (7)

where 𝐷𝑏 is the range of 𝑏 values and 𝑓(𝑥, 𝑦) is the function
of the user distribution within the circle with radius 𝑅.

The probability density of 𝑏 can be determined as

𝑓 (𝑏) = 𝑑𝐹 (𝑏)𝑑𝑏 . (8)

The mathematical expectation of 𝑏 is
𝑀(𝑏) = ∫𝑏0

0
𝑏 ⋅ 𝑓 (𝑏) 𝑑𝑏. (9)

Further we consider two kinds of functions of the users
distribution on the service area: (i) uniform distribution and
(ii) normal probability distribution.

3.1. Uniform Distribution. The uniform distribution is
described as a set inside of a circle, the square is 𝑆 and the
radius is 𝑅 (𝑆 = 𝜋𝑅2), and the interval is 0 ≤ 𝑟 ≤ 𝑅. The
radius 𝑅 of the circle is defined as 𝑅 = arg{�̂�(𝑑) = 0}(m).

Probability density function 𝑓(𝑟) inside the circle is
constant:

𝑓 (𝑟) = 1𝑆 = 1𝜋𝑅2 . (10)

If the function expressing dependence of throughput 𝑏 from
distances to the base station has the form (5), that is,

𝑏 (𝑑) = 𝑏max𝑒−𝑑2/2𝑐2 , (11)

where 𝑅 is the radius of the service area, which is defined
from the model of attenuation, we can express from (5) 𝑑 =𝑐√−2 ln(𝑏/𝑏max) (m).

Throughput distribution function 𝑏 inside the circle 𝑅,
according to (8), can be expressed as

𝐹 (𝑏) = ∫2𝜋
0
∫𝑅
𝑐√−2 ln(𝑏/𝑏max)

1𝑆𝑟 𝑑𝑟 𝑑𝜃

= 12𝜋𝑅2 𝑟2

𝑅
𝑐√−2 ln (𝑏/𝑏max) ⋅ 2𝜋

= 1𝑅2 (𝑅2 + 2𝑐2 ln( 𝑏𝑏max
))

= 1 + 2𝑐2𝑅2 ln( 𝑏𝑏max
) .

(12)

The probability density function according to (9) is

𝑓 (𝑏) = 𝑑𝐹𝑏 (𝑟)𝑑𝑟 = 𝑑𝑑𝑟 (1 + 2𝑐
2

𝑅2 ln( 𝑏𝑏max
)) = 2𝑐2𝑅2𝑏 . (13)

Throughput distribution and probability density functions
are shown on Figure 6.

For example, for the IEEE 802.11g standard themathemat-
ical expectation of the throughput 𝑀(𝑏) in the service area
(circle 𝑅) according to (9) can be determined as

𝑀(𝑏) = ∫𝑏max

𝑏min

𝑏 2𝑐2𝑅2𝑏𝑑𝑏 = 2 𝑐
2

𝑅2 (𝑏max − 𝑏min) Mbps. (14)

By choosing approximation throughput function in the dis-
tance and using uniformusers distribution in the service area,
mathematical expectation of throughput, for IEEE 802.11n we
obtain 19.51Mbps.
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Figure 6: Throughput probability distribution and the probability density functions.

3.2. Normal Distribution. It is supposed that the traffic
intensity in each point on the surface is a random value and
is given by random, independent 𝑥 and 𝑦 coordinates. Then,
the probability density function will be determined by the
joint distribution function of random 𝑥 and 𝑦. For a normal
distribution with a center of dispersion in the center of the
circle and circular dispersion (equality of the variance of 𝑥
and 𝑦), the density distribution is equal to

𝑓 (𝑥, 𝑦) = 12𝜋𝜎2 𝑒−(𝑥
2+𝑦2)/2𝜎2 ,

𝑟 = √𝑥2 + 𝑦2,
(15)

where 𝜎 is the root-mean-square deviation.
For throughput analysis, we assume that the probability

of penetration inside the circle 𝑅 (which is the service area)
is equal to 1. The normal law of probability distribution is
infinite according to the 𝑥 and 𝑦 values. In those conditions,
the probability distribution law cannot be normal. However,
with sufficient accuracy it can be described by normal
truncated distribution [21] as

𝑓 (𝑥, 𝑦) = 𝐾 (𝜎, 𝑅) ⋅ 12𝜋𝜎2 𝑒−(𝑥
2+𝑦2)/2𝜎2 , (16)

where

𝐾 (𝜎, 𝑅) = 1
∬
𝑆𝑅
(1/2𝜋𝜎2) 𝑒−(𝑥2+𝑦2)/2𝜎2𝑑𝑥 𝑑𝑦 , (17)

where 𝑆𝑅 is the area that is restricted by the circle with radius𝑅.
The 𝑏 is throughput distribution function inside the circle𝑅.

From (5) it can be seen that 𝑑 = 𝑐√−2 ln(𝑏/𝑏max), and
from (5) according to (16) and (17)

𝐹 (𝑏)
= 𝐾 (𝜎, 𝑅) ∫2𝜋

0
∫𝑅
𝑐√−2 ln(𝑏/𝑏max)

12𝜋𝜎2 𝑒−𝑟
2/2𝜎2𝑟 𝑑𝑟 𝑑𝜃

= 𝐾 (𝜎, 𝑅) 12𝜋𝑒−𝑟
2/2𝜎22𝜋


𝑅
𝑐√−2 ln (𝑏/𝑏max)

= 𝐾 (𝜎, 𝑅)(( 𝑏𝑏max
)𝑐
2/𝜎2 − 𝑒−𝑅2/2𝜎2) .

(18)

The throughput probability density according to (8) is

𝑓 (𝑏) = 𝐾 (𝜎, 𝑅) 𝑐2𝜎2𝑏max
( 𝑏𝑏max

)𝑐
2/𝜎2−1 . (19)

Throughput distribution function and probability density
results are presented on Figure 7.

The mathematical expectation of the throughput value
according to (19) is

𝑀(𝑏) = ∫𝑏0
0
𝑏 ⋅ 𝑓 (𝑏) 𝑑𝑏

= 𝐾 (𝜎, 𝑅) 𝑐2𝜎2 + 𝑐2 (𝑏max − 𝑏min (𝑏min𝑏max
)𝑐
2/𝜎2) .

(20)

The values of 𝑀(𝑏) are 55.72; 47.28; and 25.15Mbps when
the root-mean-square deviation values are 20, 30, and 80m,
respectively. Thus, the average throughput using the normal
law of user traffic distribution inside the service area depends
on the variance (scattering), when some bigger throughput
values happen while there are lower values of variance.
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Figure 7: 𝐹(𝑏): throughput distribution function and throughput probability density 𝑓(𝑏).

Average throughput in the case of normal distribution always
exceeds analogical value of uniform distribution.

From the analysis of the examples we can assume that the
uniformdistribution is theworst one according to the average
amount of throughput criteria in comparison with other
types of distributions, where the coordinates of the access
point are coincident with the mathematical expectation of
traffic distribution. The mathematical expectation of traffic
distribution coordinate is the most appropriate base station
installation point from the position of maximum throughput
support (potential capacity), at least for unimodal distribu-
tion laws.

Using (12) or (18) depending on type of distribution of
users we can estimate probability that the throughput not less
than the given value:

𝑃 (𝑏 ≥ 𝐵min) = 1 − 𝐹 (𝑏) , (21)

where 𝐵min is the minimum throughput value permitted for a
cluster member and 𝐹(𝑏) is the probability distribution given
by (12) or (18).

In the condition of 𝐵min restriction this probability (21)
presents part of users included in clusters. It allows estimating
a number of clustering users, choosing parameters of the
network from (12) or (18). If in the network service area a
number of randomly distributed clusters formed, using (21)
we can estimate the number of users served with throughput
no lower than 𝐵min.

4. Performance Evaluation

To verify the models above, a simulation campaign was
performed. The following data represent the results of
throughput simulation between user terminals and terminals
within the communication area with uniform distribution.
During simulation modeling there are permissible variations
about the level of received signal that are verified by short

fading effect and represent random value with a Nakagami
distribution [22].

𝑓 (𝑥, 𝛼, 𝛽) = 2Γ (𝛼) (𝛼𝛽)
𝛼 𝑥2𝛼−1𝑒−(𝛼/𝛽)𝑥2 , (22)

where 𝛽 is the shape parameter; 𝛼 is the scale parameter; 𝛼
and𝛽 are associatedwith the throughput by the formula given
below:

𝑏 = Γ (𝛼 + 1/2)Γ (𝛼) √𝛽𝛼 . (23)

Figure 8 represents analytical and simulation results for the
case of uniformly distributed users: dependence between
throughput and distance between cluster head and cluster
member (a); probability density function (b), obtained via
simulation (red) and analysis according to the formula (13)
(blue). The average throughput for this case is 17.2Mbps.
Figure 9, in turn, represents simulation results for the case of
normally distributed users: dependence between throughput
and distance between cluster head and cluster member (a)
and probability density function (b), obtained via simulation
(red) and analysis according to formula (19) (blue). The
average throughput for this case is 47.4Mbps. Therefore,
one can conclude that in case of normal distribution the
average throughput between cluster head and clustermember
is larger than 2.5 times that for the case with uniform
distribution. Also, as it can be seen from the simulation and
analytical distributions, the probability density function of
throughput is sufficiently close to the simulation modeling
results. This allows us to make a conclusion on credibility
of obtained models for uniform and normal distributions of
user devices. Hence, both analytical and simulation models
allow defining the throughput in clusters with different user
distribution in the service area of the head node.
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Figure 8: Dependence of throughput on the distance and probability density in case of uniform distribution of user devices.
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Figure 9: Dependence of throughput on the distance and probability density in case of normal distribution of user devices.

5. Clustering Method Selection

Figure 10 shows an example of clustering of 5,000 objects
using two different algorithms [23, 24] (𝑘-means algorithm
on the left and FOREL algorithm on the right), obtained
as a result of our simulation modeling. This is a theoretical
example that does not reflect the real sizes of clusters in the
network. However, this method quite clearly demonstrates
the difference of the result, by choosing different methods of
clustering.

As it can be seen from Figure 10, with an equal number of
clusters (25 clusters in total) the shape of clusters is marked
visually differently in the first and second cases.

To compare these methods we performed analysis of
cluster members distribution processed relative to the cluster

centers. Distribution was obtained by simulation modeling.
For center-of-mass we used the following expression:

𝑠 = 𝑔𝑚𝑗 − 𝐶𝑚𝑖, 𝑖 = 1 ⋅ ⋅ ⋅ |𝐶| , 𝑗 = 1 ⋅ ⋅ ⋅ 𝑛𝑖, 𝑚𝑗 ∈ 𝑐𝑖, (24)

where 𝐶𝑚𝑖 the is center-of-mass coordinate of cluster 𝑖; 𝑔𝑚𝑗
is the coordinate of 𝑚𝑗 element of 𝑐𝑖 cluster; 𝑐𝑖 is cluster 𝑖; 𝑚𝑗
is element 𝑗 of cluster 𝑖; 𝑛𝑖 is the number of elements within
the cluster 𝑖; |𝐶| is the number of clusters.

Figure 11 shows the empirical probability density of
cluster members coordinates relative to cluster center (his-
togram) and its approximation by the normal distribution
(smooth curve) for 𝑘-means and FOREL cases, respectively.
The diagrams show that in both the first and second cases the
distribution of elementswithin clusters (relative to the centers



Wireless Communications and Mobile Computing 9

Figure 10: Clustering of 5,000 of elements using two different algorithms.
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Figure 11: The node distribution within the clusters by using different methods of clustering (25 clusters in total).

of clusters) is close enough to the normal. It is worth noting
that for the considered clustering algorithms dispersion of
elements in clusters is remarkably different, which can be
definitely seen from Figure 11.

Figure 12 shows an example for small number of clusters,
2 and 5 clusters, respectively. The figure shows that different
algorithms form clusters in different ways. 𝑘-means split two
clusters of a similar size, FOREL in turn has combined most
of the elements in one cluster of a given size, and for the
remaining elements 4 clusters were formed.

As it is shown on Figure 13, with a small number of
clusters, the distribution of the elements inside them is closer
to uniform than to normal, and more specifically it is closer
to the original distribution of elements in a clustering area.
It should be noted that the shape of the boundaries of the
clusters when using 𝑘-means is close to the Voronoi diagram
[17], which is constructed relative to the cluster centers.
Therefore, in case of large number of clusters the distribution

of cluster members can be approximated by normal law, in
case of small number of clusters by uniform distribution.

6. Conclusions and Future Work

In this paper, we propose and evaluate a novel model for
throughput estimation in out-of-band D2D clustering. Com-
pared to existing studies where a distance between cluster
head and cluster members was used, we suggest using a
throughput. We obtained the numerical results for different
types of typical cluster members distributions, uniform and
normal. We delivered closed-form analytical expressions for
probability distribution of throughput in the cluster for a
given distribution and density of users. Through analytical
and simulation studies, we show that the average throughput
between cluster head and cluster member for the normal
distribution is 2.5 times larger than for the case with uniform
distribution.The obtained results show that known clustering
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Figure 12: The node distribution within clusters by using different clustering methods, 2 and 5 clusters.
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Figure 13: The node distribution within clusters by using different clustering methods, 2 and 5 clusters.

algorithms can be used to choose cluster headwhich provides
near-optimal solution for throughput of channels between
cluster head and cluster members.

Further, by using well-known clustering algorithms 𝑘-
means and FOREL we obtained distribution of cluster
members for large and small number of clusters. We show
that, for the case with large number of cluster members,
compared to FOREL 𝑘-means algorithm gives remarkably
smaller dispersion of elements in clusters. Thus 𝑘-means
constructs cluster of similar sizes, compared to FOREL that
constructs clusters of very different sizes. Therefore, for
out-of-band D2D case 𝑘-means provide better clustering
considering target even resource distribution and increase of
network resource utilization rate.

Our future work will concentrate on further enhance-
ments of the delivered model by introducing more QoS met-
rics such as packet loss ratio, delay, and energy as optimiza-
tion parameters. Also, a system-level performance evaluation
would be needed to understand ultimate implications of the

suggested model. In addition, we plan to consider 3D cases
for out-of-band D2D scenarios, as well as cluster member
location dynamics, which will allow addressing advanced
drone-based scenarios of D2D communications.

Conflicts of Interest

The authors declare that there are no conflicts of interest
regarding the publication of this paper.

References

[1] A. Asadi and V. Mancuso, “Network-assisted outband D2D-
clustering in 5G cellular networks: theory and practice,” IEEE
Transactions onMobile Computing, vol. 16, no. 8, pp. 2246–2259,
2017.

[2] “3rd generation partnership project; technical specification
group services and system aspects; policy and charging control
architecture (Release 13),” Tech. Rep. 23., 2015.



Wireless Communications and Mobile Computing 11

[3] A. Asadi, Q. Wang, and V. Mancuso, “A survey on device-to-
device communication in cellular networks,” IEEE Communi-
cations Surveys & Tutorials, vol. 16, no. 4, pp. 1801–1819, 2014.

[4] S. Andreev, A. Pyattaev, K. Johnsson, O. Galinina, and Y.
Koucheryavy, “Cellular traffic offloading onto network-assisted
device-to-device connections,” IEEE Communications Maga-
zine, vol. 52, no. 4, pp. 20–31, 2014.

[5] A. Gupta and R. K. Jha, “A survey of 5G network: architecture
and emerging technologies,” IEEE Access, vol. 3, pp. 1206–1232,
2015.

[6] B. Zhou, H. Hu, S.-Q. Huang, and H.-H. Chen, “Intracluster
device-to-device relay algorithm with optimal resource utiliza-
tion,” IEEE Transactions on Vehicular Technology, vol. 62, no. 5,
pp. 2315–2326, 2013.

[7] M. Ashraf, W.-Y. Yeo, M. Woo, and K.-G. Lee, “Smart energy
efficient device-to-multidevice cooperative clustering for mul-
ticasting content,” International Journal of Distributed Sensor
Networks, vol. 2016, Article ID 3727918, 9 pages, 2016.

[8] L. Wang, G. Araniti, C. Cao, W. Wang, and Y. Liu, “Device-to-
device users clustering based on physical and social character-
istics,” International Journal of Distributed Sensor Networks, vol.
2015, Article ID 165608, 14 pages, 2015.
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