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$e explosion of connected lightweight devices is starting
the era of the Internet of things (IoT) where physical world
devices have a digital presence on the Internet. Today,
connected embedded devices are being placed everywhere in
our everyday life, and tens of billions of these devices are
expected to be connected to the Internet in the near future.
Technologies for thing-to-thing communication between
these devices, along with machine-learning and big data
technologies, will be one of the key enablers for the truly
autonomous and distributed IoT leading the 4th industrial
revolution. However, there are still several technical chal-
lenges remaining before the next industrial revolution. For
example, how to efficiently distribute and manage net-
working resources for more scalable services, as well as how
to improve the energy efficiency and bandwidth utilization
of the whole system, is a significant challenge impeding the
development and implementation of truly autonomous and
distributed applications and services for IoT.

$is special issue has focused on technical challenges
that can enable IoT. We called for manuscripts presenting
and discussing the most recent advances in networked
systems for IoT. Until the deadline of the special issue, 20
manuscripts have been received worldwide. After the review
process, 14 manuscripts have been accepted by this special
issue. $e accepted research manuscripts have focused on
large-scale industrial IoT services, SDN and network vir-
tualization for IoT, efficient communication methods for

IoT, and various emerging IoT applications. Accepted
manuscripts present the important research findings, and
these advances will contribute to the development of IoT
leading the 4th industrial revolution.We provide a summary
of the accepted papers below.

Large-scale industrial IoTservices are emerging in smart
factory domains such as factory clouds which integrate
distributed small factories into a large virtual factory with
dynamic combinations based on orders of consumers. Since
a smart factory has many industrial elements including
various sensors/actuators, gateways, controllers, application
servers, and IoT clouds and their connections and relations
are complex, it is hard to handle them in a point-to-point
manner. To address this challenge, a novel software-defined
network multicast based on the group-shared tree is pro-
posed which includes the near-receiver rendezvous point
selection algorithm and group-shared tree-switching
mechanism. $e proposed multicast mechanism can re-
duce packet loss and delay compared to the legacy methods
under severe congestion condition.

In smart manufacturing, production machinery and
auxiliary devices, referred to as industrial Internet of things
(IIoT), are connected to a unified networking infrastructure
for management and command deliveries in a precise
production process. However, providing autonomous, re-
liable, and real-time services for such a production is an
open challenge since these IIoT devices are assumed
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lightweight embedded platforms with limited computing
performance. To overcome this challenge, a pattern-identified
online task scheduling (PIOTS) mechanism for the net-
working infrastructure is proposed where multitier edge
computing is provided to handle the offloaded tasks in real
time. Historical IIoT task patterns in every timeslot are used to
train a self-organizing map (SOM), which represents the
features of the task patterns within defined dimensions.
Consequently, offline task scheduling among edge computing-
enabled entities is performed on the set of all SOM neurons
using the Hungarian method to determine the expected op-
timal task assignments. Whenever a task arrives at the in-
frastructure, the expected optimal assignment for the task is
scheduled to the appropriate edge computing-enabled entity.

Making SDN data plane flexible enough to satisfy the
various requirements of heterogeneous IoT applications is
desirable in terms of software-defined IoT (SD-IoT). For this
purpose, a new in-network data-processing scheme for the
SD-IoT data plane is proposed that defines an event-driven
data-processing model which can express a variety of in-
network data-processing (e.g., the sensing-data aggregation
from thousands of sensor nodes) cases in the SD-IoT en-
vironment. Also, the proposed model comprises a language
for the programming of the data-processing procedures,
while a flexible data-plane structure that can install and
execute the programs at runtime is additionally introduced.

Container-based virtualization can offer advantages such
as high performance, resource efficiency, agile environment,
and ease of management for IoTdevices. However, different
network modes of containers and their performance issues
have not been investigated so far. $us, an analysis of the
container network performance on an IoT device is pre-
sented. $e results show that the network performance of
containers is lower than that of the native Linux, with an
average performance difference of 6% and 18% for TCP and
UDP, respectively. In addition, the network performance of
containers varies depending on the network mode. When a
single container runs, the bridge mode achieves higher
performance than the host mode by 25%, while the host
mode shows better performance than the bridge mode by
45% in the multicontainer environment.

Remote and personalized healthcare is one of the key
applications for IoT. Many of these applications are built on
mobile devices connected to the cloud. Although appealing,
however, prototyping and validating the feasibility of an
application-level idea is yet challenging without a solid
understanding of the cloud, mobile, and interconnectivity
infrastructure. A solution to this is provided by proposing a
framework called HealthNode, which is a general-purpose
framework for developing healthcare applications on cloud
platforms with a focus on ease of implementation.
HealthNode presents an explicit guideline while supporting
necessary features to achieve quick and expandable cloud-
based healthcare applications. A case study applying
HealthNode to various real-world health applications sug-
gests that HealthNode can express the architectural structure
effectively within an implementation and that the proposed
platform can support system understanding and software
evolution.

$e cognitive radio network is a key technique for the
IoT and can effectively resolve the spectrum issues for IoT
applications. In this context, a novel method for IoT sensor
networks is proposed to obtain the optimal positions of
secondary information-gathering stations (SIGSs) and to
select the optimal operating channel. $e objective is to
maximize secondary system capacity while protecting the
primary system. In addition, an appearance probability
matrix for secondary IoT devices (SIDs) is proposed to
maximize the supportable number of SIDs that can be in-
stalled in a car, in wearable devices, or for other monitoring
devices, based on optimal deployment and probability.
Fitness function is proposed based on the above objectives
and also considers signal-to-interference-plus-noise ratio
(SINR) and position constraints. $e particle swarm opti-
mization (PSO) technique is used to find the best position
and operating channel for the SIGSs.

Demand for autonomous vehicles is increasing rapidly
owing to their enormous potential benefits. However, several
challenges such as vehicle localization are involved in the
development of autonomous vehicles. A simple and secure
algorithm for vehicle positioning is proposed without
massively modifying the existing transportation in-
frastructure. For localization, vehicles on the road are
classified into two categories: host vehicles (HVs), which are
the ones used to estimate other vehicles’ positions, and
forwarding vehicles (FVs), which are the ones that move in
front of the HVs.$e FV transmits modulated data from the
tail (or back) light, and the camera of the HV receives that
signal using optical camera communication (OCC). In
addition, the streetlight (SL) data are considered to ensure
the position accuracy of the HV. Using photogrammetry, the
distance between FV or SL and the camera of the HV is
calculated by measuring the occupied image area on the
image sensor. Comparing the change in distance between
HV and SL with the change in distance between HV and FV,
the positions of FVs can be determined.

$e vehicular communication network allows vehicles
on the road to communicate with other vehicles or nodes in
the Internet. However, in the highway environment with
sparsely placed roadside units (RSUs), communications
between RSUs and vehicles are frequently disconnected due
to high vehicular speeds. To resolve this problem, an en-
hanced routing mechanism based on AODV is proposed
which utilizes both V2I and V2V communications so that
RSUs can provide continuous services to vehicles which may
be intermittently located outside the coverage areas of RSUs.
To reduce the route recovery time and the number of route
failures in the sparsely placed RSU environment, backup
routes are established through the vehicles with longer direct
communication duration with the RSU. For efficient
handover to the next RSU, the route-shortening mechanism
is also proposed.

Eye-blinking detection or eye-tracking algorithms have
various applications in mobile environments such as a
countermeasure against spoofing in face recognition sys-
tems. In resource-limited smartphone environments, how-
ever, one of the key issues is their computational efficiency.
To tackle the problem, a hybrid approach combining the two
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machine learning techniques SVM and CNN is proposed
such that the eye-blinking detection can be performed ef-
ficiently and reliably on resource-limited smartphones.
Experimental results on commodity smartphones have
shown that the proposed approach achieves a precision of
94.4% and a processing rate of 22 frames per second.

Finally, head-mounted displays (HMDs) are currently
attracting great attention since they can provide an
immersive virtual reality (VR) experience at an affordable
cost. At the same time, 3D maps such as Google Earth and
Apple Maps 3D mode in which users can navigate in 3D
models of the real world are widely available in current
mobile and desktop environments. However, traditional
interface methods such as keyboard and mouse are in-
appropriate for the navigation through 3D maps in VR
environments because the manipulation method does not
resemble actual actions in reality. Motivated by this, an
immersive gesture interfaces for the navigation through 3D
maps are proposed which are suitable for HMD-based
virtual environments. An algorithm to capture and recog-
nize the gestures in real time using a Kinect depth camera is
also proposed.
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+e EU GDPR comes into effect on May 25, 2018. Under this regulation, stronger legislation than the existing directive can be
enforced.+e IoT industry, especially among various industries, is expected to be heavily influenced by GDPR since it uses diverse
and vast amounts of personal information. +is paper first analyzes how the IoT industry handles personal information and
summarizes why it is affected by GDPR.+e paper then uses the cost definition of Gordon and Loebmodel to estimate howGDPR
affects the cost of IoT firms qualitatively and uses the statistical and legal bases to estimate quantitatively. From a qualitative point
of view, GDPR impacted the preventative cost and legal cost of the Gordon and Loeb model. Quantitative view showed that the
cost of IoT firms after GDPR could increase by three to four times on average and by 18 times if the most. +e study finally can be
applied to situational awareness of the economic impact on the certain industry.

1. Introduction

On April 14, 2016, the European parliament passed the
General Data Protection Regulation (GDPR). +is regulation
strengthens the privacy rights of information entities and
ensures that personal information is freely transferred among
EU member states. European citizens are expected to control
their personal information and create a high level of privacy
protection in the European Union. With the introduction of
GDPR, companies dealing with personal information are
expected to be heavily influenced. Amidst a variety of in-
dustries, this paper focuses on the IoT industry, which collects
and analyzes vast amounts of information from users.

+e IoT industry is used in a variety of areas such as
automotive, security and surveillance, medical, smart home,
and T2Twireless networks. According to Gartner, there will
be 11.2 billion Internet of “things” by 2018 [1]. +is means
that each of the “things” stores, reprocesses, and distributes
more than 50 billion personal information. Statista, how-
ever, issued statistical data that 39% of European consumers
completely denied that they were given sufficient in-
formation about personal information collected by IoT

manufacturers [2]. According to this status quo, the IoT
industry, which significantly transfers control of in-
formation use to individuals, is expected to be heavily
influenced by GDPR and it is important to raise awareness of
the situation of the economic impact on the certain industry.

+is paper is an updated and revised version of previous
study [3]. Section 2, which is a background of this paper,
presents the characteristics of GDPR and security and
privacy issues of IoT. Section 3 analyzes how IoT handles
personal information, and Section 4 examines why GDPR
affects the IoT industry. Section 5 analyzes the firms cost
under GDPR to determine the economic impact of the IoT
industry through the Gordon and Loeb model. Section 6
introduces related studies on the economic impact of GDPR
and compare it with the paper. Finally, the conclusions are
described in Section 7.

2. Background

+is section first describes how the GDPR differs from the
existing Directive. As a result, one can know which in-
dustries violate the regulation. Moreover, it describes the
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security issues of the IoT industry that is strongly relevant to
GDPR.

2.1. General Data Protection Regulation. Basically, the EU
legislation is divided into Directive and Regulations. While
the Directive provides concrete results to be achieved, each
member state has discretion over the transition to the na-
tional standard of the Directive. On the other hand, Reg-
ulations are legally binding on all member states and takes
effect on the date set by all member states [4]. As a result of
GDPR, Data Protection Directive 1995 (95/46/EC), which
protects personal information in 1995, will be replaced. +e
following are key elements to discriminate between GDPR
and Directive.

First, the definition of personal information has been
further expanded [4]. According to Article 4 of GDPR,
personal information is all information related to identified
or identifiable information subjects. Location information,
online identifiers, and genetic information that were not
included in the definition of Data Protection Directive 1995
were included.

Second, there will be a two-tiered sanction regime on
penalties [4]. Violations of the GDPR, which is considered a
small-scale case, could result in a fine of either 10 million or
2% of a firm’s global turnover (whichever is greater). +e
most serious violations may result in a fine of either 20
million or 4% of a firm’s global turnover (whichever is
greater). +is is the maximum penalty that can be imposed
for the most serious violation, such as if the customer’s data
processing consent is insufficient or if the design concept of
the firm violates the core of personal information.

+ird, the consent, requirement of the GDPR, is rein-
forced beyond the Directive [4]. If consent is required, clear
and specific information should be provided, and a simple
and easy language should be used. +e subject also has the
right to withdraw consent at any time.

2.2. IoT Security Issues. IoT has become an increasingly
attractive target for global hackers. Recent studies have
categorized and described various security issues that arise in
IoT environments which have heterogeneity and large scale
of objects. Zhi-Kai Zhang et al. categorized these issues into
identification, authentication, lightweight cryptosystem, and
software vulnerability analysis [5].

+ese technical security issues are a threat to IoTdevices
that contain private information. Even if these various
vulnerabilities occur, the most important thing is the se-
curity update problem. According to HP News, one IoT
device has an average of 25 vulnerabilities [6]. +ere have
also been many studies that have confirmed that IoTdevices
have vulnerabilities exposed to attackers [7–9]. As men-
tioned earlier, the number of IoT devices will be over a
billion, and of course, the number of vulnerabilities will be
the much huge amount. Since there are security updates on
various devices, users are inevitably overwhelmed with the
update. +is causes 1-day vulnerabilities to be steadily
generated, and various hacking incidents are likely to occur.
Even if the firm provides automated updates, they often stop

when they focus on constructing the next device, leaving
customers with slightly outdated hardware that can become
a security risk.

Under these circumstances, various studies are un-
derway to solve the security issue of IoT environment. Ping
Zhang et al. investigated the potential privacy risk of mobile
Internet users and proposed an extensible system based on a
public cloud service to hide the mobile user’s network lo-
cation and the traffic of the other party [10]. Bugra Gedik
and Ling Liu recognized that privacy-aware management of
location information is a very important task in the wide-
spread deployment of location-based services [11]. +ey
used a flexible privacy personalization framework to support
location anonymity for a wide range of mobile clients with
context-sensitive privacy requirements. Tianyi Song et al.
found that smart home inevitably causes security and pri-
vacy problems [12]. +ey propose an improved stability and
privacy protection communication protocol for smart home
systems. In the proposed scheme, data transmissions within
smart home systems are protected by a symmetric en-
cryption scheme with secret keys generated by a chaotic
system.

2.3. IoT Privacy Issues. +is section describes what privacy
issues are in the IoT. +e following sections describe how
IoT handles personal information specifically, but this
chapter explains the rough privacy issues occurred in IoT
environment. Due to the close correlation between personal
physical characteristics and status, the adoption of cyber-
physical-social systems (CPSSs) has inevitably been chal-
lenged by users’ privacy concerns [13]. +e first step is about
collecting data. In the case of the Internet, information about
user behavior is collected while surfing the Internet. IoTwill
analyze not only search history but also the individual user’s
various life patterns. +us, more diverse and sensitive in-
formation can be collected. +ere are also data collection
policies for each IoT device, including the access control
policies of each “things” and the types of data. +is may
conflict with the articles of the GDPR in establishing control
policies.

In addition, the digital forgetting process that requires
the deletion of personal information may be difficult [14].
One of the processes of processing personal information is
that the current trend allows people the right to forget. If an
individual requests to delete information, it is difficult to
completely delete it technically because it has so many di-
verse and massive amounts of personal information in the
IoT situation, and it is necessary to revise the information
held by the company.

3. How IoT Handles Personal Information

+is section analyzes how the IoT industry handles personal
information and shows that the industry is under GDPR.
+e following subsections describe the personal information
usage features of IoT devices that may conflict with the
GDPR.
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3.1. Usage and Exchange Information between IoT Devices.
Each endpoint in the IoT environment, the “things”, au-
tomatically transmits data, communicates with other end-
points, and works together. In IoT, “things” occasionally
trade and operate on behalf of the user. For example, if a
smart refrigerator perceives that food is scarce, it connects to
the Internet and buys necessary items for the user. In this
case, information utilization is automated and user in-
formation is exchanged to various subjects. GDPR, man-
aging the use of personal information, can bring the result of
diminishing advantages of IoT.

3.2. Analysis of Information Aggregated from IoT.
Currently, IoTmanufacturers are collecting huge amounts of
information generated in IoT environments and research
methods to analyze this huge amount of data to better
understand the system and user behavior. To bring more
value and revenue, IoT manufacturers analyze data that
appear to be irrelevant and ascertain the relationship be-
tween a consumers behavioral and usage patterns. In other
words, data delivered from one endpoint is less likely to
cause a privacy issue, but data collected and aggregated at
various endpoints can trigger privacy issues. +erefore, this
aggregated information has a possibility to be included in the
extended definition of the personal information to which the
GDPR applies and corresponds to the personal information
control domain.

For example, Vizio, electronic product development
company, was recently fined $ 2.2 million for using content-
aware software to track users pattern without consent. +e
company sold 11 million IoT TVs with a software program
installed intentionally to track customers’ detailed viewing
habits. +ey linked the data to specific household statistics
and sold that information to third-party marketers. Vizio
insisted that they never paired TV data with personally
identifiable information such as name or contact in-
formation. However, the data were collected as an analysis of
personal TV habit information, so it is considered as sen-
sitive information and a fine was imposed. If the GDPR is
applied, the fine would have been $ 292 million, more than
100 times larger than the previous judgment [3].

4. Why the IoT Industry Is Affected by GDPR

+is section analyzes the characteristics of IoT and the
provisions of GDPR, which were introduced above, and
explain why the IoT industry is strongly influenced by
GDPR.

4.1. Consent. +e personal information required in the IoT
environment is not only sensitive information but also has
enormous amounts. Although there is no privacy protection
law specific to the IoT field, the Federal Trade Commission
(FTC) is conducting policy discussions on security and
privacy protection in the IoT environment [15]. +e FTC
provided comments on the concerns of privacy breaches of
IoT devices and the direction of information protection
activities related to IoT through the “Benefits, Challenges,

and Potential Roles for the Government in Fostering the
Advantage of the Internet of +ings [16].”

In this statement, the FTC said that IoT devices that can
collect, transmit, and share sensitive consumer information
about their physical and lifestyle habits are dangerous when
combined with information collected from other devices.
Due to the characteristics of collection and sharing of
personal information of IoT, there is a possibility of more
difficulties in the consent process. In addition, when con-
sidering the sharing of personal information among T2Tand
the personal information utilization of companies, we can
see that the consent is much difficult. According to the
GDPR, there are conditions in which it is necessary to in-
form the purpose of collecting personal information in easy-
to-understand terms and to simplify the consent process. By
interfering with the consent process, consumers will be more
hesitant to collect sensitive and diverse personal in-
formation, and these regulations will have a major economic
impact.

4.2. Right to Compensation. Right to Compensation is an
article that is directly related to all companies as well as IoT
firms, but the reason why IoT industry has a big influence is
that one attack vector can lead to various types of personal
information leakage. From a business perspective, if the firm
complies with the provisions of the GDPR, the firm can
acquire rights to Right not to Compensate. However, IoT
companies find it difficult to obtain these rights. +ere is a
high probability that it will not be able to keep up with the
security updates of a vast amount of devices, and the
conditions for protecting the personal information that each
device collects are much harder than for other industries’
firms.

5. Situational Awareness for Measuring
Economic Impact in IoT
Industry under GDPR

+is section analyzes the economic impact of the IoT in-
dustry. +e paper uses the cost definition of the Gordon and
Loeb model to estimate how GDPR affects the cost of IoT
firms qualitatively and uses statistical and legal basis to
estimate quantitatively.

According to the Gordon and Loeb model, the amount
of damage can be calculated as follows: direct costs, indirect
costs, explicit costs, and implicit costs [17]. First, the direct
cost refers to damage cost that is directly caused by a specific
infringement event. In other words, it is the amount of
hardware or software lost due to an accident. On the other
hand, indirect cost refers to prevention cost that is incurred
to inhibit information security breaches. Furthermore, the
explicit cost is the cost that is explicitly visible due to a
specific infringement violation. +e explicit cost includes a
preinvestment cost to avoid damages and damage cost and a
cost to recover damages caused by infringement. On the
contrary, implicit cost does not include damage cost caused
by an infringement, but the damage cost for situations that
may arise thereafter. +is involves, for example, the cost of
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legal liability for an infringement event, including falling
stock prices or reduced sales due to a declining reputation of
the affected company. Using the Gordon and Loeb model,
this paper analyzes and indicates the defined costs that are
expected to alter due to GDPR.

According to Article 82 (Right to Compensation and
Liability), any person who has suffered material or non-
material damage due to a violation of GDPR rules has the
right to demand compensation for damages [4]. Especially,
the Directive mentions only damages; however, GDPR can
be compensated for pecuniary and nonpecuniary losses.

Article 83 explains the general conditions for imposing
administrative fines, which are not automatically applied
and are imposed on each individual case. +erefore, it is
beyond the bounds of possibility to measure the fines ac-
curately, due to characteristics of ones imposition and ab-
sence of judgment. However, by utilizing the definition of
the Gordon and Loeb model, the paper presents the in-
crement of certain cost elements. In this regard, the Article
82 and 83 result in an increase in the legal cost from the
Gordon and Loeb model.

In addition, Articles 37, 38, and 39 describe the desig-
nation, status, and obligations of the Data Protection Officer
(DPO), respectively. Controllers and processors must des-
ignate a DPO in following three cases: (1) public authorities,
(2) large-scale regular and systematic monitoring of in-
telligence entities, and (3) large-scale processing of sensitive
information or criminal records. Moreover, DPO should
also have an in-depth understanding of GDPR and personal
information processing tasks and expertise in national
privacy laws. Since the designation of the DPOs is man-
datory and their qualities must be proven, Articles 37, 38,
and 39 will affect the preventative cost.

To sum up, GDPR affects two costs (legal cost and
preventative cost) of the Gordon and Loeb model as written
above. In order to analyze the economic impact of GDPR,
the estimated cost of damages before and after GDPR should
be compared. According to the Ponemon Institute, in 2016,
the average number of breached records reached 24,089 [18].
Based on the research, the paper selects four average per-
sonal data breach cases to analyze the economic impact of
the GDPR on the IoT industry.

Table 1 provides information on how much data breach
has occurred and how much annual turnover the company
has for each case. +e paper firstly estimates how much four
cases, regardless of GDPR, resulted in the cost loss of the
firm. According to the Ponemon Institute, the average cost
per data leakage (capita) of a data breach for the past four
years is $150 [18]. +e average cost per capita of a data
breach includes both the direct and indirect costs incurred
by the breach. Based on this research, estimates of the four
cases’ costs can be derived by multiplying the number of
breached personal data by the average data breach cost per
capita. In order to analyze how GDPR affects, the paper then
examines the cost assuming GDPR application to the cases.
As shown in Figure 1, two component costs of the Gordon
and Loeb model that GDPR affects were derived, the legal
cost and the preventative cost. +e paper assumes that each
violation of GDPR was considered to be a case of lesser

infringement, due to an averageness of the cases, resulting in
a fine 10 million or 2% of a firm’s global turnover (whichever
is greater). Taking into account each of these costs, Figure 2
shows how disastrous the prospective cost of a firm is.

Unlike the rest of the cases where the cost of a firm
increases three to four times, the cost of firm B is expected to
increase by about 18.6 times because of the provisions of
GDPR. GDPR determines fine based on the annual turnover
of a firm for the previous year, which is based on total sales of
the firm, not the sales of the single branch or corporation
that violates the regulations. +is is a measure to secure the
punitive penalties by preventing bogus companies or affil-
iated companies from using the methods to circumvent
regulations. +erefore, firms with large annual turnover can
be fined well exceeding 10 million.

+e economic impact of data breach incidents can be an
important indicator of decision making. “Situational
Awareness (SA)” is an essential concept in this decision-
making process. SAmeans a process that recognizes the time
and environmental factors that an event occurs and re-
sponds to future threats. +is process is used as a framework
to respond to threats such as disaster, financial, and
cybersecurity. SA’s representative framework is based on
Endsley’s model. Endsley’s model consists of recognition of
the elements of the environment within the volume of time
and space, an understanding of the meaning, and a process
of projecting the state in the near future conditions [19]. +e
economic impact of GDPR, which can arise from data
breach incidents, can be projected from SA to future con-
ditions and used to predict damage.

6. Related Works

+ere were several studies on the economic impact of GDPR.
Hofheinz Paul and Michael Mande argued that the GDPR is
a “regulatory wall” to expand privacy [20]. +ey said the
GDPR will have a major impact on the opportunities for US
companies which provide digital services in the EU. Several
studies have concluded that GDPRwould be detrimental not
only for foreign companies but also for economies in
Europe. Christensen Laurits et al. argue that the GDPR will
raise the production costs of companies in the EU by 20%.
+is could result in a 0.3% employment decline and a 3%
decline in the company [21]. Avi Goldfarb and Catherine E.
Tucker said the GDPR could hurt the efficiency of digital
advertising and hinder its ability to generate revenue
through digital content [22]. +is paper first explains why a
specific industry, IoT, is affected by GDPR, and it is
meaningful to measure the loss magnitude to measure the
risk of IoT industry under GDPR.

Table 1: Four personal data breach cases in the IoT industry.

Number of breached personal
information

Annual turnover of a firm
EUR (millions)

A 43,000 10.0
B 28,000 3,133.8
C 23,200 386.6
D 20,000 17.5
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7. Conclusion

+e impact of GDPR and its regulatory scope have
heightened the tension of the firms. In this tension and
concern, this paper first shows that by application of GDPR,
the IoT industry is affected by GDPR in Sections 3 and 4.
Section 5 uses the cost definition of the Gordon and Loeb
model to estimate how GDPR affects the cost of IoT firms
qualitatively and uses the statistical and legal bases to es-
timate quantitatively. Although there is a constraint to
progress with limited data, the paper analyzes the economic
impact of the certain industry from legal changes in two
aspects (qualitative and quantitative), thus identifying in-
dustries that are vulnerable to legal changes.

+e 2015 Icontrol State of the Smart Home study found
that 44% of all Americans were “very concerned” about the
possibility of their information getting stolen from their
smart home and 27% were “somewhat concerned [23].”
+ese public perceptions show the psychological concerns of
people using IoT. In the presence of these concerns, the
GDPR will add to the security of the user’s personal in-
formation. However, companies will have to prepare and
respond in order to find a way to fully utilize the IoT’s
functions under the GDPR.

Finally, situational awareness is an important step in the
decision-making process. +is study can be applied to sit-
uational awareness of the economic impact on the certain
industry. Our next study is to develop the study to build an
IoT risk management framework to anticipate and reduce
risks based on the FAIR methodology, rather than simply
measuring postaccident losses.
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Service Level Agreements (SLAs) are defining the quality of the services delivered from the Cloud Services Providers (CSPs) to the
cloud customers. 'e services are delivered on a pay-per-use model. 'e quality of the provided services is not guaranteed by the
SLA because it is just a contract. 'e developments around mobile cloud computing and the advent of edge computing
technologies are contributing to the diffusion of the cloud services and the multiplication of offers. Although the cloud services
market is growing for the coming years, unfortunately, there is no standard mechanism which exists to verify and assure that
delivered services satisfy the signed SLA agreement in an automatic way. 'e accurate monitoring and modelling of the provided
Quality of Service (QoS) is also missing. In this context, we aim at offering an automatic framework named PRESENCE, to evaluate
the QoS and SLA compliance of Web Services (WSs) offered across several CSPs. Yet unlike other approaches, PRESENCE aims at
quantifying in a fair and by stealth way the performance and scalability of the delivered WS. 'is article focuses on the first
experimental results obtained on the accurate modelisation of each individual performance metrics. Indeed, 19 generated models
are provided, out of which 78.9% accurately represent the WS performance metrics for two representative SaaS web services used
for the validation of the PRESENCE approach.'is opens novel perspectives for assessing the SLA compliance of Cloud providers
using the PRESENCE framework.

1. Introduction

As per NIST definition [1], Cloud Computing (CC) is a re-
cent computing paradigm for “enabling ubiquitous, conve-
nient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly pro-
visioned and released with minimal management effort or
service provider interaction.” 'ese resources are operated by
a Cloud Services Provider (CSP), which typically delivers its
services using one of three traditional models: Infrastructure-
as-a-Service (IaaS), Platform-as-a-Service (PaaS), or Software-
as-a-Service (SaaS) [2, 3]. 'is classification has since evolved
to take into account the federation of more andmore diverse
computing resources. For instance, recent developments

around Fog and Edge computing permitted to enlarge the
scope of CC around Mobile CC, which offer new types of
services and facilities to mobile users [4–7]. 'is leads to
stronger business perspectives bringing more and more
actors in the competition as CSPs.

In this article, we focus on the performance evaluation of
Web Services (WSs) deployed in the the context of the SaaS
model by these actors acting as CSPs.'ese services could be
used through cloud users’ mobile devices or normal com-
puters [8, 9]. In practice, WSs are delivered to the cloud
customers on a pay-per-use model while the performance
and Quality of Service (QoS) of the provided services are
defined using services contracts or Service Level Agreement
(SLA) [10, 11]. In particular, SLAs define the conditions and
characteristics of the provided WS and its costs and the

Hindawi
Mobile Information Systems
Volume 2018, Article ID 1351386, 14 pages
https://doi.org/10.1155/2018/1351386

mailto:abdallah.ibrahim@uni.lu
http://orcid.org/0000-0001-5268-043X
http://orcid.org/0000-0001-9011-851X
http://orcid.org/0000-0001-9338-2834
https://doi.org/10.1155/2018/1351386


penalties encountered when the expected QoS is not met
[12, 13]. Unfortunately, there is no standard mechanism
which exists to verify and assure that delivered services
satisfy the signed SLA agreement. Accurate measures of the
provided Quality of Service (QoS) is also missing most of the
time, which render even more difficult the possibility to
evaluate on a fair basis different CSPs. 'e ambition of the
proposed PRESENCE framework (PeRformance Evaluation
of SErvices on the Cloud) is to fill this gap by offering an
automated approach to evaluate and classify in a fair and by
stealth way the performance and scalability of the delivered
WS across multiple CSPs.

In this context, the contributions of this paper are four-fold:

(1) 'e presentation of the PRESENCE framework, the
reasoning behind its design and organization

(2) 'e definition of the different module composing the
framework and based on a Multi-Agent System
(MAS) acting behind the PRESENCE client, which
aim at tracking and modeling the WS performance
using a predefined set of common performance
metrics

(3) 'e validation and first experimental results of this
module over two representative WSs relying on
several reference backend services at the heart of
most WSs: Apache HTTP, Redis, Memcached,
MongoDB, and PostgreSQL

(4) 'e cloud Web Service (WS) performance metrics
models such as throughput, transfer rate and latency
(read and write) for HTTP, Redis, Memcached,
MongoDB, and PostgreSQL.

'e appropriate performance modeling depicted in this
paper is crucial for the accuracy and dynamic adaptation
expected within the stealthmodule of PRESENCE, which will
be the object of another article. 'is article is an extended
version of our presented paper during the 32nd IEEE In-
ternational Conference of Information Networks (ICOIN),
2018 [14], which received the best paper award. Compared to
this initial paper, the present article details the modelling of
the Web Services performance metrics and brings 19 gen-
erated models, out of which 78.9% accurately represent the
WS performance metrics for the two SaaS WSs.

'is paper is organized as follows: Section 2 details the
background of this work and reviews related works. 'e
PRESENCE framework is described in Section 3, together
with some implementation details. We then focus on the
validation of the monitoring module on several reference
backend services at the heart of most WSs—details and
experiment results are discussed in Section 4. Finally, Sec-
tion 5 concludes the paper and provides some future di-
rections and perspectives opened by this study.

2. Context and Motivations

As mentioned before, a SLA defines the conditions and
characteristics of a given WS, their costs and the penalties
encountered when the expected QoS is not met. Measuring
the performances of a given WS is therefore key to evaluate

whether or not the corresponding SLA is satisfied—
especially from a user point of view which can thus request
penalties to the CSP. However, accurate measures of the
provided Quality of Service (QoS) is missing most of the
time as performance evaluation is challenging in a cloud
context considering that the end-users do not have a full
control of the system running the service. In this context,
Stantchev in [15] provides a generic methodology for the
performance evaluation of cloud computing configurations
based on the Non-Functional Properties (NFP) (such as,
response time) of individual services. Yet, none of the steps
were clearly detailed, and the evaluation is based on a single
benchmark, measuring a single metric. Lee et al. in [16]
propose a comprehensive model for evaluating quality of
SaaS after defining the key features of SaaS, deriving the
quality attributes from the key features and defining the
metrics for the quality attributes. 'is model serves as
a guideline to SaaS provider to characterize and improve the
provided QoS but obviously does not address user-based
evaluation. However, we used part of the proposed ontology
to classify our own performance metrics. Gao et al. [17]
propose a Testing-as-a-Service (TaaS) infrastructure and
report a cloud-based TaaS environment with tools (known as
CTaaS) developed to meet the needs in SaaS testing, per-
formance, and scalability evaluation. One drawback of this
approach is that its deployment cannot be hidden from the
CSP, which might in returnmaliciously increase the capacity
of the allocated resources to mitigate artificially the evalu-
ation in favor of its own offering. Wen and Dong in [18]
propose a quality characteristics and standards for the se-
curity and the QoS of the SaaS services. Unfortunately, the
authors did not propose any practical steps to evaluate the
cloud services, but only a set of recommendations.

Beyond pure performance evaluation, and to the best of
our knowledge, the literature around SLA assurance and vi-
olation monitoring is relatively sparse. Cicotti et al. in [19, 20]
propose a quality of services monitoring approach and SLA
violation reporter which are based on APIs queries and events.
Called QoSMONaaS, this proposed approach is measuring the
Key Performance Indicator (KPI) for the services provided
from the CSPs to the cloud customers. Ibrahim et al. in [10, 21]
provide a framework to assure SLA and evaluate the per-
formance of the cloud applications. 'ey use the simulation
and local scenarios to test the cloud applications and services.
Hammadi and Hussain in [22] propose a SLA monitoring
framework by a third party. 'e third party assesses the QoS
and assures the performance and no violation in the SLA.
Nevertheless, none of the abovementioned approaches feature
the dynamic adaptation of the evaluation campaign as foreseen
within the PRESENCE proposal.

Finally, as regards to the CSPs ranking and classification,
Wagle et al. in [23, 24] provide a ranking based on the
estimation and prediction of the quality of the cloud pro-
vider services. 'e model of estimating the performance is
based on the prediction methods such as ARIMA & ETS.

Motivated by recent scandals in the automotive sector,
which demonstrate the capacity of solution providers to
adapt the behaviour of their product when submitted to an
evaluation campaign to improve the performance results,
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this article presents PRESENCE, which aims at covering
a large set of real benchmarks contributing to all aspects of
the performance analysis while hiding the true nature of the
evaluation to the CSP. Our proposal is detailed in the next
section.

3. PRESENCE: Performance Evaluation of
Services on the Cloud

An overview of the PRESENCE framework is proposed in
Figure 1 and is now depicted. It is basically composed of five
main components:

(1) A set of agents, each of them responsible for a specific
performance metric measuring a specific aspect of
the WS QoS. 'ose metrics have been designed to
reflect scalability and performance in a representa-
tive cloud environment. In practice, several reference
benchmarks have been considered and evaluated to
quantify this behaviour.

(2) 'e monitoring and modeling module, responsible
for collecting the data from the agent, which is used
together with an application performancemodel [25]
to assess the performance metric model.

(3) 'e stealthmodule, responsible to dynamically adapt and
balance the workload pattern of the combined metric
agents to make the resulting traffic indistinguishable
from a regular user traffic from the CSP point of view.

(4) 'e virtual QoS aggregator and SLA checker module,
which takes care of evaluating the QoS and SLA
compliance of the WS offered across the considered
CSPs. 'is ranking will help decision maker to
determine which provider is better to use for the
analyzed WS.

(5) Finally, the PRESEnCE client (or Auditor) is re-
sponsible for interacting with the selected CSPs and
evaluating the QoS and SLA compliance of Web
Services. It is meant to behave as a regular client of
the WS and can eventually be distributed across
several parallel instances even if our first imple-
mentation operates a single sequential client.

3.1.9ePRESENCEAgents. 'ePRESENCE approach is used
to collect the data which represent the behaviour of the CSP
and reflect the performance of the delivered services. In this
context, the PRESENCE agents are responsible for a set of
performance metrics measuring a specific aspect of the WS
QoS. 'ose metrics have been designed to reflect scalability
and performance in a representative cloud environment,
covering different criteria summarized in Table 1. 'e
implementation status and coverage of these metrics within
PRESENCE at the time of writing is also detailed.

Most of these metrics are measured through a set of
reference benchmarks, and each agent is responsible for
a specific instance of one of these benchmarks. 'en
a multiobjective optimization heuristic is applied to evaluate
the audited WS according to the different performance

domains raised by the agents. In practice, a low-level
hybrid approach combining Machine Learning (for deep
and reinforcement learning) and evolutionary-based met-
aheuristics compensate the weaknesses of one method with
the strengths of the other. More specifically, a Genetic
Programming Hyper-heuristic (GPHH) approach will be
used to automatically generate heuristics using building
blocks extracted from the problem definition and the
benchmarks domains. Such a strategy has been employed
with success in [26, 27], and we are confident it could be
efficiently applied to fit the context of this work. It is worth to
note that the metrics marked as not yet implemented within
PRESENCE at the time of writing are linked to the cost and
the availability of the checked service. 'e current paper
validates the approach against a set of classicalWSs deployed
in a local environment and introduces a complex modelling
and evaluation for the performance metrics.

As regards the stealthmodule, PRESENCE aims at relying
on a GA [28] approach to mitigate and adapt the concurrent
executions of the different agents by evolving their respective
parameters and thus the visible load pattern toward the CSP.
AnOracle is checked upon each iteration of the GA and based
on a statistical correlation of the resulting pattern against
a reference model corresponding to a regular usage. When
this oracle is unable to statistically distinguish the outgoing
modeled pattern of the client from a regular client, we
consider that we can apply one of the found solutions for
a real evaluation campaign of the checked CSP. Finally, the
virtual QoS aggregator and SLA checker rely on the CSP
ranking and classification proposed byWagle et al. in [23, 24].

3.2. Monitoring and Modeling for the Dynamic Adaptation of
the Agents. 'e first step to ensure the dynamic adaptation
of the workload linked to the evaluation process resides in
the capacity to model accurately this workload based on the
configuration of a given agent. Modelling the performance
metric will help the other researchers to generate data
representing the CSP’s behaviour under a high load and
under the normal usage in just a couple of minutes without
any experiments. In this context, the multiple runs of the
agents are stored and analyzed in a Machine Learning
process. During the training part, the infrastructure model
representing the CSP side which contains the SaaS services is
first virtualized locally to initiate the first collection of data
sample and setup the PRESENCE client (i.e., the auditor)
based on a representative environment. 'e second phase of
the training involves “real” runs permitting the modeling of
each metrics. In practice, PRESENCE relies on a simulation
software called Arena [29] to analyse the data returned from
the agents and get the model for each individual perfor-
mance metric. Arena is a simulation software by Rockwell
Corporation. It is used in different application domains,
from manufacturing to supply chain and from customer
service and strategies to internal business processes. It in-
cludes three modules, respectively, called Arena Input
Analyser,Output Analyser, and Process Analyser. Among the
three, the Input Analyser is useful for determining an ap-
propriate distribution for collected data. It allows the user to
make a sample set of raw data (e.g., latency of Cloud-based
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WS) and fit it into a statistical distribution. 'is distribution
then can be incorporated directly into a model to develop
and understand the corresponding system performance.

'en, assuming such a model is available for each
considered metric, PRESENCE aims at adapting its client c′

(i.e., the auditor) to ensure the evaluation process is per-
formed in a stealth way. In this paper, 19 models have been
generated for each agent—they are listed in the next section.
Of course, once a model is provided, we should validate it,
that is, ensure that the model is an accurate representation of
the actual metric evolution and behaves in the same way.

'ere are many tests that could be used to validate on the
models generated. 'ese tests are used to check the accuracy
of the models by verifying on the null hypothesis. 'e tests
are such as t-test, Wilcoxon–Mann–Whitney test, and
Anova test. In PRESENCE, this is achieved by using t-test by
comparing means of raw data and statistical distribution
generated by the agent analysis. 'e use of t-test is based on
the fact that the variable(s) in question (e.g., 'roughput)
is normally distributed. When this assumption is in doubt,
the nonparametric Wilcoxon–Mann–Whitney test is used
as an alternative to the t-test [30]. As we will see, 78.9% of
the generated models are proved as an accurate represen-
tation of the WS performance metrics exhibited by the
PRESENCE agents. In the next section, the modelling of the
performance metrics are detailed besides the experiment
results of PRESENCE.

4. Validation and First Experimental Results

'is section presents the results obtained from the PRES-
ENCE approach within themonitoring and modelingmodule
as a prelude to the validation of the stealth module and the
virtual QoS aggregator and SLA checker left for the sequel of
this work.

Example: redis, memcached,
mongoDB, postgreSQL etc.
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FIGURE 1: Overview of the PRESENCE framework. 'e figure is reproduced from Ibrahim et al. [14] (under the Creative Commons
Attribution License/public domain).

TABLE 1: Performance metrics used in PRESENCE.

Domain Metric/Implementation status Metric type

Scalability

Number of transactions ✓
Workload/
performance
indicator

Number of requests ✓
Number of operations ✓
Number of records ✓
Number of fetches ✓

Reliability

Parallel connections (clients) ✓

WorkloadNumber of pipes ✓
Number of threads ✓

Workload size ✓

Availability

Response time ×

Performance
indicator

Up time ×

Down time ×

Load balancing ×

Performance

Latency ✓
Performance
indicator

'roughput ✓
Transfer rate ✓
Miss/hit rate ✓

Costs Installing costs × Quality
indicatorRunning costs ×

Security
Authentication ✓ Security

indicatorEncryption ✓
Auditability ✓
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4.1. Experimental Setup. In an attempt to validate the ap-
proach on realistic workflows, we tested PRESENCE against
two traditional and core web services:

(1) A multi-DataBase (DB) WS, which offers both SQL
(i.e., PostgreSQL 9.4) and NoSQL DBs. For the later
case, we deployed two reference in-memory data
structure stores, used as a database, cache, andmessage
broker, that is, Redis 2.8.17 (redis.io) and Memcached
1.5.0 (memcached.org), as well as MongoDB 3.4, an
open-source document database that provides high
performance, high availability, and automatic scaling.

(2) 'e reference HTTP Apache server (version 2.2.22-
13), which is used for testing a traditional HTTP WS
on the cloud.

Building such a CSP environment was performed on top
of two physical servers running Ubuntu 14.04 LTS (Trusty
64) connected over a 1 GbE network.

On the PRESENCE client side, 8 agents are deployed as
KVM guests, that is, virtual machines running CentOS 7.3
over 4 physical servers. Each agent is running one of the
benchmarking tool listed in Table 2 to evaluate the WS
performance and collecting data about the CSP behaviour.
Each PRESENCE agent thus measures a specific subset of
performance metrics and attributes and also deals with spe-
cific kinds of cloud servers. Eachmeasurement is consisting of
an average over 100 runs collected by the PRESENCE agent to
make the data statistically significant. 'e tools used for
performance evaluation are several reference benchmarking
such as Yahoo Cloud Serving (YCSB) [31], Memtire [32],
Redis benchmark [33], Twitter RPC [34], Pgbench [35], HTTP
load [36], and Apache AB [37]. In addition, iperf [38] (a tool
for active measurements of the maximum achievable band-
width on IP networks) is used in the closed environment for
the validation of PRESENCE, as it provides an easy testimonial
for the WS access capacity. 'e general overview of the
deployed infrastructure is provided in Figure 2.

4.2. PRESENCE Agents Evaluation Results. 'e targeted WS
of each deployed agent is precised in Table 2.'e PRESENCE
approach is used to collect the data which represent the
behaviour of the CSP, and these data also can indicate and
evaluate the performance of the services. As mentioned in
the previous section, there are many metrics that can rep-
resent the performance. PRESENCE uses some of these
metrics as a workload to the CSP’s servers and the others as
results from the experiments. For example, the number of
requests, operations, records, transactions, and fetches are
metrics which representing the scalability of the CSP and are
used by PRESENCE to increase the workload to see the
behaviour of the servers under the workload. Other metrics
like parallel or concurrency connections, number of pipes,
number of threads, and the workload size are representing
the CSP reliability are also used by PRESENCE to increase
the workload during the test. Other metrics like response
time, up time, down time, transfer rate, latency (read and
update), and throughput are indicating the CSP perfor-
mance and availability and PRESENCE used them to

evaluate the services performance. Because PRESENCE uses
many tools to evaluate and benchmark the services, it can
deal with most of the metrics. But, there are two or three
common metrics we will model and represent them in the
results, such as latency, throughput, and transfer rate. 'ere
are other metrics that represent the security and the costs of
the CSPs, and all those metrics are summarized in Table 1 in
the previous section. 'e different parameters (both input
and output) which are used for the PRESENCE validation are
provided in Table 3. We now provide some of the numerous
traces produced by the execution of the PRESENCE agents
when checking the performance of the DB and HTTP WSs.

Figure 3 shows the Redis, Memcached, and Mongo
measured WS performance under the statistically significant
stress produced by the PRESENCE agent running the YCSB
benchmarking tool. Figure 3(a) shows the throughput of the
three backends and demonstrates that the Redis WS is the
best in this metric when compared to the other two WSs
where it has the highest throughput. 'is trend is confirmed
when the latency metric is analysed in Figures 3(b) and 3(c).

Figure 4 shows the Redis and Memcached measured WS
performance under the stress produced by the PRESENCE
agent running the Memtier benchmarking tool. 'e pre-
vious trend is again confirmed in our runs; that is, the Redis-
based WS performs better than the Memcached backend for

Table 2: Benchmarking tools used by PRESENCE agents.

Benchmark tool Version Targeted WS

YCSB 0.12.0 Redis, MongoDB, memcached,
DynamoDB, etc.

Memtire-Bench 1.2.8 Redis, memcached
Redis-Bench 2.4.2 Redis
Twitter RPC-Perf 2.0.3-pre Redis, memcached, Apache
PgBench 9.4.12 Postgresql
Apache AB 2.3 Apache
HTTP Load 1 Apache
Iperf v1, v3 Iperf server

Cloud data center

Web serverDatabase server

SaaS web services

- Redis
- Memcached
- MongoDB
- DynamoDB
- Postgresql
- Apache HTTP
- Iperf

Cloud
servers 

FIGURE 2: Infrastructure deployed to validate the PRESENCE frame-
work. 'e figure is reproduced from Ibrahim et al. [14] (under the
Creative Commons Attribution License/public domain).
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all metrics, for example, throughput, latency, and transfer
rate. As noticed in the three plots from the Memtier agents,
the latency, throughput, and transfer rate of the Memcached
WS have increased suddenly in the end. Such behaviour was
consistent across all runs and was linked to the memory
saturation reached by the server process before being clearer.
Still upon DB WS performance evaluation, Figure 5 details
the performance of the PostgreSQL WS under the stress
produced by the PRESENCE agent executing the PgBench
benchmarking tool. 'e figure shows the normalized re-
sponse time of the server and the normalized (standardized)
number of Transactions per Second (TPS). 'e response
time is the latency of the service when the TPS corresponds
to its throughput. 'e performance of the WS is affected by
the increased workload which is represented by the in-
creasing number of TPSs and parallel clients. 'e increasing
of the TPS let the response time increasing even if the TPS
was going down, and after filling in the memory, the TPS
decreased again and response time returned back again to
a decrease. 'is behaviour was consistent across the runs of
the PgBench agent. Finally, Figure 6 shows the average runs
of the PRESENCE agent executing the HTTP Load bench-
mark tool when assessing the performance of the HTTPWS.
We exhibit on each subfigure the behaviour of both the la-
tency and throughput against an increasing number of fetches
and parallel clients, which increases the workload of the WS.

Many more traces of all considered agent runs are
available but were not displayed in this article for the sake of
conciseness. Overall, and to conclude on the collected traces
from the many agent runs depicted in this section, we were
able to reflect several complementary aspects of the twoWSs
considered in the scenario of this experimental validation.
Yet, as part of the contributions of this article, the generation
of accurate models for these evaluations is crucial. 'ey are
detailed in the next section.

4.3. WS Performance Metrics Modeling. Outside the de-
scription of the PRESENCE framework, the main contri-
bution of this article resides more on the modeling of the
measured WS performance metrics from the data collected
by the PRESENCE agents rather than the runs in themselves
depicted in the previous section. Once these models are
available, they can be used to estimate and dynamically adapt
the behaviour of the PRESENCE client (which combine and
schedule the execution of all considered agents in parallel) so
as to hide the true nature of the evaluation by making it
indistinguishable from a regular client traffic. But this cor-
responds to the next step of our work. In this paper, we wish
to illustrate the developed model from the PRESENCE agents
evaluations reported in the previous section. 'e main ob-
jective of the developed model is to understand the system
performance behaviour relative to various assumptions and
input parameters discussed in previous sections. As men-
tioned in Section 3.2, we rely on the simulation software called
Arena to analyse the data returned from the agents and get the
model for each individual performance metric. We have
performed this analysis for each agents, and the results of the
models are presented in the below tables. Of course, such
a contribution is pertinent only if the generated model is
validated—a process consisting in ensuring the accurate
representation of the actual system and its behaviour. 'is is
achieved by using a set of statistical t-tests by comparing the
means of raw data and statistical distribution generated by the
Input Analyzer of the Arena system. If the result shows that
both samples are analytically similar, then the model de-
veloped from statistical distribution is an accurate repre-
sentation of the actual system and behaves in the same way.
For each model detailed in the tables, the outcomes of the t-
tests in the form of the computed p value (against the
common significance level of 0.05) is provided and dem-
onstrate if present the accuracy of the proposed models.

Table 3: Input/output metrics for each PRESENCE Agent.

PRESENCE agent
Input parameters

#Transactions #Requests #Operations #Records #Fetches #Parallel
clients #Pipes #'reads Workload

size
YCSB ✓ ✓ ✓ ✓
Memtire-Bench ✓ ✓ ✓ ✓
Redis-Bench ✓ ✓ ✓ ✓
Twitter RPC-Perf ✓ ✓
PgBench ✓ ✓ ✓
Apache AB ✓ ✓
HTTP Load ✓ ✓
Iperf ✓

PRESENCE agent
Output parameters

'roughput Latency Read
latency

Update
latency

CleanUp
latency

Transfer
rate

Response
time Miss Hits

YCSB ✓ ✓ ✓ ✓ ✓ ✓
Memtire-Bench ✓ ✓ ✓ ✓ ✓
Redis-Bench ✓
Twitter RPC-Perf ✓ ✓ ✓ ✓
PgBench ✓ ✓
Apache AB ✓ ✓
HTTP Load ✓ ✓ ✓
Iperf ✓
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Tables 4–6 show the model of the performance metrics
such as latency (read and update) and throughput for the
Redis, Memcached, and MongoDB services by using the
data collected with the YCSB PRESENCE agents. In
particular, Table 4 shows that the Redis throughput is Beta
increasing, Redis latency (read) is Gamma increasing,
and Redis latency (update) is Erlang increasing with

respect to the configuration of the experimental setup
discussed in the previous sections. Moreover, as p values
(0.757, 0.394, and 0.503) are greater than 0.05, the null
hypothesis (the two samples are the same) is accepted as
compared to alternate hypothesis (the two samples are
different). Hence, the models for throughput, that is,
−0.001 + 1∗BETA(3.63, 3.09), latency (read), that is,
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FIGURE 3: YCSB Agent Evaluation of the NoSQL DBWS. (a) 'roughput, (b) update latency, and (c) read latency. 'e figure is reproduced
from Ibrahim et al. [14] (under the Creative Commons Attribution License/public domain).
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−0.001 + GAMM(0.0846, 2.39), and latency (update), that
is, −0.001 + ERLA(0.0733, 3), are an accurate represen-
tation of the WS performance metrics exhibited by the
PRESENCE agent in Figure 3.

Similarly, Table 5 shows that MongoDB throughput and
latency (read) are Beta increasing and latency (update) is
Erlang increasing with respect to the configuration setup.
Moreover, as p values (0.388, 0.473, and 0.146) are greater
than 0.05, the null hypothesis (the two samples are the same)
is accepted as compared to alternate hypothesis (the two
samples are different). Hence, the models for throughput,
that is, −0.001 + 1∗BETA(3.65, 2.11), latency (read), that is,
−0.001 + 1∗BETA(1.6, 2.48), and latency (update), that is,

−0.001 + ERLA(0.0902, 2), are an accurate representation of
the WS performance metrics exhibited by the PRESENCE
agents in Figure 3.

Finally, Table 6 shows that Memcached throughput
and latency (read) is Beta increasing and latency (update) is
Normal increasing with respect to configuration setup.
Again, as p values (0.106, 0.832, and 0.794) are greater than
0.05, the null hypothesis is accepted. Hence, the models for
throughput, that is, −0.001 + 1∗BETA(4.41, 2.48), latency
(read), that is, −0.001 + 1∗BETA(1.64, 3.12), and latency
(update), that is, NORM(0.311, 0.161), are an accurate
representation of the WS performance metrics exhibited by
the PRESENCE agents in Figure 3.
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Figure 4: Memtier Agent Evaluation of the NoSQL DBWS. (a)'roughput, (b) latency, and (c) transfer rate.'e figure is reproduced from
Ibrahim et al. [14] (under the Creative Commons Attribution License/public domain).
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'e above analysis is repeated for the Memtier
PRESENCE agent—the corresponding models are pro-
vided in Tables 7 and 8 and summarize the computed
model for the WS performance metrics such as latency,
throughput, and transfer rate for the Redis and Memc-
ached services by using the data collected from PRESENCE

Memtier agents. For instance, it can be seen in Table 7 that
the Redis throughput is Erlang increasing with respect to
time and assumptions in previous section. Moreover, as p

value (0.902) is greater than 0.05, the null hypothesis is
again accepted as compared to alternate hypothesis (the
two samples are different). Hence, the Erlang distribution
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model of 'roughput, that is, −0.001 + ERLA(0.0155, 7),
is an accurate representation of the WS performance
metrics exhibited by the PRESENCE agents in Figure 4(a).
'e same conclusions on the generated models can
be triggered for the other metrics collected by the PRES-
ENCE Memtier agents, that is, latency and transfer
rates. Interestingly, Table 8 reports an approximation
(blue curve line) for multimodel distribution of memc-
ached throughput and transfer rate. 'is shows a failure
of a single model to capture the system behaviour with
respect to the configuration setup. However for the same
setup, memcached latency is Beta increasing, and as its
p value (0.625) is greater than 0.05, the null hypoth-
esis is accepted. Hence, the model for latency, that is,
−0.001 + 1∗BETA(0.99, 2.1), is an accurate representation

of theWS performance metrics exhibited by the PRESENCE
agents in Figure 4(b).

To finish on the DB WS performance analysis using
PRESENCE, Table 9 exhibits the generated model for the
performance model from the Pgbench PRESENCE agents.'e
first row in the table shows the approximation (blue curve line)
for multimodel distribution of the throughput metric, thus
demonstrating the failure of a single model to capture the
system behaviour with respect to the configuration setup.
However for the same setup, the latency metric is log normal
increasing, and as its p value (0.682) is greater than 0.05, the
null hypothesis (i.e., the two samples are the same) is accepted
as compared to alternate hypothesis, that is, the two samples
are different. Hence, the model for latency, that is,
−0.001 + LOGN(0.212, 0.202), is an accurate representation

TABLE 4: Modelling DB WS performance metrics from YCSB PRESENCE Agent: Redis.

Metric Distribution Model Expression p value (t-test)

'roughput Beta

−0.001 + 1∗BETA(3.63, 3.09)

where
BETA(β, α)

β � 3.63
α � 3.09

offset � −0.001

f(x) �
(xβ−1(1−x)α−1)/B(β, α) for 0< x< 1
0 otherwise,



where β is the complete beta function given by
B(β, α) � 

1
0 tβ−1(1− t)α−1 dt

0.757(>0.05)

Latency read Gamma

−0.001 + GAMM(0.0846, 2.39)

where
GAMM(β, α)

β � 0.0846
α � 2.39

offset � −0.001

f(x) �
(β−αxα−1e−(x/β))/Γ(α) for x> 0
0 otherwise,



where Γ is the complete gamma function given by
Γ(α) � 

inf
0 tα−1e−1 dt

0.394(>0.05)

Latency update Erlang

−0.001 + ERLA(0.0733, 3)

where
ERLA(β, k)

k � 3
β � 0.0733

offset � −0.001

f(x) �
(β−kxk−1e−(x/β))/(k− 1)! for x> 0
0 otherwise

 0.503(>0.05)

Table 5: Modelling DB WS performance metrics from YCSB PRESENCE Agent: MongoDB.

Metric Distribution Model Expression p value (t-test)

'roughput Beta

−0.001 + 1∗BETA(3.65, 2.11)

where
BETA(β, α)

β � 3.65
α � 2.11

offset � −0.001

f(x) �
(xβ−1(1−x)α−1)/B(β, α) for 0<x< 1
0 otherwise,



where β is the complete beta function given by
B(β, α) � 

1
0 tβ−1(1− t)α−1 dt

0.388(>0.05)

Latency read Beta

−0.001 + 1∗BETA(1.6, 2.48)

where
BETA(β, α)

β � 1.6
α � 2.48

offset � −0.001

f(x) �
(xβ−1(1−x)α−1)/B(β, α) for 0<x< 1
0 otherwise,



where β is the complete beta function given by
B(β, α) � 

1
0 tβ−1(1− t)α−1 dt

0.473(>0.05)

Latency update Erlang

−0.001 + ERLA(0.0902, 2)

where
ERLA(β, k)

k � 2
β � 0.0902

offset � −0.001

f(x) �
(β−kxk−1e−(x/β))/(k− 1)! for x> 0
0 otherwise

 0.146(>0.05)

10 Mobile Information Systems



of the WS performance metrics exhibited by the PRESENCE
agents in Figure 6. As regards the HTTP WS performance
analysis using PRESENCE, we decided to report in Table 10
the model generated from the performance model from the
HTTP Load PRESENCE agents. Again, we can see that we fail
to model the throughput metric with respect to the config-
uration setup discussed in the previous section. However, for
the same setup, the response time is Beta increasing, and as its
p value (0.165) is greater than 0.05, the null hypothesis is
accepted. Hence, the model for latency, that is, −0.001 + 1∗
BETA(1.55, 3.46), is an accurate representation of the WS
performance metrics exhibited by the PRESENCE agents in
Figure 6.

Summary of the obtained Models: In this paper, 19
models were generated which represent the performance
metrics for the SaaS Web Service by using the PRESENCE

approach. Out of the 19 models, 15 models, that is, 78.9% of
the analyzed models are proved to have accurately represent
the performance metrics collected by the PRESENCE agents,
such as throughput, latency, transfer rate, and response time
in different contexts depending on the considered WS. 'e
accuracy of the proposed models is assessed by the reference
statistical t-tests, performed against the common signifi-
cance level of 0.05.

5. Conclusion

Motivated by recent scandals in the automotive sector
(which demonstrate the capacity of solution providers to
adapt the behaviour of their product when submitted to an
evaluation campaign to improve the performance results),
this paper presents PRESENCE, an automatic framework

Table 7: Modelling DB WS performance metrics from Memtier PRESENCE Agent: Redis.

Metric Distribution Model Expression p value (t-test)

'roughput Erlang

−0.001 + ERLA(0.0155, 7)

where
ERLA(β, k)

k � 7
β � 0.0155

offset � −0.001

f(x) �
(β−kxk−1e−(x/β))/(k− 1)! for x> 0
0 otherwise

 0.767(>0.05)

Latency Beta

−0.001 + 1∗BETA(0.648, 1.72)

where
BETA(β, α)

β � 0.648
α � 1.72

offset � −0.001

f(x) �
(xβ−1(1− x)α−1)/B(β, α) for 0<x< 1
0 otherwise,



where β is the complete beta function given by
B(β, α) � 

1
0 tβ−1(1− t)α−1 dt

0.902(>0.05)

Transfer rate Erlang

−0.001 + ERLA(0.0155, 7)

where
ERLA(β, k)

k � 7
β � 0.0155

offset � −0.001

f(x) �
(β−kxk−1e−(x/β))/(k− 1)! for x> 0
0 otherwise

 0.287(>0.05)

Table 6: Modelling DB WS performance metrics from YCSB PRESENCE Agent: Memcached.

Metric Distribution Model Expression p value (t-test)

'roughput Beta

−0.001 + 1∗BETA(4.41, 2.48)

where
BETA(β, α)

β � 4.41
α � 2.48

offset � −0.001

f(x) �
(xβ−1(1−x)α−1)/B(β, α) for 0<x< 1
0 otherwise,



where β is the complete beta function given by
B(β, α) � 

1
0 tβ−1(1− t)α−1 dt

0.106(>0.05)

Latency read Beta

−0.001 + 1∗BETA(1.64, 3.12)

where
BETA(β, α)

β � 1.64
α � 3.12

offset � −0.001

f(x) �
(xβ−1(1−x)α−1)/B(β, α) for 0<x< 1
0 otherwise,



where β is the complete beta function given by
B(β, α) � 

1
0 tβ−1(1− t)α−1 dt

0.832(>0.05)

Latency update Normal

NORM(0.311, 0.161)

where
NORM(meanμ, stdDevσ)

μ � 0.311
σ � 0.161

f(x) � (1/σ
���
2π

√
)e−(x−μ)2/2σ2 for all real x 0.794(>0.05)
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which aims at evaluating, monitoring, and benchmarking
Web Services (WSs) offered across several Cloud Services
Providers (CSPs) for all types of Cloud Computing (CC) and
Mobile CC platforms. More precisely, PRESENCE aims at
evaluating the QoS and SLA compliance of Web Services
(WSs) by stealth way, that is, by rendering the performance
evaluation as close as possible from a regular yet heavy usage

of the considered service. Our framework is relying on
a Multi-Agent System (MAS) and a carefully designed client
(called the Auditor) responsible to interact with the set of
CSPs being evaluated.

'e first step to ensure the dynamic adaptation of the
workload to hide the evaluation process resides in the ca-
pacity to model accurately this workload based on the

Table 10: Modelling HTTP WS performance metrics from HTTP load PRESENCE Agent.

Metric Distribution Model Expression p value (t-test)

'roughput — — —

Latency Log normal

−0.001 + 1∗BETA(1.55, 3.46)

where
BETA(β, α)

β � 1.55
α � 3.46

offset � −0.001

f(x) �
1/(σx

���
2π

√
)e−(ln(x)− μ)2/2σ2 for x> 0

0 otherwise
 0.165(>0.05)

Table 9: Modelling DB WS performance metrics from Pgbench PRESENCE Agent.

Metric Distribution Model Expression p value (t-test)

'roughput — — —

Latency Log normal

−0.001 + LOGN(0.212, 0.202)

where
LOGN(log Meanμ, LogStdσ)

μ � 0.212
σ � 0.202

offset � −0.001

f(x) �
(xβ−1(1−x)α−1)/B(β, α) for 0<x< 1
0 otherwise,



where β is the complete beta function given by
B(β, α) � 

1
0 tβ−1(1− t)α−1 dt

0.682(>0.05)

Table 8: Modelling DB WS performance metrics from Memtier PRESENCE Agent: Memcached.

Metric Distribution Model Expression p value (t-test)

'roughput — — —

Latency read Beta

−0.001 + 1∗BETA(0.99, 2.1)

where
BETA(β, α)

β � 0.99
α � 2.1

offset � −0.001

f(x) �
(xβ−1(1−x)α−1)/B(β, α) for 0<x< 1
0 otherwise,



where β is the complete beta function given by
B(β, α) � 

1
0 tβ−1(1− t)α−1 dt

0.625(>00.05)

Latency update — — —
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configuration of the agents responsible for the performance
evaluation.

In this paper, a nonexhaustive list of 22 metrics was
suggested to reflect all facets of the QoS and SLA compliance
of a WSs offered by a given CSP. 'en, the data collected
from the execution of each agent within the PRESENCE
client can be then aggregated within a dedicated module and
treated to exhibit a rank and classification of the involved
CSPs. From the preliminary modelling of the load pattern
and performance metrics of each agent, a stealth module
takes care of finding through a GA the best set of parameters
for each agent such that the resulting pattern of the
PRESENCE client is indistinguishable from a regular usage.
While the complete framework is described in the seminal
paper for PRESENCE [14], the first experimental results
presented in this work focus on the performance and net-
working metrics between cloud providers and cloud
customers.

In this context, 19 generated models were provided, out
of which 78.9% accurately represent the WS performance
metrics for the two SaaS WSs deployed in the experimental
setup. 'e claimed accuracy is confirmed by the outcome of
reference statistical t-tests and the associated p values
computed for each model against the common significance
level of 0.05.

'is opens novel perspectives for assessing the SLA
compliance of Cloud providers using the PRESENCE
framework. 'e future work induced by this study includes
the modelling and validation of the other modules defined
within PRESENCE and based on the monitoring and mod-
elling of the performance metrics proposed in this article. Of
course, the ambition remains to test our framework against
a real WS while performing further experimentation on
a larger set of applications and machines.
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Recently, UAVs (unmanned air vehicles) have been developed with high performance, and hence, the range of system utilizing
UAVs has also been widening. UAVs are even considered as connected mobile sensors and are claimed to be the future of IoT
(Internet of ,ings). UAVs’ mission fulfillment is relying on the efficiency and performance of communication in a FANET
(Flying Ad hoc NETwork) environment where UAVs communicate with each other through an ad hoc network without in-
frastructure. Especially, for mission-critical applications such as disaster rescue operations, reliable and on-time transmission of
rescue information is very critical. To develop the reliable FANETs, a realistic network simulation platform for UAV com-
munication has become an important role. Motivated by this observation, this paper first presents a study on realistic FANET
environment simulation platform. On top of the proposed platform, we also design a stable UAV communication protocol with
high packet delivery and bounded end-to-end communication delay.

1. Introduction

Various types of UAV applications and services have been
emerged, which range from commercial applications such as
a real estate photography to public safety services. In the past,
UAVs were usedmainly in the field of defense including border
surveillance and ground attack, but now they are used in various
industrial fields such as logistics, IT, and agriculture. ,ey have
also been used in suppression, disaster relief, trafficmonitoring,
government departments, volcanic eruptions, and wildlife
surveillance [1]. For example, Google’s Rune Project, which uses
airship-based UAVs to expand its wireless Internet penetration
network, Amazon’s next-generation delivery system using
unmanned helicopters, Yamaha’s industrial UAV, for use in
agriculture, andAirDroid’s personal drones that capture images
and photographs are actively under development.

With emergence of smart and converged services for these
autonomous UAVs, there has been rapid increase in the need
for reliable connection among UAVs and control centers.
However, the communication environment between UAVs

changes frequently due to the fast movement of the nodes. In
addition, since it moves in three-dimensional space, the
surrounding topography changes frequently as well. ,is can
cause frequent disconnection of the network link among
UAVs and the infrastructure. To support reliable communi-
cation, reliable FANETs play important roles.

Inspired by this observation, this paper develops a new
technology for reliable UAV networks. Main features of the
proposed scheme are as follows:

(i) We design and implement a realistic UAV simulation
platform: In order to develop a technology optimized
for FANETenvironment, realistic network simulation is
critical. To do this, we design a platformwith combining
a network simulatorNS-3 and a robot simulatorGazebo
together. Using these two tools, we develop a realistic
UAV simulation platform that can realize and simulate
UAV operations in the realistic FANET environment.

(ii) We propose a reliable FANET routing methodology:
We examine problems of traditional routing schemes
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and we design a stable UAV communication algo-
rithm with high packet delivery and bounded end-to-
end communication delay. Specifically, the proposed
routing algorithm has three main features: (1) hier-
archical node clustering, (2) time division packet
transmission, and (3) real-time estimation of trans-
mission delay.

,e rest of the paper is organized as follows: Section 2
introduces existing simulation platforms and routing pro-
tocols with discussing problems and limitations of existing
platforms and routing protocols in FANETs. In Section 3, we
introduce a design of the proposed simulation platform and
a routing protocol developed for FANETenvironment. Section
4 explains the experimental procedure and the results for the
performance evaluation of the proposed approach. Finally,
Section 5 concludes this paper with discussion.

2. Related Works

2.1. Simulation Platforms. To develop reliable UAV systems
and applications, it is important to be able to simulate UAV
operations in a realistic way. So far, many network simu-
lators have been developed, such as NS-2 [2], NS-3 [3],
QualNet [4], and OMNet [5]. To use these simulators for
mobile networks, either a mobility model like Gauss–
Markov [6] is specified or trace files created by other soft-
ware tools like SUMO [7] are given as inputs for the network
simulators. Although SUMO software can produce very
realistic motion patterns of nodes, there are some limitations
that it can only make these patterns a priori, not on the fly.
Also, it can only generate movement traces in 2D space. In
contrast, Gauss–Markov mobility [6] model in NS-3 can
make the movement of nodes in 3D space. However,
a mobility model is based on statistical probability, which
implies that previous movements of nodes influence the next
movement decision in the model. ,erefore, it has funda-
mental limitations to simulate UAV motions for disaster
search and rescue operations. More importantly, these
network-based simulators cannot reflect UAVs’ realistic
motions and behaviors affected by physical and mechanical
features and its surrounding environment.

On the other hand, robot simulators like Gazebo [8] can
control the physical movement of UAVs. Gazebo is a tool
widely used for the development of robots with various
physical characteristics, such as conveyor belts, unmanned
probes, and line tracers. ,is tool can incorporate various
sensor modules for these robots, and so we can make
a UAV equipped with Wi-Fi signal detection sensor or
a camera sensor. Also, it is possible to implement a collision
avoidance algorithm inside Gazebo for controlling motion
of the robot. Gazebo is an OpenGL-based simulation tool,
and it can visualize the behavior of the robot as shown in
Figure 1(b).

Overall, solely using the existing network simulators or
robot simulators, we can test only either network perfor-
mance or robot motion operations, not both considered. To
handle this issue, this paper proposes a new FANETplatform
with combining the network simulator NS-3 and the robot

simulator Gazebo together. To incorporate these two tools,
we adopt ROS (Robot Operating System) [9] as a middle-
ware. ROS provides various development tools as well as
various functions for hardware abstraction, subdevice
control, and interprocess message passing for software de-
velopment. As shown in Figure 2, ROS handles a process that
performs computation as a node. Each node sends and
receives messages to the publisher-subscriber structure
through a channel called Topic. ,rough this, it is possible to
exchange information with nodes or to share desired in-
formation with a desired node.

2.2. Traditional Routing Protocols for MANETs. In this sec-
tion, we introduce some of ad hoc routing protocols that are
commonly used in MANET (Mobile Ad hoc NETwork) or
VANET (Vehicular Ad hoc NETwork) environments and
examine applicability of the existing protocols to UAV
system in a FANET environment. An ad hoc routing pro-
tocol is specially designed to cope with link disconnection or
topology change due to high mobility feature in an ad hoc
network environment.

First, ad hoc routing protocol is amethod to cope with link
disconnection or topology change due to node mobility in ad
hoc network environment where wireless communication is
performed between nodes scattered without AP. ,ere are
three types of routing protocols: (1) table-driven proactive
routing protocols, (2) on-demand reactive routing protocols,
and (3) hybrid routing protocols. A proactive routing protocol
is a method of preliminarily computing a route to create
a routing table and updating it periodically by an algorithm.
Typical proactive routing protocols are DSDV [10] and
OLSR [11]. On the other hand, reactive routing protocols
(e.g., DSR [12] and AODV [13]) are also called on-demand
routing protocols. ,e reason for this is that, contrary to the
proactive routing protocol, there is no operation if the packet
transmission request does not occur, but when the packet
transmission request is generated, the protocol for de-
termining the forwarding path gets started only at that time.
,e hybrid routing protocol is a routing method that com-
bines the advantages of proactive routing and reactive routing.
Depending on the network conditions, proactive routing
and reactive routing may be used in combination.

In addition, most VANET routing algorithms can be
classified as either topology-based or geography-based. Due to
its simplicity, geography-based routing has been proved to be
more suited for VANET. ,e most critical issue in location-
based approaches is that all nodes in VANET environment
including source, destination, and forwarding nodes can move
dynamically at a high speed. Hence, the positional information
of destination node might need to be propagated by neighbors
to all nodes at short intervals. Also, these geography-based
algorithms have inherent limitations in the sense that packets
cannot be delivered due to network disconnection or partition
under low traffic density. To overcome these limitations, delay
tolerant network- (DTN-) basedmethods have been proposed.
In DTN protocols like vehicle-assisted data delivery (VADD)
[14], a moving vehicle carries a packet and waits until a new
vehicle moves into its vicinity.
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3. Proposed Approach

Although various routing protocols have been developed so
far, applying these protocols for FANETs is a challenging task
due to high speed mobility of UAVs. Furthermore, the net-
work simulation platform reflecting the UAV’s physical fea-
tures is not available yet, to the best of our knowledge. In what
follows, this paper identifies important issues to solve for
FANETs and proposes the integrative simulation platform.
,en, we present the new routing protocol for FANETs with
complementing the limitations of traditional methods.

3.1. ProblemStatement. Based on the above observations, we
identify a target scenario of UAV systems for disaster relief
as follows:

(i) Need for ad hoc flying networks: if a disaster such as an
earthquake, a landslide, or a tsunami occurs, it is not
easy to use existing infrastructure in the area. ,ere-
fore, there is a need for a method of networking and
communicating between UAVs without the help of an
AP or a base station.

(ii) Need for collaboration among UAVs: even if the
performance of theUAV improves day by day, there is
a limit to finding a large number of survivors in a short
period of time with only one high-performance UAV.
,erefore, we assume a scenario inwhich a plurality of
UAVs looks for survivors.

(iii) Reliable data sharing among UAVs: UAVs are fast
enough to reach tens to hundreds of kilometers per
hour and are not as dense as the nodes in MANET
or VANETenvironments. In this environment, it is
most important to guarantee packet transmission
within a limited time in order to quickly and ac-
curately transmit the message related to collision
avoidance, flight control message, or survivor dis-
covery information according to mission execution to
other nodes.

(iv) Need for UAVs with various sensors: for effective
disaster rescue operations withUAVs, various sensors
such as camera sensor, Wi-Fi sensor, voice signal
sensor are needed to detect survivors. Especially, in
case of survivors buried because of disasters, it is

difficult to detect survivors only with camera sensors.
,erefore, each UAV should be able to attach aWi-Fi
signal detection sensor or a voice signal detection
sensor to detect the location of a survivor and perform
rescue operation.

3.2. Development of FANET Simulation Platforms. As we
mentioned before, it is important to be able to simulate UAV
operations in a realistic way. Solely using the existing net-
works simulators or robot simulators, we can test only either
network performance or robot motion operations, not both
considered. To overcome this limitation, this paper proposes
a holistic UAV simulation platform by integrating network
simulators and robot simulators together. Specifically, we
develop a new simulation platform to realistically implement
the FANET environment as described in Figure 3. By
adopting a robot simulator Gazebo [8], the proposed plat-
form is able to represent the realization of UAV’smechanical
movement such as cluster flight, collision avoidance, and 3-
dimensional flight. Furthermore, the proposed platform
with Gazebo can support operations of various sensors
including a radar and a camera attached UAVs as well. On
the other hand, we also integrate a conventional network
simulator [2, 3] in the proposed platform to realistically
analyze communication features among UAVs. Since
multiple UAVs collaborate with each other to perform
mission critical operations, successful on-time communi-
cations among UAVs are very essential. Using the NS-3
network simulator with Gazebo, we can accurately analyze
communication performance of UAVs while simulating
their flight motion and sensor operations at the same time.
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Figure 1: Existing network and robot simulators. (a) NS-3 structure [3]. (b) Gazebo [8].
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To make both NS-3 and Gazebo interoperate with each
other, we use a middleware called ROS [9], which is widely
used in a robot control field. For example, Gazebo simulates
a realistic robot motion in the simulator, making the same
movement as a real UAV. UAV motion-related information
is transmitted to the NS-3 network simulator through the
ROS, which is illustrated as the right-most arrow line in
Figure 3. In this platform, Gazebo transmits UAVs’ current
locations and velocities to NS-3. Based on this information,
NS-3 can set up the nodes dynamically, each of which
corresponds to each UAV in Gazebo. Specifically, initial
locations of these nodes are determined based on this in-
formation from Gazebo, and these nodes move in NS-3
simulation with considering the velocities of UAVs trans-
mitted from Gazebo on the fly. Overall, this proposed
simulation platform not only enables the evaluation of the
communication performance according to the realization of
the UAV’s mission in NS-3, but also realistically measures
the UAV’s performance according to the current commu-
nication state.

In order to integrate a network simulator NS-3 and
a robotic simulator ROS, the two simulators must exchange
information with each other. Specifically, NS-3 needs mo-
tion information of the UAVs created by the robot simu-
lator, and the robot simulator requires the result of the
communication from the network simulator. In the pro-
posed platform, these two different processes in NS-3 and
Gazebo communicate with each other via ROS interface to
exchange information. In this system, a robot created by
Gazebo becomes a subscriber node. ROS generates a pub-
lisher node to control the UAV and sends a UAV motion
control message (twist) to the subscriber node. ,e physical
movement information of the UAV created through this

process can be transmitted to the subscriber node of the
network simulator through the publisher node of the robot
simulator and conversely the mission execution message of
the UAV generated at the publisher node of the network
simulator can be transmitted to the subscriber node of the
robot simulator (in the current implementation, these two
processes are designed to update the data every 0.1 simu-
lation second. ,e cycle can be adjusted depending on the
volume of the exchanged data and degree of urgency) as
described in Figure 3.

,e proposed simulation platform is largely divided into
a network simulator (NS-3), a robot simulator (Gazebo), and
an interface part (ROS), each of which will be described in
detail. NS-3 consists of three main parts: simulation data,
network environment, and simulation analysis parts. ,e
simulation data includes parameters related to the topology
such as the size of the topology, the number of nodes,
network layer parameters, simulation time, simulation en-
vironment setting, and finally mobility information related
to node movement. Among them, the mobility information
may be created by the mobility model. But the node in the
proposed platform uses the ROS to acquire the motion
information generated from the Gazebo instead of theo-
retical models. In addition, the result of the communication
made by the realistic network simulation of the NS-3 is
transferred to the robot simulator through the ROS. ,e 3D
robot simulation part of the robot simulator is composed of
various robot models such as UAVs and unmanned probes,
as well as sensor models such as camera, radar, and GPS
which are essential for the task of the robot. Furthermore,
terrain features of 3D environment are also included. In
addition, Gazebo incorporates an obstacle avoidance scheme
with a visualizer part. ,e network simulation results
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Figure 3: ,e proposed architecture of a FANET simulation platform.
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received earlier in the NS-3 are used to determine the next
movement of UAVs, and the next movement of the resulting
UAV is sent to the NS-3 via the ROS in turn. In this way, two
simulation tools interact to control the movement of the
UAV according to the current communication situation and
conversely analyze the communication performance
according to the movement of the current UAV.

3.3. FANET Routing Protocol. ,anks to the proposed
simulation platform in Section 3.2, we are able to realistically
analyze the problems of existing routing protocols in
FANETs. ,e proposed platform not only enables the
evaluation of the communication performance in NS-3, but
also realistically measures the UAV’s performance reflecting
physical environments provided by Gazebo tools. With this
FANET simulator, we are able to design routing protocol
optimized for the mission of UAV for disaster relief by
realistically considering FANET environment. Also, we are
able to effectively verify the performance of the proposed
algorithm compared with traditional routing protocols
based on the proposed simulation platform.

As mentioned in Section 2, both traditional reactive and
proactive routing algorithms have their own drawbacks to be
applied to FANETs. Since most information of UAVs is
mission critical and so requires to be delivered (1) in high
success ratio and (2) in time. To achieve these goals, the
proposed algorithm adopts flooding-based routing meth-
odology and modifies it with the following features:

(i) Hierarchical node clustering: the problems of
flooding-based routing methods happen mainly
due to the high volume of packets, which is in-
herent limitation of broadcasting or flooding based
packet transmission. To ameliorate this problem,
the proposed routing method proposes clustering-
based mechanism so that it can reduce the amount
of packet transmission.

(ii) Time division packet transmission: to avoid further
packet congestion, we transmit packets in time
division manner on top of clustering policy.

(iii) Real-time estimation of end-to-end delay: when
constructing clustered FANETs, we perform real-
time estimation of packet transmission delay. In
FANET environments, on-time information trans-
mission is really essential. With the proposed real-
time estimation procedure, we are able to predict
the worst case end-to-end delay for FANET com-
munications and check the feasibility of a given set
of clusters with a given time interval. ,anks to this
procedure, we can guarantee the worst-case packet
transmission delay so that we can provide reliable
communication service in FANETs.

3.3.1. Hierarchical Node Clustering. ,e biggest problem of
a traditional flooding mechanism [15] is that as the number
of nodes increases, the packet overhead in the network
exponentially increases. ,is causes collision between

transmitted packets. In order to solve this problem, we
propose a clustered network structure that hierarchically
groups nodes—nodes are clustered in two layers, edge nodes
and cluster heads. Hierarchical node clustering refers to
a method of dividing a node into several groups and
selecting a head node of each group and communicating
through this node as shown in Figure 4. In this example,
nodes in the overall topology are divided into four clusters,
and each cluster has one cluster head node. Bold red solid
arrows and dotted arrows indicate unicast transmission
from edge nodes and flooding transmission among cluster
heads, respectively. In particular, a drone on the network
edge carrying out a disaster relief mission can send this
information to each cluster head in a unicasting mechanism.
When a cluster head drone receives unicast packets, it floods
this packet to other cluster heads to share this information.
In the traditional flooding mechanism, the edge node can
trigger flooding while only cluster heads initiate flooding in
the proposed clustering methodology. By doing this, we can
significantly reduce the packet volumes on the networks and
therefore can improve packet delivery rate. In Section 4, we
verify this strategy using the proposed FANET platform.

3.3.2. Time Division Flooding. Although hierarchical node
clustering makes it possible to reduce the total number of
packets transmitted and received to a certain extent, if the
number of clusters is large and/or the amount of data to be
shared is huge, the proposed hierarchical method alone is
not enough to support reliable FANET communication.
Motivated by this observation, this paper incorporates ad-
ditional feature, called time-division, in order to guarantee
real-time and reliability of communication even when
a large number of UAVs and drones perform many ap-
plications including collision avoidance and survivor search
as assumed in this paper. Specifically, we divide the time axis
of packet transmission into several time slots and allocate
them to each cluster head to send packets only during their
own time slots. ,e TDMA-based communication method
of accessing the channel only to each time slot by dividing
the time axis has already been studied extensively by various
network protocols [16, 17]. For UAV and drone networks,
a TDMA-based MAC layer protocol has been applied to
a single-hop or multihop UAV network [16, 17] for im-
proving the reliability of communication in FANETs.
However, most of these TDMA algorithms are implemented
in the MAC layer, which cause modification of existing
MAC devices.

In this paper, we propose an algorithm that improves
communication performance by adjusting the timing of
sending flooding packets at the network layer, which can be
compatible with existing MAC devices such as Wi-Fi and
Zigbee. In the proposed protocol, each cluster head is
assigned a certain time slot for packet transmission while
edge nodes send unicast packets to their cluster head in
CSMA/CA scheme. Figure 5 illustrates this idea with the
time-axis representation of packet transmission at each
cluster. In this example, we assume that five edge nodes
(N1, N2, N3, N4, and, N5) have detected the survivor’s
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signal, and they transmit this information to their own
cluster heads as in the previous cluster network example of
Figure 4.

As shown in this figure, unicast packets sent to the
cluster head are not immediately forwarded. Instead, they
are queued in the packet queue at corresponding cluster
head node waiting for the time slot during which they can
send the packets. For example, cluster1 is assigned a time slot
at t3 and hence the packets received from N1 and N2 are
queued and flooded at time t3. Note that the packet from
N5 waits in the queue for a long time for a next time slot
because its previous time slot has just passed before a
packet arrives.

Overall, the proposed scheme with network-layer time
division feature can improve packet delivery rate by avoiding
collision among flooding packets without requiring modi-
fication of existing MAC layer devices.

3.3.3. Worst-Case Delay Estimation. So far, we have pro-
posed hierarchical node clustering and time division
schemes to reduce the number of packets and avoid collision
of flooded packets. For mission critical disaster rescue op-
erations of UAVs, it is also important to guarantee packet
delivery within some time bounds (i.e., transmission
deadline). Furthermore, since the moving speed of the UAV
is as high as several tens to several hundred km/h, it is
necessary to secure the packet transmission within the time
limit in order to avoid collision between UAVs. For such
applications, correctness of the systems depends on tem-
poral behavior as well as functional correctness. We call such
applications as real-time systems. Real-time system usually
refers to hardware and software systems with time con-
straints. Specifically, real-time system requires that the
system should response to events within specified deadlines
[18, 19].

From this aspect, we now present a new methodology
that guarantees real-time constraints of a target FANET
system. Related to this timing delay issue, we answer the
following three questions:

(i) How to organize the cluster? Depending on the hi-
erarchy of clustered networks and the number of
clusters, packet collision can be increased. Packet
collision causes uncertainty of successful packet
transmission and therefore makes it difficult to
guarantee packet delivery time within deadlines. For
example, as the number of clusters increases, the
time slot interval of each cluster head becomes
shorter, so that the risk of collision of the flooding
packet sent by the head increases.

(ii) How to assign time slots to cluster heads? ,e second
problem to answer is about parameters related to the
time division packet transmission. ,e most im-
portant advantage of the time-division packet
transmission is the fact that it can minimize packet
collision and its periodicity can enable us to predict
the worst transmission delay time. In this paper, we
present the theoretical analysis for predicting worst
case timing delay of packet transmission under the
proposed hierarchical clustered networks.

Figure 6 illustrates the process for estimating the worst-
case packet transmission delay time. In this example, the node
N1 generates the first packet q1 at time t1 and the second
packet q2 at t2, and the cluster head (i.e., CH1) floods q1 and q2
received from N1 during its assigned time slot (i.e., t3) (for
simplicity of explanation, we assume propagation delay is zero
in this example). ,ese packets are received by CH2 at t3
assuming no propagation delay, and they have been queued
waiting for the time slot for CH4. Suppose the time slot for
CH4 is not long enough to accommodate these two packets. In
this scenario, the packet q1 might be flooded at t4 first and then
the second packet q2 needs to wait for the next time slot at t5.
As a consequence, the destination node N0 would receive q1
and q2 at t4 and t5, respectively.

WD � 
cluster c∈path

WDc. (1)

In the scenario shown in Figure 6, the worst end-to-end
transmission delay (i.e., WD) is determined by the sum of
the worst-case transmission delay times of each cluster
(i.e., WDc) on the transmission path as shown in (1). If the
packet generation period is p, the generation time of the
qth packet is (q− 1)∗p. Suppose that the time required to
transmit all q packets waiting for transmission is defined as
w(q). In this case, since the arrival time of the qth packet is
(q− 1)∗p, the transmission delay time is calculated as
shown in the following equation:

w(q)−(q− 1)∗p. (2)

,erefore, since the worst transmission delay time in the
corresponding hop is the largest one of the transmission
delay time, WDc can be written as

Cluster 1 Cluster 2

Cluster 3 Cluster 4

CH1

CH3
CH4

CH2

N2

N4

N1
N5

N3

Flooding transmission
(from cluster heads)
Unicast transmission
(from edge nodes)

Cluster

Drone (cluster head)

Drone (edge node) 

Figure 4: Hierarchical network structure.
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WDc � max
q�1,2,...,Q

(w(q)−(q− 1)∗p), (3)

where Q is the first integer satisfying w(q) ≤ Q∗p, and the
worst transmission delay time, WDc can be predicted by
knowing w(q) using the following equation:

w(q) � ⌈q∗ b/R

S ⌉ ∗pcS �
b/R

p
∗pc. (4)

In (4), b/R means the time when b bits are sent to the rate
R, that is, the time taken to send one packet. ,erefore, S

means the time taken to send all packets generated within
one period, and pc means the period for packet flooding of

cluster c. ,is equation is a variation of worst case busy period
theorem [20]. In order to predict the worst-case transmission
delay, it is necessary to know not only the packet size and the
transmission rate of the link but also the period of packet
generation in the application, the period of packet flooding in
the cluster head, and the size of the time slot of each cluster
head. In other words, the packet transmission period and
the time slot allocated to each cluster headmust be determined
so that the worst transmission delay time can be calculated.

Using this procedure, we are able to predict the worst
case end-to-end delay for FANET communications and
check the feasibility of a given set of clusters with a given
time interval. With this real-time feasibility check scheme,
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Figure 6: Worst-case delay estimation.

N2

CH1

CH2

Cluster 1

Cluster 2

t1 t2 t3 t4 t5

Slot for CH1

Slot for CH2

N1

N3

CH2

Cluster 3
N4

CH2

Cluster 4

N5

Slot for CH3

Slot for CH4

Figure 5: TDMA-based flooding at cluster heads.

Mobile Information Systems 7



we will verify two-level hierarchical clustering which can
improve PDR and end-to-end delay in the next section.

4. Evaluation

In this section, we develop the proposed FANET simulation
platform with NS-3 and Gazebo tools to realistically evaluate
network performance in the FANET environment as pre-
sented in Section 3.2. On top of the platform, we verify the
FANETrouting protocol proposed in Section 3.3. ,is paper
conducted two types of evaluation. We first focused on the
primitive communication performance of the proposed
routing protocols by examining packet delivery ratio and
delay in Section 4.3. In what follows, we also measured
UAV’s ability to successfully localize and approach survivors
in Section 4.4.

4.1. Simulation Scenario. ,e simulation scenario for
measuring the performance of the proposed routing pro-
tocol is shown in Figure 7. ,e figure is a screenshot from
a Gazebo tool during the simulation. ,e red star represents
the locations of two survivors and the red circle represents
the cluster head UAV. Also, the white box in the center
represents the leader node controlling all drone members.
,e entire nodes except the leader node are divided into four
clusters as shown in Figure 7.

Nodes that have detected the survivors’ Wi-Fi signals
send this information to their cluster head node. ,en, the
cluster head node collects the received packets waiting for its
time slot, and the head node floods them at once during the
time slot. Any UAV node receiving flooded survivor de-
tection information from three or more different nodes
changes its flight direction to get near the survivors.

,e parameters for the simulation are shown in Table 1.
Reflecting the fact that the maximum Wi-Fi range is about
250meters in general, the distance between UAV nodes is set
to 200 meters for maximum coverage. ,e average moving
speed of each UAV is 5∼10m/s, and 16 survivors are ran-
domly distributed in the area.

4.2. Performance of Existing Mobile Routing Protocols.
Before we introduce a new routing protocol, we first analyze
limitations of the traditional routing protocols in FANET
environments in more detail. For realistic simulations, we
conduct evaluation with the above integrative simulation
platform in Section 3.2. Figure 8 first shows the performance
of a reactive routing protocol AODV [13] and a proactive
routing protocol OLSR [11] (AODV and OLSR are well-
known representative protocols among the various routing
protocols introduced in Section 2).

As shown in Figure 8(a), for both AODV and OLSR,
PDR (packet delivery rate) performance decreases dra-
matically as nodes move faster in FANET. Also, even at very
low mobility rates, the network is still suffering from low
PDR. Note that AODV shows better performance than
OLSR. ,is is explained by the fact that AODV is an on-
demand routing protocol, which builds a path for trans-
mitting packets when a packet transmission request occurs.

,is is trivial that OLSR is proactive and so it is more suitable
for static networks. On the other hand, when the AODV
routing protocol is used, the end-to-end delay time increases
as the nodemoves faster.,is is because the AODV, which is
a reactive routing protocol, floods a large amount of control
packets into the network every time the network topology
changes, refinds the route, and finally transmits the data
packet only after receiving the RREP packet. As a conse-
quence, the frequent topology changes cause long end-to-
end delay of the transmission packets.

Overall, the PDR and end-to-end delay performance of
AODV and OLSR are not good enough to be applied in fast
moving FANET environments. Note that most messages
required for a UAV to operate are semibroadcast (or
multicast) messages which all flying nodes in the topology
should listen for inter-UAV collaboration. From this per-
spective, we believe that a flooding-like scheme that prop-
agates information to all nodes in the topology might be
more appropriate. However, a traditional flooding algorithm
shows packet overhead problems as shown in Figure 9. As
the number of source nodes that send packets is increased,
PDR decreases due to packet overheads. Specifically, over-
head causes an increase in the number of collisions among

Cluster head

Leader node

Survivor

Figure 7: Simulation scenario.

Table 1: Simulation parameters [6, 8].

Parameter Value
Channel Wi-Fi
Application On-off application
Traffic type UDP
MAC protocol 802.11
Packet size 1024 (byte)
Data rate DsssRate 11Mbps
Topology size 2500× 2500 (m2)
Internode spacing 200 (m)
Simulation time 100 (s)
Number of nodes 45
Node movement speed 5∼10 (m/s)
Number of survivors 16
Number of clusters 2, 4, 22, 44
Packet generation period 0.1(s), 1(s)
Packet flooding period 0.5(s), 1(s), 5(s)
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packets, which means that the number of packet retrans-
missions in the MAC layer increases.

4.3. FANET Routing Performance. As we mentioned before,
we first examine performance of the proposed FANETrouting
mechanism in two metrics, PDR and end-to-end delay. ,e
experiments are all conducted with the proposed simulation
platform with Gazebo and NS-3. ,is implies that the pro-
vided results are reflecting communication performance with
realistically considering UAVs’ movement.

4.3.1. Packet Delivery Rate. Figure 10 shows PDR (packet
delivery rate) results according to the number of clusters and
the number of flooding cycles, respectively. In this envi-
ronment, the number of clusters has been varied to 2, 8, 22,
and 44. Since the number of normal drones except a group
leader is 44, in the case of 44-cluster scenario, each cluster
has only one drone as a member and the only groupmember
acts as a cluster head as well. In other words, all drones are
cluster heads and so they all flood packets during the

assigned time slot without sending packet in unicast way at
all.

From this experiment, we first observe that the more the
clusters exist, the better the PDR is achieved. ,eoretically,
the smaller the number of clusters, the longer the time slot of
one cluster head node, which means that the risk of collision
between flooding packets flooding in the cluster head is
reduced. However, the graph shows that the highest data rate
is provided when the number of clusters is 22 or 44. ,e
reason for this is explained by the fact that when the number
of clusters is low, lots of unicast packets are sent to the same
cluster head node. ,is causes these unicast packets collide
with each other. Note that when the flooding rate is less than
1 s, the PDR is relatively low because the number of flooding
packets is way too high and so they end up colliding with
each other.

4.3.2. Transmission Delay. Now, we examine the end-to-end
delay of the proposed FANET routing protocol. Figure 11
shows the histogram of the packet transmission delay of the
traditional flooding and the proposed algorithm with
clustering and time-division features. In this experiment, the
flooding period is 0.5 second with 8 clusters, and the ap-
plication packet generation period is 0.1 second.

First thing we have noticed is that the average delay of
the traditional flooding is better than the proposed routing
scheme. However, the distribution of delays shown in
Figure 11 shows a very important point. In the conventional
flooding method, we found that some packets experience
long delays as shown as a long tail in the left figure. ,is is
explained by the fact that in the traditional flooding, packets
are flooded as they are received and so many packets are
subject to be retransmitted due to packet collision.

In contrast, the proposed algorithm shows that most
packets are delivered within 0.5 seconds thanks to its TDMA
feature. In other words, the proposed scheme is able to bind
the transmission delay within a certain value. ,e worst-case
delay guarantee is very important feature for mission-critical
applications such as disaster rescue operations with time
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Figure 8: Limitations of existing MANET protocols in drone networks. (a) Packet delivery rate. (b) End-to-end delay.
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constraints. Note that since the proposed TDMA trans-
mission operation is performed at the network layer, not at
MAC layer, it cannot completely guarantee that the packet is
transmitted only in a predetermined time slot. ,is fact
explains a few number of packets with long delays in the
right graph (in order to guarantee hard deadline satisfaction,
a MAC layer model supporting GTS (guaranteed time slot)
such as Zigbee [17] should be incorporated with the pro-
posed scheme).

4.4. UAV Mission Performance. In this section, we evaluate
UAV mission performance by measuring how quickly each
UAV approaches survivors. For this evaluation, we assume
two types of applications running on UAVs, app1 and app2
as shown in Table 2. Recall that the main goal of the pro-
posed rescue system is to locate survivors as quickly as
possible in a stable communication environment. To do this,
each UAV detecting a survivor’s Wi-Fi signal is supposed to
spread this information in order to make neighboring UAVs
move near survivors in the proposed rescue scenario. Once
these multiple UAVs arrive around the survivor, they co-
operate with each other to accurately locate the exact sur-
vivor’s location together using several localization metrics
such as triangulation [21, 22]. So, the faster the time to
approaching the survivor, the better themission performance.

In this paper, we focus on how quickly each UAV can move
near the survivor (localization algorithms are beyond this
paper’s scope).

Figure 12 shows a subset of our experimental results as
a cumulative distribution function (CDF). ,e x axis and y
axis represent the time to approach and the number of
UAVs, respectively. From these results, we first observe the
performance of the traditional flooding mechanism drops
dramatically as the packet transmission rate increases, as
shown in Figures 12(a)–12(c). ,is is because the network
becomes more congested due to the faster period of packet
transmission. ,erefore, the probability that a neighbor
node can successfully receive a packet is lowered and hence
the time for the UAV to start approaching the survivor gets
delayed. As an extreme example, when the packet generation
cycle is 0.1 second, any node cannot receive app2 packets and
so no node approaches the survivor at all until the end of the
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Figure 11: Transmission delay with original flooding scheme (a) and with the proposed algorithm (b).

Table 2: Application parameters.

Parameter app1 app2
Packet size (byte) 1024 512
Packet generation interval (sec) 1 0.1, 0.5, 1
Flooding interval (sec) 5 5
Number of UAVs 45 45
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Figure 10: PDR (packet delivery rate) with 2, 4, 22, and 44 clusters for various flooding periods.
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simulation. On the other hand, the performance of the
proposed routing method is hardly affected by the appli-
cation’s packet interval. ,is is because the proposed al-
gorithm reduces packet congestion through clustering and
time-division transmission, as shown in the red-dot graph.
In all of these three scenarios, we can see that most nodes
start approaching the survivor in 50∼70 seconds. One in-
teresting thing is that in the first scenario with flooding
interval 1 sec, the traditional flooding seems to provide
better performance at the beginning than the proposed
scheme. For example, after 50∼55 seconds, around 38 UAVs
approach the survivor in the traditional scheme whereas less
than 5 UAVs move toward the survivor in the proposed
method, as shown in Figure 12(a). ,is can be explained by
the fact that when the packet generation cycle is 1 second, the
network is not that congested at the beginning. So in this
case, the traditional scheme can be beneficial because it
floods packets as soon as it is ready. In contrast, the proposed
method is supposed to wait for its time slot even when the
network is not congested. As a consequence, transmission
delay due to the time division transmission can affect the

mission performance of this simulation. However, as time
goes, the flooding packet volume gets increased and so the
network becomes more congested than before. In the latter
part of the simulation, the proposed scheme ends up per-
forming better than the traditional flooding.

5. Discussion

In this paper, we first propose a new simulation platform to
overcome the disadvantages of existing network simulator and
robot simulator and to create a realistic FANET environment
for communication simulation. ,e proposed platform can
realize not only realistic network simulation but also physical
movement of robot and sensor operation by using network
simulator and robot simulator together. Based on this sim-
ulation platform, we propose a new FANET routing protocol
that overcomes the disadvantages of existing routing pro-
tocols. Since the existing unicast routing protocol is not
suitable for carrying out the UAV mission, which requires the
propagation of various information with time constraints, this
paper develops the cluster-based flooding algorithm with

0
5

10
15
20
25
30
35
40
45
50

40 45 50 55 60 65 70 75 80 85 90 95 100

�
e n

um
be

r o
f U

A
V

s

Time each UAV takes to approach (sec)

Proposed routing
Traditional flooding

(a)

0
5

10
15
20
25
30
35
40
45
50

40 45 50 55 60 65 70 75 80 85 90 95 100

�
e n

um
be

r o
f U

A
V

s

Time each UAV takes to approach (sec)

Proposed routing
Traditional flooding

(b)

0
5

10
15
20
25
30
35
40
45
50

40 45 50 55 60 65 70 75 80 85 90 95 100

�
e n

um
be

r o
f U

A
V

s

Time each UAV takes to approach (sec)

Proposed routing
Traditional flooding

(c)

Figure 12: Mission performance comparison: (a) app2’s transmission interval� 1 s, (b) app2’s transmission interval� 0.5 s, and (c) app2’s
transmission interval� 0.1 s.
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a TDMA feature as well. In this paper, we verified that even the
proposed simple two-level hierarchical clustering with real-
time feasibility checkmethodology can improve PDR and end-
to-end delay. We believe that more efficient clustering method
will further improve overall performance. To do this, in the
next study, we are going to analyze different clustering
methodologies and develop the customized clustering method
for FANETs.
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We propose an efficient method that can be used for eye-blinking detection or eye tracking on smartphone platforms in this paper.
Eye-blinking detection or eye-tracking algorithms have various applications in mobile environments, for example, a counter-
measure against spoofing in face recognition systems. In resource limited smartphone environments, one of the key issues of the
eye-blinking detection problem is its computational efficiency. To tackle the problem, we take a hybrid approach combining two
machine learning techniques: SVM (support vector machine) and CNN (convolutional neural network) such that the eye-blinking
detection can be performed efficiently and reliably on resource-limited smartphones. Experimental results on commodity
smartphones show that our approach achieves a precision of 94.4% and a processing rate of 22 frames per second.

1. Introduction

Eye-tracking and/or -blinking detection algorithms have
various applications in smartphone platforms. For example,
it can be used as a countermeasure against spoofing in face
recognition systems [1]. Also, computer vision syndrome [2]
that many smartphone users are experiencing can be
mitigated when eye-blinking detection systems running in
background give advices to smartphone users regarding
their eye-blinking habits.

2ere exist a number of studies on eye-tracking and eye-
blinking detection algorithms based on video input, for
example, [3–8]; however, schemes developed for desktop
environments may not work properly in mobile/smartphone
environments due to the limitations of computational re-
sources of smartphones and/or the frequent change of the
positions of the eyes in input video frames caused by
user movements. One way of tackling these problems is to
utilize region of interest (ROI), for example, [7]. Instead of
searching for the eyes in the entire region of each video
frame, a small region called ROI is examined. Locating eyes

in the entire region of every video frame is time and energy
consuming and thus may not suitable for real-time pro-
cessing on smartphones. In a ROI-based solution, how to set
ROI is the key to the system’s performance, and the problem
gets much harder in mobile environments. Some scheme, for
example, [7], utilizes built-in sensors such as accelerometers
to effectively predict the eyes’ positions in the input video
frames and thus achieving real-time eye tracking in dynamic
mobile environments.

Recently, a few deep convolutional neural network-
(CNN-) based eye tracking algorithms for smartphones are
proposed, for example, [8]. Although deep CNN models
have been successfully applied to solve various computer
vision problems in a past few years, running deep CNN
models on smartphones are still considered to be challenging
due to the computational complexity of deep CNN models.
Especially when it comes to eye-blinking detection, the
applicability of the CNN technique becomes more restricted
since the eye-blinking detection problem imposes a stricter
real-time requirement, that is, a processing rate over 10
frames per second (fps), than eye tracking and thus must be

Hindawi
Mobile Information Systems
Volume 2018, Article ID 6929762, 8 pages
https://doi.org/10.1155/2018/6929762

mailto:wooseong@gachon.ac.kr
mailto:jsp@hongik.ac.kr
http://orcid.org/0000-0003-0955-3421
http://orcid.org/0000-0002-6459-1060
https://doi.org/10.1155/2018/6929762


more computationally efficient. To address the problem, we
take a hybrid approach conjoining two machine learning
techniques, a SVM (support vector machine) classifier with
the histogram of oriented gradients (HOG) features [9] and
a deep CNN model called LeNet-5 [10] such that the eye-
blinking detection can be performed efficiently and reliably
on resource-limited smartphones. SVM classifiers are fast
but less accurate; deep CNN models are accurate but slow.
2us, in our scheme, the two are conjoined to achieve ef-
ficiency and accuracy in the eye-blinking detection. In other
words, we use a SVM detector as a region proposal method
in object detection. We see that, in eye-blinking detection
algorithms, false-negative detections, that is, reporting of
a detection of eye blinking when there is no actual eye
blinking, are problematic. For example, a CVS advisory
system based on an eye-blinking detection cannot generate
proper advices when the system over-estimates the blinking
counts with false-negative detections. Also, false-negative
detections may let advisories bypass blinking detection
based antispoofing mechanisms in face-recognition systems.
Our algorithm is designed to minimize false-negative de-
tections as much as possible.

Also, we propose a new ROI selection technique that
suits to mobile environments. In our scheme, ROI is de-
termined dynamically based on readings of orientation
sensors, and to correlate the ROI location and orientation
sensor readings, we perform a real-time regression analysis.
Experimental results on commodity smartphones show that
our approach shows around 25 percent points improvement
over a naı̈ve implementation of an existing solution.

2is paper is organized as follows. In Section 2, we
discuss related works. In Section 3, we introduce our pro-
posal in the context of our eye-tracking and -blinking de-
tection system. In Section 4, we discuss the performance of
our proposed algorithm and compare it to an existing so-
lution. Lastly, we draw conclusions in Section 5.

2. Related Works

In this section, we discuss related works. Eye-tracking and
-detection have been widely researched for understanding
human behavior, human-computer interaction (HCI),
persons with disabilities, and medical purposes. In contrast
to intrusive methods used, infrared illumination [11, 12],
nonintrusive methods that do not require any extra hard-
ware, and physical contact have attracted much attention
from computer vision and image/video research areas.
According to [13–16], those nonintrusive methods can be
categorized into several methods: template-based [13–19],
appearance-based [13, 15, 20, 21], and feature-based
methods [22, 23]. And some of them are mixed as hybrid
methods.

2e template-based methods search for eye image
matched to a template of generic eye model designed by eye
shape. Deformable templates that are allowed to deform to
fit the best representation of the eye in the image are mostly
used for detection precision, but it requires an appropriately
captured eye model at an initial stage [13–16, 23]. In the
appearance-based methods, eyes are detected based on

a trained set of original images without the eye models and
features. A trained classifier such as a neural network or
support vector machine is used to detect eyes under varying
face orientations and illumination conditions [24]. Zhu and
Ji [13] adopted the trained classifier in the infrared- (IR-)
based eye detection approach that suffers from well-known
problems, such as presence of eye glasses and day light.
Feature-based methods use distinctive features around the
eyes such as edges of eyelids and intensity or color of iris
instead of eye itself. Kawato and Ohya [22] utilized a feature
point between two eyes (i.e., a midpoint of two dark parts
as eyes) for eyes detection and tracking, which is more
stable. Tian et al. [25] proposed feature detection of eye inner
corner and eyelids using a modified version of the
Kanade–Lucas tracking (KLT) algorithm even though it
could be unavailable according to head orientation.
Viola–Jones algorithm [26] is for object detection using
Haar feature-based cascade classifiers, which can search an
eye image effectively using the Haar features, mostly 2 or 3
rectangles with two dark parts of eyes. Its cascading oper-
ation can reduce computation overhead and allow us to
focus detection calculation in one of the subwindows with
high probability to include the eye image. First window
sliding fast catches a subwindow using 2-feature classifier,
and then more features are considered for the classifier
within the subwindow. 2e Viola–Jones algorithm is pop-
ularly used as OpenCV contains its implementation [27].

For blinking detection in addition to eye detection,
Grauman et al. [28] proposed a template-based method
using an open-eye template created online and thenmatched
to an actual image for blinking detection. 2ey introduced
correlation scores that measure the similarity between actual
blinking eye and the eye template, where the correlation
coefficient decreased during the blink duration. Chau and
Betke [22] also detected blinking and its duration based on
the correlation scores of the online template and actual eye
image. In experiments with the template created from video
of 320× 240 pixels of a USB camera of a PC, real-time eye-
blinking detection using a 2.8GHz Pentium 4 and 1GB
memory PC showed about 95% accuracy in case of naturally
blinking, while intentional long blinking had error more or
less 15%.

Polatsek [29] proposed two different methods on blink
detection of eyes; the first of the presented algorithms
computes back projection from 1D saturation and 2D hue-
saturation histogram.2e secondmethod addressed as inner
movement detection detects eyelid motion using KLT al-
gorithm. Malik and Smolka [30] enhanced original local
binary pattern for eye-blink detection. 2ey used only the
uniformed pattern for bin histogram and derived the dif-
ference between the histograms of closed and open eyes
using KLD (Kullback–Leibler divergence), which can im-
prove detection accuracy by almost 10%. Jennifer and
Sharmila [31] compared performance of several algorithms
(i.e., pixel count, canny filter, gradient magnitude, and
Laplace of Gaussian (LoG)) for eye-blinking detection. 2ey
first detected the region of eyes by the Viola–Jones algorithm
and decided whether the eyes are closed or not using those
algorithms. According to the experiments, those algorithms
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are comparable in terms of accuracy except the pixel count
method, almost 90% detection accuracy, which could be
further improved by more than 5% if the difference between
upper and lower eyes is considered in those algorithms.

As smartphones become a major cause of the computer
vision syndrome, several researches for eye-blink detection
on smartphones have been introduced. EyePhone [4] was
proposed to detect eye blinking using a front camera of
a smartphone for computer-phone interface, which adopted
the correlation scores in [18] with several different corre-
lation values according to angles toward the eye because
phone camera orientation is varying due to handmovement.
Additionally, authors proposed a larger region of interest
(ROI) window to reduce computation complexity. From
experiments using Nokia N810 with 400MHz processor core
and 128MB RAM, almost 75% of blinking detection was
achieved, while process delay took around 100ms and 65
and 56% resource consumption of CPU and RAM, re-
spectively. 2ey reported that accuracy degraded for
longer than 20 cm distance between a phone and face, and
more than 40 cm did not work. EyeGuardian [7] in-
troduced a technique to use an accelerator motion sensor
of a smart device to track the eye location in continuous
video frames. During an eye-detection phase, EyeGuradian
searches the eye region using the Viola–Jones algorithm
and keeps small ROI around the eye to reduce compu-
tation and energy in following video frames. In a tracking
phase after losing eyes in the ROI due to hand movement,
it traces a new location based on accelerator sensing in-
formation. EyeGuardian showed high success detection
rate in the tracking phase, more or less 90% compared to
about 80% without tracking.

Our detection algorithm utilizes the linear SVM along
with HOG features [9]. 2e linear SVM with the HOG
feature descriptor is one of the most widely used object
detectors in the computer vision field these days. SVM
+HOG has been used in several eye-detection systems, for
example, [17]. In [17], a new HOG-based technique called
“multiscale histograms of principal-oriented gradients” was
proposed, and the technique was used in combination with
other feature descriptors like the Viola–Jones algorithm to
localize an eye and detect the “closeness” of the eye.
However, since the linear SVM is basically a binary classifier,
straightforward SVM+HOG implementation cannot be
used as an eye-blinking detection system. To address the
problem, we take a hybrid approach conjoining SVM
+HOG and LeNet-5 CNN model. In our approach, we use
SVM+HOG technique to locate an eye and, a deep con-
volutional neural network (CNN) model called LeNet-5 is
used to discern if the detected eye is open or closed.

Recently, a few studied were performed using deep
CNNs for eye tracking, for example, [8, 32]. Although deep
CNNmodels have been successfully applied to solve various
computer vision problems in a past few years, running deep
CNN models on smartphones are still considered to be
challenging due to their computational complexity. Espe-
cially when it comes to eye-blinking detection, the appli-
cability of the deep CNN technique becomes more restricted
since the eye-blinking detection problem imposes a stricter

real-time requirement, that is, requiring a processing rate
over 10 frames per second (fps) than the eye tracking
problem and thus must be more computationally efficient.
Authors of [32] investigated using a CNN model called
ResNet-50 [33] for classifying open or closed eyes, but their
work requires a full-fledged desktop GPU such as GeForce
GTX 1070. Our scheme utilizes a deep CNN model called
LeNet-5 [10] such that we can achieve a processing rate of
over 10 fps on commodity smartphones. Commodity
smartphones have limited computational power; for ex-
ample, there are only 16 graphics/shader cores in a Sam-
sung Galaxy Note 5 smartphone versus 1920 cores in
a GeForce GTX 1070-based GPU. 2us, a CNN model
targeting smartphones must be very computationally ef-
ficient in order to achieve the real-time requirement im-
posed by the eye-blinking detection problem. We choose
LeNet-5 due to its small memory footprint and compu-
tational efficiency.2e LeNet-5 CNNmodel maintains a lot
smaller number of parameters (meaning a lot higher
inference/processing speed) compared to recent deep CNN
models developed for the image classification purpose such
as AlexNet [34], VGG-16/19 [35], GoogLeNet [36], and
ResNet-50. One of the reasons beside their depth difference
is that LeNet-5 accepts a 32 × 32 black-and-white image as
an input, whereas an input to AlexNet and ResNet-50 is
a 224× 224 color/RGB image. Comparing in actual num-
bers, there are about 60 million parameters in AlexNet and
over 25 million parameters in ResNet-50 (as opposed to less
than 100 kilo parameters in case of LeNet-5). Due to the
massive volume of the parameters in AlexNet, it is ex-
tremely challenging at this juncture to utilize AlexNet or
ResNet-50 in real-time eye-blinking detection on com-
modity smartphones. LeNet-5 consists of 7 layers including
three convolutional layers and two pooling layers. In our
LeNet-5 implementation, ReLU activation function is used
instead of the tanh activation function as in [10].

3. Proposed Algorithm

In this section, we describe our algorithm for efficient and
reliable eye-blinking detection on smartphones.

3.1. Detecting Eyes in ROI and Counting Eyeblinks. Our
detection algorithm is comprised of two steps: region pro-
posal stage and verify-and-classify stage. Assuming that there
is a continuous flow of video/picture frames coming from
a built-in camera in a smartphone, each frame is processed
one by one. In the region proposal stage, we utilize a linear
SVM classifier with HOG features to extract the candidate
region in a given ROI. (How to set the ROI is to be explained
later.) Our SVM-based detector scans through the ROI using
three different sliding windows sized 25× 25, 28× 28, and
31× 31 in parallel to deal with the scaling issue; that is, the
size of an eye can vary with the distance between the camera
and the eye. Using the nonmaximum suppression technique,
a 28× 28 pixel area with the best score is selected as the
candidate region. Figure 1 shows a visualized example of the
nonmaximum suppression technique.2emost reddish area
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in the figure is the area with the best score and thus selected
as the candidate region. 2en, we pass the candidate region
to the LeNet-5 CNN model to see if the detected eye is open
or closed and to suppress false-positive detections. Our
LeNet-5 CNN implementation distinguishes the input image
into three categories: open eye, closed eye, and background.
If LeNet-5 categorizes the input into background, then it is
very probable that the SVM picked a wrong area in which an
eye cannot be found. Asmentioned previously, we see that in
eye blinking detection algorithms false-negative detections,
that is, detecting an eyeblink when there is no actual eye
blinking, are more problematic, and thus, our hybrid al-
gorithm is focused on minimizing false-negative detections.
Also since linear SVMs are basically binary classifiers, we
designed our SVM to distinguish between eyes and back-
ground and let the LeNet-5 model check the closeness of the
detected eye. A straightforward alternative to this way of
combining SVM and CNN is using a multiclass SVM. We
will compare our hybrid approach to the multiclass SVM in
terms of accuracy using our experimental results in the
evaluation section.

3.2. Training Process. We have two detector/classifier
components: SVM and LeNet-5. We have training the
two classifier individually using LIBSVM [37] and Caffe
[38] with the same dataset which is a combination of CEW
[39] and a random collection of image clips for the
background class. 2e CEW dataset consists of image clips
of open eye and closed eye. In the dataset used in the SVM
training process, both open and closed eye images (9692
images in total) constitute the positive class and 9810
background image clips comprise the negative class. For
the LeNet-5 classifier training, images with three different
labels, open eye, closed eye, and background, are used.
4924 images are labeled as open eye, 4870 images as closed
eye, and 4905 images as background. When training

LeNet-5 using Caffe, we have used the Adam solver, a total
iteration of 50000, a learning rate of 0.001, and L2
regularization.

3.3. ROI Selection. As shown in Figure 2, our detection
system alters between two different phases: detection phase
and tracking phase, and the ROI selection mechanism
depends on the phase. 2e initial state of the system is the
detection phase. In the detection phase, the ROI is set to
the entire region of each video frame. We use the video
input resolution of 240 × 360. Once an eye is detected using
our hybrid detection method in the detection phase, the
ROI is set as the 79 ×106 region (which is 1/9 of an entire
frame) centered at the eye’s position. A small ROI region
allows efficient detection. Once ROI is set, a transition to
the tracking phase is made. In the tracking phase, we
search for an eye only in the ROI. In case of losing track of
eyes, that is, no eye is found using our detection algorithm,
we try to predict the eye’s location and relocate the ROI
according to the prediction based on values from the
orientation sensor.

3.4.PredictingEye’sLocationUsingRegression. To predict the
location of eyes when we fail to locate an eye in the ROI in
the tracking phase, we use readings from the orientation
sensor (we refer to the orientation sensor as a virtual (or
software-based) sensor implemented as a piece of the Java
code that calculates the “orientation” of a device using
readings from the built-in hardware accelerometer and
geomagnetic field sensors). However, readings from the
orientation sensor vary widely from smartphones to
smartphones and each user experiences different phone
usage habits. 2us, we use the real-time regression analysis
to correlate input values from the orientation sensor and eye
location [40]. When an eye is detected (in any phase), its
location is saved along with the readings of the orientation
sensor. Saved data are used in the real-time regression
analysis. We found that the horizontal (vertical) location of
the eye is related to the orientation sensor’s Y-axis (X-axis)
value. To use the regression analysis for predicting the lo-
cation of the eye, we derive (in real-time) a linear regression
equation from the saved tuple data and then apply the most
recent sensor values to the regression equation to acquire the
expected location of an eye. Based on the expected eye lo-
cation, we reset the ROI. After relocating the ROI, we try to
detect an eye in the new ROI. If an eye is found, we remain in

Eyes found

Detection
phase

Tracking
phase

Eyes foundFail to locate eyes

Fail to locate eyes

Figure 2: State transitions in the proposed system.

Figure 1: Region proposal by the SVM detector (the most reddish
area).
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the tracking phase; if an eye is not detected, the system
switches back to the detection phase; that is, we try to find an
eye in the entire area of the input video frame.

4. Evaluation

In this section, we discuss the performance of our proposed
algorithm. For experiments, we have implemented our
proposed algorithm as an Android application using An-
droid OpenCV library [27] for SVM and CNNDroid [41] for
the LeNet-5 CNN model. CNNDroid is capable of parallel
processing using Android’s RenderScript framework. Ex-
periments are performed using a LG V20 smartphone with
Qualcomm Snapdragon 820 processor unless otherwise
specified.

We first verify the accuracy of our proposed algorithm
using ZJU Eyeblink dataset [42]. To measure the perfor-
mance of our proposed algorithm, we use Precision and
Recall metrics defined to be (number of true
positives)/(number of true positives + number of false
positives) and (number of true positives)/(number of actual
positives), respectively. As we observe in Table 1, the pre-
cision of our algorithm is 94.4%, which is quite high itself
and in fact is higher than the recall, 89.7%. One of our design
goals is to suppress the overestimation of the blink count as
much as possible and these results conform to our design
goal.

Next, we compare the ROI adjustment mechanism of
our proposal and [7]. For the experiment, we have imple-
mented a naı̈ve version of [7]’s ROI adjustment technique in
combination with our SVM/LeNet-5-based eye detection
algorithm. Originally, [7] utilizes Haar Cascade [26] for
detecting eyes. Figure 3 compares the prediction success rate
of two methods. As we can see in the figure, our regression-
based prediction shows 35.5% of the prediction success rate,
whereas the ROI adjustment scheme proposed in [7] shows
only 17% of the prediction success rate. 2e prediction
success means that an eye is found after adjusting ROI using
our method or the algorithm in [7]. 2e main difference
between the two algorithms is that, in [7], the ROI is replaced
with one of the four quadrants of the screen based on the
vertical/horizontal tilt angle difference, whereas in our
method, regression equations representing the correlation
between the sensor readings and eye location changes are

used to dynamically adjust ROI. 2e ROI adjustment is
made when we lose track of eyes in the tracking phase. 2e
results shown in Figure 3 are averaged over 10 experiments
taken by different experimenters in different environments,
for example, bus and subway. 2e details of some example
results are shown in Table 2. For example, if we see the case
with Experiment ID 3, among 1384 video frames processed
in the tracking phase, no eye is found in the ROI in 264
frames. (Recall that in the tracking phase eyes are searched
only in the search region which is preset in the detection
phase.) And among those 264 frames, an eye is found after
adjusting ROI using our regression-based prediction method
in 108 frames, resulting in about 41% (�108/264) of the
success rate. In these experiments, the ratio of the number of
frames processed in the detection phase overall the frames
processed varies from 5% to 10% meaning that most of the
frames are processed in the (more efficient) tracking phase.

Figure 4 shows an example regression analysis graph
based on data acquired during experiments. In the graph,
X-axis represents the Y-axis value of the orientation sensor
and Y-axis represents the X-axis value of the eye’s location in
an input video frame. We perform a real-time regression
analysis (for each axis) to get a linear regression equation to
be used in eye-location prediction based on most recent 200
points.

Figure 5 compares the processing latency of each video
frame in the tracking phase and detection phase measured in
two different devices: LG V20 and Samsung Galaxy Note 5
with Exynos 7420 processor. (2e values in the figure are
averaged over 1800 frames.) As shown in the figure, the
processing time in the tracking phase is reduced by 30%
compared to the detection phase in the case of LG V20 and is
reduce almost by half in the case of Samsung Galaxy Note 5.
2ese results support the rationale behind introducing two
phases in our algorithm. 2e processing time in both
tracking phase and detection phase can be decomposed into
the two periods to run the SVM detector and the LeNet-5
classifier. In the case of the tracking phase on LG V20, the
LeNet-5 classifier takes 49ms in average to process an image
passed by the SVM detector and the SVM takes 17ms in
average to propose a candidate region. In the case of the
detection phase on LG V20, the SVM region proposal and

Table 1: Performance of the proposed blink detection algorithm.

Dataset ID Precision Recall
000001M_FBN 3/3 3/3
000001M_FNN 2/2 2/3
000001M_FTN 4/4 4/4
000002M_FNN 4/5 4/4
000002M_FTN 3/3 3/4
000003M_FBN 4/4 4/4
000003M_FNN 3/3 3/3
000003M_FTN 2/2 2/3
000003M_UNN 3/4 3/5
000004M_FBN 6/6 6/6
Total 34/36 (�0.944) 35/39 (�0.897)
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Figure 3: Performance comparison of two ROI adjustment
methods.
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LeNet-5 classifier take 48ms and 47ms, respectively.
Overall, our scheme shows the processing rates of 13.9 fps
and 22.9 fps (in average while processing 1800 frames) on
V20 and Galaxy Note 5, respectively, which is enough for
blinking detection. On V20, if we only consider the frames
processed in the tracking phase (or the detection phase), we
get a processing rate of 15.15 fps (or 10.52 fps). We would

like to note that there are more spaces for optimizing the
performance of our application; that is, we have not explored
all the parallelism opportunities available in SVM and
LeNet-5 detectors in our Android test application. Our focus
in this paper is to show that our algorithm enables reliable
eye-blinking detection on Android smartphones using
widely available tools in the community without fine tuning.

y = 77.69x + 254.6
R2 = 0.676
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Figure 4: Regression analysis result.
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Figure 5: Comparison of processing time. (a) LG V20 and (b) Samsung Galaxy Note 5.

Table 2: Detailed performance comparison of two ROI adjustment methods.

Experiment
ID

Number of frames
in tracking phase

Number of frames with eyes
undetected (in current ROI)

Number of successes (i.e., eye is
found after ROI adjustment)

Prediction success
rate (%)

(a) Regression-based prediction
1 1320 368 88 24
2 1884 452 128 44
3 1384 264 108 41
4 3021 130 56 43
5 3702 342 101 30
(b) Näıve version of [7]
1 972 226 42 9
2 404 276 60 22
3 1452 204 42 21
4 3043 153 31 20
5 3421 311 53 17
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Finally, we compare our approach to a multiclass SVM.
For the comparison purpose, we have developed a multiclass
SVM (one vs. one method) that can classify an image into
three categories of open eye, closed eye, and background,
same as our LeNet-5 classifier and performed experiments
using a test set consisting of 400 image clips (200 for each
class.) As we can see the results shown in Table 3, LeNet-5
outperforms the multiclass SVM. For example, our LeNet-5
has classified correctly all the 200 closed eye images as the
closed eye class, but the multiclass SVM classified only 161
images out of 200 images as the closed eye class.

5. Conclusion

In this paper, we have proposed a hybrid approach combining
two machine learning techniques, the linear SVM classifier
with HOG features and the LeNet-5 CNNmodel such that the
eye blinking detection can be performed efficiently and re-
liably on resource-limited smartphones. Also, we have in-
troduced a regression-based orientation sensor utilization
strategy for effective ROI selection in eye-tracking applications
on smartphones. Via experimental results, we showed that our
method performed eye-blinking detection efficiently and ef-
fectively outperforming an existing method. Our immediate
future work includes enhancing the performance and veri-
fying the accuracy of our algorithm with larger and various
learning datasets since the performance of our system can vary
widely with different learning and test datasets and optimizing
our Android implementation for higher processing rates.
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*anks to the vehicular communication network, vehicles on the road can communicate with other vehicles or nodes in the global
Internet. In this study, we propose an enhanced routing mechanism based on AODV so that road side units (RSUs) can provide
continuous services such as video streaming services to vehicles which may be intermittently located outside of the coverage areas
of RSUs. In the highway environment with sparsely placed RSUs, the communications between RSUs and vehicles are frequently
disconnected due to high vehicular speeds. To resolve this problem, both V2I and V2V communications are utilized. In order to
reduce the route recovery time and the number of route failures in the sparsely placed RSU environment, backup routes are
established through the vehicles with longer direct communication duration with the RSU.*e backup route substitutes the main
route upon route disconnection. Also, for the efficient handover to the next RSU, the route shortening mechanism is proposed.
For the performance evaluation of the proposed mechanism, we carried out the NS-3-based simulations.

1. Introduction

*e vehicular communication environment is composed of
vehicles and road side units (RSUs) [1, 2]. A vehicle may act as
a source, a destination, and/or a relay node and can com-
municate with other vehicles via vehicle-to-vehicle (V2V)
communications and with nodes outside of the vehicular
communication network through RSUs (i.e., vehicle-to-
infrastructure (V2I) communications). RSUs form the vehic-
ular communication infrastructure but require high installation
and maintenance cost. *erefore, RSUs cannot be placed
densely enough to cover all the areas.*is implies that a vehicle
may not have direct communication links with any RSUs at the
interim area of two adjacent RSUs. In this case, for seamless
data delivery services from RSUs, it is required to have
a routing mechanism that can provide routes from RSUs to
a vehicle via other vehicles. *at is, both V2I and V2V
communications are required. In this study, we specifically
consider the target vehicular communication environment

with dispersedly placed RSUs from which steadily moving
vehicles receive seamless data delivery services. *e reason for
assuming steadilymoving vehicles is that themajor focus of our
study is not the communications between vehicles, but the
communications between RSUs and vehicles.

So far, various types of routing protocols have been
proposed for vehicular communications. We can categorize
routing protocols for vehicular communications into
topology-based and location-based (or geographic) routing
protocols. In the topology-based routing protocol, the routes
of the source and destination node pairs are maintained at
nodes and are to be recovered in the case of route failures.
Topology-based routing protocols are further categorized
into reactive (or on-demand) and proactive routing pro-
tocols [3, 4]. Reactive routing protocols find a route for
a source and destination node pair upon a route setup re-
quest, and proactive routing protocols configure routes prior
to route requests. Due to frequent topology changes of
vehicular networks, the reactive routing mechanism is
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preferred to the proactive one. On the other hand, geographic
routing protocols do not maintain route information at nodes.
Instead, each node determines the next-hop node for each data
packet to be forwarded. In other words, each packet has to
struggle to find its own way to the destination, which may
result in significant delay and computing overhead. Also,
nodes are required to periodically exchange geographic
location information with other nodes, incurring significant
communication overhead.

In this study, we focus on topology-based routing
protocols, especially reactive routing protocols, in the target
vehicular communication environment. Among the reactive
routing protocols, we aim at applying the ad hoc on-demand
distance vector (AODV) routing protocol [5] to the target
vehicular communication environment. Even though
AODV is originally proposed for mobile ad hoc networks
(MANETs), AODV has been considered as a candidate
routing protocol for the vehicular communication envi-
ronment by many researchers [6–14]. Because AODV re-
quires nodes to maintain routes, data packets can be
delivered smoothly over the routes if they stay steadily.

Most of the previous work on applying AODV to the
vehicular communication environment focuses on pro-
viding reliable routes in the harsh vehicular communication
environment. To our knowledge, [14] is the only work re-
lated to applying AODV to the V2I environment by
adopting the AODV+ [15]. However, M-AODV+ in [14]
does not consider the quality of continuous data delivery
services, such as video streaming services, from RSUs.
*erefore, in this study, we propose a backup route
mechanism in the coverage area of an RSU, an inter-RSU
handover mechanism and a route shortening mechanism for
the RSU to which a vehicle is heading. We assume a single-
lane highway with steadily moving vehicles since our
mechanism focuses on maintaining routes from/to RSUs.
Because the vehicles on the route from an RSU to the
destination vehicle can be on any lane in a multiple-lane
road, the lane which the vehicle is on does not make
a difference to our proposed mechanism. *us, our mech-
anism is easily applicable to a multiple-lane road.

*e rest of the study is organized as follows. In Section 2,
we will describe the related work on the adaptation of AODV
in the vehicular communication environment. Section 3
describes the detailed operation of our proposed mecha-
nism. In Section 4, we evaluate the performance of our
mechanism and analyze the simulation results. Finally,
Section 5 concludes this study.

2. Related Work

*ere has been research done on applying AODV to the
vehicular communication environment [6–14].*e previous
studies [6–13] analyze the performance of AODV in ve-
hicular ad hoc networks (VANETs) and/or try to figure out
more reliable routes in dynamic vehicular communication
environment. In [14], the authors propose M-AODV+
which is a modified version of AODV+ [15]. AODV+ allows
AODV to be used for the communication between
a MANET node and a node in the global Internet via

a gateway. M-AODV+ extends AODV+ considering the
frequently changing vehicular network environment so that
the destination vehicle can communicate based on V2I and
I2I routes. In M-AODV+, the proactive gateway (i.e., RSU)
discovery mechanism of AODV+ is adopted and the
mechanism of sharing the information of mobile nodes in
the coverage area of an RSU with the other RSUs is pro-
posed. However, M-AODV+ does not provide the way of
continuous delivery of data from RSUs to the destination
vehicle.

In [16], the implicit backup routing AODV (IBR-
AODV) mechanism is proposed. In IBR-AODV, the
neighboring nodes of a route become the backup nodes of
the route. Each backup node overhears the ongoing trans-
missions on the route, and if it detects no ACK message for
a transmitted data packet, it initiates the route recovery to
the nodes on the route. *en, the nodes on the route include
the backup node in their routing tables. Even though IBR-
AODV quickly recovers route failures, it does not try to
reduce route failures. Furthermore, IBR-AODV is not
designed for the vehicular communication environment.

In [17], the authors propose a relay recovery route
maintenance protocol that combines both proactive and
reactive route recovery mechanisms based on AODV in
MANET. A node which is the common neighbor of both the
upstream and the downstream nodes of a link is chosen as
a relay node. *e relay node overhears transmissions from
the upstream and the downstream nodes and detects pos-
sible link breaks by overhearing retransmissions from the
upstream node. If the relay node detects the possibility of
a link break, it sends a NOTICE message to the upstream
node, and upon asserting a link break, the upstream node
sends a CONFIRMmessage to the relay node.*en, the relay
node becomes the new downstream node. Liang et al. [17]
also propose a route shortening mechanism in which any
node can initiate the route shortening procedure when it
overhears a shorter route from its neighbors. However, the
mechanisms in [17] are not suitable for the RSU-based
vehicular communication environment.

3. RSU-Based AODV Route Maintenance

3.1. RSU-Based Vehicular Communication Environment.
For the sake of convenience, we define the terminology
related to RSUs. We call the RSU currently delivering data to
the destination vehicle as the serving RSU of the vehicle. *e
serving RSU whose coverage area has been already passed by
the destination vehicle is called the passed-by serving RSU of
the vehicle, and the serving RSU to which the destination
vehicle is heading is called the next serving RSU of the
vehicle. *e RSU which is not currently serving the desti-
nation vehicle heading to it is called the next RSU of the
vehicle.*e handover from the passed-by serving RSU to the
next RSU occurs in the interim area of those two RSUs, and
the next RSU becomes the next serving RSU. *e next
serving RSU of the destination vehicle becomes the current
serving RSU once the vehicle moves into the coverage area of
the RSU. Figure 1 shows the vehicular communication
environment with two RSUs, RSU1 and RSU2.
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Because of the matter of cost, RSUs cannot be placed
densely enough such that vehicles get communication ser-
vices directly from RSUs. *erefore, we assume that the
coverage areas of neighboring RSUs do not overlap.

3.2. Backup Route Mechanism. In the V2I communication
environment, the passed-by serving RSU may detect frequent
link disconnections to the 1-hop vehicle of the route to the
destination vehicle because of vehicle movement. In this case,
AODV recovers the broken link by making the RSU send
a route error (RERR) message to the precursors. However,
from the perspective of the vehicular network, the RSU does
not have precursors, so the RSU has to discover a new route to
the destination vehicle. *is procedure is burdensome in the
vehicular network with limited wireless link capacity. Figure 2
illustrates how AODV works in this situation.

We propose a backup route mechanism in the coverage
area of the passed-by serving RSU to reduce the number of
route recoveries. *e procedure of establishing a backup
route from the passed-by serving RSU is as follows:

(1) *e RSU collects the location information of the
vehicles in its own coverage area.

(2) Based on the location information, the RSU selects
the vehicle Bn1, which is expected to stay in its
coverage area the longest, as the 1-hop vehicle of the
backup route.

(3) *e RSU unicasts a backup RREQ (BRREQ) message
with Gratuitous RREP flag� 1 to Bn1. *e BRREQ
message is a modified RREQ message with TTL� 1
and with the Destination IP Address� the address of
Bn1.

(4) Once Bn1 receives the BRREQmessage, it broadcasts
an RREQ message to its one-hop neighbors.

(5) *e vehicle receiving the RREQ message and having
the route information to the destination vehicle
sends back the Gratuitous RREPmessage to the RSU.

(6) Once the RSU receives the Gratuitous RREP mes-
sage, it includes this backup route information in its
routing table and sets the status of the backup route
to inactive.

(7) Upon detecting the link disconnection to the 1-hop
vehicle of the primary route, the RSU activates the
backup route and deletes the main route.

Figure 3 shows how the passed-by serving RSU makes
the backup route via the vehicle Bn1. We include the step
numbers of the above-described procedure in the figure.

RSU1
(passed-by serving RSU)

RSU2
(next RSU)

Destination

RSU1

Destination

Vehicle’s moving direction

RSU2
(next serving RSU)

Figure 1: Vehicular communications based on V2I and V2V.

RSU

(1) V2I-based multihop communication
RSU

(2) Link break to 1-hop vehicle

Destination

Destination

Vehicle’s moving direction

RSU

Destination

RSU
(3) AODV route discovery

(4) Link break to 1-hop vehicle

Destination

Figure 2: *e AODV route recovery procedure in the RSU-based
V2I communication.
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For the BRREQ message, we include the backup route
(B) flag in the RREQ message as shown in Figure 4.

3.3. Handover Mechanism. *e quality of delivery service
from the passed-by serving RSU deteriorates as the desti-
nation vehicle moves away from the RSU because the route
lengthens. *erefore, the passed-by serving RSU needs to
decide when to handover to the next RSU. For that, the
passed-by serving RSU acquires the speed information of the
destination vehicle when the vehicle is in its coverage area
and computes the average moving speed of the vehicle, Vdest.
Once the destination vehicle leaves the RSU’s coverage area,
the RSU estimates the time, Tmid, when the destination
vehicle is expected to arrive at the middle point of the
passed-by serving RSU, Rprev, and the next RSU, Rnext. For
that, we assume that each RSU knows the locations of its
neighboring RSUs:

Tmid �
Dist Rprev, Rnext /2

Vdest
, (1)

where Dist(Rprev, Rnext) means the distance between Rprev
and Rnext.

At Tmid, the passed-by serving RSU sends the handover
request (HREQ) message with the address of the destination
vehicle to the next RSU. When the next RSU receives this
HREQ message, it establishes the route to the destination
vehicle. Once the route is established, the next RSU becomes
the next serving RSU and the next serving RSU sends back
the handover done (HDONE)message back to the passed-by

serving RSU and, at the same time, starts to deliver data to the
destination vehicle. *en, the passed-by serving RSU stops
delivering data to the destination vehicle. *us, data are
delivered to the destination vehicle through either the passed-
by serving RSU or the next serving RSU. Figure 5 shows the
procedure of the handover from RSU1 to RSU2.

3.4. Route Shortening Mechanism. In Figure 6, we show the
procedure of route shortening. As the destination vehicle
approaches to the next serving RSU, the 1-hop vehicle, Sn1,
of the next serving RSU notifies the next serving RSU of the
address of the 2-hop vehicle, Sn2, and its own location and
speed information. Sn1 knows the address of Sn2 because it
is stored in the routing table of Sn1. *e next serving RSU
broadcasts a route shortening RREQ (SRREQ) message with
Gratuitous RREP flag� 1, S flag� 1, and TTL� 1 and with
the address of Sn2 as the Destination IP Address. Figure 4
shows the format of the SRREQ message which is the
modified RREQ message with S flag� 1.

If the vehicle which is not Sn2 receives the SRREQ
message, it discards the message. When Sn2 receives the
SRREQ message, it replies back a Gratuitous RREP message
to the next serving RSU. Once the RSU receives the Gra-
tuitous RREQ message, it modifies the route information of
the destination vehicle such that the next-hop node (i.e., the
1-hop node) to the destination vehicle is Sn2.

*e SRREQ message is sent periodically by the next
serving RSU at the period of TSRREQ for the timely ad-
justment of the route:

RSU

Destination

Main route
Backup route
Backup RREQ

Gratuitous RREP

Link Break
RREQ

Vehicle’s moving direction

Bn1

(3)

(5) (5)

(4) (4)

Figure 3: *e backup route from RSU to the destination vehicle via Bn1.

Type J R G D U SB Reserved Hop count

RREQ ID

Destination IP address

Originator IP address

Destination sequence number

Originator sequence number

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

Figure 4: *e format of the RREQ message with the newly defined B and S flags.
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TSRREQ �
Rvehicle

N × VSn1
, (2)

where N is the number of the SRREQ messages transmitted
by the next serving RSU for the destination vehicle, VSn1 is the
speed of Sn1, andRvehicle is the transmission range of a vehicle.

4. Performance Evaluation

4.1.Numerical Analysis for Performance Condition. To figure
out the condition that our mechanism works better than
AODV from the perspective of control message overhead,

we count the number of control messages such as RREQ,
RREP, BRREQ, and SRREQ. For the simplicity of analysis,
we use the simplified target vehicular network in Figure 7. In
the simplified network, the intervehicular distance is the
vehicular transmission range, in short, 1 hop. In this sub-
section, we use “hop” as the unit of the physical distance.*e
transmission range of each RSU is m hops and the distance
between the boundaries of RSU1 and RSU2 is 2 × n hops,
where m and n are assumed to be integers greater than 0 for
the sake of simplicity. We count the control messages
generated while the destination vehicle moves from the start
position Pstart to the end position Pend as shown in Figure 7.

RSU1 RSU2

Vehicle’s moving direction

(1) HREQ

(2) Route discovery

(3) HDONE

Destination

Figure 5: *e handover procedure between the passed-by serving RSU, RSU1, and the next RSU, RSU2.

RSU

Destination

RSU

Destination

Destination

SRREQ
Gratuitous RREP

Send Sn2’s address 

Sn1 

Sn2 Sn1 

Sn2 Sn1 

RSU

Vehicle’s moving direction

Sn2

Figure 6: *e route shortening procedure.

RSU1 RSU2
1 hop

Pstart Pmid Pend

m hops n hops n hopsm hops m hopsm hops

Figure 7: Simplified vehicular network for the control message overhead analysis.
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As for AODV, the number of control messages gener-
ated is CAODV:

CAODV � 2n ×(1 +(2m + 1) + 2), (3)

where “2n” is the number of route recoveries while the
destination vehicle moves from Pstart to Pend. For each hop the
destination vehicle moves, “(1 + (2m + 1) + 2)” control
messages are generated. In “(1 + (2m + 1) + 2)” of (3), the
first term “1” is for the RREQ message generated by RSU1 to
recover the route, the second term “(2m + 1)” is for the RREQ
messages generated by the (2m + 1) vehicles in the coverage
area of RSU1, and the third term “2” is for the RREPmessages
generated by the 1-hop and 2-hop vehicles from RSU1.

*e control message overhead of our mechanism,
CProposed, is:

CProposed �
n

2m
× 2 ×(1 + 2m) + 2 ×(1 + n) + 2 × n, (4)

where “n/2m” is the number of proactive route recoveries
while the destination vehicle moves from Pstart to Pend. For
each proactive route recovery, “2 × (1 + 2m)” messages are
generated to establish a backup route. Here, “1” is for the
BRREQ message generated by RSU1 and “2m” is for the
RREQ messages generated by the vehicles in the coverage
area of RSU1 excluding the vehicle located at Pstart and “2” is
multiplied for the corresponding RREP messages. *e
second term “2 × (1 + n)” is for the RREQ and the RREP
messages generated during the new route discovery pro-
cedure initiated by RSU2 to the destination vehicle located at
Pmid. And the third term “2 × n” is for the SRREQ and the
corresponding RREP messages generated during the route
shortening of RSU2.

*e condition that our mechanism outperforms AODV in
terms of the control message overhead is CProposed <CAODV,
which results in the following condition:

n>
m

2 × m2 + m− 1
. (5)

With any m and n values, m≥ 1 and n≥ 1, the condition
in (5) is satisfied. *at is, our mechanism always out-
performs AODV in terms of the control message overhead.

4.2. Simulation-Based Performance Evaluation. We carried
out the NS-3 simulator-based performance evaluation [18].
*e IEEE 802.11p is used as the MAC protocol for vehicular
wireless communications. *e simulation network is
a 2.5 km single-lane highway with two RSUs and eleven
vehicles.

*e simulation parameters are given in Table 1. *e
transmission range of each vehicle is set to 130m and that of
an RSU is set to 250m. *e first RSU, RSU1, is placed at
500m and the second RSU, RSU2, at 1800m from the
leftmost point, as shown in Figure 8(a). At first, the vehicles
are placed such that the sixth vehicle is placed right under
RSU1 as shown in Figure 8(a). Figure 8(b) shows the final
status of the simulation network.

We evaluate and compare our mechanism with the
AODV with or without our proposed handover mechanism.

*rough the simulations, we measured the packet delivery
ratio and the packet delivery delay for the verification of the
received quality of service at the destination vehicle.

Figures 9–11 are the simulation results of the case that
the vehicular speed is 60 km/h. Figure 9 shows the number of
the packets received at the destination vehicle for the pre-
vious 10-second time interval (i.e., the result of 45 seconds
means the number of packets received during the 35- to 45-
second interval). Because the handover occurs around 40
seconds after the simulation start, we can observe the
performance of the backup mechanism for the first 40
seconds and, after that, the performance of the proposed
route shortening mechanism. As Figure 9 shows, the pro-
posed mechanism performs better than the other two
mechanisms throughout the simulation. *is indicates that
our backup route and route shorteningmechanisms perform
well enough. Besides, after 60 seconds, AODV does not
deliver any more data packets to the destination vehicle.
Figure 10 shows the average packet delivery ratio during the
simulation start to the point (i.e., the result of 45 seconds
means the average packet delivery ratio during the 0- to 45-
second interval). We can observe a significant performance
improvement for the first 40-second interval thanks to the
proposed backup route mechanism. In Figure 11, we can
observe that our proposed mechanism shows the smallest
delay all the time. After around 50 seconds, the delay of the
AODV without the handover mechanism stays the same
because no more packets are delivered.

Figures 12 and 13 show the performance results for
various vehicular speeds. Figure 12 shows the average packet
delivery ratio for the simulation time for the vehicular speeds
of 60 km/h, 80 km/h, and 100 km/h. *e performance of the
AODV without the handover mechanism is the worst, and
the proposed mechanism outperforms the AODV with the
handover mechanism for all cases. *e higher the vehicular
speed is, the less the packets are delivered to the destination
vehicle. Figure 13 is the graph showing the average packet
delivery delay for the various vehicular speeds throughout
the simulation. *e AODV without the handover mecha-
nism gives very large delay, and our mechanism gives
slightly lower delay than the AODV with the handover
mechanism. From these results, we can deduce that the
backup route mechanism improves the packet delivery

Table 1: Simulation parameters.

Parameter Value
Network size 100× 2500m
Simulation time 100 sec
Number of vehicles 11
Intervehicular distance 100m
Vehicle transmission range 130m
Vehicle velocity 60 km/h, 80 km/h, 100 km/h
Number of RSUs 2
Inter-RSU distance 1300m
RSU transmission range 250m
Traffic model CBR (150 packets/sec)
Packet size 1024 bytes
MAC protocol IEEE 802.11p
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ratio but does not give significant impact on the delay
performance.

5. Conclusion

AODV is a reactive routing protocol designed for MANET
withmobile nodes.*e vehicular communication network is
similar toMANET, so AODV can be applied to the vehicular
communication network. In this study, we tried to figure out
how to apply AODV to the vehicular communication
network with sparsely placed RSUs. By considering the
constrained vehicular movement, we proposed the backup
route mechanism in the coverage area of the passed-by
serving RSU and the simple handover mechanism from
the passed-by serving RSU to the next RSU and the route
shortening mechanism in the coverage area of the next
serving RSU. For that, we modified the RREQ message by

adding the B flag and the S flag. *e performance of the
proposed mechanism was verified by the NS-3-based sim-
ulations. *rough the simulations, we showed that our
mechanism improves the performance in terms of packet
delivery ratio and delay compared with AODV with or
without the handover mechanism.
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3D maps such as Google Earth and Apple Maps (3D mode), in which users can see and navigate in 3D models of real worlds, are
widely available in current mobile and desktop environments. Users usually use a monitor for display and a keyboard/mouse for
interaction. Head-mounted displays (HMDs) are currently attracting great attention from industry and consumers because they
can provide an immersive virtual reality (VR) experience at an affordable cost. However, conventional keyboard and mouse
interfaces decrease the level of immersion because the manipulation method does not resemble actual actions in reality, which
often makes the traditional interface method inappropriate for the navigation of 3D maps in virtual environments. From this
motivation, we design immersive gesture interfaces for the navigation of 3D maps which are suitable for HMD-based virtual
environments. We also describe a simple algorithm to capture and recognize the gestures in real-time using a Kinect depth
camera. We evaluated the usability of the proposed gesture interfaces and compared them with conventional keyboard and
mouse-based interfaces. Results of the user study indicate that our gesture interfaces are preferable for obtaining a high level of
immersion and fun in HMD-based virtual environments.

1. Introduction

Virtual reality (VR) is a technology which provides users with
software-created virtual 3D environments that simulate
physical presence of users to provide immersion [1]. A great
deal of research has been performed to enhance the realism of
VR by making the user’s actual motion match the real-time
interaction with virtual space [2, 3]. In 1968, Sutherland
invented a head-mounted display (HMD), and other VR
devices have since been developed to stimulate a user’s vision
and movement. +e HMD, which is now a commonly used
VR device, is a glasses-type monitor worn on the head. HMDs
are currently attracting a huge amount of attention from
industries and users since they provide the VR experience at an
affordable cost. HMDs provide a high level of immersion
through (i) a stereoscopic display, (ii) wide viewing angles, and
(iii) head orientation tracking. Because of the above advan-
tages, HMDs can be utilized in various fields such as education
[4, 5], medical treatment [5–7], and entertainment.

3D maps [8] such as Google Earth [9] and Apple Maps
(3D mode) allow users to see and navigate 3D models of real
worlds in a map. With the recent development of automatic
3D reconstruction algorithm applied to satellite images and
mobile environments, high-quality 3D maps of places have
become accessible in a wide and ubiquitous way, such that
any remote user can explore any place with great realism.
However, in most of these cases, the 3D maps can be ex-
perienced on a two-dimensional flat screen. Research on
virtual maps can also be used to visualize statistics regarding
climate change and population density, or to display to-
pographical maps, building drawings, and information in
augmented reality. +is means that methods that utilize
HMDs, rather than conventional monitors, for 3D map
navigation are valuable.

However, since there is a limit to the sense of reality
imparted by the HMD device, it is necessary for the user to
adopt a technique to explore and perceive a virtual space just
like a real space. Virtual reality programs running on a PC
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usually use traditional input devices such as a keyboard or
a mouse, but this has the disadvantage that it does not match
the behavior of the user in a virtual environment. Because
computational speeds are limited, there is a time difference
between a user’s movements in physical space and move-
ment in the virtual environment. In a VR environment, the
time difference between the movement of the user and
movement in the virtual space interferes with the immersion
and causes dizziness [6, 10, 11], consequently reducing
interest. For this reason, research has been needed to in-
crease the immersion and interest in VR by adjusting the
input methods to directly match body movements. Also, in
order to maximize the satisfaction of the user, an intuitive
interface method for the user in the virtual space is required.

Accordingly, development of devices related to the
operation interface has been actively carried out in order to
compensate for the disadvantage caused by the relative
inability to use conventional input/output devices in the VR
environment. A device that recognizes the user’s motion is
a haptic-type device [12], which is generally held in the hand,
and the avatar in the virtual space has the ability to guide the
user’s desired motion naturally and without delay. For these
reasons, joysticks or Nintendo Wiimote [13–16] controllers
have been developed as control devices that replace the
keyboard. As a result, there are more and more cases where
appliances that recognize the movement of the user and
improve the accuracy of the operation are utilized in the
game or the virtual space. However, there is a limitation in
maximizing the gesture recognition and immersion using
the whole body of the user based on the position sensor of
the haptic device in the virtual space. From this motivation,
we designed and implemented various realistic gesture in-
terfaces that can recognize user’s gestures in real-time using
Kinect to reflect the user’s movements in an HMD-based
virtual environment. In addition, we measured the usability
of the proposed gesture interface and the conventional
control interface based on the keyboard and mouse, and
compared the advantages and disadvantages of each interface
through a user study. Figure 1 shows a user wearing an HMD
using customized motion recognition system, while experi-
encing a given virtual environment.

In this paper, we design and implement immersive
gesture interfaces that are recognized in real-time using the
Kinect depth camera. +e position of each joint is identified
and analyzed to allow the gesture of the user in the virtual
environment to reflect the actual physical gestures. +e
degree of user satisfaction, including the degree of interest
and ease of use, was checked according to the manipulation
method. +e main contributions of our paper are as follows.

(i )We designed and implemented immersive gesture
interfaces with integration of flyover (bird, super-
man, and hand) and exploratory (zoom, rotation,
and translation) navigation, which is recognized in
real-time through the Kinect camera for HMD-
based VR environments.

(ii) We evaluated the usability of the proposed gesture
interfaces and conventional keyboard/mouse-based
interfaces with a user study. Various usability factors

(e.g., immersion, accuracy, comfort, fun, nonfatigue,
nondizziness, and overall satisfaction) were measured.

(iii) We analyzed the advantages and disadvantages of
each interface from the results of the user study.

As a result of the user study, it can be demonstrated that
the users prefer the gesture interface to the keyboard and
mouse interface in terms of immersion and fun. +e key-
board interface received high marks for accuracy, conve-
nience, and unobtrusiveness. +ese results confirm that
the method of manipulating a virtual environment affects
the usability and satisfaction regarding the experience of the
virtual environment.

+e remainder of this paper is organized as follows. We
discuss related papers in Section 2. +e design and method of
the proposed gesture interfaces are described in Section 3 and
Section 4, respectively. Section 5 describes the user study design
and the results of the user study. Section 6 discusses our
conclusions.

2. Related Work

One of themain goals in VR research is to increase the sense of
immersion. Mass-market HMDs are becoming popular be-
cause they can provide a high level of immersion at an af-
fordable cost. With the emergence of a need for immersive
movement control [17], companies that produce HMD de-
vices have recently been introducing game controllers with
auxiliary functions (e.g., Oculus Touch) [18]. +e HMD was
initially invented by Ivan Sutherland in 1968 [19], but it was
initially difficult to commercialize for many reasons, including
the high cost, heavy weight, space limitations for installation,
and a poor display. +e biggest problem was the limitation
of the display technology [20]. HMDs are divided into two
types, a desktop and amobile VR, depending on the size of the
image that can be processed and the complexity of the
structure. Mobile VR is hosted and ultimately displayed on
a mobile phone, and there is no real restriction on the range of
movement because it is wireless.

HMD
(Oculus Ri�)

Bird
gesture

Depth camera
(Kinect)

Figure 1:+e virtual environment system implementation used in this
paper. +e user wearing the HMD (Oculus Rift CV1) performs an
action similar to that of a bird, which the Kinect recognizes. In a virtual
environment (Paris Town), the user feels immersed like a bird.
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Recently, ITcompanies have been developing a variety of
products by studying and developing interfaces for HMDs
that provide high immersion and allow for smooth and
seamless user interaction. Desktop VR is widely used for
research purposes. As the computational power and display
resolution of smartphones increase, companies have de-
veloped diverse content using Mobile VR, rather than
Desktop VR platforms. As HMD technology has progressed,
HMDs have been used in various fields such as education
[5], medical care [5–7], and architecture. Kihara et al. [21]
conducted a study and experiment on laparoscopic surgery
using an HMD and verified the feasibility of using HMDs in
the medical field. It is now possible to use an HMD to
minimize laparotomy incisions, instead of using abdominal
laparotomy or high-cost robotic surgery systems, in which
a large scar may remain, with an increased risk of infection.
+e surgeon wears an HMD, and the system provides a 3D
image, depth map, and tactile feedback associated with the
affected area, and performs a safe operation. In addition,
varied research is being conducted to recognize the facial
expressions of users using an HMD and to simulate these
expressions in a virtual environment [22].

Research on the interaction between humans and com-
puters has been studied in earnest as soon as personal
computers became available. +e HCI (human-computer
interaction) [23] aims to allow people to use and commu-
nicate with a computer in a human-friendly manner. As the
use of computers increases, HCI is carefully considered in the
development of computer-user interfaces (UI) [24, 25]. For
this purpose, a study has been conducted on an interface using
body gestures rather than the conventional input devices [26].
+e main difference from previous HCI-related researches is
that our approach focuses on improving the level of im-
mersion in an HMD-based virtual environment for designing
navigation interfaces in addition to other important usability
factors such as the level of accuracy, fun, and comfort.

Humans have the ability to make emotional expressions
using the body and to allow meaningful behaviors to take the
place of language [24, 25]. Gesture recognition can be applied
to various fields, such as sign language [6, 12], rehabilitation
[13, 15, 27], and virtual reality, and is easy to utilize in
computer applications. In particular, a meaningful gesture
using the body refers to expressible behavior related to the
physical movement of a finger, hand, arm, leg, head, face, or
body.+emain purpose of human gestures is to communicate
meaningful information or to interact with the surrounding
environment. However, since the various operations used for
this purpose may overlap or have different meanings, it is
necessary to sufficiently study the development of interface
technology based on gesture recognition. Unlike existing
keyboard andmouse input devices, it is necessary to search the
body part using sensors and to recognize the operation after
tracking the position [24, 25, 28].

In particular, a device such as a joystick, which can be
used as a substitute for a keyboard and a mouse, can be used
to increase the user’s sense of immersion. Since the effec-
tiveness of the hand manipulation method has since been
verified, controllers such as the Kinect [23, 26, 28, 29] and
Leap motion [28, 30] have been released. As games and

applications that can be experienced in a VR environment
have been developed, it has been confirmed that the act of
controlling the virtual space through the movement of the
body plays an important role in making VR realistic and
immersive. In addition, various methods for recognizing
user’s movements have been studied [31–33].

As mentioned, the haptic-type device has been de-
veloped, held in the user’s hand, in order to reflect the user’s
gestures in such a manner that the user can easily forget the
difference between the virtual reality and the real world [12].
+e keyboard, mouse, joystick, and similar traditional input
devices can be used to move around in virtual space by
holding the device with a hand or by wearing it. However,
these conventional devices have limitations. +e haptic
device increases the probability of accurately recognizing the
user’s motion, but it can limit the range of motion, and
consistently wearing the haptic device can be troublesome
[12]. In addition, it requires time to learn a formal haptic
device operation method [34], and it is insufficient to realize
the virtual reality realistically because it is manipulated while
holding it in the hand or wearing it directly.

For these reasons, in this paper we have developed
immersive and intuitive gesture interfaces to control the
navigation in a virtual environment for HMD users. In
particular, we deployed simple algorithms to recognize
natural gestures in real time. Preliminary results of this
paper have appeared in [35, 36].+emain differences are the
integration of gestures for flyover and exploratory
(e.g., zoom/rotation/translation) navigation and a detailed
description of the formal user study results.

3. Design of Immersive Gesture Interfaces

As the need for immersive interfaces to replace traditional
input/output devices for HMD-based VR navigation in-
creases, related research has been actively conducted. For
this purpose, Microsoft Kinect, which contains a low-cost
depth camera, can be used to track and recognize the user’s
body gestures in real-time and control navigation in the VR
environment while wearing an HMD. We developed a VR
software system, in which a user can experience a virtual
reality through the Unity3D Engine that supports the si-
multaneous utilization of the Kinect and Oculus Rift. We
also defined two types of immersive gesture interfaces, as
well as conventional keyboard and mouse-based interfaces.
+ere are six types of gesture interface methods that are
proposed in this study. +e proposed gesture interfaces that
are recognized using the Kinect can be seen in detail in
Figures 2 and 3.+e location of each joint and body skeleton
segment that connects the joints are extracted using Kinect
SDK, as shown in Figure 4. +ese are then used for the real-
time recognition of gesture types and intensities.

Most people use their hands when accurately controlling
objects, such as when driving a car or playing a PC game
[25]. We considered a natural gesture interface that tracks
the location and movement of hands since the keyboard and
mouse are also hand-based input devices. Because the ratio
of right-handed people is high in general, we defined gesture
interfaces that primarily use a right hand [37, 38]. +e
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navigation interface implemented in this paper defines bird,
superman, and hand gestures as flight mode operations [39]
through the tracking of the user’s movement with the Kinect.
Our gesture interface also supports exploratory navigation

features that are provided in Google Earth, such as zoom,
rotation, and translation.

For thousands of years, humans have dreamed of being
able to fly like a bird. Rheiner developed a VR simulator,
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Figure 3: Exploration gesture interfaces (hand, zoom, rotation, and translation).
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called Birdly, in which a user can experience flying through
the 3D space with the Oculus Rift [40].+e user can navigate
the Birdly simulator using hands and arms making a waving
action that pantomimes the movement of bird wings in 3D.
However, since this simulator is bulky and requires sig-
nificant production costs, it is burdensome for a general user
to possess it at home. Also, flying in the sky like a superman-
like hero is hard to achieve. +erefore, we implemented
a new and superman-like motion interface to implement
a gesture interface that is difficult to otherwise experience,
giving users a surrogate satisfaction.

3.1. Flyover Navigation. We aim to make certain that our
gesture interfaces: (i) allow a simple and natural action for
flyover control that is similar to actual flying behavior, (ii) are
recognized in real-time by a low-cost motion sensor, such as
the Kinect depth camera, and (iii) enhance the degree of
immersion, which is unique to the HMD-based virtual en-
vironment. For this purpose, we designed three gesture in-
terfaces (i.e., bird, superman, and hand) for the flyover
navigation. +e scales of these three gesture interfaces are
different (i.e., bird> superman>hand) such that we can un-
derstand implicit relationship between usability properties and
the scales.+e detailed gestures for each interface are shown in
Figures 2 and 3, and can be described as follows.

3.1.1. Bird. +e user can adjust the direction by moving the
body up, down, left, and right keeping the waist in the basic
posture with both arms open, similar to bird wings. In the
basic posture, both arms move up and down simultaneously
to accelerate, and both arms can be stretched forward at the
same time.

3.1.2. Superman. As shown in Figure 2, hold both hands on
both sides of the face at the level of the shoulder line.Move the
upper body in the direction to move. Move the body back and
forth to go up and down, respectively. When a user wants to
adjust the speed, the user can accelerate or decelerate by
moving his or her right hand up or down, respectively.

3.1.3. Hand. Initially, the right hand is set as the reference
point and the right hand is placed in the front of the body in
a comfortable position, and then held at the initial reference
position for 2-3 seconds. +e user can manipulate the di-
rection by moving his or her hands vertically or horizontally
and can decelerate or accelerate the speed by moving the
hand back or forth, respectively, as shown in Figure 3.

3.2. Exploratory Navigation. Figure 3 shows the proposed
gesture interface for 3D map navigation. +e defined gesture
interface is based on Kinect recognition instead of using
a keyboard and a mouse. It implements the operation of
moving left/right/up/down, speeding up/down, zoom-in/out,
rotation, and translation, which are typical features of the
interface provided by Google Earth.+e hand interface can be
manipulated vertically and horizontally with the right-hand
position as the reference point at the first execution, and the
hand is moved back and forth to adjust the speed.

3.2.1. Zoom. +e user can control zoom-in or zoom-out,
which allows seeing objects either closer or farther away. For
the zoom in motion, both arms are stretched straight ahead
and then the arms are opened outward. +is action gives the
feeling of enlarging the space while maintaining symmetry
about the body. In an opposite manner, for the zoom out
motion, both arms start out to both sides, and are brought
together in front of the body, keeping the symmetry as both
arms are collected in front of the body.

3.2.2. Rotation. +e user can rotate the screen in four di-
rections. +e user can think of the left hand as a globe and
use the right hand to rotate it in the desired direction while
holding the fist with the left hand.

3.2.3. Translation. +is is an interface that allows one tomove
quickly to the desired location in the current VR environment
and operates with the right hand only. +e user has to move
the right hand to the location to which he or she wishes to
move and hold the fist at that position.+e 3Dmap is enlarged
or reduced as the user pulls or pushes the hand in the direction
he or she wants to move, using the position of the right hand
holding the fist as a reference point.+e corresponding action
of translating away from a location ends when the right hand
with a fist is fully extended, and the fist is released.

+e zoom and translation interfaces are similar but
operate on different principles and differ from the actual
moving subjects. Zoom is a function to zoom in or out of the
current VR environment, and the translation interface
moves the map such that the user is closer to or farther from
the user’s starting point in the map.

Fingertip Middle of
neck and spine

Middle of
spine and waist

Middle of
waist and pelvis

Wrist

Shoulder

Elbow

Figure 4: Location of joints and body skeleton segments that are
recognized through the Kinect.
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4. Recognition of Immersive Gesture Interfaces

In order to accurately recognize the meaningful behavior of
the user, it is necessary to be able to track the position of the
body features. Generally, there exist methods of learning to
recognize body parts such as the face or hand in a photo,
through Big Data Machine Learning [41]. However, it is
difficult to recognize body parts in real-time because even
using state-of-the-art algorithms optimized through ma-
chine learning, the classification of 3D body parts involves
a nontrivial, potentially sickness-causing delay. +e Kinect
is a device that provides the ability to track a human joint
using a depth camera. Skeleton points that are primarily
used in this study include the human body parts of the hand,
wrist, elbow, and shoulder. We also used a method to cal-
culate the position of the center of the palm to accurately
track the state of the hand (fist, palm, etc.) [42].

We utilized the depth map captured by the Kinect in-
frared projector sensor and Kinect SDK modules to track
the location of feature points and extract a skeleton from the
human body that was captured in a depth map. For the
recognition of gesture types and intensity in bird, superman,
and hand interfaces, we define the left/right and up/down
angles as shown in Table 1.

We also utilized the Kinect to implement functions that
Google Earth supports to navigate 3D maps. With Google
Earth, one can perform zoom, rotate, and translate opera-
tions using the mouse and keyboard interface to navigate to
the desired location in 3D models of buildings and terrain.
While building a virtual environment for experiments, we
implemented navigation functions that replace the tradi-
tional input devices, the mouse and keyboard functions.

Algorithm 1 describes the recognition of gesture in-
terfaces and their magnitude defined in Figure 2.

In order to change the user’s left and right direction, the
angle between the x-axis (line 1) and the straight line be-
tween both hands is compared (line 2), such that the left and
right movement is possible (line 3-4). Tomove up and down,
it is necessary to calculate the angle between the line con-
necting the y-axis and the body part (line 5), and compare
the angle (line 6), such that the line can be moved up and
down (line 7-8). If the result obtained by calculating the
difference from the previously measured distance from
the current reference point distance is greater than the

acceleration threshold (line 10), then the speed is increased
(line 11), and otherwise the speed decreases (line 12). We
experimentally found that it was the best choice for setting
horizontal and distance threshold to 0.4–0.7.

Algorithm 2 describes the rotation interface, defined in
Figure 3 alongside the samples of zoom and translation in-
terfaces.+ese operations basically consist of only the values of
x and y subtracted by the z value, when the difference between
the right hand and the right shoulder is smaller than a pre-
defined threshold (line 1), and the z coordinate should be 0.
When rotation or translation occurs (line 3), the degree of the
change is shifted by the difference of the right hand, which is
changed from the position of the right hand (line 4). When
moving in the virtual space, the position of the current right hand
becomes the position of the reference hand (line 6-7). When we
rotate based on the horizontal and vertical lines (line 9), the values
of the horizontal line and the vertical line are added respectively
(lines 9-11). +e current rotation position is 0 (line 12); only the
x-value and y-value are converted at that position (line 13).

Figures 5–7 show details of the zoom, rotate, and
translate interface algorithms for tracing joints of depth
cameras.+e red circle represents the state of the fisted hand,
and the green circle represents the palm of the hand. +e
gray circle implies that some parts of the body may overlap,
making it difficult to represent the exact position value.

5. User Study and Results

5.1. User Study Design. For evaluation of our proposed in-
terfaces and for a comparison, we developed VR software
based on a 3Dmap and investigated user responses. We used
two 3D datasets, a Grand Canyon model and a French Town

Table 1: Left/right and up/down angles of gestures.

Gesture
interface Left/right angle Up/down angle

Bird
Angle between x-axis and
the line connecting the

left/right hands

Angle between y-axis and
the line connecting the

head and spine

Superman
Angle between y-axis and
the line connecting the

head and waist

Angle between y-axis and
the line connecting the

head and spine

Hand

Angle between the x-axis
and the line connecting
the right hand and right

elbow

Angle between the z-axis
and the line that connects
the right hand and elbow

A: left/right angle
D: up/down angle
HL: horizontal threshold
R: right hand
L: left hand
CA: left/right magnitude
VL: vertical threshold
CD: up/down magnitude
MD: distance threshold
(1) if A > HL
(2) if R > L
(3) CA � −A;
(4) else CA � A;
(5) if D > VL
(6) if R > L
(7) CD � −D;
(8) else CD � D;
(9) else CD � 0;
(10) if Distance - MD > SpeedUp
(11) accelerate;
(12) else if Distance - MD < SpeedDown
(13) break;

ALGORITHM 1: Recognition of navigation gestures and their
magnitude.
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model as our test virtual environments (Figure 8). We chose
the Oculus Rift (Consumer Version 1) and Microsoft Kinect
(Version 2) as the test HMD device and motion sensor,
which are relatively affordable for the general public.+e VR
environment was tested on a desktop PC equipped with an
Intel i7 3.6GHz CPU and 16GB main memory.

+e HMD-based VR software system for navigation was
developed with Unity3D [43]. Our method for gesture rec-
ognition was developed using the Kinect SDK and Toolkit,
distributed by Oculus and Microsoft. As a way to experience
the environment for this user study, users could fly in the test
virtual environments like birds and superman, and navigate
using the right hand. We also made a scenario consisting of
zoom, rotation, and translation navigations in the test.

+e subjects were 23- to 31-year-old, 12 college students
(10 males and 2 females) in the computer engineering de-
partment of our university. In order to confirm the clear
difference between the existing interface and the proposed
interfaces, we conducted a questionnaire to evaluate and
quantify an experience index and usability score of each
method. Experiments with HMDs were applied to the Grand
Canyon model and French Town model, and experiments
were conducted with six gesture interfaces and two in-
terfaces based on the keyboard and mouse. For each par-
ticipant who had never worn the HMD before or who
complained of dizziness, we gave a rest period of 1 to 10
minutes between each experience depending on the degree
of dizziness [11, 44].

+e purpose of this study is to identify the necessity of
the gesture interfaces that are needed to replace the existing
keyboard manipulation method, through studying the de-
velopment of technology that can enhance the satisfaction of
experiencing a virtual space. We designed the user study to
analyze advantages and disadvantages of the proposed in-
terface compared to traditional interface and to verify the
significance of the results.

5.2. ExperimentalResults. From the experiments, each of the
8 usability properties experienced in the two scenarios of the
Grand Canyon and the French Town model (e.g., overall
satisfaction, accuracy, ease of operation, comfort, immer-
sion, and fun) were quantified in the questionnaire results.
In Figure 9, we can see a picture of the average scores for the
user’s overall satisfaction with the above-mentioned 8
properties evaluated with scores ranging from 1 to 5. +e
graph starts from the middle (i.e., score 3) because it can
better show whether it belongs to good (i.e., to the right from
middle) or bad (i.e., to the left from middle) scores. Overall,
the degree of fun was the highest, and the scores of other
properties were generally good but subjects experienced
significant dizziness when using the gesture interfaces.

+e results obtained from the Grand Canyon and the
Village model differed slightly. +e bird interface scored high
in the overall satisfaction, and the hand interface scored rel-
atively high in the accuracy. +e keyboard and mouse are the
easiest to operate and can be redirected with fewer move-
ments, resulting in greater convenience, nonfatigue, and
nondizziness. +e bird and hand interface is difficult to

Figure 5: Kinect depth image with body skeleton representing
zoom gesture interfaces.

Figure 6: Kinect depth image with body skeleton representing
rotation gesture interface.

Figure 7: Kinect depth image with body skeleton representing
translation gesture interface.

R: right
L: left
H: hand
Rot: rotation
c: current
Ho: horizontal line
Ver: vertical line
(1) if (LH �� Fist and | LH.y–LSh.y | < 0.1f)
(2) RH.vector � RH.(x, y, 0);
(3) if Rotation
(4) add.Rot � RH.vector–cRH.vector;
(5) RotHV (add.Rot.x ∗ 100, add.Rot.y ∗ 100);
(6) else Rotation � true;
(7) cRH � RH;
(8) else Rotation � false;
(9) RotHV (Ho, Ver)
(10) cRotH +� Ho;
(11) cRotV +� Ver;
(12) Rot.(cRotV, 0, 0);
(13) Rot.(0, −cRotH, 0);

ALGORITHM 2: Rotation interface.
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manipulate, but has a high score on the degree of fun and
immersion. Fifty-eight percent of students prefer to use ges-
ture interfaces that use both hands at the same time, rather
than to use one hand. Sixty-seven percent of students
responded that it was better to use gesture interface rather than
the keyboard and mouse interface. In addition to this, 92% of
students liked to wear and experience the HMD instead of the
monitor when asked what kind of screen offers better realism.

In order to verify the significance of the experiments
conducted in this paper, a one-way ANOVA and Scheffé
tests were performed, and the significance was verified in
Figure 9. +e significance level between each interface and
the evaluation items was less than 0.05 for the remaining
seven items except satisfaction. At the significance level of
5% (Sig. < 0.05), the null hypothesis was rejected and the
alternative hypothesis was adopted. +us, it is justifiable
that the difference of usability between the proposed and
existing interfaces is significant. As a result, there was
a significant difference in accuracy between the device
interface and superman (Sig. � 0.002), gesture interface
(Sig. � 0.006), bird (Sig. � 0.017), difference between hand
(Sig. � 0.007) and device interface (Sig. � 0.000). In the
easiness factor, there was a difference between superman
interface and hand (Sig. � 0.011) and device interface
(Sig. � 0.000). +e immersion factor showed significant

differences between device interface and gesture interface
(Sig. � 0.001), superman (Sig. � 0.000), bird (Sig. � 0.000)
and between ZRT (zoom, rotation, and translation) in-
terface and bird interface (Sig. � 0.035). In the interest,
there was a difference between device and bird interface
(Sig. � 0.006).

We observed that the keyboard interface has a higher
score in terms of accuracy, comfort, and easiness, com-
pared to gesture interfaces. On the contrary, the difference
in the gap of scores between the gesture and keyboard
interfaces is very large in the factors of immersion and
interest.

In Figure 10, we can see that the two virtual map en-
vironments, Grand Canyon and French Town, affect user
preference. Overall, the user’s score for the two virtual map
environments did not appear to be significant, but the
overall satisfaction of the hand interface was very high in the
Grand Canyon, while the overall satisfaction of the Super-
man interface was the lowest. However, in the French Town,
the overall satisfaction with the hand interface and the in-
terface using the keyboard and mouse was the highest, and
the overall satisfaction scores of the rest of the interfaces
were similar.

Since the sample size (i.e., 12 participants) is relatively
small and test scenarios are rather simple, further research

(a) (b)

Figure 8: Test virtual environments. (a) Grand Canyon model. (b) French Town model.

Overall
satisfaction Accuracy Comfort Easiness Immersion Interest Nonfatigue Nondizziness

Low(1) High(5) Low(1) High(5) Low(1) High(5) Low(1) High(5) Low(1) High(5) Low(1) High(5) Low(1) High(5) Low(1) High(5)

High(5) High(5) High(5) High(5) High(5) High(5) High(5) High(5)Low(1) Low(1) Low(1) Low(1) Low(1) Low(1) Low(1) Low(1)

ANOVA Result: F = 1.66, p = 0.150 F = 5.34, p = 0.000 F = 8.77, p = 0.000 F = 6.04, p = 0.000 F = 9.67, p = 0.000 F = 4.25, p = 0.001 F = 2.78, p = 0.020, F = 3.55, p = 0.005

Figure 9: Survey results of our proposed and conventional device interfaces for test virtual environments, (a) Grand Canyon and (b)
French Town.+e green bars represent the average scores and horizontal whiskers represent standard deviations.+emiddle vertical line
means mid-score (3). +e result of the statistical test (ANOVA) is marked below the graphs. Significant difference exists when
P(Sig.)< 0.05.
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can be necessary to generalize and verify the usability of our
method.

6. Conclusion

+e results of this study indicate that the method of gesture
recognition through body motion can provide a higher level
of immersion than the conventional keyboard/mouse
method. Since users experience an interface with which
they are not familiar, it is necessary to learn the operation
method and have time to adapt before the first execution.
However, after a very short learning period, users were able
to experience virtual reality more effectively. It is desirable to

use the Kinect-based gesture interface for a higher level of
immersion and fun. However, with long periods of VR use,
users tend to become easily tired, and further research must
be conducted to overcome this drawback. +e results of this
study show that it is more interesting and fun for the user to
use his or her body to manipulate 3D space and navigate 3D
environments, but the interface method can be different
according to the type of scenario space. Considering the level
of immersion and interest, it is necessary to research in-
tuitive methods to perform operations that can easily make
future human/computer VR interactions more easy and
natural. Combination of gestures and speech recognition
techniques can improve the usability of control interfaces.
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Figure 10: Visualization results of usability score distribution for each interface and usability properties for (a) Grand Canyon and (b)
French Town model.
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Hence, we also consider the hybrid approach as a future
research topic.
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An ontology is a model language that supports the functions to integrate conceptually distributed domain knowledge and infer
relationships among the concepts. Ontologies are developed based on the target domain knowledge. As a result, methodologies to
automatically generate an ontology from metadata that characterize the domain knowledge are becoming important. However,
existing methodologies to automatically generate an ontology using metadata are required to generate the domain metadata in
a predetermined template, and it is difficult to manage data that are increased on the ontology itself when the domain OWL
(Ontology Web Language) individuals are continuously increased. +e database schema has a feature of domain knowledge and
provides structural functions to efficiently process the knowledge-based data. In this paper, we propose a methodology to
automatically generate ontologies and manage the OWL individual through an interaction of the database and the ontology. We
describe the automatic ontology generation process with example schema and demonstrate the effectiveness of the automatically
generated ontology by comparing it with existing ontologies using the ontology quality score.

1. Introduction

An ontology is a model language that can build models, which
support the conceptual integration of the distributed domain
data and the inference of relationships among the concepts as
a result of activities such as concept analysis and domain
modeling using the standard methodology [1]. In particular,
the importance of ontology is recognized in areas such as
knowledge engineering, context awareness, knowledge in-
tegration, and knowledge management and modeling.

When an existing ontology cannot be reused, it needs to
be newly developed. +e process of developing an ontology
involves creating attributes and constraints, creating
a model, and applying it to domain data [2]. +is process is
like designing the requirements of a software architecture.
As with software development, ontology development needs
to discuss domain concepts, relationships, and constraints
with domain experts [3–6].

Since this process consumes a lot of manpower, methods
to automatically define an ontology model by defining
a domain in the form of the metadata that can characterize
the domain and apply rules to the metadata are currently
studied. Yahia et al.’s work automatically generates ontol-
ogies based on XML data sources [7]. +e following studies,
including Dey et al., conceptually classify fuzzy data and
describe how to generate an ontology and the rules to
generate an ontology [8–10]. +e Clonto Framework au-
tomatically generates an ontology through a suffix tree
clustering algorithm in a document that describes the do-
main information [11].

Methodologies to automatically generate an ontology
throughmetadatamust preprocess themetadata for generating
an ontology through a domain into a template for applying an
ontology-generating rule [12]. +e generated ontology model
does not focus on how to manage when many individuals
occur. Individual inputs into the generated ontologymodel can
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be stored in a table in one of the databases in a triple form that
consists of an object and a subject. Using this approach, it is
possible to provide efficient management and query functions
for individuals of the corresponding schema [13, 14]. Indi-
vidual is the basic component of an ontology. +e role of
individuals in an ontology is to classify objects according to
their class, which is the concept of a domain [15]. Individuals in
OWL correspond to constants in first-order logic and instances
in the Resource Description Framework.

In this paper, we propose a methodology to automati-
cally generate an ontology model based on the database
metadata and convert it into a database tuple when many
individuals occur in the generated ontology. +is method-
ology reads an OWL-DL-level ontology based on the schema
information, which is the metadata of the relational data-
base, and converts the individual of the ontology into
a relational database.

A relational database is one of the common methods to
structurally store data in a domain [16]. As a result, the
schema of the database storing the domain data has
characteristics of the corresponding domain. In addition,
a database table is a conceptual model that can contain
similar data in the domain. As a result, the methodology to
generate an ontology from a built database has the ad-
vantage that the generated ontology can better express the
characteristics of each domain region for a wider range of
domain regions.

+e ontology quality metric was applied to determine
whether the automatically generated ontology through the
database schema was sufficient for actual domain applica-
tions. A good ontology is impossible to evaluate because an
ontology has different characteristics depending on the
applied domain, but it is possible to determine how suitably
the ontology fits into the domain [17]. In this paper, we
define a metric of how well an ontology can reflect the
domain knowledge, compare the automatically generated
ontology according to our process to the other ontologies,
and show the effectiveness of the automatic ontology-
generating method using the database schema.

+e remainder of the paper is organized as follows:
Section 2 introduces existing papers on the data construction
for automatic ontology generation and individual man-
agement. Section 3 describes the automatic ontology gen-
eration process. Section 4 describes the process of managing
an ontology individual using a database management sys-
tem. Section 5 shows the process and results of automatic
ontology generation using the sample database schema. In
Section 6, the ontology quality score is used to verify how the
ontology expresses the domain by comparing it with other
ontologies. +e final section concludes with a discussion of
future research.

2. Related Works

2.1. Automatic Ontology Generation Using Metadata. Frame-
works such as TANGO [18] and TARTAR [19] automatically
generate an ontology from the metadata that contain the
structure and characteristics of the domain data. In the
framework, the commonly found components in the data
are organized in a tabular form, and the table is analyzed to
generate the components of the ontology model. In the
TANGO application, a table is analyzed, a semiontology is
generated based on each table, and a semiontology is
connected to generate a kernel ontology to finally generate
an ontology. TANGO supports functions such as multiple-
source query processing, semantic web creation, and
superimposed information generation to use application.
TARTAR automatically transforms tabular data such as
HTML, PDF, and EXCEL into a formal (structural and
semantic) template and provides it to users through an
internal engine. At this time, a table attribute ontology of the
OWL format linked to each table data is automatically
generated.

Long [20] has realized an agent that interprets table data
by recognizing tabular data and each table attribute and
generating an ontology of the RDF format to realize an
agent-based approach methodology for table recognition
and interpretation. +e study explains how to extract these
tables from text files, evaluation of table analysis tasks, and
the Table Analysis Framework based on the RDF. Among
them, the RDF-Based Blackboard Framework generates an
RDF file through the annotation of different printed tables
and analyzes the table through the generated RDF.

+e following studies on automatic ontology generation
based on the relational database define each component of
the database and ontology as a notation and generate the
ontology based on the database through the rule using
the relation of each component [21, 22]. +ese researchers
used the Jena Framework to read and analyze the metadata
of a database in a program, which was written in the Java
language, and applied the rule to create an ontology model.
As a result, they used Jena to implement the ontology model
and generated documentation and RDF graphs.

Alalwan et al. [23] explained the overall process and rules
to automatically generate an OWL ontology from a database
schema to merge the data from each database using on-
tologies in a distributed database environment. +e rules
applied to the automatic creation of ontologies in the paper
are based on the rules of this study; they are integrated and
generalize the conditions of the rules. In a study, the rule for
class fragmentation related to a layering of the class gen-
erated by referring to a database table is defined in the
following formula:
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RuleC2

Class condition:

∃x, y:

(a) PK x,R1(  ∧ PK y,R2(  ∧

(b) FK y,R2, x,R1(  ∧

(c) ∃v ∈ Dom(x) : OCC v, x,R1(  ∧

º

OCC v, y,R2( ( 

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

Class action:

(1) create class C1 from R1

(2) create class C2 from R2

(3) make class C2 (subOf) C1

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

, (1)

where RuleC2
defines class C1 and C2 when the table satisfies

the class condition, and C2 is a subclass of C1. +e primary
key of one table must be set to a foreign key of another table,
and the attribute data type of both tables must be identical.
OCC denotes all tuples that belong to one table, and Dom
denotes all attribute data types of the table. After the class is
created based on the information in the table, the study
suggests applying the rule defined in the following formula
when a DatatypeProperty is created in the attribute of the
table:

RuleDP3

Datatype condition:

∧2i�1 Attr x,Ri( ∧NonFK x,Ri( ( 

Datatype action:

createDP(x)withDomainC andRange dom(x)

⎧⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎩

,

(2)

where RuleDP3 defines a class to be a domain for all attributes
that are not foreign keys in the table and to create a Data-
typeProperty that sets the data type of each attribute as
a range. In addition, the OWL is automatically generated
through rules that define the properties and class relations of
each property to integrate the distributed database.

2.2. Database-Based Large-Scale Ontology DataManagement
Methodologies. To manage ontology-based data, a meth-
odology of storing the ontology model and individuals
through an ontology-based database representation is
suggested. OntoDB will refine the classes into triples,
represent the existing ontologies in the form of individuals
of the triples, and store them in the database to locate the
entire model and data of the ontology in the database.
OntoDB maps the metaschema of the ontology and the
metadata of the database. +is is a reverse process of
generating an ontology through the metadata, which can
guarantee high query performance based on the OBDB
[24–26].

Shah and Rabhi [27] created an ontology workflow for
intelligent big data analytics. Automatic service composition
is used to automate the process and design the ontology and
rules to infer the workflow of the data analysis process
according to the attributes of the data set and the user re-
quirements. In this case, big data are organized, and a large
amount of data are clustered to the ontology model to apply
it to the workflow based on the ontology model.

2.3.Metric-BasedOntologyQualityAnalysis andScoring. +e
ontology quality in a thesis is evaluated by comparing the
evaluation metrics of two categories and compared with
the score of the ontology that covers the developed
specific domain. +e first category is about how well the
generated ontology model can represent the knowledge
of the domain. +e second category is about how well the
ontology model extracts data from the target knowledge
base (KB) and applies it to the individual.

+e notations and ontology quality metrics of the on-
tology model in the ontology quality evaluation are based on
OntoQA [17], OntoMetric [28], and OntoClean [29]. +e
summation process and scoring were modified to suit the
method of the paper based on the ontology evaluation and
ranking research using OQuaRE [30] and Tartir and Arpinar
[31]. We redefine the ontology model as a set of five
components O: {C, P, SC, R, I} to use metrics for the on-
tology quality generated by automatic ontology generation
using the schema. Each component constructs an ontology
model with C (classes), P (properties), SC (subclasses), R (all
relations between classes C1 and C2), and I (individual).

Two metrics of OntoQA were selected to score the
ontology model categories: relationship richness indicates
the number of relationships in the ontology and attribute
richness defines the average number of attributes in the
entire class and indicates the quantity of knowledge that the
schema represents. +e following formula defines the re-
lationship richness as an ontology configuration notation:

RR �
|P|

|SC| +|P|
. (3)

As a result of the formula, a percentage is calculated that
shows how much relation each class has with other classes,
excluding subclass relations in the entire ontology. When
the calculated value approaches zero, the ontology beco-
mes a vertical ontology with small relationships among
classes, and a closer value to 1 corresponds to a more rel-
evant ontology. +e following formula defines the attribute
richness:

AR �
|att|
|C|

. (4)

As a result of the formula, the average number of at-
tributes per class is calculated. A higher value better cor-
responds to the ontology model that expresses the attribute
of domain knowledge. Twometrics of OntoQAwere selected
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to score the knowledge base category. +e class richness is
related to the degree to which individuals are distributed in
a class. +e average population compares the number of
classes with the number of individuals and evaluates whether
there are sufficiently many individuals for the class. +e
following formula defines the class richness:

CR �
C′




|C|
. (5)

+e result of the formula is the percentage of classes that
an individual has in the entire class. When the calculated
value approaches zero, the corresponding ontology can be
considered an ontology that cannot extract data from the
knowledge base. +e following formula defines the average
population:

P �
|I|
|C|

. (6)

As a result of the formula, the average number of in-
dividuals per class is calculated. If the average number of
individuals per class is not sufficient, the ontology model can
be considered to have failed to extract all knowledge of the
domain knowledge. OntoQA also analyzes the character-
istics and quality of ontology through various metrics. Based
on the analysis results, it shows how the ontology can
represent the domain knowledge and how one can use the
ontology accordingly.

3. Automatic Ontology Generation from
Relational Database Schema

+is section describes how to automatically generate an
OWL ontology by importing a relational database schema.
In detail, we describe the entire process of automatic

creation of OWL ontology, required components of schema
for the automatic generation, and applied rules to the
ontology generation process using elements. +e following
process is performed to automatically generate the OWL
ontology: (i) read and analyze the schema information of the
database and convert it into the base information for the
ontology generation. (ii) Create a class of ontologies based
on the table information of the database. (iii) Based on the
attribute information of the table, DatatypeProperty of
the ontology class and ObjectProperty, which represents
the relation among the classes, are created. Finally, the
tuple in the database and the individual data of the OWL
ontology are mapped using the generated ontology model.
Figure 1 shows the automatic creation of an ontology
using a database schema.

+ere are two reasons for mapping the tuple and OWL
individual in the database. First, the mapping enables the
ontology to use the tuple information for the actual in-
tegration and reasoning functions. +e tuple data as owl:
Namedindividual of the class created based on the table can
be used to construct rules through the description logic and
inference function of the ontology. Second, the mapping
manages the newly created individual in the ontology in the
database management system. In this case, the ontology is
replaced by the tuple in the table by referring to the ref-
erenced table information when the ontology is automati-
cally generated. +is replacement enables one to use the
existing relational database as an ontology and an ontology-
based database instead of creating and using an ontology-
based database. +e methodology of converting a tuple into
an individual is included in the automatic ontology gen-
eration process and described in this section. +e opposite is
explained in detail in Section 4. +is process automatically
generates an ontology based on schema information by
entering schema data from the database.+e OWL-DL XML
file is generated as a result of the process. +is XML file

Ontology generation

Tables Attributes

Attribute constraint
rules 

Key attribute 
relation rules 

Attribute evaluate
rule 

Database schema data extraction

Classes Properties

JDBC

OWL model

Tuples

Tuple-individual 
mapping

Property generationClass generation

Relational
database

Table integrate 
rule

Table hierarchy 
rule

Table evaluate 
rule

Figure 1: Automatic ontology generation from the RDB process.
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contains information about the ontology model and the
syntax for the individual.

Section 3.1 describes the notations of the relational
database and basic configuration methodology that must be
established to convert the database to an ontology. +e
configuration information of the database schema depends
on the domain knowledge where the database is built and the
intent of the designer who builds the database. As a result, we
set the minimum database schema configuration constraints
that can automatically generate an ontology using the
database schema according to the process of the thesis.
+e notations in the database represent the components
of the database and schema information that is read from
the database in the actual automatic ontology generation
application. Section 3.2 describes the rules applied when
classes are created from the database tables. Section 3.3
explains the rules applied when we generate ontology
properties from the attributes in a table. Finally, Section
3.4 explains the conversion of the database tuple into an
individual in the generated OWL ontology model. +e
notations and some rules in this paper are adapted to the
stepwise generation of the OWL ontology based on our
previous studies [32] and the ontology database gener-
ation studies [23] for database integration.

3.1. Notations and Basic Constraints of the Database. To
define the rules in the ontology automatic generation pro-
cess, we defined each database component with the fol-
lowing notations.

Tx is represented by the table name x, which is a set of
attributes in the database:

Attry Tx( : Attribute name y of table Tx. (7)

In other words, table x, which is a set of attributes, can be
expressed by the following formula:

Tx � ∪Attry ∈ Tx. (8)

PK(Attry,Tx) is represented by the primary key attribute
Attry(Tx) in table Tx.

FK(Attry1(T1),Attry2(T2)) is represented by the foreign
keyAttry1(T1) in table T1 and referenceAttry2(T2) in table T2.

+e four notations from the beginning are used to define
the rules that create the basic ontology components. Cx is
a more detailed representation of each component and used
in the table to evaluate the rule to determine the details in the
ontology component.

+e database schema that can be applied to automatically
generate the OWL ontology using the method in the paper
must satisfy at least the following condition to consistently
apply the automatic generation process by constraining the
schema design method: the schema constraint in the au-
tomatic ontology generation process requires that the
schema should be satisfied at least to automatically generate
the ontology. +e constraints are as follows:

(i) +e subtables that inherit the characteristics of the
parent with one-to-many relationships share the
primary key with the parent.

(ii) A fragmented table with a one-to-one relationship
has the primary key of the subtable of the parent
table as a foreign key.

(iii) +e schema of the database must satisfy the third
normal form.

+e first constraint classifies the general relationship
between two tables of whether each table can be merged into
one class during the ontology class creation. +e second
constraint determines the basic hierarchical structure of the
ontology classes. +e final constraint maintains the con-
sistency of the relationship extraction among the tables. +e
database for the automatic ontology creation must be a re-
lational database, and the database schema is represented by
SQL-DDL. +e ontology that is generated as an object is
OWL-DL level and expressed in the XML file with a func-
tional syntax.

3.2. Rules to Generate Ontology Classes from Database
Tables. +e first step of the automatic ontology generation is
to create an ontology class based on the table information in
the database. +e information in the table is an annotation
that indicates the name of the table, the dependency of the
table with the foreign key and the primary key, and the
purpose and characteristics of the table. An ontology class
Cx is generated from table Tx that does not apply to the rule
to be basically described. However, if the target table cor-
responds to the following two rules that determine that the
conceptual separation of domain knowledge occurs at the
schema design level, the merging or layering of the class is
performed in the process of creating the class based on the
table. +e first rule is involved in the merger of classes. +e
following formula defines the class-merging rule:

PK Attry1,T2  � FK Attry1 T2( ,Attry2 T1(  

∧ PK Attry2,T1 →PK Attry1,T2 .

(9)

If the primary key of table T2 is a foreign key of T1 and
the primary key of T2 is a functional dependency of T1, that
is, if the primary key of T1 determines the entire T2, then T2
can be considered one table of T1. Because the primary key of
T2 is a functional subordinate to the primary key of T1, it
implies that T1 generally determines its content in T2 be-
cause all attributes of T2 belong to T1. In this case, T2 has
a one-to-one relationship with T1.

+e class hierarchy rule is involved in establishing
a hierarchical structure between two classes. If two tables
share the same key, one table becomes a lower-level table in
the other table. In this case, the lower-layer table includes the
attributes of the upper table, but the attributes of the upper
table do not determine the attributes of the lower-layer table.
+e determination of a hierarchy in both tables depends on
which key is referenced as a foreign key. +e table that
references a foreign key becomes a lower-level table. +e
subclasses created by applying this rule are the upper class
and owl:subClassof relation. +e following formula defines
the class hierarchy rule:
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PK Attry1 T1( ,T1  �PK Attry2 T1( ,T1 

∧ FK Attry1 T1( ,Attry2 T2(  .

(10)

+e table evaluation rule determines the table to which
the transformed tuple belongs in the mapping procedure of
the tuple and individual. When two tables are created as one
table that satisfies the merging rule, the annotation of the
class is the sum of the comments in the two tables. At the end
of this step, the generated classes are inserted into the OWL
ontology model based on the information of the tables. +e
OWL model at this stage includes classes with a basic hi-
erarchy, and the property information is generated for these
classes in the next step.

3.3. Rules to Generate Ontology Properties from the Database
Attributes. In this step, ontology properties are created
based on the attribute information of each table. OWL
properties fall into two categories: DatatypeProperty, which
is an attribute for the actual data that enter the individual,
and ObjectProperty, which contains information about the
constraints in the OWL and the relationships among the
classes. owl:DatatypeProperty is created based on the at-
tribute where the data value is stored in the table. Here, owl:
DatatypeProperty has xsd:datatype as a range, where the
class to which the attribute belongs is converted as a domain.

When a class is created based on two tables that do not
correspond to the merging or layering rules in the previous
step, the two generated classes will have an owl:Object-
Property relation. +e name owl:ObjectProperty is created
with the “has a” prefix attached to the name of the foreign
key attribute. +e resulting owl:inverseProperty is auto-
matically determined by the “is” prefix. +e following for-
mula defines an ObjectProperty generation rule based on
a foreign key:

FK Attry1 T1( ,Attry2 T2(  

⇒ owl: ObjectProperty id � hasY1( ,

domain: T1, range: T2.

(11)

When the above rule is applied to create an Object-
Property between two classes, the restriction on the ontology
is determined according to the relationship cardinality of the
two tables.+e restriction is represented by the cardinality of
how many classes a class can apply to an ObjectProperty of
that type. Rule (12) defines the ontology restriction
according to the table relationship:

cardinality �

one to one restriction: 1 both

one to many restriction: 1 one

many to many: no restriction

⎧⎪⎪⎨

⎪⎪⎩
(12)

+e attribute evaluation rule is involved in determining
the owl:functionalProperty restriction when the conditions
of the attributes of the table are not null and unique, or
autoincrease. Table 1 lists the conditions that an attribute can
have and the corresponding property constraints.

At the end of this step, an OWL ontology model is
created, which contains the classes and properties of the
class. Each property of a class contains a DatatypeProperty
that represents the attributes of the table and an Object-
Property that represents the relationship of the foreign key
among the tables.

3.4. Mapping Procedure for the OWL Individual and
Tuples. In this step, the tuple of each table stored in the
database is mapped to the ontology individual based on the
generated OWL ontology model.+emapping matches each
tuple to the individual and asserts the corresponding
Namedindividual to the table to which the tuple belongs.
+e name of the individual that is mapped to each tuple
is the index attribute value of the corresponding table. It
is the attribute value of the corresponding tuple of
properties to the generated individual. Figure 2 shows
the mapping process of database tuples and individuals
to the automatically generated ontology model.

An attribute value of an ObjectProperty other than
a DatatypeProperty becomes an ObjectProperty value that is
related to an individual of another class in an individual. In
this procedure, we refer to the tuple of both tables. +e
mapping process is not performed for all tuples, but the user
can select a tuple of the desired category and map to an
individual. +us, it is possible to select the data category and
determine the relevance of each data and the conceptual
meaning of the data set through the reasoning function in
the ontology model of the data.

4. Database Schema-Based Large-Scale
Ontology Individual Management

+is section describes how to convert an individual into
a mapped tuple and store it in a database management
system to efficiently manage a large ontology individual in
theOWL.+e last step in the automatic creation of an ontology
in Section 3 is to map the individuals in the generated ontology
model and the tuples stored in the database and assert each
individual into classes based on the table. +e tuple trans-
formation of the individual proceeds with the inverse trans-
formation of the described process.

When large-scale ontology individuals continue to grow,
the individuals asserted in the class in the OWL model are
converted into tuples and stored in the database. In this
process, an automatic ontology generation program parses
each individual and analyzes the parsed individual using the
mapping information in the program. After the individual
data are processed, the program converts them into a tuple,

Table 1: Table evaluation rule.

Attribute conditions OWL restriction
Primary key owl:cardinality� 1
Not null owl:mincardinality� 1
Unique owl:maxcardinality� 1
Check-in owl:one of
Unsigned rdf:datatype�&xsd:nonNegativeInteger
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inserts the corresponding tuple into the table, and saves it.
Figure 3 shows the process of storing an individual in
a database.

By storing individuals in the database, one can manage
large amounts of data while minimizing the increase in size
of the ontology. +e stored ontology individual can be
reverted to the individual at any time using the mapping
information. Using the methodology, we can minimize the
cost of system implementation and ontology development
by implementing themiddleware for the interaction between

the relational database and the ontology of a known type
without building a database based on a specific ontology.

+is process is the inverse process of tuple and individual
mapping, which is the final step in the process of auto-
matically generating the OWL ontology from the database
schema. A manually created ontology allows the developer
to choose the creation of an individual. However, because
the process is done automatically, all tuples are converted
into individuals. +us, individuals can be stored in the form
of tuples in the database to prevent too many individuals

Table A

Schema 

Ontology generate 

Class A

Prop A

Prop B

Prop C

xsd:str

xsd:int

xsd:flot

ClassAssertion

Ontology model

Tuple-individual mapping

Individual 3

Individual 1

Individual 2

Individual 4

Prop A
Prop B
Prop C
Prop A
Prop B
Prop C
Prop A
Prop B
Prop C
Prop A
Prop B
Prop C

A
1

1.1
B
2

2.2
C
3

3.1
D
4

4.1

a 1 1.1

b 2 2.1

c 3 3.1

d 4 4.1

Attribute 1 Attribute 2 Attribute 3

Figure 2: Mapping between a tuple and an individual process.

Ontology individual

OWL model

ClassAssertion

Import

Tuples

Relational
database

Parsing
individual

Mapping 
to tuple

Data 
processing

Automatic ontology
generation program

Transformation

Insert

Figure 3: Process of inserting an individual to a database.
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from accumulating in an ontology. As a result, this process
extends the ontology management system in conjunction
with the database.

One can use both SPARQL and SQL to query the da-
tabase for interaction with the ontology model. If there are
no required data for the query, the program searches for
them in the remaining models and generates the necessary
data for the query. To convert an individual into a tuple, the
criterion to determine the tuple to convert to a table among
the tables to which the merging rule is applied is the an-
notation information to which the table-evaluating rule in
the merged class is applied.

5. Implementation

+is section shows the process of automatically generating
an OWL ontology using the actual database schema and the
progress of the methodology through the intermediate
output generated during the implementation. +e target
domain of the target database is for the smart home.
+erefore, the schema of the target database contains tables
and properties for storing data generated in the smart home.
+e entire schema consists of 85 tables, each of which
contains one or more attributes. Each table has a hierarchical
relationship according to the smart home unit through

the foreign key. In this paper, we describe the automatic
conversion process by selecting one of these tables as an
example and outputting the result of the intermediate
process of converting the corresponding table and attributes
into classes.

An example table to illustrate the ontology autogener-
ation process contains the data for the smartwatch of the
device in the smart home database. +e smartwatch table is
one of the tables that are managed by the device table and
manages multiple smartwatch models and tables that con-
tain detailed information on the smartwatch. +e smart-
watch table has attributes for managing the data of the entire
smartwatch. +e example in Figure 4 shows a smart_watch
table and the tables managed by the smartwatch table of SQL
statements.

+e program reads the SQL-DDL, identifies the table
and the attributes of the table, and converts the table into
a class. Since the smart_watch_detail table satisfies the
merging rule with the smart_watch table, a class is created.
+e name of the generated class will be the smart_watch
class that governs the merger. +e subattributes of the
smart_watch_detail table are created as properties of the
smart_watch class with the attributes of the smart_watch
table, smart_watch_sportmodel, and smart_watch_
classicmodel. Since the smart_watch_sportmodel table sat-
isfies the layering rule, classes that are subclasses of the

smart_watchtable:
Create table smart_watch(device_id, watch_idintnot null unsigned, detail_idint, watch_netadress varchar(20) not null,
watch_own varchar(20), whatch_consumenergy float not null unsigned, 
Primary key(device_id),
Unique index watch_id_index(watch_id ASC), watch_netaddress_index(watch_netaddress ASC),
foreign key(device_id) references device(device_id),
foreign key(watch_own) references people(people_name),
foreign key(detail_id) references smart_watch_detail(detail_id),
comment("name:smart_watch));

smart_watch_detail table:
Create table smart_watch_detail(detail_id int, model_name varchar(40),model_marker varchar(20), model_spec varchar(40),
Primary key(detail_id),
comment(name:smart_watch_detail, oneOf:smart_watch));

smart_watch_sportmodel table:
Create table smart_watch_sportmodel(watch_id int, sport_waterproof Boolean not null, sport_dirtproof boolean not null, 
sport_uniquespec varchar(20),
Primary Key(device_id),
CHECK(waterproof = = true, dirtproof = = true),
foreign key(watch_id) references smart_watch(watch_id),
comment(name:smart_watch_sportmodel));

smart_watch_classicmodel table:
Create table smart_watch_classicmodel(watch_id int, watch_classicspec varchar(40), watch_classicnum int not null unsigned,
Primary key(device_id),
foreign key(watch_id) referenes smart_watch(watch_id),
comment(name:smart_watch_classicmodel));

smart_watch_priminummodel table:
Create table smart_watch_priminummodel(watch_id int, watch_priminumspec varchar(40), watch_primiumopt booleannot null, 
watch_priminumnum int not null unsigend.
Primary key(device id),
foreign key(watch_id) references smart_watch(watch_id),
comment(name:smart_watch_priminummodel));

Figure 4: Smart_watch table SQL-DDL.
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smart_watch class are created. +e name of the created class
is identical, and the attributes of each table are created as
properties. In the annotation of the generated class, com-
ments of the tables are inputted by the table evaluation rule.
Figure 5 shows the OWL functional syntax of the generated
classes based on table information.

+e properties of the generated classes are generated
based on the attribute information in the table. An attribute
with a foreign key relationship is involved in the creation of
an ObjectProperty by applying a key attribute relation rule.
+e attributes other than the foreign key are generated as
a DatatypeProperty with actual data by applying the attri-
bute evaluation rule and the attribute constraint rule. In the
SQL-DDL, the watch_own attribute of the smart_watch
table is related to the people_name of the people table. Key
attribute relation is as follows: when an object property is
created based on the watch_own attribute in the rule, the

has_watch property is created by prefixing the attribute
name. +e inverse object property of this property, which is
have_watch, is automatically generated. Figure 6 shows the
OWL functional syntax of the properties generated based on
the attribute information.

After the property creation is completed, the smart_-
watch class and properties are created based on the
smart_watch table. +en, we map the tuples of the smar-
t_home table to the individual. Mapping is based on the data
in each tuple and refers to the data in the people table via the
foreign key. Figure 7 shows the mapping results for the top
three tuples.

+e generated individuals are used as data of an artificial
intelligence system such as the smart home environment
analysis and correspondence method processing. When too
many individuals are created, some unused individuals are
inverted into tuples and stored in the database.

Declaration(Class(:smart_watch))
SubCLassOf(:smart_watch:device)
AnnotationAssertion(rdfs:comment: smart_watch"name:smart_watchon of smart_watch_detail"@en)

Declaration(Class:smart_watch_sportmodel)
SubCLassOf(:smart_watch:smart_watch_sportmodel)
AnnotationAssertion(rdfs:comment: smart_watch_sportmodel"name:smart_watchon of smart_watch_sportmodel"@en)

Declaration(Class:smart_watch_primiummodel)
SubCLassOf(:smart_watch:smart_watch_primiummodel)
AnnotationAssertion(rdfs:comment: smart_watch_primiummodel"name:smart_watchon of smart_watch_primiummodel"@en)

Declaration(Class:smart_watch_classicmodel)
SubCLassOf(:smart_watch:smart_watch_classicmodel))
AnnotationAssertion(rdfs:comment: smart_watch_classicmodel) "name:smart_watchon of smart_watch_classicmodel"@en)

Figure 5: OWL functional syntax of the generated classes based on information of tables.

Declaration(DataProperty(:watch_id))
DataPropertyDomain(:watch_id ObjectSomeValuesFrom(owl:isdataproperty:smart_watch))
DataPropertyRange(:watch_idxsd:int)
DataPropertyRange(:watch_idowl:has_aspect:not_null)
DataPropertyRange(:watch_idowl:has_aspect:unique)

Declaration(DataProperty(:watch_netaddress))
DataPropertyDomain(watch_netaddressObjectSomeValuesFrom(owl:isdataproperty:smart_watch))
DataPropertyRange(:watch_netaddressxsd:string)
DataPropertyRange(:watch_netaddressowl:has_aspect:not_null)
DataPropertyRange(:watch_netaddressowl:has_aspect:unique)
DataPropertyRange(:watch_netaddressowl:has_aspect:unsigned)

Declaration(DataProperty(:watch_consumenergy))
DataPropertyDomain(:watch_consumenergy ObjectSomeValuesFrom(owl:isdataproperty:smart_watch))
DataPropertyRange(:watch_consumenergyxsd:float)
DataPropertyRange(:watch_consumenergyowl:has_aspect:not_null)
DataPropertyRange(:watch_consumenergyowl:has_aspect:unsigned)

Declaration(DataProperty(:model_name))
DataPropertyDomain(:model_name ObjectSomeValuesFrom(owl:isdataproperty:smart_watch))
DataPropertyRange(:model_namexsd:string)

Declaration(DataProperty(:model_maker))
DataPropertyDomain(:model_makerObjectSomeValuesFrom(owl:isdataproperty:smart_watch))
DataPropertyRange(:model_makerxsd:string)

Declaration(DataProperty(:model_spec))
DataPropertyDomain(:model_specObjectSomeValuesFrom(owl:isdataproperty:smart_watch))
DataPropertyRange(:model_specxsd:int)

Figure 6: OWL functional syntax of the properties of the smart_watch class.
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6. Validation

In this section, we evaluate the existing ontologies and
automatically generated ontologies according to the ontol-
ogy quality score. Using the score, we prove whether the
automatically generated ontology can represent the domain
knowledge. +e result also demonstrates the effectiveness of
instance management through the tuple-individual trans-
formation by comparing the rate of increase in the database
size with the OWL file when the ontology individual con-
sistently occurs. +e ontology quality scoring is defined
according to the automatic ontology generation based on the
notations and the OntoQA formula of the elements that
constitute the ontology model in the related study. +e
category of the generated ontology model that represents
the knowledge of the domain is evaluated by the sum of the
relationship richness and the attribute richness of OntoQA.
+e score for the ontology model can be calculated with the
following formula:

Scoreom �
(|R|∗|C|∗100) +((|SC| +|R|)∗|P|)

(|SC| +|R|)∗|C|
. (13)

+e calculated value shows the degree of the generated
ontology with more relations and the index of the average
attribute for each class. +is value enables us to evaluate
whether the automatically generated ontology reflects the
relationships and characteristics of the actual domain
knowledge. +e database schema, which is the base knowl-
edge of the ontology generation by evaluating the ontologies,

can be determined to be suitable as the metadata for the
ontology generation. Furthermore, the automatically gener-
ated ontology is about the efficiency in extracting the base
knowledge, and the score for the knowledge base is summed
with the class richness and average distribution across all
classes of OntoQA. +e score for the knowledge base ex-
traction can be calculated using the following formula:

Scorekb �
C′∗100(  +(|I|)

|C|
. (14)

+e calculated value indicates how well the generated
ontology can extract the value to the knowledge base of
interest. +us, it is possible to confirm whether the auto-
matically generated ontology can extract and use the domain
knowledge data. We can verify whether the ontology model
can reflect the tuple in all databases when we map the tuple
and individual of a database, which is the basis of the au-
tomatic ontology generation. To evaluate the quality, we use
similar ontologies of the smart home environment to the
domain knowledge of the thesis. BOnSAI [33] is a smart
building ontology for context awareness and conceptual
integration for ambient intelligence. +e +inkHome [15]
ontology is a comprehensive ontology of the smart home for
the energy efficiency of the future smart home. Table 2 shows
the ontology components of 3 ontologies for the smart
home, including the automatically generated ontology.

By calculating the quality score of each ontology
using formulas (13) and (14), we derived the result of

Declaration(Namedindividual(:smart_watch_1))
ClassAssertion(:smart_watch_1 :smart_watch)
ObjectPropertyAssertion(:has_watchJohn)
DataPropertyAssertion(:watch_id:smart_watch_1 "00000001"^^xsd:int)
DataPropertyAssertion(:watch_netaddress:smart_watch_1 "192.168.0.2"^^xsd:string)
DataPropertyAssertion(watch_consumenergy:smart_watch_1 "38.2"^^xsd:float)
DataPropertyAssertion(model_name:smart_watch_1 "model1"^^xsd:string)
DataPropertyAssertion(model_maker:smart_watch_1 "maker1"^^xsd:string)
DataPropertyAssertion(model_spec:smart_watch_1 "spec1"^^xsd:string)

Declaration(Namedindividual(:smart_watch_2))
ClassAssertion(:smart_watch_1 :smart_watch)
ObjectPropertyAssertion(:has_watchJohn)
DataPropertyAssertion(:watch_id:smart_watch_1 "00000002"^^xsd:int)
DataPropertyAssertion(:watch_netaddress:smart_watch_2 "192.168.0.3"^^xsd:string)
DataPropertyAssertion(watch_consumenergy:smart_watch_2 "64.5"^^xsd:float)
DataPropertyAssertion(model_name:smart_watch_2 "model2"^^xsd:string)
DataPropertyAssertion(model_maker:smart_watch_2 "maker2"^^xsd:string)
DataPropertyAssertion(model_spec:smart_watch_2 "spec2"^^xsd:string)

Declaration(Namedindividual(:smart_watch_3))
ClassAssertion(:smart_watch_1 :smart_watch)
ObjectPropertyAssertion(:has_watchJohn)
DataPropertyAssertion(:watch_id:smart_watch_3 "00000003"^^xsd:int)
DataPropertyAssertion(:watch_netaddress:smart_watch_3 "192.168.0.4"^^xsd:string)
DataPropertyAssertion(watch_consumenergy:smart_watch_3 "32.3"^^xsd:float)
DataPropertyAssertion(model_name:smart_watch_3 "model3"^^xsd:string)
DataPropertyAssertion(model_maker:smart_watch_3 "maker3"^^xsd:string)
DataPropertyAssertion(model_spec:smart_watch_3 "spec3"^^xsd:string)

Figure 7: Generated individuals of the smart_watch table.
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Scoreom � 30, 46, 40{ } and Scorekb � 19.6, 26{ } in the order
of Table 2. +e automatically generated ontology from the
database schema information is lacking in ontology con-
struction compared to the existing ontology, but it is suf-
ficiently available compared with the basic ontology because
the knowledge base extraction rate is high based on the
database. Figure 8 shows the quality score of each ontology.

To prove the usefulness of the method of transforming
individuals into tuples and storing them in a database when
an individual is continuously generated in an automatically
generated ontology, a new individual is continuously gen-
erated in the above automatic generation ontology. We
compared the capacity growth rate when individuals were
continuously stored in the ontology model and when in-
dividuals were converted into tuples and stored in the da-
tabase. Figure 9 shows the storage capacity growth rate when
the number of individuals increases.

When the individuals of a thousand units were con-
tinuously generated, the individual was stored in the OWL
file and the tuple was stored in the database. As a result, the
relational database slowly increased in the capacity growth
rate compared to the ontology model when the number of
individuals constantly increased. +e database could effec-
tively manage individuals in a tuple through data com-
pression and management.

An ontology application based on the automatically
generated ontology was created to confirm that the auto-
matically generated ontology was usable and the context
awareness using ontology was confirmed. +rough the data
generated by each smart device, the smart home application
controls the power consumption of the IoT devices in the
home based on the location measured in the human
wearable equipment. Figure 10 shows the change in power
consumption according to the user activity time.

When the user was at home, the power consumption of
devices such as AI speakers and lamps was high and the
power consumption of the devices activated by the users,
such as smart flower pot and CCTV, increased. +is is
a result of the application that recognizes the GPS context
awareness from the smartwatch and adjusts the power
consumption of each device.

7. Conclusion and Future Work

In this paper, we describe a method to automatically gen-
erate OWL-DL using the database schema and store in-
dividuals in a database management system when many
individuals occur in the generated ontology model in the
database, where the ontology is generated. +e ontology
quality score also defines an indicator of how well the on-
tology represents the domain and compares it with other
ontologies, which proves that the automatically generated

Table 2: Summary of smart home ontologies.

Ontology name Classes Individuals Subclasses Object property Data property
+inkHome 264 427 551 237 207
BOnSAI 99 5 90 76 41
Automatic generation ontology 76 124 70 43 194
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ontology from the database schema can be used in the main
application. In the proposed ontology model, the ontology
can be efficiently managed by using the database schema and
each individual can be integrated to reduce the overhead of
the storage space.

+e process of reading and analyzing the database
schema information, automatically generating the ontology
model using the analyzed information, and managing the
instance through the database on which the ontology is
created will be explained through an example. +e ontology
and the database can interact. In the ontology model, there is
difficulty in expanding beyond the basic inclusion relation
through the relation between the tables when we apply the
automatic ontology generation method. In future studies, to
apply the complex inference relation in the OWL, a con-
straint in the ontology model is considered based on the
foreign key relationship between the database tables and
the attribute information in a table and the optimization of
the storage structure to store individuals to the database.
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Container-based virtualization offers advantages such as high performance, resource efficiency, and agile environment. ,ese
advantages make Internet of ,ings (IoT) device management easy. Although container-based virtualization has already been
introduced to IoTdevices, the different network modes of containers and their performance issues have not been addressed. Since
the network performance is an important factor in IoT, the analysis of the container network performance is essential. In this
study, we analyze the network performance of containers on an IoT device, Raspberry Pi 3. ,e results show that the network
performance of containers is lower than that of the native Linux, with an average performance difference of 6% and 18% for TCP
and UDP, respectively. In addition, the network performance of containers varies depending on the network mode.When a single
container runs, bridge mode achieves higher performance than host mode by 25% while host mode shows better performance
than bridge mode by 45% in the multicontainer environment.

1. Introduction

,e Internet of ,ings (IoT) has been adopted by diverse
industries such as transportation, smart home, and national
utilities [1]. As the number of IoT devices increases [2], the
exponential growth in the volume of IoT devices poses chal-
lenges in terms of device management [3]. Although several
management techniques [4] have been proposed for automatic
configuration, software upgrade, and fault management, they
predominantly rely on management protocols [3]. As a result,
it is difficult to manage a large number of IoTdevices which do
not support management protocols.

Celesti et al. [5] and Mulfari et al. [6] proposed applying
container-based virtualization [7] to IoT devices for re-
solving the management issue. Container-based virtualiza-
tion allows multiple execution environments (containers) to
run concurrently on an operating system (OS) and simplifies
the packaging, distribution, installation, and execution of
IoT devices. For example, software updates for enhanced
security or functionalities in IoT devices can be accom-
plished simply by replacing old container images with the

new container images. Furthermore, container orchestration
tools such asKubernetes [8] andDocker Swarm [9] can automate
container operations.

In addition, container-based virtualization in IoT devices
enable to run different IoT applications simultaneously, which
improves resource utilization. For example, temperature and
motion sensing can be performed concurrently by running the
tasks in different containers. Because each container has an
independent root file system and libraries, a container has its
own execution environment while sharing computing resources
in an IoT device with multiple containers. Furthermore, IoT
platforms [10, 11] provide different APIs and functionalities, and
so IoT applications are developed in target IoTplatforms. With
containers, although IoTapplications are developed on different
IoT platforms, they can run on an IoT device by operating
multiple IoT platforms in different containers simultaneously.

To utilize such advantages of containers, previous studies
[5, 6, 12, 13] deployed containers to IoT devices and con-
ducted performance evaluation to compare the performance
of containers with the native environment. However, they
did not conduct detailed network performance analysis of

Hindawi
Mobile Information Systems
Volume 2018, Article ID 9570506, 6 pages
https://doi.org/10.1155/2018/9570506

mailto:chuckyoo@os.korea.ac.kr
http://orcid.org/0000-0002-0705-623X
http://orcid.org/0000-0002-9154-2336
http://orcid.org/0000-0002-1115-1862
https://doi.org/10.1155/2018/9570506


containers on IoTdevices. ,is paper is a major extension of
our previous work presented in [14] and focuses on the
network performance of containers on IoTdevices. Note that
container-based virtualization provides two different net-
work modes: bridge mode and host mode. Because each
mode goes through a different path in the network stack of
the shared OS kernel, they exhibit different performances
and behaviors. However, the difference between the network
modes of containers has not been addressed in previous
studies. Second, when multiple containers with different IoT
platforms run on an IoT device, resource contention can
arise. Because the physical resources in IoTdevices are not as
powerful as those of servers, management of resource
contention is an important issue that has to be addressed.

In this study, we first deploy container-based virtualization
on IoTdevice, Raspberry Pi 3, using theDocker [15] open-source
container engine. ,en, we analyze the network performance of
containers as follows: (1) we observe the performance of a single
container according to the network mode, (2) evaluate the
performance when multiple containers run concurrently, and
(3) investigate performance bottlenecks through system-level
profiling. ,is analysis is carried out with the objective of
identifying the performance issues of containers.

2. Background: Container-Based Virtualization

Container-based virtualization provides isolation between
multiple containers running on a general-purpose OS such as
Linux (called the host OS). In contrast to server virtualization
that requires separateOS instances for virtualmachines,multiple
containers share the same OS kernel (Figure 1). Each container
has an independent root file system and safely shared system
binaries and libraries. Based on the lightweight architecture of
container-based virtualization, containers offer several advan-
tages over virtual machines such as high performance, resource
efficiency, and agile environment. As a result of these advantages,
containers have been adopted in the IT industry in areas such as
cloud data centers, mobile systems, and networks [16–18].

Containers use two key techniques to provide isolated
execution environments: namespace and cGroup. Namespace
is used for isolation between execution environments that
include the process trees, network, user IDs, and file systems
of containers. Linux offers six types of namespaces (mnt, pid,
net, pic, uts, and user) that can allocate an independent space
for a container and manage the space individually. cGroup

manages resources such as CPU, memory, network, and file
I/O for containers.With cGroup, the resource usage of containers
can be controlled by assigning specific bounds to containers. In
addition, a specific amount of resources for a container can
be allocated to prevent resource contention between containers
running concurrently.

3. IoT Container Network Mode Analysis

3.1. Containers on IoT Devices. In container-based virtuali-
zation, as depicted in Figure 1(b), a container engine running
on the Linux kernel allows users to create/remove container
images and run/configure containers using namespace. In
addition, the container engine can allocate resources such as
CPU time and memory space for each container through
cGroup. Each container runs as a user-level process in the host
OS (Linux), which is the same as a host process. However,
containers have independent root file system whereas host
processes share the root file system of the host OS.

An example of IoT devices running containers is gateway
devices [12]. Gateway devices receive data collected from sensor
devices using a network protocol such as 6LoWPAN and CoAP
and deliver the data to a server in a cloud data center using
HTTP. ,us, two different containers can run on a gateway
device: one (e.g., service A) communicating using CoAP and
the other (e.g., service B) reporting status information of devices
through HTTP. By running a service in each container, the
gateway can perform colocated but distinguished services.

3.2. Network Mode. When a container is created by a con-
tainer engine, the container engine configures the network
mode of the container. First, bridge mode is the default
network mode that utilizes the network bridge of Linux. ,e
bridge is a Link Layer device that forwards traffic between
networks based on MAC addresses and is therefore also
referred to as Layer 2 device. It makes forwarding decisions
based on the tables of MAC addresses that it builds by
learning which hosts are connected to each network.
Containers in bridge mode have a virtual network interface,
eth0, which has independent MAC and IP addresses, as
depicted in Figure 2(a). By assigning virtual network in-
terfaces, bridge mode provides an independent network
stack to each container for an isolated network environment.
,e virtual network interfaces of containers are connected to
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Figure 1: Comparison between server virtualization (a) and container-based virtualization (b).
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a network bridge in the host OS, and incoming packets are
forwarded in the bridge based on their MAC addresses.
Because every packet coming/outgoing to/from containers is
forwarded by the bridge, the network performance of
containers can be degraded when the bridge is overloaded.

On the other hand, host mode does not forward packets
through the bridge, but processes the packets in the same
network stack of the host OS. In Figure 2b, packets of
containers are handled in the same manner as packets of
host processes. Containers in host mode share the same
MAC and IP addresses, and packets are delivered using port
numbers. Because packets of containers and host processes
are handled in the same network stack of the host OS, host
mode does not take advantage of containers, which is iso-
lation. For example, services having the same port number in
different containers cannot run concurrently. ,e reason is
that incoming packets cannot be delivered to corresponding
containers when they have the same port number.,erefore,
containers in the host mode can run services concurrently
only when the services have different port numbers.

4. Experimental Results

We evaluate the network performance of containers with
different network modes in three steps. First, we compare
the network performance of a container in the default
network mode (bridge mode) with that of a native user
process to observe the performance overhead of a container,
using TCP and UDP. ,en, we measure the performance
difference of bridge and host modes and investigate the
reason through system-level profiling when a single con-
tainer runs on an IoTdevice. ,ird, we increase the number
of containers running concurrently from one to four and
measure the aggregated throughput to see the performance
overhead of running multiple containers.

Evaluation is conducted based on Docker container
engine, on a Raspberry Pi 3 board (ARMv7 quad core, 1 GB
RAM) running Ubuntu 16.04 LTS (kernel version 4.4.38).
Our evaluation server running Ubuntu 16.04 LTS (kernel
version 4.8.0) is equipped with Intel i7-3930K@3.2GHz
(hexa-core), 16GB RAM, and 500GB SSD to evaluate the
network performance of Raspberry Pi 3 running containers.
,e server and Raspberry Pi 3 communicate with each other
using a wireless access point, and the maximum throughput

of the network is 20Mbps, as in the hardware specification of
Raspberry Pi 3 (Raspberry pi 3 supports 802.11 b/g/n
wireless network and 802.11g is utilized in our experiment).

Netperf benchmark [19] is used to measure the network
performance. Containers on Raspberry Pi 3 run a Netperf
client that continuously transmits the specific size of packets
while a Netperf server on the evaluation server measures the
throughput.We configure the Netperf client on Raspberry Pi
3 to transmit small (64 B) and large (1024 B) packets, re-
spectively, to observe the different behavior of containers
depending on the packet size. ,en, we run the Netperf
client for 60 seconds and measure the average throughput.

4.1. Performance Comparison with Host OS. First, we eval-
uate the network performance of a container with the default
network mode on a Raspberry Pi 3 compared to the native
Linux for different packet sizes (64 B and 1024 B). Figure 3
shows the network throughput of a container and the native
Linux in TCP and UDP. ,e container achieves lower
performance than the nonvirtualized native process by an
average of 6% and 18% for TCP and UDP, respectively.

To investigate the reason for the low performance of the
container, we collect system parameters such as the number
of CPU cycles consumed and the number of page faults
using a Linux profiling tool, perf [20]. ,rough the system
profiling, we find that the reason of the low performance is
two-fold: additional CPU cycles for I/O processing and
limited memory capacity. First, the container consumes
more CPU cycles than the native Linux by two times. ,is is
because containers require extra CPU cycles for I/O oper-
ations which Linux network bridge intervenes. ,is in-
creases I/O latency and reduces available CPU cycles for the
entire system [21]. Second, the container results in frequent
page faults (13 page faults/s) compared to the native Linux
(2 page faults/s) because of the limited memory capacity of
containers (1GB in our experiments). As a result of these
overheads, containers have difficulty in achieving high per-
formance closed to the native Linux. Even though the network
performance of a container is not as high as the native Linux,
for small (64B) and large (1024B) packets, the container
exhibits almost the similar performance in TCP.

However, the throughput changes with the packet size
for UDP; this is different from TCP, which achieves similar
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Figure 2: Network mode: bridge mode (a), host mode (b).
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performance for different packet sizes. Our profiling results
in Table 1 demonstrate that the number of CPU cycles and
the number of context switches are much higher in UDP
than TCP for 64 B packets (by a factor of 1.5 and 2, resp.).
For 1024 B packets, all parameters of TCP and UDP are
almost the same. ,is is due to the packet transmission
method of the Netperf client. For TCP, the Netperf client
allocates 16KB of memory for the packet transmission by
default and continuously transmits the allocated packets. On
the other hand, for UDP, the Netperf clients allocate
memory only for 32 packets by default. As a result, a system
call for a 64 B packet transmission in TCP can deliver 256
packets at once while only 32 packets are delivered in UDP.
So, UDP consumes more CPU cycles to send the same
amount of packets than TCP. ,is difference results in the
low performance of UDP.

Table 1 also shows that the number of context switches
for 1024 B in TCP is higher than that for 64 B. ,e reason of
high context switches for 1024 B is the frequent CPU mi-
gration of the Netperf client. For TCP, the number of CPU
migration per second for 1024 B is four which is the double
of that for 64 B. ,e reason is that the Netperf client
transmitting large TCP packets (1024 B) consumes less CPU
time compared to small TCP packets (64 B). For example,
when 16KB of memory is copied to the kernel networking
stack, the number of packet header required for 64 B is larger
than that for 1024 B. As a result, the Netperf client trans-
mitting 1024 B packets is scheduled out easily and moved to
another CPU core for load balancing.

4.2. Performance Comparison with Host Mode. We measure
the network throughput of a single container in different
network modes to find out the performance difference
between bridge and host modes. Figure 4 shows that bridge
mode achieves higher performance than host mode for TCP
by an average of 25%.

To investigate their difference at the system level, we
measure the system parameters when a container transmits
64 B packets using TCP. In this case, there is a performance
difference of 3Mbps between bridge and host. From Table 2,

host mode incurs a 50% higher rate of context switching
than in bridge mode whereas other parameters are similar.
,is means that as network packets in host mode are
handled, host mode requires more context switching than
bridge mode. ,is frequent context switching degrades the
network performance of a container by up to 25%.

On the other hand, in UDP, bridge mode achieves the
same performance as host mode for 64B packets while
showing higher performance than that of host mode by 8% for
1024B packets. ,is is because processing 64B UDP packets
consumes a large amount of CPU cycles with frequent context
switches (Table 1) for both of bridge and host, which causes
performance degradation independent of network modes.
Since processing 1024B UDP packets consumes less CPU
cycles than 64B, bridge mode is able to achieve higher per-
formance than host mode by utilizing available CPU cycles.

In addition, we measure the aggregated throughput of
multiple containers when the number of colocated con-
tainers varies from one to four. Figure 5 depicts that the
aggregated network throughput of the containers differs
between the network modes when the number of containers
transmitting 64 B TCP packets increases. ,e aggregated
throughput of bridge and host modes increases as the
number of containers increases up to three and decreases
when four containers run concurrently. ,is is because
Raspberry Pi 3 is equipped with quad core CPU, and CPU
contention arises when four containers and interrupt han-
dlers for incoming packets compete for CPU.

Moreover, the aggregated throughput of bridge mode
degrades by 31% compared to host mode when four
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Figure 3: Network throughput of native process and a container in TCP (a) and UDP (b).

Table 1: System-level statistics for different protocols and packet
sizes.

Protocol TCP UDP
Packet size 64 B 1024 B 64 B 1024 B
CPU cycles (×106) 985 570 1,597 510
Context switching 224 343 580 341
Page faults 13 5 6 6
Instructions/cycle 0.51 0.42 0.48 0.45
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containers are running. ,e reason of this performance
degradation of bridge mode is that interrupt-related pro-
cessing (called bottom half) is disabled in order to protect
shared data [22] when packet transmission is performed in
network interfaces. Because bridge mode assigns a virtual
network interface to each container as in Figure 2, there are
five network interfaces including the bridge when four
containers are running while host mode does not require
additional network interfaces except the actual network
interface of the host OS.,e additional network interfaces in
bridge mode cause more bottom half disabled compared to
host mode when transmitting packets. ,is brings the
processing latency in network and degrades the aggregated
throughput when multiple containers are running. ,ere-
fore, the network performance of bridge mode decreases

compared to host mode as the number of containers in-
creases above three.

5. Conclusion

Container-based virtualization offers several advantages,
such as efficient resource utilization and scalable device
management. In this paper, we present the results of analysis
on the network performance of containers for IoT devices.
,is paper evaluates the network performance of containers
on a widely used IoT device, Raspberry Pi 3. ,e perfor-
mance evaluation results show that the network perfor-
mance of containers running on an IoTdevice is lower than
that of the native Linux by 12% in average. We also compare
the network performance for different container network
modes, which was not carried out on previous studies.

Our evaluation results show that bridge mode achieves
higher performance than host mode when a container runs
alone. On the contrary, when multiple containers running
concurrently, bridge mode shows performance degradation.
,ese results indicate that bridge mode should be configured
for a single container while offering host mode for multiple
containers to achieve high network performance. As future
work, we plan to explore the diverse network environments
such as overlay network that connects multiple containers
on different IoT devices.
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With the exponential improvement of software technology during the past decade, many efforts have been made to design remote
and personalized healthcare applications. Many of these applications are built onmobile devices connected to the cloud. Although
appealing, however, prototyping and validating the feasibility of an application-level idea is yet challenging without a solid
understanding of the cloud, mobile, and the interconnectivity infrastructure. In this paper, we provide a solution to this by
proposing a framework called HealthNode, which is a general-purpose framework for developing healthcare applications on cloud
platforms using Node.js. To fully exploit the potential of Node.js when developing cloud applications, we focus on the fact that the
implementation process should be eased. HealthNode presents an explicit guideline while supporting necessary features to achieve
quick and expandable cloud-based healthcare applications. A case study applying HealthNode to various real-world health
applications suggests that HealthNode can express architectural structure effectively within an implementation and that the
proposed platform can support system understanding and software evolution.

1. Introduction

*e advancement of Internet of *ings (IoT) applications
has allowed various data points collected from a large
number of heterogeneous devices to be gathered in a single
repository for application development. Naturally, the dis-
tributed nature of these systems concentrates on the cloud
infrastructure for achieving novel application designs with
the support of integrated data processing and effective re-
source management.

In particular, healthcare-related IoT applications have
developed to the point where it not only preserves the safety
and health of individuals but also improves how physicians
deliver care. Using smart and mobile devices, healthcare IoT
allows the delivery of valuable data to users and lessens the
need for direct patient-physician interaction.

Despite their attractiveness, however, implementing such
cloud-based applications is not in any way trivial. *is is
especially true for a large number of nontechnical researchers

in the healthcare domain. While health and IoT domains
are being revolutionized in convergence, designing an effec-
tive cloud application asks the researchers to know various
technical domains from the server operation, local and web-
application languages, to data communication protocols. For
example, for efficient web development, developers typically
require knowledge of up to five different programming lan-
guages, such as JavaScript, HTML, CSS, a server-side language
such as PHP, and SQL.

For overcoming these challenges, a recently introduced
software platform called Node.js [1] has gained a significant
amount of traction in the developer communities. Specifically,
Node.js is a scalable single-threaded server-side JavaScript
environment implemented in C and C++ [2]. Developers can
build scalable servers without using threading but rather by
using a simplified model of event-driven programming that
uses callbacks to signal the completion of a task [3]. Owing to
its simplicity, industry leaders such as Microsoft [4], IBM [5],
Netflix [6], PayPal [7], and Walmart [8] have integrated the

Hindawi
Mobile Information Systems
Volume 2018, Article ID 6071580, 12 pages
https://doi.org/10.1155/2018/6071580

mailto:jgko@ajou.ac.kr
http://orcid.org/0000-0002-2342-6296
http://orcid.org/0000-0003-0506-185X
http://orcid.org/0000-0003-0799-4039
https://doi.org/10.1155/2018/6071580


support of Node.js into their cloud platforms. Notwith-
standing the recent developments, Node.js’s approach in
developing web applications has made it an attractive alter-
native to more traditional platforms such as Apache +PHP
and Nginx servers.

One of the many benefits of using Node.js is its archi-
tecture that makes it easy to use as an expressive, functional
language for server-side programming [9]. Although it may
be trivial to perform development in Node.js once a de-
veloper fully comprehends the language, there are many
obstacles prior to being able to implement real cloud-based
applications for beginners. For example, Node.js requires
multiple initialization steps, such as the configuration of the
HTTP package and route.js, which guides where the request
is routed. Due to the framework being relatively young and
the software yet reaching maturity, developers still face the
lack of documentation support and can face troubles in
receiving support from the development community.

To the best of our knowledge, there has not yet been
a Node.js software design or implementations guideline
documentation, where developers are influenced to create
well-structured healthcare applications. Nevertheless, for
software developers, the fact that organizing the program
design with solid boundaries is crucial in a successful real-
world deployment. Designing an ad hocmodel will stimulate
logical complexity and cause difficulties in maintaining and
updating the application over time. Moreover, without
a sturdy guideline documentation, it takes a significant
amount of time and needless effort even to configure the
primary application development environment.

In this paper, we present a practical solution for imple-
menting cloud-based healthcare applications by providing
a framework called HealthNode, which consists of (1)
a software design and (2) essential APIs and implementation
guidelines for prototyping. We specifically emphasize on
healthcare applications rather than other types of applications
because Node.js is capable of supporting the complex re-
quirements that healthcare applications ask, which are the
needs to support multiple patient-doctor connections, ex-
change medical data with a unified language and data format,
and allow reusability of the developed medical components.
Nevertheless, we put as one of our future work to expand
HealthNode to be applicable for other applications.

To simplify the use of Node.js, our software de-
sign helps developers to easily observe data flow, create
modules, and add in functions even without detailed
descriptions, which Node.js lacks. We use a top-down
approach that structures our software design with a hier-
archy of modules and a divide-and-concur approach that
organizes the tasks for each module. *e top-down ap-
proach helps developers to observe application flow from
the main module, which acts as the main class in Java, to
other submodules in a top-down manner. It is essentially
the breaking down of the application development to gain
insight into its compositional sub-modules. *e divide-and-
concur approach breaks down each module into submodules
that specify target tasks for each module. *is tactic also
enables multiple developers to work on different portions of
the application simultaneously.

To guide the development of cloud-based healthcare
applications using Node.js, we provide APIs and a guideline
that constructs the skeleton of essential components within
the implementation. We focus primarily on the back end of
the server, which contains the core operational functions.
Our envision is that HealthNode would overall influence in
developing cloud-based healthcare applications.

*e contributions of this work can be summarized in
three-fold:

(i) A software design that tackles the challenges of
maintaining and updating cloud applications de-
veloped using Node.js. *is design layout will
support the resulting application to comprise well-
defined, independent components which lead to
better maintainability. In addition, new capabilities
can be added to the application without major
changes to the underlying architecture.

(ii) APIs and implementation guideline that provides
explicit, but straightforward instructions for de-
veloping general-purpose Node.js prototype. *is
guideline instructs how to (1) create prototypes by
using a limited set of APIs, (2) divide modules and
organize function, (3) allow a client communicate to
a server, (4) utilize cloud application database, and
(5) handle uploading and downloading files.
*rough this guideline, developers can focus on
implementing application logic.

(iii) Examples of healthcare application that open the
possibilities for a new structure of healthcare to be
developed. Our software design and guideline can
be the basis for developing a variety of cloud-based
healthcare applications. We provide examples of
systems that can be enabled by our work.

In Section 2, we discuss some of the technical challenges
of implementing cloud applications using Node.js. We in-
troduce the overall structure of Node.js architecture, li-
braries, modules, and functions that make up Node.js
applications, as well as HealthNode’s software design in
Section 3. In Section 4, we present our guideline that in-
structs the implementation procedures for developing
cloud-based healthcare applications and introduce couple
potential applications where our work can be applied in
Section 5. Finally, we position our work among others in
Section 6 and conclude the paper in Section 7.

2. Challenges

Technically, for developing a cloud-based healthcare ap-
plication using Node.js, there are many materials both
online and offline for users to easily get a start on building
a software environment. However, based on our experiences,
the level of these tutorials mostly remains in the beginner
level, and due to its relatively new life cycle, it is fairly
difficult to identify the information required to perform
more advanced tasks. Furthermore, practical troubles that
typically arise within this development phase include the
lack of (1) a formal software structure, (2) fundamental

2 Mobile Information Systems



guidelines for advanced functionality implementation, and
(3) real-application examples. We use the remainder of this
section to discuss the importance of such support and the
challenges that application developers can face due to such
limitations.

2.1. Usability. *ere is an active community that supports
Node.js. More developers watch the repository of Node.js at
GitHub than other recently trending software environments.
Nevertheless, Node.js is relatively new compared to tradi-
tional web-application frameworks such as ASP.NET.
*erefore, naturally, in contrast to these older frameworks,
Node.js lacks documentation and examples on how to
structure the overall implementation. Due to a small number
of easy-to-follow guidelines, Node.js is not commonly used
to its full capability where developers can create data ex-
change applications for connected infrastructure such as IoT
applications. An ideal application should allow clients to
submit data to a server and the server to respond back to the
clients to fully utilize the cloud computation power.

2.2. Feasibility. For beginners to use Node.js for imple-
menting a fully functioning prototype, it takes a significant
amount of time and effort to feasibly set up the basic ap-
plication environment, properly route incoming and out-
going information, and format the overall application
structure. Ideally, to catalyze the development of various
cloud applications, this process should be simple to both
understand and implement.

2.3. Maintainability and Extensibility. In designing the back
end of a cloud application using Node.js, existing tutorials
often promote examples using only a single module con-
taining all the possible functions, regardless of system de-
sign. Using a single module limits the tasks to be distributed
to other modules and therefore diminishes advantages of
designing an organized implementation. Although Node.js
supports building a hierarchy of multiple modules, ad hoc
plans of software structuring at the hierarchy level can cause
increased logical complexity without solid boundaries be-
tween heterogeneous modules. Moreover, to maintain and
update applications efficiently, proper documentation is
essential. However, documenting within a single module or
multiple ad hocly planned modules can add additional
burden to the code review process. To support these issues,
a software design with an organized structure of modules
will not only help developers in designing their software but
also benefit them in maintaining their applications. Fur-
thermore, such a repository of modules can ultimately
benefit the application to be more conveniently extensible
over time.

3. Architecture

*is section first describes the overall structure of the
Node.js architecture, libraries, modules, and functions that
make up a typical Node.js application. We then present

HealthNode design that uses a top-down approach and the
divide-and-conquer strategy, which are both the essence of
any software development.

3.1. Background

3.1.1. Architectural Description of Node.js. Well known for
its event-based execution model, the Node.js platform ar-
chitecture uses a single thread for executing application code
which simplifies application development. However, heavy
calculations and blocking I/O calls that are executed in the
event thread prevent the applications from handling other
requests. Node.js tackles this issue by using event loop and
asynchronous I/O to remain lightweight in the face of data-
intensive, real-time applications [10]. *e Node.js execution
model is different to the thread-based execution model
where each client connection is processed by a separate
thread. Overall, the platformmust coordinate data input and
output adaptably and reliably over a different range of
distributed systems.

3.1.2. Libraries and Modules of Node.js. Node.js comes with
an API covering low-level networking, basic HTTP server
functionality, file system operations, compression, andmany
other common tasks. Moreover, the available external li-
braries of Node.js can add more capability in a module form.
*e modules are delivered by public or private package
registries. *e packages are structured according to the
CommonJS package format and can be installed with the
Node Package Manager (NPM) [11].

Our software design works off the Express library, which
is one of the Node.js packages that support the rapid de-
velopment of Node.js cloud application [12]. It helps set up
middlewares to respond to HTTP requests, specifies
a routing table which is used to achieve various action based
on the HTTPmethod and URL and allows to present HTML
pages based on passing arguments to templates dynamically.
Other than public libraries, local modules also can be ref-
erenced either by file path or by name. Unless the module is
the main module, a module that is referenced by a name will
map into a file path.

3.1.3. Functions of Node.js. In programming, a function is
defined as the portion of code that performs a specific task
with series of statements. It has a capability of accepting data
through parameters for a certain task and returning a result.
In Node.js, a function requires extra implementation for
routing requests. To support the ease of routing, the Express
package enables the capability to create middleware func-
tions. Middleware functions allow setting up a routing path
in one line. In addition, middleware functions are only
accessible by clients and are not accessible by back-end
computation functions. For example, when a client sub-
mits and requests data to the server, one of the middleware
functions is triggered, and output is returned to the client.
For accessing data, middleware functions only access data
through shared objects or a library such as MongoDB.
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3.2. HealthNode. We now detail two software design pro-
cesses that make up HealthNode. *e top-down approach
helps developers to couple and decouple modules while the
divide-and-conquer approach guides developers to divide
the task into simpler modules while enabling multiple
module developments concurrently. We use the top-down
approach first and then the divide-and-conquer approach in
the latter step so that the roles between the modules are first
defined before tasks are assigned to each of the roles. Al-
though both of these techniques are commonly used in other
types of web and application developments, to the best of our
knowledge, there has not been a foundational software
design that supports Node.js implementation structure.

3.2.1. Top-Down Approach. *e top-down and bottom-up
approaches play a key role in software development. *e
top-down approach is a standard inheritance pattern which
decomposes a system to gain insight into subsystems. Each
subsystem is then refined in yet greater detail in many
additional subsystem levels until the entire specification is
reduced to base elements. *is process continues until the
lowest level of the system in the top-down hierarchy is
achieved. In a bottom-up approach, the base elements of the
system are first specified. *ese elements are then linked
together to form larger subsystems until a complete top-level
system is constructed. Using the bottom-up approach may
be beneficial for implementing first-level systems for early
testing. However, the bottom-up approach is not suited
particularly for our software design due to its requirement of
permitting space to grow. Since our study focuses on pro-
totyping, which requires a continuous update, it must be
easy to add and couple modules. However, the bottom-up
strategy does not allow this, and over time, organization and
maintenance issues may exist.

In the software design of HealthNode, a hierarchy
structure creates a connection between modules that sup-
ports data flow. Figure 1 visualizes how HealthNode maps
the top-down perspective by starting from the main module
and initializing submodules. Each submodule can also have
multiple child submodules with external packages. In the

main module, a shared component such as a database is
initialized, and necessary submodules are coupled.

*e top-down approach is effective when the application
idea is clear, and the system design is ready prior to
implementation. Looking at Figure 1, a top-down design
concentrates on designing vertical hierarchy levels and uses
couples to connect data flow. *e coupling process happens
during the period when modules are added. *is process
finishes when the submodule is ready to be used after testing
and connecting to a higher module. In addition, the coupling
process can be used for sharing child submodules. In cases
when already implemented child submodule is required by
other submodules, each of the submodules can couple to
preimplemented child submodule to avoid redundancy.
During implementation, coupling is used to create a weak
connection between modules. In other words, a submodule
is allowed to use a child submodule only once during
implementation. *e decoupling process can be easily done
due to the weak connection between all the modules.

*e decoupling process supports maintaining and
extending the application over time. When a particular
submodule expands, in such case as having two different
tasks, the submodule needs to be decomposed. To de-
compose a module, the decoupling process closes the
connection between the higher submodules to the current
module. *is will lead the decoupling process to stop
allowing higher modules to use the current submodule.
Overall, the coupling and the decoupling process is com-
pleted by initializing and removing the connection between
modules and submodules.

3.2.2. Divide and Conquer. Divide and conquer is a concept
of recursively breaking down a system into two or more
subsystems until these become simple enough to be labeled
directly.*e outputs to the subsystems are then combined to
provide an output to the highest system.

*e divide-and-conquer approach is different than the
top-down approach in a sense that the top-down approach
defines hierarchy levels while the divide-and-conquer
method focuses on horizontally dividing a task in each
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Figure 1: HealthNode software design.
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level to specify a task. *e higher the module level is, the
application design uses task characteristics to divide modules.
*e lower the module level is, the design concentrates on the
functionality of highermodules’ basic requirements.Moreover,
in HealthNode’s software design, the divide-and-conquer
process also reduces redundancy by dividing a module into
groups of reusable and unique task-oriented functions. Since
one of the functions or middleware functions within the higher
module uses submodules, the divide-and-conquer technique
can be easily applied using one or two lines of code.

4. Implementation

In this section, we present the implementation components
of HealthNode and a step-by-step guideline that instructs
the implementation procedures for developing Node.js
cloud applications using the proposed framework. Figure 2
shows a general application execution flow from users to
clients and then from clients to a server. We focus on the
core components located at the back end of the server and
the communication components that are used between the
clients and the server. Note that we do not look into the
details of the server’s front end, since there are many existing
examples of front-end frameworks available [13–15].

In HealthNode, the proposed implementation guideline
follows five essential steps:

(1) A hierarchy structure is set up between modules.
(2) A function is placed on each of the modules to be

used for computation.
(3) A middleware function is added into the function,

which directly communicates to a client.
(4) During the initialization process of the mainmodule,

database information is configured to be used
throughout the implementation process.

(5) *e client prepares the communication procedures
for testing.

Specifically, we describe the implementation details of
structuring the hierarchy of the back end, operations that

take place in the modules, and the communication process
between the client and the server in detail using the fol-
lowing subsections. We will use code snippets to present
usage implementations for the concepts in HealthNode.

4.1. Hierarchy. In the main module, all of the necessary
libraries required for application development are imported
during the initialization stage. As the sample implementa-
tion on lines 1 to 10 in Listing 1 shows, the Express Library,
along with supporting libraries, is first imported to construct
a hierarchical structure of the application along with en-
abling most of the HTTP utilities. *e MongoDB library is
then imported to be used for creating a connection between
the back-end server and the database.

*e main module and the submodules are connected
through a coupling process as exemplified on lines 20 and 21
in Listing 1. Commonly required libraries are shared using
parameters during coupling process. *e coupling process
allows a client to access the submodule method. Following
the top-down approach, although conventional Node.js
application allows methods in the main module, Health-
Node recommends methods to be exclusively in the sub-
modules to avoid design complexity. Having functions in the
main module can cause documentation and maintenance
issues due to its limited role of initializing the core tasks. In
contrast, submodules can couple to and call functions in the
child submodule as shown on lines 25 to 30 in Listing 1.
When calling functions in the child submodule, parameters
with information can be passed to acquire necessary in-
formation. All modules are coupled with only one or two
lines of code, which allows for a simple decoupling process
for extending the application when needed. *is procedure
is the first principle in the divide-and-conquer process.

4.2. Module. As Figure 3 shows, each of the submodules
contains initialization blocks and functions that include
libraries to be used within the current submodule. Note that
each function consists of multiple middleware functions. For
the function to be part of a module, it requires each function
to be exported as illustrated through Listing 2 (lines 1 to 5). A
middleware function is required when a client needs to
communicate to a server. *e module containing a function
without middleware functions usually sits as the lowest child
submodule unless it requires assistance from lower level
child submodules. In other words, if the function is only
used for the back-end computation and called by a higher
submodule, the function is accessible by calling the function
name such as “ChildSubModuleFunction” as Listing 2 shows
on lines 17 to 22. *e function can further process com-
putation tasks with the data received through a function
parameter. Each submodule requires at least one function
that may only have a computation task or have both
computation task and middleware functions.

4.3. Middleware Functions. As Listing 3 shows, a middle-
ware function can be added to a function. Each middleware
function contains REQUEST and RESPONSE parameters.
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Figure 2: Location of HealthNode in a general cloud application.
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REQUEST and RESPONSE is a basic operation and key feature
for enabling the communication between the clients and the
server. When clients need information, a mobile application
or a web browser sends a REQUESTmessage to the server. A
request message is sent in the form of a query string. During
the REQUESTmessage processing, the body of the REQUEST is
primarily used. �e message is then unpacked by using the
“stringfy” API function from the “querystring” library. After
unpacking the query, the message is translated into values of
an object. Values of an object are used for executing tasks or
computation. To execute tasks, middleware functions can
also call functions offered through other modules to process
back-end computation tasks. In addition to the back-end
computation, external executables, such as compiled ma-
chine learning algorithms, can also be executed using the
“child_process” library as shown on lines 1 to 8 in Listing 4.
Additionally, lines 10 to 20 in Listing 4 show an example of
using the “SerialPort” library from the NPM, so that the
development boards enabled with serial communication can
be controlled by the WRITE command and output data.
Furthermore, REQUEST can be used to receive file-level data.
By using “fs” library, an incoming file can be processed and
saved to a particular location (cf. lines 26 to 35 in Listing 4).

Each REQUEST from the clients is answered at the server
using a RESPONSE. Specifically, RESPONSE has the role of
returning messages and is in the form of JavaScript Object
Notation (JSON) message. In JSON messages, heteroge-
neous information can be stored as an object. Within the
object, there is a collection of <field name,data> pairs and
there can be a single object or an array of objects. �ese
objects can be placed on the JSON message for exchange.
Once the JSON message prepares necessary information for
the client, information is sent back to the client by using the
WRITE function as we present in Listing 5.�e uploaded file
can be accessed from the client by using the “fs” library
shown on lines 41 to 49 in Listing 4.

4.4. Database. To provide or store information, having
a database is also essential. We specifically chose to support
MongoDB inHealthNode. In contrast toMySQL,MongoDB

uses dynamic schemas, which means that records can be
created without first defining the structure [16]. In Mon-
goDB, three basic (yet important) operations are INSERT,
FIND, and DELETE. To access the database, the “MongoDB”
library is initialized in the main module and shared with the
submodules. Prior to any database operation, a connection is
established by using the CONNECT function along with the
URL and port number of the database server. With the
established connection, query string information can be
inserted, deleted, or used for finding data as we show an
example in Listing 6. For updating documents in the da-
tabase, the documents are replaced by using DELETE and
INSERT commands.

4.5. Client. Communicating with the server from a client is
also an essential operation. For mobile applications, typi-
cally, the communication between the client and the server is
accomplished by using a web browser or HTTP library. For
a web browser, the client retrieves or sends information by
using POSToperation with string query. Specifically, the web
browser uses JavaScript to embed information in string
query and requests POST to the server. After sending RE-
QUEST, a RESPONSE from the server is returned to the client
in JSONmessage format. As presented in Listing 7, the JSON

Initialization
(libraries, child submodules)

Functions
(accessed by modules)

Middleware functions
(accessed by clients)

Module

Figure 3: General structure of a module.

(1) //Necessary libraries and variables

(2) var express = require( express );

...
(9) var mongoClient = require( mongodb ).MongoClient;

(10) var mongoDBuri = mongodb://localhost:27017/database
...

(20) //Coupling sub modules
(21) require( ./SubModuleONe.js )(app, mongoClient,mongoDBuri);

...
(25) //Coupling to child sub-module and its function

(26) var ChildSubModule = require( ./ChildSubModuleOne ).FunctionName;
...

(29) //Inside of fuction or method call child sub-module function
(30) ChildSubModule(data);

LISTING 1: Initializing libraries, submodules, and child.
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message is parsed into readable objects and accessed by
a client web browser. In a mobile application, specifically for
androids, the Apache HTTP library is used to simulate the
web browser. �e POST operation in mobile applications
works similarly as that of the web browser.

4.6. HealthNode API. For designing the API set, we gathered
general requirements from a number of previous works on
health and home monitoring projects [17, 18] and imple-
mented necessary methods for the HealthNode API. �e API
uses and extends the Express library which allows developers
to add necessary methods by following the conventional
Express implementation rules [12]. We include a library for
Android mobile and web browser applications to commu-
nicate with the HealthNode server applications. Both mobile
and web applications API enables sending JSONmessages and
files by accessing middleware functions on the server. �e
HealthNode APIs can be installed using the NPM install
commands. Starting the server and importing basic libraries
such as “MongoDB” and “fs” are already managed by simply
importing the API. Other than the previously mentioned li-
braries, APIs also use the existing “SerialPort” library to
communicate with external development boards such as an
externally connected Arduino or Raspberry Pi.

4.7. Security. �e security of data exchange between a server
and a client can be protected using Transport Layer Security
(TLS), which is a well-known protocol that provides privacy
and data integrity. By following the Express API on TLS,

HealthNode can enhance the security during data exchange.
Moreover, the privacy of patient health information is
password protected. When a developer implements the data
exchange process, login function needs to be used prior to
requesting data from the server. For example, an Android
application or a web browser client can request data from the
server after obtaining login approval.

5. Case Study-Based Evaluation

�ere are various types of cloud-based healthcare applications
that can take advantage of HealthNode’s software design and
implementation guidelines. Such examples include applica-
tions that simply log information to the cloud through the
web, exchange medical or healthcare information between
mobile devices, or execute physical component actuation
through a local network. In general, HealthNode supports the
fundamental requirements for developing of cloud applica-
tions. �ese requirements include sending/receiving data,
constructing a database to store information, calling external
executables for machine learning algorithms, and ensuring
space for the application to be expanded.

In this section, we evaluate HealthNode by providing
possible application scenarios of how our software design
and implementation guideline can be used for different
mobile-cloud application development. Note that the case
studies benefit from HealthNode due to the framework
(1) following intuitive design strategies which help external
field members to understand the system design and enhance
the medical features of the system, (2) containing a practical

(1) module.exports = function(app, mongoClient,mongoDBuri){

(2) app.post ( /method , function(req, res){

(3) //Method contents
(4) });

(5) };
...

(17) function ChildSubModuleFunction(data){
(18) //Use data

(19) info = Information ;
(20) return info

(21) }
(22) exports.ChildSubModuleFunction = ChildSubModuleFunction;

LISTING 2: Structure of a middleware function and child submodule function.

(1) var querystring = require( querystring );
(2) app.post( /method , function(req, res){

(3)
(4) var postObjectToString = querystring.stringify(req.body);

(5) var postObject = querystring.parse(postObjectToString);
(6) //Data on Info is accessed from post object(query string)

(7) var Info = postObject[ Info ];
(8) ...

LISTING 3: Example of middleware function.
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set of medical application-related methods which allows
the developer to utilize or alter the given functions to
complete cloud-based health application implementation,
and (3) allowing these applications to communicate with
external sensing systems.

5.1. Case Study: AsthmaGuide. To evaluate HealthNode’s
design and framework, we use one of our previous works,
AsthmaGuide [17], as a case study. AsthmaGuide is
a monitoring system for asthma patients in which a smart-
phone is used as a hub for collecting indoor and outdoor
environmental information and physiological data. Specif-
ically for indoor environments, we use Sensordrone [19] to
measure information of the patient’s surroundings such as
the temperature, humidity, and air quality. For outdoor
environmental data, we use a national database to gather

information of air quality, pollen count, and asthma index.
Furthermore, we collect physiological data from the patients
by collecting their lung sounds using an electronic stetho-
scope, and present questionnaires that patients fill out
manually on an Android application.�e data collected over
time is then displayed through a cloud web application for
both patients and healthcare providers to view.

By utilizing HealthNode, AsthmaGuide first gathers re-
quirements, and consequently, each of the requirements is
placed into a designated role level with the top-down approach
and assigned a job with the divide-and-conquer approach as
shown in Figure 4. �e requirements are directly linked with
middleware functions in which each requirement is responsible
for exchanging data between the client and the server.

Figure 4 also shows the list of 26 middleware functions
that are required to implementAsthmaGuide.�esemiddleware

(1) //Execute external program or classifier

(2) var querystring = require( child_process ).executable;

...
(4) app.post( /method , function(req, res){

(5) executable( ./execProgram + testFile , function(err, stdout, stderr){
(6) //output is on stdout

(7) }
(8) });

...
(10) //For serialport

(11) var SerialPort = require( serialport );
(12) var Readline = SerialPort.parsers.Readline;

(13) var port = new SerialPort( /dev/ttyUSB0 ,{baudrate: 9600 });
(14) var parser = port.pipe(Readline({delimiter: \r\n }));

(15) //Getting data from external board
(16) parser.on( data , function(data){

(17) console.log(data);
(18) });

(19) //Sending data to external board
(20) port.write( some data );

...
(26) //File upload/download

(27) var fs = require( fs );
...

(30) //File upload:
(31) app.post( /uploads , function(req, res) {

(32) fs.readFile(req.files.fileU.path, function(err,data){
(33) var dirname = /file/dir/location ;

(34) var newPath = dirname + /uploads/ + req.files.fileU.originalname;
(35) fs.writeFile(newPath, data, function (err){

...
(41) //Access file on server:

(42) app.get( /uploads/:file , function(req, res){
(43) file = req.params.file;

(44) console.log( File requested: + file);

(45) var dirname = /file/dir/location ;
(46) var img = fs.readFileSync(dirname + /uploads/ +file);

(47) res.writeHead(200, { Content-Type : image/jpg });
(48) res.end(img, binary );

(49) });

LISTING 4: Calling child submodule function, controlling external development board using serial communication, and managing file exchange.
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functions provide necessary results back to a web browser or
a mobile device while accepting incoming data from clients.
Each of the middleware functions is mapped to the
HealthNode design pattern accordingly to the categorized
alphabetic letter. All middleware functions are prebuilt into
HealthNode and are accessible by importing the HealthNode
library. �e library implementation follows the HealthNode
design pattern, and a developer can reference the imple-
mentation as well as add the middleware functions to en-
hance their application.

For example, when a patient needs to upload his or
her collected indoor and outdoor environmental data as
well as physiological data to the server, middleware func-
tions such as “Patientlogin,” “PatientRetrieveZipCode,”
“PatientRetrieveCountryCode,” “PatientInsertData,”
“FileUploadImageFile,” “FileUploadWaveFile,” “Classi-
fyLungSound,” and “GeneratePatientAdvice” are used. Note
that “ClassifyLungSound” and “GeneratePatientAdvice” are
AsthmaGuide application-specific functions. During mobile
or web-application implementation, the AsthmaGuide

developer calls the needed middleware functions to request
and insert data to the server. Besides these simple data
upload operations, AsthmaGuide requires far more methods
when the system starts interchanging information between
a patient and a healthcare provider. �erefore, HealthNode
can help reduce the burden of developers by easing the
development complexity in the process of implementing and
maintaining cloud applications.

5.2.CaseStudy:SmartHomeAutomationFramework. Another
case study that we apply HealthNode on is a system called
the Smart Home Automation Framework (SHAF) [18]. IoT
covers a various network of physical objects with actuation
and sensing embedded units. Under the hood, the com-
munication between devices is connected through multiple
network protocols. One of the domains that take advantage
of IoT is home automation. Home automation uses different
types of network protocols such as Wi-Fi, Bluetooth, and
ZigBee. However, existing home equipment often requires

(1) module.exports = function(app, mongoClient,mongoDBuri){

(2) app.post( /method , function(req, res){

(3) res.write( Response back );
(4) res.end();

(5) });
(6) };

LISTING 5: Example of responding to REQUEST.

(1) module.exports = function(app, mongoClient,mongoDBuri){
(2) app.post( /method , function(req, res){

(3) mongoClient.connect(mongoDBuri, function(err, database){
...

(11) collection = database.collection( testingCollection );
(12) //Instead of insert other functions(delete, find) works also

(13) collection.insert(postObject, function(err, records){});

LISTING 6: Example of MongoDB INSERT operation.

(1) <script>

(2) var data_server = http://localhost/methodName ;
(3) var requestInfo = {requestInfo: data };

(4) var receivedData = {receivedInfo: };
(5) $(document).ready(function(){

(6) $.post(data_server, requestInfo).done(function(data){
(7) objArr = JSON.parse(data);

(8) if(objArr != ){
(9) $.each(objArr, function(key1, obj){

(10) receivedData.receivedInfo = obj[ receivedInfo ];
(11) });

LISTING 7: Example of requesting to the server from a web browser.

Mobile Information Systems 9



network communication-enabled power plugs or devices
that hold a unique communication protocol specified by
a manufacturer. While these types of equipment typically
follow a standard communication capability, each device is
limited to communicate only within the same network
protocol. *e goal of SHAF is to resolve issues that can be
raised due to such limitations.

Specifically, SHAF targets to provide and maintain
a comfortable and healthy living environment for patients.
For example, the surrounding temperature is a critical
metric for those who are sensitive to cold or hot tempera-
tures such as people with chronic health conditions, given
that extreme (than normal) temperatures can aggravate
various symptoms. Figure 5 illustrates an example of SHAF
monitoring and actuating the smart home by using the
HealthNode framework.We use Raspberry Pi with ZigBee as
a smart central server and an Arduino with ZigBee as sensor
nodes. For SHAF ZigBee communication, multihop com-
munication is enabled for larger homes. *e server accepts
incoming JSON queries where a client can request sensor
readings or operate an actuation unit. While our current
client application is implemented on Android andWindows
smartphones, any programming languages that can support
JSON message requests can communicate with the smart
home’s central server.

SHAF’s server should have the capability of handling
requirements or multiple middleware functions such as
“AddSensor,” “RemoveSensor,” “RefersehSensorReadings,”
“ActuateSensor,” “LearnHomeUsage,” “AutonomusMode,”
and “HealthyLivingEnvironmentMode.” Although the quantity
of the middleware functions is not large, the use of
HealthNode allows for easier software maintenance since it
instructs task-specific submodules rather than one large

module. During maintenance, the developer couples and
decouples the submodule by changing one or two lines of
code. Specifically, using HealthNode’s software design, we
structure the architecture of SHAF so that it contains three
submodules (e.g., patient, caregiver, and sensor manager).
Followed by the architecture, multiple middleware functions
are implemented. For example, the patient and the caregiver
submodules are accessed from the mobile or web browsers
by using JSON message requests. When there is a request,
one of the middleware function returns the result to the
client followed by the database operation. *e server also
logs up-to-date sensing and actuation values by using the
“SerialPort” library and middleware function in the sensor
manager submodule. Furthermore, stored data can be used
by a child submodule with a machine-learning algorithm for
automatic environment configuration based on a user’s

A. StartServer
B. DoctorRegister
C. DoctorRegisterCheck
D. DoctorLogin
E. DoctorCommentPatient
F. DoctorRetriveComments
G. DoctorRetriveCommentsOfAPatient
H. PatientRegister
I. PatientRegisterCheck
J. PatientLogin
K. PatientRetriveDataByDate
L. PatientRetriveAllData
M. PatientRetrieveMostRecentData
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Figure 4: Designing AsthmaGuide according to HealthNode design pattern.
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Figure 5: Communication map of SHAF.
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preference. Note that all of the middleware functions are
prebuilt into HealthNode and are accessible by importing
the HealthNode library.

6. Related Work

Existing Node.js applications are spread across various fields
of study including IoT or web [20–25], medical [26, 27],
transportation [28], and environmental [29] domains. To
develop a well-structured application using Node.js, Frees
[30] proposes a way to overcome many challenges in teaching
web development by placing Node.js in the computer science
curriculum. He presents a semester-long, 14-week course
outline to allow students to fully understand the use of Node.js
and be able to apply it for web development. Although Node.js
is easily utilized compared to standard techniques, Node.js still
requires a strong background before it can be used to its full
capacity. Understanding Node.js development merely at
a surface level will result the application to stay simple and be
more prone to mistakes and difficulties in maintaining the
application over time. A study by Ojamaa and Düüna [31]
stated that mistakes are more common with Node.js appli-
cations because programmers lack the extensive experience of
writing JavaScript application.

Many attempts have been made to solve this issue. *ere
are existing books [9, 32–38] and online tutorials [39, 40]
that go into the depths of using Node.js. Although these
sources provide extensive guidelines, there has not been
a straightforward software design that allows developers to
get a complete picture of the Node.js programming structure
for general-purpose application prototype.

7. Conclusion

Healthcare applications are emerging at an exponential rate,
and application systems in the remote healthcare application
domain are becoming critical sectors in IoT research. As
Node.js becomes a well-used essential tool for developing
cloud-based applications, we propose HealthNode, which is
a general-purpose framework for developing healthcare
applications on cloud platforms using Node.js. *e principal
goals of HealthNode are to provide explicit software design,
API, and guidelines to achieve quick and expandable cloud-
based healthcare application. We specifically tailor Health-
Node for healthcare applications due to a significant potential
for addressing many of the challenges of providing accessible,
cost-effective, and convenient healthcare. With development
support systems such as HealthNode, we envision that the
development of mobile-connected application systems will
inevitably increase in the healthcare domain.
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[31] A. Ojamaa and K. Düüna, “Security assessment of Node.js
platform,” in Proceedings of the Information Systems Security:
8th International Conference, ICISS 2012, Guwahati, India,
December 2012.

[32] A. Mardan, “Publishing Node.js modules and contributing to
open source,” in Practical Node.js, pp. 261–267, Springer,
Berlin, Germany, 2014.

[33] G. Rauch, Smashing Node.js: JavaScript Everywhere, JohnWiley
& Sons, Hoboken, NJ, USA, 2012.

[34] J. R. Wilson, Node.js the Right Way, Pragmatic Programmers,
Dallas, TX, USA, 2014.

[35] C. Gackenheimer, Node. js Recipes: A Problem-Solution Ap-
proach, Apress, New York, NY, USA, 2013.

[36] C. J. Ihrig, Pro Node.js for Developers, Apress, New York, NY,
USA, 2013.

[37] M. *ompson, Getting Started with GEO, CouchDB, and
Node.js, O’Reilly Media Inc., Newton, MA, USA, 2011.

[38] S. Pasquali, Mastering Node.js, Packt Publishing Ltd.,
Birmingham, UK, 2013.

[39] TutorialsPoint, Node.js-express framework, http://www.
tutorialspoint.com/nodejs/nodejs_express_framework.htm, 2016.

[40] M. Kiessling, Node beinner book, http://www.nodebeginner.
org/, 2016.

12 Mobile Information Systems

https://www.mongodb.com/compare/mongodb-mysql
https://www.mongodb.com/compare/mongodb-mysql
http://www.sensorcon.com/sensordrone
http://www.tutorialspoint.com/nodejs/nodejs_express_framework.htm
http://www.tutorialspoint.com/nodejs/nodejs_express_framework.htm
http://www.nodebeginner.org/
http://www.nodebeginner.org/


Research Article
Optimization of Cognitive Radio Secondary Information
Gathering Station Positioning and Operating Channel
Selection for IoT Sensor Networks

Jinyi Wen, Qin Yang, and Sang-Jo Yoo

School of Information and Communication Engineering, Inha University, 253 Yonghyun-dong, Nam-gu, Incheon 402-751,
Republic of Korea

Correspondence should be addressed to Sang-Jo Yoo; sjyoo@inha.ac.kr

Received 5 December 2017; Accepted 15 February 2018; Published 19 April 2018

Academic Editor: Jeongyeup Paek

Copyright © 2018 Jinyi Wen et al. -is is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

-e Internet of -ings (IoT) is the interconnection of different objects through the internet using different communication
technologies.-e objects are equipped with sensors and communications modules.-e cognitive radio network is a key technique
for the IoT and can effectively address spectrum-related issues for IoT applications. In our paper, a novel method for IoT sensor
networks is proposed to obtain the optimal positions of secondary information gathering stations (SIGSs) and to select the optimal
operating channel. Our objective is to maximize secondary system capacity while protecting the primary system. In addition, we
propose an appearance probability matrix for secondary IoTdevices (SIDs) to maximize the supportable number of SIDs that can
be installed in a car, in wearable devices, or for other monitoring devices, based on optimal deployment and probability.We derive
fitness functions based on the above objectives and also consider signal to interference-plus-noise ratio (SINR) and position
constraints. -e particle swarm optimization (PSO) technique is used to find the best position and operating channel for the
SIGSs. In a simulation study, the performance of the proposed method is evaluated and compared with a random resources
allocation algorithm (parts of this paper were presented at the ICTC2017 conference (Wen et al., 2017)).

1. Introduction

-e Internet of -ings (IoT) is expected to offer advanced
connectivity of devices, systems, and services that go beyond
machine-to-machine communications and covers a variety
of protocols, domains, and applications [1, 2]. It is believed
that the IoTparadigm will have a strong impact on everyday
life in the future for assisted living, automation, improved
learning, industrial manufacturing, logistics, process man-
agement, intelligent transportation of people/materials, real-
time monitoring of industrial processes, e-health facilities,
and more [3]. -e IoT has been attracting a great deal of
attention because of its functions to enhance users’ everyday
lives and behavior. However, there are still a lot of challenges
for IoT applications. -e large number of IoT objects also
creates massive amounts of data in a network; the crux of the
problem lies in how to solve the problem of interference
between different IoTdevices. In addition, spectrum scarcity

is also a big issue. IoTobjects are expected to grow into large
numbers, and it will be very difficult to allocate spectrum
bands to all these objects [4]. To address the above problems,
recent trends in research are shifting to cognitive radio
networks (CRNs), viewing them as a potential solution for
IoT applications. -us, a new paradigm of IoT networks
based on the cognitive radio (CR) system has been proposed.

Cognitive radio can sense, learn, and adapt to the sur-
rounding environment according to inner and outer stimuli.
Generally, a cognitive radio network is based on a dynamic
spectrum allocation procedure, and licensed primary users
(PUs) or unlicensed secondary users (SUs) have the right to
share the spectrum provided they do not cause intense in-
terference. -e success of the network lies in enhancing
spectrum and resource allocation. As mentioned before, for
such a large number of IoTobjects, the current fixed spectrum
utilization policies cannot satisfy their needs, and result in
inefficient spectrum utilization. Besides, the cost-effectiveness
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issues with spectrum assignment are not negligible. -us,
CRNs are gaining popularity for addressing these situations. In
addition, it is strongly believed that CR-based IoTframeworks
can alleviate interference by looking for interference-free
channels through a dynamic spectrum access capability [5].
Many researchers have already addressed IoT resource allo-
cation problems by taking advantage of the mentioned
characteristics of CRNs. Salameh et al. [6] proposed a prob-
abilistic spectrum assignment algorithm in time-critical IoT-
based CRNs under proactive jamming attacks. -ey aimed at
minimizing the packet invalidity ratio of each CR trans-
mission, subject to delay constraints. Shigueta et al. [7] pre-
sented a strategy for channel assignment in IoT networks,
which uses opportunistic spectrum access via CR.

With the increasing interest in IoT sensor applications
(e.g., smart cities, industrial control, security, and emergencies),
the huge number of interconnected sensors coupled with the
increasing demand and usage of wireless spectrum (especially
in the industrial, scientific, and medical band) challenges the
deployment of real-life IoT [8]. Because of CR’s dynamic
spectrum allocation policy, it can provide huge spectrum
opportunities and improve spectrum utilization for IoT sen-
sors, and this capability provides the possibility of deployment
for IoTdevices. By applying CR into densely deployed wireless
devices (e.g., sensor nodes), the corresponding sensor nodes are
considered SUs.-ey can simultaneously transmit data packets
under different channels and release occupied channels to PUs
through a smart handoff.-erefore, this technology can reduce
energy consumption sufficiently and greatly improves the ef-
ficiency of transmission. Li et al. [9] designed a transmission
scheduling method in cognitive radio sensor networks
(CRSNs) with minimal occupation of channels and high
transmission efficiency, aimed at exploring the performance of
CRSNs in the industrial IoT. A new system that improves
multichannel IoTnetwork environments and that could be an
excellent candidate for low-power cognitive IoT sensor net-
work applications was proposed by Hong et al. [10].

As can be clearly seen from the above research, either in
CR-based IoT networks or in IoT sensor networks, a lot of
researchers fully use CR’s characteristics of dynamic spectrum
allocation in order to utilize the spectrum and resources to the
maximum extent possible. In fact, the CRN has been widely
used inwireless sensor networks (WSNs). Bakhsh [11] proposed
an energy-efficient distributed relay selection technique for
multihopWSNs. Energy consumptionwas reduced by selecting
a stable relay and power allocation for collaboration. Zhu et al.
[12] proposed a novel channel access scheme for the problem of
how to access multiple channels without environment in-
formation on the cognitive users. In an IoT sensor network,
sensors can be viewed as SUs, so the problem becomes how to
allocate spectrum resources to SUs and reduce interference
among them, while taking full advantage of CRN character-
istics. In fact, how to improve resource allocation using a dy-
namic allocation policy in aCRNhas always been a hot research
area. Yang and Zhao [13] proposed a heuristic, robust, relay
selection scheme and formulated robust power allocation as
a semi-infinite program to maximize capacity while ensuring
that interference with primary users is below a predefined
interference threshold. Tiwari and Saha [14] presented a particle

swarm optimization- (PSO-) based, cochannel interference-
constrained, efficient, and low-complexity novel spectrum al-
location scheme with simultaneous power and network ca-
pacity optimization. Taking into consideration the energy
limitations, many papers have studied resource allocation
schemes aimed at saving energy. For example, Denis et al. [15]
investigated the problem of SUs’ energy efficiency maximiza-
tion under secondary total power and primary interference
constraints. In CRNs, utilizing resources without subjecting
PUs to harmful interference is a crucial problem; this means
that any method used to assign the resources must guarantee
that PU transmissions are always prioritized.

In a CR wireless network, due to the dynamic spectrum
allocation procedure, PUs can share the spectrum with SUs; in
this scenario, the success of the network lies in enhancing
spectrum and resource allocation. Establishing methods that
can effectively assign resources while also protecting PU
performance in CR networks is a hot topic in this research
area. Chabalala et al. [16] employed a Lagrangian framework to
reformulate the optimization problem and determine the
optimal channel selection and power distribution for SUs.
Besides, more and more researchers have found that placing
the base station at an inappropriate location and/or selecting
an incorrect channel will increase the interference and directly
minimize the quality of service (QoS). Some papers have
discussed minimizing power consumption by obtaining op-
timal base station positions [17, 18]. Unlike previous in-
vestigations that accounted for positions of base stations in
order to regulate interference, focusing on interference
management among SUs and PUs can also play a key role in
resource allocation. -e positions of SUs and channel allo-
cation in CR systems have received a great deal of attention
recently. Xue et al. [19] presented a general resource-allocation
framework that optimizes power and channel allocation for
SUs; this depended on SUs being aware of their location. Tan
et al. [20] proposed a scheduling algorithm to improve the
priority of SUs for which bandwidths are restricted by posi-
tion. Ozcan and Gursoy [21] investigated channel selection
based on the lowest channel gain or the highest data channel
gain. Khan and Yoo [22] proposed a dynamic interference
control in OFDM-based cognitive radio network using GA.

Effective resource allocation should satisfy the different
QoS requirements of multiple PUs and SUs without inter-
rupting higher priority transmissions in a CR network, re-
gardless of power, channel spectrum, PU/SU or base station
position allocation. However, little attention has been paid to
methods that combine base station positioning with channel
selection. In fact, these two factors directly impact the overall
interference and performance of a system. While placing the
base stations or selecting the operating channel randomly, the
subsequent interference among them will increase. Addi-
tionally, in a wireless sensor network (WSN), the base station
location is closely related to the lifetime of the sensor network.

In our paper, our method derives the optimal locations
of secondary information gathering stations (SIGSs) and
their operating channels and can be used in IoT sensor
networks, which, to the best of our knowledge, has not been
studied in the literature. We also consider the appearance
probability of secondary IoT devices (SIDs) that can be
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installed in cars, in wearable devices or for other monitoring
devices. -is work aims to maximize the secondary IoT
system capacity while also guaranteeing an interference
threshold for primary users, subject to signal to interference-
plus-noise ratio (SINR) constraints, while maximizing the
supportable number of SIDs. -e contributions of our
proposed scheme can be summarized as follows:

(1) We propose a scheme that combines optimal posi-
tioning of the SIGSs with selection of the optimal
channel, which has not been studied in the literature.
-is method can improve spectrum utilization and
maximize system throughout, fundamentally en-
hancing total system performance. Additionally, the
scheme can be used for IoT sensor networks.

(2) We propose an appearance probability for the SIDs
that may be installed in cars and in wearable devices
or for other monitoring devices. -is can facilitate
analysis and reduce the complexity of the problem.
At the same time, our method can also maximize the
number of SIDs in service based on the probability.

(3) We use a PSO algorithm to find the optimal positions
for SIGSs and the operating channel; this has rela-
tively low complexity and can effectively address
problems.

-e rest of this paper is organized as follows. In Section
2, the system model is described. In Section 3, the proposed
optimal positions of the SIGSs and the operating channel
selection mechanism for IoT sensor networks are presented.
In Section 4, the PSO algorithm used to determine the
optimal SIGS locations and channel selection is explained. In
Section 5, the performance of the proposed method is
evaluated and compared with the results of a random dis-
tribution case. Finally, Section 6 provides our conclusions.

2. System Model

-is paper considers a scenario where multiple primary links
and primary base station (PBS) are receiving signals from
PUs on the uplink channel, and SIDs are communicating
with SIGSs using primary uplink channels. In our scenario,
we do not know the positions of the PUs, so we consider
uplink channels for primary systems. We also assume that
secondary systems already have information about the PBS
locations and the operating channel. In addition, they will
use the primary systems’ uplink channels. In our model,
SIDs have information about the interference they cause on
the primary systems, and they can directly access a part of
the licensed spectrum as long as the interference is below
a predefined threshold.

As shown in Figure 1, PBSs will receive interference
from SIDs, SIGSs, and other primary systems (including
PBSs and PUs that use the same channel as the PBS). In
Figure 1, the black line denotes the interference suffered by
the PBS. PUs will receive interference from SIDs, SIGSs, and
other primary systems that use the same channel. -e dotted
black line in Figure 1 shows the interference received by
a PU. Concerning the secondary systems, SIDs will receive

interference from PBSs and PUs, as well as other secondary
systems (including SIGSs and SIDs that use the same
channel as the initial SIDs). Similarly, SIGSs will receive
interference from other SIGSs, SIDs, PBSs, and PUs that
share the same channel.

However, in our model, we ignore the interference from
primary systems and assume that they are well controlled by
the primary operator; instead, we are interested in the in-
terference suffered by SIDs and PBSs. Before determining
the SIGS positions and the matched channel, we assume that
secondary systems have information about the PBS positions
and operating channel. Every base station has its own
coverage range, which is calculated by the Friis transmission
equation; this will be explained in detail in the next section.

3. Optimal Position of the Secondary Base
Station and the Operating Channel Selection
Mechanism for IoT Sensor Networks

As shown in Figure 2, we divide the whole space into small
equally sized boxes with a numeral in every unit area, which
ranges from 0 to 1; this stands for the probability of SID
appearance in this unit area. We assume that no more than
one SID can exist in each unit site. We assume that the SID

Primary base
station (PBS)

PBS received
interference

Primary user PU received
interference

Secondary
loT sensor
device (SID)

SID received
interference

Secondary IoT
information
gathering base
station (SIGS)

SIGS received
interference

Figure 1: System model.
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appearance probability at each unit area is known before
deploying the SIGS, and the probabilities in every unit area
are independent of each other.

Every SIGS has its own coverage range, which is cal-
culated by the Friis transmission equation:

Pr

Pt
� GtGr

λ
4πd

 

2

, (1)

where Pr is the receiving power available on input at the
receiving antenna; Pt is the output power to the transmitting
antenna; Gt and Gr are antenna gains of the transmitting and
receiving antennas, respectively; λ is the wavelength; and d is
the distance between the transmitting and receiving antennas.
We need to obtain R, which is the radius of the base station’s
coverage. -is can be derived by rearranging (1):

R �
λ
4π

������
PtGtGr

Pmin
r



, (2)

where Pmin
r is the minimum decodable receiving power.

Every base station has its own coverage radius, which is
referred to as its service range. From (2), it is clear that the
radius of the coverage range depends on the transmitter
power when the other factors are fixed; thus, if the transmitter
power of SIGSs and PBSs are fixed, we can assume that every
SIGS has the same coverage range in the same way that every
PBS has the same coverage range. However, it is difficult to
avoid the situation where some SIGSs cover the same area.
-is means that there will be some inevitable overlap between
the service ranges of SIGSs. For this situation, we put forward
a policy that can effectively solve this kind of problem.

Figure 3 shows the situation where the coverage areas of
SIGSs overlap. It is clear that SIGS1 and SIGS2 have the same

user in their service area: SID1. To determine which SIGS
will be selected to communicate with SID1, two factors will
influence the result: one depends on distance and the other
on the ID number. For example, if the distance between
SIGS1 and SID1, referred to as D11, is greater than the
distance from SIGS2 to SID1 (D21), then SID1 will choose
SIGS1 for communication. When D11 is equal to D21, the
selection will be based on the ID number; here, SID1 will
connect to SIGS1 because its ID is 1.

-e performance objectives of the CR system are de-
scribed in terms of fitness function or objective function.-e
results should consider the balance between the fitness and
objective functions to meet the QoS requirement while
enhancing system performance. -e fitness functions are
applied to find the optimal solution in the defined search
space. We assume that signal propagation is dominated by
path loss effects. Table 1 shows the summary of notations
used in this paper.

As mentioned in Section 2, significant interference exists
in CR systems. Since secondary systems only use the uplink
channel of the primary system, we will consider the in-
terference that PBS and SIDs will suffer.We can calculate the
average SINR at the ith unit area (SID) on the jth channel
belonging to the kth SIGS as given in (3).
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B

.
(3)

Part A of (3) is the average interference from PUs, and
part of (3) represents the average interference from other
secondary systems that use the jth channel. Because we

assume that only one secondary device (a SIGS or one of the
SIDs) can use the channel at any given time in each sec-
ondary system, we divide by the number of SIDs that are

d
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d
unit cell

...

...
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coverage

0.8 0.02

0.17 0.9 0.53 0.3
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Figure 2: SIGS and its related parameters.
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D11: SIGS1 and SID1 distance
D21: SIGS2 and SID1 distance

SIGS1 and SID communication link
SIGS2 and SID communication link

Figure 3: SIGS selection.
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covered by the SIGS (Nu) in order to obtain the average
interference that originates from other secondary systems
using the same channel. It should be noted that because we
do not know the positions of PUs, we assume that PUs are
uniformly distributed within the PBS range. -erefore, we
approximate the average as E[h

j
w,i] ≈ h

j

l,i, where w is the wth
PBS. Additionally, |h

j

k,i|
2 is the channel gain between the kth

SIGS and the ith SID, whereas Psb|h
j

k,i|
2 is the received power

(Pr), as obtained from (2). Also, Pr ∝ (1/d2), where d is the
distance from the transmitter. -erefore, we can obtain the
channel gain

h
j

k,i




2
≈

1
L2

k,i

, (4)

where Lk,i is the distance from the kth SIGS to the ith SID.
For primary systems, we consider the worst case

primary user location scenario, as shown in Figure 4. In
the worst case, PUs are located at the edge of the PBS
service range so that the PBS will receive the weakest
signal power from the primary users. -e worst SINR at
the lth primary base station (PBS) on the jth channel can
be presented as

P_WSINRj
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(5)

where part X represents the interference from other primary
system users. Alternatively, Y indicates the interference from
secondary systems. hj

w is the worst channel gain between the
PBS and PUs. -erefore, |hj

w|2∝ 1/R2
p, R2

p is the PBS cov-
erage radius.

After obtaining the SINR equations, the capacity can be
calculated using the following functions, based on the
Shannon equation:

for the SIDs: Ci � B log2 1 + S_ESINRj

k,i , (6)

for the primary base station(PBS):

Cl � B log2 1 + P_WSINRj

l ,
(7)

where B is the bandwidth. S_ESINRj

k,i and P_WSINRj

l can be
obtained from (3) and (5), respectively. In order to achieve our
goals, the fitness functions are designed to do the following: (i)
maximize the secondary capacity, (ii) maximize the supportable
number of SIDs, and (iii) guarantee the interference threshold to
primary system to protect. Combined with the above formula-
tions, which are related to our multiple objectives, the optimi-
zation of SIGS positioning and operating channel selection for

IoTsensor networks can be formulated by a general framework as
follows:

f1(x) � 

Np

l�1
Cl + 

Ns

m�1


∀q∊ SCm{ }

CqP, (8)

f2(x) � 

Ns

m�1


∀q∊ SCm{ }

Pq, (9)

max U(x) � λf1(x) +(1− λ)f2(x), (10)

with respect to
P_WSINRj

l ≥ SINR
p
limit, (11)

S_ESINRj

k,i ≥ SINR
s
limit, (12)

where SINRp
limit and SINRs

limit are the required SINR
thresholds for primary base station and secondary users,
respectively. Equation (8) represents the total capacity,
including the primary and secondary capacities. Cq and Pq

Table 1: Summary of notations.
Transmitting power Psb, Ppu, Psu Transmitting power of SIGS, PUs, and SID

Set of primary or secondary systems
PBj PBS set using channel j
SBj SIGS set using channel j

{SCm} Set of unit cells that belongs to the mth SIGS

Channel gain

h
j

l,i Channel gain between the lth PBS and the ith unit area (SID) using channel j
h

j
q,i Channel gain between the qth unit area and the ith SID using channel j

h
j
m,i Channel gain between the mth SIGS and the ith SID using channel j

h
j

k,i Channel gain between the kth SIGS and the ith SID using channel j
h

j

q,l Channel gain between the qth unit area and the lth PBS using channel j
h

j

l1, h
j

l2  Channel gain between the l1 PBS and the l2 PBS using channel j

Number of unit areas Nu Number of unit areas covered by a SIGS
Np Number of unit areas covered by a PBS

Coverage range Rp Coverage radius of the PBS
Rs Coverage radius of the SIGS

Appearance probability Pq SID appearance probability in the qth unit area
Noise n0 Noise density
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are the SID capacity and SID appearance probability at qth
unit area. Equation (9) indicates the supportable number
of SIDs. Equation (10) is our final objective function, which
is composed of the total capacity and supportable number
of SIDs; here, λ represents weight factors, which have
a value from 0 to 1. According to our model, we proposed
SINR constraints, as denoted by (11) and (12), in which the
SINR of every primary base station and secondary user
should satisfy the primary and SID SINR thresholds, re-
spectively. Additionally, in order to protect primary sys-
tems, if (12) cannot be satisfied, the distributional plan for
the SIGSs and operating channel selection should be
discarded.

4. Optimal Location and Operating Channel
Selection of a Secondary Information
Gathering Base Station Using Particle
Swarm Optimization

In this work, the particle swarm optimization (PSO) algo-
rithm is invoked to obtain an optimized solution; this
achieves our multiple objectives. PSO is a population-based,
stochastic optimization technique that is modelled after the
flocking and swarming behavior in birds and animals. In
PSO, the potential solutions are called particles, and these
candidate solutions are referred to as swarms of particles.
Each of these is characterized by its position and velocity
based on its own best value (pbest), as well as the best value
in the whole search space (gbest). -en, every particle ad-
justs its value (position) toward its pbest and gbest at each
iteration. -is movement is governed by the following
equations:

V(t + 1) � wV(t) + C1r1(pbest−X(t))

+ C2r2(gbest −X(t)),
(13)

X(t + 1) � X(t) + V(t + 1), (14)

where w is the weight inertia; C1 and C2 are the learning
factors that determines the relative influence of cognitive
and social component, respectively, in search space; and
r1 and r2 are two independently generated random
numbers from [0, 1]; and X(t) and V(t) are the position
and velocity of t second particles, respectively. -e ob-
jective functions described in the previous section are
then used in the fitness function and optimized by the PSO
algorithm. For each iteration, every particle is evaluated
and compared with the values of pbest and gbest, and
every particle updates its velocity and position based on
the above equations until a termination condition is
reached.

Figure 5 shows the particle structure in the proposed
algorithm, including the SIGS position and operating
channel. -e range of the search space is composed of two
parts: the ranges of position and the channel. Each particle
should search within this range in every iteration. If we
divide the total area into N × N unit areas and set the
channel number to n, then the range of the search space for
the first particle component is from 1 to N × N, and the
second particle component search space is 1, 2, . . . , n{ }. As
Figure 6 shows, the practical implementation of classical
PSO mainly involves the following steps. (1) Parameter
initialization: initialize all required particle positions and
velocities randomly, and then define the range, number of
particles, and population size. (2) Evaluate the desired
objective function of each particle. (3) Compare each
particle’s current fitness value with the previous pbest; if
this value is greater than the previous one, set the pbest

value to the current value. (4) Determine gbest of the
swarm from the total pbest value. (5) Update the velocity
and position of every particle using (13) and (14). (6)
Update the generation number using t � t + 1. Check the
current iteration number; if this is less than the total it-
erations, go back to step 3; otherwise, go to step 7. (7)
Output the optimal solution. Figure 6 shows the movement
of particles in PSO.

PBS

SIGS

Worst-case
PU1

Worst-case
PU2

Communication link
between PBS and PU

Figure 4: Worst-case PU locations in primary systems.

operating channelSIGS posit ion

1, 2, 3, ..., N × N 1, 2, 3, ..., n

Figure 5: -e particle structure in the proposed algorithm.

Own best
(pbest) position

Global best
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Part icle current
posit ion X(t)

V(t)
Current velocity V(t + 1)

Next velocity

Particle next
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wV(t)

C1r1(pbest – X(t))

C2r2(gbest – X(t))

Figure 6: -e movement of particles in PSO.
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5. Simulation Results

In this section, we evaluate the performance of the pro-
posed SIGS location and operating channel selection al-
gorithm. Simulations were carried out using MATLAB
software. -e best results of the optimal topology of SIGS
positions and the matched channel that were found via PSO
are shown. In addition, the capacities of the primary and
secondary systems, the supportable number of SIDs, and
the average result of the fitness functions for multiple
topologies are all compared with the result of a random
topology. -e parameters used for simulations are given in
Table 2. Gt and Gr are both equal to 1 dBi, and the frequency
is 10 GHz.

In the proposed method, which uses the PSO algorithm
to find the best topology for the location of SIGSs and
matched channel, each candidate solution is referred to as a

swarm of particles. We then divide the total area into 50 × 50
unit areas, so the first particle’s (i.e., the position of SIGSs)
range is from 1 to N × N. Here, the range is from 1 to 2500;
every number stands for a position and will be mapped to the
corresponding coordinates. We set five channels, and the
selection space is C � 1, 2, 3, 4, 5{ }. -is means that the
second particle (i.e., the channel) only has five cases from C.
From Table 2, we can see that the topology is created by 10
secondary systems and 5 primary systems that share five
channels, which are generated in cell areas with radii of
Rs � 40m and Rp � 130m, respectively. -e transmitting
power of the secondary systems is set to 0.2W, and the PU
transmitter power is 2W [23]. -e population size in PSO is
70, the weight inertia is 0.99, and the learning factors of c1, c2
is 2. We set that SID SINR threshold is 10 dB and PBS SINR
threshold is 5 dB [24]. Figure 7 shows the multiple objective
results that were determined by PSO during 1000 iterations.

(1) /∗ initialization∗/
(2) Generate topology of primary systems;
(3) Generate SIDs appearance probability matrix randomly;
(4) Set the values of Pr, Pt, Gt, Gr, Psb, Ppu, Psu, and λ;
(5) Determine the PSO parameters: c1, c2, w, npop, iteration number;
(6) Set particle(p).best.U(x) � 0 globalbest.U(x) � 0;
(7) Generate particle (SIGSs positions and channels) positions and velocities using Equations (13) and (14);
(8) Obtain the SIGS position and matched channel;
(9) Set iteration � 0;
(10) /∗ calculate every particles utility function∗/
(11) while (iteration≤ predetermined maximum iteration number)
(12) {
(13) for p population size, p � 1 to npop

(14) {
(15) for m SIGS, m � 1 to Ns
(16) {
(17) Calculate the S_ESINRj

k,i and P_WSINRj

l based on particle positions;
(18) Check the constraint using Equations (11) and (12);
(19) if (P_WSINRj

l ≥ SINR
p
limit)

(20) {
(21) Calculate the ith Ci and lth Cl using Equations (6) and (7);
(22) Calculate Equations (8) and (9);
(23) Obtain the U(x) value based Equation (10);
(24) }
(25) else U(x) � 0
(26) }
(27) }
(28) /∗ evaluate every particles pbest and gbest∗/
(29) if (particle(p).U(x) >particle(p).best.U(x))
(30) {
(31) particle(p).best.U(x) � particle(p).U(x);
(32) }
(33) if (particle(p).best. U(x)>globalbest.U(x))
(34) {
(35) globalbest � particle(p).best;
(36) }
(37) Update position and velocity of (p + 1) based on Equations (13) and (14);
(38) Check position constraint;
(39) iterations ++
(40) }

ALGORITHM 1: -e proposed PSO-based resource allocation algorithm.
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-e figure shows that PSO found the best result after around
650 iterations.

Figure 8 show the optimal topology for the optimal SIGS
locations and matched channels. As mentioned in Section 2,
the secondary systems already have the positions of the PBS
and the operating channels before they are distributed;
therefore, we fixed the PBS positions and operating channels
in the simulation. -e red color stands for the PBS position,
and blue represents the SIGS.We obtained a result after 1000
iterations using PSO. As can be seen from the figures, each
small box has four unit areas. In our model, we assumed that
each base station is located in the center of the unit site, and
we obtain the base station’s coordinates by combining its
locations of x and y axes. Because the PBS service range is
bigger than that of the SIGS, the optimal deployment of the
SIGS position and channel selection should consider
the interference experienced by the PBS and should protect
the PBS as much as possible. Additionally, other factors
should be taken into account to decrease the interference
among SIGSs and maximize the supportable number of SIDs.

We set PBS positions to possibly cover most of the entire
area, and each PBS uses a different channel in an attempt to
decrease interference among primary systems. Additionally,
channel gain is related to the distances between base stations

and users so that SIGSs that share the same channel with the
PBS should consider the distances between SIGS and PBS.
For example, if the PBS is using channel 5, and other SIGSs
want to share this channel, they must be far from the PBS in
order to avoid causing intense interference to the PBS.
-erefore, they are deployed at locations that are farthest
from this PBS. -e same situation also needs to be con-
sidered among SIGSs that use the same channel.

In order to verify that our scheme is effective, we
compared our proposed algorithm to a random resource
allocation (RRA) algorithm. In the RRA algorithm, each
SIGS is randomly distributed in the area, and the oper-
ating channel is randomly selected without considering
neighboring PBSs or SIGSs; however, it still needs to
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Figure 7: Multiple-objective results found by PSO.
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Figure 8: Optimum SIGS positions and allocated channels of the
proposed method. (a) Optimum SIGS positions. (b) Optimal SIGS
channels.

Table 2: Simulation parameters.

Parameters Values
Area 50 × 50 cells
Number of SIGS (Ns) 10
Number of PBSs (Np) 5
Number of channels 5
Bandwidth 20 × 106 Hz
-e number of unit areas covered by the SIGS 4
-e number of unit areas covered by the PBS 13
Transmitter power of PUs 33.01 dBm
Transmitter power of SIGS and IoT devices 23.01 dBm
SINR threshold for PBSs 5 dB
SINR threshold for IoT devices 10 dB
Weight factor (λ) 0.4
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satisfy the SINR threshold for the PBS that can protect
primary system. It is worth noting that the appearance
probability matrix for SIDs should be the same, regardless
of whether the RRA algorithm or the proposed algorithm
is used. From Figure 7, we can see that PSO found the
optimal result after around 650 iterations. For the RRA
algorithm, in order to ensure fairness, we also set 650
circulations and used the same topology as the PBS. After
each loop, we recorded related data, and then found the
best result of the multiple-objectives function from all of
the recorded results. We also recorded the best capacity
and greatest number of supportable SIDs in order to
compare them with our algorithm. Figure 9 shows the best
topologies of the SIGS locations and matched channel for
the RRA algorithm.

Due to the fact that the RRA algorithm distributes the
SIGS positions and the operating channel randomly (it is
only concerned with satisfying the SINR threshold for the
PBS), some SIGSs can be allocated near the SIGSs or the
PBSs that use the same channel, as shown in Figure 9. -is
causes severe interference between SIGSs. In Figure 9, we
can see that the positions of SIGSs are more centralized than
the optimal deployment in Figure 8. Figure 9 shows the
topology of the best result from all of the recorded results
after 650 iterations. To compare the two methods in detail,
we also compared the capacity, supportable number of SIDs,
and topologies.

Figure 10(a) shows the effect of different number of
particles on multiobjectives result. In the PSO algorithm,
population size can affect the speed and optimal value of the
search results. In this experiment, we set different population
sizes and concentrate on exploring their influence on results.
As we can see, the multiobjectives result calculated by PSO
becomes larger when we increase the population size. Figure
10(b) shows the effect of different number of SIGSs on
multiobjectives result. In this experiment, we change the
number of SIGSs but fix the number of channels
(i.e., number of channels� 5) and population size (�70). -e
multiobjectives result keeps increasing when the number of
SIGSs increases. Because when we increase SIGSs, the sec-
ondary throughput and the supportable number of SIDs are
also increasing. It should be noted that the increasing slope is
not linear because the more SIGSs results in possible col-
lisions between SIGSs to share channels. Figure 10(c) shows
the effect on different number of channels onmultiobjectives
result. It is shown that multiobjectives result is increasing
while increasing the number of channels because increasing
the number of channels expands the available channel select
range and also reduces the interference with PBSs and other
SIGSs. It should be also noted that when the number of
channels is larger than 5, most of SIGS systems already
utilized available channels successfully so that even though
we increase the number of channels, the performance is
saturated.

Figure 11 presents the capacity comparison between our
algorithm and the RRA algorithm.-e red lines stand for the
capacity of the primary systems, reflected on the right y-axis.
-e steady, dashed red line is the PBS capacity from the best
result of the RRA algorithm, which we previously recorded.
From this figure, we see that the primary system’s capacity
increased by 26%, compared with the RRA algorithm,
whereas the secondary system’s capacity increased by 43%.
In Figure 11, we can see that the capacity of PBSs (red solid
line) decreased from the 200th to 250th iterations. In
general, the capacity should always increase in our algo-
rithm, but our multiple-objectives fitness function is com-
posed of two parts, as shown in (10). One part is the total
capacity (including the secondary and primary capacities),
and the other is the supportable number of SIDs. Because the
secondary capacity is always greater than that of the PBSs
(because the number of SIGSs is 10, while there are five
PBSs), we can say that the main factor that influences the
whole capacity function is the secondary capacity. -us, it is
possible that the whole capacity result still keeps increasing,
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Figure 9: SIGS positions and allocated channels using the RRA
algorithm. (a) SIGS positions. (b) SIGS channel allocation.

Mobile Information Systems 9



even if the PBS capacity slightly decreases. Besides, as the
figure shows, the PBSs capacity still largely increases
even though it shows a little decrease during the process.

-erefore this situation also satisfies our requirements and
achieves the goal.

In Figure 12, the supportable number of SIDs is com-
pared. Similarly, the dashed line that remains steady is the
result corresponding to the highest number of supportable
SIDs for the RRA algorithm, while the other solid line shows
the result from our algorithm, as determined via PSO. From
this figure, we can conclude that the number of supportable
SIDs increased by 20%, compared with the RRA algorithm.

Figure 13 shows the average fitness result comparison
between the proposed algorithm and the RRA algorithm.We
used multiple topologies for different numbers of SIGSs.
Unlike fixed PBS positions and the SID appearance prob-
ability matrix in the above experiments, they should be
changed every time. For example, if the number of SIGSs is
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five, and we execute 20 topologies, we need to change the
PBS positions and SID appearance probability matrix 20
times. We can use our algorithm to find the optimal results
for total capacity and the number of supportable users for
each topology. -ey are added together, and the results are
averaged. Next, when the number of SIGSs is changed, the 20
topologies and SID appearance probability matrix should be
kept the same with last time, in order to allow for a better
comparison. We analyzed the same topologies with the RRA
algorithm, and then obtained results and averaged our
findings after changing the topology 20 times. Next time
when the number of SIGS changed, we executed the same
steps. However, for RRA algorithm, we do not need to
circulate and find the best one this time because we only
need the average results.

For this comparison, we looked at multiple topologies
where the number of SIGSs was 5, 7, 9, and 11. As mentioned
before, for each time, we changed the PBS positions and SID
appearance probability 20 times. We then obtained the av-
erage results while performing the same steps using the RRA
algorithm. In Figure 13, we can see that the average fitness
results continue to increase as more SIGSs are added, re-
gardless of the algorithm used. However, it is clear that our
algorithm’s result has higher growth than the RRA algorithm.

6. Conclusions

In this paper, we proposed a distributed scheme that de-
termines the optimal location and operating channel of
SIGSs to manage the interference and the resource allocation
in cognitive radio networks for IoT sensor networks. -e
proposed algorithm can maximize the secondary system’s
capacity while guaranteeing primary system’s required
performance. Meanwhile, it maximizes the supportable
number of SIDs based on the proposed probability of
SID appearance. In addition, the distributed scheme has
lower complexity and fundamentally improves total system

performance. -e simulation results show that the proposed
algorithm works well to achieve our multiple objectives.
Furthermore, when compared with the RRA algorithm, the
proposed algorithm is always at least 20% better, whether it
is about the secondary capacity or the number of supportable
SIDs. Additionally, our algorithm showed better efficiency
through the last comparison, which compared the average
results in multiple topologies.
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.e demand for autonomous vehicles is increasing gradually owing to their enormous potential benefits. However, several
challenges, such as vehicle localization, are involved in the development of autonomous vehicles. A simple and secure algorithm
for vehicle positioning is proposed herein without massively modifying the existing transportation infrastructure. For vehicle
localization, vehicles on the road are classified into two categories: host vehicles (HVs) are the ones used to estimate other vehicles’
positions and forwarding vehicles (FVs) are the ones that move in front of the HVs..e FV transmits modulated data from the tail
(or back) light, and the camera of the HV receives that signal using optical camera communication (OCC). In addition, the
streetlight (SL) data are considered to ensure the position accuracy of the HV. Determining the HV positionminimizes the relative
position variation between the HV and FV. Using photogrammetry, the distance between FV or SL and the camera of the HV is
calculated by measuring the occupied image area on the image sensor. Comparing the change in distance between HV and SLs
with the change in distance between HV and FV, the positions of FVs are determined..e performance of the proposed technique
is analyzed, and the results indicate a significant improvement in performance..e experimental distance measurement validated
the feasibility of the proposed scheme.

1. Introduction

Localization refers to the process of identifying the location (x
and y coordinates in two-dimensional (2D) space and x, y,
and z coordinates in three-dimensional (3D) space) of an
object in a certain point in space at a specific time. Several
studies are contributing to the development of accurate lo-
calization schemes owing to increased demand for Internet of
.ings (IoT) applications. .e necessity of a localization
scheme is integrated within the requirement of IoT. IoTrelies
on an enormous number of physical objects (e.g., sensor
nodes and sensor networks) that are connected via the In-
ternet [1]. .ese objects can be interconnected to each other
either via wire or wireless mediums. A localization scheme is
an important concern for connecting sensor nodes in remote
location. A node cannot access or wirelessly communicate
with other nodes without accurately positioning itself. .e

characteristics of localization schemes vary with the features
of indoor and outdoor environments [2].

It is well known that localizing sensor nodes indoor can
be a crucial obligation for modern businesses and com-
merce. However, issues related to outdoor localization,
particularly vehicle localization, are prioritized over indoor
localization. Recently, following road traffic safety [3] has
become important owing to the increasing number of fatal
road accidents. World Health Organization statistics [4]
show that traffic-related accidents worldwide resulted in 1.3
million deaths of people between 15 and 29 years, and the
number of nonlethal injuries is 15–40 times greater (between
20 and 50 million). .us, traffic fatalities rank among the 10
top causes of death, comparable to suicide, HIV/AIDS,
homicide, and other diseases. .e most common cause of
traffic fatalities (around 60%) is high vehicle speeds (above
80 km/h) on the road [5]. Autonomous vehicles can help
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minimize traffic deaths. Meanwhile, the demand for au-
tonomous vehicles has been rising dramatically to avoid
accidents [6]. Furthermore, outdoor localization is of prime
importance in the transportation domain, particularly, for
autonomous vehicles, which requires localizing other ve-
hicles from the host vehicle (HV) in road environments such
as highways. For autonomous vehicles, the features of lo-
calization are classified as active and passive. Active features
include setting region of interest (ROI) and measuring the
possibility of communicating with other vehicles and
maintaining safe distance from other vehicles to avoid
unwanted collisions by measuring spatial and temporal
scenarios [7]. Passive features include obtaining localization
information from individual vehicles, which can then be
accumulated by a traffic control center and utilizing in ef-
fective way to mitigate traffic congestion.

1.1. Existing Solutions, Limitations, and Current Trends in
Vehicle Localization. Global positioning system (GPS) is
considered as the most prominent solution for outdoor lo-
calization scheme. GPS provides a line of sight vehicle local-
ization solution using the sensor information from [8–10] and
data from a satellite orbiting at an altitude of approximately
20,000 km. GPS uses the radio frequency (RF) band for po-
sitioning the HVon road. However, theHV cannotmeasure its
own distance from other vehicle, such as the forwarding vehicle
(FV), via GPS; it offers only the current location of the HV.
Moreover, this localization scheme is fraught with several
challenges, such as GPS signals being blocked by obstacles such
as buildings, subway, tunnels, and trees. Localization usingGPS
can generate a localization error of up to 1mwithin 10 s [11]. A
wireless network standard for vehicle states, called IEEE
802.11p [12, 13], is available; this is referred to as wireless access
in vehicular environments (WAVE) [14]. .is standard is used
to maintain a communication network among vehicles within
vehicular ad hoc networks (VANETs) [15] and to support
intelligent transport system applications. RF signals in VANET
systems are used for communication and vehicle localization
[16]. Owing to various environmental effects and themultipath
nature of the network, non-Gaussian noise is included with the
transmitted signal, whose strength shows nonlinear charac-
teristics over distance. .e WAVE standard uses a license-free
RF band (i.e., 2.4GHz) [17], which is open to interference from
other signal sources, thusmaking the entire network vulnerable
from the viewpoints of both communication and localization.
Other existing technologies for vehicle localization include light
detection and ranging (LiDAR) [18–20] and the time-of-flight
(ToF) camera technique [21–24]. Light-emitting diodes
(LEDs) and cameras or photodiodes are embedded in LiDAR
and ToF system infrastructures; however, they are used only
for detection and ranging. .ese equipment are not useful
for vehicle-to-vehicle or vehicle-to-infrastructure communi-
cations [25–29] and are expensive to be used in a vehicular
environment.

Optical wireless communication (OWC) is an emerging
and promising technology [30] that is viable for handling
scenarios wherein RF faces challenges. OWC is not intended
to replace RF; however, the coexistence of both can provide

a better solution [31] for communication and localization.
Optical camera communication (OCC) [32] is a subarea of
OWC that uses a camera as a receiver to decode signals from
a modulated light source, for example, LEDs, by varying the
state of the light source to transmit binary data via optical
channels. It is a secure, safe, reliable, and fast method for
communication as well as localization [33]. A unique feature
of OCC is that the camera used for vehicle localization can
simultaneously be used to communicate with other vehicles
that transmit signals using modulated lights. With little
modifications, LEDs in existing infrastructure, that is, ve-
hicles and streetlights (SLs), can be used for communication
(e.g., bidirectional communication between two vehicles or
between vehicles and infrastructure) [34–40].

To better communicate in outdoor environments, ve-
hicles around the HV must be localized precisely. More
importantly, multiple-input and multiple-output (MIMO)
features of OCC [41] should allow the HV to simultaneously
communicate with more than one vehicle. In [42], author
presents a received signal strength-based visible light
communication localization scheme, but it could not im-
prove localization performance such as more complex
models of the environment or additional hardware are re-
quired for localization. .e localization of multiple vehicles
would require incorporating OCC and photogrammetry
technologies [43]. Photogrammetry [44, 45] deals with
a branch of geometry wherein an image sensor (IS) is used to
measure an object by quantifying the photon intensities of
different wavelengths of light incident on an area, that is,
a unit pixel of a camera. Photogrammetry helps accumulate
information on semantic and geometric properties and
variation of relative distances of objects, which refers to
vehicles in this context. .is vehicle location information
can be shared with following vehicles with the help of OCC
and rear-facing LED lights. Figure 1 shows a vehicle lo-
calization scheme combining OCC and photogrammetry.

A vehicle localization technique, wherein each FV
broadcasts its identity (ID) to the HV as FV-ID, is proposed
herein. After extracting the unique ID from the received
signal, the HV can distinguish an FV from other FVs. Since
the HV and FV simultaneously change their positions over
time, location of the HV should be normalized based on the
location of a fixed object, for instance, an SL. Comparing
the locations of more than one SL relative to the HV, a
virtual location of the HV can be temporarily generated.
.is HV location information acts as the origin of a Car-
tesian coordinate system that allows determining the FV
location relative to the HV.

For autonomous vehicle localization, infrared LED
array can be attached at the SLs and back side of the FVs to
clarify the area of the LED array. .ough the near-infrared
(NIR) source is visible to the camera, it is possible to receive
data from the FVs and SLs. Detecting light intensity for the
nearest light sources is much higher on the IS of the camera
of HV rather than far distance light source. Compared with
visible light-based communication, NIR-based communi-
cation is influenced by the optical channel. Under daylight,
it is challenging to receive data from an NIR-based trans-
mitter. Importantly, a recent development of high-dynamic
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range imaging technique reduces noise and enhances the
image quality under daylight [46, 47]. .erefore, it is ex-
pected that ambient light no longer poses a problem for
OCC, even when the transmitter possesses an NIR-optical
band. Simulation results show vehicle localization accuracy
with considering the impact of several parameters including
signal-to-interference-plus-noise ratio (SINR), IS resolu-
tion, camera exposure time, and the distance between two
SLs.

.e remainder of this paper is organized as follows:
Section 2 explains a detailed theoretical and mathematical
model of our proposed scheme. Experimental setup for
distance measurement is shown in Section 3. In Section 4,
the simulation results associated with vehicle localization
studies are presented. Finally, Section 5 presents a summary
of lessons learned and concludes this study.

2. Development of Proposed Scheme

Almost every vehicle produced in recent years is equipped
with a camera (i.e., less than 30 frames/sec) that is used to
monitor the outdoor scenarios and to assist the drivers by
providing a view of their blind spot. Herein, the HV
communicates with the FV and measures the distance be-
tween vehicles using such a camera mounted in front of the
vehicle. Using OCC, this camera detects transmitted signal
IDs, such as FV-ID and SL-ID from each FV and SL si-
multaneously. A pair of taillight on FVs transmits ID in
different phases to modulate the data using a modulation
scheme called spatial two phase-shift keying (S2-PSK) [48]
to the HV’s camera. .ese LEDs transmit at a constant clock
rate (e.g., 125 or 200Hz) to send a flicker-free signal..e SLs
use the same modulation scheme as the FV for transmitting
the SL-ID. MIMO is a distinctive functionality of a camera
that helps distinguishing FV-ID from SL-ID. .ese IDs are

required to determine the ROI for vehicle localization. .e
ROI specifies the camera’s viewing region within an image
and helps minimize the scope of false-position results from
the main event. On the road, an FV can move side to side or
change its direct distance with respect to the HV, which we
stated as horizontal shift and vertical shift, respectively.
.ese position shifts lead to a change in image size that can
be measured from the IS. Both the FV and HV move si-
multaneously; therefore, it is not always possible to localize
the position of the FV relative to the HV. However, if the
position of the HV is known, the relative positions of the FV
and HV can be easily compared. .e position of SL is fixed
relative to every vehicle on the road; therefore, it is necessary
to receive SL-IDs from the SLs to determine the HV position.
Figure 2 shows a flowchart of the proposed localization
scheme wherein the FV location information is compared
with the current HV location to identify special and tem-
poral cases. After receiving IDs, algorithmwill move ahead if
the size of detecting image area of FV is greater or equal to
unit pixel area. In decision symbol of the algorithm, the
threshold value indicates the minimum distance between
HV and FVs to avoid collision.

2.1. LED-ID from SL and FV. In Figure 3, the two LED pairs
fixed on the back of the FV transmit a modulated FV-ID
[48]. .e SL transmits the SL-ID using the same modulated
signal (i.e., S2-PSK) by dividing a single LED array into two
pairs of LED arrays. Depending on the input bit sequence,
the transmitting signal phases of the LED array pairs can
differ. .e scheme uses a symmetric Manchester symbol to
map each LED symbol. Using a spatial under-sampling
approach, the LED pairs transmit in the same phase for
bit 0 and in different phases for bit 1. .e bit interval s1(t)

for one of the tail LEDs is as follows:

Forwarding vehicle#2

Forwarding vehicle#1

SL-ID#1SL-ID#2
SL-ID#3

FV-ID#2

FV-ID#1

Image sensor of 
camera: HV

Camera of HV
Streetlights

Host vehicle

Figure 1: OCC and photogrammetry-based vehicles localizing by comparing relative position with the help of streetlights.
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where k is an unsigned integer of N bit-interval cycles, Tbit is
a bit interval, and T is the cyclic interval of signal.

.e bit interval s2(t) for other of tail LED is as follows:
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From the same camera image, the S2-PSK demodulates
a bit from a pair of states of two different LEDs. At
sampling time ts, the same states of two tail LEDs on the
same image resemble bit 0, otherwise bit is 1. XOR op-
eration determines the value of bit captured in the same
image as follows:

bit � s1 ts( ⊕ s2 ts( , (3)

where s1(ts) and s2(ts) are the states of two LEDs at sam-
pling time ts.

Compared with other modulation schemes (e.g.,
undersampled phase shift on-off keying) [49], this de-
modulation can gain a lower bit error rate (BER) within an
image. A nonlinear XOR classifier can remove the remaining
BER. .e BER performance of this modulation scheme [41]
is stated as follows:

Pe,S2−PSK � 2αpe 1− αpe( , (4)
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Figure 2: Flow chart for a vehicle localization technique based on OCC and photogrammetry.
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where pe is the bit error probability of the LED state and α is
the error rate enhancement.

Considering environmental effects, the SINR [50] is
expressed as follows:

SINR �
κPoptH 

2

ι2N0B +  κPoptHelse 
2, (5)

where κ is the optical-to-electrical conversion efficiency at
the camera, N0 is the noise power spectral density, B is the
modulation bandwidth,H is the optical channel gain,Helse is
the channel gain for interfering light sources, Popt average
optical power, and ι is the conversion between average
electrical power Pelec and average optical power Popt.

Meanwhile, the optical channel gain is expressed as
follows:

H �
(m + 1)Ac

2πD2 g(θ)Ts(θ) cosm
(ϕ) cos(θ) , (6)

where m is the Lambertian index, Ac is the physical area of
IS, D is the distance between transmitter and receiver, θ is
the angle of incidence, and ϕ is the angle of irradiation.

2.2. Camera Calibration and Photogrammetry. In computer
vision applications, camera calibration is essential to de-
termine real-world coordinates from simple 2D images. .e
simplest camera calibration method involves using a pinhole
camera model to provide a perfect perspective trans-
formation [51]. In a Euclidean coordinate system, the origin
of the projected object coordinates is shifted from the
principal point of the camera’s image plane, as shown in
Figure 4. Mapping an object’s Euclidean three-space R3

coordinates (X, Y, Z)T to the Euclidean two-spaceR2 allows
for the mapping of an object from the real world to image
coordinates as follows:

(X, Y, Z)
T→

FX

Z
+ px,

FY

Z
+ py 

T

, (7)

where F is the focal length of the camera and (px, py)T are
the principal point coordinates of the camera.

Homogeneous vectors allow us to map the coordinates
of the real world, and an image in terms of matrix multi-
plication as follows:

fX + Zpx

fY + Zpy

Z

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠ �

R −RC

0 1
 

Fx s px 0

Fy py 0

1 0

⎡⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

⎤⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

X

Y

Z

1

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

⎞⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠
,

(8)

where Fx(�Fmx) and Fy(�Fmy) represent the focal length
of the camera in terms of pixel area along the x and y

directions, respectively; s is the skew parameter, and it is
normally zero; R is the camera’s orientation relative to real-
world coordinates; and C denotes the camera’s coordinates.
Here, mx and my denote the number of pixels per unit
distance, expressed as image coordinates in the x and y

directions, respectively. Equation (8) can be expressed
succinctly as follows:

x � RK[I|−C]X, (9)

where K is the calibration matrix of the camera, X is the
coordinate matrix in a world coordinate frame, and I is an
identity matrix.

Let the distance from the LED to the camera lens be D,
and the distance from the focal point of the camera to the
projected image on the IS be e. .en, the ratio of LED
distance and image distance is distance as follows:

D

e
�

D

F
− 1. (10)

Image area calculation performance depends on F and
D, and it must satisfy the condition F< <D. .erefore,
(D−F) is equivalent to D. .e ratio of height and width
of an LED (l, r) and the same ratio of the projectile image
(li, ri) are known as the magnification of camera lens. .is
ratio is similar to the ratio of LED distance D and image
distance e, which is described as follows:

liri �
F2lr

D2 . (11)

.enumber of pixel on IS for a particular object nIS is the
ratio of projected image area to the unit pixel area of the IS.
In an IS, the unit pixel length is ρ, unit pixel area is ρ2, and A

is the area of the LED light source. .us, the following
equation can be stated from (11) as follows:
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Figure 4: Camera calibration for vehicle localization.
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D �
F

ρ

���
A

nIS



. (12)

Distance is always an absolute value; therefore, the
negative sign in (12) can be discarded. If the camera focal
length F and unit pixel length ρ are maintained constant for
a certain camera, the distance of the LED is kept pro-
portional with respect to the square root of the LED’s area
and disproportional with respect to the square root of pixel
area of that LED on the IS [39].

2.3. Determining HV Position. .e origin in coordinate
systems, such as the Cartesian and polar coordinate systems,
is required to determine the position of one or more objects
in either 2D or 3D space. In an outdoor environment, nearly
every vehicle frequently changes its location; the measure-
ment distances from HV to FV are not always accurate
because of subsequent variations in their relative positions
over time. .erefore, the location of FV from the origin or
any stable location cannot be measured, and it is better if the
HV location is known throughout this period. .e shift in
the FV’s location can be measured by comparing is location
with the current location of the HV.

In our proposed localization scheme measures, the HV’s
location by comparing it with the location of SLs. SLs’ lo-
cation is always fixed with respect to other vehicles within
this mobile scenario. .is distance comparison yields lo-
cation information for the HV, which also represents its
virtual coordinates. To ensure the accuracy of this mea-
surement system, location information from the onboard
diagnostic II (OBD II) system and SLs is combined by the
HV. .e SL-ID should contain unique information that
helps to distinguish this ID from other transmitted signals,
such as FV-ID..e header of the SL-ID indicates that this ID
belongs to a specific SL. In addition, other information, such
as height of the SL from the ground and distance between
two SLs on the same road, can be added after the header of
the ID. At the same direction, there is a similarity among all
SL-IDs of the SLs and a unique value within the IDs in-
creasing or decreasing gradually.

After selecting the ROI, the distance between the
camera and LED of the SL is measured using photo-
grammetry. Figure 5 shows the change in getting an SL-ID

within the field of view (FOV) of the camera owing to
a change in the HV position. .e two axes are used to show
the midpoint of IS. In Figure 5(a), the ID from the SL
shows SL-ID#1∼SL-ID#4 at time t. .ese IDs vary from SL-
ID#2∼SL-ID#5 at time (t + 1), which is shown in Figure 5
(b). .e size of the projectile image area of the nearest SL
occupies a greater area on the IS compared with other SLs.
.e direct distance is calculated using (12); the distance for
SL-ID#1 is shorter compared with that for SL-ID#4, as
shown in Figure 5(a).

Using OCC, the camera decodes the SL-IDs of the SLs.
Figure 6(a) shows that the SL’s height is (SL hn), and the
constant distance between two SLs is dn, where nth(n �

1, 2, . . . ,N) is related to the number of SL. Using photo-
grammetry, DSLj−HV is determined as the measured direct
distance between the camera and SL’s LED, where jth(j �

1, 2, . . . ,N) states the number of iteration sequence over
a period..e horizontal distance between the camera and SL
is aj. .ese horizontal distances are calculated by applying
Pythagorean theorem on a right triangle where DSLj−HV and
SL’s height are the remaining two sides of that right triangle.

From the top geometric view, a few triangulations can be
generated after decoding this distance information. At
a certain time, applying Pythagorean theorem again to
triangles CSL1Ht and CSL1SL2, we obtain

a
2
1 � c

2
+ h

2
, (13)

a
2
2 � (d + c)

2
+ h

2
, (14)

where h is the horizontal distance from the camera to the
pavement, c is the distance between the cross point of the
horizontal line and the shortest distance from the cross point
to the SL, a1 is the horizontal distance for SL1, and a2 is for
SL2 shown in Figure 6(b). In all cases, c<d. We combine (13)
and (14) as

c �
a2
2 − a2

1( − d2

2d
. (15)

.e horizontal distance is determined from the camera
to the pavement by combining (13) and (15) as follows:

h �

������������������

a2
1 −

a2
2 − a2

1( −d2

2d
 

2




. (16)

SL-ID#1

SL-ID#2

SL-ID#4

SL-ID#3

(a)

SL-ID#2

SL-ID#3

SL-ID#5

SL-ID#4

(b)

Figure 5: SL-IDs change with the change of HV’s position from (a) at time t to (b) at time (t+ 1).
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.e position of HV is a function that varies with the
horizontal position hj, which is always positive; angular
position θSLj−HV of the SL relative to the HV; SL’s LED image
area is nIS SL on IS; and velocity of HV is VHV. When the HV

moves, the parameters related to the HV’s position change. If
the initial position is recorded at time t; after Δt, the position
of HV states as follows:

PHV(t + Δt) : hj ± Δh;ΔθSLj−HV; nIS SL ≥ ρ2; VHV
Δ cj + dn 

Δt
⎛⎝ ⎞⎠

⎧⎨

⎩

⎫⎬

⎭. (17)

.e horizontal distance between the HV and the pavement
is a function of the horizontal direct distance aj, distance be-
tween two SLs, that is, dn; and distance between the cross point
of the horizontal line and the shortest distance from the cross
point to the SL, that is, cj, where all these values are also changed
according to the change of the angular position θSLj−HV.

h aj, cj, dn  : ΔθSLj−HV . (18)

.e direct distance between the SL and HV depends on
the area of the SL’s LED nIS SL on the IS and the angular
position θSLj−HV. If the value nIS SL is less than the unit pixel
area ρ2 (this will happen when the position of the SL is too far
from the HV); the value of image area is ignored from the
calculation. On the other hand, angular position θSLj−HV
changes with the bending of the road (or the edge of a road)
and DSLj−HV changes accordingly. .erefore, the following
expression is stated for measuring direct distance:

DSLj−HV nIS SL,ΔθSLj−HV  : nIS SL ≥ ρ2;ΔθSLj−HV .

(19)

From initial time t to Δt, the changes of angular position
is found by simply comparing current angular position with
previously recorded value as follows:

ΔθSL−HV(t + Δt) : θSL1−HV ∼ θSL2−HV . (20)

.e horizontal distance hj is set as the x coordinate and
cj is set as the y coordinate for the HV with respect to the
nearest SL. .erefore, when the HV moves, this distance
information is updated. Figure 7 shows the flowchart for
calculating and correcting horizontal position information.
From (20), a considerably initial angular position θSL1−HV
compared with the conjugate angular position θSL2−HV in-
dicates the presence of a ground curvature. In such cases,
infrastructure effect optimization is required; otherwise, the
horizontal distance can be easily updated.

2.4. Determining the Position of FVs using the Position of
HV. Each vehicle has a pair of headlight and taillight.
Using OCC, taillights of FVs transmit modulated signals to
a receiver, that is, the camera of the following vehicle.
Using this modulated signal, the FV transmits emergency
information along with some basic vehicle information,
for example, the area of the single light from the rear of the
vehicle. .is transmitted signal from one pair of taillights
is noted as FV-ID, and one ID is unique compared to other
vehicles’ IDs.

For a proper communication among vehicles (i.e., FVs
and HV) on the road, the signal transmitted from both
taillights must be received by the camera..ere are scenarios
in which signal interruption can occur; for instance, the HV
may monitor two vehicles from an angle wherein one of the
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Figure 6: Obtaining virtual coordinates from (a) road scenario (geometric view (side)) and (b) measuring vertical distance from the HV to
pavement (geometric view (top)).
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lights from a single vehicle is covered by the other vehicle. In
this case, data extraction is not possible although a single
light signal is received by the HV’s camera. Moreover, two
vehicles can be differentiated using their FV-IDs even if they
are moving in parallel. .e advantages of LED-ID-based
vehicle identificationmake it possible to fix the ROI, which is
the preliminary condition for successful communication and
localization. Figure 8 shows every FV broadcasting FV-IDs

along with the SL as SL-IDs. In Figure 8(a), the background
is turned black by controlling the shutter speed of the
camera, which is mounted in the HV. After demodulation
and decoding of the transmitted signal, all IDs are accu-
mulated, as shown in Figure 8(b).

.e area of taillight LED arrays on the IS changes relative
to changes in the distance between the HV and FV. By
calculating the area of these images on the IS, two types of

Start

Calculating pixel area on
image sensor

Remove from calculationηIS_SL≥ ρ2?
No

Yes
Δθ(t):

θ(t1)–θ(t2) = 0 
?

Optimizing infrastructure 
angular position

Update current position of 
HV

Yes Yes

No
Distance from cross section 

to nearest SL, cj y
HV’s horizontal distance 
from pavement, hj x

Figure 7: Flowchart of detailed development of the HV’s location information.

(a)

FV-ID#1FV-ID#3
FV-ID#4

SL-ID#1

SL-ID#2

FV-ID#2

(b)

Figure 8: Using OCC, (a) selecting region of interest and (b) receiving IDs.

(a) (b) (c)

Figure 9: A pair of FV’s taillights moves from the left to the middle and finally to the right on the image sensor; implying that the FV is
moving right to left with respect to the HV. (a) FV at the right side of the HV. (b) FV stays straight of the HV. (c) FV at the left side of the HV.
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FV position shifts can be determined with respect to the HV,
namely, horizontal shifting and vertical shifting. Horizontal
FV shift will be visible if the vehicle changes its position from
side to side. Concurrently, the vehicle can slow down,
changing the direct distance between the FV and HV, which
is defined as vertical shift. Figure 9(a) shows an image of the
taillight LED that is projected on the left side of the image
after being refracted by the camera lens. .e image of the
original light source is on the HV’s right side. Furthermore,
Figures 9(a) and 9(b) show that the vehicle is moving from
the right to the middle and later to the left with respect to the
HV. By contrast, in Figure 10(a), the area of the projected
image is smaller than that of the other two Figures 10(b) and
10(c), which shows that the FV was initially far from the HV
and that this distance decreased gradually.

Generally, an IS consists of a 2D pixel array of photo-
detectors and transistors, vertical and horizontal access
circuitry, and readout circuitry. Each and every pixel is
accessed by the access circuitry, and readout circuitry helps
to read the signal value in the pixel. In dense traffic scenarios,
the angular position of the FV fromHV helps to alleviate the
position measurement error. .erefore, at the middle of the
IS, a plate is considered as the center plane as in Figure 11

which vertically separates the IS into two. With respect to
this plane both angular displacement θFVk

of FV and hor-
izontal displacement HdIS FVk

on the IS for corresponding
FV can be measured. Here, kth(k � 1, 2, . . . ,N) is the
number of received FV-ID by the HV’s camera. In Figure 11,
different image colors on the IS distinguish one FV-ID from
other FV-IDs..e angular displacement θFVk

of FV is always
zero when the FV locates at center plane. Otherwise, the
numerical value of angular displacement helps us to mitigate
some challenges from FV positioning, for example, depth
estimation, lane changing information, and position esti-
mation error mitigation for left-right side of the road. .e
calculated horizontal displacement HdIS FVk

on the IS for
corresponding FV is the function of FV’s taillight image area
nIS FV and depends on angular displacement θFVk

of FV as
follows:

HdIS FVk
nIS FV ≥ ρ2  : θFVk

 . (21)

FV’s position can be determined by comparing with the
position PHV of HV and taillight image area nIS FV of FV,
horizontal displacement HdIS FVk

on the IS for corre-
sponding FV, and the speed of FV, that is, ΔVFV. Overtime,
these parameters will change, and consequently, the position
of the FV will change. If t is the initial time, then possible
position of FV at Δt is as follows:

PFV(t + Δt) : PHV(t + Δt); nIS FV ≥ ρ2; HdIS FVk
;ΔVFV .

(22)

3. Experimental Distance Measurement

Distance measurement using a camera is one of the im-
portant steps in the proposed scheme. Figure 12 shows the
experimental setup and distance measurement procedure
performed using our existing facilities under an ambient
light environment. A circular LED light was used to transmit
the signal. A smartphone camera was used as the receiver.
With movement of the smartphone, the observed distance
changed. Figure 13 shows the results of experimental dis-
tance measurement..e result shows the percentage error in
measurement with respect to the actual distance. .e error
resolution seems to remain within 1% for most distance
measurements. Although the experiment could not be

(a) (b) (c)

Figure 10: A pair of FV’s taillight increases in size gradually from left, middle, and right on the image sensor; implying that the FV is moving
closer to the HV. (a) FV keeps safe distance from HV. (b) FV stays min. distance from HV. (c) Critical distance between FV-HV.

Center plane

HdIS_FV1 HdIS_FV2
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Figure 11: Measurement of vehicular angular position from
horizontal displacement on the image sensor.
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performed in a real vehicle environment owing to lack of
facilities, this distance measurement experiment validated
the feasibility of the proposed scheme.

4. Simulation Results

Several factors and environmental impacts must be con-
sidered for achieving localization accuracy. We considered
a smooth surface to ignore the turbulence caused by vehicle
movements and the impacts of other bad weather conditions
(e.g., fog, snow, and rain) for generating the simulation
results. .e effect of a single parameter on vehicle locali-
zation accuracy was considered, whereas the other param-
eters were maintained constant. Table 1 lists the transmitter

parameters for transmitting and summarizes the specifica-
tions of the receiver (i.e., camera) and the optical channel
environment.

A low-pass filter-like Gaussian filter is used to estimate
the BER performance of the OCC system with respect to the
SINR as a blurring filter for image processing. In this case,
the variance σ2

c (� 0.5) for channel filtering is considered
zero in ideal state. .e curves for the case of estimated
variances σc � 0.1and1.0 of the Gaussian filter are plotted
in Figure 14 to evaluate the influence of the estimation error
of the channel filter. In this regard, S2-PSK modulation
technique-based OCC system shows better BER perfor-
mance with respect to SINR.

~609 mm 600 mm

(a)

2550 mm

2548 mm

(b)

Figure 12: Experimental setup for distance measurement: (a) LED
light at the distance of 600mm and (b) LED light at the distance of
2550mm from the camera.
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Figure 13: Experimental measured distance value versus error
resolution.

Table 1: Transmitter and receiver parameters for simulation
results.

Parameter Value
Parameters for transmitter
Size of LED panel 10×10 cm2

Modulation method S2-PSK
Encoding method Manchester coding
Data rate 15 bps
Parameters for receiver
Detection distance 30–200m
Horizontal FOV 90°–120°
Image resolution 1–10 megapixels
Sensor physical size 36× 24mm2

Frame rate 30 fps
Focal length 16–25mm
Pixel size 2.5–4 µm
Lens aperture 4
Exposure time 1/2000 to 1/15 sec
Height of SL 7m
Interdistance between SL 25m
Lane width 10m
Vehicle speed 0–110 km/h

0 5 10

BE
R

15 20 25 30
SINR (dB)

Ideal case
0.1
1
S2-PSK

10–5

10–4

10–3

10–2

10–1

100

Figure 14: SINR versus BER.
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Data rate is depending on the camera frame rate. It is
possible to detect one-bit data from one camera frame. For
instant, 30-bit data can be received from the camera which
frame per second (fps) is 30. In S2-PSK, the Manchester
coding is used for data encoding. .erefore, half of total bits
per second (bps) generates from 30 fps camera, that is,
15 bps. Figure 15 shows BER performance of the camera
receiver with varying data speed. For simulation, result is
formulated for 1 bps, 2 bps, 5 bps data speed and required
LED power is increased accordingly.

.e distance error occurs when there is a discrepancy
between actual and measured values of distance. .e sys-
tematic error caused by environmental facts, surveillance
approaches, and tool leads to this mismeasurement in such
dynamic vehicular environment and needs to be minimized
to achieve better positioning accuracy. .e average error
takes from series of repeated measurements, whereas the
maximum error generates from single measurement. .e
association of the distance error with different camera pa-
rameters in the point of average and maximum errors helps
us to improve the performance of distance measurement
approach. IS resolution is an important camera parameter
which is defined by the number of total pixels and has an
impact on distance calculation. It is possible to calculate the
area of LED array more precisely if the camera resolution is
higher. Higher resolution provides the detail about the
detected LEDs to measure their area on the IS. Lower res-
olution will cause more errors in distance measurement. In
Figure 16, at 1 megapixel, both maximum and average
distance calculation errors are higher, that is, 17.5 cm and
13.3 cm, respectively. From 5 to 10 megapixels, the maxi-
mum distance measurement error is varying linearly,
whereas the average error is fixed.

In our proposed scheme, the camera should receive
signal from LEDs at very high speed moving scenario.
During this dynamic scenarios, the IS should completely
expose under the illumination with every detail of the

targeted LEDs, that is, streetlights and taillight of for-
warding vehicles. .e exposure time (or shutter speed) of
the camera will ensure a period when the amount of light
will be exposed on the IS. In the high-speed vehicular case,
large exposure time of the camera will cause a blurred
image and short exposure time will allow us to capture
detailed flashes of light from a target object. Due to the
dependency on the received image quality at IS, exposure
time has an impact on evaluating the performance of
distance calculation. Both average and maximum distance
measurement errors show equivalent evolvements with the
exposure time of camera IS in Figure 17. Localization
accuracy is better at lower exposure time (i.e., 1/2000).
However, when the exposure time is 1/15 in a second, the
distance measurement error is maximum (i.e., 18.8 cm) at
maximum error case.

In the mobile environment, speed and position shift;
these are two important factors that cause effect on vehicle
distance measurement. We are considering zero shifting of
FV with respect to HV to simulate the effect of speed of FV
on the distance calculation error. .e speed of FV is varying
from 0 to 110 km/h within 200m distance, whereas the speed
of HV is considered constant, that is, 30 km/h, during
simulation period which is plotted in Figure 18..erefore, at
the very beginning, the distance measurement error will
occur due to the speed of HV with respect to the FV. With
the increase of the FV’s speed, both average and maximum
distance measurement errors are increased gradually up to
110 km/h speed. .is distance measurement error occurs
due to the execution time required for position calculation
by the HV.

At constant vehicular speed (i.e., 50 km/h), position
accuracy of HV is measured wherein the distance between
SLs varied from 10 to 150m. From Figure 19, it can be seen
that as the internal distance between the SLs increases,
the accuracy decreases. Moreover, at the beginning, the
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Figure 16: Image sensor resolution of the camera with respect to
the distance measurement error.
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simulation results show that the distance measurement
accuracy is relatively lower owing to the speed of the HV and
data extraction from the SLs. At 50 km/h, the distance be-
tween two conjugate SLs is very small, that is, 10m.
.erefore, within a very short period, the number of SLs
crossed is greater compared to the case wherein the distance
between two SLs is 40m. At the highest point of the graph, it
simplifies that the distance between SLs and receiving SL-
IDs well execute to get better distance measurement accu-
racy, that is, nearly about 90%. In addition, the number of
SLs influences the performance calculation. Performance
improves as the number of SLs increases. .is ensures the
possibility of obtaining a greater number of SL-IDs at the

same time and calculating the position of the HV more
precisely. Furthermore, as the distance between SLs in-
creases, the chance of comparing the location information of
the SLs for accurate HV positioning is minimized. As
a result, the slope of distance measurement accuracy moves
downward. .e variation of the lines maintains a constant
margin of up to 150m because SL-IDs have not been ob-
tained yet.

5. Conclusions

A vehicle localization technique in an outdoor environment
is proposed herein. .e technique employs photogramme-
try, which is a novel idea for localization. Implanted OCC
with photogrammetry improved vehicle localization per-
formance. .e proposed technique was used to measure the
distance between HVs and FVs by calculating the image area
on the IS. Beforehand, the HV receives FV-IDs from each FV
and uses OCC to decode these IDs. .e HV’s current lo-
cation information helps mitigate the possibilities of relative
position shifts among the HV and FV..e SL communicates
with the HV in the same way as the FVs. Location in-
formation of the HV is accumulated by comparing the lo-
cation of SLs with the HV’s OBD II system. Experimental
distance measurement confirmed the feasibility of the
proposed scheme. Overall distance measurement errors
were within 12–20 cm, wherein a change in one parameter
was considered. .e sizes of the tail LEDs of FVs are dif-
ferent; recognition of such LEDs is out of the scope of this
study. A deep learning-based algorithm will be required to
boost the performance of this single camera to overcome all
challenges related to vehicle detection and localization.
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Large-scale industrial IoT services appear in smart factory domains such as factory clouds which integrate distributed small
factories into a large virtual factory with dynamic combination based on orders of consumers. A smart factory has so many
industrial elements including various sensors/actuators, gateways, controllers, application servers, and IoTclouds. Since there are
complex connections and relations, it is hard to handle them in point-to-point manner. In addition, many duplicated traffics are
exchanged between them through the Internet. Multicast is believed as an effective many-to-many communication mechanism by
establishing multicast trees between sources and receivers. 0ere are, however, some issues for adopting multicast to large-scale
industrial IoT services in terms of QoS. In this paper, we propose a novel software-defined network multicast based on group
shared tree which includes near-receiver rendezvous point selection algorithm and group shared tree switching mechanism. As
a result, the proposed multicast mechanism can reduce the packet loss by 90% compared to the legacy methods under severe
congestion condition. GST switching method obtains to decreased packet delay effect, respectively, 2%, 20% better than the
previously studied multicast and the legacy SDN multicast.

1. Introduction

Internet of 0ings (IoT) makes things exchange data with
other physical/virtual things through the Internet. Most of
IoT services monitor specific objects or place by means of
suitable sensors, and make decisions based on the sensing
data to optimize some situations, such as air conditioning for
home. Many manufacturers try to collect the data from
customers in order to accumulate user and device in-
formation generated by their products. 0e data made by
things have the great importance in business value chain and
future usage. 0erefore, many components of IoTecosystem
need the raw data from sensors or processed data by some
machines. 0at is to say, IoT application servers and IoT
storage clouds may simultaneously require the data for
analyzing the status of a thing and some other objectives.

In industrial IoT (IIoT), such as smart factory, so many
sensors are more and more deployed in production lines in
order to deeply watch into the factory environments and
enhance the productivity as a result [1]. Comparing with

general IoT, IIoT requires much more dependable net-
work services with low transfer delay, high reliability, and
dynamic reconfigurability in terms of a network service
because there are real-time cooperative machines with self-
optimizing functions based on the machine or production
process states detected by monitoring sensors [2–4]. Espe-
cially, factory cloud service or manufacturing as a service
(MaaS) can be one of new manufacturing paradigms as
shown in Figure 1 [5]. Manufacturing is evolving toward
personalized production system by the order of user re-
quirements. In factory cloud service, small production lines
are integrated into a large-scale virtual factory where
a subfactory sector should share the entire virtual factory
information from the other subfactory sectors because the
condition of other factories seriously affect the entire pro-
duction schedule. All the production activities including
automatic logistics are instantly scheduled by the order from
users on line.0is virtual factory concept can be also applied
to a large factory system such as Samsung Electronics in
the same way. Big data from each subfactory sectors are
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multicasted to the other sectors or computing systems, for
example, IoT clouds with artificial intelligence (AI) or fac-
tory application servers including manufacturing execution
system (MES), product lifecycle management system (PLM),
enterprise resource planning system (ERP), supervisory
control and data acquisition (SCADA), and so on.0erefore,
dynamic network reconfiguration and high-level QoS will be
strongly necessary to this kind of industrial services [6, 7].

As mentioned above, a large-scale IIoT faces the re-
quirements of scalability and complex QoS [6, 7]. Actually,
real-time factory control requires deterministic network
operations supporting guaranteed time delay in which
packets must be delivered from sensors to actuators via IIoT
control systems in a few hundred milliseconds [8]. Re-
liability of packet delivery is also necessary to ensure very
low packet loss for serious data such as control messages in
terms of QoS [9, 10]. On the other hand, IP-based Internet
has difficulties for supporting dynamic optimal path routing
or network reconfiguration based on real network conditions
because of its distributed routing characteristics. 0e future
IIoT services need multiple network services including dy-
namic multipoint communications, quality of service (QoS)-
based path rerouting and unpredictable IIoT device changes.
0erefore, software-defined networking (SDN) is suitable for
IIoT network services where it can efficiently perform the
network services by means of global network view [11].

In this paper, we propose a novel SDN multicast based
on group shared tree (GST) for large-scale IIoT environ-
ments. It can solve the critical issues including end-to-end
delay time, packet loss, and network scalability. 0is paper is
composed of as follows. In Section 2, we will summarize the
SDN, IP multicast, and the legacy SDN multicast mecha-
nisms. In Section 3, we describe the proposed SDNmulticast

architecture. Also, our paper explains near-receiver dynamic
rendezvous point (RP) selection algorithm, a state machine
of GSToperation, basic GST flow entries, and GSTswitching
mechanism. Section 4 proves the performance of the pro-
posed architecture in terms of packet loss and end-to-end
delay time. Finally, the conclusion and future works of SDN
multicast will be given.

2. Related Works

2.1. Software-DefinedNetworking. Applications with various
characteristics have different network requirements [12].
0e legacy network has limitation to meet these re-
quirements [13]. SDN was proposed to make networks
flexible to overcome the limitation of a legacy network [14].
SDN is separated by three layers, which are data layer,
control layer, and application layer. 0e lowest layer is the
infrastructure layer, which includes network devices such as
switches. 0is layer is also called “Data Plane.” Network
elements are forwarded through the infrastructure layer, and
the status information of each local network device is also
monitored. 0e above layer is the control layer. It is also
called “Control Plane.” 0e control layer consists of SDN
controllers. A SDN controller is an essential component
which provides functions of global network monitoring,
network service definition, and configuration.

0e control layer receives and uses every local network
information from the infrastructure layer through the
southbound interface.0e openflow protocol is the dominant
protocol for the southbound interface [15]. Based on the local
network information, the SDN controller monitors the net-
work status and performs network control such as flow and
path configuration. 0e commonly used SDN controllers are

SDN networkSubfactory 1
Gateway

SDN controller
Southbound interface

(e.g., openflow)
Reconfiguration

by openflow
Subfactory N

Subfactory 3
Subfactory 2

Flexible process change
Real-time production control
Intelligent network control

IoT cloud

Servers (MES, ERP, PLM)
Dependable data bus for factory cloud service

Figure 1: Factory cloud service concept based on Industrial IoT.
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Opendaylight, Floodlight, and Ryu controllers [16, 17]. 0e
application layer above the control layer has network ap-
plications to conduct various network functions which have
various network features. 0e interface between the appli-
cation layer and the control layer is called northbound in-
terface. 0rough the northbound interface, the application
layer receives the global view of the network and sends the
guideline for defining network service. In the northbound
interface, RESTful API is mainly used for exchanging network
resource information. 0rough these three layers of SDN, the
network can be flexibly controlled to satisfy various com-
munication requirements of each network application.

2.2. IP Multicast. 0e legacy multicast mechanisms can be
categorized into two types: source based tree (SBT) and GST
[18, 19]. SBTmulticast mechanism is a multicast method of
constructing a multicast tree for each source as a tree root,
and there are multicast OSPF (MOSPF), distance vector
multicast routing protocol (DVMRP), and protocol in-
dependent multicast-dense mode (PIM-DM) [20, 21]. GST
multicast mechanism is a multicast method of making
a single sharedmulticast tree for all the sources in a multicast
session, and there are core based tree (CBT) and protocol
independent multicast-sparse mode (PIM-SM) [22]. GST
creates a single tree path structure consisting of a group of
senders and receivers. GST has a core node or an RP which
works as a central point of multicast packet transmission for
all the sources and the receivers in a multicast group. 0e
SBT and GST have each different required resources of the
switch. 0e SBTdoes not consider created a number of flow
by receiver for each source, so a state explosion is happened
caused by a large number of multicast sources, such as
sensors and sensor gateways [23]. SBT does not have any
multicast core which multicast traffic should be passed, so
the SBT can communicate in real time. However, SBT
multicast mechanism does not guarantee real time in all
cases. Creating amulticast tree does not consider receiver for
each source, so a state explosion is happened caused by
a large number of multicast sources, such as sensors and
sensor gateways [23]. On the contrary, the GST only needs
a resource by the number of the multicast group. 0e
multicast traffic of GSTmust pass through the RP when the
source transmits a packet to all receivers. 0e weak points of
GSTare, however, RP overload and nonguaranteed real-time
communication. Although GST multicast reduces the
number of multicast flows, it must ensure real-time service
and solve RP overload problems in order to achieve a critical
QoS of the IIoT service [24, 25]. 0erefore, GST applied to
IIoTshould reduce packet loss by RP overload and minimize
other packet loss reasons.

2.3. SDN Multicast. As mentioned above, the multicast
mechanisms such as GSTand SBTare difficult to construct an
adaptive multicast tree. Some research has been performed on
setting the path by applying the SDN to the legacy multicast
mechanism [26]. Tim suggested the SDNmulticast SBT, early
branching shortest path tree (EBSPT) [27]. EBSPT find
branches, which are split by paths between sources and

receivers. 0e multicast packet sends to branches through the
IP tunneling.0e packet that arrives at the brunch converts to
a unicast packet and goes to the receivers. Tim proved the
network scalability of EBSPT by using an installed number of
flow states and transmitted multicast packet count as eval-
uation metrics of an experiment. Lin and Cui proposed an
optimal path by applying SDN to the GST scheme [28, 29].
Locality-aware multicast approach (LAMA) proposed by Lin
separates multicast groups by bandwidth threshold of sources
when multicast groups form [28]. 0e next process selects an
RP by the smallest hop counts between sources and candidate
RP switches. Our proposed RP selection method chooses
an RP that has short distance among candidate RP switches
and receivers unlike the RP selection method by Lin. 0e
proposed multicast method by Lin remains difficult in re-
solving path switch and adaptive RP selection in dynamically
changing networks. Lin predicted to degrade the switch
performance due to a large number of flows per switch in
network with multiple sources. A large number of sources
leads RP overload, and it causes packet loss. Cui implemented
GST to different characteristics network, data center network
(DCN) [29]. DCN has a few core switches which can be
selected as an RP. Cui constructs shared trees to some core
switches. Split multicast packets are sent in order to receivers
through each shared tree. 0e proposed method by Cui is
difficult to manage dynamic multicast groups, so it had
limitation to apply in large-scale networks.

3. The Proposed SDN Multicast Architecture

3.1. .e Architecture Overview. 0e proposed architecture
of the SDN multicast for the large-scale IIoT environment
is shown in Figure 2. In the network architecture data plane
of the network is connected by using openflow switches
[30]. 0e source sends multicast packet, and the receiver
waits for receiving multicast traffic. To receive this packet,
the receivers send Internet group management protocol
(IGMP) report message to the switch which connected at first.
0e switch which received IGMP message sends Packet-In
message to the controller so that controller knows the
group join and the location of receiver.0e receiver’s group
leave is performed in the same way. After that, the con-
troller creates a tree structure from the RP to the receiver.
0e source sends the multicast packet to the first switch,
and the switch sends the multicast packet to the controller.
In other words, the GST is created by combining the path
between the sources and the receivers through IGMP
report message. Finally, when the receiver joins or leaves
the group, it is caused for the RP location to move, and
the sources send packets to new GSTwhich is created by the
GST switching.

3.2. .e Basic Modules of SDN Controller. 0e control plane
of the network is managed by an SDN controller. 0ere are
three basic modules including Topology Discovery, Flow
Installation, and Traffic Monitor. 0e function of each
module is as follows:
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(i) Topology Discovery: 0is module can identify the
status of the network configuration. 0is can obtain
link status or location information of the near
switch through link layer discovery protocol
(LLDP), and based on this, the user can configure
desired global view.

(ii) Flow Installation: 0is module is responsible for
installing flow entries in openflow switches from the
controller. 0is module creates the appropriate
shortest path using the topology discovery module
by looking at a flow entry.

(iii) Traffic Monitor: 0is module checks the flow status
of openflow switches. It monitors the packet which
is forwarded to the switch by checking the packet
counter value in an flow stats reply message. Using
this module, the user can observe periodically how
much the GST affects the RP switch and other
switches and compares the bandwidth of the old
GST and the new GST.

3.3. .e Extended Modules for SDN Multicast. We designed
six extended modules including Group Manager, RP Se-
lection, RP relocation, GST Switching, Tree Management,
and GST Delay Measure. 0e function of each module is as
follows:

(i) Group Manager: 0is module manages information
of sources, receivers, and multiple groups for mul-
ticast communication. 0is module controls dy-
namic source and receiver by parsing IGMP group
join/leave message and stores the information which
is RP position and path of each group.

(ii) RP Relocation: 0is module works in three cases
when the RP position of the multicast GST is
changed, when the summation of bandwidth usage
and all multicast packet size at the new RP is smaller
than the bandwidth usage at the old RP, and when
the delay of the new GST is smaller than the old
GST. It updates the location information of the RP
and the path information of GSTof GroupManager.

(iii) GST Switching:0is module changes the position of
the RP and creates a new GST. To reduce packet loss
caused by GST switching, it helps to clearly control
the path setup between an old GST and a new GST
by using a temporary GST.

(iv) RP Selection: 0is module uses the group manager
and topology discovery to obtain receivers and
a shortest path information, and then it selects the
RP. If the RP cannot be selected, it selects the default
switch as the static RP.0is module supports packet
forwarding and GSTconfiguration with help of flow
installation module.

(v) Tree Management: 0is module performs GST es-
tablishment on the event of RP relocate and
member join/leave of a group. GST information is
generated based on RP location assigned by RP
selection module. 0is has information of GST
topology.0e information is sent to groupmanager.

(vi) GST DelayMeasure:0is module measures the delay
of the old GSTand the newGST.0e controller sends
a Packet-Out message to the RP switch and measures
a return time which arrives packet to the controller.
Using this module, the controller decides whether it
connects to the new GST or not [31].
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Figure 2: 0e proposed large-scale industrial IoT SDN multicast architecture.
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3.4. Near-Receiver Dynamic RP Selection Algorithm. We
proposed the near-receiver dynamic selection algorithm that
determines the RP location when a multicast group member
changes. 0e RP is selected by the sum of the hop count
between the candidate switch and the receivers of each
group.0e join/leave operation of sources does not affect RP
selection. After selecting the RP, the flow installationmodule
configures the shortest tree by combining the shortest path
between the source and the RP and the shortest path between
the RP and the receiver. If there are multiple switches with
the same distance, the switch with the lowest data path id
(DPID) is created as the RP. DPID is the serial number of the
switch. As a result, the location of the RP may be changed to
another SDN switch that is selected by the algorithm on the
multicast session.

0e pseudo code of Near-Receiver Dynamic RP selection
algorithm is shown in Figure 3. N is a graph of the current
network. S is a one-dimensional array of the RP candidate
switches and has the DPID of the switch. R is a one-
dimensional array of receivers belonging to a multicast
group and has the value of the receiver of IP address. D is
a one-dimensional array of the sum of the distance values
between the switch and the receivers. Sl and Rl are the
lengths of each RP candidate switch and receiver switch
array. ShortD is a shortest distance value in the D. RP
variable is the index of the shortest distance value in D.
shortest_path_length is a function to calculate the path
distance between S and the R in N graph [32].

0e algorithm process is as follows: first, call the
shortest_path_length function to calculate the distance of the
shortest path between R and S; second, store the value which
is calculated at first process to D; return the index of D with
the shortest distance in D, stored in RP; and lastly, select RP
switch with matching RP and DPID of S.

3.5. State Machine Design of GST Management. Figure 4
shows the state machine of the proposed GST. 0e old
GST defines a multicast tree before receivers invoked
multicast member query. 0e new GST is a result of the RP
relocation when the receiver invoked a multicast member
query. 0e state machine has four states: Waiting GST,
Compared GST, Temporary GST, and Changing GST.

(i) Waiting GST: 0is is the waiting state before
comparing the state change of the old GST. 0e
waiting state does not change a state until multicast
member sends query message. During the waiting
GST must manage the join and leave of members.
0is member management is the work for modi-
fying the flow of the GST. When the multicast
member state changes, the GST gets permission to
choose the RP. For the optimal changing GST, the
RP position is obtained using the RP selection al-
gorithm. After that, the controller sends a packet to
measure the GST delay from the RP to the switches
which first connects to the receivers.

(ii) Compared GST: 0is state compares the old GST
with new GST. If a location of the new RP and old

RP is different, amount of the old GST delay minus
the new GST delay is bigger than ε, and bandwidth
of the old RP is greater than the sum of new RP
bandwidth and size of the multicast packet, then the
RP relocation is performed. ε is a threshold pa-
rameter of the total delay difference between the
new GSTand the old GSTduring the RP relocation.
0e RP relocation is the action of changing the RP
location, which is the key node of the GST, by using
the near-receiver dynamic RP selection algorithm. If
the three above conditions are not satisfied, the
current state must return to the waiting GST state
and select other GST to measure the RP relocate. As
long as the status of the receiver does not change,
the GST that has undergone the comparison once
does not enter the state machine again.

(iii) Temporary GST: 0is state is executed to switch the
tree of the new GSTwhich satisfies the criteria of the
previous state machine. 0e new temporary GST is
created by RP relocation in the previous step. 0e
new temporary GST coexists with the old GST.
During this state, the flow of the old GST is deleted
and connected to the temporary path, so the
multicast packets flow to the new temporary GST.

(iv) Changing GST: 0is state appears when the tem-
porary new GST finish installing a path. 0e path
moves the temporary new GST to the actual new
GST. After that, it deletes the new temporary GST
and returns to the waiting GST state. Finally,
completing the action, the controller selects the
other multicast groups to measure the RP relocate.

3.6. Multicast SDN Switch Operation. A flow entry is placed
in a switch and controls a packet. 0ere are two kinds of
flow of multicast used in the proposed SDN multicast

Algorithm 1 Near-Receiver Dynamic RP Selection Algorithm
Input: N : Network Graph

S - RP Candidate Switch Array

Output: RP - RP Switch DataPath ID
function NearReceiverDynamicRP(N, S, R)1:

for i = 1 to Sl do2:
for j = 1 to Rl do3:

end for5:
end for6:

end for13:

15: end function
14: return RP

12: end if

8: for i = 1 to Sl do
9: if D[i] < ShortD then

R - Receiver Switch Array

11: ShortD D[i]
10: RP i

∞7: ShortD

4: D[i] shortest_path_length(N, S[i], R[j])

Figure 3: Pseudo code of the near-receiver dynamic RP selection
algorithm.
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architecture. It is divided before and after passing a packet to
RP. Before passing through an RP, a flow is “(∗, G),” and
after passing an RP, a flow is made with a VLAN Tag. G
means the address of a multicast group and ∗ is every source
IP address.0ese flows have three kinds of actions to process
packets. 0e first action is forward action.0is action is used
most frequently for passing the packet to the destination. It is
used in all flows. 0e second action happens when a packet
reaches to an RP. It takes action to checks a multicast group
address of a packet and attaches header of VLAN. After
arriving, this action matches a tag number of the VLAN to
the group address of the multicast and attaches the mapped
VLAN tag to a packet header. 0is action occurs only on an
RP switch. 0e third action appears on switch which is
connected most closest to the receiver. 0e switch has flow
tables that can store flow entry, and the Nth flow table is
called as flow table N. 0e flow table 0 is applied to process
incoming packets. 0e flow table 1 to N would be applied if
the incoming packets need additional processing. One of the
flow tables can send packets sequentially to other tables, but
not vice versa. 0e first and second actions start at flow table
0, but the third action starts at flow table 1. 0e third action
sends a packet from flow table 0 to the flow table 1. After
that, the packet is matched with the VLAN header of flow
entry under the flow table 1. if packet find a same VLAN
header, the action removes the VLAN header and forwards
to receivers.

3.7. RP Relocation and GST Switching Mechanism. 0e
multicast path switching for changed GST must be done.
Packet loss happens on the time between eliminating the
old GST and configuring the new GST. 0e GST switching
takes three steps to minimize forwarding paths on packet
loss events. 0is mechanism must require the openflow

switches that support multiple flow tables. 0e first step is to
configure the temporary tree path and change existing tree
path to this path. 0e first step sets the temporary GSTpath
based on the changed RP. A general GST has a path installed
in flow table 0 or 1, but a temporary GST sets a path in the
flow table 2 or 3. 0erefore, the temporary GSTand old GST
will never overlap paths. 0e second step is to modify the
flow of packets, which can forward into the temporary new
GST and delete the path to the old GST. 0e last step copies
the temporary new GST and pastes it in flow table with the
value of 0 or 1. 0e controller sends a message to switches to
delete the installed flow table with the value of 2 or 3.

4. Experiments and Evaluation

4.1. Experimental Configuration. 0ere are three causes of
packet loss in the proposed SDN multicast operation. 0e
first one is an RP overload. We suggested changing the
structure of GSTand the algorithm for changing the location
of an RP to solve this problem.0e second reason is deleting
the path due to the join/leave operation of receivers. We
minimize the number of elimination of GST path without
changing the location of an RP whenever receivers partic-
ipated. 0e third is changing the GST by changing the lo-
cation of an RP. Packet loss can be minimized by forwarding
packets through a temporary GST before an actual GSTpath
is created. We performed some experiments to verify if the
proposed SDN multicast can efficiently reduce the effect of
three types of packet loss. In addition, wemeasure the packet
delay time of the proposed mechanism comparing with the
legacy SDN multicast mechanisms.

0e network simulation is performed in Mininet [33].
0e SDN controller and switches are configured using the
Ryu controller and openflow 1.3 version switch. We as-
sumed that sources and receivers in the multicast session are

Install finish new temporary GST
Connect new temporary GST, delete old GST,

install new actual GST

Install actual new GST finish
Connect new actual GST,

delete new temporary GST

new RP != old RP and old GST delay - new GST delay ≥ ε
and old RP bandwidth > new RP bandwidth + packet size 

Loss RP changing permission, RP relocate,
install new temporary GST

new RP == old RP or old GST delay - new GST delay <ε
or old RP bandwidth < new RP bandwidth + packet size

Waiting GST, loss RP changing permission 

Changing
GST

Has RP changing permission
Compared GST 

Multicast group member query GST
Get RP changing permission

Waiting
GST

Compared
GST

Temporary
GST

Figure 4: 0e proposed GST Management State Machine.
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sparsely distributed in wide-area. In addition, when com-
paring the number of sources and the number of receivers in
multicast, we assumed that there are many sources rather
than receivers which is a feature of the IIoT environment.
0e topology consists of a complex topology as shown in
Figure 5. 0e topology is configured with 23 switches and 25
hosts. Each host has the different network IP address and the
group of the source hosts is h10–h25, the group of the
receivers is set to h1–h9. 0e SDN multicast packet used in
the simulation was generated by Iperf [34].

0e experimental environment for RP overload of the
near-receiver dynamic RP selection algorithm is as fol-
lows. 0e total number of multicast groups is 15, con-
sisting of an average of 5 sources and 3 receivers. 0e
receivers send the corresponding multicast group join
message. 0e sources send a multicast message to the
receivers, where the other sources send the message after
four seconds have elapsed since one source delivered
the message. 0e multicast messages were transmitted for
200 seconds by 512 kbps bandwidth. 0e RP overload
packet loss experiment is the same except that the packet
transmission rate is 2Mbps and the bandwidth of the
entire topology link is 30Mbps.

0e previous work of Kim has a packet loss problem
in a network environment where multicast groups often

participate in receivers [35]. In order to overcome packet
loss, we conducted a comparative experiment with the
proposed network overcoming packet loss. 0e simulation
was set up with five sources in the same multicast group.
0ese sources send multicast messages to receivers. 0e
number of increments and decrements for the receiver has
been set to 1 or 3. We observed the amount of lost packets
during multicast communication.

0e setting of the delay reduction experiment with GST
change fixed the link delay of the entire network to 5ms. In
this experiment, four sources and three receivers joined
the multicast group. We started the multicast transmission
from the source and observed the time difference before
and after applying the RP relocation. 0is experiment
confirms that the delay of the GST is controlled by the RP
relocation.

0e environment setting for estimating the appropriate ε
is set to 5ms for the link delay.0emembers of the multicast
group in the experiment are configured four sources and
eight receivers.We tested the suitability of the GSTswitching
by setting the GST delay difference to 100ms, 50ms, 10ms,
1ms, and 0.1ms. 0e conversion conformance criterion of
GST is the network overhead. Frequent GST switching in-
creases the network overhead by the network control
messages.
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4.2. Analyzing Simulation Results. We compare the three
multicast mechanism: LAMA, SDN multicast without GST
switching, and SDN multicast with GST switching. LAMA
by Lin is set based on the proximity of all sources. Once it is
selected, Lin’s RP does not change [28]. In our experiment, it
is set on switch 7 that is the nearest switch to the sources.
LAMA is the closest RP to the receivers. It also does not
change the position of the RP like the SDNmulticast without
GSTswitching mechanism.0is RP is located to switch 19 in
our network topology. 0e SDN multicast without GST
switching dynamically changes the RP location during
a multicast session.

0e comparison criteria are packet amount of RP switch,
network congestion, and packet loss. First, we compare the
number of packets that the switch concentrated on a RP
about each mechanism, as shown in Figure 6. 0e RP switch
is monitored at the interval of 60 seconds, and the packet
transmission amount of the RP is observed for 260 seconds.
LAMA and SDN multicast without GST switching receive
580,000 packets which is the total amount of experimental
multicast packets. SDN multicast with GST switching does
not change the total amount of packets received. However,
due to the change of the position of each group RP, the total
packets received by the RP were distributed and received an
average of 90,000 packets. As a result, we observed that the
proposed SDN multicast with GST switching mechanism
can reduce load on a RP. 0e second comparison is network
congestion. 0e network range of this comparison is from
source to RP. 0e matrix for evaluating network congestion
is the average number of flows that the switch has installed
and the average packet forwarding rate of the switch. 0e
formula for this matrix is shown in (1) and (2).

In (1), PAvg is the result of an expression representing the
number of packets forwarding per switch. PTotal is defined as
the sum of forwarding packets of the switches included in
the path from the source to the RP. S is the number of
switches included in the path from the RP to the source. FAvg
in (2) represents the number of flow entries that make flow
entries connecting the RP up to the path of the source and
RP per switch. Fi is the number of at the source of the ith
switch. S in (2) is the same as S as follows:

Pavg �
Ptotal

S
, (1)

Favg �


S
i�1 Fi

S
. (2)

As a result of (1) and (2), the network congestion is
evaluated by the graphs of Figure 7. As shown in Figure 7,
the SDN multicast with GST switching processes 29,000
less forward packets than LAMA and 8,000 fewer than
SDN multicast without GST switching. In Figure 8, the
proposed algorithm has shown that the number of flow
states per switch is reduced by 36% rather than LAMA
and by 30% rather than the SDN multicast without GST
switching.

0e reason for this result is that using LAMA increases
the density of the switch. 0is causes an increase in the

number of flow states to be processed. As the role of the
switch increases, the throughput of the packet forwarding
also increases. 0e SDN multicast without GST switching is
far from the source, so the throughput of the packet is
reduced, but the RP and the switches around the RP still
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cannot decrease the number of flow states. Due to the fixed
number of flow states, the performance of SDN multicast
without GST switching cannot be advanced. However, the
SDN multicast with GST switching does not concentrate on
low density and the RP switch packet. It has the lowest
congestion of the network with the formula of (1) and (2). As
a result, the SDN multicast with GST switching is the most
effecient multicast mechanism in the large-scale IIoT en-
vironment with a large number of sources.

0e last comparison is the result of the packet loss in the
second experimental environment. Packet loss occurs when
the amount of packets sent from the source to the receiver
over the RP exceeds the 30Mbps capacity. In Figure 9,
packet loss LAMA, SDN multicast without GST switching,
and SDN multicast with GST switching are 63%, 40%, and
35%, respectively. 0e number of packets to be processed by
the link increases when the congestion of the network is high
and the forwarding processing of the concentrated packets
of the RP is large. 0is causes link to discard the packet.
0erefore, the packet loss is small in the order of SDN
multicast with GST switching, SDN multicast without GST
switching, and LAMA.

With these three comparisons in case of many sources
and many multicast groups, the SDN multicast with GST
switching overcomes single point of failure (SPOF) problem
caused by RP overload, which is the essential disadvantage of
GST multicast. In addition, when using our proposed al-
gorithm, it is possible to use IIoTnetwork more efficiently by
reducing the use of ternary content-addressable memory
(TCAM) [36], which is a flow memory of a switch.

Figure 10 shows the packet loss result where group join
and leave operations frequently occur. In these experiments,
we compared the extended SDNmulticast preventing packet
loss caused by GST Switching with the previous work of Kim
which was not considered packet loss [34]. We performed
this packet loss experiments four times. Each of the ex-
periments increases and decreases the number of receivers in
the multicast group by one or three. 0e extended SDN
multicast average packet loss is 1%, while the multicast
without GST switching has an average of 10% [34]. 0e
extended SDN multicast can reduce packet loss by applying
RP relocation and SDN multicast GST switching module.
0e experimental result shows that the proposed multicast

mechanism can reduce the packet loss, which is one of the
important factors in IIoT.

Figure 11 shows the average packet delay comparison
of the three SDN multicast mechanisms. 0e rectangle
dotted line means the packet delay time of LAMA. 0e
circular dotted line is the SDN multicast without GST
switching of our previous study, and the proposed SDN
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multicast is represented as the diamond dotted line. 0e
proposed SDN architecture showed 20% average delay
reduction than LAMA and 2% decreased delay compared
with SDN multicast without GST switching. Since the
proposed SDN multicast has GST switching mechanism
based on the difference between the average delay time of
old GSTand that of new GST, the average delay comparison
shows that the proposed mechanism has the lowest delay
level as depicted in Figure 11.

0e network overhead depends on the control messages
generated by GST switching. We design the frequency of
GST switching by means of value ε, which means the delay
difference between old GST and new GST. If network op-
erators set value of ε to small level, there will be very frequent
GST switching. As shown in Figure 12, as the ε value in-
creases from 0.1ms to 100ms, the network overhead de-
creases and vice versa. 0e decision of the value of ε may be
a difficult problem because the ε value is an engineering
factor. 0e value should be decided by considering network
topology, resource, and other conditions of network.

5. Conclusion

In this paper, we proposed a novel SDN multicast with GST
switching for large-scale IIoT networks. 0e legacy IP GST-
based multicast has packet loss problems caused by the
overload on RP. In addition, it is difficult to reliably transmit
multicast packets under congestion conditions and to
configure the optimal multicast path for dynamic join/leave
operations. In order to overcome the above issues, we
adopted SDN-based multicast architecture including tree
switching for discovering optimal multicast paths between
sources and receivers. Especially, the architecture includes
the near-receiver dynamic RP selection algorithm and GST
switching. In the near-receiver dynamic RP selection al-
gorithm, we suggested RP relocation method for the over-
load on a RP before making a new GST. A new RP location is
selected by the calculation of the minimum distance between
the old RP and all multicast receivers. With RP relocating
process, GSTswitching helps to enhance the performance of
delay time. A SDN controller measures the delay difference
between the old GST and the new GST, and it makes GST
switching decision to achieve lower packet delay. Finally, we
compared the performance of the proposed SDN multicast
with that of the legacy SDN multicast in terms of packet
concentration on RP, average packet loss, and average delay
time. As a result, we could prove that our SDN multicast
with GST switching has lower packet loss ratio and delay
time than the other SDN multicast mechanisms.
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In smart manufacturing, production machinery and auxiliary devices, referred to as industrial Internet of things (IIoT), are
connected to a unified networking infrastructure for management and command deliveries in a precise production process.
However, providing autonomous, reliable, and real-time offloaded services for such a production is an open challenge since these
IIoT devices are assumed lightweight embedded platforms with limited computing performance. In this paper, we propose
a pattern-identified online task scheduling (PIOTS) mechanism for the networking infrastructure, where multitier edge
computing is provided, in order to handle the offloaded tasks in real time. First, historical IIoT task patterns in every timeslot are
used to train a self-organizing map (SOM), which represents the features of the task patterns within defined dimensions.
Consequently, offline task scheduling among edge computing-enabled entities is performed on the set of all SOM neurons using
the Hungarian method to determine the expected optimal task assignments. In real-time context, whenever a task arrives at the
infrastructure, the expected optimal assignment for the task is scheduled to the appropriate edge computing-enabled entity.
Numerical simulation results show that the proposed PIOTS mechanism overcomes existing solutions in terms of computation
performance and service capability.

1. Introduction

Recently, smartization in manufacturing has been consid-
ered as one of the major trends realizing the fourth industrial
revolution [1]. In the smart factory, production machinery
and auxiliary devices, which are referred to as industrial
Internet of things (IIoT), maintain permanent connections
to a unified networking infrastructure, where Internet ser-
vice is available. In this environment, all of the connected
IIoTdevices acquire mutual cooperation with each other and
they request the working commands from central man-
agement entities in the network. For instance, precise
production processes require trigger feedback from control
entities to adjust reactions of machines and robots if an
unexpected issue occurs. Another example is when smoke is
detected in a warehouse, a real-time shutdown command

should be immediately dispatched to electrical working
chains and a real-time activation command should force
the fire extinguishing system to be activated [2]. However,
since these IIoT devices are assumed to be lightweight
embedded platforms with limited computing resources, it
is inappropriate to execute real-time services using its own
power of the devices.

Fortunately, thanks to the advances of the emerging
fifth-generation (5G) technologies, the 5G mobile edge
computing (MEC) can provide autonomous, reliable, and
real-time offloaded services for these IIoT devices and ap-
plications. Defined by the European telecommunications
standards institute (ETSI), the MEC provides cloud-
computing capabilities and an IT service environment at
the edge of the network [3]. To be more specific, multitier
MEC (mMEC) is a virtualized hierarchical MEC framework
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where edge computing-enabled entities (ECEs) are layered
according to its computing performance. +e operation of
mMEC framework is supervised by a central orchestrator
[4]. +e orchestrator schedules the tasks offloaded from IIoT
devices among ECEs in order to maximize computation
performance and decrease energy consumption while
keeping the IIoT applications’ requirements.

Aiming at this objective, we propose a pattern-
identified online task scheduling (PIOTS) mechanism for
the mMEC framework in smart factory for handling the
offloaded IIoT tasks in real time. First, historical IIoT task
patterns in every timeslot are used to train a self-organizing
map (SOM), which represents the features of the task
patterns within defined dimension [5]. As a result, a set of
typical SOMs for IIoT task patterns are identified. At the
beginning of each timeslot, offline task scheduling among
ECEs is performed on the neuron set of the typical SOM
using the Hungarian method to determine the expected
optimal task assignments. +ereafter, whenever a task
arrives at the mMEC framework, the task is matched into
the current SOM to find the best matching SOM neuron for
it. Based on that, the expected optimal assignment for this
matched SOM neuron is scheduled for the task, assigning
to appropriate ECE in online manner. +e main contri-
butions of this paper are three-fold:

(i) First, expected optimal assignments are scheduled
for offloaded IIoT tasks that arrived at the mMEC
framework in real time. In other words, a task as-
signment delay is reduced significantly.

(ii) Second, the duration of task assignment calculation
is decreased because this operation works on the
SOM neuron set within defined dimension. +e
neuron set is a representative of the historical in-
coming tasks, which is not greater than the size of
real task patterns in each timeslot. As a result, the
computational complexity and calculation latency
are reduced as well.

(iii) +ird, the expected optimal task assignment cal-
culation is performed independently on the task
scheduling timeline. +erefore, the task assignment
can be operated continuously in real time without
waiting for the task assignment calculation to be
completed.

+e remainder of this paper is organized as follows.
Section 2 surveys the state-of-the-art-related work. Section 3
describes the proposed pattern-identified online task sched-
uling mechanism in detail. Section 4 provides the system
setup, evaluation methodology, and evaluation metric defi-
nitions. Based on that, the performance of the PIOTS
mechanism in comparison to other techniques is analyzed in
Section 5. Finally, the paper is concluded in Section 6.

2. Related Work

Optimal task assignments in multitier edge computing have
been classified into three main categories: latency awareness,
energy awareness, and quality-of-service (QoS) awareness
including their variants [6, 7].

+e latency-aware approaches focus on minimizing
execution latency of the task offloaded to the edge servers.
+e execution latency involves three portions: trans-
mission duration from the IIoTdevices to the edge servers,
queuing and processing duration at the edge servers, and
return duration for successful reception of the result in the
IIoTdevices [8, 9]. +e mMEC framework can be designed
and supported by several emerging technologies such as
network functions virtualization (NFV) and software
defined networking (SDN). In [10], Dao et al. proposed an
adaptive balancing scheme (ARB) to distribute tasks
among edge servers in the remote radio heads in order to
improve the serviceability of the network, especially in
terms of task execution latency.+e ARB scheme combines
the Hungarian method and the backpressure algorithm for
this purpose. In [11], Mao et al. aim at reducing the task
execution latency by using a low-complexity Lyapunov
optimization-based dynamic computation offloading
(LODCO) algorithm. +e LODCO algorithm handles CPU
utilization in the edge servers according to the task arrival.
On the other hand, Liu et al. [12] considered application
buffer queuing state, available computing powers, and
channel quality to conduct the optimal offloading decision.
+e tasks will be assigned to the edge servers if the total
execution latency made by the edge server is shorter than
the duration spent to execute the task locally by the IIoT
devices. Otherwise, the IIoTdevices will execute their tasks
themselves.

+e energy-aware approaches aim at minimizing en-
ergy consumption for task execution in edge computing.
Typically, the energy consumption is considered on task
delivery and task computation. In [13], an energy reduction
method was proposed based on the Bak–Tang–Wiesenfeld
sandpile. When an edge server exceeds a certain capacity
threshold, it collapses and initiates an avalanche of mi-
grating tasks in order to balance the workload among edge
servers. +e achievement results in a significant reduction
in task assignment errors and redundancy, which domi-
nates the overhead of energy consumption. On the other
hand, You et al. [14] considered the transmission energy for
multiple IIoT devices offloaded tasks to the edge-
computing framework. +e optimal solution was de-
veloped and resolved so as to minimize the weighted sum
mobile energy consumption under the constraint on
computation latency. In [15], the problem of in-
terdependent task scheduling was addressed within an edge
system of deep memory hierarchies to obtain energy effi-
ciency. +e intermediate data of the tasks are prioritized
and assigned at appropriate levels of cache memory to
optimize latency and energy in data access. In order to
make the offloading decision, Li et al. formulated the
problem in a 0-1 nonlinear integer programming with
a consideration of channel interference threshold and the
time deadline [16]. Based on that assumption, a reverse
auction based offloading policy has been proposed to
obtain energy efficiency improvement for task execution.

+e QoS-aware approaches consider multiple criteria
of IIoT service requirements such as execution latency,
service availability, transmission throughput, and security as
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trade-off problems, which have to be optimized. In [17],
a distributed optimization algorithm that cooperated among
edge servers, called offload forwarding, is proposed by using
the distributed alternating direction method of multipliers
(ADMM) via variable splitting to maximize QoS and energy
efficiency. For focusing on maximizing the transmission
throughput for task offloading, Vu et al. [18] utilize the
Hungarian method to optimize the downlink sum rate in fog
computing-enabled networks. On the other hand, Zeng et al.
[19] proposed a security-aware and budget-aware workflow
scheduling strategy (SABA), which considers the task dis-
tribution among providers to achieve cost-effective and
secure services in the context of convergent network. +is
strategy is applicable to the edge computing environment
where edge servers act the role of service providers for
offloaded tasks from the IIoT devices. Within the same
purpose, Xu et al. proposed the green offloading (GO)
scheme [20] that uses the reverse auction theory to develop
the offloading decision while satisfying the user quality-of-
service (QoS) requirements, bandwidth, and the maximum
transmit power.

Although the existing approaches have significantly
contributed to improve the performance of the edge com-
puting, most of the existing approaches face a drawback in
online task handling, where the tasks that arrive at the edge
framework have to be queued before the scheduling decision
is made. +is queuing behavior generates significant latency,
especially in cases of smart manufacturing, where real-time
response requirement is a crucial criterion for precise
production processes. In the next section, our proposed
PIOTS mechanism, which overcomes these issues, is de-
scribed in detail.

3. Pattern-Identified Online Task Scheduling

3.1. Basic Assumptions. In this paper, we consider a net-
working infrastructure for smart manufacturing where
mMEC framework is covered. Machinery and auxiliary
devices participate in a smart production process, generate
their IIoT tasks, and offload them to the mMEC framework
for centralized handling. +e IIoT tasks are processed and
responded to the IIoT devices on demands. Typically, the
production process operates continuously in a long du-
ration (e.g., weeks, months, and even years). +erefore, we
assume that the IIoT task patterns maintain their perma-
nent trends even though instant tasks are generated ran-
domly by the IIoT devices. In this circumstance, real-time
response is considered as a crucial requirement for precise
productions. Figure 1 illustrates the system model where
the IIoTdevices are supported by the mMEC framework in
smart manufacturing environment. +e IIoT devices are
connected to the network via wireless access points (APs)
and switches (SWs). +e mMEC framework consists of
APs/SWs, routers, and local servers/storages, which have
various computing capacities. In a mMEC framework, all
these ECEs are managed and scheduled their computations
by a central device named orchestrator.

3.2. Self-OrganizingMap. Self-organizing map is an artificial
neural network (ANN) that utilizes unsupervised learning
on the high-dimensional data to produce a defined low-
dimensional representation called map (Figure 2). Each
SOM is formed by a defined number of neurons, which
reflect the map dimension. +e operation of the SOMs
includes two modes: training and mapping. +e training
mode develops a map based on the input set of tasks.
Meanwhile, the mapping mode is used for classifying new
arrived tasks.

+e SOM algorithm to train the map is iterated by two
steps after initialization as follows.

Initialization: Assume that there are n tasks in the input
set X, wherein each task i(1≤ i≤ n) is characterized by l

features forming a corresponding vector
xi
→

� [fi1, fi2, . . . , fil]. Accordingly, each neuron j in the
SOM (1≤ j≤ k) has a 1-dimensional weight vector wj

�→,
where wj

�→
� [wj1, wj2, . . . , wjl]. To start the SOM algorithm

in order to train the map, each neuron initiates its own
weight vector with random values. Afterwards, the two steps
below are contiguously repeated for each task in the X. In

...

...

...

Internet
mMEC

AP/SW AP/SWAP/SW

Router Router
Local

servers/storages

IIoT devices

Orchestrator

Figure 1: System model where the IIoT devices are supported by
the mMEC framework in smart manufacturing environment.

...

Input set of tasks (X)

jth neuron

k-neuron two-dimensional SOM

xi = [ fi1,fi2,...,fil]

(wj = [wj1,wj2,...,wjl])

Figure 2: Self-organizing map (SOM).
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detail, for task i, the SOM algorithm performs the following
steps:

Step 1 (matching): Euclidean distance between task i and
each neuron in the SOM is calculated in order to find the
best matching unit. +e best matching unit for the task
i is the neuron w

∗
i

�→
, which has the smallest Euclidean distance

to the task i. In other words, w
∗
i

�→
is given by

w
∗
i

�→
� arg min
∀j,1≤ j≤ k

�������������


l

s�1

fis −wjs 
2




. (1)

Step 2 (neuron update): all neurons in the neighborhood
of the neuron w

∗
i

�→ update their weight vectors to be closer to
task i by

wj
�→

(t + 1) � wj
�→

(t) + θ(t) · μ(t) · xi
→−wj

�→
(t) , (2)

where wj
�→

(t) is the weight vector of neuron j at this iteration
t. θ(t) is the neighborhood function, which has diminished
every iteration. θ(t) determines the distance from the
neuron w

∗
i

�→
to define the neighboring neurons. μ(t) is the

learning factor, which calculates the amount of effect from
the input task i to the neuron j based on distance between
them [21].+emathematical expressions of θ(t) and μ(t) are
described as follows:

θ(t) � exp −
w
∗
i

�→



2

2σ2(t)

⎛⎜⎜⎜⎜⎜⎜⎜⎜⎝
⎞⎟⎟⎟⎟⎟⎟⎟⎟⎠, (3)

μ(t) � μ0 × exp −
t lg (R)

|X|
 , (4)

where R is the maximum radius from the center of the map
(i.e., 0.5 max MapWidth,MapHeight ) and σ(t) is the
neighborhood radius that is given by

σ(t) � R × exp −
t2 lg (R)

|X|
 . (5)

3.3. Pattern-Identified Online Task Scheduling. In this sec-
tion, we describe the PIOTS mechanism in detail. +e ra-
tionale behind the PIOTS includes three steps: (i) identifying
the set of typical SOMs for IIoT task patterns, (ii) calculating
expected optimal task assignment on the typical SOM prior
to each timeslot, and (iii) online assigning new arrived tasks
to appropriate ECEs. Steps (i) and (ii) are in the offline mode
and step (iii) is in the online mode.

3.3.1. Offline Mode. (1) Typical SOM identification: in terms
of task execution offloading, a IIoT task i is characterized by
a four-dimensional feature vector as given by

xi
→

� ui, ci, ri, τi , (6)

where ui, ci, ri, andτi are relative task size, relative average
processing complexity, relative response size, and relative

execution deadline compared to their minimum and max-
imum values of all trained tasks, respectively. As mentioned
in Section 3.1, the production process operates continuously
during a given period. Within each timeslot in this period,
given that there is an average number Nx tasks in the set χ(t)

of IIoT tasks offloaded to themMEC framework, the number
k of neurons in the SOM is selected as

k �
1
λ
Nx , λ≥ 1, (7)

where ·〈 〉 is the nearest integer function and λ is a scale level,
which supports reduction of the SOM size. Based on these
settings, the k-neuron two-dimensional SOM is trained
using all offloaded IIoT tasks in the given period. For
each distinctive period, we obtain a typical trained SOM to
represent the offloaded IIoT tasks. A distinctive period is
defined as a cycle of the offloaded IIoT task arrival; after this
duration, the task arrival is repeated again in terms of
volume and characteristics.

(2) Expected optimal task assignment calculation: Figure
3 describes the PIOTS operation timeline in a random IIoT
task arrival context. Prior to timeslot t, the PIOTS mech-
anism performs the H(t) function at t−Δt in order to
determine the expected optimal task assignment during
timeslot t. +e H(t) function uses the Hungarian method
[22] to address the expected optimal task assignment
problem between the neuron set of the typical SOM in
timeslot t and the current ECE set. +e result of H(t)

function will be applied for online task assignment in the
whole duration from timeslot t to timeslot t + 1 even though
the H(t + 1) function will start at (t + 1)−Δt.

+e expected optimal task assignment problem is de-
fined as “Given the current performance status (i.e., task
buffer and CPU frequency) of ECEs and the transmission
status (i.e., access data rate between IIoT devices and the
mMEC framework and forwarding data rate among ECEs),
minimize the total latency of task execution when assigning
the neuron set of the typical SOM to the ECEs.”

+e expected optimal task assignment problem can be
formulated as follows. Let W and M denote the set of k

neurons in the SOM and the set of m ECEs in the mMEC
framework, respectively. Since the SOM neurons have
trained by using the historical tasks, the weight vector of
the neuron reflects the average values of the task features,
accordingly. +at is, wj1, wj2, wj3, and wj4 in the weight
vector wj

�→ of neuron j reflect the average values of the
relative task size, relative average processing complexity,

t t + 1Random IIoT task arrival
during timeslot t

Apply H(t)

Calculate H(t)

Start H(t)

Apply H(t + 1)

Timeline
∆t

Figure 3: IIoT task arrival and PIOTS operation timeline.
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relative response size, and relative execution deadline,
respectively. Let the current buffer size of tasks waiting
for processing in ECEs be bs CPU cycles. Hence, the
total latency Ljs when neuron j is assigned to ECEs is as
follows.

Ljs �
wj1 + wj3

rajs√√√√√√√√
(a)

+
bs

Cs
(b)

+
wj1wj2

Cs√√√√
(c)

+
wj1 + wj3

rbjs√√√√√√√√
(d)

,
(8)

where Cs, rajs, and rbjs are the CPU frequency of ECEs in
Hz, the access data rate from the IIoTdevice that owned task
j to the network in bps, and the internal forwarding rate to
the ECEs in bps, respectively. Equation (8) consists of (a)
uploading latency, (b) queuing latency, (c) task processing
latency, and (d) response latency. +e access data rate rajs is
given by

rajs � BWjs log2 1 + SINRj , (9)

where BWjs and SINRj are the bandwidth allocated for the
IIoT device and the channel quality between the IIoT device
and the network, respectively.

Based on that, the expected optimal task assignment
problem (F) can be described as follows:

(F) minimize : 
k

j�1


m

s�1

zjsLjs, (10)

s.t. zjs ∈ 0, 1{ }, (11)

Ljs ≤wj4, (12)


k

j�1

zjs � 1, ∀s � 1, 2, . . . , m, (13)

where the indicator zjs is given by

zjs �
1, if neuron j is assigned to ECEs,

0, otherwise.
 (14)

Constraint (13) ensures that a neuron could only be
assigned to one ECE and the maximum matchings are
established for all m neurons of the SOM.

It is observed that task assignment problem F regards
a bipartite graph of two sets W and M. We apply the
Hungarian method (referred as H(·)) on the graph to
achieve the optimal solution. Function H(·) is performed as
follows (see Algorithm 1):

(i) Augment the latency matrix of all possible task
assignments from neuron set W to ECE set M into
a square matrix (named V) with dimension
max (|W|, |M|) by supplementing additional en-
tries of constant number (e.g., 0).

(ii) In each row of V, subtract the smallest row entry
from all of the row entries. Similarly, in each column
of V, subtract the smallest column entry from all of
the column entries.

(iii) Find the minimum number υ of rows and columns
by which all zero entries are covered.

(iv) If υ is equal to the size of V, the optimal solution is
found. Pick up a set of 0 entries satisfying in which
no more than two 0 entries are in the same row or
column. Otherwise, if υ is less than the size of V,
determine the smallest entry c that is uncovered in
the previous step. Afterwards, subtract c from all
uncovered rows and add c to all covered columns.
Return to the previous step to find the minimum
number υ again.

For each timeslot, the functionH(·) is calculated priorΔt
before the beginning of the timeslot in order to find the
expected optimal task assignment solution.

3.3.2. Online Mode. Online task assignment: in the online
mode, when an IIoT task arrives at the mMEC framework,
the task is matched to the SOM so as to seek the best
matching neuron, using (1) with the computational com-
plexity of O(1). According to the optimal assignment for the
found neuron that was determined by function H(·) in the
offline mode, this assignment is performed on the arrived
IIoT task immediately.

4. Evaluation Preparations

4.1. SystemSettings. In order to evaluate the performance of
the PIOTS scheme, we considered a network model, where

(1) Generate a square latency matrix V from W and M.
(2) In each row, subtract all entries by the smallest row entry.
(3) In each column, subtract all entries by the smallest column entry.
(4) Find the minimum number υ of rows and columns that cover all zero entries.
(5) If υ �� |V|, the optimal solution is found.
(6) If υ< |V|,

Find the smallest entry c in the matrix,
Subtract all uncovered rows by c,
Add all covered columns by c,
Return to Line (4).

ALGORITHM 1: Pseudocode of function H(·).
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the mMEC framework consists of 20 ECEs equipped with
various CPU frequencies of {1.5, 2.5, 5.0, 10.0, 25.0}GHz. +e
total number of IIoT devices associated with the network is
300. +e task processing complexity is determined as {10, 50,
100, 500, 1000} cycles/bit derived from the practical analysis
presented in [23]. Execution deadline is randomly set within
(0.5, 1.5) s. Lastly, timeslot duration is set to 0.1 s. +ese
simulation parameters are summarized in Table 1.

In terms of task and response size settings, we derived
these parameters from a part of the CAIDA anonymized
Internet traces data set [24]. +e CAIDA data set contains
anonymized passive traffic traces from the Equinix-Chicago
Internet data collection monitor located at an Equinix
datacenter in Chicago, IL, on high-speed Internet backbone
links. Table 2 shows statistical indexes of the task samples
used for SOM training and system evaluation. +e tasks are
selected for three types of traffic as follows:

(i) Environmental sensor data: the information of en-
vironmental conditions is reported to central ap-
plications in the mMEC framework during each
fixed period. +e task size is configured within
constant and small dimension, and these tasks do
not require response from the applications.

(ii) Video surveillance data: live streaming data from
monitoring cameras are delivered to surveillance
applications in the mMEC framework for video
analysis and storage. +ese tasks are packetized in
fixed and large size. +e response data might be
issued from the applications if there are any alarms
that should be announced.

(iii) Production control data: these data are generated by
the machinery during precise production processes.
+e tasks are regularly offloaded to the mMEC
framework within a determined size. Tasks require
responses from the applications to exactly handle
production work.

4.2. Evaluation Methodology. Within the aforementioned
system settings, our proposed PIOTS scheme has been
compared to the offline Hungarian task assignment (OHTA)
algorithm and the online greedy task assignment (OGTA)
algorithm. Initially 30,000 samples of the selected tasks
derived from the CAIDA data set are used to train the SOM
in the PIOTS scheme. +en, 90,000 other samples are used
for evaluation (Table 2). +e operations of these schemes are
described as follows:

(i) +e PIOTS scheme is performed as shown in Sec-
tion 3.3.

(ii) +e OHTA algorithm gathers all arrived tasks at the
input buffer of the mMEC framework during one
timeslot. At the end of each timeslot, the Hungarian
method is utilized to decide the optimal task as-
signment for all tasks in this timeslot [22].

(iii) +e OGTA algorithm determines an ECE, which
provides the lowest latency for task execution fol-
lowing (8), for the arrived task [25].

+e simulation results are logged in terms of task exe-
cution latency and execution error rate. +e execution error
rate evaluates the ratio of the over-deadline task executions
and the total offloaded tasks.

5. Numerical Result Analysis

First, the proposed PIOTS scheme is compared to the op-
timal solution of the objective function F . +e optimal
solution for the integer programming problem F used in
this paper is a combination of the Hungarian method and
backpressure algorithm [10]. Figure 4 illustrates the out-
comes of F depending on various IIoT task arrivals through
300 timeslots. Numerical results reveal that the PIOTS
scheme provides an approximate performance compared to
the optimal solution. +e difference in average task pro-
cessing latency is 0.159ms. It is worth noting that the PIOTS
scheme performs the expected task assignment based on the
typical task set derived from the SOMmap; then, it does real
task assignment online. Moreover, the SOM map is trained
by using the collected IIoT tasks arrived at the network in the
past. +erefore, within a sufficient number of neurons in the
SOM map that well represents for the typical characteristics
of the incoming IIoT tasks, the mMEC framework can
classify the incoming tasks immediately and then it handles
the tasks by approximately optimal assignment. +at is, each
incoming task is immediately assigned to appropriate ECE
right after the task arrives at the network. Meanwhile, the
optimal solution is calculated based on the set of gathered
IIoT tasks in each timeslot.

Table 3 shows statistical indexes of time consumption
in ms for task assignment decision of the orchestrator
when applying the PIOTS, OHTA, and OGTA schemes,
respectively. +e average decision-making duration that the
PIOTS scheme consumes is 0.038ms, which is smaller than
the OHTA scheme’s 100.1027ms (approximate 2635 times of
reduction) and greater than the OGTA scheme’s 0.0355ms
(approximate 15 times of increase). +e reason is because

Table 1: Simulation parameters.

Parameter Value

Orchestrator configuration CPU: Intel Core i5-6400 2.7GHz;
RAM: 16GB

Number of ECEs 20
CPU frequency of ECEs {1.5, 2.5, 5.0, 10.0, 25.0} GHz
Number of IIoT devices 300
Task processing complexity {10, 50, 100, 500, 1000} cycles/bit
Execution deadline 0.5–1.5 s
Timeslot duration 0.1 s
Simulation duration 300 timeslots

Table 2: Statistical indexes of task samples for SOM training and
system evaluation.

Index Value
Number of tasks 120,000
Min, max, and average values of task sizes {129, 512, 316.45} kb
Min, max, and average values of response
sizes {0, 32, 15.47} kb
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the PIOTS scheme calculates (1) for all neurons in the SOM
map, while the OHTA scheme must wait until the end of
each timeslot to calculate the optimal solutions. +e OGTA
scheme achieves the smallest duration since it performs
(8) for only 20 ECEs and selects the smallest latency
value. Although there is a difference between the PIOTS
and OGTA schemes, the average values are considered to
insignificantly affect the task processing latency. +e stan-
dard deviation and standard error mean show that all
schemes are performed in a stable condition.

Figure 5 demonstrates a comparison of the average
task processing latency when applying three competitors
(PIOTS, OHTA, and OGTA). +e PIOTS scheme achieves
an effective performance since the typical task set is used
to predetermine the expected task assignment for incoming
tasks. Meanwhile, the OHTA scheme performs task as-
signment based on the gathered incoming tasks during
each timeslot. Although the OHTA scheme provides better
adaptation to varying task arrivals, it must wait until the end
of each timeslot to collect the tasks and then determine
the optimal assignment. On the other hand, the OGTA
scheme greedily assigns tasks to the ECEs of lowest latency.
In statistic perspective, for average take processing latency,
the PIOTS scheme overcomes the OHTA scheme and the
OGTA scheme by 41.47% and 4.47%, respectively.

In order to evaluate the service capability of the network,
we utilize the execution error rate, which is defined by the
percentage of deadline-violated IIoT devices in the total
associated devices in the network. Figure 6 shows simulation
results corresponding to three thresholds of execution

deadline including 0.5 s, 1.0 s, and 1.5 s as aforementioned in
the system settings (Table 1). During 300 simulated time-
slots, the execution error rates for 0.5-second deadline are
approximate among PIOTS, OHTA, and OGTA schemes
(0.970%, 0.976%, and 0.977%, resp.). Meanwhile, in terms of
1.5-second deadline, the PIOTS scheme decreases the exe-
cution error rate to 0.826% (approximate 5.7% and 1.2%
decreases compared to the OGTA and OHTA schemes,
resp.). +is analysis demonstrates that the PIOTS scheme
provides better balanced task distribution among ECEs in
order to satisfy task execution deadlines.

Figure 7 plots average buffering latency for IIoT tasks
arrived at the ECEs during 100, 200, and 300 timeslots. Since
the arrived task volume has been configured to over ca-
pacitate the ECE performances leading to a saturated
condition in the network, buffering latency increases by
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Table 3: Time consumption in ms for task assignment decision of
the orchestrator.

Scheme Mean Standard deviation Standard error mean
PIOTS 0.0380 0.00242 0.00011
OHTA 100.1407 0.00265 0.00012
OGTA 0.0025 0.00111 0.00005
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Figure 4: PIOTS scheme versus optimal solution for the objective
function F .
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timeslot. It is observed that the OGTA scheme makes sig-
nificant buffering latency in every timeslots. On the other
hand, the PIOTS scheme achieves the lowest buffering la-
tency by 44.33% and 4.32% in timeslot 300, compared to the
OGTA scheme and OHTA scheme, respectively. Figure 8
depicts task distribution among ECEs, which helps to clarify
the reason for the buffering latency achievements of the
schemes. +e y-axis represents the assigned task volume in
gigacycles (a.k.a. computational CPU cycles) among ECEs,
which is given by a production function of task size and task
processing complexity for all assigned tasks in each ECE. In
the OGTA scheme, the arrived tasks are assigned more
equally among ECEs (represented by the width of the
box plotted) in comparison with other schemes. Since the
PIOTS scheme and OHTA scheme are able to adapt task

distribution according to the diversity of ECE computation
performances, they provide better task assignments resulting
in lower buffering latency.

6. Concluding Remarks

In this paper, a pattern-identified online task scheduling
mechanism has been proposed to deliberate on real-time
task assignment in the smart manufacturing system. +e
proposed PIOTS scheme utilizes SOM technology for task
identification and then assigns the task to appropriate ECE
by using the Hungarian method. Simulation results dem-
onstrate that the PIOTS scheme overcomes the existing
algorithms in terms of task processing latency and service
capability for satisfying IIoTapplications. In future research,
individual requirements of IIoT applications will be con-
sidered and verified via several popular datasets within the
purpose of achieving the optimal performance for task
handling in the entire network. Moreover, a consideration of
applying game-theoretic approach should be studied to
develop a distributed computational mMEC framework.

Disclosure

Part of this work was presented at the ICTC Conference
held in Jeju, Korea, October 18–20, 2017.

Conflicts of Interest

+e authors declare that there are no conflicts of interest
regarding the publication of this article.

Acknowledgments

+is research was supported by Basic Science Research
Program through the National Research Foundation of
Korea (NRF) funded by the Ministry of Science and ICT
(NRF-2017R1A2B4009802 and NRF-2017R1A4A1015675).

References

[1] D. Georgakopoulos, P. P. Jayaraman, M. Fazia, M. Villari, and
R. Ranjan, “Internet of +ings and edge cloud computing
roadmap for manufacturing,” IEEE Cloud Computing, vol. 3,
no. 4, pp. 66–73, 2016.

[2] N.-N. Dao, Y. Kim, S. Jeong, M. Park, and S. Cho, “Achievable
multi-security levels for lightweight IoT-enabled devices in
infrastructureless peer-aware communications,” IEEE Access,
vol. 5, pp. 26743–26753, 2017.

[3] ETSI, “Multi-access edge computing,” November 2017 , http://
www.etsi.org/technologiesclusters/technologies/multi-access-
edge-computing.

[4] N.-N. Dao, Y. Lee, S. Cho, E. Kim, K.-S. Chung, and C. Keum,
“Multi-tier multi-access edge computing: the role for the
fourth industrial revolution,” in Proceedings of the IEEE
International Conference on ICT Convergence (ICTC),
pp. 1280–1282, Jeju, Republic of Korea, October 2017.

[5] T. Kohonen, “Essentials of the self-organizing map,” Neural
Networks, vol. 37, pp. 52–65, 2013.

[6] S. Singh and I. Chana, “A survey on resource scheduling in
cloud computing: Issues and challenges,” Journal of Grid
Computing, vol. 14, no. 2, pp. 217–264, 2016.

0
100 200

Timeslot

A
ss

ig
ne

d 
ta

sk
 v

ol
um

e (
gi

ga
cy

cl
es

)

300

1

2

3

4

5

PIOTS
OHTA
OGTA

Figure 8: Task distribution among ECEs.

Timeslot

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7
Bu

ffe
rin

g 
la

te
nc

y 
(s

)

100 200 300

PIOTS
OHTA
OGTA

Figure 7: Average buffering latency for IIoT tasks arrived at the
ECEs.

8 Mobile Information Systems

http://www.etsi.org/technologiesclusters/technologies/multi-access-edge-computing
http://www.etsi.org/technologiesclusters/technologies/multi-access-edge-computing
http://www.etsi.org/technologiesclusters/technologies/multi-access-edge-computing


[7] P. Mach and Z. Becvar, “Mobile edge computing: a survey on
architecture and computation offloading,” IEEE Communi-
cations Surveys & Tutorials, vol. 19, no. 3, pp. 1628–1656, 2017.

[8] A. C. Baktir, A. Ozgovde, and C. Ersoy, “How can edge
computing benefit from software-defined networking: a sur-
vey, use cases, and future directions,” IEEE Communications
Surveys & Tutorials, vol. 19, no. 4, pp. 2359–2391, 2017.

[9] S. Peng, J. O. Fajardo, P. S. Khodashenas et al., “QoE-oriented
mobile edge service management leveraging SDN and NFV,”
Mobile Information Systems, vol. 2017, Article ID 3961689,
14 pages, 2017.

[10] N.-N. Dao, J. Lee, D.-N. Vu et al., “Adaptive resource bal-
ancing for serviceability maximization in fog radio access
networks,” IEEE Access, vol. 5, pp. 14548–14559, 2017.

[11] Y. Mao, J. Zhang, and K. B. Letaief, “Dynamic computation
offloading for mobile-edge computing with energy harvesting
devices,” IEEE Journal on Selected Areas in Communications,
vol. 34, no. 12, pp. 3590–3605, 2016.

[12] J. Liu, Y. Mao, J. Zhang, and K. B. Letaief, “Delay-optimal
computation task scheduling for mobile-edge computing
systems,” in Proceedings of the IEEE International Symposium
on Information Leory (ISIT), pp. 1451–1455, Barcelona,
Spain, July 2016.

[13] J. L. J. Laredo, F. Guinand, D. Olivier, and P. Bouvry, “Load
balancing at the edge of chaos: how self-organized criticality
can lead to energy-efficient computing,” IEEE Transactions on
Parallel and Distributed Systems, vol. 28, no. 2, pp. 517–529,
2017.

[14] C. You, K. Huang, H. Chae, and B.-H. Kim, “Energy-efficient
resource allocation for mobile-edge computation offloading,”
IEEE Transactions on Wireless Communications, vol. 16, no. 3,
pp. 1397–1411, 2017.

[15] T. Maqsood, N. Tziritas, T. Loukopoulos, S. A. Madani,
S. Khan, and C.-Z. Xu, “Leveraging on deep memory hier-
archies to minimize energy consumption and data access
latency on single-chip cloud computers,” IEEE Transactions
on Sustainable Computing, vol. 2, no. 2, pp. 154–166, 2017.

[16] L. Li, X. Zhang, K. Liu, F. Jiang, and J. Peng, “An energy aware
task offloading mechanism in multi-user mobile-edge cloud
computing,” Mobile Information Systems, 2017, In press.

[17] Y. Xiao and M. Krunz, “QoE and power efficiency tradeoff for
fog computing networks with fog node cooperation,” in
Proceedings of the IEEE Conference on Computer Communi-
cations (INFOCOM), pp. 1–9, Atlanta, GA, USA, May 2017.

[18] D.-N. Vu, N.-N. Dao, and S. Cho, “Downlink sum-rate op-
timization leveraging Hungarian method in fog radio access
networks,” in Proceedings of the IEEE International Confer-
ence on Information Networking (ICOIN), Chiang Mai,
+ailand, January 2018.

[19] L. Zeng, B. Veeravalli, and X. Li, “SABA: a security-aware and
budget-aware workflow scheduling strategy in clouds,”
Journal of Parallel and Distributed Computing, vol. 75,
pp. 141–151, 2015.

[20] X. Xu, C. Yuan, J. Li, H. Zhang, and X. Tao, “Reverse auction
based green offloading scheme for small cell heterogeneous
networks,” Mobile Information Systems, vol. 2016, Article ID
5087525, 10 pages, 2016.

[21] T. V. Phan, N. K. Bao, and M. Park, “Distributed-SOM:
a novel performance bottleneck handler for large-sized
software-defined networks under flooding attacks,” Journal
of Network and Computer Applications, vol. 91, pp. 14–25,
2017.

[22] D. Jungnickel, Graphs, Networks and Algorithms, ser. Algo-
rithms and Computation in Mathematics 5, Springer, Berlin,
Heidelberg, Germany, 4th edition, 2013.

[23] A. P. Miettinen and J. K. Nurminen, “Energy efficiency of
mobile clients in cloud computing,” in Proceedings of the
USENIX Conference on Hot Topics in Cloud Computing,
pp. 1–7, Boston, MA, USA, June 2010.

[24] C. Walsworth, E. Aben, K. Claffy, and D. Andersen,
“+e CAIDA UCSD anonymized Internet traces 2015,”
November 2017, http://www.caida.org/data/passive/passive_
2015_dataset.xml.

[25] H. To, L. Fan, L. Tran, and C. Shahabi, “Real-time task as-
signment in hyperlocal spatial crowdsourcing under budget
constraints,” in Proceedings of the IEEE International Con-
ference on Pervasive Computing and Communications (Per-
Com), pp. 1–8, Sydney, Australia, March 2016.

Mobile Information Systems 9

http://www.caida.org/data/passive/passive_2015_dataset.xml
http://www.caida.org/data/passive/passive_2015_dataset.xml


Research Article
In-Network Data Processing in Software-Defined IoT with a
Programmable Data Plane

Ki-Wook Kim ,1 Sung-Gi Min ,1 and Youn-Hee Han2

1Department of Computer and Radio Communication Engineering, Korea University, Seoul, Republic of Korea
2Interdisciplinary Program in Creative Engineering, Korea University of Technology and Education, Cheonan, Republic of Korea

Correspondence should be addressed to Sung-Gi Min; sgmin@korea.ac.kr

Received 15 December 2017; Accepted 13 February 2018; Published 1 April 2018

Academic Editor: Jeongyeup Paek

Copyright © 2018 Ki-Wook Kim et al./is is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Making an SDN data plane flexible enough to satisfy the various requirements of heterogeneous IoTapplications is very desirable
in terms of software-defined IoT (SD-IoT) networking. Network devices with a programmable data plane provide an ability to
dynamically add new packet- and data-processing procedures to IoT applications. /e previously proposed solutions for the
addition of the programmability feature to the SDN data plane provide extensibility for the packet-forwarding operations of new
protocols, but IoTapplications need a more flexible programmability for in-network data-processing operations (e.g., the sensing-
data aggregation from thousands of sensor nodes). Moreover, some IoTmodels such as OMGDDS, oneM2M, and Eclipse SCADA
use the publish-subscribe model that is difficult to represent using the operations of the existing message-centric data-plane
models. We introduce a new in-network data-processing scheme for the SD-IoT data plane that defines an event-driven data-
processing model that can express a variety of in-network data-processing cases in the SD-IoT environment. Also, the proposed
model comprises a language for the programming of the data-processing procedures, while a flexible data-plane structure that can
install and execute the programs at runtime is additionally presented. We demonstrate the flexibility of the proposed scheme by
using sample programs in a number of example SD-IoT cases.

1. Introduction

In recent years, the software-defined Internet of /ings
(IoT), or SD-IoT, has become one of the main topics of IoT-
related researches. It deals with several issues for the de-
ployment and management of numerous IoT-infrastructure
nodes by adopting the idea of software-defined networking
(SDN) for which a centralized controller is employed,
whereby flexible control and management capabilities are
realized regarding the heterogeneous IoT-infrastructure
nodes such as sensors, sensor gateways, network devices, and
cloud servers. In the SD-IoT, the IoT applications in the
cloud servers collect data from the sensor platforms that are
then connected through the SD-IoT network.

/e SD-IoT network basically provides a data-transferal
service that is based on a message-centric model. In this
model, the unit of information exchange is the message itself.
/e role of the network infrastructure is the ensuring of the

delivery of the messages to their intended recipients, irre-
spective of the message contents. /e focus of the current
SDN research is this model, which can be applied for the data
transferal of the SD-IoT network.

A number of the nodes of the SD-IoTnetwork, however,
are required for the implementation of the data processing in
addition to the data-transferal functionalities of this net-
work; here, sensor gateways for sensor platforms (Figure 1)
or vehicular ad hoc network (VANET) nodes are typical
examples. /e overall capability of these nodes means they
can process the collected data for the transmission of useful
information to their servers, instead of sending whole raw
sensing data. Most of the IoT applications use the data-
centric publish-subscribe (DCPS) model for the nodal in-
formation exchange with the cloud servers. In this model,
the publisher node supplies data whenever data are available
to the remote subscribers that are interested in the data. /e
publishers and the subscribers interact with each other using
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the standard interface. /e subscriptions should be pro-
cessed on the control/management plane, and upon their
generation, the data are sent via the data plane.

To provide the IoTapplication that uses the DCPS model
information-exchange method with the current message-
centric SDN, the data-processing module must be located at
the SDN controller; this is because the current SDN data
plane is not sufficiently flexible to implement the data-
processing module for the DCPS model. At present, these
cases cannot be processed in the SD-IoTnetwork as a result,
so a separate middleware-application server emulates them.
In [1], a Data Distribution Service (DDS) middleware that
provides a DCPS abstraction to the applications is located
over the SDN controller and is used by the IoT applications.
While it presents a simple solution, its compatibility with the
SDN concept is not precise because the data processing is
addressed over the SDN control plane. According to the
SDN concept, the data processing should occur on the data
plane of each network node, and the control plane inserts the
processing rules into the nodes.

For an incorporation of the two communication models
that is consistent with the SDN concept, the SDN data plane
should be upgraded to handle in-network data processing.
/e focus of the current message-centric SDN data plane is
the matching of the incoming packets with the flow table
entries and the forwarding of these packets; therefore, the
table-based processing architecture presents a natural cor-
responding solution./e requisite complex operations of the
in-network data processing, however, cannot be satisfied by
this architecture.

/e Event-driven Instruction-Based Packet Processing
(E-IPP) scheme is presented in this paper as the SD-IoTdata
plane for the enhancement of the corresponding pro-
grammability. /e event-driven processing model of the
proposed scheme supports various predefined or user-
defined events, so its extensibility is regarding programs
that can be run on various events as well as the packet events.
/e scheme includes the event model, the E-IPP language,
and the E-IPP Virtual Machine (E-IPP VM) structure. /e
language is used to program the application-specific pro-
cedure for the IoT data. /e E-IPP VM is the data plane for
the program that has been written in the E-IPP language,
which is versatile enough to incorporate the DCPS model as

well as the message-centric model; furthermore, it supports
dynamic program loading at run-time.

2. Related Work

2.1. SDN in the IoT. A number of SDN-adoption studies that
are regarding IoT networking have been completed. Sub-
sequently, a segment of researchers favor the SDN-based
control of every IoT feature as well as the network resources,
calling it SD-IoT. Jararweh et al. suggested an SD-IoT
framework [2] for which they introduced the concept of
a software-defined system (SDSys)./e SDSys hides all of the
complexities of the management and control functionalities
of the system resources from the end users. /ey also pro-
posed a software-defined IoT control framework for which
multiple SDSys types such as software-defined networks,
software-defined storage systems, and software-defined se-
curity are integrated. Liu et al. suggested an SD-IoT archi-
tecture for an urban-sensing case [3] that consists of a data
acquisition service for sensors, a data transmission service for
network devices, and a data processing service for cloud
servers./eyalso emphasized the role of data aggregationand
compression, just asmany studies have previously claimed in
WSN [4–7]. /is means that an intermediate node with data
processing capability is needed in the SD-IoT network.

2.2. DCPS Model for the IoT. For the DCPS model, the
concept of a “global data space,” where the known-structure
data values are exchanged, is built upon. Here, the appli-
cations that want to contribute information to this data
space declare their intent to become a publisher. Similarly,
the applications that want to access portions of this data
space declare their intent to become subscribers. Each time
a publisher wants to post new data into this global data
space, it propagates the information to all of the interested
subscribers. To handle the DCPS communications, each
node is made aware of the contents of the incoming packets,
meaningful information is generated from them, and the
global data are finally updated./is model is used by some of
the IoT network protocols that are present between the IoT
devices and their client applications.

/e DDS [8] that is standardized by the Object Man-
agement Group introduces one of the IoTnetwork protocols
with the DCPS model. /is protocol provides platform/-
language-independent mechanisms for the construction of
distributed publish-subscribe systems with various quality of
service (QoS) guarantees and reliability-control capabilities.
/e Message-Queuing Telemetry Transport (MQTT) pro-
tocol [9] is another IoT protocol of the DCPS model, and
a broker is used to offload the burden of the handling of
a large number of upstream server requests for IoT devices.

Some IoT applications require horizontal integrations
wherein inter-protocol conversions occur. Recently, several
attempts were made to address this issue including the
oneM2M project that aims to provide a common IoTservice
platform by consolidating the currently isolated protocols
[10]. oneM2M utilizes the representational state transfer
(REST) system for the representation and management of
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Figure 1: A SD-IoT architecture with a sensor gateway.

2 Mobile Information Systems



IoT devices, and common application protocols including
the hypertext transfer protocol (HTTP), the constrained
application protocol (CoAP), and theMQTTare used for the
interworking with other systems besides oneM2M. /e
Eclipse IoT project provides another integrated IoT service
platform [11]. /e project is composed of many subprojects
such as supervisory control and data acquisition (SCADA),
Krikkit, and Ponte. Krikkit is a data-acquisition architecture
that uses the DCPS model, while SCADA and Ponte provide
a common communication mechanism and uniform open
application programming interfaces (APIs) for pro-
grammers, thereby enabling conversions between various
IoT protocols, such as the HTTP, CoAP, and MQTT.

2.3. Berkeley Packet Filter (BPF). In 1993, Steven McCanne
and Van Jacobson introduced a novel way of filtering
packets in the kernel, and it is called Berkeley Packet Filter
(BPF) [12]. /e BPF has been widely used for network
applications such as libpcap and tcpdump. /e BPF defines
a virtual filter machine and the corresponding language.
/e language contains several instructions regarding the
fetching of data from packets, the performing of arithmetic
operations, and data comparison. A filter is defined using
these instructions./e virtual machine executes the filter to
decide whether an incoming packet is acceptable or not
(Figure 2).

A number of the BPF extensions [13–15] have been
proposed to improve the BPF speed and expressivity, but
they do not extend the BPF functionality. Even though the
BPF is excellent for packet matching, functional extensions
are needed to make it suitable for versatile packet processing
such as packet modification or generation. Jouet et al. [16]
proposed the application of the BPF to the SDN data plane,
but they used only the BPF to match the incoming packets.

/e Instruction-based Packet Processing (IPP) scheme
[17] has been proposed for the use of the BPF in the pro-
vision of the data-plane programmability in SDN. /e IPP
language supports various data-processing features as well as
those of its packet processing, and its data plane supports the
run-time installation of new programs.

3. E-IPP Scheme

/e aim of the E-IPP scheme is the introduction of a pro-
grammable data plane for SD-IoTdevices. It adopts many of
the features of the IPP scheme, and the IPP has been ex-
tended so that it can be used as an event-driven processing
model, thereby enabling in-network data processing as well
as packet processing in various IoT situations. /is scheme
consists of an event model, a language to program the
procedures for application-specific processing, and a virtual
machine to install and run the program.

3.1. An E-IPP Event Model. An E-IPP event comprises an
identifier, a class, a subclass, and option data. /e identifier
uniquely identifies the E-IPP event, the class categorizes
the E-IPP event, and the subclass defines a unique event
type within a specific class. /e <class, subclass> pair identifies

a unique event type, and it indicates a specific event handler to
deal with the event./e option data vary depending on the event
type.

/e two event categories are as follows: system-defined
and user-defined classes. /e system-defined class repre-
sents predefined event types such as the init, packet-in,
and timer subclasses. /e user-defined class includes
application-specific event types that can be dynamically
defined by IoT applications. To define a new event type, an
IoT application assigns an unused event subclass that
identifies the event type. /en, it registers the event sub-
class to the E-IPP VMs. /e IoT applications may register
their own event handlers, which includes their application-
specific procedures, for both the system- or user-defined
event types.

/e E-IPP VM consists of several event-handling poli-
cies. Each event type is matched to one of the event-handling
policies. A policy represents the number of event handlers
that can be registered to an event type and the manner
in which they are executed in the presence of more than
one handler. /e three policies are as follows: singleton,
sequential, and parallel. /e singleton policy is the repre-
sentation of an event that carries an event-specific handler
within itself. /e init and timer event types represent the
singleton policy. /e sequential policy represents multiple
event handlers that can be registered to an event type with
their priorities, and the handlers will be executed according
to their priority-based order. While the VM is executing the
handlers, a proceeding handler may block the other handler
executions of the lower priority. /e packet-in event type is
an example of the sequential-policy types./e parallel policy
represents the independent execution of all of the registered
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handlers. /e user-defined event types represent the parallel
policy.

/e events are generated from a variety of sources. /e
system-defined events are generated from the loader, the
input packet buffer, and the internal timer, all of which are
described later in this paper. /e user-defined events are
generated when an event generation code is executed, and
the event-generation code may be placed in another event
handler to concatenate the event handling.

3.2. E-IPP Language. /e E-IPP code is written using the
E-IPP language, which is a low-level language for the E-IPP
VM. It consists of a series of directives, instruction state-
ments, and comments. /e directives direct the loader re-
garding the installation of the E-IPP code into the VM. /e
instruction statements are the symbolic machine codes of
the E-IPP VM and are translated into executable codes by
the loader.

/e E-IPP language is derived from the BPF, especially
the Linux Socket Filter (LSF) [18]. Accordingly, many of the
BPF-language features have been inherited, such as the
instruction-statement syntax, instruction set, scratch
memory (addressable registers of a limited size), and BPF
extensions (platform-dependent variables provided by the
Linux kernel). /e specialization of the original BPF,
however, is regarding the packet matching, and it is not
suitable for data processing and event handling. /e E-IPP
language extends the LSF to include the event-handling
features. /e directives and the predefined procedures that
access the VM event-handling features are provided; the
utilization of these allows for the defining of the new event
types and event handlers that are registered to the VM. Further,
new instructions are added to provide the modification and
forwarding features of the packet to the LSF.

Table 1 show the directives, extended instructions, and
library procedures that were used in the proposed examples.
A user-defined event type can be defined by a defevent di-
rective statement. /e defevent directive statement consists
of the event-type ID and the size of the option data, if any are

present. /e external libraries, which are imported by the
import directive statement, provide a simple way to program
complicated procedures with respect to a number of specific
cases. /e library procedures are called using the call in-
struction; its operand indicates a procedure using the
symbol that is exported from the library. When a procedure
is called, the scratch memory (a predefined array with the
symbol “M” in the LSF) is used for the passing of the
arguments. /e reg_hnd procedure is used for the regis-
teration of the event handler of a specific event type, and
the event is generated by the gen_ev procedure. /e gen-
erated event facilitates the scheduling of the registered
event handlers of its type.

4. E-IPP VM

/e structure of the E-IPP VM is derived from the IPP, but
the behavior of each component changes on an event-driven
basis. /e E-IPP VM is composed of an event scheduler, an
execution engine, a loader, packet buffers, and a runtime
storage (Figure 3).

4.1. Event Scheduler. /e event scheduler is a component of
the VM that schedules the event handlers for the received
events to the execution engine./e scheduler is composed of
an event queue and an event-type table. When an event is
generated, it is queued at the event queue. /e event-type
table stores the information for the event types and their
event handlers. A table entry consists of an event-type field,
an event-handling policy, and an ordered event-handler list.

When an event exits at the event queue, the event
scheduler dequeues the event. /e scheduler looks up the
event-type table using the event type, and if a matching
entry exists, it schedules the event handlers at the
matching entry to the execution engine according to its
policy. For the sequential policy, the scheduler links the
event handlers of the list at the matching entry in the order
of their priorities. /en, the scheduler places the ordered
list into the wrapper handler that executes the handlers

Table 1: Directives, new instructions, and predefined procedures.
Directive statement Description
%import <exported symbol> Import a external procedure
%addvar <var_name> Declare an integer variable
%setarray <arr_name> <size> Declare an array
%setinit <label> Set the starting point of the initialization code
%defevent <ev_type> <size> Define a new user-defined event type
Instruction Operands Description
out port Packet out to port
norm Vender-dependent packet processing
wrt offset Write word A to packet offset
call symbol Call a external procedure
Ext procedure Scratch memory Description
reg_hnd ev_type, label Register an event handler
ureg_hnd ev_type, label Unregister an event handler
gen_ev ev_type, data Generate an event with given type and data
timer expire, label Register a timer event
npkt size, null Allocate a new packet buffer
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sequentially, and it may also terminate the execution
prematurely. /e wrapper is scheduled at the execution
engine. In the case of the parallel policy, the scheduler
schedules all of the event handlers in the list to the ex-
ecution engine. In the case of the singleton policy, an event
handler is not present in the event-type table entry; in-
stead, the event itself carries its own handler identifier in
its option data. /e scheduler schedules the handler in the
event to the execution engine.

4.2. 5e E-IPP Loader. /e E-IPP loader installs the E-IPP
code into the VM on behalf of the E-IPP application. When
E-IPP code is received by the E-IPP loader, the loader
compiles the code into the form that can be executed by the
execution engine. /e executable form of the E-IPP code is
called the E-IPP instance. /e E-IPP instance includes the
runtime-data section for the nonvolatile data that are used
to remember the state of the E-IPP instance. /en, the
E-IPP loader stores the E-IPP instance at the runtime
storage and generates an init event. /e init event includes
an initialization function that serves as the corresponding
event handler. /e initialization function usually registers
new event types and event handlers to the scheduler.

4.3. Execution Engine. /e execution engine runs the event
handlers that are scheduled by the scheduler. /e execution
engine comprises an event-handler queue and a task queue.
When an event handler is queued at its event-handler queue,
the execution engine dequeues the event handler and assigns
a task to it; then, the task is queued at its task queue. /e
execution engine runs the tasks of the task queue according
to its scheduling policy. /e default policy is first come, first
served (FCFS).

4.4. Input and Output Packet Buffers and the Runtime
Storage. /e input and output buffers consist of their own
packet queues and schedulers. When an incoming packet
arrives at the E-IPP VM, the input-buffer scheduler receives
it. It queues the packet into its packet queue and generates
a packet-in event. /e output buffer stores the outgoing
packets, and the packets in the output buffer are transmitted
outside of the VM by the output-buffer scheduler.

/e runtime storage maintains the E-IPP instances and
libraries for the external procedures. /e libraries contain
the predefined complicated procedures, and the procedures
are called while the E-IPP instances are being executed.

5. An Example of SD-IoT Applications and
Implemented E-IPP Codes

To explain the way in which IoT applications can utilize the
E-IPP scheme, an example is now presented. For this ex-
ample, it was assumed that three temperature sensors have
been connected to a sensor gateway that is controlled by the
SD-IoT controller. /e sensors periodically send tempera-
ture data to the sensor gateway via the IEEE 802.15.4 pro-
tocol. Each packet that is sent from the sensors contains
a destPANId and a srcPANId in the header and an action
field and sensed data in the payload. /e sensor gateway
embeds the E-IPP VM as its data plane, and the E-IPP codes
in the sensor gateway process the raw temperature data. /e
E-IPP codes send application-specific data to the IoT ap-
plication that subscribes the application-specific data to the
SD-IoT controller. Figure 4 shows the SD-IoT architecture
that was used for the example.

/e aim of the IoT application A is the attainment
of the temperature data that are sent from the sensors,
so it subscribed to the SD-IoT controller to receive the
temperature-update events. /e IoT application B is in-
terested in the alert event that is regarding the exceeding of
the temperature from one of the sensors beyond the set
threshold of the application. When the IoT applications
subscribe to the SD-IoT controller regarding their interests,
the SD-IoT controller obtains the E-IPP codes for these
interests and installs them in the E-IPP VM.
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Figure 4: An example of SD-IoT applications.
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Figures 5 and 6 show the simplified E-IPP codes that
were installed for each of the subscriptions. In Figure 5,
the first directive statement imports an external procedure

named send_ip_msg. As shown in Figure 7, the arguments
<dest, event data size, event data> are passed onto the
procedure, and the procedure creates a new User Datagram
Protocol (UDP)/Internet Protocol (IP) packet with the given
event data, and the packet is then sent to the dest.

Figure 5: E-IPP code for example application A: filtering packets
and reporting to the server.

Figure 6: E-IPP code for example application B: reporting to the
server when certain conditions are met.

Figure 7: E-IPP code for packet sending procedure.
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/e other directive statements in Figure 5 define a new
event type (update_temperature:0x000A), an array for the
event option data, three variables (sensor_id, tempera-
ture, and destA), and the initialization code label (init).
/e initialization code sets the IP address of the appli-
cation A server in the variable destA. Further, it registers
the new event handlers, PParser and SendTemp, for the
PACKET_IN and the update_temperature event types,
respectively.

/e PParser is the parser for the sensor packets. /is
parser uses the destPANId field to check whether the des-
tination of the packet is the VM itself. /e srcPANId is stored
in the sensor_id. Next, the parser inspects the action field. If
this field is update temperature, the following data are counted
as the temperature data and are stored in the temperature
variable. /en, it generates an update_temperature event. /e
sensor_id and the temperature are included in the event
option data.

/e SendTemp publishes the updated temperature to the
application A server. It uses the imported procedure send_
ip_msg to send a packet to the destA for which it shifts the
option data from the update_temperature event to the
sending-packet payload, thereby resulting in the sending of
the sensor_id and the temperature.

/e second E-IPP code (Figure 6) includes the pro-
cedures for the publishing of a fire alert to the application B.
/is code shares the update_temperature event that was
generated by the first E-IPP code to reduce the packet-
parsing load, and it checks the temperature data in the
packet. If the temperature exceeds the threshold, it sends
a fire alert to the application B server.

6. Comparison with Other Programmable
Data Planes

/is section presents the comparison of the pro-
posed method with the other existing programmable data
planes. /e comparison subjects are the BPF, two methods
that adopt the BPF (Jouet et al. and IPP, which are in-
troduced in the Related Work section), and other existing
programmable data planes that are introduced in the fol-
lowing subsection.

6.1. Existing Programmable Data Planes. A number of
proposals have been presented to introduce pro-
grammability into the SDN data plane, such as P4 [19], open
deeply programmable network node architecture (DPN)
[20], ClickOS [21], and OpenState [22]. /e P4 proposal
suggests a propriety packet-processing language for SDN
switch operations. /e P4 language is targeted for the ab-
straction of parse-match-action pipeline operations in
dedicated hardware. DPN and ClickOS are based on the
Click modular router [23], and they use the Click module to
program their data-plane operations. As the Click modular
router does not support the run-time programmability, DPN
and ClickOS also do not allow the addition of new actions
in run-time. OpenState suggests a stateful data-plane model
and it introduces an extended finite state machine (XFSM)

for the data-plane programmability. /e SDN controller
defines the states and the events for flows, whereby the
action for a state and an event are installed inside the
network device. When an event occurs, the network device
handles the event using the current flow state and the pre-
configured actions. /e data plane can be programmed to
make a forwarding decision in consideration of the network
situation without the controller intervention.

In spite of their programmable features, their languages
are targeted to the table-based packet-processing models
(e.g., forwarding model in Figure 8). /ey comprise ingress
and egress tables, and the entire network programs are
translated into packet-processing rules and are placed at one
of these tables. /e aim is the enabling of programmers so
they can describe match-action tables that are dynamically
populated by clearly articulated rules.

In the IoT environment, the table-based model is not
flexible enough to cover all of the requirements of the IoT
applications; for example, in the case where a sensor-
management application needs to register a timer event on
a sensor gateway node for a dead-sensor-indication pro-
cedure. Furthermore, in the presence of multiple sensor-
status-monitoring clients, the gateway node generates an
internal user-defined event for the dead-sensor indication to
activate multiple notification procedures for each of the
subscriber clients. It is obvious that these notification
procedures are not packet-processing procedures, and the
existing table-based packet-processing model is not capable
in this case. /e requisite processing model is sufficiently
flexible to process these procedures as required.

6.2. Comparison of the Programmable Data Planes. Table 2
shows whether the programmable features of each of the
data planes are those that are required by the various IoT
applications. All of the scheme features allow for the arbi-
trary packet matching that is required by the IoT applica-
tions for the programming of new protocols. Among them,
however, BPF and the scheme of Jouet et al. cannot modify
and forward packets, because the corresponding researchers
only considered packet-filtering cases.

DPN, ClickOS, andOpenState show weaknesses in terms
of the data-processing features. /ese weaknesses of DPN
and ClickOS are inherited from the simple click-module
structure they use, and the focus of OpenState is the ex-
tension of the flow table; moreover, data-processing cases
have not been considered. Alternatively, for P4, the pro-
gramming flexibility for data processing has been consid-
ered, even though it adopts the table-based model. BPF and
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all of the other BPF-based methods comprise data-pro-
cessing advantages, because they abstract the processor
operation and consist of a number of the requisite in-
structions of data-processing operations.

Non-volatile storage is used for network status man-
agement or data aggregation. All of themethods use the non-
volatile storage, because it is essential for basic operations
such as the packet counter in network equipment, but the
BPF-storage size for each filter is very small. /is size was
improved for IPP and E-IPP so that programmers can freely
create a variable or an array within their code.

Timer-event processing is an important feature in many
IoT-application cases, such as the periodical reporting of
aggregated data or the finding of dead sensors. P4 does not
comprise this feature, but DPN, ClickOS, and OpenState
include the timer-event handling for packet retransmission
andother purposes. BPFand the other existingBPF-inherited
schemes do not comprise timer-related instructions, but the
proposed scheme includes the timer-event-handling feature.

In situations where multiple IoTapplications install their
own code into the VM, user-defined events are necessary for
the interworking between the various codes. /is feature
allows the handlers that are registered in the application
code to receive the events that are generated from another
application code, thereby allowing them to function as the
subscriber code and the publisher code, respectively. /is is
the feature only the proposed scheme.

/e run-time installation is the essential feature of dy-
namic provisioning, which is one of the advantages of the
SD-IoT that is inherited from SDN.When an IoTapplication
seeks a new service, the SD-IoT network needs to install the
application code into the data plane at runtime so that it can
be immediately reflected in the SD-IoTnetwork./is feature
is considered for P4, IPP, and E-IPP.

7. Conclusion

/is paper contains the proposal of an SD-IoT data-plane
scheme that is specialized for in-network data processing. It
is based on a generic event-driven model, and it is suitable
for the handling of the various requirements of in-network
data processing as well as those of normal packet forwarding.
It also includes a language for the defining of the user-
defined procedures of the description of context-specific

operations and their dynamic-installation interfaces. /e
presented examples show that the SD-IoT application can
program the requisite data-aggregation and DCPS-agent
functions of the SD-IoTgateway using the proposed scheme.
/ese examples mean that the SD-IoT application can add
in-network data processing to run-time services without the
deployment of any additional network entities, and this is
simply achieved by the implementation of several lines of
code onto the data plane. /e comparison with other
programmable data planes shows that the features of the
proposed scheme are suitable for various IoT applications.
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