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Identity-based cryptography is a type of public key cryptography with simple key management procedures. To our knowledge, till
now, the existing identity-based cryptography based on NTRU is all over power-of-2 cyclotomic rings. Whether there is provably
secure identity-based cryptography over more general fields is still open. In this paper, with the help of the results of collision
resistance preimage sampleable functions (CRPSF) over cyclotomic fields, we give concrete constructions of provably secure
identity-based encryption schemes (IBE) and identity-based signature schemes (IBS) based on NTRU over any cyclotomic field.
Our IBE schemes are provably secure under adaptive chosen-plaintext and adaptive chosen-identity attacks, meanwhile, our IBS
schemes are existentially unforgeable against adaptively chosen message and adaptively chosen identity attacks for any prob-
abilistic polynomial time (PPT) adversary in the random oracle model. The securities of both schemes are based on the worst-case
approximate shortest independent vectors problem (SIVP,) over corresponding ideal lattices. The secret key size of our IBE (IBS)
scheme is short—only one (two) ring element(s). The ciphertext (signature) is also short—only two (three) ring elements.
Meanwhile, as the case of NTRUEncrypt, our IBE scheme could encrypt # bits in each encryption process. These properties may

make our schemes have more advantages for some IoT applications over postquantum world in theory.

1. Introduction

Nowadays, Internet of things (IoT) plays an extremely
important role by comprising millions of smart and con-
nected devices to offer benefits in a wide range of situations,
for example, smart cities, smart grads, smart traffic, and
smart buildings. The corresponding techniques have been
unprecedentedly developed and adopted due to the quick
evolution of smart devices and the continuous investment of
leading communities. In a smart IoT system, data collected
by mote devices will be transferred to gateway/cloud; the
cloud will perform data analysis and send the results to the
particular management system which takes suitable action.
How to protect this complete network against malicious
events, as well as the privacy and authenticity of data, is one
of the toughest challenges for the deploying IoT technology.
Several considerations and solutions are discussed in [1-4].
Due to the constrained resources (i.e., the size of memory,
CPU speed, and network bandwidth), we could not directly

use the traditional public key system, since the key man-
agement is complicated and the computations and storages
may consume large amount of resources.

Identity-based cryptography is a type of public key
cryptography in which the public key of a user is some
unique information about the identity of the user (e.g.,
a user’s e-mail address and the MAC address of devices).
This means that a sender who has access to the public pa-
rameters of the system can encrypt a message (verify a sig-
nature) by using the receiver’s (signer’s) identity as a public
key. The receiver (signer) obtains its decryption (signing)
key from a central authority, which needs to be trusted as it
generates secret keys for every user. Such cryptographic
primitives significantly simplify the key management pro-
cedures of certificated-based public key infrastructures.

IBE and IBS were proposed by Shamir [5]; from then on,
a large number of papers have been published in this area,
including IBE [6-12], IBS [13-17], and identity-based
signcryption  (sign-then-encrypt a message) schemes
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[13, 18, 19]. Till now, the fully practical identity-based
cryptographic primitives are based on bilinear pairings.
With the rapid development of quantum computation, in
a not-so-distant future, quantum computers are expected to
break such systems, and it is urgent to design quantum-
immune IBE and IBS schemes. Cryptographic primitives
based on hard lattice problems are good candidates, and
many such identity-based schemes were designed
[6,9, 10, 16]. However, the efficiency of these schemes is not
very satisfactory, especially in the IoT applications. As we all
know, cryptographic primitives based on NTRU usually
have high efficiency [20] and are good candidates of
lightweight cryptographic systems in the postquantum
world. Therefore, IBE and IBS schemes based on NTRU may
enjoy the advantages of high efficiency and quantum-im-
mune at the same time.

To the best of our knowledge, the existing IBE [21] and
IBS [17] based on NTRU are all over power-of-2 cyclotomic
rings, in which NTT algorithm can be implemented and
calculations can be done very fast. However, there are too
many subfields in the corresponding cyclotomic fields,
making these settings more sensitive to subfield attacks
[22, 23, 24]. So, seeking constructions of IBE and IBS over
more general fields is a meaningful work. Meanwhile, strictly
speaking, both of the schemes [17, 21] lack a security proof in
the following two senses: (1) The PPT key generation al-
gorithm [21] is heuristic and the CPA security of the
schemes is guaranteed by a key-encapsulation mechanism
designed in the process of encryption and is measured by the
Kullback-Leibler “distance”—not statistical distance. Then,
security is estimated in the aspect of attacks. So, the mag-
nitude of module q is small and the schemes are practical. (2)
Parameter settings of IBS [17] were referred to [25]; while the
main lemma for proving the PPT trapdoor generation al-
gorithm of CRPSF in [25] had some deficiencies, making the
parameter choices in [17] could not achieve the desired
result.

1.1. Our Contributions and Technique Overview. Motivated by
the above reasons, we construct provably secure IBE and IBS
schemes over any cyclotomic field.

Compared with [21], our IBE scheme is strictly provably
secure under adaptive chosen-plaintext and adaptive cho-
sen-identity attacks. So, at a high level, our result implies that
we can heuristically design IBE scheme by using similar
parameters as [21] in any cyclotomic field. Since we use the
modified algorithms of CRPSF proposed in [26], our IBS
scheme is existentially unforgeable against adaptively chosen
message and adaptively chosen identity attacks in theory.
Though the efficiency of our IBE and IBS schemes may be
not satisfactory when we set parameters to achieve the
provably security, our results give a high-level implication
that we can heuristically design IBE and IBS over any cy-
clotomic field with small parameters (for example, settings of
the classical NTRU-based cryptography [20]) and construct
a lightweight cryptosystem, which can be used in some IoT
applications.

Next, we give a brief review of constructions.

Wireless Communications and Mobile Computing

The construction of our IBE scheme is inspired by [21]
and followed the route of [10]. The setup algorithm uses the
key generation algorithm of CRPSF constructed in [26] to
generate some public parameters PP, including a cyclotomic
field K and an element h € Ry. Here, R = Oy is the ring of
integers of K and R’ is the set of invertible elements of
R, = R/qR. Meanwhile, the key generation algorithm of
CRPSF also outputs a short trapdoor basis of the NTRU
lattice A} = {(x, y) € R* : y = hx mod qR}. The secret key of
an identity (we map an identity to R, by using a random
oracle H : {0,1}* — R_) is the element in A} outputted by
the SamplePre algorithm of CRPSF by using the trapdoor
basis. The encryption and decryption follow the idea of [10].
We embed the message in a Ring-LWE instance in the
encryption process and the outputted ciphertext consists of
two Ring-LWE instances (only the b-component) (u, v) with
the “implied” relation that v —u-sk is short. Then, the
decryption process only need to remove the errors by
rounding ([ - 1). Security (indistinguishability) is based on
the hardness of corresponding decision Ring-LWE prob-
lems, and we do not need to use the key-encapsulation
mechanism in the encryption process.

The construction of IBS follows the route of [17], which
is a combination of techniques shown in [10, 27]. We also
use the key generation algorithm of CRPSF to generate Msk.
The secret key (0, 0,) of an identity id is produced by the
SamplePre algorithm of CRPSF, satisfying ho,— 0, = H (id).
The signing and verification follow the idea of [27] by using
a rejection sampling algorithm. The signature of a message y
contains a triple (z,z,,u) with y; < Dy, z; = y; + 0; - u,
and u = H' (hy, — y, modgR, u). The rejection sampling
algorithm could make it seem that z; is independent of y;, in
particular, z; <> Dy . Then, to verify a signature, one only
needs to make sure that z; is short and u = H'(hz, -
z, — H (id) - umod gR, u). Unforgeability of our scheme can
be reduced to the corresponding Ring-SIS problems.

Finally, we remark that techniques used in [28] are also
vital to bound the decryption error of our IBE scheme.
Though we design our IBE schemes in RY, the dual ideal of R,
we can convert it to work in an integral ideal of R or we can
directly design the IBE scheme in R by using the hardness
result shown in [29] (with larger parameter y and g). Also,
we can discuss the practicability under the Kullback-Leibler
“distance” by using the same method as in [21]. Meanwhile,
our construction provides an important support for de-
signing IBE and IBS over general cyclotomic rings with
relative small parameters (with no provably secure guar-
antee, but the key generation algorithm is PPT by our re-
sults) and analyzing the security from the view of attacks.
How to reduce the magnitudes of parameters of provably
secure identity-based cryptographic primitives and improve
the efficiency of these schemes are important and mean-
ingful open problems.

1.2. Organization. In Section 2, we will introduce some
notations and basic results we need in our discussion. In
Section 3, we shall discuss the IBE schemes, including the
basic definitions, security models, constructions, and
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security analysis. Discussions of IBS schemes are put in
Section 4.

2. Preliminaries

In this section, we introduce some background results and
notations.

2.1. Notations. We use [n] to denote the set {1,2,...,n}. | -|
represents the I, norm corresponding to the canonical
embedding. For two random variables X and Y, A(X,Y)
stands for their statistic distance. When we write X < &, we
mean that the random variable X obeys to a distribution &. If
S is a finite set, then [S] is its cardinality and U (S) is the
uniform distribution over S. Symbols Z* and R* stand for
the sets of positive integers and positive reals. Symbol logx
represents log, x for x € R*. Functions ¢ (n) and p (1) stand
for the Euler function and the Mébius function.

2.2. Cyclotomic Fields, Space H, and Ideal Lattices.
Throughout this paper, we only consider cyclotomic fields.
For a cyclotomic field K = Q ({) with { = {; the primitive /-th
root of wunity, its minimal polynomial is ®;(x) =
[T (x' = D*¥) ¢ 7[x] with degree n = ¢(l). As usual, we
set R = Oy = Z[{], which is the ring of integers of K. Then,
[K:Q] =n:=2r, K=Q[x]/®;(x) and R = Z[x]/®;(x). K
is Galois over Q. We set Gal(K/Q) = {o;:i=1,...,n} and
use the canonical embedding ¢ on K, which maps x € K
to a space {o;(x)}; € H:={(x,...,x,) € C": x,.,1_; = X}
Vi € [r]} via embeddings in Gal(K/Q). H is isomorphic to
R™ as an inner product space via the orthonormal basis h;
defined as follows: for 1 < j <,

1
]’l] = W(ej + en+1—j)’
(1)
i
hn+1—j = W(ej - en+1—j)’

where e; € C" is the vector with 1 in its j-th coordinate and
0 elsewhere and i is the imaginary number such that i* = —1.
For any element x € K, we can define its norm by
x|l =llo(x)| and its infinity norm by x| =

maXe,o; (x)].

We define a lattice as a discrete additive subgroup of H.
The dual lattice of A € H is defined as AV ={y e H:
Vx €A, <x,7> =YL x;+¥; € Z}. One can check that this
definition is actually the complex conjugate of the dual
lattice as usually defined in C". All of the properties of the
dual lattice that we use also hold for the conjugate dual. Any
fractional ideal I of K is a free Z module of rank 7. So, o (I) is
a lattice of H, and we call o (I) an ideal lattice and identify I
with this lattice and associate with I all the usual lattice
quantities. Meanwhile, its dual is defined as IV ={a € K :
Tr(a-I) € Z}. Then, it is easy to verify that (IV)" =1, I" is
a fractional ideal, and IV embeds under o as the dual lattice of
I as defined above.

2.3. Gaussian Distributions, Ring-SIS Problems, and Ring-LWE
Problems. The Gaussian distribution is defined as usual. For
any s>0, ¢ € H, which is taken to be s =1 or ¢ = 0 when
omitted, define the Gaussian function p, . : H — (0,1]
as p, (x) = e (k=) By normalizing this function,
we obtain the continuous Gaussian probability distribu-
tion D, of parameter s, whose density function is given by
s p.(x). For a real vector r = (ry,...,r,) € (R")", we
define the elliptical Gaussian distributions in the basis
{h;}; - , as follows: a sample from D, is given by Y, x:h;
where x; is chosen independently from the Gaussian dis-
tribution D, over R. Note that if we define a map
¢ H— R" by ¢(Yicpyxihi) = (x1,...,x,), then D, is
also a (elliptical) Gaussian distribution over R".

For alattice A € H, 0> 0 and ¢ € H, we define the lattice
Gaussian distribution of support A, deviation ¢, and center ¢
by Dy, (x) = (p,. (x)/p, . (A)) for any x € A. For § >0, we
define the smoothing parameter 75 (A) as the smallest o> 0
such that p,,, (AY\0) < 8. The following theorem comes
from [10, 30]. Here we use B to represent the Gram-Schmidt
orthogonalization of B and regard the columns of B as a set
of vectors. For B= (b,,...,b,), define |B|| = max; ||b;].

Theorem 1. There is a probabilistic polynomial time algo-
rithm that, given a basis B of an n-dimensional lattice
A = Z(B), a standard deviation ¢ > ||B|| -w(+/logn), and
a ¢ € H, outputs a sample whose distribution is statistically
close to D, .

We will use following lemmata from [10, 31].

Lemma 1. For any full-rank lattice A and positive real e >0,
we have 1, (A) < \In(2n(1 + (1/€)))/m - A, (A).

Lemma 2. For any full-rank lattice A, ce H, e € (0,1) and 0>
1 (A), we have Pry ., [llb—cll>ovn] < (1+¢&/1-¢)-27"

c

Lemma 3. For any full-rank lattice ACH, ce H, § € (0,1),
02215(A) and be A, we have D, , . (b) < (1+6/1-68)-27".

The following useful rejection sampling theorem comes
from [27]. We state an adapted version, corresponding to the
canonical embedding and space H. Its proof is essentially the
same as that in [27], so we put it in Appendix with a remark
that the constant M can be effectively calculated in practice.

Theorem 2. Let A € H be an arbitrary lattice, V € H be a set
in which all elements have norms less than T, o be some
elements in R such that o=w(T-+logn), and
h:V i+ [0, 1] be a probability distribution. Then, there exists
an absolute constant M such that the distribution of the
output of the following algorithm of:

M) veh
(2)ze< Dy,

(3) Output  (z,v) with probability min(D, ,(z)/M-
DA)O')’V (Z)) 1)



is within statistical distance 298" /M of the distribution of
the output of the following algorithm F:

D veh
(2) z < Dy,
(3) Output (z,v) with probability 1/M.

Moreover, the probability p that of outputs something
satisfies (1 — 2-wlogmy/Af < p < (1/M).

The hard lattice problems we use are Ring-SIS and Ring-
LWE problems. For an element z = (z,,...,%,,) € R", letus
define |z| = (Z:lelzillz)m. We first introduce the Ring-SIS
problem. The definition is as follows.

Definition 1. Let R be the ring of integers of K, q and m be
positive integers, and f3 be a real number. The small integer
solution problem over R (R-SIS,, ., g) is given ay, ..., a,, € R,
chosen independently from U(Rq), find z= (z,...,2,,) € R™
such that )" a,z; =0modgR and 0<|z| <.

For appropriate parameters, the following theorem comes
from [32], which shows that the Ring-SIS problem is hard.

Theorem 3. For ¢ € (0,1), there is a PPT reduction from
solving Ideal—SIVPy_ VIR with high probability in
polynomial time in the worst case to solving R-SIS, ,, g with
nonnegligible probability in polynomial time, for any
m,q, B,y such thaty > B+/n- w(y/logn), g = f+/n- w(logn),
and m, f3, log q < poly (n).

The Ring-LWE problem is defined as follows. Let
T =H/R".

Definition 2. For s € RY and an error distribution y over H,
the Ring-LWE distribution A, over R, x T is sampled by
independently choosing a uniformly random a < U(R,)
and an error term e « y and outputting (a,b = (a-s/q) +
emodRY).

Definition 3. Let ¥ be a family of distributions over H. The
average-case Ring-LWE decision problem, denoted
R-DLWE_, is to distinguish (with nonnegligible advan-
tage) between independent samples from A;/,V/ for a random
choice of (s,y) < U(R\q/) x ¥ and the same number of
uniformly random and independent samples from R, x T.

In [33], a reduction from Ideal-SIVP, to decision Ring-
LWE problem over any algebraic number field is given.

Theorem 4. Let K be an algebraic number field and R = Oy,
[K: Q] =n. Assume « € (0, 1) such that a < +/logn/n, and
let q =2 be an integer such that aq > w(1). Then there is
a polynomial time quantum reduction from Ideal-SIVP,, (in the
worst case) to R — DLWE;’,DE, where & = a(nk/log (nk))* with
k the number of samples to be used and y=w (+/n - logn/«).

We can modify the sample (a,b) of Ring-LWE distri-
bution to R, x R;’ as in [28]. We scale the b component by
a factor of ¢, so that it is an element in H/(gRY). The
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corresponding error distribution is Dj with {=a-
(1flk/log(nk))1/4 and k the number of samples. Then, we
discretize the error, by taking e <> [Dy¢lp.. The decision
version of Ring-LWE becomes to distinguish between the
modified distribution of AY (1 and the uniform samples
from R, x R;. Notice that by using the same method
proposed in [34], we can change the secret s to obey the error
distributions, i.e, s < [Dglp.. We will use the symbol
R - DLWEq,LDq{]Rv to denote this problem. Meanwhile, note
that, if we constrain a « U(T) for some T C Rq, where
IT|=c- IRqI and c+#negl(n), the hardness of the corre-
sponding problem does not decrease. We will use the symbol
R-DLWE;, Dyl O denote this problem. For more details,

one can refer to [28, 34].

2.4. Key Generation Algorithm and Regularity Result. In this
subsection, we shall introduce some useful algorithms and
results we need. The following algorithm plays a key role
in our constructions of IBE and IBS. It is a modified
version of key generation algorithm of traditional NTRU
signatures. For simplicity, we denote it by N-KeyGen.

The following theorem comes from [26] (Algorithm 1).
Note that in the case of cyclotomic fields, it was shown in
[26] that the value of Dedekind zeta function at 2 (i.e. {i (2))
has a relatively small absolute upper bound.

Theorem 5. Let K = Q((;) be a cyclotomic field, R = O,
n= (), q = 64n{y (2) be a prime such that q} Ay and the
prime ideal decomposition of qR in R is qR = RBy,..., B,
such that £-g =n, €>0 be an arbitrary positive number.
Assume that o> max{8n3"6 Inn, w(nln®>n) - "¢,
w (n*# g% 1792%)}. Then, the key generation algorithm proposed
in this section terminates in polynomial time, and the output

matrix [{; g:| is an R basis of A} for h=gf ' modgR.

Meanwhile, if o > n*?+\In(8nq) - q P+ #72)e the distri-
bution of h is rejected with probability c <1 for some absolute
constant ¢ from a distribution whose statistical distance from
U(RY) is < (2%/g"™).

Based on the N-KeyGen algorithm, Wang and Wang
[26] gave a detailed construction of CRPSF, which was first
proposed in [10], over any cyclotomic field. The preimage
sampling algorithm of CRPSF is useful for us to design our
IBE and IBS. We also use NTRUCRPSF (n,q,0,s) to rep-
resent the CRPSF and only describe the results we need. For
more details, one can refer to [26]. The construction of
CRPSF is as follows:

(1) TrapGen (1",¢,0): by running the N-KeyGen al-
gorithm, we get a public key h=g- f! € R} and

a private key sk = [IfJ g] The key h defines

function f},(2) = f,((z1,2,)) = hz, — 2z, € R, with
domain 9, ={z€R?:|zll<svV2n} and range
R, = R,. The trapdoor of f, is sk.

(2) SampleDom (1", g, s): sample z < Dy, if ||lz]| > s -
\/2n, resample.
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(i) Input: n,g € Z*, 0>0.

(ii) Output: A key pair (sk,pk) € R¥? x R;.

(1) Sample f from Dy, if (f modg) ¢ R, resample.
(2) Sample g from Dy, if (gmodq) ¢ R, resample.
(3) If [|fIl = +/no or |gll = v/no, restart.

(4) If (f,g) #R, restart.

(F,G) = (F,,G,) ~r(f,g) for some r € R.
(7) If |(F,G)l > no VI, restart.

(5) Compute F,,G, € R such that f -G, - g- F, = g, e.g., using a Hermite normal form algorithm.
(6) Use Babai rounding nearest plane algorithm to approximate (F, P Gq) in the lattice spanned by (£, g), let 7 (£, g) be the output, set

(8) Return secret key sk = [ 1]: g ] and public key pk=h=g- f € R

ALGORITHM 1

(3) SamplePre (sk,?): to find a preimage in 9,, for a target
t€R, =R, under f, by using the trapdoor sk,
sample z < Dy, with Al ={(z),2,) €R?: z, =
hz, mod qR} and ¢ = (1,h —t). Return z.

Theorem 6. Assume o > max{8n3'6 Inn, w(nIn®® n). g9,
w(nO.ZSqO‘SI—O.ZS),nB/Z\/m . q((1/2)+s)} for some ¢€¢€
(0, (1/2)) and s > n** -0 -w(logn). Then, the constructed
NTRUCRPSF (n,q,0,s) is a CRPSF against ploy(n) time
adversaries, assuming the hardness of the worst-case Ideal-
SIVP, over K against ploy(n) time adversaries, with y =
O(n-s).

We also need the following regularity theorem. For more
details, one can refer to [26, 28, 29].

Theorem 7. Let K be a cyclotomic field with [K : Q] = n,
R = Oy, m > 2, q is a positive prime such that q + Ax and the
prime ideal decomposition of qR in R is qR = RB,,..., B,
&€ (0,(1/2)), >0, and a; < U(R;)for alli € [m]. Assume
t & Dpu, with 0>n-+/(InCmn(1 + (1/9)))/n) - q'V/m*e.
Then, we have

A<<a1, . ,am,itiai>;U((R2)m % Rq)> <28
i1

+ 22m (n+g)q—£mn.

(2)

As in [28], we only use the powerful basis {?i}ll of R

and the decoding basis {71}?:1 of RY. We mainly use the
following definition and arrangements. More details can be
found in [28].

Definition 4. Givenabasis B = {b,,...,b,} of a fractional ideal
J, for any x € J with x = x,b, +--- + x,,b,,, the B-coefficient
embedding of x is defined as the vector (x,,...,x,) and the
B-coefficient embedding norm of x is defined as [x|} =

n 24\1/2
(Zimix)

Set 1 =1 when [ is odd and I = (1/2) when [ is even. If
=TI pi for primes p;, then we define rad (I) = [T, p;. If

we represent x € R (or RY) with respect to the powerful basis
(or decoding basis), we have

! -
VTN ¢ - c . 3
rad(l)llxllg(p) <lle ()l < \/;lello(p), forx e R,  (3)

Mllxllc(g), forx e R'. (4)

<o)l < \—

1
—=lxl® -
N

We will omit the subscripts o(d) and o(p) in the

following applications when it does not cause ambiguities.

When we write x mod gRY, we use the representative

element of the coset x+gRY as Zf\:] lx,»z,» with x; €
[-(q/2), (g/2)). It is similar for element x € R. Notice that
R C RY, and any element of R can also be represented as a
Z-linear combination of the decoding basis.

3. Identity-Based Encryption Schemes

In this section, we shall give the definition of IBE schemes
and then construct a provably secure IBE scheme based on
NTRU over any cyclotomic field.

3.1. Basic Definition and Security Model. We give the defi-
nition of IBE system first.

Definition 5. An identity-based encryption system consists of
four PPT algorithms: Setup, KeyGen, Encrypt, and Decrypt.

(i) Setup (A): this algorithm takes as input a security
parameter A and generates public parameters PP and
a master secret key Msk.

(ii) KeyGen (id, Msk, PP): this algorithm uses the
master secret key Msk to generate an identity private
key sk;q corresponding to an identity id.

(iii) Encrypt (PP,id, m): this algorithm takes the public
parameters PP to encrypt a message m for any given
identity id.

(iv) Decrypt (c, skiq): this algorithm decrypts ciphertext ¢
by using the identity private key skyq if the identity of
the ciphertext matches the identity of the private key.

The security model of IBE is defined through the fol-

lowing game between an adversary & and a challenger 9.
For a security parameter A, let .Z, be the plaintext space and



@) be the ciphertext space. The game, which appraises the
indistinguishability of plaintext under adaptive chosen-
plaintext and adaptive chosen-identity attack (IND-ID-
CPA), is defined as follows:

(i) Setup: % runs the algorithm Setup (1) to get the
public parameters PP and the master secret key
Msk; then, it sends PP to & and keeps the master
secret key Msk.

(ii) Phase 1: o/ adaptively issues private key queries
qy> - - -» gy for identity id,, .. .,id;. In each query g;
fori=1,...,k, B runs KeyGen to generate sk;q;
and sends it to .

(iii) Challenge: once &/ decides the Phase 1 is over, it
outputs a challenge identity id", which has not been
queried during Phase 1, and two plaintext message
mgy,m; € My,. B chooses a random element
be{0,1} uniformly and sends ¢, = Encrypt
(PP,id", m,) to .

(iv) Phase 2: &/ adaptively issues more private key
queries gy, - - -, qq for identity id,,,,...,idy. The
only requirement is that id"#id;, for any
i=k+1,...,Q.

(v) Guess: & outputs an element b’ € {0, 1} and wins if
and only if b' = b.

We refer to such an adversary &/ as an IND-ID-CPA
adversary and define the advantage (in the security pa-

rameter 1) of ¢ in attacking an IBE scheme & as
Advg , (1) = [Pr(b' =b) - (1/2)].

Definition 6. For a security parameter A, we say that an IBE
scheme & is adaptively IND-ID-CPA secure if for any PPT
adversary ¢ that takes at most Q = poly(A) private key
queries, Advg (1) < negl(A).

3.2. Constructions of IBE Based on NTRU. Now, we can give
the construction of IBE system over any cyclotomic field.
The construction is inspired by [21], which follows the route
of [10] and could be regarded as a generalization from power
of 2 cyclotomic field to arbitrary cyclotomic field. The de-
tailed construction is as follows, where Ay denotes the
discriminant of K and gR = %,, ..., A,,.
(i) Setup (A): given a security parameter A, first con-
struct a set of parameters (K,R,q,0,s) such that
K=Q({) with n=¢()>1, R=0g, and gq>
641y (2) such that gq}Ag. Meanwhile, o>
max{8n3'6 Inn, w(nIn®® n) . g9, w (n%?° g*31-02%),
nG2In(8nq) - qVP*} for some &€ (0, (1/2)),

s>n%?.g.w(logn). Then, call the N-KeyGen
algorithm to generate a public key & and a secret key
sk = [ {; (g; ] € R?2, Set the public parameters
PP =

\
(K,R,q, U,Rq,Rq,h,H), where
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H:{0,1}" — R, is a random oracle, and the master
x| S 9
secret key Msk = sk = [ 7 Gl

(ii) KeyGen (id, Msk, PP): if the pair (id, sk;y) is in the
local storage, output sk;y to the user id. Otherwise,
(1) Set t = H(id) € R,.
(2) Take (0,,0,) = SamplePre (Msk, t), where (o,,0,)
satisfies ho, — 0, =t modgR.
(3) Output sk;qy = 0, and keep the pair (id, sk;q) in
the local storage.
(iii) Encrypt (PP,id,m): given a plaintext m = Y m; -

d ;e R;/ with coefficients m; € {0, 1}, the encryp-
tion process is as follows:

(1) Sample r,e;,e; < y = LDE_q-]Rv with &=
o- (nk/log(nk))(1/4), where k = O(1) is a posi-
tive integer.

(2) Compute t=H(id) € R, u=r- h + e, mod
gRY and v=t-r+e, + (lg/4]) -mmodqR".

(3) Output the ciphertext ¢ = (u, v).

(iv) Decrypt (c = (u,v),skyq): this algorithm first
computes w=v—-u-skyy =Y. ,w;- d ;modgR’
and returns m = Y || (4/q) -w;]- d ;modgR".

Note that we have w =v—uo, =1t +e, + (lq/4])- m -
rho, —e,;0, = (lg/4]) - m + emod gRY where e =e,— 1o, —
e,0, € RY for some (0,, 0,) satisfying ho,— 0, = t mod gR. If
lells, < g/10, then we get that w has the representation of the

—

form (|g/4])-m+e in R}. Setting w =3 ,w;- d ; and
e=Y"e- ; ;» we can conclude that for any g > 40,
Se; € <—§,§> if m; =0,
Wi:ét%k%éd: 4 4 13
QL%J+§‘3;€(E’E>’ ifm, = 1.
(5)

Therefore, the decryption process succeeds in re-
covering the encrypted message m  whenever
le, —ro, —e 0,5, < (g/10). Now, we bound the proba-
bility that [le, — ra,— e,0,[S, > (9/10). Here, | - ||, repre-
sents the basis-coeflicient norm under the decoding basis
with respect to the [/, norm.

Lemma 4. Assume that o € (0, 1) such that a < +/(logn/n)
and let q > 2 be an integer such that aq > w (1); meanwhile,

w(n®?flognloglogn - a® - q* - s) < (q/30V2); then, we
have |le, — ro, — e 0,5, < (q/10) with probability at least

1- n—w(\/nlogn).

Proof. Lemma 5.1 of [28] implies that Pr, ey llxllo >
w(~fnlogn - o? - ¢*)]] < (Vo8 Note that ||(a,, 0,)| <
\2n - s; we have
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—

les — 7o, — o, < \/i ("32” +r - oa +es - "1")
<1 (VA - feal, 4l -Joa] - (©
el o)

~—

Therefore, we get

||e2 - 1o, —e,0; ||f)O <3V2- w'(n(m)\llognloglogn aq - s),
(7)
with probability at least 1 — n~(V1°8") \where we have used

that VT = O (y/nloglogn).

Overall, we get the following lemma. O

Lemma 5. Assume that o € (0, 1) such that « < +/(logn/n)
and let q > 2 be an integer such that aq > w(1); meanwhile,
w(n®?\flognloglogn - a? - ¢* - s) < (q/30V2); then, the
decryption algorithm of the IBE scheme succeeds in re-
covering the encrypted message with probability at least

1- n—w(x/nlogn)'

We can prove that our IBE scheme is secure, assuming

that R-DLWE, p 1, problem and R_DLWEZ,LquRv

problem are hard. We first give a IND-CPA secure public
key encryption scheme (denoted by BasicPub). Note that
Lemma 5 is suitable for BasicPub as well.

(i) Setup (A): given a security parameter A, do as the
Setup algorithm of IBE scheme. Set the public
parameters PP = (K, R,q,0,R;, Ry, h).

(ii) KeyGen (PP): sample (0,,0,) = SampleDom (PP);
set the secret key sk =0, and the public key
pk = ho, — 0, mod gR.

(iii) Encrypt (PP, pk,m): do as the Encrypt algorithm of
IBE scheme with t = pk.

(iv) Decrypt (c = (u,v),sk): the same as the Decrypt
algorithm of IBE scheme.

Lemma 6. Let K = Q((;) be a cyclotomic field, n= ¢(l),
R = O, and q > 64n{ (2) be a prime such that q + Ag. Set
o> max{8n3'6 Inn, w(nln0'5 n) - q(l/g)’ w(no.zsqosl—o.zs)) n3?

VIn(8ng) - qV2*¢} for some e¢€ (0, (1/2)) and s=n>>
0 - w(logn); meanwhile, assume that o € (0,1) such that

a < +[(logn/n), ag>w(l), and w(n*?*\/lognloglogn-
o’ - g - 5)< (q/30V2). Then, the BasicPub is IND-CPA se-
cure assuming that R-DLWE, problem and

R- DLWE;,LDqﬂRv problem are hard.

gt 1RV

Proof. Note that, by the property of SampleDom algorithm,
the distribution of pk is statistically close to U (Rq). Then, for
a ciphertext (u,v) of either m, or m;,, by our choices of

parameters, the entire view (h, pk,u,v) € Rj x R, X R, x R\q/
of the adversary is indistinguishable from the uniform
distribution, assuming the hardness of R — DLWE,p 1

problem and R - DLWE;LDqE]Rv

versary could not distinguish the ciphertexts of 0 and 1. We
get the results, as desired. O

RV

problem. Hence, the ad-

Theorem 8. Suppose that Lemma 6 holds, i.e., the BasicPub
is correct and IND-CPA secure in the standard model; then,
the IBE scheme is adaptively IND-ID-CPA secure in the
random oracle model.

Proof. Let of be a PPT adversary that attacks the IBE scheme
with advantage § by using Q = poly (n) distinct H queries.
We shall construct an algorithm 9 to attack the BasicPub
scheme with advantage (6/Q). The algorithm 9% works as
follows:

(1) 9B calls an oracle (or the challenger) to get the public
parameters PP’ = (K, R, g, 0, R, Ry, h) and a public
key pk. Then, it sends the public parameters PP =
(K;R,q,0,R,, R\q’, h,H) to o/. Here, &% simulates the
random oracle H; meanwhile, & chooses an i € [Q]
uniformly at random.

(2) % simulates the view of &/ as follows:

(i) Hash queries: on &/’s jth distinct query id; to H,
if j=1i, then store the tuple (id;, pk, L) and
return pk to /. Otherwise, j#i, & runs the
BasicPub.KeyGen (PP') to generate a public/
secret key pair (sk;, pk;), locally store the tuple
(id;, pk;, sk;), and return sk; to .

(ii) KeyGen queries: when o asks for a secret key
for an identity id, assume without loss of gen-
erality that o/ has already queried H on id.
Retrieve the unique tuple (id, pk, sk) from local
storage. If sk = L, then output a random bit and
abort. Otherwise, return sk to /.

(3) When & produces a challenge identity id* which is
distinct from all its secret key queries and two
messages 1, 1,, assume without loss of generality
that &/ has already queried H on id". If id" #id,,
output a random bit and abort. Otherwise, return
¢, = BasicPub.Encrypt (PP’, pk,m,) for b < U ({0,1})
to o.

When of terminates with some output, & terminates
with the same output.

Assume &/ makes N distinct KeyGen queries for
some N < Q. Notice that the probability that 9% does not
abort is



Meanwhile, conditioned on & not aborting, the view it
provides to o is statistically close to the view of the real IBE
scheme. Hence, the advantage that 98 attacks the IND-CPA
secure of BasicPub is (6/Q), as desired.

Overall, we conclude the following theorem. O

Theorem 9. Let K = Q((;) be a cyclotomic field, n = ¢ (),
R = O, and q > 64n{y (2) be a prime such that g+ Ag. Set
o> max{8n3'6 Inn, w(nIn® n) - g9,  (n°25q*°17025), n?>

VIn(8nq) - qV2*¢} for some €€ (0, (1/2)) and s=n>>
0 - w(logn); meanwhile, assume that a € (0,1) such that
a < +[(logn/n), ag>w(l), and w(n*?*\/lognloglogn-
o’ - g - s)< (q/30V2). Then, the IBE scheme is adaptively
IND-ID-CPA secure against any PPT adversary in the ran-
dom oracle model, assuming the hardness of worst-case Ideal-
SIVP, over K against PPT adversaries, with y = O (n? - s).

Remark 1. If we choose ag=w(1), then s=0O(n"),
q=0(’) and y = O(n*°). As remarked in [28], we can also
convert our constructions to work in an ideal of R, or we can
directly design our schemes in R (with larger y and g).
Moreover, when we require that g = 1 mod [ with [ having some
special cases (for example, [ = p%,2%p or 2% pq for some prime
p>q), we can use the hardness results shown in [35] and
techniques shown in [36] to reduce the magnitude of the pa-
rameters q and y. Usually, the module g is far away from
practicality. A heuristic practical choice of parameters (with
respect to coefficient embedding) is shown in [21]. How to
reduce the size of g and y is a hard problem which is worth
studying.

4. Identity-Based Signature Schemes

In this section, we shall give the definition of IBS schemes
and then construct a provably secure IBS scheme based on
NTRU over any cyclotomic field.

4.1. Basic Definition and Security Model. We give the defi-
nition of IBS system first.

Definition 7. An identity-based signature system consists of
four PPT algorithms: Setup, KeyGen, Sign, and
Verification.

(i) Setup (A): this algorithm takes as input a security
parameter A and generates public parameters PP
and a master secret key Msk.

(ii) KeyGen (id, Msk, PP): this algorithm wuses the
master secret key Msk to generate an identity pri-
vate key sk;q corresponding to an identity id.

(iii) Sign (PP,id, sk;4,u): this algorithm takes the
public parameters PP, a message y, an identity id,
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and the secret key sk;4 to generate a signature Sig
of p.

(iv) Verification (PP, y, Sig,id): on input of the identity
id, the message y, the parameters PP, and a signa-
ture Sig, this algorithm outputs 1 when the verifi-
cation is correct (i.e., the signature is valid) and
outputs 0 otherwise.

The security model of IBS is defined through the following
game between an adversary </ and a challenger 9. For a se-
curity parameter A, let ./ be the message space and &) be the
signature space. The game, which appraises the property of
existentially unforgeable against adaptively chosen message and
adaptively chosen identity attacks, is defined as follows:

(i) Setup: P runs the algorithm Setup (1) to get the
public parameters PP and the master secret key Msk;
then, it sends PP to &/ and keeps the master secret key
Msk.

(ii) Phase 1: o/ adaptively issues private key queries
q> - - -»qy for identity id,, . . .,id. In each query g;
fori=1,...,k, & runs KeyGen to generate sk;y;
and sends it to <.

(iii) Challenge: once &/ decides the Phase 1 is over, it
outputs an identity id*, which has not been queried
during Phase 1.

(iv) Phase 2: o adaptively issues more queries
Qk+1>- - -»qdq Where each query g; is one of the
following:

(1) Private key query for id, # id": % responds as in
Phase 1.

(2) Signature query for a message ¢ under identity
id": this query can be regarded as an oracle, and
% runs the oracle to get a signature Sig =
Sign (PP, id", skjy, 1) and sends Sig to /.

(v) Forge: & outputs a forge Sig" for a message ¢ under
identity id". It wins if and only if one of the fol-
lowing two cases happens:

(1) If p is queried in Phase 2, then we require that
Sig* # Sig, where Sig is the signature of y that of
got in Phase 2. Meanwhile, Verification
(PP, 4, Sig",id"*) = 1.

(2) Otherwise, ~we  simply require  that
Verification (PP, 4, Sig*,id") = 1.

We define the advantage (in the security parameter 1) of
4 in attacking an IBS scheme & as Advg,(A) =
|Pr (of wins) — (1/2)].

Definition 8. For a security parameter A, we say that an IBS
scheme & is existentially unforgeable against adaptively
chosen message and adaptively chosen identity attacks if for
any PPT adversary o/ that takes at most Q = poly (1) queries,
Advg (1) < negl(A).
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4.2. Constructions of IBS Based on NTRU. Now, we can give
the construction of IBS system over any cyclotomic field. The
detailed construction is as follows:

(i) Setup (A): given a security parameter A, first con-
struct a set of parameters (K,R,q,0,s) such that
K=0Q(() with n=¢()>1, R=0g, and g =
64n{y (2) such that gt Ag. Meanwhile, ¢ > max
{8n3.6 Inn, w(nlno's n) - ql/gz’ w(n°'25q0'51‘°'25), w2
VIn(8nq) - qV?*¢} for some &€ (0, (1/2)), s>
n’? .o w(logn). Then, call the N-KeyGen algo-
rithm to generate a public key & and a secret key

sk = '1]: g] € R?2, Set the public parameters

PP = (K,R,q,0,R,, Ry, i, H,H"), where
H:{0,1}" =R, and H':R,x{0,1}" = R, are two
random oracles, and the master secret key Msk =

_|f9g
sk= [ G
(ii) KeyGen (id, Msk, PP): if the pair (id, sk;q) is in the
local storage, output sk;y to the user id. Otherwise,

(1) Set t = H(id) € R,.

(2) Take  (o0,,0,) = SamplePre (Msk, t),
(0,,0,) satisfies ho, — 0, = t mod gR.

(3) Output sk;q4 = (0,,0,) and keep the pair (id,
sk;q) in the local storage.

where

(iii) Sign (PP,id, sk;4, 4): given a message 4, the sig-
nature process is as follows:

(1) Sample y,, y, <> Dy.

(2) Computeu = H' (hy, — y, mod qR, u) € R, and
z;=y;+0;-ufori=12.

(3) Output the signature Sig = (z;,2,,u) of mes-
sage u with probability min((Dg.(2)/M-
D2, (2)),1) with v= (0,u,0,u) and M=0(1)
(in practice, M can be computed efficiently).

(iv) Verification (PP, y, Sig,id): for Sig = (z,,z,, u), if
I(z,2z,)ll < V2n-s and  H'(hz,—z,-H(id)-
umodqR,y) =u € R, output 1. Otherwise, output 0.

The signing algorithm outputs something with proba-
bility min ((Dge s (2)/M - Do (,u,0,u) (2)), 1), if nothing was
output, the signer runs the signing algorithm again until
some signature is outputted. Note that hz, -z, - H (id) -u =
hy,-y,+ (ho,-0,)-u—H (id)- u=hy, - y,modqR. Mean-
while, Lemma 2 and Theorem 2.2 imply that |(z,,2,)[ <
\2n-s with overwhelming probability. We conclude the
following lemma.

Lemma 7. The IBS scheme proposed above satisfies
correctness.

The security of the IBS scheme can be reduced to the
worst-case SIVP, problem over K.

Theorem 10. Let K = Q({;) be a cyclotomic field, n=¢(l),
R=0y, and q > 64n{ (2) be a prime such that q+ Ay. Assume
that o> max{8n3'6 Inn, @ (nIn®*n)- g2, 0 (n*¥q*5170%),

n’2\In(8nq) -qV?*¢} for some ee€ (0,(1/2)), s=n*?.0-
w (logn). The IBS scheme is existentially unforgeable against
adaptively chosen message and adaptively chosen identity
attacks for any PPT adversary in the random oracle model,
assuming the hardness of worst-case Ideal-SIVP, over K

against PPT adversaries, with y=0 (n-s).

Proof. Suppose that there is an adversary & which can break
the existentially unforgeable IBS scheme with advantage &;
we can construct an algorithm 9 to solve the R-SIS ,;
problem over K for § = 2+/2n - s. The interactions between
% and o are described as follows:

(1) Foran R-SIS_, s instance (ay,a,), if (a,,a,) ¢ (R;)z,
abort. Otherwise, & sends h =a;'-a;modgqR <
U(R;‘) to .

(2) o can adaptively query in the following ways. In
general, we can assume that &/ has to query the
random oracle H for id before it makes other kinds of
queries.

(i) H query: at the beginning, % keeps an ID-list
which consists of elements of the form
(id, t;g, skiq). The list is empty initially. For
a query of identity id", if it is contained in the
ID-list, & simply sends t;4- to &/. Otherwise, id”
is fresh. % samples z = (0),0,) <> Dy and
computes t;q- = ho, — 0, mod gR. Then, 9 sends
t;q- to o and stores (id”, t;4+, skyy- = (0}, 0,)) in
the ID-list.

(ii) KeyGen query: given id", & looks up the ID-list
to find sk corresponding to id* and sends
skiq- to .

(iii) Sign query: A also keeps a SIGN-list which is
empty initially and consists of elements of the
form (u,id, (y,, ¥,), skyg, 4, (2,2,)). To obtain
the signature of message u* € (0,1)" under
the identity id”, if (4*,id") is in the SIGN-list,
% simply sends (z},z5,u") to <. Otherwise,
u* is fresh and B looks up the ID-list for
skig- and runs Sign (PP,id",skys-,p*) to get
a signature (z},z;,u*). B sends (zj,z5,u*)
to & and stores (u*,id", (¥}, y5), skige> 1",
(z],25)) in the SIGN-list. Here, (y},y5) is
obtained through the algorithm Sign (PP,id",
skige, 4”).

(iv) H' query: when &/ sends a message y* under
identity id* to % for the H' query, %
finds the corresponding u* in the SIGN-list and
sends it to & (if u* is not in the SIGN-list, %8
implements Sign query for (u*,id") and sends
corresponding u* obtained by Sign query to ).
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(3) Forge: after finishing the queries listed above, <
outputs a forgery (z}',z;',u*') for (id*,u*) with
a nonnegligible probability J.

Note that, without loss of generality, we can assume
that before outputting the attempted forgery (z}',
z3',u*"), of has made a query for Sign (or strictly speaking,
o has made a query for H', buta H' query is equivalent to
a Sign query, by our constructions), i.e. u*' = u* forau* in
the SIGN-list. & can get (z],z;) from the SIGN-list,
which satisfies H' (hz} - z; — H(id")- u*, y*) = H' (hz}'-

- H(@d")-u*',u*) =u* =u*'. Hence, we have hzi—

—~H(@{d")-u* =hz}' -z’ = H(id")- u* modqR (up to
a neglig1ble probability). Therefore, @ (z1 zi)+
a,(z3' - z3) —OmodqR Let z= (2] - z1 , 25 —zz) we
have ||z|? = lz} - ||2 + ||z ||2 < 8ns®. Hence, if z #0,
it is a valid solutlon of R - SISq,z,Zm_S.

Also, note that in order to glve a valid forge, &/ needs to
find (z}',23") to fulfil that ||(z}' ,z2 Dl < V2n-sand hz}' -
z;' =wmodgR for w= hz1 —z; modgR. Theorem 2.2
implies that we can regard z; <> Dy . Theorem 2.7 implies
that w < U(R,). For any w € R, the solutions of the
equation hx, — x, = wmod gR form alattice A" = (z},23) +
A}l Hence, for the parameter choices of s and 0, Lemma 3
indicates that the probability that z =0 is negligible.
Therefore, except with some negligible probability & (n), we
can solve R-SIS, 553 with advantage 8’ = (1 —¢(n))d. O

Remark 2. By the conditions in Theorem 4.1, we can take
s=0(n"),g=0(n®) and y = O(n®). Also, the module q is
far away from practicality. How to reduce the size of g and y
is a hard problem which is worth studying.

One may note that the trapdoor generation algorithms
used in IBE and IBS schemes are the same, so as the case of
IBE in power-of-2 cyclotomic rings; we can also use the
parameter choices (with respect to coefficient embedding) as
in [21], together with the parameter choices of rejection
sampling as in [27] to give a practical implementation of our
schemes. A more heuristic implementation with respect to
coefficient embedding in power-of-2 cyclotomic rings is also
shown in [17].

Appendix

We first introduce a useful “rejection sampling” lemma
which is a modified version of Lemma 4.7 in [27]. Their
proof is essentially the same.

Lemma 8. Let V C H be an arbitrary set and A € H be an
arbitrary lattice. Assume h:V — [0,1] and f : A~ [0,1]
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be probability distributions. If g, : A+ [0,1] is a family of
probability distributions indexed by all veV with the
property that

M € IRsuchthath,PrZ@f[M-gv(z) >f(z)]=21-¢
(A.1)

then the distribution of the output of the following algorithm
A:

D veh

2)ze<g,

(3) output (z,v) with probability min ( f (z)/M - g, (z),1)

is within statistical distance (¢/M) of the distribution of the
output of the following algorithm F

M) veh

2)ze f
(3) output (z,v) with probability 1/M.

Moreover, the probability p that of outputs something
satisfies p € [(1 —¢e)/M, (1/M)].

Proof. For each v € V, define S, to be the set that consists
of all z € A such that M- g,(z) > f(z). Notice that by
definition, for all z € S,, the probability that &/ outputs z is
g,(2)min(f(z2)/M -g,(z),1) = (f(z)/M) and for all
z ¢ S,, the probability that z is output is g,(z). Let p
denote the probability that & outputs something. Then,
we have

p= ZhU(Zf@+Z &0

veV z€S z¢S
(A.2)
f (Z)
h(v)
ZhU(wa+Z @O
veV z€S z¢S (A3)
f@ f(2) 1
h(v) _ L
g 340 2 00)-

For the estimation of the statistical distance of the
distribution of the output of &/ and #, let N, and N g be the
probabilities that o/ and & do not output anything, re-
spectively. It is obvious that Ng =1- (1/M) and
1-(1/M)< N, <1-(1-¢)/M. Then, we have
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Auﬁgﬁ%<ﬁgwwﬂaw—9@mﬂ+Wg—Nﬂ>
%(;EZV h(v)gv(z)mm(]wfg(vz()z),l) —h(v)%l + |NM—N9|>
- <Z€ZM€ZVh(v) gv(z)mm( J;(VZ()Z)J) —f]ff” + |Nd—Ng|>
:_V;/h(v)<;\9v(2)min(]\/{£]iz)z 1>_f]ff)|+lNd—Ng|) (A0
:_vezvh( <z T ()—& INM—Ng|>
<—vezvh( )<ZS +|Ny - N%|> <_Vezvh(")<_+(<l %) _<1_ﬁ)>>’
_ £
=

The proof is finished.
The following lemma is helpful for us to estimate the upper
bound of [{z,v)| for any v € AC H and z <> D, . O

Lemma 9. For any lattice A € H, v € A and t >0, we have

Pr, . p, K& nI>t] s 2. ) (A)
Proof. For any r >0, we have
E[e (271r/02)(z,v> ] _ Z Pr (z)e (27‘[1‘/0’2)<Z,V>)
FAN
-1
_ Z o (-mlyI/?)
yeA
. Z e (=nllzIP/0?) e (27/0*){zrv)
FAN
-1
_ Z e(—ﬂ\lyl\zloz) (A.6)
yeA
. z e—rf(llz—r-vllz/az) 'e(m2||v||2/oz)
zeA
Porv( ) (nr2vli*/e?)
(A

e (nr2 ||1/||2/(72) ,

where the last inequality has used the fact that v - v € H and
Lemma 2.9 of [31]. Therefore, by applying Markov’s in-
equality, we get

Pr[{z,v) >t] = pr[elﬂr/f(z,v) S e(zm/aZ)]

2mr/0?){z,v)
L[] (ami (e
e (2nrt/o?) .

(A7)

Taking r = t/|[v|?, we get Pr[(z,v) >t]] < e~ (/oM
Then, applying the union bound gives us the required result.
The last lemma will be instrumental in bounding the
success probability of our rejection sampling algorithm. [

Lemma 10. For any lattice ACH and velA if
0 = w(|Ivll- vlogn), then there exists an absolute constant M
such that

D z ’
Pr,_p [7"’”( ) <M] > 1 - (ogm), (A.8)
e DA,o,v (Z)
Proof. By definition, for any ze€A, we have

(Dpy (2)/Dy ., (2) = (py (2)/p,, (2)), where we have used
that p, (A) = p,, , (A) forany v € A. Therefore, we can deduce
that

Dpa() _ ()

DA,O’,‘V (Z)

By using Lemma 9 with t = w ((y/logn /27) - V|| - 0), we
get

_ o (m10?) (IP-2¢z>) (A.9)

e ( [lz—v| /02)
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err/a2 (||V||2—2<Z,V>) < err/a2 (IIVIIZ+2¢U(( «/10gn/271)~\|v|\~o‘))

(A.10)
— el+(n/w(logn)) — O(l),

with probability at least 1 — 2¢~(V4mw(logn) — 1 _ p=«'(logn)
We conclude the desired result. O

Proof of Theorem 2. We can let the set V in Lemma 8 be all
vectors v € A of length at most T, the function fbe D, ,, and
the functions g, be D, , .. Lemma 10 implies that there is an
absolute constant M, which satisfies the requirements of
Lemma 8. We get the result we need. O
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As the next generation of information and communication infrastructure, Internet of Things (IoT) enables many advanced
applications such as smart healthcare, smart grid, smart home, and so on, which provide the most flexibility and convenience in
our daily life. However, pervasive security and privacy issues are also increasing in IoT. For instance, an attacker can get health
condition of a patient via analyzing real-time records in a smart healthcare application. Therefore, it is very important for users to
protect their private data. In this paper, we present two efficient data aggregation schemes to preserve private data of customers. In
the first scheme, each IoT device slices its actual data randomly, keeps one piece to itself, and sends the remaining pieces to other
devices which are in the same group via symmetric encryption. Then, each IoT device adds the received pieces and the held piece
together to get an immediate result, which is sent to the aggregator after the computation. Moreover, homomorphic encryption
and AES encryption are employed to guarantee secure communication. In the second scheme, the slicing strategy is also
employed. Noise data are introduced to prevent the exchanged actual data of devices from disclosure when the devices blend data
each other. AES encryption is also employed to guarantee secure communication between devices and aggregator, compared to
homomorphic encryption, which has significantly less computational cost. Analysis shows that integrity and confidentiality of IoT
devices’ data can be guaranteed in our schemes. Both schemes can resist external attack, internal attack, colluding attack, and
S0 on.

1. Introduction

As the important component of the new generation of
information technology, Internet of Things (IoT) connects
the physical world and information society. It is usually
composed of a large number of various sensors and
servers. The former is responsible for collecting data, and
the latter is responsible for processing data, storing data,
and maintaining situational knowledge of the whole
system, thus making better decisions [1-3]. In recent
decades, with the development of hardware and network,
more and more IoT applications are emerging continu-
ously, which bring us unprecedented accuracy, efficiency,
and economic benefit. The various IoT applications,

including smart healthcare [4, 5], smart city [6, 7], smart
grid [8-10], smart home [11], social network [12-15],
smart phone [16], and so on, have different functions and
have changed our lifestyle much. For example, in smart
healthcare application, many medical sensors which are
embedded or attached to the skin of patients collect the
real-time health data. Doctors can analyze patients’ health
condition via monitoring the collected data [17]. In smart
phone, a tourist can search for places like restaurants,
hotels, scenic spots, and so on by location-based service
[18]. In smart home, sensors collect the data of household
appliances and report them to management center, which
can assist users to know the running state of home ap-
pliances [19, 20].


mailto:chu@cqu.edu.cn
https://orcid.org/0000-0001-5825-2241
https://orcid.org/0000-0001-6451-1158
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.1155/2019/3985232

Obviously, IoT applications bring us much convenience
and efficiency. However, many security and privacy issues
are also brought [21-27]. An adversary can compromise
user’s privacy information by eavesdropping the data which
are collected by sensors. For example, in smart healthcare
application, an adversary is able to monitor a patient’s health
condition by accessing to its real-time healthcare data
[4, 28]. In smart grid, an adversary can infer user’s behavior
and living habits by monitoring the electricity usage data of
the user without any other tools [29-31]. In smart phone, an
adversary can infer its identity-related information like
health status [32, 33] or residence address by eavesdropping
user’s location data, which may also reveal the user’s habits.
Therefore, the data collected by IoT devices are attractive for
adversary. Moreover, as we know, IoT devices are usually
computation capability, memory, and power limited, which
indicates that encryption algorithms with high computation
are not suitable. Thus, how to protect user’s privacy in-
formation effectively in IoT network by a lightweight way
has attracted much attention of many researchers, and thus
many related schemes have been proposed. Among them,
there are a number of schemes utilizing data aggregation to
achieve privacy preservation [34-37]. Unfortunately, most
of them either can only protect privacy of a single side or
cause disclosure of intermediate results or are vulnerable to
collusion attacks. Hence, it is a challenge to design a novel
data aggregation protocol which has low computational cost
and can overcome the aforementioned weakness.

In this paper, we mainly propose two secure and privacy-
preserving data aggregation schemes for IoT devices. Both
of them can prevent user’s privacy data disclosure, thus
protect users’ private information from revealing. However,
Scheme-I achieves private-preserving goal by employing
homomorphic encryption and AES encryption, and Scherme-
IT achieves it by employing noise technology to reduce the
computation of IoT devices and improve efficiency.

The remainder of this paper is organized as follows: In
Section 2, we introduce the related works. In Section 3, we
present our system model, security requirements, and our
design goals. In Section 4, we recall homomorphic en-
cryption. Then, we present our two schemes in Section 5,
which is followed by security analysis, performance evalu-
ation and comparison between two schemes in Sections 6
and 7, respectively. Finally, we draw our conclusions in
Section 8.

2. Related Works

Privacy issues of IoT have attracted attention of researchers
and many schemes have been proposed. In this section,
some state-of-the-art privacy-preserving data aggregation
schemes are listed.

Lu et al. presented a lightweight privacy-preserving data
aggregation scheme which can not only aggregate hybrid IoT
devices’ data into one but also filter injected false data at the
network edge by employing homomorphic Paillier en-
cryption, Chinese remainder theorem, and one-way hash
chain technique [38]. Alghamdi et al. proposed a novel
method which encrypts the devices’ data by employing
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elliptic-curve-based seed exchange algorithm and Hilbert-
curve-based data transformation. Even if an attacker
eavesdrops the transmitted message, he cannot infer the real
data [39]. He et al. proposed two data additive aggregation
schemes. One scheme achieves private data aggregation by
leveraging clustering protocol, and another scheme achieves
private data aggregation based on slicing technique and the
associative property of addition [40]. Gosman et al. pro-
posed a privacy-preserving aggregation based on symmetric
cryptography for smart transportation system [41]. Li et al.
proposed an eflicient privacy-preserving demand aggrega-
tion (EPPDA) scheme by using homomorphic encryption to
preserve users’ privacy data for smart grids [42]. Karamitsios
and Orphanoudakis proposed an efficient data aggregation
for the medical data which are collected real-time by medical
sensors for smart healthcare application [43].

Data aggregation has been used in many fields of IoT to
achieve privacy preservation. However, most of the existing
data aggregation schemes are not truly reliable. In this paper,
we propose two efficient and practical data aggregation
schemes in which the collected data of devices are blended
before reported. Therefore, neither aggregator nor server can
infer the actual data of devices.

3. System Model, Security Requirements, and
Design Goals

In this section, we formalize the system model, security
requirements, and identify our design goals.

3.1. System Model. We consider the architecture in Figure 1
as the basis of our following discussion. Figure 1 reproduced
from Hu et al. [44]. There are three entities, including server,
aggregator, and devices in our system model of the proposed
schemes. We mainly focus on how to report the collected data
of IoT devices to the server in an eflicient and privacy-pre-
serving way. A two-level gateway topology in IoT is presented
as shown in Figure 1. We assume that the server covers m
aggregators and that each aggregator covers n IoT devices.

3.1.1. Server. Server is a trustable and powerful entity which
provides space for IoT devices to store the collected data
that can be retrieved by the users. Furthermore, it will
also process and analyze the data to manage IoT applications
and keep them operating smoothly.

3.1.2. Aggregator. The aggregator is an honest but curious
entity, whose duty is aggregation and relaying. The re-
sponsibility of aggregator is to aggregate the received data from
IoT devices into an integrated one, whereas the responsibility
of relaying is to transmit the aggregation result to the server.

3.1.3. Device. Every IoT device, namely, a sensor, a smart
meter, or an RFID reader, collects data, and preprocesses
them. For the sake of simplicity, the IoT devices will be
abbreviated as devices. We assume that the devices are
honest but curious with some computational and storage
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FIGURE 1: Data aggregation model in IoT (Hu et al. [44]).

capability. They keep the system running smoothly but try to
infer other devices” collected data.

3.2. Attacker Model and Security Requirements. In our at-
tack model, we consider the following three attacks in IoT
system.

3.2.1. External Attack. An adversary may eavesdrop or
modify the message which is transmitted between the device
and aggregator. Moreover, it may also compromise the
aggregator to obtain the privacy information of all devices.

3.2.2. Internal Attack. Aggregator may be curious about the
privacy information of all devices and try to infer the actual
data of each device, which may compromise the devices’
privacy.

3.2.3. Collusion Attack. Some devices may be curious about
others’” data and try to infer others’ privacy information via
collusion activity.

In our system, the following security requirements
should be achieved.

3.2.4. Privacy Preservation. An adversary cannot obtain
devices’ data during system communications and opera-
tions. Even if several devices collude with each other, they
cannot infer other devices’ privacy data.

3.2.5. Authentication. Aggregator should guarantee that the
received data are valid and derived from legal entities.

3.2.6. Data Integrity. When an adversary forges or modifies
a report, the malicious operations should be detected by
aggregator.

3.3. Design Goals. According to the system model and se-
curity requirements, our design goal concentrates on

proposing two secure, efficient, flexible, and privacy-pre-
serving data aggregation schemes. Specifically, the following
design goals are to be achieved.

(i) Security: the proposed schemes should meet all the
security requirements as mentioned above.

(ii) Efficiency: the proposed schemes should consider
computation efficiency. In other words, the system
should support real-time disposal and transmission
of data from hundreds and thousands of devices.

(iii) Flexibility: the proposed schemes support “plug and
play.” Besides, it should be convenient for system to
add a new device in the IoT applications.

4. Preliminaries

Homomorphic encryption [45] allows certain computation
over encrypted data. Paillier cryptosystem [46] is a popular
homomorphic encryption scheme that provides fast en-
cryption and decryption, which is a probabilistic asymmetric
algorithm based on the decisional composite residuosity
problem. It is adopted by the secure scalar product, which
has been widely used in privacy-preserving data mining. The
Paillier cryptosystem is briefly introduced as follows:

4.1. Key Generation

(i) Choose two large prime numbers p and g randomly
and independently of each other such that

gcd(pg, (p—1)(g—1)) = 1. This property is as-
sured if both primes are of equal length.

(if) Compute n = pg and A =lem(p - 1,9 - 1).
(iii) Choose random integer g where g € Z,.

(iv) Ensure n divides the order of g by checking the
existence of the following modular multiplicative
inverse: y = (L(g*modn?))'modn, where func-
tion L is defined as L(x) = (x — 1)/n.

(v) The public key is (#, g).

(vi) The private key is (A, ).



4.2. Encryption. Given a plaintext m where 0 <m <n, select
random r where 0<r<n, and calculate the ciphertext as
c=g"-r"modn’.

4.3. Decryption. Given a ciphertext ¢, calculate the plaintext
as m = L(c*modn?) - umodn.

4.4. Homomorphic Addition of Ciphertexts

(i) We assume that there are two messages m, and m,.
We can encrypt them with the public key in-
dependently and obtain ciphertexts ¢, and ¢,, which
are denoted as following: ¢, = g7" - r/modn* and
c, = gy - rimod n?.

(ii) We can calculate the product of ¢, and ¢, and obtain
theresult E(m,) - E(m,) = ¢, - ¢, = (g7 - r'mod n?) -
(g5 - rimod n?) = g™*™ . (r,r,)"'mod n* = E (m,+
m,). Hence, the sum of plaintext can be calculated
from multiplication of the ciphertext.

5. Our Schemes

In this section, two novel data aggregation schemes are
introduced. In the proposed schemes, aggregator and server
can obtain all of the collected data without knowing the
actual data of each device. Besides, the curious and collusive
IoT devices cannot infer other devices’ private data either.
We assume that the IoT devices have some computing power
and storage. All IoT devices in the same residential area can
be treated as one group. Each aggregator manages a group of
IoT devices. Each device has a unique identification ID
which is only known by itself and aggregator.

5.1. Scheme-1. In Scheme-I, Advanced Encryption Standard
(AES) symmetrical encryption and homomorphic encryp-
tion are employed to protect the transmitted data from
leaking during communication. Moreover, hash chain
technique is also proposed to achieve one-time pad. The
scheme consists of the following three stages: (i) Key gen-
eration, (ii) data division and confusion, and (iii) reporting
and aggregation.

5.1.1. Key Generation. Before the IoT system starts to
work, a series of keys and parameters ought to be distributed.
The server will generate a private key sk and a public key pk,
with the latter to be published. For each group, a group key
K; is generated and broadcasted to all group members, along
with a parameter 7 for the K; updating.

5.1.2. Data Division and Confusion. In this step, devices
segment their data and swap the data pieces pairwise. We
assume a topical residential area which comprises an
aggregator connected with a large number of devices
Dv ={Dv,,Dv,,...,Dv,}. 'The devices collect data
M ={M,M,,...,M,}, respectively, in a certain period.
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In the first place, each device Dv; slices the data
M;(ie (1,2,...,n) into n pieces Sij(ie (1,2,...,n),

j e (1,2,...,n)) randomly, where n is the amount of devices
in the group. Namely,
M, =Y,
=1
M,=)»S,,
b 2 ; 2j (1)
Mﬂ = Z Snj'
=1

Secondly, they exchange the pieces with each other and
finally obtain obfuscated data. The piece S;; is preserved by
Dv; while the others are dispatched. Assuming that a device
Dv; wants to transmit n — 1 pieces of data §;; (j #1) to others,
it will conduct a hash operation on them with real time T,
denoted as ch = H (S; [IT). Then, it encrypts S;;(j#1), T,
and ch via AES, denoted asc = E K, (S; ]-IITllch). The ciphertext
¢ can be sent out.

Finally, when receiving the ciphertext ¢, the device de-
crypts it and obtains the data slice S;;, the real time T, and
hash value ch. T'and ch will be utilized to verify whether the
message has been manipulated or replayed. If the verification
is passed, S;; will be accepted or otherwise be discarded. All
received slices and the preserved piece are added up, which is
the obfuscated data.

Mj=8; + Zsm (i+1),
i=1
n
I My=8,+) S, (i#2), 2)
i=1
M:l: Snn+zsin’ (I:Fn)
A i=1

It is worth mentioning that the keys used for device-to-
device communication are updated continuously. Hash
chain technique is employed for this one-time pad. As-
suming that an initial key is K, the subsequent secret keys
K,, are shown as follows:

K- H(r| ),
K; = H(T” KZ)’ (3)

K, =H(r|K,.,)

Table 1 shows the result data of each device after this
step. M;(i e (1,2,...,n)) is the actual data of devices
Dv;(ie (1,2,...,n), and M:(i€ (1,2,...,n) is the
blended data of Dv; (i € (1,2,...,n)) after these operations
as above. In this way, the actual data of all devices have been
covered. Meantime, the sum of devices’ data does not
change. Namely, Y M, =Y" M, Therefore, aggregator
can obtain the correct data and not disclose the actual data of
each device.
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TaBLE 1: The result after data division and blending in Scheme-I.

Dy, Dv, ... Dv; ... Dv, Actualdata
Dv, S S o Sy Sy M,
Dv, S Sy, o Sy Sy, M,
Dy, Sao Sp o Sy Sin M;
Dv, R N M,
Blendeddata M, M, ... M; ... M,

5.1.3. Reporting and Aggregation. After devices’ exchanging
partial collected data with each other as mentioned above,
the actual data have been blended. All the blended data
M:(i € (1,2,...,n)) will be encrypted with pk which is the
public key of server before transmitted, which can be
denoted as C; = E (M) (i € (1,2,...,n)). Moreover, de-
vices will also compute the hash value of the identification
ID, real time T, and preceding ciphertext C; denoted as h =
H(ID|T|IC;) to assist the aggregator to check whether this
message has been manipulated or replayed or not. Finally,
devices will report the ciphertext C;, real time T, and hash
value & to the aggregator.

When the aggregator obtains the ciphertext C;, real time
T, and the hash value h from devices, it verifies the message
based on T'and h. If the verification succeeds, the aggregator
will aggregate ciphertext C; together to get immediate result
denoted as C = [[,C; and transmit C to the server. The
server will decrypt it with the private key sk and obtain the
total data Tol of a residential area, which can be denoted as
Tol = Dy (C). During these procedures, both the server and
aggregator do not know the actual data of each device.

5.2. Scheme-1I. Considering the calculative capability of [oT
devices, we also propose another more efficient data ag-
gregation scheme. In this scheme, not only slicing tech-
nology but also noise data are introduced to assist devices to
blend the actual data. In communication between devices
and aggregator, Advanced Encryption Standard (AES)
symmetrical encryption rather than homomorphic en-
cryption is employed in order to reduce computational cost.
Similarly, the scheme also consists of the following three
stages: (i) Key generation, (ii) data division and confusion,
and (iii) reporting and aggregation.

5.2.1. Key Generation. A pair of asymmetric key (k,, k)
will be generated by the aggregator and k,,, will be published.
When a device Dv; is deployed, it generates a symmetric key
k; and a parameter y; which are used to update k; based on
hash chain technology. Thatis, k; = H (y; || k; ). Then, Dv;
will send them to the corresponding aggregator via the
aggregator’s public key. Now, the device Dv; can commu-
nicate with the aggregator securely via symmetric key.

5.2.2. Data Division and Confusion. We assume that
there are a large number of IoT devices Dv = {Dv,,
Dv,,Dvs,...,Dv,} which are connected with the same
aggregator. These devices collect data D = {D,,D,,...,D,},

respectively, in a certain period. Each device will slice its
collected data into n pieces, which is the same as that in
Scheme-I.

Afterwards, the devices swap their data. In order to
protect the actual data from disclosing, each device
Dv;(i € (1,2,...,n)) will generate n pieces of noise data
Nij(i € (1,2,...,n),j € (1,2,...,n)). These noise data are
added to the data pieces and ought to meet the condition
below:

) ZNZfZO’ (5)

Specifically, we have
Ry =D (S +Nyj),
=

n

1 R= Z(SZJ‘ + N2J’)’ (6)
j=1
Z(Snj +Ny)

j=1

R, =

Each device Dv; only preserves the piece S; + N;; and
sends Sij + Nij(jzﬁi,j € (1,2,...,n)) to others. After this
process, all data are covered. The obfuscated data are shown
below:

Ri=(S;;+Ny)+ Z(Sil +Ny), (i#1),
i=1
J Ry =(Su+ Np) + ) (Sp +Np),  (i#2), )
i=1
n
R;l = (Snn + Nnn) + Z(Sin + Nm); (1 #n)
( i=1

Table 2 shows the immediate result of each device after
the stage of data division and confusion. It shows that the
actual data of device Dv; is R; (because the sum of noise data
which is generated by each device equals zero). However,



after blending, the immediate result of the device Dv; will be
R! which is different from R;, so it is successful to conceal the
actual data of the device. Moreover, the sum of R;(i €
(1,2,...,n)) equals that of R;(i € (1,2,...,n)), which can
be denoted as Y- R, = Y R

5.2.3. Reporting and Aggregation. After finishing these op-
erations as above, each device Dv; will obtain immediate
result R.. A hash operation on identification ID, real time T,
and R will be done, which can be denoted as
RH = H (ID|T||R}). Then, the hash value RH, the immediate
result R, ID, and T will be encrypted with the symmetric key
k;, which can be denoted as C; = E; (R}||ID||T||RH). When
obtaining the ciphertext C,, device will report it to the
corresponding aggregator.

After receiving C;, aggregator will decrypt it with k; and
verify whether this message has been manipulated or
replayed by checking hash value RH and identification ID. If
that passes, aggregator will aggregate the received data
R.(i € (1,2,...,n)) to an intermediate result and report it to
the server. In this way, both of aggregator and server cannot
know the actual data of each device.

6. Security Analysis

In this section, we will analyze the security properties of the
two proposed schemes. In particular, our analysis focuses on
how the schemes can resist various attacks and achieve
privacy preservation.

6.1. Analysis on Scheme-1

6.1.1. Resistance to Eavesdropping Attack

Theorem 1. An adversary cannot obtain devices’ private data
by eavesdropping the encrypted data during transmitting.

Proof. All device’s data are encrypted with symmetrical
encryption or asymmetric encryption before transmitting.
Therefore, adversary without the private key cannot decrypt
the ciphertext by brute-force with a non-negligible
probability. O

6.1.2. Resistance to Replay Attack

Theorem 2. If an adversary reports the same message to
aggregator or IoT devices, it can be detected.

Proof. If an adversary A transmits the replayed message M
to aggregator or devices, when receiving M, the aggregator or
devices will check the hash value of the real time T to verify
whether this message is replayed or not. O

6.1.3. Resistance to Manipulation Attack

Theorem 3. If an adversary manipulates the message be-
tween two IoT devices during communication, it can be
detected.
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Proof. We assume that an IoT device DvA transmits
message M to another IoT device Dv B. M is the ciphertext
E(H S IIDIISIT)S; is the transmitted plaintext data).
When DvB receiving M, it will decrypt M to obtain hash
value H (S;||T), T, and S;. Then, DvB will also do a hash
operation on §; and T and verify whether this message has
been manipulated by matching the result with preceding
received hash value H (S; || T). O

Theorem 4. If an adversary manipulates the message be-
tween the IoT device and aggregator, it can be detected.

Proof. We assume that an IoT device DvA reports M to the
aggregator. M contains the hash value H (ID|T|C) (H is a
hash function, ID is A’s unique identity, T is the real time,
and C is the ciphertext of blended data), ciphertext C, and T.
When receiving M, the aggregator will do a hash operation
on DvA's ID, T, C, and verify whether this message has been
manipulated or not. O

6.1.4. Resistance to Impersonation Attack

Theorem 5. If an adversary masquerades as another valid
device reporting collected data to aggregator, it can be
detected.

Proof. If an adversary A wants to masquerade as another
valid device DvB and report message M to aggregator. When
receiving M, aggregator will check the identity ID of A.
Therefore, if A wants to masquerade as another valid device
DvB to report message, it must have the ID of DvB.
However, the ID of DvB is only known by DvB and
aggregator. Adversary A cannot obtain it with a non-neg-
ligible probability. O

6.1.5. Resistance to Internal Attack

Theorem 6. We assume that aggregator is an internal at-
tacker which is curious about all devices’ privacy data. It still
cannot obtain the actual data of all devices.

Proof. We assume that IoT devices are Dv={Dv,,
Dv,,...,Dv,} and their reporting message is E = {E,,
E,,...,E,}, respectively. E is the ciphertext of blended data
which are encrypted with the public key of server, whereas
the aggregator does not have the private key to decrypt the
ciphertext. O

6.1.6. Resistance to Colluding Attack

Theorem 7. Considering the curiosity of devices, some de-
vices may conspire to reveal privacy data of others.

Proof. We assume that there are n devices, whose collected data
are M ={M,M,,...,M,}, respectively. After slicing
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TaBLE 2: The result after data division and blending in Scheme-II.
Dv, Dv, Dv; e Dy, Actual data
Dv, S+ Ny Si2+ Ny, S1i+ Ny Sint Ny, Ry
Dv, Sy + Ny Sy + Ny, Syi+ Ny Son + N, R,
Dy, S+ N Sip +Nj Sii + Nj; Sin+ Nin R;
Dvn Snl +Nn1 SnZ +Nn2 Sm' +Nni Snn +Nnn Rn
Blended data R, R, R R,
M(ie (1,2,...,n)) into n pieces, preserving one piece pri-  with the corresponding key and verify whether the message

vately, and exchanging the remaining n — 1 pieces of data with
each other as mentioned above, all devices’ actual data have been
blended. We also assume that n — 1 colluding devices want to
infer another device’s (Dv,) information. The randomly
divisional data of Dv, is M, = Z;.':lS,- j» the preserved private
data of Dv, is S;, and the blended data of Dv, is
M. =S; + Z;‘:ISU (j#1). The n—1 colluding devices only
know the data S;; (j #1) which Dv, has exchanged with them,
but they do not know the private data S;; which is preserved
privately and only known by Dv, itself. Moreover, they also
cannot obtain the value of M because M has been encrypted
before transmitting to the aggregator. Therefore, the colluding
devices cannot reveal other devices’ privacy data. O

6.2. Analysis on Scheme-II

6.2.1. Resistance to Eavesdropping Attack

Theorem 8. An adversary cannot obtain devices’ private
data by eavesdropping the transmitted data.

Proof. For communication among devices, noise data have
been added to all the transmitted data, so the adversary
cannot reveal the actual data of devices. For the commu-
nication between aggregator and device, the transmitted
data have been encrypted with symmetric key. However, the
adversary cannot decrypt the ciphertext by brute-force with
a non-negligible probability. O

6.2.2. Resistance to Replay Attack

Theorem 9. If an adversary reports the same message to
aggregator, it can be detected.

The proof of resistance to replay attack is the same as that
in analysis on Scheme-1.

6.2.3. Resistance to Manipulation Attack

Theorem 10. If an adversary manipulates the message be-
tween an IoT device and aggregator, it can be detected.

Proof. We assume that an IoT device Dv; reports the ci-
phertext C; to the aggregator. The aggregator can decrypt it

has been manipulated by checking hash value. O

6.2.4. Resistance to Impersonation Attack. The proof of
resistance to replay attack is the same as that in analysis on
Scheme-I.

6.2.5. Resistance to Internal Attack

Theorem 11. We assume that aggregator is an internal
attacker which is curious about all devices’ privacy data. It
still cannot obtain the actual data of each device.

Proof. The data which is transmitted from device to
aggregator is not the actual data of the device. It is the sum of
its preserved one private piece data and the remaining n — 1
pieces of data from other devices. Hence, aggregator cannot
reveal the actual data of each device. O

6.2.6. Resistance to Colluding Attack

Theorem 12. Considering the curiosity of devices, some de-
vices may conspire to reveal privacy data of others.

Proof. We  assume that there are n  devices
Dv;(i € (1,2,...,n)) which are connected with the same
aggregator. The collected data of devices Dv; are
R;(i e (1,2,...,n)), respectively. We also assume that n — 1

colluding devices want to infer the collected data of another
device Dv,. The colluding devices can only obtain the data
pieces which contain the actual data of Dv, and noise data,
but they cannot infer the actual data of Dv,. Therefore, the
colluding devices cannot reveal other devices’ privacy
data. O

7. Performance Evaluation

In this section, we will evaluate the computational cost of the
proposed schemes. Besides, we will also compare the two
proposed schemes and analyze their advantages and
disadvantages.

7.1. Computation Overhead. It is well known for us that the
computational cost of modular exponentiation and multi-
plication operations is much higher than that of hash
functions and addition operations, so we will ignore the cost
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TaBLE 3: The operations of RDA and a single device.

Scheme-I Scheme-II
Single IoT device Aggregator Single IoT device Aggregator
Key generation — — — —
Data division and confusion (n-1)(A, + A, — — —
Reporting and aggregation 2C,+C,, +C, (n-1)C,, A, nAy
Total cost (n-1)(A,+Ay) +2C,+C,, +C, (n—-1)C,, A, nA,

of hash operations and addition operations and only focus
on the computational cost incurred by encryption and de-
cryption operations in this study.

We assume a topical residential area which comprises an
aggregator connected with a large number of IoT devices
Dv; = {Dv;, Dv,,...,Dv,}. Note that C, is the computa-
tional cost of an exponentiation operation; C,, is the
computational cost of a multiplication operation; C,, is the
computational cost of a modulo operation, and A, and A,
are the computational costs of an AES encryption and an
AES decryption, respectively.

For one device, in Scheme-I, in data division and con-
tusion phase, n— 1 AES encryption operations, n—1 AES
decryption operations, and a series of negligible addition
operations are required, thus the cost is (n—1) (A, + Ay).
Moreover, two exponentiation operations, one multiplica-
tion operation and one modulo operation are required in the
reporting and aggregation phase, where the computational
costis 2C, + C,, + C,. Hence, the total computational cost of
one device is (n—1) (A, + A;) +2C, + C,,, + C,. In Scheme-
II, only the negligible addition operations are required for
devices in Data division and confusion phase. In the
reporting and aggregation phase, only one AES encryption
operation is required for one device. Therefore, the com-
putational cost of one device is A,.

Moving next to the aggregator, in Scheme-I, only n— 1
multiplication operations are executed, thus the total
computational cost is (1n—1)C,,. In Scheme-II, there are n
AES decryption operations which will be executed, so the
total computational cost is nA,.

Table 3 summarizes the computational complexities of
IoT device and aggregator in each phase of Scheme-I and that
of Scheme-II. We conduct the experiments running in Py-
thon on a 3.7 GHz-processor 16 GB-memory computing
machine on 8byte data to study the operation costs. The
experimental results indicate that an AES encryption op-
eration with 256 bit key almost costs 0.0034ms, an AES
decryption operation with 256 bit key almost costs
0.0038 ms. When the key of Paillier cryptosystem is 256 bit,
an encryption operation almost costs 110ms and an de-
cryption operation almost costs 0.9 ms.

7.2. Comparisons Analysis. Both of the two proposed
schemes are efficient and effective to prevent devices’ privacy
data from revealing. However, they are also different in some
respects, which makes them meet some different scenario
requirements better. Firstly, Scheme-I employs AES to
protect the exchanged pieces from leaking, but Scheme-II
guarantees the privacy data by adding noise data. Moreover,
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F1Gure 2: Comparison of the computational cost of one IoT device
between Scheme-I and Scheme-II.

Paillier cryptosystem is employed to guarantee the confi-
dentiality and integrity of collected data during commu-
nications between IoT device and aggregator in Scheme-I,
but Scheme-II employs AES to reduce computational cost of
devices. In Scheme-I, the computational cost of one IoT
deviceis C1 = (n—1) x 0.0034 + (n—1) x 0.0038 + 110 ms.
Similarly, the computational cost of one IoT device in
Scheme-II is C2 = 0.0034 ms. It is shown in Figure 2, which
indicates that even if there are nearly 10000 IoT devices in an
area, the computational cost of one IoT device is not more
than 0.2s in Scheme-I, and the computational cost of
one IoT device is just 0.0034ms in Scheme-II. Hence,
the computational cost for IoT devices is very low in the
proposed schemes. Moreover, the total computational
costs of IoT devices are also different. It can be denoted
as Sl=n(n-1)x%x0.0034+n(n-1)x0.0038 + n x 110 ms
and S2 = n x 0.0034 ms, respectively. We depict the varia-
tion of total computational costs of the two schemes in terms
of device number # in Figure 3. The different value of them
can be denoted as S = S1 — 82. It is shown in Figure 4. They
illustrate that Scheme-II is more efficient than Scheme-I.
Moreover, with the number of devices increasing, Scheme-II
is more efficient than Scheme-I. Nonetheless, because each
device has different secret keys to communicate with
aggregator in Scheme-II, that is, the aggregator has to store n
secret key, which may lead to key management issues. When
the number of devices is very large in a residential area, it is
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difficult to manage so many keys for aggregator. However,
aggregator only needs to store a group key and the corre-
sponding parameter in Scheme-I.

8. Conclusion

In this paper, two secure and efficient data aggregation
schemes are proposed for IoT devices. Both of them support
“plug and play” and preserve IoT devices™ private data by
blending their data before reported. However, there are also
some differences between the two proposed schemes. For
Scheme-I, AES encryption and Paillier cryptosystem are
employed to guarantee the confidentiality and integrity of
the collected data. For Scheme-II, noise data are introduced
to blend the actual data of users rather than encryption

method, which can reduce computational cost of [oT devices
and improve communication efficiency significantly.
Moreover, we have provided security analysis to demon-
strate that our schemes can resist external attack, internal
attack, colluding attack, and so on. Meanwhile, we also make
a comparison between the proposed schemes to demonstrate
their strength and weakness. The result shows that Scheme-I
is more secure and Scheme-II is more efficient. For the future
work, we plan to improve the schemes by exploring more
efficient and secure encryption method and further deploy
them in the real-world IoT applications.

Data Availability

In this paper, we provide the detailed data in Section 6
(Performance Evaluation). Meanwhile, we also introduce the
procedure of computational cost analysis. The researchers
can verify our experiment results according to our in-
troductions. We listed the key points of the experiment as
follows. Key points of data statement: 1. The experiments
running in Python on a 3.7 GHz-processor 16 GB-memory
computing machine 2. The experimental results indicate an
AES encryption operation with 256-bit key and AES de-
cryption operation with 256-bit key 3. The Paillier crypto-
system is 256-bit 4. AES encryption operation costs
0.0034 ms, and AES decryption operation cost 0.0038 ms 5.
The encryption operation of Paillier cryptosystem costs
110 ms and an decryption operation almost costs 0.9 ms. The
researcher can verify the above experimental results in the
same running environment.

Disclosure

The previous work [44] was published in International
Conference on Wireless Algorithms, Systems, and Appli-
cations 2018.

Conflicts of Interest

The authors declare that they have no conflicts of interest.

Acknowledgments

This research was supported partially by the Fundamental
Research Funds for the Central Universities (No.
2019CDQYRJ006), National Natural Science Foundation of
China (Nos. 61702062, 61672118, 61932006, and U1836114),
Science and Technology Project of Guandong Power Grid Co.
Ltd. (GDKJXM20180250), Chongging Research Program of
Basic Research and Frontier Technology (Grant No.
cstc2018jcyjAX0334), Key Project of Technology Innovation
and Application Development of Chongging (CSTC2019jscx-
mbdx0151), and Overseas Returnees Innovation and Entre-
preneurship Support Program of Chongqing (cx2018015).

References

[1] C. Cecchinel, M. Jimenez, S. Mosser, and M. Riveill, “An
architecture to support the collection of big data in the in-
ternet of things,” in Proceedings of the 2014 IEEE World



10

[2

(5]

(6]

(7]

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

Congress on Services, pp. 442-449, IEEE, Anchorage, AK,
USA, June 2014.

M. Abu-Elkheir, M. Hayajneh, and N. Ali, “Data management
for the internet of things: design primitives and solution,”
Sensors, vol. 13, no. 11, pp. 15582-15612, 2013.

C. Perera, R. Ranjan, L. Wang, S. U. Khan, and A. Y. Zomaya,
“Big data privacy in the internet of things era,” IT Professional,
vol. 17, no. 3, pp. 32-39, 2015.

C. Hu, H. Li, Y. Huo, T. Xiang, and X. Liao, “Secure and
efficient data communication protocol for wireless body area
networks,” IEEE Transactions on Multi-Scale Computing
Systems, vol. 2, no. 2, pp. 94-107, 2016.

T. K. Dasaklis, F. Casino, and C. Patsakis, “Blockchain meets
smart health: towards next generation healthcare services,” in
Proceedings of the 2018 9th International Conference on In-
formation, Intelligence, Systems and Applications (IISA),
pp. 1-8, IEEE, Zakynthos, Greece, July 2018.

C. Hu, X. Cheng, J. Yu, Z. Tian, W. Lv, and X. Chen,
“Achieving privacy preservation and billing via delayed in-
formation release,” submitted to IEEE/ACM Transactions on
Networking, 2019.

A. Alkhamisi, M. S. H. Nazmudeen, and S. M. Buhari, “A
cross-layer framework for sensor data aggregation for iot
applications in smart cities,” in Proceedings of the IEEE In-
ternational Smart Cities Conference (ISC2), pp. 1-6, Trento,
Ttaly, September 2016.

A. Alrawais, A. Alhothaily, C. Hu, and X. Cheng, “Fog
computing for the internet of things: security and privacy
issues,” IEEE Internet Computing, vol. 21, no. 2, pp. 34-42,
2017.

Z. Cai and X. Zheng, “A private and efficient mechanism for
data uploading in smart cyber-physical systems,” IEEE
Transactions on Network Science and Engineering, p. 1, 2018.
C. Hu, H. Liu, L. Ma et al, “A secure and scalable data
communication scheme in smart grids,” Wireless Commu-
nications and Mobile Computing, vol. 2018, Article ID
5816765, 17 pages, 2018.

T. Song, R. Li, B. Mei, J. Yu, X. Xing, and X. Cheng, “A privacy
preserving communication protocol for iot applications in
smart homes,” IEEE Internet of Things Journal, vol. 4, no. 6,
pp. 1844-1852, 2017.

C. Hu, R. Li, W. Li, J. Yu, Z. Tian, and R. Bie, “Efficient
privacy-preserving schemes for dot-product computation in
mobile computing,” in Proceedings of the 1st ACM Workshop
on Privacy-Aware Mobile Computing, pp. 51-59, ACM,
Paderborn, Germany, July 2016.

7. Cai, Z. He, X. Guan, and Y. Li, “Collective data-sanitization
for preventing sensitive information inference attacks in
social networks,” IEEE Transactions on Dependable and Secure
Computing, vol. 15, no. 4, pp. 577-590, 2018.

Z. He, Z. Cai, and J. Yu, “Latent-data privacy preserving with
customized data utility for social network data,” IEEE
Transactions on Vehicular Technology, vol. 67, no. 1,
pp. 665-673, 2018.

L. Huang, X. Fan, Y. Huo, C. Hu, Y. Tian, and J. Qian, “A
novel cooperative jamming scheme for wireless social net-
works without known csi,” IEEE Access, vol. 5, pp. 26476
26486, 2017.

S. Egelman, A. P. Felt, and D. Wagner, “Choice architecture
and smartphone privacy: there’sa price for that,” in The
Economics of Information Security and Privacy, pp. 211-236,
Springer, Berlin, Germany, 2013.

G. G. Dagher, J. Mohler, M. Milojkovic, and P. B. Marella,
“Ancile: privacy-preserving framework for access control and

(18]

(19]

(20]

(21]

(22]

(23]

[24]

(25]

(26]

(27]

(28]

(29]

(30]

(31]

(32]

(33]

Wireless Communications and Mobile Computing

interoperability of electronic health records using blockchain
technology,” Sustainable Cities and Society, vol. 39, pp. 283-
297, 2018.

J. C. Sipior, B. T. Ward, and L. Volonino, “Privacy concerns
associated with smartphone use,” Journal of Internet Com-
merce, vol. 13, no. 3-4, pp. 177-193, 2014.

A. Dorri, S. S. Kanhere, R. Jurdak, and P. Gauravaram,
“Blockchain for Iot security and privacy: the case study of a
smart home,” in Proceedings of the IEEE International Con-
ference on Pervasive Computing and Communications
Workshops (PerCom workshops), pp. 618-623, IEEE, Kona,
France, March 2017.

E. Fernandes, J. Jung, and A. Prakash, “Security analysis of
emerging smart home applications,” in Proceedings of the 2016
IEEE Symposium on Security and Privacy (SP), pp. 636-654,
IEEE, San Jose, CA, USA, May 2016.

Y. Huo, Y. Tian, L. Ma, X. Cheng, and T. Jing, “Jamming
strategies for physical layer security,” IEEE Wireless Com-
munications, vol. 25, no. 1, pp. 148-153, 2018.

X. Zheng, Z. Cai, and Y. Li, “Data linkage in smart iot systems:
a consideration from privacy perspective,” IEEE Communi-
cations Magazine, vol. 10, no. 2, pp. 12-20, 2018.

C. Hu, W. Lij, X. Cheng, J. Yu, S. Wang, and R. Bie, “A secure
and verifiable access control scheme for big data storage in
clouds,” IEEE Transactions on Big Data, vol. 4, no. 3,
pp. 341-355, 2018.

Y. Huo, C. Hu, X. Qi, and T. Jing, “LoDPD: a location dif-
ference-based proximity detection protocol for fog comput-
ing,” IEEE Internet of Things Journal, vol. 4, no. 5,
pp. 1117-1124, 2017.

C. Hu, N. Zhang, H. Li, X. Cheng, and X. Liao, “Body area
network security: a fuzzy attribute-based signcryption
scheme,” IEEE Journal on Selected Areas in Communications,
vol. 31, no. 9, pp. 37-46, 2013.

Y. Huo, W. Dong, J. Qian, and T. Jing, “Coalition game-based
secure and effective clustering communication in vehicular
cyber-physical system (vcps),” Sensors, vol. 17, no. 3, p. 475,
2017.

Y. Lu, Z. Zhao, B. Zhang, L. Ma, Y. Huo, and G. Jing, “A
context-aware budget-constrained targeted advertising sys-
tem for vehicular networks,” IEEE Access, vol. 6, pp. 8704~
8713, 2018.

S. Sharma, K. Chen, and A. Sheth, “Toward practical privacy-
preserving analytics for iot and cloud-based healthcare sys-
tems,” IEEE Internet Computing, vol. 22, no. 2, pp. 42-51,
2018.

Z. Wang, “An identity-based data aggregation protocol for the
smart grid,” IEEE Transactions on Industrial Informatics,
vol. 13, no. 5, pp. 2428-2435, 2017.

W. Jia, H. Zhu, Z. Cao, X. Dong, and C. Xiao, “Human-factor-
aware privacy-preserving aggregation in smart grid,” IEEE
Systems Journal, vol. 8, no. 2, pp. 598-607, 2014.

C.-1. Fan, S.-Y. Huang, and Y.-L. Lai, “Privacy-enhanced data
aggregation scheme against internal attackers in smart grid,”
IEEE Transactions on Industrial Informatics, vol. 10, no. 1,
pp. 666-675, 2014.

H. Zhu, R. Lu, C. Huang, L. Chen, and H. Li, “An efficient
privacy-preserving location-based services query scheme in
outsourced cloud,” IEEE Transactions on Vehicular Tech-
nology, vol. 65, no. 9, pp. 7729-7739, 2016.

B. Niu, X. Zhu, X. Lei, W. Zhang, and H. Li, “Eps: encounter-
based privacy-preserving scheme for location-based services,”
in Proceedings of the Global Communications Conference



Wireless Communications and Mobile Computing

(34]

(35]

(36]

(37

(38]

[39

(40]

(41]

(42]

(43]

(44]

(45]

[46]

(GLOBECOM), 2013, pp. 2139-2144, IEEE, Atlanta, GA, USA,
December 2013.

C. Hu, Y. Huo, L. Ma, H. Liu, S. Deng, and L. Feng, “An
attribute-based secure and scalable scheme for data com-
munications in smart grids,” in Wireless Algorithms, Systems,
and Applications (WASA), pp. 469-482, Springer, Berlin,
Germany, 2017.

H. Bao and R. Lu, “Comment on privacy-enhanced data
aggregation scheme against internal attackers in smart grid,”
IEEE Transactions on Industrial Informatics, vol. 12, no. 1,
pp- 2-5, 2016.

N. Saputro and K. Akkaya, “Performance evaluation of smart
grid data aggregation via homomorphic encryption,” in
Proceedings of the Wireless Communications And Networking
Conference (WCNC), pp. 2945-2950, IEEE, Paris, France,
April 2012.

Z. Erkin, J. R. Troncoso-Pastoriza, R. L. Lagendijk, and
F. Perez-Gonzalez, “Privacy-preserving data aggregation in
smart metering systems: an overview,” IEEE Signal Processing
Magazine, vol. 30, no. 2, pp. 75-86, 2013.

R. Lu, K. Heung, A. H. Lashkari, and A. A. Ghorbani, “A
lightweight privacy-preserving data aggregation scheme for
fog computing-enhanced iot,” IEEE Access, vol. 5, pp. 3302
3312, 2017.

A. Alghamdi, M. Alshamrani, A. Alqahtani, S. S. A. Al
Ghamdi, and R. Harrathi, “Secure data aggregation scheme in
wireless sensor networks for iot,” in Proceedings of the 2016
International Symposium on Networks, Computers and
Communications (ISNCC), pp. 1-5, IEEE, Hammamet,
Tunisia, May 2016.

W. He, X. Liu, H. Nguyen, K. Nahrstedt, and T. Abdelzaher,
“Pda: privacy-preserving data aggregation in wireless sensor
networks,” in Proceedings of the INFOCOM 2007 26th IEEE
International Conference on Computer Communications,
pp- 2045-2053, IEEE, Anchorage, AK, USA, May 2007.

C. Gosman, C. Dobre, and F. Pop, “Privacy-preserving data
aggregation in intelligent transportation systems,” in Pro-
ceedings of the 2017 IFIP/IEEE Symposium on Integrated
Network and Service Management (IM), pp. 1059-1064, IEEE,
Lisbon, Portugal, May 2017.

H.Li, X. Lin, H. Yang, X. Liang, R. Lu, and X. Shen, “Eppdr: an
efficient privacy-preserving demand response scheme with
adaptive key evolution in smart grid,” IEEE Transactions on
Parallel and Distributed Systems, vol. 25, no. 8, pp. 2053-2064,
2014.

K. Karamitsios and T. Orphanoudakis, “Efficient iot data
aggregation for connected health applications,” in Proceedings
of the 2017 IEEE Symposium on Computers and Communi-
cations (ISCC), pp. 1182-1185, IEEE, Heraklion, Greece, July
2017.

C. Hu, J. Luo, Y. Pu et al,, “An efficient privacy-preserving
data aggregation scheme for I0T,” in Proceedings of the In-
ternational Conference on Wireless Algorithms, Systems, and
Applications, pp. 164-176, Springer, Tianjin, China, June 2018.
C. Fontaine and F. Galand, “A survey of homomorphic en-
cryption for nonspecialists,” EURASIP Journal on Information
Security, vol. 2007, no. 1, pp. 1-10, 2007.

P. Paillier, “Public-key cryptosystems based on composite
degree residuosity classes,” in Advances in Cryptology-
EUROCRYPT’99, pp. 223-238, Springer, Berlin, Germany,
1999.

11



Hindawi

Wireless Communications and Mobile Computing
Volume 2019, Article ID 9083282, 12 pages
https://doi.org/10.1155/2019/9083282

WILEY

Hindawi

Research Article

Distributed Link Scheduling Algorithm Based on Successive
Interference Cancellation in MIMO Wireless Networks

Junhua Wu, Dandan Lin, Guangshun Li @), Yuncui Liu, and Yanmin Yin

School of Information Science and Engineering, Qufu Normal University, Rizhao, China
Correspondence should be addressed to Guangshun Li; 30752585@qq.com

Received 6 March 2019; Accepted 15 May 2019; Published 19 June 2019

Guest Editor: Zaobo He

Copyright © 2019 Junhua Wu et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

The performance of multiple input multiple output (MIMO) wireless networks is limited mainly by concurrent interference among
sensor nodes. Effective link scheduling algorithms with the technology of successive interference cancellation (SIC) can maximize
throughput in MIMO wireless networks. Most previous works on link scheduling in MIMO wireless networks did not consider SIC.
In this paper, we propose a MIMO-SIC (MSIC) algorithm under the SINR model. First, a mathematical framework is established for
the cross-layer optimization of routing and scheduling, with constraints of traffic balance and link capacity. Second, the interference
regions are divided to characterize the level of interference between links. Finally, we propose a distributed link scheduling algorithm
based on MSIC to eliminate the interference between competing links in the MIMO network. Experimental results show that
the MSIC algorithm can increase the end-to-end throughput per unit by approximately 73% on average compared with non-SIC

algorithms.

1. Introduction

Due to the explosiveness of big data, many new high-
performance requirements of network throughput, real-time
performance, security privacy, and bandwidth have been
put forward [1-4]. It is consequently challenging to design
efficient link scheduling algorithms to improve communi-
cation efliciency in wireless communication. Wireless net-
work multiple input multiple output (MIMO) technology
can transmit multiple data streams simultaneously without
increasing bandwidth and enhance data throughput; MIMO
has therefore attracted increasing attention[5, 6].

MIMO refers to the technology of using multiple trans-
mitting antennas and multiple receiving antennas in wire-
less transmission, which is a major technology of smart
antennas in wireless communication networks. The main
idea of MIMO is to combine the signals of the receiving
and sending antennas to increase transmission reliability and
data throughput [7, 8]. The architecture of MIMO wireless
communication networks is shown in Figure 1.

However, concurrent links also generate some problems
in communication interference, which reduces the success

probability of communication links [9]. The reason is that,
due to transmission interference of adjacent channels, mixed
superimposed signals will reach the receiver node [10, 11].
The cumulative interference effect of the link depends not
only on itself but also on concurrent links. When conflict
occurs between concurrent links, transmissions fail due to
bad interference. In wireless networks, MIMO gain is closely
related to link scheduling.

The link scheduling problem focuses on the study of
capacity optimization and throughput maximization [12] and
can be divided into the following two types of problems.
One is the maximum independent set link (MISL) problem
[13], also known as the capacity maximization problem or
single-slot link scheduling problem. In this problem, given a
set of communication links, the largest subset of concurrent
links that can be transmitted simultaneously in the same time
slot must be identified. The other type of problem is the
shortest link scheduling (SLS) problem [14, 15], also known
as the delay minimization problem. This problem refers to
scheduling a given set of links with a minimum of time slots.
This paper studies the former problem, namely, designing a
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FIGURE 1: The architecture of a MIMO wireless communication network.

link algorithm that schedules as many links as possible in the
same time slot.

There are many factors that affect the link scheduling
problem, such as different choices of centralized [16] or dis-
tributed algorithms [17, 18]. Before the centralized algorithm
is executed, various information of the network node is
broadcast to the execution node, such as the set of neighbors
and the transmit power of the node. As the network scale
increases, the time complexity of centralized algorithms will
increase dramatically. However, the distributed algorithm
only needs to obtain the corresponding information of the
neighbors during the execution process. Such information
exchange can be achieved only by a broadcast, and the
running time of the algorithm is independent of the network
scale.

In addition, establishing a reasonable interference model
is the key to designing a correct and efficient link scheduling
algorithm. The most commonly used interference models can
be classified into the protocol interference model [19] and
SINR (signal-to-interference-plus-noise ratio) interference
model [20, 21]. Under the protocol model, the transmission of
a link is deemed successful if no other links within a certain
transmission range are active. Therefore, the coexistence
relationship between two links is mainly determined by the
geometry. Due to its simplicity, the protocol model has been
widely used. By contrast, under the SINR model, the coex-
istence relationship depends on its own channel condition
and the level of the aggregated interference. Specifically, a
transmission of a link is said to be successful if its SINR value
is greater than a predetermined threshold. One challenge
under the SINR model is that multiple links can transmit
successfully through a common channel, even if they observe
some interference signal from each other, in marked contrast
to the protocol model. Furthermore, the link relationship is
a function of the distance to the neighboring links and their
status, which may change over time. Therefore, the link coex-
istence relationship under the SINR model is “multilateral”

and “dynamic.” As a result, link scheduling under the SINR
model is much more complicated. The literature [22] proves
the robustness of SINR models with geometric path loss. The
SINR model opens a new avenue for more efficient resource
allocation.

SIC is an effective physical layer technology for mul-
tipacket reception to combat interference, and it allows
other concurrent transmission links to decode correctly
[20]. According to the descending order of the receivers
power level, SIC regards the interference signals as a useful
signal obeying a specific structure. As SIC is able to resolve
the collision, more simultaneous transmission and higher
performance could be expected [23, 24]. We therefore focus
on link scheduling in MIMO wireless networks with SIC.
However, there has been little work on exploring SIC in
MIMO networks based on the SINR model.

The main contributions of this paper are as follows. We
propose a distributed link scheduling algorithm in MIMO
wireless networks with SIC to maximize the link throughput.
First, based on the characteristics of MIMO and SIC, we
propose a combination of these two technologies to estab-
lish the MSIC model, and a mathematical framework is
established for cross-layer optimization of scheduling, with
constraints of traffic balance and link capacity. Second, due
to the global characteristic of the interference, localization of
the interference and division of the interference regions are
considered. Finally, a distributed link scheduling algorithm
based on MSIC to generate a feasible scheduling set is
proposed.

The rest of this article is organized as follows: the first and
second parts describe the background and current situation.
In the third part, the MSIC network model is constructed
based on SIC technology, and the cross-layer optimization
problem is modeled. In the fourth part, the interference
regions are divided, and the detailed process of the distributed
link scheduling algorithm based on the MSIC network model
is given. The fifth part provides experimental results. The
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last part summarizes the paper and puts forward the future
development trends.

2. Related Work

The link scheduling problem has been the subject of extensive
research. Moscibroda et al. first defined the link scheduling
problem and introduced the concept of scheduling com-
plexity under the SINR model [25]. Goussevkaia et al.
proved that the link scheduling problem is NP-hard [26].
Dinitz considered single-slot scheduling and gave the first
distributed algorithm [27]. Although his goal was to design
a distributed algorithm, the technique relies mainly on the
machine learning theory of the algorithm. Qian et al. [21]
first developed a new “MIMO-pipe” model that captured the
rate-reliability trade-off in MIMO communications. How-
ever, the “conservative scheduling” achieves a suboptimal
performance. Choi et al. combined a two-segment queue
structure and carrier sensing technology to design a fully
distributed link scheduling algorithm based on the SINR
model [17]. In [28], Chen et al. proposed a low-complexity
approximate optimal scheduling algorithm based on a cross-
entropy optimization framework.

Most previous work in MIMO wireless networks did
not consider SIC. We therefore focus on link scheduling in
MIMO wireless networks with SIC. The effectiveness of SIC
has been verified recently [29]. In [30], Lv et al. studied
link scheduling in a network with SIC but ignored the
effects of aggregate interference. Then, in 2012, they took
the lead in researching link scheduling under the SINR
model in wireless networks with SIC [20]. The algorithm
considers the influence of cumulative interference, but it
is a greedy algorithm based on independent sets that can
obtain an approximate optimal schedule. In [24], Kontik
et al. proposed a heuristic algorithm based on the column
generation method using SIC technology to study the prob-
lem of minimized scheduling length in single-hop wireless
networks. The performance of this algorithm is very close
to the optimal linear programming algorithm and has better
robustness. SIC technology was shown to effectively improve
network performance.

In addition, due to the degree of freedom (DoF) of
MIMO, network throughput can be improved by spatial
multiplexing (SM). Therefore, the problem of link scheduling
based on DoF has also been extensively studied. Based on the
DoF concept, Sultan et al. [31] proposed a handover standard
that maximizes the capacity of the downlink channel when
uplink capacity is maintained at a certain level. To further
improve the overall performance of the network, the data
link layer, the network layer, and the transmission layer
need to be designed cooperatively for optimization. The
layered protocol architecture with network adaptability has
received widespread attention, such as the joint routing and
scheduling optimization scheme [6] and joint power control
and link scheduling optimization scheme [32, 33], but there
are still many limitations in the practical applications of these
optimization schemes. Therefore, a mathematical framework
is established in this paper for the cross-layer optimization

of routing and scheduling, with constraints of traffic balance
and link capacity.

3. The System Model

3.1. Network Model. When the links are transmitted in the
SINR model, if the signal at the expected receiver is higher
than a given threshold, the link is transmitted successfully
[17], that is,

P (s
L6) 0

SINR, = = — =
r; 0

where P, (s;) is the received power at receiver r; from sender
s;; I, is the aggregated interference from the active links in the
neighbors of link /;; N, is the background noise; and f3 is the
minimum SINR threshold required for receiver r; to decode
signals successfully.

Consider a set of MIMO networks consisting of n com-
munication links L = {l;,...,1,,}, where each link /; includes a
sender s; and a receiver r;. The Euclidean distance between s;
and r; isdj; = d(s;, r;). Thus, the length of link [; is d;;. If s; is
the intended sender, (1) can be converted into

P (Si) /d (Si’ Ti)a
[+
No+ Yy esis) P (1) 1 (s57:)
) P, /d;
No + leeL’\{l,»} Plj/djia

SINR, =

2)

where P(s ) is the transmission power from sender s poais the
path-loss factor; S, is the set of all senders that are transmitted
concurrently in the same time slot ¢ as the expected sender; L'
is a set of links that are simultaneously scheduled in the same
time slot.

Assume that all nodes are static and apply MIMO tech-
nology with M antennas. A node communicates with others
through wireless links, and each node has an input links set
L and an output links set L9 of node i. Suppose a time
frame consists of T' slots, and the state of a link subset in a
time slot ¢ (1 < ¢t < T) depends on link scheduling. For a
given slot, the data flow from sender s; to r; can be expressed

as a signal vector x; = [x}, x?, - xj.w]T, and the MIMO signal
ji received by receiver r; from sender s; can be expressed as
the following:

Tt

oyt
X Z ‘xkiVjiniUkAka

kel k#j 3)

+Vin,

Jt 1
where H,; € CM™ is the channel matrix between sender
s, and receiver r; and is normalized to mean power 1; 0" is
the Hermitian operations of the corresponding matrix; U, €
CM*M is the unitary transmitting precoding matrix at sender
S A € RM*Mand A; = diag{\/p;, [P} - +/P;} is the real-
valued diagonal transmit amplitude matrix, where p; is the

transmission power of the corresponding sender s;; V;; €
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FIGURE 2: Multi-antenna Wireless Channel.
CMM is the unitary receiving decoding matrix at receiver 7, p o l'vf‘THT.u”
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for signals from sender s ; € CM* isa white Gaussian noise SINR;’I. = ALE 2 " > B
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vector with variance N0 per element; || ||? is the norm of the Ny + Zkel,-,k< L V?i H Uk"
vector. Figure 2 shows that the sender and receiver 2-antenna .
array and MIMO channel are used at both ends. To simplify Vj, st. P, (s:) < P, (Sj) (6)
calculations, assuming that data streams are uncorrelated, the
SINR for the n-th element in y;; is given by the following: i piec; v H:rl ?
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3.2. MSIC Model. The manner in which interference is
dealt with effectively affects the performance of the link
scheduling algorithm in MIMO networks. The MSIC model
is constructed based on SIC under the SINR model. The
main idea of SIC is that the power level of the signals from
K senders received at r; are in descending order: P, (sg) >
P, (sg-1)s e P (81)5 s P, (53) = P, (sy) [20]. If the strongest
signal dissatisfies the SINR constraint, the process of SIC
ends. Otherwise this signal will be decoded, while other
signals are considered interference and noise. If it is the
expected signal, then the transmission is successful; if not,
this signal is removed, and the remaining signals are decoded
sequentially until the expected signal is decoded successfully.

In detail, the SIC model needs to satisfy the following
constraints. Receiver 7; tries to decode signal from sender s,
in the order k, k—1, ..., n. Then, the signal with received power
P, (s,) can be decoded successfully if and only if

Pr- (Sk)
Step 1 k—, 2 /Ski’
0t Zer o1 B (5)
P, (Sk 1)
step 2 2 Bue-yi
No+ et im Py, (s)) 5)
P, (s,)

step (k—n+1) > B

0+z]6111 (1)

If signal y;; wants to be decoded correctly, it must satisfy
the MSIC constraints shown in

Ny + Yger, k<i PrO%; VZTHT Uk“

Because SIC is used, the receiver can sequentially cancel
all interference signals that are stronger than its expected
signal if those stronger signals satisfy (6). Therefore, it is only
necessary to consider the residual interference at the sender,
which is weaker than the expected signal. Specifically, the
residual SINR from sender s; to receiver r; at time slot ¢ is
defined as follows:

r-SINRj; [t]
T ..n
_ pj“ﬂ V HJl J )
P IV L U P<pia IV w2
Zke] K P Vi HkiUkH

= Bj;

where sender s, in the summation formula includes all
senders’ signals with weaker power than node s;.

3.3. Problem Model. Consider the problem of throughput
maximization in MIMO wireless networks. This paper trans-
forms the cross-layer joint scheduling problem into conges-
tion control, routing, and scheduling problems. By usinglocal
information, the congestion control problem is solved at the
source node of each flow, and the routing and scheduling
are transformed into the problem of flow balance and link
capacity constraint, which facilitates distributed deployment
and ensures network throughput.

Let F denote a set of active link session flows that
describes the flow routing in the network. Denote s(f) and
d(f) as the source and destination nodes of session flow
f € F, respectively. Y(f) represents the reachable end-to-
end throughput of session flow f € F, and Y, is the
minimum reachable end-to-end throughput in all sessions,
that is, Y,;;, = mingczY(f). Y)(f) represents the number of
data rates caused by session flow f € F on link /. The goal of
this paper is to maximize the minimum reachable end-to-end

throughput Y ;, to maximize network throughput.
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We assume a half-duplex node on a MIMO node. If node
i € N is a sender in time slot ¢, the binary variable s;(¢) is
1; otherwise, it is 0. Similarly, if node i € N is a receiver in
time slot ¢, the binary variable r;(t) is 1; otherwise, it is 0. For
half-duplex mode, the constraint can be written as follows:

s +r(t)<1, (1<i<N,1<t<T) (8)

Denote x;(t) as the number of data streams over link
I. If node i is not a sender, then there is Y ou x;(t) =
0. Otherwise, in order to satisty the DoF constraint at the
sending node, the total number of outgoing data streams
should be positive and cannot exceed the number of antennas
it owns, that is, 1 < Y jos x;(f) < M. These two cases can be

summarized as follows:

s < Y x () <Ms;(t), (1<i<N,1<t<T) ©)

leLo™

Similarly, according to whether node i is an active receiver,
we have the following constraint at the receiving node:

<Y x5 <Mr(t), (1<i<N,1<t<T) (10)
leLin

For the congestion control problem of the transport layer,
each flow f in the network determines the data rate of the
next slot independently according to the local congestion

queue information of the node in the current time slot. Uif ()
represents the congestion queue length of flow f at node i
in time slot t, and U(t) = [U/ ()],(i € N, f € F) is the set
of all congestion queues. According to the input and output
mode of each node, the local congestion queue information
is updated dynamically as follows: Ul.f t+1) = Ul.f ) +
Yierin X1(£) = Yjepou %,(£) +V4(£), and the initialized condition

queue is satisfied with Uif (0) = 0. The source session flow f is
compressed into a source rate v (f) before being pushed into
the queue. Since the local congestion queue length of each
node determines the upper limit of the data sum that can be
transmitted in the current time slot ¢, there are the following
constraints:

le(t)sUf(t), (1<i<N, 1<t<T, f€F) )

leL

The session flow f in the network determines the data rate
of the next time slot according to the congestion queue
constraint. Meanwhile, in order to guarantee the strong
robustness of the network, the following inequalities must be
satisfied:

T-1
T@@%ZZZB{U{ 0} < o0 (12)

t=0i€N feF

For routing and scheduling problems, D =
max{) ;. r(f) = max s p{ug (f) ug ()}, and each
link I can use local congestion queue information to find a
flow f* that satisfies f* = argmax cp{u (f) — 4 (f)} Let
w, = ”s,(f*) - ud,(f*) as the weight of link / (w; can also

be understood as the queue length at link ! with flow f*).
To solve routing and scheduling problems, we will propose a
distributed algorithm in Section 4 to generate an active set
L' of concurrent links. In each time slot, the links in set L'
can send data to the receivers (we assume that, in each time
slot, each active link transmits a packet). Let D be converted
into the following form:

D=maxZYl(f*)-wl (13)

leL

To achieve the goal of maximizing the minimum end-
to-end throughput Y, ;. , a feasible routing scheduling also
needs to satisfy the following two constraints: flow balance
constraints and the link capacity constraint. We have the
following flow balance constraints:

(a) at the source node, we have

DY =X, (=s(f), feF)

leL"

(b) at each relay node, we have

RAGEDIRIGE

leL‘;." leLo* (15)

(1<i<N,i#s(f), i#+d(f), feF)
(c) at the destination node, we have

YN()=Y(F) G=d(f) fFeB) g

leL?

It is easy to verify that as long as any two of these equations
are satisfied, the other one will also be satisfied. Therefore, it
is sufficient to satisfy the first two equations.

It is assumed that a fixed modulation and encoding
scheme is used for each data stream and that each data stream
corresponds to one unit data rate. Since the total data rate on
link I cannot exceed the average rate of the link, we have the
following link capacity constraint:

T
Y'Y (f) < %sz (t) a17)
t=1

feF

where the right side represents the average throughput on link
I of a frame (T time slots). Putting all the constraints together,
we have the expression for the throughput maximization
problem:

max Y,
st Yon <Y(f), (feF);
r-SINRj; [t]
) pi ]
N T b
> ﬁj,ﬁ

s;()+r;(t)<1, (I1<i<N,1<t<T);
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FIGURE 3: Division of Interference Regions.
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4, Distributed Link Scheduling
Algorithm Based on MSIC

4.1. Division of Interference Regions. Due to the character-
istics of transmission loss, the receiving power P, (s;) of
different links is also different [34]. The total interference at
receiver r; is expressed as follows:

e Y Sy n)

The scheduling problem of using SIC under the SINR
model has been proved to be NP-hard [20]. If the stronger
signal in the network satisfies (5), it can be decoded and
removed due to the adoption of SIC. Therefore, the strength
of the receiving power does not completely measure the
interference generated by the link. In this paper, in order
to describe the interference localization, the interference
regions are defined to measure the level of interference.

Different interference regions A;, B;, and C, are divided
according to (19). A;, B, and C;, are concentric ’ring (circu-
lar) regions centered on receiver r; of link /;, respectively, as
shown in Figure 3 (the red circular region is A;, the blue
ring region is B;, and the black dotted ring region is C; ).
The interference generated by the active link in the A; and
B, regions will interrupt the transmission of link [, and the
set of concurrent links in these regions is denoted as Lg. The
cumulative interference generated by the active link in the C;
region has a negligible effect on the receiver of link J;.

According to (2), the maximum cumulative interference
value that link /; can tolerate is the following:

p,

< i
Bd;*
Therefore, in order to satisfy the MSIC constraints, the

sum of the cumulative interference values at receiver r; of link
l; cannot exceed ;. If the total interference in the A; and

B, regions is (1 — m)I}™* and the total interference in the C,
region is mI;"*, then we have

max
I <1

(20)

(1 =m) " + mI™™ < ™ (21)

Assuming that the link ; at receiver r; from sender s; € A,
is stronger than link /; from sender s;, SIC is used. That is,
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FIGURE 4: Distributed MSIC scheduling algorithm flow chart.

receiver r; uses SIC to decode these strong signals continu-
ously before decoding the expected signal from sender s;. Let
all links in a feasible set L of concurrent links be transmitted
successfully. When any link /; is added to the set L s €L the

link transmission will fail. Obviously, L’ is the maximum set
of concurrent links, and L' must satisfy the constraints in

).

4.2. Distributed MSIC Scheduling Algorithm. In this section,
based on the CSMA/CA mechanism and MSIC constraints,
we design the distributed single-slot MSIC algorithm to solve
the scheduling problems. If the links I € L' in the network
can be transmitted concurrently, then L' can be defined as a
scheduling set. In each scheduling time slot, each link will run
scheduling algorithms to generate a new feasible scheduling
set Lg'.

Next, considering the MSIC model and interference
regions division introduced above, a distributed link schedul-
ing algorithm is proposed under the MSIC constraints. The
algorithm flow chart is shown in Figure 4. Three states of the
link are defined: Active, Inactive, and Standby. The four sets
correspond to different states, where sic is the active link set
that satisfies the MSIC constraint and can be scheduled in the
current scheduling time slot; acc is the standby link set that
has not been judged by MSIC constraints; loc is the local cache
link set in the standby state; and seq is the candidate link set in
the inactive state. Therefore, the state of a link in the current
slot can be distinguished by the set of links to which the link
currently belongs.

(1) Initialization Stage. At the beginning of each scheduling
cycle, each link I maintains two sets of local links: set acg
and set seq;. The links contained in the set acg are added to

a feasible set L of concurrent links in a certain scheduling
cycle, and the links contained in set seq; are candidate links
to be added into set L. At the beginning of each scheduling
cycle, initializing acq = @ and seq; = {l, A; U B}}.

(2) MSIC Feasibility Judgment Stage. Each scheduling cycle
consists of several slots, and in each slot each link / makes a
decision about whether it should be added to ac¢ or removed
from seq;. At the beginning of each scheduling slot, all links
in the set seq; are weighted for comparison. The sender of link
I broadcasts its weight information wj to all links k whose
sender is located in the A; region of link /. If link / has the
largest weight among all links in seq, it will run Algorithm 1
to try to add itself to acg;.

The detailed process is as follows. The sender of link I
broadcasts a Request message to links in {A;UB;} first. If there
is a collision, all of the links select a random back-oft time
and wait for it. If there is no collision, the sender of all links
in {A; U B;} will add link [ to set lo,. When link [ is added to
the current schedule, any link I' € {acq U log} will determine
whether it remains feasible under the MSIC constraints. The
specific judgment process is as follows. For each link I' €
{acqUlog}, the set of links with sender sy € {{acc/Ulocy}NA}
and receiver ry is defined as the MSIC link set sicy. The MSIC
constraints will be satisfied when any link I' € {acq U log}
satisfies the following conditions: (i) the total interference I
coming from set B, does not exceed (1 —m)I;™; (ii) all links
k € sicy are feasible; that is, the total interference I; coming
from set By does not exceed (1 — m)[;"™.

According to the above procedure, if any link I' € {acq U
log} does not satisfy the MSIC constraints, the sender of
link I" will send an Error message to link / indicating that
link I cannot be added to set Lg (the current scheduling is
not feasible due to the strong interference caused by link
). If link I € log does not receive any Error messages
from its neighbors, it adds link [ to set acg and removes
link I from seq; and log. Then, the sender broadcasts a
Success message to all its neighbors to update their link sets
acc, seq, and loc. Otherwise, it removes link / from seq;
and log and then broadcasts a Remove message to all its
neighbors to update their link sets seq and loc. After the above
process is performed until a new link is added to Lg, the
current scheduling process is still feasible under the MSIC
constraints.

(3) MSIC Feasibility Test Stage. After a new L' is generated
in each slot, all links / € seq; need to make the following
decision about whether the MSIC constraints are satisfied.
For each link [ € seq, the set of links with sender 5; ¢
{acqg N A} and receiver r; is defined as another MSIC link
set sig'. Similar to the first procedure, any link [ € seg, that
satisfies any of the following conditions will dissatisfy the
MSIC constraints: (i) the total interference Il' coming from
set B exceeds (1 — m)I;™* or (ii) for any link k' € sic;' is not
feasible; that is, the total interference I," coming from set By
exceeds (1 —m)I ,‘:}ax. After the above process, if there is a link
lin seq, that does not satisfy the MSIC constraints, the sender
will remove link / from seq; and broadcast a Remove message

to all its neighbors to update their link sets seq and acc. The
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1 sets of int acq, seq;, log, sicy, sic;'
2 acq «— @ and seq, «— {I, A; U B}}

4 for link I' € {{A, U B} N {acq U log}} do
5
sender of link I’ adds link ! into log;

6
7
8 ifIy > (1 —m)[;*™ then
9
10 else
Generate sicy;
for k € sicy do
Link k calculates cumulative interference I;;
if I, > (1 = m)[["™ then
15
end if
17 end for
18 endif
19 end if
20end for

22 acq «— acg U {l};
23 seq, «— seq/{l};
24 log «— log/{l};

26 Goto Algorithm 2;
27 else
28 seq, — seq/{l};

30 end if

% initialize

3 Sender of link / broadcasts Request message to links in {A; U B;};

if sender of link I' receives Request message from sender of link / then
sender of link I' calculates cumulative interference I "

Sender of link I' broadcasts Error message to sender of link /;

Sender of link I’ broadcasts Error message to sender of link /;

21 if sender of link / does not receive Error messages then

25 Sender of link [ broadcasts Success message to all its neighbors to update their link sets acc, seq and loc;

% Does not satisfy MSIC feasibility conditions
29 Sender of link / broadcasts Remove message to all its neighbors to update their local link sets seq and loc;

% MSIC feasibility judgment

% Generate concurrent links set

ArLGorITHM 1: Distributed MSIC Scheduling Algorithm (MSIC feasibility judgment).

above process ensures that each link in seq; satisfies the MSIC
constraints under the current scheduling.

In the distributed algorithm, the number of time slots in
each scheduling cycle is a fixed value. In each scheduling slot,
each link will run the distributed scheduling algorithm to
generate a new feasible scheduling set L' during scheduling.
Once the scheduling is completed, the selected link will
transmit a packet during the transmission cycle.

4.3. Theoretical Proof of Algorithm

Theorem 1. The set Lg of scheduling generated by the MSIC
algorithm is feasible.

Proof. Based on the MSIC algorithm under interference
regions division, each link will run the algorithm indepen-
dently in each scheduling slot to generate a new feasible
scheduling set Lg'. From Algorithm 2, it is known that after
anew set Lg' is generated in each time slot, all links € seq;
need to be tested to determine if the MSIC constraints are still
satisfied. To ensure that each link in seq; satisfies the MSIC
constraints under the current scheduling, any link / that does
not satisfy the MSIC constraints will be removed from seq;.
Therefore, the interference links cannot be scheduled at the
same time; that is, the links in the current set L sl are feasible,
which ensures the feasibility of the algorithm. O

Theorem 2. The time complexity of the MSIC algorithm is
O(k?).

Proof. In the process of MSIC feasibility judgment of Algo-
rithm 1, it is necessary to judge the MSIC constraints formula
(4) of any link I'e {acq Ulog} and decide whether to add the
link to the current scheduling set. This process requires two
loop statements to be executed with the algorithm execution
complexity of O(k?), where k represents the number of
concurrently transmitted signals. After Algorithm 1 generates
a new set Lg', the MSIC feasibility test is performed in
Algorithm 2. The MSIC constraints condition needs to be
tested again for all links I € seq; to ensure that any link in
seq, satisfies the MSIC constraints. This process also needs
to execute two loop statements with the algorithm execution
complexity of O(k?). Therefore, the total algorithm execution
complexity is O(K?). O

Theorem 3. The messages complexity of the MSIC algorithm
is O(n).

Proof. The message complexity of sending a Request broad-
cast message is O(1). To find a set of links that can be con-
currently given by a network of 7 links, an MSIC constraint
judgment is performed for each link of I' € {{A, U B}} n
{acq U log}}, and the number of Error or Success messages
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1 sets of int Ik', Ij', sick'
2 forlink k € {{A; U B;} N seq;} do

w

if I,' > (1 — m)[™ then

. !
Generate sic; ';

4
5
6
7 else
8
9 for j € sic,' do

% MSIC feasibility test
if the sender of link k receives a Success message from the sender of link / then
Link k calculates the cumulative interference I, k';

The sender of link k broadcasts a Remove message to its neighbors to update their link sets seq;

10 Link j calculates the cumulative interference I j';

1 if ' > (1- m)I[7™ then

12 The sender of link k broadcasts a Remove message to its neighbors to update their link sets seg;
13 end if

14 end for

15 end if

16  endif

17 end for

ArLgoriTHM 2: Distributed MSIC Scheduling Algorithm (MSIC feasibility test).

sent is at most n — 1. For each link of k € {{A; U B;} N seq;},
a feasibility test is performed, and the number of Remove or
Success messages is up to n — 1. When the execution of the
algorithm ends, the total number of messages used is up to
O(n). O

5. Experimental Results

In this section, the distributed single-slot scheduling problem
in MIMO wireless networks is studied under the SINR model.
The simulation is the average of 50 trials obtained on a
network with 100 links. The network size is 600 * 600, and
the distance between the sender and the receiver is selected
within the range of [20,40]. The SINR parameters are set as
follows: the threshold value is § = 3, the path loss index is
a = 2.2, the background noise power is N = 4 x 1077, and the
uniform power is P = 2 and P = 10.

First, the relationship between the size of different net-
works and the number of successful transmissions of links
is studied. The simulation results are shown in Figure 5.
Under different power allocations, the number of successful
transmissions of the link increases as the network size
increases, and a larger transmission power can generate a
larger neighbor size, which is benefited by the gain of the
transmission power. However, when the network size is large,
the neighbor size reaches the upper bound, and the gain from
increasing the power becomes very small. At the same time,
larger power will also cause more interference to other links.
At this time, the impact of the interference on transmission is
greater than the benefit of the network scale increase, which
makes it impossible to satisfy the SINR constraint condition,
although it improves its own successful transmission proba-
bility and reduces the total size of the successful transmission
of the link. Therefore, the transmission scale cannot be sought
blindly by increasing the power, and a larger-scale scheduling
set can be realized by controlling the network scale.
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FIGURE 5: The relationship between network size and number of
successful transmissions.

Next, we compare the number of concurrent link trans-
missions of different algorithms. At the network layer, the
routing algorithm based on the least hops is adopted. For
convenience, the distance, data rate, bandwidth, and trans-
mission power of the data stream are all normalized to 1.

First, the MSIC algorithm is compared with the recursive
largest first (RLF) algorithm and the smallest degree first
(SDF) algorithm in [20]. The results in Figure 6 show that
the MSIC algorithm can obtain a larger link scheduling
scale compared with the other two algorithms. After the
SIC is used, all signals with high power in the interference
regions can be decoded and removed firstly, and thus the
interference reached at the receiver is smaller, and a larger set
of concurrent links can be obtained.
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FIGURE 6: Comparison of the number of concurrent link transmis-
sions of different algorithms.

Then, we study the effect of the parameter m on the
number of concurrent link transmissions. Figure 7 shows that
the number of concurrent links decreases as the parameter
m increases. When m is smaller, the interference radius of
each link in the network is larger, and there are more links
that can participate in scheduling. The number of concurrent
links in each selected scheduling configuration is larger, and
the data flow rate is higher. At this time, the network has
stronger interference management ability. As the parameters
become larger, the interference in the network is larger,
thereby allowing fewer links to be transmitted concurrently.
The MSIC algorithm can reduce partial interference and
increase the number of concurrent transmission links. When
m = 0.4, there is a close interference region radius between
MSIC and MIMO, so m = 0.4 is set here.

Next, we study the influence of the number of antennas
on network performance. The number of antennas is changed
from 2 to 6, and the test is repeated 100 times. We then take
the average value of each flow of 100 tests. Ideally, we assume
that the transmission rate of one link is equal to the capacity
of the point-to-point MIMO link without other transmission
interference. As shown in Figure 8, throughput is nearly linear
with the number of antennas, and the MSIC algorithm can
achieve a higher minimum flow throughput and a higher total
throughput in the network.

To show more detail, the flow rate gains for the four flow
sessions are given in Figure 9. The simulation results show
that MSIC brings significant throughput gain to MIMO wire-
less networks. The network flow rate with SIC functionality
is more than half of the network rate without interference
cancellation, which means that the reachable unit end-to-end
throughput is increased by approximately 73% on average due
to the application of SIC. Therefore, the MSIC algorithm has
obvious advantages in improving network throughput.
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FIGURE 7: The relationship between parameter m and the number of
concurrent transmissions.

6. Conclusions and Future Work

In this paper, the MSIC scheduling algorithm based on SIC
in MIMO wireless networks is proposed. First, the MSIC
constraints model is constructed under the SINR interfer-
ence model. Then, interference region division is carried
out to describe the level of interference between links. A
feasible scheduling set is generated by the distributed link
scheduling algorithm to coordinate the link transmission,
and the interference between competing links in the MIMO
network is cancelled. Experimental results show that the
distributed MSIC scheduling algorithm can bring significant
performance gain to wireless networks.

Since the algorithm is premised on satisfying the thresh-
old constraint of SINR, the algorithm ends when the SINR
value is less than the current threshold. Therefore, the next
research goal is how to solve the link scheduling problem
when the SINR value is less than threshold.

With the rapid development of the social economy, the
application of modern communication technology has been
continuously promoted in various fields, and the capacity
requirement for networks is increasing. In addition, due
to the complexity of the network environment, a single
technology will not have a sufficient effect on interference
cancellation. Therefore, in future wireless communication
networks, a variety of joint applications of multiple interfer-
ence cancellation technologies will be needed. How to com-
bine these technologies efficiently and achieve a reasonable
optimization combination is an important research direction.

Data Availability

The simulation data used to support the findings of this study
are included within the article.
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For a smart healthcare system, a cloud based paradigm with numerous user terminals is to support and improve more reliable,
convenient, and intelligent services. Considering the resource limitation of terminals and communication overhead in cloud
paradigm, we propose a hybrid IoT-Fog-Cloud framework. In this framework, we deploy a geo-distributed fog layer at the edge of
networks. The fogs can provide the local storage, sufficient processing power, and appropriate network functions. For the fog-based
healthcare system, data confidentiality, access control, and secure searching over ciphertext are the key issues in sensitive data.
Furthermore, how to adjust the storage and computing requirements to meet the limited resource is also a great challenge for data
management. To address these, we design a lightweight keyword searchable encryption scheme with fine-grained access control for
our proposed healthcare related IoT-Fog-Cloud framework. Through our design, the users can achieve a fast and efficient service
by delegating a majority part of the workloads and storage requirements to fogs and the cloud without extra privacy leakage. We

prove our scheme satisfies the security requirements and demonstrate the excellent efficiency through experimental evaluation.

1. Introduction

Since Ashton [1] and Brock [2] firstly proposed the concept
of IoT, it has been widely used in real life by combining
with technologies in sensor networks, embedded system,
object identifications, and wireless networks in order to
tag, sense, and control things over the Internet [3-6]. With
the ubiquitous nature of IoT, it makes great contribution
in improving the equality of medical care by empowering
remote monitoring and reducing time cost through implant-
ing sensors or wearing mobile devices. According to the
insight from [7], the healthcare system will evovle into a
home-centered paradigm in 2030 from the current hospital-
centered one. As more sensors are deployed in the healthcare
system, the seamless data needs to be stored, processed, and
transmitted. This may cause a great challenge to the tradi-
tional IoT-cloud infrastructure from the aspects of reliability,
immediate response, and security [8]. This calls demand
for a “mediator” between IoT devices and cloud server to
support geo-distribution, storage, and computing capability,
acting as an extension of the cloud, which is officially called

fog from the concept of fog computing proposed by Cisco
[9].

When storing sensitive data like personal health records
to cloud servers, the security and privacy of these data
are still challenges in the fog computing paradigm [10-12].
To solve this problem, applying access control mechanism
is an essential method to protect the sensitive data from
unauthorized users. As a new type of IBE proposed by [13],
attribute-based encryption (ABE) plays a great role in access
control, which is classified into the key-policy attribute-based
encryption (KP-ABE) and the ciphertext-policy attribute-
based encryption (CP-ABE). KP-ABE associates user’s private
keys with the designated policies and tags ciphertexts with
attributes, while CP-ABE is related to ciphertexts with the
designated policies and identifies the user’s private key with
attributes [14, 15]. Obviously, CP-ABE is a better choice to
execute access control in our model since it is the user’s ability
to designate an access structure and process the encryption
operation under the structure.

However, most existing ABE schemes are time consuming
in the key generation phase and have a large computational
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load in the decryption phase, which leads to suffering a bad
experience for users. Also, how to maintain effective search
in the encrypted ciphertext is a great challenge. Searchable
encryption especially searchable public encryption is an
effective approach to solve the above problem. And it is
important to reduce complex operations, e.g., pairing and
exponential operations, for users in the searchable public
encryption.

L1. Motivation and Contribution. The IoT infrastructure,
such as the monitoring devices in a traditional hospital
or health management wearable devices in a smart home,
continuously synchronizes data to the remote cloud. The
massive sensitive data leads to a great challenge to the current
healthcare-related IoT-to-cloud system due to the nature of
IoT’s limited storage, low power, and poor computability. In
this paper, we attempt to solve the problem above as follows:

(i) We propose a fog-supported hybrid infrastructure as
shown in Figure 1. The distributed fogs are deployed
between IoT devices and clouds, providing temporary
data storage, data computation and analysis, and
network services [16], so as to reduce transmission
delay. Also, they help to manage users and attributes
under the control of trusted authority.

With the proposed infrastructure above, we design a new
scheme to implement some specific network functions to
meet real world needs. We will show it by exhibiting an
example as follows. A person named Wealth rarely cares
about his physical condition. One day he knows his friend
Bob is suffering from hyperglycemia, and then he wants to
learn about it. When he searches “Hyperglycemia” in cloud
service providers such as “BodyMedia’, “Google Health”,
“CiscoHealthPresence”, or “IBM Bluemix”, clouds know that
he or someone he knows may get hyperglycemia. Obviously,
his personal health privacy is exposed to the clouds. In
order to prevent privacy disclosure, we construct indexes
for “Hyperglycemia” in the file encryption phase through

some secure methods. To search such a keyword, we need
to generate the corresponding trapdoors with the help of
the fog. Upon receiving the trapdoor, clouds return all the
encrypted files associated with the specific “Hyperglycemia” if
the trapdoor matches with the index. We can protect Wealth’s
searching privacy by this way as follows.

Further, we consider Wealth receives all files through
searching “Hyperglycemia” by performing our designs. After
realizing the importance of keeping healthy, he decides to
start his own fitness program to monitor his health indicators
such as Glycemic index through wearable sensors. Also,
due to the limited storage of his own devices, he has to
store his data to the cloud and shares it to some designated
ones which have specific attributes. If someone without
sufficient attributes attempts to search the keyword, he/she
is impossible to generate a valid trapdoor matching with a
keyword’s index, not to mention to get Wealth’s sensitive data.
We help Wealth to accomplish this goal through the following
designs.

In summary, Wealth could enjoy an efficient, fast, high-
quality, and secure service through adopting our system.

The main contributions of this article are exhibited as
follows:

(i) We design a keyword searchable encryption scheme in
the healthcare related IoT-fog-cloud infrastructure.
The proposed scheme ensures a security requirement
that both data and keywords are protected from the
cloud and the fog, which is very essential to users in
the health related environment.

(ii) With the restriction of constrained resource, IoT
devices are not capable of doing complicated encryp-
tion and decryption process. In order to overcome
this issue, we transfer most of heavy computation to the
fog and the cloud in our scheme, while only a small part
is reserved for users.

(iii) On the basis of ciphertext-policy attribute-based
encryption, we design a fine-grained access control
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framework. A user should obtain his query capability
authorization from a trusted authority and the fog
through checking his attributes. The messages are
encrypted with an access policy such that only users
with the designated attributes can access them.

(iv) We provide formal security analysis which demon-
strates that our scheme is secure under IND-CK-
CCA attack and satisfies trapdoor indistinguishability
secure. Also we make experiment comparisons with
some previous research revealing that our scheme has
a good efliciency.

The rest of the paper is organized as follows. In Section 2,
we briefly introduce preliminaries which will be utilized
in our paper. Next, in Section 3, we present two adversary
models, security requirements and system functions of our
lightweight fine-grained searchable encryption (LFSE) sys-
tem. Our proposed system is described in Section 4. The
thorough security analysis of the proposed system appears
in Section 5 and the efficiency is analysed in Section 6. We
conclude our paper in Section 8.

2. Preliminaries

In this section we provide a detailed description of some
fundamentals of cryptography that will be used throughout
this paper.

2.1. The Notations. In this section, we first give notation
descriptions that will be used throughout this paper. For a
prime number p, we denote the set {1,2,...,p — 1} as Z;,
where multiplication and addition modulo p are defined in
the set. We use a «—, S to denote that a is uniformly chosen
from all elements in S randomly. And let A be the security
parameter of our system.

2.2. Bilinear Map. G, and G, are two multiplicative cyclic
groups of prime order p. Let g be a generator of G, and e
be a bilinear map, e : G, x G; — G,. The bilinear map e has
the following properties:

(i) Bilinear: A map e : G; x G; — G, is bilinear
if e(aP,bQ) = e(P,Q)™ for all P,Q € G, and all
a,be Z;.

(ii) Nondegenerate: e(g, g) # 1.

(iii) Computable: There is an efficient algorithm to com-
pute e(P, Q) forall P,Q € G;.

2.3. Access Policy. An access policy defines attribute sets that
are acquired to get access to private messages.

Definition 1 (monotonicity). Letting &/J be attributes uni-
verse, then an access policy A € 2“7 means A is a collection
of non-empty subsets of &/ . We call the access policy A is
monotone ifV Q,,Q, € AT s.t.

0,0, O, cA=0,cA )

According to the monotonicity, an authorized user cannot
lose his privileges if he has more attributes than required.

3. System Model

3.1 Architecture of System. The architecture of the proposed
fog-based healthcare system is shown in Figure2. It is
composed of four parts, i.e., a trusted authority, cloud server
providers, fog nodes, and data users (including date owners
and other users).

Trusted Authority (TA). A trusted authority, such as the
national health center or an entity authorized by it, is an
important authority for verifying users attributes. It takes
charge of generating system parameters for all entities. And
it is responsible for issue, revoke, and update attribute private
keys for users.

Cloud (Short for Cloud Server Providers). The cloud such
as Amazon provides data storage, computational resource
services, and data analysis. Apart from providing content
service above, it also takes charge of the access services from
the outside users to the encrypted files. We assume that
the public cloud executes the searchable algorithm honestly.
The cloud in our system is responsible for performing test
algorithm and accomplish a part of decryption task with
knowing any information about the user’s keys or attributes.

Fog (Short for Fog Nodes). Fog, providing abilities of comput-
ing, storage, and mobility, is deployed at edges of networks.
Because of the limited computing resources and the restricted
capacity of the data owner or user’s facility carried nearby,
it is responsible for deploying a half-trusted fog as interface
between a user and the cloud server, especially in situations
with sensitive medical information. Fog in our system takes
charge of managing users within its coverage, revoking users
and attributes without having any information about their
private keys. Further, it helps controlling users” query action
through generating one part of the trapdoor without knowing
the queried keyword.

Data Owner. The data owner is an entity who intends
to share his files with designated receivers. The receivers’
attributes should satisfy the access policy embedded in the
corresponding ciphertext. It is in charge of file encryption
with a specific access policy, index generation for all the
keywords, and uploading to the cloud.

Data User. The data user is the entity who intends to get the
encrypted files by sending a query request to cloud servers
and the fog. If he has enough attributes satisfying with the
required access policy, he is able to download ciphertexts and
decrypt them with the help from the cloud. It takes charge of
keyword selection to generate trapdoors and then ciphertext
decryption.

Assumptions. We assume that the cloud and the fog are always
online. They have sufficient storage capacity and computing
resource. Also we assume that there exists a secure channel
between data owner/user and the fog node, e.g., secure Wi-Fi
networks.

We assume that the cloud and fogs are all “honest but
curious” [21]. To be specific, they do not delete or modify



Data owner

Wireless Communications and Mobile Computing

Query request

Oy

@’3

Data user

Cpd

The cloud server

FIGURE 2: System model.

users data and return the computing results honestly but
attempt to access as much private information as possible. All
the entities execute our proposed protocol and users try to
access data either within or out of their privileges. And it is
assumed that the cloud and the fog do not collude with each
other.

Different from most existing work with only public
cloud, it is a novel cloud-fog architecture. In this work, we
assume that files and keywords are sensitive and should be
protected from both the cloud and the fog. And attributes are
semisensitive, which means attributes can only be known by
the fog.

3.2. Definition of Basic Algorithms. We describe a general def-
inition for our lightweight fine-grained searchable encryption
scheme, consisting of several polynomial time algorithms.

Setup. This phase containing three subalgorithms is imple-
mented by TA.

System.Setup (11): Input the security parameter A; then
the algorithm outputs the master key Mk, public key Pk, and
other system parameters.

Fog.Setup (Pk): Input the system parameter Pk; then
the algorithm outputs the fog’s public and private key pair
(Pkp,, Skg,) and the corresponding verification key vk; for
each attribute in the attribute universe.

User.Setup (Pk): For each user requesting to join the
system, TA verifies the user identity and his attributes.

KeyGeneration. This phase is executed by TA, which contains
two subalgorithms.

KeyGen (Pk, Mk,User;, Q,,;): Input the systems keys
(Pk,Sk), the user identity, and the user’s attributes; then
the algorithm outputs the user’s public and private key
(Pk,,;, Sk,,;). Next, Input the output of private key and user’s
attributes ,;; the algorithm outputs the secret verification
key svk; for each attribute attr; € Q..

SearchKeyGen (Mk,User;): Input the system’s master
key Mk and user’s identity User;; then the algorithm returns
the search key &; for the user.

FogSupport. This phase is executed by the fog and users which
is under the management of the fog. Three algorithms are
included in this phase.
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Adduser (User;): Input the public parameter and the
user’s identity User;; then the algorithm outputs a table 7,
for the fog F) to store users’ information.

ReKeyGen (Sk,;, svk;): Input the user’s private key Sk,
and the private verification key svk; for at; € Q,;, then the
algorithm outputs a secret key csk,,;.

ReEnc (Pk,;, vk ): Input the user’s public key Pk,,; and the
verification key vk; for at; € Q,,;, then the algorithm outputs
a ciphertext cvk,;.

ui’

ui>

FileEncryption. This phase is performed by the user.

Enc (F, A, vk): Input a file F, an access policy A and the
verification key vk ;; then the algorithm outputs the ciphertext
C embedded with the access policy.

IndexGeneration. This phase is implemented by the user
through running the algorithm Index.

Index (W, S, Pk,;): Input the user’s search key &; and
the keyword W; then the algorithm outputs an index Iy, for
the keyword.

TrapdoorGeneration. This phase is executed by the fog and the
user, including two subalgorithms.

Trapdoor (Pkg,,csk,;): It is performed by the fog. Input
the fog’s public key Pky, and the user’s regenerated key csk,;
as input; then the algorithm outputs T/ that is a part of the
trapdoor T'.

Trapdoor2 (W, §;): This algorithm is executed by the
user. Input the user’s search key §; and a keyword W, then the
algorithm outputs T}, that is the other part of the trapdoor T

Test. This phase is implemented by the cloud server through
running Test.

Test (I, T): Input the keyword index I;,; and the trap-
door T; then the algorithm outputs 0 if they do not match;
otherwise it outputs 1.

FileDecryption. The decryption phase is implemented by the
cloud server and the user, consisting two subalgorithms.

Dec (C, cvk,;): Input the file’s ciphertext C, the trapdoor
T, and the ciphertext of user’s attributes ciphertext cvk,;; then
the algorithm outputs C,, that is a part-decrypted version of
the ciphertext.

Dec2 (C,y, Sk,,;): Input the user’s private key Sk,,; and the
part-decrypted ciphertext C,;, then the algorithm outputs
the file F.

3.3. Security Requirements

(1) Data confidentiality: The cloud and the fog are not
allowed to know the encrypted data files. Unau-
thorized users who have no appropriate attributes
matching the policy embedded in the ciphertext
should not learn the content of the underlying plain-
text.

(2) Keyword privacy: The keywords should be protected
from both the cloud and the fog in a secure way,
such as by using a oneway hash function. The cloud
server is able to perform the test operation over the

indexes but leaks no information about keywords to
any unauthorized attackers.

(3) Trapdoor privacy: One part of the trapdoor is gen-
erated by the data user by using the search key and
the secret verification key for his attributes together
with the keyword. The other part is generated with
the help of the fog using the users re-encrypted
key. The trapdoor reveals no information about the
corresponding keyword or the user’s attributes to the
attacker.

3.4. Adversary Model. To achieve the security requirements,
we design two security models for our scheme. Firstly, we
introduce a fundamental assumption in Definition 2.

Definition 2 (DBDH assumption). We say that the DBDH
assumption holds if no polynomial time algorithm has a
nonnegligible advantage in solving the DBDH problem.

According to the security parameter, let a group G, of
prime order p have a generator g. a,b,c «—xZ," are chosen
randomly. The DBDH problem states that the adversary

should distinguish e(g, 9)™ € G, from a random element
V € G, when given g, g%, ¢', §° € G,.

Definition 3. Our LFSE scheme is trapdoor indistinguishable
secure if there is no polynomial time attack can have a
nonnegligible advantage in the following game.

The security model is defined as Game I played between
an adversary & and an algorithm 2.

Game 1 (Trapdoor privacy). Setup: With a security parameter
A, the algorithm & outputs system parameters and generates
the public key Pk,,;, the private key Sk,,;, and the search key
&, for the data user.

Query phase 1: The adversary &/ adaptively makes the
following queries.

O.Trapdoorl: The adversary & could query any keyword’s
one part (Tfo’ Tfl’ sz) of the trapdoor.

O.Trapdoor2: The adversary & could query the keyword’s
another part (Tyy,, Tyy,) of the trapdoor.

Challenge phase: The adversary &/ sends two keywords
W,* and W," with equal length. Then &% will randomly
select x € {0, 1} and construct the trapdoor Tf{W; } for the
keyword W and send it to the adversary /.

Query phase 2: The adversary & queries the same as phase
1 with the restriction the queried keyword W ¢ {W,", W, "}.

Guess: The adversary & outputs a guess x' € {0, 1}. If x =
x', of wins the game and the algorithm 93 outputs 1; otherwise
o fails and 9 outputs 0.

ui’

Definition 4. Our LFSE scheme is IND-CKCCA secure if
there is no polynomial time attack can have a nonnegligible
advantage in the following game.

We define the indistinguishable against chosen keyword
chosen ciphertext attack in our system. The security model is



defined through Game 2 played between an adversary & and
a challenger € as follows.

Game 2 (Ciphertext and Keyword privacy). This Initial Phase.
The adversary &/ commits to challenge .
Setup: The challenger € seclets a large security parameter
A and runs the setup algorithm to obtain the system master
key and public key (Mk, Pk). € gives Pk to of and keeps Mk.
Phase 1: The adversary o/ makes the following queries
with a polynomial number bound.

(i) ©.KeyGen: The oracle contains several key generation
oracles executed by the challenger € to generate a
series of keys for /.

(ii) O.Trapdoor: The oracle contains two trapdoor gener-
ation oracles executed by the challenger € to generate
the trapdoor T = (Tf, Ty,) for o, with the keys
generated from the above steps.

Challenge: After finishing phase 1, the adversary o
outputs two messages m,,m; and two keywords W, , W’
both with equal length to be challenged. The challenger €
flips a coin to choose bl,b2 € {0,1} and then constructs
ciphertext for m,, and index for W,,. Finally, the challenger
% sends them to the adversary /.

Phase 2: The adversary & adaptively makes queries the
same as phase 1, expect the restrictions that W ¢ {W,"*, W, "}
and the user’s private key cannot be queried.

Guess: The adversary o outputs guesses b, b, € {0, 1}. If
b] = b, and b, = b,, &/ wins the game.

The adversary o has an advantage of eAde’FSE(/\)

|Pr[b1’ =b, bz' = b,]-1/2| in breaking the DBDH assumption.

3.5. System Functions. Considering the performance-related
issues, our scheme are designed to achieve the following
functions.

(1) Fine-grained access control: A data owner embeds an
access policy into each file to be transmitted to the
cloud. This guarantees that the data is only accessed by
users with appropriate attributes and well prevented
from the cloud server.

(2) Authorization: Each data user who is authorized by
the trusted attribute authority can be assigned his
individual private key. These private keys can be used
to search and decrypt files in our system.

(3) Search on keywords: An authorized user can generate
a query request for some keywords by using his
individual private key. After the cloud server receives
the query and performs the “Test” on the encrypted
files, the user can obtain the matched files.

(4) Revocability: The trusted authority should be able to
revoke an user and attributes. If an authorized user
is revoked, the user is no longer able to search and
read files in our system. If an attribute of the user
is revoked, the user is no longer able to access the
files embedded with an access policy containing the
attribute.
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4. LFSE Scheme

4.1. Construction of LFSE Scheme. We specify the proposed
LFSE scheme in fog-based healthcare system in details. In real
world, we consider that all the sensors carried by the owner
are continually collecting and reporting data, and the owner
decides whether and when data is transmitted to the cloud.

(1) System setup: Let A be the security parameter, and
then TA performs the following steps. Firstly, it
chooses two cyclic groups (G, -) and (G, -) with prime
order p and defines a bilinear pairinge : GXx G —
Gr. Let g be a generator of G, g;,9, and s,v are
randomly chosen from G and Z;, respectively. Then,
it computes g' = g°, 7 = e(g, g)", and selects two
hash functions: H : {0,1}" — Z;, H, : Z; X
{0,1}" — Z;. Ultimately, TA keeps (s,v) secret as
master key Sk and publishes system parameters Pk =
LG, Gr.e,9, 91> 92> g', 7'}. Afterwards, TA will ini-
tialize the attribute universe &/ = {at,,at,, ..., at,,}
and the monotone access structure A. Let A, =
(Q4,9,,...,Q,) be a basis for A, where each (), is a
minimal authorized attribute set in A.

(2) Setup and key generation for fogs: For each fog, TA
generates its public and private keys (Pkpog,»Skpog,)
by running Fog.Setup. The algorithm picks ck<—TZ;
randomly and outputs (Pkg,,,, Skgog) = (G g™).
The fog maintains the private key sent from TA and
initializes a table 7, to manage all the authorized
users within its coverage. Further, to authorize fogs
to manage attributes, for each fog Fog,, TA selects
a ok<—,Z; and then computes 0, = H,(0y,at)),
d; = g% and d,; = 7% for each attribute at; €
AT and defines vk; = (d,j,d,;) as a verification
key. Then TA sends verification keys {vk j}at]_e oo to
the corresponding fogs as attributes information. The
fogs exchange their users and attributes verification
keys information to allow the authorized user to
connect to our system when he moves to other fog’s
managing area.

(3) Key Generation for the user: Assume that a new user
User; with the attribute list Q, = {{at;},j < m}
requests to join the system. First of all, TA authen-
ticates the user’s identity and his attributes. Then it
returns the public and private key (Pkys,,.»Skyse,,) =
(g%, (ty, 11, 1,)) to each user, where t, = g'gy, t; =
gﬁ", t, = 6, and «;, ﬁi,&—,Z;. Simultaneously, TA

6, 0;
computes sv.k i = (Pkyge,,) 7 = g™ fOl.‘ each at; € Q,
and returns it to the user as a secret verification key for
each attribute obtained by the user. Once the phase is
finished, the fog adds User; to table 7, as a new
authenticated user’s information.

(4) Search Key Generation: After receiving the public
and private keys from TA, the user User; also needs
to make a request to get a private key for searching
on keywords. The user picks m—,Z; randomly and
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sends g;m to TA. Then, TA computes the searching
key §; = (g:/r’)sgz"(S and sends &’; to the user.

(5) Prepare For Fog Support: Due to the limited process-

ing power and low computing efficiency of the user,
we would like to transfer most of the computational
load to the fog and cloud without leaking additional
information. In our system, the user would delegate
the fog to complete a part of auxiliary computation
by transferring a converted secret key csk,;. The user
computes T, = t7 = g*° g‘lx"a, T, = t? = g%,
and T,; = (svk;)? = g""'efa and then sends csk,; =
(Ty, T, {sz}atjegm)to the fog. With csk,,;, the fog can
help users accomplish a part of computation tasks
without knowing the user private key. For facilitating
further calculations, the user can compute V; =
e(g,g)and V, = e(g,, g') in advance and stores them.
Simultaneously, to ensure the cloud can help users
do a part of computation and avoid the cloud from
obtaining information from the user’ attributes, the
fog selects s'<—,Z; randomly and computes D, =

gi,, D,; = (dlj)sl = (gef)s, = gefs’ and sends cvk,; =
(Dy, {D, j}atjeﬂm_) to the cloud and the secret s’ to the
user through a secure channel.

(6) Encrypt: Suppose that the data owner decides his

file F. This file can be searched and acquired by
users whose attributes satisfy with an access policy
A. Under this assumption, the user can designate
different types of data to be accessed by different kind
of people. For the monotone access policy A, there
exists a basis Ay = (Q,Q,,...,Q,), where each Q;, a
minimal set, is composed of the authorized attributes.
To encrypt the file, the user picks sl<—,Z; for each
1 <[ < ncomputes

S
s
Cl:(Cll’Czl):<P'< Hd2j> ’s_i>’ (2)
atjey

The user keeps the ciphertext as C = (A, {C}},4,,)
embedded with the access policy A.

(7) Index: For a continuous health monitoring system,

data are constantly processed and transferred to the
cloud from various kind of sensors. In order to get
quick access to useful files from the super large data
center, we add different keywords to files.

We assume the file F contains a set of key-
words 7" which are extracted from the original
health file. For each keyword W € %/, the
user picks u<—TZ; randomly and computes I, =

(Cw1>CwaCws) = ((elg, 9" e(g1, )", 9" 95).
Subsequently, the user sends the ciphertext C together
with the index Iy, to the cloud. Then the cloud stores
them.

(8) Trapdoor: Generally speaking, the Trapdoor algo-

rithm is used to generate a trapdoor for a certain key-
word by the user who wants to search files containing

this keyword. In our system, to help the user reduce
the computing burden, we delegate the fog to do a part
of the trapdoor generation work without leaking any
information about the queried keywords. This design
has an advantage in our IoT system: confidentiality
of keywords. Specifically, upon receiving the query
request from the user User;, the fog firstly searches
the user’s identity in table 7. If the fog does not
find it in the table which means the user did not
join the system, then the fog refuses to generate the
part trapdoor for the user and returns a warning
message. This process completed by the fog ensures
that any external user who is not authenticated cannot
search any keyword and guarantees no leakage of any
information about keywords or encrypted files. If the
fog finds the user in table 7., the fog randomly
chooses p(—rZ;, sends it to the user through a secure
channel, and then computes

_m P _ 4 hp _ v _ oadp
Tpo =T =ty =g " g1

2k _ B
Ty, =T\ =, = g™, 3)

— P _ tap _ _0;0p
szj =T," =svk;*" =g .

After finishing all the above steps, the fog uploads
Tf = (Tfo’ Tf1’ szj{at]-eQu,-}) to the cloud as a part of

the trapdoor. To search files with a keyword W', the
user firstly chooses 714—,Z; and computes

_ _HW") _ _HW') s Bidn
Tw,=g 5in—g 9;92 >

. ()

with his own search key. Then, the user sends the
other part of the trapdoor Ty, = (Tyy;, Ty,) to the
cloud. Ultimately, the cloud gets a full trapdoor T' =
(Tf, Ty). In this phase, if the fog has verified one
user’s identity and verification keys for his attributes,
the fog can perform the trapdoor generation once in
a while. This is available as this phase is not related
to the queried keyword. As a result, the computing
burden for the fog and interaction time for both the
user and the fog can be reduced.

(9) Test: Upon receiving the search request for keyword

W' from the fog and the user, the cloud runs Test
algorithm for all items which are encrypted indexes
for all the keywords by computing

e (Cwa Tw:)
— (5)
€ (CW3’ Ty 1 )
The cloud compares the result with Cy,, if it equals
Cy,» the cloud outputs 1, and performs the next step.
Otherwise, the cloud outputs 0, returns a warning
message, and exits the system.



(10) Decryption: If the algorithm Test cannot find an
index for the uploaded trapdoor, the cloud would not
run the Decl algorithm and returns L. Otherwise, the
cloud computes

(D H T ) CoTiw,
e > lat'eQ! . .
C _ 1 t]EQm f2] . (6)

S (Hat;ea;,,DZf Tfo)

Once upon receiving the part-decrypted ciphertext
C,q from the cloud, the user recovers the file F by
using his own private key through computing

F=CyC,g0". 7)
Obviously, the user only needs to do an exponential

operation in the decryption, which is a great step in
improving efficiency.

4.2. Consistency. Firstly, we present that the trapdoor match-
ing is valid in our system.

e(g" ™ ((a) 2."°)")
e (g4 (g%%°)"")

e(g4g™) e(g" ) e (g o)
) e (g3, g"°")

€ (sz’ TWI) _
e(Cws Tjy™)

w" us uf;on (8)
e(g.91) -elg9)"

uf3;&
e (g 9)""

_e(g.9"

") us
" e(g,91)

w')

uH(
=e(g.9)"

=e(9.9)""™ e(g1.9)".

If there exists a keyword W € %" matching with the queried
keyword which leads H(W) = H (W’) we can derive the
conclusion e(Cy,, Ty, )/e(Cyy, Tf 2) = Cyyy.

Then, the file recovery can be mamtamed as the following
two steps. If the test passes, the cloud decrypts all the related
files by computing

CouTw,
(Dl’ Hat/EQ’ TfZ]

)
e( at !, DZ]’Tfo)

[ (91 »Llatieal, 9 )
| e(Maear, 8 (9°97)")
' (g g™ )

s’ 0; s’ 0;
e(g Zafgeg;,. ],g“ép>-8<g zat"iﬁﬂ;i J gtlxﬁp)

de =

] /s alp)

(s1/s")(n/p)
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sl‘xi5P Zat’.e&);i
e(91.9) J

B slvépzut’,enV 0;
L(g,g) 1 e (g, gy
1 1

Ot ear 0\
(e (g»g)v Zateal, ’)

:| (si/s")(nlp)

U
s'0p Y ot ot 6
) €%

V8 Yo 0
e(g.g)

)

If the user’s attributes Q! ; satisfy the access policy A, we
know there exists a basis A(’) = (Q;, Q;, Ces QL) s.t.

!
Vatj € Q.

(10)
30 stoat; € O Q)

n
and we have Zat;eQ;, 0= Zat’EQ’ 0;=210;= Zat;eo, 0;.

According to this, the user ﬁnally recovers the file by
computing

F=CyC,,"¢

s 1 1/6n
- <F< []4; > >< mm&mﬂ;) 1)
utjEQl e (g, g) Jui

vs; Zatjenu,- 9;' . 12 5 = F.
e(g.g) i

e(9.9)

4.3. User Revocation and Attribute Revocation. As mentioned
above, the fog is an access interface between the cloud and
users. The table 7, is a certification to verify whether a
user is in the system. The revocation of a user can be realized
through rejecting the query request. To be specific, once a
user submits a revocation request to the trusted authority or
the trusted authority decides to revoke a user, the trusted
authority deletes all keys and attributes information of the
user. Then it sends the user’s revocation information to the
fog, and all the information about the user will be deleted
in 7, As a result, the user cannot update his/her request
to the cloud server. Furthermore, once the re-encrypted keys
csk,; and cvk,; are revoked from the fog, the user cannot
generate trapdoors for any keywords. Because the fog needs
csk,; and cvk,,; to do a part of computation to accomplish the
trapdoor generatlon phase, the loss of csk,,; and cvk,; leads to
the user’s failure to search for any files. As a result, such a user
is new to the system and the fog will no longer respond to its
any request.

In our system, we can achieve attribute revocation with
the designation of csk,; and cvk,;. Once an attribute is
revoked, the data owner could keep the data from the group
of users who have the revoked attribute. To be specific, upon
deciding to revoke an attribute at;, the fog destroys the
attribute’s verification key vk ; and deletes csk,; and cvk,,; for
users containing the attribute, then sends a warning message
to these users to update the related csk,; and cvk,;. Before
users updating csk,,; and cvk,;, the fog refuses to generate
trapdoor for them, which directly leading to the failure of
accessing files in the system. Although it may cause some
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computational loads and transmission cost, it is acceptable
when the extremely sensitive data is concerned.

5. Security Analysis

Recall that our system is concerned about three security
requirements: data confidentiality, keyword privacy, and
trapdoor privacy. We present our security analysis for trap-
door privacy by proofing Theorem 5, and data confidentiality
and keyword privacy are exhibited through Theorem 6,.

The security of our scheme is based on the complex
assumption in Definition 2.

Theorem 5 (trapdoor privacy). Under the assumption of
DBDH, the trapdoor generated in our LFSE scheme is indis-
tinguishable against the chosen keyword attack.

Proof. Assume that an malicious adversary & is able to break
the trapdoor security in our LFSE scheme in a polynomial
time with the advantage € which is not negligible. Without
loss of generality, we construct an algorithm 28 that plays the
following game with & and solves DBDH using the capability
of of.

(i) Setup: For a security parameter A, the algorithm
B takes (g, g% g%, g°>Z) as input, where a,b,c are
chosen from Z; by the challenger € and Z is also
randomly selected from G. The challenger € picks a
coin to denote x € {0, 1}. If x = 1, computes Z = g“bc
Otherwise, Z is a random element from G. For the
user u;, the algorithm randomly chooses s, «;, v from
Z; and g,, g, from the group G. Then it announces
the user’s public and private key as (g%, (9" g%, g ¢))
and sets g, = g, = c. Furthermore, it announces the
search key for the user as (g, /)" g2

(ii) Query Phase 1: The adversary & issues the following
query.
0.Query: Upon receiving the query request on key-
word W from the adversary &. The algorithm 2
selects r, p,G randomly from Z; and then it com-
rbp ch

putes Tf g7"g, = g™, Ty, = g it
Tw,=9 W)((g 1/’7)5 “b)”, and Ty, = ¢/p, where all
the other parameters are randomly chosen in a similar
way as in Theorem 5. At last, the algorithm 8 returns
Ty = (TfyTr,>Tr,s Twys Twy,) as the trapdoor for the
keyword W' to /.

(iii) Challenge: The adversary & selects two keywords
W, and W, with equal length which are both
queried for the first time. Then the algorithm %
flips a coin to choose a random bit of x and com-
putes the trapdoor for the keyword W as T;" =

« « « % * * rbp ;b
(Tfo’Tfl’sz’TWpTwz)’ where Tro = 9 ‘9 ",
Tf;k _ gabp’ Tf; _ gtx,-@jbp’ TW =g HW) SZ and

Ty, = c/p.
(iv) Query Phase 2: The adversary &/ does the same thing
continuously for polynomial times as in Query Phase

1, but with the restriction that both Wy and W'
cannot be queried any more.

(v) Guess Phase: The adversary & returns a guess x €
{0, 1}’ to B.1f x' = x, it means the adversary &/ wins
the game, the algorithm % outputs 1. Otherwise &/
fails and % outputs 0.

(vi) Analysis As shown above, we have T,
W)((g 1/;1)3 ab)r] _ H(W ((g l/C)S ab)

gH w) gs gubc

g™ clearly. As a result, the adversary o can win the
game with the same probability of winning the DBDH
assumption. That means AdvgjleAH =Pr[x' =x] =¢,

which is contradictory to the DBDH assumption.

Compared w1th Tf , we can know Z =

In summary, our scheme satisfies the trapdoor indistin-
guishable secure under the DBDH assumption. O

Theorem 6 (Ciphertext privacy and keyword privacy). The
proposed scheme shown in Section 4 is IND-CK-CCA secure
under the DBDH assumption.

Proof. Suppose there is a polynomial time adversary o
who can break our proposed scheme with a nonnegligible
advantage €, then we can build an algorithm to solve the
DBDH assumption. It can be described as a game between
a challenger % and an adversary /.

Setup: The challenger € receives (G,Gyp.e, 9,99,
g°,Z) from the DBDH assumption, where Z is a randomly
chosen element from G or equals e(g, g)™*. The challenger
€ chooses s,v — Z; and computes g, = g°, 7" = e(g, 9)",
and also € sets g; = g*. 9’ = 9”. (9, 91,9, g ¥) are sent to
the adversary & as public parameters.

Phase 1: The adversary & makes the following queries:

(i) 0.Fog.KeyGen: The adversary & queries keys for
the fog, and the challenger € picks UF,CF<—,Z; at

(CF) ch)~
(ii) 0.KeyGen: The adversary & queries keys for

the user User;, and the challenger € picks «;, f3;,
8<—TZ; at random and computes (Pky,,.,Skyger,) =

random and outputs (Pkg, Skg) =

(9%, (tg> t, 1)) to of, where t, = g'gi', t, = gF,
and t, = J. For all the attributes owned by the user,
the adversary o/ also queries the verification keys
from O.Fog.KeyGen and secret verification keys
from O.KeyGen, then & obtains vkj =(d dzj)» and

svk; = dy; = gmej, where 0, = H, (o, at;),d,; = gej,
andd,; = 7"

1j>

% are computed by @.

(iii) O.SearchKeyGen: After receiving a commitment g} ,
the adversary & queries the search key, and the

(gl/rl) gﬁr tO.Q{

(iv) O0.ReKey: The adversary & queries transformed key
for the user, and the challenge & computes T, = tff,
T, = t7, and T,; = (613]»)t2 and sends csk,; =
(To, T {TZj}utjeQu,-) to d.

challenger € computes §; =
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TABLE 1: Description of parameters.
Parameter Description
[S] the size of the user’s attribute set
k the amount of attributes associated with the user’s private key
|U| the size of the attribute universe
t the amount of attributes associated with the ciphertext
N the number of files to be encrypted
m the number of keywords to be used to generate indexes
|G, |Gl the bit length of the elements belong to the group G, G,
1Z, the bit length of the elements belong to the group Z,,
C, the computational cost of the pairing operation G, G, .
C..C,, the computational cost of the exponential operation in group G, G, .

(v) O.Trapdoor: Upon getting a query on the trapdoor
for the keyword W, € firstly randomly chooses
p;ne—,Z, and computes Ty = T, Tf =

T, Tpy; = T, Ty = g™ S and Ty, = n/pto
.

Challenge: The adversary &/ gives an access policy A",
two equal length plaintexts m,,m; and two keywords
WO*,WI* to €. Then € randomly picks b, € {0,1} and
constructs the ciphertext as ((m,, - (Hmjegldzj)sl,sl/s'),l <

I < n). Also it constructs the index Cy,] = e(g,g° )H(W’;) .

Z,Cys = g5Cyw; = (4°)°. € sends the index I, =
(Cw1>Cwy>Chyy) for keyword W.

Phase 2: o/ can ask a polynomially bounded number
of queries adaptively again as Phase 1 except the queried
keyword W ¢ {W,*, W, "}. € answers &/’s queries as in Phase
1.

Guess: o outputs guesses b;, b, of b;,b,. € outputs 0 to
guess that Z = e(g, )™~ if bl' = b, and bz' = b,; otherwise, it
outputs 1 to indicate that it believes Z is a random element.

Analysis: Assume the adversary & has an advantage € in
attacking DBDH assumption and % has an advantage €' in
winning the game. Through the game showed above, we can
know €' = € as a obvious result. O

6. Efficiency Analysis

In this section, we analyse the efficiency of our system from
both theoretical and experimental aspects. Table 1 illustrates
the descriptions of notations we use in the following compar-
isons.

6.1. Storage and Transmission Cost Analysis. We compare our
scheme with the related schemes VKS [17], LHL [19], SYL
[18], and ZSQM [20] over some important features, which
are illustrated in Tables 2 and 3. Though many parameters
are generated, stored, and transmitted throughout the whole
process, we only consider the following parameters that
extremely affect the system efficiency:

(i) PK: The size of public key PK measures how many
storage is needed to store public keys of all entities

for each user to accomplish his computation. As
shown in the second column in Table 2, it increases
linearly with |U]| in [18, 19], which leads to a great
amount storage demand for the user. This indicates
it is difficult to adopt new attributes in [18, 19].
Because it cannot meet the demands of frequently
updating attributes in rapidly changing IoT networks.
Reference [20] is file-centered, so the size of PK is
related to the number of all files being encrypted,
which also causes a large storage requirement for each
user. It is obviously that our scheme and [17] only have
a small and constant storage requirement.

(ii) SK: The private key SK is always kept by the user
himself, so the size of SK only indicates the secure
storage needed to store his private key for each
user. The third column reveals that, in [17-20], |SK]|
increases with the attributes with different efficients
k, 2k, S, |U|, respectively, where k < 2k < § « |U]|.
Since the storage of users or devices in [oT networks
is limited, it would be desirable if only small and
constant storage is needed to store the keys. This
expected goal is achieved in our scheme as shown; it
is obviously better than the others with only constant
storage requirement 2|G| + IZPI, regardless of the
attribute number’ change.

(iii) CT: The size of ciphertext CT measures the transmis-
sion cost for the user and the storage cost for the cloud
server, because the ciphertext is computed by the user,
transmitted to the cloud, and stored in the cloud
data center. Reference [18] is concentrated in the user
management such as user updating and revoking,
and the encryption and decryption processes are not
revealed in details, so it is empty in the fourth column.
Considering that all the five schemes store an access
policy in the ciphertext, we ignore this part in the
ciphertext size comparison. CT in our scheme and
[19] are both linearly increasing with the number of
the attributes associated with the user’s private key k,
which is consistent with the situations in real world.
Obviously, CT in [17] is much larger than our scheme
and [19], owing to |U| is much larger than k, which
means it takes much more transmission overhead for
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TABLE 2: Storage and transmission comparisons.
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PK SK CT 1D TD
VSKE [17] 61G| + |Gyl 2(ISI+ DIG| + | Z, | (U + k)Gl +1Gr]) 2|G| + Gy 218 +3)IG]
SYL [18] BIUIIGT+1Gpl QUL+ DIG] +2[Z,| - (Ul+ DIGI+ |Gl + 12,1 QUL+ DIG| +2]|Z,|
LHL [19] (IU] + 4)|G] 2k|Gl +1Z,| (k+2)IG| + 1G] - -
ZSQM [20] (N +4)[G| (ISI + 3Gl +|Z,| (N +2)IG| + 2G| |Gyl 4/G|
Ours 5|Gl + |Gyl 2|Gl +1Z,] 2k|G| 2|G| + |Gyl IGl +1Z,]
TaBLE 3: Computation cost comparisons.

Keygen Encrypt Index Trapdoor Test Decrypt
VSKE [17] (2IS| +4)C, @2m+1)C, (2IS| +4)C, QIUI+K)C, +kC, (2IS|+1)C, +SIC,, C,+C,,
SYL[18] (2lUl+1)C, +2C,, - U1+ 1)C, +C,, Ul +1)C, (U1 +1)C, + C,, -
LHL [19] 2(k+1)C, (k+2)C, + C, - - - (2k + 3)Cp +C,,
ZSQM [20] 5C, + NC, (N+3)C, + C,+C,, C, (N +2)C, 2C, + (k+ 1)CP (Nk + 1)CP +C,
Ours 4C, kC., 2(C, +C,) 2(I1S1+ 1C, 2C, +C, C,

the user and more storage requirement for the cloud
server. Ciphertext size in [20] is (N + 2)|G| + 2|Gyl,
because it is file-centered; all files owned by each
user are encrypted at one time; this is not convenient
if only a part of files are needed to be updated or
modified..

(iv) ID and TD: The size of index ID indicates the
transmission overhead for the user and the storage
required to store the indexes for retrieving related
files for the cloud. The size of trapdoor TD shows
the transmission cost for the data user, because the
trapdoor is needed to be transmitted to the cloud to
accomplish the test and search processes. We do not
compute ID and TD for [19] as [19] only concerns
about attribute-based encryption and it does not
support the function of searching on keywords. For
simplicity, we consider generating the index and
trapdoor for only one keyword here. We could tell
that the scheme in [18] costs most for transmitting
both ID and TD between the user and the cloud
server. It is shown from the fifth column that [17,
20] have similar ID size with our scheme, which
reveals a small and constant storage is required. For
the trapdoor size, scheme in [17] is linearly with
the user’s attribute number, while scheme in [20]
and ours is constant; furthermore, ours requires less
transmission overhead than [20].

According to the above analyses, our scheme has a better
performance in the storage and transmission requirement
comparing with the other exsiting schemes.

6.2. Computational Cost Simulation and Analysis. In this
section we present the analysis in terms of the compu-
tational cost and comparisons with those related works
listed in Table 2. Since operations over Z, cost much less
computational time than operations over groups and the
pairing operation, we just consider the latter two fundamental

cryptographic operations. The results are given in Table 3. It
is obvious from the table that our scheme has significantly
better efficiency than the other schemes.

By adopting the pairing-based cryptography (PBC
(URL:https://crypto.stanford.edu/pbc)) library, we perform
our experiment in C on a computer with Intel(R) Core(TM)
i3-3220 CPU @ 3.30 running Ubuntu 16.04.5 with 4.00 GB
system memory. This simulation environment is used to
perform Keygen and Test, which are executed by the trusted
authority and the cloud server with a great computational
capability. In contrast, the users or devices in our system
are mostly with low computational capability, to simulate
Encrypt, Index, Trapdoor, and Decrypt performed by them;
we execute our experiment on a client machine with Intel
Core Duo CPU running Ubuntu MATE 16.04 with 2 GB
system memory. To realize the security requirement of
1024-bit, we use the Type A curve, which is denoted as
E(F,) : y* = x* + x with parameter g = 512 bits, where the
order p of both the group G and group G is 160 bits and
|G| = |G| = 1024 bits. For simplicity, we assume that the
user only generates index for one keyword in our simulation.
The simulation result is exhibited in Figure 3.

Once receiving a request from a user to join in the
system, TA generates public and private keys for each user
with only four exponential operations in our scheme. Clearly
from Figure 3(a), the computation cost in our scheme is
constant and the smallest among all the schemes. As the
attribute number increases, the computational cost for key
generation in [17-19] all grows; especially in [18] it climbs up
to thousands of milliseconds. Cost in [20] is also constant and
similar with ours, this is because we assume the encrypted file
number N = 1 for simplicity in our experiment. While in
reality the scheme in [20] is file-centered, the computational
cost for key generation grows with the number of encrypted
files increases, but in our scheme the cost for key generation
is irrelevant with the encrypted file numbers.

After receiving the keys from TA, the user encrypts the
files with his/her keys before updating them to the cloud
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F1GURE 3: Comparison of computational cost.

server. Reference [18] focuses on attributed-based encryption
to manage users; the data encryption and decryption phase
are not described in details; therefore it is not considered in
our encryption simulation. Reference [20] is not considered
in the encryption phase because the scheme encrypts all files
of one user at once, while the others encrypt one file at a time.
As shown in Figure 3(b), cost for encryption in our scheme
and [19] are increasing linearly with the number of attributes
grows, due to the file is encrypted associated with the
attributes embedded in the access policy. When the attribute
number is 50, our scheme needs 109.96 milliseconds and [19]
needs 133.758 milliseconds, which is lightly larger than ours.
Reference [17] has the lowest computational cost because they
use symmetric encryption method to encryption and the cost
shown in Figure 3(b) is for access control in encryption phase.

Next is about querying on keywords, which involves the
three algorithms: Index, Trapdoor, and Test. The computa-
tional cost for them is exhibited in Figures 3(c), 3(d), and
3(e), respectively. Because [19] has no capability for searching
based on keywords, it is not considered in our comparison
for these three phases. References [17, 18] have a obviously
large increase in computation burden when the number of
the attributes grows. When the attribute number grows up to
100, almost 15000 milliseconds are required to complement
these three algorithms to achieve querying on keywords for
the two schemes, which causes a long network delay. Our
scheme has a similar computational cost with the scheme

in [20] proposed to speed up in the industrial IoT network,
which has been proved having a good efficiency in fast query.

Last, the computational cost for the decryption phase
is shown in Figure 3(f). The efficiency for the decryption
algorithm is very important because one keyword is always
associated with a lot of different files. To decrypt all the
returned files in a short time in IoT networks is a key issue
in recent researches. As shown in Figure 3(f), our scheme
satisfies this demand with only less than 13 milliseconds
is required, regardless of the increasing of the attribute
number. And the scheme in [17] has a lightly bigger cost
than ours. In contrast, the other two schemes’ cost grows
enormously with the attributes’ number, which causes a super
large computational burden because of the large amount of
returned files and the user’s limited computation capability.

In summary, our proposed scheme enjoys a good efhi-
ciency in storage, transmission requirement, and computa-
tional cost, which indicates it is suitable for the healthcare
related IoT networks.

7. Related Work

71. Healthcare Related IoT Security. Security is one of the
most important issues in the healthcare related IoT Networks.
This is not only because the vulnerability of IoT devices them-
selves, which can be easily attacked or physically destructed,
but also because the data collected and processed in IoT
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networks are highly sensitive and tightly related to our life.
Johns Hopkins University developed an hospital-centralized
patient monitoring system called MEDiSN [22]. But in this
system secure communication especially data integrity and
user authentication are not implemented [23]. Similar with
MEDIiSN, other systems such as CodeBlue [24 ] and MobiCare
[25] are implemented in the infrastructure layer without
considering the real communication security.

To achieve real communication security, encryption
operations are essential. However, most of the existing
encryption schemes demand complex computation opera-
tions and high process overload. How to overcome these
limitations is an important issue. In [26, 27], the authors
present a secure and efficient authentication and authoriza-
tion framework for healthcare related IoT network but high
processing power is needed. In [28], the authors implement
an IoT-based health prescription assistant and achieve user
authentication and access control on their system. How-
ever, the data confidentiality is not considered during the
transmission process [29]. Although they have reduced some
communication and computation latency in their small-scale
data experiment, it is still not enough for real world network
with super large amount of data [30].

72. ABE in Cloud Computing Paradigm. As an extension
of identity-based encryption, attribute-based encryption was
first introduced by Sahai and Waters [13]. It has been applied
to a lot of encryption schemes to achieve fine-grained access
control over encrypted data. Particulary, ABE was extended
by Goyal et al. [31] to form two complementary flavors: key-
policy ABE (KP-ABE) and ciphertext-policy ABE (CP-ABE).
KP-ABE takes attributes to describe the ciphertexts, and
policies over these attributes are associated with users’ keys,
while in CP-ABE it is reversed. CP-ABE makes it possible that
the users can get access to the encrypted data and decrypt the
data only if the access structures match attributes.

Same as the originally proposed ABE scheme in [13],
the most classic architecture of ABE access control schemes
apply a single central authority to take charge of enrolling,
updating all attributes and managing keys for all entities.
In such centralized ABE frameworks, the most difficult but
important part is to achieve efficient revocation for users and
attributes. In [32], the authors put forward an expiration time
for each attribute to maintain revocation but it turns out
having issues in backward and forward. The authors from
[33, 34] succeed in overcoming the above issues through
adopting the concept of proxy-based re-encryption. Also,
lazy revocation [33, 35] and revocable-storage ABE [36] are
designed to achieve revocation to prevent the message from
unauthorized users.

As the IoT networks expand, the centralized ABE
paradigm with only one single authority has a great drawback
in efficiency due to the super large amount of data. Therefore,
multiauthority ABE was introduced by [37], in which a global
identifier was assigned by the central authority to each user
as a unique ID, aiming to distinguish users without attributes
by independent authorities. Furthermore, more works such
as [38-40] improve the above scheme by cancelling the
user’s consistent GID to avoid privacy leakage and support
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collusion resistance; this paradigm is called as decentralized
ABE.

No matter in a centralized or decentralized ABE
paradigm, a user may not withstand the financial attempt
and share his attributes to other users. In order to avoid
a decryption privilege leakage, works in [41, 42] provide
access control schemes with traceability, where the user who
leaks the decryption key to someone else can be traced and
revoked by the system. As people become more concerned
about personal privacy, the access policy itself can be taken
as sensitive information and need to be protected from unau-
thorized users. Works in [43] achieve anonymity by designing
three protocols together with homomorphic encryption and
scrambled circuit evaluation to protect both the policies and
the credentials.

7.3. Searchable Encryption with ABE in Cloud Computing
Paradigm. The searchable encryption was firstly proposed
by [44] and has been widely researched and used. It has
indicated a new direction for operating searching on cipher-
texts in cloud computing [45]. Both the notion of symmetric
encryption with keyword search (SESK) and the public
key encryption with keyword search (PESK) are gaining
a lot of attentions. They have been developed to support
different functions, such as works in [18, 46-51]. However,
these schemes cannot achieve fine-grained access control on
ciphertexts.

The attribute-based keyword search (ABKS) was pro-
posed in [52], in which the cloud server checks whether the
user has the capability to decrypt the required encrypted
ciphertext before searching it by a signature built from the
user’s attributes. But this scheme cannot maintain the security
of keywords. Some other works also proposed different
schemes based on ABKS to support specific functions such
as Checkability [19], fuzzy keyword search [53], revocation
[54], and verifiability [55]. But most of these works require
the users to do complex computation like pairing and expo-
nential operations many times, which is not practical because
of the user’s limited computation ability. Therefore, how to
transfer the heavy computation burden and reduce the times
of complex computation operations without loosing security
requirements is the most important challenge for now.

8. Conclusion

In this paper, we design a keyword searchable encryption
with fine gained access control for our proposed healthcare
related IoT-fog-cloud framework. Through our design, the
users could achieve a fast and efficient service by reducing
the calculation overload and storage with the help of the
fog and cloud, especially the data user only needs to do a
exponential operation to retrieve the message. In our scheme,
the fogs are capable of helping the trusted authority to manage
the users and their attributes through authoring their query
keys. In addition, our scheme is very efficient because only
the authorized users could download the keyword-matched-
part of ciphertexts by refusing unauthorized research and
unauthorized users. At last, our scheme is proofed IND-
CK-CCA secure and trapdoor indistinguishably secure. We
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also show our scheme takes less storage and transmission
consumption and much less computational cost through
theoretical analysis and experimental evaluations.

We assume fogs and the cloud do not collude with each
other in this paper; next we will consider in achieving the
collusion resistance in our proposed IoT-Fog-Cloud system.
We are also interested in the user update and the attribute
replacement with a more efficient method in our future
research. How to improve the efficiency of searching process
by designing better structures of indexes and trapdoors
for the keywords in the cloud server is also in our future
consideration.

Data Availability

The PBC (Pairing-Based Cryptography) library (version:
pbc-0.5.14.tar.gz) used to support the findings of this
study is included as a comment within the article in
Section 5. It is a free C library built on the GMP library
that performs the mathematical operations underlying
pairing-based cryptosystems. It can be accessed from
https://crypto.stanford.edu/pbc/ and the GMP library
(version:gmp-6.1.2.tar.1z) is also a free library can be accessed
from https://gmplib.org.
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Due to the dynamically changing topology of Internet of Vehicles (IoV), it is a challenging issue to achieve eflicient data
dissemination in IoV. This paper considers strongly connected IoV with a number of heterogenous vehicular nodes to disseminate
information and studies distributed replication-based data dissemination algorithms to improve the performance of data
dissemination. Accordingly, two data replication algorithms, a deterministic algorithm and a distributed randomised algorithm,
are proposed. In the proposed algorithms, the number of message copies spread in the network is limited and the network will be
balanced after a series of average operations among the nodes. The number of communication stages needed for network balance
shows the complexity of network convergence as well as network convergence speed. It is proved that the network can achieve a
balanced status after a finite number of communication stages. Meanwhile, the upper and lower bounds of the time complexity
are derived when the distributed randomised algorithm is applied. Detailed mathematical results show that the network can be
balanced quickly in complete graph; thus highly efficient data dissemination can be guaranteed in dense IoV. Simulation results
present that the proposed randomised algorithm outperforms the present schemes in terms of transmissions and dissemination

delay.

1. Introduction

As a promising branch of Internet of Things (IoT), Internet
of Vehicles (IoV) mainly improves traffic efficiency and assists
road safety through wireless communication technologies [1].
Interconnected by means of vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) communications, IoV could
provide data services including road safety (such as colli-
sion warning and smart traffic management), entertainment
demand services (such as advertisements and online videos),
and location-based services (such as interest points and path
optimization). Thus IoV plays a vital role in accident warning,
traffic management, and user entertainment services [2].

To enhance on-road transportation safety and efficiency,
efficient data dissemination which can enable high-rate com-
munications and rapid data dissemination, is essential for

applications in IoV. Data replication can improve dissemi-
nation performance effectively, as all the vehicles involved
in data dissemination help disseminate a certain quantity
of message copies. Therefore, the process of information
dissemination could be expedited and the dissemination
delay could be reduced [3].

Characterised by decentralised control, emerging appli-
cations in IoV are confronted with problems, such as effi-
cient cooperation among vehicles and network consensus
[4]. Adapting to dynamically changing network, a type of
algorithm based on distributed averaging, gossip algorithm,
attracts lots of interest [5]. Through a series of commu-
nications, the participants could have the same value or
reach the common state. However, gossip-based algorithms
might lead to a significant waste of network resources
(network capacity, bandwidth, and computing resources)
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by transmitting redundant information. Similarly, although
dynamic data replication can accelerate data dissemination
in distributed ad hoc networks, replication-based methods
could also meet a variety of problems; for instance, the high
density may result in longer communication delay, which
causes network resources wasting and scalability issues.
Towards data replication, Spyropoulos et al. [6] proposed
to disseminate a limited number of replicas; however they
did not consider available network capacity and bandwidth.
RAPID [7] solved the problem by taking data utilities into
account to determine how the replication should carry
out. Additionally, traditional replication-based dissemination
algorithms could lead to high communication overhead as
well as congestions and sometimes even broadcast storm
by passing around redundant information. Considering the
mentioned problems, the quantity of data replicas spread in
the area should be controlled.

To accelerate information dissemination, every vehicle
could carry a number of data replicas. In this way, the
computational burden can be distributed among the vehicles
and the network load balancing can be achieved. Accordingly,
a concept of network balance is proposed.

In this study, we mainly investigate data dissemination
in dense IoV, which can be abstracted as complete graph
by graph theory. In the situation of complete graph, we
assume that every two vehicular nodes are within each other’s
communication rage. As a tentative study, the conference
paper [8] focuses on data dissemination in the context of
complete graph.

Additionally, since nodes in the network can have dif-
ferent capabilities in terms of computation or processing
due to their heterogeneity, it would be better to carry
an appropriate number of data replicas according to the
vehicles” own capabilities rather than an approximately equal
number of data replicas as [9]. Dissemination strategies
will be adjusted according to different capabilities of nodes.
However, most previous work studies homogeneous vehicles
in vehicular communication. Therefore, this study considers
heterogeneous vehicles such that data replication strategy
should be determined by the capabilities of the vehicles.

To achieve data dissemination to a target area with
reduced dissemination delay and consumed resources, a
deterministic algorithm and a distributed randomised algo-
rithm based on data replication are proposed for dense
vehicular scenarios. In the proposed framework, different
types of vehicles have different dissemination capabilities.
Each vehicular node is allocated with a corresponding value
to indicate the quantity of replicas that the node can spread.
Every node selects one of its neighbours to exchange data
depending on the proposed algorithms, and then the pair
of nodes take proportional average operations, such that the
values of the vehicular nodes could be updated. By iterating
the operations among the nodes, the network can reach a
balanced status; that is, the network converges to a consensus.
To prove the efficiency of the algorithms, we evaluate the
convergence complexity by calculating the average operations
needed for network balance. Detailed theoretical analysis of
convergence complexity is provided.
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To summarise, the current study presents the following
key contributions.

(1) We consider heterogeneous vehicles with different
capabilities and propose a deterministic algorithm and a
distributed randomised algorithm for dense scenarios in IoV,
by utilising data replication to enhance data dissemination. In
the algorithms, the quantity of data copies is bounded while
a network balanced status can be achieved.

(2) Theoretical analysis is presented to illustrate the
number of stages needed when the network achieves a
balanced status in the deterministic algorithm. The upper and
lower bounds of the distributed randomised algorithm are
also derived. Simulation results show the effectiveness of the
distributed randomised algorithm.

The remainder of the paper is structured as below.
Section 2 introduces related data dissemination schemes in
vehicular networks as well as the average consensus problem.
Section 3 describes the system framework. Section 4 presents
a deterministic algorithm and a distributed randomised
algorithm for complete graph. Section 5 gives the upper
and lower bounds of the proposed randomised algorithm.
Section 6 evaluates the performance of the distributed ran-
domised algorithm. Finally, Section 7 summarises the study
and Section 8 presents the future prospect.

2. Related Work

This section mainly introduces some information dissemi-
nation schemes in IoV. Meanwhile, related work on average
consensus problem is discussed.

2.1. Data Dissemination in Vehicular Networks. As multiple
data replicas can be forwarded to an area of interest, many
works have studied replication-based data dissemination
schemes and a variety of dissemination strategies have been
developed [6, 7]. As a simple data dissemination scheme,
while flooding has the merits of high dissemination speed
and wide coverage, it could cause serious broadcast storm.
Towards the problem, improvements have been made by
Torres et al. [10] to adapt to various traffic scenarios.

In the routing mechanism developed by [11], the amount
of data spread in the target area mainly depended on the
distance from source to the base station within its commu-
nication range. Xing et al. [12] proposed a framework of
utility maximisation problem for multimedia dissemination
and obtained the closed form of the network utility. Wu et
al. [13] aimed to fully utilise the available network capacity
and presented a distributed data replication scheme. Shen et
al. [14] designed a data dissemination framework to schedule
data transmission with maximum dissemination utility and
took advantage of the space-time network coding to improve
the network efficiency. To minimise the dissemination delay
to a desired number of receivers, Yan et al. [15] converted
the problem to processor scheduling problem and proposed
heuristics to solve the problem. Xiang et al. [16] quantified
different classes of data preferences and designed a safety data
dissemination protocol. Zhao et al. [17] incorporated link
quality and diversity as the sender metric, based on which
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an efficient selection mechanism for bulk data dissemination
was proposed. Chen et al. [18] studied the relation between
content replication and RSU deployment and developed a
cooperative replication scheme. Given a set of tasks to be
executed in vehicular clouds, Jiang et al. [19] proposed the
balanced-task-assignment (BETA) policy to minimise the
probability of deadline violation. The authors in [20] focused
on data dissemination in IoV with social characteristic and
applied the property in the design of dissemination strategies.
Fan et al. [9] considered vehicles with the same capability
while Lin et al. [21] studied resource allocation in vehicular
cloud computing systems with heterogeneous vehicles and
proposed a semi-Markov based architecture to achieve opti-
mal resource allocation. Ghorai et al. [22] considered that the
obstacles might affect radio propagation and then proposed
a forwarding node selection algorithm based on fuzzy logic.
Ding et al. [23] studied the cooperation in group vehicular
interactions and presented a dynamic member public goods
game model and a greedy based neighbour selection scheme
towards the high density vehicular networks.

2.2. Average Consensus Problem in Wireless Networks. As
the average consensus problem attracts lots of interest in
research areas, such as wireless networks, many researches
have been done to address the problem [24]. Boyd et al.
[25] studied randomised gossip algorithms. They developed
a distributed subgradient method to improve the speed of
gossip algorithms and designed a framework that could be
applied to analyse distribute algorithms in different scenarios.
The consensus studied by Fagnani et al. [26] could be
achieved at some point. Different from average preserving
algorithms, this consensus point might not be the same as
the average by initial states. As bidirectional communication
among agents was not necessary, the studied algorithms could
be applied to more settings. To describe gossip periodic
sequences in an undirect graph, Yu et al. [27] used transfer
function of the node. Chen et al. [28] utilised probabilistic
grouping in the proposed distributed random grouping
algorithm to converge to the sums. Therefore, the impact of
dynamically changing topology would be alleviated. Aysal et
al. [29] developed a novel gossiping algorithm for deriving
the average values that could simplify the process of random
gossiping and described the conditions to guarantee the net-
work convergence. To study network consensus in strongly
connected networks, Wu et al. [30] presented a gossip-based
algorithm and showed it could quickly reach consensus as
well as reducing the consumed transmissions. Franceschelli
etal. [31] studied the execution time of heterogeneous tasks in
an undirected graph. They proposed randomised interaction
algorithm based on gossip to let the nodes cooperatively
complete the tasks to minimise the task execution time. Nedi¢
et al. [32] studied the characteristics of weighted-averaging
dynamic for network consensus.

The mentioned literature talks about the reliability and
efficiency of data dissemination as well as network consensus
rather than both of the problems. Also, as few of the
previous works study the heterogeneity of vehicles; this study
considers a scenario that a number of vehicles with different

capabilities exist, according to which the replication strategy
is determined. In summary, we aim to design replication-
based dissemination schemes to facilitate data dissemination
in heterogeneous vehicular networks while the network
convergence rate is investigated.

3. System Framework

3.1. Network Architecture. The proposed network architec-
ture is shown in Figure 1. As it is shown, a source vehicle
carries a message and aims to disseminate the message to the
area that is indicated by the circle. The message dissemination
is completed by pure vehicle-to-vehicle communication. In
the network, two vehicular nodes would update their own
values after an average operation until the network consensus
is reached.

Different from previous settings, this study considers
heterogeneous vehicles with different capabilities such that
the number of replicas assigned to each vehicle should be
determined according to the vehicle’s capability. For example,
there are three types of vehicles that are classified as red
vehicles, yellow vehicles, and black vehicles. Assume that
red vehicle could carry 100 replicas while yellow and black
ones could carry 200 and 300, respectively. Assign each type
of vehicles a parameter to indicate the maximum number
of replicas the vehicles can spread. When two vehicles
communicate, they exchange the replicas not by simply
averaging their values; instead, the average operations are
taken according to the vehicles’ capabilities. For example, in
Figure 1, let ny and ny, denote the values of the red vehicle and
the yellow one, respectively. The following operation will be
taken when they communicate with each other,

ny, = (n +n)x&
RTAR Y100 + 200
1
ny, = (n +n)xﬂ
Yo VR Y100 + 200

where n; and n;, denote the new values of the red vehicle and
the yellow one, respectively.

3.2. Time Model. In the proposed architecture, it is allowed
to let pairs of independent nodes contact and exchange
information in parallel. We apply the synchronous time
model [25]. As in the synchronous time model, the nodes can
communicate simultaneously, while it only allows one node
to communicate in each time slot in the asynchronous time
model.

3.3. Assumptions and Definitions. This part presents some
related assumptions and definitions for bounded number of
data dissemination.

Assumption 1. The vehicular network of our concern is
described as an undirected graph G(V, E). Assume that every
two vehicular nodes can exchange information with each
other. Consider dense IoV, such as the scenario when road
congestions happen or parking lots with many parked cars.
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FIGURE 1: Data dissemination area.

According to graph theory, this type of network topology can
be abstracted as complete graph. Every vehicle node owns
a value to indicate the number of replicas it could spread.
Let n; denote the value of node i. Accordingly, graph G(V, E)
becomes a weighted graph.

Assumption 2. As it is stated that the number of message
replicas is limited to a value, we let parameter n denote the
maximum quantity of replicas. Assume there are k types
of vehicles in the system, e.g., type,,type,,...,type. The
corresponding capability of the vehicles are indicated as
Niype,> Niype,s - - -» Niype, - If the vehicle of type; (value n;) and
the vehicle of type; (value n;) meet, the operation should be

taken based on proportion, Niype,0"Niype. /(Npype, + Ntypej),
(n; + nj) x

!
Ntype,-/(Ntype,- + Ntypej), and n; = (n; + nj) X Ntypej/(Ntype,- +

such that the new values should be nl{ =

. . ! !
Ntypej). In a system with homogeneous vehicles, n; = n; =
(n;+n j) /2.

To calculate the communication stages needed to obtain
network balance, the following lemmas and definitions are
presented.

Definition 3. The nodes in the weighted graph are associated
with corresponding nonnegative numbers. We say that an e-
balanced status is achieved among the nodes in the graph with
the following conditions met.

(i) For any node, the number of message replicas is not
smaller than 1, that is, n; > 1.

(ii) For any pair of nodes with #;, n; >0, |n; — njl <e
where € > 0.

(iii) If n; > 2 and n ;=0,n0 edge should exist between the
two nodes with values n; and n;.

Lemma 4. Let a,b, and c,d be real numbers satisfying the
condition that a + b is equal to c + d. Then the following results
can be obtained (1) (a® +b*) - (¢’ +d°) = 2(b—d)(b-c), and
Q) (@ +b)-(F+d>) >0 if the inequalitya < c <d <b
holds.

Lemma 4 is very easy to obtain and will be used to
represent the change of potential.
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Definition 5. Assume that R denotes a list containing real
numbers and N denotes a list containing nonnegative inte-
gers. We present the following definitions.

(i) A real average function A(,,.) is a mapping R xR —
R x R, such that for two numbers a < b, A(a,b) =
((a+b)/2,(a+b)/2)ifa+b>2,0r A(a,b) = (a,b) if
a+b<2.

(ii) An integer average function A(.,.) is a mapping N x
N — N x N such that for two numbers a < b,
A(a,b) = (k,k)ifa+b =2k >2,Aa,b) = (k,k+1)
ifa+b=2k+12>2,0or A(a,b) = (a,b)ifa+b < 2.

(iii) AstolistL : ay, a%, e Oy gotential of list L is defined
as P(L) :af+a2 +eota,.

(iv) Assume A(a,b) = (c,d); we have S,({a, b)) = 2(b -
d)(b - ¢), which could be indicating a small piece of
length b — d from the bar of length b to go down by
(b — c). Function S,(.) presents the potential change
after an average operation (see Lemma 4).

(v) Assume L : ay,a,,...,4a, is converted into a new
list L' : aj,aj,...,a,, after taking average operations.
Let H denote all the tuples which involve in average
operations and then fulfill the list transformation.
Then we have S(H) = ), yyerr Sa(a, b) = P(L) - P(L")
to represent the sum of product.

Definition 6. A communication stage represents an average
operation that happens in the connected graph. Only the
nodes linked by the independent edges could exchange
information and take average operations. Pairs of nodes
connected by different independent edges can communicate
with each other at the same time.

Through iterative average operations among the nodes,
we will achieve an e-balanced status. The quantity of stages
needed for e-balance will be analysed to reflect the complexity
of network convergence.

4. Algorithm Design

We abstract the strongly connected network topology as
complete graph. For data dissemination in complete graph,
we propose a deterministic algorithm and analyse the stages
needed for network balance in Section 4.1 . Then, we present
a distributed randomised algorithm in Section 4.2 . Upper
and lower bounds of the randomised algorithm are derived
through detailed theoretical analysis in Section 5.

4.1. Deterministic Algorithm. Here, a deterministic algorithm
is proposed for complete connected graph. The algorithm is
described as Algorithm 1.

In the proposed deterministic algorithm, the nodes
perform operations in a deterministic manner to achieve
network balance. The first step is to initialise the input graph,
assume the source node has a value n,, all other nodes
have value zero. Following the parameter initialisation, the
deterministic algorithm is executed in two ways, which is
determined by the number of nodes with value at least two

and nodes with value zero. The operations will be iterated
until the network reaches a consensus. The flowchart of the
proposed deterministic algorithm is shown in Figure 2, to
give a clear description of how the operations are done in a
deterministic way. In the flowchart, ¢, denotes the number of
nodes with value at least two while ¢, denotes the number of
nodes with value zero. Finally, we have Theorem 7 to show the
consumed communication stages.

Theorem 7. For complete connected graph, an algorithm exists
such that after O(log(n/e)) stages of real average operations,
the network can reach an e-balanced status. The algorithm is
shown as Algorithm 1.

Proof. It is easy to see that there are at most O(logn) stages
for steps (6) - (10). The upper bound for steps (11) - (13) is
given below.

Let n; be the parameter value of node i. In general, assume
thatn, >n, > --- > n,,. Let n; and n,,_;,, take average.

Assume that after one stage, pair n; and #n,,_;,, has the
largest average d; = (; + n,,_;,,)/2, and pair n; and n,,,_;,,
has the least average d; = (n; + n,,_;,;)/2. We assume that
i#j.

It is noted that either (n; —
My je1)]2 < 0.

n)/2 < 0or (n, i —

After t stages, the difference of the nodes is at most
(n,—n,,)/2", such that after O(log(n/e€)) stages, an e-balanced
status can be achieved. O

4.2. Distributed Randomised Algorithm. The following part
develops a distributed randomised algorithm (DRA), shown
as Algorithm 2.

The flowchart of the proposed deterministic algorithm
is shown in Figure 3, to give a clear description of how the
operations are done in a random manner.

During the process of initialisation, related parameters
as well as the settings (including the values of nodes, the
maximum number of replicas, and number of vehicles of
different types) in the network are set. Then, we have to
determine how the replication strategy is carried out. For
each node in sending status, it randomly selects a neighbour
node to send the communication request. The receiving node
would choose a node with the largest gap to take specific
average operations according to the capabilities of vehicles.
The algorithm would execute an iterative procedure until the
network reaches consensus. Finally, the algorithm returns
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Input: Graph G.
Output: Graph G', communication stages a.
(1) Initialisation;
(2) a=1
(3) knodes, values with n, ny, ..., m;
(4) Stage a (step (5) - step (13)):
(5) sortm,n,,...,n, in descending order;
(6) if the nodes with value no smaller than two are more than
the ones with value zero then

(7) let the latter ones take operations with the former ones;
(8) else
9) take operations the other way around.
(10) end if
(11) if there is no node with value at least two or with value
zero then
(12)  Letw;andn,,_;,, take average for i =
1,2,...,lm/2];
(13) end if

(14) Enter into the next stage,a = a + 1;
(15) End of Algorithm.

ALGORITHM I: Deterministic Algorithm.

Input: graph G;
Output: graph G', parameter a.
(1) Initialisation;
(2) Leta=0;
(3) Letiindicate a vehicular node;
(4) Letn, indicate the distribution task of node i;
(5) Let n; indicate the new distribution task of node i;

(6) repeat
(7) a=a+l;
(8) Each vehicular node at sending status randomly

chooses a vehicular node within its neighbourhood, then
sends the communication request;

9) Each vehicular node at receiving status selects the
node from the received request if the gap between the
two nodes is the largest;

(10)  Take pairwise proportional average operations for the
corresponding pairs of nodes;

(11)  Letiand j indicate the vehicles who take average with
each other;

(12) New values of node i and j are updated
asm; = (n; + 1) X Nyypo, /(Npype, + Ntypej), and
n; = (n; +n;) x Ntypej/(Ntype,- + Ntype]-)’ respectively;

(13) until (|n; — njl <e€)

(14) End of Algorithm.

graph G’ and the number of average stages when the network

AvrGoriTHM 2: Distributed randomised algorithm.

Theorem 8 (see [8]). Let X,,..

., X, ben independent random

reaches the e-balanced status.

To analyse the effectiveness of the randomised algorithm,
we derive several important theorems based the famous
Chernoff bounds [33]. The new theoretical results are shown
as Theorems 8 and 9 and Corollary 10. The proof makes our
entire study self-contained.

0-1 variables, where X; takes 1 with probability at least p for
i=1,...,nLet X = Y. X, and u = E[X]. Then for any

8 >0, Pr(X < (1-9)pn) < (128 pn.

Theorem 9 (see [8]). Let X4,..., X, benindependent random
0-1 variables, where X; takes 1 with probability at most p for
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START

Initialisation:
set parameters

sortng, ny,... , N in
descending order

v

a=a+1l
Yes t; >0andt, >0 No
No Yes
No
the nodes with value two the nodes with value zero take
take proportional average proporational average with the Yes
with the nodes with zero nodes with two
n; and np,_;, take
proportional
average
)
- Check if the network
converges
Output Graph G’ and
communication stages a
END
FIGURE 2: Flowchart of proposed deterministic algorithm.
i=1,...,nLet X = Y., X, Then for any 8 > 0, Pr(X > (2) If X; takes 1 with probability at least p fori =1,...,n,
2
(1+8)pn) < [2/(1 +8) 1P, then for any € > 0, Pr(X < pn —en) < e~ /2",

Corollary 10 (see [34]). Let X,..., X, be n independent
random 0-1 with X being the sum of X;,i=1,...,n.

(1) If X, takes 1 with probability at most p fori =1,...,n,
1/3)ne?

5. Performance Analysis

In each time step, every node becomes active with probability

then for any 1/3 > € > 0, Pr(X > pn+en) < e 1/2 independently. Consider a node i that is active; let d(i)
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START

Initialisation:

set parameters

|

Yes

the node is in
sending status

Output Graph G’

and
communication Yes

stages a ¢
No
select a neighbour node
randomly and send request
Y
END

the node in receiving status
selects the request with the
largest gap

the selected pair of nodes
takes proportional average
operations

a=a+1

FIGURE 3: Flowchart of proposed randomised algorithm.

be its degree; that is, the number of its neighbours. Node i
selects at most one of its neighbours to contact and take the
proportional average operation. Each neighbour has an equal
probability to be selected, i.e., 1/d(i). The active nodes may
receive more than one contact request and they would select
one of the contact requests with the largest gap. To represent
the averaging time of the randomised algorithm, we have
the following theorem referring to Boyd et al. [25]. Here, the
averaging time means the smallest time it takes a value to be
e-close to the average value in the system.

Theorem 11 (see [25]). The averaging time of the distributed
randomised algorithm described above is given as

0.5log (1/€) 3log(1/e)
log (1/1) log (1/A) °
where A = (1/2)(1 + A,(P)).

<Tl(e) < (3)

In the following part, an upper bound and a lower bound
of the communication stages consumed for network balance
are derived for the proposed randomised algorithm.
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5.1. Upper Bound. Before we present the upper bound of the
proposed randomised algorithm, the following concepts need
to be clarified.

Definition 12. For two integers a and b; the average operation
generates two new integers (a’, b'), with the value of a’ being
equal to |(a + b)/2], and b’ is equal to the remaining value.

Definition 13. Let L = a,, ..., a; denote a set of real numbers.
gap(L) is defined as max,; j«la; — a;l.

Definition 14. Let « > 0, and K = a,...,a; denote a list
of real numbers. Assume that K is transformed into K' =
aj,...,a, after a series of communication stages. We regard
K' as an a-shrink compared with K when gap(K') is within
a factor (1 — «) of gap(K).

Lemma 15 is derived to show how the gap of a list of
numbers shrinks via the specific average operations.

Lemma 15 (see [8]). Let r(.) be a function from S — S that
r(x) generates a random element in S. Assume A and B are
two subsets of S satisfying |A| < |B|, and R(A) = {x : x €
A, r(x) € B}, HLA) = {r(x) : x € A, r(x) € B}. Then with a
probability at most

g (€)|A||B|/|S| + ((1 _ ,y))(2}’—1)(1—6)'|B|/|S|'|A| i (4)
we have
|H(A)|s(1—y)<1—e)-%-|A|, (5)

where y is a constant in (0, 1). Furthermore, if |B| > 681S| for
some fixed § € (0,1) then the failure probability is at most
2(1 - a)'Al for some fixed a € (0, 1).

Proof. Let m denote the number of elements in R(A) and
let n denote the number of elements in B. In subset A,
with probability | B|/|S|, each element sends its corresponding
request to an element in B. Combining with Chernoff bound,
the inequality m < (1 —€) - |B|/|S| - |A]| holds with a small
probability

Cl < g(e)IAIIBI/ISI . (6)

Assume y € (0,1) and e(1 — y) < 1. The probability that
|[H(A)| < (1 -y)mis

(o) (5] ”

nI-m (1-y)m ( (1-y)m )"‘

(1-p)m) "\

Q2y-1)m
< (M) ! (9)

<

(8)

n

< ((1-y)) B, (10)

Combining inequalities (6) and (10), the failure probabil-
ityis at most ¢, +{, < g(e) By (1 —y))@r-DO-OHIBISIAL
Thus the lemma is proved. O

Lemma 16. Let S be the list of all m elements that will
take average operations. For some fixed o« > 0, with the
failure probability not larger than 1/(logm)’, the following
conclusions hold.

(1) After O(log m) stages of average operations, there is an
a-shrink.

(2) After O(logm) stages of integer average operations,
there is an o-shrink if gap(L) is at least H for some
H to be large enough.

Proof. Leth = max S — min S, a = min{S}, and b = max{S};
the median is (a + b)/2, which is also equal to a + h/2. A and
B denote the sets of elements greater than and not larger than
the median (a + h/2) of min{S} and max{S}, respectively. In
general, assume |A| is not larger than |B|. Let A, = A, B, = B,
So = S,and j = 0. Three periods of communication stages will
be discussed in the following part.

If |A;| > (logm)/(loglog m)’, enter Period 1 below, or
otherwise, enter Period 3.

Period 1. O(1) communication phases will be performed as
follows.

Use A;,, to represent a set of elements a, which satisfies
one of the following conditions:

(1) a € A a does not participate in any average
operation;

(2) a is one of the elements generated by averaging
elements c and d, where ¢ and d belong to set A;.

Use B,,; to represent a set of elements a, which satisfies
one of the following conditions:

(1) a € B;;a does not participate in any average operation;

(2) a is one of the elements generated by averaging
elements ¢ and d, where ¢ and d belong to set B,.

Assume that S;fr)l =AjUB,.

Then, select three constants 7, > 7, > 7; > 0 with the
relation 7, = 27, = 4715, and constants 0 < y;,y, < 1. For
analysis, y, is set to 0.05, and y, is set to 0.1. It is assumed that
€ < y,. According to Lemma 15, for constant 3 € (0, 1), the
failure probability of [A;,,| < (1 — B)|A;] is not larger than
21-a) <201 - a)(k’g’")/(k’gk’gm)s. Choose an integer i that
makes |A;] < (1 - [3’)i|A0| < 1114, hold. After i stages, we
have the following inequalities.

A < (1= B) [Ao] < 7,10 (1)

|Bi| = (1-y,)|So| and, (12)
max{B;} <a+(1-7)h witht €(0,1). (13)
a)uogm)/(loglogmf_

Its failure probability is at most 2i(1 —
D, is represented as the set of elements that belong to (a+

(I —13)h,a + h] in set S;l). If |ID;| > (logm)/(loglog m)’, the
process will execute Period 2, or otherwise, Period 3 will be
executed.
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Period 2. O(log m) communication phases will be performed
as follows.

SEII) is defined to represent the final set generated by the set
S from period 1 after a series of communication operations.
S(()Z) is defined as S;ll). S;z) is used to represent the set of
elements via j phases in this period.

D ; is defined to represent the list of elements with values
in the range of (a + (1 — 73)h,a + h] after j stages, while

D;)3 indicates the elements in the range of [a,a + (1 — 73)h].

Similarly, D;, and D;’z represent the elements in (a + (1 -
T,)h,a + h] and [a,a + (1 — 1,)h] in S;z) after j stages,

respectively. As it is stated, |D;;| > (logm)/(loglogm)5
always holds in Period 2.

The number of elements that belong to [a+(1-1,)h, a+h]
is at most y;m, thus they can help up to y;m elements (the
value of these elements is at most a + (1 — 7,)h) increase
to at least a + (1 — 7,)h. The reason is that each element
with a maximum value a + h can contribute up to 7,h. For
the p,m elements with values greater than a + (1 — ;)h, the
contribution of these elements is at most y,m - 7,. Thus, the
quantity of elements in the range of [a,a + (1 — 7,)h] is at
least (1 — y,)m. According to Lemma 15, after each phase
of operation, the number of elements in set D; would be
decreased in a fixed rate, as each element in D5 has a greater
probability to be able to do operations with the elements in
set D;)z.

Let P, be the probability that the number of elements in
D ; that select elements in D, to take average is less than
(y2+€)|ID; 5, and let P, be the probability that the number of

elements in D, ; that take average with the ones in D;‘,z is less
than (1-p)(1—€)- (|D;,2|/|S|)|Dj,3|- According to Theorem 9
and Lemma 15, we have P; < g(e)lDf"3| and P, < g(e)lDf”'/2 +

2(1 - a)!P!. Thus, the elements in D, 3 will be reduced.
Accordingly, with a failure probability no smaller than

2(1 - a)lDf"3| + g(e)lDf"3|/2, that is, o(1/(log m)*), the number
of elements in D 5 is decreased by not smaller than

3|
N
>(1-y)1-e(1-p) |Dj,3| -(r+e) 'Dj,s' (14)
2((1-p)(1-e-y)-Cn-n)) 'Dj,3'

> (1-9y,)|D;4|-

(I-y)(1-¢)-

Djs| = (12 +€) D3

It can be seen that O(logm) communication stages are
needed to reach stage j. Once IDj)3| < (logm)/(loglog m)°,
enter Period 3.

It is easy to verify the case for all integer averages when
the initial gap is big enough. We just need to set up the gap
such that 7,gap(K) > 7,H > 3. There is a 7,gap(K) gap from
the new list to the old list K.

Period 3. O((loglogm)z) communication phases will be
performed as follows.

Wireless Communications and Mobile Computing

The set produced from S;z) after corresponding opera-
tions is denoted as SEZZ). The equalities |D,~2,3| < (logm)/
(loglogm)® and |D; ,| = (1 - y,)IS| hold.

Assume that with a very small failure probability, the
elements in D;z’z in sending status would select elements from
B. Meanwhile, with a probability not larger than 3/4, the
elements fail to do average with those in Dz{2,2‘ If an element
has sent the requests for y times, then the probability that
it would not select an element from sz,z is not larger than

(3/4)*. The probability that an element has no more than ¢/4
stages to send requests is not larger than g(1/ 4y,

Thus, the probability that an element in D; ; would
not do average with that in D] , is no greater than p; =
2>

g1/ 4)t/ 243/ 4)t/ * The probability that two elements in D; 5
would do average with the same element is no greater than
O((logm)’ /m?).

Consequently, the probability that the number of stages ¢
in Period 3 is selected to be (loglog #1)* will not be larger than
|A*|p; < 1/(logm)*.

To summarise from the above analysis, the failure proba-
bility is not greater than 1/(logm)°. O

Definition 17. We treat the communication that includes ¢
stages as a-successful when there is an « shrink in aspect
of gap. For further analysis, let parameter § indicate the
probability when it fails to achieve a shrink within a.

The following Lemma 18 is derived in our previous work
[8]; thus proof of the lemma is omitted here. Based on this
lemma, we present Theorem 19.

Lemma 18 (see [8]). c indicates a parameter. Partition the
communication stages into groups with each containing c
stages, which are denoted as G, G,, ..., Gy. Then there are k
independent 0,1 random variables t; for each group G; such
that

(1) Pr(G; is a-successful) = Pr(r; = 1)
(2) Pr(r; =1) =2 1-6.

(3) Pr(there are at least t G; to be «-successful) > Pr(r, +
Ty + o+ 2 1)

We use m to indicate the quantity of vehicles. The
corresponding value of node i is n when the network
converges.

Theorem 19. The following conclusions will be achieved after
O((logn)(logm)/e) stages by applying the proposed ran-
domised algorithm.

(1) If m > (1 + €)n, then each n; is either 1 or 0

(2) If m < (1 — €)n, then each n; > 1 and has a difference
not greater than two between every two of them

B)If(l-en <m < (1+e€)n, then 0 < n; < 2, and the
numbers of value zero and two are both no greater than em.

Proof. Applying Lemma 18, and Chernoft bound, it can be
known that a O(1) gap could be achieved after O((log n)(log m))
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stages. And apply Lemma 16 O((logn)(logm)) stages if the
difference is bounded by a fixed integer. The following cases
are presented if the gap is O(1).

(i) m = (1 + e)n: the quantities of vehicles with value
zero and two are at least en in the same condition.
We bound the largest elements with a constant. In
this case, the number of items of 0 and 1 is at least
(1+e)n/2.

(ii) (1 —e)n < m < (1 + €)n: when the number of vehicles
with value greater than zero is at least (1 — €)n, the
vehicles with value three will be removed via O(log n)
stages. Thus, 0 < n; < 2 and no more than en vehicles
have the value zero, and no more than en with two.

(iii) m < (1 — e)n: after O(logn) stages, not less than yn
elements are at least two as to constant y > 0.

When the number of vehicles with value two is not
less than yn, the number of zero would be decreased
by On for constant 0. And after O(log n) stages, all the
zero items will be removed. When two vehicles are
with gap of at least two encounters, their values will
be updated such that the gap will not be greater than
1.

Assume S indicates the set of the rest of the items, and
a = max{x : x € S}, and b = min{x : x € S}. | x| is
defined as the value of x, and it is assumed that [al|g <
[blls. Additionally, let gap(S) > 2 and |[{x : x € S
and x > a + 2}| > ypk. The number of a that selects
value not smaller than a + 2 is dm. In this way, value
a should disappear after O(log m) stages.

O

To show the efliciency of real average operations, Theo-
rem 20 is proved.

Theorem 20. Assume m denotes the quantity of vehicles. Then
the randomised algorithm takes O((logn)(logm)/e) stages to
enter into an e-balanced status.

5.2. Lower Bound

Theorem 21. For a complete connected graph, Q(logn) stages
are needed to reach an e-balanced network status.

Proof. Referring to the proposed randomised algorithm, it
may only double the number of elements via each phase. Con-
sequently, the number of communication stages consumed is
Q(log n) if the quantity of vehicular nodes 1 is more than the
number of replicas . O

6. Simulation and Analysis

We conduct our simulations by using NS-3 simulator. Con-
sider the complexity of performance evaluation; we use the
OpenSteetmap [35] to extract an area for simulation. The size
of the selected area is set to 2000 m x 2000 m, the satellite
map of which is shown as Figure 4(a). Meanwhile, we use

11

TaBLE 1: Simulation settings.

Parameters Settings
Size of simulation area 2000m x 2000m
Simulation time 1 hour
MAC Protocol IEEE 802.11p
Packet size 512 bytes
Vehicle communication range 300m
Vehicle velocity 30 - 60 km/h
Number of vehicles 600 - 800
Number of data replicas 400 - 800

Shadowing model Lognormal Shadowing model
Path loss model Two-ray
SNR threshold 4 dBm

SUMO [36] to transform the extracted area into a simplified
road network presented as Figure 4(b). We also use SUMO to
generate the movement trajectories of vehicles, which will be
input in the simulator to describe the vehicles’ movement.

In the simulations, the number of vehicles is varied from
600 to 800 with a step length 50 to reflect a dense vehicular
environment. The vehicle velocity is varied from 30 to 60
km/h that follows a normal distribution. The number of
message copies is varied from 400 to 800 with a step length
100. The packet size is set to 512 bytes. The transmission range
of vehicles is set to 300 m. As to the communication protocol,
IEEE 802.11p is adopted to guarantee the reliability of infor-
mation transmission. The two-ray path loss model is applied
in the simulation as the model can calculate both the direct
path and the ground reflection path. The signal-to-noise ratio
(SNR) threshold is set to 4 dBm. Considering the impact of
obstacles on wireless signal in urban environment as well
as vehicular mobility, we apply the Lognormal Shadowing
model that is suitable for the proposed scenarios. The list of
simulation parameters is shown in Table 1.

6.1. Compared Algorithms. To evaluate the performance of
the proposed replication-based randomised algorithm, we
compared it with several data dissemination algorithms in
vehicular networks, which are described below.

(i) Constrained Capacity Replication (CCR): CCR is a
distributed algorithm which can assist the vehicles to
select data replication strategy autonomously accord-
ing to the current network capacity.

(ii) DOVE: DOVE controls the number of receivers in
data dissemination and transforms the problem to the
processor scheduling problem by utilising road layout
and traffic information.

(iii) EDDA: EDDA considers the common urban and
highway scenarios. It selects all the independent pairs
of nodes firstly, and then takes average operations
between the corresponding nodes. The average oper-
ations will run iteratively until the network converges.

(iv) Our proposed randomised algorithm: the proposed
randomised algorithm considers the heterogeneous
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FIGURE 4:

properties of vehicles while controlling the number of
data replicas. Each node in sending status randomly
selects one of its neighbours to send a contact request
while the receiving node selects a request with the
largest gap to take the proportional average operation.

6.2. Performance Metrics. We evaluate the performance of
these algorithms according to the following metrics.

(i) Number of communication stages: it indicates the
average operations for the network to be balanced,
which can represent the communication overhead of
data dissemination to a certain extent. Meanwhile, it
can also reflect the number of data transmissions for
network balance as well as the network convergence
complexity.

(ii) Dissemination delay: it presents the consumed time
to obtain network balance, which can be utilised to
measure effectiveness of the algorithms.

(iii) Packet delivery ratio: it can directly indicate how
many vehicles could receive the replicas, as well as
reflecting the dissemination performance.

(iv) Throughput: it is used to evaluate the proposed ran-
domised algorithm when the capabilities of vehicles
are considered.

6.3. Impact of Number of Vehicular Nodes. To evaluate the
performance of the proposed randomised algorithm with
different network densities, we vary the number of vehicles
from 600 to 800 to represent increasing network size.

The experimental performance analysis for the consumed
communication stages is depicted in Figure 5. The proposed
randomised algorithm outperforms other compared data dis-
semination schemes when the number of vehicles increases
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FIGURE 5: Communication stages comparison when the number of
vehicles varies.

from 600 to 800, which means it needs fewer average oper-
ations to achieve network balance. CCR mainly considers
network capacity to determine the replication limit while
DOVE utilises road layout and traffic information to reach
a desired number of vehicular receivers and minimise the
dissemination delay. Our proposed randomised algorithm
benefits from strong connectivity of the dense vehicular
scenarios such that it can obtain network convergence with
fewer communication stages than other schemes. As EDDA is
developed for scenarios with normal urban density and high-
way, it is slightly inferior to the randomised algorithm. With
the increasing number of vehicular nodes, the consumed
communication stages grow for all the compared algorithms.
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FIGURE 7: Delivery ratio comparison when the number of vehicles
varies.

The variation of dissemination delay of the compared
algorithms when the number of participating vehicles
increases is shown in Figure 6. As is shown in the figure, when
the traffic densities become higher, the dissemination delay
increases for all the compared algorithms as it needs more
time to fulfill data dissemination. The proposed randomised
algorithm takes less time to complete data dissemination
and realise network consensus compared to the other three
schemes. This is because it considers the different capabilities
of the vehicles in data dissemination and thus constructs a
better replication strategy which could reduce data dissemi-
nation delay.

Figure 7 shows the performance of packet delivery ratio of
the compared algorithms when the number of nodes involved
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FIGURE 8: Communication stages comparison when the number of
replicas varies.

in data dissemination varies. In terms of delivery ratio, our
proposed randomised algorithm presents an improvement
compared with EDDA, DOVE, and CCR. Also, the delivery
ratio of all the algorithms increases when the number of
nodes increases from 600 to 800. More vehicles cooperatively
participate in data dissemination such that the network
connectivity would be enhanced. Accordingly, the successful
packet transmissions will be improved by frequent vehicle
communication instead of transmission failures caused by
fewer forwarding vehicular nodes.

6.4. Impact of Number of Data Replicas. By varying the
number of data replicas, we evaluate the impact of number
of allowed data replicas on consumed communication stages
and dissemination delay of the compared algorithms.

Figure 8 shows the changing trend of our proposed
randomised algorithm and other compared algorithms with
increasing number of data replicas. As to communication
stages, the randomised algorithm performs fewer operations
than EDDA profiting from the strongly connected network
property of dense networks, while DOVE and CCR both
need more stages for network balance. Additionally, as there
are more data replicas to be disseminated in the network,
it can be seen that more average operations are required to
achieve network convergence. As a result, the four compared
algorithms would consume increasing communication stages
when more data replicas are spreading to the dissemination
area.

The change of data dissemination delay under different
number of data replicas is shown in Figure 9. As observed
from the figure, the dissemination delay of all the compared
algorithms increases when the number of replicas increases
with a step length 100. The reason mainly lies in that more
message replicas would take more communication stages
for the network to be balanced, which leads to higher
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FIGURE 10: Delivery ratio comparison when the number of replicas
varies.

dissemination delay. Meanwhile, data dissemination would
be accelerated when the randomised algorithm is applied to
the scenario as the algorithm selects pairs of nodes with the
largest gap and adjusts how to do average operations accord-
ing to the properties of vehicles. This is why the randomised
algorithm outperforms EDDA, DOVE, and CCR.

Figure 10 depicts packet delivery ratio of the four com-
pared algorithms varying the number of data replicas. Other
than taking advantage of heterogeneous network and random
average operations, the proposed randomised algorithm also
benefits from better network connectivity to obtain higher
delivery ratio than other algorithms. EDDA controls the
number of replicas in arbitrarily connected network while
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CCR focuses on network capacity and DOVE wants to min-
imise the delay; however, they all only consider the vehicles
with the same capability. The growth of delivery ratio is
similar to Figure 9 that with the number of replicas changing
from 400 to 800, the ratio increases for all the compared
solutions. The performance comparison verifies that our
proposed randomised algorithm can efficiently improve the
performance of data dissemination and expedite the network
convergence.

6.5. Comparing Different Versions of the Proposed Ran-
domised Algorithm. We evaluate the communication stages
and throughput of the proposed randomised algorithm in
dense traffic scenario, in the case of two conditions; that is, the
vehicles are homogeneous and heterogeneous. The number
of vehicular nodes is varied from 600 to 800 with a step
length 50. The comparison results are shown in Figures 11
and 12, respectively. In Figure 11, we can see that the number
of communication stages consumed when the vehicles have
the same capability is larger than the one consumed when
the different capabilities of vehicles are considered. Figure 12
presents the total data sent during data dissemination. In the
figure, we can see that the randomised algorithm with differ-
ent capabilities achieves a 10% improvement compared with
the algorithm with homogeneous vehicles. The comparison
shows that the consideration of heterogeneous vehicular net-
works could reduce the consumed communication overhead
while improving the system throughput to some extent.

7. Conclusion

To enhance data dissemination in dense vehicular scenarios,
we propose a network architecture, considering heteroge-
neous network composed of vehicles with different capabil-
ities. By studying data replication and network consensus
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neous vehicles and heterogeneous vehicles.

properties, two replication-based algorithms including a
deterministic algorithm and a distributed randomised algo-
rithm are designed. In the proposed algorithms, the vehicles
take proportional average operations depending on their own
capabilities. The operations will be iterated until the network
converges. Mathematical analysis is derived to evaluate the
complexity of network convergence. An upper bound and a
lower bound of the randomised algorithm are analysed in
detail. Simulation results show that the proposed randomised
algorithm can reduce data dissemination delay and improve
communication overhead.

8. Prospective Directions

In this study, we consider scenarios with relative ideal com-
munication situations, which means that link interruption
and other interferences are not considered. Future work
should incorporate the factors that will affect data dissemi-
nation. Also, as a future prospect, we intend to enrich data
dissemination mechanisms which can be adapted to compli-
cated scenarios in IoT. Solutions that apply infrastructures
such as unmanned aerial vehicles (UAVs) in cooperative net-
works could also be seen as a promising prospect to enhance
network performance. The effectiveness of the replication-
based algorithms in more IoT application scenarios needs
further verification.
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The Internet of Things (IoT) has attracted the interests of both academia and industry and enables various real-world applications.
The acquirement of large amounts of sensing data is a fundamental issue in IoT. An efficient way is obtaining sufficient data by the
mobile crowdsensing. It is a promising paradigm which leverages the sensing capacity of portable mobile devices. The crowdsensing
platform is the key entity who allocates tasks to participants in a mobile crowdsensing system. The strategy of task allocating is
crucial for the crowdsensing platform, since it affects the data requester’s confidence, the participant’s confidence, and its own
benefit. Traditional allocating algorithms regard the privacy preservation, which may lose the confidence of participants. In this
paper, we propose a novel three-step algorithm which allocates tasks to participants with privacy consideration. It maximizes the
benefit of the crowdsensing platform and meanwhile preserves the privacy of participants. Evaluation results on both benefit and
privacy aspects show the effectiveness of our proposed algorithm.

1. Introduction

The IoT is an efficient network that connects various devices
on the Internet. It often consists of sensor-equipped devices
that can sense, communicate, and react to environmental
variations [1]. The developments of IoT in both academia
and industry are rapid, because of its promising market
value [2, 3]. A large number of IoT applications have been
developed and utilized in the society, such as the smart
city [4, 5], smart grid [6, 7], and smart traffic [8, 9]. Most
of the IoT applications require large amounts of sensing
data for monitoring and computing. Therefore, the meth-
ods of acquiring sensing data are fundamental in IoT. An
efficient way to acquire large amounts of sensing data is
using the mobile crowdsensing. It is a promising sensing
paradigm which encourages crowds to use mobile devices
to collect sensing data. Since small-sized portable mobile
devices become extremely prevalent in modern society, the
mobile crowdsensing reveals its high performance on the

collection of sensing data [10-12]. There is a wide range
of IoT applications based on mobile crowdsensing, such as
environmental monitoring [13, 14], healthcare [15], and smart
cities [16, 17].

A mobile crowdsensing system typically consists of a
crowdsensing platform (CSP), a set of data requesters, and
a set of participants. Data requesters publish requirements
of the sensing data to the CSP. The CSP segments tasks
allocate segmented tasks to suitable participants and release
the uploaded data from participants to requesters. The
goals of the CSP are maintaining sufficient participants and
maximizing its own benefit. The strategy of task allocating
is crucial for the CSP, since it affects the data requester’s
confidence, the candidate participant’s confidence and its
own benefit. Specifically, participants care about their work-
loads and compensations. They like to collaborate with the
CSP that always assigns proper sensing tasks and offers fair
compensations. If a CSP always assigns improper tasks to
participants, i.e., assigns participants to go far away from their
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daily active regions, the CSP will lose many participants. This
may decrease the CSP’s capability of acquiring sensing data,
lose the data requester’s confidence, and reduce the CSP’s
benefit finally. Thus, the CSP should allocate proper tasks to
participants for above reasons.

Moreover, the privacy preservation becomes important
for the CSP, because the crowds care about the disclosure
of their sensitive information in recent years [18-21]. Only
the CSP who preserves the privacy can maintain sufficient
participants. In this study, we treat the CSP as a trusted entity
for participants. However, data requesters are untrusted,
and we treat them as potential adversaries. They may be
curious about the sensitive information of participants. For
example, the requested data always associates with loca-
tions in crowdsensing. Adversaries can extract movement
patterns of participants from acquired data. The move-
ment patterns are sensitive since adversaries may be able
to identify the addresses of participants’ homes, schools,
or working places [22]. Thus, adversaries usually choose
the participants with abnormal profiles as vulnerable users
and very likely execute further attacks, so that the pri-
vacy preservation is important for the task allocation as
well.

Therefore, we investigate the strategy of task alloca-
tion with basic considerations and the privacy consider-
ation. Specifically, we first formulate the problem of task
allocation. This formulation carefully considers the util-
ity of CSP and the privacy disclosure of participants. A
task allocation algorithm with privacy preservation (TAPP)
is proposed. It consists of three phases, allocating tasks
without privacy preservation, modifying allocations with
privacy consideration, and merging the allocations. Fur-
thermore, a series of evaluations show that the pro-
posed algorithm achieves outstanding performance on many
aspects.

(1) We first formulate the problem of task allocation
with privacy preservation on the CSP’s site. We
utilize the relative entropy to formulate the privacy
disclosure of the participants. The problem formu-
lation is based on a series of assumptions, such as
limits of the participant’s total time cost and privacy
disclosure.

(2) A three-step algorithm, named TAPP, is proposed
to allocate proper tasks to participants. The output
allocating strategy gain a high benefit for the CSP
meanwhile preserves the privacy of participants.

(3) Extensive evaluations are executed based on real-
world crowdsensing datasets. The evaluation results
show TAPP performs well on maximizing the CSP’s
benefit and preserving the privacy of participants
simultaneously.

The remaining of the paper is organized as follows.
The related works are introduced in Section 2. The problem
formulation is presented in Section 3. Section 4 discusses the
complexity of the formulated problem and introduces the
proposed algorithm. Section 5 validates the effectiveness of
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the algorithm on several aspects. Section 6 concludes the
paper.

2. Related Work

A large number of researchers concentrate on the task
allocation in mobile crowdsensing. Traditional methods of
task allocation lack privacy considerations. They make the
allocation strategies according to some basic metrics, such
as the quality of sensing data [23-25], the incentive cost
[26, 27], the energy consumption [14, 28], and the travel
distance [29-31]. The methods which focus on the quality
of sensing data are mostly designed for monitoring the
environment. They measure the quality of sensing data by
a certain metric and attempt to maximize the data quality.
The methods focus on the incentive cost allocating tasks on
the site of the CSP. Xiong et al. [26] propose an incentive
mechanism which minimizes the total budget of the CSP. In
their study, the CSP pays according to the participant number.
Zhang et al. [27] design a different incentive mechanism
which assumes the CSP pays according to tasks. Xiong et
al. [14] propose an energy-saving technique, named, pig-
gybacking. It is an optimal collaborative data sensing and
uploading scheme which reduces the energy consumption.
The travel distance is widely considered in previous studies
as well. The methods [29-31] measure the travel distances
of participants by numerical values. They contain the same
object to minimize the overall travel distance for all sensing
tasks.

The crowds care more about the disclosure of their
sensitive information in recent years [32]. The privacy
preservation in mobile crowdsensing has attracted increas-
ing research interests. Numerous preservation methods are
proposed regarding to the spatial privacy, one of the impor-
tant privacies. Some traditional methods [33-36] based on
spatial cloaking are suitable for preserving privacy in mobile
crowdsensing. These methods hide the participant spatial
information by spatial transformations, generalization, or a
set of dummy locations to preserve privacy. Kazemi et al.
[37] propose a privacy protection method which directly
applies to mobile crowdsensing. This method considers the
CSP untrusted and adjusts the spatial information of a
participant group. To et al. [38] adopt the differential privacy
mechanism and propose a method for spatial crowdsensing
task allocation. This method sets a trusted third party entity
to aggregate the spatial information of participants. Wang
et el. [39] propose a truthful incentive mechanism which
preserves the privacy based on differential privacy and
auction theory. Duan et al. [40] introduce the reverse auction
to task allocation and design allocating algorithm in a novel
respective.

A closely related work to ours is presented by Wang et al.
[41]. They first preserve the spatial privacy on the participant’s
site and then allocate the tasks. This adds an extra procedure
to the participants. The preservation mechanism is based
on the differential privacy. In contrast, our study preserves
the privacy on the CSP’ site, which does not bother the
participants.
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TABLE 1: List of main notations.

Notation Explanation
{L,,L,,...,Ly} the subregions
WL, W,,..., Wy} the participants
Uis Tos o5 It the task workloads
{tistins . tint the allocations of W,
P =1{p1> Pin>---» Pin} the actual profile of W,
P ={p, P> Pin} the observed profile of W,
Crowdsensing platform
1)
Allocate
tasks Request
Upload Release Jata
data data
Extract profiles @

D

Data requesters

Participants

FIGURE 1: A general system model of crowdsensing.

3. Problem Formulation

This section introduces the general system model, system
input, the definition of utility, and the requirements of
privacy preservation. The list of main notations is shown in
Table 1.

3.1. System Model. A general mobile crowdsensing system
consists of three main entities: participants, the CSP, and data
requesters, as shown in Figure 1. In this study, we consider the
task allocation problem under several specific assumptions of
these entities, described as follows.

Participants. The participants receive assigned crowdsensing
tasks from the CSP. Each participant actively finishes assigned
tasks in time, if the tasks are not overmuch and their privacy
is protected. After that, they get a reward from the CSP paid
daily or monthly.

Crowdsensing Platform (CSP). The CSP is trusted by partic-
ipants and knows sensitive information of participants. The
CSP receives the crowdsensing requirements from the data
requesters and assigns tasks to the suitable participants. The
CSP releases the requested data to data requesters and gets
rewards from them.

Data Requesters. The data requesters acquire data from the
CSP. They may extract the sensitive information of partic-
ipants from the acquired data, which leads to a privacy
leakage.

Note the payment assumption of participants, we con-
sider the scenario that each participant who finishes all
assigned tasks is paid daily or monthly [42, 43]. This payment
setting is helpful for the quality of acquired sensing data, since
it assigns tasks regularly to fixed participants.

3.2. System Input. Assume the crowdsensing system exe-
cutes the crowdsensing works in a fixed area, which con-
sists of N subregions {L,,L,,...,Ly}. The crowdsensing
system has H participants {W;,W,,..., Wy}. Each partic-
ipant W, has a personal movement pattern in real-life.
We call this pattern participant’s actual profile, defined as
follows:

P, ={p> Pirs-- > Pin} > 1

where pij € [8,1), & is an infinitely small quantity, and
Zﬁil P = 1 We use 6 instead of zero as the lower bound,
because this avoids the condition 0/0 happening when we
calculate the privacy disclosure. We call L is the inactive
subregion of W; if p; = &, which means the participant
never goes to the subregion L ;. Otherwise, we call L is the
active subregion of W;. The CSP acquires the actual profile of
each participant, by requiring this information in the register
procedure.

When the CSP receives original tasks from the data
requesters, the CSP divides the original tasks into unit tasks.
Each unit task requires the same time cost and associates with
a subregion L;, i € {1,2,...,N}. Set the time cost of one
unit task as one for simplicity. The CSP collects all unit tasks
according to associated regions; thus the workload (required
time cost) in each subregion is {J, J,, ..., y}. J; = 1 means
there is only one unit task required in L;.

The CSP allocates the unit tasks to the participants,
denoted as t; = {t;,t;5,...,t;y}. For example, f;; means
participant W; needs to cost ;; time to finish the allo-
cated tasks in region L; Each participant has a time
threshold 7;. Assume the participants care about both the
workloads and work regions. Therefore, the CSP should
avoid following situations to maintain sufficient partici-
pants.

(1) Total time cost: if the total time cost Z?Ll ti; exceeds
the time threshold 7; of the participant, he/she will
quit the crowdsensing system. This means the partic-
ipants are assigned too much works with insufficient
rewards.

(2) Work regions: if the participant is assigned to a
location where he/she never goes, i.e., ;; > 8, while
Pij < 8, he/she will quit the crowdsensing system. This
means the participants are assigned unsuitable works
regarding to their actual profile.

The CSP collects the data generated by participants and
sends the data to the data requester for rewards. Then, the
data requesters can extract a movement pattern of each



participant from acquired data. We define this pattern as
observed profile of each participant W,

B/ = {plys Plos--» Pin} @)
where pi’j € [4,1), and z;v:l pi’j = 1. Each pi’j is calculated as
follows:

) Lij

bii= <N .
Yot ik

©)

3.3. Utility. The utility of the CSP is its benefit. Recall the
payment assumption that if a participant finishes all assigned
tasks, the participant gets payment daily or monthly. If a
participant has no assigned task, the participant gets no pay-
ment. The CSP gets a reward B when all the requested tasks
are finished; meanwhile it pays each recruited participant
Cost.

The utility of CSP is

N
IADITER
j=1

Utility = B — Cost (4)

3.4. Privacy. Since the data requesters are curious and
untrusted, they may be the adversaries. They infer the
movement patterns of participants, which is the concerned
sensitive information, from the observed profiles. The adver-
saries usually choose the participants with abnormal pro-
files as vulnerable users and very likely execute further
attacks. Thus, we define the difference between an indi-
vidual and its community as the privacy disclosure in this
study.

Assume participant W is in community C; with several
other participants. The average profile of the community is

Pe, = {Pe Pep-- Pont (5)
where
- pmj
7 = T -1 6
Fes wmze:c,. |Ci| ©)

Then we define the privacy disclosure of W; € C; as the
relative entropy between P; and FQ

(A _ al ' pi’j
D(P I Pg,) =) pi;ln=—. 7)
i=1 Cij

Furthermore, each participant may set a privacy threshold
on this divergence, noted as 6;. When CSP allocates tasks
to participants, the relative entropy for each participant
should be bounded by the privacy threshold to guarantee
adversaries cannot learn significantly private information
from the observed profiles.
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3.5. Design Object. Our object is to derive an allocation
scheme for the CSP, so that sufficient participants are
maintained by allocating suitable tasks and preserving their
privacy, meanwhile maximizing the benefit for the CSP. We
formalize the problem as follows:

N
Wil Ztij >4
=1

(8)

max B - Cost

st. D(PIPg)<6, Vie{l,2,...,H  (9)

N
Yti<t Vie{l,2,...,H (10)
j=1
H
Yt;2]; Yje{l,2,...,N} (12)
i=1

4. Task Allocation Algorithm

In this section, we first analyze the complexity of the formu-
lated problem. Then we introduce overview of the proposed
algorithm. In the remaining parts, the main phases of the
whole algorithm are presented.

4.1. Complexity. The problem of achieving the maximum
benefit for the CSP following constraints (9), (10), and (11) is
NP-hard.

Consider an arbitrary instance of the minimum set cover
problem, consisting of an universal set U = {e},e,,...,e,},
series of subsets {S;,S,,...,S,,}. We construct the instance of
the maximum benefit problem corresponding to the instance
of the minimum set cover problem. We set the privacy
threshold 6, = oo and time threshold 7; = 27:1 I{pij |
pij > 6} for each W, which means there is no privacy
constraint and the time threshold equals to the number of
subregions where the participant goes. We construct the
workload the crowdsensing regions L = {L;,L,,...,L,},
J = UnJty--s T VIl = 1 regarding the universal set
U and participants {W;,W,,..., W, } corresponding to the
subsets. Each W, corresponding to S; associates with the
actual profile P, = {p;;, pjp> ..., Piu}- Set p;; = 6, Ve; ¢ S
otherwise Py =1 /IS;|, where [S;| is the element number of
S;. We should set the allocation of each W; as {t;1,t;5, ..., t;,},
Vp; = 0&,t; = 0; otherwise f;; = 1 for maximiz-
ing the benefit, for example, following our construction,
given ] = {1,1,1,1,1} and a W; with the actual profile
{6,1/3,1/3,1/3,8} and 7; = 3. Since using less participants
increases the benefit of the CSP, the allocation {0,1, 1,1, 0}
is more likely to maximize the benefit than {0,3,0,0,
0}.

Thus, finding the minimum set cover equals to finding an
allocation which covers all the tasks and selects the minimum
number of participants, i.e., achieving the maximum benefit.
As the reduction shown above, the formulated problem is NP-
hard.
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, Pin}> €ach time treshold 7
,tin) for each W,

profile {p;;, pip> - - -
Output: the allocation {¢t;,t;,,...

18: if A1) == 7; then each g, = 0;
19: if YW, A1; == 7; and 3]; > 0 then fails;

Input: participants {W,W,,..., Wy}, workloads {J}, ,, ..., ]y}, each community profile {ﬁc,»l’ﬁciz’ ..

1:  foreach W, do

2 seteachtijzo, je{l,2,...,N}, At; = 0;

3 compute A; = {a,1,a;,...,a;y} by P;

4: foreachJ; do

5: if J, <0 then can, = §';

6 else can; = Z;il a; * T3

7:  for each can; do

8 if can; < J; then fails;

9: while Y, J; > 0 do

10: update Can = {can,, can,, ...,cany};

11: Prio™* = {can, — J,,can, — J,,...,cany — Jn);
12: k = argmin prio'®*, prio/*®* € Prio"*;

13: for each W, do

14: if a, == 1 then {W;} — Priol™";

15: if Prioim = 0 then fails;

16: choose W, € Prioi{m with g = 1, minimum 27:1 @, and maximum 7; - At;
17: te=tp+ LA =An+1,], = - 1;

» Pc,n ) €ach actual

ALGORITHM 1: Task allocation without privacy preservation.

4.2. Overview of the Algorithm. Our task allocation algorithm
with privacy preservation, called TAPP, runs on the site of
the CSP. The CSP first receives original tasks from the data
requesters. It divides the original tasks into unit tasks and
merges all unit tasks according to associated subregions.
Then the framework analyzes the uploaded information
from participants. Then it acquires time thresholds, pri-
vacy thresholds, actual profiles, and community profiles.
By collecting all the inputs, the framework makes an allo-
cation strategy by following three phases: (i) allocating
tasks without privacy preservation, as shown in Algorithm 1;
(ii) modifying allocations with the privacy consideration,
as shown in Algorithm 2; (iii) reducing allocated partici-
pants by merging tasks of two participants, as shown in
Algorithm 3.

4.3. Task Allocation Phase. In this part, we introduce the
first phase of TAPP algorithm. It iteratively picks a unit task
according to the task priority and allocates the unit task
to a participant according to the participant priority. The
algorithm only considers the time constraints of participants
and ignores the privacy constraints. Generally, the algorithm
properly allocates all tasks to participants with no considera-
tion of the privacy preservation.

Combined with Algorithm 1, the algorithm first initializes
the allocations {t;;,t;,,...,t;x}, the total workload Art;, and
the set A; = {ay,ap,....a} for each W,. Each g; €
A indicates the active or inactive subregion of W;; ie., if
pij > 6,45 = 1; otherwise a; = 0. Then the algorithm
computes the set Can = {can;,can,,...,cany} in Lines
4~6, where &' is a very large number. Each can, denotes

the total available time of participants who are active in
subregion L;. It checks the worst case that the tasks are
unfinished, even if all participants cost all of their time in
one subregion (Lines 7 and 8). After this, it allocates one
union task to a participant step by step, until all tasks are
allocated.

In each step, the algorithm chooses a subregion and a
participant for task allocation. Specifically, it first updates the
set Can by the method shown in Lines 4~6. Then it computes

the priority of tasks associated with different subregions.

The priority set is Prio"* = {prio'®*, prio'®*, ..., priolsk},

where priof™* = can; — J,. We choose prio!®* indicates the
priority, since the tasks in a subregion with minimum excess
should first be assigned. For example, assume some J; = 10.
The subregion L; is the active subregion only for participants
W; and W;, which means only a; = 1and a; = 1. The
time threshold of W, and W, are 5, respectively. Thus we
can only allocate them spending all their time to finish tasks

in L; for a feasible allocation. So that the algorithm chooses

priof®* associated with Ly, the minimum one in Prio"**. For

each participant who contains active subregion L, it chooses
the participant W, that contains minimum number of active
regions and the maximum rest time. Then, the algorithm
allocates a unit task from J, to W; (Line 17). It sets all g;; € A;
for W;, when the workload for W; equals the time threshold.
This makes the participant who has no rest time never be
chosen anymore.

The allocation iterates until all the tasks are allocated.
Otherwise, it fails (Line 19). The allocation loop is the main

part of this algorithm, which costs O(H - ZII\:II J;) or O(N -
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Input: subregions {L,, L,,..., Ly}, participants {W;, W,, ...
workload A;

Output: the allocation {t;, ¢, ..., t;y} for each W,

1:
2
3
4:
5:
6.
7
8
9

10:

11:

12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:

update each A; = {a;,a;, ..., a;y} by P;
for each W, that Az; > 0 do
if D(Pi' I ﬁc,-) > 0; then {W;} — Danger;
each {W, | At; < 7, and W, ¢ Danger} — Safe;
sort W; € Danger by At in descending order;
sort W, € Safe by 7; — At; in ascending order;
for each W, € Danger do
compute case; = {c;,c,
while 3c; < 0 do

71> 722t ’Ci;\f};
I =argminc, S, =0, S, = 0;
for each W; € Safe do
if a; >0and Ar; <15
then compute cj;
else continue;
if c}, <0 then {W;} — S;;
. /! )
else if D(P; | ch) + c;'l <0,
then {Wj} — S,
if S, # 0 then
q = arg max(rj - AT]-),W]- €S
elseif S, # 0 then
q = argmax(7; — A1;), W; € Sy;
else fails;
tg =ty +LAT, = AT, + 15
ty=t;— LA, =A1, - 1;
if A'rq =1, then Safe deletes W_;
if D(Pi' I ﬁc,-) < 6; or A7, = 0 then break;

compute case; = {C;,Cy,...>Cnbs

, Wy}, each community profile {ﬁcil, EC;Z’ .. ,fci N> each

ALGorITHM 2: Allocation modification.

Input: subregions {L,, L,, ..., Ly}, participants {W,,W,,..., Wy}, workloads {J}, J,, ..., Jy}, each community profile
{ﬁc,-l’ﬁc,-z’ .. ,fCiN}, each actual profile {p;, pi,,. .-

Output: the allocation {t;;,,,,...,t;y} for each W,

1
2
3
4
5:
6
7
8
9

10: for each W, that Az, > 0 do
if D(Pi' I ﬁc,-) > 0, then fails;

11:

update each A; = {a;;, a;,...,a;y} by P;
for each W; do
for each W] that j # i do

if 7, - A7; > At;and A; covers A; then
tmp ={ty + 1.t + ..o tin H ik
compute P, , by tmp;
. ! )
if D(Ptmp I PC]_) < 6]- then
t; = tmp, AT; = AT; + At

eacht; =0, k € {1,2,...,N},ATj =0;

’PiN}

AvrGoriTHM 3: Allocation mergence.
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Zf\:’l J;) time. It finally costs O(H - Zfil J;) time in total, since
H is always much bigger than N in practice.

4.4. Allocation Modification Phase. We introduce the second
phase of TAPP in this part. We call the participant whose
privacy leakage is bigger than the privacy threshold as a
dangerous participant. In this phase, the algorithm modifies
the allocations among participants in order to reduce dan-
gerous participants. Specifically, the algorithm transfers some
workloads from dangerous participants to safe participants,
in order to make all participants safe.

Combined with Algorithm 2, the algorithm first updates
set A by the actual profiles. Then it checks all allocated
participants and adds dangerous participants in set Danger
(Line 2~3). The set Safe contains two kinds of partici-
pants: (i) the safe participants have some allocated tasks
but their workloads are less than the time threshold; (ii)
the participants have no allocated task. The algorithm sorts
the participants in Danger regarding to their workloads
in descending order. It sorts each participant W; in Safe
regarding 7; — A7; in ascending order. This means the
dangerous participants first choose safe participants with
allocated tasks, when they search for safe participants to
transfer their workloads. After these, the algorithm transfers
some allocations from dangerous participants to safe partici-
pants.

For each dangerous participant, the algorithm first com-
putes the set case; = {¢;,¢,,...,Cn}. Each ci; denotes
the variation of the privacy leakage if W; reduces a unit
task associated with L;. Moreover, we set ¢; = 8 if
there is no candidate safe participants to allocate an unit
task in L i where &' is a very large number. Thus, ci; <
0 means the privacy leakage will reduce if we reduce an
unit task in L; for W;. The algorithm iteratively transfers
a unit task associated with minimum ¢; to the candidate
safe participant, until the privacy leakage of the dangerous
participant is less than the threshold or its workload is zero
(Lines 9~27). Specifically, a candidate safe participant W,
should satisfy a; > 0 and A7; < 7, given the transferred
task associated with L;. Then it computes each cj+l (Lines
12~14), which is similar to cj_l. The difference is that c}rl is
the variation of the privacy leakage if W; adds an unit task
associated with L;. The algorithm chooses the candidate
w, according to the rest workload (Lines 18~22). Then the
algorithm transfers an unit task in L; from dangerous W, to
safe W,.

The algorithm attempts to modify the allocations of all
dangerous participants by the above transferring method. The
best case is that there is no dangerous participant after these
modifications. The time complexity of this phase is O(H - N -

Zﬂl J;) in total.

4.5. Allocation Mergence Phase. After the modification phase,
we introduce the allocation mergence phase of TAPP in this
part. The basic idea of this phase is that we can transfer all the
allocations of a W; to a W, if the time and privacy constraints
of W; are still satisfied. This procedure reduces the number

7
TABLE 2: Statistics for each city.
City # Active Users
Cleveland, OH, USA 332
Tempe, AZ, USA 342
Calgary, AB, Canada 428

of allocated participants; thus it increases the utility of the
CSP.

Combined with Algorithm 3, the algorithm first updates
each set A; by actual profiles. Then it iteratively checks
each participant pair (W;,W;), i # j whether all their
allocations can be merged and allocated to W. (Lines 2~
9). For each participant pair (W;,W,), the algorithm first
check the time constraint of VVj, where A j covers A; means
Baj = 0,ay = 1 (Line 4). The set tmp is the mergence
of all allocations (Line 5). Then the algorithm checks the
privacy constraint of W, if we allocate the tmp to W;. The
algorithm allocates the mergence to W, if the time and
privacy constraints are satisfied and allocates no task to W;
(Line 7~9).

The algorithm checks all allocated participants at the end.
If there still are some dangerous participants, the algorithm
fails. The time complexity of this phase is O(N - H?) in
total.

5. Evaluation

We evaluate the performance of TAPP towards a real-world
dataset from Yelp (https://www.yelp.com/dataset/challenge).
Yelp is a location-based service system where reviewers
publish reviews and comments for nearby businesses. In our
evaluation, we consider reviewers as participants, and reviews
as tasks. A review associates with a business, and the business
associates with a location.

Three cities are considered in our evaluation: Cleveland,
OH, USA; Tempe, AZ, USA; Calgary, AB, Canada. The user
activities in each city reflect different real-world situations.
Thus, these three cities are representative for evaluations.
Specifically, we focus on the active participants with more
than 30 reviews. The numbers of active participants in each
city are shown in Table 2. The area of each city is divided
into 3 by 3 grids. Since each review has a corresponding
grid, the participant’s actual profile is the ratio of reviews
located in each grid. We consider the participants of a city
belong to a community. The community profile for each
city is the average value evaluated from all the participants’
actual profiles. The cost for finishing a unit task is set to
1.

This evaluation focuses on two metrics: the number
of dangerous participants, and the utility of the CSP. A
dangerous participant is the one who has a privacy leakage
more than its privacy threshold at the end of allocation. The
number of dangerous participant is bigger than zero means
the allocation is unfeasible. However, this metric helps us
analyze the effectiveness of the allocation algorithm. Thus,
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FIGURE 2: The number of dangerous participants among different allocating methods.

we change Line 22 to “else break” in Algorithm 2 for the
evaluation.

The TAPP is compared with two baseline allocating
methods. Baselinel is the first phase of TAPP. Baseline2 is a
greedy allocating method. It prefers to allocate the maximum
J; to participants who have the active subregion L; and the
maximum time threshold.

5.1. General Performance. We validate the effectiveness of
TAPP in this part. The time threshold and the privacy
threshold are set as the same value for each participant,
respectively. Moreover, the privacy threshold ranges from 0.2
to 0.8.

Figure 2 shows the numbers of dangerous participants
in each city. As we can see, when the privacy threshold is
small, three algorithms suffer large numbers of dangerous
participants. However, the number of dangerous participants
in TAPP is averagely 76.23% less than Baselinel and Baseline2,

when the privacy threshold ranges from 0.2 to 0.4, because
the second and third phases of TAPP help to reduce the
dangerous participants. The TAPP acquires feasible allocating
solutions when the privacy threshold grows. Specifically,
TAPP gets feasible solutions after the privacy threshold
achieves 0.5, 0.5, and 0.6, respectively. Note that TAPP first
acquires a feasible solution in Calgary with bigger privacy
threshold than the other cities. It is because that the city with
more population, the profiles are more heterogeneous. Then
the algorithm performs relatively worse.

Figure 3 shows the utility of the CSP in each city. We treat
an allocating solution as a feasible solution for comparison,
even if it is unfeasible. Specifically, given H participants in
total and H' participants who have allocated tasks, the utility
of the CSP is H — H' in this evaluation section. Because
Baseline2 is based on the greedy strategy, the results of
Baseline2 are close to optimal if there is no privacy constraint.
The TAPP gets close to the results of Baseline2, when the
privacy threshold grows bigger. By further analysis between
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TAPP and Baselinel, the second and third phases of TAPP
averagely increase the utility 24.76% in three cities. Focusing
on the results in Calgary, the heterogeneity of profiles affects
the utility as well, since it affects the allocating solution.

5.2. Performance for Different Cases. In this part, we inves-
tigate the performance of TAPP for different types of task
distributions. The results indicate the effectiveness of our
algorithm under different task workloads. Specifically, we
set the requested tasks J° = {J,]5,...,J5} following the
distribution of the community profile, and the requested tasks
J“ = . J5,..., ]} following the uniform distribution.
J¢ and J* satisfy Zfil Ji = Zf\:’l Ji*. The results under J°
and J* are denoted as com-distribution and uni-distribution,
respectively. The rest settings are as the same as in Section 5.1.

Figure 4 shows the numbers of dangerous participants
under these two distributions. The privacy threshold under
uni-distribution is bigger than com-distribution, when TAPP

first acquires a feasible solution. This is caused by the privacy
constraint. The privacy constraint is based on the relative
entropy between the observed profile and the community
profile. Since J° follows the distribution of the community
profile, the algorithm is easier to acquire a solution which
satisfies the privacy constraint. Meanwhile, TAPP acquires
the first feasible solution under uni-distribution, when the
privacy threshold is a little bigger than it under com-
distribution. Comparing the results among three cities, the
heterogeneity of profiles affects the dangerous numbers under
different distributions as well.

Figure 5 shows the utilities of the CSP under these two
distributions. The utilities under uni-distribution are less
than com-distribution in all cases. This is because the task
allocation is based on the privacy constraint, which is strongly
related to the community profile. Since the com-distribution
follows the same distribution with the community profile,
the task allocation regarding the privacy constraint under
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the com-distribution is easier than the uni-distribution.
The TAPP tries to make the solution satisfying the privacy
constraint by allocating more participants, when given a
more strict task distribution. The utility increases 6.53% and
6.15% under different distributions in Tempe and Calgary,
respectively. Thus, the heterogeneity of profiles may not affect
the utilities under different distributions.

6. Conclusion

Since the crowds care more about their privacy disclosure in
recent years, the design of a task allocation algorithm should
consider the privacy preservation. In this study, we investigate
the algorithm of task allocation with basic considerations and
the spatial privacy consideration. The problem formulation of
task allocation is first presented. After that, we propose a task
allocation algorithm on CSP’s site with privacy preservation
based on the formulation. It consists of three phases, allocat-
ing tasks without privacy preservation, modifying allocations
with privacy consideration and merging the allocations. The

algorithm maximizes the benefit of the CSP, but meanwhile
preserves the special privacy of participants. Evaluation
results on utility and privacy aspects show the effectiveness
of our proposed algorithm.
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Broadcasting is a fundamental function for disseminating messages in multihop wireless networks. Minimum-Transmission
Broadcasting (MTB) problem aims to find a broadcast schedule with minimum number of transmissions. Previous works on
MTB in duty-cycled networks exploit a rigid assumption that nodes have only active time slot per working cycle. In this paper,
we investigated the MTB problem in duty-cycled networks where nodes are allowed arbitrary active time slots per working cycle
(MTBDCA problem). Firstly, it is proved to be NP-hard and o(In A)-inapproximable, where A is the maximum degree in the
network. Secondly, an auxiliary graph is proposed to integrate nodes’ active time slots into the network and a novel covering problem
is proposed to exploit nodes” multiple active time slots for scheduling. Then, a In(A + 1)-approximation algorithm is proposed for
MTBDCA and a (In(A + 1) + A)-approximation algorithm is proposed for all-to-all MTBDCA. Finally, extensive experimental
results demonstrate the efficiency of the proposed algorithm.

1. Introduction

Broadcasting is a fundamental function for many services in
wireless sensor networks (WSNs) [1, 2], such as data collec-
tion, code updating, and topology discovering [3-6]. Many
effective broadcasting algorithms have been investigated to
improve the network performance, while the total number of
transmissions is often taken as a measured metric. Obviously,
the smaller the number of transmissions is, the more energy
will be saved. Therefore, the Minimum-Transmission Broad-
casting problem (MTB), which tries to minimize the number
of transmissions, has got a lot of attentions from researchers.
In traditional wireless sensor networks where each node
always keeps awake, many broadcasting algorithms [7-15]
have been proposed. Since the MTB problem has been proved
to be NP-hard [7] and the aforementioned algorithms [7-
15] are approximate ones, they achieve high energy efficiency
during broadcasting.

However, it is well known that the duty-cycled scheme is
commonly adopted in wireless sensor networks to conserve
energy [16, 17]. In such working mode, each node switches

between the active state and sleep state cyclically. To save
energy, all the functional modules (such as sensing the envi-
ronment, sending, and receiving the messages) are turned
off in sleep state. As this working mode is much different,
the MTB problem in duty-cycled wireless sensor networks
needs to be reinvestigated and the following two issues should
be addressed: (1) A node may need several transmissions to
inform all its neighbors since the neighbors may be active at
different time slots. (2) How to construct the broadcast tree to
exploit nodes’ multiple active time slots for scheduling is also
a big challenge. In duty-cycled wireless networks, the MTB
problem is mainly studied by [18-21] currently. To reduce the
number of transmissions, these algorithms try to organize
the nodes with the same active time slot together, and they
provided a solution for the aforementioned Issue 1. However,
these methods exploit a strong assumption that all nodes can
be active only once in a working cycle. When each node can
be active arbitrary times per working cycle [16, 17, 22], these
methods cannot solve the aforementioned Issue 2 efficiently
and may result in a large redundancy.
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Thus, to avoid the above shortcomings, the MTB problem
in duty-cycled WSNs where nodes have arbitrary active time
slots per working cycle (MTBDCA problem) is studied in this
paper. To exploit nodes” whole active time slots, an auxiliary
graph is designed and a novel kind of node covering problem,
i.e., minimum schedule node covering problem, is proposed.
Finally, a In(A + 1)-approximation algorithm is proposed for
MTBDCA. The contributions of this paper are mainly listed
as follows.

(1) The MTBDCA problem is firstly formulated and
proved to be NP-hard and o(In A)-inapproximable, where A
is the maximum degree in the network. An auxiliary graph
is designed to integrate nodes active time slots into the
network.

(2) In order to exploit nodes’ whole active time slots
for scheduling, a novel kind of node covering problem, i.e.,
minimum schedule node covering problem, is proposed and
proved to be NP-hard. An approximate algorithm is proposed
to solve it.

(3) An approximation algorithm with ratio of In(A + 1) is
proposed for MTBDCA, where A is the maximum degree in
the network. An (In(A + 1) + A)-approximation algorithm is
also proposed for all-to-all MTBDCA problem.

(4) The extensive simulations verify that the proposed
algorithm can achieve high performance in terms of energy
efficiency.

Compared to the conference version [23], this paper
not only investigates the all-to-all MTBDCA problem and
provide a (In(A + 1) + A)-approximation algorithm for it but
also provides more details on the theoretical analysis, such
as the proof of the NP-hardness of the Minimum Schedule
Node Covering problem and the correctness of the broadcast
tree construction algorithm, which are important for the
completeness of the proposed methods. Additionally, the new
experiments are also conducted to show some new findings
of the proposed methods.

The rest of this paper is organized as follows. The related
works are introduced in Section 2. Section 3 gives the net-
work model and problem definition. The proposed approx-
imate algorithm for MTBDCA is presented in Section 4. The
simulation results and conclusion are given in Sections 5 and
6.

2. Related Works

The Minimum-Transmission Broadcasting (MTB) problem
has drawn a lot of attentions from researchers. When each
node always keeps awake, the MTB problem in WSNs are
mainly studied by [7-15]. The NP-hardness of MTB problem
was first proved in [7], where a tree-based structure is used
to disseminate the messages. After that, the MCDS-based
(Minimum Connected Dominate Set) scheme is used to
further reduce the redundancy by minimizing the number
of senders in the broadcast tree [8-10]. Lou et al. [11, 12]
proposed a Dominant Pruning scheme and a quasi-local
forward-node-set-based scheme to reduce the redundancy.
The multipoint relay scheme is introduced for MTB in [13-
15], which can determine a small set of forwarding nodes in
a localized way. Since CDS is the core of the algorithms for
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MTB, Wan et al. proposed an 8-approximation algorithm in
[24]. With a two-phase constructing approach, they reduced
the approximation ratio to 6.8 in [25]. Recently, the CDS con-
struction problem in battery-free WSNs and the weakly CDS
construction problem are studied in [26-28]. However, these
methods are unsuitable for duty-cycled wireless networks.

In duty-cycled wireless networks, the MTB problem
are studied in [18-21]. The MTB problem in duty-cycled
networks was first proved to be NP-hard in [18]. In [18], a
centralized 3(In A + 1)-approximation algorithm is proposed
by exploiting a set covering technique. After that, the authors
in [19, 20] proposed a level-based scheduling framework
and constructed the backbone according to nodes’ level
information to reduce the number of transmissions. Recently,
the authors in [21] found that the number of transmissions
can be further improved if a depth-first search is conducted
on the forwarding nodes. Based on this, they proposed an
efficient broadcasting algorithm outperforms the previous
ones. However, these methods all assume that all nodes
can active only once in a working cycle, which limits their
application. When each node has multiple active time slot in
a working cycle, the efficient algorithms have been proposed
for multicasting [16, 29], flooding [22], data aggregation [17],
and beaconing [30] in the duty-cycled networks, respectively.
Thus, it is very necessary and meaningful to study the
MTBDCA problem.

3. Problem Definition

Let G = (V, E) denote a duty-cycled WSN, where V = {1,2,
...,n} denotes all nodesand E = {(u,v) | 1 < u,v < n &
u # v} denotes the neighborhood relationship among nodes.
As discussed before, each node owns two states in such
network, i.e., the sleep state and the active state, and switches
between these two states cyclically. Let 7 denote a working
cycle which includes || time slots with same length, i.e.,
W = {0,1,2,...,|%| — 1}. And assume 7% (u) denote the
working plan of node u, which is defined as the set of the active
timeslotsofu, i.e., W' (u) = {t;,t,,...,t;} €{0,1,...,|#|-1}.
If node u wants to receive a packet, it can only receive it when
it is active (i.e., the time slot t € % '(u)). When it wants to
send a message, it can choose a time slot when the receiver is
awake to switch to the active state. The duty cycle is calculated
as |7 (u)|/|7|. Table 1 lists the major symbols used in this
paper.

As for MTB problem in duty-cycled WSNs, one not only
needs to construct a broadcast tree which is rooted at the
source node s, but also computes the Transmitting Schedule of
each nonleaf node to informs its children while the number
of transmissions is minimized. Before giving the formal
definition of Transmitting Schedule, some notations used in
this paper should be clarified. Assume NB(u) denote the set
of u’s one-hop neighbors in G. And let T denote the broadcast
tree; nl(T) and ch(u) denote the set of nonleaf nodes and the
set of u’s children in the broadcast tree, respectively. Then we
can have,

Definition I (transmitting schedule). Given any node u € V,
let sch(u) = [u,t,ch(u,t)] denote node u’s one transmitting
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TABLE 1: Symbols and notations.

Notation Description

G = (V,E) a duty-cycled WSN

n the number of nodes in the network

w a working cycle

W (u) node u’s working plan

sch(u) node u’s transmitting schedule

ch(u,t) the set of node u’s children which can be reached at time ¢
ch(u) the set of all child nodes of node u

S(u) all the transmitting schedules of node ©

T the broadcast tree of G

§ =(T,8(T)) the broadcast schedules of G

¢ =(V".E) the auxiliary graph of G

a,; the i-th schedule node of v

a,;.p the schedule node a, ;s primary node

a,;.t the schedule node a,, ;s transmitting time slot
R(a,;) the set of primary nodes which can be reached by a, ;
Ag the set of schedule nodes for the MSNC problem
Ap the set of all primary nodes of whose schedule node in A
L(u) the level of node u

T, the subtree rooted at node u

NB(u) the set of node ’s neighbors

1 the average number of neighbors in G

A the maximum node degree of G

schedule, in which for any node v € ch(u, t), we have (u,v) €
Eand t%|%'| € W (v).

Given a transmitting schedule sch(u), it means that
node u can deliver the message to all the nodes in ch(u,t)
through only one transmission at time slot t. To receive the
message, each node v € ch(u,t) is able to wake up at time
slot t (t%|%'| € % (v)). Note that a node may have several
transmitting schedules, then we can find that ch(u) =
Uschesw) sch(u).ch(u, t), where & (u) is the set of all trans-
mitting schedules of u.

Thus, the MTB problem in duty-cycled WSNs where
nodes have arbitrary active time slots per working cycle
(MTBDCA) is to compute a broadcast tree T' and calculate
one or several transmitting schedules for nonleaf nodes in
the broadcast tree, i.e., &(T), with minimum number of
transmissions. The broadcast tree T and the transmitting
schedules of each nonleaf node &(T') are called a broadcast
schedule. It can be formalized as follows.

Input:

(1) A duty-cycled network G = (V, E) and a source node
s.
(2) The working plans for all nodes, i.e., {7 (v) | Vv € V}.
Output: The broadcast schedule &,,;, = {T, (T}, where
S(T) = {S(u) | Yu € nl(T)}, where

(1) T is rooted at the source node s and spanning all of
the nodes in V.

(2) For any sch(u) € S(u) and S(u) € S(T), sch(u)
satisfies the conditions in Definition 1.

(3) The number of total
> saesr) 1S @], is minimized.

transmissions, i.e.,

Theorem 2. The MTBDCA problem is NP-hard and there
exists no polynomial-time approximation algorithm with
ratio of (1 — o(1))InA for MTBDCA unless NP ¢
DTIME(nCP181°8™) ywhere A is the maximum degree in the
network.

Proof. We prove the NP-hardness of MTBDCA by showing
that the Minimum Set Cover (MSC) problem can be mapped
to one of its special cases. It has been proved that the MSC
problem [29] is NP-hard and there exists no polynomial-
time algorithm with ratio of (1 — o(1)) In N unless NP ¢<
DTIME(n®1°81°8™) where N is the size of the MSC problem.
Consider a special case of MTBDCA, where there is only one
source node s along with its neighbors in the network and all
the neighbors are only connected to s. Thus, source node s
can choose a set of active time slots to cover all its neighbors.
In this case, the MTBDCA problem is equivalent to the MSC
problem. The theorem is proved. O

4. Approximation Algorithm for MTBDCA

In this section, we will introduce an algorithm with approx-
imation ratio of In(A + 1) for MTBDCA, which includes
the following steps: (1) The auxiliary graph is designed and



{1,3}

{2} {3,5}

JES

()

Wireless Communications and Mobile Computing

(b)

FIGURE 1: An example of the auxiliary graph. Figure 1 is reproduced from Chen et al. (2018) (under the Creative Commons Attribution

License/public domain).

constructed to integrate nodes’ active time slots into the
network. (2) A Minimum Scheduling Node Covering problem
is designed for multiple active time slot scheduling and
an approximate algorithm is proposed for it. (3) A pseudo
broadcast tree which contains nodes” schedule information is
obtained on the constructed auxiliary graph. (4) A broadcast
schedule for MTBDCA problem is computed according to the
pseudo broadcast tree.

4.1. Constructing an Auxiliary Graph. In order to inte-
grate nodes’” working plan into the network and construct
the broadcast tree, an Auxiliary Graph is first designed
based on the duty-cycled network G. Different from the
duty-cycled network, a new kind of node is introduced
in the auxiliary graph, i.e., Schedule Node. It is used
to calculate the transmitting schedules for the nonleaf
nodes.

In this paper, let a, denote a schedule node of u (u € V)
(For simplicity, node u is called the primary node of a,).
Each schedule has two properties, i.e., (a,.p, a,.t), where a,,.p
denotes the schedule node’s primary node and a,,.t denotes
its transmitting time slot. The auxiliary graph is defined as
follows.

Definition 3 (auxiliary graph). Given a duty-cycled network
G = (V,E), the auxiliary graph & = (V',E') is a directed
graph which contains nodes’ active time slots. The set V'
includes two kinds of nodes (primary node and schedule
node) and E' is the set of all edges. They are constructed as
follows:

(i) Initially, V' = V, E' = 0.

(ii) For any node u € V and time t' € |, npq) 7' (), we
create a schedule nodea,; (1 <i<| UveNB(u) W )|).
Its two properties are set as (u,t') (i.e., a,;.p =uand
a,;t = t'). Let Y(u) denote the set of u’s schedule
nodes, and then V' = V', ., Y(w).

(iii) For any node u € V and schedule node a,,; € Y(u),
create an edge from u to a,, ;. Let E ={(u, a,;)la,;€
Y(u)}, then E' can be updated as E' = |, E.,.

(iv) Let v be a one-hop neighbors of u in G. For each
schedule node a,; € Y(u), add an directed edge
(a,;;v)in @ ifa, .t € W(v). Let R(a,;) denote the
set of such node v. Actually, it denotes the nodes can
bereachedbya, ;.p attimeslota,;.t. And we can have

E’ = EI UuGV{Uﬂu,iEY(u) E;u,i}’ where E;u,i = {(au,i’ V) |
v € R(a, )}

Note that, the auxiliary graph is directed, where the edges
are either started from the primary node u to its schedule
nodes in Y(u), or started from a schedule node a,,; to the
primary nodes it can reach at time a,;.t, ie., R(a,;). For
example, there is a simple duty-cycled network in Figure 1(a)
and the number in the braces denotes nodes’ working plan.
According to Definition 3, its auxiliary graph is constructed
as in Figure 1(b). As for node v, there are two neighbors
and the union of the active time slots of these neighbors
are {1, 3, 5}. Then, three schedule nodes a,,, a,, and a, ; are
created, and their properties are set as (v, 1), (v, 3) and (v, 5).
As we can see time slot 1 is only included in the working plan
of node u, then there is an edge from node v to a,, and an
edge from a,; to node u. The pseudo code for constructing
the auxiliary graph is shown in Algorithm 1.

The size of the auxiliary graph is analyzed in Theorem 5.

Lemma 4. Any schedule node in the auxiliary graph & can
connect to at most A primary nodes.

Proof. According to Definition 3, a schedule node a,; is
connected to u’s neighboring nodes which have the active
time slot a,,;.t in its working plan. Obviously, there are at
most A such nodes. Since the auxiliary graph is directed,
thus, the schedule node a,,; can connect to at most A primary
nodes. O
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OV — V,E — 0

(2) for Vu € V do

B S— |J 7wy
veNB(u)

4) i—1

(5) forVt € Sdo

(6) V' =V'Uuia,}

(7) E'=E' U{(wa,)h

(10) for Vv € R(a,;) do
(1 E'=E' u{a,;,k
(12) end for

(13) Pe—i+1;

(14) end for

(15) end for

(16) return &;

Input: The duty-cycled network G = (V, E), and the source node s;
Output: The auxiliary graph @ = (V', E');

(8) AP — Uy a, .t — t';
9) R(a,;) «— {v|v e NB(u)&a, .t € W)}

ArGoriTHM l: Algorithm for constructing the auxiliary graph.

Theorem 5. The number of nodes and edges in the auxiliary
graph & are at most (1 + |'|) x nand (1 + A) x n x |W|,
respectively, where |%'| denotes the length of a working period
and n = |V| is the number of nodes of the original graph.

Proof. Firstly, according to Definition 3, a schedule node is
created for each primary node u and each time slot t €
Uvengw) 7 (v). Since there are at most |%] time slots in
Upe NBw) 7 (v), then there are at most | 7%/| schedule nodes for
each primary node. Thus, the number of nodes in & can be
calculated as

|V'|:|V|+|VS|:n+ YW <n+nx|W|
uev
¢y
<(1+|7))xn

where |V| is the number of schedule nodes.

Secondly, for any primary node u, there is an edge
between u and a,,; (a,; € Y(u)) according to Definition 3,
which is included in E; And for any schedule node a,,;, there
are at most A edges from a,,; to the primary nodes in R(a, ;).
Then, we can have

- JE) | { U H
uev ueV | a,; €Y (u)
)
<Y Y@+ Y (Y @) xA)
uev uev
<(A+A)xnx|#|
O

4.2. Minimum Schedule Node Covering Problem. In this
subsection, we will introduce a new kind of problem, i.e.,
Minimum Scheduling Node Covering problem. It tries to cover

all the nonsource primary nodes in the auxiliary graph with
minimum schedule nodes. The new problem can be defined
as follows.

Definition 6 (minimum schedule node covering problem
(MSNC)). Given a source node s and an auxiliary graph &,
the MSNC problem is objected to compute a set of schedule
nodes, i.e., Ag, which satisfies the following conditions:

(1) For each node u € V &u # s, there must exist
a schedule node in Ag, i.e., a,, which satisfies that
u € R(a,) (R(a,) is the set of primary nodes which
can be reached by a,).

(2) The size of Ag, i.e., |Agl, is minimized.

Theorem 7. The MSNC problem is NP-hard and there exists
no polynomial-time approximation algorithm with ratio of (1—-

o(1))In A for MSNC unless NP C DTIME(n®U°81o8m)

Proof. We prove the NP-hardness of the MSNC problem by
showing that the MSC problem can be mapped to one of its
special cases. For example, Figure 2(a) gives an example of
MSC, in which U = {d,,d,,...,d,} is the universe of all n
elements and set S = {S,,S,,...,S,,} denotes m subsets of U.
An edge is created between d; and S if d; (1 < i < n) €
Sk (1 £ k < m). The MSC problem is then to calculate a set
of minimum nodes from § to cover all the nodes in U.

To prove the NP-hardness of MSNC, a simple graph with
a source node s and its neighboring nodes d; (1 < i < n) is
constructed. The working plan of each node is set as follows:
(1) Initially, the working schedule of d; (1 < i < n) is set null;
2)Ifd;, 1<i<n)eS, (1<k<m)then?(d;) =W (d;) U
{k}. Then, the corresponding auxiliary graph is shown in
Figure 2(b), where S;, (1 < k < m) denote the schedule nodes.
Then the MSNC problem is equivalent to the MSC problem,
which is proved to NP-hard. The theorem is proved. O



d;

d;
(a) The MSC problem

ds

{1.2}

Wireless Communications and Mobile Computing

(b) The MSNC problem

FIGURE 2: The example of MSNC problem. Figure 2 is reproduced from Chen et al. (2018) (under the Creative Commons Attribution

License/public domain).

Input: The auxiliary graph &, and the source node s;
Output: The set of schedule nodes Ag;

D)V, —V-{s}, Ag — 0

(2) V, «— all the schedule nodes in &;

(3) while V,#0 do

(4) a, = argmax |R (a,)nV,
a, €Vs

(5)

>

Ay — AgUda};

(6) V,—V,- (R(a,) N VP);
7)) Vi—V,—{a}

(8) end while

(9) return Ag;

ALGORITHM 2: Approximate algorithm for MSNC problem.

To solve the MSNC problem, we exploit the greedy
set covering method [31] and choose the schedule node
iteratively. Initially, Ag is set @ and V), is set V' — {s}. In
each loop, the schedule node which has maximum adjacent
uncovered primary nodes, i.e., a, = argmax , .y, [R(a,) NV,
is found. Then, the schedule node g, is added to Ag, i.e.,
Ag = AgU{a,}, and the covered primary nodes are removed
from V. This process repeats until there are no uncovered
primary nodes in V,. The detailed procedure is shown in
Algorithm 2. Since a schedule node can connect to at most A
primary nodes, then Algorithm 2 can have an approximation
ratio of In(A + 1) [31].

4.3. Generating the Pseudo Broadcast Tree. After obtaining
the set of schedule nodes Ag, a Pseudo Broadcast Tree in the
auxiliary graph is then constructed to connect all schedule
nodes in Ag and these schedule nodes’ primary nodes. The
pseudo broadcast tree is mainly constructed by two steps: (1)
The schedule nodes in A and their primary nodes are first
organized into several subtrees; (2) These subtrees are then
merged into one primary tree.

Assume L(v) is the level of each node v (including the
primary nodes and schedule nodes in the auxiliary graph).
The above step (1) works as follows.

Initially, the level of source node s is set 0, i.e., L(s) = 0.
Then, a breadth-first search is conducted from s level by level.

Second, let Ap = {a,.p | a, € Ag} denote the set of
primary nodes whose schedule nodes is in Ag. If s is not
included in A p, add sinto Ap, ie., Ap = Ap U {s}.

Third, let u be the primary node with the smallest level in
Ap and T, denote the subtree rooted at u. Add u into T, at
the beginning, i.e., T,, = T,, U {u}. Then we can construct T,
by the following:

(1) For any primarynode minT,,N A p, let Ag(m) = {a, |
a, € A¢&a,.p = m} be the set of schedule nodes
which are contained in A and their primary node is
m.

(2) For any schedule node a,, € Ag(m), add it into the
subtree T,, i.e., T,, = T, U {a,,} and create an edge
from m to schedule node a,,,. Let n be a primary node
in R(a,,) and not included in any subtrees, add it into
subtree T,, i.e., T, = T,, U {n} and create an edge from
schedule node a,, to n.

(3) Delete the primary node m from Ap, i.e., Ap = Ap —
{m}.

The above three steps repeat until there are no nodes in
T, N Ap. Then, we will choose another primary node with
the smallest level in A, to begin the above process. Note that
several subtrees may be generated in this step. Finally, when
Ap is empty, all the schedule nodes in Ag and the primary
nodes in A p are included in these subtrees.

Next, we will introduce the method to merge these
subtrees.

Let TR denote the set of roots of these subtrees and the
source node s is also included in TR. The objective of this
process is to merge all the subtrees into the tree which is
rooted at s, i.e., T,. Note that T, may include only one node at
the beginning. Delete s from TR. The merging process mainly
works as follows.

Casel. IfthereisanodeminT,and one of its schedule nodes,
i.e., a,,, that can cover most root nodes in TR, then create an
edge from m to a,,, and connect these root nodes in TR to
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T

FIGURE 3: The example of the merging process. Figure 3 is reproduced from Chen et al. (2018) (under the Creative Commons Attribution

License/public domain).

schedule node a,,,, which is shown in Figure 3(a). Delete these
root nodes from TR.

Case 2. Assume u is the root node with the smallest level in
TR. There must exists a neighbor of u (i.e., x € NB(u)) in the
original graph and the primary node x is not in T. But it can
be reached by a primary node in T, i.e., m, just as the example
shown in Figure 3(b). Let the schedule node of m which can
reach x be a,,, i.e., x € R(a,,). Create an edge from m to a,,
and an edge from a,, to x. After that, let the schedule node
of x that can reach u be a,, then create an edge from x to a,,
and an edge from a, to u. Let the subtree contains x be T;
remove node x from T,,. Delete u from TR.

The above process repeats until all the subtrees are added
to T, either by Case 1 or Case 2. And then the pseudo
broadcast tree is constructed completely. The correctness of
this merging process can be verified by Theorem 10.

Lemma 8. Let | denote the level of node x in the auxiliary
graph. If x is a primary node, then l is even, and if x is a schedule
node, then | is odd.

Proof. First, we prove that if x is a primary node, then /
is even. It can be easily verified that there exists a level of
schedule nodes between two contiguous level of primary
nodes when conducting the breadth-first search initiated
from the source node s. Since the level of the source node s is
0,i.e., L(s) = 0 at the beginning, then all the schedule nodes of
smust be level 1, and then the primary nodes reached by these
schedule nodes have the level 2. Actually, let the hop-distance
from a primary node u to node s in the original network be
k, then we can find the level of the primary node u in the
auxiliary graph must be 2k, which is even.

Second, since the schedule nodes can only be reached by
its corresponding primary nodes, whose level is even, then
the level of the schedule nodes must be odd.

Therefore, in the generated breadth-first tree, the level of
the primary nodes is even and the level of the schedule nodes
is odd. O

Lemma 9. For any node v in the subtree rooted at node u, i.e.,
T,, we have L(v) = L(u) — 2.

Proof. First, we prove that, for any primary node v in the
subtree rooted at node u, we have L(v) > L(u) — 2. According

to the construction of subtree, we can find that the root node u
must be a primary node in A ,. Since one of its schedule nodes
can reach a node whose level is less than u, i.e., w, then we can
have L(w) = L(u) —2. Assume there exist a primary node, i.e.,
w, that L(w) < L(u)-2. Then there must exist a schedule node
a, in A that covers primary node w. According to Lemma 4,
then we can have L(w) - 1 < L(a,) < L(w) + 1, that is,
L(a,) < L(u)-3. Thelevel of the primary node of the schedule
node a,, i.e., x, can be calculated as L(x) = L(a,) + 1, which
is less than L(u) — 2. Since a, is in A, then we can also have x
is in A p. However, when subtree T, is constructed, primary
node u has the smallest level, then we have L(x) > L(u), which
is a contradiction. Therefore, the level of all the primary nodes
is no less than L(u) — 2.

Second, since the level of the schedule nodes are larger
than level of its primary nodes, thus, the level of all schedule
nodes is also no less than L(u) — 2.

Therefore, for any node v in the subtree rooted at node u,
we have L(v) > L(u) — 2. The lemma is proved. O

Theorem 10. For any subtree rooted at node u, it can be
merged into T

Proof. First, according to the merging process, if there exists a
schedule node a,,, whose primary node is included in T, and
can reach node u, then the subtree rooted at node u will be
merged into T as in Case 1.

Second, we will prove that if there does not exist such
a schedule node, then there must exists a primary node m
as in the Case 2. Let the set of the primary nodes whose
level is less than the one of u and can reach node u by some
of their schedule nodes be Pup(u). Then, there must exist a
primary node in T, i.e., m, whose level is less than the one of
Pup(u), and can reach some node in Pup(u), i.e., x, by some
of its schedule nodes. According to Lemma 9, the level of the
primary nodes in P, ,(u) is L(u) — 2. Obviously, we can have
L(m) = L(u) — 4. Let the subtree contain node m be T,,.
According to Lemma 9, then we can have L(w) < L(m) + 2 <
L(u) — 2. Since the primary node with the smallest level is u,
then the subtree T, and node m must have been included in
T,, which means the primary node m is existed.

Therefore, the subtrees except T, can be added to the
primary subtree T either by Case 1 or Case 2. The theorem
is proved. O
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Input: The duty-cycled network G and the source node s;
Output: The broadcast schedule &;

primary nodes in the auxiliary graph &;

(6) return The broadcast schedule §;

(1) Constructing the auxiliary graph & as in Section 4.1 by integrating nodes’ active time slot into the network;
(2) Exploiting Algorithm 2 for the MSNC problem to obtain a minimum number of schedule nodes, i.e., Ag, to cover all the

(3) Calculating a set of subtrees as in Section 4.3 with the scheduled nodes in A ¢ to connect all the primary nodes in &;
(4) Merging all the subtrees into a pseudo broadcast tree which contains the scheduling information of all nodes, i.e., T;
(5) Transforming the pseudo broadcast tree T, to a broadcast schedule, i.e., & = {T, S(T)};

ALGORITHM 3: Approximate Minimum-Transmission Broadcasting.

4.4. Calculating the Broadcast Schedule. Actually, the pseudo
broadcast tree constructed in the above subsection not only
includes the information of the broadcast tree but also
the scheduling information of nonleaf nodes. It can be
transformed to the broadcast schedule (including a broadcast
tree T'and the transmitting schedules of nonleaf nodes) easily.

First, the broadcast tree T' can be obtained by removing
all the schedule nodes and create an edge from its father to all
of its child nodes in the generated pseudo broadcast tree T\.

Second, the transmitting schedules of nonleaf nodes in T,
i.e., §(T') can be obtained according to the schedule nodes in
the pseudo broadcast tree. That is, for each schedule node a,,
in T, a transmitting schedule for node a,,.p, i.e., [a,.p,a,.t +
X * (%, ch(a,)] is added in §(T), where ch(a,) denotes the
set of children of schedule node a, in T, and y is used for
collisions avoiding [32, 33] and data freshness guaranteed
during broadcasting, which can be just set as the level of node
u in the new broadcast tree T'.

Now, the complete Approximate Minimum-Transmission
Broadcasting (i.e., AMTB) algorithm for MTBDCA prob-
lem is introduced and the detailed procedure is shown in
Algorithm 3.

4.5. Performance Analysis of AMTB Algorithm. The correct-
ness of AMTB is proved in Theorem 11, where the proof can
be found in the conference version [23].

Theorem 11. The broadcast schedule generated by AMTB is
complete and correct.

Theorem 12 gives the lower bound of MTBDCA problem.
The approximation ratio of AMTB is proved in Theorem 13
and the proof of this theorem is available in the conference
version [23].

Theorem 12. The lower bound on the number of transmissions
of any optimal broadcast schedule for MTBDCA is at least
|[Agl/In(A + 1), where |Ag| denote the size of the obtained set
of schedule nodes by Algorithm 1.

Proof. Assume OPT is the size for any optimal schedule for
MTBDCA problem. To finish the broadcasting process, all
nodes except the source need receive the messages from some
intermediate nodes. It means all the primary nodes in the
auxiliary graph except the primary node of the source need to

be covered at least once, then we can get OPT > |A‘;P ‘|, where

IA‘;P ‘| denote the size of any optimal schedule for MSNC
problem. According to the above analysis, |[Ag| < IA‘;P t| .

In(A + 1). Thence, we can get OPT > IAosptI > |Agl/In(A+1).
The theorem is proved. O

Theorem 13. The approximation ratio of AMTB is at most
In(A + 1).

Lemma 14. The time complexity of Algorithm 2 is at most
o).

Proof. Since there are at most (1 + |%']) * n schedule nodes
in the auxiliary graph according to Lemma 8, then step (4) in
Algorithm 2 takes at most O((1 + |7']) = n) = O(n) time (|7
is often a constant). And there are at most #n—1 primary nodes
need to be covered, then the step (3) to (8) takes at most on?)
time. Thus, the time complexity of Algorithm 2 is O(r*). [J

Theorem 15. The time complexity of AMTB is O(n?).

Proof. First, according to Lemma 8, it takes at most O(1+A) x
nx |7’ time to construct the auxiliary graph. Since A and |7/
are often constant, then Algorithm 1 takes at most O(n) time.

Second, according to Lemma 14, it needs at most on?)
time to return a set of minimum schedule nodes for MSNC
problem.

Third, to construct the pseudo broadcast tree, several
subtrees are first generated and then these subtrees are
merged into a single tree. Since there are at most O(n) root
nodes, and each subtree takes at most O(#n) time, then it takes
at most O(#”) time to generate the subtrees. To merge these
subtrees, one need to choose a subtree to merged into T at
each step, which takes at most O(n) time, and there are at most
O(n) subtrees. Thus, it takes at most O(n?) time to merge the
subtrees.

Finally, the broadcast schedule can be obtained by search-
ing the broadcast tree, which takes at most O(n) time.

Therefore, the time complexity of AMTB is O(rn+n? +1n” +
n) = O(n?). O

4.6. Discussion of Algorithms for All-to-All Broadcasting Prob-
lem. In the above subsections, the Minimum-Transmission
Broadcasting problem with only one source node is investi-
gated. Despite the one-to-all broadcasting problem, the all-
to-all broadcasting problem is also very important in wireless
networks [34], which is aimed at distributing the messages
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from all the nodes to all the other nodes. Similar as in [34],
we assume the size of messages is unbounded. Then the above
AMTB algorithm can still give an upper bound for the all-
to-all MTBDCA problem. It mainly works as follows. First,
all the messages are aggregated to a center node with the
data aggregation technique in [17]. Second, the aggregated
messages can be delivered to all the other nodes with the
AMTB algorithm. The proposed algorithm can achieve an
approximation ratio of In(A + 1) + A, which is shown in
Theorem 16. As for the more efficient algorithms for all-to-all
MTBDCA problem, it will be investigated in our future work.

Theorem 16. The approximation ratio of the proposed algo-
rithm for all-to-all MTBDCA problem is In(A + 1) + A.

Proof. Let OPT, and OPT, be the number of transmissions
of the optimal solution for the all-to-all and one-to-all MTB-
DCA problem, respectively. In the above algorithm for all-
to-all MTBDCA problem, the data aggregation process takes
at most n — 1 transmissions, and the broadcasting process
takes at most In(A + 1) x OPT; transmissions according
to Theorem 13. Then the total number of transmissions is
n—1+In(A + 1) x OPT}. In addition, each node covers at
most § neighbors in the AMTB algorithm, then we can have
OPT, x A < n.Since OPT, must be larger than OPT, then we
can have (n—1+(A+1)xOPT,)/OPT, < (OPT, x A+In(A +
1)xOPT;)/OPT; < In(A+1)+A. The theorem is proved. [

5. Simulation Results

In this section, we will evaluate the performance of AMTB
through extensive simulations. In the experiments, AMTB is
mainly compared with the following algorithms.

First, the existing algorithms designed for MTB problem
in duty-cycled networks, including the classical one, i.e.,
CSCA [18] and the recently proposed one, i.e., BRMS [21], are
both evaluated to demonstrate that the AMTB algorithm can
benefit from scheduling with nodes’ all active time slots.

Second, two baseline algorithms, i.e., CDS-based (Con-
nected Dominate Set) algorithm and SPT-based (Shortest
Path Tree) algorithm, are also implemented. In such two
algorithms, a CDS-based and SPT-based broadcast tree is
constructed firstly. Then, to reduce the number of transmis-
sions, we calculate the transmitting schedules of all forward-
ing nodes in the broadcast tree optimally by enumerating all
the possible results.

In the simulations, we mainly focus on the performance of
the number of transmissions of each algorithm under various
network topologies. Similar as in [30], the Networkx [35]
tool was used to test more complex networks and generate
different network topologies, where the number of sensor
nodes is set from 100 to 400. The duty cycle of each node is
set from 10% to 35% and the nodes’ working plan is generated
randomly to satisfy a wide range of configurations. In all the
simulation results, each plotted point represents the average
0f 100 executions.

5.1 Impact of [W|. First, the performance of each algorithm
under different length of working cycle (i.e., |7) and

number of nodes (i.e., N) is evaluated. In this group of
experiments, the duty cycle is set 20% and the average
number of neighbors of each node is set 5.

Figure 4 shows the number of transmissions of each
algorithm when we vary the length of working cycle under
different network size. The number of nodes in Figures
4(a), 4(b), 4(c), and 4(d) is set as 100, 200, 300, and 400,
respectively. In all scenarios, the number of transmissions
of AMTB is much less than the one of other algorithms.
Compared to the recently proposed BRMS algorithm, the
number of transmissions of AMTB is decreased by 50%
on average. This is mainly due to AMTB can exploit the
whole active time slots among all neighbors for scheduling to
reduce the number of transmissions. Additionally, although
the CDS-based and SPT-based methods consider multiple
active time slots during scheduling, they perform even worse
than BRMS. This demonstrates that the performance can be
still be worse even exploiting the optimal scheduling method
if the broadcasting tree is not constructed well. Thus one must
choose the forwarding nodes carefully when constructing the
broadcasting tree.

Another finding is that when the length of working
cycle is increased and the duty cycle remains unchanged,
the number of transmissions of BRMS and CSCA method
is even more, while the one of the algorithms exploiting
multiple active slots for scheduling, i.e., AMTB, SPT-based,
and CDS-based method, is reduced. This is due to CSCA
and BRMS methods only exploit nodes’ first active time
slot for scheduling. However, the number of neighbors who
shares the same active time slot may be reduced when |7/] is
increased. Actually, the number of active time slots in nodes’
working plan is increased, and AMTB, SPT-based and CDS-
based method can benefit from the increased active time slots
to reduce the number of transmissions.

5.2. Impact of Duty Cycle. In this simulation, the performance
of each algorithm under different duty cycle is compared. The
length of nodes’ working cycle is equal to 20.

Figure 5 shows the number of transmissions of each
algorithm under different duty cycle. The number of nodes
is set from 100 to 400, and the results are shown in Figures
5(a), 5(b), 5(c), and 5(d). As we can see, AMTB perform
much better than all the other methods in all scenarios, which
demonstrates its efficiency for MTBDCA problem. The SPT-
based method still performs much worse than the others. This
demonstrates that the SPT-based method may be not suitable
for MTB problem in duty-cycled WSNs.

Another finding is that both the number of transmissions
of the existing methods (BRMS and CSCA) and the one of
AMTSB is improved when we increase the duty cycle. This
is because the probability of the first active time slot of
neighbors being the same is increased when the duty cycle
is increased (which means the size of node’s working plan is
increased). Note that, if we further increase the duty cycle,
the number of transmissions of each method will still be
decreased until the duty cycle is increased to 1. In this case,
the MTBDCA problem is equal to the MTB problem in the
traditional WSNs, and the number of transmissions of each
method will be steadily.
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FIGURE 4: The number of transmissions when duty cycle is set 20%. Figure 4 is reproduced from Chen et al. (2018) (under the Creative

Commons Attribution License/public domain).

5.3. Impact of Neighbors. Finally, we exploit Networkx to
investigate the relationship between the number of transmis-
sions of each method and the average number of neighbors,
i.e., . To compare, the number of nodes is set 200 and the
average number of neighbors is set 5 and 10 in two group of
experiments.

Figure 6 presents the number of transmissions of the
above algorithms under different length of working cycle,
where the duty cycle is set 20%. Firstly, as we can see
in Figures 6(a) and 6(b), the number of transmissions of
each method is decreased notably if we increase the average
number of neighbors in the network from 5 to 10. Although

the total number of nodes in the network is unchanged,
the nodes sharing the same active time slot is increased
when the number of neighbors is increased. As a result, the
required number of transmissions is reduced. Compared to
other methods, the proposed AMTB algorithm can reduce
the number of transmissions by 40%, which demonstrates
the efficiency of the proposed method. Similar to Figure 4,
the number of transmissions of BRMS and CSCA are both
increased when the length of working cycle is increased since
they only exploit nodes’ first active time slot for scheduling.
Figure 7 compares the number of transmissions of each
method when we set n = 200 and v = 10 and change
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FIGURE 5: The number of transmissions when |W| is set 20.

the duty cycle. In this case, the trend of each method is
similar as in Figure 5, i.e., the number of transmissions of
each method is decreased when the duty cycle is increased.
And the number of transmissions of AMTB is much less
than the one of other methods. Comparing Figure 7(a) with
Figure 7(b), the number of transmissions of each method is
decreased notably (almost 50%) when the average number of
neighbors is increased. This demonstrates that the number of
transmissions is also highly related to the average degree in
the network.

6. Conclusion and Future Work

In this paper, the MTBDCA problem in duty-cycled wire-
less networks is investigated. It is proved to be NP-hard

and o(ln A)-inapproximable, where A denotes the maximum
degree in the network. An auxiliary graph and the minimum
schedule node covering problem is proposed to exploit nodes’
all active time slots for scheduling. Based on this, a In(A +
1)-approximation algorithm is proposed for MTBDCA. The
efficiency of the proposed algorithm is demonstrated by
extensive simulations.

As for the future work, we will further investigate
the all-to-all MTBDCA problem, including providing a
more efficient algorithm for the all-to-all MTBDCA prob-
lem and studying the tight approximation ratio of the
proposed methods. The simulations will also be con-
ducted to demonstrate the efficiency of the proposed algo-
rithms.
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Currently, communications in the vehicular ad hoc network (VANET) can be established via both Dedicated Short Range
Communication (DSRC) and mobile cellular networks. To make use of existing Long Term Evolution (LTE) network in data
transmissions, many methods are proposed to manage VANETs. Grouping the vehicles into clusters and organizing the network by
clusters are one of the most universal and most efficacious ways. Since the high mobility of vehicles makes VANETSs different from
other mobile ad hoc networks (MANET:), the previous cluster-based methods for MANETs may have trouble for VANETS. In this
paper, we introduce a center-based clustering algorithm to help self-organized VANETs forming stable clusters and decrease the
status change frequency of vehicles on highways and two metrics. A novel Cluster Head (CH) selection algorithm is also proposed
to reduce the impact of vehicle motion differences. We also introduce two metrics to improve the security of VANETs. A simulation
is conducted to compare our mechanism to some other mechanisms. The results show that our mechanism obtains high stability

and lower packet loss rate.

1. Introduction

As a key component of Intelligent Transportation Systems
(ITS), vehicular ad hoc network (VANET) has attracted
plenty of researchers from different fields, and massive
research efforts have been made.

In VANET;, there are two types of communications [1].
VANETs enable both vehicle-to-vehicle (V2V) communica-
tions and vehicle-to-infrastructure (V2I) communications. In
VANETs, vehicles and the infrastructures, such as Roadside
Units (RSU) and application servers, exchange information
for navigation, safe driving, entertainment, and so on.

Generally, communications in VANETs are roughly cat-
egorized into two classes according to the adopted radio
interfaces. One class of approaches is based on Dedicated
Short Range Communication (DSRC). The other class is
based on existing cellular technology [2].

DSRC began to be used for V2V communication from
the 90s. It has a shortage in medium range, which is about
300 meters. It is inadequate for large-scale deployment

[3] because its coverage radius is not large enough. With
the rapid improvement of mobile cellular networks, some
researchers supposed to utilize the existing mobile cellu-
lar infrastructures and technologies for communications in
VANETs. Mobile cellular networks provide wider and larger
coverage, while their delay is longer than DSRC for real-
time information exchanges in local areas [4]. Therefore, both
DSRC and mobile cellular networks cannot fully meet the
needs of ITS. As a result, VANETSs support communication
not only via LTE but also via DSRC.

To make use of existing mobile cellular networks for
data transmissions, many methods are proposed to man-
age VANETs. However, if VANETs are fully managed by
infrastructures, low efficiency will be a big issue, while
fully decentralized VANETs must create a lot of overhead.
Therefore, VANETs usually combine some centralized parts
and decentralized parts. To decrease the overhead via DSRC
channels and the probability of LTE channel congestion,
VANETs are centralized by cellular-based connections and
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scheduling. Meanwhile, vehicles may also exchange messages
with their neighbors via DSRC. Dividing vehicles into clusters
is a common and reasonable approach for VANETs man-
agement. In a cluster-based framework, vehicles are signed
into clusters. The range of a cluster is smaller or equal to
the range of 802.11p, so that vehicles in the same cluster
can exchange messages via DSRC. A single eNodeB manages
many clusters around it. Within a cluster, at least one vehicle
performs as a Cluster Head (CH) to collect information of
all Cluster Members (CM) via DSRC and exchanges data
with the eNodeB via TLE. This architecture decreases the
management overhead while utilizing both DSRC and LTE.

Compared to other MANETS, nodes in VANETs have
higher mobility and higher speed. Cluster reforming and
CH changing must be much more frequent than other
typical MANETS. To decrease the management overhead and
increase communication quality, the clustering algorithm for
VANETs should be able to form stable clusters. To achieve this
goal, in this paper we propose a stable clustering algorithm for
VANETSs. We propose a novel approach to form and maintain
stable clusters for VANETs on highways to avoid continual
cluster reforming. A center-based clustering algorithm is
used to locate the initial clusters’ centers. In every cluster,
a suitable CH is chosen by vehicles’ position, speed, and
maximal acceleration. A cluster maintenance algorithm is
proposed to keep CMs in its CH’s transmission range.

The rest of the paper is organized as follows. The Related
Work briefly reviews the current literature on clustering
algorithms in VANETSs. The proposed scheme is detailed in
the Proposed Scheme. The simulation parameters, simulation
results, and analysis are shown in the Performance Evalua-
tion. In the Conclusion, we state the conclusion.

2. Related Work

In the literature, clustering is the process to group vehicles in
VANETS.

Ref. [5] proposes a method, named LTE4V2X, to orga-
nize vehicular networks. In the centralized vehicular net-
works, eNodeB manages vehicles in its coverage and divides
them into clusters. LTE4V2X protocol defines how the self-
organized network works. In LTE4V2X, eNodeB creates clus-
ters which contain the largest number of nodes circulating in
the same direction.

Ref. [6] extends LTE4V2X to increase information dis-
semination efficiency. It selects CH by the distance from
vehicles to eNodeB. Although, comparing to the original
approach, the complexity is lower and the LTE channel qual-
ity is higher, the power consumption of message exchanging
is not optimized. Nevertheless, [6] states that the system
can calculate the transmit power of DSRC channels by the
distance between vehicles so that the transmit power could
be dynamically adjusted.

Road condition affects the speed and direction of vehicles.
For example, vehicle’s speed is lower on the bumpy road than
a smooth road. Vehicle mobility is determined by human
behavior. Take a street connected megapolis and a village as
an example. In the morning, most vehicles move from the
village (home) to the megapolis (office). In the evening, most
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vehicles run following the reverse path. Ref. [7] quantifies
temporal locality similarity to measure the relation of two
vehicles’ mobility. Then, they utilize the relation of vehicles’
movements to form stable clusters. The locality can also be
used for reducing energy consumption [8].

Ref. [9] proposes a clustering approach to minimize the
total power consumed by DSRC communications. They use
a weighted distance matrix to indicate power consumed
between each pair of vehicles. In this way, the CH selection
problem is formulated as a variant of the p-median problem
in graph theory [10]. In this approach, the number of clusters
p is determined first based on LTE coverage radius and
DSRC coverage radius. The p cluster zones are determined by
vehicle number and 802.11P coverage radius. p Cluster Heads
that are closet to the eNodeB are selected. Then, the system
dynamically selects new CH to minimize the transmission
power between CMs and CH based on weighted distance and
the p-median issue in graph theory. Although this approach
minimizes the power consumption within a single cluster, the
power consumption of V2I communications has not been
considered. The method to decide the zones is vague and
complicated. Moreover, this approach is not suitable for the
scenario that CMs not only send their information to CH but
also communicate among themselves.

Ref. [11] proposes a high-integrity file transfer scheme
for VANETS on highways named Cluster-based File Transfer
(CFT) scheme. In this scheme, CMs help their CH to
download file fragments and then transmit fragments to
the CH which requests the file. Since the very high speed
of vehicles on highways, CFT is a good approach to help
the vehicles download files which they have not enough
connection time to download. However, CFT just considers
the bidirection environment. In addition, with CFT CH
broadcasts its request to its neighbors; then, neighbors that
receive the invitation join the cluster and broadcast the
request to invite more vehicles to join the cluster until
there are enough vehicles. Therefore, CFT may not able to
apply in complicated environment, and it may cause network
congestions.

Ref. [12] proposes an evolutionary game theoretic (EGT)
framework for clustering and CH selecting. Their protocol
is based on game theory. They defined the net utility of a
CH to select the CH which may achieve high throughput. A
cluster size is added in the utility function for CH to optimize
the size of a cluster. Ref. [13] proposes an intelligent naive
Bayesian probabilistic estimation practice (ANTSC) method.
This method is based on the traffic flow. To increase the
stability of cluster, a CH must be in the lane having the
heaviest traffic flow. Naive Bayes algorithm is used to select
the CH which may make the cluster most stable. However,
[12] just compared the EGT clustering with one clustering
algorithm proposed in 2010. Both [12, 13] did not consider
the security of the network.

3. Proposed Scheme

3.1. Overview and Assumption. Clustering algorithm groups
a set of unlabeled nodes into clusters. In cluster-based
VANETs, all vehicles send their information to eNodeB.
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F1GURrE 1: Communications within one cluster.

Then, eNodeB manages the vehicles by clusters. A CH acts as
a messenger to help eNodeB and CMs exchange information.

We assume all vehicles are able to communicate via both
LTE and DSRC. The size of cluster is smaller or equal to
the range of 802.11p, so that vehicles in the same cluster
can exchange messages via DSRC. DSRC coverage radius is
about 300 meters. LTE coverage radius is about 1 kilometer.
Therefore, a single eNodeB manages many clusters around it.
Within a cluster, a vehicle acts as a CH to collect information
of all CMs via 802.11p and exchanges data with the eNodeB via
TLE. Figure 1 is a simplified view of a cluster-based vehicular
network.

For cluster in this paper, we have some assumptions:

(1) All vehicles have both LTE and 802.11p interfaces

(2) All vehicles are equipped with Global Positioning
System (GPS) devises. So, they have accurate geolo-
cations

(3) All vehicles know their destination, speed, and maxi-
mal acceleration

Based on the assumptions, we propose a center detection
based clustering algorithm. We group the vehicles in the
region where the density of vehicles is higher than other areas

into clusters with the help of blob detection method or an
improved high-degree algorithm. Some parameters, such as
speed and acceleration, are added to the CH selection metric
to make the cluster stabler and decrease the CH reselection
frequency.

3.2. Cluster Formation. In our proposed algorithm, in the
initialization stage of cluster formation, vehicles send beacon
messages to the eNodeB. The beacon message of one vehicle
contains the vehicle’s ID k, current position (x;, y;), current
speed v;, maximal acceleration ay, and direction type .

Direction type is decided by the angle from the current
position to the destination. For vehicle k, whose destination
position is (x'y, y;), the direction angle 6 is

X = x

!
9]( _ tan_ly K~ Yk (1)

When 6, € [0°,90°), t, = 1. When 6, € [90°,180°), t, = 2.
When 6, € [180°,270°), t, = 3. When 6, € [270°,360°), £, =
4. Vehicles that have different t are managed, respectively.

The clustering algorithm is described in Algorithm 1.

After receiving the beacon messages, the system analyzes
vehicles’ position information and detects the centers of the
ranges where the vehicle density is higher than in other
areas. If the vehicle quantity or the vehicle density is not
very large, an improved Highest-Degree Algorithm is applied.
Several vehicles which have more neighbors in their transmit
range are detected. We improve the original Highest-Degree
Algorithm to make sure the distance between any two
vehicles we detected is larger than the DRSC range. The
positions of detected vehicles will be the centers we use
in the clustering algorithm. Otherwise, when the vehicle
quantity and the vehicle density are very large, to decrease the
computing complexity and analyze time, the system draws
dots on the map to indicate vehicles. Then, we can carry out
the blob detection. The blob detection is able to detect the
regions where the gray pixel value is greater. Thus, we can use
the blob detection algorithm, e.g., [14], to detect the centers
of regions on the map where dot density is higher.

All vehicles whose distances to the center are not larger
than the range of DSRC are labeled as one cluster. Then,
the system selects one nearest intersection for every center
among all intersections that meet the following conditions:

(1) The distance from it to the points in P is not smaller
than the range of DSRC

(2) The intersection is not in any cluster’s region

Vehicles near those selected intersections are grouped into
clusters. Then, eNodeB uses the same way to select inter-
sections near the selected intersections and groups vehicles.
After iterations, ungrouped vehicles are grouped into clusters.
The distance between two vehicles in the same cluster is
not larger than the range of DRSC. To further decrease
computing complexity, in line 8 of clustering algorithm, a
vehicle or infrastructure located in the center or intersection
can broadcast a request to invite neighbors to join the cluster.
In line 37, the chosen vehicle e can broadcast an invitation
instead of calculating distance by the system.
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Input: Vehicle set V

Output: Initial clusters
1 Initialize center set C = ¢;
2 Locate the centers and add them into C;
3 Initialize point set P=C;
4 while P # ¢ do
5 foreach point p in P do

Initialize node set cluster, = ¢;

6

7 foreach vehicleeinV dop

8 if d,, <R then

9 Add e into clusterp;

10 Remove e from V;

1 end

12 end

13 if clusterp # ¢ then

14 Call Algorithm 2;

15 Return set clusterp;

16 Estimate S, of the CH c of cluster,;
17 if S,. is remarkable high then

18 Check all nodes in clusterp to detect attacker;
19 end

20 else

21 ¢ check S, value of each CM;

22 if S, is remarkable high then
23 Report to the server;

24 end

25 end

26 Add the intersection nearest to p which meets the conditions into P;
27 end

28 Remove p from P;

29 end

30 end

31 while V # ¢ do
32 foreach point c in C do

33 Select an element e in V nearest to ¢;
34 Initialize set cluster,= {e};

35 Remove e from V;

36 Set e as CH;

37 foreach vehiclevinV do

38 if d,, < R then

39 Add v into cluster,;

40 Remove v from V;

41 end

42 end

43 Return cluster,;

44 Estimate S, of the CH e of cluster,;
45 if S,. is remarkable high then

46 Check all nodes in cluster, to detect attacker;
47 end

48 else

49 ¢ check S, value of each CM;
50 if S, is remarkable high then
51 Report to the server;

52 end

53 end

54 end

55 end

AvrGoriTHM I: Clustering algorithm.
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3.3. Cluster Head Selection. Compared to other MANETS,
VANETSs have lower stability, because of the high mobility
of vehicles. Although we divide the vehicles with the help of
direction vector 7, the stability of clusters cannot be guar-
anteed. To select an appropriate CH which can increase the
cluster lifetime and decrease the CH reselecting frequency, a
relative mobility metric M is introduced for CH election.

For a vehicle k, which is in the cluster cluster;, the position
difference between it and all other N vehicles in the same
cluster cluster; is

Dy~ 3\ -

The speed difference between k and all other N vehicles in the
same cluster is

~x,)"+ (i = y) 2)

N
Vk:Zle_an A3)
n=1

The maximal acceleration difference between k and all other
N vehicles in the same cluster is

N
A= Z |ak - an| (4)
n=1

The relative mobility metric M is

D V
M, = k +B k
max{D, | Vne C;} " max{V,|VneC}
€)
Ak
+y ,
max {A, | Vn € C;}

where «, 3, and y are weighted coefficients. a+ 3+y = 1. They
can be adjusted to fit the different traffic conditions. When
the traffic condition is good and all vehicles are driving at
a similar speed, the distance between vehicles has a greater
effect. Thus, the value of « should be higher than the other
two. When vehicles are driving at high speed, the value of 8
is higher than the other two. When the vehicles enter an area
which speed limit changes continually, a higher y should be
considered.

The relative mobility metric M evaluates the relative posi-
tion, speed, and maximal acceleration differences between
one vehicle and all other vehicles in the same cluster. A
smaller M indicates the vehicle has lower relative mobility
than other vehicles in this cluster. Algorithm 2 explains the
process of Cluster Head selection. All clusters formed with
the help of centers and intersections use Algorithm 2 to select
CH. As a CH, the vehicle’s relative mobility metric is smaller
than any CMs. That means the motion mode of CH is similar
to the whole cluster.

3.4. Cluster Maintenance and Reforming. The unpredictabil-
ity and mobility of traffic make the cluster lifetime temporary.
It is infeasible to reform clusters in real time or very fre-
quently. To minimize the frequency and overhead of cluster

5
Input: Vehicles in one cluster
Output: Cluster head o of the corresponding cluster
1SetM,,;, = +00;
2 foreach vehicle k do
3 Calculate the relative mobility metric My;
4 if M, < M,;, then
5 Mmin Mk’
6 o=k;
7 end
8 end
9 return o;

AvrcoriTHM 2: Cluster head selection algorithm.

reforming, we propose a cluster maintenance algorithm.
Algorithm 3 explains the cluster maintenance process.

(1) No Connections between CH and CM. When a CH cannot
connect to a CM, the CH will delete the CM from its record
and notice eNodeB. When a CM cannot reach its CH, the CM
will check the signal it received via DSRC and join the cluster
whose signal of CH is strongest. If the CM cannot receive a
message strong enough, it will notice eNodeB via LTE and
become a CH.

(2) No Connections between eNodeB and CH. When eNodeB
notices it has lost connection to a CH, it recalls Cluster Head
Selection Algorithm and a new vehicle will be CH of that
cluster instead of the leaving vehicle.

(3) A Vehicle Joins the Network. When a vehicle comes
into the network, it first tries to join the nearest cluster by
broadcasting a CH request via DSRC. If it fails, it will send
a message to eNodeB. eNodeB will help the vehicle to join a
cluster or to be a CH and form a new cluster by itself.

(4) Two Clusters Are Too Close. With the movement of the
vehicles, two clusters may be very close. When the distance
between two CHs is shorter than R for a period At, the
two clusters are merged into one cluster. The Cluster Head
Selected Algorithm is recalled. A new CH for the new
cluster is selected. Then, all vehicles, which are out of the
transmission range of the new CH, leave this cluster and
check the invitation signal they have received via DSRC and
join the cluster whose signal of CH is the strongest. If a vehicle
does not find a cluster to join in, it notices eNodeB via LTE
and becomes a CH.

3.5. Security Mechanism. To further improve the VANETS
security and availability, a novel security mechanism is
proposed to detect malicious nodes.

In clustered networks, the availability and security of
CHs are incredibly crucial. CHs help the servers to collect
and transmit messages to CMs. If an attacker wants the
access to other vehicles” private information, it should acts
as a CH. The most common and most executable method
for an attacker to be selected as a CH is launching a
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Output: New clusters

3 end

5 Reomve the CM;
6 Notice eNodeB;
7 end

Input: Initial clusters and vehicle set V

1if the eNodeB can not reach a CH then
2 Call Cluster Head Selection Algorithm;

4 if the CH can not reach a CM then

8 if the distance between two CHs < R for a period At then
9 Merge the two clusters into one cluster;

10 Call the Cluster Head Selected Algorithm;

11 Check S, values of new CHs;

12 New CHs check S, values of their CMs;

13 end

14 if a CM can not reach the CH then

15 if it can receive a signal from CHs then
16 Join the cluster whose signal of CH is strongest;
17 CH check its S, value;

18 end

19 else

20 Notice eNodeB;

21 The node performs as a CH;

22 end

23 end

AvrGoriTHM 3: Cluster maintenance algorithm.

Sybil attack. In a Sybil attack, the vehicle controlled by a
malicious attacker presents multiple identities (vehicles), and
all of the vehicles have similar directions, positions, speeds,
and maximal acceleration. Hence, these vehicles must have
higher relative mobility metrics and higher probabilities to
be selected as CH.

To protect the CMs privacy, we introduce a trajectory
similarity metric S, to defend Sybil attacks. For a cluster
contains N nodes, the trajectory similarity metric of its CH
cis

1 EoA
S, = ! R 6
e N-1 Z <lifetimei) ©)

i=1

where At; is the duration of both ¢ and node i that belong
to the same cluster, and lifetime; is the lifetime of i in this
network. Every time a CH is selected, the server estimates
its trajectory similarity metric. If one CH has a remarkable
higher trajectory similarity metric, the server will check all
nodes in the cluster to detect the malicious attacker.

A denial-of-service attack (DoS attack) is another com-
mon attack in VANETSs. In DoS attack, the attacker floods
the CH or server to make the network services unavailable.
The connections of authenticated vehicles to the network
are temporarily broken. Therefore, the legitimate requests of
server and authenticated vehicles cannot be actioned.

To protect the network availability, we introduce an
activity similarity metric S, to detect DoS attacks. For a

vehicle m that belongs to a cluster containing N nodes, the
activity similarity metric is

_ Zzl\:III Pi = Pm N
Sam = NI . , (7)
2is1 D N-1

where p; is the number of requests between vehicle i and
CH c during a period of time At; p,, is the number of
requests between vehicle 7 and CH ¢ in the same time period.
The higher the activity similarity metric, the greater the
proportion of requests of vehicle 7 in all the requests of this
cluster. If one CM has a remarkable higher similarity metric,
the CH will regard it as a DoS attacker and report to the server.
Meanwhile, the sever can also use activity similarity metrics
to detect DoS attack from CHs.

4. Performance Evaluation

4.1. Simulation Parameter. We perform the simulation with
the help of Veins LTE. Veins LTE is a simulator developed on
Veins [15], which is an open source framework for simulation
of vehicular networks based on both IEEE 802.11p and LTE.
It integrates a network simulator named OMNeT++ and
a traffic simulator named Simulation of Urban MObility
(SUMO) [16].

In our experiment, vehicles run on a real map of Wash-
ington, DC, USA, obtained from OpenStreetMap [17]. We
extract the data of highways in the center of Washington, DC.
The total length of road is 30.38 km. The total lane length is
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90.09 km. Every vehicle has random source and destination
edge. The route from the starting point to the destination
is the shortest path found by Dijkstra’s algorithm [18]. The
maximal acceleration ability of vehicles we have used is 2.6
m/s*. The maximal deceleration ability of vehicles is 4.5 /s>,
The vehicle’s maximum velocity is 55.55 m/s.

We compare our proposed clustering algorithm, Center-
Based Stable Clustering Algorithm (CBSC), with a K-Means-
Based method (KMB) and SCalE algorithm [19]. K-means
algorithm [20] is commonly used in VANETSs for clustering,
e.g., [21-23]. In KMB method, we divide the vehicles into
two parts by the angle of the vehicles and perform KMB on
them, respectively. The cluster maintenance algorithm KMB
is proposed in [24]. The predefined threshold Av,, is 5 m/s.
In the simulations, all vehicles’ movement information is
resent to eNodeB for cluster status update in every 10 seconds.
eNodeB needs exchange data with vesicles every 3 seconds.
The simulation time is 503 seconds.

4.2. Results and Analysis. The goal of this paper is to propose
a stable clustering algorithm for VANETs. To check whether
a clustering algorithm can solve the high mobility of vehicles
on the highways, the cluster stability should be evaluated.
The metrics we use to show the performance of clustering
algorithm are as follows:

(1) Average CH Lifetime. The CH lifetime is the period
from the state when the vehicle is a CH to the state
when it is not a CH (i.e., being a CM or leaving the
system). When a CH ends its lifetime, a new CH is
elected, or the cluster is dissolved.

(2) Average CM Lifetime. CM lifetime represents the
duration at which a CM stays in the same cluster.
The average CM lifetime is the average length of all
vehicles CM lifetime. It is another important metric
to evaluate the stability of clusters.

(3) Average Number of Reaffiliation Times per Vehicle.
The average number of reaffiliation times per vehicle
represents the average number of times a vehicle
changes the cluster it belongs to during the simulation
time.

(4) Packet Loss Rate. Packet loss rate is the percentage of
packets lost with respect to packets sent.

In the experimentation, we compare the four metrics of the
three methods with different vehicle numbers, transmission
ranges, or highway speed limits. Figures 2, 4, 6, and 8 show the
results obtained with the variety of total vehicle number (N)
and the variety of transmission range (R), when the highway
speed limit (v) is 100 km/h. Figures 3, 5, 7, and 9 show the
results obtained with the variety of transmission range (R)
and the variety of highway speed limit (v), when the total
vehicle number (N) is 300.

Figures 2 and 3 represent the average CH lifetime for
the three methods. Those figures show that the CHs under
KMB have a marked shorter lifetime. Although our CBSC
has a higher value than SCalE a few times, in general,
SCalE performs slightly better than CBSC on the average CH
lifetime.
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The average CM lifetime values produced by KMB, SCalE,
and the CBSC methods are shown in Figures 4 and 5.
From those two figures, we can see that the average CM
lifetime produced by CBSC is much longer than the other two
methods. SCalE has the worst performance on the average
CM lifetime.

Figures 6 and 7 show the average number of reaffiliation
times per vehicle obtained in 503 seconds. Obviously, com-
paring to other two algorithms, vehicles with SCalE change
status much more frequently. The data on the two figures
shows CBSC not only produces a lower cluster status change
frequency than KMB produces, its superiority, but also is
bigger with the increase in highway speed limit.

The results of simulation illustrate that clusters under
CBSC are the stablest in the three algorithms. They have
the longest average CM lifetime and lowest average number
of reaffiliation times per vehicle. Although SCalE performs
slightly better than CBSC on the CH lifetime experiment, it
produces a much shorter average CM lifetime. Besides, the
number of CMs is much larger than the CHs in one system.
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Therefore, we consider that CBSC has higher stability than
SCalE.

The basic function of VANETS is supporting commu-
nication between separated vehicles and infrastructures. To
test the performance of data dissemination in VANETS, we
do experiment on packet loss rate with different methods.
Packet loss means a packet fails to arrive at its destination.
A high packet loss rate decreases the data dissemination
efficiency and may cause network congestion. Therefore, an
efficient data dissemination mechanism should have a low
packet loss rate. In our experiment, all vehicles exchange
data with eNodeB every three seconds. That means, in every
three seconds, eNodeB sends data to all vehicles once, and
each vehicle sends data to eNodeB once. Like the scene we
described in the previous section, eNodeB communicates
with the nodes in its record via CHs, and vehicles which
are CMs send data to their CHs first. Figures 8 and 9 show
the results of packet loss rate. With the increase in vehicle
velocity or the transmission range, the packet loss rates
obtained by all the three mechanisms decrease. But CBSC
gets lower packet loss rate, while KMB performs the worst,
when the amount of vehicle is larger. That insinuates CBSC
has a good ability to handle a considerable amount of data.
In the experiment, CBSC always obtains lowest packet loss
rate. Since the interval between cluster status updates is 10
seconds, we can know that the probability of CM leaving its
CH between two cluster status updates in CBSC is lower than
the other two algorithms. We can consider that the proposed
relative mobility metric M and CH selection algorithm of
CBSC do reduce the impact of vehicle mobility on cluster
stability.

5. Conclusion

To decrease the management overhead and increase the
quality of communications, we try to make the clusters in
VANETs as stable as possible while keeping the network
performance acceptable. In this paper, we propose a stable
clustering algorithm for VANETSs on highways, which utilizes
direction vector, the centers of vehicle denser areas, and
intersections to group less quantity of more stable clusters.
To reduce the impact of vehicle type and drivers’ driving
habits, we propose a novel CH selection algorithm and clus-
ter maintenance algorithm, which use the relative mobility
metric to reduce the influence of vehicle’s distance, velocity,
and maximal acceleration. To protect the vehicles’ privacy
and the network availability, we introduce two mechanisms
to detect malicious attacker. In the simulation experiment,
our algorithm’s performance ranks up against the other two
algorithms (KMB and SCalE) on both stability and package
delivery rate. In the future, we would like to further improve
the algorithm for the complex urban environment.
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